. QTECH TexHu4yeckoe onmcaHue

MWP OOCTYNHEE

Ethernet-kommyTaTtopbl gocrtyna L3

cepua QSW-3310

OnucaHue

Ethernet-kommyTatopbl QTECH npegHasHa4yeHbl Ofsi NOCTPOEHUSI MYNbTUCEPBUCHBIX CETEMN,
pewasi nobble 3agayn 3akasuvka. BHeapeHve KOMMNEKCHbIX WHTErpUMpOBaHHbIX PeLLeHui
NO3BONSAET pa3BepHYTb MYNbTUCEPBUCHYIO CeTb C TpebyeMbiM (PyHKLMOHANoM B KpaTyanwne
cpoku. lNepenosble TexHOMOrMu, NpuMeHsieMbl B kommyTatopax QTECH, no3BonsatoT NoBbICUTb
NPON3BOANTENBbHOCTb NOKaNbHON CETU U 0becnevnTb NOBbLILEHHbI YpoBEHb 6e30nacHOCTW.
Ynpasnsiemble rurabutHole L3-kommyTtatopbl cepum QSW-3310 paspaboTaHbl cneymanbHo Ans
oneparopoB cBa3n n ceterr MAN 1 obnagatoT cnegyowmm OyHKLMOHANoM:

e KOMMNeKcHbIN QOS;

e pacwmpeHHble oyHKumm VLAN (Voice VLAN, QinQ v ap.);

e ynpasreHne Noiocon NPONyCKaHUs;

e VHTEeNnnekTyanbHoe yrnpasneHne 6e30nacHoCTbIO;

e cTaHgapTbl Ethernet OAM (Operations, Administration, Maintenance);

e (byHKUMKM ynpaBreHuss u cepeucbl Triple Play, ygoenetBopsiowmne TpeboBaHUSAM,
npenbsiBrsemMbIM K onepaTtopckum cetsim n cetam MAN.

Bo3MoOXHoOCTHU

npOCTOTa M rMOKOCTbL B dKcnnyatauuu, ynpaBJieHUN N o6cny>|<v|Ba|-wm

e [lonHas nopgepxka OAM Ethernet (ctangapt IEEE802.3ah/802.1ag*), VCT, DDM
(Digital Diagnostic Monitoring) n gpyrux dpyHkumn ansa éeicTporo obHapyxeHus cboes B
CeTM W YMeHbLUEHUss CIOXHOCTENM B Mnpouecce aKchnyataumm u obcnyXuBaHus
KOMMYTaTOpOB.

* QyHKUMOHAN HaxoauTCs Ha cTagmu paspaboTku
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YcuneHHas 6e3onacHoOCTb

KommyTtatopbl cepun QSW-3310 noggepxvBatoT OBLWIMPHBLIA HABOp WMHCTPYMEHTOB AN
obecneyeHnsa 6esonacHOCTN CeTH.

BPDU Guard n Root Guard gnsi npegoTrBpalleHnst co3gaHusi netenb B TOMNOMOrMn 1
HEeCaHKLVOHMPOBAHHOIO JOCTYrNa B CETb.

Moopepxka crtanpgapta |IEEE 802.1X pgns  ayTteHTMdwuKaumMM W aBTopusaumm
nonb3oBaTternen npu nomowm RADIUS-cepsepa.

Mopoepxka TexHonormm MAB ans ayTeHTMdMKaUMM M aBTopmM3aumm YCTPOWUCTB MO
MAC-agpecy.

Mopaepxka B3aumopencTteusa ¢ nnargopmon Cisco ISE, B Tom umcne npogpunmposaHue
NOAKMNHYaeMbIX YCTPONCTB C Ucnorns3oBaHnem npotokonos LLDP, DHCP.

YnpaeneHne [JOCTYNOM MOLKMIOYEHHbIX YCTPOMCTB 3a CYET MNPUMEHEHUS K HUM
pasnuyHbIX NONUTUK, Taknx kKak aAnHamudeckne VLAN n anHammnyeckmne ACL.

Moaopepxka dyHKumMoHana RADIUS Change of Authorization.

Mopgaepxka ACL, MCNonb3yloLMXCA ONA OorpaHMYeHuss OOoCTyna K pecypcaMm CeTu
NOCPEACTBOM OTKMOHEHUA U PUMbTpaLUM NakeToB B COOTBETCTBUMM C 3adaHHbIMU
NoNMMTUKaMM.

Mcnonb3osaHne DHCP Snooping anga npegotepaweHns DHCP-atak n npumeHeHus
nogaenbHbix DHCP-cepBepoB npu nomoLm yctaHoBkM trust- n untrust-noptos.

Mopaepxka dyHKkUM Be3onacHocTn ypoBHA L2, Takmx kak Dynamic ARP inspection,
Port-security n gpyrux ARP- n MAC-cdyHKumn 6e3onacHOCTU ANs 3alUTbl CETU.

Bbicokas HagéXHocTb

Moogepxka npotokonoB STP, RSTP, MSTP, Root Guard, BPDU Filtering, Stack u 1.4.

OcobeHHocTu VLAN

Moogepxka ctaHgapT 802.1Q u co3gaHne VLAN Ha ocHose noptoB, VLAN Ha ocHoBe
MAC-agpeca, Voice VLAN u Protocol VLAN.

Wnpokaa nogaepkka TexHonormm QinQ, Bkrtoyaa Basic QinQ um Selective QinQ, 4To
OaéT MakcMMarbHyt0 MOKOCTb B HACTPOMKax NonmTuk QinQ.

Mogopepxka dyHkumMmM VLAN Translation, nossonswowaa nepefaBartb HECKONbKO TAroB
VLAN BO dperimax OT nopta [ocTyna B YyKasaHHbli Tor VLAN, 4TO nossonder
OCYLLECTBNATb HAAEXHYIO TEXHUYECKYHO NOAAEPXKKY CXOOUMOCTM NonuTuk QosS.

BoamoxHocTu Multicast

Mopaepxka npotokona MVR (Multicast VLAN Register), no3sonstowiero BbiI60po4HO
nepegasatb multicast-tpadmk Mexgy pasnuuHbiMv VLAN B uUenax  ynydleHus
NPOMYCKHON CNOCOBHOCTM CETU 1 6e30nacHOCTMU.

Mopaepxka IGMP Snooping no3sonsieT npegoTtepatuTb iy B multicast-tpaduke.

Mopnepxka IGMP Filtering nossonseTr cosgaTtb Npasuna, OrpaHuynBarolime OOCTyn
nonb3oBaTenen K onpeaeneHHsiM multicast-rpynnam.
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TexHn4yeckue XapakTepucTtukumn

Cepust QSW-3310 cogepxut criegytowime mogenn: QSW-3310-28TX-AC,
QSW-3310-28TX-AC-AC, QSW-3310-28TX-POE-AC.

Mopenu QSW-3310-28TX-AC(-AC) QSW-3310-28TX-POE-AC

UHTepdhenchl

10/100/1000 24 -
BASE-T

10/100/1000 - 24
BASE-T
(POE/PoE+)

Combo 100/1000 - -
BASE-T
BASE-X SFP

10GbE BASE-X 4
SFP+

MopTbl ynpaeneHnsi | 1 KOHCOMNbHbLIN NOPT

MponsBoanTeNnbHOCTL
KommyTaumoHHas 128 I'out/c
€MKOCTb
CkopocTb 96,2 Mnak/c
nepegayu
Tabnuua MAC 16K
VLAN-Tabnuua 4K
Jumbo frame 9K
Tabnuua ACL 1K
Tabnuua ARP 512/256 (IPv4/IPv6)
Tabnuua 64
MapLUpyTH3auum

Kon-Bo oyepenen 8
Ha nopT

Flash-namaTb 64 Mb
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Mogenu

QSW-3310-28TX-POE-AC

QSW-3310-28TX-AC(-AC)

OnepatneHas
namsiTb

512 Mb

dusmnyeckne napamMeTpbl

Pa3smepbl (LLUxIMxB)

435%x240x44 mm

Macca < 3,3kr < 3,5«kr

orneKkTponuTaHme 100 - 240 B AC, 50-60 Ty,

MoTpebnsemas <45BT <515Bt

MOLLIHOCTb

OxnaxneHue naccmBHoOe aKTMBHOE

MTBF > 80000 yacos

OTHocuTenbHas 5 % — 95 %, 6e3 koHgeHcara

BNaXXHOCTb

PoE - IEEE 802.3af PoE (15,4 BT) IEEE
802.3at PoE+ (30 BT)
BrogyxeT mowHocTm 460 BT

MakcumarnbHoe 4

KONM4ecTBO NOPTOB
10GE

PYHKLMOHANbHOCTb

MeTton Store-and-Forward

KOMMYyTauum

VLAN Port-based VLAN, IEEE802.1Q, private VLAN, Protocol VLAN, Voice
VLAN, MAC VLAN, auHamuyeckoe HasHadenHme VLAN, VLAN
Translation

DHCP IPv4/IPv6 DHCP Client, IPv4 DHCP Server, IPv4/IPv6 DHCP Snooping,
DHCP Relay Option 82

QinQ Basic QinQ, Selective QinQ

3epkanupoBaHne Port Mirror, RSPAN

nopToB
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Mopenu QSW-3310-28TX-AC(-AC) QSW-3310-28TX-POE-AC

MapLpyTnsaums Cratuyeckas (IPv4/IPv6), RIPv1, RIPv2, OSPFv2
Multicast IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave, MVR

ACL IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL IPv6
extended ACL, MAC-IP extended ACL Time based ACL

QoS 8 ouepenen Ha nopT
Mapkuposka Tpadmka 802.1p/DSCP/TOS

Anroputmbl 0bpabotkm odepepen: SP, RR, WRR Metog congestion
avoidance: Tail drop

OrpaHuyeHne Tpaduka Ha nopTax

®yHKUMM Storm Control Ha ocHOBe nakeToB 1 6anToB

6esonacHocTK BPDU Guard, BPDU Filter, Root Guard, Loop Guard, TC-protection,
Loopback-detection

Dynamic ARP Inspection, IP Source Guard

IEEE 802.1x, Authentication, Authorization, Accounting, TACACS+,
RADIUS VCM (onoBeLleHne o0 kpaxke kabens, paboTaer TonbKo Ha

MeHbIX NopTax), nogaepxka s3anmogenctena ¢ Cisco ISE

YnpasrneHue n TFTP/FTP/SFTP, SNMPv1/v2c/v3, SNMP Trap, DyingGasp CLI
obcnyxunsaHue (Console/Telnet/SSH), Web/SSL,

Public & Private MIB interface, RMON (1,2,3,9), Ping, sFlow

Trace Route, Syslog, SNTP, Multiple Configuration Files, DDM, ULDP,
LLDP/LLDP MED

HapexHocTb

MpoTokonbl 802.1D STP, 802.1W RSTP, 802.1S MSTP Stack, LACP, MRPP,
pe3epBuMpOBaHNS (R)PVST+ compatible

CteknpoBaHue 8
(MakcmmanbHoe
KOnmM4ecTBO
YCTPONCTB B CTEKE)

MSTP Instances 64

ArpervpoBaHue 48 rpynn/8 nopToB
KaHanoB
JdononHutenbHO
[
Green Ethernet IEEE 802.3az (Energy Efficient Ethernet)

NMPUMEYAHUE: nHpopmaums, npeactaBneHHaa B JOKYMEHTE, HOCUT CNpaBOYHbIA XapaKTep.
TOYHbIE XapaKTEPUCTUKM TPEOYIOT YTOYHEHMS.
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Cxema npumMmeHeHus

Anpo
A
\Vj
Arperayus
QSW-6200 QSW-6910
-ji-c;(':'f'y'ﬁ ........................

QSW-3750

1
1
:
1
Ctek QSW-3310 |
1
1
1

Monb3oBaTtenu, IP-TenecoHbl, GecnpoBoaHble TOYKKU AocTyna,
Kamepbl Buneouaﬁnm,qeuvm W apyrve oKkoHe4yHsble yCTpOﬁCTEa

UHdopmauuna ansa 3akasa

Mopenb OnucaHue

QSW-3310-28TX-AC YnpaBnsiemMblii CTEKMPYEeMbI KOMMYTaTop YpoBHS L3,

24 nopta 10/100/1000 BASE-T, 4 nopta 10GbE SFP+, 4K
VLAN, 16K MAC-agpecoB, KOHCOSbHbIN NOPT, BCTPOEHHbIN
Bl pasbem nuTaHus Ha 3agHen naHenn, 220 B AC,
pasmepsbl LLUxxB (435%240x44 mMmm)

QSW-3310-28TX-AC-AC YnpaBngemblii CTEKUPYEMbIA KOMMYTAaTop YPOBHS L3,

24 nopta 10/100/1000 BASE-T, 4 nopta 10GbE SFP+, 4K
VLAN, 16K MAC-agpecoB, KOHCOSTbHbIN NOpT,

2 BCTPOEHHbIX Bl pasbem nuTaHnsa Ha 3agHen naHenu,
220 B AC-AC, pa3mepsbl LLUXIMxB (435x240%x44 mm)

QSW-3310-28TX-POE-AC YnpaBnsemblii CTeKMpyeMblii KOMMYTaTop ypoBHS L3 ¢
nogaepxkon PoE 802.3af/at, 24 nopta 10/100/1000
BASE-T, 4 nopta 10GbE SFP+, 4K VLAN,

16K MAC-agpecoB, KOHCOIbHbIV MOPT, BCTPOEHHbIN Bl
pa3beM NuTaHus Ha 3agHen naHenu, 220 B AC, pasmepbl
LxxB (435%x240%x44 mm)
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O6wasn nHdopmauusa

FapaHTvm n cepBuc

Mpouenypa n HeobxoouMble 4ENCTBUS NO BOMpOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «oggepxka» —> «[apaHTuiHOe 06CNYXNMBaHNE.

O3HakoMUTbCA C MHpOpMaLMen NO BONpocamM TeCTUPOBaHUS 060pyAOBaHUA MOXHO Ha cante
QTECH B pasnene «[Mogaepxka» —> «B3saTb 06opynoBaHne Ha TECT».

Bbl MOXeTe HanucaTb HanpsiMyto B Cny0y cepsuca no 3aNeKTPOHHOM noyTe sc@gtech.ru.

TexHnyeckasi nogaepxKka

Ecnn Bam HeobGxoouMmo codencTBuMe B BOMPOCcax, Kacalowumxcs Hawero obopyaoBaHud, TO
MOXETE BOCMONb30BaTbCA pPasfesioM TeXHUYEeCcKoW nognepkku nosb3osaternern QTECH Ha
Hawem cante www.gtech.ru/support/.

TenedoH TexHnyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

ANeKTpoHHas BepCcuA AOKYMEHTa
[arta nyonukaymm: 11.08.2025

https://files.qgtech.ru/upload/switchers/QSW-3310/QSW-3310_dos_datasheet.pdf
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https://www.qtech.ru/support/guarantee/
https://www.qtech.ru/support/testing/
mailto:sc@qtech.ru
https://www.qtech.ru/support/
https://files.qtech.ru/upload/switchers/QSW-3310/QSW-3310_dos_datasheet.pdf
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