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3aaBneHue

3asaBneHue o6 dBTOPCKUX U UCKINMHYNTEJIbHbIX NpaBax

OTO pyKOBOACTBO, BKIIIOYas, HO HE OrpaHMYMBasiCb BCEWN coaepXallencs B Hem nHdopmaumnen,
3alUMLLEHO MOMNOXEHUAMU 3aKoHoOaTenbCTBa 00 UCKMIOYMTENBHBIX U aBTOPCKUX nNpaBax. bes
paspewieHns QTECH HMKTO He MOXeT 3aHMMaTbCA KakMMU-NMOO AeNCTBUSMM, TaKUMWU Kak
UMuUTaUnd, KonupoBaHue, U3BIEeYEeHne WHgopmauuKn, nepecbinika unuv gpyrue Gopmebl
NCMOSb30BaHMS.

OTKa3 OoT OTBETCTBEHHOCTU

HacTtosiiee pykoBOACTBO nNpeaHa3Ha4YeHO [AJ1si CMpPaBOYHbIX Lenen npu UCNonb30BaHUM
nporpaMMHo-annapaTHOro komnrekca (yCTponcTea).

QTECH npepocTtaBnsdeT aTO pyKOBOACTBO "Kak eCTb" U B TOW Mepe, B KakOW 3TO paspeLLeHo
3aKOHOM, He [JdaeT HUKaKUX SIBHbIX WMAW nogpasyMeBaeMblX rapaHTUi, BKIKOYasi, NOMUMO
npoYero, TOBapHy NPUro4HOCTb, NPUTOAHOCTL AN ONpeaeneHHon Lenn, HeHapyLIeHe Kakmnx-
nnbo npae Apyrnx nuu, n nobble rapaHTUM OTHOCUTENBHO NUCNOMb30BAHMSA UNU HEBO3MOXHOCTH
ncnonb3oBaHuda atoro pykosoactea. QTECH Takke He AaeT HUMKaKMX rapaHTUi OTHOCUTESIbHO
TOYHOCTU U HaJEXHOCTM Nobon MHOpMaL MK, NOSTYHYEHHOW C MOMOLLIbIO 3TOrO PyKOBOACTBA.

W3-3a 06HOBREHWIA BEPCUM NPOLYKTA MW NO APYrMM NpUYMHaAM CO4EPXKMMOE 3TOr0 PYKOBOACTBA
MOXeT nepuoanyeckm obHoenaTbea. QTECH ocTaBnseT 3a cobon npaBo BHOCUTb U3MEHEHMS B
coepkaHue HacTosALWEero pykoBoacTea B Nnoboe Bpems 6e3 npeaBapuTenbHOro yBeLOMNEHUS.

Ecnu He YKa3aHO WMHOe, 3TO PYKOBOACTBO MNpenoctaBiideTCA WUCKMIOYUTENbHO B Ka4decTBe
pykoBoaACTBa NO WUCMNONb30OBaHMO, W MNoOJib30OBaTENIN HEeCYyT BCe pPUCKU, CBA3aHHble C
McnoJsib30BaHMEM 3TOI0 pykoBOACTBaA.

3asiBfieHMe o ToBapHOM 3Hake

Microsoft® n Windows siBnatoTcst TOBapHbIMU 3HaKamm rpynnbl komnaHunin Microsoft.
Linux® aBnsaeTcH 3aperMcTpmpoBaHHOM Toproeon mapkon Linus Torvalds.
Aspeed® senseTcs Toproson mapkon ASPEED Technology Inc.

QTECH® sensietcsa Toprosorn mapkorn OO0 «KbKOTOK».
MNpaBa cOGCTBEHHOCTU Ha ApYyr1ne TOBapHble 3HaKW NpuHagnexar ux Bnagensuam.
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HasnayeHne nporpamMmmbl W

1. HABHAYEHMUE NMPOIrPAMMbBI

1.1. MporpaMmmHoe obecneyeHne yctaHaBNnMBaeTCAaA Ha KOMMyTaTop.

KommyTatop — yCTPOMCTBO, MpedHasHayeHHoe And COeAMHEHUS HECKOSbKMX  Y3NoB
KOMMbIOTEPHON CeTu B npegenax OAHOro WM HECKONbKUX CEermMeHToB ceTu. B oTnunume ot
KoHUeHTpaTopa (1 ypoeHb OSl), KOTOPLIA pacnpocTpaHaeT TpaguK OT O4HOMO NOSKITIOYEHHOTO
YCTPOMCTBA KO BCEM OCTanbHbIM, KOMMYyTaTop nepefaéT AaHHble TOMbKO HEenocpeacTBEHHO
nonyyaTento (MCKMYeHME COCTaBnseT LIMPOKOBeLLATEeNbHbIA TpaduKk BCEM y3nam ceTu U
Tpadmk ANa YCTPOWCTB, ANS KOTOPbIX HEU3BECTEH UCXOAALUMIA MOPT KOMMYyTaTopa). JTO
NoBbILLAET NPOM3BOANTENBHOCTb N GE30MacHOCTb CeTu, M3baBnsas ocTalnbHbIE CErMEHTbLI CEeTU
OT HeobGXoAMMOCTM (U BO3MOXHOCTM) oObpabaTbiBaTb [JaHHble, KOTOpble WM He
npegHasHavanmce.

KoMmmyTatop XpaHuT B naM4aTtuh (T.H. accounmaTMBHOM NnamaTn) Tabnuuy KOMMyTaumm, B KOTOPOW
yKkasbiBaeTcs cootBeTctBMe MAC-agpeca yana nopty kommyTtatopa. [lpu BkioveHun
KomMmyTaTopa aTa Tabnuua nycta, u OH paboTaeT B pexume obydyeHud. B atom pexnme
noctynawwme Ha Kakon-nmbo nopT [OaHHble MepefarTcss Ha BCe OcTanbHble MNOPThI
kommyTaTopa. [Mpn aTOM KOMMyTaTOp aHanuanpyeT ppermbl (kagpbl) 1, onpegenus MAC-agpec
XOCTa-oTrnpaBuTENs, 3aHOCUT ero B Tabnuuy Ha HekoTopoe Bpemsd. Bnocneactemm, ecnu Ha
OAMH M3 MOPTOB KOMMyTaTopa MOCTynuT Kagp, npegHasHadeHHbln ana xocta, MAC-agpec
KOTOPOro yXe ecTb B Tabnuue, To 3TOT kagp byaeTt nepenaH TOMNbKO Yepes NOopT, YKa3aHHbI B
Tabnvue. Ecnn MAC-agpec xocta nofnydaTens He accoummpoBaH C KakMM-nvbo nopTtom
KomMMyTaTopa, To kagp OyaeT oTnpaseH Ha BCe NOPThI, 32 UCKIHYEHNEM TOro NopTa, C KOTOPOro
OH 6bin nonydeH. Co BpemMeHeEM KOMMYyTaTop CTpouT Tabnuuy pAns BCEX aKTUBHbIX
MAC-agpecoB, B pesynbtate Tpaduk nokanmsyetcs. CTOMT OTMETUTb Manyl NaTeHTHOCTb
(3ageprkKy) 1 BbICOKYIO CKOPOCTb MEPECLINKN Ha Kaxgom NopTy nHTepdenca.

[na BpeMeHHOro xpaHeHus (PperMoB W NOcCreayroLllen UX OTNpaBKM MO HyXHOMY agpecy
KOMMyTaTop MOXeT wucnonb3oBatb Oydepusaumo. bydepmsauma moxeT ObiTb Takke
ncnonb3oBaHa B TOM criyvae, Korga nopT MyHKTa Ha3HayeHus 3aHaT. bydepom HasbiBaeTcs
obractb NaMATK, B KOTOPOM KOMMYTaTOP XpPaHWUT nepegaBaeMble AaHHbIE.

bycdep namaTM MOXeT ucnonb3oBaTh [[Ba MeTo4a XpaHeHus U OTnpaBku  OPEenMoB:
Oydepusaumnsa no noptam n Gydepusaumsa ¢ oben namatoto. MNMpu Gydepusaumm no noptam
nakeTbl XpaHATCA B odepeasx (queue), KOTopble CBA3aHbl C OTAENbHbIMU BXOAHBIMU MOPTaMW.
lMakeT nepenaétcs Ha BbIXOQHOW MOPT TONbKO TOorga, Korga Bce (hpenmbl, HaxoguBLUMECS
Brepegun Hero B oyepean, Gbinn ycnewHo nepedaHbl. [1pn 3TOM BO3MOXHa cuTyauus, Kkorga
O4VH (bpenm 3afepxmBaeT BCIO ovepeb U3-3a 3aHATOCTU NopTa ero NyHKTa HasHavyeHud. Jta
3afepxKka MOXeT MPOUCXOAUTb Aaxe B TOM Ccriyyae, Korga octanbHble pperiMbl MOryT ObiTb
nepeaaHbl Ha OTKPbITbIE MOPTbl MX MYHKTOB HA3HAYeHMS.

Mpwn 6ydhbepmszaumm B 00LLEN NAamMATN BCe PpenMbl XpaHATCS B 0bLLem Oydepe namsiti, KOTOPbIN
ncnonb3yetcad BCeMU MopTamm KommyTaTopa. KonnyecTBOo namsatv, OTBOAMMOW MOPTY,
onpegensdetcs TpebyeMbiM €My KONMMYEeCTBOM. TakonW MeTo HasbiBaeTcs LMHAMUYECKUM
pacnpegenennem 6ydepHon namstu. [locne 3toro dpenmbl, Haxogmelimecss B Oydepe,
ANHaMNYECKN pacnpenenstoTcs BbIXOAHbIM NopTaM. OTO NO3BONSAET NONYYUTb (PpeimM HaoaHOM
nopTe u OTNPaBuUTb €ro C APYroro NopTa, He yCTaHaBNUBasi ero B odepesb.

KommyTaTop noaaepxveaeT KapTy NOPTOB, B KOTOpble TpebyeTca oTnpaBuTe dperimbl. OumcTtka
3TOM KapTbl MPOUCXOOMT TONbLKO NOCHe TOro, Kak operm yCnewHo oTnpasrieH.

@ §) QTECH

MWP [OOCTYNHEE


https://ru.wikipedia.org/wiki/%D0%A3%D0%B7%D0%B5%D0%BB_%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/%D0%A3%D0%B7%D0%B5%D0%BB_%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D0%B3%D0%BC%D0%B5%D0%BD%D1%82_%D1%81%D0%B5%D1%82%D0%B8
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D0%BA%D0%BE%D0%BD%D1%86%D0%B5%D0%BD%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%BE%D0%B9_%D1%82%D1%80%D0%B0%D1%84%D0%B8%D0%BA
https://ru.wikipedia.org/wiki/%D0%90%D1%81%D1%81%D0%BE%D1%86%D0%B8%D0%B0%D1%82%D0%B8%D0%B2%D0%BD%D0%B0%D1%8F_%D0%BF%D0%B0%D0%BC%D1%8F%D1%82%D1%8C

PykoBogcTteo nonb3osatend QSW-3310

OcCHOBHbIE HaCTPOWKM NporpaMmmbl W

2. OCHOBHbIE HACTPOMKU NPOIrPAMMbI

2.1. HacTtponka SNMP
2.1.1. BBepeHne B SNMP

SNMP (Simple Network Management Protocol) sensietcst ctTaHgapTHLIM NPOTOKONOM CETEBOIo
yrnpasreHns, KOTOPbIA LUMPOKO UCNONb3YeTCs B YrpaBneHnn KoMmnbloTepHeiMyu cetamu. SNMP
apnseTca passusakowmmcsa npotokonioM. SNMP v1 [RFC1157] aenseTcsa nepBon Bepcuen
npotokona SNMP, koTopas aganTupoBaHa K OFpoOMHOMY YuCry MPOU3BOAMTENEN CBOEN
npocToTon n nerkoctbto BHeapeHns; SNMP v2c sensaeTtcs ynydweHHon Bepcuenn SNMP v1.

SNMP-npoTokon obecneudnBaeT npocton cnocob obmeHa nHMopmaLnen ynpaBneHust ceTblo
Mexay ABymsa Todkamu B cetn. SNMP ncnonbayeT mexaHu3m 3anpocoB U nepegaeT coodLeHns
yepe3 UDP (npoTtokon 6e3 ycTaHOBNEHUS COeQUHEHUS TPaHCMNOPTHOIO YPOBHS), MO3TOMY OH
XOPOLUO NOAOEPKMBAETCS CYLLECTBYHOLLUM KOMMLIOTEPHBIMU CETSAMU.

SNMP-npoTokon UCNonb3yeT pexum CcTaHuuu-areHta. B 9Tonm CTpykType ecTb [Be
coctasnawowme: NMS (Network Management Station) n areHT. NMS aBndetca pabouyen
CTaHUMen, Ha KOTOPOW CTOUT KnneHTckas nporpamma SNMP. 3710 g9apo SNMP-ynpasneHus
ceTbto. AreHT cepBepHOro nporpaMmHoro obecnevyeHus paboTaeT Ha yCTPOWCTBaXx, KOTopble
HyxxgatoTcs B ynpasneHun. NMS ynpasnseT Bcemu obbektamu vepes areHToB. [lporpamma
nogaepxuBaeT PyHKUMN areHTa.

Ceasb mexgy NMS u areHTom npoucxoguT B pexume KnueHT-Cepsep, obmeHuBasicb
cTaHgapTHbiMK coobweHnamu. NMS nocbinaeT 3anpoc, n areHT otBedaeTt. EcTb cemb TUNoBs
SNMP-coobLeHui:

o Get-Request;

e (Get-Response;

o (Get-Next-Request;
o Get-Bulk-Request;
e Set-Request;

e Trap;

¢ Inform-Request.

NMS cBA3biBaeTCA C areHToM ¢ nomouwbio 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npu NOfyyYeHUn 3anpocoB, OTBeYaeT COOBLLEHNEM
Get-Response. O HeKOTOpbIX cChneunanbHblX CUTyauusX, TakuxX, Kak WU3MEHeHUs CTaTycoB
ceTeBblX MOPTOB YCTPOWCTBA WM WU3MEHEHUSI TOMOMOMMU CEeTWU, areHTbl MOryT OTNpaBnATb
cneumanbHble coobleHns 06 aHomanbHbIX cobbiTusx. Kpome Toro, NMS moxeT ObiTb Takke
YCTAHOBIEH AN NpeaynpexneHust HEeKOTOpbIX aHoMarnbHbIX coOblTuK, akTmBupyss RMON
dyHKkumto. Koraa cpabatbiBaeT onpegeneHHoe npaBuiio, areHTbl OTNpaBnsAlT coobleHns B
XXypHarbl COGbITUA B COOTBETCTBMM C HACTPONKaMM.

2.1.2. BBepgeHue B MIB

NHdopmauusa ynpasneHusa cetbto goctyna B NMS KOppekTHO onpeferieHa U opraHuM3oBaHa B
nHdopmaumoHHo 6ase ynpaenenus (MIB). MIB 310 npeponpeaeneHHas WHdopmauus,
KoTopass MoOxeT ObiTb [OCTynHa 4epe3 MpPOTOKOMbl YMNpaBfieHUs CeTblo, BO BCEW CBOEN
MHOrOCNONHOCTU U CTPYKTYpUpoBaHHOM BuAe. NpenonpenerneHHas uHgopmaums ynpasneHus
MOXeT ObITb NoflyyeHa MyTeM MOHUTOPUHra ceTeBbix ycTponcTtB. ISO ASN.1 onpegensieT
apeBoBuaHYI0 cTpykTypy Ana MID, cooTBeTcTBEHHO Kaxabin MIB opraHusyeT BCIO OOCTYMHYIO
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MHpopMaumio B BUAe Takon CTpykTypbl. Kaxabim y3en atoro gepesa cogepxut OID
(vaeHTMdMKaTOp 06bEKTA) M KpaTkoe onucaHue yana. OID npeactasnsaeT cobon Habop Lenbix
yucen, pasgeneHHbIX TO4KaMu U MOXeT BbITb MCMONb30BaH ANs onpeaeneHns MecTonoNoXeHUs
y3na B gpesoBugHon ctpyktype MID, kak nokaszaHo Ha PucyHke 2-1.

Root

Node(2)

Node(1) Node(2)

Object(1)
Object(2)

Object(1)

PucyHok 2-1. MNMpumep gepesa ASN.1

Ha PucyHke 2-1 OID obbekta A aensetca 1.2.1.1. NMS moxeT HanTu 3TOT 06beKT Yepes aToT
yHuKkanbHbln OID 1 nonyunTb cTaHgapTHble nepeMeHHble obbekta. MIB onpepenset Habop
CTaHA4apTHbIX NepPeMEeHHbIX A1 MOHUTOPUHIa CeTeBbIX YCTPOWCTB, Cneays 3TON CTPYKType.

Ecnn nidopmaunsa o nepemeHHbix MIB-areHTa gomkHa 6b1Tb NPOCMOTPEHAa, HEOOX0aNM 3anycK
nporpammHoro obecneyeHnsi npocmotpa MIB Ha NMS. MIB B areHTe 06bl4HO COCTOUT U3
nyénnyHoro MIB n yactHoro MIB. Tly6nuuHbin MIB cogepXuT OTKPbITYO MHGOpMaLmto
yrnpaBneHnsa ceTbto, KoTopast MoxeT OblTb gocTynHa anst Bcex NMS, yactHbin MIB cogepxut
KOHKPETHYIO MHpOpMaLMIO, KOTOpasi MOXeT BObITb MPOCMOTPEHA U KOHTPONUPYETCA NOAAEPXKKON
npovssBoanTens.

MIB-I [RFC1156] ©bina nepson peanmsaumen nyonunyHbix MIB SNMP, n Gbina 3ameHeHa
MIB-Il [RFC1213]. MIB-Il pacwwupdaet MIB-lI n coxpansietr OID gna MIB-gepesbee B MIB-I.
MIB-Il, cooepXuT BroXeHHble OepeBbs, KOTOpble Takke HasbiBaloTcs rpynnamu. O6bekTbl B
3TUX rpynnax oOxBaTbiBalOT BCce yHKUMOHamnbHble obnactm B ynpasneHun ceTblo. NMS
nony4vaeT uHdopmaumio 06 ynpaeneHun cetbio npocmatpmeas MIB Ha SNMP -areHTe.

Mporpamma moxeT pabotaTth B kayecTBe SNMP-areHTa, a Takke nogaepxuneaet SNMP v1/v2c.
Tawke nporpamma noggepxuaeT 6asoBble MIB-I, RMON ny6nnyHbie MIB wn  gpyrue
nyonnudele MID, Takue «kak Bridge MIB. Kpome TOro, nporpamma nogaepxuBaet
CaMOCTOSTENBbHO onpeaeneHHble YacTHole MIB.
2.1.3. MNpumep HacTponkn SNMP v2
IP-agpec NMS 1.1.1.5.
KoHdurypaums nporpamMmel, 3anmcaHa HUxe:

snmp-server sysname "MUEV"

|

snmp-server community "read" ro

snmp-server community "write" rw
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snmp-server host 1.1.1.5 traps version 2 “read"

snmp trap link-status all
snmp-server sysname voentelecom

NMS moxeT ncnonb3oBaTtb HYaCTHYH CTPOKY COOGLLI,eCTBa ana goctyna K nporpaMmme ana YteHuda
n 3anuncun pa3peL|_|eH|/||7| MM ncnosib3oBaTb I'Iy6]'||/|‘-IHyI'O CTPOKY COO6LL|,eCTBa ana gocrtyna K
nporpamMmMe ToJ1bKO AnA YTeHUA paspeLueHl/l|7|.

2.1.4. NMpumep HacTponkm SNMP v3

Cosgagnm  rpynny SNMP  v3, ykasaB paspelleHuss [ocTyna Ha YTeHMe W 3anuch
COOTBETCTBYIOLLIErO 3TON rpynne:

(SW1) (Config)#snmp-server enable

(SW1) (Config)#snmp-server view SNMP3 1.3.6.1.2.1.1 included

(SW1) (Config)#snmp-server group SNMP3 v3 priv read SNMP3 write SNMP3
(SW1) (Config)#interface vlan 3100

(SW1) (Interface vlan 3100)#ip address 10.33.7.7 255.255.255.0

Cosgagnm nonb3oBaTena U MNpUBSHKEM ero K HacTpoeHHonm rpynne SNMP v3, ykasas
COOTBETCTBYIOLLME: PEXUM ayTeHTUDMKALNW, KINOY ayTEHTUMDUKALMMK, anropuTM LWMdpoBaHUA
N KMoy LWMdpoBaHUs.

(SW1) (Config)#snmp-server user qtech SNMP3 auth-md5 12345678 priv-des
12345678

2.2. MogepHM3auua CUCTEMbI

Mporpamma npegoctaBnsieT aea cnocoba obHoBNeHns: obHoeneHne vyepe3 TFTP n FTP.

2.2.1. Cncremusble channbl nporpammsbl

dann obpasa cuctemMbl BKNOYaeT B cebsa cxkatble hannbl annapaTHbIX ApanBepoB, dhansbl
nporpaMmMHoOro obecneyeHnsa u T. 4., 3TO TO, YTO Mbl 00bI4HO Ha3biBaeM «STK file». STK-cann
MOXeT BbITb coxpaHeH Tonbko B FLASH ¢ onpedeneHHbIM Ha3BaHMEM ***** stk.

Mporpamma npegocTtaBniseT nonb3oBaTeno ABa pexuma obHoenewund, TFTP- un
FTP-o6HoBNeHune B pexume Shell.

2.2.2. BBepeHue B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) sBnstoTcs npoTokonammu
nepegayn annoB, oHM oba MpuHagnexaT K YeTBEPTOMY YPOBHIO (YPOBHIO MPUITOXKEHUN) B
TCP/IP-cTeke NpOTOKONOB, UCMOSb3YyEMOMY AN nepefadn annoB Mexagy KoMMbioTepamu,
y3namu n nporpammamm. Oba oHu nepepatoT dannbl B KIIMEHT-CEPBEPHON Mogenu. PasHuua
MEeXAY HMW OnmcaHa HUXe.

FTP ocHoBaH Ha npoTokone TCP ana obGecneyeHns HageXHOW CBSA3M U TPaHCMOPTUMPOBKM
NnoToKa AaHHbIX. TeM He MeHee, OH He npeaycMmaTpuBaeT npoueaypy asTopusaumm ang gocryna
K chbannam u ncrnosnb3yeT NPOCTON MexaHn3m ayTeHTudmkauum (nepegaeTt MMsi NoNb3oBaTenNs u
napone Ans ayTeHTudukaumm B Buae npoctoro Tekcta). [pu umcnonb3oBanun FTP gns
nepegayn annoB, OOMKHblI ObiTb YCTAHOBMEHbl [Ba COEOUHEHUS MeXAdy KIMEHTOM WU
cepBepoOM: yrnpasrnsioLLiee CoeaMHeHNe 1 CoeanHeHne nepeaayv gaHHblx. [lanee fomkeH ObiTb
nocnaH sanpoc Ha nepepayy ot FTP-knueHTa Ha nopT 21 cepBepa A yCTaHOBMNEHUA
ynpaBnsawLwWero coedMHEHUs U COrfacoBaHUA nepefayn [daHHbIX 4epes3  ynpaesnswollee
coeuHeHue.
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CyU.l,eCTByeT ABa TUNa Takux COeANHEHNI: aKTUBHbIE M MNaCcCUBHbIE COEANHEHUS.

Mpn akTMBHOM MNOAOKIKOYEHMWN KINWEHT nepedaeT ero agpec M HoMep noprta Ans nepegadn
OaHHbIX cepBepy, ynpasnsLlee coegMHeHVe NnogaepxmBaeTcs 4O 3aBeplueHuanepeaaym aTux
OaHHbIX. 3aTeM, MCNoNb3ys agpec U Homep nopTa, NpefoCTaBreHHbIX KIMMEHTOM, cepBep
yCTaHaBnmBaeT coeanHeHne Ha nopT 20 (ecnu He 3aHAT) Ans nepefayvn AaHHblx, ecny nopt 20
3aHAT, CepBep aBTOMaTMYECKU reHepupyeT ApYron HoMep nopTa Ans yCTaHOBKN COeAMHEHMS.

I'Ip|/| nacCMBHOM nNOAKNKYEHUN, KIMUEHT 4Yepeld ynpasndwwee coegunHeHune npocut cepsep
YCTaHOBUTb MOOKIHOYEHNE. 3aTtem cepBep co3naet cBomn nopT AnAa npocnywmnBaHnA AaHHbIX U
yBeaomMmnaeT KnmeHta O HoOMepe 3TOro nopta, ganee KrneHT yCTtaHaBnmMBaeT coeaunHeHue C
YKa3aHHbIM NMOPTOM.

TFTP ocHoBaH Ha npotokone UDP, obecneuuBawowmm cnyxby nepegadn AaHHbIX 6e3
noaTBepXXaeHus [octaBkn n 6e3 ayteHTudukaumm u astopusaumn. OH obecneumBaeT
npasunbHy0 nepegady AaHHbIX NyTeM MexaHu3Ma OTrpaBku U MOATBEMKAEHUS U NMOBTOPHOM
nepefadn TamMm-ayt naketoB. lNpeumywectso TFTP nepeg FTP B TOM, 4YTO MepBbIA ropasgo
npoLLe N NMeeT HU3KNE HaKNnagHble pacxodbl nepegaym AaHHbIX.

Mporpamma moxeT pabotaTb kak FTP/TFTP-knneHT nnu cepeep. Koraa nporpamma pabortaet
kak FTP/TFTP-kNueHT, annbl KOHUrypauum u CUCTEMHble halfibl MOXHO 3arpysvTb C
yaaneHHoro FTP/TFTP-cepsepa (3To MOryT OblTb Kak XOCTbl, Tak U Apyrne nporpaMmmbl) 6e3
yuwiepba anga ero HopmansHon paboTbl. W Takke MoxeT BbITb NONyYeH CNMCOKdannoB C cepeepa
B pexume FTP-knveHta. KoHe4yHO, nporpamma MOXeT Takke 3arpy3autb Tekylime
KOHUrypauuoHHble dhansbl U cucTeMHble dannbl Ha yaaneHHsin FTP/TFTP-cepsep (aTo moryT
ObITb KaK XOCTbl, TaK 1 Apyrue nporpammsl). Korga nporpamma pabotaet kak FTP/TFTP-cepsep,
OH MOXeT 06ecneunTb 3arpy3Ky 1 BbIrpy3ky annos ans astopnsosaHHbix FTP/TFTP-knneHTOB.

Hwxe HekoTOpble TePMUHbI, YacTo ucnonbdyemble B FTRP/TFTP.
ROM: cokpalieHHo oT EPROM, Cl3Y. EPROM 3ameHsieT FLASH-namaTb B nporpamme.

SDRAM: O3Y B nporpamme, KoTtopasi ucnonbdyetcd ansg paboTbl CUCTEMbI M NPOrPaMMHOro
obecneyeHus, a Takke XpaHuUnuLLa NocnegoBaTeNbHOCTU KOHUIypaL .

FLASH: dnew-namaTte uncnonb3yeTcs ANA  XpaHeHus dannoB cuctembl W danna
KOHdburypaumm.

System file: BknovaeT B cebs 06pas cMctembl U 3arpy304Hbii dann.

System image file: dann obpasa cuctembl Bknto4aeT B cebs cxkaTble ansbl annapaTHbIX
OpanBepoB, dannbl NporpammMmHoro obecnedeHnsi, 3To TO YTO Mbl OObIMHO HasbiBaem «STK
file». STK- cbaiin moxeT ObITb coxpaHeH Tonbko B FLASH. lNporpamma no3sonseTt 3arpysuTb
dann obpasa cuctembl Yepes FTP B pexume Shell Tonbko ¢ onpegeneHHbIM  Ha3BaHWEM
nos.stk, apyrve dannsl STK 6yayT OTKIOHEHbI.

Boot file: HeoGxoanmbl onst 3arpy3ku 1 3anycka nporpaMmmbl, 3TO TO, YTO Mbl OObIYHO Ha3biBaeM
«ROM file» (moryT ObITb CxaTbl B STK-hannbl, €Cnn OHU CALWLKOM 60MnbLUMX pasMepoB).

Configuration file: BkntoyaeT B ceba damn HadanbHOW KOHdurypauum v dann TeKyLiemn
KOHcurypaumm. PasHuMua B CBOWCTBax Mexagy 9TMMKM dannamm no3BonsieT obneryntb
pe3epBHOE KOMMPOBAaHME N OOHOBIEHNE KOHUIypaLmn

Start up configuration file: aTo nocnegoBaTenbHOCTL KOMaHA, KOHUIypaumm, ncnosnb3yemas
npu sanycke nporpammbl. Panrn HayarnbHOW KOHUrypaumm XpaHUTCHA BIHEProHe3aBUCMMOW
namatu. Ecnu yctporictBo He nogaepxumBaeT CF, dann KoHpurypaumm xpaHUTCs TOMbKO BO
FLASH. Ecnn yctponctBo noggepxusaetr CF, ann  KoHurypaumm XpaHUTcs BO
FLASH-namatn unn CF. Ecnn yCcTpOMCTBO noagepXneaeTt MyNbTUKOHUIypaunoHHbIA dann,
OHW AOMKHbI UMeTb pacwmpeHne .cfg, nma no ymonyanuio startup.cfg. Ecnm ycTponcTeo He
nogaepXmnBaeT MYNbTUKOHMPUIypaLMOHHLIN ann, UMma anna HavanbHoW KoHdurypauum
OOIkHO 6bITh startup-config.
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Running configuration file: 310 Tekywas (running) nocnegoBaTeNbHOCTL KOMaHL4
KOHpurypaumm, ncnonbsyemasi nporpammMmon. TekyLnn KOHUrypaLmoHHbIA hann XpaHuTca B
onepaTvBHOM NamaATu. B npouecce paboTbl TekyLwasa koHurypaums running-config moxeTt 6biTb
coxpaHeHa n3 RAM Bo FLASH-namaTtb koMaHgon «write» unm «copy running-config startup-
config».

Factory configuration file: dann KoHpurypaummn, nocTaBngemblii C MAPOrpamMmon, Tak
HasbiBaembl factory-config. [ns Toro, 4toObl 3arpy3avuTb 3aBOACKOM hann KOHdurypauum u
nepesanucaTb dann HadanbHOW KOHdUrypaumm, HeobxoaMmo BBECTU KOMaHAbl erase startup-
config, a 3aTemM nepesarpysuTb Nporpammy.

2.2.3. NMpumep o6HOBNEHUSA NpoLINBKKU Yepe3 FTP/TFTP

HacTponkn oguHakoBbl ang IPv4- n IPv6-agpecoB. Ha PucyHke 2-2 npumep 3arpy3ku nos.stk
danna FTP/TFTP-knneHTOM nokasaH Tonbko ans IPv4-agpeca.

<~ | 10112

10.1.11
=D O

PucyHok 2-2. 3arpy3ska nos.stk doarina FTP/TFTP-knueHTOM

CueHapun 1: ucnonb3oBaHWe nporpammbl B kadvectBe FTP/TFTP-knueHTta. [porpamma
COeanHAEeTCS O4HMM U3 CBOMX NOPTOB C KOMMbIOTEPOM, KOTOpPLIN siBnsieTcss FTP/TFTP-cepeepom
c IP-agpecom 192.168.1.2, nporpamma peuncteyet kak FTP/TFTP-knuneHt, IP-agpec
nHtepcdenca VLAN1 nporpammbl 192.168.1.2. Tpebyetcsa 3arpysutb ¢ann "nos.stk" c
KOMMbloTepa B NnporpamMmmy.

[Nanee onucaHa npoueaypa 0GHOBMNEHNS NPOrpPamMMbiI:
switch#copy tftp://192.168.1.2/nos.stk backup

Mode. TFTP

Set Server IP.192.168.1.2
Path /

Filename nos.stk

Data Type Code
Destination Filename.backup

Management access will be blocked for the duration of the transfer.
Are you sure you want to start? (y/n) — gna FTP

switch#copy ftp://switch@192.168.1.2/nos.stk backup
Remote Password:*****

11
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Mode. FTP

Set Server IP. 192.168.1.2
Path /

Filename nos.stk

Data Type Code
Destination Filename.backup

Management access will be blocked for the duration of the transfer.
Are you sure you want to start? (y/n) - ana TFTP

switch #boot system backup
Activating image backup .. — Beibupaem next-active stk-cpaiin

switch#show bootvar

Image Descriptions

active:
backup:

Images currently available on Flash
unit active backup current-active next-active

1 8.1.0.3 8.1.04 8.1.0.3 8.1.04

2.2.4. O6wme ceBegeHnsa o npotokonax SFTP/SCP

SFTP (Secure File Transfer Protocol) — 310 ceTeBoi NpPOTOKOM, KOTOPbLIA UCMNONb3yeTcsa Anis
obecneveHmnst BbICOKOro ypoBHs1 6e3ornacHOCTU BO BpeMsd nepegayn dannoB. SFTP paboTaet
yepe3 SSH n ncnonb3yeT NopT 22 ons ycTaHoOBNeHUs coeanHeHunsa. Kpome nepenayn gaHHbIX,
3TOT MPOTOKON MO3BONSET NpocMaTpmBaTb W yaansaTb annbl U Katanorm Ha yaaneHHOM
yctponctBe. [na paboTbl kommyTatopa no npotokony SFTP HeobxoguMmo Hanuudmne
SFTP-cepsepa.

SCP Secure Copy (6e3onacHoe KONMMpoBaHNE) — 3TO CETEBOW MPOTOKOJ, KOTOPLINA NO3BONSET
Ge3onacHo konuposaTb dannbl No cetn. OH, Takke, ncnonb3yeT NnpoTtokon SSH ana nepegayn
AaHHbIX W, cnegoBaTenbHO, TpebyeT naponb unm kntod SSH ansa ayteHTUduKaumm B yaaneHHbIX
cucTemax.

SCP pabotaeT yepes TCP-nopt 22.

Mpotokon SCP wucnonb3yetca Tonbko Ang nepegayun davinos. OH He BbINonHsAET
AOMONHUTENbHbIE 3a4a4M B yAAnNeHHOW CUCTEME, TakMe Kak MPOCMOTP Unn yaanexHue annos u
KaTanoros.

12
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MpoTtokon SCP meHee cnoxeH, no cpaBHeHuto ¢ SFTP, n npesocxoaut SFTP no ckopoctu

paboThbl.

2.2.5. Mpumepsbl ucnonb3oBaHusa npotokonoB SFTP/SCP
KonuposaHue MO kommyTaTopa Ha cepBep, C Ucnonb3oBaHnem npoTtokona SFTP:
(3310) #copy active sftp://qtech@10.0.0.1/backup_fw.stk

Re m Ote Passwo rd Khkkkkkkkkkkkkk

Mode.....ceee SFTP

Set Server P 10.0.0.1
Path...eeeeeceeeee e, S
Filename.....covvnnncnicecenecenns backup_fw.stk
Data Type...oerrecrereeesereeene Code

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

SFTP Code transfer starting...

File transfer operation completed successfully.
KonupogaHue MO kommyTaTopa Ha cepBep C ucnornb3oBaHnem npotokona SCP:
(3310) #copy active scp://qtech@10.0.0.1/backup_fw7.stk

Re m Ote Passwo rd Kkkkkkkkkkkkkhkkkkk

Mode.....oreeee SCP

Set Server [P 10.0.0.1

Path.. e, S
Filename.....coovvevccvcveccccree backup_fw7.stk
Data Type..ovcrerrereeeerere e Code

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y
SCP Code transfer starting...

File transfer operation completed successfully.

KonnposaHue O kommyTaTOpa B aKTUBHbIN pasgen ¢ ucnonb3oBaHvem npoTtokona SFTP:

(3310) #copy sftp://qtech@10.0.0.1/backup_fw7.stk active

Re m Ote Passwo rd Khkkkkkkkkkkkkkkkkk
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Set Server IP.... e 10.0.0.1
[>F11 3 T S
Filename.....ccooorecerrrecereree backup_fw7.stk
Data Type...oreeereerereereseereinens Code
Destination Filename.........cccveccunee. active

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

SFTP Code transfer starting...

File contents are valid. Copying file to flash...

Attempting to send the STK file to other units in the stack...

File transfer operation completed successfully.

CoxpaHeHue TekyLen KoHUrypaumm kKoMmyTaTopa Ha cepsep C MCMOoSib30BaHNEM NPOTOKora
SCP:

(3310) #copy system:running-config scp://qtech@10.0.0.1/startup2-3

Re m Ote Passwo rd Fkkkkkkkkkkkkkkkkk

Mode....o s SCP

Set Server P 10.0.0.1
Path..eeeeeeeeeeeee e S
Filename.....coooorecvvvecccreeene, startup2-3

Data Type..ovcrerrereeeerere e system:running-config

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

SCP running-config file transfer starting...

File transfer operation completed successfully.

KonnpoBaHne npegBapuTenibHO COXpaHeHHOM KoHdUrypaumm kommyTtaTopa ¢ cepsepa SFTP B
startup-config:

(3310) #copy sftp://qtech@10.0.0.1/startup2-3 nvram:startup-config

Re m Ote Passwo rd kkkkkkkkkkkkkk

Mode.... e SFTP

Set Server [P 10.0.0.1
[>F11 3 TS S
Filename.....oovvevcccceecceree startup2-3

14
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Data Type..ere e Text Configuration

Download configuration file. Configuration will be applied upon next reboot.

Management access will be blocked for the duration of the transfer

Are you sure you want to start? (y/n) y

File transfer operation completed successfully.
2.3. KoHdurypupoBaHue nopToB

2.3.1. BBegeHue

B nporpamme cywecTtByloT KabenbHble U KOMOBoO-nopTbl. KomGo-nopT mMoxeT ObiTb
ckoHdurypmpoBaH kak 1000GX-TX-nopT, Tak 1 kak ontnyeckmin SFP Gigabit-nopT.

Ecnn nonb3oBaTtenb xo4veT CKOHUrypupoBaTb CETEBOM MOPT, OH MOXET BBECTM KOMaHay
«interface ethernet <interface-list>» ons Bxoga B COOTBETCTBYIOLUA PEXUM KOHGUrypaumm
nopta, rge <interface-list> cogepxut oguMH wunn Heckonbko noptoB. Ecnum <interface-list>
COOEPXUT HECKONbKO MOPTOB, HOMEpPA NOPTOB Pa3fendanTCcsa cneumanbHbiMM CUMBONAMM «,» U
«-», TOE «,» UCNonb3yeTcsa AN NepeyvncreHnss nopToB, a «-» — ANS yKasaHus AguanasoHa
HoMepoB NopTOoB. [MonoXunm, onepaumst 4OMmKHa ObITh BbiNoNHeHa Hag noptamu 2,3,4,5. Torga
KomaHga byaeTt BoirnsageThb Tak «interface ethernet 1/0/2-1/0/5». B pexunme koHdurypaumm nopta
MOXHO M3MEHSITb CKOPOCTb, PEXUM AYyNneKca U HacTpanBaTb ynpaBreHne TpadnkomM, Npu aTom
OaHHble N3MeHeHns TPebyoT COOTBETCTBYHOLLNX N3BMEHEHUN HA OTBETHBLIX CETEBbLIX MOPTax.

2.3.2. NMpumep KOHDUrypupoBaHuUs nopTa

(Config)#interface 1/0/2

(Interface 1/0/2)# bandwidth-control 1024 both/orpaHnyeHne nonockl NponyckaHus
nHTepdenca B kout/c (kbps).

BknitoueHune dyHkumoHana storm-control:
(Switch) (Config)#interface 1/0/1
(Switch) (Interface 1/0/11)#storm-control broadcast
(Switch) (Interface 1/0/11)#storm-control broadcast rate 64
(Switch) (Interface 1/0/11)#storm-control multicast
(Switch) (Interface 1/0/11)#storm-control multicast rate é4
(Switch) (Interface 1/0/11)#storm-control unicast
(Switch) (Interface 1/0/11)#storm-control unicast rate 64
(Switch) (Interface 1/0/11)#exit

(Interface 1/0/2)#speed 100 full-duplex/koHduryprpoBaHne cCkopocTu K Aynnekca
nHTEepdemnca.
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2.4. KoHdhurypuposaHue VLAN

2.4.1. HayanbHble cBegeHus o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas nokanbHasi CeTb) — TEeXHOsorus,
pasgensowan rnormyeckme agpeca YCTPOWCTB B CeTW ONs OTAENeHUs CEerMeHTOB CeTu B
3aBMCUMOCTN OT (PYHKLMI, BbINOSHAEMbIX YCTPOMCTBaMW, MNPUOXeHUn wunu TpeboBaHwui
ynpaBneHuns. Takum o6pa3om, BupTyanbHble NOKamnbHble rPynnbl MOryT OPMMUPOBATHCS
He3aBMCMMO OT bu3nyeckoro pacnonoxeHusi yctponcts. IEEE onybnukosan npotokon IEEE
802.1Q pana crangaptmM3auumn npumeHeHna VLAN. VLAN Ha kommyTaTope paboTaeT B
COOTBETCTBMM C 3TUM npoTokornioM. OcHoBHas ngesa texHonorum VLAN B Tom, 4TOObI pa3genvTb
ANHaMnyeckn GonbLUy0 NOKanbHY CeTb Ha HEeCKOSTbKO He3aBUCUMbIX LLUMPOKOBeLLaTEerbHbIX
AOMEHOB B COOTBETCTBUM C TpeboBaHWSMU, NPeabsBNAEMbIMA K CETU.

Kaxgbli wunpokoBelwatenbHblin goMeH Ha pucyHke asnsetcsa VLAN. VLANbI umeloT Te xe
CBOWCTBA, 4YTO WU (pu3myeckme ceTu, 3a UCkYeHuem Toro, 4Yto VLAN — normyeckoe
obbeanHeHve, a He duandeckoe. MNoatomy obbeamHeHne VLANOB MOXeET co3gaBaTbCs BHE
3aBMCUMOCTM  OT  (PU3NYECKOrO  pacrnosioKEHUs YCTPOMCTB U LUMPOKOBELLATENbHbIN,
MHOronosb30BaTENbLCKUA U O4HONONb30oBaTENbCKMA Tpaduk BHyTpM VLAN oTaeneH ot apyrux
VLANoB. briarogaps BblwenepeyncrieHHsIM ocobeHHocTam, TexHonorna VLAN obecneunBaeT
cnegyoLwme npemmyLlecTea:

e yny4llaeTcsi NPOM3BOANTENBHOCTb CETH;
e 3KOHOMSTCH CeTeBble Pecypchl;

e yNpoLLaeTCcs ynpaBieHne ceTbio;

e CHWXaeTcs CTOMMOCTb CeTH;

e yny4waeTtcsi 6e30nacHOCTb ceTu.

Ethernet-nopTbl KOMMYyTaTOpa MOryT paboTaTb B TpeX pasfnuyHbiX pexumax: Access, Hybrid n
Trunk. Kaxxgbii pexxum nmeeT cBor cnocob nepechisikiu NakeToB, ¢ MeTKon unm 6e3s. MopTel Tna
Access npuHagnexat Tonbko ogHoMy VLAN. OBbIMHO OHM MCMOMb3YTCA ANS NOAKITHYEHUS K
komnbtloTepy. MopTel TMNa Trunk no3BonsOT nepecbinatb nakeTbl Heckonbknx VLANoB. OHu
MOryT WCMOMNb30BaTbCA AN COeOUHEHUS MeXZy KOMMyTatopamMy Wnu  MOAKIOYEeHUN
nonb3oBaTenbCkux ycTponcTs. lMopTbl TMNa Hybrid Takke NO3BOMAIT MNepeckbinaTb NakeTbl
Heckonbknx VLANoB. OHM MOryT CNonb3oBaThCsl 45151 COEAMHEHNS MeXay KOMMyTaTopammn nim
NOAKMIOYEHNS NOSb30BaTENbCKNX YCTPONCTB. [opThl TMNoB Hybrid n Trunk npuHMMaloT gaHHbIe
no ogHOMY anropuTMy, HO METOAbl OTNPAaBKW AaHHbIX OTAKYaloTCA: NopThl TMna Hybrid moryT
oTnpaenaTb nakeTbl B pasnuyHble VLANbI 6e3 meTkm VLANa, Torga kak nopthl Tuna Trunk
otnpaeBnalT naketbl pasnuyHblx VLAN Tonbko ¢ metkon VLANa, 3a ucknioyeHnem VLAN,
NPONMCaHHOro Ha NopTy Kak native.

Mpumep koHpurypmnposaHms VLAN
(Switch) #vlan database
(Switch) (Vlan)#vlan 1-100
(Switch) (Vlan)#
(Switch) (Vlan)#exit
(Switch) #configure
(Switch) (Config)#interface 1/0/1
(Switch) (Interface 1/0/1)#switchport mode trunk
(Switch) (Interface 1/0/1)#switchport trunk allowed vlan 1-100

16

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3310

OcCHOBHbIE HaCTPOWKM NporpaMmmbl W

2.5. CemenctBo npotokonoB STP

Spanning Tree Protocol (STP, npoTokon CBA3YKLWEro gepesa) ABnseTcsi MPOTOKONOM KaHarnbHOro
ypoBHsi. OcHoBHol 3agadvert STP saBnsieTca ycTpaHeHue neTtenb B Tonornorum cetu Ethernet, B
KOTOpPOM €CTb OAWH unu Gonee KOMMYTaToOpOB, CBSI3aHHbIX U3ObITOYHbIMM coeguHeHuamn. STP
peluaeT 3Ty 3agady, aBToMmaTU4eckn 6nokMpysa n3bbITOYHbIE COEAMHEHNS.

STP

PucyHok 2-3. lNpoTokon STP

Kpome ctaHgapTHbIx npoTokonos STP/RSTP/MSTP, B 10O komMmyTaTopa BKOYEHa NogAepXKa
npoTokonos cemencTsa PVST, ¢ nocTpoeHneMm cBasytoLero gepesa ansa kaxagoro VLAN:

spanning-tree mode ?

mst Configure spanning-tree mode as mst.

pvst Configure spanning tree mode as pvst.
rapid-pvst Configure spanning tree mode as rapid-pvst.
rstp Configure spanning-tree mode as rstp.

stp Configure spanning-tree mode as stp.

2.5.1. HacTtponka RSTP (Rapid Spanning Tree Protocol)

MpoTtokon RSTP (802.1w) — ObICTPLIN MPOTOKOJST CBA3YIOLLLErO AepeBa, ABNAETCS pasBUTUEM
npoTtokona STP (802.1d). Kpome obecneyveHnst ycTtpaHeHust NeTenNb 1 pe3epBUPOBaHNS KaHaroB
CBSI31, NO3BONSAET 3HAYMTENBHO NMOBbLICUTb CKOPOCTb CXOAUMOCTMU.

Ecnn Bce koMmmyTaTopbl B nokanbHoW cetn nogaepxueatot RSTP 1 npaBunbHO HacTpoOEHbI,
noTpebyeTtcsa meHee 5 cekyHa Arist MOSTHOW CXO4MMOCTU TOMOJSIOrMn CETU.

Mpumep HacTponkn RSTP:
BkntoyeHne RSTP Ha kommyTaTopax
spanning-tree

spanning-tree mode rstp



https://ru.wikipedia.org/wiki/%D0%9E%D1%81%D1%82%D0%BE%D0%B2%D0%BD%D0%BE%D0%B5_%D0%B4%D0%B5%D1%80%D0%B5%D0%B2%D0%BE
https://ru.wikipedia.org/wiki/%D0%9F%D0%B5%D1%82%D0%BB%D1%8F_(%D1%82%D0%BE%D0%BF%D0%BE%D0%BB%D0%BE%D0%B3%D0%B8%D1%8F)
https://ru.wikipedia.org/wiki/Ethernet
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HacTtponka Root priority

(SW1) (Config)#spanning-tree mst priority 0 8192
BkntoueHne STP BPDU filter Ha nHTepdencax kommyTaTopa

(SW1) (Interface 1/0/23)#spanning-tree bpdufilter

(SW2) (Interface 1/0/22)#spanning-tree bpdufilter

(SW7)(config-if-ethernet1/0/24)#spanning-tree portfast bpdufilter
BkritoueHue dyHkuum Portfast Ha nHTepdence

(SW2) (Config)#interface 1/0/22

(SW2) (Interface 1/0/22)#spanning-tree edgeport

2.5.2. Hactponka MSTP (Multiple Spanning Tree Protocol)

Mpotokon MSTP (802.1s) sensetcs pacwmpeHuem npotokona RSTP, kotopbit nossonset
HacTpauBaTb OTAenbHoe ceAsylowee aepeso anda ogHoro VLAN unum rpynnel VLAN, co3gasas
MHOXECTBO MapLUpyTOB Mepedadyn Tpadmka M No3BONAA OCYLEeCTBnATb 6HanaHCcMpoBKy
Tpadmka.

MpoTtokon MSTP genut KoMmmyTupyemyto cetb Ha MST-pernonsl (Multiple Spanning Tree (MST)
Region), kaxabln 13 KOTOPbIX MOXET coAepxaTb MHOXECTBO KOMWA CBA3YIOLUNX OepeBbeB
(Multiple Spanning Tree Instance, MSTI) ¢ He3aBMCMMON TONONOMMEN.

[ns Toro 4To6bl KOMMYTaATOPLI NPUHAANEXaN ogHOMY permoHy MST, OHU OOMKHbI:

o o0b6nagatb ognHakoBoW KOHurypaunen MST, Bkntovast Homep peusmm MSTP (MSTP
revision level number);

* MMEeTb 0OgMHaKoBOE MMSA pernoHa (Region name);

e NMeTb ogMHakoByto kapTy npuesaskm VLAN k konum ceasytowero gepesa (VLAN-to-
instance mapping).

[ns koppekTHon paboTbl MSTP Heobxogumo, Takke, cneguTb 3a Tem, YTobbl Bce VLAN Gbinu
paspeweHbl Ha TRUNK-noptax koMMyTaToOpoB, y4acTByroLwmx B noctpoeHnn MSTP-gepeBa.

Mpumep HacTponkn MSTP
conf
vlan 1-30
exit
int 1/0/23
switchport mode trunk
exit
spanning-tree
spanning-tree configuration name "SW"
spanning-tree configuration revision 1
spanning-tree mst instance 1
spanning-tree mst vlan 110,17,19
spanning-tree mst instance 2

spanning-tree mst vlan 2 20,21,27
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exit

KomaHAabl agna agmarHocTukKu STP:
show spanning-tree ?
<cr> Press enter to execute the command.

| Output filter options.

backbonefast Displays spanning tree indirectlink rapid convergence
statistics.

brief Display settings for the common and internal spanning tree.

interface Display spanning tree values on a per port basis.

mst Display settings for a MST instance.

rstp-multiprocess Display parameters for all RSTP processes in the multiprocess
environment.

summary Display spanning tree settings.
uplinkfast Displays spanning tree directlink rapid convergence statistics.
vlan Display spanning tree settings for a VLAN.

2.6. MpoTokon QinQ
2.6.1. BBegeHue B QinQ

QinQ — TexHonorus, onucaHHas B pacwupeHun |IEEE 802.1ad k ctrangapty IEEE 802.1Q,
npegnonaraeT ycTaHaBnMBaTb OOMNOMHUTENbHYIO METKY AN nepegayn Tpaduka KnmeHTa vyepes
ceTu nposangepa.

Q () () O

VLAN VLAN B VLAN VLAN

P )
—_—
-

Odumc knmeHTa Odmc knmeHTa —~

Mposangep

PucyHok 2-4. QinQ

TexHonorma QinQ nossonseT npoavgepam obecneunTb COeOUHEHWE CeTen KIMEHTa, He
3aTparmeas ux cxemy Hymepauum VLAN, kpome Toro, pacwmputb gunanasoH Homepos VLAN u
OCylEecTBUTb npuoputedauuto  Tpaduk. WHkancynauua «kagpa Ethernet npoucxoant
nobaerneHueM MeTku, cogepxawen maeHtudukatop VLAN cetn npoeangepa SP-VLAN ID
(BHeWwHAA meTka). [laHHaa MeTka ycTaHaBnMBaeTCs nepen BHYTPEHHEW METKOW, coaepallen
knueHtckun naeHtudgpukatop VLAN — C-VLAN ID.
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lMepepava kagpoB B ceTM nNpoBangepa OCYLLECTBNAETCS Ha OCHOBaHWWM BHELUHEN METKU
SP-VLAN ID, npu aTOM, BHYTPEHHASA MeTKa nonb3oBaTenbcekon cetn C-VLAN ID ckpbliTa.

CywecTtByeT aBe peanusauuun dyHkuum QinQ: Port-based n Selective.

2.6.2. Port-based QinQ

®yHkuma Port-based QinQ npucBamBaeT nobGomy Kagpy, MOCTYNMBLUEMY Ha MOPT AocTyna
norpaHN4YHOro KoMMmyTaTopa nposangepa naeHtudpukatop SP-VLAN, paBHbIN naeHTUdMKaTopy
PVID nopTa. NopT MapkupyeT Kagp He3aBUCMMO OT TOro, SIBNSIETCS OH MapKMpOBaHHLIM UK
HeMapKUPOBaHHbLIM.

Hactponka Port-based QinQ:

B kauyecTtBe npumepa paccMOTpUMM 3agady, B KOTOpon Heobxoommo obecneynTb CBA3HOCTb
mMexay odmcamm gByx knneHtoB — A n B, Homepa VLAN ceTel KOTOpbIX NepecekatoTcs.

3akazumk A1 3akasuunk A2

< >

VLAN 50-100
— ~—

—

VLAN 50-100

VLAN 10 VLAN 10

-« _
-— Mposangep -«

VLAN 10/20
TPID=0x2100

VLAN 20

3aka3umk B1 3akasuuk B2

PucyHok 2-5. Port-based QinQ
HacTpoika nepBoro norpaHM4yHOro KOMMyTaTopa nposangepa:
PEl#configure
PE1(config)#vlan 10
PE1(config-vlan)#vlan 20
PE1(config-vlan)#end

interface 1/0/1

mtu 9216

switchport mode access
switchport access vlan 10
dotlg-tunnel enable

exit
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interface 1/0/2

mtu 9216

switchport mode access
switchport access vlan 20
dotlg-tunnel enable

exit

PEl#configure
PE1(config)# interface 1/0/3
PE1(interface 1/0/3)#switchport mode trunk

HaCTp0|7||<a BTOPOro norpaHn4yHoro kKomMmyTaTopa npOBaW:\epa npon3BoaAnNTCA aHanorn4Ho
nepBomy:

PE2#configure
PE2(config)#vlan 10
PE2(config-vlan)#vlan 20
PE2(config-vlan)#end
PE2(config)#interface 1/0/2
PE2(interface 1/0/2)#mtu 9216
PE2(interface 1/0/2)#switchport mode hybrid
PE2(interface 1/0/2
PE2(interface 1/0/2)#switchport hybrid allowed vlan 20 untag
PE2(interface 1/0/2)#dot1g-tunnel enable
PE2(interface 1/0/2)#exit
PE2(config)#interface 1/0/1
PE2(interface 1/0/1)#mtu 9216
PE2(interface 1/0/1)#switchport mode hybrid
PE2(interface 1/0/1)#switchport hybrid native vlan 10
PE2(interface 1/0/1)#switchport hybrid allowed vlan 10 untag
)
)

)
Y#switchport hybrid native vlan 20
)
)

PE2(interface 1/0/1)#dot1q-tunnel enable
PE2(interface 1/0/1)#exit

2.6.3. Selective QinQ

®yHkumna Selective Q-in-Q nossonsdeT MapkupoBaTb UM HE MapKUMpOBaTb Kadpbl BHELLUHUMMU
MeTKaMn C pasnuyHbiMu uaeHTudgpukatopamm SP-VLAN, B 3aBMCUMOCTU OT BHYTPEHHUX
noeHtngukatopoB C-VLAN, a Takke 3agaBaTb npuoputeThbl BHewHUx SP-VLAN Ha ocHoBe
3Ha4YeHMI NPUOPUTETOB BHYTPEHHUX Nonb3oBaTenbckux C-VLAN.
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Hactponka Selective QinQ:

PaccmoTtpum npumep, B kotopoM: VLAN 5 nepepaetca B QinQ Trunk B HemameHHOM BUAe, a
VLANBbI 13 gananasoHa ¢ 30 no 40 nepegatotca B QinQ Trunk ¢ Terom 101.

@) VLAN 5 ()
Q__ ) () O
VA_&§S155 (0 (VLAN30-40in101) ()

KommyTtartop arperayum

VLAN 5 Gi1/0/1 QTECH2
- Trunk
[, =] =
= - Gi1/0/4 Gi1/0/1 Gi1/0/2
KommyTatop
nocTyna
QTECH1
VLAN 35 @
Access =

PucyHok 2-6. Selective QinQ
vlan 5,30-40,101
exit
!
interface 1/0/1
mtu 9216
switchport mode hybrid
switchport hybrid allowed vlan 5 tag
switchport hybrid allowed vlan 101 untag
dotlg-tunnel selective enable
dotlg-tunnel selective s-vlan 101 c-vlan 30-40
!
interface 1/0/2
mtu 9216
switchport mode trunk

Switchport trunk allowed vlan 5,101
2.7. KoHdhurypmupoBaHue hpyHKLUU U30NALMM NOPTOB

2.7.1. HayanbHble cBegeHUA 0 hyHKLMUN U30NSLMN NOPTOB

N3onaums noptoB — 3TO He3aBUCMMasi MOPTO-OpUEHTUpOBaHHas yHKUuMS, paboTatolias
Mexay nopTamu, KoTopasi M30nMpyeT NOTOKM pasnUYHbIX MNOPTOB Apyr oT Apyra.C nomoLlbto
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3TON (PyHKUMM Nonb3oBaTeNb MOXeT nsonuposatb NopThl B npegenax VLAN ons coxpaHeHns
pecypcoB VLAN un ycuneHus cekpeTHOCTM ceTwu. [locne Toro, kak ata dyHkums Oyaer
CKOH(pUrypmpoBaHa, nopTbl B rpynmne M30SIMPOBaHHbIX MOPTOB OyAyT M30MMpoBaHbl ApPYr OT
apyra, B TO BpeMsl Kak nopTbl U3 pasnUyHbIX rPYnn M3onauun Manm HeusormMpoBaHHbIX MOTyT
nepecbinatb AaHHble OpYr OpYry COBEpLUEHHO HopManbHo. Ha kommyTatope moxeT ObiTb
CKOHpMrypmpoBaHo He 6ornee 3 rpynn M3onsauum NnopToB..

2.7.2. Mpumep KoHcpUurypaumm cpyHKLUUN N30NSALUN NOPTOB

(Switch) (Config)#switchport protected 0 name group_1
(Switch) (Config)#interface 1/0/1-1/0/10
(Switch) (Interface 1/0/1-1/0/10)#switchport protected 0

2.8. KoHdurypaumsa pyHKLuUM nsonsaumm nopToB

2.8.1. BBegeHue B (pyHKLUIO N30SAALMMU NOPTOB

N3onauma nopTtoB — 9TO He3aBUCUMMasi MOPTO-OPUEHTUPOBaHHAs yHKUMs, paboTarowas
Mexay noptamu, KoTopas M3onupyeT MOTOKU pasnuyHbIX NOpToB Apyr oT gpyra. C nomoLlbio
3TOM PYHKUMM NOMb3oBaTernb MOXeT nsonuposaTb NopThl B npegenax VLAN ons coxpaHeHus
pecypcoB VLAN un ycuneHunsa cekpeTHocTn ceTtu. [locne Toro, kak ata dyHkuusa Gypet
CKOH(purypmpoBaHa, nopTbl B rpynne M3onMpoBaHHbIX MOPTOB OyAyT WU30NMpOBaHbl Apyr OT
apyra, B TO BpeMs KaK MopTbl U3 pasnuyHbIX rpynn U3onsaumMm Unv Hens3onupoBaHHbLIX MOTYT
nepecbinatb AaHHble Apyr Apyry COBepLIeHHO HopMmanbHo. B nporpamme moxeT ObiTb
CkoHMrypmpoBaHo He Bonee 3 rpynn n3onsumm NopToB.

2.8.2. TunoBble npumepbl (YHKLUUM U3ONALUM NOPTOB MOKa3aH Ha
PucyHke 2-7.

e1/0/15

VLAN

e1/0/1 e1/0/10

<4
i

PucyHok 2-7. Tunosble npuMepbl (OYHKLUN U30SALUK MOPTOB

MopTtbl €1/0/1, €1/0/10 n €1/0/15 Bce npuHagnexat Kk VLAN 100. TpeGoBaHue 3aknioyaeTcs B
TOM, 4YTOObI NOCre BKNIOYEHUS OYHKLMM n3onsaumm noptos B nporpamme switch1 noptbl €1/0/1
n e1/0/10 B nporpamMme He MOIMX CBA3bIBATLCA APYr C APYromMm 1 oba Mornm CBA3bIBaTbCS C
noptom e1/0/15, cmoTpsAwWmMM B ceTb. TO €CTb, CBA3M MeXAy NobbiMU napamn HU3 nexalumx
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NOpPTOB HET, N B TO Xe BPeMA CBA3b MeXay noobIM Hmxenexawumm n BbllLeCTOALLMM NOPTOM
pa60TaeT. BhiwecTtoawmin nopT MOXeT paGOTaTb C NoObLIM NnOpTOM HOpPpMaJibHO.

KoHdurypaums nporpammel S1:
(Config)#switchport protected 0
(Config)#interface 1/0/2-1/0/10
(Interface 1/0/2-1/0/10)#switchport protected 0

(switch) #show switchport protected 0

Member Ports:
1/0/2,1/0/3,1/0/4,1/0/5,1/0/6,1/0/7,1/0/8, 1/0/9, 1/0/10

2.9. KoHdurypauus cpyHKUMM pacno3HaBaHUA NeTNIM Ha NOPTY

2.9.1. BBegeHue B (hyHKLUUIO pacno3HaBaHUA NeTnum

C pasBuTueM ceTeBbIX YCTPOWCTB, BCe Gonblue 1 Bonblle nonb3oBaTenen NOLKMYarTCs K
ceTn yepes Ethernet-nporpammbl. B NpoMbILLNEHHBIX CETAX MOnb3oBaTeENN MosyyatoT OOCTYN
Yyepes nporpaMmmbl 2-r0 YpOBHS, YTO MpeabsaBnseT cTporve TpeboBaHWA K B3aMOOENCTBUIO
MeXxay YCTPOMCTBaMU Kak BHELLHEW, Tak 1 BHyTpeHHen ceTu. Koraa TpebyeTtca B3aMmoaencTeme
Ha 2-OM ypoBHe, COOOLeHne OOMKHO OTNpaBnATbCs TOYHO B cooTBeTcTBMM ¢ MAC-agpecom
0551 KOPPEKTHON paboTbl Mexay norb3oBaTeNisiMuU. YCTPOMCTBA BTOPOro YPOBHS 3anOMUHAOT
MAC-agpeca, nsydasa sxogsawme MAC-agpeca UCTOYHUKOB NakeToB, U MPY NOCTYMMEHUN NakeTa
C HEN3BECTHbIM aapecoM UCTOYHMKa OHU 3anucbiBatoT ero MAC-agpec B Tabnuuy, 3akpennas
ero 3a nopToMm, OTKyAa npuwen 3ToT nakeT. Takum obpasom, criefyowmn nakeT ¢ AaHHbIM
MAC-agpecom B KayecTBe nopTa Ha3HayeHus ByaeTt oTnpasrieH cpasy Ha 3ToT nopT. To ecTb
agpec cpasy uKcupyeTcs Ha NopTy AN OTNpaBKy BCEX MaKeTOB.

Korga naket ¢ MAC-agpecomM MCTOYHUKA, YKE 3anoOMHEHHbIM MPOrpamMMon, NpuxoguT depes
apyrow nopt, 3anucb B Tabnuue MAC-agpecoB n3MeHseTca TakuMm obpasom, YToObl nakeTbl C
AaHHbiM MAC-agpecom HanpaensinMCb 4Yepes HOoBLIM NOpT. B pesynbTaTte, ecnu Ha ydacTke
Mexay ABYMsi agpecaTtamu cywecTtsyeT Kakas-nnbo netns, sce MAC-agpeca 13 cetn BToporo
YPOBHS ByayT nepecbinatbCcs Ha TOT NopT, rae cywectsyeT netns (06eldyHo MAC-agpeca B 93TOM
Cnyyae C BbICOKOW 4acTOTOM MEPEKNoYalTCsa C OQHOro nopTta Ha APYron), YTo Bbl3biBaeT
neperpysky M notepto paboTocnocobHOCTM ceTn 2-ro ypoBHA. BoT noyemy Heobxogmmo
npoBepsATb HanuumMe neTnM Ha ceTeBblx MopTax. Korga Ha nopTy onpedenserca netns,
obHapyxuBLLee ee YCTPOMCTBO AOIDKHO MOcnaTtb npedynpexgeHve B CUCTEMY YyhpaBieHus
CeTbto, MO3BONAS CETEBOMY agMUHUCTPATOPy OBHapyXnTb, NoKannsosaTb U pewnTb npobnemy
B CeTWU.

MockonbKy, cuctema obHapyXeHust neTenb MOXeT aBTOMATUYECKM MNPUHMMAaTb peLlleHus o
HanMyun nNeTnuM B COeQMHEHUU U ee UCYE3HOBEHUMU, YCTPOoMCTBA C (PYHKLUMSAMU KOHTPONSA Ha
nopTtax (Takux, Kak M3onsuusi MOPTOB M KOHTPOmNb 3a 3anomMumHaHmeM MAC-agpecoB) MoOryT
3HaUYUTENbHO CHU3UTbL Harpysky C CeTeBOro agMuWHUCTpaTopa, a Takke YMeHbLUUTb BpeMs
peakumm Ha npobrnemMy, MUHUMN3NPYS BO3AENCTBME NETMN Ha CETb.
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2.9.2. NMpumepbl PyHKLUMK pacno3HaBaHUA NeTNM Ha NOPTY

PucyHok 2-8. Tunn4yHbIn npumep NogKnoYeHns

B npuBegeHHoOM HWxe koHdUrypaumm, nporpaMmma onpefensieT CylwecTBOBaHWE MeTnv B
Tononormn cetu. lNocne BKMYEHNA YHKLMM pacno3HaBaHUA NeTnM Ha NopTy, CMOTPSALLEMBO
BHELLHIO ceTb, nporpamma OyaeT yBeaoMnaTb MOACOEAMHEHHYK CeTb O CYLLECTBOBaHUM
neTnM u KOHTPONMPOBaTb MOPT Nporpammbl A4ns obecneyeHnsa HopmanbHOW paboTbl JaHHOW
ceTn.

MocnenoBaTenbHOCTb KOHDUIypaLMK NPorpamMmbi:
(switch) (Config)#spanning-tree
(switch) (Config)#errdisable recovery cause bpdustorm
(switch) (Config)#errdisable recovery interval 300

(switch) (Config)#show errdisable recovery

Errdisable Reason Auto-recovery Status

dhcp-rate-limit Disabled
udld Disabled
bcast-storm Disabled
mcast-storm Disabled
ucast-storm Disabled
bpduguard Disabled
bpdustorm Enabled
sfp-mismatch Disabled

Timeout for Auto-recovery from D-Disable state 300
2.10. Hactpouka Port channel

2.10.1. O6wume cBeaeHun o Port channel

[na noHmaHua TepmmnHa nopT-kaHana (Port channel) Hago BBECTVM MOHATME rpynnbl NOPTOB.
pynna noptoB — 3TO rpynna u3n4ecknx noptToB Ha KOHMUrypauMOHHOM YpoBHe. TONbKO
dusnyeckne nNopTbl B rpynne nopTtoB MOryT ObiTb YacTbldo 0O6beAMHEHHOro kaHana u cratb
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4yneHamu Port channel. JTornyecku rpynna nopToB ABNAETCA HE NOPTOM, a Habopom nopToB. [Npwn
onpeaeneHHbIX YcrnoBusx dusnyeckne MNOpTbl B rpynne nopToB MO3BONSKT MNOCPeaCTBOM
o0beanHeHnss noptoB cdopmmpoBaTtb Port channel, koTopbii 0bnagaeT BceMn CBOWMCTBaMu
NOrnyeckoro nopta U TakMMm 00pa3oM CTAHOBUTCS HE3aBUCUMbIM JIOTMYECKUM MOPTOM.
Arperauusa noptToB — 370 abCTpakTHOE NOHATME, Noapa3ymeBatoLlee nog cobon obveamHeHne
Habopa NopTOB C OAUHAKOBBLIMWU CBOMCTBaMM B riornyeckuin nopt. Port channel — ato Habop
PU3MYECKUX MNOPTOB, KOTOPLIN JIOrMYECKN NCNOSb3YETCH Kak OauH dmanydeckmin nopTt. OH MOXeT
ncnonb3oBaTbCs NoNnb3oBaTeneM Kak oObivHbIA MopT. OH HE MOXeT He Tonbko 000aBuUTb
NpPONyCKHOM CNOCOBHOCTM Ha ceTb, HO 1 cnocobeH obecnevnTb pe3epBnUpoOBaHNE COEQUHEHNN.
OO6blvHO 0ObeavHeHWe MNOpPTOB  MCMOMb3yeTcsd, Koraa nporpaMma  noakmnoyeHa K
MapLUpyTU3aTopy, KIMUEHTCKON CTaHUuMW unu apyrum nporpammam. Ha PucyHke 2-9 nokasaHo
arpermpoBaHue nopToB.

—| st
i
—=| s2

PucyHok 2-9. ArpermpoBaHune nopTos

Kak nokasaHo Bbiwe, nporpamma S1 o6beauHun noptel B Port channel. MNMponyckHasa nonoca
Port channel paBHa cymme NponyckHbIX CNOCOBOHOCTEN YeTbipex nopToB. Korga Heobxogmmo
nepegatb Tpaduk ¢ nporpammbl S1 Ha S2, pacnpegeneHne Tpaduka dbygeT onpeaenaTbCs Ha
ocHoBe MAC-agpeca uctovHmka n mnagwero outa MAC-agpeca npuemHuka. B pesynbTate
BblYMCNEHU onpefenseTcd, kakon nopT 6yaeTt nepegasatb Tpaduk. Ecnn ogmH nopt B Port
channel HeucnpaseH, Tpaduk OygeT nepepacnpedenaTbCs Ha OpyrMe nopTbl NOCPEACTBOM
anroputma pacnpegeneHus. [laHHbIN anropyTM Nogaep>xnBaeTcs annapaTHo.

[ns npasunbHon paboTbl Port channel Heo6xoamMmo cobnogaTb crieayoLmne yCnoBus:

1. Bce noptbl paboTaloT B pexunmMe NOfHOro Aynnekca.
2. Bce nopTbl UMET 04MHAKOBYHO CKOPOCTb.

3. Bce nopTbl aBnsa0TCA nopTamu goctyna v npuHagnexat ogHoMmy VLAN, nnm Bce oHu
ABNATCHA TPAHKOBbLIMU MOPTaMM UIN OHW BCe MMBpuaHbIE NOPThI.

4. Ecnu Bce nopTbl ABASAIOTCA TPAHKOBLIMU UK TMBpUAHbIMKM, Toraa
ckoHGUrypmpoBaHHble Ha Hux gonyctumble VLAN u ocHoBHOM VLAN OOMmKHbI ObITh Y
BCEX OOUHAKOBbLIMU.

Ecnun Port channel ckoHdurypnpoBaH Ha nporpaMme BpyYHYKO WKW OUHAMUYECKM, cucTema
aBTOMaTMYeCKN HasHavaeT NopT C HaMMeHbLNM HOMepPOM MacTep-nopTom Port channela. Ecnin
B MNporpamme akTMBMPOBaH MPOTOKON spanning tree, NpOTOKON MOCTPOEHWUs nOepesa
BocrnpuHumaeT Port channel kak normyeckmn nopt u nocbkinaet BPDU nakeTbl 4epes
MacTep-nopT.

O6beanHeHe MOPTOB JKECTKO CBA3AHO C annapaTHOW 4acTblo nporpammbl. lMporpamma
NO3BONSAET arperMpoBaTb COeAMHEHNS MeXay NMoGbIMU ABYMSI porpaMmmamMum.

Mocne TOro, Kak MOPTbl arperMpoBaHbl, MX MOXHO WCNONb30BaTb, Kak OObIYHbIA MNOPT.
lMporpamma wMeeT BCTPOEHHbLIN pPEeXMM KOHMUIrypupoBaHWA WHTepdenca arperaumu,
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nosib3oBaTernb MOXeT co34aBaTb COOTBETCTBYHOLLYIO KOH(OUIypaLUmio B 3TOM peXnmMe TOYHO Tak
Xe, Kak npu koHdurypuposaHum VLAN unu domsundeckoro nHtepdenca.

2.10.2. O6wume ceBepgeHnsa o LACP

LACP — npoTtokon, 6asupytowmiica Ha ctangapte IEEE 802.3ad, n peanuaylowmin MmexaHnam
AnHammnyeckoro obbeamHeHus kaHanos. Npotokon LACP ucnonb3yet naketbl LACPDU (Link
Aggregation Control Protocol Data Unit) ana obmeHa nHcgpopmaumen ¢ 0TBETHLIMU NOPTaMMU.

Mocne Toro, kak npotokon LACP BkntoYeH Ha NOPTY, AaHHbIA NOPT nocbkinaeTt nakeTobl LACPDU
Ha OTBETHbIN MOPT CoeauHeHUs1, yBedomnsasa o npuoputete cuctembl, MAC-agpece cucTembl,
npuoputeTe nopta, uaeHTUukaTope nopta M Kknode onepaumu. Korga oTBeTHbIM MopT
nonyyaet 3Ty MHOPMaLUIO, OHa CpaBHUBAETCA C UHopmMaumen o Apyrux noprax, Kotopble
MOryT 6bITb 06beauHeHbl. COOTBETCTBEHHO, 0Be CTOPOHbI COeAMHEeHUSI MOryT AOCTU4Yb
cornalleHusi O BKIIHOYEHUN NN UCKITIOYEHUM NopTa 13 AUHaAMMUYECKONn 06beaMHEHHON rPYNnbI.

Knioy onepauun cosgaeTcs NPOTOKONOM B COOTBETCTBUM C KOMOMHauuen napameTpoB
KOHpurypaumm (ckopocTb, Aynnekc, 6asoBas KOHurypauums, Knod ynpasreHusd) nopToB,
KoTopble 6yayT 06beaAnHATLCS.

Nocne BKMOYEHNs NPOTOKONa AnHammnyeckoro oobeamHeHnsa noptos (LACP), kntoY ynpasrieHus
no ymonyaxuto paseH 0. Nocne ctatuyeckoro o6beanHeHnsa nopTos nocpeactsom LACP, kno4
yrnpasreHns nopta Takom xe, kak ID o6beanHeHHONM rpynnbl.

Mpn aMHammyeckoM ob6beauHEHM NOPTOB BCE YNeHbl OOHOW rPymMbl UMEKT OAMHAKOBbLIN KoY
onepauwnu. Npn ctatnyeckoMm 06beANHEHNN TOSNbKO aKTUBHbIE MOPTbl UMEIOT OQNHAKOBbIN KoY
onepauumu.

2.10.2.1. Ctatuyeckoe ooveamHeHue LACP

Cratnyeckoe obbedvHEHWE BbINOMHAETCA NyTeM KOH(UIypUpOBaHWS MNONb3oBaTeneM u He
Tpebyer npotokona LACP. [lpu koHdurypmpoBaHun crtatudeckoro LACP-06beamHeHus,
NCNONb3YeTCHA PEXUM «ON» AN1S BKIKOYEHUSA nopTa B rpynny arperauumu.

2.10.2.2. AnHamnyeckoe ooeauHeHmne LACP

1. O6wwme nonoxeHnsa AnHammyeckoro oobeanHeHns LACP.

OuHamnyeckoe obbeguMHeHne — 3T0 obbeauHeHue, co3gaBaemoe/ygansiemMoe CUCTEMOM
aBToMaTtnyeckn. OHO He No3BONSET NONb30BATENSAM CAMOCTOATESNIbHO 400aBAATbL UMK yaansaTb
nopTtbl M3 AuvHamudeckoro obwveamHenna LACP. [lopTbl, KOTOpble WMEKT OAMHAKOBbLIE
napamMeTpbl CKOPOCTU M Aynnekca, NOAKIHYEHHbIE K OOQHMM U TEM Xe YCTPOMNCTBaM, MMEoLLmE
OAMHAKOBYO KOHGUrypaumo MoryT BbITb AMHaAMUYeCKn obbegmHeHbl B rpynny. B cnyyae, ecnm
TONbKO OAWH MOPT MOXET co3gaBaTb [OuMHaMunyeckoe obbeduHeHMe, 3TO  Ha3blBaeTcs
OQ4HOMOPTOBbIM 006beanHeHueM. Npu guHammnyeckom o6beanHeHnn LACP-npoTokon Ha nopTty
JOJIKeH ObITb BKITIOYEH.

2. Pexumbl nopTOB B AUHAMUYECKOW rpynne o6beanHeHus.

B anHamumueckon rpynne ob6beamHeHns NopThbl UMEKT ABa cTaTyca — BblbpaHHbIn (selected)
unm «B oxumgaHunmy (standby). Ob6a TMna nNoOpTOB MOryT nochbinaTe M MNPUHUMATb NaKEThI
npotokona LACP, HO nopTbl B cTaTyce «OXUOaHUA» He MOTYT nepechiiiaTh JaHHbIE.

MockonbKy CyLecTByeT OrpaHM4YeHMe Ha MakcMMarnbHOe KONMYecTBO MOPTOB B rpynne
arperauum, ecnu TekyLmii Homep nopTa npeBbiliaeT npeaen B rpynne, Torga YCTPOWCTBO Ha
O[HOM KOHLie CoeaVMHEHMS JOrOBapMBaeTCs C YCTPOWCTBOM Ha APYrom KOHLE 4SS onpeaeneHus
cTaTyca rnopTa B COOTBETCTBUM C MOEHTUMKATOPOM nopTa.
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dTanbl cornacoBaHusi cnepgywouiue:

CpaBHeHne ngeHtudukatopon (ID) yctponcts (npuoputeT cucteMmbl 1 MAC-agpec cuctemsl).
CHa4vana cpaBHMBaKOTCA NpuopuTeTbl CUCTEM. ECnNu OHW ofuHakoBble, TOrga CpaBHUBAKOTCS
MAC-agpeca yCTPOMUCTB. YCTPOMUCTBO C MEHbLINM WOEHTUPUKATOPOM UMMEET BbICLUNIA
npuopuTteT.

3aTtem ngeT cpaBHeHWe naeHTUUKaTOpOB NOPTOB (NPUOPUTET NOPTa U MAEHTUdUKATOPNopPTa).
[ns Kaxgoro nopTa Ha CTOPOHE YCTPOWCTBA C HaMBLICLLUMM NPUOPUTETOM CUCTEMbI CHayana
CpaBHMBAKOTCA NpUoOpUTETLI NOPTOB. ECnu npuopuTeTbl ogMHakoBble, TOrga CpaBHMBAKOTCA
naeHtudmkatopbel nopTtoB. [lOpT € HaMMEHbWMM WAEHTUUKATOPOM MnopTa CTaHOBMUTCH
BblIbpaHHbIM (Selected), a ocTanbHble CTaHOBATCS B pexuM «oxugaHue» (standby).

B rpynne obbeanHeHNa NopT C HAMMEHBbLUMM WMAEHTUMUKATOPOM U CTaTyCOM «BblOpPaHHbINY
CTaHOBUTCHA MacTep-nopToMm. [pyrne nopTbl CO CTaTyCOM «BblOpaHHbIV» CTAHOBATCS YleHaMK
rpynnbi.

2.10.3. NMpumepbl ucnonb3oBaHusa Port channel

BapwanTt 1. Hactponka Port channel ana npotokona LACP. Ha PucyHke 2-10 nokasaHa
KOHUrypauus nopta-kaHana B LACP.

—| st
P
—=| s2

PucyHok 2-10. KoHdourypauma nopTa-kaHana B LACP

NmeeTcs aBe nporpammbl S1 u S2. MopTel 1, 2, 3, 4 Ha nporpamme S1 — nopTbl gocTyna m
nobaeneHbl B rpynny 1 B akTmBHOM pexume. [NopTbl 6, 8, 9, 10 Ha nporpamme S2 — ToXxe NopTbl
Aoctyna v gobaeneHbl B rpynny 2 B NACCUBHOM pexume. Bce nopTel coeanHeHbl kabensamu.

OTanbl KOHGUrypaLum nokasaHbl HUKe:
Switchl (Config)#interface 1/0/1-1/0/4
Switch1 (Interface 1/0/1-1/0/4)#addport lag 1
Switch1 (Interface 1/0/1-1/0/4)#interface lag 1

Switch1 (Interface lag 1)#no port-channel static

Switch2 (Config)#interface 1/0/6-1/0/10

Switch2 (Interface 1/0/6-1/0/10)#addport lag 2

Switch2 (Interface 1/0/6-1/0/10)#lacp actor admin state passive
Switch2 (Interface 1/0/6-1/0/10)#interface lag 2

Switch2 (Interface lag 2)#no port-channel static
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Switch2 (Interface lag 2)#lacp actor admin state passive

2.11. be3onacHOCTb NOpPTOB

2.11.1. BBegeHue B 802.1x

MpoTtokon IEEE 802.1x peanusyeT MeTo ynpasreHus AOCTYNOM K CETU Ha OCHOBE MOPTOB, OH
ynpasnseT ayTeHTMduKaumMen n ycTpoucTesamn OCTyrna Ha (PU3MyYecKoM ypoBHE JocTyrna K
ceTeBbIM ycTponcTBaM. Ha dmsmyeckom ypoBHe JOCTYNa B JAHHOM Criydae HaxogaTcs noprhbl
nporpammbl. Ecnv nonb3oBaTenbckne ycTpoucTBa, NOAKMOYEHHbIE K 3TUM MnopTaMm, yaaeTcs
noeHTNOMLMPOBAaThL, OHU NOMyYalT AOCTYN K pecypcam JIoKanbHOW ceTu, B NPOTUBHOM cry4yae
poctyn 6yget 3anpelweH, YTO BO MHOrOM 3KBMBANEHTHO (PU3MYECKOMY BbIKIIOYEHUIO.
CraHpgapTel IEEE 802.1x onpegenstoT NpoOTOKON ynpasreHUs AOCTYNOM K CEeTU Ha OCHOBE
noptoB. [MPOTOKON MPUMEHUM K COEAMHEHUIO TOYKa-TOYKa Mexay YCTPOMCTBOM AOCTyna U
nopToM JocCTyna, npu 3TOM NOpT MOXET OblTb Nornyeckum unn gusmyecknm. B tunuyHom
cny4ae oavH U3nYeckuin NopT NporpaMmmbl NPUCOEANHEH TOMBKO K OAHOMY TEPMUHUPYOLLEMY
YCTPOWCTBY (UMetoLLeMy pusnyeckme nopTol).

Apxutektypa IEEE 802.1x nokasaHa Ha PucyHke 2-11.

= 7 7] r_ _________ B - 71
| KnueHTckas | | Cuctema ayTeHTUcbukaTopa | CucTtema cepBepa |
cuctema Yenyru, ayTeHTUdurKaLmMKn
I PAE ] | | gsgi:EEBHHEMHE TAE P | |‘ Cepsep |
I Eﬂgsghﬁ':ou | | layrenrucpuaropa ayTeHTcpukaropa [ . ] | P ayrenTucpnraum| |

MEH CCODWEeHnAMN
I 4 | | ynpagngth|ﬁ¢ Mopt 1 npotokona EAP | I
nopt He aBTOpU30BaH NpOUCXoANT Hepes
| / npotokon Gonee I
| | \ Heynpaanﬂembuh BbLICOKOrO ypOBHSA |
I | | y nopT | | I
| |

AP | |_

A e
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yan 7

PucyHok 2-11. Apxutektypa IEEE 802.1x nokasaHa Ha pUCYHKE HUXE.

ApxutekTypa IEEE 802.1x COCTOUT M3 TPEX YacTen:
e  KITMEHTCKOM cuCTeMbI (NONb30BaTeNbCKOe YCTPOMCTBO AOCTYyNa);
o AyTEHTMMULMPYIOLLIEA CUCTEMBI (YCTPONCTBO yNpaBneHust 4OCTYrNom);
e cepBepa ayTeHTMdMKauuu.

Bsammogencteue nonb3oBaTenbckoro yctponctea goctyna (PC) u ycTponcTBa ynpaeneHus
goctynom (nMporpamma AdocTyna) npoucxoguT no npoTokony EAPOL, onpegeneHHoOro
ctaHgaptamm |[EEE 802.1x. BsaumopgeinctBue cepsepa ayTeHTUdMKaumMm C YCTPOMCTBOM
ynpaeneHna [ocTyrnom npoucxogut no npotokony EAP. [aHHble ayTeHTudumkaumm
nHkancynupyttca B naketol EAP. lMakeT EAP nepepmaetcs B nakeTax npoTokonoB Gonee
BbICOKMX ypoBHeM, Hanpumep, RADIUS u, npongsa yepes CnoXHyo ceTb, nonagaeT Ha cepeep
ayTeHTudmKaumn.

MopTbl, KOTOpPblE NpefoCcTaBnNsAeT YCTPOMUCTBO yrpaBrieHns AOCTYNOM Ha YpOBHE nopTta, MOryT
ObITb BMPTYanbHbIMW NOpPTaMn ABYX TUMOB: ynpaBnsieMble MOPTbl U HeynpasrisieMble MopTbl.
HeynpaBnsembii NOpT BCerga HaxoauMTCs BO BKHOYEHHOM COCTOSIHMM B 0B0OMX HanpaBrieHUsax
nepefayn naketoB ayTeHTUUKaumm EAP. Ynpasnsembli NopT, Korda OH aBTOPU30BaH Ha
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nepegavy Tpa(bl/lKa C KOMMyTaLI,VIGf/'I NnakeToB, BCerga 6y/:|,eT B NOAKMHOYEHHOM cocTosiHUN. Ecnu
NnopT HE aBTOPM30BaH, TO OH BbIKIMKOYEH U Nepeaadya naketoB HEBO3MOXKHA.

Mpn IEEE 802.1x, nporpamma WCNofb3yeTcsd Kak YCTPOWCTBO YMpaBreHus LOCTYNOM;
nogknioyaeMoe nonb3oBaTenbCkoe YCTPOMCTBO — 3TO YCTPOUCTBO C knmneHtckum [0,
nogoepxusarowmnm 802.1x. CepBep ayTeHTUdMKauMmM 06blMHO Haxoantca B AAA-LeHTpe
onepartopa n obbiyHO siBnsietca RADIUS-cepsepom.

Ans ynyyweHns 6e30nacHOCTU U ynpaBneHus B NporpaMme peanu3oBaHO pasnuuve Mexay
nonb3oBaTenbCKUM AO0CTynom u ayTeHTudukaumen IEEE 802.1x Ha ocHoBe MAC-agpecos.
Tonbko ayTeHTUMOUUMPOBAHHbIE MONb30BaTENbCKME YCTPOWCTBA AOCTYNa, NOAKMOYEHHblE K
OZlHOMY 1 TOMY Xe Pn3n4eckomy nopTy, MOryT nony4vaTb AOCTyn K ceTn. HeaBTopn3oBaHHbIe
YyCTPOWCTBA He nonyyart goctyna B ceTb. Takum obpasom, Aaxe ecrnv K OgHOMY (PU3n4ecKoMy
nopTy MOOKMIOYEHO MHOro TEepMUHAanoB, MporpaMma  MOXeT ayTeHTUUUMpPOoBaTb WX U
ynpasnaTb KaxgbIM Nofb30BaTeNbCKUM YCTPONCTBOM A0CTyNa NHANBUAYarbHO.

Ha ocHoBe (pyHKumn ayteHTudmkauum 802.1x no MAC-agpecam peanuaoBaHa
nonb3oBaTtenbckas ayteHTudukaumna 802.1x (IP-agpec + MAC-agpec + nopT). 910 no3sonseT
nonb3oBaTensam [0 NMPOXOXOEHUS UMK ayTeHTUMKauMmM nonyyatb AOCTYN K OrpaHUYeHHbIM
pecypcam. [pu nonb3oBaTenbCKOM ynpaBneHnn OCTyNnoM UMEETCH fBa peXxnma: CTaHgapTHoe
yrnpaeneHne n paclwumpeHHoe ynpasneHue. [pu ctTaHgapTHOM Monb30BaTeNbCKOM ynpaBneHum
OO0CTYN K OrpaHN4YeHHbLIM PECypCcaM He OrpaHMYnBaeTCs, BCE NOMb3oBaTeENN NOpTa UMEKOT K HAM
[ocTtyn go ayteHtudunkaumn. Nocne ayteHTMdmKauum nonb3oBaTenm nonyyaT JOCTYN KO BCEM
pecypcam. [Npu paclumpeHHOM NoNb30BaTENBCKOM YNPaBieHMM OCTYNOM TOMbKO crneumanbHble
nonb3oBatenn OO ayTeHTUMKaumm nonyyat JOCTYyn K OrpaHuMyeHHbiM pecypcam. [locne
NPOXOXOEHNA ayTeHTMdUuKaummnm 3T cneumanbHble NoNb3oBaTenu nonyyaTr SOCTYN KO BCEM
pecypcam.

2.11.2. Mpumep koHcpurypaumm 802.1x + RADIUS.
KoHdurypaums 802.1x + RADIUS nokasaHa Ha PucyHke 2-12.

10.1.1.2

10.1.1.1 cepeep RADIUS
10.1.1.3

PucyHok 2-12. KoHdurypauma 802.1x + RADIUS

KoMnbloTep nogkntoYeH K nopTy 2 nporpammMon. Ha nopTy BkntoYeHa yHKUUSA ayTeHTUdunkaumm
IEEE802.1, B KayecTBe MeToAda AOCTyra No yMOM4YaHuUK UCMNONb3yeTca ayTeHTudukauma Ha
ocHoBe MAC-agpecoB. IP-agpec nporpammbl  10.1.1.1. Tlo ymonyaHuo nopTamu
ayTeHTUMKaLUMM U yyeTa CeTeBbIX CEPBUCOB ABMNAKTCA COOTBETCTBEHHO nopT 1812 n nopTt

30

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3310

OcCHOBHbIE HaCTPOWKM NporpaMmmbl W

1813. [inga BbinonHeHus ayTeHTudukaumm IEEE802.1x B KOMNbIOTEPE YCTAHOBNEHO KMNEHTCKOE
Mno.

(Switch) (Config)#radius server host auth "10.1.1.3" name "Default-RADIUS-Server"

(Switch) (Config)#radius server key auth "10.1.1.3" encrypted
1941ca8d99fc9209eade226bd848b3b7050129eccéfb67ccéefb138ddelbs08b7dedb295¢]
991febb897813fab859d6d538d52015eb26e45a87b3f1148bbd8686

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#dot1x port-control force-authorized
(Switch) (Interface 1/0/1)#description RADIUS_SERVER
(Switch) (Interface 1/0/1)#exit

(Switch) (Config)#dotlx system-auth-control

(Switch) (Config)#aaa authentication dotlx default radius
(Switch) (Config)#show dotlx authentication-history 1/0/2

Time Stamp Interface MAC-Address VLAN ID Auth Status
Jan 01 1970 00:23:04 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:22:41 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:19:08 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:15:48 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized
Jan 01 1970 00:14:39 1/0/1 AC:22:0B:E7:BD:D9 3 Authorized

(Switch) (Config)#show dotlx clients 1/0/1Logical

Interface 0

Interface 1/0/2

User Name dotlxuser

Supp MAC Address. AC:22:0B:E7:BD:D9
Session Time 630

VLAN Id. 3

VLAN Assigned. Default

Session Timeout. 0

Session Termination Action. Default

2.11.3. O6wume cBeaeHnsa o MAB

K yctporctBam, He UMeKLLMM BO3MOXHOCTb MCMOMNb30BaTb MPOBEpKYy nognuvHHocTn 802.1x
(Taknm Kak; VolP-TenedoHbl, ceTeBble NPUHTEPLI, MOBUNbHbIE YCTPONCTBA U T. 4.) MOXeT ObITb
npumeHeHa ayteHTudpukauna MAB (MAC Authentication Bypass), koTopas OCHOBbIBaeTCsA Ha
MAC-agpece yctpouctBa u nopte pgoctyna. CneumanbHOro nporpammHoro obecneveHus
KnNueHTa ansa ayteHTudmkaumm, BBoga fiormHa 1 napons He tpebytotcea. [na ayteHTudmkaumm
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KOMMYyTaTopy AocTaToyHo nonyy4nts ARP-nakeT ot MAB-nonb3oBatens u, nocrne obHapyxeHus
COOTBETCTBMSA ayTEHTU(UKALUMOHHON WMHGOPMauMM Ha cepBepe, Monb3oBaTento 6Oyger
paspeLueH JOCTyr.

2.11.4. NMpumep HacTpoukn MAB + Radius
Cosgagum vian v interface vlan c IP-agpecom, obecneuns goctyn k Radius cepsepy
(QSW-3310) (Config)# vlan 3100
(QSW-3310) (Config)# interface vlan 3100
(QSW-3310) (Interface vlan 3100)# ip address 10.33.0.33 255.128.0.0
(QSW-3310) (Config)# interface 1/0/1
(QSW-3310) (Interface 1/0/1)# switchport mode trunk
(QSW-3310) (Interfacel/0/1)#switchport trunk allowed vlan 3100
MepeBeaem Bce NMopTbl KOMMyTaTopa B aBTOPU30BaHHbLIN PEXMM U BKIOYMM noaaepky dot1x
(QSW-3310) #dotix port-control all force-authorized
(QSW-3310) #dotlx system-auth-control
Bkntovaem nogaepxky amHamudeckmx VLAN (VLAN HasHavaeTtca ¢ Radius cepsepa)
(QSW-3310) #authorization network radius
(QSW-3310) #dotlx dynamic-vlan enable
HacTtpoem nopT, 3a KOTopbIM ByAeT aBTOPM30BLIBATLCS KIMEHTCKOE YCTPONCTBO
(QSW-3310) (Config) # interface 1/0/5
(QSW-3310) (Interface 1/0/5)# switchport mode hybrid
(QSW-3310) (Interface 1/0/5)# dotlx port-control mac-based
(QSW-3310) (Interface 1/0/5)# dot1x mac-auth-bypass
(QSW-3310) (Interface 1/0/5)# dotlx timeout guest-vlan-period 10

Hactpoem Ha kommyTaTope ayTeHTudumkauumio, aBTopmsaunio M akkayHTuHr vepe3 RADIUS,
npumeHmB HacTporku gna RADIUS-cepeepa.

(QSW-3310) (Config)# radius server host auth "10.0.1.221"
(QSW-3310) (Config)# radius server host acct "10.0.1.221"
(QSW-3310) (Config)# radius server key auth 10.0.1.221

Enter secret (64 characters max): QTECH

(QSW-3310) (Config)# radius server key acct 10.0.1.221
Re-enter secret: QTECH

(QSW-3310) (Config)# aaa authentication dotlx default radius
(QSW-3310) (Config)# radius accounting mode

2.12. Hactpouka Tabnuubl MAC-agpecoB

2.12.1. Obwme cBepeHun o Tabnmuue MAC-agpecoB

Tabnuua MAC-agpecoB — 3710 Tabnuua cootBeTcTBMA MAC-agpecoB yCTPONCTB Ha3HaYeHUs
noptam nporpammbl. MAC-agpeca OenaTcs Ha cTtaTtuyeckme u guHammdeckme. Ctatudeckue
MAC-agpeca Bpy4HYyt0 CKOH(UIYpUpOBaHbl Nofnb3oBaTenemM, UMeKT HauBbICLLUMIN NPUOPUTET U
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AENCTBYIOT MOCTOSIHHO (OHM He MOryT OblTb 3amelleHbl AMHamudeckum MAC-agpecamm).
[MHaMmnyeckne agpeca 3anoMMHaOTCA MPOrpaMMON Mpu nepenade NakeToB AaHHbIX, U OHM
AENCTBYIOT orpaHu4yeHHoe BpeMsi. Koraa nporpamma nonyyaeTt opeim AaHHbIX At IEPEChISIKH,
OH coxpaHsieT MAC-agpec UCTOYHMKA hpeiiMa 1 COOTBETCTBYHOLLUMIN €My MOPT HasHaYeHus.
Korga Tabnuua MAC-agpecoB onpalmBaeTcs Ha npeameT MAC-agpeca npueMHuKa, npwu
HaxOXOEHUWN HYXXHOrO afpeca, NakeT AaHHbIX OTNPaBnsieTCs Ha COOTBETCTBYHOLLMA MNOPT, B
NPOTMBHOM Crly4ae MnporpaMmMa MepecbinaeT MakeT Ha CBOWM LUMPOKOBELLATENbHbIA JOMEH.
Ecnu gnHammyecknii MAC-agpec He BCTpevaeTcsi B naketax Ansl Mepecbiiki AnuTenbHoe
BpPeMsi, 3anncb 0 HeM yaansieTcs u3 Tabnuubl MAC-agpecoB nporpaMmmbi.

Ons Tabnuubl MAC-agpecoB onpegeneHbl ABe onepauun:
1. TMony4eHne MAC-agpeca.

2. OtnpaBka unu unbTpauus naketa gaHHbIX B COOTBETCTBUM C Tabnuuen
MAC-agpecos.

2.12.1.1. Nony4yeHune Tabnuubl MAC-agpecoB

Tabnuua MAC-agpecoB MOXeT ObITb MOCTPOEHa CTaTUYeCcKn Unn anHammdeckn. Ctatmyeckum
KOHUIrypupoBaHMEM HacTpamBaeTcsi cooTBeTcTBMEe Mexay MAC-agpecamu M nopTamu.
OuHamnyeckoe o6ydyeHnMe — 3TO npouecc, Korga nporpaMma  M3yvaeT CBA3M  Mexay
MAC-agpecamu n noptamu u perynsipHo obHosnsieT Tabnuuy MAC-agpecos. B aTon cekuumn mbl
OCTaHOBMMCS Ha npouecce ANHaMM4ecKoro noctpoeHnsa Tabnumubl MAC-agpecoB, nokazaHHOro
Ha PucyHke 2-13.

=
nopt 5 nopt 12
MK 1 MK 2 MNK3 MK 4
MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33

PucyHok 2-13. nHamnyeckoe noctpoenne tTabnuusl MAC-agpecos

Tononorna Ha PucyHke 2-13: 4 koMnbloTepa MOAKMN0YEHbl K nporpamme, rae MK 1 m MK 2
npuHagnexar ogHoMy (OM3MYECKOMY CEerMeHTy (QOMEHY KONnu3uin), U3NYECKUA CErmMeHT
nogkrtodeH kK nopty 1/0/5 nporpammel, MK 3 n MK 4 npuHagnexart Kk gpyromy dumanveckomy
CErmMeHTy, NoAKMo4YeHHOMY K nopTy 1/0/12 nporpaMmbl.

HauyanbHasa Tabnuua MAC-agpecoB HE COOEPXMUT HUKaKMX 3Ha4eHu. Bosbmem ans npumepa
npouecc cesAsn mexay MK 1 1 MK 3. Npouecc o6y4eHns MAC-agpecam crneayoLmi:

1. Korga lNK 1 nocbinaet coobeHune k MK 3, MAC-agpec ncrovndmka 00-01-11-11-11-11
n nopt 1/0/5 n3 atoro coobuieHns 3aHocaTcs B Tabnmuy MAC-agpecoB nporpaMmmbl.

2. B 10 e Bpemsa nporpammy Hago MOHATb, KaK 4OCTaBUTb COOOLLEeHne Ha agpec
00-01-33-33-33-33. Tak kak Tabnumua cogepXmT 3an1cb TONbKO ANs agpeca
00-01-11-11-11-11 n nopTa 1/0/5, a ansa agpeca 00-01-33-33-33-33 HuMKaknx 3anucemn

33
(@ arecy




PykoBogcTteo nonb3osatend QSW-3310

OcCHOBHbIE HaCTPOWKM NporpaMmmbl W

HeT, MporpaMmmMa paccbinaeT AaHHoe coobLLUeHre Ha BCe CBOW MOopThI (Mpeanonaraem,
YTO BCe NOPThbl NpUHagnexar no ymonyanuio VLANL).

3. MK 3 uTlK 4 nonyyatoT coobuieHne, nocnanHoe MK 1, Ho MK 4 He oTBevaeT Ha aTo
coobuleHne, Tak kak agpec npuemHuka 00-01-33-33-33-33, n oTBevaTthb Ha Hero bygeT
Tonbko K 3. Korga nopt 1/0/12 nonyyaet coobuwienne, otnpasneHHoe MK 3, B
Tabnuuy MAC-agpecoB fobasnsetca 3anucb 0 MAC-agpece 00-01-33-33-33-33 1
COOTBETCTBYIOLEM eMy nopTe 1/0/12.

4. Tenepb Tabnuua MAC-agpecoB umMeeT ABe AnHaMmudeckmne 3anmcu: MAC-agpec
00-01-11-11- 11-11 — nopT 1/0/5 1 00-01-33-33-33-33 — nopT 1/0/12.

5. TNocne obmeHa naketamu mexgy MK 1 1 MNK 3, nporpamma 6onblue He nony4vaeT
naketoB, otnpaeneHHbiX MK 1 1 MK 3. N 3anmucu B Tabnuue MAC-aapecos,
COOTBETCTBYIOLLMNE 9TUM yCcTponcTBam yaanstoTcs Yepes 300 unu 2*300 cekyHg (T.e.
npocToe unn ABonHoe Bpems un3Hu). 300 cekyHA 34eCb 3TO BPEMS KMU3HU NO
yMon4aHuio ang sanucen B Tabnuue MAC-agpecoB. BpeMsa XusHm moxeT ObiTb
NM3MEHEHO Ha nporpamMmme.

2.12.1.2. Nepecbinka unu cpunbTpaumsa Kagpos

Mporpamma nocbinaeT unm oTPUNbTPOBLIBAET NPUHUMAEMbIE NMAKEeThbl AaHHbLIX B COOTBETCTBUN
¢ Tabnuuen MAC-agpecoB. PaccmaTtpuBas onga npMMmepa pUCyHOK Bbllle, npeanonaraem, 4to
nporpamma m3yuun agpeca MK 1 n MK 3, 1 nonb3oBaTtenb BPy4HYO HACTPOWUICOOTBETCTBUE
noptoB ansa MK 2 n MK 4.

MAC-agpeca nporpammbl nokasaHbsl B Tabnvue 1.

Tabnuua 1. MAC-agpeca nporpaMmmel

MAC-appec Homep nopTa Kem pob6aBneHa 3anucb
00-01-11-11-11-11 1/0/5 OuHamnyeckoe oby4veHne
00-01-22-22-22-22 1/0/5 CraTtudeckasa koHdurypaums
00-01-33-33-33-33 1/0/12 OuHamnyeckoe oby4veHne
00-01-44-44-44-44 1/0/12 CraTtuyeckasa koHdurypaums

1. OTnpaBka nakeToB B COOTBETCTBUM ¢ Tabnmuen MAC-agpecos.

Ecnn MK 1 nocbinaet naket k 1K 3, nporpamma oTnpasnsieT AaHHble, Nosy4YeHHble ¢ nopta 1/0/5
Ha nopT 1/0/12.

2. dunbTpaums gaHHbIX B cOOTBETCTBUM ¢ Tabnmuen MAC-agpecos.

Ecnn MK 1 nocbinaet coobwexne [K 2, nporpamma, nposepuB Tabnvuy MAC-agpecos,
HaxoaunT MK 2 n MK 1 B ogHOM hm3nM4eckoM CErmeHTe 1 oTOUNbTPOBLIBAET 3TO COOOLEHNE (TO
ecTb cOpacbiBaeT aTo coobLueHme).

lMporpammort MoryT nepecsinaTbCca Tpy TUna hpenmMos:
e LUMpoOKOBellaTenbHble (Ppenmbl;
e MHOronosnb3oBaTefibCckme ppenmbl;
e OJHoMosb3oBaTenbCckme openmobl.
[anee onucbiBaeTcs, Kak nporpammMa paboTaeT co BCeMU TPEMS TUNnamun nakeToBs:
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1. LWupokoBelwlaTenbHbl penM: NnporpamMmma MoXeT onpedensaTb KONnn3num B JOMeEHe,
HO TONbKO He NS WunpokoBeLlaTernbHbIX AoMeHoB. Ecnv VLAN He ycTaHOBMEHbI, Bce
YCTPOWCTBA, MNOAKMIOYEHHbIE K MPpOrpaMme, CHUTaTCA HaxXo4AWNMUCA B OAHOM
LnpokoBeLlaTenbHOM AoMeHe. Korga nporpamma nosniyvyaeT WnpokoseLlaTenbHbIn
dpenmM, oHNepeckInaeT ero Bo Bce nopThl. Ecnn VLANLI CKOHUIypupoBaHl,
Tabnuua MAC-agpecoB aganTupyeTcsi B COOTBETCTBMM C JOMNOMHUTENbHON
nHdopmaumen o VLANax. B aTom cnyyae nporpamma oTnpasBnseT penm TONbKO Ha
nopTel, Haxogsawmecs B ToM xe VLANe.

2. MHorononb3oBaTenbCcknn dopenm: ecrnm MHOrornonb3oBaTeNbCKNA AOMEH HEN3BECTEH,
nporpammMa pacceinaet ¢penm B ToM xe VLANe, Ho, ecnu BkrtoveHa yHkums IGMP
shooping MM CKOHUrypupoBaHa ctatudeckasd MHOrononNb3oBaTenbCKkas rpynna,
nporpamma 6yaeT nocbinaTe 3T0T operm B NOPTbI MHOrONOSIb30BATENBCKOW FPYNMbl.

3. OpHononb3oBaTenbckun penm: ecnn VLANBbI HE CKOHIUIYPUPOBAHbI, TO, €CIN
MAC-agpec npyemMmHuka ecTtb B Tabnuue MAC-agpecoB nporpammel, nporpamma
HanpsMyto nepecsiniaeT nakeT B COOTBETCTBYOLWMIA NopT. Ecnn e agpec npueMHuka
B Tabnvue He HangeH, nporpamma AernaeT LWMPoKoBeLaTenbHY PacChifky 3TOro
dpenma. Ecnn VLANBI CKOH(pUrypupoBaHhbl, Nporpamma paccbinaet
OlHOMONb30BATENLCKNIA bpenm Tonbko BHYTpu oaHoro VLANa. Ecnn MAC-agpec
HangeH B Tabnuvue, Ho npuHagnexuT gpyromy VLANy, nporpamma genaet
LUMpoKoBeLLaTenbHyo paccblnky dperima B ToM VLANe, K KOTOPOMY NpUHaANEeXnUT

bpenm.

2.12.2. JononHuTenbHble hbyHKUMK Tabnuubl MAC-agpecoB.

BonbwnHCTBO nporpamm noaaepxuBaroT pexum obyyvyenns MAC-agpecam. Kaxageii nopT
MOXeT AMHaMUYecku 3anoMHUTL Heckonbko MAC-agpecoB, TakuMm o06pa3oM, BO3MOXHa
nepegada NoTOKOB AaHHbIX mexay mssecTHoiMn MAC-agpecamu BHyTpu nopta. Ecnm cpok
XnM3Hn MAC-agpeca WuUCTek, NakeT, HanpaefeHHbld Ha 3TOT agpec, OygeT pasocnaH
LUMpoKoBeLlaTenbHO.

Opyrmmn  cnosamu, MAC-agpec, koTopomy oO6yumnca nopt, OygeT wucnonb3oBaTbCA ANA
nepegayn naketoB K 3TOMy nopTy. Ecnn coegnHeHne nepeknoyeHo Ha Apyron nopr,
nporpaMma CHoBa BbINONHUT obyyeHne MAC-agpecy n OyaeT nepegasaTb AaHHbIE HOBOMY
nopTy.

OpHako, B HEKOTOPbIX Crny4dasix MOnuMTMKa ynpaBneHUs UM CEeKPeTHOCTU MoxeT TpeboBaTb,
yTobbl MAC-agpeca ObINnM nNpuKpenseHbl K nopTam, W TONMbKO MOTOKM C MNPUBSI3AHHBLIX
MAC-agpecoB 6yayT nponyckaTtbCsi K Mepecbinike Ha nopT. To ecTb, MOcrne MpUBSA3KK
MAC-agpeca K nopTy, B 3TOT NOPT MOryT NepeaaBaTbCs TONbKO AaHHble, NpeAHa3HavYeHHble Ans
naHHoro MAC-agpeca. lNoTokn gaHHbIX, npegHasHadeHHble ansa gpyrmx MAC-agpecos, He
NpuBsA3aHHbIX K AaHHOMY MOPTY, He ByayT nponyckaTbCsi Yepes noprT.

Mpymep KOoHDUIypupoBaHusi NPUBA3KM 1 orpaHmnyenna MAC-agpecos.

(Switch) (Interface 1/0/17)#port-security mac-address 00:01:00:00:00:01 1 —
npuesaska MAC-agpeca K nHTepdency.

(Switch) (Interface 1/0/17)#port-security max-static X — roe X makcumanbHoe
konuyecteo MAC-agpecoB Ha nopTy.

(Switch) (Interface 1/0/17)#interface 1/0/10

(Switch) (Interface 1/0/10)#port-security max-dynamic 10(Switch) (Config)#show
mac-addr-table

VLAN ID MAC Address Interface  IfIndex Status
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1 00:01:00:00:00:01 1/0/17 17 Static

(Switch) (Config)#show mac-addr-table count

Dynamic Address count. 1
Static Address (User-defined) count. 1
Total MAC Addresses in use. 2
Total MAC Addresses available. 16384

2.13. HacTtpomka QoS
2.13.1. O6wme ceBepeHusa o QoS

QoS (Quality of Service — ka4yecTBO cepBuca) — Habop BO3MOXKHOCTEN, KOTOPbIE MO3BOMSIOT
co3gaBaTb pasfeneHHble Monocbl ANs nepefaBaeMblX MO CEeTU AaHHbIX, TEM CaMbIM
obecneymBas ny4wnin cepsuc Ans BblIbpaHHoOro cetesoro Tpaduka. QoS — rapaHTusa kayecTBa
nocrniegoBaTenbHOM W MpeackasyemMon nepefadvm faHHbiX Ans obecnedeHns TpeboBaHui
nporpamMm. QOS He co3daeT LOMOSMHMTENBHOM MOMOChHI nepefayn, Ho obecneuvnBaeT Gonee
appeKkTMBHOE YynpaBfieHMe MOfIoCoM B COOTBETCTBUM C TpeboBaHMSMWU MPUAOKEHUA W
NONMUTUKON ynpaBreHus CeTblo.

QoS: kayecTBO cepBuca, obecrnedyeHne rapaHTUPOBAHHOIO KadyecTBa cepBuca Ans
nocrnenosaTtenbHOM M Npeackasyemon nepefadv [aHHbIX U BbINOMHEHUs TpeboBaHuii
nporpamm.

HomeH QoS: gomeH QO0S nogaepxmBaeT ycTponcteBa ¢ QO0S ana ¢opMupoBaHUS CETEBOW
Tonosornn, Kotopas obecneynT Ka4ecTBO cepBuca. Takas TOMosorns HasbiBaeTca AOMEHOM
QosS.

CoS: knacc cepBuca — knaccudukaumoHHasa nHopmauus, nepegasaemas perimammn 802.1Q
Ha BTOPOM ypoBHe. 3aHumaeT Tpu 6uta nonst Tag B 3aronoeke penma n HasbiBaeTCsl ypOBHEM
Nnonb30BaTENbLCKOro NpuoputeTa B AnanasoHe ot 0 oo 7.

Ha PucyHke 2-14 nokasaHbl NnpuopuTeThl Kracca cepsuca (CoS).

Layer 2 802.1Q/P Frame

Preamble | S@rtframe | 5,1 sa | Tag | PT | Data |FCs
delimiter

L 3 bits used for COS (user priority)

PucyHok 2-14. lNpuoputeTsl knacca cepauca (CoS)

ToS: Tvn cepeuca. OgHoGanToBOE none, nepegaBaeMoe B 3arofnioBke naketa IPv4 Ha TpeTbeM
ypoBHe ansa obbsBneHus Tuna cepsBuca IP naketa. 3HayeHnem nonst ToS moxeT ObITb
npuopuTteT IP (IP Precedence) nnun 3HadeHne DSCP.

Ha PucyHke 2-15 nokasaH npuoputeT ToS.
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Layer 3 IPv4 Packet
Version ToS Len | ID | Offset | TTL | Proto | FCS | IP-SA | IP-DA | Data
length (1 byte)

L IP precedence or DSCP

PucyHok 2-15. MNpuoputeT ToS

IP Precedence: npuopuTteT IP. KnaccudunkaunoHHasa nHdopmaums, nepeaaroLlasacs B 3arofioBke
nakeTta TpeTbero ypoBHs, 3aHMMarowasa 3 6uta n npMHumarowasi 3HadeHmst ot 0 o 7.

DSCP (Differentiated Services Code Point): Kogbl  pasgeneHHbIX  CepBUCOB,
KnaccudukaumoHHas MHopMaums, nepegaroLlasics B 3aronoBke IP-nakeTa TpeTbero ypoBHs,
3aHnMaeT 6 6uT, nmeet 3HaveHne oT 0 oo 63 1 obpaTHO coBMeCcTUMa ¢ npuoputeTom IP.

MPLS TC(EXP): none MPLS o3Ha4aeT knacc obcnyxmBaHus, umeet 3 6uta ana guanasoHa
ot 0 go 7. Ha PucyHke 2-16 nsobpaxeHo nosne MPLS.

DA SA VID 0x8847 Label (20-bits) EXP S

PucyHok 2-16. lNone MPLS

Internal Priority: BHYTPEHHWA MPUOPUTET, YyCTaHaBNUBAEMbI MNPOLECCOPOM MpOrpamMmbi.
Bo3MOXHbIV Ananas3oH 3HayeHur 3aBUCUT OT Tuna npoueccopa. CokpaweHHO — Int-Prio unu
IntP.

Drop Precedence: npuoputeT cbpoca. Npn obpaboTke nakeToB nepsBbiMK cbpackbiBaloTCs
naketol ¢ 6Gonbwum npuoputeTom cbpoca. MmeeT 3HaveHne 0 wnm 1. CokpaleHHo
obo3HavaeTcs Drop-Prec vnn DP.

Classification: ocHOBHOe HasHayeHMe MexaHuama QO0S, knaccuduumpyeT nepenaBaemMble
nakeTbl B COOTBETCTBUMN C KracCUPUKaLMOHHON WHGOPMaLMEN, coepKalencsa B naketax u
cnmckamm koHTpons goctyna (ACL).

Policing: gpencteume mexaHmnama QOS Ha BxoAe, KOTOPOE yCTaHaBNUBAET MONUTUKM Tpadumka u
ynpaBnsieT knaccupmumpoBaHHbIMK NakeTaMu.

Remark: genictene mexannama QoS Ha Bxoae, BbIMOMHAKLLEE NPOMNYCK, OCTAHOBKY Min cbpoc
naketa B COOTBETCTBMM C NONUTUKAMK Tpadmka.

Scheduling: gencteBne mexaHnama QoS Ha Bbixoge. [lo6aBnsaeT nakeTbl B COOTBETCTBYHOLUME
ncxoasilume ovepean OCHOBbLIBAsSiCb HAa BHYTPEHHEM npuoputeTe. W npuHMMaeT pelleHue o
nocbInke unu copoce NakeToB B COOTBETCTBUM C NPUOPUTETOM COpOca, anropuTMOM MOCLINKA U1
Ba)XXHOCTbIO COOTBETCTBYIOLLIEN OYEPEAN B UCXOASILLEM MOTOKE.

In-Profile: Tpacdmk B pamkax nonutukm QOS (nomoca MponyckaHus wnn OOMNOSNHUTENbHOM
noniocown) HasbiBaeTcs In-Profile.

Out-of-Profile: Tpaduk B pamkax nonutukn QoS (Norocbl NPONyCKaHWUsS UIMOONOSTHUTENBHON
nonocebl) Ha3biBaeTca Out-of-Profile.

[ns BbINONHEHWs B Mporpamme nporpammMHoro QoS Heo6GXoAMMO pPaccMOTPETb OCHOBHYHD
6asoByl0 mMogenb. Q0S He co3gaeT HOBOW MOMOCbI B KaHamne, HO MOXET MaKCUMarbHO
noacTpamBaTh KOHUIypaLmio TeKyLUx kaHarnbHbIX pecypcoB. MNonHas peanusauunst QoS paet
BO3MOXXHOCTb MOSTHOCTbIO YNpaBnsiTb ceTeBbiM Tpadukom. Huxke, kak MOXHO TOYHee,
onucbiBaeTcs cam npuHumn QosS.
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Cneuundukauunsa nepegaydm AaHHbIx B IP nokpbIBaeT TOMBKO agpecauntio 1 CepBUChl CTOYHNKA U
npueMHMKa W, KOHEYHO, KOppeKuuo nepedavy nakeToB C NOMOLLLIO MPOTOKONOB 4 YpPOBHS
mogenu OSI v Bbiwe, Takux kak TCP. OagHako, B 6onblIMHCTBE cnyyaeB npoTokon IP ucnonesyet
MaKCMMaribHO BO3MOXHYO MPOMYCKHYHO CNOCOBHOCTL BMECTO MeXxaHu3Ma Noaaep kK1 1 3alnThbl
nosiocbl NakeTHOW nepegayn. ATo NPUMEHUMO AN TaKMX cepBUCOB Kak novta n FTP, Ho npwu
yBeNuYeHnn nepegavm  MynbTUMEAUAHBIX  KOMMEPYECKUX AaHHbIX W OMEKTPOHHbIX
OGn3Hec-cepBMCOB, METOL MaKCUManbHOW 3arpy3kMm He MOXeT yOoBneTBopuTb TpeboBaHus
Heo6X0aMMON NOSOChI U HU3KMX 3aLEPXKEK.

Basupyace Ha pasnuuyHbix MeTodax, QO0S onpedenseT NPUOPUTET ANSA KaXOoro BXoAsLero
naketa. KnaccugukaumoHHas nHopMauns cogepXkmtca B 3aronoBkax |IP nakeToB TpeTbero
YPOBHS U B 3aronoBkax dpenmor 802.1Q BTOporo ypoBHs. QoS obecneunBaeT oguMHAKOBbIN
CepBUC ONA MakeToB OAMHAKOBOrO rnpuopuTeTa, B TO BpeMsa Kak A NakeToB C
pasnuyalLwmMmca npuopnTeTamMmn npeanaratoTcs pasnuyaromecsa onepaummn. MapwpyTtusaTtop
unu nporpamma, nogaepxusatowime cepsuc QoS, MoryT obecneumBaTb PasfMyHy0 MOSIOCY
nepegayn B COOTBETCTBUM C Knaccudumkaumen naketoB, nomedatb NakeTbl BCOOTBETCTBUMU C
CKOHMIYpUpOBaHHLIMKU MOMUTUKAMKN, a Takke cOpacbiBaTb HEKOTOPbIE HU3KOMPUOPUTETHBIE
nakeTbl B cny4yae rneperpysku rnonockl nepenayu.

KoHdpurypauua QoS saensetcs rmbkon, 6ornee NpoCTOM WNU CMOXHOW B 3aBUCUMOCTU OT
TOMOSOMMN CETU N YCTPOWCTB, M rMyOuHbI aHanu3a Bxoasiuero/mcxogawero Tpaduka.

basoBasa mogenb QO0S, nokasaHHasd Ha PucyHke 2-17, coctouT u3 4 yacten: Knaccudukaums,
MpumeHeHne nonuTtuk, NMomeTka n MNnaHuposBaHue, rae knaccmdurkaums, NPUMEHEHNE NONUTUK
N NOMETKN — nocriegoBaTtenbHble JENCTBUSA HA BXOAE, a paboTa ¢ ouepeasMm 1 nraHupoBaHmne
— pencteusa QOS Ha BbIXoae.

Bxon Bbixog
- g _
FeHepupyeT
BHYTPEHHUI
npvoputeT uBet
Knaccudmkaums -_»| Mpumerenne »| Mometka | [naHuposaHue
NOJINTUK
Knaccuduumpyet Tpacuk B Onpegensietcs LBeT MMoHWKaeT 1 oTcenBaeT Pacnonaraet nakets! B
COOTBETCTBUM G o4epeav npuopuTeTa
ABCOMUKALMOHHOT Tpachuka Kak «ofHa pasHble LiBeTa NakeTos
MHDOpMALMET NAKGTOB KOp3MHa-ABa LBETa» umm nomeyaet DSCP, TOS, COS COrNacHO BHYTPEHHEMY
P «[BE KOP3UHbI-TPY LiBETAN» nons MpVOPUTETY 1 MockINatoTea
reHepupyet 3Ha4eHne COMNacHoO NPUMEHSIEMON B COOTBETCTBUM C BECOBbLIM
BHYTpeHHero npuoputeta, NoANTHKe npyopuTETOM OoYepean u
OcHOBaHHoe Ha npvopuTeTom cbpoca
KnaccuUKaLMOHHOM
MHopMaLum

PucyHok 2-17. baszoBasa mogenbs QoS

Knaccundukaums: knaccuguumpyet Tpaduk B COOTBETCTBUMM C  KraccumkaumoHHOM
WHdopMaLMen NakeToB U reHepupyeT 3HaYyeHue BHYTPEHHEro npuoputeTa, OCHOBAHHOE Ha
KnaccupmkaumoHHon uHdopmMaumn. [Ona  pasnuyHbliX TUMNOB MAKETOB  Kraccudukaums
obecneumBaeTcsl pasnuuHbiM obpasom. Ha PucyHke 2-18 nokasaHa cxema npouecca
Knaccudumkaumu.
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IP packet

Set the packet COS as
tag packet the default ingress
COS(*4)

r

COS-to-Int-Prio

¥ COS-to-Drop-Prec

conversation according
to the COS value (*5)

DSCP-te-DSCP

DSCP-to-Int-Prio EXP-to-Drop-Prec
DSCP-to-Drop-Prec conversation according to

Conversion according to the the packet MPLS EXP value
packet DSCP

EXP-to-Int-Prio

Set the packet COS field |4
equals Int-Prio

Enter the
policing flow

PucyHok 2-18. Cxema npouecca knaccmgpukaumm

3ameyvaHne 1. 3HauyeHne COS paccuMmTbiBaeTCsl, UCXOAA U3 CBOWCTB MakeTa, U HUKaK He
CBA3aHO CO 3HaYeHWeM BHYTPEHHEro npuopuTeTa, NoryYyeHHbIM AN NoToKa.

3ameyvaHwne 2. Ecnu ogHOBpEMEHHO CKOHUIyprpoBaHbl nposepka DSCP n CoS, To npuoputeT
DSCP BaxHee COS.
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an/IMeHeHI/le NOSMUTUK N NOMETKA: KaXKabl NaKeT B KJ'IaCCI/ICbI/ILl,I/lpOBaHHOM BXoasdALem Tpad)vn(e
nony4yaeTt 3Ha4YeHne BHyTpEeHHEro rnpuoputeTa n MOXeT Aaree I'IO,EI,BGpFGTbCFI[J,GVICTBVHO NOJINTUK
M nomeyaTtbCs.

MNpumMeHeHne NONUTUK MOXeT ObITb BBLIMOMHEHO Ha MNOTOKe QAaHHbIX Ans obecneveHus
pas3nMYHON NONOCHI NPONYCKaHUA AN pa3nnyHbIX KnaccoB Tpadumka. HazHavyeHHas nponyckHas
nonuMTUKa MoxeT ObITb «0Ha Kop3nHa-ABa ueTa» (single bucket dual color) nnun «aBe kKOp3uHsbI-
Tpn ueta» (dual bucket three color). Tpaduky npucBamBaloTCa pasnuyHble LBeTa, U B
COOTBETCTBMMU C HUMWU OH MOXeT cbpacbiBaTbCA UNKU nponyckaTbes. K nponyLleHHbIM naketam
nNpMMeHsaeTCa AeNCTBME NOMETKM, KorAa NakeTy HadHayYaeTCs HOBbIW, 6Gonee HU3KNN BHYTPEHHUN
npuopuTeT ANS 3aMeHbl CyLLeCTBOBaBLUEro paHee 6onee BbICOKOrO BHYTPEHHErO npuoputeTa.
Mpouecchl perynnupoBaHus 1 NOMETKM NnokasaHbl Ha PucyHke 2-19.

Start

hether
configure the
icing poli

Mo

Decide the packet color and
action according to the policy

The specific
color ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed
Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

Drop the

Ent heduli
nter scheduling packets

PucyHok 2-19. lNpouecchl perynupoBaHns 1 NoMeTKU
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3amevaHne 1. BHyTpeHHVIIZ npunopuTteT 6y,u,eT CKPbIT Nnocrie yCTaHOBKW. YcTaHoBKa BHYTPEHHEro
npunopuTeTa, yCtaHOBNIEHHOIO Ha Tpad)l/IK C onpefeneHHbiM LUBETOM, MNMOKpbiBaeT YCTaHOBKY
BHYTPEHHEro npnopuTteTa Ha Tpa(bvn(, HE CBA3aHHOIO C LIBETOM.

3amevaHnne 2. COpoc BHYTPEHHEro nNpuopuTeTa NakeToB OCYLLECTBMSAETCA B COOTBETCTBUU C
KapTon npeobpa3oBaHUsi «BHYTPEHHUN MPUOPUTET - BHYTPeHHWA npuoputeT» (IntP-to-IntP).
Mpn Knaccudmkaumm nNOTOKa BHYTPEHHU npuoputeT 6Gepetcss OT  UCTOYHMKA  Mnn
yCTaHaBnMBaeTCcs AENCTBUSMU, HE CBA3AHHBIMU C LIBETOM.

PaGoTa c oyepeasiMu 1 NNaHMPOBaHWE: CYLLECTBYET BHYTPEHHWUI NPUOPUTET AN UCXOOSLLMX
nakeToB, B COOTBETCTBMW C HUM MIaHMPYETCA pacnpenernieHve nakeToB Mo o4Yepeasm C
pasnMyHbIM NPUOPUTETOM U MaKeTbl MOCLINATCA B COOTBETCTBUM C BECOBLIM MPUOPUTETOM
ouyepeam u npuoputeTom cbpoca. Ha PucyHke 2-20 nokasaHa cxema NrnaHnpoBKUK ynpasBneHus
oyepeasamu.
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PykoBogcTteo nonb3osatend QSW-3310
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MPLS packet(*0)

Remark EXP field
Remark DSCP and L2 COS of the packed
fields of the packets | | @ccording to Int-
according to Int-Prio-to-DSCP Prio-to-EXP
Int-Prio-to-COS mapping(*1) mapping

Select queue according to
IntPrio-to-Queue mapping

Queue Number
L 4

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queue

Mo

Buffer available

Place the packets into the
specified queue, and forward
the packets according to the
weight priority

packets

PucyHok 2-20. Cxema nnaHnpOoBKU 1 yNpaBneHns ovepeasmm

2.13.2. NMpumep HacTpoukm QoS

Heobxoammo BKoUNTE OyHKUMIO QOS 1 yCTaHOBUTBL Ha MOPTY pexum goseputenbHoro CoS
6e3 nameHeHus 3HayveHnss DSCP.

OTarnbl KOHPUIYPUPOBAHUS ONMUCAHbI HUXE:
(Config)#interface 1/0/2
(Interface 1/0/2)#classofservice trust dotlp
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(Config)#interface 1/0/2
(Interface 1/0/3)#classofservice trust ip-dscp
(Interface 1/0/3)#classofservice dotlp-mapping 5 7
(Config)#classofservice ip-dscp-mapping af414
switch# show classofservice dotlp-mapping 1/0/2
User Priority Traffic Class
0 0
1 0
2 1
3 2
4 3
5 4
6 5
7 6
switch# show classofservice ip-dscp-mapping
IP DSCP Traffic Class
O(be/csO) 1
1 1
2 1
3 1
4 1
5 1
6 1
7 1
8(csl) 0
58 3
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59 3
60 3
61 3
62 3
63 3

MpyMep KOHUIYpPUpPOBaHUA anropuTMa obpaboTkm ovepenen

(switch) (Interface 1/0/3)#cos-queue strict 6
(switch) (Interface 1/0/3)#cos-queue min-bandwidth 0000000
(switch) (Interface 1/0/3)#show interfaces cos-queue 1/0/3

Interface. 1/0/3
Interface Shaping Rate. 0

Queue ID  Min. Bandwidth ~ Scheduler Type

Queue Management Type

0 0 Weighted
1 0 Weighted
2 0 Weighted
3 0 Weighted
4 0 Weighted
5 0 Weighted
6 0 Strict

Tail Drop
Tail Drop

Tail Drop
Tail Drop
Tail Drop
Tail Drop

Tail Drop

2.13.3. NMpumep HacTpounkm pexumoB SP/WRR/SP+WRR

(SW) (Config)#vlan 1-4094
SW) (Config)#interface 1/0/1,1/0/2

(SW) (Interface 1/0/1,1/0/2)#switchport mode trunk
Bribepem Homepa ouvepegen ansd pexuma SP M HacTpoMm BecoBble k03hdMUMEHTLI And

ocTanbHbIX ovepeaen, paboTtarowmx B pexnme WRR:
(SW) (Config)#cos-queue strict 1356

(SW) (Config)#cos-queue weight 21416116

(SW) (Config)#show interface cos-queue
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Global Configuration

Interface Shaping Rate......cccccveeee.. 0

Queue ID Weight Min. Bandwidth Scheduler Type Queue Management Type

0 2 0 Weighted Tail Drop
1 1 0 Strict Tail Drop
2 4 0 Weighted Tail Drop
3 1 0 Strict Tail Drop
4 6 0 Weighted Tail Drop
5 1 0 Strict Tail Drop
6 1 0 Strict Tail Drop
7 5 0 Weighted Tail Drop

2.14. KoHdurypupoBaHume 3epKanmpoBaHusi NOPTOB

2.14.1. BBegeHue B 3epKanupoBaHue NopToB

dyHKUMA 3epkanuMpoBaHust BKNoYaeT B cebs 3epkanvpoBaHWE MOPTOB U 3epKanvpoBaHue
noTokoB. 3epkanupoBaHue MNOPTOB MpeacTaBnseT cobown aybnupoBaHWe KagpoB OaHHbLIX,
nocblnaemMbix/MPUHUMaEMbIX OAHUM MOPTOM, Ha Apyrom nopty. Ayb6nupoBaHHbIN NOPT — 3TO
NOPT-UCTOYHUK 3epKanbHOro nopta, Ayonupyrowmin ero nopT — 3TO 3epKanbHbIN NopT (NopT
HasHa4veHus). K 3epkanbHOMy NOPTY O6bIMHO NOAKMOYAKOT aHanM3aTop NPOTOKOO0B (Hanpuvep,
Sniffer) nnn cpegctea moHuTopmHra RMON, ocyLiecTBnsAoWmne MOHUTOPUHE, OUArHOCTUKY U
yrnpasrieHne ceTbio.

Mpu 3epkanupoBaHWM MNOTOKOB MNporpamma TOYHO KOMMPYET MOSydeHHble MaKeTbl WK
nepefgaBaemMbie B paMKax npaBuin OT OAHOro mnopta K gpyromy. OddeKTMBHOCTb
3epKanupoBaHus NOTOKOB BO3MOXHA B Criyyae 3agaHus cneuunarnbHbiX npaBu.

B HacTosLee BpeMs Kaxabl NporpaMmmMa MOXeT yCTaHaBnMBaTb MHOXECTBO 3epKariMpOBaHHbIX
ceccuid. Yucno NOPTOB-UCTOYHWMKOB AN 3epKaribHOro rnopta He OrpaHuyeHo, MOXEeT
NCronb30BaTbCA Kak OAWH MOPT, Tak U HECKOSbKO. MOopTbI-MCTOYHUKN MOTYT NpUHagnexaTtb Kak
oaHon n Ton xe VLAN, Tak n pasHbiMm VLAN. lNMopT HasHavyeHna 1 nopTbl-UCTOYHMUKN MOTYT
npuvHaanexatb pasHbiM VLAN.

2.14.2. NMpumep KoHcUrypaumm sepkanmpoBaHnsi NOPTOB:

KoHdurypaumsi cnegyowasi: ans MOHUTOPUHra Ha wuHTtepdpence 1/0/1 dpenmbl ¢ AaHHBIMK
paccbinatotcs uHtepdpencom 1/0/3 n nonyyatotca nHtepdenicom 1/0/2.

1. HactpownTte nHtepderic 1/0/1 kak nHTepdenc 3epkanmpoBaHnst MNyHKTa HAa3HAYEHWSI.

2. Hactponte nHtepdeiic 1/0/3 kak nHTepdenc Bxogawero notoka n nHrepdgenc 1/0/2
Kak MHTepdENC NCXOASLLENO NOTOKA AN UCTOYHMKA 3epKannpoBaHus.

LWarn koHdurypaumm criegytowiue:
(Config)#monitor session 1destination interface 1/0/1
(Config)#monitor session 1source interface 1/0/3

(Config)#monitor session 1 mode
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2.14.3. YaaneHHoe 3epkanupoBaHue noptoB (RSPAN)

2.14.3.1. BBepeHune B RSPAN

RSPAN (Remote Switch Port Analyzer) no3BonsieT ocyLwecTBUTb Nepeaavy 3epkanmpoBaHHOro
Tpaduka Ha yaaneHHbIn kommyTaTop ¢ nomoulbio Remote VLAN. Remote VLAN — 310 Takon
VLAN, B KoTOpOM KOMMYTaTOp He nsydaet MAC-agpeca n, npu aToM, HanpasnseT TpadukK BO
BCe nHTepdelicol, rae ykazaH Remote SPAN VLAN. Ecnu TpebyeTcst ucnonb3oBaTth B Ka4ecTBe
Destination Heckonbko WHTepdencoBs, Heobxoaumo BmMecTe ¢ Remote SPAN VLAN
ucnone3oBaTtb Reflector port — dwmanyeckuin mnHTEpdenc, KoTopbii CbIMUTUPYET nNpuem
3epkanupyemoro Tpadwmka. B kavectBe Reflector port pomkeH ObiTb  BbiOpaH
He3a4enNCTBOBaHHbIN NOPT Ha KOMMYyTaTope.

2.14.3.2. Mpumep HacTponkmn RSPAN

Remote-SPAN VLAN 100

1/0/26 1/0/27

NnK1 Network Analyzer

PucyHok 2-21. MNpumep HacTporikn RSPAN

B npusenenHom npumepe VLAN 100 BrbiGpaH B kadectBe Remote-SPAN VLAN, a uHtepdeiic
1/0/10 B ka4ecTBe Reflector port.

(SW1) (Config)#vlan 100

(SW1) (Config)(Vlan 100)#remote-span

(SW1) (Config)(Vlan 100)#exit

(SW1) (Config)#monitor session 1source interface 1/0/1

(SW1) (Config)#monitor session 1 destination remote vlan 100 reflector-port 1/0/10
(SW1) (Config)#monitor session 1 mode

(SW1) (Interface 1/0/26)#switchport mode trunk

(SW1) (Interface 1/0/26)#switchport trunk allowed vlan 100

(SW2) (Interface 1/0/27)#switchport mode trunk

(SW2) (Interface 1/0/27)#switchport trunk allowed vlan 100
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2.15. Port Security

2.15.1. Obwme cBegeHuna o Port Security

dyHkumna Port Security npeactaensaet cobon npueasky 6e3onacHbix MAC-agpecoB K 3agaHHOMY
nopty. MakeTbl, ¢ noaxogawmm MAC-agpecom MCTOYHMKA NepecbinatTca HopMarbHO, a Bce
npoune 6nokmpytoTcs.

2.15.1.1. be3onacHble MAC-agpeca

KommyTatop nogaepxmeaeT Takune tunbl 6e3onacHeix MAC-agpecos:

Crtatnyeckue MAC-apgpeca:
e 337al0TCHA CTAaTUYECKN B PEXMME HACTPOMKM MHTepdenca;
o no06aBnslTCA B TEKYLLYIO KOHGUIypaumio KOMMyTaTopa 1, Nocne nepesarpysku

KOMMyTaTopa, He yaansaTcs.

OuHamnuyeckne MAC-agpeca:
e  OMHaMW4YECKM Bbly4mBaloTCs;
* yOansawTcs Npu nepesarpy3ke KoMmyTaTopa.

Sticky MAC-appeca:
e MOryT 6bITb CTATUYECKN HACTPOEHLI UM ANHAMUYECKN BblyYEHbI;
o no06aBnsOTCA B TEKYLLYIO KOHUIypaumo kKoMmmyTatopa. Ecnv aTn agpeca coxpaHeHb!

B KOHbUrypaumoHHOM dhanne, nocrne nepesarpyskm KommyTtaTtopa, X He Hago 3aHOBO
nepeHacTpauBaTb.

2.15.2. Pexxnmbl pearmpoBaHusa Ha HapyLleHUs 6e3onacHoOCTH
HapyweHnem 6esonacHocTu ansa port security cuMtaroTcsa cutyaumm:

e MakcmmarnbHoe konnyecTBo 6e3onacHbix MAC-agpecoB 6bino fobasneHo B Tabnuuy
agpecos n xocT, Yern MAC-agpec He 3anucaH B Tabnuvue agpecoB NbiTaeTcs NonyyunTb
OOCTYN Yyepes NHTepdenc;

e agpec, BblyYEHHbIN UM HACTPOEHHbIN Kak 6e3onacHbIi Ha OgHOM UHTepdece,
nosiBANCs Ha gpyrom 6esonacHom nHtepdgernce B Tom xe VLAN'e.

Ha nHTepderice MoryT BbiTb HACTPOEHbI PEXUMbI pearnpoBaHUs Ha HapyLLEeHWst 6e30NacHOCTK:

Protect (mo ymonuaHmwo) — korga konmdectBo ©OesonacHbeix MAC-agpecoB gocTturaet
MaKCMMarbHOIo OrpaHMyYeHusl, HAaCTPOEHHOIO Ha NOPTY, NakeTbl ¢ HenadBecTHbiIM MAC-agpecom
oTnpaBuTeNns oTbpackiBalOTCA 4O TEX Nop, Nnoka He ByaeT yaaneHo AOCTaTOYHOE KONMYECTBO
6e3onacHbix MAC-agpecoB, 4TOObl NX KONMMYECTBO ObINTO MEHbLUE MaKCUMarbHOrO 3HadYeHus,
UNN  YBENMYEHO MaKCUMarnbHOE KONMMYECTBO paspelleHHbIX agpecoB. OnoselleHns o
HapyLeHnn 6e30nacHOCTM HeT.

Restrict — korgoa konuyectBo ©OesonacHbix MAC-agpecoB [OCTUraeT MaKCMMarnbHOro
OrpaHUYeHnsi, HACTPOEHHOIO Ha NOpPTY, NakeTbl ¢ HendBecTHbiIM MAC-agpecom oTnpaBuTens
oTOpacbIBalOTCA A0 Tex Nop, noka He ByaeT yaaneHo AOCTaTOYMHOE KONM4ecTBO 6e30nacHbIX
MAC-agpecoB, YTOObl UX KONTMYECTBO ObINO MEHbLLIE MaKCUMaIbHOIo 3Ha4YEeHUS, UM YBENNYEHO
MaKCMMarnbHOEe KONMYEeCTBO paspelleHHbIX agpecoB. B aTom pexume npu  HapyleHun
Ge3onacHocTn oTnpasnseTca onoselleHne — otnpasnseTca SNMP trap n coobuienne syslog.
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Shutdown — HapyweHne 6e30nacHOCTM NPUBOAUT K TOMY, YTO MHTEPdENC nepeBoanTcsa B
cocTosiHne error-disabled 1 HemeaneHHO OTKNIYAETCH, a TakkKe BbIKNIOYaeTCss CBETOANOAHbIN
nuankatop nopta. Otnpaensetca SNMP trap un coobuieHune syslog.

Utobbl uHTepdenc BbIBECTM U3 cocTosHus error-disabled, HeoGxoaumo B HacTpomkax
nHTepdenca ero BbIKMYNTbL U BKIKYNTL NGO B rmobanbHon KoHUrypaumm ykasatb yCrnosue,
NP1 KOTOPOM 3TO NPOM30NAET aBTOMATUYECKN, HAaNPUMep, Mo BPEMEHM:

QSW-3310(config)#errdisable recovery cause port-security
QSW-3310(config)#errdisable recovery interval 1800
Pexum protect He pekomeHaoyeTcs HacTpauBaTb AONS TpaHka. OTOT PEXWM BbIKMOYaeT
3anomuHaHve agpecos, korga kakon-nnbo VLAN gocturaet makcumyma agpecoB, Jaxe ecriv
MOpPT HE AOCTUN MaKCUMarbHOrO OrpaHUYeHus.
2.15.3. NMpumepbl HacTponku Port Security
KoHdburypaums ana Protect co ctatnyeckummn MAC-agpecamu:
QSW-3310#configure terminal
QSW-3310(config)#port-security
QSW-3310(config)#interface 1/0/1
QSW-3310 (Interface 1/0/1)#switchport access vlan 10
QSW-3310 (Interface 1/0/1)#port-security
QSW-3310 (Interface 1/0/1)#port-security violation protect
QSW-3310 (Interface 1/0/1)#port-security max-dynamic 0
QSW-3310 (Interface 1/0/1)#port-security max-static 3
QSW-3310 (Interface 1/0/1)#port-security mac-address 00:00:00:00:14:03 10
QSW-3310 (Interface 1/0/1)#port-security mac-address 00:00:00:00:14:04 10
QSW-3310 (Interface 1/0/1)#port-security mac-address 00:00:00:00:14:05 10
Kondburypaums ansa Restrict ¢ gunammueckummn MAC-agpecamu:
QSW-3310#configure terminal
QSW-3310(config)#port-security
QSW-3310(config)#interface 1/0/1
QSW-3310 (Interface 1/0/1)#switchport access vlan 10
QSW-3310 (Interface 1/0/1)#port-security
QSW-3310 (Interface 1/0/1)#port-security violation restrict
QSW-3310 (Interface 1/0/1)#port-security max-dynamic 3
QSW-3310 (Interface 1/0/1)#port-security max-static 0
KoHdburypaums ana Shutdown c sticky MAC-agpecamu:
QSW-3310#configure terminal
QSW-3310(config)#port-security
QSW-3310(config)#errdisable recovery cause port-security
QSW-3310(config)#errdisable recovery interval 1800
QSW-3310(config)#interface 1/0/1
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QSW-3310 (Interface 1/0/1)#switchport access vlan 10
QSW-3310 (Interface 1/0/1)#port-security
QSW-3310 (Interface 1/0/1)#port-security violation shutdown
QSW-3310 (Interface 1/0/1)#port-security max-dynamic 0
QSW-3310 (Interface 1/0/1)#port-security max-static 3
QSW-3310 (Interface 1/0/1)#snmp-server enable traps violation
QSW-3310 (Interface 1/0/1)#port-security mac-address sticky
KoHdburypaums ana Shutdown ¢ Hactponkon SNMP cepeepa n SNMP trap:

QSW-3310(config)#snmp-server enable
QSW-3310(config)#snmp-server community "RW" rw
QSW-3310(config)#snmp-server host 192.168.2.5 traps version 2 "RW"
QSW-3310(config)#port-security

QSW-3310(config)#errdisable recovery interval 1800
QSW-3310(config)#interface 1/0/1

QSW-3310 (Interface 1/0/1)#switchport access vlan 10
QSW-3310 (Interface 1/0/1)#port-security

QSW-3310 (Interface 1/0/1)#port-security violation shutdown
QSW-3310 (Interface 1/0/1)#port-security max-dynamic 0
QSW-3310 (Interface 1/0/1)#port-security max-static 5
QSW-3310 (Interface 1/0/1)#snmp-server enable traps violation
QSW-3310 (Interface 1/0/1)#port-security mac-address sticky

2.16. Kondurypauma DHCP/ARP Snooping
2.16.1. BBepeHne B DHCP/ARP Snooping

DHCP Snooping o3HavaeT, 4To nporpammMa HabnogaeT 3a npoueccom npucsoenus IP-agpecos
no npotokony DHCP. 3T1o npepotepawiaet nosienieHMe HeneranbHbix DHCP-cepepoB wn
DHCP-aTakn nyteM HacTpPOWKM OOBEPEHHbIX U HegoBepeHHbix noptoB. DHCP-coobweHne ¢
AOBepeHHbIX NOpToB nepedaetca 6e3 nposepku. Mpu TUNMYHOM KOHUrypaumm OOBEpPEeHHble
nopTbl ucnonb3yTca ona nogknoyveHna DHCP-cepsepa vnu DHCP-peTtpaHcndatopa, a kK
HeJOBEpPEHHbIM NopTaM NoAaknyaTcsa KnneHTbl. C HeaoBEPEHHbLIX MOPTOB Nporpamma oyaet
nepecbinate Tonbko DHCP-3anpockl, HO He oTBETLI. ECnn ¢ HegoBepeHHOro nopta Mnosy4YeHo
coobuweHne DHCP-otBeTa, nporpamma nogHMMET TPEBOry M NpeanpuMeT onpenereHHble
OEeNCTBUA C NOPTOM, COrflaCHO HaCcTpoWKaM, HanpuMmep, BbIKMHOYEHME UNU COo3daHne «4epHOMn
ObIpbI».

Ecnun BkntoveHa npmesska DHCP Snooping, nporpamma coxpaHuT B COOTBETCTBYHOLWEN Tabnuue
CBA3YIOLWY0 WHpopmaumio o kKaxgom DHCP-knveHTe € He [OBepeHHOro nopra (Bkrodas
MAC-agpec, IP-agpec, apeHay IP, Homepa VLAN u nopta). Umesa Takyto nHgpopmaumo DHCP
Snooping MOXHO KOMOMHMpPOBaTb C APYyrMMW MOAyNnaAMW, Takumu, kak dot1x mn ARP, wnn
CaMOCTOATENbHO peann3oBaTb KOHTPOSb AOCTyNa nonb3oBaTtenemn
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2.16.2. TunoBoe npumeHeHne DHCP Snooping

Tunosoe npumeHeHne DHCP Snooping nokasaHo Ha PucyHke 2-22.

KommyTtarop
C_1E Em | _,| E1/0/10 -
=/3 = STOP E;L
G 0 =
DHCP-knneHT E1/0/11 E1/0/12 DHCP-knueHT
IP:1.1.15 IP:1.1.1.6
Mac:AA Mac:BB
Wnio3 DHCP-cepsep
PucyHok 2-22. Tunosoe npumeHeHune
Kak nokasaHo Ha PwucyHke 2-22, yctpouctBO Mac-AA — O0OblYHbLIM  NONb3oBaTerb,

NOAKMIOYEHHbIN K HegoBepeHHomy nopty 1/0/1 nporpammebl, nonyyaet |P-HacTponku 4depes
DHCP, IP-agpec knuneHTa 1.1.1.5. DHCP-cepBep v W03 NOAKIHYEHbI K JOBEPEHHBLIM NOpTam
nporpammbl, 1/0/11 n 1/0/12 cooTBeTCTBEHHO. 3noymbiwneHHMk Mac-BB, nogknioyeHHbIn K
HegoBepeHHomy nopTy 1/0/1 nporpammebl, nbiTaetcsa nogdenats DHCP-cepeep (mocbinas
naketol DHCPACK). ®yHkuna DHCP Snooping Ha nporpamme 3dhdeKTUBHO OOHapYXUT U
©noknpyeT Takon TUM CETEBOM aTaku.

lMocnepoBaTenbHOCTL HACTPOWKML
switch#
switch#config
switch(config)#ip dhcp snooping
switch(config)# ip dhcp snooping vlan 1
switch(config)#ip arp inspection vlan 1
switch(config)#interface ethernet 1/0/11
switch(Config-If-Ethernet1/1/0/11)#ip dhcp snooping trust
switch(Config-If-Ethernet1/1/0/11)# ip arp inspection trust
switch(Config-If-Ethernet1/0/11)#exit

2.17. KondurypuposaHme NTP
2.17.1. BBegeHue B NTP

Mpotokon NTP (Network Time Protocol) BbINOAHAET CUHXPOHW3AUMIO XPOHOMETpaxa B
LAN/WAN-ceTsix Mexay pacnpegenéHHbiMy cepepamMmm BpEMEHU U KNMEHTaMM C TOYHOCTBIO 0
MuUnnucekyHa. Peanusaums npotokona onucelBaetca ctaHgaptom RFC 1305.

Llenbto ncnonb3oBaHus npotokona NTP sBngeTcst coxpaHeHne NOCTOSIHHOMO XpoOHOMETpaXa Ha
BCEX CEeTeBbIX YCTPOMUCTBaxX Ana obecnedeHns ahPeKTMBHOO PYHKLUMOHUPOBAHUSA Pa3NNYHbIX
NPUIOXEHUI, NCNONb3YIOLMX TOYHYK CUHXPOHM3ALMIO BpEMEHN.
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2.17.2. NMpumep ncnonbsoBaHma NTP

KnueHTckas nporpaMma CUHXPOHU3MPYET BPEMSI C CETEBbIM CEPBEPOM BPEMEHU, KOTOPbIX B
nokanbHoW ceTn HaxoauTcsa asoe. OOuH cepBep BPEMEHU UCMONb3yeTcsl B KaYecTBe XOCTa,
ApYroii HaxoauTcs B pexume oxuaaHus. Ha PucyHke 2-23 nokasaH Npouecc CUHXPOHU3aumm
nporpammbi.

KommyTtartop A
IP:192.168.1.11
—
— Cetb

IP:192.168.1.12

KommyTtartop C

KommyTtartop B
IP:192.168.2.11 IP:192.168.2.12

—_—
D CeTb

PucyHok 2-23. lNpouecc CMHXpOHU3auumn nporpammbl
LWarn koHdurypauuun criegyroipe:
(Switch) (Config)#sntp client mode unicast
(Switch) (Config)#sntp server 192.168.1.12

(Switch) (Config)#clock timezone 3 minutes 0

2.18. KoHdurypupoBaHue SYSLOG
2.18.1. BBepeHue B SYSLOG

CucrtemHble coobLleHns obecneunBaloT ynpaBnisieMbl BbIBO Hanbornee BaxxHONMHGopmaumu,
KoTopas MoXeT ObITb 3eKTUBHO OTOUNLTPOBAHA 3a CUET MCMONb30BaHWS pa3BUTbIX CPEOCTB
Knaccucpmkauum mHgpopmauun. B covetaHun ¢ nporpamMmMon  OTNagku, BbIBOL CUCTEMHbIX
coobuleHnn obecneumBaeT ANs  agMUHUCTPATOPOB U pa3paboTyYMKOB BCECTOPOHHIOH
noaaepXKy no MOHUTOPWUHIY U AMarHoCcTuke npobnem B ceTu.

BblBOA CMCTEMHbBIX COOBLLIEHNI NPOrpamMMbl NO3BONSET:

e nepepaBaTb CUCTEMHbIE COODLLEHNSI MO YETLIPEM HaMNPaBEHUSAM: Ha KOHCOSb,
TepmuHan Telnet, Dumb-tepmnnan (monnTop), logbuf n loghost;

e pasgensTb MHPOPMALMIO CUCTEMHBIX COOBLLEHMIA B 3aBUCMMOCTM OT €€ 3HaYMMOCTM
Ha YeTblpe YPOBHSI U OCYLLECTBSATL ounbTpaumio MHOpMaLUmm No YPOBHSAM;

e CTPYKTYpMpOBaTb MHMOPMaLMIO CUCTEMHbIX COOBLLEHUI MO Pas3nUYHbIM
MOAYNSIM-UCTOYHMKAM U OCYLLECTBNSATL pmnbTpaumio MHopMaLum No Moaynsim.

B HacTosilee BpemMsi CUCTEMHblE COOOLLEHWS MporpaMMa MOXHO BbIBOOUTbL MO MNATU
HanpasneHnsaM (FTOrM4YeCcKkUM KaHanam):

e Ha NnoKarnbHY KOHCOrMb Yepes nopt Console;

e Ha yAaneHHbli TepmuHan Telnet- unu Dumb-TepMuHan, ucnonb3yemble Ans
yOaneHHow aKcnnyatauum u o6cnyxmBaHus;
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e Ha 3aKpenneHHbI Bydep 0TYETOB UNK B BydhepHyto NamsiTb NporpamMmmbl, pasmep
KOTOPOW [OCTaTOMEH ANl XpaHeHMs MHDOpMaLUM CUCTEMHbBIX COOBLLEHWIA;

® Ha CKOH(pUrypmpoBaHHbIA XOCT cUCTEMHbIX coobleHun (loghost). Cuctema cosgaHus
CMCTEeMHbIX coobLeHun ByaeT HanpsMy OTNPaBnsATb CUCTEMHbIE COOBLLEHNS Ha
loghost n coxpaHATb MX Ha 3TOM XOCTe B BMAE daina, n3 KoToporo no tpebosaHmio
NHGOPMaLMA MOXET ObITb U3BMEYeHa AN NpocMoTpa.

2.18.2. NMpumep HaCTPOUKM BbIBOAA CUCTEMHbIX COOOLEHMUN Ha yaarneHHbIN
SYSLOG-cepBep

Myctb npu ynpaeneHun VLAN IPv4-agpec nporpammbl paseH 100.100.100.5, a IPv4-agpec
yOaneHHoro cepsepa cucTteMHblx coobuieHmn paBeH 100.100.100.1. Tpebyetcs nocnatb
CUCTEMHbIE COOOLLEHMS Ha 3TOT CepBEP N COXPaHUTb UX B 060pyaoOBaHUN 3aMMCU CUCTEMHBIX
COOOLLIEeHNN.

switch(config)# logging syslog
switch(config)# logging host "100.100.100.1" ipv4 514 info

2.19. KoHdurypupoaHme ACL
2.19.1. BBegeHue B ACL

Cnuckn ynpaenenms goctynom ACL (Access Control List) — 310 mMexaHusm dmnbTpauum
NnakeToB, NCNONb3yeMbI NPOrpaMmMoNn st ynpaBneHusi CeTeBbIM TpadMKoM NyTeM paspeLueHms
UNun 3anpeTta NPoOXOXAeHUs ero Yepes nporpaMmmMy, YTo 3HaYMTENbHO NOoBbILWAaeT 6e30nacHOCTb
ceTu. MNonb3oBaTenb MOXeT 3agaTb Habop nNpaBun 06paboTKM NakeToB, HECYLUUX TY UMW UHYIO
KOHKPETHYIO0 MHGOpMaLUIo, B KaXKOOM MpaBuie ykasaHbl onepaumm (paspeLumTb Unm 3anpeTtntb
NPOXOXOEHNEe nakeTa), KoTopble HeobXoaAMMO NPUMEHUTb, €CNN OBHapYXXEHO, 4YTO nakeT
COAEPXMUT COOTBETCTBYIOLLYIO MHpopMaumio. Nonb3oBaTenb MOXeT NPUMEHATb 3TU NpaBuna K
BXOOALWMM M UCXOAALMM MOTOKaM MOPTOB, MPU 3TOM MOTOKU [AaHHbIX COOTBETCTBYHOLLMNX
HanpasneHuin B 3agaHHOM nopTy 6yayT yAOBNeTBOPATb Ha3HaYeHHbIM 4515 HUX npasunam ACL.

Cnucok pgoctyna — 3TO NOCNefoBaTeNbHOCTb YCNOBUWA, COOTBETCTBYHOLLUMX KOHKPETHOMY
npasuny. Kaxgoe npaBuio CoaepXuT UIbTPYOWY WHGOPMaLMI0 U BbIMOHAEMYHO
onepaumto. MHdopmauma npasuna npeacraensetr cobon KOMOMHaALUMIO YCITOBUIN BO3AENCTBUS,
Hanpumep, IP-agpeca ncrodHnka n HasHadeHus, Homep IP-npoTtokona u TCP-nopta. Cnnckn
AocTyna mMoryT 6bITb KnaccuuumpoBaHbl MO CriegyowmyM KpUTepusim:

Kputepnn Ha ocHOBe QunbTpylowen WHpoOpMauuKn: CnNucok pgoctyna no IP-agpecam
(nHdbopmaums ypoBHss 3 M Oonee BLICOKMX YPOBHEW), cnmncok gocTtyna no MAC-agpecam
(MHdbopMaums ypoBHS 2), CMMCOK AoCTyna Ha ocHoBe MAC- u IP-agpecos (ypoBHM 2 unu 3, nnbo
©onee BbICOKME YPOBHM).

Kputepunin CrnoxXHOCTU HACTPOWMKN: CTaHAapTHas!, pacluMpeHHas HacTponka. [Mpn paclumpeHHom
HacTpoKke npumMeHsieTcs bonee cneuudunyeckas ounbTpyowas UHopMaLUms.

Kputepnin Ha OCHOBE HOMEHKNAaTYpbI: N0 HOMepam, Mo UMeHaMm.
B cogepxxaHum cnucka gocTyna OOSPKHbI ObiTb OTPaXKeHbl TpU acnekTa, NepeyvncrieHHble Bbllle.

NmeeTca Bcero pnBe onepauum CAMCKOB [JOCTyna (OHM e SABNSATCA  onepauvsivu,
Ha3HayYeHHbIMM MO yMonyaHuto): “permit” (paspewnts) 1 “deny” (3anpetutb). MNMpumeHsaoTCA
criegytowme npasuna:

Cnucok gocTyna MoXeT cofepkaTb Heckonbko npasun. Mpu unbTpauum nakeTbl IPOBEPSIOTCS
Ha COOTBETCTBME YCMOBMSIM MpaBusl, HauMHas ¢ nepeoro. Ecnu npu nposepke onpenerneHHoro
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npaBuna [OCTUraeTcsl COOTBETCTBME, OCTalnbHble nNpaBuna He o6pabaTbiBaloTCsi, OHWU
UrHOPMPYIOTCS.

Onepaunn, onpegeneHHble rnobanbHO, MNPUMEHSIIOTCA B MNOPTAx TOMbKO K BXOASALLMM
IP-naketam. [ns IP-nakeToB, He ABMALWMUXCA BXOAALWMMU, @ Takke ANA BCEeX UCXOAAaLnX
nakeToB, onepaumein, HasHa4yeHHoOM No yMon4vaHuo, asnseTcs “permit”.

2.19.2. NMpumepbl KOHUrypuposaHua ACL

Monb3oBaTenb npeaobsaBnsieT cnegyowme TpeboBaHUA K KOHdurypuposanuto: nopt 1/10
nporpammbl  npucoegmHeH Kk cermeHTy 10.0.0.0/24, wucnonb3oBaHne FTP-npoTokona
HexernaTtensHo.

LLarn koHdurypaumm cnegytowime:

1. CosgaTtb cOOTBETCTBYOLWMI CnMCOK gocTyna ACL.

2. HactpouTb hyHKUMIO hmnnbTpauum NakeTos.

3. Mpuesasatb cnucok goctyna ACL k nopTy.
Mpumepbl HaCTPONKU:

3anpeTntb nepegady FTP-nakeToB, NpuHUMaeMbIxX Ha nopT 1/0/2
(Switch) (Config)#ip access-list ftp
(Switch) (Config-ipv4-acl)#deny tcp any eq ftp any
(Switch) (Config-ipv4-acl)#exit
(Switch) (Config)#interface 1/0/2
(Switch) (Interface 1/0/2)#ip access-group ftp in 1
(Switch) (Interface 1/0/2)#exit

3anpeTuTb nepegavy nobbix NakeToB ¢ agpecom nctodHmka 00:11:22:33:00:01 npMHMMaeMbIX
Ha nopT 1/0/1

Switch) (Config)#mac access-list extended src_mac

(Switch) (Config-mac-access-list)#deny 00:11:22:33:00:01 00:00:00:00:00:00 any
(Switch) (Config-mac-access-list)#permit any any

(Switch) (Config-mac-access-list)#exit

(Switch) (Config)#interface 1/0/1

(Switch) (Interface 1/0/1)#mac access-group src_mac in 1

(Switch) (Interface 1/0/1)#exit

3anpeTuTb nepegadvy naketoB ¢ IP-agpecom HasHayveHna 10.1.1.10 npyHMMaembix Ha nopT
1/0/10

(Switch) (Config)#ip access-list dest_ip

(Switch) (Config-ipv4-acl)#deny ip any host 10.1.1.10
(Switch) (Config-ipv4-acl)#permit ip any any
(Switch) (Config-ipv4-acl)#exit

(Switch) (Config)#interface 1/0/10

(Switch) (Interface 1/0/10)#ip access-group dest_ip in 1
(Switch) (Interface 1/0/10)#exit
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2.20. CTekupoBaHue KOMMYTaToOpOB

B pexume cteka MmoryT ObiTb HacTpoeHbl 4eTbipe uHTepdenca 10G SFP+ (1/0/25-1/0/28)
kommyTaTopa. [Npun aToM, faHHbIe MHTepPdEeNnChl Nosy4aoT B cucTeme crtatyc — stack-port.

B cTek MoXXHO 06beanHUTL A0 8 KomMyTaTopoB. OAMH U3 KOMMYTaTOPOB CTEKa byaeT MacTepom,
ocTanbHble — BegoMble. B criyyae, ecnu mactep HegocTyneH, OyaeT onpeaeneH HOBbI MacTep
N3 OCTaBLUMXCS Y4aCTHMKOB CTeKa.

HaCTp0|7||<a CTE€Ka nNpon3BoanTCA B cneayruiemM nopanke:

e B pexume koHUrypaumm Heo6xoanumo nepenTi B pEXUM CTeKa 1 HAaCTPOUTb NMOpPThbl,
KoTopble ByayT MCNoNb30BaTbLCA ANA CTeka. 3HaYeHNe X — HOMep y4acTHUKA CTeka.

configure

stack

stack-port x/0/25 stack
stack-port x/0/26 stack
stack-port x/0/27 stack
stack-port x/0/28 stack

e B pexume koHpurypaumm Heobxoanumo onpeaenuTb NpUopuTeT Cpeam y4acTHUKOB
CTeka Ana macTepa n odepeam Ha ero 3ameHy, ecrnv mactep HegocTyneH. [NpuopurteT
MOXeT NpUHMMaTb 3HadeHne oT 1 o 15, Yyem Bbile 3HaYeHne, TeM BbilLe NpuopuTeT.

3HayeHne x — HOMep y4acTHMKa CTeka.
3HaveHne y — npuopuTeT.

configure

switch x priority y

e [Insi KOPPEKTHOro NPUMEHEHUSI HACTPOEK, HEOOXOANMO COXPaHUTL KOHUIYpaLMIO 1
neperpy3unTb KOMMyTaTop.

KomaHgb! Ans AMarHoCTMKK cTeka:
(QSW-3310-STACK) #show stack-status
Stack Unit 1 Status

Sampling Mode: Cumulative Summing

2 2000 2000 195320470

(QSW-3310-STACK) #show stack-port

Configured Running

Stack Stack Link Link
Unit Interface Mode Mode Status  Speed (Gb/s)
1 0/25 Stack Stack Link Up 10
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1 0/26 Stack Stack Link Up 10
1 0/27 Ethernet Ethernet Link Up 10
1 0/28 Ethernet Ethernet Link Down 10
2 0/25 Stack Stack Link Up 10
2 0/26 Stack Stack Link Up 10
2 0/27 Ethernet Ethernet Link Up 10
2 0/28 Ethernet Ethernet Link Down 10

(QSW-3310-STACK) #show switch detail
(QSW-3310-STACK) #show stack-port stack-path all 1
(QSW-3310-STACK) #show stack-port diag all

2.21. NpoTtokon IGMP

2.21.1. O6wme ceBegeHunsa o npotokone IGMP

Mpotokon IGMP (Internet Group Management Protocol) ncnonbdyeTca Ans ynpasneHus
rpynnoBoin (multicast) nepegayen gaHHbIX B IP-ceTsix, Npy opraHn3aumm NogKMHYEHN ceTEBbIX
YCTPOWCTB K rpynnamM MHOroagpecHomn paccoinikm (multicast).

Ecnn xocT npucoeamHsieTca Kk kakon-nnbo rpynne, oH gormkeH otnpasuTb IGMP-3anpoc Ha
COOTBETCTBYIOLLMI aapec rpynmbl.

Korga mapwpyTtmnsatop otnpasnseT IGMP-cooblieHnst 3anpoca NoaTBEPXKAEHUST YNEHCTBA B
rpynnax, OT CeTeBOro ycTponcTaa TpebyeTcsa COOTBETCTBYIOLEe NOATBEPXKAEHME.

dyHkumoHan IGMP Snooping npegHasHadeH pgnda npocnywwmBaHus IGMP-cooblieHnin u
KOHTponia multicast-tpadmka. KommyTtaTtop Beget Tabnuuy nepeagpecaumm multicast Ha ocHoBe
IGMP-coobiieHnin. Tpadmk oTnpasnsieTtcs multicast Tpaduk Tonbko Ha Te WHTEpdenchl
KOMMyTaTopa, C KOTOPbIX NOCTYNMM 3anpoC Ha MHOTOAAPECHYIO rpynmny.

2.21.2. HacTtpowmka IGMP Snooping

(QSW)(Config)#set igmp - BkntoueHue IGMP Snooping
(QSW)(Config)#set igmp vlan 777 - Bbi6op VLAN

(QSW)(Config)#set igmp fast-leave 777 - BknoveHune IGMP Snooping Fast Leave Bo
VLAN

(QSW)(Config)#set igmp report-suppression 777 - nogaeneHue naketos Report

(QSW)(Config)#set igmp report-suppression source-address 10.10.254.33 - source
IP-apgpec gna otnpasku IGMP Report

(QSW)(Config)#interface 1/0/24

(QSW)(Interface 1/0/24)#igmp snooping mrouter-port - HacTpoika mrouter nopTa
HacTponka Querier

(QSW)(Config)#set igmp querier - BKno4eHue querier

(QSW)(Config)#set igmp querier vlan 777 - Bbi6op BnaHa ans querier

(QSW)(Config)#set igmp querier address 10.10.254.33 - ip-agpec querier

(QSW)(Config)#set igmp querier version 2 - Bbi6op Bepcuun IGMP
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HaCTpOIZKa orpaHn4yeHna MyrnbTUKacT rpynn npmu noMoLn cnmcka oocrtyna

(QSW)(Config)#access-list 6000 permit any 224.1.1.1 0.0.0.255 - pa3speLieHHbIN
LMana3oH

(QSW)(Config)#access-list 6000 deny every - 3anpeT gnsi BCeX 0CTabHbIX rpymnn
(QSW)(Config)#interface 1/0/1

(QSW)(Interface 1/0/1)#ip access-group 6000 in - npuMeHeHUs cnucka [ocTyna Ha
KJIMEHTCKOM UHTepdeiice

Komangpbl ansa nposepku paboTel pyHkumMoHana IGMP-snooping:
show igmpsnooping
show igmpsnooping mrouter 1/0/X

show mac-address-table igmpsnooping
2.22. NMpoTokon LLDP
2.22.1. O6wme cBegeHnsa o npotokone LLDP

Link Layer Discovery Protocol (LLDP) — npoTokon kaHanbHOro ypoBHS, OnNncaH B cTaHgapTe
IEEE 802.1AB, nossonseT ceTeBoMy 060pyoOBaHMIO (KOMMyTaTtopam, MapLlpyTu3aTopam,
IP-TenedoHam, 6ecnpoBogHbIM TOYKam JoOCTyna, a Takke [ApyrMMm  YCTpoWcTBam,
noggepXuBaroLMM  OaHHbIM  MPOTOKOM) OnoBelaTb 4Yepe3 foKarnbHYyl0 CeTb O CBOEM
CYLLEeCTBOBaHMM W XapakKTepucTukax, a Takke cobupaTb OnoBelleHwWs, nocTynawwme oT
cocegHero obopyaoBaHus.

Nudopmauus, cobpaHHas nocpeacteom npoTtokona LLDP, xpaHuTtca B ycTponcTeax.

MpoTtokon LLDP nepenaeT nHgopmaumio B coobLueHusx, Kotopble HaabiBatoTca LLDP Data Unit
(LLDPDU). B coobweHuax LLDP PDU nepegpaetcs Habop anemeHToB TLV (Type — Length -
Value) n kaxgbin anemeHT TLV cogepxuT onpefeneHHyo nHpopmaumio o6 obopygoBaHum:

e ums ycTponcTtea (System Name);
e onucaHue yctponctea (System Description);
e pnaeHtmdukatop nopta (Port ID);
e onucaHue nopta (Port Description);
e BO3MOXHOCTU ycTponcTBa (System Capabilities);
o ynpaenstowmn agpec (Management Address) n 1.4.
Ha ocHoBaHWM gaHHOWM MHOpMaLMKM MOXET ObITb M3y4YeHa TOMOorisi BCen CETH.

LLDP-MED (Media Endpoint Discovery) siBnsieTcsa paclumpeHunem ctaHgapta LLDP, nossonseTt
nepenaeaTb NMHopMaLmIo Mexay CeTeBbIM obopynoBaHmemMm, Hanpumvep,
Ethernet-kommyTaTopamMmu U KOHEYHBbIMU YCTPOMUCTBAMM (TakuMmM Kak IP-TenedoHbl unm wnio3sbl
VoIP) ans BbINONHEHMS Crieayowmx 3agav:

e onpegeneHus TMna NoaknYeHHoro yctpoicTea (IP-tenedoH unu kommyTtaTop u Aap.);

e OoTOOpaXxeHus nHopMaLUmn 0 MOENN N CEPUAHOM HOMepe 060pyaoBaHMS, BEpCUA
nporpaMmmMmHoro obecneveHuns Ha o6opyaoBaHUu;

e anHammyeckon Hactpomnkm meTkn VLAN n QoS (Quality of Service) Ha nopTte ans
nepegayvn Tpaduka IP-tenedoHum;

e AVHaMMYecKown HacTpomrku anekTponutaHma PoE (Power over Ethernet) Ha nopTe.
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2.22.2. NMpumep HacTpouku LLDP

HacTtpoum npotokon LLDP Ha uHTepencax kommyTtaTopa:
(SW1) (Config)interface 1/0/25,1/0/27
(SW1) (Interface 1/0/25,1/0/27)#switchport mode trunk
(SW1) (Interface 1/0/25,1/0/27)#switchport trunk allowed vlan 1,10
(SW1) (Interface 1/0/25,1/0/27)#lldp transmit
(SW1) (Interface 1/0/25,1/0/27)#lldp receive
(SW1) (Interface 1/0/25,1/0/27)
(SW1) (Interface 1/0/25,1/0/27)#lldp transmit-tlv sys-name
(SW1) (Interface 1/0/25,1/0/27)#lldp transmit-tlv sys-desc
(SW1) (Interface 1/0/25,1/0/27)#lldp transmit-tlv sys-cap
(SW1) (Interface 1/0/25,1/0/27)#lldp transmit-mgmt
(SW1) (Interface 1/0/25,1/0/27)#lldp med
(SW1) (Interface 1/0/25,1/0/27)#exit

BbiBOA NonyyYyeHHOM MHpOpMaLMK Ha KOMMYyTaTope:
(SW1) #show Llldp remote-device detail 1/0/25

#lldp transmit-tlv port-desc

LLDP Remote Device Detail

Local Interface: 1/0/25

Remote Identifier: 14

Chassis ID Subtype: MAC Address
Chassis ID: 00:1F:CE:0A:3B:9B
Port ID Subtype: Local

Port ID: 1/0/26

System Name: SW2

System Description: QSW-3310-28TX -AC, Enterprise Switch System - 24 GE + 4
10GE, 8.1.1.458, Linux 3.6.5,1.0.0.3

Port Description: 1/0/26
System Capabilities Supported: bridge, router
System Capabilities Enabled: bridge, router
Management Address:

Type: IPv4

Address: 192.168.30.2

Time to Live: 98 seconds
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(SW1) #show lldp remote-device detail 1/0/27
LLDP Remote Device Detail
Local Interface: 1/0/27

Remote Identifier: 12
Chassis ID Subtype: MAC Address
Chassis ID: 00:1F:CE:F5:A7:E5
Port ID Subtype: Local
Port ID: 9
System Name: QSW-3470-10T-AC
System Description: QSW-3470-10T-AC
SoftWare Version 8.2.1.104

BootRom Version 2011.12.14

HardWare Version 1.0.2

Serial No.:00035221601010030039
Copyright (C) YEAR by QTECH LLC

All rights reserved

Port Description: Ethernet1/0/9

System Capabilities Supported: bridge, router
System Capabilities Enabled: bridge, router
Management Address:

Type: IPv4
Address: 192.168.30.3
Time to Live: 109 seconds

(SW1) #show lldp remote-device detail 1/0/1

The interface is not enabled to receive LLDP data.

2.23. NMpoTtokon OSPF

2.23.1. Obwme cBeneHunsa o npotokone OSPF

OSPF (Open Shortest Path First) — npoTokon AMHamMu4eckon mapLupyTu3aunm, OCHOBaHHbIA Ha
TEXHONOrMN OTCNEeXMBaHNSA CoCToAHUS kaHana (Link-state) n ncnonb3yowmn ana HaxoxaeHns

KpaTyaniero nytn anroput™m OenkcTpeol.
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KpaTkoe onucaHue paboTbl npotokona OSPF:

Mpn BKMNOYEHUM YCTPOWMCTBA, Ha KoTopoMm 3anyuieH npouecc OSPF, Bbibupaetcsa Router 1D
(aBTOMATUYECKM UNU aAMUHUCTPATOP MOXET YCTaHaBNMBaTh 3TO 3HAYeHMe BPYYHyt0). [danee,
NPONCXOOUT NMOUCK NOAKMNIOYEHHBLIX COCeen, Ha KOTOpbIX, Takke, 3anylieH npouecc OSPF. nga
3TOro, 4epes3 onpefenieHHble MPOMEXyTKM BpemeHn oTtnpasnstioTcs hello-nakeTtbl. Ecnu
YCTPOMCTBO nony4vaeT B oTBeT hello-nakeT Ha nHTepdenc, Ha KOTOPOM aKTUBMPOBAH NpoLEecc
OSPF, 10, nocne ycnewHoro npoBefeHns NPoBepPOK Ha BbIMNOMHEHWE CTaHAAPTHBLIX YCNOBUN,
yCTaHaBMMBaeT C HUM «CoceCckmMe» OTHoeHud. Ecnn ycTponcTeo He nonydaeT hello-nakeTsl B
TeyeHue onpeaeneHHoro BPEMEHHOro MHTepBasna (TaMMepbl UCNOMb3YTCA CTaHO4APTHbIE UMN
yCTaHaBMMBalOTCH aAMUHUCTPATOPOM), TO coceaHee YCTPOMCTBO CUMTAETCS «MEPTBbIMY», eMy
He oTnpaBnaeTcsa Tpaduk 1 NPOUCXOOMUT NepecTporika MapLUpPyTOB.

lMocne TOro, Kak YCTPOWCTBA YCTAHOBWUIIM COCEACKME OTHOLUEHMS, OHM OBMeHuBaKTCS
WHdopMaumMen o cTaTyce KaHanoB C MNoMoLblo LSA-coobLieHun, cobupatoT MonyvYeHHyto
MHdopMaLmIo N XpaHAaT ee B 6ase gaHHbIX LSDB. B pesynbTtate, yCTpONCTBa 3HAKOT TOMOMOMMI0
CeTN BHYTPWU 30HbI M MOTYT paccuyuTbiBaTb Maplipytbl 6e3 netens. OSPF nognepxusaeT
mMexaHn3am VLSM 1 py4yHoe cyMMupoBaHne MapLupyToB.

Nyywne mapwpyTbl, U3ydeHHble ¢ nomolbio npotokon OSPF, nepepatotca B obuyto Tabnuuy
MapLUpyTU3aLmN.

2.23.2. NMpumep HacTpoukn OSPF
vlan 3100

interface vlan 3100

ip address 10.33.10.15 255.128.0.0

ip ospf message-digest-key 1 md5 gtech

ip ospf authentication message-digest 10.33.10.15

exit

router ospf

redistribute connected

network 10.0.0.0/9 area 0.0.0.0
MpoBepka paboTocnocobHocTn npoTokona OSPF

(QSW-3310) #show ip ospf neighbor

Neighbor ID  Pri State Dead Time Address Interface RXmtL RgstL
DBsmL

123.123.123.123 1 Full/Backup 38.479s 10.47.49.49  rt_v3100:10.33.10.15 0 O
0

(QSW-3310) #show ip ospf database

OSPF Router with ID (10.33.10.15)
Router Link States (Area 0.0.0.0)
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Link ID ADV Router  Age Seq# CkSum Link count

10.33.10.15 10.33.10.15 506 0x80000016 Oxc45d 1

123.123.123.123 123.123.123.123 492 0x8000000a Ox2e5e 1

Net Link States (Area 0.0.0.0)

Link ID ADV Router  Age Seq# CkSum

10.33.10.15 10.33.10.15 506 0x80000005 0xc05a

AS External Link States

Link ID ADV Router  Age Seq# CkSum Route

111.11.0  123.123.123.123 497 0x80000003 0xal0c E2 11.11.11.0/24 [0x0]
33.33.33.0  123.123.123.123 497 0x80000003 0x86e4 E2 33.33.33.0/24 [0x0]
45.45.45.0 123.123.123.123 497 0x80000003 0xd472 E2 45.45.45.0/24 [0x0]
123.123.123.0 123.123.123.123 497 0x80000003 0xd18a E2 123.123.123.0/24 [0x0]
222.222.222.0 10.33.10.15 506 0x80000004 Oxce4b E2 222.222.222.0/26 [0x0]

(QSW-3310) #show ip ospf interface vlan 3100

vlan 3100 is up

ifindex 5, MTU 1500 bytes, BW 0 Kbit <UP,BROADCAST,RUNNING,MULTICAST>
Internet Address 10.33.10.15/9, Broadcast 10.127.255.255, Area 0.0.0.0

MTU mismatch detection:enabled

Router ID 10.33.10.15, Network Type BROADCAST, Cost: 10

Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 10.33.10.15, Interface Address 10.33.10.15

Backup Designated Router (ID) 123.123.123.123, Interface Address 10.47.49.49
Saved Network-LSA sequence number 0x80000005

Multicast group memberships: OSPFALlIRouters OSPFDesignatedRouters
Timer intervals configured, Hello 10s, Dead 40s, Wait 40s, Retransmit 5
Hello due in 7.885s

Neighbor Count is 1, Adjacent neighbor count is 1

2.24. NMpoTokon sFlow

2.24.1. O6wme cBegeHnn o npotokone sFlow

SFlow — 370 NpoTOKON, NpeaHa3HayYeHHbIn Ana cbopa, OTNpaBkM M aHanuaa nHdopmauun o
ceTeBOM Tpaduke B Lensix MoOHMTopuHra. MpuHumn paboTtel npoTokona onucaH B RFC 3176.

Cuctema MoHuTOpurHra sklow BkntoyaeT B cebst KOMMOHEHTLI: areHT sFlow 1 coopLrK AaHHbIX
(sFlow collector).

AreHT sFlow ncnonb3syeT TeXHONOMMIO BbIGOPKN AN CHATUSA CTaTUCTUKM Tpaduka.
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Konnektop sFlow, yalwe Bcero, ato PC ¢ ycTaHOBNEHHOW NporpamMmmMon, KoTopasa nossonseT
cobvpaTb faHHble U co3gaBaTb OTYeTbl C AaHHbiMK sFlow. O6bI4HO, KONNekTop ABnseTcs
MeCTOM XpaHeHus AaHHbIX sFlow.

MHudopmauus ot areHTa sFlow K kKonnekTopy nepegarTcs B BUae gentarpamm (B KOTopbIX, NO
YMOM4YaHu1io, B Ka4eCTBe nopTa HasHadeHus, ucnonosyetca UDP-nopTt 6343).
2.24.2. HacTpouka sFlow

MpenBaputensHo HacTpomB IP cBA3HOCTL areHTa 1 konnekrtopa sFlow, B pexxume KoHpurypaumm
nHTepdenca Heo6xoanMo BbINOMHUTL Criegyowmne KOMaHabl:

(QSW-3310) (Interface 1/0/7)#sflow destination ?
A.B.C.D IP Address of Collector - ip-appec konnekTtopa.

(QSW-3310) (Interface 1/0/7))#sflow counter-interval ?
<20-120> Interval Value(s) - BpeMeHHOM UHTepBan B CEKYHO,ax.

Mpn ucnonb3oBaHWM OaHHOW KOHdUrypauun, BblbpaHHbie C 3af4aHHbIM MHTEPBANIOM MaKEThbI
Oyny otnpaensaTbcsa Ha sFlow konnekTop Ans aHanmsa.

AnbTepHaTMBON BbLIOBOPKM BPEMEHHbLIM MHTEpBarioM SBNSEeTCs BbIOOpka MO  KONMYecTBy
nepegaBaeMbIxX NaKeTOB ANSA BXOAsLWero Tpaduka:

(QSW-3310) (Interface 1/0/7)#sflow rate input ?
<1024-65536> Rate Value(pps)

MoxHO 3agaTb MakcumanbHbIi  pa3Mep BblGMpaeMoro mnakeTa W 3arofioBka naketa
COOTBETCTBEHHO KOMaHOAMM:

(QSW-3310) (Interface 1/0/7)#sflow data-len ?
<500-1470> Length Value

(QSW-3310) (Interface 1/0/7)#sflow header-len ?
<32-256> Length Value
sFlow areHT nogknioyaeTca cnegyowen KoMmaHaom:
(QSW-3310) (config)#sflow agent-address ?
A.B.C.D IP Address of Agent - ip-appec sFlow areHTa.
[MpoBepUTL KOPPEKTHOCTb BbIMNOSIHEHHLIX HACTPOEK SFlow Ha KoOMMyTaTope MOXHO KOMaHLOMW:
QSW#show sflow
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3. YNPABINEHUE NMPOMPAMMOM

3.1. BapuaHTbl ynpaBneHus

Ons ynpaeneHns Heobxogumo HacTpouTb nporpammy. [lporpamma obecneuvBaeT [fga
BapuvaHTa ynpasrneHus: BHenonocHoe (out-of-band) nnu BHyTpunonocHoe (in-band).

3.1.1. BHenonocHoe ynpaBneHue

BHenonocHoe ynpaeneHne — 370 yrnpaBneHne Yepes3 KOHCOMbHbIM MHTepdenc. BHenonocHoe
ynpaeneHne B OCHOBHOM MUCMONb3yeTCs A Ha4YanbHOro KOHUIypupoBaHUs nNporpaMmbl nnbo,
Korga BHYTPUMOIIOCHOE YrnpaBreHne HeaocTynHo. Hanpumep, nonb3oBaTernb MOXET 4epes
KOHCOJbHbI NOPT NpucBoMTL Nporpamme IP-agpec ansa goctyna no Telnet.

Mpouenypa ynpaeneH1si NporpaMmmMon Yepes KOHCOMNbHbIA MHTepdENC, onucaHa HUxXe:

War 1. MNoaknio4nTb  nepcoHanbHbI  KOMMLIOTEP K  KOHCONbHOMY  (CEpUAHOMY) NOPTY
KOoMMyTaTopa.

MNogkn4veHne K
CepUHOMY NOPTY

PucyHok 3-1. MNogkntoyeHune MK K KOHCONbHOMY MOPTY KOMMYyTaTopa

Kak nokasaHo Bbllwe, cepuirHbin nopT (RS-232) nogknoyeH K KOMMYTaTopy 4Yepes CEpUNHbI
kabenb. B Tabnuue HWXe ykasaHbl BCE YCTPOMCTBA, MCNOMb3YOLWNACS B MOAKIMIOYEHNMN.

HasBaHue OnucaHue

ycTpoucTBa

lMepcoHanbHbIN MmeeT dyHkUMOHanbHy0 knaematypy u nopt RS-232 (COM), c
komnbtoTep (PC) YCTaHOBIIEHHbLIM 3MYNATOPOM TepMUHanNa, Takum kak PuTTY
Kabenb cepuiiHoro | OamH KoHew, NoakntYaeTes K cepurHomMy nopty RS-232 (COM), a
nopta apyron k nopty Console kommyTaTopa

KommyTtaTtop TpebyeTca paboTatowmun nopt Console

War 2. BknioyeHne 1 HacTporka amynartopa tepMmuHana PuTTY.

Mocne yctaHoBKM coeauHeHus, 3anyctute PUTTY. PUTTY — cBo60ogHO pacnpocTpaHsieMblii
KNMEHT ONns pasnuyHbiX MPOTOKOMNOB YyAanéHHoro goctyna, Bkniodas SSH, Telnet. Takke
nmeeTcs BO3MOXHOCTb paboThl Yepes nocrnegosaTenbHbIn NopT (Serial port, COM-nopT).
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1. 3anyctute PUTTY u BbiGepeTe Tun noakntoyeHus — Serial. B none «Serial line»
yKaXute Homep nocrnegosaTensHOro nopta, Hanpumep, COM7. 3aTem B none
«Speed» HeobxoaMMO 3agaTb CKOPOCTb Nepeaayn AaHHbix (baudrate) — 9600 6uT/c.

ﬁ PuTTY Configuration ? X

Category:

=} Session Basic options for your PuTTY session
& 'F;_rgi%glng Specify the destination you want to connect to
- Keyboard Serial line Speed
- Bell ||cow ||9600 | |
Features =
£} Window Connection type:
- Appearance O S5H O Other: | Telnet hd
Behaviour
- Translation
[+ Selection
- Colours
[=} Connection |

- Data Default Settings

- Proxy COM 7
B SSH Save
- Serial

Load, save or delete a stored session

Saved Sessions

Load

- Telnet Delete
- Rlogin

- SUPDUP

Close window on exit:
O Always O Never @ Only on clean exit

About Help Cancel

PucyHok 3-2. OcHoBHble HacTponkn PuTTY

2. [ns obneryeHHOro NOBTOPHOrO MOAKMIOYEHMS € ncnosnb3oBaHmem PuTTY, cnegyet
COXpaHUTb HaACTPONKK ceccun. [1ns aToro HeobxogmMmo B none «Saved Session»
BBECTW Ha3BaHMe ceccum (Hanpumep, Switch1) n HaxaTb KHONKy «Savey.
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& PuTTY Configuration ? et
Category:
= S:ession | Basic options for your PUTTY session |
. _ Logging Specify the destinat t to connect t
& Terminal pecify the destination you want to connect to
- Keyboard Serial line Speed
- Bell com7 | /9600 |
- Features
£} Window Connection type:
- Appearance (0)8SH (@ Seral () Other Telnet ~
- Behawviour
~Translation Load, save or delete a stored session
+ Selecti
i Selection Saved Sessions
Colours
= Connection I‘Swwtcm I
- Data
Default Settings
Proxy Load
o SSH Save
- Serial
- Telnet Delete
- Rlogin
- SUPDUP
Close window on exit:
(O Aways () Never (® Only on clean exit

PucyHok 3-3.CoxpaHeHune ceccum B PUTTY
3. Bblbepute coxpaHeHHyH Ceccuo 1 HaxmmTe Konky «Openy.

ﬁ PuTTY Configuration ? X
Category:
=} Session | Basic options for your PuTTY session |
~ ~Logging . -
& Terminal Specify the destination you want to connect to
- Keyboard Serial line Speed
- Bel [com7 ||os00 |
- Features )
= Window Connection type:
- Appearance ()SSH (@ Seral () Other Telnet v
- Behaviour
Translation Load, save or delete a stored session
1] Selecti
£ Selection Saved Sessions
- Colours

[=} Connection | |

~Data : Load
[+ SSH

-~ Serial Save
Telnet Delete
Rlogin

- SUPDUP

Close window on exit:
(O Aways (O Never (8 Only on clean exit
About Help Open Cancel

PucyHok 3-4. 3anyck coxpaHeHHOW ceccum
LWar 3. BeizoB komaHaHoro uHtepdenca (CLI) kommyTtaTopa.

Bkntounte KoMmyTaTop M OOXAMTECH MOMHOM 3arpy3ku. lNocne yero B okHe PUTTY nossaTtcs
crnegylowme coobLLEeHNs — 3TO NONb30BaTENbCKAN PEXMM KOMMYyTaTopa.
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£2 COMT - PuTTY - O X

on Interface Ethern

PucyHok 3-5. KommyTtaTtop 3arpysuncs

HaxmuTe knaBuwy «Enter» n Tenepb MOXHO BBOAUTb KOMaHAbl YNpaBneHUst KOMMYTaTOPOM.
[eTanbHoe onuncaHne KoMaHa NpuMBeAeHO B NocneayoLwnx rnasax.

3.1.2. BHyTpunonocHoe ynpaBneHune

BHyTpunonocHoe ynpaeneHme OTHOCUTCA K ynpaBreHnto NocpeacTBOM JOCTYNa K nporpaMmme ¢
ucnone3oBaHuem Telnet, unn HTTP, a Takke SNMP. BHyTpMnonocHoe ynpaeneHue BKAoYaeT
YHKLMM yrpaBfeHns nporpamMmmMbl 15 HEKOTOPbIX YCTPOMCTB, MNOAKMIOYEHHBLIX K HEMY. B Tex
cnyyasx, Korga BHYTPUMONOCHOE yrpaBneHne n3-3a n3aMeHeHuin, caenaHHbiX B KoHduUrypauum
nporpamMmebl, pabotaeT co cbosimu, AN ynpaeneHus U KOHPUrypmpoBaHUsa NporpamMmMbl MOXHO
Ncnonb3oBaTb BHEMOIOCHOE yrpaBreHue.

3.1.2.1. YnpaBneHue no Telnet/SSH
YTtobbl ynpaBnsaTe nporpammon no Telnet/SSH, gomkHbl BbINONHATHCA CneayoLlme yCroBus:

1. Tlporpamma gOMmKeH MMeTb CKOHGUIypnpoBaHHbIn IPv4/IPv6-agpec.

2. IP-agpec xocta (Telnet/SSH-knneHT) 1 VLAN-uHTEpdenc nporpammbl 4OSMKHbI UMETb
IPv4/IPv6-agpeca B 0OQHOM CErMEHTE CETWU.

3. Ecnu BTOpOM NYHKT HEe MOXeT ObiTb BbINOSMHEH, Telnet/SSH- knueHT gormkeH ObiTb
nogkmntoyeH K IPv4/IPv6-agpecy nporpammbl C ApYrux yCTPOMCTB, TakuX Kak
MapLupyTmM3aTop.

Mocneaywowue warn onucbiBaloT nogkntodeHne Telnet/SSH-knueHTa k mnHtepdency VLANL
nporpammbl nocpeacteom Telnet/SSH (npumep agpeca IPv4).

Ha PucyHke 3-6 nokasaHo ynpasrneHue nporpammon no Telnet/SSH.

65

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3310

YnpasneHue nporpammMon W

MopknoveHne
yepes kabenb

PucyHok 3-6. YnpasneHune nporpammon no Telnet/SSH

War 1. Hactporika IP-agpecoB and nporpammbl K 3anyck dyHkumm Telnet/SSH Server B

nporpamme:

MepBbIM genom naet HacTpolrka IP-agpeca xocta. OH JOMmMKeEH BbITh B TOM Xe
cermeHTe ceTu, 4to 1 IP-agpec VLAN1-uHTepdenica nporpammel. [pegnonoxum, 4to
IP-agpec nHTepdenca VLAN1-nporpammbl 10.1.128.251/24. Torga IP-agpec xocta
MoxeT ObITb 10.1.128.252/24. C nomoLwubto komaHabl «ping 10.1.128.251» MoxHO
npoBepuTb AOCTYMHanporpaMmmMa unu Her.

KomaHgp! HacTponkn IP-agpeca ans nHtepdenca VLANL ykasaHbl HUxe. [Nepe
NpUMeHeHeM BHYTPUMOMOCHOIO ynpasneHus IP-agpec nporpamMmmbl AOSMKeH ObiTb
HacCTPOEH NOCPeACTBOM BHEMOSOCHOIO ynpasneHuns (Hanpumep, yepes nopt Console).
KomaHabl KOHUIyppoBaHus cneayrowme (ganee cuynTaeTcs, Y4To BCe npurnalleHns
pexunma KOHUrypnpoBaHUs NporpaMmmbl HAUMHAKOTCS CO cnosa «switch», ecnu
OTAENbHO HE YKasaHOo MHOrO).

Switch>

Switch>enable

Switch#vlan database

Switch (Vlan)#vlan routing 1

Switch (Vlan)#exi

Switch #configure

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.128.251 255.255.255.0

Ona aktmBaumm dyHkumMm Telnet/SSH-cepBepa nonb3oBaTenb OOMMKEH BKITOYUTL €€,Kak
NMoKa3aHO HUXe:

Switch>enable
Switch# ip telnet server enable
Switch# ip telnet port 23

Switch# show telnetcon
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Remote Connection Login Timeout (minutes). 5
Maximum Number of Remote Connection Sessions. 4

Allow New Telnet Sessions. Yes
Telnet Server Admin Mode. Disable
Telnet Server Port 23

(switch) (Config)#crypto key generate rsa
(switch) (Config)#crypto key generate dsa
(switch) (Config)#exit
(switch) #ip ssh server enable

War 2. 3anyck nporpammbl Telnet Client.

Heobxoanmo 3anyctutb nporpammy Telnet-knueHt B Windows ¢ ykasaHnem agpeca xocrta. Ha
PucyHke 3-7 nokasaH 3anyck nporpammbl Telnet-knneHT B Windows.

| BeINCAHWTE X

BeeanTe MMA Nporpammel, Nankw, A0KYMEHTA MW pecypca
= MHTepHeTa, KoTOpEIE TREBYETCA OTKPEITE,

(-
=

OTtepbITe: telnet 10.1.128.231 w

oK OTmena OBzop...

PucyHok 3-7. 3anyck nporpammbl Telnet-knueHT B Windows

War 3. MNonyuntb gOoCcTyn K nporpamme.

[ns Toro 4to 6bl MoONy4nTb OOCTYN K KOHdUrypaumm yepes uHtepdenc Telnet Heobxogmumo
BBECTW A4OCTOBEpPHbIN NoruH (login) n napons (password). B npotneHoM cnyyae B goctyne 6yget
OTKasaHo. ATOT MeToq noMoraeT nsbexaTb HeaBTOPM30BAHHOMO MNOMYyYeHNs 4OCTyna.

[na goctyna B NpMBMIErMPOBaHHLIN PeXUM HEOOX0AMMO 3a4aTb YPOBEHb NpuBMneriin 15.

Jonyctnm, aBTOpmM3oBaHHLIM Morib3oBaTenb uMMeeT umsa «test» m naponb «test», Torpa
npoueaypa 3agaHusa UMeHn 1 naponsa anga goctyna no Telnet:

Switch>enable

Switch#config

Switch#username test level 15 password
Enter new password:****

Confirm new password:****

Mocne BBOAA MMeHW M naponsa Ansa uHTepdenca KoHdurypmposaHusa Telnet, nonb3oBaTtenb
CMOXeT Bbl3BaTb KOMaHAHbIN UHTepdenc CLI HacTponkn nporpammbl. KomaHabl, UCNosib3yemMble
B KOMaHOHOM mnHTepdpernice Telnet CLI, kOTopble CTaHOBATCS OOCTYMHbI NOCHE BBOAA UMEHM U
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napons — Te >Xe Camble, YTO U B KOHCOMNbHOM WHTepdence. Ha PucyHke 3-8 nokasaHa
HacTporka Buga Telnet-uHtepdenca.

mi| Telnet - O *

PucyHok 3-8. Hactponka. Bug Telnet-uHtepdpenca

3.1.2.2. YnpaBneHue yepe3 HTTP

UTtobbl ynpaBnaTb NporpamMmon Yyepes Beb-uHTepdenc 4osmkHbl ObiTb BbIMOMHEHbI CrieaytoLmne
yCroBus:

1. Tlporpamma JOfmkeH UMETb CKOHUrypuposaHHbin IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knneHT) u VLAN-uHTepenc nporpammsbl, 4OSMKHbI UMETb
IPv4/IPv6-agpeca B 04HOM CErMEHTE CETW.

3. Ecnu BTOpOWM NYHKT HE MOXET ObITb BbINONHEH, HT TP-knneHT gomkeH 6biTb
nogkntoveH K IPv4/IPv6-agpecy nporpaMmbl C ApYrnx YCTPOWUCTB, TaKMX, Kak
MapLupyTM3aTop.

Kak n B ynpaBneHun nporpammon uvepes3 Telnet, kak TonbKo yaaetcsa ping/ping6-xocta K

IPv4/IPv6-agpecam nporpaMmbl 1 BBOAUTCS NPaBUITbHbBIN FIOTMH U NapOosib, BO3MOXHO NOMY4YnTb
poctyn k nporpamme Yepe3 HTTP. Huke onmcaH cnoco® HacTpowKK:

LWar 1. Hactporika IP-agpecoB gnst nporpammebl 1 3anyck dyHkumm HTTP-cepBepa.

O HacTtpowike IP-agpeca nporpaMmmMbl C MOMOLLBLIO BHEMOSIOCHOMO yNpaBrieHnss, CMOTPU rMnaey O
HacTponke Telnet-ynpaenexus.

LWar 2. 3anyck Be6-Opay3epa Ha xocTe.

Heobxogumo oOTKpbITb BeO-Opay3ep Ha xocTe u BBecTu |P-agpec nporpammbl, Wnn
HenocpeacTBeHHo 3anyctTuTb HTTP-npoTokon B Windows. Ha PucyHke 3-9 nokasaH 3anyck
HTTP-npoTtokona c IP-agpecom nporpammbl «10.1.128.251».
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BbinoaHWT >

BeeguTe nnMA nporpammel, Nanky, 4oKyMEHTa MKW peCypCa
= MHTEpHETE, KoTOpbIE TREBYETCA OTKPLITE.

OTepeITe: http://10.1.128.251 w

oK OTmena OBzop...

PucyHok 3-9. 3anyck HTTP-npoTtokona

Mpn obpawieHnn nporpammbl ¢ IPv6-agpeca pekomeHayeTcs ucnonb3oBaTb Opaysep Firefox
Bepcumn 1.5 nnn nosgHee. Hanpumep, ecnun agpec nporpammbl 3ffe:506:1:2::3. Beegute agpec
IPv6-nporpammbl http:// [3ffe: 506:1:2:: 3], agpec obasatenbHO AomkeH ObiTb 3aknouveH B
KBagpaTHble CKOOKM.

LWar 3. NonyyeHne gocTtyna K nporpamve.

[Ona Toro 4ytob6bl NOMy4MTb AOCTYN KOHdUrypaumm ¢ ucnonb3oBaHuem Beb-uHTepdelica,
HeobXxoaMMO BBECTM OOCTOBEPHbIN forMH (login) n naponb (password), B NpOTUBHOM crydae
OygeT oTkasaHo B 4OCTyne. ATOT MeTo nomoraeT nsbexaTb HeaBTOPM30BAHHOMO JOCTYNa.

[na goctyna B nNpuBenurepoBaHHbI pexnMm Heobxooumo 3ajaTb ypoBeHb npusunernin 15.
[onyctnm, aBTOpM30BaHHLIM MONb3oBaTeNb MMeeT UMA «admin» 1 naposie «admin», Torga
npouenypa HacTpovKu cneayoLas:

Switch>enableSwitch#config
Switch#username admin level 15 password
Enter new password:******

Confirm new password:******

Beb-uHTepdeinc Bxoga nokasaH Ha PucyHke 3-10.

Utsan Name

Padwwodd

PucyHok 3-10. Be6-nHtepdpenic Bxoga

BBeguTe [OCTOBEPHbIE UMS MOMbL30BATENSA M Napofb, 3aTeM Bbl NMONAAeTe B [MABHOE MEHIO
HacTporku BeG-nHTepdenca.
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Beb-nHTepdenic HacTporku nopTa nokasaH Ha PucyHke 3-11.

Edit Port Configuration

Interface 1/0/2

Admin Mode ® Disable Enable
Physical Mode Auto Negotiate

STP Mode Disable ‘® Enable
LACP Mode Disable '® Enable
Link Trap Disable '® Enable
Maximum Frame Size 1518 (1518 to 9216)

Broadcast Storm Recovery Level ! Disable Enable 5 ® % pps None
Multicast Storm Recovery Level ® Disable Enable |5 ® % pps None

Unicast Storm Recovery Level ® Disable Enable |5 ® % pps None

Submit Canc

PucyHok 3-11. Be6-nHTepdenc HacTponkm nopta

NMPUMEYAHMUE: npu HacTporke nporpamMmMbl MMS NPOrpaMMbl MULLETCS aHINTMNCKUMN BykBamu.

3.1.3. NMpumep kKoHdUrypmpoBaHua ayTeHTUpMKaLum

n aBrTopusauunm

AOoCTyna K ynpaBJlieHno ¢ ncnosfib3opaHmem LIEHTpa.HVI3OBaHH0171 n

nokanbHou 6as3bl

(Switch) #enable password

Enter old password:

Enter new password:******

Confirm new password:******

(Switch) #configure

(Switch) (Config)#username admin level 15 password
Enter new password:*****

Confirm new password:*****

(Switch) (Config)#username user level 1 password
Enter new password:****

Confirm new password:****

(Switch) (Config)#radius server host auth 10.1.1.10
(Switch) (Config)#radius server key auth 10.1.1.10
Enter secret (64 characters max):*****

Re-enter secret:*****
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(Switch) (Config)#aaa authorization exec default radius local
(Switch) (Config)#aaa authentication login default radius local
(Switch) (Config)#aaa authentication enable default radius enable
(Switch) (Config)#aaa authentication login "networkList" radius local

(Switch) (Config)#show authentication methods

Login Authentication Method Lists

defaultList : radius local
networkList : radius local

Enable Authentication Method Lists

enableList : radius enable
enableNetList : enable deny

Line Login Method List  Enable Method List

Console defaultList enableList
Telnet networkList enableList

SSH networkList enableList
HTTPS > local

HTTP : local

DOT1X

(Switch) (Config)#show authorization methods Command Authorization Method

Lists

dfitCmdAuthList : none

Line Command Method List
Console dfitCmdAuthList
Telnet dfltCmdAuthList
SSH dfltCmdAuthList
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Exec Authorization Method Lists
dfltExecAuthList : radius local
Line Exec Method List

Console dfltExecAuthList

Telnet dfltExecAuthList

SSH dfltExecAuthList
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4. OBO3HAYHEHUA N COKPALLEHUA

o3y
no

ACL
ARP
ASN.1

BPDU

CLI
CoS
DHCP

EPROM

LACP

FTP
TFTP

HTTP

IGMP

MAC
MIB

onepatunBHOE 3anoMmHawulee YCTpOVICTBO

nporpammHoe obecneveHune
Access Control List (cnvcok KOHTponsa goctyna)
Address Resolution Protocol (npoTokon paspelueHusi agpecos)

Abstract Syntax Notation One (s3blk Ana onucaHust abCTpakTHOro
CVHTaKcuca AaHHbIX)

Bridge Protocol Data Unit (pperim npoTokona ynpasneHusi CeTEeBbIMU
mMocTtamu, IEEE802.1d)

Command Line Interface (MHCTpyKUMIA BBOAA-BbIBOAA)
Class of Service (cnocob ynpasneHusi Tpadukom)

Dynamic Host Configuration Protocol (npotokon AvHaMUYecKoun
KOHUrypauum xocTa)

Erasable Programmable Read Only Memory (knacc nonynpoBOAHUKOBbIX
3aNOMUHALWLMXYCTPOMUCTB A8 3anMcy MHdopmaumm)

NaoeHTudmkaTtop

Institute of Electrical and Electronics Engineers (MIHCTUTYT MHXEHEPOB MO
3MNEKTPOTEXHUKE N SNEKTPOHUKE)

Internet Protocol (npotokon NHTepHeT)
Internet Protocol version 4 (4eTBépTasn Bepcus nHTepHeT npoTtokona (IP))
Internet Protocol version 6 (uecTtas Bepcust MHTEpPHET npoTokona (IP))

International  Organization for Standardization (mexgyHapogHas
opraHu3aums n octaHgapTM3aumm)

Link Aggregation Control Protocol (npotokon pgnsa o6beanHeHns
HECKONbKNX (PM3NYECKMXKaHANoB B OAUH NOrMYECKNIA)

File Transfer Protocol (npotokon nepegayv ansnos)

Trivial File Transfer Protocol (npocton npotokon nepegayn dannoe ons
nepBoHaYasnibHOM3arpy3kn 6e3g1UCKOBbIX pabounx CTaHLMN)

HyperText Transfer Protocol (mpoTokon nepegayn rmMnNepTEKCTOBLIX
annos)

Internet Group Management Protocol (MexceTeBown NpOTOKON ynpaBreHns
rpynnamm)

Media access control (maHgaTHoe ynpaBneHue JOCTYNom)

Management Information Base (6a3a gaHHbIX MHGOPMaLUN ynpaBrieHns)
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MID -
MPLS -
NMS -
NTP -

QoS —
PAE -

PC -
RAM -
SNMP -

ToS -
TCP —
UDP —
VLAN -
WEB -

BCTPOEHHasa PyHKUMA 06paboTkun CTpok
Multiprotocol label switching (MHoronpoTokonsHas kKoMMyTaumsi Mo MeTKam)
Network Management System (cuctema ceTeBOro ynpasneHus)

Network Time Protocol (ceTeBorM NpPOTOKON ANs  CUHXPOHU3ALMK
BHYTPEHHUX 4YaCOBKOMMbIOTEPA C UCMOSIb30BAaHUEM CETEN C MEepPeMEHHOM
NaTeHTHOCTLIO)

Quality of service (kauecTBO 06CNYXMBaHUS)

Physical Address Extension (pexum paboTbl BCTPOEHHOro 6roka
ynpaBreHns naMmaTbloXx86-COBMECTMMbIX NPOLECCOPOB)

nepcoHarnbHbIA KOMMNbIOTEP
Random Access Memory (namsATb C NPOU3BOSbHBLIM JOCTYMNOM)

Simple Network Management Protocol (mpocTton NpOTOKON CEeTEBOro
ynpasneHns)

Type of Service (ogHo ua nonewn IPv4-naketa)

Transmission Control Protocol (npoTokon nepegayun gaHHbIX)

User Datagram Protocol (npoTokon nonb3oBaTenbCkuxX gentarpamm)
Virtual Local Area Network (nornyeckasi nokanbHas BblYUCIIUTENbHAs CETb)

World Wide Web (pacnpegenéHHasa cuctema, npegocrasnsiowas JocTyn K
CBSAI3aHHbIM MeXay coboN AOKYMEHTaMm)
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O6was nHdopmauus | wwwtechru |
5. ObWWAA NHPOPMALIUA

5.1. MapaHTNAa U cepBUC

Mpouenypa n HeobxoaMMble AENCTBUSA MO BONpoOCaM rapaHTMm onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMnUTbCSt C MHCpOpMaLUMen No BonpocaMm TECTUPOBaHUS 060pya0BaHMS MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHue Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

5.2. TexHn4yeckasa nopaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpocax, Kacawwmxcsi Hawero obopyaoBaHusi, TO
MOXKETe BOCMONb30BaTbCA pa3ferioMm TeXHMYeckon noaaepXku nonb3oBaTenenn QTECH Ha
Hawwem cante www.qgtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

5.3. QneKTpoHHasA Bepcusl JOKYMEHTa
[aTa nybnunkaumn 19.06.2025

https://files.qtech.ru/upload/switchers/QSW-3310/QSW-3310_user_manual.pdf

75

@ §) QTECH

MWP [OOCTYNHEE


https://www.qtech.ru/support/guarantee/
https://www.qtech.ru/support/testing/
mailto:sc@qtech.ru
https://www.qtech.ru/support/
https://files.qtech.ru/upload/switchers/QSW-3310/QSW-3310_user_manual.pdf

	QSW-3310
	Оглавление
	Заявление
	Заявление об авторских и исключительных правах
	Отказ от ответственности
	Заявление о товарном знаке

	1. Назначение программы
	1.1. Программное обеспечение устанавливается на коммутатор.

	2. Основные настройки программы
	2.1. Настройка SNMP
	2.1.1. Введение в SNMP
	2.1.2. Введение в MIB
	2.1.3. Пример настройки SNMP v2
	2.1.4. Пример настройки SNMP v3

	2.2. Модернизация системы
	2.2.1. Системные файлы программы
	2.2.2. Введение в FTP/TFTP
	2.2.3. Пример обновления прошивки через FTP/TFTP
	2.2.4. Общие сведения о протоколах SFTP/SCP
	2.2.5. Примеры использования протоколов SFTP/SCP

	2.3. Конфигурирование портов
	2.3.1. Введение
	2.3.2. Пример конфигурирования порта

	2.4. Конфигурирование VLAN
	2.4.1. Начальные сведения о VLAN

	2.5. Семейство протоколов STP
	2.5.1. Настройка RSTP (Rapid Spanning Tree Protocol)
	2.5.2. Настройка MSTP (Multiple Spanning Tree Protocol)

	2.6. Протокол QinQ
	2.6.1. Введение в QinQ
	2.6.2. Port-based QinQ
	2.6.3. Selective QinQ

	2.7. Конфигурирование функции изоляции портов
	2.7.1. Начальные сведения о функции изоляции портов
	2.7.2. Пример конфигурации функции изоляции портов

	2.8. Конфигурация функции изоляции портов
	2.8.1. Введение в функцию изоляции портов
	2.8.2. Типовые примеры функции изоляции портов показан на Рисунке 2-7.

	2.9. Конфигурация функции распознавания петли на порту
	2.9.1. Введение в функцию распознавания петли
	2.9.2. Примеры функции распознавания петли на порту

	2.10. Настройка Port channel
	2.10.1. Общие сведения о Port channel
	2.10.2. Общие сведения о LACP
	2.10.2.1. Статическое объединение LACP
	2.10.2.2. Динамическое объединение LACP

	2.10.3. Примеры использования Port channel

	2.11. Безопасность портов
	2.11.1. Введение в 802.1x
	2.11.2. Пример конфигурации 802.1х + RADIUS.
	2.11.3. Общие сведения о MAB
	2.11.4. Пример настройки MAB + Radius

	2.12. Настройка таблицы MAC-адресов
	2.12.1. Общие сведения о таблице MAC-адресов
	2.12.1.1. Получение таблицы MAC-адресов
	2.12.1.2. Пересылка или фильтрация кадров

	2.12.2. Дополнительные функции таблицы MAC-адресов.

	2.13. Настройка QoS
	2.13.1. Общие сведения о QoS
	2.13.2. Пример настройки QoS
	2.13.3. Пример настройки режимов SP/WRR/SP+WRR

	2.14. Конфигурирование зеркалирования портов
	2.14.1. Введение в зеркалирование портов
	2.14.2. Пример конфигурации зеркалирования портов:
	2.14.3. Удаленное зеркалирование портов (RSPAN)
	2.14.3.1. Введение в RSPAN
	2.14.3.2. Пример настройки RSPAN


	2.15. Port Security
	2.15.1. Общие сведения о Port Security
	2.15.1.1. Безопасные MAC-адреса

	2.15.2. Режимы реагирования на нарушения безопасности
	2.15.3. Примеры настройки Port Security

	2.16. Конфигурация DHCP/ARP Snooping
	2.16.1. Введение в DHCP/ARP Snooping
	2.16.2. Типовое применение DHCP Snooping

	2.17. Конфигурирование NTP
	2.17.1. Введение в NTP
	2.17.2. Пример использования NTP

	2.18. Конфигурирование SYSLOG
	2.18.1. Введение в SYSLOG
	2.18.2. Пример настройки вывода системных сообщений на удаленный SYSLOG-сервер

	2.19. Конфигурирование ACL
	2.19.1. Введение в ACL
	2.19.2. Примеры конфигурирования ACL

	2.20. Стекирование коммутаторов
	2.21. Протокол IGMP
	2.21.1. Общие сведения о протоколе IGMP
	2.21.2. Настройка IGMP Snooping

	2.22. Протокол LLDP
	2.22.1. Общие сведения о протоколе LLDP
	2.22.2. Пример настройки LLDP

	2.23. Протокол OSPF
	2.23.1. Общие сведения о протоколе OSPF
	2.23.2. Пример настройки OSPF

	2.24. Протокол sFlow
	2.24.1. Общие сведения о протоколе sFlow
	2.24.2. Настройка sFlow


	3. Управление программой
	3.1. Варианты управления
	3.1.1. Внеполосное управление
	3.1.2. Внутриполосное управление
	3.1.2.1. Управление по Telnet/SSH
	3.1.2.2. Управление через HTTP

	3.1.3. Пример конфигурирования аутентификации и авторизации доступа к управлению с использованием централизованной и локальной базы


	4. Обозначения и сокращения
	5. Общая информация
	5.1. Гарантия и сервис
	5.2. Техническая поддержка
	5.3. Электронная версия документа



