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3aaBneHue

3asaBneHue o6 dBTOPCKUX U UCKINMHYNTEJIbHbIX NpaBax

OTO pyKOBOACTBO, BKIIIOYas, HO HE OrpaHMYMBasiCb BCEWN coaepXallencs B Hem nHdopmaumnen,
3alUMLLEHO MOMNOXEHUAMU 3aKoHoOaTenbCTBa 00 UCKMIOYMTENBHBIX U aBTOPCKUX nNpaBax. bes
paspewieHns QTECH HMKTO He MOXeT 3aHMMaTbCA KakMMU-NMOO AeNCTBUSMM, TaKUMWU Kak
UMuUTaUnd, KonupoBaHue, U3BIEeYEeHne WHgopmauuKn, nepecbinika unuv gpyrue Gopmebl
NCMOSb30BaHMS.

OTKa3 OoT OTBETCTBEHHOCTU

HacTtosiiee pykoBOACTBO nNpeaHa3Ha4YeHO [AJ1si CMpPaBOYHbIX Lenen npu UCNonb30BaHUM
nporpaMMHo-annapaTHOro komnrekca (yCTponcTea).

QTECH npepocTtaBnsdeT aTO pyKOBOACTBO "Kak eCTb" U B TOW Mepe, B KakOW 3TO paspeLLeHo
3aKOHOM, He [JdaeT HUKaKUX SIBHbIX WMAW nogpasyMeBaeMblX rapaHTUi, BKIKOYasi, NOMUMO
npoYero, TOBapHy NPUro4HOCTb, NPUTOAHOCTL AN ONpeaeneHHon Lenn, HeHapyLIeHe Kakmnx-
nnbo npae Apyrnx nuu, n nobble rapaHTUM OTHOCUTENBHO NUCNOMb30BAHMSA UNU HEBO3MOXHOCTH
ncnonb3oBaHuda atoro pykosoactea. QTECH Takke He AaeT HUMKaKMX rapaHTUi OTHOCUTESIbHO
TOYHOCTU U HaJEXHOCTM Nobon MHOpMaL MK, NOSTYHYEHHOW C MOMOLLIbIO 3TOrO PyKOBOACTBA.

W3-3a 06HOBREHWIA BEPCUM NPOLYKTA MW NO APYrMM NpUYMHaAM CO4EPXKMMOE 3TOr0 PYKOBOACTBA
MOXeT nepuoanyeckm obHoenaTbea. QTECH ocTaBnseT 3a cobon npaBo BHOCUTb U3MEHEHMS B
coepkaHue HacTosALWEero pykoBoacTea B Nnoboe Bpems 6e3 npeaBapuTenbHOro yBeLOMNEHUS.

Ecnu He YKa3aHO WMHOe, 3TO PYKOBOACTBO MNpenoctaBiideTCA WUCKMIOYUTENbHO B Ka4decTBe
pykoBoaACTBa NO WUCMNONb30OBaHMO, W MNoOJib30OBaTENIN HEeCYyT BCe pPUCKU, CBA3aHHble C
McnoJsib30BaHMEM 3TOI0 pykoBOACTBaA.

3asiBfieHMe o ToBapHOM 3Hake

Microsoft® n Windows siBnatoTcst TOBapHbIMU 3HaKamm rpynnbl komnaHunin Microsoft.
Linux® aBnsaeTcH 3aperMcTpmpoBaHHOM Toproeon mapkon Linus Torvalds.
Aspeed® senseTcs Toproson mapkon ASPEED Technology Inc.

QTECH® sensietcsa Toprosorn mapkorn OO0 «KbKOTOK».
MNpaBa cOGCTBEHHOCTU Ha ApYyr1ne TOBapHble 3HaKW NpuHagnexar ux Bnagensuam.
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1. YNIPABJIEHUE KOMMYTATOPOM

1.1. BapuaHTbl YnpaBrneHus

Ona ynpaenenns Heobxogumo HacTpouTb kommyTatop. Kommytatop obecneumBaeT [fBa
BapuaHTa ynpasneHus: BHenonocHoe (out-of-band) nnm BHyTpmnonocHoe (in-band).

1.1.1. BHenosnocHoe ynpaBneHue

BHenonocHoe ynpaeneHne — 370 yrnpaBneHne Yepes3 KOHCOMbHbIM MHTepdenc. BHenonocHoe
ynpasneHne B OCHOBHOM MUCMONb3YeTCs AN Ha4YanbHOro KOHUIypupoBaHUs NporpaMmbl NnGo,
Korga BHYTPUMOIIOCHOE YrnpaBrieHne HedocTynHo. Hanpumep, nonb3oBaTernb MOXET 4epes
KOHCOJbHbI NOPT NpucBoMTL Nporpamme IP-agpec ansa goctyna no Telnet.

Mpouenypa ynpaeneHusi NporpaMmmMon Yepes KOHCOMNbHbIA MHTepdENC, onucaHa HUXe:

War 1. MNogknio4nTb nepcoHanbHbIN  KOMMLIOTEP K  KOHCONbHOMY  (CEpUAHOMY) NOpTYy
KOoMMyTaTopa.

—
S

-+
-

MopknioveHne K
CEPUNHOMY NOPTY

PucyHok 1-1. MNogkntoueHune MK K KOHCONbHOMY MOPTY KOMMYyTaTopa

Kak nokasaHo Bbllwe, cepuiHbin nopT (RS-232) nogknoyeH K KOMMYTaTopy 4Yepes3 CEpPUNHbLIN
kabenb. B Tabnuue HMXe ykasaHbl BCe YCTPOMCTBA, MCNOMb3YOLWNACS B MOAKIMIOYEHUMN.

HasBaHue OnucaHue

ycTpoucTBa

lMepcoHanbHbIN MmeeT dyHKuMOHanbHyo knaematypy u nopt RS-232 (COM), c
komnbtoTep (PC) YCTaHOBIIEHHbLIM 3MYNATOPOM TepMUHanNa, Takum kak PuTTY
Kabenb cepuiiHoro | OamH KOHew, NoakntYaeTes K cepurHomMy nopty RS-232 (COM), a
nopta apyron k nopty Console kommyTaTopa

KommyTtaTtop TpebyeTca paboTatowmn nopt Console

War 2. BknioyeHne 1 HacTporka amynartopa TepMuHana PuTTY.

Mocne yctaHoBKM coeauHeHus, 3anyctute PUTTY. PUTTY — cBo6ogHO pacnpocTpaHsieMblii
KNWEHT ANs pasnuyHbiX MPOTOKOMOB yAanéHHoro goctyna, Bknoudas SSH, Telnet. Takke
nmeeTcs BO3MOXHOCTb paboTbl Yepes nocrneaoBaTenbHbIn NopT (Serial port, COM-nopT).
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1. 3anyctute PUTTY u BbibepeTe Tun noakntodeHms — Serial. B none «Serial line»
yKaXute Homep nocrnegosaTensHOro nopta, Hanpumep, COM7. 3aTem B none
«Speed» HeobxoaMMo 3agaTb CKOPOCTb Nepedayn faHHblx (baudrate) — 9600 6uT/c.

ﬁ PuTTY Configuration ? X

Category:

=} Session Basic options for your PuTTY session
& 'F;_rgi%glng Specify the destination you want to connect to
- Keyboard Serial line Speed
- Bell ||cow ||9600 | |
Features =
£} Window Connection type:
- Appearance O S5H O Other: | Telnet hd
Behaviour
- Translation
[+ Selection
- Colours
[=} Connection |

- Data Default Settings

- Proxy COM 7
B SSH Save
- Serial

Load, save or delete a stored session

Saved Sessions

Load

- Telnet Delete
- Rlogin

- SUPDUP

Close window on exit:
O Always O Never @ Only on clean exit

About Help Cancel

PucyHok 1-2. OcHoBHble HacTponkn PuTTY

2. [ns obner4yeHHOro NOBTOPHOIO MOAKMOYEHMS € ncnonb3oBaHmem PuTTY, cnegyet
COXpaHUTb HacCTponkn ceccunn. [ins atoro Heobxogumo B none «Saved Sessiony
BBECTW Ha3BaHMe ceccum (Hanpumep, Switch1) n HaxaTb KHONKy «Savey.

@) QTECH ”
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& PuTTY Configuration ?
Category:
= S:ession | Basic options for your PUTTY session
. _ Logging Specify the destinat t to connect t
& Terminal pecify the destination you want to connect to
- Keyboard Serial line Speed
- Bel com? | /9600
- Features
£} Window Connection type:
- Appearance (0)8SH (@ Seral () Other Telnet
- Behawviour
~Translation Load, save or delete a stored session
i Selection Saved Sessions
Colours
= Connection I‘Swwtcm I
- Data
Default Settings
- Proxy Load
o SSH Save
- Serial
- Telnet Delete
- Rlogin
- SUPDUP
Close window on exit:
(O Aways () Never (® Only on clean exit

PucyHok 1-3.CoxpaHeHune ceccum B PUTTY
3. Bblbepute coxpaHeHHyH Ceccuo 1 HaxmmTe Konky «Openy.

ﬁ PuTTY Configuration

?

Category:
=} Session | Basic options for your PUTTY session
. Logging . -
£ Terminal Specify the destination you want to connect to
- Keyboard Serial line Speed
- Bell [com7 ||os00
- Features -
5 Window Connection type:
- Appearance ()SSH (@ Seral () Other Telnet v
- Behaviour
Translation Load, save or delete a stored session
1] Selecti
o Selection Saved Sessions
- Colours
= Connection | |
~Data : Load
& SSH Save
- Serial
Telnet Delete
Rlogin
- SUPDUP
Close window on exit:
(O Aways (O Never (8 Only on clean exit
About Help Open Cancel

PucyHok 1-4. 3anyck coxpaHeHHOW ceccum
LWar 3. BeizoB komaHaHoro uHtepdenca (CLI) kommyTtaTopa.

Bkntounte KommyTaTop u OOXAUTECH MOMHOW 3arpy3ku. lNocne yero B okHe PUTTY nosssartcs
crnepyowme coobLLEeHNs — 3TO NONb30BaTENbCKUN PEXMM KOMMYTaTopa.
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£2 COMT - PuTTY - O X

on Interface Ethern

PucyHok 1-5. KommyTtaTtop 3arpysuncs

HaxmuTe knaBuwy «Enter» n Tenepb MOXHO BBOAUTb KOMaHObl yNpaBrneHns KOMMYTaTOPOM.
[eTanbHoe onuncaHne KoMaHa NpuMBeAeHO B NocneayoLwnx rnasax.

1.1.2. BHyTpMnonocHoe yrnpasneHue.

BHyTpunonocHoe ynpaeneHne OTHOCUTCS K yNpaBneHno NocpeacTBOM JOCTYNa K KOMMyTaTopy
¢ ncnonb3osaHuem Telnet, unu HTTP, a Takke SNMP. BHyTpunonocHoe ynpasneHue BkroyaeT
YHKLMM yNpaBeHns KoMMyTaTopa 45151 HEKOTOPbIX YCTPOWCTB, NOSKIHOYEHHBIX K HEMY. B Tex
cnyyasx, Korga BHYTPUMONOCHOE yrpaBneHne n3-3a n3aMeHeHuin, caenaHHbiX B KoHduUrypauum
KommyTaTopa paboTtaeT co cbosmn, ONA ynpaereHus U KOHUIypUpOoBaHWUS KOMMYyTaTopa
MOXHO UCMNONb30BaTb BHEMOOCHOE yrpaBrieHne.

1.1.2.1. YnpaBneHue no Telnet

UT06bI YyNpaBnsiTe KOMMyTaToOpoM Mo Telnet, AOMKHbI BbINOMHATLCS CrieayoLune yCrnoBus:

1. KommyTaTop OOSmKEH MMeTb CKOHUrypuposaHHbin IPv4/IPv6-agpec.

2. IP-agpec xocta (Telnet-knmeHT) n VLAN-uHTEphenc KommyTaTopa, 4OSKHbI UMETb
IPv4/IPv6-agpeca B OQHOM CErMEHTE CETW.

3. Ecnu BTOpOWM NYHKT HE MOXET ObITb BbINOMHEH, Telnet-knneHT JomkeH ObiTb
nogkntoyeH K IPv4/IPv6-agpecy kommyTaTopa C ApYrMx yCTPOWCTB, TakMX Kak
MapLupyTmM3aTop.

e KommyTatop TpeTbero YpOBHA MOXeT OblTb HACTpPOeH C  HECKOSbKMMU
IPv4/IPv6-agpecamn, MeTon HACTPOMKM OMNMCaH B MOCBSLEHHOW 3TOMY [NnaBe.
Cnegyowuin npumep npegnonaraet COCTOSIHUE KOMMyTaTopa MOcne MOCTaBKM C
3aBOACKMMM HacTporkamu, rae npucytcteyeT Tonbko VLANT.

o [locneaytowue warv onucebiBaoT nogknodeHne Telnet-knneHTta k nHTepdency VLAN1
KomMMyTaTopa nocpeactesom Telnet (npumep agpeca IPv4):
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—
—
—

MNopkntoveHune
yepes kabenb

PucyHok 1-6. YnpasneHue kommytaTopom no Telnet

War 1. Hactporika IP-agpecoB ans komMmyTatopa W 3anyck cyHkumm Telnet Server Ha
KomMMyTaTope.

e [lepBbiM genom naet HacTpoinka IP-agpeca xocta. OH JOIMKeH ObITb B TOM Xe CermeHTe
ceTu, 4Yto n IP-agpec VLAN1 nHTepdenca kommyTtaTtopa. lNpegnonoxum, yto IP-agpec
nHtepcenca VLAN1 kommyTtaTopa 10.1.128.251/24. Torpa IP-agpec xocta MoXeT
6b1Tb 10.1.128.252/24. C nomoubto KomaHabl “ping 192.168.0.10” MOXXHO NpPOBEPUTD,
AOCTYNEeH KOMMYTaTop UIn HeT.

e Komangbl HacTpovikn IP-agpeca ana uHTepcdenca VLAN1 ykasaHbl Huxe. [lepen
NPYMEHEHEM BHYTPUMNOSIOCHOrO ynpasnexus, IP-agpec kommyTtaTopa 4OMmMKeH ObiTb
HaCTPOeH NocpeacTBOM BHEMOSIOCHOO yrnpasrneHns (Hanpumep, Yyepes nopt Console).
KomaHab! koHdurypupoBaHus criegyrowme (Janee cuntaetcs, YTO BCe npurnalleHus
pexuma KOHUrypupoBaHnss KOMMyTaTopa HaudMHakTcd cOo crnoBa “switch”, ecnn
OTAENbHO He yKa3aHo UHOro):

Switch>

Switch>enable

Switch#config

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.128.251 255.255.255.0
Switch(Config-if-Vlan1l)#no shutdown

Ona aktmBaummn dyHkumm Telnet-cepBepa nonb3oBaTenb OOMMKEH BKOUMTL €€ B pexuve
rno6anbHOro KOHMUIrypPUPOBaHKSI, Kak MOKA3aHO HUXKeE:

Switch>enable
Switch#config
Switch(config)# telnet-server enable
War 2. 3anyck nporpammbl Telnet Client.
Heobxoanmo 3anyctutb nporpammy Telnet-knneHt B Windows ¢ ykazaHMeM agpeca xocTa.
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| BuINoAHWTE >

BeeguTe nnMA nporpammel, Nanky, 4oKyMEHTa MKW peCypCa
MHTEpHETE, KoTOpbIE TREBYETCA OTKPLITE.

[

OTepeITe: telnet 10.1.128.251 w

oK OTmena OBzop...

PucyHok 1-7. 3anyck nporpammbl Telnet-knueHt B Windows
War 3. MNonyynTb 4OCTYN K KOMMYyTaTOpYy.

[na Toro 4to 6bl NONyYNTL OOCTYN K KOHdUrypaumm depes uHtepgenc Telnet Heobxoanmo
BBECTW A0OCTOBEPHbIV NoruH (login) n naponk (password). B npoTuBHOM criydae B goctyne éyaet
OTKazaHo. OTOT MeToh nomoraeT msbexaTb HeaBTOPM3OBAHHOIO nonyveHus goctyna. Kak
pesynbtaTt, korga Telnet BknoYeH AOns HACTPOMKM UM yrnpaBfieHWst KOMMYyTaTopa, WMs
nonb3oBartens (username) 1 naposb (password) Ans aBTOPN3OBaHHbIX NONIb30BaTENEN AOMKHbI
ObITb HACTPOEHbI creaytoLen KoMaHL4oMN:

“username <username> privilege <privilege> [password (0]7) <password>]".
[ns nokanbHON ayTeHTMdMKaLUM MOXHO MCNOSb30BaTh CreayoLLy0 KoMaHay:
authentifcation line vty login local.
[ns gocTtyna B NpMBUErnpoBaHHbIN PEXMM HEOOXOANMO U 3afaH YPOBEHb npusunernni 15.

[onycTtnm, aBTOpM30BaHHbIN Nonb3oBaTenb nmeeT nms “test” n napons “test”, Torga npouenypa
3ajaHns UMeHU 1 napons ans goctyna no Telnet:

Switch>enable

Switch#config

Switch(config)#username test privilege 15 password 0 test
Switch(config)#authentication line vty login local

lMocne BBOOa MMeHM M Napons ans uHtepdgenca koHpurypmposanusa Telnet, nonb3oBaTenb
CMOXET BbI3BaTb KOMaHAHbI uHTepdenc CLI HacTtponkm kommyTtatopa. KomaHgpl,
ncnosnb3yemble B koMaHgHoMm mHTepdpence Telnet CLI, KoTopble CTAaHOBATCA OOCTYMHbLI Nocne
BBOJA MMEHWN N Napons — Te Xe caMble, YTO U B KOHCONbHOM MHTepdence.
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PucyHok 1-8. Hactponka Telnet-nHtepderica

1.1.2.2. YnpaBneHue 4yepe3 HTTP

UToObl ynpaBnsaTb KOMMYTaTOpOM 4epe3 Beb-uHTepdenc [OMKHbl ObiTb  BbIMOSTHEHDI
cnegyowime ycnosus:
1. KommyTaTop OOSmKeH MMeTb CKOHUrypmnpoBaHHein IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knneHT) n VLAN-uHTEepenc kommyTtaTopa, SOMKHbI UMETb
IPv4/IPv6-agpeca B O4HOM CErMEHTE CETW.

3. Ecnu BTOpOW NYHKT HE MOXET ObITb BbINONHEH, HTTP-KNNeHT JomKeH 6bITb
nogkrntoyeH K IPv4/IPv6-agpecy koMmyTaTopa € ApyrMx YCTPOMCTB, Takux, kak
MapLupyTmMsaTop.

Kak n B ynpaeneHun, kommytatopom 4vepe3 Telnet, kak Tonbko ygaetcsa ping/pingé xocta k
IPv4/IPv6-agpecam KoMmyTaTtopa M BBOAUTCS MNpPaBWfbHbLIA JIOTMH W MNapofb, BO3MOXHO
Nony4nTb JOCTYN K kommyTaTopy Yeped HTTP. Huxke onncaH cnocob HacTponKu:

LWar 1. Hactporika IP-agpecoB onga kommyTtatopa 1 3anyck dyHkumm HTTP-cepsepa.

O HacTtpoiike IP-agpeca kommyTaTopa C MOMOLLbIO BHEMOJIOCHOIO yNpaBieHns, CMOTPU rfaBy O
HacTponke Telnet ynpaeneHus.

YTtobbl koHGUryprpoBaHue no Beb cTtano BO3MOXHbIM, HY>KHO BBECTU KOmaHAay ip http server B
rnobanbHOM pexmmMme KOHPUrypupoBaHus:

Switch>enable

Switch#config

Switch(config)#ip http server
LWar 2. 3anyck Be6-6pay3epa Ha xocTe.

Heobxogumo oTKpbiTb BebG-O6pay3ep Ha xocte u BBecTu |P-agpec kommyTtatopa, Wnm
HenocpeacTBeHHO 3anyctnte HTTP-npotokon B Windows. K npumepy, IP-agpec kommyTaTopa
“10.1.128.251".
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| BuINoAHWTE >

BeeguTe nnMA nporpammel, Nanky, 4oKyMEHTa MKW peCypCa
MHTEpHETE, KoTOpbIE TREBYETCA OTKPLITE.

[@

OTKpBITE: http://10.1.128.251 w

oK OTmena OBzop...

PucyHok 1-9. 3anyck HTTP-npoTtokona

Mpwn obpawieHnn kommyTaTopa ¢ IPv6-agpeca pekomeHayeTcs ucnomnb3oBatb 6paysep Firefox
Bepcumn 1.5 nnun nosgHee. Hanpumep, ecnn agpec kommyTtatopa 3ffe:506:1:2::3. Besegute agpec
IPv6 kommyTtaTtopa http:// [3ffe: 506:1:2:: 3], agpec oba3zatenbHO AOMKeH ObITb 3aKMOYEH B
KBagpaTHble CKOOKM.

War 3. NonyyeHne gocTtyna kK KOMMyTaTopy.

Ona Toro 4tobbl NONYyYUTb AOCTYN KOHUrypauum C MUCMonb3oBaHMeM Beb-uHTepdenca,
Heob6xoOuMO BBECTU OOCTOBEPHbIV NorvH (login) n naponb (password), B NPOTUBHOM Cry4yae
OyneT oTkasaHo B gocTyne. OToT MeTod noMmoraeT nsbexarb HeaBTopu3oBaHHOro goctyna. Kak
pesynbTat, korga Telnet BkNOYEH AN HACTPOMKM W ynpaBrieHWs KOMMyTaTopa, WMs
none3oBartensa (username) n naposb (password) Ansg aBTOPU3OBAHHLIX NOSIb30BaTENEN SOMKHbI
ObITb HACTPOEHbI creaytoLen KoMaHL4oMN:

username <username> privilege <privilege> [password (0|7) <password>].
[N nokanbHoOW ayTeHTUMKaLMM MOXHO MCMOMb30BaTh CrEAYHLLY0 KoMaHay:
authentication line vty login local..

[ns poctyna B NpMBMNETNMPOBaHHLIN PeXUM HEOOXOAMMO M 3adaH ypoBeHb mnpusuiernni 15.
[onycTtnm, aBTOpM30BaHHbLIA Mofb3oBaTenb MMeeT uMs “admin” n naponb “admin”, Torga

npoueaypa HaCTponkn cnegytoLlas:
Switch>enable
Switch#config
Switch(config)#username admin privilege 15 password 0 admin
Switch(config)#authentication line web login local
Beb-uHTepdenc Bxoga BbIrMsaMT criegyowmm oopasom:
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User name

Password

Copyright (C) 2011 by QTECH LLC

http:/ /www.qtech.ru/

PucyHok 1-10. Be6-nHTepdenc Bxoga

BBeauTte gocToBepHble UMSA NONb30BaTENs M Mapofib, 3aTEM Bbl NONageTe B rfaBHOE MEHHO
HacTpoKku BeG-nHTepherica, Kak 3TO MOKA3aHO HUXE:

Cluster:

= Up = Down

@QTECH SEOooS OOOOOE sassas s 1
Sk SSSSSS SSSoSS sewves

System IP address:192.168.12  Current system time: TUE JAN 1022:12:442006 System description: QSW-8300-28F Save & Exit

-

£3 QSW-8300-28F || Please select port: Ethemet1/0/19 ~

#{ Switch basic config

#{3] Module managemer
Information feedback window

{1 Port configuration ‘ CetEace BETEE:

#{] MAC address table Ethernetl/0/19 is down, line protocol is down
{1 VLAN configuration Ethernetl/0/19 is layer 2 port, alias name is (null), index is 19
S = Hardware is Gigabit-Combo, active is Copper, address is 00-1f-ce-4b-b2-46
#{1 IGMP snooping con BVID is 1
B MLD snooping conf| MTU 10218 bytes, BW 10000 Kbit
{1 ACL configuration UETEME (9, seconds)
Encapsulation ARPA, Loopback not set
@ 1Pv6 ACL configura Auto-duplex , BAuto-speed
{1 AM configuration FlowControl is off, MDI type is auto
#{1 Port channel config et
Statistics:
®{3 DHCP configuration | | 5 minute input rate 0 bits/sec, O packets/sec
#{] DHCP Snooping cor 5 minute output rate O bits/sec, 0 packets/sec
B SNTP fi i The last 5 second input rate 0 bits/sec, 0 packets/sec
configuration The last 5 second output rate 0 bits/sec, 0 packets/sec
#{) NTP configuration Input packets statistics:
#{31 QoS configuration 0 imput packets, 0 bytes, 0 no buffer
0 unicast packets, 0 multicast packets, O broadcast packets
#{] L3 forward configu! 0 input errors, 0 CRC, 0 frame alignment, O overrun, 0 ignored,
#{2) Route configuratior 0 abort, O length error , 0 pause frame

Output packets statistics:

M Tevs Raitaconig = 0 output packets, 0 bytes, 0 underruns
FHEA Mulbicaet nratacal DR T S - e e

PucyHok 1-11. MnaBHOEe MeHI0 HacTponku BeG-nHTepderica

NMPUMEYAHUE: npu HacTporke KomMyTaTopa, MMS KOMMYyTaTtopa MULIETCA aHrMUUCKUMU
BykBamu.

1.1.2.3. YnpaBneHne KOMMyTaToOpoM 4yepe3 ceteBoe ynpasrneHne SNMP

Heobxooumble TpeboBaHus:

1. KommyTaTop AOMmKeH MMEeTb CKOH(UrypupoBaHHbin IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knuneHT) n VLAN-nHTEepdenc kommyTtaTopa, AOMKHbl UMETb
IPv4/IPv6-agpeca B OQHOM CETMEHTE CETW.

19

@ §) QTECH

MWP OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3470

YNPABINEHVNE KOMMYTATOPOM " www.atechru |

3. Ecnu BTOpON NyHKT HE MOXET ObITb BbINONHEH, HTTP-KNnMeHT aosmkeH bbiTb
nogkroyeH K IPv4/IPv6-agpecy koMmmyTaTopa C ApYrMx yCTPOMCTB, TakuX Kak poyTep.

XocT ¢ nporpammHbiM o6ecnedeHnem SNMP ans ynpaeneHns ceTbio AOSMKEH YMETb NMHroBaTb
IP-agpec kommyTaTOpa Tak, 4Tobbl Npu paboTe nporpammHoro obecnedeHns SNMP, oHo 6bino
AOCTYMHO ANsi OCYLUECTBNEHUS onepauun yTeHus/aannucu Ha HeM. [ogpoBHOCTM O TOM, Kak
ynpaBnsaTe koMMmyTtatopamu vepe3 SNMP, He ByayT paccMOTpeHbl B 3TOM PYyKOBOACTBE, WX
MOXHO HanTu B “Snmp network management software user manual” (MHCTpyKUMst MO ceTEBOMY
ynpasneHnio SNMP).

1.2. CLI-uHTepdpenc

KommyTtaTtop obecneunBaeT Tpu uHTepdenca ynpasneHna gnsa nons3osatens: CLI (Command
Line Interface) wHTepdoenc, Beb-uHTEpdenc, ceTeBOe YynpaBneHue npPorpamMMHbIM
obecrnevyeHnem SNMP. Mbl nosHakomum Bac ¢ CLI (KoHconbto), Beb-uHTepdencom n ux
KoHpurypaumamm B getanax, SNMP noka He 6ygeT paccmatpuBaTbes. CLI-nHTepdenc 3Hakom
OonblWMHCTBY Morib3oBaTenen. Kak ynoMsHyTo Bbilwe, NpW ynpasneHuuM Mo He3aBUCUMbIM
kaHanam cBsaA3n n Telnet ynpaeneHne KOMMYTaTOpPOM OCYLLECTBISETCA 4epe3 WHTepdenc
komaHgHou ctpoku (CLI).

CLI-unTepcbenc nogaepxusaet obonouvky Shell, koTopas coctout M3 Habopa KomaHg
KOHUrypauum. OTU KOMaHObl OTHOCATCA K pasHblM KaTeropusm B COOTBETCTBUM C UX
dyHKUMSMK B KOHGUrypauum kommyTatopa. Kaxgasa kateropus npeacrasnseT CBOW, OTNINYHbIN
OT BCEX, PEXNM KOHUrypaumu.

BoamoxHocTu Shell 4ng koMMyTaTOpPOB ONMUCaHbI HUXKE:
®  pPEXVM HaCTpPOMKY;
e  HACTpOMKa CUMHTaKCUCa;
e MogaepXka coueTaHus KNaBULL;
e  Crnpaeka;
e NpoBepKa BBOAA,;
e fogaepxka a3blk HeyeTkon norukm (Fuzzy math).

1.2.1. PeXXum HacCTponkKu

User Mode

Admin Mode

Global Mode

ACL configuration
Mode

Interface Mode
Vian Mode
DHCP address pool
Route configuration
Mode

Configuration Mode

PucyHok 1-12. Pexvmbl HacTponku Shell
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1.2.1.1. Pexxum nonb3oBaTens

Mpn BXxo4e B KOMaHOHYK CTPOKY B MEPBYH oyepeb MOfb3oBaTeflb OKa3blBAaETCHA B pexume
nonb3oBartens. Ecnn oH BXxoguT B kadecTtBe 0ObIMHOrO Morib3oBaTeNs, KOTOPbIN CTOMT MO
yMOIn4aHuio, Toraa B cTpoke otobpaxaetca “Switch>, roe cumson “>“ aensetca sanpocom ans
pexuma nonb3oBatens. Korga komaHga BbIxoga 3anyckaeTcs noj pexxmMmoM agMuUHUCTpaTopa,
OHa ByZeT Takke BO3BpallleHa B PeXMM Mosib3oBaTens.

B pexnmMme nonb3oBaTternd, Oe3s OONONMHUTENbHbLIX HACTPOeEK, nosfib3oBaTesito AOCTYMHbl TOJIbKO
3anpocsl, HaNnpmmep, spemM4a nnmn I/IHCbOpMaLl,I/IFI O BepCunn KoMmMyTaTopa.

1.2.1.2. Pexxunm agMUHUCTpaTopa

[Onsa Toro 4ytobbl MOMacTb B pexuMm AgMuUHUCTpaTopa (MPMBUIErMPOBAHHbLIA) CyLlecTByeT
HEeCKOJ1bKO cnocoboB: BXO C UCNONb30BaHNEM B KavyecTBe MMeHu nonb3oBaTtens "Admin"; BBoa
KomaHabl "enable" n3s HenpmBuMnerMpoBaHHOro (MONbL30BATENBLCKOr0) MHTEpPdENnca, nNpu aToMm
HeobOxoaumMo OyoeT BBeCTM Maponb agMmuHucTpatopa (ecnm yctaHosneH). pu paboTte B
pexume agMUHUCTpaTopa npurralleHne KoMaHgHOM CTPOKN KOMMyTaTopa ByaeT BbirnageTb Kak
"Switch#". KommyTtaTop Takke nogaepxmneaeTt KomoumHaumto knasuw "Ctrl + Z", yto nossonseTr
NpOCTbIM CNOCOBOM BBINTU B pexuM agMuHUCTpaTopa 13 ntoboro pexvma koHdpurypaumm (3a
WCKIMOYEHMEM MOSb30BaTENbCKOrO).

Mpn paboTte ¢ npuBunerMaMn agMuvHUCTpaTopa MOSMb3oBaTellb MOXET AaBaTb KOMaHAbl Ha
BblBOJ KOHMUIypaumMoOHHON WH(OpMaummn, COCTOSHUW COeOVHEHUS W CTaTUCTUYECKOW
MHpopMaumm obo Bcex noptax. Takke nonb3oBaTenb MOXET NepenTn B pexuM rnobanbHoro
KOHOUIrypUpoBaHUa M U3MeHUTb byl YacTb KOHdurypauum kommyTtaTopa. [loaTtomy,
onpegeneHve naponsa Ans AocTyna K NpYBUIIErMpoBaHHOMY peXMMy SBMASETCS 00s3aTeribHbIM
AN npefoTBpalleHnss HeaBTOPWM3OBaHHOrO [OCTyrna W 3MOHaMEPEHHOro  U3MEeHeHUs
KOHpMrypaumm KommyTaTtopa.

1.2.1.3. Pexxnm rnob6anbHOro KOHpUrypmpoBaHus.

Habepute komaHgy “Switch#config” B pexxume agMnHncTpaTopa Ans Toro 4Tobbl BONTU B PEXKUM
rnobansHOro KoHdurypuposaHus. Micnonb3ynte kKoMaHay BbiXxO4a B COOTBETCTBUM C APYrMMU
pexnMamn KoHdurypauuu, Takmmu, kKak pexum nopta, VLAN-pexum, BepHyTCS B pPexum
rnobanbHOro KoHUrypmpoBaHus. Nonb3oBaTeNb MOXET BbINOMHATL rrobarnbHble HaCTPONKK
KOHburypaumm B 3TOM pexunme, Takme kak Hactponka Tabnuuy MAC-agpecos, 3epkanupoBaHue
noptos, co3gaHue VLAN, 3anyck IGMP Snooping n STP, n T. 4. Takke nonb3oBaTefib MOXET
BOWTU B PEXUM KOHPUITYpPUpPOBaHUSA NopTa A4St HACTPONKN BCEX MHTEPENCOB.

Pexum KoHdurypupoBaHua nHtepdenca

Mcnonb3oBaHne koMaHabl MHTEpdenca B pexxmme rnobanbHOro KOHUrypMpoBaHus No3sonseT
BXOAUTb B PEXMM KOHPUIypupoBaHUSA ykasaHHoro uHtepdenca. KommyTtatop nogaepxmsaet
TpW TMNa MHTEPENCOB:

1. VLAN.
2. Ethernet-nopr.
3. [lopT-kaHan, COOTBETCTBYIOLMIN TPEM PEXMMAM KOHUrypauum nHtepgenca.
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Tun KomaHpa DenctBmne komaHabl | Bbixop
UHTepdenca
VLAN HabepuTte KomaHgy | Hactpowka IP-agpecoB | Wcnonb3ynte

interface vlan <Vlan-id>
B pexume rnodanbHoro

KOMMYyTaTopa u T.4.

KomaHay exit ana
BO3BpaLleH1s B

KOH(purypuposaHus rnoGanbHbIN PEXUM

Ethernet-nopTt HabepuTte KomaHgy | Hactporika Wcnonbaynte
interface ethernet | nogaepxuBaemoro KomaHay exit gns
<interface-list> B | AYNMEKCHOro pexmnma, BO3BpaLLeHUs B
pexume rno6anbHOro | CKOpocTn rnobanbHbIN PEXnM
KOH(purypuposaHus Ethernet-nopTta u T.n.

MopT-kaHan Habepute komaHgy | KoHdurypuposaHue Wcnonbaynte
interface port-channel | nopTkaHana: KomaHay exit ana
<port-channel- OYNIIEKCHBIN PEXUM, BO3BpaLleHus B
number> B pexume | CKOPOCTb U T.4. rnobanbHbIN pexum
rnobansHoro
KOH(OUrypupoBaHus

Pexum VLAN

Mcnonb3oBaHme KomaHgbl <vlan-id> B pexume rnobanbHOro KOHUrypuposaHus, nomoraet
BOWTM B COOTBETCTBYIOLMI pexxumM KoHdmurypmposaHua VLAN. B aTom pexume agMmuHucTpaTop
MOXeT HacTpamBaTb BCe MoOpTbl nonb3oBatenen cooteetcTBytowero VLAN. BbinonHute
KomMaHay Bbixoaa, YTobbl BbinT u3 pexxuma VLAN B pexum rnobanbHOro KoHUrypupoBaHusl.

Pexum DHCP Address Pool

Beegute komaHay ip dhcp pool <name> B pexnme rnobanbHOro KOHOUrypMpoBaHus 4nsi BXoda
B pexxum DHCP Address Pool. lNpurnawenune atoro pexuma “Switch(Config-<name>-dhcp)#’. B
3TOM pexunme npoucxoaut koHdpurypmposaHne DHCP Address Pool. BeinonHute komangy
BbIxoga, 4ToObl BbIMTM M3 pexuma KoHdurypmpoeaHmss DHCP Address Pool B pexum
rnobanbHOro KOHPUrypUpoBaHUS.

ACL-pexum
Tun ACL KomaHaa DencrtBue komaHabl Bbixon
CraHgapTHbI Habepute komaHay ip @ Hactpolika Mcnonbaynte
pexum IP ACL access-list standard B | mapameTpoB Ans koMaHgy exit ans

pexume  rnobanbHOoro
KOHUrypupoBaHusi

CTaH4apTHOro pexvma
IP ACL

BO3BpaLLEHNS B
rnodanbHbIN PEXNUM

PaclmpeHHbIn
pexum IP ACL

Habepute komaHay ip
access-list extended B
pexume  rnobanbHOoro
KOH(pUrypuposaHus

HacTtpoika
napameTpoB Ais
pacLIMpPEHHOrO
pexuma IP ACL

Wcnonbaynte
KomMaHay exit ons
BO3BpaLLEHUs B
rnodanbHbIN PEXUM
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1.2.2. HacTtpoinka cMHTakcuca

KomMyTaTop pasnuyaeT MHOXXECTBO KOMaHz KoHdUrypaumm. HecMoTps Ha To, YTO BCe KOMaHAbI
pasHble, HeoGxoaumo cobniogaTb CUHTaAKCUC MX Hanucanus. Obwuin dopmaTt KomaHapbl
KOMMyTaTopa NpuBeaeH HUXe:

cmdtxt <variable> {enum1] .. | enumN } [option1] ... | optionN]

Pacwudposka: cmdtxt XWPHbIM LIPUEOTOM YKasblBaeT Ha KNOYEBOE CroBO KOMaHAbl;
<variable> ykasbiBaeT Ha wu3ameHsembln napameTtp; {enum1 | ... | enumN} o3Havaet
obs3aTenbHbIi  NapamMeTp, KOTOpbIM [ofkeH OblTb BbiOpaH u3 Habopa napameTpoB
enumi~enumN, a B kBagpaTHble ckobku “[J'[option1 | ... | optionN] 3akntovatoT
Heoba3aTenbHbIM NapameTp. B aToM cnyyae B KOMaHOHOW CTpPOKe MOXeT OblTb KOMOMHaUns
"<>" " n "[]", Hanpumep, [<variable>], {enum1 <variable>| enum?2}, [option1 [option2]], n Tak
panee.

Bort npmuMepbl HEKOTOPbLIX aKTyalribHbIX KOMaHAObl KOHCbI/IpraLlMMZ

show version, napameTpbl He TpebyeTca. TO KOMaHAa, COCTOSLAsA TOMbKO M3 KIOYEBbIX CrOB
n 6e3 napameTpoB.;

vlan <vlan-id>, Heo6xogum BBOA 3HAYEHNSA NapaMeTpOB NMOCIe Krto4YeBOro Croea.

firewall {enable | disable}, atoin komaHOoON Nonb3oBaTENb MOXET BKMOYUTL UMW BbIKIOYUTD
B6paHgomayap, crnegyeT NnuLb BblOpaThb HYXHbIN napameTp.

snmp-server community {ro | rw} <string> Hxe NpMBeAEHbI BO3MOXHbIE BAPUAHTbI:
shmp-server community ro <string>

snmp-server community rw <string>

1.2.3. CoyeTaHusA KnaBuLl

KommyTaTtop nogaepXxuBaeT MHOXECTBO COYeTaHMM KnaBuw Ana  obnerdyeHns BBoAa
KOHpurypauum nonb3osaTtenemMm. Ecnn komaHaHas CTpoka He NpU3HaeT HaXaTus BBEPX U BHUS,
1O Ctrl + P 1 Ctrl + N moryT ObITb MCNONb30BaHbl BMECTO HUX.

KnaBuwa (M)  ®PyHKUuA

Back Space Yaanntb cMMBOS nepe KypcopoMm. Kypcop nepemMellaeTca Hasag

Beepx “1” MokasaTb npegblgyllyto BBeAeHHy komaHgy. OTobpaxeHue go gecatu
HeAaBHO HabpaHHbIX KOMaHA

BHus “|” lMokasaTb cnegyloLwyo BBeAEHHYO KomaHay. [pyn ncnonb3oBaHnm KNnaBmLLIK
BBEpPX “1”, Bbl MONy4YaeTe paHee BBEAEHHbIE KOMaHAbl, PV UCMOSb30BaHUN
Knaeuwun BHU3 “|”, Bbl BO3BpALLLAETECH K CneayoLlen KomaHae

Bneso “«” Kypcop nepemelsaetca Ha OAWH | Bbl MOXeTe Mcnonb30BaTh KaBULLIK

CMMBOIJ1 BJ1iEBO BfNeEBO <« W BMNpaBo — A4
N3MEHEHNA BBEOAEHHbIX KOMaHA

Bnpago “—” Kypcop nepemelwiaetca Ha OauH
CMMBOJ1 BMNpaBo

Kas Xe, Kak 1 y KnasBuLLIN BBEPX
Ctrl + Takad xe, Ka a epx “4”
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KnaBuwa (1) | ®PyHKumMA

Ctrl +n Takas e, Kak ¥ y KnaBuLLu BHU3 “|”

Ctrl +b Takas e, Kak 1 y KnasuLuy BeBo “«”

Ctrl +f Takas e, KaK W y KnasuLiy Bnpaso “—”

Ctrl +z BepHyTbcs B PexuM aAMUHUCTPATOpPa HENoCPeACTBEHHO W3 [pYrux

PEXNMOB HACTPOWKM (3a UCKIMIOYEHEM MOMb30BaATENLCKOro pexuma)

Ctrl +c OcTaHoBKa HenpepbIBHbIX MPOLIECCOB KOMaHA, TakMx Kak MUHT 1 T.4.

Tab B npouecce BBoga komaHabl Tab MoxeT OblTb MCNOMb30BaH AN ee
3aBepLUEHUs1, eCnu HeT oLINBOoK

1.2.4. CnpaBka

CywecTBytoT ABa cnocoba nony4mTb JOCTYN K CpaBoYHOW MHopmaumun: KomaHgamu “help” n
“?”-

Doctyn Kk Wcnonb3oBaHue n ¢pyHKUUMU

cnpaBke

Help Mog mwobon komaHgHom cTpokon BeBeaute "help"” n HaxmuTe Enter, Bbl
nony4mTe KpaTkoe onMcaHme u3 cnpaBoYHON CUCTEMDI

“r Mog no6on koMmaHaHOWM CTpokor BBeanTe "?", 4ToObl NONTYYNTb CMIMCOK KOMaHA

Ana Tekywero pexuma ¢ Kpatkmum onnmcaHneMm.

Beegute "?" nocne komaHgbl. Ecnn nosvumsi gormkHa GbiTb napameTpom,
onucaHue 3Toro napameTpa Tuna, macwtaba u 1.4., 6yayT otobpaxeHbl, ecnu
no3numsa JormkHa ObiTb KIHOYEBLIM CNOBOM, TO OygeT otobpaeH Habop
KSOYEBBIX CMOB C KpaTKMM ONUCaHWEeM, ecnn Bbiwno "<cr > ", To KoMaHga
BBEAEHA MOMHOCTLIO, HAXXMUTE KraBuwly Enter, 4yToObl BEINONHUTE KOMaHAY.

Beegute "?" cpasy nocne CTpoku. OTO MOKaXeT BCEe KOMaHAbl, KOTOpble
HaYMHAKTCA C ATON CTPOKK

1.2.5. MNpoBepka BBOAA

1.2.5.1. Otobpaxaemasa nHopmaums: ycnewHoe BbinonHeHue (successfull)

Bce komaHAbl, BBOAMMbIE Yepes KnaBuaTypy, NPOXoaaT NpoBepKy cuHTakcuca B Shell. Hnuero
He Oymetr oTobpaxaTbCd, e€ecnvM nonb3oBaTeNlb BBEN MNpaBUllbHble KOMaHAbl  Mpu
COOTBETCTBYIOLLMX PEXUMAX U YTO NPUBESO K UX YCMELUHOMY BbINOSTHEHMIO.
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1.2.5.2. OTobpaxxaemasa nH¢popmaLma: oWMOOYHbIN BBOA (error)

OTtob6paxaemoe coobLieHune

OLMOKU

MosicHeHue

Unrecognized command or

parameter!

illegal

BBeneHHOM KOMaHObl HE CylWecTByeT WnuM ecTb
owmbka B napameTpe MacwTtaba, TMna wnn
dopmara

Ambiguous command

[locTynHo no KpavHel Mepe OBe MHTepnpeTauum
CMbICIa Ha OCHOBE BBEAEHHOIO TEKCTa

Invalid command or parameter

KomaHga cyuwlectsyeT (npusHaeTtcs),
HenpaBwUNbHbIA NapaMmeTp

HO 3ajaH

This command is not exist in current
mode

KomaHga cyuwiectByeT (MpM3HaeTcs), HO He MoXeT
ObITb MCNONb30BaHa B AaHHOM pexmme

of command line!

Please configure precursor command | KomaHnga cyuiectsyeT (npusHaeTtcsq), HO
" at first! OTCYTCTBYET YCNoBME KOMaHAbl
syntax error : missing "" before the end | Owmnbka  cuMHTakcmMca:  KaBblMKM  HE  MOryT

MCNoJ1b30BaTbCA B nape

1.2.6. Nopaepxka A3bika HevyeTKon nornku (Fuzzy math)

Shell Ha kOMMyTaTOpe MMeET NOAAEPXKKY SA3blka HEYETKOM JTOrMKN B NOUCKE KOMaH, U KITHo4YeBbIX
cnoB. Shell 6ygeT pacno3HaBaTb KOMaHAbl U KNOYEBbIE COBa B TOM Cryvae, ecrnv BBeJeHHas
CTpPOKa He BbI3blBAET HUKAKNX KOHITMKTOB.

Hanpumep:

1. KomaHga “show interface ethernet status”, 6yaet pabotatb gaxe B ToM criyvyae, ecnm

HabpaTb “sh in ethernet status”.

2. OpgHako, npu Habope koMaHabl “show running-config” kak “show r” cuctema coodwmnT
“> Ambiguous command!”, T.k. Shell 6ygeTt He B cocTosAAHMM ONpeaennTb, YTO UMENOCh
BBMAy “show radius” unu “show running-config”. Takum obpasom, Shell cmoxeT
npaBuUnNbHO pacno3HaTb KOMaHAy TONbKO ecnu dygeT HabpaHo “sh ru”.
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2. OCHOBHbIE HACTPOUKU KOMMYTATOPA

2.1. OCHOBHbIE HAaCTPOMKHU

OcHoBHbIe HaCTpOIZKM KOMMYyTaTopa BKIHO4YakwT B cebs KOMaHObl AnA BXoAa W BbiXoga U3
pexnmvma agMUHUCTpaTopa, KOMaHObl AnA BXOAda W BbiXOOa U3 pexXunMma KOHd)I/IprMpOBaHI/IFI
MHTepcbeﬁca, anda HaCTpOVIKM n 0To6pa>|<eH|/|9| BpeMeHn B KOMMYyTatope, 0T06pa)l(eHVIFI
I/IHC*)OpMaLl,I/II/I O BepCun CUCTeMbl KOMMYyTaTOpa U TaK Aanee.

KomaHpa

MosicHeHue

OOGbIYHbIV NONb30BaTeNbLCKUN pexnm/Pexum agMmHucTpaTopa

Enable [<1-15>]
disable

Monb3oBaTenb ncnonb3yeT KomaHay enable ons Toro YTo6bl BONTH
B pexum agmumHucTpartopa. A komangy disable ons Beixoga 13 Hero

Pexum agMmuHucTpartopa

config [terminal]

Bxognt B pexmm rnobanbHOro KOHMUrypupoBaHuS M3 pexunma
agMUHUCTpaTopa

PasnuyHbie pexumbl

exit

Bbixog 13 Tekyllero pexvMa W BXOA4 B MNpeablOyLUni pexuMm,
Hanpumep, ecrnv NPUMEHUTb 3Ty KOMaHAy B pexume rnobansHoro
KOH(MrypmpoBaHusl, TO OHa BEPHET BaC B PEXMM agMUHMUCTpaTOpa,
ecnun Habpatb ewe pa3 (yKe HaxogdaCcb B pexume
agMuHMUCTpaTopa), To NonageTe B NOMb30BaTENbCKUN PEXUM

show privilege

lMokasbiBaeT npusunernn ona onpeneneHHbixX nonb3oBaTenen

PacwmpeHHbIN nonb3oBaTenbCKkun pexmm/Pexxum agmMmHucTpatopa

end

BbixoOUT U3 TeKyllero pexuMa u BO3BpaLlaeTCs B Pexum
agMuvHUCTpaTopa, TOMbKO Korda mnonb3oBaTeflb HAXOAWUTLCS He B
Nonb30BaTeNbCKOM/agMUHUCTPATOPCKOM pexmmax

Pexunm agMmHucTpatopa

clock set <HH:MM:SS>
[YYYY.MM.DD]

YcTaHoBKa gaTtbl BpemMeHun

show version

OTobpaxeHne Bepcumn KOMMyTaTopa

set default

BosBpaluaeT 3aBoacKne HaCTponku

write

CoxpaHsieT TeKyLLyo KOHdUrypaumio Ha new-namaTb
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OCHOBHbIE HACTPOWVKM KOMMYTATOPA W
KomaHpa NMosicHeHue
reload Mepes3arpyska komMmyTaTopa
show cpu usage lMokasblBaeT cTeneHb ncnonb3osaHus CPU
show cpu utilization [MokasblBaeT TEKYLLYIO CKOPOCTL 3arpys3ku npoueccopa
show memory usage lMoka3blBaeT CTENeHb MCMOSIb30BaHNSA NamMaTH

Pexum rno6anbHOro KOHUrypmpoBaHus

banner motd <LINE> HacTtponka oTtobpaxaemon uHoOpMaumm nNpuM  YCNeLwHon
aBTopu3auun nonb3oBaTensa 4epe3 Telnet wnn  KOHCONbHOE
coevHeHue

no banner motd

2.2. YnpaBneHue Telnet
2.2.1. Telnet

2.2.1.1. BBegeHue B Telnet

Telnet — 370 NpoCTON NPOTOKON yAarneHHoro 4ocTyna Afst AUCTaHUMOHHOTo Bxoaa. Mcnonb3ays
Telnet, nonb3oBaTenb MOXeT AMCTAHUMOHHO BOMTM Ha XOCT UcMonb3ysi ero IP-agpec unm nws.
Telnet MoxeT nocbinatbh HaXaTus KNaeBuLW yaaneHHOMY XOCTY M BblBOAWUTb AaHHble Ha 3KpaH
nonb3oBaTens ucnonbys npotokon TCP. 3To npo3payHas npoueaypa, Tak kak kakeTcs To, Y4TO
nonb3oBaTenbCKUe KnaBmaTypa U MOHUTOP MOAKIOYEHb! K yAaneHHOMY Y35y Hanpsimyto.

Telnet ncnonb3yeT KNMEHT-CEPBEPHBIA PEXMM, JOKanbHas cucTemMa BbICTynaeT B ponu
Telnet-knueHTa, a yganeHHbln XxocT — Telnet-cepepa. Kommytatop MOXeT ObiTb Kak
Telnet-cepBepoMm, Tak 1 Telnet-knneHTom.

Korma kommyTtatop ucnonb3yetcsi kak Telnet-cepBep, nonb3oBaTenb MOXET MCMNONb30BaTb
Telnet knueHTCkue nporpammebl, BkMoveHHble B OC Windows wunu gpyrve onepaumoHHble
CMUCTEMbl ONsi BXOAA B KOMMYTaTop, Kak OMMCaHO paHee B pasgene “‘ynpaBneHve no
He3aBMCMMbIM kaHanam cesa3n”. Kak Telnet-cepBep koMMmyTaTop MO3BOMSET A0 5 KnneHTam
Telnet nogkntoveHne, ncnonb3ys npotokon TCP.

Takke kommyTaTop, paboTas kak Telnet-knnMeHT, NO3BONSIET NONb3oBaTENt0 BONTU B Apyrue
yaaneHHble xocTbl. KommyTaTop MoxeT ycTaHoBuTb TCP-noakntoyeHne ToNbKO K OZHOMY
yAaneHHoMmy xocTy. Ecnu nosiButbcsi HeoGXOAUMOCTb COEAMHEHWUs C APYrUM  yAaneHHbIM
XOCTOM, Tekylume coeguHeHns TCP ormkHbl ObiTe pasopBaHsbl.

2.2.1.2. KomaHabl KoHurypupoBaHusa Telnet

1. Hacrtpowka Telnet-cepepa.
2. Wcnonb3osaHue Telnet ana yoaneHHoOro gocTtyna K KOMMyTaTopy.
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1. Hactpowka Telnet-cepsepa.

KomaHpa

OnucaHue

Pexxum rno6anbHOro KOHUrypmpoBaHus

telnet-server enable
no telnet-server enable

Aktusnpyet dyHkumio Telnet-cepBepa Ha
KOMMyTaTope, KoMmaHaa “no” geaktusupyet

3Ty (PyHKLMIO

username <user-name> [privilege <privilege>]
[password [0 | 7] <password>]

No username <username>

HacTtpauBaeTt nmsi nonb3oBaTenst U Naponb
ans pgoctyna no Telnet. KomaHga “no”
yaanset JaHHble aBTOpPU3aALINK
BbIOpaHHOro NonbL3oBaTens

authentication securityip <ip-addr>
no authentication securityip <ip-addr>

HactpanBaeT 6e3onacHoctb IP-agpecoB
Ons Bxoga Ha KommyTatop no Telnet:
KoMaHga “no” oTMeHsieT npeablayLuyto
KomMaHay

authentication securityipv6 <ipv6-addr>
no authentication securityipv6é <ipv6-addr>

HactpauBaet 6e3onacHocTb IPv6-agpecos
Oons Bxoga Ha kommyTtatop no Telnet:
KoMaHga “no” OTMeHsAeT npeabiayLlyro
KoMaHay

authentication ip access-class

std>|<name>}

{<num-

no authentication ip access-class

CesasbiBaeT ctangapTHei IP ACL ¢ Telnet/
SSH/Web; komaHga “no” oTMeHseT

npeAablayLLyo KomaHay

authentication ipv6 access-class

CsasbiBaeT IPv6 ACL ¢ Telnet/SSH/Web;

“ ”

no authentication line {console | vty | web}
login

{<numstd>|<name>} KoMaHga “no” oTMeHsieT npenblayLuyro
no authentication ipv6 access-class Komaray

authentication line {console | vty | web} login | HacTtpoiika pexuma  ayTteHTudpmkaumm
{local | radius | tacacs } Telnet

authentication enable method1 [method2 ...]
no authentication enable

HacTtpoika BKHOYEHMSI CMMCKOB METOLO0B
ayTeHTudmKaumm

authorization line {console | vty | web} exec
{local | radius | tacacs}

no authorization line {console | vty | web}
exec

HacTtpoika pexnma astopmnsaumm Telnet
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KomaHpa OnucaHue

accounting line {console | vty} command <1- | HacTporika cnicka MeTofoB y4eTa
15> {start-stop | stop-only | none} methodl

[method2...]
no accounting line {console | vty} command
<1-15>
Pexnm agmMmHucTpaTopa
terminal monitor OTobpaxeHne oTnagovHOM WHopmauum

AN BXxOA4a Ha  KOMMyTatop — 4epes
Telnet-knueHt. KomaHga “no” oTkniovaeTt
oTObpaxeHne gaHHOW MHOpMaLLMK

terminal no monitor

2. WNcnonb3osaHue Telnet ona yganeHHoro 4octyna K KOMMyTaTopy.

KomaHpa OnucaHue

Pexum agMmuHucTpartopa

telnet [vrf <vrf-name>] {<ip-addr> | <ipv6-addr> | Bxoq Ha XOCT KoMMmyTaTopa 4epes
| host <hostname>} [<port>] Telnet-knMeHT, BXOASLWMIA B KOMMNEKTALUNIO
KOoMMyTaTopa

2.2.2. SSH
2.2.2.1. BBepgeHue B SSH

SSH (aHrn. Secure SHell — «6es3onacHas obornoyka») sBRSETCA MPOTOKONOM, KOTOPbIN
obecneuymBaeT Ge3onacHbIM yAaneHHbl OOCTyn K ceTeBbiM ycTponcTBam. OH OCHOBaH Ha
HagexHom TCP/IP-npoTtokone. OH noggepxuBaeT TakMe MEXaHU3Mbl Kak pacnpegerneHue
KNnoyen, npoeepka MOAMMHHOCTM W WwundpoBaHns mexgy SSH-cepBepoM u SSH-knneHTomMm,
ycTaHoBka Ge3onacHoro coeavHenusi. NHdopmaums, nepeaaBaemMas yepes3 370 CoOeauHeHue
3awmueHa ot nepexasarta v pacwmndposku. na goctyna K KOMMyTaTtopy, COOTBETCTBYHOLLEMY
TpeboBaHmam SSH2.0, Heobxogumo SSH2.0 knneHTCkoe nporpamMmmHoe obecneveHne, Takoe,
kak SSH Secure Client n Putty. lNonb3oBatenn MoOryT 3anyckaTb BblLLENEPEYNCIIEHHOE
nporpamMmmHoe obecneveHne Ana ynpaBfeHUs KOMMyTaTopom yaaneHHo. Kommytatop B
HacTosiwee Bpemsi nogdepxusaet ayteHTudmkaumo RSA, 3DES mn SSH wudpoBaHune
NpOTOKONa, Naposib NONb30BaTENSA ayTeHTUdMKALMM U T.A4.

29

@ §) QTECH

MWP [OOCTYNHEE


http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
http://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA

PykoBogcTteo nonb3osatend QSW-3470

OCHOBHbIE HACTPOMK/ KOMMYTATOPA " www.atechru |

2.2.2.2. Cnucok KkomaHa ana koHdurypupoBaHusa SSH-cepBepa

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

ssh-server enable AKTMBaUMs QYHKUMM Ha KOMMyTaTope; KoMaHga
e [ No” OTMEHSAET NpeablayLLyo KOMaHay

username <username> [privilege HactpamBaeT mms nonb3oBaTena U naponb Ans
<privilege>] [password [0 | 7] goctyna Kk KOMMyTatopy u4epe3 SSH-knueHT.
<password>] KomaHga “no” ypanseT [faHHble aBTopuM3aumu

no username <username> Bbl6paHHOF0 nonb3oBaTtend

ssh-server timeout <timeout> HacTponka TtarmayTta gnga ayteHtudukaumm SSH;

KomaHgoa “no” BoccTaHaBnuBaeT 3HA4YeHUa Mo

no ssh-server timeout .
YMOMYaHuIio TanmayTa ansa ayteHtudunkaumm SSH

ssh-server authentication-retires | Hactponka 4uMcno nOBTOPHbIX MNONbITOK  SSH
<authentication-retires> ayTeHTubmkaumm; Komanga “no” BocctaHaBnueaet

no ssh-server authentication-retries | 3Ha4€H1A N0 yMON4aHWIo

ssh-server host-key create rsa | Co3gaHnme HoBoro RSA «knw4ya xocta Ha
modulus <moduls> SSH-cepBepe

Pexunm agmuHucTpatopa

terminal monitor lMoka3 otnagoyHon nHdopmauun SSH Ha cTopoHe
serrlinall M anlier KNMeHTa; koMaHda “no” OTMeHsIeT npeablayLlyto
KoMaHgy

2.2.2.3. Npumep HacTponkm SSH-cepBepa
Mpumep 1:
3apgauu:

e Bkmountb SSH-cepBep Ha kommyTaTope u 3anyctutb SSH2.0 nporpammHoe
obecneveHune knneHTa, Takoe kak SSH Secure Client unu Putty Ha TepmuHane. Bontun
Ha KOMMYTaTOp, UCMONb3Yyst UMSA NONb30BaTeNsI U MAPOSb OT KINEHTA.

e Hactpoutb IP-agpec, no6aBnte SSH nonb3oBartenen n aktmempoBaTb SSH-cepeuc Ha
kommyTaTope. SSH2.0-KNMEHT MOXEeT BOWTM B KOMMYTaTop, WCMNOb3yst WMS
nonb3oBaTens 1 Napornb 4519 HACTPOMKN KOMMYyTaTopa.

Switch(config)#ssh-server enable

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 100.100.100.200 255.255.255.0
Switch(Config-if-Vlanl)#exit
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Switch(config)#username test privilege 15 password 0 test

B IPv6-ceTax, TepmuHan aorkeH 3anyctutb SSH-knueHT u nporpaMmmHoe obecnedveHve,
KoTopoe nogaepxueaeT IPv6, Takue kak putty6. lNMonb3oBaTeniv He JOITKHbI USBMEHATbL HACTPOMKM
KOMMyTaTopa, 3a UCKITIoYeHneM pacnpeaenenus IPv6-agpeca onst nokanbHOro xocra.

2.3. HacTtpouka IP-agpecoB KommyTaTopa

Bce Ethernet-noptel KOMMyTaTOpa NO YMOMYaHMUIO ABNAOTCA NOpTaMm AOCTYNa AN KaHanNbHOro
YPOBHA W BbINONHAOTCA Ha BTopom ypoBHe. VLAN-uHTepdenc npencrasnaetr cobou
NHTEepdeNnc TpeTbero ypoBHSA C OYHKUMAMK, ANst KOTOPbIX MOXEeT ObiTb HasHaveH IP-agpec,
koTopbi ByaeT Takke IP-agpecom kommyTaTopa. Bece cetn VLAN, cBAzaHHble C nHTEpdEcomMm,
N UX KOHdurypauma moryT ObiTb HacTpoeHbl B nogpexume koHdurypmposaHms VLAN.
KommyTaTtop npegocrtaBndeT Tpyu MmeToaa KoHurypauum IP-agpeca:

L] py4Had;
e BOOTP;
. DHCP.

PyyHas HacTponka IP-agpeca nossonseTt npucesamBath IP-agpec BpyyHyto.

B BOOTP/DHCP-pexnme, kommyTaTop paboTtaer kak BOOTP/DHCP-knuneHT, oTnpaBnser
LinpokoBeLlaTenbHble nakeTbl BOOTP-3anpoca Ha BOOTP/DHCP-cepBepa "
BOOTP/DHCP-cepBep HasHadaeT agpec OTnpaBuTENi0 3anpoca, KpoMe TOro, KOMMyTaTop
MOXeT paboTaTb B KadectBe cepsepa DHCP n gMHammnuyecku HasHayaTb napameTpbl CEeTw,
Takue, kak IP-agpeca, wno3 n agpeca DNS-cepsepoB DHCP-knueHTam, 4To nogpobHO onucaHo
B MOCneayrLunX rnaBax.

2.3.1. Cnncok KomaHpa Ansa HacTpouku |IP-agpecoB

1. Bknwodvenne VLAN-pexuma.
2. Py4Has HacTpoMuka.

3. BOOTP-koHpurypaums.

4. DHCP-koHurypauus.

1. BknodeHne VLAN-pexuma.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

interface vlan <vlan-id> CospgaHre VLAN-unTepdenca (MHTEpdENCa
TPETbEro YpPOBHS); koMaHga “no” ypanser

no interface vlan <vlan-id>
VLAN-uHTEphenc
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2. Py4Has HacTpoMka.
KomaHpa OnucaHue
VLAN-pexum
ip address <ip_address> <mask> [secondary] Hactpownka IP-agpeca

VLAN-uHTepdemnca; komaHaa “no”
yoansieT |IP-agpeca
VLAN-nHTEepdenca

no ip address <ip_address> <mask> [secondary]

ipv6 address <ipv6-address / prefix-length> [eui-64] | HacTtponka IPv6-agpecoB. KomaHnaa

no address <ipv6-address / prefix-length> ‘no” ypanset IPvé-aapeca

3. BOOTP-koHduUrypaums.

KomaHpga OnucaHue
VLAN-pexum
ip bootp-client enable BkntoveHne kommytaTopa kak BOOTP-knueHta ans

nonyvyeHnsa |IP-agpeca wn agpeca wn3a  nNyTem
neperosopos BOOTP. KomaHgoa “no” Bblkno4yaeT
BOOTP-knneHT

no ip bootp-client enable

4. DHCP-koHurypauus.

KomaHaa OnucaHue
VLAN-pexum
ip dhcp-client enable Bkntouenne kommyTtatopa kak DHCP-knueHTa Aans

nonyyenus IP-agpeca n agpeca wnio3a nytem 3anpocos

ip dhcp-client bl
no Ip dhcp-client enable DHCP. KomaHga “no” Bbikntoyaet DHCP-knueHT

2.4. Hactpouka SNMP
2.4.1. BBepeHue B SNMP

SNMP (Simple Network Management Protocol) sBnaetca craHgapTHbIM NPOTOKONIOM CETEBOIO
yrnpaBneHns, KOTOPbIA LLUMPOKO UCMONb3YETCs B yNpaBneHnn KomnbloTepHbiMm ceTsammn. SNMP
saBnsieTca passuBatowmmes npotokonoM. SNMP v1 [RFC1157] sensieTcs nepBow Bepcuen
npotokona SNMP, koTopas aganTMpoBaHa K OFpOMHOMY 4MCAy NPOW3BOAUTENEN CBOEWN
npocToTon 1 nerkoctoto BHeapenusi; SNMP v2c¢ asnsetca ynydweHHon Bepcuen SNMP v1; B
SNMP v3 ycuneHa 6esonacHocTtb, gobasneHsi USM n VACM (View-Based Access Control
Model).

SNMP-npoTokon obecneunBaeT NpocTor cnocob obmeHa nHpopMaumnen ynpasneHus ceTbio
mexay AByMsi Toukamm B ceTu. SNMP ncnonb3yeT MexaHn3m 3anpocoB U NepefaeT coobLeHns
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yepe3 UDP (npotokon 6e3 ycTaHOBNEHMSI COEAMHEHUS TPAHCMOPTHOIO YPOBHSI), MOSTOMY OH
XOpOLLO NOAAEPKMBAETCA CYLLECTBYIOLLMM KOMMNBIOTEPHBIMU CETSMMU.

SNMP-npoToKONn WUCNoMb3yeT pexuMm CcTaHuuu-areHTa. B 9ToM CTpykType ecTb [Be
coctaensowme: NMS (Network Management Station) n areHt. NMS gaBnsetca pabouen
CTaHUMen, Ha KOTOpOM CTOUT KnueHTckas nporpamma SNMP. 3to aapo SNMP-ynpasneHus
ceTbto. AreHT cepBepHOro nporpaMmHoro obecrneveHus paboTaeT Ha YCTPOMCTBAX, KOTOpbIe
Hy>xgatoTca B ynpaeneHun. NMS ynpasnset Bcemn obbektammn yepes areHToB. KommyTtaTop
nogaepxmeaeT OyHKUMM areHTa.

Ceasb mexagy NMS u areHTom npoucxoauT B pexmme KnueHt-CepBep, obmeHuBasicb
cTaHgapTHbIMK cooblieHmammu. NMS nocbinaet 3anpoc, n areHT otBevaeT. EcTb ceMb TMnoB
SNMP-coobLeHuin:

o Get-Request

o Get-Response

o Get-Next-Request
o Get-Bulk-Request
e Set-Request

e Trap

¢ Inform-Request

NMS cBaAsbiBaeTcd C areHToM C nomoulbio 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request n Set-Request, areHT, npu nony4yeHmn 3anpocoB, oTBeYaeT COObLLeHnEM
Get-Response. O HekoTOpbIX CrneuManbHbIX CUTyauusix, TakuMX, Kak WM3MEHEeHUs1 CTaTycoB
ceTeBblX MOPTOB YCTPOWCTBA WM U3MEHEHUS TOMOSIOMMW CeTW, areHTbl MOryT OTMpaBnATb
cneumanbHble coobleHns o6 aHomarnbHbIX cobbiTusX. Kpome Toro, NMS moxeT ObiTb Takke
YCT@HOBMEH ONa NpeaynpexneHns HEeKoTOopbIX aHoMarnbHbIX cobbiTui, aktusmpys RMON
dyHkumto. Korga cpabatbiBaeT onpefeneHHoe NpaBuiio, areHTbl OTNpaBnialT coobLWeHns B
XypHanbl cobbITWIA B COOTBETCTBUM C HACTPONKaMM.

USM obecneunBaet ©Ges3onacHyio nepefadvy, Xopowo MpoayMaHHOE LWugpoBaHME U
ayTeHTudmkaumto. USM wndpyet coobLieHns B 3aBMCUMOCTM OT BBOLA Naposisa Nonb3oBaTens.
OTOT MexaHu3M rapaHTUpyeT, 4YTO coobLlieHMs He MOoryT ObiTb MPOCMOTPEHbI BO BpeMS
nepegaun. Tawke USM AyTteHTudwmkaumsa rapaHTMpyeT, 4Tto cooblieHne He MOXeT ObiTb
nameHeHo npu nepegade. USM wucnonb3dyetr DES-CBC kpuntorpacduo. 1 HMAC-MD5, wu
HMAC-SHA ncnonb3aytoTcs gnga ayTeHTUmKaumm.

VACM wucnonb3yeTcs gns Knaccudpukaumm npae M OoCTyna nosib3oBaTtenen. OTo CTaBuT
nonb3oBaTtenen C OQHNM U TEM Xe paspeLleHnemM JocTyna B ogHy rpynny. HeaBTopn3oBaHHble
nonb3oBaTeny He MOryT NPOBOAUTL Onepaumn.

2.4.2. BBepeHue B MIB

NHudopmauusa ynpaeneHus ceTbio goctyna B NMS koppekTHO onpeaeneHa u opraHnsoBaHa B
nHdopmaumoHHon 6ase ynpaenenus (MIB). MIB ato npegonpegenenHHasa wHdopmauus,
KoTopass MOXeT ObiTb [OCTyMHa 4epe3 MNpPOTOKOMbl YNpPaBrieHUs CeTbi, BO BCEW CBOEW
MHOFOCITOMHOCTU U CTPYKTypupoBaHHOM Buae. lNpegonpeaeneHHas nHopmaums ynpasneHus
MOXeT ObITb nonyyeHa nytemM MOHUTOpUHra cetesbix yctponcTt. ISO ASN.1 onpegensiet
ApeBoBuaHYIO CTpyKTypy Ana MID, cooTBeTCcTBEHHO Kaxabin MIB opraHuayeT BCIO OOCTYMNHYHO
MHpopMaumio B BuAe Takonm CTpykTypbl. Kaxabim y3en atoro gepesa cogepxut OID
(vaeHTMdMKaTOp 06bEKTA) M KpaTkoe onucaHue yana. OID npeacrasngaet cobon Habop Lenbix
yncen, pasgeneHHbiX ToOYKaMn n MOXeT OblTb MCNONb30BaH ANS onpeaeneHns MeCTOMNONOXEHMWS
y3na B apeBoBuaHon cTpyktype MID, kak MokasaHO Ha PUCYHKe HUXe:
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Root

Object(2)

Object(1)

PucyHok 2-1. Npumep aepesa ASN. 1

Ha atom pucyHke OID obbekTa A asnsetca 1.2.1.1. NMS mMoXeT HanTu aTOT 00BHEKT Yepes ToT
yHuKkanbHbln OID 1 nonyunTb cTaHgapTHble nepeMeHHble obbekta. MIB onpepenset Habop
CTaHOapTHbIX NepeMeHHbIX ANA MOHUTOPWUHIa CeTeBbIX YCTPOWCTB, Cneaysa 3TOW CTPYKTYpe.

Ecnu nHpopmaumsa o nepemeHHbix MIB-areHTa gomkHa 6bITb NpocMOTpeHa, Heobxoaum 3anyck
nporpammHoro obecneyeHms npocmotpa MIB Ha NMS. MIB B areHTe OObIMHO COCTOUT U3
nyénuyHoro MIB un yactHoro MIB. [My6nuuHbin MIB cogepXuT OTKpbITYHO WH(OopMaumio
yrnpasreHns ceTbto, KoTopas MoxeT 6biTb gocTynHa ans scex NMS, yacTtHein MIB cogepxuT
KOHKPETHYIO MH(pOpMaLMIO, KOTOpas MOXeT ObITb MPOCMOTPEHA U KOHTPONUPYeTCS NoAAEPKKON
npoussoauTens.

MIB-I [RFC1156] 6bina nepson peanusauuen nydnnyHsix MIB SNMP, 1 6bina 3ameHeHa MIB-|
[RFC1213]. MIB-Il pacwupset MIB-I n coxpanset OID gna MIB gepesbeB B MIB-I. MIB-I,
COAEPXMUT BOXEHHblE OepeBbsi, KOTOpble Takke HasblBaloTcs rpynnamv. O6bekTbl B 3TUX
rpynnax oxeBaTblBalOT BCe (PyHKUMOHamnbHble obnactu B ynpasneHun ceTbto. NMS nonyvaet
nHdopmaumio 06 ynpasneHun ceteto npocmatpmeas MIB Ha SNMP-areHTe.

KommyTtaTtop moxeT paboTtath B kadectBe SNMP-areHTa, a Takke noggepxusaet SNMP v1/v2c
n SNMP v3. Takke kommyTaTop nogaepxmBaeT 6asoBble MIB-II, RMON ny6nnyHble MIB n
apyrme nyonuyHble MID, Takue kak Bridge MIB. Kpome TOro, kommyrtaTtop nognepxveBaeT
CaMOCTOSTENbHO onpeneneHHble YacTHole MIB.

2.4.3. BBepeHue B RMON

RMON saBnsietca Hanbonee BaxHbIM paclumpeHnem craHgaptHoro SNMP-npotokona. RMON
saBnsieTca Habopom onpegenennn MIB u ncnonb3yeTtcss ans onpeneneHvus CTaHOapTHbIX
CPeAcTB 1 MHTepdencoB Ans HabnaeHns 3a CeTblo, NO3BONSET OCYLLECTBNATE CBA3b MEXAy
TepmuHanamm ynpaerneHmss SNMP v yganeHHbiMn ynpaBnsieMbiMn koMmmyTtaTtopamm. RMON
obecneymBaeT BbICOKOI(OEKTUBHBIN METOA KOHTPONS AEUCTBUN BHYTPU NOACETU.

MID RMON cocTtout 13 10 rpynn. KommyTtatop noggepxmBaeT Hanbonee 4acto UCMnonb3yemble
rpynnel 1,2, 3 1 9:

e  Statistics: KOHTPONMPYET OCHOBHOE UCMONb30BaHNE 1 BeeT CTaTUCTUKY owmMboK Ang
KaXkgow NMOACeTW KOHTPONIMPYEMOro areHTa.

e History: nossonsieT nepuvoauyeckn 3anucbiBaTe 0Opasubl CTATUCTUKWU, KOTOpble
AocTynHbl B CTaTucTuke.

e Alarm: no3sonsieT nonb3oBaTensiM KOHCONW yNpaBneHns yCTaHaBnMBaTbh KONMYECTBO
WX YUCIO ANS MHTEpPBanoB OOHOBIMEHUSI N MOPOroOBbLIX 3HAYEHWUA OMOBELLEHUA ONs
3anucen RMON-areHTa.
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e Event: cnncok Bcex cobbiTui, nponsowenwmx B8 RMON-areHTe.

Alarm 3aBucaT oT peanu3aumu Event. Statistics n History otobpaxatoT TekyLLyto CTaTUCTUKY UK
ncrtoputo nogcetun. Alarm n Event o6ecneunsatoT MeToq KOHTPOs Nto60oro naMeHeHns AaHHbIX
B CeTM W NpeaoCTaBnsioT BO3MOXHOCTb MoAaBaTb CUrHanbl MpU HewTaTHbIX COObITUAX
(oTnpaBka Trap vnu 3anuck B XXypHarbl).

2.4.4. Hactpouka SNMP

2.4.4.1. Cnucok KomaHa ans Hactpoukn SNMP

=

BkntoveHne n otknoveHne pyHkumm SNMP-areHTa.
HacTpowka cTtpokn coobuiectsa B SNMP.
Hactponka IP-agpeca ctaHumm ynpasneHna SNMP.
HacTtpownka engine ID.

HacTpoWka nonb3oBaTens.

HacTtpownka rpynnel.

Hactpowka Bnaa.

Hactponka TRAP.

BkntoueHwne/BbikntoveHne RMON.

©eNOOOA®BDN

1. BkniodeHue un oTknodeHne dpyHkumm SNMP-areHTa.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

snmp-server enabled Bkntoyenne dyHkumm  SNMP-areHTa Ha
KommyTaTope. Komanga “no” Bbikno4yaeT aTy

no snmp-server enabled
OYHKUMIO

2. Hactporika ctpoku coobuiectsa B SNMP.

KomaHaa OnucaHue

Pexunm rmobanbHOro KoHUrypmpoBaHms

snmp-server community {rojrw} {0 | 7} | Hacrtpoiika cTtpoku coobuiectsa B SNMP ans
<string> [access {<num-std>|<name>}] [ipv6-  kommyTaTopa. KomaHaa “no” ypmanseTt aTy
access {<ipv6-num-std>|<ipv6-name>}] [read A cTpoky

<readview-name>] [write <write-view-name>]

no snmp-server community  <string>
[access {<num-std>|<name>}] [ipv6-access
{<ipv6-numstd>|<ipv6-name>}]
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3. Hactpouika IP-agpeca ctaHuum ynpasneHus SNMP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

snmp-server securityip { <IPv4-address> |
<ipv6-address> }

no snmp-server securityip { <IPv4-address>
| <ipv6-address>}

HacTtpoiika 6e3onacHsix |IPv4/IPv6-agpecos,
KOTOpble MMEIT NpaBo AOCTyna K
KommyTaTopy. Komanga “no” ygangaet atu
HaCTPOMKK

snmp-server securityip enable
snmp-server securityip disable

BkntoyeHne n oTknoveHne yHKUMm
nposepkn 6e3onacHbix IP

4. Hactpownka engine ID.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypupoBaHus

snmp-server engineid <engine-string>
no snmp-server engineid

Hactporka nokanbHoro engine ID Ha
KoMMyTaTope. 3Ta KoMaHAa ncnonb3yeTcs Ans
SNMP v3

5. HacTtpoiika nonb3oBaTens.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

snmp-server user <use-string> <group-
string> [{authPriv | authNoPriv} auth {md5 |
sha} <word>] [access {<num-std>|<name>}]
[ipv6access {<ipv6-num-std>|<ipv6-name>}]

no snmp-server user <user-string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

[obaeneHne nonb3osatens B SNMP-rpynny.
OTa KoMaHga Ucnonb3yeTcss AN HaCTPOMKK
USM ana SNMP v3
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6. Hactpownka rpynnesl.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

std>|<ipv6-name>}]

no snmp-server
{noauthnopriv |

group
authnopriv |

{<ipv6-num-std>|<ipv6-name>}]

<group-string>
authpriv}
[access {<num-std>|<name>}] [ipv6-access

snmp-server group <group-string> | YcTtaHoBKka MWHdopMauum o rpynne Ha
{noauthnopriv | authnopriv | authpriv} kommyTtaTope. 3Ta KOMaHAa ucnonb3yeTcs
[[read <read-string>] [write <write-string>] | ans HacTtporku VACM ana SNMP v3

[notify  <notify-string>]] [access {<num-

std>|<name>}] [ipv6-access {<ipv6-num-

7. Hactponka suga.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypupoBaHus

v2c | {v3 {noauthnopriv | authnopriv |
authpriv}}} <user-string>

no snmp-server host { <host-IPv4-
address> | <host-ipv6-address>} {v1 |
v2c | {v3 {noauthnopriv | authnopriv |
authpriv}}} <user-string>

snmp-server view <view-string> <oid-string> | HacTporika Buga Ha KommyTaTope. O3Ta
{include | exclude} KomaHga ncnonbayetca ansg SNMP v3
Nno snmp-server view <view-string> [<oid-
string>]

8. Hactponka TRAP.
KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

snmp-server enable traps Bkntounte otnpaBky  Trap-coobwienun. 3Ta
no snmp-server enable traps komaHga ncnonb3yetcs ana SNMP v1/v2/v3
snmp-server host { <host-IPv4- | YcraHoBka IPv4/IPv6-agpeca xocTa, KOTOpbIN
address> | <host-ipv6-address>} {vl |  ucnonb3yeTcsa Ans nony4eHns uHdopmaumm

SNMP Trap. Ona SNMP v1/v2, ata komaHaa Takke
HacTpauBaeT CTPOKy coobuiectea ond Trap; ans
SNMP v3, aTa kOMaHOa TaKke HacTpamBaeT UMS
nonb3oBaTtenss U ypoBeHb 6GesonacHoctn Trap.
KomaHga "no", oTmensier at1oT IPV4- wnn
IPv6-agpec
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KomaHpa OnucaHue

snmp-server trap-source {<IPv4- | YcTtaHoBka IPv4 unu IPv6-agpeca NCTOYHWMKA,

address> | <ipv6-address>} KOTOpbIN UCNONb3yeTcs AN OTrnpaBku
no snmp-server trap-source {<IPv4- ap-nakeTos, koMaHaa "no” ynanser
address> | <ipv6-address>} KOHdpurypaumio

9. BkntoyeHue/sbiknoveHne RMON.
KomaHpa OnucaHue

Pexum rno6anbHOro KOHUrypmpoBaHus

rmon enable BkntoveHue/BbiknovyeHne RMON
no rmon enable

2.4.5. Tunu4yHble npumepbl HacTponku SNMP

IP-agpec NMS 1.1.1.5, IP-agpec kommyTaTtopa (areHta) 1.1.1.9.

CueHapwum 1. lNMporpammHoe obecneveHne NMS ncnonb3yeT npotokon SNMP ansa nonyvexHus
AaHHbIX OT KOMMyTaTopa.

KoHdpurypaumsa kommyTaTopa, 3anncaHa Huxe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 1.1.1.5

NMS moxeT ucrnonb3oBaTb YaCTHYO CTPOKYy coobLiecTBa Anst JOCTyna K KOMMyTaTopy Ans
YTEHMS 1 3annCK paspeLleHnii UM Ucnosb3oBaTh NyGNUYHYI0 CTPOKY coobLlecTBa Anst AoCTyna
K KOMMYTaTOPY TOMbKO AN YTeHUS pa3peLLeHui.

CueHapun 2. NMS Gyget nonydatb Trap-coobieHns oT kommyTtatopa (MpumedaHme: NMS,
BO3MOXHO, MPOBEPUT 3HAaYEHNE CTPOKM coobLiecTBa ans Trap-coobuieHnin. B atom cnyyae NMS
ncnonb3yeT NOATBEPXKAEHNE CTPOKM coobLlecTBa usertrap).

KoHurypauma kommyTaTopa, U3noxeHa Huxe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server host 1.1.1.5 v1 usertrap
Switch(config)#snmp-server enable traps
CueHapum 3. NMS ucnonbsyet SNMP v3, 4tobbl NoNy4MTh MHPOPMAaLMIO OT KOMMYTaTopa.
KoHurypaums kommyTaTopa, U3roxeHa Huxe:
Switch(config)#snmp-server
Switch(config)#snmp-server user tester UserGroup authPriv auth md5 hellotst

Switch(config)#snmp-server group UserGroup AuthPriv read max write max notify
max

38

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3470

OCHOBHbIE HACTPOWMK/ KOMMYTATOPA " www.atechru |

Switch(config)#snmp-server view max 1include
CueHapum 4. NMS xo4eT nonyuntb v3Trap-coobLieHne, oTnpaBneHHOe KOMMYTaTOPOM.
KoHdurypauusa kommyTtaTopa, U3noxeHa HuxXe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server host 10.1.1.2 v3 authpriv tester
Switch(config)#snmp-server enable traps

CueHapun 5. IPv6-agpeca NMS 2004:1:2:3::2; IPv6-agpeca kommyTatopa (areHTta)
2004:1:2:3::1. MNonb3oBatenn NMS ucnonbaytoT npotokonn SNMP ana nonyyeHvuss AaHHbIX OT
KOMMyTaTopa.

KoHdpurypaumsa kommyTaTopa, U3roxeHa HUxXe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 2004:1:2:3::2

NMS moxeT ucnonb3oBaTbh 4YacTHYK CTPOKY coobliecTBa Ansg OOCTyna K KOMMyTaTtopy Ansi
YTEeHUS 1 3anNncK paspeLLEeHnii UM CNonb3oBaTb NyONNYHYI0 CTPOKY coobLlecTBa Ans JocTyna
K KOMMYTaTOpy TOSbKO AN YTEHUS pa3peLleHnia.

CueHapun 6. NMS Gyget nonydatb Trap-coobieHnsa ot kommyTtatopa (MNpumedanne: NMS,
BO3MOXHO, MPOBEPUT 3HAYEHNE CTPOKM coobLiecTBa anga Trap-coobuieHnin. B atom cnyyae NMS
ncnonb3yeT NOATBEPXKAEHNE CTPOKM coobLlecTBa usertrap).

KoHdurypauusa kommyTaTopa, U3noxeHa HUxXe:
Switch(config)#snmp-server host 2004:1:2:3::2 v1 dcstrap

Switch(config)#snmp-server enable traps

2.4.6. Nounck HeucnpaBHocTen SNMP

Korga nonb3oBatenu HactpamBatoT SNMP, SNMP-cepBep MOXeT He pabotaTtb OOMKHbLIM
obpa3om un3-3a oTKasa (OU3NYECKOro COEAUHEHUA W HENpPaBWibHOW KOHUrypauum wm T.A4.
Monb3oBaTenu MoryT ycTpaHuTb Npobnembl, BbINOAHUB TpeboBaHNS, YyKa3aHHbIe HUXeE:

o Y6eamTbCsl B HAQEXHOCTUN (PU3NYECKOTrO COEANHEHMS.

o Yb6egutbes, YTo MHTEpdENC 1 NPOTOKOM Nepegayn JaHHbIX HAXOAATCA B COCTOSHUM “up”
(ncnonb3ynte komangy "Show interface"), a Tawke cBA3b Mexdy KOMMYTaTopom W
XOCTOM MOXET ObITb MpOBEpPEHA NyTEM NMHra (MCrnonb3ynte komaHay "ping").

o Ybeoutbes, 4To BKItodeHa dyHkums SNMP-areHTa. (Micnonb3oBaTb koMaHay "snmp-
server").

o Y6egutbes, yto 6e3onacHocTb IP ana NMS (Mcnonb3oBaTb KomaHay "snmp-server
securityip") n ctpoka coobuecTBa (MCnonb3oBaTb KOMaHAy "snmp-server community™)
npaBuUNbHO HacTpoeHbl. Ecnn 4T0-TO M3 3Ttoro He HactpoeHo, SNMP He cmoxeT
obwartbess ¢ NMS gomkHbIM o6pasom.

e Ecnu Heobxoamma Trap QyHKuMs, He 3abyabTe BKMAUUTL Trap (Mcnonb3oBaTb
Komangy "snmp-server enable traps"). W He 3abyabTe npasBunbHO HacTpouTb IP-agpec
X0CTa u CTpPoKy coobulectBa ang Trap (ucnonb3oBaTb kKomaHAgy "snmp-server host”),
4yTObbl 06ecneyvnTb oTNpaBKy Trap-coobLLEHMN Ha YyKa3aHHbIA XOCT.

e Ecnu Heobxogmma RMON-gyHKUMA, OHa JofmkHa ObiTb BKNOYeHa (MCnonb3oBaThb
Komangy "rmon enable"”).
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e Wcnonb3ynte komaHay "show snmp", 4To6bl NPOBEPUTEL OTNPABMIEHHbIE U NOMYyYEHHbIE
coobuwenna SNMP; Mcnonb3ynte komangy "show snmp status", 4toGbl npoBepuTb
nHdopmaumio o koHdurypaumm SNMP; Ucnonbayte komaHay "debug snmp packet”,
4YTOObI BKMOUNTDL PYHKUMM OTnaaku n nposepkn SNMP.

e [Ecnu nonb3oBatenb NO-NpeXHeMy He MOXeT pewntb npobnemol ¢ SNMP,
obpallanTecb B TEXHUYECKUI LIEHTP.

2.5. MogepHMu3auua KommyTtaTopa

KommyTaTop npegoctaenseTt asa cnocoba obHoBneHusi: o6HoBneHne BootROM n o6HoBneHune
TFTP/FTP noa Shell.

2.5.1. CuctemHble ¢pannbl KOMMyTaTopa

CuctemHble thannbl BKoYaloT B cebs ¢hannbl obpasa cuctemsl (image) n 3arpy3odHble (boot)
dannel. O6HOBREHNE cUCTEMHBIX dannoB KoMMyTaTopa nogpasymeBaeT coboin nepesanucb
cTapbix hannos HOBLIMW.

dann obpasa cuctembl BKMoYaeT B ceba oxaTtble dannbl annapaTHbIX ApanBepoB, dansbl
nporpaMmMHoro obecneveHmst U T. 4., 3T0 TO YTO Mbl 06bI4HO Ha3biBaeM “IMG file”. IMG dann
MOXeT ObITb coxpaHeH Tonbko B FLASH ¢ onpegeneHHbIM Ha3BaHMeEM Nos.img.

3arpy3ouHble (boot) dhannbl HeobxoauMbl 4Na 3arpy3kn 1 3anycka KoMMyTaTopa, 3TO TO, YTO Mbl
06bI4HO HasbiBaeM “ROM file” (MoryT 6biTb ckatbl B IMG hanrnbl, eCriv OHW CriwkomM 60nbLumnx
pasmepoB). B kommyTaTope 3arpy3oyHbie hansibl pa3peLleHo coxpaHaTb B Tonbko B ROM.

KommyTatop onpegenser nytb M umeHa pgns dannoe 3arpysku kak flash:/boot.rom wu
flash:/config.rom.

KommyTatop npegoctaBnsieT nonb3oBaTtento gsa pexuma obHosneHus: 1. BootROM-pexum;
2. TFTP- n FTP-o6HoBneHne B pexnme Shell. 31n gBa cnocoba obGHoBNEHMA ByayT onncaHbl
noApo6HO B crieaytoLwmx AByX pasgenax.

2.5.2. BootROM-obHOBReHue

Ectb gBa meTtoga ons BootROM-o6HoeneHus: TFTP n FTP, koTopble MoryT 6biTb BbiOpaHbl B
KomaHgax HacTponkun BootROM.

f

KoHCONBHLIN

Kabenb cBA3u
kabenb cBA3n

PucyHok 2-2. TunnyHasa Tononornsa ans obHoBneHs KommyTtaTtopa B pexxume BootROM

40
(@ arecy



PykoBogcTteo nonb3osatend QSW-3470

OCHOBHbIE HACTPOWMK/ KOMMYTATOPA " www.atechru |

Mpouenypa oGHOBNEHMSA NepeYncrieHa HUXe:
LWar 1.

Kak nokaszaHO Ha pUCyHKe, MCMONb3yeTCca KOHCOMbHbIN Kabenb ans nogkntoveHna MK k nopty
ynpaenenHns Ha kommyTtatope. [IK gomkeH wmeTb nporpamMmmHoe  obecneyeHve
FTP/TFTP-cepBepa, a Takke ann image Heobxoanmbin Ans 06HOBMEHUS.

LWar 2.

Haxmute "Ctrl + B" BO Bpems 3arpy3ku KommyTaTopa ans nepeknoveHmss B pexum BootROM
MOHUTOpa. Pe3ynbTaT onepaumm nokasaH HUxe:

[Boot]:
LWar 3.

B BootROM-pexume, 3anyctute "setconfig", 4tobbl ycTaHoBuTh IP-agpec n macky kommyTaTopa
ans pexuma BootROM, IP-agpec n macky cepsepa, a Tawkke Bblbepute TFTP- uwnm
FTP-o6HoBNeHUs. MNpegnonoxmm, 4To agpec kommyTtatopa 192.168.1.2, a agpec koMmnboTEpPa
192.168.1.66 n BbibepuTe TFTP-06HOBNEHUE KOHUrypauun. 310 ByaeT BbirmMsaaeTb Tak:

[Boot]: setconfig
Host IP Address: [10.1.1.1] 192.168.1.2
Server IP Address: [10.1.1.2] 192.168.1.66
FTP(1) or TFTP(2): [1] 2
Network interface configure OK.
[Boot]

LWar 4.

Bkntountb FTP/TFTP-cepBep Ha MNK. Ana TFTP 3anyctute nporpammy cepeepa TFTP, ana FTP
3anyctute nporpammy FTP-cepsep. lNpexge, yem Hayatb 3arpysky danna ob6HOBNEHUS Ha
KOMMYyTaTop, NPOBEpPbTE COeQUHEHNE MEXAY CEPBEPOM M KOMMYTAaTOPOM C NMOMOLLIbIO MUHra C
cepBepa. Ecnu nuHr ycneweH, 3anyctute komaHgy "load" B BootROM-pexnme. Ecnm 910 He
yOaeTcs, ycTpaHuTe Henonagkn. Hwke nokasaHa koHdwurypaumst onst obHoBneHunsa dawnna
obpasa cucremsi:

[Boot]: load nos.img Loading...
Loading file ok!
LWar 5.

BbIinonHuTb 3ameHy nos.img B pexxume BootROM. NokasaHHble ganee KomaHabl KoHUrypaumm
NO3BONST COXPaHUTbL 06pa3 danna cMcTembl:

[Boot]: write nos.img
File nos.img exists, overwrite? (Y/N)?[N] y
Writing NOS.iMQ....ooeecccreecc e
Write nos.img OK.
[Boot]:

LWar 6.

BbinonHaem 3arpysky danna boot.rom Ha KOMMyTaTOp, OCHOBHbIE JENUCTBUS, Takune e, Kak 1 B
ware 4.

[Boot]: load boot.rom

Loading...
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Loading file ok!
LWar 7.

Hanee BbiNonHsieM 3anucb boot.rom B pexume BootROM. 3ToT war no3sonsieT coxpaHuTb
OGHOBMEHHbIV thann.

[Boot]: write boot.rom
File boot.rom exists, overwrite? (Y/N)?[N] y
Writing boot.rom... e
Write boot.rom OK.
[Boot]:
LWar 8.

Mocne ygayHoro o6HOBNEHNA BbINOSIHUTE KOMaHAy “run” nnu “reboot” B pexxume BootROM ans
BO3BpaTa B MHTepdenc Hactponku CLI.

[Boot]:run (or reboot)
OcTtanbHble koMaHgbl B BOotROM-pexunme.
Komanga DIR ncnonb3yetcs Ans BeiBoga cnucka cylectsyowmx cannos B FLASH.
1. DIR command
Used to list existing files in the FLASH.

[Boot]: dir

boot.rom 327,440 1900-01-01 00:00:00 --SH
boot.conf83 1900-01-01 00:00:00 --SH
nos.img 2,431,6311980-01-01 00:21:34
startup-config2,922 1980-01-01 00:09:14
temp.img2,431,6311980-01-01 00:00:32

2. CONFIG RUN command
Used to set the IMAGE file to run upon system start-up, and the configuration file to
run upon configuration recovery.
[Boot]: config run
Boot File: [nos.img] nos.img

Config File: [boot.conf]
2.5.3. ObHoBneHune FTP/TFTP
2.5.3.1. BBegeHue B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) siBnaioTca npoTokonamu
nepegayn annoB, oHM oba MpuHagnexar K YeTBEPTOMY YPOBHIO (YPOBHIO MPUITOXEHWIA) B
TCP/IP-cTeke NpOTOKOMOB, MCMONb3yeMOMy Ans nepefaqnm GannoB Mexay KOMMbioTepamu,
y3namu n kommytatopamu. O6a oHn nepegatoT dannbl B KNMEHT-cepBepHon mogenu. Pasnnua
MEeXAY HMMW OnmncaHa Huxe.

FTP ocHoBaH Ha npoTokone TCP gns oGecneyeHns HagexHOW CBSA3N M TPaAHCMOPTUMPOBKU
noToka AaHHbIX. TeM He MeHee, OH He NpefycMmaTpmuBaeT npoueaypy asTopusaumm Ans goctyna
K cbannam m ucnosnb3yeT NPOCTON MexaHn3Mm ayTeHTUdunKaumm (nepegaeT nms nonb3oBaTens u
napone Ans ayteHTudukaumm B Buae npoctoro Tekcta). lMpu ucnonb3oBanun FTP gns
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nepegayn annoB, OOMKHbl ObiTb YCTAHOBMEHblI OBa COEAMHEHUS MEXAY KIMEeHTOM W
CepBepPOM: yrnpasrnsioLLee CoOeaAMHEHNE N COeanHEeHNe nepefaydn AaHHbIX. [anee JomkeH 6biTb
nocnaH sanpoc Ha nepepjadvy ot FTP-knueHTa Ha nopT 21 cepBepa Ons YCTaHOBMNEHUSA
ynpaBnsoLwero coeauMHeHMs U COornacoBaHus nepefadn [OaHHbIX 4Yepes ynpasnsoLllee
coefiMHeHue.

CyLLl,eCTByeT ABa Tuna Takmx CoOeauHEHNN: akTUBHbIE U NACCUBHLIE COEeANHEHUS.

Mpn akTMBHOM NOAKIMIOYEHMM KIWEHT nepedaeT ero agpec U HoMep nopTa And nepenayu
OaHHbIX cepBepy, ynpasnsioLiee coeamHeHe NoAAepKMBaeTCs A0 3aBepLUeHUs nepeaadm aTnx
OaHHbIX. 3aTeMm, MCnonb3ys agpec U HoMep nopTa, NPeAoCTaBMEHHbIX KIMEHTOM, cepBep
ycTaHaBnmBaeT coeanHeHne Ha nopT 20 (ecnn He 3aHAT) Ans nepefayn gaHHbIX, ecnu nopt 20
3aHAT, CepBep aBTOMaTMYECKN reHepupyeT ApYroln HoMep nopTa ANngd YCTaHOBKM COeaUHEHUS.

I'Ipm nacCMBHOM NOAKIKOYEHUN, KIMMEHT 4epes yhnpasndwlwiee coeanHeHune npocuT cepBep
YCTaHOBUTb MNMOAKIMO4YEeHne. 3aTtem cepBep co3gaeT cBom nopT Ana npocnywmneaHnA AaHHbIX U
yBeaomMmnaeT KrnnmeHta O HOMepe 3TOro nopta, Aanee KIuMeHT yCTaHaBrmMBaeT coeaunHeHune C
YKa3aHHbIM NOPTOM.

TFTP ocHoBaH Ha npoTokone UDP, obecneuvBawowmm cnyxby nepegadn AaHHbIX 6e3
noaTBepXaeHna [octaBkm W 6e3 ayteHTudukauum u astopusaumn. OH obecneuvBaeT
npasunbHy0 nepegady AaHHbIX NyTeM MexaHu3aMa OTMpaBKU M MOATBEPXKOEHUS U NOBTOPHOWM
nepegadn Tamm-ayt naketoB. lNMpeumywectso TFTP nepea FTP B TOM, 4YTO MeEpBLIN ropasgo
NpoLLe N UMEET HM3KNE HaKNadHble pacxoabl Nepeayn JaHHbIX.

KommyTtaTtop moxeT paboTtatb kak FTP/TFTP-knueHT nunu cepsep. Korga kommyTatop pabotaet
kak FTP/TFTP-knueHT, annbl KOHUrypaumm u cUCTEMHble annbl MOXHO 3arpysvtb C
yaanenHoro FTP/TFTP-cepBepa (3TO MOryT ObITb Kak XOCTbl, Tak U Apyrne kommyTtaTopbl) 6e3
ywepba ang ero HopmMarsnbHon paboTbl. U Takke MoxeT ObITb NONy4YeH CNMCOK halnsioB € cepBepa
B pexume FTP-knveHTa. KOHEYHO, KOMMYTaATOp MOXET Takke 3arpysauTb TeKylume
KOH(pUrypaumoHHble dainbl U CUCTEMHbIE ddansbl Ha yaaneHHbin FTP/TFTP-cepeep (370 MOryT
ObITb Kak XoCTbl, Tak W Jdpyrne KommyTatopbl). Korga kommyTtatop paboTtaer Kak
FTP/TFTP-cepBep, OH MOXeT obecneunTb 3arpy3Ky 1 BbIrpy3Ky dannos Ans aBTopn3oBaHHbIX
FTP/TFTP-knueHTOB.

BoT HekoTopble TEPMUHBI, YacTo ncnonb3yemoie B FTP/TFTP.
ROM: cokpaweHHo oT EPROM, CI3Y. EPROM 3ameHseT dnew-namsite B KOMMyTaToOpe.

SDRAM: O3Y B koMMyTaTOpe, KoTopas UCMnonb3yeTcs Anst paboTbl CUCTEMBI U MPOrPaMMHOTO
obecneyeHus, a Takke XpaHUNULLA NOCNeaoBaTENbHOCTN KOHUIypaLmu.

FLASH: dnew-namMate wucnonb3yetca Ana xpaHeuuss annoB cuctembl W painna
KOHdburypaumm.

System file: BkntovaeT B cebs ob6pas cuctembl 1 3arpy304HbI dans.

System image file: dann obpasa cuctembl BkNoYaeT B cebsa cxaTble annbl annapaTHbIX
ApaneepoB, hannbl NporpamMmmMHOro obecnevyeHust, 3To To YTO Mbl 06bIMHO Ha3sbiBaem “IMG file”.
IMG dhann moxeT OblTb coxpaHeH Tonbko B FLASH. KommyTatop no3sonseT 3arpy3vtb dhann
obpasa cuctembl vyepe3 FTP B pexume Shell Tonbko ¢ onpedeneHHbIM Ha3BaHMEM NOS.img,
apyrme dannbl IMG 6yoyT OTKNOHEHDI.

Boot file: Heobxognmbl Ons 3arpy3kM M 3anycka KommyTtaTtopa, 3TO TO, YTO Mbl OOGbIYHO
HasbiBaem “ROM file” (moryT 6biTb cxaTbl B IMG dannbl, ecnm oHu cnuwkom 60nbLumnx
pa3mepoB). B kommyTaTope 3arpy30oyHble hannbl paspeLleHo coxXxpaHaTb B Tonbko B ROM.

KommyTatop onpegensetr nytb M uMMeHa Aanga dannoB 3arpy3ku kak flash:/boot.rom wu
flash:/config.rom.
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Configuration file: Bknoyaet B ceba chann HadanbHOM KOHUrypaumm n ann Tekywen
KoHGurypauum. PasHuua B CBOMCTBAX Mexay 9TuMy Qannamu nos3Bonsetr obnerdvtb
pe3epBHOE KONMpOBaHWE 1 0OHOBMNEHME KOHGUIypaLuii

Start up configuration file: aTo nocnegoBaTenbHOCTL KOMaHA, KOHUrypaumm, ucrnonb3yemas
npu 3anycke kommyTtaTtopa. ®ann HavyanbHON KOHUIypauumn XpaHUTCS B SHEProHe3aBUCUMOM
namsatn. Ecnn yctponcteo He nogaepxueaeT CF, dann KoOHurypauum xpaHUTCS TOMbKO BO
FLASH, ecnu yctponcTteo nogaepxmnsaet CF, dann koHdurypaumm xpaHnTcs Bo reLl-namaTu
unn CF. Ecnm ycTponcTBo nogaepXxvBaeT MySNbTUKOHUIYPaUMOHHbIA dhainsi, OHU OOSKHbI
umeTb pacwmpenue .cfg, nmsa no-ymonyanuto startup.cfg. Ecnu yctponcteo He nogaepxusaet
MYNbTUKOHUIYPALUMOHHBLIN dann, uMs anna HayvanbHOM KOHUrypaumm [OOSMKHO ObiTb
startup-config.

Running configuration file: 9Tto Tekywasa (running) nocrnefoBaTenbHOCTbL KOMaHA
KOHdUrypauum, ucrnosibayemasi KOMMyTaTopoM. TeKyLniA KOHPUTrypaLuUOHHbIN bans XpaHUTca
B onepaTtuMBHON nNamaTn. B npouecce paboThbl Tekywasa koHdurypaums running-config moxet
ObITb coxpaHeHa n3 RAM Bo dhnew-namate komaHgown “write” unum “copy running-config startup-
config”.

Factory configuration file: dann KoHdurypauum. nocrtaefsemMbli C KOMMYTaTOpPoOM, Tak
HasblBaembl factory-config. [ins Toro, 4TtoBbl 3arpy3nTb 3aBOACKOM hann KOHdurypauum u
nepesanuncatb haiin HavanbHON KOHUrypaumm Heobxoaumo BBecTM koMaHabl “set default” n
“‘write”, a 3aTemM nepesarpy3ntb KOMMyTaTOp.

2.5.3.2. Hactpouka FTP/TFTP

KoHdpurypaumm kommyTtatopa kak FTP- un TFTP-knMeHTa nNOYTM OAWHAKOBbLI, MO3TOMY
npouenypsl HacTponku ana FTP u TFTP B aTom pykoBoACTBe OnncaHbl BMECTe.
1. Hactpowvika FTP/TFTP-knueHTa.

1.1. 3arpy3ska cannos FTP/TFTP-knueHTOM.

KomaHaa MNosicHeHune

Pexnm agMmHucTpatopa

copy <source-url> <destination-url> [ascii | | 3arpy3ka danno FTP/TFTP-knneHToMm
binary]

1.2. MpocmoTp JocTynHbIX dhannos Ha FTP-cepsepe.

KomaHpa MosicHeHune

Pexnm agMmHucTpatopa

ftp-dir <ftpServerUrl> MpocmMoTp gocTynHbIX dannoB Ha FTP-cepeepe. ®opmar
agpeca B [JaHHOM crniyyae  BbImnsgut  Tak:  ftp:
//nonb3oBaTenb: naponb @IPv4|IPv6-agpec
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2. Hactponka FTP-cepBepa.
2.1. 3anyck FTP-cepBepa.

KomaHpa

MosicHeHue

FMoGanbHbIN pexum

ftp-server enable
no ftp-server enable

3anyck cepBepa, koMaHaa “no” BbIKMOYaeT cepBep

2.2. HacTpolika nmeHn nonb3oBaTens u napons Ansa sxoga Ha FTP-cepsep.

KomaHpa

MosscHeHue

FnobanbHbIN peXxum

[0 | 7] <password>
no ip ftp username<username>

ip ftp username <username> password | HacTpovika nmeHn nonb3oBaTensd v naponsa Ans

Bxoaa Ha FTP-cepsep. KomaHaa “no” yaanut ums
nornb3oBaTterns n naporb

2.3. NameHeHne BpeMeHn oxungaHua FTP-cepeepa.

KomaHaa

MosicHeHue

FnobanbHbIN peXxum

ftp-server timeout <seconds>

BricTaBnsieT BpeMs oxuaaHunsi o paspbiBa CBSA3N

3. Hactponka TFTP-cepsepa.
3.1. 3anyck TFTP-cepBepa.

KomaHaa

MosicHeHue

FnobanbHbIN peXxum

tftp-server enable
no tftp-server enable

3anyck cepBepa, koMaHaa “no” BbIKMOYaET cepBep

3.2. 'ameHeHne BpemeHun oxnganHms TFTP-cepsepa.

KomaHpa

MosicHeHue

FnobanbHbIN peXxum

tftp-server retransmission-timeout
<seconds>

BuicTaBnseT TanmayT 4o peTpaHcnsaumMm nakeTa

(@ arecy
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3.3. Hactporika konuyecTBa pa3 peTpaHCcnsauuMnm [0 TarvMayTa ANns HEenoBpeXAEHHbIX
MakeToB.
KomaHpa NMosicHeHue
Fmo6GanbHbIN pexum
tftp-server retransmission-number | YctaHaBnMBaeT ynMcno peTpaHcnaumim
<number>

2.5.3.3. Mpumepsbl HacTpoukn FTP/TFTP

HacTponkn oguHakosbl gnga IPv4- n IPv6-agpecos. Npumep nokasaH Tonbko ans IPv4-agpeca.

== 10.1.1.

10.1.1.

PucyHok 2-3. 3arpyska nos.img darnna FTP/TFTP-knneHTOoM

CueHapun 1. Vcnonb3oBaHue kommyTatopa B kadectBe FTP/TFTP-knueHta. KommyTtaTop
COeanHAEeTCS O4HMM U3 CBOMX NOPTOB C KOMMbIOTEPOM, KOTOpPLIN siBnisieTcss FTP/TFTP-cepepom
c IP-agpecom 10.1.1.1, kommyTaTop gencteyet kak FTP/TFTP-knueHT, IP-agpec nHtepdenca
VLAN1 kommyTtatopa 10.1.1.2. Tpebyetcs 3arpy3uTtb ann "nos.img" ¢ komnbioTepa B
KOMMyTaTOp.

Hactponka FTP
HacTpoika komnbloTepa:

3anyctute nporpammHoe obecneyeHne FTP-cepBepa Ha KOMMbIOTEPE W YCTAHOBUTE UMS
none3oBatena "Switch" u naponb "superuser'. [Momectute danmn "12_30 nos.img" B
COOTBETCTBYIOLWMI KaTanor FTP-cepBepa Ha KOMMbIOTEpPE.

[anee onucaHa npouegypa HaCTPOMKN KoMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlanl)#exit
Switch(config)#exit
Switch#copy ftp: //Switch:switch@10.1.1.1/12_30_nos.img nos.img

CueHapum 2. cnonb3oBaHne koMmyTaTopa B kadectBe FTP-cepsepa. KommyTtatop pabotaet
KaKk cepBep M MOAKIIOYAETCS OOHWM M3 CBOMX MOPTOB K KOMMbIOTEPY, KOTOPbLIN SABMSETCS
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knneHtoM. TpebyeTca nepegaTb dann “nos.img” ¢ KOMMyTaTopa Ha KOMMbIOTEP U COXPaHUTb
ero kak “12_25 nos.img”.

[lanee onvcaHa npoueaypa HaCTPOWK1 KOMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-VlanT)#no shut
Switch(Config-if-VlanT)#exit
Switch(config)#ftp-server enable
Switch(config)# username Admin password 0 superuser

HacTponka komnbloTepa:

3angute Ha koMmmyTaTtop ¢ ntoboro FTP-knueHTa ¢ nmeHem nonb3oBaTtens “Switch” n naponem
“superuser”’, ucnonb3ymnTte komaHgy “get nos.img 12_25 nos.img” ang 3arpysku garna “nos.img”
C KOMMYyTaTOpa Ha KOMMbIOTEP.

CueHapun 3. Vicnonb3oBaHne kommyTaTopa B kadectse TFTP-cepsepa. KommyTtatop paboTtaeT
kak TFTP-cepsep u coegmHaeTca OAHUM 13 CBOMX MOPTOB C KOMMbIOTEPOM, KOTOPLIA ABMSeTCA
TFTP-knuenToM. TpebyeTca nepepatb dhann “nos.img” ¢ KommyTaTopa Ha KomnbloTep. [anee
onucaHa npouenypa HacTPOMKM KOMMyTaTopa:

Switch(config)#interface vlan 1S
witch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlan1)#exit
Switch(config)#tftp-server enable

HacTpoika komnbloTepa:

3angute Ha KkommyTaTop € noboro TFTP-knueHTa, ucnonbdynte koMmaHgy “tftp” ansa sarpysku
“nos.img” dhanna ¢ kKomMmyTaTopa Ha KOMMbLITEP.

CueHapun 4. KommyTtaTop BbicTynaeT kak FTP-knueHT gna npocMoTpa cnvcka annoB Ha
FTP-cepBepe. YcrnoBus CUHXPOHU3ALMWU: KOMMYTATOp COEAMHEH C KOMMNbITEPOM Yepes
Ethernet-nopt, komnbtoTep sansietca FTP-cepsepom ¢ IP-agpecom 10.1.1.1; KommyTtaTtop
BbicTynaet kak FTP-knueHT ¢ IP-agpecom nHtepdgerica VLAN1 10.1.1.2.

Hactponka FTP:
HacTpoiika komnbloTepa:

3anyctute FTP-cepBep Ha KOMMNbIOTEPE M YCTAaHOBUTE MMSA nonb3oBaTens “Switch”, n naponb
“superuser”.

HacTpoika kommyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlanl)#exit
Switch#copy ftp: //Switch: superuser@10.1.1.1
220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...

331 User name okay, need password.
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230 User logged in, proceed.
200 PORT Command successful.
150 Opening ASCII mode data connection for /bin/ls.
recv total = 480

nos.img nos.rom
parsecommandline.cpp
position.doc

gmdict.zip

..(some display omitted here)
show.txt

snmp.TXT

226  ansfer complete.

2.5.3.4. YcTtpaHeHue HeucnpaBHocten FTP/TFTP

Mouck HeucnpasHocTten FTP

Mepen Havanom npouecca 3arpysku/CkaunBaHnst CUCTEMHbIX hannoB C NMOMOLLBIO NPOTOKOMa
FTP HeobxoamMmo npoBepuTb HANUUMe CoeANHEHNUST MEXAY KIMMEHTOM U CEPBEPOM, 3TO MOXKHO
OCYLLeCTBUTb C MOMOLLbLI0O KOMaHabl “ping”. Ecnmn axo-TecTMpoBaHue HeydauyHo, crnegyet
YCTPaHUTb HENoragkn ¢ coeguHeHNeEM.

Cnepytowee cooblieHne, oTobpaxaeTcss npu ycnewHon oTtnpaske ¢annos. Ecnn oHo He
NosIBUMOCh, NoXanyncra, NposepbTe NOAKMOYEHNE K CETU U NOBTOPUTE KOMaHAy " copy” elle

pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

nos.img file length = 1526021

read file ok

send file

150 Opening ASCII mode data connection for nos.img.
226 Transfer complete.

close ftp client.

Cnepytowee coobuieHne, otobpaxkaeTcs nNpu ycrnewHoM norydyeHun dannoB. Ecrim oHoO He
NosIBUOCh, NOXanyncra, NpoBepbTe NOLKMAOYEHNE K CETU M NOBTOPUTE KOMaHgy " copy" ewle

pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

recv total = 1526037
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write ok
150 Opening ASCII mode data connection for nos.img (1526037 bytes).
226 Transfer complete.

Ecnn kommyTatop o6HOBNSET chann NpOWMBKM MM dhann HayvanbHOM KOHUrypaumm yepes
FTP, oH He gomkeH nepesanyckaTbCsl Noka He noaBuTca coobuieHne "close ftp client” nnm "226
Transfer complete” ykasbiBatoLme Ha ycnelwHoe o6HOBNEeHNe, B NPOTUBHOM Crly4ae KoMMyTaTop
MOXeT ObITb NOBpeXAeH M ero 3anyck dyaet HeBo3amoxeH. Ecnn obHoBneHne yepes FTP He
yaaeTtcs, nonpobynTte ewe pa3 unu ucnonblynte pexum BootROM ans o6HoBneHus.

Mouck HeucnpaBHocTten TFTP

Mepen Ha4anom npouecca 3arpysku/CkaynBaHnst CUCTEMHbIX hannoB C NOMOLLLI NPOTOKONa
TFTP Heo6xoaMMo NpoBEPUTL HANMYne CoequMHEHNS MeXay KINMEHTOM U CEPBEPOM, 3TO MOXHO
OCYLLECTBUTb C MOMOLLBID KOMaHAabl “ping”. Ecnn axo-TecTMpoBaHWEe HeyaadHo, cregyet
YCTPaHUTb HEMONaakM ¢ COeANHEHNEM.

Cnepyowee coobuieHne, otobpaxaeTcs npu ycnewHon oTnpaBke dannoB. Ecnu oHO He
NOsIBUIIOCh, NMoXanyncra, NpoBepbTe MNOAKIOYEHNE K CETU 1 NOBTOpUTE KoMaHnay " copy” elle
pas.

nos.img file length = 1526021
read file ok

begin to send file, wait...

file transfers complete.

close tftp client.

Cnepytowee cooblieHne, otobpaxkaeTcs nNpu ycrnewHoM nosnyvyeHun dannoB. Ecnim oHO He
NOSsIBUOCh, NoXanyncra, NposepbTe NOAKMOYEHNE K CETU U NOBTOPUTE KOMaHAy " copy" elle
pas.

begin to receive file, wait...
recv 1526037

*kkkkkkkkkkkkkkkkkkkkkkkx

write ok
transfer complete
close tftp client.

Ecnn kommyTaTtop obHOBRsieT dhann npowmBku unm dann HavanbHOW KoHUrypaumm yepes
TFTP, oH He goImkeH nepesanyckaTbCs Noka He nosaBmTcAa cooduieHme "close ftftp client” unm "226
Transfer complete” ykasbiBatowme Ha ycnewwHoe 0OHOBEHME, B NPOTUBHOM Clly4ae KOMMyTaTop
MOXeT ObITb MOBPEXAEH M ero 3anyck byaet HeBo3amoxeH. Ecnn obHoBneHne yepes TFTP He
yOaeTcs, nonpobynTte ewe pa3s unm ncnonb3ynte pexum BootROM agns obHoBneHus.
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3. HACTPOMKA KINNACTEPA

3.1. BBegeHue B ynpaBrieHue KractepamMmu cetu

HacTporka knactepoB OCyLeCTBNAETCA nNpu MNOMOLUM BHYTPUMOSIOCHOIO  YrpaBieHus
koHgurypauuen. B otnmume ot CLI, SNMP 1 Beb-koHdUrypaumm, KoTopble OCYLLECTBISIOT
HEenoCpeACTBEHHOE YynpaBreHue LeneBbiX KOMMYTaTOpPOB 4Yepes3 ynpaBnsiowyto pabouyto
CTaHUMo, ynpaBfieHWe KnacTepHOM CeTbld peanusyeTcs MnyTeM HaCTPOMKU  LieneBblX
KOMMYTaTOpoB  (KOMMYTaTOpbI-YSieHbl) 4Yepe3 MNPOMEXYTOYHbIA  KOMMyTaTop  (FfaBHbIN
kommyTaTop). Takmm o0O6pa3omM rnaBHbI KOMMYyTaTOp MOXET YnpaBnsaTb HECKOSbKMMM
KommyTaTopamu. Kak Tonbko byaet HacTpoeH nybnuyHein IP-agpec B rmaBHOM KOMMYyTaTope,
yrnpaBneHne BCEMU KOMMyTaTopamu, KOTOpble HacTpauBalTCsa C 4YacTHbiM |IP-agpecom
NPONCXOOUT ANCTAHLMOHHO. OTa PYHKUMS SKOHOMUT nybnuyHble IP-agpeca, KOTOpPbIX OCTanochb
He Tak MHoro. OGHapyXeHne HOBbIX KOMMYTaTOPOB MOXET MPOUCXOANTb OUHAMUYECKM €CNN Ha
KOMMyTaTope BKMYeHa dyHKUMS Kractepa (KOMMyTaTop-kaHaugaTt) nubo ceTeBble
aAMUHUCTPATOPbLlI MOTYT CTaTU4eckn [00aBNATbL KOMMYTaTOPbI-KaHAWMAATEl B KNnacTep, KOTOPbIn
yxe ycTtaHoBneH. COOTBETCTBEHHO, OHM MOryT HacTpauBaTb M YNpaBnAsaATb KOMMyTaTopamu
yepe3 [MaBHbIM KOMMyTaTop. Korga KoMMyTaTopbl UYME€Hbl PacnofioXeHbl B PasfiMyHbIX
ur3nMyeckux mectax (Hanpumep, Ha pasHblX 3TaXax OL4HOro M TOro Xe 34aHus), ynpasreHue
CEeTEBbLIM KNAacTepOM MMEEeT OYeBUAHbIE MPEUMYLLECTBA, HET HEODXOOUMOCTU AN CO3L4aHus
cneunanbHOn ceTn Ans ynpaBreHnst CeThbHO.

KnacTep ceTeBOro ynpaeneHusi UMeeT crieflytoLime BO3MOXHOCTU:

e CoxpaHeHnue |IP-agpecos.

e YnpoLlleHue 3agad KOHpUrypmpoBaHus.

e Tononorusa cetn n paccTosiHUS HE UMEIOT 3HAYEHNS.

¢ ABTOMaTMYeckoe oGHapyXeHune N aBToMaTU4eckasi HaCTPOWKa.

e Heckonbko KOMMYTaTOPOB MOryT YNpaBnsiTbCsi C MOMOLLBIO KracTtepa ynpaBreHus
CeTbi0 C 3aBOCKMM HaCTPOMKaMu.

e [naBHbIN KOMMyTaATOp MOXET MOAEPHM3MpOBaTb W  HacTpauBaTb  nobon
KOMMYyTaTOp-4fieH B KnacTepe.

3.2. Cnnucok KomaHp Aansi KOHPUrypupoBaHus Knacrtepa ynpaBrieHus
ceTu:

1. BkrnodeHne unu oTknoYeHne oyHKUMKM Knactepa.
2. CospgaHue knactepa.
2.1. HacTtpoika nyna 4acTtHbix IP-agpecoB ans KOMMyTaTopoB-4fiEHOB KacTepa.
2.2. CosgaHve nnu ygarneHue knacrepa.
2.3. [lobaeneHne unu yganeHme KommyTtaTopa-yneHa.
3. Hactponka atpnbyToB knactepa B rfaBHOM KOMMYyTaTope.
3.1. BkntoveHune nnm oTknoYeHne asTomaTnyeckoro fobaBneHnss KOMMyTaToOpOB B KnacTep.
3.2. YcTaHoBKa aBToMaTn4eckn Jo6aBrneHHbIX YeHOB Kak A06aBMeHHbIX BPYYHYIO.

3.3. YcTaHoBKa UM U3MeHeHne BPEMEHHOIO MHTepBarna coobLLeHNIA NPOBEPKN aKTUBHOCTM
(keep-alive) Ha koMmyTaTOpax B KnacTepe.

3.4. YcTaHOBKa MakcMManbHO AOMNYCTUMOro KONmM4ecTBa NoTePSHHbIX
Keep-Alive-coobeHunn.

3.5. OuncTka cnmcka KOMMYTaTOpPOB-KaHAMAATOB, NOAAEPKMBAEMbIA KOMMYTaTOPOM.
4. Hactponka atpubyToB KnacTtepa B KOMMyTaTopax-kaHanaaTtax.
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4.1. YctaHoBKa uHTepBana BpemeHun Keep-Alive-coobLieHnn knactepa.

4.2. YcTaHOBKa MakCcMMarbHOro KonvyecTBa notepsiHHbIX Keep-Alive-coobLieHuin, koTopoe
MOXeT ObITb ONYCTMMO B KracTepe.

5. YpaneHHoe ynpaBneHue KnacTepHOM CETbIO.
5.1. YganeHHoe ynpaBreHne KoHpurypauuen.
5.2. YaaneHHoe o6HOBNEHMe KOMMYTaTOPOB-4YEHOB.
5.3. Nepesarpyska kKoOMMyTaTOpa-yneHa.
6. YnpaBneHue knacTepHon ceThbio Yepes3 Beb.
6.1. Enable http.
7. YnpaBneHue KnacTepHon ceTbio Yepes snmp.
7.1. Enable snmp server.

1. BknoyeHne nnu oTKNIOYEHNe Knacrepa.

KomaHpa MosscHeHue

Pexum rmobanbHoro KoHdgpurypuposaHus

cluster run [key <WORD>] [vid <VID>] Bkniounte  unM  BbIKNHOUYATE  OYHKLNIO

@ GISEr FUl KrnacTtepa B KOMMyTaTope

2. CospgaHue knactepa.

KomaHaa MNosicHeHune

Pexum rmo6anbHOro KoHdurypmpoBaHus

cluster ip-pool <commander-ip> Hactponka nyna 4yactHbeix IP-agpecoB ans

no cluster ip-pool YCTPOWCTB kracTepa

cluster commander [<cluster_name>] CosgaHuve unu yganeHue knacrepa
no cluster commander

cluster member {candidate-sn <candidate- | [Jo6aBuTb unu yaganitb
sn> | mac-address <mac-addr> [id <member- | koMMyTaTOp-y4aCTHUK
id> ]}

no cluster member {id <member-id> | mac-
address <mac-addr>}

51

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3470

HACTPOWKA KINACTEPA

3. Hactpoiika aTpnbyTOB KnacTepa B rnaBHOM KOMMyTaTope.

KomaHpa

MosscHeHue

Pexum rno6anbHOro KoHUrypmpoBaHus

cluster auto-add
no cluster auto-add

BkniouyeHne unu otknodeHne nobaBneHns HoBbIX
OBHapYXEeHHbIX KOMMYTaTOpPOB-KaHOUAATOB B
Knacrep

cluster member auto-to-user

YcTaHoBKa aBToOMaTU4eCKn nobaBneHHbIX
UNeHoB Kak AobaBMneHHbIX BPY4HYIO

cluster keepalive interval <second>
no cluster keepalive interval

YcTaHoBKa MHTEepBalsia npoBepKNn aKTUBHOCTU
Krnacrtepa

cluster keepalive loss-count <int>
no cluster keepalive loss-count

YcTaHoBka MaKCcMMarbHOro Konu4yecTtBa
noTepsHHbix Keep-Alive-coobLueHnin, KoTopble
JonyckarTca B KnacTtepe

Pexum agMmuHucTpartopa

clear cluster nodes [nodes-sn
<candidate-snlist> | mac-address <mac-
addr>]

O4ncTUTb CNUCOK KOMMYTaTOPOB-KaHAMAATOB,
noadepXXuBaemblii KOMMYTaTOPOM

4. Hactporika aTpubyTOB KnacTepa B KOMMyTaTope KaHaugaTe.

KomaHaa

MosicHeHue

FnobanbHbIN peXxum

cluster keepalive interval <second>
no cluster keepalive interval

YcTaHoBKa WHTepBana npoOBEpPKN aKTUBHOCTM
KnacTepa

cluster keepalive loss-count <int>
no cluster keepalive loss-count

YcTaHoBKa MaKCUMarbHOro KonuyecTsa
noTepsiHHbIXx Keep-Alive-coobLeHnin, KoTopble
OOMyCcKalTCs B Kractepe
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5. YpaneHHoe ynpaBneHue KnacTepHON CEThIO.

KomaHpa MosscHeHue

Pexunm agmmHucTpaTopa

rcommand member <member-id> B rmaBHOM KomMmyTaTope, 9Ta KoMaHga
ncnonb3yeTcs Afs HAaCTPOWKM WU ynpaBreHus
KOMMyTaTopamm-4neHamm

rcommand commander B kommyTaTope ufieHe, 93Ta  KOMaHga
ucnonb3yetca  Ans HACTPOMKM  FNaBHOrMO
KoMMyTaTopa

cluster reset member [id <member-id> | B rnaBHOM koMMyTaTope, 3Ta KOMaHAa
mac-address <mac-addr>] nucnonb3yeTca AN BOCCTAHOBIIEHUS HACTpOeK
Anda KoMmMmyTatopa—iiieHa

cluster update member <member-id> B rnaBHOM koMMyTaTope, 3Ta KOMaHAa
<src-url> <dst-filename>[ascii | binary] ucnonb3yetca Ans yganeHHoro OOHOBMEHMS
KOMMyTaTopa-yneHa. MoxeT Tonbko 06HOBNATL
dhann nos.img

6. YnpasneHue KnactepHon ceTbto Yepes Beb.

KomaHaa MNosicHeHune

Pexum rmo6anbHOro KoHdurypmpoBaHus

ip http server Bkntouenne dyHkumm HTTP B rmaBHOM KOMMyTaTope MU
KOMMyTaTopax-yrieHax.

MpumeydaHne: Heobxogmmo yoeanTbes, Yto HTTP doyHKumMa akTnBHa
B KOMMYyTaTOpax-dfieHax, Korga rfaBHbIi KOMMyTaTop nocewaeT
KOMMyTaTop-4reH yepe3 Beb

7. YnpaBneHue KrnacTepHOM CeThbio Yepes snmp.

KomaHpa MosicHeHune

Pexum rmo6anbHOro KOHUrypmpoBaHua

snmp-server enable | BknioyeHne dyHkumm SNMP-cepBepa B rMaBHOM KOMMYyTaTope WU
KOMMyTaTopax-4rneHax.

MprmeyaHue: Heobxoanmo ybeaunTbes, 4To pyHkuma SNMP-cepsepa
aKTUBHa B KOMMYyTaTOpax-yrieHax, Korga rraBHbli KOMMyTaTop
nocewaetr ux uyepe3 SNMP. [MaBHbiM KOMMyTaTop nocewiaet
KOMMyTaTop-4neH yepes HaCTPOWKK KOMaHgHOM CTPOKM
<commandercommunity>@sw<member id>
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3.3. Npumepbl agMUHUCTPUPOBAHUSA KnacTepa

CueHapun:

NmeeTcsa yeTbipe kommyTaTtopa SW1-SW4, cpean Hux SW1 asnsietcsa rmaBHbIM KOMMYTaTOPOM,
a gpyrve kommytaTopammn-uneHamm n SW2 n SW4 Hanpsmyo noaknioYeHs! ¢ rnasHbiM, SW3
nogkrnoyaeTcs K kommyTaTopy Yepes SW2.

E1 E2 E1 E2 E1 E1
\J \ 4 v \ 4 \ 4 \ 4
- P — P

SW1 Sw2 SW3 SwW4

PucyHok 3-1. NMpumep knactepa
Mpouenypa HaCTPOMKM:
1. HacTtpowka rnaBHOro kKommyTtaTopa.
Hactponkn SW1:
Switch(config)#cluster run
Switch(config)#cluster ip-pool 10.2.3.4
Switch(config)#cluster commander 5526
Switch(config)#cluster auto-add
2. HacTtporika kommyTaTOpa-yneHa.
HacTtponkn SW2-SW4:

Switch(config)#cluster run

3.4. NMounck npobnem B agaMUHUCTPUMPOBAHUMN KnacTepaMmm

MNpyv BO3HMKHOBEHWM NpobrnemM B MPUMEHEHUWM KNACTEPHOrO YMNpaBneHus, MoXxanyncra,
npoBepbTe crieyoLme HaCTPONKM:

e [lpoBepbTe, YTO rMNaBHbIA KOMMYTaATOpP HACTPOEH NPaBWMbHO M BKNOYEHA yHKUMSA
aBTomatmyeckoro pobasneHus. [naBHbIN KOMMyTaTop M KOMMYTaTOPbl-YSi€Hbl
OoTHocATCA K knactepHon VLAN.

e [locne HasHadeHuna knactepHon VLAN B rnaBHOM KOMMYyTaTope He BKIlo4vanTe
npoTokonbl MapwpyTtmsaumm (RIP, OSPF, BGP) B aton VLAN cetn gns Toro, 4To0bl
npegoTBpaTnTb 06pasoBaHve neTens MapLpyTU3aumm.

e [lpoBepbTe, €CTb NM CBsI3b MeXAy rMaBHbIM KOMMYTaTOPOM W KOMMyTaTopamu-
YyrieHaMu, NpaBUIbHO NN OHa HacTpoeHa. Heob6xoanmo NpPoBEPUTbL MOTYT JM TNaBHbIN
KOMMYTaTOp Y KOMMYyTaTOpPbI-YreHbl nony4vaTth U obpabaTtbiBaTh NakeThbl, CBA3aHHbIE C
aaMVHUCTPUPOBaHNEM KnacTepa.
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4. KOHOPUTYPUPOBAHUE MNMOPTOB

4.1. BBegeHue

B «kommyTaTope cyulecTBylOT kabenbHble WU Kom6o-noptbl. KomGo-nmopT MOXeT ObiTb
ckoHdurypupoBaH kak 1000GX-TX nopT, Tak 1 kak ontudeckun SFP Gigabit-nopT.

Ecnn nonb3oBaTtenb Xo4eT CKOH(UrypmpoBaTb CETEBOM MOPT, OH MOXET BBECTU KOMaHay
‘interface ethernet <interface-list>" ons Bxoga B COOTBETCTBYIOLIMA PeXMM KOHpMrypauum
noprta, raoe <interface-list> cogepxut oauH mMnn Heckonbko noptoB. Ecnu <interface-list>
COOEPXUT HECKOSBbKO MOPTOB, HOMEpPa NOPTOB pasdensatnTcs cneumanbHbIMM CUMBONAMU «,» U
«-», TOe «,» UCNONb3yeTcs AN nepeyvncrieHns nopToB, a «-» — ANd yKa3aHusa guanasoHa
HOMepoB NopToB. [onoxum, onepauus gormkHa bbiTb BbiNoNHeHa Haa noptamu 2,3,4,5. Tornoa
KomaHga 6ygeT BbirnageTb Tak “interface ethernet 1/2-5”. B pexume koHurypaumm noprta
MOXHO M3MEHSITb CKOPOCTb, PEXUM Aynnekca u HacTpamBaTtb ynpaBneHne Tpaddukom, npu
3TOM AaHHble M3MEHeHWs TPeOylT COOTBETCTBYIOLUMX M3MEHEHUA Ha OTBETHbIX CEeTeBbIX
noprax.

4.2. CNMCOK KOMaHA onsi KOH(UrypmpoBaH1s NOPTOB

1. Bxopa B pexum KoHduUrypauum nopTa.
2. KoHdurypauusa napameTpoB CeTeBOro nopra.
2.1. KoHurypaums pexunma combo ans KoM6o-nopTos..
2.2. BKNOYMTL/BbIKMOYUTL NOPTHI.
2.3. KoHurypaumsa nmenn nopra.
2.4. KoHpurypauusa Tuna kabensa Ha nopTy.
2.5. KoHpurypauus ckopoctu 1 gynnekca Ha nopry.
2.6. KoHpurypaums KOHTPORnS nosnockl NponyckaHus:.
2.7. KoHdurypauus ynpaeneHus Tpadydukom.
2.8. BkntoveHune/BbIkntoveHne OyHKUMM pacrno3HaBaHus NeTnu.
2.9. KoHhurypaumsa KOHTpons LWMPOKOBELLATESTbHbIX LUTOPMOB Ha KOMMYyTaTope.

2.10. KoHchurypauma pexmma ckaHnpoBaHus nopTa.
2.11. KoHurypaumsa KOHTPOsst HapyLLEeHUsT CKOPOCTU Ha NopTy.
2.12. KoHdurypaums mHtepBana cbopa CTaTUCTUKKM MO CKOPOCTM nopTa.

3. BupTtyanbHbin TecT kabens.

1. Bxog B pexum koHdburypauum Ethernet-nopta.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

interface ethernet <interface-list> Bxopg B pexum koHdurypaumm Ethernet-nopta
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2. KoHturypaums napaMmeTpoB ceTeBOro nopTa.

KomaHpa

OnucaHue

Pexum nopTa

media-type {copper | copper-preferred-
auto | fiber | sfp-preferred-auto}

YctaHoBka pexuma combo nopTta (Tonbko Ans
combo)

shutdown
no shutdown

BkntoyeHune/BbIKITIOYEHNE YKa3aHHOMO nopTa

description <string>
no description

HasHauyeHue nnum otmeHa nmeHun nopta

mdi { auto | across | normal }
no mdi

YcTaHoBka Tuna kabens Ans ykasaHHOro nopTa.
OTa komMaHda He nogaepxuBaetcs Ha combo u
ONTMYECKMX NOpTax KOMMyTaTopa

speed-duplex {auto [10 [100 [1000]]
[auto | full | half |]] | forcelO-half |
forcelO-full | forcel00-half | forcel00-
full | forcel00-fx [module-type {auto-
detected | no-phy-integrated | phy-
integrated}] | {{forcelg-half | forcelg-
full} [nonegotiate [master | slave]]}
forcelOg-full}

no speed-duplex

YcTaHoBKa CKOpPOCTM M Aynnekca Ha nopTy Ans
noptoB 100/1000 BASE-TX unn 100 BASE-FX. C
onepaTtopom NO AaHHas KoMaHaa
BOCCTaHaBnMBaeT  napameTpbl  mopta Mo
YMOMYaHuio, TO eCTb [OrOBOPHYK CKOPOCTb U
aBTOMaTu4yeckoe onpegeneHne gynnekca

negotiation {on|off}

BkntoyeHmne/BbikoYeHne dOyHKLNK
aBTOMAaTMYeCKOro onpegeneHns napameTpoB Ang
1000 BASE-FX

bandwidth control <bandwidth> [both |
receive | transmit]

no bandwidth control

YcTaHOBKa MMM OTMEHa 3Ha4YeHuss Monochl
nponycKaHus, NCMonb3yeMoM ans
BXoasLiero/ucxoasiero Tpaduka Ans ykasaHHbIX
nopToB

flow control
no flow control

BkntoueHne/BbikrtoueHne  yHKUMN
Tpadduka Ans ykasaHHbIX NOPTOB

KOHTpOMSA

loopback
no loopback

BkntoyeHne/BbiknoveHne yHKUMM NeTnu  Ans
yKa3aHHbIX MOPTOB
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KomaHpa

OnucaHue

storm-control {unicast | broadcast |
multicast} <Kbits>

BkntoyeHne YHKUMM KOHTPOMS LITOPMOB AnNs
LUMpoKoBeLlaTemnbHbIX, MHOroNosb30BaTENbCKNX
M nepcoHarnbHbIX MNaKeToB C HEU3BECTHbLIM
agpecom Ha3HayeHus (kopOoTKMX ans
LUMpOKOBeLLaTeSNTbHOrO) N yCTaHOBKa JOMYCTUMOTO
yucna wunpokoBellaTenbHbIX MNakeTtoB; dopmaTt
NO pgaHHOM KOMaHObl OTKNHYaeT  (YyHKUUIO
KOHTPONS LUMPOKOBELLAaTENbHbIX LUTOPMOB

Switchport flood-control
mcast | ucast }

{ bcast |

no switchport flood-control { bcast |
mcast | ucast }

KoHdpuryprposaHue kommyTaTopa He nepeaasatb
LUMPOKOBELLLATENbHbIE, MHOrOMNosb30BaTENbCKME
N nepcoHanbHble MNakeTbl B YKasaHHbIA MOpT,
KOMaHZa No OTKIoYaeT AaHHY PYHKLMIO

port-scan-mode {interrupt | poll}
no port-scan-mode

KoHpurypaumsa pexuma ckaHMpoBaHUs nopta Kak
npepblBatoLLero unu HenpepbisHoro. Komanga NO
BO3BpaLLaeT 3Ha4YeHne (PyHKLUUKN NO YMOSTHAHMUIO

rate-violation <200-2000000> [recovery
<0-86400>(]

no rate-violation

YcTaHaBnMBaeT MakCMMaribHyK CKOPOCTb Npuema
naketoB Ha nopty. Ecnn ckopocTb nNpuHATUSA
nakeToB MpeBblllaeT paspeLleHHyo, KomMaHaa
BbIKMOYAET 3TOT NOPT M KOHUrypupyeT Bpems
BOCCTaHoBreHMs1 nopTta (no ymonyanuio 300 c).
Komanga NO oTknto4aeT ycTaHOBKY

Oo6wmn pexmm

port-rate-statistics interval [<interval -
value>]

KoHdurypaumst uHTepBana cbopa CTaTMCTUKK MO
CKOPOCTU

3. BwuptyanbHbin TecT kabens.

KomaHaa

OnucaHue

Pexunm koHdurypaumm nopra

virtual-cable-test interface ethernet

TecT BMpTYyanbHoro kabens Ha nopte
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4.3. NMpumepbl KOH(Urypauum nopra

KommyTarop 1

KommyTarop 2

3 |
ca(ollln)

KommyTtarop 3

PucyHok 4-1. Mpumep KoHdUrypauumn nopra

VLAN He ckoHgUrypupoBaHbl Ha kommyTtaTope. 1o ymonyanuo ncnonedyetca VLANT.

KommyTatop MopT CBoucrtBa
Switchl 1/7 JlumunT BXxogsawen nonocbl: 50 M
Switch2 1/8 3epKkanupoBaHHbI MOPT UCTOYHUKA
1/9 100Mbps full, 3epkannpoBaHHLIN NOPT NUCTOYHMKA
1/10 1000Mbps full, 3epkannpoBaHHbIN NOPT HAa3HAYEHMS
Switch3 1/12 100Mbps full

KoHcurypauma npusegeHa Huxe:

Switchl:

Switchl(config)#interface ethernet 1/7
Switch1(Config-If-Ethernet1/7)#bandwidth control 50000 both
Switch2:

Switch2(config)#interface ethernet 1/9
Switch2(Config-If-Ethernet1/9)#speed-duplex force100-full
Switch2(Config-If-Ethernet1/9)#exit
Switch2(config)#interface ethernet 1/10
Switch2(Config-1f-Ethernet1/10)#speed-duplex forcelg-full
Switch2(Config-If-Ethernet1/10)#exit

Switch2(config)#monitor session 1 source interface ethernet1/8;1/9
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Switch2(config)#monitor session 1 destination interface ethernet 1/10
Switch3:

Switch3(config)#interface ethernet 1/12
Switch3(Config-If-Ethernet1/12)#speed-duplex force100-full
Switch3(Config-If-Ethernet1/12) #exit

4.4. YcTpaHeHMe HencrnpaBHOCTEN Ha NOPTY

30ecb npnBoaNTCA HECKOJIbKO CMTyaLlMVI, 4YacCTO BCTpEeYarLWmnxca npu KOH(bVIpraLI,VIVI nopta u
npepnaraltnTcAa nx peLueHnaA:

ABa COeaVHEHHbIX ONTUYECKUX MHTepdenca He NOAHMMAKOTCA eCnu OANH NHTepdenc
HacTPOEH Ha aBToonpefeneHne, a Ha BTOPOM >XECTKO YCTaHOBMEHbI CKOPOCTb W
aynnekc. 3To onpepensetca ctaHgaptom IEEE 802.3.

He pekomeHayeTcs cnepytolwasi KOHUrypaums: BKMOYEHWE KOHTPOms Tpadmka u
OOHOBPEMEHHO YCTaHOBMEHME NUMUTA ANS MHOrOMNONb30BaTeNbCKUX NAKETOB Ha TOM
X€ NOpTy; YCTAHOBKA OJHOBPEMEHHO KOHTPONS 3a LUMPOKOBELLATENbHBIMY,
MHOroMosb30BaTENbCKMMU U NEPCOHANbHbLIMU MAKETaMN C HEU3BECTHbIM Ha3HAYeHEM
N OrpaHNYeHns Nonockl Ha NopTy. Ecnu Takne KoMGUHaLMM YCTaAHOBIEHbI, NPOMNYCKHas
CNOCOBHOCTbL NOpPTa MOXET OKa3aTbCA MEHbLLIE OXNOaeMOW.

@
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5. KOHOUTYPALUNUA dPYHKLUUN N30NALNUA MOPTOB

5.1. BBegeHue B (pyHKLUIO N30MALUN NOPTOB

N3onauma noptoB — 9TO He3aBUCKMMasi MOPTO-OpPUEHTMPOBaHHas yHKuMs, paboTatowas
Mexay noptamu, KoTopas M3onupyeT MOTOKU pasnuyHbIX NOopToB Apyr oT gpyra. C nomoLybio
3TON (pyHKUMM Nonb3oBaTenb MOXeT nsonuposatb NopTel B npegenax VLAN ana coxpaHeHus
pecypcoB VLAN wn ycuneHus cekpeTHocTu ceTu. [locne Toro, kak aTta dyHkums Oyaet
CKOH(UryprpoBaHa, nopTbl B rpynne M30NMpOBaHHbIX MOPTOB OyaAyT M3onupoBaHbl ApYr OT
apyra, B TO BpeMs KaK MopTbl U3 pasnu4HbIX rpynn U3onsaumm Unv HensonupoBaHHbLIX MOTYT
nepecbinatb AaHHble Opyr OpYry COBEepLUEeHHO HopManbHo. Ha kommyTtatope moxeT 6biTb
CKkOHMrypmupoBaHo He Bonee 16 rpynn n3onaumm nopTos.

5.2. CnUcoK KoMaHA, AnA KOHduUrypauum m3onsiium nopToB

1. Cospgatb rpynmny U3onmMpoBaHHbIX NOPTOB.
2. [ob6asutb Ethernet-nopTsl B rpynny.
3. OT1o6pasnTb KoHUrypaLumio rpynnbsl N3015umMmM NopToB.

1. CosgaTtb rpynny n3onnmpoBaHHbIX MOPTOB.

KomaHpa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHusa

isolate-port group <WORD> Cospgaet rpynny m3onupoBaHHbIX noptoB. C

no isolate-port group <WORD> onepaTtopom NO ata komaHaa yaansieT rpynny
N30MMPOBaHHbIX NOPTOB

2. [obasutb Ethernet-nopTobl B rpynny.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHusa

isolate-port group <WORD> switchport  [Jo6asnsieT oguH NopT wunu rpynny nopToB B
interface  [ethernet | port-channel] | rpynny u13onupoBaHHbIX MNOPTOB, KOTOpblE
<IFNAME> OyoyT M30nuMpoBaHbl OT OpYyrMx MOPTOB B
no isolate-port group <WORD> switchport | TPyne. Onepatop NO ynanser oauH nopt
interface  [ethernet | port-channel] |V  TPynny — TopToB - M3 TpynMbl
<IENAME> N305IMPOBAHHbIX NMOPTOB
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3. OT106pa3nTb KoHUrypaLuo rpynnbl U30NSLUMN NOPTOB.

KomaHpa

OnucaHue

Pexunm agMUHUCTpPATOpa, Pexum rno6anbHoro KOHd)VIrypVIpOBaHMFl

show isolate-port group [ <WORD> ]

Moka3sbiBaeT KOHbUrypaumio rpynn
N30MMPOBaHHbLIX  MOPTOB, BKMoYasi  Bce
CKOH(pUrypupoBaHHbIe rpynnbl

n3onupoBaHHbIX NoptoB M Ethernet-noptbl B
Kaxkgow rpynne

5.3. TunoBble npuMepbl PYHKUUU U3ONALUN NOPTOB

A

A

PucyHok 5-1. TunoBkle npumepbl YHKUUK U3018LMM NOPTOB

Tononorusa n KoHUrypauus KOMMyTaToOpoB NokasaHa Ha pucyHke Bbiwe. Moptel €1/1, €1/10 n
e1/15 Bce npuHagnexat k VLAN 100. TpeboBaHue 3akmnouvaetcss B TOM, 4ToDObl nocrne
BKIMOYEHNS OYHKLUMN N30NAUMK NOPTOB Ha koMmmyTaTtope switch1 noptel €1/1 1 e1/10 Ha aTOM
KOMMyTaTope He MOrnn CBA3bIBaTbCA APYr C ApyromM un o6a Mornm cBa3biBaTbCs ¢ noptom €1/15,
CMOTPSALUMM B CE€Tb. TO €CTb CBA3W MeXAy NMobbiMM NapaMy HU3NeXallmx NopToB HET, N B TO Xe
BPEMS CBA3b MexXay NobbiM HU3Nexaluym nopTom 1 BbllecToAwmMM paboTaeT. BelwecToswmi
nopT MOXeT paboTaTtb ¢ NobbIM NOPTOM HOPMATbHO.

KoHdurypaumsa kommyTtaTtopa S1:

Switch(config)#isolate-port group test

Switch(config)#isolate-port group test switchport interface ethernet 1/1;1/10
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6. KOHOUI'YPALUUA DYHKUUUA PACIMNO3HABAHUA
NETIIU HA MOPTY

6.1. BBegeHue B pyHKLUIO pacno3HaBaHUA NeTnu

C pasBuTMeM ceTeBbIX YCTPONCTB BCe GornbLue 1 6onbLue nonb3oBaTenen NOAKMYaTCA K ceTh
yepes Ethernet-kommyTaTopbl. B NpoMbILLNEHHBIX CETAX NOMNb30BaTENN NONyYaT 4OCTYN Yepes
KOMMYTaTOpbl 2-r0 YPOBHS, YTO NpeabsBrnseT cTporne TpeboBaHNsa K B3aMMOAENCTBUIO MEXAY
YCTPOMCTBaMM Kak BHELLHEN, Tak U BHyTpeHHeln ceTn. Korga TpebyeTcs B3auMoA4enCcTBUE Ha 2-M
YpOBHe, COOOLlEeHNEe [OMKHO OTNPaBnATbCA TOYHO B cooTBeTcTBMM ¢ MAC-agpecom ans
KOppeKkTHOM paboTbl Mexay nornb3oBaTensamu. YCTPOWCTBa BTOPOr0 YPOBHS 3anoMUHAOT
MAC-agpeca, usyyasa sxogsawme MAC-agpeca UCTOYHUKOB NAKeTOB M NPW NOCTYNNEHMM NakeTa
C HEM3BECTHbIM aApecoM UCTOYHMKA OHM 3anuckiBatoT ero MAC-agpec B Tabnuvuy, 3akpennss
ero 3a nopToMm, OTKyga npullen 3ToT nakeT. Takum obpasom crnefylowmi nakeT ¢ AaHHbIM
MAC-agpecom B kKayecTBe nopta HasHayeHusa ByaeT oTnpasneH cpasy Ha 3ToT nopT. To ecTb
agpec cpasy (hukcmpyeTcs Ha NopTy ANs OTApaBKy BCEX NAKeTOB.

Korga naket ¢ MAC-agpecomM UCTOYHUKA, YXKe 3anOMHEHHLIM KOMMYTaTOPOM, NPUXOANT Yepes
Apyron nopt, 3anncb B Tabnuue MAC-agpecoB n3MeHdeTcs TakuMm 0bpasom, YTobbl NakeThbl €
OaHHbIM MAC-agpecoM HanpaensinuCcb Yepe3 HOoBbIM NopT. B pesynbTaTte, ecnn Ha y4vactke
Mexay ABYMs agpecatamu cywectByeT Kakas-nnbo netns, sce MAC-agpeca 13 cetm BTOporo
YPOBHS ByAyT nepecbiniaTtbCa Ha TOT MOPT, rae cywectyeT netns (o6bivHo MAC-agpeca B 3TOM
Crny4ae C BbICOKOM 4acCTOTOW MNEepeKknoyatTCd C O4HOro MnopTa Ha Opyrown), YTO Bbl3blBaeT
neperpysky M notepto paboTocnocobHOCTM ceTun 2-ro ypoBHs. BoT nodemy Heobxogmmo
npoBepsATb Hanuuve neTnu Ha ceTeBblXx MNopTax. Korga Ha nopTy onpegensietca netns,
obHapyxuBLLee ee YyCTPOWCTBO OOSPKHO nocraTb npeaynpexaeHve B cuctemy ynpasreHus
CeTbto, MO3BOMAS CETEBOMY aAMUHUCTPATOPY OBHapYXMTb, NoOKann3oBaTb U pelmnTb Npobnemy
B CeTWu.

Mockonbky cucTema OOHapyXeHusi netenb MOXeT aBTOMaTUYECKM MPUHUMAaTb PeLUeHUst o
HanM4MM NeTnn B COEAMHEHUN U ee UCHE3HOBEHMU, YCTPOMCTBA C (PYHKLMAMWU KOHTPONS Ha
nopTax (Takmx Kak U3onsuusi MOpPTOB M KOHTPONb 3a 3anoMuHaHuem MAC-agpecoB) MoryT
3HaYUTENbHO CHU3UTb Harpy3ky C CeTeBOro agMMHUCTpaTopa, a TakkKe YMEeHbLUUTb BpeMms
peakunn Ha Npobrnemy, MUHUMU3NPYS BO3AENCTBME NeTN Ha ceTb.

6.2. Cnucok KOMaHA ans KOHUrypupoBaHus dpyHKUUN
pacno3HaBaHusA NeTnn Ha NopTy

KoHpurypmpoBaHme BpeMeHHOro MHTepBana pacno3HaBaHus NeTnu.
BkritoueHne dyHKUMK pacno3HaBaHUs NeTnu.

KoHdurypupoBaHune pexnma nopra npu pacno3HaBaHuUM NeTnu.

BbiBOA 0TNago4vHon nHdopmawmMm No pacrno3HaBaHMIo NeTnu.
KoHpuryprpoBaHue pexnma BOCCTaHOBNEHNSA NPWU pacrno3HaBaHUM NeTnu.

ok owbdE
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1. KoHdurypmpoBaHne BpEMEHHOIO MHTEPBana pacno3HaBaHWs NeTnAu.
KomaHpa OnucaHue
Pexxum rmob6anbHOro KoHcpurypupoBaHus
loopback-detection interval-time | KoHjurypupoBaHne BpEMEHHOrO WHTepBana

<loopback> <no-loopback>
no loopback-detection interval-time

pacno3HaBaHNA neTnu

2. BknioyeHne beHKLI,I/II/l pacno3HaBaHUA NEeTrIN.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

list>

<vlan-list>

no loopback-detection specified-vlan

loopback-detection specified-vlan <vlan- | BknioueHne ©n  BblkIoYeHne  YHKUUK

pacno3HaBaHuA NeTnu

3. KoHdwurypupoBaHue pexmma nopta npy pacno3HaBaHum NeTnu.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHusa nopTta

|[block] learning}
no loopback-detection control

loopback-detection control {shutdown | BknioyeHne n BblkMOYEHNE onpeneneHHoro

pexuma nopTa npu pacrno3HaBaHUU NeTMn

4. BblBog 0TNago4HOM MHGOpMaLMM N0 pacrno3HaBaHMIO NeTN.

KomaHaa

OnucaHue

Pexnm agMmHucTpatopa

debug loopback-detection
no debug loopback-detection

BbiBO OTNnago4yHom MHdopmaLumm no
pacno3HaBaHuto netnn. C onepatopom NO gaHHas
KomaHaa npekpawiaet BbIBOA OTnagoyHOM
nHdopmaumm

show loopback-detection [interface
<interface-list>]

MokasbiBaeT cTaTyc U pes3ynbTaTbl pacno3HaBaHUs
neTnn Ha Bcex nopTax, eCnun Apyrux napameTpoB He
BBOAMTCH; B MNPOTMBHOM Cly4Yae nokasbiBaeTcs
cTatyc U pesynbTaT pacrno3HaBaHus neTnu Ans
KOHKPETHbIX NOPTOB
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5. KOH(*)I/IprMpOBaHI/Ie pexnmMma BOCCTaHOBIEHUA NMPU pacrno3HaBaHUM NeTIn.

KomaHpa

OnucaHue

Oo6wumn pexmm

loopback-detection
timeout <0-3600>

control-recovery

KoHduryprpoBaHue pexunma BOCCTaHOBINEHUS]
npu pacrno3HaBaHWM NeTNn (aBTOMaTU4YeCcKoe
BOCCTAHOBMEHME WA HET) UNU BPEMEHU
BOCCTaHOBMEHUS

6.3. Mpumepbl pyHKLUUUN pacno3HaBaHUA NETNM Ha NOPTY

PucyHok 6-1. TUNWYHbLIM NpUMep NOAKIHYEeHUs

B npuBegeHHON HWXe KOHUrypauum, KomMmyTaTop onpeaensieT CyllecTBoBaHWEe NeTnu B
Tononoruun cetu. Mocne BkMOYeHNS PYHKLMM pacno3HaBaHUsi NETAM HA NOPTY, CMOTPSILLEM BO
BHELLUHIO ceTb, KoMMyTaTop OyaeT yBeoOMIsiTb NOACOEAMHEHHYH CeTb O CyLLEeCTBOBaHWM
NeTnn U KOHTPONMPOBaTb MOPT KOMMYyTaTopa Anst obecneyeHnss HopmanbHoN paboTbl JaHHOM

ceTn.

lMocnegoBaTenbHOCTL KOHGUIypaumMm KomMyTaTopa:

Switch(config)#loopback-detection interval-time 35 15

Switch(config)#interface ethernet 1/1

Switch(Config-If-Ethernet1/1)#loopback-detection special-vlan 1-3
Switch(Config-If-Ethernet1/1)#loopback-detection control block

Ecnn BbiOpaH meTon 6nokMpoBKK Npu onpeaeneHnm NeTnm, AomkeH ObiTb rMobanbHO BKNHOYEH
npoTtokon MSTP Ha Bcel ceTu, a Takke JOIMKHbl ObITb CKOHPUIYPMPOBaHbI COOTBETCTBYHOLLNE
CBS3M MeXay nNpoTokonom ceasytoulero gepesa n VLAN.

Switch(config)#spanning-tree

Switch(config)#spanning-tree mst configuration

Switch(Config-Mstp-Region)#instance 1vlan 1

Switch(Config-Mstp-Region)#instance 2 vlan 2
Switch(Config-Mstp-Region)#
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6.4. PeweHune npobnem c cpyHKLMEN pacno3HaBaHUA NETNIN Ha NOPTY

(DyHKLI,I/IFI pacno3HaBaHNA NETNIM Ha NOPTY BbIKIMKYEHA No YMOIMYaHUoO 1 O0IMKHa ObITb BKMNOYEHA
npu HeO6XOD,I/1MOCTI/I.
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7. KOHOUT'YPALUA OYHKLNU ULDP
7.1. O6wan nudopmaumsa o ULDP

OpfHoHanpaBrneHHbIi NMMHK — 3TO pacnpocTpaHeHHas npobnema B ceTW, 0COGeHHO Aans
ONTUYECKMX coeanHeHUiA. [Nog ogHOHanpaBnNeHHbIM COeAVHEHNEM NOHMMAETCS CUTYauus, koraa
OOMH MOPT COEAMHEHUSI MOXET MPUHMMATL COODLLEHMS OT OPYroro nopTa, a TOT He MOXeT
nony4yaTb UX OT NepBoro. Ecnu duanyecknii ypoBeHb coeaMHEHUS €CTb U paboTaeT HopMarbHO,
npobnemMa cBsi3n Mexay yCTPOMCTBaMu He MOXeT ObiTb 0OHapyxeHa. Kak nokasaHo Ha puCyHKe,
npobnemMa onTMYEeCcKOro CoeaMHEHMs He MOXET ObiTb OGHapy)xeHa NocpPeACcTBOM MEXaHNU3MOB
hbM3NYECKOrO YPOBHS, TaKMX Kak aBTOMaTUYECKOe COrnacoBaHne napaMmeTpos.

KommyTarop A

—
—

g1/0/2 g1/0/1

gi/os §/ \{ g1/0/3

—
—

E

KommyTaTtop B

PucyHok 7-1. NepekpecTHoe onTn4eckoe coeguHeHne

KommyTtarop A

g1/0/2

g1/01 KommyTaTtop B

v
—_—
— " g1/0/3

-
-

KommyTartop C

PucyHok 7-2. OAMH 13 KOHL0B KaXK4oro OnTUYeCcKoro CoeaMHEeHUs! He NoaKtoYeH

Takon Bua npobrnem 4acTto BO3HMKAET B cuUTyauuu, Korga wunu untepdgenc, nnm GBIC (Giga
Bitrate interface Converter — koHBepTep nHTepdenca co ckopocTbto 1Gb) nmeroT nporpammMHble
npobnembl, B 3TOM cny4ae ob6opygoBaHMe CTaHOBUTCA HeOOCTYNMHbIM unu  paboTtaer
HenpaBuIbHO.
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OpHoHanpaBneHHOe COoeAMHEHME MOXET Bbi3blBaTb LENyld cepuio npobrnem, Takux Kak
3auUMKnMBaHMe CBA3YIOLLEro gepesa uUnu LuMpokoBellaTenbHbIM WwWtopMam (broadcast black
hole).

ULDP (Unidirectional Link Detection Protocol — npoTokon obHapyxeHus ogHOHaNpaBfeHHbIX
COEAVHEHUIN) MOXeT NoMOoYb OBHapYXWUTb HEUCNPABHOCTb, KOTOpPas BO3HWKaET B CUTyauusx,
nepeyvncrieHHbIX Bblwe. B koMmyTatope, NOAKMOYEHHOM 4epe3 ONTUYECKYID WIN MeEOHYHo
Ethernet-nnHnio (Takyto kak BuTas napa naton kateropum), ULDP moxeT MOHMTOPUTL cTaTtyc
dusnyecknx coeamHeHun. B cnyyae, ecnm obHapyXeHO ofHOHaNpaBneHHOe CoeanHeHne, OH
nocelnaeT npeaynpexaeHue nonb3oBaTensaM U MOXeT BbIKMOYMTbL NOPT aBTOMaTUYECKU, UK
BPYYHYI0, B 3aBUCUMOCTN OT KOHbUrypaumm nonb3oBaTens.

®dyHkuma ULDP B komMmyTaToOpe pacno3HaeT yaaneHHble YCTPONCTBa U MPOBEPSET KOPPEKTHOCTb
COEeMHEHNIN, WNCMNONb3ys MHTEPaKTUBHYK cucTemy cobcTBeHHbIX coobuweHnun. Korga ULDP
BKITHOMEH Ha NOPTY, MEXaHU3M ornpeferieHns crtatyca nopTa 3anyckaeTcs, YTo nogpasymeBaeT
NOCLINIKY COOOLLEHUI Pas3nNYHOro BMAA, KOTOPbLIE NOCKINATCA Pa3fMyYHbIMU NOANPOrpaMmamMm
3TOr0 MexaHuama And MNpoBepkuM cTaTyca coeauvHeHun nyteM obmeHa uHgopmauuen c
yoaneHHbiMn yctponcteamu. ULDP MoxeT guHamMunyeckn onpenensaTb MHTepBars, ¢ KOTOpbIM
yAaneHHoe yCTPONCTBO MOCbINaeT CBOM yBEAOMIEHUS N NoAcTpaMBaeT B COOTBETCTBUN C HUM
CBOW nokanbHbIN HTepsan. Kpome toro, ULDP o6ecneunBaeT mexaHusm pecrtapTa, ecrnv nopt
Obin 3abnoknpoBaH ULDP, Takke coeamHeHne MoOXeT ObiTb NPOBEPEHO elle pa3 nocrne
pectapta. BpemeHHOW MHTepBan NoOCbINKM yBegoMneHun n pectapta nopta B ULDP moxeTt
KOHUrypupoBaTbCs nonb3osatensmu, Takum obpasom ULDP MoxeT BbicTpee pearmpoBaTth Ha
npobnembl CoegMHEHMIN B Pa3fIMYHOM CETEBOM OKpY>KeHUW. [Nokasatenem npaBunbHoOM paboTbl
ULDP saBnsieTca pabota coeanHeHns B OYMMEKCHOM pexume, 3To 3HauuT, yto ULDP BkMtoueH
Ha 060MX KOHLAxX COeAMHEHNS N UCNONb3yeT OAMHAKOBLIN MeTO aBTopm3aLmm U Naposb.

7.2. Cnncok komaHa ana KoHcgpurypmposaHus ULDP

BkritoueHne doyHkumn ULDP Ha kommyTaTtope.

BkritoveHne doyHkummn ULDP Ha nopTy.

KoHcpurypaumsa arpeccuBHOro pexmnma Ha KommyTaTope.

KoHdpurypaLmsa arpeccnBHOro pexvma Ha nopry.

KoHdpurypaumsa meTtoaa BbIKMOYEHUS OAHOHANPaBNEHHOr0 COeAUHEHNS.
KoHdourypaums nHtepeana ysegomneHun (Hello messages).
KoHdurypauma nHtepsana BOCCTaHOBIEHWA.

PecTapT nopta, Bbiknto4eHHOro doyHkumnen ULDP.

[emoHcTpaumoHHaa n otnagoyHasa nHgopmaumsa yHkumm ULDP.

©® NG~ WDRE

1. Bknwodenne gyHkumn ULDP Ha kommyTaTope.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

uldp enable BkntoyeHune nnu BoiknoveHne gyHkumm ULDP

Uldp disable Ha KOMMYyTaTOope
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2. Bkmoyerve doyHkumn ULDP Ha nopTy.
KomaHpa OnucaHune
Pexum KoHduUrypupoBaHusa noprta
uldp enable BkntoveHne nnu BoiknoyveHne yHkummn ULDP Ha nopT
uldp disable

3. KoHdurypauus arpeccuBHOro pexmnmMa Ha KoMmyTaTope.

KomaHpa

|
OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

uldp aggressive-mode
no uldp aggressive-mode

YcTtaHaBnuBaeT pexum paboTbl PyHKUUK Ha
KOMMyTaTope

4. KoHurypaumsa arpeccuBHOro pexunma Ha nopry.

KomaHpa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

uldp aggressive-mode
no uldp aggressive-mode

YcTtaHaBnuBaeT pexnm paboTbl oyHKUUK Ha NOpTY

5. KoHdurypaums metoga BbIKMOYEHUS OAHOHANPaBNEHHOTO COeANHEHUS.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

uldp manual-shutdown
no uldp manual-shutdown

KoHdurypupyet MeToq BbIKINIOYEHNS
O[HOHaMNpPaBIiEHHOro CoeAUHEHUS

6. KoHdurypaumsa nHtepana yeegomneHun (Hello messages).

KomaHpa

OnucaHue

Pexnm rmob6anbHOro KoHurypupoBaHus

uldp hello-interval <integer>
no uldp hello-interval

KoHdpurypauma nHtepsana ysegomnenui (Hello
messages), Ananas3oH ot 5 o 100 cekyHa.

3HayeHne no ymonyanumo — 10 cekyHg

(@ arecy
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7. KoHdurypauus uHTepBana BOCCTAHOBIEHMSI.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

uldp recovery-time <integer>
no uldp recovery-time <integer>

KoHdurypmpyeT nHtepean BOCCTaHOBUTENbHOMO
pectapTta. AnanasoH ot 30 go 86 400 cekyHA.

3Ha4veHue no ymonyaHuio — 0 cekyHA

8. Pecrtapt nopTta, BbIKNtoYeHHOro doyHkumen ULDP.

KomaHpa

OnucaHue

PexuM rno6anbHOro KOHUrypmMpoBaHUS UNU PEXUM KOHPUrypupoBaHUs NopTa

uldp reset

PectapTyeTt BCce nopTbl B pexume rrnobanbHoro
KOHUrypupoBaHus. PecTtapTyeT KOHKpPETHbIV
nopT B peXunme KOHPUrypmpoBaHus nopta

9. [lemoOHCTpaumoHHasa v oTnagoyHas nHopmaums gyHkumm ULDP.

KomaHaa

OnucaHue

Pexunm agpMuHucTpatopa

show uldp [interface ethernet IFNAME]

MokasbiBaeT wHGopmauuto no ULDP. [Onsa
oTtobpaxeHna obwen ULDP wuHdopmaumm
napameTpoB HeT. [lpy 3agaHMM KOHKPETHOro
nopta BbiBOAMTCA oOwWas wHdopmauua wu
MHopMaums o coceasix No JaHHOMY NopTy

debug uldp fsm interface ethernet

<|Fname>

no debug uldp fsm interface ethernet
<IFname>

BkntoyeHne nnm BbIKINOYEHNE BblBOAA
OTNago4vyHOM WHdopMauMm No onpeneneHHoMy
nopTty

debug uldp error
no debug uldp error

BkrntoyeHne wnn  BbIKNIOYEHME  OTIaJO0YHOMN
nHdopMaumm 06 owmbkax

debug uldp event
no debug uldp event

BknoyeHne unu  BbIKMKOYEHUE
MHdopMaumn 0 cobbITUAX

OTNago04YHOM

debug uldp packet {receive|send}
no debug uldp packet {receive|send}

BkntoyeHne mnm BbIKMNIOYEHNE BblBOOA
0TNagoyHoOM MHAOPMaLUmMmM No TUNy coobLLeHnin

(@ arecy
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KomaHpa OnucaHue

debug uldp {hello|probelecho| | BkntoyeHune nnm BbIKITIOYEHNE BblBOAA
unidirlall}  [receive|send] interface | peTanbHOM uWHpopMaumm o6 onpeaeneHHoM
ethernet <IFname> TMne cooO6LlEeHNA, KoTopble MOryT MNoCblnaTbCs

no debug Uldp {hellolprobelechol U1 NpuHMMAaTbCA Ha onpenerieHHOM NopTy

unidir|all}  [receive|send] interface
ethernet <IFname>

7.3. TunoBble npumepbl pyHkuuu ULDP

KommyTtatop A

[MK1
=5 ==
= O |
g1/2 g1/1

—>
o

]
1o

KommyTtatop B

PucyHok 7-3. OnTuyeckoe nepekpecTHoe coeguHeHne

B ceTeBoii Tononorum Ha pucyHke noptbl g1/1 n g1/2 Ha kommyTaTope A, a Takke nopThl g1/3 n
g1/04 Ha kommyTaTope B — onTuyeckue. Y coeamHeHne nmeet nepekpecTHbIn Tun. Puanyeckui
YpOBEHb BKIHOYEH W paboTaeT HOpManbHO, HO COEOWHEHME Ha YPOBHE [OaHHbIX
HepaboTocnocobHo. ULDP moxeT onpegenutb u 3abnokvpoBaTb Takoh TuN OWMOKM Ha
coegnHeHun. KoHeuHbiM pesynbtatoM BygeT 1o, uTo nopTbl g1/1 n g1/2 Ha kommyTaTope A, a
Takke nopTtbl g1/3 n g1/04 Ha kommyTaTope B GyayT 3abnokmpoBaHbl yHKunen ULDP. MNopTol
cmoryT paboTtath (He 6yayT 3abnoknpoBaHbl) TONbKO eCinn coeguHeHne OyaeT KOPPEKTHLIM.

MocnepoBaTtenbHOCTL KOHhUrypauum KommytaTtopa A:
SwitchA(config)#uldp enable
SwitchA(config)#interface ethernet 1/1
SwitchA (Config-If-Ethernetl/1)#uldp enable
SwitchA (Config-If-Ethernetl/1)#exit
SwitchA(config)#interface ethernetl/2
SwitchA(Config-If-Ethernet1/2)#uldp enable

MocnepoBaTtenbHOCTbL KOHUrypaumm KommyTtaTopa B:
SwitchB(config)#uldp enable
SwitchB(config)#interface ethernetl/3
SwitchB(Config-If-Ethernet1/3)#uldp enable
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SwitchB(Config-If-Ethernet1/3)#exit
SwitchB(config)#interface ethernetl/4
SwitchB(Config-If-Ethernet1/4)#uldp enable

B pesynbtate noptbl g1/1 n g1/2 Ha kommyTtaTtope A 6yayT 3abnoknpoBaHbl GyHKumen ULDP n
Ha gucnnee TepmuHana PC1 nossutca cneayrowas nHopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/1 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/1 shut down!

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/2 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/2 shutted down!

Moptbl g1/3 n g1/4 Ha kommyTaTope B 6yayT 3abnoknposaHbl pyHkumen ULDP n Ha gucnnee
TepmuHana PC2 noasutca crneaytowiasa nHpopmauus.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/3 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/3 shutted down!

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernetl/4 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernetl/4 shutted down!

7.4. YcTpaHeHue Henonagok pyHkumuun ULDP

3ameyaHusi No KoHUrypaLuu:

o [Ina yBepeHHocTn, Yto ULDP cmoxeT onpenennTb, YTO OAUH U3 ONTUYECKUX NOPTOB He
NOOKIMIOYEH WM MOPTbl HEKOPPEKTHO COEAMHEHbI, MOPTbl LOMKHbI paboTaTb B
OYMIEKCHOM pPeXMMe N UMETb OANHAKOBYI CKOPOCTb.

e Ecnu mexaHnam aBTOMaTU4eCKOro onpeferieHnss napameTpoB OMTUYECKUX MOPTOB,
OOMH U3 KOTOPbIX BKIOYEH HEKOPPEKTHO, onpenenuTt pabouni pexmMm uU CKOpOCTb,
ULDP He cmoxeT oTpaboTaTb KOPPEKTHO, BHE 3aBMCUMOCTU OT TOrO, BKITHOYEH OH UMK
HeT. B gaHHOM cuTyaumm NopT NOMeYaeTCs Kak BbIKMHOYEHHbIN.

e [Ina yBEepeHHOCTM B TOM, 4YTO OTBETHbIN MOPT KOPPEKTHO CKOHUrypupoBaH u
OflHOHanpaBfieHHOe CoeANHEHMEe CMOXeT BbiTb KOPPEKTHO onpeaeneHo, Heobxoammo,
yToObl Ha o06oumx KoHuax coeguHeHust ULDP ©Obin BKkNOYEH W Mcnofib3oBarcs
OMHaKOBbIV MeTo4 aBTopu3aumn 1 naporne. B Hawem npumepe naporb ¢ 06enx CTOpoH
He yCTaHOBMEH.

e UVHtepBan otnpaBkn hello-coobwieHnin moxeT ObiTb mameHeH (310 10 cekyHg no
ymonuyaHmio n konebnetca ot 5 go 100 cekyHa), Tak yto ULDP moryT ObicTpee
pearnpoBaTb Ha OLIMOKM MOAKMYEHUS NTMHUI B Pa3fnyHbIX YCroBusax paboTbl ceTu.
Ho aToT uHTepBan gomkeH 6biTb MeHble 1/3 oT BpemMeHu koHBepreHumn STP. Ecnin
WHTepBan CNMLWKOM OfVHHbIA, neTtna STP 6ygeT cdopmmpoBaHa o Toro, kak ULDP
OBGHapPYXUT W OTKMOYUT MOPT OLHOHAMpPaBfiEHHOro coeauHenuns. Ecnn mnHTepBan
CMULLKOM KOPOTKWI, ceTeBas Harpy3ka Ha nopT OygeT yBenuuyeHa, 4YTO O3HavaeT
CHWKEHME NpOornyCKHOM CnocobHOCTH.

ULDP He obpabatbiBaeT cobbitus LACP. OH obpabaTtbiBaeT Kaxgoe COeAUHEHWe rpynnbl
TRUNK (Hanpumep, port-channal, TRUNK-nopTbl) He3aBncnmo gpyr ot gpyra.
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ULDP He paboTaeT ¢ noxoxumu NpOTOKOMaMu Apyrux npoussoguTtenen. 3To 03HA4aeT, yTo
nonb3oBatenn He MoryT ucnonb3oBatb ULDP Ha ogHOM KOHUE M Mcnornb3oBaTb Apyrue
noAo6HbIe NPOTOKOSbI HA APYrOM KOHLIE COEANHEHUS.

ULDP dyHKuMa oTkntodeHa no ymondyaHuto. lNocne BkmnouveHus pyHkuumn ULDP B pexume
rnobanbHOro  KOHUIypupoOBaHUSA MOXHO BKIHOYUTb  BbIBOA OTNAgOYHbIX  COOOLLEHUN.
CyuwectByeT Heckonbko koMmaHg otnagkm (DEBUG) ans BbiBoga OTnagovHon MHdopmMaumn.
Hanpumep, nHdopmMaumio o cobbITUSIX, COCTOSAHUM, OLUMBKax U coobLLeHNsaX. PaznuyHbie TUMbl
OTNagoyHbIX COOOLLEHNA Takke MOryT ObiTb BbiBE4EHbl B COOTBETCTBMM C PasfNYHbIMU
3Ha4YeHNAMN NapamMmeTpoB.

e Tanmep BOCCTAHOBIEHWSI NO YMOMYAHMIO BbIKIHOYEH N MOXET ObITb BKIHOYEH TOMbLKO B
cny4ae, Korga norb3osaTenb 3agarn Bpems socctaHoBneHus (30—86 400 cekyHn).

KomaHaa pectapta n MexaHuam nepesarpyskm nopta Bo3gencTBYOT TOMbKO Ha NOPT, KOTOPLIN
Obln BbikAoveH dyHkunen ULDP. MopTbl, BbIKMOYEHHbIE BPYYHYHO, MOMb3oBaTENAMM UNK
OPYMMU PYHKUMAMM HE MOTYT BbITb pecTapToBaHbl pyHkumnen ULDP.
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8. HACTPOMKA ®YHKLIUU LLDP
8.1. Obwme cBepgeHusn o pyHkuum LLDP

lMpoTokon uccnegosaHusa coeamHuTensHoro ypoBHs (Link Layer Discovery Protocol — LLDP) —
3TO HOBbLIM NPOTOKOM, oOnMcaHHbIM B creundukaumm 802.1ab. OH nos3BonsieT cocegHuUM
YCTPOMCTBaM MocbinaTb YBEAOMSIEHMS O CBOEM CTaTyce APYrMM YCTPOMCTBaM M Ha BCeX nopTax
no60oro ycTponcTaa coxpaHaTb MHpopMaumio o6 atom. Ecnv Heo6xoanmo, NopThl Tak ke MoryT
nocbinatb  MHGopmauuto 06 WM3MEHeHMM cTaTyca YCTPOWCTBaM, HEMOCPEeACTBEHHO
NOAKMIOYEHHbIM K HUM. OTa MHpopmaumnsa OyaeT coxpaHeHa B crtaHgapTHbix MIB SNMP.
Cuctema ynpaBneHus CeTblo MOXET MPOBEPSATb COCTOAHWE COEOUHEHW BTOPOro YPOBHA MO
nHdopmaumm n3 MIB. LLDP He koHurypupyeT nnm KOHTponmMpyeT 3fieMeHTbl CETU Ui MOTOKN,
OH TOJSIbKO OnMCbIBaeT KOHdurypauuo BTOporo yposHs. B cneuudpmkaumm 802.1ab Takke
OnuCbIBaeTCs, kak ucnonbdyetca nHgopmauus, npegocrasnsemaa LLDP gna obHapyxeHus
KOH(OSIMKTOB Ha BTOPOM YpoBHe. MIHCTUTYT cTangaptusauumn (IEEE) B HacToswee Bpems
NCNonb3yeT CyLEeCTBYIOLLYI0O (hN3NYECKYI0 TONOMOrnio, MHTepdencel n Habopsl MIB IETF.

YnpoweHHo, LLDP — npoTokon o6HapyxeHusi cocegHux yctpoucTts. OH onpegenset
cTaHdapTHbIi  MeTon, nossongwowmn Ethernet-yctponcteam, Takmm, Kak KOMMYTaTOpbl,
MapLUpyTM3aToOpPbl MU TOYKM AOCTYNa YBEAOMMSATL O CBOEM CYLLECTBOBAHUN OPYrMe Y3rbl CETU U
CoXpaHATb WHpopmaumio 060 Bcex cocefHux ycTponctBax. Kak cnegcteue, getanbHas
MHPopMaUMa O KOHUrypaumm yCTPOMCTBA U O HaWAEHHbIX COCeAsix MOXeT Ob6bABMATLCA
nocpeacTBOM AaHHOIO NPOTOKONa.

B yacTtHocTu, LLDP onpegensieT coctaB OCHOBHOrO MHOPMAaLMOHHOIO 00bABMNEHNS, nepegavdy
00OBbABNEHUA U METOA COXpaHeHus AaHHoM WHdopmauun. Onsa obbasneHus cobCTBEHHOWM
MHOpMaLMK YCTPONCTBO MOXET MOCbINaTb HECKOSbKO YacTen MHOPMaLMOHHOIo 00 bABNEHNS
B ogHoM LAN nakeTe gaHHbIx. Tun nepegaum onpenensetcd 3HadeHmem nons TLV (Type Length
value — 3HauyeHue pgnuHbl TMnNa). Bce yctponcTtBa, nogaoepxueatrowme LLDP, gomkHbl
nogaepXxmeaTtb onoBeLleHus o naeHtudukatope (ID) yctponctea n ngeHtngukatope nopra, HO
npegnonaraeTcs, 4T0 OOMbWWHCTBO YCTPOWCTB MNOOAEPXUBAKOT OrnoBeLleHns 06 umeHn
CUCTEMbI, ee ONncaHum 1 NPOM3BOANTENBHOCTU cucTeMbl. ONoBeLLEHNSI C ONUCAHNEM CUCTEMbI
M O MPOM3BOAUTENBHOCTM CUCTEMbI MOFYT TaKkKe cogepXaTb MOSe3Hy KHOopMauuio,
Heobxogumyto ansa cbopa nHdopmauumn o NoTokax B cetu. OnnucaHmne cMcTeMbl MOXET BKITHOYATb
Takne OaHHble Kak MofHoe MMsA OB6bABNSEMOro YCTpOMCTBa, TWUM YCTPOWCTBA, BEPCUS €ro
onepaumoHHON CUCTEMbI U Tak aanee.

Mpotokon LLDP nossonsieT ynpocTuTb MOUCK NpoGrem B KOpMOpaTMBHOW CETW, pacLumMputb
BO3MOXHOCTU MHCTPYMEHTOB YMpaBrieHNs CeTbio MyTeM onpefeneHnss u XpaHeHus TOYHOW
CeTeBOW CTPYKTYpbI.

MHorve Tunbl nporpaMm ynpaBneHUs CeTbld WCNONb3YT (PYHKUMIO aBTOMaTUYECKOro
obHapyxeHus (“Automated Discovery”) ana oTcnexuBanns USMEHEHUIN N TEKYLLETO COCTOSIHUS
TONOSIOMMn, HO BOMBLUMHCTBO N3 HUX paboTaeT TONbKO Ha TPETbEM YPOBHE U B fyyllem cryvae
KnaccuduympyeT YCTPOMCTBA MO UX NOACETAM. DTN AaHHble CULWKOM NPUMUTUBHbI, NO3BOMSIOT
oTcnexuBaTb TOMbKO Ga3oBble COObITUA, TakMe kak gobaBneHwe unu yaaneHve yCTPpOWCTB
BMECTO AdeTarnbHOM MHpOopMaLUnmM O HAX U O TOM, KaK YCTPOMCTBa B3aMMOLENCTBYIOT C CEThIO.

NHudopmauus, cobpaHHas Ha 2 ypoBHE, COOEPXUT cBedeHns 06 yCTpOMCTBax, UxX noprtax U o
TOM Kakne KOMMYTaTopbl C KakKuMun coeimHeHbl 1 T. . OHa Tak ke MOXeT Noka3biBaTb MapLUpyThl
Mexay KIueHTamu, KOMMyTaTopamu, MapLupytTu3aTopamMu M ceTeBbIMU cepBepamu. Takue
AaHHble OYeHb BaXKHbl AN onpeaeneHnst  nccrnegoBaHns MCTOYHMKA Npobnem Ha ceTu.

LLDP gBnseTcd NONe3HblM WHCTPYMEHTOM YripaBreHus, NpedoCTaBnaioWwmnM TOYHYIO
MHOpPMaLMIO O 3epKanMpoBaHUM CEeTU, OTOBpaKeHWM NOTOKOB AaHHbIX U MOWUCKE CeTeBbIX
npobnem.
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8.2. Cnucok komaHa ana KoHcgpurypmposaHusi LLDP

©CeNOOO~WODdDRE

=
N R O

1.

BkntoveHne LLDP Ha ycTponcTse.

BkntoveHne dyHkuumn LLDP Ha nopTy.

KoHdpurypaumsa crtatyca LLDP Ha nopry.

KoHdpurypaumsa nHrepeana obHoBneHns coobwennin LLDP.

KoHdpurypaumsa MHOXUTENsI BpEMEHM NoAAEPKKN coobLueHnn LLDP.

KoHdurypauusa sagepxkn otnpaBkm 06HOBNSIOLMX COOOLLEHWIA.

KoHdurypaums nHtepsanos nocbiikn TRAP-nakeTos.

BkntoveHne yHkuumn TRAP Ha noprTy.

KoHpurypaumsa gononHUTeNbHbIX NapameTpos MHPOpMaLUmMKn A4S OTNPaBKy Ha NopTy.
KoHdpurypaumsa pasamepa namaTu, UCMONb3yeMon ANs XpaHeHns Tabnuuy, Ha nopTy.

. KoHcburypauusa gencrteum npu nepenonHeHnn namatn gns tabnuupl Ha nopTy.
. 12. OTobpaxeHune oTnago4vHon nuHdopmaumm no pyHkumm LLDP.

BkntoyeHnne LLDP Ha ycTponicTse.

KomaHpa OnucaHue

Pexum rmobanbHoro KoHdgpurypuposaHus

lldp enable OO0LLee BKNOYEHWE/BbIKNIOYEHME

lldp disable

2.

BkritoveHne doyHkummn LLDP Ha nopTy.

KomaHaa OnucaHue

Pexunm koHdurypmpoBaHus nopTta

lldp enable Bkntouenne/BoikntoveHne dyHkuum LLDP  Ha
lldp disable nopry

3.

KoHdurypauma ctatyca LLDP Ha nopTy.

KomaHaa OnucaHue

Pexunm koHdurypumpoBaHus nopTta

lldp mode (send|receive|both|disable) KoHdpurypaumsa pexmma paboTbl yHKUMM

LLDP
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4. KoHdurypaumsa nHrepeana obHoBneHns coobwennin LLDP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

[ldp tx-interval <integer>
no lldp tx-interval

KoHdurypauma wHTepBana 0OGHOBMNEHMWS
coobuleHnn LLDP «kak onpeneneHHOM
BESTMYUHBI NN 3HAYEHUS MO YMOSTHAHMIO

5. KoHdurypaumsa MHOXUTENS BPEMEHU Nogaepkm coobuueHnin LLDP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

lldp msgTxHold <value>
no lldp msgTxHold

KoHdurypaums MHOXUTenNA BpeMEHU
NoAanEPXKKM coobLeHun LLDP Kak
onpeaeneHHon BENMYMHbI NN 3HAYEHUS MO
YMOMN4YaHnIo

6. KoHdurypauusa 3agepxkn otnpaBkm o6HO

BASAIOLLMX COOOLLEHUN.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

Ildp transmit delay <seconds>
no lldp transmit delay

KoHdurypaums 3a4epPXKKn OTnpaBku
OOHOBAAIOLLMX coobLeHun Kak
onpeaeneHHon BeNMYNHbI UM 3HaYEHUs No
YMOJYaH1Io

7. KoHdwurypaumsi MHTepsBanos nocbinkn TRAP-nakeTos.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

Ildp notification interval <seconds>
no lldp notification interval

KoHturypauma  MHTEpBanoB  MOCLIIKK
TRAP-nakeToB Kak onpeneneHHon
BENNYMHbI UM 3HAYEHUS MO YMOSYaHWUIO
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8. BknoyeHve dyHkumn TRAP Ha nopTy.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

[ldp trap <enable|disable>

BkntoyeHwue/BbikntoveHne dyHkuum TRAP Ha nopTty

9. KoHdurypauus gONONHUTENbHBIX NapamMeTPoB MHopMaLMK A4S OTNPaBKM Ha NopTy.

[sysName] [sysDesc] [sysCap]
no lldp transmit optional tlv

KomaHpa OnucaHue
Pexum KoHdurypupoBaHusa nopTta
ldp transmit optional tlv [portDesc] | KoHdurypaums OOMNOSTHUTESbHbIX

napamMeTpoB MHdopmaumum Ans oTnpaBku
Ha NOpTYy Kak onpedeneHHOW BenUYMHbI
WNWN 3HAYEHNS NO YMOSYaHu1Io

10. KoHdpurypauusa pasmepa namsit, MCNONb3yemMomn A9 XpaHeHusa Tabnuy, Ha nopTy.

KomaHpa

OnucaHue

Pexunm koHdurypupoBaHusa nopTta

Ildp neighbors max-num <value>
no lldp neighbors max-num

KoHdurypaums pasmepa namsaTu,
ncnosnb3yemon Ansi XpaHeHus Tabnuy Ha
nopTy Kak onpefeneHHOn BenUYMHbI UK
3HAYeHMs NO YMOMYaHMIO

11. KoHdurypauus gencTemi Npy nepenosiHeEHNn naMaTn Anga Tabnuubl Ha NopTy.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

lldp tooManyNeighbors {discard | delete}

KoHdurypaumsa nencrTenm npuv
nepenosiHeHnn namsatTn gns Tabnuubl Ha
nopTty

12. OToGpaxeHne oTnagovHon nHgopmMaumm no dyHkumm LLDP.
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KomaHpa OnucaHue
Admin, Pexum rno6anbHOro KOHUrypmpoBaHus
show lldp OTobGpaxeHne TeKywen KoHdurypaumm
dyHKumu LLDP
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KomaHpa OnucaHune
show lldp interface ethernet <IFNAME> OTobpaxeHune nHdopmaumm o]

KOH(purypaumm LLDP Ha KOHKpeTHOM nopTy

show lldp traffic OTtobpaxenne uHdbopmauum o060 Bcex
cyeTymMKax

show Ildp neighbors interface ethernet | Otobpaxenne wuHpopmauum o LLDP
<IFNAME> coceadax Ha AaHHOM MnopTy

show debugging lldp OTobpaxeHne BceX MOPTOB C BKIIKOYEHHOM
dyHkumen otnagku LLDP

Pexunm agmmHucTpatopa

debug lldp no debug lidp BkntoyeHune/BbikoueHne BbIBO4A
oTnagoyHon nHgpopmaumm LLDP

debug Illdp packets interface ethernet | BkntouyeHue/BbiknoueHue BbIBOAA
<IFNAME> OTnagoyHon nHdopmMauun o oTrnpasBke WUnu

no debug lldp packets interface ethernet A MPveme nakeros LLDP Ha nopty unu Ha
<IENAME> KoMMyTaTope

Pexunm koHdurypupoBaHus nopTta

clear Ildp remote-table OuuncTtka Tabnmubl coceaen Ha nopTy

8.3. Tunosoun npumep dpyHkuumn LLDP

PucyHok 8-1. Tunosou npumep koHpurypaumm pyHkumm LLDP

Ha cxeme ceTeBoi Tononornu, npusegeHHon seiwe, nopt 1,3 Ha KomMmyTaTope B noaknoyeH K
nopty 2,4 kommytaTtopa A. lNopt 1 kommyTatopa B ckoHdurypuposaH B pexume npuema
naketoB. Onumsa TLV Ha nopTy 4 kommyTaTopa A ckoHdurypuposaHa kak portDes n SysCap.
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KommyTatop A. NocnegosaTtenbHOCTbL KOMaH, KoHdUrypauuu:
SwitchA(config)# lldp enable
SwitchA(config)#interface ethernet 1/4
SwitchA(Config-If-Ethernet1/4)# lldp transmit optional tlv portDesc sysCap
SwitchA(Config-If-Ethernetl1/4)exit
KommyTatop B. NocnegoBaTenbHOCTb KOMaH4, KOHUrypauuu:
SwitchB(config)#lldp enable
SwitchB(config)#interface ethernet1/1
SwitchB(Config-If-Ethernet1/1)# lldp mode receive
SwitchB(Config-If-Ethernet1/1)#exit

8.4. YcTtpaHeHue HeuncnpaBHocTen chbyHkumum LLDP

®yHkuna LLDP no ymonuyanuio BbikmodeHa. locne ee BkMYeHUA B pexume rrnodanbHoro
KOHOUIrypupoBaHus, Nonb3oBaTenv MOryT BKIOUNTb pexum oTnagky “debug lldp” ans nposepku
oTnagoyHon uHgopmaumm. Ncnonbsys komangy “show” dyHkumm LLDP MOXHO BbiBECTU
MHPOpMaLUMIO O KOHUIypupoBaHUM B rrobanbHOM pexnme KoHpurypuposaHus, nnbo B

pexnme HaCTPOMKN NHTEPdENCOB.
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9. HACTPOMKA PORT CHANNEL

9.1. Oowume ceBepgeHun o Port channel

[ns noHMmaHuns TepmuHa nopT-kaHana (Port channel) Hago BBeCTU NOHSATME Fpynnbl MOPTOB.
pynna noptoB — 3TO rpynna uan4ecknx nopToB Ha KOHUTrypauMOHHOM YpOBHe. TONbKO
dunsnyeckne nopTbl B rpynne nopTtoB MOryT ObiTb YacTbld 0O6beAMHEHHOro kaHana u cratb
4yneHamu Port channel. JlTornyecku rpynna nopToB sBNAETCA HE NOPTOM, a HaBopom nopToB. [Npwn
onpeaeneHHblX YcrnoBusx duanyeckne MNOpTbl B rpynne MNopToB MO3BOMSKOT MOCPenCTBOM
00beanHeHnss noptoB ccopmmpoBaTtb Port channel, koTopbii 0bnagaeT BceMn CBOWCTBaMu
fiorMyeckoro nopta M TakMM 00pasoM CTaHOBUTCSH HE3aBUCUMbIM JIOTMYECKUM MOPTOM.
Arperauusa noptoB — 3T0 abcTpakTHOE MOHATME, nogpasymesatollee no cobon obveanHeHne
Habopa NopToB C OAUHAKOBLIMU CBOWCTBaMM B noruveckmii nopt. Port channel — 3to Habop
PM3MYECKNX NOPTOB, KOTOPLIN JIOTMYECKN MCNOMb3YEeTCHA Kak OauH dmsndeckmii nopT. OH MoxeT
NCnonb3oBaTbCA MNOJSib3oBaTeNeM Kak 0OblYHbIN NopT. OH He MOXeT He Tonbko [06aBuTb
NPOMNYCKHOM CNOCOBHOCTM Ha CeTb, HO U cnocobeH obecneunTb pe3epBMpOBaHNE COEOUHEHUN.
O6blvHO OObeavHeHMe TMOPTOB  WUCMOMb3YeTCs, KOrga KOMMYTAToOp  MOOKMYEH K
MapLUpyTM3aToOpPy, KIMMEHTCKOM CTaHLUUKN UK ApYrMM KOMMyTaTopam.

PucyHok 9-1. ArpermpoBaHune nopTos

Kak nokasaHo Bblwe, kommyTaTop S1 06beguHun noptel B Port channel. MNMponyckHasa nonoca
Port channel paBHa cymme mponyckHbIX CNOocoBGHOCTen veTbipex nopTtoB. Korga HeoGxoanmo
nepegatb Tpaduk c kommyTaTopa S1 Ha S2, pacnpegeneHue Tpaduka bygeTt onpegenstbes Ha
ocHoBe MAC-agpeca MUCTovHMKa M mnagwero 6uta MAC-agpeca npuveMHuka. B pesynbrtate
BblYMCINEHU onpenensieTcs, kakon nopt Oyget nepegasatb Tpaduk. Ecnn ogmH nopt B Port
channel HeucnpaseH, Tpaduk OygeT nepepacnpedenaTbCa Ha Opyrve nopTbl NOCPEACTBOM
anroputma pacnpegenenus. [JaHHbIn anropuTM nogaep>xnBaeTca annapaTHo.

KommyTaTtop npegnaraeTt gBa Metoda KoHpurypauumn oobeanHeH1st MOPTOB: py4yHOE Co3aaHue
Port channel n gnHammnyeckoe nocpeacTBOM NPOTOKONA KOHTPONsS 00beaAMHEHNST COEANHEHNIA
(Link Aggregation Control Protocol — LACP). O6beanHeHne BO3MOXHO TONbKO AN NMOPTOB,
paboTalowmx B pexmnme NosiHOro gynnekca.

[ns npaBunbHom paboTtbl Port channel Heobxoanmo cobnogaTth creayoLwmne yCrnoBus:

e  BCe NopTbl paboTaloT B pexxnume NosiHoro Aynrekca;
e  BCE NOPTbl MMEIOT OAMHAKOBYHO CKOPOCTb;

e  BCe NopTbl ABMAIOTCA NnopTamu JocTtyna n npuHaanexat ogHoMmy VLAN, unu Bce oHu
ABNSATCHA TPAHKOBbLIMU NOPTaMU, UM OHW BCe — rMbpuaHble NopThl.

Ecnu Bce nopTbl ABNSOTCA TPaHKOBLIMU UM TMOPUOHBIMK, TOrga CKOHUIYPUPOBaHHbIE HA HUX
ponyctumble VLAN n ocHoBHon VLAN gomxkHbl ObITb Y BCEX OANHAKOBbIMMN.
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Ecnn Port channel ckoHbUrypMpoBaH Ha KOMMyTaTope BPYYHYKO MOW ANHAMUYECKW, cUcTeMa
aBTOMaTM4eCcKku HasHavyaeT nopT C HaMMEHbLLUM HOMepPOoM MacTep-nopTom Port channel’a. Ecnu
Ha KOMMyTaTope aKkTMBMPOBAH MNPOTOKOMN spanning tree, MPOTOKON MOCTPOEHUs AepeBa
BocnpuHumMaeT Port channel kak nornyeckun nopT u nocbinaet BPDU-nakeTbl 4Yepes
mMacTtep-noprT.

O6beanHeHne MOPTOB XECTKO CBSA3aHO C annapaTHOW 4YacTblo KommyTaTtopa. KommyTtaTtop
NMO3BOSISIET arperMpoBaTb COeAMHEHUsT Mexay NtobbiMyn ABYyMA KOMMyTaTtopamu. MakcumarnbHo
BO3MOXHO co3aaTb 128 rpynn no 8 nopToB K KaXKAOWN.

lMocne TOro, Kak MOPTbl arperMpoBaHbl, MX MOXHO WCNONb30BaTb, Kak OObIYHbIA MNOPT.
KommyTatop wnMeeT BCTPOEHHbIN PEXUMM KOHPUIYpUpPOBaHUA UHTepdenca arperaumm,
nonb3oBaTenlb MOXET CO3[4aBaTb COOTBETCTBYHOLLYIO KOH(pUrypauuio B 9TOM peXMMe TOYHO
Takke, kak npu koHdurypmposaHmm VLAN unm pmsmyeckoro uHtepgenca.

9.2. Oowue ceegeHusi o LACP

LACP — npotokon, 6asupytowminca Ha ctaHgapTe IEEE 802.3ad, n peanuayiowmn mexaHmam
OnHamuyeckoro obveanHeHnsa kaHanos. lNMpotokon LACP ucnonesyeT naketel LACPDU (Link
Aggregation Control Protocol Data Unit) ans obmeHa nHdgopmaumen ¢ OTBETHbIMU NOpTamu.

Mocne Toro, kak npotokon LACP Bknto4eH Ha NOPTY, AaHHbIN NOPT nocbinaeT naketel LACPDU
Ha OTBETHbIN MOPT COeAMHEHMS, YBeAoMMAa o npuoputeTe cuctemol, MAC-agpece CUCTEMBI,
npuoputeTe nopta, uaeHTudukatope nopta M kroye onepaumn. Korga oTBeTHbIM MoOpT
nony4vaeT 3Ty MHpOpMaLmMIo, OHa CpaBHMBAETCSA C MHpopMaLMen O OPYrMX nopTax, KoTopble
MOryT OblTb 0b6beanHeHbl. COOTBETCTBEHHO, 00€ CTOPOHbI COEAMHEHUA MOryT OOCTUYb
cornalweHus O BKITHOYEHUW UMM UCKINI0YEHUN NopTa U3 AnHaMmnyeckon o6 beMHEHHOW rpynmbl.

Kntoy onepaumm co3gaetcsi NPOTOKONIOM B COOTBETCTBMM C komMbBuHauuen napameTposB
KOH(purypauum (ckopocTb, Aynnekc, 6asoBas KOHUrypaumsi, Koy ynpaBneHus) NopTos,
KoTopble ByayT 06beanHATLCS.

Mocne BKMYeHus npoTokona AnHammuyeckoro oobeanHeHus noptos (LACP), kntod ynpaeneHus
no ymonyanuio paeeH 0. [Nocne ctatnyeckoro o6veanHeHnst noptos nocpencrsom LACP, kntoy
ynpaeneHnsa nopta Takon xe, kak ID o6beanHeHHOM rpynnbl.

Mpun anHamuyeckom o6bEAVHEHNM NOPTOB BCE YNEHbLI OOHON rPYnMbl UMEIOT OAUHAKOBbLIN KoY
onepauuun. Mpu ctaTnyeckom 06bEANHEHNN TONBKO aKTMBHbIE MNOPThl MMEOT OAMHAKOBBIN KHOY
onepauuu.

9.2.1. Ctatuyeckoe ooveamHeHme LACP

Cratuyeckoe obbeanHeHWe BbINOMHAETCS MyTeM KOHUrypmpoBaHus nonb3oBaTenemM U He
Tpebyet npotokona LACP. lMpu koHdwurypmpoBaHum crtatmyeckoro LACP o6beguHeHus,
NCMNOMb3yeTCsl PEXMM «ON» OIS BKIIOYEHMSA NOpTa B rpynny arperauuu.

9.2.2. AuHamunyeckoe ooveauHeHmne LACP

1. OOwwme nonoxeHnsa guHammnyeckoro oobeanHenuns LACP.

OuHamnyeckoe obbeguMHeHne — 3TO0 oObeauHeHue, co3gaBaemoe/ygansieMmoe CUCTEMON
aBTomaTtmyeckn. OHO He NO3BOSISET NONb30BaTENsIM CaMOCTOATENbHO A06aBNATL UK yAaNATb
nopTbl M3 AnHamudeckoro obbeamHeHnss LACP. [lopTbl, KOTOpble WMMEKT OOVHAKOBbIE
napamMeTpbl CKOPOCTU M Ayrnekca, NOAKMH0YEHHbIE K OOHUM U TEM Xe YCTPOMUCTBaM, MMetoLLme
OLMHAaKOBYO KOH(pMrypaumio MoryT 6biTb AMHaMmnyeckn obbeamHeHsbl B rpynny. B cnyyae, ecnm
TONMbKO OAWH MNOPT MOXeT co3faBaTb AuHaMuyeckoe obbeavHeHue, 3TO Ha3biBaeTcH
ofHonoptoBbIM 06beauHeHveM. MNpn anHammnyeckom obveamHeHnn LACP-NpoToKoN Ha nopTy
JOJIKeH ObITb BKITIOYEH.
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2. Pexumbl nopToB B ONHaMNYeCKOM rpynne O6'beLI,VIHeHI/IF|.

B gvHamumyeckon rpynne obbeamMHeHUs NopTbl UMEKOT ABa ctaTtyca — BblOpaHHbIv (selected)
unn «B oxmganumy» (standby). Oba TMna NOpPTOB MOryT nocbinaTb M NPUHMMATbL MaKeThbl
npotokona LACP, HO nopTbl B CTaTyce «OXUAAHUA» HE MOTyT nepecbinaTb AaHHbIE.

|_|OCKOJ'Ibe cyuiectsyeTt oOrpaHundyeHne Ha MaKCMMalribHOE KOJIn4eCTBO TMMOPTOB B rpynne
arperauunm, ecnum TeKyLLI,VIVI HOMEpP nopTa npeBbllUaeT npeaen B rpynne, toraa yCTpOIZCTBO Ha
OQHOM KOHLUEe coeanHeHna goroeapmBaeTcd C yCTpOIZCTBOM Ha Opyrom KoHUe On4a onpeaerneHnd
cTaTtyCa nopTa B COOTBETCTBUU C I/ID,eHTI/ICbMKaTOpOM nopra. OTanbl cornacoBaHus cnepywuine:

CpaBHeHne ngeHtudukatopos (ID) yctponcTts (npuoputeT cuctemsl 1 MAC-agpec cuctemsl).
CHavana cpaBHMBaKOTCA NPUOPUTETBI CUCTEM. Ecnn OHWM oauHakoBbIE, TOrga CpaBHUBAKOTCSA
MAC-agpeca YCTPOMCTB. YCTPOWCTBO C MEHbLUMM WOEHTUMPUKATOPOM MMEET BbICLLUM
npuopuTeT.

3aTtem ngeTt cpaBHeHWe OeHTUMMKaTOPOB NOPTOB (NPUOPUTET NOpTa U MAEHTUdMKATOP NnopTa).
[ns Kaxgoro nopTa Ha CTOPOHe YCTPOWCTBA C HAaMBLICLLUMM MPUOPUTETOM CUCTEMbI CHadana
CpaBHMBAKOTCA NpuUoOpuUTETHI NOPTOB. ECnu npuoputeTbl 0aMHaKoBble, TOrda CpaBHMBAOTCS
naeHtudpmkatopel nopToB. [MOPT € HaMMEHbLUMM WAEHTU(UKATOPOM MopTa CTaHOBUTCS
BblOpaHHbIM (selected), a ocTanbHble CTAHOBATCA B peXum «oxungaHve» (standby).

B rpynne obbeaMHeHUss nopT C HaUMEHbLUUM UAEHTUPUKATOPOM U CTaTyCOM «BblIOPAHHbINY
CTaHOBUTCHA MacTep-nopTom. [pyrne nopTbl CO CTaTyCOM «BblOpPaHHbLIN» CTAHOBATCA YNleHaMu
rpynnol.

9.3. HacTtpouka Port channel

CosgaHve rpynnbl NOPTOB B peXxuMe rnobanbHOro KOHUrypmpoBaHus.

[o6asneHne NOpTOB B OnNpeaeneHHyo rpynny 13 pexvma KoHpUrypmpoBaHms nopra.
Bxog B pexunm KoHurypuposanus port-channel.

3agaHue metoda 6anaHcMpoBKKU s TPyNMnbl NOPTOB.

3apaHue npuoputeta cuctemol B LACP-npoTtokone.

3agaHue npuoputeTa ans KoHkpeTHoro nopta B LACP-npoTokone.

3agaHue pexnma TanmayTta Ha nopty B LACP-npoTokone.

No oo hkowhe

1. CosgaHue rpynnbl NOPTOB.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

port-group <port-group-number> CosgaHvie unu yaaneHuve rpynnbl NopTos
no port-group <port-group-number>
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2. [ob6aBneHune NopToB B ONpeAeneHHyo rpynny.

KomaHpa OnucaHue
Pexum KoHduUrypupoBaHusa noprta

port-group <port-group-number>  mode | JobaenseT nopThbl B rpynny n
{active | passive | on} yCTaHaBNUBaET NX PEXUM
no port-group

3. Bxog B pexum koHdurypuposaHua port-channel.
KomaHpa OnucaHue

Pexxum rmob6anbHOro KoHcpurypupoBaHus

interface  port-channel  <port-channel- | Bxog B pexum KOHOUIypnpoBaHNs
number> port-channel

4. 3apaHue metoga GanaHCUpPOBKKM O YCTPOMCTBA.

KomaHpa

OnucaHune

Pexum rmo6anbHOro KOHUrypmpoBaHus

load-balance {dst-src-mac | dst-src-ip |
dst-src-mac-ip}

3agaHue metoga 6anaHCUMpoBKM A1 YCTPOUCTRA,
N3MEHEHMs] HauMHAOT AEeWCTBOBATb Ha rpynne
noptoB n ECMP-dyHKLMM cpasy

5. 3agaHve npuoputeTa CUCTEMbI B

LACP-npoToKone.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

lacp system-priority <system-priority>
no lacp system-priority

3apaHue npuoputeTa
LACP-npoTokone, KomaHga
3Ha4YeHne No yMon4aHuIo

CnCTEeMbI B
Nno BoO3BpallaeT

6. 3aganne npuoputeTa ans KoHkpeTHoro nopTta B LACP-npoTokone.

KomaHaa On

ncaHume

Pexum KoHduUrypupoBaHusa nopta

lacp port-priority <port-priority>
no lacp port-priority

3apgaHue npuoputeTa Aand
LACP-npoTokone. koMaH4a No BO3BpallaeT 3HavyeHue
no yMOn4yaHuo

KOHKPETHOro nopta B
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7. 3apaHue pexuma TarimayTa Ha nopty B LACP-npoTokone.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

lacp timeout {short | long} 3agaHue pexnma TarimayTa Ha nopTty B LACP-npoTokone.

no |an timeout KOMaHAa no BO3BpallaeT 3Ha4eHune no ymosn4aHuto

9.4. Npumepbl ncnonb3oBaHusa Port channel

BapwnaHT 1. Hactpoiika Port channel anga npotokona LACP.

PucyHok 9-2. KoHdurypaums nopta-kaHana 8 LACP

MmeeTca gea kommyTtatopa S1 mn S2. Moptel 1,2,3,4 Ha kommyTaTope S1 — nopTbl 4ocTyna u
nobaeneHbl B rpynny1 B aktuBHOM pexume. NopTol 6,8,9,10 Ha kommyTaTope S2 — TOXe NopThl
poctyna un gobaeneHsbl B rpynny 2 B NaCCMBHOM pexume. Bce nopTbl coegnHeHbl kabensmu.

ATanbl KOHUrypaumMm NokasaHbl HUXe:
Switchl#config
Switchl1(config)#interface ethernet 1/1-4
Switch1(Config-1f-Port-Range)#port-group 1 mode active
Switch1(Config-1f-Port-Range)#exit
Switchl1(config)#interface port-channel 1
Switch1(Config-If-Port-Channell)#

Switch2#config

Switch2(config)#port-group 2

Switch2(config)#interface ethernet 1/6
Switch2(Config-If-Ethernet1/6)#port-group 2 mode passive
Switch2(Config-If-Ethernet1/6)#exit
Switch2(config)#interface ethernet 1/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode passive
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Switch2(Config-If-Port-Range)#exit

Switch2(config)#interface port-channel 2

Switch2(Config-If-Port-Channel2)#
Pe3ynbTaTt KOHUrypauum:

KommyTatop coobwumT, 4To arpermpoBaHune npowuno ycnewHo. Moptbl 1,2,3,4 kommyTaTtopa S1
Bxogat B rpynny Port-Channell, a noptel 6,8,9,10 kommyTaTopa S2 BxogaT B rpynny
Port-Channel2.

BapwuaHT 2. KoHcurypauusa Port channel B pexxume ON.

PucyHok 9-3. KoHdurypaumsa port channel B pexuve ON

Kak nokasaHo Ha pucyHke, nopTbl 1,2,3,4 kommyTtatopa S1 — nopTbl goctyna un 6ygyt
nobaeneHsl B rpynny1 ¢ pexxumom ON. MNopTbl 6,8,9,10 kommyTaTopa S2 — TOXe NopThl 4OCTYNA
n 6yayT gobasneHbl B rpynny2 ¢ pexxumom ON.

ATanbl KOHUrypaumMm NnokasaHbl HUXe:
Switchl#config
Switchl1(config)#interface ethernet 1/1
Switch1(Config-If-Ethernetl/1)#port-group 1 mode on
Switch1(Config-If-Ethernetl1/1)#exit
Switchl(config)#interface ethernet 1/2
Switch1(Config-If-Ethernet1/2)#port-group 1 mode on
Switch1(Config-If-Ethernet1/2)#exit
Switchl(config)#interface ethernet 1/3
Switch1(Config-If-Ethernetl/3)#port-group 1 mode on
Switch1(Config-If-Ethernet1/3)#exit
Switchl(config)#interface ethernet 1/4
Switch1(Config-If-Ethernetl/4)#port-group 1 mode on
Switch1(Config-If-Ethernet1/4)#exit

Switch2#config
Switch2(config)#port-group 2
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Switch2(config)#interface ethernet 1/6
Switch2(Config-If-Ethernet1/é)#port-group 2 mode on
Switch2(Config-1f-Ethernet1/6)#exit
Switch2(config)#interface ethernet 1/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode on
Switch2(Config-I1f-Port-Range)#exit

Pe3ynbTaTt KOH(Urypauum:

MopTbl 1,2,3,4 Ha kommyTaTope S1 gobaeneHbl No nopsiaky B rpynny noptoB 1 B pexume ON.
KommyTatopy Ha yganeHHOM KoHue He TpebyeTtcss obmeH naketamu LACP gnga 3aBeplueHus
obbeanHeHus. Arperaums 3aBepluaeTcs cpasy, Korga BbINOMHSAeTCA Komanga fobaBneHus
nopta 2 B rpynny 1. MNoptel 1 1 2 o6beamHsatoTes B port channel 1. Korga nopt 3 BCcTynaeT B
rpynny 1, port channel 1 13 noptoB 1 1 2 pasbupaeTcs n nepecobupaeTcs ¢ NopToMm 3 oNATb B
port channel 1. Korga nopt 4 Bctynaet B rpynny 1, port channel 1 ua noptos 1, 2 n 3 pasbupaetca
n nepecobupaetca ¢ noptom 4 onaTb B port channel 1 (Hago OTMETUTL, UTO KaXAbIA pas, Koraa
HOBbIA MOPT BCTyMNaeT B rpynny obbeauHeHus nopToB, rpynna pasbupaetca u cobupaertcs
3aHOBO). Tenepb Bce 4 nopTa Ha 06onx KoMmyTaTopax obbeamHeHbl B pexxume “ON”.

9.5. YcTtpaHeHue HencnpaBHocTten Port channel

Ecnu Bo BpeMs koHdurypauumn obbeamHeHNs NOpTOB BO3HMKNN Npobnemsl, B NepBYO o4epeb
npoBepbTe crieqyoLLee:

e YBepautecb, 4TO BCe MOPTbI B rpynne UMeT OAMHAKOBbIE HAaCTPOWKX, HaNpuUMep, OHU
BCE B peXuMe MoJSIHOro Aynrnekca, MMerT OANHAaKOBY CKOPOCTb M HacTponkm VLAN.
Ecnu obHapyXeHbl HeCOOTBETCTBUSA, UCNPaBbTe 3TO.

e HekoTopble kKOMaHAbl HE MOryT ObITb UCNOMbL30BaHblI HA NopTtax B port channel. Takune
Kak arp, bandwigth, ip, ip-forward n 1.4.
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10. KOH®OUTYPUPOBAHUE MTU
10.1. O6wume cBegeHnss o6 MTU

B Hactoawmn momeHT Jumbo-cbpenm He uMeeT onpeaensiollero craHgapta B CETEBbIX
TEeXHONOormsax (B 4YaCTHOCTM He ObinNn CTaHAapTM3NpoBaHbl dopmMaT naketa n anunHa). ObbIYHO
naket, umetowmi pasmep ot 1519 go 9000 HasbiBaeTca JUMBO-dbpeinm. MNpu ncnonb3osaHnm
TaKMX NakeToB, CKOPOCTb Nepeaayun AaHHbIX B ceTu yBenuumaeTcs Ha 2 % — 5 %. TexHu4ecku
JUMBO — aT0 yafMHEHHbIN dhpenM, NockiiaeMblid U NPUHUMaeMbln KoMmmyTaTtopoM. OgHako,
yunTbiBas ONVHY, Takne penmMbl He MoryT OblTb MOcCnaHbl Ha npoueccop ycTponctea. Mol
NCKIOYaeM MOCbINKY BoMbLINX (penMoB NPOLLECCOPY BO BPEMS NpYema nakeToB.

10.2. KondurypuposaHue MTU

1. Bkniovenue pyHkumm MTU.

KomaHpa

OnucaHue

o6wmn pexmm

mtu [<mtu-value>]
no mtu enable

BkntovaeT doyHKLmM0 npuema/nocbinkm JUMBO-¢pelimMoB.
KomaHga NO BblknoyaeT @yHKUMIO npuema/nochinku
JUMBO-permos
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11. KOHOUT'YPALIUA EFM OAM
11.1. O6wume cBeaeHnsa o EFM OAM

MepBoHavanbHO TexHonorus Ethernet paspabatbiBanacb Ansi nokanbHbIX CETEW, HO ANWHA
KaHanoB W pasMepbl CeTel CTPeMUTENbHO YBENUYMBANMUCb, W Tenepb 3Ta TeXHOMorus
npuMeHsieTca Tak xe n Ha Metro n Ha rnobanbHbix ceTsix. M3-3a oTcyTCcTBUA 3OEKTMBHOIO
MexaHu3ma ynpaBneHus, YTo Bnusano Ha paboty texHonorun Ethernet B MeTpo u rmobanbHbix
ceTsX, CTano Xn3HeHHO HeobxoammbiM npumeHeHne OAM Ha Ethernet.

CyuwecTByeT YeTblpe cTaHaapTta npotokonos Ansa Ethernet OAM: 802.3ah (EFM OAM), 802.3ag
(CFM), E-LMI n Y.1731. EFM OAM n CFM onpegeneHbl MexayHapoaHbIM KOMUTETOM MO
ctangaptam (IEEE). EFM OAM paboTaeT Ha kaHarbHOM YPOBHE 45151 KOPPEKTHOIO OOHapyXeHns
U ynpaeneHus kaHanoMm pfadHbiX. Wcnonb3osaHne EFM OAM nossonseTr noBbICUTH
yrnpaBnaemMocTb U ynpocTuTb obcnyxmeaHue Ethernet ypoBHs Ans NoBbILWEHUS YCTONYNBOCTH
paboTkl ceTn. CFM ucnonb3yeTcs 455 MOHUTOPUHra obLLern ceTeBon CBA3HOCTM K flokanuaawmm
npobnem Ha ceteBoM ypoBHe. [lo cpaBHeHnto ¢ CFM ctaHgapT Y.1731, npuHATbIA
MeXOyHapoaHbIM TeneKOMMYHUKaunoHHbIM coto3om (ITU), 6onee mowHbin. CtaHgapT E-LMI,
npuHatein MEF, npumeHsetca Tonbko k UNI. Tak kak BblleykaszaHHble NPOTOKOMbl MOryT
NCNonb30BaTbCA 4SS pas3fIMYHbIX CETEBbLIX TOMOMOMMI U YNpaBneHus, Mexay HUMK CyLLLEeCTBYHOT
OOMNOSTHUTESbHbIE COrnaLleHns.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance —
ncnonb3oBaHve, agMUHUCTPUpoBaHue 1 ynpasneHve Ethernet Ha nepson mune (umeeTcs B
BUOYy OT KuMeHTa)) paboTaeT Ha KaHanbHOM ypoBHe ceTeBon mogenn OSI, peanuays
AononHuTenbHble PyHKUMK Yepes nogyposeHb OAM, kak Noka3aHO Ha PUCYHKE HUXE:

OSI Model

LAN
CSMA/CD
Application Layers
Presentation
Higher layers
Session ,
LLC
Transport
OAM (Optional)
Network
4 MAC
Data Link \
Physical Layer
Physical

PucyHok 11-1. MNMonoxenne OAM B OSI-mogenu cetu
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MakeTbl gaHHbIX OAM (OAMPDU) wucnonb3yoT B kadectBe MAC-agpeca HasHayeHus
01-80-c2-00-00-02 no npoTtokony. CkopocTb Nnepefayun He Boiwe 10 NakeToB B CEKYHAY.

EFM OAM ycraHaBnuBaetcs Ha 6ase OAM-coeanHeHus. 3Ta dyHKumMst obecneunBaeT
MeXaHn3Mbl YpaBneH1s kaHanamm, Takme, Kak MOHUTOPUHI KaHanoB, yaaneHHoe oGHapyXeHne
npobnem n yaaneHHoe TecTMpoBaHMe NopToB. [0BOps npolle, ocHOBHble NoHaTMs EFM OAM
cnegyowme:

1. VYctaHoBneHune coeanHeHus ethernet OAM.

Mogynb Ethernet OAM uweT yaaneHHsle OAM-Moaynu 1 ycTaHaBnNMBaeT C HUMKN CECCUN MYTEM
obmeHa naketamn OAMPDU. EFM OAM moxeT pabotaTb B ABYX pexmmax: aKTUBHOM W
naccmBHoM. Ceccusi yctaHaBnuBaeTcs Tonbko OAM-moaynem, paboTalolwmm B aKTMBHOM
pexume, a MOAyIb, paboTaloWmin B MACCMBHOM pPeXnMeE, BbIHYKAEH XOaTb, NOKA HE NOMy4uT
3anpoc Ha coeauHeHue. lNMocne Toro kak Ethernet OAM-coeguHeHue ycTaHOBNEHO, MOAYNU
OAM c oboux KOHUOB KaHana nocTossHHO obmeHuBatTcsa naketamm OAMPDU ans
nogaepxaHuna coeguHenunsa. Ecnn mogyne Ethernet OAM He nonyyaeT naketos OAMPDU B
TeyeHun 5 cekyHg, Ethernet OAM-coeanHeHne paspbiBaeTcs.

2.  MoHUTOpPUHr KaHana.

OnpegeneHue HeucnpaBHocTu B cpene Ethernet 3aTtpygHeHo, ocobGeHHO korga dmanyeckoe
coeIMHEHNe He pa3pbliBaeTcs, HO PaboTOCNOCOBHOCTL ceT HapyleHa. MOHUTOPUHI KaHana
ncnonb3yetca Ona onpefeneHnss U uccrnegoBaHNs HEMCNpaBHOCTEW KaHaroB B pPasfiMyHbIX
cpepax. EFM OAM obecneunBaeT MOHUTOPUHI kKaHana nocpeAcTBOM obMeHa yBeJOMITEHNAMMN
o cobbituax OAMPDUSs. Npu onpegeneHuy HeMcnpaBHOCTM KaHana, nokansHbin mogyns OAM
noceinaet ysegomneHne OAMPDU 06 aTom cobbiTum yaaneHHoMy mogynto. B 1o e Bpems oH
3anucbiBaeT 310 cobbiTve B noru 1 nocebinaet SNMP Trap cucteme ynpasneHus cetbto. Korga
yAaneHHbIN MoAynb nony4vaeT yBeAoMreHne o npobrnemMe, OH Tak e 3anucbiBaeT MHOPMaLmio
B form n coobwaeT cucteme ynpaeneHus. AHanmampys mHdopmaumio B fiorax, CETEBON
agMUH/UCTPaTOP MOXET OTCreanTb COCTOSIHWE KaHana B onpefeneHHbIn nepmos BpeMeHU.

MoHnuTopuHr kaHana cpeacteamu EFM OAM oTcnexusaeT criegytowime aBapunHble cobbITng —
Errored symbol period event, Errored frame event, Errored frame period event n Errored frame
seconds event.

Errored symbol period event: konn4yecTBo OLIMOOYHBLIX CMMBOSIOB HE MOXET OblTb MEHbLUE
HWXHero nopora ownbok (3gecb CMMBOT — MUHUMAarbHbIM BrOK nepegayn MHgopmaumn B
dusndeckon cpege. OH yHUKaNeH ans cuctembl kogmpoBkM. CMMBOMbI MOTYT OTNMYaTLCHA B
pasHbiX duandecknx cpegax. CKopocTb nepegaynm cuMBOfa onpegensetca uanveckomn
CKOPOCTbIO Nepefayn B 4aHHOW cpeae).

Errored frame event: onpegensetr N kak nepuog ppenmMoB, YMCNO OLWMOOYHbIX PpeNMOB 3a
nepuog npnema N dopenMoB He OIMKHO OblTb MEHbLUE HUXXHEro nopora OwWnbokK (OWNBOYHbIN
dpenmM-npuemM owWMBOYHOro dperima onpenensieTcsi No KOHTPONbHOW CyMME).

Errored frame period event: konn4ecTBo onpeaeneHHbIX OWMBOYHbIX penmoB 3a M cekyHa He
AOJDKHO BbITb MEHbLLE HUXXHErO nopora OLwnboK.

Bpemsa npuHATUS owmMBOYHBLIX PPENMOB: KONMMYECTBO CEKyHO MpUemMa olmnbOoYHbLIX Ppenmos,
3aduKcnpoBaHHbIX 3a M cekyHO He MOXeT ObiTb Huke nopora owmnboK (KONMYeCcTBO CeKyHA
OLINBOYHBIX PPENMOB — KOrda B TEYEHUN CEKYHObI MPMHUMAOTCS OLMOOYHbIE PpENMBbI).

3. YpganeHHoe onpeaeneHne HencrnpaBHOCTEN.

Korga B ceTu npepbiBaeTca nepegaya AaHHbIX U3-3a ¢60Sa yCTpOMCTBaA UK ero HeJOCTYMHOCTH,
Ethernet OAM-moaynb yctaHasnusaeT cooTBeTcTBytoWwmi pnar 8 OAMPDU nakeTtax, coobuias
nHpopmaumio o npobneme yganeHHOMYy KOHUy. Tak Kak moaynum obmeHuBalOTCA naketamu
OAMPDU nocTtosiHHO npu ycTaHoBuBLUEMCS coeauHeHuun, Ethernet OAM-moaynb moxeT
MHPOPMMPOBaTL OTBETHBLIE MOAYM O HEUCNPABHOCTK kaHana Yepes3 naket OAMPDU. Moatomy
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CUCTEMHbIN aMUHUCTPAToOp MOXET npocrneanTtb COCTOAHME KaHalla no JioraMm n BOBpeEMA
YCTPaHATb HEUCNPaBHOCTU.

CyuwiecTtByeT Tpu Tvna npobrnem Ha kaHane, kotopble oTMevatoTca B naketax OAMPDU. 31o
Critical, Dying Gasp wn Link Fault. Ux onpegeneHne 3aBucUT OT peanuaauum pasfinyHbIMn
npoussoautenamn. B naHHom obopyaoBaHuM onpeaenexHve crneayoLlee:

Critical event: HeonpeaeneHHoe KpUTUYECKOE COObITUE;
Link Fault: Ha npnemHnke nokanbHOro MHTepdenca BuaeH cbon;

Dying Gasp: HenonpaBumoe cobbiTve (B criyqae nepesarpysku, OTKMIOYEHUS NUHKa, yaaneHus
KOHUrypauum).
4. YpaneHHoe TeCTUPOBaHUE NneTenb COeANHEHUS.

Ecnn pexum yganeHnHon netnm (loopback) BkntoyeH, paboTalowuin B akTUBHOM peXume
OAM-moaynb noceinaeT 3anpoc yaaneHHon netnu coceqy, B 3TOM Criydae OH BO3BpallaeT Bce
naketbl, 3a wucknodeHvem Ethernet OAMPDU, oTtnpaButentio no TOMy Xe KaHany.
lNepuoguyeckoe BLINOMHEHWE TECTUPOBaHUA MOMOraeT BOBPEMSA OnNpedennTb CeTeBble
npobrembl 1 nokanusoeaTb Npobnemy. 3amevyaHune: HopmanbHaa paboTa kaHana B pexume
yAaneHHoro TeCTMpoBaHUSA HEBO3MOXHaA.

Tunosoe npumeHeHne EFM OAM npoucxogmt B cCregylolmx TOMOSOMUAX: TOYKa-TOYKa M
amynupoBaHHbix IEEE802.3 coegnHeHun Tuna Todka-Touka. YCTpowcTBa nosyyatlT
BO3MOXHOCTb KOHTPONMPOBAaTh KaHasnbHble ownbkM Ha NMepBor Mune goctyna yepes Ethernet
nocpeactsom EFM OAM. [ns nonb3oBatensa COeOUHEHUE MeXOYy HUM U CeTblo SABMsieTCH
«nepson munen». [ina nposangepa OHO ABMSETCHA «MOCneaHeN MUNen».

| Monb3oBaTens

802.3ah
Ethernet [ ___ e e L
«MNepBOW MUY

<+—3802.1ah OAMPDU——

PucyHok 11-2. Tunosoe npumeHeHne OAM-Tononornm

11.2. KoHdurypuposaHue EFM OAM

1. BkntodeHne EFM OAM Ha nopTy.

2. KoHurypupoBaHMe MOHUTOPUHIa COEOUHEHNA.

3. KoHdurypupoBaHue obHapyXeHus yaaneHHbIX HEMCNPaBHOCTEN.
NMPUMEYAHMUE: nnsa atoro Hy>kHO cnepsa BkMtounte OAM npu rnobarnbHo.
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1. BknioveHne EFM OAM Ha noprty.
KomaHpa OnucaHune
Pexum KoHduUrypupoBaHusa noprta
ethernet-oam mode {active | passive} KoHdurypaumsa pexunma pabotsl EFM OAM.

Mo yMOMYaHUIO PEXNUM — aKTUBHbIN

no ethernet-oam

ethernet-oam Bknioyenne EFM OAM Ha nopty. KomaHga
NO BbikntovaeT EFM OAM Ha nopTty

no ethernet-oam period

ethernet-oam period <seconds> KoHpurypaumsa nHtepsana nepegaymnakeToB
OAMPDU. Komanga NO Bo3sBpallaeT
3Ha4YeHue No YMOMYaHuio

no ethernet-oam timeout

ethernet-oam timeout <seconds> KoHdpurypauma tammayta ana EFM OAM
coeguHeHunsi. Komanga NO BosBpawiaeT
3Ha4YeHue No YMOMYaHUio

2. KoHdurypmpoBaHue MOHUTOPUHIa COeQUHEHMS.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHusa nopTta

ethernet-oam link-monitor
no ethernet-oam link-monitor

BkntoyeHne MOHMTOPUHra coeauHEeHUs
EFM OAM, Komanga NO BblikntoyaeT
MOHUTOPUHT

ethernet-oam errored-symbol-period {threshold
low <low-symbols> | window <seconds>}

no ethernet-oam errored-symbol-period
{threshold low | window }

KoHurypmpoBaHne HWKHero nopora
OLWMOOK N OKHA domKcaLmMm OWNBOYHBIX
cumpornoB.KomanHga NO BosBpawiaeT
3Ha4YeHne No yMon4aHuio

ethernet-oam errored-frame-period {threshold
low <low-frames> | window <seconds>}

no ethernet-oam errored-frame-period
{threshold low | window }

KoHurypmpoBaHne HWXKHero nopora
ownboK M OKHa dukcaumm nepuoaa
ownbouHbix dpenmoB.KomanHga NO
BO3BpaLLaeT 3HaYeHNe Mo YMOSYaHuo

ethernet-oam errored-frame {threshold low
<low-frames> | window <seconds>}

no ethernet-oam errored-frame {threshold low |
window }

KoHurypmpoBaHne HWXKHero nopora
OLMOOK N OKHA ouKcaLumm OLNBOYHBIX
dpernmoB.KomaHaa NO BosBpawiaeT
3Ha4YeHne no ymMon4aHuio
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KomaHpa

OnucaHue

ethernet-oam errored-frame-seconds {threshold
low <low-frame-seconds> | window <seconds>}

no ethernet-oam errored-frame-seconds
{threshold low | window }

KoHduryppoBaHue HwKHero nopora
ownboK M OKHa UKCaumMm CeKyHa
owmnboyHbix penmoB.Komanga NO
BO3BpaLL@eT 3Ha4YeHne No yMON4aHuo

3. KoHdurypupoBaHue oGHapyKeHUs1 yaaneHHbIX HencrnpaBHOCTEN.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa nopTta

ethernet-oam remote-failure
no ethernet-oam remote-failure

Bknovaer
ANarHoCcTuKn
HencnpaBHOCTbLIO
KpuTudeckoe
HencnpaBHOCTb
OUIMKHEM KOHUE).

PEXUM
EFM

yOaneHHou
OAM (nop
NnoHMMaeTcs
cobbiTne nnm
COeanHeHns Ha

Komanga NO oTkntovaeTt pyHKumto

ethernet-oam errored-symbol-period threshold
high {high-symbols | none}

no ethernet-oam
threshold high

errored-symbol-period

KoHdurypmnpoBaHue BepxHero
npegena owubok npuema CUMBOOB.
KomaHpa NO BOCCTaHaBnuBaeT
3Ha4YeHne No yMosyaHuo

ethernet-oam errored-frame-period threshold

high {high-frames | none}

no ethernet-oam errored-frame-period threshold
high

KoHduryprpoBaHue BepxHero npegena
owmnBoK npuema owmnboYHbIX hpenmMoB

3a nepuog. KomaHpa NO
BOCCTaHaBnuBaeT 3Ha4yeHne no
YMOJYaH1Io

ethernet-oam errored-frame
{high-frames | none}

threshold high

no ethernet-oam errored-frame threshold high

KoHurypmpoBaHne BepxHero npeaena
owunbok npuema dpenmoB. KomaHga
NO BoccTaHaBnuBaeT 3HayeHue Mo
YMOJYaHWIO

ethernet-oam errored-frame-seconds threshold
high {high-frame-seconds | none}

no ethernet-oam errored-frame-seconds

threshold high

KoHurypmpoBaHne BepxHero npegena
OLUMOOYHBIX CeKkyHO npuema perimoB.
Komanga NO BOCCTaHaBnMBaeT
3Ha4YeHne no ymonyaHuio
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11.3. NMpumepsl EFM OAM
CueHapumn 1:

KnueHTcKkoe 1 ceTeBoe YCTPOMCTBA, COeQMHEHHbIE HAMPAMYIO, UMEIOT BKIMIOYEHHYIO (OYHKUUIO
EFM OAM gng MoHMTOPUHra coctoaHna nuHun. MHdopmauus o nMHuK nepegaeTtcda B CUCTEMY
ynpaBreHnst CeTblo NPy BO3HUKHOBEHUM aBapUNHbIX cOBbITUI. Tak e Mcnonb3yetca yHKUns
TECTMPOBaHMA NeTenb A4S NPOBEPKM NTIMHUKN NO HEO6XOANMOCTM.

Ethernet Ethernet
1/0/1 1/0/1

—
CE PE

<+—802.1ah OAMPDU——

PucyHok 11-3. Tunosas Tononornsa npumeHeHns OAM
Mpouenypa koHdUrypaumm (onyckasi KoHdgurypauuto SNMP 1 norrmposaHus).
KoHdurypaumsa knueHtckoro yctpomnctea (CE):
CE(config)#interface ethernet 1/1
CE (config-if-ethernet1/1)#ethernet-oam mode passive
CE (config-if-ethernet1/1)#ethernet-oam
CE (config-if-ethernetl/1)#ethernet-oam remote-loopback supported
Opyrue napameTpbl UCNOMb3YHTCA MO YMOYAHWIO.
KoHdurypauma Ha PE:
PE(config)#interface ethernet 1/1
PE (config-if-ethernet1/1)#ethernet-oam
Opyrue napameTpbl UCNOMb3YHTCA MO YMOMYAHWIO.
Mpn Heo6XoQUMOCTM UCNONb30BaHWS YAaneHHOW NeTny UCnosb3yeTca cneayroLas kKomanaa.
PE(config-if-ethernetl/1)#ethernet-oam remote-loopback

BbinonHeHne cneayowet KOMaHabl Bbl3biBaeT NpekpaLleHre pexunuma yaaneHHom neTnm nocre
3aBepLUEHNS TECTUPOBAHUS.

PE(config-if-ethernetl/1)# no ethernet-oam remote-loopback
BbinonHeHue cneaytowen KoMmaHabl OTKIIOYaeT NOAAEPXKKY yAaNeHHOM NeTnu.

CE(config-if-ethernetl/1)#no ethernet-oam remote-loopback supported

11.4. YcTtpaHeHue HeucnpaBHocten EFM OAM

Ecnn npu ncnonb3osaHun EFM OAM Bo3HuKalOT Npobnembl, NPOBEPLTE, HE ABNSAOTCS JIN OHU
crneacTB/MEM CneaytoLnX NpUYmnH:

e [lpoBepbTe, He HaxogaTca M oba OAM-mMoaynst COEANHEHNSA B MACCUBHOM pPEXUME.
Ecnu tak, To EFM OAM-coegunHenne He ByaeT yctaHoBneHo mexagy OAM-mogynsmu.

e Yb6egutecb, 4to SNMP ckoHGUrypypoBaH KOppekTHOo. B npoTmBHOM cnydae
aBapuiiHble coobLeHns He ByayT OTNPaBNATLCA B CUCTEMY YNpaBeHNs CEThIO.
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o CoeguHeHve B pexume OAM netnu He pabotaeT. Heo6X0AMMO BbIKNIOUUTL PEXMM
TeCTUPOBaHWS rnocne NPoBEepPKU COCTOAHUSA NMNHUN.

e YGeauTecb, 4To 06a yCTpoOMCTBA NOAAEPKUBAIOT PEXUM YAANEHHOW NETNN.

e Ha nopty He AomkHbl 6bITb ckoHurypmpoBaHel STP, MRPP, ULPP, ynpaBneHue
NMOTOKOM M PYHKUMA onpefeneHus yaaneHHon neTnu npu BKIKOYEHUUM YHKUUN
yoanenHon netrim OAM, nOCKOMbKY 3TW (PYHKUMW HE MOryT UCMoSib30BaTbCs
O[JHOBPEMEHHO.
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12. BESOINMACHOCTb NOPTOB
12.1. BBepeHue

BesonacHocTb nopTa — aTO MexaHu3M, OocHoBbIBatowmca Ha MAC-agpece ansa ynpasneHus
AOCTYNom K ceTu. JTO paclmpeHue cyulecTtByowmx ayteHtudpukaumn 802.1x n MAC. OH
KOHTpONMpyeT A0CTYNO HeEaBTOPM3MPOBaAHHbIX YCTPOUCTB ceTu, npoBepsis MAC-agpec ncrtoumka
NMonyyYeHHOro Kagpa u AOCTYN K HeaBTOPWU3MPOBaHHbIM ycTpouncTean, nposepss MAC-agpec
yCTpOMWCTBa HasHayeHuss B kagpe. C 6Ge3onacHOCTbO MOPTOB, MOMb3oBaTeNlb MOXET
HacTpaMBaTb pasnu4yHble pexuMMmbl Ge3onacHOCTM nopTa Ansi Toro, 4YToObl YCTPOMCTBO
obyyanocb TONbkO neranbHeiM MAC-agpecam mnctoudHuka. [Nocne BknoveHus BesonacHoOCTH
NMOpPTOBYCTPONCTBO OOHapyXMBaeT HenerasnbHbIi periM, YTO BbI3blBAET COOTBETCTBYHOLLYIO
dyHKUMIO Ge3onacHOCTM nopTa M BbINOMHAET NpegonpeaeneHHble 4ENCTBUS aBTOMAaTUYECKU.
OTO CHWXKaeT Harpysky Monb30BaTeNbCKOro OOCNYyXMBAHWSE W 3HAYUTENbHO MOBbILLAE
©e30nacHOCTb CUCTEMBI.

12.2. HacTpounka 6e3onacHOCTU NOPTOB

1. bBa3soBble HacTpoukn 6e3onacHOCTN NOPTOB.

KomaHpa OnucaHue

Pexunm koHcUrypmpoBaHusa nopTta

switchport port-security Hactponka  ©e3onacHocTu nopToB Ha
no switchport port-security MHTepdeice

switchport port-security mac-address | Hacpowika CTaTU4YecKoro 6e3onacHoro
<mac-address> [vlan <vlan-id>] MAC-agpeca Ha uHTepdeice

no switchport port-security mac-address
<mac-address> [vlan <vlan-id>]

switchport port-security maximum | HacTtporika MakcMmarnbHOro 4Yncna 6e3onacHbix
<value> [vlan <vlan-list>] MAC-agpecoB, paspeLLeHHbIX Ha MHTepdence

no switchport port-security maximum
<value> [vlan <vlan-list>]

switchport port-security violation | Korga npeBblllEHO MaKcuUmarnbHOe 4YUCIo
{protect | restrict | shutdown} HacTpoeHHbix MAC-agpecoe, MAC-agpec
[OCTyna K UHTepdency He NPUHAANEXNT aTOMY
uHTepgency B Tabnuue MACagpecoB wnm
MAC-agpec HacTpoeH Ha HECKOJIbKO
nHTepdgencos B ogHom VLAN, oHn oba byayT
HapywaTb 6e3onacHoctb MAC-agpecoB

no switchport port-security violation

switchport port-security aging {static | | BknioyaeT BpemMa wnM TUN  CTapeHus
time <value> | type {absolute | inactivity}} | portsecurity Ha uHTepdence

no switchport port-security violation
aging {static | time | type}
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dynamic | sticky} [[address <mac-addr> |
interface <interface-id>] [vlan <vlan-id> ]]

KomaHpa OnucaHue
Pexunm agmmHucTpatopa
clear port-security {all | configured | | Ctupaet BBEEHHbIE 6e3onacHble

MAC-agpeca Ha uHtepderice

id>] [address | vlan]

show port-security [interface <interface-

lMokasbiBaeT KOHGUIrypauumio

12.3. NMpumeTtbl HacTponkn PORT SECURITY

WHTEepHeT

KommyTarto -«
y P =

PucyHok 12-1. TunnyHasa cxema Tononormun gns 6e3onacHocT nopTa.

Ha uHTepdeince BkntouveHa dyHKUMS 6€30MacHOCTU nopTa, HACTPOEHO MaKCMMarnbHOE YMCIo
paspeLleHHbIX nctouHnkoB MAC-agpecoB Ha uHtepderice pasHoe 10, n nHTepdenc paspeLuaeT
poctyn 10 nonb3oBatensM B MHTepHeT. Ecnn npeBblleHO MakcMMarnbHOe KONU4ecTBO, TO
HOBbI MOb30BaTENb HE MONYYUT AOCTYN B UHTEPHET, TaK YTO 9TO HE TOSNBKO OTFPaHUYUT YMCHO
nonb3oBaTesfien, HO U caenaeT AOCTyn B MHTepHeT 6e3onacHbiM. Ecnu coenartb HacTpOKKy
MakcmnmarnbHoro ymcna 6esonacHeix MAC-agpecos paBHon 1, To Tonbko PC1 nnu PC2 nonyyat

AOCTYN B CeThb.
[Mpouecc HaCTPOKKM:

#Configure the switch.
Switch(config)#interface Ethernet 1/1
Switch(config-if-ethernet1/1)#switchport port-security

Switch(config-if- ethernetl/1)#switchport port-security maximum 10
Switch(config-if- ethernetl/1)#exit

Switch(config)#

(@ arecy
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12.4. YctpaHeHue HencnpaBHocten PORT SECURITY

Ecnu Bo3HuKaoT I'IpO6J'IeMbI C HaCTpOVIKOVI Oe3onacHoCTN, npoBepbTe HE ABNAKOTCA JIM OHU
crnencrtemvemM cnenywmnx npuynH:

e [lpoBepbTe BktodeH N PORT SECURITY.
e YbenuTtecb B HAacTpolke MakcMmanbHoro konndectsa MAC-aapecos.
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13. HACTPOUKA DDM
13.1. BBepexHue

13.1.1. KpaTkoe BBegeHne B DDM

DDM (Digital Diagnostic Monitor) peanuayeT dyHKUMIO NOAPOGHON LMEPOBON ANArHOCTUKMN MO
ctangapty SFF-8472 MSA. DDM KoHTponupyeT napameTpbl curHana u oungpoBbIBaeT ero Ha
neyaTHoM nraTe BHYTpPeHHero Moayns. [locrne aToro npegocTaBAseT pasrpaHUYEHHbIN
pesynbTaT M napamMeTpbl, KOTOpbl€ COXPaHAKTCHA B CTaHAAPTHbIX pamMKax MaMaTv Takum
obpasom, 4TobbI LienecoobpasHo ObINO YnTaTb NocnegoBaTenbHbIN UHTEPdENC C ABOMHOMO
kabens.

O6bl4HO WMHTennekTyanbHble UUMGPOBbIE MOAYNN NOAAEPXKMBAIOT  (PYHKUMIO  LMGPOBON
OnarHoctukn. EavHMUbl  ceTeBOro ynpaBfieHust WMMEKT BO3MOXHOCTb KOHTPONMpoBaTb
napamMeTpbl (TemnepaTtypa, HanpskeHne, TOK CMELLEeHMs, tX-MOLLHOCTb WU  IX-MOLLHOCTb)
ONTUYECKUX MOZYSEeN AN NOMyYeHUa UX NOPOroBbIX 3HAYEHU B pPEXMME pearibHOro BpeMeH
Ha TeKylweMm OnTMYeckoM mMogyne. 3JTO MNoMoraeT eauHWuaM CeTeBOro  ynpasreHus
obHapyxmBaTb HEMCNPABHOCTM B ONTUYECKOW JIMHUKN, COKPaTUTb SKCMyaTauMOHHY HarpysKky u
NOBbICUTb HAAEXHOCTb CUCTEMBI.

MpumeHeHne DDM nokasaHo ganee:

1. TporHo3 NPoJOMKUTENBHOCTU XU3HU MOAYNS.

KoHTponupoBaHMe TOKOB YyTeYkM MNO3BOMSIET caenaTtb NPOrHO3 BPEMEHW >XM3HWM nasepa.
ALMUHACTPATOP MOXET HaWTU HECKONMbKO MOTEHLUMAOTHLIX NpoGremM Mo MOHWUTOPUHTY
HanpspKeHUs 1 TemnepaTypbl MOAYNS.

1.1. Buicokoe HanpsbkeHne Vcc npueefgeT Kk nonomke CMOS, HM3koe — K HenpaBWibHON
paboTe

1.2. Bbicokasi rx-MOLUHOCTb MOpuMBEOET K MOBPEXOEHMIO MPUMHUMAalOWEro mMoaynsi, us3-3a
HM3KOW X MOLLLHOCTWU MOAY b HE CMOXET HopMarbHO paboTaTs.

1.3. Bbicokasi TemnepaTypa npuBegeT K ObICTPOMY CTapeHuto annapaTHbIX CPEACTB.

1.4. KOHTponb MOLLHOCTK, MOSy4aeMol MO BOJIOKHY, MOMOraeT MpoOBEpUTb BO3MOXHOCTM
NMHUM 1 yaaneHHoro KommyTaTopa.

2. OnpepaeneHne MecTta NOBPEXAEHUS.

B onTOBOIOKOHHOW NTMHUK ONpeaeneHne HeMCNPaBHOCTM UMEET BaXXHOE 3Ha4YeHue ans GbICTpoi
nepesarpysku cepBuca, M30NMPOBaHNE HEWUCNPABHOCTM MOMOraeT aAMUHUCTpATopy ObICTPO
HaMTWU MECTOMONOXEHNE HEMCNPABHOCTM B Moayse (NoKanbHbIA UK yaaneHHbIn MOoaynn) unm
Ha NVHKK, YTO TaKKe COKpaLLaeT BpeMsl BOCCTAaHOBEHMSI CUCTEMbI MOCIE HEUCNPaBHOCTW.

AHanuaupysi ctaTycbl OMOBELUEHMSI M CUrHanuM3auum B pexume pearibHoro BpPEMEHU Mo
napameTpam (TemnepaTtypa, HanpsbkeHue, TOK CMelueHusi, TX-MOLLHOCTb U RX-MOLLHOCTb)
MO>HO BbICTPO 0GHaAPYKUTb HEUCNPABHOCTL C MOMOLLBIO (PYHKUMM LMEDPOBOI ANArHOCTUKM.

Kpome Toro, coctosiHme Tx Fault m Rx LOS wumeeT BaxHOe 3Ha4yeHWe Onsi aHanmsa
HEeNCNpaBHOCTMW.

3. [llpoBepka COBMECTUMOCTMU.

lMpoBepka COBMECTUMOCTM WUCMONb3yeTCA AN aHanu3a, ABnseTcs N OKpyxawllas cpeaa
MOAYNSA COrfacoBaHHOW BPYYHYD WM COBMECTMMA C COOTBETCTBYHOLMUM CTaH4apTOM,
MOCKOMbKY BO3MOXHOCTU MOAyns MoryT OblTb peanu3oBaHbl TOMbKO C COBMECTMMOW
OKpYyXXatoLLen cpeon.

WNHorpga napameTpbl OKpyXKatoLen cpeabl NpeBbIaoT YCTaHOBIEHHbIE BPYYHYIO UMK cTaHaapT
COOTBETCTBMS, YTO NPUBEAET K YMEHbLUEHUIO BO3MOXHOCTEN MOAYNSA U OLWNBKe nepeaadm.
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Opr)KaI'OLLlaFI cpena He coBMeCcTMMaA:

3.1 Hanp;m(eHVle npesbillaeT yCTaHOBJ'IeHHbII7I ananasoH.

3.2. Rx power npuBoOUT K nepesarpys3ke Wwuin K MEHbLLEN YyBCTBUTEJIbHOCTU
npuemMonepeaaTymka.

3.3. TemnepaTypa npeBbllLaeT AnanasoH paboyer TemnepaTypbl.

13.1.2. ®yHkuun DDM

Onuncann DDM nokasaHo B criegytoLlem npumepe:

1. HDOCMOTp I/IHCbOpMaLl,I/IVI MOHUTOPUHIAa Ha npuemMonepenaTvymnke.

AZIMMHUCTPATOP MOXET Yy3HaTb TEKyllee COCTOsiHMe TpaHcMBepa M HalTU MoTeHuMarnbHble
npoGnemMbl C MNOMOLLbIO MNPOBEPKU CrieayloLlmx napamMeTpoB (BXoAsawas TX-MOLLHOCTb,
RX-MOLUHOCTb, TemnepaTtypa, HanpsbkeHue, TOKU YTeYku) U  3anpocuTb UWHGOpPMaLUIO
MOHMTOPUHIa (TaKyld Kak OMOBELLEHUS, CUrHanu3auusi, COCTOHWE B pearnbHOM MacluTabe
BpemeHu 1 T.4.). Kpome Toro, npoBepka MHpopMaLmum 0 HEMCNPaABHOCTAX ONTUYECKUX Moy el
nomMoraeT aAMUHUCTPATOPy ObICTPO 00apYXWUTb HEWUCMPABHYK FIMHMIO WU COKPaTUTb BPEMS
BOCCTaHOBMEHMS.

2. Onpe,u,eneHvle 3Ha4YeHnA nopora nosib3oBaTesfieM.

[nsa napameTpoB B peanbHOM MacwTabe BpemeHn (TX-MOLWHOCTH, RX-MOLLHOCTY,
TemnepaTtypbl, HANPSHXKEHNS, TOKOB YTEYKM) eCTb (PUKCUPOBAHHbBIE 3HAYeHs Noporos. NMoTomy,
YTO MOMb30BATENILCKOE OKPYXEHWEe pasfu4yHo, Morib3oBaTefNlb MOXET OnpedenvTb 3HavyeHue
nopora (Bgoasiiasi curHanuaaums ¢ BbICOKUM M HA3KUM MNPUOPUTETOM, OMOBELLEHNE C BbICOKUM
N HU3KMM MPUOPUTETOM), TMOKO KOHTpONupoBaTb pabodee COCTOSIHME TpaHcuBepa U
HemeIeHHO OBHapyXnUTb HEUCMPABHOCTb.

HacTporika 3HayeHus NMoporos MpPOU3BOAUTCHA MONb3OBaTENEM U NPOU3BOAUTENEM U MOXET
ObITb NOKa3aHa B TO e BpeMs. Korga nopor onpeaensercs Nonb3oBaTenemM HepauMoHanbHo,
OH OyaeT 3anpolleH y Nonb30oBaTens M CUrHam TPEeBOMM WM OMOBELLEHUS aBTOMATUYECKM
YCTaHOBMT MOPOr MO YMON4YaHUO (nonb3oBaTerlb MOXET BOCCTaHOBUTb BCE MOPOroBble
3Ha4YeHUs Mo yMO4YaHuIo).

PaunoHaneHoe noporosoe 3Ha4veHune: BbICOKOE/HM3KoEe 3Ha4YeHne curHana onoBeLLEHN OOIMKHO
ObITb mMexay BbICOKMM U HU3KUM CUTrHarioM CUrHanmsaunm n BbiCOKoe 3Ha4eHune nopora goJjmKkHO
ObITb BbILLE, YEM HU3KOE U, @ UMEHHO, BbICOKOE 3HAUYEHNE CUrHanm3aumm >= BbICOKOE 3Ha4YeHue
onoBelleHnsa >= HU3Koe 3HaYeHne onoBeLleHNA>= HU3Koe 3Ha4YeHne curHann3auun.

[na onTuyeckoro Moayns PexvMM NPOBEPKM MONy4aeMoro NUTaHUs BKIOYAET BHYTPEHHIO U
BHELLUHIOI MPOBEPKY, KOTOpble onpeaenunu npoussoauTeny. Kpome Toro, pexxum npoBepku
napamMeTpoB B peasibHOM MacluTabe BpeMeHM 1 NOPOroBbIX 3HAYEHMI MO YMOMYaHUIO.

3. KoHTponb TpaHcueepa.

Kpome npoBepkn cOCTOHMA paboTbl TpaHcMBepa B peanbHOM MacwTtabe BpemeHw,
Nnonb30BaTeN0 HY)KHO CreauTb 3a nogpobHOM WHopmauuen O COCTOSIHUKM, TakoW Kak
nocriegHee Bpemsi HeMCNpaBHOCTU U ee Tun. KOHTponb TpaHcMBepa NoMoraeT nosib3oBaTento
HaWTK nocrieqHee COCTOSTHWE HEUCNPaBHOCTM Yepe3 NPOBEPKY JSIOrOB 1 3anpocuTb nocnegHee
COCTOsIHME HenonagkM 4epes BbINOfNHeHWe koMaHh. Korga nonb3oBaTenb HaxoguT
MHopMaUmMIo O Hemnonagke OMTUYECKOO MOoAyns, TO MHpopMaums o6 onTMYecKkoM Moayne
MOXeT ObITb nepenpoBepeHa nocrne o6bpaboTkm MHGOpMauuM O HEUCNpPaBHOCTM, 3O€eCb
nonb3oBaTenb MOXET 3HaTb MHOPMALMIO O HEMCNPABHOCTU U BO30OHOBUTbL MOHUTOPUHT.

13.2. Cnnucok komaHAa KoHdurypaumumn DDM

Hactpoiika DDM:
1. TNpocmoTp MHOPMAaLIMM KOHTPOIS B pearibHOM Maclutabe BpeMEHN.
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2. HacTtpoiika 3HayeHMin nopora curHanMsauum WU OMoBELLEHMS Kakaoro napameTtpa Ans
TpaHcuBepa.

3. HacTtporika cocTossHNA MOHUTOPUHra TpaHcuBepa.
3.1. HacTtpoika nHtepsana MOHUTOPUHra TpaHcueepa.
3.2. HacTtpoika coCcTosiHMS BKITIOYEHUSA MOHUTOPUHIa TpaHcuBepa.
3.3. NpocmoTp MHpopMaLMM MOHUTOPUHIA TPaHCMBepA.
3.4. OuuncTka nHdopmaumMm MOHUTOPUHra TpaHcuBepa.

1. TMpocMoTp UHGOPMALIMKN KOHTPOMSA B pearnbHOM MacluTabe BpeMeHM!.

KomaHpa OnucaHue

Pexunm Koud)urprpOBava nopTa, pexum agMMHUCTPAaTOpPa Unn rnobanbHbIN pexum

show transceiver [interface ethernet <interface- | [pocmoTp MOHUTOPUHIa
list>][detail] COCTOSIHUSA TpaHcMBepa

2. Hactponka 3HadeHuM nopora curHanmMsaumm unu OMOBELLEHUs KaXKOoro napameTtpa ans
TpaHcusepa.

KomaHpa OnucaHue

Pexunm koHdurypupoBaHusa nopTta

transceiver threshold {default | {temperature | | YctaHOBka  onpegeneHHoro  nopora
voltage | bias | rx-power | tx-power} {high-alarm | nonb3oBaTenem

| low-alarm | high-warn | low-warn} {<value> |
default}}

3. HacTponka cocTossHNA MOHUTOPUHra TpaHcuBeepa.
3.1. HacTtpowka nHtepsana MOHUTOPUHra TpaHcueepa.

KomaHaa OnucaHue

Pexunm KkoHdurypupoBaHusa nopTta

transceiver-monitoring interval <minutes> YcTaHOBKa WHTEpPBana MOHUTOPUHra
no transceiver-monitoring interval U2l Il 2l Komarpa e
ycTaHaBnvBaeT NHTepBan no

YMOJTHaHUIO, paBHbIn 15 MUHYT
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3.2. HaCTpOIZKa COCTOAHUA BKITKOYEHUNA MOHUTOPUHIA TpaHCUBeEpa.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

transceiver-monitoring YcTtaHaBnNMBaeT, BKMOYEH JIM  MOHUTOPUHI TpaHcuBepa.
{enable | disable} lMocne BKNIOYEHMST Ha MOPTE MOHUTOPUHra TpPaHCUBEpPA,
cuctemMa 3anucbiBaeT COCTOHME HeucnpaBHocTu. [locne
OTKMIOYEHNA  PYHKUMM  Ha  nopTe, MHGopmMauus o
HeucnpasHoCcTM ByaeT cTepTa

3.3. MNpocmoTp MHOPMALIMKM MOHUTOPUHIa TPaHCUBEpPA.

KomaHpa OnucaHue

Pexxum koHcurypmpoBaHusa nopTta

show transceiver | lMokasbiBaeT  ncopmaumio  MOHUTOPUHra  TpaHCMBEpPA,
threshold-violation BKMIOYAIOLLYI0O  MOCNefHIo  MHOPMaUMIO  HapyLUEHMUS
[interface ethernet | NOporoBoro 3Ha4YeHsi, MOHUTOPUHI NPOTEKAIOLLErO TOKa Yepes3
<interface-list>] TpaHCcMBeEp, BKIOYEH NI MOHUTOPUHI TpaHCUBEpa Ha nopTe

3.4. OuncTka nHopmauum MOHUTOPUHIa TpaHcUBepa.

KomaHaa OnucaHue

Pexunm KkoHdurypupoBaHusa nopTta

clear transceiver threshold-violation [interface | CTupaeT 3Ha4yeHne nopora HapyLleHus
ethernet <interface-list>] MOHMTOPWHra TpaHcMBepa

13.3. Npumepbl npumeHeHna DDM
Mpumep 1:

Ethernet 21 n Ethernet 23 BkntoyeHbl B ontudecknn mogynb ¢ DDM, Ethernet 24 BknioyeH B
ontuyeckun mogynb 6e3 DDM, Ethernet 22 He BkntoueH B KakoM-nmMbO ONTUYECKMA MOAYIb,
npocMoTp nHgopmauum o DDMHa onTuyeckom Moayrne.

e [lpocmoTp MHpOpMaUMM 0 Bcex UHTepdencax, KoTopble MOryT YnTaTb napameTpbl B
pexume peanbHOro BpeMeHn (Mpu OTCYTCTBUM ONTMYECKOro MOAYNSA UM ONTUYECKUI
MOAYnNb He nogaepxunsBaeTcs, nHopmauusa He ByaeT nokasaHa), Anga npumepa:

Switch#show transceiver

Interface Temp (°C) Voltage (V) Bias (mA) RX Power (dBM) TX Power (dBM)
1/21 333.31 6.1 -30.54(A-) -6.01

1/23 335.00 (W+) 6.1 -20.54 (W-) -6.02

e [lpocmoTp nHcopmaumm o6 ykazaHHOM uHTepdgerice (N/A o3Ha4aeT, YTO ONTUYECKUIA
MoAyIb HEe BCTABMNEH UMW HE NOAAEPXKMNBAETCS), ANs NpuMepa:
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HACTPOWKA DDM

Interface

1/21
1/22
1/23

Switch#show transceiver interface ethernet 1/21-22;23

Temp (°C) Voltage (V) Bias (mA) RXPower (dBM) TX Power (dBM)

333.31 6.1 -30.54 (A-) -6.01
N/A N/A N/A N/A N/A
335.00 (W+) 6.1 -20.54 (W-) -6.02

MpocmoTp nogpobHOM  MHGOPMaLUKM, BKHOYAKOLWENA OCHOBHYHO
3HayeHne napamMeTpoB MOHUTOPUHra B peanbHOM MaclwtTabe BpeMeHW, CcurHan
OMOBELLEHNS, CUTHANM3aLUUI0, COCTOSIHME HEUCNPABHOCTM U MHPOPMAaLMIO NOPOroBoro
3Ha4YeHud, ona npumepa:

Switch#tshow transceiver interface ethernet 1/21-22;24 detail
Ethernet 1/21 transceiver detail information:
Base information:
SFP found in this port, manufactured by company, on Sep 29 2010.
Type is 1000BASE-SX, Link length is 550 m for 50um Multi-Mode Fib
Link length is 270 m for 62.5um Multi-Mode Fiber.
Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.
Brief alarm information:
RX loss of signal
Voltage high
RX power low
Detail diagnostic and threshold information:
Diagnostic Threshold
Realtime Value  High Alarm Low Alarm High Warn

Temperature (°C) 33 70 0 70

Voltage (V) 7.31 (A+) 5.00 0.00 5.00
Bias current (mA) 6.11 (W+) 10.30 0.00 5.00
RX Power (dBM) -30.54(A-) 9.00 -25.00 9.00
TX Power (dBM) -6.01 9.00 -25.00 9.00

Ethernet 1/22 transceiver detail information: N/A

Ethernet 1/24 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is T000BASE-SX, Link length is 550 m for 50um Multi-Mode Fib
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.
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Low Warn

0.00
0.00
-25.00
-25.00

er.
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Brief alarm information: N/A

Detail diagnostic and threshold information: N/A
Mpumep 2:

Ethernet 21 BknoyeH B onTudecknin moayne ¢ DDM. HacTponka noporoBoro 3HadeHusa Ha
onTMYecKoM Moayne nocne npocMmoTpa nHopopmaum o DDM.

War 1. NpocmoTp noapobHon nHgpopmaumm o DDM.
Switch#show transceiver interface ethernet 1/21 detail
Ethernet 1/21 transceiver detail information:

Base information:
Brief alarm information:
RX loss of signal
Voltage high
RX power low
Detail diagnostic and threshold information:
Diagnostic Threshold
Realtime Value  High Alarm Low Alarm  High Warn Low Warn

Temperature (°C) 33 70 0 70 0
Voltage (V) 7.31(A+) 5.00 0.00 5.00 0.00
Bias current (mA) 6.11(W+) 10.30 0.00 5.00 0.00
RX Power (dBM)  -30.54(A-)  9.00 -25.00 9.00 -25.00
TX Power (dBM) -13.01 9.00 -25.00 9.00 -25.00
LWar 2. Hactporika MOpOroBoro 3HayeHus tx-power Ha OMTMYECKOM WHTepdbence, HUXKHee
3HaYeHMe MOpOroBoro  onoBeweHna —12, HWkKHee  3Ha4yeHMe  MOPOroBoWn

curHanusauum —10.00.
Switch#config
Switch(config)#interface ethernet 1/21
Switch(config-if-ethernet1/21)#transceiver threshold tx-power low-warning -12
Switch(config-if-ethernet1/21)#transceiver threshold tx-power low-alarm -10.00

War 3. NpocmoTtp nogpo6bHon mnHdbopmauum o DDM Ha onTtudeckom mogyne. CurHanmsaums
nucnonb3yeT MOpPOroBoe 3HayeHue, HacTpamMBaeMoe Mofb3oBaTenieM, MNOpPoOroBoe
3Ha4YeHue, HaCTpPOeHHOE Npom3BoamTenem obosHadeHo ckobkamu. CurHanmsaums ¢ ‘A-’
Kak —13.01 meHbLue, yem 12.00.

Switch#show transceiver interface ethernet 1/21 detail
Ethernet 1/21 transceiver detail information:
Base information:

Brief alarm information:
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RX loss of signal
Voltage high
RX power low
TX power low
Detail diagnostic and threshold information:
Diagnostic  Threshold
Realtime Value  High Alarm Low Alarm High Warn Low Warn

Temperature (°C) 33 70 0 70 0
Voltage (V) 7.31(A+) 5.00 0.00 5.00 0.00
Bias current (mA) 6.11(W+) 10.30 0.00 5.00 0.00
RX Power (dBM)  -30.54(A-) 9.00 -25.00 9.00 -25.00

TX Power (dBM) -13.01(A-)  9.00 -12.00 (-25.00) 9.00 -10.00 (-25.00)
Mpumep 3:

Ethernet 21 BkntoyeH B onTuyeckuin mogyns ¢ DDM. BkntoyeHne MOHUTOPUHIa TpaHcMBepa Ha
nopTe, NOCne NPOCMOTPa MOHMUTOPMHIa Ha ONTUYECKOM MOAYIe.

LWar 1. MpocMmoTp MOHWUTOpWMHra TpaHcuMBepa Ha onudyeckom Moayne. Ha Ethernet 21 un

ethernet 22 He BKIOYEH MOHUTOPUHI TPAHCUBEPA, YCTaHOBMNEHHbIN MHTepBar 30 MUHYT.
Switch(config)#show transceiver threshold-violation interface ethernet 1/21-22
Ethernet 1/21 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

Ethernet 1/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

LWar 2. BkntoyeHne MOHMTOpMHIa TpaHcmBepa Ha ethernet 21.

Switch(config)#interface ethernet 1/21

Switch(config-if-ethernet1/21)#transceiver-monitoring enable

War 3. MpocmoTp MOHWUTOPUHIra TpaHCMBEpPaA Ha onTM4eckoM wmogyne. B cnegyrowmx

HacTponkax, Ha ethernet 21 BKIlOYEH MOHUTOPUHT TPpaHCUBEpPa, NocreaHee HapyLweHne
noporoeoro 3HadeHusi Jan 02 11:00:50 2011, nogpoGHas wuHdopmaum o DDM,
npeBbILaloLLLIasa NOPOroBoe 3HayYeHMe Takke nokasaHa:

Switch(config-if-ethernet1/21)#quit

Switch(config)#show transceiver threshold-violation interface ethernet 1/21-22
Ethernet 1/21 transceiver threshold-violation information:

Transceiver monitor is enabled. Monitor interval is set to 30 minutes.

The current time is Jan 02 12:30:50 2011.

The last threshold-violation time is Jan 02 11:00:50 2011.
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Brief alarm information:
RX loss of signal
RX power low
Detail diagnostic and threshold information:
DiagnosticThreshold
Realtime Value High Alarm Low Alarm High Warn Low Warn

Temperature (°C) 33 70 0 70 0
Voltage (V) 7.31 10.00 0.00 5.00 0.00
Bias current (mA) 3.1 10.30 0.00 5.00 0.00
RX Power (dBM) -30.54 (A-) 9.00 -25.00 (-34) 9.00 -25.00
TX Power (dBM) -1.01 9.00 -12.05 9.00 -10.00

Ethernet 1/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

13.4. YcTtpaHHMe HencnpaBHocten DDM

Ecnn Bo3HukatoT npobnembl npu HacTporke DDM, noxanyicTa, npoBepbTe SABNSETCA M 3Ta
npobnema crnegcTenem crieQyowmx NPUYmH:

Y6enutecb, 4TO TpaHCMBEP Ha OMTMYECKOM Mogyrne Obin BKMOYEeH Ha nopTte, nHaye
KoHurypaumss DDM He nygeT nokasaHa.

Ybeautecb, 4to koHdburypauma SNMP paboTtaeT, nHade onoBeLLeHne O CoBbITUN He
CMOXET OMOBECTUTbL CUCTEMY CETEBOIO yrpaBeHus.

He Bce kommyTtaTopbl nogaepxusatot SFP ¢ DDM wunn XFP ¢ DDM, ybeantech B
MCMNoOSib30BaHMM KOMMYyTaTopa C NOA4EPKKON COOTBETCTBYHOLLEN OYHKLINN.

Mcnonb3oBaHne komaHa show transceiver unu show transceiver detail moxet
3aHATb MHOrO BPEMEHW, Tak kak koMMyTaTtop OyaeT nNpoBepsiTb BCe MOPThbl, NO3TOMY
pekoMeHayeTcs 3anpalumeaTtb MHPOPMaLMIO O TpaHCMBEPE Ha onpeaeneHHbI NopT.

Ybeautechb, YTO yCTaAHOBIEHHLIN NONb30BaTENEM MOpPOr ABfeTca gencreyowmm. MNpu
nobon owmbke NOPOroBoro 3HadeHusl TpaHcuBep GydeT nosbiiaTb CUrHaNM3auuio B
COOTBETCTBMM CO 3HAYEHMEM, YCTAHOBIIEHHbLIM MO YMOJTHaHUIO.
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LLDP-MED [ www.gtech.ru |

14. LLDP-MED

14.1. BBepexnue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha 802.1AB
LLDP (Link Layer Discovery Protocol) of IEEE. LLDP npegoctaBnsieT ctangapTHbIN pexum Link
Layer Discovery, nocbinarowero MHpoOpMaumio O foKasnbHbIX YCTPOUCTBaX (BKIHOYAOLLYHO
OCHOBHbIE BO3MOXHOCTWN, ynpasneHue |IP-agpecamu, ID yctponctea v ID nopTa) Takom kak TLV
(type/length/value) Tponkn B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpasnstoLmnx
CB3bl0 C coceaHMMM ycTponcTBamu. MNMonyyeHHas nHpopmaums 06 yctponcTtee ByaeT XpaHUTbLCA
CO CTaHgapToHon Gason ynpasneHus uHgopmaunen(MIB). 3To no3sondeT cucteme ceTeBoro
ynpaeneHnsa 6eICTpo 0BHapyXmMBaTb U MOEHTUDNLNPOBATL CTaTyC CBSA3M Ha NIMHUN.

B crangapte 802.1AB LLDP HeT nepegauu u ynpasneHus uHGOpMaULMen O roriocoBOM
ycTponcTee. [na npuMeHeHus 1 ynpasneHusl rofioCoBOro YCTpPOWCTBa LenecoobpasHo ¢
nomowbto LLDP-MED TLVs npenoctaBnsiTb MHOXECTBEHHYIO MHGOpMaUmio, Takyto kak PoE
(Power over Ethernet), ceTeByid MONUTUKY WM NokanbHylO MHGOpMaUno 06 obcnyXMBaHUM
HOBOro TenedoHa.

14.2. KoHdurypauma LLDP-MED

1. BasoBas KoHUrypauus.

KomaHpa OnucaHue

Pexunm koHdurypupoBaHus nopTta

[ldp transmit med tlv all HacTponka ykazaHHOro noprta oTnpaBnsaTb BCe

no lidp transmit med tlv all LLDP-MED TLVs. KomanHga no oOTMeHsieT
OYHKUMIO

[ldp transmit med tlv capability HacTtponka ykasaHHOro nopTa OTNPaBMsATb

LLDP-MED Capability TLV. KomaHga no

no lldp transmit med tlv capabilit
P P y OTMeHSAET PYHKUUIO

lldp transmit med tlv networkPolicy HacTtponka ykasaHHOro nopTa OTNPaBMsATb
LLDP-MED Network Policy TLV. KomaHnga no

no lldp transmit med tlv networkPolicy
OTMEHSET AaHHYI DYHKUMIO

[ldp transmit med tlv extendPoe HacTtponka ykasaHHOro nopTa OTNPaBMsATb
LLDP-MED Extended Power-Via-MDI TLV.

no lldp transmit med tlv extendPoe
KomaHaa no oTMeHsIET OYHKLNIO

[ldp transmit med tlv inventory HacTtponka ykaszaHHOro nopTa OTNPaBMATb
LLDP-MED Inventory Management TLVs.

no lldp transmit med tlv inventory
KomaHga no oTMeHseT yHKUUIo
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softphone-voice | video-conferencing |
streaming-video | video-signaling}
[status {enable | disable}] [tag {tagged |
untagged}] [vid {<vlan-id> | dotlp}] [cos
<cos-value>] [dscp <dscp-value> ]

no network policy {voice | voice-signaling
| guest-voice | guest-voice-signaling |
softphone-voice | video-conferencing |
streaming- video | video-signaling}

KomaHpa OnucaHue
network policy {voice | voice-signaling | HacTtporika ceTeBOW  MONMUTUKM  MOPTA,
guest-voice | guest-voice-signaling | | sknovaowaas VLAN ID, nopaepxuBaemMble

NPUIoXeHns (Takme Kak ronoc W BUAOEO),
NPUOPUTET  TMPUNIOXKEHUA U MONUTUKA
NCNonb30BaHus, U Tak Aanee

civic location {dhcp server | switch |
endpointDev} <country-code>

no civic location

HacTponka Tnna ycTponcTea M Koga CTpaHbl B
cootBeTcTBUM ¢ hopmaTtom Civic Address LCl n
BkntodueHne pexmma Civic Address LCI.
KomaHga no OTMeHsieT BCe HacTpOWkuM B
cooTBeTCcTBMM C (hopmaTom Civic Address LCI

ecs location <tel-number>
no ecs location

HacTponka pacnonoxeHus ¢ popmatom ECS
ELIN Ha nopte. KomaHga no OTMeHsieT
KOHoUrypaumio

Ildp med trap {enable | disable}

Bkntoyenune/oTknoueHme nosywkmn LLDPMED
Ha yKasaHHOM nopTte

Pexwum Civic Ad

dress LCl address

{description-language | province-state |
city | county | street | locationNum |
location | floor | room | postal | otherinfo}
<address>

no {description-language | province-state
| city | county | street | locationNum |
location | floor | room | postal | otherinfo}

HacTponka nogpoOHbIX agpecoB nocre BBoAa
pexuma Civic Address LCI address Ha nopTte

Pexum rmo6anbHOro KOHUrypmpoBaHus

Ildp med fast count <value>
no lldp med fast count

Korga BKkMO4YEH MexaHM3M ObICTPOro 3amnycka
LLDP-MED, TO AQomkHa npou3BOAUTbLCS
ObicTpada oTnpaeka naketoB LLDP ¢ LLDP-MED
TLV, 9aTta KomaHOa wucrnonb3dyetcd Ang
YCTAHOBKN  3HayeHusi ObICTpOM  OTNpaBKu
nakeTtoB, KoMaHda NO BOCCTaHaBMMBAaET
3Ha4YeHne no ymMosnyaHuo
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KomaHpa OnucaHue
Pexunm agmmHucTpatopa
show Illdp MokasbiBaeT HacTponku rnodanbHoro LLDP u

LLDP-MED

show lldp [interface ethernet <IFNAME>] | Noka3sbiBaeT HacTpowikn LLDP n LLDP-MED Ha

TeKyllemM noprte

show lldp neighbors [interface ethernet | MNMoka3sbiBaeT HacTpowikn LLDP n LLDP-MED Ha
<IFNAME>] COCeHNX YCTPONCTBAax

14.3. NMpumep HacTponku LLDP-MED

KommyTtarop A
- Ethernet 1/1 =
4—__'J non

Ethernet 1/2 YcTponcteo
MED

MK Ethernet 1/1

KommyTtartop B

PucyHok 14-1. Tononorunsa 6asoson koHdurypaumm LLDP-MED

Hactponka Switch A

SwitchA(config)#interface ethernetl1/
SwitchA (Config-If-Ethernetl/1)# lldp enable

SwitchA (Config-If-Ethernet1/1)# lldp mode both (this configuration can be omitted,
the default mode is RxTx)

SwitchA (Config-If-Ethernet1/1)# lldp transmit med tlv capability
SwitchA (Config-If-Ethernet1/1)# lldp transmit med tlv network policy
SwitchA (Config-If-Ethernet1/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernetl/1)# network policy voice tag tagged vid 10 cos 5 dscp
15

SwitchA (Config-If-Ethernetl/1)# exit

SwitchA (config)#interface ethernetl/2

SwitchA (Config-If-Ethernetl/2)# lldp enable
SwitchA (Config-If-Ethernet1/2)# lldp mode both
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Hactponka Switch B

SwitchB (config)#interface ethernetl/

SwitchB(Config-1f-Ethernetl/1)# lldp enable

SwitchB (Config-If-Ethernet1/1)# lldp mode both

SwitchB (Config-If-Ethernet1/1)# lldp transmit med tlv capability

SwitchB (Config-If-Ethernet1/1)# lldp transmit med tlv network policy

SwitchB (Config-If-Ethernet1/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernetl/1)# network policy voice tag tagged vid 10 cos 4
MpoBepkKa HAaCTPONKH

MpocmoTp rmobanbHOro ctatyca u ctaTtyca nHrepdenca Ha SwitchA

SwitchA# show lldp neighbors interface ethernet 1/1
Port name : Ethernetl/1

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4

Chassisld :00-1f-ce-00-00-02

PortldSubtype :Local

Portld :1

PortDesc :****

Kkkk

SysName :

Kkkkk

SysDesc:

SysCapSupported :4
SysCapEnabled :4

LLDP MED Information

MED Codes:

(CAP)Capabilities, (NP) Network Policy
(L) Location Identification, (PSE)Power Source Entity
(PD) Power Device, (IN) Inventory

MED Capabilities:CAP,NP,PD,IN

MED Device Type: Endpoint Class I
Media Policy Type :Voice

Media Policy :Tagged

Media Policy Vlan id :10

Media Policy Priority :3

Media Policy Dscp :5

QTECH

MWP [OOCTYNHEE
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Power Type : PD

Power Source :Primary power source

Power Priority :low

Power Value :15.4 (Watts)

Hardware Revision:

Firmware Revision:4.0.1 Software Revision:6.2.30.0 Serial Number:

Manufacturer Name:****

Model Name:Unknown

Assert ID:Unknown IEEE 802.3 Information
auto-negotiation support: Supported
auto-negotiation support: Not Enabled
PMD auto-negotiation advertised capability: 1
operational MAU type: 1

SwitchA# show lldp neighbors interface ethernet 1/2

Port name : interface ethernet 1/2

Port Remote Counter : 1

Neighbor Index: 1

Port name : Ethernetl/2 Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4

Chassisld :00-1f-ce-00-00-02

PortldSubtype :Local

Portld 1

PortDesc :Ethernet1/1

Kkkk

SysName :
SysDesc *****
SysCapSupported :4

SysCapEnabled :4

lNoscHeHwe:

1. Ethernet 2 kommyTaTtopa A 1 Ethernet 1 kommyTaTopa B aBnsatoTca noptamum
YCTPONCTBA CETEBOIrO COEANHEHNS, OHMU HE MEPECHINalT NakeTbl C MHOpMaLmMen
MED TLV. XoTsa Ethernet 2 kommyTaTtopa A HacTpoeH Ans nocbinku nHdopmaumm
MED TLV, oH He 6ygeT nocbinate uHdopmaumo MED, 4To npnBeaeT K OTCYTCTBUIO B
COOTBETCTBYIOLEN yaaneHHon Tabnuue nidopmaumm MED Ha Ethernet 2
KommyTaTopa A.

2. Yctpoucteo LLDP-MED moxeT nocbinate naketsl LLDP ¢ MED TLV, noatomy B

COOTBETCTBYIOLEN yaaneHHon Tabnuue byaeTt nHdopmauns o6 Ethernet 1
KommyTaTopa A.
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14.4. YcTtpaHeHune HencnpaBHocten LLDP-MED

Ecnu Bo3HukatoT npobnembl npu HacTporike LLDP-MED, noxanyincta, npoBepbTe SBMSETCA NN
aTa npobnema cneacTBMEM CNESYHOLUMX NPUYMH:

e Ybeputech, 4Yto LLDP BknoveH rnodansHo.

e TonbKo yCTPOWMCTBO ceTeBOro coeauHenuns nony4vaet LLDP-nakeTsl ¢ LLDP-MED TLV
oT 6nwxanwero yctponctesa MED, oH Tak e nocbinaet LLDP-MED TLV. Ecnu Ha
YCTPOWCTBE CETEBOrO COEANHEHNS HAaCTpoeHa koMaHaa ansa otnpaskm LLDP-MED TLV,
naketbl 6e3 LLDPMED TLV nocbinawTcs Ha MOPT, YTO O3HAYyaeT, YTO HMUKaKOW
WHdopMauMM MNOPT He nofydaeT M Ha nopTe OTKMoYeHa (QYHKUMA MNOCHISIKK
nHdopmaumm LLDP-MED TLV.

o Ecnu cocegHue yctponctea nocbinatot uHdopmaumio LLDP-MED ycTpoicTBy ceTeBoro
COeaUHeHUs, HO OHa He aBndeTca nHgopmaumen LLDP-MED, npoepsiemasi KomaHOon
show Ildp neighbors, 4to 03HavaeT, 4TO oTnNpasndeemasn nHgpopmauns LLDP-MED «k
COCeiHMM YCTPOMCTBaM ABNAETCA OLWMBOYHOMN.
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15. HACTPOUKA BPDU-TUNNEL
15.1. BBegeHue B bpdu-tunnel

BPDU Tunnel aBnseTcsa TexHOMornen BTOPOro ypoBHA. OTO NO3BONSAET nakeTaM NpOoTOKOMOoB
BTOPOro YPOBHS reorpadonyeckun pacnpedeneHHblX YacTHbIX ceTeln Npo3payvyHo nepegasaTthbCs Mo
cneumanbHbIM TYHHENAM Yepes ceTb NOCTaBLUMKa YCIyr.

15.1.1. ®yHkuumn bpdu-tunnel

B npunoxeHn MAN, MHOXECTBEHHblE BETBM KOPNopaumMn MOryT COEANHATLCS C APYr C APYroM
no cetn onepaTopa. VPN npepoctaBnsieT BO3MOXHOCTb OnepaTtopy BkMtoYaTb reorpaduyecku
pacnpefeneHHble ceT B oAHy JokanbHyto ceTb LAN, mo3aTomy nocTaBLuKYy YCIyr HYXHO
NPeaoCTaBuTb  (PYHKLUMIO  TYHHENMPOBaHUS, a WMEHHO WHMOPMAaUMOHHBIX  AaHHbIX,
noCTynarLmMx OT NONb30BaTENbCKON CETU M Nepeaayn Ux Apyro CeTM HEKOTOPOW Kopriopauum
yepe3 ceTb onepartopa. [ns nogaepkaHusi NokanbHOW KOHUEenuuu, HeobxoaMma He TOmbKo
nepenaya AaHHbIX OT MOJIb30BaTENbCKMX YaCTHbIX CETel Yepe3 TyHHemNb, HO Takke nepegava
neKkeToB NMPOTOKOJSIOB BTOPOrO YPOBHS OT MOJIb30BATENbCKUX CETEN.

15.1.2. CozgaHue bpdu-tunnel

CneumanbHble NIMHUA UCMONb3YKTCA ONepaTopoM AN CO34aHusi NONb30BaTENbCKUX CeTewn
BTOPOro ypoBHs. B pe3ynbtaTe, nonb3oBaTtenbckas ceTb pa3brBaeTcsa Ha YacTu Mo pasnnyHble
CTOPOHbI CeTeBOro npoBargepa. Kak nokasaHo Ha pucyHke, nonb3oBaTenb A umeeT fABa
yctponctBa (CE1 n CE2) n oba aTux ycTpoucTBa npuHagnexat K Hekotopomy VLAN.
lMonb3oBaTenbckas ceTb pasfgenieHa Ha ceTb 1 U CeTb 2, KOTOPblE COEAMNHATCA Yepes CceTb
nposangepa. Korga nakeTbl NpoOTOKOMa YPOBHS 2 HE MOTyT ObiTb peanns3oBaHbl Yepes3 CeTb
nocTaBlmMKa Yycnyr, TO Monb3oBaTenbckass ceTb He MoXeT obpaboTaTb BblYUCNEHNE
He3aBMCMMOro NPOTOKOMa BTOPOro YpPOBHSA (4ANS nNpuMepa: BblYUCEHNe spanning tree), Takum
obpasom ceTv BAUSIOT ApYr Ha gpyra.

[Nonb3oBaTens A MNMonb3oBarens A
Cetb 1 VLAN 100 Cetb 2 VLAN 100

PucyHok 15-1. NpumeHeHne BPDU-TyHHens

15.2. KoHdurypauuma bpdu-tunnel

1. Hactpovika rnobansHoro MAC-agpeca TyHHens.
2. Hactponka nopta ana nogaepxku TyHHens.
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1. Hactpovika rnobansHoro MAC-agpeca TyHHens.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

bpdu-tunnel dmac <mac> BkntoyeHune/oTknoueHme rno6anbHoro

no bpdu-tunnel dmac MAC-agpeca TyHHens

2. Hactpoiika nopta Ans noaaepXku TyYHHenNs.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa nopTta

bpdu-tunnel {stp|gvrp|uldp|lacp|dotlx} BkntoyeHune/oTknoueHne Ha nopTe

no bpdu-tunnel {stp|gvrp|uldp|lacp|dotlx} JCRic DRKEALIC

15.3. NMpumep bpdu-tunnel

CneuuanbeHble NIMHUM UCNONb3YITCA ONepaTopoM AN NOCTPOEHUS MONb30BaTENbCKUX CETEW
BTOPOro ypoBHS. B pe3ynbTarte, nonb3oBaTenbckas ceTb pa3buBaeTcsa Ha YacTu Mo pasnuyHble
CTOPOHbI CeTeBOro nposangepa. Kak nokasaHO Ha puCyHKe, nonb3oBaTtenb A MmeeT OBa
yctponctBa (CE1 n CE2) n oba aTux ycTpoucTBa npuHagnexat K Hekotopomy VLAN.
Monb3oBaTenbckasa ceTb pasfeneHa Ha ceTb 1 M ceTb 2, KOTOpble COEAMHATCA Yepes ceTb
npoBangepa. Korga nakeTbl NpOTOKONa YPOBHSA 2 He MOryT ObiTb peanv3oBaHbl 4Yepes3 ceTb
nocTaBlMKa Yycnyr, TO nofb30oBaTenbckass CceTb He MoxeT o6paboTaTb BbluMCNEHME
He3aBMCMMOro NMPOTOKOMa BTOPOro YPOBHSA (ANsi MpUMepa: BblYMCIEHNE spanning tree), Takum
obpasom ceTv BNUAIOT Apyr Ha gpyra.

MNMonb3oBaTtens A Mone3oBarens A
Cetb 1 VLAN 100 Cetb 2 VLAN 100

PucyHok 15-2. NpumeHeHne BPDU-TyHHens
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C BPDU Tunnel, nakeTbl NpOTOKOMa BTOPOr0 YPOBHA OT NOMb30BaTENbCKON ceTu MOryT ObiTb
nepegaHbl Yepes ceTb ornepaTopa B criefyloLuei nocrneaosaTeribHOCTU:

1. Tocne nonyyeHus naketa NPOTOKOSia BTOPOro ypoBHS OT NepBON ceTU nosib3oBaTend
A, PE 1 B ceTu onepatopa naket nHkancynupyetcd, MAC-agpec HasHadYeHns
3ameHsieTcs KOHKpeTHbIM multicast MAC-agpecowm, 1 3aTemM NakeT nepechbinaeTca B
ceTu onepartopa.

2.  WNHkancynupoBaHHbIM NakeT NPOTOKOsia BTOPOro YPOBHSA (Ha3biBaeMbIi MakeToM
BPDU Tunnel) nepecbinaetca k PE 2 Ha gpyron koHew, ceTu, rae naket
AeunHKancynmpyeTcs, Bo3BpallaeTcs opurnHanbHblni MAC-Ha3HavyeHns naketa u
3aTeM nakeT nocblnaeTcsa ceTn 2 nonb3osBaTtens A.

HacTtponka bpdu-tunnel Ha kommyTaTtopax PE1 n PE2:

Hactpowka PE 1:
PE1(config)# bpdu-tunnel dmac 01-02-03-04-05-06
PE1(config-if-ethernet1/1)# bpdu-tunnel stp
PE1(config-if-ethernel/1)# bpdu-tunnel lacp
PE1(config-if-ethernet1/1)# bpdu-tunnel uldp
PE1(config-if-ethernet1/1)# bpdu-tunnel gvrp
PE1(config-if-ethernet1/1)# bpdu-tunnel dotlx

Hactponka PE 2:
PE2(config)# bpdu-tunnel dmac 01-02-03-04-05-06
PE2(config-if-ethernet1/1)# bpdu-tunnel stp
PE2(config-if-ethernet1/1)# bpdu-tunnel lacp
PE2(config-if-ethernet1/1)# bpdu-tunnel uldp
PE2(config-if-ethernet1/1)# bpdu-tunnel gvrp
PE2(config-if-ethernet1/1)# bpdu-tunnel dotlx

15.4. YcTtpaHeHue HencnpaBHocTen bpdu-tunnel

Mocne oTknoveHnst pyHkumn stp, gvrp, uldp, lacp and dotlx Ha mopTe, MOXHO HACTPOUTb
dyHKuMIo bpdu-tunnel.
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16. HACTPOMKA BUPTYAJIbHbIX NOKAJIbHbIX
CETEW — VLAN

16.1. KondurypuposaHue VLAN

16.1.1. HayanbHble cBegeHus o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas nokanbHasi CeTb) — TEeXHOsorus,
pasgenswowan normyeckme agpeca YCTPOWCTB B CeTW ONs OTAENEeHUs CEerMeHTOB CeTu B
3aBMCUMOCTM OT (PYHKUMIA, BbINOSIHAEMbIX YCTPOMCTBAMM, MNPUIIOXKEHMA unn TpeboBaHui
ynpaseneHnsa. Takum obpasoMm, BuUpTyarnbHble NoKanbHble rpynnbl MOryT opMuMpoBaTbhbCs
He3aBUCMMO OT hmnanyeckoro pacnonoxerus yctponcts. IEEE onybnukosan npotokon IEEE
802.1Q pgnsa craHgaptmsaumn npumeHeHna VLAN. VLAN Ha kommyTtaTtope paboTtaetr B
COOTBETCTBMU C 3TUM MPOTOKOJSTOM.

OcHoBHasa wuges TtexHonormn VLAN B TOM, 4TOGbl pasgenvTb AnHamMudeckn OonbLuyto
foKanbHyt0 CeTb HA HECKOSbKO HE3aBUCUMBbIX LUMPOKOBELLaTENbHbIX JOMEHOB B COOTBETCTBUN
C TpeboBaHMsaMN, NPeabsBASEMbIMA K CETHU.

KommyTtatop KommyTtarop KommyTtarop

VLAN1

VLAN2

2

MpukiTep

PucyHok 16-1. Jlornyeckoe onpegenexue cetn VLAN

Kaxabli wnpokoselaTensbHbli AoMeH Ha pucyHke aBnaetcd VLAN. VLANbI uMmeloT Te xe
CBOWCTBA, 4TO M u3n4eckme ceTn, 3a ucknodeHmem Toro, 4yto VLAN — noruyeckoe
obbeanHeHve, a He usmyeckoe. Moatomy obveamHeHne VLANOB MOXeT co3gaBaTbCs BHe
3aBMCUMOCTM  OT  (PU3NYECKOro  PacriofioXXeHUs YCTPOWCTB UM LUMPOKOBELLATENbHbIN,
MHOronosnb3oBaTeENbLCKNA U OfHOMNOMNb30BaTeNbLCKUN Tpaduk BHYTpU VLAN oTaeneH oT apyrux
VLANOoOB.
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bnarogapsi  BblluenepeyncrnieHHbiM  ocobeHHocTsiM, TexHomnorust VLAN  obecneumBaeTt
cnegyolme npevmyLlecTea:

e  yny4ywaeTcd Npou3BOAMNTENBHOCTb CETY;

®  OKOHOMSATCHA CeTeBble PECYPChI;

*  yrnpouwjaeTcs ynpasneHne ceTblo;

®  CHMXaeTcs CTOMMOCTb CeTu;

e yny4ywaeTca 6e30MacHOCTb CETH.
Ethernet-nopTbl KOMMyTaTOpa MOryT paboTaTb B TPEX pasnunyHbIX pexumax: Access, Hybrid n
Trunk. Kaxxabin pexkum MMeeT CBOM cnocob nepechinky NakeToB, C METKON unu oes.

MopTbl TMNa Access npuHagnexat Tonbko ogHoMy VLAN. O6bl4HO OHM ucnonb3yTca Ang
NOAKMIOYEHNS K KOMMbIOTEPY.

MopTtel TMnNa Trunk no3BonsAOT nepecbinate nNakeTbl Heckonbkux VLANoB. OHM MoryT
nUcnonb3oBaTbCAd  ANs  COEOMHEHUA  MeXay  KOMMyTaTopamu UM MNOOKNHYEHUS
Nnosib30BaTeNbCKUX YCTPOUCTB.

MopTbl TMNa Hybrid Takke no3sonaAwT nepecbiniate naketbl Heckonbkux VLANoB. OHU MoryT
ncnonb3oBaTbCA AN COEOMHEHMs  Mexay  KoMMmyTatopamu — UM NOAKMI0YEHUSN
NnonNb30BaTENbCKUX YCTPOMCTB.

MopTkl TMNOB Hybrid n Trunk NpyHUMalOT AaHHbIE NO OAHOMY anropuTMy, HO METOAbl OTMPaBKK
AaHHbIX oTnMyatoTcsA: NnopThl TMNA Hybrid moryT otnpaBnsaTb nakeTbl B pasnuyHble VLANBI 6e3
meTkn VLANa, Torga kak noptel TMna Trunk oTnpaBnsaoT nakeTbl pas3nuyHbix VLAN Tonbko ¢
meTkon VLANa, 3a ucknoveHmem VLAN, nponmncaHHOro Ha nopTy kKak native.

MpumeHenne VLAN n GVRP (GARP VLAN Registration Protocol — npoTokon permcrpauum
GARP VLAN) Ha kommyTaTope onucbiBaeTca B ctaHgapte 802.1Q. [JaHHasa rmaesa getanbHO
obbsAcHsEeT ncnonb3oBaHue u koHdurypauuo VLANos n GVRP.

16.1.2. KoHdurypuposaHue VLAN

Cospganune vnn yganerHne VLAN.

YcTtaHoBka vnu yganeHne umenun VLANa.
MpucoegunHeHne nopta kommyTtaTopa K VLANYy.
YcTaHoBKa Tvna nopta KommyTaTopa.

HacTpoika TpaHkoBoOro nopra.

HacTpoika nopTa goctyna.

HacTtponka rubpmngHoro nopra;
BkntoueHne/BbikItoueHne npasun obpaboTkm BxogHbix naketoB VLAN Ha nopTax.
KoHdurypauna npueatHoro VLANa.

10. Hactpowka cesasen npusaTtHoro VLANa.

11. OnpepeneHne BHyTpeHHero ngeHtudgukatopa VLANa.

=
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1. CosgaHve nnun yganeHne VLAN.

KomaHpa OnucaHune
Pexum rno6anbHOro kKoHUrypupoBaHus

vlan WORD CospaHuvel/yganeHne VLANa unm Bxog B
no vlan WORD pexvum VLANa

2. YcrtaHoBka unu yganeHue umenn VLANa.
KomaHpga | OnucaHune

VLAN Mode

name <vlan-name>

YcraHoBka unu yganeHve nmenn VLANa

no name
3. [MpucoeanHeHne nopta kommyTtaTopa K VLANYy.
KomaHpa OnucaHune
VLAN Mode

switchport interface <interface-list>
no switchport interface <interface-list>

HasHaueHue nopta kommyTtatopa VLANy

4. YcTaHOBKa TUNa nopTa KoMmyTaTopa.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

add WORD | except WORD | remove WORD}
no switchport trunk allowed vian

switchport mode {trunk | access | hybrid} YcraHoBka TeKyLlero nopta Kak
TPaHKOBOrO, nopta aocTyna nnu
rmépuaHoro
5. HacTpoiika TpaHKOBOro nopTa.
KomaHaa OnucaHue
Pexum KoHduUrypupoBaHusa nopta
switchport trunk allowed vlian {WORD | all | | YcraHoBka/yganeHue VLANoB,

NPUNMCaHHbIX K 3TOMY TpaHKy. KomaHga “no”
BOCCTaHaBMMBAET 3HAYEHNE MO YMOMYaHMIO
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KomaHpa

OnucaHue

switchport trunk native vlan <vlan-id>
no switchport trunk native vlan

YcraHoBka/yganeHue PVID gnga TpaHkoBoro
noprta

6. Hactponka nopta gocryna.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa nopTta

switchport access vlan <vlan-id>

[obaBnseT TekywmMrn nopt K YykasaHHOMY

{tag | untag}
no switchport hybrid allowed vian

no switchport access vlan VLANy. KomaHga NO BoccraHaBnuBaeT
3Ha4YeHue No YMONYaHuio
7. Hactponka rubpugHoro nopTa.
KomaHpga OnucaHue
Pexxunm koHcurypmpoBaHusa noprta
switchport hybrid allowed vlan {WORD | all | | YcTaHoBKa/yganeHue VLANa,
add WORD | except WORD | remove WORD} | npunucaHHoro Kk rMbpugHoMy nopTy C

peXMMOM MeTKM unn 6e3 Hee

switchport hybrid native vlan <vlan-id>
no switchport hybrid native vlan

YcraHoska/yganeHue PVID Ha nopTty

8.

BkntoueHwne/BbikntoueHne npasmn obpaboTkm BxogHbix naketoB VLAN Ha noprtax.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

vlan ingress enable
no vlan ingress enable

BkntoueHmne/BbIKIlOYEHNE BXOAALLMX NPaBUI
Ha VLANe
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9. KoHdwurypaumsa npusaTHoro VLANa.

KomaHpa OnucaHue

VLAN mode

private-vian {primary | isolated | community} | KoHdwurypauma Tekywero VLANa kak
npusaTtHoro. KomaHga NO ypanset

no private-vlian
P npusaTHbii VLAN

10. Hactpowka cessen npusaTtHoro VLANa.

KomaHpa OnucaHue

VLAN mode

private-vlan association <secondary-vlan-list> YcraHoBka/yoaneHue cBA3en

no private-vlan association npusatHoro VLANa

11. OnpepeneHue BHyTpeHHero ngeHtudukatopa VLANa.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

vlan <2-4094> internal OnpegensieT uaeHTUdUKATOP BHYTPEHHENO
VLANa
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16.1.3. TunnyHoe npumeHeHmne VLANa

CueHapun:

VLAN 7 VLAN100 . " VLAN200
. & §]

K

PaBouan
/.-~ CTAHLWS

—
-
KommyTartop >

TpaHKOBbIWA KaHan

—>
f—
KommyTatop —>

"'-.I.'IK l'IK_.-". ‘Pé_lﬁohlaﬂ Paﬁquréﬁ “-._HK I'II{
cTaHuyua CFaHLUMA

PucyHok 16-2. TunnyHas tononorus npumeHeHns VLANa

B cootBeTCcTBMM C TpebOBaHMAMU NPUNOXKEHUA N BE30MaCHOCTU CYLLECTBYIOLLYIO NOKaNbHYO
ceTb Heobxogumo pasgenntb Ha Tpyu VLAN. Tpu VLAN wumetoT maeHtudukaTopbl VLANZ,
VLAN100 n VLAN200. 3mm Tpu VLAN oxBaTtbiBaloT ABa pasnnyHbiXx OM3MYECKMX MecTa
pasmelleHus: nnowankm A n B.

Ha kaxgon nnowagke umeeTcs KoMmmyTtaTop, TpeboBaHuMsi K CBA3WM Mexagy nrowagkamu
YyOOBIETBOPSOTCS, ECNN KOMMYTATOPbl MOTYT BbINOMHATE 06MeH Tpadmkom VLAN.

O6beKkT KoHUrypauumm OnucaHue KoHcUrypauum
VLAN2 Site A and site B switch port 2 -4.
VLAN100 Site A and site B switch port 5 -7.
VLAN200 Site A and site B switch port 8 -10.
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O61beKkT KoHdUrypauum OnucaHue KoHUrypauum
Trunk port Site A and site B switch port 11.

TpaHkoBble NOPTbl C 06enX CTOPOH NOAKMYEHbI K TPAHKOBOMY KaHany Ans nepegadv Mexay
y3namu Tpacpumka VLANa. OcTanbHble yCTponcTBa NogkntoyeHsl K gpyrum noptam VLANOB.

B naHHOM npuMepe nopThbl 1Tn12 CBO6OD,HbI n MOryTt ObITb MCMONb30BaHbI ana ynpasnarowmnx
nopTOB U Opyrnx Lenewn.

LWarn KOH(*)I/IpraLl,I/II/I OnncaHbl HNXe:

KommyTaTop A:

Switch(config)#vlan 2

Switch(Config-Vlan2)#switchport interface ethernet 1/2-4
Switch(Config-Vlan2)#exit

Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/5-7
Switch(Config-Vlan100)#exit

Switch(config)#vlan 200
Switch(Config-Vlan200)#switchport interface ethernet 1/8-10
Switch(Config-Vlan200)#exit

Switch(config)#interface ethernet 1/1
Switch(Config-If-Ethernet1/11)#switchport mode trunk
Switch(Config-If-Ethernet1/11)#exit

Switch(config)#

KommyTaTop B:

Switch(config)#vlan 2

Switch(Config-Vlan2)#switchport interface ethernet 1/2-4
Switch(Config-Vlan2)#exit

Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/5-7
Switch(Config-V0an100)#exit

Switch(config)#vlan 200
Switch(Config-Vlan200)#switchport interface ethernet 1/8-10
Switch(Config-Vlan200)#exit

Switch(config)#interface ethernet 1/11
Switch(Config-If-Ethernet1/11)#switchport mode trunk
Switch(Config-If-Ethernet1/11)#exit
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16.1.4. Tunn4yHoe NnpuMeHeHne rMbpuaHbIX NOPTOB

(MHTepHeT)

CueHapun:

KommyTtarop

KommyTarop

MK

)
I

&

-~

PucyHok 16-3. TunnyHoe npumeHeHue rubpmaHoro nopra

PC1 nogkntodeH k uHtepdency Ethernet 1/7 kommytaTtopa B, PC2 nogkntoueH K nHrepdericy
Ethernet 1/9 kommyTtatopa B. MNopTt Ethernet 1/10 kommyTatopa A k nopty Ethernet 1/10

KommyTaTopa B.

TpebyeTcs, utobbl PC1 1 PC2 He Bugenu gpyr gpyra no coobpaxeHusim cekpetHoctn. Ho PC1
n PC2 pomkHbl MMeTb AOCTYN K APYrMM CETEBbIM pecypcam yepes w3 kommytatopa A. Mbl
MOXEM peanun3oBaTb 3Ty CXeMy Yepes3 rmbpuaHbIA NOpT.

KoHdurypaumsi 06 bEKTOB Kak ONMCaHO HUXE:

MopT Tun PVID Mponyckaembie VLANGI

Port 1/10 of Switch A | Access 10 MponyckaeT nakeTbl VLANa 10 6e3 meToK

Port 1/10 of Switch B | Hybrid 10 MponyckaeT naketel VLANoB 7,9, 10 6Ge3
MEeTOK

Port 1/7 of Switch B Hybrid 7 Mponyckaet naketbl VLANoB 7, 10 Ges
MEeTOK

Port 1/9 of Switch B Hybrid 9 MponyckaeTt naketol VLANoB 9, 10 6Ges
MEeTOK

LWarn koHdurypaumm onncaHsl HUXe:

KommyTaTop A:

Switch(config)#vlan 10
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Switch(Config-Vlan10)#switchport interface ethernet 1/10

KommyTaTop B:

Switch(config)#vlan 7;9;10

Switch(config)#interface ethernet 1/7
Switch(Config-If-Ethernet1/7)#switchport mode hybrid
Switch(Config-If-Ethernet1/7)#switchport hybrid native vlan 7
Switch(Config-If-Ethernet1/7)#switchport hybrid allowed vlan 7;10 untag
Switch(Config-If-Ethernet1/7)#exit

Switch(Config)#interface Ethernet 1/9
Switch(Config-If-Ethernet1/9)#switchport mode hybrid
Switch(Config-If-Ethernet1/9)#switchport hybrid native vlan 9
Switch(Config-If-Ethernet1/9)#switchport hybrid allowed vlan 9;10 untag
Switch(Config-If-Ethernet1/9)#exit

Switch(Config)#interface Ethernet 1/10
Switch(Config-If-Ethernet1/10)#switchport mode hybrid
Switch(Config-If-Ethernet1/10)#switchport hybrid native vlan 10

Switch(Config-If-Ethernet1/10)#switchport hybrid allowed vlan 7;9;10

Switch(Config-If-Ethernet1/10)#exit

16.2. KoHdurypupoBaHue TyHHensi Dot1Q

16.2.1. O6wume cBegeHus o TyHHensax Dot1q

untag

TyHHenb Dotl1g, Tawke HasbiBaembln QinQ (802.1g-in-802.1q), sABnsieTcs paclumpeHuem
npoTtokona 802.1q. OcHOBHasA ugesi 3akno4yaeTcss B ynakoBke MeTkm knuneHTckoro VLANa
(CVLAN tag) B metky VLANa cepsuc-nposangepa (SPVLAN tag). lNakeT ¢ aByms meTkamu
VLANa nepepaetcs 4yepe3 maructpasbHyld CETb MHTEPHET-npoBangepa, Takum obGpasom
obecne4yvBas NPOCTON TyHHENb BTOPOro YPOBHS AMs Nofnb3oBaTtens. 3TO NPOCTO U Nerko aAns
ynpasrieHns, MPUMMEHNUMO TOSbKO Ha CTaTUYECKNX KOHUTypauusx u cneumanbHO aaanTupoBaHo
Ansa HebonbLNX OPUCHBIX NN METPO-CETEN, NCMONb3YIOLWMX KOMMYTaTOPbl TPETLErO YPOBHS
Kak MarmctpanbHoe obopyaoBaHue.
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Ha KnueHTCcKoM TpaHKoBOM
nopty VLAN200-300

; CE1 | ACCUMETPUYHOE  pE+

| : nogknu4yeHne K

1 — | nopTy

B Pl

; ! Ha nopty PE2,
KnueHTtckne . TpaHkoBoe npuHagnexawem VLAN3,
! cetm1 COenUHEHNE BKMOYEH pexxium QINQ

Ha nopty PE1,
npuHaanexawem VLANS,
BKMNtoYeH pexum QINQ

ACCUMETPUYHOE ' CE2
NoAKMIYEHUE K

1

TpaHkoBoe nopty L] :
coefuHeHwe — — — !
1 1

L/ Knneutckue |

] cetm2

Ha knueHTCcKOM TpaHkoBoM /o F=1MLS . '
nopty VLAN200-300

PucyHok 16-4. MexceTeBoe B3anmogenctane Ha ocHose Dot1q TyHHens

Kak nokasaHo Bbille, NOCMNe BKMOYEHUS Ha KNMEHTCKOM MopTy, TyHHenb Dot1q npucBavBaet
Kaxxgomy nonb3oBatento  umageHtudukatop SPVLAN (SPVID). 3pecb wpeHTudmkatop
none3oBatensa — 3. Takon xe SPVID moxeT OblTb NPUCBOEH TakMM >Xe MoNnb3oBaTensiM Ha
apyrmx PE. Korga naket npuxoant ¢ CE1 Ha PE1, oH HeceT meTkn VLANoB 200-300 BHYTpPEHHEWN
cetn nonb3oBatens. Korga TyHHenb Dot1q BkntouveH, knuneHtckuin nopT Ha PE1 gobasnsieT B
nakeT gononHutensHble MeTkn VLANOB, Y KOTOPbIX NAEHTU(NKATOPOM ABNAETCHA Ha3HaYEHHbIN
nones3oBatento SPVID. MNMotom nakeT 6yaeTt HanpasneH Tonbko B VLAN3, KOTOpLIN yXxoauT B
ceTb MHTEpPHET-NpoBangepa, n byaet Hectu ase meTkn VLANOB (BHYTPEHHSst MeTka gobasneHa,
Korga naket npuwen Ha PE1, n gpyraa asndetca SPVID), B To Bpemsi kak nMHdopmaumsa o
knueHTckmx VLAN oTkpbiTa gns npoBamgepa cetn. Korga naket gocturHet PE2 u nepeg
otnpaskon Ha CE2 c knueHTckoro nopta Ha PE2, BHewHas meTtka VLANa ygansetcsa n naker,
npuwegwmn Ha CE2, cTaHOBUTCSA NOSIHOCTBLIO MAEHTMYEH nakeTy, oTnpasneHHomy ¢ CE1. [ns
nonb3oBaTtens posib onepaTtopa cetn mexay PE1 n PE2 3akntodaeTtca B obecneveHmmn kaHana
BTOPOrO YPOBHS.

TexHonorna TyHHena Dot1q no3BonsieT WHTEPHET-CEPBUC-NPOBanNaepy noadepueatb
MHOecTBO knmeHTcknx VLANoOB ¢ nomoLubto ogHoro ceoero VLANa. lNposanaep v KNnMeHT MoryT
KoHdourypuposaTb cBon VLANBI HE3aBUCUMO OpYr OT gpyra.

TexHonoruna TyHHensa Dot1g nmeeT cneaytoime XxapakTepUCTUKK:

e [lpyMeHVMa 4epe3 MNPOCTY CTaTUYECKYH) KOH(UIrypaumio, He HyXHbl CIoXHas
KOHUrypaums v MaHUNynsuum.

e Onepatop npuceamBaeT ogvH SPVID kaxgomy nonb3oBaTento, YTo yBenuMunBaeT
KONMM4YeCcTBO OAHOBPEMEHHO MOAAEPXMBAEMbIX MOMb3oBaTenen; B TO Xe Bpems
nonb3oBaTeny MMEKT NOSHY cBoboay Npu BeiGope 1 ynpaBneHnn naeHTugmkaTopos
VLAN (nonb3oBaTtenb BbiOMpaeT 13 ananasoHa ot 1 go 4096).

e KnumeHTCkasi ceTb MNOSHOCTbIO He3aBucuma. Korga WHTEpHeT-cepBuc-npoBanaep
MOAEPHU3NPYET CBOKO CETb, KITMEHTCKNE CETU He TPebyIoT N3MeHeHNs KOHUrypaumm.
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16.2.2. KoHdurypupoBaHue TyHHens Dot1q

1. KoHdurypuposaHue pyHkummn TyHHens Dot1q Ha nopTy.
2. KoHdwurypuposaHue Tuna npotokona (TPID) Ha nopTy.

1. KoHdurypuposaHue pyHkummn TyHHens Dot1q Ha nopTy.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

dotlg-tunnel enable Bxoga/Beixoq n3 pexxuma TyHHens dot1qg-Ha nopty
no dotlg-tunnel enable

2.  KoHdwurypuposaHue Tuna npotokona (TPID) Ha nopTy.

KomaHpa OnucaHue

Pexxum koHcurypmpoBaHusa noprta

dotlg-tunnel tpid | KoHdurypmposaHune TMna npoTokona Ha
{0x8100]0x9100|0x9200|<1-65535>} MarmcTpasibHOM NopTy

16.2.3. TununyHoe npumeHeHue TyHHena Dot1q

CueHapun:

MorpaHnyHble yansl PE1 n PE2 untepHeT-npoBargepa nepecbinatoT gaHHele VLANos 200-300.
Mexgy CE1 n CE2 knuneHtckon cetn deped VLAN3. lMNopTt PE1 nogkntoueH k CE1, nopt 10
nogkmoyeH K nyonuyHon cetn, TPID nogkntouyeHHoro o6opymosanus — 9100; Mopt 1 PE2
nogkrtoyeH Kk CE2, nopt 10 nogkmntoyeH K ny6rmMyHon ceTu.

O61beKT KoHduUrypaumm OnucaHue KoOHcUrypauum
VLANS MopT11 yanoe PE1 n PE2
dotlg-tunnel MopT11 yanoe PE1 n PE2

tpid 9100

Mpoueaypa KoHMUrypauumn onmcaHa Hmuxe:
PEL:
Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/1
Switch(Config-Vlan3)#exit
Switch(Config)#interface ethernet 1/1
Switch(Config-Ethernet1/1)# dotlg-tunnel enable
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PE2:

Switch(Config-Ethernet1/1)# exit
Switch(Config)#interface ethernet 1/1
Switch(Config-Ethernet1/1)#switchport mode trunk
Switch(Config-Ethernet1/1)#dot1q-tunnel tpid 0x9100
Switch(Config-Ethernetl/1)#exit

Switch(Config)#

Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/1
Switch(Config-Vlan3)#exit

Switch(Config)#interface ethernet 1/1
Switch(Config-Ethernet1/1)# dotlg-tunnel enable
Switch(Config-Ethernetl/1)# exit
Switch(Config)#interface ethernet 1/1
Switch(Config-Ethernet1/1)#switchport mode trunk
Switch(Config-Ethernet1/1)#dot1g-tunnel tpid 0x9100
Switch(Config-Ethernetl/1)#exit

Switch(Config)#

16.2.4. YcTpaHeHne HeucnpaBHocTen TyHHens Dotiq

e BkniouyeHne TyHHenst Dot1q Ha TpaHKkoBOM MoOpTy AenaeT MeTKy naketa AaHHbIX
Henpenckasyemomn, YTo He MOAXOAMUT NpurnoxeHusm. MosToMy He pekoMeHayeTcs

ncnonb3oBaTb TyHHeNb Dot1q Ha TpaHkoBOM NoOpTy.
¢ Vcnonb3oBaHue TyHHens coBmecTHo ¢ STP/MSTP He nogoepxuBaeTcs.
e cnonb3oBaHue TyHHensa cosMmecTHO ¢ PVLAN He nogaepxusaeTcs.

16.3. KoHdurypupoBaHue Selective QinQ
16.3.1. O6wme cBeaeHmn o Selective QinQ

Selective QinQ pacwupeHune dyHkuMnM TyHHenuposaHusa dot1q. OH TermpyeT nakeTbl (OHM
nosiy4yarocst No OAHOMY MOPTY) C pas3nuyHbiMU BHeWwHMN Teramu VLAN Ha OCHOBE pasnmyHbIX

BHYTPEHHUX TEroB B COOTBETCTBMM C TpeboBaHMsAMM nonb3oBaTens,
pasnnYHOro TMna OoTHOCATCA K pa3nuyHbiM VLAN Ha ocHOBE pasfnMyHbIX NyTen nepenadu.

16.3.2. KoHdurypaumsa Selective QinQ

NO3TOMY NaKeTbl

1. Hactpoiika rno6anbHO UM Ha nopTax CBA3W BHYTPEHHENO Y BHELLHErO TErMPOBaHUSI.

2. Hactponka selective QinQ Ha nopTe.
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1. HaCTpOVIKa rnobanbHO Unu Ha nopTtax CBA3N BHYTPEHHEIo N BHELWHETo TErmpoBaHUA.

KomaHpa

OnucaHue

PexuM rno6anbHOro KOHUrypMpoBaHusi N KOH(UrypupoBaHus nopra

dotlg-tunnel selective s-vlan <s-vid> c-vlan
<c-vid-list>

no dotlg-tunnel selective s-vlan <s-vid> c-
vlan <c-vid-list>

BkntoueHune/oTknoyeHme rnobanbHoO unm Ha
noptax CBSI3W BHYTPEHHEro M BHELLUHEro
TernpoBaHusa ans selective QinQ

2. Hactporika selective QinQ Ha nopTe.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

dotlg-tunnel selective enable
no dotlg-tunnel selective enable

BkntoueHne/oTknoveHne selective QinQ Ha
nopTe
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16.3.3. TunuyHoe npumeHeHune Selective QinQ

VLAN 100-200 VLAN 201-300

Eth 1/2

VLAN 1000/2000 KommyTatop B

Eth 1/9

Eth 1/2

Eth 1/1

VLAN 100-200 VLAN 201-300

PucyHok 16-5. NpumeHerne Selective QinQ

1. Ethernet1/1 kommyTaTopa A npefoctaBnsieT 4OCTYN K CETU 06LLEro Nofb30BaHNA 4nis
none3oBatenen PC n Ethernet1/2 kommyTatopa A npegoctaBnsieT 4OCTYN K CETU
obuero nonb3oBaHna ansa nonb3osatenen ¢ IP tenedoHom, nons3oeatenun PC
npuHagnexat kK VLAN 100-VLAN 200, n nonb3osatenu ¢ tenedgoHamu IP
npuHagnexat kK VLAN 201-VLAN 300. Ethernet 1/9 kommyTaTtopa A coeamnHeHa ¢
ceTblo 0OLLLEero nonb3oBaHUS.

2. Ethernet1/1 n Ethernet1/2 kommyTatopa B npegocraBnsieT ceTeBo 4OCTynN Ang
none3oBaenen PC, npuHagnexawmx VLAN 100- VLAN 200 n nonb3oBaTenem ¢
IP-tenedonamu, npuHagnexawmx VLAN 201-VLAN 300 cootBeTcTBEHHO. Ethernet
1/9 coeguHeHa ¢ ceTbto 00LLEro Nonb3oBaHUS.

3. Cetb 0obLiero nonb3oBaHnsa paspellaeT nepecbinatb NakeTsl B VLAN 1000 n
VLAN 2000.

4. BkntoveH selective QinQ Ha noptax Ethernet1/1 n Ethernet1/2 Ha kommyTaTopax An B
cootBeTcTBEHHO. NakeTbl VLAN 100- VLAN 200 otmeuveHbl Terom VLAN 1000 kak
Bbixoadwmn ter VLAN Ha Ethernet1/1, n nakeTtbl VLAN 201- VLAN 300 oTmeyeHbl
Terom VLAN 2000 kak Bbixogsawmi ter VLAN Ha Ethernet1/2.
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KoHdurypupoBaHue:
# CospgaHme VLAN 1000 and VLAN 2000 on SwitchA.
switch(config)#vlan 1000;2000

# Hacpornika Ethernet1/1 kak rubpugHoro nopta u HacTtpowka yganeHus Tera VLAN npwu
nepecsbinke naketos B VLAN 1000.

switch(config-if-ethernet1/1)#switchport hybrid allowed vlan 1000 untag

# Hactponka npasun otobpaxeHus ans selective QinQ Ha Ehernet1/1 ana nomeweHus Tera
VLAN 1000 kak Bbixoasiero tera VLAN B nakeTtbl ¢ Terammn VLAN 100-VLAN 200.

switch(config-if-ethernet1/1)#dotlg-tunnel selective s-vlan 1000 c-vlan 100-200
# BkntoyeHune selective QinQ Ha Ethernetl/1.
switch(config-if-ethernet1/1)#dotlg-tunnel selective enable

# Hactporika Ethernet 1/2 kak rmbpuaHoro nopta u HacTpovka yaaneHusa tera VLAN npwu
nepecsbinke naketos B VLAN 2000.

switch(config-if-ethernet1/2)#switchport mode hybrid
switch(config-if-ethernet1/2)#switchport hybrid allowed vlan 2000 untag

# Hactponka npasun otobpaxeHusa ansa selective QinQ Ha Ehernet1/2 ana nomelenns tera
VLAN 2000 kak Bbixopsiero tera VLAN B nakeTtbl ¢ Terammn VLAN 201- VLAN 300.

switch(config-if-ethernet1/2)#dotlg-tunnel selective s-vlan 2000 c-vlan 201-300
# BkntoyeHune selective QinQ Ha Ethernet 1/2.
switch(config-if-ethernet1/2)#dot1g-tunnel selective enable

# Hactpovika nopta Ethernet 1/9 kak rubpugHoro nopta n HacTponka coxpaHeHus Tera VLAN
npu nepeckinike naketos B VLAN 1000 n VLAN 2000.

switch(config-if-ethernet1/2)#interface ethernet 1/9
switch(config-if-ethernet1/9)#switchport mode hybrid
switch(config-if-ethernet1/9)#switchport hybrid allowed vlan 1000;2000 tag

Mocne npoeeageHunss koHdurypauum, naketel VLAN 100-VLAN 200 ot Ethemnet1/1
aBTomaTuyeckm otmedarotca terom ¢ VLAN 1000 kak Bbixogsawwmm terom VLAN, n naketsl VLAN
201- VLAN 300 ot Ethernet1/2 aBtomaTtuyeckm otmevarotca Terom ¢ VLAN 2000 kak
BbixogsaLwum Terom VLAN Ha SwitchA.

HacTponkn Ha Switch B aHanornyHbl HacTporikam Ha Switch A, koHurypauusa cnegytowas:
switch(config)#vlan 1000;2000
switch(config)#interface ethernet 1/1
switch(config-if-ethernet1/1)#switchport mode hybrid
switch(config-if-ethernet1/1)#switchport hybrid allowed vlan 1000 untag
switch(config-if-ethernet1/1)#dotlg-tunnel selective s-vlan 1000 c-vlan 100-200
switch(config-if-ethernet1/1)#dotlg-tunnel selective enable
switch(config-if-ethernet1/1)#interface ethernet 1/2
switch(config-if-ethernet1/2)#switchport hybrid allowed vlan 2000 untag
switch(config-if-ethernet1/2)#dot1g-tunnel selective s-vlan 2000 c-vlan 201-300

switch(config-if-ethernet1/2)#dot1g-tunnel selective enable
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switch(config-if-ethernet1/9)#switchport mode hybrid
switch(config-if-ethernet1/9)#switchport hybrid allowed vlan 1000;2000 tag

16.3.4. YcTtpaHeHue HeucnpaBHocTen Selective QinQ

dyHkunn Selective QinQ n dot1q-tunnel He MoryT ObITb OAHOBPEMEHHO HAaCTPOEHLI Ha NopTe.
Tonbko cBA3b rNobanbHOro 0TobpaXkeHUst UK CBSI3b OTOOpPaXKeHUs mopTa MOXHO HacTPOUTb
ansa selective QinQ.

16.4. Hactpouka TpaHcnaumum VLANoB

16.4.1. O6wme ceBegeHuns o TpaHcnsauumn VLANoB

TpaHcnauua VLANoB, kak cnefyeT U3 HasBaHUsl, TpaHCAMpyeT OpUrnHasnbHbli naeHTugmkaTop
VLANa B HOBLIN B coOTBETCTBUKN C TpeboBaHMAMM Nonb3oBaTens unv ana obmeHa AaHHbIMK
mexay pasnuyHeiMn VLANamu. TpaHcnaumsa MoXeT NPUMEHATLCA Kak Ofs BXOOALWEN, TakK U
ncxogsilen WMHopMaLMK. [aHHoe obopynoBaHue nogaepxvsaet M3MeHeHne
ngeHtndpukatopa VLANa TonbKo Ha Bxoae.

MpumeHeHune n koHpurypmposaHue TpaHcnaumm VLANoB nogpobHo obbsacHAeTcs aanee.

16.4.2. KoHdurypupoBaHue TpaHcnsaumm VLANa

1. KoHdurypupoBaHue doyHKkumm TpaHcnaumm VLANa Ha nopTy.
2.  KoHdurypuposaHue cootBeTcTBUA TpaHenauum VLANa Ha nopTy.
3. MpocmoTp koHduUrypaumm cootseTcTemi TpaHcnauum VLANa.

1. KoHdurypuposaHune cyHkumn TpaHcnaumm VLANa Ha nopTy.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

vlan-translation enable BkntovyaeT unu BbikntovaeT pexum TpaHcnsaummn VLAN
no vlan-translation enable

2. KoHtwurypupoBaHue cooTeTCcTBUIN TpaHcnsaumm VLANa Ha nopTy.

KomaHaa OnucaHue

Pexunm KkoHdurypupoBaHusa nopTta

vlan-translation <old-vlan-id> to <new-  [JobaBneHue/yganeHue cooTBeTCTBUM
vlan-id> in TpaHcnsaumm VLANoB

no vlan-translation old-vlan-id in
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3. MpocmoTp koHduUrypaumm cootseTcTBui TpaHenauum VLANa.

KomaHpa OnucaHue

Pexunm agmMmHucTpaTopa

show vlan-translation MpocmoTp CKOHOUTYpUPOBaHHbIX COOTBETCTBUN
TpaHcnaumum VLANoB

16.4.3. TunoBoe npumeHeHue TpaHcnsuum VLANoB
CueHapui:

MorpaHnyHble y3nbl PE1 n PE2 untepHeT-npoBangepa nogaepxusatoT VLAN gaHHbIx 20 mexay
CE1 n CE2 u3 knueHTtckon cetn depes VLAN 3. Mopt 1 PE1 Mogknioden k CE1, nopt 10
NnoakKmnoYeH K nyénunyHon cetu, nopt 1 PE2 nogkntodeH k CE2, nopT 10 noagkntoyeH K ny6nnyHom
ceTn.

Ha KnWeHTCKOM TPaHKOBOM
nopty VLAN200-300

i CE1 | PE1

! ' TpaHkoBOe

i — . COefuHeHue

' -—_,

' -— ! Ha BxogHOM NOPTY NPOUCXO4UT

i | TpaHcnauma VLAN20 B VLANS,

v KnueHtckme | BbIXxOAHaA TpaHcnauua VLANS B
E cetn 1 . VLAN20 ocywectenserca Ha PE

Ha Bx0QHOM NOpTY NPOMCXOLQUT
TpaHcnauma VLANZ20 B VLANS,

BbIXOAHas TpaHcnaums VLANS B TpaHkosoe CE2
VLANZ20 ocyulectensaeTca Ha PE TpaHkoBoe coeguHeHue .
coeauHeHne - ; — !

. KnueHTtckue

cetm2 |

Ha knueHTCKoM TpaHKoBOM
nopty VLAN20

PucyHok 16-6. Tononorusa cetn ¢ TpaHcnauven VLANos

O61beKT KoHdurypaumm  OnucaHue KoHdUrypauumm

VLAN-translation MopT 1 yanos PE1 n PE2

Trunk port MopTbl 1 1 10 y3nos PE1 n PE2

Mpouenypa KOHPUIYpUPOBaHUA yKasaHa HUXe:
PE1, PE2:
switch(Config)#interface ethernet 1/1
switch(Config-Ethernet1/1)#switchport mode trunk
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switch(Config-Ethernet1/1)# vlan-translation enable
switch(Config-Ethernet1/1)# vlan-translation 20 to 3 in
switch(Config-Ethernet1/1)# vlan-translation 3 to 20 out
switch(Config-Ethernetl/1)# exit
switch(Config)#interface ethernet 1/1
switch(Config-Ethernet1/1)#switchport mode trunk
switch(Config-Ethernet1/1)#exit

switch(Config)#

16.4.4. YcTpaHeHne HeucnpaBHocTeun TpaHcnauum VLANoB

O6bl4HO TpaHcnauma VLAN npymeHsaeTcs Ha TpaHKOBbLIX MOpPTax.
Mpuoputetol Mexay TpaHcndumen VLANoB U1 Bxogswen dunbTpaumen

pacnpegenstTca Tak: TpaHcnauma VLANoOB Bhilwe Bxoasiwen dovnbtpaumm VLANOB.

16.5. KoHdumrypauma Multi-to-One VLAN-TpaHcnsauum
16.5.1. BBegeHue B Multi-to-One VLAN-TpaHcnsauuio

VLANoB

TpaHcnauua Multi-to-One VLAN — ato TpaHcnaums nexogHoro VLAN ID B Hosom VLAN ID B
CcoOTBEeTCTBMU C TpeboBaHWsIMM Monb3oBaTerien Ha BOCXOAAWMA TpadduK 1 BO3BpaLLEHNE

ncxogHoro VLAN ID Ha Hucxogsawmm Tpadduk.

MpumeHeHne n koHpurypaumsa Multi-to-One VLAN nepegaum 6yayT nogpo6HO onmcaHbl B 3TOM

pasgene.

16.5.2. Hactpouka nepegaum Multi-to-One VLAN

1. Hactpowka Multi-to-One VLAN nepegaun Ha nopTe.
2. TMpocmoTp HacTpoek n Multi-to-One VLAN nepegau.

1. Hactpowka Multi-to-One VLAN nepegaun Ha nopTe.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

vlan-id> Multi-to-One VLAN
no vlan-translation n-to-1 <WORD>

vlan-translation n-to-1 <WORD> to <new- | BknioyeHne/oTKMoYeHNe TpaHCnauum
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2. MpocmoTp HacTpoek Multi-to-One VLAN nepenaun.
KomaHpa OnucaHue
Pexunm agmMmHucTpaTopa
show vlan-translation n-to-1 lMokasbiBaeT cBA3aHHbIE HACTPOMKN TPaHCNSALMM
Multi-to-One VLAN

16.5.3. TunuyHoe npumeHeHue TpaHcnauum Multi-to-One VLAN
CueHapui:

Monb3osaTtenu A, B n C npuHaganexat VLAN 1, 2 n 3 cootBeTCcTBEHHO. Ha BXOAsLLEM CETEBOM
ypoBHe, Tpadduk AaHHbiXx nonb3osaTenen A, B u C 6ypet nepesegeH B VLAN100 Ha
Ethernet1/1 co ctopoHbl Switch 1. O6paTHO Tpadduk gaHHbLIX nonb3osaTenen A, B u C byget
nepesegeH B VLAN 1, 2 n 3 Ha Ethernet1/1 co cTtopoHbl Switch 10T ceTeBOro ypoBHS
COOTBETCTBEHHO. TakuM e o00pa3oM peanu3yeTca aHanorMyHBM nepeBoq TpaHCnsumMm
multi-to-one mexgy nonb3osatenamu D, E u F Ha Ethernet1/1 n Switch 2.

Monb3oBartens A, B, C
VID=100

Monb3oBatens D, E, F
VID=101

KommyTarop 1 KommyTtarop 2

< 1 :
m | Q \ \
& o | Y u \ \ 2
) \ IS a (®)
~ 5 \ 3] (=S 2
& u = o &~/ L
\ I [= \
S8 20| §Q, SA\
VAN o=| RN 29
§ 8> £/ 8>
n \
I = CO = \ A
3 \ 3 \
c | C
= ==
el) O =3 0 el EEE O
Monk3oBaTens A Monb3oBatens C  [lonb3oBatens D [MNonb3oaTtens F
[Nonb3ogartens B [MNonb3oBaTtens E

PucyHok 16-7. TunnyHoe npumeHeHue TpaHcnauum VLAN
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AneMeHT KoHduUrypauum OnucaHue
VLAN Switchl1, Switch2
Trunk Port Hucxopawmn nopt 1/1 n Bocxogsawmm nopT 1/5 Ha
Switch1 n Switch 2
Multi-to-One VLAN-TpaHcnaums Hucxopawmn nopt 1/1 Ha Switch1 n Switch2

Mpouenypa HaCTPOUKM:
Switch1, Switch2:
switch(Config)# vlan 1-3;100
switch(Config-Ethernet1/1)#switchport mode trunk
switch(Config-Ethernet1/1)# vlan-translation n-to-11-3 to 100
switch(Config)#interface ethernet 1/5
switch(Config-Ethernet1/5)#switchport mode trunk
switch(Config-Ethernet1/5)#exit

16.5.4. YcTtpaHeHue HeucnpaBHocTen Multi-to-One VLAN-TpaHcnsauum

e Henb3da ogHoBpemMeHHO ucnonbs3doBaTtb ¢ Dot1g-tunnel.
e Henb3a ogHoBpemeHHO ncnonb3oaTtb ¢ VLAN-translation.
e MAC-agpeM He OOJTKEH CylecTBOBaTb B OpUrMHansHOM 1 TpaHcnuposaHHoMm VLAN.

e YbGegutecb, YTO anmapaTHbIi YU MOXET MoaAepPXMBaTb HoOpMarbHyl0 paboTy
KMWEHTOB.

o [lpeBbiweHnne npegena obyvennss MAC-agpecam moxeT noBnusaTb Ha Multi-to-One
VLAN-TpaHcnaumio.

o  Multi-to-One VLAN-TpaHcnauma gomkHa obiTh BktoveHa nocne MAC-o0yyeHus.
16.6. KoHdurypmuposaHue puHamuyecknx VLAN

16.6.1. O6bwue cBegeHUdA

OuHamnyeckum VLAN HasbiBaeTcs Tak B npotuBoBec ctatnydeckoMmy VLANy (HasbiBaeMoMy
noptom, npunucavHbiM K VLANy). OuHammyeckun VLAN, nogoepuBaemblil KOMMYTaTOPOM,
BkrtovaeT B cebsa VLAN Ha MAC-agpecax, VLAN noaceten n npotokonbHein VLAN. MNogpobHoe
onucaHwve panee:

VLAN, 6asumpyowminca Ha MAC-agpecax npeacraenseT cobom TEXHONOIMIO, KOraa Kaxabl XOCT
c onpegeneHHeim MAC-agpecom cooTtBeTcTByeT onpegeneHHomy VLANy. 3710 nosBonseT
Nosfb30BaTENo CETU COXpPaHUTb cBoe YneHcTBo B VLANe npu nepemMeLleHnm n3 ogHoro Mmecrta
B gpyroe. Kak Mbl BUAMM, rMaBHOE NPENUMyLLEeCTBO 3TOr0 MeToAa B TOM, YTO HET HEOBX0AMMOCTH
nepekoHdpurypmposate VLAN, korga nonb3oBatenb MeEHSET CBOe MecTopacrnonoXeHue, a
WMEHHO NepeKriYaeTcss C O4HOro KOMMyTaTopa Ha gpyron. 1o cneacTteve Toro, 4to VLAN
6asupyeTca Ha MAC-agpece nonb3oBaTens, a He Ha NopTy KOMMyTaTopa.

VLAN, 6asupytowmnca Ha IP-nogceTtax npeacrasnseT cobow TtexHonoruto, rae metka VLAN
Ha3HavyaeTCcsa B COOTBETCTBUM C IP-agpecom UCTOYHMKA 1 ero Mmackomn nogcetu. MNMpemmyiecTso
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39TOro Metoga TO Xe, 4YTO UM Yy npeabliayuiero, nonb3oBaTtenio He Tpe6yeTc;| N3MEHATb
KOHd)I/IpraLl,I/II'O npn nAMeHeHMn MeCToHaxoXxgeHu4.

MeTton VLANa Ha 6ase NpOTOKOSIOB CETEBOr0 YPOBHS Ha3HA4yaeT pasfvMyHbIM MPOTOKOMaMm
pasnunyHble Homepa VLANOB. 3T0 04eHb yaoBHO ANs TeX CeTEBbIX aAMUHUCTPATOPOB, KOTOPbIE
XOTAT ynopsigouvMBaTb MNonb3oBaTenem Mo npurioxeHuam KW cepsucam. bonee Toro,
nonb3oBaTeny MoryT cBoOo4HO nepemellaTtbes No CeTW, 3aperMcTpMpoBaBLUMCH B HEW OOWH
pas. [penmMyLLecTBOM AaHHOrO MeTOAA ABNAETCA TO, YTO OH MO3BONSET NOMb30BaTENSAM MEHATD
CBOe MecTononoxeHne 6e3 nameHeHnst koHgurypaumm VLANOB, a 1o, 4to VLANbI pasnmyatoTcs
no TUMy NPOTOKOSIOB OYEHb BaXKHO OS5 CeTEBOro agMmHucTpatopa. K Tomy xe, oaHHbIN MeToq
He TpebyeT foGaBneHus meTkn dpenma ana maeHTudpmkaumm VLANa, 4To CHwkaeT obwmi
Tpaduk B ceTu.

3ameuaHne: nopThbl, KOTOpPble Heobxoammo npunucaTb K aAnHamudeckum VLAN OomkHbl ObiTb
CKOHOMIypUpOBaHbl Kak rmépuaHbIe.

16.6.2. KoHdurypupoBaHme auHammyeckux VLAN

1. KoHdurypuposaHue cpyHkumm VLANa no MAC-agpecam Ha nopTy.

2. Hactponka VLAN kak MAC VLAN.

3. KoHdurypuposaHnue cootseTcTBua mexagy MAC-agpecamu n VLANamu.
4. KoHdurypupoBaHme COOTBETCTBUS Mexay npotokonamu n VLANamm.

1. KoHdurypuposaHue dyHkummn VLANa no MAC-agpecam Ha nopry.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

switchport mac-vlan enable BkntoyeHne/BbiktoueHne dYHKUMY VLANa no

no switchport mac-vlan enable | MAC-aApecam Ha nopty

2. Hactponka VLAN kak MAC VLAN.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

mac-vlan vlan <vlan-id> KoHdurypaumss onpegenenHoro VLANa kak MAC VLAN;
KomMaHga “no mac-vlan” ygansiet Hactponikn MAC VLANa Ha

no mac-vlan
gaHHom VLANe
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3.  KoHdurypuposaHue cootseTcTBua mexay MAC-agpecamu n VLANamu.

KomaHpa OnucaHue

Pexxum rno6anbHOro KOHUrypmpoBaHus

mac-vlan mac <mac-addrss> vlan | [JobaBneHwe/yganeHue COOTBETCTBUI MEXAY
<vlan-id> priority <priority-id> MAC-agpecamn n VLANamu, a uMeHHO —

no mac-vlan {mac <mac-addrss>|all} 3anuncb/CKYeHe onpeaeneHHoro
MAC-agpeca u3 onpegeneHHoro VLANa

4. KoHcurypupoBaHme COOTBETCTBUA Mexay npoTtokonamu n VLANamu.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

protocol-vlan etype <etype-id> vlan | [JobaBneHue/yganeHne COOTBETCTBUMIN  MeXAy
<vlan-id> npotokonamm wu VLANamu, a WMEHHO —
BXOXAEHNE/MCKNoYeHne onpeaeneHHoro

no protocol-vlan {etype <etype-id>
P {etyp yp npoTokona B/mn3 onpegeneHHoro VLANa

vlan <vlanid>|all}

16.6.3. TunoBoe npumeHeHne auHamu4veckoro VLANa
CueHapui:

B odmcHon cetn otaen A npuHagnexut k VLAN100. Heckonbko COTpyQHMKOB OTAeNna 4acto
BbIHY>XEHbI NepemMeLLaTbcs BHyTpM ourcHom cetu. Tak xe Tpebyetcs obecneymBatb 4OCTYnN
apyrmx cotpygHukoB otgena Kk VLAN100. [Jonyctum, 4TtO oguH M3 coTpygHukoB — M.
MAC-agpec ero komnbtotepa — 00-1f-ce-11-22-33, korga M nepekntovaetca B VLAN200 mnu
VLAN300, nopT, Kk koTopoMy nogkrntoyaeTca M, koHdurypupyeTcs Kak rmopuaHbii wn
nogknoyaetca K VLAN100 B pexume «b6e3 metok». B aTom cnyvae gaHHble VLAN100 6yayT
nepegaBaTbCs HA MOPT, K KOTOPOMY noakmnodeH M, n obecneumBaTtb TpeboOBaHUSA CBA3HOCTU B
VLAN100.
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KommyTtatop A KommyTatop B KommyTtatop C

VLAN100

VLAN200 :

VLAN300

@I@g

PucyHok 16-8. Tunosasi Tonosiorus npumeHeHus anHammdeckoro VLANa

O6bekT OnucaHue KoHcUrypauum
KOHcpUurypaumm
MAC-based VLAN O6was koHdurypauma kommyTtatopoB A, B, C

Mpumep KoHdUrypauumm:
Switch A, Switch B, Switch C:
switch(Config)#mac-vlan mac 00-1f-ce-11-22-33 vlan 100 priority 0
switch(Config)#exit

switch#

16.6.4. YcTpaHeHue HeucnpaBHocTen gauHamuyeckoro VLANa

Ha kommyTaTopax co CKoOHGUrypmpoBaHHbIM gnHammdecknum VLANOM, Korga K HUM NOAKIHYeHOo
HECKOIbKO YCTPOWCTB (HanpumMep, iBa KoMnbloTepa), bbiBaeT, Y4To NepBas NonbITka CoeANHEeHNS
Mexay HUMWU He nonydvaetcs. PelleHne B JaHHOM criyvae Takoe — Hago AaTb BO3MOXHOCTb
o6oum ycTponcTBam ycrneLwHo nocnaTb kakne-nnbo nakeTbl B ceTb (Hanpumep, ICMP, komaHaomn
ping), 9TO NO3BONUT KOMMYTaTopy 3anomMHuTb nx MAC-agpeca, n Torga oHu cmoryT cBo6ogHO
cBs3bIBaTbhCA Yepes anHammyecknin VLAN.
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PucyHok 16-9. YcTpaHeHue HeucnpasHocTeln anHamudeckoro VLANa

Mpuoputetbl guHammyeckoro VLANa u BxogHoro dunbTtpa VLANoOB ana o6paboTkm naketoB
cnegyowme: npuoputeT auHammudeckoro VLANa Bbiwe, Yem y BxogsLwero punstpa.

16.7. KondurypuposaHume GVRP
16.7.1. O6wasn uHcpopmauus o GVRP

Mpotokon GARP (Generic Attribute Registration Protocol), ncnonbsyetca gns auHammyeckoro
pacnpegeneHus, pacnpocTpaHeHus W perucTpauum aTtpubyToB MHOPMaUun  Mexagy
KOMMyTaTopamMu-yrieHaMmu B CETU KOMMYTaLUu.

ATpubytom moxeT ObiTb UHopmauma VLAN, rpynnoson MAC-agpec u Tak ganee. O4eB1aHO,
yTo npoTtokosn GARP MoOXeT TpaHCnopTMpOBaTb MHOXECTBO aTpubyTOB Ha KOMMYTaTop, Ha
KoTopbli nx HeobxogmMmo nepenaTb (populate). Ha ocHoBe GARP onpegeneHbl pasnunyHbie
NpUNoXxeHusi (HasbiBaemble npunoxeHuamm-oovekramm GARP), ogHMM u3 Hux sensietca GVRP.

Mpotokon GVRP (GARP VLAN Registration Protocol) — ato npunoxenue, ncnonb3syrowiee ans
paboTtbl mexaHnam GARP. OHO oTBevaeT 3a obcnyxuBaHue WHdOPMaUMU OUHAMUYECKOMN
pernctpaummn VLAN 1 nepegady perMctpaumMoHHON WHGOpMaumMm Ha Jpyrme KOMMyTaTopbl.
KommyTatopel, nogaepxusatowme GVRP, MoryT npuHMmaTb WHGOpMaUMio OUHAMUYECKOn
pernctpaumm VLAN oOT Jgpyrmx KOMMYTaTopoB M OBHOBMASATL fOKamnbHYO MHAOPMauUumio
perncTtpaunm VLAN B COOTBETCTBUN C MPUHATON.

KommyTtaTtop, Ha koTopom BkrtodeH npotokont GVRP moxeT nepegaBatb CBOO COOCTBEHHYHO
nHdopmaumio pernctpaumm VLAN Ha gpyrne kommyTaTopbl. [NpuHSATas nHpopmaumnsa cogepxmT
NOKanbHYy0 CTaTUYECKyl0 MHPOPMAaUMIO, 3a4aHHYI0 BPYYHYIO U AMHAMUYECKYI0 MHOpMaLMio,
nony4yeHHyto obydyeHmem OT Apyrmx KOMMyTaTopoB. [1oaTomy, 3a cyeT nepegayn MHopmaumm
pernctpaumm VLAN, coctoarenbHas nHdopmaumnsa VLAN moxeT ObiTb pacnpocTpaHeHa Ha Bce
KOMMYyTaTopbl C BKtoYeHHbIM GVRP.
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Ycrponcteo C

VLAN 100-1000 VLAN 100-1000

—
—
i

Yctponcteo A Yctponciro B

YerpoincTteo D YerpowncTteo G

YerponcTeo E

PucyHok 16-10. TunnyHasa cxema npuMeHeHus

KommyTtatopbl A 1 G He coeaumHeHbl mexay cobon Ha ceTu BToporo yposhs; B, C, D, E, F
NPOMEXYTOYHbIE KOMMYTaTopbl, noakmnoyeHHole kK A n G. Ha kommytatopax A u G
ckoHdpurypmposanun VLAN100-1000 Bpy4Hyto, Torga kak Ha B, C, D, E, F ux HeT. Koraa GVRP
BbIkMto4eH, A 1 G HE MOTYT HU C KEM COEANHUTBCS, NOCKOSbKY MPOMEXYTOYHbIE Y3ribl HE UMEKOT
cootBeTcTBYOWMX VLANoB. OgHako nocrnie BkntodeHna GVRP Ha Bcex y3nax, ero MexaHuam
nepegaun atpubytoB VLAN nosBonsdeT MNpoMexyTo4yHbIM yanam peructpuposatb VLANBbI
anHammyecku, n VLAN B VLAN100-1000 yanos A n G MoryT coeguHaTbes ¢ ntobbiv gpyrum. Bee
VLANbI, AWHamMMyeckn  3aperncTpupoBaHHble Ha  MPOMEXYTOYHbIX  y3nax, OyayT
paspernctpmpoBaHsbl, korga Ha yanax A n G spyynyto yaanatca VLAN100-1000. Takum obpasom
oanHakoBble VLANLI ABYX HecocefHWX Yy3r0B MOryT COeAMHATLCA MOCPeACTBOM MpoTOKona
GVRP BMeCcTO py4HOM KOH(Urypaumm BCEX NMPOMEXYTOUHbIX Y3MOB Afd MofyvYeHuUsi NpoCTon
KoHdourypaumm VLANOB.

16.7.2. Hactpouka GVRP

1. KoHdurypuposaHue Tanvepa GARP.
2. BkntouyeHue/BbikntoveHne dyHkumm GVRP Ha nopTy.
3. Bknouenne dpyHkunn GVRP B kommyTaTOpe.

1. KoHdurypauus Tanmepa GARP.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

garp timer join <200-500> KoHpurypmpoBaHue TanmepoB
garp timer leave <500-1200> yOEPXKaHUs!, CIIMSIHMSA 1 BbIXo4a Ans
GARP

garp timer leaveall <5000-60000>
no garp timer (join | leave | leaveAll)
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2. BkmoyeHue/BbiknoyveHe dyHkummn GVRP Ha nopry.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

gvrp BkntoveHne/BbiknoYeHne dyHKUMU
no gvrp GVRP Ha nopty

3. BknoyeHne dyHkumn GVRP B KommyTaTope.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

gvrp BkntoveHne/BbIknoYeHne dyHKUMK

no gvrp GVRP B kommyTatope

16.7.3. Mpumepbl npumeHeHuss GVRP
CueHapun 1:

PucyHok 16-11. TunnyHasa Tononornsa npumeHeHmns GVRP

Ona nonyyeHums uHgopmaumm auHamunyeckon pernctpaumm VLAN n ee obHoBneHus Ha
KOMMyTaTopax gosmkeH 6biTb ckoHUrypuposaH npotokon GVRP.

CkoHurypupoBaHHbIi Ha kommyTaTopax A, B n C npotokon GVRP, no3sonseT aAnHaMmmnyecku
ckoHpurypmposatb VLAN 100 Ha kommyTaTope B 1 aBym pabounmm ctaHumsam, NOAKMIOYEHHbIM
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K VLAN 100 Ha kommyTtaTopax A u C cBasatbcs mexagy cobon 06e3 craTumyeckoro
kKoHpurypuposanusa VLAN 100 Ha kommyTaTope B.

O61beKkT HacTponkn OnucaHme o6bLEKTa HAaCTPOMKMU

VLAN100 MopTbl 2—6 Ha kommyTaTopax An C

Trunk port MopTbl 11 Ha kommyTaTopax A n C, noptel 10, 11 Ha kommyTaTope B
GVRP B pexume  KommyTtaTtopsl A, B, C

rnobansHoro

KOHGUrypupoBaHus

GVRP B pexume | MNopTbl 11 kommyTaTtopoB A un C, noptel 10, 11 kommyTaTtopa B
KOHGUrypupoBaHus

nopToBs

Mogkntounm gse paboumne ctaHumm k noptam VLAN 100 Ha kommyTaTopax A n C, nogknioumm
nopt 11 Ha kommyTatope A k nopty 10 Ha kommyTaTope B v nopt 11 Ha kommyTatope B k
nopty 11 Ha kommyTaTope C.

Larn koHdUrypaumm onncaHbl HUXe:

KommyTtatop A:

Switch(config)# gvrp

Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/2-6
Switch(Config-V0an100)#exit

Switch(config)#interface ethernet 1/11
Switch(Config-If-Ethernet1/11)#switchport mode trunk
Switch(Config-If-Ethernet1/11)# gvrp
Switch(Config-If-Ethernet1/11)#exit

KommyTatop B:

Switch(config)#gvrp

Switch(config)#interface ethernet 1/10
Switch(Config-If-Ethernet1/10)#switchport mode trunk
Switch(Config-If-Ethernet1/10)# gvrp
Switch(Config-I1f-Ethernet1/10)#exit
Switch(config)#interface ethernet 1/11
Switch(Config-I1f-Ethernet1/11)#switchport mode trunk
Switch(Config-If-Ethernet1/11)# gvrp
Switch(Config-If-Ethernet1/11)#exit

KommyTatop C:

Switch(config)# gvrp
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Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/2-6
Switch(Config-Vlan100)#exit

Switch(config)#interface ethernet 1/1
Switch(Config-If-Ethernet1/11)#switchport mode trunk
Switch(Config-If-Ethernet1/11)# gvrp
Switch(Config-If-Ethernet1/11)#exit

16.7.4. YctpaHeHue HeucnpaBHocTten GVRP

CueTumk GARP, yCcTaHOBNEHHbIN HA TPAHKOBbLIX NOPTaxX Ha 060MX KOHLLAX MarncTpanbHON NMHUN
JomkeH 6bITb OAMHaKoBbIM, B NPpOoTUBHOM criydae GVRP He cmoxeT paboTatb HOpMarmbHO.
PekomeHayeTcsa nsberatb ogHoBpemMeHHon paboTel npotokonoB GVRP n RSTP Ha y3ne. Ecnu
Tpebyetcsa BknounTb NnpoTokon GVRP, Heobxoaumo cHavana BbIkKiOUYNTb yHKLMI0O RSTP Ha
noprax.
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17. HACTPOMKA TABNNLUbI MAC-AJPECOB

17.1. O6wume cBegeHnn o Tabnuue MAC-appecoB

Tabnuua MAC-agpecoB — 370 Tabnuua cootBeTcTBMA MAC-agpecoB yCTPOUCTB Ha3HaYeHus
noptam KkommyTtaTopa. MAC-agpeca gendarcsa Ha ctaTuyeckme u guHammdeckme. Ctatudeckmne
MAC-agpeca BpyYHYO CKOHOUIYpUPOBaHbI NOfb3oBaTeNemM, UMEKT HauBbICLLWMA NPUOPUTET U
OENCTBYIOT MOCTOSAHHO (OHM He MoryT ObiTb 3amelleHbl AnHamunydeckum MAC-agpecamu).
[OuHamnyeckue agpeca 3anoMMHalOTCA KOMMYTATOPOM MpU nepefave nakeToB AaHHbIX, U OHU
OENCTBYIOT orpaHudeHHoe Bpems. Korga kommyTtaTop nonydaetr penmM OaHHbIX  Ans
nepecnisiki, OH coxpaHaeT MAC-agpec UCTOYHMKA doperiMa U COOTBETCTBYHOLUMIA emy MnopT
HasHayeHnda. Korpa Ttabnumua MAC-agpecoB onpawmBaetcd Ha npeamveTr MAC-agpeca
npueMHuKa, nNpu HaxoXOEHUM HYKHOTO afpeca, nNakeT [AdaHHbiX OTApaBnseTca Ha
COOTBETCTBYIOLNA MOPT, B MPOTMBHOM Cryyae KOMMYTATOp MepechbifiaeT MnakeT Ha CBOW
LMpokoBeLlaTenbHbI gomeH. Ecnn anHamnyecknin MAC-agpec He BCTpedaeTcs B NakeTax aAns
nepechbifikn  AnNUTenbHOE Bpems, 3annucb O HeM yaandetca u3 Tabnumupl MAC-agpecoB
KomMmMyTaTopa.

[nsa Tabnmubl MAC-agpecoB onpeaeneHbl ABe onepawmm:

1. MMony4yeHne MAC-agpeca.

2. OtnpaBka unu punbTpaumusa nakeTa AaHHbIX B COOTBETCTBMM C Tabnuvuen
MAC-agpecos.

17.1.1. Nony4yeHune Tabnuubl MAC-agpecoB

Tabnuua MAC-agpecoB MOXeT ObITb MOCTPOEHa CTaTU4eCKn Unn guHamumyeckn. CtaTu4eckum
KOHOUrypupoBaHMeM HacTpauBaeTcs cooTBeTcTBMe Mexay MAC-agpecamu u nopTamu.
OunHamnyeckoe obyyeHne — OTO Mpouecc, Korga KOMMYTaTop W3yyaeT CBA3M Mexay
MAC-agpecamu n noptamu un perynsipHo obHoensieT Tabnuuy MAC-agpecoB. B aTon cekuumn mbl
OCTaHOBMMCS Ha npouecce AUHaMUYeCKoro NnocTpoeHnsa Tabnuubl MAC-agpecos.

—_—
-
nopt 5 nopt 12
MK 1 nKz2 MK 3 MK 4
MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33

PucyHok 17-1. mHamn4yeckoe noctpoeHne tabnuubl MAC-agpecoB

Tononorma Ha pyUCyHKe Bbilwe: 4 KOMMNbOTEPA MOAKMOYEHbI K kKomMMyTaTopy, rae PC1 n PC2
npuHagnexat OgHOMY (U3MYECKOMY CErMEHTY (4OMEHY KONnu3un), u3nyYeckni CcermMmeHT
nogknoyeH k nopty 1/5 kommytaTtopa, PC3 n PC4 npuHagnexat K apyromy uan4eckomy
CEerMeHTy, Noakto4YeHHOMY K nopTy 1/12 kommyTaTopa.

HauvanbHas Tabnmua MAC-agpecoB HE COOEPXMUT HUKAKMX 3HaveHuin. Bo3bMem ons npumepa
npouecc ceaAsu mexay PC1 n PC3. lNpouecc 0byyenns MAC-agpecam crneayoLwmi:
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1. Korpga PC1 nocbinaet coobuieHne k PC3, MAC-agpec ncrourdmka 00-01-11-11-11-11 u
nopt 1/5 n3 atoro coobLeHnsa 3aHocaTca B Tabnuuy MAC-agpecoB KommyTaTtopa.

2. B 10 e BpemMsa koMMyTaTopy Hago NMOHATb, Kak AOCTaBnTb cooblieHne Ha agpec 00-
01-33-3333-33. Tak kak Tabnuua coaep>xuT 3anuck Tonbko ans agpeca 00-01-11-11-
11-11 v nopta 1/5, a ansa agpeca 00-01-33-33-33-33 HMKaKMX 3annucemn Her,
KOMMYTaTOp paccbinaeT gaHHoe coobLeHne Ha Bce CBOWM MOPTbI (Npeanonaraem, Yto
BCe MOpPThI NpuHagnexat no ymonyaHuio VLANT).

3. PC3 u PC4 nonyvatot coobuieHune, nocnaHHoe PC1, Ho PC4 He oTBevaeT Ha 3To
coobueHne, Tak kak agpec npuemHuka 00-01-33-33-33-33, n oTBeyvaTtb Ha Hero bygeT
Tonbko PC3. Korga nopt 1/12 nony4aet coobuieHne, otnpasneHHoe PC3, B Tabnmuy
MAC-agpecoB gobasnsetcs 3anucb 0 MAC-agpece 00-01-33-33-33-33 u
COOTBETCTBYIOLLEM eMy nopTe 1/12.

4. Tenepb Tabnuua MAC-agpecoB nveet Ase amHamudeckme 3anncu: MAC-agpec
00-01-11-11-1111 — nopT 1/5 n 00-01-33-33-33-33 — nopT 1/12.

5. TMocne obmeHa naketamun mexagy PC1 n PC3, kommyTaTop Gonblue He nonyvaeT
naketoB, otrnpasneHHbix PC1 n PC3. U 3anncu B Tabnuue MAC-agpecos,
COOTBETCTBYIOLLNE 9TMM ycTporcTBam yaanaotcsa yepes 300 nnm 2x300 cekyHg (T.e.
npocTtoe unn asonHoe BpeMs xnsHn). 300 cekyH 34eCb 3TO BPEMS KU3HU MO
yMon4yaHuio ang sanmcen B Tabnuue MAC-agpecoB. Bpems XunsHn MoxeT 6biTb
N3MEHEHO Ha KOMMYyTaTope.

17.1.2. Nepecbinka nnu dpunbTpauua Kagpos

KommyTaTtop nocbinaeT nnm oTunbTpoBbIBAET NPUHMMAaEMble NakeTbl JaHHbIX B COOTBETCTBUU
¢ Tabnuuen MAC-agpecoB. PaccmaTtpuBas onst npuMepa puUCyHOK Bbille, npeanonaraem, 4to
KommyTaTop m3yumn agpeca PC1 n PC3, n nonb3oBaTtenb BPy4HYO HAaCcTpOUN COOTBETCTBME
noptoB ana PC2 n PC4. Tabnuua MAC-agpecoB KomMmyTaTopa OyaeTt crieaytoLlen:

MAC-appec Homep Kem pob6aBneHa 3anucb
nopra

00-01-11-11-11-11 1/5 OuHamnyeckoe oby4veHne

00-01-22-22-22-22 1/5 CraTtudyeckasa koHdurypaums

00-01-33-33-33-33 1/12 OuHamnyeckoe oby4veHne

00-01-44-44-44-44 1/12 CraTtundeckada koHdurypaums

1. OTnpaBka nakeToB B COOTBETCTBMM C Tabnuuen MAC-agpecos.

Ecnn PC1 noceinaet nakeT k PC3, koMMyTaToOp OTNpaBnseT gaHHble, NoyYeHHble ¢ nopta 1/5
Ha nopT 1/12

2. ®unbTpaumsi gaHHbIX B COOTBETCTBUM ¢ Tabnuuen MAC-agpecos.

Ecnn PC1 nocbinaetr coobwexne PC2, kommyTtaTtop, nposepvB Tabnuuy MAC-agpecos,
HaxoguT PC2 n PC1 B ogHOM (hn3n4eckom cermeHTe 1 oTunbTpoBbIBaeT 3TO COobLLeHme (TO
ecTb cOpacbiBaeT aT0 coobLLeHmE).

KoMmmyTaTtopom MOryT nepecbinarbcs Tpu Tuna penmos:

e  LUMPOKOBeLLATENbHbIE PENMBI;
e  MHOrornonb3oBaTesfibCckme hpenmbl;
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OfHOMOMNb30BaTENbLCKNE PPENMbI.

[anee onucbiBaeTcs, Kak KOMMYTaTOp pa60TaeT CO BCEMU TpeMA TUNnamMun NakeToB:

LnpokoseLlaTenbHbli pernmM: KommyTaTop MOXeT onpeaensTb KOnnnanm B JOMEHE,
HO TOSIbKO He Ans WwnpokoBeLllaTenbHbix AomeHoB. Ecnv VLANBI He ycTaHOBMEHkI, BCe
YCTPOWCTBA, MNOAKMIOYEHHbIE K KOMMYTaATOpPY, CYMTAOTCS HaxoOAWMMUCA B OOHOM
LwnpokoBeLlaTenibHoM gomeHe. Korga koMmyTaTtop noflyvyaeT LUMpOKOBeLLaTeNbHbIN
dperim, oH nepecbinaeT ero Bo Bce noptbl. Ecnu VLANbI ckoHpmrypmpoBaHbl, Tabnuua
MAC-agpecoB aganTypyeTcs B COOTBETCTBUM C AOMOMHUTENBHOW WH(Opmaumen o
VLANax. B aTtom cnyyae koMmmyTatop OThApaBnseT penmM TONbKO Ha nNopThl,
Haxoaswmecs B ToM xe VLANe.

MHorononb3oBaTenbCckmii cperm: Ecnm mHorononb3oBaTenbCKUA JOMEH HEU3BECTEH,
KomMMyTaTop paccbinaeT dpenm B ToM ke VLANe, Ho, ecnn BkntoveHa dyHkums IGMP
snooping unM CKOHdUrypupoBaHa cTaTudeckass MHOrononb3oBaTenbckas rpynna,
KoMMyTaTop ByAeT nocbinaTb 3TOT hpem B NOPTbl MHOTOMOMb30BaTENLCKOW rPYnnbI.

OpHononb3oBatensckmi penm: ecnn VLANbI He CKOHGUrypMpoBaHbl, TO, €Cnu
MAC-agpec npuemHuka ectb B Tabnuue MAC-agpecoB KOMMyTaTopa, KOMMyTaTtop
HanpsIMyto NepecbinaeT NakeT B COOTBETCTBYOLWMA NopT. Ecnu xe agpec npyemHuka B
Tabnvue He HangeH, KOMMyTaTop AenaeT LUMPOKOBeLlaTenbHYI PacCbifiky 3TOro
dperima. Ecnun VLANGI CKOH(UrypmpoBaHsbI, KOoMMyTaTop paccbinaet
ogHononb3oBaTenbCckun dpenm Tonbko BHyTpu ogHoro VLANa. Ecnm MAC-agpec
HangeH B Tabnuue, Ho npuHagnexuTt apyromy VLANy, kommyTtaTop pfenaet
LuMpoKoBeLlaTenbHyto paccbiniky dgpevima B ToMm VLANe, K KOTOpOoMy MpuUHaanexuT

dhpenm.

17.2. KoHdurypupoBaHue Tabnuubl MAC-agpecoB

1. KoHdurypupoBaHune BpeMenmn xun3Hn MAC-agpecos.
2. KoHdurypupoBaHue ctatmyeckon ounbTpaunmn nnm nepechInku.
3. OuucTtka gnHamundeckon Tabnuusl MAC-agpecos.
1. KoHdurypmpoBaHne BpemMeHn xm3Hn MAC-agpecos.
KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

no mac-address-table aging-time

mac-address-table aging-time <0laging-time> | KoHdwurypupoBaHue BPEMEHU  XN3HU

MAC-agpecos
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2.  KoHdurypmnpoBaHue ctatmyeckon hunbTpaunmn unmv nepechbIinku.

KomaHpa

OnucaHue

Oo6wumn pexmm

mac-address-table {static | static-multicast |
blackhole} address <mac-addr> vlan <vlan-id>
[interface [ethernet | portchannel] <interface-
name>] | [source|destination|both]

KoHduryprpoBaHue ctaTM4eckux 3anucemn
angd MAC-agpecos, CTaTUYeCKNX
MHOrornosib3oBaTeNbCKUX 3aNncen, 3anmcen
dunbTpaumMm nakeTos

no mac-address-table {static | static-
multicast | blackhole | dynamic} [address
<mac-addr>] [vlan <vlan-id>] [interface
[ethernet | portchannel] <interface-name>]

3. Owunctka gunHammndeckon Tabnumubl MAC-agpecos.

KomaHpa OnucaHue

Pexum agMmuHucTpartopa

OuucTka JMHaMM4eckKomn Tabnmubl

MAC-agpecoB

clear mac-address-table dynamic [address
<macaddr>] [vlan <vlan-id>] [interface
[ethernet | portchannel] <interface-name>]

4. Hactpoiika obyueHns MAC-agpecoB 4Yepes ynpasneHne npoLeccopomMm.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

mac-address-learning cpu-control Bkntouenne/oTknoueHme obyyeHns MAC-agpecos

no mac-address-learning cpu-control | 4€Pe3 ynpasnetue CPU

showCollisionMacTable MokasbiBaeT Tabnuuy konnuann MAC-agpecos

Pexunm agMmHucTpatopa

clearCollisionMacTable Ouunctntb Tabnmuy MAC-agpecoB
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KomaHpa OnucaHue

Pexum rno6anbHOro KOHUrypmpoBaHus

mac-address-table avoid-collision BkntoueHne/oTknodeHne yHKUnn Tabnumubl

no mac-address-table avoid-collision konnuaum MAC-azpecos, BbiaaHHbIX ffp

17.3. Mpumepbl TUNUYHON KOHUrypaumumn

—
DR
1/0/5 1/0/11 nopt 12
1/0/7 1/0/9
MK 1 MK 2 nKs3 MK 4
MAC 00-01-11-11-11-11 MAC 00-01-33-33-33-33
MAC 00-01-22-22-22-22 MAC 00-01-44-44-44-44

PucyHok 17-2. Tunn4yHeln npumep KoHdurypaumm Tabnmusl MAC-agpecos
CueHapun:

UeTbipe KOMMbIOTEPA, KaK MOKAa3aHO Ha PUCYHKe, NogkntodeHbl K noptam 1/5, 1/7,1/9, 1/11
KommyTaTopa. Bce 4 komnbloTepa npuHagnexat no ymondaHuio VLAN1. B cooTtBeTCcTBUM C
TpeboBaHMsIMK K CETU, BKIOYEHO OOy4eHne guHammnyeckum agpecam. PC1 cogepuT BaxkHble
OaHHble, N HEQOCTYNEH ANs APYrMX KOMMNbIOTEPOB U3 Apyrnx usndeckmx cermeHto; PC2 n PC3
CTaTU4eCKM NpMnNucaHbl K noptam 7 n 9, COOTBETCTBEHHO.

OT1anbl KOHUrypaumm nokasaHbl HAXe:
1. YcraHoBka MAC-agpeca 00-01-11-11-11-11 PC1 kak omnbTpyemoro.
Switch(config)#mac-address-table static 00-01-11-11-11-11 discard vlan 1.
2. YcraHoBka ctaTudeckon ceasm ans PC2 n PC3 ¢ noptamu 7 1 9 COOTBETCTBEHHO.

Switch(config)#mac-address-table static address 00-01-22-22-22-22 vlan 1
interface ethernet 1/7

Switch(config)#mac-address-table static address 00-01-33-33-33-33 vlan 1
interface ethernet 1/9
17.4. YcTpaHeHue HencnpaBHocTen ¢ Tabnmuen MAC-agpecoB

Ecnu npun ncnonesosaHum komaHabl show mac-address-table, 66110 BbIACHEHO, YTO Ha NOPTY
npousowen cbon oyvyeHna MAC-agpecam YCTPOWCTB, NOAKMOYEHHbIX K HeMy. BO3MOXHble
NPUYNHBI:

e [logxntoyeHHbI kabenb NOBpeEXOEH.
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e Ha nopty BkntoveH Spanning Tree B cTtaTyce «discarding» mnu NopT TOMbKO 4YTO
nogknoyunca n Spanning Tree noka B cTaTyce BblYUCEHNsS AepeBa. [Joxanteck, noka
BblYMCIIEHNE CTPYKTYpPbl 3aKOHYMTCS K nopT obyuntca MAC-agpecy.

° Ecnu Flp06ﬂeMbI, OonncaHHble Bbille, He o6Hapy>|<eHb|, npoBepbTe NOPT KOMMYTAaTopa n
CBAXUTECHb C Tex.nonnep»(Kon Ona peweHunsa I'IpO6J'IeMbI.

17.5. QononHuTtenbHble (hbyHKUMM Tabnuubl MAC-agpecoB
17.5.1. NpuBsaska MAC-agpecoB

17.5.1.1. O6wume cBepeHuns o npueaske MAC-agpecoB

BonbLIMHCTBO KOMMYTaATOPOB NoAAEPXKUBAIOT pexnm obyvyeHns MAC-agpecam. Kaxabii nopT
MOXeT AWHaMWYECKU 3arnoMHUTb Heckonbko MAC-agpecoB, TakMum 006pa3oM BO3MOXHA
nepefada NOTOKOB [aHHbIX Mexay m3BecTHbIMM MAC-agpecamu BHyTpW nopTta. Ecnu cpok
XM3HM MAC-agpeca UCTeK, MakeT, HanpaBneHHbl Ha 3TOT agpec, OyaeT pasocnaH
LLUIMPOKOBELLATENLHO.

Opyrmmn cnosamu, MAC-agpec, koTopomy oOyumnca nopt, OygeT wmcnonb3oBaTbCs AMns
nepegadm naketoB K 3Tomy nopTy. Ecnm coegmHeHve nepeknioyeHo Ha gpyron nopT,
KOMMyTaToOp CHOBa BbINONHUT 0bydeHne MAC-agpecy n bynoet nepefasatbh JaHHblE HOBOMY
nopTy.

OpHako, B HEKOTOPbIX Chny4dasix MOnuTMKa ynpaBneHUs UM CEeKPeTHOCTU MOoXeT TpeboBartb,
ytobbl MAC-agpeca ObinM npuKpenneHbl K MnopTam, WU TOMNMbKO MOTOKA C MPUBSA3@HHbIX
MAC-agpecoB OyayT nponyckatbCsi K Mepecbiike Ha nopT. To ecTb, nocrne mnpuBs3Kn
MAC-agpeca k nopTy, B 3TOT NOPT MOryT NepeaaBaTbCs TONbKO AaHHble, NpeAHa3Ha4YeHHble Ans
naHHoro MAC-agpeca. [NoTokn OaHHbIX, npegHasHaveHHble gns gpyrux MAC-agpecos, He
NpuBA3aHHbIX K AaHHOMY MOPTY, He ByaAyT nponyckaTbCsi Yepes noprT.

17.5.1.2. Hactpounka npuBsaskm MAC-agpecoB

BkritoueHne doyHkummn npueaskn MAC-agpecoB Ha NopTy.

Mpusaska MAC-agpeca K nopTty.

KoHdurypauma napameTpos pyHKUMKN npuBasaHHbiX MAC-agpecos.
KoHdurypaumsa nosyLikm ans ysegomneHnn o MAC-agpecax.

N\

1. BknwodeHne doyHkummn npueasku MAC-agpecoB Ha NopTy.

KomaHaa OnucaHue

Pexunm KkoHdurypupoBaHusa nopTta

switchport port-security Bkntouenne dyHkunm npmesaskm MAC-agpeca Ha nopTy u
dukcaumss nopta. Korga nopT 3adumkcupoBaH, YHKUUS
obyyeHna MAC-agpecam BblkntodeHa: Komanga  “no
switchport port-security” BblknOYaeT QYHKUMIO MPUBA3KN
MAC-agpeca Ha nopTy W BOCCTaHaBnMBaeT QYHKUUIO

obyyeHna MAC-agpecam Ha nopTy

no switchport port-security
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2. ®ukcaumna MAC-agpeca Ha nopTy.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

switchport port-security lock
no switchport port-security lock

BkntoyaeT cyHKUMIO TanMepa ouKkcaLmm nopTa;
KomaHga “no switchport port-security aging”
BOCCTaHaBMMBaeT 3Ha4YeHne No YyMON4aHuIo

switchport port-security convert

lMpeobpasoBaHne [MHAMMYECKOro O0y4veHus
MAC-agpecam Ha nopTe B cTaTudeckoe

no switchport port-security mac-address
<mac-address>

switchport port-security timeout <value> | BknoyeHune/oTknoveHne YHKLUN  BpeMeHu
no switchport port-security timeout broknposku nopta

switchport port-security mac-address | JobasnsieT craTtmyeckme 6esonacHble
<mac-address> MAC-agpeca; komaHga “no switchport port-

security mac-address” yganseT craTudeckue
6e3onacHble MAC-agpeca

Pexum agMmuHucTpartopa

clear port-security dynamic [address
<mac-addr> | interface <interface-id>]

OuuwaeT JNHamMun4yeckue
BblyY€HHbIE Ha yKa3aHHOM MOpTY

MAC-agpeca,

3.

KoHdourypaums napameTtpoB npusdaskm MAC-agpecos.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

switchport port-security maximum <value>

no switchport
<value>

port-security maximum

YcTaHaBnuBaeT
6e3onacHbIX

MakcumarnbHoe 4ncro

MAC-agpecoB Ha  nopTy;
KoMaHga  “no  switchport  port-security
maximum” BOCCTaHaBNMBaeT 3Ha4YeHue no
YMOJYaHWIO

switchport port-security violation {protect
| shutdown} [recovery <30-3600>]

no switchport port-security violation

YCTaHOBKa pexuma HapyleHusi Ha nopTy;
KoMaHga “no switchport port-security violation”
BOCCTaHaBMMBAET 3HAYEHNE MO YMOYaHUIO
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4. KoHdurypupoBaHue nosyLikn anga ysegomneHunin o MAC-agpecax.

KomaHpa

OnucaHue

MMo6anbHbIN peXxuM KOHpUrypmpoBaHus

mac-address-table synchronizing enable

no mac-address-table
enable

synchronizing

BkntoyeHune/oTknoueHne YHKLMU KOHTPOSIS
ons MAC-appecoB, cuctema coobliaeTr o6
3TOM cobbITUK

mac-address-table periodic-monitor-time
<5-86400>

YcTaHaBnuBaeTcs WHTepBan KOHTpOns
MACapgpecoB, cuuTatowmn pobaeneHve u
yoaneHme MAC-agpecoB BoBpeMS

mac-address-table trap enable
no mac-address-table trap enable

BkntoveHne/oTknoyeHne NOBYLUKM
yBegomrieHns o MAC-agpecax

ans

17.5.1.3. YcTpaHeHue npo6nem npuBsasku MAC-agpecoB

BknoyeHne npuBaskn MAC-agpecoB Ha MOPTYy MOXeT ObiTb HeyaayHbIM MO HECKOIbKUM
npuymMHam. Huwke npuBoanTCS HECKOSBbKO BO3MOXHBIX MPUYMH U UX YCTPAHEHME:

e EcnunpuessaHHbin MAC-agpec HeJoCTyrneH Ha nopTy, ybeanTechk, 4To NOPT He BXOOUT
B obbeanHeHne MOPTOB M He CKOHMMUrypmpoBaH Kak TpaHKOBbIN. [1puBA3aHHbIN
MAC-agpec yHuWKaneH B KOHKPETHOM KoHdurypauum. Ecrnim Bbl XOTUTE NpuBA3aTbhb
MAC-agpec, (pyHKLMK, YNOMSHYTbIE Bbille, AOMKHbI ObITb BbIKITHOYEHbI.

e Ecnu GesonacHbI agpec YCTaHOBMNEH Kak CTaTUYECKUA agpec M yaaneH, Torga aToT
©es3onacHbli agpec He MOXeT ObiTb MCNONb30BaH, XOTs OH M BydeT cyliecTsBoBaTh.
Mcxoga ms aTtoro, pekomeHayeTcsl u3beratb HasHa4YeHUs1 CTaTUYecKux agpecoB Afis
NopTOB, 4SS KOTOPbIX BKMNoYeHa npueaska MAC-agpecos.

17.6. Kondurypauusa yBegomneHnm o MAC-agpecax

17.6.1. BBepgeHue B yBegomnenust o MAC-agpecax

dyHkuma MAC-yBegoMneHuns 3aBucuTt oT yeegomrennd. [Jo6asnas wnm yaanaa MAC-agpeca,
a UMEeHHO, korga nobaBnsaTCs UNN yaansaTcs YCTPOMUCTBA, agMUHUCTpaTop OyaeT yBeaoMIeH

0 cMeHe (PYHKUMM NOBYLLKM snmp.

17.6.2. KoHdurypauusa ysegomneHnn o MAC-agpecax

1. Hacrtpowka rno6ansHo snmp MAC-yBe4OMIEHNS.

NOo gk wbh

(@ arecy

HacTtponka rmo6ansHoro MAC-yBeAOMIIEHMS.

HacTtpoika nHtepsana gna otnpaskn MAC-yBegOMNEHNN.

HacTponka pa3mepa Tabnumubl UICTOPUN.

HacTponka tnna nosywkmn MAC-yBefOMNEHUN, NogaepXneaemblx NOPTOM.
MpocMoTp KoHUrypaumm n aaHHbix MAC-yBe1OMITEHUIA.

Ouunctka cratuctmkm nosywkn MAC-yBeaOMNEHNN.
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1. Hactpovika rnobansHoro snmp MAC-yBeaoOMNEHUS.

KomaHpa OnucaHue

MMo6anbHbIN peXxuM KOHpUrypmpoBaHus

snmp-server enable traps mac-notification | BknioyaeT/Bblknto4aeT rnodanbHO snmp

no snmp-server enable traps mac- | MAC-yBeAOMNEHNs

notification

2. Hactponka rnobansHoro MAC-yBegoMneHus.

KomaHpa OnucaHue

FnobanbHbIN peXumM KOHpUrypmpoBaHua

mac-address-table notification BkntoyaeT/BbiknodaeT rnodansHo

no mac-address-table notification MAC-yBenomnerus

3. Hactponka nutepsana ans otnpasku MAC-yBeJOMNEHUN.

KomaHpa OnucaHue

FnobanbHbIN peXumMm KOHUrypmpoBaHus

mac-address-table notification interval <O- | Hactpoika wuHTepBana Aana  OTnpaBku
86400> MAC-yBegomMmneHun, KomMaHga no

no mac-address-table notification interval | BOCCTaHaBIIMBAET HACTPOMKMN NO yMONHaHIO

4. HacTpoika pasmepa Tabnuupbl UICTOpUM.

KomaHaa OnucaHue

FnobanbHbIN peXum KOHUrypmpoBaHus

mac-address-table notification history-size <0- | HacTpoiika pa3amvepa Tabnuubl UICTOpUN,
500> KoMaHaa no BOCCTaHaBnMBaeT

no mac-address-table notification history-size | HACTPOMKA MO ymon4aHuto
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5. Hactponka Tnna nosywku MAC-yBegoMeHUI, nogaepXnsaemblix NOPTOM.
KomaHpa OnucaHue
Pexum KoHduUrypupoBaHusa noprta
mac-notification {added | both | removed} | Hactpoiika nnm CTMpaHu1e Tuna foBYy LK
no mac-notification Iﬁﬂé?)(ié)ﬁeﬂomnemm, nogaepxmpaeMblx
6. [MpocmoTp koHGUrypaumm n gaHHelx MAC-yBe4OMIIEHUIA.
KomaHpa OnucaHue
Pexunm agmmHucTpatopa
show mac-notification summary MpocmoTp KOHoUrypaumm n AaHHbIX
MAC-yBegomreHuim
7. OuucTtka cTaTUCTUKKM NoByLKN MAC-yBeOOMITEHUNA.
KomaHpga OnucaHue
Pexunm agMuHucTpatopa
clea_r _ mac-notification | OuncTka ctaTUCTUKM noByLwkn MAC-yBegOMMEHUI
statistics

17.6.3. Mpumep MAC-yBeagommneHus

IP-agpec ctaHumm ceTeoro ynpasnexust (NMS) 1.1.1.5, IP-agpec areHTa 1.1.1.9. NMS nonyunt
Trap coobuweHune ot areHTa. (Mpumedanne: NMS MoxeT yCTaHOBUTb MPOBEPKY MNOANMMHHOCTY B
CTpOKy xapakTep Trap) Npouenypa koHpuUrypaumu:

Switch(config)#snmp-server enable
Switch(config)#snmp-server enable traps mac-notification
Switch(config)# mac-address-table notification

Switch(config)# mac-address-table notification interval 5
Switch(config)# mac-address-table notification history-size 100
Switch(Config-If-Ethernet1/4)# mac-notification both

17.6.4. YcTpaHeHne HeucnpaBHocten MAC-yBegoOMneHUN

Yb6eautecs,

41O coobLlEeHMe FOBYLLKM OTNPaBNSETCA yCrnewHo komaHgon show u otnapgkon

KOMaHabl sSnmp.
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18. HACTPOUKA NMPOTOKOJIA MSTP
18.1. O6wume cBegeHnss o MSTP

MSTP (Multiple STP) — HoBas peanusauusa npoTokona spanning-tree, OCHOBaHHas Ha
npotokonax STP n RSTP. OH paGoTaeT Ha nobbix KOMMyTaTopax NnokanbHbiXx ceTter. OH
BbluMcnseT obee u BHyTpeHHee ceaAsyollee aepeso (CIST — common and internal spanning
tree) anga Bcen ceTun, KOTOpPOE COOAEPXKMUT YCTpoMUCTBa, nogaepxusatowme MSTP, STP n RSTP.
OH TaK e BblYNCIISET HE3aBUCUMbIE AK3EMMMSAPLI MHOXECTBa cBA3yowmx aepesbes (MSTI —
multiple spanning-tree instances) ans kaxgon obnactm MST (MSTP domain). B MSTP
nucnonb3yetcs aganTtupoBaHHas Bepcust npoTokona RSTP, obecneunBatowiero 6bICTpyto
CXOAMMOCTb MpY MOCTPOEHMM CBA3YIOLLIEro AepeBa, Npu 3TOM OAHOMY U TOMY XKe 3K3eMNnspy
cBA3yloWero pgepesa MoOXeT ObiTb conoctaBneHo MHoxectBo ceten VLAN. MSTP
obecneumBaeT pasnuyHble MapLIpyTbl ONS nepefayn gaHHbIX U No3BonseT GanaHcupoBaTb
Tpaduk. bonee Toro, Tak Kak MHoXecTBeHHble VLANBLI MCNONb3yOT OANH 1 TOT Xe 3K3eMnnsap
ceasyowero gepesa, MSTP MoxeT ymeHbLlaTb KONMUYECTBO MOCTPOEHHbIX AEPEBLEB, YTO
No3BONSAET YMEHbLUNTb HAarpy3Ky Ha NPOLIECCOP U YMEHbLUNTL Cy>KeOHYI0 NONoCy Ha KaHanax.

18.1.1. PernoH MSTP

Tak kak OOQHOMY 3K3eMMnspy CBA3YKOLLEro AepeBa MOXeT OblTb COMOCTaBMEHO MHOXECTBO
VLAN, komuteT, paspabatbiBatowmn ctaHgapT IEEE 802.1s npegnoxumn passuTb KOHLEMNLMIO
MST. MST wucnonbsyetcs Ans npuBsaskn KOHKpeTHOW VLAN K KOHKpEeTHOMY 3K3emnnsapy
CBA3yIOLLEro Aepesa.

PervoH MSTP coctoMT 13 OAHOMO WM HECKOSIbKUX KOMMYTaTOpOB C OAWHAKOBbIM
ngeHtndpukatopom MSID (MST Configuration Identification) n nokanbHo ceTn (KOHKpETHbIV
KommyTaTop B permoHe MSTP siBnsieTcst HasHauveHHbIM(designated) KOMMyTaTOpPOM fIOKaNbHON
CeTN, Ha KOMMYTaTOpax, 3aKpPeneHHbIX 3a NIokanbHOM ceTblo, NpoTtokon STP He paboTaeT). Bece
KommyTaTopbl B ogHoM MSTP pernoHe nmetot ogmnH MSID. MSID cogepxut Tpu atpmnbyTa:

e  KOHCpurypaumoHHOE UMS: COCTOUT U3 Lmdp 1 OYKB;
e  HOMep Bepcuu;
e  KpaTKoe onucaHue koHdurypuposaHus: ceTu VLAN, cooTBeTCTBYyOLME IK3EMMNAPaMm
CBA3ylOLLEro gepesa.
KommyTaTopbl ¢ OANHAKOBBIMU BbILLEONUCAHHBIMU aTpnbyTamMmn CUMTAOTCA Haxo4AWMMUCH B
ogHom pernoHe MST.

Korma MSTP Bblumcnser CIST B nokanbHOW CceTM C KOMMyTatopamu, permoH MST
paccmaTpMBaeTCs Kak OgMH KOMMYTaTop. PaccmMoTpmMM prcyHOK HUXE:
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ROOT A ROOT A
= =
D
N
Pernon MST ——

PucyHok 18-1. MNMpumep CIST u pernona MST

Ha cxeme, ecnu B ogHOM KOMMYyTaTope ncnonbsyetcs STP, a B gpyrom RSTP, 1o nopt mexay
KommyTaTopoMm M 1 kommyTaTtopom B gormkeH 6biTb 6rioknposaH. OaHako, ecnu B KOMMyTaTopax
obnacTtu, BblgeNeHHOW MYyHKTUPOM, ucnonb3yetca MSTP n ckoHdurypupoBaH oguvH N TOT Xe
permoH MST, To npotokon MSTP 6yget cuutaTb 3TOT PErnoH kommyTtatopoM. [loaTomy
6GrokupoBaH OAMH NOPT Mexay KOMMyTaTopoM B 1 kopHeBbLIM y3rnoMm; Kpome Toro, 6rnokuposaH
OAWH nopT koMMmyTaTopa D.

18.1.1.1. Onepauum BHYTpU OOHOIO U TOro Xe pernoHa MSTP

Ok3emnnap ceasytowero gepesa (IST) ceasbiBaeT Bce kommyTaTtopbl MSTP pervnona. Korga IST
cowiencs, kopHeson ys3en IST craHoBuTCs ynpaenswowmm y3nom IST, B HeM HaxoguTcs
KOMMyTaTop C HaMmeHbLuM ID MocTa n meTpukon mapLupyTta k kopHeBomy yany CST. Ecnu B
CeTn MMeeTCs TONMbKO OOWH PervoH, ynpasnsawowun ysen IST ogHOBpeMeHHO fABnseTcs u
KopHeBbIM y3riom CST. Ecnn kopHeBon y3en CST HaxoguTcs BHE pervoHa, ynpabrsaiolmMMm
yanom IST aensetcs oguH n3 kommyTtatopoB MSTP Ha rpaHuue pervoHa.

Mpn nHnumanmnsaumm kommyTtaTopa MSTP oH nockinaet naketel BPDU, B KOTOpbIX 06bsBRISIET
cebs kopHeBbIM y3riom CST n ynpaensawowum y3nom IST, npy 3TOM METPUKM MapLLpyTa K 3TUM
y3nam paBHbl Hyno. Kpome Toro, KOMMyTaTop MHUUuanuanpyeTt Bce cBou ak3emnnsapbl MST u
o6baBnseT cebs KOpHEBbIM y3roM. Ecriv kommyTaTop npuUHMUMaeT MHPOPMaLMIO OT KOPHEBOTO
yana MST BepxHero ypoBHsi (C MeHbwuM ID kOoMmyTaTopa, MEeHbLUE METPUKOW MapLipyTa
N T. O4.), COXpaHEHHYI0 Onsl NOpTa, OH NepecTtaeT o6bABNATL cebs ynpaBnsaowmm ysnom IST.

B permoHe MST ynpasnstowmi y3en IST aBnseTca eAMHCTBEHHbIM 3K3EMMMSPOM CBA3YHOLLErO
Aepesa, KOTopbI NPUHUMAET U nocbinaeT naketol BPDU. Tak kak naketel MST BPDU cogepxaTt
nHpopmaumio 060 BCex IK3emMnnspax, YMCNo Taknx nakeToB, KoTopoe TpebyeTtcs obpaboTaTb
KOMMYyTaToOpy ANs MOOAEPXKKA MHOXECTBa 3K3eMMMSPOB CBA3YHOLLEro AepeBa, 3HAYUTENbHO
ymeHbluaeTcd. Bece aksemnnsapbl MST 0gHOMO 1 TOro e perMoHa COBMECTHO UCMNOSb3YHT O4HU
N Te e TarhMepbl NPOTOKOMa, O4HAKO Kaablh ak3emnnsap MST umeeT cBouM COGCTBEHHbIE
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napameTpbl ToMonoruu, Hanpumep, |ID KopHeBOro kommyTaTopa, METPMKY MaplipyTa K
KOPHEBOMY Y31y 1 T. .

18.1.1.2. Onepauuu mexay permoHamm MST

Ecnu BHYTpW ceTu cyLLeCTBYET HECKOITbKO PErMOHOB UMK B HEN YXKe CYLLEeCTBYIOT KOMMYTaTopbl
802.1D, MSTP cosgaet n obenyxusaet aepeo CST, koTopoe BKMoYaeT Bce pernoHbl MST n
BCe cyllecTBylowme kommytatopbl ¢ STP B cetn. [na npeobpasoBaHua B gepeBo CST
ak3emnnspbl MST koMbuHupytoTes ¢ IST Ha rpaHuue permoHa.

Ok3emnnap MSTI aenaeTcs UCTUHHBIM TONBLKO BHYTpU pernoHa MST. Oksemnnap MSTI Hukorga
He coBepLUaeT HUKaKNxX OencTBumr ¢ aksemnnapamm MSTI gpyrux pernoHos MST. KommyTaTopsbl
B permoHe MST npuHumatoT naketel MST BPDU gpyrux permoHoB Yyepes rpaHunyHble nopTbl. OHM
MOryT TOnbKO obpabatbiBaTh MHOpMauuio, oTHocAwwytocs Kk aepesy CIST u otbpacbkiBaioT
nHdopmaumio MSTI.

18.1.2. Ponu nopTtoB

Kommytatop MSTP npucsavBaeT noptam posnuv, KOTOPblE OHM OOSMKHbI UrpaTb B MPOTOKOMe
MSTP. Ponn noptoB gepea CIST: Root Port, Designated Port, Alternate Port, Backup Port.

Kaxgbim nopt MSTI wvmeeT ewe ogHy ponb, 0Oonee BbICWEro nopsgka, Yem
BblLLenepeyvmcneHHsle ponu: Master Port.

Ponu noptos B gepese CIST (Root Port, Designated Port, Alternate Port, Backup Port) — Takne
Xe, YTo 1 Npu npotokone RSTP.

18.1.3. banaHcupoBka Harpy3ku B MSTP

B pervoHe MSTP cetn VLAN moryT ObiTb NpuBSA3aHbl K pasfnyHbIM 3K3eMMNSpam, YTO MOXET
dopMmnpoBaTh pasnuyHbie Tononormn. Kaxagbln aKk3emMnnisap Hes3aBucuMM Apyr OT Apyra u 370
no3BosiieT UM MMeTb COBCTBEHHble aTpubyThbl, TakMe Kak NpuopuTeT YCTPOMCTBA U METPUKY
nopra.

CneposatenbHo, cet VLAN pasnnyHbIX 3K3eMMnsipoB UMET CBOM COBCTBEHHbLIE MapPLUPYThHI.
[nsa Tpaduka ceten VLAN Takum obpasom nogaepxmaeTtcs 6anaHCcMpoBKa Harpysku.

18.2. KoHdurypuposaHue MSTP

=

BkntoueHne npotokona MSTP n ycTtaHoBka paboyero pexuma.
HacTtpoika napameTpoB 9K3eMNAsiPOB CBA3YIOLLErO AepeBa.
HacTponka napameTpos pernoHos MSTP.

HacTpoika BpeMeHHbIx napameTpos MSTP.

Hactponka dyHkumnmn 6eictpon murpaumm MSTP.

HacTtpoiika dhopmaTa nakeToB Ha nopTy.

HacTpolka aTpnbyToB CBA3YHOLLEro AepeBa Ha NopTy.
HacTponka atpnbyToB snooping-krntoya ayTeHTudukauuu.
Hactponka pexuma FLUSH gns nameHeHuin Tononorunu.

©®NOOAWD
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1. BknioveHue npotokona MSTP u yctaHoBKka paboyero pexuma.

KomaHpa OnucaHue

PexuM rno6anbHOro KOHPUrypmMpoBaHUS U PEXUM KOH(PUIypUpoBaHusi nopTa

spanning-tree BkntoveHne/BbiknoveHne MSTP
no spanning-tree

Pexum rno6anbHOro KOHUrypmpoBaHus

[
spanning-tree mode {mstp|stp|rstp} YcraHoBka paboyero pexuma MSTP

no spanning-tree mode

Pexum KoHduUrypupoBaHusa nopTta

spanning-tree mcheck MpuHyanTenbHO yCcTaHaBNMBaeT AS18 nopTa Pexum
paboTel no npotokony MSTP

2. Hactponka napameTpoB 3K3eMNNAPOB CBA3YIOLLEro AepeBa.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

spanning-tree mst <instance-id> priority | [No3BonsieT 3agaTb NPUOPUTET KOMMYyTaTopa

<bridge-priority> ONS  yKasaHHOro 9K3emnnspa CBA3YHLEero
no spanning-tree mst <instance-id> A€P€Ba

priority

spanning-tree priority <bridge-priority> [Mo3BonsAeT HAaCTPOUTL NPUOPUTET CBA3YIOLLIETO

no spanning-tree priority Aepesa Ha koMmyTaTope

Pexnm KkoHdurypmpoBaHusa nopTta

spanning-tree  mst <instance-id> cost | [Ina yka3aHHOro 9K3emnnsipa CBA3YOLWEero
<cost> AepeBa MNO3BONSAET YCTAHOBUTb  METPUKY

no spanning-tree mst <instance-id> cost | Ma@PLpyTa K nopty

spanning-tree mst <instance-id> port- | No3BonseT 3agaTb nNpuopuTeT nopTa Aans
priority <port-priority> YKa3aHHOro ak3emnnsipa CBA3yLero gepesa

no spanning-tree mst <instance-id> port-
priority
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OnucaHue

KomaHpa
spanning-tree mst <instance-id>
rootguard
no spanning-tree mst <instance-id>

rootguard

[na ykasaHHOro 9K3emmnnspa CBA3YIOLLEro

JepeBa nos3BongeT 3ajaTh  3alULLEHHBbIN
kopHeBon y3en. [lopTbl, AN  KOTOPbIX
yCTaHOBMEHa 3almTta, He MoryT ObiTb

npeobpasoBaHbl B KOPHEBblE MOPTbI APYrMX
TMNoB

spanning-tree rootguard
no spanning-tree rootguard

Onsa  Tekywero nopta 3agaeT  pexum
3aLLUMLLEHHOrO KOPHEBOIO NOpTa B 3K3eMNnsipe
ceasyowero gepesa. CKOHGUIYpMpOBaHHbLIN
3alUMLLEHHBIN  MOPT He  MOXeT  ObITb
npeobpasoBaH B KOPHEBOW NOPT APYrMX TUMOB

spanning-tree
loopguard

[mst <instance-id>]

no spanning-tree [mst
loopguard

<instance-id>]

BkntoueHne dyHKUMM OTCNeXuBaHUA nNeTnu B
KOHKpeTHOM 4vacTtHoMm gepeBe. Komanga NO
OTKITOYaEeT AaHHYO (PyHKLUMIO

3. Hactponka napameTpoB pernoHos MSTP.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

spanning-tree mst configuration
no spanning-tree mst configuration

Bxon B pexum KoHGUrypupoBaHuUsi perMoHa
MSTP. Komanga NO Bo3BpallaeT 3Ha4yeHne no
YMOJYaHUIO

Pexum koHdurypupoBaHusa permoHa MSTP

show

lMokasbiBaeT  MHopMauuio o
pabouyen cucreme

TeKyLLen

instance <instance-id> vlan <vlan-list>
no instance <instance-id> [vlan <vlan-list> ]

[Mo3BonseT co3gaTb 3K3EMMNsp CBA3YOLLEro
JepeBa M YyCTaHOBUTb COOTBETCTBUE MexXay
VLAN 1 3TUM 9K3eMNsipoMm

name <name>

lMo3BongeT 3agatb MMs permoHa MSTP

@ §) QTECH
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no name
revision-level <level> Mo3BongeT 3agaTtb Homep pesusnn
no revision-level KOH(purypuposaHus permoHa MSTP
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KomaHpa

OnucaHue

abort

Bbixog K13 pexuma  KOHurypmpoBaHus
permoHa MSTP wun Bo3BpaT B pexum
rno6anbHoro KOHOMrypmpoBaHus 6es
coxpaHeHus KoHdurypauum permoHa MSTP

exit

lMo3BongeT CoXpaHUTb CcAenaHHbIe HACTPOMKM
permoHa MSTP, BbIMTK U3 pexuma HaCTPOMKM
permoHoB MSTP un BepHyTbCA B rnobanbHbIv
PEXMUM KOHGUIyprpoBaHUs

no

OTmeHa ogHOWM KOoMaHAdbl Wnn yCTaHOBKa
nepBoHa4vasibHOro 3Ha4YeHun4

4. HacTporika BpemMeHHbIX napametpos MSTP.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHcgpurypuposaHus

spanning-tree forward-time <time>
no spanning-tree forward-time

Mo3BonsieT 3aAaTth Bpems 3aepkkv nepeaayn
Ha KoMMyTaTope

spanning-tree hello-time <time>
no spanning-tree hello-time

YcraHoBka BpemeHu Hello gnsa  nocbinku
coobLeHnn BPDU

spanning-tree maxage <time>
no spanning-tree maxage

YCTaHOBKM BpEMEHM Xn3HM coobLieHnn BPDU

spanning-tree max-hop <hop-count>
no spanning-tree max-hop

YcTaHOBKa MakcuMaribHOro 4mMcra Xornos AJis
coobuwennn BPDU B pernoHe MSTP

5. Hactporika dyHkuum 6eictpor murpaummn MSTP.

{auto|forcetrue|force-false}
no spanning-tree link-type

KomaHaa OnucaHue
Pexunm KkoHdurypupoBaHusa nopTta
spanning-tree link-type p2p | YctaHoBKa TMna nNuHUM nopTta
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KomaHpa

OnucaHue

bpduguard] [recovery <30-3600>]
no spanning-tree portfast

spanning-tree portfast [bpdufilter|

MosBonsieT 3agaTb MOPT, KakK rpaHUYHbINA.
Onuusa Bpdufilter cnyxut ana otbpackiBaHus
npuHATBIX ~ coobuwenHunn BPDU.  Onuwmsa
bpduguard npun npueme coobwenns BPDU
3akpbiBaeT nopT. [MapameTp no BblkNoYaeT
peXxumMm MOorpaHNYHOro nopTta, npoucxoanT
npeobpasoBaHne B MOPT, KOTOPbIA He
HaxoauTCs Ha rpaHunue

6. Hactporika dhopmaTa nakeToB Ha MopTy.

KomaHpa

OnucaHue

Pexum koHdUrypmpoBaHus nopTa

spanning-tree format standard
spanning-tree format privacy
spanning-tree format auto

no spanning-tree format

Mo3Bonsier HacTtpouTb popmat naketa
cBasyolwero pnepeesa nopta. [lpu BbiGope
onumn standard nakeT  cooOTBETCTBYET
ctaHgaptam |IEEE, npu onuuwnprivacy naket
coBmectum c¢ CISCO, auto osHauyaeT, 4TO
dopmaT onpeaenseTca No NPUHATOMY NakeTy

7. Hactponka aTpnbyTOB CBA3YIOLLEIO AepeBa Ha NopTy.

KomaHaa

OnucaHue

Pexunm koHdury

pupoBaHus nopTa

spanning-tree cost
no spanning-tree cost

Mo3BonsieT 3aaatb METPUKY MapLUpyTa K NOpTY

spanning-tree port-priority
no spanning-tree port-priority

MosBonseT 3agaTh NPUOPUTET MopTa

spanning-tree rootguard
no spanning-tree rootguard

No3BonsieT ycTaHOBUTL MOPT, Kak HE KOPHEBOW

Pexum rmo6anbHOro KOHUrypmpoBaHus

spanning-tree transmit-hold-count
hold-count-value>

no spanning-tree transmit-hold-count

<tx-

YcTaHoBka MaKCUMarnbHOro 3HaYeHus
cyeTYMKa 3afepXKKn nepedadn Ha nopTy
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KomaHpa

OnucaHue

spanning-tree cost-format {dotld | dotlt}

YcTaHaBnmBaeT dopmaT MEeTPUKM mapLupyTta
dot1d nnu dot1t

8. Hactponka atpubyToB snooping-kntoyva ayTeHTudmkauymnn.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa nopTta

spanning-tree digest-snooping
no spanning-tree digest-snooping

lMo3BonsieT MNOpPTY WUCNONb30BaTb  CTPOKY
ayTeHTudmkaumm NapTHEPCKOro nopra.
Komanoa NO BOCCTaHaBNMBaeT

NCNONb30BaHME CreHepUPOBaHHOW CTPOKMU

9. Hactpownka pexuma FLUSH gns nameHeHuin Tononormm.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypupoBaHus

spanning-tree tcflush {enable| disable|
protect}

no spanning-tree tcflush

Enable: cBssywollee gepeBo CTpouTca cpasy
nNpyv USMEHEHUN TOMOJSIOMNN.

Disable: cBasylollee aepeBo He CTpPOUTCS Npu
N3MEHEHWN TOMOSOIMUN.

Protect: cBsisylollee AepeBO CTpouTcs pas B
[AEeCsiTb CEKYHA.

KomaHga no BocCTaHaBnMBaeT 3HAYeHWEe no
YMOJT4aHUO — U3MeHeHne npu UsMeHeHunn
TOonoJsiornn

Pexunm koHdurypupoBaHus nopTta

spanning-tree tcflush {enable| disable|
protect}

no spanning-tree tcflush

lMo3BondaeT HacTpouTb pexuM flush gns nopTa.

KomaHga no BoccTtaHaBnuBaeT
MCMNONb30BaHNe O6LLNX HACTPOEK pexnma Ha
yCTpoOncTBe
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18.3. NMpumep npumeHeHusa MSTP

KommyTarop 1

e KommyTarop 3

KommyTarop 2 “—::

-
- -

KommyTarop 4

PucyHok 18-2. TunuyHeii cueHapumn npyumeHerHus MSTP

CoegnHeHnsa Mexay KoMMmyTaTopaMu nokasaHbl Ha pUCyHKe Bbiwwe. Bce kommyTaTopbl paboTtatoT
B MSTP pexume no ymonyaHuto. VIx nproputeTbl MOCTOB, NPUOPUTETLI NMOPTOB U CTOMMOCTb
MapLUPyTOB ArA MOPTOB CTOAT MO yMonyaHuio (pasHbl). [lapameTpbl No ymonyaHuio Ans
KOMMYTaTOpPOB MoKa3aHa HUXe:

Mma mocTa Switchl Switch?2 Switch3 Switch4
Bridge MAC 00-00-01 00-00-02 00-00-03 00-00-04
Address
Bridge Priority 32768 32768 32768 32768
Port Port 1 128 128 128
Priority

Port 2 128 128 128

Port 3 128 128

Port 4 128 128

Port 5 128 128

Port 6 128 128

Port 7 128 128
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Uma mocTa Switchl Switch2 Switch3 Switch4
Route Port 1 200 000 200000 200 000
Cost

Port 2 200000 200000 200 000
Port 3 200000 200 000
Port 4 200000 200 000
Port 5 200000 200 000
Port 6 200000 200 000
Port 7 200000 200 000

Mo ymonuaHuio npotokon MSTP co3gaeT Tononormio gepesa ¢ KOPHEM Ha komMMyTaTope 1.
MopTbl, 0603HaYeHHbIE “X”, MMetT cocTosiHMe discarding (6noknpoBaHbl), Ha OCTarnbHbIX
nopTtax nepegava paspeLueHa.

dTanbl HACTPOMUKMU:
War 1. Hactpownka npusssku noptos Kk VLAN:
e CosgaTtb VLAN 20, 30, 40, 50 Ha Switch2, Switch3 n Switch4.
e Hactpoutb nopTbl 1-7 kak TpaHkoBble Ha Switch2, Switch3 n Switch4.
War 2. YctaHoBuTb Switch2, Switch3 n Switch4 kak npuHagnexawmx ogHomy gepesy MSTP:

e YcrtaHoBUTb Ha Switch2, Switch3 n Switch4 ogHo n To e nms pernoHa, coenagatoLlee
C MMeHeM aepeBa mstp.

e [lpueszate VLAN 20 n VLAN 30 Ha Switch2, Switch3 n Switch4 k sksemnnsipy
cBA3yloLLero gepesa 3.

e [lpunncate VLAN 40 n VLAN 50 Ha Switch2, Switch3 u Switch4 k sk3emnnsipy
cBsa3yloLlero gepesa 4.

War 3. HactponTtb Switch3 kak KOpHEBOM KOMMYTaTOP 4181 SK3EMMIIApa CBA3YOLLEro gepesa 3.
HacTtpouTb Switch4 kak kOpHEBOM KOMMYyTaTOp 4SS 9K3EMMNApa CBA3YoLero gepesa 4:

e HacTtpouTb npuopuTeT KOMMyTaTopa Ans 3K3eMnnsapa cBssylwero gepeesa 3 Ha
Switch3 kak 0.

e HacTtpouTb npuopuTeT KOMMyTaTopa Ans 3K3emnnsapa cBssywuwero gepesa 4 Ha
Switch4 kak 0.

[eTanbHasa KoOHUrypauus npusegeHa HUxe:
Switch2:
Switch2(config)#vlan 20
Switch2(Config-Vlan20)#exit
Switch2(config)#vlan 30
Switch2(Config-Vlan30)#exit
Switch2(config)#vlan 40
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Switch2(Config-Vlan40)#exit
Switch2(config)#vlan 50
Switch2(Config-Vlan50)#exit
Switch2(config)#spanning-tree mst configuration
Switch2(Config-Mstp-Region)#name mstp
Switch2(Config-Mstp-Region)#instance 3 vlan 20;30
Switch2(Config-Mstp-Region)#instance 4 vlan 40;50
Switch2(Config-Mstp-Region)#exit
Switch2(config)#interface e1/0/1-7
Switch2(Config-Port-Range)#switchport mode trunk
Switch2(Config-Port-Range)#exit
Switch2(config)#spanning-tree
Switch3:
Switch3(config)#vlan 20
Switch3(Config-Vlan20)#exit
Switch3(config)#vlan 30
Switch3(Config-Vlan30)#exit
Switch3(config)#vlan 40
Switch3(Config-Vlan40)#exit
Switch3(config)#vlan 50
Switch3(Config-Vlan50)#exit
Switch3(config)#spanning-tree mst configuration
Switch3(Config-Mstp-Region)#name mstp
Switch3(Config-Mstp-Region)#instance 3 vlan 20;30
Switch3(Config-Mstp-Region)#instance 4 vlan 40;50
Switch3(Config-Mstp-Region)#exit
Switch3(config)#interface e1/0/1-7
Switch3(Config-Port-Range)#switchport mode trunk
Switch3(Config-Port-Range)#exit
Switch3(config)#spanning-tree
Switch3(config)#spanning-tree mst 3 priority 0
Switché4:
Switch4(config)#vlan 20
Switch4(Config-Vlan20)#exit
Switch4(config)#vlan 30
Switch4(Config-Vlan30)#exit
Switch4(config)#vlan 40
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Switch4(Config-Vlan40)#exit

Switch4(config)#vlan 50
Switch4(Config-Vlan50)#exit
Switch4(config)#spanning-tree mst configuration
Switch4(Config-Mstp-Region)#name mstp
Switch4(Config-Mstp-Region)#instance 3 vlan 20;30
Switch4(Config-Mstp-Region)#instance 4 vlan 40;50
Switch4(Config-Mstp-Region)#exit
Switch4(config)#interface e1/0/1-7
Switch4(Config-Port-Range)#switchport mode trunk
Switch4(Config-Port-Range)#exit
Switch4(config)#spanning-tree
Switch4(config)#spanning-tree mst 4 priority 0

lMNocne HacTponku, onucaHHou Bbiwe, Switch1 ByaeT KOpHEBbIM KOMMYTaTOpPOM 3K3emnnspa
ceasytowero aepesa 0 Bcen cetu. B permoHe MSTP, k koTopoMy oTHocaTes Switch2, Switch3 u
Switch4, Switch 2 aBnseTcsa KOpHEBLIM KOMMYTaTOPOM pPernoHa Ans 3k3emnnspa CBSA3YHLLEro
aepesa 0, Switch3 aBnaeTca KOPHEBLIM KOMMYTATOPOM PErMOHA 4151 3K3eMMsipa CBA3YHOLLEro
nepesa 3 n Switch4 asnseTcst KOPHEBLIM KOMMYTAaTOPOM PErnoHa Ans IK3eMnsgpa CBSA3YOLLErO
nepesa 4. Tpacdumk VLAN 20 n 30 nepegaetcda yepes3 TOMOMOMMI0 3K3eMMNispa CBA3YHOLEro
nepesa 3. Tpacdumk VLAN 40 n 50 nepepnaetcsa yepes3 TOMOMOMMIO 3K3eMMSisipa CBA3YHOLLEro
nepea 4. Tpaduk c octaneHbiXx VLAN nepegaetcsa Yepes TONOMOMMIO 3K3EMMSIsipa CBA3YHOLLErO
aepesa 0. MopT 1 Ha Switch2 saBnseTca ynpaBnsoLWLmMM NOPTOM AS151 9K3EMNMNIISIPOB CBA3YOLLMX
nepesbeB 3 1 4.

Mpotokon MSTP nyTtem BblMMCNEHUN reHepupyeT 3 TOMOSNOrMK: IK3EMMMSPOB CBSA3YHOLLNX

nepesbeB 0, 3 n 4. MNopTbl, 0603HaYEHHbIE “X”, UMeIT cocTosiHue discarding (6rnokmpoBaHbl). Ha
oCTasbHbIX NOpTax nepegavda paspeLleHa.

KommyTtarop 1

KOMMyTaqu'Q = KOMMyTaTOp 3

PucyHok 18-3. Tononorus ak3emnnspa ceasyowero gepesa 0 nocne BbluncreHna MSTP
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KommyTaTtop 2 “"""-._.KommyTaTop 3

PucyHok 18-5. Tononorunsa sk3emnnspa ceasytowero gepesa 4 nocne sbluncneHns MSTP

18.4. YcTtpaHeHue HencnpaBHocten MSTP
[ns Toro, yto6bl npoTokon MSTP Ha nopte cmor paboTtate, MSTP gomkeH ObiTb BKMOYEH B
pexume rnobanbHOro KOHMPUNYpPUpPOBaHUSI.
Tak kak napameTpbl MSTP B3anmocBs3aHbl, OHM AOOIMKHbI COOTBETCTBOBATb ClEAYHLLMM
TpeboBaHMsM:

o 2x(Bridge_Forward Delay - 1.0 cekyHga) >= Bridge_Max_Age.

e Bridge Max_Age >= 2x(Bridge Hello_Time + 1.0 cekyHga).
B npoTtuBHOM cnydae npotokon MSTP moxeT paboTaTb HEMpaBUIbHO.

Ecnn nonb3oBatenn nameHunm napameTtpbl MSTP, oHM AOMKHbI YOOCTOBEPUTLCA B TOM, YTO
N3MeHeHbl 1 Tononormni. Hactponkn rnobanbHOro pexxmma KOH(UrypMpoBaHNSA BbINOSHSAKOTCS
ana kommyTtaTopoB. OcTarnbHble HAaCTPOMKW BbINOMHATCA ANA OTAENbHbIX 3K3EeMMNNAPOB
CBA3YIOLLEro Aepesa.
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19. HACTPOUKA QOS

19.1. O6wume cBegeHust o QoS

QoS (Quality of Service — kayecTBO cepBuca) — Habop BO3MOXHOCTEN KOTOPblE MO3BONSAIOT
co3gaBaTb pasfeneHHble MOonocbl AnA nepefaBaeMblX MO CETU AaHHbIX, TEM CaMbIM
obecneyrBas ny4ywnin cepBuc Ans BbIbpaHHOro ceteBoro Tpadmka. QoS — rapaHTus kKayecTBa
nocrnegoBaTenbHOM W NpeackasyemMon nepefadv gaHHbiX ans obecneveHnss TpeboBaHUN
nporpamMm. Q0S He co3gaeT OOMNOSHUTENbHOW MONochl nepedayun, Ho obecneumBaeT Gonee
achbdekTnBHOE YynpaBneHue MosiocoM B COOTBETCTBMM C TPeOOBaHMAMMW MPUNOXKEHUA W
NONUTMKON ynpaBneHns CeTbio.

19.1.1. TepmuHbl Q0S

Qo0S: KkauyecTBO cepBuca, obecrneyeHne rapaHTMPOBaAHHOrO KadyecTBa cepBuca AnA
nocrnegoBaTenbHOW W MNpeackasyeMoi nepedads [OaHHbIX W BbINOMHEeHWA TpeGoBaHui
nporpamm.

HOomeH QoS: fomeH QOS nopaepxmBaeT yctponctBa ¢ QoS aAnsg opMMpoBaHUS CEeTeBOW
Tononornn, Kotopasi obecneunt Ka4yecTBO cepBuca. Takasi TONOMOrMsa HasblBaeTCs JOMEHOM
QoS.

CoS: knacc cepsuca — knaccudurkaunoHHas nHdopmauus, nepegasaemas gpperimamm 802.1Q
Ha BTOPOM ypOBHe. 3aHnMaeT Tpu buTa nonsa Tag B 3aronoske dperima 1 HasblBaeTCsl YyPOBHEM
nonb30BaTernbCKOro npuoputeTta B AnanasoHe ot 0 oo 7.

Layer 2 802.1Q/P Frame

Preamble Star’; fr_ame DA | SA | Tag | PT | Data | FCS
delimiter

L 3 bits used for
COS (user priority)

PucyHok 19-1. MNMprnoputeTbl Knacca cepsuca

ToS: tnn cepsuca. OgHobariToBoe none, nepegaBaemoe B 3arofioBke naketa IPv4 Ha TpeTbeM
ypoBHe Ans obbsaABneHns Tuna cepsuca IP naketa. 3HadvenHnem nonss ToS moxeT ObiTb
npuoputeT IP (IP Precedence) nnun sHadeHne DSCP.

Layer 3 IPv4 Packet

Version ToS
length (1 byte)

Len | ID | Offset | TTL | Proto | FCS | IP-SA | IP-DA | Data

IP precedence or DSCP
PucyHok 19-2. MNpuoputet ToS

IP Precedence: npuoputet IP. KnaccudukaumoHHaa wHgopmaums, nepegawliasica B
3arofiloBKe nakeTa TpeTbero YpoBHs, 3aHMmMarowas 3 6uta n morywas npuHMMaTh 3Ha4YeHus oT
Opo7.

DSCP (Differentiated Services Code Point): kogbl pasgeneHHbIXx CEpPBUCOB,
KnaccudumkaumoHHas nHgopmaund, nepegarolwlasncs B 3aronoBke IP-naketa TpeTbero ypoBHs,
3aHMMaeT 6 6uT, umeeT 3HadeHne ot 0 4o 63 n obpaTHO coBMECTMMA C npuopuTeTom IP.

MPLS TC(EXP): none MPLS o3Ha4aeT kracc obcnyxmaHus, meeT 3 6uTta ang gnanasoHa ot
Opo7.
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DA SA VID 0x8847 Label (20-bits) EXP S

PucyHok 19-3.

Internal Priority: BHYTPEHHWA NpUOPUTET, YCTaHaABNMBAEMbLIA MNPOLECCOPOM KOMMYyTaTopa.
BO3MOXHbIV AnanasoH 3Ha4YeHUn 3aBncuT OT Tuna npoueccopa. CokpaweHHo Int-Prio unu IntP.

Drop Precedence: npuoputeT cbpoca. Npn obpaboTke nakeTtoB nepsBbiMU cHpacbiBaloTCA
naketol C Oonbwum npuoputeTtom cbpoca. MmeeT 3HadveHne 0 wunm 1. CokpalleHHO
obo3HavaeTcs Drop-Prec nnn DP.

Classification: ocHoBHOe HasHayeHuMe MexaHuama QOS, knaccudmuupyeTt nepefaBaemble
nakeTbl B COOTBETCTBMU C KNacCUUKaLMOHHOM MHAOPMaLMEN, coaep)allencs B naketax u
cnuckamm koHTponsa goctyna (ACL).

Policing: gencrteme mexaHmama QoS Ha BxoAe, KOTOpOe yCTaHaBNMBaET NONIUTUKN Tpadmka u
ynpaBnsaeT KnaccuumumMpoBaHHbIMU NakeTamu.

Remark: genctene mexaHnsma QoS Ha BxoAe, BbIMOSHSAKOLWEE NPONyCcK, OCTAaHOBKY Min cbpoc
nakeTta B COOTBETCTBMM C NONMTUKaMK Tpadhmka.

Scheduling: gencrteme mexaHnama QoS Ha Bbixoge. [JobaBnseT nakeTbl B COOTBETCTBYIOLLNE
Ncxoasilume ovepean OCHOBbIBAsICb HA BHYTPEHHEM npuoputete. M npuHMMmaeT pelleHve o
nocblinke nnm copoce NakeToB B COOTBETCBUM C NpUopuTeTomM cbpoca, anropuTMOM MOCHISTKU U
Ba)XHOCTbIO COOTBETCTBYIOLLIEN OYEPEAN B UCXOASILLLEM MOTOKE.

In-Profile: Tpadduk B pamkax nonutmkn QoS (nonoca nponyckaHus unm AONONHUTENbHON
noniocomn) HasbiBaeTcs In-Profile.

Out-of-Profile: Tpadduk B pamkax nonntukn QoS (Monockl NponyckaHUs unm JONOMHUTENbHOM
nonochbl) HasbiBaeTca Out-of-Profile.

19.1.2. Peanu3auua QoS

[ns BbINONHEHWs Ha KOMMYyTaTope nporpamMmmHoro QoS Heob6xoaMMO pPacCMOTPeTb OCHOBHYHO
6asoByl0 mMogenb. Q0SS He co3gaeT HOBOM MOMOChbI B KaHane, HO MOXEeT MaKcMmarbHO
noacTpamBaTh KOHUIypaLmio TEKYLLMX KaHanbHbIX pecypcoB. MNonHas peanusaums QoS paet
BO3MOXHOCTb MOSTHOCTbIO YNpaBnsiTb CeTeBbIM Tpadukom. Hwke, Kak MOXHO ToOuHee,
onucbiBaeTcs cam npuHumn QoS.

Cneumndurkaums nepegayun gaHHbIX B I[P nokpblBaeT TONbKO agpecauunio U CEPBUCHI UICTOYHMKA U
NPUEMHMKa U, KOHEYHO, KOppekumio nepefavym nakeToB C MOMOLLbIO NMPOTOKONOB 4 ypOBHSA
mogenu OSI u Bbiwe, Takmnx kak TCP. OgHako, B 6onblnHCTBE crydaeB npoTokon IP ucnonbayer
MaKCMMaribHO BO3MOXHYIO MPOMYCKHY0 CMOCOBHOCTb BMECTO MeXaHn3ma NoAAEePKKNA U 3almTbl
nosiocbl NakeTHOM nepegayn. ATO NPUMEHMMO OJ1s1 TakuX CepPBUCOB Kak nodta n FTP, HO npu
yBenuyeHun nepepadv MynbTUMEOUNHbIX KOMMEPYECKUX OaHHbIX W 3MNEKTPOHHbIX GusHec-
CEepBUCOB, MeTO4 MaKCUMarnbHOW 3arpy3kM He MOXeT YyaoBneTBopuTb TpeboBaHus
Heo6X0OMMON NOMOCHI M HU3KMX 3afepXKeK.

Basupysce Ha pasnuuHbix MeTogax, QoS onpegensieT nNpuopuTeT ONS KaXO0ro BXOASLErO
naketa. KnaccudunkaumoHHas mHdopmaunsa coaepXmtcsa B 3arorioBkax IP nakeTtoB TpeTbero
YypOBHSA 1 B 3aronoBkax ¢penmos 802.1Q BToporo ypoBHs. QoS obecneumBaeT 0aNHAKOBbIN
cepBUC Ans MakeTOB OOWMHAKOBOrO Mpuoputeta, B TO BpemMs Kak Ans nakeTtoB C
pasnuyarLMMnca npuopuTeTaMmn NpeanararnTca pasnuyarowmecs onepauun. MapipytmusaTtop
UnNn KoMmmyTaTop, nogaepxusarwme cepsuc QoS, moryT obecneumBatb pasnMyHyo Monocy
nepegayn B COOTBETCTBUM C KnaccudumKaumen naketos, nomeyvaTb NakeTbl B COOTBETCTBUM C
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CKOHd)VIprI/lpOBaHHbIMVI NnoJINTUKaMN, a TakKxe 06paCbIBaTb HEKOTOpblE HU3KOMPUOPUTETHbIE
nakeTbl B Cliy4ae neperpy3ku nosioCbl nepenadu.

KoHdurypaums QoS saensetcs rmbkon, 6onee NpoCTOM MMM CIOXHOW B 3aBUCUMOCTU OT
TONOJSIOMMN CETU M YCTPOMCTB, 1 rNyOUHbI aHanu3a Bxoasiwero/ncxogsiiero Tpaduka.

19.1.3. basoBasa mogenb QoS

basosas mogenb QoS coctonTt u3 4 yacten: Knaccudpukauus, NpumeHeHne nonuTtuk, NomeTtka
n NnaHnpoBaHue, rae knaccudukaums, NpUMeHeHne NonUTHK U NOMETKU — NocreaoBaTenbHble
OEencTBMs Ha BXoAe, a paboTa ¢ ovepeasiMmn 1 nnaHMpoBaHue — aenctems QoS Ha Bbixoe.

Bxopn Bbixog
- - -
FeHepupyeT
BHYTPEHHWIA
npuoputeT uBet
Knaccudvkaums - _»| [NpumeHerne »| Momerka »| Mnanuposatve
NONMNTUK

Knaccuduumpyet Tpaduk B

COOTBETCTBUN C
KnaccuunkaumoHHoON
MHdOpMaLmen NakeTos

Onpepensietcsa uBeT
Tpaduka Kak «ogHa
KOp3vHa-ABa uBeTa» unm
«Be KOP3WHbI-TPU LiBETa»

[MoHwxaeT n oTcemBaeTt
pasHble LuBeTa nakeToB U
nomeyaet DSCP, TOS, COS
nons

Pacnonaraet nakeTbl B
ouyepeau npuopuTeTa
COrnacHo BHYTPEHHeMY
npyopuTeTY U NocklinatTcs

reHepupyet 3Ha4yeHne
BHYTPEHHEro npuoputeTa,
OCHOBaHHOE Ha

B COOTBETCTBUW C BECOBbLIM
npropuTETOM OYepean u
npuopuTeToM cbpoca

COornacHo npuMmeHsemMomn
nonutuke

KnaccuunkaumoHHoON
nMHdopMaLmm
PucyHok 19-4. basoBas mogenb QoS

Knaccudmkauma: knaccndpmumpyetr Tpaduk B COOTBETCTBUMM C  KnaccuduKaLMOHHON
MHpopMaumen NakeToB U reHepupyeT 3HaYeHWe BHYTPEHHEro npuopuTeTa, OCHOBaHHOE Ha
KnaccumkaumoHHon  uvHpmaumn.  [na  pasnuMyHbiXx  TUNOB  NakeToB  Knaccudumkauums
obecneumBaeTcs pasnuyHbiM 06pa3omM. Cxema HMXKe NokasbiBaeT 3To.
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MPLS
Packet(*0)

-
Y ~
¥ IP packe><—<ust DSCP >«
S s

»

~_

lN

\tag packe?ﬁl
~

Set the packet COS as
the default ingress
COS(*4)

COS-to-Int-Prio
COS-to-Drop-Prec
conversation according
to the COS value (*5)

DSCP-to-DSCP
DSCP-to-Int-Prio
DSCP-to-Drop-Prec
Conversion according to the
packet DSCP

A

Trust
EXP(*1)

EXP-to-Int-Prio
EXP-to-Drop-Prec
conversation according to
the packet MPLS EXP value

.

Set the packet COS field
equals Int-Prio
Enter the
policing flow

]

PucyHok 19-5. NMpouecc knaccudpukauymnm

3amevanne 1. 3HaveHne CoS paccunTbiBaeTCsl UICXOAs! U3 CBOMCTB MakeTa M HMKaK He CBA3aHO
CO 3HaYeHMEM BHYTPEHHETO NpMopuUTETa, NOYYEHHBIM A5 NOTOKA.

3amevanne 2. Ecnn ogHoBpeMeHHO ckoHGUrypmpoBaHbl npoBepka DSCP n CoS, To npuoputet

DSCP BaxHee COS.

MpumeHeHMe MONMUTUK M MOMeTKa: KaxAbli MakeT B KnaccuULMPOBAHHOM BXOASALLEM
Tpadmke noslyyaeT 3Ha4YeHWe BHYTPEHHero npuopuTeTa M MOXEeT farnee noaBepraTbcs

OENCTBUIO NONNTUK U NOMeYaTbCs.

MNpvMeHeHne NONMUTUK MOXEeT ObiTb BbIMOMHEHO Ha MOTOKE [AaHHbIX Ans obecneveHus
pasnmnYHOI NOsIoCkl NPOMNYCKaHWA AN pasnuyHbIX Knaccos Tpaduka. HazHaueHHas nponyckHas
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nonuTrka MoxeT 6bITb «0gHa KOop3nHa-aBa ueTay (single bucket dual color) nnu «ase KOp3uHbI-
Tpn uBeTa» (dual bucket three color). Tpacduky npucBamBaloTCa pasnuuyHble LBeTa U B
COOTBETCTBMU C HAMU OH MOXeT cbpacbiBaTbCa Unn nponyckatbecs. K nponylweHHbIM naketam
NPUMEHSIETCA AENCTBUE NOMETKM, KOr4a NakeTy HasHavyaeTcs HOBbIN, 6onee HU3KNA BHYTPEHHUI
npuopuTeT ANSA 3aMeHbl CyLLeCTBOBaBLLEro paHee 6onee BbICOKOro BHYTPEHHEro npuopuTeTa.
Mons COS un DSCP 6yayt moouMduumpoBaHbl B COOTBETCTBUM C HOBbIM BHYTPEHHUM
npuopuTeTOM Ha Bbixoae. Cneaytolias cxema OnucbiBaeT 3TK onepaumn.

.

No Whether
configure the

Decide the packet color and
action according to the policy

The specific
color ection

lﬁPass

Select one or several option of the following

Set COS : Set L 2 COS filed of the packed

Set Int -Prio: Set internal priority of the packet
Set Drop -Prec : Set drop precedence of the
packet

Set DSCP /TOS: Set DSCP or TOS filed of the
packet

v

< Enter scheduling >

PucyHok 19-6. Npouecckl PerynnpoBaHusa 1 NnoMeTKn

Drop the
packets

3amevanne 1. BHyTpeHHUIN npuopunteT ByaeT CKpbIT NOCIE YCTAaHOBKW. YCTaHOBKA BHYTPEHHETO
npuoputeTa Ha TpaduK C OnpederieHHbIM LBETOM MOKPbIBAeT YCTAHOBKY BHYTPEHHEro
npuopuTeTa Ha TpaduK He CBA3aHHbIN C LLBETOM.

3ameyvaHne 2. Cobpoc BHYTPEHHENO nNpuopuTeTa NakeToB OCYLLUECTBNSAETCA B COOTBETCTBUN C
KapTon npeobpa3oBaHUs «BHYTPEHHUI NPUOPUTET- BHYTPEHHUIN nproputeT» (IntP-to-IntP). Mpwu
Knaccudukaumm notoka BHYTPEHHUA NPUOPUTET BepeTcst OT NCTOYHMKA UMW YCTaHABNUBAETCA
AENCTBUSIMU, HE CBA3AHHBLIMU C LIBETOM.

Pa6oTa c ouepeasiMu U NaHMPOBaHUE: CyLLECTBYET BHYTPEHHUIA NPUOPUTET A4S UCXOOSLLMX
nakeToB, B COOTBETCTBMM C HUM NNaHUpyeTCs pacnpeperieHne nakeToB MO oyepensm c
PasnnyHbIM MPUOPUTETOM U MaKETbl MOCHINATCS B COOTBETCTBUM C BECOBLIM MPUOPUTETOM
ouyepeam v npuopuTteToMm cbpoca. Crneaytollasi cxema onvcbiBaeT onepaumm nnaHMpoBaHmS.
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e

(*0

MPLS packet

4

Remark EXP field
Remark DSCP and L 2 COs of the packed
fields of the packets - gccordingtolInt -
accordingtoInt  -Prio -to-DSCP Prio -to -EXP
Int -Prio -to -COS mapping  (*1) mapping

vy

Select queue according to
IntPrio -to -Queue mapping

iOueue Number

Read the buffer value

according to the queue

remove algorithm , the packet
drop priority and the egress
queue

No

Buffer available

Place the packets into the
specified queue , and forward
the packets according to the
weight priority

v v
< Finish > ( Dropthe )
packets

PucyHok 19-7. NMpouecchl NaHNpoBKN 1 yNpaBneHns ovepeaamm

19.2. KoHcdmurypupoBaHue QoS

1. KoHdurypmpoBaHmne KapTbl KIaccoB.

YcrtaHaBnmBaeT knaccudukaumoHHble npaBuna B cooTtBetctBum ¢ ACL, CoS, VLAN ID,
npuoputeTom IPv4, DSCP u IPv6 FL gns knaccudpmkauum noToka gaHHbIX. PasnmnyHble knaccbl
NOTOKOB AaHHbIX 06pabaTbiBalOTCS NO pasHbIM NOAUTUKAM.

2. KoHdurypupoBaHue KapTbl NONUTUK.

Mocne knaccudukauumn notoka AaHHbIX MOXeT OblTb co3daHa kapTa MONUTUK, ANA CBA3U C
KapToM KflaccoB, CO34aHHOM paHee M BXOAOM B PEXMM Knacca. Torga pasfiMyHble NOSIMTUKK
(Takne Kkak orpaHuvyeHve MosoChl, MOHWXKEHME MNpuopuTETa Ha3HAYEHWEM HOBOrO 3HA4YeHUs
DSCP) moryT npMMeHATbCS AN pasnyHbIX NOTOKOB AaHHbIX. Takke MOXHO onpeaenvTts Habop
NONNTKK, KOTOPbIE MOTYT MPUMEHATBLCA NS HECKONbKMUX KNaccoB B KapTe NONUTUK.

3. [NpumeHenne QoS Ha nopty nnn VLAN-uHTepdence.

KoHdurypupoBaHue goseputensHoro pexuma (trust mode) Ha nopTy nnu npuBs3ka NonUTUK K
nopty. MNonutukm ByayT 3a4erMCTBOBaHbl HA NMOPTY TOSLKO €Crv OHW ByayT NpMBA3aHbl K HEMY.
Monutukn Tak xe MoryT ObiTb npuBs3aHbl K onpegeneHHoMmy VLAN. He pekomeHayetcs
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OQHOBPEMEHHO MCNOoJSib30BaTb KApPTy MNOJINTUK Ha VLAN 1 Ha ee nopTtax, B NPOTUBHOM Clly4yae

NPUOPUTET KapTbl NONIUTUK HA NOPTY 6y,u,eT BbllLE.

4. KoHurypupoBaHue anroputMma yrnpasneHust odepeasiMu.
KoHduryprpoBaHue anroputMa ynpasneHus oyepeasiMmu, Takoro kak sp, wdrr v gpyrux.

KoHdurypupoBaHue pacnpegenennsa QoS.

KoHdburypuposaHue pacnpegenenns ns CoS s DP, nsa DSCP B DSCP, u3s IntP 8 DSCP.

1. KoHurypupoBaHme KapTbl KNaccos.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

class-map <class-map-name>
no class-map <class-map-name>

Co3pgaHue KapTbl KIaccoB 1 BXOA B PEXUM
KapTbl KnaccoB; komaHaa “no class-map
<class-map-name>" yaanseTr ykasaHHyto
KapTy KrnaccoB

match {access-group <acl-index-or-name> | ip
dscp <dscp-list>] ip precedence <ip-
precedence-list> | ipv6 access-group <acl-index-
or-name> | ipv6 dscp <dscp-list>| ipv6 flowlabel
<flowlabel-list>|vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip
precedence | ipv6 access-group | ipv6 dscp |
ipv6 flowlabel | vlan | cos}

YcTaHOBKa COrnacoBaHHbIX KpUTepues
(knaccumkauma notoka gaHHbix no ACL,
CoS, VLAN ID, npuoputetom IPv4, IPv6
FL nnn DSCP, n T.4.) 4N KapTbl KNaccos;
komaHga No yganseT onpegeneHHbIn
COrnacoBaHHbIN KpUTEPUI

2.  KoHdwurypupoBaHue KapTbl MOMANUTUK.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

policy-map <policy-map-name>
no policy-map <policy-map-name>

Co3saaHue kapTbl MONIUTUK M BXOZ B PEXKUM
KapTbl nonutuk; komanga NO ypansier
onpeaeneHHyto KapTy NonmTmK

class <class-map-name> [insert-before <class-
map-name>]

no class <class-map-name>

Mocne co3gaHusa KapTbl MONUTUK, ee
MOHO CBs3aTb C Krnaccom. PasnunyHbie
NMONMUTUKN UMW HoBble 3HadeHuss DSCP
MOryT OblTb NPUMEHEHbI K Pa3fNYHbIM
noTokamM [OaHHbIX B pPEeXMMe KIaccos;
komanHga NO ypansiet onpegeneHHbIN
Knacc
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KomaHpa OnucaHue
set {ip dscp <new-dscp> | ip precedence <new- | [pnceanBaeT HOBbI BHYTPEHHUI
precedence> | internal priority <new-inp> | | npuoputeT KnaccucmumpoBaHHoMy
drop precedence <new-dp> | cos <new-cos>} | Tpacdwuky; Komanga NO oTmeHsieT

no set {ip dscp | ip precedence | internal
priority | drop precedence |cos }

Ha3Ha4yeHNe HOBOW BENUYMHbI

policy <bits_per_second>
<normal_burst_bytes> ({conform-action
ACTION | exceed-action ACTION} )

ACTION definition:

drop | transmit |
<dscp_value> |
<ip_precedence_value> |

set-dscp-transmit
set-prec-transmit
set-costransmit

KoHdurypaums NONMUTUKN ans
KnaccunumpoBaHHOro noToka.
OTpenbHbie KOMaHAbI NONUTUK

nogaepXusaroT Tpu useta. AHanumsmpyeT
pabounn pexum BUPTYanbHOW KOP3UHBbI,
3TO MOXeT ObITb 0fHa CKOpPOCTb-OAHa
KOpP3uHa, 0Ha CKOPOCTb — [ABE KOP3MHbI,

no accounting

_ o3 : OBe  CKOpOCTM — [OBE  KOP3WUHbI.
| set-Drop-Precedence <dp_value> [eiicTBUS  ANS  pasfuyHbIX  LBETOB
no policy nakeTtoB. KomaHga NO ypanseTt pexum

KOHUrypauum
accounting YcTtaHoBKa yHKUMM CTATUCTUKWM  Ans

KnaccucuumpoBaHHoro Ttpadmka. lNocne
BKNIOYEHNA 3TON (OYHKUMN B pexume
NONNTUKN Krnaccos, pobasnset
CTaTUCTUKY Tpaduka no KapTe NOINTUKU
KriaccoB. B pexxume ogHou KOp3auHbl nakeT
MOXeT ObITb TOMbKO 3€efeHbIM  Unn
KpacHbIM Npy NPUMEHEHUU MONUTUKK. B
BbIBOAMMOW MHGopMaumn GyayT gBa
uBeTa (KpacHbi K 3eneHbin) nakeTtos. B
pexume ABYX KOp3uH OyayT Tpu uBeTa
(3eneHbIin, KpacHbIN N XXENTbIN) NakeToB

Pexunm koHdurypaumm Kaptbl NOSIMTUK KI1TacCOB

drop

no drop
transmit
no transmit

CobpacbiBaeT wnnu nepegaeTr Tpaduk B
paHHom knacce. Komanga NO oTmeHseTt
NPUCBOEHHYIO OYHKLINIO
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| www.qtech.ru_|
3. MpumeHeHne QoS Ha nopTty unu VLAN-uHTepdence.
KomaHpa OnucaHune
Pexum KkoHduUrypupoBaHua uHtepdenca
mls qos trust dscp KoHdumrypupoBaHue [OBEPUTENBHOIO

no mls qos trust dscp

nopta. Komanga NO oTMeHsAeT Tekywmin
peXUM OOBEPUTENBHOCTN HA NOPTY

mls qos cos {<default-cos>}
no mls qos cos

KoHdurypaums  3HadeHuna CoS  no
ymonyaHuio Ha nopTy; kKomaHga NO
BOCCTaHaBnmBaeT 3HayeHue no
YMOMYaHMio

service-policy input <policy-map-name>
no service-policy input <policy-map-name>

MpuMeHseT KapTy NONIMTUK K KOHKPETHOMY
nopTy; KomaHpa NO yaanseTt
COOTBETCTBYHOLLYHO KapTy NONNTUK,
NPUMEHEHHYIO Ha NopTy. BbixogHas kapTa
NONUTUK Noka He noaaepxmBaeTcs

Pexum rmobanbHoro KoHdgpurypupoBaHus

service-policy input <policy-map-name> vlan

MpuMeHsieT kKapTy NOMUTUK K KOHKPETHOMY

no mls qos queue algorithm

<vlan-list> VLAN-nHTEpdEency. Komanga NO
no service-policy input <policy-map-name> | YA@M#€T — COOTBETCTBYIOLUYIO — kapTy
vlan <vian-list> NOMUTUK, NPUMEHEHHYHO Ha
VLAN-uHTEepgence
4. KoHdurypupoBaHue anroputma ynpasneHus odepeaamu.
KomaHaa OnucaHue
Pexunm koHdurypupoBaHus nopTta
mls qos queue algorithm {sp | wdrr} YcraHoBKka — anroputMa  ynpaBneHus

oyepeasmu. Mo ymonyaHuo anroputm —
wdrr

Oo6wmn pexmm

mls qos queue weight <weight0..weight3>
no mls qos queue weight

YcTaHaBnuBaeT Bec odepeden wdrr ons
Bcex noptoB. [lo ymon4yaHuio Beca
oyepenen 1234
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5. KoHdurypupoBaHue npeobpasoBaHusa QoS.
KomaHpa OnucaHune
Pexum rmo6anbHoro koHurypmpoBaHus
mls qos map {cos-intp <intp1...intp8> | dscp- | YcraHaBnmBaeT NPUOPUTETHYIO

intp <indscp list> to <intp>}
no mls qos map {cos-intp | dscp-intp}

TpaHcnaumio and QoS. Komanpa NO
BOCCTaHaBMNMBAET 3HAYEHME TpaHCNALUK
no yMOnyaHuio

6. OumncTka cHETUMKOB JaHHbLIX B KapTe NONUTUK Ha onpedeneHHom nopTy unn VLANe.

KomaHpa

OnucaHue

Pexunm agmmHucTpatopa

clear mls qos statistics [interface <interface-
name> | vlan <vlan-id>]

OumncTka CYETUMKOB [OaHHbIX B KapTe
NONIMTMK Ha OMNpeAeneHHOM MNopTy unu
VLANe. Ecnm y «KomaHgbl  HeT
napaMmeTpoB, OYULLIAIOTCS CUETUYUKN Y
BCEX KapT MOMnUTKK

7. TMpocmoTp KoHdurypauum QoS.

KomaHaa OnucaHue

Pexunm agmMmHucTpatopa

show mls gos maps [cos-dp | dscp-dscp | | lMoka3biBaeT KOHJoUrypaumio QoS
dscp-intp | dscp-dp | intp-dscp] TpaHCnALMK

show class-map [<class-map-name>] lMokasbiBaeT kapTy knaccoB QoS

show policy-map [<policy-map-name>] MokasbiBaeT kapTy nonutuk QoS

[policy | queuing] | vlan <vlan-id>}

show mls qos ({interface [<interface-id>] | INoka3biBaeT koHpUrypaumo QoS Ha nopTy

19.3. Mpumep QoS
Mpumep 1:
Heobxoanmo BknounTb PyHKUMIO QOS, N3MeHUTL BE

ca BbIXOAHbIX ovepenen Ha nopTty Ethernet

1/1 Ha 1:1:2:2:4:4:8:8, TakKe yCTaHOBUTb Ha NOPTY pexum goseputenbHoro CoS 6e3 nameHeHns
3Ha4yeHns DSCP u yctaHoBUTb 3HayYeHne CoS no ymMonyaHuio paBHbIM 5.

3Tanbl KOHPUIYPUPOBAHUS OMMUCAHBI HUXE:

Switch#config

Switch(config)# mls qos queue weight1122 4488
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Switch(Config-If-Ethernet 1/1)#mls qos trust cos
Switch(Config-If-Ethernet1/1)#mls qos cos 5
PesynbTaT KOH(pUrypauuu:

Korga B obwem pexume BkntoveH QOS, Anst BbIXOOHbIX ovepenen nonoca nponyckaHvs ans
Kaxkgoro nopTa nogeneHa B nponopuumn 1:1:2:2:4:4:8:8. Korga nakeTtbl, MMeloLLMe napamMmeTp
CoS, npuxogat 4depes nopt ethermnet 1/1 uM HasHayaeTcsa BHYTPEHHWA MPUOPUTET B
COOTBETCTBMM €O 3HaveHnem CoS. 3HauveHuss CoS oT 1 [0 7 COOTBETCTBYOT oyepeasm
1,2,3,4,5,6,7,8 cooTBecTBEHHO. ECnn BXOAALLMI NakeT HE MMeEeT YCTaHOBMEHHOro napamMeTpa
CoS, OH No yMOn4aHuIO cuMTaeTcs paBHbIM 5 M NakeT nomewiaeTtcsa B ovepedp 6. Bo Bcex
npoxoasuwmx naketax saHa4eHne DSCP He meHseTcs.

Mpumep 2:

Ha nopty Ethernet 1/2 HeobGxoanmo ycTaHOBUTEL NOMOCY AN NakeToB U3 cermeHTa 192.168.1.0
B 10 M6uT/c ¢ gononHuTensHom nonocon B 4 Méut/c. Bce nakeTbl, NpeBbIWaOLME 3Ty NOMOCY,
OyayT copoLLeHbl.

ATanbl KOHUrypauum nokasaHbl HUXE:
Switch#config
Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map cl
Switch(Config-ClassMap-cl)#match access-group 1
Switch(Config-ClassMap-cl)#exit
Switch(config)#policy-map p1
Switch(Config-PolicyMap-p1)#class cl
Switch(Config-PolicyMap-p1-Class-c1)#policy 10000 4000 exceed-action drop
Switch(Config-PolicyMap-p1-Class-cl)#exit
Switch(Config-PolicyMap-p1)#exit
Switch(config)#interface ethernet 1/2
Switch(Config-If-Ethernet1/2)#service-policy input p1

PesynbTaT KOHGUrypaumm:

Jinct poctyna ¢ mmeHem 1 HacTpoeH Ansi BbiGopkn cermeHTa 192.168.1.0. dyHkuma QoS
BKMtoveHa rnobanbHo. Co3gaHa kapTa kraccoB ¢ umeHem c¢1, nuct ACL 1 BKkNOYEH B KapTy
knacco. Co3gaHa gpyrasa kapTa nonuTtuk ¢ nmeHem p1. Kapta p1 ccbinaetca Ha kapTy ci.
YcTaHOBMNEHbl COOTBETCTBYKOLUME MOMMTUKMA ANSA OrpaHUYEeHUs Mnofocbl U AOMNOMHUTENbHbLIX
pacwupeHunn. 3Ta kapTa MONUTUMK NpuMeHeHa Ha nopty ethernet 1/2. lNocne Toro, Kak
BbllLEeyKa3aHHble HaCTPOMKWM caenaHbl, nosioca Ans naketoB w3 cermeHta 192.168.1.0,
npoxogsawmx 4depesd nopt Ethernet 1/2, yctaHoBneHa B 10 MOuUT/C ¢ OONONHUTENBHbLIM
pacwmpeHuem B 4 M6uTt/c. Bce nakeTbl, NpeBbiwatoLime AaHHble YCTaHOBKM B JaHHOM CEerMeHTe,
OyoyT cOpoLLEHbI.
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Mpumep 3:

e KommyTarop 3

:: Kommytafbp 2

KommyTarop 1

PucyHok 19-8. Tunosasi Tononorus QoS

Kak nokaszaHo Ha puCyHke, BHyTpWn obnactn, oTMeYeHHOW MyHKTUPOM Haxoantca QoS gomeH,
Switch1 knaccuduumpyeT pasnuyHbii Tpaduk U Ha3Ha4aeT pasnuyHble npuoputeTol IP. Ons
npumepa, yctaHosum npmoputeT CoS ans naketos u3 cermeHTa 192.168.1.0 paBHbIM 5 Ha nopTy
ethernet1/1 (yctaHOBMM BHYTPEHHUIN NpuopuUTET paBHbiM 40 M MO YMOMYaHMIO TPaHCASAUUIO
BHYTpeHHero npuoputeTa B dcsp kak 40-40, cooTBeTcTBYOWMI IP npuopuTeT paBHbiM 5). INopr,
NoaKIMHYEHHbIN K Switch2, TpaHkoBbIn. Ha Switch2 nopt Ethernet 1/1, nogkntoyeHHbIn kK Switch1
HacTpOeH kak goBepuTenbHbll dscp. Takum obpa3om BHyTpu obnactm QoS naketbl C
pasnuyHbiMK npuoputTeTamun OyayT pacnpedensaTbCA B pasnuyHble odyepean U nonyyar
pasnuyHyto Nosiocy nepegayu.

ATanbl KOHUIypaLUum onmcaHbl HUXeE:
KoHdurypaumusa QoS Ha Switch1:

Switch#config
Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map cl
Switch(Config-ClassMap-cl)#match access-group 1
Switch(Config-ClassMap-cl)#exit
Switch(config)#policy-map pl
Switch(Config-PolicyMap-p1)#class cl
Switch(Config-PolicyMap-p1-Class-cl)#set ip precedence 40
Switch(Config-PolicyMap-p1-Class-cl)#exit
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Switch(Config-PolicyMap-p1)#exit
Switch(config)#interface ethernet 1/1
Switch(Config-If-Ethernet1/1)#service-policy input p1

KoHdurypauumsa QoS Ha Switch2:

Switch#config
Switch(config)#interface ethernet 1/1
Switch(Config-If-Ethernet1/1)#mls qos trust cos

19.4. YcTpaHeHne HeucnpaBHocTen QoS

[oBeputenbHbll  pexum cos U EXP  moxeT wucnonb3oBaTbCa C  APYrMMM
0OBEPUTENBLHBLIMU PEXMMaMN UM KAPTON NOSTUTUK.

[oBeputenbHbIi pexnm dscp MOXeT MCMOoNb30BaTbCA C APYrMMUM OOBEpUTENbHLIMU
pexMMmamun UM KapTor NonnTrK. ATa KOHUrypauus npuMeHaeTcsa ans naketos IPv4 um
IPv6.

[doBeputenbHble pexumbl exp, dscp M COoS MOryT ObITb CKOH(UIypUpOBaHbI
ofHoBpeMeHHo. MpuoputeTsbl No ctapwunHeTey: EXP>DSCP>COS.

Ecnun ckoHdurypuposaH guHammyeckuin VLAN (mac vlan/ronocosown vlan/vlan nogceTu
IP/vlan npoTokona), Toraa 3HayeHne COS anga naketa paBHO 3HadeHuto COS ans
anHamunyeckoro VLAN.

Kapta nonutukM MoxeT ObiTb NpuBA3aHa TOMbKO KO BXASLIEMY HanpaBneHuto,
BbIXxoAsLLee HanpaBrneHe He NoaaepKuBaeTcs.

B HacTosilwee BpeMs He pekomeHOyeTCsi O4HOBPEMEHHO MUCMOMb30BaTb KapTbl MOMUTUK
Ha VLAN u Ha ero nopry.
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20. MEPEHAINPABIJIEHUE NMOTOKOB

20.1. Obwme cBegeHUA O NepeHanpaBneHNN NOTOKOB

OyHKUMSA nepeHanpaBreHnst NOTOKOB NO3BONSIET KOMMYTATOPY nNepefaBath pPenMbl AaHHbIX,
npumeHss Hekue ycnosus (onpegensiemble ACL) Ha gpyron nopT. ®penmbl Co cneumanbHbIMN
YCrOBUSIMU Ha3bIBAlOTCA KNacCoOM MOTOKA, BXOOAWMM MOPT AaHHbIX Ha3blBAaeTCA MOPTOM
WUCTOYHUKA MNepeHanpaBneHns, a onpeaeneHHbld BbIXOOHOW MOPT — MOPTOM MNpUEMHUKA
nepeHanpasneHuns. O6bI4HO eCTb ABa BUAA NPUMEHEHUS NepeHanpaBneHns NOTOKOB:

1) NMogknoyeHne aHanusaTopa noToka (Hanpumep, cHuddepa) unm yganeHHoro MoHuMTopa K
NnopTy NpUeMHUKa NepeHanpasfeHnsa ansa KOHTPOS N yNpaBreH st CeTbio, a Takke ANarHOCTUKN
npobnem Ha ceTn.

2) CneumnanbHble npasuia nepeagadn on4d cneumanbHbIX TUNOB q)peVIMOB OaHHbIX.

KommyTaTop MOXEeT Ha3Ha4aTb TOJIbKO OAUWH NOPT NpuemMHuKa AOnda OAWHAKOBbLIX KiacCoB
NOTOKOB Ha NOpPTY MUCTOYHUKA, B TO BpEeMA KaK ANA pas3fiMyHbIX KiacCoOB MNMOTOKOB Ha MNOpPTY
MCTOYHMKA MOXXHO HAa3HA4YUTb pa3findyHble NopThbl NPUEeMHUKA. OaunHakoBbIN Knacc NoToka MoXeT
NPUMEHATBLCA Ha Pa3syinyHbIX NOPTaxX MCTOYHUKA.

20.2. KoHdurypmupoBaHme nepeHanpaBrieHMsI NOTOKOB

1. KoHdurypunpoBaHue nepeHanpaBneHusi NOTOKOB.
2. [poBepka TekyLlen KOHpUrypaumm nepeHanpasneHs noToKoB.

1. KoHdurypupoBaHue nepeHanpaBnieHnsi NOTOKOB.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

access-group <aclname> redirect to | OnpegeneHve nepeHanpaBneHnsi NOTOKOB Ha
interface [ethernet <IFNAME>|<IFNAME>] nopTy; kKOMaHda “no access-group <aclhame>
redirect” wucnonb3yetcd Ons  yganeHus

no access-group <aclname> redirect
nepeHanpaseHnsi NOTOKOB

2. [lpoBepka TekyLien KoOHUrypaummn nepeHanpasneHns noToKoB.

KomaHaa OnucaHue

O6wmn pexumum/Pexum agMmHucTpaTopa

show flow-based-redirect {interface | MNokasbiBaeT MHpOPMALNIO O  TEKyLlewn

[ethernet <IFNAME> |<IFNAME>]} KOH(pMrypaumm nepeHanpaBrieH1si NOTOKOB Ha
nopTy/yCTponcTBe
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20.3. NpumMmepbl nepeHanpaBrieHUA NOTOKOB
Mpuwmep:
TpeboBaHna nonb3oBaTenst K KOHUrypauum COCTOAT B CleAyloleMm: nepeHanpasreHve
dpenmoB ¢ ncxogawmm IP-agpecom 192.168.1.111, npuHnmaembix Ha nopTy 1, Ha nopT 6.
U3meHeHnsa KoHduUrypauum:
1. Hactporika nucta goctyna. Ycnosus Belbopku: IP-agpec nctodHmka — 192.168.1.111.
2. [pumeHuTb NepeHanpaBneHme 3Toro NOToKa Ha nopTy 1.
Mpouenypa KoHdUrypauumu:
Switch(config)#access-list 1 permit host 192.168.1.111
Switch(config)#interface ethernet 1/1

Switch(Config-If-Ethernet1/1)# access-group 1 redirect to interface ethernet 1/6

20.4. YcTpaHeHue HeucnpaBHOCTEN NepeHanpaBrieHUs1 NOTOKOB

Ecnu koHdurypauus nepeHanpaBneHus noToka He paboTtaeT, NpoBepbTe CreayoLIMe NP UYMHBI,
KOTOpbl€ MOryT Bbi3blBaTb Npobnemsi:

e Twvn noToka (NMUCT JoCcTyna) MOXeT BbITb TOMNbKO CrneayoLwmnx BUAoB: cTaHgapTHbIN ACL,
pacwmpeHHbin ACL, nmeHoBaHHbIN pacumpeHHbin ACL, nMeHOBaHHbIN CTaHOapTHLIN
ACL, ctangapTtHbin IPv6 ACL 1 nmeHoBaHHbIN cTaHaapTHbIN IPv6 ACL.

o [lapameTpbl BpEMEHHOrO guanasoHa M guanasoHa MOpTOB HEe MOryT ObiTb 3agaHbl
nucTtom goctyna. Tun nucta gocTtyna AormkeH ObiTb permit.

e [lopT nepeHanpaBneHuMsi B QYHKUUM NepeHanpaBfeHnss MNOTOKOB [OOSMKeH ObiTb
1000 MowuT/c.
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21. KOHOUT'YPUPOBAHUE TMBKOIO QINQ

21.1. O6wme cBegeHmns o rmokom QinQ
21.1.1. TexHonormnsa QinQ

TyHHenb Dot1q, koTopbIn Tak e HasbiBatoT QinQ (802.1Q-in-802.1Q) aBngeTtca pacwmpeHnem
ctaHgapta 802.1Q. OcHoBHas maes 3akno4vaeTcss B ynakoBke MeTku knueHtckoro VLAN
(CVLAN tag) B meTky VLAN gepxaTtens cepsuca (SPVLAN tag). NakeTt ¢ osyms meTtkamu VLAN
nepeaaeTcs Yepes MarmcTparnbHyto ceTb NpoBangepa Ans obecneyeHnst NPocToro TyHHenNs 2-ro
YPOBHS Mofb3oBaTensaM. OTO NPOCTO W nerko Ans ynpaBfeHus, peanu3yemMo TOSbKO
cTaTn4eckomn KoHdurypaumnen n 0Cob6eHHO XopoLLO NPUMEHMMO ANA ManeHbKMX 0OUCHBIX CeTen
1 HebornbLlmnx ceTen BTOporo ypoBHs (METRO) ncnonbayowmx KOMMyTaTopbl 3-ro YPOBHA Kak
MarmcTparsibHble YCTPOMCTBA.

CyuwectByeT gBa Tvna QinQ: 6a3oBbii QINQ 1 rmbkmin QinQ. MNpuopuTeT rnbkoro QINQ BbILwe,
yem 6a3oBoro.

21.1.2. BaszoBbin QinQ

BaszoBbii QinQ Gasunpyetca Ha nopty. lMocne koHdurypaumm QINQ Ha nNopTy, UMEKT nn
NpUHUMaeMble nakeTbl METKY UK HET, yCTPOoNCTBO ynakosbiBaeT VLAN no ymonyaHuio B NakeT.
Mcnonb3oBaHme 6a3oBoro QinQ npocTto, HO MeToq yctaHoBku MeTkn VLANa He rmbkun.

21.1.3. T'mbknn QinQ

M'bkun QIinQ 6GasunpyeTcsa Ha nNoToke AaHHbIX. OH NpoBepseT, COAEPXUT NN NakeT BHELLHIO
METKY W YMNakoBbIBA€T CTOMbKO BHELLUHWX METOK, CKOMbKO WX MPUCYTCTBYeT B noToke. [ns
npumepa: peanusaums BO3MOXHoCTen rmbkoro QinQ B COOTBETCTBUM C MOSb30BaTENLCKMMMN
metkamn  VLANa, MAC-agpecamn, IPv4/IPv6-agpecamu, |IPv4/IPv6-npoTokonamm mu
naeHTudmkaTtopamm nNopToB MPUNOXKEHUA M T.O. TakMM 06pas3oM, OH MOXET YnakoBblBaTb
BHELLHWE METKW ANsi NaKeTOB U NPUMEHATb Pa3nUYHbIE CXeMbl 118 Pa3NINYHbIX NONb3oBaTeNen
NN MeToaoB.

21.2. HacTpoika rubkoro QinQ
Mpw ucnonb3oBaHMM MEkoro QINQ NOTOK AaHHLIX UCMONb3yeT ANA nepeaayy npaeuna kapTbl
nonmtuk QoS.

1. CosgaTtbh KapTy KraccoB Ans Knaccudukauum pasnmyHbiX NOTOKOB AAHHbIX.

2. CospaTb KapTy nonuTuk rmbkoro QiNQ Ans cBsI3W € KapTOM KNaccoB 1 HACTPOUTL
COOTBETCTBYIOLLME OnepaLuuu.

3. [puessaTb kapTy nonuTuk rmbkoro QinQ k nopTy.

1. KoHdurypmpoBaHune KapTbl KIaccoB.

KomaHaa OnucaHue

Pexnm rmob6anbHOro KoHurypupoBaHus

class-map <class-map-name> Co3pgaHure kapThbl KITaCCOB U BXO, B PEXUM
KapTbl knacco, komaHga NO ypanser

no class-map <class-map-name>
KOHKPETHYIO KapTy KIaccoB
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KomaHpa

OnucaHue

match {access-group <acl-index-or-name> | ip
dscp <dscp-list>] ip precedence <ip-precedence-
list>] ipv6 access-group <acl-index-or-name>|
ipv6 dscp <dscp-list> | ipv6 flowlabel <flowlabel-
list> | vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip
precedencel|ipv6 access-group| ipv6 dscp |
ipv6 flowlabel | vlan | cos}

HacTtporika ctaHgapTHoro Habopa KapTbl
Knaccos (Knaccudukaums notoka AaHHbIX
no nucty pgoctyna, CoS, VLAN ID,
npuoputeTy IPv4 unn DSCP u T1.4. Ana
kapTbl knaccoB); KomaHga NO ypanseTt
onpeaenexHbli Habop cTaHaapToB

2.  KoHdurypupoBaHue kapTbl nonuTuk rmbkoro QinQ.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypupoBaHus

policy-map <policy-map-name>
no policy-map <policy-map-name>

CosgaHve KapTbl MONUTUK M BXO4 B
pexXuMMm KapTbl nonuTtuk, komanHga NO
yoangaeT ykasaHHyo KapTy NonnTuK

class <class-map-name> [insert-before <class-

map-name>]
no class <class-map-name>

Mocne ToOro, Kak kapTa MNOMMTUKK
co3gaHa, oHa MOXeT ObITb NpMBSA3aHa K
Knaccy. KomaHpa NO  ypanset

yKa3aHHYH0 KapTy KnaccoB

set {s-vid <new-vid> | c-vid <new-vid>}
no set {s-vid | c-vid}

YkasaHue BHelwlHen meTkm VLANa gns
KraccnunumpoBaHHOro Tpaduka.
Komanga NO oTmeHsieT onepaumio

3. [lpuBsska kapTbl NONMTUK rMOKoro QIiNQ Kk NopTy.

KomaHaa

OnucaHue

Pexunm koHdurypmupo

BaHusA nopTta

service-policy input <policy-map-name>
no service-policy input <policy-map-name>

lMpumeHseT kapTy MONUTUK K MOPTY.
KomanHga NO OTMeHsieT npumMeHeHue
yKa3aHHOW KapTbl NOSINTUK K NOPTY
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4. TlokasblBaeT NpUBS3KY kapTbl MONUTUK rMbBkoro QinQ k nopTy.
KomaHpa OnucaHue
Pexunm agmMmHucTpaTopa
show mls gos {interface [<interface-id>] MokasbiBaeT koHdurypaumo rmbkoro QinQ
Ha nopTy

21.3. Mpumep npumeHeHust rM6koro QinQ

[opoackas ceTb
OBHs Agpa
yp ap ,’\
BRAS = SR
Ter[1001]1001 o ’ Ter{1002]1001

Ter|2001/2001 Ter|2002/2001
Ter|3002| 3001

Ter[3001|3001
KommyTtarop

BKE TOPOACKON
B nnatdopmy

W

hY

Ter[1001
Ter[1001 \ Terl2001
Ter [2001 Ter[3001
Ter[3001 \

% DSLAM2

———— UWwnpokononocHkbIA KaHan
VolP
[MNporpamma 3akasa BUgeo

PucyHok 21-1. Tononorusi npumeHeHmns rmékoro QinQ

Kak nokasaHo Ha pucyHke, nepBbii rnonb3oBaTenb ncnonb3dyeTt Tpu VLANa ¢ meTtkammn 1001,
2001, 3001 cootsBetctBeHHO Ha DSLAM1. VLAN1001 cooTBeTCTByeT LUMPOKOBELLATENBHON
cetun, VLAN2001 cooTBeTctByeT VOIP, VLAN3001 cootBeTtctByeT VOD. Ha cooTBeTCTBYOLWEM
nopTy cetun, umetoem yHkumo QinQ, nakeTbl ByayT OPMUPOBATLCA C Pa3HbIMU BHELLHUMMU
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meTkamn B cootBeTcTBMM € VLAN ID nonb3oBaTens. MNaket ¢ meTkon 1001 GyaeTt nakoBatbCcA
BO BHelwHIo MeTKky 1001 HenocpeCTBEHHO (3Ta MeTKa yHUKanbHa Ha JaHHOW CeTu), NonyynT
MeTKy «wmpokoBellaTenbHaa cete VLAN1001» n knaccudmuymnposaHa Ha ycTponctese BRAS
(ueHTp xpaHeHus koHdurypauum). MNakeTtol ¢ meTkamu 2001 (unm 3001) 6yayT nakoBaTbCcs C
BHeLwHen meTkon 2001 (nnmn 3001) n knaccmuduumpytoTca Ha ycTponctee SR B cooTBETCTBUM C
npasunamMmm NOTokoB. BTopon nonb3oBaTesib MOXET UCNONb30BaTh pasnuyHbie metkn VLANoOB
Ha DSLAM2. 3ameuvaHue: npumeHsaemble meTkn VLANOB ons BTOpPOro nosibaoBatens moryT
ObITb TAKMMWM XKe, KaK ANs NepBOro Nonb3oBaTens U NakeTbl C 3TUMU MeTKaMM Tak XXe NakyrTcs
BO BHELIHIOK MeTKy. Ha pucyHke Bbille, BHELLUHAS MeTka Ans BTOPOro nofib3oBaTtens
OTNM4YaeTcss OT METKM NEepBOro nosib3oBaTensd B COOTBETCTBUM C pacnonoxeHnem DSLAM wu
pacnonoXeHnem nosib3oBaTens.

KoHdburypaums cnegyrowlas:

Ecnu notok gaHHbix DSLAM1 nget yepes nopt1 KomMyTaTopa, KoHdUrypauma cregyoLlas:

Ecnn notok gaHHbix DSLAM2 nget 4epes nopT1 kommyTaTopa, KoHdUrypaums crneayoLas:

Switch(config)#class-map cl
Switch(config-classmap-cl)#match vlan 1001
Switch(config-classmap-cl)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-classmap-c2)#exit
Switch(config)#class-map c3
Switch(config-classmap-c3)#match vlan 3001
Switch(config-classmap-c3)#exit
Switch(config)#policy-map p1
Switch(config-policymap-p1)#class cl
Switch(config-policymap-pl-class-cl)# set s-vid 1001
Switch(config-policymap-p1)#class c2
Switch(config-policymap-p1-class-c2)# set s-vid 2001
Switch(config-policymap-p1)#class c3
Switch(config-policymap-pl-class-c3)# set s-vid 3001
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0/1
Switch(config-if-ethernet1/0/1)#service-policy input p1

Switch(config)#class-map cl
Switch(config-classmap-c1)#match vlan 1001
Switch(config-classmap-cl)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001

Switch(config-classmap-c2)#exit
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21.4. YcTpaHeHue HeucnpaBHocTen rmokoro QinQ

Switch(config)#class-map c3
Switch(config-classmap-c3)#match vlan 3001
Switch(config-classmap-c3)#exit
Switch(config)#policy-map p1
Switch(config-policymap-p1)#class cl
Switch(config-policymap-p1-class-cl)# set s-vid 1002
Switch(config-policymap-p1)#class c2
Switch(config-policymap-p1-class-c2)# set s-vid 2002
Switch(config-policymap-p1)#class c3
Switch(config-policymap-p1-class-c3)# set s-vid 3002
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0/1

Switch(config-if-ethernet1/0/1)# service-policy input p1

Ecnn npasuna rmbkoro QinQ He mMoryT ObITb NpMBA3aHbI K NOPTY, NPOBEPLTE HET N Npobnem,
BbI3BaHHbIX CNeAyLWMMN NPUYNHaMMU:

MpoBepbTe, nogaepxuBaetcad nn rmbkuin QiNQ cKOHUrypupoBaHHbIMKU  KapTamu
KnaccoB W MOSUTUK.

Y6eantechb, YTO NUCTbI AOCTYNa BKMYAOT paspeluatollme npasuna B kKapTe Knaccos,
UMeLWNX NINCTbI 4OCTYyNa.

MpoBepbTe, YTO KOMMYTATOP MMeEeT goctaTouHo namstu TCAM ang nepegaymn cBs3en.
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22. KOH®UTI'YPUPOBAHUE ®YHKLUN 3-I0 YPOBHH

KommyTatop nogaepxmBaeT TONbKO BTOPOW YpPOBEHb Nepeagpecaumn, HO MOXHO HacTpouTb
TPeTUiA YpoBeHb yNpaBneHnsa nopTom Ans COeaNHEHNS BCEX BUAOB NPOTOKOSOB YNpaBrieHns Ha
OCcHoBe |IP-npoTokona.

22.1. UHTepdenc 3-ro ypoBHs

22.1.1. HayanbHble cBeaeHUA 06 MHTepdencax 3-ro ypoBHs

B kommyTaTopax MoXeT ObiTb co3fgaH uHTepdenc 3-ro ypoBHa. OH sBnseTca He hn3ndecknm
UHTepdencom, a BupTyanbHbiM. NHTepdenc 3-ro ypoBHA cTpouTcs Ha uHTepdence VLAN.
WHTepcbenic ypoBHA 3 MOXeT cogepxatb oauH unu 6onee uHTepdEnCcoB YpPOBHA 2,
npuHagnexawmx ogHomy n Tomy xe VLAN, nnbo He copepxaTb uHTepdencoB ypoBHA 2. Mo
KpanHen mepe, oavH 13 MHTEPEENCOB YPOBHSA 2, coaepXawmxcsa B MHTepdence ypoBHs 3,
OOImKeH OblTb BKIHOYEH (HaxoamnTbesa B cocTtosHun UP), Torgaa ©ygeT BkhYeH n nHtepdenc
ypoBHA 3. B npoTuBHOM cny4vae uHtepdenc yposHa 3 OyaeT BblkoyeH (bygeT HaxoanTbes B
coctosaHun DOWN). KommyTtatop MoxeT wucnonb3oBaTb IP-agpeca, yCTaHOBMEHHbIE Ha
nHTepdencax 3-ro ypoBHs, AN KOMMYHUKaUMK C OpYrMMK YCTponcTBamu Yyepes IP-npoTokorn.
KommyTatop moxeT nepecbinaTh |IP nakeTbl mexay pasHbiMy MHTepdericammn 3-ro ypoBHS.

22.1.2. HacTpouka nitepdenca 3-ro ypoBHs

MNMocnepoBaTenbHOCTL HACTPOMKN MHTEpPderica 3-ro YPOBHS:

1. CosgaHue nHtepderica 3-ro ypoBHsi.
2. Hactponika onmcaHms VLAN-uHTepcenca.

1. CosgaHue nHtepdenca 3-ro ypoBHsi.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHusa

interface vlan <vlan-id> CospgaHue VLAN-nHtepdenica (VLAN-uHTepdenc — ato
UHTepdenc 3-ro ypoBHA); KOMaHOa «no» ygansieT

no interface vlan <vlan-id> 3 .
VLAN-uHTEp(EeNC, Co3gaHHbIN Ha KOMMYyTaToOp

2. Hactpoiika onmcaHms VLAN-uHTepdenca.

KomaHaa OnucaHue

Pexum koHdurypupoBaHus VLAN-uHTepdenca

description <text> HacTtponka onucaHna VLAN-uHTepdenca. KomaHga «no»

no description yb6epet onncanune VLAN-nHTepdenica
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22.2. Hactpouka npoTtokona IP

22.2.1. BBegeHue B IPv4, IPv6

IPv4 — 3TO Tekyllasi Bepcust rnobanbHOro yHMBepcanbHOro MHTepHeT-npoTokona. MNpakTuka
Aokasana, 4to IPv4 sBnsieTcs npocTbiM, MOKUM, OTKPbITbIM, MOLLHbIM, @ Takke Nerkum B
peanusaumm npoTtokornoM. OH ob6nagaeT xopowen COBMECTUMOCTbIO C  pasfnMyYHbIMM
NPOTOKONaMWN BEPXHETO U HUDKHEro YpoBHeW. XoTsl IPv4 MoYTU HE MeHsincs ¢ MOMEHTa ero
nosiBneHnss B 80-x rogax, OH MPOAOSMKAeT pPacnpoCTPaHSATLCA MO BCEMY MUPY BMECTe C
pacnpocTtpaHeHneM NHTepHeTa. OgHako No Mepe pocTa MHPaACTPYKTYpbl MIHTEpHETa U yCnyr,
NCMONb3YIOLWNX UHTEPHET-NPUNOXEHUS, BbISIBNSIOTCA M HEKOTOPble HEeAOCTaTkM NpPOTOKona
IPv4, cBA3aHHbIE C MACLLUTaboM U CIOXHOCTbIO CerofHsilHen NHTepHerT.

IPv6 — 9TO wWecTas BepcuUd WHTEPHET-NPOTOKONa, creaywuiee ero nokoneHve. |Pv6
paspaboTaH IETF n gomkeH 3ameHnTb UCNONb3yeMbIN B HAacTosLLee BPeEMSA NHTEPHET-NPOTOKON
Bepcuuné (IPv4). IPv6 6bin paspaboTtaH cneumnanbHo Ang TOro, YTodbl NMMKBUAMPOBATL HEXBATKY
agpecos IPv4, npenaTtcTByloLWy0 AanbHenWwemy pas3sutuio VIHTepHeTa.

Haunbonee BaxHasa npobnema, koTtopas pelweHa B IPv6, — 310 gobaBneHne O0CTaTOYHOro
konunyectBa |P-agpecoB. 3anac agpecoB IPv4 no4ytu ucdeprnaH, B TO BpeMs Kak 4MCNo
nono3oBatenen WHTepHeTa pacteT B  reomeTpuyeckon  nporpeccun.  OBbembl
NPeaoCTaBnsiEMbIX WHTEPHET-YCNYyr U YMCNO NpUKNagHbIX YCTPOMCTB MPOAOSHKaKT pacTu
onepexarowumMmm TemnaMmu (gomallHue u manbie oucHole ceTn, IP-tenedoHusa, TepmmnHansl
6ecnpoBOAHOr0 MHAOPMALMOHHOrO obcnyxusaHus, ucnonbsyowme WMHTepHeT n T. 4.). B
pesynbtate Tpebyetca Bce 6Oonbuwee konmyectBo IP-agpecos, npedocTaBnATb KOTOpble
cTaHoBuTCA Bce Gonee saTpygHuTenbHo. PaboTa no npeogoneHuto HexeBaTku IPv4-agpecoB
Benacb gonroe BpeMms; Obinin npeanoXeHbl pasnuyHble TEXHOMOrMun, No3BonsLwme NpoannTb
CpOK aKcnnyaTauun cywectsytoLwen IPv4-MHpacTpyKTypbl, B TOM YUCIE TPAHCAUNSA CEeTEBbIX
agpecoB NAT (Network Address Translation), TexHonorna CIDR (Classless Inter-Domain
Routing) n 7. a.

XoTta covetaHme CIDR, NAT n 4yacTHbIX agpecoB BPEMEHHO CMArYMrio npobrembl HEXBATKM
IPv4-agpecos, NAT TexHonorus paspyLumna Mogernb «13 KoHua B koHely» (end-to-end), koTopas
ABNAnNacb nepsBoHavanbHoW uenbto 3ambicna IP, caenas Heob6xoauMbIM A5151 MPOMEXYTOYHbIX
MapLIpyTM3aToOpoB nogdepXaHue craTyca KaXOoro COeAWHEHUs,, YTO  3HAYUTENbHO
yBenuYnBaEeT 3aEePXKKN B CETU U CHXKAET NPON3BOAUTENBHOCTL ceTU. Kpome Toro, TpaHcnsaums
ceTeBblX aApecoB MakeToOB AaHHbIX MPenAaTCTBYyeT npoBepke 6e30MacHOCTU COeAMHEeHUN «u3
KOHLIA B KOHEL», 3arofioBoK ayTeHTudukauum IPSec — aBHbIN npumep.

MoaTomy, 4TOObI KOMMIIEKCHO peLnTb BCe BUAbl Npobnem, cywecTtsyowmx B IPv4, cnegyouee
NnokoneHne wuHTepHeT-npotokona IPv6, paspaboTtaHHoe IETF, cTtano egvHCTBEHHbLIM
BO3MOXHbIM peLleHneM B HacTosiLee BpeMsl.

Mpexge Bcero, 128-6utHasi cxema agpecauun npotokona IPv6 rapaHTupoBaHHO obGecneynBaeT
[O0CTaToO4YHOE 4Mcro rnobanbHO yHUKanbHbIX IP-agpecoB ang yanos rnobansHon IP-cetn — n
Nno BpeMeHW, U B NpocTpaHcTBe. KpoMe yBennyeHnsa agpecHoro npoctpaHcTea npotokon IPve
ynyJylwiaeT MHOIMe gpyrue BaxHbole acnektol IPv4.,

Mepapxudeckaa cxema agpecauumn obnerdyaet obbeamHeHve MapupyToB, 3G0dEKTUBHO
CHWXaeT KONMYecTBO 3anucen Tabnuubl MapLpyTM3auum u  ynydwaeT 9P(eKTUBHOCTb
MapLipyTM3aummn n obpaboTkn NnakeToB OaHHbIX.

Mo cpaBHeHuto ¢ IPV4, KOHCTPYKUuA 3aronoBka IPv6 6onee coBeplueHHa. 3aronoBoK COaepXUT
MEHbLUE MONieN AaHHbIX, U3 HEero M3bsTa KOHTPOSMbHas CymMMa, YTO YBEnMuMBaeT CKOPOCTb
006paboTkn ocHoBHOro 3arorioBka IPv6. B 3aronoBke IPv6 none dparmeHTa MOXeT ObiTb
MoKasaHO Kak [OMOSfIHUTENbHOE pacliuMpeHHoe none, noatomy ©OGonbwe He OGyget
HeobxoOuMMOCTM B (parMeHTauMm nakeTHbIX [aHHbIX B nNpouecce WX nepejayus B
mMapLpyTmsatope. Kpome Toro, adhpekTmBHOCTb paboThl MapLUpyT13aTopa NoBbILLAETCS 3a CHeT
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MexaHuama obHapyxeHnns mapwpyta MTU (Path MTU Discovery Mechanism), paboTtatowero ¢
NCTOYHMKOM NaKETHbIX AaHHbIX.

MoanepxkmBaeTcs aBToMaTnyeckas HacTponka agpeca v Plug-And-Play. bonbLlioe konnyecTso
XOCTOB MOTFYT IIerk0 HanTU ceTeBble MapLUPyTM3aTOPbl MCMOMNb3Ys (PYHKLUMIO aBTOMaTUYECKON
KoHGurypauum IPv6, aBTomatmyecku nonydvas rrnobanbHO yHuKanbHble |IPv6-agpeca, 4To
AenaeTt ycTpoucTBa, ucnonb3yowme npotokon IPv6, yctponcteamu Plug-And-Play. ®yHkumna
aBTOMaTMYeCKON HAaCTPOMKM agpeca, Tak e aernaeT NpoLecc CMeHbl aapecoB B CYLLECTBYIOLLEN
ceTu npoLue n yoobHee, agMMHUCTpaToOpaM ceTu npolle nepexoauTb OT OAHOIo nposangepa K
apyromy.

Monnepxka IPSec. IPSec obssateneH B IPv6, B oTnuumne ot IPv4. IPv6 obGecneunBaet
pacLUMPEHHbIN 3aronoBok 6e30nacHOCTU, KOTOpLIN obecneynBaeT cepBUChbl 6e30NacHOCTM «n3
KOHLIA B KOHEL», TakMe Kak KOHTPOMb JOCTYNa, KOHpMAEeHUMANbHOCTb U LENTIOCTHOCTb AaHHbIX,
cnegoBaTenbHO, [OenaeT Mpolle peanu3auuio MEXaHM3MOB LUMMPOBaHUSA, MNPOBEPKN U
BMPTyanbHbIX YacTHbix ceTen (VPN).

YnydweHa nogaepka MobunbHbIX IP-yCTPOMCTB M MOBUMBHBIX BbIYUCIIUTENBHBIX YCTPONCTB.
MobuneHbin  IP-npoTokon, onpegeneHHbin  ctaHgaptom |IETF, obecneunBaetr paboty
MOOUIbHBIX YCTPOMCTB B ABWMXeHUM Be3 paspbiBa CyLECTBYIOLWEro coeguHeHns. Jta ceTeBas
dyHKUMs npnobpeTaeT cenyac Bce 60MbLUy0 BaXXHOCTb. B oTnnyune ot IPv4, MobunbHoCTb IPV6
obecne4ymBaeTCca BCTPOEHHLIM aBTOMaTUYECKUM KOH(UIYpUpoOBaHUEM ANSA NoslydeHus agpeca
nepenaun (Care-Of-Address). lMoatomy npum wmucnonb3oBaHun IPv6 He Tpebyetcsa [pyroro
AreHTa. bomnee TOro, npu TakoOM CBsA3blBaHMM BkovaeTcss KoppecnoHOeHTCKkMn y3en,
cBA3bIBaOWMIACA ¢ MoBUNbHLIM y3NoM HanpaMy. 3TO No3BonseT usbexaTb yaopoXaHus
CUCTEMbI U3-3a TPEYroNibHOro MapLlpyTa, Tpebytowieroca npu IPv4.

Yganock wusbexaTb M TpaHcnsumm ceTeBbiX agpecoB. LUenbto BBegeHuss NAT  Obino
MCNosib3oBaHMe MexaHu3ma COBMECTHOrO M MOBTOPHOrO MCMNOSIb30BaHUS OL4HOrO UM TOro Xe
a[dpEeCHOro NPOCTpaHCTBa B PasfnMYHbIX CErMEHTax CeTU. OTOT MEXAHU3M BPEMEHHO CMArdYaeT
npobnemy HexsaTku |IPv4-agpecoB, ogHako [00aBMAKTCA OrpaHMYeHusl, HaknagblBaeMble
NPOoLIeCCOM TpaHCNALMM agpecoB Ha CeTeBble YCTPOMUCTBA M NPUITOXEHUS. Tak Kak agpecHoe
npoctpaHcTBo |IPv6 3HaunTenbHo 6onblie, TO B TpaHcndAuuum agpecoB 6onblie HeT
HeobOxogumocTn. B pesynbtate, npobrnembl ¢ NAT n CO CTOMMOCTbIO €€ pa3BepTbiBaHUSA
peLlatoTcs eCTeCTBEHHLIM CMOCOGOM.

IPv6 coxpaHun M pacwuvpuin MoaaepXKy CyLLEeCTBYHOLMX MNPOTOKOMOB MapLupyTM3aumm
BHyTpeHHero wnto3a (Internal Gateway Protocols — IGP) n npoTOKONOB BHELUHEro LWo3a
(Exterior Gateway Protocols — EGP). Hanpumep, npoTokonbl MapwpyTtu3aumm IPv6, Takne kak
RIPng, OSPFv3, IS-ISv6, MBGP4+ un 1.4.

Pacwupena noggepxka Multicast n yBenuueHo konmyectBo Multicast agpecos. Pabotas ¢
broadcast dyHkunamm IPv4, Takumm kak Router Discovery and Router Query, IPv6 multicast
nonHocTelo 3ameHun IPv4 broadcast B nnaHe dyHKumin. Multicast He TONLKO 3KOHOMMUT
NPOMYCKHY CNOCOBHOCTb CETU, HO M NOBbILWAET 3PAPEKTUBHOCTL CETU B LIENOM.

22.2.2. Hactpouka IP-npoTokona

NHTepdelic 3-ro ypoBHSA MOXeT ObITb HACTPOEH Kak IPv4-nHTepdenc nmubo kak IPv6-nHTepdelic.

22.2.2.1. HacTtpouka agpeca IPv4

1. Hactponka IPv4-agpec nHtepdeinca 3-ro ypoBHs.
2. Hactponka wnwo3a no yMmonyaHuio.
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1. Hacrtpoiika IPv4-agpec nHtepdgenca 3-ro ypoBHs.

KomaHpa OnucaHue

Pexum koHdurypupoBaHust VLAN-untepcenca

ip address <ip-address> <mask> [secondary] Hactponka IP-agpeca VLAN-uHTepdeinca;

no ip address [<ip-address> <mask>] ﬂﬂ:s':g? e ipmf,.iﬂ;ff [<ip-?gggrs)zz

VLAN-nHTepdenca

2. Hactpouka wno3a no yMmonyaHuio.

KomaHpa OnucaHue

FnobanbHbIN peXum KOHUrypmpoBaHus

ip route 0.0.0.0 0.0.0.0 <A.B.C.D> HacTtponka ctatnyeckon mapLipyTnsaumm.
no ip route 0.0.0.0 <A.B.C.D> KomaHpaa no oTMeHsieT HacTpoiiky

22.2.2.2. Hactpouka agpeca IPv6
lMocnegoBaTenbHOCTL HAcTponku agpeca IPv6:

1. Bbasoas HacTpolika IPv6.
1.1. HacTpoiika agpeca IPv6-uHtepgenca.
1.2. Hactpownka ctatudeckon mapLipyTtumsaumm IPv6.

2. Hactponka IPv6 Neighbor Discovery.
2.1. Hactpowika konmyecTtBa coobiieHnin DAD neighbor solicitation.
2.2. Hactpowika nHtepBana otnpasku coobuieHnin neighbor solicitation.
2.3. Hactpowka ctatnyeckmx 3anucen IPv6-cocenein (neighbor).
2.4. YpaneHvne Bcex 3anucen B Tabnuue cocenen IPv6.

1. Bbasoas HacTpolika IPv6.
1.1. HacTpoiika agpeca IPv6-untepgenca.

KomaHaa OnucaHue

Pexum koHdurypupoBaHua uHtepdenca

ipv6 address <ipv6-address/prefix- = Hactpoiika IPv6-agpeca, Bknovas obbeamHsiemble
length> [eui-64] rnmobanbHble unicast agpeca, site-local agpeca u
link-local agpeca. Komanga no ipv6 address <ipv6-

ipv6 add <ipv6-add /prefix- :
no 1PVS address <ipvo-addressipretix address/prefix-length> otmeHsieT IPv6-agpec

length>
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1.2. Hactpouika ctatuyeckon mapLupytmusaumm IPv6.

KomaHpa

OnucaHue

Pexxum rno6anbHOro KOHUrypmpoBaHus

address>|<interface-type

number>}} [distance]

ipv6-address>|<interface-type

number>}} [distance]

ipv6 route <ipv6-prefix/prefix-length> {<nexthop-ipv6-
interface-number> |
{<nexthop-ipv6-address> <interface-type

no ipv6 route <ipv6-prefix/prefix-length> {<nexthop-
interface-number>
[{<nexthop-ipv6-address> <interface-type

HacTpo#nka ctatudeckomn
mMapwpyTmusaumm IPv6. KomaHga no
OTMEHSIET CTaTUYECKYH0
MapLpyTmsaumio IPv6

interface-

interface-

2. Hactponka IPv6 Neighbor Discovery.

2.1. Hactpowka konmyectBa coobiueHnn DAD neighbor solicitation.

KomaHpa

OnucaHue

Pexunm koHcurypupoBaHusa nHtepdenca

ipv6 nd dad attempts <value>
no ipvé nd dad attempts

YcTaHoBKa KonuyecTtBa Ccoo0LLEeHuN,
OTnpaBnsiemMbIxX nocnegoBaTtesibHO npu
obHapyxeHun uHTepdencom pybnukarta agpeca.
KomaHga no BoccTaHaBnvMBaeT 3HayeHue Mo
ymon4anuto (1)

2.2. Hactpowika nHtepBana otnpasku coobuieHnin neighbor solicitation.

KomaHaa

OnucaHue

Pexum koHdurypupoBaHua uHtepdenca

ipv6 nd ns-interval <seconds>
no ipvé nd ns-interval

YcTaHOBKa WHTepBana OTMpaBkM  3anpoCoB
coceaam. KomaHaa no BoccTaHaBNMBaET 3HAYEHNE
no ymonyanuio (1 cekyHga)

2.3. HacTtpoika ctatnyeckux sanucen |

Pv6 coceneii (neighbor).

@ §) QTECH
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KomaHaa OnucaHue
Pexxunm koHcdurypmpoBaHma nHtepdenca
ipv6 neighbor <ipv6-address> | YctaHOBKa cTaTMyeckoh 3anucu B Tabnuue
<hardware-address> interface | cocenei, BKITtOYas IPv6-agpec cocena,
<interface-type interface-name> MAC-agpec n nopT BTOPOro ypoBHS
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KomaHpa OnucaHue
no ipv6 neighbor <ipv6-address> Ypanenuve 3anucu B Tabnuvue cocenem

2.4. YnaneHue Bcex 3anucen B Tabnuue cocenen IPv6.

KomaHpa OnucaHue

Pexunm agmMmHucTpaTopa

clear ipv6 neighbors OuncTka Bcex ctaTuyeckux 3annucen B Tabnuue cocegem

22.2.3. Nouck HeuncnpaBHocTen IPv6

HacTponka BpemeHW >XM3HW MaplipyTusatopa He [JofbkHa OblTb MeHble uHTepBana
obbaBneHua mappyTtusatopa. Ecnv nogkntodeHHbin PC He nonyumn IPv6-agpec, Heobxoanmo
npoBepuTb RA aHOHCMpOBaHMEe Ha KOMMyTaTope (BbIKMHOYEHO MO YMOMYaHUIO).

22.3. ARP
22.3.1. BBegeHue B ARP

ARARP (Address Resolution Protocol — npoTtokon onpegeneHus agpeca) B OCHOBHOM
ucnonbdyetca ana onpegenenns Ethernet MAC-agpeca no |IP-agpecy. KommytaTop
NOAAEPXKUBAET CTAaTUYECKYIO KOHUIYpaLMIO.

22.3.2. Cnucok 3agay KoHcpurypaumm ARP

Cnuncok 3agay KoHdpurypauumn ARP:
1. Hactpoutb ctatnyeckun ARP.

KomaHaa OnucaHue

Pexum VLAN-nHtepcpenca

arp <ip_address> <mac_address> {interface | HactpanBaeT crtatudeckyto 3anucb ARP;
[ethernet] <portName>} KoMaHga no ygansiet 3anncb ARP ykasaHHOro

no arp <ip_address> IP-anpeca

22.3.3. Nounck HencnpaBHocten ARP

Ecnu He npoxoguT ping oT KOMMyTaTopa K YCTPOWCTBaM, MOAKMIOYEHHBIM HaNPsSMYK, MOXHO
ncnonb3oBaTh creayrLlmne 4eNCcTBUS ANst NOUCKA U YCTPaHEHUS BO3MOXXHOW NMPUYMHBI:

o [lpoBepbTe, ecTb N1 cooTBeTCTBYOWAaa ARP-3anucek Ha kKoMMyTaTope.

e Ecnun ARP-zanvcn Het, Bkntounte otnagky ARP 1 nocmoTpute  ycrnoBus
npuema/otnpaekn ARP-nakeToB.

e Cawmas pacnpocTpaHeHHasi npuyMHa NpobnemMbl — gedeKTHbIN Kabenb.
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23. HACTPOUKA  ®YHKUUU NPEOOTBPALLEHUA
ARP-CKAHUPOBAHUA

23.1. BBegeHue B (hyHKUUIO npegoTBpaweHua ARP-ckaHnpoBaHus

ARP-ckaHnpoBaHne — 310 06bl4HbIN cnocob ceTeBor aTakun. [1na Toro, 4Tobbl 06HapPYXnTb BCE
aKTUBHbIE XOCTbl B CETMEHTE CETWU, UCTOYHMK aTakn OyaeT paccbinatb 60nbLIOe KONMYecTBO
ARP-coo6LeHni, 4To ByaeT 3aHMMaTb 60MbLUYI0 YacTb MPOMYCKHOM CnocoBHOCTM ceTn. MOXHO
Aaxe cgenatb artaky OonblMM  KONMYECTBOM  Tpadmka UCMnonb3ys  nogAenbHble
ARP-coo06LLeHMs1, YTO NPpUBEAET K KOMnancy cety u3-3a ncyepnaHmsa nponyckHom cnocobHoCTu.
O6blyHO ARP-ckaHMpoBaHMe — 3TO MPOCTO Mpeanochisika K Apyron, Gonee onacHom atake,
TaKoW, Kak aBTOMaTU4eCKoe 3apaKeHWe BMPYCOM WM nocrefylouiee CKaHMpoBaHME MOPTOB,
CKaHMPOBaHWE YS3BUMOCTEW, HALENEHHOE Ha XullieHve WMHGOoPMaunMW, aTaka UCKaXKEHHbIMU
coobweHnamu, DOS-aTtaka u 1.4.

Mockonbky ARP-ckaHnpoBaHue yrpoxaeT 6e30nacHOCTU U CTabUIbHOCTU CeTU, OYeHb BaXKHO
ero npegotepatuTb. Kommytatop obecneynmBaeT nonHoe pelleHwe Ans npefoTBpalleHus
ARP-ckaHVMpOBaHWA: ecnv B CerMeHTe HamgeH XOocT unuM nopT C npusHakamn ARP-
CKaHMPOBaHWUSA, KOMMYTaTOp OTPEXeT MCTOYHUK aTaku Ansa obecneyveHnss 6esonacHoCcTn ceTu.

Ectb gBa meTtoga npegotsBpalleHnss ARP-CKkaHMpOBaHUA: Ha OCHOBE MopTa U Ha ocHose |P.
MeTog Ha ocHoBe nopTa cuMTaeT konmnyectBo ARP-coobuleHuin, nony4vyeHHbIX C nopTa 3a
onpegeneHHbl Nepuod, ecnv YUCro MNpeBbIlAaeT 3afaHHbI Nopor, NopT OyaeT BbIKMOYEH.
MeTtog Ha ocHoBe IP cuutaeTt konmndectBo ARP-coolLieHun, nonyyeHHblx oT IP-agpeca B
CermMeHTe 3a onpeaeneHHbI nepunog, eCrnv YNCno NpeBsbllLaeT 3agaHHbI nopor, Nodon Tpadmk
ot atoro IP 6ygeT 3abnoknpoBaH 0O Tex Nop, Noka MopT, CBsA3aHHbIN C IP-agpecom, He BygeT
norawieH. 3Tn ABa MeToda MOryT ObiTb BKMNIOYEHLI O4HOBPEMEHHO. [locne Toro, Kak nopT unm
IP-agpec 6binn 3abrOKMPOBaHbLI, NOMb30BaTENb MOXET BOCCTAHOBUTb MX CTaTyC WMCMOSb3ys
YHKLMIO aBTOMATUYECKOrO BOCCTAHOBIIEHMS.

YT106bl NOBLICUTE 3PPEKTUBHOCTL, MOMBb30BaTENMN MOrYT HACTPOUTb OOBEPEHHble MOPThbl U
IP-agpeca, ARP-coolLieHus OT KOTOpbIX He OyayT nNpoBepATbCS KOMMYTaTopoMm. Takum
o6pa3om Harpyska Ha KOMMyTaTop MOXET ObITb 3HAYNTENBbHO CHWXKEHA.

23.2. NocnegoBaTenbHOCTbL 3aday KoHdwurypauum npeaoTBpalieHus
ARP-ckaHupoBaHusA

1. Bknwountb coyHKUMIO NpegoTBpalleHna ARP-CKaHNpOBaHUS.

HacTpouTb noporoeoe 3HaveHne aAns Metoga, OCHOBAHHOIO Ha nopTax U Metoaa,
OCHOBaHHoOro Ha IP.

HacTpouTb AOBEpEHHbIE MOPTHI.
Hactpountb goepeHHbie IP.
HacTpouTb Bpems aBTOMaTU4ECKOro BOCCTAHOBIIEHMS.

MocmoTpeTb MHdOpMaUMo, OTHoCcALLYCA K ARP-CKaHMpoBaHMIO, a Takke
OTNago4YHY0 MHOpMaLnIo.

n
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1. BknounTb dyHKUUIO NpegoTepaeHna ARP-ckaHnpoBaHus.
KomaHpa OnucaHue
O6LwWwun pexum KoHdUrypaumm
anti-arpscan enable BkntoyeHwme/BbIktoueHNe dyHKLUMN npeaoTBpaLLeHns

no anti-arpscan enable

ARP-ckaHnpoBaHus

2. HacTtpouTb Nnoporoeoe 3HayeHue Ansi MeToaa, OCHOBaAHHOIO Ha NopTax U MeToAa,
OCHOBaHHoro Ha IP.
KomaHpa OnucaHue
O6wmn pexum KoHdurypaumm
anti-arpscan port-based threshold | YctaHoBka noporoBoro  3HayeHuss  Ans
<threshold-value> MeToAa, OCHOBAHHOIO Ha NopTax
no anti-arpscan port-based threshold
anti-arpscan ip-based threshold | YctaHoBka nmoporoBoro  3HayeHuss  gns

<threshold-value>
no anti-arpscan ip-based threshold

mMeToda, ocHoBaHHoro Ha IP

3. HacTpouTb AOBEpPEHHbIE NOPThI.

KomaHaa

OnucaHue

Pexunm koHdurypaumm nopra

anti-arpscan trust <port | supertrust-port>

no anti-arpscan trust <port |supertrust-port>

YcTaHoBKa aTpnbyToB fOBEPUS MOPTOB

4. HacTtpoutb gosepeHHsie |P.

KomaHpa

OnucaHue

Oo6wmn pexumm

KoHdurypaummn

anti-arpscan  trust

[<netmask>]

ip <ip-address>

no anti—arpscan trust

[<netmask>]

ip <ip-address>

YcraHoBka aTpubytoB gosepus IP
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5. HaCTpOI/ITb BpemMA aBTOMaTn4eCKOro BOCCTaHOBJ1IEHUA.

KomaHpa OnucaHue

O6LwWwun pexum KoHdUrypaumm

anti-arpscan recovery enable BkntoveHne/BbIknoYeHne dyHKUMM

no anti-arpscan recovery enable aBTOMaTU4eCKOro BOCCTaHOBJIIEHUA

anti-arpscan recovery time <seconds> YcTaHoBKa BpEMEHU aBTOMaTU4eCKoro

no anti-arpscan recovery time BOCCTaHOBNEHNA

6. [MocmoTpeTb HAOpMaLMIO, OTHOCALLYOCS K ARP-CKaHMPOBaHWIO, a Takke
OTNagouHy0 MHOPMaLIO.

KomaHpa OnucaHue

O6wWwmn pexum KoHdUrypaumm

anti-arpscan log enable BkntoyeHune/BbIkO4EHNE (PYHKUMN XKypHana

no anti-arpscan log enable npepoTspaleHusa ARP-ckaHMpoBaHus

anti-arpscan trap enable Bkntoyenue/BoikntoveHne  dyHkumm  SNMP

no anti-arpscan trap enable Trap npegoTBpaLleHns ARP-ckaHMpoBaHnA

show anti-arpscan [trust <ip | port | | OtobpaxeHune cocTosiHMSA paboTbl K
supertrust-port> | prohibited <ip | port>] KOH(purypaumm npenoTepaLleHns
ARP-ckaHnpoBaHuA

Pexnm agMmHucTpatopa

debug anti-arpscan <port | ip> BkntoyeHmne/BbIKITIOYEHNE OTNALKN

no debug anti-arpscan <port | ip> npegortepalleHns ARP-ckaHMpoBaHud
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23.3. TunoBbie npuMepbl npeaoTBpalleHnss ARP-ckaHnpoBaHus

—
::_, Kommytarop B

E 1/0/1

E 1/0/19

E 1/0/2

E 1/0/2

Cepeep
192.168.1.100/2

PucyHok 23-1. Tunoson npumep KoHpurypaumm npegorepalleHms ARP-ckaHMpoBaHus

B ceTtun, Tononorus koTopoun nokasaHa Bbiwe, nopT E1/1 kommytaTtopa B nogkntwoyeH K nopty
E1/19 kommyTaTopa A, nopT E1/2 kommyTaTopa A noakntoveH K doannosomy cepepy (IP-agpec
192.168.1.100/24), Bce ocTanbHble MNOpTbl KOMMYyTatopa A NoakmntoveHbl K 0ObldHbIM PC.
Cnepyowaa koHdurypaumss MoxeT addekTnBHo npedoTeBpatutb ARP-ckaHuMpoBaHue, He
BMNUSS HA HOPMarbHYH0 paboTy cucTeMbI.

lMocnegoBaTenbHOCTL HACTPOUKK KOMMYTaTopa A:

SwitchA(config)#anti-arpscan enable

SwitchA(config)#anti-arpscan recovery time 3600
SwitchA(config)#anti-arpscan trust ip 192.168.1.100 255.255.255.0
SwitchA(config)#interface ethernetl/2

SwitchA (Config-If-Ethernetl/2)#anti-arpscan trust port

SwitchA (Config-If-Ethernetl/2)#exit

SwitchA(config)#interface ethernet1/19

SwitchA (Config-If-Ethernet1/19)#anti-arpscan trust supertrust-port
Switch A(Config-If-Ethernet1/19)#exit

lMocnegoBaTenbHOCTL HACTPONKM KOMMYTaTopa B:

Switch B(config)# anti-arpscan enable
SwitchB(config)#interface ethernetl/l

SwitchB (Config-If-Ethernet 1/1)#anti-arpscan trust port
SwitchB (Config-If-Ethernet 1/1)exit
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23.4. Nouck HeucnpaBHOCTEeN NpeaoTBpaLleHua ARP-ckaHMpoBaHuA

MpepoTBpalieHe ARP-ckaHMpOBaHUA MO YMOMYaHWIO BbIKMOYeHo. [locne BKNoYeHUs
npefotepalleHns ARP-ckaHMpoBaHMS MonNb3oBaTeNb MOXeT BKMOUUTL oTnagky (“debug
antiarpscan”) ana npocmMoTpa OTNago4yHoOM MHGOPMaLUN.
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24. KOHOUT'YPALUUA SALLUTBI OT MNMOAMEHBbI ARP

24.1. O630p
24.1.1. ARP (Address Resolution Protocol)

B obwem, npotokon ARP (RFC-826), B ocHOBHOM, OTBe4YaeT 3a cooTHoweHue |P-agpeca
cooTBeTcTBYytowemMy 48-6utHomy dmanyeckomy agpecy, 1o ectb MAC-agpecy, Hanpumep,
IP-agpec 192.168.0.1, MAC-agpec ceteBomn kapTbl 00-1F-CE-FD-1D-2B.

Becb npouecc COOTHOLIEHWS COCTOMT B TOM, YTO XOCT OTMpPaBnsieT LIMPOKOBeLlaTenbHbIN
(broadcast) nakeT gaHHbIX, BKovatowmi B cebs nHdgopmauuio 06 IP-agpece xocta HasHavyeHus
(ARP-3anpoc), 3aTeM XOCT Ha3Ha4eHUs OTNnpaBnsieT MCXOAHOMY XOCTYy MakeT [aHHbIX,
BKNtovawoLwmn B ceba nHdopmaumio o6 IP-agpece n MAC-agpece. Takum obpasom, aBa xocrta
MOryT obmeHmBaTbCa nHopmaumen no MAC-agpecy.

24.1.2. MNoameHa ARP

C Toukm 3peHna npotokona ARP, 4tobbl ymeHbwnTe ARP-Tpaduk B ceTH, €Cnn XoCT NonyymT
ARP-0TBET, KOTOPLIN OH HEe 3anpalunBan, OH Tak Xe gobasuT 3anucbk B cBol ARP-kew, 4to
aenaet Bo3mMoxHbIM noagmeHy ARP (ARP spoofing). Ecnn xakep xoyeT npocnywaTb obMeH
AaHHbIMM  Mexay [OBYMsi XOCTaMuM B OOHOW ceTu (Oaxe eCcnu OHM MOAKMYEeHbl 4epes
KOMMyTaTopbl), OH OTnpasnseT nakeT ARP-oTBeTa AABYM XOCTaM Mo OTAENbHOCTU, 3TO NPUBOAUT
K TOMY, 4TO Kaxabli n3 xoctoB cuntaeTr MAC-agpec xakepa agpecoMm Apyroro xocta. Takmm
obpasom, BMeCcTO npsiMoro obmeHa, XOCTbl 0OMeHMBaKTCA TpaduKOM 4Yepe3 XOCT Xakepa.
Xakepbl He TOMbKO MONy4vakoT HeobXxoaMMyro UM MHopMaumio. M gns ycnewHon nepegayn
Heo6xoOuMO BCEro NMvb M3MEHUTb HEKOTOpYyl MHdOpMauuio B nakete. B aTom cnydae Ha
KOMMblOTEPE Xakepa He HYXXHO HacTpamBaTb CMELUAHHbIN PEXUM CeTEBOW KapThbl, T.K. NakeTbl
AaHHbIX NOCTYNaKT Ha KOMMbLIOTEP Xakepa Ha (PM3NYEeCKOM YPOBHE, KOMMbIOTEp paboTaeT Kak
peTpaHcnAaTop.

24.1.3. Kak npegoTBpatuth noameHy ARP

EcTb MHOro BMaoB atak, OCHOBaHHbIX Ha npoTtokone ARP. BonblUMHCTBO aTak OCHOBaHbI Ha
nogmeHe ARP, Tak 4To 04YeHb BaXXHO npenoTBpaTuTb NnogmeHy ARP.

MexaHunam nogmeHsl ARP npoHvkaeT B ceTb, B NepBYLO ovepenb, NyTeM Nogaesiku neranbHOro
IP-agpeca, 3aTtem nocbinad MHoro nogaenbHbix ARP-naketoB kKommyTtaTtopam, nocre 4ero
KOMMYyTaToOpbl 3aMeHsIloT npaBunbHble cBaskn |IP-MAC cooTBETCTBYHOLWMMUM CBSI3KAMKU U3
aTakylwmx naketoB. Takum ob6pasom, KOMMYTaTop OWMOOYHO OTNpPaBnsieT NakeThbl
aTaKkyloLeMy XoCTy, U 3TO AENCTBYET Ha BCEN CETH.

OCHOBHbIM MeTOAOM npeaoTBpalleHus atak u nogMeHol ARP Ha kommyTatopax fBnseTcs
OTKMNOYEHNEe Ha KoMMyTaTope PYHKUUN aBTOMaTU4eckoro o6HoBneHnsi. OBMaHLWmnK He CMOXeT
M3MeHUTb npaeuibHble cBA3kn IP-MAC Ha kommyTaTope, TEM CaMbiM npegoTBpallaeTcs
HenpaBunbHas nepecbiika nakeToB. B TO e Bpema 370 He npepbiBaeT QYHKUMIO
aBToMaTtnyeckoro obyyennsa ARP. Taknv obpasom, 3TO 3HAUUTENBHO NpeaoTBpaLLaeT NogMeHy
ARP.

ND — aT0 npoTokon obHapyxeHus cocenen B IPv6, aHanormyHeii npotokony ARP no npuHumny
AEencTBMs, NO3TOMY Ans npegoTspalleHms noaMmeHbl ND mMbl fjenaem To e camoe, 4YTo U Ans
ARP.

24.2. Kondurypauma npegotepaweHna nogmeHsl ARP

lMocnegoBaTenbHOCTLT HACTPOWKKM NpeaoTepaLLeHnst nogMmeHbl ARP:
1. OTtknounTb hyHKUMIO aBTOMaTU4eckoro obHosneHns ARP.
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2. OTKNUYNTb PyHKUMIO aBTOMaTnyeckoro obyyenns ARP.
3. [lomeHatb guHammnyeckmne ARP Ha ctaTudeckue.

1. OTkno4MTb PYHKUMUIO aBTOMaTu4eckoro obHosneHusa ARP.

KomaHpa

OnucaHue

O6wun pexum n Pexxum nopTta

ip arp-security updateprotect
no ip arp-security updateprotect

OTKMOUMTL/BKOYMTE (PYHKLMIO aBTOMATUYECKOrO
obHoBneHusa ARP

2. OTkmounTb OyHKUMIO aBTomMaTudeckoro obydeHnsa ARP, ND.

KomaHpa

OnucaHue

O6wmn pexum n Pexum nitepcenca

ip arp-security learnprotect
no ip arp-security learnprotect

OTKMOUMTL/BKOYMTE (PYHKLMIO aBTOMATUYECKOrO
obyuyeHns ARP

3. [lNNomeHatb anHammyeckme ARP, ND Ha ctaTtuyeckue.

KomaHaa

OnucaHue

O6wmn pexum n Pexum nopra

ip arp-security convert

NomenaTb auHammyeckne ARP Ha cTtaTunyeckne

24.3. NMpumep npepotBpaweHnsa nogmenbl ARP, ND

p

KommyTtartop

-

ca(olll

]
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PucyHok 24-1. Onucanvne obopyaoBaHus
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O6opyanoBaHue KoHdurypaums Kon-Bo
switch 1P:192.168.2.4;mac: 00-00-00-00-00-04 1
A 1P:192.168.2.1;mac: 00-00-00-00-00-01 1
B 1P:192.168.1.2;mac: 00-00-00-00-00-02 1
C 1P:192.168.2.3;mac: 00-00-00-00-00-03 HECKOIbKO

Ha gmnarpamme nokasaHa HopmanbHaga cBasb mexay B n C. XocT A xo4eT, 4ToObl KOMMYTaTOp
HanpaensaAn eMy nakeTbl, OTNpaBfneHHble XocToM B. B nepByto ovepeab A oTnpaBnsieT naket
ARP-oTBeTa Ha kommyTaTop B ¢opmate: 192.168.2.3, 00-00-00-00-00-01, conocrtasnasa ero
MAC-agpec ¢ IP-agpecom xocta C, kommyTtatop obHoBnseT ARP-cnncok u HauynHaeT
oTnpasnATb naketbl Ana 192.168.2.3 Ha MAC-agpec 00-00-00-00-00-01 address (agpec xocTa
A).

B panbHenwem xocT A nepecbiniaeT nNpuHATbIE nakeTbl XocTy C, MeHss agpec UCTOYHMKA U
agpec HasHadeHud. Tak kak ARP-cnMcok cBoeBpeMEHHO OOHOBISIETCS, eLLe OQHOW 3ajadven ans
xocta A gBnsieTcsa HenpepbiBHad otnpaBka ARP-otBeToB M obHoBneHne ARP-cnmncka
KOMMyTaTopa.

MosaToMy oO4YeHb BaHO 3awmTuTb ARP-cnvcok, HacTpouTb 3anpelleHne ARP-obyveHus B
ctabunbHOM cpefe M 3atemM U3MEHUTb Bce AuMHamumdeckne ARP-3anucm Ha ctatuyeckue.
BblyyeHHble ARP He 6yayT o6HoBNATHCA 1 ByayT 3alumLLEHbI.

Switch#config

Switch(config)#interface vlan 1

Switch(Config-If-Vlan1)#arp 192.168.2.1 00-00-00-00-00-01 interface eth 1/2
Switch(Config-If-VlanT)#interface vlan 2

Switch(Config-If-Vlan2)#arp 192.168.1.2 00-00-00-00-00-02 interface eth 1/2
Switch(Config-If-Vlan2#interface vlan 3

Switch(Config-If-Vlan3)#arp 192.168.2.3 00-00-00-00-00-03 interface eth 1/2
Switch(Config-If-Vlan3)#exit

Switch(Config)#ip arp-security learnprotect

Switch(Config)#

Switch(config)#ip arp-security convert

Ecnun okpyxatolwas cpega MeHsieTcsl, 3To no3eonseT 3anpeTutb ARP 0GHOBRNEHNMS, Kak TOMbKO
ARP GygeTt nM3y4eHO, OHO He MOXET ObiTb 0OHOBNEHO HOBbIM ARP-OTBETOM, OaHHble GyayT
3alULLEHbl OT NPOCYLUNBAHKUS.

Switch#config
Switch(config)#ip arp-security updateprotect
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25. HACTPOUKA ARP GUARD
25.1. BBegeHue B ARP GUARD

CyuiecTByeT cepbesHas ya3BMMOCTb B Mogenu ARP npoTokona, KoTopasi 3akno4yaeTcsl B TOM,
yTO ntoboe ceTeBoe YyCTPOUCTBO MOXET O0TnpaBuTe ARP-coobLleHne, 4Tobbl 06bsIBUTL O CBA3KE
IP- n MAC-agpecoB. 310 genaet BO3MOXHbIM ARP MoOLIEHHMYECTBO. 3N0YMbILLEHHUKN MOTYT
nocnate ARP-3anpoc unun ARP-oTBeT 4TOObl MHGOPMMPOBATL O HEBEPHOW CBA3KE MexXay
IP-agpecom n MAC-agpecom, koTopasi npmeeaeT k npobnemam ceasun. Ectb ase popmbl ARP
MolleHHu4ecTBa: 1. PC4 oTtnpaBnset ARP-coobuieHre 4ToObl coobuwmTb, YTto IP-agpec PC2
npusasaH k MAC-agpecy PC4, ato npuBegeT k Tomy, 4to Bce IP-nakethl, agpecyemble PC2,
Oyoyt otnpasneHbl kK PC4, Ttakum obpasom PC4 cmoxeT npocMmatpvmBaTb BCE MakeTbl,
agpecoBaHHble PC2; 2. PC4 otnpasndeT ARP-coobLieHne 4Tobbl coobunTs, 4to IP-agpec PC2
npusdasaH K HecyuwecTteytowemy MAC-agpecy, 310 npueegeT K Tomy, 4to PC2 He OyaeTt
nony4yaTb agpecoBaHHbIE eMY NaKeThbI.

B yacTHOCTM, ecnv 3noymbILWNEHHNK, npuberas kK ARP-moLeHHuYecTByY, BblgaeT cebs 3a wntos,
BCH CeTb BbIMAET U3 CTPOS.
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PucyHok 25-1. CxematnyHasa guarpamma ARP GUARD

MbI ncnonbayem punbTpylowmne anemMeHTsl KomMmyTaTopa ansa 3awmtel ARP-3anMcen BaxHbIX
CeTeBbIX YCTPOWCTB OT noApaxaHus Apyrmmun yctponctsamu. OCHOBHOW Teopuen 3TOro
ABNSAETCA MCNONb30BaHNE (PUNbTPYIOLWMX JNEMEHTOB KOMMYyTatopa [Afis NpOBEepKM BCeEX
ARP-cooGuweHun, npoxogawmnx 4epes nopT. Ecnu apgpec wuctouynHnka ARP-coobuieHus
3awmileH, cooblieHnst 6yaoyT oTOpoLLEHbl U HE NepedagyTcs aanee.

®OyHkuma ARP GUARD o006b4MHO wmcnonb3yeTcss Ans 3awuTbl Wio3a oT atak. Ecnm Bce
OOCTYMNHble KOMMbIOTEPbI B ceTu OyayT 3awmuweHbl dyHkumen ARP GUARD, agna artoro
noTpebyeTcsa HacTpouTb Ha nopTy Gonbloe konndectBo ARP GUARD agpecos, 4To 3anmeTt
Gonbwyo 4Yacte FFP 3anucen B uvne, W, Kak pesynbTaT, MOXeT OTPasnTbCA Ha OpYyrnx
npunoxexuax. Tak 4to ato ByaeT HenpasunbHO. PekomeHayeTcs agontupoBaTb CBOGOAHbIE
pecypcbl cornacHo cxembl goctyna. [loxanyncta, obpatutecb 3a nogpobHOCTAMM K
COOTBETCTBYIOLLEN JOKYMEHTALUMN.
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25.2. Cnucok 3apgay koHdurypaumm ARP GUARD

1. HacTtpoutb 3awmweHHble IP-agpeca.

KomaHpa

OnucaHue

Pexum KoHdurypaumm noprta

arp-guard ip <addr>
no arp-guard ip <addr>

Hactpouts/yaanute ARP GUARD agpec

@ §) QTECH

MWP [OOCTYNHEE

200




PykoBogcTteo nonb3osatend QSW-3470

KOHOUTIYPALMA CAMOOBPALLEHHOIO ARP (GRATUITOUS ARP) " www.gtech.ru |

26. KOHOUI'YPALUUA CAMOOBPALLEHHOIO ARP
(GRATUITOUS ARP)

26.1. BBegeHue B camoobpalueHHbin ARP

CamoobpalueHHbin ARP — ato Tun ARP-3anpoca, oTnpaBnsemMbiin XocToM 1 ero IP-agpecom B
KayecTBe agpeca Ha3Ha4YeHus.

BaszoBbii pexum paboTel kommyTatopoB QTECH cnegyrowmin: Ha nHtepdgencax 3-ro ypoBHs
MOXeT OblTb HACTPOEH MHTEpPBan pacchifikin camoobpalleHHbIXx ARP-3anpocoB unmn ato MoxeT
ObITb HacTpoeHo rnodansHO Ha Bcex nHTepdencax.

HasHauyeHue camoobpalleHHoro ARP crieaytoulee:

o YT100bl YyMeHbWNTb YacToTy ARP-3anpocoB XOCTOB K KOMMYyTatopy. XOCTbl B CETU
nepuogmyeckn nocbinatoT ARP-3anpocbl k w03y 4tobbl obHoBuTL MAC-agpec
wnt3a. Ecnn kommyTaTop pacceinaet camoobpalleHHble ARP-3anpockl, XocTam He
HY)XHO OTMPaBnATb 39TWM 3anpocbl. OTO YMEHbLUMT YacTOTy OTMPaBKM XOCTamu
ARP-3anpocoB Ha woa3.

o CamoobpawieHHbin ARP — 310 meTog npegotBpalleHns ARP-molleHHW4ecTBa.
Paccbinaembin kommyTaTopomM camoobpalueHHbIn ARP 3acTtaBuT Xo0CTbl 0GHOBUTE CBOW
ARP-kew. Takum obpasom nogaernbHbii ARP He doyHUMOHMpYeT.

26.2. Cnucok 3apgayd KoHdurypaumm camoobpaweHHoro ARP

1. BknounTb camoobpalleHHbii ARP n HacTpouTb nHTepBan otnpasku ARP-3anpocos.
2. Oto6pasnTtb KoHpUrypauuto camoobpatleHHoro ARP.

1. BknounTb camoobpalleHHbii ARP 1 HacTpouTb nHTepBan otnpasku ARP-3anpocos.

KomaHaa OnucaHue

Pexum rnobanbHOmn KoHdUrypaumm n pexum KoHdurypaumm nHtepdenca.

ip gratuitous-arp <5-1200> Bkntountb camooGpauweHHbin  ARP 1 HacTpouTb

no ip gratuitous-arp nHTepsan otnpaskv ARP-3anpocos.

KomaHga no oTmeHsieT camoobpalleHHbin ARP

2. Ot06pasnTtb KoHpUrypauuto camoobpatleHHoro ARP.

KomaHaa OnucaHue

PeXxnm agMmMHUcTpaTopa u pexxum KoHdurypaumm

show ip gratuitous-arp [interface vlan <1-4094>] OTobpasntb KOHcpurypauuio
camoobpauieHHoro ARP
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26.3. Npumep koH(pUrypauum camoobpaweHHoro ARP

KommyTatop

Wntepdeiic VLAN1
192.168.14.254
255.255.255.0

UnTtepdeiic VLAN1O0
192.168.15.254
255.255.255.0

:
:
A
:
&

MnK1 MnK2 MnK3 MK 4 MK 5

PucyHok 26-1. lNMpumep HacTporikn camoobpatueHHoro ARP

[na Tononormm ceTu, MokKasaHHOW Ha pUCYHKe, uHTepdenc kommyTtaTopa VLAN10 umeet
IP-agpec 192.168.15.254 n macky cetn 255.255.255.0. Tpu komnetotepa, PC3, PC4, PC5,
nogknoyeHsl Kk atomy unHtepdency. NHtepdenc VLAN1 mnveet IP-agpec 192.168.14.254 u
mMacky ceTtn 255.255.255.0. [1sa komnbtotepa, PC1 n PC2, noakntoyeHbl K 3TOMy UHTepdency.
CamoobpalleHHbIn ARP BkrtoyaeTcs cneayowmi KoHurypaumven:

O6a nHTepdenca ncnonbayoT camoobpatleHHbIn ARP.
Switch(config)#ip gratuitous-arp 300
Switch(config)#exit

CamoobpalueHHbIn ARP HacTpouT TOnbKo Ans OgHOro nHrepdenca.
Switch(config)#interface vlan 10
Switch(Config-if-Vlan10)#ip gratuitous-arp 300
Switch(Config-if-Vlan10)#exit
Switch(config) #exit

26.4. Nounck HencnpaBHocTen camoobpaweHHoro ARP

CamoobpalueHHbIn ARP BbiktoveH no ymonyaHuto. Korga camoo6paleHHbii ARP BKntoyeH,
OTNago4YHY0 MHOPMALMIO MOXXHO MOSMYYNTb, UCNONb3ys komaHay «debug ARP send».

Ecnn camoobpaweHHbin ARP BkrtoyeH rnobanbHO, OH MOXeT ObiTb BBLIKITHOMEH TOJSIbKO
rno6anbHo. Ecnn camoobpalueHHbIn ARP BktoueH Ha MHTepdence, OH MOXET ObiTb BbIKIHOYEH
TONbLKO Ha UHTepdeice.
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27. KOHOUT'YPALUA DHCP

27.1. BBegeHue DHCP

DHCP [RFC2131] cokpaweHHo oT Dynamic Host Configuration Protocol (npoTtokon
OWHaAMMYeCKOM HaCTPOMKN XOCTOB). OTO NPOTOKOS, KOTOPLIN AMHaMU4eCckn HasHavaeT IP-agpec
13 nyna agpecoB, Tak XXe yCTaHaBnNuMBaeT ApYyrne ceTeBble napameTpbl, TakMe Kak L3 Mo
ymon4yanuio, DNS-cepBep u pacnonoxeHue B ceTn ganna obpasa. DHCP — 310 pacwmpeHHas
Bepcusi BOOTP. 3TO OCHOBHasi TexXHOMOruns, KoTopasi He TONMbKO MoXeT obecneuntb
3arpy3o4Hon mMHdopmaumnen GesgnckoBble paboume CTaHUMKM, HO Takke MOXeT ocBoboauTb
aAMUHUCTPATOPOB OT py4vyHOro BepeHus IP-agpecHoro npocTpaHcTBa W yApOCTUTH
nonb3oBaTtensam npouecc HacTpourku. Ewe ogHo npenmyiectso DHCP B ToM, 4TO OH MOXeET
CHM3NTb TpeboBaHus K konmyecTBy IP-agpecoB, korga nonb3oBaTtesflb NokngaeT ceTb, ero IP
MOXET ObITb Ha3Ha4YeH gpyromy.

DHCP saBnsetcsa npoTOKONOM Tuna «KIneHT-cepsep», DHCP-knueHT 3anpawmBaeTr Yy
DHCP-cepBepa ceTeBoOW agpec 1 napameTpbl KOHUrypauum, cepeep NpeaocTaBnseT KNUeHTY
ceTeBOW afpec W napameTpbl KOHUrypaumu. Ecnn KnNMeHT u cepBep HaxXoAAaTCA B pasHbIX
nogceTdax, Heobxogumo wucnonb3oBatb DHCP-peTtpaHcnatop (relay) ana nepegauu
DHCP-nakeToB Mexay KnmeHTom un cepepom. Peannsauna DHCP npegcrasneHa Huxe:

Discovery -
P Offer
=g —
=5 0 Request R ha
DHCP-knneHt Ack DHCP-cepsep

o

PucyHok 27-1. Baaumogencteue npotokona DHCP
PasbacHeHue:

DHCP-knneHT paccbinaeT B JIOKanbHylO  NoAceTb  LUMpOKOBeLlaTenbHble  MaKTbl
DHCPDISCOVER.

DHCP-cepBep npu nonydeHun naketa DHCPDISCOVER otnpaensetr DHCP-knneHTy nakeTt
DHCPOFFER BmecTe ¢ IP-agpecamn n gpyrummn ceTeBbiMU NapameTpamu.

DHCP wnert wupokosewwatenbHbli nakeT DHCPREQUEST ¢ nHdopmaumenn o DHCP-cepsepe,
KoTopbii OH Bbibpan n3 DHCPOFFER nakeTos.

BbiGpaHHbin  knneHtom DHCP-cepBep otnpaensiet nakeT DHCPACK wn knueHT nonyyaeTt
IP-agpec v gpyrve napameTpsbl.

3T YeTblpe LWara Npoun3BoAAT NPOLECC AMHAMUYECKON HAaCTPOMKN XOcTa.

OpHako, ecrim DHCP-cepeep n DHCP-knMeHT HaxogaTcs B pasHbiX MOACETAX, CEPBEP He
nony4nT WnpokoseLaTensHble DHCP-nakeTbl, OTNpaBneHHbIE KNMEHTOM N HE OTBETUT eMy. B
aToM cnyvae Heobxoaum DHCP-petpaHcnsTop (relay) ans nepegaum takmx DHCP-naketos
MeXay KIMEeHTOM 1 CepBEPOM.

Kommytatop mMoxeTt paboTtate u kak DHCP-cepsep, u kak DHCP-petpaHcnstop. DHCP
noaaepXmnBaeT He TONbKO AMHaMUYecKoe HasHavyeHue IP-agpecoB, HO TakKe pyYHYHO NPUBA3KY
agpeca (Hanpumep, ykasaTtb onpeaeneHHbin IP-agpec ans onpegeneHHoro MAC-agpeca mnm
onpegenexHoro ID yctponcTtea). Paznuuna mexay AMHaMn4eCckum 1 CTaTtMyecknm HasHayeHnem
agpecos: 1) luHamnyeckn nonyvaembliin agpec MoXeT ObiTb KaXXabI pa3 pa3HbiM; NPUBA3aHHbIN
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BPYYHylO agpec Bcerga OyaeT oavHakoBbi. 2) Bpemsa apeHabl IP-agpeca, nonyyYeHHOro
AVHaMMYEeCKN, OQMHAKOBO ANS BCEro aApecHoro nyna, U OHO orpaHuyeHo. Bpemsi apeHpbl
IP-agpeca, NpuMBA3aHHOIO BPYYHYLO, TeopeTudeckn 6eckoHeuHo. 3) OuHamMmnyeckun Bblaensemble
agpeca He MoOryT ObiTb npuBs3aHbl BpyyHyw. 4) [lyn OMHAMUYECKUX aapecoB MOXET
HacnegoBaTb NapaMeTpbl KOHUrypaumMm cet nyna AMHaMUYecKUX afpecoB, OTHOCALLIErocs K
CErmMeHTy.

27.2. DHCP Server Configuration

Cnucok 3agay KoHpurypauun DHCP-cepBepa:

1. BknounTb/BblKMOYMTE cepauc DHCP.
2. Hactpoutb agpecHbin nyn DHCP.

2.1. Cosgatb/yganutb agpecHbin nyn DHCP.

2.2. Hactpoutb napameTpbl agpecHoro nyna DHCP.

2.3. Hactpoutb napameTpbl py4Horo agpecHoro nyna DHCP.
3. BxknounTb BegeHue XypHana ang koHIIMKTOB agpecos.

1. Bxkntountb/BbikNOunTL cepauc DHCP.

KomaHpa OnucaHue

Oo6wmn pexmm

service dhcp Bkntounte/BoikntounTh cepauc DHCP
no service dhcp

Pexunm koHdurypupoBaHu noprta

ip dhcp disbale OtknioveHne Ha nopte DHCP-o6cnyxuBanHus,

no |p dth disable KOMaHda N0 OTMEHAET OTKITH4YeHune

2. Hactpoutb agpecHbin nyn DHCP.
2.1. Cosgatb/yganuTb agpecHbin nyn DHCP.

KomaHaa OnucaHue

O6wmn pexmm

ip dhcp pool <name> HacTtpouTb agpecHbii nyn DHCP. KomaHga no oTMeHsieT

no ip dhcp pool <name> nyn aapecos DHCP
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2.2. Hactpoutb napameTpbl agpecHoro nyna DHCP.

KomaHpa

OnucaHue

Pexum appecHoro nyna DHCP

network-address <network-number> [mask |
prefix-length]

no network-address

HacTtpoiika o6nactv agpecos, KoTopble
MOryT ObiTb BblOeneHbl aapecHoMy
nyny. KomaHoa no  oTMeHsieT
BbleNneHne agpecHoro nyna

default-router
[<address1>[<address2>[...<address8>]]]

no default-router

HacTponka wnio3a no ymonyaHuio gns
DHCP-knuneHToB. KomaHga no
OTMEHSET LUM03 MO YMOMYaHUIo

dns-server
[<address1>[<address2>[...<address8>]]]

no dns-server

HacTponka DNS-cepsepa ans
DHCP-knneHToB. KomaHga no
OTMeHsieT HacTponky DNS-cepsepa

domain-name <domain>
no domain-name

HacTtponka [OOMEHHOrO WMeHM [Ang
DHCP-knuneHToB. KomaHpa no
OTMeHsIeT JOMEHHOEe NMS

netbios-name-server
[<address1>[<address2>[...<address8>]]]
no netbios-name-server

Hactponka apgpeca WINS-cepBepa.
KomaHga no oTMeHsieT HaCTpPOMKyY

netbios-node-type
node|pnode|<type-number>}

{b-node|h-node|m-

no netbios-node-type

HacTtpoika TMna
DHCP-knueHTOB.
OTMeHSeT T1n yana

yana ans
KomaHnpa no

bootfile <filename>
no bootfile

HacTtponka 3sarpysoyHoro dhanna ans
DHCP-knneHToB. Komanpa no
OTMEHSET 3arpy304HbIv dhann

next-server
[<address1>[<address2>[...<address8>]]]

no next-server
[<address1>[<address2>[...<address8>]]]

HacTpoitka agpeca cepBepa,
pasMmeLlalolero 3arpy3odHbid  ann.
KomaHga no oTmeHsieT yaanseT agpec
cepBepa

option <code> {ascii <string> | hex <hex> |
ipaddress <ipaddress>}

no option <code>

Hactpoiika  ceTeBoro  napameTpa,
onpegeneHHoro kogom onuun. KomaHga
no yganseT ceTeBon napameTp

(@ arecy
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KomaHpa

OnucaHue

lease { days [hours][minutes] | infinite }
no lease

HacTtponka BpemeHM apeHabl agpecoB
nyna. Komanga no ygansieT HaCTpOWKy
BpeMeHU apeHabl

max-lease-time {[<days>] [<hours>] [<minutes>] |

infinite}
no max-lease-time

HaCTpOVIKa MaKCnmalsibHOroBpemMeHun
apeHabl agpecoB B agpecHomMm nyne,
KOMaHaa no BOCCTaHaBIIMBaeT
HaCTDOVIKM no ymon4yaHuto

O6LWwunmn pexum

ip dhcp excluded-address <low-address> [<high-

address>]

no ip dhcp excluded-address <low-addre
[<high-address>]

UcknioyeHne 13  agpecHoro nyna
agpecoB, KOToOpble He npeaHa3Ha4vYeHbl

ss> ana AHaMmn4eCcKkoro BblaeneHund

2.3. Hactpontb napameTpbl py4yHoro agpecHoro nyna DHCP.

KomaHpa

OnucaHue

Pexum agpecHo

ro nyna DHCP

hardware-address <hardware-address>
[{Ethernet | IEEEB02|<type-number>}]

no hardware-address

3apaTtb/yganutb annapaTHbIi agpec, npu
pPY4YHOM Ha3HayeHuM agpeca

host <address> [<mask> | <prefix-length>]
no host

3apaTtb/yganutb |IP-agpec, kotopbii 6yget
Ha3Ha4YeH 3aaHHOMY KITMEHTY

client-identifier <unique-identifier>
no client-identifier

3apaTtb/yganutb YHUKanNbHbIA 1D
nornb3oBaTens

3. BknwounTb BegeHue xypHana anst KoHONNKTOB aapecos.

KomaHaa Onuca

Hue

Oo6wmn pexmm

ip dhcp conflict logging
no ip dhcp conflict logging

BkntounTb/BbIKNIOUNTE BeaeHue xypHana ana DHCP
agpecos, YTOObl O6HapPYXMUTb KOH(PNINKTLI aapecoB
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KomaHpa OnucaHue

Pexunm agmmHucTpatopa

clear ip dhcp conflict <address | all > | YaanuTb eanHWYHY0 3anncb KOHMNNKTA U yoanuTb
BCE 3anvcu

27.3. Kondurypaumsa DHCP-peTpaHcnaTopa

Korga DHCP-KNMeHT 1 cepBep HaxoasaTcAa B pa3HbiX cermeHTax, ansa nepegadn DHCP-nakeToB
Heobxoanm DHCP-peTpaHcnaTop. Mcnonb3osaHne  DHCP-peTpaHcnisaTopa  genaet
Heobsa3aTenbHbIM HacTporiky DHCP-cepBepa ans kaxgoro cermeHta, oauH DHCP-cepsep
MOXeT 06CnyXmnBaTb HECKONbKO CErMEHTOB, YTO 3(P(PEeKTUBHEE HE TOSMbKO C TOYKM 3peHusd
3aTpart, HO 1 C TOYKN 3pEHUS ynpaBreHus.

DHCPDiscovery (Broadcast) DHCPDiscovery
DHCPOffer (Unicast) p DHCPOffer
i = =
=5 0 DHCPRequest (Broadcast) h DHCPRequest | e

DHCP-knueHt DHCPAck (Unicasat) DHCP-peTpaHcnsaTop DHCPAck DHCP-cepsep

Fy

Yy

PucyHok 27-2. DHCP-peTpaHcnaTop

Kak nokaszaHo Ha pucyHke, DHCP-knveHT n DHCP-cepBep HaxogsaTcsi B pasHbiX MOOCETSX.
DHCP-knueHT BbiNonHAeT Te Xe 4YeTblpe wara DHCP, kak obbl4HO, TOMbKO K npoueccy
nobaeneH DHCP-peTpaHcnaTop.

KnneHT wneT wupokoselatenbHbin nakeT DHCPDISCOVER, DHCP-peTpaHcnsTop BCTaBnseT
cBon cobcTBeHHbIV IP-agpec B none «relay agent» B nakete DHCPDISCOVER v nepecbinaet
naket ykasaHHomy DHCP-cepsepy (onsi onucanmss cdopmata DHCP-kagpa obpatutech K
RFC2131).

Mpn nonyvyenmn naketa DHCPDISCOVER, nepecbinaemoro 4epe3 DHCP-peTtpaHcnsaTop,
DHCP-cepBep wnet knueHty naket DHCPOFFER yepe3 DHCP-peTpaHcnaTop.

DHCP-knueHT BbiOMpaeT cepBep W LwWneT wupokoeewaTenbHboli naketT DHCPREQUEST,
DHCP-peTpaHcnaTop Takum e obpa3om nepechiriaeT ero cepBepy.

Mpn nonyvyennn naketa DHCPDISCOVER, nepecbinaemoro 4epe3 DHCP-peTtpaHcnsaTop,
DHCP-cepBep wnet knneHTy naket DHCPACK yepe3 DHCP-peTpaHcnaTop.

Cnucok 3agay koHdpurypauumn DHCP:

1. Bknwounte DHCP-peTpaHcnaTop.

2. Hactpoutb DHCP-peTpaHCcnaTop Angd nepechbinkuy WmnpokoBellaTenbHbIX
DHCP-nakeToB.

3. Hactporika share-vlan.
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1. Bknounte DHCP-peTpaHcnaTop.
KomaHpa OnucaHune
Oo6wumn pexmm
service dhcp DHCP-cepsep n DHCP-peTpaHCcnaTop BKKOYalOTCA MNpu
no service dhcp BKntoveHun cepsnca DHCP

2. Hactpoutb DHCP-peTpaHcnaTop aAns nepecbinku WNMpoKoBeLlaTenbHbIX
DHCP-nakeToB.

KomaHpa OnucaHue

O6LwWwunn pexum

ip forward-protocol udp bootps Mopt UDP 67 wucnonb3yetcd Ans nNepechbisiku
no ip forward-protocol udp bootps LumMpokoBeLlaTternbHbix naketos DHCP

Pexum koHdurypaumm nitepcenca

ip helper-address <ipaddress> YcraHoBuTb agpec DHCP-cepeepa. KomaHga no ip
no ip helper-address <ipaddress> helper-address <ipaddress> 0TMEHSIET HAaCTPOWKY

3. Hactporika share-vlan.

Korga nonb3oBatenb  Xo4eT  UCNOMb30BaTb  YCTPOWCTBO  BTOPOrOo  YPOBHSA  Kak
DHCP-peTpaHcnaTop, KonnmyecTBo KOTOPbIX OrpaHMyero, To Nosfb3oBaTtesb Co3aeT MHTepgenc
TPEeTbEr0 YPOBHSA Ha YCTPONCTBE BTOPOro YPOBHS, HO UCMOSIb30BaHME UHTepdenca TpeTbero
ypoBHs ansi share-vlan (MoxeT BkMo4vaTb Heckonbko sub-vlan, ogHako sub-vlan Tonbko
COOTBETCTBYET share-vlan) moxeT ocywecTensate DHCP-peTpaHCcnaTop, U 0OAHOBPEMEHHO Ha
YCTPOWCTBE-PETPAHCASITOPE HYXXHO BKMOYMTL onumio 82.

KomaHaa OnucaHue

O6wmn pexmm

ip dhcp relay share-vlan <vlanid> subvlan <vlanlist> Co3pnaeT/ypansieT share-vlan u
no dhcp relay share-vlan sub-vian

27.4. NMpumepbl kKoHdpurypaumm DHCP
CueHapun 1:

YT006bl YNIPOCTUTL HACTPOMKY, KOMMAHUA UCMonb3yeT KoMMmyTaTop B kadectBe DHCP-cepBepa.
Appec B VLANe ynpasnenns — 10.16.1.2/16. JlokanbHasa ceTb pa3geneHa Ha ase cetu, A n B,
B COOTBETCTBUM C pacnosiokeHmem odmcoB. HacTpoirkm cetn gna pacnonoxeHunn A n B
nokasaHbl HUXe.
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Myn A (cetb 10.16.1.0) Myn B (ceTb 10.16.2.0)

YCcTponcTBO IP-agpec YcTponcTeo IP-agpec

LLno3 no ymonyaHuio 10.16.1.200 LLUno3 no ymonyaHuio 10.16.1.200
10.16.1.201 10.16.1.201

DNS-cepBep 10.16.1.202 DNS-cepBep 10.16.1.202

WINS-cepBep 10.16.1.209 WWW-cepBep 10.16.1.209

Tun yana WINS H-y3en

Bpems apeHabl 3 oHsa Bpewms apeHabl 1 neHb

B pacnonoxeHun A mawuHe ¢ MAC-agpecom 00-03-22-23-dc-ab HasHayeH OUKCUPOBAHHBIN
IP-agpec 10.16.1.210 n nmsa xocta “management”.

Switch(config)#service dhcp

Switch(config)#interface vlan 1

Switch(Config-Vlan-1)#ip address 10.16.1.2 255.255.0.0
Switch(Config-Vlan-1)#exit

Switch(config)#ip dhcp pool A
Switch(dhcp-A-config)#network 10.16.1.0 24
Switch(dhcp-A-config)#lease 3
Switch(dhcp-A-config)#default-route 10.16.1.200 10.16.1.201
Switch(dhcp-A-config)#dns-server 10.16.1.202
Switch(dhcp-A-config)#nethios-name-server 10.16.1.209
Switch(dhcp-A-config)#netbhios-node-type H-node
Switch(dhcp-A-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.1.200 10.16.1.201
Switch(config)#ip dhcp pool B
Switch(dhcp-B-config)#network 10.16.2.0 24
Switch(dhcp-B-config)#lease 1
Switch(dhcp-B-config)#default-route 10.16.2.200 10.16.2.201
Switch(dhcp-B-config)#dns-server 10.16.2.202
Switch(dhcp-B-config)#option 72 ip 10.16.2.209
Switch(dhcp-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.2.200 10.16.2.201
Switch(config)#ip dhcp pool Al
Switch(dhcp-Al-config)#host 10.16.1.210
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Switch(dhcp-Al-config)#hardware-address 00-03-22-23-dc-ab
Switch(dhcp-Al-config)#exit

PykoBoactBO no mucnonb3oBaHut: korga DHCP/BOOTP-knneHT nogkntovaetca k VLAN1
NnopTy KOMMYyTaTopa, KIMEHT MOXEeT MNonyy4uTb agpec Tonbko u3 cetm 10.16.1.0/24 BmecTto
10.16.2.0/24. 310 NOTOMY, YTO LUMPOKOBELLATENbHbLIN NakeT OT KnMeHTa OyaeTt 3anpalumBaTb
IP-agpec B TOM e cermeHTe VLAN-uHTepcpeiica, a IP-agpec VLAN-uHTepdenca —
10.16.1.2/24, noaTomy agpec, HasHayaeMbli KNnMeHTy, byaeTt npuHagnexatb cetn 10.16.1.0/24.

Ecnn DHCP/BOOTP-knNueHT xo4eT nonyyute agpec B cetn 10.16.2.0/24, wnios,
nepecbinarLlmii - LUIMPOKOBELLATENbHbIE NaKeTbl KNWEHTa, AOMMKEeH npuHaanexatb CeTu
10.16.2.0/24. Y106kl knueHT nonyunn agpec u3 nyna 10.16.2.0/24, pomkHa 6bITb obecneyeHa
CBA3HOCTb MEXAY KIMMEHTCKMUM LLSIHO30M U KOMMYTaTOPOM.

CueHapun 2:
DHCP-knueHT
&3 0
DHCP-knueHT E1/0/1 E1/0/2
= 192.168.1.1 . 10.1.1.1 =
o ““:—»
ED 0 2
DHCP-knmeHT DHCP-peTtpaHcnaTop DH%P;c?pfep

ETQ

PucyHok 27-3. KoHdurypauna DHCP-peTpaHcnaTopa

Kak nokasaHO Ha pWCyHKe, MapLIPYTU3UPYIOLWNA KOMMYTatop HacTpOeH B KayecTse
DHCP-peTpaHcnatopa. Agpec DHCP-cepsepa — 10.1.1.10. Warn koHdurypaumm cnegytowume:

Switch(config)#service dhcp

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 192.168.1.1 255.255.255.0
Switch(Config-if-Vlanl)#exit

Switch(config)#vlan 2

Switch(Config-Vlan-2)#exit

Switch(config)#interface Ethernet 1/2
Switch(Config-Erthernetl/2)#switchport access vlan 2
Switch(Config-Erthernetl/2)#exit
Switch(config)#interface vlan 2
Switch(Config-if-Vlan2)#ip address 10.1.1.1 255.255.255.0
Switch(Config-if-Vlan2)#exit

Switch(config)#ip forward-protocol udp bootps
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Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip help-address 10.1.1.10
Switch(Config-if-VlanT)#exit

3ameTKa: pekoMmeHayeTcs ucnonb3oBaTb KOMOUHaUMO komaHa ip forward-protocol udp <port>
nip helper-address <ipaddress>. KomaHga ip help-address moxeT 6biTb HacTpoeHa TONbKO Ha
noptax 3-ro ypoBHs U He MOXeT ObITb HACTpPOeHa Ha NopTax 2-ro ypoBHS.

CueHapun 3:
= Ethernet 1/2 Ethernet 1/3
—E (=] =
= 0 - o
DHCP-knuneHT DHCP-petpaHcnaTop

DHCP-cepsep

PucyHok 27-4.

Kak nokasaHo Ha pucyHke, KnNneHT nony4vaeT agpec Yyepe3 DHCP-peTtpaHcnsaTop. KommyTtaTtop
ABNAETCA YCTPOMCTBOM BTOPOro YpOBHA AOCTyna C BKMAYeHHbIM DHCP-peTtpaHcnaTopom u
onumen 82. Ethernet1/2 saBnsetcs noptom pgoctyna, BkntoveHHsiM B VLAN3, Ethernet1/3
SABNAeTCH TPaHKOBbIM  MNOPTOM, coefuHHeHbiM ¢ DHCP-cepBepoMm, agpec KOTOpOro
192.168.40.199. Ha kommyTaTtope cosgatoTca vian 1 n mHTepdenc vian 1, HacTpamBaeTcs
IP-agpec 192.168.40.50. Agpec DHCP-peTtpaHcnaTopa HacTpanBaeTcsa 192.168.40.199, nvlan3
HacTpauBaeTcs kak sub-vlan vlianl.

KoHdburypaums:
switch(config)#vlan 1 switch(config)#vlan 3
switch(config)#interface ethernet 1/2
Switch(Config-If-Ethernet1/2)#switchport access vlan 3
switch(config)#interface ethernet 1/3
Switch(Config-If-Ethernet1/2)#switchport mode trunk
switch(config)#service dhcp
switch(config)#ip forward-protocol udp bootps
switch(config)#ip dhcp relay information option
switch(config)#ip dhcp relay share-vlan 1 sub-vlan 3
switch(config-if-vlanl)#ip address 192.168.40.50 255.255.255.0
switch(config-if-vlanl)#ip helper-address 192.168.40.199

27.5. MNonck HencnpasHocten DHCP

Ecnu DHCP-knueHTbl He nosnydatoT IP-agpeca v gpyrme napameTpbl CEeTW, Mocre npoBepKu
kabenen n KNueHTCckoro obopyaoBaHus, cnegyeT BoIiNONHUTE CreaytoLlee:

MpoBepbTe, 3anyweH nu DHCP-cepBep, 3anyctute ero, ecnu OH He 3anyweH. Ecnu
DHCP-knneHTbl U cepBepbl HAXOAATCS HE B O4HOM (OU3NYECKOW CeTu, NpoBepbTE, UMEET Nn
MapLupyTtumsaTop, oTBevaoLnn 3a nepecbInky DHCP-nakeToB, dyHKUMIO
DHCP-peTpaHcngaTtopa. Ecnu  Ha npoMexyTouyHOM  Maplupytusatope HeT  YHKUMU
DHCP-peTpaHcnaTtopa, peKoMeHayeTCcs 3aMeHUTb 3TOT poyTep nnm obHoBuTb ero MO.
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B Takom cny4vae, DHCP-cepBep oomkeH ObiTb NPOBEPEH Ha NpeaMET HanMuusa agpecHoro nyna
B TOM e cermeHTe, 4to n VLAN koMmyTaTopa, ecrnv Takon nyn He CyLecTByeT, ero Heo6xoaMMo
pobaBnThb.

AfpecHbi nyn MoxeT ObiTb NMMB0o AnHammnyecknm, NMbo ctatmdeckum. Hanpumep, ecnu B nyne
NPUCYTCTBYIOT KOMaHAb! “network-address” n “host”, TonNbKO ogHa U3 HMX BCTYNUT B cuny. Kpome
TOro, B Py4HOW NpuBsA3ke Tonbko oAHa npuesaska IP-MAC MoxeT 6biTb HAacTpoeHa B KaXK4oM
nyne. Ecnn Heob6xoaMMo HECKONbKO MPUBSA30K, HY>KHO CO34aTb OTAENbHbIN aApecHbINn Nyn aAns
KaXxgomn 13 Hux. Hoeasi KoHcurypaumsa B CTapom nyrne nepesanuileT cTapylo.
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28. KOHOUT'YPALUUNA DHCPV6
28.1. BBepenne DHCPv6

DHCPv6 [RFC3315] — aTto IPv6 Bepcua npoTokona AMHAMMYECKOW KOHUrypauuMm XOCTOB
(DHCP).

OTOT NpoToKON Ha3Ha4vaeT IPv6-agpeca n apyrue napameTpbl HACTPOMKM CETU Takme Kak: agpec
DNS wn pomeHHoe wnma DHCP-knneHta, DHCPvV6 gBngetca ycnoBHOW aBTOMaTU4ECKOW
KoHcpurypaumen npotokona IPv6. B npouecce HacTpornku agpeca DHCP-cepBep npucBamBaeT
IP-agpec knuneHTy n npepoctaensetr DNS-agpec, JOMEHHOE UMS U MHOpMaLMIO OpYyrow
HacTpourku, naket DHCP wmoxeT nepegaBaTbCa 4Yepe3 AenernpoBaHHbIN peTpaHcnaTop,
HacTporkn agpeca IPv6 n knueHTa 3anucaHbl Ha cepBepe DHCPv6, Bce 81O noBblwaeT
appekTnBHOCTE ynpaeneHua cetoto. DHCPV6 moxeT obecrneunTb pacluvMpeHHyto dyHKLUIO
neneraumn npedmkcos. DHCPv6-cepeep Tak xe obecneuynBaetr DHCPv6-cepBuc 6e3
OTCNEXMBaHUA COCTOSIHMS, NPU KOTOPOM Ha3Ha4alTCA TOMbKO MapameTpbl KOHGUrypaumm,
Takme kak agpec DNS-cepBepa n JOMEHHOE MMS, HO HE HasHavaeTcs IPv6-agpec.

Ectb Tpn obbekta B npotokonie DHCPv6 — knueHT, cepBep u peTtpaHcnaTtop. lNMpoTokon
DHCPv6 ocHoBaH Ha npotokone UDP. Knnent DHCPv6 otnpasnsieT 3anpoc DHCP-cepsepy
unn DHCP-peTpaHcnsTopy Ha nopT HasHadeHuss 547, DHCP-cepep (Mnn peTpaHCnsTop)
OTNPaBnAOT OTBETHI HA MNOPT HasHadeHus 546. DHCP-knneHT oTnpasnsaeT 3anpockl (solicit) u
3asBku (request) DHCP-cepeepy Ha multicast agpec ff02::1:2.

Solicit (Multicast)

»
| 4
>

~ Advertise .
-«

>
=3 0 Request h

DHCPv6 Reply DHCPV6

A

had

Y\

PucyHok 28-1. CornacosaHne DHCPv6

Korga DHCPvV6-knueHT nbiTaetca 3anpocutb y DHCPv6-cepBepa IPv6-agpec u apyrue
napameTpbl, KIWEHT AOO0/MKEeH cHadana Hantnm DHCPv6-cepBep, 3aTeM YyXe 3anpocuTb
KOHdbUurypaums y cepeepa.

[Ons o6HapyxeHusi cepBepa DHCP-knuneHT paccoinaetr naketol SOLICIT (3anpoc) Ha
wnpokoBewatenbHbln agpec FF02::1:2.

Kaxgbin DHCP-cepBep, MONyyYMBLUMIA 3anpoc, OTBETUT KINMeHTy coobuennem ADVERTISE
(mpeanoxeHune), KoTopoe coaepxuT naeHtudukaTop cepeepa (DIUD) u ero npuopuTteT.

B03MOXHO, YTO KNMEHT Nony4nT Heckonbko coobwennn ADVERTISE. KnueHT gomkeH BoibpaTtb
OoOVH cepBep U oTBeTUTb emy coobueHnem REQUEST (3asBka), 4ToObl 3anpocutb agpec,
npennoXxeHHbl B coobweHnn ADVERTISE.

3artem BbIbpaHHbIN DHCPV6-cepBep coobuweHnem REPLY (oTBeT) noaTBep)aaeT HasHadeHve
knueHTty IPv6-agpeca n gpyrmx HacTpoekx.

[aHHble YyeTbipe LWara 3aBepLualoT NpoLecc AMHaMUYECKOW HAacTPOMKN XocTa. TeM He MeHee,
ecnn DHCPv6-cepeep U DHCPV6-KNMEHT He HaxoasaTcs B OOQHOW CeTu, CEpBEP HE MOMyYuT
LUMpoKOBeLlaTenbHbIA 3anpoc OT KNWEHTa M He oTBeTUT emy. B atom cnyyae Heobxoamm
DHCPV6-peTpaHcnaTop (relay), 4tobbl nepecbinatb 3anpockl MeXay KNMeHTOM 1 cepBepoM. B
KommyTaTope peanuaoBaHbl dyHkuMM DHCPvV6-cepBepa, relay u knueHTa pfenerauuu
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npedukco. Korga DHCPV6-petpaHcnaTop nonyyaeT coobuweHne ot DHCPvV6-knveHTa, OH
WHKancynupyet  ero B naket Relay-forward W  JocTaBnseT  criegyolemy
DHCPv6-peTpaHcnaTopy unu cepeepy. lNpuxogswime ot cepBepa K petpaHcnaropy DHPCv6
coobLLeHns uHkancynupoBsaHbl B nakeT Relay-reply. PeTpaHcnatop ybupaeT nHkancynaumio v
poctaBngeT nakeT DHCPV6-KnMeHTy nnu crnegytowemMy peTpaHcrisaTopy B CETW.

B cnyyae penerauuun IPv6 npedmkcos DHCPv6-cepBep HacTpoeH Ha MapuipyTusaTope
nposangepa, a DHCPV6-KNMeHT HacTpOeH Ha MapLupyTu3aTope KrMeHTa, MapLupyTusaTop
KNUeHTa WwneT maplipyTusaTopy npoBangepa 3anpoc Ha BblaerneHue npedukca agpecosB U
nony4vaeT NpeaBapuUTenibHO HAaCTPOEHHLIN NpedrKe, He HacTpaeBasa NpeduKe BpyYHyto. 3aTtemM
KNMEHTCKMIN MapLUpyTM3aTop OEeNUT MONyYeHHbIn npedunke (4NIMHa KOTOPOro He MoXeT ObiTb
MeHble 64) Ha 64 nogcetn. [aHHble npedmKkcbl OyayT aHOHCMpPOBaHbI COOOLLEHMAMM
o6baABNeHusa mapwpyTtusatopa (RA) xoctam, NOAKIOYEHHLIM HANPSMYHO K KITUEHTY.

28.2. Kondurypauma DHCPv6-cepBepa

Cnuncok 3agay kKoHdpurypauun DHCPV6-cepsepa:
1. BkntounTb/BblkAOUMTL cepauc DHCPVG.
2. Hactpoutb agpecHsbin nyn DHCPVG.
2.1. CosgaTtb/yganutb agpecHbin nyn DHCPV6.
2.2. Hactpoutb napameTpbl agpecHoro nyna DHCPV6.
3. Bxnountb doyHkumio DHCPv6-cepBepa Ha nopTy.

1. BknounTb/BblikAO4YMTL cepuc DHCPVG.

KomaHaa OnucaHue

Oo6wmn pexmm

service dhcpv6 Bkntountb/BbikNtounTh cepamuc DHCPv6E
no service dhcpv6

2. Hactpoutb agpecHbin nyn DHCPv6.
2.1. Cosgatb/yaanutb agpecHbin nyn DHCPV6.

KomaHaa OnucaHue

Oo6wmn pexmm

ipv6 dhcp pool <poolname> Cospatb/yganutb agpecHbii nynn DHCPv6
no ipvé dhcp pool <poolname>

214

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3470

KOHOUIYPALMA DHCPV6

2.2. Hactpoutb napameTpbl agpecHoro nyna DHCPV6.

KomaHpa

OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

network-address <ipv6-pool-start-
address> {<ipv6-pool-end-address> |
<prefix-length>} [eui-64]

no network-address

Hactpontb AmanasoH
Has3HavyaeMmblIn Nyrnom

IPv6-agpecos,

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpoutb  agpec
DHCPv6-knueHTa

DNS-cepsepa  anda

domain-name <domain-name>
no domain-name <domain-name>

HacTtpoutb gomeHHoe umst DHCPV6-knueHTa

excluded-address <ipv6-address>
no excluded-address <ipv6-address>

Wcknountb IPv6-agpec, kotopbin He 6ygeTt
HaHayaTbCHA AMHaMUYECKU

lifetime {<valid-time> | infinity} {<preferred-
time> | infinity}

no lifetime

HactpouTb Bpems AencTems nnu
npeanoYTUTENnbLHOE Bpems afpecHoro nyna
DHCPv6

3. Bknwountb pyHkumio DHCPvV6-cepsepa Ha nopTy.

KomaHaa

OnucaHue

Pexum koHdurypaumm nHtepcenca

ipvé dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipvé dhcp server <poolhame>

Bknounte dyHkumio DHCPvV6-cepBepa Ha
onpegeneHHoM nopTy n npvBA3aThb
ncnonb3yembin DHCPV6 agpecHbi nyn

28.3. Kondurypauma DHCPv6-peTpaHcnaTopa

1. Cnucok 3agay koHurypaumm DHCPV6-peTpaHcnsTopa.
2. Bxnountb/Boikntountb cepsuc DHCPVG.
3. Hactpoute DHCPV6-peTpaHCnsaTop Ha nopTy.
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1. BknounTb/BblKNOUMTL cepauc DHCPVG.
KomaHpa OnucaHune
Oo6wumn pexmm
service dhcpv6 BkntounTb/BbikNtOUNTL cepeuc DHCPV6
no service dhcpvé6

2. Hactpoutb DHCPvV6-peTpaHCcnaTop Ha NopTy.

KomaHpa

|
OnucaHue

Pexum koHdurypaumm natepcgenca

ipv6 dhcp relay destination {[<ipv6-
address>] [interface { <interface-name> | vlan
<1-4096>}]}

no ipv6 dhcp relay destination {[<ipv6-
address>] [interface { <interface-name> | vlan
<1-4096>}]}

HaCTPOWKY

YkasaTb agpec HasHauyeHus ans nepegaudm
DHCPv6-naketoB. KomaHgoa no ypanser

28.4. Kondmrypaumsa cepBepa generauum npecgpukcos DHCPV6

Cnuncok 3agay KoHdurypauum cepeepa generaumm npedumkcos DHCPV6:

1. BknounTb/BblkNouMTL cepauc DHCPVG.
2. HactpouTb nyn generaumm npedunKcoB.
3. Hactpoutb agpecHbin nyn DHCPv6.

3.1. CosgaTtb/yaanutb agpecHbin nyn DHCPV6.
3.2. HactpouTb nyn generaumm npeguKkcos, UCNOMb3yeMblid aapecHbIM MynoMm.
3.3. HactpouTb ctatnyeckyto NpnBA3sKy generaumm npedunkcos.
3.4. HactpouTtb gpyrve napameTpbl agpecHoro nyna DHCPv6.
4. BknounTb hyHKUMO cepBepa generaumm npedumkcos DHCPV6 Ha nopTy.

1. BknounTb/BbikNtouMTL cepeuc DHCPVG.

KomaHaa OnucaHue

O6wmn pexmm

no service dhcpv6

service dhcpv6 Bkntountb/BbikNtoUNTL ceperuc DHCPVE

@ §) QTECH

MWP [OOCTYNHEE

216




PykoBogcTteo nonb3osatend QSW-3470

KOHOUTYPALMA DHCPV6 | www.gtechru |

2. HactpowuTb nyn generauuy npedmkcos.

KomaHpa OnucaHue

Oo6wumn pexmm

ipv6 local pool <poolname> | HactpouTb nyn generauuvn npeduKcos
<prefix|prefixlength> <assigned-length>

no ipv6 local pool <poolname>

3. Hactpoutb agpecHbin nyn DHCPV6.
3.1. Cosgatb/yganutb agpecHbin nyn DHCPV6.

KomaHpa OnucaHue

O6LWwunmn pexum

ipv6 dhcp pool <poolname> Cospatb/yganutb agpecHbin nyn DHCPv6
no ipv6 dhcp pool <poolname>

3.2. HactpouTb nyn generaumy npeguKkcos, NCNOMb3yeMbIN.

KomaHaa OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

prefix-delegation pool <poolname> | Ykaszatb nyn  Aenerauuu npeguKcos,
[lifetime {<valid-time> | infinity} | ncnonb3yembii aapecHbIM MyfIoM 1 Ha3HauYNTb
{<preferred-time> | infinity}] npedguKc KNeHTy

no prefix-delegation pool <poolname>

3.3. HactpouTb ctatnyeckyo NnpnBA3Ky generaumm npedmnKkcos.

KomaHaa OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

prefix-delegation  <ipv6-prefix/prefix-length>  <client- | Hactpontb CTaTU4eCKyto
DUID> [iaid <iaid>] [lifetime {<valid-time> | infinity} | npmBa3ky generaumm npedukcos
{<preferred-time> | infinity}]

no prefix-delegation <ipv6-prefix/prefix-length> <client-
DUID> [iaid <iaid>]
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3.4. HactpouTtb gpyrve napameTpbl agpecHoro nyna DHCPV6.

KomaHpa

OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpoute  agpec  DNS-cepsepa  gns

DHCPvV6-knueHTa

domain-name <domain-name>
no domain-name <domain-name>

HacTtpoutb gomeHHoe umst DHCPV6-knueHTa

4. BknounTb hyHKUMIO cepBepa aenerauum npecoumkcos DHCPV6G Ha nopTy.

KomaHpa

OnucaHue

Pexum koHdurypaumm nitepcenca

ipv6 dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolname>

Bkntounts  pyHkumio DHCPV6-cepBepa Ha
onpefeneHHom nopTy n npvBA3aThb
ucnons3yembli DHCPV6 agpecHbIn nyn

28.5. KoHdwmrypaumsa knmeHta aenerauum npecdmkcos DHCPv6

Cnuncok 3agay KoHurypauumn knneHTa generaumm npegpukcos DHCPV6:

1. BknounTtb/BblkNO4YMTL cepauc DHCPV6.
2. Bxnountb oyHKUMIO KnNneHTa generaumm npedgukcos DHCPV6 Ha npoTy.

1. BknounTtb/BblkNo4MTL cepauc DHCPV6.

KomaHaa

OnucaHue

Oo6wmn pexmm

service dhcpv6
no service dhcpvé6

BkntounTb/Bbikntountb ceparuc DHCPvE
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2. BxknounTb doyHKUMIO KNneHTa aeneraumm npegpukcos DHCPV6 Ha npoTy.

KomaHpa OnucaHue

Pexum KoHdurypaumum nHtepcenca

ipv6 dhcp client pd <prefix-name> | BknouiTb QyHKUMIO KNWeHTa Aeneraumm
[rapidcommit] npedukcos DHCPv6 Ha npoTy 1 accoumaumio

no ipvé dhcp client pd Mofy4yeHHoOro npedukca C  HaACTPOEHHbIM
yHUBepcarnbHbIM NpedgrkcomM

28.6. NMpumepbl koHdpurypaumm DHCPv6

Mpumep 1:

Mpn pasBepTbiBaHUU ceten IPv6 kommyTtatopbl cepun QTECH moryT ObiTb HacTpoeHbl B
kavyectBe DHPvV6 cepBepoB anga ynpasneHusa pacnpegeneHvem agpecos IPv6.
Mognepxmeatotcs oba pexuma DHCPV6: ¢ oTcnexmBaHmeM COCTOSAHUSA 1 6e3 Hero.
Tononorus:

Ha ypoBHe pocTyna wcnonb3yetcd KomMmyTatop 1 Ons NOAKMYEeHWs norib3oBaTenen
obwexntna. Ha nepBoM ypoBHe  arperaumm KOMMyTatop 2  HaCTPOEH  Kak
DHCPv6-peTpaHcnaTop.HHa BTOpoM ypoBHe arperaumMm KomMmyTaTtop 3 HACTPOEH Kak
DHCPv6-cepBep M coegMHeH C MaructpanbHOM ceTblo. Ha komnbioTepax [ormkHa ObiTb
yctaHoBneHa OC Windows Vista, B koTopon ectb DHCPV6-KNUeHT.
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-

KommyTaTtop 3 -
V1:2001:da8:1:1::1 ::—» DHCPv6-cepsep
V10: 2001:da8:10:1::1

KommyTartop 2

e

: 2001: i It e
310;2208332;110;?;2 <> | DHCPvB-petpancnatop

VV100: 2001:da8:100:1::1

KommyTarop 1

DHCPvB-knueHT

PucyHok 28-2.
KoHdurypauna kommyTtaTopa 3:
Switch3>enable
Switch3#config
Switch3(config)#service dhcpvé
Switch3(config)#ipvé dhcp pool EastDormPool

Switch3(dhcpvé-EastDormPool-config)#network-address 2001:da8:100:1::1

2001:da8:100:1::100

Switch3(dhcpvé-EastDormPool-config)#excluded-address 2001:da8:100:1::1

Switch3(dhcpvé-EastDormPool-config)#dns-server 2001:da8::20
Switch3(dhcpvé-EastDormPool-config)#dns-server 2001:da8::21
Switch3(dhcpvé-EastDormPool-config)#domain-name dhcpvé.com
Switch3(dhcpvé-EastDormPool-config)#lifetime 1000 600
Switch3(dhcpvé6-EastDormPool-config)#exit
Switch3(config)#interface vlan 1

Switch3(Config-if-Vlan1l)#ipvé address 2001:da8:1:1::1/64
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Switch3(Config-if-VlanT)#exit

Switch3(config)#interface vlan 10

Switch3(Config-if-Vlan10)#ipvé address 2001:da8:10:1:1/64
Switch3(Config-if-Vlan10)#ipvé dhcp server EastDormPool preference 80
Switch3(Config-if-Vlan10)#exit

Switch3(config)#

KoHdburypaums kommyTtaTtopa 3:

Switch2>enable

Switch2#config

Switch2(config)#service dhcpvé

Switch2(config)#interface vlan 1
Switch2(Config-if-Vlan1)#ipvé address 2001:da8:1:1:2/64
Switch2(Config-if-Vlan1)#exit

Switch2(config)#interface vlan 10
Switch2(Config-if-Vlan10)#ipvé address 2001:da8:10:1::2/6 4
Switch2(Config-if-Vlan10)#exit

Switch2(config)#interface vlan 100
Switch2(Config-if-Vlan100)#ipvé address 2001:da8:100:1::1/64
Switch2(Config-if-Vlan100)#no ipvé nd suppress-ra
Switch2(Config-if-Vlan100)#ipvé nd managed-config-flag
Switch2(Config-if-Vlan100)#ipvé nd other-config-flag
Switch2(Config-if-Vlan100)#ipvé dhcp relay destination 2001:da8:10:1::1
Switch2(Config-if-Vlan100)#exit

Switch2(config)#

28.7. MNonck HecunpaBHocten DHCPv6

Ecnu DHCPV6-knNneHT He MoXeT nony4unts IPv6-agpec u gpyrve ceTesBble NapamMeTpsbl, Nocrne
npoBepkn kabenen n KNMeHTCKoro obopyaoBaHWs crieayeT BbIMOMHUTL creqytoLuee:

lMpoBepbTe, 3anyweH nn DHCPv6-cepsep, 3anycTute ero, ecrnn oH He 3anyuieH. Ecnu
DHCPV6-KNneHTbl U cepBepbl HAXOOATCS He B OOHOW (bmnandeckon ceTu, NpoBepbTe,
MMeEeT N MapLlpyTusaTop, oTBevarowmin 3a nepecbliiky DHCPv6-nakeToB, (GyHKUMIO
DHCPv6-peTpaHcnaTopa. Ecnn Ha NpoMeXXyTO4YHOM MapLupyTM3aTope HeT doyHKLNK
DHCPv6-peTpaHcnaTopa, peKkoMeHAYeTCsl 3aMEHUTb 3TOT poyTep unm OOHOBUTL €ro
Mno.

WHorga xocTbl, NOAKNIOYEHHbIE K KOMMyTaTopaM co BktoYeHHbIM DHCPV6, He moryT
nonyuntb IPv6-agpec. B aTon cutyauum B nepsyto ovepedb Heo6xoaumMo NpoBEPUTD,
NOOKIMIOYEHbl MM MNOPThI, K KOTOPbIM MOAKMNIOYEHbI XOCTbl, K MOPTY, K KOTOPOMY
nogkntoueH DHCPV6-cepBep. Ecnu nogkntoyeHo Hanpsamyto, ybeanTbcs, YTO aapeCHbIN
nyn IPv6 VLAN-a, K KOTOpoOMYy NpUHaANeXuT nopT, HaxoauTcs B OAHOW MoAceTU C
aflpecHbIM nynom, HacTtpoeHHbiM Ha DHCPv6-cepBepe. Ecnn nogknioyeHbl He Ha
NpsSMYI0, U MeXay XOCTOM 1 cepBepom HacTpoeH DHCPV6-peTpaHcnsaTop, Heobxoammo
B MepBY0 ovepeb NPoOBEpUTb, HACTPOEH N NpaBunbHbIN IPV6-agpec Ha nHTepdence
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KOMMyTaTopa, K KOTOpPOMY MOAKM4YaloTCsl XOocTbl. EcnyM He HacTpoeH, HacTpouTb
npaBunbHbIn IPv6-agpec. Ecnn HacTpoeH, HeoGxoaMMo MpPOBEPUTb, B OAHON S

nogcetm ¢ DHCPv6-cepBepoM HaxoauTca HacTpoeHHbl IPv6-agpec. Ecnn Her,
noxanyuncra, fobaBbTe ero B agpecHbIv nyrn.
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29. KOHOUT'YPALUUA OINMUAN 82 DHCP
29.1. BeepgeHue B onuuto 82 DHCP

Onuma 82 DHCP — aTo onuusa nHdopmauumn petpaHenupytoLlero areHta (Relay Agent). Onumsa
82 DHCP HanpaBneHa Ha ykpenneHue 6e3onacHoctu cepeepoB DHCP un ynyyweHma nonutmkm
KoHgurypauum IP-agpecoB. PeTpaHcnvpylowmin areHT gobaenset onumio 82 (BKMKOYatoLLyto
du3myeckuin MNopT [JOocTyna KNWeHTa, uaeHTUdukatop YCTPOWCTBA [JOCTyna W Opyryto
uHdopmaumio) B DHCP-3anpoc, MOMyYeHHbIM OT KAMEHTa, 3aTeM nepecbinaeT ero
DHCP-cepBepy. Korga DHCP-cepBep, koTopbIi nogaepxueaet yHKUuMIO onumm 82, nony4vaet
cooblleHne, OH BblgenseT KnNueHTy IP-agpec u gpyrve napameTpbl B COOTBETCTBUM C
npegHacTpOEeHHbIMU NonuMTMKkamMmu u nHpopmaumven B onuumn 82. B 1o e Bpema DHCP-cepsep
MOXeT uaeHTMduLumMpoBaTb BCe BO3MOXHble aTakm DHCP-coolbweHnsamm B COOTBETCTBUM C
nHdopmaumen B onuumn 82 n 3awmTnTb OT HUX. DHCP-peTpaHCnvpyowmin areHT CHAMET Onumto
82 ¢ oTBETHOro coobLleHNa 1 nepenact ero onpegeneHHoMy MopTy yCTpOWCTBa OCTyna, B
COOTBETCTBMM C MHGOpMaumen o omsmyeckom nopte B onumun. NpumeHeHme onuum 82 DHCP
Npo3payvHo ANs KNueHTa.

29.1.1. CtpykTypa coobuweHus onuun 82 DHCP

CoobuieHne DHCP moxeT nMeTb HECKONbKO CErMeHTOB onuuin, onuma 82 oanH n3 Hux. OHa
OoIkHa BbITb Nocne apyrux onuuim, HO Ao onumm 255. BoT ee cdhopmar:

Code Len Agent Information Field
- +————— +———— - +————— - —4———— +
| S2 | H | 11l | 12 | 13 | 14 | | iH |
F———— S F————— S $———— F————— —4———— +

Code: npeacrtaBnsieT NopsgKOBbIA HOMEP onuun MHOPMaUUN PETPAHCIMPYIOLLEro areHTa,
onums 82 Tak HasbiBaeTcs noTomy, Yto RFC3046 onpeaenseT ee kak 82.

Len: konnyecTtBo 6anT B Nofie MHpopmaLmmn areHTa, He BKItoYvasa gea 6anta B cermeHTe Code u
cermeHTe Len.

Onuna 82 moxeT MMETb HEeCKOrbko cybonumn, TpebyeTcsi Kak MUHMMYM oOfHa cybonuus.
RFC3046 onpegensieT cnegyowme ase cyoonumm, opmMmaTt KOTOPbIX NoKasaH HUXeE:

SublOpt Len Sub—option ¥alue
e - ————— e e - o —4————— +
| 1 | H | =1 | s2 | s3 | =4 | | =H |
+————— - $————— F————— F————— - +—-- —4————— +
SublOpt Len Sub—option ¥alue
. - - e e - +—— —————— +
| 2 | H | 11 | 12 | 13 | 14 | | iH |
F————— F————— $————— F————— +————— - +—- —4————— +
SubOpt: nopsigkoBLIM HOMep cybonuuu, nopsgkoBbid Homep cybonumm Circuit-ID — 1,

nopsigkoBbI HoMmep cy6onumm Remote ID — 2.
Len: konn4yecTteo 6anT B cybonumum, He BkItovas asa 6anTta B cermeHTe SubOpt n cermeHTe Len.
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29.1.2. MexaHu3m paboTbl onuun 82

PetpaxcnaTtop/areHt DHCP

DHCP

DHCP-knueHTt

PucyHok 29-1. inarpamma notokos onumn 82 DHCP

Ecnn DHCP-peTpaHcnupylowmn areHT noggepxumeaet onuuio 82, DHCP-knueHT [orkeH
nNponTn cnegywowme Yetbipe wara, Ytobbl nonyuntb IP-agpec ot DHCP-cepsepa: discover,
offer, select n acknowledge. Npotokon DHCP cneayet npuBeaeHHON HWXe npouenype:

1. DHCP-knMeHT Npn nHMumanusaunm nocbinaeT WMpoKoBeLlaTenbHoe coodleHune
3anpoca. JTo coobLleHne He nmeeT onuum 82.

2. DHCP-peTpaHcnupytowmm areHT gobasumt onuuio 82 k coobLueHmto 3anpoca, KoTopoe
OH nony4uT, 3aTeM nepewuneT a1o coobueHne DHCP-cepsepy. o ymonyaHuio
cybonums 1 onumm 82 (Circuit ID) aTo uHdbopmaums 06 nHtepderice, K KOTOpoMy
nogkntoyeH DHCP-knueHT (VLAN n pmnsnyeckor nopT), HO Nonb3oBaTeNlb MOXET
HacTpouTb Circuit ID no ceoemy ycmoTpeHuto. Cybonumsa 2 onumm 82 (Remote ID) —
aTto MAC-agpec ycTtponctea DHCP-peTpaHcnaTopa.

3. [ocne nonyyvyernna DHCP-3anpoca DHCP-cepBep BbigenuT KNneHTy IP-agpec n
APYryro MHpopmMaumio, B COOTBETCTBUM C NPegHACTPOEHHbIMU NOAUTUKaMU U
nHdopmaumen B onumm 82. 3atem oH HanpasuT DHCP-peTpaHcnnpylowemMy areHTy
oTBeTHoe coobuieHne ¢ DHCP koHdurypaumen v onumen 82.

4. DHCP-peTpaHCNMpylLWmMiA areHT O4NCTUT OTBETHOE coobLueHre oT onuumn 82 un
HanpaBuWT €ro KIeHTy.

29.2. Cnucok 3apgay KoHdurypauum onuun 82 DHCP

1. Bkmountb onuuio 82 DHCP-peTpaHCcnNupyowero areHTa.

HacTtpouTb aTtpnbyTbl nHTepdenca onuun 82 DHCP.

Bkntountb onuuto 82 DHCP-cepBepa.

HacTtpouTb cbopmat no ymonyaHuio onumm 82 DHCP-peTpaHcnupyoLero areHTa.
HacTtponTb pasgenutens.

Hactpontb meToq co3gaHus onumm 82.

MpoBoAnTb AMarHOCTUKY 1 nogaepky onumm 82 DHCP.

No ok WN
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1. BknounTtb onuuio 82 DHCP-peTpaHcnupytoLLero areHTa.

KomaHpa

OnucaHue

Oo6wumn pexmm

ip dhcp relay information option
no ip dhcp relay information option

BkntovaeT pyHKUMKM onummn 82 Ha peTpaHCnupyowem
areHTe KommMmyTaTopa.

KomaHga no BbikrtodaeT yHKLUUIO

2. Hactpoutb atpnbyThl nHTEpdenca onumm 82 DHCP.

KomaHpa

OnucaHue

Pexum koHdurypaumum nHtepcgenca

ip dhcp relay information policy {drop |
keep | replace}

no ip dhcp relay information policy

YcTaHaBnMBaeT MOMUTUMKN  peTpaHCnsauumn
COOOLLEHNS, KOTOPOE YXKE COAEPXKUT Onuuto
82. Pexvm drop o3Ha4vaeT, 4To coobLieHue,
cogepxagee onuuio 82, GyaeTr oTOPOLLEHO
06e3 kakon-nubo obpaboTkn. Pexum keep

O3Havaer, 4yTO cuctema oCTaBuT
opurMHanbHyto onumio 82 u  nepepact
coobuwleHne cepeepy. Pexum  replace
O3Havaer, yTO cuctema 3amMeHuT

CyLLEeCTBYOLLYIO onuuio 82 cBoen 1 nepegact
coobuleHne cepeepy. KomaHga no ycTaHOBUT
NONUTUKY B PEXMM NO yMornyaHuio — replace

Ip  dhcp relay information
subscriberid {standard | <circuit-id>}

option

no ip dhcp
subscriber-id

relay information option

YcranaBnueaeT dopmat cybonummn 1 onuum
82 (Circuit ID), standard o3HavaeT
cTaHgapTHble Ha3BaHus VLAN n domsnyeckoro
nopta, Hanpumep, «Vlan2+Ethernet1/0/12»,
<circuit-id> 910 coxepxaHune circuit-id,
3aaHHOro nonb3oBarteniemM (CTpoka He 6onee
64 cumsonoB). KomaHga no ycTaHOBMT
CTaHOapTHbIN dhopmaT

O6wmn pexmm

ip dhcp relay information option remote-id
{standard | <remote-id>}

no ip dhcp
remoteid

relay information option

YcraHaBnuBaeT dopmat cybonummn 1 onuum
82 (Remote ID). Komanga no ycTaHOBUT
CTaHOapTHbIN dhopmaT

(@ arecy
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3. Bkntouuntb onumo 82 DHCP-cepsepa.
KomaHpa OnucaHue
O6wumn pexmm
ip dhcp server relay information enable Mossongetr DHCP-cepBepy komMMmyTaTopa

no ip dhcp server relay information enable

maeHTuduumposaTb onumio 82. KomaHga no
OTKITHOYaeT aTy (PyHKLMIO

4. HacTtpouTb oopmaT no ymonuyaHuto onumm 82 DHCP-peTpaHcnupyloLero areHTa.
KomaHpa OnucaHue
O6LWwunmn pexum
ip dhcp relay information option | YctaHaBnuBaeT dopmaT subscriber-id onunn

subscriber-id format {hex | acsii | vs-hp}

82 peTpaHcnupytoLero areHTa

ip dhcp relay information option remote-id
format {default | vs-hp}

YcranaenusaeTt ¢dopmat remote-id onuumn 82
peTpaHCNMpyoLero areHTa

5. HacTpouTb pasgenurens.
KomaHaa OnucaHue
Oo6wmn pexmm
ip dhcp relay information option delimiter A HactpauBaet pasgenurtenbs Kaxkgoro
[colon | dot | slash | space] napametpa cybonuun B onuun 82 B
no ip dhcp relay information option [1o0ansHom  pexume.  Komanaa  no
SelfrmiEn BOCCTaHaBnvBaeT pasgenutensb no
ymMon4yaHuio — slash
6. HactpouTtb megoT cosganus onuum 82.
KomaHaa OnucaHue
Oo6wmn pexmm
ip dhcp relay information option self- | YctaHaBnuBaeT menoT co3gaHus onuun 82,

defined remote-id {hostname | mac | string
WORD}

no ip dhcp relay
selfdefined remote-id

information option

nonb3oBartenu MOryT  CaMOCTOSITESIbHO
onpegenuTb napameTpbl cybonumm remoteid

ip dhcp relay information option self-
defined remote-id format [ascii | hex]

YcTaHaBnuBaeT nosib3oBaTenbCckun dopmat
remote-id gns onumn 82
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KomaHpa OnucaHue

ip dhcp relay information option self- | YctaHaBnMBaeT Metoa co3gaHusi onuumn 82,
defined subscriber-id {vlan | port | id | nonb3oBaTenn MOFyT  CaMOCTOSITENBHO
(switch-id (mac | hostname)| remote-mac)| = onpegenuTb napameTpbl cybonumm circuit id

string WORD }

no ip dhcp relay information option
selfdefined subscriber-id

ip dhcp relay information option self- | YcraHaBnuBaeT nonb3oBaTenbckun dopmar
defined subscriber-id format [ascii | hex] circuit -id gns onuun 82

7. TpoBoanTb AnarHOCTUKY 1 nogaepxky onuun 82 DHCP.

KomaHpa OnucaHue

Pexum agMuHucTpartopa

show ip dhcp relay information option OTtobpaxaeT wHGOpPMALUIO O COCTOSIHUM
onumm 82 B cucteme, BKIWYas Bce
napameTpbl HACTPOWKN

debug ip dhcp relay packet Wcnonbayetcsa ans oTobpaxeHus
nHopmaumm o6 ob6paboTke nakeToB B
DHCP-peTpaHcnvpyloLem areHTe, BKIo4vasi
aencrtensa «gobaBnTb» N «OYUCTUTBY

29.3. NMpumepbl npumeHeHus onuumn 82 DHCP

DHCP-knuenT MK1 KommyTtarop 1

DHCP-knueHT MNMK2

KommyTarop 2

PucyHok 29-2. Tunoson npumep npumeHenns onummn 82 DHCP

B paHHOM cxeme oba kommyTaTtopa BTOPOro ypoBHs (1 M 2) nogkntoyveHbl K KOMMyTaTopy
TpeTbero ypoBHs (3), koTopbin nepeaaet DHCP-3anpockl oT knneHToB cepsepy. Ecnu onuma 82
BblkntoyeHa, DHCP-cepBep He CMOXET pacno3HaTb, U3 Kakon NOLCETU KINEHT, U BCE KINEHTHI,
NOAKMOYEHHbIE K KOMMyTaTopaMm 1 n 2, ByayT nonyyaTb agpeca u3 obuiero agpecHoro nyna
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DHCP-cepBepa. [locne BkntoyeHus onumm 82, T.K. kommyTtaTtop 3 pobaensieT K 3anpocy
MHpopMaumio O MopTe, CepBep CMOXEeT pacrno3dHaTb, B KaKoOW CeTU HaxoOuTCA KIMEeHT
(kommyTaTtop 1 unu KomMmyTaTop 2) U, TakuMm obpa3om, CMOXeT BbiAeNsTb pa3Hoe agpecHoe
NPOCTPAHCTBO ABYM NOACETAM, YTOObI YNPOCTUTL YNpaBreHne CeTbio.

KoHdurypaums komytatopa 3 (MAC-agpec 00:1f.ce:02:33:01):

Linux

Switch3(Config)#service dhcp

Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
Switch3(Config)#interface vlan 3

Switch3(Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3(Config-if-vlan2)#ip helper 192.168.10.88

ISC DHCP-cepsep noggepxueaeT onuuio 82, ero KOHGUrypaumoHHbl ann

/etc/dhcpd.conf:

ddns-update-style interim; ignore client-updates;
class "Switch3Vlan2Class1" {

match if option agent.circuit-id = "Vlan2+Ethernet1/0/2" and option agent.remote-
id=00:1f:ce:02:33:01;

}
class "Switch3Vlan2Class2" {

match if option agent.circuit-id = "Vlan2+Ethernet1/0/3" and option agent.remote-
id=00:1f:ce:02:33:01;

}

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name "example.com.cn®;
option domain-name-servers 192.168.10.3;

authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours
allow members of "Switch3Vlan2Class1";
} pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours

max-lease-time 86400; #24 Hours
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allow members of "Switch3Vlan2Class2";

}
}

Tenepb DHCP-cepBep OyaeT BblAeNATb agpeca Ana y3noB ¢ koMMyTaTtopa 2 M3 guanasoHa
192.168.102.21 ~ 192.168.102.50, a gnsa kommyTtatopa 1 u3 gmanasoHa 192.168.102.51 ~
192.168.102.80.

29.4. Nouck HeucnpaBHocTen onummn 82 DHCP

Onumna 82 DHCP peanusoaHa kak nogdyHkums mogyna DHCP-peTtpaHcnatopa. NMpexae, Yyem
ee ucnonb3oBaTb, Heobxoanmo ybeantbcd, UTo DHCP-peTpaHCnpyoWwmin areHT HacTpoeH
npaBuUIbHO.

Onumna 82 tpebyet B3aumogenctana DHCP-peTpaHcnsaTopa n DHCP-cepsepa. DHCP-cepBep
OOIKEH YCTaHOBUTb MOMUTUKY BblAENEHUS agpecoB OCHOBLIBAsiICb Ha CETEBOW TOMOMOrmn
DHCP-peTpaHcnaTopa, HO, Oaxe ecnu peTpaHcnaTop paboTaeT HopManbHO, BblAeneHue
agpecoB MOXeT He nonyynTtbcs. Ecnm B cetu Bonblie OQHOrO peTpaHcnsTopa, ygenute
BHUMaHue nonntuke nepegadym DHCP-3anpocos.

Mpn peanunsaumm yHkumn onumm 82 DHCP-peTpaHcnsTopa, nogpobHas uHgopmaums o
npouecce paboTbl pyHKUMM onumm 82 DHCP-peTpaHcnaTopa MOXET ObiTb Nofy4YeHa KoMaHaom
«debug ip dhcp relay packet». 3ta nHdopmaumnsa MoxeT NOMOYb B MOUCKE HEUCMPABHOCTEMN.

Mpun peanusaunmn cdyHkuumn onuumn 82 DHCP-cepsepa, nogpobHast nHopmaumsa o npouecce
paboTbl pyHKuumn onuun 82 DHCP-cepBepa MoxeT ObITb nonyydeHa komaHgon «debug ip dhep
server packety». 3Ta nHopmauusa MOXeT MOMOYb B MONCKE HENCNPABHOCTEMN.
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30. Ornuun 6o U 43 DHCP
30.1. BBepgeHue B onuun 60 n 43 DHCP

DHCP-cepBep aHanuanpyeT nakeTbl oT DHCP-knneHTa. Ecnu npuxogmnt naket ¢ onuuen 60,
cepBep npuvHMMaeT pelweHve BosBpawaTtb nNu DHCP-knneHTy naketel ¢ onuuen 43 B
cooTBeTCTBMM C onumen 60 n HacTpausaeT napameTtpbl 60 n 43 B agpecHOM NPOCTPaHCTBE
cepsepa DHCP.

HacTponka cooTBeTCcTBYHOWMX onumii 60 1 43 B agpecHom npoctpaHcTBe DHCP-cepsepa:

1. B agpecHOM npocTpaHCcTBe HacTpauBatoTcs onuumn 60 1 43 ogHoBpeMeHHo. MNpuxoant
DHCP-naket c onumen 60 ot DHCP-knueHTa, ecnn oH coBnagaeT ¢ onuuen 60
agpecHoro npoctpaHctea DHCP-cepepa, DHCP-KnMeHT nonyynTt onumio 43,
HaCTPOEHHYI0 B aApECHOM MPOCTPaHCTBE, nHade onuusa 43 DHCP-knneHTy He
BO3BpaLLaeTcs.

2. B agpecHoM npocTpaHCTBE HacTpamBaeTcs TONbko onumsa 43, coBnagatowas ¢ nobon
onumen 60. Ecnn nonyvyeH DHCP-nakeT ¢ onumen 60 ot DHCP-knneHTa, 10
DHCP-knueHT nonyuunt onuuio 43, HACTPOEHHYIO B aAPECHOM MPOCTPAHCTBE.

3. Ecnu B agpecHOM npocTpaHCcTBE HACTpoeHa Tonbko onums 60, To DHCP-knneHT He
nonyynT onuuto 43.

30.2. Hactpounka onuuun 60 n 43 Ha DHCP

1. bBasoBble HacTpoviku onuui 60 1 43.

KomaHaa OnucaHue
Pexunm koHdurypaumm agpecHoro npoctpaHcTea
option 60 ascii LINE HacTponka onuun 60 B CMMBOSIBHOW CTPOKE B dhopmaTte ascii B
pexume IP-agpecHoro npoctpaHctea DHCP
option 43 ascii LINE HacTponka onuun 43 B CMMBOJSIBHOW CTPOKE B dhopmate ascii B
pexume IP-agpecHoro npoctpaHctea DHCP
option 60 hex WORD Hactponka onumm 60 B cMMBOMbHOW CTpoke B chopmaTe hex B
pexume IP-agpecHoro npoctpaHctea DHCP
option 43 hex WORD HacTponka onumm 43 B CMMBOJIbHOW CTpoke B chopmaTe hex B
pexume IP-agpecHoro npoctpaHctea DHCP
option 60 ip A.B.C.D Hactponka onuun 60 B CMMBOSBbHOM CTpoke B dhopmate IP B
pexume IP-agpecHoro npoctpaHctea DHCP
option 43 ip A.B.C.D HacTponka onuuu 43 B CMMBOJIbHOW CTpoke B dhopmate IP B
pexume IP-agpecHoro npoctpaHctea DHCP
no option 60 YaaneHne Hactpoek onuum 60 B pexumme  agpecHoro
NpoCTpaHCTBa
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KomaHaa OnucaHue

no option 43 YaaneHne HacTtpoek onuunm 43 B pexume  agpecHoro
npocTpaHCcTBa

30.3. NMpumep HacTpouku onuun 60 n 43 DHCPV6

= . =
[ 5a8 — o
Xoct KommyTtatop DHCP-cepeep

PucyHok 30-1.

Fit AP nonyyaetr IP-agpec un onumio 43 — npusHak DHCP-cepBepa pgnsi oTnpasBku
ogHoagpecHoro discovery 3anpoca Ha 6ecnpoBogbin KoHTponnep. DHCP-cepeep HacTpamBaeT
onumto 60 B cooTBeTcTBMM € onumen 60 Fit AP n sosspawaeT 43 onuuto FTP AP.

# Hactponka DHCP-cepBepa
router(config)#ip dhcp pool a
router (dhcp-a-config)#option 60 ascii AP1000
router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6

30.4. YcTtpaHeHue HeucnpaBHocTen 60 n 43 onuun DHCP

Ecnn BosHukaoT npobnem npu HacTtponke DHCP onuun 60 n 43, noxanyncra ybegurtecb, 4YTo
Npobnembl He Bbi3BaHbl CrieayoLWMMN NPpUYNHaAMU:
o [lpoBepbTe BKNtoUeHa N pyHKumaA cnyxosl DHCP.

e Ecnu HacTpoeHo agpecHoe npocTpaHcTBo onumn 60, yéeanTtech, YTO OHO coveTaeTcs
c onumen 60 B nakeTax.
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31. ornuun 37, 38 DHCPV6
31.1. BBegeHue B onuuu 37, 38 DHCPvV6

DHCPV6 (npoTokon gnHammu4veckon KoHdurypauum xoctos aAns IPv6) paspaboTtaH anst agpecHon
cxeMmbl IPV6 n ncnonbsyeTcs Ans HazHadeHna xoctam IPv6 npedumkcos, IPv6-agpecoB 1 gpyrnx
KOH(pUrypaumoHHbIX NnapamMeTpoB.

Ecnn DHCPV6-KNMeHT Xo4yeT 3anpocutb napameTpbl KoHdurypauum ot DHCPv6-cepsepa,
Haxogsllerocs B OpYroM CerMeHte, To Aansa artoro notpebyetca DHCPV6-peTpaHcnsaTop.
DHCPV6-coobLueHne, NpUHATOE peTPaHCNATOPOM, MHKancynupyeTcs B «relay-forward» nakeThl,
nepenpasnsdemble cepBepy, KOTopbin 3atem oTBevaeT DHCPvV6-peTpaHcnaTopy naketamu
«relay-reply». 3aTtem peTpaHcnaTop BOCCTaHaBnNmuBaeT U3 atux naketoB DHCPv6-coobueHne n
nepechInaeT ero KInMeHTy.

Ectb HekoTopble npobnembl npu ucnonb3oBaHum DHCPv6-peTpaHcnaTopa, Hanpumep, Kak
HasHaunMTb |[P-agpec B UKCMPOBAHHOM [AOuanas3oHe KOHKPEeTHbIM Monb3oBaTensam? Kak
n3bexaTb HeneranbHOro npucBoeHnsa |P-agpecoB, BbI3BAHHOMO aTakoW, HaLEeNeHHOW Ha
ncyepnaHune ceoboaHbix agpecoB? Kak wu3bexaTb HeneranbHblx DHCPV6-kNneHTOoB,
ncnone3ayowmx MAC-agpec gpyrnx KnmeHTos? 3Tn npobnembl pewarTcs NocpeacTBOM Onuuii
37 n 38 DHCPv6 (RFC4649 n RFC4580).

Onuwnn 37 n 38 DHCPV6 nogo6Hbl onuumn 82 DHCP. DHCPvV6-peTpaHcnaTop gobasnseT onuum
37 v 38 Kk nepecbinaeMbiM 3anpocam 1 ybrpaeT 371 onumm n3 oTBETOB cepBepa. Taknum obpasom
npumeHeHne onumi 37 1 38 Npo3payHo AN KIMEeHTa.

Mo onumsm 37 n 38 DHCPV6-cepBep MOXeT ayTeHTuduuuposate DHCPV6-knueHta n DHCPV6
peTpaHcnvpyloLiee YCTPOMCTBO, Ha3HavyaTb 1 YNpaBnsaTb KIIMEHTCKMMU agpecamn, TeM CambIM
npegotepalwate pasnuyHble DHCPv6-aTakn. Tak kak cepBep onpegensieT, ¢ Kakoro nopTta
AOCTyna npuwes 3anpoc, OH MOXeT OrpaHUYUTb KONMYECTBO BblAenseMblX agpecoB Ha nopT
AocTyna, TeM camMbiM NpefoTBpaTUTb aTaKy, HaueneHHyl Ha ucyepnaHve agpecoB. OgHako
RFC4649 n RFC4580 He onpepenstoT, kak cepBep byaeT ucnonb3oBaTb onumm 37 u 38,
nonb3oBaTenb MOXET UCMOMb30BaTb X MO CBOEMY YCMOTPEHMUIO.

31.2. Cnucok 3apgayd koHdurypauum onuun 37, 38 DHCPv6

1. KoHdurypauusa 6asosbix onuun DHCPV6 snooping.
2. KoHdwurypaums 6asoBbix onumin DHCPv6-peTpaHcnsitopa.
3. KoHdwurypaums 6asoBbix onumin DHCPv6-cepBepa.

1. KoHdurypauus 6asosbix onuun DHCPV6 snooping.

KomaHaa OnucaHue

O6wmn pexmm

ipv6 dhcp snooping remote-id option BkntovaeT nogpepxky onuumn 37 B DHCPv6

no ipvé dhcp snooping remote-id option snooping. KomaHaa no BbIKMYaeT noanepxky

ipv6 dhcp snooping subscriber-id option BkntovaeT noggepxky onuun 38 B DHCPv6

no |pV6 dth Snooping subscriber-id SnOOping. KomaHga no Bbiknto4aeT noaaepxky

option
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KomaHpa OnucaHue
ipv6 dhcp snooping remote-id policy {drop | YcTtaHaBnuBaeT NONUTUKY nepechInku

| keep | replace}
no ipv6 dhcp snooping remote-id policy

nakeToB, yXKe coaepxalumx onumto 37.

drop — cuctema npocto oTbpocuT nakeTbl C
onumen 37.

keep — cucTemMa COXpaHUT UCXOAHYIO OMLUMIO
37 v nepeluneT NakeT cepeepy.

replace — cuctemMa 3aMEHMUT CyLLECTBYIOLLIYHO
onuuio 37 cBoe 1 nepeLuneT NakeT cepeepy.
KomaHaa no yctaHaBnvMBaeT NonmTuky replace

ipv6 dhcp snooping subscriber-id policy
{drop | keep | replace}

no ipvé dhcp snooping subscriber-id
policy

YcTaHaBnuBaeT NOnNTUKY NepechInku
nakeToB, y>Ke cogepxalumx onuuto 38.

drop — cuctema npocTo OTOPOCUT NakeThbl C
onuuen 38.

keep — cuctema COXpaHUT UCXOLHYI0 OMUUIO
38 n nepeluneT NnakeT cepsBepy.

replace — cncrtema 3amMeHUT CyLLECTBYIOLLYIO
onumio 38 cBOEN N NepeLuneT NakeT cepsepy.
KomaHga no ycTtaHaBnmBaeT nonutuky replace

ipv6 dhcp snooping subscriber-id select
(sp | sv | pv | spv) delimiter WORD
(delimiter WORD |)

no ipvé dhcp snooping subscriber-id
select delimiter

HacTtpanBaeT nonb3oBaTenbCKyo
KOHpurypaumto onumn subscriber-id. Komanga
No BOCCTaHaBnMBaeT KOHUrypaumo no
YMOMYaHuio, T.e. 3aBOACKON HOMEpP BMeCTe C
VLAN MAC

ipv6 dhcp snooping subscriber-id select
(sp|sv|pv|spv) delimiter WORD (delimiter
WORD |)

no ipvé dhcp snooping subscriber-id
select delimiter

HacTtpaunBaeT nonb3oBaTenbCKyto
KOHpurypaumio onumi subscriber-id.
KomaHga no BocctaHaBnmBaeT
KOHJUrypaumio no ymon4aHuio, T.e. Ha3BaHue
VLAN BMecTe ¢ HasBaHMeM nopTta

Pexum

nopTa

ipv6 dhcp snooping remote-id <remote-id>
no ipvé dhcp snooping remote-id

3apgaet dopmy pobasneHus onuum  37.
<remote-id> — 3T0 cogepkaHne nonsi remote-
id B onpeneneHHon nonb3oBaTtenem onuum 37,
CTpoka He bone 128 cumeonos. KomaHga no
BOCCTaHaBnvBaeT KOHUrypaumto no
YMOJSYaHu1Io, T.€. 3aBOACKON HOMEpP BMeCTe C
VLAN MAC
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onunm 37, 38 DHCPV6 W

KomaHpa OnucaHue

ipv6  dhcp snooping subscriber-id | 3apaet ¢opmy pobaBnenHus onumm  38.

<subscriber-id> <subscriber-id> — 3TO cogepxaHue nons
subscriber-id B onpeaeneHHom

no ipv6 dhcp snooping subscriber-id

nonb3oBartenem onuun 38, ctpoka He Gonee
128 cnmeonoB. KomaHga no BoccTaHaBnMBaeT
KOH(pUrypaumio no ymonyaHuio, T.e. Ha3BaHune
VLAN BMecTe ¢ Ha3BaHneM nopra, Hanpumep,
"Vlan2+Ethernet1/2"

2.  KoHdwurypaums 6asoBbix onumii DHCPv6-peTpaHcnsTopa.
KomaHpa OnucaHue
O6LWwunmn pexum

ipv6 dhcp relay remote-id option
no ipv6 dhcp relay remote-id option

BkntovaeT nogaepxky onuun 37 B8 DHCPV6-
peTpaHcnaTtope. KomaHga no BblKo4vaeT
NnoAaePXKy

ipv6 dhcp relay subscriber-id option
no ipv6 dhcp relay subscriber-id option

BkntovaeT nogaepxky onuun 38 B8 DHCPV6-
peTpaHcnaTope. KomaHga no BblkMoYaeT
noaaepxKy

ipv6 dhcp relay remote-id delimiter WORD
no ipv6 dhcp relay remote-id delimiter

HacTtpauBaeT nonb3oBaTenbCKyto
KOH(urypaumio onumii remote-id. KomaHga
No BOCCTaHaBMMBAET KOHUrypaLmto no
YMOJ4YaHu1Io, T.€. 3aBOACKON HOMEpP BMECTE C
VLAN MAC

ipv6 dhcp relay subscriber-id select (sp | sv
| pv | spv) delimiter WORD (delimiter WORD

)

no ipvé dhcp relay subscriber-id select
delimiter

HacTtpaunBaeT nonb3oBaTenbCKyto
KOHpurypaumio onumi subscriber-id.
KomaHga no BocctaHaBnmBaeT
KOHJUrypauuo no ymonyaHuio, T.e.
Ha3saHue VLAN BMecTe c HasBaHMeM nopTa

Pexum koHdurypaumm nHtepcenca 3-ro ypoBHs

ipv6 dhcp relay remote-id <remote-id>
no ipvé dhcp relay remote-id

3apaet opmy gobaeneHus onuun 37.
<remote-id> — 3TO cogepxaHne nons
remoteid B onpeaeneHHoOn Nonb3oBaTenem
onummn 37, cTpoka He 6one 128 cMMBOOB.
KomaHga no BoccTtaHaBnuBaeT
KOHJoUrypauuio no ymonyaHuio, T.e.
3aBoackon Homep Bmecte ¢ VLAN MAC
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KomaHpa

OnucaHue

ipv6 dhcp relay subscriber-id <subscriber-
id>
no ipv6 dhcp relay subscriber-id

3apaet popmy gobasneHus onuum 38.
<subscriber-id> — aT0 cogepxaHvue nons
subscriber-id B onpegeneHHon
nonb3oBartenem onuum 38, cTpoka He bonee
128 cumBonoB. KomaHga no
BOCCTaHaBnMBaeT KOHuMrypawmio no
ymon4yaHuio, T.e. HassaHne VLAN BmecTe C
Ha3BaHMEeM nopTa, Hanpuvep,
"Vlan2+Ethernet1/2"

3. KoHdwurypaums 6asoBbix onumii DHCPv6-cepepa.

KomaHpa

OnucaHue

Oo6wmn pexmm

ipv6 dhcp server remote-id option
no ipv6 dhcp server remote-id option

BkntovaeT nogaepxky onuun 37 B
DHCPv6-cepBepe. KomaHaa no BbIkoYaeT

NoAaePXKKy

ipv6 dhcp server subscriber-id option
no ipv6 dhcp server subscriber-id option

BkntovyaeT nogaepxky onumm 38 B
DHCPv6-cepBepe. KomaHaga no BhbiknovaeT

NnoAaaepXKy

ipv6 dhcp use class
no ipv6 dhcp use class

BknoyaeT  nogdepkKy — MCMONb30BaHWUS
DHCPV6 knaccoB npv NpucBOEHUN agpecos.
KomaHga no BbiknoyaeT 3To, He yaansas
HacTpovikn krnaccoe DHCPv6

ipv6 dhcp class <class-name>
no ipv6 dhcp class <class-name>

Onpepensier DHCPv6 knacc M BxoguT B
pexum koHdurypaummn DHCPvV6 knacca.

KomaHga no yganseT knacc

Pexum koHdurypaumm nHtepcenca

ipv6 dhcp server select relay-forw
no ipve dhcp server select relay-forw

Bkntoyaetr BbiOOp omumnn 37 wn 38
BHYTPEHHEr0 YpOBHS, KOorga B nakeTe,
npuweaLem oT peTpaHcnaTopa, cywecTsyeT
Heckonbko onuun 37 mnn 38. KomaHga no
BO3BpaLL@eT HAaCTPOWKY MO yMON4YaHuio, T.e.
BblGop onuui 37 n 38 opurMHanbHbIX NAKETOB

(@ arecy
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KomaHpa OnucaHue

Pexum koHdurypaumm DHCPvV6 knacca

{remote-id [*] <remote-id> [*] | subscriber-id | HactpanBaet onumn 37 u 38, koTOopble
[*] <subscriber-id> [*]} COOTBETCTBYIOT Knaccy

no {remote-id [*] <remote-id> [*] |
subscriber-id [*] <subscriber-id> [*]}

PexTtn koHdurypauum nyna agpecos DHCPv6

class <class-name> AccounmpyeT knacc C nynoM agpecoB U

no class <class-name> BXOOUT B PEXUM KOH(urypaumm knacca B
nyne agpecoB. KomaHga no ybupaet
accoumaumio

address range <start-ip> <end-ip> YcraHaBnuBaeT AuvanasoH agpecoB  Ans

DHCPv6 knacca. KomaHga no ygpanser
AvanasoH. dopma 3anucu «npedunkc/annuHa
He noaaepXmBaeTcs

no address range <start-ip> <end-ip>

31.3. NMpumepsbl onnun 37, 38 DHCPv6
31.3.1. MNpumep onuun 37, 38 B DHCPV6 Snooping

—
‘ ::_, KommyTtartop B

Wntepdeic E 1/1

:::: KommyTtartop A

WuTepdoenc E 1/2

WHuTepdpenc E 1/4
WHtepdeirc E|1/3

MAC-AA MAC-BB MAC-CC

PucyHok 31-1. Cxema onummn B DHCPV6 Snooping

CornacHo cxeme Mac-AA, Mac-BB n Mac-CC — o06bl4YHble nonb3oBaTenn, NoaKnoYeHHble K
HegoBepeHHbIM HTepdencam 1/2, 1/3 n Va cootBetctBeHHO. OHM nony4yatoT IP-agpeca 2010:2,
2010:3 n 2010:4 no DHCPv6; DHCPV6-cepBep nogknoyeH K AoBepeHHOMY uHTepdency 1/1.
HactpoeHo Tpu nonutukn BbiaeneHuns agpecos (knacco), CLASS1 cootseTcTtBYyeT onummn 38,
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CLASS2 cootsetctByeT onuun 37, a CLASS3 — onuuam 37 u 38. B nyne agpecoB
EastDormPool 3anpocam, cootBetctBytowmm knaccam CLASS1, CLASS2 un CLASS3 6yayt
Ha3Ha4yeHbl agpeca n3 ananasoHoB 2001:da8:100:1::2—2001:da8:100:1::30,
2001:da8:100:1::31-2001:da8:100:1::60 n 2001:da8:100:1::61-2001:da8:100:1::100
cooTBeTCTBEHHO. Ha kommyTaTope A BkrtoyeHa cyHkuma DHCPV6 snooping M HacTpoeHb!
onuuun 37 n 38.

KoHdurypaumst kommyTtatopa A:
SwitchA(config)#ipvé dhcp snooping remote-id option
SwitchA(config)#ipvé dhcp snooping subscriber-id option
SwitchA(config)#int e 1/1
SwitchA(config-if-ethernet1/1)#ipvé dhcp snooping trust
SwitchA(config-if-ethernetl/1)#exit

SwitchA(config)#interface vlan 1

SwitchA(config-if-vlan1)#ipvé address 2001:da8:100:1::1
SwitchA(config-if-vlan1)#exit
SwitchA(config)#interface ethernet 1/1-4
SwitchA(config-if-port-range)#switchport access vlan 1
SwitchA(config-if-port-range)#exit
SwitchA(config)#

KoHdburypaumst kommyTtaTtopa B:
SwitchB(config)#service dhcpvé
SwitchB(config)#ipvé dhcp server remote-id option
SwitchB(config)#ipvé dhcp server subscriber-id option
SwitchB(config)#ipvé dhcp pool EastDormPool

SwitchB(dhcpvé-eastdormpool-config)#network-address 2001:da8:100:1::2
2001:da8:100:1::1000

SwitchB(dhcpvé-eastdormpool-config)#dns-server 2001:1
SwitchB(dhcpvé-eastdormpool-config)#domain-name dhcpvé.com
SwitchB(dhcpvé-eastdormpool-config)# excluded-address 2001:da8:100:1::2
SwitchB(dhcpvé-eastdormpool-config)#exit

SwitchB(config)#

SwitchB(config)#ipvé dhcp class CLASSI

SwitchB(dhcpvé-class-classi-config)#remote-id 00-1f-ce-00-00-01 subscriber-id
vlan1+Ethernetl/1

SwitchB(dhcpvé-class-classi-config)#exit
SwitchB(config)#ipvé dhcp class CLASS2

SwitchB(dhcpvé-class-class2-config)#remote-id 00-1f-ce-00-00-01 subscriber-id
vlan1+Ethernetl/2

SwitchB(dhcpvé-class-class2-config)#exit
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SwitchB(config)#ipvé dhcp class CLASS3

SwitchB(dhcpvé-class-class3-config)#remote-id 00-1f-ce-00-00-01 subscriber-id
vlan1+Ethernetl/3

SwitchB(dhcpvé-class-class3-config)#exit

SwitchB(config)#ipvé dhcp pool EastDormPool
SwitchB(dhcpvé-eastdormpool-config)#class CLASSI

SwitchB(dhcpvé-pool-eastdormpool-class-classl-config)#address range
2001:da8:100:1::3 2001:da8:100:1::30

SwitchB(dhcpvé-pool-eastdormpool-class-classl-config)#exit
witchB(dhcpvé-eastdormpool-config)#class CLASS2

SwitchB(dhcpvé-pool-eastdormpool-class-class2-config)#address range
2001:da8:100:1::31 2001:da8:100:1::60

SwitchB(dhcpvé-eastdormpool-config)#class CLASS3

SwitchB(dhcpvé-pool-eastdormpool-class-class3-config)#address range
2001:da8:100:1::61 2001:da8:100:1::100

SwitchB(dhcpvé-pool-eastdormpool-class-class3-config)#exit
SwitchB(dhcpvé-eastdormpool-config) #exit
SwitchB(config)#interface vlan 1

SwitchB(config-if-vlan1)#ipvé address 2001:da8:100:1::2/64
SwitchB(config-if-vlan1)#ipvé dhcp server EastDormPool
SwitchB(config-if-vlan1)#exit

SwitchB(config)#

31.3.2. NMpumep onuun 37, 38 Ha DHCPv6-peTpaHcnaTope
Mpumep 1:

Mpn pasBepTbiBaHuKn IPV6 cetn ons BblgeneHunss IPv6-agpecoB MOXET ObiTb MCNOSb3oBaHa
dyHKums cepeepa DHCPV6 Ha mapLupyTM3mpytoLeM YCTPOMCTBE, €CNN CreumnarnbHbli cepBep
nucnonb3yetca ANS  paBHOMEPHOro pacnpegerneHns W ynpaeneHwus |IPv6-agpecamu.
DHCPv6-cepBep nogaepxunBaeTt oba pexuma, ¢ oTcnexmsaHue coctosiHus (stateful) n 6es Hero
(stateless).

Tononorusa cetu:

Ha ypoBHe pocTyna wucnonb3yeTcsa KommyTatop 1 Ans nogknovyeHns nosib3oBaTenen
obWexnTns; Ha NepBOM YpPOBHe  arrperaumMm  KOMMyTaTop 2  HacTpoeH  Kak
DHCPvV6-peTpaHCnATOp; Ha BTOPOM YPOBHE arrperaumMm KoMmyTaTop 3 HaCTPOeH Kak
DHCPv6-cepBep M cCOedMHEH C MarucTpanbHOM ceTblo. Ha komnbioTepax gormkHa ObiTb
yctaHoerneHa OC Windows Vista, B koTopon ectb DHCPV6-KNneHT.
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KommyTarop 3 :
V1:2001:da8:1:1::1 <_— | DHCPv6-cepeep
V10: 2001:da8:10:1::1

—_—

KommyTarop 2

\VV1: 2001:da8:1:1::2
V10: 2001:da8:10:1::2
\VV100: 2001:da8d:100:1::1

W

DHCPv6-peTtpaHcnaTop

KommyTtatop 1

DHCPvB-knueHT

PucyHok 31-2. Cxema npumeHeHunsa onumn B DHCPV6-peTpaHcnsaTope

KoHdburypaumsi kommyTtaTtopa 2:

S2(config)#service dhcpvé

S2(config)#ipvé dhcp relay remote-id option

S2(config)#ipvé dhcp relay subscriber-id option

S2(config)#vlan 10

S2(config-vlan10)#int vlan 10

S2(config-if-vlan10)#ipvé address 2001:da8:1:::2/64

S2(config-if-vlan10)#ipvé dhcp relay destination 2001:da8:10:1::1

S2(config-if-vlan10)#exit

S2(config)#

31.4. Nouck HencnpaBHocTten onuun 37, 38 DHCPVv6

[MakeTbl 3anpocos, oTcbinaemble DHCPvV6-knveHTOM, 9TO multicast-nakeTbl, NonyyYeHHble
yctponcteom BHyTpu ero VLAN. Ecnn DHCPv6-cepBep xo4eT nony4aTtb nakeTbl OT KIUMEHTa,

KNWEHT N cepBep OO0IMKHbI HaxoauTbcst B ogHoM VLAN, uHade HeobGxoaumo ucnonb3oBaTtb
DHCPv6-peTpaHcnaTop.
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O6pabotka onumn 37,38 npu DHCPV6 snooping MOXeT NpoXoAuTb OAHUM U3 CreayroLmx
00pas0B: 3aMeHNTb OpUrMHanbHble onummn 37,38 ceouMin; OTOPOCUTL NakeT ¢ onumsamn 37,38; He
BbINONHATL onepauutio gobaBneHus, nepegayn mnu otbpacbiBaHus naketa. Moatomy, ecnu
IPv6-agpec He nonyyeH B COOTBETCTBUKU € onumsamn 37,38, noxanymncra, npoeBepbTe HAaCTPOMKK
nonutuk DHCPV6 snooping Ha BTopom ycTponctee. DHCPV6-cepBep No ymMonyaHuio nonyyaet
onumn 37,38 M3 nakeTa, OTNPABNEHHOrO KMMEHTOM, TakK Xe MOXeT nonyyaTb UX U3 naketa,
OTNPaBNEHHOro PETPaAHCNATOPOM.

DHCPv6-cepBep npoeepseT TOJbKO onuumn 37,38, nobaBneHHble nepebiM
DHCPV6-peTpaHCnATOPOM, 3TO 3HAYUT, YTO B NaKeTax peTpaHcnaTopa AeNCTBUTENbHbI TOMbKO
onummu 37,38 camoro rny6oKoro ypoBHs.
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32. KOHOUT'YPALIUA DHCP SNOOPING
32.1. BBegeHnue B DHCP Snooping

DHCP Snooping o3Ha4aeT, 4To KOMMyTaTOp HabnogaeT 3a NpoLeccom NpucBoeHns IP-agpecoB
no npotokony DHCP. 3T1o npepoTtepalwlaeT nosiefieHMe HeneranbHbix DHCP-cepeepoB wu
DHCP-aTakn nyteM HacTpPOWKM OOBEPEHHbIX M HepgoBepeHHbix noptoB. DHCP-coobweHne ¢
OOBEpeHHbIX NOpTOB nepeaaetcsa 6e3 nposepku. Mpu TUNMYHOM KOHUrypaumm OOBEPEHHbIe
nopTtbl ucnonbayTca ana nogkroveHna DHCP-cepsepa vnun DHCP-peTpaHcnaTopa, a K
HeJOBEePEHHbIM NopTam NoAKMYatoTCs KnmeHTbl. C HeaoBepPEHHbIX NOPTOB KOMMYyTaTop OyaeT
nepeckinatb ToNbko DHCP-3anpockl, HO He 0TBEThl. ECNK ¢ HeAOBEPEHHOro nopTa MNomy4YeHo
coobuweHne DHCP oteBeTa, KOMMyTaToOp MNOAHMMET TPEBOrYy U NpeanpumeT onpenerieHHble
OEeNCTBMSA C NMOPTOM, COrflacHO HacTpOMKaMm, Hanpumep, BbIKMIOYEHNE UMW CO34aHNE «YEPHOM
ObIpbi».

Ecnn BknoveHa npuesaska DHCP Snooping, kKOMMyTaTtop COXpaHUT B COOTBETCTBYHOLLEN
Tabnuue ceaAsyowy uHbopMauuo o kKaxgom DHCP-knveHTe € HegoBepeHHoro noprta
(Bkntovas MAC-agpec, IP-agpec, apengy IP, Homepa VLAN un nopta). Mimea Takyto nHdopmaumio
DHCP Snooping MOXHO KOMBUHMpPOBATL C APYrMMU MOAYNAMU, TakuMmu, kak dot1x n ARP, nnu
CaMOCTOSATENBHO peann3oBaTb KOHTPOSb OCTYNa NoMNb30oBaTeNen.

3awmTta ot nopmenbHoro DHCP-cepBepa: ecnv KomMmyTaTtop nepexBaTbiBaeT OTBET
DHCP-cepsepa (Bkntodas DHCPOFFER, DHCPACK 1 DHCPNAK), oH nogHMMeT TpeBsory u
npegnpuMeT onpefeneHHble AeWCTBUSl, COrNacHO HacTpoVkaM (BbIKMAOYEHME nopTa wUnu
co3faHue «4epHoW AbIpbI»).

3awmTa ot neperpy3kun DHCP: 4to6bl nsbexatb Gonblioro konudectesa coobweHmin DHCP,
aTaKyLLMX NpoLeccop, NoNb3oBaTesb MOXET OrpaHNYMUTbL CKOPOCTb NonyveHns DHCP-nakeToB
Ha JOBEPEHHbIX 1 HEOBEPEHHbIX MopTax.

3anucb cBasywowmx gaHHbix DHCP: DHCP snooping npu nepecoinke DHCP-naketoB 6yaeT
3anncbiBaTh CBA3YHOLLME AaHHbIe, BblaeneHHble DHCP-cepepom. MOXHO Tak xe 3arpy3vTb 3Tu
AaHHbIE Ha cepBep B LieNsAX BOCCTAHOBNEHUS YyTEPAHHOW MHpopmaumn. CeAsyowme faHHbIe, B
OCHOBHOM, UCMOMb3YTCA ANS HACTPONKM AMHAMUYECKNX MONb30BaTenbCckmx noptos dot1x. 3a
nogpo6Hon nHdopmaumen o dot1x obpatutech, noxanyncra, k rmaee «HacTtponka dot1x».

[Ho6aBneHue cBasywuwero ARP: moxHo go6aeutb ctatudeckyto cea3ky ARP B cooTBeTCTBMM
C AWHaAMMYEeCKMMM AaHHbIMK, YTOObI NnpegoTBpaTMTh ARP-MOLIEHHMYECTBO.

Ho6aBneHne fOBepPEeHHbIX NONib30BaTesNien: MOXHO J06aBUTb 3aMUCU B CMNCOK JOBEPEHHbIX
nonb3oBaTenen B COOTBETCTBUM C MapameTpamun CBSA3YHLIMX OaHHbIX; 3TWU NOfb30BaTenu
nony4aT 4OCTyn KO Bcem pecypcam 6e3 dot1x ayteHTudmkauyum.

ABTOMaTM4YeCKOe BOCCTAaHOBIEHME: Yepes HEKOTOPOE BPeMS Mocre BbIKITIOYEHUSA nopTa unm
CO34aHUS «4EePHON ObIpbl», HYXXHO aBTOMaTHUYeckn yopaTtb 6nokmpoeky nopta nnn MAC-agpeca
W OTApaBUTb NPU 3TOM MHGOPMaLMIO Ha cepBep Yepes syslog.

DYHKLMA XKypHana: korga KoMmmyTtaTop obHapyxmBaeT HeHopMasbHble MakeTbl, OH OOSMKEH
OTNpaBnUTb MHPOPMaLNIO Ha cepBep XKypHana yepes syslog.

lLncdbpoBaHne npuBaTHbLIX COOOLWEHUIA: CBA3b MeXdy KOMMYTAaTOpOM W BHYTPEHHEWN
cuctemon ynpasneHus 6esonacHocTbio cetu TrustView npoucxogut 4epes npuBaTHble
coobLeHus. MNonb3oeaTenu MoryT WKMdpoBaTb 3TN COOOLLEHNS B BEpCUM 2.

PyHKUMA gobaBneHne onuum 82: pasnuyHele onuun 82 gobasnsiotca B8 DHCP-coobweHne B
COOTBETCTBMW CO CTAaTyCOM ayTeHTUMKaLMmM NonbL3oBaTens.
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32.2. NMNocnepoBaTtenbHOCTbL 3aaay koHdurypauum DHCP Snooping

Bkntounts DHCP Snooping.

Bkntountb dyHkumMio npueasku DHCP Snooping.

BknounTb doyHKkumio npuesaskn ARP DHCP Snooping.

BknounTb doyHKkumio onummn 82 DHCP Snooping.

YCTaHOBUTL BEPCUIO NPUBATHBLIX MAKETOB.

YcTaHoBUTL 3awmncpoBaHHbIn kntod DES ons npuBaTHbLIX NaKeToB.
YctaHoBuTb agpec DHCP-cepBepa.

HacTpouTb goBepeHHbIE NOPThI.

Bkntountb doyHkumio npmeaskm DHCP Snooping DOT1X.
Bkntountb doyHkumio npueaskm DHCP Snooping USER.

. Jo6aBnTb 3anncK B CTaTUYECKUIA CIIUCOK.

. YCTaHOBUTb OENCTBUA 3aLUUTHI.

. YcTaHoBUTb orpaHunyeHne ckopoctu nepegadn DHCP-coobuieHnin.
BkntounTb oTnaaky.

HactpouTb atpubyTsl onumm 82 DHCP Snooping.

=

©OCXNOOO AN

e e e e e
s wN PO

1. Bxkntoumts DHCP Snooping.

KomaHpa OnucaHune

FnobanbHbIN peXxum

ip dhcp snooping enable Bkntounts/Bbikntounte DHCP Snooping
no ip dhcp snooping enable

2. Bxnountb doyHkumio npmesskn DHCP Snooping.

KomaHaa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping binding enable BkniounTb/BbIKNIOUNTE OYHKUMIO npuBAskn DHCP

no ip dhcp snooping binding enable | SNOOPINg

3. Bxntountb doyHkumo npmesskn ARP DHCP Snooping.

KomaHaa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping binding arp BkntounTb/BbIkNOUNTE pyHKUMIO npuBaskm ARP DHCP

no ip dhcp snooping binding arp | SMOPINg
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4. Bknountb dyHKumio onummn 82 DHCP Snooping.

KomaHpa OnucaHue

Fo6GanbHbIN pexum

ip dhcp snooping information enable BknounTh/BLIKMIOUYNTE  (PyHKUMIO  onummn 82

no ip dhcp snooping information enable | PHCP Snooping

5. YcTaHoBUTb BEpPCUIO NPUBATHLIX NMAaKETOB.

|
KomaHpa OnucaHue

FnobanbHbIN peXxum

ip user private packet version two HactpouTb/yganuTb BEpCUo NpMBaTHLIX NAKeTOB
no ip user private packet version two

6. YcraHoBuUTb 3awwmdpoBaHHbii ko4 DES Ansa npmBaTHbIX NakeToB.

KomaHpa OnucaHue

FnobanbHbIN peXxum

enable trustview key 0/7 <password> HacTtpoutb/yganutb 3awmdpoBaHHbii kntod DES

no enable trustview key ANA NPUBATHBIX NaKeToB

7. YctaHosuTb agpec DHCP-cepsepa.

KomaHaa OnucaHue

FnobanbHbIN peXxum

ip user helper-address A.B.C.D [port | HacTtpoutb/yaanutb agpec
<udpport>] source <ipAddr> (secondary|) DHCP-cepBepa

no ip user helper-address (secondary|)

8. Hactpoutb foBepeHHbIE NOPTHI.

KomaHaa OnucaHue

Pexum nopTta

ip dhcp snooping trust Cpoenatb nopT goBepeHHbIM. KomaHaa no oTMeHsieT

no ip dhcp snooping trust HacCTpOWKy
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9. Bkntountb coyHkumo npmesaskum DHCP Snooping DOT1X.
KomaHpa OnucaHune
Pexum nopTa
ip dhcp snooping binding dotlx BkntounTb/BbIKMIOUNTE PyHKUMIO NpuBAskn DHCP
no ip dhcp snooping binding dotlx | Snooping DOT1X

10. BkntounTtb dyHKumto npmeaskm DHCP Snooping USER.

KomaHpa

OnucaHue

Pexum nopTa

ip dhcp snooping binding user-control
no ip dhcp snooping binding user-control

BKNounTb/BbIKNIOUNTE  (OYHKLUNIO  NPUBSI3KN

DHCP Snooping USER

11. Jo6aBuTb 3annucm B CTaTUYECKUIA CMIUCOK.

KomaHpa

OnucaHue

FnobanbHbIN peXxum

<ifname>

(ethernet|) <ifname>

no ip dhcp snooping binding user <mac> interface

ip dhcp snooping binding user <mac> address | [lobaBuTb/yganutb  3anmcu
<ipAddr> <mask> vlan <vid> interface (ethernet|) | ctatnyecknit cnmcok

12. YcTtaHOBUTb AENCTBUSA 3aLLUThI.

KomaHaa

OnucaHue

Pexum nopTta

[recovery <second>]
no ip dhcp snooping action

ip dhcp snooping action {shutdown|blackhole} @ YcrtaHoBUTb/OTMEHUTL
aBTOMaTUYECKME 3aLLUMTHbIE OENCTBUSA

Ha nopTax
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13. YcraHoBuUTb orpaHudeHne ckopoctu nepegadn DHCP-coobLueHun.

KomaHpa

OnucaHue

Fo6GanbHbIN pexum

ip dhcp snooping limit-rate <pps>
no ip dhcp snooping limit-rate

YCTaHOBUTbL OFpaHMYeHne CKOPOCTM nepenaydn
DHCP-coobLwweHuit

14. BkniouvTb OTNAAKYy.

KomaHpa

OnucaHue

Pexunm agmmHucTpatopa

debug ip dhcp snooping packet
debug ip dhcp snooping event

debug ip dhcp snooping update
debug ip dhcp snooping binding

Moxanyncta, obpaTutecb K COOTBETCTBYHOLLEN
rnaBe noucka HemcrnpaBHOCTEWN

15. HactpouTb atpnbyTbl onumm 82 DHCP Snooping.

KomaHaa

OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping information option
subscriber-id format {hex | acsii | vs-hp}

YcranaenusaeT cdopmat subscriber-id onunn
82 DHCP snooping

ip dhcp snooping information option
remoteid {standard | <remote-id>}

no ip dhcp snooping information option
remote-id

YcraHaBnuBaeT  cogepxaHme  cybonumm
remote-id onuumn 82. KomaHga no Bo3spaliaeT
CTaHOapTHbIN dhopmaT

ip dhcp snooping
allowuntrusted

information option

no ip dhcp snooping information option
allow-untrusted

Paspelwaet HeJoBEepPEHHbIM nopTam
npuvHumate DHCP-nakeTbl ¢ onumen 82. Ecnun
He BKIOYEHO, BCE HeOOBEPEHHble MOopPThbl
OynyT otbpacbiBate DHCP-nakeTbl ¢ onumen
82

ip dhcp snooping information option
delimiter [colon | dot | slash | space]

no ip dhcp snooping information option
delimiter

YcTaHaBnuBaeT pasgenutenb ans
napameTpoB cybonuun onuun 82. KomaHnaa
Nno  ycTaHaBnuBaeT  pasgenvrernb no
ymonyaHuio — slash
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KomaHpa OnucaHue

ip dhcp snooping information option 3agaet wmeTog cos3gaHua  onuum - 82,
selfdefined remote-id {hosthname | mac | | nonb3oBaTenu MoryT CaMOCTOSATENBbHO

string WORD}

no ip dhcp snooping information option
selfdefined remote-id

onpeaenuTb napameTpbl cybonumm remoteid

ip dhcp snooping information option
selfdefined remote-id format [ascii | hex]

Monb3oBaTenbckut popmaT remote-id ans
onuun 82

ip dhcp snooping information option
selfdefined subscriber-id {vlan | port | id
(switch-id (mac | hostname)| remote-mac) |
string WORD}

no ip dhcp snooping information option
type self-defined subscriber-id

3apaetr wmeTong  co3gaHuMa  onuunm 82,
nonb3oBaTenu MoryT CaMOCTOSATENBHO
onpegenuTb napameTpbl cybonumu circuteid

subscriber-id {standard | <circuit-id>}

no ip dhcp snooping information option
subscriber-id

ip dhcp snooping information option | MNonb3oBaTenbckuii doopmaT circuit-id ans
selfdefined subscriber-id format [ascii | | onuun 82
hex]
Pexum nopTta
ip dhcp snooping information option | YcraHaBnuBaeT  cogepxkaHue — cybonuum

circuit-id onuun 82. KomaHga no BosBpallaeT
CTaHOapTHbIN dhopmaT

32.3. TunoBoe npumeHeHne DHCP Snooping

KommyTtarop

g E1on
=5 /10
EED O
DHCP-knuneHT
IP:1.1.1.5

Mac:AA

E1/0/11

LLnto3

- E1/0/10

—

‘—STOP_Q

E1/0/12 DHCP-knueHT
IP:1.1.1.6

DHCP-cepsep

PucyHok 32-1. Tunosou npumeHeHue
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Kak nokasaHo Ha pucyHke, yctponctBo Mac-AA — 06blYHbIM NONb30BaTENb, MNOAKIMHOYEHHbI K
HegoBepeHHoMmy nopTy 1/1 kommyTtatopa, nonyyaet IP HacTpoiiku vepe3 DHCP, IP-agpec
knuenTta 1.1.1.5. DHCP-cepBep 1 W03 NOAKNIOYEHBI K AOBEPEHHBLIM NOpTaM KOMMYTaTopa,
1/11 n 1/12 cooTtBeTcTBEHHO. 3noymbliwneHHk Mac-BB, nogknioveHHbIn K HeJoBEpPEHHOMY
nopty 1/1 kommyTaTtopa, neitTaetca nogaenate DHCP-cepeep (nockinas naketsl DHCPACK).
®dyHkuna DHCP Snooping Ha kommyTaTtope 3deKTMBHO OBHapyXMT 1 OnokupyeT Takonm Tun
ceTeBOW aTaku.

MNMocnenoBaTenbHOCTb HACTPOWKM:
switch# switch#config
switch(config)#ip dhcp snooping enable
switch(config)#interface ethernet 1/11
switch(Config-1f-Ethernet1/11)#ip dhcp snooping trust
switch(Config-If-Ethernet1/11)#exit
switch(config)#interface ethernet 1/12
switch(Config-If-Ethernet1/12)#ip dhcp snooping trust
switch(Config-If-Ethernet1/12)#exit
switch(config)#interface ethernet 1/1-10
switch(Config-Port-Range)#ip dhcp snooping action shutdown

switch(Config-Port-Range)#
32.4. Nouck HencnpaBHocTten DHCP Snooping

32.4.1. HabnoaeHue u oTnago4vyHasa uHcgpopmaums

KomaHga “debug ip dhcp snooping” moxeT ObiTb UCMONb30BaHa And nonyyYyeHne oTnagovHOM
nHdopmaumn.

32.4.2. NMomMoLb B NOUCKe HEUCNPaBHOCTEN

Ecnn BosHukaeT npobnema ¢ wucnonb3oBaHnem ¢yHkumn DHCP Snooping, noxanyncra,
npoBepbTe cregyroLlee:

BknitoueHa nu dyHkumst DHCP Snooping rmo6anbHo;

Ecnu nopt He pearnpyeT Ha noxHbin DHCP-nakeT, npoBepbTe, HAaCTPOEH NN 3TOT MOPT Kak
HelOBEPEHHbIN.
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33. KOH®UT'YPALIUA OINLUUN 82 DHCP

33.1. BBegeHue B onuuto 82 DHCP

Onuma 82 DHCP aTo onumnsa nidopmauum petpaHcnupytowlero areHta (Relay Agent). Onuwms 82
DHCP HanpaBneHa Ha ykpenneHue 6esonacHoctn cepsepoB DHCP 1 ynydweHus nonutukm
KoHgurypauum IP-agpecoB. PeTpaHcnvpylowmin areHT gobaenset onumio 82 (BKMKOYatoLLyto
du3mMyeckun MNopT [JOocTyna KueHTa, uAeHTUduMKaTop YCTPOWMCTBaA JOocTyna W  Opyryto
uHdopmaumio) B DHCP-3anpoc, MOMyYeHHbIM OT KAMEHTa, 3aTeM nepecbinaeT ero
DHCP-cepBepy. Korga DHCP-cepBep, koTopbIi nogaepxueaet yHKUuMIO onumm 82, nony4vaet
coobuleHne, OH BblgenseT knueHTy IP-agpec u gpyrme napameTpbl B COOTBETCTBUM C
npegHacTpOEeHHbIMU NonuMTMKkamMmu u nHpopmaumven B onuumn 82. B 1o e Bpema DHCP-cepsep
MOXeT uaeHTMduLMpoBaTb BCE BO3MOXHble aTakm DHCP-coolbweHnamMun B COOTBETCTBUM C
nHdopmaumen B onuumn 82 n 3awmTnTb OT HUX. DHCP-peTpaHCnvpyowmin areHT CHAMET Onuunto
82 ¢ oTBeTHOro coobLleHna 1 nepenact ero onpegeneHHoMy MopTy YCTPOWCTBa OCTyna, B
COOTBETCTBMM C MHGOpMaumen o omsmyeckom nopte B onumun. NpumeHeHme onuum 82 DHCP
Npo3payvHo ANs KNueHTa.

33.1.1. CtpykTypa coobweHus onuumn 82 DHCP

CoobuieHne DHCP MoXeT MMeTb HECKOJbKO CErMeHTOB onuuin, onumsa 82 oanH n3 Hux. OHa
OoIkHa BbITb Nocne apyrux onuuim, HO Ao onumm 255. BoT ee cdhopmar:

Code Len Agzent Information Field
+————— - - +————— ———— +————— +—— —4———— -
| S2 | H | 11 | 12 | 13 | 14 | | iH |
F———— S e F————— $———— F————— R +

Code: npeacrtaBnsieT NopsgKOBbIA HOMEP onuun MHOPMaUUN PETPAHCIMPYIOLLEro areHTa,
onums 82 Tak HasbiBaeTcst notTomMy, Uto RFC3046 onpeaensieT ee kak 82.

Len: konuyecTtso 6anT B Nnone MHopMaLmm areHTa, He Bknovas ABa 6anTa B cermeHTe Code n
cermeHTe Len.

Onuna 82 moxeT MMeTb HEeCKomnbko cybonumn, TpebyeTcsi Kak MUHMMYM OfHa cybonuus.
RFC3046 onpegensieT cnegyowme gse cybonumm, opmaT KOTOPbIX MOKa3aH HUXE:

SubOpt Len Sub—option ¥alue
e F————— F————— e e - o —4————— +
| 1 | H | =1 | s2 | =3 | =4 | | =N |
F————— - F————— F————— $————— - +—- —4————— +
Sublpt Len Sub—option ¥alue
e e F————— e e - +— —4————— +
| 2 | ¥ | i1 | iz | i3 | ia | | iwm |
F————— - F————— - $————— - + - —4————— +
SubOpt: nopsigkoBbIN HOMep cybonuuu, nopsgkoBbid Homep cy6onumm Circuit-ID — 1,

nopsigkoBbI HoMmep cy6onumm Remote ID — 2.
Len: konn4yecTteo 6anT B cybonumum, He BkItovas asa 6anTta B cermeHTe SubOpt n cermeHTe Len.
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33.1.2. MexaHu3m paboTbl onuumn 82

PetpancnaTtop/arent DHCP

—
-

‘_—b
DHCP
DHCP
/ DHCP \
; % DHCP
DHCP-knueHTt

DHCP

PucyHok 33-1. inarpamma notokos onumn 82 DHCP

Ecnn DHCP-peTpaHcnupylowmn areHT noggepxumeaet onuuio 82, DHCP-knneHT [orkeH
nNponTn cnegywowme Yetbipe wara, Ytobbl nonyuntb IP-agpec ot DHCP-cepsepa: discover,
offer, select n acknowledge. Npotokon DHCP crnegyeT npuBeneHHOM HUXe npoueaype:

1. DHCP-knMeHT Npn nHMumanuasauum nocbinaeT WMpoKoBeLlaTenbHoe coodleHune
3anpoca. JTo coobLleHne He nmeeT onuum 82.

2. DHCP-peTpaHcnupytowmm areHT gobasumt onuuio 82 k coobLueHmto 3anpoca, KoTopoe
OH nony4uT, 3aTeM nepeLuneT a1o coobweHne DHCP-cepsepy. o ymonyaHuio
cybonums 1 onumm 82 (Circuit ID) aTo uHdbopmaums 06 nHtepderice, K KOTOpoMy
nogkntoyeH DHCP-knueHT (VLAN n pmnsnyeckor nopT), HO Nonb3oBaTeslb MOXET
HacTpouTb Circuit ID no ceoemy ycmoTpeHuto. Cybonuma 2 onumm 82 (Remote ID) aTo
MAC-agpec yctponctesa DHCP-peTpaHcndaTopa.

3. [locne nonyyeHna DHCP-3anpoca DHCP-cepBep BbIAeNUT KNNEHTY IP-agpec u
APYryro MHpopmMaumio, B COOTBETCTBUM C NPegHACTPOEHHbIMU NOAUTUKaMUN U
nHdopmaumen B onumm 82. 3atem oH HanpasuT DHCP-peTpaHcnnpylowemMy areHTy
oTBeTHoe coobuieHne ¢ DHCP koHdurypaumen v onumen 82.

4. DHCP-peTpaHCNMpyKLLMiA areHT O4NCTUT OTBETHOE coobLueHre oT onuumn 82 un
HanpaBuWT €ro KI1eHTy.

33.2. Cnucok 3apgayd KoHdurypauum onuun 82 DHCP

1. Bkntounte DHCP Snooping.

2. Bxmountb doyHkumio npmesskn DHCP Snooping.
3. Bxmountb doyHkumio onumm 82 DHCP Snooping.
4. HacTtpouTb JOBEPEHHbIE NOPTHI.
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1. Bxnwounts DHCP Snooping.

OnucaHue

KomaHpa

Fo6GanbHbIN pexum

ip dhcp snooping enable BkntounTs/BhIKMounte DHCP Snooping

no ip dhcp snooping enable

Bkntountb doyHkumio npmeaskn DHCP Snooping.

OnucaHue

2.

KomaHpa

FnobanbHbIN peXxum

BkniounTb/BbIKNIOUNTE OYHKLMIO npuBaskn DHCP

ip dhcp snooping binding enable
Snooping

no ip dhcp snooping binding enable

BknounTb dyHKkumio onummn 82 DHCP Snooping.
OnucaHune

3.

KomaHpa

FnobanbHbIN peXxum

ip dhcp snooping information enable BknounTb/BbIKNIOUNTE  PYHKUMIO onumn 82
no ip dhcp shooping information enable | PHCP Snooping

4. HacTtpouTb fOBEPEHHbIE NOPTHI.

OnucaHue

KomaHaa

Pexum nopTta

Cpoenatb nopT pgoBepeHHbIM. KomaHoa no  OTMeHsieT

HaCTPONKY

ip dhcp snooping trust
no ip dhcp snooping trust

33.3. NMpumepbl npyumeHeHus onuun 82 DHCP

VLANZ:ethernet 1/ VLAN3

@ = - =
—
== 0 - o
DHCP-knueHT MNMK1
DHCP-areHT DHCP-cepsep

PucyHok 33-2. Tunoson npumep npumeHenns onummn 82 DHCP
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B oaHHOM cxeme koMyTaTop BTOPOro YpOBHA nepedaeT coobuieHne 3anpoca ot DHCP-knueHTa
K cepepy yepes BkntoveHHbIn DHCP Snooping. OH Tak e nepegact coobuieHne oTBeTa oOT
cepBepa K KnneHTy anga 3asepweHus npoueaypbl DHCP npotokona. lNMocne BkntodeHuss 82
onuun DHCP Snooping, kommyTaTop gobasnseTt nHdopmaumio 0 nopTe JocTyna B coobuieHne
3anpoca oT KnueHTa ¢ onumen 82.

KoHdurypaums komytatopa 3 (MAC-agpec 00:1f.ce:02:33:01):

Linux

Switch3(Config)#service dhcp

Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
Switch3(Config)#interface vlan 3

Switch3(Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3(Config-if-vlan2)#ip helper 192.168.10.88

ISC DHCP-cepsep noggepxueaeT onuuio 82, ero KOHUrypaumoHHbl ann

/etc/dhcpd.conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2Class1" {

match if option agent.circuit-id = "Vlan2+Ethernetl/2" and option agent.remote-
id=00:1f:ce:02:33:01;

}
class "Switch3Vlan2Class2" {

match if option agent.circuit-id
id=00:1f:ce:02:33:01;

}

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name "example.com.cn®;

"Vlan2+Ethernet1/3" and option agent.remote-

option domain-name-servers 192.168.10.3;

authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours

allow members of "Switch3Vlan2Class1";

}
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pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2Class2";

}
}

Tenepb DHCP-cepBep OyaeT BblAENATb agpeca Ana y3noB ¢ koMMyTaTtopa 2 u3 guanasoHa
192.168.102.21 ~ 192.168.102.50, a gna kommyTtatopa 1 u3 gmanasoHa 192.168.102.51 ~
192.168.102.80.

33.4. Nouck HencnpasHocTten onuumn 82 DHCP

Onuwna 82 DHCP peanusoaHa kak nogdyHkums mogyna DHCP-peTtpaHcnatopa. NMpexae, Yyem
ee ucnonb3oBaTb, Heobxoaumo ybeantbcd, UTo DHCP-peTpaHCnpyowmin areHT HacTpoeH
npasunbHO.

Onumna 82 tpebyet B3aumogenctena DHCP-peTpaHcnsaTtopa n DHCP-cepsepa. DHCP-cepBep
OOJKEH YCTaHOBUTb MOMUTUKY BblAENEHUS agpecoB OCHOBbLIBAsiCb Ha CETEBOW TOMOMOrmn
DHCP-peTpaHcnsaTopa, HO, Aaxe ecnu peTpaHcnaTop paboTaeT HoOpManbHO, BblgerneHue
agpecoB MOXeT He nonyuntbcs. Ecnm B cetu 6Gonblle OQHOrO peTpaHcnsTopa, ygenute
BHUMaHue nonntuke nepegadym DHCP-3anpocos.

Mpn peanunsaummn dyHkumn onumm 82 DHCP-peTpaHcnaTopa, nogpobHas mHdopmauusa o
npouecce paboTbl pyHKUMM onumm 82 DHCP-peTpaHcnaTopa MOXET ObiTb Nofy4YeHa kKoMaHaom
«debug ip dhcp relay packet». 3ta nHdopmaumnsa MoxeT NOMOYb B MONCKE HEUCMPABHOCTEMN.

Mpn peanusauun dyHkumMm onummn 82 DHCP ceBepa, nogpobHas uHgopmaums o npouecce
paboTbl dyHKuMn onuumn 82 DHCP-cepBepa MoxeT ObiTb nonydeHa komaHgon «debug ip dhep
server packet». 9Ta nHopmaums MOXeT MOMOYb B MOUCKE HENCNPABHOCTEN.
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34. ObLLAA NHPOPMALIUA

34.1. NapaHTUA 1 cepBUC

Mpouenypa n HeobxoaMMble AENCTBUSA MO BONpOCaM rapaHTMm onncaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMnUTbCS C MHCpOpMaLMen No Bomnpocam TecTupoBaHus 060pyaoBaHMSA MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

34.2. TexHU4yeckKasi noaaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpoOCax, KacalolMxca Hawero obopyaoBaHus, TO
MOXKEeTe BOCMONb30BaTLCA Pas3fenoM TeXHUMYECKOW noaaepxku nonb3oBaTtenen QTECH Ha
Hawwem cante www.qgtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

34.3. AneKTpoHHaA BepcUusi AOKYMeHTa
[aTa nybnunkaumn 19.06.2025

https://files.qtech.ru/upload/switchers/QSW-3470/QSW-3470_user_manual.pdf
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