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1. YNIPABJIEHUE KOMMYTATOPOM

1.1. BapuaHTbl YnpaBrneHus

Ona ynpaBneHus Heobxooumo HacTpouTb kommyTtatop. KommyTtaTop obecneuymBaeT ABa
BapuaHTa ynpasneHus: BHenonocHoe (out-of-band) nnm BHyTpmnonocHoe (in-band).

1.1.1. BHenosnocHoe ynpaBneHue

BHenonocHoe ynpaBneHne — 31O ynpasneHne Yepes KOHCONbHbIM nHTepderc. BHenonocHoe
yrnpaBneHne B OCHOBHOM MCMOMNb3yeTcs AMs HayanbHOro KOHMUrypupoBaHusa KoMmyTaTopa
nnbo, Korga BHYTPUMONOCHOE YrnpaBfieHMe HegoCTynHo. Hanpumep, nonb3oBaTefib MOXET
yepes KOHCOSbHbIM NOPT NpucBouTb kKoMmyTaTopy IP-agpec ana goctyna no Telnet.

Mpouenypa ynpaBneHnst KOMMYTaTOPOM Yepes KOHCONbHBIN MHTePdEC, onMcaHa HUXe:

War 1: [lMogknounTb nNepcoHanbHbIA KOMMLIOTEP K KOHCOMbHOMY (CEpUAMHOMY) MOPTY

KoMMyTaTopa

MoagkntoyeHne yepes
KOHCOJbHbIN Kabernb

Il

1 =4

PucyHok 1. MogkntoveHme MK k KOHCONbHOMY MOPTY KOMMYyTaTopa

Kak nokasaHo Bblle, cepunHbin nopT (RS-232) nogkntoyeH K KOMMYyTaTopy vYepes CepUNHbIN
kabenb. B Tabnuue HWXe ykasaHbl BCE YCTPOMCTBA UCMOMb3YHOLMNCS B NOAKNHOYEHNN.

HasBaHue
ycTpoucTBa

OnucaHue

MepcoHarnbHbIN
komnbtoTep (PC)

MmeeT dyHKUMOHaNbHYO knaBuaTypy u nopTt RS-232, c
YCTAQHOBIIEHHbIM  3MYMSATOPOM  TepMMHana, TakuM  Kak
HyperTerminal, Bxogsawwmn B komnnekt Windows 9x/NT/2000/XP.

Kabenb cepunHoro | OamH KOHel Noakno4vaeTcs K cepunHomy nopty RS-232, a gpyron
nopta K MOPTY KOHCOMMW.
KommyTtatop TpebyeTca paboTaroLmini KOHCOMNbHbIN NOPT.

War 2: BkrnitoueHne n HacTporka HyperTerminal.

lMocne yctaHoBKM coeuHeHus, 3anyctute HyperTerminal, Bxogawmin B komnnekt Windows.
Mpumep npuBeaeHHbIM Aanee ocHoBaH Ha HyperTerminal Bxogawimii B komnnekt Windows XP.
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@) Mactep nepeHoca daring fa Cranerree

BN Adobe Reader X
@ Internet Explorer
@) Windows Movie Maker

) Cunxpormsauva

napameTpos

47 Windows Search
) wireshark
e MpovrpeieaTent Windows Media

Bce nporpammel B _ ¥ A3NeHHbIF NOMOWHHK

—
5 cnctensl (D | BbikntoueHHe

PucyHok 2. 3anyck HyperTerminal.

2. Habepute ums gnga sanyweHHoro HyperTerminal, Hanpumep, «Switch».

Onucanue noaxawye HUA 9

% Hosoe noakntoueHue

Beeaure HasBaHWe NOAKAYEHUA W Bblﬁepbﬂ'e ANA HErO 3HA4YOK!

HazeaHue:
I Switch ’

SHayok:

PucyHok 3. 3anyck HyperTerminal.

3. B Bbinagarowem meHo «MoakntoveHne» Bbibepute, cepunHbin NopT RS-232 koTopbIn
ucrnonesyetca PC, Hanpumep, COM1 n Haxxmute « OK»
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PykoBoacteo nonb3osatens QSW-3750

YMNPABITIEHME KOMMYTATOPOM
[Nloaxnwue Hxe

% Switch

Beeaure cBEAEHWA O TEAEPOHHOM HOMEpE!

CTpaHa WM peruoH:

Koa ropoaa: 49¢ |

Homep TenedoHa: [ |

o
Mogknioyarbea Yepes: §CON T VT:
‘\_\5_\——’_'_’___,-:’

L 0K ][ OtmeHa ]

PucyHok 4. 3anyck HyperTerminal

4. HactpouTe ceonictea COM1 cneaytowmm obpasom: Beibepute ckopoctb «9600» ang
«Baud rate»; «8» gns «Data bits»; «none» ansa «Parity checksumy»; «1» ans «stop
bit»; «none» gnsa «traffic control»; nnu Bbl MoXxeTe HaXkaTb « Restore default», a nocne
HaxaTb « OK».

CrojicTaa; COM1 ?)X

MapamMeTpbi nopTa [

Ckopocts (6ur/c)( | 9600 v

Burel gaHHelx: | 8 ¥
YeTHocTe: !He'r vJ\
Cronoeble GuUTbI: 51 vJ

Ynpasnerve norokon | GG

[ BoccraHoeute YMONYaHUA ]

[ 0K ] [ OtmeHa J lnDMMEHHTbJ

PucyHok 5. 3anyck HyperTerminal.

LWar 3: Bbido komanaHoro nHtepdeinca (CLI) kommyTaTopa.

BkntounTe kommyTaTop, nocne 4Yero criegytowme cooblieHns noasaTca B okHe HyperTerminal
— 3TO PEXMM KOHUrypaumm Ans KommyTtaTtopa.

Testing RAM...
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0x08000000 RAM OK.

Loading flash:/nos.img ...
### JFFSWITCHB loading 'nos.img' to 0x81000000
### JFFSWITCHB load complete: 10235495 bytes loaded to 0x81000000
## Booting kernel from Legacy Image at 81000100 ...
Image Name:
Image Type: MIPS Linux Kernel Image (gzip compressed)
Data Size: 10157391 Bytes = 9.7 MiB
Load Address: 80000000
Entry Point: 80003710
Verifying Checksum ... OK
Uncompressing Kernel Image ... OK
Starting kernel ...
Current time: Sun Jan 01 00:00:00 2006 [UTC]
Switch>

Tenepb MOXHO BBOOUTb KOMaHAbl yNpaBneHus koMMmyTaTopoMm. [leTanbHoe onucaHue KomaHg
npuBeaeHO B NOCneayoLwmx rnaBax.

1.1.2. In-band ynpaBneHue.

In-band ynpaBneHve OTHOCUTCA K yOan&HHOMY YMNpaBfeHUo MocpeacTBOM AOoCTyna K
KOMMYyTaTOpy C MCMOSfb30BaHNEM Taknx NpoTokonos kak Telnet, SSH, HTTP, a Takke SNMP. B
Tex crnydadax, korga In-band ynpaBneHue wm3-3a namMeHeHWW, coenaHHbIX B KOHurypauuu
KoMmmyTaTopa, pabotaeT co cbosamu, ANA ynpasreHUs U KOHMUrypMpoBaHUs KOMMyTaTopa
MOXHO ncnones3oBatb Out-band ynpaenenune (Console/Management port).

1.1.2.1. YnpaBneHue no Telnet

YT06bI YyNpaBnsTe koMMyTaTopom no Telnet, AOMmKHbI BbIMONHATLCS CNEAyLWmMe YCNOoBUS:

1.
2.

3.

KoMmmyTaTop OomkeH METb CKOHpUrypupoBaHHbi IPv4/IPv6-agpec.

IP-agpec xocTa (Telnet-knmueHT) n VLAN-nHTEpdenc kommyTaTopa, AOJKHbI UMETb
IPv4/IPv6-agpeca B OQHOM CETMEHTE CETW.

Ecnn BTOpOI NYHKT HE MOXET BbITb BbINOMHEH, Telnet-knMeHT JomKeH ObiTb
nogkrntoyeH K IPv4/IPv6-agpecy kommyTaTopa C ApYrMx yCTPOWCTB, TakMX Kak
MapLupyTM3aTop.

KommyTatop TpeTbero YypoBHS MOXET OblTb HACTPOEH C  HECKOSIbKUMM
IPv4/IPv6-agpecamn, MeTOA4 HACTPOMKM OMUCaH B MOCBALWEHHOW 3TOMY [fiaBe.
Cnegylowun npuMmep npegnonaraet COCTOSHME KOMMYyTatopa nocne nocTaBku C
3aBOACKMMM HacTporkamu, rae npucytcteyeT Tonbko VLANT.

Mocneayrowme warv onucbiBatoT nogkrnodeHne Telnet-knueHta k uHtepgency VLAN1
KommyTaTopa nocpenctsom Telnet (npumep agpeca IPv4):
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1/0/1

MogknoveHne 4epes
«naTy-kopa»

—_— =

| —

PucyHok 6. YnpasneHve kommyTaTopom no Telnet

War 1: Hactpownka IP-agpecoB and kommyTtatopa W 3anyck ¢yHkumm Telnet Server Ha
KomMMyTaTope.

MepBbIM genom naet HacTponka IP-agpeca xocta. OH fomkeH BbITb B TOM Xe cerMeHTe
ceTu, 4Yto n IP-agpec VLAN1 nHTepdenca kommyTtaTtopa. Npegnonoxum, yto IP-agpec
nHtepcenca VLAN1 kommyTatopa 10.1.128.251/0/24. Torpa IP-agpec xocta MoxXeT
6b1Tb 10.1.128.252/24. C nomouwbio koMaHabl «ping 10.1.128.251» MOXHO nNpoBepuUTb,
AOCTYNEH KOMMYTaTop UIn HeT.

KomaHngbl HacTtpownkn IP-agpeca ona uHTepdpenca VLAN1 ykasaHbl Huxe. [Nepen
Hadanom In-band ynpaeneHnusn, IP-agpec kommyTaTopa [OSfmkeH ObiTb HaCTpPOeH
nocpeactsom Out-band ynpaeneHus (Hanpumep, 4epes nopT Console). KomaHgbl
KOH(urypuposaHusa cnegyowme ([Janee cumTtaeTcs, Y4TO BCE NPUrnalleHUs pexuma
KOHMUIypUpoBaHUA KOMMYyTaTopa Ha4YMHaOTCA CO crioBa «switch», ecnv oTAenbHO He
yKasaHo MHOro):

Switch>enable

Switch#config

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.128.251 255.255.255.0
Switch(Config-if-Vlan1)#no shutdown

Ona aktvBaumm dyHkumm Telnet-cepBepa nonb3oBaTernb AOIMKEH BKIIOYUTbL €€ B pexume
rno6anbHOro KOHMUIypPUPOBaHKSI, Kak MOKA3aHO HUXKeE:

Switch>enable
Switch#config
Switch(config)# telnet-server enable

War 2: 3anyck nporpammsbl Telnet Client

Heobxoanmo 3anyctutb nporpammy Telnet-knneHt B Windows ¢ ykazaHMeM agpeca xocTa.
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Run @@

= Type the name of a program, folder, document, or
: Internet resource, and Windows will open it For you.

Open: | telnet 10.1.128.251] v

[ OK ][ Cancel H Browse... ]

PucyHok 7. 3anyck nporpammbl Telnet-knmeHT B Windows.

War 3: MNonyuntb OCTYN K KOMMYyTaTopy.

[na Toro 4to 66l NONYYMTL AOCTYN K KOHuUrypauumn vepes untepgenc Telnet Heobxoaumo
BBECTU JOCTOBEpPHbIN NoruH (login) n naponb (password). B npoTMBHOM cnyyae B goctyne
OygeT oTkasaHo. ITOT MeToq NoMoraeT u3bexaTb HeaBTOPU3OBAHHOIO MOyYyeHusa gocTyna.
Kak pesynbtaT, korga Telnet BknioYeH Ons HAacTPOMKU M yNpaBfeHWs KoMMyTaTopa, MMs
nonb3oBatensa (username) M naposnb (password) ANa aBTOPM3OBaHHLIX MNOSib30OBaTENEN
OOoIKeHbl ObiTb HACTPOEHbI CreayoLen KoMaHO4oM:

«username <username> privilege <privilege> [password (0|7) <password>]».
[ns nokanbHon ayTeHTMdMKaLMm MOXHO NCNONb30BaTh CreAyHLLY0 KOMaHay:
authentifcation line vty login local.
[nsa goctyna B npyBenMrepoBaHHbIA pexmMM HeobxoaumMo 1 3aaaH ypoBeHb npusunernn 15.

[onyctnm, aBTOpM30OBaHHbLIA Mofb3oBaTeNnb uMMmeeT uMaA «test» M naponb «test», Torga
npouenypa 3agaHna uMeHn n napona ans gocryna no Telnet:

Switch>enable

Switch#config

Switch(config)#username test privilege 15 password 0 test
Switch(config)#authentication line vty login local

lMocne BBOAa MMeHM 1 naponda ans nHTepgenca koHdpurypmposaHna Telnet, nonb3oBaTtesib
CMOXET BbI3BaTb KkOMaHAdHbIi uHTepdenc CLI HacTporku kommyTatopa. KomaHgbl,
ncnonb3yemble B komaHgHoM uHTepdence Telnet CLI, koTopble CTaHOBATCA OOCTYMNHbI Nocne
BBOJA MMEHU N Naporis — Te Xe caMble, YTO U B KOHCONbHOM MHTepdence.
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YNPABINEHVNE KOMMYTATOPOM

% CA\WINNT! system32\telnet.exe -

login:test
password : e

SWITCH>

PucyHok 8. HacTtponka Telnet-untepdenca

1.1.2.2. YnpaBneHue 4yepe3 HTTP

Utobbl ynpaenaTb KoMMyTaTopoM 4epe3d Beb-mHTepdenc [omkHbl ObiTb  BbIMOMHEHbI
cnegyowime ycnosus:
1. KommyTaTop OOSmKeH MMeTb CKOHurypmnpoBaHHein IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP knueHT) n VLAN-nHTEpdEnc kommyTatopa, AOSMKHbI UMETb
IPv4/IPv6-agpeca B O4HOM CErMEHTE CETW.

3. Ecnu BTOpOWM NYHKT HE MOXET ObITb BbINONHEH, HTTP-KNneHT JomkeH bbiTb
nogkntoyeH K IPv4/IPv6-agpecy koMmyTaTopa € ApyrMx YCTPOMCTB, Takux, kak
MapLupyTmMsaTop.

Kak n B ynpaenenun, kommytatopomMm yeped Telnet, kak TonbKo ygaeTcst ping/ping6 xocTa K
IPv4/IPv6-agpecam KomMyTaTopa W BBOOMTCA MNpPaBWMbHbIA FOMH M Napofib, BO3MOXHO
Nony4nTb JOCTYN K kommyTaTopy Yeped HTTP. Huxke onncaH cnocob HacTponKu:

LWar 1: Hactpoika IP-agpecos onst kKommyTtaTopa u 3anyck doyHkummn HTTP-cepsepa.

O HacTporike IP-agpeca koMmyTaTtopa C MOMOLLbIO BHEMOSIOCHOMO YMNpaBreHnsi, CMOTPU rnaBy
0 HacTporike Telnet ynpasneHus.

YTto6bl koHUrypmpoBaHue no Beb ctano Bo3aMOXHbIM, HY>XHO BBECTU KOMaHay ip http server B
rnobanbHOM pexmmMme KOHPUrypupoBaHus:

Switch>enable

Switch#config

Switch(config)#ip http server
LWar 2: 3anyck Beb6-6pay3sepa Ha xocTe.

Heobxogumo oOTkpbiTb Beb-Opaysep Ha xocte M BBecTu |P-agpec kommyTaTopa, Wnm
HenocpeacTBeHHo 3anyctntb HTTP-npotokon B Windows. K npumepy, IP-agpec kommyTaTopa
«10.1.128.251»;
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Run @@

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Bitp:j710.1.125.251] |

Open:

[ OK ][ Cancel ][ Browse. ..

PucyHok 9. 3anyck HTTP-npoTtokona

Mpwn obpalleHun kommyTaTopa ¢ IPv6-agpeca pekomeHayeTcs ucnonb3oBaTtb 6paysep Firefox
Bepcum 1.5 unu nosagHee. Hanpumep, ecnn agpec kommytaTopa 3ffe:506:1:2::3. BeeguTte agpec
IPv6 kommyTaTopa http:// [3ffe: 506:1:2:: 3], agpec 0bs3aTenbHO OOMMKEH ObiTb 3aKMOYEH B
KBagpaTHble CKOOKN.

War 3: lNonyyeHne goctyna K KOMMyTaTopy.

Ona Toro 4ToGbI NONYYATb OOCTYN KOHUrypauum c ucnonb3oBaHveM Beb-untepdeiica,
Heob6xoaumMo BBECTM JOCTOBeEpHLIN NnornH (login) u napons (password), B NPOTUBHOM Criyyae
OyneT oTkasaHo B gocTyne. 3TOT MeToA nomoraeT n3bexartb HeaBTOPM30BaHHOMO AocTtyna. Kak
pesynbtat, korga Telnet Bknw4veH ANA HACTPOWKM W ynpaBreHUs KoMmMmyTaTopa, WMS
nonb3oBatensa (username) M naposfb (password) ANA aBTOPM3OBAHHLIX MNOSib30OBaTENEN
OOJKHbI ObITb HACTPOEHbI CreAYyHoLLEN KOMaHLOMN:

username <username> privilege <privilege> [password (0|7) <password>].
[N nokanbHoOW ayTeHTUUKALMM MOXHO MCMOMb30BaTh CIEAYHOLLYI0 KOMaHay:
authentication line vty login local.

[ns goctyna B NpMBENUIepOBaHHbIN PEXMM HEODXOAMMO M 3adaH YpOBeHb npusunernn 15.
[onyctnm, aBTOpM30BaHHbIN NOSb3oBaTeNb MMeeT uMa «admin» K naponbs «admin», Torga
npoueaypa HaCTponkn, cnegyroLlas:

Switch>enable
Switch#config
Switch(config)#username admin privilege 15 password 0 admin
Switch(config)#authentication line web login local
Beb-uHTepdenc ctpaHnupbl BBoga YY4ETHBIX AaHHbLIX BbIMSAAMT Cregyowmm obpasom:
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PykosoacTeo nonb3oBatena QSW-3750

YMPABJEHVE KOMMYTATOPOM

@QTECH _ WEB Interface

e QTECH switches series

Copyright (C) YEAR by QTECH LLC
http:/ /www.qtech.ru/

Mocne BBOAA KOPPEKTHBIX YYETHLIX AaHHbIX, Bbl NonagaeTe B rmaBHoe MeHio Beb-nHtepdeiica,
KaK 3TO MoKa3aHO HWXe:

=Up = Down
aaaE aaes a8
0 ) OTECH puee seew seew ===
System IP address: 103750 Current system time: Fri Oct 11 11:36:21 2019 System description: QSW-3750-26T-POE-AC | Exit || Save & Ext

- | Client :10,255.255.5
& gsw-3750-287-pox JJ| ST 102552555

X Switch basic config

System Version Information

1 Module manageme | | Device: QSW-3750-28T-POE-AC, sysLocation: Russia, Moscow, Ryabinovaya st, 26 bid 2.
cPU

e |
- c6-b3-b5-do-

£1 MAC address table | | Software Version 8.2.1.110

{1 VLAN configuratior, BootRom Version 2011.12.16

@ 1GMP Snooping col gs{%“g;ﬁ@mwkl

&) MLD Snooping con Serial No.:3607120320190123
@ Time Range config Last reboot was warm reset.
8 ACL configuration Uptime is 0 weeks, 1 days, 4 hours, 28 minutes
@ 1Pv6 ACL configurz

2 AM configuration

2 Port channel confic

1 DHCP configuratior

1 DHCP Snooping co

1 SNTP configuratior

& NTP configuration

@ QoS configuration

@ L3 forward configu

@ Route configuratiol

@ 1Pv6 Route configu

@ DCSCM canfigurati

@ Sspanning-tree con

& MRPP configuratior

@ uLPP configuration

E uLSM configuratior

< I E

PucyHok 10. YnpasneHne KommytaTtopom

1.1.2.3. YnpaBneHue KOMMyTaToOpoM Yyepe3 ceteBoe ynpasreHne SNMP

Heobxoanmble TpeboBaHus:

1. KommyTaTop AOMmKeH MMeTb CKOHGUrypupoBaHHbiv IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knuneHT) n VLAN-nHTEepdenc kKommyTtaTopa, A0MKHblI UMeTb
IPv4/IPv6-agpeca B 0OQHOM CETMEHTE CETW.

3. Ecnu BTOpON NyHKT HE MOXeT ObITb BbINOAHEH, HTTP-knneHT aomkeH bbiTb
nogkntoyeH K IPv4/IPv6-agpecy kommyTatopa ¢ ApYrMx YCTPOMUCTB, TakMX Kak poyTep.

XocT ¢ nporpamMHbIM obecnedeHnem SNMP ans ynpasneHus ceTbio JOMKEH yMeTb pingoBaTh
IP-agpec kommyTaTopa Tak, 4Tobbl npy paboTe nporpammHoro obecneveHmns SNMP, oHo 6bin1o
AOCTYMHO ANS OCYLLECTBMEHUs onepaunn YteHusi/3anucyu Ha Hem. NMogpoBbHoCcTn o TOM, Kak
ynpaenaTte kommyTtatopamu vyepe3d SNMP, He ByayT pacCMOTpeHbl B 9TOM PyKOBOACTBE, MX
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MOXHO HanTu B «Snmp network management software user manual» (MHCTpyKkuma no ceteBoMy
ynpasneHnio SNMP).

1.2. CLI-uHTepdpenc

KommyTatop obecneunBaet Tpu nHtepderica ynpasnenns gns nonb3osartens: CLI (Command
Line Interface) wuHTepdenc, BebG-nHTepdelic, ceTeBoe ynpaBneHue nNporpaMMHbIM
obecneyeHnem SNMP. Mbi nosHakomum Bac ¢ CLI (KoHconbto), Beb-uHtepdencom mn mx
koHgurypauusamm B getanax, SNMP noka He 6ygeT paccmaTtpuaTtbes. CLI-MHTepdenic 3Hakom
GonbWNHCTBY nNonb3oBaTtenen. Kak ynomMsiHyTO Bbille, MpU ynpaBfieHUn Mo He3aBUCUMbIM
KaHanam cBsi3M M Telnet-ynpaeneHne KOMMYTaTOPOM OCYLLECTBSETCA 4vepe3 UHTepdenc
komaHgHou ctpoku (CLI).

CLl-nHTepdperic noppepxuBaeT obonouky Shell, koTopas coctouT u3 Habopa KomaHg
KOHgUrypauum. OTM KOMaHAbl OTHOCATCA K pasHbiM KaTeropusim B COOTBETCTBUM C WX
dbyHKUMsIMK B KOHGUrypauum kKommyTaTopa. Kaxxgasa kateropus npeacTtaBnsieT CBOMW, OTIIMYHbIN
OT BCEX, PEXNM KOHUTypaLmu.

BoamoxHocTu Shell 4ng koMmMyTaToOpOB ONUCaHbLI HAXE:
®  pPEeXvM HaCTpPOMKY;
e  HacCTpOWKa CMHTaKcuca,
e MoaaepKka coueTaHus KNaBULL;
e  Crnpaeka;
e MpoBepKa BBOAA;
e fogaepxka s3blk HeyeTkon norukm (Fuzzy math).

1.2.1. PeXXum HacCTponkKu

User Mode
Admin Mode
Global Mode
- c
S3 S c
a9 T el
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PucyHok 11. Pexumbl HacTporikn Shell

1.2.1.1. Pexxum nonb3oBaTens

Mpn BXxOAE B KOMaHOHYHO CTPOKY B NEPBYH ouyepenb MOfb30BaTeNlb OKA3bIBAETCA B pexXunme
nonb3oBatens. Ecnn oH BxoguT B kayecTBe OOLIMHOrO MOMb30BaTEnNsi, KOTOPbIA CTOUT MO
YMOIYaHuio, Toraa B CTpoke oTobpaxkaetca «Switch>», rae cumBon «>» ABNSETCS 3anpocom

19

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3750

YNPABINEHVNE KOMMYTATOPOM " www.atechru |

Ona  peXumMa norb3oBatend. Korma «komaHga Bbixoda 3anyckaeTtcd noa pexumom
aaMUHUCTpaTopa, OHa 6y,1:|,eT TakKkKe BO3BpalLleHa B peXunm nosib3oBaTens.

B pexnmMme nosib3oBaTenAd, bes OONONTHUTESNbHbLIX HACTPOeK, Nnorb3oBaTesito AOCTYMNHbI TOJ1bKO
3anpocbl, HaNnpmmep, spemM4a nnun I/IHCbOpMaLl,I/IFI O BepCunn KoMmMyTaTopa.

1.2.1.2. Pexxum agMUHUCTpaTopa

Ona Toro 4tobbl nonactb B pexvm AaMuHUCTpaTopa (MPUBMNErMPOBAHHLIN) CylLlecTByeT
HeCKoJ1bko crnocoboB: BXO[ C WUCMOMb30BaHMEM B KayecTBe MMEHW nonib3oBaTens «Adminy;
BBOZA KOMaHAbl «enable» 13 HenpuBunierMpoBaHHOro (Mofb30BaTENLCKOrO) MHTEpMenca, npu
3TOM Heobxoaumo ByaeT BBECTU Naponb agMUHUCTpaTopa (ecnu yctaHoBneH). MNpu paboTte B
pexume agMMHUCTpaTopa npurralleHne KoOMaHgHOM CTPOKM KoOMMyTaTopa OydeT BbirnsgeTb
Kak «Switch#». KommyTatop Takke noggepxueaeT KOmOMHaumio knaesuw «Ctrl + Zy», 4yto
no3BomndeT MNpPOCTbiIM CNOCOOOM BLINTM B pPeXUM agMuUHUCTpaTopa Ku3 nwboro pexuma
KOHcpurypaumm (3a NCKNYEHNEM NOSb30BATENBCKOrO).

Mpu paboTe c npusunernsMn agMmuHUCTpaTopa MNonb3oBaTerlb MOXeT AaBaTb KOMaHAbl Ha
BblBOJ KOHMUrypaunMoHHOW WHGOPMaLUK, COCTOSHUN COEOMHEHUss W CTaTUCTUYECKOM
nHpopmaumm 060 Bcex noprtax. Takke norb3oBaTenb MOXET NepenTy B pexum rnobansHoro
KOH(pUrypupoBaHnss M u3MeHUTb Mbyl YacTb KoHdurypauum kommyTtaTtopa. [loaTtomy,
onpegeneHve napons Ans A4OoCTyna K NPUBUNErMPOBaHHOMY peXuMy saBrsieTca obsa3aTenbHbIM
ANa  npefoTBpalleHus HeaBTOPWU30BAHHOrO [OCTyna W 3MIOHAMEPEHHOr0  U3MEHEHUS
KOHUrypauum kommyTaTtopa.

1.2.1.3. Pexxum rnob6anbHOro KOHpUrypmpoBaHus.

Habepute komaHgy «Switch#config» B pexnme agMmnHucTpaTopa Ans Toro, 4Ttobbl BOWTU B
pexum rnobanbHoro KoHpUrypmposaHus. Mcnonb3ynte KkomaHgy BbiXxO4a B COOTBETCTBUM C
OpYrMMN pexxmmMamun KOHurypauumn, tTakmmm, kak pexum nopta, VLAN-pexumm, BepHyTCca B
pexum rrnobanbHOro KoHpUrypupoBaHus. [lonb3oBaTenb MOXET BbINOMHATE rrobanbHble
HaCTPOMKM KOHUrypaumMm B 3TOM peXxume, TakMe Kak HacTpownka Tabnuy MAC-agpecos,
3epkanupoBaHue noptos, co3gaHme VLAN, sanyck IGMP Snooping u STP, u 1. . Takke
nonb3oBaTerib MOXeT BOWTU B PEXMM KOH(UIYypUpoBaHWS nopTa ANs HACTPOWKM BCeX
nHTEepencos.

1.2.1.3.1. Pexxnm KoHUrypmpoBaHusa nHtepdenca

Mcnonb3oBaHme kKOMaHgbl MHTepdenca B pexume rnodanbHoro KOHPUrypMpoBaHus No3sonseT
BXOAUTb B PEXMM KOH(PUIYpUpOBaHUS YKasaHHOro uHtepdenca. Kommyratop noggepxmsaet
Tpn Tvna nHtepdgencos: 1. VLAN; 2. Ethernet-nopTt; 3. NopT-kaHan, COOTBETCTBYOLWMIA TPEM
pexnmMmam KoHgurypaumm nitepgenca.

Tvn KomaHpa OencrtBue komaHabl | Bbixop

UHTepcpenca

VLAN Habepute komaHagy | Hactpowka IP-agpecoB | Micnonbayinte
interface vlan <Vlan-id> | kommyTaTopa un 1.4. KomaHagy exit ans
B pexume rnobansHoro BO3BpaLLeHus B
KOH(pUrypupoBaHus. rnobanbHbIN PEXUM.
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Tun KomaHaa HenctBue komaHabl | Bbixop

UHTepdenca

Ethernet-nopTt HabepuTte KomaHgy | Hactporika Wcnonbaynte
interface ethernet | nogaepxmBaemoro KomaHgy exit ans
<interface-list> B | OYMNNEKCHOro pexuma, | Bo3BpalleHus B
pexume rnobanbHOro | CKOPOCTU Ethernet- | rmoGanbHbIf pexum.
KOHGUrypupoBaHus. nopta u T.n.

MopT-kaHan HabepuTte komaHgy | KoHdourypupoBaHue Wcnonbaynte
interface  port-channel | nopTkaHana: komaHgy exit ans
<port-channel-number> | gynnekcHbI pexuMm, | BO3BpaLleHus B
B pexume rnobanbHoro | CKopocTb U T.4. rnoGanbHbIN PEXNM.
KOHQUrypupoBaHus.

1.2.1.3.2. Pexxum VLAN

Mcnonb3oBaHme koMaHgbl <vlan-id> B pexume rnobanbHOro KOHUrypupoBaHud, nomoraet
BOWTM B COOTBETCTBYIOLLNIA pexnm koHpurypmposaHusa VLAN. B aToM pexume aaMnHUCTpaTop
MOXeT HacTpauBaTb BCe MOpPTbl nonb3oBaTenen cooTtBeTcTBytowero VLAN. BbinonHute
KOMaHay Bblxoaa, 4Tobbl BoIMTN 13 pexxuma VLAN B pexxum rnobanbHOro KoHurypmpoBaHus.

1.2.1.3.3. Pexkum DHCP Address Pool

Beegute komangy ip dhcp pool <name> B pexxume rnobanbHOro KOHUrypmpoBaHus ans Bxoga
B pexum DHCP Address Pool. MNpurnawenne atoro pexuma «Switch(Config-<name>dhcp)#».
B atom pexume npoucxogut koHdurypmposaHne DHCP Address Pool. BbinonHute komaHay
BbIxoga, 4Tobbl BbIATU M3 pexuma KoHdurypuposaHus DHCP Address Pool B pexum
rno6anbHOro KOHPUrypnpoBaHUS.

1.2.1.3.4. ACL-pexum

Tun ACL KomaHaa HencrtBue komaHabl Bbixon

CtangapTHbIn Habepute komangy ip | Hactpowka Wcnonbaynte

pexum IP ACL | access-list standard B | napameTpos KomaHgy exit ans
pexume rnobanbHOro | ANAcTaHA4apTHOMO BO3BpaLLeHUs B
KOH(pUrypupoBaHus. pexuma IP ACL rnobanbHbIN PEXUM.

PacwupeHnHbin | Habepute komaHay ip | Hactpowka Mcnonbaynte

pexum IP ACL | access-list extended B | napameTpos ans | komaHgy exit gns
pexume rnobanbHOro | paclMpeHHOro BO3BpaLLEeHUs B
KOH(pUrypupoBaHus. pexuma IP ACL rnobanbHbIN PEXUM.

1.2.2. HacTpoinka cMHTakcuca

KommyTatop pasnnyaeT MHOXEeCTBO KOMaH KoHdwurypauuu. HecmoTpsa Ha TO, 4TO BCe
KOMaHabl pasHble, HeobxoaMmo cobnwdaTb CUHTAKCMC MX HanucaHus. Obwun dopmat
KOMaHAbl KOMMyTaToOpa NPUBEAEH HUXE:

cmdtxt <variable> {enum1] .. | enumN} [option1] ... | optionN]
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PacwudpoBka: cmdixt >XUPHbIM LWPUPTOM YyKasblBaeT Ha KIHOYEBOE CroBO KOMaHAbl;
<variable> ykasbiBaeT Ha wu3ameHsiembln napametp; {enum1 | ... | enumN} o3HavaeT
obsa3aTenbHbIM  NapameTp, KOTOpbIN [OMmkeH ObiTb BblibpaH K3 Habopa napameTpos
enumi~enumN, a B kBagpaTHble ckobkn «[]»[option1 | ... | optionN] 3akniouaT
Heobsa3aTenbHbIV NapameTp. B aTom cnyvae B kKOMaHAHOW CTpOKe MOXET ObiTb KOMOUHaLMSA
"<>" N m "], Hanpumep, [<variable>], {enum1 <variable>| enum2}, [option1 [option2]], n Tak
panee.

Bort npMepbl HEKOTOPbIX aKTyalribHbIX KOMaH4 KOHd)MpraLLMMZ

show version, napameTpbl He TpebyeTcs. OTO KOMaHAa, COCTOsALAs TONbKO U3 KIOYEBbIX CIOB
n 6e3 napameTpoB.

vlan <vlan-id>, Heob6xoaum BBOA 3HAYEHMS1 MAapamMeTPOB MOCMe KM4YeBOro Croea.

firewall {enable | disable}, aToin komaHOON NONb30BaTENb MOXET BKIMOUUTL UMKU BbIKMIOYNTD
OpaHamayap, cnegyeT nuwb BblbpaTh HYXXHbIA NapameTp.

snmp-server community {ro | rw} <string>, Huxe npmBeaeHbl BO3MOXHbIE BapUaHTbI:
snmp-server community ro public

snmp-server community rw private

1.2.3. CoyeTaHuA KnaBuLl

KommyTatop noagepxvBaeT MHOXECTBO COYeTaHui Knasuw ang  obrnerdeHus BBoAa
KOHUrypauum nonb3osaTtenem. Ecrnv komaHaHas CTpoka He Npu3HaeT HaxaTusi BBEPX U BHU3,
10 Ctrl + P 1 Ctrl + N moryT ObITb MCNONb30BaHbl BMECTO HUX.

KnaBuwa (M) @ ®PyHKuUuA

Back Space YaanuTe cumBeon nepeg kypcopom. Kypcop nepemellaeTcs Hasag.

Beepx «1» MokasaTb npeablayLlyto BBeaeHHyo komaHay. OTobpaxeHue go aecstu
HefaBHO HabpaHHbIX KOMaHA.

BHu3 «|» lMokaszaTb criegylowyo BBeOeHHYO KomaHay. [lpu  mncnonb3oBaHUK
KnaBuWwn BBEPX «T», Bbl NoflydaeTe paHee BBeAEHHble KOMaHAbl, Npuv
NCMOMNb30BaHUN KMaBULIM BHU3 «|», Bbl BO3BpallaeTeCb K crnegytoLlen

KOoMaHge.
BneBo ««—» Kypcop nepemeljaetca Ha oguMH | Bbl MoxeTe MCronb30BaTh KiiaBULIK
CVYMBOS BNEBO. BNIEBO «<«—» W BMNpaBO «—» Aand
N3MEHeHVs1 BBEAEHHbIX KOMaHA.
BnpaBo «—» Kypcop nepemeuiaetca Ha oauH
CVYMBOS BMpaso.

Ctrl +p Takas xe, Kak 1 y KraBuLLN BBEPX «1».
Ctrl +n Takasi e, KaK 1 y KIaBuLLN BHU3 « | ».
Ctrl +b Takasi ke, Kak 1 y KnaBuLIN BMEBO «<«—».
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KnaBuwa (v) | ®yHKuus

Ctrl +f Takasi e, Kak 1 y KnasuLn BNpaBo «—».

Ctrl +z BepHyTbca B Pexum agmMuHucTpatopa HEMNOCpPeACTBEHHO M3 OpYrux
PEXNMOB HAaCTPOWNKM (3a UCKIMOYEHMEM MOSb30BATENBCKOro pexnma)

Ctrl +c OcTtaHoBKa HenpepbIBHbIX NPOLIECCOB KOMaHA, TakMX Kak ping v T.4.

Tab B npouecce BBoga komaHabl Tab mMoxeT ObiTb MCMONbL30OBaH ANS ee
3aBepLUEHNSs, ecnn HeT OLNBOK.

1.2.4. CnpaBka

CywecTBytoT ABa cnocoba nonyynTb JOCTYN K cnipaBoYHon uHdopmaumm: KomaHgamm «help»

n«?».

Hoctyn Kk Wcnonb3oBaHue U (pyHKUUMU

crnpaBke

Help Mog mwobon komaHgHoW cTpokon BBeaute "help" u HaxmuTe Enter, Bbl

nonyy1Te KpaTKoe OnMcaHve U3 CrpaBoOYHON CUCTEMBI.

«?»

Mog no6on koMaHgHOM CTPOoKor BBeAUTE "?", 4TOOLI MOMNYYNTL CNUCOK KOMaHg
AN TEKYLLEro pexxmmMa ¢ KpaTKMM OnucaHuem.

Beegute "?" nocne komaHabl. Ecnn noavumns gormkHa ObiTb nmapameTpom,
onucaHue 3Toro napameTpa Tuna, macwraba v T.4., 6yayT oTobpakeHbl, eCrnu
no3numsa JosmkHa ObiTb KIOYEBbIM CIOBOM, TO OyaeT oTobGpaxeH Habop
KSOYEBbIX CMOB C KpaTKUM OMMCaHWEM, €Cnu BbIWo "<cr>", To KoMaHga
BBEZEHa MOSTHOCTbIO, HaXXMUTE Knasuwy Enter, 4ToGbl BbINONHUTL KOMaHAY. 3.
Beegute "?" cpasy nocne CTpoku. ITO MOKaKEeT BCE KOMaHAbl, KOTOpble
HaYMHAaKTCS C 3TON CTPOKM.

1.2.5. MNpoBepka BBOAA

1.2.5.1. Otobpaxaemasn nHopmaums: ycnewHoe BbinonHeHue (successfull)

Bce komaHgbl, BBOANMbIE Yepes KrnaBmaTypy, NpoxodaT NpoBepKy cuHTakcuca B Shell. Huyero
He 6ygeT oTobpaxaTtbCA, ecnu nonb3oBaTenb BBEN NpaBWibHbIE KOMaHObl  Mpu
COOTBETCTBYIOLLMX PEXUMAX U YTO NPUBESO K UX YCMELUHOMY BbINOSTHEHMIO.
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1.2.5.2. OTobpaxxaemasa nH¢popmaLma: oWMOOYHbIN BBOA (error)

OTtob6paxaemoe coobLieHune

OLLNOKM

MosicHeHue

Unrecognized command or
parameter!

illegal

BBeneHHOM KomaHAbl He CyLIEeCTBYeT WnM ecCTb
owmbka B napameTpe Maclutaba, Tuna wnm
dopmara.

Ambiguous command

[ocTynHo Mo KpailHein mepe OBe WHTepnpeTauuu
CMbICa Ha OCHOBE BBEAEHHOIO TEKCTA.

Invalid command or parameter

KomaHga cyuwiectByeT (npuaHaeTcs),
HenpasWnbHbIA NapamMeTp.

HO 3adaH

This command is not existing in current
mode

KomaHga cylwiecTtByeT (Npu3HaeTcs), HO He MOXeT
ObITb MCNOMb30BaHa B AAHHOM peXxume.

Please configure precursor command
«*»at first!

KomaHga cywiecTtsyeT (npusHaeTcs), HO
OTCYTCTBYET yCNnoBue KOMaHAbl.

syntax error: missing " before the end

of command line!

Owwnbka cuHTaKcuca:
MCnonb30BaTbCA B Nape.

KaBbI4YKN He MoryT

1.2.6. Nopaepxka A3bika HevyeTKon nornku (Fuzzy math)

Shell Ha koMMyTaTOpe nMeeT NoAAEPXKKY si3blka HEYETKOM NMOMMKM B MOMCKE KOMaHA U KIMHYEBbIX
croB. Shell 6ygeT pacnosHaBaTb KOMaHAbl U KIMOYEBbLIE CIIOBA B TOM Cly4vae, eCniv BBEAEHHas
CTPOKa He BbI3blBaeT HUKAKNUX KOH(NMKTOB. Hanpumep:

1. KomaHga «show interface ethernet status», 6yget paboratb gaxe B Tom crnyyae,
ecnu HabpaTb «sh in ethernet status».

2. OpHako, npu Habope komaHgbl «<show running-config» kak «show r» cuctema
coobwmnTt «%Ambiguous command», T.k. Shell 6ygeT He B COCTOsIHMM ONpeaennThb,
4YTO umenoch Beuay «show radius» nnm «show running-config». Takum obpasom, Shell
CMOXeT MpaBuibHO pacno3HaTb KOMaHA4y TONbKO ecnv ByaeTt HabpaHo «sh rux.
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2. OCHOBHbIE HACTPOUKU KOMMYTATOPA

2.1. OCHOBHbIe HAaCTPOMKMU

OcHoBHbIe HaCTpOI;lKI/I KOMMYTaTopa BKIHO4YakT B cebs KOMaHOdbl Ond BXOoAa W BbiXoda W3
pexnma agMMHUCTPaTopa, KOMaHObl ONA BXOOa M BbiIXOOa U3 pexunma KOHd)VIprI/IpOBaHI/IFI
MHTepcbeﬁca, anda HaCTpOVIKM n 0T06pa)KeHI/1$I BpeMeHn B KOMMYTaATOpeE, 0T06pa)|(eHVIFI
I/IHC*)OpMaLl,I/II/I O BepCun CUCTeMbl KOMMYyTaTOpa U TaK aanee.

KomaHpa

MosicHeHue

OOGbIYHbIV NONb30BaTeNbCKUM pexum/Pexum agMmHucTpaTopa

Enable [<1-15>]
disable

lMonb3oBaTenb Mcnonb3yeT KomaHay enable ans Toro, YTo6bLI BONTH
B peXuMm agMunHucTpaTopa. A komaHgy disable ons Bbixoga us Hero.

Pexum agMuHucTpartopa

config [terminal]

Bxognt B pexum rnobanbHOro KOHMurypmpoBaHust M3 pexuma
agMUHUCTpaTopa.

PasnuyHbie pexumbl

exit

Bbixog u3 Tekywero pexvma u Bxo4 B npeaplaylinin  pexum,
Hanpumep, ecnn NPUMMEHNTb 3Ty KOMaHgy B pexume rrnobansHoro
KOH(pMrypmpoBaHusi, TO OHa BEPHET Bac B PEXUM agMUHUCTpaTopa,
ecnu HabpaTb ewe pa3 (yke Haxoasicb B pexume
agMUHMUCTpaTopa), TO NonagaeTe B NOfb30BaTENbCKUN PEXUM.

show privilege

lMokasbiBaeT npuesunernn gna onpeneneHHbIxX none3oBartenemn

PacwumpeHHbIN nonb3oBaTenbCKkun pexmm/Pexxum agMmHucTpatopa

end

Bbixoq U3 Tekyllero pexvMa W BO3BpPALUEHWE B PEXUM
agMuvHUCTpaTopa, TOMbKO Korda nosfib3oBaTerlb HaxoauTcsl He B
Nonb30BaTeNbCKOM/agMUHUCTPATOPCKOM peXMMax.

Pexunm agMmHucTpatopa

clock set <HH:MM:SS>
[YYYY.MM.DD]

YcTaHoBKa gaTtbl BpeMeHHN.

show version

OTobpaxeHne Bepcumn KOMMyTaTopa.

set default

BosBpaluaeTt 3aBoCKME HACTPOMKN.
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write CoxpaHsieT TekyLlyto kKoHurypaumio Ha Flash-namare.
reload Mepes3arpyska kommyTaTopa.
show cpu usage lMokasbiBaeT cTeneHb ncnonb3osaHms CPU.
show cpu utilization [MokasbliBaeT TEKYLLYIO CKOPOCTL 3arpy3ku npoueccopa.
show memory usage lMoka3blBaeT CTeneHb MCMNOSb30BaHNSA NaMATH.
Pexxum rmob6anbHOro KoHcpurypupoBaHus
banner motd <LINE> Hactponka oTobpaxaemon uHpOpMaLUUM Mpu  YCrNeLHon
o R T aBTopu3aum nonb3oBaTtens 4Yepe3 Telnet wnn  koHcombHoEe
coeauHeHue.

2.2. YnpaBneHue Telnet
2.2.1. Telnet

2.2.1.1. BBegeHue B Telnet

Telnet — 370 NPOCTON NPOTOKON yAaneHHoro AocTyna Ans AMCTaHUMOHHOro Bxoda. Vcnonbays
Telnet, nonb3oBaTenb MOXeT AUCTAaHUMOHHO BOMNTM Ha XOCT Ucnonb3ysi ero IP-agpec unu nmsi.
Telnet MoXxeT nocbinaTe HaXaTUs KNaBuL yOaNeHHOMY XOCTY M BbIBOAWTb AaHHble Ha 3KpaH
nonb3oBaTens ucnosnb3ys npotokon TCP. OTo npo3payHas npoueaypa, Tak Kak KaxkeTcs To,
4YTO MONb30BaTENbCKME KNaBmaTypa ¥ MOHUTOP NOAKMOYEHb! K YAAanNeHHOMY Y3y HanpsiMyto.

Telnet ncnonb3yeT KNMEHT-CEPBEPHBIN PEXUM, flOKanbHasi cuctemMa BbiCTynaeT B ponn Telnet-
KNWeHTa, a yaaneHHbIn XocT - Telnet-cepeepa. KommyTtaTtop moxeT 6bITb Kak Telnet-cepsepom,
Tak n Telnet-knueHTOM.

Korga kommyTtatop mcrnonb3yeTtca kak Telnet-cepsep, nonb3oBaTerfie MOXET WCMNOSb30BaTb
Telnet-knueHTCkmMe nporpammebl, BkoveHHble B OC Windows wnn gpyrve onepaumoHHble
CUCTEMbl AONns BXoO4a B KOMMYTaTop, Kak OMMCaHO paHee B pasgenie «ynpasneHue no
He3aBMCUMbIM KaHanam cBsasm». Kak Telnet-cepBep kKoMMyTaTop MO3BOMSET OO S5 KMEHTaMm
Telnet nogkntoveHne ncnonb3ya npotokon TCP.

Takke kommyTaTop paboTas kak Telnet-knueHT, No3BonsieT nosfb3oBaTesnto BOWTU B Apyrue
yAaaneHHble xocTbl. KommyTaTop MoxeT ycTtaHoBuTb TCP-nogkntoyeHue TOnbKo K OfHOMY
yAaneHHoMmy xocTy. Ecnu nosiBuTcs HeobGXoOAMMOCTb COEAMHEHWUs C APYrMM  yAaneHHbIM
XOCTOM, Tekylume coeguHeHns TCP ormkHbl ObiTe pasopBaHsbl.

2.2.1.2. KomaHabl KoHurypupoBaHusa Telnet

1. Hactpowka Telnet-cepsepa.
2. WNcnonb3oBaHue Telnet ona yganeHHoro 4ocTtyna K KOMMyTaTopy.
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1. Hactpowka Telnet-cepsepa.

KomaHpa

OnucaHue

Pexxum rno6anbHOro KoHuUrypmpoBaHus

telnet-server enable
no telnet-server enable

Aktusmpyet dyHkumio Telnet-cepBepa Ha
KoMMyTaTope, KoMaHAaa «No»
AeaKkTUBMpyeT 3Ty PYHKUMIO.

username <user-name> [privilege <privilege>]
[password [0 | 7] <password>]

Nno username <username>

HactpanBaeT wumsa nonb3oBatens wu
naponb ansa goctyna no Telnet. Komanga
«NO» ydanseT [faHHble aBTopM3aumn
BbIOpaHHOro nonb3oBaTtens.

authentication securityip <ip-addr>
no authentication securityip <ip-addr>

HactpanBaet 6e3onacHoctb IP-agpecoB
Ons Bxoga Ha kommyTtatop no Telnet:
KOMaHga «no» OTMEHSsIeT NpeablayLuyto
KomMaHgy.

authentication securityipv6 <ipv6-addr>
no authentication securityipv6 <ipv6-addr>

HacTtpauBaeTt BesonacHoCTb
IPv6-agpecoB ans BXoga Ha KoMMyTaTop

no authentication ip access-class

no Telnet: komanHga «no» OTMeEHSET
npeablayLyo KoMaHay.
authentication ip access-class | CeasbiBaeTr crtaHgaptHeii IP ACL c
{<numstd>|<name>} Telnet/SSH/Web; KomaHga «No»

OTMEHSIET NPeablayLLy0 KoMaHay.

authentication access-class

{<numstd>|<name>}

ipv6

no authentication ipv6 access-class

CsasbiBaeT IPv6 ACL ¢ Telnet/SSH/Web:;
KOMaHZa «no» OTMeHsieT npenblayLlyto
KomaHay.

authentication line {console | vty | web} login
{local | radius | tacacs}

no authentication line {console | vty | web} login

HacTtponka pexuma
Telnet.

ayTeHTUdmKaumm

authentication enable method1 [method?2 ...]
no authentication enable

HacTtpoika BKknoYeHUs1 CAMCKOB METOO0B
ayTeHTUdmKaumu.

authorization line {console | vty | web} exec {local
| radius | tacacs}

no authorization line {console | vty | web} exec

HacTtpoika pexnma astopmsauyum Telnet.
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KomaHpa OnucaHue

accounting line {console | vty} command <1-15> | HacTpowka cnncka MeTofoB yyeTa.

{start-stop | stop-only | none} methodl
[method2...]

no accounting line {console | vty} command <1-
15>

Pexunm agmMmHucTpaTopa

terminal monitor OTobpaxeHne oTnagoyHom nMHpopmauum
terminal no monitor Ons BXoda Ha KOMMYyTatop 4epes
Telnet-knueHT; KomaHga «no» oTkoyaeT
oTobpaxeHne gaHHOW MHpopMaLmu.

2. Wcnonb3oaHue Telnet Ana yaaneHHoro 4ocTtyna kK KOMMyTaTopy.

KomaHpa OnucaHue

Pexum agMuHucTpartopa

telnet [vrf <vrf-name>] {<ip-addr> | <ipv6addr> | Bxog Ha XOCT KOMMyTaTopa u4epe3
| host <hostname>} [<port>] Telnet-knnMeHT, BXoAALLMIA B KOMMNNEKTaLNIo
KOMMyTaTopa.
2.2.2. SSH

2.2.2.1. BBepeHue B SSH

SSH (aHrn. Secure SHell — «6e3onacHas obonoyka») sBNSETCA NPOTOKONOM, KOTOPbIV
obecneuymBaeT 6e3onacHbI yganeHHbl AOCTYN K ceTeBbiM ycTponcTtBaM. OH OCHOBaH Ha
HagexHom TCP/IP-npotokone. OH nogaepXmBaeT Takue MeXaHU3Mbl Kak pacrnpegeneHue
KNoyen, NpoBepka MOAMMMHHOCTM M WndpoBaHns mexay SSH-cepBepoMm n SSH-knneHTom,
ycTaHoBka 6e30nacHoro coeaunHeHus. MiHdopmauus, nepegaBaemas Yepes 3T0 COeaMHEHMEe
3alMueHa oT nepexsarta 1 pacwmdpoBku. [na gocTyna K KOMMyTaTopy, COOTBETCTBYHOLLEMY
TpeboBaHmam SSH2.0, Heobxognmo SSH2.0 knneHTckoe NporpammHoe obecrneyeHne, Takoe,
kak SSH Secure Client n Putty. lNonb3oBatenn MoryT 3anyckatb BblLIENEpPEYNCIIEHHOE
nporpamMmHoe obecneyeHve ANs YNpaBfeHWst KOMMYTaTOpoM YyaaneHHo. KommyTtatop B
HacTosiwee Bpems nogaepxuBaet ayteHTudpukaumto RSA, 3DES m SSH wwudposaHue
NpOTOKONa, Naposib NONb30BaTENSA ayTeHTMdMKaALMM U T.A4.
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2.2.2.2. Cnucok KkomaHa ana koHdurypmuposaHusa SSH-cepBepa

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHurypmpoBaHus

ssh-server enable
no ssh-server enable

AkTnBaums d)yHKLI,I/II/I Ha KOMMYTaTope, KoOMaHOa
«NOo» OTMEHdET npeablayLlyo KoMmaHay.

username  <username> [privilege
<privilege>] [password [0 | 7]
<password>]

Nno username <username>

HactpamBaeT uma nonb3oBaTtens u naposb Ang
goctyna K KoOMMyTaTopy 4epe3d SSH-knMeHT.
KomaHgoa «no» ypanseTr [gaHHble aBTopu3aunv
BblOpaHHOro nonb3oBaTens.

ssh-server timeout <timeout>
no ssh-server timeout

HacTtponka Tanmayta gnsa ayteHTudmkaumm SSH;
Komanga «no» BOCCTaHaBnMBaEeT 3HAYeHUsa Mo
YMOJSYaHWIO TanmayTa ansa ayteHTudunkaumm SSH.

ssh-server authentication-retires
<authentication-retires>

no ssh-server authentication-retries

HacTtpouka 4yncno NMOBTOPHbIX
SSH-ayTeHTUdhMKauuuy; KomaHga
BOCCTaHaBMMBaeT 3Ha4YeHUS MO YMOYaHUIo.

NonbITOK
«NOo»

ssh-server host-key create rsa modulus
<moduls>

CospaHne HoBoro RSA-knova

SSH-cepsepe.

XocCTa Ha

Pexum

agMUHUcCTpaTopa

terminal monitor
terminal no monitor

Mokas oTnagoyvHon nHgpopmauumn SSH Ha cTopoHe
KNMEeHTa; KoMaHga «Nno» OTMEHSET MpeablayLlyto
KoMaHgy.

2.2.2.3. Npumep HacTponkn SSH-cepBepa

Mpumep 1:
3apgauu:

e Bkmountb SSH-cepBep Ha kommyTaTope u 3anyctutb SSH2.0 nporpammHoe
obecneveHune knneHTa, Takoe kak SSH Secure Client unu Putty Ha TepmuHane. Bontun
Ha KOMMYTaTOp, UCMONb3Yyst UMSA NONb30BaTeNsI U MAPOSb OT KINEHTA.

e Hactpoutb IP-agpec, nobasute SSH-nonb3oBatenen n aktmenposate SSH-cepeuc Ha

KoMMyTaTope.

SSH2.0-knueHT MoXeT BOWTM B KOMMYTaTop,

ncnonb3ya wMm4d

nonb3oBaTens 1 Naposb AN HACTPOMKN KOMMYyTaTopa.
Switch(config)#ssh-server enable

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 100.100.100.200 255.255.255.0

Switch(Config-if-Vlanl)#exit
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Switch(config)#username test privilege 15 password 0 test

B IPv6-ceTax, TepMunHan [oOrmkeH 3anyctutb SSH-knMeHT M nporpammHoe obecneyeHue,
KoTopoe noaaepxueaeT IPv6, Takme kak putty6. lMonb3oBaTenu He [OMKHbl WU3MEHATb
HacCTPOMKM KOMMYyTaTopa, 3a MCKveHueM pacnpefeneHus IPv6-agpeca ong nokanbHOro
XocTa.

2.3. HacTtpouka IP-agpecoB KommyTaTopa

Bce Ethernet-nopTbl kOMMyTaTopa MO YMOMYaHUIO 4SBASAOTCA MopTaMmuM [ocTyna Aand
KaHanbHOro ypoBHS M BbINOMHATCA Ha BTOpoM ypoBHe. VLAN-uHTepdenc npencrasnser
cobon mHTepdenc TpeTbero YpoBHS C (PYHKUMAMM, ONS KOTOPbIX MOXET OblTb Ha3HayeH
IP-agpec, koTopbin ByoeT Takke IP-agpecom kommyTtatopa. Bce cetn VLAN, cBsizaHHble C
UHTepdENCOM, U nx KOHUrypaumsa MoryT 6biTb HACTPOEHbI B MOAPEXNME KOH(PUTYPUPOBaHUS
VLAN. KommyTaTtop npegoctaBnseT Tpu MeTtoga koHdurypaumm IP-agpeca:

L] py4Had;
e BOOTP;
. DHCP.

PyyHas HacTponka IP-agpeca nossonseTt npucesamsath IP-agpec Bpy4Hyto.

B BOOTP / DHCP pexume, kommyTtaTop pabotaet kak BOOTP/DHCP knueHT, oTnpasnsaeT
wupokoBellaTenbHble naketsl BOOTP 3anpoca Ha BOOTP/DHCP-cepsepa n BOOTP/DHCP
cepBep HasHavaeT agpec oTnpaBMTENO 3anpoca, KpoOMe Toro, KOMMyTaTop MOXeT paboTaTh B
kavecTtBe cepepa DHCP n gnHamudeckn HasHadaTb napaMeTpbl CeTu, Takue, kak IP-agpeca,
wnto3 n agpeca DNS-cepsepoB DHCP knueHTam, 4TO NnogpoBGHO ONMCaHO B NOCHEnyHLLMX
rnasax.

2.3.1. Cnncok KomaHpa Ansa HacTpouku |IP-agpecoB

1. Bknwodvenune VLAN-pexuma.
2. Py4Has HacTpoMuka.

3. BOOTP-koHpurypaums.

4. DHCP-koHurypauus.

1. BknodeHne VLAN-pexuma.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHua

interface vlan <vlan-id> CospgaHne VLAN-nHTepdenca (MHTepdenca
TPeTbero ypoBHsl); kKOMaH4a «no» yaanser

no interface vlan <vlan-id>
VLAN-uHTEpP(ENC.
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2. Py4Has HacTpoMka.
KomaHpa OnucaHune
VLAN-pexum

[secondary]

[secondary]

ip address <ip_address>

no ip address <ip_address>

<mask> | Hactpounka I|P-agpeca VLAN-uHTepdenca;
KomMaHpa «NO» yoansert IP-apgpeca

e VLAN-nHTepderica.

[eui-64]

no ipv6 address <ipv6-address / prefixlength>

ipv6 address <ipv6-address / prefix-length> HacTtponka IPv6-agpecoB. KomaHga «no»

yoanseT IPv6-agpeca.

3. BOOTP-koHurypauus.

KomaHpa

OnucaHune

VLAN-pexum

ip bootp-client enable
no ip bootp-client enable

BkntoueHne kommyTtatopa kak BOOTP-knuneHTa ans
nonyyenHns |IP-agpeca 1 agpeca Lwnw3a nytem
neperosopos BOOTP. KomaHnga «no» BbIKkoYaeT
BOOTP-KNMeHT.

4. DHCP-koHurypauus.

KomaHaa

OnucaHue

VLAN-pexum

ip dhcp-client enable
no ip dhcp-client enable

BkntoueHne kommytaTtopa kak DHCP-knuenTa pnsa
nonyyeHus IP-agpeca v agpeca wnw3a nyTem
3anpocoB DHCP. KomaHga «no»  BblKO4YaeT
DHCP-knueHT.

2.4. Hactpouka SNMP
2.4.1. BBepeHue B SNMP

SNMP (Simple Network Management Protocol) snaetcsa ctaHgapTHbIM NPOTOKOSIOM CETEBOrO
ynpaBrieHns, KOTOPbIN LUMPOKO MCMONb3yeTCcsa B yNpaBneHnn KomnoloTepHbiMu cetamm. SNMP
saBnsieTca passusatowmmcsa npotokoniom. SNMP v1 [RFC1157] aBnseTtca nepBov Bepcuen
npotokona SNMP, koTopas agantvpoBaHa K OrpOMHOMY 4MCry MpOM3BOAUTENEN CBOEN
npocToTon U nerkocToto BHeapeHusi; SNMP v2c aensaetca ynydwernHon Bepcven SNMP v1; B
SNMP v3 ycuneHa 6e3onacHocTb, gobasneHsl USM n VACM (View-Based Access Control

Model).
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SNMP-npoTokon obecneunBaeT npocTton cnocod obmeHa nHdopmaunen ynpaBneHnsa ceTblo
mMexay AByMs Todkamm B ceTu. SNMP ncnonb3yet mexaHn3m 3anpocoB 1 nepeaaeT coobLueHus
yepe3 UDP (npoTokon 6e3 ycTaHOBNEHWUsI COEAMHEHNSA TPaHCMOPTHOrO YPOBHS), MO3TOMY OH
XOpOLLO NOAAEPKMBAETCA CYLLECTBYIOLLMM KOMMNBIOTEPHBIMU CETSMMU.

SNMP-npoToKONn uMCNoNb3yeT pexumm CcTaHuum-areHta. B aTon CTpykType ecTb [ABe
coctasnsaowme: NMS (Network Management Station) n areHt. NMS saBnsetca pabouen
CTaHumen, Ha KoTopon CTouT KnneHtckada nporpamma SNMP. 3710 aapo SNMP-ynpaBneHus
ceTbto. AreHT cepBepHOro nporpammHoro obecneveHus paboTtaeT Ha yCTPOWUCTBaX, KOTOpbIe
Hy>xgatoTca B ynpasneHun. NMS ynpaensieT Bcemun obbektamm yepes areHToB. KommyTtaTtop
nogaepxmeaeT OyHKUMM areHTa.

Cesasb mexgy NMS u areHtom npoucxogut B pexume KnuneHT-CepBep, obmeHuBasicb
ctaHgapTHbeiMu coobieHmnamn. NMS nocbinaeT 3anpoc, u areHT oteBevaeT. EcTb cemb TMnoB
SNMP-coobLeHuin:

o Get-Request;

o Get-Response;

o Get-Next-Request;
o Get-Bulk-Request;
e Set-Request;

e Trap;

e Inform-Request.

NMS cBsisbiBaeTCsl C areHTom C nomollbio 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npyn nony4eHumn 3anpocoB, oTBe4aeT coobLieHnem
Get-Response. O HekoTOpbIX crieunanbHblX CUTyauusix, TakuxX, Kak U3MEHEeHWs CcTaTyCcoB
ceTeBbIX MOPTOB YCTPOMCTBA MMM U3MEHEHUSI TOMOSNOMMW CeTW, areHTbl MOryT OTnpaBnsTb
cneumanbHble coobLueHna 06 aHoManbHbIX cobbiTuax. Kpome toro, NMS moxeT GbITh Takke
YCTaQHOBIEH [Ons  npeaynpexgeHnss HEeKoTOpbIX aHoMasbHblX  COObITUA,  akTUBUPYS
RMON-dyHkuuto. Korga cpabatbiBaeT onpefeneHHoe npaBuio, areHTbl OTNpaBfsiioT
coobLeHNs B XXypHanbl COBbITUN B COOTBETCTBMM C HACTPONKAMW.

USM oGecneumBaeT ©Oe3onacHylo nepegady, XOpowo MpogymMaHHoe wndpoBaHue u
ayteHTudmkaumto. USM  wndpyer coobuleHns B 3aBUCMMOCTM OT BBOZa Napons
nonb3oBaTens.

OTOT MexaHu3M rapaHTupyeT, 4To coobLeHna He MoryT OblTb NMPOCMOTPEHbI BO BpeMs
nepegaun. Takke USM-AyTeHTUMKaUMsa rapaHTUpyeT, 4To cooblueHne He MOXeT ObiTb
nameHeHo npu nepegade. USM wucnonbayet DES-CBC-kpuntorpaduio. 1 HMAC-MD5, n
HMAC-SHA ncnonb3aytoTcs gng ayTeHTUdmKaumm.

VACM wucnonb3yetca ansg knaccudmkaumm npaB M OOCTyna nonb3oBaTenen. 310 CTaBuT
nosib3oBaTenen ¢ OOQHUM 1 TEM Xe paspeLleHnem JOCTyna B O4Hy rpynny. HeaBTopusoBaHHbIe
nosib3oBaTenn He MOryT NPOBOAUTL onepauun.

2.4.2. BBepeHue B MIB

NHudopmauusa ynpaeneHns cetbto goctyna B NMS KoppekTHO onpegerneHa u opraHM3oBaHa B
nHpopmaumoHHon 6ase ynpasnenus (MIB). MIB — 310 npegonpeaeneHHas mMHdopmaums,
KOoTopass MoOXeT ObITb [OCTyrnHa 4epe3 MNpOTOKOMbl YrNpaBfieHUs CeTbid, BO BCEW CBOEW
MHOFOCITOMHOCTU U CTPYKTYpMpoBaHHOM Buae. MNpegonpeneneHHas nHpopmauma ynpasneHns
MOXeT ObITb nonyyeHa nytem MOHUTOpPUHra cetesbix ycTponcTB. ISO ASN.1 onpepenset
ApeBoBUAHYI0 CTPYKTYpY Ana MIB, cooTBeTcTBEHHO Kaxabii MIB opraHusyeT BClO AOCTYMNHYHO
WHpopMaumio B BuAe Takon CTPykTypbl. Kaxabih ysen atoro gepesa cogepxut OID
(voeHTMdMKaTop obbekTa) n kpaTkoe onncaHue yana. OID npeactaenseT cobon Habop uenbix
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yyucen, pasgeneHHbiXx TOoYkaMu, WU MOXeT OblTb  MCMOMb30BaH ana onpepeneHunsa
MeCTONONOXeHnA y3rna B ﬂpeBOBM,D,HOVI CTPYKTYype MIB, kak nokasaHo Ha PUCYHKE HWNXeE!

Root
[
Node (1) & ® Node (2)
Node (1) ¢ ® Node (2)
Object (1) ¢/  Node (1) g ® Object (2)

Object (1) @
PucyHok 12. Npumep aepesa ASN.1

Ha atom pucyHke OID obbekta A aBnseTcsa 1.2.1.1. NMS MoxeT HanTn aToT 06bekT Yepes aToT
yHukanbHbein OID 1 nonyuntb cTaHAapTHble nepemeHHble obbekta. MIB onpegenset Habop
CTaHAapTHbIX NepeMEeHHbIX A1 MOHUTOPUHIa CeTEBbLIX YCTPOWCTB, Creaysi 3TON CTPYKTYpe.

Ecnn nndopmaums o nepemeHHbix MIB-areHTa gormkHa ObiTb NPOCMOTpEHa, HE06X0AMM 3anycK
nporpammMmHoro obecneyenunsa npocmoTtpa MIB Ha NMS. MIB B areHTe OObIMHO COCTOUT U3
nyénnyHoro MIB n 4vactHoro MIB. TMy6nuynbin MIB cogepXuT OTKpbITYIO WHGOpMaLMIO
yrnpaBneHns ceTblo, kKoTopas MOXeT ObiTb gocTynHa ana Bcex NMS, yacTtHein MIB cogepxut
KOHKPETHYI0 MH(OpMauuilo, KoTopas MOXeT ObiTb MNPOCMOTPEHa W  KOHTponupyeTcs
noggepXkor nponssoguTens.

MIB-I [RFC1156] 6bina nepeov peanusaumen nybnudrbix MIB SNMP, n 6bina 3ameHena MIB-I|
[RFC1213]. MIB-Il pacwupsier MIB-I n coxpaHnsier OID gns MIB gepesbee B MIB-I. MIB-II,
COLEPXNT BIOXEHHbIE AEpeBbsl, KOTOpble Takke HasbliBaloTcA rpynnamu. OObekTbl B 3TUX
rpynnax oxBaTbiBalOT BCE (PYHKUMOHamNbHble obnactun B ynpasneHun cetbto. NMS nonyyaet
nHdopmaumio 06 ynpasneHun ceteto npocmatpmeas MIB Ha SNMP-areHTe.

KommyTtatop moxeT paboTtatb B kadectBe SNMP-areHTa, a Takke nogaepxusaet SNMP
v1/0/v2c n SNMP v3. Takke kommyTaTtop noggepxusaet 6asosblie MIB-1I, RMON ny6nuyHblie
MIB n gpyrue nybnuyHbie MIB, Takue kak Bridge MIB. Kpome Toro, kommyTtaTop nogaep>xmsaeT
CaMOCTOSTENbHO onpeaeneHHble YacTHble MIB.

2.4.3. BBepeHue B RMON

RMON sBnsieTcst Hanbonee BaXxHbIM paclumpeHnem ctangaptHoro SNMP-npotokona. RMON
sABnsieTca Habopom onpegenennn MIB v ucnonb3yetcsa Onst onpederneHust CTaHOapTHbIX
CPeAcTB M nHTepencoB Ang HabnoaeHns 3a ceTblo, MO3BOMSET OCYLLECTBNATL CBA3b MexXay
TepmuHanamu ynpaeneHns SNMP n yganeHHbiMn ynpasnsembiMn kommyTtatopamu. RMON
obecneymBaeT BbICOKOA(PEKTMBHBIM METOL, KOHTPONS AENCTBUA BHYTPWU NOACETW.

MIB RMON coctout 13 10 rpynn. KommyTtaTop nogaepxusaeT Hanbonee 4acto Ucnosnb3yemMblie
rpynnbl 1,2,3 1 9:
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Statistics: KOHTPOJIMPYET OCHOBHOE UCNOJIb30BaHNE N BEOET CTATUCTUKY ownbok and
Kaxkgon nogceTu KOHTPOJIMPYEMOrO areHTa.

HiStOfyZ no3BoJideT nepnogny4eckmn 3anncbiBaTb o6pa3u,b| CTaTUCTUKN, KOTOpPble
OOCTYNHbI B CraTtuctuke.

Alarm: no3songeT nosib3oBaTeNsiM KOHCOMNW yrnpasfeHusl YCTaHaBNMBaTb KOMNYECTBO
WM YUCMO AN UHTepBanoB OOHOBMEHUSI N MOPOroBbIX 3HAYEHUI OMOBELLEHUS Ais
3anncen RMON-areHTa.

Event: cnncok Bcex cobbiTuin, npounsowenwnx 8 RMON-areHTe.

Alarm 3aBucat ot peanu3aumm Event. Statistics n History otobpaxatoT TekyLuyto cTaTUCTUKy
unn ncrtoputo nogcetn. Alarm n Event obecneunBaloT MeTo KOHTpOMA noboro nameHeHus
OaHHbIX B CETM 1 NPeaoCTaBnsOT BO3MOXHOCTbL NogaBaTtb CUrHarbl NPU HELUTATHbLIX COBbITUAX
(oTnpaBka Trap wunu 3anuckb B XXypHarbl).

2.4.4. Hactpouka SNMP

2.4.4.1. Cnucok KomaHa ans Hactpoukmn SNMP

1. BkniodeHue un oTknodeHne dpyHkumm SNMP-areHTa.

2. Hactpouika ctpoku coobiectsa B SNMP.

3. Hactponka IP-agpeca ctaHuun ynpasnenns SNMP.

4. Hactponka engine ID.

5. Hactponika nonb3oBatens.

6. Hactpownka rpynnebl.

7. Hactpoiika smaa.

8. Hactponka TRAP.

9. BknoyeHue/BblknoyeHne RMON.

1. BknwodeHne n otknodeHne pyHkummn SNMP-areHTa.
KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHua
snmp-server enable Bkntouenne yHkumn SNMP-areHTa Ha
no snmp-server enable kommyTatope. KomaHga «no» BbIKMOYaeT
3Ty (PYHKUMIO.
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2. Hactporika cTtpoku coobuiectea B SNMP.
KomaHpa OnucaHune
Pexum rno6anbHOro KoHUrypupoBaHus
snmp-server community {rojrw} {0 | 7} | HacTtpowka ctpoku coobuiectesa B SNMP ansa

<string> [access {<num-std>|<name>}] [ipv6-
access {<ipv6-num-std>|<ipvéname>}] [read
<read-view-name>] [write  <write-view-
name>|

Nno snmp-server community <string> [access
{<num-std>|<name>}] [ipv6-access
{<ipv6num-std>|<ipv6-name>}]

komMyTaTopa. KomaHga «no» yganseTt aTy
CTPOKY.

3. Hactpouka IP-agpeca ctaHuum ynpasneHna SNMP.
KomaHpa OnucaHue
Pexum rmobanbHoro KoHdgpurypuposaHus

snmp-server securityip {<ipv4-address> |
<ipv6-address>}

no snmp-server securityip {<ipv4-address> |
<ipv6-address>}

Hactponka 6esonacHbix IPv4/IPv6-agpecos,
KOTOpble  MMelT npaBO  AocTyna K
kommyTaTopy. KomaHga «no» ygansiet aTu
HaCTPOWNKK

snmp-server securityip enable
snmp-server securityip disable

BkntoyeHne ©n OTKIOYEHUE
npoBepkn 6e3onacHbix IP.

OyHKUMM

4. Hactpouka engine ID.

KomaHaa

OnucaHue

Pexum rmob6anbHoro

KOoHdurypupoBaHus

snmp-server engineid <engine-string>
no snmp-server engineid

Hactpoika nokaneHoro engine [ID Ha
KOMMyTaTope. JTa KOMaHaa MCnonb3yeTcs
ans SNMP v3.
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5. HacTtpolika nonb3oBaTens.

KomaHpa

OnucaHue

Pexxum rno6anbHOro KoHuUrypmpoBaHus

snmp-server user <use-string> <groupstring>
[{authPriv | authNoPriv} auth {md5 | sha}
<word>] [access {<num-std>|<name>}] [ipv6-
access {<ipv6-num-std>|<ipvéname>}]

Nno snmp-server user <user-string> [access
{<num-std>|<name>}] [ipv6-access
{<ipv6num-std>|<ipv6-name>}]

Hob6aeneHuve nonb3osatens 8 SNMP rpynny.

OTa KoMaHaa Mcnonb3yeTca Ans HAaCTPOMKK
USM gna SNMP v3.

6. Hactpownka rpynnesl.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypupoBaHus

snmp-server group <group-string>
{noauthnopriv|authnoprivjauthpriv} [[read
<read-string>] [write <write-string>] [notify
<notify-string>]] [access
{<numstd>|<name>}] [ipv6-access {<ipv6-
numstd>|<ipv6-name>}]

no snmp-server group  <group-string>
{noauthnopriv|authnopriv|authpriv} [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

YcraHoBka uMHGopMaumm O rpynne  Ha
KOMMyTaTope. OTa KOMaHOa MCnoNnb3yeTcs
ans Hactporikn VACM ana SNMP v3.

7. HacTtpoiika smaa.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

snmp-server view <view-string> <oid- | HacTporika Buga Ha KommyTaTtope. O3Ta
string> {include|exclude} KomMaHga ncnonb3yetca ana SNMP v3.
no snmp-server view  <view-string>
[<oidstring>]
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8. Hactpoiika TRAP.

KomaHpa OnucaHue

Pexxum rno6anbHOro KoHuUrypmpoBaHus

snmp-server enable traps BkntounTb oTnpasky Trap-coobueHun. OTa komaHaa

no snmp-server enable traps ncnonbdyetcs ana SNMP v1/0/v2/v3.

snmp-server host {<hostipv4- | YctaHoBka |IPv4/IPv6-agpeca xocTa, KOTOPbIA
address> | <host-ipv6address>} {vl | | ucnonbsyetcsa ansa nony4vyeHns nHcoopmaummn SNMP
v2c | {v3 {noauthnopriv | authnopriv | | Trap. Ona SNMP v1/0/v2, ata komaHOa Takke
authpriv}}} <user-string> HacTpavBaeT CTPOKy coobuwectBa ana Trap; ang
SNMP v3, aTa koMaHOa Takke HacTpamBaeT UMs
nonb3oBatend W YypoBeHb OGesonacHocTn Trap.
Komanga "no", otmeHdeTr atoT IPv4- wunun
IPv6-agpec.

no snmp-server host {<hostipv4-
address> | <host-ipv6address>} {v1 |
v2c | {v3 {noauthnopriv | authnopriv |
authpriv}}} <user-string>

snmp-server trap-source {<ipv4- | YctaHoBka IPv4- unn IPv6-agpeca WCTOYHUKA,
address> | <ipv6address>} KOTOPbIN KCMOMb3yeTca ANa oTnpaBku trap-nakeTos,

no snmp-server trap-source {<ipv4- | KOMawaa «no» yaanset KOHpurypaumtio.

address> | <ipv6address>}

9. BkntoyeHue/sbikntodeHne RMON.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

rmon enable BkntovyeHue/BbiknoveHne RMON
no rmon enable

2.4.5. Tunn4yHble npumepbl HacTponkn SNMP

IP-agpec NMS 1.1.1.5, IP-agpec kommyTaTtopa (arenta) 1.1.1.9.

CueHapum 1: [NporpammHoe o6ecnedenne NMS mncnonbayet npotokonn SNMP anga nonyyeHus
AaHHbIX OT KOMMyTaTopa.

KoHdurypauma kommyTatopa, 3anmcaHa HUxXe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 1.1.1.5

NMS moxeT ucnonb3oBaTb YacTHYO CTPOKY coobLuecTBa Anst AOCTyna K KOMMyTaTopy Ass
YTEHMS 1 3anMcu paspeLleHunii UM Cnonb3oBaTb MNyGNNYHYIO0 CTPOKY coobLLecTBa Anst 4oCTyna
K KOMMYTaTOPY TOSbKO 4SS YTeHUS paspeLLeHui.
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CueHnapun 2: NMS 6yget nonyyatb Trap-coobueHus ot kommyTatopa (Mpumevanune: NMS,
BO3MOXHO, NPOBEPUT 3HA4YeHue CTPoKuM coobuiectBa Ans Trap-coobweHun. B atom cnyyae
NMS uncnonb3yeTt nogTBepxaeHne CTpokm coobuectsa usertrap).

KoHdpurypaumsa kommyTaTopa, U3roxeHa HUxXe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server host 1.1.1.5 vl usertrap
Switch(config)#snmp-server enable traps
CueHapun 3: NMS uncnonb3yet SNMP v3, 4to6bl nonyunTb MHOPMaUMO OT KOMMYTaTopa.
KoHdpurypaumsa kommyTaTopa, U3roxeHa HUxXe:
Switch(config)#snmp-server
Switch(config)#snmp-server user tester UserGroup authPriv auth md5 hellotst

Switch(config)#snmp-server group UserGroup AuthPriv read max write max notify
max

Switch(config)#snmp-server view max 1include

CueHapunn 4. NMS xoueT nonyuutb v3Trap-coobueHne, OTnpaBreHHOe KOMMYTaTOPOM.
KoHdurypauusa kommyTaTopa, U3roxeHa HUXe:

Switch(config)#snmp-server enable
Switch(config)#snmp-server host 10.1.1.2 v3 authpriv tester
Switch(config)#snmp-server enable traps

CueHapun 5. IPv6-agpeca NMS 2004:1:2:3::2; IPv6-agpeca kommyTaTopa (areHTta)
2004:1:2:3::1. MNonb3osatenn NMS ncnonb3ytoT npoTokon SNMP ans nonyyveHus gaHHbIX OT
KOMMyTaTopa.

KoHdpurypaumsa kommyTaTopa, U3roxeHa HuXe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 2004:1:2:3::2

NMS moxeT ucnonb3oBaTb YaCTHYO CTPOKY coobLiecTBa ANst AOCTyna K KoMmyTatopy Ans
YTEHMS 1 3anMcu paspeLleHUii N NCNonb3oBaTh NYGNNYHYO CTPOKY coobLLecTBa Ans 4ocTyna
K KOMMYTaTOPY TOMbKO AN YTeHUS pa3peLLeHui.

CueHapun 6: NMS 6yget nonyyatb Trap-coobuieHnsa ot kommyTatopa ([pumevanue: NMS,
BO3MOXHO, NMPOBEPUT 3HAYEHME CTPOKKU coobuiecTBa Ans Trap-coobuweHuin. B atom cnyyae
NMS ncnonb3yeT nogTBep)KAeHE CTPOKM coobLlecTBa usertrap).

KoHurypauma kommyTaTopa, U3noxeHa Huxe:
Switch(config)#snmp-server host 2004:1:2:3::2 v1 usertrap

Switch(config)#snmp-server enable traps

2.4.6. NMouck HeucnpasHocten SNMP

Korgoa nonb3oBatenu HactpamBaioT SNMP, SNMP-cepBep MOXeT He paboTtaTb OOSMKHbIM
o6pa3om n3-3a oTkasa (pmM3nM4eCcKoro CoeauHEHNS U HeNpPaBUbHON KOHUIypaumm u T.4.

Monb3oBaTenu MOTYT YCTPaHUTb I'IpO6J'IeMbI, BbIMOJIHUB TpGGOBaHVIﬂ, YKa3aHHbIE€ HNXeE!

38

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3750

OCHOBHbIE HACTPOWMK/ KOMMYTATOPA " www.atechru |

e YbeauTbcsa B HAOEXKHOCTM (PU3NYECKOro CoeaNHEHNS.

e Ybeautbcs, YTO MHTEPdENC U NPOTOKON nepedadn AaHHbIX HaxoA4AaTCA B COCTOSIHUM
«up» (ncnonb3dynTe komaHay "Show interface"), a Takke CBA3b MeXay KOMMYTaTOpPOM M
XOCTOM MOXeT ObITb MpoBepeHa nyTeM pinga (Mcnonb3dymTe komaHay "ping").

e YBepgutbcs, 4To BKNoveHa pyHkumMs SNMP-areHTa. (Acnonb3oBaTb komaHgy "snmp-
server").

e Ybeautbes, yto 6esonacHocTb IP gna NMS (scnonb3oBaTb komaHay "snmp-server
securityip") n ctpoka coobLiecTBa (MCNonb3oBaTb KOMaHAY "snmp-server community")
npaBunNbHO HacTpoeHbl. Ecnn 4T10-TO M3 3Ttoro He HactpoeHo, SNMP He cmoxeT
obuwaTtbes ¢ NMS gomkHbIM oOpasom.

o Ecnu Heobxoguma Trap-coyHKUMS, He 3abyabTe BkNOUUTL Trap (MCnonb3oBaTtb
KomaHay "snmp-server enable traps"). N He 3abyabTe npaBuibHO HacTpouTthb IP-agpec
X0CTa U CTpPOKy coobuectBa angd Trap (ucnonb3oBatb kKoMaHgy "snmp-server host"),
4TObbl 0BecnevnTb OoTnNpaBKy Trap-coobLLEHMN Ha yKa3aHHbI XOCT.

o Ecnu Heobxoguma RMON-yHKUMS, OHa AommkHa ObiTb BKHOYEHa (MCNonb3oBaThb
Komangy "rmon enable").

e cnonb3ynte kKoMaHay «show snmp», 4Tobbl NPOBEPUTL OTMNPABIIEHHbLIE U NOMy4YEeHHbIE
coobuweHna SNMP; Wcnonb3ynte komaHay "show snmp status", 4tobbl npoBepuTb
nHdopmaumio o koHdurypaumm SNMP; Ucnonbayiite komaHay "debug snmp packet”,
4YTOObI BKMOUNTDL (OYHKUMM OTragku n nposepkn SNMP.

e Ecnu nonb3oBatenb no-NpexHemMy He MoOXeT pewntb npobnemsl ¢ SNMP,
obpalantechb B TEXHUYECKUI LIEHTP.

2.5. MogepHM3auusa KomMyTaTopa

KommyTaTtop npegocrtaensieT gea cnocoba obHoBneHnd: obHorneHne BootROM n TFTP/FTP
obHoBneHue nopg Shell.

2.5.1. CuctemMmHble ¢pannbl KOMMyTaTopa

CuctemHble channbl BKAOYaoT B cebs dannbl obpasa cuctemsbl (image) u 3arpy3oudHble (boot)
dannbl. OGHOBNEHNE CUCTEMHbIX (hafoB KOMMyTaTopa nogpasymMeBaeT cobon nepesannchb
cTapbix hansioB HOBLIMW.

dann obpasa cuctembl BKMOYAET B cebsa cxaTble dannbl annapaTHbIX ApanBepoB, dannbl
nporpaMmmMmHoro obecneyeHns u T. 4., 3To To, YTO Mbl 06bI4HO Ha3biBaeM «IMG filey.

3arpy3ouHble (boot) dannbl HeoGxoanmbl Ans 3arpy3kn K 3anycka KommyTaTtopa, 3To TO, YTO
Mbl 00blYHO Ha3sbiBaem «ROM file» (MoryT ObiTb cxatbl B IMG-dannbl, ecnn OHWU CAINLLIKOM
fonbwunx pasmepoB). B KommyTaTope 3arpy3o4yHble dpansibl pa3peLleHo COXpaHsTb B TOJNTbKO B
ROM.

KommyTatop onpegensetr nyTb M uMMmeHa gns dawnoB 3arpy3km kak flash:/boot.rom wu
flash:/config.rom.

KommyTaTtop npegocTtaBnsieT Nofb3oBaTento Aea pexmma obHoneHust: 1. BootROM-pexum; 2.
TFTP- n FTP-o6HoBneHne B pexume Shell. 3tm gBa cnocoba ob6HoBneHns OyayT onucaHbl
noapo6Ho B crieayowmnx ABYX pasaenax.

2.5.2. BootROM o6HOBReHue

Ectb aBa metoga ans BootROM-o6HoBneHna: TFTP n FTP, koTopble MoOryT ObiTb BbiOpaHbl B
KomaHgax HacTponkun BootROM.
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Moakniouenne E

Yyepes KOHCONbHbIN
kabenb

1/0/1

MopknioyeHune yepes
| «nart4y-Kkopa»

— =

PucyHok 13.TunmnyHas Tononorus ans o6HoBNeHus kKomMmyTtaTopa B pexume BootROM

Mpouenypa 06HOBRNEHMS NepeYncrneHa HmxXe:
Lar 1:

Kak nokasaHo Ha puUCyHKe, NCMONb3yeTcs KOHCOSMbHbINM Kabenb ana nogkrntodeHus MK k nopty
ynpaeneHna Ha kommyTaTtope. [IK pgomkeH uvmeTb nporpammHoe obecnevyeHuve
FTP/TFTP-cepBepa, a Takke ann image Heobxoaumbin ansd obHOBNEHNS.

LWar 2:

Haxmute "Ctrl + B" BO Bpemsa 3arpy3km KommyTaTtopa [Afsi NEPEKIIOYEHUS B  PEXUM
BootROM-moHuTOpa. PesynbTaTt onepaunm NokasaH HUXeE:

Boot#
LWar 3:

B BootROM-pexume, 3anyctute "setconfig", 4utobbl ycTaHoBuTb |P-agpec wn macky
KommMmyTaTopa gns pexuma BootROM, IP-agpec n macky cepsepa, a Takke Bblbepute TFTP-
unn FTP-obHoBneHnus. [Mpegnonoxum, 4to agpec kommyTtatopa 192.168.1.2, a agpec
komnbioTepa 192.168.1.66 u Bbibepute TFTP-o6HOBNEHWe KkoHdurypauum. 310 Oyget
BbIrNA4eTb Tak:

Boot# config
Host IP Address: [10.1.1.1] 192.168.1.1
Server |IP Address: [10.1.1.2] 192.168.1.2
Boot#

War 4:

Bkntountb FTP/TFTP-cepBep Ha MNK. nsa TFTP 3anyctute nporpammy cepsepa TFTP, gnsa FTP
3anyctute nporpammy FTP-cepep. lNpexae, 4yem HavaTb 3arpysky danna obHoBNeHns Ha
KOMMyTaTop, NPpOBEpPbTE COeAUHEHME MeXOY CEPBEPOM M KOMMYTAaTOPOM C NOMOLLBIO ping’a ¢
cepBepa. Ecnu ping ycneweH, 3anyctute komangy "run" B BootROM-pexume. Nocne 4ero
HauHETCcA 3anyck danna NO HenocpeacTBeHHo ¢ TFTP-cepepa.

Boot# run tftp:nos.img

Loading nos.img ...

Using rtl8390#0 device

TFTP from server 192.168.1.2; our IP address is 192.168.1.1
Filename 'nos.img".

Load address: 0x81000000
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LWar 5:

Mocne ygayHou 3arpysku, nponsseante obHoBneHne kommyTtatopa ua Shell pexxuma. Cm. NyHKT
2.5.3.3 «[Npumepbl HacTponkn FTP/TFTP».

2.5.3. O6HoBneHne FTP/TFTP
2.5.3.1. BeepeHue B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) sensioTcsa npoTokonamu
nepegayn cannos, oHn oba NpuHagnexaT K YeTBEpTOMY YPOBHIO (YPOBHIO NPUMOXEHWUN) B
TCP/IP-cTeke nNpoTOKOSIOB, MUCMOMb3yeMoMy Ans nepegayn anrioB Mexagy KOMMbioTepamu,
y3namu n kommytaTtopamu. Oba oHn nepegatoT dhanrnbl B KNMEHT-cepBepHO mogenu. PasHuua
MEeXAYy HAMW OnmncaHa Huxe.

FTP ocHoBaH Ha npoTokone TCP gna oGecneyeHns HageXHOW CBS3M U TPaHCMNOPTUPOBKM
NnoToKa JaHHbIX. TeM He MeHee, OH He NpefycmaTpuBaeT npouenypy aBsTopusauumn angd gocryna
K barnam mn ncnonb3yeTt NPoOCTOM MEXaHn3Mm ayTeHTUdunkaumm (nepegaeT nms nonb3oBaTens
W naponb gns ayTeHTUuMKaumm B BUAE OTKPbLITOro Tekcta). [Npu ucnonb3osaHun FTP gns
nepegaun pannos, AOOMKHblI OblTb YCTAHOBMEHbl ABa COEOWHEHUS MEXOY KIMEHTOM U
cepBepoM: yrpaBnsiLlee CoeAnHeHne N coeguHeHne nepegaydv gaHHblx. flanee gomkeH 6uiTb
nocrnaH 3anpoc Ha nepegadvy ot FTP-knneHTa Ha nopT 21 cepBepa Ans ycTaHOBNEHUSA
yNpasensoLwWero CoeavHEHUs W COrnacoBaHUA nepedayn [daHHbIX 4Yepes3 ynpasnsiollee
coefiMHeHue.

CyLLl,eCTByeT ABa Tuna Takmnx COG,D,VIHGHI/IIZZ aKTBHblEe N NAaCCUBHblIE COeANHEHUA.

Mpn aKkTMBHOM NOAKIMHOYEHMM KIMEHT nepedaeT ero agpec M HoMep nopTta Ansa nepegaydv
AaHHbIX CepBepy, ynpaensiollee coeavHeHne noaaepXvmBaeTcs OO0 3aBepLleHus nepegayv
3TMX AaHHbIX. 3aTeM, NCNOMNb3ysi agpec 1 HOMep NopTa, NPeAOCTaBIEHHbIX KNMMEHTOM, CEpBep
yCTaHaBnmBaeT coefmHeHne Ha nopT 20 (ecnu He 3aHAT) A4ns nepegaydn gaHHbiX, ecnu nopt 20
3aHAT, CEpBep aBTOMaTUYECKN reHepupyeT ApYron HoMep nopTa ANs yCTAaHOBKU COEANHEHNS.

Mpv NaccMBHOM MNOAKIIOYMEHUW, KIUEHT 4Yepes3 ynpaBsnsiollee CoedMHEHUE MPOCUT cepBep
yCTaHOBUTb NOAKMoYeHMe. 3aTeM cepBep Co34aeT CBOW NOPT ANst NPOCNYLMBAHMS OAHHbLIX U
yBEOMIISIET KIIMEHTa O HOMepe 3TOro MopTa, Aanee KIMEeHT yCTaHaBnuBaeT CoeauMHEHUE C
yKa3aHHbIM NOPTOM.

TFTP ocHoBaH Ha npoTtokone UDP, obecneunBatowmm cnyxOy nepegaun paHHbix 6e3
noaTBEpPXXAEeHMs AocTaBkM M 6e3 ayTteHTudukaumm wn asTopusdauumn. OH obecneudnBaeT
npaBunbHY0 Nepegady aHHbIX MYTEM MEXaHu3ma OTNpaBKM MOATBEPXAEHUS U MOBTOPHOWN
nepedadn Tanm-ayT naketos. [Mpenmywectso TFTP nepeg FTP B TOM, 4TO nepsbIn ropasgo
NpoLLE N UMEET HM3KNE HaKNadHble pacxodbl Nepegayn JaHHbIX.

KommyTtaTtop moxeT pabotaTtb kak FTP/TFTP-knueHT nnu cepeep. Koraa kommyTaTop paboTtaeT
kak FTP/TFTP-knueHT, dannbl KOHOUrypaumm n cuctemMHble annbl MOXHO 3arpysuTb C
yoaneHHoro FTP/TFTP-cepBepa (3T0 MOryT ObiTb Kak XOCTbI, Tak U Opyrne KommMmyTtaTopbl) 6e3
ywepba ons ero HopmanbHon paboTbl. M Takke MoXeT ObiTb MONy4eH CNMCOK ¢hannoB C
cepBepa B pexume FTP-knneHTa. KOHEYHO, KOMMYTATOP MOXET TaKkKe 3arpy3uTb TeKkyline
KOH(UrypaumoHHble dannbl n cuctemuble dannbl Ha yganeHHbin FTP/TFTP-cepeep (aTo
MOryT ObITb Kak XOCTbl, Tak W Apyrme KommyTaTopbl). Korga kommyTtaTtop paboTaeT kak
FTP/TFTP-cepBep, OH MOXeT obecneunTb 3arpy3Ky 1 Bbirpy3Ky pannos s aBTOPM30BaHHbIX
FTP/TFTP-knneHTOB.

BoT HekoTOpble TEPMUHBI, YacTo ucnonb3dyemble B FTP/TFTP.
ROM: cokpauweHHo oT EPROM, CIN3Y. EPROM 3ameHsieT FLASH-namsiTe B KOMMyTaTOpE.

SDRAM: O3Y B komMyTaTope, KoTopas ucnonb3yeTtcs ans paboTbl CUCTEMbI U MPOrPAMMHOTO
obecneyeHus, a TakKe XpaHUNULLA NOCNeL0BaTENBHOCTUN KOHUIYpaLMN.
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FLASH: dnaw-namatbe wucnonb3yetcd [Ans  XpaHeHus annoB cuctembl KU danna
KOHcpurypaumu.

System file: BkntoyaeTt B cebs 06pa3 cuctembl 1 3arpy304HbIv doann.

System image file: dann obpasa cucrtembl Bknto4aeT B cebsa cxaTtble dannbl annapaTHbIX
ApanBepoB, dannbl NporpaMmMHoro obecneveHusi, 3To To, YTO Mbl 0OblMHO HasbiBaem «IMG
file». IMG-cpann moxeT 6bITb coxpaHeH Tonbko B FLASH.

Boot file: Heobxooumbl ons 3arpy3ku K 3anycka koMMmyTaTtopa, 3TO TO, YTO Mbl OObIYHO
Ha3biBaem «ROM file» (MoryT GbITb cxaTbl B IMG-hannbl, €Cnm oHM CimwKom 6onbLunx
pa3mepoB). B kommyTaTope 3arpy3oyHble dhansibl pa3peLlleHo coxpaHaTb B Tonbko B ROM.

KommyTtatop onpegensetr nytb M umMmeHa pnns daunoB 3arpyskn kak flash:/boot.rom wu
flash:/config.rom.

Configuration file: BkntodaeT B ceba pain HayanbHOM KOHpurypauumn un amn Tekyllen
KOH(purypaummn. PasHuua B CBOWCTBaxX Mexay 3Tumu pavnamu nossonget obneryntb
pe3epBHOE KONMMpOBaHWE U 0BHOBNEHUE KOHMUIypauun

Start up configuration file: aTo nocnegoBaTenbHOCTL KOMaHL KOHUIypaLmm, NCNoNb3yemMas
npw 3anycke koMmyTaTtopa. dann HavyanbHON KOHUIrypaumm XpaHuTca B SHEProHe3aBUCUMOWN
namatu. Ecnn yctponcteo He nogaepxusaet CF, dann koHpUrypaumm xXpaHuTcs TOSNbKO BO
FLASH. Ecnu yctpoinctBo nogaepxusaetr CF, ann KoHdurypaumm XpaHuTca BO
FLASH-namsat unu CF. Ecnu ycTponcTBo nogaepueaeT MynbTUKOHPUIYpaUMOHHbIA dawnn,
OHM JOIMKHbI MMEeTb paclumpeHue .cfg, nma no-ymonudanuio startup.cfg. Ecnm yctponcteo He
nogaepXuBaeT MyIbTUKOH(UIypaumMoHHbIn ann, nmsa danna HadanbHOW KOHdurypaumm
AO0IMKHO BbIThb startup-config.

Running configuration file: ato Tekywas (running) nocnegoBaTeflbHOCTb KOMaHA
KOHdoUrypaumm, ncnonbayemas KoMmMyTaTopoM. TeKyLmn KOHPUIrypaumoHHbIn oann XxpaHuTca
B onepaTtuBHoOM namaTu. B npouecce paboTbl Tekywas koHdurypauus running-config moxet
ObITb coxpaHeHa n3 RAM Bo FLASH-namsaTb komaHgow «write» mnm «copy running-config
startupconfig».

Factory configuration file: dann koHdurypaumm, noctaBnsembini C KOMMYTaTOpOM, Tak
HasbiBaembi factory-config. [lna toro, 4tobbl 3arpy3anTb 3aBoACKON dhann KoHdurypaumm u
nepesanncaTb ann Ha4anbHON KoHdUrypaumm HeobxoomMmo BBECTU KOMaHabl «set default» n
«write», a 3aTeM nepesarpysumTb KOMMyTaTop.

2.5.3.2. Hactpouka FTP/TFTP

KoHturypaummn kommyTtaTtopa kak FTP- n TFTP-knneHTa noyTM OAMHAKOBbLI, MO3TOMY
npouenypbl HacTponkn onsa FTP n TFTP B aToM pyKoBOACTBE ONUCaHbl BMECTE.

1. Hacrtpowvika FTP/TFTP-knueHTa.
1.1. 3arpy3ka cdanno FTP/TFTP-knneHTOM.

KomaHpa MosicHeHune

Pexnm agpMmHucTpatopa

copy <source-url> <destination-url> [ascii | | 3arpy3ska dannos FTP/TFTP-knneHTom
binary]
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1.2. MpocmoTp gocTynHbIX dhannos Ha FTP-cepeepe.
KomaHpa NMosicHeHue
Pexunm agmmHucTpatopa
ftp-dir <ftpServeruUrl> MpocmoTp gocTynHbIX dannos Ha FTP-cepeepe. Popmat
agpeca B [daHHOM cny4yae BbIMMSANT  Tak:
ftp://mnonb3oBaTenb:napons @IPv4|IPv6-agpec.

2. Hactponika FTP-cepsepa.
2.1. 3anyck FTP-cepBepa.

KomaHpa

MosicHeHue

FnobanbHbIN peXxum

ftp-server enable
no ftp-server enable

3anyck cepeepa, KOMaHaa «No» BbIKMNOYaET cepBep

2.2. Hactpoiika nmeHu nonb3osaTens

n naponsa ansa exoga Ha FTP-cepsep.

KomaHaa

MosicHeHue

o6

aNbHbIA PEXUM

ip ftp username <username> password
[0 | 7] <password>

no ip ftp username<username>

HacTtponka MmeHn nosnb3oBaTens u napons Aans
Bxoda Ha FTP-cepsep. KomaHnga «no» yganut nms
nonb3oBaTerns u naporb

2.3. 'ameHeHne BpemeHun oxngaxHms FTP-cepsepa.

KomaHaa

MosicHeHue

o6

aNibHbIN PEXUM

ftp-server timeout <seconds>

BbicTaBnsieT BpemMs oxuaaHunst 4o paspbiBa CBS3u

(@ arecy
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3. Hactponka TFTP-cepsepa.
3.1. 3anyck TFTP-cepBepa.

KomaHpa MosicHeHue

Fno6anbHbIN pexum

tftp-server enable 3anyck cepBepa, KOMaHOa «no» BbIKOYaeT

no tftp-server enable cepeep

3.2. 'ameHeHune BpemeHun oxngaxHms TFTP-cepeepa.

KomaHpa MosscHeHue

FnobanbHbIN peXxum

tftp-server retransmission-timeout | BeicTaBnsaeT TanmayT 40 peTpaHCnauum naketa
<seconds>

3.3. Hactponka konuyectBa pa3 peTpaHcrsuMmM OO0 Tammayta Afns HemnoBpeXOeHHbIX

NnakeToB.
KomaHpa MosicHeHue
FnobanbHbIN peXxum
tftp-server retransmission-number | YcraHaBnnBaeT YNCO peTpaHCAaLmMn
<number>

2.5.3.3. Mpumepbl HacTpoukn FTP/TFTP

HacTtpowkn ogmHakoBbl ans IPv4- u IPv6-agpecos. [Npumep nokasaH Tonbko ansa IPv4-agpeca.

ot 10.1.1.2

—| 10.1.1.1

—] =5

PucyHok 14. 3arpyska nos.img cpavna FTP/TFTP-knueHTom

CueHapun 1: Vcnonb3oBaHve kommyTaTopa B kadectBe FTP/TFTP-knueHTa. KommyTtaTtop
coeguHsieTca  OAHMM M3  CBOMX TMOPTOB C  KOMMbIOTEPOM, KOTOPbIA  sIBNSIETCA
FTP/TFTP-cepsepom ¢ IP-agpecom 10.1.1.1, kommyTtaTop gencteyet kak FTP/TFTP-knueHT,
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IP-agpec nHtepderica VLAN1 kommyTtaTtopa 10.1.1.2. TpebyeTca 3arpy3ntb dann "nos.img" ¢
KoMnbloTepa B KOMMYTaTOP.

Hactponka FTP
HacTponka komnbloTepa:

3anyctute nporpammHoe obecneyeHne FTP-cepBepa Ha KOMMbOTEPE M YCTAHOBUTE UMSA
nonb3osatena "PC" wn naponb "superuser". [Momectute cpamn "12_30_nos.img" B
COOTBETCTBYIOLWMI KaTanor FTP-cepBepa Ha kKOMMbOTEPE.

[lanee onvcaHa npoueaypa HacTpok1 KOMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-VlanT)#no shut
Switch(Config-if-VlanT)#exit
Switch(config)#exit
Switch#copy ftp://PC:superuser@10.1.1.1/0/12_30_nos.img nos.img

CueHapum 2: Vicnonb3oBaHne koMMmyTaTopa B kadectBe FTP-cepeepa. KommyTtatop pabotaet
Kak cepBep W MOAKMIOYaeTCs OOHWM M3 CBOUX MOPTOB K KOMMbIOTEPY, KOTOPbLIA ABMASETCS
knueHToMm. TpebyeTca nepenatb anmn «nos.img» ¢ KOMMyTaTopa Ha KOMMbIOTEP U COXPaHUTL
ero kak «12_25_nos.img».

[lanee onvcaHa npoueaypa HacTPOK1 KOMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlan1)#exit
Switch(config)#ftp-server enable
Switch(config)# username admin password 0 superuser

HacTpoika komnbloTepa:

3angute Ha koMMyTaTop ¢ Ntoboro FTP-knNueHTa ¢ meHeM nonb3oBaTtend «admin» u naponem
«superuser», Ucnonb3ynte komaHgy «get nos.img 12 25 nos.img» gna 3arpysku canna
«NOS.img» C KOMMyTaTopa Ha KOMMbIOTEP.

CueHapun 3: Wcnonb3oBaHne kommyTatopa B kadectBe TFTP-cepBepa. KommyTtatop
paboTaeT kak TFTP-cepBep u coeqmHsieTcst OAHMM 13 CBOMX NMOPTOB C KOMMBbIOTEPOM, KOTOPbIN
anaetca TFTP-knueHToM. Tpebyetca nepepaTtb hann «nos.img» C KOMMmyTaTopa Ha
KomMmnbtoTep. [anee onucaHa npouenypa HaCTpOWKN KommyTtaTopa:

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlanl)#exit
Switch(config)#tftp-server enable

HacTpoiika komnbloTepa:

3angnTte Ha kommyTaTop ¢ nboro TFTP-knueHTa, ucnone3ynte komanay «tftp» ans sarpysku
«Nnos.img» (anna c KoMMyTaTopa Ha KOMMbITEP.
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CueHapun 4: KommyTtaTop BbICTynaeTt kak FTP-knueHT ana npocMoTpa cnvcka dannoB Ha
FTP-cepBepe. YcrnoBusi CUHXpOHM3aUMU: KOMMyTaTop COefMHEH C KOMMbITEPOM 4epes
Ethernet-nopT, komnbtoTep saBnsetca FTP-cepsepom c¢ IP-agpecom 10.1.1.1; KommyTaTop
BbIicTynaeT kak FTP-knueHT ¢ IP-agpecom nHtepcgenca VLANT 10.1.1.2.

HacTtpouka FTP:
HacTponka komnbloTepa:

3anyctute FTP-cepBep Ha KOMMbOTEPE W yCTaHOBUTE UMsi nonb3oBaTtens «PC», n naponb
«superuser»

HacTpo#nka kommyTaTtopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-VlanT)#no shut
Switch(Config-if-VlanT)#exit
Switch#copy ftp: //PC:superuser@10.1.1.1
220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.
230 User logged in, proceed.
200 PORT Command successful.
150 Opening ASCIl mode data connection for /bin/ls.
recv total = 480 nos.img nos.rom parsecommandline.cpp position.doc gmdict.zip
..(some display omitted here) show.txt
snmp.TXT

226 ansfer complete.

2.5.3.4. YcTtpaHeHue HeucnpaBHocten FTP/TFTP
2.5.3.4.1. Nouck HeucnpaBHocTen FTP

Mepen Hayanom npolecca 3arpy3ku/ckadmBaHms CUCTEMHbIX (painoB ¢ MOMOLLBIO NPOTOKONa
FTP Heobxogumo NpoBepuTb HaNU4mMe coegmMHEHNS MEXOY KIMEHTOM U CEPBEPOM, 3TO MOXHO
OCYLLECTBUTb C MOMOLLbIO KOMaHabl «ping». Ecnu axo-TecTupoBaHwe HeydayHo, cregyet
YCTPaHUTb HEMonagKkn ¢ coeguHeHNeM.

Cnepytowee coobuieHne, oTobpaxaeTcsi nNpu ycrnewHon oTnpaBke dawno. Ecrnv oHO He
NOSIBANOCH, NOXanyncra, NpoBepbTE NOAKIIOYEHNE K CETU N NMOBTOPUTE KOMaHAy «COpy» eLle
pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

nos.img file length = 1526021

read file ok

send file

150 Opening ASCII mode data connection for nos.img.
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226 Transfer complete.
close ftp client.

Ecnn kommyTaTtop obHOBNSAET hanin NpowmnBkK Mnu harn HayvanbHOM KOHUrypaumm yepes
FTP, oH He pomkeH nepesanyckaTbCs Noka He nosiBuTcsa cooblueHune "close ftp client» nnmn "226
Transfer complete» ykasbiBalowme Ha ycnewHoe OOGHOBMEHVWE, B MNPOTUBHOM Criyyae
KOMMYyTaTOp MOXeT OblTb NoBpexaeH u ero 3anyck byaet HeBo3moxeH. Ecnn obHoBneHue
yepe3d FTP He ypaetcqa, nonpobynTe ewe pa3 unm ucnonb3ymte pexmm BootROM gns
0GHOBNEHMS.

2.5.3.4.2. Nouck HeucnpaBHocTen TFTP

Mepen Hayanom npoLlecca 3arpy3ku/ckadnBaHns CUCTEMHbBIX (hannoB C MOMOLLBI NPOTOKoMa
TFTP Heob6x0anMO NPOBEPUTL HANMYNEe COEAUHEHNSA MEXY KIMEHTOM 1 CEPBEPOM, 3TO MOXHO
OCYLLECTBUTb C NMOMOLLBID KOMaHabl «ping». Ecrnn Ha oTnpasBneHHbln echo-request He Obino
nosly4yeHo oTBeTa, crneayeT YCTPaHUTb HEMONaaKM C COeaANHEHNEM.

Cnepyowee coobuieHne, oTobpaxkaeTcs nNpu ycnewHon oTnpaeke dannos. Ecrniv oHO He
NOsIBUIIOCb, NOXanyncra, NpoBepbTe NOAKMNIOYEHNE K CETU MU MOBTOPUTE KOMaHAY «COpy» eLe
pas.

nos.img file length = 1526021
read file ok

begin to send file, wait...

file transfers complete.
close tftp client.

Cnepytowee coobuieHne, oTobpaxkaeTcsl Npu ycnewHom nonyvyeHun dannos. Ecrniv oHo He
NOSIBUNOCH, NOXanyncra, NpoBepbTe NOAKNIOYEHNE K CETU U NOBTOPUTE KOMAHAY «COpy» eLle
pas.

begin to receive file, wait...
recv 1526037

*kkkkkkkhkkkkkkkkkkkkkkkkx

write ok transfer complete
close tftp client.

Ecnn kommyTaTop o6HOBRsIET dhansi NPOLUNBKMA UM pann HayvanbHOW KOHdUrypaumm vepes
TFTP, oH He JOmKeH nepe3anyckaTtbCa noka He nosiButcst coobieHme "close tftp client»y nnu
"226 Transfer complete» ykasbiBalowmne Ha ycnewHoe OOHOBREHME, B MPOTMBHOM Chy4vae
KOMMyTaToOp MOXEeT ObiTb MOBPEXAEH M ero 3anyck byaet HeBo3MoxeH. Ecnn obHoBneHne
yepe3 TFTP He ymaetcd, nonpobynTe ewe pas unu ucnonbdynte pexmnm BootROM ans
O0GHOBMNEHMS.

a7

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3750

KOHOUTYPUPOBAHUE MNMOPTOB " www.gtech.ru |

3. KOHOUT'YPUPOBAHUE NMOPTOB

3.1. BBeageHue

B kommyTaTtope cyllecTBylOT kabenbHble M kom6o mnopTel. Komb6o nopt moxeT ObiTb
ckoHdurypmpoBaH kak 1000G-TX-nopT, Tak un kak ontudeckui SFP Gigabit-nopr.

Ecnn nonb3oBaTenb Xo4eT CKOHGUrypupoBaTb CETEBOM MOPT, OH MOXET BBECTU KOMaHay
«interface ethernet <interface-list>» ana Bxoga B COOTBETCTBYIOLLNA PEXUM KOHUrypaumm
nopta, rae <interface-list> cogepxut oaMH unn Heckonbko nopToB. Ecnu <interface-list>
COOEPXXUT HECKOSLKO NOPTOB, HOMEpPa NOPTOB pa3aensTcs cneynanbHbIMU CUMBONAMMK «,» U
«-», rAe «,» WUCronb3yeTcd Ans NepeyucneHnsa nopToB, a «-» AN ykasaHus [uanasoHa
HoMepoB nopToB. [Monoxnm, onepauus gomkHa ObiTb BbiNONHeEHa Hag noptamu 2,3,4,5. Toraoa
KomaHga byaet BbirngaeTb Tak «interface ethernet 1/0//2-5». B pexume koHdurypaumm nopTta
MOXHO M3MEHSTb CKOPOCTb, PEXUM Oyrnrfekca WU HacTpavmBaTb ynpasrneHue Tpaddumkom, npm
3TOM [aHHble M3MeHeHusi TPebyHT COOTBETCTBYHOLUMX WM3MEHEHUN Ha OTBETHbIX CETEBbLIX
noprax.

3.2. CNucoK KoMaHg Ansl KOH(UrypupoBaH1s NOPTOB

1. Bxopa B pexum KoHduUrypauum nopTa.
2. KoHdurypauusa napameTpoB ceTeBOro nopra.
2.1. KoHurypaumsa pexuma combo ans combo-nopTos.
2.2. BKNOYMTL/BbIKMOYUTL NOPTHI.
2.3. KoHurypaumsa nmenn nopra.
2.4. KoHpurypauusa Tuna kabensa Ha nopTy.
2.5. KoHpurypauus ckopoctu 1 gynnekca Ha nopry.
2.6. KoHpurypaums KOHTPORnS nosnockl NponyckaHus:.
2.7. KoHdurypauus ynpaeneHus Tpadydukom.
2.8. BkntoveHune/BbIkntoveHne OyHKUMN pacrno3HaBaHus neTnu.
2.9. KoHhurypaumsa KOHTpons LWMPOKOBELLATESTbHbIX LUTOPMOB Ha KOMMYyTaTope.

2.10. KoHchurypauma pexmma ckaHnpoBaHus nopTa.
2.11. KoHurypaumsa KOHTPOsst HapyLLEeHUsT CKOPOCTU Ha NopTy.
2.12. KoHdurypaums mHTepBana cbopa CTaTUCTUKK MO CKOPOCTM NopTa.

3. BupTtyanbHbin TecT kabens.

1. Bxopg B pexum koHpurypauum Ethernet-nopta

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

interface ethernet <interface-list> Bxopg B pexum koHdurypaumm Ethernet-nopra.
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2. KoHdurypaums napameTpoB ceTeBoro nopTa.

KomaHpa

OnucaHue

Pexum nopTa

media-type {copper | fiber}

YcTaHoBKa pexvma combo-nopTa (Tonbko Ans
combo).

shutdown
no shutdown

BkntoyeHmne/BbIKIIOYEHNE YKa3aHHOMO nopTa.

description <string>
no description

HasHaueHue nnum oTMeHa MMeHu nopta.

speed-duplex {auto [10 [100 [1000]] |
forcel0-half | forcelO-full | forcel00half |
forcel100-full | forcel00-fx [module-type
{auto-detected | no-phyintegrated | phy-
integrated}] | {{forcelg-half | forcelg-full}
[nonegotiate [master | slave]]}| forcel0g-
full}

no speed-duplex

YcTaHoBKka CKOPOCTU W Aynrekca Ha nopTy Arns

100/1000 BASE-TX wnm 100 BASE-F. C
onepatopom NO AaHHasd KOMaHga
BOCCTaHaBnMBaeT nNapameTpbl  nopta Mo

YMOJ4YaHUo, TO €CTb [OrOBOPHYK CKOPOCTb U
aBTOMaTU4eCKOE OnpeaeneHue aynnekca.

negotiation {on|off}

BkntoyeHmne/BbikoueHne OYHKLUK
aBTOMaTMYECKOro onpeaeneHns napameTpoB Ang
1000 BASE-FX.

bandwidth control <bandwidth> [both |
receive | transmit] no bandwidth control

YcraHoBKa WM  OTMEHa 3HayeHWd Monochl
nponyckaHus, NCronb3yemMon ans
BXoAsLlero/mcxoasiuero Tpaduka ans ykasaHHbIX
NMopToB.

flow control
no flow control

BkntoyeHne/BbikntoveHne  pyHKUmMn
Tpadhduka Ans ykasaHHbIX NOPTOB.

KOHTpOnSA

loopback
no loopback

BkntoueHne/BbikmntodeHne yHKUMM neTnu  ans
yKa3aHHbIX MOPTOB.
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KomaHpa

OnucaHue

storm-control {unicast | broadcast |
multicast} <Kbits>

BkntoyeHne dyHKUMM KOHTPOMS LUTOPMOB Afis
LUMPOKOBELLATENbHbIX, MHOrOMONb30BaTENLCKUX
M MepcoHanbHbIX MakeToB C HEWU3BECTHbIM
agpecom Ha3Ha4yeHus (kopoTKMX ans
LUIMPOKOBELLATESTbHOr0) n yCTaHOBKa
Jonyctmmoro  yucna LUMpOKOoBeLLaTENbHbIX
naketoB; dopmat NO paHHOM  KOMaHAabl
OTKIoYaeT PYHKLMIO KOHTpOns
LUMPOKOBELLATENbHbIX LUTOPMOB.

Switchport flood-control
{bcast|mcast|ucast}

no switchport flood-control
{bcast|mcast|ucast}

KoHdurypupoBaHue KoMMyTaTopa He
nepegasaTb LUMPOKOBeLLaTerbHble,
MHOronosnb3oBaTesribckue U nepcoHarnbHble
nakeTbl B YyKasaHHbIA NOpPT, KOMaHaa no
OTKMNIOYaeT AaHHYI0 (PYHKLMIO.

rate-violation <200-2000000> [recovery
<0-86400>(]

no rate-violation

YcTtaHaBnuBaet MaKCMManbHYyo CKOpPOCTb
npuema naketoB Ha nopty. Ecnn ckopocTb
NPUHATUS NaKeTOB MpPEBbIAET pa3peLleHHY!Io,
KOMaHa BbIKMOYaeT 3TOT NOPT U KOHUrypmupyeT
BPEMS BOCCTAHOBIEHMS MopTa (MO yMOMYaHuo
300 c¢). Komanga NO oTknoyaeT yCTaHOBKY.

o6wmn pexmm

port-rate-statistics  interval [<interval
value>]

KoHdourypaums mHtepBana cbopa CTaTUCTUKK MO
CKOpPOCTH.

3. BupTtyanbHbin TecT kabensi.

KomaHaa

OnucaHue

Pexunm koHdurypaumm nopra

virtual-cable-test interface ethernet

TecT BMpTYyanbHoro kabens Ha nopre.
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3.3. NMpumepbl KOHdUrypaumm nopra

Switch 1

1/0/10

Switch 3

1/0/12

 I—
—_— =

PucyHok 15. MNpumep koHduUrypaumm nopta

VLAN He ckoHurypuposaHbl Ha kommyTaTope. o ymonuaHumio ncnonobsyetcsa VLAN1.

KommyTatop MopT CBouncTBa
Switchl 1/0/7 JlumnT Bxogsawen nonockl: 50 Mout
Switch2 1/0/8 3epKkanupoBaHHbI MOPT UCTOYHUKA
1/0/9 100 Mowut/c full, 3epkannpoBaHHbIN MOPT
NCTOYHMKA
1/0/10 1000 M6wuTt/c full, 3epkanupoBaHHbIA MOPT
HasHa4yeHus
Switch3 1/0/12 100 M6wuT/c full

KoHdurypauma npueegeHa Huxe:
Switchl:
Switchl(config)#interface ethernet 1/0/7

Switch1(Config-If-Ethernet1/0/7)#bandwidth control 50000 receive

Switch2:
Switch2(config)#interface ethernet 1/0/9

Switch2(Config-If-Ethernet1/0/9)#speed-duplex force100-full

Switch2(Config-If-Ethernet1/0/9)#exit
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Switch2(config)#interface ethernet 1/0/10
Switch2(Config-If-Ethernet1/0/10)#speed-duplex forcelg-full
Switch2(Config-1f-Ethernet1/0/10)#exit

Switch2(config)#monitor session 1 source interface ethernet1/0/8;1/0/9
Switch2(config)#monitor session 1 destination interface ethernet 1/0/10
Switch3:

Switch3(config)#interface ethernet 1/0/12
Switch3(Config-If-Ethernet1/0/12)#speed-duplex force100-full
Switch3(Config-If-Ethernet1/0/12) #exit

3.4. YcTpaHeHue HeucrnpaBHOCTEN Ha NOPTY

3necb npnBoanNTCA HECKOJIbKO CVITyaLI,I/IIZ, 4acCTO BCTpe4arLwnxca npu |<0ch|/|rypau,v|v| nopta, u
npegnaraltoTcAa nx peLlleHna:

[iBa coeguHEHHbIX ONTUYECKMX UHTepdenca He NOAHUMAKOTCA eCcnn OuH UHTepdenc
HacCTpoOeH Ha aBToonpefeneHve, a Ha BTOPOM XECTKO YCTaHOBIIEHbl CKOPOCTb W
aynnekc. 3to onpependeTca ctaHgapTom IEEE 802.3.

He pekomeHgyeTcsa crnefylowas KOHurypauus: BKMNIOYEHWE KOHTpond Tpadmka u
OAHOBPEMEHHO YCTAHOBIIEHNE NUMMUTA LM9 MHOrOMOMb30BaTENbCKUX NAKETOB HA TOM
Xe nopTy; YCTaHOBKA OAHOBPEMEHHO KOHTPOMA 3a LUMPOKOBELLATESNbHbLIMMU,
MHOronosib30BaTENLCKUMU N NEPCOHANBbHLIMW NAKETaMU C HEU3BECTHBIM Ha3Ha4YeHNEeM
N orpaHn4eHus nomnockl Ha nopTy. Ecnn Takne kKoMGMHaLMKM yCTaHOBMEHbI, MPONYyCKHasA
CNocoBHOCTb MOPTa MOXET OKa3aTbCs MEHbLUE OXUOAEMON.
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4. KOHOUTYPALUA dYHKLUWN N30NALUNKA MOPTOB

4.1. BBegeHue B (hyHKLUIO U30N5ILUUN NOPTOB

N3onauma noptoB — 3TO He3aBUCUMasi NOPTO-OpUEHTMPOBaHHasA yHKums, paboTaroLas
Mexay noptamu, KotTopasi U3onupyeT NOTOKM pasnuyHbIX NOPTOB Apyr oT Apyra. C NoMoLLbo
3TON OYHKLMM NoNb3oBaTeNlb MOXET usonuposaTtb nopThl B npegenax VLAN ans coxpaHeHus
pecypcoB VLAN u ycuneHus cekpeTHocTu cetu. [locne Toro, kak ata dyHkums Oyaer
CKOH(UryprpoBaHa, MopTbl B rpynne M30nMpoBaHHbIX NOpToB 6yayT M30nmMpoBaHbl Apyr OT
apyra, B TO BpeMs Kak nopTbl U3 pasnu4HbIX rpynn n3onaumm Unmnm Hens3onupoBaHHbLIX MOryT
nepecbinatb AaHHble OpYyr Apyry COBEpLUEHHO HOpManbHO. Ha kommyTtatope MoxeT ObiTb
CckoHUrypmpoBaHo He 6onee 16 rpynn nsonaumm NopToB.

4.2. CNMcoK KoOMaHA ons KoHcurypaumm nsonsiMm nopTos

1. Cospgatb rpynny U3onmMpoBaHHbIX NOPTOB.
2. [ob6asutb Ethernet-nopTsl B rpynny.
3. OT1o06pasnTb KOHUrypaLumio rpynnbsl N3018umMmM NopToB.

1. CosgaTtb rpynny n3onmpoBaHHbIX NOPTOB.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

isolate-port group <WORD> Cospgaet rpynny nM3onMpoBaHHbIX noptoB. C
onepatopoM NO 23Tta komaHga yganset

no isolate-port group <WORD>
rpynny n3onMpoBaHHbIX NOPTOB.

2. [obasutb Ethernet-nopTobl B rpynny.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

isolate-port group <WORD> switchport | JoGaBnseTt oguH nNopT vnau rpynny NOpToOB B
interface [ethernet | port-channel] <IFNAME> | rpynny M305MPOBaHHbIX MNOPTOB, KOTOpPblE
OyayT M30onMpoBaHbl OT OPYrnx MOpPTOB B
rpynne. Onepatop NO ymanseTr oguH nopt
nnm rpynny nopToB n3 rpynnbl
N305IMPOBAHHbIX NMOPTOB.

no isolate-port group <WORD> switchport
interface [ethernet | port-channel] <IFNAME>
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3. OT106pa3nTb KOHUrypaLuo rpynnbl U30NSLUN NOPTOB.

KomaHpa OnucaHue

Pexunm agMUHUCTpPATOpa, Pexum rnob6anbHoro KOHd)VIrypVIpOBaHMﬂ

show isolate-port group [ <WORD> | [MokasbiBaeT KOHpUrypaumio rpynn
N30MMPOBaHHbLIX MOPTOB, BKMNOYadA Bce
CKOH(PUIyppOBaHHbIE rpynnbl

N30NMPOBaHHbIX MOPTOB U Ethernet-nopThl B
Kaxkgow rpynne.

4.3. TunoBble npumMepbl PYHKLUUN N30NALUUN NOPTOB

wons| Switch1

{7 RN

PucyHok 16. TunoBble npumMepbl PyHKLMM N30M15UMMN NOPTOB

— =

Tononorus n kKoHUrypaumsi KOMMyTaTOpPOB MOKa3aHa Ha pUCyHKe Bbiwe. [NopTbl €1/0/1, €1/0/10
n e1/0/15 Bce npuHagnexaT kK VLAN 100. TpeboBaHune 3akntovaetca B TOM, 4TOObl nocne
BKMOYEHNS DYHKLMM M30MsiLuMnM NOPTOB Ha KomMyTaTope Switch1 noptel €1/0/1 n €1/0/10 Ha
39TOM KOMMyTaTOpe He MOrMN CBA3bIBaTLCA APYr C APYroM 1 06a Mornm cBA3biBaTbCS C NOPTOM
€1/0/15, cmoTpswmMm B ceTb. To ecTb CBSI3M Mexay NModbiMn napamu downlink-nopToB - HET, U
B TO XXe BpeMsi CBA3b Mexay nobbim downlink-noptom m uplink - paboTaeT. BbiwecTosawmin nopT
MOXeT paboTaTtb € NoGbIM MOPTOM HOPMAarbHO.

KoHdurypaumsi kommyTtatopa SWITCHA:
Switch(config)#isolate-port group test
Switch(config)#isolate-port group test switchport interface ethernet 1/0/1;,1/0/10
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5. KOHOUTYPALUUA DYHKUUNA PACIMO3HABAHUA
NETIIU HA MOPTY

5.1. BBepgeHue B pyHKLUIO pacno3HaBaHUA NeTnu

C pasBuTEM CeTeBbIX YCTPOMCTB BCe Gornblue U Gonblue nonb3oBaTenen NOAKYanTcs K
ceTu yepe3s Ethernet-kommyTaTopbl. B NPOMBbILLNEHHBLIX CETAX NONb30BATENM NOMY4YaloT AOCTYN
Yyepes3 KOMMYTaTopbl 2-r0 YPOBHSI, YTO NpeabsaBnseT cTporne TpeboBaHNs K B3aMOOENCTBUIIO
MeXay YCTPOWCTBaMM KakK BHELUHeW, Tak W BHyTpeHHeh ceTn. Korga Tpebyetcs
B3aMMOZENCTBME Ha 2-M YPOBHE, COOBLLEHNE AOMKHO OTNPAaBRSTLCA TOYHO B COOTBETCTBUMN C
MAC-aapecoM Ans KoppeKTHOW paboTbl MeXAy Nonb3oBaTensimn. YCTpOUCTBa BTOPOrO YPOBHS
3anomuHaloT MAC-agpeca, usyyasi Bxoaswme MAC-agpeca WCTOYHUKOB MaKeTOB U Mpw
NOCTYMINEHNM NakeTa ¢ HeM3BEeCTHbIM aAPECOM UCTOYHMKA OHM 3anuckiBatoT ero MAC-agpec B
Tabnuuy, 3akpennsia ero 3a NopToMm, OTKyAa npuvwen 3ToT nakeT. Takum oGpa3om cregyroLui
nakeT ¢ AaHHbIM MAC-apecoM B kayecTBe NopTa HadHauyeHus ByaeT oTnpaBrieH cpasy Ha 3ToT
nopT. To ecTb agpec cpasy pukcupyeTcs Ha NopTy AN OTNPaBKM BCEX NAKETOB.

Korga naket ¢ MAC-agpecom UCTOYHUKA, YXKe M3YYEHHbIM KOMMYTaTOpOM, MPUXOOuT vepes
apyron nopT, 3anuck B Tabnuue MAC-agpecoB M3MEHSIETCA Taknm obpas3om, YToObl NakeTbl C
OaHHbIM MAC-agpecoM HanpaBnsnucb Yepes HOBbIM NOpT. B pesynbTaTte, ecnn Ha y4vacTke
Mexay ABYMS agpecaTamu cylecTByeT kakaa-nmbo netns, sce MAC-agpeca ns cetv BTOporo
YPOBHs ByayT nepeckbinatbecs Ha TOT NOpPT, rae cywectryeT netnd (06elMHO MAC-agpeca B 3TOM
Cnyyae C BbICOKOW 4acCTOTOM MEPEKNoYalTCa C OQHOro rnopta Ha Apyron), 4To Bbi3biBaeT
neperpysky u notepto pabotocnocobHocTn cetn 2-ro ypoBHs. BoT nouemy Heobxoammo
nNpoBepATb Hanuvume neTnn Ha ceTeBbiX nopTax. Korga Ha nopTy onpegenseTrcs netns,
obHapyxuBLLee ee YCTPOMCTBO AOSMKHO MocnaTtb MnpeaynpexaeHne B CUCTEMY YyrpaBreHus
CeTbto, NO3BOSIAA CETEBOMY aiMUHUCTPATOPY OBHapYX1Tb, TOKann3oBaTb N peLwmnTb Npobnemy
B CeTWu.

MockonbKky cucTeMa OBHapyXeHusi neTerle MOXeT aBTOMaTUYeCKM MPUHUMATb PELUEHWUst O
HanMuMM NeTny B COEAVHEHUN N ee UCYE3HOBEHWM, YCTPOMCTBA C (OYHKLUSAMWU KOHTPOMS Ha
nopTax (TakMx Kak U30nsuusi MOPTOB W KOHTPOSb 3a 3anomuHaHvem MAC-agpecoB) MoryT
3HaYUTENbHO CHU3WUTb Harpysky C CEeTeBOro aJMWHUCTpPATopa, a Takke YMEHbLUUTb BPeMs
peakuun Ha npobnemy, MUHUMU3NPYS BO3AENCTBUE NETNN Ha CETb.

5.2. Cnucok KOMaHA ans KOHUrypupoBaHus dpyHKUUN
pacno3HaBaHusA NeTnn Ha NopTy

KoHpurypmpoBaHme BpeMeHHOro nHTepBarna pacrno3HaBaHUA neTnu.
BkritoueHne dyHKUMK pacno3HaBaHUs NeTnu.

KoHdurypupoBaHune pexnma nopra npu pacno3HaBaHuUM NeTnu.

BbiBOA 0TNago4vHon nHdopmawmMm No pacrno3HaBaHMIo NeTnu.
KoHpuryprpoBaHue pexnma BOCCTaHOBNEHNSA NPWU pacrno3HaBaHUM NeTnu.

ok owbdE

55

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3750

KOHOUTIYPALMA ¢YHKLIMW PACMNO3HABAHWA METIIN HA TIOPTY

1. KoHdurypupoBaHne BpEMEHHOIO MHTEpBara pacrno3HaBaHus NeTnu.

KomaHpa

OnucaHue

Pexxum rno6anbHOro KoHuUrypmpoBaHus

loopback-detection interval-time <loopback>
<no-loopback>

no loopback-detection interval-time

KoHdpuryprpoBaHue BpeMeHHOro nHTepsana
pacrno3HaBaHusl NeTnun

2. BknioyeHune beHKLl,I/lI/I pacno3HaBaHNA NETIIN.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

loopback-detection specified-vlan <vlan-list>
no loopback-detection specified-vlan <vlanlist>

BkntoyeHue n BbIkntoYeHne
yHKLMMPaACNo3HaBaHUA NeTnm

3. KoHdwurypupoBaHue pexmma nopTta npu pacrnosHaBaHUU NeTnu.

KomaHpa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

loopback-detection control {shutdown |block}
no loopback-detection control

BknioyeHne n BbIKIOYEHNE ONpeaerneHHoro
pexuma nopTa npv pacno3HaBaHUN NETN.

4. BblBog 0TNAg0OYHOM MHOPMaLUKM MO pacno3HaBaHUIO NETIN.

KomaHaa

OnucaHue

Pexunm agMmHucTpatopa

debug loopback-detection
no debug loopback-detection

BblBOog oOTnagovyHoOM WHgopMauun no pacrno3HaBaHWUIO
netnun. C onepatopom NO gaHHas KomaHOa npekpawiaet
BbIBOJ, OTNAaL04HON NHOpMaLUN.

show loopback-detection
[interface <interface-list>]

MokasbliBaeT cTaTyC U pe3yrnbTaTbl pacno3HaBaHus NeTnun
Ha BCex nopTax, ecrnv Apyrmx napameTpoB He BBOAUTCS; B
NPOTMBHOM Cry4ae MoKasblBaeTCsl CTaTyCc U pesynbraT
pacrno3HaBaHusl NeTNN Anst KOHKPETHbLIX MOPTOB
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5. KoHdurypupoBaHue pexrma BOCCTaHOBMEHMSI NPY pacno3HaBaHUN NETN.
KomaHpa OnucaHue
Oo6wmn pexmm
loopback-detection control-recovery timeout | KoHdurypuposaHue pexuma
<0-3600> BOCCTaHOBIEHUS MPY pacrno3HaBaHUU NeTnu
(aBTOMaTU4ECKOE BOCCTAHOBIIEHWNE N HET)
UM BPEMEHM BOCCTAHOBMEHUS.

5.3. MNpumepsl pyHKUUUN pacno3HaBaHUA NETNU Ha NOPTY

B npusege

1/0/1

PucyHok 17. Tunn4dHeln npymMmep NOAKIoYeHNA

HHOM HWXe KOHJUrypaumn, KOMMyTaTop onpegensieT CylecTBoBaHWE NeTnu B

Tononoruun cetu. MNMocne BKNOYEHUS PYHKUMM pacno3HaBaHUs NeTNN Ha NOPTY, CMOTPSILLEM BO
BHELLUHIOI CeTb, KOMMYyTaTop OyaeT yBeAOMNATb NOACOEAMHEHHYH CeTb O CyLLeCTBOBaHWU
NeTn N KOHTPONMPOBAaTb MOPT KOMMyTaTopa ANs o6ecneveHns HopmarnbHON paboThbl JaHHOW

ceTu.
Nocnepnosa

TEeNbHOCTb KOHUIypauum kommyTaTopa:
Switch(config)#loopback-detection interval-time 35 15
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#loopback-detection special-vlan 1-3
Switch(Config-1f-Ethernet1/0/1)#loopback-detection control block

Ecnu BibpaH meToa 6noKMpOBKM Npy onpeaenennn NeTnu, 4omkKeH bbITb rnodanbHO BKIHOYEH
npoTtokon MSTP Ha Bceli ceTn, a Takke AOMKHbI ObiTb CKOHPUIYPUPOBaHbI COOTBETCTBYOLLNE
CBS3M MeXay nNpoTokonom ceasytoulero gepesa n VLAN.

Switch(config)#spanning-tree
Switch(config)#spanning-tree mst configuration
Switch(Config-Mstp-Region)#instance 1vlan 1
Switch(Config-Mstp-Region)#instance 2 vlan 2
Switch(Config-Mstp-Region)#
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5.4. PeweHune npobnem ¢ hyHKLMEN pacnoO3HAaBaHUA NETNN HaA NOPTY

(DyHKLI,I/IFI pacno3HaBaHNUA METIIM Ha NOPTY BbIKMNKOYEHa MO yMONM4YaHUKO U OOJIKHA ObITb
BKI1O4eHa npu HeOGXO,EI,I/IMOCTVI.
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6. KOH®UT'YPALUUA ®YHKLUUN ULDP
6.1. Obwasa nidopmaumsa o ULDP

OpHoHanpaBneHHbIN NIMHK — 3TO pacnpocTpaHeHHast npobnema B ceTu, 0cobeHHO Ans
ONTUYECKMX coeauHeHwiA. og oaHOoHanpaBMEHHbIM COEAMHEHMEM MOHUMMAETCH CUTyauus,
Korga OfIMH NopT CoeaNHEHMSI MOXKET NPUHMMaTL COOBLLEHNSI OT APYroro nopTa, a TOT HE MOXeT
nonyyaTb MX OT nepBoro. Ecnu dumanyecknii ypoBeHb COeOMHEHUSI ecTb M paboTaeT
HopmarnbHO, npobrnema CBA3WM MeXAy YCTPOWCTBAMU He MOXeT ObiTb OOHapyxeHa. Kak
nokasaHo Ha PUCYHKe, npobriemMa OnTUYEeCcKOro cCoeauMHEHUsI He MOXeT ObiTb OGHapykeHa
NOCPEACTBOM MEXaHW3MOB (DU3NYECKOTO YPOBHS, TakMX Kak aBTOMaTUYeCKOe COorfacoBaHue
napameTpoB.

SwitchA

SwitchB

PucyHok 18. NepekpecTHOE NnogkntoveHne AByHanpaBneHHOro ONTUYeCcKoro coeanHeHust

SwitchA SwitchB

SwitchC

PucyHok 19. OanH 13 KOHLIOB KaXkaoro AByxXHarnpaBreHHOro ONTUYECKOro COeAUHEHNs He
NoAKIMOYeH

Takon Bug npobnem 4acTto BO3HMKaET B cuTyauuu, korga mnu nHtepdenic, unn GBIC (Giga
Bitrate interface Converter — koHBepTep WHTepcdpenca co ckopocTeto 1 [6uT) ummetoT
nporpaMmMmHble Npobrembl, B 3TOM cryvae obopyaoBaHME CTAHOBUTCS HEOOCTYMHbIM UK
paboTtaeT HenpaBunbHO. OQHOHaNPaBNEHHOE COeAUHEHME MOXET BbI3blBaTb LIEMYH CEPULD
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npobrnem, Taknx Kak 3auuKnMBaHue CBA3YOLLEro Aepesa Unu LWMpPoKoBeLaTebHbIM LTOpMaM
(broadcast black hole).

ULDP (Unidirectional Link Detection Protocol — npoTokon obHapyXeHus ogHOHaNpPaBfEeHHbIX
COeAMHEHNN) MOXET MOMOYb OOHAPYXMTb HEMCMNPABHOCTb, KOTOPas BO3HUKAET B CUTyaLMsX,
nepeyvncrieHHbIX Bbile. B kommyTaTope, NOAKMOYEHHOM 4Yepe3 ONTUYECKYID UMM MeOHYHo
Ethernet nuHuio (Takyto kak BuTas napa naton kateropuun), ULDP MOXeT MOHUTOpUTL CcTaTyc
dusnyecknx coeguHeHnin. B cnyyae, ecnm obHapy>xeHO OAHOHaNpaBreHHOe COeaAMHEHNE, OH
nocelnaeT npegynpexgeHne nonb3oBaTensM U MOXET BbIKIMHOUYUTL MOPT aBTOMATUYECKN, NN
BPYYHYI0, B 3aBUCUMOCTN OT KOHUrypaumm nonb3oBaTens.

OyHkuma ULDP B kommyTaTope pacnos3HaeT yAdaneHHble YCTpPOMCTBa M npoBepsieT
KOPPEKTHOCTb COEOMHEHUN, UCMONb3YA WUHTEPAKTUBHYKD CUCTEMY COBCTBEHHbIX COOOLLEHUN.
Korga ULDP BkntoyeH Ha nopTy, MExXaHusMm onpegeneHus cratyca nopTa 3anyckaeTtcs, 4To
nogpasymeBaeT MOCbIIKY COOBLLUEHMI pasnNUYHOro BUAA, KOTOPbIE MOCHLIAKTCA pasnuyHbIMU
nognporpaMmmamMu 3TOr0 MexaHuama And NPOBEPKU cTaTyca CoeauHeHun nytem obmeHa
WHdopmMaumen ¢ yganeHHoiMn yctpouctBamu. ULDP moxeT AvHamudeckn onpenensTb
WHTepBarn, C KOTOPbIM yaaneHHoe YCTPOMUCTBO MOCbINaeT CBOM YBEOOMSIEHUA U NoAcTpansaeT
B COOTBETCTBMM C HMM CBOW nokanbHbin uHTepBan. Kpome toro, ULDP o6GecneumBaet
MexaHn3Mm pectapTta, ecnv nopT 6bin 3abnokuposaH ULDP, Takke coeguMHeHne MoxeT ObiTb
NpoOBEPEHO elle pas nocne pecrtapTta. BpemeHHOW wHTeEpBan MOCLIIKA yBEAOMIEHUA W
pectapta nopta B ULDP moxeT KoHpurypupoaTtbCcs nonb3osaTtensamum, Takum odpasom ULDP
MOXeT BbICTpee pearnpoBaTb Ha Npobnembl coeguMHEHUI B Pa3fIMYHOM CETEBOM OKPYXXEHUMW.
MNMokasaTtenem npasunbHOW paboTbl ULDP saBnsetcs paboTta coegvHeHus B AYMMEKCHOM
pexume, 310 3HaumT, 4to ULDP BKNOYeH Ha oBOMX KOHLUAX COegMHEHMSt U UCMOMb3yeT
OAMHAKOBbLIN METOA aBTopU3aLmm 1 naporsb.

6.2. Cnncok komaHa Ana KoHcgpurypmposaHus ULDP

BkritoueHne dpyHkumm ULDP Ha kommyTaTtope.

BkritoueHne doyHkummn ULDP Ha nopTy.

KoHcpurypaumsa arpeccrBHOro pexmnma Ha KommyTtaTope.

KoHdpurypaLmsa arpeccnBHOro pexvma Ha nopry.

KoHdpurypaumsa meTtoaa BbIKMOYEHUS OAHOHANPaBNEHHOr0 COeAUHEHNS.
KoHdourypaums nHtepeana ysegomneHun (Hello messages).
KoHdurypauma nHtepsana BOCCTaHOBIEHWA.

PecTapT nopTta, BblkMo4YeHHOro oyHkumnen ULDP.

[emoHcTpaumoHHasa n otnagoyHas nHgopmaumsa pyHkumm ULDP.

©® NG~ WDRE

1. BknwodveHne gyHkumn ULDP Ha KomMmyTaTope.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

uldp enable BkntoveHne wnu  BbIKOYEHUE  OYHKUMK

uldp disable ULDP Ha kommyTaTOope.
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2. BkmoyeHve dyHkummn ULDP Ha nopTy.
KomaHpa OnucaHune
Pexum KoHduUrypupoBaHusa noprta
uldp enable BknioyeHne uwnu  BblKMOYeHUE  OYHKUMK
uldp disable ULDP Ha nopr.

3. KoHdurypauus arpeccrBHOro pexvma Ha KoMmyTaTope.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

uldp aggressive-mode
no uldp aggressive-mode

YcTtaHaBnuBaeT pexum paboTbl PyHKUUK Ha
KOMMyTaTOope.

4. KoHurypaumsa arpeccBHOIo pexunma Ha nopry.

KomaHpa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

uldp aggressive-mode
no uldp aggressive-mode

YcTraHaBnuBaeT pexum paboTbl hyHKLUK Ha
nopTy.

5. KoHdurypaums metoga BbIKMHOYEHUS O4HOHANPAaBNEHHOrO COeaNHEHNS .

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

uldp manual-shutdown
no uldp manual-shutdown

KoHdurypupyet MeToq BbIKINKOYEHUS
O[HOHanMNpPaBIiEHHOro COeANHEHNS.

(@ arecy
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6. KoHdurypauusa nHtepsana ysegomneHum (Hello messages).

KomaHpa OnucaHue

Pexxum rno6anbHOro KoHuUrypmpoBaHus

uldp hello-interval <integer> KoHdurypaumss uHTepBana yBeOoOMIEeHUi
(Hello messages), avanasoH ot 5 go 100

no uldp hello-interval
cekyHA. 3HayeHue no ymonyanuio - 10 ¢

7. KoHdurypauus nHtepeana BOCCTaHOBINEHUS.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

uldp recovery-time <integer> KoHpurypupyeT NHTepBan
BOCCTaHOBMUTENBHOro pecrapta. [uana3oH oT
30 go 86400 cekyHa. 3Ha4YeHME MO YMONYaHMIO
— 0 cekyHA.

no uldp recovery-time <integer>

8. PectapT nopta, BbIKIOYEeHHOro yHkumen ULDP.

KomaHaa OnucaHue

Pexum rnob6anbHOro KOH(UrypmMpoBaH1a Uim pexmm KOH(puUrypmpoBaHus nopTra

uldp reset PecTtapTyeT BCe NopTbl B pexume rrnodansHoro
KOHoUrypupoBaHus. PectapTyeT KOHKPETHbIN
nopT B pexunme KOHUrypupoBaHUs nopra.

9. [eMOHCTpaunoHHas 1 otnagoyvHas nHgopmaumnsa dyHkummn ULDP.

KomaHaa OnucaHue

Pexnm agMmHucTpatopa

show uldp [interface ethernet IFNAME] lMokasbiBaeT uHdopmauuo no ULDP. [Ons
oTobpaxeHna obwen ULDP wuHdopmaumm
napameTpoB HeT. [Mpu 3agaHWM KOHKPETHOrO
nopta BbIBOAMTCA obwasa wuHdopMaums wu
NHGOpMaLMsa 0 coceasx No 4aHHOMY MOpPTY.

debug uldp fsm interface ethernet | BkniodeHne wnmM  BbIKMOYEHWE  BbiBOAA
<IFname> OTNagoYHoOM MHopMaLUKn rno onpeaeneHHoOMy

no debug uldp fsm interface ethernet | MOPTY:

<|Fname>
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KomaHpa

OnucaHue

debug uldp error
no debug uldp error

BkntoyeHne wunu BbIKMKOYEHWE OTNag0YHOM
nHpopmaumm o6 oLumbkax

debug uldp event
no debug uldp event

BknioyeHne wnM  BbIKMIOYEHME OTNAA0YHOW
NHGOPMaLMK O COBbITUSIX

debug uldp packet {receive|send}
no debug uldp packet {receive|send}

BknoyeHne  uvnm  BbIKHOYEHWE  BbiBOAA
OTNagouHoOM MHGOPMaLIMK NO TUMY COOBLLEHNI

debug uldp {hello|probelecho| unidir|all}
[receive|send] interface ethernet <IFname>

no debug uldp {hello|probe|echo| unidir|all}
[receive|send] interface ethernet <IFname>

BknoyeHne  unn  BbIKNKOYEHME  BbiBOAA
petanbHon uHdopmauun o6 onpeaeneHHoOM
TMne coobLUeHMI, KOTOpblE MOMYT NOCbINaTbCA
WA NMPUHUMATBLCA Ha ONpeaeneHHOM NopTy.

6.3. TunoBbie npumepbl PyHKuun ULDP

PC1

=

1/0/2

SwitchA

1/0/1

PC2

1 -
1/0/4

SwitchB R

PucyHok 20. lNepekpecTHOEe NnogkntoveHne AByHanNpaBneHHOro ONTUYeCKOro coeanHeHust

B ceteBon Tononorun Ha pucyHke nopt 1/0/1 Ha kommyTaTope A, a Takke nopT 1/0/3 Ha
KommyTaTope B — onTuyeckne. N coegmHeHne nmeeT NepekpecTHbIi Tun. Pn3nveckmin ypoBeHb
BKMOYEH N paboTaeT HOpManbHO, HO COEOVHEHWE Ha YPOBHE AaHHbIX HepaboTocnocobHO.
ULDP moxeT onpegenutb 1 3abrokupoBaTb Takon Tun ownbkn Ha coeguHeHun. KoHeYyHbIM
pesynbtatoMm 6yget 1o, uto nopT 1/0/1 Ha kommyTaTope A, a Takke nopT 1/0/3 Ha koMMyTaTOpe
B 6yoyr 3abnokupoBaHbl ¢yHkumen ULDP. T[lopTtel cmoryt pabotate (He 6yayT
3abnoknpoBaHkbl) TONbKO €CNN coeanHeHne ByaeT KOPPEKTHbLIM.

MocnepoBaTenbHOCTbL KOH(Urypauum KommyTtaTtopa A:

SwitchA(config)#uldp enable

SwitchA(config)#interface ethernet 1/0/1

SwitchA (Config-If-Ethernet1/0/1)#uldp enable

SwitchA (Config-If-Ethernet1/0/1)#exit
MocnepoBaTtenbHOCTL KOH(Urypaumm KommyTtaTtopa B:
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SwitchB(config)#uldp enable
SwitchB(config)#interface ethernet1/0/3
SwitchB(Config-If-Ethernet1/0/3)#uldp enable
SwitchB(Config-If-Ethernet1/0/3)#exit

B pesynbTtate nopt 1/0/1 Ha kommyTatope A 6yaet 3abnokupoBaH dyHkumen ULDP un Ha
aucnnee TepmuHana PC1 noasutca crneayowasa nHpopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/1 need to be

shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernet1/0/1 shut down!

MopT 1/0/3 Ha kommyTaTope B ByaeT 3abnokmposaH dyHkumen ULDP u Ha gucnnee TepmuHana
PC2 nosasutca cnegytoLwiasa nHgopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/3 need to be

shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernet1/0/3 shutted down!

6.4. YcTpaHeHue Henonapok pyHkuumn ULDP

3ameyaHunsa no kKoHurypaumm:

[nsa yBepeHHocTn, 4To ULDP cmoxeT onpeaennTb, YTO OAMH U3 ONTUYECKUX NMOPTOB He
NOAKMIOYEH WM MOPTbl HEKOPPEKTHO COeAMHEeHbl, MOPTbl [OIDKHbI paboTaTb B
AYNNEeKCHOM pexnMme 1 UMeTb OANHAKOBYH CKOPOCTb.

Ecnn mMexaHu3am aBTOMatuMyeckoro onpegeneHus napameTpoB OMNTUYECKUX MOPTOB,
OOMH U3 KOTOPbIX BKIOYEH HEKOPPEKTHO, onpedenuT paboymi pexum U CKOpOCTb,
ULDP He cmoxeT oTpaboTaTb KOPPEKTHO, BHE 3aBUCMMOCTM OT TOrO, BKIMOYEH OH Mn
HeT. B gaHHOM cuTyaumm NopT noMeYvyaeTcs Kak BblKIHOYEHHbIN.

[na yBepeHHOCTM B TOM, YTO OTBETHbIA MOPT KOPPEKTHO CKOHOUIypupoBaH W
OflHOHanpaBrieHHOe coeAnHeHNe CMOXET BblTb KOPPEKTHO onpeaeneHo, Heobxoanmo,
yToObl Ha o06oumx KoHuax coeguHeHust ULDP ©Obin BKkNOYEH W Mcnofib3oBarcs
OlMHaKOBbI MeTo4 aBTopu3aumn 1 naporne. B Hawem npumepe naposib ¢ 06emx CTOpoH
He yCTaHOBMEH.

Mutepsan otnpaBku hello-coobweHnin moxeT ObiTb MameHeH (310 10 cekyHg no
ymonuyaHmio n konebnetca ot 5 go 100 cekyHa), Tak yto ULDP moryT ObicTpee
pearnpoBaTb Ha OLWMWOKM MOAKMYEHUS NMHUIA B Pa3fnYHbIX YCroBUsaX paboTbl ceTu.
Ho atoT nHTepBan gomkeH ObiTb MeHbLue 1/0/3 oT BpemeHu koHBepreHumm STP. Ecnu
WHTEpBan CNULLKOM OJfMHHbIA, neTna STP 6yaeT cdopmmpoBaHa go toro, kak ULDP
OBHapPY>XUT W OTKMOYUT MNOPT OLHOHAMpPaBiEHHOro coeauHenus. Ecnn mnHTepBan
CMULLKOM KOPOTKWIA, ceTeBas Harpy3ka Ha nopT OygeT yBenuyeHa, 4YTO O3HavaeT
CHMXeHne nponyckHon cnocobHoctn. ULDP He obGpabatwiBaeT cobbitus LACP. OH
obpabarbiBaeT kaxgoe coegmHeHue rpynnbl TRUNK (Hanpumep, port-channal, TRUNK
nopTbl) HesaBncumo apyr ot gpyra. ULDP He paboTaeT ¢ NMoXoxuMmm NpoTOKONamm
Apyrmx npousBoguTernen. 910 O3Ha4aeT, YTO MOorb3oBaTeENN HEe MOryT MCMNONb30BaTh
ULDP Ha ogHOM KOHLE M NCNONb30BaTh ApYrne nogobHble NPOTOKOSbI HA APYTrOM KOHLE
coeguHeHus. ULDP-dyHKUMSA OTKOYEHa No ymon4yaHuto. locne BKIYeHNa yHKUUK
ULDP B pexume rnobanbHOro KOHMUrypMpoBaHMs MOXHO BKMOYUTb BbIBOA
0TnagoyHbix coobuweHnn. CyuiecTtByeT Heckonbko komaHg otnagku (DEBUG) ana
BbIBOAA OTNago4HOM MHpopmaumm. Hanpumep, nudopmauuio o cobbITUSIX, COCTOSIHUN,
owmbkax n coobeHnsix. PasnnyHblie TUMNbl OTNAA0YHbIX COOBLLEHMI Takke MOTyT ObITb
BblBeEHbl B COOTBETCTBUMN C Pa3fMYHbIMK 3HAYEHUAMUN NapaMeTpoB.

(@ arecy
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e Tanmep BOCCTAHOBIEHWSI NO YMONYAHMIO BbIKIIOYEH Y MOXET ObITb BKIOYEH TOMBKO B
cny4ae, Korga rnorb3oBaTenb 3agarn Bpems socctaHoBrneHns (30 — 86400 cekyHA).
KomaHpa pectapTa u MexaHu3Mm nepesarpy3ku nopta BO3AENCTBYIOT TOMNbKO Ha NOPT, KOTOPbLIV
6bIn BbIKNOYeH dyHKumen ULDP.
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7. HACTPOUKA ®YHKLUWUU LLDP
7.1. O6wume ceegeHns o pyHkumn LLDP

lNMpoTokon nccnegoBaHusa coeanHUTernsHoro yposHs (Link Layer Discovery Protocol — LLDP) —
3TO HOBbIN MPOTOKOS, OMUCaHHbIN B crneundunkaumm 802.1ab. OH no3BonseT cocegHUM
YCTPOMCTBaM MocbinaTtb yBeAOMIEHWS O CBOEM CTaTyce APYrMM YCTPONCTBaAM 1 Ha BCEX MOpTax
nto60oro ycTponcTea cCoxpaHsaTb MHpopmaumto 06 atom. Ecnv Heobxoamnmo, NopThl Tak e MoryT
nocbinatb WHdopmaumio 06 U3MEHeHMM cTaTyca YCTPOWCTBAM, HEMNocpeacTBEHHO
NOAKMIOYEHHBIM K HMM. 3OTa uHpopmauus Oygetr coxpaHeHa B cTaHgapTHeix  MIB
SNMP.Cuctema ynpaBneHuss CeTbld MOXET NPOBEPSATb COCTOSIHWE COEAUHEHUA BTOPOrO
ypoBHs no nHdopmauumn ns MIB. LLDP He KOHGUrypupyeT uUnm KOHTPONMpPYeT SreMeHTbl ceTu
UIX NOTOKK, OH TONbKO ONUCHLIBAET KOHAUIYpaLMIO BTOPOro ypoBHSA. B cneundmkaummn 802.1ab
TaKKe OMNuCbIBaeTCs, Kak wucnonb3yeTtcsa uHGopMaund, npegoctasngemas LLDP pgns
obHapyxeHNsa KOHPNUKTOB Ha BTOPOM ypoBHe. HCTUTYT ctaHaaptusauum (IEEE) B HacTosiwee
BPEMSA UCMOMNb3YyeT CYLUECTBYIOLLYIO (PU3MYECKy0 Tomomnoruio, uHtepdencel n Habopsl MIB
IETF.

YnpouweHHo, LLDP — npoTtokon ob6HapyxeHus cocegHux yctponcts. OH onpegenset
cTaHdapTHbIi MeTod, nossonswowmn Ethernet yctponcteam, Takum, Kak KOMMYTaToOpbl,
MapLUpyTU3aTopbl M TOYKM JOCTYNa yBeAOMIIATb O CBOEM CYLLECTBOBaHUWN Apyrne y3nbl CeTU 1
CoXpaHATb WHpopmaumio o060 Bcex cocedHux ycTpouctBax. Kak crencsue, getanbHas
MHpopMauma O KOHdUrypauum yCTpoOMCTBa U O HaWAEHHbIX coceasdx MOXeT 06bABNATLCA
nocpeacTBOM AAaHHOIo NpoToKona.

B wuvactHoctn, LLDP onpegensetr coctaB OCHOBHOMO WHMOPMALNOHHOIO OObABNEHUS,
nepegavyy oObBLSABMEHUA W METOA COXpaHeHus faHHOW uHdopmauun. [Ona obbaBneHus
COBCTBEHHOW  MHOPMaUMM  YCTPOMCTBO  MOXET  MNocCbllaTb  HECKONbKO — YacTewn
MHdopmMaumoHHoro obbsiereHns B ogHom LAN-nakeTe gaHHbIX. Tyun nepegayn onpegensercs
3HayeHnem nons TLV (Type Length value — 3Hadenne pgnuHbl Tuna). Bce ycTpolicTea,
nogaepxunsatowme LLDP, gomkHbl noggepxuBatb onoBelleHus o wmaeHtudmnkatope (ID)
YCTPOMCTBA U maeHTudukaTope noprta, HO npegnonaraeTcs, YTo OOMbLIMHCTBO YCTPOMWCTB
noggepXusatoT onoselleHnss 06 MMEeHW CUCTeMbl, ee OnMCaHuM U NPOU3BOAUTENBHOCTU
cuctemMbl. OnoBeLLeHMs C ONMcaHMeM CUCTEMbI U O NPON3BOAUTENBHOCTM CUCTEMbI MOTYT TaKkkKe
coaepxaTb NonesHyo nHopmaumio, Heobxogumyto Ans céopa MHopmaumm 0 NOToKax B CETU.
OnucaHne cucteMbl MOXeET BKMNOYaTb TakMe AaHHble Kak MorHoe ums obbaBnsemMoro
YCTPOWCTBA, TUMN YCTPONCTBA, BEPCUS €ro onepaumoHHON CUCTEMbI U TaK garnee.

Mpotokon LLDP nossonseTt ynpoCTuTb NOUCK nNpobnem B KOPNopaTUBHOW CETWU, pacluMpuTb
BO3MOXHOCTU WHCTPYMEHTOB YMNpaBrieHNs CeTblo MyTeM onpefeneHus U XpaHeHUs TOYHON
CeTeBOW CTPYKTYpbI.

MHorve Tunbl nNporpaMm ynpaBfneHUsi CeTblo UCMOMb3yT MYHKUMIO aBTOMaTUYeCKOro
obHapyxeHus («Automated Discovery») ons oTcnexvBaHns UI3MEHEHUI N TEKYLLEETo COCTOSIHUS
TONOJSIOMMN, HO BONBLUNMHCTBO N3 HUX paboTaeT TONbKO Ha TPETbEM YPOBHE U B NyYLLEM Cry4vae
KnaccuduumpyeT ycTpouctBa NO WX MNOACETAM. OTU OaHHble CRAWWKOM MPUMWUTUBHBI,
NO3BOSIAIOT OTCMEXMBaTb TONbKO 6a30Bble COOLITMSA, Takme Kak gobaBneHve unu yganeHue
YCTPOWCTB BMECTO AeTaribHOW MHbopMaLun 0 HUX U O TOM, KaK YCTPOMCTBa B3aUMOAENCTBYIOT
C ceTblo.

MHdopmauus, cobpaHHasa Ha 2 ypoBHe, COOEPXUT cBedeHust 06 yCTpOMUCTBax, UX MOpTax U o
TOM Kakme KOMMYyTaTopbl C Kakumu coeauHeHbl M T. N. OHa Tak e MOXeT MnokasbiBaTb
MapLUPYTbl MEXAY KNMeHTaMu, KOMMyTaTtopamun, MapLUpyTu3aTopamMmm n ceTeBbIMN CepBEPaMU.
Takve gaHHble 0YeHb BaXkKHbl AN onpeaeneHnst n uccnegoBaHns MCTOYHMKA NpobremM Ha ceTw.
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LLDP gBndetca nonesHbiM WHCTPYMEHTOM

ynpaslneHua, npenoctaBnAlWMM  TOYHYHO

I/IHd)OpMaLl,I/II'O O 3epKannpoBaHUn CeTH, 0To6pa>Keva| NMOTOKOB AaHHbIX N NMOUCKE CeTeBbIX

npobnem.

7.2. Cnncok komaHa ana KoHcgpurypmposaHus LLDP

BkntoyeHne LLDP Ha ycTponcTse.
BkntoveHne dyHkuumn LLDP Ha nopTy.

BkntoveHne yHkumm TRAP Ha noprTy.

©OCeNOOO~ODNRE

[EEN
©

11.

KoHdpurypaumsa ctatyca LLDP Ha nopTy.

KoHdpurypaumsa nHrepeana obHoBneHns coobuennin LLDP.
KoHdurypaumst MHOXUTENSA BPEMEHN NOSAEPXKKM coobLueHnin LLDP.
KoHdburypaums 3agepkkm oTnpaskyM 0OOHOBSOLLMX COOOLLEHUA.
KoHdurypaums nHtepeanos nocbiikn TRAP-nakeTos.

KoHdurypaums AoNONHUTENbHBIX NapamMeTpoB MHGOpMaUun st OTNPaBKM Ha MopTy.
KoHdurypaums pasmepa namatu, MCNosnib3yeMon Ans XxpaHeHms Tabnuu Ha nopTy.
KoHdurypaums aenctenim npy nepenonHeHnm namsaTi 4nsa Tabnuubl Ha nopTy.

12. OTtobpaxeHue oTrnago4Hon nHopmMaumm no yHkummn LLDP.

1. BkniodeHue LLDP Ha ycTpoicTse.

KomaHpa OnucaHune
Pexum rmo6anbHOro KoHdurypmpoBaHus

lldp enable OO0LLee BKNOYEHWE/BbIKNIOYEHME
lidp disable

2. BkntoyeHue yHkumm LLDP Ha nopTy.
KomaHaa OnucaHue

Pexum KoHdurypupoBaHuma nopTa

lldp enable Bkntouenune/BbikntoveHne dyHkumm LLDP Ha
lldp disable nopry.

3. KoHdwurypaums ctatyca LLDP Ha nopTy.
KomaHaa OnucaHue

Pexum koHdurypmpoBaHus nopTa

lldp mode (send|receive|both|disable) Eﬁgi)mrypaum pexuma paboTbl yHKUMK
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4. KoHdurypaumsa nHtepeana obHoBneHns coobwennin LLDP.

KomaHpa

OnucaHue

Pexxum rno6anbHOro KoHuUrypmpoBaHus

lldp tx-interval <integer>
no lldp tx-interval

KoHdurypauma wuHTepBana o6HOBNEHUS
coobuleHnn LLDP kak onpeaeneHHom
BESTMYUHBI NN 3HAYEHMS MO YMOSTHAHUIO.

5. KoHdurypaumsa MHOXUTENS BPEMEHU NOAAEPXKKM coobLueHnin LLDP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

lldp msgTxHold <value>
no lldp msgTxHold

KoHdurypaumss  MHOXWTENST  BPEMEHMU
nogaepkkm  coobweHnn LLDP  kak
onpeaeneHHoOn BennYMHbl U 3HAYEHUS
Nno YMOJSIHaHWUIO.

6. KoHdurypaumsa 3agepxkm oTnpaBkn 06HOBNAOLLNX COOBLLEHNIA.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

lIdp transmit delay <seconds>
no lldp transmit delay

KoHdurypaums 3a0EepXKK1 OTnpaBKu
OOHOBAAOLLMX Ccoo0LLEeHnN Kak
onpeaeneHHon BenuYMHbI NN 3HaAYeHUs
Nno yMOMYaHuIo.

7. KoHdwurypaumsi MHTepsanos nocbinkn TRAP-nakeTos.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

lldp notification interval <seconds>
no lldp notification interval

KoHturypauma  mMHTepBanoB  MOCHISKK
TRAP-nakeToB Kak onpeneneHHon
BENNYMHbI UMW 3HAYEHUSA MO YMOYaHUIO.
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8. BknoyeHve dyHkumn TRAP Ha nopTy.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

lldp trap <enable|disable>

BkntoveHne/BbiknoveHne dyHkuun TRAP
Ha nopTty

9.

KoHdpurypauus gononHMTeNbHbIX NapameTpoB MHopMaLnm Ans OTNpaBKky Ha NopTy.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

lIdp transmit optional tlv [portDesc] [sysName]
[sysDesc] [sysCap]

no lldp transmit optional tlv

KoHdurypaums OONOSTHNTENBHbIX
napamMmeTpoB MHMOpMaLUK NS OTNPaBKK
Ha MOPTY Kak onpedeneHHON BEeSNIMYUHbI
NN 3HAYEHUS MO YMOSYaHMIO.

10. KoHdpurypauusa pasmepa namsitv, UCNONb3yemMomn A9 XpaHeHnsa Tabnuy, Ha nopTy.

KomaHpa

OnucaHue

Pexunm koHdurypumpoBaHus nopTta

lIdp neighbors max-num <value>
no lldp neighbors max-num

KoHdurypaums pasmepa namsTu,
NCnosnb3yemMon Ans XpaHeHus Tabnuy Ha
NnopTy Kak onpeaeneHHoOn BenUYuHbl Unu
3HAYEeHMS MO YMOIYaHUIO.

11. KoHcpurypaumsa gencteum npu nepenosiHe

HUWM NamMATK gns Tabnuubl Ha nopTy.

KomaHaa

OnucaHue

Pexunm koHdurypmpoBaHus nopTta

lldp tooManyNeighbors {discard | delete}

KoHdurypaums OencTemm npu
nepenoniHeHnn namaTM ona Tabnuubl Ha
nopTty
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12. OTobGpaxeHne oTnago4Hon nHpopmaumm no pyHkunmn LLDP.

KomaHpa OnucaHue
Admin, Pexum rno6anbHoro kKoHcpurypupoBaHus
show lidp OTobGpaxeHne Tekylwen KoHurypaumm

dyHKumm LLDP.

show lldp interface ethernet

<IFNAME>

OtobGpaxeHne nHdopmaumm o]
KOH(urypaumm LLDP Ha KOHKpeTHOM
nopTy

show lldp traffic

OTtobGpaxeHne wuHdopmaumm o060 Bcex
cYeTYMKax.

show lldp
<IFNAME>

neighbors

interface  ethernet

OtobpaxeHne uHdpopmaumm o LLDP

cocefsix Ha JaHHOM MopTy.

show debugging lldp

OT1obpaxeHne Bcex NOPTOB C BKIOYEHHON
dyHKumen otrnagku LLDP

Pexunm agMuHucTpatopa
debug lldp BkntoyeHune/BbikntoueHne BbIBOAA
no debug Ildp oTnago4vHon unHdgopmavmm LLDP.
debug Illdp packets interface ethernet | BkntodeHue/BbIkNOYEHNE BbIBOAA
<IFNAME> OTNago4YHON MHGOpMaLMK O OTNPaBKe Unu
no debug ldp packets interface ethemet A MPVeMe naketos LLDP Ha nopTy unm Ha
<IENAME> KOMMyTaTope.

Pexunm koHdurypup

oBaHusA nopTa

clear lldp remote-table

OuwuncTtka Tabnmubl coceaen Ha nopTy
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7.3. TunoBoun npumep dyHkuumn LLDP

SwitchA

1/0/4

SwitchB

PucyHok 21. Tunosown npumep KoHdurypauum dpyHkummn LLDP

Ha cxeme ceTeBown Tononornm, NpuBeAeHHOM Bbilwe, nopT 1,3 Ha KommyTaTope B nogkntodeH K
nopty 2,4 kommytatopa A. lNMopT 1 kommyTaTopa B ckoHurypvpoBaH B pexume npuema
naketoB. Onumsa TLV Ha nopTy 4 kommyTaTopa A ckoHdurypuposaHa kak portDes n SysCap.

KommyTtaTtop A. lNocnegoBaTenbHOCTb KOMaHA KOHdUrypawumm:
SwitchA(config)# lldp enable
SwitchA(config)#interface ethernet 1/0/4
SwitchA(Config-If-Ethernet1/0/4)# lldp transmit optional tlv portDesc sysCap
SwitchA(Config-If-Ethernet1/0/4)exit
KommyTatop B. NocnegoBatenbHOCTb KOMaH4, KOHdUrypaumm:
SwitchB(config)#lldp enable
SwitchB(config)#interface ethernet1/0/1
SwitchB(Config-If-Ethernet1/0/1)# lldp mode receive
SwitchB(Config-If-Ethernet1/0/1)#exit

7.4. YcTpaHeHue HeuncnpaBHocTen cpyHkuumn LLDP

®OyHkuma LLDP no ymonuaHuio BbikntoveHa. [locne ee BkMAOYEHMS B pexume rnobanbHOoro
KOHUIrypupoBaHus, MNonb3oBaTennM MOryT BKIOYUTL pexum oTtnagkn «debug lldp» ana
NpoBepPKM OTragoyHon MHpopmauun. Mcnonbsysa komaHay «show» dyHkumn LLDP moxHO
BbIBECTU WMHGOPMALMIO O KOHMUIypMpoBaHUM B rnobanbHOM pexuvme KOHMUrypupoBaHUs,
nnbo B pexmme HaCTPOWKM MHTEPGENCOB.
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8. HACTPOUKA PORT CHANNEL

8.1. Oowume cBepgeHun o Port channel

[ns noHnmaHusa TepmuHa nopT-kaHana (Port channel) Hago BBeCcTM NoHATWE rPynnbl NOPTOB.
Npynna nopTtoB — 3TO rpynna u3anyeckmx nopToB Ha KOHGUrypaumoHHOM ypoBHe. Tornbko
dusnyeckne NopTbl B rpynne nopToB MOryT ObiTb YacTbld 0OBbLEAMHEHHOrO KaHama u ctaTb
y4yacTHukamum Port channel. Jlornyecku rpynna nopToB ABnseTCa He NOPTOM, a HAGOPOM NOPTOB.
Mpn onpefeneHHbIX YCNoBUSaX onandeckne nopTbl B rpynne NOPTOB MNO3BOSISAIOT NOCPEACTBOM
o0beanHeHus noptoB cchopmmpoBaTth Port channel, koTopbii 0bnagaeT BceMU CBOMCTBaMU
fiormyeckoro nopta M Takum 0O6pasoM CTaHOBUTCA HE3aBUCUMbIM JIOrMY4ECKUM MOPTOM.
Arperauus noptToB — 3T0 abCTpakTHOE MOHATME, NoapasymMmeBatoLlee nNo cobon obveanHeHne
Habopa NopToB C OAUHAKOBLIMW CBOMCTBaAMU B fordeckuin nopt. Port channel — ato Habop
P13MYECKNX MOPTOB, KOTOPBIN NTOMMYECKN MCNOMb3YETCA Kak OanH conaundecknin nopt. OH MoXeT
Ncnonb3oBaTbCA MOfb3oBaTenieM Kak obbluHbIN MOpT. OH He MOXeT He Tonbko 000aBUTHL
NPOMNYCKHOM CMOCOBHOCTM Ha CeTb, HO U CNOCOBEH 0BecneyYnTb pe3epBMpOBaHNE COEANHEHNI.
O6bl4HO ObbeanHEeHWEe MNOPTOB  MCMOMb3YeTCHd, Korga KOMMYTaTtop  MOAOKMHYEH K
MapLUpyTM3aTOpPY, KNMMEHTCKOW CTaHLUW UNn APpYrMM KOMMyTaTopam.

SwitchA

SwitchB

PucyHok 22. ArpernposaHune noptos

Kak nokasaHo Bbiwe, kommyTaTop SwitchA o6beguHun noptel B Port channel. lNMponyckHas
nonoca Port channel paBHa cymme nNponyckHbIX CMOCOGHOCTEN 4eTbipex nopTtoB. Koraoa
Heobxoanmo nepenaTb Tpaduk ¢ kommyTaTopa SwitchA Ha SwitchB, pacnpeneneHne Tpadmka
Oynet onpepensTbca Ha ocHoBe MAC-agpeca uctodHvka u mnagwero 6uta MAC-agpeca
npuemMHuka. B pesynbTaTte BbluMCNeHWI onpeaensaeTcs, Kakor nopT OyaeT nepenasath Tpaduk.
Ecnu oanH nopt B Port channel HencnpaBeH, Tpaduk 6yaeT nepepacnpenendarbca Ha apyrne
nopTbl MOCPEACTBOM anroputma pacnpegenenus. [aHHbin anropuTtM nogaepxuBaeTcs
annapaTHo.

KommyTaTop npegnaraeT Aga metoga KOHUrypaumm o6beanHeHns NopToB: pyYHOe co3faHne
Port channel n guHammnyeckoe NocpeacTBOM NPOTOKOMA KOHTPONS 0O6beaAMHEHNS] COeOMHEHWN
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(Link Aggregation Control Protocol — LACP). O6beanHeHne BO3MOXHO TONbKO ANsi MOPTOB,
paboTaoLwux B pexmnmMe NonHOro gynnekca.

[na npasunbHon paboTel Port channel Heobxoaumo cobntogath cregyowmne ycroBus:

e Bce nopTbl paboTatoT B pexume MoriHoro gynrekca.
e Bce nopTbl MMeOT 0ANHAKOBYHO CKOPOCTb.

o Bce nopTtbl gaBnsoTCA nopTamu goctyna u npuHagnexat ogHomy VLAN, unm Bce oHu
SIBMSIOTCHA TPAHKOBLIMW NOPTaMU UMM OHU BCE rMOpUAHbIE NOPThHI.

e FEcnm BCe noptbl  SBNSAIOTCA  TPaHKOBbIMM  UnuM  rMbpuaHbIMK,  Torada
CKOHUryprpoBaHHble Ha Hux gonyctumble VLAN 1 ocHoBHoM VLAN AOmkHbI GbITh Y
BCEX OQUHAKOBbLIMU.

Ecnun Port channel ckoHurypupoBaH Ha kKOMMyTaTope BPYYHYIO MOU MHAMUYECKU, cucTema
aBTOMaTM4eCcku HasHayaeT NopT C HauMeHbLIMM HOMepoMm mMmacTtep-noptoMm Port channel’a.
Ecnn Ha kommyTaTope akTMBUPOBaH MPOTOKOS spanning tree, NPOTOKON NOCTPOEHMA gepesa
BocnpuHumMaeT Port channel kak norndeckuii nopT n nocobinaet BPDU-nakeTbl yepes macTep-
nopT.

O6beauHeHe MOPTOB XECTKO CBSA3aHO C annapaTHOW YacTblo KoMMmyTaTopa. KommyTtatop
Nno3BOSISIET arpernposaTb COeANHEHNS Mexay NobbiMy ABYMSA KoMMyTaTopamu. MakcumanbHo
BO3MOXHO co3aatb 128 rpynn no 8 nopToB K KaXdow.

Mocne TOro, Kak MOPTbl arperMpoBaHbl, UX MOXHO MWCMOMb30BaTb, Kak OObIYHbLIA MNOPT.
KommyTatop wumeeT BCTPOEHHbLIN pPeXuMM KOH(UrypupoBaHus WHTepdenca arperauum,
nonb3oBaTernb MOXeT co3JaBaTb COOTBETCTBYIOLLYH KOH(Urypauuio B 3TOM pexmnme TOYHO
TaKxe, kak npu KoHpurypuposaHum VLAN nnm cmsmyeckoro nHTepdenca.

8.2. Oowue ceegeHusi o LACP

LACP — npoTtokon, 6asunpytowmncs Ha ctaHgapte |IEEE 802.3ad, n peanuayowmin mexaHnam
OnHamMmmyeckoro oobegnHeHus kaHanos. MNpoTtokon LACP ucnoneayet naketol LACPDU (Link
Aggregation Control Protocol Data Unit) ans oébmeHa nHdopmaumen ¢ OTBETHbIMU NOpTamu.

Mocne Toro, kak npotokon LACP BkntoYeH Ha NopTy, AaHHbIM NOpT nocbinaeT nakeTol LACPDU
Ha OTBETHbIN MOPT COeANHEHUS, yBeAOMMSs O npuoputeTe cuctemol, MAC-agpece cucTemsl,
npuoputeTe nopTta, uaeHTUUKaTope nopta M Krdve onepauun. Korgoa oTBeTHbIM MOPT
nomny4yaeT 3Ty MH(pOpMaLNIO, OHa CpaBHMBAETCSA C MHpopMaLnen O gpyrnx noprax, Kotopble
MOryT 6biTb 06beauHeHbl. COOTBETCTBEHHO, 00e CTOpPOHbI COEAWHEHWsT MOTYyT OOCTMub
cornalweHusi O BKITHOYEHUW UK UCKITIOYEHMM NopTa U3 AUHaAMU4eckon o6 beAMHEeHHOW rpynnbl.

Kntoy onepaummn cosgaetcs MNpOTOKOSIOM B COOTBETCTBMM C KOMOMHaumen napameTpoB
KOHpurypauum (CKopocCTb, Aynrnekc, 6as3oBasi KOHUrypaums, K4 ynpasreHus) nopTtos,
KoTopble 6yayT 06beanHATLCS.

[Mocne BKkMOYEHMsT NpPOTOKOMa AuMHamudeckoro obbeguHeHuss noptoB (LACP), kntod
ynpasrneHns no ymonyanuto paseH 0. MNocne ctatuyeckoro o6beanHeHMs NopToB NOCPEACTBOM
LACP, krntou ynpaBreHus nopta Takom Xxe, kak ID o6beanHeHHoM rpynmbi.

Mpv guHammnyeckom ob6beMHEHUM NOPTOB BCE YNEHbl O4HON rpynnbl UMEKT OAMHAKOBbIN KoY
onepauuu. Mpu cTatnyeckom o6 beaANHEHUN TONBKO aKTUBHbIE MOPTbI UMEIOT OAMHAKOBbIN KoY
onepaumu.

8.2.1. Ctatnyeckoe ooeguHeHmne LACP

Cratuyeckoe ob6begMHEHME BbINOMHAETCA NyTEM KOHUIYpUpPOBaHWUS NMONb3oBaTeNEM U He
Tpebyet npotokona LACP. [lpu koHdurypmpoBaHum crtatudeckoro LACP-o6beanHeHus,
NCMNOMb3yeTCs PEXMM «ON» OIS BKIIOYEHMSA NOpTa B rpynny arperauum.
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8.2.2. imvHamun4yeckoe o6 egnHeHne LACP

1. O6wue nonoxeHnsa aguHaMmmudeckoro oobeamHenns LACP.

OunHamnyeckoe obbeguHeHne — 3TO oObeavHeHue, co3gaBaemoe/yaansiemoe CUCTEMOMN
aBTomaTtmyeckn. OHO He NO3BOMSIET NOMbL30OBATENSAM CaMOCTOATENbHO 4O6ABNATL MK yaanaTb
nopTel U3 AMHamuyeckoro obbeanHeHust LACP. [MopTbl, KOTOpble WMEKT OAMHAKOBbLIE
napamMeTpbl CKOPOCTU U Aynrekca, NOAKMOYEHHbIE K OOHUM U TEM Xe YCTPOMCTBaM, MMetoLLme
OLMHaKOBYO KOHGUrypaumo MoryT ObiTb AMHamMMYeckn o6beanHeHbl B rpynny. B cnyyae, ecnu
TONbKO OAMH MOPT MOXET co3daBaTb [AMHAMMYEckoe oO0beauHeHue, 3TO Ha3sblBaeTcs
ofHonopToBbIM 06beanHeHneMm. MNpn anHammnyeckom ob6beanHeHun LACP-npoTokon Ha nopTy
JOJKeH ObITb BKITIOYEH.

2. Pexumbl nopToB B ONHaMNYeCKOM roynne obbeanHeHus.

B amHamunyeckomn rpynne obbeamHeHnst NopTbl UMET ABa cTaTyca — BblOpaHHbIN (selected)
unn «B oxuganum» (standby). O6a Tuna nopTOB MOryT nocbinate M MPUHUMATL MakeThbl
npotokona LACP, HO nopTbl B CTaTyce «OXMUAAHUSI» HE MOryT nepechinaTtb AaHHbIE.

MockonbKy CyLECTBYET OrpaHMYeHUE Ha MaKcUMarbHOEe KONMYecTBO MOPTOB B rpynne
arperauum, ecnv TeKyLLMn HOMep nopTa npeBbIlLaeT Npeaen B rpynne, Toraa yCTPOMCTBO Ha
O[HOM KOHLIE COeAUHEHNS JoroBapmnBaeTCs C yCTPOMCTBOM Ha APYroM KOHLIE ANs onpeaeneHns
cTaTyca nopTa B COOTBETCTBUUN C MOEHTUDUKATOPOM NopTa.

ATanbl cornacosaHus, cneayoLime:

CpaBHeHwne ngeHtudukatopos (ID) yctponcts (npuoputeT cuctembl 1 MAC-agpec CUCTEMBI).
CHavana cpaBHMBalOTCA nNpuopuTeTbl cucteM. Ecnn oHn oguHakoBble, TOrga CpaBHUBAKOTCA
MAC-agpeca YCTPOWCTB. YCTPOMCTBO C MEHbLUMM MAEHTUHOUKATOPOM MMeEET BbICLUNN
npuopuTer.

3atem umgeT cpaBHeHVE MOEHTMUKATOPOB MOPTOB (MpPUOpPUTET MopTa U MaeHTUdUKaTop
nopta). [ns Kaxgoro nopra Ha CTOPOHE YCTPOWCTBA C HaMBbICLUMM NPUOPUTETOM CUCTEMBI
CHayana cpaBHMBATCA npuopuTeTbl noptoB. Ecnu npuoputeTbl oOauHakoBble, Torga
CpaBHUBAKTCA MAEHTUUKATOPBLI MOPTOB. [OPT C HaMMEHbWUM MAEHTUUKATOPOM MnopTa
cTaHoBuTCA BblbpaHHbIM (selected), a ocTanbHble CTaHOBATCS B pexuM «oxungaHue» (standby).

B rpynne o6beanHeHUs NopT ¢ HAUMEHbLUMM UOEHTUMUKATOPOM U CTATyCOM «BblOpPaHHbLIN»
CTAHOBMTCSH MacTep-nopToM. [lpyrne mMopTbl CO CTaTyCcoM «BblOGpaHHbINY CTAHOBATCS
yyYacTHUKaMu rpynnbl.

8.3. HacTtpouka Port channel

CosgaHve rpynnbl NOPTOB B peXXmMMe rnobanbHOro KOHUrypupoBaHus.

[ob6aBneHne NOpTOB B OnpeAesieHHyo rpynny U3 pexmnma KoHpUrypmpoBaHusi nopTa.
Bxog B pexunm KoHurypuposanusi port-channel.

3apaHue metoaa 6anaHCcMpOBKKU NS TPyMMbl NOPTOB.

3apaHue npuoputeta cuctembl B LACP-npoTokone.

3apgaHue npuopuTeTa ans KoHKpeTHoro nopta B LACP-npoTokone.

3apaHue pexnma TanmayTta Ha nopty B LACP-npoTokone.

No ks whRE
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1. CosgaHue rpynnbl NOPTOB.

KomaHpa OnucaHue

Pexxum rno6anbHOro KoHuUrypmpoBaHus

port-group <port-group-number> CosgaHve unu yganexue rpynmnbl NOPTOB.
no port-group <port-group-number>

2. [ob6aBneHune NopToB B onpeaeneHHyto rpynmny.

|
KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

port-group <port-group-number> mode {active | [JobasnseT nopTbl B rpynny "
| passive | on} YCTaHaBIMBAET NUX PEXMM.

no port-group

3. Bxopg B pexuMm KoHpurypmuposaHus port-channel.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

interface port-channel <port-channel-number> | Bxogq B pexmm  KOHOUIypupoBaHUs
portchannel.

4. 3apaHue metoga GanaHCMpOBKK ON1s1 YCTPONCTBA.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

load-balance {dst-src-mac | dst-src-ip | dst-src- | 3agaHne wmeToga GanaHCMpoOBKM — ANd
mac-ip} YCTPOWCTBA, N3MEHEHMS Ha4yMHaT
pencreoBaTb Ha rpynne noptoB n ECMP

dyHKUMM cpasy.
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5. 3apanwue npuoputeta cuctemol B LACP-npoTokone.
KomaHpa OnucaHue
Pexxunm rmob6anbHOro koHurypupoBaHumsa
lacp system-priority <system-priority> 3agjaHve  npuopuTeTa  CUCTEMBbI B
LACP-npoTokone, KomMaHaa no

no lacp system-priority

BO3BpallaeT 3Ha4YeHne no yMmosi4aHuio.

6. 3agaHue npuoputeTa ans

KOHKpeTHoro nopta B LACP-npoTokone.

KomaHpa

OnucaHue

Pexu

M KOH(UrypupoBaHus nopra

lacp port-priority <port-priority>
no lacp port-priority

Mo YMOMYaHMIO.

3agaHue npuopuTeTa ANa  KOHKPETHOro nopta B
LACP-npoTOKOSfie. KoMaHga no BO3BpallaeT 3HayeHue

7. 3apaHve pexuma Tanmayta Ha nopTy B LACP-npoTtokone.

KomaHpa

OnucaHue

Pexu

M KOHUrypupoBaHus nopTa

lacp timeout {short | long}
no lacp timeout

3agaHue pexuma TarMmayTa Ha nopty B LACP-npoTokone.

KOMaHAa no BO3BpauwlaeT 3Ha4eHune no ymosn4aHuto.

8.4. NMpumepbl ucnonb3oaHnsa Port channel

BapuaHT 1. HacTtpoiika Port channel gnsa npotokona LACP.

NmeeTcsa gea kommyTtaTtopa SWITCHA n SWITCHB. MopTtel 1,2,3,4 Ha kommyTaTtope SWITCHA
- NopTbl gocTyna v gobasneHbl B rpynny1 B aktuBHoM pexume. [NopTbl 6,8,9,10 Ha kKomMyTaTOpe
SWITCHB — Toxe nopTtbl goctyna n gobasneHsl B rpynny 2 B NacCMBHOM pexume. Bce nopTbl

coegnHeHbl kKabenamu.

OTanbl KOHUIypauum nokasaHbl HUXeE:

Switch1#config

Switchl(config)#interface ethernet 1/0/1-4
Switch1(Config-If-Port-Range)#port-group 1 mode active
Switch1(Config-If-Port-Range)#exit

Switchl1(config)#interfa

ce port-channel 1

Switch1(Config-If-Port-Channell)#

Switch2#config

Switch2(config)#port-group 2
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Switch2(config)#interface ethernet 1/0/6
Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode passive
Switch2(Config-1f-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-1f-Port-Range)#port-group 2 mode passive
Switch2(Config-I1f-Port-Range)#exit
Switch2(config)#interface port-channel 2
Switch2(Config-If-Port-Channel2)#

SwitchA

SwitchB

PucyHok 23. KoHdurypauus Port-Channel

Pe3ynbTaT KOHhUrypauumm:

KommyTatop coobwmT, 4to arpernpoBaHme npowsno ycnewHo. Moptel 1,2,3,4 kommyTatopa
SwitchA Bxogat B rpynny Port-Channel1, a noptel 6,8,9,10 kommyTaTopa SwitchB BxogaT B
rpynny Port-Channel2.

BapwnaHT 2 KoHdurypauus Port channel B pexxume ON.

Kak nokasaHo Ha pucyHke, noptbl 1,2,3,4 kommyTaTtopa SwitchA — nopTel goctyna u GyayT
pobaeneHbl B rpynny1 ¢ pexumom ON. MNopTel 6,8,9,10 kommyTaTopa SwitchB — Toxe nopThl
pocTtyna n 6yayT gobasneHsbl B rpynny2 ¢ pexumom ON.

OTanbl KOHGUIrypaummn nokasaHbl HUAXE:
Switch1#config
Switchl(config)#interface ethernet 1/0/1
Switch1(Config-If-Ethernet1/0/1)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/1)#exit
Switchl(config)#interface ethernet 1/0/2
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Switch1(Config-If-Ethernet1/0/2)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/2)#exit
Switch1(config)#interface ethernet 1/0/3
Switch1(Config-If-Ethernet1/0/3)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/3)#exit
Switchl(config)#interface ethernet 1/0/4
Switch1(Config-If-Ethernet1/0/4)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/4)#exit

Switch2#config
Switch2(config)#port-group 2
Switch2(config)#interface ethernet 1/0/6
Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode on
Switch2(Config-If-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode on
Switch2(Config-If-Port-Range)#exit

Pe3ynbTaT KOHhUrypauumm:

MopTbl 1,2,3,4 Ha kommyTaTope SwitchA fobaBneHbl N0 NopsagKy B rpynny NOpToB 1 B pexume
ON. KommyTaTopy Ha yOaneHHOM KoOHUe He Tpebyetca obmeH naketamu LACP pgnsa
3aBeplUeHns obbeanHeHns. Arperauusi 3aBepluaeTcs cpasy, Korga BbINOMHAETCA KoMaHaa
nobaeneHus nopta 2 B rpynny 1. MNopTbl 1 n 2 06beamHsatoTea B port channel 1. Korga nopt 3
BcTynaet B rpynny 1, port channel 1 u3 noptoB 1 n 2 pasbupaeTcs n nepecobmnpaeTcst ¢ NOPTOM
3 onaTb B port channel 1. Korga nopt 4 Bctynaet B rpynny 1, port channel 1 n3 noptoe 1,2 mn 3
pa3bupaeTcs n nepecobupaetca ¢ noptom 4 onsatb B port channel 1 (HAQO OTMETUTBL, YTO
KaXxablvi pas, kKorga HoOBbIM NOPT BCTYMaeT B rpynny o0beanHEHWS NOPTOB, rpynna pasbupaetcs
n cobupaeTcs 3aHOBO). Tenepb Bce 4 nopTa Ha 060MX KOMMYTaTopax 06beaUHEHDbI B pEXMME
«ONp.

8.5. YcTpaHeHue HencnpaBHocTen Port channel

Ecnu Bo BpeMs koHMrypauum o6beamHeHnst NOpTOB BO3HUKNM Npobnemsbl, B NepByto ovepeb
npoBepbTe crieaytoLlee:

e YBepgutecb, 4TO BCe MOPTbI B rpynne UMelT OAMHAKOBbIE HAaCTPOWKX, HaNnpuMep, OHU
BCE B peXWMe MoJSIHOro Aynrnekca, UMeT OANHAKOBYHK CKOPOCTb M HacTponkn VLAN.
Ecnu oBGHapyxeHbl HeCOOTBETCTBUSA, UCMpPaBbTe 3TO.

e HekoTopble kKOMaHAbl HE MOryT ObITb UCNOML30BaHbI HA NopTax B port channel. Takue
kak arp, bandwigth, ip, ip-forward n 1.4.
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9. KOHOPUTYPUPOBAHUE MTU
9.1. O6wume cBegeHust 06 MTU

B Hactoawun mMomeHT Jumbo-dpeim He mmeeT onpenensollero craHgapTa B CETEBbIX
TexHonormsax (B YaCTHOCTU, He ObINn cTaHgapTU3MpoBaHbl hopmaT naketa u anunHa). ObbIYHO
naket, merowmin pasmep ot 1519 oo 9000, HasbiBaeTcss JUMBO-dpenm. NMpn ncnonb3osaHnn
TaKMX MNakeToB, CKOPOCTb Nepedayn AaHHbIX B ceTu yBenuumaeTca Ha 2 % — 5 %. TexHuyeckn
JUMBO — 370 yAnNWHEHHbIW bperiM, nocbifiaeMbll U NPUHUMaeMblin KommyTaTopom. OagHako,
yunTbiBas ONUHY, Takme permbl He MOryT ObiTb MocraHbl Ha npoueccop ycTpouncTtea. Mol
NCKIOYaeM NOCbINKY 6onblnX hpenmoB NpoLEeCCopy BO BpeMS NpMema nakeTos.

9.2. KoHdurypuposaHme MTU
1. Bkniovenue pyHkumm MTU.

KomaHpa OnucaHue

o6wmn pexmm

mtu [<mtu-value>] BknovaeTt PYHKUMIO npvema/nocbInkn
JUMBO-(penmoB. Komanga NO  BbiknoyaeT

t bl
no mtu enable dyHKumIo npuema/nocsinkm JUMBO-dpeiimos.
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10. KOHOUT'YPALIUA EFM OAM
10.1. O6wume cBeaeHnsa o EFM OAM

MepBoHavanbHO TexHonorust Ethernet paspabaTbiBanack Ans NoKanbHbIX CETEN, HO AnMHAa
KaHanoB W pasMepbl cCeTern CTPEMUTENBHO YBENUYMBANMUCb, U Tenepb 3Ta TEXHOSormsa
NpUMeEHsieTca Tak e 1 Ha Metro n Ha rnoGanbHbIX ceTax. N3-3a oTcyTcTBMS 3dEKTUBHOIO
MexaHu3ma ynpasreHus, YTo BNusno Ha paboTy TeHonorun Ethernet B MeTpo 1 rmob6anbHbIx
ceTsX, CTano Xn3HeHHO HeobxoammbiM npumeHeHne OAM Ha Ethernet.

CyuwecTByeT YeThipe cTaHgapTa npoTokonos ans Ethernet OAM: 802.3ah (EFM OAM), 802.3ag
(CFM), E-LMI n Y.1731. EFM OAM n CFM onpegeneHsl MexayHapoaHbIM KOMUTETOM MO
ctraHgaptam (IEEE). EFM OAM paGoTaeT Ha KaHanbHOM YpPOBHE [AMfs1 KOPPEKTHOro
obHapyxeHus n ynpaeneHus KaHanom pfadHbix. WcnonbsoBaHne EFM OAM nosBsonsieTt
NOBbLICUTbL YNPaBrSeMOCTb U YNpocTUTb obcnyxusaHue Ethernet-ypoBHs Ana nosbiweHUs
ycTonumBocTu paboTbl cetn. CFM ncnonb3yeTtcs ong MOHUTOPUHIA 0bLLEel ceTEBON CBA3HOCTU
N nokanusaumm npobnem Ha ceteBomM yposHe. 1o cpaBHeHutio ¢ CFM ctaHngapt Y.1731,
NPUHATBLIA - MeXOYHapoOHbIM  TENEKOMMYHUKaLUMOHHbIM  coto3om  (ITU), 6Gonee MOLLHBIN.
CraHgapt E-LMI, npuHatein MEF, npumeHseTca Tonbko kK UNI (User Network Interface). Tak
KaK BblLLUeYyKa3aHHble MPOTOKOSbl MOTYT UCMOMb30BaTbCA AN Pa3NUYHbIX CETEBbIX TOMNOMOMMI U
ynpasreHns, Mexay HAMW CyLLeCTBYIOT AOMNOMHUTENbHbIE COrnalleHus.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance -
ncnonb3oBaHve, agMUHUCTpUpoBaHne n ynpaenexHve Ethernet Ha nepson mune (umeetcsa B
BUOY OT KnmMeHTa) paboTaeT Ha kKaHanbHOM YypoBHe ceTeBor mogenun OSIl, peanusys
AononHuTenbHble PyHKUMK Yepes nogypoeeHb OAM, kak Noka3aHO Ha PUCYHKE HUXE:

OSI Model
Application LAN
CSMA/CD
. Layers
Presentation Y
Higher Layers
Session ,
Transport
Network
Data Link _-7 g
Physical Layer
Physical

PucyHok 24. MNonoxenne OAM B OSI-mogenu cetn
MakeTbl AaHHbIX OAM (OAMPDU) ncnonbe3ytoT B kadectBe MAC-agpeca HasHayeHuns 01-80-c2-
00-00-02 no npoTtokony. CkopocTb nepenaym He Bbiwe 10 NakeToB B CEKyHAY.

EFM OAM ycraHaBnuBaetca Ha 6ase OAM-coeavHeHusa. Ota dyHKuma obecneunBaeT
MEXaHU3Mbl YMNpaBfeHuUs KaHanamu, Takue, Kak MOHWUTOPUHI KaHamnoB, yAareHHoe
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oGHapyxeHne npobrnem u ypaneHHoe TecTupoBaHWe nopToB. [OBOpSA npolle, OCHOBHbIE
noHatna EFM OAM crneaytowme:

1. YcraHoeneHue coeguHeHusi ethernet OAM.

Mogynb Ethernet OAM nweT yaaneHHsle OAM-Moaynu 1 yctaHaBnmMBaeT C HUMU CECCUUN MYTEM
obmeHa naketamn OAMPDU. EFM OAM moxeT pabotaTb B OBYX peXuMMax: akTMBHOM W
naccmBHoM. Ceccus yctaHaBnusaetcs Tonbko OAM-mogynem, paboTalowmm B akTUBHOM
pexume, a Mogynb, paboTaloLnin B NACCUBHOM peXUME, BbIHYXXAEH XaaTb, NOKa He NonyynT
3anpoc Ha coeguHenue. lNocne Toro kak Ethernet OAM-coeauHeHne ycTaHOBNEHO, MOAYNN
OAM c o00oux KOHLIOB KaHana mnocTosHHO obmeHuBawTca naketamu OAMPDU ans
nogaepxaHuna coegnHenusi. Ecnn mogyne Ethernet OAM He nonyyaeT naketoB OAMPDU B
TeyeHun 5 cekyHg, Ethernet OAM-coeanHeHne paspbiBaeTcs.

2.  MOHUTOpPUHr KaHana.

OnpepeneHne HeucnpaBHoCTU B cpefe Ethernet 3atpyaHeHo, ocobeHHO korga cuandeckoe
coefIMHEHNe He paspbliBaeTcs, HO paboToCcNOCOBHOCTL ceTn HapylweHa. MOHUTOPUHT KaHana
ncnonb3yetca AnA onpefeneHns u UccnejoBaHUA HEeUCnpaBHOCTEN KaHaroB B PasfiUyHbIX
cpepax. EFM OAM obecneyrBaeT MOHUTOPWHT KaHarna nocpeacTtsBoM obmMeHa yBeaoMMAEHNSIMN
o cobbiTnsax OAMPDUs. lNpwu onpegenennn HemcnpaBHOCTU KaHana, nokansHbin mogyns OAM
noceinaet ysegomneHne OAMPDU 06 atom cobbitun yganeHHoMmy moaynto. B To e Bpems oH
3anucbiBaeT aTo cobbiTne B norn u noceinaet SNMP Trap cucteme ynpasneHus ceTbto. Korga
yaaneHHbIn MoAgynb rnornyYyaeT yeBedomrieHMe O npobneme, OH TaK Xe 3anucbiBaeT
MHopMaumMIo B Norn 1 coobliaeTt cucteme ynpasneHnsa. AHanmsnpysa nHdgopmMauuio B fiorax,
ceTeBOM aAMWHUCTPATOP MOXET OTCreAuTb COCTOSHME KaHana B OonpeferneHHbln nepuop
BPEMEHM.

MoHunTopuHr kaHana cpegcteamm EFM OAM oTcnexunBaeT crnegyolime aBapunHblie cobbiTus
— Errored symbol period event, Errored frame event, Errored frame period event n Errored
frame seconds event.

Errored symbol period event: konu4ectBo OWMBOYHLIX CUMBOJIOB HE MOXET OblTb MEHbLUe
HWXHero nopora owubokK (34ecCb CMMBON — MUHUManbHbIM BNOK nepegayn UHgopmaumm B
dusndeckon cpepge. OH yHUKanNeH Ans cuctemMbl koaupoBkn. CMMBOSMbI MOFYT OTNMYaTbCs B
pasHbiX usmyecknx cpepgax. CKoOpocTb nepefayunm cumBosia onpegensercs uandeckomn
CKOPOCTbIO Nepefayn B JaHHOW cpeae).

Errored frame event: onpegensieTr N kak nepunog operMoB, YMCNO OWNBOYHBIX hpenMOB 3a
nepuog npuema N coperiMOB HE OOIMKHO ObITb MEHbLUE HMXKHErO nopora owmnboK (OWMBOYHLIN
dpenm-npremM owMBOYHOro dperima onpenensieTcsi N0 KOHTPONbHOW CyMME).

Errored frame period event: konnyecTBo onpeneneHHbIx owmnboYvHbIX dhpenmMoB 3a M cekyHg He
AOJMKHO BbITb MEHbLLE HUXXHEro nopora ownbok.

Bpemsa npmHATMSA owmMbOoYHLIX (OPENMOB: KONMYECTBO CEKYHA NpuemMa OowmnboYHbIX hpenmos,
3auKenpoBaHHbIX 3a M cekyHO He MOXeT BbITb HWXKe nopora OWKnBOK (KONUYeCTBO CeKyHA
OLUMBOYHBIX PPENMOB — KOrda B TEYEHUM CEKYHAbBI MPUHMMAOTCS oWMBOYHbIE penMbI).

3. YpganeHHoe onpegeneHne HeNcnpaBHOCTEN.

Korga B ceTu npepbiBaeTcs nepefada aHHbIX M3-3a c60s yCTpOnCcTBa N ero HeA4OCTYMHOCTH,
Ethernet OAM-mogynb YycTaHaBnueaeT cooTeeTcTBytlowmn dnar B OAMPDU-nakeTax,
coobuwasa uHgopmaumio 0 npobneme yganeHHoMy KoHUy. Tak kak mogynu obmeHuBatoTcs
naketamn OAMPDU noctosHHO npu ycTaHoBuBlemcs coeguHeHun, Ethernet OAM-moaynb
MOXET MH(POPMUPOBATL OTBETHbIE MOAYN O HEMCNPABHOCTU KaHana yepes3 nakeT OAMPDU.
Mo3TOMy CUCTEMHBIN afMWHUCTPATOP MOXET MNpPOoCneauTb COCTOSIHWME KaHana no fnoram u
BOBPEMS YCTPaAHATb HEUCMPABHOCTMW.
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CyuwiecTtByeT Tpu Tna npobnem Ha kaHane, Kotopble oTMevatoTca B naketax OAMPDU. 31o
Critical, Dying Gasp u Link Fault. x onpegeneHne 3aBUCUT OT peanu3auum pasnUYHbIMU
npoussogutenamn. B naHHom obopyaoBaHuM onpeaenexHve cneayoLlee:

Critical event: HeonpeaeneHHoe KpUTn4eckoe cobbiTue.
Link Fault: Ha npuemMHuke nokanbHOro HTepdgenca suaeH cOomn.

Dying Gasp: HenonpaBMMoe cobbITue (B Criydae nepesarpysku, OTKIMIOYEHUS NWHKA, YaaneHns
KOHUrypauum).
4. YpaneHHoe TeCTUpOBaHUE NeTenb COeANHEHUS.

Ecnu pexum ypaneHHonm netnu (loopback) BkmoyeH, paboTalowmii B aKTUBHOM pexume
OAM-moaynb nocbinaeT 3anpoc yaaneHHon neTnu coceny, B 3TOM Cliyyae OH BO3BpaLlaeT Bce
naketol, 3a wucknodeHnem Ethernet OAMPDU, oTnpaButento no TOMy e KaHany.
MNepuoguyeckoe BbINOMIHEHWE TECTUPOBaAHUSA MNOMOraeT BOBPEMS ONpedenntb ceTeBble
npobrnemsbl K nokanusosaTb Npobnemy. 3amevaHue: HopmanbHaa paboTa kaHana B pexume
yAaneHHoro TeCTMpoBaHNSA HEBO3MOXHA.

CeTb npoBangepa

Cetb KnueHrta

Cetb KnueHTta

802.1ah OAMPDU
< In The First Mile >

PucyHok 25. Tunosoe npumeHeHne OAM-ToNonormu

Tunosoe npumeHeHne EFM OAM npoucxoguT B cnegyowmx TOMOMOMMsX: TOYKa-TOYKa W
amynupoBaHHbix IEEE802.3 coeguHeHnn Tuna Touvka-TOWKa. YCTPOWCTBA MonydaroT
BO3MOXHOCTb KOHTPONMpPOBaTb kaHanbHble owmndku Ha NepBor mune goctyna depes Ethernet
nocpeacteom EFM OAM. [nsa nonb3oBaTens coeguHEHUE MeEXOYy HUM U CeTblo ABndeTcs
«nepson murenx». [ina npoBangepa OHO SABMFETCH «nocnegHen Munem».

10.2. KoHdurypuposaHue EFM OAM

1. Bknwodenne EFM OAM Ha noprTy.
2. KoHurypupoBaHMe MOHUTOPUHIa COEONHEHNA.

3. KoHdurypmnpoBaHue obHapyXeHus yaaneHHblx HencnpasHocTewn; MNpumedanne: ans
3TOro HyXHO cnepsa BkNounTe OAM npu rnobaneHo.
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1. BknioveHne EFM OAM Ha nopty.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

ethernet-oam mode {active | passive}

KoHdpurypaumsa pexmnma pabotel EFM OAM. o
YMOMYaHUIO PEXMUM - aKTUBHBIN.

ethernet-oam
no ethernet-oam

Bkntoyenne EFM OAM Ha nopty. KomaHga NO
BblkntovYaet EFM OAM Ha nopTy.

ethernet-oam period <seconds>
no ethernet-oam period

KoHdurypaumss nHtepBana nepegayvm MNakeTos
OAMPDU. KomaHga NO Bo3BpallaeT 3Ha4YeHne
no yMOJS4YaHuo

ethernet-oam timeout <seconds>
no ethernet-oam timeout

KoHpurypaums
coeavHeHus.
3Ha4yeHue no ymonyaHuio

EFM OAM
BO3BpaLlaeT

Tanmayta ans
Komanpa NO

2.  KoHdurypmpoBaHue MOHUTOPUHIa COEQNHEHMS.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHusa nopTta

ethernet-oam link-monitor
no ethernet-oam link-monitor

BkntoyeHne MOHMTOPUHra coeguHEHUs
EFM OAM, KomaHga NO Bbikntoyaet
MOHUTOPWHT.

ethernet-oam errored-symbol-period {threshold low
<low-symbols> | window <seconds>}

no ethernet-oam errored-symbol-period {threshold
low | window}

KoHurypmpoBaHne HWXHero nopora
OLUIMOOK M OKHa donKcaLmm oWMBOYHbIX
cumpornoB. Komanga NO Bosspawaet
3Ha4YeHne No yMO4aHuio.

ethernet-oam errored-frame-period {threshold low
<low-frames> | window <seconds>}

no ethernet-oam errored-frame-period {threshold low
| window}

KoHurypmpoBaHne HWXHEro nopora
ownboK M OKHa pukcaumm nepuoga
ownboyHbIx dpenmoB. KomaHga NO
BO3BpaLLaeT 3HAYeHNE Mo YMOMYaHUIO.

ethernet-oam errored-frame low

<lowframes> | window <seconds>}

{threshold

no ethernet-oam errored-frame {threshold low |
window}

KoHurypmpoBaHne HuXHero mnopora
OLUIMOOK M OKHa hrKcaummn OLLMOOYHbIX
dpermoB. Komanga NO BosBpawiaeT
3Ha4YeHne no yMon4aHuio.

(@ arecy
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KomaHpa

OnucaHue

ethernet-oam errored-frame-seconds {threshold low
<low-frame-seconds> | window <seconds>}

no ethernet-oam errored-frame-seconds {threshold

KoHdurypmpoBaHue HWXHEro nopora
ownboK M OKHa dmKcaumm CeKyHa
owmnboyHbIx dpenmos. KomaHga NO

low | window}

BO3BpalwlaeT 3Ha4YeHne no ymosi4aHuio.

3. KoHdurypupoBaHue oGHapyKeHUs1 yaaneHHbIX HeMCrnpaBHOCTEN.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa nopTta

ethernet-oam remote-failure
no ethernet-oam remote-failure

BkntoyaeT pexum yganeHHow awuarHoctukm EFM
OAM (noo  HeucnpaBHOCTLIO noHnmaeTcs
Kputudeckoe  cobbiTMe MM HEeUCNPaBHOCTb
coeguHeHus Ha GnwxkHem koHue), Komanga NO
OTKIoYaeT PYHKLMIO

ethernet-oam errored-symbol-period
threshold high {high-symbols | none}

no ethernet-oam errored-symbol-period
threshold high

KoHpurypupoBaHme BepxHero npegena oOLmnBOK
npuema cumeonos. Komanga NO BoccTtaHaBnusaet
3Ha4YeHne No yMOS4YaHMIo.

ethernet-oam errored-frame-period
threshold high {high-frames | none}

no ethernet-oam errored-frame-period
threshold high

KoHdurypmpoBaHne BepxHero npegena owmnbok
npuema owmbo4HbIX hperimoB 3a nepuog. KomaHga
NO BoccTaHaBnMBaeT 3HaYEHUE MO YMOSTHaHMIO.

ethernet-oam errored-frame threshold
high {highframes | none}

no ethernet-oam errored-frame

threshold high

KoHdurypmpoBaHne BepxHeEro npegena owmnbok
npuema dpenmon. KomaHga NO BoccTaHaBnueaeT
3Ha4YeHne no ymMonyaHuio.

ethernet-oam  errored-frame-seconds
threshold high {high-frame-seconds |
none}

no ethernet-oam errored-frame-seconds
threshold high

KoHurypmpoaHue BEPXHETO npegena
OLMOOYHBIX CEKyHO npuema dpenmoB. KomaHnga
NO BoccTaHaBnNMBaeT 3HAYEHME MO YMOMYaHWIO.

10.3. NMpumepbl EFM OAM
CueHapum 1:

KnueHTckoe n ceteBoe yCTPOMCTBA, COEAMHEHHbIE HAMPSMYHO, UMEIOT BKIIOYEHHYIO (DYHKLNIO
EFM OAM anst MOHUTOPUHra COCTOSIHUS NMHUK. MHbopmaumsi 0 NMHUK NepedaeTcs B CUCTEMY
yrnpaBrieHNs CeTbio NP BO3HNUKHOBEHMM aBapUHbIX COObITUIA. Tak e UCnonb3yeTcst PyHKUNS
TEeCTMPOBaHWA NeTenb A8 NPOBEPKM NTIMHUKN N0 HEO6XOOUMOCTMW.
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CeTb NnpoBangepa

CeTb KnueHta CeTb KnueHTa

¢ 802.1ah OAMPDU
In The First Mile

PucyHok 26. Tunosas Tononoruns npumeHeHna OAM

Mpouenypa koHUrypaumm: (onyckas koHdpurypauuto SNMP n norruposaHus)
KoHdpmrypaumsa knueHtckoro yctpouctsa (CE):
CE(config)#interface ethernet 1/0/1
CE (config-if-ethernet1/0/1)#ethernet-oam mode passive
CE (config-if-ethernet1/0/1)#ethernet-oam
CE (config-if-ethernet1/0/1)#ethernet-oam remote-loopback supported
Opyrue napameTpbl UCMOMb3YIOTCA MO YMOMYaHWIO.
KoHdurypaumsa Ha PE:
PE(config)#interface ethernet 1/0/1
PE (config-if-ethernet1/0/1)#ethernet-oam
[pyrue napameTpbl UCMOMb3YIOTCA MO YMOYaHUIO.
Mpn Heo6XxoaUMOCTM UCNONb30BaHWS YAaneHHOW NeTny UCnosb3yeTca cneayroLas kKomanaa.
PE(config-if-ethernet1/0/1)#ethernet-oam remote-loopback

BbinonHeHune crnieaytolLeit KoOMaHAbl Bbi3biBAaET NPeEKpaLLeHne pexnma yaaneHHom netnm nocne
3aBepLUEHNS TECTUPOBAHUS.

PE(config-if-ethernet1/0/1)# no ethernet-oam remote-loopback
BbinonHeHue crieagytolen KoMmaHabl OTKIIOYaeT NOAAEPXKKY yAaneHHon NeTnu.

CE(config-if-ethernet1/0/1)#no ethernet-oam remote-loopback supported

10.4. YcTtpaHeHue HeucnpaBHocten EFM OAM
Ecnn npn ncnons3zoeannm EFM OAM Bo3HMKaOT Npobrembl, NPOBEPLTE, HE SABMNSAOTCS NN OHU
crneacTB/MEM CneaytoLnX NpUYnH:

e [lpoBepbTe, He HaxogaTca nu oba OAM moayns coeguHEHUs] B MAaCCUBHOM pEXMME.
Ecnu tak, To EFM OAM-coegunHeHne He Byaet yctaHoBneHo mexay OAM-moaynsimu.

e Y6egutecb, 4to SNMP cKOH(burypmpoBaH KoppekTtHOo. B npoTtuBHOM cry4dae
aBapuiiHble coobLieHnsa He ByayT OTNPaBNATLCA B CUCTEMY YNPaBIEHNS CETbIO.
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o CoeguHeHne B pexume OAM-netnn He paboTaeT. Heob6xooMmMo BbIKNIOYNUTL PEXUM
TeCTUPOBaHWS rnocne NPoBEepPKU COCTOAHUSA NMNHUN.

e YGeauTecb, 4To 06a yCTpOMCTBA NOAAEPKMBAIOT PEXUM YAANEHHOW NeTnu.

e Ha nopty He AomkHbl 6bITb ckoHurypmpoBaHel STP, MRPP, ULPP, ynpaBneHue
NMOTOKOM M PYHKUMA onpefeneHus yaaneHHon neTnu npu BKIKOYEHUUM YHKUUN
yoanenHon netrim OAM, nOCKOMbKY 3TW (PYHKUMW HE MOryT UCMoSib30BaTbCs
O[JHOBPEMEHHO.
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11. BESOIMNACHOCTb NOPTOB

11.1. BBepeHue

BesonacHocTb nopTa — 3TO MexaHu3M, OcHoBbIBalowmncs Ha MAC-agpece ons ynpasneHus
AOCTYNoM K ceTu. OTO pacwmpeHve cyuwecTtsyowmx ayteHTudukaumin 802.1x n MAC. OH
KOHTpONMpyeT AOCTyNn HeaBTOPWU3MPOBAHHbLIX YCTPOWCTB ceTn, npoeepsaa MAC-agpec
NCTOYHMKA MOSIyYEHHOrO Kagpa M AOCTyn K HeaBTOPU3UPOBAHHLIM YCTPOMCTBAM, MpOBEPSis
MAC-agpec ycTpomncTBa HasHayeHus B kagpe. C 6e30nacHOCTbIO MOPTOB, NMOMb30BaTENb MOXET
HacTpaMBaTb pasfuyHble pexumbl 6e3onacHoCTM nopTta Ans Toro, YToObl YCTPOMCTBO
obyyanocb Tonbko neransHeiM MAC-agpecam nctodHuka. Nocne BknoveHus GesonacHocTH
NMOpPTOB YCTPOMCTBO OOHapy>XMBaeT HeneranbHbIn perim, YTO Bbi3biBAET COOTBETCTBYHOLLYIO
dyHKUMO B6e30nacHOCTM nopTa M BbINONHAET NpeaonpeneneHHble 4eNCTBUS aBTOMATUYECKN.
OTO CHWKaeT Harpysky nonb30BaTeNbCKOro OOCNYXMBaAHUSA W 3HAYUTENbHO MOBLILWAET
©e30nacHOCTb CUCTEMBI.

11.2. HacTpouka 6e3onacHOCTU NOPTOB

1. bBasoBble HacTpourku 6e3onacHOCTN NOPTOB.

KomaHpa

OnucaHue

Pexxum koHcurypmpoBaHusa noprta

switchport port-security
no switchport port-security

HacTtponka ©e3onacHOCTM NOPTOB Ha
nHTEepgence.

switchport port-security mac-address <macaddress>
[vlan <vlan-id>]

no switchport port-security mac-address

<macaddress> [vlan <vlan-id>]

Hacponka crtatudeckoro 6e3onacHoro
MAC-agpeca Ha uHTepdence

switchport port-security maximum <value> [vlan
<vlan-list>]

no switchport port-security maximum <value> [vlan
<vlan-list>]

Hactponka MakcumanbHOro 4ucna
©e3onacHbIX MAC-agpecos,
paspeLUeHHbIX Ha NHTepdence

switchport port-security violation {protect | restrict |
shutdown}

no switchport port-security violation

Korga npeBbllleHO MakcumarnbHoe
uncno HactpoeHHbix MAC-agpecos,
MAC-agpec gocrtyna K MHTepdency He
NPUHAANEXNT 3TOMY WHTeEpdENCcy B
Tabnuue MAC-agpecos unm
MAC-agpec HaCTpOeH Ha HeCKOJSIbKO
nHTepdgencos B ogHoM VLAN, oHn oba
oyoyT HapyLwaTb Be3onacHoCTb
MAC-agpecos.
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KomaHpa OnucaHue

switchport port-security aging {static | time <value> | | Bkno4yaeT BpemMsa unM TuN CTapeHus

type {absolute | inactivity}} port-security Ha nHTepdelnice.
no switchport port-security violation aging {static |
time | type}

Pexnm agmmHucTpatopa

clear port-security {all | configured | dynamic | sticky} | CtupaeT BBefAeHHble 6e3onacHble
[[address <mac-addr> | interface <interface-id>] [vlan | MAC-agpeca Ha nHTepdence.
<vlan-id> ]]

show port-security [interface <interface-id>] [address | [Noka3biBaeT KOHpUrypaumio.
| vian]

11.3. MpumeTbl HacTponkn PORT SECURITY

Internet

1/0/1

PC 1 /\— PC 2
="

PucyHok 27. TunuyHasi cxema Tononorum ans 6esonacHocTy nopTa.

Ha nHTepdelice BktoveHa pyHKUmMA 6e30nacHOCTU nopTa, HAaCTPOEHO MaKCUMarbHOE YMCIo
paspeweHHbix uctodHnkoB MAC-agpecoB Ha uHTepdgence pasHoe 10, un umHTEpdenc
paspewaet pgoctyn 10 nonb3oBatensM B WHTepHeT. Ecnu npeBbilleHO MaKcumasnbHOe
KONM4ecTBO, TO HOBbIN MONb30BaTErNb HE NOMYYUT AOCTYN B MHTEPHET, TaK YTO 3TO HE TONbKO
OTrPaHMYNT YMCNO MNonb3oBaTenen, HO U caenaeT AoCTyn B MHTepHeT 6e3onacHbiM. Ecnm
cAenatb HaACTPOWKY MakcumanbHoro ymcna 6esonacHoix MAC-agpecoB paBHOW 1, TO TOMbKO
PC1 unn PC2 nonyyat goctyn B ceTb.

lMpouecc HacCTPOKKK:
#Configure the switch.
Switch(config)#interface Ethernet 1/0/1
Switch(config-if-ethernet1/0/1)#switchport port-security
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Switch(config-if- ethernet1/0/1)#switchport port-security maximum 10
Switch(config-if- ethernet1/0/1)#exit
Switch(config)#

11.4. YctpaHeHue HencnpaBHocten PORT SECURITY

Ecnu BosHukaioT I'IpO6J'IeMbI C HaCTpOVIKOVI 6830I'IaCHOCTI/I, npoBepbTe HE ABNAIOTCA JIM1 OHU
cnencrtemvemM cnegywmnx npuynH:

e [lpoBepbTe BktodeH nu PORT SECURITY.
e YbeouTtecb B HAacTpomke makcumanbHoro konmyecrea MAC-aapecos.
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12. HACTPOMKA DDM

12.1. BBepeHue

12.1.1. KpaTkoe BBeaeHne B DDM

DDM (Digital Diagnostic Monitor) peanuayeTt yHKU10 NOAPOGHON LMPOBON ANArHOCTUKN MO
ctangapty SFF-8472 MSA. DDM koHTponupyeT napamMeTpbl curHana u oumdpoBbIBaET ero Ha
neyaTtHoOM nfiaTe BHyTpeHHero mogyns. [locne aToro npefoctaBnsieT pasrpaHUYeHHbIn
pesynbTaT U NapameTpbl, KOTOpPblE COXPAHAKTCA B CTaHOAPTHbIX paMKax MamMsTv Takuwm
obpasom, 4yToObl LienecoobpasHo ObiNo YnTaTh NocrnegoBaTenbHbI MHTEpdEeNnc ¢ ABOMHOMO
kabens.

O6bl4HO MHTennekTyanbHble UMPOBLIE MOAYNWM noadepXusaroT YHKUMIO  LMdpPoBOW
OWarHoctukn. EAMHMUBI CETEeBOro ynpaBfieHMs MMEKT BO3MOXHOCTb KOHTPONUpoBaTb
napameTpbl (TemnepaTtypa, HanpshkeHue, TOK cMmelleHus, TX-MOLWHOCTb U RX-MOLHOCTL)
ONTUYECKUX MOAYNEN AN NOMYyYEHUsT X MOPOroBbIX 3HAYEHUI B peXNME peanbHOro BpeMeHu
Ha Tekywem OnTMYeckoM Moayne. JTO NOMoraeT eguHuLaMm CeTeBOro yrnpasfeHus
obHapyxuBaTb HENCNPABHOCTN B OMNTUYECKOW JIMHUWN, COKPATUTL 3KCNyaTauMOHHYIO Harpysky
N NOBbLICUTb HAAEXHOCTb CUCTEMBI.

MpumeHeHne DDM nokasaHo ganee:

1. TporHo3 NPoJOMKUTENBHOCTU XXU3HU MOAYNS.

KoHTponupoBaHWe TOKOB YyTeYku MO3BONSET caenaTb MNPOrHO3 BPEMEHW XM3HM nasepa.
ALMUHACTPATOP MOXET HalTW HECKONbKO MOTeHUManbHblX npobrnem no MOHUTOPUHIY
HanpspKeHUs 1 TemnepaTypbl MOAYNS.

1.1. Buicokoe HanpsikeHne Vcc npusegeT Kk nonomke CMOS, Hu3koe — K HenpaBWilbHON
paborTe.

1.2. Bbicokass RX-MOLIHOCTb NpUBEAET K MOBPEXAEHMIO MPUHMMAIOLLEro MOy, u3-3a
HWU3KOW rX MOLLHOCTM MOAYfb HE CMOXET HopManbHO paboTtaThb.

1.3. Bbicokasi TemnepaTypa npuBegeT K ObICTPOMY CTapeHWio annapaTtHbIX CPeACTB.

1.4. KOHTpOnb MOLLHOCTK, MOSy4aeMon MO BOJIOKHY, MOMOraeT MpoBEpUTb BO3MOXHOCTM
NMHUM 1 yaaneHHoro KommyTaTopa.

2. OnpepaeneHne MecTta NOBPEXAEHUS.

B ONTOBOMOKOHHOW INWHWM OMNpederieHne HEeUCnpPaBHOCTU MMEET BaXHOe 3HadeHue Ans
ObICTPOI Nepesarpyskv cepBuca, U30NMPOBAHNE HEWUCNPABHOCTW NMOMOraeT agMUHUCTPATopy
ObICTPO HaWTU MECTOMOSIOXKEHNE HEUCNPABHOCTU B MoOAyrne (NoKanbHbI MNW yaaneHHbIn
MOAYNN) WM Ha JIMHWKM, YTO TaKkKe COKpallaeT BPEMSI BOCCTAHOBIIEHWS CUCTEMbI Mocre
HEeNCNpPaBHOCTMU.

AHanusupysa craTycbl OMOBELEHUA W CUrHanmsaumm B peXxume pearibHOro BpeMeHW Mo
napameTpamMm (TemnepaTypa, HanpsikeHue, TOK cMelleHusi, TX-MOLHOCTb U RX-MOLLHOCTb)
MOXHO BbICTPO 0BHaPYXMTb HEMCNPABHOCTb C MOMOLLbIO (DYHKUUKN LU POBON ANArHOCTUKN.

Kpome Toro, cocrtosHme Tx Fault 1 Rx LOS wnmeeT BaXHOe 3HauyeHue Ansi aHanuaa
HEeNCMNpaBHOCTMW.

3. [llpoBepka COBMECTUMOCTMU.

lMpoBepka COBMECTUMOCTWU MCMONb3yeTCca OMS aHanu3a, SBNAeTCS NN OKpyxaiwllas cpefa
MOAYNSA COrfacoBaHHOW BPYYHYHD WM COBMECTMMa C COOTBETCTBYHOLWMM CTaH4apToM,
MOCKOMbKY BO3MOXHOCTM MOAynsi MOryT ObiTb peanu3oBaHbl TOMbKO C COBMECTUMOW
OKpYyXatoLLen cpeon.
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MHorga napameTpbl Opr)KGIOLLI,GVI cpelbl NpeBbIlakT yCTaHOBEHHbIe BPYYHYO UK CTaHOAapT
COOTBETCTBUA, 4YTO nNpmuBeaeT K yMEHbLUEHNIO BO3MOXXHOCTEN Moayna u oLmnbke nepegadn.

Opr)KaI'OLLlaFI cpena He coBMeCcTMa:

3.1 Hanpﬂ>|<eH|/|e npesbillaeT yCTaHOBﬂeHHbIVI Anana3oH.

3.2. Rx power npuBoOUT K nepesarpys3ke wunn K MEHbLLEN YyBCTBUTEJIbHOCTU
npuemMonepeaaTymka.

3.3. TemnepaTypa npeBbllLaeT AnanasoH paboyer TemnepaTypbl.

12.1.2. ®yHKuuu DDM

Onuncanne DDM nokasaHo B cnegytoLlem npumepe:
1. TpocmoTp MHOPMaLMM MOHUTOPUHIA Ha NpMeMonepeaaTymke.

AOMUHUCTPATOP MOXeT y3HaTb TeKyllee COCTOSiHWEe TpaHCuBeEpa WM HavWTu MoTeHumanbHble
npobnembl C NOMOLLBID MPOBEPKU Creaylwmx napameTpoB (Bxoaswas TX-MOLWHOCTb,
RX-MowWHOCTb, TemnepaTypa, HanpsbkeHue, TOKM YTeuvku) W 3anpocuTb MHAOPMaLMIo
MOHUTOPUHra (Takyl Kak OMOBELLEeHUs, CUrHanuMsauusi, COCTosiHMe B pearibHOM Maclutabe
BpemeHu 1 T.4.). Kpome Toro, nposepka MHopMaumm 0 HEMCNPaBHOCTSAX ONTUYECKNX MOy en
nomoraeT agMWHUCTPATopy ObICTPO OBHAPYXUTb HEUCNPAaBHYK NIMHUIO U COKPaTUTb Bpems
BOCCTaHOBIIEHUS.

2. Onpe,u,eneHvle 3Ha4YeHnA nopora nosib3oBaTtesieM.

[Ons napameTpoB B peanbHoM MacwTtabe BpemeHn (TX-mowHocTn, RX-mowHoCTH,
TemnepaTypbl, HANPSPKEHUS, TOKOB YTEYKM) eCTb PUKCUPOBAHHBLIE 3HAaYEHMsI NOporoB. MoTomy,
YTO NONb30BaTENbCKOE OKPY)XEHME Pa3fMYHO, MOSib3oBaTENlb MOXET OnpeaenvTb 3HadeHue
nopora (BxogsLas curHanu3aumsi ¢ BbICOKUM Y HU3KMM MPUOPUTETOM, OMNOBELLEHNE C BbICOKUM
N HU3KUM NpUOPUTETOM), TUOKO KOHTpOoNupoBaTb pabouvee COCTOsHME TpaHcmBepa W
HemeIeHHO OBHapyXUTb HEUCMPABHOCTb.

HacTporika 3HavyeHus NOpPOroB MPOWM3BOAMUTCA MONb3OBaTENEM M NPOM3BOAUTENEM U MOXET
ObITb NOKa3aHa B TO e BpeMsi. Korga nopor onpegensieTca nonb3oBaTenemM HepaunoHarnsHo,
OH OygeT 3anpolleH y nonb3oBaTens M CuUrHam TPEBOrM UMM OMOBELLEHMS aBTOMATUYECKU
YyCTaHOBMT MOPOr MO YMOSYaHWKO (nonb3oBaTerNlb MOXET BOCCTAHOBUTb BCE MOPOroBble
3Ha4YeHUs Mo YMOSYaHMIO).

PaunoHaneHoe noporoeoe 3Ha4eHue: BbICOKOE/HM3KOE 3Ha4YeHue CcurHana onoBeLeHus
OOJTKHO ObITb mMeXxay BbICOKUM U HU3KMM CUTHAJ10M CUrHann3auun n BbiICOKOe 3Ha4YeHue nopora
OOJTKHO ObITb BbILLE, YEM HMU3KOE U, @ UMEHHO, BbICOKOE 3HAYEHME CUTHANM3aumm >= BbICOKOE
3Ha4YeHue onoBeLleHns >= HU3Koe 3Ha4YeHne onoBeLleHNs >= HN3Koe 3Ha4YyeHne curHanmnsauunn.

[ns onTM4eckoro Moaynsi PeXmMm NPOBEPKM MONy4aeMoro NMTaHUs BKIOYAET BHYTPEHHIOW U
BHELLHIOI NPOBEPKY, KOTOpble onpeaenvnu npoussoauteny. Kpome Toro, pexum npoBepku
napamMeTpoB B peasribHOM MacluTabe BpeMeHM 1 MOPOroBbIX 3HAYEHUI MO YMOYaHUIO.

3. KoHTponb TpaHcueepa.

Kpome npoBepkn coctosiHuss paboTbl TpaHcMBepa B peanbHOM MacwTtabe BpemeHwu,
Nnonib30BaTeN0 HY)XHO CrneanTb 3a NoapobHOM MHdopMaunen O COCTOSIHUKM, TakKoW Kak
nocriegHee BpeMs HencrnpaBHOCTU U ee TuMn. KOHTponb TpaHcuBepa nomoraeT nofb3oBaTernto
HaWTK NocrnegHee COCTOSHME HEUCNPABHOCTU Yepe3 NPOBEPKY NOroB U 3anpoCcuUTb nocregHee
COCTOSIHME Henomnagku 4epes3 BbIMONHEHWe koMaHa. Korga nonb3oBaTenb HaxoauT
MHopMaUmMIo O Henonagke onNTUYECKOro Moayns, To MHdopmauma o6 onTuyeckom moayne
MOXeT OblTb nepenpoBepeHa nocne obpaboTkm uHdOPMauMM O HEUCNPaBHOCTW, 3OecCb
nonb3oBaTenb MOXET 3HaTb MHOPMALMIO O HEMCNPABHOCTU U BO30OHOBUTbL MOHUTOPUHT.
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12.2. Cnncok komaHa KoHcurypaumm DDM
Hactpoika DDM:

1. TMpocMOoTp UHGOPMALIMK KOHTPOSS B pearnbHOM MacluTabe BpeMeHM.

2. HacTtpoiika 3HayeHUin nopora curHanusauum WU OrMoBELLEHMS KaXdoro napameTtpa ans
TpaHcuBepa.

3. HacTporika cocTossHNA MOHUTOPUHra TpaHcuBepa.
3.1. HacTtpoika nHtepsana MOHUTOPUHra TpaHcueepa.
3.2. HacTtpoika cocTosiHMs BKITIOUYEHNS MOHUTOPUHIa TpaHcuBepa.
3.3. NpocmoTp MHpopMaLMn MOHUTOPUHIa TPaHCMBEpA.
3.4. OumncTka nHdopmaLumm MOHUTOPUHra TpaHcuBepa.

1. TpocMOoTp UHGOPMALIMN KOHTPOMSA B pearnibHOM MacluTabe BpeMeHM!.

KomaHpa OnucaHue

Pexum KoHUrypmpoBaHus nopTta, pexmum agMMHUCTpaTopa Unu rnodanbHbIN PeXxXum

show transceiver [interface ethernet <interface-list>] [detail] MpocmoTp MOHUTOPUHra
COCTOSIHMA TpaHcuBepa.

2. Hactponka 3HadeHuM nopora curHanmMsaumm unu OMOBELLEHUs KaXKOoro napameTtpa ans
TpaHcusepa.

KomaHaa OnucaHue

Pexum KoHdpurypupoBaHusi nopTta

transceiver threshold {default | {temperature || YctaHoBKa nopora onpedeneHHOro
voltage | bias | rx-power | tx-power} {high-alarm | | nonb3oBaTenem.
low-alarm | high-warn | low-warn} {<value> | default}}

3. HacTpouka cocTossHNA MOHUTOPUHra TpaHcuBeepa.
3.1. HacTtpowka nHtepana MOHUTOPUHra TpaHcueepa.

KomaHaa OnucaHue

Pexunm KkoHdurypupoBaHusa nopTta

transceiver-monitoring interval <minutes> YcTaHOBKa MHTEpBana MOHUTOPUHIa
TpaHcumBepa. KomaHnga no
yCTaHaBnvBaeT NHTEepBan no
YMOM4YaHUIO, paBHbIA 15 MUHYT.

no transceiver-monitoring interval
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HACTPOWKA DDM

3.2. HaCTpOIZKa COCTOAHUA BKITKOYEHUNA MOHUTOPUHIA TpaHCUBeEpa.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

transceiver-monitoring {enable | disable}

YcraHaBnuBaeT, BKAOYEH MU MOHUTOPUHI
TpaHcuBepa. [locne BKMKOYEHUA Ha nopTe
MOHUTOPUHra TpaHcMBepa, cUcTemMa 3anucbiBaeT
COCTOHME HewucnpaBHOCTWU. [locrne OTKNYeHUs
YHKLMM Ha nopre, nHdopmMaums o]
HeucnpaeHocTK ByOeT cTepTa.

3.3. MNpocmoTp MHOPMALIMKM MOHUTOPUHIa TPaHCUBEpPA.

KomaHpa

OnucaHue

Pexunm koHcUrypmpoBaHusa nopTta

show transceiver threshold-violation
[interface ethernet <interface-list>]

lMokasbiBaeT npopmaumio MOHUTOPUHra
TpaHcuBepa, BKIOYAIOLLLY 1O NOCreAHo
MHOPMaLMIO HApYLLIEHUS NOPOroBOrO 3HAYEHUS,
MOHUTOPUHI  MpOTeKawwero  Toka  Yepes
TpaHcuBep, BKIMOYEH N MOHUTOPWHI TpaHcusepa
Ha nopre.

3.4. OuncTka nHopmaunnm MOHUTOPUHIa TpaHcMBepa.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

clear transceiver threshold-violation
ethernet <interface-list>]

[interface | CTnpaeT 3HavyeHMe nopora HapyLleHus
MOHWTOPUWHra TpaHcMBepa.

12.3. Npumepbl npumeHeHna DDM

Mpumep 1:

B nHTepdericol Ethernet 1/0/21 n Ethernet 1/0/23 BkrtoueHbl ontuveckne mogynu ¢ DDM, B
nHTepdenc Ethernet 1/0/24 BkntouyeH ontnyeckmn mogynb 6e3 DDM, B Ethernet 1/0/22 He

BKIMIOYEH KaKOM-NIMOO OMTUYECKU MOAYIb.

cueHapua npeacTtaBiieH HUXe.

MpocmoTp nHdpopmauun o DDM gna onucaHHoro

e [IpocmoTp MHpopmaLmn 0 BCex MHTepdencax, KoTopble MOryT YntaTb napameTpbl B
pexume peanbHOro BpeMeHu (Npy OTCYTCTBMM OMTMYECKOrO MOAYNSA UMM ONTUYECKUN
MOAYnNb He nogaepXxusBaeTcs, MHopmauusa He ByaeT nokasaHa), Ang npumepa:

Switch #show transceiver
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Interface Temp Voltage | Bias (mA) RX Power | TX Power (dBM)
(°C) (V) (dBM)
1/0/21 28 3,28 23,34 -3,75 -0,79
1/0/23 46 3,28 26,00 -2,10 -2,21

e [lpocmoTp MHpopMaumm o6 ykasaHHoM nHTepdence (N/A o3Ha4aeT, YTO ONTUYECKNIA
MOAyrb He BCTaBMEH UK He NogaepXusaeTtcs), Ansa npumepa:

Switch #show transceiver interface ethernet 1/0/21-22;23

Interface Temp Voltage | Bias (mA) RX Power TX Power (dBM)
(°C) (V) (dBM)
1/0/21 28 3,28 23,34 -3,75 -0,79
1/0/22 N/A N/A N/A N/A N/A
1/0/23 46 3,28 26,00 -2,10 -2,21
e [lpocmoTp noapobHON uWHOPMaUMK, BKOYAKOLWEN OCHOBHYK WHOpMaLmIo,

3HaYeHne napaMeTpoB MOHUTOPUHIa B peanbHOM MacwTabe BpeMeHW, curHan
OMOBELLEHNS, CUrHaNM3aLmo, COCTOSIHME HEUCMNPABHOCTU U MHAOPMAaLIMIO NOPOroBOro
3Ha4yeHus, ans npuMepa:

Switch#show transceiver interface ethernet 1/0/21-22:24 detail

Ethernet 1/0/21 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is T000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.
Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold

Realtime  High Alarm | Low Alarm | High Warn | Low Warn
Value
Temperature (°C) | 33 70 0 70 0
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HACTPOWKA DDM
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Realtime  High Alarm | Low Alarm  High Warn  Low Warn
Value
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current (mA) | 6,11 (W+) | 10,30 0,00 5,00 0,00
RX Power (dBM) | —30,54 (A-) | 9,00 -25,00 9,00 -25,00
TX Power (dBM -6,01 9,00 -25,00 9,00 -25,00

Ethernet 1/0/22 transceiver detail information: N/A

Ethernet 1/0/24 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.

Type is T000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.

Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information: N/A

Detail diagnostic and threshold information: N/A

Mpumep 2:

B nopt Ethernet 1/0/21 BkntoyeH B onTuuyeckuin mogynb ¢ DDM. Hactpolika noporoBoro
3Ha4YeHNs Ha ONTMYECKOM Moayne nocrie npocMmoTpa nHdopmauum o DDM.

War 1: MpocmoTp nogpo6Hon nHchopmaumm o DDM.

Switch#show transceiver interface ethernet 1/0/21 detail

Ethernet 1/0/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold

@ §) QTECH
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Realtime  High Alarm | Low Alarm | High Warn | Low Warn
Value
Temperature (°C) | 33 70 0 70 0
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Realtime  High Alarm | Low Alarm  High Warn  Low Warn
Value
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current (mA) | 6,11 (W+) | 10,30 0,00 5,00 0,00
RX Power (dBM) | —30,54 (A-) | 9,00 -25,00 9,00 -25,00
TX Power (dBM -13,00 19,00 -25,00 9,00 -25,00

War 2: HacTtporka noporoBoro 3Ha4yeHusi tx-power Ha OMTUYECKOM WHTepdence, HUXKHee
3Ha4YeHne NOPOroBOro OMNOBELLEHUS - 12, HKHEE 3HAYEeHNe NoporoBon curHanunsaumm — 10.00.

Switch#config
Switch(config)#interface ethernet 1/0/21
Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power lowwarning -12

Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power lowalarm -10.00

War 3: MNMpocmoTp nogpobHon nHgpopmaumm o DDM Ha ontuyeckom mogyne. CurHanusauus
ncnonb3yeT NOPOroBoe 3HayeHue, HacTpavBaemoe Mosib3oBaTernieM, NMOporoBoe 3HaveHue,
HacTpoeHHoe npousBoanTenem obo3HadeHo ckobkamu. CurHanusaums ¢ ‘A-° kak 13.01

MeHblLue, Yyem -12.00.

Switch#show transceiver interface ethernet 1/0/21 detail

Ethernet 1/0/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal

Voltage high
RX power low
TX power low
Detail diagnostic and threshold information:
Diagnostic  Threshold
Realtime  High Alarm | Low Alarm | High Warn | Low Warn
Value
Temperature (°C) | 33 70 0 70 0
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current (mA) | 6,11 (W+) 10,30 0,00 5,00 0,00
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Realtime  High Alarm | Low Alarm  High Warn  Low Warn
Value
RX Power (dBM) | —-30,54 (A-) | 9,00 -25,00 9,00 -25,00
TX Power (dBM -13,01 (A-) | 9,00 -12,00 9,00 -10,00
(-25,00) (=25,00)

Mpumep 3:

B nopt Ethernet 1/0/21 BknoyeH ontudeckun mopyns ¢ DDM. BknwoveHne MoOHUTOpUHra
TpaHcMBepa Ha nopTe, nocrie NPOCMOTPa MOHUTOPUHIa Ha ONTUYECKOM Moayne.

War 1: MNpocmoTp MOHMUTOpPMHra TpaHcuBepa Ha onuyeckoMm moayne. Ha Ethernet 21 and
ethernet 22 He BKMOYEH MOHUTOPUHI TPaAHCMBEPA, YCTaHOBMNEHHbIM MHTepBan 30 MUHYT.

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22
Ethernet 1/0/21 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.
The last threshold-violation doesn't exist.
Ethernet 1/0/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.
The last threshold-violation doesn't exist.
LWar 2: BknoyeHne MOHMTOpUHIa TpaHcmeepa Ha ethernet 21.
Switch(config)#interface ethernet 1/0/21
Switch(config-if-ethernet1/0/21)#transceiver-monitoring enable

War 3: lMpocMOTp MOHMTOPWHra TpaHCMBEpa Ha OnTM4YeckoM moayne. B cnegyowwmx
HacTpovikax, Ha ethernet 21 BKNOYEH MOHUTOPWHI TpaHcuBepa, nocrefHee HapylleHue
noporosoro 3HadeHust Jan 02 11:00:50 2011, nogpo6Has nHgpopmauumn o DDM, npeBbiwatoLwas
NMoporoBoe 3Ha4yeHue Takke nokasaHa:

Switch(config-if-ethernet1/0/21)#quit

Switch(config)#show transceiver threshold-violation interface ethernet
1/0/21-22

Ethernet 1/0/21 transceiver threshold-violation information:
Transceiver monitor is enabled. Monitor interval is set to 30 minutes.
The current time is Jan 02 12:30:50 2011.

The last threshold-violation time is Jan 02 11:00:50 2011.

Brief alarm information:

RX loss of signal

RX power low

Detail diagnostic and threshold information:
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Diagnostic  Threshold
Realtime  High Alarm | Low Alarm | High Warn  Low Warn
Value
Temperature (°C) | 33 70 0 70 0
Voltage (V) 7,31 10,00 0,00 5,00 0,00
Bias current (mA) | 3,11 10,30 0,00 5,00 0,00
RX Power (dBM) | -30,54 (A-) | 9,00 -25,00 (-34) | 9,00 -25,00
TX Power (dBM -1,01 9,00 -12,05 9,00 -10,00

Ethernet 1/0/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

12.4. YcTtpaHHue HencnpasHocten DDM

Ecnu BosHukaoT npobnembl npy HacTponke DDM, noxanyincra, npoBepbTe ABASETCS NN 3Ta
npobrema cneacTsmMem cnegyowmnx NpUYmH:

Y6enutecb, 4TO TpaHCMBEP Ha ONTUYECKOM Mogyrne Obin BKMYEeH Ha nopTe, uHadve
KoHurypaumss DDM He nygeT nokasaHa.

Ybeautecb, 4to koHburypauma SNMP paboTtaeT, nHade onoBeLLeHne O CoBbITUN He
CMOXET OMOBECTUTb CUCTEMY CETEBOIO YNpaBeHUs.

He Bce kommyTtaTopbl nogaepxusatot SFP ¢ DDM wunu XFP ¢ DDM, ybeantech B
MCMNoSib30BaHMM KOMMYyTaTopa C NOAOEPKKON COOTBETCTBYHOLLEN DYHKLMN.

Mcnonb3oBaHne komaHa show transceiver unu show transceiver detail moxet
3aHATb MHOTO BPEMEHW, TaK Kak koMMyTaTop GyaeT npoBepsATb BCe NOPThbl, NO3TOMY
pekoMeHayeTcs 3anpalmneaTtb MHGPOPMaLUI0 O TpaHCMBEPE Ha ONpPeaerneHHbI NopT.

Ybeautechb, YTO yCTaAHOBIEHHLIN NONb30BaTENEM MOpPOr ABfeTca gencreyowmm. MNpu
nobon owmbke NOPOroBOro 3HaveHusl TpaHcuBep GyaeT nosbinaTb CUrHanu3auuio B
COOTBETCTBMM CO 3HAYEHMEM, YCTAHOBIIEHHbLIM MO YMOJTYaHUIO.

98

@ §) QTECH

MWP [OOCTYNHEE




PykoBogcTteo nonb3osatend QSW-3750

LLDP-MED [ www.gtech.ru |

13. LLDP-MED

13.1. BBepeHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha 802.1AB
LLDP (Link Layer Discovery Protocol) of IEEE. LLDP npegoctaBnset ctTaHaapTHbIA pexum Link
Layer Discovery, nocbinatmowero MH(opMauvio O NoKarnbHbIX YCTPOMCTBAX (BKMHOYaOLLYHO
OCHOBHbIE BO3MOXHOCTU, ynpaeneHue IP-agpecamu, ID yctporicTtea 1 ID nopTta) Takon kak TLV
(type/length/value) Tporiku B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpasnstoLmx
CBS3bI0 C cocedHumu ycTponctBamu. [lonydeHHas uHpopmaumss o6 ycTpowcTtBe Oyaer
XPaHUTbLCA CO CTaHgapToHon 6a3on ynpasneHus nHgpopmaumen (MIB). 310 nossonsieT cucteme
CeTeBOro ynpasneHusi buICTPo obHapyxmBaTb U MOEHTUMULMPOBATL CTATyC CBA3M Ha JIMHUN.

B craHgapte 802.1AB LLDP HeT nepepaun u ynpaBreHus nHdopmaumen O rosiocoBOM
ycTpovctBe. [na npumMeHeHWs wn ynpasneHWsi roflocoBOro YCTPOWCTBa LenecoobpasHo C
nomowbto LLDP-MED TLVs npegoctaBnaTb MHOXECTBEHHYIO MHGOPMaLUMIO, Takylo kak PoE
(Power over Ethernet), ceTeByto MONUTUKY M NOKanbHy0 WHpoOpmauuio o6 obcryxueaHum
HOBOro TenedoHa.

13.2. KoHdurypauuma LLDP-MED

1. bBa3soBas KOHUrypaums.

KomaHpa OnucaHue

Pexunm koHdurypupoBaHusa nopTta

lIdp transmit med tlv all HacTponka yKasaHHOro nopta
otnpaBnate Bce LLDP-MED TLVs.

no lldp transmit med tlv all
KomaHga no oTMeHsieT yHKUMIO.

lIdp transmit med tlv capability HacTponka yKasaHHOro noprta
otnpaenate LLDP-MED Capability

no lldp transmit med tlv capability TLV. KoManaa no oTMeRsieT dhyHKLMIO

lIdp transmit med tlv networkPolicy HacTponka yKasaHHOro nopta
otnpaenatb LLDP-MED Network Policy
TLV. KomaHga no OTMEHHAET OaHHYH

OYHKUMIO.

no lldp transmit med tlv networkPolicy

lIdp transmit med tlv extendPoe HacTtponka yKasaHHOro noprta
otnpaenate LLDP-MED Extended
Power-Via-MDI TLV. Komanga no
OTMeHSET OYHKUMIO.

no lldp transmit med tlv extendPoe

lldp transmit med tlv inventory HacTtponka yKa3aHHOro noprta
otnpaBnATeLLDP-MED Inventory
Management TLVs. KomaHga no
OTMeHsIeT PYHKLMIO.

no lldp transmit med tlv inventory
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KomaHpa

OnucaHue

network policy {voice | voice-signaling | guestvoice |
guest-voice-signaling | softphone-voice | video-
conferencing | streaming-video | videosignaling}
[status {enable | disable}] [tag {tagged | untagged}]
[vid {<vlan-id> | dotlp}] [cos <cosvalue>] [dscp
<dscp-value> ]

no network policy {voice | voice-signaling | guestvoice
| guest-voice-signaling | softphone-voice | video-
conferencing | streaming- video | videosignaling}

HacTponka ceTteBor MONUTUKU nopTa,
BKMOYaroLLas VLAN D,
noaaepXXnuBaemMble NpuUroXeHus (Takme
Kak ronoc wn BuAeO), npuoputet
NPUNOXEHWI n nonuTuka
NCnonb30BaHus, U Tak ganee.

civic location {dhcp server | switch | endpointDev}
<country-code>

no civic location

Hactporka Tuna ycTtpouctBa M Kopa
CTpaHbl B COOTBETCTBUM C hopMaToMm
Civic Address LCI wun BknoyeHue
pexunma Civic Address LCIl. KomaHga

N0 OTMEHAeT BCe HaCTpOWKM B
cootBeTcTtBMM C popmatom  Civic
Address LCI.
ecs location <tel-number> HacTtpouka pacnonoXxeHus c
no ecs location ¢dopmatom ECS ELIN Ha nopre.

KomaHaa no oTMeHsieT KoHUrypaLumio

lIdp med trap {enable | disable}

BkntoyeHne/oTknoyeHne NOBYLUKM
LLDP-MED Ha ykaszaHHOM ropTe.

Pexwum Civic Address L

Cl address

{description-language | province-state | city | county |
street | locationNum | location | floor | room | postal |
otherlnfo} <address>

no {description-language | province-state | city |
county | street | locationNum | location | floor | room |
postal | otherinfo}

HacTponka nogpo6Hbix agpecoB nocre
BBoga pexuma Civic Address LCI
address Ha nopTe.

Pexum rmo6anbHOro KoHdg

UrypupoBaHus

lldp med fast count <value>
no lldp med fast count

Korgoa BkMHOYEH MexaHu3M ObICTPOro
sanycka LLDP-MED, To pormkHa
npon3eoauTbCcs  ObiCTpasi oTnpaBka
naketoB LLDP c LLDP-MED TLV, aTta
KOMaHAa ucrnonb3yeTcsa Ang yCTaHOBKM
3Ha4YeHns ObICTPON OTNPaBKM NAKETOB,
KomaHga no BOCCTaHaBNMBaeT
3Ha4YeHne no yMon4aHuio.
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KomaHpa OnucaHue

Pexunm agmmHucTpatopa

show lldp MokasbiBaeT HaCTpoOWkM rnobanbHOro
LLDP n LLDP-MED

show lidp [interface ethernet <IFNAME>] lMokasbiBaeT HacTpovkn LLDP u
LLDPMED Ha TekyLLem nopTte

show lldp neighbors [interface ethernet <IFNAME>] | lNoka3biBaeT HacTpovkn LLDP n
LLDPMED Ha cocegHux ycTpomncTeax.

13.3. NMpumep HacTpounku LLDP-MED

SwitchA

PC

=i
YcTpoucTBO
MED

SwitchB
PucyHok 28. Tononorusa 6asoson koHdurypauum LLDP-MED

1. Hactpowka Switch A.
SwitchA(config)#interface ethernet1/0/1

SwitchA (Config-If-Ethernet1/0/1)# lldp enable

SwitchA (Config-If-Ethernet1/0/1)# lldp mode both (this configuration can be
omitted, the default mode is RxTx)

SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv capability
SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid 10 cos 5 dscp
15

SwitchA (Config-If-Ethernetl/0/1)# exit

SwitchA (config)#interface ethernetl/0/2

SwitchA (Config-If-Ethernet1/0/2)# lldp enable
SwitchA (Config-If-Ethernet1/0/2)# lldp mode both

2. Hacrtponka Switch B.
SwitchB (config)#interface ethernetl/0/1
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SwitchB(Config-If-Ethernet1/0/1)# lldp enable

SwitchB (Config-If-Ethernet1/0/1)# lldp mode both

SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv capability

SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid 10 cos 4

3. Verify the configuration.
MpocmoTp rmobanbHoro cratyca u cratyca nHtepderica Ha SwitchA

SwitchA# show lldp neighbors interface ethernet 1/0/1
Port name : Ethernet1/0/1

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4

Chassisld :00-03-0f-00-00-02

PortldSubtype :Local

Portid :1

PortDesc :****

Kkkk

SysName :
SysDesc *****

SysCapSupported :4

SysCapEnabled :4

LLDP MED Information :

MED Codes:

(CAP)Capabilities, (NP) Network Policy

(LI1) Location Identification, (PSE)Power Source Entity
(PD) Power Device, (IN) Inventory

MED Capabilities:CAP,NP,PD,IN

MED Device Type: Endpoint Class Il

Media Policy Type :Voice

Media Policy :Tagged

Media Policy Vlan id :10

Media Policy Priority :3

Media Policy Dscp :5

Power Type : PD

Power Source :Primary power source

Power Priority :low

Power Value :15.4 (Watts)
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Hardware Revision:

Firmware Revision:4.0.1

Software Revision:6.2.30.0

Serial Number:

Manufacturer Name:****

Model Name:Unknown

Assert ID:Unknown IEEE 802.3 Information :
auto-negotiation support: Supported
auto-negotiation support: Not Enabled
PMD auto-negotiation advertised capability: 1
operational MAU type: 1

SwitchA# show lldp neighbors interface ethernet 1/0/2

Port name : interface ethernet 1/0/2

Port Remote Counter : 1

Neighbor Index: 1

Port name : Ethernet1/0/2

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4

Chassisld :00-03-0f-00-00-02

PortldSubtype :Local

Portld :1

PortDesc :Ethernet1/0/1

Kkkk

SysName :
SysDesc *****
SysCapSupported :4

SysCapEnabled :4

lNoscHeHwe:

1.

Ethernet 1/0/2 kommyTaTopa A un Ethernet 1/0/1 kommyTatopa B aBnstoTca noptamu
YCTPONCTBA CETEBOIrO COEANHEHNS, OHU HE MEPECHINaloT NakeTbl C MHOpMaLmen
MED TLV. XoTta Ethernet 1/0/2 kommyTaTopa A HaCTPOEH ANS NOCLINKN MHpopmaLum
MED TLV, oH He 6ygeT nocbkinate MHdopmaumio MED, 4To npuBegeT K OTCYTCTBUIO B
COOTBETCTBYIOLLEN yaaneHHon Tabnuue nHgopmaumm MED Ha Ethernet 1/0/2
KommyTaTopa A.
Yctpowicteo LLDP-MED moxeT nocbinate naketsl LLDP ¢ MED TLV, noatomy B

COOTBETCTBYIOLEN yaaneHHon Tabnuue ByaeTt nHgpopmaums o6 Ethernet 1/0/1
KommyTaTopa A.
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13.4. YcTtpaHeHue HencnpaBHocten LLDP-MED

Ecnu BosHukatoT npobnembl npu Hactponke LLDP-MED, noxanyncra, npoBepbTe ABNSETCS Nn
aTa npobnema cneacTBMEM CNEAYHOLMX NPUYNH:

e YbGeputech, Yto LLDP BknoveH rnodarnsHo.

e TonbKo yCTPOWMCTBO ceTeBOro coeauHenuns nony4vaet LLDP-nakeTsl ¢ LLDP-MED TLV
oT 6nwxkanwero yctponctea MED, oH Tak e nocbinaet LLDP-MED TLV. Ecnu Ha
YCTPOWCTBE CETEBOrO COEANHEHNS HAacTpoeHa koMaHaa ans otnpaskm LLDP-MED TLV,
naketbl 6e3 LLDPMED TLV nocbinawTcs Ha MOPT, YTO O3HAYyaeT, YTO HMUKaKOW
WHdopMauMM MNOPT He nofydaeT M Ha nopTe OTKMoYeHa (QYHKUMA MNOCHISIKK
nHdopmaumm LLDP-MED TLV.

o Ecnu cocegHue yctponctea nocbinatot uHdopmaumio LLDP-MED ycTpoicTBy ceTeBoro
COeaUHeHUs, HO OHa He aBngaeTcsa nHgopmaumen LLDP-MED, npoepsiemasi KomaHOon
show lldp neighbors, 4yTo o3HavaeT, 4YTto oTnpasndemas uHgpopmaums LLDP-MED «k
cocefiHMM YCTPOMUCTBaM SBNSAETCS OLUMOOYHOMN.
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14. HACTPOUKA BPDU-TUNNEL
14.1. BBepgeHue B BPDU-tunnel

BPDU-tunnel aBnsaetcs TexHonormemn BTOPOro ypoBHA. 370 no3BonsieT naketam NPOTOKOJI0B
BTOPOIro ypoBHA reorpaq)mquKM pacnpeaeneHHbIX YaCTHbIX ceTen npo3paYvyHO nepenaBaTbCA
no cneunarnbHbIM TYHHENAM Yepel3 CeTb NOoCTaBLUMKa YyCIyr.

14.1.1. ®yHkuum BPDU-tunnel

B npunoxernun MAN, MHOXXeCTBEHHbIE BETBM KOPNOpaLnMn MOryT COeANHATLCS C APYr C APYroMm
no cetn onepartopa. VPN npegoctaBsnseT BO3MOXHOCTb OrnepaTopy BKNtovaTh reorpadmnyeckn
pacnpedeneHHble ceTn B OOHY fokanbHyk ceTb LAN, noaTtoMy MNOCTaBLUMKY YCAYr HY>KHO
npenocTaBuTb (PYHKUMIO TYHHENMPOBaHWSA, @ MMEHHO nepegayvyy MHAOPMALUMOHHBLIX AAHHbIX,
nocTynawLwmx OT MONb30BaTENbCKON CceTu, 4epe3 ceTb onepatopa. [Onda noaaep)kaHus
nokanbHOW KOHUenumn, Heobxoamma He TONbKO MNepegada AaHHbIX OT MONb30BaTENbCKUX
YacTHbIX CeTeN Yepes TYHHENb, HO Takke nepedadya NakeToB NPOTOKOMOB BTOPOrO YPOBHS OT
noJfib3oBaTeNbCKNX CEeTEN.

14.1.2. Co3pgaHue bpdu-tunnel

CneuuanbHble NMHUM UCMOMb3YKTCA ONepaTopoM AfS CO34aHMs MONb30BaTeNbCKUX ceTen
BTOPOro ypoBHsi. B pe3ynbTaTte, nonb3oBaTtenbckasa ceTb pa3buBaeTcs Ha YacTu Mo pasnnyHble
CTOPOHbI CeTeBOro nposamgepa. Kak nokasaHo Ha puCyHke, nonb3oBatenb A umMeeT ABa
yctponctBa (CE1 m CE2) n oba atux yctponctBa npuHagnexat k Hekotopomy VLAN.
Monb3oBaTenbckas ceTb pasgeneHa Ha ceTb 1 1 ceTb 2, KOTopble COeQUHATCH Yepes ceTb
nposangepa. Korga nakeTbl NpOTOKONa YPOBHA 2 He MOryT ObiTb peanv3oBaHbl Yepe3 ceTb
nocTaBlmMKa ycnyr, TO MoNnb3oBaTenbckas ceTb He MoxeT obpaboTaTb BblYMCHEHUE
He3aBUCMMOro NPOTOKOSIa BTOPOro YPOBHSA (AN NpMMepa: Bbl4MCreHne spanning tree), Takum
obpasom ceTu BAUSIOT ApYr Ha gpyra.

CeTb npoBangepa

KnueHt A Knuent A

PucyHok 29. NpumeHeHne BPDU-TyHHeNs

14.2. KoHdurypauma BPDU-tunnel

1. Hacrtpowka rnobansHoro MAC-agpeca TyHHens.
2. HacTtpoiika nopta gnga nogaep>Kkm TyHHEnNS.
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1. Hactpoika rnobansHoro MAC-agpeca TyHHens.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

bpdu-tunnel-protocol {dotlx | gvrp | stp | userdefined- | BkntoueHune/oTknoyeHme rnobanbHOro
protocol <name>} [protocol-mac <MAC address>] | MAC-agpeca TyHHens.

[encape-type { ethernetii | lic | snap}] {default-group-
mac | group-mac <MAC address>}

no bpdu-tunnel-protocol {dotlx | gvrp | stp |
userdefined-protocol <name>}

2. Hactpoiika nopta aAns noaaepXk1u TyHHenNs.

KomaHpa OnucaHue

Pexunm koHcurypmpoBaHusa nopTta

bpdu-tunnel-protocol {dotlx | gvrp | stp | | BknoyeHue/oTknoyeHne Ha  nopte
userdefined-protocol <name>} noaaepXkv TYHHens.

no bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

14.3. NMpumep BPDU-tunnel

CneuuanbHble NMMHUX UCMONb3YHTCA ONepaTopoM AN NOCTPOEHMS NONb30BaTENBCKUX CeTen
BTOPOro ypoBHsi. B pe3ynbTaTte, nonb3oBaTenbckasi ceTb pa3buBaeTcsi Ha YacTu No pasnuyHble
CTOPOHbI CeTeBOro nposangepa. Kak nokasaHo Ha pUCYyHKe, nonb3oBatenb A umeeT ABa
yctponctBa (CE1 m CE2) n oba 3Tux yctponctea npuHagnexat k Hekotopomy VLAN.
Monb3oBaTenbckasa CeTb pasgerneHa Ha ceTb 1 1 CeTb 2, KOTOpble COEAMHSTCA Yepes3 CeTb
npoBangepa. Korga nakeTbl NpOTOKOMA YPOBHsSI 2 HE MOryT ObITb peann3oBaHbl Yepes ceTb
nocTaBLMKa ycnyr, TO MONb3oBaTeNbCkass CeTb He MOXeT o0bOpaboTaTb BblYMCNEHNE
He3aBMCMMOro NPOTOKOSIa BTOPOro YPOBHSA (ANs NpUMepa: BblYMCNEHUe spanning tree), Takum
obpasom ceTv BNUAIOT Apyr Ha gpyra.

MpumeHeHne BPDU-TyHHENSA

C BPDU-tunnel, nakeTbl NpOTOKOSIa BTOPOro YPOBHA OT MOJIb30BATENbCKOM CETU MOTryT BbiTh
nepeaaHbl Yepes ceTb onepartopa B crneaytoLlen nocneaoBaTenbHOCTU:

1. Tllocne nonyyeHus naketa NPOTOKOSia BTOPOro ypoBHSA OT NepBON CeTU Nnosib3oBaTend
A, PE 1 B ceTn onepatopa nakeT uHkancynmpyetcd, MAC-agpec HasHaveHns
3aMeHseTcsa KOHKpeTHbIM multicast MAC-agpecom, 1 3aTeM NakeT nepecbinaeTcs B
ceTn onepartopa.

2. WHKancynupoBaHHbIV NakeT NPOTOKOSia BTOPOro YPOBHSA (Ha3biBaeMbIi MAKeTOM
BPDU Tunnel) nepecbinaetcsa kK PE 2 Ha gpyron koHew, ceTu, rae nakeT
AeunHKancynmpyeTcs, Bo3BpallaeTcs opurnHanbHbin MAC-Ha3HauyeHnsa naketa u
3aTeM nakeT rnocblnaeTcd ceTn 2 nons3osaTtens A.
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CeTb NnpoBangepa

KnueHnt A

PucyHok 30. NpumeHeHne BPDU-TyHHenNs

Hactponka BPDU-tunnel Ha kommyTtaTopax PE1 n PE2:

Hactpowka PE 1:

PE1(config)# bpdu-tunnel-protocol dotlx default-group-mac
PE1(config)# bpdu-tunnel-protocol stp default-group-mac
PE1(config)# bpdu-tunnel-protocol gvrp default-group-mac
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol dotlx
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol stp
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol gvrp

Hactponka PE 2:

PE2(config)# bpdu-tunnel-protocol dotlx default-group-mac
PE2(config)# bpdu-tunnel-protocol stp default-group-mac
PE2(config)# bpdu-tunnel-protocol gvrp default-group-mac
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol dotlx
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol stp
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol gvrp

14.4. YcTtpaHeHue HencnpaBHocTen bpdu-tunnel

KnueHnt A
CeTb 2

Mocne oTkntodeHns dyHkumi stp, gvrp, dot1x Ha nopTe, MOXHO HACTPOUTb COYHKLMIO
BPDU-tunnel.
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15. HACTPOMKA BUPTYAJIbHbIX NOKAJIbHbIX
CETEWM - VLAN

15.1. KondurypupoaHue VLAN

15.1.1. HavyanbHble cBegeHus o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas rokanbHas ceTb) — TEexXHOMnorus,
pasgensiowan norndyeckne agpeca YCTpPOWCTB B CETW ANA OTAENeHUs CerMeHTOB CeTU B
3aBMCUMOCTM OT (PYHKUWUA, BbIMNOMHAEMbIX YCTPOMCTBAMU, MPUAOXKEHUA unm TpeboBaHui
ynpasneHnsa. Takum o6pasoMm, BUpTyanbHble JoKanbHble pynnbl MOryT OpMUpOBaTbLCH
He3aBUCMMO OT hm3mnyeckoro pacnonoxeHus yctponcts. IEEE onybnukosan npotokon IEEE
802.1Q gna crangaptmsauum npumeHeHna VLAN. VLAN Ha kommyTtaTope paboTaetr B
COOTBETCTBMU C 3TUM MPOTOKOJSTOM.

OcHoBHasa wngea TtexHonormm VLAN B TOM, 4TOObl pasgenuTb guMHaMu4eckn 60nbLuyto
NoKanbHY0 CeTb HAa HECKOJSTbKO HE3aBUCKMBbIX LUMPOKOBELLaTESNbHbIX JOMEHOB B COOTBETCTBUM
C TpeboBaHMsaMN, NPeabsBASEMbIMA K CETHU.

SwitchA SwitchB SwitchC
VLAN 1
tERhE 28889 ABAAA
googg googag EBHBB
gdaad aad84d gooaa
gaoooog goooog goooog
d84a84d Ha888 HHEEH
Server1 Server3
VLAN 2

Phone1 Phone2 Phone3
VLAN 3
AEEEEEEEERRR AEEEEEEERRRR
PC2 PC3

PucyHok 31. Jlornyeckoe onpegenenune cetn VLAN

Kaxgbin winpokoBeLatenbHbln goMeH Ha pucyHke ssnsaetcs VLAN. VLAN'bl umeroT Te xe
CBOWCTBA, 4TO M uanyeckme ceTu, 3a WckmodeHnem Toro, 4to VLAN — normyeckoe
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ob6beanHeHne, a He umsmndeckoe. MNoatomy obbeanHeHne VLAN 0B MOXeT co3aaBaTbCs BHE
3aBMCUMOCTM  OT  (PM3MYECKOro PacrofioKEeHUs1 YCTPOMCTB U LUMPOKOBELLATENbHbIN,
MHOronosnb3oBaTeNbCKUA N ogHONONb30oBaTeNbCKUA Tpaduk BHyTpu VLAN oTaoeneH ot apyrux
VLAN'oB.

Bnarogapss  BblllenepeYucneHHbiM  ocobeHHocTsaM, TexHonormsas VLAN  obecneumBaeT
cnegyowme npenmyLLecTaa:

e  yny4ywaeTcsd NPOM3BOANTENBHOCTb CETY;

®  OKOHOMSATCH CeTeBble PECYPChI;

e yrnpowiaeTcs ynpaBneHue CceTblo;

e  CHWXaeTcsl CTOMMOCTb CEeTU;

e ynyJwaeTtca 6e30nacHOCTb ceTu.

Ethernet-nopTbl kKOMMyTaTOpa MOryT pabotatb B Tpex pasnuuHbix pexumax: Access, Hybrid n
Trunk. Kaxkgbinn pexkxum nmeeT cBon cnocod nepechifiki NakeToB, C METKON unn 6es.

MopTbl TMNa Access npuHagnexat Tonbko ogHoMy VLAN. OB6blMHO OHM MCNOMb3yHTCA ANs
NOAKMIOYEHNS K KOMMbIOTEPY.

MopTtbl TMnNa Trunk no3sBonsalT nepecbinate nakeTbl Heckonbkux VLAN'oB. OHu moryT
nucnonb3oBaTbCa  ANSA  COEAMHEHMS  MexAy  KoMMmyTatopamMy — Unu  NOAKITHYEHUS
NnonNb30BaTENbCKUX YCTPONCTB.

MopTbl TMNa Hybrid Takke no3sonsawT nepecbinatb naketbl Heckonbknx VLAN'oB. OHu moryT
nucnonb3oBaTbCa AN COEAMHEHUS  MexAy  KoOMMyTatopamMy  Unv  MOAKTHYEHUS
NonNb30BaTENbCKUX YCTPOUCTB.

MopTkl TNOB Hybrid 1 Trunk npuHMmMatoT faHHbIE NO OAHOMY anropuTMy, HO MeTOZbl OTMNPaBKK
OaHHbIX OTnMYalTCs: NnopThl TMNa Hybrid moryT oTnpaBnsaTe nakeTbl B pasnuyHbie VLAN'bI 6e3
meTkn VLAN’a, Torga kak noptel TMNa Trunk oTtnpaenatoT nakeTbl pasnuyHbix VLAN Tonbko ¢
meTkon VLAN’a, 3a ncknrodeHnem VLAN, nponncaHHOro Ha nopTy Kak native.

Mpumenenne VLAN n GVRP (GARP VLAN Registration Protocol — npotokon peructpaumm
GARP VLAN) Ha kommyTaTope onuckiBaeTcs B cTaHgapte 802.1Q. daHHasa rnaBa getanbHO
00bsAcHsET ncnonb3oBaHue u koHdurypauuio VLAN oB 1 GVRP.

15.1.2. KondourypuposaHue VLAN

Cospganue vnn yganerHne VLAN.

YcraHoBka unu yganexHme nmenn VLAN'a.
MpucoeamHeHme nopta kommyTaTopa Kk VLAN'y.
YcTaHoBKa Tvna nopta kKommyTaTopa.

HacTpoiika TpaHKoBOro nopra.

HacTpoiika nopTa goctyna.

HacTtponka rmbpugHoro nopra.
BkntoueHne/BbikItoueHne npasmn o0b6paboTkm BXxogHbix naketoB VLAN Ha nopTax.
KoHdourypaums npmaTHoro VLAN'a.

10. Hacrtpowika cssen npueaTHoro VLAN’a.

11. Onpegenenve BHyTpeHHero naeHtudukatopa VLANa.

=
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1. CosgaHve nnun yganeHne VLAN.
KomaHpa OnucaHune
Pexum rno6anbHOro kKoHUrypupoBaHus
vlan WORD CospaHuvelyganeHne VLAN’a vnn Bxog B
no vlan WORD pexum VLAN'a

2. YcrtaHoBka unu yganexHve umenn VLAN’a.

KomaHpa

OnucaHue

VLAN Mode

name <vlan-name>
no name

YcraHoBka unu yganexHme nmenn VLAN’a

3. [lpucoeauHeHne nopta kommyTatopa Kk VLAN'y.

KomaHpa

OnucaHue

VLAN Mode

switchport interface <interface-list>

no switchport interface <interface-list>

HasHauyeHune nopta kommyTtaTtopa VLAN'y

4. YcTaHOBKa TUNa nopta kKoMmyTaTopa.

@ §) QTECH

MWP [OOCTYNHEE

KomaHaa OnucaHue
Pexunm koHdurypupoBaHusa nopTta
switchport mode {trunk | access | hybrid} YcTraHoBka TeKyLero nopTa Kak
TPaHKOBOTO, nopta Aocrtyna nnm
rmépuaHoro.
110




PykoBogcTteo nonb3osatend QSW-3750

HACTPOWKA BUPTYAJIbHbIX TOKAJbHbLIX CETEN —

VLAN

| www.gtech.ru |
5. HacTpolika TpaHKOBOro nopTa.
KomaHpa OnucaHue
Pexum KoHduUrypupoBaHusa noprta
switchport trunk allowed vlan {WORD | all | add | YcTaHoBKa/yganeHue VLAN’oB,
WORD | except WORD | remove WORD} NPUNUCaHHbLIX K 3TOMYy TpaHky. KomaHga
no switchport trunk allowed vian «NO» BOCCTaHaBMMBaeT 3Ha4yeHue Mo
YMOMYaHuto.
switchport trunk native vlan <vlan-id> YcraHoBka/yganeHue PVID ansi

no switchport trunk native vian

TPaHKOBOIO nopTa.

6. Hactponka nopta gocryna.

KomaHpa

OnucaHue

Pexxum koHcurypmpoBaHusa noprta

switchport access vlan <vlan-id>
no switchport access vlan

[obaBnseT Tekywnin NopT K yKasaHHOMY
VLAN’y. Komanga NO BoccTaHaBnvsaeT
3Ha4yeHue No YMOYaHUIo.

7. Hactporika rubpugHoro nopta.

KomaHaa

OnucaHue

Pexunm KkoHdurypupoBaHusa nopTta

switchport hybrid allowed vlan {WORD | all | add
WORD | except WORD | remove WORD} {tag |
untag}

no switchport hybrid allowed vlan

YcraHoBka/yganeHue VLAN’a,
NpUNUCaHHOrO K rMbpuaHoMy nopTy C
pPEXMMOM METKM unn 6e3 Hee.

switchport hybrid native vlan <vlan-id>
no switchport hybrid native vlan

YcraHoBka/yganenue PVID Ha nopTy.

8. BkntoueHue/BbiknoveHue npaeun obpabo

TKM BXOAHbIX naketoB VLAN Ha nopTtax.

KomaHpa

OnucaHue

Pexum KoHdUrypupoBaHusa nopta

vlan ingress enable
no vlan ingress enable

BkrnitoyeHune/BbIknoYeHWe
npasun Ha VLANe.

BXOOALLMX
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9. KoHdwurypauma npusaTtHoro VLAN’a.
KomaHpa OnucaHune
VLAN mode
private-vlan {primary | isolated | community} KoHdpurypauma VLAN'a Kak TekyLwiero

no private-vian

npuBatHoro. KomaHnoa
npusaTHbI VLAN.

NO ypanger

10. Hactpowka ceasen npusaTtHoro VLAN’a.

KomaHpa

OnucaHue

VLAN mode

no private-vlan association

private-vlan association <secondary-vlan-list>

VLAN’a.

YcraHoBka/yoaneHme CcBsiser MNpuMBaTHOMO

11. OnpepeneHve BHyTpeHHero ngeHtudpukatopa VLANa.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

vlan <2-4094> internal

VLANa.

OnpenenseTt naeHTUUKaTop BHYTPEHHErO

15.1.3. TunnyHoe npumeHeHue VLAN’a

B cooTtBeTcTBUM C TpeboBaHUSAMY MPUIOXKEHUA 1 BE30NaCHOCTUN CYLLECTBYIOLLYIO FOKaIbHYHO
ceTb Heobxoammo pasgenutb Ha Tpu VLAN. Tpu VLAN umetoT ngeHtudmkatopbl VLANZ,
VLAN100 1 VLAN200. 3tn 1pn VLAN oxBaTbiBaloT ABa pasnU4YHbIX PU3MYECKMX MecTa

pasmelleHuns: nnowankm A n B.

Ha kaxgow nnowiagke umeetcsa kommyTatop, TpeboBaHuMs K CBA3M Mexay nnowagkamm
YOOBIETBOPSOTCS, €CINM KOMMYTaTOpbl MOTYT BbINOSHATL 06meH Tpadukom VLAN.

O61beKT KoHduUrypaumm OnucaHue KoHcUrypauum

VLAN2 Site A and site B switch port 2-3
VLAN100 Site A and site B switch port 4-5.
VLAN200 Site A and site B switch port 6-7.
Trunk port Site A and site B switch port 11.
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TpaHkoBble NOPTbI C 06EMX CTOPOH NOAKMNIOYEHbI K TPAHKOBOMY KaHany Ansi nepegadvn mexay
y3anamu Tpacuka VLAN’a. OctanbHble YCTPOWUCTBa NoakntoyeHbl K apyrim noptam VLAN'oB.

B naHHom npumepe nopTel 1 M 12 cBOGOAHBI 1 MOTYT ObITb MCMNOMb30BaHbLI ANS YNPaBASOLLNX
NOPTOB UMW APYrMX Lenen.

VLAN 10

RN

VLAN 2 VLAN 200

SEEEEEEEERRR \

4EEEEEEREERR

1/0/6

A 11017
SwitchA |1/0/11

SwitchB [1/0/11
11017

1/0/6

VLAN 2 1/0/4 1/0/5 VLAN 200

R

RN

VLAN 100

| =

PucyHok 32. TunnyHas Tononorusa npumerHeHnsa VLAN'a

LWarn koHdurypaumm onncaHsl HUXe:

KommyTaTtop A:
Switch(config)#vlan 2
Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit
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Switch(config)#vlan 100

Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-Vlan100)#exit

Switch(config)#vlan 200

Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-Vlan200)#exit

Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)#exit Switch(config)#

KommyTaTop B:

Switch(config)#vlan 2

Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit

Switch(config)#vlan 100

Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-V0an100)#exit

Switch(config)#vlan 200

Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-Vlan200)#exit

Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)#exit

QTECH

MWP [OOCTYNHEE
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15.1.4. Tunn4yHoe NnpuMeHeHne rMbpuaHbIX NOPTOB

SwitchA

11017 EB 1/0/9 ‘3

1/0/10

1/0/10

SwitchB

PC2
PucyHok 33. TunmyHoe npumeHeHue rubpuaHoro nopTa

PC1 nogkntoueH Kk nHtepdenicy Ethernet 1/0/7 kommyTtatopa B, PC2 nogkntodeH Kk nHtepdency
Ethernet 1/0/9 kommyTtaTtopa B. MNopT Ethernet 1/0/10 kommyTaTtopa A k nopty Ethernet 1/0/10

KommyTaTopa B.

TpebyeTcs, ytobbl PC1 1 PC2 He Buaenu gpyr gpyra no coobpaxeHunsam cekpetHoctn. Ho PCA1
n PC2 pomxkHbl MMeTb AOCTYN K APYrMM CeTEBbIM pecypcam Yepes L3 kommyTaTopa A.

Mbl MmOXXeM peanuaoBaTtb 3Ty CXeMy Yepe3 rmdpuaHbIn NopT.

KoHdurypaumsi 06 bEKTOB Kak ONMCaHO HUXE:

MopT Tun PVID Mponyckaembie VLAN’bI

Port 1/0/10 of Switch A Access 10 Mponyckaetr naketel VLAN'a 10 6es
METOK.

Port 1/0/10 of Switch B Hybrid 10 Mponyckaet naketbl VLAN'oB 7,9, 10
6e3 MeToK.

Port 1/0/7 of Switch B Hybrid 7 MponyckaeT nakeTtbl VLAN'oB 7, 10 6e3
MEeTOK

Port 1/0/9 of Switch B Hybrid 9 MponyckaeT naketbl VLAN'0B 9, 10 6e3
METOK.

LWarn koHdurypaumm onncaHsl HUXe:

KommyTaTtop A:
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Switch(config)#vlan 10
Switch(Config-Vlan10)#switchport interface ethernet 1/0/10

KommyTaTop B:
Switch(config)#vlan 7;9;10
Switch(config)#interface ethernet 1/0/7
Switch(Config-If-Ethernet1/0/7)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/7)#switchport hybrid native vlan 7
Switch(Config-If-Ethernet1/0/7)#switchport hybrid allowed vlan 7;10 untag
Switch(Config-If-Ethernet1/0/7)#exit
Switch(Config)#interface Ethernet 1/0/9
Switch(Config-If-Ethernet1/0/9)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/9)#switchport hybrid native vlan 9
Switch(Config-If-Ethernet1/0/9)#switchport hybrid allowed vlan 9;10 untag
Switch(Config-If-Ethernet1/0/9)#exit
Switch(Config)#interface Ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/10)#switchport hybrid native vlan 10
Switch(Config-If-Ethernet1/0/10)#switchport hybrid allowed vlan 7;9;10 untag
Switch(Config-If-Ethernet1/0/10)#exit

15.2. KoHdurypupoBaHue TyHHens Dot1Q

15.2.1. O6wume cBegeHus o TyHHensax Dot1q

TyHHenb Dot1q, Tawke HasbiBaembii QinQ (802.1g-in-802.1q), sABnsieTcs pacluMpeHvem
npoTtokona 802.1q. OcHoBHas naes 3aknovaeTcsa B ynakoBke meTku knmeHtckoro VLAN'a
(CVLAN tag) B meTtky VLAN’a cepuc-nposangepa (SPVLAN tag). lNMakeT ¢ aBymsa metkamm
VLAN’a nepepaetcsa uyepes3 marnctpasibHyld CeTb WMHTEPHET-NpoBangepa, Takum obpasom
obecne4yrBas NPOCTON TyHHeNb BTOPOro YpoBHA AN nofb3oBaTtens. 3T0 NpOCTO U ferko Ans
ynpaBrieHns, TMPUMEHUMO TOMbKO Ha CTaTMYECKMX KOHUrypauusax U chneuuarnbHO
agjanTupoBaHO Ans HeboNbWMX OPUCHBIX NN METPO-CeTer, UCMOMb3YHOLWNX KOMMYTaTopbl
TPETbEero ypoBHs Kak MarmctpanbsHoe obopyaoBaHue.

Kak nokasaHo Bbilwe, NOCMe BKIOYEHUSA HA KNMEHTCKOM nopTy, TyHHenb Dot1q npuceavBaet
Kaxxgomy nonb3oBatento ugeHtugukatop SPVLAN (SPVID). 3pecb wungeHTudmkatop
none3oBartena — 3. Takon xe SPVID moxeT OblTb MPUCBOEH TaKUM XXe MONb30oBaTENSM Ha
apyrmx PE. Korga naket npmxogut ¢ CE1 Ha PE1, oH HeceTr metkm VLANoB 200-300
BHYTpPEHHeN ceTu nonb3oBartens. Korga TyHHenb Dot1q BkntoyeH, knueHTcknin nopt Ha PE1
nobaensieT B NnakeT gonosiHuTenbHble MeTkn VLAN'0B, y KOTOPbIX MAEHTUMKATOPOM SBNAETCA
HasHayeHHbIn nonb3oBaTento SPVID. oTom naket 6yaet HanpaeneH Tonbko B VLANS,
KOTOpPbIA YyXOAMUT B CeTb WHTepHeT-npoBavgepa, u 6ygetr Hectu gBe metkm VLANoB
(BHYTpeHHAA MeTka fobasneHa, korga naket npuwen Ha PE1, n gpyras asnsetcs SPVID), B T0
BpeMs kak uHdopmaums o knmeHtckmux VLAN oTkpbiTa onga nposangepa cetu. Korgoa naket
pocturHeT PE2 n nepepn otnpaBkon Ha CE2 ¢ knueHTckoro nopta Ha PE2, BHewHAS meTka
VLAN’a ygansietca v naket, npuweawmun Ha CE2, cTaHOBUTCA NONHOCTBIO MAEHTUYEH NaKeTy,
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otnpasneHHomy c¢ CE1. [Ona nonb3oBatens pornb onepatopa cetn mexay PE1 n PE2
3akntovaeTca B obecneyeHnmn KaHana BTOPOro ypoBHSI.

CeTb NnpoBangepa

KnueHt A KnueHt A

<=
4-: VLAN 200-300

PucyHok 34. MexceTeBoe B3anmogencTeme Ha ocHose Dot1g-TyHHens

TexHonorna TyHHena Dot1q nos3BonsieT WHTEpPHET-CEpBUC-NPOBanNAepy nNoaaepXmBaTb
MHoecTBO KnmneHTcknx VLAN'oB ¢ nomouubto ogHoro ceoero VLAN’a. MNpoBangep 1 KNueHT
MOryT KOHurypmpoBaTh ceon VLAN’bl HE3aBUCMMO ApYr OT Apyra.

TexHonorusa TYHHENA Dot1q MMEET crneayruine XxapakrtepucTtuku:

e [lpymeHMma uyepe3 MpPOCTY0 CTaTUYECKYI KOHMUrypaumio, He HyXHbl CrOXHas
KOHUrypaums v MaHUNynsuum.

e Onepatop npuceamBaet oguvH SPVID kaxgomy nonb3oBaTtento, 4YTo yBenuuMeaeT
KONMM4YecTBO OAHOBPEMEHHO MNoAAepXMBaeMblX Monb3oBaTenen; B TO Xe Bpems
nonb3oBaTeny MMEKT NOSHY cBoboay Npu Beibope 1 ynpaBneHu naeHTngmkaTopos
VLAN (nonb3oBaTtenb BbiOMpaeT 13 guanasoHa oT 1 go 4096).

e KnueHTckas ceTb MOMHOCTbIO Hes3aBucuma. Korga WHTepHeT-cepBUC-NpoBangep
MOJEPHU3NPYET CBOKO CETb, KITMEHTCKNE CETU HEe TPEBYIOT M3MEHEHMUS KOHGpUIypaLmK.

15.2.2. KondurypupoaHue tyHHens Dot1q

1. KoHdurypuposaHune yHkumn TyHHens Dotlg Ha nopTy.
2. KoHdurypuposaHue Tuna npotokona (TPID) Ha nopTy.

1. KoHdurypmpoBaHue yHkummn TyHHenNs Dotlg Ha nopTy.

KomaHaa OnucaHue

Pexunm koHdurypmpoBaHus nopTta

dotlg-tunnel enable Bxoga/Bbixog n3 pexuma TyHHens dot1q Ha

no dotlg-tunnel enable nopty

2. KoHdwurypupoBaHue Tuna npotokona (TPID) Ha nopTy.

KomaHaa OnucaHue

Pexum KoHduUrypupoBaHusa nopTta

dotlg-tunnel tpid {0x8100|0x9100|0x9200|<1- | KoHurypmpoBaHue Tuna npoToKona Ha
65535>} MarncTpanbHOM NopTy.
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15.2.3. Tunun4yHoe npumeHeHue TyHHena Dot1q
CueHapun:

MorpaHnyHble y3nbl PE1 n PE2 wHTepHeT-npoBangepa nepecbinaloT AaHHble VLAN’oB
200-300. Mexxgy CE1 n CE2 knuneHTtckon cetn Yepes VLANS. MopTt PE1 nogknioyeH k CE1,
nopt 10 nogkntoyeH k nyénuyHon cetun, TPID noagkntoyeHHoro o6opyaosanus — 9100; MopT 1
PE2 nogkntodeH k CE2, nopT 10 nogkntodeH K nybnuyHon ceTu.

O6BbekT OnucaHue KoHcUrypauum
KOHduUrypaumm

VLANS3 MopTt 1/0/1 y3nos PE1 n PE2.
dotlg-tunnel MopTt 1/0/1 y3nos PE1 n PE2.
tpid 9100

Mpoueaypa KoHUrypaLmm onmcaHa Huxe:

PE1.
Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dotlq-tunnel enable
Switch(Config-Ethernetl/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dot1q-tunnel tpid 0x9100
Switch(Config-Ethernet1/0/1)#exit
Switch(Config)#

PE2:
Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dotlg-tunnel enable
Switch(Config-Ethernet1/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dotlg-tunnel tpid 0x9100
Switch(Config-Ethernet1/0/1)#exit
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Switch(Config)#

15.2.4. YcTtpaHeHne HeucnpaBHocTeun TyHHensa Dotiq

e BknioueHne TyHHenss Dot1q Ha TpaHKOBOM MOpPTy OenaeT MeTKy NakeTa AaHHbIX
Henpenckasyemomn, YTo He MoaxoauT NpurnoxeHusiM. o3aTomMy He pekomeHayeTcs
ncnonb3oBaTtb TyHHeNb Dot1q Ha TpaHkoBOM MOpPTY.

¢ Vcnonb3oBaHue TyHHeNs coBMecTHO ¢ STP/MSTP He nogaepxmBaeTcs.
o Vcnonb3oBaHue TyHHens coBmecTHO ¢ PVLAN He noggepxusaetcs.

15.3. KoHdmrypupoBaHue Selective QinQ
15.3.1. O6wume cBepeHm o Selective QinQ

Selective QinQ pacwupenne dyHkumMmn TyHHenupoBaHus dot1q. OH TervpyeT nakeTbl (OHW
nony4arocst No ogHOMYy MopTy) C pas3nuyHbIMn BHeLHUMK Teramu VLAN Ha OCHOBE pasninyHbIX
BHYTPEHHUX TEroB B COOTBETCTBUMM C TpeboBaHMAMW nonb3oBaTensi, MO3TOMYy MakeThbl
pasnMYHoOro Tmna oTHocATCs K pasnuyHbiM VLAN Ha OCHOBe pasnunyHbIX NyTen nepeaayn.

15.3.2. KoHdurypaumusa Selective QinQ

1. HacTtpowka rnobanbHO nnun Ha nopTax CBA3N BHYTPEHHENO N BHELUHErO TErMPOBaHUS.
2. Hactpoiika selective QinQ Ha nopTe.
1. Hactpowka rno6anbHO nnmn Ha NnopTax CBA3N BHYTPEHHENO U BHELLUHErOo TErMPOBaHMSI.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHUa Unu KoHUrypupoBaHusi nopTta

dotlg-tunnel selective s-vlan <s-vid> c-vlan | BknioyeHne/oTknoueHme rnobanbHO mnu
<cvid-list> Ha MopTax CBA3W BHYTPEHHEIO N BHELUHEro

no dotlg-tunnel selective s-vian <s-vid> c-vlan A T€MMPOBaHa Ansa selective QinQ.

<c-vid-list>

2. Hactpoika selective QinQ Ha nopTe.

KomaHaa OnucaHue

Pexunm KkoHdurypupoBaHusa nopTta

dotlg-tunnel selective enable BkntoveHune/oTkniodeHme selective QinQ Ha

no dotlg-tunnel selective enable nopre.

119

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3750

HACTPOWKA BUPTYAITbHbIX NNOKANbHbLIX CETEN — VLAN

15.3.3. TunuyHoe npumeHeHune Selective QinQ

VLAN 100-200 VLAN 201-300

EEEEEEEERR \ SEEEEEERERER eee eee

(mial=i=l=l= 1S,

VLAN 1000;2000

SwitchB

SwitchA

VLAN 100-200 VLAN 201-300

- - (11} (11}
FEEEEEE R ) =4 4

PucyHok 35. MpumeHeHune Selective QinQ

Ethernet1/0/1 kommyTaTopa A npedocTaBnseT OCTYN K ceTn obLLero nofnb3oBaHUs
ans nonb3osartenen PC n Ethernet1/0/2 kommyTatopa A npegocTaBnsieT OCTyn K
ceTn obLuero nonb3oBaHUA nsi nonb3osartenemn ¢ IP-tenedoHoM, nonb3osaTtenu PC
npuHagnexat kK VLAN 100VLAN 200, n nonb3oBaTenu ¢ TenedoHamm IP
npuHagnexat K VLAN 201-VLAN 300. Ethernet 1/0/9 kommyTaTopa A coeanHeHa ¢
CceTblo 0OLLEero norb3oBaHUS.

Ethernet1/0/1 n Ethernet1/0/2 kommyTaTopa B npegocraBnseT ceTeBon 4OCTyn Ans
none3oBaenen PC, npuHagnexawmx VLAN 100- VLAN 200 n nonb3oBaTtenei ¢ IP
TenedoHamu, npuHagnexawmx VLAN 201-VLAN 300 cooteTcTBeHHO. Ethernet 1/0/9
coefIMHeHa ¢ ceTbio 0OLLIEero nosib3oBaHus.

CeTb ob6Llero nonb3oBaHus paspeluaeT nepeckinate naketol B VLAN 1000 1 VLAN
2000.

BknitoueH selective QinQ Ha nopTax Ethernet1/0/1 n Ethernet1/0/2 Ha kommyTaTopax A
n B cootBeTcTBeHHO. NMakeTbl VLAN 100- VLAN 200 otmeueHbl Terom VLAN 1000 kak
Bbixoadawmn ter VLAN Ha Ethernet1/0/1, n naketbl VLAN 201- VLAN 300 oTme4eHbl
Terom VLAN 2000 kak Bbixogawmn ter VLAN Ha Ethernetl/0/2.

KoHdurypupoBaHue:
# CospgaHne VLAN 1000 and VLAN 2000 on SwitchA.

switch(config)#vlan 1000;2000

# Hactponka Ethernet1/0/1 kak rmbpmaHoro nopta u HacTpowika yganeHus Tera VLAN npu
nepecsoinike naketos B VLAN 1000.

switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag

# HacTtponka npasun otobpaxeHunsa anga selective QinQ Ha Ehernet1/0/1 ana nomeweHns Tera
VLAN 1000 kak Bbixogsauwiero tera VLAN B nakeTtbl ¢ Teramm VLAN 100-VLAN 200.
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switch(config-if-ethernet1/0/1)#dot1q-tunnel selective s-vlan 1000 c-vlan 100-200

# BkniodeHue selective QinQ Ha Ethernetl/0/1. switch(config-if-ethernet1/0/1)#dot1g-tunnel
selective enable

# Hactponka Ethernet 1/0/2 kak rubpugHoro nopta u Hactponka yaaneHus tera VLAN npwu
nepecsbinke naketos B VLAN 2000.

switch(config-if-ethernet1/0/2)#switchport mode hybrid
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag

# Hactpowka npaBun otobpaxeHusa ans selective QinQ Ha Ehernet1/0/2 ans nomellenns Tera
VLAN 2000 kak Bbixopsilero tera VLAN B nakeTtbl ¢ Teramm VLAN 201- VLAN 300.

switch(config-if-ethernet1/0/2)#dot1q-tunnel selective s-vlan 2000 c-vlan 201-300
# BknioyeHune selective QinQ Ha Ethernet 1/0/2.
switch(config-if-ethernet1/0/2)#dot1q-tunnel selective enable

# Hactpowka nopta Ethernet 1/0/9 kak rubpuagHoro nopta n HacTponka coxpaHeHus Tera VLAN
npu nepecbinike naketos 8 VLAN 1000 n VLAN 2000.

switch(config-if-ethernet1/0/2)#interface ethernet 1/0/9
switch(config-if-ethernet1/0/9)#switchport mode hybrid
switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

Mocne npoeegeHus KoHdpurypauum, naketel VLAN 100-VLAN 200 ot Ethernetl/0/1
aBTomaTuyeckn otmedatrotcs Terom ¢ VLAN 1000 kak Bbixogawimm Terom VLAN, n naketsl VLAN
201- VLAN 300 ot Ethernet1/0/2 aBTtomatudeckm oTmevatotcss Terom ¢ VLAN 2000 kak
BbixogsaLwwmm Terom VLAN Ha SwitchA.

HacTponkn Ha Switch B aHanornyHel HacTporikam Ha Switch A, koHdurypauusa cneayowlas:
switch(config)#vlan 1000;2000 switch(config)#interface ethernet 1/0/1
switch(config-if-ethernet1/0/1)#switchport mode hybrid
switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag
switch(config-if-ethernet1/0/1)#dot1q-tunnel selective s-vlan 1000 c-vlan 100-200
switch(config-if-ethernet1/0/1)#dotlq-tunnel selective enable
switch(config-if-ethernet1/0/1)#interface ethernet 1/0/2
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag
switch(config-if-ethernet1/0/2)#dot1q-tunnel selective s-vlan 2000 c-vlan 201-300
switch(config-if-ethernet1/0/2)#dot1q-tunnel selective enable
switch(config-if-ethernet1/0/9)#switchport mode hybrid
switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

15.3.4. YcTtpaHeHue HeucnpaBHocTen Selective QinQ
e  OyHkumm Selective QinQ n dot1g-tunnel He MoryT GbITb OAHOBPEMEHHO HAaCTPOEHbI Ha
nopre.

e Tonbko cBA3b rMobanbHOro OTOGpPaXXEeHUA UMM CBA3b OTOOpaXKeHust MopTa MOXHO
HacTpouTb Ans selective QinQ.
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15.4. HacTpouka TpaHcnsauuum VLAN’oB

15.4.1. O6wume cBegeHusn o TpaHcnsaumm VLAN’ oB

TpaHcnauua VLAN 0B, kak cnefyeT U3 HasBaHus, TpaHCNUpPyeT OpurnHanbHbIn MAeHTUdMKaTOp
VLAN’a B HOBbIlI B COOTBETCTBUM C TpeboBaHMAMM NoNb3oBaTens Unu Anst oomeHa AaHHbLIMA
mexay pasnuyHbimm VLAN amu. TpaHcnaums MOXeT NPUMEHATLCS Kak AN BXOAdALWEN, Tak U
nexoasiien nHdopMaLmn. HaHHoe  obGopypoBaHue noaaepXxmBaet  U3MEHEHNe
noeHtndpukaTopa VLAN’a TonbKko Ha BXxoge.

MpumeHeHne n koHurypmposaxme TpaHcnaumm VLAN 0B nogpobHo obbsicHaeTca aanee.

15.4.2. KoHdurypupoaHue TpaHcnaumm VLAN’a

1. KoHdurypuposaHue yHkumm TpaHcnaumm VLAN’a Ha nopTy.
2.  KoHdurypupoBaHue cootBeTcTBMI TpaHcnaumm VLAN a Ha nopTy.
3. TMpocmoTp koHdUrypaumm cootseTcTami TpaHcnauum VLANa.

1. KoHdurypunpoBaHue dyHKkumn TpaHcnauumn VLAN’a Ha nopTy.

KomaHpa OnucaHue

Pexum kKoHcurypmpoBaHusa nopTta

vlan-translation enable BkntoyaeT unu BoikntovaeT pexum TpaHenaumm VLAN
no vlan-translation enable

2.  KoHdurypupoBaHue cootBeTcTBMI TpaHcndumm VLAN a Ha nopTy.

KomaHaa OnucaHue

Pexunm koHdurypmpoBaHus nopTta

vlan-translation  <old-vlan-id> to | [JobaBneHvne/yganeHne COOTBETCTBMA TpaHCNsaUmUn
<new-vlan-id> in VLAN'oB.

no vlan-translation old-vlan-id in

3. [MpocmoTp koHGUrypaumm cooTBeTCcTBUN TpaHensumm VLANa.

KomaHaa OnucaHue

Pexunm agpMmHucTpatopa

show vlan-translation lMpocmoTp CKOH(pMIrypMpoBaHHbIX COOTBETCTBUM
TpaHcnaumm VLAN oB

15.4.3. TunoBoe npumeHeHue TpaHcnsauum VLAN’oB

CueHapwui:
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MorpaHnyHble yanbl PE1 u PE2 uHTepHeT-npoBangepa nogaepxusaot VLAN ganHbix 20
mexay CE1 n CE2 us knuentckon cetu, Yyepe3 VLAN 3. Mopt 1/0/1 PE1 MogkntoyeH k CE1,
nopt 1/0/10 nogkntoveH k nybnuyHon cetun, nopt 1/0/1 PE2 noagkntoyen k CE2, nopt 1/0/10
NOAKIOYEH K NyGnMYHOM ceTu.

CeTb npoBanaepa

KnueHt A

PucyHok 36. Tononorusa cetu ¢ TpaHcnsumen VLAN oB

O61bekT KoHUrypaumm OnucaHue KOHcuUrypaumm

VLAN-translation MopTt 1/0/1 y3nos PE1 n PE2.

Trunk port Moptel 1/0/1 n 1/0/10 y3nos PE1 n PE2.

Mpoueaypa KOHDUIYpPUPOBaHUA yKasaHa HUXe:

PE1, PE2:
switch(Config)#interface ethernet 1/0/1
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)# vlan-translation enable
switch(Config-Ethernet1/0/1)# vlan-translation 20 to 3 in
switch(Config-Ethernet1/0/1)# vlan-translation 3 to 20 out
switch(Config-Ethernet1/0/1)# exit
switch(Config)#interface ethernet 1/0/1
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)#exit switch(Config)#

15.4.4. YcTpaHeHue HeucnpaBHocTen TpaHcnauum VLAN’ oB

O6bl4HO TpaHcnaumsa VLAN npymeHsieTca Ha TpaHKOBbLIX NopTax.

Mpuoputetel mexay TpaHcnsuven VLANoe wn Bxogsawen dunbtpaunen VLANoB
pacnpeaensatoTcsa Tak: TpaHcnaumsa VLAN'oB Bbiwe Bxoadawen dunbtpaummn VLAN0B.

15.5. KoHdmrypauma Multi-to-One VLAN-TpaHcnsauum

15.5.1. BeeaeHue B Multi-to-One VLAN-TpaHcnauuio

TpaHcnauua Multi-to-One VLAN — ato TpaHcndauusa ncexogHoro VLAN ID B HoBom VLAN ID B
COOTBETCTBMM C TpeboBaHMsIMM MoOrb3oBaTeNen Ha Bocxoadawmi Tpaddduk 1 BO3BpaLLEHNe
nexogHoro VLAN ID Ha Hucxogawmm Tpaduk.
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MprumeHeHune n koHdurypaumusa Multi-to-One VLAN nepegaym 6yayT nogpo6HO onucaHbl B 3TOM
pasgene.

15.5.2. Hactpouka nepegaum Multi-to-One VLAN

1. Hactpowka Multi-to-One VLAN-nepegaym Ha nopte.
2. TMpocmoTp HacTpoek n Multi-to-One VLAN-nepegau.

1. Hactpowka Multi-to-One VLAN-nepegaym Ha nopte.

KomaHpa OnucaHue

Pexum KoHdurypupoBaHusa nopTta

vlan-translation n-to-1 <WORD> to | BkntoueHne/oTkntoveHme tpaHensaumm Multi-to-One
<new-vlan-id> VLAN

no vlan-translation n-to-1 <WORD>

2. [pocmoTp HacTpoek Multi-to-One VLAN-nepegauu.

KomaHpa OnucaHune

Pexum agMuHucTpartopa

show vlan-translation n-to-1 lMokasbiBaeT CBA3aHHble HACTPOMKM TpaHcnauum Multi-to-
One VLAN

15.5.3. TunuyHoe npumeHeHue TpaHcnsauum Multi-to-One VLAN
CueHapun:

Monb3oBaTtenu 1, 2 n 3 npuHaganexat VLAN 1, 2 n 3 cooTBeTCTBEHHO. BXxoaswmin Tpadpdmk
OaHHbIX, nonb3oBatenen 1, 2 n 3 6yaet nepesegeH B VLAN100 Ha nHtepderice Ethernet1/0/1
€O cTopoHbl SwitchA. Taknm xxe obpasom bygeT nepenaH Tpadduk gaHHbIX Nofb3oBaTenen 3,
4 nb5.

AnemMeHT KOHdUrypauum OnucaHue
VLAN SwitchA, SwitchB
Trunk Port Hucxogsawmi nopt 1/0/1 n Bocxogsawmm nopt 1/0/5 Ha

SwitchA u SwitchB

Multi-to-One VLAN-TpaHcnaums Hucxogsawmi nopt 1/0/1 Ha SwitchA n SwitchB

Mpouenypa HacCTPOMKK:
Switch1, Switch2:
switch(Config)# vlan 1-3;100
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switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)# vlan-translation n-to-11-3 to 100
switch(Config)#interface ethernet 1/0/5
switch(Config-Ethernet1/0/5)#switchport mode trunk

switch(Config-Ethernet1/0/5)#exit
SwitchA SwitchB

PucyHok 37. TunndHoe npumeHeHune TpaHcnsauum VLAN

15.5.4. YcTtpaHeHue HeucnpaBHocTten Multi-to-One VLAN TpaHcnsauuu

Henb3st ogHoBpeMeHHO ncnonb3oBath ¢ Dot1g-tunnel.
Henb3s ogHoBpemeHHo ncnonb3osatb ¢ VLAN-translation.
MAC-agpem He JOSKEH CyLeCcTBOBaTb B OpUrMHanbHOM 1 TpaHcnupoBaHHoMm VLAN.

Yb6eguTecb, 4TO annapaTHblA 4YMn MOXET noAdepXuBaTb HOpManbHyl paboTy
KMWEHTOB.

MpeBbiweHne npegena oby4veHus MAC-agpecam MoxeT noenuaTb Ha Multi-to-One
VLAN-TpaHcnauumio.

Multi-to-One VLAN-TpaHcnsaumsi AomkHa ObiTb BktoueHa nocrie MAC-o6yyeHus.

15.6. KoHdurypmnpoBsaHume auHammyecknx VLAN

15.6.1. Obwue cBegeHUdA

OunHamunyeckum VLAN HasbiBaeTcs Tak B npoTtmBoBec ctatudeckoMmy VLAN'y (HasbiBaeMomy
noptom, npunucanHeiM K VLAN'’y). OuHamumyeckmn VLAN, nogaepxmBaemMblil KOMMYTaTOpOM,
BkntovaeTr B ceba VLAN Ha MAC-agpecax, VLAN-nogcetem wun npoTokonbHbii VLAN.
Mogpo6GHoe onncaHne ganee:

VLAN, 6asupytowmiica Ha MAC-agpecax npeacraBnsieT cobon TEXHOMOIMI0, Koraa Kaabli
XOCT ¢ onpegeneHHeiM MAC-agpecom cooTBeTcTByeT onpegeneHHomy VLAN'’y. 310 no3sonseT
Nnosfib30BaTenNto CeTU CoOXpaHUTb cBoe YneHcTBo B VLANe npu nepemelieHmm n3 ogHoro Mecra
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B Apyroe. Kak Mbl BuAUM, rraBHOE MPEeMMyLLECTBO 3TOr0 MeToga B TOM, 4YTO HeT
Heobxogumoctn nepekoHgurypuposaTb VLAN, Korga nonb3oBaTesnb MeHsieT CBOe
MeCTopacnosfioKeHne, a MMEHHO MnepeknovaeTcs C O4HOro KoMMyTaTopa Ha Apyron. 3To
cnegctemne Toro, Yto VLAN Gasupyetca Ha MAC-agpece nonb3oBaTens, a He Ha MnopTy
KomMMyTaTopa.

VLAN, 6asupytowmiica Ha IP nogcetax npeacraBnsieT cobow TexHonoruto, rae metka VLAN
Ha3Ha4aeTCcsa B COOTBETCTBUU C IP-agpecomM UCTOYHMKA U ero Mackon noaceTu. MNMpenmyLlectso
3TOr0 MeToda TO Xe, YTO M y npeabiayuwlero, nornb3oBaTento He TpebyeTca WM3MEHSTb
KOHpurypaumio npu n3aMeHeHUM MeCTOHaAXOXKOEHWS.

MeTton VLAN’a Ha 6a3e npOTOKONOB CETEBOrO YPOBHSA Has3HavaeT pasfnMyHbIM MPOTOKOMaMm
pasnuyHble Homepa VLAN’oB. 310 ouveHb yAobHO Ons Tex CeTeBbiX agMUMHUCTPATOPOB,
KOTopble XOTAT ynopsaovvMBaTh nosfib3oBaTenen no npuroXxeHnam u cepsucam. bonee Toro,
nonb3oBaTenn MoryT cBobogHO nepemMeLlaTtbecs No CeTu, 3aperncTpupoBaBLUMCE B HEW OAMH
pa3. NpenmyLlecTBOM [aHHOrO MeToda SBNSIeTCA TO, YTO OH MO3BONSAET MONb30OBaTENSM
MEHSITb CBOE MecTononoxeHne 6e3 nameHeHnsa koHdpurypauum VLAN'oB, a 10, 4to VLAN'bI
pasnuyalTcs No TMMNy NPOTOKOSOB — OYEHb BaXKHO A1 CETEBOro agMmnHuctpatopa. K tomy xe,
OaHHbIN MeTon, He TpebyeT fobasneHns MeTku dpenma ana naeHtudgpukaumm VLAN’a, yto
CHWXaeT obLmin Tpauk B ceTw.

3amevaHnne: NMopTbl, KOTOpPble HEOOX0ANMO NpunucaTb K gnHammyeckum VLAN fomkHbl ObiTb
CKOH(pUrypmpoBaHbl Kak rmbpuaHble.
15.6.2. KoHdurypupoBaHme amHamuyeckux VLAN

1. KoHdurypuposaHue dyHkummn VLAN'a no MAC-agpecam Ha nopry.

2. Hactponka VLAN kak MAC VLAN.

3. KoHdurypuposaHue cootseTcTBua mexay MAC-agpecamu n VLAN amu.
4. KoHdurypupoBaHme COOTBETCTBUS Mexay npotokonamu n VLAN amu.

1. KoHdurypuposaHue cdyHkummn VLAN a no MAC-agpecam Ha nopry.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

switchport mac-vian enable Bkntouenwne/BoikntoveHne dyHkumm VLAN'a

no switchport mac-vlan enable no MAC-appecam Ha nopty

2. Hactponika VLAN kak MAC VLAN.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

mac-vlan vlan <vlan-id> KoHdpurypaumsa onpegeneHHoro VLAN’a kak MAC VLAN;
KomaHnga «no mac-vlan» yganset HacTtporkun MAC VLAN’a

no mac-vlan
Ha gaHHomMm VLANe.
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3. KoHdurypuposaHue cootseTcTBua Mexay MAC-agpecamu n VLAN amu.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

mac-vlan mac <mac-addrss> vlan <vlan-id>
priority <priority-id>

no mac-vlan {mac <mac-addrss>|all}

Hob6aBneHnel/ynanexHue COOTBETCTBUMN
mexagy MAC-agpecamun n VLANamu, a
MMEHHO - 3anucb/ncknioYeHne
onpeageneHHoro MAC-agpeca n3
onpegenenHoro VLAN’a

4. KoHcurypupoBaHme COOTBETCTBUS Mexay npotokonammn n VLAN amu.

vlan <vlan-id>|all}

KomaHpa OnucaHue
Pexum rmo6anbHOro KoHdurypmpoBaHus
protocol-vlan mode [etherll | llc | shap] etype | JoGaeneHne/yganeHue COOTBETCTBUM
<etype-id> vlan <vlan-id> mexay npoTtokonamu u  VLANamu, a
no protocol-vlan [all | mode] {etype <etype-id> | “MEHHO - BXOXAEHMe/MCKIoueHme
onpeaeneHHoro npoTokona B/13

onpegeneHHoro VLAN’a.

15.6.3. TunoBoe npumeHeHne guHamm4yeckoro VLAN’a

CueHapun:

B oducHom cetn otaen A npuHagnexut kK VLAN100. Heckonbko COTPYAHUKOB OTAEena Yacto
BbIHY>XAEHbI NepemeLLatbcs BHyTpU odmcHOM ceTn. Tak xe TpebyeTca obecneumsaTb AOCTYN
apyrmx cotpygHukoB otgena k VLAN100. Jonyctum, 4to oguH mn3 cotpygHukoB — UserM.
MAC-agpec ero komnbetoTepa — 08-c6-b3-11-22-33, korga M nepeknioyaeTcs B, 04MH U3 NOPTOB
kommyTaTopa A, B unu C, nHrepdeinic aBTomatnyeckn KoHUrypupyeTcs Kak rmbpugHbin mn
nogknoyaetcsa K VLAN100 B pexume «6e3 metok». B atom cnyyae gaHHble VLAN100 6yayt
nepeaaBaTbCs Ha MOPT, K KOTopomy noakntodeH M, n obecneunsatb TpeboBaHNSA CBA3HOCTU B

VLAN100.
O6beKT OnuncaHue KoHcUrypauum
KOHcpUrypaumm
MAC-based VLAN O6was koHdurypauma kommyTtatopos A, B, C.

Mpumep KoHdUrypauumm:.
Switch A, Switch B, Switch C:

switch(Config)#mac-vlan mac 08-c6-b3-11-22-33 vlan 100 priority 0

switch(Config)#exit
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SwitchA SwitchB SwitchC

- VLAN 100
Otnen A
AEAEEEEREERR AEAEEEEEEERR LN
UserM
08-c6 -bslf‘: 1-22-33
e | N | U
Otpen B
L EEEEEN fEEEEEEEEEEAN fCEEEEEZEEREEN
m -
Otpen C
LN RN

PucyHok 38. Tunosas Tononorus npumeHeHus guHamudeckoro VLAN'a

15.6.4. YcTtpaHeHue HeucnpaBHocTen auHamu4veckoro VLAN’a

Ha kommyTatopax €O CKOHUrypupoBaHHbIM AuHamudeckum VLANOM, korga K HUM
NOOKIMHOYEHO HECKOSbKO YCTPOWCTB (Hanmpumep, OBa KOMMbloTepa), ObiBaeT, 4TO nepBas
nonbITKa CoeanHeHNa MeXay HUMKU He nony4yaeTcs. PelweHve B JaHHOM crydae Takoe — Hago
AaTb BO3MOXHOCTb O6OMM YCTPOMCTBaM YCMELWHO nocnaTtb Kakne-nnbo nakeTbl B CeTb
(Hanpumep, ICMP, komaHgow ping), 3TO0 NO3BONUT KOMMYyTaTOpPY 3anoMHUTL X MAC-agpeca, 1
TOor4a OHM CMOryT cBO6OHO CBA3bIBaTbCA Yeped amHammnyeckmii VLAN.

MpuoputeTtbl guHammyeckoro VLAN’a n BxogHoro counbtpa VLAN’ 0B anst o6paboTkmn naketoB
cnegywowme: npuoputeT anHammudeckoro VLAN'a Bbilwe, YeM y BXogsLwero punbrpa.

15.7. KondurypuposaHue GVRP
15.7.1. O6wan nHdpopmaumusa o GVRP

Mpotokon GARP (Generic Attribute Registration Protocol), ncnonesyetcsa gng guHaMmm4yeckoro
pacnpegeneHus, pacnpoCTpaHeHUsl U permcTpaummn atpubyToB

NHOpMaLMKN MeXay KOMMyTaTopaMU-y4acTHUKAMK B CETU KOMMYTaLmK.

ATpubytom moxeT 6biTb MHpopmaumst VLAN, rpynnosont MAC-agpec n Tak ganee. OueBngHo,
yTo npotokonn GARP mMoOXeT TpaHCnopTMpOBaTb MHOXECTBO aTpUOYTOB Ha KOMMyTaTop, Ha
KoTopbI MX Heobxogumo nepepatb (populate). Ha ocHoBe GARP onpegeneHbl pasnnyHbie
NpunoXxeHusi (HasbiBaemMble npunoxeHnsMmn-oobektamm GARP), ogHMM M3 HUX sBNsSieTcs
GVRP.

MpoTtokon GVRP (GARP VLAN Registration Protocol) — aTo npunoxeHue, ncnonb3aytoLlee ons
paboTbl MexaHnam GARP. OHO oTBevyaeT 3a obcnyxuBaHve WMHPOPMALUN OUHAMUYECKOW
peructpaumn VLAN v nepefadvy permctpaumMoHHOW MHOpMauun Ha gpyrme KoMMyTaTopbl.
KommyTtatopbl, nogaepxusatowme GVRP, moryT npuHumatb MHGOPMaUMO ANHAMUYECKOWN
pernctpaumm VLAN OT ApyrMx KOMMYTaTOpOB W OOHOBNATb JOKanNbHYK WHGOPMaLmio
pernctpaunmn VLAN B COOTBETCTBUM C NPUHATOMN.
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KommyTaTtop, Ha koTopom BkrntodeH npoTokon GVRP mMoxeT nepegaBaTb CBOKO COOCTBEHHYHO
nHdopmaumio pernctpaumm VLAN Ha gpyrve kommyTtaTtopbl. [NpuHaTas uHopmMaums cooepxuTt
NOKarnbHYl CTaTUYeCcKyto MHAOPMaUMo, 3aaHHY0 BPYYHYIO U AUHAMUYECKY0 MHAOpMaumIo,
nony4yeHHyto obyyeHnem oT apyrmx KOMMyTaTopoB. [1oaTomy, 3a cueT nepeaayn nHpopmaumm
pernctpaumm VLAN, coctoaTenbHasa nHgopmaumnsa VLAN moxeT ObiTb pacnpocTpaHeHa Ha Bce
KOMMyTaTOopbl € BKNto4eHHbIM GVRP.

VLAN 100-1000 VLAN 100-1000

SwitchB SwitchF SwitchG

SwitchA

SwitchE
PucyHok 39. TunnyHas cxema npMMeHeHus

KommyTtatopbl A 1 G He coeauHeHbl Mexay cobon Ha cetu BTOporo ypoeus; B, C, D, E, F
NPOMEXYTOYHbIE KOMMYyTaTopbl, nogkmnwoyveHHole kK A n G. Ha kommytatopax A u G
ckoHdpurypmposanu VLAN100-1000 Bpy4dHyto, Toraa kak Ha B, C, D, E, F ux HeT. Korga GVRP
BblkMto4eH, A n G HE MOTYT HU C KEM COEAMHUTBLCS, MOCKOMNbKY NPOMEXYTOUHbIE Y3rbl HE UMET
cootBeTcTBYoWmx VLAN’oB. OgHako nocne BkntoveHns GVRP Ha Bcex yanax, ero MexaHuam
nepegaun atpmbytoB VLAN nosBonseT npoMexyToudHbiM y3nam peructpupoBatb VLAN'bI
anHammyeckun, u VLAN B VLAN100-1000 y3noB A n G MOryT COeanHSTLCS € NobbiM gpyrum.
Bce VLAN’bl, AMHamMu4yecknm 3aperncTpupoBaHHble Ha MPOMEXYTOYHbIX Yy3nax, byayT
paspernctpuMpoBaHbl, korga Ha y3nax A un G BpydHyto yganatcs VLAN100-1000. Takum
obpasom ogumHakoBble VLAN’bI ABYX HecocedHWX Y3rIOB MOryT COEAMHSTLCS MOCPenCTBOM
npoTtokona GVRP BMeCTO py4HOM KOHGUrypaumm BCexX NPOMEXYTOUYHbIX Y310B OS5 NOyYeHUs
npocTton koHurypaumm VLAN'0B.

15.7.2. Hactpouka GVRP

1. KoHdurypuposaHue Tanvepa GARP.
2. BkntouyeHue/BbikntoveHne dyHkumm GVRP Ha nopty.
3. Bkntoyenune pyHkumm GVRP B KOMMyTaTope.

1. KoHdurypauna Tanmepa GARP.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

garp timer join <200-500> garp timer leave <500- | KoHdurypupoBaHue TanmepoB
1200> garp timer leaveall <5000-60000> yOepXaHusi, CrusHus M Bbixoda Ans

no garp timer (join | leave | leaveAll) GARP.
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2. BkmoyeHue/BblknoyveHe dyHKummn GVRP Ha nopty.
KomaHpa OnucaHune
Pexum KoHduUrypupoBaHusa noprta
gvrp BkntoveHne/BbiknoveHne dyHkumn GVRP Ha nopTy.
no gvrp

3. BknoyeHve dyHkumn GVRP B KomMyTaTope.

KomaHpga OnucaHue

Pexum rmob6anbHoro KoHcgpurypuposaHus
gvrp BkntoveHne/BbiknoveHne dyHkuun GVRP B kKommyTaTope.
no gvrp

15.7.3. Mpumepbl npumeHeHuss GVRP

CueHapun 1:

PC1

1/0/10
SwitchA

1/0/11

SwitchB SwitchC

PC 2

PucyHok 40. Tunu4dHas Tononorus npumeHeHms GVRP

[Ons nonyveHns uHdopmaumm gnHamudeckon pernctpaumm VLAN 1M ee obHoBneHust Ha
KOMMyTaTopax AOSmKeH ObiTb ckoHdurypmnposaH npotokon GVRP.

CKoHdpurypuposaHHbii Ha kommyTtaTopax A, B n C npotokon GVRP, no3sonsieT gnHamn4yeckn
ckoHdurypmposatb VLAN 100 Ha kommyTaTope B n gBym paboynm ctaHumMsm, NOAKIKOYEHHbBIM
K VLAN 100 Ha kommyTatopax A u C cBs3aTbCa Mexagy cobon 6e3 craTuieckoro
koHdpurypuposanuss VLAN 100 Ha kommyTaTtope B.

O6BbEeKT HaCTPOUKMU

OnucaHue o6 bLEKTa HaCTPOMUKMU

VLAN100

MopTbl 2-6 Ha kommyTaTopax A u C.

Trunk port

MopTbl 11 Ha kommyTaTopax A n C, nopTbl 10, 11 Ha
KommyTaTope B.

GVRP B  pexume
KOHpurypuposaHus

rnod6anbHOro

KommyTtaTtopsl A, B, C.
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O6BbLEeKT HACTPOMKMU OnucaHue o6 beKTa HaCTPOMKM

GVRP B pexume KoHpurypuposaHus | MNoptel 11 kommytaTtopoB A n C, noptel 10, 11
nopToBs KommyTaTopa B.

Moakntounm aBe paboume ctaHumm k noptam VLAN 100 Ha kommyTaTopax A n C, nogknioymm
nopt 11 Ha kommyTaTope A K nopTy 10 Ha kommyTaTope B u nopT 11 Ha KommyTaTope B Kk nopTy
11 Ha kommyTaTope C.

Llaru koHcUrypaumm onucaHbl HUXe:

KommyTaTop A:
Switch(config)# gvrp
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
Switch(Config-Vlan100)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit

KommyTaTop B:
Switch(config)#gvrp
Switch(config)#interface ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport mode trunk
Switch(Config-If-Ethernet1/0/10)# gvrp
Switch(Config-If-Ethernet1/0/10)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit

KommyTtaTop C:
Switch(config)# gvrp
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
Switch(Config-V0an100)#exit
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-1f-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit
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15.7.4. YctpaHeHne HeucnpaBHocten GVRP

Cuetunk GARP, yCcTaHOBMNEHHbLIN Ha TPaAHKOBLIX NMopTax Ha 0BOMX KOHLUax MarmcrpasnbHOM
NMHUM OOMKEeH ObITb OAMHaKoOBbIM, B NpoTMBHOM cnydae GVRP He cmoxeT pabotaTb
HopmanbHO. PekomeHnayeTcs nsberate ogHoOBpeMeHHoM paboThl npoTokonioB GVRP 1 RSTP Ha
y3ne. Ecnu TpebyeTca BkniounTb npotokon GVRP, Heob6xoanmo cHavana BbIKMHYUTb PYHKLUMIO
RSTP Ha nopTax.
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16. HACTPOUKA TABNULIbI MAC-AJPECOB
16.1. O6wme cBegeHnsn o Tabnuue MAC-appecoB

Tabnuua MAC-agpecoB — a1o Tabnuua cootBeTcTBUN MAC-agpecoB yCTPOWUCTB Has3HavYeHUs
noptam kommyTtatopa. MAC-agpeca OenaTcs Ha cTaTudeckne u anHamudeckune. Ctatudeckmne
MAC-agpeca BpYy4HY0 CKOH(pUTypuUpoBaHbl NONb3oBaTENEM, UMEKOT HAUBbLICLLMIA MPUOPUTET U
OENCTBYIOT MOCTOSIHHO (OHM He MoryT ObiTb 3amelleHbl guHamudeckum MAC-agpecamn).
[OuHamnyeckne agpeca 3anoMmMHAOTCS KOMMYTaTOPOM Mpy nepefade naketToB AaHHbIX, U OHU
OENCTBYIOT oOrpaHnyeHHoe Bpemsi. Korga kommyTtatop nonyvaet perM OaHHbIX Ang
nepeckisiki, oH coxpaHsaeT MAC-agpec UCTOYHMKa doperMa M COOTBETCTBYHOLMN eMy nopT
HasHayeHnda. Korga Ttabrnmua MAC-agpecoB onpaiwumBaeTcss Ha npeametr MAC-agpeca
npueMHuKa, MpuM  HaxXOXAEHUM HYKHOMO ajgpeca, MakeT [aHHbIX OTnpaBnsieTca Ha
COOTBETCTBYIOLLNA MOPT, B MPOTMBHOM Clydae KOMMYTaTop MNepecbiiaeT nakeT Ha CBOW
LUMpokoBeLlaTenbHbI fJoMeH. Ecnn aguHammnyeckmn MAC-agpec He BCTpeYvaeTes B nakeTax asis
nepechbifikn  AnuTensHOe BpeMsl, 3anMcb O Hem yaanseTtcsa u3 Tabnuubl MAC-agpecoB
KomMMyTaTopa.

[nsa Tabnmubl MAC-agpecoB onpeaeneHbl ABe onepawmm:

1. MMony4eHne MAC-agpeca.

2. OtnpaBka unu punbTpaumusa naketa AaHHbIX B COOTBETCTBUM C Tabnuuen
MAC-agpecos.

16.1.1. Mony4yeHune Tabnuubl MAC-agpecoB

Tabnuua MAC-agpecoB MOXeT BbITb MOCTPOEHa cTaTUYeckn unn guHamudeckn. Ctatmyeckum
KOHUrypupoBaHMeM HacTpavmBaeTca cooTBeTcTBue mexay MAC-agpecamum u nopTamu.
OunHamnyeckoe obydeHne — 3TO Mpouecc, Korga KOMMyTaTtop W3ydaeT CBA3W Mexay
MAC-agpecamu 1 noptaMmn n perynspHo obHoensaeTt tabnuuyy MAC-agpecoB. B aton cekummn
Mbl OCTAHOBUMCS Ha NpoLlecce AMHaMNYecKoro nocTpoeHus Tabnuusl MAC-agpecos.

1/0/5 E B 1/0M12

=l =

AFEEEEEERRR
—J = L T T
PC1 PC2 PC3 PC4
08-C6-B3-11-11-11 08-C6-B3-33-33-33

PucyHok 41.[lnHammnyeckoe noctpoeHne tabnmubl MAC-agpecos

Tononorus Ha pUcyHke Bbile: 4 KOMMbOTEPA NOAKMNIOYEHbI K KomMmyTaTopy, rae PC1 n PC2
npuHagnexat OAHOMY (U3MYECKOMY CerMeHTy (OOMEHYy KOnnuaun), OU3NYEeCKUn CermeHT
nogkntoyeH k nopty 1/0/5 kommytaTtopa, PC3 n PC4 npuHagnexart k gpyromy cumsndeckomy
CerMeHTy, nogknoveHHomy Kk nopty 1/0/12 kommyTtaTtopa.

HauyanbHasa Tabnuua MAC-agpecoB He COOEPXKUT HUKAKMX 3HA4YeHUn. BosbMem and npumepa
npouecc ceasn mexay PC1 n PC3. lMNMpouecc 0byyenna MAC-agpecam, crieqyoLwmm:
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1. Korpa PC1 nocbinaet coobuieHne k PC3, MAC-agpec ncrovHmka 08-C6-B3-11-1111-
11 v nopt 1/0/5 n3 atoro coobueHnst 3aHocaTcsa B Tabnuuy MAC-agpecoB
KomMMyTaTopa.

2. B 10 e Bpemsa koMMyTaTopy Hago NOHATb, kKak 4OCTaBUTb coobLleHne Ha agpec 08-
C6-B3-33-33-33. Tak kak Tabnuua cogepXxnT 3anucb Tonbko aAns agpeca 08-C6-B3-
11-11-1111 n nopta 1/0/5, a ansa agpeca 08-C6-B3-33-33-33 HUKaKNX 3anncen HerT,
KOMMYTaTOp paccbinaeT AaHHoe coobLieHne Ha Bce CBOM NOPTbI (Npeanonaraem, Yto
BCe MOPTbI NpuHaanexat no ymonyaHuio VLANL).

3. PC3 u PC4 nonyyvatoT coobuieHune, nocnaHHoe PC1, Ho PC4 He oTBeYaeT Ha 3TO
coobueHne, Tak kak agpec npmemHuka 08-C6-B3-33-33-33, n otBevatb Ha Hero bygeT
Tonbko PC3. Korga nopt 1/0/12 nony4yaeT coobiieHne, otnpasneHHoe PC3, B
Tabnuuy MAC-agpecos gobasnsietca 3anncb 0 MAC-agpece 08-C6-B3-33-33-33 u
cooTBeTCTBYIOLWEM eMy nopTte 1/0/12.

4. Tenepb Tabnuua MAC-agpecoB nveet Ase amHamudeckme 3anncu: MAC-agpec 08-
C6-B3-11-11-11-11 — nopT 1/0/5 n 08-C6-B3-33-33-33 — nopT 1/0/12.

5. Tllocne obmeHa naketamu mexay PC1 n PC3, kommyTaTtop 6onbLue He nonyyaet
naketos, otrnpasneHHbix PC1 n PC3. 1 3anncu B Tabnuue MAC-agpecos,
COOTBETCTBYIOLLMNE 3TMM ycTporcTBam yganaotcsa yepes 300 nnm 2x300 cekyHg (T.e.
npocTtoe unu asoriHoe BpeMs xnsHn). 300 cekyHa 30eCb 9TO BPEMS XKU3HU MO
yMon4yaHuio ang sanmcen B Tabnuue MAC-agpecoB. Bpems XunsHn MoxeT 6bITb
N3MEHEHO Ha KOMMYyTaTope.

16.1.2. NMepecbinka nnu dpunbTpauua Kagpos

KommyTaTop noceinaet nnm oTpunbTpoBbIBAET NPUHMMaeMble NakeTbl AaHHbIX B COOTBETCTBUN
¢ Tabnmuen MAC-agpecoB. PaccmaTtpuBasa ansa npuMmepa puUCyHoK Bbllle, Npeanonaraem, 4to
KommyTaTop uayuun agpeca PC1 n PC3, 1 nonb3oBaTenb BPyYHYO HAacTpOW COOTBETCTBUE
noptoB ans PC2 n PC4. Tabnuua MAC-agpecoB KomMmyTaTopa OyaeTt crieaytoLlen:

MAC-appec Homep nopTta Kem nob6aBneHa 3anucb
08-C6-B3-11-11-11 1/0/5 OunHamnueckoe obyyeHne
08-C6-B3-22-22-22 1/0/5 CraTtudyeckasa koHdurypaums
08-C6-B3-33-33-33 1/0/12 OunHamnueckoe obyyeHne
08-C6-B3-44-44-44 1/0/12 CraTtudeckasa koHdUrypaums

1. OTnpaBka nakeToB B COOTBETCTBMM C Tabnuuen MAC-agpecos.

Ecnn PC1 nocbinaet nakeT k PC3, komMmyTaTop OTnpaenseT gaHHble, NOfly4YeHHbIe C nopTa
1/0/5 Ha nopTt 1/0/12

2. ®unbTpaums gaHHbIX B COOTBETCTBMM C Tabnmuen MAC-agpecos.

Ecnn PC1 nocbinaetr coobuwenne PC2, kommytatop, nposepuB Tabnuuy MAC-agpecos,
HaxoguT PC2 n PC1 B ogHOM (p13n4eckoM cermMeHTe 1 oTunbTPOBLIBAET 3TO coobLueHne (To
ecTb cOpacbiBaeT aT0 coobLleHme).

KommMyTaTopoM MoryT nepecbinatbcs Tpy Tuna Kagpos:

e Broadcast frames;
e  Multicast frames;
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Unicast frames.

[anee onucbiBaeTcs, Kak KOMMYTaTOp pa60TaeT CO BCEMMU TpemMsda TUNnamMn NakeToB:

1.

Broadcast frame: KommyTtaTtop MoXeT onpenensaTs KOnnmaum B JOMeHe, HO TOSbKO He
OnNs wmpokoBelwaTenbHbIX AOMeHOB. Ecnin VLAN’bI He yCTaHOBMEHbI, BCe
YCTPOWCTBA, NOAKMOYEHHbIE K KOMMYTaTOpPY, CYATAIOTCS HAXO4AWNMUCSA B OAHOM
LnpokoBeLlaTensHoM gomeHe. Korga kommyTtaTtop nonydvaet Broadcast frame, oH
nepecbinaeTt ero Bo Bce nopTbl. Ecnn VLAN’bI CKOHGpUIypmpoBaHbl, Tabnuua
MAC-agpecoB aganTupyeTcsi B COOTBETCTBMU C JOMNOSTHUTENBHOW MH(popMmaLmen o
VLAN’ax. B aTom criydyae kommyTaTop oTnpasndeT operim TONbKO Ha NopThl,
Haxopsdwmecs B ToM xe VLANe.

Multicast frame: ecnn MHorononb3oBaTeNbCKUN JOMEH HEU3BECTEH, KOMMYTAaTOP
paccbinaet ppenm B ToMm Xe VLANe, Ho, ecnu BkntodeHa dyHkums IGMP snooping
NN CKOHMUrypupoBaHa ctaTuyeckas MHOronosib3oBaTesnbckas rpynna, KoMmmyTaTop
OyaeT nocbinaTh 3TOT PperiM B NOPTbI MHOrOMNOMNb30BaTENLCKOW MPYMnbI.

Unicast frame: ecnu VLAN'bl He ckOHGUrypmpoBaHsbl, To, ecnn MAC-agpec
npuemMHuka ectb B Tabnuue MAC-agpecoB KOMMyTaTopa, KOMMyTaToOp HaNpsaAMyto
nepecninaeT nakeT B COOTBETCTBYOLWMA NopT. Ecnn e agpec npveMHuka B Tabnuvue
He HangeH, KOMMyTaTop AenaeT LWMPOKOBELLATENBbHYHO pacChbifiky 3TOro dpenma.
Ecnn VLAN’bl ckOHGUIryprpOBaHbl, KOMMYTaTop pacceinaet Unicast frame Tonbko
BHyTpu ogHoro VLAN’a. Ecnn MAC-agpec HangeH B Tabnuue, HO NpUHagnexuT
apyromy VLAN’y, kOMMyTaTop AenaeT LWMPOoKoBeLLaTernbHY pacchbifiky doperiva B
ToM VLANe, K KOTOPOMY NpUHALNEXNT Ppenm.

16.2. KoHdurypupoBaHue tTabnuubl MAC-agpecoB

no mac-address-table aging-time

1. KoHdurypuposaHne BpemeHn xun3Hn MAC-agpecos.
2. KoHdurypmnpoBaHue ctatmyeckon ounbTpaunmn unm nepechbinku.
3. OuucTtka gnHamundeckon Tabnuusl MAC-agpecos.
1. KoHdurypuposaHne BpeMenmn xun3Hn MAC-agpecos.
KomaHaa OnucaHue
Pexum rmo6anbHOro KoHUrypmpoBaHus
mac-address-table aging-time <0Jaging-time> KoHdurypypoBaHne  BpPEMEHM  XKWU3HU

MAC-agpecos

2.  OuwucTtka gnHammndeckon Tabnuubl MAC-agpecos.
KomaHaa OnucaHue
Pexunm agpMmHucTpatopa
clear mac-address-table dynamic [address | OuucTtka ONHAMUYECKON Tabnuupl

<mac-addr>] [vlan <vlan-id>] [interface [ethernet | MAC-agpecoB
| portchannel] <interface-name>]
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3. KoHdurypmposaHue ctatmyeckon hunbTpauumn unm nepechbIinku.

KomaHpa

OnucaHue

Oo6wumn pexmm

mac-address-table {static | static-multicast |
blackhole} address <mac-addr> vlan <vlan-id>
[interface [ethernet | portchannel]
<interfacename>] | [source|destination|both]

no mac-address-table {static | static-multicast |
blackhole | dynamic} [address <mac-addr>] [vlan
<vlan-id>] [interface [ethernet | portchannel]
<interface-name>]

KoHduryprpoBaHue crtatuyeckux 3anucemn
ansi MAC-agpecos, cTaTu4yecKkux
MHOrOMoJsib30BaTeNbCKNX 3anncen,
3anncen omnbTpaumm NakeTos.

4. Hactporika obydyeHnsa MAC-agpecoB Yepes yrnpasreHne npoLeccopomM.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypuposaHus

mac-address-learning cpu-control
no mac-address-learning cpu-control

BkntoyeHune/oTknoueHme 0by4yeHus
MAC-agpecoB Yepes ynpasnerHne CPU

5. HacTpoiika 3awmTbl OTKOMNN3NA.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

mac-address-table avoid-collision
no mac-address-table avoid-collision

BkntoyeHne/oTkntoueHne
Tabnuubl KOnmmnaumm
BblaaHHbIX ffp

dOyHKLNK
MAC-agpecos,

show collision-mac-address-table

NokasbiBaeT KONNM3nm

MAC-agpecos

Tabnuuy

Pexunm agMmHucTpatopa

clear collision-mac-address-table

Ouunctntb Tabnmuy MAC-agpecoB

16.3. NMpumepbl TUNUYHOWN KOHdUrypauum

CueHapui:

UeTblpe KOMMbIOTEPA, KaK MOKa3aHO Ha PUCYHKe, NoakmntoyeHbl kK noptam 1/0/5, 1/0/7, 1/0/9,

1/0/11  kommyTaTtopa.

Bce 4 «komnbioTepa npuHagnexat no ymondaHuio VLAN1. B

COOTBETCTBMU C TpeboBaHMAMU K CETU, BKOYEHO obyyeHue AuHamunydeckum agpecam. PC1

(@ arecy
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COOEPXUT BaKHble OaHHble, N HEOOCTYNEeH ANSA APYrMX KOMMbOTEPOB U3 OPYrnX dn3nN4ecKknx
cermeHToB; PC2 n PC3 ctaTudeckn npunucaHbl K noptam 7 1 9, COOTBETCTBEHHO.

1/0/5 1/0/11
1/0/7 EB 1/0/9
—

\- EEEEEEEEEOAN
— =4

PC1 PC2 PC3 PC4
08-C6-B3-11-11-11 08-C6-B3-22-22-22 08-C6-B3-33-33-33 08-C6-B3-44-44-44

PucyHok 42. Tunu4dHbii npumep koHdurypaumm tabnuusl MAC-agpecoB

OT1anbl KOHUrypaumm nokasaHbl HAXeE:
1. YcraHoBka MAC-agpeca 08-C6-B3-11-11-11 PC1 kak dounbTpyemoro.
Switch(config)#mac-address-table static 08-C6-B3-11-11-11 discard vlan 1
2. YcraHoBka ctaTudeckon ceasm ana PC2 n PC3 ¢ noptamm 7 1 9 COOTBETCTBEHHO.

Switch(config)#mac-address-table static address 08-Cé6-B3-22-22-22 vlan 1
interface ethernet 1/0/7

Switch(config)#mac-address-table static address 08-C6-B3-33-33-33 vlan 1
interface ethernet 1/0/9

16.4. YcTpaHeHue HeucnpaBHOCTEN, CBA3aHHbIX ¢ Tabnuuen MAC-
aapecoB

Ecnn npn ncnonb3osaHun komaHabl show mac-address-table, 6bi/10 BbISCHEHO, YTO Ha NOPTY
npownsowen céorn obyverHnss MAC-agpecam yCTPOWCTB, NOOKIHOYEHHBIX K HEMY.

Bo3moxHble NPUYUHDbI:

o [logknioyeHHbI kabenb NOBPEXOEH.

e Ha nopty BkmtoveH Spanning Tree B cTtaTyce «discarding» mnu NopT TOSMbKO 4YTO
nogknouunnca n Spanning Tree noka B cTaTyce BblMUCIEHNS AepeBa. [Joxxantech, noka
BblYMCINEHNE CTPYKTYPbI 3aKOHYMTCSA 1 NopT obyuntca MAC-agpecy.

e Ecnu npo6nembl, onucaHHble Bbile, He 0BHapYy»KeHbl, NPOBEPbLTE NOPT KOMMyTaTOpa M
CBSDKMTECH C TEX.NOAAEPXKKOWN AN pelleHns npobnemsi.

16.5. JononHuTtenbHble (pbyHKUMM Tabnuubl MAC-agpecoB
16.5.1. Npuenaska MAC-agpecoB

16.5.1.1. O6wme cBeaeHusn o npuBsaske MAC-agpecoB

BonbLWNMHCTBO KOMMYTaTOPOB NOAAEPXMBaOT pexnm obyveHna MAC-agpecam. Kaxagpii nopt
MOXeT AMHaMW4YeCcKM 3anoOMHUTb Heckonbko MAC-agpecoB, Takum o06Opa3om BO3MOXHA
nepefaya NOTOKOB AaHHbIX Mexay m3BecTHoiMu MAC-agpecamu BHyTpu nopta. Ecnu cpok
*n3um MAC-agpeca WCTeK, NakeT, HanpaBfeHHbI Ha 3TOoT agpec, OyageTr pasocnaH
LUMpoKoBeLLlaTesibHO.
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Opyrumun cnosamu, MAC-agpec, kotopomy obyuuncst nopT, GyaeT ucnonb3oBaTbCcs Ans
nepejayv nakeToB K 3TOMy nopTy. Ecnu coeguHeHwe nepeknioveHO Ha Opyron nopr,
KOMMYTaTOp CHOBa BbINONHUT 0byyeHne MAC-agpecy n GyaeTt nepepaBaTtb AaHHbIE HOBOMY
nopTy.

OpaHako, B HEKOTOPLIX Cry4asx NonutvMka ynpaBneHuss UNn CEKPEeTHOCTU MOXeT TpeboBaTb,
yTobbl MAC-agpeca Obinn MNpuKpenneHbl K nopTamM, WU TOMbKO MOTOKUM C MPUBSI3AHHbLIX
MAC-agpecoB ©OyayT nponyckaTbCsi K Mepecbiike Ha nopT. To ecTb, Mnocne npuBsA3Kn
MAC-agpeca k nopTty, B 3TOT MOPT MOryT nepefasaTbCs TOSbKO AaHHble, npefHa3HadYeHHble
ans gaHHoro MAC-agpeca. [NoToku AaHHbIX, NpegHasHavyeHHble ana apyrmx MAC-agpecos, He
NpuBA3aHHbIX K AaHHOMY NOPTY, HEe ByAyT NponyckaTbCsl Yepes noprT.

16.5.1.2. HacTtpouka npuBsaskm MAC-agpecoB

BkntoveHne dyHkuumn npmesasku MAC-agpecoB Ha nopry.

Mpuesaska MAC-agpeca K nopry.

KoHdpurypaumsa napameTtpoB dyHKUMM npuBsadaHHbix MAC-agpecos.
KoHdpurypaumsa nosyLwikun ansa ysegomnenni o MAC-agpecax.

S

1. BkniodeHue pyHkumm npmeaskm MAC-agpecoB Ha nopTy.

KomaHpa OnucaHune

Pexunm koHcurypmpoBaHusa nopTta

switchport port-security Bkntouenne dyHkumn npueaskm MAC-agpeca Ha nopTy u
dukcaumss nopta. Korga nopT 3admkcuMpoBaH, (OyHKUMS
obyyeHns MAC-agpecam BblknoyeHa: KomaHga «no
switchport port-security» BbIkno4aeT QYHKUUIO MPUBA3KN
MAC-agpeca Ha nopTy M BoOcCCTaHaBnueaeT QYHKUNIO
0by4yeHns MAC-agpecam Ha nopTty

no switchport port-security

2. ®ukcauma MAC-agpeca Ha nopTy.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

switchport port-security aging BkntoyaeT yHkunio Tammepa dukcaumm

no switchport port-security aging nopra.

KomaHga «no switchport port-security aging»
BOCCTaHaBMMBaET 3Ha4YeHUe Mo YMONYaHuIo.

switchport port-security mac-address | [JobaBnsieT craTtnyeckme ©es3onacHble
[<macaddress> | sticky] MAC-agpeca.

no switchport port-security mac-address | KomaHga  «no  switchport  port-security
[<mac-address> | sticky] macaddress» yaoanset cTaTnyeckue
6es3onacHble MAC-agpeca.
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KomaHpa OnucaHue

Pexunm agmMmHucTpaTopa
clear port-security dynamic [address | Oumwaer  guMHamuyeckve — MAC-agpeca,

<macaddr> | interface <interface-id>]

Bbly4€HHbIE€ Ha YyKa3aHHOM MNOpPTY.

3. KoHdwurypaumsa napameTpoB npueaskm MAC-agpecos.

KomaHpa

OnucaHue

Pexum KoHdurypupoBaHusa nopTta

switchport port-security maximum <value>
no switchport port-security maximum <value>

YctaHaBnuBaet MakcumarnbHoe 4yncrno
f6esonacHbix MAC-agpecoB Ha  nopTy;
KOMaHga «no  switchport  port-security

maximumy BOCCTaHaBNMBaET 3HAYeHWe Mo
YMOIYaHWIO.

switchport port-security violation {protect |
restrict | shutdown} [recovery]

no switchport port-security violation

YCcTaHOBKa pexvMa HapylleHusi Ha nopTy;

KOMaHga «no  switchport  port-security
violation» BoccTaHaBnMBaeT 3HAYeHWE Mo
YMO4YaHuto.

16.5.1.3. YcTpaHeHue npobnem npuBsaskn MAC-agpecoB

BkntoueHve npussaskn MAC-agpecoB Ha MOpTy MOXET ObiTb HeydauHbIM MO HECKONbKUM
npuunHam. Huwxke NnpMBoaUTCS HECKONBKO BO3MOXHbIX MPUYMH U UX YCTPaHEHWe:

o Ecnu npuesasanHbii MAC-agpec HeQOCTYMNEH Ha NopTy, yoeanTech, 4To NOPT HE BXOOMUT
B port-aggregation 1 He CKOHUrypmpoBaH Kak TpaHKoBbln. [puBasaHHbin MAC-agpec
YHUKaNeH B KOHKPEeTHOM KOHdurypauun. Ecnn Bbl xotute npuBasate MAC-agpec,
PYHKUMW, YNIOMSIHYTbIE BblLE, AOMMKHbI ObITb BbIKMHOYEHbI.

e Ecnu GesonacHbIi agpec YyCTaHOBMNEH Kak CTaTUYECKUA agpec W yaaneH, Torga aToT
©e3onacHbli agpec He MoXeT ObiTb MCNONb30BaH, XOTs OH M GydeT cywecTeBoBaTh.
Mcxopa s atoro, pekomeHayeTcst usberatb Ha3HaYeHUs1 CTaTUYECKUX agpecoB Ansd
NnopToB, 4S9 KOTOPbIX BKIToYeHa npusaska MAC-agpecos.

16.6. Kondurypauma MAC notification

16.6.1. BBegeHue B MAC notification

dyHkuma MAC notification npegHasHaveHa ana yeBegomneHusi. [Jobaensis vnmn ygansas
MAC-agpeca, a UMeHHO, Koraa 0o6aBnAlTCa UnNu ygansoTca YCTPOWCTBA, aAMUHUCTPaTop
OyneTt yBegomMneH 06 n3amMeHusax ¢ NomMoLLbio snmp Trap-coobLeHni.

16.6.2. KoHdurypauusa ysegomnenHnn o MAC-agpecax

1. Hacrtpowka rno6ansHO snmp.

2. Hactpowika rmobaneHoro MAC notification.
3. Hactponka nHtepsana ansa otnpasku MAC-yBeJOMNEHUNA.
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4. Hactponka pasmepa Tabnuupl ctopum.
5. Hactponka Trna nosywku MAC-yBegoMeHUNn, nogaepXneaemblx NOPTOM.
6. [MpocmoTp koHGUrypaumm n gaHHelx MAC-yBe4OMITEHUIA.
7. Owunctka ctatuctukn MAC notification.
1. Hactpowka rnobansHoro snmp trap MAC notification.
KomaHpa OnucaHue
FnobanbHbIN peXumM KOHUrypmpoBaHus

snmp-server enable traps mac-notification
no snmp-server enable traps macnotification

BkntovaeTt/BbikntovaeT rnobansHo snmp MAC
notification

2. Hactpowuka rnobanesHoro MAC notification.
KomaHpga OnucaHue
FnoGanbHbIN pexum KoHcurypmpoBaHusa
mac-address-table notification Bkntovaet/BbikntovaeT rnoGanksHo MAC
no mac-address-table notification notification
3. HacTtpoiika nHtepsana gnsa otnpasku MAC-yBeLOMITEHUA.
KomaHaa OnucaHue
FnobanbHbIN peXumMm KOHUrypmpoBaHus
mac-address-table notification interval <0- | Hactpoka wuvHTepBana Aand  OTApaBku
86400> MAC-yBegomMmneHun, KomMaHga no

no mac-address-table notification interval

BOCCTaHaBIMBaeT HaCTpOVIKVI no ymMoJ14aHuto

4.

HacTponka pa3amepa Tabnumubl UICTOPUMN.

KomaHpa

OnucaHue

FnobanbHbIN peXxum

KOHdUrypupoBaHus

mac-address-table notification history-size <0-
500>

no mac-address-table notification historysize

HacTtponka pasmepa Tabnvubl WCTOPUM,
KOMaHZa no BOCCTaHaBNMBaET HACTPOWKMN MO
YMOJYaHWIO
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5. Hactponka Tnna nosywku MAC-yBegoMeHnn, nogaepXnsaembolix NnopToMm.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

mac-notification {added | all | removed} HacTtponka wnn cTtupaHue Tuna JoOBYLUKK
MAC-yBegomMmneHun, noggepkuBaembix
nopTom

no mac-naotification

6. [MpocmoTp koHGUrypaumm n gaHHelx MAC-yBeaOMIIEHUIA.

KomaHpa OnucaHue

Pexunm agmmHucTpatopa

show mac-notification summary MpocmoTp KoHpUrypaumm u gaHHbix MAC-yBefOMMNeHN

7. OuucTtka cTaTUCTUKK NoBYLKN MAC-yBeOOMITEHUNA.

KomaHpa OnucaHue

Pexunm agMuHucTpatopa

clear mac-notification statistics OuucTtka cTatucTukm nosywkn MAC-yBegoMIEHUN

16.6.3. NMpumep MAC notification

IP-agpec ctaHumn ceteBoro ynpasneHuss (NMS) 1.1.1.5, IP-agpec areHta 1.1.1.9. NMS
nonyunt Trap-coobweHne ot areHTta. (Mpumedvanme: NMS MOXeT yCTaHOBUTbL MNPOBEPKY
NOANMHHOCTM B CTPOKY XapakTep nosyLku) MNpoueaypa KoHdurypaumm:

Switch(config)#snmp-server enable
Switch(config)#snmp-server enable traps mac-notification
Switch(config)# mac-address-table notification

Switch(config)# mac-address-table notification interval 5
Switch(config)# mac-address-table notification history-size 100
Switch(Config-1f-Ethernet1/0/4)# mac-notification both

16.6.4. YcTpaHeHne HeucnpaBHocten MAC-yBegoMneHun

Ybeantecb, 4TO coOOLIEHNE NOBYLUKM OTNPaBNSAETCS YCMNewHo koMaHaon show n oTnagkon
KomMaHabl snmp.
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17. HACTPOUKA NMPOTOKOJIA MSTP
17.1. O6wume cBegeHnsa o MSTP

MSTP (Multiple STP) — HoBasi peanu3aumss npoTokona spanning-tree, ocHoBaHHas Ha
npotokonax STP n RSTP. OH paboTtaeT Ha niobbix KOMMyTaTtopax rfokanbHbix ceTen. OH
BbluncnsaeT obuiee 1 BHyTpeHHee ceasytowee aepeso (CIST — common and internal spanning
tree) ons Bcen ceTu, KOTOPOE COAEPXKUT YCTPOMUCTBA, nogaepxumeaowme MSTP, STP n RSTP.
OH TaK e BblMUCNAET He3aBUCUMbIE IK3EMMNIISAPbI MHOXECTBa cBA3yowWmx aepesbes (MSTI —
multiple spanning-tree instances) ansa kaxgow o6bnactm MST (MSTP domain). B MSTP
nucnonb3yetca agantupoBaHHas Bepcus npoTtokona RSTP, obecneunBatowiero ObiCTpyto
CXOAMMOCTb NPU NOCTPOEHUN CBA3YIOLLErO AepeBa, NPU 3TOM OOHOMY M TOMY Xe 3K3eMnnspy
CcBA3ylOLlEro pgepeBa MOXeT OblTb conoctaBneHo MHoxectBo ceten VLAN. MSTP
obecneumBaeT pasnuuyHble MapLpyTbl AN nepefayn gaHHbIX U no3sonseT 6anaHcuposBaTb
Tpaduk. bonee Toro, Tak kak MHoXxecTBeHHble VLAN'bI UICNONb3YIOT OAMH U TOT Xe 3K3eMnnap
ceasyowero gepesa, MSTP MoXeT ymeHbluaTb KOMMYECTBO MOCTPOEHHbIX OEPEBLEB, YTO
No3BONSAET YMEHbLUNTb HAarpy3Ky Ha NPOLIECCOP M YMEHbLUUTL Cny>kebHyto NoNnocy Ha KaHanax.

17.1.1. Pernoxn MSTP

Tak kak oQHOMY 3K3eMMnspy CBA3YHOLWEro gepeBa MOXeT OblTb COMOCTaBIIEHO MHOXECTBO
VLAN, komuteT, paspabatbiBatowmin ctangapt IEEE 802.1s npeanoxun passuTb KOHLENUMIO
MST. MST wucnonb3yetca Ans npuBaskM KoHkpeTHOM VLAN K KOHKpETHOMY 3K3eMnnspy
CBA3ylOLLEro Aepesa.

PermoH MSTP coctonT w3 O0OHOMO WM  HECKOSIbKMX KOMMYTATOpPOB C OAWHAKOBbLIM
ngeHtngpukatopom MSID (MST Configuration Identification) n nokanbHon ceTn (KOHKPETHbIN
KommyTaTop B pernoHe MSTP gaBnseTcsa HasHavyeHHbIM (designated) koMmyTaTopoM fioKanbHON
CeTn, Ha KOMMyTaTopax, 3aKpensieHHbIX 3a NokanbHOW ceTbto, NpoTokon STP He paboTaer).
Bce kommyTtaTtopbl B ogHoM MSTP-pernoHe umetot ognd MSID.

MSID cogepxuT Tpn atpmnbyTa:

e  KOHpurypaumoHHOe UMsi: COCTOUT 13 undp n byks;

e HOMep Bepcuu;

e  KpaTkoe onuncaHue koHdurypuposaHud: cetu VLAN, cooTBeTCTBYIOLLME IK3EMMNAPaM
CBA3YIOLLEro Aepesa;

KommyTaTopbl C 0AMHAKOBLIMM BbILLEONMCAHHBIMU aTpMbyTaMn CUMTaOTCA HaxoaaWMMUCS B
ogHom pernoHe MST.

Korma MSTP Bbuncniser CIST B nokanbHOM ceTm C KoMMmyTatopamu, pervoH MST
paccmaTpMBaeTCs Kak OgMH KOMMyTaTop. PaccMOTpMM pPUCYHOK HUXKeE:

142

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3osatend QSW-3750

HACTPOWKA NMPOTOKOINA MSTP " www.gtech.ru |

Root SwitchA Root SwitchA

SwitchM SwitchB

SwitchE

/3

SwitchC SwitchD MST Region SwitchD

SwitchF

AV

PucyHok 43. Mpumep CIST u pervoHa MST

Ha cxeme, ecnn B ogHOM KomMmyTaTope ucnonedyetca STP, a B gpyrom RSTP, To nopT mexay
kommytaTopom M u kommyTtatopom B pormkeH 6bITb 6GnokuposaH. OpgHako, ecrnv B
KoMMyTaTopax obnactu, BblENEHHON MYHKTMPOM, ncnonbdyetca MSTP n ckoHurypupoBaH
OAWH 1 TOT Xe pernoH MST, To npotokon MSTP 6yget cumtaTb 3TOT PErMoH KOMMYTaTOPOM.
MoaTomy GnokupoBaH OAMH NOPT MEXAy KOMMYTaToOpoM B 1 KOpHEBbIM y3nOM; Kpome TOro,
6rokupoBaH oanH NopT kommyTaTopa D.

17.1.1.1. Onepauum BHYTpPU OOHOIO U TOro Xe pernoHa MSTP

Ok3emnnap cedasytowero gepesa (IST) ceasbiBaeT Bce kommyTaTtopbl MSTP-pervoHa. Korga
IST cowencs, kopHeBon y3en IST cTtaHoBUTCA ynpaensaowmm y3rnom IST — B HeM HaxoauTcs
KOMMyTaTop C HauMeHbLWMM ID MocTa 1 MeTpuKon MapLupyTa K kopHeBoMy yany CST. Ecniv B
ceTu nmmeeTcs TOMbKO OOWH PervoH, ynpasnswowmn ysen IST ogHOBpeMeHHO ABMASEeTCA U
KopHeBbIM y3riom CST. Ecnn kopHeBon y3en CST HaxoguTcs BHE pervoHa, ynpaensowuvm
yanom IST aensetcs oguH n3 kommyTtatopoB MSTP Ha rpaHuue pervoHa.

Mpwn nuanymnanmsaumm kommytatopa MSTP oH nockinaet naketel BPDU, B KOTOpbIX 06bABASET
cebs kopHeBbIM y3nom CST n ynpasnsowmm ysnom IST, npy 3TOM METPUKM MapLLpyTa K 3TUM
y3nam pasHbl Hyn0. Kpome Toro, KomMyTaTop MHUUManu3npyeTt Bce cBOM ak3emnnspbl MST v
o6baBnseT cebsa KOPHEBbLIM y3roM. Ecnv koMMmyTaTop NnpyHMMaeT MHOPMaLMIo OT KOPHEBOTO
yana MST BepxHero ypoBHsi (C MeHbLuM ID komMyTaTopa, MEeHbLUEN METPUKOM MapLUpyTa U T.
4.), COXpaHeHHyo ans nopTa, OH nepecTtaeT o6bsABNATL cebs ynpasnsaowmm yanom IST.

B pernoHe MST ynpaenstowun y3en IST siBnseTca e AMHCTBEHHbLIM 3K3EMIMIIIPOM CBSI3YHOLLETO
JepeBa, KOTOpbIA MNpuHMMaeT M nocbinaet nakeTbl BPDU. Tak kak naketel MST BPDU
cogepxaT nHgpopmauuo 060 BCex aK3emnndpax, YNCro Takmx naketos, KOTopoe TpebyeTcs
obpaboTaTb KOMMyTaTopy AONS MOOAEPXKKM MHOXECTBa 9K3EeMMNMAPOB CBA3YOLEro AepeBa,
3HaAYUTENbHO YMEHbLUAETCS.

Bce aksemnnsapbl MST ogHOro m TOro € permoHa COBMECTHO MCMONb3ylOT OOHU U Te Xe
Tanmepbl NPOTOKOMA, O4HAKO Kaxabl ak3emnnisap MST nmeeTt cBon cOBCTBEHHbIE NAapamMeTpsbl
Tonosnornn, Hanpuvep, |ID KOpHEBOro KOMMyTaTopa, METPUKY MapLUpyTa K KOPHEBOMY Y31y U T.

a.

17.1.1.2. Onepauuu mexagy permoHamm MST

Ecnu BHYTpM ceTu CyLLeCTByET HECKOSTbKO PETMOHOB UM B HEW YKE CYLLLECTBYOT KOMMYTaTOPbI
802.1D, MSTP cosgaeT n obcnyxumBaeT aepeo CST, koTopoe BktoyaeT Bce pernoHbl MST u
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BCe cyulecTBylolme kommyTaTtopbl ¢ STP B cetn. [na npeobpasoBaHus B gepeso CST
ak3emnnspbl MST kombuHupytoTes ¢ IST Ha rpaHuue pervoHa.

Ok3emnnap MSTI aBnseTcs ICTUHHBIM TOMBKO BHYTpU pernoHa MST. Oksemnnap MSTI Hukorga
He coBepLUaeT HMKaKux gencTeum ¢ aksemnnapamm MSTI gpyrmx pernoHos MST. KommyTaTopsb!
B permoHe MST npuHumatoT naketel MST BPDU gpyrux perMoHoB 4epes rpaHuyHble MopThl.
OHu mMoryT TOMbKO o6pabaTtbiBaTb MHGOpMaumio, oTHocswytoca Kk aepeBy CIST, wu
oTOpacbkiBatoT MHdopmaumo MSTI.

17.1.2. Ponu nopToB

Kommytatop MSTP npucsavBaeT noptam ponu, KOTOpble OHW AOSMKHbI UrpaTb B NMPOTOKONE
MSTP. Ponu noptoB gepea CIST: Root Port, Designated Port, Alternate Port, Backup Port.

Kaxgbin nopt MSTI wumeeT ewe ogHy ponb, 6onee BbicWero nopsigka, Yem
BblLLenepeyncneHHsle ponu: Master Port.

Ponu noptoB B gepese CIST (Root Port, Designated Port, Alternate Port, Backup Port) — Takue
Xe, YTo 1 npu npoTtokone RSTP.

17.1.3. bBanaHcupoBka Harpy3ku B MSTP

B permoHe MSTP cetn VLAN MoryT 6bITb NPUBA3aHbl K pa3finyHbiM 3K3eMnnsgpam, 4TO MOXeT
dhopmupoBaThb pasnuyHble Tononormn. Kaxapli aKk3emMnnsap HesaBucUM Opyr OT gpyra v 3To
Nno3BoSiieT UM MMeTb COBCTBEHHble aTpubyThbl, TakMe Kak NPUOpUTET YCTPOWUCTBA U METPUKY
nopra.

CneposatenbHo, ceTn VLAN pasnuyHbIX 3K3eMnisipoB UMEKT CBOU COBCTBEHHbIE MapLUpyThl.
[nsa Tpaduka ceten VLAN Takum obpasom nogaepxmaetcs 6anaHcMpoBKa Harpysku.

17.2. KoHdurypuposaHue MSTP

=

BkntoueHne npotokona MSTP n ycTaHoBKa paboyero pexunmva.
HacTtpoika napameTpoB 9K3eMNAsipOB CBA3YIOLLErO AepeBa.
HacTtpowka napameTpoB pernoHos MSTP.

HacTtpoika BpeMeHHbIX napameTpos MSTP.

HacTponka cyHkummn 6eictpon murpaumm MSTP.

HacTtpoika dhopmaTa nakeToB Ha nopTy.

HacTponka atpnbyToB CBA3YHOLLEINO AepeBa Ha NopTy.
HacTponka atpnbyToB snooping-kntoya ayTeHTudunkauuu.
HacTpoika pexnma FLUSH anst usmeHeHnin Tonosornn.

© XN~ LDN

1. BkntodeHune npotokona MSTP 1 ycTtaHoBKka paboyero pexuma.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHUA U PeXUmM KOHUrypmpoBaHUA nopTta

spanning-tree Bkntouenwne/BbikntoveHne MSTP
no spanning-tree
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KomaHpa

OnucaHue

Pexxum rno6anbHOro KoHUrypmpoBaHus

spanning-tree mode {mstp|stp|rstp}
no spanning-tree mode

YcTaHoBKka paboyero pexuma MSTP.

Pexum KoHduUrypupoBaHusa noprta

spanning-tree mcheck

Mp1HYANTENbHO yCTaHABNMBAET ANS NOPTa PEXUM
paboTel no npotokony MSTP

2. Hacrtpoiika napaMmeTpoB 3K3EMMNISAPOB CBA3YHOLLEro AepeBa.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypuposaHus

spanning-tree  mst
<bridge-priority>

<instance-id> priority

no spanning-tree mst <instance-id> priority

Mos3BonseT 3agaTb NPUOPUTET KOMMyTaTopa
ANA  yKa3aHHOTrO 3K3emnnsipa CBS3YHOLLEro
Aepesa.

spanning-tree priority <bridge-priority>
no spanning-tree priority

MosBonsieT HacTpouTb npuopuTeT
CBA3YIOLLEro AepeBa Ha KOMMyTaTope.

Pexunm koHdurypupoBaHus nopTta

spanning-tree mst <instance-id> cost <cost>
no spanning-tree mst <instance-id> cost

[ns ykasaHHOro 9K3eMnnsipa CBS3YHOLLEro
JepeBa MO3BOMSIET YCTaHOBUTb  METPUKY
MapLupyTa K nopTy.

spanning-tree mst <instance-id> port-priority
<port-priority>

no  spanning-tree  mst  <instance-id>

portpriority

Mos3BonsieT 3adaTb MpuopUTET nopTa Ans
yKasaHHOro 3K3eMNIsipa CBSA3YOLLEro AepeBa.

spanning-tree mst <instance-id> rootguard
no spanning-tree mst <instance-id> rootguard

Ona ykasaHHOro 9akK3emnnsipa CBA3YHOLIEro
JepeBa no3BondeT 3agaTb  3alUMLLEHHbIN
KopHeBon y3en. [lopTel, ANA KOTOPbIX
yCTaHOBMEHa 3awmTta, He MoryT ObiTb
npeobpa3oBaHbl B KOPHEBbIE MOPTbl APYrMX
TUMNOB.
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KomaHpa OnucaHue

spanning-tree rootguard Ona Tekywero nopta 3agaeTr  pexum

no spanning-tree rootguard 3aLLMLLEHHOro KOpPHEBOro nopra B
ak3emnnspe CBSA3YIOLLIEro Aepeal.

CKOH1rypmpoBaHHbIN 3aLULLEHHbBIA NMOPT He
MoxeT ObiTb NpeobpasoBaH B KOPHEBOW MOPT
OpyrMx TUMNoB.

spanning-tree [mst <instance-id>] loopguard

no spanning-tree
loopguard

[mst  <instance-id>]

BkntoueHne dyHKUMM OTCNeXnBaHUs neTnu B
KOHKpeTHOM 4acTHom gepeBe. KomaHgoa NO
OTKNIOYaET AaHHYO PYHKLMIO.

3. Hactponka napametpos pernoHos MSTP.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHcgpurypuposaHus

spanning-tree mst configuration
no spanning-tree mst configuration

Bxon B pexvMm KOHUrypvpoBaHus pervoHa
MSTP. Komanga NO BosBpallaet 3HadeHue
No YMOSYaHWIO.

Pexum koHdurypupoBaHusa permoHa MSTP

show

lMokasbiBaeT uHGoOpMaUMIO O
paboyen cucteme.

TeKyLLen

instance <instance-id> vlan <vlan-list>
no instance <instance-id> [vlan <vlan-list>]

lMos3BonseT cos3gaTbh 3K3EMMNsp CBA3YHOLLEro
AepeBa M yCTaHOBWUTb COOTBETCTBME Mexay
VLAN 1 3TUM 9K3eMnsipom

name <name>

lMo3BsongeT 3agatb MMs permoHa MSTP

no name

revision-level <level> MossongeT 3agaTtb HoMmeEp peBn3nn

no revision-level KOHoUrypuposaHusi permoHa MSTP

abort Bbixoq wn3 pexuma  KOHUrypmpoBaHUs
permoHa MSTP wu BO3BpaT B pPexXum
rno6anbHoro KOH(OUrypnpoBaHns 6e3

COXpaHeHus KoHurypaumm permoHa MSTP.
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KomaHpa OnucaHue

exit [Mo3BonseT coxpaHuTb caenaHHble HAaCTPOMKM
pervoHa MSTP, BbINTU U3 pexuma HaCTPONKK
permoHoB MSTP n BepHyTbCs B rnobanbHbIv
peXunm KOHOUIryprupoBaHuS.

no OTMeHa ogHOW KOMaHObl WAW YyCTaHOBKa

nepBoHa4vasibHOro 3Ha4YeHun4

4. HacTpoiika BpeMeHHbIX napameTpos MSTP.

KomaHpa

OnucaHue

Pexum rno6anbHOro KOHUrypmpoBaHus

spanning-tree forward-time <time>
no spanning-tree forward-time

lMo3BonsetT  3agatb  BpeMms
nepegayvm Ha KoMmyTaTope

3a0ePXKM

spanning-tree hello-time <time>
no spanning-tree hello-time

YcraHoBka BpemeHn Hello gna nocbinku
coobLeHnn BPDU.

spanning-tree maxage <time>
no spanning-tree maxage

YCTaHOBKM BPEMEHMU XN3HN coobLueHnin BPDU

spanning-tree max-hop <hop-count>
no spanning-tree max-hop

YcTaHOBKa MaKkcUMarbHOMo 4ncna Xonos Ans
coobuwennin BPDU B pernoHe MSTP.

5. Hactporika dyHKuum 6eicTpor murpaumumn MSTP.

KomaHaa

OnucaHue

Pexunm koHdurypmpoBaHus nopTta

spanning-tree link-type
{auto|forcetruelforce-false}

p2p

no spanning-tree link-type

YcTaHoBKa TMna nuHuMm nopTta

spanning-tree portfast [bpdufilter| bpduguard]
[recovery <30-3600>]

no spanning-tree portfast

MosBonsieT 3agatb MNOPT, KaK rPaHUYHbLINA.
Onuusa Bpdufilter cnyxut ana otbpacbiBaHns
npuHATbIX ~ coobwennn  BPDU.  Onuus
bpduguard npu npueme coobweHns BPDU
3akpbiBaeT nopt. lMapameTp no BbikNOYaeT
PEeXUM MOrpaHNYHOro nopTa, MPOUCXOAUT
npeobpasoBaHne B MOPT, KOTOPbIA He
Haxo4mMTCsa Ha rpaHuue

(@ arecy
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6. Hactponika dhopmaTa nakeToB Ha NopTy.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

spanning-tree format standard
spanning-tree format privacy
spanning-tree format auto

no spanning-tree format

Mo3BonseT HacTpouTb dopmaTt nakeTta
cesAsylowero gepesa nopta. [lpu Bbibope
onuMn standard nakeT  cooTBeTCTBYET
craHgaptam IEEE, npu onuuuprivacy naket
coBmectum c¢ CISCO, auto osHavaeT, 4TO
dopmaT onpeaenseTca No NPUHATOMY NakeTy

7. Hactponka aTpnbyToB CBA3YIOLLErO AepeBa Ha NopTy.

KomaHpa

OnucaHue

Pexunm koHcUrypmpoBaHusa nopTta

spanning-tree cost
no spanning-tree cost

Mo3BonsieT 3agaTtb METpPMKY MapLipyta K
nopTty

spanning-tree port-priority
no spanning-tree port-priority

MosBonseT 3aaath NpPMOpPUTET NopTa

spanning-tree rootguard
no spanning-tree rootguard

lNo3BonseT ycTaHOBUTL NOPT, Kak He KOPHEBOW

Pexum rmo6anbHOro KoHUrypmpoBaHus

spanning-tree  transmit-hold-count
holdcount-value>

no spanning-tree transmit-hold-count

<tx-

YcTaHoBka MaKCUMaribHOro 3HaYeHus
cyeTYMKa 3afepKKu nepeaaym Ha nopTy

spanning-tree cost-format {dotld | dotl1t}

YcTaHaBnuBaeT dopmaT METpPUKM MapLupyTa
dot1d unun dot1t

(@ arecy
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8. Hactponka atpubyToB snooping-kntova ayteHTudmkaumnn.
KomaHpa OnucaHue
Pexum KoHduUrypupoBaHusa noprta
spanning-tree digest-snooping [Mo3BonseT nopTty wMcnonb3oBaTb CTPOKY
ho spanning-tree digest-snooping ayTeHTudmkaumm napTHEPCKOro nopTa.
Komanoa NO BOCCTaHaBnmBaeT

Mcnosb3oBaHne CFeHepI/IpOBaHHOI;I CTPOKMW.

9. Hactpoiika pexuma FLUSH ans nameHeHuin Tononormm.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

spanning-tree  tcflush

protect}

{enable| disable|

no spanning-tree tcflush

Enable: cBasyloulee nepeBo cTpouTcd cpasy
npv N3MEHEHUW TOMOJSIOMNN;

Disable: cBasylowee gepeBo He CTPOUTCS Npu
N3MEHEHMM TOMOMNOrnK;

Protect: ceasyowee gepeBo cTpontca pas B
0ecATb CeKyHA,;

KomaHga no BoccTaHaBnuBaeT 3HAYeHME Mo
YMOJT4aHUO — U3MeHeHune npm wu3MeHeHun
Tononornu.

Pexunm koHdurypupoBaHus nopTta

spanning-tree  tcflush

protect}

{enable| disable|

no spanning-tree tcflush

Mo3BonseT HacTpouTb pexum flush gnga nopra.

KomaHpga no BOCCTaHaBNMBaeT
MCMNonb30BaHNe O6LLUMX HACTPOEK pexuma Ha
YCTPONCTBE.
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17.3. NMpumep npumeHeHusa MSTP

Root
SwitchA

SwitchD SwitchC

PucyHok 44. TunnyHbin cueHapuin npumeHeHns MSTP

CoegnHeHna Mexay KoMMyTaTtopamu MokasaHbl Ha pPUCYHKe Bblwe. Bce kommyTtaTopbl
paboTaoT B MSTP-pexume no ymonyaHutoo. VX npyoputeTsbl MOCTOB, NPUOPUTETHI NOPTOB U
CTOMMOCTb MapLUPYTOB AN NOPTOB CTOAT MO YMOMN4YaHUo (paBHbl). [MapameTpbl N0 yMOnyaHuio
AN KOMMYTaTOPOB MOKa3aHa HUXe:

MUma MocTa SwitchA SwitchB SwitchC SwitchD
Bridge MAC Address | 00-00-01 00-00-02 00-00-03 00-00-04
Bridge Priority 32768 32768 32768 32768
Port Port 1 128 128 128
Priority

Port 2 128 128 128

Port 3 128 128

Port 4 128 128

Port 5 128 128

Port 6 128 128

Port 7 128 128
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Uma mocTa SwitchA SwitchB SwitchC SwitchD
Route | Port1l 200000 200000 200000
Cost

Port 2 200000 200000 200000
Port 3 200000 200000
Port 4 200000 200000
Port 5 200000 200000
Port 6 200000 200000
Port 7 200000 200000

Mo ymonuanuio npotokonn MSTP cosgaeTt Tononormo gepeBa ¢ KOPHEM Ha koMMyTaTope 1.

MopTbl, 0603HayYeHHbIE «X» MMelT cocTosHue discarding (6nokupoBaHbl), Ha OCTarnbHbIX
nopTax nepegada paspeLueHa.

dTanbl HACTPOUKMU:
LWar 1. Hactpowka npueaskm noptoB K VLAN:
e CosgaTtb VLAN 20, 30, 40, 50 Ha SwitchB, SwitchC n SwitchD.
e Hactpoutb nopTbl 1-7 kak TpaHkoBble Ha SwitchB, SwitchC n SwitchD.
LWar 2. YcraHosuTb SwitchB, SwitchC 1 SwitchD kak npuHagnexawmx ogHomy gepesy MSTP:

e YcraHoBuUTb Ha SwitchB, SwitchC 1 SwitchD ogHo 1 To e umsa permoHa, coenagatoLlee
C UMeHeM gepeBa MSTP.

e [lpuesizate VLAN 20 n VLAN 30 Ha SwitchB, SwitchC 1 SwitchD k ak3emnnspy
cBA3yloLLero gepesa 3.

e [Mpunncate VLAN 40 n VLAN 50 Ha SwitchB, SwitchC n SwitchD k ak3semnnspy
cBsasyloLlero gepesa 4.

War 3. HactpouTtb SwitchC kak kopHeBON KOMMYTaTOp AN SK3EMMsSpa CBA3YHOLEro epesa
3. Hactpoutb SwitchD kak kopHEBOW KOMMYyTaTOP 41151 9K3EMMNsSpa CBA3YOLWEro gepesa 4:

e HacTtpouTb npvopuTeT KOMMyTaTopa Ans 3K3eMmnnsipa cBa3yollero gepesa 3 Ha
SwitchC kak 0.

e HacTtpouTb npuopuTeT KOMMyTaTopa Ans 3K3emnnsapa cBssywuwero gepesa 4 Ha
SwitchD kak 0.

[eTanbHasa KoHpUrypaums npmBegeHa Huxe:
SwitchB:
SwitchB(config)#vlan 20
SwitchB(Config-Vlan20)#exit
SwitchB(config)#vlan 30
SwitchB(Config-Vlan30)#exit
SwitchB(config)#vlan 40
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SwitchC:

SwitchD:

SwitchB(Config-Vlan40)#exit

SwitchB(config)#vlan 50
SwitchB(Config-Vlan50)#exit
SwitchB(config)#spanning-tree mst configuration
SwitchB(Config-Mstp-Region)#name mstp
SwitchB(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchB(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchB(Config-Mstp-Region)#exit
SwitchB(config)#interface e1/0//1-7
SwitchB(Config-Port-Range)#switchport mode trunk
SwitchB(Config-Port-Range)#exit
SwitchB(config)#spanning-tree

SwitchC(config)#vlan 20
SwitchC(Config-Vlan20)#exit SwitchC(config)#vlan 30
SwitchC(Config-Vlan30)#exit SwitchC(config)#vlan 40
SwitchC(Config-Vlan40)#exit SwitchC(config)#vlan 50
SwitchC(Config-Vlan50)#exit
SwitchC(config)#spanning-tree mst configuration
SwitchC(Config-Mstp-Region)#name mstp
SwitchC(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchC(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchC(Config-Mstp-Region)#exit
SwitchC(config)#interface e1/0//1-7
SwitchC(Config-Port-Range)#switchport mode trunk
SwitchC(Config-Port-Range)#exit
SwitchC(config)#spanning-tree
SwitchC(config)#spanning-tree mst 3 priority 0

SwitchD(config)#vlan 20
SwitchD(Config-Vlan20)#exit
SwitchD(config)#vlan 30
SwitchD(Config-Vlan30)#exit
SwitchD(config)#vlan 40
SwitchD(Config-Vlan40)#exit
SwitchD(config)#vlan 50
SwitchD(Config-Vlan50)#exit
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SwitchD(config)#spanning-tree mst configuration
SwitchD(Config-Mstp-Region)#name mstp
SwitchD(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchD(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchD(Config-Mstp-Region)#exit
SwitchD(config)#interface e1/0//1-7
SwitchD(Config-Port-Range)#switchport mode trunk
SwitchD(Config-Port-Range)#exit
SwitchD(config)#spanning-tree
SwitchD(config)#spanning-tree mst 4 priority 0

lMocne onncaHHoM Bbilwe HacTponku, SwitchA GyoeT KOpHEBLIM KOMMYTaTOPOM 3K3emnndpa
ceasytoulero aepesa 0. B pernoHe MSTP, k kotopoMy oTHocsaTca SwitchB, SwitchC n SwitchD,
SwitchB aBnsaeTca kopHeBbIM KOMMYTATOPOM pPerMoHa Asis ak3emnnspa ceasyoLlero gepesa 0,
SwitchC aBnseTca KOpHEBLIM KOMMYTaTOPOM perMoHa Ans sKk3emnnspa ceasyoLlero gepesa 3
n SwitchD sBnsaeTcst KOpHEBBIM KOMMYTaTOPOM PeErvoHa Ar1a 3K3eMnnspa CBA3yLero Aepesa
4. Tpacumk VLAN 20 n 30 nepenaetca Yepes TONOMOMNIO 3K3EMMNSpa CBA3YHOLEro gepesa 3.
Tpadmk VLAN 40 n 50 nepegaeTtcs 4Yepes TOMOMOMMIO 3K3eMnnspa CBA3yLlero gepesa 4.
Tpadwmk ¢ octanbHbix VLAN nepefaeTca yepes TONOMNormio 3k3emnnsipa CBA3yLWero gepesa
0. Mopt 1 Ha SwitchB saBnseTcs ynpasBnsioOWMM MNOPTOM ANS 9K3EMNNAPOB CBA3YOLMNX
aepeBbeB 3 N 4.

Mpotokon MSTP nyTem BblMUCIEHUA FeHepupyeT 3 TOMOMOrMW: 3K3EMMIISIPOB CBA3YHOLLNX
aepebeB 0, 3 1 4. MNopTbl, 0603HaYeHHbIE «X» MMelT cocTosiHue discarding (6nokMpoBaHbl).
Ha ocTanbHbIX nopTax nepegaya paspelueHa:

Root

SwitchC

PucyHok 45. Tononorusa ak3emnnspa cesasyiowero gepesa 0 nocne Bbiuucnenus MSTP
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SwitchC
Root

PucyHok 46. Tononorusa ak3emnnspa cBasyloLlero Aepesa 3 nocre BblyucneHns MSTP

SwitchB

SwitchC

PucyHok 47. Tononorua ak3emnnspa cesasyoLero gepesa 4 nocne Bbi4ucnenusa MSTP
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17.4. YctpaHeHune HencnpaBHocten MSTP
Ona toro, 4to6bl npoTtokont MSTP Ha nopTe cmor pabotatb, MSTP gomkeH ObiTb BKIHOYEH B
pexvme rnobanbHOro KOHMPUrypnpoBaHus.
Tak kak napameTpbl MSTP B3avmocBsidaHbl, OHM [OIDKHbI COOTBETCTBOBAaTb CreAyloLUM
TpeboBaHMAM:

e 2x(Bridge_Forward_Delay - 1.0 cekyHga) >= Bridge_Max_Age;

e Bridge_Max_Age >= 2x(Bridge_Hello_Time + 1.0 cekyHaa).
B npotnBHOM cnyyae npotokon MSTP moxeT pabotaTb HenpaBubHO.

Ecnu nonb3oBatenu nameHunu napameTtpbl MSTP, OHU AOMKHBLI YAOCTOBEPUTLCSA B TOM, YTO
N3MeHeHbl 1 Tononornn. Hactpolikm rnoGanbHOro pexmnma KOHOUrypupoBaHUS BbIMOMHSATCS
Ans kommytaTopoB. OcTarnbHble HaCTPOWKM BbINOMHATCA AN OTAENbHbIX 3K3EMMNSPOB
CBSAI3YIOLLEro AepeBa.
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18. HACTPOUKA QOS

18.1. O6wume cBegeHust o QoS

QoS (Quality of Service — ka4ecTBO cepBuca) — HABOp BO3MOXXHOCTEN KOTOPbIE MO3BONAOT
co3gaBaTb pasfeneHHble Norfochbl ANA nepedaBaeMblXx MO CETM AaHHbIX, TEM CaMbiM
obecneyrBas ny4ywnin cepemc ans BbibpaHHOro ceteBoro Tpaduka. QoS — rapaHTua KayecTsa
nocregoBaTenbHOM M Npeackasyemon nepefavn gaHHblX anst obecneveHns TpeboBaHUn
nporpammMm. QOS He co3gaeT AOMONHUTESNBbHOW Monockl nepegayn, Ho obecneunBaeTt Gonee
achbdekTnBHOE ynpaBneHne nonocoM B COOTBETCTBUM C TpeboBaHWSIMUM NPUNOXEHUA W
NONMUTUKON yNpaBneHns CeTbio.

18.1.1. TepmuHbl Q0S

QoS: KauectBo cepBuca, obecneyeHue rapaHTMPOBAHHOIO KayecTBa cepBuca [Ans
nocnegoBaTenbHON W Npeacka3yemMon nepefaydn AaHHbIX UM BbINOMAHeHWs TpeboBaHui
nporpamm.

OomeH QoS: [lomeH QoS nopaepxuBaeTt yctponctea ¢ QoS ana gopmupoBaHnsa ceTeBom
Tononornn, kotopas obecneunT Ka4yecTBO cepBuca. Takas TONONOrMsi Ha3blBaeTcs JOMEHOM
QoS. CoS: Knacc cepsuca - knaccuduvkaumoHHaa nHgopmMaums, nepegasaemas openmamm
802.1Q Ha BTOpOM ypoBHe. 3aHumaeT Tpu 6uta nons Tag B 3arofnoBke penmMa 1 HasbiBaeTCcA
YPOBHEM NOMb30BaTENbLCKOro NpuopuTeTa B AnanasoHe ot 0 oo 7.

Layer 2 802.1Q/P Frame

Start frame
delimiter

Preamble MAC-DA |MAC-SA | Tag | PT | Data | FCS

A

— 3 buta ucnonbaytotca ana CoS
PucyHok 48. MpuopuTteThl Knacca cepauca
ToS: Tun cepBuca. OgHobGanToBoe none, nepegaBaeMoe B 3arosioBke naketa IPv4 Ha TpeTbeM

ypoBHe ans obbsaABneHuss tuna cepsuca |P-naketa. 3HadeHnem nonsa ToS moxeT ObiTb
npuoputeT IP (IP Precedence) nnun sHadyeHne DSCP.

Layer 3 IPv4 Packet

Version
HeadLen

DS Field | Len | ID |Offset| TTL | Proto | FCS | IP-SA | IP-DA | Data
A

IP precedence (3 6uta) nnu DSCP (8 6ur)
PucyHok 49. MpuoputeT ToS

IP Precedence: T[puoputet IP. KnaccudmkaumoHHass mHdopmauusi, nepegarowiascss B
3arofiloBKe NakeTa TPeTbero YpoBHS, 3aHnmarowasn 3 6uta n morywasa npuHuMaTb 3Ha4YeHUs oT
Opo7.

DSCP (Differentiated Services Code Point): kogbl pasgeneHHbiX CepBUCOB,

KnaccudukaumoHHas nHgopmaund, nepeaatrowiasca B 3aronoske IP-naketa TpeTbero ypoBHS,
3aHMMaeT 6 6uT, umeeT 3HadeHne ot 0 4o 63 n obpaTHO coBMECTMMA C npuopuTeTom IP.

MPLS TC(EXP) : lNMone MPLS o3HauaeT knacc obcnyxueanud, umeeT 3 6uta ans gnanasoHa
otr0po?7.
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Layer 2.5 MPLS Packet
PT i
MAC-DA |MAC-SA | Tag | 4, ggsr| Label Tcrl"";;'sc Shit | TTL

A

Traffic Class (3 6uta)

Internal Priority: BHyTpeHHWIA npuopuTeT, yCTaHaBNMBaEMbIN NPOLLECCOPOM KOMMYyTaTopa.
BO3MOXHbIV AnanasoH 3Ha4YeHU 3aBUCUT OT Tna npoueccopa. CokpalleHHo Int-Prio unu IntP.

Drop Precedence: [lNMpuoputet cbpoca. Npn obpaboTke nakeToB nepBbiMM cCOpacbIBalOTCA
naketel ¢ ©Gonbwnm npuoputeTtom cbpoca. Mmeet 3HaveHme 0 wnu 1. CokpalleHHO
obo3HavaeTcs Drop-Prec nnn DP.

Classification: ocHoBHOe HasHayeHue mexaHumama QOoS, knaccuduumpyeT nepegaBaemble
nakeTbl B COOTBETCTBMM C KNnaccumkaumMoHHON nHdopMaumen, coagepxallenca B naketax u
cnuckamm koHTponsa goctyna (ACL).

Policing: genctene mexaHnama QoS Ha BxoAe, KOTOpOe yCcTaHaBMBaeT NONUTUKN Tpaduka u
ynpaensaeT KnaccmmumpoBaHHbIMUY NakeTamum.

Remark: gencreme mexaHnama QoS Ha Bxofe, BbINOMHSAKOLEee NponycK, 0CTaHOBKY unn cbpoc
nakeTta B COOTBETCTBMM C NONUTUKAMK Tpadhmka.

Scheduling: genctene mexaHnama QoS Ha Bbixoge. [lobaBndeT nakeTbl B COOTBETCTBYOLLMNE
NCXoasilume o4vepeam OCHOBbIBasiCb Ha BHYTPEHHEM npuoputeTe. W npuHMMaeT pelueHne o
nocblinke mnm cbpoce nakeToB B COOTBETCBMM C NPUOpUTETOM cOpoca, anropuTMOM MOCHINKA U
Ba)XXHOCTbIO COOTBETCTBYIOLLIEN OYEPEAN B UCXOASILLLEM MOTOKE.

In-Profile: Tpadpduk B pamkax nonutnkm QoS (nonoca nponyckaHUsA Unn AOoMOMAHUTENbHON
noniocomn) HasbiBaeTcs In-Profile.

Out-of-Profile:  Tpaddmk B pamkax nonutukm QoS (MOMOCbl MPOMNYyCKaHWUS UK
AonosiHuTensHon nonochkl) HasbiBaeTcs Out-of-Profile.

18.1.2. Peanu3auua QoS

[na BbINOMHEHUS HA KOMMyTaTope NporpammHoro QoS HeobxoAuMO pacCcMOTPeTb OCHOBHYHO
6asoBylo mMogenb. QoS He co3gaeT HOBOW MOMOChbI B KaHamne, HO MOXET MaKCUMarbHO
noacTpamBaTh KOHUIypaLmio TEKYLLMX KaHamnbHbIX pecypcoB. MonHasn peanusaums QoS paet
BO3MOXHOCTb MOJSIHOCTBbIO YMNpaBnsTb CceTeBbiM TpadukoM. Huxke, kak MOXHO TO4Hee,
onucbiBaeTcs cam npuHumn QoS.

Cneundurkaums nepenaydm gaHHbIX B I[P NOKpbIBaeT TONbKO agpecauuio U CeEpBUCHI MCTOYHMKA
N NPUEMHMKA W, KOHEYHO, KOppeKUMo nepegadn nakeToB C NMOMOLLbIO NPOTOKOMNOB 4 YPOBHSA
mogenu OSI| u Bbiwe, Takmx kak TCP. OpgHako, B GonblMHCTBE criyvyaeB npotokon [P
ncnonb3yet MakCMMaribHO BO3MOXHYK MPOMYCKHYKD CMOCOBHOCTb BMECTO MexaHu3ma
noagepXk1 1 3amTbl NOMOCkl NaKkeTHOM nepefaydn. ATo NPUMEHNMO A5 TaKUX CEPBUCOB Kak
noyta n FTP, HO npn yBenuyeHun nepenaynm MyrbTUMEOUNHbIX KOMMEPYECKUX OaHHbIX U
9NEKTPOHHbIX BU3HEC-CEepBUCOB, METOA MaKCUMaribHOM 3arpy3kym He MOXeT YAOBMeTBOPUTb
TpeboBaHMst HEOOXOONMOW NMOSOCHI N HA3KUX 3a4EepXKeK.

Basupysce Ha pasnuuHbix mMeTogax, QoS onpegenseT NPUOpPUTET ANSA KaXKOOro BXOASLLENO
naketa. KnaccudgpukaumoHHas MHGopMauuns COOepXUTCA B 3arosfioBkax |IP-naketoB TpeTbero
YPOBHSA 1 B 3aronoBkax dperimoB 802.1Q BToporo ypoBHs. QoS obecneunBaeT oguHAKOBbIV
cepBUC [Ans MNakeToB OOWHAKOBOrO npuoputeTa, B TO BpemMs Kak Ans naketoB C
pasnuyarLwmMmncs npuoputeTamu npeanararTcs pasnuyalroLmecs onepauuu.
MapwpyTtusatop wvnm kommyTtaTop, noagepxueawowme cepsuc QoS, moryT obecneumBaTb
pasnMyHyto Nosniocy nepefayv B COOTBETCTBUM C Kraccudmkaumen nakeTos, noMeyvaTb NakeThbl
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B COOTBETCTBMMN C CKOH(bVIprVIpOBaHHbIMI/I NnoJINTUKaMN, a TakKkKe C6paCbIBaTb HEeKOTOpbIie
HU3KOMPUOPUTETHbIE NaKeTbl B Clly4Yae neperpy3kn nonochbl nepenadu.

KoHdurypauma QoS sBnsietca rmbkon, Gornee npocToM WUAM CROXHOW B 3aBUCMMOCTU OT
TONOJSIOMMM CETU M YCTPOMCTB, a Takke rnyObuHbl aHanu3a Bxoasiero/mexogsilero Tpaduka.

18.1.3. BasoBasa mogenb QoS

BasoBaga mogenb QoS coctont 13 4 vyactein: Knaccudpumkaums, NpumeHeHne nonutuk, NMomeTtka
n MNMnaHnpoBaHue, rae knaccudukauusl, N(PUMeEHeHe NONMUTUK U MOMETKN — NocreaoBaTenbHbIe
OencTBMs Ha BXoAe, a paboTa ¢ ovepeasMn u nnaHnposaHne — aenctensa QoS Ha Bbixoae.

4 N ( )
YcTaHoBka Ingress Egress
L OkpalunBaHue
Internal Priority
nakeToB
o . A . . A » -
Classification ' Policing “ Remark ?”|  Scheduling
CopTupoBKa BX0OAALLErO Peluetve o RIENTENS O6paboTka nakeToB MomelleHre nakeTa B
Tpaduka B 3aBMCUMOCTU okpalumsatusi, Single bucket COrnacHo ux LBeTy: transmit, oyepefb COrnacHo ero
OT MexaHu3ma dual color unu Dual bucket drop, remark. Remark Internal Priority n
Knaccudpukaumm. three color, B 3aBUCUMOCTM OT noapasymesaeT nocnegytouias obpaboTka
HangugHme Internal BbIMNOMTHEHHON HaCTPOMKU nepeMapK1pOBKY NaKeToB, o4yepeamn B COOTBETCTBUM C
priority u Drop n3meHeHve nonen DSCP, HaCTPOEHHbLIM anropUTMOM
precedence ToS, CoS.
& J G J

PucyHok 50. basoast mogenb QoS

Knaccudmkauma: Knaccmuduumpyetr Tpadmk B COOTBETCTBUM C  KnaccUdUKaLMOHHOM
MHOpMaLmMen NakeToB M reHepupyeT 3HaYeHWe BHYTPEHHEro npuopuTeTa, OCHOBaHHOE Ha
KnaccumkaumoHHon  MHppMauun. [Ona  pasnumyHblXx  TUMNOB NakeToB  Knaccudukauma
obecneumBaeTcs pasnmMyHbiM 00pa3oM. Cxema HKE NoKasbIBaeT 3TO.

MpumeHeHMe NONUTUK M nomeTKa: Kaxabli nakeT B KnaccuuUMPOBAHHOM BXOASLLEM
Tpadmke nonyyaeT 3HaAYeHWe BHYTPEHHEro MpuopuTeTa U MOXET [Janee noasepratbcs
JEeVCTBUIO MONMUTUK U NoMeyaTbCs.

MpuMeHeHne nonMTUK MOXEeT ObiTb BBINOMIHEHO Ha MOTOKe [AaHHbIX Ang obecneveHus
pasnM4YHON NOMOCkI MPOMNYCKaHUA A58 pa3nnYHbIX KnaccoB Tpaduka. HasHauyeHHas nponyckHas
nonuMtuka MoxeT OblTb «OfgHa Kop3uMHa-gBa uBeTa» (single bucket dual color) nnn «gBe
KOp3uHbI-Tpu uBeTa» (dual bucket three color). Tpaduky npuceanBaloTCa pasnmyHble LBeTa 1
B COOTBETCTBMUN C HUMM OH MOXET cbpacbiBaTbCs Unn Nnponyckatbes. K nponyLweHHbIM naketam
NPUMEHSIETCS OEencTBMe MOMETKM, KOorga nakeTy HasHayaeTcsl HOBbi, Gonee HU3Ku
BHYTPEHHUIA NPUOPUTET ANSA 3aMeHbl CyLLEeCTBOBaBLUErO paHee 6onee BbICOKOrO BHYTPEHHErO
npuoputeta. lMons COS u DSCP Oyoyt moamdumumpoBaHbl B COOTBETCTBMM C HOBbIM
BHYTPEHHUM NPUOPUTETOM Ha Bbixode. CrneaytoLllas cxema OnucbiBaeT 3T onepauuu.
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Y]
IP packet
N
N Set the packet COS as
tag packet the default ingress
COS(*4)
Y
4 A 4 A
DSCP-to-DSCP COS-to-Int-Prio EXP-to-Int-Prio
DSCP-to-Int-Prio COS-to-Drop-Prec EXP-to-Drop-Prec
DSCP-to-Drop-Prec conversation according conversation according to
Conversion according to the to the COS value (*5) the packet MPLS EXP value
packet DSCP

Y

.| Set the packet COS field
equals Int-Prio

A 4

Enter the
policing flow
PucyHok 51. Npouecc knaccndumkawumm
3amevanne 1: 3HaveHne CoS paccumThiBaeTCa NCXOAS U3 CBOMCTB NakeTa U HUKaK HE CBS3aHO

CO 3Ha4YeHneM BHYTPEHHEro npunoputeTa, nosfiy4eHHbIM A4 NoToKa.

3amevanne 2: Ecnn ogHoBpeMeHHO ckoHurypupoBaHbl npoeepka DSCP 1 CoS, To npuoputeT
DSCP BaxHee COS.
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=

Whether configure
the policing polic

N | Decide the packet color and
action according to the policy

The specific color Drop

ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed

Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

Y

( Enter scheduling ) ( Dropthe )
packets

PucyHok 52. lNpoueccebl PerynnpoBaHust U NOMETKN

3amevanne 1. BHyTpeHHUI NnpnopnTeT ByaeT CKpbIT MOCIe YCTAaHOBKN. YCTaHOBKA BHYTPEHHETO
npuoputeTa Ha TpaduKk C onpederneHHbIM LBEeTOM MOKPbIBAET YCTAHOBKY BHYTPEHHEro
npuopuTeTa Ha TpaduK, HE CBSA3aHHbIN C LIBETOM.

3ameyaHnne 2. COpoc BHYTPEHHEro NpuopuTeTa NakeToB OCYLLECTBNSETCH B COOTBETCTBUU C
KapTon npeobpa3oBaHus «BHYTPEHHWUA MPUOPUTET - BHYTPEHHMK npuoputeT» (IntP-to-IntP).
Mpn knaccudukaumm NOTOKa BHYTPEHHWA npuoputeT ©OepeTcsa OT UCTOYHMKA  Wnn
yCTaHaBnMBaeTCa AeNCTBUAMU, HE CBA3AHHLIMU C LIBETOM.

Pa6ota c ouepeasMm W nNnaHUpOBaHME: CyLECTBYeT BHYTPEHHWIA MpuoputeT ans
NCXOOALMX MaKeTOB, B COOTBETCTBMM C HUM NNaHUpPyeTCs pacnpeferieHMe nakeToB Mo
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oyepeasM C pasnnYHbIM NMPUOPUTETOM U MaKeTbl MOCLINATCA B COOTBETCTBMM C BECOBbLIM
npuopuTeTOM O4epean U npuoputetoMm cbpoca. Crneayroulas cxema OnucbiBaeT onepaunu

niaHnpoBaHuA.
( Start >

MPLS
packet(*0)

Y

Remark DSCP and L2 COS
fields of the packets
according to Int-Prio-to-DSCP
Int-Prio-to-COS mapping (*1)

Remark EXP field of the
< packed according to
Int-Prio-to-EXP mapping

A 4

Select queue according to
Int-Prio-to-Queue mapping

'Queue Number

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queue

Buffer
available

Place the packets into the
specified queue, and forward
the packets according to the

weight priority

\ 4 A 4
( Finish > ( Dropthe )
packets

PucyHok 53. Mpouecchbl NnaHMpoBKU 1 yNpaBneHns ovepeasimm

18.2. KoHdmrypupoBaHue QoS

1. KoHurypupoBaHue KapTbl KNaccos.
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YcTtaHaBnmnBaeT krnaccudukaunmoHHble npasuvna B cooteBeTctBum ¢ ACL, CoS, VLAN ID,
npuoputeTom IPv4, DSCP u IPv6 FL gnsa knaccudukaumm notoka AaHHbIX. PasnuyHble Knacchbl
NMOTOKOB AaHHbIX 06pabaTbiBalOTCS MO pasHbIM NONNTUKAM.

2. KoHdurypupoBaHue kapTbl NOMUTMK.

Mocne knaccudukaumm nNoToka AaHHbIX MOXET OblTb CO34aHa KapTa MOnUTUK, ANS CBSA3U C
KapToW KNnaccoB, CO30aHHOW paHee M BXOAOM B peXxuM Knacca. Toraa pasfindHble NOnUTUKKM
(TakMe Kak orpaHuMyeHWe Mnornocbl, NMOHWXKEHWE npuopuTeTa Has3HaYeHMeM HOBOrO 3Ha4YeHus
DSCP) MoryT npMMeHATbCS AN pasfMyHblX MOTOKOB AaHHbIX. Takke MOXHO onpedenuTb
Habop NONMUTUK, KOTOPbIE MOTYT NPUMEHATLCA AN HECKOSbKMX KIAacCoB B KAPTE NOMUTUK.

3. MpumeHeHne QOS Ha nopTty unm VLAN-nHTEepdence.

KoHdburypmpoBaHue goseputenbHOro pexunma (trust mode) Ha nopTy mnu npmeaska NOSINMTUK K
nopty. Monutukn ByayT 3a4encTBOBaHbl Ha MNOPTY TOSIbKO €Cnv OHM ByayT NpUBSA3aHbl K HEMY.
Monutnkn Tak xe MoryT ObiTb MNpmBaA3aHbl K onpegeneHHomy VLAN. He pekomeHayetcs
OAHOBPEMEHHO Ucnonb3oBaThb KapTy nonutuk Ha VLAN u Ha ee nopTax, B NPOTUBHOM Criyvyae
npuopuTeT KapTbl NONIUTUK Ha NOPTY OyAeT BbiLle.

4. KoHcurypupoBaHue anroputma ynpasneHust odepeasamu.
KoHdburypmpoBaHue anroputma yrnpasreHnsa ovepeasiMm, Takoro kak sp, wdrr n gpyrmx.

KoHdburypupoBaHue pacnpegenenmnsa QoS.
KoHdpurypuposaHue pacnpegenerus ns CoS B DP, na DSCP B DSCP, un3 IntP 8 DSCP.
1. KoHdurypmpoBaHue KapTbl KNaccos.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

class-map <class-map-name> CosgaHve kapTbl KraccoB M BXog B
pexvM KapTbl KNaccoB; KOMaHga «no
class-map <class-map-name>» ygansiet
YKa3aHHYH KapTy KraccoB.

no class-map <class-map-name>

match {access-group <acl-index-or-name> | ip | YcTaHOBKa COrfnacoBaHHbIX KpUTEpUEB
dscp  <dscp-list>] ip precedence <ip- | (knaccudmkaums NOTOKa [SOaHHbIX MO
precedencelist> | ipv6 access-group <acl-index- | ACL, CoS, VLAN ID, npuoputetom IPv4,
or-name> | ipv6 dscp <dscp-list>| ipv6 flowlabel | IPv6 FL wnnu DSCP, u 1.4.) ons kapTbl

<flowlabellist>|vlan <vlan-list> | cos <cos-list>} knaccos; komanga No  ygmansert
no match {access-group | ip dscp | ip precedence | OPEAENEHHBIN COrnacoBaHHbIN
| ipv6 access-group | ipv6 dscp | ipv6 flowlabel | | PUTEPUN.
vlan | cos}
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2. KoHdurypupoBaHue kapTbl NOMUTUK.

KomaHpa

OnucaHue

Pexxum rno6anbHOro KoHuUrypmpoBaHus

policy burst {1 | 2} <committed-burst-size>

CosgaHue npoduna orpaHM4YeHus BCMECKOB
Tpadpdmka Ons nocneayowen HacTpPonku
policier.

policy-map <policy-map-name>
no policy-map <policy-map-name>

CosgaHne KapTbl MONMUTUK U BXOA B PEXUM
KapTbl nonutuk; komaHgaa NO ypanser
onpeaeneHHyto KapTy NonuTUK.

class <class-map-name> [insert-before
<classmap-name>]

no class <class-map-name>

lMocne co3gaHusa KapTbl NOMUTUK, €€ MOXHO
cBA3aTb C Knaccom. PasnuyHblie nonutuku unm
HoBble 3Ha4YeHnss DSCP moryT 6bITb NPYMEHEHDI
K pasnuMyHbiM MOTOKaM [aHHbIX B pexuvme
knaccos; komaHga NO yganseT onpegeneHHbIn
Knacc.

set {ip dscp <new-dscp> | ip precedence
<newprecedence> | internal priority <new-
inp> | drop precedence <new-dp> | cos
<new-cos>}

no set {ip dscp | ip precedence | internal
priority | drop precedence |cos}

lMpucBanBaeT HOBbIA BHYTPEHHWUM MpPUOPUTET
knaccuduumposaHHomy Tpaduky; Komanga NO
OTMeHSIeT Ha3Ha4YeHne HOBON BESTUYMHBI.

policy <CIR_Kbits per _second> burst-
group <bucket_size profile_ID>

no policy

KoHpurypaums NOMNUTUKN ans
KnaccudpuumpoBaHHoro notoka. OTaenbHble
KOMaHAbl MOMUTUK NoagepXuBaloT Tpu uBeTa.
AHanuaunpyet pabounin pexumm BUpPTYyanbHOW
KOpP3WHbI, 3TO MOXeT OblTb O4Ha CKOPOCTb —
OflHa KOp3MHa, OfHa CKOPOCTb — ABE KOP3WHbI,
OBE CKOpPOCTM — [Be KOpP3WHbl. YCTaHaBnuBaeT
COOTBETCTBYIOLLME OENCTBUS ANS PasfnyHbIX
useToB nakeToB. Komanga NO ygandaeTt pexum
KOHGoMrypaumm.
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KomaHpa OnucaHue
accounting YcTaHoBka dYHKLMM CTaTUCTUKK ans
KnaccuguuupoBaHHOro Tpadumka. Mocne

no accounting

BKITHOYEHUS 3TON (PYHKLMM B peXnme MnonmTuku
knaccos, gobaBnseT CTaTUCTUKY Tpadwuka no
KapTe MonuTUKM KnaccoB. B pexume opHown
KOP3UHbI NakeT MOXeT OblTb TONbKO 3ereHbIM
UMM KpacHbIM NpU NPUMEHEHUU MONUTUKKA. B
BbIBOAMMOWN MHGOpMaumn O6yayT nBa uBeTa
(kpacHbIN 1 3eneHblt) nakeToB. B pexume AByx
KOP3uH ByayT Tpu uBeTa (3eneHbIn, KpacHbIN K
XenTbln) NakeTos.

Pexum KoHcuUrypaumm kapTbl NOJIMTUK KIAacCoOB

drop

no drop
transmit

no transmit

C6pacbiBaeT unu nepegaet Tpaduk B AaHHOM
knacce. KomaHga NO oTMeHsieT MpUCBOEHHYIO

PYHKUMIO.

3. T[lpnmeHeHne QoS Ha nopTy unn VLAN-uHTEpence.

KomaHaa

OnucaHue

Pexum koHdurypupoBaHus uHtepcenca

mls qos trust dscp
no mls qos trust dscp

KoHdurypmpoBaHue  OOBEPUTENBHOMO
nopta. KomaHga NO oTMeHsieT TekyLwmm
PEXMM OOBEPUTENBHOCTU HA MOPTY.

mis gos cos {<default-cos>}
no mls qos cos

KoHdurypaumst 3HaveHumss CoS no
ymMoOnuyaHuio Ha nopty; komaHga NO

BOCCTaHaBnvBaeT 3HayeHve no
YMOJYaHMIO.
service-policy input <policy-map-name> MpumeHseT KapTy NONINTUK K
no service-policy input <policy-map-name> koHKpeTHOMY — nopTy; Komakpa NO
yoanseT  COOTBETCTBYHLLYH  KapTy
NOMUTUK, TMNPUMMEHEHHYKD Ha  MOPTY.

BbixogHas kapTa noOnMMTMK roka He
noaaepXKuBaeTcs.
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KomaHpa

OnucaHue

Pexxum rno6anbHOro KoHurypmpoBaHus

service-policy
<vlan-list>

input <policy-map-name> vlan

no service-policy input <policy-map-name> vian
<vlan-list>

MpumeHseT KapTy NOMMUTUK K
KOHKPETHOMY VLAN-uHTEpdency.
KomaHpa NO yoansiet
COOTBETCTBYIOLLYIO  KapTy  MOSUTUK,

npumMmeHeHHyto Ha VLAN-nHTepdelice.

4. KoHurypupoBaHue anroputma ynpasneHu

A ovepeadamMu.

KomaHpa

OnucaHue

Pexum KoHdurypupoBaHusa nopTta

mls gos queue algorithm {sp | wrr | wdrr}
no mls gos queue algorithm

YcTaHoBKa anroputMa  ynpasreHus
ovyepeaamu. o ymomnyaHuo anroputm
wdrr

Pexum rmob6anbHOro KoH

¢urypupoBaHus

mis qos queue wdrr}  weight

<weightO0..weight3>

{wrr |

no mils qos queue weight

YcTaHaBnuBaeT Bec odepegen wdrr ons
Bcex noptoB. [lo ymonyaHuio Beca
ovyepepen 1234

5. KoHdurypmnposaHue npeobpasosaHnsa QoS.

<in-dscp list> to <intp>}
no mis gos map {cos-intp | dscp-intp}

KomaHaa OnucaHue
Pexum rmo6anbHOro KoHUrypmpoBaHus
mis qos map {cos-intp <intp1...intp8> | dscp-intp | YcTtaHaBnuBaeT NPUOPUTETHYIO

TpaHcnsaumio ana QoS. Komanga NO
BOCCTaHaBnMBaeT 3HayeHue
TPaHCNAUMM MO0 YMOMYaHMWIO

6. OumncTka CYETUMKOB OaHHLIX B KAapTe NONMUTUK Ha onpeaeneHHom nopty unm VLANe.

KomaHpa

OnucaHue

Pexunm agpMmHucTpatopa

clear mils qos statistics [interface
<interface-name> | vlan <vlan-id>]

OuncTka CYETYMKOB AaHHbIX B KapTe MOMUTUK Ha
onpegeneHHom nopty unn VLANe. Ecnn y komaHgb!
HeT NapamMeTpoB, OYMLLIAIOTCA CHETHMKM Yy BCEX KapT
NOMNUTUK.
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7. TMpocmoTp koHGurypaumm QoS.

KomaHpa OnucaHue

Pexunm agmmHucTpatopa

show mis gos maps [cos-dp | dscp-dscp | | MNMokasbiBaeT KOHpurypauuo QoS
dscpintp | dscp-dp | intp-dscp] TpaHCcnALmMmn

show class-map [<class-map-name>] lMokasbiBaeT kapTy knaccoB QoS

show policy-map [<policy-map-name>] MokasbiBaeT kapTy nonutuk QoS.

show mls qos {interface [<interface-id>] [policy | Noka3biBaeT koHGUrypauuo QoS Ha nopTy.
| queuing] | vlan <vlan-id>}

18.3. Mpumep QoS
Mpumep 1:

Heobxognmo Bkntountb oyHKUMIO QOS, N3MEHUTL BECa BbIXOAHbLIX odepedein Ha nopTy Ethernet
1/0/1 Ha 1:1:2:2:4:4:8:8, Takke YyCTaHOBUTb Ha MOPTY pexum poseputenbHoro CoS 6es
nameHeHus 3HavyeHna DSCP n yctaHoBUTL 3HaveHne CoS no ymonyaHuio paBHbIM 5.

ATanbl KOHPUIYPUPOBaHMS ONUCAHbI HUXE:!
Switch#config
Switch(config)# mls qos queue wrr weight 11224 488
Switch(Config-If-Ethernet 1/0/1)#mls qos trust cos
Switch(Config-If-Ethernet1/0/1)#mls qos cos 5
PesynbTaT kOHGUrypaumn:.

Korga B obwem pexnme BkntodeH QoS, anst BbIXOAHbBIX ovepeden nofioca nponyckaHus ans
Kaxgoro noprta nogeneHa B nponopumn 1:1:2:2:4:4:8:8. Korga nakeTbl, UMelOLLME NapameTp
CoS, npuxogat uepe3 nopt ethernet 1/0/1 MM HasHadaeTcs BHYTPEHHUW MPUOPUTET B
COOTBETCTBMM CO 3HadeHmem CoS. 3HaudeHns CoS oT 1 go 7 COOTBETCTBYHT o4epensim
1,2,3,4,5,6,7.8 cooTBeCTBEHHO. ECnn BXogsLWmMn NakeT HE MMEET YCTAaHOBNEHHOIo NapameTpa
CoS, OoH Mo ymMonuyaHuMio cuMTaeTcsl paBHbIM 5 M NakeT nomellaeTcs B odepedb 6. Bo Bcex
npoxoasawmx naketax aHaveHne DSCP He meHsieTcs.
Mpumep 2:

Ha nopty Ethernet 1/0/2 HeoGxogmmo yCTaHOBMTL MNOJSIOCY ANt MAKETOB W3 CerMeHTa
192.168.1.0 B 10 MGuT/Cc ¢ gononHuTenbHoM nonocon B 4 MouT. Bce nakeTol, NpeBbilwaoLwne
3Ty nonocy, 0yayT cOpoLLEHbI.

3Tanbl KOHUIrypauum nokasaHbl HUXeE:
Switch#config
Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map cl
Switch(Config-ClassMap-cl)#match access-group 1
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Switch(Config-ClassMap-cl)#exit
Switch(config)#policy burst 1 4000
Switch(config)#policy-map pl

Switch(Config-PolicyMap-p1)#class cl

Switch(Config-PolicyMap-p1-Class-c1)#policy 10000 burst-group 1

Switch(Config-PolicyMap-p1-Class-cl)#exit

Switch(Config-PolicyMap-p1)#exit

Switch(config)#interface ethernet 1/0/2

Switch(Config-If-Ethernet1/0/2)#service-policy input p1
PesynbTat KOHMUrypaumm:

Jinct poctyna ¢ umeHem 1 HacTpoeH Ans Bblbopkum cermeHta 192.168.1.0. OyHkuna QoS
BKMtoveHa rnobansHo. Co3gaHa kapTa knaccos ¢ umeHem c1, nuct ACL 1 BkniodeH B KapTy
knaccos. CosgaHa rpynna burst 1 onpegensowas mMakcMmanbHbld Beineck Tpaddmka,
npesbllatoLero rapaHtupoBaHHyto nonocy CIR. CosgaHa gpyrasi kapta NnonnMTUK ¢ umeHem p1.
Kapta p1 ccbinaetca Ha kapTty c1. YcTaHOBMEHbl COOTBETCTBYKOLUME MNOMMTUKM AN
OrpaHMYeHNs Mosnocbl U OOMOSHUTEMBHbLIX paclUMpPeHnin. ATa KapTa MOMUTUK NMPUMEHEHA Ha
nopty ethernet 1/0/2. NMocne TOro, Kak BbilleykasaHHbIE HACTPOMKW cAefiaHbl, noroca Ans
nakeToB M3 cermeHTa 192.168.1.0, npoxoaswmx yepes nopt Ethernet 1/0/2, yctaHoeneHa B 10
M6uTt/c ¢ gononHuTenbHbIM pacumpeHnem B 4 MouT. Bce nakeTbl, NpeBbilwalolme gaHHbIe
YCTaHOBKW B J@aHHOM cermeHTe, 6yayT oTOpOLLEHbI.

Mpumep 3:

Kak nokasaHO Ha pUCYHKe, BHYTpWM OTMedeHHOM obnacTtu, Haxogutca QoS gomeH, SwitchA
KnaccumnumpyeT pasnuyHblii TpaduK U HasHavaeT pasnnyHele npuoputeThl IP. na npumepa,
yctaHoBuM npuoputeT CoS anda naketoB m3 cermeHta 192.168.1.0 paBHbIM 5 Ha nopTy
ethernet1/0/1 (ycTaHoBUM BHYTPEHHUI NpUopuTET paBHbIM 40 1 MO YMOMYaHUIO TPAHCASLMIO
BHYTpeHHero npuoputeTa B dcsp kak 40-40, cooTBeTcTBYOWMIA IP npnopunteT paBHbiM 5). MNopT,
nogknoyeHHbin kK SwitchB — tpankosbii. Ha SwitchB nopt Ethernet 1/0/1, nogkntoyeHHbIR K
SwitchA HacTpoeH kak goseputenbHbli dscp. Takum obpasom BHYTpm obnactn QoS nakeTbl C
pasnuyHbIMK MNpuopuTeTamu OyayT pacnpedensaTbCs B pas3fuyHble odepean M nonyyatb
COOTBETCTBYIOLLYIO MOSIOCY Nepeaayn.
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PucyHok 54. Tunosas Tononorns QoS

OTanbl KOHGUIrypaummn onmcaHbl HXe:

KoHdurypauma QoS Ha SwitchA:
Switch#config
Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map cl
Switch(Config-ClassMap-cl)#match access-group 1
Switch(Config-ClassMap-cl)#exit
Switch(config)#policy-map p1
Switch(Config-PolicyMap-p1)#class cl
Switch(Config-PolicyMap-pl1-Class-cl)#set ip precedence 40
Switch(Config-PolicyMap-p1-Class-cl)#exit
Switch(Config-PolicyMap-p1)#exit
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#service-policy input p1

KoHdmrypauma QoS Ha SwitchB:
Switch#config
Switch(config)#interface ethernet 1/0/1
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Switch(Config-If-Ethernet1/0/1)#mls qos trust cos

18.4. YcTpaHeHne HeucnpaBHocTen QoS

[oBeputenbHbll  pexum cos M EXP  MoxeT wucnonb3oBaTtbCad € ApYyrumu
0OBEPUTENBHBIMU PEXMMaMN NI KapTOWN NOJTUTUK.

[oBeputernbHbIi pexxum dscp MOXeT MCNoMb30oBaTbCA C APYTMMU O0BEPUTENbHLIMU
pexMMmamun UnmM KapTon NonmMTuK. OTa KOHUrypaums npuMmeHseTca ans naketos |IPv4 n
IPV6.

HoBeputenbHble pexumbl exp, dscp M cos MoryT OblTb CKOHGUIypUpOBaHbI
ogHoBpeMeHHO. MNMpropuTeThl No ctapwnHcTey: EXP>DSCP>COS.

Ecnn ckoHdpurypuposaH anHamudeckun VLAN (MAC VLAN/ronocoson VLAN/VLAN
nogcetn IP/VLAN-npoTokona), Torga sHadyeHne COS ansa nakeTa paBHO 3HaveHuto COS
ansa anHammyeckoro VLAN.

KapTa NONIUTUKN MOXET ObITb npuBdasaHa TOJNIbKO KO BXAdllemMy HanpaBleHuto,
BbIXOoasdALlee HanpasneHne He nogaep>XmBaeTc4.

B HacToswee BpeMs He pekoMeHayeTCcs OQHOBPEMEHHO UCMOMb30BaTh KapTbl MOMUTUK
Ha VLAN u Ha ero nopry.

@
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19. NEPEHAINPABINEHUE NMOTOKOB

19.1. O6wme cBeaeHUsA O NnepeHanpaBfieHUU NOTOKOB

OyHKUMA nepeHanpaBneHnsa NOTOKOB MO3BOMSET KOMMyTaToOpy nepefaBaTb PPenMbl AaHHbIX,
npumeHss Hekune ycnosusa (onpegensemole ACL) Ha gpyron nopT. dperimbl co cneLmanbHbIMU
YCrOBMSIMW Ha3blBalOTCS KMNacCoM MOTOKa, BXOOALWMW MOPT AaHHbIX Ha3blBaeTcs MOPTOM
WUCTOYHUKA MepeHanpaBneHns, a onpederieHHbI BbIXOAHOW MOPT — MOPTOM MPUEMHUKa
nepeHanpaeneHusa. O6bIMHO ecTb ABa BuAa NPUMEHEHWUs MNepeHanpaBfieHns MOTOKOB:
1) NMopgknoyeHne aHanusaTopa noToka (Hanpumep, cHuddepa) nnn yaganeHHoro MoHnTopa K
NopTY NPUEMHNKY NepeHanpaBreHns Asi KOHTPOIS 1 ynNpaBneHns CeThbio, a Takke ANarHOCTUKN
npobnem Ha cetn; 2) CneunanbHble NpaBuna nepegayn onsa cneumanbHbiX TUNOB (hpervos
OaHHbIX.

KommyTaTop MOXEeT Ha3Ha4aTb TOJIbKO OAWMH NOPT-NMPUEMHUK AONA OOUNHAKOBbLIX KIaCcCoB
NOTOKOB Ha nNOpPTYy-UCTOYHUKE, B TO BpeMA KaK AO5nAd pa3fiMydHbIX KNacCoB MOTOKOB Ha
NnopTY-UCTOYHUKE MOXXHO HAa3Ha4YNTb pa3syindHbl€ NOPTbI-MPUEMHUNKN. OavHakoBbIM Knacc NoToka
MOXeT NPUMEHATBCA Ha pa3iminyHbIX NOPTaX-NCTOYHUKAX.

19.2. KoHhurypmpoBaHue nepeHanpasrieHMsI NOTOKOB

1. KoHdurypuvpoBaHue nepeHanpaBneHusi NOTOKOB.
2. [poBepka TekyLlen KoHpUrypauum nepeHanpasneH1s noToKoB.

1. KoHdurypupoBaHue nepeHanpaBrieHnsi NOTOKOB.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

access-group <aclname> redirect to | OnpegeneHvne nepeHanpaBreHMs NOTOKOB Ha
interface [ethernet <IFNAME>|<IFNAME>] nopTy; KOMaHga «no accessgroup <aclname>
redirect» wncnonb3yetca Ans  yganeHud

no access-group <aclname> redirect
nepeHanpaseHnsi MOTOKOB.

2. [lpoBepka TekyLen KOHpUrypaumm nepeHanpasneHns NoTOKOB.

KomaHaa OnucaHue

O6wmn pexmum/Pexxum agMmHucTpaTopa

[
show flow-based-redirect {interface | MNokasbiBaeT uWHGOpPMaUMIO O  TEKYLLEW
[ethernet <IFNAME> |<IFNAME>]} KOH(pMrypaumm nepeHanpaeneHns NOTOKOB Ha
nopTy/yCTPONCTBE.

19.3. NMpumepbl nepeHanpaBrieHUA NOTOKOB
Mpumep:

TpeboBaHna nomnb3oBaTeNns K KOHUrypauum COCTOAT B Creaylolem: nepeHanpaseHune
dpenmos ¢ ucxoaswmm IP-agpecom 192.168.1.111, npuHumaemblx Ha nopTy 1, Ha nopT 6.
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M3meHeHua koHdurypaumm:
1. Hactpovika nucta goctyna. Ycnosus Belbopku — IP-agpec nctodxmka — 192.168.1.111.
2. [MpumeHuTb NepeHanpaBneHre 3Toro NOToka Ha nopTy 1.
Mpouenypa koHdUrypauum:
Switch(config)#access-list 1 permit host 192.168.1.111
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)# access-group 1redirect to interface ethernet 1/0/6

19.4. YcTpaHeHne HencnpaBHOCTEN NnepeHanpaBrieHUs NOTOKOB

Ecnu koHgurypauus nepeHanpaBneHuss Mnotoka He paboTaeT, NpoBepbTe creayllmne
MPUYMHBI, KOTOPbIE MOTYT Bbi3blBaTb NPOGNEMbI:

e Twvn noTtoka (NIMCT AocTyna) MOXeT BbITb TOMbKO CrRefylLwmx BUAOB — CTaHAAPTHLIN
ACL, pacwmpeHHbin ACL, wnmeHoBaHHbIM paclumpeHHbin  ACL, nMeHOBaHHbIN
ctaHgapTHbin ACL, ctaHaapTHbin IPv6 ACL 1 nmeHoBaHHbIN cTaHaapTHbI IPv6 ACL.

o [lapameTpbl BpEMEHHOrO AManasoHa M guarnasoHa nopToB He MOryT ObiTb 3agaHbl
nucTtom goctyna. Tun nucta gocTtyna AormkeH ObiTb permit.

¢ [lopT nepeHanpaBneHns B pyHKLMN NepeHanpaBieHmsi NIOTOKOB JorkeH ObiTb 1000 MB.
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20. KOHOUT'YPUPOBAHUE SELECTIVE QINQ

20.1. O6wme cBegeHus o selective QinQ

20.1.1. TexHonorua QinQ

TyHHenb Dot1q, koTopbIn Tak xe HasbiBaloT QinQ (802.1Q-in-802.1Q) asnseTca paclumpeHmem
ctraHgapta 802.1Q. OcHoBHas uMaesa 3aknodaeTca B ynakoBke MeTku knmeHTtckoro VLAN
(CVLAN tag) B meTky VLAN-gepxatens cepsuca (SPVLAN tag). NakeTt ¢ osyma metkamu VLAN
nepegaeTcs Yyepes MaructpanbHyl ceTb npoBavaepa Ans npeaocTaBneHns nonb3oBaTtenam
NPOCTOro TYHHENs 2-ro YpoBHA. OTO MPOCTO U NEerko Angd ynpasreHus, peannu3yemo TOMbKO
CTaTU4eCKOM KOHUrypaumen m OCOBEHHO XOpOLWO MNPUMEHMMO ANt ManeHbKUX OMUCHbIX
ceten n Hebonblwmx cetern BTOporo ypoBHA (METRO) mncnonb3yoowmx KommyTatopbl 3-ro
YPOBHS Kak MarmcrpanbHble YCTPONCTBa.

CyuwectByeT gBa Tvna QinQ: Basic QinQ n Selective QinQ. MNpnoputeT selective QinQ BbliLwe,
yem Basic.

20.1.2. BasicQinQ

Basic QinQ 6asupyetcs Ha nopty. lNocne koHdurypaumm QIinQ Ha nopTty, MMeEKT nn
NpUHUMaeMble nakeTbl METKY U HET, yCTPONCTBO ynakosbiBaeT VLAN no ymonyaHuio B Naker.
Mcnonb3oBaHme 6a3osoro QinQ npocto, Ho MmeTog yctaHoBku MmeTkn VLAN'a He selective.

20.1.3. Selective QinQ

Selective QinQ 6a3npyeTca Ha noToke AaHHbIX. OH NpoBepsieT, COAEPXUT N NakeT BHELLHIOW
METKY M ynakoBblBaeT CTOSIbKO BHELUHWX MEeTOK, CKOMbKO UX MpUCYTCTBYeT B noToke. [ns
npumepa: peanusaumsi BO3MoxHocTen selective QinQ B coOTBETCTBMM C NONb30BATENLCKAMMN
metkamn  VLAN’a, MAC-agpecamn, Ipv4/IPv6-agpecamu, |Ipv4/IPv6-npoTokonamm wu
noeHTndmKkaTtopaMmm NOpPTOB MPUIIOXEHUA U T.4. Takum obpas3om, OH MOXeT ynakoBblBaTb
BHELUHVME METKW AN NakeTOB U MPUMEHATb pPasfnyHble CXeMbl 4518 pasrfMyHbIX Nofb3oBaTenen
nnn MeTooB.

20.2. HacTpouka selective QinQ
Mpun ncnonb3osaHum selective QiNQ NOTOK AaHHbIX UCNOMNB3YeT A8 Nepeaayn npasuna KapThbl
nonntuk QoS.

1. CosgaTtbh KapTy KraccoB Ans Knaccudukauum pasnmyHbiX NOTOKOB AAHHbIX.

2. CospaTtb kapTy nonutuk selective QinQ ans cBaA3n ¢ KapToWn KNaccoB M HACTPOUTb
COOTBETCTBYHOLLME ONepauym.

3. [Mpuessatb kKapTy nonuTuk selective QinQ k nopTy.

1. KoHdurypmpoBaHune KapTbl KIaccoB.

KomaHaa OnucaHue

Pexum rmob6anbHOro KoHcurypupoBaHus

class-map <class-map-name> Co3pgaHve kapTbl KIaccoB M BXxo4d B
pexvm KapTbl knaccoB, komaHga NO

no class-map <class-map-name>
yaansieT KOHKPETHYHO KapTy KaccoB.
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KomaHpa OnucaHue

match {access-group <acl-index-or-name> | ip | Hactponka ctaHgapTHoro Habopa KapThbl
dscp  <dscp-list>] ip  precedence  <ip- | knaccos (knaccudumkauus noToKa
precedencelist>| ipv6 access-group <acl-index- | gaHHbIXx no nucty goctyna, CoS, VLAN
or-name>| ipv6 dscp <dscp-list> | ipv6 flowlabel | ID, npuoputety IPv4 nnn DSCP u T1.4.
<flowlabellist> | vlan <vlan-list> | cos <cos-list>} Ona kapTtbl knaccos); Komanga NO
yaanset onpegeneHHbIn Habop

no match {access-grou i dsc i
{ group | ip Pl ip cTaHOapToB.

precedencel|ipv6 access-group| ipv6 dscp | ipv6
flowlabel | vlan | cos}

2.  KoHdurypupoBaHue kapTbl nonntuk selective QinQ.

KomaHpa OnucaHue

Pexum rnmobanbHoro KoHdgpurypupoBaHus

policy-map <policy-map-name> CosgaHve kapTbl NONUTUK WU BXO4 B
pexum KapTbl nonuTtuk, komanga NO

no policy-map <policy-map-name>
yaansieT yka3aHHyH KapTy NONnTUK.

class <class-map-name> [insert-before <class- | lMocne Toro, kak KapTta MONUTUK
mapname>] co3faHa, oHa MOXET ObITb MpMBsA3aHa K
knaccy. KomanHga NO yganset

no class <class-map-name>
YKa3aHHYH KapTy Kraccos.

set {s-vid <new-vid> | c-vid <new-vid>} YkasaHue BHelwwHen meTtkn VLAN’a gns

no set {s-vid | c-vid} KraccnuumMpoBaHHOro Tpaguka.

Komanga NO oTmeHsieT onepauumio.

3. [Mpuesska kapTbl nonnTuk selective QinQ k nopTy.

KomaHaa OnucaHue

Pexunm koHdurypmpoBaHus nopTta

service-policy input <policy-map-name> MpumeHseT KapTy MNONMUTUK K MOPTY.
KomanHga NO oTmeHsieT npuMmeHeHue

no service-policy input <policy-map-name> .
YKa3aHHOW KapTbl MONUTKK K MOPTY.
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4. TlokasblBaeT NPUBA3KY KapTbl NONUTUK selective QinQ K nopTy.

KomaHpa OnucaHue

Pexunm agmmHucTpatopa

show mils gos {interface [<interface-id>] lMokasbiBaeT koHGUrypaumo  selective
QinQ Ha nopTy.

20.3. Mpumep npumeHeHus selective QinQ

Metropolitan Area
Core Network
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PucyHok 55. Tononorusa npumeHeHns selective QinQ

Kak nokasaHo Ha pucyHke, nepsbli nonb3oBaTesnb ucnonb3yet Tpu VLAN'a ¢ metkamm 1001,
2001, 3001 cootBeTcTBEHHO Ha DSLAM1. VLAN1001 cooTBeTCTBYeT LUMPOKOBELLATENBHON
cetn, VLAN2001 cootBetctByeT Client Services, VLAN3001 cootBetctByet VOIP. Ha
COOTBETCTBYIOLLEM MOPTY ceTu, umeroweMm dyHkumo QinQ, nakeTbl ByAyT ynakoBbiBaTbCA
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pasnuyHbIMM BHELWHUMKU MeTkaMmn B cooTBeTcTBUMU ¢ VLAN ID nonb3oBaTens. NakeT ¢ meTKom
1001 6ygeT nakoBaTbCA LOMNONHUTENbHOW BHelHe meTkorn 1001 (9Ta MeTka yHMKarnbHa Ha
OaHHOM ceTun), n no Hen GyaeT knaccudpuumpoBaH Ha yctporctBe BRAS (ueHTp xpaHeHnus
KoHdpurypaumm). MakeTbl ¢ MeTkammn 2001 (nnun 3001) ByayT nakosBaTbcs BHeLlHen MeTkon 2001
(v 3001) n knaccudunumpyroTca Ha ycTporcTBe SR B COOTBETCTBUM C MpaBuiaMn NOTOKOB.

BTopon nonb3oBatenb MOXET ucnonb3oBaTtb pasnuuHble mMeTkn VLANoB Ha DSLAM2.
3ameyvanue: npumeHsemble meTkn VLAN'OB ona BTOpPOro nonb3oBartens MoryT ObiTb Takumm
Xe, KaK 4nsi NepBoro nonb3oBaTtens v nakeTbl C 3TMMU METKaMM Tak e NaKylTCs BO BHELLHIO
MeTKy. Ha pucyHke Bhbllle, BHELLHAS MeTKa AN BTOPOro Nofb3oBaTens OTNn4aeTcsa OT MeTKM
nepBoro nomnb3oBaTenss B COOTBETCTBUM C pacnonoxeHnem DSLAM u pacnonoxeHuem
nonb3oBaTens.

Ecnu notok gaHHbix DSLAM1 nget vepes nopt1 Switch A, koHturypaums, crnegyrowas:
Switch(config)#class-map cl
Switch(config-classmap-cl)#match vlan 1001
Switch(config-classmap-cl)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-classmap-c2)#exit
Switch(config)#class-map c3
Switch(config-classmap-c3)#match vlan 3001
Switch(config-classmap-c3)#exit
Switch(config)#policy-map p1
Switch(config-policymap-p1)#class cl
Switch(config-policymap-pl-class-cl)# set s-vid 1001
Switch(config-policymap-p1)#class c2
Switch(config-policymap-pl-class-c2)# set s-vid 2001
Switch(config-policymap-p1)#class c3
Switch(config-policymap-pl-class-c3)# set s-vid 3001
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0//1
Switch(config-if-ethernet1/0/1)#service-policy input pl

Ecnn notok gaHHbix DSLAM2 nget 4epes nopt1 Switch B, koHdurypauus, cneayrowas:
Switch(config)#class-map cl
Switch(config-classmap-cl)#match vlan 1001
Switch(config-classmap-cl)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-classmap-c2)#exit

Switch(config)#class-map c3
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20.4. YcTtpaHeHue HeucnpaBHocTen selective QinQ

Switch(config-classmap-c3)#match vlan 3001
Switch(config-classmap-c3)#exit
Switch(config)#policy-map pl
Switch(config-policymap-p1)#class cl
Switch(config-policymap-p1-class-cl)# set s-vid 1002
Switch(config-policymap-p1)#class c2
Switch(config-policymap-p1-class-c2)# set s-vid 2002
Switch(config-policymap-p1)#class c3
Switch(config-policymap-p1-class-c3)# set s-vid 3002
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0/1

Switch(config-if-ethernet1/0/1)# service-policy input pl

Ecnu npasuna selective QinQ He moryT 6bITb NpMBA3aHbI K NOPTY, NPOBEPbTE HET Ny Npobnem,
BbI3BaHHbIX CrieayroLWmnMm NpUdnNHaMm:

MNposepbTe, nopdepxuBaeTca nu selective QINQ cKkoHPUrypupoBaHHLIMW KapTamm
KaccoB U MOSNNTUK.

Y6eantecb, 4TO NUCTbI AOCTYNa BKNOYaAOT paspeLlalolme npasuna B KapTe Knaccos,
UMeLWNX NINCTbI 4OCTYyNa.

MpoBepbTe, YTO KOMMYTATOP UMEET gocTaTouHo NamaTn TCAM ansa nepegaym CBs3en.

QTECH
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21. KOH®UTI'YPUPOBAHUE ®YHKLUN 3-I0 YPOBHH

KommyTatop nogaepuBaeT TOMbKO BTOPOM YPOBEHb Mepeagpecaumu, HO MOXHO HacTpoUTb
TPeTUiA YpoBEHb YNpaBreHns NoOpTOM Ansi COeAUHEHNSA BCEX BUOOB MPOTOKOMOB YNpaBnieHus
Ha ocHoBe |IP-npoTokona.

21.1. UHTepdenc 3-ro ypoBHs

21.1.1. HayanbHble cBeaeHUA 06 MHTepdencax 3-ro ypoBHs

B kommyTaTopax MoXeT ObITb co3aaH nHtepdenc 3-ro ypoHs. OH sABNsieTca He (PU3NYECKUM
UHTepdencom, a supTyanbHbiM. UHTepdrenc 3-ro ypoBHA cTpouTca Ha mHTepdperice VLAN.
WHTepcbenic ypoBHa 3 MOXeT cogepxaTb OAMH wunu 6bonee wWHTepdencoB YpoBHA 2,
npuHagnexawmx ogHomy n Tomy xe VLAN, nmbo He cogepxaTb UHTepgencos ypoBHs 2. Mo
KpanHen mepe, OONH U3 UHTEPdENCOB YPOBHSA 2, CooepKalumMxca B uHTepdence ypoBHA 3,
OOIKeH ObITb BKIIOYEH (HaxoanTbca B cocTosiHum UP) — Torga ©ygeT BKMOYeH n nHtepdenc
ypoBHSA 3. B npoTMBHOM cny4ae uHTepdenc ypoBHsa 3 ByaeT BbIkoYeH (ByaeT HaxoauTbCs B
coctosHun DOWN). KommyTtatop moxeT wucnonb3oBatb |P-agpeca, ycTaHOBMEHHblE Ha
nHTepdencax 3-ro ypoBHsi, ANS KOMMYyHMUKaUMK ¢ ApYrMMn ycTpomucTBamm Yyepes IP-npoTokorn.
KommyTatop MoxeT nepecbiniaTb IP-nakeTbl Mexay pasHbiMy MHTepdencamm 3-ro ypoBHS.

21.1.2. HacTpouka nitepdenca 3-ro ypoBHs

MNMocnepoBaTenbHOCTL HACTPOMKN MHTEpPderica 3-ro YPOBHS:

1. CosgaHue nHtepderica 3-ro ypoBHsi.
2. Hactponka onmcaHms VLAN-uHTepcenca.

1. CosgaHue nHtepdernica 3-ro ypoBHsi.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

interface vlan <vlan-id> CosgaHue VLAN-untepdenca (VLAN-nHTEpdenc — ato
UHTepdenc 3-ro ypoBHS); KOMaHZa «no» yganser

no interface vlan <vlan-id> . .
VLAN-uHTEpP(ENC, CO3A4aHHbIN HA KOMMYTaTOope.

2. Hactporika onmcaHms VLAN-uHTepdenca.

KomaHaa OnucaHue

Pexum koHdurypupoBaHus VLAN-uHTepcenca

description <text> Hactponka onucanms VLAN-uHtepdenca.
KomaHpa «No» ybepeT onucaHve

no description
P VLAN-uHTEpenca.
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21.2. Hactpouka npoTtokona IP

21.2.1. BBepgeHue B IPv4, IPv6

IPv4 — ato Tekywasa Bepcusi rnobanbHOro yHmBepcanbHoro MIHTepHeT-npoTokona. lMpakTtuka
nokasana, 4to IPv4 gaBnsieTcsa npocTbiM, MOKUM, OTKPbITbIM, MOLUHbIM, @ TaKke Nerkum B
peanusaumm npotokoriom. OH o6nagaeT Xxopolen COBMECTUMOCTbIO C  pPasfMYHbIMU
NPOTOKONaMM BEPXHETO U HUXKHEro ypoBHen. XoTa IPv4 NouTv He MeHSNcs ¢ MOMeEHTa ero
nossneHna B 80-x rogax, OH MNPOAOSPKAET PacnpoCTPaHATbCS MO BCEMY MUPY BMeCTe C
pacnpocTpaHeHnem UHTepHeT. OgHako No Mepe pocTta UHdpacTpykTypbl IHTEPHET U ycnyr,
ncnonbaywmx VMHTepHeT-NpunNoXKeHns, BbISBNAIOTCA U HEKOTOpble HegOCTaTKM NpoToKona
IPv4, cBsi3aHHble ¢ MaclUTaboM 1 CIOXHOCTLIO cerogHsiuHero MIHTepHeTa.

IPv6 — aT0 wectaa Bepcua WHTepHeT-NMpoTOKONa, cregytowee ero nokoneHve. |IPv6
paspabotaH IETF 1 JomkeH 3amMeHUTb UCMOMb3yeMbll B HACTosllLlee Bpems
WHTepHeT-npoTokon Bepcun 4 (IPv4). IPv6 6bin paspabotaH cneumanbHO Ans Toro, YtoObl
NMKBMAMPOBATbL HexBaTKy agpecoB [Pv4, npenaTcTByOWY0 AdanbHenweMy pasBuUTuio
NHTepHeT.

Hanbonee BaxHas npobnema, kotopas pewweHa B IPv6 — 310 gobaBneHue OoCTaTOYHOrO
konunyectBa IP-agpecoB. 3anac agpecoB IPv4 no4tn ncyepnaH, B TO BpeMs KakK 4YMCNO
none3oartenen IHTepHeT pacTeT B reomeTpuydeckon nporpeccnn. O6bembl NpeocTaBnsiemMbIxX
NHTepHeT-ycnyr 1 4ucno npuknagHbiX YCTPOWCTB NPOAOIPKAOT pacTh  onepexarowmmm
Temnamu (gomawHve n manble oducHbole cetu, IP-tenedoHuns, TepMmmnHansl 6ecnpoBOgHOMO
MHPopMaUMOoHHOro obcnyxuBaHus, ucnonb3yowmne WHTepHeT u T.A4.). B pesynbTate
TpebyeTcs Bce Gonbllee konmyecTBo IP-agpecoB, NpenocTaBnsiTb KOTOPble CTAaHOBUTCS BCe
bonee 3aTpyaHutenoHo. PaboTta no npeogoneHuto HexesaTku IPv4-agpecoB Benacb gornroe
BpeMs; Obinn nNpeasnioXeHbl pasfnuyHble TEXHOMOrMu, Mo3BOoNsALWMe MPOANUTbL  CPOK
akcnnyaTtauuu, cyuwectsyrowen IPv4-mHppacTpyKkTypbl, B TOM YUCE TpaHCMsSUMA ceTeBblX
agpecoB NAT (Network Address Translation), TexHonornsa CIDR (Classless Inter-Domain
Routing) n 7. a.

XoTta coyeTtaHne CIDR, NAT 1 yacTHbIX agpecoB BPEMEHHO CMAMYMNO NPobrembl HEXBATKU
IPv4-agpecoB, NAT-TexHOMnornsa paspywuna Mogenb «M3 KoHua B KoHeuy (end-to-end),
KoTopasd sBnsfacb nNepBoHavanbHOW LUenbko 3ambicna [P, cgenaB HeobxoguMmbiM  ans
NPOMEXYTOYHbIX MapLUPYTU3aTOPOB MNOALEPKAHME CTaTyCa KaKOoro COEAUMHEHWs, 4TO
3HAUYUTENbHO YBENUYMBAET 3a4EpPXXKNU B CETU N CHWXKAET MpoM3BOAMTENBHOCTL ceTu. Kpome
TOro, TPaHCNSUMS CETEBbIX agpecoB NMakeTOB AAHHbLIX NPEnsTCTBYET NpoBepke Ge3onacHoCTU
COEOVNHEHUIN «N3 KOHLA B KOHEL», 3arofioBok ayTeHTudukaumm IPSec — aBHbIM npumep.

MoaTomy, 4TOOLI KOMMMEKCHO PeLLnTb BCE BUAbI Mpobnem, cywecTsyowmx B IPv4, cnegytollee
NnokosnieHne uHTepHeT-npoTtokona |IPv6, paspabotaHHoe |ETF, cTtano eAuHCTBEHHbIM
BO3MOXHbIM PELLEHNEM B HACTOSILLEE BPEMSI.

Mpexge Bcero, 128-6utHasi cxema agpecauunn npoTtokona IPv6 rapaHTupoBaHHO obecneunBaeT
[oCTaTouHOoe Yncro rnobanbHO yHUKanbHbIX IP-agpecoB ans yanos rnobansHon IP-ceT n no
BpEMEHU, U B NpocTpaHcTBe. Kpome yBenuyeHust agpecHoro npocTpaHcTea npoTokon IPv6
yrydlwaeT MHOMmMe gpyrne BaxHole acnekTbl |IPv4.

Mepapxudeckaa cxema agpecaumm obnerdyaetr obbeduHeHWe MaplipyToB, 3(dEKTUBHO
CHMWXaeT KONMMYecTBO 3anucen Tabnuubl MapwpyTu3aumm n ynydwaeT 3dEKTUBHOCTb
MapLipyTM3aummn n obpaboTkn nakeToB AaHHbIX.

Mo cpaBHeHuto ¢ IPv4, kOHCTpyKUmMS 3aronioBka IPv6 6onee coBeplueHHa. 3aronoBoOK COAEPXKUT
MEHbLUE MONen AaHHbIX, U3 HEr0 M3bsATa KOHTPOSIbHAs CyMMa, YTO YBENU4YMBAET CKOPOCTb
0bpaboTkm ocHoBHoro 3aronoBka IPv6. B 3aronoeke IPv6 none dparmMeHta MoOXeT ObiTb
NMoKasaHO Kak [OMOoSIHUTEeNbHOE paclmMpeHHoe none, noatomy 6Gonble He Oyaer
Heob6XxoOuMMOCTM B (parMeHTauMn nakeTHbIX [AaHHbIX B Mpouecce WX nepegayn B
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mappyTtnsaTope. Kpome Toro, adpdekTMBHOCTL paboTbl MapLupyTu3aTopa noBblLaeTcs 3a
cyeT MexaHusma ob6HapyxeHua wmapwpyta MTU (Path MTU Discovery Mechanism)
paboTatoLero ¢ MICTOYHUKOM NaKeTHbIX AaHHbIX.

MognepxmBaeTcs aBToMaTU4eckas HacTporika agpeca u Plug-And-Play. bonbLuoe konnm4ecTso
XOCTOB MOTYT JIErkO HanTU CeTEBbIE MapPLUPYTU3ATOPbl UCNONb3YS (PYHKLMIO aBTOMaTUYECKON
KoHgurypauum |IPv6, aBTomMatmyeckm nonyyasa rnobanbHO yHuKanbHble IPv6-agpeca, 4To
Aenaet ycTpoucTsa, ucnosnbayowme npoTtokon IPv6, yctponcteamu Plug-And-Play. ®yHkums
aBTOMATM4YEeCKOM HACTPOMKM agpeca, TaK Xe [enaeT nMpouecc CMeHbl agpecoB B
CyLLeCTByKOLWENn ceTn npowe u ynobHee, agMuHUCTpATOpaMm CeTU MNpolle NepexoavTb OT
OAHOro NpoBangepa K Apyromy.

Monopepxka IPSec. IPSec obsasateneH B IPv6, B otnuumne ot IPv4. IPv6 obecneuymBaet
pacLUMPEHHbIN 3aronoBok 6e30nacHOCTK, KOTOopbIM obecnevmnBaeT cepBuUChLl BE€30MacHOCTU «M3
KOHLA B KOHELy, Takne Kak KOHTPONb JOCTyNa, KOHMAEHUNANbHOCTb U LEeNOCTHOCTb AaHHbIX,
cnegoBaTenbHO, AenaeT Mpolle peanuM3auuio MexXaHu3MoB LMApPOBaHUSA, MNPOBEPKN WU
BMPTyanbHbIX YacTHbix ceTen (VPN).

YnydweHa nogaepxka MobunbHbIX |P-yCTPONCTB U MOBUIBHBLIX BbIMUCIINTENbHBIX YCTPOMCTB.
MobunbHbin  IP-npoTokon, onpegeneHHbin ctaHgaptom |ETF, obecneunBaet paboty
MOOBMMbHBIX YCTPONCTB B ABMXEHMN Be3 paspbiBa CyLLECTBYIOLEro coeauHeHus. 3Ta ceTeBas
dyHKUMS NprobpeTaeT cenyvac Bce BOnbLUY BaXHOCTb. B oTnnyne ot IPv4, mobunbHocTb IPV6
obecrne4vrBaeTCa BCTPOEHHbIM aBTOMaTUYECKUM KOHPUIyprpoBaHeM Ans nonyvyeHnsa agpeca
nepegaun (Care-Of-Address). lMoatomy npu ucnonb3oBaHun |IPv6 He Tpebyetca [pyroro
AreHTta. bonee Toro, npu Takom CBA3bIBaHUKM BKoYaeTca KoppecnoHOeHTCKUA y3en,
cBAsblBaOWMIACA ¢ MobunbHbIM y3noM HanpsiMyt. OTO Mo3BonsdeT usbexatb yaopoxaHus
CUCTEMbI U3-3a TPEYroribHOro MapLipyTa, Tpebytowerocs npu IPv4.

Yoanock u3bexatb M TpaHcnauum ceTeBbix agpecoB. Lenbto BBegeHuss NAT 6bino
ncnonb3oBaHWe MexaHu3Ma COBMECTHOIO W MOBTOPHOIO WMCMOSb30BaHMSA OOHOMO M TOro Xe
aZpecHOro NPOCTPaHCTBa B PasfnyHbIX CerMeHTax cetTu. OTOT MexXaHn3M BpEMEHHO cMAaryaeT
npobnemy HexeaTku IPv4-agpecoB, ofgHako [06aBRsOTCSA OrpaHWYeHus, HaknagblBaemble
NpoLeccoM TpaHCNSAUMM agpecoB Ha ceTeBble YCTPOMCTBA U NPUINOXeHUs. Tak Kak agpecHoe
npoctpaHcTBO IPv6 3HaumTenbHo 6onblle, TO B TpaHCcnAuum agpecoB Oonblle HeT
HeobxogumocTn. B pesynbTtate, npobrniembl ¢ NAT n co CTOMMOCTLIO ee pa3BepTbiBaHUS
peLuarnTcs ecTeCTBEHHbIM CNOCOBOM.

IPv6 coxpaHun u paclumpun nogaepky CyLLeCTBYHOLMX MPOTOKONoB MapwpyTtu3aumm IGP
(Internal Gateway Protocols) 1 EGP (Exterior Gateway Protocols). Hanpumep, npoTtokonsl
MappyTusaumm IPv6, Takune kak RIPng, OSPFv3, IS-ISv6, MBGP4+ n 1.4.

Pacwupena nogaepxka Multicast n yeenmueHo konuyectBo Multicast-agpecos. Pabotas ¢
broadcast-dpyHkuuamm IPv4, Takumn kak Router Discovery and Router Query, IPv6 multicast
nonHocteto 3ameHun IPv4 broadcast B nnaHe dyHkumin. Multicast He TONMbKO 3KOHOMMUT
NPOMYCKHY CNOCOBHOCTb CETU, HO M NOBbILWAET 3PAPEKTUBHOCTL CETU B LIENOM.

21.2.2. HacTpouka IP npoTokona

WHTepdeic 3-ro ypoBHA MoOXeT ObiTb HacTpoeH Kak |Pv4-untepdenc nmbo kak
IPV6-nHTepdeiic.

21.2.2.1. Hactpouka agpeca IPv4

1. Hactponka IPv4-agpec nHtepdenca 3-ro ypoBHs.
2. Hactpownka wnwo3a no ymonyaHuio.
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1. Hacrtpoiika IPv4-agpec nHtepdenca 3-ro ypoBHs.

KomaHpa OnucaHue

Pexum koHdurypupoBaHusi VLAN-untepcenca

ip address <ip-address> <mask> [secondary] Hactponka IP-agpeca VLAN-uHTepdeinca;
KomMaHga no ip address [<ip-address>
<mask>] OTMeHseT IP-agpec
VLAN-nHTepdoerica.

no ip address [<ip-address> <mask>]

2. Hactpouka wno3a no yMmonyaHuio.

KomaHpa OnucaHue

FnobanbHbIN peXumM KOHPUrypmpoBaHua

ip route 0.0.0.0 0.0.0.0 <A.B.C.D> HacTtpouika cTaTu4eckon
no ip route 0.0.0.0 0.0.0.0 <A.B.C.D> mapuwpyTusaumn. KomaHaa no oTmeHset
HaCTPOWKY.

21.2.2.2. Hactpouka agpeca IPv6
lMocnegoBaTenbHOCTL HAcTponku agpeca IPv6:

1. Bbasoas HacTpolika IPv6.
1.1. Hactpoiika agpeca IPv6-untepdenca.
1.2. Hactpownka ctatudeckon mapLipytumsaumm IPv6.

2. Hactponka IPv6 Neighbor Discovery.
2.1. Hactpowika konmyecTtBa coobiieHmin DAD neighbor solicitation.
2.2. Hactpowika nHtepBana otnpasku coobuieHnin neighbor solicitation.
2.3. HacTtpowika ctatnyeckmx 3anmcen IPv6-coceneint (neighbor).
2.4. YpaneHve Bcex 3anucen B Tabnuue cocenen IPv6.

1. Bbasoas HacTpolika IPv6.
1.1. HacTpoiika agpeca IPv6-nntepgeiica.

KomaHaa OnucaHue

Pexum koHdurypupoBaHua uHtepdenca

ipv6 address <ipv6- | Hactponka IPv6-agpeca, BKIOYas
address/prefixlength> [eui-64] obbeanHsiemble rnobanbHble  unicast-agpeca,
. (e e e _sﬂe—local—ap,peca " Iink—_IocaI—anpeca. Ko!vlaH,u,a no
address/pprefixlength> P ipv6 address <ipv6address/prefix-length>

oTmeHseT IPv6-agpec.
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1.2. Hactpouika ctatuyeckon mapLupytmusaumm IPv6.

KomaHpa OnucaHue
Pexum rno6anbHOro KoHUrypupoBaHus
ipv6 route <ipv6-prefix/prefix-length> | Hactporika crtatndeckon mapwpytusauum IPV6.
{<nexthop-ipv6- KomaHnga no OTMeHseT CTaTUYecKyto
address>|<interfacetype interface- | mapwpyTtusaumio IPv6.
number> | {<nexthopipv6-address>
<interface-type interface-number>}}
[distance]
no ipv6 route <ipv6-prefix/prefixlength>
{<nexthop-ipv6address>|<interface-
type interfacenumber> [{<nexthop-ipv6-
address> <interface-type interface-
number>}} [distance]
2. Hactponka IPv6 Neighbor Discovery.
2.1. Hactpowka konmyectBa coobiieHmin DAD neighbor solicitation.
KomaHpga OnucaHue
Pexum koHdurypupoBaHus uHtepcenca
ipv6 nd dad attempts <value> YcTtaHoBKa KonuyecTtBa coobLLeHnn,
OTnpaBnsemMbIxX nocnegoBaTenbHO npu

no ipv6 nd dad attempts

obHapyxeHun uHTepdgencom aybnukata agpeca.
KomaHga no BoccTaHaBnuBaeT 3HayeHue Mo
ymon4anuio (1).

2.2. Hactpowika nHtepBana otnpasku coobuieHnin neighbor solicitation.

KomaHaa

OnucaHue

Pexum koHdurypupoBaHua uHtepdenca

@ §) QTECH
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ipv6 nd ns-interval <seconds> YcTaHoBKa WHTepBana OTMNpaBkuM  3anpoCcoB
no ipvé nd ns-interval cocegam. KomaHga no  BoccTaHaBnuBaet
3HayeHune no ymonyanuio (1 cekyHga).
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2.3. HacTtpowka ctatnyeckmx 3anuncen IPv6-cocenent (neighbor).
KomaHpa OnucaHue
Pexum KoHduUrypupoBaHua uHtepcenca
ipv6 neighbor <ipv6-address> | YcTaHOBka cTaTMyeckom 3anucu B Tabnuue
<hardware-address> interface | cocepewn, BKIOYas IPv6-agpec cocena,

<interface-type interface-name>

MAC-agpec n nopT BTOPOro YpOBHS.

no ipv6 neighbor <ipv6-address>

YpaneHue 3anucu B Tabnuue cocenen.

2.4. YaaneHue Bcex 3anucen B Tabnuu

e coceneln IPv6.

KomaHpa OnucaHue

Pexum agMuHucTpartopa

clear ipv6 neighbors Oumnctka BCex cTaTMyeckux sanucen B Tabnuvue

coceqen.

21.2.3. Nouck HeuncnpaBHocTen IPv6

HacTponka BpeMeHM >XMU3HW MapLupyTM3aTopa He [AofkHa OblTb MeHblle WHTepBana
obbaBneHus Mapwpytmusatopa. Ecnm  nogknoveHHbin PC  He nonyunn  IPv6-agpec,
Heobxoanmo npoeepuTb RA-aHOHCMpPOBaHME HA KOMMYTaTOpE (BbIKMIOYEHO MO YMOMYaHWUIO).

21.3. ARP
21.3.1. BBepeHue B ARP

ARP (Address Resolution Protocol — npoTtokon onpedeneHus agpeca)
ncnonbdyetca pansa onpegenexHus Ethernet MAC-agpeca no [IP-agpecy.
noggepXunBaeT CTaTUYECKyo KOHGUrypauumio.

B OCHOBHOM
KommyTaTop

21.3.2. Cnucok 3agay KoHdpurypaumm ARP
Cnuncok 3agay KoHdurypauumn ARP:

1. Hactpoutb ctatnyeckun ARP.

KomaHaa OnucaHue

Pexum VLAN-nHtepcpenca

arp <ip_address> <mac_address> {interface
[ethernet] <portName>}

HacTtpauBaet crtatnyeckyto 3anucb ARP;
KoMaHga no ypansetr 3anuck ARP

no arp <ip_address> yKkasaHHoro IP-agpeca.
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21.3.3. Nouck HeuncnpaBHocTen ARP

Ecnn He nmpoxoguT ping OT KOMMyTaTopa K YCTPOMCTBaM, MOAKMIOYEHHBIM HanpsMyt, MOXHO
ncnonb3oBaTh cregyolne oencTBus Ans NOUCKa U YCTPaHEHNSA BO3MOXHOW NMPUYUHBI:
o [lpoBepbTe, ecTb NK cooTBeTCTBYOWAasas ARP-3anucek Ha komMmyTaTope.

e Ecnn ARP-zanncu Het, Bkounte oTnagky ARP 1 nocmoTpuTe  ycrnoBus
npuema/otnpaskm ARP-nakeToB.

e Camas pacnpocTpaHeHHasi npuynHa NnpobnemMbl — 4ePEKTHbIN Kabenb.
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22. HACTPOUKA  ®YHKUUU NPEOOTBPALLEHUA
ARP-CKAHUPOBAHUA

22.1. BBegeHue B (hyHKUUIO npegoTBpaweHua ARP-ckaHnpoBaHus

ARP-ckaHMpoBaHme — 370 00bIYHbIN cnocob ceTeBon aTtaku. [1nsa Toro, 4ToObl 0O6HapPYXNTb BCE
aKTUBHbIE XOCTbl B CErMEHTE CETU, UCTOYHUK aTakm ByaeT pacchbinaTb 605bluoe KONMYecTBO
ARP-coo6LeHni, 4To ByaeT 3aHMMaTb GONbLUYHO YaCTb MPONYCKHOW CNOCOBHOCTHN ceTu. MOXHO
Aaxe cpenaTb artaky 6OonbwmM  KONMYecTBOM  Tpadmka Mcnonb3yst noaaesnbHble
ARP-coo06LLeHMs1, YTO NPUBEAET K Konnancy ceTv n3-3a ncuepnaHmsi MponyckHOM crnocobHOCTHM.
O6blyHO ARP-ckaHMpOBaHWE — 3TO NMPOCTO Npeanochinka K Apyron, 6onee onacHon aTtake,
TaKkoW, Kak aBTOMaTU4eCcKkoe 3apakeHue BMPYCOM MM NOCreaylollee CKaHMpoBaHMe nopToB,
CKaHUPOBaHWE YA3BMMOCTEN, HALENEHHOe Ha XULieHMe WHopMauuMu, aTaka MUCKaKeHHbIMM
coobwweHnamu, DOS-aTtaka u 1.4.

Mockonbky ARP-ckaHMpoBaHue yrpoxaeT 6e30nacHOCTM U CTabunbHOCTU CeTU, OYEHb BaXXHO
ero npepotepatutb. KommyTtatop obecrnedvBaeT MNOMHoe pelleHve Ans npefoTBpalleHus
ARP-ckaHVMpOBaHMA: ecnnm B CEerMeHTe HaugeH XOoCcT WM nopT C  Npu3Hakamu
ARP-cKkaHMpOBaHWs, KOMMYTaToOp OTPEXEeT MCTOYHUK aTakn ansa obecrneyeHms Ge3onacHOCTU
ceTu.

Ectb aBa metoga npegoTsBpalleHmss ARP-ckaHMpoBaHuMs: Ha OCHOBe nopTa v Ha ocHose IP.
MeTog Ha ocHoBe nopTa cuuTaeT konmyectBo ARP-coobLueHun, nofyveHHbIX C nopTa 3a
onpedeneHHbli nepuon, €Cnu YMCro npeBblaeT 3agaHHbI NOpor, NOpT OyAeT BbIKIIHOYEH.
MeTtog Ha ocHoBe IP cuntaet konudectBo ARP-coobLieHuin, nonyveHHblX oT IP-agpeca B
CermMeHTe 3a onpeaesnieHHbI Nepuog, €CNN YMCO NpeBbILaeT 3agaHHbIN nopor, ntobon Tpadmk
oT atoro IP 6ygeT 3abnoknpoBaH 4o Tex Nop, noka nopT, CBsi3aHHbIN ¢ IP-agpecom, He bygeT
norawieH. OTn ABa MeToda MOryT OblTb BKMNOYEHLI OOHOBPEMEHHO. [locne Toro, kak nopT nnm
IP-agpec Obinv 3abrOKMPOBaHbI, NOfb30BaTENb MOXET BOCCTAHOBUTbL UX CTaTyC MCMOSb3ys
YHKLMIO aBTOMATUYECKOrO BOCCTAHOBIIEHMS.

YT106bl NOBLICUTL 3PPEKTUBHOCTL, MOSb30BaTENN MOrYT HacTPOUTb OOBEPEHHbIE MOPThl U
IP-agpeca, ARP-coobLueHNs1 OT KOTOPbIX He OyayT MpoBepsTbCA KOMMYTaTOpPOM. Takum
06pa3om Harpyska Ha KOMMyTaTop MOXET ObITb 3HAYNTENBbHO CHWXKEHA.

22.2. NocnenoBaTenbHOCTbL 3aAay KOHduUrypauvm npenoTBpaLleHuUs
ARP-ckaHupoBaHusA

1. Bknwountb coyHKUMIO NpegoTBpalleHna ARP-CKaHNpOBaHUS.

HacTtpouTb noporoBoe 3Ha4eHne Ans Metoda, OCHOBAHHOIO Ha rnopTax n MeToaa,
OCHOBaHHoOro Ha IP.

HacTpouTb AoBEepeHHbIE MOPTHI.
Hactpountb goepeHHbie IP.
HacTpouTb Bpems aBTOMaTU4ECKOro BOCCTAHOBIIEHMS.

MocmoTpeTb MHdOpMaUMto, oTHocSALLYCA K ARP-CKaHMpoBaHMIo, a Takke
OTNadouHYy0 UHOPMALMIO.

n
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1. BknounTb dyHKUUIO NpegoTepaeHna ARP-ckaHnpoBaHus.
KomaHpa OnucaHue
O6LwWwun pexum KoHdUrypauumm
anti-arpscan enable BkntoyeHwme/BbIktoueHNe dYHKLMM npenoTBpaLLeHns

no anti-arpscan enable

ARP-ckaHnpoBaHus.

2. HaCTpOI/ITb noporosoe 3Ha4veHune and metoaga, oCHOBaHHOIO Ha nopTtax n MmetToaa,

OCHOBaHHoro Ha IP.

<threshold-value>
no anti-arpscan port-based threshold

KomaHpa OnucaHue
O6wmn pexum KoHdurypaumm
anti-arpscan port-based threshold | YctaHoBka  noporoBoro  3HaveHus  ang

MeTo[a, OCHOBaHHOIO Ha nopTax.

anti-arpscan
<thresholdvalue>

ip-based

no anti-arpscan ip-based threshold

threshold

YcTaHOoBKa  MOPOroBOro  3HaveHus  gng

MeToda, OCHoBaHHoro Ha IP.

3. HacTpouTb AOBEpPEHHbIE NOPThI.

KomaHaa

OnucaHue

Pexnm koHdurypaumm nopra

anti-arpscan trust <port | supertrust-port>
no anti-arpscan trust <port |supertrustport>

YcTaHoBka aTpnbyToB fOBEpPUS MOPTOB.

4. HacTtpoutb gosepeHHsle |P.

KomaHpa

OnucaHue

O6wmn pexmm KoHdurypaumm

anti-arpscan trust ip <ip-address> [<netmask>]
no anti-arpscan trust ip <ip-address> [<netmask>]

YcraHoBka aTpubyToB gosepus IP.

(@ arecy
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5. HaCTpOI/ITb BpemMA aBTOMaTnM4eCKOro BOCCTaHOBJ1IEHUA.

KomaHpa OnucaHue

O6LwWwun pexum KoHdUrypauumm

anti-arpscan recovery enable BkntoyeHue/BbIktoYeHNe YHKLMM

no anti-arpscan recovery enable aBTOMaTU4Y€CKOro BOCCTaHOBJIEHUA.

anti-arpscan recovery time <seconds> YcTaHOBKa  BpeMeHu  aBTOMaTU4eCcKoro

no anti-arpscan recovery time BOCCTAHOBNEHNA.

6. MocmoTpeTb MHOPMaLMIO, OTHOCALLYOCA K ARP-CKaHMpPOBaHWIO, a Takke
0TNago4Hyo MHOPMaLIO.

KomaHpa OnucaHue

O6wWwmn pexum KoHdUrypauumm

anti-arpscan log enable BkntoyeHue/BbikntoveHne oyHKLMM XypHana

no anti-arpscan log enable npepoTspawieHnsa ARP-ckaHupoBaHus.

anti-arpscan trap enable Bkntoyenue/BbikntoveHne  dyHkumm  SNMP

no anti-arpscan trap enable Trap npegoTBpaweHns ARP-ckaHpoBaHus.

show anti-arpscan [trust <ip | port | supertrust- | OTobpaxeHne  cocTosHua  paboTbl U
port> | prohibited <ip | port>] KOHpurypawmm npegoTBpaLLeHnst
ARP-ckaHnpoBaHus.

Pexunm agMmHucTpatopa

debug anti-arpscan <port | ip> BkntoyeHmne/BbikoueHne oTnagkm

no debug anti-arpscan <port | ip> npegorepaLlleHns ARP-ckaHMpoBaHuA.

22.3. TunoBble NpumMmepsbl npepoTepaweHna ARP-ckaHnpoBaHus

B ceTtn, Tononorus koTopow nokasaHa Bbiwe, nopT E1/0/1 kommyTaTopa B nogkntoveH Kk nopTy
E1/0/19 kommyTtatopa A, nopt E1/0/2 kommyTatopa A nogkmnodeH K ¢hainoBoMy cepBepy
(IP-agpec 192.168.1.100/24), Bce ocTarnbHble NOPTbI KOMMYyTaTopa A NOAKIHOYEHbI K 0ObIYHBIM
PC. Cneaytowas koHdurypauus moxeT addekTnBHO npegoTepatute ARP-ckaHnpoBaHue, He
BMWSIS HA HOPMarbHYHO paboTy CUCTEMBI.

lMocrnenoBaTenbHOCTL HACTPOMKU KOMMYTaTopa A:
SwitchA(config)#anti-arpscan enable
SwitchA(config)#anti-arpscan recovery time 3600
SwitchA(config)#anti-arpscan trust ip 192.168.1.100 255.255.255.0
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SwitchA(config)#interface ethernet1/0/2

SwitchA (Config-If-Ethernet1/0/2)#anti-arpscan trust port

SwitchA (Config-If-Ethernet1/0/2)#exit

SwitchA(config)#interface ethernet1/0/19

SwitchA (Config-If-Ethernet1/0/19)#anti-arpscan trust supertrust-port

Switch A(Config-If-Ethernet1/0/19)#exit
MocnegoBaTenbHOCTb HACTPOMKM KOMMYTaTopa B:

Switch B(config)# anti-arpscan enable

SwitchB(config)#interface ethernet1/0/1

SwitchB (Config-If-Ethernet 1/0/1)#anti-arpscan trust port

SwitchB (Config-If-Ethernet 1/0/1)exit

1/0/1

1/0/19

SwitchA
1/0/4

Server PC 2
192.168.1.100

PucyHok 56. Tunoson npumep KoHdurypauum npegotepaweHnss ARP-ckaHnpoBaHus

22.4. NMonck HencnpaBHOCTEN nNpepoTBpaweHnsa ARP-ckaHUMpoBaHuA

MpepoTtBpalteHne ARP-CKaHMpPOBaHUSA MO YMOMYaHUIO BbIKNoYeHo. [locne BkYeHUs
npepotepalleHns ARP-ckaHMpoBaHMs MOMNb3oBaTeNb MOXET BKNOYUTb oTnagky («debug
antiarpscany») ans npocMmoTpa oTrnagodHon nHdopmMaunn.
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23. KOHOUT'YPALUUA SALLUTBI OT MOAMEHBbI ARP

23.1. O630p
23.1.1. ARP (Address Resolution Protocol)

B obwem, npotokon ARP (RFC-826), B ocHOBHOM, OTBe4YaeT 3a cooTHoweHue |IP-agpeca
cooTBeTCcTBYyOWEMY 48-OMTHOMYy dumamyeckomy agpecy, 1o ectb MAC-agpecy, Hanpuwmep,
IP-agpec 192.168.0.1, MAC-agpec ceteBomn kapTbl A0-12-34-FD-1D-2B.

Becb npouecc COOTHOLLUEHUSI COCTOUT B TOM, YTO XOCT OTMNPaBMSAeT LUMPOKOBELLATENbHbIN
(broadcast) nakeT pfaHHbIX, BKMYawwmi B ceba wuHdopmauuio o6 IP-agpece xocta
Ha3HayeHnst (ARP-3anpoc), 3aTeM XOCT Ha3HayeHus OTnpaBnsieT UCXOAHOMY XOCTYy nakeT
OaHHbIX, BKNoYaowmn B ceba nHgopmaumto o6 IP-agpece n MAC-agpece. Takum obpasom,
ABa xocTa MoryT obmeHnBaTbCs MHpopmaumen no MAC-agpecy.

23.1.2. MoameHa ARP

C To4kM 3penus npoTtokona ARP, yTobbl ymeHbNTE ARP-Tpaduk B ceTn, ecrnv XocCT nosnyymT
ARP-0TBET, KOTOPbLIN OH HE 3anpalunBars, OH Tak e gobasuT 3anmncb B cBor ARP-KaLw, 4TO
aenaet Bo3MoxHbIM noameHy ARP (ARP spoofing). Ecnn xakep xo4eT npocnywatb obmeH
OaHHbIMM MexXay ABYMSA XOCTaMuM B OAHOW CeTu (Jaxe ecnu OHW MNOAKMYEHbl Yepes
KOMMyTaTopbl), OH oTnpasnseTr nakeT ARP-oTBeTa AByM XOoCTaM MO OTAENbHOCTWU, 3TO
NPUBOAUT K TOMY, YTO Kaxabl N3 xoctoB cuntaet MAC-agpec xakepa agpecom gpyroro xocra.
Takum obpasom, BMECTO MNpsiMoro obmeHa, XOCTbl OOMeHumBalTCA TpadukoM 4vepes XocT
Xakepa. Xakepbl He TONbKO nony4varT Heobxogumyto MM uHdopmaumio. M ana ycnewHon
nepegayn HeobxoAMMO BCEro NUWb U3MEHUTb HEKOTOPYK MHGOpMauuo B nakete. B atom
cnyyae Ha KOMMbIOTEPE Xakepa He HYXHO HacTpamBaTb CMELUaHHbI PexXuM CeTeBOW KapThl,
T.K. MaKeTbl AaHHbIX NOCTYNalT Ha KOMMbIOTEP Xakepa Ha (PU3MYECKOM YpPOBHE, KOMIMbOTEP
paboTaeT Kak peTpaHCNATop.

23.1.3. Kak npegoTBpatuth noameHy ARP

EcTb MHOro BngoB atak, ocHoBaHHbIX Ha npoTokosie ARP. BonblWKWHCTBO aTak OCHOBaHbI Ha
nogmeHe ARP, Tak 4To 04YeHb BaXKHO npenoTepaTtuUTh nogmeHy ARP.

MexaHunam nogmeHsl ARP npoHMKaeT B ceTb, B MEPBYIO ovepeb, NyTeM NOSAENKN NeranbHOro
IP-agpeca, 3ateM nocbliad MHOro noagenbHbiX ARP-MakeTtoB kOMMyTaTopam, Mocne 4ero
KOMMYyTaToOpbl 3aMeHsT npaBuiibHble cBA3KM IP-MAC cooTBeTCTBYHOLMMU CBSA3KAMU U3
aTakylwmx naketoB. Takmm o0OpasoM, KOMMyTatop OWMOOYHO OTnpaBnsieT MakeThbl
aTakyloLemy XoCTy, U 3TO AENCTBYET Ha BCEN CETH.

OcCHOBHbIM METOOOM NpeaoTBpalleHns atak u nogmeHol ARP Ha kommyTaTopax siBnseTcs
OTKMNOYEHNE Ha KOMMYyTaTope PYHKUMM aBTOMaTUYeckoro obHoBneHns. O6MaHLLMK He CMOXeT
N3MeHUTbL npaBunbHble cBA3kn IP-MAC Ha kommyTtatope, TemM camMbiM npegoTBpallaeTcs
HenpaBunbHas nepecbifika naketoB. B To >xe Bpema 3TO He npepbiBaeT QyHKUNIO
aBToMaTtmyeckoro obyyeHna ARP. Takum o06pasom, 3TO 3HAUMTENbHO MpedoTBpallaeT
nogmeHy ARP.

ND — aTto npoTokon obHapyxeHus coceaen B IPv6, aHanornyHbei npotokony ARP no npuHumny
AEeNCcTBMs, NO3ToMy Ana npegoTepallenms nogmeHsl ND Mbl genaem 10 ke camoe, 4To 1 Ans
ARP.

23.2. KoHdurypaumsa npegorepaweHna nogmeHsl ARP

MocnegoBaTenbHOCTLT HACTPOWKKM NpeaoTBpalleHns nogmeHol ARP:
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1. OTknoYMTb PYHKUUIO aBTOMaTm4eckoro obHoeneHns ARP.

N

OTKNIOUMTL PYHKLMIO aBTOMaTnyeckoro obyyeHms ARP.

3. [llomeHaTtb guHammnyeckme ARP Ha cTtaTnyeckue.

1. OTknoYMTb PYHKUMIO aBTOMaTu4eckoro obHosneHus ARP.

KomaHpa

OnucaHue

O6wun pexum n Pexum nopTta

ip arp-security updateprotect
no ip arp-security updateprotect

obHoBneHusa ARP.

OTKMOUNTL/BKAOYMTL (PYHKLIMIO aBTOMATUYECKOro

2. OTKMounTb OyHKUMIO aBTOMaTnyeckoro obyyenns ARP, ND.

KomaHpa

OnucaHune

O6wmn pexum n Pexum nHtepcenca

ip arp-security learnprotect
no ip arp-security learnprotect

obyuyeHns ARP.

OTKMOUMTL/BKAOUYMTL (PYHKLNIO aBTOMATUYECKOro

3. [lomeHaTb anHammdeckme ARP, ND Ha cTaTtuyeckue

KomaHaa

OnucaHue

O6wmn pexmum n Pexxum nopra

ip arp-security convert

NomeHaTb anHammydeck ne ARP Ha ctaTunyeckue.
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23.3. NMpumep npepotBpaweHusa nogmeHbl ARP, ND
PC 2
PC1 192.168.2.2
192.168.2.1 Switch 08-C6-B3-00-00-02

08-C6-B3-00-00-01 192.168.2.4
08-C6-B3-00-00-04

<mm
N =

=

SFFEEEEERRR \
| | | —
=]
— =5
PC3
192.168.2.3
08-C6-B3-00-00-03
OnuncaHne o6opyaoBaHus

O6opynoBaHue  KoHdurypauumsn Kon-Bo
Switch IP:192.168.2.4;mac: 08-C6-B3-00-00-04 1
PC1 IP:192.168.2.1;mac: 08-C6-B3-00-00-01 1
PC 2 IP:192.168.1.2;mac: 08-C6-B3-00-00-02 1
PC 3 IP:192.168.2.3;mac: 08-C6-B3-00-00-03 HEeCKOJIbKO

Ha gunarpamme nokasaHa HopmarnbHasi ceA3b mexgy PC 2 u PC 3. PC 1 xo4yeT, 4TOObI
KOMMYyTaTOp Hanpaensn eMy nakeTbl, oTnpaeneHHble xoctom PC 2. B nepsyto ovepeapb PC 1
oTnpaenseT naket ARP-oTBeTa Ha kommyTaTtop B oopmaTte: 192.168.2.3, 08-C6-B3-00-00-01,
conoctaensasa ero MAC-agpec ¢ IP-agpecom xocta C, kommyTaTtop obHoBnseT ARP-cnncok n

HauMHaeT oTnpaenATb naketbl ans 192.168.2.3 Ha MAC-agpec 08-C6-B3-00-00-01 address
(agpec xocta PC 1).

B ganbHenwem xocTt PC 1 nepeckbinaeT npuHsTble nakeTbl XocTy PC 3, MeHAs agpec MCTOYHMKA
N agpec HasHa4veHus. Tak kak ARP-cnncok cBoeBpeMeHHO OOHOBIISIETCS, eLle OAHOW 3agaden

anst xocta A gaBnsieTca HenpepbiBHasi otnpaBka ARP-otBeToB 1 obHoBneHne ARP-cnincka
KOMMmyTaTopa.

MoaTomy oyeHb BakHO 3awmnTnte ARP-cnvcok, HacTpouTb 3anpelleHve ARP-o6yuyeHus B
ctrabunbHoOM cpede U 3aTeEM U3MEHUTb Bce AuHamuyeckume ARP-3anvcm Ha cTtatndeckue.
BblyyeHHble ARP He 6yayT o6HOBNATLCA 1 ByayT 3alumLLEHbl.
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Switch#config

Switch(config)#interface vlan 1

Switch(Config-If-Vlan1)#arp 192.168.2.1 08-C6-B3-00-00-01 interface eth 1/0/2
Switch(Config-If-Vlan1)#interface vlan 2

Switch(Config-If-Vlan2)#arp 192.168.1.2 08-C6-B3-00-00-02 interface eth 1/0/2
Switch(Config-If-Vlan2#interface vlan 3

Switch(Config-If-Vlan3)#arp 192.168.2.3 08-C6-B3-00-00-03 interface eth 1/0/2
Switch(Config-If-Vlan3)#exit

Switch(Config)#ip arp-security learnprotect

Switch(Config)#

Switch(config)#ip arp-security convert

Ecnun okpyxatoLwasa cpefa MeHseTcs, 3To no3sondeT 3anpetutb ARP-06HOBNEHUS, KaK TOMbKO
ARP 6ynet nsydeHo, oHO He MOXeT bbITb 0B6HOBMEHO HOBbIM ARP-0TBETOM, faHHble ByayT
3aLmLLEeHbl OT NPOCYLLMBAHUS.

Switch#config
Switch(config)#ip arp-security updateprotect
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24. HACTPOUKA ARP GUARD
24.1. Beegenne B ARP GUARD

CyuwiecTByeT cepbesHaga ya3BMMocTb B Mogenn ARP-npoTokona, koTopas 3aknto4aeTcs B TOM,
41O Ntoboe ceTeBOE YCTPOMCTBO MOXKET O0TnNpaBuTb ARP-coobLeHne, 4To6bl 06bsBUTL O CBA3KE
IP- 1 MAC-agpecoB. 3T0 genaet BO3MOXHbIM ARP-MOLLUEHHNYECTBO. 3rI0YMbILLNEHHNKA MOTYT
nocnate ARP-3anpoc unu ARP-oTBeT 4TOObl MHGOPMMPOBATL O HEBEPHOW CBA3KE MeXay
IP-agpecom 1 MAC-agpecoM, KoTopas npuBedeT K npobnemam cessn. EcTtb gBe copmbl
ARP-moleHHnyectBa: 1. PC4 otnpaBnsiet ARP-cooblieHne 4tobbl coobuwmTh, 4YTo IP-aapec
PC2 npussizaH k MAC-agpecy PC4, ato npuBegeT K ToMy, 4YTO BCe |IP-nakeTbl, agpecyemble
PC2, 6yaoyt otnpasneHbl kK PC4, Takum obpasom PC4 cmoxeT npocmaTpuBaTb BCE MaKeThI,
agpecoBaHHble PC2; 2. PC4 otnpaBndetr ARP-coobuieHne 4tobbl coobwmtb, Yto IP-agpec
PC2 npuBsasaH kK HecywecTeyowemy MAC-agpecy, aTo npusegeT K Tomy, 4to PC2 He GyageTt
nony4yaTb agpecoBaHHbIE eMY NaKeThbI.

B yactHocTK, ecrnn 3JI0YMbILWTEHHUK, npm6era;| K ARP-MOLIJeHHVILIeCTBy, BblAaeT cebs 3a w3,
BCS1 CETb BbINOET M3 CTpOA.

Switch
Hub
 — — —
—] LT L0
PC 2 PC4 PC 6
L EEEEEREEN AEEEEEERERER SRR HEERRR
PC 1 PC 3 PC5

PucyHok 57.CxematudHaga gnarpamma ARP GUARD

Mbl ncnonb3yem punbTpyoLMNE areMeHTbl KOMMyTaTopa ans 3awmTtbl ARP-3anncen BaxHbIX
CeTEBbIX YCTPOWCTB OT noapaxaHus gpyrumm yctponctesamu. OCHOBHOM TEOpUEW ITOro
ABNSAETCA WUCMNONb30BaHVWE (UNbTPYIOLWMX SMEMEHTOB KOMMYyTaTopa Ans MpPOBEPKU BCeX
ARP-coobuweHun, npoxogswmx 4epe3 nopT. Ecnu agpec wuctodynHmka ARP-coobueHus
3awuiLeH, coobueHns ByayT oTbpoLueHbl 1 He nepedaayTcsa ganee.

®dyHkuna ARP GUARD o6bl4HO ucnonb3yeTcs Ans 3awuTbl WN03a OT atak. Ecnn Bce
AOCTyNHble KOMMbloTepbl B ceTn OyayT 3awmwieHsl dyHkumen ARP GUARD, gns aToro
notpebyeTtca HacTpouTb Ha nopTy Gonbwoe konmyectso ARP GUARD-agpecos, 4To 3anmeT
Gonbwyo vactb FFP 3anucen B uune, n, kak pe3ynbTaT, MOXET OTpasvMTbCA Ha OpYyrnx
npunoxexuax. Tak 4yto aTo ByaeT HenpaBunbHO. PekomeHayeTca agontTupoBaTb CBOBOAHbIE
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pecypcbl cornacHo cxeme pocTtyna. [oxanyiicta, oGpaTutecb 3a nogpobHOCTAMK K

COOTBETCTBYHOLLEN OKYMEHTALUN.

24.2. Cnucok 3apgay koHdurypaumm ARP GUARD

1. HacTtpoutb 3awmweHHble IP-agpeca.

KomaHpa OnucaHue

Pexum KoHdurypaumm noprta

arp-guard ip <addr> Hactpouts/yganute ARP GUARD-agpec
no arp-guard ip <addr>
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25. KOHOUIryrpAUNA CAMOOBPALLEHHOIO ARP
(GRATUITOUS ARP)

25.1. BBegeHue B camoobpalueHHbIn ARP

CamoobpalueHHbin ARP — ato Tn ARP-3anpoca, oTnpaBnsieMblii XocToM U ero IP-agpecom B
KayecTBe agpeca Ha3Ha4YeHus.

Basic — pexxum paboTbl KOMMYTaATOPOB, CNEAYIOLLUMIA: Ha NHTepdencax 3-ro YpoBHst MOXET ObITb
HacCTpPOeH WHTepBan paccbilikn camoobpalleHHbix ARP-3anpocoB unvM 3T0 MOXET ObiTb
HacTpoeHo rnobanbHO Ha Bcex nHTepdencax.

HasHauyeHue camoobpalleHHoro ARP crieaytoulee:

e YT106bl YyMEHbLWUTL YacToTy ARP-3anpoCOB XOCTOB K KOMMYyTaTopy. XOCTbl B CETU
nepvoamnyecku nocbinatoT ARP-3anpocsl K w3y 4Tobbl 06HoBUTE MAC-agpec wto3sa.
Ecnn kommyTaTop paccbinaet camoobpalleHHble ARP-3anpocbl, XOCTaM HE HYXHO
OTNPaBnsATb 3TN 3aNpockl. ATO YMEHbLLUWT YACTOTY OTNPaBkuU xocTamMmm ARP-3anpocoB Ha
L3,

e CamoobpaweHHbin ARP — 310 MeToa npegoTBpalieHns ARP-molleHHnyecTBa.
Paccbinaembin kommyTaTopom camoobpalteHHbIn ARP 3acTtaBuT XoCTbl OGHOBUTL CBOM
ARP-kaww. Takum obpasom nogaensHbin ARP He pyHUMOHMpYeT.

25.2. Cnucok 3apgayd KoHdurypaumm camoobpaweHHoro ARP

1. BknounTb camoobpalleHHbii ARP 1 HacTpouTb nHTepBan otnpaekn ARP-3anpocos.
2. Oto6pasnTtb KoHpUrypauuto camoobpatleHHoro ARP.

1. BknounTb camoobpalleHHbii ARP 1 HacTpouTb nHTepBan otnpaekn ARP-3anpocos.

KomaHaa OnucaHue

Pexum rnobanbHOMn KOHdUrypaumm n pexxum koHdurypaumm nHtepdenca.

ip gratuitous-arp <5-1200> Bkntountb camoobpalueHHbin ARP 1 HacTpouTb mMHTepBan

no ip gratuitous-arp otnpaBkn ARP-3anpocos.

KomaHga no otmeHsieT camoobpatueHHbin ARP.

2. Ot06pasnTtb KoHpUrypauuto camoobpalleHHoro ARP.

KomaHaa OnucaHue

Pexxnm agMmMHucTpaTopa u pexxum KoHdurypauumm

show ip gratuitous-arp [interface vlan | OTobpa3snTtb KOHUrypaumio
<14094>] camoobpauieHHoro ARP.
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25.3. Npumep koH(pUrypauum camoobpawieHHoro ARP

Switch

Interface vian 10
192.168.15.254
255.255.255.0

Interface vlan 1
192.168.14.254
255.255.255.0

===1

y=/=/=l=]

Soo0) 5555

PC 1 PC 2 PC 3 PC4 PC5
PucyHok 58.IMpumep HacTponkn camoobpalieHHoro ARP
[ns Tononorum cetn, NOKa3aHHOW Ha puUcyHke, uHTepdenc kommyTtatopa VLAN10 umeet
IP-agpec 192.168.15.254 n macky cetn 255.255.255.0. Tpu komnbtoTepa — PC3, PC4, PC5 —

noaknoyeHsl K atoMy mnHtepdency. UHtepdenc VLAN1 umeet IP-agpec 192.168.14.254 un
macky cetn 255.255.255.0. [iBa komnbtoTepa — PC1 1 PC2 - nogkntoYeHbl K 3TOMY MHTEpPAECy.

CamoobpalleHHbin ARP BkrtoyaeTcs cneayowmi KoHurypaumven:

O6a nHTepenca ncnonbayoT camoobparyeHHbIn ARP.
Switch(config)#ip gratuitous-arp 300
Switch(config)#exit

CamoobpalueHHbIn ARP HacTpouT TONbKo Ans OgHOro nHrepdenca.
Switch(config)#interface vlan 10
Switch(Config-if-Vlan10)#ip gratuitous-arp 300
Switch(Config-if-Vlan10)#exit
Switch(config) #exit

25.4. NMounck HencnpaBHocTen camoobpaweHHoro ARP

CamoobpalueHHbin ARP BbikntoveH no ymonyanumio. Koroa camoobpaieHHbin ARP BkrtoyeH,
OTNagOo4YHY0 MHOPMALIMIO MOXXHO MOSMYYNTb, UCNONb3ys komaHay «debug ARP send».

Ecnn camooGpauweHHbin ARP BkntodeH rrnobanbHO, OH MOXET ObiTb BbIKIMIOYEH TOJNBKO
rno6anbHo. Ecnn camoobpalueHHbin ARP BktoueH Ha MHTepderice, OH MOXeT ObITb BbIKITHOYEH
TONbKO Ha UHTepdece.
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26. KOHOUT'YPALIUA DHCP

26.1. BBegeHue DHCP

DHCP [RFC2131] cokpaweHHo oT Dynamic Host Configuration Protocol (npoTtokon
ANHAMNYECKON HAaCTPOWMKM XOCTOB). DTO NPOTOKOS, KOTOPLIN AMHAaMUYECKM Ha3HavaeT IP-agpec
N3 nyna agpecoB, Tak e yCTaHaBNMBaeT ApYyrMe CeTeBble NapamMeTpbl, Takue Kak U3 no
ymonyanmio, DNS-cepBep 1 pacnonoxeHue B cetn davina obpasa. DHCP — aTo paclumpeHHas
Bepcusi BOOTP. 370 OCHOBHasi TexHonorusi, koTopas He TONbKO MOXeT obecneunTb
3arpy3oqHon uMHdopmaumen Ge3guckoBble paboyme CTaHUuMKM, HO Takke MOXeT 0cBOOOaAUTb
afMVHMCTPATOPOB OT py4vyHOro BeaeHus |IP-agpecHoro npocTpaHcTBa W yNpOCTUTb
nosnb3oBaTtensam npouecc HacTponku. Ewe ogHo npeumywectso DHCP B ToMm, YTO OH MOXeT
CHM3UTb TpeboBaHus K KonmnyecTtBy |IP-agpecoB, korga nonb3oBaTtenb NOKMAaeT ceTb, ero |IP
MOXET ObITb Ha3Ha4YeH gpyromy.

DHCP gaBndetca npoTOKONOM TuNa «KnneHT-cepeep», DHCP-knueHT 3anpawwmvBaeT y
DHCP-cepBepa ceTeBoW agpec n napameTpbl KOHUrypauumn, cepsep NpeaocTaBnsaeT KIMeHTY
CceTeBOM agpec M napameTpbl KOHdUrypaumn. Ecnn KnneHT n cepBep HaxoddaTCcs B pasHbIX
nogceTax, Heobxoamumo ucnons3osBate DHCP petpaHcnatop (relay) ana nepegaun DHCP
nakeToB Mexay KnneHTom n cepsepom. Peanunsauma DHCP npepgcraBneHa Huxe:

=

Discover
'

< Offer
Request >
- Ack
< DHCP server

DHCP client

PucyHok 59. Baanmopgernicteme npotokona DHCP

Pa3bscHeHue:

DHCP-knneHT paccbinaeT B JOKaNbHYKD  MOACETb  LUMPOKOBellaTenbHble  MNakTbl
DHCPDISCOVER.

DHCP-cepBep npu nonydeHmnn naketa DHCPDISCOVER otnpasndetr DHCP-knuneHTy naket
DHCPOFFER BmecTe ¢ IP-agpecamn n gpyrumm ceTeBbiMU NapameTpamum.

DHCP wneTt wupokosewwatenbHbl naket DHCPREQUEST ¢ nHdopmaumenn o DHCP-cepgepe,
KoTopbiv OH BbiGpan ns DHCPOFFER-nakeToB.

BbibpaHHbin knneHtom DHCP-cepeep otnpaenseTr naket DHCPACK un knueHT nonyyaet
IP-agpec v gpyrve napameTpsbl.

3T YeTblpe Lara NponsBoasAT NPoLEecc AMHAaMUYECKON HAaCTPOMKN XOcCTa.

OpHako, ecnn DHCP-cepeep n DHCP-knueHT HaxogaTcs B pasHbIX MOACETSAX, CepBep He
nonyyuT wnpokosellaTenbHble DHCP-nakeThbl, OTNpaBneHHble KNMEHTOM U He OTBETUT emy. B
aTOM cnyyae Heobxogum DHCP-petpaHcnatop (relay) ana nepegaun takux DHCP-nakeTtoB
MeXay KIMEeHTOM 1 CepBEPOM.

Kommytatop moxeT paboTtate u kak DHCP-cepsep, n kak DHCP-petpaHcnaTop. DHCP
nogaepXmnBaeT He TONbKO AMHaMNYecKoe HasHadeHue IP-agpecoB, HO Takke pPyYHYIO NPUBA3KY
agpeca (HanpumMep, ykasatb onpegenenHoln IP-agpec gna onpegeneHHoro MAC-agpeca nnm
onpegeneHHoro ID yctponctea). Pasnuuna wmexagy AOUHAMUYECKUM U CTaTUYeCKUM
Ha3HayYeHeM agpecos: 1) AMHaMUYeCKM Nosyvaembli agpec MOXET ObITb KaXKabIi pa3 pasHbiM;
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npuBA3aHHbLIN BPYYHYHO agpec Bcerga Oyaet oavHakoBbi. 2) Bpems apenabl IP-agpeca,
NosTly4eHHOro AMHaMMYeCcKu, 0 OMHaAKOBO NS BCEro agpecHoro nyna, u oHo orpaHu4eHo. Bpems
apenabl IP-agpeca, nNpuMBA3aHHOIO BPY4YHYO, TeopeTudeckn GeckoHeyHo. 3) [uMHamuyecku
BblAensieMble agpeca He MOryT ObiTb NpuBA3aHbl Bpy4Hyto. 4) Nyn gMHammyecknx agpecos
MOXeT HacnegosaTb napameTpbl KOHdurypaumm cetm nyna OUHaMUYecKMx agpecos,
OTHOCSLLErocs K CerMeHTy.

26.2. DHCP Server Configuration

Cnucok 3agay KoHpurypauun DHCP-cepBepa:

1. BknounTb/BbIKMOUYMTL cepauc DHCP.
2. Hactpoutb agpecHbin nyn DHCP.

2.1. Cosgatb/yganutb agpecHsbin nyn DHCP.

2.2. Hactpoutb napameTpbl agpecHoro nyna DHCP.

2.3. Hactpoutb napameTpbl py4Horo agpecHoro nyna DHCP.
3. BxknounTb BegeHue XypHana ang koHIIMKTOB agpecos.

1. Bxkntountb/BbikNounTL cepauc DHCP.

KomaHpa OnucaHune

o6wmn pexmm

service dhcp Bkntounte/BoikNtounTh cepauc DHCP.
no service dhcp

Pexnm koHdurypupoBaHu noprta

ip dhcp disbale OtkntoveHne He nopte DHCP obcnyxuBaHusi, komaHga no

no |p dth disable OTMEHHAEeT OTKITIoYeHne.

2. Hactpoutb agpecHbi nyn DHCP.
2.1. Cosgatb/yganutb agpecHbin nyn DHCP.

KomaHaa OnucaHue

O6wmn pexmm

ip dhcp pool <name> Hactpoutb agpecHbin nyn DHCP. KomaHga no

no ip dhcp pool <name> oTMeHsieT nyn agpecos DHCP.
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2.2. Hactpoutb napameTpbl agpecHoro nyna DHCP.
KomaHpa OnucaHue
Pexum appecHoro nyna DHCP
network-address  <network-number> [mask | | Hactpovka o6Gnactm  agpecos,
prefixlength] KOTOpble MOryT ObITb BblOeNEeHbl
no network-address agpecHomy nyny. KomaHga no

OTMEHSIET BbIJENEHNEe aapPecHoro
nyna.

default-router
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no default-router

HacTtponka wno3a no ymonyaHuio
ana DHCP-knueHnTOoB. KomaHaa no
OTMEHSAET LUMNK03 NO YMOJTHaHWUIO.

dns-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no dns-server

Hactporka  DNS-cepsepa ans
DHCP-knueHTOB. KomaHpa no
oTMeHsieT HacTponky DNS-cepsepa.

domain-name <domain>
no domain-name

HacTtponka OOMEHHOrO MMeHW AN
DHCP-knueHTOB. KomaHpa no
OTMEHSIeT JOMEHHOE UMS.

netbios-name-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no netbios-name-server

Hactponka agpeca WINS-cepsepa.
KomaHga no oTMeHsieT HacTPONKY.

netbios-node-type
node|pnode|<type-number>}

{b-node|h-node|m-

no netbios-node-type

HacTtpoika TMna
DHCP-knueHTOB.
OTMEeHSIeT T1n yana.

y3na
KomaHpa

ans
no

bootfile <filename>
no bootfile

HacTtponka 3arpysodHoro dhanna
ana DHCP-knuenTtoB. KomaHga no
OTMEHSIET 3arpy304HbI chans.

next-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no next-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

HacTpoiika agpeca cepsepa,
pasmeLlaroLero 3arpy304HbIit
¢danmn. KomaHga no OTMeHsieT

yaoansieT agpec cepsepa.

option <code> {ascii <string> | hex <hex> | ipaddress

HacTtpoika ceTeBoro napameTpa,

<ipaddress>} OonpedeneHHoro  KogoM  Onuuu.

no option <code> KomaHga no ypansetr ceTeBoM
napamerTp.
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KomaHpa OnucaHue
lease {days [hours][minutes] | infinite} HacTponka BpEMEHMU apeHgbl

no lease

agpecos nyna. KomaHga no yaanset
HaCTPOVKy BpeMeHM apeHabl.

max-lease-time {[<days>] [<hours>]
infinite}
no max-lease-time

[<minutes>] | | HacTtpoiika

MaKCUMarnbHOroBpeMeHN  apeHabl
agpecoB B agpecHoM nyre, komaHaa
NO BOCCTaHaBNMBaET HACTPOWKM MO

YMOJYaHWIO.

O6LwWwunmn pexum

ip dhcp excluded-address

[<highaddress>]

no ip dhcp excluded-address

[<highaddress>]

<low-address> | UcknioueHne w3 agpecHoro nyna
aapecos, KoTOpble He
npeaHasHayeHb! ans

ANHaMN4eCcKoro BblaeneHuna.

<low-address>

2.3. Hactpontb napameTpbl py4Horo agpecHoro nyna DHCP.

KomaHpa

OnucaHue

Pexum agpecHoro nyna DHCP

hardware-address
[{Ethernet | IEEE802|<type-number>}]

no hardware-address

<hardware-address>

3apaTtb/yganutb annapaTtHbiA agpec, npwu
pPYYHOM Ha3HadeHuun agpeca.

host <address> [<mask> | <prefix-length> ]

3apaTtb/yganutb IP-agpec, koTopbin byget

no ip dhcp conflict logging

no host Ha3HayeH 3aaHHOMY KITUEHTY.
client-identifier <unique-identifier> 3apaTtb/yganntb YHUKanNbHbLIN ID
no client-identifier none3osartess.
3. Bknountb BegeHue XypHana ans KOHQIMKTOB agpecoB
KomaHaa OnucaHue
O6wmn pexmm
ip dhcp conflict logging BknounTb/BbIKNIOUNTE  BedeHWe XKypHana Aang
DHCP-agpecoB, 4T0b6bl OBHapyXuTb KOHMMMKTbI

aapecos.
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KomaHpa OnucaHue

Pexunm agmmHucTpatopa

clear ip dhcp conflict <address | all > | YoanuTe eAWHW4YHYIO 3annCb  KOHMKTaA  Unu
yaanuTb Bce 3anucu.

26.3. Kondurypaumsa DHCP-peTpaHcnaTopa

Korga DHCP-knneHT n cepBep HaxoaaTcs B pasHbIX cermeHTax, ansa nepegayn DHCP-nakeToB
Heobxoanm  DHCP-petpaHcnatop. Wcnonb3oBaHme  DHCP-peTtpaHcnsitopa  genaet
Heobsa3aTenbHbIM HacTponky DHCP-cepBepa ans kaxgoro cermeHnta, oanH DHCP-cepsep
MOXeT 0bCnyXmMBaTb HECKOSIbKO CErMEHTOB, YTO adhdeKTUBHEE HE TONBKO C TOYKM 3peHUs
3aTpart, HO 1 C TOYKN 3pEHUS ynpaBreHus.

| Discover (Broadcast) Discover

A .

< Offer (Unicast) Offer
Request (Broadcast) Request
Ack (Unicast) Ack
DHCP server

— = < DHCP relay
DHCP client

\
v

A

\ 4

A

PucyHok 60. DHCP-peTpaHcnsitop

Kak nokasaHo Ha pucyHke, DHCP-knneHT n DHCP-cepBep HaxogsiTca B pasHbIX NOLCETSX.
DHCP-knueHT BbINONHAET Te Xe 4eTbipe wara DHCP, kak 0Obl4HO, TOMBKO K npoueccy
nobaeneH DHCP-peTpaHcnaTop.

KnueHt wnet wwupokoBewatenbHbin naket DHCPDISCOVER, DHCP-peTtpaHcnaTop
BCTaBnsieT cBon cobCcTBeHHbIN IP-agpec B none «relay agent» B nakete DHCPDISCOVER un
nepecninaet naket ykasaHHomy DHCP-cepepy (ans onmcaHus dopmata DHCPO-kagpa
obpatutecb kK RFC2131).

Mpn nonyyeHnn naketa DHCPDISCOVER, nepeckinaemoro yepe3 DHCP-petpaHcnaTop,
DHCP-cepBep wnet knueHty naket DHCPOFFER yepe3 DHCP-peTpaHcnaTop.

DHCP-knueHT BbIOMpaeT cepBep M wneT wmpokoBewaTensHbin naket DHCPREQUEST,
DHCP-peTpaHcnsaTop Takum e o6pa3om nepechiniaeT ero cepeepy.

Mpn nonyyennn naketa DHCPDISCOVER, nepeckinaemoro yepe3 DHCP-petpaHcnaTop,
DHCP-cepBep wnet knneHTy naket DHCPACK yepe3 DHCP-peTpaHcnaTop.

Cnucok 3agay koHdurypauum DHCP:

1. Bknwounte DHCP-peTpaHcnaTop.

2. Hactpoutb DHCP-peTpaHCcnaTop aAngd nepecbinku WnpokoBelaTenbHbIX
DHCP-nakeToB.

3. Hacrtporika share-vlan.
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1. Bknounte DHCP-peTpaHcnaTop.

KomaHpa OnucaHue

Oo6wmn pexmm

service dhcp DHCP-cepep 1 DHCP-peTpaHcnaTop BKNOYarTCA

no service dhcp npw BkntoYeHun cepsuca DHCP.

2. Hactpoutb DHCP-peTpaHcnaTop aAns nepecbinku WNMpoKoBeLlaTenbHbIX
DHCP-nakeToB.

KomaHpa OnucaHue

O6LWwunmn pexum

ip forward-protocol udp bootps Mopt UDP 67 wncnonb3dyetcs AN NEepPeChIsiku

no ip forward-protocol udp bootps LumpokoseLatenbHblx naketos DHCP.

Pexum koHdurypaumm nitepcenca

ip helper-address <ipaddress> YcraHoBuTb agpec DHCP-cepsepa. KomaHga no
no ip helper-address <ipaddress> ip herer-address <ipaddress> oTmMeHsieT
HaCTPONKY.

3. Hactporika share-vlan.

Korga nomb3oBaTenb  Xo4eT  MCMOMb30BaTb  YCTPOMCTBO  BTOPOrO  YPOBHA  Kak
DHCP-peTpaHcnatop, KOMMYECTBO KOTOPbLIX OrpaHu4ero, TO Mofib3oBaTenb co3faer
MHTEepPENC TPETLEINO YPOBHSA Ha YCTPONCTBE BTOPOIrO YPOBHS, HO UCMNOJSIb30BaHME MHTEpenca
TpeTbero ypoBHA Ans share-vlan (moxeT BkntovaTb Heckonbko sub-vlan, ogHako sub-vian
TONbkO cooTBeTcTBYeT share-vlan) wmoxeT ocywectenate DHCP-petpaHcnsaTop, u
O[HOBPEMEHHO Ha YCTPOWCTBE-PETPAHCAATOPE HYXXHO BKIOYUTL Onumio 82.

KomaHaa OnucaHue

Oo6wmn pexmm

ip dhcp relay share-vlan <vlanid> | Co3gaet/yoanset share-vlan n sub-vian.
subvlan <vlanlist>

no dhcp relay share-vlan

26.4. NMNpumepbl kKoHdurypauum DHCP
CueHapun 1:

YT06bI yNpOCTUTEL HACTPOWKY, KOMMNAHWS UCMONb3yeT KoMMyTaTop B kKayectBse DHCP-cepBepa.
Appec B VLAN-e ynpasneHus - 10.16.1.2/16. JlokanbHas ceTb pa3geneHa Ha ase cetn — A n B,
B COOTBETCTBMM C pacnosiokeHnem odmcoB. HacTponkm cetn ans pacnonoxeHun A n B
nokasaHbl HUXe.
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Myn A (cetb 10.16.1.0) Myn B (ceTb 10.16.2.0)

YCcTponcTBO IP address YcTponcTeo IP address

LLno3 no ymonyaHuio 10.16.1.200 LLUno3 no ymonyaHuio 10.16.1.200
10.16.1.201 10.16.1.201

DNS-cepBep 10.16.1.202 DNS-cepBep 10.16.1.202

WINS-cepBep 10.16.1.209 WWW-cepBep 10.16.1.209

Tun yana WINS H-y3en

Bpems apeHabl 3 oHsa Bpewms apeHabl 1 neHb

B pacnonoxenun A mawuHe ¢ MAC-agpecom 08-c6-b3-23-dc-ab HaszHa4yeH OUKCUPOBAHHBIN
IP-agpec 10.16.1.210 1 umsa xocta «management».

Switch(config)#service dhcp

Switch(config)#interface vlan 1

Switch(Config-Vlan-1)#ip address 10.16.1.2 255.255.0.0
Switch(Config-Vlan-1)#exit

Switch(config)#ip dhcp pool A
Switch(dhcp-A-config)#network 10.16.1.0 24
Switch(dhcp-A-config)#lease 3
Switch(dhcp-A-config)#default-route 10.16.1.200 10.16.1.201
Switch(dhcp-A-config)#dns-server 10.16.1.202
Switch(dhcp-A-config)#nethios-name-server 10.16.1.209
Switch(dhcp-A-config)#netbhios-node-type H-node
Switch(dhcp-A-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.1.200 10.16.1.201
Switch(config)#ip dhcp pool B
Switch(dhcp-B-config)#network 10.16.2.0 24
Switch(dhcp-B-config)#lease 1
Switch(dhcp-B-config)#default-route 10.16.2.200 10.16.2.201
Switch(dhcp-B-config)#dns-server 10.16.2.202
Switch(dhcp-B-config)#option 72 ip 10.16.2.209
Switch(dhcp-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.2.200 10.16.2.201
Switch(config)#ip dhcp pool Al
Switch(dhcp-Al-config)#host 10.16.1.210
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Switch(dhcp-Al-config)#hardware-address 08-c6-b3-23-dc-ab
Switch(dhcp-Al-config)#exit

PykoBoactBO no ucnonb3oBaHutw: Koroa DHCP/BOOTP-knuMeHT nogkniodaetcs kK VLAN1
nopTy KOMMyTaTopa, KIMEeHT MOXeT nonyduTtb agpec Tonbko n3 cetn 10.16.1.0/24 BmecTto
10.16.2.0/24. 3710 NoTOMY, YTO LUMPOKOBELLATENbHbIA NakeT OT KNMeHTa OyaeT 3anpawmBaThb
IP-agpec B TOM e cermeHTe VLAN-mHTepdenca, a IP-agpec VLAN-uHtepcperica -
10.16.1.2/24, noaToMy agpec, HazHa4yaeMbln KNneHTy, byaeT npuHagnexats cetn 10.16.1.0/24.

Ecnn DHCP/BOOTP-knuMeHT xo4deT nonyuutb agpec B cetn 10.16.2.0/24, wntos,
nepecbINaoWnin - LUMPOKOBELLLATENbHbLIE MNaKeTbl KMMEHTa, OO0IMKeH npuHaanexaTtb CeTu
10.16.2.0/24. YT06bI KNMEHT nony4nn agpec u3 nyna 10.16.2.0/24, pomkHa BbITb 0becneyeHa
CBA3HOCTb MEXAY KIMMEHTCKMUM LUSIIO30M M KOMMYTaTOPOM.

CueHapun 2:

Kak nokasaHoO Ha puCyHKe, MapLIpyTU3UPYIOLMIA KOMMYTaTop HaCTpPOeH B Ka4decTse
DHCP-peTpaHcnaTopa. Agpec DHCP-cepeepa - 10.1.1.10. Warn koHdurypaumm, cnegytowime:

Switch(config)#service dhcp

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 192.168.1.1 255.255.255.0
Switch(Config-if-Vlan1)#exit

Switch(config)#vlan 2

Switch(Config-Vlan-2)#exit

Switch(config)#interface Ethernet 1/0/2
Switch(Config-Erthernet1/0/2)#switchport access vlan 2
Switch(Config-Erthernet1/0/2)#exit
Switch(config)#interface vlan 2
Switch(Config-if-Vlan2)#ip address 10.1.1.1 255.255.255.0
Switch(Config-if-Vlan2)#exit

Switch(config)#ip forward-protocol udp bootps
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip help-address 10.1.1.10
Switch(Config-if-Vlanl)#exit

3ameTka: PekomeHayeTcs ncnonb3oBaTb kOMOUHauuto komaHg ip forward-protocol udp <port>
nip helper-address <ipaddress>. KomaHga ip help-address moxeT ObITb HACTPOEHA TOMbKO Ha
noptax 3-ro ypoBHSA N He MOXET ObITb HACTPOEHa Ha NopTax 2-ro YypPOBHS.
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PucyHok 61. KoHdurypauns DHCP-peTpaHcnsaTopa

CueHapun 3:
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Kak nokasaHo Ha pUCyHKe, KNUeHT nony4vaeT agpec Yyepe3 DHCP-peTpaHcnaTop. KommyTatop
SIBMSIETCA YCTPONCTBOM BTOPOrO YPOBHSI JOCTyna ¢ BKItoYeHHbIM DHCP-peTpaHcnaTopom um
onumen 82. Ethernet1/0/2 siBnsaeTtcs noptom goctyna, BkmtodeHHbiM B VLANS, Ethernet1/0/3
SABNAeTCs TpPaHKOBbIM MOPTOM, CoeAuHHeHbIM ¢ DHCP-cepBepom
192.168.40.199. Ha kommyTtaTope co3gatotcd vlan 1 u mHTepdgenc vlan 1, HacTpamBaeTtcs
IP-agpec 192.168.40.50. Agpec DHCP-peTtpaHcnaTtopa HactpamBaetcs 192.168.40.199, n
vlan3 HacTpanBaeTcs kak sub-vlan vianl.

KoHdurypaums:

Switch(config)#vlan 1 switch(config)#vlan 3
Switch(config)#interface ethernet 1/0/2
Switch(Config-If-Ethernet1/0/2)#switchport access vlan 3
Switch(config)#interface ethernet 1/0/3
Switch(Config-If-Ethernet1/0/2)#switchport mode trunk
Switch(config)#service dhcp

Switch(config)#ip forward-protocol udp bootps
Switch(config)#ip dhcp relay information option
Switch(config)#ip dhcp relay share-vlan 1 sub-vlan 3
Switch(config-if-vlan1)#ip address 192.168.40.50 255.255.255.0
Switch(config-if-vlan1)#ip helper-address 192.168.40.199

DHCP Server
10.1.1.10

, agpec KOTOpOoro
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26.5. Nonck HencnpasHocten DHCP

Ecnn DHCP-knnMeHTbl He nonyyatoT IP-agpeca n gpyrue napameTpbl ceTu, Nocre NpoBepKu
kabenen n KNueHTckoro obopyaoBaHus, cneayeT BoINONHUTL CrneaytoLlee:

MpoeepbTe, 3anyweH nu DHCP-cepsep, 3anycTute ero, ecnum OH He 3anyweH. Ecnu
DHCP-knueHTbl 1 cepBepbl HAXOO4ATCS He B OAHOM (PM3MYECKOon ceTu, NPoBepbTe, UMEET N
MapLupyTmsaTop, oTBEeYaLLnin 3a nepecbInky DHCP-nakeToB, dyHKLMIO
DHCP-peTpaHcngaTtopa. EcnM  Ha npoMexyToO4HOM  MaplipyTusatope HeT  (OyHKUun
DHCP-peTpaHcnaTopa, pekoMeHayeTca 3aMeHUTb 3TOT poyTep unu obHoBuTb ero MO.

B takom cnyyae, DHCP-cepBep AomkeH ObITb NPOBEPEH Ha NpeaMET Hannunsa agpecHoro nyna
B TOM e cermeHte, 4yto U VLAN KommyTaTopa, €Ccnv TakoW Myn He cylwecTByeT, ero
Heobxoammo gobaBuTb.

AfQpecHbI nyn MoxeT 6bITb NIMB0 AnHamudecknm, NMbo ctatnyeckum. Hanpumep, ecnu B nyne
NpUCYTCTBYIOT KOMaHabl «network-address» n «host», Tonbko ogHa M3 HUX BCTYNUT B CUNy.
Kpome TOro, B py4yHon npuBsa3ke Torbko ogHa npuesaska IP-MAC moxeT OblTb HacTpoeHa B
Kaxxgom nyne. Ecnn HeobXxoamMmMo HECKONbKO NPUBSA30K, HYXKHO CO34aTh OTAENbHbIN aapeCHbIn
nyn Ans kaxaon u3 Hux. Hoeas KoHdurypaumusa B CTapoM nyne nepesanuiieT cTapylo.
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27. KOHOUT'YPALUUNA DHCPV6
27.1. BBepenne DHCPv6

DHCPv6 [RFC3315] ato IPv6 Bepcusi mpoTokosnia AMHaMUYECKOW KOHpurypauum XOCTOoB
(DHCP). 3101 npoTokon HasHa4vaeT IPv6-agpeca n gpyrine napameTpbl HACTPOWKM CETU Takue
kak: agpec DNS u pomeHHoe wumsa DHCP-knueHta, DHCPvV6 gBndetca ycrnoBHOWN
aBToOMaTMyeckon KoHdurypauuen npotokona IPv6. B npouecce HacTpovku agpeca
DHCP-cepBep npucsavBaeT IP-agpec knveHTy u npegoctasndet DNS-agpec, AoMeHHoe ums
U  uHdopmauuio gpyrom Hactpouku, naketr DHCP wMoxeT nepegaBatbCsl 4Yepes
OenerMpoBaHHbIA peTpaHCnATop, HAcTporkn agpeca IPv6 un knueHTa 3anucaHbl Ha cepBepe
DHCPv6, Bce 3710 nosbllLaeT ahpeKkTMBHOCTL ynpaBneHus ceTbto. DHCPV6 moxeT obecneunTb
paclwmpeHHyto dyHkumio generauumn npedukcos. DHCPv6-cepeep Tak xe obecneuvBaet
DHCPv6-cepBuc ©e3 OTCneXuMBaHUS COCTOSHMS, MPU  KOTOPOM Ha3Ha4alTCAd TOSbKO
napameTpbl KOHdurypauuu, Takme kak agpec DNS-cepBepa M OOMEHHOE WUMS, HO He
Ha3HauvaeTcs IPv6-agpec.

Ectb Tpu obbekta B npotokone DHCPv6 — knueHT, cepBep u peTtpaHcnaTop. [poTokon
DHCPv6 ocHoBaH Ha npoTtokorie UDP. Knuent DHCPvV6 otnpaenset 3anpoc DHCP-cepBepy
unn DHCP-peTpaHcnaTopy Ha nopT HasHadeHuss 547, DHCP-cepsep (Mnu peTtpaHcndatop)
OTNPaBnAOT OTBETLI HA NOPT Ha3HayeHns 546. DHCP-knueHT oTnpasnseT 3anpocskl (solicit) n
3asBku (request) DHCP-cepBepy Ha multicast agpec ff02::1:2.

| — -
E- SO|ICI.'[ >
< Advertise
Request >
— Reply
— = < DHCPV6 server

DHCPvV6 client

PucyHok 62. CornacosaHne DHCPv6

Korgma DHCPvV6-knueHT nbiTaetca 3anpocutb Yy DHCPv6-cepeepa IPv6-agpec wn gpyrue
napamMmeTpbl, KIMEHT OOfmkeH cHadvana Hantu DHCPv6-cepBep, 3atem yxe 3anpocutb
KOHdbUurypaums y cepeepa.

[Ons obHapyxeHus cepeepa DHCP-knueHT paccobinaetr naketel SOLICIT (3anpoc) Ha
LnpokoBeLaTenbHbi agpec FF02::1:2.

Kaxagbin DHCP-cepBep, nonyumBLUMIA 3anpoc, OTBETUT kKMeHTy coobwennem ADVERTISE
(MpeanoxeHune), KoTopoe coaepxut naeHtndukaTop cepeepa (DIUD) u ero npuopuTteT.

B03MOXHO, YTO KIMEHT Nony4nT Heckonbko coobuwennin ADVERTISE. KnvueHT gomkeH BbibpaTb
OOVH cepBep M oTBeTUTbL eMy coobuieHnem REQUEST (3asBka), 4tobbl 3anpocuTb agpec,
npennoXxeHHbl B coobweHnn ADVERTISE.

3atem Bbl6paHHbIN DHCPV6-cepBep coobweHnem REPLY (oTBeT) nogTBepXaaeT Ha3HavyeHme
knueHTty IPv6-agpeca n gpyrmx HacTpoek.

[aHHble YeTbIpe wWara 3aBepLuarT Npouecc AMHaMUYECKOM HAaCTPOMKK XocTa. TeM He MeHee,
ecnu DHCPv6-cepsep n DHCPV6-KNUEHT He HaxodsaTcA B OAHOW CEeTU, cepBep He MNonyyut
LUMpOKOBeLLaTenbHbIA 3anpoc OT KNWEHTa U He OTBETUT emy. B aTom cnyyae Heobxoaum
DHCPV6-peTpaHcnaTop(relay), 4tobbl nepeckbinaTe 3anpochbl MEXAY KIMEHTOM 1 cepsepoM. B
KommyTaTope peanusoBaHbl ¢yHkuMn DHCPV6-cepBepa, relay wn knueHTa penerauuu
npedukcos. Koraa DHCPV6-peTpaHcnaTop nonydaet coobweHne ot DHCPvV6-knueHTa, OH
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WHKancynupyetr ero B nakeT  Relay-forward W pocTtaBngeTr  cnepyollemy
DHCPv6-peTpaHcnaTopy unu cepsepy. MNpuxogsawune oT cepeepa K peTpaHcnsaTtopy DHPCv6
coobLLeHns nHkancynupoBaHbl B nakeT Relay-reply. PeTpaHcnsatop ybupaeT nHkancynsaumio um
poctasngeT nakeT DHCPV6-KnMeHTy nnu crnegytoLemMy peTpaHcrisaTtopy B CETW.

B cnyyae peneraumun IPv6-npedukcos DHCPv6-cepBep HacTpOeH Ha MaplipyTusaTope
nposangepa, a DHCPvV6-KNMeHT HacTpoeH Ha MapLupyTMsaTtope KWeHTa, MapLlupytusaTop
KNueHTa WneT mMaplpyTu3aTopy npoBangepa 3anpoc Ha BblaeneHue npedukca agpecos n
nony4vaeT npegsapuTesnibHO HaCTPOEHHLIN NpednKe, He HacTpaeBas NPedUKC BPyYHyH. 3aTtem
KNMEHTCKMIN MapLupyTU3aTop AENUT MOSyYeHHbI npedurKke (AnMHa KOTOPOro He MOXeT ObiTb
MeHblle 64) Ha 64 noacetn. [aHHble npedwmkcbl GyayT aHOHCMPOBAaHbLI COOBLLEHMAMM
o6baABNeHusa mapwpyTtusatopa (RA) xoctam, NOAKMOYEHHLIM HANPSMYIO K KITUEHTY.

27.2. Kondurypauma DHCPv6-cepBepa

Cnucok 3agay KoHdpurypauun DHCPV6-cepsepa:
1. BknounTb/BblkAOUMTL cepauc DHCPVG.
2. Hactpoutb agpecHbinn nyn DHCPvV6.
2.1. Cosgatb/yganutb agpecHbin nyn DHCPV6.
2.2. Hactpoutb napameTpbl agpecHoro nyna DHCPV6.
3. Bxnountb doyHkumio DHCPv6-cepBepa Ha nopTy.

1. BknounTb/BbikAouMTL cepauc DHCPVG.

KomaHaa OnucaHue

o6wmn pexmm

service dhcpv6e Bkntounte/Bbikntounte cepamuc DHCPVE.
no service dhcpv6

2. Hactpoutb agpecHbin nyn DHCPv6.
2.1. Cosgatb/yaanutb agpecHbin nyn DHCPV6.

KomaHaa OnucaHue

Oo6wmn pexmm

ipv6 dhcp pool <poolname> Cospatb/yganutb agpecHbii nyn DHCPV6.
no ipv6 dhcp pool <poolname>
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2.2. Hactpoutb napameTpbl agpecHoro nyna DHCPV6.

KomaHpa

OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

network-address <ipv6-pool-start-address>
{<ipv6-pool-end-address> | <prefixlength>}
[eui-64]

no network-address

Hactpontb AnanasoH
Has3HavyaeMmblIn Nyrom

IPv6-agpecos,

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpoutb  apgpec
DHCPv6-knueHTa.

DNS-cepsepa ans

domain-name <domain-name>
no domain-name <domain-name>

HactponTtb goMmeHHoe nvs DHCPV6-knueHTa.

excluded-address <ipv6-address>
no excluded-address <ipv6-address>

Wcknountb IPv6-agpec, kotopbli He 6ygeT
HaHayaTbCHA AMHAMUYECKM.

lifetime {<valid-time> | infinity} {<preferred-
time> | infinity}

no lifetime

HactpouTb Bpems AencTBus unu
npeanoYTUTENbLHOEe BPEMs adpecHoro nyna
DHCPV6.

3. Bknwountb pyHkumio DHCPvV6-cepsepa Ha nopTy.

KomaHaa

OnucaHue

Pexum koHdurypaumm nHrepcenca

ipv6 dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolhame>

Bknounte yHkumio DHCPV6-cepBepa Ha
onpegeneHHoM nopTy n npuBA3aThb
ncnonb3yembin DHCPv6-agpecHbin nyn.

27.3. Kondurypauma DHCPv6-peTpaHcnaTopa

1. Cnwucok 3agay koHdurypaumum DHCPV6-peTpaHcnsTopa.
2. Bxnountb/BbikntounTb cepsuc DHCPV6.
3. HacTtpoute DHCPV6-peTpaHCnsaTop Ha NopTy.
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1. BknounTb/BblIKNOYMTL cepauc DHCPVE.

KomaHpa OnucaHue

Oo6wmn pexmm

service dhcpv6é Bkntounte/BbikNtounTh cepamuc DHCPV6.
no service dhcpvé

2. Hactpoutb DHCPvV6-peTpaHCcnaTop Ha NopTy.
|

KomaHpa OnucaHue

Pexum koHdurypaumum nHtepcenca

ipv6 dhcp relay destination {[<ipv6-address>] | Ykaszatb agpec HasHayeHuda Ons
[interface {<interface-name> | vlan <1-4096>}]} nepegayn DHCPv6-naketoB. Komanga

no ipv6 dhcp relay destination {[<ipv6address>] = NO YAGNAET HACTPOVKY.

[interface {<interface-name> | vlan <1-4096>}]}

27.4. Kondumrypaumsa cepBepa aenerauum npecgpukcos DHCPV6

Cnuncok 3agay KoHdurypauum cepeepa generaumm npedukcos DHCPV6:

1. BknounTb/BblkNO4MTL cepauc DHCPVG.
2. HactpouTb nyn generaumm npedunKcoB.
3. Hactpoutb agpecHbin nyn DHCPv6.
3.1. CosgaTtb/yganutb agpecHbin nyn DHCPV6.
3.2. HactpouTb nyn generauum npeduKkcos, UCNOMb3yeMbld agpecHbIM MysioM.
3.3. HactpouTb ctatnyeckyo NpnBAsKy generaumm npedunKkcos.
3.4. HactpouTtb gpyrve napameTpbl agpecHoro nyna DHCPv6.
4. BknmounTb hyHKUMO cepBepa generaumm npedumkco DHCPV6 Ha nopTy.

1. BknounTb/BblkNO4YMTL cepauc DHCPVG.

KomaHaa OnucaHue

Oo6wmn pexmm

service dhcpv6 Bkntountb/BbikNtounte cepamuc DHCPV6.
no service dhcpv6
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2. HactpowuTb nyn generauuy npedmkcos.

<prefix|prefixlength> <assigned-length>
no ipv6 local pool <poolname>

KomaHpa OnucaHue
Oo6wmn pexmm
ipv6 local pool <poolname> | HactpouTb nyn generaumm npeduKcos.

3. Hactpoutb agpecHbin nyn DHCPvV6.

3.1. Cosgatb/yganutb agpecHbin nyn DHCPV6.

KomaHpa

OnucaHue

O6LwWwunn pexum

ipv6 dhcp pool <poolname>
no ipv6 dhcp pool <poolname>

Cospatb/yganutb agpecHbii nyn DHCPV6.

3.2. HactpouTb nyn generaumm npeguKkcos, NCNOMb3yeMbl.

KomaHaa

OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

prefix-delegation pool <poolname> [lifetime
{<valid-time> | infinity} {<preferred-time> |
infinity}]

no prefix-delegation pool <poolname>

YkasaTb nyn generaumm
NCMOSb3YyEMbIN agpecHbIM
Ha3Ha4NTb NPEdUKC KNEHTY.

npeguKcoB,
nysiom n

3.3. HactpouTb ctatnyeckyto NpnBAsKy generaumm npedunkcos.

KomaHaa

OnucaHue

Pexunm koHdurypaummn

appecHoro nyna DHCPv6

prefix-delegation <ipv6prefix/prefix-length>
<client-DUID> [iaid <iaid>] [lifetime {<valid-
time> | infinity} {<preferred-time> | infinity}]

no prefix-delegation  <ipv6prefix/prefix-
length> <client-DUID> [iaid <iaid>]

HacTpouTb cTatuyeckyto NpuBA3Ky Aeneraumm
npedunKcoB.
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3.4. HactpouTtb gpyrve napameTpbl agpecHoro nyna DHCPVG.

KomaHpa

OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpoutb agpec  DNS-cepsepa

DHCPvV6-knueHTa.

ans

domain-name <domain-name>
no domain-name <domain-name>

Hactpoutb goMmeHHoe nms DHCPV6-knueHTa.

4. BknounTb hyHKUMO cepeepa aeneraumm npedmkcos DHCPV6 Ha nopTy.

KomaHpa

OnucaHue

Pexum koHdurypaumm nitepcenca

ipv6 dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolname>

Bknounts  dyHkumio DHCPvV6-cepBepa Ha
onpefeneHHom nopTy n npuBA3aThb
ucnonb3yembli DHCPv6-agpecHbIn nyn.

27.5. KoHdwmrypaumsa knmeHta aenerauum npecdmkcos DHCPv6

Cnuncok 3agay KoHdurypauum knneHTa generaumm npedumkcos DHCPVG:

1. BknounTb/BblIKNOYMTL cepauc DHCPVG.
2. Bxnountb oyHKUMIO KnNneHTa generaumm npedunkcos DHCPV6 Ha npoTy.

1. BknounTtb/BblkNO4MTL cepauc DHCPVG.

KomaHaa

OnucaHue

Oo6wmn pexmm

service dhcpv6
no service dhcpv6

Bkntountb/Bbikntounts cepamuc DHCPV6.
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2. BknounTb oyHKUMIO KNneHTa generaumm npedukcos DHCPV6 Ha npoTy.

KomaHpa OnucaHue

Pexum KoHdurypaumm nHtepcgenca

ipv6 dhcp client pd <prefix-name> @ BkniounTb QyHKUMIO KIMEHTa generauvu

[rapidcommit] npedukcos DHCPV6 Ha npoTy 1 accoumaumio

no ipv6 dhep client pd NONyyYeHHOro npegukca C HACTPOEHHbIM
yHMBepcanbHbIM NPegrKCoM.

27.6. NMpumepbl kKoHdpurypaumm DHCPv6
Mpumep 1:

Mpn pasBepTbiBaHUK ceTen IPv6 kommyTaTtopbl cepum MOryT OblTb HACTPOEHbI B KayecTBe
DHPv6-cepBepoB anga ynpaeneHus pacnpegeneHvem agpecos IPv6. MNopaoepxnsatotes oba
pexuma DHCPV6 — c oTcnexmBaHmeM cocTosiHuA 1 6e3 Hero.

Tononorus:

Ha ypoBHe pocTtyna wucnonb3dyetca Kommytatop 1 Ona nogknioveHus norib3osaTenen
obwexntna. Ha nepBoMm ypoBHE arperaumm  KOMMyTaTop 2  HacTpOEeH  Kak
DHCPv6-peTpaHcnaTop. Ha BTOpOM ypoBHEe arperauum KomMmyTaTop 3 HACTPOEH Kak
DHCPv6-cepBep M COeAMHEH C MarucTpanbHOM ceTblo. Ha komnbloTepax AofmkHa ObiTb
yctaHoBrneHa OC He Huke Windows Vista, unu nobas gpyras B kotopon ectb DHCPV6-KNMeHT.
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SwitchC

Vian1: 2001:da8:1:1::1
Vian 10: 2001:da8:10:1::1

SwitchB

flan 1: 2001:da8:1:1::2
Jlan 10: 2001:da8:10:1::2
Vlan 100: 2001:da8:100:1::1

SwitchA

:I

| &
DHCPv6 client

KoHdburypaums SwitchC:
SwitchC>enable
SwitchC#config
SwitchC(config)#service dhcpvé

SwitchC(config)#ipvé dhcp pool EastDormPool

DHCPv6 server

DHCPv6 relay

ABEEEEE HRRER

SwitchC(dhcpvé-EastDormPool-config)#network-address

2001:da8:100:1::100

2001:da8:100:1::1

SwitchC(dhcpvé-EastDormPool-config)#excluded-address 2001:da8:100:1::1

SwitchC(dhcpvé-EastDormPool-config)#dns-server 2001:da8::20
SwitchC(dhcpvé-EastDormPool-config)#dns-server 2001:da8::21

SwitchC(dhcpvé-EastDormPool-config)#domain-name dhcpvé.com

SwitchC(dhcpvé-EastDormPool-config)#lifetime 1000 600

SwitchC(dhcpvé-EastDormPool-config)#exit

SwitchC(config)#interface vlan 1

SwitchC(Config-if-Vlanl)#ipvé address 2001:da8:1:1:1/0/6 4
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SwitchC(Config-if-VlanT)#exit

SwitchC(config)#interface vlan 10

SwitchC(Config-if-Vlan10)#ipvé address 2001:da8:10:1:1/0/64
SwitchC(Config-if-Vlan10)#ipvé dhcp server EastDormPool preference 80
SwitchC(Config-if-Vlan10)#exit

SwitchC(config)#

KoHdburypaums SwitchB:

SwitchB>enable

SwitchB#config

SwitchB(config)#service dhcpvé

SwitchB(config)#interface vlan 1
SwitchB(Config-if-Vlan1)#ipvé address 2001:da8:1:1:2/64
SwitchB(Config-if-Vlan1)#exit

SwitchB(config)#interface vlan 10
SwitchB(Config-if-Vlan10)#ipvé address 2001:da8:10:1::2/64
SwitchB(Config-if-Vlan10)#exit

SwitchB(config)#interface vlan 100
SwitchB(Config-if-Vlan100)#ipvé address 2001:da8:100:1::1/0/64
SwitchB(Config-if-Vlan100)#no ipvé nd suppress-ra
SwitchB(Config-if-Vlan100)#ipvé nd managed-config-flag
SwitchB(Config-if-Vlan100)#ipvé nd other-config-flag
SwitchB(Config-if-Vlan100)#ipvé dhcp relay destination 2001:da8:10:1::1
SwitchB(Config-if-Vlan100)#exit

SwitchB(config)#

27.7. MNonck HecunpaBHocten DHCPv6

Ecnu DHCPV6G-KnMeHT He MOXeT nonyyntb IPv6-agpec u gpyrne ceTesble napameTpbl, Nocne
npoBepkn kabenen n KNMeHTCKoro obopyaoBaHWs crieayeT BbIMOMHUTL creqytoLuee:

lMpoBepbTe, 3anyweH nu DHCPv6-cepBep, 3anyctuTte ero, ecnv oH He 3anyweH. Ecnu
DHCPV6-KNneHTbl N cepBepbl HAaXoaAaTca He B OAHOW hM3MYECKOW CeTU, NpPoBepbLTE,
MMeeT N MapLipyTusaTtop, oTBevarowmn 3a nepecbinniky DHCPv6-nakeToB, dyHKUUIO
DHCPv6-peTpaHcnaTtopa. Ecnn Ha npomMexyToyHOM MapLupyTM3aTope HeT (yHKumu
DHCPv6-peTpaHcnaTopa, pEKOMEHOYETCA 3aMEHUTb 3TOT poyTep MM OBHOBUTL €ro
Mno.

MHorga xocTbl, NOAKMNIOYEHHbLIE K KOMMyTaTopamM co BkNtoyYeHHbiM DHCPVG, He moryT
nonyunTtb IPv6-agpec. B aton cutyauumn B nepsylo ovepenb HeOOXoaMMO NpoBEpPUTD,
NOOKIMKOYEHblI N MNOPThbl, K KOTOPbIM MOAKMIOYEHblI XOCTbl, K MOPTY, K KOTOPOMY
nogkntoyeH DHCPv6-cepBep. Ecnu nogkntoveHo Hanpsamyto, ybeanTbesi, YTO aapeCHbIN
nyn IPv6 VLAN-a, Kk KOTOpOMY MpuHaAnexuT rnopT, HaxoOuTcd B OOHOM MoAceTu C
aflpecHbIM Myrnom, HactpoeHHbiIM Ha DHCPv6-cepsepe. Ecnv nogkrnioyeHbl He Ha
NpSMYI0, 1 MEXay XOCTOM U cepBepomM HacTpoeH DHCPV6-peTpaHcnaTop, Heobxoammo
B NepBylo oyepeb NPOBEPUTL, HACTPOEH N NpaBunbHbIN IPV6-agpec Ha uHTepdence
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KOMMyTaTopa, K KOTOPOMY MOAKMYalTCa XOoCTbl. Ecnn He HacTpoeH, HacTpouTb
npasunbHbln IPv6-agpec. Ecnn HacTpoeH, HeobxoaMMo npoBepwTb, B OOHOW
nogcetm ¢ DHCPv6-cepBepoM HaxoauTcs HacTpoeHHbln [IPv6-agpec. Ecnu Her,
noxanyuncra, fobaBbTe ero B agpecHbIv nyrn.
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28. KOHOUT'YPALUA OINMUAN 82 DHCP
28.1. BBegeHue B onuuto 82 DHCP

Onuma 82 DHCP ato onumsa nHdopmauumn petpaHenupytowero areHta (Relay Agent). Onumsa
82 DHCP HanpaerneHa Ha ykpenneHune 6esonacHocty cepepoB DHCP un yny4ylieHnsa nonnTmnku
KoHgurypauum IP-agpecoB. PeTpaHcnupylowmin areHT gobasnset onuuio 82 (BKNHOYAKOLLYIO
du3myeckuin nopT [OCTyna KrineHTa, waeHTudpmkatop YCTpoUcTBa [OCTyna W Apyryko
uHdopmaumio) B DHCP-3anpoc, nOMy4YeHHbI OT KNWeHTa, 3aTeM nepecbinaet ero
DHCP-cepBepy. Korga DHCP-cepBep, koTopbI nogaepxueaeTt pyHKUuto onuum 82, nonyyaet
cooblleHne, OH Bblgendet KNueHTy IP-agpec n apyrve napameTpbl B COOTBETCTBUMU C
npegHacTpOEeHHbIMU NoNuTUKamMun 1 nHpopmaumen B onumm 82. B 1o ke Bpems DHCP-cepsep
MOXeT nageHTuduumnpoBatb Bce BO3MOXHble aTakm DHCP-coobweHnamm B COOTBETCTBUN C
nHdopmaumen B onumm 82 n 3awmtutb oT HUX. DHCP-peTpaHcnnpyloLwmnn areHT CHAMET ONLUMIo
82 ¢ oTBeTHOro coobuleHna u nepegacT ero onpeaeneHHoMy nopTy YCTPOMCTBa 4OCTyna, B
COOTBETCTBMM C UHpopMaLmen o dunanyeckom nopte B onuuun. MNMpmumeHeHne onumm 82 DHCP
Npo3payvHo ANs KNueHTa.

28.1.1. CtpykTypa coobuweHus onuun 82 DHCP

CoobuieHne DHCP moxeT nMmeTb HECKONBbKO CEFMEHTOB OMNUUIA, onumsa 82 oaMH N3 HUX.
OHa pgomkHa ObiTb Nocne apyrux onuumin, Ho 4o onuum 255. BoT ee popmar:

Code Length Agent Information Field
82 N Sub Sub Option 2 Sub Sub
Option 1 Option 3 Option M

Code: npencraBnsieT NopsigKkoBbIA HOMEP ONUUK MHAOPMAaLMM PETPaHCINPYIOLLEro areHTa,
onums 82 Tak HasbiBaeTcs notTomy, Yto RFC3046 onpegenseT ee kak 82.

Len: konnyecTBo 6anT B None nHgopmaLmm areHTa, He Bkiovas asa b6anta B cermeHTe Code
n cermeHTe Len.

Onuma 82 mMoxeT MMEeTb HEeCKOSbKo cyb-onuumi, TpebyeTcs Kak MMHUMYM ofdHa cybonuusi.
RFC3046 onpegensieT cnegyowme ase cyd-onumm, dopmMaTt KOTOPbIX NOKa3aH HUXKE:

SubOpt Length Sub-option Value

1 N sl s2 s3 sM

2 N il i2 i3 iM

SubOpt: nopsigkoBbIi HOMep cy6-onuun, nopsgkoBbid Homep cyb6-onumm Circuit-ID — 1,
nopsiakoBbI HoMep cy6-onumm Remote ID — 2.

Len: konuyecTtBo 6anT B cyG-onuum, He Bkovas aea GanTta B cermeHTe SubOpt 1 cermeHTe
Len.
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28.1.2. MexaHu3m paboTbl onuun 82

DHCP Discover DHCP | Option 82
>
DHCP DHCP
< Offer
DHCP DHCP | Option 82
R t
eques >
DHCP DHCP
< Ack
ooooo
goooo
gooaoao
aooono
goooog
gooogo
goooao
5555858658882 DHCP Relay’ %
DHCP client Agent

DHCP Server

PucyHok 63. [lnarpamma notokos onuun 82 DHCP

Ecnn DHCP-peTpaHcnupyowmii areHT nogaepxmaeTt onuuio 82, DHCP-knMeHT [OrmkeH
NponTn cregywowmne YeToblpe wara, Ytobbl nonyuntb IP-agpec ot DHCP-cepBepa: discover,
offer, select n acknowledge. NMpotokon DHCP cneagyeT npuBegeHHoON Hke npouenype:

1. DHCP-knneHT Npu nHmumanusaumum nocbinaeT WnpokoeeLaTenbHoe coobeHme
3anpoca. 9710 coobLleHne He nmeeT onuum 82.

2. DHCP-peTpaHcnupytowmn areHT gobdasut onumio 82 k coobLyeHmto 3anpoca, KoTopoe
OH nony4uT, 3aTeM nepeLuneT a1o coobweHne DHCP-cepeepy. o ymonyaHuio
cy6-onumsa 1 onumn 82 (Circuit ID) 310 nHpopmaums ob nHTepdence, K KOTOPOMy
nogkntoyeH DHCP-knueHT (VLAN un dpmnsnyeckor nopT), HO Nonb3oBaTeNb MOXET
HacTpouTb Circuit ID no ceoemy ycmoTpeHuto. Cyb-onuusa 2 onuumn 82 (Remote ID) ato
MAC-agpec yctponctsa DHCP-peTpaHcndaTopa.

3. [ocne nony4vyenna DHCP-3anpoca DHCP-cepBep BbIAENUT KINEHTY IP-agpec u
APYryro MHpopmaumio, B COOTBETCTBUM C NPegHACTPOEHHbIMU NOAUTUKaAMUN U
nHdopmaumen B onumm 82. 3atem oH HanpaeuT DHCP-peTpaHcnmpytowwemy areHTy
oTBeTHoe coobuieHne ¢ DHCP koHdwurypaumen n onumen 82.

4. DHCP-peTpaHCnupylLWmMiA areHT O4MCTUT OTBETHOE CcoOOLLEHME OT onummn 82 u
HanpaBUT €ro KINEHTY.

28.2. Cnucok 3agay KoHdurypauum onuun 82 DHCP

1. BknounTtb onuuio 82 DHCP-peTpaHcnupytoLLero areHTa.
2. Hactpoutb atpnbyTbl MHTEpPherica onuun 82 DHCP.
3. Bkntountb onumo 82 DHCP-cepsepa.
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HacTtpouTb pasgenurens.

No o s

Hactpoutb chopmat no ymonuyanuio onumm 82 DHCP-peTpaHCnMpytoLero areHTa.

HacTtpontb meToa co3gaHus onumm 82.
MpoBoANTb AMarHOCTUKY 1 nogaepxky onumm 82 DHCP.

1. Bknountb onuuio 82 DHCP-peTpaHcnupytoLLlero areHTa.

KomaHpa

OnucaHue

O6LWwunmn pexum

ip dhcp relay information option

no ip dhcp relay information option

BkntoyaeT doyHKLMM onummn 82 Ha peTpaHcnupyroLem
areHTe KommyTaTopa.

KomaHga no BbIKIto4aeT yHKLMIO.

2. Hactpoutb aTpnbyTbl MHTEpPerca onuun 82 DHCP.

KomaHpa

OnucaHue

Pexum koHdurypaumm nitepcenca

ip dhcp relay information policy
{drop | keep | replace}

no ip dhcp information

policy

relay

YcTaHaBnuBaeT MONMUTUKN peTpaHCnsauMn coobLieHus,
KOTOopoe Yyxe codepxut onuuio 82. Pexum drop
O3HavaeT, 4YTO coobLieHne, cogepxagee onuuio 82,
Oypet oTbpoweHo 6e3 kakon-nmbo obpaboTkn. Pexnm
keep 03HauyaeT, 4YTO cucTemMa OCTaBUT OPUTMHANBHYHO
onumio 82 n nepegact coobuieHne cepBepy. Pexum
replace O3Havaer, 4yTO cuctema 3aMeHUT
cywiecTByowyto onumio 82 cBoenm UM nepedact
coobuieHne cepsepy. KomaHga no ycTaHOBUT NOMAUTUKY
B pEXUM Mo ymornyaHuio — replace.

Ip dhcp relay information option
subscriberid {standard | <circuit-
id>}

no ip dhcp relay
option subscriber-id

information

YcranaenueaeTt dopmat cyb-onuumn 1 onumm 82 (Circuit
ID), standard o3Ha4aeT ctaHgapTHble Ha3BaHuss VLAN u
dmsnyeckoro nopTa, Hanpumep,
«Vlan2+Ethernet1/0//12», <circuit-id> aTo coxepxaHue
circuit-id, 3agaHHoro nonb3oBaTenem (CTpoka He Gonee
64 cumBonoB). KomaHga no yCTaHOBUT CTaHOAPTHLIN
dopwmar.

O6wmn pexmm

ip dhcp relay information option
remote-id {standard | <remote-
id>}

no ip dhcp relay
option remoteid

information

YctaHaBnuBaeT coopmaT cy6-onumm 1 onumm 82 (Remote
ID). KomaHga no ycTaHOBUT CTaHAapTHbIN hopmaT.
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3. Bkntouutb onumo 82 DHCP-cepsepa.

KomaHpa

OnucaHue

Oo6wmn pexmm

ip dhcp server relay information enable
no ip dhcp server relay information enable

Mossongetr DHCP-cepBepy KomMyTaTopa
maeHTuduumpoaTs onunto 82. Komanga no
OTKITOYaeT 3Ty (PyHKUMIO.

4. HacTtpoutb hopMaT no ymon4yanuo onumm 82 DHCP-peTpaHCnMpyLWEro areHTa.

KomaHpa

OnucaHue

Oowun

pexum

ip dhcp relay information option subscriberid
format {hex | acsii | vs-hp}

YcranaBnusaeT popmat subscriber-id onumm
82 peTpaHcnupyloLero areHTa.

ip dhcp relay information option remote-id
format {default | vs-hp}

YcranasnusaeTt oopmat remote-id onunn 82
peTpaHCNMpyoLLEero areHTa.

5. HacTpouTb pasgenurtens.

KomaHaa OnucaHue
o6wmn pexmm
ip dhcp relay information option delimiter | HactpanBaet pasgenutenb Kaxkgoro
[colon | dot | slash | space] napameTtpa cybonuun B onuum 82 B
no ip dhcp relay information option delimiter | 106anbHom  pexume.  Komadaa — no
BOCCTaHaBnvBaeT pasgenutensb no

ymon4aHuto — slash.

6. HactpouTtb meToa cosgaHus onuum 82.

KomaHpa

OnucaHue

Oo6wmn pexmm

ip dhcp relay information option self-defined
remote-id {hostname | mac | string WORD}

no ip dhcp relay information option self-
defined remote-id

YcTtaHaBnuBaeT MeTod co3gaHumsa onuum 82,
nonb3oBaTenu MoryT CaMOCTOSATENBHO
onpegenuTb napameTpbl cyb-onummn remote-
id.

ip dhcp relay information option selfdefined
remote-id format [ascii | hex]

YcTaHaBnuBaeT nNosib3oBaTeNbCKUN dopmaTt
remote-id gns onumn 82.
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KomaHpa OnucaHue

ip dhcp relay information option self-defined | YctaHaBnvuBaeT meTton co3gaHus onuun 82,
subscriber-id {vlan | port | id (switch-id (mac | nonb3oBaTenu MoryT CaMOCTOSATENBbHO
| hostname)| remote-mac)| string WORD} onpeaenuTb NapaMmeTpbl cy6-onumm circuit -id.

no ip dhcp relay information option self-
defined subscriber-id

ip dhcp relay information option selfdefined | YctaHaBnvBaeT nonb3oBaTensckun dopmaT
subscriber-id format [ascii | hex] circuit -id gns onuun 82.

7. TpoBoanTb ANarHOCTUKY U nogaepxky onuwmn 82 DHCP.

KomaHpa OnucaHue

Pexum agMuHucTpartopa

show ip dhcp relay information option OTtobpaxaeT WHGOPMaLUMIO O COCTOSHUK
onumm 82 B cucTemMe, BKNOYas Bce
napameTpbl HACTPOWKH.

debug ip dhcp relay packet Wcnonbayetcsa ans oTobpaxeHus
nHdopmaumm o6 ob6paboTke nakeToB B
DHCP-peTpaHcnvpyloLLem areHTe, BkNoyas
aenctensa «gobaBnUTb» N «OYUCTUTBY.

28.3. NMpumepbl npumeHeHus onuuu 82 DHCP
SwitchA

o RN
DHCP Client PC1

=
=

—T L= SwitchB
DHCP Client PC2
PucyHok 64. Tunosown npumep npumeHexus onumm 82 DHCP

SwitchC
Vian2:Ethernet1/0/2 | DHCP relay

00000000
D0oooDoo
00000000
D£0o0oooo0
00000000

Vlan2:Ethernet1/0/3

Il

DHCP server

B paHHOM cxeme oba kommyTtatopa BTOporo ypoBHs (A u B) moaknioyeHbl K KOMMyTaTopy
TpeTbero ypoBHs (C), koTopbin nepegaet DHCP-3anpockl OT KnneHToB cepsepy. Ecnu onuua
82 BbikntoveHa, DHCP-cepBep He cMOXeT pacrno3HaTb, U3 KakoW MoACeTU KIIMEHT, U Bce
KNMeHTbl, NoAKMtYeHHbIe K SwitchA n SwitchB, 6yagyT nonyyate agpeca 13 obuero agpecHoro
nyna DHCP-cepBepa. Nocne BkntoyeHus onummn 82, T.K. KommyTaTop 3 gobasnseT K 3anpocy
NMHopMaLMIo O NopTe, CepBEP CMOXET pacno3HaTb, B KAKON CETU HaxoanTCs KneHT (SwitchA
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unu SwitchB) n, Takum o6pa3om, CMOXET BblAeNsATb pa3HOe aapecHOe NPOCTPaHCTBO ABYM
noaceTam, YToObl yNpOCTUTb yNpaBrieHne CeThbio.

KoHdurypaums SwitchC (MAC-agpec 08:B6:C3:00:00:01):
Switch3(Config)#service dhcp
Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
Switch3(Config)#interface vlan 3
Switch3(Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3(Config-if-vlan2)#ip helper 192.168.10.88

Linux ISC DHCP-cepep nogaepxueaeT onuuio 82, ero KOHGUrypaumoHHbli bann
/etc/dhcpd.conf:

ddns-update-style interim; ignore client-updates;
class "Switch3Vlan2ClasSwitchAx»{

match if option agent.circuit-id = "Vlan2+Ethernet1/0/2» and option agent.remote-
id=08:B6:C3:00:00:01;

}
class "Switch3Vlan2ClasSwitchBx»{

match if option agent.circuit-id = "Vlan2+Ethernet1/0/3» and option agent.remote-
id=08:B6:C3:00:00:071;

}

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name "example.com.cn®;
option domain-name-servers 192.168.10.3;
authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours

allow members of "Switch3Vlan2ClasSwitchA";

}

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2ClasSwitchB";
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}
}

Tenepb DHCP-cepBep OyaeT BbigenaTb agpeca Ang y3noB ¢ KOMMyTaTopa 2 U3 ananasoHa
192.168.102.21 ~ 192.168.102.50, a ana kommytaTtopa 1 u3 gmanasoHa 192.168.102.51 ~
192.168.102.80.

28.4. Nouck HeucnpaBHocTen onummn 82 DHCP

Onuwna 82 DHCP peannsoBaHa kak nogdyHkuma mogyns DHCP-peTpaHcnaTopa. MNpexae, yem
ee ucnonb3oBaTb, Heobxoaumo ybeauTtbes, YTo DHCP-peTpaHCnMpyowWmin areHT HacTpoeH
npaBuUIbHO.

Onuwna 82 tpebyet B3anmopenctema DHCP-petpaHcnsaTopa u DHCP-cepsepa. DHCP-cepsep
OOIKEeH YCTaHOBUTb MOMUTUKY BblOENEeHUs adpeCcoB OCHOBbIBAACbL Ha CETEBOW TOMONOrMu
DHCP-peTpaHcnatopa, HO, Oa)xe ecnu peTpaHcnaTop paboTtaeT HopmanbHO, BblaerneHue
agpecoB MOXeT He nonyunTtbcd. Ecnn B cetn Gonbllie OgHOro peTtpaHcnaTopa, yaenute
BHMMaHWe nonutunke nepegadn DHCP-3anpocos.

Mpn peanusaumm yHkumm onuun 82 DHCP-peTpaHcnsaTopa, nogpobHas uHdgopmauus o
npouecce padoTtbl pyHKumm onuum 82 DHCP-peTpaHcnaTopa MOXeT OblTb NOSTy4eHa KOMaH4om
«debug ip dhcp relay packety». 3Tta nHdopmaumnsa MoxeT NOMOYb B MOUCKE HEUCMPABHOCTEMN.

Mpn peanusaumn dyHkumm onumm 82 DHCP-cesepa, nogpobHas vHdopmaunsa o npouecce
paboTbl dyHKUMK onumm 82 DHCP-cepBepa MoXeT ObiTb nonyyeHa komaHgoun «debug ip dhep
server packety». 3Ta nHopmauusa MOXeT NOMOYb B MOMCKE HENCNPABHOCTEMN.
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29. Onunnm 60 1 43 DHCP

29.1. BBegeHue B onuuu 60 n 43 DHCP

DHCP-cepBep aHanusupyeT nakeTbl oT DHCP-knueHTa. Ecnv npuxoauT naket ¢ onumen 60,
cepBep nNpuHUMaeT peleHne BosBpawate M DHCP-knueHTy nakeTbl ¢ onuuen 43 B
cooTBeTCTBMM C onumen 60 n HacTpameaeT napameTpbl 60 1 43 B agpecHOM MPOCTpaHCTBE

cepsepa DHCP.

HacTponka cooTBeTcTBYytOWMX onumi 60 1 43 B agpecHom npoctopaHcTBe DHCP-cepBepa:

1. B agpecHOM npocTpaHCcTBe HacTpauBatoTcs onuumn 60 1 43 ogHoBpeMeHHo. MNpuxoant
DHCP-naket c onumen 60 ot DHCP-knueHTa, ecnn oH coBnagaeT ¢ onuuen 60
agpecHoro npoctpaHcTea DHCP-cepepa, DHCP-KnMeHT nonyymT onumio 43,
HaCTPOEHHYI0 B aApEeCHOM NMPOCTPaHCTBE, MHade onuusa 43 DHCP-knnueHTy He

BO3BpaLlaeTca.

2. B agpecHoM npocTpaHCTBE HacTpamBaeTcs ToNbko onumsa 43, coBnagatowas ¢ nobon
onumen 60. Ecnu nonyvyeH DHCP-nakeT ¢ onumen 60 ot DHCP-knneHTa, 10
DHCP-knNueHT nonyunt onuuio 43, HACTPOEHHYIO B a4peCcHOM NPOCTPaHCTBE.

3. Ecnu B agpecHOM npocTpaHCcTBE HACTpoeHa Tonbko onums 60, To DHCP-knneHT He

nosiyumT onuutio 43.

29.2. Hactpouka onuuun 60 n 43 Ha DHCP

1. bBasoBble HacTpoviku onuui 60 n 43.

KomaHaa

OnucaHue

Pexunm koHdurypaumm agpecHoro npoctpaHcTBa

option 60 ascii LINE

HacTponka onuum 60 B CMMBOSIBHOM CTPOKE B
dopmate ascii B pexume ip-agpecHoro
npocTtpaHctea DHCP

option 43 ascii LINE

HacTponka onuumn 43 B CMMBOJIbHOW CTPOKE B
dopmaTte ascii B pexume ip-agpecHoro
npocTtpaHcTea DHCP

option 60 hex WORD

HacTtpoika onunn 60 B CUMBOMBHOW CTPOKE B
dopmate hex B pexume ip-agpecHoro
npocTtpaHctea DHCP

option 43 hex WORD

HacTtpoika onunn 43 B CUMBOSBLHOW CTPOKE B
dopmate hex B pexume ip-agpecHoro
npocTtpaHctea DHCP

option 60 ip A.B.C.D

HacTtpoika onunn 60 B CUMBOMBHOW CTPOKE B
dopmate IP B pexume ip-agpecHoro
npocTtpaHctea DHCP
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KomaHpa OnucaHue
option 43 ip A.B.C.D HacTponka onuumn 43 B CUMBOSBHOW CTPOKE B

dopmate IP B pexume ip-agpecHoro
npoctpaHctea DHCP

no option 60 YpaneHne Hactpoek onumm 60 B pexume
agpecHOro NpocTpaHcTea

no option 43 YpaneHne Hactpoek onumm 43 B pexume
agpecHOro NpocTpaHcTea

29.3. NMpumep HacTponku onummn 60 n 43 DHCPv6

ggoog

gagoog

gooao

gooao

gooong

EB godao

googao

gooao

Switeh %

Host
DHCP server
Fit AP nonyyaet IP-agpec n onuuio 43 — npusHak DHCP-cepsepa pnna oTnpasku

ogHoagpecHoro discovery-3anpoca Ha 6ecnpoBogpbivi KoHTponnep. DHCP-cepeep HacTpansaeT
onumto 60 B cooTBeTcTBMM € onumen 60 Fit AP n sosspawaeT 43 onuuto FTP AP.

# Hactpownka DHCP-cepBepa
router(config)#ip dhcp pool a
router (dhcp-a-config)#option 60 ascii AP1000
router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6

29.4. YcTtpaHeHue HeucnpaBHocTen 60 n 43 onuun DHCP

Ecnun BosHukatoT npobnemsbl npu Hactponke DHCP onuun 60 u 43, noxanyncta ydoeantecn, 4To
Npo6nembl He Bbi3BaHbI CreaYHOLLMMU NPUYNHAMMU:

e [lpoBepbTe BktoYeHa N yHKUMSA cryx6bl DHCP.

¢ Ecnu HacTpoeHo agpecHoe npocTpaHcTBOo onuum 60, ydeantech, YTO OHO COYEeTaeTCH C
onumen 60 B nakeTax.
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30. ornuun 37, 38 DHCPV6
30.1. BBegeHue B onuuu 37, 38 DHCPvV6

DHCPv6 (npoTokon pguvHamumyeckonm KoHdurypaumm xoctoB ansa |IPv6) paspabortaH ans
agpecHon cxembl IPv6 M wucnonb3yeTcs Ans  HasHadeHua xoctam  |IPv6-npedumKkcos,
IPv6-agpecoB 1 gpyrmx KOHOUrypaumoHHbIX NapaMmeTpoB.

Ecnn DHCPV6-KNMeHT Xo4yeT 3anpocuTb napameTpbl koHdwurypaumm ot DHCPvV6-cepsepa,
Haxogsllerocs B LpyroM cermMeHTe, To Ans atoro notpebyetca DHCPv6-peTpaHcnaTop.
DHCPV6-coobLieHne, nNpuHATOE peTpaHCcnaTopoM, WHKancynupyetca B «relay-forwardy»
nakeTbl, nepenpaensemble cepBepy, KoTopbli 3aTteM oTBedyaeT DHCPv6-peTpaHcnaTopy
naketammn «relay-reply». 3aTemM peTpaHCOSATOpP BOCCTaHaBnvMBaeT M3 3TUX MNAKeTOB
DHCPv6-coobLleHne 1 nepecbinaeT ero KNneHTy.

Ectb HekoTOpble npobnembl npu ucnonb3oBaHun DHCPV6-peTpaHcnsaTopa, Hanpumep, Kak
HasHaunMTb IP-agpec B OMKCMPOBAHHOM AOuana3oHe KOHKPEeTHbIM nonb3oBaTensam? Kak
n3bexaTb HeneranbHOro npuceoeHnsa |P-agpecoB, BbI3BAHHOIO aTakoW, HaueneHHON Ha
ncyepnaHune cBoboaHbix appecoB? Kak wn3bexatb HeneranbHbix DHCPV6-KNMEHTOB,
ncnone3ayowmx MAC-agpec Apyrux KnmeHToB? 3T Nnpobrembl pellatoTcs NoCpeacTBOM OMNLMiA
37 n 38 DHCPv6 (RFC4649 n RFC4580).

Onuwnn 37 n 38 DHCPV6 nogo6Hel onuumn 82 DHCP. DHCPV6-peTpaHcnaTop gobasnsaeT onumm
37 n 38 Kk nepecbinaembiM 3anpocam u ybupaet 3TM onuMM U3 OTBETOB cepBepa. Takum
obpasom npumeHeHune onuun 37 n 38 Npo3payvyHo ANs KnNneHTa.

Mo onuuam 37 u 38 DHCPv6-cepBep moxeT ayTeHTUduumpoBatb DHCPV6-knveHTa 1
DHCPvV6-peTpaHcnupytoLliee YCTPOMUCTBO, HasHayaTb M yNpaBndaTb KIMEHTCKUMU agpecamu,
TEM cambiM NpegoTBpaLLaTh pa3nmyHble DHCPV6-aTtakn. Tak kak cepBep onpedensieT, ¢ Kakoro
nopTta AocTyna npuvwen 3anpoc, OH MOXET OrpaHUYnUTb KONMYECTBO BblAenAeMblX agpecoB Ha
nopT gocTyna, TeM cambiM MpefoTBpaTUTb aTaky, HaueneHHyl Ha ucdepnaHve agpecos.
OpHako RFC4649 n RFC4580 He onpenenstoT, kak cepBep OydeT ncnonb3oBaTtb onumm 37 n
38, nonb3oBarterib MOXeT UCMOMb30BaTb UX MO CBOEMY YCMOTPEHMIO.

30.2. Cnucok 3apgayd KoHdurypauum onuum 37, 38 DHCPv6

1. KoHdurypauus 6asosbix onuun Dhepv6 snooping.
2. KoHdwurypaums 6asoBbix onumin DHCPv6-peTpaHcnsitopa.
3. KoHdwurypaums 6asoBbix onumin DHCPv6-cepBepa.

1. KoHdurypauus 6asosbix onuun DHCPV6 snooping.

KomaHaa OnucaHue

Oo6wmn pexmm

ipv6 dhcp shooping remote-id option BkntovaeT nogoepxky onumm 37 B DHCPv6

no ipv6 dhcp snooping remote-id option snooping. ~ Komawpa  no  Bbiko4aeT
NOAOEPXKKY.

ipv6 dhcp snooping subscriber-id option BkntovaeT nogaepxky onuun 38 B DHCPV6

no ipv6 dhcp snooping subscriber-id option | SNPOPING.  Komakaa  no  Bbiknovaet
NOAAEPXKKY.
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KomaHpa

OnucaHue

ipv6 dhcp snooping remote-id policy {drop |
keep | replace}

no ipv6 dhcp snooping remote-id policy

YcraHaBsnusaet NOSINTUKY nepechbInKku
nakeToB, yXKe coaepxalmx onumto 37.

drop — cuctema npocto oTOpOCUT NakeTbl C
onuuen 37;

keep — cuctema COXpaHUT UCXOAHYIO OMNUUIO
37 v nepeluneT NakeT cepBepy;

replace — cuctema 3aMEHUT CYLLECTBYHOLLYIO
onuuto 37 ceBoeli 1 NepeLUneT NakeT cepeepy.

KomaHga no ycrtaHaBnvMBaeT NONUTUKY
replace.
ipv6 dhcp snooping subscriber-id policy | YcraHaBnusaet NONNTUKY nepechbIsiku

{drop | keep | replace}
no ipv6 dhcp snooping subscriber-id policy

nakeToB, y>Ke cogepxalumx onuuto 38.

drop — cuctema nNpPocTo OTOPOCUT NakeTbl C
onuuen 38;

keep — cuctema COXpaHUT UCXOAHYIO OMNUUIO
38 1 nepelwuneT nakeT cepBepy;

replace — cuctema 3aMeHUT CyLLECTBYHOLLYIO
onuuio 38 cBOEN M NepeLuneT nakeT cepeepy.

KomaHga no ycraHaBnuBaeT  MNOMAUTUKY
replace.
ipv6 dhcp snooping subscriber-id select (sp | | HactpanBaet NoNb30BaTENbCKYHO
sv | pv | spv) delimiter WORD (delimiter | koHdurypaumto onuummn subscriber-id,
WORD |) KomaHga no BOCCTaHaBnMBaeT
KOHpurypauuio  nNo  ymosfyaHuio,  T.e.

no ipvé dhcp shooping subscriber-id select
delimiter

3aBogckon Homep BmecTte ¢ VLAN MAC.

ipv6 dhcp snooping subscriber-id select
(splsv|pv|spv) delimiter WORD (delimiter
WORD |)

no ipvé dhcp snhooping subscriber-id select
delimiter

HacTtpauBaeTt NoNb30BaTENbCKYHO
KOHpurypaumo onuun subscriber-id,
KomaHpga no BOCCTaHaBnNMBaeT

KOHUrypauuio no yMonyaHuio, T.e. Ha3BaHue
VLAN BMecTe ¢ Ha3BaHMEM nopTa.

Pexum nopTta

ipv6 dhcp snooping remote-id <remote-id>
no ipv6 dhcp snooping remote-id

3apgaet dopmy pobaesneHns onuumn  37.
<remote-id> 310 cogepxaHune nonsa remote-id
B onpeaeneHHon nonb3oBatenem onuun 37,
CTpoKa He bornee 128 cumeonoB. KomaHga no
BOCCTaHaBnvBaeT KOHUrypaumio no
YMOMYaHuio, T.€. 3aBOACKON HOMEP BMeCTe C
VLAN MAC.

(@ arecy
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KomaHpa

OnucaHue

ipv6 dhcp snooping subscriber-id

3apgaet dopmy pobasnenns onuum  38.

<subscriber-id> <subscriber-id> 310 cogepxaHue nons

no ipvé dhcp snooping subscriber-id subscriber-id B OnpeAeneHHoN
nonb3oBartenem onuun 38, ctpoka He Gonee
128 CIMBOJOB. KomaHpa no
BOCCTaHaBnvBaeT KOHuMrypaumo no
ymon4yaHuio, T.e. Ha3BaHue VLAN BmecTe C
Ha3BaHMeM nopTa, Hanpumep,
"Vlan2+Ethernet1/0/2".

2.  KoHdwurypaums 6asoBbix onumii DHCPv6-peTpaHcnsiTopa.
KomaHpa Description
o6wmn pexmm
ipv6 dhcp relay remote-id option BkniovaeTr noggepxky onuun 37 B

no ipv6 dhcp relay remote-id option

DHCPv6-peTtpaHcnaTope. KomaHga no

BbIKMOYaET NOAAEPXKKY.

ipv6 dhcp relay subscriber-id option
no ipv6 dhcp relay subscriber-id option

onumm 38 B
KomaHpa no

BknoyaeT  nognepxky
DHCPv6-peTpaHcnaTope.
BbIKMOYAET NOAAEPXKKY.

ipv6 dhcp relay remote-id delimiter WORD
no ipv6 dhcp relay remote-id delimiter

HacTtpanBaeT nonb3oBaTenbCKyto
KOH(purypaumio onuun remote-id. KomaHga
No BOCCTaHaBMMBaeT KOHUrypaumo mno
YMOM4YaHu1Io, T.€. 3aBOLCKON HOMEP BMECTE C
VLAN MAC.

ipv6 dhcp relay subscriber-id select (sp | sv |
pv | spv) delimiter WORD (delimiter WORD |)

no ipvé dhcp
delimiter

relay subscriber-id select

HacTtpauBaeTt NoNb30BaTENbCKYHO
KOH(urypaumo  onuun  subscriber  -id.
KomaHpga no BOCCTaHaBnMBaeT
KOHpurypaumio  no  ymon4yaHuio,  T.e.

Ha3saHue VLAN BmecCTe Cc HasBaHneM nopra.

Pexum koHdurypaumm nHtepcenca 3-ro ypoBHs

ipv6 dhcp relay remote-id <remote-id>
no ipv6 dhcp relay remote-id

3apgaet dopmy pobaeneHust onumm  37.
<remote-id> 310 cogepxxaHne nons remoteid
B onpeaenieHHon nonb3oBatenem onuumn 37,
CTpoka He bone 128 cumeornos. KomaHga no
BOCCTaHaBnvBaeT KOHUrypaumio no
YMOJYaHu1io, T.€. 3aBOACKON HOMEp BMeCTE C
VLAN MAC.
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KomaHpa Description

ipv6 dhcp relay subscriber-id <subscriber-id> | 3agaetr ¢opmy pobasnexHua onuun 38.

no ipv6 dhcp relay subscriber-id <subscriber-id> 910 copepxaHue nons

subscriber-id B onpeaeneHHom
nonb3oBartenem onuun 38, ctpoka He Bonee
128 CIMBOJOB. KomaHpga no

BOCCTaHaBnvBaeT KOHUrypaumio no
ymon4yaHuo, T.e. HassBaHne VLAN BmecTe C
Ha3BaHWeMm nopra, Hanpumep,
"Vlan2+Ethernet1/0/2".

3. KoHdwurypaums 6asoBbix onumii DHCPv6-cepepa.

KomaHnpga Description

o6wmn pexmm

ipv6 dhcp server remote-id option Bkniovaetr nogmepxkky onuum 37 B

no ipvé dhcp server remote-id option DHCPv6-cepBepe. KomaHga no BbiknovaeT
noaaepxKy.

ipv6 dhcp server subscriber-id option Bkniovaet noggepxkky onuum 38 B

no ipv6 dhcp server subscriber-id option DHCPv6-cepsepe. Komaraa no sbiknioyaet
noaaepxKy.

ipv6 dhcp use class BknioyaeT  nogdepkky  MCMNOMb30BaHWUSA
DHCPv6-knaccos npu NPUCBOEHNN

no ipv6 dhcp use class
agpecoB. KomaHga no BbikNYaeT 3TO, He

yaanss Hactpownku knaccos DHCPVG.

ipv6 dhcp class <class-name> Onpepensiet DHCPv6-knacc n Bxogut B

no ipv6 dhcp class <class-name> pexum koHdurypaummn DHCPv6-knacca.

KomaHga no ygansieT knacc.

Pexum koHdurypaumm nHtepcenca

ipv6 dhcp server select relay-forward Bkntoyaetr BbIGOp onuun 37 un 38
no ipv6 dhcp server select relay-forward BHYTPEHHErO  ypoBHA, korda B Nakere,
npvweawem oT peTpaHcnsaTopa,

CyLLecTByeT Heckosfibko onumn 37 wnnn 38.
KomaHga no Bo3BpallaeT HacTPOWMKy Mo
ymonyaHuio, T.e. Bblbop onuui 37 un 38
OpPUrMHanbHbIX NAKeTOB.
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KomaHpa Description

Pexum koHdurypaumm DHCPv6-knacca

{remote-id <remote-id> | subscriber-id | HactpanBaetr onumm 37 wn 38, koTOpble
<subscriber-id>} COOTBETCTBYIOT Kriaccy.

no {remote-id <remote-id> | subscriber-id
<subscriber-id>}

class <class-name> AccouumpyeT Knacc C nyfoM agpecoB U
BXOAMT B PEXMM KOH(Urypaumm knacca B

no class <class-name>
nyne agpecoB. KomaHga no y6upaet

accoumaumio.
address range <start-ip> <end-ip> YcTaHaBnuBaeT [uana3oH agpecoB  AOns
no address range <start-ip> <end-ip> DHCPv6-knacca. Komanga no yganset
AnanasoH. dopma 3anucu

«npedukc/annuHa» He nogaepXxuBaeTcs.

30.3. NMpumepsbl onnun 37, 38 DHCPv6

30.3.1. Mpumep onuun 37, 38 B DHCPV6 Snooping
SwitchB

RN
MAC-CC

PucyHok 65. Cxema onuui B DHCPV6 Snooping

CornacHo cxeme Mac-AA, Mac-BB 1 Mac-CC — o6bl4Hble nonb3oBaTenu, NogknoyYeHHble K
HegoBepeHHbIM nHTepdencam 1/0/2, 1/0/3 n Va cootBeTcTBeHHO. OHM nonyyawT IP-agpeca
2010:2, 2010:3 mn 2010:4 no DHCPv6; DHCPV6-cepBep MOAKIHOYEH K [AOBEPEHHOMY
nHtepdency 1/0/1. HactpoeHo Tpu nonutukn BblaeneHns agpecos (knaccos), CLASSWITCHA
cootBetcTByeT onumm 38, CLASSWITCHB cootBetctByeT onuun 37, a CLASSWITCHC -
onumam 37 u 38. B nyne agpecos EastDormPool 3anpocam, COOTBETCTBYIOLUMM Kraccam
CLASSWITCHA, CLASSWITCHB n CLASSWITCHC 6yayT Ha3Ha4yeHbl agpeca 13 gnanasoHoB
2001:da8:100:1::2—2001:da8:100:1::30, 2001:da8:100:1::31-2001:da8:100:1::60 "
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2001:da8:100:1::61-2001:da8:100:1::100 cooTBeTcTBEHHO. Ha kommyTatope A BKIlOYeHa
dyHKkumss DHCPv6 snooping 1 HacTpoeHsb! onummn 37 n 38.

KoHdburypaums SwitchA:
SwitchA(config)#ipvé dhcp snooping remote-id option
SwitchA(config)#ipvé dhcp snooping subscriber-id option
SwitchA(config)#int e 1/0/1
SwitchA(config-if-ethernet1/0/1)#ipvé dhcp snooping trust
SwitchA(config-if-ethernet1/0/1)#exit
SwitchA(config)#interface vlan 1
SwitchA(config-if-vlan1)#ipvé address 2001:da8:100:1::1
SwitchA(config-if-vlan1)#exit
SwitchA(config)#interface ethernet 1/0/1-4
SwitchA(config-if-port-range)#switchport access vlan 1
SwitchA(config-if-port-range)#exit
SwitchA(config)#

KoHdpurypaumusa SwitchB:
SwitchB(config)#service dhcpvé
SwitchB(config)#ipvé dhcp server remote-id option
SwitchB(config)#ipvé dhcp server subscriber-id option
SwitchB(config)#ipvé dhcp pool EastDormPool

SwitchB(dhcpvé-eastdormpool-config)#network-address
2001:da8:100:1::22001:da8:100:1::1000

SwitchB(dhcpvé-eastdormpool-config)#dns-server 2001:1
SwitchB(dhcpvé-eastdormpool-config)#domain-name dhcpvé.com
SwitchB(dhcpvé-eastdormpool-config)# excluded-address 2001:da8:100:1::2
SwitchB(dhcpvé-eastdormpool-config)#exit

SwitchB(config)#

SwitchB(config)#ipvé dhcp class CLASSWITCHA

SwitchB(dhcpvé-class-clasSwitchA-config)#remote-id a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/1

SwitchB(dhcpvé-class-clasSwitchA-config)#exit
SwitchB(config)#ipvé dhcp class CLASSWITCHB

SwitchB(dhcpvé-class-clasSwitchB-config)#remote-id a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/2

SwitchB(dhcpvé-class-clasSwitchB-config)#exit
SwitchB(config)#ipvé dhcp class CLASSWITCHC

SwitchB(dhcpvé-class-clasSwitchC-config)#remote-id a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/3

SwitchB(dhcpvé-class-clasSwitchC-config)#exit
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SwitchB(config)#ipvé dhcp pool EastDormPool
SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHA

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchA-config)#address  range
2001:da8:100:1::3 2001:da8:100:1::30

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchA-config)#exit
SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHB

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchB-config)#address  range
2001:da8:100:1::31 2001:da8:100:1::60

SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHC

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchC-config)#address  range
2001:da8:100:1::61 2001:da8:100:1::100

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchC-config)#exit

SwitchB(dhcpvé-eastdormpool-config)#exit
SwitchB(config)#interface vlan 1
SwitchB(config-if-vlan1)#ipvé address 2001:da8:100:1::2/6 4
SwitchB(config-if-vlan1)#ipvé dhcp server EastDormPool
SwitchB(config-if-vlan1)#exit

SwitchB(config)#

30.3.2. NMpumep onuun 37, 38 Ha DHCPv6-peTpaHcnaTope
Mpumep 1:

Mpn passepThiBaHun IPv6-ceTn ansa BbigeneHus IPv6-agpecoB MoxeT ObiTb McCnofb3oBaHa
dyHkums cepepa DHCPV6 Ha mMapLupyTU3mpyoLemM YCTPONCTBE, €CNN cneumanbHbiA cepBep
ucnonb3yetcd ANA  paBHOMEPHOro pacnpegerneHua wn  ynpaeneHus IPv6-agpecamu.
DHCPv6-cepBep nogaepxmaeT oba pexumma, ¢ oTcrexmsaHme coctosiHus (stateful) n 6es Hero
(stateless).

Ha ypoBHe goctyna ncnonb3yetcs SwitchA ans noaknoveHns nonb3oBaTenemn obLWwexnTus; Ha
nepeBom ypoBHe arrperauumn SwitchB, oH HacTpoeH kak DHCPV6-peTpaHCcnsTop; Ha BTOPOM
ypoBHe arperauum SwitchC HacTpoeH kak DHCPv6-cepBep, U OH COEANHEH C MarucTpanbHOn
ceTblo. Ha komnbloTepax gomkHa 6biTe yTcaHoBrneHa OC, koTopas noggepmBaeT yHKUUIO
DHCPV6 client.
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. DHCPvV6 server
SwitchC

Vlan1: 2001:da8:1:1::1
Vian 10: 2001:da8:10:1::1

3 DHCPvV6 rela
SwitchB v

Vian1: 2001:da8:1:1::2
vVlan 10: 2001:da8:10:1::2
vlan 100: 2001:da8:100:1::1

B B3

SEESEEEEERER
AEEEEEHEEERES

DHCPv6 client

PucyHok 66. Cxema npumeHeHust onumn B DHCPV6-peTpaHcnsTope

KoHdburypaums SwitchB:
SwitchB(config)#service dhcpvé
SwitchB(config)#ipvé dhcp relay remote-id option
SwitchB(config)#ipvé dhcp relay subscriber-id option
SwitchB(config)#vlan 10
SwitchB(config-vlan10)#int vlan 10
SwitchB(config-if-vlan10)#ipvé address 2001:da8:1:::2/64
SwitchB(config-if-vlan10)#ipvé dhcp relay destination 2001:da8:10:1::1
SwitchB(config-if-vlan10)#exit

30.4. Nouck HencnpaBHocTten onuun 37, 38 DHCPv6

MMakeTbl 3anpocoB, oTcbinaeMble DHCPV6-knueHTOM, 310 multicast-nakeTbl, NonyyYeHHble
yctpouncteoM BHyTpu ero VLAN. Ecnv DHCPvV6-cepBep xo4eT nosyyaTb NakeTbl OT KIMEHTa,
KNWEHT M cepBep OOIMKHbI HaxoauTbes B ogHoM VLAN, nHade HeobxoaMmo MCrnonb3oBaTb
DHCPv6-peTpaHcnaTop.
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O6paboTka onumn 37,38 npy DHCPV6 snooping MOXeT npoxoauTb OAHVMM U3 Crnegytowmx
00pas0B: 3aMeHUTb OpuUrkMHanbHble onuun 37,38 cBomMMK; OTOPOCUTL NakeT ¢ onuusimu 37,38;
He BbINONHATL onepaumio 4obaBneHns, nepegayn unu otbpaceiBaHna nakerta. Noatomy, ecnu
IPv6-agpec He norny4veH B COOTBETCTBUM C onumsamu 37,38, noxanyncra, npoBepbTe HACTPONKN
nonutuk DHCPvV6 snooping Ha BTopom ycTponctee. DHCPV6-cepBep No ymon4yaHuio nonyyaet
onumu 37,38 13 naketa, OTNPABMEHHOrO KIMEHTOM, TakK e MOXET nofnyyaTb MX U3 nakeTa,
OTNpPaBNEeHHOro peTpPaHCNSATOPOM.

DHCPv6-cepBep npoBepsieT TOJSIbKO onuum 37,38, [o0baBneHHble nepsbIM

DHCPV6-peTpaHCnaTopoM, 3TO 3HAYMT, YTO B NakeTax peTpaHcnsTopa AeUCTBUTENbHbI TOMNbKO
onummu 37,38 camoro rny6oKoro ypoBHs.
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31. KOHOUT'YPALIUA DHCP SNOOPING
31.1. BBegenue B DHCP Snooping

DHCP Snooping o03HayaeT, 4TO KOoMMyTaTtop HabniogaeT 3a NpoLEeCcCOM MNPUCBOEHUS
IP-agpecos no npotokonly DHCP. 3T1o npepoTBpallaeT nosiBfieHWe HeneranbHbIX
DHCP-cepeepoB n DHCP-atakn nytemM HacTpPOWKM AOBEPEHHbIX WU HEeAOBEPEHHbIX MOPTOB.
DHCP-coobueHne ¢ [oBepeHHbIX NopToB nepepaetca 6e3 nposepku. [lpu TMNU4YHON
KOH(purypaumm [oBepeHHble NopTbl UCNONb3yTca Ans nogkniodeHna DHCP-cepeepa wnu
DHCP-peTpaHcnsaTopa, a K HeJOBEPEHHbIM MOpTaM NOAKNHYaOTCS KNMeHTbl. C HeaoBEPEHHbIX
noptoB KommyTtaTop OygeTr nepecbinate Tonbko DHCP-3anpockl, HO He oTBeThl. Ecnin ¢
HeoBepeHHOoro nopTta nony4veHo coobuieHne DHCP oTtBeTa, KOMMyTaTOp NOAHUMET TPEBOTY U
npegnpumMeT onpefeneHHble OencTBMs C MOPTOM, COMflaCHO HacTpovkam, Hanpumep,
BbIKITIOYeHMe unn co3panue «black hole».

Ecnn BknoyeHa npuesska DHCP Snooping, kOMMyTaTop COXpaHUT B COOTBETCTBYIOLLEWN
Tabnuue ceasyowyo MHbopMmauuto O kaxgom DHCP-knueHTe € HeOoBEpeHHOro nopTta
(Bknovas MAC-agpec, IP-agpec, apengy IP, Homepa VLAN wu nopta). Wmea Takyio
nHpopmaumto DHCP Snooping, MOXXHO kOMBMHMpPOBaTL C APYrMMU MOAYNAMWU, TakMMK, Kak
dot1x n ARP, nnm camoctoaTenbHO peann3oBaTb KOHTPOSb 4OCTYNa Nonb3oBaTenen.

3awmTta ot noppenbHoro DHCP-cepBepa: ecnu KOMMyTaTop nepexBaTbiBaeT OTBET
DHCP-cepsepa (Bkntovas DHCPOFFER, DHCPACK n DHCPNAK), oH nogHumeT TpeBory u
npegnpuMeT onpeeneHHble OEWCTBUS, COrflacHO HacTpomkam (BbIKIOYEHME nopTa Wnm
cosnaHue «black holey).

3awmTa ot neperpy3km DHCP: YTo6bl nsbexatb 6onbLoro konmyectea coobueHnn DHCP,
aTakylwmx npoueccop, nosfb3oBaTeNb MOXET OrpaHUYMTb  CKOpPOCTb  MOSyYeHus
DHCP-nakeToB Ha OBEPEHHbIX U He4OBEPEHHLIX NOpTax.

3anucb paHHbIx npuBasku DHCP (dhcp snooping binding): DHCP snooping npu
nepecbinike DHCP-nakeToB 6ygeT 3anucbiBaTb gaHHble (ip + mac). MoXHO Tak ke 3arpy3uTb
9TM JaHHble Ha cepBep B LieNsiX BOCCTAHOBMNEHUS YyTEPSAHHOW MHpopmaumm. [laHHbIe NPUBA3KM,
B OCHOBHOM, MCNOMb3YHTCA A5 HACTPOMKA OUHAMUYECKMX MONb30BaTENbCKMX NopToB dot1x.
3a nogpobHon nHdopmaumen o dot1x obpaTutech, noxanyincrta, K rnaee «HacTtporika dot1x».

Ho6aeneHue cBasywero ARP: moxHo go6aBuTtb ctatudeckyto cBasky ARP B cooTBeTCTBUM
C AWHAMMYECKMMM AaHHbIMKY, YTOObI NpegoTBpatuTb ARP-MoOLEHHMYeCTBO.

Hdo6aBneHue aoBepeHHbIX NOJNIb30BaTesNien: MOXHO 400aBWTb 3anNnCKU B CMNCOK JOBEPEHHbIX
nonb3oBaTenen B COOTBETCTBUM C NapameTpamMu CBS3YHOLMX AaHHbIX; 3TU Monb3oBaTenu
nony4yaT 4OCTyn KO Bcem pecypcam 6e3 dot1x-ayTeHTndmkauuu.

ABTOMaTMUYECKOE BOCCTAaHOBJIIEHME: YepE3 HEKOTOPOE BPEMS MOCHE BbIKIHYEHWS NopTa Unm
co3gaHusa «black hole», HyxHO aBTOMaTM4yeckn yopaTb GriokmpoBky nopTta unm MAC-agpeca n
OTNpPaBUTb Npu 3TOM MHGOPMaLIMIO Ha cepBep Yepes syslog.

DyHKUMA KypHana: Korga kommyTaTtop obHapyxmBaeT HEHOpPMarbHble NakeTbl, OH AOMKEH
OTNpaBnUTb MHpOPMaLMIO Ha cepBep XypHana vepes syslog.

lncpoBaHme npuBaTHbIX COOOLWIEHMW: CBA3b MeXOQy KOMMYTAaTOPOM W BHYTPEHHEWN
cuctemon ynpaerneHna 6esonacHoctbio ceTn TrustView npoucxoouT 4epe3 npvBaTHbIE
coobuweHuns. Nonb3oBaTenu MoryT WngpoBaTb 3TM CO0OLWEeHNs B Bepcum 2.

®dyHKuMAa pobGaBneHue onuum 82: pasnuyHble sub-onumm 82 pobGasBnfAwTca B
DHCP-coobLieHre B COOTBETCTBUM CO CTAaTyCOM ayTEHTMdMKALMK NOSb3oBaTENA.
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31.2. MocnepoBaTtenbHOCTbL 3aaay koHdurypauum DHCP Snooping

Bkntounts DHCP Snooping.

BknounTb dyHKumio npuesaskn DHCP Snooping.

BknounTb doyHKkumio npuesaskn ARP DHCP Snooping.

BknounTb doyHKumio onummn 82 DHCP Snooping.

YcTaHoBUTL BEPCUIO NPUBATHbLIX MAKeTOB.

YcTaHoBUTb 3angpoBaHHbIn Koy DES Ana npyBaTHbLIX NakeTos.
YctaHoBuTb agpec DHCP-cepBepa.

HacTpouTb AoBepeHHbIE MOPTHI.

BknounTb doyHKumio npuesaskn DHCP Snooping DOT1X.
BknounTb doyHKumio npuesaskn DHCP Snooping USER.

. Jo6aBnTb 3anvcy B CTaTUYECKUIN CNINCOK.

. YCTaHOBUTb OENCTBUA 3aLUUTHI.

. YcTaHOBUTb orpaHnyeHne ckopoctn nepegaydn DHCP coobLieHui.
BkntounTb oTnaaky.

HactpouTb atpubyTsl onumm 82 DHCP Snooping.

=

©OCXNOOO AN

e e e e e
s wN PO

1. Bxkntoumte DHCP Snooping.

KomaHpa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping enable Bkntountb/Bbikntountse DHCP Snooping.
no ip dhcp snooping enable

2. Bxnountb doyHkumio npmesskn DHCP Snooping.

KomaHaa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping binding enable BkntounTb/BbikNoUnTb PyHKUM0 npueaskm DHCP

no ip dhcp snooping binding enable Snooping.

3. Bxmountb doyHkumo npmeaskn ARP DHCP Snooping.

KomaHaa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping binding arp BkntounTb/BbIKNOUNTE dOyHKUMIO npuBsaskun ARP DHCP

no ip dhcp snooping binding arp | SNOOPING.
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4. Bknountb dyHKumio onummn 82 DHCP Snooping.

KomaHpa

OnucaHue

Fmo6GanbHbIN pexum

ip dhcp snooping information enable
no ip dhcp snooping information enable

BkntounTb/BbikNOUNTE yHKUMIO onunn 82 DHCP
Snooping.

5. YcTaHoBUTb BEPCUIO NPUBATHLIX MAaKeTOB.

KomaHpa

OnucaHue

FnobanbHbIN peXxum

ip user private packet version two
no ip user private packet version two

HaCTpOVITb/y,EI,aJ'II/ITb BEPCUIO NMPUBATHbIX NMAaKeTOB.

6. YcTaHOBUTbL 3aLIMPPOBAHHBIN KItO

4 DES anga npvBaTHbLIX NakeToB.

KomaHpa

OnucaHue

FnobanbHbIN peXxum

enable trustview key 0/7 <password>
no enable trustview key

HacTtpouTb/yganutb 3awmndpoBaHHbIn kntod DES
ANS NpyBaTHbIX MAKETOB.

7. YctaHosuTb agpec DHCP-cepsepa.

KomaHaa

OnucaHue

FnobanbHbIN peXxum

ip user helper-address A.B.C.D [port
<udpport>] source <ipAddr>
(secondary|)

no ip user helper-address (secondary|)

HacTtpoutb/yganute agpec DHCP-cepBepa.
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8. HacTpoutb AoBepeHHbIe NopPThl.
KomaHpa OnucaHune
Pexum nopTa
ip dhcp snooping trust {vlan <vlan-list>} | Coenate nopt pgoBepeHHbIM. KomaHga no

no ip dhcp snooping
<vlanlist>}

trust {vlan

OTMEeHAET HaCTDOIZKy.

9. Bkmountb dyHKumio npussaskn DHCP Snooping DOT1X.

KomaHpa

OnucaHue

Pexum nopTa

ip dhcp snooping binding dot1x
no ip dhcp snooping binding dot1x

Snooping DOT1X.

BknounTb/BbIKMIOUNTE YHKUMIO NpuBasku DHCP

10. Bkntountb dpyHKumio npmeaskm DHCP Snooping USER.

KomaHpa

OnucaHue

Pexnm nopta

ip dhcp snooping binding user-control
no ip dhcp snooping binding usercontrol

Snooping USER.

BkntounTb/BbikNtoUNTb PyHKUMO npueaskm DHCP

11. Jo6GaBuTb 3anncm B CTaTUYECKUINA CMIUCOK.

KomaHaa

OnucaHue

FnobanbHbIN peXxum

@ §) QTECH
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ip dhcp snooping binding user <mac> address | [Jo6aBuTb/yganutb 3anucu B
<ipAddr> vlan <vid> interface (ethernet|) <ifname> | ctaTu4ecknin cnncok.
no ip dhcp snooping binding user <mac> interface
(ethernet|) <ifname>
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12. YcTaHoBUTb AEWCTBUS 3aLMUThI.
KomaHpa OnucaHue
Pexum nopTa
ip dhcp snooping action | YcTaHOBUTL/OTMEHUTb aBTOMaTmyeckme
{shutdown|blackhole} [recovery | 3alWMTHbIE OENCTBUS Ha NopTax.
<second>]
no ip dhcp snooping action

13. YcTaHoBWUTbL OrpaHuyeHue ckopoctn nepegaym DHCP-coobLieHnn.

KomaHpa

OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping limit-rate <pps>
no ip dhcp snooping limit-rate

YCTaHOBUTbL OrpaHUYeHne CKOPOCTM nepedayn
DHCP-coobLeHuin.

14. BkniouvTb OTNAAKYy.

KomaHaa

OnucaHue

Pexunm agpMuHucTpatopa

debug ip dhcp snooping packet
debug ip dhcp snooping event

debug ip dhcp snooping update
debug ip dhcp snooping binding

Moxanyncra, obpatuTeCb K COOTBETCTBYHLLEN
rnaBe Nomcka HemcrnpaBHOCTEN.

15. Hactpoutb aTpubyTtbl onumm 82 DHCP Snooping.

KomaHaa OnucaHue
FnobanbHbIN peXxum
ip dhcp snooping information option | YcranaBnueaeTt doopmart subscriber-id onuun

subscriber-id format {hex | acsii | vs-hp |
vshuawei}

82 DHCP snooping.

ip dhcp snooping information option remote-
id {<remote-id> | standard | vs-cisco | vs-
huawei}

no ip dhcp snooping
remote-id

information option

YcTaHaBnuBaeT cogepkaHue  cy6-onummn
remote-id onumn  82. KomaHga no
BO3BpallaeT CTaHA4apTHLIN dhopmar.
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KomaHpa

OnucaHue

ip dhcp snooping information

allowuntrusted

option

no ip dhcp snooping information option allow-
untrusted

PaspewaeTt HeJOBEePEHHbLIM noptam
npuHumate DHCP-nakeTbl € onuuen 82.
Ecnn He BKMOYEHO, BCe HeOOBEpPEeHHble
noptbl 6yayTt otbpacbiBate DHCP-naketbl ¢
onumen 82.

ip dhcp snooping information option delimiter
[colon | dot | slash | space]

no ip dhcp snooping information option

YcTaHaBnuBaet pasgenurens ansi
napameTpoB cy6-onuui onumn 82. KomaHnga
Nno  ycTaHaBnuMBaeT  pasgenutens  No
ymonyaHuto — slash.

no ip dhcp snooping
selfdefined remote-id

information option

delimiter

ip dhcp snooping information option | 3agaetr wMeTog co3gaHua onuuun 82,

selfdefined remote-id {hostname | mac | string | nonb3oBaTenN  MOryT  CaMOCTOSATESIbHO

WORD} onpenennTb napameTpsbl cy6-onuum
remoteid.

ip dhcp snooping information option
selfdefined remote-id format [ascii | hex]

Monb3oBaTenbckun dopmat remote-id ans
onuumn 82.

ip dhcp snooping information option
selfdefined subscriber-id {vlan | port | id
(switch-id (mac | hostname)| remote-mac) |
string WORD}

no ip dhcp snooping information option type
self-defined subscriber-id

3agaetr wMeTon co3gaHua onuum 82,
nonb3oBaTtenn  MOryT  CaMOCTOSTENbHO
onpenenuTb napameTpbl cy6-onumm
circuteid.

ip dhcp snooping information option
selfdefined subscriber-id format [ascii | hex]

Mone3oBaTenbckun dopmat circuit-id gnsa
onumun 82.

Pexum

nopTa

ip dhcp snooping information
subscriber-id {standard | <circuit-id>}

option

no ip dhcp snhooping
subscriber-id

information option

YcraHaBnuBaeT cogepxaHue  cyb-onumm
circuit-id onummn 82. KomaHga no Bo3BpawlaeT
CTaHOapTHbIN dhopmar.
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31.3. TunoBoe npumeHeHmne DHCP Snooping
Ack

Switch X«——
1/0/10

DHCP Client
IP:1.1.1.5
MAC: AA

- DHCP Client
IP:1.1.1.6

ZiFEEEERR\  MAC: BB

00000000
0o0ooooo
00000000
00000000
000ooooo

Gateway

=

DHCP server
PucyHok 67. Tunosow npumeHeHne

Kak nokasaHo Ha pucyHke, ycTponcteo Mac-AA — 0b6blYHbLIN NONb3oBaTemNb, NOAKITHOYEHHbIA K
HegoBepeHHomy nopTy 1/0/1 kommyTaTopa, nonyyaet IP-HacTponkn yepes DHCP, IP-agpec
knuenTta 1.1.1.5. DHCP-cepBep 1 L3 NOAKMIOYEHBI K AOBEPEHHBIM MOPTaM KOMMyTaTopa,
1/0/11 n 1/0/12 cooTBeTCTBEHHO. 3noymbILNeHHNK Mac-BB, noakntoyeHHbIn K HegoBepeHHOMY
nopty 1/0/1 kommyTaTopa, neitaetcs nogaenate DHCP-cepsep (nockinas naketsl DHCPACK).
®yHkuna DHCP Snooping Ha kommyTaTope a(heKkTMBHO OBHapyXuT 1 6rokupyeT Takon Tun
ceTeBon ataku. [ocnenoBaTenbHOCTbL HACTPOWKML

switch#

switch#config

switch(config)#ip dhcp snooping enable
switch(config)#interface ethernet 1/0/11
switch(Config-If-Ethernet1/0/11)#ip dhcp snooping trust
switch(Config-If-Ethernet1/0/11)#exit
switch(config)#interface ethernet 1/0/12
switch(Config-If-Ethernet1/0/12)#ip dhcp snooping trust
switch(Config-If-Ethernet1/0/12) #exit
switch(config)#interface ethernet 1/0/1-10
switch(Config-Port-Range)#ip dhcp snooping action shutdown

switch(Config-Port-Range)#
31.4. NMNouck HencnpaBHocTten DHCP Snooping

31.4.1. HabnopeHue n oTnagovHasa nHdopmaums

Komanga «debug ip dhcp snooping» mMoxeT 6bITb UCNoNb3oBaHa Af1s NonyyYeHne OTnagoyHom
nHdopmaumn.
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31.4.2. NMomMoLb B NOUCKe HEUCNpaBHOCTEN

Ecnn Bo3HukaeT npobnema ¢ ucnonb3oBaHneM dyHkumm DHCP Snooping, noxanyincrta,
npoBepbTe crieayoLlee:

BkntoueHa nu pyHkuma DHCP Snooping rno6anbHo;

Ecnn nopT He pearvpyeT Ha noxHblin DHCP-nakeT, npoBepbTe, HACTPOEH JiM 3TOT MOPT Kak
Hel0OBEPEHHBbIN.
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PykoBogcTteo nonb3osatend QSW-3750
O6was nHdopmauus | wwwtechru |
32. ObLWWAA NHPOPMALIUA

32.1. 3ame4yaHua 1 NpearIoXeHus

Mol Bceraa CTpeMnMCAa ynydwnTb Hawy AOOKyMeHTauuko U NoOMO4Yb BaM pa6OTaTb ny4ule,
NO3TOMY Mbl XOTUM YyClnbillaTb BacC. Mebl Bceraga panbl 06paTHOIZ CBS131, B OCOOEHHOCTMU:

oLnOKK B copgepKaHunn, HENOHATHbIE UMK NMPpOoTUBOpPeYallne Mecta B TEKCTE,;
naen no ynydleHuo JoKyMmeHTauuum, YTOObI HaxoaouTb I/IH(bOpMaLI,VIPO 6bICTpee;
Hepa60Ta+0u.|,|/|e CCbIJTK/N U 3aMeYaHud K HaBurauun no JOKYyMEHTY.

Ecnu Bbl X0TMTE HanMcaTb HaM NO NOBOAY AAHHOrO AOKYMEHTA, TO UCMOMb3YyMTe, NoXanyncta,
dopmMy obpaTHOM cBA3N Ha gtech.ru.

32.2. NapaHTNA n cepBUC

Mpouenypa n HeobxoamMmble AEACTBMSA NO BOMpocaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lNopgaepxka» —> « apaHTUNHOE O06CNYKMBAHNE ».

O3HakoMnTbCS € MHpOPMaLUMen No BonpocamMm TeCTUpoBaHUs 060pyaoBaHUA MOXHO Ha cante
QTECH B pasgene «lNogaepxka» —> «B3saTb 060pyaoBaHWe Ha TECT».

Bbl MOXeTe HanucaTb HanpsiMyto B Cry>0y cepBuca no aNeKTpoHHOM no4vte sc@aqtech.ru.

32.3. TexHn4yeckKasi noaaepxka

Ecnn Bam HeobGxoaumo copencTeBve B BOMPOCaX, Kacalowmxcs Hawero obopyaoBaHus, TO
MOXXeTe BOCMNOSIb30BaTbCS Hallen aBTOMaTU3MPOBAHHOW CUCTEMOM 3anpOCOB TEXHUYECKOrO
cepBuc-LeHTpa helpdesk.qgtech.ru.

TenedoH TexHuyeckon nogaepxkn +7 (495) 797-33-11 pob. 0

32.4. dneKkTpoHHas Bepcus AOKyMeHTa
HaTa ny6nunkaumn 20.01.2023

https://ffiles.qtech.ru/upload/switchers/QSW-3750/QSW-3750_dos_user_manual.pdf
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