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Sanenerue | www.qtechru |

3asaBneHue

3asaBneHue o6 dBTOPCKUX U UCKITHOYUTEJIbHbIX NMpaBaxX

OT0 pyKOBOACTBO, BKITHOYas, HO HE OrpaHNYNBasiCb BCEN coepXallencs B HeM nHdopmaumen,
3allUMLLLEHO NONOXEHNAMU 3aKOHOAATEeNbLCTBA 00 UCKNIOUNTENBHbLIX U aBTOPCKUX npaBax. be3
pa3pelwweHnss QTECH HMKTO He MOXeT 3aHMMaTbCA KakKUMU-NMOO AEUCTBUAMMU, TaKUMKU Kak
nMUTaumMsa, KonMpoBaHWe, u3BneveHve WHdoOpMauum, nepecbinka wunu ppyrme opmbl
MCrMonb30BaHus.

OTKa3 OT OTBETCTBEHHOCTHU

HacTtoswee pykoBOoACTBO NpeAHasHayeHO ANA CrpaBOYHbIX Lenen npu Ucnonb30BaHMK
nporpaMmmMHo-anmnapaTHOro Komnsiekca (yCTponucTea).

QTECH npepocTaBnseT 370 pyKOBOACTBO "Kak eCTb" 1 B TON Mepe, B KaKon 3TO pa3peLleHo
3aKOHOM, He [aeT HUMKAKUX ABHbIX WM nogpa3yMeBaeMblX rapaHTui, BKIoYasi, MOMUMO
npoYyero, TOBApPHY MPUrogHOCTb, NPUrOAHOCTb OMA OMpefeneHHON Lenu, HeHapylueHue
Kaknx-nnbo npaB Apyrux nuvy, 1M nobble rapaHTM OTHOCUTENbHO MWCMOMb30BaHUS UMK
HEBO3MOXHOCTU UCMoNb30BaHMA 3Toro pykosoacTea. QTECH Takxe He AaeT HUKaKux rapaHTuim
OTHOCUTENBHO TOYHOCTU U HAAEXHOCTN N60oN MHopMaLn, NONYYEHHON C MOMOLLbIO 3TOro
pyKOBOACTBA.

N3-3a 0OHOBREHUI Bepcun npoaykra UM Mo ApyruM nNpuYMHaMm COAepXUmoe 3TOro
pykoBOACTBa MOXET nepuoamyeckm oobHoenATeca. QTECH ocTtaBnsaeT 3a cobo NnpaBo BHOCUTb
N3MEHEHMA B COAEPXaHNe HacTOALWEro pyKoBoACTBa B Ntoboe BpeMsi 6€3 npeaBapuTenbHOro
yBEeOOMITEHUS.

Ecnun He YKa3aHoO MHOe, 3TO PYKOBOACTBO NpenocrtaB/iA€TCA UCKNMKIOYUTENIbHO B KayecTBe
pykoBoACTBa MO WUCMONb30BaHMO, W MNonb30BaTesin HeCyT BCE€ pPUCKU, CBA3aAHHble C
ncnonb3oBaHMem 3TOro pykoBoacTBa.

3asaBrieHue 0 TOBapHOM 3HakKe

Microsoft® n Windows aBnslTCA TOBapHbIMW 3Hakamu rpynnbl KomnaHun Microsoft.
Linux® aenseTca 3apernctpupoBaHHon Toproson mapkon Linus Torvalds.

Aspeed® saBnsetca Toproson mapkon ASPEED Technology Inc.

QTECH® aensietca Toprosou mapkon OO0 «KbHOT3K».
lMpaBa cOGCTBEHHOCTM Ha ApyrMe ToBapHble 3HaKM NpUHaAnexart ux BnagenbLam.
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PykoBoacTtBo nonb3osatend cepua QSW-4530

YIMNPABJITEHVE KOMMYTATOPOM W

1. YNIPABJIEHUE KOMMYTATOPOM

1.1. BapuaHTbl YnpaBrieHus

Ons ynpaBneHua Heobxoammo HacTpouTb kommyTtatop. Kommytatop obecneuvBaeT fBa
BapuaHTa ynpasneHus: BHenosnocHoe (out-of-band) unu BHyTpunonocHoe (in-band).

1.1.1. BHenonocHoe ynpaBneHue

BHenonocHoe ynpaeneHne — 3T0 yrnpaBeHne Yepes3 KOHCOSbHbIN uHTepdeinc. BHenonocHoe
yrnpaBfieHMe B OCHOBHOM WMCMONb3YeTCHA ANS HayanbHOro KOHUrypupoBaHMs KOMMYyTaTopa,
nmbo, Korga BHYTPUMOSIOCHOE YrMpaBfieHMe HeaocTynHo. Hanpumep, nonb3oBaTteslb MOXET
yepe3 KOHCOSbHbIA MOPT MpUCBOUTbL KoMMmyTaTopy |IP-agpec ons goctyna no npoTokosiam
Telnet. SSH n HTTP.

Mpoueaypa ynpasneHus KOMMYTaTOPOM Yepe3 KOHCOSbHbIV MHTePdENC OnucaHa H1Xe:

War 1. MNogkniounte MNepCcoHamnbHbIA ~ KOMMbIOTEP K  KOHCONIbHOMY  (CEpUMWUHOMY)  MOPTY
KoMMyTaTopa.

11
H

MopknoveHue
Yepes KOHCONMbHbLIN
kabenb

PucyHok 1-1. MogkntodeHmne MK K KOHCONbHOMY NOPTY KOMMyTaTopa

Kak nokasaHo Bbllwe, cepuiiHbin nopT (RS-232) nogknoyeH K KoOMMyTaTopy Yepes3 CepUNHbIv
kabenb. B Tabnuue H1Xe yka3aHbl Bce yCTPOMCTBA, MCNOMb3YOLMIACA B NOAKITHOYEHUMN.

HasBaHue OnucaHue

ycTpoMucTBa

MepcoHanbHbIN NmeeT dyHKUMOHanbHyo knasuatypy u nopt RS-232 (COM), c
komnbtoTep (PC) YCTaHOBNEHHbLIM AMYNATOPOM TEPMUHanNa, Takum kak PuTTY
Kabenb cepunHoro | OanH KoHew, noaknoyaeTca K cepuiHomy nopty RS-232 (COM), a
nopra apyron K nopty Console kommyTatopa

KommyTaTop TpebyeTtca paboTatowmin nopt Console

LWar 2. BknoyeHne n HacTponka amyrnatopa TepmuHana PUTTY.

Mocne ycTaHOBKU coeanHeHus, 3anyctute PuTTY. PUTTY — cBo60AHO pacnpocTpaHsaeMblii
KIMWEHT ANSa pasnuyHbIX MPOTOKONOB yAanéHHoro pgoctyna, Bknw4vasa SSH, Telnet. Takxe
MMeeTCA BO3MOXHOCTb paboTbl YUepes nocnegoBaTtenbHbiv nopT (Serial port, COM-nopT).
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PykoBoacTtBo nonb3osatend cepua QSW-4530

YMPABMNEHVE KOMMYTATOPOM

1. 3anyctute PUTTY u BbibepeTe Tun nogkntodeHns — Serial. B none «Serial linex»
yKaxuTe Homep nocrnegoBaTefnibHOro noprta, Hanpumep, COM7. 3aTtem B nosne
«Speed» Heobxo0aAMMO 3apaTb CKOPOCTb Nepeaayn faHHblx (baudrate) — 9600 6uT/c.

ﬁ PuTTY Configuration ? X
Category:
= Session Basic options for your PUTTY session
¢\ i Loqgi
5 Terrsiizllng Specify the destination you want to connect to
-Keyboard Serial line Speed
Bell | com7 9600 I
- Features :
£ Window Connection type:
- Appearance ()ssH (O other: | Telnet i
- Behaviour
~Translation Load, save or delete a stored session
+ Selecti
e Selection Saved Sessions
- Colours
=1 Connection |
-Data -
Default Settings Load
~Proxy com7
=) SSH Save
- Serial
- Telnet
Delet:
-Rlogin eee
SUPDUP
Close window on exit:
(O Aways () Never (®) Only on clean exit

About Help Cancel

PucyHok 1-2. OcHOBHble HacTponku PuTTY

2. [ns obneryeHHOro NnOBTOPHOro NOAKIIOYEHMA C ucnonb3oBaHmem PUTTY, cnepyet
COXpaHWUTb HacCTPOVKK ceccun. [na aToro Heobxoammo B none «Saved Session»
BBECTM Ha3BaHue ceccun (Hanpumep, Switchl) n HaxaTtb KHOMKY «Savey.
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YMNPABITEHVME KOMMYTATOPOM

PucyHok 1-3.CoxpaHeHue ceccum B PUTTY

& PuTTY Configuration ?
Category:
= Session Basic options for your PuTTY session
__Loggng Specify the destinall { to connect t
= Terminal pecify the destination you want to connect to
- Keyboard Serial line Speed
-Bell com? ||9600
- Features
1} Window Connection type:
Appearance ()SSH (@ Serial () Other: |Telnet
- Behaviour
-~ Translation Load, save or delete a stored session
B Selection Saved Sessions
- Colours
= Connection I Switch1 I
Dala Default Settings
- Proxy Load
[+ SSH Save
- Senal ]
Telngt Delete
Rlogin
- SUPDUP
Close window on exit:
(O Aways  ()Never  (®) Only on clean exit
3. Bblbepute coxpaHeHHY CECCUI0 U HAaXMUTE KONKY «Openy.
% PuTTY Configuration ? X
Category:
-1 Session Basic options for your PuTTY session
_~Loggng Specify the destinat t o connect &
S Terminal pecify the destination you want to connect to
Keyboard Serial line Speed
- Bel [com7 9600
- Features
2 Window Connection type:
- Appearance (O)ssSH (@ Serial () Other: Telnet v
Behaviour
Trans\;tion Load, save or delete a stored session
¥ Selection Saved Sessions
- Colours
=l Connection | ‘
Data :
& SSH Save
- Serial
- Telnet Delete
Rlogin
SUPDUP
Close window on exit:
(O Aways  ()Never  (®) Onlyon clean exit
About Help Open Cancel

PucyHok 1-4. 3anyck COXpaHEeHHOW ceccum
LWar 3. BeizoB komaHagHoro nHtepdenica (CLI) kommyTaTopa.

BknounMte koMMyTaTOp M AOXAUTECH NONHON 3arpy3ku. MNocne yero B okHe PUTTY noasAatcA

cnegywouine COOOLLEHMS — 3TO NOJIb30BaTENbCKNN pexmnm KommMmyTaTtopa.
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YMNPABITEHVME KOMMYTATOPOM

&2 COMT - PuTTY - O X
3 TO-5-UPDOWN: Line

GED: Interface Ethe

PucyHok 1-5. KommyTtaTop 3arpy3uncs

Haxmute knasuwy «Enter» un Tenepb MOXHO BBOAUTb KOMaHAbl YNpPaBreHnss KOMMYTaTOpPOM.
[leTanbHoe onncaHue KoMaHz NpuBeaeHo B NocneayLmx rnasax.

1.1.2. In-band ynpaBneHwue.

In-band ynpaBneHuMe OTHOCUTCA K YyOanéHHOMY yrnpaBfeHu MoCpencTBOM AocTyna K
KOMMYTAaTOpY C UCMONb30BaHNEM TaKMx NpoTokonoB Kak Telnet, SSH, HTTP, a takxe SNMP. B
Tex cnyyasx, Korga In-band ynpaBneHwe n3-3a U3MeHeHWin, caenaHHbIX B KOHduMrypauuu
KoMMmyTaTopa, paboTaer co c6oAMM UM CTano HeAOCTYMHbIM, ANA YynpaBneHus wu
KOHUrypupoBaHuss KomMmyTaTopa Heobxoammo wucnonb3oBatb Out-band ynpaBneHue
(Console).

1.1.2.1. YnpaBneHue no Telnet

YUT06bl ynpaBnsiTb KOMMyTaTOpoM no Telnet, 4OMXHbI BbINONHATLCSA CreayoLwmne yCrnoBus:

1. KommyTaTtop [ONMXEH NMeTb CKOH(UrypupoBaHHbin IPv4/IPv6-aapec.

2. IP-appec xocTa (Telnet-knueHT) n VLAN-nHTEpdEenc KommyTtaTopa, AONXHbI UMETb
IPv4/IPv6-agpeca B O4HOM CErMEHTE CeTu.

3. Ecnu BTOpOI NYHKT HE MOXET ObITb BbINOSIHEH, Telnet-kNnneHT AonxeH ObIiTb
nogkrtoyeH K IPv4/IPv6-agpecy kommyTaTopa ¢ Apyrux ycTponcTB, TakKuUX Kak
MapLupyTu3aTop.

e KommyTaTop ypoBHSA 2+ MOXET ObITb HACTPOEH C Heckonbkumu IPv4/IPv6-apgpecamu,
MeTOoh, HacTPOMKM ONUCaH B MOCBALWEHHON 3TOMy rnase. Cregywowun npumep
npegnonaraeT COCTOAHWE KOMMYyTaTopa nocne NocTaBKN C 3aBOACKUMM HACTpOrKamu,
roe npucytcteyeT Tonbko VLANI.

o [locneaywowme warn oOnucbiBalOT NogkNodeHne Telnet- kKnueHTa K uHTEpdency
VLAN1 kommyTaTopa nocpencrtsom Telnet (npumep agpeca IPv4).
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YIMNPABJITEHVE KOMMYTATOPOM W

]
H

1/0/1 [MogknyeHune

yepes «nat4y-Kkopa»

PucyHok 1-6. YnpaBneHue kommyTaTtopom no Telnet

War 1. Hactpoiika IP-agpecoB gnsi kommyTtatopa u 3anyck dyHkumm Telnet Server Ha

KOMMYTaTope.

MepBbIM Aenom naet HacTpoiika IP-agpeca xocta. OH fonxeH ObiTb B TOM Xe CEerMeHTe
cetn, uto u IP-agpec VLAN1-nHtepcpeinica kommyTtatopa. lNpegnonoxum, yto IP-agpec
nHtepdenca VLAN1 kommyTaTopa 192.168.0.1/24. Torpa IP-agpec xocta MOXeET ObITb
192.168.0.2/24. Topgknioyaem KOMMYTaTop K XOCTy CeTeBbiM Kabenem (marty-kopp
RJ-45 - RJ-45). C nomoLLblo yTUnuTbI ping, BBeAs KoMaHAy «ping 192.168.0.2», MOXHO
NpPoOBEpPUTb CBA3HOCTb KOMMYTaTOpa C XOCTOM.

KomaHgpbl HacTporiku IP-agpeca pna uHtepdenca VLAN1 ykasaHbl Huxe. [Nepen
Hayanom In-band ynpaBneHusn, |IP-agpec kKommyTaTopa [ONXeH ObITb HACTPOEeH
nocpeactesomMm Out-band-ynpaenenus (4epe3 nopt Console kommyTaTopa). KomaHgbl
KOHUrypupoBaHus crnegyrlolme (ganee cymtaeTcs, YTo BCe NpUrnalleHns pexumma
KOH(UrypnpoBaHUsa KOMMyTaTopa Ha4nMHaKTCA Co cnosa «switchy», ecnu otaensHo He
yKa3aHo uHoro). [locne Toro, Kak KOMMyTaTop MOSTHOCTbA 3arpy3uncd, OH HaunHaeT
nouck DHCP cepBepa ¢ uenbto nonyyenus IP-agpeca ana nHtepdenica VLAN 1. He
Hanpsa DHCP cepsep, kommyTaTop npucsamsaeT nHtepdency VLAN 1 no ymonyaHuio
IP-apgpec: 192.168.0.1 255.255.255.0. Ecnn uHTepdernicy VLAN 1 IP-agpec He 6bin
NPUCBOEH, MOXHO €ro BBECTM BPY4HYI0, BBEAS KOMaHAbI:

Switch>enable

Switch#config

Switch(config)#interface vian 1

Switch(Config-if-Vlan1)#ip address 192.168.0.1 255.255.255.0

Mo ymonuaHuio cpyHkuma Telnet cepBepa Ha koMMyTaTope BkrtodeHa. Ecnmn no kakum-nnbo
npuynHam pyHkumna Telnet cepepa oTkNoYeHa, To Ang akTneaumm yHkumm Telnet cepeepa
nonb30BaTenb AOIKEH BKNIOUUTL €€ B pexume rnobanbHOro KOHMUrypmpoBaHus, Kak nokasaHo

HUXe:

Switch>enable
Switch#config

Switch(config)# telnet-server enable

LWar 2. 3anyck nporpammel Telnet Client.

Heobxoanmo 3anyctutb Telnet-knueHT B nporpamme «BbinonHute» Windows. OTKpbITb OKHO
BBOAA NporpaMmmbl «BbIMOMHMTLY MOXHO KomMabuHaumen knasuw Win+R. Takxe MOXHO
BOCMOSb30BaTbCcA nporpammon PUTTY, roe cnefgyet ykasatb IP-agpec kommyTaTopa.

Q
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YIMNPABJITEHVE KOMMYTATOPOM W

BrinonHuTs X

= BeeauTte uMa nporpammel, Nanku, L0KYMeHTa WK
pecypca MHTepHeTa, KoTopkle TpebyeTca OTKPLITh.

OTKpbITE: ‘ telnet 192.168.0.1 v

OtmeHa Obzop...

PucyHok 1-7. 3anyck nporpammsl Telnet-knneHT B Windows

LWar 3. MNony4ntb AOCTYN K KOMMYTaTOpYy.

[ns Toro 4to 66l NONYYNTL AOCTYN K KOHMUrypauum no npotokony Telnet Heo6xoaumo BBECTU
pocToBepHbin noruH (login) 1 naponb (password). B npoTuBHOM cnyyae B gocTtyne 6yaet
OTKa3aHo. OTOT MeToph nomoraeT nlbexaTb HeaBTOPM30BAHHOIO nonydeHus goctyna. Kak
pe3ynbTat, Korga Telnet BKMYEH ANA HACTPOMKM M yNpaBfeHUa KomMmyTaTopa, uMSA
nonb3oBaTtena (username) u naposnb (password) AnNA aBTOPM30BaHHLIX MONb30BaTENEN

AONMXeHbl  OblITb  HAcTpoeHbl  cnegylowen  KOMaHAoW:  «username  <username>
privilege

<privilege> [password (0|7) <password>]». o ymonyaHuto noruH (login) — admin,
napons (password) — admin.

[lna nokanbHon ayTeHTMdUKaALMM MOXHO UCMOMb30BaThb CNEAYOLLYI0 KOMaHAy:
Switch(config)#authentication line vty login local

[na goctyna B NPUBENWIEpPOBaHHBLIN pPeEXUM Heobxoaumo, 4Tto Obl Obin 3agaH YpOBEHb
npueunerun 15.

[lonycTM, aBTOpU30BaHHbIN NONb30BaTENb UMEET UMS «test» 1 naponb «test», Toraa komaHapl
AN 3aaHnsa UMeHu 1 napons ansa goctyna no Telnet BbirmagaT cnepytowmm o6pasom:

Switch>enable
Switch#config
Switch(config)#username test privilege 15 password 0 test

Switch(config)#authentication line vty login local

lMocne BBOOA MMeHW M Naponsa Ans KOHMUrypupoBaHWs KOMMyTaTopa C UCMOSib30BaHMEM
npoTtokona Telnet, nonb3oBaTenb CMOXET Bbl3BaTb KOMaHAHbIN MHTepdenc CLI HacTporku
KoMmyTaTopa. KomaHabl, ucnonb3yemble B koMaHgHoM uHTepdence Telnet CLI, koTopble
CTaHOBATCA [OCTYMHbI MOCfe BBOAA MMEHW W Napons, Te Xe caMble, YTO U B KOHCOSIbHOM
nHTepdence.

20

® §) QTECH

MWP OOCTYNMHEE



PykoBoacTteo nonb3oBatens cepua QSW-4530

YMNPABITEHVME KOMMYTATOPOM

i Telnet 10.1.128.251 ] X

PucyHok 1-8. NogkntoyeHne, ncnonb3ays npotokon Telnet

1.1.2.2. YnpaBneHue ¢ nomoulbto npotokosna HTTP (4epe3 Be6-uHTepdenc)

UToObl yNpaBnATb KOMMYTaATOpOM 4epe3 Beb-UHTepdenc [A0MXKHbl ObiTb  BbIMNOMHEHbI
cnepnyoLime ycroBus:

1. KommyTaTop OONMXKEH MMETbL CKOHUIypupoBaHHbIn IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knneHT) n VLAN-MHTEpdENC KOMMyTaTopa, AOMKHbI UMETb
IPv4/IPv6-agpeca B 04HOM CErMEHTE CeTu.

3. Ecnu BTOpOW NYHKT HE MOXET ObITb BbiNONHEH, HTTP-KNUeHT AomnxeH ObiTb
nogkrtoyeH K IPv4/IPv6-agpecy kommyTaTopa ¢ Apyrux yCTPOUCTB, Taknx, Kak
MapLupyTusaTop.

Kak 1 B ynpaBneHuM KOMMYTaTOpoOM C MOMOLLbK npoTokona Telnet, koraa obecnevyeHna
CBA3HOCTb KOMMYyTaTOpa C XOCTOM (NpOBepKa OCYLIECTBAAETCA KOMaHAOoW ping) U BBOAUTCA
npasunbHbIA NOMMH U Naposib, BO3MOXHO MOMYyYNTb AOCTYMN K KOMMYTaTopy Yepe3 MnpoTOoKOof
HTTP, ucnonb3yna Be6-uHtepdenc. Huxe onmcaH cnocob HaCTPOWKMU:

LWar 1. HacTtpouka IP-agpecoB ana kommyTtatopa v 3anyck doyHkuum HTTP-cepepa.

O HacTpovike |IP-agpeca kommyTaTopa C NOMOLLIbHO BHEMOMOCHOMO ynpaBneHnsa CMOTPU IMaBy O
HacTpouke Telnet-ynpaBneHus.

Mo ymonyaHuto pyHkuusa HTTP cepBepa BkntoveHa. Ecnv no kakum-nmbo npuynHam yHKUmN
HTTP cepBepa oTKno4YeHa, To Ana aktueaummn dyHkuun HTTP cepBepa nonb3oBaTtenb JONXEH
BKJTIOUUTL €€ B peXUME rnobanbHOro KOHUrypupoBaHusi, Kak MoKasaHo HUXE:

Switch>enable
Switch#config
Switch(config) -#p http server
Lar 2. 3anyck Beb-nHTepdenca aAna ynpasneHns KOMMyTaTopoM Ha XoCTe.

Heobxoanmo OTKpbiTb Beb-6pay3ep Ha xocte u BBecTu |P-agpec KommyTtaTopa wunu
HenocpeacTBeHHO 3anyctute HTTP-npoTtokon B nporpamme «BbinonHute» Windows. OTKpbITb
OKHO BBOAA MporpamMmbl «BbIMONHUTLY MOXHO koMabuHaumen knasuw Win+R. K npumepy,
IP-agpec kommyTaTopa «192.168.0.1».
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BoinoaHvTs X

— BeeauTte uma Nnporpammel, Nanku, A0KyMeHTa nan
pecypca WHTepHeta, koTopbie TpebyeTcs oTKpbITh.

OTKpbITS: | http://192.168.0.1| v

OtmeHa 0bzop...

PucyHok 1-9. 3anyck HTTP-npoTtokona

Mpun obpaweHnn kommyTaTtopa ¢ IPv6-agpeca pekomeHayeTcs ncnonb3osatb 6pay3ep Firefox.
Hanpumep, ecnn agpec kommyTtatopa 3ffe:506:1:2::3. Beeaute agpec IPv6-kommyTaTtopa http://
[3ffe: 506:1:2:: 3], appec 06a3aTenbHO [ONXEH ObITb 3aKNoYeH B KBagpaTHbIE CKOOKMN.

War 3. lNonyyeHune goctyna K KoMMyTaTopy.

Onsa Toro 4ytobbl Nony4nMTb AOCTYN KOHGUrypauum C MCnonb3oBaHWeM Beb-uHTepdeica,
Heob6xoQMMO BBECTU AOCTOBEpHbI NnoruH (login) u naponb (password), B NPOTMBHOM criy4yae
6yneTt oTkasaHo B focTyne. JTOT MeTo, NoMoraeT n3bexaTtb HeaBTOPU30BaHHOIo AocTyna. Kak
pe3ynbTtar, koraa HTTP cepBep BKMOYEH AN HACTPOMKM U yNpaBneHus KOMMyTatopa, Mms
nonb3oBaTtena (username) u naponb (password) Ona aBTOPM30BAHHbLIX MOfIb30BaTENEN
OOJXHbI ObITb HACTPOEHbI CneayoLen KOMaHaoN:

username <username> privilege <privilege> [password (0|7) <password>].
[1na nokanbHON ayTeHTUMUKaLmMmn MoOXHO UCMob30BaTb CreayoLLyo KOMaHay:
authentication line web login local.

[ns poctyna B NpuMBENUrepoBaHHbI pexmMM HeobxoaMmo 3aaaTb YpoBeHb npusunermn 15.
[onycTum, aBTOpM30BaHHbLIM NOSib30BaTeNlb UMEET UMs «admin» 1 naposnb «admin», Torga
npoueaypa HacTporKu, cnegyoLwas:

Switch>enable

Switch#config

Switch(config)#username admin privilege 15 password 0 admin
Switch(config)#authentication line web login local

BeG-nHTepdeiic cTpaHuLbl BBOAA YYETHBIX AaHHbIX BbIMMAANT CreayoLwmm obpasom:
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@QTECH — WEB Interface

o QTECH switches series

vsemame| |
password |

Copyright (C) 2021 by QTECH LLC
http:/ /www.qtech.ru/

Mocne BBona KOPPEKTHbIX y‘-IéTHbIX AaHHbIX, Bbl NONagaeTe B rnaBHOE MEHI0 BGG-MHTepq)eVICG,
KaK 3TO NOKa3aHO HMXe:

Can't recognize this card type! = Up = Down
@arec

System IP address:1044 201 Current system fime: Sun Jan 1 02:46:22 2006 System description: QSW-4330.534TX-AC | Extt

= ~ | Client IP address: 103470 99
3 QSW-4530-54TX-AC .

#(Z Switch basic confi

#Q) Module manageme Device: QSW-4530-54TX-AC, sysLocation: Russia, Moscow, Ryabinovaya st, 26 bld 2.
#3 Port configuration CPU MAC 00-1f-ce-00-00-33

" VLAN MAC 00-1f-ce-00-00-32

#12 MAC address table | | Sonware Version 8.2.3.75-dirty

#1 VLAN configuratior BootRom Version 2011.12.4

:D IGMP Snooping col g:{ Idjv'\”‘e’;“/;'s"’"“ /NA/ A
#Q MLD Snooping con | | Serial No.:N/A

#J Time Range config Last reboot was cold reset.
® @) ACL configuration Uptime is 0 weeks, 0 d
#1 1Pv6 ACL configure

#3 AM configuration

HE3 Port channel confi

# (1 DHCP configuratior’

#3 DHCP Snooping o,

#@1 SNTP configuratior

#{) NTP configuration

#Q QoS configuration

# L3 forward configu’

#@ Route configuratior

#Z1 1Pv6 Route configL:

#{J DCSCM configurati

#) spanning-tree con

#3 MRPP configuratior

#{ ULPP configuration

#@3 ULSM configuratior

#_Authentication can ~

1.1.2.3. YnpaBneHue KOMMyTaTOpoOM 4yepe3 ceTeBoe ynpaBneHne SNMP
Heobxoanmble TpeboBaHus:

1. KommyTaTop AOMXeH UMETb CKOH(pUrypmpoBaHHbIn IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knneHT) n VLAN-nHTEpdenc kommytaTopa, AOMKHbl UMETb
IPv4/IPv6-agpeca B 04HOM CETMEHTE CETHU.

3. Ecnu BTOpOIN NYHKT HE MOXET ObiTb BbINONHEH, HTTP-KNMeHT gonxeH 6biTb
noaksoyeH K IPv4/IPv6-agpecy kommyTaTopa ¢ ApYrnx yCTPOWCTB, TaKUX Kak
MapLupyTusarop.

XocT ¢ nporpamMmMHbIM ob6ecneveHnem SNMP ans ynpaBneHus ceTbio A0MXEH UMETb CBSI3HOCTb
C KOMMYTaToOpoM Tak, 4To6bl nNpu paboTte nporpammHoro obecneyeHmsas SNMP, oHO 6bino
OOCTYNHO ANA OCYLLECTBMEHUA onepaunni YTeHus/3anucu Ha Hem. MNMogpo6HOCTM O TOM, Kak
HacTpouTb yrnpaBreHne kommytatopom 4yepe3d SNMP, 6yayT onucaHbl B rnaeBe «HacTtpovika
SNMP».
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1.2. CLI-nHTepcpenc

KommyTaTop obecneumBaeT Tpu nHtepdeiica ynpasneHus ansa nonb3osatens: CLI-nHTepdenc
(Command Line Interface), BebG-uHTEpdeNC, ceTeBOe YynpaBneHne MNporpaMMHbIM
obecneyeHnem SNMP. Mbl nosHakomum Bac ¢ CLI n Beb-mHTepdencom, a Takxe C uX
KoHurypauusamm B getansax. SNMP 6yanet paccmaTtpuBaTtbca B rnaBe «Hactpoiika SNMPy.
CLI-nHTepdeic 3Hakom 60nbLUMHCTBY Nornb3oBaTtenen. Kak ynoMsiHyTo BbiLe, NPy yNpaBneHnm
Nno He3aBMCMMbIM KaHanam cBa3n u Telnet-ynpaBneHne KOMMyTaTOpoM OCYLLECTBIAETCA Yepe3
UHTepdenc komaHgHom ctpokm (CLI).

CLI-unTepdbernic nopaepxuBaeT obonouvky Shell, koTopas coctout M3 Habopa KoMmaHp
KOHurypauumn. 3T KOMaHAbl OTHOCATCA K pa3HbiM KaTeropysMm B COOTBETCTBUMM C UX
dYHKLMSMU B KOH(UIypauum KommyTaTopa. Kaxaaa kateropusa npefcrasnseT CBOW, OTANYHbIN
OT BCEX, PEXUM KOHGUrypaLuu.

BoamoxHocTu Shell 4ns KOMMyTaTOpoB ONUCaHbI HUXE:
®  pEeXuM HacCTpONKM;
e  HaACTpoWKa CMHTaKcuca;
e nogaepxka CoveTaHusi KnaBuLL;
e  CMnpaBkKa;
e MpoBepKa BBOAA;
e nogaepxka A3blk HeveTkon norukn (Fuzzy math).

1.2.1. PeXxnm HacTpouku

IoIb30BaTE TR CKI |
PeEnM
(User Mode)

Pe:xmm
aTMIHHCTpaTopa
(Admin Mode)

y ™
Pe:knM 100aIsHOro

KOH(UTYPHPOBAHHA
(Global Mode)

L ’
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PucyHok 1-10. Pexumbl HacTpoiku Shell
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1.2.1.1. PexxuM nonb3oBaTens

Mpn BXxOOe B KOMaHOHYK CTPOKY B MEPBYH o4yepenb Nonb3oBaTeflb OKa3biBaeTCA B pexume
nonb3oBaTtensa. Ecnv oH BxoauT B KayecTBe OObIYHOro Mosfib3oBaTensi, KOTOpbl CTOUT MO
YyMOS4aHuio, Toraa B CTpoke otobpaxaetcs «Switch>», rae cumBon «>» aABNsieTCA 3anpocom
ana pexuma nonb3oBatend. Korga KomaHga BbIxofa 3anyckaeTcs noh  pPexnMom
agMUHMUCTpaTopa, oHa ByaeT Takxe BO3BpalleHa B peXMM Nonb3oBaTens.

B pexunmMme nosib3oBaTtenAd, 6e3 AoNOoNHUTESbHbIX HaCTpOeEK, Nonb3oBaTesito AOCTYMHbl TOJIbKO
3anpochbl, HanpunmMmep, BpemMda Unn VIHQ)OpMaU,I/IH O BepCnn KOMMyTaTopa.

1.2.1.2. Pexxum agMMHUCTpaTopa

[Ona Toro 4ytobbl MonacTb B pexum AgMuHUCTpaTopa (NPYBWUAErMPOBAHHBIN) CyLlecTBYET
HECKOJ1bKO Cnocob0B: BXOp, C UCMONb30BaHNEM B Ka4eCcTBe MMeHU nosib3oBaTtensa «Adminy; BBop,
KomaHAabl «enable» n3 HenpuBunernpoBaHHOro (MONb30BaTENLCKOr0) MHTEpPdENca, Npu 3ToMm
Heobxoammo byaeT BBECTM Naponb agMUHUCTpaTopa (ecnu yctaHoeneH). [Mpu paboTte B pexume
agMWHMUCTpaTopa npurnaweHMe KOMaHLHOM CTPOKM KomMmyTatopa OypeT Bbirnagetb Kak
«Switch#». KommyTaTop Takxe nogaepxuBaet KomouHaumio knaesui «Ctrl + Z», 4yto no3sonsieT
NPOCTbIM CMOCOOOM BbINTU B PEXUM aAAMUHMUCTpaTopa u3 nboro pexmma KoHdurypauum (3a
NCKIOYEHNEM NOSIb30BaTENbCKOr0).

Mpu paGoTe c NpuBUNErnsMUM agMUHUCTPATOpPa MONb30BaTeNb MOXET AaBaTb KOMaHAbl Ha
BblIBOA KOH(UIypaLMOHHON WH(OPMaLMK, COCTOSSHUM COEAMHEHUSs W CTAaTUCTUYECKOM
nHcbopmMaumm 060 Bcex noptax. Takxe nosb3oBaTesib MOXET NepenT B PEXNUM rnobanbHOro
KOH(UIypuUpoBaHUs M U3MEHWUTb Nobyl YacTb KOHdUrypauum KommyTaTtopa. [lostomy,
onpeneneHve napons ons AocTyna K NpuBUIErMpoBaHHOMY pexnmy siBnsieTcst 06a3aTenbHbIM
ANA  NpefoTBPaLLEHUss HeaBTOPU30BAHHOrO [OCTyna W 3/I0HAMEPEHHOr0  WU3MEHEHMs
KOHUrypaumm KommyTaTopa.

1.2.1.3. Pexxnm rmno6anbHOro KOH(UrypmpoBaHus.

Habepute komaHay «Switch#config» B pexunme agmuHucTpaTtopa Ans Toro, Ytobbl BOWTU B
pexum rrnobanbHOro KoHgUrypmupoBaHus. Micnonb3ynte KOMaHay BbIXOAa B COOTBETCTBUM C
OpYyruMun pexmmMmammn KoHurypauum, TakKumMm, Kak pexnum KoHdurypaunmn nopta, VLAN-pexum,
BEPHYTCA B peXuMm rnobanbHOro KoHpurypupoBaHusi. lMonb3oBaTenb MOXET BbIMONHATb
rnobanbHble HACTPOWMKW KOH(Mrypaumm B 3TOM pexume, TakuMe KakK HacTporka Tabnuy,
MAC-agpecoB, 3epkanvpoBaHue noptos, co3gaHne VLAN, 3anyck IGMP Snooping n STP, uT. 4.
TakXxe nosb3oBaTeNb MOXET BOUTU B PEXMUM KOH(UIYpnpoBaHUs NopTa 451 HaCTPONKN BCEX
NHTEepdEencos.

1.2.1.3.1. Pexunm KoHcpurypupoBaH1a nHtepcenca

Mcnonb3oBaHre KoMaHapbl MHTepdeiica B pexume rnobanbHoro KOHUrypupoBaHusi No3BonseT
BXOAUTb B PEXMM KOH(PUIypnpoBaHUA ykasaHHOro uHTepdenca. Kommyrartop nogaepxvsaet
Tpu Trna untepdgencos: 1. VLAN; 2. Ethernet-nopT; 3. MNopT-KaHan, cCOOTBETCTBYOLLMIN TPEM
pexumMmam KoHdurypauum nHtepdenca.
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Twun KomaHpa DencrtBne komaHabl | Bbixon
UHTepdenca

VLAN Habepute  komaHpy | Hactponka IP-agpecoB | Vcnonb3ynte KomaHay
interface vlan | kommyTaTopa n T.4. exit ona Bo3BpalLeHus
<1-4094> B pexume B peXum rnobanbHoro
rno6anbHoro KOH(PMrypupoBaHus
KOHbMrypmpoBaHus
(ana BX0oOa B
HaCTPOWKHK
nHTEpdenca
HeobXxoAMMoO Hanuuue
CO3aHHOro vlan
<vlan-id>)

Ethernet-nopt Habepute komaHay | Pexum Wcnonb3ynte komanay
interface ethernet | KoHMrypupoBaHus exit ona Bo3BpaLLeHus
<interface name> B | NopTa B pexum rnobanbHoro
pexume rnobanbHOro KOH(PMrypupoBaHus

KOH(UrypupoBaHus

MopT-KaHan Habepute  komaHay | Pexum Wcnonb3ynte komanay
interface port-channel | koHdWUrypupoBaHus exit ona Bo3BpaLLeHus
<port-channel- nopT-KaHana B pexum rrnobanbHoro
number> B pexume KOHUrypupoBaHuna
rnobanbHoro
KOHMrypmpoBaHus
(ana BXoaa B
HaCTPOLKN
NMHTepdeinca
HeobXxoAMMO Hanuuyune
CO30aHHOrO port-
group <port-group
interface number>

1.2.1.3.2. Pexxum VLAN

Ncnonb3oBaHne komaHgpl vlan <vlan-id> B pexume rnobanbHOro KoHUIypupoBaHUsi
nomoraeT co3gaTb U BOWTU B COOTBETCTBYHOLMIA pexum KoHdurypuposaHua VLAN. B atom
pexumMme agMUHUCTPaTOpP MOXET HacTpamBaTb BCe NOPThbl MOMb30BaTeNen COOTBETCTBYOLLErO
VLAN. BbinonHuTe KomMaHAay BbIxoAa, YTtobbl BbinTY U3 pexuma VLAN B pexum rnobanbHoro
KOHUrypupoBaHus.

1.2.1.3.3. Pexxum DHCP Address Pool

Beegute komaHgy ip dhcp pool <name> B pexume rnobanbHOro KoHUrypupoBaHusa ons
Bxoaa B pexum DHCP Address Pool. MNpurnawenune atoro pexuma «Switch(Config-<name>-
dhcp)#». B atom pexume npoucxogmt KoHdurypuposaHune DHCP Address Pool. BeinonHute
KOMaHAy BbixoAa, Y4ToObl BbINTU U3 pexuma KoHdurypuposaHmsa DHCP Address Pool B pexxum
rno6anbHOro KOHMUrypupoBaHus.
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1.2.1.3.4. ACL-pexunm

Tun ACL KomaHpa DencrtBne komaHabl | Bbixop
CraHpgapTHbIn Habepute komaHgy ip | HacTtpoiika Ncnonb3ywnte
pexum IP ACL access-list B pexume | napameTpoB ona | komaHgy exit  gna
rnobanbHoro CTaHOapTHOrO pexuma | BO3BpaLLeHUs B
KOHbMrypmpoBaHus IP ACL pexum rnobanbHoro
KOHbMrypupoBaHus
PaclumpeHHbI Habepute komaHgy ip | HacTtpoiika Ncnonb3ynte
pexum IP ACL access-list extended B | napameTposB Onda | komaHgy exit  pgnA
pexume rnobanbHOro | paclMpeHHOro pexmma | Bo3BpalleHus B
KOHUrypmpoBaHus IP ACL pexum rrnobanbHoro
KOHUrypupoBaHua

1.2.2. HacTpouka cMHTakcuca

KommyTaTtop pasnuyaeT MHOXECTBO KOMaHA KoHdwurypaumm. HecmoTpss Ha TO, 4YTO Bce
KOMaHAbl pasHble, Heobxoanmo cobnpaTb CUHTAaKCUC ux Hanucanuda. Obwwmn dopmart
KOMaHAbl KOMMyTaTopa NpuUBEeLEH HUXeE:

cmdtxt <variable> Denum1 | ... | enumN} [option1 | ... | optionN]

Paclwmngposka: cmdtxt XupHbIM LWPUEPTOM YKa3bIBAET Ha KINKOYEBOE CITOBO KOMaHAbI;

<variable> yka3sbiBaeT Ha uamMeHsaemMbin napameTtp; {enuml1 | ... | enumN} o3HauvaeT
obs3aTenbHbIN NapameTp, KOTopbin AomkeH 6biTb BbiOpaH n3 Habopa napameTpoB
enumi1~enumN, a B kBagpaTHble ckobku «[]»[option1 | ... | optionN] 3akntouatoTt

HeobA3aTenbHbIN NapameTp. B aTom crnyyae B KOMaHAHON CTPOKE MOXET ObITb KOMOUHaALMSA
"<>" "} n "[]", Hanpumep: [<variable>], {enum1 <variable>| enumz2}, [optionl1 [option2]], n Tak
hanee.

Bot npumMepbl HEKOTOPbIX aKTyallbHbIX KOMaHA KOHCt)MpraLLI/IVIZ

show version, napameTpbl He Tpebyetca. OTO KOMaHAa, COCTOsALWAs TONbKO W3
Kno4YeBbIx cnos 1 6e3 napameTpos;

vlan <vlan-id>, HeobxoguMm BBOA 3HAYEHMA NapaMeTPOB NOCSe KYeBOro CroBea.

firewall Denable | disable}, sTo KomaHmon nonb3oBaTenb MOXET BKMYUTL WM
BbIKIIOYMTb BpaHamayap, crenyeT Nub BbibpaTb HYXHbIN NapameTp.

snmp-server community Dro | rw} <string>, HUXe npuBeAeHbl BO3MOXHble
BapuaHThI:

snmp-server community ro public

snmp-server community rw private

1.2.3. CoyeTaHuA KnaBuLl

KommyTaTop noaaepxvBaeT MHOXECTBO COYETaHWM KnasBuw Ana obneryenvs BBOAa
KOHurypauum nonb3osatenem. Ecnv komaHgHaa CTpoka He Npu3HaeT HaxaTusi BBEPX U BHU3,
10 Ctrl + P 1 Ctrl + N moryT 6bITb UCNOMb30BaHbl BMECTO HUX.
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KnaBsuwa (1)

DPyHKUUA

Back Space

Ypanutb cumBon nepeg kypcopom. Kypcop nepemelraetca Ha3aj,

Beepx «1»

MokaszaTb Npeablayllylo BBeAeHHy KomaHay. OTobpaxeHue OO0 AecsTu
HeAaBHO HabpaHHbIX KOMaHp,

BHu3 «|»

Moka3aTb creayHoLLyto BBEAEHHY0 koMaHay. Mpu ncnonb3oBaHMM KNnaBuLLn
BBEPX «1», Bbl MONy4yaeTe paHee BBeAEeHHblE KOMaHAbl, NPV UCMOSIb30BaHUK
KNaBULWIM BHU3 «|», Bbl BO3BPALLAETECH K CneayloLLlen koManae

BneBo ««»

Kypcop nepemeluaetcs Ha oauH Bbl MoxeTe vcnonb3oBaTtb KnaeBuwiu
CMMBOJT BNEBO BMEBO «<«» W BMpPaBo «—» AOns

BnpaBo «—»

N3MEeHEHNA BBEOEHHbIX KOMaH

Kypcop nepemellaeTca Ha oauH
CMMBOJT BNpaBo

Ctrl +p Takasf xe, Kak 1 y KnaBuLLY BBEPX «T»

Ctrl +n Takas xe, Kak 1 y KnaBuLn BHU3 «|»

Ctrl +b Takasf xe, Kak 1 y KnaBuLLY BMEBO ««—»

Ctrl +f Takas Xxe, Kak 1 y KnasuLLmn BNpaBo «—»

Ctrl +z BepHyTbca B Pexum agmMuHUCTpaTopa HENOCPEeACTBEHHO W3  ApPYrux
PEXUMOB HaCTPOWVKM (32 UCKITHOYEHNEM MOSIb30BaTENBbCKOrO pexnma)

Ctrl +c OcTaHoBKa HenpepbIBHbIX MPOLLECCOB KOMaHA, TakuX Kak ping u 1.4,

Ctrl +a lMepemelleHne Kypcopa B Hayaro CTPOKK

Ctrl +e lNepemelleHne Kypcopa B KOHELL CTPOKHU

Tab B npouecce BBOga komaHabl Tab MoOXeT ObiTb MCMONbL30BaH AN ee

3aBepLUEHUSs, ECNN HET OLIMOOK

1.2.4. CnpaBKa

CywecTtBytoT aBa cnocoba nony4mTb JOCTYN K CnpaBoyHon nHgpopmaumu: Komangamu «helpy»

n«?».
HDoctyn kK Wcnonb3oBaHue u hyHKUUN
cnpaBke
Help BbiBOA KpaTKOro ornmMcaHus CrnpaBoOYHOM CUCTEMbI MHTeprpeTaTopa KOMaHA,
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HDoctyn Kk Wcnonb3oBaHue u pyHKUUN

crnpaBke

«?» [na nony4yeHns onncaHmsa BCex 4OCTYMHbIX KOMaH, B AaHHOM pexume

«?M» Beeaute "?" nocne komaHabl. Ecnn no3uuma gonxHa ObiTb C NapamMeTpom,
onucaHue 3Toro napameTpa Tvna, macwrtaba u 1.4., 6yayT otobpaxeHsbl, ecnm
no3numna ponxHa ObiTb KMYeBbIM CroBOM, TO GyaeT otobpaxeH Habop
KMOYEBbIX CMOB C KpaTKUM OMNUcaHweMm, ecnn BbIWwo "<cr>", To KomaHda
BBeAEeHa NOSTHOCTbI0, HaXMuTe Knasuwy Enter, 4To6bl BbINONHUTL KOMaHAY

«?» Ecnn nocne BBoga KoMaHpbl UM 4acTM KOMaHAbl BBECTU «?», TO KOMMYyTaTop
BblAACT BapuaHTbl NPOAOMXEHUSA KOMaHAbl C KPaTKUM OMUCAHUEM.
Mpunmep:
Switch#show mac-?
mac-address Mac address information
mac-address-table Mac address table commands
mac-authentication-bypass Show MAC authentication bypass feature
information
mac-notification MAC address information notification message
transmit
mac-vian Mac vlian

1.2.5. NMpoBepka BBoAa

1.2.5.1. Otobpaxaemas uHdopmauums: ycnewHoe BbinosiHeHue (successfull)

Bce komaHAabl, BBOANMbIE Yepes KnaBuaTypy, NpoxogaT NpoBepKy cuHTakcuca B Shell. Huyero
He OypeT oTob6paxaTtbCcA, €ecnu nonb3oBaTesNlb BBES MpaBWilbHblE KOMaHAObl Mpu
COOTBETCTBYIOLLNX PEXMMAX U YTO NPUBENO K UX YCNELUHOMY BbINOSTHEHMIO.

1.2.5.2. OTo6paxaemasn nHcpopmauma: ownbo4HbIN BBOA (error)

OT1ob6paxaemoe OCHOBHbIX  [MosacHeHue
COOOLLEeHNN oLLINOOoK

Unrecognized command BBeneHHOM KOMaHObl He CcyuwlecTBYyeT WM ecTb
owunbka B napameTpe MacwTaba, TUNa WK
¢opmata

% Ambiguous command LocTynHO no KpanHen mMepe [Be vHTeprpeTauuu

CMbICJ1a Ha OCHOBE BBe1eHHOIo TeKCcrta

% Incomplete command KomaHpa BBefieHa He MonHOCTbIo
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OT1ob6paxaemoe OCHOBHbIX  [losicHeHue
coo06LweHnn ownb0okK

% Invalid input detected at ' marker. KomaHpa He cyllecTByeT WAW He MpuMMEeHMMa B
AaHHOM pexunme

% Unrecognized command KomaHpa He pacnos3HaHa

Invalid command or parameter KomaHpa cyuwlectByeT (nNpu3HaeTcsl), HO 3ajaH
HenpaBWsbHbIA NapameTp

This command is not existing in current KomaHga cyuiecTtByeT (MpU3HaEeTCs), HO HE MOXET

mode ObITb UCNONb30BaHa B AHHOM pexume
Please configure precursor command KomaHaa CyLLleCTBYyeT (npu3Haetcs), HO
"*»at first! OTCYTCTBYET yC/IOBUE KOMaHbl

syntax error: missing "' before the end/ Owunbka  cuHTaKcMca:  KaBbl4KM  He  MOryT
of command line! ncnonb30BaTbCs B Nape

1.2.6. NMoppepxkKa A3bika HevyeTkon noruku (Fuzzy math)

Shell Ha kOMMyTaTOpe MMEET NOAAEPXKKY A3bIKa HEYETKOWN JTOrMKM B MOMCKE KOMaH[, U KITIOYEBbIX
cnoB. Shell byneT pacno3HaBaTb KOMaHAbl U KIOYEBbLIE CNOBa B TOM Clyvae, ecnv BBeAeHHas
CTPOKa He BbI3bIBAET HUKAKUX KOH(DSINKTOB.

Hanpumep:
1. KomaHga «show interface ethernet status», 6ynet pabotaTtb gaxe B TOM criy4ae,
ecnu HabpaTb «sh in ethernet status».

2. OpHako, npu Habope KomaHabl «show running-config» Kak «show r» cuctema
coobwmT «%Ambiguous command», T.k. Shell 6ynet He B cOCTOAHMM ONpeaenuTb,
yTO MMenock BBUAy «show radius» nnum «show running-config». Takum obpazom, Shell
CMOXET NpaBuITbHO pacrno3HaTb KOMaHAy TONbKO ecnu byaet HabpaHo «sh ruy.

30

® §) QTECH

MWP OOCTYNMHEE



PykoBoacTtBo nonb3osatend cepua QSW-4530

OCHOBHbIE HACTPOWK/ KOMMYTATOPA

2. OCHOBHbIE HACTPOUKN KOMMYTATOPA

2.1. OCHOBHbI€ HAaCTPOMUKMU

OCHOBHbIE HACTpPOWKKM KOMMyTaTopa BKtoyalT B cebs KomaHabl Ans BXoAa M BbIXoga U3
pexvMa aaMuHUCTpaTopa, KOMaHabl AN BXOAa U BbIXOAa U3 pexuma KOHUrypvpoBaHus
nHTepdenca, AN HACTPOWKM M OTOOpaxeHWss BpemMeHW B KOMMYyTaTope, OTobGpaxeHus
MHOpMaLUMM 0 BEPCUM CUCTEMbI KOMMYyTaTopa 1 Tak parnee.

KomaHpa

MosicHeHue

OOGbI4YHbIN NONb30BaTENbLCKUN peXxum/Pexxnm agMuHucTpaTopa

Enable [<1-15>] disable

Monb3oBaTtenb Mcnonb3yeT KoMaHay enable ons Toro, 4TOObI
BOWTU B peXnM agMUHUCTpaTopa. A komaHgy disable ansa sbixoaa
N3 Hero

Pexnm agMuMHUCTpaTopa

config [terminal]

BxoguT B pexum rnobanbHOro KOHUrypMpoBaHusi U3 pexuma
agMuHUcTpaTopa

Pa3nunyHble pexumbl

exit

Bbixo, M3 Tekyllero pexuma v BXO4 B Npeablaylinin pexum,
HanpuMmep, ecnv NPUMEHUTb 3Ty KOMaHAY B peXume rnobanbHoro
KOHUIypupoBaHUs, TO OHa BEpHET Bac B PEXUM
agMUHUCTpaTopa, ecnu HabpaTb elle pa3 (yXe Haxopsicb B
pexuMe agMUHUCTPaTopa), TO MnornageTe B Mofib30BaTeNbCKUM
pexum

show privilege

lNoka3biBaeT npusunernn anda onpeneneHHbIx nonb3oBaTenen

PaclumpeHHbIN Nonb3oBaTenbCKkun pexum/Pexum agMMHucTparopa

end

Bbixoa M3 Tekylwero pexvMa W BO3BpalleHMe B PEXUM
aAMUHUCTpaTopa, TONbKO KOraa nosfib3oBaTeflb HAXOAUTCS He B
NoNb30BaTENbCKOM/aAMUHUCTPATOPCKOM peXmnmax

Pexnm agMuUHUCTpaTopa

clock set <HH:MM:SS>
[YYYY.MM.DD]

YcTaHoBKa AaTtbl 1 BpeMeHu

show version

OTob6paxeHune Bepcumn KOMMyTaTopa

set default

BoszBpalLaeT 3aBOACKME HACTPOVKM
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KomaHpa MosicHeHune
write CoxpaHsaeT TeKyLLyo KOHUrypaumio Ha cneL-namaTb
reload Mepeszarpy3ka kommyTaTopa
show cpu usage MokasbiBaeT cTeneHb NCNONb30BaHMA NpoLeccopa
show cpu utilization Moka3sbiBaeT MHopMaLMIo O UCMOMb30BaHUK NpoLeccopa
show memory usage Moka3biBaeT cTeneHb NCMNOSb30BaHNA NaMATH
Pexxnm rmo6anbHoOro koHhurypmpoBaHusa
banner motd <LINE> HacTponka coobueHns npu  ycnewuHown aBTOpU3aLMn
no banner motd nonb3oBaTtena 4epe3 Telnet mnu KoHCONbHOE COeOUHEHME.
KomaHpa «no»  yganseT  coobluieHMe  oTobpaxaemon
NHopmaLun

2.2. YnpaBneHue Telnet
2.2.1. Telnet

2.2.1.1. BBepeHue B Telnet

Telnet — aTO NpoCTON NPOTOKON yAANEHHOro JocTyna Ana AMCTaHUMOHHOro Bxoaa. Micnonb3ys
Telnet, nonb3oBaTenb MOXET AUCTAHLUUMOHHO BONTU Ha XOCT UCMNONb3ys ero IP-agpec nnn nms.
Telnet MoXeT nocbiNaTtb HaxXaTnsa KNasuLl yaaneHHoOMY XOCTY U BbIBOAMTb AaHHbIE Ha 3KpaH
nonb3oBaTensa ncnonb3dys npotokon TCP. 3T1o npo3payHas npoueaypa, Tak Kak KaxeTcs To,
YTO NOJSIb30BaTENIbCKUE KraBmnaTtypa u MOHUTOP NOAKITHOYEHb! K yAaneHHOMY Y31y Harnpsamyio.
Telnet ucnonb3yeT KIMEHT-CEPBEPHbIN PEXWUM, JloKanbHas CUCTEMa BbICTYNaeT B ponuv
Telnet-knueHTa, a ypaneHHbin xocT — Telnet-cepeepa. KommyTtaTop MOXET O6bITb, Kak
Telnet-cepBepom, Tak u Telnet-knueHToMm.

Korga kommyTaTop mUcnonb3yetca Kak Telnet-cepBep, nonb3oBaTefNlb MOXET UCMNOSb30BaThb
Telnet-knueHTckne nporpammebl, BkntoyeHHble B OC Windows unu gpyrue onepauyoHHble
CUCTEMbI AN BXOAA B KOMMYTAToOp, Kak OMWcaHO paHee B pa3sfene «ynpasneHue no
He3aBUCUMbIM KaHarnam ceasu». Kak Telnet-cepsep KoMmMyTaTop NO3BONSAET A0 5 KNUEHTaMm
Telnet-nogkntoyeHne ncnonb3ys npotokon TCP.

Takxe kommyTaTop paboTtas kak Telnet-knneHT, NO3BONSIET NOSbL30BATESNO BONTU B Apyrue
yaaneHHble xocTtbl. KommyTatop MoxeTt yctaHoBuTb TCP-nogknioyeHne TonbKo K OAHOMY
yAaneHHomy xocTy. Ecnu nosiButca Heo6xoanMoCTb COeANHEHUA C APYTUM yAANEHHbIM XOCTOM,
TekyLwme coegmHeHnss TCP gonxHbl 6biTb pa3opBaHbl.

2.2.1.2. KomaHabl KoHcpurypupoBaHusa Telnet

1. Hactpoinka Telnet-cepsepa.
2. Wcnonb3oBaHue Telnet ans yganeHHoOro AocTyna kK KoMMyTaTopy.
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1. Hactpoinka Telnet-cepsepa.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

telnet-server enable

no telnet-server enable

AkTnBMpyeT pyHKumio Telnet-cepBepa Ha
KOMMyTaTope, KomaHaa «no»
AeakTuBMpyeT 3Ty OyHKLUMIO

username <user-name> [privilege <privilege>]

[password [0 | 7] <password>]
no username <username>

HactpavBaer wuma nonb3oBatensa wu
naponb Anga gocryna no Telnet. KomaHaa
«NO» ypanseT AaHHble aBTopu3auuu
BblOpaHHOro nonb3oBaTens

authentication securityip <ip-addr> Hacrtpaueaer 6e3onacHocTb

no authentication securityip <ip-addr> IP-anpecos s Bxona Ha KOMMYTaTop Nno
Telnet: KOMaHaa «nNo» OTMEHSsIEeT
npeabiayLyo KoMmaHay

authentication securityipvé <ipv6-addr> Hacrtpaueaert 6e3onacHocTb

no authentication securityipvé <ipv6-addr>

IPv6-agpecoB ana Bxoga Ha KOMMyTaTop

no Telnet: kKomaHaa «no» OTMeEHSsET
npeablayLLyto KomaHay
authentication ip access-class {<num- | CeaAsbiBaeT cTaHgaptHein [P ACL c
std>|<name>} Telnet/SSH/WEB; KoMaHAaa «No»
no authentication ip access-class OTMEHAET NPEABIAYLLYIo KOMahAy
authentication  ipv6  access-class  {<num- | Cea3biBaeT IPv6 ACL c Telnet/SSH/Be6;

std>|<name>}
no authentication ipv6 access-class

KOMaHga «no» OTMEHSeT MNpeablayLLyHo
KomaHay

authentication line {console | vty | web} login
{local | radius | tacacs}
no authentication line {console | vty | web} login

HacTponka pexuvma ayTeHTudukaumm gnsa
nogkniyeHns no npotokony Telnet,
KOHCOSIbHOr0 NOAKMOYEHNS U C MOMOLLIbIO
npotokona HTTP.

KomaHpga «no» ygansieT KomaHay

authentication enable {console | vty| web}
no authentication enable

HacTpoika BKHOYEHUA CNUCKOB METOO0B
ayTeHTUmrKaLmu.

KomaHga «no» OTMEHsieT NpuMeEHeHue
MeTOA0B ayTeHTudukaumm

authorization line {console | vty | web} exec {local
| radius | tacacs}

no authorization line {console | web | web} exec

HacTtporika pexuma asTopusauum.

Komanpa
aBTopu3aLUun

«No» OTMeHAEeT pPeXnmM

@ §) QTECH

MWP OOCTYNHEE

33




PykoBoacTtBo nonb3osatend cepua QSW-4530

OCHOBHbIE HACTPOWK/ KOMMYTATOPA

KomaHpa

OnucaHue

accounting line {console | vty} command <1- 15>
{start-stop | stop-only | none} tacacs

no accounting line {console | vty} command
<1-15>

HacTpoiika cnucka MeTogoB y4eTa.

KomaHpa «no» yaanser Cnuckv MeToaa
yyeta

Pexnm agMuHUcTpaTopa

terminal monitor

terminal no monitor

OTob6paxeHue oTnagoyHon nHdopmaunm
Ons BXxoAa Ha KommyTtaTop vepes Telnet-
KnueHT; KomaHga «no»  OTKM4Yaet
oTobpaxeHune aaHHOW MHopMaLun

2. Vicnonb3oBaHue Telnet gnst ynaneHHoro 4octyna kK KoMMyTaTopy.

KomaHpa

OnucaHue

Pexxnm agMuUHUCTpaTopa

telnet [vrf <vrf-name>] {<ip-addr> | <ipv6- addr>
| host <hostname>} [<port>]

Bxop Ha xocT kommyTaTopa 4Yepe3 Telnet-
KIMMeHT, BXOOfAWMA B  KOMMMEKTaLumo
KOMMyTaTopa
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2.2.2 SSH

2.2.1.3. BBepeHue B SSH

SSH (aHrn. Secure SHell — «6e3onacHaa obonoyka») ABMAETCS MPOTOKONIOM, KOTOPbIN

obecneunBaeT 6e30MacHbIN yaaneHHbI JOCTyn K ceTeBbiM ycTponcTBaM. OH OCHOBaH Ha
HapexHoMm TCP/IP-npotokone. OH nogaepXuBaeT TakMe MexaHU3Mbl Kak pacrnpegeneHue
Kno4yen, npoeepka NoAnnHHOCTU 1 wndpoBaHua mexay SSH-cepsepomM ' SSH-KnMeHTOM,
yCcTaHoBKa 6e3onacHoro coeguHeHusi. VIHbopmauums, nepegaBaemas Yepes 370 CoeanHeHne
3almuieHa oT nepexsara u pacwmdposku. [Insa Aoctyna K KOMMyTaTopy, COOTBETCTBYHOLLEMY
TpeboBaHuam SSH2.0, Heobxoanmo SSH2.0 KnneHTCKoe NporpaMmmHoe obecnedeHne, Takoe,
kak SSH Secure Client u Putty. lNMonb3oBaTenu MoryT 3anyckaTb BbllenepeyncrieHHoe
nporpammHoe obecneyeHve ANs ynpaBfeHWs KOMMyTaTopoM yaaneHHo. KommyTaTtop B
HacToswee Bpemsa nogpepxuBaeT ayteHTudukaumio RSA, 3DES u SSH wwudposaHmne
NpOTOKONa, Naposib Nonb3oBaTensa ayTeHTuguKaumm n 1.4,
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2.2.1.4. CnucoK KomaHa ansi KoHcpurypupoBaHusa SSH-cepBepa

KomaHpa

OnucaHue

PexXum rmo6anbHOro KoOH(urypupoBaHus

ssh-server enable

no ssh-server enable

AKTBauma OYyHKUUM Ha KOMMYTaTOpe; KOMaHaa
«NO» OTMEHSAET NpeablayLLyo KOMaHay

Username  <username>  [privilege
<privilege>] [password [0] 7]
<password>]

Nno username <username>

HacTtpavBaeT nmAa nonb3oBaTtena U naponb Ans
goctyna K KommyTaTtopy u4epe3 SSH-knumeHT.
KomaHpa «no» ypanaeT AaHHble aBTopu3auun
BbIOpaHHOro nonb3oBaTens

ssh-server timeout <timeout>
no ssh-server timeout

HacTponka TanmayTta gna ayteHtudumkauun SSH;
KomaHpa «no» BoOCCTaHaBnuMBaeT 3HayeHus Mo
yMOSyaHuio TanmayTa ana ayteHtudukaumm SSH

ssh-server authentication-retires
<authentication-retires>

no ssh-server authentication-retries

HacTponka yucna NOBTOPHbIX
SSH-ayTeHTUnkaumm; Komanpa
BOCCTaHaBNMBAET 3HAYEHNS NO YMOSYaHMIO

NonbITOK
«no»

ssh-server host-key <tun> rsa, ecdsa, Co3gaHne HOBOro  Kf4a XOCTa Ha
ed25519 SSH-cepBepe

OJMHa onumoHanbHa (1024-16384) anaKomaHga no

rsa; 256, 384 wnu 521 ana ecdsa, HeCb6pacbiBaeTt KJTHO4

ncnonb3yetca ana ed25519 XoCTa

no ssh-server host-key <tun> rsa,

ecdsa, ed25519

ssh-server authkeys <UMSl CospaHve  aBTOPU30BAHHOrO  KMya  Ans
nonb3oBaTend> admin <Tun ayTeHTudumkaumm SSH;

nonb3oBaTena> local (tonbko local, gna

radius/tacacs OTKMIOYEHa no KomMaHaa no BoccTaHaBiMBaeT 3HAYeHWs Mo
coobpaxeHunsm  6esonacHocty) add YMONHaHUo
<Tun Knio4va> ecdsa-sha2-nistp256
no ssh-server authkeys admin local
ssh-server authkey-privilege <ums HacTpowka npusenernv ans Bxoaa rno Krwody
nonb3osaTtena> admin <Tun

nonb3oBaTens> TOnbKo local <ypoBeHb
1-15> 15

no ssh-server authkey-privilege admin
local

KomaHga no BoccTaHaBnuBaeT 3HayeHus no
yMOYaHuto
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ssh-server password-auth
no ssh-server password-auth

HacTpoika ayTeHTudmkauum no naposo

KomaHga no OTKM4YaeT ayTeHTUdUKaumio no
napornio

Ssh-server <tun> macs, kexes, ciphers
hmac-sha2-512-
etm@openssh.com,hmac-sha2-256-
etm@openssh.com,hmac-sha2-
512,hmac-sha2-256,umac-128-
etm@openssh.com

<CMnncok>

no ssh-server macs

HacTtpoika anroputmos

KomaHaa no cbpacbiBaeT anroputMbl

ssh-server sftp-server
no ssh-server sftp-server

BkntounThb sftp cepeep

KomaHpga no oTknioyaer sftp cepsep

ssh-server max-connection

1-16> 16

<4yucno

no ssh-server max-connection

HaCTpOVIKa MaKCunMalsibHOro 4ymcia KrimeHToB

KomaHga no cbpacbiBaeT MakCcUMasrbHOE YMUCIO
KIIMEHTOB [10 3HAYEHUS MO yMon4yaHuio (5)

ssh-server timeout <yncno ot 10 go 600
cekyHg> 20

no ssh-server timeout

HacTpowka TamayTa ayTeHTudmKaumm

KomanHpga no
ymonyauto (180)

BO3BpaLlaeT 3Ha4yeHune no

ssh-server authentication-retries <umucrno
oTr1lpo 10> 2

no ssh-server authentication-retries

HacTpoika yncna nonbITOK ayTeHTUdMKaLmMn

KomanHga no c6bpacbiBaeT 4MCno MOMbITOK A0
3HaYeHns no ymonyanuio (3)

ssh-server port <Homep nopta ot 1025
bo 65535> 8000

no ssh-server port

HacTpolika nopTa cepeepa

KomaHaa no Bo3BpallaeT nopT Mo YMOMYaHuio
(22)

Pexum agMmuHucTparopa

terminal monitor

terminal no monitor

lMoka3 oTnagoyHon nHdopmaumm SSH Ha CTOpoHe
KNMeHTa; KoMaHAa «no» OTMEHSIeT npeablayLuyto
KoMaHay

2.2.1.4.1. NMpumep HacTponkn SSH-cepBepa

Mpumep 1:
3apauu:
1.

Bkntounte SSH-cepBep Ha KommyTaTtope u 3anyctmtb SSH2.0 nporpammHoe

obecneyeHve KnueHTa, Takoe kak SSH Secure Client unu Putty Ha TepmuHane. BownTtu
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Ha KOMMYTaTop, UCNoJ1b3yA UMA NONb30BaTeNA 1 Naposib OT KIUEHTA.

2. Hactpoutb IP-agpec, nob6aBnutb SSH-nonb3oBaTtenen n aktmempoBatb SSH-cepsuc

Ha kKoMmmyTaTtope. SSH2.0-KNMeHT MOXeT BOWTM B KOMMYTaTop, UCNONb3ya UMs
nonb3oBaTens 1 Naponb A5 HACTPONKN KOMMYyTaTopa.

Switch(config)#ssh-server  enable

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 100.100.100.200
255.255.255.0 Switch(Config-if-Vlan1)#exit

Switch(config)#username test privilege 15 password 0 test
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B IPv6-ceTax, TepMuHan [JonxeH 3anyctutb SSH-knNMeHT u nporpamMmmHoe obecnedeHue,
KoTopoe nogaepxusaet IPv6, TakMe kKak putty6. lNonb3oBaTenu He [OMXHbI MU3MEHSATb
HaCTpOMKN KOMMYyTaTopa, 3a WCKI4YeHneM pacnpeneneHuns IPv6-agpeca ana nokanbHOro
XocTa.

2.3. HacTtpouka |IP-agpecoB KOMMyTaTopa

Bce Ethernet-nopTbl kOMMyTaTOpa MO YMOMYaHUIO SABAAKOTCA MoOpTamMu JocTyna Aans
KaHanbHOro ypoBHSA M BbIMOSHAKTCA Ha BTOopoM ypoBHe. VLAN-uHTepdenc npeacraenaer
cobon uHTepdenc TpeTbero ypoBHS C (PYHKUMAMMW, ANS KOTOPbIX MOXET ObiTb Ha3HaveH
IP-agpec, koTopbii 6yaeT Takxe IP-agpecom kommyTaTtopa. Bece cetn VLAN, cBsizaHHble C
nHTEpencom, n nx KoHdurypaumsi MoryT 6biTb HACTPOEHbI B NOAPEXNME KOHDUTYPUPOBaHUSA
VLAN. KommyTaTop npegocrasndaeT Tpu MmeToAa KoHdurypauum IP-agpeca:

e PyyHas
e BOOTP
e DHCP

PyuHas HacTpovika |IP-agpeca no3sonsieT npuceanBath |P-agpec Bpy4Hyto.

B BOOTP/DHCP-pexume, kommyTaTtop pabotaet kak BOOTP/DHCP-knueHT, oTnpaBnseT
wmnpokoBewatenbHele  naketel  BOOTP-zanpoca Ha  BOOTP/DHCP-cepBepa m
BOOTP/DHCP-cepBep Ha3HavyaeT agpec OTnpaBuUTENio 3anpoca, Kpome Toro, KoMmyTtaTop
MoxeT paboTaTb B KadectBe cepBepa DHCP n gnHammnyeckm HasHavaTb napameTpbl CETH,
Takue, kak IP-agpeca, wnto3 n agpeca DNS-cepeepos DHCP-knueHTam, 4to nogpobHO onucaHo
B MOCNeayoLnX rnaeax.

2.3.1. Cnucok KoMaHpA AnAa HacTpounku |IP-agpecoB

1. BkntoveHue VLAN-pexuma.
2. Py4yHas HacTpoluKa.

3. BOOTP-koHGurypaums.

4. DHCP-koHurypauus.

1. BknwouveHne VLAN-pexuma.

KomaHpa OnucaHue

PexxuMm rnob6ansHoro KOoHpUrypuposaHus

interface vlan <vlan-id> CospgaHne VLAN-uHTepdenca (nHTepcpenca TpeTbero

w6 TR R R YypOBHS); koMaHaa «no» ypansaet VLAN-uHTepdenc
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2. Py4Hasq HacTpoWika.
Komanpa OnucaHwue
VLAN-pexum
ip address <ip_address> <mask> | Hactpoika IP-apgpeca VLAN-uHTepdenca;
[secondary] no ip address <ip_address> | komaHaa «Noy» yoanset IP-agpeca

<mask> [secondary]

VLAN-uHTEepdeinca

ipv6 address <ipv6-address [/ prefix-
length> [eui-64]

no ipv6 address <ipv6-address / prefix-
length>

HacTtpoika IPv6-agpecoB. KomaHaa «no» yaanset
IPv6-agpeca

3. BOOTP-KoHpurypaums.

KomaHpa

OnucaHue

VLAN-pexum

ip bootp-client enable
no ip bootp-client enable

BkntoyeHne kommytaTtopa kak BOOTP-knueHTa
ana nonyyenus IP-agpeca u agpeca wno3a nytem
neperosopoB BOOTP. KomaHga «no» Bblkno4aeT
BOOTP-knueHT

4. DHCP koHwurypaums.

KomaHpa

OnucaHue

VLAN-pexum

ip dhcp-client enable
no ip dhcp-client enable

BknioyeHne kommyTtatopa kak DHCP-knueHTa pans
nony4yexus IP-agpeca n agpeca wno3a nyTem 3anpocos
DHCP. KomaHpa «no» Bbikntovyaetr DHCP-knueHT

2.4. Hactponka SNMP
2.4.1. BeepeHune B SNMP

SNMP (Simple Network Management Protocol) aBnsietcs ctTaHgapTHLIM NPOTOKOSIOM CETEBOIO
ynpaBreHusi, KOTOPbI LUIMPOKO UCMOMb3yeTCHa B yNpaBneHUn KoMmnbloTepHbiMn cetamu. SNMP

ABNAETCA pa3BumBalOWLMMCA MPOTOKOJIOM.

SNMP v1 [RFC1157] aBnseTca nepson Bepcuen

npotokona SNMP, koTopass aganTMpoBaHa K OFPOMHOMY 4MCIy MNPOM3BOAUTENIEN CBOEWN
nNpocToTomn n nerkoctbto BHeapeHusa; SNMP v2c ssnaetca ynydweHHon Bepcnenn SNMP v1; B
SNMP v3 ycuneHa 6e3onacHocTb, nobaeneHsi USM n VACM (View-Based Access Control

Model).

SNMP-npoTokon obecneymBaeT nNpocTon cnocob o6mMeHa MHopMaLmen ynpaBneHnsa ceTbto
Mexay AByMs Todkamu B ceTi. SNMP rcnonb3yeT MexaHu3m 3anpocoB 1 nepenaeT coobLLeHns
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yepe3 UDP (npoTtokon 6e3 ycTaHOBNEHMA COeAUHEHUS TPAaHCMOPTHOIO YPOBHS), NO3TOMY OH
XOpOLO NOAAEPXKUBAETCA CYLLECTBYIOLLMM KOMMbIOTEPHLIMU CETAMMU.

SNMP-npoToKON WCNonb3yeT pexuMm CTaHuuu-areHTa. B 3Tonm CTpykType ecTb [ABe
coctasnsowme: NMS (Network Management Station) u areHT. NMS saBnsietca pabouen
CTaHumen, Ha KoTopon cTouT KnueHtckas nporpamma SNMP. 310 agpo SNMP-ynpaeneHus
ceTbtlo. AreHT cepBepHOro nporpaMmmHoro obecneyeHnsa pabotaeT Ha yCTPOWCTBaXxX, KOTopble
HyxgatoTcs B ynpasneHun. NMS ynpaenseT Bcemun o6bektamu Yepe3 areHToB. KommyTtaTop
nogaepxmveaeTt OYHKLUMUM areHTa.

Ceasb mexgy NMS u areHtom npoucxogut B pexume KnueHT-CepBep, obmeHuBasicb
cTaHgapTHbIMKU coobuieHnamn. NMS nocbinaet 3anpoc, u areHT oTBeyaeT. ECTb ceMb TUMOB
SNMP-coobLeHuin:

o Get-Request

o Get-Response

o  Get-Next-Request
o  Get-Bulk-Request
e Set-Request

e Trap

e Inform-Request

NMS cBa3biBaeTca C areHToM C rnomoulbio 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npy nony4yeHmMn 3anpocos, OTBEYAET COOOLEHNEM
Get-Response. O HeKOTOpbIX creuuanbHbiX CUTYyauuax, TakuxX, Kak U3MEeHeHus CcTaTycoB
CeTeBbIX MOPTOB YCTPOWCTBA WNN M3MEHEHWUsI TOMOSIOrMKM CEeTWU, areHTbl MOryT OTNpaBnATb
crneumanbHble coobLeHns 06 aHomanbHbIX cobbiTuaX. Kpome Toro, NMS MoxeT 6bITb Takxe
YCTaHOBIEH ANs NpeaynpexneHns HEKOTOpblIX aHoMarsbHbiX cobbiTui, aktuBupys RMON
dyHkumto. Koraa cpabatbiBaeT onpeaeneHHoe npaBuio, areHTbl OTNPaBnaiT coobLleHns B
XypHanbl COObITUA B COOTBETCTBUN C HACTPONKaAMMW.

USM ob6ecneunBaer 6e3onacHyio nepegavy, Xopowo npoaymMaHHoe LwudpoBaHue u
ayteHTudpumkaumo. USM  wundpyetr coobuieHns B 3aBUCMMOCTM OT BBOAa Mapons
nonb3oBaTens.

OTOT MexaHuU3M rapaHTUpyeT, 4YTO coobueHua He MOryT ObiTb MPOCMOTPEHbI BO Bpems
nepepaun. Takke USM AyteHTudMKauMa rapaHTUpyeT, 4YTo cooOuieHne He MOXeT ObiTb
n3ameHeHo npu nepegadve. USM wucnons3dyetr DES-CBC-kpuntorpacpuio. 1 HMAC-MDS5, u
HMAC-SHA ncnonb3yroTca ans ayTeHTugukaumm.

VACM wucnonb3dyetca Ans KnaccudgukauMm npaeB M A0CTyna nonb3oBatenen. JTO CTaBuT
nonb3oBaTeNnen ¢ OAHNM U TEM Xe pa3peLLeHMEM A0CTyNa B O4Hy rpynny. HeaBTopnaoBaHHbIe
nonb30oBaTeNn He MOTyT NPOBOAUTL Onepaunn.

2.4.2. BBepeHue B MIB

NHudopmauma ynpasneHusa cetbio goctyna B NMS KoppekTHO onpefeneHa n opraHn3oBaHa B
nHdopmaumoHHon 6ase ynpaenenus (MIB). MIB 310 npeponpepeneHHaa wnHdopmaums,
KoTopass MoxeT ObiTb AOCTynHa 4epe3 NpPOTOKOMbl yNpaBfeHus CeTblo, BO BCEN CBOEeN
MHOrOCMOMHOCTM N CTPYKTYpupoBaHHOM Buae. lNpeponpeaeneHHasn nHdopmauma ynpasrieHus
MoOXeT ObITb nonyyeHa nyTeM MoHuTOpuHra ceteBbix ycTpoucTtB. ISO ASN.1 onpegenser
OpeBOBUAHYI0 CTPYKTYpY Ana MIB, cooTBeTCTBEHHO Kaxabli MIB opraHn3dyeT BClO AOCTYMNHYO
WHpopmaumio B BuAEe Takon CTPyKTypbl. Kaxpabim y3en aTtoro pgepesa cogepxut OID
(vpeHTndUKaTop 06BEKTA) U KpaTkoe onucaxuve y3na. OlD npeacraensieT cobon Habop Lenbix
ynucen, pasfeneHHbiX TovkaMu, M MOXEeT ObiTb WCNONb30BaH [Ans  OnpefeneHus
MEeCTOMOSIOXEHMWA y3ra B APeBOBUAHON CTPYKType MIB, kak noka3aHo Ha pUCYHKe HUXe:
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Root
O
Node(1) g @ Node(2)
Node(1) g @ Node(2)
Object(1)‘ Node(1). ® Object(2)
0bject(1).

PucyHok 2-1. Mpumep gepesa ASN.1

Ha atom pucyHke OID o6bekTa A aBndaetcs 1.2.1.1. NMS MoxeT HalnTh 3TOT 06BbEKT Yepes aToT
yHuKkanbHbin OID 1 nonyunTb CTaHAapTHble NnepeMeHHble o6bekTa. MIB onpepenset Habop
CTaHAapTHbLIX MEPEMEHHbIX 419 MOHUTOPUHIa CeTEBbLIX YCTPOMCTB, Criefys 3To CTPYKType.

Ecnun undopmauua o nepemeHHbix MIB-areHTa gomnxHa 6biTb NpocMOTpeHa, HEO6X0AMM 3anyckK
nporpammHoro obecneyeHnss npocmotpa MIB Ha NMS. MIB B areHTe 06bl4HO COCTOMT U3
ny6nmyHoro MIB u 4yactHoro MIB. Ty6nuuHbin MIB copoepXuT OTKpbITY0 MHGOPMaLMIO
ynpaBneHns ceTbio, KoTopas MoXeT ObiTb gocTynHa ansa Bcex NMS, yacTHbii MIB cogepxut
KOHKPETHYH MHOPMAaLMIO, KOTOPasi MOXET ObITb MPOCMOTPEHA U KOHTPONMPYETCA NOAAEPXKON
npoun3BoanTEnS.

MIB-1 [RFC1156] 6bina nepBon peanusauuen nyonuuHbix MIB SNMP, un 6bina 3ameHeHa
MIB-Il [RFC1213]. MIB-Il pacwupsetr MIB-l n coxpansier OID gna MIB-gepesbeB B MIB-I.
MIB-Il, copepXuT BNnoXeHHble AepeBbs, KOTOpblE TakXe Ha3biBatoTca rpynnamu. O6bekTbl B
3TMX rpynnax OXBaTbiBalOT BCe (YyHKUMOHanbHble obnactu B ynpaBneHun cetbio. NMS
nosny4yaet nHgopmauuio 06 ynpasneHun cetbio npocmatpmean MIB Ha SNMP-areHTe.

KommyTtaTop mMoxeT pabotatb B kayectBe SNMP-areHTa, a Takxe nopnepxusaet SNMP
v1/0/v2c n SNMP v3. Takxe kommyTaTop nogaepxueaet 6azosblie MIB-II, RMON nybnunyHble
MIB n gpyrue nybnunyHbie MIB, Takue kak Bridge MIB. Kpome Toro, kommyTaTop nogaepXxuBaeT
CaMOCTOATENBHO onpeaeneHHble YacTHble MIB.

2.4.2.1. BBeaeHne B RMON

RMON (aHrn. Remote Network MONitoring) — AUCTaHUNOHHBIN MOHUTOPWHI CETU) ABMSETCA
Hanbonee BaxHbIM pacwupeHnem crtaHgaptHoro SNMP-npotokona. RMON sBnsietca
Habopom onpepenexdmn MIB n ucnonb3yeTca ANl ONpefeneHns CTaHOApTHbIX CPEACTB U
nHTEepcdencoB AnA HabnwaeHWA 3a CceTblo, MO3BONSAET OCYLECTBNATb CBA3b MEXAy
TepmuHanamu ynpasnedua SNMP n yaaneHHbiMu ynpasnsembiMn kommytatopamu. RMON
obecneunBaeT BbICOKOIP(EKTUBHbIN METOA, KOHTPOSSI AENCTBUIN BHYTPY NOACETMH.

MIB RMON cocTtout 13 10 rpynn. KommyTaTtop noaaepxusaeT Hanbornee 4acto UCnosb3yemMble
rpynnbl 1,2,3n 9:

e  Statistics: KOHTpONMpPYEeT OCHOBHOE MCMONb30BaHNE U BeOeT CTaTUCTMKY ownbok ans
Kaxgow NoACeTN KOHTPOIMPYEMOrO areHTa.

e History: nosBonsieT nepuoguyecku 3anucbiBaTb 06pasubl CTAaTUCTMKK, KOTOpble
[ocTynHbl B CTaTUCTUKE.
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Alarm: no3sonseT nofb3oBaTeNdM KOHCOSN ynpasiieHna yctaHaBnnBaTb KOJIN4ECTBO

UM 4ncno AanAa nHtepsanoB OOHOBIEHUS U NOpPOroBbIX 3Ha4YeHM OMnoBeLLeHua and

3anucenn RMON-areHTa.

Event: cnnucok Bcex cobbiTuin, nponsowepwnx B RMON-areHTe.

Alarm 3aBucaT ot peanu3aumm Event. Statistics n History otob6paxatoT TekyLlyto CTaTUCTUKY
unn muctopuio nopcetn. Alarm n Event obecneumBaloT MeTon KOHTpons fntoboro namMeHeHus
AaHHbIX B CETU 1 NPEAOCTaBNAKT BO3MOXHOCTb NOAaBaTb CUrHambl NPY HELUTATHbIX COObITUAX

(oTnpaBka Trap nnu 3anuck B XypHarbl).

2.4.3. Hactpounka SNMP

2.4.3.1. Cnucok KomaHAa ana Hactpoukn SNMP

1. BknroyveHune n otknoyeHre pyHKumMn SNMP-areHTa.

2. HacTtpoiika cTtpoku coobuiectsa B SNMP.

3. Hacrtponka IP-agpeca ctaHuuu ynpasneHns SNMP.

4. Hactpoiika engine ID.

5. Hacrtpoiika nonb3oBarens.

6. Hacrtpoinka rpynnbl.

7. Hacrtpoiika Buga.

8. Hacrtpoiika TRAP.

9. BkntoyeHue/BbiknioveHne RMON.

1. Bknto4veHne n otknoyeHne pyHkummn SNMP-areHTa.
KomaHnpa OnucaHue

PexxuMm rnob6ansHoro KOoHpUrypuposaHus

snmp-server  enable

no snmp-server enable

BkntoueHne dyHkumm SNMP-areHta Ha
KoMmMmyTaTope. KomaHaa «no» BbIKYaEeT 3Ty
dYyHKLMIO

2. Hactpoiika cTpoku coobuiectsa B SNM

P.

KomaHpa

OnucaHue

Pexnm rmo6anbHoro koHurypmpoBaHusa

snmp-server community {rojrw} {0 | 7}
<string> [access {<num-std>|<name>}] [ipv6-
access{<ipv6-num-std>|<ipv6- name>}] [read
<read-view-name>] [write <write-view-
name>|

Nno snmp-server community <string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

Hactpoliika ctpoku coobuiectea B SNMP ans
KommyTaTopa. KomaHaa «no» ypansieT aTy
CTPOKY
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3. Hacrtponka 6e3onacHoro IP-agpeca ctaHuumn ynpasnexnma SNMP.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

snmp-server securityip {<ipv4-address> |
<ipv6-address>}

no snmp-server securityip {<ipv4-address> |
<ipv6-address>}

HacTponka 6e3onacHbix |Pv4/IPv6-agpecos,
KOTOpble  MMEeWT npaBoO  Joctyna K
koMmmyTaTopy. KomaHga «no» ygansert 3Tu
HaCTPOWKMK

snmp-server securityip enable
snmp-server securityip disable

Bkntoyenne " OTKJTHOYEHNE
nposepkun 6e3onacHbix IP

dyHKUMN

4. Hactpownka engine ID.

Komanpa OnucaHwue
Pexum rmo6anbHOro KOHUrypnpoBaHusa
snmp-server engineid <engine-string> Hactponka nokanbHoro engine ID Ha

no snmp-server engineid

KoMmyTaTope. 3Ta KOMaHaa MCnonb3yeTcsi
ana SNMP v3

5. Hactpoiika nonb3oBatens.

KomaHpa

OnucaHue

PexxuMm rnob6ansHoro KOHpUrypuposaHus

snmp-server user <use-string> <group-
string> [{authPriv | authNoPriv} auth {md>5 |
sha} <word>] [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std>|<ipv6- name>}]

Nno snmp-server user <user-string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}|

[ob6aeneHune nonb3osatena B8 SNMP rpynny.
OTa KkoMaHAa ucnonb3yeTcsa AN HaCTPOWKKU
USM gna SNMP v3

(@ arecy
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6. Hactpownka rpynnbi.

Komanpa OnucaHwue
Pexum rmo6anbHOro KOHUrypmpoBaHus
snmp-server group <group-string> | YcraHoBka WHcopMauum O Trpynne Ha
{noauthnopriv|jauthnopriv|authpriv} [[read | koMmyTaTOpe. OTa KOMaHga ucnonb3yeTcs
<read-string>] [write  <write-string>] [notify | ana HacTtponkn VACM ans SNMP v3
<notify-string>]] [access {<num-
std>|<name>}] [ipv6-access {<ipv6-num-

std>|<ipv6-name>}]

no snmp-server group  <group-string>
{noauthnopriv|authnopriv|authpriv} [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}|

7. Hactponka Buga.

Pexum rmo6anbHOro KOHUrypnpoBaHusa

snmp-server view <view-string> <oid-string>
{include|exclude}

no snmp-server view <view-string> [<oid-
string>]

Hactporika Buga Ha KommyTaTope. JTa
KomaHga ucnonb3yetcs ansg SNMP v3

8. Hactpoika TRAP.

KomaHpa

OnucaHue

Pexnm rmobanbHoOro koHcurypmpoBaHus

snmp-server enable traps

Bkntountb oTnpaBky Trap-coobLieHnn. JTa

<host-ipv6- address>} {vl1 {0|7} <community
string> | v2c {0|7} <community string>
| v3 {noauthnopriv | authnopriv | authpriv}
<user-string>

no snmp-server host {<host- ipv4-address> |
<host-ipv6- address>} {v1 {0|7} <community
string> | v2c {0|7} <community string>
| v3 {noauthnopriv | authnopriv | authpriv}
<user-string> }

T e KomaHga ucnonb3dyetca ana  SNMP
. . V1/0/v2Iv3
snmp-server host {<host- ipv4-address> || YcTtaHoBka IPv4/IPv6-apgpeca XOCTa,

KOTOPbIA MCMONb3yeTca Afa  NoslyyYeHus
nHpopmaumm SNMP  Trap. Ona SNMP
v1/0/v2, aTa KOMaHOa Takxe HacTpauBaet
CTpoKy coobuwecTtBa gna Trap; ana SNMP
v3, aTa KOMaHAa TakXe HacTpauBaeT MMS
nonb3oBaTenst U ypoBeHb 6e3onacHocTh
Trap. KomaHga "no" otmeHsieT atoT IPv4-
unu IPv6-agpec
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KomaHpa OnucaHue

snmp-server trap-source {<ipv4-address> || YcraHoBka IPv4- wnu |IPv6-agpeca
<ipv6- address>} WUCTOYHUKA, KOTOpbLIN WCMonb3yeTca Ans
no snmp-server trap-source {<ipv4-address> | | OTMP@Bku Trap-naketos, KoMmaHaa «no»
<ipv6- address>} yAanseT KoHurypauuio

9. BkntoyeHune/BbikntoyeHne RMON.

KomaHpa OnucaHue

Pexum rmo6anbHOro KOHUrypnpoBaHusa

rmon enable BkntouyeHue/BbiknodeHne RMON
no rmon enable

2.4.4. TunuyHble npumMepbl HacTponkn SNMP

IP-agpec NMS 1.1.1.5, IP-agpec kommyTaTtopa (areHrta) 1.1.1.9.

CueHapum 1. NporpammHoe obecneveHme NMS ncnonb3dyet npotokon SNMP gns nonyyeHus
OaHHbIX OT KOMMYyTaTOpa.

KoHdurypauus KOMMYyTaTOopa, 3anucaHa HUXeE:
Switch(config) “Bnmp-server enable
Switch(config) “€nmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 1.1.1.5

NMS moxeT ncnosb3oBaTbh YaCTHYK CTPOKY coobLiecTBa Ans AOCTyna K KOMMyTaTopy Ans
YTEHWA 1 3anncu pa3peLLEHN UM UCMONb30BaThb NyOMYHYHO CTPOKY coobLuecTBa Anst JocTyna
K KOMMYTaTOpy TOJNbKO AS1A YTEHUSA pa3peLLeHni.

CueHapun 2. NMS 6yaet nonyyatb Trap-coobuieHunsa ot kommyTtatopa (MNpumeyaHne: NMS,
BO3MOXHO, NPOBEPUT 3HA4YEHNE CTPOKM coobLectBa ana Trap-coobuieHuin. B atom cnyvyae NMS
ncnonb3yeT NOATBEPXAEHNE CTPOKM coobLLEeCTBa usertrap).

KoHdurypaums KOMMyTaTOopa, n3roxeHa HUXe:

Switch(config)#snmp-server enable Switch(config)

#snmp-server host 1.1.1.5 vl usertrap

Switch(config)#snmp-server enable traps
CueHapun 3. NMS wncnonbdyetr SNMP v3, ytobbl nonyuntb MHOpPMaLMIO OT KOMMyTaTopa.
KoHdurypauus kommyTaTopa, U3noxeHa Huxe:

Switch(config) - s#mp-server

Switch(config)#snmp-server user tester UserGroup authPriv aes testerpass auth
md5 hellotst

Switch(config)#snmp-server group UserGroup AuthPriv read max write max notify
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Switch(config)#snmp-server view max 1 include
CueHapun 4. NMS xo4yeT nonyuutb v3Trap-coobuieHne, OTMnpaBfieHHOE KOMMYTaTOPOM.
KoHdurypaumua kommyTaTopa, U3noxeHa HUXeE:

Switch(config)#snmp-server enable

Switch(config)#snmp-server host 10.1.1.2 v3 authpriv tester

Switch(config)#snmp-server enable traps

CueHapun 5. |Pv6-agpeca NMS 2004:1:2:3::2; IPv6-agpeca KommyTaTtopa (areHrta)
2004:1:2:3::1. MNMonb3zoBatenu NMS ucnons3ytoT npotokon SNMP ans nonyyeHua AaHHbIX OT
KoMMyTaTopa.

KOH(bI/IpraLI,MFI KOMMYyTaToOpa, N3N0XeHa HUXe:

Switch(config) “Bnmp-server enable Switch(config)#
snmp-server community rw private Switch(config)#
snmp-server community ro public Switch(config)#
snmp-server securityip 2004:1:2:3::2

NMS moXxeT Mcnonb3oBaTb YacTHYH CTPOKY coobLiecTBa Afisi AOCTyNa K KOMMyTaTopy Ans
YTEHUs 1 3anucK paspeLLIeHUn NN UCMosb30BaTh MNyGMYHYH CTPOKY coobLlecTsa Ansa AocTyna
K KOMMYTaTOpy TOJbKO A1 YTEHUS pa3peLLeHnii.

CueHapun 6. NMS 6ynet nony4yaTb Trap-coobuieHus ot kommyTaTtopa (Mpumeyanue: NMS,
BO3MOXHO, NPOBEPUT 3HAa4YeHne CTPOKK coobLectsa ana Trap-coobueHnii. B atom cnyvyae NMS
ncnonb3yeT NOATBEPXAEHNE CTPOKM coobLuecTBa usertrap).

KoHdurypauus kommyTaTopa, U3noxeHa HUXe:

Switch(config)#snmp-server host 2004:1:2:3:2 v1 usertrap

Switch(config)#snmp-server enable traps

2.4.5. Nouck HeucnpaBHocTten SNMP

Korga nonb3oBatenu HactpavBaloT SNMP, SNMP-cepeep mMoxeT He paboTaTb OONXHbIM
o6pa3oM K3-3a OTKaza (PU3MYECKOro COeAUHEHUS U HenpaBuITbHOW KOHUrypauuu v T.4.
Monb3oBaTenu MoryT yCTpaHUTb Npobiembl, BbINOMHMB TPEOOBaHWSA, yKa3aHHbIE HUXE:

e Y6eanTtbcs B HAAEXHOCTUN (DU3NYECKOro CoOeAVHEHNS.

e Yb6eauntbcs, 4TO MHTEPdENC 1 NPOTOKON Nepefayn AaHHbIX HAXOAATCA B COCTOSHUM
«up» (ucnonb3dymnTte KomaHay "Show interface"), a Takxe CBSA3b MeXAy KOMMYTaTOPOM U1
XOCTOM MOXET ObITb MpOBEpPeHa NyTeM pinga (Ucnonb3ynTe koMaHay "ping").

e Y6eautbca, uTo BKItoveHa pyHkuusas SNMP-arenTa. (Mcnonb3oBaTtb KoMaHay "snmp-
server").

e Yb6eautbcAa, 4yto 6e3onacHocTb IP gna NMS (Mcnonb3oBaTb KOMaHay “snmp-server
securityip") n cTpoka coobuiectBa (MCNonb3oBaTh KOMaHAy "snmp-server community")
NpaBuIibHO HacTpoeHbl. Ecnu 4to-TO M3 3TOro He HacTpoeHo, SNMP He cmoxeTt
obwartbca ¢ NMS gonxHsim o6pasom.

e Ecnn Heobxoamma Trap-yHKuMsA, He 3abyabTe BKNWO4YUTbL Trap (MCnonb3oBaTb
KomMaHpay "snmp-server enable traps"). N He 3abyabTe npaBunbHO HacTpouTb IP-agpec
XOCTa U CTPOKy coobuiectBa ans Trap (ucnonb3oBaTb KomaHAy "snmp-server host"),
4yTOobObI 06EeCneunTb OTNPaBKy Trap-COOOLLEHUI Ha YKa3aHHbIN XOCT.

e Ecnun Heobxoguma RMON-yHKUMA, OHa AofkHa ObiTb BKOYEHA (MCMONb30BaTb
KomaHay "rmon enable").
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e cnonb3ynTte komaHay "show snmpy, 4ToObl NPOBEPUTL OTNPAaBNEHHbIE U NOMYyYEHHbIE
coobuweHns SNMP; Ncnonb3ynte komaHgy "show snmp status”, 4Tobbl NpoBepuTb
nHpopmauuio o KoHgpurypaumm SNMP; Ucnonbayinte komaHay "debug snmp packet",
4YTOObI BKNIOYNTL YHKUMM OTNagkn n nposepkn SNMP.

e Ecnn nonb3oBatenb MNO-MpexXHEMYy He MOXET pewuTb npobnembl ¢ SNMP,
obpallanTecb B TEXHUYECKUI LEHTP.

2.5. MogepHu3auuns KommyTtaTtopa

KommyTaTop npegocTtaBnsieT pfnBa crnocoba OOHOBNEHWs nporpamMHoOro obecneveHus:
obHoBneHne BootROM n TFTP/FTP-ob6HoBneHue nop Shell.

2.5.1. CucremMHble channbl KOMMYyTaTOpa

CuctemHble channbl BKNoYatoT B cebs dannbl obpasa cuctemMbl (image) u 3arpy3oyHble (boot)
dannbl. O6HOBNEHNE CUCTEMHbIX (halnoB KOMMyTaTopa nogpasymeBaeT coboi nepesanucb
cTapbix bannos HOBbIMMW.

®dann obpasa cuctemMbl BKoYaeT B cebs cxaTble hannbl annapaTHbiX ApanBepoB, dannbi
nNporpamMmmMHoro obecnevyeHmsa n T. ., 3To TO, YTO Mbl 0ObIYHO Ha3biBaeM «IMG file».

3arpy3ou4Hble (boot) dannbl HeobxoouMbl ANs 3arpy3KnM K 3anycka KommMmyTaTopa, 370 TO, YTO
Mbl 06bl4HO Ha3biBaeM «ROM file» (moryT 6biTb cxaTbl B IMG-dannbl, ecnm oHW CAULLKOM
6onblUMx pa3mepoB). B kKommyTaTope 3arpy3o4Hble annbl pa3peLleHo CoOXpPaHATb TOMbKO B
ROM.

KommyTaTtop onpefgenser nyTb U umMeHa pana dannoB 3arpy3km kak flash:/boot.rom wu
flash:/config.rom.

KommyTaTop NpeaocTaBnseT nonb3oBaTento Asa pexuma ooHoeneHus: 1. BootROM-pexum;
2. TFTP- n FTP-o6HoBneHne B pexume Shell. 3tn gea cnocoba o6bHOBNEHUs 6yayT onucaHbl
noapo6HO B cneaylowmnx ABYX pa3genax.

2.5.2. BootROM-obHOBMneHue

Ectb aBa metona ana BootROM-o6HoBneHus: TFTP un FTP, kotopble MOryT 6biTb BbibpaHb! B
KOMaHAax HacTponku BootROM.

=
MoaknoyeHue
Yepes KOHCOSBHbIN 1/0/1
kabenb
Mopkn4veHne
yepes «narty-kopay»

PucyHok 2-2. TunmyHaa Tononorus ons obHoBNeHMA KommyTaTopa B pexume BootROM
Mpoueaypa 06HOBNEHMA NEPEYNCTIEHA HUXKE:
LWar 1.

Kak nokasaHo Ha puUCyHKe, UCMOoNb3yeTCsl KOHCOSbHbINM Kabenb ana nogkntodeHus MNK k nopty
ynpaBneHnss Ha kommytatope. [MIK pgonmxeH uMeTb mnporpamMmMHoe obecnedeHune
FTP/TFTP-cepBepa, a Takxe ¢hainn image Heobxoaumbin Ana 06HOBNEHUS.
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LWar 2.

Haxmute "Ctrl + B" BO Bpemsi 3arpy3ku KomMmyTaTtopa AfA MEPEKIOYEHNST B PEXUM
BootROM-moHuTOpa. Pe3ynbTaT onepauumn nokasaH HUXe:

Boot#
LWar 3.

B BootROM-pexume, 3anyctute "setconfig", u4tobbl ycTaHoBuUTL |IP-agpec u macky
KoMmyTaTtopa ans pexuma BootROM, IP-agpec n macky cepBepa, a Takxe Bbibepute TFTP-
unn FTP-o6HoBneHus. [Mpegnonoxum, 4to agpec kKommyTatopa 192.168.1.1, a apgpec
koMmnbtoTepa 192.168.1.2 n BbiGepute TFTP-o6HOBNeHne koHdurypauumn. 310 6Oyper
BbIrMAQETb Tak:

Boot+ #onfig
Host IP Address: [10.1.1.1] 192.168.1.1
Server IP Address: [10.1.1.2] 192.168.1.2

Boot#
Lar 4.

Bkntounte FTP/TFTP-cepsep Ha MNMK. Ona TFTP 3anyctute nporpammy cepeepa TFTP, gna FTP
3anyctute nporpammy FTP-cepBep. lNpexae, 4em HayaTb 3arpy3ky danna o6HoOBNeHus Ha
KOMMYyTaTop, NpoBepbTE COeAUHEHNE MEXY CEPBEPOM Y KOMMYTaTOPOM C MOMOLLBIO YyTUNUTDI
ping ¢ cepsepa. Ecnu ping ycneweH, 3anyctute komaHgy "run tftp:/"* 8 BootROM-pexunme.
Mocne 4ero Ha4yHETCA 3anyck ¢painna MO HenocpeacTBeHHO ¢ TFTP-cepaepa.

Boot# run tftp:nos.img

Loading nos.img ...

Using rtl9311#0 device

TFTP from server 192.168.1.2; our IP address is

192.168.1.1 Filename 'nos.img’.

Load address: 0x81000000
LWar 5.
Mocne yaayHon 3arpy3ku, npon3segute obHoBNeHe kommyTaTtopa u3 Shell-pexuma.

2.5.3. O6HoBneHune FTP/TFTP
2.5.3.1. BBeaeHue B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) sensawoTcsa npotokonamu
nepegayn awnos, oHN oba nNpuHagnexaT K YeTBEPTOMY YPOBHIO (YPOBHIO MPWUIIOXEHWI) B
TCP/IP-cTeke npoTOKONOB, UCMOMb3yemMoMy ANnA nepefayvm dannos Mexay KoMnblTepamu,
y3namu n kommyTtatopamu. O6a oHu nepeaatoT dannbl B KNMeHT-cepBepHon Moaenu. PasHuua
MeXAy HUMU onucaHa HuXe.

FTP ocHoBaH Ha npoTtokone TCP pgna obecnevyeHnss HagaeXxHOW CBA3WM M TPaHCMNOPTUMPOBKM
noToka AaHHbIX. TeM He MeHee, OH He NpefycMaTpyBaeT npoueaypy asTopusauum Ana Aoctyna
K barinam n ucnonb3yeT NPOCTON MeXaHn3M ayTeHTudmrKauumn (nepegaeT uma nonb3oBaTens
N naponb Anga ayTeHTudumkaumm B BuMAE OTKPbITOro tekcra). MNpu mucnonb3osanum FTP gna
nepepayn dannos, AOMXHbI ObITb YCTaHOBMEHbI ABA COEOUHEHMS MEXY KITMEHTOM 1 CEPBEPOM:
ynpasnsLlee coenHeHne n coeguHeHne nepefayn faHHbix. [Janee gonxeH 6biTb nocnaH
3anpoc Ha nepepavy ot FTP-knueHTa Ha nopT 21 cepBepa Ana yCTaHOBEHUS yNpaBsoLLero
COe[IHEHUSA 1 COrnacoBaHus nepefayv faHHbIX Yepes ynpasnsoLwee CoOeuHeHne.
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CyLLl,GCTByeT [Ba Tuna Takux CoegMHEHNI: aKTUBHbIE N MACCUBHbIE COEANHEHNS.

Mpv aKTMBHOM NOAKIYEHNUMN KITMEHT NepeaaeT ero agpec 1 HoMep nopTa Ana nepeaadn AaHHbIX
cepBepy, ynpaensowee COeAMHEHVE NOAAEepXMBAEeTCA [0 3aBepLUeHUs nepepayn 3Tux
AaHHbIX. 3aTeM, UCnonb3ys agpec U HOMep MnopTa, NPEeAOCTaBMEHHbIX KIIMEHTOM, CepBep
yCTaHaBnmBaeT coegmHeHmne Ha nopt 20 (ecnu He 3aHAT) And nepegayum gaHHbix, ecnv nopt 20
3aHAT, CepBep aBTOMaTUYECKN reHepupyeT APpYro HoMep nopTa Ansi YCTaHOBKU COeANHEHUS.

Mpy NaccMBHOM MOAKIOYEHWUM, KITMEHT Yepe3 YnpaBnsioWee CoeauHeHne NpocuUT cepeep
YyCTaHOBUTb NOAKIIoYeHne. 3aTeM cepBep co3aaeT CBOWM NOpT AN NPOCiyLWNBaAHMSA AaHHbIX U
yBEOMIISIET KIMEHTA O HOMEepe 3TOro rnopTa, Aanee KIWeHT YCTaHaBNMBaeT COeaAUHEHNe C
yKa3aHHbIM MOPTOM.

TFTP ocHoBaH Ha npotokone UDP, o6ecneumBatowmm cnyxby nepepaynm paHHbix 6e3
noATBEpPXAEHUss OOCTaBkKM M 6e3 ayTeHTudwukaumm un aBtopusaumm. OH obecneuyvBaet
npaBunbHYO Nepefady AaHHbIX NyTeEM MeXaHu3mMa OTnpaBKW MOOTBEPXAEHUS U NMOBTOPHOM
nepepayun tTanM-ayTt naketoB. [peumywectso TFTP nepen FTP B ToM, 4YTO nepBbin ropasfo
NpoLLe N UMEET HU3KNE HaKnagHble pacxoabl nepefgayn AaHHbIX.

KommyTtaTtop moxeT pabotaTb kak FTP/TFTP-knueHT unu cepsep. Koraa kommyTaTtop pabotaet
kak FTP/TFTP-knueHT, dannbl KoHdurypauum m cuctemMHble annbl MOXHO 3arpy3utb C
yaaneHHoro FTP/TFTP-cepBepa (3T0 MOryT BbiTb Kak XOCTbl, TaK 1 Apyrne KommyTtaTopsl) 6e3
ywep6a ansa ero HopmanbHol paboTbl. M Takxxe MOXeT 6bITb Nosy4eH cnmcok dannos ¢ cepeepa
B pexume FTP-knneHta. KOHEYHO, KOMMYTATOp MOXET TakXe 3arpy3ntb Tekylime
KOH(UrypaumnoHHble painsnbl U cucteMHble pannbl Ha ypaneHHbin FTP/TFTP-cepeep (31O
MoryT ObiTb KakK XOCTbl, TaK U Apyrume KommyTtaTtopbl). Korga kommyTatop paboTaeT Kak
FTP/TFTP-cepBep, OH MOXeT o6ecneuntb 3arpy3Ky v Bbirpy3Ky hanmnoB s aBTOPU30BaHHbIX
FTP/TFTP-knuneHTOB.

BoT HekoTopble TepMuHbI, YacTo ncnosns3yemslie B FTP/TFTP.
ROM: cokpaweHHo oT EPROM, CI3Y. EPROM 3ameHsieT donew-namaTb B KOMMYyTaTOpE.

SDRAM: O3Y B KOMMyTaTOpe, KOTopas ucnonb3yetcsa ans paboTbl CUCTEMbI U NPOrPaMMHOr0O
obecneyeHus, a Takxe XxpaHunuiLa nocrnefoBaTenbHOCTU KOHUrypaumn.

FLASH: dnew-namaTe MUCNoNb3yeTca ANna XpaHeHns dannosB cuctembl KU danna
KOHpUrypaumu.

System file: BkntovaeT B ceba 06pa3 cuctembl 1 3arpy304HbIv dann.

System image file: dann obpaza cuctembl BkoyaeT B cebs cxaTtble annbl annapaTHbIX
ApanBepos, hannbl NporpaMmmHoro obecneveHus, 3To To, YTO Mbl 06bIYHO Ha3biBaeM «IMG filey.
IMG-cpann moxeT 6bITb COXpaHeH Tonbko B FLASH.

Boot file: Heobxooum ansa 3arpy3ku n 3anycka KOMMyTaTopa, 3TO TO, YTO Mbl 0ObIYHO Ha3bIBaEM
«ROM file» (moryT 6bITb cxaTbl B IMG-annbl, ecnu oHu cnuwkom 6onblunx pa3mepos). B
KOMMYyTaTope 3arpy304Hble hainbl pa3peLleHo CoOXpaHAaATb B ToNbko B ROM.

KommyTaTtop onpegensetr nyTb U uMeHa ana daunnoB 3arpy3km kak flash:/boot.rom u
flash:/config.rom.

Configuration file: BkntoyaeT B ceba ann HayanbHOW KOHUrypauum u dan TeKyLien
KOHdurypaumn. Pa3Huua B CBOMCTBaxX Mexay 3Tumu cannamm no3BonsieT obneryntb
pe3epBHOE KOMMpoBaHUE U 0OHOBNEHNE KOHUIypaL i

Start up configuration file: 370 nocnepgoBaTeNbHOCTL KOMaHA, KOHUIypaumm, ncnonb3yemas
npw 3anycke kKommyTtaTopa. Pann HayanbHON KOHMUrypaunm XxpaHuTca B 3HEProHe3aBUCUMON
namaTtn. Ecnu yctponcteso He nogaepxmusaet CF, dann KoHpurypaumm XxpaHuTca TOfbKO BO
FLASH. Ecnu yctpoincteo nogaepxusaet CF, dann KoHpurypauum xpaHuTcs Bo preLl-namaTn
unn CF. Ecnu ycTponcTBO nopaepXuBaeT MyNbTUKOHMUITYPAUMOHHBIN haif, OHWU AOMXHbI
nmeTb paclumpenme .cfg, uma no-ymonyanuto startup.cfg. Ecnm yctponcteo He nogaoepxusaeT
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MYNbTUKOHUIYpauMoHHbIN cann, nma danna HayvanbHOM KOHuUrypaumm [ONXHO ObiTb
startup-config.

Running configuration file: 310 Tekywaa (running) nocnegoBaTeNbHOCTL KOMaHL
KOHMrypauum, ncnonblyemas KOMMyTaTopoM. TeKyLLUN KOHUTYypaLUMOHHbIN hann XxpaHuTcs
B onepaTuBHON namaTtu. B npouecce paboTtbl Tekywaa KoHpurypaums running-config moxet
6bITb cCOXpaHeHa n3 RAM Bo hreww-namaTb KOMaHAoM «write» unun «copy running-config startup-
config».

Factory configuration file: dann KoHdurypaumm, nocTaBnsEMbI C KOMMYTaTtoOpoM, Tak
Ha3blBaeMblln factory-config. [na Toro, 4tobbl 3arpy3uTb 3aBOACKON hann KoHdurypaumm n
nepesanucaTtb hann HayanbHon KoHdurypaumm Heobxoanmo BBECTN KOMaHApl «set default» n
«writey, a 3aTem nepesarpy3ntb KOMMyTaTop.

2.5.3.2. HacTpowuka FTP/TFTP

KoHdurypaumm kommyTtaTopa kak FTP- u TFTP-knueHTa no4vtM OAMHAKOBLI, MO3TOMY
npoueaypbl HacTponku ana FTP n TFTP B 3ToM pyKOBOACTBE ONMCaHbl BMeCTE.
1. Hactpoika FTP/TFTP-knuneHTa.

1.1. 3arpy3ka ¢annos FTP/TFTP-knueHTOM.

KomaHpa lNMosicHeHue

Pexxnm agMuUHUCTpaTopa

copy ftp://luser:password@ip|host- | 3arpy3ka ¢annos FTP/TFTP-knueHToMm
name/remote-filename <destination
filename> [ascii | binary]

copy tftp://ip|host-name/remote-filename
<destination filename> [ascii | binary]

1.2. NpocmoTp gocTynHbIx dhannos Ha FTP-cepsepe.

KomaHpa MosicHeHue

Pexnm agMuHucTparopa

ftp-dir <ftpServerUrl> MpocmoTp pocTtynHbix ¢pannos Ha FTP-cepsepe. dopmart
appeca B AaHHOM cny4vae BbIrMAANT Tak:
ftp://nonb3oBaTtenb:naponb @IPv4|IPv6-agpec

2. Hactpoinka FTP-cepsepa.
2.1. 3anyck FTP-cepsepa.

KomaHpa MosicHeHune

Pexnm rmo6anbHoro koHurypmpoBaHusa

ftp-server  enable 3anyck cepBepa, KOMaHga «no» BbIKIOYaeT
no ftp-server enable cepsep
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2.2. HacTtpowka nmeHu nonb3oBaTtens 1 napons ons exoga Ha FTP-cepeep.

KomaHpa

MosacHeHune

Pexum rmo6anbHOro KOHUrypmpoBaHus

ip ftp username <username> password
[0 | 7] <password>

no ip ftp username<username>

HacTtponka umeHu nonb3oBatena u naponsa and
Bxofa Ha FTP-cepBep. KomaHaa «no» yganut nmsi
nonb3oBaTens U Naposb

2.3. lameHeHne BpemeHn oxuaanns FTP-cepsepa.

KomaHpa

MosacHeHune

Pexum rmob6anbHOro KoH¢purypmpoBaHus

ftp-server timeout <seconds>

BbicTaBnseT Bpemsi oxmaaHus 4o pa3pbiBa CBA3M

3. Hacrtpoiika TFTP-cepsepa.
3.1. 3anyck TFTP-cepBepa.

KomaHpa

MoscHeHune

PexxuMm rnobansHoro KOoHpUrypuposaHus

tftp-server  enable
no tftp-server enable

3anyck cepBepa, KoMaHga «no»  BbIKIOYaeT
cepeep

3.2. NameHeHne BpemeHun oxugaHmsa TFTP-cepsepa.

KomaHpa

MoscHeHune

PexxuMm rnob6ansHoro KOHpUrypuposaHus

tftp-server retransmission-timeout
<seconds>

BmeaBﬂﬂeTTaMMayTﬂOpeTpaHCﬂHHMMHaKeTa

NakKeToB.

3.3. HacTporka KonuyecTBa pa3 peTpaHcnsauMmM OO TanmayTa LN HenoBpeXAeHHbIX

KomaHpa

MoscHeHune

Pexnm rmo6anbHoro koHurypmpoBaHusa

tftp-server retransmission-number
<number>

YcTaHaBnuBaeT YNCNO peTpaHCnALUi
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2.5.3.3. Npumepsbl HacTpouku FTP/TFTP

HacTponku oguHakoBbl ans IPv4- n IPv6-agpecos. MNMpumep nokasaH Tonbko ang IPv4-appeca.

b

1/0/1 | 10.1.1.2

10.1.1.1

PucyHok 2-3. 3arpy3ka nos.img cdanna FTP/TFTP-knueHTom

CueHapun 1. Vcnonb3oBaHne kommyTtatopa B kadectBe FTP/TFTP-knueHta. KommyTtatop
coegvHAeTca OOHMM M3  CBOMX TMOPTOB C  KOMMbIOTEPOM, KOTOpbIM  ABNAETCs
FTP/TFTP-cepeepom c IP-agpecom 10.1.1.1, kommyTatop gencreyet kak FTP/TFTP-knuneHT,
IP-agpec untepdenca VLAN1-kommyTaTopa 10.1.1.2. Tpebyetca 3arpy3uTb cain "nos.img" ¢
KOMMblOTEPa B KOMMYTaTOp.

2.5.3.3.1. HacTtpowuka FTP

HacTtponka komnbloTepa:

3anyctute nporpammHoe obecneyeHne FTP-cepBepa Ha KOMMbOTEPE U YyCTAHOBUTE UMSA
nonb3oBatena "PC" wu naponb ‘"superuser'. [lomectute dann "12_30_nos.img" B
cooTBeTCTBYOWMI KaTanor FTP-cepsepa Ha KOMNbloTEpE.

Hanee onvcaHa npoueaypa HacTPONKM KOMMyTaTopa:

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.1.2
255.255.255.0 Switch(Config-if-Vlan1)#exit
Switch(config)#exit

Switch#copy ftp://PC:superuser@10.1.1.1/0/12_30_nos.img nos.img

CueHapum 2. Micnonb3oBaHne kommyTaTopa B kadectse FTP-cepBepa. KommyTtaTtop paboTaet
Kak cepBep M MOAKIOYaeTCa OOHUM M3 CBOUX MOPTOB K KOMMbIOTEPY, KOTOPbIA SiBNAETCA
KnmeHToMm. TpebyeTcs nepeaath hann «nos.img» ¢ KOMMyTaTopa Ha KOMMbIOTEP U COXPaHNUTb
ero kak «12_25_nos.img».

Hanee onucaHa npoueaypa HacTPoK1 KOMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2
255.255.255.0 Switch(Config-if-Vlan1)#exit
Switch(config)#ftp-server enable

Switch(config)# username admin password 0 superuser
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HacTtpoika komnbloTepa:

3anauTe Ha KommyTaTop ¢ noboro FTP-knueHTa ¢ uMeHeM nonb3oBaTens «admin» 1 naponem
«superuser», Ucnonb3ynte KomaHgy «get nos.img 12_25 nos.img» gna 3arpy3ku danna
«NOS.img» C KOMMYyTaTopa Ha KOMIMbIOTEP.

CueHapun 3. lcnonb3oBaHMe KoMMmyTaTopa B kadectBe TFTP-cepsepa. KommyTtatop
paboTtaet kak TFTP-cepsep 1 coegmHAeTCcs 0gGHUM U3 CBOMX NOPTOB C KOMMbIOTEPOM, KOTOPbIN
ansetca TFTP-knueHToM. Tpebyetca nepepatb hbamn «nos.img» € KOMMyTaTopa Ha
KOMnMbIOTEP.

Hanee onucaHa npoueaypa HacTPOWKM KOMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2
255.255.255.0 Switch(Config-if-Vlan1)#exit
Switch(config)#tftp-server enable

HacTtponka komnbloTepa:

3angute Ha kommyTaTop ¢ ntoboro TFTP-knueHTa, ncnonb3ynte komanay «tftp» onsa sarpysku
«Nnos.img» hanna c KoMMyTaTopa Ha KOMMbIOTEP.

CueHapun 4. KommyTaTop BbICTynaeT Kak FTP-KnNueHT ansi npocmoTpa cnucka annoe Ha
FTP-cepBepe. YCnoBua CUMHXPOHU3ALMK: KOMMYTATOp COEAMHEH C KOMMbITEPOM 4Yepe3
Ethernet-nopt, komnbloTep aensetca FTP-cepeepom c¢ IP-agpecom 10.1.1.1; KommyTtaTtop
BbicTynaeT kak FTP-knueHT ¢ IP-agpecom nntepdenca VLANT 10.1.1.2.

2.5.3.3.2. HacTtpowuka FTP

HacTponka komnbloTepa:

3anyctute FTP-cepBep Ha KOMMbIOTEPE U YCTaHOBUTE UMA nonb3oBaTtena «PCy», n naponb
«superuser».

HacTpovika kommyTaTtopa:
Switch(config)#interface vian 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2
255.255.255.0 Switch(Config-if-Vlan1)#exit
Switch#copy ftp: //PC:superuser@10.1.1.1
220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.
230 User logged in, proceed.
200 PORT Command successful.
150 Opening ASCll mode data connection for
/bin/ls. recv total = 480
nos.img nos.rom
parsecommandline.cpp
position.doc gmdict.zip

...(some display omitted here)
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snmp.TXT

226 ansfer complete.

2.5.3.4. YcTaHOBKa npuopuTeToB 3arpy3km IMG-cannoB

Mocne konupoBaHue IMG-file Ha drnew-namaTb KOMMyTaTtopa, Heob6XOAMMO BbICTABUTb
npuopuTeT 3arpy3ku (kakon IMG-file 6yaeT 3arpyxatbcsa B ponv ocHoBHoro MO, a kakon byaet
B pOnu pe3epBHOro).

KomaHpa NMosicHeHue

Pexxnm agMuHucTpatopa

boot img <Img file name> BbicTaBneHne napmeTtpoB 3arpy3ku IMG-channa B kadecTtBe
primary ocHoBHoro MO, koTopoe byaeT 3arpyxaTbCs B NEPBYIO oMepeb

boot img <lmg file name> BbicTaBneHme napameTpoB 3arpy3km IMG-danna, KoTopbiv
backup 6yaeT BbiCTynaTb B ponu pe3epBHoro N0 un 3arpyxartbca ecnm
3arpy3ka ocHoBHoro 1O He yaanacb

show boot-files MpocmoTp 3arpy3o4Hbix IMG-dannos (3arpyXXeH B HaCTOSILLMM
MOMEHT, ByeT 3rpyXXeH B poSi OCHOBHOIO MOCHE nepe3arpy3ku,
BbICTaBMEH B POSIM PE3EBHOI0), @ Takxe dansibl KoHUrypaumm

2.5.3.5. YcTpaHeHue HeucnpaBHocTen FTP/TFTP
2.5.3.5.1. NMowuck HencnpasHocTen FTP

lMepen Havyanom npouecca 3arpy3ku/ckavymBaHng CUCTEMHbIX )ansioB C MOMOLLbIO NPOTOKONa
FTP Heo6xoanmo NpoBepuUTb HanMune CoOeaAnNHEHNA Mexay KIIMEHTOM U CEPBEPOM, 3TO MOXHO
OCYLLECTBUTb C MOMOLLBID KOMaHAabl «ping». Ecnu 3xo-TecTupoBaHuMe HeynauyHo, crnefnyet
YyCTPaHWUTb HEMONaAKN C COeAVHEHUEM.

Cnepytollee coobLueHne, oTobpaxaeTca Npu ycrnewHow oTnpaeke caiinos. Ecnu oHo He
NOSABUIOCH, NoXanyncra, NpoBepbTe NOAKITIYEHNE K CETU U MOBTOPUTE KOMaHAY «COpy» eLle
pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

nos.img file length = 1526021

read file ok

send file

150 Opening ASCIl mode data connection for
nos.img. 226 Transfer complete.

close ftp client.

Ecnu kommyTtatop obHOBNAET hain NpOWMBKK MK hann HayanbHON KOHUrypauum yepes
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Transfer complete» yka3sbiBalowme Ha ycnewHoe OOHOBMEHWe, B MNPOTMBHOM Criyyae
KOMMYyTaTop MOXeT OblTb MoBpexaeH 1 ero 3anyck 6ynet HeBo3MoXxeH. Ecnu obHoBneHne
yepe3s FTP He ypaetcs, nonpobynTte ewe pa3 wunuM ucnonb3ynte pexum BootROM ans
o6HOBNEHMA.

2.5.3.5.2. NMowuck HencnpaBHocTen TFTP

Mepepn Hayanom npouecca 3arpy3kn/ckavymBaHus CUCTEMHBIX )ainnoB C MOMOLLbI0 NPOTOKONa
TFTP Heob6xoanMo NpoBepUTb HanmMune coeguHeHns Mexay KIMeHTOM U CEPBEPOM, 3TO MOXHO
OCYLLECTBUTb C MOMOLLBIO KOMaHAabl «ping». Ecnu Ha otnpaBneHHbin echo-request He Bbino
nony4yeHo oTBeTa, crneayeT yCTpaHuTb Henonagku ¢ coegMHeHEM.

Cnepytowee coobuieHne, otobpaxaetrca npu ycnewHon otnpasBke dannoB. Ecnm oHO He
NOSIBUNOCH, MOXanyncra, NpoBepbTe NOAKYEHNE K CeTU 1 MOBTOPUTE KOMaHAY «COpy» eLe
pas.

Begin to send file, please wait...

HHHG G R BHHHG SR BB HH GG SRR B BB RHEHB RS RBHH
File  transfer complete.

close tftp client.

Cnepytowee coobuieHne, otobpaxaerca npu ycnewHomM nonyyvyeHnn dganmnos. Ecnu oHO He
NosBUIOCH, NOXarnymncra, NpoBepbTe NOOKMIOYEHMNE K CETU M MOBTOPUTE KOMaHAY «COpY» eLle
pas.

begin to receive file, wait...

Get Img file size success, Img file size is:14759737(bytes)

kkkkkhkkhkkhkhkkhkkhkkkkkhkkhkkx

HEGHHHRBBHARHHB BB HHBRBGRBRGBHGREHAHHHRBHAGHHB R BB BHGRBHR RS
#

File  transfer  complete.

Recv total 14759737 bytes

Begin to write local file, please wait...
Write ok.

close tftp client.

Ecnu kommyTatop o6HOBNSIET dann NpowmnBkN Unn ann HavanbHON KOHUrypauun vyepes
TFTP, oH He ponXxeH nepesanyckaTbCca Noka He nosBuTca cooblueHme "close tftp clienty unu
"File transfer complete» ykasbiBalowme Ha ycnewHoe OOHOBMEHWE, B MPOTUBHOM Cry4yae
KOMMyTaTop MOXEeT ObiTb NOBPEXAEH M ero 3anyck 6yaer HeBo3MOXeH. Ecnu o6HoBneHne
yepe3s TFTP He ypaetcs, nonpobynte ewe pa3 unu mucnonblynte pexmm BootROM pnsa
0BHOBMEHNS.

2.5.4. Ucnonb3oBaHne  cnew-HakonuTens USB ana oOHoBneHus
yCcTpoucTBa

KommyTtaTop ocHaweH USB-noptom. [Ons o6HoBneHusa 1O Ha kKomMmyTaTope, a Takxe
3arpy3Ku-BbIrpy3ku dannos KoHdmrypauum, MOXHO ncnonbL30BaThb BHELLHWN
dnew-Hakonutens USB.
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2.5.4.1. NoprotoBkKa ¢pnew-Hakonutensa USB K oGHOBNEeHUO

Ha cpnew-Hakonutene USB aomnxHbl 6b1Tb 3anuncaHbl hannbl npowmneku IMG-file, ROM-file unn
apyrvue cdannbl ons TpaHCNoOpTMOPOBKM Ha dneLl-namsatb KOMMyTaTopa. Takxke HeobxoaMmo
cBobogHoe MecTo Ha dnunew-Hakonutene USB gna Bbirpy3ku annoB u3 drew-namaTm
KoMmyTaTtopa. Pnew-HakonuTenb AOMXeEH ObiTb ycTaHoBNEH B USB-pa3bem.

YcTtaHoBute cnew-Hakonutens USB B USB-pazbem. CuctemMa aBTOMaTtM4YeCKU BbIMOMHUT
nounck USB. lMocne Toro, kak dnew-Hakonutens USB ycTaHoBneH, mopysb ApanBepa
aBTOMaTM4eckn mHuumanuaupyet gpavieep USB. lNosxe cuctema MOXeT npountatb WUn
3anucaTb 3ToT donew-Hakonutens USB.

Ecnu cnctema o6Hapyxut USB-Hakonutenb 1 ycnewHo 3arpy3uT agparnsep, byaet otobpaxeHa
cnepyowas uHdopmauusa:

Switch#fill_dyn_drive:dcnDrv=usb0: pFile=usbO:, transFileName=/media/sdal
fill_dyn_drive:dcnDrv=usbO0: pFile=usbO0:, transFileName=/media/sdal

%Jan 01 18:01:26.460 2006 %USB_DISK_FOUND: USB Disk <Mass Storage> has been
inserted to USB port 0!

%Jan 01 18:01:26.460 2006 %USB_DISK_PARTITION_MOUNT: Mount
ushO:(type:FAT),size:29862.0MB

2.5.4.2. KomaHabl ansa pabotbl ¢ chbnew-Hakonutenem USB

1. KomaHabl npocMoTpa 1 nepexoa rno pasaenam.

KomaHpa MosicHeHue

Pexnm agMmuHucTparopa

show usb KomaHpga pgns  otobpaxeHua  wHGopmaumm o  USB
dnew-Hakonutene ¢ naeHTudgukatopom 0

dir usb0:/ MpocmoTp coaepxummoro USB cnelu-Hakonutens
cd usb0:/ BonTu B KOpHEBOW pa3aen dnew-Hakonutena USB
dir MpocmoTp copepxumoro USB cnelu-HakonuTens, Haxogach B

naspoene USB

cd usb0:/<folder name> Mepexoa B nanky, pacnosioxXeHHyo Ha dneww-Hakonutene USB
cd [MpoCMOTP TEKYIOLWEro MeCTOHaxXoXaeHus
cd flash:/ BosBpalueHue B KOpHEBOW pa3aen dew-namaTm KommytaTopa
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2. KomaHppl TpaHCNopTMPOBKM (haiinoB ¢ MCNosib30BaHNEM dhriell-HaKonuTens.

KomaHpa

MosicHeHue

Pexnm agMmuHucTparopa

copy usbO0:/nos.img
flash:/nos.img

Konunposanwue MO (IMG-canna) ¢ USB ¢new-Hakonutensa Ha
dnew-namMaATb KOMMyTaTopa

copy vsf_startup.cfg
usbO:/vsf_startup.cfg

KonupoBaHue anna KoHdurypaumm wn3 drnew-namMmaTm
KomMmyTaTtopa Ha USB drnew-Hakonutens (HaxoouTbes
HeobX0AMMO B KOPHEBOM pa3pene reww-naMmaT KOMMyTaTopa)
Takum xe 06pa3zom MOXHO ckonnpoBaTb Nbdon dann

copy flash:/vsf _startup.cfg
ushO:/vsf_startup.cfg

KonupoBaHue danna KoHdurypaumm wn3 dnew-namMsTu
KoMmyTaTopa Ha USB dnew-Hakonutens (U3 ntoboro pasgena).
Takum xe 06pa3zom MOXHO ckonmpoBaTb Nbdon dann

delete usb0:/<file name>

Ypanenue daina c dnew-Hakonutensa USB

cd flash:/

BosBpalyeHue B KOPHEBOW pa3aen new-namaTn KoMmyTaTopa

Mocne konupoBaHus IMG-cannos B ¢new-namarbe KoOMMyTaTopa Heob6XOAMMO BbICTAaBUTb
napameTpbl 3arpy3ku annos (cm. n.2.5.3.4).
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3. KOHOUI'YPUPOBAHUE NMOPTOB

3.1. BBeaeHue

Ecnn nonb3oBaTtesnb Xo4eT CKOHUrypupoBaTb CETEBOW MOPT, OH MOXET BBECTU KOMaHZy
«interface ethernet <interface-list>» ona Bxoga B COOTBETCTBYIOLLMIA PEXUM KOHUrypaumm
nopta, rae <interface-list> cogepxut oamH unu Heckonbko nopToB. Ecnm <interface-list>
COLEPXUT HECKOSBbKO NOPTOB, HOMEpPA NOPTOB Pa3AenATCA cneumanbHbIMM CUMBOMAMN «,» U
«-», FOe «,» Ucnonb3yeTcsa And nepevyncneHns nopTos, a «-» A8 yKasaHusa guana3oHa HOMepoB
nopToB. NMonoxum, onepauusa gonxHa 6biTb BbiNoNHeHa Hag noptamu 2,3,4,5. Toraa komaHaa
6ynet BbIrnageTb Tak «interface ethernet 1/0//2-5». B pexume koHUrypauum nopta MoXHO
NM3MEHATb CKOPOCTb, PEXUM AyMieKca M HacTpaumBaTb ynpasneHue Tpaddukom, nNpu 3Tom
OaHHble N3MeHeHUs TpebyT COOTBETCTBYHOLUMX N3MEHEHUI Ha OTBETHbIX CETEBbIX NOPTaXx.

3.2. Cnnucok KomaHAa Ans KOHPUrypMpoBaHUsi NOPTOB

1. Bxop B pexum koHdurypauum Ethernet-nopra.
2. KoHurypaums napameTpoB CETEBOro nopTa.
2.1. KoHdurypaumsa pexuma combo gna combo noptos.
2.2. BKNOYMTL/BBIKITHOUNTE NOPThI.
2.3. KoHdurypauusa umeHn nopTa.
2.4. KoHdurypaumsa Tuna kabens Ha nopTy.
2.5. KoHdurypaumsa ckopocTu 1 gaynrnekca Ha nopTy.
2.6. KoHurypauusa KOHTPOns Nonockl NPOnyCKaHus.
2.7. KoHdurypaumsa ynpasneHusa Tpadpukom.
2.8. BkntoyeHue/BbiknoveHne yHKLMN pacno3HaBaHus NeThw.
2.9. KoHdurypauusa KOHTPOns LUMPOKOBELLATENbHbIX LWTOPMOB HA KOMMYTaTOpE.

2.10. KoHdurypauus pexuma ckaHMpoBaHUs nopra.
2.11. KoHurypauus KOHTposa HapyLleHWsi CKOPOCTY Ha NopTy.
2.12. KoHdurypauus uHtepsana cbopa cTaTMCTUKM NO CKOPOCTM NopTa.

3. BwupTyanbHbivi TeCcT kabens.

1. Bxop B pexum KoHdurypauum Ethernet-nopra.

KomaHpa OnucaHue

Pexnm rmo6anbHoOro koHcgpurypmpoBaHus

interface ethernet <interface-name> Bxoa B pexumm KOHUrypauum
Ethernet-nopTta
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2. KoHcurypauns napameTpoB ceTeBoro nopra.

KomaHpa

OnucaHue

Pexnm KkoHdurypaumm nopra

media-type { dac-100cm | dac-300cm |
dac-500cm | dac-50cm | fiber-100m |
fiber-10g | fiber-1g }

YctaHoBKka pexuma SFP+ noptos

shutdown
no shutdown

BkntoyeHne/BbIKNOYEHNE YKa3aHHOro nopta

description  <string>

no description

HaszHa4yeHune nnn otMeHa uMeHun nopTa

speed-duplex {auto [10 [100 [1000]] |
forcel10-half | force10-full | force100- half
| force100-full | force100-fx [module-type
{auto-detected | no-phy- integrated | phy-
integrated}] | {{forcelg-half | forcelg-full}
[nonegotiate [master | slave]]}| forcel0g-
full}

no speed-duplex

YcTaHoBKa CKOpOCTM M Aynnekca Ha nopTy Aans
100/1000 BASE-TX wmm 100 BASE-FX. C
ornepaTopomM «No» [AaHHas KOMaHAa
BOCCTaHaBNMMBaeT  napaMeTpbl  nopta Mo
YMONYaHUo, TO eCTb [OrOBOPHYK CKOPOCTb W
aBTOMaTM4YeCcKoe onpeaeneHne aynnekca

negotiation {on|off}

BkntoyeHune/BbikntoueHne OyHKLUMK
aBTOMaTUYECKOro onpeaeneHns napameTpos Angd
1000 BASE-FX

receive | transmit]
no bandwidth control

bandwidth control <bandwidth> [both |

YcTaHoBKa OTMEHa 3HayeHuss MonocChl
npornycKaHusi, UCrosnb3yemMoii ans
Bxopsero/mcxoasilero Tpacguvka gnsa ykasaHHbIxX
nopToB

nnn

flow  control BkrntoyeHne/BbIkNOYEHE  (DYHKLUUN  KOHTPOSA
noflow control Tpadpvka Ans ykasaHHbIX NOPTOB

loopback BknioyeHue/BbIKMoueHe  QyHKUMM netnu  ans
no loopback yKa3aHHbIX NOPTOB
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KomaHpa

OnucaHue

storm-control  {unicast |
multicast} <Kbits>

broadcast |

BkntoueHne QyHKUMM KOHTpOAA LWTOPMOB A
LUMpOKOBeLLaTenbHbIX, MHOrONOsIb30BaTENbCKUX
W MNepCoHanbHbIX MaKeTOB C HEeU3BECTHbIM
agpecom Ha3Ha4vyeHus (KopoTKMX ans
LUIMPOKOBELLLATENbHOr0) U yCTaHOBKa A0MYyCTUMOro
yucna LWMpoKoBeLLaTenbHbIX NakeToB; dopmar
NO paHHOM KOMaHgbl OTKMNYaeT (YHKUMIO
KOHTPONS LUMPOKOBELLATENMbHbIX LUTOPMOB

Switchport flood-control
{bcast|mcast|ucast}

KoHurypnposaHme kKommyTaTopa He nepeaaBaTb
LUMpoKoBeLLaTesfibHble, MHOronosib30BaTeNbCKNE
N NepcoHarbHble

no switchport flood-control
{bcast|mcast|ucast}

[MakeTbl B yKasaHHbIA MOPT, «Noy»

OTKIHOYaEeT AAaHHYI0 (DYHKLMIO

KomaHga

rate-violation {all <200-2000000> |
broadcast <200-2000000> | control
{block | shutdown} |
2000000> | unicast <200-2000000> }

<200-2000000>
no rate-violation

multicast <200-

YcTaHaBnMBaeT MaKCcMMarbHY CKOPOCTb nNpuemMa
naketoB Ha nopty. Ecnu ckopocTb NpuHATMA
MakeToB MNpeBblllaeT pa3peLleHHyo, KoMaHAaa
BbIKJIlOY@ET 3TOT MOPT M KOHUIypupyeT Bpems
BOccTaHoBreHusa nopta (no ymon4yanuio 300 c).
KomaHaa «no» OTKMYaeT yCTaHOBKY

Pexum rmo6anbHOro KoHpurypmpoBaHus

port-rate-statistics interval <5-600>

KoHdurypauma uHTepBana cbopa CTaTUCTMKK MO
CKOpOCTH

3. BupTtyanbHbiii TecT kabens.

KomaHpa

OnucaHue

Pexnm agMuHMCTpaTopa

virtual-cable-test interface ethernet

<IFNAME>

BupTyanbHbIvi TecT kabens Ha nopTe
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3.3. NMpumMmepbl KOH(pUrypauum nopta

KommyTtartop 1

PucyHok 3-1. Mpumep koHurypauum nopta

VLAN He ckoHurypupoBaHbl Ha kommyTaTope. 1o ymonyaHuio ncnonbdyetca VLANT,

KommyTtaTop MopT CeonctBa
Switchl 1/0/7 JTumunT Bxoasawen nonocsl: 50 Mb
Switch2 1/0/8 3epKanupoBaHHbIN MOPT NCTOYHUKA
1/0/9 100 Mbps full, 3epkanupoBaHHbIN MOPT
NCTOYHUKA
1/0/10 1000 Mbps full, 3epkanupoBaHHbIA  MOPT
Ha3Ha4yeHus
Switch3 1/0/12 100 Mbps full
KoHdpurypauus npuBeneHa H1UxXe:
Switch1:
Switch1(config)#interface ethernet 1/0/7
Switch1(Config-If-Ethernet1/0/7)#bandwidth control 50000 receive
Switch2:
Switch2(config)#interface ethernet 1/0/9
Switch2(Config-If-Ethernet1/0/9)#speed-duplex force100-full
Switch2(Config-If-Ethernet1/0/9)#exit
Switch2(config)#interface ethernet 1/0/10
Switch2(Config-If-Ethernet1/0/10)#speed-duplex forcelg-full
Switch2(Config-If-Ethernet1/0/10)#exit
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Switch2(config)#monitor session 1 source interface ethernet1/0/8;1/0/9

Switch2(config)#monitor session 1 destination interface ethernet 1/0/10

Switch3:

Switch3(config)#interface ethernet 1/0/12
Switch3(Config-If-Ethernet1/0/12)#speed-duplex force100-full
Switch3(Config-If-Ethernet1/0/12)#exit

3.4. YcTpaHeHne HeucnpaBHOCTeN Ha NOPTY

34ecb NpUBOANTCHA HECKOMbKO CUTYaLMI, YacTo BCTPeYaoLWmMXcs Npyu KoHurypauum nopra, 1
npennaralTcsa UX peLleHns:

[lBa coeaMHEHHbIX ONTUYECKMX UHTepdenca He NOgHMMAIOTCA eCnn oauH MHTepdenc
HacTpoeH Ha aBToonpeferneHve, a Ha BTOPOM XECTKO YCTaHOBMIEHbl CKOPOCTb U
aynnekc. 310 onpepensaeTca ctaHaapTom IEEE 802.3.

He pekomeHpyeTcs cnepgylowas KOHUrypaums: BKIOYEHUE KOHTpona Tpaduka wu
OAHOBPEMEHHO YCTaHOBMIEHUE NMMUTA A1 MHOIOMOSIb30BaTENbCKUX MAKEeTOB Ha TOM
Xe nMopTy; yCTaHOBKA OOHOBPEMEHHO KOHTPONA 3a LUMPOKOBELLaTENbHbIMMU,
MHOroMNosb30BaTENbCKMMN U NEPCOHANbHbIMU NakeTamMu C HEU3BECTHbIM Ha3HaYEeHNEM
N OrpaHM4eHns NoNockl Ha NopTy. Ecnu Takme KoMOBUHaLMKN YCTaHOBIEHbI, MPOMNYCKHas
CnocobHOCTb MOpPTa MOXET 0Ka3aTbCA MEHbLLE 0XNOAEMOMN.

Q

66

QTECH

MWP OOCTYNHEE



PykoBoacTtBo nonb3osatend cepua QSW-4530

KOHOUTIYPALIMA ®YHKUNN M30NALMKW MOPTOB

4. KOHOUT'YPALUUA PYHKUUU N30NALUN NMOPTOB

4.1. BBegeHue B PyHKLMIO U3ONALMU NOPTOB

N3onsauma nopToB — 3TO He3aBMCKMMas MOPTO-OPUEHTMPOBaHHAA yHKUMA, paboTatowas
MeXxay noptamu, KoTopasa U3oaupyeT NoTOKM pasfMyHbIX NOpToB Apyr oT gpyra. C nomoLsio
3TON PYHKUUKM Nosib30oBaTeNb MOXET U3onuposaTtb nopTel B npegenax VLAN ana coxpaHeHus
pecypcoB VLAN u ycuneHusa cekpeTHocTu ceTu. [ocne Toro, kak ata cyHkuusa 6ypet
CKOH(UrypmpoBaHa, nopTbl B rpynne M30SupoBaHHbIX MOPTOB OyayT M30MMpOBaHbl Apyr OT
Opyra, B TO BpeMsd KaK rnopTbl U3 pa3fnyHbIX rpynn N3onsaumMm Unm HENn30onamMpoBaHHbIX MOTyT
nepecbinatb AaHHble ApYr APYry COBEpLUEHHO HOpManbHO. Ha KoMmyTaTope MOXeT ObiTb
CKOHdurypmpoBaHo He 6onee 16 rpynn nsonsiumm nopTos.

4.2. CNnUcoK KomaHAa Ansa KoHcurypaumm n3onsiimm nopTos

1. Co3spatb rpynny n3onmpoBaHHbIX NMOPTOB.

2. [Oob6asutb Ethernet-nopTsl B rpynny.

3. OtobpasnTb KOHUrypaumo rpynnbl U30NALMM NOPTOB.

1. Co3spatb rpynny n3onmpoBaHHbIX NMOPTOB.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypnpoBaHusa

isolate-port group <WORD>
no isolate-port group <WORD>

Co3zpaet rpynmny M3o5MpoBaHHbIX noptos. C
ornepaTopoM «no» 3Ta KoMmaHAaa yaansier
rpynny U3onnpoBaHHbIX NOPTOB

2. [Oob6asutb Ethernet-nopTsl B rpynny.

KomaHpa

OnucaHue

Pexnm rmobanbHoOro koHcurypmpoBaHusa

@ §) QTECH
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isolate-port group <WORD> switchport | [Jo6aBnsaeT oguH NopT unu rpynny nopToB B
interface [Ethernet | port-channel] rpynny W307IMPOBaHHbIX MOPTOB, KOTOpbIE
<IENAME> O6yoyT M30nMpoBaHbl OT [pyrux MOpToB B
. _ rpynne. OnepaTop «no» ypansaeT oauH nopt
no isolate-port group <WORD> switchport ynn rpynny nopToB n3 rpynnbi
interface [Ethernet | port-channel] N30SIMPOBaHHbIX MOPTOB
<IFNAME>
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3. OT106pa3untb KoHUrypaumo rpynnbl N30/54M1 NOPTOB.
KomaHpa OnucaHue
Pexxum agMuHucTpaTopa, Pexxnm rnmo6anbHOro KoH¢gpurypupoBaHus
show isolate-port group [ <WORD> ] lMokasbiBaeT KOHUrypaumio rpynn
N30MIMPOBAHHbIX MOPTOB, BK/OYaA Bce
CKOHUIypupOBaHHbIe rpynnbl
N30NnpoBaHHbIX noptoB u Ethernet-nopTel B
Kaxgou rpynne

4.3. TunoBble NnpuMepbl (PYHKLUN U3ONALUN NOPTOB

1/0/15

KommyTtatop 1

1/0/1 1/0/10

1/0/1

—
KommyTarop 2 ::_,

1/0/2 1/0/2

)

KommyTtatop 3

PucyHok 4-1. Tunosble npuMepbl YHKLMN U30SISILMM NOPTOB

Tononoruns n KoHUrypaumsa KOMMyTaTopoB Noka3aHa Ha pucyHke Boiwe. MopTel €1/0/1, e1/0/10
n e1/0/15 Bce npuHagnexat K VLAN 100. TpeboBaHue 3aknio4aeTcs B TOM, 4Tobbl nocne
BKJIOYEHMA DYHKUMM M30MauMmn NopToB Ha KommyTtaTope Switch1-noptel €1/0/1 n e1/0/10 Ha
5TOM KOMMYyTaTOpe He MOru CBA3bIBaTbCS APYr C APYroM 1 06a MOrnn CBA3bIBaTbCA C MOPTOM
e1/0/15, cmoTpALwmMM B ceTb. TO ecTb CBA3N Mexay NtobbiMn napammu downlink-nopToB — HeT,
1 B TO Xe BpeMsi CBA3b Mexay ntobbim downlink-noptom u uplink paboTtaeT. Boiwectoawmii nopt

MOXeT paboTaTb C NoGbIM MOPTOM HOPMaIbHO.

4.3.1. KoHdumrypauusa kommytatopa Switchl:
Switch(config)#isolate-port group test

Switch(config)#isolate-port group test switchport interface ethernet 1/0/1;1/0/10

(@ arecy
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5. KOHOUINYPALUUA DYHKUMUA PACIMO3HABAHUA
NETIAN HA NMOPTY

5.1. BBegeHue B (hyHKLMIO pacno3HaBaHUsA NeTnu

C pa3Butnem ceTteBblX YCTPOMCTB Bce Oonblue 1 6onblie nonb3oBaTenien NoakoyaTcs K
ceTn Yepes Ethernet-kommyTaTopbl. B NPOMBILLNIEHHbIX CETAX NONb30BaTENM MNOMYy4YaloT 4OCTY
yepes3 KOMMYTaTopbl 2-r0 YPOBHS, YTO NpeabABAeT CTporne TpeboBaHns K B3auMoaencTento
MeXxay YCTPONCTBaMM Kak BHELLHEN, Tak U BHyTpeHHewn ceTun. Koraa TpebyeTca B3aMmoaencreme
Ha 2-M YpOBHe, COObLLEHME A0MKHO OTNPAaBATLCSA TOYHO B cOOTBETCTBMM ¢ MAC-afgpecom ans
KOppeKkTHoM paboTbl Mexay nonb3oBaTensAmu. YCTpoOMCTBa BTOPOro YPOBHSA 3anoMuHaloT
MAC-agpeca, nsy4dasa sxogsawme MAC-agpeca NCTOYHMKOB NAKeTOB U NPU MNOCTYNSIEHMM NakeTa
C HEM3BECTHbIM apecoM UCTOYHUKA OHM 3anucbiBatoT ero MAC-agpec B Tabnuuy, 3akpennss
ero 3a nopTom, OTKyAa npulen 3ToT NakeT. Takum obpa3omM creayowmin nakeT ¢ AaHHbIM
MAC-agpecom B KayecTBe nopTta HasHauyeHuss bygeT oTnpaBneH cpaly Ha 3TOT NopT. To ecTb
agpec cpa3sy MKCcUpyeTca Ha NopTy AJ1s OTNPaBKK BCEX NaKETOB.

Korpga naketT ¢ MAC-apecoM UCTOYHUKA, YXE U3YYEeHHbIM KOMMYTaToOpOM, NpUXoauT Yyepes
Apyroi nopT, 3anucb B Tabnuue MAC-aapecoB U3MeHsieTCcsl TakuM 06pa3oM, YTobbl NakeTbl C
AaHHbIM MAC-agpecoM HanpaBnsnucb Yepe3 HOBbI MopT. B pe3ynbTaTte, ecnv Ha y4yacTke
Mexay OBYyMs agpecatamu CyLLecTByeT Kakasi-nmbo netns, Bce MAC-agpeca U3 ceT BTOpOro
ypoBHSi ByayT nepecbinaTtbCcsa Ha TOT NOPT, rAe cywecTByeT netns (06bl4Ho MAC-aapeca B 3TOM
Cnyyae C BbICOKOW 4acTOTOW MEepekmnyaloTcs C OAHOro NnopTa Ha Apyroi), YTo Bbi3biBaeT
neperpysky u notepto paboTocrnocobHOCTU ceTu 2-ro ypoBHSA. BoT noyemy HeoGxoaumo
NpoBepsiTb HanuuMe NeTnu Ha CeTeBblXx nopTax. Koraa Ha nopTy onpenensietca netns,
obHapyXuBLLUee ee YCTPOWCTBO AOSIXHO MocnaTtb npeaynpexaeHve B CUCTEMY yrpaBreHus
ceTbio, NO3BOSISIA CETEBOMY afiMUHUCTPATOPy OBHAPYXUTb, TOKanM3oBaTh U peLumnTb Npobnemy
B CETW.

MockonbKy cucTemMa OOHapyXeHus neTeslb MOXET aBTOMATUYECKU MPUHUMATb PEeLUeHUst O
HanMuuU NeTnNN B COEANHEHUN U €€ NCYE3HOBEHUWN, YCTPOMCTBA C (DYHKLMAMWN KOHTPONS Ha
noptax (Takux Kak u3onauusa nopToB M KOHTPOSb 3a 3anomMuHaHunem MAC-agpecoB) MoryT
3HAYNTENbHO CHU3UTb Harpy3ky C CeTeBOro agMWHUCTpaTopa, a TakxXe YMEHbLUUTb Bpems
peakuun Ha npobnemMy, MUHUMU3NPYSl BO3AENCTBUE NETIN HA CETb.

5.2. Cnucok KOMaHA, ans KOH(pUrypupoBaHusi dyHKUMM
pacno3HaBaHUA NeTnu Ha NOpPTy

KoHu1rypmnpoBaHne BpeMeEHHOIo MHTEpPBasa pacrno3HaBaHUs NeTNu.
BkntoveHne oyHKLMM pacno3HaBaHna NeThu.

KoHpurypmnpoBaHue pexunma nopta npu pacrno3HaBaHUn NeTru.

BbiBOA 0TNago4Hon nHopmMaLmMm No pacrno3HaBaHuIo NeTNN.
KoHpuryprnpoBaHune pexnma BOCCTaHOBIIEHUSA MpW pacrno3HaBaHun neTnu.

a LD e
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1. KoHdurypmpoBaHme BpeMeHHOro MHTepBana pacrno3HaBaHusa neTnu.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KoOH¢urypupoBaHus

loopback-detection interval-time {loopback
interval time range <5-300>s} {no loopback
interval time range <1-30>s}

no loopback-detection interval-time

KoHdurypnpoBaHue BpPEMEHHOIO WHTepBana
pacno3HaBaHuA NeTnu

2. BkntoyeHune dyHKUMM pacno3HaBaHUsa NeTnu.

KomaHpa

OnucaHue

Pexnm KoHurypmpoBaHua nopra

loopback-detection specified-vlan <vlan ID>

no
D>

loopback-detection specified-vlan <vlan

BkntoueHne u BbIKJTlO4YEHME
pacrno3HaBaHua NeTnm

OYHKUMK

3. KOHCbI/IprI/IpOBaHI/Ie pexXunmMa nopta npu pacrno3HaBaHn NeTnn.

KomaHpa

OnucaHue

Pexum koHcpurypmpoBaHus nopra

loopback-detection control {shutdown |block}
no loopback-detection control

BknoyeHne u BbIKIIlOYEHWE OMNpPeneneHHoro
pexvMa nopTta npu pacro3HaBaHUM NeTnu

4. BbiBOg 0TNago4vHom nHdopmMauum No pacno3HaBaHUIO NeTnu.

<interface-list>]

Komanpa OnucaHue
Pexnm agMmuHucTparopa
debug loopback-detection BboiBog ~ oTmagoyHom  MHpopmauuu - no
no debug loopback-detection pacno3HaBaHuio netnun. C onepatopom «no»
OaHHaA KOMaHAa npekpawaeTt BbIBO/,
OTNagovHon MHopmaLmm
show loopback-detection [interface | MNoka3biBaeT craTtyc " pesynbTaTbl

pacno3HaBaHUA NeTsin Ha BCeX NnopTax, eCcin
opyrmx  napameTpoB He BBOOUTCA, B
NPOTMBHOM CJly4ae NMoKa3bIBaeTCA CTaTyC U
pe3ynbtaTt pacno3HaBaHnA netnn  anda
KOHKPETHbIX MOPTOB
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5. KoHgurypnpoBaHune pexmuma BOCCTaHOBMIEHWS NPY pacno3HaBaHUM NeTnu.

KomaHpa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

loopback-detection control-recovery timeout | KoHdurypupoBaHue pexuma
<0-3600> BOCCTaHOBMEHUA NPX pacrno3HaBaHMK NETNU
(aBTOMaTM4eckoe BOCCTAHOBMIEHME UMW HET)
U BpeMeHU BOCCTaHOBIEHUSA

5.3. Mpumepbl PyHKUMN pacrno3HaBaHUs NeTNU Ha NOPTY

PucyHok 5-1. TUnnyHbIM npuMep NOAKII0YEeHNA

B npuBepeHHOW HuXe KOHdUrypaumm, KOMMyTaTop OnpepesnsieT CyllecTBOBaHWe neTnv B
Tononoruu ceTu. MNMocne BKMoYeHNa QYHKLUMM pacno3HaBaHWs NeTNN Ha NopTy, CMOTPSLLEM BO
BHELUHIOI CeTb, KOMMyTaTop GyaeT yBeooMNsTb MOACOEAMHEHHYH CeTb O CyLLEeCTBOBaHUU
NeTNn 1 KOHTPONMPOBaTb NOPT KOMMyTaTopa AJisi obecneyeHns HopMasnbHo paboTbl 4aHHOW
ceTu.

lMocnepoBaTenbHOCTb KOHpurypaumm KOMMYyTaTopa:
Switch(config) -“#oopback-detection interval-time 35 15
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#loopback-detection special-vlan 1-3
Switch(Config-If-Ethernet1/0/1)#loopback-detection control block

Ecnu BbiGpaH meToa 610KMPOBKM Npy onpeaeneHun netnu, AomkeH 6biTb rnobanbHO BKAOYEH
npoTtokon MSTP Ha Bcel ceTu, a Takxe A0MXHbl ObiTb CKOHUIYpPUPOBaHbI COOTBETCTBYIOLLNE
CBA3M MeX/y NPOTOKOSoM cea3ytoLero aepesa n VLAN.

Switch(config)#spanning-tree
Switch(config)#spanning-tree mst configuration
Switch(Config-Mstp-Region)#instance 1 vlan 1
Switch(Config-Mstp-Region)#instance 2 vlan 2
Switch(Config-Mstp-Region)#
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5.4. PeweHue npobnem c cpyHKUMeN pacno3HaBaHUsA NeTNM Ha NopTy

CDyHKLI,VIFI pacno3HaBaHNUA MNETSIM Ha NOPTY BblKMKYEHa NO yMONYaHUKO W AO0JIXHa ObITb
BKJ1IOYEHa Mnpun H606XO,EI,VIMOCTVI.
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6. KOHOUTYPALUUNA OYHKUUU ULDP
6.1. O6wana nHdopmaumnsa o ULDP

OpHoHanpaBneHHbI NIMHK — 3TO pacnpocTpaHeHHas npobrnema B ceTW, 0cobGeHHo Aans
ONTUYECKUX coeauHeHui. Mo ofHOHaMNpaBneHHbIM coeauHEeHWeM MOHUMAETCH CUTyauus,
KOrfa oaMH nopT COeAMHEHNS MOXET NPUHMMAaTbL COOBLLEHNS OT APYroro NopTa, a TOT He MOXeT
nonyyatb ux OT nepBoro. Ecnu cusnyeckuii ypoBeHb COeAVHEHUsI ecTb M paboTaet
HopMarsibHO, NpoGnemMa CBSI3N Mexay YCTPOMCTBaMUN HE MOXET ObiTb 0GHapyXeHa. Kak nokasaHo
Ha pucyHke, Npobnema ONTUYECKOro coeanHEHUs1 He MOXET OblTb OGHApyXeHa NoCpPeacTBOM
MeXaHW3MOB (PM3NYECKOro YPOBHSI, TaKUX Kak aBTOMaTU4eCcKoe CorflacoBaHue napameTpoB.

KommyTatop A

.
—

11

1/0/1

v \y 1002

i

KommyTtaTop B

PucyHok 6-1. MNepekpecTHoe NoAKHYeHNe ABYHANPaBIeHHOro ONTUYECKOro CoeAMHEHNS

KommyTartop A KommyTtarop B

1/0/1
N 1012

A

KommyTtartop C

PI/IcyHOK 6-2. OOQuH 13 KOHLLOB Kaxaoro AByXHanpaBfieHHOro onTn4eckoro coeguHeHna He
noaksnyeH

Takon Bug npobnem 4yacTo BO3HWMKaET B cuTyaumu, korga unu nHtepdenc, nnu GBIC (Giga
Bitrate interface Converter — KoHBepTep WHTepdenca co ckopocTbio 1 [6uMT) umetoT
nporpaMMHble Npobnembl, B 3TOM cny4yae obopyaoBaHWe CTAHOBUTCS HEAOCTYMHbIM MK
paboTtaeT HenpaBwunbHO. OgHOHaNpaBneHHOe COeAVMHEHNE MOXET Bbi3biBaTb LENyH CEpuio
npobnem, Takux Kak 3aumKnMBaHue CBA3YIOLLEro IepeBa Uim LUMPOKOBELLATENbHbIM LUTOPMaMm
(broadcast black hole).
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ULDP (Unidirectional Link Detection Protocol — npoTtokon o6HapyXeHua ofHOHaNPaBfEeHHbIX
CoeaUHEHUn) MOXET NOMOYb OBHapYyXWUTb HEUCMPABHOCTb, KOTOpasA BO3HUKaET B CUTyaLUSX,
NnepeyncrieHHbIX Bbiwe. B KommyTaTtope, NOAKMIOYEHHOM 4Yepe3 ONMTUYECKYH WN MeOHYHo
Ethernet-nuHuio (Takyto Kak Butas napa nsaton kateropuu), ULDP MoxeT MOHMTOpUTL cTaTtyc
punsunyecknx coegmHeHnn. B cnyyae, ecnm obHapyXeHO OfHOHaNpaBfeHHOEe COeAMHEHNE, OH
nocobinaeT npeaynpexneHne nosib3oBaTeNsiM U MOXET BbIKITHOUYNTbL MOPT aBTOMATUYECKN, UNn
BPYYHYI0, B 3aBUCUMOCTU OT KOH(Urypauumn nonb3oBaTens.

®yHkuma ULDP B kKommyTaTope pacno3HaeT yAarneHHble YCTPOWCTBa M npoBepsieT
KOPPEKTHOCTb COEAMHEHWUN, UCMONb3yA MHTEPAKTUBHYKO CUCTEMY COOCTBEHHbIX COOOLLEHMWN.
Korga ULDP Bknto4yeH Ha NopTy, MEXaHU3M OonpeaesieHna ctatyca rnopra 3anyckaeTtcs, 4YTo
nogpasymMeBaeT MOCbISIKY COOOLEHN pa3nMyYHOro Buaa, KOTopble NMoChNarTCa pasnuyHbIMU
nognporpaMmMamMn 3TOro MexaHuama Afna NpoBepKu cratyca coefuHeHun nytem obmeHa
nHdopmMmauuen ¢ ypaneHHoiMu yctponctBamu. ULDP moxeT guHammnyeckn onpepensitb
WHTEepBas, C KOTOpPbIM yAaneHHoe YCTPOMCTBO NOCbINaeT CBOM YBEAOMIEHNS U noacTpanBaeT
B COOTBETCTBMM C HMM CBOW JOKanbHbIi MHTepBan. Kpome Ttoro, ULDP o6ecneunBaet
MexaHU3M pecTapTa, ecnv nopt Obin 3abnokmposaH ULDP, Takxe coeaMHeHne MoXeT ObiTb
NpoBepeHoO ele pa3 nocne pecrapta. BpemeHHOW WHTepBan NOCHLIIKWM YyBEOOMIEHUA W
pectapTta nopta B ULDP moxeT kKoHdurypmpoBaTbCs Nonb3oBatensamMmn, Takum obpasom ULDP
MOXeT 6bICTpee pearnpoBaTb Ha NPo6eMbl COEANHEHMI B Pa3fIM4HOM CETEBOM OKPYXEHMWM.
MNMoka3atenem npasunbHon paboTbl ULDP gBnseTtca paboTta coeavHeHua B AynieKCHOM
pexume, 310 3HauuT, 4To ULDP BKnoYeH Ha 060MX KOHLAX COeAMHEeHUs U UCnonb3yeT
O[MHaKOBbI METOA, aBTOpPU3aLMmn 1 Naposb.

6.2. Cnncok komaHa ansa koHdurypuposaHus ULDP

BkntoyeHune dpyHkummn ULDP Ha KomMyTaTope.

BkntouyeHune dpyHkummn ULDP Ha nopTy.

KoHurypaumnsa arpeccMBHoro pexmnmMma Ha KommMyTaTope.
KoHdurypaumna arpeccMBHOro pexmnma Ha rnopry.

KoHpurypaums metofia BbIKNIOYEHUA OgHOHarNpaBneHHOro coeMHeHns.
KoHdurypaumsa nHtepsana ysegomnenun (Hello messages).
KoHdurypaumnsa nHrepsasna BOCCTaHOBIIEHUS.

Pectapt nopTa, BbikntoyeHHoro gyHkumnen ULDP.

[eMoHcTpaunoHHas u otnagoyvHas nHpopmaumsa gyHkumn ULDP.

© o N Ok ®DNRE

1. BknioyeHune dyHkunn ULDP Ha kKomMyTaTope.

KomaHpa OnucaHue

Pexnm rmo6anbHoOro koHcurypmpoBaHusa

uldp enable BkntoyeHne wnu  BbIKNOYEHWE  DYHKUMMK

uldp disable ULDP Ha KommyTaTtope
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2. BknioyeHune dyHKumn ULDP Ha nopTy.
KomaHpa OnucaHue
Pexunm KoHhurypmpoBaHusa nopra
uldp enable BkritoueHne wunu  BbIKIIOYEHNE  DYHKUMN
uldp disable ULDP Ha nopt

3.  KoHdurypauusi arpeccuBHOIo pexvma Ha KoMMyTaTope.

KomaHpa

OnucaHue

Pexum rmob6anbHOro KoH¢purypmpoBaHus

uldp
no uldp aggressive-mode

aggressive-mode

YcTaHaBnuBaeT pexum paboTtbl pyHKUMKM Ha
KOMMyTaTope

4. KoHdurypaums arpeccMBHOIo pexvma Ha nopry.

KomaHpa

OnucaHue

Pexnm KoHurypmpoBaHua nopra

uldp  aggressive-mode

no uldp aggressive-mode

YctaHaBnuBaeT pexum paboTbl pyHKLUUN Ha
nopty

5. KOHCbI/IpraLI,I/IFI MeToAa BbIKJTIO4EeHUA OAHOHAaNnpaBJ1eHHOro coeaAnHeHuA.

no uldp manual-shutdown

KomaHnpa OnucaHue
Pexum rnobanbHOro KoHcurypupoBaHus
uldp  manual-shutdown KoHdurypupyet MeTop, BbIKJTIIOYEHUS

OAHOHanpaBJsiIeHHOro coegunHeHna

6. KoHdurypauusa nitepsana ysegomneHuin (Hello messages).

KomaHpa

OnucaHue

Pexunm rnobanbHoro koHcdurypupoBaHus

uldp hello-interval <integer>
no uldp hello-interval

KoHdurypaums nHTtepBana yseoomMseHumn
(Hello messages), ananasoH ot 5 go 100
ceKkyHp. 3HayeHue no ymonyaHuwo — 10
CEeKyH[,

(@ arecy
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7. KoHdwrypauus nitepsana BOCCTaHOBIIEHUSI.
KomaHpa OnucaHue
Pexum rmo6anbHOro KOHUrypmpoBaHus
uldp recovery-time <integer> KoHdurypupyet uHTEpBan

no uldp recovery-time <integer>

BOCCTaAHOBUTENbLHOro pectapTa. [luanasoH ot
30 pmo 86 400 cekyHA. 3HadeHune 1o
ymosnyaHuio — 0 cekyHp,

8.

PectapTt nopTa, BbiKMtoyeHHoro yHkumen ULDP.

KomaHpa

OnucaHue

PexXxum rmo6anbHOro KOH(UrypMpoBaHUAa U peXxnum KOH(purypmpoBaHms nopra

uldp reset

PectapTyeT Bce nopTbl B pexume rnobanbHoro
KoHdurypupoBaHus. PecTapTyeT KOHKPETHbIN
NnopT B peXuMe KOHUrypmpoBaHusa nopTta

9. [eMOHCTpaumMoHHaa 1 oTnagodHas uHgopmauusa yHkuumn ULDP.

KomaHpa

OnucaHue

Pexnm agMuHUCTpaTopa

show uldp interface ethernet <IFNAME>

Moka3biBaeT wuHdopmauuo no ULDP. [Ona
oTobpaxeHuss obuwen ULDP wuHdopmaunn
napameTpoB HeT. [Npn 3agaHun KOHKPETHOro
nopta BbiBogUTCA o6was wuHdopmauus wu
nHdopmauums o coceanx No JaHHOMY NopTy

Debug uldp fsm interface ethernet
<IFname>

no debug uldp fsm interface ethernet
<IFname>

BkntoyeHne  wnm  BbIKMOYEHME  BbiBOAA
oTnagoyvHon nHdopmauumn nNo onpeaeneHHoMy

nopty

debug uldp error
no debug uldp error

BkntoyeHne wnu  BbIKIIOYEHME  OTNaA0YHON
nHdopmaumm 06 owmnbkax

debug uldp event
no debug uldp event

BknioyeHne wnn BbIKIKOYEHME OTIaA04YHON
nHdopmMaunm o cobbITUSX

debug uldp packet {receive|send}
no debug uldp packet {receive|send}

BknioyeHne  unu  BbIKOYEHWE  BbIBOAA
OTNa04HOM MHAOPMALLMM MO TUMY COOBLLEHMN
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KomaHpa OnucaHue

debug uldp ({hellojprobejecho| unidir|all} BknioyeHne wnn  BbIKNKOYEHNE  BbIBOAA
[receive|send] interface ethernet petanbHoM WHdopmaumm o6 onpeaeneHHom
TUNe coobLEeHN, KOTOPbIE MOTYT NOCbINAaTLCS
N NPUHUMAaTBLCS Ha ONPEeAENEHHOM MopTy

<|Fname>

no debug uldp {hello|probelecho| unidir|all}
[receive|send] interface ethernet <IFname>

6.3. TunoBble npumepbl PyHKUn ULDP

KommyTtartop A

MnK1
;. 1/0/2 -
& 0

, 1/0/3 n

NI
|

1/01

>
~
~1

| A
N

E

1/0/4

KommyTatop B

PucyHok 6-3. [NepekpecTHoe NoAKYeHne ABYHaANPaBeHHOro ONTUYECKOro CoeAMHEHNS

B ceteBon Tononorun Ha pucyHke nopT 1/0/1 Ha kommyTaTtope A, a Takxe nopt 1/0/3 Ha
KommyTaTope B — ontuyeckume. 1 coeguHeHne MMeeT nepekpecTHbIn Trn. Pusnyeckmin ypoBeHb
BKJOMEH U paboTaeT HopMarbHO, HO COeAHEeHNe Ha YPOBHE AaHHbIX HepaboTocnocobHo. ULDP
MOXET onpeaenutb M 3abnokupoBaTb TakoW TuM OWMUOKM Ha coepguHeHun. KOoHeYHbIM
pe3ynbTaToM 6yaeT To, 4To nopT 1/0/1 Ha komMmyTaTope A, a Takxe nopT 1/0/3 Ha kommyTaTope
B 6yanyt 3abnokupoBaHbl dyHkumen ULDP. [Moptel cmoryt pabotatb (He Oyayt
3abnokMpoBaHbl) TONbKO ecnu coeauHeHne 6yaeT KOPPEeKTHbIM.

lMocnepoBaTenbHOCTb KOHUrypaumm kommyTtaTtopa A:
SwitchA(config)-#ldp enable SwitchA(config)
#interface ethernet 1/0/1 SwitchA (Config-If-
Ethernet1/0/1)#uldp enable SwitchA (Config-
If-Ethernet1/0/1)#exit

MocnepnoBaTenbHOCTL KOHUrypauum kKommytatopa B:

SwitchB(config)#uldp enable
SwitchB(config)#interface ethernet1/0/3
SwitchB(Config-If-Ethernet1/0/3)#uldp enable
SwitchB(Config-If-Ethernet1/0/3)#exit
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B pesynbtate nopt 1/0/1 Ha kommyTaTtope A GyaeTt 3abnokmpoBaH cdyHkumen ULDP un Ha
ancnnee tepmuHana PC1 nossutca cnegyowasa nHpopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/1 need to
be shutted down!

%Oct 29 11:09:50 2007 Unidirectional port Ethernet1/0/1 shut down!

Mopt 1/0/3 Ha kKommyTaTope B 6yaet 3abnoknposaH yHkumen ULDP n Ha gucnnee TepMmyHana
PC2 nosisutcs cnepytowas MHopMauus.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/3 need to
be shutted down!

%0Oct 29 11:09:50 2007 Unidirectional port Ethernet1/0/3 shutted down!

6.4. YcTpaHeHue Henonaaok pyHkuuu ULDP

3ameyaHusi no KoHpurypaumm:

o [1nAa yBepeHHOCTH, yTo ULDP cmoxeT onpenenntb, 4TO O4MH U3 ONTUYECKMX MOPTOB HE
NOOKIYEH UMM MOPTbl HEKOPPEKTHO COEAUHEHbI, MOPTbl AOMXHbI paboTaTb B
OYNAEeKCHOM pexnMe n UMeTb OAMHAKOBYH CKOPOCTb.

e Ecnn mexaHn3am aBTOMaTM4eCKOro onpeneneHnss napaMmeTpoB ONTUYECKUX MOPTOB,
OAMH N3 KOTOPbIX BKIOYEH HEKOPPEKTHO, onpeaenut pabounin pexmm U CKOpPOCTb,
ULDP He cmoxeT oTpaboTaTb KOPPEKTHO, BHE 3aBUCUMOCTW OT TOFO, BKITHOYEH OH Mnun
HeT. B gaHHOM cutyauum nopT NoMevaeTcsi Kak BblKIHOYEHHbIN.

e [Ina yBEepeHHOCTM B TOM, YTO OTBETHbIA MOPT KOPPEKTHO CKOHUIYpUpOBaH W
O[HOHaMnpaBfeHHOE COeANHEHNE CMOXET OblTb KOPPEKTHO onpeaeneHo, Heob6xoanMmo,
yToObl Ha 000MX KOHUAxXx coeauHeHusas ULDP Obin BKOYEH M UCNonb3oBarncd
OOVHaKOBbI METOoA aBTopu3aumm 1 naponb. B Halem npumepe naponb ¢ 06enx CTOpOoH
He YCTaHOBIEH.

e VHTtepBan otnpaBku hello coobuweHni moxet ObiTb M3MeHeH (3To 10 cekyHp no
ymonuyaHuto un konebnetca ot 5 go 100 cekyHp), Tak yto ULDP moryT 6bicTpee
pearmpoBaTb Ha OLIMOKN MOAKIIOYEHMA NIMHUIA B Pa3fnyHbIX YCNOBUSIX paboTbl ceTu.
Ho aToT uHTepBan gonxeH 6biTb MeHbLue 1/0/3 oT BpemeHn KoHBepreHumn STP. Ecnu
WHTepBan CNUWKOM AnuHHbIR, netnsa STP 6yaet cdopmupoBaHa oo toro, kak ULDP
0OHapyXuT 1 OTKMYUT MNOPT OOHOHAMNPaBIEHHOrO coeauHeHusa. Ecnn uHTepsan
CIMLLIKOM KOPOTKWI, CeTeBas Harpy3ka Ha nopT OyaeT yBenuyeHa, YTto O3HayaeT
CHMXeHne nponyckHon crnocobHoctn. ULDP He obpabatbiBaeT cobbitus LACP. OH
obpabaTbiBaeT kKaxpoe coeauHeHnve rpynnbl TRUNK (Hanpumep, port-channal,
TRUNK-noptbl) He3zasucumo papyr ot papyra. ULDP He paboTtaeT € noxoxumu
NpoTOKONamMu Apyrnx npoussoauTenen. 3T0 03Ha4YaeT, YTo nosfib3oBaTenn He MoryT
ncnonb3oBaTb ULDP Ha ogHOM KOHLE 1 Ucnonb3oBaThb Apyrne nogobHble NpoTOKOSbI
Ha ApyromMm KoHue coeavHeHusa. ULDP dyHKuma oTknoyeHa no ymonyaxuio. lMocne
BKNoYeHnsa yHkumn ULDP B pexume rnobanbHOro KoHGUrypMpoBaHUs MOXHO
BKJTIOYMTb BbIBOA, OTIaflOYHbIX cOo06LeHni. CyLecTByeT HECKONIbKO KOMaH/ OTrnagku
(DEBUG) pna BbiBoga oTnagovHom uHdopmauuun. Hanpumep, wuHgopmaumioo o
COObITMAX, COCTOAHMM, OLWMOKax M coobweHuax. PasnuyHble Tunbl OTNaA0YHbIX
COOOLLEHUIA TakXe MOryT ObITb BbIBEAEHbI B COOTBETCTBUM C PA3NMYHbIMW 3HAYEHUSIMU
napamMmeTpos.

e Tanmep BOCCTAHOBMNEHWSA MO YMOMYAHUIO BbIKITFOYEH Y MOXET ObITb BKMOYEH TOSbKO B
cny4ae, Korga nonb3oBaTerb 3aaan Bpems socctaHosneHus (ot 30 go 86 400 cekyHA).
KomaHpaa pectapTta 1 MexaHW3M nepesarpy3ku nopta BO3AENCTBYIOT TONbKO Ha NOPT, KOTOpPbIN
6b1n BbIKNtoYeH yHKumen ULDP.
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7. HACTPOUKA ®YHKLUU LLDP
7.1. Obwme cBepgeHus o cpyHkumm LLDP

lMpoTokon wuccnegoBaHusa coepguHutenbHoro ypoBHs (Link Layer Discovery Protocol —
LLDP) — 3TO HOBbI MNPOTOKOS, OnucaHHbii B cneundukaumm 802.1ab. OH no3sondet
COCeHVM YCTPOWCTBaM MNocbiNatb YBeAOMSEHUA O CBOEM CTaTyce ApYrMM yCTPONCTBaM M Ha
BCEX NopTax Noboro yCTponcTBa CoxpaHaTb MHdopmMaLmio 06 aToMm. Ecnu HeobxoamMmo, nopThbl
Tak Xe MOryT nocbinatb MHOpMaLMIo 06 U3MEHEHNM CTaTyCca YCTPOMNCTBaM, HEMOCPEACTBEHHO
NOAKIIOYEHHBIM K HUM. 3OTa uHdopmauma byneT coxpaHeHa B cTaHaapTHbix MIB SNMP.
Cuctema ynpaBfneHunss ceTbio MOXeT NpOBEpPATb COCTOSAHUE COeUHEHWU BTOPOro YPOBHS MO
nHcopmauum n3 MIB. LLDP He KoHGUrypupyeT nnu KOHTPONMPYET 3f1IEMEHTbI CETU UM MOTOKMU,
OH TONIbKO OMMCbIBAEeT KOH(pUrypauumio BTOpOro ypoBHda. B cneundukaumm 802.1ab Takxe
onucbIBaeTcs, Kak ncnonblyetca nHdopmaums, npegoctasnaemasa LLDP ana obHapyxeHus
KOH(NMNKTOB Ha BTOpOM ypoBHe. UHCTUTYT ctavgaptuzaumm (IEEE) B HacToswee Bpems
ncnonb3yeT CyLecTBYOLLY0 dU3nYeckyto Tornonoruno, nHTepdencol n Habopsl MIB IETF.

YnpouweHHo, LLDP — npotokon o6HapyxeHnuss cocegHux yctpoucts. OH onpepgensiet
CcTaHdapTHbIN MeTopn, no3sonawwmin Ethernet-yctpoinctsam, TakuMMm, Kak KOMMYTaTopbl,
MapLLpyTU3aToOpPbl U TOYKM AOCTYNa yBeAOMIIATbL O CBOEM CYLLLECTBOBaHUM ApYyrue y3rbl CETU U
coxpaHaTb WHdopmauuo 060 Bcex coceaHux ycTpoucTtBax. Kak cnepcsue, aeTtanbHas
UHpopMaums 0 KOHUrypauumn yCTPOMUCTBaA M O HaWAEHHbIX COCefax MOXeT o6baABNATbCA
nocpeacTBOM AaHHOMO NPOTOKONA.

B uactHocTn, LLDP onpepnensieT cocTtaB OCHOBHOIO WH(OPMALMOHHOIO OOBbABMEHNUS,
nepegayvyy oOBABNEHUA M METOA COXPaHeHMs [AaHHoW WHdopmauun. [Ona obbaABneHus
COOCTBEHHOW  MHGOPMALMM  YCTPOMCTBO  MOXET  MOocCbiaTb  HECKONbKO  4acTen
nHcpopmaumoHHoro o6bsiBneHnsa B ogHoM LAN-nakeTe aaHHbIX. Tun nepegayn onpeaensieTcs
3HauyeHnem nona TLV (Type Length value — 3Hayenne pnuHbl TMna). Bce ycTponcTsa,
nogaepxusatowme LLDP, ponxHbl nogaepxuBatb onoBelweHusa o uageHTudukatope (ID)
YyCTpOWCTBa M uaeHTudmkatope noprta, HO npeanonaraeTcs, YTo 6ONbLIMHCTBO YCTPOWCTB
noanepXxuBatT OMoBeLeHNss 06 MMEeHU CUCTEMbl, ee OMUCaAHUN U NPOU3BOAUTENBbHOCTU
cnctembl. ONOBELLEHNS C ONMUCAHNEM CUCTEMbI 1 O MPOM3BOAUTENBHOCTM CUCTEMbI MOTYT TaKXe
copepxaTb nonesHyo nHhopmauuo, Heobxoanmytro ana cbopa MHopMaLmMm O NOTOKax B CETW.
OnucaHne cucteMbl MOXET BKIoYaTb Takue [AaHHble KakK MonHoe uMs obbaBnsemMoro
YCTPOWNCTBA, TUMN YCTPONCTBA, BEPCUS €ro onepaumoHHON CUCTEMbI U TaK farnee.

MpoTtokon LLDP noseonseTt ynpocTutb Nouck npobnemM B KOPNopaTUBHOW CETW, pacLUMpUTb
BO3MOXHOCTU MHCTPYMEHTOB YMNpPaBfieHNs CeTblo NyTEM OnpeaeneHus U XpaHeHUs TOYHON
CeTeBOW CTPYKTYpbl.

MHorne Tunbl NporpaMm YyrnpaBneHWs CeTbio WCMOMb3yT QYHKUUIO aBTOMaTUYECKOro
obHapyxeHus («Automated Discovery») Ans oTcnexvnBaHna U3MEHEHNN U TEKYLLEEro COCTOSIHUA
TOMNONOrMN, HO BOMBLUNHCTBO U3 HUX paboTaeT TONbKO Ha TPETLEM YPOBHE U B fly4llEM Cly4yae
KnaccuduumpyeT yCTponcTBa no ux noaceTam. 3T AaHHbIE CAULLKOM NPUMUTUBHBI, MO3BONSAOT
oTcnexuBaTb TONbKO 6a3oBble COObITMA, Takne Kak gobaBneHne wnu yaaneHue yCTpoWnCTB
BMECTO AeTaNnbHOW MH(OPMALMM O HUX U O TOM, KaK YCTPONCTBA B3aUMOLENCTBYIOT C CETbIO.

NHdopmaumna, cobpaHHasa Ha 2 ypoBHe, COAEPXUT CBeAeHUs1 06 YyCTPOMCTBaX, UX MOpTax U O
TOM Kakme KOMMYTaTopbl C KakuMum coepuHeHbl un T. n. OHa TakK Xe MOXET MnokKa3sblBaTb
MapLUpyTbl MeXAy KnueHTaMmn, KOMMyTaTopamu, MapLupyTu3aTopamMm U CeTeBLIMU CepBEpaMMU.
Takne AaHHble O4YEHb BaXHbI AJ151 ONPeAENeHNst U UCCNEA0BaHNA UCTOYHMKA Npobem Ha ceTu.

LLDP saBnfetcA noOne3HbIM WHCTPYMEHTOM YyMNpaBfieHWsl, NPefoCTaBNSAWMNM  TOYHYHO
NHOPMaLMIO O 3epKanuMpoBaHUM CeTU, 0TOBPaXeHUN MOTOKOB AAHHbLIX U MOWUCKE CETEBbIX
npobnem.
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7.2. Cnncok komaHa ansa koHdurypuposaHusa LLDP

BknioyeHue LLDP Ha ycTpoicTtse.

© NN RE

[EEN
o

BkntoyeHve dyHkuun LLDP Ha nopTy.

KoHdurypaumsa ctatyca LLDP Ha noprty.

KoHdurypauma nHtepana o6HoBneHunsa coobueHmmn LLDP.

KoHdurypauma MHOXUTENA BpeMeHn noaaepxku coobuexHmn LLDP.

KoHpurypaums 3agepxkm oTnpaBkm 06HOBASIOWLMX COOBLLEHMNN.

KoHcpurypaums nHtepsanos nocblnikn TRAP-nakeTos.

BknioyeHve dpyHkumn TRAP Ha nopry.

KoHdurypaumsa gononHUTENbHbIX NapaMeTpoB UHopMaLmmn ans oTrpaBky Ha NopTy.
. KoHdurypauumsa pasamepa namsitu, UCNonb3yemMon Ana XxpaHeHus Tabnuu, Ha nopry.

11. KoHpurypaums oenctemm npu nepenosiHeHMM NamaT 4na Tabnuubl Ha Nopry.
12. OTtobpaxeHune oTnago4Hon nHpopmauumn no pyHkumm LLDP.

1. BkmnoyeHne LLDP Ha ycTpoincTtse.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypnpoBaHusa

lldp enable
lIdp disable

O6bLLee BKNOYEHNE/BbIKITHOYEHMEe

2. Bkno4veHune pyHkumm LLDP Ha nopTy.

KomaHpa

OnucaHue

Pexum koHcpurypmpoBaHus nopra

lldp enable
lIdp disable

BkntoueHune/BoikntoyeHne dyHkummn LLDP Ha
nopTy

3. KoHdurypaumsa ctatyca LLDP Ha nopTy.

KomaHpa

OnucaHue

Pexunm KoHcurypuposaHus nopra

lIdp mode (send|receive|both|disable)

KoHgurypaumsa pexuma paboTbl yHKLMM
LLDP
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4. KoHdurypauma nHtepaana obHoBneHnsa coobueHmmn LLDP.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KoOH¢urypupoBaHus

lldp tx-interval <integer>
no lldp tx-interval

KoHdurypaums wHTepBana o6GHOBNEHMUS
coobweHnn LLDP kak onpegeneHHoun
BENMYUHbBI UM 3HAYEHMA MO YMOSYaHUIO

5.  KoHurypauusa MHOXUTENA BPEMEHM NOAAEPXKN coobLueHun LLDP.

no lldp msgTxHold

KomaHpa OnucaHue

Pexum rmo6anbHOro KoOH(urypupoBaHus

lldp msgTxHold <value> KoHurypauua  MHOXUTENA  BPEMEHMU
nopaepxkn  coobuweHnn LLDP  kak

onpep,eneHHoﬁ BENMN4nNHbI W 3Ha4YeHUA
no ymosn4yaHuio

6. KoHdurypauus 3agepxKu oTnpaBkym 0GHOBSAOLLMX COOBLLEHWIA.

no lidp transmit delay

KomaHpa OnucaHue

Pexxum rmob6anbHoro KoHurypupoBaHus

lldp transmit delay {<1-8192>second} KoHdurypauma  3agepXku  OTMpaBKu
OOHOBNAIOLLMX COOOLLIEHUN Kak

ONpefenieHHON BENUYMHbI UMW 3HAYEHUS
Mo YMOMYaHuIo

7. KoHurypaums nHtepsanos nocbiiikn TRAP-nakeTos

no lldp notification interval

KomaHnpa OnucaHue

Pexum rnobanbHoro koHcgpurypupoBaHus

lldp notification interval {interval time<5- | KoHdurypauusa WHTEpPBANOB  MOCHIMKK
3600>second} TRAP-nakeToB KakK onpeaeneHHom

BENNYUNHBbI N 3HA4YEHUA NO YMOJT4aHUIO

(@ arecy
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8. BknioyeHune dyHKumn TRAP Ha nopTy.

KomaHpa

OnucaHue

Pexunm KoHhurypmpoBaHusa nopra

lldp trap <enable|disable>

BkntoueHune/BoikntoyeHne dyHkuum TRAP
Ha nopTty

9. KoHdurypauusi [ONoNHUTENbHbIX NapaMeTpoB MHOPMaLMK AN OTNPaBKU Ha MOPTY.

{portDesc | sysName | sysDesc | sysCap}
no lidp transmit optional tlv

KomaHpa OnucaHue
Pexunm KoHurypmpoBaHua nopra
lIdp transmit optional tlv KoHdurypaums OOMNOMHUTESTbHbIX

napameTpoB MHopMauMn Ana oTnpaBKu
Ha MOpTy KakK onpenerieHHONn BeNUYMHbI
UK 3HAYEHUsI MO YMOYAHUIO

10. KoHdurypaumsa pasmepa namsaT, UCNonNb3yeMon AJsi XxpaHeHnsa Tabnuu, Ha nopTy.

no lidp neighbors max-num

KomaHpa OnucaHue
Pexum KoHcurypupoBaHus nopta
lIdp neighbors max-num <5-500> KoHdurypauuns pa3mepa namaTw,

ncrnonb3yeMon Ana XxpaHeHus Tabnuy, Ha
MopTy Kak onpepnenieHHon BenuuuHbl unu
3HaYeHus Mo YMOSYaHMIo

11. KoHdurypauusi 4enctemii npu nepenosiHeHMn namMsaTi ofist Tabnuubl Ha nopry.

KomaHnpa OnucaHue
PexXum koHurypmupoBaHus nopra
lldp tooManyNeighbors {discard | delete} KoHdurypaums OencTBUn npu

nepenoJyiHeHnn namMmAaTmn and T861'II/IU,bI Ha
nopty

(@ arecy
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12. OTtobpaxeHune oTnago4Hon nHpopmauum no pyHkuum LLDP.

KomaHpa

OnucaHue

Pexxnm agMuHUcTpaTopa

show lldp

OtobpaxeHne TeKyllen KOoHdurypaumm
dyHkuum LLDP

show lldp interface ethernet <IFNAME>

OTobpaxeHne nHdopmauum o
KoH(urypauum LLDP  Ha KOHKpeTHOM
nopTy

show lldp traffic

OtobpaxeHne wuHdopmauum o060 Bcex
cyeTumKax

show lldp neighbors interface ethernet
<IFNAME>

OtobpaxeHne uvHgopmaumm o LLDP
cocepfsnx Ha JaHHOM MopTy

show debugging lldp

OTtobpaxeHne BCeEX MOPTOB C BKMHOYEHHOM
dyHKumen otnagku LLDP

Pexnm agMuMHUCTpaTopa

debug lidp
no debug lidp

BkntoueHune/BbiknoveHne BbIBOA
oTnago4Hon nHgopmauum LLDP

debug lldp packets interface ethernet
<IFNAME>

no debug lldp packets interface ethernet
<IFNAME>

BkritoueHne/BbIkNOYEHE BbIBOAA
oTnago4Hon nHopmMmaumm o oTnpaBke Unn
npueme naketos LLDP Ha nopTy unu Ha
KOMMyTaTope

Pexum koHcpurypmpoBaHus nopra

clear lldp remote-table

Ouuctka Tabnuubl cocegen Ha NopTy
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7.3. Tunoson npumep cpyHkummu LLDP

KommyTtatop A

—

-«
-—

1/0/4

1/0/3

-—

—
—
-—

KommyTtarop B

PucyHok 7-1. Tunoeon npumep KoHdurypaumm dyHkumm LLDP

Ha cxeme ceTeBown Tononornm, npMeegeHHomn Bbiwe, nopt 1,3 Ha KomMyTaTope B noaknoyeH K
nopty 2,4 kommytaTtopa A. lNopT 1 KommyTaTtopa B CKOH(urypupoBaH B pexume npuvema
naketoB. Onuus TLV Ha nopTty 4 kommyTaTopa A ckoHdurypupoaHa kak portDes n SysCap.

KommyTatop A. NocnegoBatenbHOCTb KOMaHA, KOHUrypauum:
SwitchA(config)# lldp enable
SwitchA(config)#interface ethernet 1/0/4
SwitchA(Config-If-Ethernet1/0/4)# lldp transmit optional tlv portDesc sysCap
SwitchA(Config-If-Ethernet1/0/4)exit

KommyTtaTop B. NocnepoBatenbHOCTb KOMaHA, KOHburypauum:
SwitchB(config)#lldp enable
SwitchB(config)#interface ethernet1/0/1
SwitchB(Config-If-Ethernet1/0/1)# lldp mode receive
SwitchB(Config-If-Ethernet1/0/1)#exit

7.4. YcTpaHeHue HencnpaBHocten hyHkumum LLDP

®yHKkuma LLDP no ymonuyaHuio BbikntoveHa. ocne ee BKYEHUA B pexume rnodbanbHoro
KOHUrypnpoBaHus, Monb30BaTenM MOryT BKAYUTL pexum otnagku «debug lldp» ans
npoBepku oTnagoyHon mHdopmaumu. Ncnonb3ya komaHgy «show» dyHkuuu LLDP moxHO
BbIBECTM MH(OPMALMI0O O KOH(UIypupoBaHuM B rnobanbHOM pexvme KOHUrypvMpoBaHus,
nnbo B pexume HaCTPONKN MHTEPENCOB.
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8. HACTPOUKA PORT CHANNEL

8.1. O6bwume cBegeHust o Port channel

[na noHumaHua TepMmuHa nopTt-kaHana (Port channel) Hago BBeCTU NOHATUE FPynnbl MOPTOB.
"pynna nopTtoB — 3TO rpynna pm3anyecknx nopToB Ha KOH(UrypaumoHHOM ypoBHeE. TONbKO
punsunyeckme NopTbl B rpynne nopToB MOryT ObiTb YacTbldo 0ObEAMHEHHOrO KaHana u cTtatb
yyacTHukamum Port channel. JTornyeckn rpynna nopToB ABNAETCS HE NOPTOM, @ HABOPOM MOPTOB.
Mpun onpeneneHHbIX ycnoBusix pmanyeckne NopTbl B rpynne nopToB NO3BONAIOT NOCPEACTBOM
obbeanHeHns nopToB ccopmmpoBaTb Port channel, koTopbin obnagaeT BceMmn CBOMCTBaMu
NIOrMYecKoro nopta M Takum 06pa3oM CTAHOBUTCA HE3aBUCMMbIM JIOTMYECKUM MOPTOM.
Arperauus nopToB — 3T0 abCTpaKTHOE NOHATME, NoApa3ymMeBatoLLee nNo cobon obbeanHeHue
Habopa NopToB C OAMHAKOBLIMW CBOMCTBaAMU B nornyeckui nopt. Port channel — 310 Habop
hu3nyecKmx NOPToB, KOTOPbIV JIOFMYECKN NCMONb3YyeTcs Kak oanH pmuanyeckuin nopt. OH MoxeT
MCnonb30BaTbCA Mofib3oBaTeNnieM Kak 00blYHbIN MopT. OH He MOXeT He ToNbkKo A06aBUTb
NPOMNYCKHON CNOCOBHOCTN Ha CeTb, HO U cnocobeH obecneyvnTb pe3epBnpoBaHNE COeaNHEHWI.
O6blMHO OO6beanHeHMe MNOPTOB  MCMONb3YeTCsl, KOraa KOMMYTaTop MOAKMIOYEH K
MapLipyTU3aTopy, KIIMEHTCKON CTaHLUMW UNKN APYrMM KOMMyTaTopam.

KommyTtaTtop A

—

i1

Kommytartop B

PucyHok 8-1. ArpernposaHue nopTos

Kak nokasaHo Bbllle, KommyTaTop SwitchA o6beguHun noptel B Port channel. MponyckHas
nonoca Port channel paBHa cymme nponyckHbix crnocobHocTeln 4eTblpex noptoB. Koraa
Heobxoaumo nepepatb Tpadumk ¢ kKommyTaTopa SwitchA Ha SwitchB, pacnpeaenexne Tpaguka
6ynet onpepenaTbca Ha ocHoBe MAC-agpeca uctodHuka u mnagwero 6uta MAC-agpeca
npuemMHrka. B pesynbtaTe BbIUMCNEHMI ONpenensieTcsi, Kakon nopt byaeTt nepenasaTb Tpaduk.
Ecnu oanH nopt B Port channel HeucnpaBeH, Tpaduk 6yneT nepepacnpenensitbCa Ha apyrue
nopTbl MOCPEACTBOM anroputMa pacnpegenenud. [laHHbli anroputm nogaepXuBaerca
annaparHo.

KommyTaTop npeanaraert ABa MeTofa KoHdUrypauum o6beauHeHnsa nopToB: pyyHOe co3naHne
Port channel n aguHamnyeckoe nocpeaCTBOM NPOTOKOMA KOHTPONSA 06beaNHEHUsI COeaUHEHUN
(Link Aggregation Control Protocol — LACP). O6beanHeHne BO3MOXHO TOMbKO AN NOPTOB,
paboTaloLwmx B pexume nofiHoro aynekca.

[na npaBunbHon paboTbl Port channel HeobxoamMmo cobnopaTh CneayLme yCnoBus:

e Bce noptbl paboTaloT B pexume nosiHoro aynekca.
e Bce nopTbl UMEOT OAMHAKOBYH CKOPOCTb.
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e Bce noptel ABNAIOTCA NopTaMu JocTtyna v npuHagnexart ogHomy VLAN, nnu Bce oHu
ABNSAIOTCA TPAHKOBbLIMY MOPTaMKN UNN OHU BCe TMOPUAHbIE NOPThI.

e Ecnn Bce noptbl SBMAKTCA  TPaHKOBbIMM  MNM  TMOpUOHbIMKM,  Toraa
CKOHpurypmpoBaHHble Ha Hux gonyctumble VLAN n ocHoBHoM VLAN fonxHbl 6biTb Y
BCEX OANHAKOBbLIMMU.

Ecnu Port channel ckoHdurypupoBaH Ha KOMMyTaTope BPYYHYIO UKW AUHAMUYECKU, CUCTEMA
aBTOMaTUYECKN Ha3Ha4vaeT NopT C HaMMEeHbLUMM HOMEepPOM macTep-noptomM Port channela.
Ecnu Ha koMmmyTaTope akTMBMpOBaH MPOTOKOS Spanning tree, NPOTOKO NOCTPOEHNs aepesa
BocnpuHumaeT Port channel kak normdecknn nopt u nocbinaetr BPDU-nakeTbl uvepes
MacTep-nopr.

O6beavHeHe NOPTOB XECTKO CBA3aHO C annapaTHOM 4YacTbld koMmyTatopa. KommyTtaTtop
NO3BONSET arpernpoBaTb COEAUHEHNS MeXAY NobbIMM ABYMSA KOMMyTaTopamu. MakcumanbHo
BO3MOXHO co3gatb 128 rpynn no 8 nopToB K KaxX4oM.

Mocne TOro, Kak MOPTbl arpernpoBaHbl, MX MOXHO MCMOMb30BaTb, KakK OObIYHbLIN MOPT.
KommyTatop MMeeT BCTPOEHHbIN pexum KoHUrypupoBaHust WHTepdenca arperauum,
nosib3oBaTeflb MOXET co3[iaBaTb COOTBETCTBYIOLLYIO KOHPUIypauuio B 3TOM pexunme TOYHO
Takxe, Kak npu koHgpurypmposaHum VLAN unu domsnyeckoro nHtepdenca.

8.2. Obwume cBegeHus o LACP

LACP — npoTokon, 6asupytowminca Ha ctaHgapTe |IEEE 802.3ad, 1 peanu3ylowmin MexaHnu3m
OMHamu4yeckoro o6beanHeHna kaHanos. [NpoTtokon LACP ucnonb3yet naketbl LACPDU (Link
Aggregation Control Protocol Data Unit) ana o6meHa nHdopmaumen ¢ 0OTBETHbIMU NOPTaMMu.

Mocne Toro, kak npotokon LACP BKNHO4YEH Ha MOPTY, AaHHbIA MOPT MOCbLINAET MNakeTbl
LACPDU Ha OTBETHbIN NOPT COEANHEHWS, YBEAOMNSS O npuoputeTe cuctembl, MAC-agpece
cucTeMbl, NpuopuTeTe NopTta, naeHTUdUKaTope nopta u Krnoye onepaumn. Korga OTBETHbIN
nopT nonyyaeT 3Ty MHGOpPMaLMIO, OHAa CpaBHMBAETCA C MHopMaumMen o Apyrux nopTtax,
KOTOopble MOryT 6biTb 06beanHeHbl. COOTBETCTBEHHO, 06€ CTOPOHbI COEAUHEHMA MOTYT AOCTUYb
COrnaLleHnsi O BKITFOYEHUM UM UCKITHOYEHUN MOPTa U3 AUHAMNYECKON 06 bEAVHEHHON rpynmbl.

Knioy onepauumn co3pgaeTcs NPOTOKONIOM B COOTBETCTBMM C KOMOWHauuen napameTpos
KOHuWrypaumm (CKOpocTb, pynnekc, 6a3oBas KOHWrypauus, K4 ynpaBneHus)) nopTos,
KoTopble 6yayT 06beauHATLCS.

Mocne BKMYEHWss NpoToKona AuHamudeckoro obbeamHeHua noptoB (LACP), kntou
ynpaBneHusi no ymonyanuto paseH 0. [Nocne cratnyeckoro o6begmMHeEHNA NOPTOB NOCPEACTBOM
LACP, kntoy ynpaBneHusa nopTta Takon xe, kak ID o6beanHeHHon rpynnbi.

Mpu guHaMnyeckom o6 beaNHEHUN MOPTOB BCE UNEHbI OAHON rPpynibl UMEKT OANHAKOBbIN KoY
onepaumn. MNpu cTaTMyeckomM 06 bEAVHEHUN TONBKO aKTUBHbIE MOPTbl UMEIT OANHAKOBbIV KITHOY
onepaumu.

8.2.1. Ctatuyeckoe ooveamnHeHune LACP

CraTnyeckoe ob6beAMHEHNE BLINOMHAETCS NMYTEM KOHUIYpUpPOBaHWUSI NONb30BATENEM U He
Tpebyet npotokona LACP. lMpu koHdurypmpoBaHun crtatudeckoro LACP-06beguHeHus,
UCronb3yeTcs pexnMm «onx» AN BKAYEHUA nopTa B rpynny arperawuuu.

8.2.2. AuHamn4yeckoe oobLegnHeHue LACP

1. O6wwue nonoxeHua guHamMmmyeckoro oobeauHeHna LACP.

OnHamnyeckoe obbeguHeHne — 310 obbeauHeHue, co3gaBaemoe/ypansemMoe CUCTEMOW
aBTOMaTn4yeckn. OHO He NO3BOSISIET NOSIb30BATENAM CaMOCTOSTENbHO A06aBNATL UK yaanaTb
noptel U3 puHamuyeckoro obbveamHeHusa LACP. TllopTbl, KOTOpble WMEKT OAUHAKOBbIE
napameTpbl CKOPOCTU M Aynnekca, NoAKMIOYEHHbIE K OAHUM M TEM Xe YCTPONCTBaM, UMetoLLme
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OAMHAKOBYH KOH(Urypauumo MoryT 6biTb AMHAMUYECKH 06 beamnHeHbl B rpynny. B cnyyae, ecnu
TONbKO OAMH MOPT MOXeT co3faBaTb AMHaMuyeckoe ob6beavHeHue, 3TO Ha3blBaeTcs
OOHOMNOPTOBbIM 06beanHeHneMm. MNpu aguHamuyeckom obbeamHeHun LACP-npoTokon Ha nopTy
[OSX€eH ObITb BKITHOYEH.

2. Pexumbl NOpTOB B AUHAMUYECKOW rpynne 06 beanHeHus.

B anHamuyeckon rpynne obbveanHeHna NopTbl UMET ABa cTaTyca — BblOpaHHbIn (selected)
unn «B oxmpgaHum» (standby). O6a Tuna nNOpTOB MOryT MOCbNaTb W MPUHMMATbL MNaKeTbl
npoTtokona LACP, HO nopTbl B CTaTyce «OXUaaHusa» He MOTyT NepechifiaTb AaHHbIE.

MoCKOMbKY CyLLEeCTBYeT OrpaHuW4yeHWe Ha MaKCUManbHOe KONM4ecTBO MOPTOB B rpynne
arperaumu, ecnu TekyLwmii HoMep nopTa NpeBbILLAeT Npeaen B rpynne, Toraa yCTPOMCTBO Ha
OHOM KOHLIE COeaUHEHUsI OoroBapuUBaeTCsi C YCTPOMCTBOM Ha APYroM KOHLe Ans onpeaeneHus
cTaTyca nopTa B COOTBETCTBUM C UAEHTU(MKATOPOM MopTa.

OTanbl cornacoBaHus, cnepywume:

CpaBHeHune ngeHtudmkatopos (ID) yctponcts (npuoputeT cuctembl 1 MAC-agpec cUCTeMBI).
CHauana cpaBHMBalOTCA NpuopuTeTbl cucteM. Ecnm oHM oguHakoBble, TOraa CpaBHUBAKOTCSA
MAC-agpeca YCTpPOUCTB. YCTPOWCTBO C MEHbLUIUM WOEHTUDUKATOPOM UMeEET  BbICLUUNA
npvopuTeT.

3aTteM uaeT cpaBHEHWe MAEHTUUKATOPOB MOPTOB (MPUOPUTET nopTa U uaeHTudukatop
nopta). [lna Kaxgoro nopta Ha CTOPOHE YCTPOMCTBA C HAMBLICLUUM MPUOPUTETOM CUCTEMBI
CHayana CpaBHMBAKTCA NpuopuTeTbl NOpTOB. ECnu npuoputeTbl oanHakoBble, TOraa
CpaBHMBAOTCA MAEHTUdUKaATOPbl NOpPTOB. MOPT C HaMMeHbLMM NAEHTUUKATOPOM nopTa
CTaHOBUTCS BblbpaHHbIM (selected), a ocTanbHble CTAHOBATCA B pexXuM «oxuaaHuey (standby).
B rpynne o6beanHeHns nopT ¢ HAUMEHBLLUUM UOEHTU(UKATOPOM U CTAaTyCOM «BblOpaHHbINY
CTaHOBUTCS MacTep-noptom. [lpyrMe noptbl CO CTaTyCOM «BblOpaHHbIN» CTAHOBATCS
y4yacTHMKaMu rpynnei.

8.3. HacTtpowuka Port channel

Co3paHue rpynnbl NOPTOB B pexXuMe rnobanbHoro KoHMrypupoBaHus.

[lo6aBneHne NopToB B ONPEAENEHHYIO IPynny U3 pexuma KoHurypmpoaHms nopra.
Bxoga B pexum KoHurypuposaHusa port-channel.

3apaHve meTtopa 6anaHCMpOBKK A4N1A rpynnbl NOPTOB.

3apaHue npuoputeta cuctemol B LACP-npoToKone.

3apaHuve npuopuTeTa ana KoHkpeTHoro nopta B LACP-npoTokone.

3apaHue pexuvma TanmayTa Ha nopty B LACP-npoTokone.

No oprwDdhRE

1. Co3spaHwue rpynnbl NOPTOB.

KomaHpa OnucaHue

Pexnm rmo6anbHoro koHurypmpoBaHusa

port-group  <port-group-number> CospaHue unu yganexue rpynmnbl NopToB
no port-group <port-group-number>
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2. [obaBneHue NOpPTOB B ONPeAENEHHYO rpynny.
KomaHpa OnucaHue
Pexunm koHurypmpoBaHus nopra
port-group <port-group-number> mode {active | Oob6aensaet nopThbl B rpynny "

passive | on}
no port-group

yCTaHaBJINBAET UX PEXUM

3.

Bxopn B pexum KoHdUrypruposaHus port-c

hannel.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KoOH(uUrypupoBaHus

Interface port-channel <port-channel- number>

Bxon B pexum KOHurypupoBaHus port-
channel

4. 3apaHvne meTopa 6anaHCMpOBKM A4S YCTPONCTBA.

no lacp system-priority

KomaHpa OnucaHue
Pexnm rmobanbHoOro koHurypmpoBaHus
load-balance {dst-ip | dst-mac | dst-src-ip | dst- | 3apaHue MeToga 6GanaHcupoBKM Ans
src-mac | dst-src-mac-ip | ingress-port | src-ip | | ycTponcTBa, N3MeHeHUns HaunHaT
src-mac } AecTBOBaTb Ha rpynne MOpTOB U
ECMP-cyHKUMK cpa3zy
5. 3apaHue npuoputeTa cuctembl B LACP-npoTokone.

Komanpa OnucaHue

Pexum rno6anbHoOro KOHUrypmpoBaHus

lacp system-priority <system-priority> 3agaHve npuoputeTta CUCTEMBI B

LACP-npoTokone, KomMaHaa «No»

BO3BpaLlaeT 3Ha4vyeHmne no ymon4daHuro
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6. 3apaHue npuopuTeTa Anga KoHKpeTHoro nopta B LACP-npoTokone.
Komanpa OnucaHwue
Pexunm KoHhurypmpoBaHusa nopra
lacp port-priority <port-priority> 3apaHMe npuoputeTa AN KOHKPETHOro
no lacp port-priority nopta B LACP-npoToKone. komaHga «no»

BO3BpaLlaeT 3Ha4yeHne no ymosn4aHuro

7. 3apaHue pexuma TanmayTa Ha nopty B LACP-npoToKone.

no lacp timeout

KomaHpa OnucaHue

Pexnm KoHurypmpoBaHua nopra

lacp timeout {short | long} 3apaHMe pexnma TanmayTa Ha MopTy B
LACP-npoTtokore. KomMaHaa «No»

BO3BpaLlaeT 3Ha4yeHne no ymosn4aHuro

8.4. NMpumepbl ucnonb3oBaHua Port channel

BapuaHnT 1.

Hactponka Port channel gnsa npotokona LACP.

Mmeetca gsa kommytatopa SWITCHA n SWITCHB. MNopTtel 1,2,3,4 Ha kKommyTaTope
SWITCHA — nopTbl goctyna v gobasneHsl B rpynny 1 B aktusHom pexume. MNoptbl 6,8,9,10 Ha
kommyTaTope SWITCHB — TOXe nopTbl AocTyna u aobasneHbl B rpynny 2 B NaCCUBHOM
pexunme. Bce nopTbl coeanHeHbl kabenamu.

OTansbl KOHCbMpraLI,I/IM NOKa3aHbl HXe:

Switch1#onfig

Switch1(config) #nterface ethernet 1/0/1-4
Switch1(Config-If-Port-Range)#port-group 1 mode active
Switch1(Config-If-Port-Range)#exit

Switch1(config)#interface port-channel 1
Switch1(Config-If-Port-Channel 1)#

Switch2#config

Switch2(config)#port-group 2

Switch2(config)#interface ethernet 1/0/6
Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode passive
Switch2(Config-If-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode passive
Switch2(Config-If-Port-Range)#exit

Switch2(config)#interface port-channel 2
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Switch2(Config-If-Port-Channel2)#

KommyTaTtop A

/
\

KommyTtatop B

PucyHok 8-2. KoHgurypauma Port-Channel
Pe3ynbTaTt KOHUrypaumm:

KommyTaTop coobLmMT, 4TO arpernpoBaHne npowno ycnewHo. MNoptel 1,2,3,4 KommyTatopa
SwitchA Bxogart B rpynny Port-Channell, a noptbl 6,8,9,10 kommyTaTtopa SwitchB BxoasaTt B
rpynny Port-Channel2.

BapuaHT 2. KoHurypaums Port channel B pexume ON.

Kak nokasaHo Ha pucyHke, noptbl 1,2,3,4 kommyTaTopa SwitchA — nopTbl gocTtyna un 6yayt
pobasnenbl B rpynny 1 ¢ pexumom ON. MopTbl 6,8,9,10 kommyTaTopa SwitchB — Toxe nopTtbl
poctyna u 6yayt nobaeneHbl B rpynny 2 ¢ pexumom ON.

Otansl KOHcpurypaumm nokasaHbl HUXe:
Switch1 #onfig
Switch1(config)#interface ethernet
1/0/1
Switch1(Config-If-Ethernet1/0/1)#port-group 1 mode
on Switch1(Config-If-Ethernet1/0/1)#exit

Switch1(config)#interface ethernet 1/0/2
Switch1(Config-If-Ethernet1/0/2)#port-group 1 mode
on Switch1(Config-If-Ethernet1/0/2)#exit
Switch1(config)#interface ethernet 1/0/3
Switch1(Config-If-Ethernet1/0/3)#port-group 1 mode
on Switch1(Config-If-Ethernet1/0/3)#exit
Switch1(config)#interface ethernet 1/0/4
Switch1(Config-If-Ethernet1/0/4)#port-group 1 mode
on Switch1(Config-If-Ethernet1/0/4)#exit
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Switch2#config
Switch2(config)#port-group 2
Switch2(config)#interface ethernet 1/0/6
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Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode on
Switch2(Config-If-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode on
Switch2(Config-If-Port-Range)#exit

PesynbTaTt KOHUrypaumu:

MopTbl 1,2,3,4 Ha kommyTaTope SwitchA nob6aBneHbl N0 NOpPsAKY B rpynny noptoB 1 B pexume
ON. KommyTaTopy Ha yaaneHHOM KOHue He Tpebyetrca obmeH naketamm LACP pgnsa
3aBepleHna obbeanHeHns. Arperauus 3aBepluaeTcs cpa3sy, Koraa BbINOSIHAETCA KoMaHaa
pobaenenus nopta 2 B rpynny 1. MopTbl 1 1 2 06beguHaAoTea B port channel 1. Korga nopt 3
BcTynaet B rpynny 1, port channel 1 n3 noptoB 1 1 2 pa3bupaeTtca n nepecobmpaeTcs ¢ NOpPTOM
3 onaTb B port channel 1. Korga nopt 4 Bctynaet B rpynny 1, port channel 1 n3 noptos 1,2 un 3
pa3bupaeTtca u nepecobupaetca ¢ noptom 4 onatb B port channel 1 (Hago O0TMETUTb, YTO
Kaxgablv pas, Korga HoBbIM NOPT BCTyNaeT B rpynny o6beamMHeHns NnopTo., rpynna pasbupaerca
n cobupaetcs 3aHOBO). Tenepb Bce 4 nopTa Ha 060Mx KOMMyTaTopax 06beiHEHbI B pEXUMe
«ONp.

8.5. YcTpaHeHue HeucnpaBHocTeun Port channel

Ecnu Bo Bpemsi KoHUrypaumm o6beanHeHns NopToB BO3HWUKIIM NPOGneMsbI, B NepBYo o4epeab
npoBepbTE CrieayroLlee:

e Ybeautecb, YTO BCE MOPTbI B Fpynne MMET OANHAKOBbLIE HACTPOMKMK, HAaNpuMep, OHK
BCE B pexumMe MOJfIHOro Aynrekca, UMeKT 0AUHAKOBYI CKOPOCTb U HacTporkn VLAN.
Ecnn o6HapyXeHbl HECOOTBETCTBUSA, UCNIPABbTE 3TO.

e HekoTopble KOMaHAbl HE MOTyT ObITb MCMOMb30BaHbI Ha NopTax B port channel. Takne
Kak arp, bandwigth, ip, ip-forward u T.4.
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9. KOH®PUIrYPUPOBAHUE MTU
9.1. O6wume cBegeHns oo MTU

B HacToawmin mMomeHT Jumbo-hpenMm He umeeT onpefensioulero crtaHgapta B CeTeBbIX
TexHonormax (B 4YaCTHOCTU, He Bbin CTaHAapTU3NpoBaHbl hopmMaTt naketa u anvHa). O6bI4YHO
nakeT, nmetowmin pasmep ot 1519 go 9000 Ha3biBaeTca JUMBO-dpenm. NMpn ncnonb3osaHumn
TakuX NakeToB, CKOPOCTb Nepeaayn AaHHbIX B ceTu yBenuunBaeTca Ha 2 % — 5 %. TexHunyecku
JUMBO — 370 yannHeHHbIM opeim, NoCbiNaeMbiin U NpUMHUMAaEMbIN KOMMyTaTopoM. OgHako,
yunTbiBaa OJIMHY, Takne dppenmbl He MOryT ObiTb MOCnaHbl Ha npoueccop ycTponcTtea. Mebl
NCKIOYaeM NOoCbISIKy 60MnbLUMX (OPENMOB NPOLLECCOPY BO BpEMSA NpuemMa nakeTos.

9.2. KoHdurypuposanme MTU
1. BkntoveHne doyHkumm MTU

KomaHpa OnucaHue

Pexxum rnob6ansHoro KoHpUrypuposaHus

mtu [MTU size in bytes < 1500-12270 >] Bknto4yaeT OyHKLMIO npmema/nocbIsikn
JUMBO-tdpeinmoB. KomaHaa «no» BbIKOYaeT

t bl
MO LY Etilole dyHKuMIo npuema/nocsinkin JUMBO-hpeinmos
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10. KOHOUT'YPALUUA EFM OAM
10.1. O6bwme cBeageHust o EFM OAM

MepBoHauyanbHo TexHonornsa Ethernet paspabatbiBanacb Ons nokanbHbIX CeTer, HO AJIMHA
KaHanoB W pa3Mepbl ceTerl CTPEMUTENbHO YBENUYMBanucb, M Tenepb 3dTa TexXHONoruns
npuMeHsaeTca Tak Xe n Ha Metro n Ha rnobanbHbIx ceTax. M3-3a oTcyTcTBMA 3P(PEKTUBHOMO
MexaHu3Ma ynpaBiieHus, YTo BNusno Ha paboTty TeHonorun Ethernet B MeTpo 1 rnobanbHbIx
CeTAX, CTano XM3HeHHo HeobxoanmbiM npumeHeHne OAM Ha Ethernet.

CyuwiecTByeT YeTblpe cTaHgapTta npotokonos ans Ethernet OAM: 802.3ah (EFM OAM), 802.3ag
(CFM), E-LMI n Y.1731. EFM OAM u CFM onpegeneHbl MexayHapogHbIM KOMUTETOM MO
ctaHpaptam (I[EEE). EFM OAM pa6oTtaeT Ha KaHanbHOM YpOBHE Ansi KOPPEKTHOro
obHapyXxeHua W ynpaBneHus KaHanoMm pAaHHbix. Wcnonb3osaHne EFM OAM nossonser
NOBLICUTb YMNPaBASIEMOCTb M YNpPOCTUTb obcnyxuBaHue Ethernet-ypoBHsi Ana noBbiweHMA
ycTon4mBoCcTU paboTbl ceTn. CFM ucnonb3yeTcs Ans MOHUTOPUHra obLueln ceTeBomn CBA3HOCTH
N nokanusauum npobnem Ha ceTeBoM ypoBHe. Mo cpaBHeHutio ¢ CFM crangapt Y.1731,
NPUHATBLIA  MEXAYHAPOAHbIM  TENEeKOMMYHMKALUMOHHbIM coto3oM (ITU), Gonee MOLUHBIN.
Crangapt E-LMI, npunatein MEF, npumeHsaeTtca Tonbko K UNI (User Network Interface). Tak kak
BblLLEeyKa3aHHble NPOTOKOMbl MOrYT MCMNOSb30BaTbCA AS1A9 Pa3fMYHbIX CETEBbIX TOMOMOrnn m
ynpasneHns, Mexay HUMN CyLLeCTBYIOT AONOSIHUTENbHbIE COrnalleHus.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance —
ncrnonb3oBaHne, aAMUHUCTPUpoBaHue n ynpaeneHne Ethernet Ha nepson mune (Mmeetca B
BUAy OT KnueHTa) paboTaeT Ha KaHanbHOM YypoBHe ceTeBon mopgenu OSI, peanusys
[OnonHUTENbHbIE PYHKUMM Yepe3 nogypoBeHb OAM, Kak MOKa3aHO Ha PUCYHKE HUXE:

OSl Model
Application LAN
CSMA/CD
Layers
Presentation
Higher Layers
Session
/
/ LLC
Transport //
-
/
Network /
/
MAC
Data Link _-
-
Physical Layer
Physical

PucyHok 10-1. NMonoxexnne OAM B OSI-mopenu cetn

Maketbl paHHbix OAM (OAMPDU) wucnonb3ywT B KayvectBe MAC-agpeca Ha3HaveHus
01-80-c2-00-00-02 no npoTtokony. CkopocTb nepepayu He Bbilwe 10 nakeToB B CEKyHAY.

EFM OAM ycraHaBnuBaeTca Ha 6a3ze OAM-coeguHeHus. JTa dyHKums obecneuymBaeT
MeXaHM3Mbl YMNpaBfeHWs KaHanamu, Takue, Kak MOHUTOPWHI KaHasnoB, yganeHHoe
obHapyxeHne npobnem v yaaneHHoe TecTMpoBaHME MOPTOB. [OBOpPS MpoLLEe, OCHOBHbIE
noHsatua EFM OAM cnepytowme:
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1. YcraHoBneHnue coeauHeHus Ethernet OAM.

Mogpyns Ethernet OAM nweT yaaneHHsie OAM-mMoaynu 1 yctaHaBnmuBaeT C HUMU CECCUM MYTEM
obmeHa naketamun OAMPDU. EFM OAM moxeT paboTaTb B ABYX peXumax: aKTMBHOM W
naccmBHoMm. Ceccusa yctaHaBnuBaeTca Tonbko OAM-mopynem, paboTalolmm B aKTUBHOM
pexume, a Moaynb, paboTaloLwmii B NAaCCMBHOM pexXunme, BbIHYXAEH XAaTb, MOKa He NonyyunTt
3anpoc Ha coegmHeHue. Nocne Toro kak Ethernet OAM-coeanHeHne yctaHoBneHo, mogynn OAM
Cc 060MX KOHLIOB KaHana nocTtosiHHO obmeHuBatotTca naketamu OAMPDU ons nopgaepxaHus
coeguHeHusa. Ecnu mogyne Ethernet OAM He nonyyaet naketoB OAMPDU B TeueHuu 5 cekyHp,
Ethernet OAM-coegnHeHne pa3pbiBaeTCs.

2.  MOHUTOpPUHI KaHana.

OnpepeneHne HeucnpaBHocTu B cpefe Ethernet 3aTpygHeHo, ocobeHHO korpga dusnyeckoe
coeauHeHne He pa3pbiBaeTcs, HO paboToCnOCOBHOCTL ceTn HapyleHa. MOHMTOPUHT KaHana
nucrnonb3yeTca AN9 onpeaeneHusa n nccrnefoBaHna HEUCNpaBHOCTEN KaHasroB B pasfnMYHbIX
cpepax. EFM OAM obecneumBaeT MOHMTOPUHI KaHana nocpeacTBOM OOMeHa yBeAOMITEHNAMM
o cobbITnsax OAMPDUs. lNpu onpegenennn HeMcnpaBHOCTU KaHana, nokanbHbli moaynbs OAM
nocbinaet ysegomneHne OAMPDU 06 atom cobbiTun yaaneHHoMy Moaynto. B To xe Bpems oH
3anucbiBaeT 310 cobbiTue B noru u nocbinaet SNMP Trap-cucteme ynpasneHus ceTbio. Koraa
yAaneHHbl MOAynb NosyyaeT yBeAOMIIEHNE O Npobneme, OH Tak Xe 3anuncbiBaeT MHopMaumio
B NIOrM U coobwaeT cuctemMe ynpasneHus. AHanuaupya MHGOpPMauuMio B Jiorax, CEeTeBOM
aAMUVHUCTPATOP MOXET OTCNeaMTb COCTOSIHUE KaHana B onpeaeneHHbl Nepuos BpeMeEHN.

MoHutopuHr kaHana cpeactBamm EFM  OAM otcnexuBaeT cnegylowume aBapumHble
cobbiTna — Errored symbol period event, Errored frame event, Errored frame period event n
Errored frame seconds event.

Errored symbol period event: KonnyecTBO OLIMBOYHLIX CUMBOSIOB HE MOXET OblTb MeHbLUe
HUXHEero nopora owunbok (3aecb CUMBOST — MUHMMASbHbLIN 610K Nepefayn MHdopmauun B
cmanyeckon cpepe. OH yHMKanNeH Ans cuctemMbl koanpoBku. CMMBOSIBI MOTYT OTIMYaTLCH B
pasHbIX uandecknx cpepax. CKopocTb Nepefaynm cumBona onpegensietcs puanyeckoi
CKOPOCTbIO Nepefaym B JaHHON cpeae).

Errored frame event: onpegenset N kak nepuog hperimMoB, YMCNO OWNBOYHbIX PperiMoB 3a
nepuog npuema N ppeiMoB He A0MXHO O6biTb MEHbLLE HUXHEro Nopora ownboK (OWNB0oYHbIN
hbpenmM-nprem owmMbo4HOro perima onpeaensaeTcs No KOHTPOSIbHON CyMMe).

Errored frame period event: konmyecTBo onpeaeneHHbIX oWnb0o4HbIX penmMoB 3a M cekyHa, He
OOJTXHO 6bITb MEHbLLE HUXHEro NMopora oLwmnbokK.

Bpems npuHATUS OWIMGOYHBLIX (PPENMOB: KONMYECTBO CEKYHZ NpuemMa oLnb0o4YHbIX PpenmoB,
3amKCnpoBaHHbIX 3a M cekyHA, HE MOXET ObITb HUXe nopora ownboK (KONMMYeCcTBO CEKYHA,
OLIMBOYHBIX (OPENMOB — KOrAa B TEYEHUN CEKYHAbI MPUHUMAIOTCS OLIMBOYHbIE hpenmbl).

3. YpaneHHoe onpefeneHne HencnpaBHOCTEN.

Korpa B ceTu npepbiBaeTcs nepefaya AaHHbIX 13-3a c60s yCTPONCTBA UM €ro HeAO0CTYMHOCTH,
Ethernet OAM-mopynb yctaHaBnuBaeT cooTtseTcTBytowmn ¢nar B OAMPDU-nakeTtax,
coobuwan nHdopmauuio o npobneme yaaneHHoMy KoHLUy. Tak Kak Moaynu obMeHuBalTCs
naketamm OAMPDU nocTosiHHO Npu ycTaHoBuBLIeMcH coeaunHeHun, Ethernet OAM-mopynb
MOXeT MH(OPMMNPOBaTb OTBETHbIE MOAYNIN O HEMCNPABHOCTU KaHana vyepe3d naket OAMPDU.
MoaToOMy CUCTEMHBIN afMUHUCTPATOP MOXET MNpocneguTb COCTOAHWE KaHana no foram u
BOBpPEMSs YCTPaHATb HEUCNPaBHOCTMU.

CyuwiecTtByeT Tpy Tuna npobnem Ha kaHane, KoTopble oTMe4atoTcs B naketax OAMPDU. 310
Critical, Dying Gasp u Link Fault. Ix onpepenenne 3aBucuT OT peanu3auuu pasfMyHbIMU
npoussoanTensamun. B paHHoM 060pyaoBaHnM onpeaeneHne cneayLlee:

Critical event: HeonpeaeneHHoe KpuTuyeckoe cobbiTue.
Link Fault: Ha npuemMHuke nokanbHoOro nHTepdenca sBuaeH coon.
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Dying Gasp: HenonpaBumMoe cobbiTue (B crnyyae nepesarpy3ku, OTKIOYEHNS NIMHKA, yAaneHus
KOHdUrypauun).

4. YpaneHHoe TECTUPOBaHWNE NETENb COEANHEHUS.

Ecnu pexum ypaneHnHon netnu (loopback) Bknio4veH, paboTalowmi B aKTUBHOM pexunme
OAM-Moaynb nocbinaeT 3anpoc yaaneHHou NeTnu coceay, B 3TOM Criyyae OH BO3BpaLlaeT BCce
naketol, 3a wuckmoyeHnem Ethernet OAMPDU, otnpaButenio no TOMy Xe KaHany.
MNepuoguyeckoe BbINOMHEHME TECTMPOBaHWUA MOMOraeT BOBpPeMs OnpefenuTb CceTeBble
npobnembl 1 NokanuaoBaTb NpobnemMy. 3amevaHue: HopmanbHas paboTa kaHana B pexume
yAaneHHOro TeCTMpoBaHNs HEBO3MOXHA.

Cetb npoBangepa

CeTb KnneHTa CeTb KnueHTa

CE s
—

\ —
CE /< ——| PE
802.1ah OAMPDU
B «MEepPBON MUNE»

PucyHok 10-2. Tunosoe npumeHeHne OAM-Tononornm

TunoBoe npumeHeHne EFM OAM npoucxoguT B crnefylowmx TOMOMOMUSAX: TOYKa-TOYKa M
amynupoBaHHbix |IEEE802.3-coegnHeHnini  Tmna Touka-Touka. YCTpOWCTBA  MOSy4varoT
BO3MOXHOCTb KOHTPONMPOBaTh KaHarnbHble oWnoKK Ha NepBoit mune aoctyna Yyepes Ethernet
nocpeactsom EFM OAM. [na nonb3oBaTtens cOeAuHEHUe MexXay HUM M CeTbio ABNseTcA
«nepson muneny». [ina nposanaepa oHO ABNSAETCH «MNOCNeaHen Munem».

10.2. KoHdurypuposaHme EFM OAM

1. Bkntoyenne EFM OAM Ha nopTy.

2. KoHurypupoBaHne MOHUTOPMHIa COEQUHEHNS.

3. KoHdurypmpoBaHue obHapyXeHusa yaaneHHbIX HEUCNPaBHOCTEN.
NPUMEYAHMUE: nna aToro HyxHo crnepsa Bktounte OAM npu rmo6ansHo.
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1. BkmoyeHne EFM OAM Ha nopty.

KomaHpa

OnucaHue

Pexunm koHurypmpoBaHus nopra

ethernet-oam mode {active | passive}

KoHdurypauma pexuma pabotsl EFM OAM.
Mo ymonyaHuio pexvmm — aKTUBHbIN

ethernet-oam
no ethernet-oam

BkntoueHne EFM OAM Ha nopty. KomaHga
«no» Bbiknto4YaetT EFM OAM Ha nopty

ethernet-oam period <seconds>
no ethernet-oam period

KoHdurypauus MHTepBana nepegauyn
nakeToB OAMPDU. KomaHpaa «No»
BO3BpaLLaeT 3Ha4YeHNe No YMOn4aHuIo

ethernet-oam timeout <seconds>
no ethernet-oam timeout

KoHdurypauma Ttanmayta ana EFM OAM
coeguHeHus. Komanga «no» BO3BpaljaeT
3Ha4yeHne No yMON4YaHuo

2. KoHMWrypnpoBaHne MOHUTOPUHIA COeaUHEHUSI.

KomaHpa

OnucaHue

Pexum koHcpurypmpoBaHus nopra

ethernet-oam link-monitor

no ethernet-oam link-monitor

BkntovyeHne MOHUTOPUHra CoegMHEHMS
EFM OAM, KomaHaa «no» BbIKMOYaeT
MOHUTOPUHI

<low-symbols> | window <seconds>}

low | window}

ethernet-oam errored-symbol-period {threshold low

no ethernet-oam errored-symbol-period {threshold

KoHdurypnpoBaHue HUXHero nopora
owmnboK 1 OKHa mKcaumm oLNBOYHbIX
CMMBOIJOB. KomaHpaa «Noy»
BO3BpaLLaeT 3Ha4YeHne No yMon4aHuto

<low-frames> | window <seconds>}

low | window}

ethernet-oam errored-frame-period {threshold low

no ethernet-oam errored-frame-period {threshold

KoHdurypupoBaHme HWXHero nopora
oWwmnboK M OKHa duKcaumum nepuopa
owmnbo4HbIX hpenmoB. KomaHaa «no»
BO3BpaLLAeT 3Ha4YeHne Nno yMonyaHuio

frames> | window <seconds>}

no ethernet-oam errored-frame {threshold
window}

ethernet-oam errored-frame {threshold low <low-

KoHurypnpoBaHme HWXHero nopora
owmnboK 1 oKHa domkcaumm oLNBOYHbIX
¢dpenmoB. KomaHaa «no» Bo3BpaLwlaeT

low |
3Ha4yeHue rno ymMonyaHuio
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KomaHpa

OnucaHue

<low-frame-seconds> | window <seconds>}

low | window}

ethernet-oam errored-frame-seconds {threshold low

no ethernet-oam errored-frame-seconds {threshold

KoHurypnpoBaHue HWXHero nopora
ownboK M OKHa uKcauum cekyHpg
owmnboyHbIX pperimoB. KomaHpa «no»
BO3BpaLLaeT 3Ha4YeHne No yMon4aHuto

3. KoHgurypupoBaHue oGHapyXeHust yaaneHHbIX HemcripaBHOCTEN.

KomaHpa

OnucaHue

Pexunm KoHurypmpoBaHua nopra

ethernet-oam remote-failure

no ethernet-oam remote-failure

BknioyaeTt pexvm yaaneHHon AnMarHOCTUKM
EFM  OAM (moo  HencnpaBHOCTLIO
MOHMMaeTCa KpuTuyeckoe cobbiTne wunu
HEUCNpPaBHOCTb COEAMHEHUS Ha GVXHEeM

high {<high-symbols> | none}

no ethernet-oam
threshold high

errored-symbol-period

KoHUe), KomaHpga «no»  OTKN4YaeT
dyHKLUMIO
ethernet-oam errored-symbol-period threshold KoHdurypupoBaHne BepxHero npegena

owmnbok npuema cumaonoB. KomaHaa «no»
BOCCTaHaBNMBAET 3HaYEHUNE M0 YMONYaHUIo

ethernet-oam errored-frame-period threshold

high {<high-frames> | none}

no ethernet-oam
threshold high

errored-frame-period

KoHdurypnpoBaHme BepxHero npegena
owmnbok npuema ownboYHbIX penmoB 3a
nepvoa. KomaHga «no» BocCTaHaBnuBaeT
3HayYeHune no yMosn4aHuio

ethernet-oam errored-frame
{<high- frames> | none}

threshold high

no ethernet-oam errored-frame threshold high

KoHdurypnpoBaHme BepxHero npeaena
ownbok npmuema dperimoB. KomaHga «no»
BOCCTaHaBMBaET 3HA4YEeHNE Mo YMONYaHUIo

ethernet-oam errored-frame-seconds threshold
high {<high-frame-seconds> | none}

no ethernet-oam errored-frame-seconds

threshold high

KoHdurypnpoBaHme BepxHero npegena
OWMBOYHBbIX CeKyHA npuema penmos.
KomaHpa «no» BocCTaHaBNMBaeT 3HayeHne
Nno yMOJS4aHuio

10.3. Mpumepbl EFM OAM
CueHapun 1.

KnneHTckoe n ceTeBoe YCTPOWUCTBA, COEAVHEHHbIE HaNPAMYI0, UMEIOT BKITIOYEHHYIO (DYHKLMIO
EFM OAM gna MOHMTOpPUHIra COCTOAHUA NMHUKN. NHopMaumsa 0 NMHUKM nepefaeTcs B cUCTEMY
ynpaBneHus CeTblo NpU BO3HMKHOBEHWNM aBapuiiHbIX COObITUIA. Tak Xe ncnonb3yeTcsa PyHKUns
TECTUPOBaHMSA neTenb Ansi NPOBEPKU NIMHUM NO HEOOXOANMOCTM.
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CeTb npoBangepa

CE ==
N\ 10N 1/0/1
CE WX

802.1ah OAMF’DU
B «MepBor Mune»

CeTb KNnneHTa CeTb KNnneHTa

PucyHok 10-3. Tunoeaa Tononorus npumeHeHnsa OAM

Mpouenypa koHdurypauum: (onyckaa kKoHdpurypaumto SNMP u norruposanus)
KoHdurypaumsa knmeHTckoro yctponctsea (CE):

CE(config)-ititerface ethernet 1/0/1

CE (config-if-ethernet1/0/1)#ethernet-oam mode passive

CE (config-if-ethernet1/0/1)#ethernet-oam

CE (config-if-ethernet1/0/1)#ethernet-oam remote-loopback supported
Ipyrve  napamMeTpbl  WUCMOMb3YKTCA MO  YMOJYaHUIO.
KoHdurypaums Ha PE:

PE(config)#interface ethernet 1/0/1

PE (config-if-ethernet1/0/1)#ethernet-oam
[pyrine napameTpbl UICNOMb3YTCA MO YMOTYaHMUIO.
Mpun HEOBXOAMMOCTM UCMONb30BaHWA YAANEHHON NETNN UCNOSb3YETCA CrieayoLLan KoMaHaa.

PE(config-if-ethernet1/0/1)#ethernet-oam remote-loopback

BbinonHeHue cneaytollein KoMaHabl Bbi3bIBaeT NpeKpalleHne pexvmMa yaaneHHowm neTny nocne
3aBepLleHns TeCTUPOBaHMS.

PE(config-if-ethernet1/0/1)# no ethernet-oam remote-loopback
BbinonHeHue cnepyowen kKoMaHabl OTKIOYaeT NOAAEPXKKY YAAneHHoN neTnu.

CE(config-if-ethernet1/0/1)#no ethernet-oam remote-loopback supported

10.4. YcTtpaHeHue HeucnpaBHocTten EFM OAM
Ecnu npu ucnonbzosaHmm EFM OAM BO3HMKaOT Npobnembl, NpoBepbTE, HE ABMASIIOTCS SN OHK
CnencrBueM crnenyroLwmx npudmnH:

e [lpoBepbTe, He HaxogAaTca N 06a OAM-moayns coeavHeHUs B NaCCMBHOM pexuMme.
Ecnu tak, To EFM OAM-coeanHeHune He ByaeT yctaHoBneHo mexay OAM-mogynamu.

e Yb6egutecb, u4to SNMP cKOH(urypupoBaH KOppekTHO. B npoTuBHOM cnyyae
aBapuiiHble coobLeHus He ByayT OTNPaBASATLCA B CUCTEMY YNPaBNEHUS CETbIO.
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o CoepuHeHne B pexmme OAM-netnn He paboTaeT. He06X0ANMO BbLIKNIOYUTL PEXUM
TeCTUpOBaHWS Nnocne NPoOBEPKN COCTOSHMSA SIMHUU.

e Yb6eautechb, YtTo 06a yCTPOWCTBA NOAAEPXKMNBAIOT PEXUM yAareHHOM NeTnu.

e Ha nopty He gonxHbl 6bITb CKOHurypmuposaHel STP, MRPP, ULPP, ynpaBneHue
NOTOKOM UM YHKUMA onpefeneHns ypaneHHoW NeTnvM npu BKIKYEHUN QYHKUUN
yoaneHHon netnn OAM, nockonbkKy 3T YHKUUMM HE MOryT MCMNoSib30BaTbCs
OOHOBPEMEHHO.
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11. BESOINACHOCTb NOPTOB
11.1. BBeaeHue

BezonacHocTb NopTa — 370 MexaHn3Mm, OCHoBbIBawLwWminca Ha MAC-agpece ana ynpasneHus
OOCTYyNnoM K cetu. JTO paclumpeHue cyliecTteyowmx ayteHtudumkauun 802.1x n MAC. OH
KOHTpONMMpyeT AOCTYyN HeaBTOPU3UPOBAHHbLIX YCTpoOMCTB ceTu, npoeepsa MAC-agpec
WCTOYHMKA MOJSIyYEeHHOro Kagpa M AOCTYN K HeaBTOpPM3MPOBaHHbLIM YCTPOWCTBAM, MpoBepss
MAC-agpec ycTponcTBa Ha3HayeHus B kagpe. C 6e30nacHOCTbI0 MOPTOB, NOMb30BaTeNlb MOXET
HacTpamBaTb pasfnnyHble pexumbl 6e3omacHOCTM nopTa ANs Toro, 4Ttobbl YCTPOWCTBO
obyyanocb Tonbko neranbHbiM MAC-agpecam nctovHuka. Nocne BkYeHns 6e3onacHoCcTn
NOpPTOB YCTPOWUCTBO OGHapyXmBaeT HeneranbHbii (opeiriM, YTO Bbi3blBAa€T COOTBETCTBYHOLLYHO
dyHKUMIO 6e30nNacHOCTN NopTa U BbINOMHAET NpeaonpeaeneHHble 4eNCTBUS aBTOMaTUYECKMN.
OTO CHMXaeT Harpy3Ky nofib30BaTeNbCKOro 0OCMyXuBaHMA W 3HAYNTENbHO MOBLILAET
6e30nacHOCTb CUCTEMBI.

11.2. HacTponka 6e3onacHOCTU NOPTOB

1. Ba3oBble HacTporKK 6e30MacHOCTH NOPTOB.

KomaHpa OnucaHue

Pexnm KoHurypmpoBaHua nopra

switchport  port-security HacTtpoiika 6e3omacHOCTM MOPTOB Ha

no switchport port-security MHTEpdeice

switchport ~ port-security = mac-address  <mac- | Hacpovika ctatnyeckoro 6e3onacHoro
address> [vlan <vlan-id>] MAC-agpeca Ha nHtepdence

no switchport port-security mac-address <mac-
address> [vlan <vlan-id>]

switchport port-security maximum <value> [vlan | HacTpoiika MakcMManbHOro 4ucna
<vlan-id>] ©e3onacHbIX MAC-agpecos,

no switchport port-security maximum <value> [vlan Pa3pewisHHLIX Ha MHTepeice

<vlan-id>]

switchport port-security violation {protect | restrict | Korga npeBbllleHO MakcumarnbHoe
shutdown} yncno HactpoeHHblx MAC-agpecos,
MAC-agpec goctyna K nitepdency He
npuHagnexuT 3ToMy WHTepdency B
Tabnuue MAC-appecoB nnm
MAC-agpec HacTpoeH Ha HECKONbKO
nutepcencos B ogHom VLAN, oHn oba
6ynyt  HapywaTtb  6e3onacHocTb
MAC-agpecos

no switchport port-security violation

10

@ §) QTECH

MWP OOCTYNHEE




PykoBoacTtBo nonb3osatend cepua QSW-4530

BE3OMACHOCTb MOPTOB

KomaHpa OnucaHue

Pexnm agMuHUcTpaTopa

clear port-security {all | configured | dynamic | sticky} | CTupaetr BBeaeHHble 6Ge3onacHble
[[address <mac-addr> | interface <interface-id>]  MAC-agpeca Ha uHTepdence
[vlan <vlan-id>]]

Show  port-security  [interface  <interface-id>] | MNoka3biBaeT KOHUIypaLMIO
[address | vlan]

11.3. MpumeTbl HacTponkn PORT SECURITY

WNHTEepHeT

MK 1 MK 2

PucyHok 11-1. TunmyHas cxema Tononorum ans 6esonacHocTy nopTa.

Ha nHTepdeiice BknoyeHa yHKUMA 6e30nacHOCTU NopTa, HACTPOEHO MaKCUMarbHOE YUCIO
paspelleHHbix uctouyHukoB MAC-agpecoB Ha uHTepdence pasHoe 10, n wmHTepdenc
pa3pewaeT pgoctyn 10 nonb3oBaTensmM B WHTepHeT. Ecnu npesBbilleHO MakcumarnbHoe
KONMNYeCTBO, TO HOBbIM NONb30BaTeNlb He MOMYYUT JOCTYN B MHTEPHET, TaK YTO 3TO HE TOMbKO
OTrpaHN4YMT YWUCNO MONb30OBaTenen, Ho U caenaeT OOCTyn B MHTepHeT Ge3onacHbiM. Ecnu
cAaenaTb HaCTPOWMKY MakcuManbHOro yncna 6esonacHbix MAC-agpecoB paBHOW 1, TO TOMbKO
PC1 vnu PC2 nonyyat goctyn B ceTb.

Mpouecc HacTponku:
#Configure the switch.
Switch(config)#interface Ethernet 1/0/1
Switch(config-if-ethernet1/0/1)#switchport port-security
Switch(config-if- ethernet1/0/1)#switchport port-security maximum 10
Switch(config-if- ethernet1/0/1)#exit
Switch(config)#
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11.4. YcTpaHeHue HeucnpaBHocTen PORT SECURITY

Ecnu Bo3HMKaloT npobnembl ¢ HacTpolikol 6e30MnacHOCTU, NPoBepbTe He ABMAKTCHA NN OHU
CrneacTBUEM CreayLmnX NPUYrH:

o [lpoBepbTe BkNtodeH nu PORT SECURITY.
e Y6eputecb B HaCTpPOWKe MakcumasnbHoro konmdyectsa MAC-agpecos.
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12. HACTPOUKA DDM
12.1. BBeaeHue

12.1.1. KpaTtkoe BBegeHue B DDM

DDM (Digital Diagnostic Monitor) peanusyeT dyHKUM0 NOAPO6HON LM POBON ANArHOCTUKN MO
ctaHgapty SFF-8472 MSA. DDM KoHTponupyeT napameTpbl CUrHana u oumdpoBbIBaET ero Ha
neyaTHon nnate BHYTpPeHHero mopayns. [locne 3Toro npepoctaBnAeT pasrpaHUYEHHbIN
pe3ynbTaT U NapamMeTpbl, KOTOPble COXPAHAKTCA B CTAHOAPTHbIX paMkKax namsatv Takum
obpa3om, 4ToObI LienecoobpasHo 6bino YMTaTh NocnenoBaTenbHbI MHTepdenc ¢ ABOMHOro
Kabens.

O6bI4HO MHTEennekTyanbHble UMPOBbIE MOAYNM MOAAEPXMBAOT  (byHKUMIO uucpoBon
AuarHoctvkn. EpuHuubl ceTeBoro yrnpasneHMs WUMEKT BO3MOXHOCTb KOHTPONUpoBaTb
napameTtpbl (Temnepartypa, HanpsxeHue, TOK CMeLWeHus, TX-MOWHOCTb U RX-MOLLHOCTb)
ONTUYECKNX MOAYIEN AN NOyYEeHNUs UX NOPOroBbIX 3HAYEHNN B peXNME peanbHOro BpeMeHu
Ha TekywemM OnNTUYEeCKOM Moayse. OTO MnomoraeT eauHULaM CeTeBOro ynpaBneHus
o6HapyXnBaTb HEMCMPABHOCTM B ONTUYECKOMW JIMHUKN, COKPATUTb SKCNyaTaLUOHHYI0 Harpy3ky
M NOBLICUTb HAAEXHOCTb CUCTEMBI.

MpumeHeHne DDM nokasaHo ganee:

1. I'IporHos npoaoIIXUTENBbHOCTU XNU3HN MOoAYyNA.

KoHTponupoBaHue TOKOB YTEYKM MO3BONSIeT caenaTtb MPOrHO3 BPEMEHU XM3HWU nasepa.
ALMVHUCTPATOP MOXET HalTW HEecKOoSIbKO MOoTeHUManbHbIX NPo6GnemM Mo MOHUTOPUHIY
HanpsixeHusa 1 TeMnepaTypbl MOAYNS.

1.1. Beicokoe HanpsixeHue Vcc npuBenet K nonomke CMOS, HU3Koe — K HeENpaBUIibHOM
paborTe.

1.2. Bbicokass RX-MOLWHOCTb NpuBEAET K MOBPEXAEHUIO NPUHUMAlOLLEro Moayns, u3-3a
HU3KON RX-MOLLIHOCTM MOAYJ1b HE CMOXET HopMasibHO paboTaTb.

1.3. Bbicokas TemnepaTypa Nnp1BeAeT K 6bICTpOMY CTapeHuto annapaTHbIX CPeaCTB.

1.4. KOHTpOSib MOLLUHOCTH, MOSly4aemol Mo BOJSIOKHY, NMOMOraeT NnpoBeEpUTb BO3MOXHOCTU
NMHUM U YOQNEHHOro KoMMyTaTopa.

2. OnpepeneHune MecTa NoBpeXAEeHNs.

B ONTOBOSMIOKOHHON NUHWM OMNpeAernieHne HEUCNpPaBHOCTU MMEET BaXHOe 3HayeHue ans
ObICTpOI Nepe3arpy3ku cepBuca, U30NMpPoBaHNE HEUCNPABHOCTU NMOMOraeT afMUHUCTpaTopy
ObICTPO HaWTX MECTOMOJIOXEHNE HEWUCNPaBHOCTU B Mopyfe (NMoKanbHblA UNK yaaneHHbIii
MoAyNM) WAM Ha JNMHWM, YTO TaKXe COKpallaeT BPeMsi BOCCTAHOBIIEHUS CUCTEMbI Mocne
HeWCMNpPaBHOCTM.

AHanu3npysa craTyCbl OMOBELLEHUS W CUrHanu3auuu B pexume pearibHOro BpeMeHu Mo
napameTpam (Temnepartypa, HanpsxeHue, TOK cMmelleHus, TX-MOLWHOCTb U RX-MOLLHOCTD)
MOXHO BbICTPO 06HAPYXUTb HEMCNPABHOCTb C MOMOLLBIO (PYHKLMM UMEPOBON ANArHOCTUKN.

Kpome Toro, coctosHne TX Fault 1 RX LOS wmeeT BaxHoe 3HayeHue pnis aHanmsa
HencrnpaBHOCTW.

3. [MpoBepka COBMECTUMOCTMN.

MNpoBepka COBMECTUMOCTM MCNONb3YeTCa ANA aHanu3a, ABNAETCA N OKpyxawlwasa cpepa
MOAYNA COrnacoBaHHOW BPYYHYKD WM COBMECTMMa C COOTBETCTBYHLUMM CTaHOAPTOM,
NMOCKOJSIbKY BO3MOXHOCTM MOAyna MoOryT ObiTb peanu3oBaHbl TONIbKO C COBMECTUMOMN
OKpyXatoLLen cpenomn.
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NHorpa napameTpbl OKpyXatoLen cpeabl NpeBbIlaloT YCTaHOBMIEHHbIE BPYYHYIO MU CTaHAapT
COOTBETCTBUS, YTO NPUBEAET K YMEHbLUEHUIO BO3MOXHOCTEN MOAYNA 1 olwmMbKe nepepayn.

Opr>Ka+ou_|.a;| cpena He coBMecTuMa:

3.1. Hanpﬂerme npesbllLaeT yCTaHOBHeHHbIVI Anana3oH.

3.2. RX power npuBoAMT K Mepe3arpy3ke WM K MeHblUed YyBCTBUTENbHOCTU
npuemonepenaTtymka.

3.3. Temnepatypa npeBbllaeT anana3oH paboyen TemnepaTypbl.

12.1.2. ®yHKuuu DDM

OnuncaHne DDM noka3zaHo B cneayoLwem npumepe:

1. [MpocmoTp nHdopMaLum MOHUTOPUHIA Ha NpueMonepeaaTymKe.

ALMVHUCTPATOP MOXET Yy3HaTb TeKylllee COCTOsIHME TpaHCMBepa M HaWTU MOTeHuManbHble
npo6remMbl C MOMOLLbIO MPOBEPKM Creaylowmx napameTpoB (Bxogsdwasi TX-MOLLHOCTb,
RX-MOLWWHOCTb, TemnepaTtypa, HanpsXeHue, TOKM YTeYyku) M 3anpocuTb WUHOpMaumto
MOHWTOPUHra (TaKyl Kak OMOBELLEHUS, CUTHANM3aumsi, COCTOsiHWe B peasibHOM Maclutabe
BpemeHu 1 T.4.). Kpome Toro, nposepka nHopMaLmMm o HEMCNPaBHOCTSX ONTUYECKUX MOAY e
rnomMoraeT aAMUHUCTpaTopy ObICTPO OBHAPYXWUTb HEUCNPABHYIO NMHUIO U COKPaTUTb BpPEMS
BOCCTaHOBJEHUSI.

2. OnpeneneHme 3Ha4YeHunA nopora nonb3oBaTteneMm.

IOns napameTpoB B peanbHoM MacwTabe BpemeHn (TX-mowHoctn, RX-mowHoCTH,
TemnepaTypbl, HANPsXEHUS, TOKOB YTEUKM) €CTb (PUKCUPOBAHHLIE 3HAYEHMS NOPOroB. [loTomy,
YTO MOMb30BaTENbCKOE OKPYXEHUE Pas3fnyHO, NOofb30BaTeNnb MOXET Onpeaenntb 3HayeHue
nopora (BXo4sLasa CurHann3aumsa ¢ BbICOKUM U HA3KUM MPUOPUTETOM, OMOBELLEHNE C BbICOKUM
N HU3KMM NPUOPUTETOM), TMOKO KOHTponuMpoBaTb paboyee COCTOsSIHME TpaHcMBEpa W
HemMeneHHO OB6HapyXuTb HEMCNPABHOCTb.

HacTtpoiika 3Ha4yeHus Noporoe Npou3BOAUTCA NOSb30BaTENIeEM U NPOU3BOAUTENIEM U MOXET
6bITb MOKa3aHa B TO e Bpems. Korga nopor onpeaensieTcs nonb3oBaTtenemM HepaumoHanbHo,
OH OyaeT 3anpolUeH y nosib3oBaTens U CUrHan TPEBOrM WM OMOBELLUEeHUss aBTOMaTU4YecKu
YCT@HOBUT MNOPOr MO YMONYaHuto (Monb3oBaTenb MOXET BOCCTaHOBWUTb BCE MOPOroBble
3HAYeHUs Mo YMOSYaHUIO).

PaunoHanbHoe noporosoe 3Ha4eHue: BbICOKOE/HM3KOE 3HayeHWe CcurHana OonoBeLeHUs
OOJTXHO 6bITb MeXay BbICOKUM N HU3KUM CUTHAJTIOM CUrHanmn3auunm n BbiICOKoe 3Ha4eHne nopora
[OOJXHO ObITb BbIlLE, YEM HUM3KOE U, @ UMEHHO, BbICOKOE 3Ha4YeHne CMrHanu3aumm = BbiCOKOe
3Ha4yeHune onoBeLeHna =2 HU3Koe 3HavyeHne ONoBeELLEHUA =2 HU3KOoe 3HavYeHne CUrHanmn3auun.

[ns onT4eckoro Moayns pexum npoBepKN Nony4aemMoro NMTaHna BKIOYAET BHYTPEHHHOW U
BHELLHIOI MPOBEPKY, KOTOpble onpeaenunu npou3soautenu. Kpome Toro, pexum npoBepku
napameTpoB B pearnibHOM MacLuTabe BpeMeHU 1 MOPOroBbIX 3HAYEHUM N0 YMOYaHWIO.

3. KoHTponb TpaHcuBsepa.

Kpome npoBepkn coctosiHua paboTbl TpaHcMBepa B peanbHOM MacluTabe BpemeHw,
Nnonb30BaTEN HYXHO CrneauTb 3a NoApoOHON MHGOPMaUMENn O COCTOSHUWM, TaKOW Kak
nocnegHee BpeMs HEUCMNPaABHOCTU 1 ee Tun. KOHTponb TpaHcMBepa NomMoraeT nofb30BaTento
HaWTU NocnefHee COCTOAHNE HEUCMPABHOCTU Yepes3 NPOBEPKY JIOrOB U 3anNpoCuTb nocnegHee
COCTOSIHME Henonagku 4epes3 BbINOMIHEHWE KOMaHA. Korga nonb3oBaTenb  HaxoauTt
NHOPMaLMIO O HEMONMagke ONTUYECKOro MOAyns, TO MHdopMmauma o6 onTUYECKOM MoAyne
MOXEeT ObITb nepenpoBepeHa nocfie 06paboTku MHOPMaUUM O HEUCNPABHOCTU, 3A€ECb
nosib3oBaTeslb MOXeT 3HaTb MHHOPMALIMIO O HEUCMPABHOCTU N BO30OOHOBUTbL MOHUTOPUHT.
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12.2. Cnncok KomaHa KoHcpurypaumm DDM

Hactpoika DDM:

1. TMpocmoTp MHbopMaLMm KOHTPONS B pearibHOM MacluTabe BpeMeHM.

2. Hactponka 3Ha4yeHui nopora curHanumsauum unm
TpaHcuBepa.

3. Hactpoiika cocTosiHMa MOHMTOPUHIa TpaHcueepa.

OMOBELLIEHUsI Kaxaoro napameTtpa Ans

3.1. HacTpoWka nHtepsana MOHUTOpUHra TpaHcuBepa.

3.2. HacTpoWka coCToAHNS BKIHOYEHNSS MOHUTOPUHIa TpaHcmuBepa.
3.3. pocMoTp MHGOPMaLIMKM MOHUTOPUHIA TpaHCcUBepa.

3.4. OuncTka MHopMaLMn MOHUTOPUHIa TpaHCcMBepa.

1. TMpocMoTp MHOpMaLUKN KOHTPONS B peanbHOM MacluTabe BpeMeHu.

KomaHpa

OnucaHue

Pexxnm KoHchUrypmpoBaHUA nopTa, peXXMmMm agMUHUCTPaTOpa UNKU pPexXnMm rnodanbHOro
KOHdUrypmpoBaHus

Show transceiver [interface ethernet < IFNAME >] [detail] MpocmoTp MOHUTOpPWHra

COCTOSAIHMS TpaHcuBepa

2. Hactponka 3Ha4veHui nopora curHanusauum unm
TpaHcuBepa.

OMOBELLEeHNs Kaxaoro napameTtpa Ans

KomaHpa

OnucaHue

Pexum KoHcpurypmpoBaHus nopra

transceiver threshold {default | {temperature |
voltage | bias | rx-power | tx-power} {high-alarm | low-
alarm | high-warn | low-warn} {<value> | default}}

YcraHoBKa onpeneneHHoro nopora
nonb3oBaTtenem

3. HacTtpoika cocTosiHUs MOHUTOPUHra TpaHcMBepa.

3.1. HacTponka nHrepsana MOHMTOPMHIa TpaHcusepa.

KomaHpa

OnucaHue

Pexunm rnobanbHoro koHcdurypupoBaHus

transceiver-monitoring interval <minutes>
no transceiver-monitoring interval

YcTtaHoBKa wHTEpBana MOHWUTOPUHra
TpaHcuBepa. KomaHpa «no»
ycTaHasnmseaet nHTEepBan no
YMOJYaHUIO, paBHbIn 15 MUHYT
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3.2. HacTpoWka coCToAAHWSI BKITHOUEHUS] MOHUTOPUHIa TpaHCcmBepa.

KomaHpa OnucaHue

Pexunm KoHhurypmpoBaHusa nopra

transceiver-monitoring {enable | YcTtaHaBnuMBaeT, BKMAOYEH NI MOHUTOPUHI TpaHCUBEpA.
disable} Mocne BKMOYEHMS Ha MOPTE MOHUTOPUHra TpaHCUBEPA,
cUcTemMa 3anucbiBaeT COCTOHME HeucnpasBHoCTW. [locne
OTKIOYEHNA  YHKUMM Ha nopTte, WHdopMauua o
HeuncnpaBHOCTU ByaeT cTepTa

3.3. MNMpocMoTp MHOPMaLUN MOHUTOPUHIa TpaHCMBEpa.

KomaHpa OnucaHue

Pexxum agmuHucTpaTopa, pexum rnobanbHOro KOHMUIypuMpPOBaHUA, PEXUM
KOHdUrypupoBaHusi nopta

show  transceiver threshold-violation | lNoka3biBaeT  uHdopmaunio  MoHUTOpUHra
[interface ethernet < IFNAME >] TpaHcuBepa, Bkntovatouyto NoCreaHo
nHpopmaumto HapyLueHus NMOpPOroBOro
3HaAYEeHUsA, MOHUTOPWHI MNPOTEKAKLEro TOKa
yepe3 TpaHCMBEpP, BKIIKOYEH SN MOHUTOPWUHI
TpaHcuBepa Ha nopTte

3.4. OuncTka MHopMaLUN MOHUTOPUHIa TPaHCUBEpPa.

KomaHpa OnucaHue

Pexnm agMuHucTpatopa

clear transceiver threshold-violation [interface | CTupaeT 3HauyeHne nopora HapylUeHus
ethernet <interface-list>] MOHUTOPWHIa TpaHcusBepa

12.3. Mpumepbl npumeHeHusa DDM
Mpumep 1:

B nHTepdeincol Ethernet 1/0/21 n Ethernet 1/0/23 BknioveHbl ontuyeckne moaynu ¢ DDM, B
nHtepcenc Ethernet 1/0/24 BkntoueH ontuyeckuin mogynb 6e3 DDM, B Ethernet 1/0/22 He
BKJTIOYEH KaKOW-nMbo ontnyeckun moaynb. MNpocmMoTp nHdopmauumn o DDM ans onucaHHoro
cLeHapus NpeaCcTaBneH HUXe.

e [lpocmoOTp MHOpMaLUKM O BCex MHTepdencax, KoTopble MOryT YyuTaTb NapameTpbl B
pexume peanbHOro BpemeHu (Npu OTCyTCTBMU ONTUYECKOrO MOAYMA UMW ONTUYECKUIA
MoZayJb He nogaepxuBaeTcs, nHopmauusa He OyaeT nokasaHa), Ansa npuMepa:

Switch #show transceiver
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Interface | Temp Voltage (V) | Bias RX Power TX Power
(°C) (mA) (dBM) (dBM)

1/0/21 28 3,28 23,34 -3,75 -0,79

1/0/23 46 3,28 26,00 -2,10 -2,21

e [lpocmoTp nHdopmaumm 06 ykazaHHom mHTepdence (N/A o3HayaeT, YTO ONTUYECKUI
MOAYIb HE BCTaBMEH UMK HE NOAAEPXMNBAETCS), ANA NpUMepa:

Switch #show transceiver interface ethernet 1/0/21-22; 23

Interface | Temp Voltage (V) | Bias RX Power TX Power
(°C) (mA) (dBM) (dBM)
1/0/21 28 3,28 23,34 -3,75 -0,79
1/0/22 N/A N/A N/A N/A N/A
1/0/23 46 3,28 26,00 -2,10 -2,21
e [lpocmoTp noapobHOM MHGOPMALMK, BKIHOYAOWEN OCHOBHYIO WH(OpMaumio,

3HayeHVe napamMeTpoB MOHWUTOPUHra B peanbHOM MacluTabe BpemMeHu, curHan
OMOBELLEHNS, CUTHANN3aLMIO, COCTOSIHUE HEUCTNPaABHOCTU U MHOPMAaLIMIO MOPOroBoro
3Ha4yeHus, Ana npumepa:

Switch#show transceiver interface ethernet 1/0/21-22;24 detail
Ethernet 1/0/21 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is T000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.

Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.
Brief alarm information:

RX loss of signal

Voltage high

RX power low

threshold  information:

Detail diagnostic and

Diagnostic Threshold
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Realtime High Low Alarm High Warn Low Warn
Value Alarm

Temperature 33,00 70,00 0,00 70,00 0,00

(°C)

Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00

Bias current | 6,11 (W+) 10,30 0,00 5,00 0,00

(mA)

RX Power (dBM) | -30,54 (A-) | 9,00 -25,00 9,00 -25,00

TX Power (dBM) | —-6,01 9,00 -25,00 9,00 -25,00

Ethernet 1/0/22 transceiver detail information: N/A

Ethernet 1/0/24 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is TO00BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information: N/A

Detail diagnostic and threshold information: N/A
Mpumep 2:

B nopt Ethernet 1/0/21 BknioyeH B onTtudeckun mopgynb ¢ DDM. HacTtponka noporosoro
3Ha4YeHns Ha oNTUYECKOM MOoAYyre rnocrne npocMmoTpa nHgopmauum o DDM.

War 1. NpocmoTp noapo6bHon nHdpopmaumumn o DDM.
Switch#show transceiver interface ethernet 1/0/21 detail
Ethernet 1/0/21 transceiver detail information:
Base information:
Brief alarm information:
RX loss of signal
Voltage high
RX power low

Detail diagnostic and threshold information:
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Diagnostic Threshold
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HACTPOWKA DDM

Realtime High Low Alarm High Low

Value Alarm Warn Warn
Temperature (°C) 33,00 70,00 0,00 70,00 0,00
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current (mA) 6,11 (W+) 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) | 9,00 -25,00 9,00 -25,00
TX Power (dBM) -13,00 19,00 -25,00 9,00 -25,00

War 2. HacTporika noporoBoro 3HadyeHmsa TX-power Ha ONTUYECKOM UHTepdence, HUXHee

3Ha4yeHne noporoBoro OMNoOBELLEHNA
curHanunsaumm — 10,00.

Switch#config
Switch(config)#interface ethernet 1/0/21

12,

HN>XHee 3Ha4deHune I'IOpOFOBOVI

Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power low- warning -12

Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power low- alarm -10.00

War 3. MNMpocmoTp nogpobHon nHgopmaumm o DDM Ha ontnyeckom moayne. CurHanusauus

ncnosb3yet noporoeoe 3HadeHue,

HacTpanBaemMoe nonb3oBaTenem,

noporosoe

3Ha4YeHne, HacTpoeHHoe Npon3soanTenem o6o3Ha4yeHo ckobkamu. CurHanmsaums ¢ ‘A-’

kak —13,01 meHbLue, 4yem —12,00.

Switch#show transceiver

Ethernet 1/0/21 transceiver detail information:

Base information:

Brief alarm information:
RX loss of signal
Voltage high

RX power low

TX power low

Detail diagnostic and threshold information:

interface ethernet 1/0/21 detail

Diagnostic Threshold
Realtime High Alarm | Low High Low Warn
Value Alarm Warn

Temperature (°C) 33,00 70,00 0,00 70,00 0,00
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Diagnostic Threshold
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current (mA) 6,11 (W+) 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) | 9,00 -25,00 | 9,00 -25,00
TX Power (BM) -13,01 (A-) | 9,00 -12,00 | 9,00 -10,00
(-25,00) (-25,00)
Mpumep 3:

B nopt Ethernet 1/0/21 BknoyeH ontuyeckuin mopynb ¢ DDM. BkrnoyeHwe MOHUTOpUHra
TpaHcuBepa Ha nopTe, nocne NpocMoTpa MOHUTOPUHIa Ha ONTUYECKOM Moayne.

War 1. NpocmMOTp MOHUTOpPMHIra TpaHcuMBepa Ha onnyeckom mopayne. Ha Ethernet 21 and
Ethernet 22 He BKNOYEH MOHUTOPWHI TPpaHCUBEpPA, YCTaHOBIEHHLIN nHTepBan 30 MUHYT.

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22
Ethernet 1/0/21 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

Ethernet 1/0/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn't exist.
LWar 2. BknoyeHne MOHUTOPUHIra TpaHcusepa Ha Ethernet 21.
Switch(config)#interface ethernet 1/0/21

Switch(config-if-ethernet1/0/21)#transceiver-monitoring enable

War 3. lNpocMoTp MOHWTOpMHra TpaHCMBEpa Ha ONTUYecKoM wmogyne. B cnepyrowmx
HacTpowKax, Ha Ethernet 21 BknoYeH MOHUTOPUHT TpaHCMBEpPa, NOCNeAHee HapyLleHne
noporooro 3HadeHnus Jan 02 11:00:50 2011, nogpobHaa wuHdpopmaumm o DDM,
npeBsblLLaloLWwan NoporoBoe 3Ha4YeHNe Takxe nokasaHa:

Switch(config-if-ethernet1/0/21)#quit

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22
Ethernet 1/0/21 transceiver threshold-violation information:

Transceiver monitor is enabled. Monitor interval is set to 30 minutes.

The current time is Jan 02 12:30:50 2011.

The last threshold-violation time is Jan 02 11:00:50 2011.

Brief alarm information:

RX loss of signal
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RX power low

Detail diagnostic and threshold information:

113
@ §J QTECH
MWP [OCTYMHEE



PykoBoacTtBo nonb3osatend cepua QSW-4530

HACTPOWKA DDM

| www.gtech.ru
Diagnostic Threshold
Realtime High Low Alarm High Low Warn
Value Alarm Warn
Temperature (°C) 33,00 70,00 0,00 70,00 0,00
Voltage (V) 7,31 10,00 0,00 5,00 0,00
Bias current (mA) 3,11 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) | 9,00 -25,00 (-34,00) | 9,00 -25,00
TX Power (dBM) -1,01 9,00 -12,05 9,00 -10,00
Ethernet 1/0/22 transceiver  threshold-violation information:

Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

12.3.1. YcTpaHHue HeucnpaBHocTten DDM

Ecnu Bo3HMKaoT npobnembl npu HacTtponke DDM, noxanyicra, npoBepbTe ABNSAETCA Nv 3Ta
npobnema cnencTBMeEM CreayoLwmx NPUYnH:

Y6eaoutecb, 4TO TpaHCMBEP Ha ONTUYECKOM Mopayne Obin BKKOYEH Ha NopTe, nHadve
KoHurypaums DDM He ByaeTt noka3aHa.

Y6eautecb, 4to KoHurypauns SNMP paboTtaeT, nHaye onoBeLeHNne 0 CobbITUN He
CMOXET OMNOBECTUTb CUCTEMY CETEBOI0 YrNpaBrieHus.

He Bce kommyTtaTtopbl nopgaepxwusatoT SFP ¢ DDM unu XFP ¢ DDM, y6egutecb B
MCNoNb30BaHNN KOMMYTaTopa C NOAAEPXKON COOTBETCTBYIOWEN YHKLNN.

Mcnonb3oBaHne komaHg show transceiver unu show transceiver detail MmoxeTt 3aHATb
MHOIO BpPEMEHW, TaK KakK KoMMmyTaTop OyaeTr npoBepsiTb BCE MNOPTbl, MO3TOMY
pekoMeHayeTCcs 3anpalumBaTbh MHOpMaLUo O TpAaHCUBEpPE Ha onpeaeneHHbI NoprT.

Y6eautecb, YTO YyCTAHOBIEHHbIV NOMb30BaTeNeM Nopor sBfeTca Aencteyowmm. MNpu
nobon owmbke NOPOroBoro 3HavyeHus TpaHcuBep OyaeT nosbinaTb CUrHaNM3auuo B
COOTBETCTBMU CO 3HAYEHUEM, YCTAHOBSIEHHBIM MO YMOJSTYaHMIO.
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13. LLDP-MED

13.1. BBepexHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha 802.1AB
LLDP (Link Layer Discovery Protocol) of IEEE. LLDP npegocTtaBnseT ctaHaapTHbIA pexum Link
Layer Discovery, nocbinarowero UHpopMaumio O JfoKamnbHbIX YCTPOMCTBAX (BKITHOYAOLLYHO
OCHOBHbIE BO3MOXHOCTW, ynpasrneHue IP-agpecamu, ID yctponcTtea u ID nopTa) Takom kak TLV
(type/length/value) Tpoiikn B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpaBnatoLimx
CBA3blID C cocedHumn ycTpoucTBamu. [lonyyeHHaa uHdpopmauua ob ycTpowcTBe OGyaer
XPaHUTbCA CO CTaHaapToHoW 6a3on ynpasneHus nHdopmaumen (MIB). 3To no3sonseTt cucreme
CETEBOro ynpaBneHusi 6uICTpo 06HapyXMBaTb U AEHTUDULMPOBATL CTaTyC CBA3W Ha JIMHUN.

B cranpapte 802.1AB LLDP HeT nepepayvm n ynpaBneHus WHGOpPMaUMENn O FOfI0COBOM
ycTponcTtee. [na NpPUMEHEHUS U ynpaBfieHMs rOfI0OCOBOrO YCTPOWCTBA LIENecoobpasHo ¢
nomouwibto LLDP-MED TLVs npefocTtaBnsTe MHOXECTBEHHYIO MH(OpMaLMIo, Takyto Kak PoE
(Power over Ethernet), ceteBylo NonutuKy M fnokanbHyo nHdopmMaumto o6 obcnyxmBaHum
HOBOro TenegoHa.

13.2. KoHdurypauma LLDP-MED

1. bBasoBas koHurypaums

KomaHpa OnucaHue

Pexxunm KkoHUrypmpoBaHus nopra

lIdp transmit med tlv all HacTponka ykasaHHOro noprta OTnpaenATb BCe

no ”dp transmit med tlv all LLDP-MED TLVs. KOMaHﬂ.a «NOo» OTMeHdeT
dYHKLMIO

lIdp transmit med tlv capability HacTpoka yka3aHHOro noprta OTnpaBnATb

LLDP-MED Capability TLV. KomaHga «no»

no lidp transmit med tlv capability oTMeHsIeT hyHKLMIO

lIdp transmit med tlv networkPolicy HacTponka yka3aHHOro nopTta OTNpaBnATb
LLDP-MED Network Policy TLV. KomaHaga «no»

no lldp transmit med tlv networkPolicy
OTMEHSET AaHHYI0 YHKLMIO

lldp transmit med tlv extendPoe HacTponka yka3aHHOro nmnopTta OTnpaBnATb
LLDP-MED Extended Power-Via-MDI TLV.

no lldp transmit med tlv extendPoe
KomaHga «no» oTMeHseT (OyHKUMIO

lldp transmit med tlv inventory HacTponka ykasaHHOro nmnoprta oTnpaBnATb
LLDP-MED Inventory Management TLVs.

no lldp transmit med tlv inventory O e TS SLG
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KomaHpa OnucaHue
network policy {voice | voice-signaling | | HacTtpoika  ceTeBoMu NONUTUKN nopra,
guest- voice | guest-voice-signaling | | Bkntovatowana VLAN ID, nopaepxvBaemble

softphone-voice | video-conferencing |
streaming-video | video- signaling} [status
{enable | disable}] [tag {tagged | untagged}]
[vid {<vlan-id> | dotlp}] [cos <cos- value>]
[dscp <dscp-value> ]

no network policy {voice | voice-signaling |
guest- voice | guest-voice-signaling |
softphone-voice | video-conferencing |
streaming- video | video- signaling}

NpUoXeHnss (Takme Kak rofoc W BUAEO),
npuoputeT NPUNOXEHNIA " nonuTuka
NCMNoNb30BaHuUA, U Tak ganee

civic location {dhcp server |
endpointDev} <country-code>

switch |

no civic location

HacTponka Tuna ycTponcTBa M Koga CTpaHbl B
cootBeTcTBUN C hopmaTom Civic Address LCl n
BKntoyeHne pexuma Civic Address LCI.
KomaHga «no» OTMEHSeT BCe HacTpOWKM B
cootBeTcTBUM € bopmaTtom Civic Address LCI

ecs location < user config ecs formate
address >

no ecs location

Hactponka pacrnonoxenusa ¢ cdopmatom ECS
ELIN Ha nopte. KomaHaa «no» OTMeEHSET
KOHUrypaumio

lIdp med trap {enable | disable}

BkrntoyeHue/oTknoyeHne nosywku LLDP-MED
Ha yKa3zaHHOM nopTe

Pexum Civic Address LCl address

{description-language | province-state | city
| county | street | locationNum | location |
floor | room | postal | otherinfo} <address>

no {description-language | province-state |
city | county | street | locationNum | location
| floor | room | postal | otherinfo}

Hactpoika nogpobHbIx appecoB nocrne BBOAA
pexuma Civic Address LCI address Ha nopTte

Pexunm rmo6anbHOro KoHgpurypmpoBaHus

lldp med fast count <value>
no lldp med fast count

Korga BkNOYeH MexaHu3Mm ObICTporo 3anycka
LLDP-MED, TO pomxHa npou3BOAUTLCS
6bicTpas oTnpaBka naketoB LLDP ¢ LLDP-MED
TLV, aTa KOMaHAa NCcnonb3yeTca ANna yCTaHOBKN
3HayeHus ObICTPON OTNPAaBKKU NakeToB, KOMaHAa
«No» BOCCTaHaBNUBaET 3Ha4yeHue no
YMOYaHuto
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KomaHpa OnucaHue

Pexnm agMmuHucTparopa

show lldp MokasbiBaeT HacTponku rnobanbHoro LLDP n
LLDP-MED

show lldp [interface ethernet <IFNAME>] MokasbiBaeT HacTponku LLDP n LLDP-MED Ha
TekyLiem noprte

show lldp neighbors [interface ethernet | MNMoka3biBaeT HacTpoviku LLDP n LLDP-MED Ha
<IFNAME>] COCEeQHNX YCTPOMNCTBax

13.3. Mpumep HacTpouku LLDP-MED

KommyTtartop A
1/0/1 =
—> ooo
— [ gas
1/0/2 YCTpONUCTBO
MED
MK 1/0/1
= — =
—
E O i
KommyTtartop B

PucyHok 13-1. Tononorusa 6a3oBon koHgurypauun LLDP-MED

1. Hactpoiika Switch A
SwitchA(config)#interface ethernet1/0/1

SwitchA (Config-If-Ethernet1/0/1)# lldp enable

SwitchA (Config-If-Ethernet1/0/1)# lldp mode both (this configuration can be
omitted, the default mode is RxTx)

SwitchA  (Config-If-Ethernet1/0/1)# Ildp transmit med tlv capability
SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid 10 cos 5
dscp 15

SwitchA (Config-If-Ethernet1/0/1)# exit
SwitchA  (config)#interface ethernet1/0/2
SwitchA (Config-If-Ethernet1/0/2)# lldp enable
SwitchA (Config-If-Ethernet1/0/2)# lldp mode both
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2.

HacTpoika Switch B

SwitchB (config)#interface ethernet1/0/1
SwitchB(Config-If-Ethernet1/0/1)# Ildp  enable

SwitchB  (Config-If-Ethernet1/0/1)# Illdp mode

both

SwitchB  (Config-If-Ethernet1/0/1)# Illdp transmit med tlv capability
SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid cos 4

3. Verify the configuration
MpocmoTp rnobanbHOro cratyca u cratyca uHtepdenca Ha SwitchA

SwitchA# show lldp neighbors interface ethernet 1/0/1
Port name : Ethernet1/0/1

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4 Chassisld

:00-03-0f-00-00-02

PortldSubtype :Local

Portld 1

PortDesc ****

SysName :****

SysDesc :*****

SysCapSupported 4
SysCapEnabled 4

LLDP MED Information :

MED Codes:

(CAP)Capabilities, (NP) Network Policy

(Ll) Location Identification, (PSE)Power Source Entity
(PD) Power Device, (IN) Inventory

MED Capabilities:CAP,NP,PD,IN

MED Device Type: Endpoint Class

QTECH
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[l Media Policy Type :Voice

Media Policy :Tagged
Media Policy Vlan id
10
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[oacuerue:

Media Policy Priority :3
Media Policy Dscp :5 Power Type : PD
Power Source :Primary power source

Power Priority :low

Power Value :15.4 (Watts) Hardware Revision:

Firmware Revision:4.0.1
Software Revision:6.2.30.0

Serial Number:

Manufacturer Name:****

Model Name:Unknown

Assert ID:Unknown

IEEE 802.3 Information :
auto-negotiation support: Supported
auto-negotiation support: Not

Enabled

PMD auto-negotiation advertised capability:

operational MAU type: 1

SwitchA# show lldp neighbors interface ethernet 1/0/2

Port name : interface ethernet 1/0/2
Port Remote Counter: 1
Neighbor Index: 1

Port name : Ethernet1/0/2
Port Remote Counter : 1
TimeMark :20
ChassisldSubtype :4 Chassisld
:00-03-0f-00-00-02
PortldSubtype :Local

Portld 1

PortDesc

:Ethernet1/0/1

SysName :**** SysDesc

hkk

SysCapSupported :4
SysCapEnabled 4
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1. Ethernet 1/0/2 kommyTaTtopa A u Ethernet 1/0/1 kommyTaTtopa B aBnaiTca noptamu
YCTPOMCTBa CETEBOr0 COEAMHEHMNS, OHN HE NepechinatT NakeTsbl ¢ nHdopmaumen MED
TLV. XoTtsa Ethernet 1/0/2 kommyTaTtopa A HacTpoeH Ang Nocbiky nHgopmaunum MED
TLV, oH He 6ypeT nocbinatb mHdopmaumto MED, 4To npuBedetr K OTCYTCTBUIO B
COOTBETCTBYIOWEN ypaneHHon Tabnuue wuwHdopmauun MED Ha Ethernet 1/0/2
KommyTaTopa A.
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2. Yctpouctso LLDP-MED moxeT nocbinate naketsl LLDP ¢ MED TLV, noatomy B

COOTBETCTBYIOLEN yaaneHHon Tabnuue 6yaet uHgopmauusa o6 Ethernet 1/0/1
KoMMyTaTopa A.

13.4. YcTpaHeHue HeucnpaBHocteun LLDP-MED

Ecnu Bo3HukatoT npobnemsl npu Hactpomnke LLDP-MED, noxanyiicTta, npoBepbTe iBNSeTCA Nn
3Ta npobnema CneacTBMEM CNeAYOLNX NPUYNH:

e Yb6eputech, yto LLDP BkntoueH rnobasnbHo.

e TonbKo yCTPONCTBO ceTeBOro coeamHeHnst nony4yaet LLDP-naketwbl ¢ LLDP-MED TLV
oT 6nuxanwero ycrtponctea MED, oH Tak xe nocbinaet LLDP-MED TLV. Ecnn Ha
YCTPOMNCTBE CETEBOr0 COEANHEHNSI HACTPOEeHa KomaHaa onsa otnpasku LLDP-MED TLV,
naketbl 6e3 LLDP-MED TLV nocbinatoTcsa Ha MNopT, YTO O3Ha4yaeT, YTO HUKAKOWM
UHopMaUuK MNOpT He MofslydaeT U Ha nopTe OoTKAYeHa QYHKUMA MNOCHISTKN
nHcpopmauumn LLDP-MED TLV.

o EcnwncocepHue yctponcTBa nocbinaoT uHdopmauuio LLDP-MED ycTpoinctey ceTeBoro
COeAVHEHUS, HO OHa He aBnsieTcst nHpopmaumen LLDP-MED, npoeepsemMas KoMaHO,0n
show lldp neighbors, 4To 03HauaeT, 4TO oTnpaenaemMasi uHdopmauusa LLDP-MED k
COCEeAHMM YCTPONCTBAM SABMAETCA OWNOGOYHON.
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14. HACTPOUKA BPDU-TUNNEL

14.1. BBegeHue B bpdu-tunnel

BPDU-Tunnel aBnaetca TexHonorMen BTOporo ypoBHs. OTO NO3BOMNAET nNakeTam npoToKOMoB
BTOPOro YpPoBHS reorpadmyeckn pacnpeneneHHbIX YacTHbIX ceTer Npo3payHo nepenaBaTbCs
no crneuuanbHbIM TYHHENAM Yyepes ceTb MOoCTaBLLMKa YCryr.

14.1.1. ®yHKummn bpdu-tunnel

B npunoxeHun MAN, MHOXECTBEHHbIE BETBM KOPNopaLumn MOryT COeAMHATLCSA C APYT C ApYroMm
no cetn onepartopa. VPN npegoctaBnsaeT BO3MOXHOCTb ONepaTopy BKOYaTb reorpadonyecku
pacnpegeneHHble ceTM B OAHYy JloKanbHyto ceTb LAN, NMo3TOMy MOCTaBLUMKY YCIYr HY>XHO
npenocTaBUTb PYHKLMIO TYHHENMPOBAHMSA, @ UMEHHO nepeaadvy MHOOPMAUMOHHbIX AaHHbIX,
nocTynamwLmMx OT MNOoNb30BaTeNbCKON CeTu, 4Yepe3 ceTb onepatopa. [na noppepxaHus
NoKanbHON KOoHLUenuun, HeobxooMma He TOMbKO nepefdada AaHHbIX OT MONb30BaTENbCKUX
YaCTHbIX CeTel Yepes3 TyHHesNb, HO TakXe rnepeaaya NakeToB NPOTOKOMOB BTOPOro ypoBHSA OT
NMonb30BaTENbCKUX CETEN.

14.1.2. Co3paHue bpdu-tunnel

CneumanbHble NMHUM MCNOSBb3YOTCA ONepaTopoM A CO3[aHWA MOSb30BaTENIbCKUX CeTen
BTOpPOro YpoBHSA. B pe3ynbTaTe, nonb3oBaTenbCckasa ceTb pa3bmBaeTcsl Ha 4acTu No pasfMyHble
CTOPOHbI CETEBOro npoBangepa. Kak mokasaHO Ha puUCyHKe, nonb3oBaTtenb A MMeeT ABa
yctponictBa (CE1 n CE2) n oba 3Tux YCTpoucTBa npuHaanexat K Hekotopomy VLAN.
Monb3oBaTenbckas ceTb pa3feneHa Ha ceTb 1 1 ceTb 2, KOTOpble COEANHAITCA Yepe3 CeTb
npoBangepa. Korga nakeTtbl NPOTOKOMAa ypoOBHA 2 HE MOryT OblTb peanv3oBaHbl Yepe3 ceTb
nocTaBLUMKa YCnyr, TO MOfb30BaTenbCckas CeTb He MOXeT obpaboTaTb BblUMCNEHUE
HEe3aBMCMMOro NPOTOKOMa BTOPOro YpPoBHSA (A5 NpuMepa: Bbl4MCIIEHNE spanning tree), Takum
obpa3om ceTu BNUSOT ApYyr Ha apyra.

CeTb npoBangepa

CE2 KnueHt A
Cetb 2

CE1
KnueHt A
Cetb 1

PucyHok 14-1. NpumeHernne BPDU-TyHHens
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14.2. KoHdurypauma bpdu-tunnel

1. Hacrtponika rnobanbHoro MAC-agpeca TyHHens.
2. Hactpouka nopta gna noaaepXxku TyHHens.

1. Hactpoiika nopTta gns noaaepxku TyHHens.

KomaHpa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

bpdu-tunnel-protocol {dotlx | gvrp | stp | user- | BkntoyeHue/oTkno4YeHne rnobanbHoro
defined-protocol <name>} [protocol-mac <MAC | MAC-agpeca TyHHens
address>] [encape-type { ethernetii | lic | snap}]

{default-group-mac | group-mac <MAC address>} no
bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

2. Hactpoiika nopTa ans nogaepXxku TyHHens.

KomaHpa OnucaHue

Pexunm KoHurypmpoBaHua nopra

bpdu-tunnel-protocol {dotlx | gvrp | stp | user- | Bkno4yeHWe/OTKMNIOYEHME Ha MopTe
defined-protocol <name>} noanepXKn TyHHensA

no bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

14.3. Mpumep BPDU-tunnel

CneumanbHble IMHUM UCMONb3YTCA ONepaTopoM A1 NOCTPOEHNs NOSIb30BaTENbCKUX CeTen
BTOPOro ypoBHsi. B pe3ynbTaTte, nonb3oBaTtenbckas ceTb pa3buBaeTcs Ha YacTu NO pasnuyHble
CTOPOHbI CETEBOro npoBangepa. Kak nokasaHO Ha pUCYHKe, nofb3oBaTenb A MMeeT ABa
yctponctea (CE1 u CE2) u oba 3Tmx ycTpoucTBa npuHagnexat K Hekotopomy VLAN.
Monb3oBaTenbckas ceTb pa3feneHa Ha ceTb 1 1 ceTb 2, KOTOpble COEANHAIOTCA Yepes CeTb
npoBavaepa. Koraa nakeTbl NPOTOKONa YpoBHA 2 He MOryT ObiTb peann3oBaHbl Yepes CeTb
nocTaBlUMKa YCnyr, TO MNofb30BaTeNnbCckas CeTb He MoXeT o06paboTaTb BblUMCIIEHUE
He3aBMCUMOro NPOTOKOMa BTOPOro YPOBHS (ANs NpuMepa: BblYMCIEeHne spanning tree), Takum
ob6pa3om ceTu BNUSIKOT Apyr Ha apyra.

MNpumeHeHnne BPDU-TyHHenA

C BPDU-Tunnel, nakeTbl NpoTOKONa BTOPOro YPOBHSA OT MOJSIb30BATENbCKON CETU MOTyT ObiTb
nepepaHbl Yepes ceTb oneparopa B creaytoLein nocneaosaTenbHOCTU:

1. Mocne nonyyeHns nakeTa NPOTOKONa BTOPOro YPOBHS OT NepBOW CEeTH Nosib3oBaTens
A, PE 1 B ceTn onepatopa nakeT wuHkancynupyetcsi, MAC-agpec HasHayeHus
3aMeHsieTcsi KOHKpeTHbIM multicast MAC-agpecom, 1 3aTeM nakeT nepecbiiaeTcs B
ceTun onepaTopa.
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2. WNHKancynupoBaHHbIN NakeT NpoTOoKOMa BTOPOro YpoBHs (Ha3blBaeMbld NakeToOM
BPDU-Tunnel) nepecbinaetca Kk PE 2 Ha gpyron KoHeL, ceTwu, roe naket
JeuHkancynupyeTcs, Bo3BpallaeTcs opuruHanbHbli MAC-Ha3HayeHusa naketa u
3aTeM nakeT nocblnaeTcsa ceTu 2 nonb3oBaTtens A.

CeTb npoBangepa

CE2 KnueHt A
Cetb 2

CE1
KnueHt A
Cetb 1

PucyHok 14-2. TllpumeHeHne BPDU-TyHHens

Hactponka BPDU-tunnel Ha kommyTaTopax PE1 n PE2:

HacTtpowka PE 1:
PE1(config)# bpdu-tunnel-protocol dot1x default-group-
mac PE1(config)# bpdu-tunnel-protocol stp default-group-
mac PE1(config)# bpdu-tunnel-protocol gvrp default-group-
mac PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol
dot1x PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol
stp  PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol
gvrp

Hactpownka PE 2:
PE2(config)# bpdu-tunnel-protocol dot1x default-group-mac
PE2(config)# bpdu-tunnel-protocol stp default-group-mac
PE2(config)# bpdu-tunnel-protocol gvrp default-group-mac
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol dot1x
PE2(config-if-ethernet1/0/1)#  bpdu-tunnel-protocol  stp
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol gvrp

14.4. YcTpaHeHue HeucnpaBHocTen bpdu-tunnel
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BPDU-tunnel.
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15. HACTPOUKA BUPTYAJIbHbIX NIOKAJIbHbIX CETEU
VLAN

15.1. KoHcurypuposaHue VLAN

15.1.1. HayanbHble cBegeHnsa o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas rokanbHas ceTb) — TEeXHONorus,
pa3penAaooLwan nornyeckne agpeca YCTPOWCTB B CeTU ANSA OTAENEeHUss CEerMeHTOB CeTU B
3aBMCMMOCTU OT (PYHKLMI, BbINOSIHAEMbIX YCTPOWCTBAMW, MPUNOXEHUN mnu TpeboBaHMN
ynpaBneHus. Takum o6pa3om, BUpTyasibHble JIOKamnbHble Tpynnbl MOryT (hOpMUPOBaTLCA
He3aBMCUMO OT PU3NYECKOro pacrnonoxeHus yctponcTs. IEEE onybnukosan npotokon IEEE
802.1Q pansa craHgaptu3aumm npumMmeHeHma VLAN. VLAN Ha kommyTatope paboTaeT B
COOTBETCTBUU C 3TUM NMPOTOKOSIOM.

OcHoBHasa upea TexHonormm VLAN B TOM, 4TOObl pasgenntb AMHaMU4Yeckn 60nbluyio
NOKanbHY CeTb HAa HECKOJTbKO HE3aBMCUMBbIX LUMPOKOBELLLATESbHbLIX JOMEHOB B COOTBETCTBUM
c TpeboBaHMAMU, NPEObABNAEMbIMU K CETH.

Kommytarop A Kommytatop B Kommytatop C

— —_—
- -
VLAN 1 E E
o .=l
Cepsep 1| | Cepsepl2” "\ Cepaepl3
.'... .E ooo E. .
VLAN2 don ooo dod .
"..TenedoH 1 TenedpoH 2 | TenedpoH 3+
VLAN3 ¢ |;| I:I_
CL MK MK 2 MK 3

PucyHok 15-1. Jlornyeckoe onpegenexue cetn VLAN

Kaxgpbin wunpokoselwatensHolh AoMeH Ha pucyHke asndgetca VLAN. VLAN'bl umelotT Te xe
CBOWCTBA, 4YTO U (pu3anyeckne cetu, 3a Uckn4deHnem Ttoro, 4to VLAN — normyeckoe
obbeaunHeHne, a He gusnyeckoe. NMoatomy obbveanHeHne VLAN'OB MOXET CO34aBaTbCA BHE
3aBUCUMOCTM OT (OM3NYECKOro pacnoslioXeHnss YCTPOMCTB W LUMPOKOBELLATENbHBIN,
MHOrononb30BaTeNbCKUN 1 0JHOMNOMb30BaTENLCKNA Tpaduk BHYTpu VLAN oTaeneH oT Apyrnx
VLAN’oB.
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5narop,apﬂ BbliLLenepe4vYnciieHHbIM ocobeHHocTaMm, TexHonorma VLAN obecneumBaet
cnepywoupue npenmyulecrtea:

o yny4dwaeTcAa npon3sognUTesibHOCTb CETU;

o OKOHOMATCA ceTeBble peCypChbl;

o ynpouwlaeTca yrpaBsJieHUe CeTblO;

° CHMXaeTtcAa CTOMMOCTb CETU;

L] yny4dllaeTcA 6e30MacHOCTb CeTw.

Ethernet-nopTbl KOMMyTaTOpa MoOryT paboTatb B TPeX pa3nuyHbix pexumax: Access, Hybrid n
Trunk. Kaxgpii pexumm nmeet cBOM cnocob nepechinikn NakeTos, C METKON nnn 6e3.

MopTbl TMNa Access npuHagnexaTt Tonbko ogHoMy VLAN. O6bl4HO OHWM MCMONb3yHTCA ANs
NOAKITIOYEHUA K KOMMbIOTEPY.

MopTel TMNa Trunk no3BonAlT nepecbinatb NakeTbl Heckonbkux VLANoB. OHuM MoryT
ucronb3oBaTbCA  ANA  COEOMHEHMA  Mexay  KOMMyTaTopamMu  Wnu  NogkKnioveHus
Nosib30BaTENIbCKUX YCTPONCTB.

MopTel TMNa Hybrid Takxe no3BongaT nepeckiniatb NakeTbl HeCKONbkUX VLAN’0B. OHU MoryT
ucrnonb3oBatbCsa  ANA  COeOMHEHMA  MexAay  KOMMyTatopamMu  UnuM  MOAKIYeHUuA
Nosib30BaTENIbCKUX YCTPONCTB.

MopTbl TNOB Hybrid n Trunk NnpuHMMaloT g4aHHbIE MO OAHOMY afirOPUTMY, HO METOAbLI OTAPABKK
OaHHbIX OTNn4YatoTca: nopThl TNa Hybrid moryT otnpaenate nakeTbl B pasnuyHblie VLAN'bI 6e3
meTkn VLAN’a, Toraa kak nopTbl TMNa Trunk oTnpaBnaoT naketbl pa3nuyHbiXx VLAN ToOnbKo ¢
meTkon VLAN’a, 3a ucknoyeHmem VLAN, nponnucaHHOro Ha nopTy Kak native.

MpumeHenne VLAN n GVRP (GARP VLAN Registration Protocol — npotokon perncrpaumm
GARP VLAN) Ha kommyTaTope onucbiBaetcs B ctaHgapte 802.1Q. daHHana rnaBa getanbHO
o6bAcHAET ucnonb3oBaHne n koHgurypaumio VLAN'oB n GVRP.

15.1.2. KoHdmurypupoBaHue VLAN

=

Coszpanue unu yaganenue VLAN.

YcraHoBKa unu yaaneHune numenun VLAN'a.
MpucoepnHenne nopta kommyTatopa K VLAN'y.
YcTaHoBKa TUna nopta KommyTaTtopa.

HacTtponka TpaHKoBOro nopra.

HacTpoika nopTta gocryna.

HacTpoiika rubpuaHoro nopta.
BkntoueHune/BbikntoveHne npasun 06paboTku BxoaHbIx naketoB VLAN Ha nopTtax.
KoHdpurypauums npusaTtHoro VLAN’a.

10. Hactpowka csa3en npusatHoro VLAN’a.

11. OnpepeneHune BHyTpeHHero naeHtudgukatopa VLAN a.

© XN OrODN
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1. Cosganue nnn yganenue VLAN.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

vlan <1-4094>
no vlan <1-4094>

Cozpanuel/ypanedne VLAN'a wnn Bxog B
pexum VLAN’a

2. YcraHoBka unu yganeHue nmenn VLAN'a.

KomaHpa

OnucaHue

VLAN Mode

name <vlan-name>
no name

YcTtaHoBka unu yganexHme umenm VLAN’a

3. [lpwucoeamHeHne nopta kommyTtaTtopa K VLAN'yY.

KomaHpa

OnucaHue

VLAN Mode

switchport interface { IFNAME | ethernet
<IFNAME> | port-channel < IFNAME> }

no switchport interface { IFNAME | ethernet <
IFNAME> | port-channel < IFNAME> }

Ha3HaueHue nopta kommyTtaTopa VLAN'’y

4. YcTaHOBKa TMna nopta KoMMyTaTopa.

KomaHpa

OnucaHue

Pexum koHcpurypmpoBaHus nopra

switchport mode {trunk | access | hybrid}

YcTaHOBKa  Tekywlero  nopra Kak
TPaHKOBOro,  MopTa  AocTyna  unu
rmépuaHoro
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5. HacTtpowka TpaHKOBOro nopra.
KomaHpa OnucaHue
Pexunm KoHhurypmpoBaHusa nopra
switchport trunk allowed vlan {WORD | all | add YcrtaHoBka/yoaneHnune VLAN'oB,
WORD | except WORD | remove WORD} NPUMNUCaHHbIX K 3TOMY TpaHKy. KomaHpa
no switchport trunk allowed vian «NO» BOCCTaHaBNMBAET 3HA4YeHWe o
YMOS4YaHNIo
switchport trunk native vlan <vlan-id> YcraHoBKa/yaaneHue PVID ans

no switchport trunk native vlan

TpaHKOBOro nopTa

6. Hactpoinka nopta goctyna.

KomaHpa

OnucaHue

Pexum koHcpurypmpoBaHus nopra

switchport access vlan <vlan-id>
no switchport access vian

[obaBnseT Tekywmn nopT K yKka3aHHOMY
VLAN’y. KomaHga «no» BOcCCTaHaBnvBaeT
3HayeHue no yMon4yaHuo

7. Hactpoinka rmbpugHoro nopra.

KomaHnpa OnucaHue
Pexum koHcpurypmpoBaHus nopra
switchport hybrid allowed vlan {WORD | all | add | YcTaHoBKa/ypanexve VLAN’a,

WORD | except WORD | remove WORD} {tag |
untag}

no switchport hybrid allowed vian

NMpUNUcaHHoro K rubpugHoMy mnopTy C
peX1MMOM MeTKM unu 6e3 Hee

switchport hybrid native vlan <vlan-id>
no switchport hybrid native vian

YcraHoBka/ypanenune PVID Ha nopTy

8. BkntoveHune/BbIkNoYeHME NpaBun 06paboTkn BxoaHbIx nakeToB VLAN Ha nopTax.

KomaHpa

OnucaHue

Pexnm KoHdUrypuposaHus noprta

vlan ingress enable

no vlan ingress enable

BkntoyeHue/BbiknoveHne
npasun Ha VLANe

BXOOALLMX
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9. KoHurypaums npusatHoro VLANa.
Komanpa OnucaHwue
VLAN mode

private-vlan {primary | isolated | community} KoHdpurypaumsa Tekywero VLANa kak

no private-vian npueatHoro. KomaHga «no» yganset

npuBatHbii VLAN
10. HacTtpoika cea3sen npusatHoro VLAN’a.
KomaHpa OnucaHue
VLAN mode
private-vlan association <secondary-vlan-list> YcraHoBKa/yganeHue cBs3en
no private-vlan association npusathoro VLAN'a

15.1.3. TunnyHoe npumeHeHmne VLAN’a

B cooTtBeTCTBMM C TpebOBaHNAMY NPUITOXEHUA N 6E30MaCHOCTU CYLLECTBYHOLLYIO JTOKANbHYHO
ceTb Heobxogumo pasgenutb Ha Tpu VLAN. Tpu VLAN umetoT naeHtudpukatopbl VLAN2,
VLAN100 u VLAN200. Ot Tpu VLAN oOxBaTbiBalOT ABa pPasfvyHbiX (OU3NYECKMX MeECTa
pa3melleHua: nnowankm A u B.

Ha kaxpon nnowagke mmeetrca KoMMmyTaTop, TpeboBaHMA K CBA3M MeXAy nnowankamm
yOOBMNETBOPSIOTCA, €CNIN KOMMYTATOPbl MOTYT BbINOMHATL 06MeH Tpadmkom VLAN.

O61bekT KoHduUrypaumm OnucaHue KoHdurypaumm

VLAN2 Site A and site B switch port 2-3
VLAN100 Site A and site B switch port 4-5
VLAN200 Site A and site B switch port 6-7
Trunk port Site A and site B switch port 11

TpaHKoBble NOPTbl C 06€eMx CTOPOH NOAKIOYEHbI K TPaHKOBOMY KaHany Ans nepegayvn mexay
yanamu Tpadmka VLAN’a. OcTanbHble yCTPOUCTBa NOAKIOYEHbI K Apyrum noptam VLAN'0B.

B naHHoM npumepe nopTbl 1 1 12 cBo60AHbI M MOTYT BbITb UCMONB30BaHbI AJ1s1 YNPaBNAOLLMX
MOPTOB MNN APYTUX Lenen.
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1/0/2
KommyTtartop A
1/0/11
1/0/11
KommyTtartop B

VLAN2 . VLAN10O . " VLAN200

PucyHok 15-2. TunuyHas Tononorua npumeHernns VLAN'a

Warn koHdurypaumm onucaHbl HUXe:
KommyTtaTop A:

Switch(config)#vlan 2

Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit

Switch(config)#vlan 100

Switch(Config-VIan100)#switchport interface ethernet 1/0/4-5
Switch(Config-VIan100)#exit

Switch(config)#vlan 200

Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-VIan200)#exit

Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)#exit

Switch(config)#
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KommyTaTop B:
Switch(config)#vlan 2
Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-Vlan100)#exit
Switch(config)#vlan 200
Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-VIan200)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)#exit

15.1.4. Tunn4yHoe NpUMeHeHne rMopuaHbLIX NOPTOB

b

Kommytatop A | <—

)
ail

-
1/0/10
1/0/10
: 1/0/7 f_a 1/0/9 [f|
|:| DS =
L . b

KommyTarop B

PucyHok 15-3. TunnyHoe npumeHeHune ruébpugHoro nopra

PC1 nogkntoyeH k uHTepdency Ethernet 1/0/7 kommytatopa B, PC2 nogkniodeH K nHtepdency
Ethernet 1/0/9 kommyTaTtopa B. NMopT Ethernet 1/0/10 kommyTaTopa A k nopty Ethernet 1/0/10
kommyTatopa B.

TpebyeTtca, utobbl PC1 1 PC2 He Bupenu apyr apyra no coobpaxeHusam cekpetHoctn. Ho PC1
n PC2 fonXHbl MUMETb AOCTYN K APYrM CETEBbIM pecypcam Yepes L3 KomMmyTaTopa A.

Mbl MOXEM peanuaoBaTb 3Ty CXemy Yepes3 rmbpuaHbIi NopT.
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KoHdurypauma o6bekToB Kak OnncaHo HUXe:

Mopt Twn PVID | MNponyckaembie VLAN’bI

Port 1/0/10 of Switch A Access 10 Mponyckaet naketol VLAN'a 10 6e3
METOK

Port 1/0/10 of Switch B Hybrid 10 Mponyckaet naketbl VLANoB 7,9, 10
6e3 MeToK

Port 1/0/7 of Switch B Hybrid 7 Mponyckaet naketbl VLAN’oB 7, 10 6e3
METOK

Port 1/0/9 of Switch B Hybrid 9 Mponyckaet naketbl VLAN'oB 9, 10 6e3
MEeTOK

Larn KoHdurypawumm onmucaHbl HAXE:

KommyTtaTop A:

Switch(config)#vlan 10
Switch(Config-Vlan10)#switchport interface ethernet 1/0/10

KommyTtaTop B:

Switch(config)#vlan 7:9;10

Switch(config)#interface ethernet 1/0/7
Switch(Config-If-Ethernet1/0/7)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/7)#switchport hybrid native vian 7
Switch(Config-If-Ethernet1/0/7)#switchport hybrid allowed vlan 7;10 untag
Switch(Config-If-Ethernet1/0/7)#exit

Switch(Config)#interface Ethernet 1/0/9
Switch(Config-If-Ethernet1/0/9)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/9)#switchport hybrid native vian 9
Switch(Config-If-Ethernet1/0/9)#switchport hybrid allowed vlan 9;10 untag
Switch(Config-If-Ethernet1/0/9)#exit

Switch(Config)#interface Ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/10)#switchport hybrid native vlan 10
Switch(Config-If-Ethernet1/0/10)#switchport hybrid allowed vlan 7;9;10 untag
Switch(Config-If-Ethernet1/0/10)#exit
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15.2. KoHdurypupoBaHue TyHHena Dot1Q

15.2.1. O6wue cBegeHns o TyHHensax Dotlq

TyHHenb Dotlg, Takxe Ha3sbiBaembin QinQ (802.1g-in-802.1q), fABnseTcA pacluMpeHnem
npoTtokona 802.1q. OcHoBHaa uaes 3aknyaeTcs B ynakoBke MeTku KnueHTckoro VLAN’a
(CVLAN tag) B meTky VLAN’a cepsuc-nposangepa (SPVLAN tag). NakeT ¢ AByMA MeTKamu
VLAN’a nepepaeTca 4epe3 MaructpanbHyl CeTb WHTEpPHEeT-NpoBaigepa, Takum obpa3om
obecneunBas NpPoOCTON TyHHENb BTOPOro YPOBHS ANs Nnosib3oBaTtend. 3To NpocTo 1 Nerko Ans
ynpaBneHns, nNpuMEHUMO TOSIbKO Ha CTaTUYecKMX KOHUrypauusax u  crneuuanbHo
afanTMpoBaHO Ans HebonbwuX OMUCHbIX UM METPO-CETEN, UCNONb3YIOLWNX KOMMYTaTopbI
TpPeTbero ypoBHA Kak MaructpasnbHoe o6opyaoBaHue.

Kak nokasaHo BblilUe, Nocsie BKOYEHUS Ha KITMEHTCKOM MOpPTY, TYHHenb Dotlg npucBanBaeT
Kaxgomy nonb3oBaTtento uaeHtudgukatop SPVLAN (SPVID). 3gecb wuaeHTudukaTop
nonb3oBaTtensa — 3. Takon xe SPVID MoxeT ObiTb NPUCBOEH TakKUM Xe NoNib3oBaTensM Ha
opyrmx PE. Korma naket npuxognt ¢ CE1 Ha PE1, oH Hecer metkn VLANoB 200-300
BHYTpeHHen ceTu nonb3osatens. Korga TyHHenb Dotlq BKNto4YeH, KNneHTckuin nopt Ha PE1
pobasnaeT B nakeT fonosiHuTenbHble MeTkn VLAN'0B, y KOTOPbIX MAEHTU(MKATOPOM ABnseTcA
Ha3Ha4yeHHbI nonb3oBatento SPVID. Motom naket 6yaeT HanpaeneH Tonbko B VLANS3,
KOTOpbIA yXoOuT B CeTb WHTepHeT-npoBangepa, n bynetr Hectn pBe metkn VLANoB
(BHYTpeHHsiAa meTKa gobaBneHa, koraa naket npuwen Ha PE1, n gpyraa asnsetca SPVID), B To
BpeMsi Kak nHdopmauma o knmeHTckux VLAN oTKpbiTa and nposangepa cetu. Korga naker
pocturHet PE2 u nepen otnpaskon Ha CE2 ¢ knneHTtckoro nopta Ha PE2, BHelwHAs MeTKa
VLAN’a yganseTca u naket, npuweawmi Ha CE2, cTaHOBUTCS NOMHOCTbIO UAEHTUYEH NaKeTy,
otnpaeneHHomy c¢ CE1. [na nonb3oBaTtenss ponb onepaTtopa cetu mexay PE1 n PE2
3aKni4vaeTcs B obecrneyeHnr KkaHana BTOporo ypoBHS.

CeTb npoBangepa

CE2 KnneHt A

KnueHT A Cetb 2

Cetb 1

VLAN 200-300

VLAN 200-300

PucyHok 15-4. MexceTeBoe B3anmMogencTane Ha ocHoBe Dotlg-TyHHens

TexHonorna TyHHena Dotlq nossonseT cepBuc-npoBangepy MNOAAEPXMBATb MHOXECTBO
knneHtckmx VLANoB ¢ nomowbio ogHoro cesoero VLAN’a. lNpoBangep W KAWEHT MoOryT
KOH(purypuposaTb ceon VLAN’bl HE3aBMCUMO OpYr OT gpyra.
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TexHonorus TYHHEennA DOth MMeerT cnengyrune Xxapaktepuctuku:

e [lpyMeHMmMa 4epe3 MNPOCTYI CTATUYECKYID KOHUrypauuto, He HyXHbl CroXHas
KOHUrypaumsa 1 MaHUnynsuum.

e Onepatop npucsamBaeT oguH SPVID kaxaomy nonb3oBaTesnto, YTo yBenuymBaet
KONMN4YEeCTBO OLHOBPEMEHHO MOALEPXMBAEMbIX MOMb30OBaTeNen; B TO Xe Bpems
nosib3oBaTeNn MMEIOT NOJSIHY0 cBoboAy Npu BbibOpe 1 ynpaBneHnm naeHTUgnkaTopos
VLAN (nonb3oBatenb BbibupaeT ua gnanasoHa ot 1 ao 4096).

e KnuneHTcKas ceTb NOSMHOCTLIO He3aBuncuMa. Korga cepBuc-npoBanaep MoaepHu3npyeT
CBOIO C€Tb, KITMEHTCKNE CETU He TPEBYIOT MU3MEHEHMs KOHUrypaumm.

15.2.2. KoHcdmurypupoBaHue TyHHens Dotlq

1. KoHdurypmnpoaHue doyHKUMM TyHHeNA Dotlg Ha nopty.
2. KoHdurypuposaHue Tuna npotokona (TPID) Ha nopTy.

1. KoHdurypmnpoaHue doyHKUMM TyHHeNA Dotlg Ha nopty.

KomaHpa

OnucaHue

Pexum koHcurypmpoBaHus nopra

dotlg-tunnel  enable
no dotlg-tunnel enable

Bxopa/Bbixon, n3 pexuma TyHHensa dot1g-Ha
nopty

2. KoHdurypuposaHue Tuna npotokona (TPID) Ha nopTy.

KomaHpa

OnucaHue

Pexum koHcpurypmpoBaHus nopra

dotlg-tunnel tpid

{0x8100|0x9100|0x9200|<1-65535>} MarucTparnkHoM nopry

KoHurypupoBaHne Tuna npoTokona Ha

15.2.3. Tunn4yHoe npumMmeHeHue TyHHens Dotlq

CueHapwii:

MorpaHunyHble y3nbl PE1 n PE2 uHTepHeT-npoBangepa nepecoinatoT gaHHble VLAN’oB 200-
300. Mexay CE1 n CE2 knueHTtckoun cetn yepe3 VLANS. Mopt PE1 nogkntodeH Kk CE1, nopt
10 nogkntoyeH K nyénuyHon cetn, TPID nogkntoyeHHoro obopypoBaHma — 9100; Mopt 1 PE2
noaksnoyeH kK CE2, nopt 10 nogkntoyeH K ny6nuyHon ceTtu.

O6bekT OnucaHue KoHduUrypaumm
KOHcUrypaumm
VLAN3 Mopt 1/0/1 yanos PE1 n PE2

dotlg-tunnel

Mopt 1/0/1 yanos PE1 n PE2

® §) QTECH

MWP OOCTYNMHEE

136



PykoBoacTtBo nonb3osatend cepua QSW-4530

HACTPOWKA BUPTYAJTbHbIX JTOKAMNbHbLIX CETEN VLAN e |
O6BbekT OnucaHue KoHcpurypaumm
KOHcurypaumm
tpid 9100

Mpouepypa KOHUrypaumMm onucaHa HUxe:

PE1:
Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dot1g-tunnel enable
Switch(Config-Ethernet1/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dot1qg-tunnel tpid
0x9100 Switch(Config-Ethernet1/0/1)#exit

PE2: Switch(Config)#

Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit

Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dot1g-tunnel enable
Switch(Config-Ethernet1/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dot1g-tunnel tpid
0x9100 Switch(Config-Ethernet1/0/1)#exit
Switch(Config)#

15.2.4. YcTpaHeHue HeucnpaBHocTen TyHHens Dotlq

e BknouyeHne TyHHens Dot1q Ha TpaHKOBOM MOpTy AenaeT MeTKy nakeTa [AaHHbIX
HenpeackasyemMon, YTo He MOAXOAMUT MpunoxeHusiM. [o3ToMy He pekoMeHayeTcs
ncnonb3oBaTb TyHHenNb Dot1q Ha TpaHKOBOM MOPTY.

¢ cnonb3oBaHue TyHHens coBMecTHO ¢ STP/MSTP He nopaepxmBaeTcs.
o Vcnonb3osaHue TyHHena coBmecTHo ¢ PVLAN He nopgnepxusaeTtcs.
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15.3. KoHchurypupoBaHue Selective QinQ

15.3.1. O6wume cBepeHmn o Selective QinQ

Selective QinQ pacwupeHne yHKuun TyHHenuposaHusa Dotlg. OH TermpyeT nakeTbl (OHM
nosyyarcs no ogHOMYy MopTy) C pasnuyHbIMK BHeWwHUMU Teramu VLAN Ha OCHOBE pasnnyHbIX
BHYTPEHHMX TEroB B COOTBETCTBUM C TpeboBaHMSMW MONb30BaTens, MNO3TOMY NaKeTbl
pPa3nn4YHOro Tmna oTHOCATCA K pa3nmyHbiM VLAN Ha OCHOBE pasnu4yHbIX NyTen nepegaydun.

15.3.2. KoHdurypaumsa Selective QinQ

1. HaCTpOVIKa rno6anbHO uUnu Ha nopTtax CBA3U BHYTPEeHHEero n BHEWHero tTermposaHuna.

2. Hactpouka selective QinQ Ha nopte.

1. HaCTpOIZKa rnobanbHO uUnu Ha nopTax CBA3n BHYTPeHHero n BHeLWHero TernpoBaHnA.

KomaHpa

OnucaHue

PexxuM rnob6ansHoro KOHUrypMpoBaHusi Unn KOHUrypupoBaHusa noprta

dotlg-tunnel selective s-vlan <s-vid> c-vlan <c-
vid-list>

no dotlg-tunnel selective s-vlan <s-vid> c-vlan
<c-vid-list>

BkntoyeHue/oTkno4YeHNe rnobanbHO unu
Ha nopTax CBSA3W BHYTPEHHETO U BHELLHEro
TernpoBaHusa ana selective QinQ

2. Hactponka selective QinQ Ha nopte.

KomaHpa

OnucaHue

Pexum koHcpurypmpoBaHus nopra

dotlg-tunnel selective enable
no dotlg-tunnel selective enable

BkntoueHune/oTkniodeHme selective QinQ Ha
noprte
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15.3.3. Tunn4yHoe npumeHeHue Selective QinQ

VLAN 100-200 VLAN 201-300

i
]

1/0/1 1/0/2

VLAN 1000;2000

1/0/9

KommyTtatop A 1/0/2

1/0/1

VLAN 100-200 VLAN 201-300

.
&=

PucyHok 15-5. lNMpumeHeHune Selective QinQ

Ethernet1/0/1 kommyTaTtopa A npegoctaBnsaeT AOCTyn K ceTu obuero nonb3oBaHUA
ana nonb3oBatenen PC n Ethernet1/0/2 kommyTaTtopa A npegoctaBnsaeT JocTyn K
ceTun obuero nonb3oBaHNs Ana nonb3oBatenen ¢ IP-tenecdoHom, nonb3osatenn PC
npuHagnexat kK VLAN 100-VLAN 200, v nonb3oBatenu ¢ TenedoHamun IP
npuHagnexat K VLAN 201-VLAN 300. Ethernet 1/0/9 kommyTaTtopa A coeanHeHa c
ceTblo 0OLLEero NoNb30BaHmsA.

Ethernet1/0/1 n Ethernet1/0/2 kommyTaTopa B npepocTtaBnseT ceTteBov A0CTyn Anis
nonb3oBaenen PC, npuHagnexawmx VLAN 100-VLAN 200 n nonb3oBartenein ¢
IP-tenecoHamm, npuHagnexawmx VLAN 201-VLAN 300 cootBeTcTBeHHO. Ethernet
1/0/9 coepuHeHa ¢ ceTblo 06LWEero nosib30BaHus.

CeTb 06L1ero nonb3oBaHusa paspellaeT nepecbinatb naketol B VLAN 1000 n VLAN
2000.

. BknioueH selective QinQ Ha noptax Ethernet1/0/1 n Ethernet1/0/2 Ha kommyTaTOpax

A n B cootBeTcTtBeHHO. [MakeTbl VLAN 100- VLAN 200 otmedeHbl Terom VLAN 1000
Kak Bbixogawmm ter VLAN Ha Ethernet1/0/1, n naketbl VLAN 201- VLAN 300
oTmedeHbl Terom VLAN 2000 kak sbixoaawmn ter VLAN Ha Ethernet1/0/2.
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KoHurypmposaHue:
# Co3pgaHue VLAN 1000 un VLAN 2000 Ha SwitchA.

switch(config)-vi#n 1000;2000

# Hacponka Ethernet1/0/1 kak rmbpmgHoro nopta u HacTpowka yaanexnua Tera VLAN npu
nepecoinike naketos B VLAN 1000.

switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag

# Hactponka npasun otobpaxeHus ansa selective QinQ Ha Ehernet1/0/1 gna nomeleHuna tera
VLAN 1000 kak Bbixogsailero tera VLAN B nakeTtbl ¢ Teramu VLAN 100-VLAN 200.

switch(config-if-ethernet1/0/1)#dot1g-tunnel selective s-vlan 1000 c- vlan 100-200
# BkntoyeHue selective QinQ Ha Ethernet1/0/1.

switch(config-if-ethernet1/0/1)#dot1qg-tunnel selective enable

# Hactponka Ethernet 1/0/2 kak rmbpuagHoro nopTta u HacTpoika yaanerHus tera VLAN npu
nepecsinike naketos B VLAN 2000.

switch(config-if-ethernet1/0/2)#switchport mode hybrid

switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag

# HacTtponka npasun otobpaxeHuns ana selective QinQ Ha Ehernet1/0/2 gna nomelyeHua Tera
VLAN 2000 kak Bbixogdailero tera VLAN B nakeTtbl ¢ Teramu VLAN 201- VLAN 300.

switch(config-if-ethernet1/0/2)#dot1g-tunnel selective s-vlan 2000 c- vlan 201-300
# BknioveHune selective QinQ Ha Ethernet 1/0/2.
switch(config-if-ethernet1/0/2)#dot1qg-tunnel selective enable

# Hactpoiika nopta Ethernet 1/0/9 kak rubpuaHoro noprta n HacTponka coxpaHeHus Tera VLAN
npu nepecbinike naketos B VLAN 1000 n VLAN 2000.

switch(config-if-ethernet1/0/2)#interface ethernet 1/0/9
switch(config-if-ethernet1/0/9)#switchport mode hybrid

switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

MNocne npoBegeHuna koHdurypauuu, naketsl VLAN 100 — VLAN 200 ot Ethernetl/0/1
aBTomMmaTmnyeckm otmedarotcsa Terom ¢ VLAN 1000 kak Bbixogawmm terom VLAN, n nakeTbl
VLAN 201 - VLAN 300 ot Ethernet1/0/2 aBTomaTtnyecku otmeyatotca Terom ¢ VLAN 2000 kak
BbixoasLmm Terom VLAN Ha SwitchA.

HacTtponku Ha Switch B aHanornyHbl HacTponkam Ha Switch A, KOHUrypauus cnegyroLwias:
switch(config)#vlan 1000;2000
switch(config)#interface ethernet 1/0/1
switch(config-if-ethernet1/0/1)#switchport mode hybrid
switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag
switch(config-if-ethernet1/0/1)#dot1g-tunnel selective s-vlan 1000 cvlan 100-200
switch(config-if-ethernet1/0/1)#dot1qg-tunnel selective enable
switch(config-if-ethernet1/0/1)#interface ethernet 1/0/2
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag
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switch(config-if-ethernet1/0/2)#dot1g-tunnel selective s-vlan 2000 cvlan 201-300
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switch(config-if-ethernet1/0/2)#dot1g-tunnel selective enable
switch(config-if-ethernet1/0/9)#switchport mode hybrid
switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

15.3.4. YcTpaHeHue HeucnpaBHocTen Selective QinQ
e O@yHkumm Selective QinQ un Dotlg-tunnel He MoryT O6blTb  OOHOBPEMEHHO
HacTpoOeHbl Ha nopTe.

e Tonbko cBA3b rnobanbHOro oTobpaxeHns unu cBs3b OTOOpaxeHus mopta MOXHO
HacTpouTb onsa selective QinQ. Hactponka TpaHcnauum VLAN'oB.

15.4. Hactpowuka TpaHcnauun VLAN’oB

15.4.1. O6wume cBegeHuns o TpaHcnauum VLAN’ oB

TpaHcnauua VLAN'0B, Kak cnefgyeTt U3 Ha3BaHUA, TpaHCIMpyeT OpUrMHanbHbIn naeHTudmkaTop
VLAN’a B HOBbI B COOTBETCTBMM C TpeboBaHUAMM NONb30BaTeNsa Unu ana obMeHa AaHHbIMU
Mexay pasnuuHbiMm VLAN amu. TpaHCcnauua MOXET NPUMEHATBCA Kak AN BXOAALWEN, Tak n
ncxogsen MHdopMaumu. JaHHoe obopyaoBaHune noanepxuveaet U3MEHEHne
naeHtndukatopa VLAN’a ToNbKo Ha BXoge.

MNpuMeHeHne 1 KoHdurypupoaHue TpaHcnsaummn VLAN'oB nogpobHo o6bsAcHAETCA aanee.

15.4.2. KoncdpurypupoBaHue tpaHcnsaumm VLAN’a

1. KoHurypuposaHue dyHKumnmn TpaHcnsaumm VLAN'a Ha nopTy.
2. KoHdurypupoaHue cooTBeTCTBMI TpaHcnauun VLAN’a Ha nopTy.
3. [lpocMoTp KOHGMrypaumm cooTBeTCcTBMI TpaHcnaumm VLAN a.

1. KoHurypmuposaHue pyHkumn TpaHcnsaumm VLAN’a Ha nopTy.

KomaHpa OnucaHue

Pexum koH¢purypmpoBaHus nopra

vlan-translation  enable BkritoyaeT nnu BolkrtoyaeT pexum TpaHenauum VLAN
no vlan-translation enable

2.  KoHodurypupoBaHue cooTBeTCTBUIN TpaHcnsaumm VLAN’a Ha nopTy.

KomaHpa OnucaHue

Pexum koHcurypmupoBaHus nopra

vlan-translation <source-vlan-id> to | [JobaBneHue/yaaneHve COOTBETCTBMN TPaHCMSALUM
<out--vlan-id> in VLAN’oB

no vlan-translation old-vlan-id in
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3. MpocmoTp koHGUrypauum cootTseTcTBMIM TpaHenauum VLANa.

KomaHpa OnucaHue

Pexxnm agMuHUcTpaTopa

show vlan-translation MpocMOTP  CKOHUIYPUPOBaHHbIX  COOTBETCTBUM
TpaHcnauum VLAN’oB

15.4.3. TunoBoe npumeHeHune TpaHcnauum VLAN’oB
CueHapuii:

MorpaHnyHble y3nel PE1 n PE2 uHTepHeT-npoBangepa nogaepxusatioT VLAN gaHHbix 20
mexay CE1 n CE2 n3 knueHtckon cetu, Yepe3 VLAN 3. Mopt 1/0/1 PE1 MoakntoueH Kk CEL,
nopt 1/0/10 nogkntoyeH K nybnmyHon cetu, nopt 1/0/1 PE2 nogkntoyeH kK CE2, nopt 1/0/10
NOAKITYEH K Ny6nnyHom ceTu.

CeTb npoBangepa

VLAN 3

— |1/0/10 —» |1/0/10
—> ::—p

P

PE1

N

1/0/1

CE2 KnneHt A
Cetb 2

CE1
Knuent A
Cetb 1

PucyHok 15-6. Tononorus cetn ¢ TpaHcnaunen VLAN' 0B

O61bekT KoHurypaumm = OnucaHme KOHUrypauum

VLAN-translation Mopt 1/0/1 yanos PE1 n PE2

Trunk port Moptbl 1/0/1 1 1/0/10 y3nos PE1 n PE2

Mpoueaypa KOHUIrypmMpoBaHUs ykazaHa HUXe:
PE1, PE2:

switch(Config)#interface ethernet 1/0/1
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switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)# vlan-translation enable
switch(Config-Ethernet1/0/1)# vlan-translation 20 to 3 in
switch(Config-Ethernet1/0/1)# vlan-translation 3 to 20 out
switch(Config-Ethernet1/0/1)# exit
switch(Config)#interface ethernet 1/0/1
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)#exit

switch(Config)#

15.4.4. YcTpaHeHne HeucnpaBHocTen TpaHcnauum VLAN’ oB

O6bI4HO TpaHcnsauma VLAN npumMmeHsieTca Ha TPaHKOBbIX MOPTax.

MpuoputeTol Mexay TpaHcnauuen VLANoB w  Bxogawen dunbTpaumen VLAN'oB
pacnpegaensatTca Tak: TpaHensauma VLAN'oB Bbilwe Bxogsauwen dounbtpaumm VLAN 0B.

15.5. KoHdurypauua Multi-to-One VLAN-TpaHcnsaummu

15.5.1. BBegeHue B Multi-to-One VLAN-TpaHcnauuio

TpaHcnauma Multi-to-One VLAN — ato TpaHcnauua ncxogHoro VLAN ID B HoBom VLAN ID B
COOTBETCTBMM C TpeboBaHMAMK NMonb3oBaTenen Ha Bocxoasawmn Tpadduk 1 Bo3BpalleHne
ncxogHoro VLAN ID Ha Hucxogawmm Tpadguk.

MpumMeHeHue 1 KoHdurypaums Multi-to-One VLAN-nepeaauun 6yayT noagpo6HO onucaHbl B 3TOM
pa3pene.

15.5.2. Hactpowuka nepegauu Multi-to-One VLAN

1. Hactpowka Multi-to-One VLAN-nepegaun Ha noprTe.
2. TMpocmoTp HacTpoek 1 Multi-to-One VLAN-nepegau.

1. Hactpowka Multi-to-One VLAN-nepegaun Ha nopTe.

KomaHpa OnucaHue

Pexnm KoHdUrypuposaHus noprta

vlan-translation n-to-1 <WORD> to <new- | BkntoueHune/oTknouyeHne TtpaHcnaumum Multi-to-
vilan-id> One VLAN

no vlan-translation n-to-1 <WORD>
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2. [pocmoTp HacTpoek Multi-to-One VLAN-nepegaum.

KomaHpa

OnucaHue

Pexxnm agMuHUcTpaTopa

show vlan-translation n-to-1

[Moka3biBaeT CBsI3aHHbIE HACTPOWMKW  TPaAHCAALMM
Multi-to-One VLAN

15.5.3. Tunn4yHoe npumMmeHeHune TpaHcnauum Multi-to-One VLAN

CueHapuii:

Monb3osatenu 1, 2 n 3 npnHaganexaTt VLAN 1, 2 n 3 cootTBeTcTBEHHO. Bxoasawmn Tpadduk
OaHHbIX, nonb3oBatenen 1, 2 n 3 6yaet nepeBeaeH B VLAN100 Ha nHtepdeiice Ethernetl/0/1
co cTopoHbl SwitchA. Takum xe obpa3om 6yaeT nepeaaH TpadduK AaHHbIX Nonb3oBaTenemn 3,

4n5.

AnemeHT KoHdurypaumm

OnucaHue

VLAN

SwitchA, SwitchB

Trunk Port

Hucxopawwmm nopt 1/0/1 n Bocxogawwmn nopt 1/0/5 Ha
SwitchA n SwitchB

Multi-to-One VLAN-TpaHcnsaumsa

Hucxopawwmn nopt 1/0/1 Ha SwitchA n SwitchB

Mpoueaypa HaCTPOMKMU:
Switch1, Switch2:

switch(Config)# vlan 1-3;100

switch(Config-Ethernet1/0/1)#switchport mode trunk

switch(Config-Ethernet1/0/1)# vlan-translation n-to-1 1-3 to

100 switch(Config)#interface ethernet 1/0/5

switch(Config-Ethernet1/0/5)#switchport mode trunk
switch(Config-Ethernet1/0/5)#exit
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— | 1/0/5
KommyTtatop A D ::_. KommyTtartop B

VLAN 1 VLAN 2| VLANS3 VLAN1| VLAN2 VLAN 3

Monb3oBaTens 1 Monb3osatenes 3 lNonb3oBatens 4 Monek3oBaTens 6
MNonb3oBaTtens 2 MNonb3oBaTtens 5

PucyHok 15-7. TunuyHoe npumeHeHwune TpaHcnsaumm VLAN

15.5.4. YcTpaHeHue HencnpaBHocTen Multi-to-One VLAN-TpaHcnsauun

¢ Henb3da ogHoBpeMeHHO ncnonb3oBaTb ¢ Dot1g-tunnel.
e Henb3sa ogHoBpeMeHHO ucnonb3oBatb ¢ VLAN-translation.
e MAC-agpeMm He O0SXEH CYLWEeCTBOBaTb B OpUrnHanbHoOM 1 TpaHcnmpoBaHHoM VLAN.

e Y6eauTecb, 4YTO annapaTHbIA YU MOXET MNOoAAEpPXMUBaTb HOpMasbHylo paboTy
KJINEHTOB.

e [lpeBbileHne npepena oby4veHma MAC-agpecam MoxeT noBnusitb Ha Multi-to-One
VLAN-TpaHcnsaumio.

e Multi-to-One VLAN-TpaHcnsaums gonxHa 6biTb BknoveHa nocne MAC-obyyeHus.
15.6. KoHdurypupoBaHue auHammyeckux VLAN

15.6.1. O6wume cBepgeHun

OunHamnyeckum VLAN HasbiBaeTcsa Tak B npotmeBoBec ctatndyeckoMmy VLAN'y (HasbiBaeMoMy
noptom, npunucanHeiM K VLAN’y). OuHamuyeckun VLAN, noanepXxuBaembli KOMMYTaTOpOM,
Bknovaetr B cebs VLAN Ha MAC-agpecax, VLAN-nogceten M npoTokonbHbii VLAN.
MoppobHoe onnucaHve panee:

VLAN, 6a3unpytowmiica Ha MAC-agpecax npeacraBnsetr cobor TEXHONOMM0, Koraa Kaxapiv
XOCT c onpegeneHHbiMm MAC-agpecom cooTBeTcTBYyeT onpegeneHHomy VLAN'y. 3To no3sonsaer
Nnosib30BaTeNto CETU COXPaHUTL cBoe YneHCcTBO B VLANe npu nepemMeLleHnn n3 ogHoro mecra
B Apyroe. Kak Mbl BvAUM, rfaBHOE MNPEUMYLLECTBO 3TOr0O MeToda B TOM, 4YTO HeT
HeobxoammocTn nepekoHdpurypuposate VLAN, Korga nonb3oBaTenb MeEHSeT CBOe
MeCTopacnonoXeHne, a MMEHHO MNeEpeKsioYaeTcd ¢ OAHOro KoMMyTaTopa Ha Apyron. 310
cnepcteue Toro, Yto VLAN 6asupyetrca Ha MAC-agpece nonb3oBaTens, a He Ha MopTy
KOMMYyTaTopa.

VLAN, 6asupytowminca Ha IP-nogceTtax npepcraBnaet cobon TexHonoruto, rae metka VLAN
Ha3Ha4yaeTcs B COOTBETCTBUM C IP-agpecomM MCToYHMKa 1 ero Mackowm nogcetu. NpenmyLecTso
3TOro MeToda TO Xe, YTO M Yy npeablayuiero, nonb3oBaTtento He TpebyeTca U3MeEHATb
KOHMrypaumio npu n3MeHeHnn MeCToOHaxoXaeHus.
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MeTton VLAN’a Ha 6a3e NpOTOKONOB CETEBOr0 YPOBHSI HaA3HA4YaeT pasfiMyHbIM MPOTOKONam
pa3nuyHble Homepa VLAN'OoB. OTO o4veHb yoobGHO AnA Tex CeTeBbIX aAMMHUCTPATOPOB,
KOTOpble XOTAT ynopanoynBaTth nofb3oBaTenen no npunoxeHnam n cepsucam. bonee toro,
nonb3oBaTeny Moryt cBo60AHO NepemMeLlaTbCs Nno CeTu, 3aperMcTpUupoBaBLUMCHL B HEW OOVH
pa3. [NpeMmyLLecTBOM OaHHOro MeToAa He ABMNAETCA TO, YTO OH MO3BOJSIAET MOSib30BaTENAM
MEHATb CBOE MecTonosioxeHne 6e3 nameHernna koHgurypaumm VLAN’0oB, a 10, 4TO0 VLAN’bI
pasnnyaloTcda No TUNy NPOTOKOMOB — OYEHb BaXHO A9 CETEBOro agMuUHUcTpaTtopa. K Tomy xe,
OaHHbIN MeTon, He TpebyeT nobaBneHnss metkn perma ans naeHtndukaumm VLANa, 4T0

CHMXaeT obLwmin Tpadmk B CeTU.

3amevaHue: MopTbl, KOTOpble He0b6XxoaMMO NpunucaTtb K aAnHamudeckum VLAN gonxHbl ObiTb

CKOHOUTyprpOBaHbl Kak rmépuaHble.

15.6.2. KoHcdpurypupoBaHue auHammnyeckux VLAN

1. KoHdurypuposaHue cpyHkuumn VLAN’a no MAC-agpecam Ha nopTy.

Hactponka VLAN kak MAC VLAN.

2
3. KoHdurypupoBaHue cootseTcTBuA mexay MAC-agpecamn n VLAN amu.
4. KoHpurypnposaHme COOTBETCTBUA Mexay npoTokonamu u VLAN amu.

1. KoHdurypmnpoaHue dyHkunm VLAN’a no MAC-agpecam Ha nopry.

KomaHpa

OnucaHue

Pexum koHcurypmpoBaHus nopra

switchport mac-vlan enable
no switchport mac-vlan enable

BkntoveHne/BbikntodeHne cgyHkumm VLAN’a
no MAC-agpecam Ha nopty

2. Hactpounka VLAN kak MAC VLAN.

KomaHpa

OnucaHue

Pexxum rnob6ansHoro KOHpUrypuposaHus

mac-vlan vlan <vlan-id>
no mac-vlan

KoHpurypaums onpepeneHHoro VLAN’a
kak MAC VLAN; komaHpa «no mac-vian»
yoanset Hactponku MAC VLANa Ha
naHHomMm VLANe

(@ orecy
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3. KoHurypuposaHue cootseTcTBus mexay MAC-agpecamun n VLAN amum.
KomaHpa OnucaHue
Pexum rmo6anbHOro KOHUrypmpoBaHus
mac-vlan mac <mac-addrss> vlan <vlan-id> | [lo6aBneHue/yganeHne COOTBETCTBUM
<mac mask> priority <priority value> mexgy MAC-agpecamn n VLAN’amu, a
no mac-vlan {mac <mac-addrss>|all} MMEHHO - 3aMMCb/UCKINOYeHme
onpeaeneHHoro MAC-agpeca n3
onpepeneHHoro VLAN’a
4. KoHdurypupoBaHue COOTBETCTBUS Mexay npoTokonamun n VLAN amum.
KomaHpa OnucaHue
Pexum rmo6anbHOro KOHUrypnpoBaHusa
protocol-vlan mode [ethernetll {etype <etype- | [1ob6aBneHue/yganeHne COOTBETCTBUN
id>} | llc { dsap <dsap ID> ssap <ssap ID>} || mexagy npotokosiamu u VLANamu, a
shap {etype <etype-id>}] vlan <vlan-id> MMEHHO —  BXOXAEHWe/UCKIoueHne
. /n3
no protocol-vlan [all | mode] {etype <etype-id> | CMPEAECNIEHHOTO ripoToKonia B
vian <vlan-id>|all} onpepeneHHoro VLAN’a

15.6.3. TunoBoe npumeHeHue auHammu4yeckoro VLAN’a

CueHapuii:

B odmcHon cetn otaen A npuHaanexmt K VLAN100. Heckonbko COTPyAHWKOB OTAENa 4acto
BbIHYXAEHbl NepeMeLLaTbCs BHYTPM oducHon cetu. Tak xe TpebyeTtcsa obecneumBatb A4OCTYN
apyrux cotpygHukos otaena K VLAN100. Jonyctum, 4to oguH u3 cotpygHukos — User M.
MAC-agpec ero komnbtotepa — 08-c6-b3-11-22-33, korga M nepekntoyaeTca B, OOAVH U3
noptoB kKommyTtatopa A, B wnn C, uHTepdenc aBTOMaTUYECKM KOHPUrypupyetTca Kak
rmbpuaHbii n nogkntovaetca K VLAN100 B pexume «6e3 meTok». B 3aToM cnyyae AaHHble
VLAN100 6yayT nepegaBaTbCA Ha MNOPT, K KOTOpoMy nopkntodeH M, u obecneuymBaTtb

TpeboBaHusa cBasHocT B VLAN100.

O6BbekT
KOHcurypaumm

OnucaHue KoHcurypaumm

MAC-based VLAN

O6wwasn koHurypauus kommyTtaTopoB A, B, C

Mpumep KoHpUrypaumu:
Switch A, Switch B, Switch C:

switch(Config)#mac-vlan mac 08-c6-b3-11-22-33 vlan 100 priority O

switch(Config)#exit
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KommyTarop A KommyTatop B Kommytartop C

VLAN 100 :
Otnen A

VLAN 200 :
OtpenB

Monb3oBatens M
08-c6-b8-11-22-33

VLAN 300
G 0 Otoen C

PucyHok 15-8. Tunosas Tononorusa npumeHeHns auHamudeckoro VLAN'a

15.6.4. YcTpaHeHue HeucnpaBHocTen auHamunyeckoro VLAN’a

Ha kommyTaTtopax €O CKOH(UrypupoBaHHbIM AuHamuyeckum VLANOM, korga K HuM
MOAKITIOYEHO HECKONbKO YCTPOMCTB (Hanpumep, ABa KoMmmbioTepa), ObiBaeT, 4To nepsas
nornbiTKa COeANHEHUA MeXAy HUMU He ronyyaeTcs. PelueHne B JaHHOM criydae Takoe — Hafo
[aTb BO3MOXHOCTb OOOMM YCTPOMCTBaM YCMNeELWHO nocnatb Kakue-nubo naketbl B CETb
(Hanpumep, ICMP, KomaHaom ping), 3T0 NO3BONMUT KOMMYyTaTOpy 3anoMHuTbL nx MAC-agpeca, u
TOrfa oHW CMOryT cBo60OAHO CBA3bIBATLCSA Yepe3 AuHamunyecknii VLAN.

MpuoputeTtsbl agnHamnyeckoro VLAN’a u BxogHoro punbtpa VLAN 0B ana o6paboTkun nakeToB
cneaytouwme: npnoputeT anHammyeckoro VLAN’a Bbllle, YEM Y BXOASALLErO (hunbTpa.

15.7. KondurypuposaHue GVRP
15.7.1. O6wasn nidopmauusa o GVRP

Mpotokon GARP (Generic Attribute Registration Protocol), ncnonesyetcs ana guHaMn4eckoro
pacnpegeneHns, pacnpocTpaHeHusa W peructpaumm aTtpubyToB UWHGOpMauun mexay
KOMMyTaTtopamMu-y4acTHUKaMmn B CETU KOMMYyTaLMK.

ATpubyTom moxeT 6biTb nHdopmaumsa VLAN, rpynnoson MAC-agpec n Tak ganee. O4eBugHo,
yTo NpoTokon GARP MOXeT TpaHCMopTMpOBaTb MHOXECTBO aTpuOyTOB HA KOMMyTaTop, Ha
KOoTOopbI Ux Heobxoaumo nepepaThb (populate). Ha ocHoBe GARP onpeneneHbl pasnuyHble
NpuUnoxeHnsi (HasbiBaemble NpUNoXeHuamn-obbektamm GARP), ogHUM U3 HUX ABNAETCH
GVRP.

MpoTtokon GVRP (GARP VLAN Registration Protocol) — 310 npunoxexue, ncnonbs3yollee ons
paboTtbl MexaHnam GARP. OHo oTBe4vaeT 3a obcnyxuBaHue nHGOpMauuM ANHAMUYECKOW
peructpaumm VLAN 1 nepepavy permctpaumoHHon nHdopmaumm Ha gpyrme KOMMyTaTopbl.
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KommyTtaTtopsbl, nogaepxusatowme GVRP, MoryT npuHumMatb WHGOpMaUUO OUHAMUYECKON
pernctpaumm VLAN OT ApyrMx KOMMYTaATOpOB M OOHOBISATb JIOKaNbHYK WMHGOPMaLUO
peructpaunmn VLAN B COOTBETCTBUU C MPUHSTOMN.

KommyTaTop, Ha KOTOpPOM BKItoveH npotokon GVRP moxeT nepepaBatbh CBOKO COOCTBEHHYIO
nHpopmauuio pernctpaumm VLAN Ha gpyrue KommyTatopsl. MNMpuHaTaa nHgopmaums coagepXxut
NoKaribHY CTaTUYeCKylo MHOPMaLUMIo, 3afaHHY0 BPYYHYIO U AUHAMUYECKY0 MHopMaLUuio,
Nnosny4YeHHy oby4yeHnem oT Apyrnx KoMmMmyTaTopoB. [1o3Tomy, 3a cyeT nepegaym nHdopmaunm
pernctpaumm VLAN, coctositenbHas nHgpopmaums VLAN moxeT ObITb pacnpocTpaHeHa Ha Bce
KOMMYTaTOpbI C BKIto4eHHbIM GVRP.

KommyTarop C

VLAN 100-1000 VLAN 100-1000

-—
—
-~

KommyTtatop A KommyTatep B KommyTtartop D ytatop F KommyTatop G

KommyTartop E

PucyHok 15-9. TunnyHasa cxema npuMeHeHus

KommyTatopbl A 1 G He coeavHeHbl Mexay cobow Ha ceTu BToporo ypoBHs; B, C, D, E, F
NPOMEXYTOYHbIE KOMMYyTATOpbl, noAaknioveHHble K A n G. Ha kommytatopax A n G
ckoHpurypuposanu VLAN100-1000 spyuyHyto, Torga kak Ha B, C, D, E, F nx HeT. Koraa GVRP
BbIKNtoYeH, A n G He MOTYT HU C KEM COeMHUTBLCH, NMOCKOSbKY MPOMEXYTOUHbIE Y3Sbl HE UMEIOT
cootBeTcTBYOWMX VLAN'0B. OgHako nocne BkntoyeHmsa GVRP Ha Bcex y3nax, ero MexaHu3m
nepepaum atpubytoB VLAN no3BonsieT npomMexyTouHbiM y3nam peructpupoBatb VLAN’bI
AnHamudecku, n VLAN B VLAN100-1000 y3noe A u G MOryT coeuHsITbCs C NoObIM Opyrum.
Bce VLAN’bl, OMHAMU4YECKM 3aperucTpupoBaHHblE Ha MPOMEXYTOYHbIX Yy3nax, OyayT
pa3pernctpmpoBaHbl, Korga Ha y3nax A n G BpyyHyw yganatca VLAN100-1000. Takum
obpa3om ogmHakoBble VLAN’bI ABYX HeCcOCeOHUX Y3MO0B MOTYT COEAMHSITbCA MOCpPeaCcTBOM
npotokona GVRP BMeCTo py4HON KOH(UIypaumm BCEX MPOMEXYTOYHbIX Y3/10B AJ19 NoNyYeHns
npocton KoHdurypauumn VLAN'0B.

15.7.2. Hactpounka GVRP

1. KoHdurypuposaHue Tanmepa GARP.
2. BknoyeHue/BbiknoveHne dyHkuun GVRP Ha nopry.
3. Bknioyenune dpyHKunm GVRP B kommyTaTope.
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1. KoHdwurypaumsa taimepa GARP.

KomaHpa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

garp timer join <200-500> KoHdurypupoBanmne Tailmepos
fi I <500-1200> yAepXaHusi, CnMaHWa u BbiIxoga Ans
garp timer leave <500-1200 GARP

garp timer leaveall <5000-60000>
no garp timer (join | leave | leaveAll)

2. BknoyeHue/BbiknioveHne dyHkuun GVRP Ha nopry.

KomaHpa OnucaHue

Pexum koHcpurypmpoBaHus nopra

gvrp BkritoueHne/BbIKII0uEHNE PyHKUMM
no gvrp GVRP Ha nopty

3. BknioyeHune dyHKunn GVRP B koMMmyTaTope.

KomaHpa OnucaHue

Pexnm rmobanbHOro KoHcurypmpoBaHus

gvrp BkrtoyeHne/BbIKIIOUEHNE yHKUMM
no gvrp GVRP B kommyTaTope

15.7.3. NMpumepsbl npumeHeHuns GVRP

CueHapun 1;
@ 1/0/2 — 1/0/10 . 1/0/11 —, | 102 ] %
EED 0 1/0/11 1/0/11 EED O
MK1 KommyTtartop A KommyTartop B KommyTartop C MnK2

PucyHok 15-10. TunuyHasa Tononorusa npumeHeHuns GVRP

Ona nonyyeHusa uHdopmauum puHammnydeckon peructpauum VLAN n ee OBHOBREHWs Ha
KOMMyTaTopax A0nXeH 6biTb CKOHUryprpoBaH npotokon GVRP.

CKoHpurypmpoBaHHbIi Ha KommyTaTopax A, B n C npotokon GVRP, no3BonaeT guHaMmmyecku
ckoHdurypupoaTtb VLAN 100 Ha kommyTaTope B 1 oByM paboymm cTaHUMAM, NOAKIIOYEHHbIM
K VLAN 100 Ha kommyTtatopax A u C cBfA3aTtbcA Mexay cobom 6e3 craTtuyeckoro
kKoHdurypuposanua VLAN 100 Ha kommyTaTope B.
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O6BbEeKT HaCTPOMKMN OnucaHue o6bLeKTa HaCTPOMUKMU
VLAN100 MopTbl 2-6 Ha kKommyTaTopax Aun C
Trunk port Moptbl 11 Ha kommyTaTopax A u C, noptel 10, 11

Ha KOMMyTaTope B

GVRP B pexume rnobaneHoro @ Kommytatopsl A, B, C
KOHUrypupoBaHus

GVRP B pexunme kKoHdpurypmpoBaHus Moptel 11 kommyTtatopos A n C, noptel 10, 11
nopToB KommyTaTopa B

Mopkntoumm e paboune ctaHumm k noptam VLAN 100 Ha kommyTaTopax A n C, nogkniounm
nopt 11 Ha kommyTaTope A K nopTy 10 Ha kommyTaTope B 1 nopt 11 Ha kKommyTaTope B K nopTy
11 Ha kommyTaTope C.

Warm KoHurypaumm onucaHbl HAXE:
KommyTtaTop A:

Switch(config)# gvrp

Switch(config)#vlan 100

Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
Switch(Config-Vlan100)#exit

Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp

Switch(Config-If-Ethernet1/0/11)#exit
KommyTtatop B:

Switch(config)#gvrp
Switch(config)#interface ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport mode trunk
Switch(Config-If-Ethernet1/0/10)# gvrp
Switch(Config-If-Ethernet1/0/10)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit

KommyTaTop C:
Switch(config)# gvrp
Switch(config)#vlan 100

152

® §) QTECH

MWP OOCTYNMHEE



PykoBopacTteo nonb3oBartensa cepus QSW-4530

HACTPOWKA BUPTYAJIbHbLIX JIOKAINbHbLIX CETEW VLAN

Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
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Switch(Config-VIan100)#exit

Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit

15.7.4. YcTpaHeHue HeucnpaBHocTten GVRP

Cuetunk GARP, yCTaHOBMEHHbI Ha TPAHKOBbIX NMOpPTax Ha 0OOMX KOHLAX MarnctpanbHOn
NMHUM OONXeH ObITb OAMHAKOBbIM, B MPOTMBHOM crydae GVRP He cmoxeT paboTtaTtb
HopManbHO. PekomeHnayeTca nsberatb 0gHOBpPEMEHHON paboTbl npoTokonoB GVRP n RSTP Ha
y3ne. Ecnu TpebyeTca Bknountb npotokon GVRP, Heo6xoaMMo cHavana BbIKITH4UTb OYHKLMIO
RSTP Ha nopTax.
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16. HACTPOUKA TABIULbl MAC-AOPECOB
16.1. O6wue cBegeHns o Tabnuue MAC-agpecoB

Tabnuua MAC-agpecoB — 310 Tabnuua cootBeTcTBUn MAC-anpecoB YCTPOWUCTB Ha3Ha4YeHns
noptam KommyTtaTtopa. MAC-afpeca 0enaTcs Ha cTaTudeckue u guHamudeckmne. Ctatudeckne
MAC-agpeca Bpy4Hy0 CKOH(pMrypmpoBaHbl Nonb3oBaTenemM, UMeKT HavBbICLLMIN NPUOPUTET U
OENCTBYIOT MOCTOAHHO (OHM He MoryT 6biTb 3amelleHbl AuHamudeckum MAC-appecamn).
InHamnyeckme agpeca 3anoMmMHalOTCA KOMMYTaTOPOM Npu Nepegade NakeToB AaHHbIX, Y OHK
OEVNCTBYIOT OrpaHnyeHHoe BpemsdA. Korga KomMmyTaTop nonyyaetr pevMm AaHHbIX  Ons
nepecbiyikn, oH coxpaHseT MAC-agpec UCTOYHMKA (ppeirmMa U COOTBETCTBYIOLWNA eMy MNopT
Ha3HayeHus. Korpa Ttabnuua MAC-agpecoB onpawmBaetcsa Ha npeametr MAC-agpeca
NPUEMHMKA, NP HaAXOXAEHUN HYXHOro agpeca, NakeT [AaHHbIX OTnpaBndeTcd Ha
COOTBETCTBYIOLWMA MOPT, B MPOTUBHOM Cilydae KOMMYyTaTOp MeEpechbiaeT MakeT Ha CBOW
LUMpokoBeLllaTenbHbli gomMmeH. Ecnn guHamudecknin MAC-agpec He BCTpedaeTcsa B NakeTax angd
nepecbinkn [nuvTenbHoe Bpemsi, 3annucb O HeM yaansetca u3 Tabnuupl MAC-agpecos
KOMMyTaTopa.

IOns Tabnuupbl MAC-agpecoB onpeerneHbl ABe onepaumm:
1. Mony4yexnne MAC-agpeca.

2. OtnpaBka unu omnbTpaums nakeTa AaHHbIX B COOTBETCTBMM C Tabnuuen
MAC-agpecos.

16.1.1. NonyyeHune Tabnuubl MAC-agpecoB

Tabnuua MAC-agpecoB MOXET 6bITb MOCTPOEHa CTAaTUYECKMN UK AnHaMMYecku. CTaTmyecknm
KOHMrypupoBaHnemM HacTpamBaeTcsli cooTBeTcTBue Mexay MAC-agpecamyn 1M nopTtamu.
OvHamuyeckoe obyyeHne — 3TO NpoUecC, Korga KOMMYyTaTop W3y4vaeT CBA3N Mexay
MAC-agpecamu n noptamu n perynsapHo obHoensaeTt Tabnuuy MAC-agpecos. B aton cekuun
Mbl OCTAHOBUMCS Ha NpoLecce AMHAMUYeCKoro noctpoeHunsa Tabnuusl MAC-agpecos.

=
1/0/5 1/0/12
MK 1 MK 2 MnK3 MK 4
08-C6-B3-11-11-11 08-C6-B3-33-33-33

PucyHok 16-1. OnHamnyeckoe noctpoeHune Tabnuupl MAC-agpecos

Tononorua Ha puCyHKe Bblle: 4 KOMMNbIOTEPA NOAKIOYEHbI K KOMMyTaTopy, rae PC1 n PC2
npuHaanexaTt ogHOMY (PU3NYECKOMY CErMeHTy (OOMEHY KOonnuaumn), pU3n4ecknin cermeHT
noaksnoyeH k nopty 1/0/5 kommyTatopa, PC3 n PC4 npuHagnexat K apyromy usnyeckomy
cerMeHTy, noakntyeHHomy K nopty 1/0/12 kommyTaTopa.

HauanbHasa Tabnuua MAC-agpecoB He CoAepXUT HUKaKMX 3Ha4YeHun. Bosbmem ansa npumepa
npouecc ceasun mexay PC1 n PC3. MNMpouecc 0byyeHna MAC-apgpecam, cneayroLmi:
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1. Korga PC1 nocbinaet coobueHune k PC3, MAC-aagpec ncroynuka 08-C6-B3-11-11- 11-
11 n nopt 1/0/5 u3 3toro coobweHua 3aHocatca B Tabnuuy MAC-agpecos
KoMMyTaTopa.

2. B 10 Xe BpeMA KOMMyTaTOpy HaAo NOHSATb, Kak AOCTaBUTb coobuieHne Ha agpec 08-
C6-B3-33-33-33. Tak kak Tabnuua cogepXuT 3annucb Tonbko ana agpeca 08-C6-B3-
11-11-11-11 v nopta 1/0/5, a pna agpeca 08-C6-B3-33-33-33 HUKAKUX 3anuncen HeT,
KOMMYTaTop pacchinaeT AaHHoe coobLeHe Ha Bce CBOM NOPTbI (Npeanonaraem, 4To
BCE NopTbl NpuHagnexar no ymonyaxumio VLANL).

3. PC3 u PC4 nony4ator coobuieHne, nocnaHHoe PC1, Ho PC4 He oTBe4vaeT Ha 31O
coobueHne, Tak kak agpec npuemHmka 08-C6-B3-33-33-33, n otBeyaTb Ha Hero byaet
Tonbko PC3. Korpa nopt 1/0/12 nony4vaet coobuweHune, oTnpaeneHHoe PC3, B
Tabnuuy MAC-agpecoB pobasnsetca 3anncb o MAC-agpece 08-C6-B3-33-33-33 u
COOTBETCTBYIOLWEM emy nopte 1/0/12.

4. Tenepb Tabnuua MAC-agpecoB nmeeT Ape anHamuyeckue 3anucu: MAC-agpec 08-
C6-B3-11-11-11-11 — nopt 1/0/5 1 08-C6-B3-33-33-33 — nopt 1/0/12.

5. Tlocne obmeHa naketamu mexagy PC1 n PC3, kommytaTop 6onblie He nonyyaet
naketoB, otnpaBneHHoix PC1 u PC3. W 3anucn B Tabnuue MAC-agpecos,
COOTBETCTBYIOLLMNE 3TUM ycTponcTBam yaanatTtca yepes 300 unm 2x300 cekyHp, (T.€.
npoctoe unu gporiHoe Bpemsa Xu3Hu). 300 cekyHA 34ecb 3TO BPEMS XU3HU MO
ymonyaHuio gna 3anucen B Tabnuue MAC-agpecoB. Bpemsa Xu3Hu MOXeT ObiTb
N3MEHEHO Ha KOMMYyTaTOpe.

16.1.2. MNMepecbinka unu hunbTpauma Kagpos

KommyTaTop nockinaeT unu otunbTpoBbLIBAET NPUHMMAaEMbIe NakeTbl AaHHbIX B COOTBETCTBUN
c Tabnuuen MAC-agpecoB. PaccmaTtpuBas ans npumepa pucyHok Bbllle, npeanonaraem, 4to
kommyTaTop udyumn agpeca PC1 n PC3, u nonb3oBaTesib BPYYHYH0 HAacTpousn COOTBETCTBUE
noptoB ana PC2 n PC4. Tabnuua MAC-agpecoB kommyTaTopa 6yaeT crnegytowen:

MAC-agpec Homep nopta Kem npob6aBneHa 3anucb
08-C6-B3-11-11-11 1/0/5 HnHamnyeckoe obyyeHne
08-C6-B3-22-22-22 1/0/5 CraTtnyeckasn KoHurypaums
08-C6-B3-33-33-33 1/0/12 HnHamnyeckoe obyyeHne
08-C6-B3-44-44-44 1/0/12 CraTtnyeckasn KoH(urypaums

1. OtnpaBka nakeToB B COOTBETCTBUU C Tabnuuenn MAC-agpecos.

Ecnn PC1 noceinaet naket Kk PC3, komMmyTaTop OTnpaBnseT AaHHble, NOflyYeHHble C nopTa
1/0/5 Ha nopt 1/0/12.

2. ®unbTpaumsa gaHHbIX B COOTBETCTBUM ¢ Tabnuuen MAC-agpecos.

Ecnn PC1 nocbinaet coobuwenne PC2, kommyTtaTop, npoBepuB Tabnuuy MAC-appecos,
HaxoauT PC2 n PC1 B ogHOM (hn3N4eCckoM CerMeHTe 1 oTUbTPOBLIBAET 3TO COObLLEHUNE (TO
ecTb cOpacbiBaeT 3T0 coobLLeHue).

KommyTaTOpOM MOryT nepecbinaTbCs Tpy TUna Kagpos:

e Broadcast frames;
e  Multicast frames;
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Unicast frames.

[Hanee onunceiBaeTcs, Kak KOMMYTaTop pa60TaeT CO BCEMU TpEMA TUNMAMU MAKETOB:

1.

Broadcast frame: kKomMMyTaTop MOXET ONpeaAenaTb KONM3nm B JOMEHE, HO TONIbKO He
0N WnpokoBeLaTenbHbIX AoMeHoB. Ecnn VLAN’bI He yCTaHOBMEHBI, BCE YCTPOMCTBA,
NOOK/IOYEHHbIE K  KOMMYTaTOpy, CUYMTAlOTCA  HaxOosWMMUCA B OAHOM
LWMpoKoBeLLaTensHOM AomMeHe. Koraa kommyTtatop nonydaet Broadcast frame, oH
nepecbinaeTt ero Bo Bce noptbl. Ecnn VLAN’bI CKOHUIypupoBaHsbl, Tabnuua
MAC-agpecoB aganTupyeTca B COOTBETCTBUM C AOMNOSIHUTENbHOW MHGOpMauMen o
VLAN’ax. B aToM cnyyae KoMMyTaTop OTnpaBndetr (perM TONbKO Ha MnopThl,
Haxopsiwmeca B ToM Xe VLANe.

Multicast frame: ecnm MHOrononb30BaTENLCKUA OOMEH HEW3BECTEH, KOMMyTaTop
paccbinaet dpenm B Tom Xe VLANe, Ho, ecnn BKtoyeHa dyHkumst IGMP snooping
Unn cKoHdUrypupoBaHa cratuyeckas MHOrononb3oBaTenibckas rpynna, KoMmyTaTop
6yaeT nocbinatb 3TOT hpeimM B NOPTbl MHOrOMNOSIb30BaTENbCKOW rpynnbl.

Unicast frame: ecnu VLAN'bl He ckoHdurypuposaHbel, T0, ecnu MAC-agpec
npuemMHuka ectb B Tabnuue MAC-agpecoB KOMMyTaTopa, KOMMYTaTop HanpsiMmyro
nepecbinaeT NakeT B COOTBETCTBYOLWMI NopT. Ecnu xe agpec npuemMHuka B Tabnuue
He HanOeH, KOMMyTaTop AenaeT LUMPOKOBELLATENbHY PacChiikKy 3TOro gpenma.
Ecnn VLAN’bl CKOHbUTyprpoOBaHbl, KOMMYyTaTop paccbinaet Unicast frame Tonbko
BHYTpn ogHoro VLAN’a. Ecnun MAC-apgpec HangeH B Tabnuue, HO NpuUHagnexmT
apyromy VLAN’y, KOMMyTaTop AenaeT LUMpoKOBeLllaTeNbHY0 pacchbiniky dperva B
ToM VLANe, K KOTOPOMY NpuUHagnexuT openm.

16.2. KoHdurypupoBaHue tabnuubl MAC agpecoB

1. KoHdurypmpoBaHue Bpemenn xn3Hn MAC-agpecos.
2.  KoHurypmpoBaHue ctatndyeckon counbTpauum unm nepecoInku.
3. Ouuctka anHammyeckom Tabnuupl MAC-agpecos.
1. KoHdurypmpoBaHue Bpemenn xn3Hn MAC-agpecos.
Komanpa OnucaHue

Pexxum rnob6ansHoro KoHpUrypuposaHus

no mac-address-table aging-time

mac-address-table aging-time <0 | aging-time> KoHurypvpoBaHne BpeMEHU XU3HU

MAC-agpecos

2.

Ouunctka amHamu4yeckon Tabnuubl MAC-aapecos.

KomaHpa OnucaHue

Pexum agmuHucTpartopa

Clear
<mac-addr>] [vlan <vlan-id>] [interface [ethernet | MAC-agpecos
| portchannel] <interface-name>]

mac-address-table dynamic [address | OuucTtka ONHaMMYecKon Tabnuupl
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3. KoHdurypuposaHue ctatnyeckom omnbTpaumm Unm nepecbiku.
KomaHpa OnucaHue

Pexum rmo6anbHOro KoOH¢urypupoBaHus

mac-address-table {static | blackhole} address
<mac-addr> vlan <vlan-id> interface {ethernet
<IFNAME > | port-channel <IFNAME > |
<IFNAME>} [source|destination|both]

no mac-address-table {static | blackhole }
[address <mac-addr>] [vlan <vlan-id>] [interface
[ethernet | port-channel] <interface-name>]

KoHdurypmnpoBaHme ctaTudecknx 3anncen
ansa MAC-agpecos, cTaTU4eckux
MHOronosb30BaTeNbCKUX 3anucen,
3anucen punbTpauumn NakeTos

4.

HacTtponka o6y4yeHna MAC-agpecoB Yepes ynpasreHume NpoLecCoOpoM.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypnpoBaHusa

mac-address-learning  {enable |
{interface {ethernet <IFNAME>} <IFNAME>
vlan <Vlan IDs> }

disable}

BkntoueHune/oTknoveHne oby4eHus
MAC-agpecoB 4epes ynpasneHne CPU

5. Hactponka 3awuTbl OT KONU3UN.

KomaHpa

OnucaHue

Pexxnm agMuUHUCTpaTopa

show collision-mac-address-table

Noka3biBaeT KONNuU3um

MAC-agpecoB

Tabnuuy

clear collision-mac-address-table

Ounctutb Tabnuuy MAC-agpecos

16.3. Mpumepbl TMNNYHOM KOH(UrypaLuum

CueHapwii:

UeTblpe KOMMbIOTEPA, KaK MOKa3aHO Ha pUCYyHKe, nogknioveHsl K noptam 1/0/5, 1/0/7, 1/0/9,
1/0/11 kommyTaTopa. Bece 4 komnbioTepa npuHagnexat no ymonyanuto VLAN1. B cooTBeTCcTBUM
c TpeboBaHNAMM K CETU, BKITKOYEHO 06y4eHne anHamuyeckum agpecam. PC1 cogepXuT BaxHble
OaHHble, N HEAOCTYNEH ANs APYrMX KOMMbIOTEPOB U3 APYrux pmnaundecknx cermenTos; PC2 u
PC3 ctaTnyecku npunucaHsl K noptam 7 n 9, COOTBETCTBEHHO.
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P )
—
-

1/0/5 1/0/11

1/0/7 1/0/9

MK 1 MK 2 MK 3 MK 4
08-C6-B3-11-11-11 08-C6-B3-33-33-33
08-C6-B3-22-22-22 08-C6-B3-44-44-44

PucyHok 16-2. TunuyHbin npumep KoHdwurypaumm tabnuubl MAC-agpecoB

OT1anbl KOHpUrypaumm nokasaHbl HAXE:
1. YcraHoBka MAC-agpeca 08-C6-B3-11-11-11 PC1 kak hunbTpyemoro.
Switch(config)#mac-address-table static 08-C6-B3-11-11-11 discard vlan 1

2. YcraHoBka ctatmnyeckon ceasm gna PC2 n PC3 c noptamu 7 n 9 cCOOTBETCTBEHHO.

Switch(config)#mac-address-table static address 08-C6-B3-22-22-22 vlan 1
interface ethernet 1/0/7

Switch(config)#mac-address-table static address 08-C6-B3-33-33-33 vlan 1
interface ethernet 1/0/9

16.4. YcTpaHeHMe  HeucnpaBHOCTEW, CBA3aHHbIX C Tabnuuen
MAC-appecosB
Ecnu npu ncnonb3oeannn komaHabl show mac-address-table, 66110 BbISCHEHO, YTO Ha NOPTY
npousowen cbon obyvyeHus MAC-agpecamMm yCTPOWCTB, NOAKIIOYEHHbIX K HEMY. Bo3MoXHble
NPUYUHDI:
e [loakntoveHHbIn Kabenb NOBPeXaeH.

e Ha nopty BkmnyeH Spanning Tree B crtatyce «discarding» wvnu nopT TOMbKO YTO
nogknounnca n Spanning Tree noka B ctaTyce BbluucneHns gepesa. [loxanTecs, noka
BbIYMCNEHNE CTPYKTYpPbl 3aKOHYUTCA 1 nopT obyunTtca MAC-agpecy.

e Ecnu npobnembl, onucaHHble Bbille, He 06HapyXeHbl, TPOBEpbTE NOPT KOMMyTaTopa U
CBSIXMTECH C TEX.NMOAAEPXKON ANA peLleHns npobnemsi.

16.5. flononHuTenbHble hyHKUMKU Tabnuubl MAC-agpecoB
16.5.1. Npussaska MAC-agpecoB

16.5.1.1. Obwme cBegeHus o npuBaske MAC-agpecoB

BonblWKHCTBO KOMMYTaTOpPOB NoaaepxunsatoT pexum obydyeHns MAC-agpecam. Kaxabin nopt
MOXeT AMHaMWYEeCKu 3amnoMHuUTb Heckonbko MAC-agpecoB, Takum 06pa3om BO3MOXHa
nepegaya NoTOKOB AaHHbIX Mexay ussecTHoiMn MAC-agpecamu BHyTpu nopta. Ecnu cpok
xun3Hn MAC-agpeca WCTeK, NaKeT, HanpaBfeHHbl Ha 3TOT agpec, Oyaetr pasocnaH
LLUMPOKOBeLLaTeNbHO.
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Opyrumn cnosamu, MAC-agpec, kotopoMy obyuuncss nopt, 6yaeT mcnonb3oBaTbCs SIS
nepegayyM naketoB K 3Tomy nopty. Ecnu coeamHeHve nepeknoyeHO Ha Apyron nopr,
KOMMYTaTOp CHOBa BbINOSMHUT 06y4yeHne MAC-agpecy u 6yneTt nepefaaBaTb AaHHbIe HOBOMY
nopTy.

OpHako, B HEKOTOPbIX Cllyyasix NOAUTMKA ynNpaBfeHUsa UNn CEKPETHOCTM MOXET TpeboBartb,
yTo6bl MAC-agpeca ObINM NpUKpenneHbl K nopTamMm, U TOMbKO MOTOKM C MPUBS3AHHBLIX
MAC-agpecoB 6yaoyT nponyckaTbCA K Mepecbiike Ha nopt. TO ecTb, MNocne npuBs3KM
MAC-agpeca K nopTy, B 3TOT NOPT MOryT NepeaaBaTbCA TONMbKO AaHHbIE, NpeAHa3HAYEeHHbIe
ona gaHHoro MAC-agpeca. MNoTokn gaHHbIX, NpegHa3HadveHHble and apyrux MAC-agpecos, He
NPUBA3aHHbIX K JaHHOMY NopTy, He ByayT NponyckaTbCsl Yepes nopT.

16.5.1.2. HacTpowuka npusasku MAC-agpecoB

BknitoueHne dyHkumm npussasku MAC-agpecos Ha nopry.

Mpueaska MAC-agpeca K nopry.

KoHdurypaums napameTpoB dyHKUMK NpuBa3aHHbix MAC-agpecos.
KoHdurypaumsa nosywwku gnsa ysegomnenunn o MAC-agpecax.

P wbnPE

1. BknioueHue dyHkumm npmeaskn MAC-agpecoB Ha NopTy.

KomaHpa OnucaHue

Pexum koHcurypmpoBaHus nopra

switchport  port-security BkntoueHne dyHkumm npmeaskm MAC-agpeca Ha nopty wm
dukcauma nopta. Korga nopt 3adumkcupoBaH, yHKUUS
obyyeHna MAC-agpecam BbIKMOYEHA: KOMaHga «no
switchport port-security» BbIKIto4aeT PYyHKUMIO NPUBA3KU
MAC-agpeca Ha nopTy M BOCCTaHaBnMBaeT QYHKLMIO

o6yyeHna MAC-agpecam Ha nopTy

no switchport port-security

2. ®ukcauma MAC-agpeca Ha nopry.

KomaHpa OnucaHue

Pexum KoHcurypmpoBaHus nopra

switchport port-security aging {static | time
<Interval minutes> | type { absolute | inactivity

1}

no switchport port-security aging

Bkntoyaet dyHKuMio Tammepa dumkcaumm
nopra.

KomaHpa «no switchport port-security aging»
BOCCTaHaBIIMBAET 3Ha4YEeHWE NO YMOYaHUIo

switchport port-security mac-address [<mac-
address> | sticky]

no switchport port-security mac-address
[<mac-address> | sticky]

HobasnsaeT fe3onacHble

MAC-apgpeca.

cTaTn4yeckume

KomaHpa «no switchport port-security mac-
address» ypansieT ctatuyeckne 6e3onacHble
MAC-apgpeca
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Komanpa OnucaHwue
Pexnm agMmuHucTpartopa
clear port-security dynamic [address <mac- Ouuwaer auHammdeckne  MAC-agpeca,
addr> | interface <interface-id>] BblyYeHHbIE Ha yKa3aHHOM NopTy

3. KoHurypaums napameTpos npusasku MAC-agpecos.

<value>

KomaHpa OnucaHue

Pexnm KoHurypmpoBaHua nopta

switchport port-security maximum <value> YcTaHaBnMBaeT  MakKCMMasibHOe  YUCIOo

no switchport port-security maximum Gesonackbix MAC'a.‘”'peCOB Ha — nopty,
KoOMaHpa «no  switchport  port-security

maximumy BOCCTaHaBNMBaeT 3HayeHue no
ymMon4yaHuo

switchport port-security violation {protect |
restrict | shutdown} [recovery]

no switchport port-security violation

YcTaHoBKa pexvMa HapylleHWs Ha nopTy;

KOomMaHga «no  switchport  port-security
violation» BoccTaHaBnuBaeT 3HayeHue no
YMOJTYaHUIO

16.5.1.3. YcTpaHeHue npobnem npuBaskn MAC-agpecoB

BkntoueHne npusazkun MAC-agpecoB Ha nopTy MOXeT OblTb HeyAauHbIM MO HEeCKOSbKUM
npuYmMHam. Huxe npuBoaAUTCA HECKOSbKO BO3MOXHbIX MPUYUH U UX YCTPaHEHUE:

e EcnunpusasaHHbii MAC-agpec HegoCTyneH Ha nopTy, ybeguTech, YTO NOPT HE BXOANUT
B port-aggregation n He CKOH(pUrypmpoBaH Kak TpaHKoBbIn. [1puBa3aHHbin MAC-agpec
YHUKaNeH B KOHKpeTHOW koHdwurypauun. Ecnn Bbl xoTute npmeasate MAC-agpec,
PyHKUMN, YNOMSAHYTbIE Bbllle, LONXHbI ObITb BbIKOYEHbI.

e Ecnu 6e3onacHbli agpec YCTaHOBMNEH Kak CTaTUYEeCKUA aapec U yaaneH, Torga atoT
6e3onacHbIn agpec He MoXeT OblTb UCNONb30BaH, XOTs OH U OyAeT cylwecTBOBaTb.
Ncxopsa u3 aToro, pekomeHayeTcs usberatb HasHa4YeHUss CTaTUYECKUX afpecoB Ans
NopToB, AJ1A KOTOPbIX BKITloueHa npuesaska MAC-agpecos.

16.6. KoHdurypauua MAC notification

16.6.1. BBepeHune B MAC notification

®dyHkuma MAC notification npegHasHadeHa ana yeBepomneHus. [obaBnsa wnu ypanas
MAC-agpeca, a UMeHHO, Korga Ao6aBnslTCca WM yaansaiTca YCTPOMCTBaA, agMUHUCTpaTop
6ynet yBegomneH 06 M3MEeHMAX C NOMOLLBI0 Shmp trap-coobLeHuiA.

16.6.2.

1. Hactpoiika rno6ansHoO snmp.

KoHdurypauus ysegomnenHum o MAC-agpecax

2. Hactpowika rno6ansHoro MAC notification.
3. Hactponka nHtepsana gna otnpasku MAC-yBeJOMMAEHUN.

® §) QTECH

MWP OOCTYNMHEE

161



PykoBoacTtBo nonb3osatend cepua QSW-4530

HACTPOWKA TABNULIbI MAC-AJPECOB W
4. HacTpoiika pa3mepa TabnuLbl ICTOPUMN.
5. Hactpoiika Tuna nosywkn MAC-yBefoMAeHWI, NogaepXmnsaemMbiX MOPTOM.
6. [MpocmoTp koHGUrypauumn n gaHHeix MAC-yBeAOMIEHUNA.
7. Owunctka ctatuctnkm MAC notification.

1. Hacrtponika rno6ansHoro snmp trap MAC notification.

KomaHpa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

no mac-address-table notification notification

snmp-server enable traps mac-notification = Bkntouyaet/BbikntodaeT  rnobanbHO  snmp
no snmp-server enable traps mac-notification | MAC notification
2. Hactponka rno6ansHoro MAC notification.
KomaHpa OnucaHue
Pexum rmo6anbHOro KOHUrypnpoBaHus
mac-address-table  notification Bknioyaet/Bbikntovaet  rmobanbHo  MAC

3. Hactpownka uHtepsana ans otnpasku MAC-yBelOMNEHUNA.

KomaHpa OnucaHue

PexxuMm rnob6ansHoro KOHpUrypuposaHus

no mac-address-table notification interval MAC-ysepomnenmn, el A

mac-address-table notification interval <1-30> Hactponka wvHTepBana Ana  OTNpaBku

«No»

BOCCTaHaBJIMBaeT HaCTpOI7IKVI no ymon4daHuro

4. HacTpoika pa3mepa Tabnuubl UICTOPUN.

KomaHpa OnucaHue

Pexunm rnobanbHoro koHcurypupoBaHus

no mac-address-table notification history- size | M0 YMOn4aHuto

mac-address-table notification history-size <0- HacTpoika pa3mepa Tabnuubl wnctopuw,
500> KOMaHa «nNo» BOCCTaHaBNMBaeT HaCTPOMKU

(@ orecy
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5. Hactpoiika Tuna nosywkn MAC-yBefoMAeHWI, NogaepXmnsaemMbiX MOPTOM.

KomaHpa

OnucaHue

Pexunm KoHurypmpoBaHua nopra

mac-notification {added removed

moved} {log | trap}
no mac-notification

| all |

HacTtponika wnu ctupaHne Tuna JsoBYLIKN
MAC-yBegomMneHun, nognepXvBaemMbix
nopToMm

6. [MpocmoTp koHGUrypauumn n gaHHeix MAC-yBeAOMIEHUNA.

KomaHpa OnucaHue
Pexnm agMuHucTparopa
show mac-notification summary MpocmMOTp  KOHMrypaumm 1M OaHHbIX
MAC-yBegomreHni
7. Ouuctka ctaTUcTuky nosyLwkn MAC-yBeoOMNeHnNn.
KomaHpa OnucaHue
Pexnm agMuHucTpatopa
clear mac-notification statistics Ouunctka CTaTUCTUKKN NOBYLLKN

MAC-yBegomreHni

16.6.3. Mpumep MAC notification

IP-agpec ctaHuumn ceteBoro ynpasnenus (NMS) 1.1.1.5, IP-agpec areHta 1.1.1.9. NMS
nonyunt Trap-coobweHne ot areHTta. ([pumevaHne: NMS MOXET yCTaHOBWUTb MPOBEPKY

MOAJMMHHOCTM B CTPOKY XapakKTep JIOBYLUKMN).

Mpouenypa KoHpUrypaumu:

Switch(config)#snmp-server enable

Switch(config)#snmp-server enable traps mac-notification

Switch(config)#

mac-address-table

notification

Switch(config)# mac-address-table notification interval 5

Switch(config)# mac-address-table notification history-size 100

Switch(Config-If-Ethernet1/0/4)# mac-notification both

16.6.4. YcTtpaHeHne HeucnpaBHocTen MAC-yBegoMNneHUn

Y6eamTecb, 4TO COOOLLEHWE NOBYLUKM OTMPaBAseTcs YCMewHO KoMaHaou show u

oTnagkon KomaHabl Snmp.
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17. HACTPOUKA NMPOTOKOIJIA MSTP
17.1. Obwme cBeageHusi o MSTP

MSTP (Multiple STP) — HoBaa peanu3aumss npoTokona spanning-tree, ocHoBaHHaa Ha
npotokonax STP n RSTP. OH paboTtaet Ha nobbix KOMMyTaTopax nokanbHbix ceTen. OH
BbluncnsaeT obuiee n BHyTpeHHee cBsasytollee aepeo (CIST — common and internal spanning
tree) ona Bcen ceTn, KOTOpPoe COAEPXUT YCTPOMCTBA, noaaepxusatowme MSTP, STP n RSTP.
OH TaK Xe BbluMCnAeT He3aBUCUMbIE SK3EMMNIIAPbl MHOXeCTBa CBA3YyoLWmMX aepesbeB (MSTI —
multiple spanning-tree instances) ana kaxgow obnactm MST (MSTP domain). B MSTP
ncnonb3yeTca aganTupoBaHHaa Bepcusa npoTokona RSTP, obecneuynBaiollero ObICTPyiO
CXOAMMOCTb NPW NMOCTPOEHUN CBA3YIOLLErO AepeBa, Npu 3TOM OAHOMY U TOMY Xe 3K3eMMnnsapy
cBA3yloWero nepesa MoxeT ObiTb conoctaBneHo MHoxectBo ceter VLAN. MSTP
obecneunBaeT pasnunyHble MapLpyTbl ANS nepefayn AaHHbiX U no3sonseT 6anaHcupoBaTb
Tpaduk. bonee Toro, Tak Kak MHoXecTBeHHble VLAN’bI UICMOMNb3YIOT OAUH U TOT XE 3K3eMnisap
cBasylwero gepesa, MSTP MOXeT yMeHbLlaTb KOMMYECTBO MOCTPOEHHbIX AEPEBLEB, YTO
NO3BOMSET YMEHbLUNTb Harpy3Ky Ha NPoL,EeCccop N YMEHbLUWTb Cry>XeObHYH0 Nonocy Ha KaHanax.

17.2. PermoH MSTP

Tak KaKk OgHOMY 3K3eMMnsapy CBA3YHLEro AepeBa MOXeT OblTb CONOCTaBNEHO MHOXECTBO
VLAN, komuTeT, paspabatbiBatoiwimi ctaHaapTt IEEE 802.1s npennoxun pa3BuTb KOHLIEMLNIO
MST. MST wucnonb3dyetca onst NpmBaA3ku KOHKPeTHOM VLAN K KOHKPETHOMY 3K3eMnnsapy
CBA3YHOLIEro nepesa.

Pervon MSTP coctouT wn3 OOHOMO WM HECKOSIbKMX KOMMYTaTOpPOB C OAMHAKOBbLIM
noeHtTndukatopom MSID (MST Configuration Identification) n nokanbHon ceTn (KOHKPETHbIN
kommyTaTop B permoHe MSTP aBnseTcs Ha3HayeHHbIM (designated) KOMMYyTaTOPOM JToKanbHON
CeTH, Ha KOMMyTaTOpax, 3aKpPemnmeHHbIX 3a JIoKasnibHON ceTbto, NpoTtokon STP He paboTaeT).
Bce kommyTaTtopsl B ogHoM MSTP pernoHe umetot oguH MSID.

MSID conepxuT Tpu atpubyra:

e  KoHdurypaumoHHoe UMs: COCToUT 13 uudp n OykB.
e Howmep Bepcum.

¢ KpaTtkoe onucanue koHdurypmpoBaHus: Cetu VLAN, cOOTBETCTBYOLLME 3K3EMMNAPAM
CBA3YIOLLEro Aepesa.

KommyTaTopbl C 04MHAKOBLIMU BbILLEONUCAHHBIMU aTpnbyTamMmn CHUTAKOTCA HAaXOAALMMUCS B
OAHOM permvoHe MST.

Korga MSTP Bbluucngetr CIST B nokanbHOM ceTM € KOMMmyTatopamu, permoH MST
paccmMmaTpuBaEeTCs Kak oguMH KOMMyTaTop. PaccMoTpuM pUCYHOK HUXeE:
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ROOT A ROOT A
—_— —_—
D D
M
D
.. Pervion MST =

PucyHok 17-1. NMpumep CIST u pernoHa MST

Ha cxeme, ecnu B ogHOM KoMMyTaTope ncnonb3dyetca STP, a B gpyrom RSTP, To nopt mexay
KkoMmmyTtatopom M u kommyTatopom B pomxeH O6biTb 6nokupoBaH. OpHako, ecnu B
KoMMyTaTopax obnactu, BblAeneHHON NyHKTUpOM, ucnonbdyetcsds MSTP n ckoHdurypmnposaH
OoOMH 1 TOT Xe pernoH MST, To npotokon MSTP 6yaeTt cuutatbh 3TOT PErMOH KOMMYTaTOPOM.
MoaTomy 6noKMpoBaH O4MH NOPT MEXAY KOMMYyTaTopoM B 1 KOpHEBbIM y31oM; Kpome Toro,
6nokupoBaH oguH NopT KommyTaTtopa D.

17.2.1.1. Onepauun BHYTPU OQHOrO M TOro e permoHa MSTP

Ok3emnnap ceazytowero gepesa (IST) cBasbiBaeT Bce KommyTaTopbl MSTP-pernoHa. Koraa
IST cowencs, KopHeBoun y3en IST ctaHoBMTCA ynpaBnalowmm y3nom IST — B HEM HaxoguTcA
KOMMyTaTop ¢ HanmeHbwnm |ID-mocTa n MeTpukon mapLupyTta K KopHesomy y3ny CST. Ecnu B
CeTU MMeeTCA TOMbKO OAWMH perwoH, ynpasnsawowun ysen IST ogHoBpeMeHHO fABnseTca u
KOopHeBbIM y3noM CST. Ecnu kopHeBon y3en CST HaxoguTca BHE pernoHa, ynpaBnaiolmnm
y3nom IST ssnaetcs oamH 3 kommytatopoB MSTP Ha rpaHuue permoHa.

Mpu nHnumanmsauum kommyTtatopa MSTP oH nockinaet naketsl BPDU, B kOTOpbIX 06bABNAET
cebs KopHeBbIM y3nom CST u ynpasnstowmm y3nom IST, npy 3ToM METPUKU MapLUpyTa K 3TUM
y31nam paBHbl Hyn0. Kpome Toro, KOMMyTaTop UHULManNu3npyeT Bce cBou ak3emnnsapbl MST u
obbaABnaeT cebss KOpHEBLIM y3r1oM. Ecnun kommyTaTop npyHMMaeT MHOPMaLMIO OT KOPHEBOTO
y3na MST BepxHero ypoBHA (C MeHblwKM ID-koMmmyTaTOpa, MeHbLUEN METPUKOW MapLupyTa
W T. A.), COXPaHEHHYIO AN NopTa, OH nepectaeT o6bsABNATL cebsa ynpaBnsowmm y3nom IST.

B pernoHe MST ynpasnstowumi y3en IST aBnaeTcs egUHCTBEHHbIM 3K3EMMASIPOM CBA3YOLLETO
JepeBa, KOTOpbIM MpUHUMAaET M nockbinaeT naketbl BPDU. Tak kak naketel MST BPDU
cogepxaT nHgopmaumio 060 BCcex 3K3eMnnsipax, YNCNo Takmx NakeToB, KoTopoe Tpebyetca
obpaboTtaTb KOMMyTaTOpy ANA MOAAEPXKN MHOXECTBA 3K3EMMJISIPOB CBS3YIOLErO AEpPEBa,
3HAYNTENBbHO YMEHbLLIAETCH.

Bce 3K3eMnnAapbl MST opgHoro n TOoro xe pernoHa coBMeCTHO UCNONb3yKT OAHN N Te Xe
TaVIMepr NMpoTOKONa, oAHakKo Kaxapblin IK3emMnnap MST nmeeT cBOU COBCTBEHHbIE napamMeTpbl
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Tononoruun, Hanpumep, ID KOpHEBOro kKOMMyTaTopa, METPUKY MapLipyTa K KOPHEBOMY Y31y
nT. A

17.2.1.2. Onepauun mexnay permoHamm MST

Ecnu BHyTpK ceTu cywecTByeT HECKONbKO PEMMOHOB WS B HEW YXE CYLLLECTBYHOT KOMMYTaTOpbI
802.1D, MSTP cozpaet n obcnyxusaet gepeBo CST, KoTopoe BKOYaeT BCe pernoHbl MST u
BCE CylwecTByllmMe KommyTatopbl ¢ STP B cetu. [ns npeobpa3oBaHua B gepeBo CST
ak3emnnsapbl MST kombuHupytoTcs ¢ IST Ha rpaHuLe permoHa.

Ok3emnnap MSTI aBnseTca NCTUHHBLIM TONBKO BHYTpU pernoHa MST. 3k3emnnap MSTI Hukorga
He coBepLUaeT HUKaKMX gencTeum ¢ ak3emnnapamu MSTI gpyrux pernoHos MST. KommyTaTopbl
B permoHe MST npuHumatoT naketel MST BPDU apyrux permoHoB 4yepes rpaHuyHble rnopTbl.
OHuM mMoryT TOnMbko o6pabaTtbiBaTb WHpopmaumo, oTHocswytocs K paepeBy CIST, wu
oTbpacbiBatoT nHgopmaumio MSTI.

17.2.2. Ponn noptoB

Kommytatop MSTP npucBanBaeT noptam ponuv, KOTOpble OHWM OOSTXHbl UrpaTb B MPOTOKOJSIE
MSTP. Ponu noptoB aepesa CIST: Root Port, Designated Port, Alternate Port, Backup Port.

Kaxgbim nopt MSTlI wumeetr ewe ogHy ponb, 6onee BbICWEro nopagka, Yem
BblLLenepeyncneHHsle ponu: Master Port.

Ponu noptoe B gepee CIST (Root Port, Designated Port, Alternate Port, Backup Port) — Takue
Xe, 4To 1 npu npotokone RSTP.

17.2.3. BanaHcupoBKa Harpy3skum B MSTP

B pernone MSTP cetu VLAN moryT 6biTb NpUBA3aHbI K pa3nMyHbIM 3K3eMnaspam, 4TO MOXeT
hopmMmpoBaTh pasnuyHble Tononoru. Kaxgpli ak3emnnap HesaBucuM Opyr oT gpyra u aT1o
No3BONAET UM MUMETb COBCTBEHHbIE aTpUbYThl, Takue Kak NpUOpPUTET YCTPOUCTBA U METPUKY
nopra.

CnepoBatenbHo, cet VLAN pasnunyHbIX 3K3eMMispoB UMEKT CBOM COOCTBEHHbIE MapLLPYThI.
Ona tpadumka cetent VLAN Takum o6pa3om noaaepxmeaetca 6anaHCcMpoBKa Harpy3ku.

17.3. KoHcurypmuposaHume MSTP

=

BkntoyeHue npoTokona MSTP u yctaHoBKa pabo4ero pexmma.
HacTpoika napameTpoB 3K3eMMASPOB CBA3YIOLErO AepeBa.
HacTtpoika napameTpoB permoHoB MSTP.

HacTtpoiika BpemeHHbIX napameTpoB MSTP.

HacTporika dpyHKuum 6bicTport murpauum MSTP.

HacTpownka ¢popmaTa nakeToB Ha NopTy.

HacTpoiika aTpnbyToB CBA3YHOLLErO AepeBa Ha NopTy.
HacTpornka atpnbyToB Snooping-kntoya ayTeHTUdrKaLmu.
HacTpowka pexunma FLUSH ana nameHeHuin Tonosornn.

© 0NN
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1. BknoyeHne npotokona MSTP uyctaHoBka pabo4yero pexuma.

KomaHpa

OnucaHue

Pexum rno6anbHOro KOH(pUrypmpoBaHus U pexxmm KOHUrypmpoBaHua nopra

spanning-tree
no spanning-tree

BknoueHue/BbikntoyeHne MSTP

Pexum rmo6anbHOro KOHUrypmpoBaHus

spanning-tree mode {mstp|stp|rstp}
no spanning-tree mode

YcraHoBka pabouyero pexuma MSTP

Pexum koHcpurypmpoBaHus nopra

spanning-tree mcheck

MpuHYANTENBLHO YCTaHABNMBAET ANA NOPTa PEXUM
paboTbl No npoTokony MSTP

2. HacTtpoiika napameTpoB 3K3eMMNNAPOB CBA3YIOLLEro AepeBa.

KomaHpa

OnucaHue

Pexnm rmobanbHoOro koHcurypmpoBaHus

spanning-tree  mst <instance-id>

<priority value>

priority

no spanning-tree mst <instance-id> priority

Mo3BonsieT 3apatb NPUOPUTET KOMMYyTaTopa
ANA YKa3aHHOro 9K3eMmsipa CBS3YHLLEro
fAepesa

spanning-tree priority <priority value>
no spanning-tree priority

MossonseT HacTpPOUTb npuoputeT
CBA3YIOLLEro epeBa Ha KoMMyTaTope

Pexum KoHcurypmpoBaHus nopra

spanning-tree mst <instance-id> cost <path
cost value>

no spanning-tree mst <instance-id> cost

[na ykasaHHOro aksemmnndpa CBA3YIOLWEro
JepeBa MO3BOJSIAET YCTAHOBUTb METPUKY
MapLupyTa K nopTty

spanning-tree mst <instance-id> port- priority
<port-priority>

no spanning-tree mst <instance-id> port-
priority

Mo3BonsieT 3apgaTb NpuopuTeT nopTta Ans
yKa3aHHOro 3K3eMrisipa CBSI3yHoLLEero AepeBa
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KomaHpa

OnucaHue

spanning-tree mst <instance-id> rootguard

[Ina ykasaHHOro 3K3emnnspa CBA3YIOLLEro
JepeBa no3BonseT 3adaTbh 3alUMLLEHHbIN

no  spanning-tree  mst  <instance-id> -

rootguard KopHeBon y3en. [lopTbl, AnNA KOTOpPbIX
yCTaHOBfeHa 3awmTa, He Moryt ObiTb
npeobpa3oBaHbl B KOPHEBbIE MOPTbl APYrux
TUNOB

spanning-tree  rootguard [Onsa Tekywero nopta 3ajaeT pexnm

no spanning-tree rootguard 3aLMLLIEHHOro KOpHEeBOro nopta B
aK3emnnape CBA3YHOLLEro Aepesa.

CKOH(UIrypupoBaHHbIV 3aLUMLLIEHHDBIN MOPT HE
MOXeT 6bITb Npecbpa3oBaH B KOPHEBOW MOPT
ApYyrux TUNoB

spanning-tree [mst <instance-id>] loopguard

no spanning-tree
loopguard

[mst  <instance-id>]

BkntoyeHne pyHKUMN OTCEeXNBaHUA NETAN B
KOHKpeTHOM YyacTHOM fiepeBe. KomaHaa «no»
OTKII0YaeT AaHHY0 PYHKLMIO

3. Hactpowika napameTtpoB pernoHos MSTP.

KomaHpa

OnucaHue

Pexnm rmobanbHoOro koHcurypmpoBaHus

spanning-tree  mst configuration
no spanning-tree mst configuration

Bxoa B pexum KOH(MUIrypupoBaHUA permoHa
MSTP. KomaHga «no» Bo3BpalllaeT 3Ha4YeHme
Nno yMOSYaHuto

Pexum koHcUurypuposaHus permoHa MSTP

instance <instance-id> vlan <vlan-list>
no instance <instance-id> [vlan <vlan-list>]

[Mo3BonaeT co3naTtb IK3EMMSAP CBA3YOLENO
JepeBa M YCTaHOBUTb COOTBETCTBME MEXAY
VLAN 1 9TUM 3K3eMnngapom

name <name>

no name

MNo3BonseT 3agaTb UM« pernoHa MSTP

revision-level <level> lNo3Bonser 3apaTtb HoMep peBn3umn

no revision-level KoHdurypuposaHug permoHa MSTP

abort Bbixoq M3 pexuma KOHGUrypuposaHus
permoHa MSTP wun BoO3BpaT B pexum
rno6anbHoro KOHMrypmpoBaHusi 6e3

coxpaHeHusa koHdurypauumn permnoHa MSTP
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KomaHpa OnucaHue

exit Mo3BonseT coxpaHuTb CAeNaHHbIe HAaCTPOMKM
pernoHa MSTP, BbINTM U3 peXxuma HacTPOnKu
permoHoB MSTP u BepHyTbCA B PpeEXUM
rno6anbHOro KOHMUrypnpoBaHusi

no OTmeHa ogHOM KOMaHabl WM  yCTaHOBKa

nepBoHa4vasibHOro 3Ha4eHunA

4. HacTtpoiika BpeMeHHbIX napameTpos MSTP.

no spanning-tree forward-time

KomaHpa OnucaHue
Pexum rmo6anbHOro KOHUrypnpoBaHusa
spanning-tree forward-time <time> Mo3BonsieT 3agaTb  BpeMsl  3a0epXKu

nepefayv Ha KoMMyTaTope

spanning-tree hello-time <time>
no spanning-tree hello-time

YcraHoBka BpemeHu Hello ana nocbinkm
coobuweHurn BPDU

spanning-tree maxage <time>
no spanning-tree maxage

YcTaHoBKU COOOLLIEHUN

BPDU

BpeMEeHN XU3HU

spanning-tree max-hop <Max hop value>
no spanning-tree max-hop

YcTaHOBKa MaKcuMarnbHOro ymcra Xornos Ansd
coobuwenunn BPDU B pernoHe MSTP

5. Hactpoika dyHKuMmM BbicTpoi murpaumm MSTP.

KomaHpa

OnucaHue

Pexum koHcpurypmpoBaHus nopra

spanning-tree
true|force-false}

link-type p2p {auto|force-

no spanning-tree link-type

YcTaHoBKa Tuna nnHum nopTta

spanning-tree portfast [bpdufilter| bpduguard]
[recovery <30-3600>]

no spanning-tree portfast

Mo3BonaeT 3agatb NOPT, KaK TrPaHUYHbIN.
Onuma Bpdufilter cnyxut ana otbpacbkiBaHus
npuHATBLIX ~ coobuweHun BPDU.  Onuus
bpduguard npu npueme coobwenHna BPDU
3akpbiBaeT nopT. [NapameTp «no» BbIKNOYaeT

QTECH
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PEXMM MOrpaHWYHOro nopTa, MNpPOUCXoaUT
npeobpasoBaHve B MNOPT, KOTOPbIN He
HaxoAuTCA Ha rpaHuue
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6. Hactpoika bopmaTa nakeToB Ha NopTy.

KomaHpa OnucaHue

Pexunm KoHhurypmpoBaHusa nopra

spanning-tree format {standard | privacy | | lNo3Bonaer HacTpouTb ¢opmaT nakeTa
auto } cBAsyowero gepesa nopta. [lpu Bbibope
onuum standard nakeT COOTBETCTBYET
ctaHgaptam |IEEE, npu onuuuprivacy naket
comectuMm ¢ CISCO, auto o3HayaeTt, 4TO
dopmat onpepensaeTcs No NPUHATOMY NakeTy

no spanning-tree format

7. Hactpoika aTpnbyToB CBA3YIOLLIErO AepeBa Ha MopTy.

KomaHpa OnucaHue

Pexunm KoHurypmpoBaHua nopra

spanning-tree cost < Path cost value> lMo3BonaeT 3agaTb METPUMKY MapLipyta K
no spanning-tree cost nopty

spanning-tree port-priority <Priority value> | No3BonseT 3agaTb NpUOpUTET NopTa
no spanning-tree port-priority

spanning-tree  rootguard [Mo3BonseTr ycTaHOBUTbL  MNOPT, KakK He

no spanning-tree rootguard KOpHEBOU

Pexxum rnob6ansHoro KOoHpUrypuposaHus

spanning-tree transmit-hold-count <tx-hold- | YcraHoBka MaKCUManbHOro 3HayeHuA
count-value> CUYeTUMKa 3a4epXKn nepenayn Ha nopTy

no spanning-tree transmit-hold-count

spanning-tree cost-format {dot1d | dot1t} YctaHaBnuBaeT hopMaT METPUKU MapLupyTa
dot1d unwm dot1t
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8. Hacrtponka atpmbyToB Snooping-knoya ayTeHTMdnKaumm.

KomaHpa

OnucaHue

Pexxnm KkoHUrypmpoBaHus nopra

spanning-tree  digest-snooping

no spanning-tree digest-snooping

Mo3BonsieT noOpTy UCMONb30BaTb CTPOKY
ayTeHTUdUKaLMM  napTHEepCKoro  nopra.
KomaHga «no» BOCCTaHaBnMBaeT

CMNONb30BaHNE CreHepupOBaHHO CTPOKM

9. Hactponka pexuma FLUSH ana nameHeHun Tononornu.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KoH¢purypmpoBaHus

protect}
no spanning-tree tcflush

spanning-tree  tcflush  {enable| disable| | Enable: cBasyoliee aepeBo CTpouTcs cpasy

protect} Npy U3MEHEHUN TONOSIOTUN.

no spanning-tree tcflush Disable: cBA3yloLlee gepeBo HE CTPOUTCS Npu
N3MEHEHNN TOMOSOrnun.
Protect: cBsi3yilollee oepeBo CTpouTcs pa3s B
[ECATb CEKYHA,
KomaHaa «no» BoCcCTaHaBNMBaET 3Ha4YeHne
Mo YMOMYaHUIO — U3MEHEHNE NPU N3MEHEHUN
TOononormm

Pexum KoHcpurypmpoBaHus nopra
spanning-tree  tcflush {enable| disable| | lNo3Bonsetr HacTpoutb pexum flush gna

nopta. KomaHpa «no» BOCCTaHaBNMBaeT
ncnonb3oBaHne obLWMX HAaCTPOEK pexnma Ha
YyCTpOWCTBE
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17.4. NMpumep npumeHeHna MSTP

KommyTtarop B Root-kommyTtaTtop A
— 1 1 —
o =

>/
X
5 1
— e —
7 7
KommyTtarop D KommyTartop C

PUCyHOK 17-2. TunnyHblin cueHapuii npumeHenns MSTP

CoeounHeHna Mexay KOMMyTaTtopamu MoKa3aHbl Ha pUCYHKe Bbllwe. Bce KommyTaTopbl
pabotatoT B MSTP-pexume no ymonuyaHuto. VIx npyuoputeTbl MOCTOB, NPUOPUTETHI NOPTOB U
CTOMMOCTb MapLLpPYyTOB ANl NOPTOB CTOAT MO YMOSYaHUIO (paBHbl). [lapameTpbl N0 yMOnyaHuo
ANs KOMMYTaToOpOB NOKa3aHa HUXe:

Uma mocTa SwitchA SwitchB SwitchC SwitchD
Bridge MAC Address | 00-00-01 00-00-02 00-00-03 00-00-04
Bridge Priority 32768 32768 32768 32768
Port Port 1 128 128 128
Priority

Port 2 128 128 128

Port 3 128 128

Port 4 128 128

Port 5 128 128

Port 6 128 128

Port 7 128 128
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Uma mocTa SwitchA SwitchB SwitchC SwitchD
Route Port 1 200000 200000 200000
Cost

Port 2 200000 200000 200000
Port 3 200000 200000
Port 4 200000 200000
Port 5 200000 200000
Port 6 200000 200000
Port 7 200000 200000

Mo ymonyaHuio npotokonn MSTP co3gaeT Tononoruio Aepesa ¢ KOpHEM Ha KoMmyTaTope 1.

MopTbl, 0603HaYeHHble «X» uMetT cocTosHue discarding (6nokupoBaHbl), Ha OCTanbHbIX
noprtax nepegada paspelueHa.

OTanbl HAaCTPONKM:
War 1. HacTtponka npueasku noptos K VLAN:
e Coszpatb VLAN 20, 30, 40, 50 Ha SwitchB, SwitchC n SwitchD.
o Hactpoutb noptbl 1 -7 Kak TpaHkoBble Ha SwitchB, SwitchC n SwitchD.
LWar 2. YctaHoButb SwitchB, SwitchC n SwitchD kak npuHagnexauwmx ogHoMy gepesy MSTP:

e YcrtaHoBuUTb Ha SwitchB, SwitchC n SwitchD ogHO 1 To Xe nmsa pernoHa, cosnagatoiliee
C umeHeM fiepesa MSTP.

e [lpumesazate VLAN 20 u VLAN 30 Ha SwitchB, SwitchC n SwitchD k ak3emnnsipy
CBA3yloLWEro gepesa 3.

e [Mpunucate VLAN 40 n VLAN 50 Ha SwitchB, SwitchC n SwitchD k 3k3emnnsapy
cBA3yloLero aepesa 4.

War 3. Hactpoutb SwitchC kak kopHeBOI KOMMYTATOp AN 3K3eMnfdpa CBA3YoLLEero nepesa 3.
HacTtpouTb SwitchD kak KOpHEBOI KOMMYTaTOpP AJ18 9K3EMMIsApa CBA3YIOLLIEro Aepesa 4:

e HacTtpoutb npuoputeT KOMMyTaTopa ANnA 3K3emnnspa cBA3ylwero gepesa 3 Ha
SwitchC kak 0.

e HacTtpoutb npuoputeT KoOMMyTaTopa AN 3K3emnnspa CcBA3ylowero gepesa 4 Ha
SwitchD kak 0.

HeTtanbHasg KoOH(uUrypaumsa npueefeHa Huxe:
SwitchB:

SwitchB(config)#vlan 20
SwitchB(Config-Vlan20)#exit
SwitchB(config)#vlan 30
SwitchB(Config-Vlan30)#exit
SwitchB(config)#vlan 40
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SwitchC:

SwitchD:

SwitchB(Config-Vlan40)#exit

SwitchB(config)#vlan 50
SwitchB(Config-Vlan50)#exit
SwitchB(config)#spanning-tree  mst configuration
SwitchB(Config-Mstp-Region)#name mstp
SwitchB(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchB(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchB(Config-Mstp-Region)#exit
SwitchB(config)#interface e1/0//1-7
SwitchB(Config-Port-Range)#switchport mode trunk
SwitchB(Config-Port-Range)#exit
SwitchB(config)#spanning-tree

SwitchC(config)#vlan 20
SwitchC(Config-Vlan20)#exit

SwitchC(config)#vlan 30
SwitchC(Config-Vlan30)#exit

SwitchC(config)#vlan 40
SwitchC(Config-Vlan40)#exit

SwitchC(config)#vlan 50
SwitchC(Config-Vlan50)#exit
SwitchC(config)#spanning-tree  mst configuration
SwitchC(Config-Mstp-Region)#name mstp
SwitchC(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchC(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchC(Config-Mstp-Region)#exit
SwitchC(config)#interface e1/0//1-7
SwitchC(Config-Port-Range)#switchport mode trunk
SwitchC(Config-Port-Range)#exit
SwitchC(config)#spanning-tree
SwitchC(config)#spanning-tree mst 3 priority O

SwitchD(config)#vlan 20
SwitchD(Config-Vlan20)#exit
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S fig-Vlan30)#exit
w SwitchD(config)#vlan 40

o T o

o e
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SwitchD(Config-Vlan40)#exit

SwitchD(config)#vlan 50
SwitchD(Config-Vlan50)#exit
SwitchD(config)#spanning-tree  mst configuration
SwitchD(Config-Mstp-Region)#name mstp
SwitchD(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchD(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchD(Config-Mstp-Region)#exit
SwitchD(config)#interface e1/0//1-7
SwitchD(Config-Port-Range)#switchport mode trunk
SwitchD(Config-Port-Range)#exit
SwitchD(config)#spanning-tree
SwitchD(config)#spanning-tree mst 4 priority 0

lMocne onMcaHHON Bbille HACTpPOMKK, SwitchA 6yaeT KOpHEBbIM KOMMYTaTOpPOM 3K3eMnnsapa
ceasytouwero gepeea 0. B pernoHe MSTP, k kotopomy oTHocATca SwitchB, SwitchC n SwitchD,
SwitchB aBnseTca KopHEBbLIM KOMMYTaTOPOM pervoHa ans sK3emnnsapa ceasyollero gepesa 0,
SwitchC aBnaeTca KOpHEBLIM KOMMYTaTOPOM pernoHa 415 3K3eMnnsipa CBA3YIOLWEro aepesa 3
n SwitchD aBnseTca KOpHEBbBIM KOMMYTaTOPOM pernoHa And ak3emnnsapa CBA3yLLero gepesa
4. Tpacmk VLAN 20 n 30 nepepaeTtca yepes TONOMOMNIO SK3emnnsipa ceasylowero ngepesa 3.
Tpachuk VLAN 40 n 50 nepepaetca yepes TONOMOrMO 3K3eMnnapa CBA3YOLWEro gepesa 4.
Tpaduk c octanbHbix VLAN nepepaetca Yepes TOMNOMOrnio aK3emnngapa CBA3YLWero gepesa
0. Mopt 1 Ha SwitchB faABnaetca ynpaBnsalowmMM MNOPTOM AN 3K3EMMNIAPOB CBA3YHOLUMX
nepesbeB 3 n 4.

MpoTtokon MSTP nyTemM BbIMMCAEHUA FeHepupyeT 3 TOMOSIOMMKN: 3K3EMMMAAPOB CBA3YIOLLNX
aepebeB 0, 3 n 4. MNopTbl, 0603Ha4YEHHbIE «X» UMetoT cocTtossHue discarding (bnokupoBaHbl). Ha
OCTarbHbIX MopTax nepefava paspeLleHa.
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PucyHok 17-3. Tononorusa ak3emnnspa csasytowiero gepesa 0 nocne BbluncneHma MSTP

KommyTatopB_

7

PucyHok 17-4. Tononorusa sk3emnnspa ceasytowero gepesa 3 nocsie sblumcneHna MSTP
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KommyTtatop B

7

PucyHok 17-5. Tononorusa ak3emnnspa ceasytowero gepesa 4 nocne sblumcneHna MSTP

17.5. YcTpaHeHue HeucnpaBHocten MSTP
Ins Toro, 4to6bl NnpoTokon MSTP Ha nopte cmor pabotatb, MSTP pomnxeH 6biTb BKMOYEH B
pexume rnobanbHOro KOH(UrypmpoBaHus.

Tak kak napametpbl MSTP B3aMmocBsi3aHbl, OHU [OMXHbl COOTBETCTBOBaTb CreAyoLM
TpeboBaHWAM:

e 2x(Bridge_Forward_Delay - 1,0 cekyHaa) >= Bridge_Max_Age;

o Bridge_Max_Age >= 2x(Bridge_Hello_Time + 1,0 cekyHaa).
B npotnBHom cniyyae npotokon MSTP moxeT paboTaTb HenpaBuibHO.

Ecnu nonb3oBatenu uamexnunu napameTpbl MSTP, OHM AOMXHbI YOOCTOBEPUTLCS B TOM, YTO
N3MeHeHbl 1 Tononornn. Hactporiku rnobanbHOro pexmuma KoHUrypupoBaHns BbINOSHSAOTCSH
ana kommytatopoB. OcTanbHble HACTPOMKWU BbIMOMHAKTCA ANA OTAEMbHbIX 3K3EMMNAPOB
CBA3YIOLLEro Aepesa.
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17.6. Hactpouka PVST/RPVST

KomaHpa

OnucaHue

spanning-tree mode pvst
spanning-tree mode rapid-pvst

no spanning-tree mode

BkntoyeHue pexumoB PVST/RPVST

KomaHga no oTKNyaeT pexvm

spanning-tree vlan Hactponka npuoputeTa MoCTa ans

<WORD>priority<O0- ykasaHHbix VLAN PVST

61440>

spanning-tree vlan <WORD> priority <0- Hacrtpoiika npuoputeTta MoCTa ana

61440> ykasaHHbix VLAN (PVST/RPVST)

no spanning-tree vian <WORD?> priority C6poc npuoputeTa Ha 3HaueHWe Mo
ymon4aHuio (32768)

spanning-tree  vlan <WORD>

forward-time <4-30>

no spanning-tree vlan <WORD>
forward-time

Hactponka Forward delay ans ykasaHHbIX
VLAN (cekyHabl)

C6poc forward-time
ymonyanuto (15 cek)

Ha 3HaydeHne no

spanning-tree vlan <WORD> hello-time <1-
10>

no spanning-tree vian <WORD> hello-time

HacTtpoika hello time gna ykasaHHbix VLAN
(cekyHAb!)

Cbpoc hello time
yMonyaHuto (2 cek)

Ha 3Ha4veHue 1o

spanning-tree vlan
<WORD> maxage <6-40>

no vlan

<WORD> maxage

spanning-tree

HacTtponka max age ana ykasaHHbix VLAN
(cekyHAb!)

C6poc max age Ha 3Ha4yeHVe Mo yMONYaHuIo
(20 cek)

spanning-tree vlan <WORD> root primary

spanning-tree vlan <WORD> root secondary

Hactponka ™mocTta kKak primary root pAns
yKa3aHHbIX VLAN - ycTaHaBnusaert
npuoputetr mMocta 24576, wunM paBHbIM
Tekywemy root npu meHbwem MAC, npwu
HeobxoaumocTn ymeHbliaeT Ha 4096, 4Tobbl
coenatb KOMMYTaToOp KOPHEBBIM MOCTOM

HacTtponka mocTta Kak secondary root gns
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no spanning-tree vian <WORD> root

4YTOOLI KOMMYTaTop ctan pe3epBHbLIM
KOpHEBbIM MOCTOM U 3aMeHun primary root
npu ero oTkase

OTmeHa HacTpoWKuK root priority

no spanning-tree vian <WORD?> port-priority

spanning-tree vlan HacTtponka napameTpoB nopta: Path cost
<WORD> cost <1- nopta ana ykasaHHbix VLAN
200000000>

: Cbpoc path cost Ha aBTOMaTuyeckoe
no spanning-tree  vlan SRR
<WORD> cost
spanning-tree vlan <WORD> port-priority Hactpoilka  npvoputeta  nopta  Ans
<0-240> yka3aHHbIx VLAN

C6bpoc npuopuTeTa mopta Ha 3HayeHue Mo
ymonyaxuio (128)

show spanning-tree vlan
<WORD?> [interface

<IFNAME>]
[process]

[detail]

KomaHgbl  npocmoTpa  WHopmaumm 0O
spanning-tree gns ykasaHHbix VLAN

1. Hactponka napameTpoB pernoHoe MSTP.

KomaHpa

OnucaHue

Pexxum rnob6ansHoro KOHpUrypuposaHus

spanning-tree mst configuration
no spanning-tree mst configuration

Bxoa B pexum KOH(UIrypupoBaHUSA pervoHa
MSTP. KomaHga «no» BO3BpalLLaeT 3Ha4YeHNE
Nno yMOSYaHuto

Pexum koHchurypupoBaHus permoHa MSTP

instance <instance-id> vlan <vlan-list>
no instance <instance-id> [vlan <vlan-list>]

[Mo3BonsaeT co3pgaTbh IK3EMMSAP CBASYOLENO
JepeBa M YCTaHOBUTb COOTBETCTBME MEXAY
VLAN 1 aTum aK3emMnnspom

(@ orecy

name <name> MNo3BonsaeT 3agaTtb uMs pernoHa MSTP
no name
revision-level <level> Mo3Bonser 3apatb Homep peBu3nn
ho revision-level KoHdurypuposaHug permoHa MSTP
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abort Bbixog 13 pexuma KOH(UrypupoBaHus

permvoHa MSTP wu Bo3BpaT B pexum
rnobanbHoro KOHUrypmposaHus 6e3
COXpaHeHus KoHdurypaumm permnoHa MSTP
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18. HACTPOUKA QOS
18.1. O6wume cBegeHns o QoS

QoS (Quality of Service — kayecTBO cepBuca) — Habop BO3MOXHOCTEN KOTOPbIE MO3BOSIAKOT
co3gaBaTb pas3feneHHble Nonockbl Ans nepefaBaeMbiX MO CEeTU AaHHbIX, TEM CaMbIM
obecneunBan ny4ywnin cepeuc Ans BblbpaHHOro ceteBoro Tpaduka. QoS — rapaHTua KadecTBa
nocnegoBaTenbHON U Npeacka3yemMon nepepayvn gaHHblx ons obecneyenus TpeboBaHum
nporpamm. QoS He co3agaeT AoNOoSIHUTENbHOWN NOoChl Nepeaayn, Ho obecneyvnBaeT 6onee
apPEKTUBHOE YyNpaBfieHNe MOSI0OCOM B COOTBETCTBUM C TPEOOBAHUAMU MPUNOXEHUN U
NOJSIUTMKOWN yNpaBieHUs CETLIO.

18.1.1. TepMmuHbl QoS

QoS: kauyecTBO cepBuca, obecrneyeHne rapaHTUPOBAHHOrO KauyecTBa cepBuca Ans
nocrneagoBaTenbHO M NpeackasyemMoil nepefauv AaHHbIX W BbINOMHEHUs TpeboBaHui
nporpamMm.

OomeH QoS: gomeH QoS nogaepxuBaet yctponctea ¢ QoS ana ¢opmMmpoBaHusa ceTeBOK
Tononorun, Kotopas obecneynT KayecTBO cepBuca. Takas TOMoNorMa HasblBaeTcs JOMEHOM
QoS.

CoS: knacc cepBuca — KnaccudukaumoHHast uHpopmauma, nepegasaemada dpenmamm Q Ha
BTOPOM ypoBHe. 3aHuMaeT Tpu 6uta nons Tag B 3aronoBke peima 1 Ha3biBaeTCA YPOBHEM
Nnonb30BaTeNbLCKOro npuopuTeTa B guanasoHe ot 0 no 7.

Layer 2 802.1Q/P Frame

Preamble |Startirame |, c-pa|MAC-sA| Tag | PT | Data | Fcs
delimiter

A

3 6uta ncnoneaytoTes ana CoS
PucyHok 18-1. MpuoputeTtsbl Knacca cepeuca

ToS: Tun cepeuca. OgHobanToBoe norse, nepeaaBsaemMoe B 3arofioBke naketa IPv4 Ha TpeTbem
ypoBHe Ans obbsBneHus tuna cepsBuca |P-naketa. 3HauyeHnem nons ToS MoxeT ObiTb
npuoputeT IP (IP Precedence) nnu 3HadeHne DSCP.

Layer 3 IPv4 Packet

Version

DS Field| Len | ID |Offset| TTL | Proto | FCS | IP-SA | IP-DA | Data
HeadlLen

A

——— |P precedence (3 6uta) unu DSCP (8 6uT)

PucyHok 18-2. MpuoputeT ToS

IP Precedence: npuoputet IP. KnaccudgukaumoHHas wuHdopmauusa, nepeparoanca B
3aronoBKe NakeTa TPETLEro YPOBHSA, 3aHNMatowasi 3 6uTta u Morywiasa npuHMMaTh 3Ha4YeHusi oT
Opo7.

DSCP (Differentiated Services Code Point): Kogbl  pa3feneHHbiX CepBUCOB,
KnaccudurkaunoHHaa UHdKnaccudukaunoHHaa nHgopMauma, nepegarolaaca B 3arofnoBke
IP-nakeTa TpeTbero ypoBHs, 3aHumaeT 6 6ut, nmeet 3HaveHne ot 0 go 63 m obpaTHO
coBMecTMMa ¢ npuoputeTom IP.
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MPLS TC(EXP): none MPLS o3HauvaeT knacc obcnyxumBaHus, nmeet 3 6uta gna gnanasoHa ot
Opo7.

Layer 2.5 MPLS Packet

MAC-DA | MAC-SA | Tag 0x:sT47 Label Tc’;fsf's" S bit | TTL

L Traffic Class (3 6uta)

Internal Priority: BHyTpeHHUI NPUOPUTET, yCTaHaBNMMBAEMbIN MPOLLECCOPOM KOMMYyTaTopa.
Bo3MOXHbI Anana3oH 3Ha4YeHnin 3aBUCUT OT Tuna npoueccopa. CokpalleHHo — Int-Prio unn
IntP.

Drop Precedence: npuoputeT cbpoca. Npn obpaboTke nakeToB nepBbiMu cbpacbiBaloTCcA
naketol ¢ Gonbwum npuoputetom cbpoca. Mmeetr 3Havenne 0 wmnm 1. CokpaleHHo
o6o3HauvaeTcs Drop-Prec unu DP.

Classification: ocHoBHOe Ha3HauyeHuMe MexaHuama QoS, knaccuduumpyeT nepegaBaemble
nakeTbl B COOTBETCTBUM C KNnaccuukaumoHHon nHpopmaumen, cogepxallencsa B nakeTtax u
crnvckamu koHTponsa goctyna (ACL).

Policing: nencreme mexaHnama QoS Ha Bxofe, KOTOpoe yCTaHaBnMBaeT NoANTUKK Tpadumka u
ynpaengaeT KnaccuguuupoBaHHbIMK NakeTamum.

Remark: pgencreme mexaHmama QoS Ha BxoAe, BbIMOMHAWLLEe NPONYCK, OCTAHOBKY Unn copoc
nakeTa B COOTBETCTBUM C NONMTMKAMM Tpaduka.

Scheduling: genctene mexaHnama QoS Ha Bbixoae. [lJo6aBnaeT nakeTbl B COOTBETCTBYOLLME
ncxoasiume odepeaun. OCHOBLIBAsiCb Ha BHYTpPEeHHeM npuoputeTe. VI npvHMMaeT pelleHune o
nocblinke unmn cbpoce NakeToB B COOTBETCBUN C MPUOPUTETOM cOpoca, anropuTMOM MOCHINKA U
BaXHOCTb COOTBETCTBYHOLLEN O4Eepean B UCXOAALLEM NOTOKE.

In-Profile: Tpadpduk B pamkax nonutukm QoS (momoca nponyckaHus unu SONOSHUTENbHON
nonocom) HasbiBaeTcs In-Profile.

Out-of-Profile: Tpadhpumk B pamkax nonutnkm QoS (Nonockl NponyckaHmsa nnn AoNOSHUTENbHOM
nosnocel) Ha3biBaeTca Out-of-Profile.

18.1.2. Peanu3sauusa QoS

[lna BbINONMHEHUS1 HA KOMMyTaTope NporpaMmMHoro QoS Heo6xoaNUMO pacCMOTPETb OCHOBHYHO
6a3oByl0 mogenb. QOS He co3fgaeT HOBOW MOMOCbI B KaHane, HO MOXET MaKCUMasbHO
NnoAcTpamBaTbh KOHUIypaLmio TEKYLLMX KaHanbHbIX pecypcoB. [onHaa peanusauna QoS pgaet
BO3MOXHOCTb MOMHOCTLIO yNpaBnATb ceTeBbiM TpadukoMm. Huxe, Kak MOXHO TOuYHee,
onucbiBaeTcd cam npuHuun QosS.

Cneuudukauma nepegayun gaHHbix B |IP NOKpbiBaeT TONbKO agpecaLumio U CepBUChI ICTOYHUKA
N NPUEMHMKa U, KOHEYHO, KOPPEKLMIO Nepeaayn nakeTos C NMOMOLLBIO MPOTOKONOB 4 ypOBHSA
mogenu OSI un Bblwe, Taknx kak TCP. OpgHako, B GonblMHCTBE cnyyaeB npotokon IP
NCrnonb3yeT MaKCMManbHO BO3MOXHYIO MPOMYCKHYK CMOCOBHOCTb BMECTO MexaHu3ma
NOAAEPXKW 1 3aLLMTbl NOMOCHl NaKeTHOW nepefayvn. 3To NPUMEHUMMO AJ19 TaKUX CepBUCOB Kak
noyta u FTP, HO npu yBenuyeHun nepepavv MyrbTUMEOUNHbIX KOMMEPYECKUX OAHHbIX U
SNEKTPOHHbIX BM3HEeC-CepBUCOB, METOA, MaKCUMASIbHOW 3arpy3kn He MOXET yOOBNeTBOPUTH
TpeboBaHNa HE0OX0AMMOW NOMOCHI U HU3KUX 3afePXeEK.

Basupysacb Ha pa3nuyHbix MeTogax, QoS onpegenseT NPUOpPUTET ANA KaXOoro BXOAALLEro
naketa. KnaccuduvkaumoHHaa nHopmaums CoaepXnTca B 3arofioBkax |IP-nakeToB TpeTbero
ypoBHsA 1 B 3aronokax gperimoB 802.1Q BToporo ypoBHsi. Q0S obecneunBaeT 04MHAKOBbIV
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CepBUC [AJ1I NaKeToB OAMHAKOBOrO MNpuoputeTa, B TO BpeEMSl KakK [Ana MNakeToB C
pasnuyaloLwmMM1cs NpuopuUTeTamMun NpeasiaraloTcs pasnuyatowmecs onepauun. MappyTusaTtop
UM KoMmyTaTop, nopgaepxusatolme cepeuc QoS, mMoryT obecneumBaTb pasnnyHyo Nonocy
nepeayn B COOTBETCTBUM C KrnaccuduKaumein naketTos, NnoMmeyaTb NakeTbl B COOTBETCTBUMN C
CKOHOUIYpMpPOBaHHbLIMY MONUTMKAMU, a Takxe cbpacbiBaTb HEKOTOPbIE HU3KOMPUOPUTETHbIE
nakeTbl B Clyyae neperpysKku nosiochbl nepeaayu.

KoHdurypauma QoS saensetcsa rmnbkow, 6onee nNpocTon WM CRNOXHOW B 3aBMCUMMOCTM OT
TOMONOrMKN CETU N YCTPONCTB, a Takxe rnybuHbl aHanu3a BXoasALero/ucxoasilero Tpaguka.

18.1.3. basoBasi Mmogenb Q0S

ba3oBasa mogenb QoS coctout U3 4 Yacten: Knaccudukaums, NprumeHeHne nonutuk, NomeTtka
n [MnaHnpoBaHue, rae knaccudukaumsa, NPUMEHEHME MNOANTUK U MNOMETKU —
nocnepoBaTenbHble AeNCTBUS Ha BXxoAe, a paboTa ¢ ouepeasamu 1 nnaHnpoBaHne — AencTeums
QoS Ha BbIxoe.

o N (" )\
Ingress Egress
YcraHoBka OkpalumBaHue
Internal Priority nakeToB
Classification > Policing > Remark » Scheduling
CopTupoBka BxoasiLero PelleHre 0 MexaHuame O6pabotka naketos MomeueHue naketa B
Tpachuka B 3aBUCHMOCTI okpatumsaHus, Single COFNacHo X LBeTy: o4epe/b COrnacHo ero
Sl e ELE bucket dual color unu Dual transmit, drop, remark. Internal Priority u
Kknaccudmkaumm. bucket three color, B Remark nogpasymesaet nocneaytowas obpabotka
Ha3“?“‘?“”e Internal 3aBUCUMOCTM OT nepemapK1poBKy NakeTos, ouepeaw B COOTBETCTBUM C
priority u Drop BbINOSHEHHON HACTPOMKM uameHerue noneu DSCP, HaCTPOEHHbIM
precedence ToS, CoS. anropuTMom
" 4 (S 4

PucyHok 18-3. basoBast mogenb QoS

Knaccudgpukauua: knaccmuuupyet Tpamk B COOTBETCTBUM C  KilacCU(PUKALMOHHOM
MHopMaUnen NakeToB U reHepupyeT 3HavYeHne BHYTPEHHEro NMpuopuTeTa, OCHOBAHHOE Ha
KnaccudukaumMoHHon uHdpMauuun. [Ona  pas3nuMyHbiX TUMNOB NaKeToOB  Kraccudukaumsa
obecneunBaeTcs pa3nnyHbiM 06pa3om. Cxema H1Xe NokKasbiBaeT 3TO.

lMpyMeHeHne NoONNTUK U NOMETKA: KaXAbli NakeT B KraccuuumMpoBaHHOM BXogsLLEM Tpaduke
noslyyaeT 3HayeHWe BHYTPEHHEro npuoputeTa M MOXeT Aanee noaBepraTbCs LEeNCTBUIO
NOMIMTUK N NOMEeYaTbCS.

MNpuMeHeHne NONMUTMK MOXET ObiTb BbLINMOSIHEHO HA MOTOKE AaHHbiXx Ana obecnevyeHus
pa3nMYHOM NOSIOCkI MPONYCKaHWs AN pa3nnyHbIX KrnaccoB Tpadurka. HazHadyeHHaa nponyckHasn
nonutuka MoxeTt OblTb «OAHa Kop3uHa-gBa uBeTa» (single bucket dual color) wnu «aBe
Kop3uHbI-Tpu uBeTa» (dual bucket three color). Tpaduky npucBanBaloTcs pasnuyHble LBETa U
B COOTBETCTBMM C HUMM OH MOXET cOpacbiBaTbCA UNu nponyckaTbes. K nponyLweHHbIM nakeTam
NPUMeEHSAETCs OEWCTBME MOMETKW, KOraa MnakeTy Ha3HayaeTcs HOBbIN, 6onee HU3KWUIA
BHYTPEHHUI NPUOPUTET ANsl 3aMEeHbl CYLLLEeCTBOBABLLEro paHee 6onee BbICOKOro BHYTPEHHETO
npvoputeTa. Mona COS un DSCP 6yayt moguduvumpoBaHbl B COOTBETCTBMU C HOBbIM
BHYTPEHHUM NMPUOPUTETOM Ha Bbixoge. CnepytoLiasa cxema onucbIBaeT 3TN onepauun.
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IP packet

Set the packet COS as
tag packet the default ingress
COS(*4)

Y A 4 Y
DSCP-to-DSCP COS-to-Int-Prio EXP-to-Int-Prio
DSCP-to-Int-Prio COS-to-Drop-Prec EXP-to-Drop-Prec

DSCP-to-Drop-Prec conversation according conversation according to
Conversion according to the to the COS value (*5) the packet MPLS EXP value
packet DSCP u

Set the packet COS field
equals Int-Prio

Enter the
policing flow

PucyHok 18-4. MNpouecc knaccudukauymm

3ameyaHune 1. 3HaveHune CoS paccynTbiBaeTCA ncxoga n3 CBOWCTB NakeTa M HUKaK He CBA3aHO
CO 3Ha4YeHneM BHYyTpeHHEero npunoputeTa, nosily4eHHbIM OJiAa NnoToka.

3amevanue 2. Ecnn ogHoBpeMeHHO ckoHurypupoBaHbl nposepka DSCP u CoS, 1o nproputeT
DSCP BaxHee COS.
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Whether configure
the policing policy

M | Decide the packet color and
action according to the policy

The specific color Drop

ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed

Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

h 4

C Enter scheduling ) ( [;;?:i;?s )

PucyHok 18-5. lNpouecchl PerynuposaHns n nomMeTku

3amevaHue 1. BHyTpeHHWUI npuopuTeT ByAET CKPbIT NOCe YCTAaHOBKU. YCTaHOBKAa BHYTPEHHEro

npuopuTeTa Ha TpaduK C onpefeneHHbIM LBETOM MOKPbIBAET YCTAHOBKY BHYTPEHHEro
npuopuTeTa Ha TpauK, He CBA3aHHbIN C LBETOM.

3ameyanne 2. C6poc BHYTPEHHENO NPUOpPUTETA NAKETOB OCYLLECTBIIAETCA B COOTBETCTBUUN C
KapTon nNpeobpa3oBaHUA «BHYTPEHHWUA NPUOPUTET - BHYTPEHHUI npuoputeT» (IntP-to-IntP).
Mpu knaccudukauum nOToKa BHYTPEHHUA npuoputeT 6epeTca OT  WUCTOYHMKA Wnu
yCTaHaBnMBaeTCcsa AENCTBMAMMU, HE CBA3AHHbIMY C LIBETOM.

Pabota c ouyepeasMu W MNaHMPOBAHME: CYLLECTBYET BHYTPEHHUIA npuoputeT Ans
NCXOAALUMX MAKEeToB, B COOTBETCTBMM C HUM MNAHWpYeTCsi pacrnpeneneHne naketoB Mo
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o4yepeasM C pasfnyHbIM MPUOPUTETOM M MaKeTbl MOCbLINAKTCA B COOTBETCTBUU C BECOBbLIM
npuopuTeETOM O4Yepean M npuoputeTom cbpoca. Crnepyowan cxema ONMUCbIBAaeT onepauumn

nyaHMpoBaHuA.
< Start )

MPLS
packet({*0)

Remark DSCP and L2 COS
fields of the packets Reﬂtdﬁﬁgimﬁe
according to Int-Prio-to-DSCP [€ - EF"riD—to-E)(P mag .
Int-Prio-to-COS mapping(*1) pPpIng

l

Select queue according fo
Int-Prio-to-Clueue mapping

lﬂueue Mumber

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
gueue

Buffer
available

Place the packets into the
specified queue, and forward
the packets according fo the
weight priority

L J
- Drop the

PucyHok 18-6. Mpouecchl NNaHMpOoBKK 1 yNpaBneHus odepeasmm
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18.2. KoHchurypuposaHue QoS

1. KoHdurypmpoBaHue KapTbl KNaccos.

YcraHaBnmBaeT knaccudurkauuoHHble npasBuna B cooteBeTctBum ¢ ACL, CoS, VLAN ID,
npuoputeTom IPv4, DSCP n IPv6 FL gna knaccudukaumm notToka gaHHbIX. PasnnyHele Knaccol
NOTOKOB AaHHbIX 06pabaTbiBalOTCA NO pa3HbIM NOSINTUKAM.

2.  KoHurypupoBaHue KapTbl NOSNTUK.

Mocne knaccudukaumMm NoToka AaHHbIX MOXET ObiTb co3faHa KapTa NonuTuK, AnA CBA3U C
KapTol KaccoB, CO30aHHON paHee U BXOOAOM B pexum knacca. Toraa pasnuyHble NonmMTUKn
(Takne Kak orpaHu4eHue Mosiochbl, NOHUXEHNE NPUOPUTETA HAa3HAYEHMEM HOBOMO 3HAYEHUS
DSCP) MOryT NpUMeHSITbCA A9 PasfnYHbIX NOTOKOB AaHHbIX. TakxXe MOXHO onpeaenuTb Habop
MONUTUK, KOTOPbIE MOTYT MPUMEHSATLCS AN HECKONbKUX KNAacCoB B KapTe NOSNTUK.

3. [MpumeHeHne QoS Ha nopTy unu VLAN-nHTepdeiice.

KoHduryprpoBaHue foBepuUTeNbHOro pexuma (trust mode) Ha nopTy unu NpyMeA3ka NOINTUK K
nopty. MonuTukn 6yayT 3a4encTBOBaHbl HA MOPTY TONbKO €CNn OHW ByayT NpUBSI3aHbl K HEMY.
MonuTukn Tak xe MoryT 6biTb NpuBA3aHbl K onpepeneHHomy VLAN. He pekomeHpyetca
OAHOBPEMEHHO UCMoNb3oBaTh KapTy nonntnk Ha VLAN 1 Ha ee nopTax, B NPOTUBHOM cCriyvae
NPVOPUTET KapTbl MONNTMK Ha NOPTY OyAeT BbILLE.

4. KoHdurypupoBaHue anroputma yrpasreHus odepeasmu.

KoHdurypmpoBaHve anroputMa ynpasfieHus ovepefsmMu, Takoro Kak sp, wdrr u gpyrux.
KoHdurypmposaHue pacnpegenenuns QoS.

KoHdurypuposaHnue pacnpegenerna us CoS B DP, ns DSCP B DSCP, u3 IntP B DSCP.

1. KoHdurypmpoBaHue KapTbl KNaccos.

KomaHpa OnucaHue

Pexnm rmobanbHoOro koHcurypmpoBaHus

class-map  <class-map-name> Co3paHne KapTbl KIaccoB W BXOA4 B
pexum KapTbl KnaccoB; KOMaHAa «no
class-map <class-map-name>» ypanset
yKa3aHHY KapTy KraccoB

no class-map <class-map-name>

PeXum HacTpomrKu KapTbl KnaccoB QoS

match {access-group <acl-index-or-name> | ip | YcTaHOBKa COrnacoBaHHbIX KpUTEpPUEB
dscp <dscp-list>| ip precedence <ip-precedence- | (knaccudukaums notoka gaHHbix no ACL,
list> | ipv6 access-group <acl-index-or-name> | | CoS, VLAN ID, npuoputetom IPv4, IPv6
ipv6 dscp <dscp-list>| ipv6 flowlabel <flowlabel- | FL unn DSCP, u T.4.) ANA KapTbl KNaccos;
list>|vlan <vlan-list> | cos <cos-list>} KOMaHAa «no» yaanseT ornpefeneHHbIn

no match {access-group | ip dscp | ip precedence | CO1acOBaHHbLIN KpUTEPUN

| ipv6 access-group | ipv6 dscp | ipv6 flowlabel |
vlan | cos}
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2.

KoHurypmnpoBaHue KapTbl NOSIUTUK.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

policy burst {1 | 2} <committed-
burst-size>

Co3zpgaHne npodunsa orpaHMyeHus BCnsieckoB Tpaddurka
OnA nocrieayoLlen HacTponku policier

policy-map <policy-map-name>

no  policy-map
name>

<policy-map-

CospaHve KapTbl MOMIUTUK W BXOL, B PEXUM KapTbl
NONUTUK; KOMaHAa «No» yaanseT onpeaeneHHyo KapTy
NONUTUK

PeXXUM HacTPOUKU KapTbl NONUTUK

class <class-map-name> [insert-
before <class- map-name>]

no class <class-map-name>

Mocne co3gaHna KapTbl NOSIMTUK, €e MOXHO CBA3aTh C
Knaccom. PasnunyHble NONUTUMKW WKW HOBblE 3HAYeHUSA
DSCP moryT 6bITb MPUMEHEHDbI K Pa3fi4yHbIM NOTOKaM
AaHHBIX B peXume KnaccoB; KOMaHAa «nox» yaansier
ornpeaeneHHbli Knacc

set {ip dscp <new-dscp> | ip
precedence <new- precedence> |
internal priority <new-inp> | drop
precedence <new-dp> | cOSs <new-
cos>}

no set {ip dscp | ip precedence |
internal priority | drop precedence
|cos}

Mpuceaunsaet HOBbIN BHYTPEHHUN npuoputeT
KnaccudpuumpoBaHHoMmy Tpaduky; KomaHga  «noy»
OTMEHSIET Ha3HaYeHNe HOBOW BEJTMYUHDI

Policy <CIR_Kbits_per_second>
burst-group
<bucket_size profile_ID>

KoHdurypaums nonutnku ans knaccuduumpoBaHHOro
notoka. OTaenbHble KOMaHAbl NOAUTUK NOAAEPXUBAOT
Tpu uBeTa. AHanuaupyeT paboynin pexmm BUpTyanbHON
KOP3WUHbI, 3TO MOXET OblTb O4HA CKOPOCTb — OfHa

no policy
KOp3uHa, O[Ha CKOPOCTb — [BE KOP3WHbI, [ABe
CKOpOCTW — [OBe  KOp3WHbl.  YcTaHaBnueaet
COOTBETCTBYIOLINE ASNCTBUA ANA Pa3fIMyHbIX LBETOB
naketos. KomaHga «no» ypansder pexum u3
KOHUrypaumm

accounting YcTaHoBKa dyHKUUN CTaTUCTUKMN ona

no accounting

KnaccudumumposaHHoro Tpaduka. [locne BKNOYeHUs
3TOM OYHKLUMM B peXnme NoinTuKM Knaccos, gobaenset
CTaTUCTUKY Tpadmka no KapTe NoNuTUKM Knaccos. B
pexuMMe OOHON KOP3WHbl MakeT MOXET ObiTb TONMbKO
3eneHbIM UN KpacHbIM Npu NpUMEHEHUN MonuTukn. B
BbIBOOMMON MHopMaLumn 6yayT asa upeTa (KpacHbIn 1
3eneHbI) NakeToB. B pexvme AByx kop3wH 6yayT Tpwu
uBeTa (3eneHbln, KpacHbI U XENTbIN) NakeToB
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KomaHpa OnucaHue

PeXxnm KoHhurypaumm KapTbl NOSIMTUK KNaccoB

drop

no drop
transmit

no transmit

C6bpacbiBaeT nnu nepegaeT Tpaduk B JAHHOM Knacce.
KomaHga «no» OTMEHSAET NPUCBOEHHYO (DYHKLMIO

3. MpumeHeHne QoS Ha nopTty unn VLAN-uHTeperice.

no mils qos trust dscp

KomaHpa OnucaHue

Pexum koHcurypmpoBaHus nHrepdenca

mis qos trust dscp KoHdurypupoBaHme  OOBEPUTENBHOIO
nopta. KomaHga «no»  OTMeHsleT

TeKyLLl,VII7I pexmMm poBepuTeribHOCTN Ha
nopTy

mls qos cos {<default-cos>} KoHdpurypauma 3HaveHns CoS no

no mls qos cos YMOMYaHUIO Ha MOPTYy; KOMaHAa «no»
BOCCTaHaBnuBaeT 3HayeHve no
YMOMYaHuto

service-policy input <policy-map-name> MpumeHseT KapTy NONUTUK K

no service-policy input <policy-map-name> KOHKpeTHoMy nopty; KomaHaa «no»
yhanser  COOTBETCTBYIOLLYO  KapTy
MONMUTMK, TMNPUMEHEHHYIDO Ha MOpTYy.

BbixogHas Kapta TnMOJIMTUK TMOKa He
noaaoepXxueaeTca

Pexnm rmo6anbHoOro koHurypmpoBaHusa

service-policy vlan

<vlan-list>

input  <policy-map-name>

no service-policy input <policy-map-name> vian
<vlan-list>

MpumeHseT KapTty NONUTUK K
KOHKPETHOMY VLAN-unHTEpdency.
KomaHpa «no» yoansert
COOTBETCTBYIOLLYIO  KapTy  MNOSIUTUK,

npumeHeHHyo Ha VLAN-uHTepderice

® §) QTECH

MWP OOCTYNMHEE

190




PykoBoacTtBo nonb3osatend cepua QSW-4530

HACTPOWKA QOS W

4. KoHdurypupoBaHue anroputma yripaBneHus odepeasmu.

KomaHpa OnucaHue

Pexunm KoHurypmpoBaHua nopra

mls qos queue algorithm {sp | wrr | wdrr} YctaHoBKa anroputma ynpasfeHus

no mls qos queue algorithm oyepeaamun. o ymonyaHuio anroputm —
wdrr

mls qos queue {wrr | wdrr} weight | YcTranaBnuBaeT Bec odepenen wdrr gns

<weight0..weight3> Bcex noptoB. [lo ymonyaHuio Beca

no mis gos queue weight ouepepeit 1234

5. KoHdurypupoBaHune npeobpasoBaHust QoS.

KomaHpa OnucaHue

Pexxum rnob6ansHoro KoHpUrypuposaHus

mls qos map {cos-intp <intp1..intp8> | dscp-intp | YcraHaBnuBaet NPUOPUTETHYIO
<in-dscp list> to <intp>} TpaHcnauuio and QoS. KomaHga «no»
BOCCTaHaBMMBaET 3HaYeHNe TpaHCnALUN

no mis qos map {cos-intp | dscp-intp} N0 yMOnuaHmio

6. OumucTka CYETUMKOB AAHHbIX B KapTe NONUTUK Ha onpegeneHHom nopty unu VLANe.

KomaHpa OnucaHue

Pexnm agMmuHucTparopa

clear mls qos statistics [interface <interface-name> | OuncTka CYETYMKOB AaHHbIX B KapTe
vlan <vlan-id>] NONUTUK Ha OMNpeeneHHoM MNopTy unn
VLANe. Ecnu y KomMaHgbl HeT
napamMeTpoB, OYMLLAITCA CYETYUKU Y
BCEX KapT NONUTKK

7. TpocmoTp koHurypauum QoS.

KomaHpa OnucaHue

Pexum agMmuHucTpartopa

show mis gqos maps [cos-dp | cos-intp | dscp- lNoka3biBaeT KoHUrypaumio
dscp | dscp- intp | dscp-dp] QoS-TpaHcnaunn
show class-map [<class-map-name>] MokasbiBaeT kapTy knaccos QoS
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KomaHpa

OnucaHue

show policy-map [<policy-map-name>]

MokasbiBaeT KapTy NnonuTuk QoS

show mls qos {interface [<interface-id>] [policy |
gueuing] | vlan <vlan-id>}

Moka3biBaeT KoHurypaumo QoS Ha nopTy

18.3. Mpumep QoS

Mpumep

1

Heobxoanmo BkMounTb yHKUMI0O Q0S, n3MeHuTb Beca BbIXOAHbIX ovepeaen Ha nopTty Ethernet
1/0/1 Ha 1:1:2:2:4:4:8:8, TakXe YCTaHOBWTb Ha MOPTy pexum aoseputenbHoro CoS 6e3

n3meHeHus 3HauveHua DSCP 1 yctaHoBuTb 3HavyeHne CoS no ymonyaHuio paBHbIM 5.

OTanbl KOHUIypMPOBaHMS OMNMUCaHbI HUXE:

Switch#config

Switch(config)# mls qos queue wrr weight 11224488
Switch(Config-If-Ethernet  1/0/1)#mls qos trust cos
Switch(Config-If-Ethernet1/0/1)#mls qos cos 5

Pe3ynbTaTt kOHUrypauuu:

Korpa B obuiem pexunme BktoveH Qo0S, Ans BbIXOAHbLIX ovepeden nonoca nponyckaHvua ans
Kaxgoro noprta nogeneHa B nponopuun 1:1:2:2:4:4:8:8. Koraa nakeTbl, UMeEOLWME napameTp
CoS, npuxogat uyepe3 nopt Ethernet 1/0/1 vm Ha3Ha4aeTca BHYTPEHHUW MPUOPUTET B
COOTBETCTBMM CO 3HayeHmeMm CoS. 3HaudeHna CoS oT 1 Oo 7 COOTBETCTBYHOT O4Yepeasim
1,2,3,4,5,6,7.8 cooTBECTBEHHO. ECNKn BXOAALLMI NAKET HE MMEET YyCTaHOBEHHOro napameTpa
CoS, OH nNo ymon4yaHuto cyMTaeTCcsa paBHbIM 5 M NakeT nomewiaeTtcs B odyepenb 6. Bo Bcex
npoxoadawmx nakertax aHavyeHme DSCP He meHsieTcA.

Mpumep 2:

Ha nopty Ethernet 1/0/2 Heobxoaumo ycCTaHOBUTb MNOJSIOCY AN1A MAKETOB U3 CerMeHTa
192.168.1.0 B 10 M6uT/C ¢ gononHuTenbHou nonocon B 4 MouT. Bce nakeTbl, NpeBbilIaowme
3Ty nonocy, 6yayT cOpoLleHbl.

OTanbl KOHUrypaummn NnokasaHbl HUXeE:

Switch#config

Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map c1

Switch(Config-ClassMap-c1)#match access-group 1
Switch(Config-ClassMap-c1)#exit

Switch(config)#policy burst 1 4000
Switch(config)#policy-map p1

Switch(Config-PolicyMap-p1)#class c1
Switch(Config-PolicyMap-p1-Class-c1)#policy 10000 burst-group 1
Switch(Config-PolicyMap-p1-Class-c1)#exit
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Switch(Config-PolicyMap-p1)#exit
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Switch(config)#interface ethernet 1/0/2

Switch(Config-If-Ethernet1/0/2)#service-policy input p1
Pe3ynbTat KoHUrypaumm:

Jluct poctyna ¢ mmeHem 1 HacTpoeH gnsa Bblbopku cermeHTa 192.168.1.0. dyHkums QoS
BKNtoveHa rnobanbHo. Co3aaHa kapTta knaccoB ¢ umeHem c1, nuct ACL 1 BkniodeH B KapTy
knaccoB. CozgaHa rpynna burst 1 onpegendiwolwas MakcumanbHbI BCnneck Tpadguka,
npesbllatoLwero rapaHTupoBaHHyto nonocy CIR. Co3gaHa gpyrad kapta nofiITUK ¢ MmeHem pl.
Kapta p1 ccbinaetca Ha kKapty cl. YCTaHOBMEHbl COOTBETCTBYKOLLME MNOMUTUKN AN
OrpaHNYeHnsa Nosnocbl U AOMNOMHUTENbHbLIX paclUMpeHuin. 3Ta KapTa MONUMTUK NMPUMEHEHa Ha
nopty Ethernet 1/0/2. lNMocne ToOro, Kak Bbilleyka3aHHble HACTPOWKK cAenaHbl, nonoca and
naketoB n3 cermeHta 192.168.1.0, npoxogawmx yepe3 nopT Ethernet 1/0/2, yctaHoBneHa B
10 M6uT/c ¢ pononHuTenbHbIM pacwmpeHemM B 4 Méut. Bce nakeTbl, npeBbiLatoWwme AaHHble
YyCTaHOBKM B AA@HHOM cermeHTe, 6yayT oTOpoLLEHbI.

Mpumep 3:

Kak nokasaHo Ha pucyHKe, BHYTpW oTMeYeHHon obnactu, Haxoantcs QoS pomeH, SwitchA
KnaccudumumpyeT pasnuyHbli Tpaduk 1 Ha3HavaeT pasnuyHble npuoputeTsl IP. na npumepa,
yctaHoBuM npuoputet CoS anAa naketoB n3 cermeHta 192.168.1.0 paBHbIM 5 Ha nopty
Ethernet1/0/1 (ycTtaHOBMM BHYTPEHHUI NpUOPUTET paBHbIM 40 1 NO YMONMYAHUIO TPAHCIALMIO
BHyTpeHHero npuoputeTa B dcsp kak 40-40, cootBeTCcTBYHOWMI |IP-NpuopuTeT paBHbiM 5). [opT,
NOAKIMOYEHHbIN K SwitchB — TpaHkoBbin. Ha SwitchB nopt Ethernet 1/0/1, nogknioyeHHbINA K
SwitchA HacTpoeH Kak foBepuTenbHbii dscp. Takum obpa3zom BHyTpu obnactn QoS nakeTbl €
pasnuyHbiMKM NpuopuTeTamMn OyayT pacnpefensitbCid B pasfuyHble ovyepean u nony4yatb
COOTBETCTBYIOLLYIO NOSIOCY Nepeaayu.

:[lomeH QOS

"0\
— .
<—_, | Kommytarop C:
-— :
————

Kommyjafép B

—
E:S KommyTtarop A
1/0/1

PucyHok 18-7. Tunosas Tononorus QoS
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OTanbl KOHUIrypaLmm onmcaHbl HUXE:

KoHdurypauma QoS Ha SwitchA:

Switch#config

Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map c1
Switch(Config-ClassMap-c1)#match access-group 1
Switch(Config-ClassMap-c1)#exit

Switch(config)#policy-map p1
Switch(Config-PolicyMap-p1)#class c1
Switch(Config-PolicyMap-p1-Class-c1)#set ip precedence 40
Switch(Config-PolicyMap-p1-Class-c1)#exit
Switch(Config-PolicyMap-p1)#exit

Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#service-policy input p1

KoHdurypauma QoS Ha SwitchB:

Switch#config

Switch(config)#interface ethernet

1/0/1

Switch(Config-If-Ethernet1/0/1)#mls qos trust cos

18.4. YcTtpaHeHue HeucnpaBHocTen Q0S

HoseputenbHbln  pexum cos M EXP  MoxeT wucnonb3oBaTbCA C  Apyrumu
[0BEepUTENbHBIMWU peXUMaMu U1 KapTon NOMAUTUK.

[oBeputenbHbIi pexumMm dscp MOXeT MCMosb30BaTbCA C APYIMMU A0BEPUTESNbHBIMU
pexuMMamm Unm KapTom NonuMTuK. 3Ta KOHUrypauusa npumeHaeTcsa ona nakeTtos IPv4 un
IPV6.

[loBeputenbHble pexumbl exp, dscp W C€OS MOryT ObiTb CKOH(UIypupOBaHbI
OAHOBpPEMEHHO. [MprnoputeTbl No cTapwnHcTBY: EXP>DSCP>COS.

Ecnn ckoHdurypuposan guHammndeckmn VLAN (MAC VLAN/ronocoson VLAN/VLAN
noacetn IP/VLAN-npotokona), Toraa 3HadeHne COS gnsa naketa paBHO 3HAYeHUIO
COS ana amHamuyeckoro VLAN.

KapTa NONMUTUKN MOXET ObITb npmBA3aHa TOJIbKO KO BXpAuleMy HanpaBleHUto,
BbIXoAdLlee HanpasJsieHne He nogaepXxmBaeTca.

B HacTosLwee BpemA He pekoMeHyeTCA OQ4HOBPEMEHHO MUCMOSb30BaTb KapTbl MOSIUTUK
Ha VLAN v Ha ero noprty.
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19. NEPEHAINPABJIEHUE NMOTOKOB

19.1. O6wme cBegeHUA O nNepeHanpaBsieHUN NOTOKOB

PyHKLUMS NepeHanpaBneHnsa NOTOKOB NO3BONAET KOMMYTaTopy nepefasaTb operMbl AaHHbIX,
npumMmeHsas Hekune ycnosus (onpegensemsle ACL) Ha gpyroi nopT. @permbl o crneumanbHbIMn
YCNOBUSAMWN Ha3bIBAKOTCA KMacCoM MOTOKa, BXOAALWMA MNOPT AAHHbIX Ha3blBaeTcA MOPTOM
NUCTOYHMKA nepeHanpasfeHns, a onpefesieHHbIn BbIXOOHOW MOPT — MOPTOM MpPUEMHUKA
nepeHanpasneHma. OO6bIMHO eCcTb OBa BuAa MNPUMEHEHUA NepeHanpaBneHus MNOTOKOB:
1) MopkntoueHne aHanusaTopa NoToka (Hanpumep, cHudpdepa) nnn yganeHHoro MoHUTopa K
NOpTY NPUEMHUKY NepeHanpaBneHns Ansa KOHTPOsA U ynpaBneHus CeTbIo, @ TakXe ANarHoCTUKN
npobnem Ha cetu; 2) CneunanbHble NpaBuna nepegayvv ans cneumanbHbiX TUNOB (OPENMOB
OaHHbIX.

KOMMyTaTOp MOXeT Ha3Ha4aTb TOJIbKO OAUH NMOPT — NPUEeMHUK And OANHaKOBbIX KlaccoB
MOTOKOB Ha NMopTy-UCTOYHUNKE, B TO BpeMA KaK AJ1d pa3JINydHbIX KJ1aCCOB NMOTOKOB Ha NOpTYy
NCTOYHUKE MOXHO Ha3Ha4nTb pa3sinyHble NopTbl — NPUEMHUKN. OamHakoBbIN Kilacc NoToKa
MOXET NPUMEHATbCA Ha pPa3JinYHbIX MOPTax — UCTOYHUKaX.

19.2. KoHdurypupoBaHue nepeHanpaBrieHUs NOTOKOB

1. KoHdurypmpoBaHue nepeHanpaBeHns NoTOKOB.
2. [poBepka TeKkyLuen KOHUrypaumm nepeHanpaBieHns NoTOKOB.

1. KoHdurypmpoBaHue nepeHanpaeneHns NoTOKOB.

KomaHpa OnucaHue

Pexum KoHcpurypmupoBaHus nopra

access-group <aclname> redirect to interface [Ethernet | Onpepenenue
<IFNAME>|<IFNAME>] nepeHanpasfeHnsa MOTOKOB Ha
nopTy; KOMaHAga «no access-
group  <aclname>  redirect»
ncnonb3yeTca AnA  yaaneHus
nepeHanpaBfeHnsi NOTOKOB

no access-group <aclname> redirect

2. [lpoBepka TekyLwen KoHdurypauumn nepeHanpasneHns NOTOKOB.

KomaHpa OnucaHue

Pexxum agMuHucTpaTopal/pexum rnobansHoro KoHgpurypmpoBaHus

show flow-based-redirect {interface [ethernet <IFNAME> | Noka3biBaeT wHpOpMaumo o
[<IFNAME>]} TeKyLLen KOHpurypaumm
nepeHanpaBfieHNsi MOTOKOB Ha
nopTy/ycTponcTBe
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19.3. NMpumepbl nepeHanpaBrieHNUs NOTOKOB

Mpumep:
TpeboBaHua nonb3oBaTensa K KOHUrypauum cOoCTOAT B CreAyloWeM: nepeHanpasneHne
dpenmos ¢ ncxogawmm IP-agpecom 192.168.1.111, npuHumaemsbix Ha nopty 1, Ha nopT 6.
N3ameHeHna KoHpurypaumm:

1. Hactponka nucta poctyna. YcnoBua Bblbopkn — IP-agpec UCTOYHMKA —
192.168.1.111.

2. lNpumMeHnTbL NepeHanpaBneHne 3Toro NoToka Ha nopTy 1.
Mpouenypa KoHUrypaumm:
Switch(config)#access-list 1  permit host  192.168.1.111
Switch(config)#interface ethernet 1/0/1

Switch(Config-If-Ethernet1/0/1)# access-group 1 redirect to interface ethernet 1/0/6

19.4. YcTpaHeHue HeucnpaBHOCTEN NepeHanpaBfeHUsA NOTOKOB

Ecnn koHdwurypauuss nepeHanpaBneHuss MNoToka He paboTaeT, NpoBepbTe creaylolime
MPUYMHBI, KOTOPbIE MOTYT BbI3bIBaTb NPOGNEMbI:

e Twun noToka (NUCT AocTyna) MOXeT ObiTb TONbKO Cneaylwmx BUAOB — CTaHAAPTHbIN
ACL, pacwupeHHbin ACL, wnMeHOBaHHbIN pacwmpeHHbin ACL, UMeHOBaHHbIN
ctaHgapTHbin ACL, ctanpapTHbin IPv6 ACL n umeHoBaHHbIM cTaHAApTHLIN IPv6 ACL.

e [lapameTpbl BPEMEHHOrO AManasoHa M AManas3oHa MOpTOB He MOryT ObiTb 3ajaHbl
nvcTom gocTyna. Tun nucta AocTyna [onXeH 6biTb permit.

e [lopT nepeHanpaBneHua B (YHKUUN MNepeHanpaBneHus MNOTOKOB AOMXEeH ObiTb
1000 MowuT.
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20. KOH®OUTYPUPOBAHUE SELECTIVE QINQ

20.1. O6wme cBepeHuns o selective QinQ

20.1.1. TexHonorua QinQ

TyHHenb Dot1q, koTopbin Tak Xxe Ha3biBatoT QinQ (802.1Q-in-802.1Q) asnsaeTca paclumpeHmem
ctaHgapTta 802.1Q. OcHoBHas uaeda 3akryaeTcs B ynakoBke MeTKU KnueHTckoro VLAN
(CVLAN tag) B meTky VLAN pepxatensa cepauca (SPVLAN tag). NakeT ¢ aBymsa metkamu VLAN
nepegaeTcs Yepe3 MarucTpasnbHylo ceTb NpoBangepa ANng npefocTaBneHnsa Nonb3oBaTensam
NPOCTOro TyHHeNs 2-ro YpoBHA. OTO NPOCTO U fIErKO AN ynpaBneHusa, peanu3yemMo TOSNbKO
CTaTUYECKON KOH(Urypaumen n ocobeHHO XOpOoLLIO NPUMEHMMO A8 ManeHbKNX OPUCHbIX ceTen
n HebonbLmx ceten BToporo ypoBHs (METRO) ncnonb3ylowmx KOMMyTaTopbl 3-r0 YPOBHS Kak
MarucTparbHble YCTPONCTBA.

CywectsyeT gga tTrna QinQ: Basic QinQ u Selective QinQ. MNMpuopuTteT selective QinQ Bblwwe,
yeM basic.

20.1.2. BasicQinQ

Basic QinQ 6asupyetcs Ha nopty. lMocne koHdwurypaumm QinQ Ha nopTty, UMEKT nu
NPUHMMaeMble NakeTbl MeTKY Unn HEeT, yCTpocTBO ynakosbiBaeT VLAN no ymonyaHuio B NakeT.
Mcnonb3oBaHne 6a3oBoro QinQ npocto, Ho meTop, yctaHoBkM MeTkn VLAN’a He selective.

20.1.3. Selective QIinQ

Selective QinQ 6a3upyeTca Ha noToke AaHHbIX. OH NPOBEPSIET, COAEPXMUT NN NAKET BHELLHIOK
METKY M YNaKOBbIBA€T CTOSIbKO BHELUHWX METOK, CKOMbKO MX NMPUCYTCTBYeT B noTtoke. [OnA
npumepa: peanusauusa BO3MOXHocCTen selective QinQ B COOTBETCTBUM C NOSb30BATENbCKUMMN
metkamn VLANa, MAC-agpecamun, Ipv4/IPv6-agpecamu, Ipv4/IPv6-npoTtokonamm nu
naeHTugrkaTopamm NOPTOB NPUITOXEHUA U T.4. Takum obpa3oM, OH MOXET ynakoBblBaTb
BHELUHWE METKM AJ19 NaKETOB U MPUMEHSTb Pa3fMYHble CXeMbI ANS pa3fnnyHbIX NoNb3oBaTenen
UnNn MeTooB.

20.2. HacTtpowmka selective QinQ
Mpun ncnonb3oBaHum selective QinQ NOTOK AaHHLIX UCNONBL3YET ANA Nepefayv npasuna KapThbl
nonntuk QoS.

1. CospaTb kapTy KnaccoB Ans Knaccudmkaumm pasnmnyHbIX NOTOKOB AaHHbIX.

2. Cospatb KapTy nonutuk selective QinQ Ana cBA3WM C KapTOW KIacCoB M HACTpPOUTb
COOTBETCTBYIOLLME OMepaLmn.

3. lNpuBasaTtb kapTy nonuTuk selective QinQ k nopry.
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1. KoHdurypmpoBaHue KapTbl KNaccos.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

class-map  <class-map-name>

no class-map <class-map-name>

Co3paHve KapTbl KnaccoB M BXO4 B
peXvM KapTbl KaccoB, KOMaHAa «no»
yAansieT KOHKPETHYI0 KapTy KJlaccoB

match {access-group <acl-index-or-name> | ip
dscp <dscp-list>| ip precedence <ip-precedence-
list>| ipv6 access-group <acl-index-or-name>|
ipv6 dscp <dscp-list> | ipv6 flowlabel <flowlabel-
list> | vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip
precedence|ipv6é access-group| ipv6 dscp | ipv6
flowlabel | vlan | cos}

HacTtponka ctaHgapTHoro Habopa KapTbl
KnaccoB (knaccudpukauma noToka
OaHHbIX no nucty goctyna, CoS, VLAN
ID, npuoputety IPv4 unn DSCP u T1.4.
Ona kapTtbl knaccoB); KomaHnpa «no»
yoansaet onpeaeneHHbIn Habop
CTaHOapToB

2.

KoHcurypmpoBaHue kapTbl nonuTuK selective QinQ.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypnpoBaHusa

policy-map  <policy-map-name>

no policy-map <policy-map-name>

CospaHve KapTbl MOMUTMK U BXOp, B
PEeXMM KapTbl MOMUTMK, KOMaHaa «no»
yaansieT ykasaHHyo KapTy NONUTUK

class <class-map-name>
map- name>]

[insert-before <class-

no class <class-map-name>

lMocne ToOro, Kak KapTa MONUTUK
co3aHa, oHa MOXeT ObITb NpMBA3aHa K
Knaccy. KomaHga «no» ygansert
YyKa3aHHYI0 KapTy KNnaccoB

set {s-vid <new-vid> | c-vid <new-vid>}
no set {s-vid | c-vid}

YkazaHue BHewHen meTkn VLAN’a gnsa
KnaccuguumpoBaHHOIro Tpadumka.
KomaHga «no» OTMEHSIET onepaumio

3.

MpuBA3Ka kapTbl NONUTUK selective QinQ K NopTy.

KomaHpa

OnucaHue

Pexnm KoHdUrypupoBaHus noprta

service-policy input <policy-map-name>

no service-policy input <policy-map-name>

MNpuMeHsAeT KapTy MNOMUTMK K MOpTY.
KomaHaa «no» OTMEHSIET MpUMEHeHue
YKa3aHHOW KapTbl MONIUTUK K NMOPTY
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4. Tloka3sbiBaeT NpuBA3KY KapTbl NONUTKK selective QINQ K NopTy.

KomaHpa OnucaHue

Pexxnm agMuHUcTpaTopa

show mis qos {interface [<interface-id>] Moka3biBaeT KoHdwmrypauuto selective QinQ
Ha nopTy

20.3. NMpumep npumeHeHus selective QinQ

[opoackas ceTb
YPOBHA Agpa

Ter|1001{1001
Ter{2001/2001
Ter|3001/3001

SR
Ter[1002]1001
' Ter|2002[2001
Ter[3002[3001
KommyTartop B

BKE TOPOACKOM CaTH
B nnaTtdopmy

Ter[1001
Ter|1001 Ter 2001
Ter|2001 Ter[3001
Ter[3001

% DSLAM2

PucyHok 20-1. Tononorusa npumeHeHuns selective QinQ

Kak noka3aHo Ha pucyHke, nepBbl nonb3oBaTtenb ucnonbdyeT Tpu VLAN’a ¢ metkamu 1001,
2001, 3001 cootBetctBeHHO Ha DSLAM1. VLAN1001 cooTBeTCTBYET LUMPOKOBELLATENLHON
cetn, VLAN2001 cooteetctByeT Client Services, VLAN3001 cooteBetcteyer VOIP. Ha
COOTBETCTBYHLLEM MOPTY CETU, nmetoweM GyHKLuMio QinQ, nakeTbl 6yayT ynakoBbIBaTbCS
pasnNuyHbIMKU BHELWHMMK MeTKamn B cooTBeTcTBUKM ¢ VLAN ID nonb3oBatens. MNakeT ¢ MeTkoun
1001 6yneT nakoBaTbCa [ONONHUTENbHOW BHewwHen metkon 1001 (aTa MeTka yHUKanbHa Ha
AaHHOW ceTn), u No Hen ByaeTt knaccuduumpoBaH Ha ycTponctBe BRAS (LeHTp xpaHeHus
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KoHdurypaumn). MakeTtsbl ¢ meTkammn 2001 (unn 3001) 6yayT nakoBaTbcs BHewHen MeTkon 2001
(vnn 3001) n knaccndmrumpytoTca Ha ycTponcTee SR B COOTBETCTBUM C NpaBuUnammn NoToKoB.

BTopoi nonb3oBaTenb MOXeT UCMofb30BaTh pa3nuyHble meTkn VLANoB Ha DSLAM2.
3amevaHue: npumeHsiemble MeTkn VLAN'OB Ans BTOPOro nosib3oBatens MoryT 6biTb Takumu Xe,
KakK ana nepBoro rnonb3oBaTens U nakeTbl C 3TUMU MEeTKaMU TaK Xe NakylTCA BO BHELLHIO
MeTKy. Ha pucyHke BbllLe, BHELLIHAA MeTKa AN BTOPOro nofnb3oBaTtensd oTnnmyaeTcs oT MeTKu
NnepBoro nonb30BaTenss B COOTBETCTBUM C pacnonoxeHnem DSLAM u pacnonoxeHuem
nonb3oBaTens.

Ecnn notok gaHHbix DSLAM1 nget yepes nopt1 Switch A, KOHUrypauums, cneaytowias:
Switch(config)#class-map c1
Switch(config-classmap-c1)#match vian 1001
Switch(config-classmap-c1)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vian 2001
Switch(config-classmap-c2)#exit
Switch(config)#class-map ¢3
Switch(config-classmap-c3)#match vian 3001
Switch(config-classmap-c3)#exit
Switch(config)#policy-map p1
Switch(config-policymap-p1)#class c1
Switch(config-policymap-p1-class-c1)# set s-vid 1001
Switch(config-policymap-p1)#class c2
Switch(config-policymap-p1-class-c2)# set s-vid 2001
Switch(config-policymap-p1)#class c3
Switch(config-policymap-p1-class-c3)# set s-vid 3001
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0//1
Switch(config-if-ethernet1/0/1)#service-policy input p1

Ecnu notok gaHHbix DSLAM2 npet vyepes nopt1 Switch B, koHdurypauus, cnegytowas:
Switch(config)#class-map c1
Switch(config-classmap-c1)#match vian 1001
Switch(config-classmap-c1)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vian 2001
Switch(config-classmap-c2)#exit

Switch(config)#class-map c3
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Switch(config-classmap-c3)#match vian 3001

Switch(config-classmap-c3)#exit

202

® §) QTECH

MUP OOCTYMHEE



PykoBoacTtBo nonb3osatend cepua QSW-4530

KOHOUTTYPUPOBAHWME SELECTIVE QINQ

20.4. YcTpaHeHue HeucnpaBHocTeu selective QinQ

Switch(config)#policy-map p1
Switch(config-policymap-p1)#class c1
Switch(config-policymap-p1-class-c1)# set s-vid 1002
Switch(config-policymap-p1)#class c2
Switch(config-policymap-p1-class-c2)# set s-vid 2002
Switch(config-policymap-p1)#class ¢3
Switch(config-policymap-p1-class-c3)# set s-vid 3002
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0/1
Switch(config-if-ethernet1/0/1)# service-policy input p1

Ecnu npaBuna selective QinQ He moryT 6biTb NPUBA3aHbI K MOPTY, MPOBEPbLTE HET NN Npobnem,
BbI3BAHHbIX CreAyoLwyMy NPpUYMHaAMM:

MpoBepbTe, nopaepxusaetca nu selective QiNQ cKkOHUIYypUPOBaHHBIMU KapTamu
KIaccoB U NOMUTKK.

Y6enutech, 4To NUCTbI AOCTYNa BKIOYAIOT paspeLuatolme npasuna B KapTe Kaccos,
UMEILLIMX NNCTbI AoCTYNa.

lMpoBepbTe, 4TO KOMMYyTaTOp UMeeT goctatoyHo namaTn TCAM ana nepegaym ceasen.

QTECH
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21. KOHOUIYPUPOBAHUE ®YHKLUWU 3-TO YPOBHSA

KommyTaTtop nognoepXunBaeT TONbKO BTOPOW YPOBEHb Nepeagpecaumm, HO MOXHO HaAacTpoUTb
TPeTUI YpOBEHb ynNpaBfeHnsa NopToM AN COegUHEHUA BCeX BUOOB MPOTOKOSOB ynpasneHus
Ha ocHoBe IP-npoTokona.

21.1. UnTepenc 3-ro ypoBHS

21.1.1. HayanbHble cBeaeHnA 06 nHtepdencax 3-ro ypoBHs

B kommyTaTopax moxeT 6bITb co3aaH nHTepdenc 3-ro ypoHa. OH sBNAeTca He (hU3nYecknm
uHTepdencom, a BupTtyanbHbiM. VIHTepdenc 3-ro ypoBHs cTpoutca Ha uHtepdence VLAN.
NHTepdenc ypoBHs 3 MOXeT copepxaTb OAuH unu 6Gonee MHTEpP(ENCOB YpPOBHA 2,
npuHaanexawmx ogHomy n Tomy xe VLAN, nnbo He cogepxaTb UHTepdencos ypoBHs 2. Mo
KparHen mepe, OOMH U3 UHTepdENCOB YPOBHSA 2, cofepXalmxca B nHTtepdence ypoBHsa 3,
OOMXeH ObITb BKMOYEH (HaxoanTbesa B cocTossHun UP) — Torga 6ypeT BKNOYEH U nHTEpdeinc
ypoBHsa 3. B npoTuBHOM crnyyae nHtepdenc yposHa 3 6yaeT BbikntoveH (byaet HaxoamTbes B
coctoaHun DOWN). KommyTtatop MOXeT ucnonb3oBaTb |P-agpeca, yCTaHOBMEHHbIE Ha
nHTepdencax 3-ro ypoBHs, AN KOMMyHMKaLmMm ¢ ApYyrMMun ycTponcTBamm Yyepes IP-npoTtokon.
KommyTaTtop MOXeT nepecbinaTh |P-nakeTbl Mexay pasHbiMU nHTepgencamm 3-ro ypoBHs.

21.1.2. Hactpowka nHtepcpenca 3-ro ypoBHs

MocnepnoBaTenbHOCTb HACTPOWKUN HTEpdenca 3-ro ypoBHS:

1. CospaHue nHtepderica 3-ro ypoBHs.
2. Hacrtpoiika onucaHua VLAN-nHTepdeica.

1. CospaHue nHtepderica 3-ro ypoBHs.

KomaHpa OnucaHue

PexxuMm rnob6ansHoro KOHpUrypuposaHus

interface vlan <vlan-id> Co3panne VLAN-nHTepdeinca (VLAN-nHTepdenc — ato
UHTepenc 3-ro ypoBHS); KOMaHAa «no» ypanset

no interface vlan <vlan-id> . .
VLAN-uHTepdenc, co3aaHHbI Ha KOMMYyTaTope

2. Hactpovka onucaHua VLAN-uHTepdeinca.

KomaHpa OnucaHue

Pexxunm koHdurypmuposaHus VLAN-uHTepdenca

description  <text> HacTpoiika onvucaxusa
VLAN-uHTepdenca. KomaHga «no» ybepeT

no description
P onucaHune VLAN-nHTepdenca
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21.2. Hactpouka npotokona IP

21.2.1. BBegeHue B IPv4, IPv6

IPv4 — 3710 TeKkylwias Bepcus rnobanbHOro yHusepcanbHoro MHTepHeT-npoTtokona. Mpaktuka
nokasana, uto IPv4 aenseTtca npocTbiM, rMOKUM, OTKPbITbIM, MOLLHbLIM, @ TakKXe Nnerkum B
peanuzauun npoTtokonoMm. OH o6nagaeT Xopolwen COBMECTMMOCTbIO C  pa3fiMYHbIMU
NPOTOKOMaMN BEPXHErO U HUXHEro ypoBHeW. XoTa IPv4 noyTn He MeHANcss ¢ MOMEHTa ero
noasneHna B 80-x rogax, OH MPOAOMXaeT pacnpocTpaHATbLCA NO BCEMY MUPY BMecCTe C
pacrnipoctpaHeHnemMm NHTepHeT. OgHako no Mepe pocta MHPacTpyKTypbl HTEPHET u ycnyr,
ncnonb3yrwmnx NHTEpHET-NPUNOXEHNS, BbIABNAIOTCA M HEKOTOPblE HEOOCTaTKM NpoToKona
IPv4, cBsizaHHble C MacTaboM 1 CNOXHOCTbIO CEroaHsALIHero VIHTepHeTa.

IPv6 — 3TO wWecTtasa Bepcus KVHTepHeT-npoToKona, cnegywuwee ero nokoneHune. |Pv6
paspabotaH |IETF wu ponxeH 3aMeHWTb WCMOMb3yeMbIl B  HacTosillee BpeMms
NHTepHeT-npoTtokon Bepcun 4 (IPv4). IPv6 6bin pa3pabotaH crneumanbHOo Ans Toro, 4Tobbl
NUKBUAMpPOBaTb HexBaTKy apgpecoB |Pv4, npenaTcTBylOWyl0 JanbHENWeMy pasBUTUIO
NHTepHer.

Hanbonee BaxHaa npobnema, Kotopas pelweHa B IPv6 — 310 gobaBneHue AOCTaTOYHOroO
konn4yectBa |IP-agpecoB. 3anac agpecoB IPv4 noutn ucuyepnaH, B TO BpeMA KaK YMUCIO
nonb3oBaTtenen WHTepHeT pacteT B  reomeTpuyeckon  nporpeccun. O6bEMbI,
npegocraBnseMbiX NHTepHeT-ycrnyr u 4ncno npuknagHbiX YCTPOWCTB, NPOAOMXalT pactu
ornepexamnwmmMmm Temnammn (gGomMalHue n marsnble oucHole cetn, IP-tenedoHna, TepmmHansl
6ecnpoBoAHOro MHAOPMALMOHHOrO obcnyxmnBaHus, ucnonbayowme VHTepHeT n T. 4.). B
pe3ynbtate Tpebyetcs Bce Oonbliee KonuyecTtBo IP-appecoB, npenoctaBnAaTb KOTOpblE
CTaHoBUTCA BCce Gonee 3aTpyaHutenbHo. Pabota no npeogonexHutio HexBaTku IPv4-appecos
Beracb A0Jroe BpeMmsi; Obilnn NpeanioXeHbl pasnmyHble TEXHONOMNW, NMO3BOMNALLME NPOANUTD
CPOK 3KcrnnyaTaumu, cywecteytowen |Pv4-nHdpacTpyKTypbl, B TOM YnCie TPAHCNAUNS CETEBLIX
appecoB NAT (Network Address Translation), TexHonorua CIDR (Classless Inter-Domain
Routing) n . A.

Xota coyetanme CIDR, NAT u yacTHbIX agpecoB BPEMEHHO CMArYnno npobnembl HEXBATKM
IPv4-appecoB, NAT-TexHosnorua paspyLimna Moaernb «13 KoHua B koHeuy» (end-to-end), koTopas
SIBNSAnacb NepBoHavanbHOM Lenblo 3ambicna IP, caenas Heo6XxoAMMbIM A1 MPOMEXYTOUHbIX
MapLipyTu3aTopoB MOAAEpXaHWe cTaTyca KaxAoro COeAVHEHUS, YTO 3HaYUTErNbHO
yBeNnUMBaET 3aZlePXKN B CETU U CHUXAET NPOU3BOAMTENBHOCTL ceTU. Kpome Toro, TpaHcnauus
CeTeBbIX aipeCcoB NakeToB AaHHbIX NPEensTCTBYET NpoBepke 6€30MacHOCTU COeAMHEHNN U3
KOHLIA B KOHELL», 3aronoBok ayteHTudurkauumn IPSec — aBHbIN npumep.

MoaTomy, 4TOObI KOMNSIEKCHO PELUNTbL BCE BMAbI Npobrnem, cywecTByowmx B IPv4, cnepytoulee
NokoneHne uHTepHeT-npotokona IPv6, paspabotaHHoe I|ETF, cTtano eaMHCTBEHHbIM
BO3MOXHbIM peLleHMEeM B HACTosILLEE BPEMS.

Mpexae Bcero, 128-6utHasa cxema agpecaummn npotokona IPv6 rapaHTMpoBaHHO obecneynBaeT
AOCTaTOYHOE YMCho rnobanbHO yHMKanbHbIX IP-agpecoB gns y3nos rnobansHomn IP-cetn — un
no BpeMeHU, U B NpocTpaHcTBe. Kpome yBenuyeHnsa agpecHoro npocTpaHcTea npoTtokon IPve
ynyyliaeT MHOrne apyrue BaxHble acnektol IPv4.

Wepapxunyeckasa cxema apgpecaumm obneryaetr obbeanMHeHMe MapLipyToB, 3(PEHEKTUBHO
CHUXaeT KONMUYeCTBO 3anucen Tabnuupl MapwpyTusaumMm u ynydwaet 3pEeKTUBHOCTb
MapLupyTu3aummn u 06paboTKn NakeToB AaHHbIX.

Mo cpaBHeHuto ¢ IPv4, KOHCTpyKuMs 3aronoBka IPv6 6onee coBepLueHHa. 3arofioBOK COQEPXUT
MeHbLUEe Nofie AaHHbIX, N3 HEro U3bATa KOHTPOSIbHAs CymMMa, YTO YBENMYMBAET CKOPOCTb
o6paboTkn ocHoBHOro 3aronioBka |IPv6. B 3aronoske IPv6 none dparmeHta mMoxeT ObiTb
MoKa3aHO KaK [OMONHWTENbHOE paclwupeHHoe norne, no3atoMy 6onbwe He 6yner
HeobxoAMMOCTM B parMeHTaumMuM nakeTHbIX [AaHHbIX B Mpouecce uX nepegayun B
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MapuwpyTusatope. Kpome Toro, adpcpekTMBHOCTb paboTbl MapLUpyTU3aTopa MOBbILWAEeTCcA 3a
cyeT MexaHuama obHapyxeHus mapwpyta MTU (Path MTU Discovery Mechanism)
paboTatoLero ¢ ICTOYHNKOM NAKETHbIX AaHHbIX.

MopnepxuBaeTcd aBToMaTMyeckasa HacTponka agpeca u Plug-And-Play. bonbLoe konn4ecTso
XOCTOB MOTYT JIErKO HaWTN CeTeBble MapLLPYyTU3aToOPbl UCNONb3YA (PYHKLMIO aBTOMATUYECKOM
KoHurypauun IPv6, aBTomMaTtudeckn nonyyaa rnobanbHO yHukanbHble |IPv6-agpeca, 4To
JenaeT yCcTpoucTBa, ucnonbayowme npotokon IPv6, yctponctesamu Plug-And-Play. ®yHkuus
aBTOMaTUYECKOW HACTPOMKW afpeca, TaK Xe p[enaet nMpouecc CMeHbl afapecoB B
CYLLECTBYIOLLIEN CETM npoLue 1 yaobHee, agMMHUCTpaTOpam CETU MPOLLE NEPEXOauUTb OT OOHOMO
nposangepa K apyromy.

Mopnepxka IPSec. IPSec ob6sasateneH B IPv6, B otnuune ot IPv4. IPv6 obecneunBaet
pacLUMPEHHbIN 3arofioBoK 6€30MnacHOCTU, KOTOPbIN obecneunBaeT cepBuCbl 6€@30MacHOCTM «U3
KOHLIA B KOHEL», TaKne Kak KOHTPOJb A0CTyNa, KOHPMAEHUNANbHOCTb U LLIENOCTHOCTb OAHHbIX,
cnepoBaTenbHO, [OenaeT MpoLle peanu3auuio MexXaHW3MoB LWNGPOBaHUSA, MPOBEPKU U
BMPTYyarbHbIX YacTHbIX ceTen (VPN).

YnyJdweHa nogaepxka MobunbHbix IP-yCTpoONCTB 1 MOOBUMBHBIX BbIYUCIUTENBHBIX YCTPOWCTB.
MobunbHbin  IP-npoTokon, onpeaeneHHbin craHgaptom |ETF, ob6ecneunBaetr paboty
MOGUIBHBIX YCTPOWCTB B ABUXEHNM 6€3 pa3pbiBa CyLLECTBYIOLLErO COeANHEHNs. JTa ceTeBas
dyHKUMSA NpruobpeTaeT cenyac Bce 60nbLUY BaXHOCTb. B otnuune ot IPv4, mobunbHocTb IPV6
obecneynBaeTca BCTPOEHHbIM aBTOMATUYECKUM KOHUIypUpoOBaHUEM AJ1A NONyYeHnsa agpeca
nepepaun (Care-Of-Address). NMoatomy npu ucnonb3oBaHumn IPv6 He Tpebyetcs [lpyroro
AreHTa. boree TOro, npu TakoM CBA3blBaHWM BKIOYaeTcsa KoOppecnoHOEeHTCKUN y3en,
cBaA3blBaOWMNCA ¢ MobGUnbHbIM y3noM HanpsamMylo. OTo no3sonsaeT nsbexartb yaopoXaHus
CUCTEMbI U3-3a TPEYronbHOro MapLupyTa, Tpebytoweroca npu IPv4.

Ypanocb wu3bexatb W TpaHcnsumuM ceTeBblx agpecoB. Llenbto BBegeHuss NAT  6Obino
MCronb30BaHNe MexaHM3mMa COBMECTHOIO U MOBTOPHOIO MCMOIb30BAHUA OAHOIO U TOro Xe
a[lpeCHOro NPOCTPaHCTBA B Pa3NMNYHbIX CErMEHTax ceTu. OTOT MEXaHU3M BPEMEHHO CMsAryaeT
npobnemy HexBaTku IPv4-agpecoB, ogHako A00aBNATCA OrpaHUYeHus, HaknagblBaemble
NPOoLECCOM TpaHCAAUMN apeCOB Ha CETEBbIE YCTPONCTBA M NPUNOXeHus. Tak Kak agpecHoe
npocTtpaHcTBo |IPv6 3HauuTenbHo 6onblle, TO B TpaHCNAUMM afpecoB Oonblue HeT
HeobxogumocTn. B pesynbTate, npobnembl ¢ NAT M CO CTOMMOCTbIO ee pa3BepTbiBaHUSA
peLLarTCA eCTECTBEHHBLIM CNOCOOOM.

IPv6 coxpaHun v paclmpun noanepxXky CyLecTBYHOLMX NPOTOKONOB Mapwpytusaumm IGP
(Internal Gateway Protocols) u EGP (Exterior Gateway Protocols). Hanpumep, npoTokonbl
MapLpyTusaumm IPv6, Takue kak RIPng, OSPFv3, I1S-ISv6, MBGP4+ u T.4.

PacwupeHna nopgaoepxka Multicast n yBenuyeHo konmnyectBo Multicast-agpecoB. PaboTas ¢
broadcast dyHkumamm IPv4, Taknmun kak Router Discovery and Router Query, IPv6 multicast
nonHocTblo 3ameHun IPv4 broadcast B nnaHe dyHkuuin. Multicast He TONbKO 3KOHOMUT
MPOMYCKHYI0 CNOCOBHOCTb CETU, HO 1 NOBbILLAET 3P HEKTUBHOCTb CETU B LIEJIOM.

21.2.2. HacTpouka IP-npoTokona

NHTepdenc 3-ro ypoBHA MoOXeT ObiTb HacTpoeH kak IPv4-uHtepdenc nubo Kak
IPv6-nHTEphenc.

21.2.2.1. HacTpouka agpeca IPv4

1. Hactpouika IPv4-agpec uHtepdenca 3-ro ypoBHs.
2. Hactpowka wno3a no ymonyaHuio.
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1. Hactpowka IPv4-agpec nHtepeica 3-ro ypoBHsi.
KomaHpa OnucaHwue
Pexum koHcpurypmpoBaHua VLAN-uHtepdenca
ip address <ip-address> <mask> [secondary] | Hactponka IP-agpeca
10ipadess [<p-adress> smask] e L A

oTMmeHseT IP-agpec VLAN-uHTepeiica

2. Hactpoika wnto3a no yMonyaHuio.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypnpoBaHusa

ip route 0.0.0.0 0.0.0.0 <A.B.C.D>
no ip route 0.0.0.0 0.0.0.0 <A.B.C.D>

HacTtpoika ctatnieckon MapLupyTu3aumu.
KomaHaa «no» OTMEHSIET HAaCTPOMNKY

21.2.2.2. Hactpouka agpeca IPv6
MocnepgoBaTenbHOCTbL HACTpPOMKK agpeca IPV6:

1. BasoBas HacTpomka IPv6.
1.1. Hactponka agpeca |IPv6-nHtepdelica.

1.2. HacTtpouka cTtaTudeckon mapLpytmsauum IPv6.

2. Hactponka IPv6 Neighbor Discovery.

2.1. Hactpowka konnyectBa coobueHni DAD neighbor solicitation.
2.2. Hactponka nHtepBana otrnpasku coobLueHun neighbor solicitation.
2.3. Hactpowika ctatnyecknx 3anucen IPv6-coceaen (neighbor).

2.4. YnaneHve Bcex 3anucen B Tabnuue cocenen IPV6.

1. BasoBas HacTponka IPv6.
1.1. Hactpownka agpeca IPv6-nHTepdelica.

KomaHpa

OnucaHue

Pexum koHdurypupoBaHus nitepcenca

ipv6  address
length> [eui-64]

<ipv6-address/prefix-

no ipv6 address <ipv6-address/prefix-

length> <ipv6-

Hactpoiika IPv6-agpeca, Bkntoyasa o6beamHaeMble
rnobanbHble unicast-agpeca, site-local-agpeca u
link-local-agpeca. KomaHpa

«no ipv6 address

address/prefix-length>» OTMeHsAeT

IPv6-appec
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1.2. Hactpouka ctatudeckon mapipyTtusauum IPv6.

KomaHpa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

ipv6 Kuwir <ipv6-prefix/prefix-length> HacTtpoika crtatnyeckon mapwpyTtusaumm [Pv6.
type interface-number> | {<nexthop- MapLIpyT3aumio v

ipv6-address> <interface-type interface-
number>}} [distance]

no ipv6 route <ipv6-prefix/prefix-
length> {<nexthop-ipv6-
address>|<interface-type interface-
number> |{<nexthop-ipv6-address>

<interface-type interface-number>}}
[distance]

2. Hactponka IPv6 Neighbor Discovery.
2.1. Hactpoiika konnyectBa coobueHni DAD neighbor solicitation.

KomaHpa OnucaHue

Pexunm koHpurypupoBaHus nitepcenca

ipv6 nd dad attempts <value> YcTaHoBKa Konim4ecTtBa CcoobLEeHnN,
no ipv6 nd dad attempts OTnpaBnsieMbIX nocneaoBaTenbHO npu

obHapyxeHun uHTepdericom aybnukata agpeca.
KomaHga «no» BOCCTaHaBNMBaEeT 3Ha4yeHue Mo
ymonyanuto (1)

2.2. Hactponka nHtepBana otrnpasku coobLueHun neighbor solicitation.

KomaHpa OnucaHue

Pexum koHdurypuposaHus nitepcenca

ipv6 nd ns-interval <seconds> YcTaHoBKa WHTepBajia OTMpaBKM  3anpocoB
no ipv6 nd ns-interval cocepaMm. KomaHpa «no» BOcCCTaHaBnuBaeT
3Ha4yeHue no ymon4yanuio (1 cekyHaa)

208
@ §) QTECH
MWP [OCTYMHEE



PykoBoacTtBo nonb3osatend cepua QSW-4530

KOH®UMYPUPOBAHWE ®YHKLN 3-TO YPOBHA " www.gtechru |

2.3. Hactpoiika ctatnyecknx 3anucen IPv6-cocenen (neighbor).

KomaHpa OnucaHue

Pexum koHcurypupoBaHusa nHtepdenca

ipv6 neighbor <ipv6-address> YcTaHOBKa cTatMyeckonM 3anucu B Tabnuue
cocepen, BKJTIOYas IPv6-agpec cocepa,

<hardware-address> interface
MAC-azpec 1 nopT BTOPOro ypoBHSA

<interface-type interface-name>

no ipv6 neighbor <ipv6-address> Ypanexuve 3anvcu B Tabnuue cocenen

3. YpaneHue Bcex 3anucen B Tabnuue coceaen IPv6.

KomaHpa OnucaHue

Pexnm agMuMHUCTpaTopa

clear ipv6 neighbors Ounctka BCex cTaTMYecKux 3anucen B Tabnuue
cocepnen

21.2.3. Nouck HeucnpaBHocTen IPV6

HacTpoiika BpemeHu Xu3HM MaplipyTu3atopa He p[onxHa ObiTb MeHblue WHTepBana
obbaABneHns MmapwpyTtusatopa. Ecnu nopgknioyeHHbin PC  He nonyuun IPv6-agpec,
HeobxoanMmMo npoBepuTb RA-aHOHCMPOBaHWE Ha KOMMyTaTope (BbIKITHOYEHO MO YMOYaHWI).

21.3. ARP
21.3.1. BBeaeHue B ARP

ARP (Address Resolution Protocol — npoTtokon onpegeneHnsa agpeca) B OCHOBHOM
ucnonb3dyetcsa ana onpegeneHna Ethernet MAC-appeca no IP-agpecy. KommyTtatop
noanepXxvBaeT CTaTUYECKY KOHUrypaumio.

21.3.2. Cnucok 3apay KoHdurypauum ARP

Cnucok 3apgay koHdpurypauum ARP:
1. HactpouTtb ctatuyeckuin ARP.

KomaHpa OnucaHue

Pexum VLAN-unHTepcpenca

arp <ip_address> <mac_address> {interface HactpauBaeT crtaTnyeckyto 3anucb ARP;
[ethernet] <portName>} KOMaHga «no» ypansetr 3anucb  ARP

no arp <ip_address> yKasaHHoro IP-agpeca
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21.3.3. NMounck HencnpaBHocTen ARP

Ecnn He npoxoguT ping OT KOMMyTaTopa K YCTPONCTBaM, NOAKITHOYEHHbLIM HanpsaMyto, MOXHO
NCronb30BaTh CrieayLwme eNCTBMA 115 MOMCKa N YCTPaHEHMS BO3MOXHOW MPUYMHbI;
o [lpoBepbTe, ecTb N cooTBeTcTBYOWAasas ARP-3anucek Ha koMmMyTaTope.

e FEcnm ARP-zanucm HeT, BkounTe otnagky ARP 1M nocmotpute  ycnoBus
npuema/otnpaskun ARP-nakeToB.

e Camas pacnpocTpaHeHHasa npuymHa npobnembl — aeekTHbIN Kabenb.
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22. HACTPOUKA  ®YHKUUU MPEOOTBPALLEHUA
ARP-CKAHUPOBAHUA

22.1. BBegeHue B hyHKUMIO NpeaoTBpaweHna ARP-ckaHnpoBaHus

ARP-ckaHmpoBaHue — 3T0 00bI4HbIN cnocob ceTeBor ataku. [na Toro, 4Tobbl 06HapYXMTb BCE
aKTMBHbIE XOCTbl B CEFMEHTE CeTU, UCTOYHUK aTaku byaeT paccbinaTtb 60MnblIoe KONMYecTBO
ARP-co06LeHun, 4to byaeTt 3aHumMaThb 60bLUYy0 YacTb NPOMYCKHOM cnocobHocTM ceTn. MoXHO
paxe cpenatb aTaky 6Oonbwum  KONMYECTBOM Tpadmka MCNonb3yss noanenbHble
ARP-co06LLeHNs, 4TO NpuBeAET K Konnancy ceTv u3-3a ncyeprnaHusi NponyckHom CnoCOBHOCTH.
O6blyHO ARP-ckaHMpoBaHMe — 3TO MPOCTO MPeAnochbinika K apyron, bonee onacHomn aTake,
TakoMW, KaKk aBTOMaTM4eckoe 3apaxeHne BUPYCOM UK nocneayoliee ckaHmpoBaHue nopTos,
CKaHMpOBaHME yA3BUMOCTEN, HALENEHHOE Ha XULWEHWEe UH(OopMauun, aTaka UCKaXeHHbIMM
coobweHnamu, DOS-ataka u 1.4,

Mockonbky ARP-ckaHnpoBaHue yrpoxaeT 6e30nacHOCTM U CTabunbHOCTU CETU, OYEHb BaXHO
ero npepotBpatntb. KommyTtatop obecneymBaeT MOSIHOE pelueHve ANa NpeaoTBpalleHus
ARP-cKaHMpoOBaHUA: €eCcnum B CEerMeHTe HahWaeH XOCT WM MNopT C  MpU3HaKamu
ARP-cKaHMpOBaH1s, KOMMYyTaTOp OTPEXeT UCTOYHMK aTaku ans obecnevyeHns 6e30nacHoOCTU
ceTu.

Ectb oBa meToga npepotepalleHna ARP-ckaHMpoBaHuKSA: Ha OCHOBE MopTa M Ha ocHose |P.
MeTon Ha ocHoBe nopta cumtaeT konudectBo ARP-coobLieHui, nonyyeHHbIX C nopTa 3a
onpeeneHHbIn Nepuoa, ecnu Y1MCcro NpeBbilaeT 3afaHHbIA NOpor, NopT OyAeT BbIK/OYEH.
MeTton Ha ocHoBe IP cuuTtaet konuyectBo ARP-coobLieHui, nony4veHHbix oT IP-agpeca B
cerMeHTe 3a onpeaeneHHbIn Nepuom, ecnv YMCo NpeBbillaeT 3a4aHHbIv nopor, nobon Tpaduk
oT atoro |IP 6yneT 3abnokmMpoBaH Ao Tex nop, noka nopT, cBA3aHHbIN ¢ |P-agpecom, He 6yaeT
norawleH. OTn ABa meToaa MoryT 6bITb BKIHOYEHbI OQHOBPEMEHHO. locne Toro, Kak NopT unm
IP-agpec 6binn 3abnoknpoBaHbl, NONb30BaTENlb MOXET BOCCTAHOBUTL MX CTATyC, UCNONb3yA
YHKLMIO aBTOMATUYECKOro BOCCTaHOBIEHMS.

YT06bI NOBBLICUTL 3(PPEKTUBHOCTL, MONb30BATENN MOFYT HACTPOUTb AOBEPEHHbIE MOPTbI U
IP-agpeca, ARP-coo6LieHuss oT KOTOpbIX He OyayT MpoBepATbCA KOMMYyTaToOpoMm. Takum
o6pa3om Harpy3ka Ha KOMMYTaTOp MOXET OblTb 3HAYMTENBbHO CHUXEHA.

22.2. NocnepoBaTtenbHOCTL 3agad KOHcUrypauum npenoTBpaLleHusA
ARP-ckaHupoBaHus

1. BknounTb hyHKUMIO NpepoTepaLleHns ARP-ckaHMpoBaHus.

HacTpontb noporosoe 3HavyeHne onsa Metoaa, OCHOBaHHOIo Ha noptax u MeToAaa,
OCHOBaHHoOro Ha IP.

HacTpoutb noBepeHHble NOPThI.
HacTtpoutb goBepeHHsble IP.
HacTpouTb BpeMs aBTOMaTU4eCKOro BOCCTaHOBIEHUS.

MocmoTpeTb NHpopMaLmio, OTHocALyCA K ARP-CKaHMpOBaHWIO, a Takxe
OTNafo4Hy0 NH(popMaLMIO.

N

o gk w
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1. BknounTb byHKUMIO NpepoTepaleHns ARP-ckaHpoBaHus.

KomaHpa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

anti-arpscan  enable BkrntoyeHme/BbIKIIOUYEHNE dOyHKLMK
no anti-arpscan enable npepoTBpaweHns ARP-ckaHnpoBaHus

2. HacTpouTb NnoporoBoe 3HayeHne ans MeToga, OCHOBaAHHOIO Ha nopTax n MeToaa,
OCHOBaHHoOro Ha IP.

KomaHpa OnucaHue

Pexxum rnob6ansHoro KoHUrypuposaHus

anti-arpscan port-based threshold | YcTtaHoBKa noporoBoro  3HadeHuss  gns
<threshold-value> MeTo4a, OCHOBAHHOIO Ha NopTax

no anti-arpscan port-based threshold

anti-arpscan ip-based threshold <threshold- YctaHoBka noporoBoro  3HadeHuss  pns
value> MeTo[a, OCHOBAHHOro Ha IP

no anti-arpscan ip-based threshold

3. HacTpouTb fOBEPEHHbIE MOPTHI.

KomaHpa OnucaHue

Pexum koHdurypaumm nopra

anti-arpscan trust <port | supertrust-port> | YcraHoBka aTpubyToB OBEPUSI MOPTOB
no anti-arpscan trust <port |supertrust- port>

4. HacTtpouTb goBepeHHbie IP.

KomaHpa OnucaHue

Pexnm rmo6anbHoOro koHcurypmpoBaHusa

anti-arpscan trust ip <ip-address> | YcraHoBka aTpubyTtoB noepus IP
[<netmask>]

no anti-arpscan trust ip <ip-address>
[<netmask>]
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5. HaCTpOI/ITb BpeMA aBTOMaTtn4eCckKoro BOCCTaHOBJ1IEHUA.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoOH¢urypupoBaHus

anti-arpscan recovery enable BkntoueHne/BbIKIl0uEHNE dOyHKLMK

no anti-arpscan recovery enable aBTOMaTn4eCKoro BOCCtaHoBJ1I€HUA

anti-arpscan recovery time <seconds> YcTaHoBKa BPEMEHM  aBTOMartu4ecKoro

no anti-arpscan recovery time BOCCTaHOBNEHN:

6. [MocmoTpeTb MHpopMaumio, oTHocALyCcA K ARP-cKkaHMpoBaHuio, a Takxe
OTNaAo4Hy0 NH(popMaLMIO.

KomaHpa OnucaHue

Pexum rmo6anbHOro KOHUrypnpoBaHusa

anti-arpscan log enable BkntoueHune/BbikntoyeHne yHKLUMM XypHana

no anti-arpscan log enable npepoTBpaweHnsa ARP-ckaHupoBaHus

anti-arpscan trap enable BkntoyeHne/BbikntodeHne  yHkumm  SNMP

no anti-arpscan trap enable Trap npepoTBpawieHns ARP-ckaHnpoBaHus

show anti-arpscan [trust <ip | port | supertrust- OTobpaxeHne  coctofHuss  paboTbl U
port> | prohibited <ip | port>] KoHdwurypauun  npegotspaiwieHna  ARP
CKaHMpoBaHus

Pexnm agMmuHucTpartopa

debug anti-arpscan <port | ip> BkritoueHue/BbIkNOYEHNE oTnagku

no debug anti-arpscan <port | ip> npepoTBpaweHnsa ARP-ckaHnpoBaHus

22.3. TunoBble npumMepbl npeaoTBpaweHna ARP-ckaHupoBaHUs

B cetn, Tononoruns kotopon nokasaHa sbiwe, nopt E1/0/1 kommyTaTopa B nogkntoyeH K nopTy
E1/0/19 kommyTtaTtopa A, nopT E1/0/2 kommyTatopa A MOAKIOYEH K (pannoBomy cepBepy
(IP-appec 192.168.1.100/24), Bce ocTanbHble NOPTbl KOMMYTaTOpa A NOAKIOYEHBI K 0ObIYHBIM
PC. Cnepytowasn KoHpurypaums moxeT apdekTuBHo npegoTepatnte ARP-ckaHupoBaHue, He
BMMASA HA HOPManbHY paboTy CUCTEMBI.

MocnepgoBaTenbHOCTL  HAcTpoWMKM — KommyTtatopa  A:
SwitchA(config) -@nti-arpscan enable

SwitchA(config)#anti-arpscan recovery time 3600
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SwitchA(config)#anti-arpscan trust ip 192.168.1.100
255.255.255.0 SwitchA(config)#interface ethernet1/0/2
SwitchA (Config-If-Ethernet1/0/2)#anti-arpscan trust port
SwitchA (Config-If-Ethernet1/0/2)#exit
SwitchA(config)#interface ethernet1/0/19
SwitchA (Config-If-Ethernet1/0/19)#anti-arpscan trust supertrust-port
Switch A(Config-If-Ethernet1/0/19)#exit

MNMocnenoBaTenbHOCTb HACTPOMKM KOMMYyTaTopa B:
Switch B(config)# anti-arpscan enable
SwitchB(config)#interface ethernet1/0/1
SwitchB (Config-If-Ethernet 1/0/1)#anti-arpscan trust port
SwitchB (Config-If-Ethernet 1/0/1)exit

—
::_, KommyTarop B

1/0/19

1/0/1

—_—
::_, KommyTatop A

Cepsep MnK1 MK 2
192.168.1.100

PucyHok 22-1. Tunosown npumep KoHdurypaumm npegotepalleHna ARP-ckaHupoBaHusa

22.4. NMouck HeucnpaBHOCTeN NnpeaoTBpaLleHusa ARP-ckaHupoBaHus

MpepotBpawieHe ARP-ckaHnpoBaHMs NO yMOf4YaHUIO BbIKNOYEHO. [locne BKAOYEHMSA
npepoTsBpalleHns ARP-ckaHMpoBaHus nonb3oBaTerib MOXET BKNIOYMTbL 0Tnagky («debug anti-
arpscany) onst npocMoTpa OTNago4yHoN MHopMauuu.
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23. KOHOUTYPALUA SALLNTDBI OT NMOAMEHbI ARP

23.1. O630p
23.1.1. ARP (Address Resolution Protocol)

B o6wem, npotokon ARP (RFC-826), B ocHOBHOM, OTBe4YaeT 3a cooTHoweHune IP-agpeca
cooTBeTCTBYloWEeMy 48-6utHomy dusandeckomy agpecy, To ectb MAC-agpecy, Hanpumep,
IP-agpec 192.168.0.1, MAC-agpec ceteBon kapTbl A0-12-34-FD-1D-2B.

Becb npouecc COOTHOLLEHUS COCTOMT B TOM, YTO XOCT OTNpaBAseT LUMPOKOBeLLaTeNbHbIN
(broadcast) nakeT pgaHHbIX, BKMoYaowmn B ceba uHgopmauuo o6 |IP-agpece xocTa
Ha3HauyeHua (ARP-3anpoc), 3aTemM XOCT Ha3Ha4yeHus OTMPaBsiET UCXOOHOMY XOCTY Maket
JaHHbIX, BKIlovawwmn B ceba nHdopmaumio 06 IP-aapece n MAC-agpece. Takum ob6pasom,
OBa xocTa MoryT obmeHunBaTbca nHdopmaumen no MAC-agpecy.

23.1.2. MogmeHa ARP

C Touku 3peHusa npotokona ARP, 4Tobbl ymeHbLnTb ARP-Tpaduk B ceTu, ecnv XoCT NonyynT
ARP-0TBET, KOTOpbI OH He 3anpalunBan, OH Tak Xe nobasuT 3annck B cBo ARP-kell, 4yTo
aenaet Bo3amoxHbIM noameHy ARP (ARP spoofing). Ecnu xakep xo4eT npocnywatb 06MeH
OaHHBIMW MeXxay OBYMsi XOCTamMu B OOHOW ceTu (Jaxe ecnu OHW MNOAKM4YeHbl 4vepes
KOMMYyTaTopbl), OH oTnpasBndetr nakeT ARP-oTBeTa ABYM XOCTaM MO OTAESNbHOCTM, 3TO
NPUBOSUT K TOMY, YTO KaxAabli n3 xoctos cuntaet MAC-agpec xakepa agpecom opyroro Xocra.
Takum obpa3om, BMECTO MpsAMOro obmeHa, XOCTbl OOMEHMBAKTCA TpahuKom 4vepes XOcCT
Xakepa. Xakepbl He TONbKO Mony4YatT Heobxoammyto UM nHdopmaumio. Im ans ycnewHon
nepegaym HeobxoaMMO BCEro NULb U3MEHUTb HEKOTOPYK MHopmauuio B nakete. B atom
Crnyyae Ha KOMMbOTEPE XaKepa He HYXHO HacTpamBaTb CMeELLaHHbIA PeXNM CETEBOW KapThl,
T.K. MAKeTbl AaHHbIX NOCTYNalT Ha KOMMbIOTEP Xakepa Ha (PU3MYEeCKOM YPOBHE, KOMMbIOTEP
paboTaeT Kak peTpaHCcnsaTop.

23.1.3. Kak npegorBpatutb nogmeHy ARP

EcTb MHOro BMOOB aTtak, OCHOBaHHbIX Ha npoTtokone ARP. BonbLWKWHCTBO atak OCHOBaHbl Ha
nogmMmeHe ARP, Tak 4To 04eHb BaxHO nNpenoTBpatntb nogmeHy ARP.

MexaHuam noameHbl ARP NpoHUKaeT B CeTb, B MEPBYIO o4epeab, NyTeM NOAAENKM fieranbHOro
IP-agpeca, 3aTemM nocbinaa MHoOro nopaenbHbix ARP-nakeTtoB KOMMyTaTopam, nocre 4ero
KOMMYTaTOpbl 3aMeHSAT npasuibHble cBA3kM IP-MAC coOTBETCTBYIOWMMU CBA3KaAMU U3
aTakylwmx nakeToB. Takum o06pa3omM, KOMMyTaTop OWWOOYHO OTNpaBnseT MakeTbl
aTaKyloLEeMY XOCTY, U 3TO AENCTBYET Ha BCEN CETMW.

OcCHOBHbIM MeTOAOM MNpepoTBpaleHnss atak u nogmeHol ARP Ha koMmyTaTopax asnseTca
OTKITHOYEHNE HAa KOMMyTaTope (hyHKLMN aBTOMATMYECKOro 06HoBNeHNsi. O6MaHLMK HE CMOXET
U3MeHuTb npaBunbHble cBA3kM IP-MAC Ha kKommyTatope, TEM caMbiM MpeaoTBpaLlaeTcs
HenpaBubHas Mepecbiika naketoB. B To Xe BpemMs 3T0 He npepbiBaeT (QYyHKLMUIO
aBToMaTtuyeckoro obyuyennss ARP. Takum o06pa3om, 3TO 3HaAYUTENbHO NpepoTBpallaeT
nogmeHy ARP.

ND — 310 npoTokon obHapyxeHusa cocenen B IPv6, aHanornyHbii npotokony ARP no npuHumny
AeNCTBUSA, NO3TOMY AnA npefoTepalleHna nogMmeHsl ND Mbl fenaem To Xe camoe, Y4To 1 Ans
ARP.

23.2. KoHdurypaumsa npegorepaiieHusa nogmeHbl ARP

lMocnepoBaTenbHOCTLT HACTPONKKU NpeaoTBpaLleHns nogmeHsl ARP:
1. OTkno4MTb PyHKUMIO aBTOMaTM4eckoro obHosnexHmsa ARP.
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2. OTKnounTb PYHKLMIO aBTOMATMYECKOro obyyeHunsa ARP.

3. [lomeHAaTb AnHamMmunyeckmne ARP Ha cTatuyeckue.

1. OTKNo4MTb PYHKLMIO aBTOMATMYECKOro obHoBneHna ARP.
KomaHpa

OnucaHue

Pexum rmo6anbHoro koHcpurypmpoBaHus n Pexum nirepdenca

ip arp-security updateprotect
no ip arp-security updateprotect

2.

OTKNIOYMTL/BKMOUNTD (PYHKLMIO aBTOMAaTMYECKOro
o6HoBneHua ARP

OTKMOUNTL PYHKLMIO aBTOMaTMYeckoro obyyeHma ARP, ND.

KomaHpa

OnucaHue

Pexxnm rmo6anbHoro KoHurypmpoBaHusa u Pexxum nitepcenca

ip arp-security learnprotect
no ip arp-security learnprotect

OTKNOUUTL/BKNIOUYNTL DYHKLMIO aBTOMAaTU4ECKOro
obyyeHusa ARP

3.

NomeHaTb gnHammnyeckne ARP, ND Ha cTtaTtuyeckue.

KomaHpa

OnucaHue

Pexxnm rmobansHoro KoHdurypmpoBaHus u Pexxum nHtepdenca

ip arp-security convert

NomeHaTb auHammnyeckne ARP Ha cTtaTunyeckme

(@ orecy
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23.3. MNMpumep npegoTBpawieHns nogmeHbl ARP, ND

KommyTatop
MK 1 192.168.2.4 MK 2
192.168.2.1 08-C6-B3-00-00-04 192.168.2.2
08-C6-B3-00-00-01 08-C6-B3-00-00-02
@ 5 P [E]
ED O [__J == O
NnK3
192.168.2.3
08-C6-B3-00-00-03
PucyHok 23-1.
OnucaHue obopynoBaHus
O6opynoBaHue | KoHdcurypaums Kon-Bo
Switch 1P:192.168.2.4;mac: 08-C6-B3-00-00-04 1
PC1 IP:192.168.2.1;mac: 08-C6-B3-00-00-01 1
PC 2 IP:192.168.1.2;mac: 08-C6-B3-00-00-02 1
PC3 1P:192.168.2.3;mac: 08-C6-B3-00-00-03 HECKOJbKO

Ha guarpamme nokasaHa HopmanbHas cBasb mexay PC 2 u PC 3. PC 1 xouet, 4T06bI
KOMMYTaTOp Hanpaensn eMy nakeTbl, oTnpaeBrneHHble xoctoMm PC 2. B nepsyto ouyepenp PC 1
otnpaensaeT naket ARP-oTBeTa Ha kommyTaTtop B popmaTe: 192.168.2.3, 08-C6-B3-00-00-01,
conocTaenas ero MAC-agpec c IP-agpecom xocta C, kommyTtatop obHoBnsieT ARP-cnncok un
HaunHaeT oTnpaBnATb nakeTbl gna 192.168.2.3 Ha MAC-agpec 08-C6-B3-00-00-01 address
(appec xocta PC 1).

B panbHenwem xoct PC 1 nepecbinaet npuHATble nakeTbl XxocTy PC 3, MeHAs agpec UCToYHMKa
N agpec HasHaveHus. Tak kak ARP-cnncok cBoeBpeMeHHO OOHOBNSIETCS, €LLEe OAHON 3aayen
anst xocta A aABnsieTca HenpepbiBHas otnpaBka ARP-oTBeToB M o6HoBneHne ARP-cnucka
KOMMyTaTopa.

MoaTomMy O4YeHb BaxHO 3awmtuTb ARP-cnncok, HacTpouTb 3anpelieHne ARP-obyyeHus B
cTabunbHOM cpefe M 3aTeM M3MEeHUTb Bce AuHamuveckune ARP-3anucu Ha cTaTtuyeckume.
BblyueHHble ARP He 6yayT o6HOBRATLCA 1 6yAyT 3alUMLLEHbI.

Switch#config
Switch(config) “terface vian 1
Switch(Config-If-Vlan1)#arp 192.168.2.1 08-C6-B3-00-00-01 interface eth 1/0/2

217

® §) QTECH

MWP OOCTYNMHEE



PykoBoacTtBo nonb3osatend cepua QSW-4530

KOHOUITYPALUMA SAWNTLI OT NOOMEHbLI ARP

Switch(Config-If-Vlan1)#interface vian 2

Switch(Config-If-Vlan2)#arp 192.168.1.2 08-C6-B3-00-00-02 interface eth 1/0/2
Switch(Config-If-Vlan2#interface vlan 3

Switch(Config-If-Vlan3)#arp 192.168.2.3 08-C6-B3-00-00-03 interface eth 1/0/2
Switch(Config-If-Vlan3)#exit

Switch(Config)#ip arp-security learnprotect

Switch(Config)#

Switch(config)#ip arp-security convert

Ecnu okpyxatoLiasa cpega MeHsieTcst, 3T0 No3BonseT 3anpetntb ARP-06HOBNEHUS, KakK TONbKO
ARP 6ypeT 1M3y4yeHo, OHO He MOXeT ObiTb 06HOBMEHO HOBbIM ARP-0TBETOM, AaHHble 6yayT
3aWmLLEeHbl OT NPOCHYLUMBaAHUS.

Switch#config
Switch(config)#ip arp-security updateprotect
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24. HACTPOUKA ARP GUARD
24.1. BBepeHue B ARP GUARD

CyuiecTByeT cepbe3Had ya3sumMocTb B Mmogenn ARP-npoTokona, KotTopas 3akoyaeTcs B TOM,
yTO NtobOE ceTeBOE YCTPOMCTBO MOXET 0TnpaBuTb ARP-coobLieHne, 4To6bl 00 BABUTL O CBA3KE
IP- u MAC-agpecoB. 310 genaet BO3MOXHbIM ARP-MOLLIEHHNYECTBO. 310YMbILLEHHUKN MOTYT
nocnate ARP-3anpoc unu ARP-oTBeT 4ToObl MHOPMMPOBATb O HEBEPHOWN CBA3KE MeXay
IP-agpecom 1 MAC-agpecom, koTopasi npuBefeT K npobnemam ceBasn. EcTtb aBe dopmbl
ARP-moweHHnyectBa: 1. PC4 otnpaBnset ARP-coobuieHne 4tobbl coobwmTtsb, Yto IP-agpec
PC2 npueazaH k MAC-agpecy PC4, aTo npuBefeT K ToMy, 4To Bce IP-nakeThl, agpecyembie PC2,
6ynyT otnpaeneHbl K PC4, Ttakum obpasom PC4 cmoxeT npocmatpuBaTb BCE MNaKeThl,
appecoBaHHble PC2; 2. PC4 otnpaensieT ARP-coobuieHne 4tobbl coobumTtb, Yto IP-aapec
PC2 npuBsazaH K HecyulectBytowemMmy MAC-agpecy, aTo npuBegeT K Tomy, 4to PC2 He byget
nony4yaTtb agpecoBaHHble eMY MNaKeTbl.

B wacTtHocTH, ecnn 3NOYMBbILUNEHHUK, npm6eraﬂ K ARP-MOUJeHHI/ILIeCTBy, BbloaeT cebsa 3a LLJTHO3,
BCS CeTb BbIMAET U3 CTpoA.

KommyTtartop

—
—
—

— cp(onm)

2
-

KoHueHTpatop

o
R

N
)

=
-
N

A

MK 4 MK5 MNnKe

-
-
w

PucyHok 24-1. CxemaTtuyHasa aunarpamma ARP GUARD

Mbl ncrnonb3dyem punbTpylowme aneMeHTsl KomMmyTtaTtopa ansa 3awmntbl ARP-3anucen BaxHbIX
CeTeBbIX YCTPOWCTB OT nogpaxaHusa apyrumm yctpomctsamu. OCHOBHOM Teopuen 3TOro
ABNAETCA WCMNONb30BaHWe (QUNbTPYIOLWUNX SMNEMEHTOB KOMMyTaTopa [Afif MPOBEPKU BCeX
ARP-coobLieHnin, npoxoaswmx uYepe3 nopT. Ecnu apgpec wuctouHmka ARP-coobuieHus
3awyeH, coobuieHuns 6yayT oTOpoLLEHbl M He NepepanyTca aanee.

®OyHkumss ARP GUARD 006bl4HO ucnonb3yeTcsa Ana 3awuMTbl Wwno3a oT aTtak. Ecnu Bce
[OCTYMNHble KOMMbIOTEPbl B ceTn OyayT 3awmuieHbl dyHkuven ARP GUARD, gna atoro
notpebyeTtca HacTpouTb Ha nopTy 6onbloe konnvyecteBo ARP GUARD-agpecos, 4To 3anmer
6onbwyto 4vacte FFP-zanucen B uune, u, Kak pe3ynbTaT, MOXeET OTpa3uTbCs Ha [pyrux
npunoxeHunsix. Tak 4to ato 6yaeT HenpaBunbHO. PekomeHayeTcs agonTupoBaTb CBOGOAHbIE
pecypcbl cornacHo cxeme pgoctyna. [loxanyincrta, obpatutecb 3a NOAPOOHOCTAMM K
COOTBETCTBYIOLLEN JOKYMEHTALUN.

219
@ §) QTECH
MWP [OCTYMHEE



PykoBoacTtBo nonb3osatend cepua QSW-4530

HACTPOWKA ARP GUARD

24.2. Cnncok 3apay koHdpurypaumm ARP GUARD

1. HacTtpouTb 3awumuieHHble IP-agpeca.

KomaHpa

OnucaHue

Pexunm koHdurypaumm nopra

arp-guard ip <addr>
no arp-guard ip <addr>

Hactpoutb/ynanute ARP GUARD-agpec

® §) QTECH
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25. KOHOUIN'YPALUA CAMOOBPALLEHHOIO ARP

(GRATUITOUS ARP)

25.1. BBegeHue B camoobpawieHHbin ARP

CamoobpalueHHbin ARP — 310 Tn ARP-3anpoca, otnpaBnsaembii XocTom 1 ero IP-agpecom B

Ka4yecTtBe agpeca Ha3Ha4YeHuA.

Basic pexunm paboTbl KOMMYTaTOPOB, CreayloLwmin: Ha nHTepdencax 3-ro ypoBHsi MOXeT ObITb
HaCTpPOeH WHTepBan paccbiiku camoobpalieHHbix ARP-3anpocoB unu 310 MOXeT ObITb

HaCTPOEHO rnobanbHO Ha BCEX MHTepdencax.

HasHauyeHune camoobpalueHHoro ARP cneaytoulee:

e YT106bl YyMeHbWMUTb YacToTy ARP-3anpocoB XOCTOB K KOMMYyTaToOpy. XOCTbl B CETM
nepuvoanyeckn nocbinatT ARP-3anpocbl K wno3dy 4tobbl 06HOBUMTL MAC-agpec
wnto3a. Ecnu kommyTatop pacceinaet camoobpaleHHble ARP-3anpochbl, XocTaM He

OTO YMEHbLNUT 4acToTy OTNpaBKM XoCTamu

HYXHO OTNpaBnATb 3TWU 3anpocsbl.
ARP-3anpocoB Ha Lumnio3.

e CamoobpalleHHbin ARP — ato metopn npepotBpalieHuns ARP-mMoLlleHHMYecTBa.
Paccbinaembin KOMMyTaTOpoM camoobpalleHHbii ARP 3acTaBUT XOCTbl 0OOHOBUTL CBOW

ARP-keww. Takum o6pa3om nogaenbHb

25.2. Cnncok 3apa4 KoHcpurypaumm

M ARP He dpyHUumnoHunpyerT.

camooo6palyeHHoro ARP

1. Bknountb camoobpalleHHbIi ARP 1 HacTpouTb nHTepBan otnpaBku ARP-3anpocos.
2. Otob6pa3ntb KoHGUrypaumto camoobpatyeHHoro ARP.

1. Bknountb camoobpalueHHbin ARP 1 HacTpouTb HTEpBan otnpaskn ARP-3anpocos.

KomaHpa

OnucaHue

Pexum rnobanbHOro KOHUrypMpoBaHus U pexxum KoHdurypaumm nitepdenca

ip gratuitous-arp <5-1200>
no ip gratuitous-arp

Bkntounte  camoobpalueHHbin  ARP

ARP-3anpocos.

ARP

HacTpouUTb NHTepBarn OTNpaBKu

KomaHga «no» oTMeHsAeT caMoobpalleHHbIN

n

2. OT1o6pa3untb KoHGUrypaumo camoobpa

weHHoro ARP.

KomaHpa

OnucaHue

Pexxum agMuHUCTpaTopa u pexum KoHcpuryp

aummu

show ip gratuitous-arp [interface vlan <1-
4094>]

OT06pa3nTb KOHUrypaumto
camoobpatueHHoro ARP
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25.3. MNMpumep koHduUrypaumm camoodbpaweHHoro ARP

KommyTarop

WuTtepderic VLAN 1
192.168.14.254
255.255.255.0

WuTepdenc VLAN 10
192.168.15.254
255.255.255.0

&3 0 e 0 &= 0 e 0

MnK1 MK2 NnK3 MnK4 MKS

PucyHok 25-1. Mpumep HacTponkn camoobpalleHHoro ARP

[na Tononormm ceTn, NOKa3aHHOM Ha PUCYHKe, HTepdenc kommytatopa VLAN1O nmeet
IP-agpec 192.168.15.254 n macky cetun 255.255.255.0. Tpu komnetoTepa — PC3, PC4, PC5 —
noakIitoveHbl K aTomy nHtepdency. Mutepdenc VLANL umeet IP-agpec 192.168.14.254 n
mMacky cetn 255.255.255.0. [1ga komnbtotepa — PC1 1 PC2 noakntoyeHsb! K aTOMy MHTEpdENcy.
CamoobpalueHHbin ARP BkntovaeTca cnepyowmin KoHdurypaumen:

Ob6a wuHTepdenica wucnonb3ylT camoobpalleHHbin  ARP.
Switch(config)#ip gratuitous-arp 300
Switch(config) Hxit

Camoob6palueHHbIn ARP HacTpouT TonbKo Ans oqHOro uHTepdenica.
Switch(config)#interface vlan 10
Switch(Config-if-Vlan10)#ip gratuitous-arp 300
Switch(Config-if-Vlan10)#exit
Switch(config) #exit

25.4. NMouck HeucnpaBHOCTeN camoobpalleHHoro ARP

CamoobpalueHHbin ARP BbiknoyeH no ymonyaxuio. Koraa camoobpalleHHbii ARP BKIOYEH,
OTNago4Hy0 MHOPMALMIO MOXHO NONYYMTb, NCNONb3yst komaHay «debug ARP send». Ecnn
camoobpalleHHbIi ARP BkntoyeH rnobanbHO, OH MOXET ObiTb BbIKNHOYEH TONMBbKO rnobanbHo.
Ecnn camoo6palueHHbin ARP BktoueH Ha nHTepdence, OH MOXET ObITb BbIKITHOUYEH TONBKO Ha
uHTepdence.
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26. KOHOUIN'YPALUA DHCP

26.1.1. BBegeHne DHCP

DHCP [RFC2131] cokpaweHHo ot Dynamic Host Configuration Protocol (npotokon
OWHAMMYECKON HAaCTPOMKU XOCTOB). OTO MPOTOKOST, KOTOPbIM AMHAaMNYeCKn Ha3HavaeT IP-agpec
13 nyna agpecos, TaK Xe yCTaHaBNUBAET ApYyrne ceTeBble napameTpbl, TakMe Kak U3 no
ymonyaHuto, DNS-cepep 1 pacnonoxeHue B cetn panna o6pasa. DHCP — 310 paclumpeHHas
Bepcnss BOOTP. 3OTO OCHOBHasi TEXHONOrusi, KOTopas He TONbKO MOXeT obecneuntb
3arpy3o4yHon nHdopmaumen 6e3guckoBble paboume CTaHUMK, HO TaKXe MOXET 0CBO6OAMTbL
afMWHNCTPATOpPOB OT py4yHOro BepeHua |P-agpecHoOro npocTpaHcTBa W ynNpoCcTUTb
nonb3oBaTenaM npouecc HacTponku. Ewe ogHo npeumyuectso DHCP B TOM, UTO OH MOXeT
CHM3UTb TpeboBaHus K KonuyecTBy |IP-agpecos, Korga nonb3oBaTtenb NOKUAaeT ceTb, ero IP
MOXET ObITb Ha3HAYEH ApYromy.

DHCP gaBndetcAa NpoOTOKOMIOM Tuna «KrneHTt-cepsep», DHCP-knueHT 3anpawwusaeT y
DHCP-cepBepa ceTeBOM agpec U napameTpbl KOHUrypaumum, cepeep NpefocTaBnseT KMNeHTy
ceTeBOW agpec M napameTpbl KOHUrypauun. Ecnn KnNMeHT n cepBep HaxogAaTCA B pa3HbiX
nogceTsaAx, Heobxogumo wucnonb3oBatb DHCP-petpaHcnatop (relay) pna nepegaum
DHCP-nakeToB Mexay KnmeHToM n cepsepoM. Peanunzaumsa DHCP npepcraBneHa HUXe:

Discovery R
; % P Offer .
Request —
DHCP-knueHT Ack ] DHCP-cepsep

A

PucyHok 26-1. BsanmopencTteue npotokona DHCP
PasbscHeHue:

DHCP-knneHT  paccbinaet B JlIOKanbHYl0  MOACETb  LUIMPOKOBELWLATESIbHbIE  NaKeTbl
DHCPDISCOVER.

DHCP-cepBep npu nony4dernum naketa DHCPDISCOVER otnpasnsetr DHCP-knueHTy naket
DHCPOFFER BmecTe ¢ IP-agpecamu n gpyrmmm ceTeBbIMN NapameTpamMu.

DHCP wnet wupokosewaTenbHbin naket DHCPREQUEST c¢ nidopmaumen o DHCP-cepsepe,
KOTopbI OH Bbibpan ns DHCPOFFER-nakeToB.

BbibpaHHbIi knueHTom DHCP-cepep otnpasnset naket DHCPACK u knueHT nony4yaet
IP-agpec u apyrue napameTpbl.

OTun YyeTbipe Wara Npon3BogAT NPOLLECC ANHAMMYECKON HACTPOMKN XOCTa.

OpHako, ecnn DHCP-cepeep n DHCP-knneHT HaxogdAtcs B pas3HbIX MOACETAX, CEpBEP He
nonyunt wnpokoselatenbHole DHCP-nakeTbl, oTnpaBneHHbIe KIIMEHTOM U HE OTBETUT eMy. B
3TOM cny4dae Heobxoaum DHCP-petpaHcnatop (relay) ans nepepaun Takux DHCP-nakeToB
MeXy KIMUMEHTOM U CepBepPOM.

KommyTtaTop moxeTt pabotate n kak DHCP-cepep, u kak DHCP-petpaHcnatop. DHCP
noAAepXnBaeT He TONbKO ANHaMUYECKoe Ha3HaveHue |P-aapecos, HO TakXe py4HYH NPUBA3KY
agpeca (Hanpumep, ykasaTb onpegeneHHbin IP-agpec ons onpegeneHHoro MAC-agpeca nnu
onpegeneHHoro ID yctponcTta). Pasnuuunsa mexagy AMHaMU4eCcKUM U CTaTUYECKUM Ha3HayeHnem
appecoB: 1) [OuHammnyecku nornyyvyaembli agpec MOXET ObiTb KaxAapli pa3 pasHbiM;
NpuMBA3aHHbIM BPY4YHYI0 agpec Bcerga Oyaet opguHakoBbin. 2) Bpemsa apeHabl IP-agpeca,
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Nosly4YeHHOro ANHaMu4eckun, OAMHaKOBO ANs BCEro agpecHoro nyna, u OHO orpaHuyeHo. Bpems
apeHapl |P-agpeca, npuBA3aHHOrO BPY4YHY0, TeopeTuyeckn 6eckoHeuHo. 3) [uHamumyecku
BblAensemMble agpeca He MOryT ObiTb NpuBsi3aHbl BpPyYHyto. 4) [Nyn AnHamMu4eckux agpecos

MOXET HacsiegoBaTtb MapamMeTpbl
OTHOCALLEroca K CerMeHTy.

26.2. DHCP Server Configuration

Cnucok 3apgay koHdurypaumm DHCP-cepsepa:

1. Bxknountb/BbIKNOUNTL cepuc DHCP.
2. Hactpoutb agpecHbivi nyn DHCP.

KOHd)I/IpraU,I/II/I cetTn nyna AUHaMnU4YeCKux apnpecos,

2.1. Cozpatb/ypanutb agpecHbii nyn DHCP.

2.2. Hactpoutb napameTpbl agpecHoro nyna DHCP.

2.3. HacTpoutb napameTpbl py4HOro agpecHoro nyna DHCP.
3. BknounTb BegeHue XypHana ang KOH(MKTOB aapecos.

1. Bknountb/BbikNtounTbL cepsuc DHCP.

KomaHpa

OnucaHue

Pexxum rnob6ansHoro KoHpUrypuposaHus

service  dhcp

no service dhcp

Bkntounte/BbikntounTb cepsuc DHCP

Pexum koH¢purypmpoBaHu nopta

ip dhcp disbale
no ip dhcp disable

OtknioveHne He nopte DHCP obcnyxwmBaHus,
KOMaHAa «No» OTMEHSIET OTKIIl0YEHNe

2. Hactpoutb agpecHbin nyn DHCP.

2.1. Co3patb/ypanutb agpecHbi nyn DHCP.

KomaHpa

OnucaHue

Pexnm rmo6anbHoro koHurypmpoBaHusa

ip dhcp pool <name>
no ip dhcp pool <name>

Hactpoutb agpecHbin nyn DHCP. KomaHnga
«Nno» oTMmeHaeT nyn agpecos DHCP

® §) QTECH

MWP OOCTYNMHEE

224



PykoBoacTtBo nonb3osatend cepua QSW-4530

KOHOUTIYPALMA DHCP | www.atech.ru |

2.2. HactpouTb napameTpsbl agpecHoro rnyna DHCP.

KomaHpa OnucaHue

Pexum agpecHoro nyna DHCP

network-address <network-number> [mask | prefix- Hactporika obnactu a[pecos,
length] KoTopble MOryT ObiTb BblAeNeHbl
agpecHomMmy nyny. KomaHpga «no»
OTMeHsieT BblAefieHne aapecHoro
nyna

no network-address

default-router HacTtponka wn3a no ymosiyaHuio
[<addresSwitchA>[<addresSwitchB>[..<address8>]]] nns DHCP-knunenToB. KomaHaa «no»

no default-router OTMEeHAET W3 Mo YMON4aHuio

dns-server Hactponka DNS-cepBepa ans
[<addresSwitchA>[<addresSwitchB>[..<address8>]]] DHCP-knuneHtoB. KomaHga «noy»

no dns-server oTmeHseT HacTponky DNS-cepBepa

domain-name <domain> HacTponka AOMEHHOro MMEeHM Ang
DHCP-knueHtoB. KomaHaa «no»
OTMEHSAET AOMEHHOE UMS

no domain-name

netbios-name-server HacTtponka apgpeca WINS-cepBepa.
[<addresSwitchA>[<addresSwitchB>[...<address8>]]] KomaHga «no» OTMEHSieT HaCTpOnKy

no netbios-name-server

netbios-node-type  {b-node|h-node|m-node|p- Hactpornka TMna y3na ans
node|<type-number>} DHCP-knueHTtoB. KomaHpa «no»

no netbios-node-type OTMEHSIET TUN y3na

bootfile <filename> HacTponka 3arpy3oyHoro ¢anna ang
DHCP-knneHtoB. KomaHpa «no»

no bootfile < ;)
OTMEHSAET 3arpy304Hbli hann

next-server HacTtpoika ajppeca cepBepa,
[<addresSwitchA>[<addresSwitchB>[...<address8>]]] pa3MeLlaloLLEero 3arpy30o4Hbin dann.
KomaHpa «no» OTMeHsieT yaander
appec cepsepa

no next-server
[<addresSwitchA>[<addresSwitchB>[..<address8>]]]

option <code> {ascii <string> | hex <hex> | ipaddress | HacTpoiika ceTeBoro napameTpa,

<ipaddress>} ornpefeneHHoro  KoAoM  onuuu.
no option <code> KomaHpa «no» ypanseTr ceTeBou
napameTp
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KomaHpa OnucaHue

lease {days [hours][minutes] | infinite} HacTtponika BpeEMEHU apeHgpl

no lease agpecoB  nyna. IfowlaH,u,a «No»
yoanser HaCTPOWKY BpeMEeHU
apeHabl

infinite}
no max-lease-time

max-lease-time {[<days>] [<hours>] [<minutes>] |

HacTpoika MakcumanbHOro BpeMeEHM
apeHabl agpecoB B agpecHoOM nyne,
KOMaHga «no» BOCCTaHaBnuBaeT
HaCTPOMKM MO YMOSYaHUIO

Pexum rmo6anbHOro KOHUrypnpoBaHusa

[{Ethernet | IEEE802|<type-number>}]
no hardware-address

ip dhcp excluded-address <low-address> [<high- UcknoueHne w3 apgpecHoro nyna
address>] aapecos, KOTOpble He
no ip dhcp excluded-address <low-address> [<high- MPEAHa3Ha4€HbI AN ANHAMUYECKOTo
address>] BblAENeHus

2.3. HactpouTb napameTpbl pyyHoro agpecHoro nyna DHCP.
KomaHpa OnucaHue
Pexum agpecHoro nyna DHCP
hardware-address <hardware-address> @ 3agaTb/yaanuTb annapaTHbil agpec, Mnpu

PY4YHOM Ha3HayeHuUn agpeca

host <address> [<mask> | <prefix-length> ]
no host

3apatb/ypnanutb |P-appec, kotopbin Gypet
Ha3Ha4yeH 3aaHHOMY KITMEHTY

client-identifier ~<unique-identifier>

no client-identifier

3apatb/yganutb YHUKanbHbIn 1D
nosib3oBaTens

3. BknounTb BefeHue XypHana afst KOHIMKTOB afpecos.

KomaHpa

OnucaHue

Pexunm rnobanbHoro koHcdurypupoBaHus

ip dhcp conflict logging
no ip dhcp conflict logging

BKNounTL/BbIKMIOUYNTL BEAEHME XYypHana ans
DHCP-agpecos, YTOOBbI 0B6HapyXunTb
KOHMUKTBI afpecosB
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KomaHpa OnucaHue

Pexxnm agMuHUcTpaTopa

clear ip dhcp conflict <address | all > Ypanutb eguMHMYHY0 3anucb KOHMMMKTa unm
yAanuTb BCE 3anucu

26.3. KoHdurypaumna DHCP-peTpaHcnsaTopa

Korga DHCP-knneHT n cepBep HaxoadaTcs B pa3HblX CerMmeHTax, ans nepegayn DHCP-nakeTos
Heobxogum  DHCP-petpaHcnaTtop.  Mcnonb3oBanHne  DHCP-peTpaHcnatopa  penaet
Heobs3aTenbHbIM HacTpoiky DHCP-cepBepa pna kaxporo cermenta, oguH DHCP-cepsep
MOXeT 06CnyXuBaTb HECKONIbKO CErMEHTOB, YTO 3P(EKTUBHEE HE TONIbKO C TOYKWU 3pEeHUs
3aTpar, HO N C TOYKN 3pPEHNS YNpaBieHns.

Discovery (Broadcast) Discovery

g % Offer (Unicast) . Offer .
J . — —
EE3 O

Request (Broadcast) Request

»
»

Ack (Unicasat) Ack
DHCP-knueHT <« DHCP-peTtpaHcnaTop

v

’

v

DHCP-cepeep

r 3

PucyHok 26-2. DHCP-peTpaHcnaTop

Kak noka3aHo Ha pucyHke, DHCP-knueHT n DHCP-cepBep HaxoasaTca B pa3HbIX MOACETSX.
DHCP-knneHT BbINonHAeT Te Xxe 4yeTtblpe wara DHCP, kak 06bl4HO, TONbKO K Mpoueccy
nobasneH DHCP-peTtpaHcnaTop.

KnueHT wnet wwupokoBewatenbHbin naket DHCPDISCOVER, DHCP-petpaHcnatop
BCTaBnsieT cBon cobcTBeHHbIN IP-agpec B none «relay agent» B nakete DHCPDISCOVER un
nepecoinaet naker ykasaHHomy DHCP-cepsepy (gona onucanua dopmata DHCP-kagpa
obpatutecb kK RFC2131).

Mpn nonyveHnn naketra DHCPDISCOVER, nepeckbinaemoro 4epe3 DHCP-petpaHcnsTop,
DHCP-cepBep wnet knuenty naket DHCPOFFER uyepe3 DHCP-peTpaHcnaTop.

DHCP-knneHT BblbupaeT cepBep M wWeT wupokosellatenbHbli naket DHCPREQUEST,
DHCP-peTpaHcnaTop Takum Xe 06pa3oM nepechiniaeT ero cepeepy.

Mpn nonyyeHun naketa DHCPDISCOVER, nepecbinaemoro 4epe3s DHCP-petpaHcnaTop,
DHCP-cepsep wnet knueHty naket DHCPACK uepe3 DHCP-peTpaHcnaTop.

Cnucok 3apgay koHdpurypauum DHCP:

1. Bkntounte DHCP-peTpaHcnaTop.

2. Hactpoutb DHCP-peTpaHcnaTop onsa nepecbiiky LMpoKoBeLaTenbHbIX
DHCP-nakeToB.

3. Hacrtpouika share-vilan.
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1. Bkniountb DHCP-peTpaHcnaTop.

KomaHpa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

service  dhcp DHCP-cepBep n DHCP-peTpaHcnaTop

no service dhcp BKJTHOHAKOTCA Npu BKtoveHun cepsnca DHCP

2. Hactpouts DHCP-peTpaHcnaTop Ana nepecbiiiku LWMPOKOBELLATENbHbIX
DHCP-nakeToB.

KomaHpa OnucaHue

Pexxum rnob6ansHoro KoHUrypuposaHus

ip forward-protocol udp bootps Mopt UDP 67 wucnonb3yetca Ans MNepecbiku

no ip forward-protocol udp bootps LuMpoKoseLaTenbHbix naketos DHCP

Pexum koHdurypaumm uHtepceinca

ip helper-address <ipaddress> YctaHosutb agpec DHCP-cepeepa. KomaHga «no
no ip helper-address <ipaddress> ip herer—address <ipaddress>» oTMeHsieT
HaCTpOWKy

3. Hactpoiika share-vian.

Korga nonb3oBaTenb XO4eT  MCMOMb30BaTb  YCTPOWCTBO  BTOPOrO0  YPOBHA  Kak
DHCP-peTpaHcnATop, KOMUMYECTBO KOTOPbLIX OrpaHuyero, TO MOfb3o0BaTefb co3paet
UHTepdenc TpeTbero YpoBHS Ha YCTPOMCTBE BTOPOro YPOBHS, HO UCMNONb30BaHue nHrepderica
TpeTbero ypoBHA Ans share-vlan (MoxeT Bknw4aTb HecKonbko sub-vlan, ogHako sub-vian
TONbKO cooTBeTcTByeT share-vlan) moxeTr ocywectBnate DHCP-petpaHcnaTtop, u
O[HOBPEMEHHO Ha YCTPONCTBE-PETPAHCAATOPE HYXHO BKIKOYUTL Onumio 82.

KomaHpa OnucaHue

Pexunm rnobanbHoro koHcdurypupoBaHus

ip dhcp relay share-vlan <vlanid> sub- Cospaet/ypanset share-vlan u sub-vian
vlan <vlanlist>

no dhcp relay share-vlan

26.4. Mpumepbl KoHhUrypaumumn DHCP
CueHapun 1:

YT106bI yNPOCTUTL HACTPOINKY, KOMMNaHMA UCMONb3yeT KoMMmyTaTop B kadectBe DHCP-cepsepa.
Agnpec B VLAN-e ynpaenenua — 10.16.1.2/16. I'lokanbHas ceTb pa3geneHa Ha e cetn — A
n B, B cooTBeTCTBUM C pacrnonoxeHnem opuncos. HacTporku cetu ana pacnonoxeHui A u B
NnoKasaHbl HUXe.
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Myn A (ceTtb 10.16.1.0) Myn B (ceTb 10.16.2.0)

YcTponcTeo IP address YcTponcteo IP address

LWno3 no ymonyaHuio 10.16.1.200 Lnto3 no ymonyaHuio 10.16.1.200
10.16.1.201 10.16.1.201

DNS-cepBep 10.16.1.202 DNS-cepBep 10.16.1.202

WINS-cepBep 10.16.1.209 WWW-cepBep 10.16.1.209

Tun yana WINS H-y3en

Bpems apeHgpl 3 oHA Bpems apeHabl 1 neHb

B pacnonoxeHun A mawmHe ¢ MAC-agpecom 08-c6-b3-23-dc-ab HasHayeH puKCnMpoBaHHbIN
IP-agpec 10.16.1.210 n nma xocta «management».

Switch(config)#service dhcp
Switch(config)#interface vlan 1

Switch(Config-Vlan-1)#ip address 10.16.1.2
255.255.0.0 Switch(Config-Vlan-1)#exit

Switch(config)#ip dhcp pool A
Switch(dhcp-A-config)#network 10.16.1.0 24
Switch(dhcp-A-config)#lease 3
Switch(dhcp-A-config)#default-route 10.16.1.200 10.16.1.201
Switch(dhcp-A-config)#dns-server 10.16.1.202
Switch(dhcp-A-config)#netbios-name-server 10.16.1.209
Switch(dhcp-A-config)#netbios-node-type H-node
Switch(dhcp-A-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.1.200 10.16.1.201
Switch(config)#ip dhcp pool B
Switch(dhcp-B-config)#network 10.16.2.0 24
Switch(dhcp-B-config)#lease 1
Switch(dhcp-B-config)#default-route 10.16.2.200 10.16.2.201
Switch(dhcp-B-config)#dns-server 10.16.2.202
Switch(dhcp-B-config)#option 72 ip

10.16.2.209 Switch(dhcp-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.2.200 10.16.2.201
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Switch(config)#ip dhcp pool A1
Switch(dhcp-A1-config)#host 10.16.1.210
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Switch(dhcp-A1-config)#hardware-address  08-c6-b3-23-dc-ab
Switch(dhcp-A1-config) #xit

PykoBogcTteo no ncnonb3oBaHnto: Koraa DHCP/BOOTP-knueHT nogkntovaetca K VLANT nopty
KOMMyTaTopa, KIMEHT MOXET nonyynTb agpec Tonbko m3 cetn 10.16.1.0/24 BmecTO
10.16.2.0/24. 310 NOTOMY, YTO LUMPOKOBELLATENbHbIN NAKeT OT KnueHTa byaeT 3anpawmBaTb
IP-agpec B TOM Xe cermeHTe VLAN-uHTepchenca, a IP-agpec VLAN-uHTepcpennca —
10.16.1.2/24, nosToMy agpec, Ha3Ha4YaeMbl KNueHTy, OyaeT npuHagnexatb cetn 10.16.1.0/24.

Ecnn DHCP/BOOTP-knueHT xo4yeT nonyyutb agpec B cetun 10.16.2.0/24, wnio3,
nepechbinarnmi  WMpoKoBellaTeNnbHble MakeTbl KIWEeHTa, OOMXEeH MpuHaanexartb CeTu
10.16.2.0/24. Yto6bI kKnueHT nonyunn agpec u3 nyna 10.16.2.0/24, ponxHa 6bITb 06ecneyeHa
CBA3HOCTb MEXAY KITMEHTCKUM LUSIFO30M U KOMMYTaTOPOM.

CueHapun 2:

Kak nokazaHO Ha pUCYHKe, MapLUpyTU3UPYIOLLUIA KOMMYTaTOp HacCTpOeH B KaydecTBe
DHCP-peTpaHcnaTtopa. Agpec DHCP-cepsepa — 10.1.1.10. Warn koHurypaumm,
cnepyowpe:

Switch(config) -#ervice dhcp

Switch(config) “#terface vlan 1

Switch(Config-if-Vlan1)#ip address 192.168.1.1 255.255.255.0
S witch(Config-if-Vlan1)#exit

Switch(config)#vlan 2

Switch(Config-Vlan-2)#exit

Switch(config)#interface Ethernet 1/0/2
Switch(Config-Erthernet1/0/2)#switchport access vlan 2
Switch(Config-Erthernet1/0/2)#exit
Switch(config)#interface vlan 2
Switch(Config-if-Vlan2)#ip address 10.1.1.1
255.255.255.0 Switch(Config-if-Vlan2)#exit
Switch(config)#ip  forward-protocol udp  bootps
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip help-address
10.1.1.10 Switch(Config-if-Vlan1)#exit

3ameTKa: pekomeHAayeTcsi Ucnonb3oBaTb KOMOMHaumioo komaHg ip forward-protocol udp
<port> u ip helper-address <ipaddress>. Komanga ip help-address moxeT 6blTb HacTpoeHa
TONbKO Ha NopTax 3-ro YpoBHSI U HE MOXET ObITb HACTPOEHA Ha NOpTax 2-ro YpPOBHS.
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PucyHok 26-3. KoHdurypauua DHCP peTtpaHcnsitopa
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PucyHok 26-4.

DHCP-KnMeHT DHCP-petpaHcnsaTop DI-!ICE:)F;—c;e;)gep

Kak noka3aHo Ha pucyHKe, KNueHT nonyyaet agpec Yepe3s DHCP-peTtpaHcnaTop. KommyTtaTtop
ABNAETCA YCTPOMCTBOM BTOPOro YpOBHA AOCTyMna ¢ BKMoYeHHbIM DHCP-peTpaHcnaTtopom u
onuuen 82. Ethernet1/0/2 asnaetca noptom goctyna, BkntoyeHHbiM B VLANS3, Ethernet1/0/3

ABNAeTCA TpaHKOBbIM MOPTOM,

coeguHHeHbiIM ¢ DHCP-cepBepowm,

aflpeCc KOTOpOro

192.168.40.199. Ha kommyTaTope co3patotca vian 1 un uHTepdenc vlan 1, HacTpanBaeTca
IP-appec 192.168.40.50. Agpec DHCP-petpaHcnaTopa HacTpauBaetca 192.168.40.199, un
vlan3 HacTpauBaeTcs Kak sub-vian vianl.

KoHdpurypauus:

switch(config)#vlan 1

switch(config)#vlan 3
switch(config)#interface ethernet 1/0/2
Switch(Config-If-Ethernet1/0/2)#switchport  access  vlan
switch(config)#interface ethernet 1/0/3

Switch(Config-If-Ethernet1/0/2)#switchport mode trunk

switch(config)#service dhcp

switch(config)#ip forward-protocol udp bootps
switch(config)#ip dhcp relay information option
switch(config)#ip dhcp relay share-vlan 1 sub-vlan 3
switch(config-if-vlan1)#ip address 192.168.40.50 255.255.255.0
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switch(config-if-vian1)#ip helper-address 192.168.40.199
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26.5. NMNounck HeucnpasHoctenn DHCP

Ecnn DHCP-knneHTbl He nonyyatoT IP-agpeca n gpyrne napameTpbl ceTU, Nocne npoBepku
Kabenen n KNMeHTCKoro obopyaoBaHua, cneayeT BbINOMHUTL CeayoLLlee:

MpoeepbTe, 3anyweH nu DHCP-cepBep, 3anyctute ero, ecnu OH He 3anyuweH. Ecnu
DHCP-KNnMeHTbl U cepBepbl HAXOAATCS HE B 0QHON (PU3NYECKON CETU, NPOBEPbTE, UMEET NN
mMapLupyTmnsartop, oTBeYvaLLnin 3a nepecbIKy DHCP-nakeToB, OyHKLMIO
DHCP-peTtpaHcnaTopa. EcnM  Ha NpoMEexXyTO4YHOM  MaplipyTu3aTope HeT  YHKUuK
DHCP-peTpaHcnaTopa, peKOMeHAYeTCs 3aMeHUTb 3TOT poyTep unmn obHoeuTtsb ero MO.

B Takom cnyyae, DHCP-cepBep AonXeH ObITb MPOBEPEH Ha NpeaMeT Hann4ymsa agpecHoro nyna
B TOM Xe cermeHte, 4to u VLAN-KOMMmyTatopa, e€Ccnu TakouW nyn He CyLecTByeT, ero
Heobxoaumo 0006aBUTb.

AZpecHbIvi Nyn MOXeT ObITb NMOB0 ANHaAMMYeCKUM, NMbo ctaTnyeckum. Hanpumep, ecnuv B nyne
NPUCYTCTBYKOT KOMaHApl «network-address» u «host», ToNbkO ogHa M3 HUX BCTYNWUT B CUIy.
Kpome TOro, B py4Hon npuBsiske Tosibko oaHa npussska IP-MAC moxeT 6biTb HacTpoeHa B
Kaxgom nyne. Ecnu Heob6xoaAnMo HECKONBbKO MPUBSI30K, HYXHO CO34aTb OTAENbHbIN aApeCHbIN
nyn Anga Kaxgon na Hux. Hoeasa KoHurypaumst B CTapom nyne nepesanuiieT cTapylo.
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27. KOHOUTN'YPALUUA DHCPVG6
27.1. BBepeHune DHCPv6

DHCPv6 [RFC3315] ato IPv6-Bepcusa npoTokona AUHaAMWYeCcKOW KOHUrypaumm XOCTOB
(DHCP). 10T npoToKon Ha3HavaeT IPv6-agpeca u gpyrne napameTpbl HACTPOMKU CETU Takue
kak: agpec DNS wu pomeHHoe wumss DHCP-knueHta, DHCPv6 dBnsetca ycnoBHom
aBTOMaTM4eckonm KoHdurypaumen npotokona IPv6. B npouecce HacTporkm agpeca
DHCP-cepBep npucBanBaeT |IP-agpec knneHTy u npepoctasnaet DNS-agpec, LOMEHHOe UMs n
nHdopmauuio apyron Hactponku, naket DHCP moxeT nepefasatbca Yepes generMpoBaHHbIn
peTpaHCcnAaTop, HacTponkn agpeca IPv6 n knneHTta 3anucaHbl Ha cepepe DHCPvV6, Bce aTo
noBbIWaeT 3dPeKTUBHOCTL ynpasneHusa ceTbto. DHCPV6 moxeT obecneunTtb pacluMpeHHyro
dyHkumto aeneraumm npecpmkcos. DHCPv6-cepBep Tak xe obecneumsaetr DHCPv6-cepBuc 6e3
OTCMEXMBaHUA COCTOAHUS, MPU KOTOPOM Ha3HayalTCcs TOMbKO MapamMeTpbl KoHdurypauuu,
Takune Kak agpec DNS-cepBepa 1 LOMEHHOE UM4, HO He Ha3HavaeTca IPv6-agpec.

Ectb Tpn obbekta B npotokone DHCPv6 — knueHT, cepBep u petpaHcnsaTtop. [poTokon
DHCPv6 ocHoBaH Ha npotokone UDP. Knnent DHCPv6 oTtnpasnsaet 3anpoc DHCP-cepeepy
unu DHCP-peTpaHcnaTtopy Ha nopT Ha3HauveHuss 547, DHCP-cepBep (unu peTpaHCcnsitop)
OTNPaBrAT OTBETLI HA NOPT Ha3HayeHusa 546. DHCP-knueHT oTrnpasnsaeT 3anpochl (solicit) u
3aaBku (request) DHCP-cepBepy Ha multicast agpec ff02::1:2.

Solicit ~
. Advertise —
=) 0 Request e
DHCPvG-knueHT Reply ” DHCPv6-cepeep

A

PucyHok 27-1. CornacosaHune DHCPv6

Korga DHCPv6-knueHT nbiTaetca 3anpocutb y DHCPv6-cepeepa |IPv6-agpec u gpyrue
napameTpbl, KIMEHT AOMXeH cHavana Hantu DHCPv6-cepBep, 3aTeM yXe 3anpocuTb
KOH(pUrypaums y cepaepa.

Ona obHapyxeHua cepBepa DHCP-knueHT paccbinaet naketbl SOLICIT (3anpoc) Ha
LuMpokoBeLaTtensHbln agpec FF02::1:2.

Kaxabin DHCP-cepeep, nony4vBlUMiA 3anpoc, OTBETUT KNueHTy coobuweHnem ADVERTISE
(MpennoxeHue), KOTopoe coaepxuT ngeHtudukartop cepsepa (DIUD) n ero npuopuTer.

B0o3MOXHO, 4TO KIMEHT Nony4mT Heckonbko coobeHnin ADVERTISE. KnueHT gomnxeH Boibpatb
OOVH cepBep U OTBETUTb eMy coobueHnem REQUEST (3asBka), 4Tobbl 3anpocuTb agpec,
npeanoxeHHbin B coobeHnn ADVERTISE.

3atem BblbpaHHbIi DHCPV6-cepBep coobueHnem REPLY (0TBeT) noaTBEpXAAET HasHauYeHne
KnueHTy IPv6-agpeca v opyrnx HacTpoex.

[aHHble yeTbipe Wwara 3aBepLualoT NpoLecc AMHaMUYeCKOW HaCcTPONKKM XocTa. TeM He MeHee,
ecnn DHCPv6-cepep n DHCPV6-KNMEHT He HaxogAaTca B OOHOW CeTwn, CepBep He MofayuuT
LUIMPOKOBeLLATENbHbIA 3aMnpoc OT KMMEHTa U He OTBeTUT eMy. B aTtom cnyyae Heobxoaumm
DHCPv6-peTpaHcnaTop (relay), 4tobbl nepecbinatb 3anpocbl MeXAy KIMEHTOM 1 cepBepom. B
KOMMyTaTope peanu3oBaHbl GyHkuun DHCPV6-cepBepa, relay n knueHTa penerauuu
npedgwmkcoB. Koraga DHCPV6-peTpaHcnaTtop nonyyaet coobweHne ot DHCPV6-knueHTa, OH
uHkancynupyet ero B naketr  Relay-forward un  pocraBnser  cnepyowemy
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DHCPv6-peTpaHcnatopy wunu cepsepy. [lpuxogawme OT cepBepa K peTpaHcnaTopy
DHPCv6-coobuweHna wuHkancynupoBaHbl B nakeT Relay-reply. PetpaHcnatop ybupaet
nHKancynauuio n gocrasnsaet naket DHCPvV6G-knueHTy unu crnegyowemMy peTpaHCcnsaTopy B
ceTun.

B cnyyae peneraumn IPv6-npecukcos DHCPv6-cepBep HacTpoeH Ha MaplipyTtusatope
nposaingepa, a DHCPvV6-kKNUeHT HacTpoeH Ha MapLlupyTusaTope KnueHTa, MapLipyTu3aTtop
KNMeHTa WneT MapwpyTu3aTtopy npoBangepa 3anpoc Ha BbiaeneHve npedukca agpecos 1
nony4yaeT npegsaputesibHO HAaCTPOEHHLIN NpeduKe, He HacTpaeBada NPedUKC BPy4Hyto. 3aTemM
KITMEHTCKMIA MapLupyTU3aTop AEnUT NONyYeHHbIN NpeduKe (AnmHa KOTOpPoro He MOXeT ObITb
MeHble 64) Ha 64 noacetn. [aHHble npedukcbl OyayT aHOHCMPOBaHbl COOBLLEHUAMMN
o6bsBneHnsa mapwpytusaTtopa (RA) xoctam, NOAKMOYEHHBbIM HaNpsMYIO K KITMEHTY.

27.2. Kondurypauma DHCPv6-cepBepa

Cnucok 3apgay koHdurypaumm DHCPv6-cepsepa:

1. BknounTb/BbiKTtountb cepeuc DHCPV6.
2. Hactpoutb agpecHbin nyn DHCPV6.

2.1. Cozpartb/yganutb agpecHbii nyn DHCPV6.

2.2. HactpouTb napameTpbl agpecHoro nyna DHCPVG.
3. Bknmountb dpyHkuuto DHCPv6 cepBepa Ha noprty.

1. BknounTb/BbiKtounTb cepsuc DHCPV6.

KomaHpa OnucaHue

O6LwWwunn pexum

service  dhcpv6 Bkntounte/BbikntounTs cepsuc DHCPvE
no service dhcpv6é

2. Hactpoutb agpecHbi nyn DHCPVG.
2.1. Cozpatb/ypanutb agpecHbii nyn DHCPV6.

KomaHpa OnucaHue

Pexunm rnobanbHoro koHcurypupoBaHus

ipv6 dhcp pool <poolname> Co3paTtb/ypanutb agpecHsin nyn DHCPv6
no ipv6 dhcp pool <poolname>
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2.2. HactpouTb napameTpbl agpecHoro nyna DHCPVG.

KomaHpa OnucaHue

Pexunm koHdurypaummn agpecHoro nyna DHCPv6

network-address <ipv6-pool-start-address> | Hactpoutb ananasoH IPv6-anpecos,
{<ipv6-pool-end-address> | <prefix- length>} ' HasHa4yaembIn Nynom
[eui-64]

no network-address

dns-server  <ipv6-address> Hactpoutb  agpec  DNS-cepepa  pgns

no dns-server <ipv6-address> DHCPv6-knnenTa

domain-name  <domain-name> HacTtpoutb soMeHHoe nma DHCPV6-knueHTa
no domain-name <domain-name>

excluded-address  <ipv6-address> Uckniountb IPv6-agpec, koTtopbii He 6ypeTt

no excluded-address <ipv6-address> HaHa4aTbCs ANHaMUYECKN

Lifetime {<valid-time> | infinity} HactpouTb Bpems AencTBuA nnm
{<preferred-time> | infinity} no lifetime B&eé‘gO;T“Te“b“oe BpEMA aApecHoro nyna
v

3. Bknountb dyHkumto DHCPv6-cepBepa Ha nopTy.

KomaHpa OnucaHue

Pexum koHdurypaumm uHtepceinca

ipv6 dhcp server <poolname> [preference | Bkntountb ¢yHkumio DHCPv6-cepBepa Ha
<value>] [rapid-commit] [allow-hint] onpeaeneHHom nopTy n npueBs3aTb

no ipv6 dhcp server <poolname> ncnons3dyemolin DHCPv6-agpecHbin nyn

27.3. Kondurypaumsa DHCPv6-peTpaHcnaTopa

1. Cnucok 3agay koHcpurypauum DHCPV6-peTpaHcnaTopa.
2.  Bknountb/Bbikntountb cepsmuc DHCPV6.
3. Hactpouts DHCPV6-peTpaHcnaTop Ha nopry.
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1. BknounTb/BbiKMounTb cepsuc DHCPV6.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

service  dhcpv6
no service dhcpve

Bkntounte/BbikntounTb cepsuc DHCPv6

2. Hactpoutb DHCPV6-peTpaHcnaTop Ha nopry.

KomaHpa

OnucaHue

Pexum koH¢purypaumm nHtepcenca

ipv6 dhcp relay destination {[<ipv6-address>]
[interface {<interface-name> | vlan <1-
4096>}]}

no ipv6é dhcp relay destination {[<ipv6-
address>] [interface {<interface-name> | vlan
<1-4096>}]}

HaCTPOWKY

YKa3aTb agpec Ha3HadeHua ana nepepayu
DHCPv6-nakeTtoB. KomaHpa «no» ypanset

27.4. Kondurypauusa cepsepa generaumm npedpmkcos DHCPV6

Cnuncok 3agay KoHurypauum cepeepa generaumm npecukcos DHCPV6:

1. BknounTb/BbiKTtounTb cepeuc DHCPV6.
2. HactpouTb nyn generaunm npeduKcos.
3. Hactpoutb agpecHbin nyn DHCPV6.

3.1. Cozpartb/yganutb agpecHbii nyn DHCPV6.

3.2. HacTtpouTtb nyn generaumm npedmnKcos,

NCMonb3yeMblii aapPeCHbIM MyoM.

3.3. HactpouTb ctatuyeckyto NpuBa3Ky Aeneraumm npedukcos.
3.4. HactpouTb apyrue napameTpbl agpecHoro nyna DHCPv6.
4. Bknountb dyHKUMIO cepBepa aenerauum npedukcos DHCPv6 Ha nopTy.

1. BknounTb/BbiKounThL cepsuc DHCPV6.

KomaHpa OnucaHue

Pexunm rnobanbHoro koHcdurypupoBaHus

service  dhcpv6
no service dhcpv6é

BkntounTe/BbiKto4nTL cepsuc DHCPV6
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2. HacTtpouTb nyn aenerauuyy npedgmkcos.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

ipv6 local pool <poolname> <prefix|prefix-
length> <assigned-length>

no ipv6 local pool <poolname>

Hactpoutb nyn generaumn npedmkcos

3. Hactpoutb agpecHbi nyn DHCPV6.

3.1. CozpaTtb/ypanutb agpecHbii nyn DHCPV6.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypnpoBaHusa

ipv6 dhcp pool <poolname>
no ipv6 dhcp pool <poolname>

Coszpartb/yganutb agpecHbii nyn DHCPv6

3.2. HactpouTb nyn generauymn npedukcoB, UCMOSb3YEMbIN.

KomaHpa

OnucaHue

Pexum koHdurypauum agpecHoro nyna DHCPv6

prefix-delegation pool <poolname> [lifetime
{<valid-time> | infinity}

{<preferred-time> | infinity}]
no prefix-delegation pool <poolname>

YkazaTb nyn generauuu npeunKkcos,
NCNonb3yeMbli agpecHbIM NySIOM U Ha3Ha4UTb
npedguKc KNeHTyY

3.3. HacTpouTb cTaTuyeckyto NpuBA3Ky Aeneraummn npedmkcos.

KomaHpa

OnucaHue

Pexum koHcurypaumm agpecHoro nyna DHCPv6

prefix-delegation <ipv6- prefix/prefix-length>
<client-DUID> [iaid <iaid>] [lifetime {<valid-
time> | infinity} {<preferred-time> | infinity}]

No prefix-delegation <ipv6- prefix/prefix-
length> <client-DUID> [iaid <iaid>]

HacTpouTb cTatuyeckyto NpuBA3KYy Aeneraunm
npedunkcos
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3.4. HactpouTb apyrue napameTpbl agpecHoro nyna DHCPV6.

KomaHpa

OnucaHue

Pexunm koHdurypaumm agpecHoro nyna DHCPv6

dns-server  <ipv6-address>

no dns-server <ipv6-address>

HacTtpoutb agpec
DHCPv6-knneHTa

DNS-cepeepa  ons

domain-name <domain-name>

no domain-name <domain-name>

HacTtpoutb goMmeHHoe uma DHCPV6-knueHTa

4. Bknountb oyHKLMIO cepBepa aenerauumn npecukcos DHCPV6 Ha nopTy.

KomaHpa

OnucaHue

Pexum koHdurypauumm nHtepcenca

ipv6é dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolname>

Bkntounte pyHkumio DHCPv6-cepBepa Ha
onpeneneHHom nopTty n npueA3aTb
ncnons3dyemolin DHCPv6-agpecHbIn nyn

27.5. Kondurypaumsa knueHTa generauum npedumkcos DHCPv6

Cnucok 3apgay KoHdurypaumm knneHTa generaumm npedgpumkcos DHCPV6:

1. BknounTb/BbiKMouNTL cepsuc DHCPVG.
2. BxknounTtb QyHKUMIO KNueHTa generauumn npedgukcos DHCPV6 Ha npoTy.

1. Bknountb/BbiKounTb cepeuc DHCPV6.

KomaHpa

OnucaHue

Pexum rnob6ansHoro KoHpUrypuposaHus

service  dhcpv6

no service dhcpv6é

BkntounTb/BbiKto4nTL cepsuc DHCPV6
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2.  BknwounTtb yHKUMIO KNueHTa generauuun npedukcos DHCPV6 Ha npoTy.

KomaHpa OnucaHue

Pexum koH¢urypaumm nHtepcenca

ipv6 dhcp client pd <prefix-name> [rapid- BkniounTb (QYHKUMIO KIMeHTa generauum

commit] npedukcos DHCPv6 Ha npoTy 1 accouunamio

no ipv6 dhcp client pd Nnosfly4eHHoro rnpedukca C HaCTPOEHHbLIM
yHMBepcanbHbIM NpedrnKcom

27.6. NMNpnmepbl kKoH¢pUrypauuum DHCPV6
Mpumep 1.

Mpu pa3BepTbiBaHMM ceTen IPv6 KomMmyTaTopbl cepum MOryT ObiTb HAaCTPOEHbl B KayecTBe
DHPv6-cepBepoB Ans ynpasneHus pacnpepeneHnem agpecoB IPv6. MNMogaepxuBatotca oba
pexuma DHCPv6 — ¢ oTcnexuBaHueM cocTosiHusA 1 6e3 Hero.

Tononorusa:

Ha ypoBHe pocTtyna wucnonb3yeTrca kommyTatop 1 Ansg MNOAKNIYeHMA nonb3oBaTtenem
obwexntna. Ha nepBom ypoBHe arperauum  KOMMYTatop 2  HaACTpOeH  Kak
DHCPv6-peTpaHcnaTop. Ha BTOpOM ypoOBHe arperauum KOMMyTaTop 3 HACTPOEH Kak
DHCPv6-cepBep M COeAMHEH C MarucTpanbHOW ceTbio. Ha KomnbioTepax AomnxHa ObiTb
yctaHoBneHa OC He Huxe Windows Vista, unu ntobas gpyras B kotopoi ectb DHCPV6-knuneHrT.
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-

KommyTtartop C .
VLAN 1: 2001:da8:1:1::1 <_— | DHCPv6-cepsep
VLAN 10: 2001:da8:10:1::1

KommyTtartop B
VLAN 1: 2001:da8:1:1::2
VLAN 10: 2001:da8:10:1::2
VLAN 100: 2001:da8:100:1::1

—
—

f

DHCPv6-peTpaHcnaTop

KommyTartop A -~

A
]

DHCPVB-knueHT

PucyHok 27-2.
KoHdurypaumsa SwitchC:
SwitchC>enable
SwitchC#config
SwitchC(config)#service dhcpvé
SwitchC(config)#ipv6 dhcp pool EastDormPool

SwitchC(dhcpv6-EastDormPool-config)#network-address 2001:da8:100:1::1
2001:da8:100:1::100

SwitchC(dhcpv6-EastDormPool-config)#excluded-address 2001:da8:100:1::1

SwitchC(dhcpv6-EastDormPool-config)#dns-server 2001:da8::20
SwitchC(dhcpv6-EastDormPool-config)#dns-server 2001:da8::21
SwitchC(dhcpv6-EastDormPool-config)#domain-name dhcpvb.com

SwitchC(dhcpv6-EastDormPool-config)#lifetime 1000 600
SwitchC(dhcpv6-EastDormPool-config)ttexit
SwitchC(config)#interface vlan 1

SwitchC(Config-if-Vlan1)#ipv6 address
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2001:da8:1:1::1/0/64 SwitchC(Config-if-VlanT)#exit
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SwitchC(config)#interface vlan 10

SwitchC(Config-if-Vlan10)#ipv6 address 2001:da8:10:1::1/0/64
SwitchC(Config-if-Vlan10)#ipv6 dhcp server EastDormPool preference 80
SwitchC(Config-if-Vlan10)#exit

SwitchC(config)#

KoHdurypaums SwitchB:

SwitchB>enable

SwitchB#config SwitchB(config)

#service dhcpvb

SwitchB(config)#interface vlan 1

SwitchB(Config-if-Vlan1)#ipv6 address
2001:da8:1:1::2/64 SwitchB(Config-if-Vlan1)#exit
SwitchB(config)#interface vlan 10
SwitchB(Config-if-Vlan10)#ipv6 address
2001:da8:10:1::2/64 SwitchB(Config-if-Vlan10)#exit
SwitchB(config)#interface vlan 100
SwitchB(Config-if-VIan100)#ipv6 address
2001:da8:100:1::1/0/64 SwitchB(Config-if-Vlan100)#no ipv6 nd
suppress-ra  SwitchB(Config-if-Vlan100)#ipv6é nd managed-
config-flag SwitchB(Config-if-Vlan100)#ipv6 nd other-config-
flag

SwitchB(Config-if-VIan100)#ipv6 dhcp relay destination
2001:da8:10:1::1 SwitchB(Config-if-Vlan100)#exit
SwitchB(config)#

27.7. NMonck HecunpaBHocTten DHCPV6

Ecnn DHCPvV6-knueHT He moxeT nonyuuntb IPv6-agpec u gpyrue ceteBble napameTpsbl, nocne
npoBepKn kabenewn u KNMeHTCKoro 06opyaoBaHns cnenyeT BbiNOSIHUTL CneayoLuee:

MpoBepbTe, 3anyweH nn DHCPv6-cepeep, 3anyctuTe ero, eCnun oH He 3anyuieH. Ecnn
DHCPV6-KnNueHTbl 1 cepBepbl HAaXoaATCs He B OOHOMN (PU3NYECKOWN CETU, NPOBEPLTE,
UMeeT N1 MapLupyTu3aTtop, oTBevarowmin 3a nepecblnky DHCPv6-nakeToB, yHKUMIO
DHCPv6-peTpaHcnaTtopa. Ecnn Ha NnpoMexXyToYyHOM MapLupyTusatope HeT yHKLuUK
DHCPvV6-peTpaHcnaTopa, PEKOMEHAYETCA 3aMEHUTb 3TOT poyTep UM OOHOBUTL €ro
Mo.

MHorga xocTbl, NOAKNIYEHHbIE K KOMMYyTaTopam co BKNOYeHHbIM DHCPV6G, He moryT
nonyuutb IPv6-agpec. B aTon cutyaumm B nepByto ovepeab HE06X0aMMO NpoBEpUTh,
NOOKIMIOYEHbl NN NOPThbl, K KOTOPbIM MOOKMHOYEHbI XOCTbl, K MOPTY, K KOTOPOMY
nogkntovyeH DHCPv6-cepsep. Ecnu nogknioyeHo Hanpsimyto, y6eanTbes, YTO aapecHbIn
nyn IPv6 VLAN-a, K KOTOpOMY MpUHaAMEXWUT MopT, HaxoauTCA B OQHOW MOACETU C
agpecHbIM NysioM, HacTpoeHHbIM Ha DHCPv6-cepsepe. Ecnu noakno4veHbl He Ha
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NPSIMY10, U MEXAY XOCTOM U cepBepoM HacTpoeH DHCPvV6-peTpaHcnaTop, Heob6xoammo
B MEepBYI0 o4epenb NpoBEPUTL, HACTPOEH N NpaBunbHbIn IPv6-agpec Ha nHtepdelice
KOMMYyTaTopa, K KOTOPOMY MOAKIYaTCHa XOCTbl. ECnM He HacTpoeH, HacTpouTb
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npaeunbHbli IPv6-agpec. Ecnu HacTpoeH, HeobxoouMmo nNpoBepwuTb, B OAHOW 1K
nogcetm ¢ DHCPv6-cepBepoMm HaxoguTcs HacTpoeHHbln IPv6-agpec. Ecnu Her,
noxanymcra, nobaBbTe ero B aapecHblIv nyn.
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28. KOHOPUT'YPALIUA ONuUn 82 DHCP
28.1. BBepeHue B onuutro 82 DHCP

Onuua 82 DHCP — aT1o onuua nHgopmaumm petpaHcnmpytowero areHta (Relay Agent). Onumsa
82 DHCP HanpasneHa Ha ykpenneHue 6e3onacHocTtn cepsepoB DHCP n yny4weHnss nonutmkm
KoHdurypauun |IP-agpecoB. PeTpaHcnupyowmin areHT gobasnset onumio 82 (BKHOYALOLLYHO
du3nyeckmn nopT A0CTyna KineHTa, uaeHTudukaTop yYCTpOWCTBa AOCTyrna u Opyrywto
nHdopmauuo) B DHCP-3anpoc, nomny4veHHbid OT KMMEHTa, 3aTeM MNepechbifiaeT ero
DHCP-cepBepy. Korga DHCP-cepBep, KoTopbi nogaepxusaeT yHKLUMIO onumm 82, nony4vaeT
coobuweHne, OH BblgenseT KnueHty |IP-agpec u apyrme napameTpbl B COOTBETCTBUM C
npegHacTpoOEeHHbIMU NONMTMKaMU 1 nHpopmaumein B onumn 82. B To xe Bpemss DHCP-cepsep
MOXeT maeHTudnumnposatb Bce BO3MOXHble atakm DHCP-coobuieHmamMm B COOTBETCTBMM C
nHdopmauuen B onumm 82 n 3awmtuTb OT HUX. DHCP-peTpaHcnupytowmin areHT CHUMET OMNuuio
82 ¢ oTBeTHOro coobLieHns 1 nepenacTt ero onpeaeneHHoMy nopTy YCTPOMCTBa AOCTyna, B
COOTBETCTBUM C MH(OpMaLmMen 0 puamyeckom nopte B onumun. NMpumeHenme onunmn 82 DHCP
NPo3payHo ANs KIneHTa.

28.1.1. CtpykTypa coobLeHus onuumn 82 DHCP

CoobuieHne DHCP moxeT uMeTb HECKOSTbKO CErMEeHTOB onumii, onuusa 82 oauMH U3 HUX.
OHa ponxHa 6bITb Nocne apyrux onuuin, Ho [o onumn 255. BoT ee chopmar:

Code Length Agent Information Field
- " sub | sub | sub [ [ sub
Option 1 | Option 2 | Option 3 Option M

Code: npeacraBnaeT NopsokoBbI HOMEP ONMuMM MHOPMaUNN pPeTPaHCIMPYIOLWEro areHTa,
onuusa 82 Tak Ha3biBaeTca notoMy, 4To RFC3046 onpegenseT ee kak 82.

Len: konnyecTtBo 6anT B none nHcdopmauun areHTa, He BKrtodasn aga 6avita B cermeHte Code
n cermeHTe Len.

Onuusa 82 MOXET UMETb HECKONbKO CyG-onuuin, TpebyeTcs Kak MUHMMYM ofHa cy6-onuus.

RFC3046 onpenensieT cnepytowme ase cyb-onuun, dopmMmaTt KOTOPbIX NOKa3aH HUXE:

SubOpt  Length Sub-option Value

1 N s1 s2 s3 sM
SubOpt  Length Sub-option Value

2 N i1 i2 i3 iM

SubOpt: nopagkoBbIi HOMEpP cy6-onuuK, NOopsAKoBbIi Homep cy6-onumn Circuit-ID — 1,
NnopsiAKoBbIM HOMep cy6-onuun Remote ID — 2.

Len: konnyectBo 6anT B cy6-onuun, He BKItoyasl ABa 6anta B cermeHte SubOpt n cermeHTe

Len.
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28.1.2. MexaHu3m paboTbl onuum 82

Discovery [DHCP [ Option 82|
Offer
Request | DHCP | Option 82 |
Ack m

(=) =
- o

DHCP-knueHT DHCP-peTpaHcnaTop/ DHCP-cepsep
areHT

v

A

A

ﬁ )
T
(oIl %

PucyHok 28-1. Ouarpamma notokos onuun 82 DHC

Ecnn DHCP peTtpaHcnupytowmin areHT nogaepxuvsaet onumio 82, DHCP-knuMeHT [onxeH
NpovTK cregyowme YeTblpe wara, 4tobbl nonyuntb IP-agpec ot DHCP-cepBepa: discover,
offer, select n acknowledge. Npotokon DHCP cnenyeT npuBegeHHON HUXE NMpouenype:

1.

2.

DHCP-KNMEHT npu WHULMANM3auumn MNocbiNnaeT LIMPOKOBELLATENbHOE COO0bLIEeHne
3anpoca. 3710 cooblieHne He NMeeT onummn 82.

DHCP-peTpaHcnumpyoLwmin areHT aobasut onuumio 82 K coobLueHunio 3anpoca, KoTopoe
OH Mony4unT, 3aTemM nepeLuneT 3To coobuieHne DHCP-cepsepy. Mo ymonyaHuto
cy6-onuma 1 onumm 82 (Circuit ID) 310 MHdopmauns 06 nHTepdence, K KOTOpomMy
nogkntoyeH DHCP-knueHT (VLAN n ¢pumsnyeckon nopT), HO Nosb3oBaTeflb MOXET
HacTpoutb Circuit ID no ceBoemy ycmoTpenuio. Cy6-onuma 2 onumm 82 (Remote ID)
310 MAC-agpec yctponctea DHCP-peTpaHcnaTopa.

Mocne nonyyeHns DHCP-3anpoca DHCP-cepBep Bbligenut KnueHty |P-agpec u
OPpYrylo WHgopmauulo, B COOTBETCTBUM C MPEefHaCTPOEHHbIMU MONMUTUKaMn U
nHdopmauuen B onumn 82. 3atem oH HanpaeuT DHCP-peTpaHcnupylowemy areHty
oTBeTHoe coobueHne ¢ DHCP-koHgurypaumen n onumen 82.

DHCP-peTpaHCNUPYIOLLMIA areHT OYUCTUT OTBETHOE CcoOo6LUeHne OT onuun 82 u
HanpaBWUT €ro KINeHTy.

28.2. Cnucok 3apa4 KoHdurypauyum onuum 82 DHCP
1.

No oD

Bkntountb onuuio 82 DHCP peTpaHcnvpytoLero areHTa.

HacTtpoutb atpnbyThl nHTepdeinca onumm 82 DHCP.

Bkntounts onuuio 82 DHCP-cepsepa.

HacTtpoutb pbopmat no ymonyanuio onumm 82 DHCP-peTpaHCnNupyoLLLero areHTa.
HacTtpoutb pazpgenurens.

HacTtpoutb meToA co3paHus onumm 82.

MpoBOANTL AMArHOCTUKY 1 nogaepxky onuun 82 DHCP.
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1. Bkntouutb onuuio 82 DHCP-peTpaHCNNpYOLWEro areHTa.
Komanpa OnucaHwue
Pexum rmo6anbHOro KOHUrypmpoBaHus
ip dhcp relay information option Bknoyaet  dyHKuMm onumm 82  Ha

no ip dhcp relay information option

pETPaHCANPYIOWEM areHTe KommyTaTtopa.
KomaHga «no» BbiKtoYaeT OyHKLNIO

2. Hactpoutb aTpubyTbl MHTEpderca onuumn 82 DHCP.
Komanpa OnucaHwue
Pexum koH¢purypaumm nHtepcenca
ip dhcp relay information policy {drop | keep | YcTtaHaBnuBaetr noOAUTUKN peETPAHCALMN

replace}
no ip dhcp relay information policy

COOOLEHNsI, KOTOPOE YX€e COAEPXUT ONuuto
82. Pexum drop o3Ha4aeT, 4Tto coobuieHue,
copepxagee onuuio 82, 6yaet oTbpoLleHo
6e3 kakon-nmbo obpaboTku. Pexum keep

o3Hauaer, yTo cuctema oCTaBuUT
OopuUrMHanbHyl0 onuuio 82 U  nepedact
coobuwieHne cepeepy. Pexum replace
o3Hauaer, yTo cuctema 3aMeHuUT

CyLLeCTBYIOLLYHO onuuio 82 ceBoen 1 nepegact
coobuweHne cepsepy. KomaHga  «no»
YCTAHOBUT  MOMAWTUKY B  PEeXUMM MO
ymonyaHuo — replace

Ip dhcp relay information option subscriber- id
{standard | <circuit-id>}

No ip dhcp
subscriber-id

relay information option

YcTtaHaBnmBaeT popmart cyb-onuun 1 onuyn

82 (Circuit ID), standard o3HauaeT
CTaHOapTHble Ha3BaHUA VLAN "
dmsnyeckoro nopTa, Hanpumep,
«Vlan2+Ethernet1/0//12», <circuit-id> 23710
coxepxaHue circuit-id, 3apaHHOro
nonb3oBaTenem (ctpoka He 6GOonee 64
cMMmBOnoB). KomaHga «no»  yCTaHOBUT

cTaHgapTHbI hopmaT

Pexxnm rmo6anbHOro koHcurypmpoBaHusa

ip dhcp relay information option remote-id
{standard | <remote-id>}

no ip dhcp relay information option remote-id

YcTtaHaBnmBaeT popmart cyb-onuun 1 onuyn
82 (Remote ID). KomaHpoa «no» yCTaHOBMT
cTaHgapTHbI hopmaT

(@ orecy
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3. Bknountb onuunto 82 DHCP-cepsepa.
Komanpa OnucaHue
Pexum rmo6anbHOro KOHUrypmpoBaHus
ip dhcp server relay information enable Mossonser DHCP-cepBepy KommyTatopa

no ip dhcp server relay information enable

ngeHtndumumposatb onunio 82. KomaHaa
«NO» OTKIIOYAET 3Ty (PYHKLMIO

4. HactpouTb chopmat no ymonydaHuto onumu 82 DHCP-peTpaHCcnupytoLLero areHTa.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypnpoBaHus

ip dhcp relay information option subscriber- id
format {hex | acsii | vs-hp}

YcraHaBnuBaeT copmat subscriber-id onuuu
82 peTpaHCnMpYOLEro areHTa

ip dhcp relay information option remote-id
format {default | vs-hp}

YcraHaBnuBaet dopmat remote-id onuumn 82
peTpaHCNMPYIOLWEro areHTa

5. HacTpouTb pa3genutens.

KomaHpa OnucaHue
Pexxnm rmo6anbHOro KoHhurypmpoBaHus
ip dhcp relay information option delimiter HactpanBaetr  pasgenutens  Kaxporo

[colon | dot | slash | space]
no ip dhcp relay information option delimiter

napametpa cy6onuun B onuuu 82 B
rnobanbHoM pexume. KomaHga «no»
BOCCTaHaBnnBaeT pasgenuTenb no
ymonyaHuio — slash

6. HacTpouTb MegoT co3gaHus onumm 82.

KomaHpa

OnucaHue

Pexunm rnobanbHoro koHcdurypupoBaHus

ip dhcp relay information option self-defined
remote-id {hostname | mac | string WORD}

no ip dhcp relay information option self-
defined remote-id

YcTtaHaBnuBaeT MeaoT co3aaHma onuun 82,
nonb3oBaTenNnM  MOryT  CaMOCTOATENbHO
onpeaenutb napamMmeTpbl cyb6-onuun remote-
id

ip dhcp relay information option self- defined
remote-id format [ascii | hex]

YcTaHaBnvBaeT nosib3oBaTenbCkuin hopmaTt
remote-id gna onunn 82
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KomaHpa OnucaHue

ip dhcp relay information option self- defined | YcrtaHaBnvuBaeT meTtop co3paHusa onuun 82,
subscriber-id {vlan | port | id (switch-id (mac | | nonb3oBaTeENM  MOryT  CaMOCTOATENbHO
hostname)| remote-mac)| string WORD} onpenenuTb NapameTpbl cy6-onumm circuit -id

no ip dhcp relay information option self-
defined subscriber-id

ip dhcp relay information option self- defined | YcrtaHaBnvuBaeT nonb3oBaTenbCckun dopmar
subscriber-id format [ascii | hex] circuit -id ans onuuun 82

7. TpoBoanTb ANarHOCTUKY 1 nogaepxky onuum 82 DHCP.

KomaHpa OnucaHue

Pexnm agMuMHucTparopa

show ip dhcp relay information option OTtobpaxaeT WHgopMaunto O COCTOSAHUK
onuMmm 82 B cCUCTEMe, BKMYaa Bce
napameTpbl HACTPOMKMU

debug ip dhcp relay packet Mcnonb3yetca ona oTobpaxeHus
uHpopmauumn o6 o6paboTke nakeToB B
DHCP-peTpaHcnupylowem areHte, BKItoyas
OENCTBUS «A00aBUTb» N «OUUCTUTBLY

28.3. NMNpumepbl npumeHeHuns onuumn 82 DHCP

KommyTatop A
DHCP-knueHT MNMK1

KommyTartop C
DHCP-peTpaHcnaTop

DHCP-cepsep
VLAN2: Ethernet 1/0/3

DHCP-knuenT MNK2 KommyTatop B

PucyHok 28-2. Tunoson npumep npumeHeHus onummn 82 DHCP

B paHHOM cxeme oba kommyTatopa BTOporo ypoBHA (A v B) nogknioyeHbl K KOMMyTaTopy
TpeTbero ypoBHs (C), kotopbin nepenaet DHCP-3anpockl oT knueHToB cepeepy. Ecnu onuus
82 BbikntoyeHa, DHCP-cepBep He cCMOXeT pacno3HaTb, M3 KakoW MOACETM KIIMEHT, U BCe
KNUWeHTbI, NOAKMYeHHble K SwitchA n SwitchB, 6yayT nonyyatb agpeca 13 o6Lero agpecHoro
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nyna DHCP-cepBepa. Nocne BkntoveHusa onuun 82, T.K. KommyTtaTop 3 fobaBnsaeT K 3anpocy
NMHOPMaLUIO O MOPTE, CEPBEP CMOXET Pacno3HaTh, B KAKOW CETU HaxXoaMTCa KNneHT (SwitchA
unn SwitchB) 1, Takum o6pa3omM, CMOXET BbIAENATb pa3HOe aApecHOe MPOCTPaHCTBO ABYM
noaceTaAm, YTobbl yNpoCTUTb yNpaBfieHne CeTblo.

KoHdurypaumna SwitchC (MAC apgpec 08:B6:C3:00:00:01):
Switch3(Config)#service dhcp
Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
Switch3(Config)#interface vlan 3
Switch3(Config-if-vian3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2
255.255.255.0 Switch3(Config-if-vlan2)#ip helper 192.168.10.88

Linux ISC DHCP-cepBep noggepxuBaetr onuuio 82, ero KOHUrypaumoHHbli hann
/etc/dhcpd.conf:

ddns-update-style  interim;

ignore client-updates;

class "Switch3Vlan2ClasSwitchAx»D

match if option agent.circuit-id
agent.remote- id=08:B6:C3:00:00:01;

}

"Vlan2+Ethernet1/0/2» and option

class "Switch3Vlan2ClasSwitchB»D

match if option agent.circuit-id
agent.remote- id=08:B6:C3:00:00:01;

}

"Vlan2+Ethernet1/0/3» and option

subnet 192.168.102.0 netmask 255.255.255.0 D

option routers 192.168.102.2;

option subnet-mask 255.255.255.0; option domain-name "example.com.cn®;
option domain-name-servers 192.168.10.3;

authoritative;

pool D
range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
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max-lease-time 172800; #48 Hours

allow members of "Switch3Vlan2ClasSwitchA";
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}
pool D

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2ClasSwitchB";
}

}

Tenepb DHCP-cepBep 6yaeT BbiaenaTb agpeca Ans y3noB C KOMMyTaTopa 2 u3 guanasoHa
192.168.102.21 = 192.168.102.50, a ana kommyTtatopa 1 n3 guanasoHa 192.168.102.51 ~
192.168.102.80.

28.4. NMouck HencnpaBHocTteun onuun 82 DHCP

Onuusa 82 DHCP peannzoaHa kak noadyHkums moayna DHCP-petpaHcnaTopa. [Npexae, yem
ee ncnonb3oBaTb, Heobxoammo ybegutbes, 4To DHCP-peTpaHcnmpytowmin areHT HacTpoeH
NPaBUITbHO.

Onuusa 82 TpebyeT B3anmopenctena DHCP-peTtpaHcnaTtopa u DHCP-cepsepa. DHCP-cepsep
OOJIXEH YCTaHOBUTb MOSIMTUKY BblAENEHUA aApecoB OCHOBbLIBAsCb Ha CETEBOW TOMosornu
DHCP-peTpaHcnaTtopa, HO, Aaxe ecnu peTpaHcnsaTop paboTaeT HopmasnbHO, BblAeneHue
afgpecoB MOXeT He nonyyuuTbca. Ecnn B ceTn 6Gonblue OQHOro peTpaHcnsTopa, yaenute
BHMMaHue nonutuke nepegayun DHCP-3anpocos.

Mpu peanuzauun cyHkuun onumn 82 DHCP-peTpaHcnsatopa, noapobHas uHdgopmauusa o
npouecce paboTbl PyHKUMM onummn 82 DHCP-peTpaHcnaTopa MoXeT 6bITb NoflyyeHa KOMaHgom
«debug ip dhcp relay packet». Ota uHopmaunsa MOXET MOMOYb B MOUCKE HENCTNPABHOCTEN.

Mpu peanusaumm dyHkumm onumm 82 DHCP-ceBepa, nogpobHas MHgopmauusa o npouecce
paboTbl pyHKuMKM onumn 82 DHCP-cepBepa MoxeT ObiTb NonyvyeHa komaHaon «debug ip dhcp
server packet». Ota nHdopmauua MOXET NOMOYL B MOMCKE HEUCTIPABHOCTEN.
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29. ONMUMN 60 U 43 DHCP
29.1. BBepeHue B onuumn 60 n 43 DHCP

DHCP-cepBep aHanuanpyeT nakeTbl o1 DHCP-knueHTa. Ecnu npuxoaut naket ¢ onuuen 60,
cepBep npuHUMaeT peweHue Bo3Bpawate A DHCP-knueHTy naketbl ¢ onuuen 43 B
cooTBeTCTBMM C onumen 60 n HacTpamBaeT napameTtpbl 60 n 43 B agpecHOM MpOCTpPaHCTBE
cepsepa DHCP.

HacTtpoika cootBeTcTBYOWmMX onuun 60 n 43 B agpecHom npoctopaHcTtese DHCP-cepsepa:

1. B agpecHom npocTpaHcTBe HacTpamnsatoTca onumm 60 n 43 ogHOBPEMEHHO.
Mpuxogut DHCP-naket c¢ onumen 60 ot DHCP-knueHTa, ecnn OH coBnagaeT C
onumnen 60 agpecHoro npocTtpaHcTBa DHCP-cepeepa, DHCP-KNMeHT nony4mT onuumio
43, HaCTPOEHHYO0 B agpeCcHOM MpocTpaHcTee, MHave onuma 43 DHCP-KNMeHTy He
BO3BpaLlaeTcs.

2. B appecHOM MNpOCTpaHCTBE HacTpamBaeTcs TONbkKo onuma 43, coBnagatowias c
nobon onumnen 60. Ecnn nonyyeH DHCP-nakeTt ¢ onunen 60 ot DHCP-knueHTa, To
DHCP-knueHT nony4nt onumto 43, HACTPOEHHYIO B aAPECHOM NPOCTPaHCTBE.

3. Ecnu B appecHOM nNpocTpaHCTBE HacTpoeHa Tonbko onums 60, To DHCP-KNUeHT He
nony4ut onumio 43.

29.2. Hactpouka onuumn 60 n 43 Ha DHCP

1. Ba3zoBble HacTpowku onuui 60 n 43.

KomaHpa OnucaHue

Pexum KoHduUrypauumm agpecHoro npocTpaHcTea

option 60 ascii LINE Hactponka onuun 60 B CUMBONBLHON CTPOKE B
dopmaTe ascii B pexmme
ip-appecHoro npoctpaHctea DHCP

option 43 ascii LINE HacTponka onuun 43 B CUMBOSIbHON CTPOKE B
dopmaTe ascii B pexmme
ip-agpecHoro npoctpaHcTea DHCP

option 60 hex WORD Hactponka onuun 60 B CUMBONBLHON CTPOKE B
dopmarte hex B pexume
ip-appecHoro npoctpaHctea DHCP

option 43 hex WORD HacTtponka onuumn 43 B CUMBONBbHOW CTPOKE B
¢dopmaTe hex B pexume
ip-appecHoro npoctpaHctea DHCP

option 60 ip A.B.C.D HacTtponka onuum 60 B CMMBONbHOW CTPOKE B
dopmarte IP B pexume
ip-appecHoro npoctpaHctea DHCP

255

® §) QTECH

MWP OOCTYNMHEE



PykoBoacTtBo nonb3osatend cepua QSW-4530

onunn 60 N 43 DHCP
Komanpa OnucaHwue
option 43 ip A.B.C.D HacTtponka onuun 43 B CUMBOSIbHOM CTPOKE B

¢dopmarte IP B pexume
ip-agpecHoro npoctpaHcTea DHCP

no option 60 YpaneHue Hactpoek onuum 60 B pexume
afpecHOro NpocTpaHcTBa

no option 43 YpaneHne HacTpoek onuun 43 B pexume
afipecHoro NpocTpaHCTBa

29.3. NMpumep HacTponku onumm 60 u 43 DHCPV6

= - =
ﬂ: 58 — °
Xoct KommyTatop DHCP-cepsep

PucyHok 29-1.

Fit AP nonyyaet IP-agpec n onumio 43 — npusHak DHCP-cepsepa pana otnpaBku
ogHoaapecHoro discovery-3anpoca Ha 6ecnpoBoabin koHTponnep. DHCP-cepBep HacTpavBaeT
onuuto 60 B cootBeTcTBUM C onumen 60 Fit AP n Bo3epallaet 43 onunio FTP AP.

# Hactponka DHCP-cepsepa
router(config)#ip dhcp pool a
router (dhcp-a-config)#option 60 ascii AP1000
router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6

29.4. YcTtpaHeHue HencnpaBHocTten 60 n 43 onumn DHCP

Ecnu Bo3HukaoT npobnem npu HacTporike DHCP-onuni 60 1 43, noxanyncta ybegurech, 4YTo
npo6rnembl He Bbi3BaHbl CNeayrLWnMm NpuYnHaMm:
e [lpoBepbTe BKtoYeHa nu pyHKLms cnyx6bl DHCP.

e Ecnu HacTpoeHo agpecHoe npocTpaHcTBo onuun 60, ybeantechb, YTO OHO coYeTaeTcs
c onuuen 60 B nakeTax.
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30. Ornuumun 37, 38 DHCPV6
30.1. BBepeHue B onuumn 37, 38 DHCPV6

DHCPv6 (npoTtokon auvHamuyeckon KoHdwurypauum xoctoB ansa |IPv6) paspabotaH ans
agpecHon cxembl |IPv6 un wucnonb3yetcss and HasHadyeHua xoctam |Pv6-npedumkcos,
IPv6-appecoB n apyrmx KOHUrypaumoHHbIX NnapameTpoB.

Ecnn DHCPvV6-knMeHT xo4eT 3anpocuTb NapameTpbl KoHdurypaumm ot DHCPv6-cepsepa,
Haxoaseroca B ApYyroMm cermeHTte, To ana 3toro notpebyerca DHCPv6-petpaHcnsaTtop.
DHCPV6-coobuieHne, npuHATOe peTpaHCcnaTopoM, UWHKancynupyetca B «relay-forward»
nakeTbl, MNepenpaBnsemble cepBepy, KoTopblh 3atem otBeyaeT DHCPvV6-peTpaHcnaTtopy
naketamu «relay- reply». 3aTeM peTpaHCNATOp BOCCTaHaBnNMBaeT W3 3TUX MaKeToB
DHCPV6-coobLieHne 1 nepecbinaeT ero KimeHTy.

EcTb HekoTOpble npobnembl npu ucnonb3oBaHun DHCPv6-peTpaHcnsaTopa, Hanpumep, Kak
Ha3HauuTb |P-agpec B (UKCMpOBAHHOM [uana3oHe KOHKPETHbIM nosib3oBaTenam? Kak
n3bexatb HeneranbHOro npucBoeHust |P-agpecoB, BbI3BAHHONO aTakoMW, HAaLENeHHOM Ha
ucuyepnaHme cBoOOAHbIX afapecoB? Kak u3bexatb HeneranbHbix DHCPV6-kKnneHTOB,
ncnonb3ytowmx MAC-agpec apyrux KnmeHTos? 3Ty Npobnembl peLlarTca NocpeacTBOM OMNL MM
37 n 38 DHCPv6 (RFC4649 n RFC4580).

Onuwmmn 37 n 38 DHCPv6 nogo6Hbl onuun 82 DHCP. DHCPV6-peTpaHcnaTop aobasnseTt onumm
37 n 38 K nepecbinaeMbiM 3anpocam u ybupaeTt 3T onuuMM U3 OTBETOB cepBepa. Takum
o6pa3om npumeHeHmne onumi 37 n 38 Npo3payvHo ANA KINEHTa.

Mo onuuam 37 u 38 DHCPv6-cepBep moxeT ayteHTuduumposate DHCPvV6-knueHTa u
DHCPV6-peTpaHcnuvpyioLee YyCTPOMCTBO, Ha3HavyaTb U yNpaBnATb KIMEHTCKUMU agpecamu,
TeM cambIM NpefoTBpaLlaTth pa3nuyHble DHCPV6-ataku. Tak kak cepBep onpegenseT, C Kakoro
nopTta AOCTyna npuvwen 3anpoc, OH MOXET OrpaHNYUTb KOSIMYECTBO BblAeNseMblX aApecoB Ha
nopT [OCTyna, TEM CaMbiM NPeAoTBPaTUTb aTaky, HaUENEeHHYI Ha ucyepnaHue agpecos.
OpHako RFC4649 n RFC4580 He onpeaensitoT, kak cepep 6yaeT ucnonb3oBaTb onunn 37 u
38, nonb3oBaTenb MOXET UCMOSb30BaTb UX MO CBOEMY YCMOTPEHMIO.

30.2. Cnucok 3apgay koHdurypauum onuum 37, 38 DHCPV6

1. KoHdurypaums 6a3oBbix onuuin Dhcpv6 snooping.
2. KoHdurypauusa 6a3oBbix onuuii Dhcpv6-peTpaHensaTopa.
3. KoHdurypauusa 6a3oebix onuuii Dhcpv6-cepsepa.

1. KoHdwrypauumsa 6a3oBbix onuuin Dhepv6 snooping.

KomaHpa Description

Pexunm rnobanbHoro koHcdurypupoBaHus

ipv6 dhcp snooping remote-id option Bkntouvaet nopgaoepxky onuun 37 B DHCPV6
NnoAfepXKy
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KomaHpa

Description

ipv6 dhcp snooping subscriber-id option

Bkntovaet nognepxky onummn 38 B DHCPv6

keep | replace}
no ipv6 dhcp snooping remote-id policy

no ipv6 dhcp snooping subscriber-id option | SNOOPING.  KomaHaa — «no» - Bblknto4aeT
MOALEPXKY
ipv6 dhcp snooping remote-id policy {drop | YcTanaBnuBaet NONINTUKY nepecbISikn

NMakeToB, YXe coaepxalumx onumio 37.

drop — cucrtema npocTo oTépocUT NnakeTbl C
onuwuen 37.

keep — cucrtema coxpaHUT UCXOLHYIO OMNUMIO
37 n nepeLwuneT NakeT cepBepy.

replace — cuctema 3amMeHUT CyLLECTBYHOLLYIO
onumto 37 CBOEN 1 NepeLunieT NakeT cepeepy.
KomaHpa «no» ycTtaHaBnuBaeT MNONUTUKY
replace

ipv6 dhcp snooping subscriber-id policy {drop
| keep | replace}

no ipv6 dhcp snooping subscriber-id policy

YcTaHaBnusaeT NONUTUKY nepecbInkn
NnakeToB, yXe coaepXxaliux onumto 38.

drop — cucrtema npocTo oTépocuT NnakeTbl C
onuwuen 38.

keep — cnctema cCoOXpaHUT MCXOOHYHO ONUUIO
38 1 nepeLusieT NakeT cepBepy.

replace — cuctema 3amMeHUT CyLLECTBYHOLLYIO
onuumto 38 ceoen n NepeLunieT NakeT cepeepy.
KomaHnpa «no» ycTtaHaBnuBaeT MNOINTUKY
replace

ipv6 dhcp snooping subscriber-id select (sp |
sv | pv | spv) delimiter WORD (delimiter
WORD |)

no ipv6 dhcp snooping subscriber-id select
delimiter

Hacrtpaueaer NosIb30BaTENbCKYHO
KOoHurypauumio onumn subscriber-id, KomaHga
«NO» BOCCTaHaBNMBaeT KOH(Urypauuio Mo
YMOJI4aHuIo, T.€. 3aBOACKON HOMEP BMECTE C
VLAN MAC

ipv6 dhcp snooping subscriber-id select
(splsv|pv|spv) delimiter WORD (delimiter
WORD |)

no ipv6 dhcp snooping subscriber-id select
delimiter

HacTtpavsaet Nnonb30BaTesNbCKYIo
KOHpurypaumto onumn subscriber-id, KomaHga
«NO» BOCCTaHaBnuMBaeT KOHdUrypauuio no
ymonyanuio, T.e. Ha3BaHue VLAN BmecTe C
Ha3BaHMeM nopTa
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KomaHpa

Description

Pexum KoHcurypaumm nopta

ipv6 dhcp snooping remote-id <remote-id>
no ipv6 dhcp snooping remote-id

3apaet bopmy pobaeneHus onunn 37.

<remote-id> 3T0 copepxaHue nonga remote-id
B onpeneneHHon nonb3oBaTtenem onuuu 37,
cTpoka He 6one 128 cumBonoB. KomaHpa
«NO» BOCCTaHaBNMBaeT KOHGUrypauuio no
YyMOf4aHuIo, T.e. 3aBOCKON HOMep BMecCTe C
VLAN MAC

ipv6 dhcp subscriber-id

<subscriber-id>

snooping

no ipv6 dhcp snooping subscriber-id

3apaet bopmy nobasneHus onunn 38.

<subscriber-id> 910 copgepxaHue nonA
subscriber-id B onpepneneHHom
nonb3oBaTtenem onuun 38, cTtpoka He bone
128 CMMBOJIOB. Komanpa «No»
BOCCTaHaBnMBaeT KOHUrypaumio no
ymonyaHuio, T.e. Ha3BaHne VLAN BmecTe cC
Ha3BaHUEM nopra, Hanpumep,
"Vlan2+Ethernet1/0/2"

2. KoHdurypauua 6a3oBbix onumii Dhcpv6-peTpaHcnsaTopa.

KomaHpa

Description

Pexnm rmobanbHoOro koHcurypmpoBaHus

ipv6 dhcp relay remote-id option
no ipv6 dhcp relay remote-id option

Bkntouvaet nogaepxky onuun 37 B DHCPV6-
peTpaHcnaTope. KomaHaa «no» BbIKNo4aeT
NnoaaepXKy

ipv6 dhcp relay subscriber-id option
no ipv6 dhcp relay subscriber-id option

Bkntoyaet nogaepxky onuun 38 B DHCPV6-
peTpaHcnaTope. KomaHaa «no» BbIKNo4aeT
noaaepXKy

ipv6 dhcp relay remote-id delimiter WORD
no ipv6 dhcp relay remote-id delimiter

Hactpausaet Nonb30BaTENbCKYHO
KOH(urypaumio onumm remote-id. KomaHpa
«NO» BOCCTaHaBNMBaEeT KOHuMrypauuo no
YMOS4YaHuIo, T.e. 3aBOACKON HOMEp BMeCTe C
VLAN MAC

pv | spv) delimiter WORD (delimiter WORD |)

no ipv6 dhcp
delimiter

ipv6 dhcp relay subscriber-id select (sp | sv |

relay subscriber-id select

Hacrtpaueaer Nnonb30BaTeNbCKYHO
KOHdMrypauuio onuumn subscriber-id.
KomaHpa no BOCCTaHaBnMBaeT
KOHUrypaumio  no  yMosf4yaHuw, T.e.

Ha3BaHue VLAN BMmecTe c Ha3BaHMEM nopTa

® §) QTECH

MWP OOCTYNMHEE

259



PykoBoacTtBo nonb3osatend cepua QSW-4530

onunn 37, 38 DHCPV6 | www.atech.ru |

KomaHpa Description

Pexum koHdurypaumm nitepcenca 3-ro ypoBHs

ipv6 dhcp relay remote-id <remote-id> 3apaet hopmy pobaenexusa onunm 37.

no ipv6 dhcp relay remote-id <remote-id> 370 cogepxaHue nonsa remote-
id B onpepeneHHon nonb3oBaTenemM onuum
37, ctpoka He 6one 128 cumBonoB. KomaHaa
«NO» BOCCTaHaBNuBaeT KOHUrypauuio no
YMOJSI4aHWI0, T.€. 3aBOACKOW HOMep BMeCTe C
VLAN MAC

ipv6 dhcp relay subscriber-id <subscriber-id> | 3apaet doopmy nobasneHusa onumm 38.

no ipv6 dhcp relay subscriber-id <subscriber-id> 3910 cogepxaHne nons
subscriber-id B onpepneneHHom
nonb3oBaTenem onuun 38, cTpoka He 6onee
128 CMMBOJIOB. KomaHpaa «No»

BOCCTaHaBnMBaeT KOHdMrypaumio no
yMosnyaHuio, T.e. Ha3aHme VLAN BmecTe C
Ha3BaHUEM nopra, Hanpumep,
"Vlan2+Ethernet1/0/2"

3. KoHdurypauua 6a3osbix onumin DHCPV6-cepBepa.

KomaHpa Description

Pexnm rmobanbHoOro koHcurypmpoBaHus

ipv6 dhcp server remote-id option Bkntouvaet nogaepxky onuun 37 B DHCPV6-

no ipvé dhcp server remote-id option cepBepe. KomaHga «no»  BbIKMOYaeT
NOAAEPXKKY

ipv6 dhcp server subscriber-id option BkntovaeTt nogaepxky onuuun 38 B DHCPvV6-

no ipv6 dhcp server subscriber-id option cepsepe. Komahaa —«no» - BblKniO4aeT
NoAAEPXKY

ipv6 dhcp use class BkntoyaeT  nogdepxky — UCMOfb30BaHUSA

DHCPv6-knaccoB npu NpucBOeHNN agpecos.
KomaHpa «no» BbIKIOYaeT 3T0, He yaanss
HacTpowkn knaccos DHCPv6

no ipv6 dhcp use class

ipv6 dhcp class <class-name> Onpegensetr DHCPv6-knacc u Bxoaut B
pexum KoHdurypaumn DHCPv6-knacca.

no ipv6 dhcp class <class-name>
KomaHpa «no» yaanseT Knacc
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KomaHpa Description

Pexum koH¢purypaumm nHtepcenca

ipv6 dhcp server select relay-forward Bkntoyaetr BbiGbop onmumn 37 u 38

no ipv6 dhcp server select relay-forward BHYTPEHHEro  ypoBHA, KOTAa B MNakeTe,
npuLleaem ot peTpaHcnATopa,

CyLLEeCcTBYEeT Heckonbko onuun 37 wnn 38.
KomaHga «no» BO3BpallaeT HacTpoWKy Mo
ymonyaHuio, T.e. Bblbop onumn 37 un 38
OpUrMHarnbHbIX NaKeToB

Pexunm koHurypaumm DHCPvV6 knacca

{remote-id  <remote-id> | subscriber-id

<subscriber-id>}

no {remote-id <remote-id>
<subscriber-id>}

| subscriber-id

HactpauBaetr onumm 37 u 38,
COOTBETCTBYIOT Knaccy

KOTopble

class <class-name>

no class <class-name>

AccoummpyeT Knacc ¢ nynoM aapecoB WU
BXOOAUT B pPEXWUM KOH(urypaumm knacca B
nyne appecoB. KomaHga «no» ybupaer
accoupaumo

address range <start-ip> <end-ip>
no address range <start-ip> <end-ip>

YcTaHaBnuBaeT pauanas3oH ajpecoB  AniA
DHCPv6-knacca. KomaHga «no» ypansiet
Anana3oH. dopma 3anucu «npedukc/anvHa»
He noaaepXuBaeTcs
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30.3. Mpumepbl onnun 37, 38 DHCPV6
30.3.1. Mpumep onuumn 37, 38 B DHCPV6 Shooping

—_—
| P \ KommyTatop B

1/0/1

——
P KommyTartop A

1/0/3

it ) ED O =D 0
MAC-AA MAC-BB MAC-CC

PucyHok 30-1. Cxema onumin B8 DHCPv6 Snooping

CornacHo cxeme Mac-AA, Mac-BB n Mac-CC — o6bluHble nonb3oBaTenu, NoaKtoYeHHble K
HegoBepeHHbIM MHTepdencam 1/0/2, 1/0/3 n V4 cootBeTcTBEHHO. OHM nony4atoT |IP-agpeca
2010:2, 2010:3 mn 2010:4 no DHCPv6; DHCPv6-cepBep MOAKIOYEH K [OOBEPEHHOMY
nHtepdency 1/0/1. HactpoeHo Tpu nonuTukm BolaeneHmsa agpecos (knaccos), CLASSWITCHA
cootBetcTByeT onumn 38, CLASSWITCHB cooteetctByeT onuun 37, a CLASSWITCHC —
onumam 37 u 38. B nyne agpecoB EastDormPool 3anpocam, COOTBETCTBYHOLWMM Krnaccam
CLASSWITCHA, CLASSWITCHB n CLASSWITCHC 6yayT Ha3Ha4eHbl agpeca U3 auana3oHoB
2001:da8:100:1::2-2001:da8:100:1::30, 2001:da8:100:1::31-2001:da8:100:1::60 "
2001:da8:100:1::61-2001:da8:100:1::100 cooTBeTCcTBEHHO. Ha KommyTaTtope A BKIHO4YEHa
yHKuma DHCPv6 snooping n HacTpoeHs! onuumn 37 n 38.

KoHdurypaumsa SwitchA:
SwitchA(config)#ipv6  dhcp  snooping remote-id  option
SwitchA(config)#ipv6 dhcp snooping subscriber-id option
SwitchA(config)#int e 1/0/1
SwitchA(config-if-ethernet1/0/1)#ipv6 dhcp snooping trust
SwitchA(config-if-ethernet1/0/1)#exit SwitchA(config)#interface vlan 1

SwitchA(config-if-vlan1)#ipv6 address 2001:da8:100:1::1
SwitchA(config-if-vlan1)#exit

SwitchA(config)#interface ethernet 1/0/1-4
SwitchA(config-if-port-range)#switchport access vlan 1
SwitchA(config-if-port-range)#exit

SwitchA(config)#
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KoHdpurypauums SwitchB:

SwitchB(config)#service  dhcpv6 SwitchB(config)

#ipv6 dhcp server remote-id option

SwitchB(config)#ipv6  dhcp  server  subscriber-id  option
SwitchB(config)#ipv6 dhcp pool EastDormPool

SwitchB(dhcpv6-eastdormpool-config)#network-address 2001:da8:100:1::2
2001:da8:100:1::1000

SwitchB(dhcpv6-eastdormpool-config)#dns-server 2001::1
SwitchB(dhcpv6-eastdormpool-config)#domain-name dhcpv6.com
SwitchB(dhcpv6-eastdormpool-config)# excluded-address 2001:da8:100:1::2
SwitchB(dhcpv6-eastdormpool-config)#exit

SwitchB(config)#

SwitchB(config)#ipv6 dhcp class CLASSWITCHA

SwitchB(dhcpv6-class-clasSwitchA-config)#remote-id  a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/1

SwitchB(dhcpv6-class-clasSwitchA-config)#exit
SwitchB(config)#ipv6 dhcp class CLASSWITCHB

SwitchB(dhcpv6-class-clasSwitchB-config)#remote-id ~ a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/2

SwitchB(dhcpv6-class-clasSwitchB-config)#exit
SwitchB(config)#ipv6 dhcp class CLASSWITCHC

SwitchB(dhcpv6-class-clasSwitchC-config)#remote-id  a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/3

SwitchB(dhcpv6-class-clasSwitchC-config)#exit
SwitchB(config)#ipv6 dhcp pool EastDormPool
SwitchB(dhcpv6-eastdormpool-config)#class CLASSWITCHA

SwitchB(dhcpv6-pool-eastdormpool-class-clasSwitchA-config)#address range
2001:da8:100:1::3 2001:da8:100:1::30

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchA-config)#exit
SwitchB(dhcpv6-eastdormpool-config)#class CLASSWITCHB

SwitchB(dhcpv6-pool-eastdormpool-class-clasSwitchB-config)#address range
2001:da8:100:1::31 2001:da8:100:1::60

SwitchB(dhcpv6-eastdormpool-config)#class CLASSWITCHC

SwitchB(dhcpv6-pool-eastdormpool-class-clasSwitchC-config)#taddress range
2001:da8:100:1::61 2001:da8:100:1::100

SwitchB(dhcpv6-pool-eastdormpool-class-clasSwitchC-config)#texit
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SwitchB(dhcpv6-eastdormpool-config)#exit

SwitchB(config)#interface vlan 1
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SwitchB(config-if-vlan1)#ipv6 address
2001:da8:100:1::2/64 SwitchB(config-if-vlan1)#ipv6 dhcp

server EastDormPool SwitchB(config-if-vlan1)#exit

SwitchB(config)#

30.3.2. Mpumep onuun 37, 38 Ha DHCPv6-peTpaHcnaTope
Mpumep 1:

Mpu pa3BepTbiBaHMK IPV6-ceTn ansa BbiaeneHusa IPv6-agpecoB MoxeT ObiTb MCMOfb30BaHa
dyHKuma cepeepa DHCPv6 Ha mapLipyTM3npyoweM yCTPOUCTBE, ECIM CnieuunanbHbl cepeep
ncrnonb3yeTca Ona paBHOMEPHOro pacrnpegeneHuns u ynpaenenus IPv6-agpecamu. DHCPv6
cepBep nopaepxuBaetr oba pexuma, C OoTCnexumBaHue cocTosHus (stateful) n 6e3 Hero
(stateless).

Ha ypoBHe goctyna ncnonb3dyetcs SwitchA gna nogknioyeHusa nonb3oBaTtenen obLwexmTnsa; Ha
nepsom ypoBHe arrperaummn SwitchB, oH HacTpoeH kak DHCPv6-peTpaHcnaTop; Ha BTOPOM
ypoBHe arrperauum SwitchC HacTpoeH kak DHCPv6-cepBep, 1 OH COeANHEH C MarncTparnbHON
ceTblo. Ha komnbloTepax AonxHa 6biTb ycTaHoBneHa OC, koTopas nogaepXxuBaeT QyHKLMIO
DHCPV6 client.

KommyTtartop C r_:

VLAN 1: 2001:da8:1:1::1 <~_— | DHCPv6-cepsep

VLAN 10: 2001:da8:10:1::1 )

KommyTtatop B E—

VLAN 1: 2001:da8:1:1::2 —

VLAN 10: 2001:dag:10:1::2 | <—— | DHCPv6-petpaHcnsitop

VLAN 100: 2001:da8:100:1::1

KommyTtatop A | <—

DHCPvV6-knueHT

PucyHok 30-2. Cxema npumeHeHus onumni B DHCPV6-peTpaHcnaTope
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KoHdpurypaums SwitchB:

SwitchB(config)#service dhcpvb
SwitchB(config)#ipv6é dhcp relay remote-id option
SwitchB(config)#ipv6 dhcp relay subscriber-id option
SwitchB(config)#vlan 10

SwitchB(config-vlan10)#int vian 10

SwitchB(config-if-vlan10)#ipv6 address 2001:da8:1::2/64
SwitchB(config-if-vlan10)#ipv6 dhcp relay destination
2001:da8:10:1::1 SwitchB(config-if-vlan10)#exit

30.4. Nouck HeuncnpasHocTen onuun 37, 38 DHCPv6

MakeTbl 3anpocoB, oTcbinaemble DHCPv6-knueHTOM, 3TO multicast-nakeTbl, MOMy4YeHHble
yctponctBom BHYTpU ero VLAN. Ecnu DHCPv6-cepBep xo4eT nony4datb NakeTbl OT KIIMEHTA,
KIMEHT U cepBep OONXHbl HaxoauTbca B ogHoM VLAN, nHaye Heobxoaumo MCMonb30BaTb
DHCPv6-peTpaHcnaTop.

O6pabotka onuun 37,38 npu DHCPV6 snooping MOXeT npoxoguTb OAHUM U3 Cnepylowmx
00pa30B: 3aMeHUTb opuUrMHarnbHble onumn 37,38 cBoMMK; OTOPOCUTL NakeT ¢ onuuamn 37,38;
He BbINOMHATL onepauuio 4obaBneHns, nepegaym unum otbpacbiBaHusa naketa. lNostomy, ecnu
IPv6-agpec He nonyyeH B COOTBETCTBUM C onumnamMu 37,38, noxanyncra, NnpoBepbTE HACTPOMKHK
nonutuk DHCPV6 snooping Ha BTopoMm ycTponctee. DHCPV6-cepBep no ymonyaHuio nonyyaer
onuun 37,38 M3 nakeTta, OTAPABMAEHHOrO KMMEHTOM, TaK Xe MOXET nofnyyaTb UX U3 nakeTa,
OTNpPaBIEHHOIO PETPAHCNSATOPOM.

DHCPv6-cepBep npoBepsaeT  TONbKO  OMuun 37,38, pob6aBneHHble nepebiM
DHCPV6-peTpaHCnATOpOM, 3TO 3Ha4YUT, YTO B NAaKeTax peTpaHcnsiTopa AeNCTBUTENbHbI TONbKO
onuun 37,38 camoro rnyboKoro ypoBHsi.
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31. KOH®UT'YPALUA DHCP SNOOPING
31.1. BBepgeHnue B DHCP Snooping

DHCP Snooping o03Ha4yaeT, 4TO KOMMyTaTop Habniogaetr 3a npoueccoM MNpPUCBOEHUSA
IP-agpecoe no npotokony DHCP. 3710 npepotBpawaeTr nosBfEHWE HeneranbHbIX
DHCP-cepeepoB 1 DHCP-atakm nyteM HacCTpOMKU AOBEPEHHbLIX U HEOOBEPEHHbLIX MOPTOB.
DHCP-coobuweHne c AOoBepeHHbIX NOpTOB nepepaetca 6e3 nposepku. [pyu TunnyHom
KOHdUrypauum AoBepeHHble nopTbl ucnonb3ytoTea ana nogknoveHus DHCP-cepeepa vnu
DHCP-peTpaHcnaTopa, a K He4OBEPEHHbBIM NOPTaM NOAKITYATCA KNNEHTbI. C He40BEPEHHbIX
nopToB KomMmyTaTop 6yaeTt nepecbinatb Tonbko DHCP- 3anpocbl, HO He oTBeTbl. Ecnu ¢
HeJoBEpPEHHOro nopta nony4vyeHo coobweHne DHCP-oTBeTa, KOMMyTaTOp NOAHUMET TPEBOrY
U npegnpuMmeT onpeaeneHHble AencTBUA C MOPTOM, COMflacHO HaCcTpoWKam, Harnpumep,
BblKNloueHne unu co3gaHune «black hole». Ecnn BkniodeHa npussizska DHCP Snooping,
KOMMYTaTop COXpPaHWUT B COOTBETCTBYIOLLEN Tabnuue CBA3YIOLLY0 MHOPMALMIO O KaXaoMm
DHCP- knueHTe ¢ HegoBepeHHoro nopta (Bkntovas MAC-agpec, IP-agpec, apeHay IP, Homepa
VLAN u nopta). imes Takyto nHdopmauuto DHCP Snooping, MOXHO KOMBUHMpPOBaTL C ApYrMMin
Moaynsimu, Takumu, kak dot1x n ARP, nnn camoctoaTensHO peannM3oBaTbh KOHTPOSb JOCTyNa
nonb3oBaTenemn.

3awmta o1 nogpensHoro DHCP-cepBepa: ecnn KOMMyTaTop MepexBaTbiBAaeT OTBET
DHCP-cepeepa (Bkntovad DHCPOFFER, DHCPACK n DHCPNAK), oH nogHMMET TpeBory u
npeanpumeT onpeaeneHHble OeNCTBUS, COrflacHO HacTpovKaM (BbIKMHOYEHME MOpTa Wnn
co3pgaHue «black hole»).

3awmTa oT neperpy3ku DHCP: 4ytobbl n3bexartb 6onblioro konuyectsa coobuweHnn DHCP,
aTakylwWmMx npoueccop, MNOnb3oBaTeflb MOXET OrpaHWyYuTb CKOPOCTb  MOJyYeHus
DHCP-nakeToB Ha AOBEPEHHbIX U HEOOBEPEHHBIX MOpPTax.

3anuck aaHHbix npuBasku DHCP (dhcp snooping binding): DHCP snooping npu nepecbinke
DHCP-nakeToB 6ynet 3anucbiBatb AaHHble (IP + MAC). MOXHO Tak Xe 3arpy3vTb 3TU AaHHble
Ha cepBep B LieNAX BOCCTAaHOBIEHNS yTepsHHOW MHpopMaumu. [aHHble NpuBA3KY, B OCHOBHOM,
NCMOMb3YKTCA A1 HACTPOWKM AVHAMUYECKUX Nonb30oBaTenbckux noptos dot1x. 3a nogpobHow
nHcpopmaumen o dot1x obpatuTtech, noxanyncta, k rnase «HacTtpoinka dot1x».

[ob6aeneHune ceazytowero ARP: MoxHO Ao6aButb ctatnyeckyto cBasky ARP B cCOOTBETCTBUM C
ONHAMUYECKMMU AaHHbIMK, YTOObI NpenoTBpatMTb ARP-MOLLEHHMYECTBO.

[ob6aBneHne noBepeHHbIX Nosfib3oBaTenen: MOXHO A06aBUTb 3anncu B CNNCOK AOBEPEHHbIX
nonb3oBaTefnien B COOTBETCTBUM C MapamMeTpamMu CBA3YIOWMUX OAHHbIX; 3TW Nofib3oBaTenu
nosy4art AOCTyN KO BceM pecypcam 6e3 dot1x-ayTeHTudukaumm.

ABTOMaTMYECKOE BOCCTAHOBMIEHME: Yepe3 HEKOTOPOE BPEMs NOCIE BbIK/OYEHUA NopTa Unu
co3paHus «black hole», HyxHO aBTOMaTU4Yeckmn ybpatb 6nokmpoBky nopta unn MAC-agpeca u
OTNpaBuTb NPY 3TOM MHOPMaLMIO Ha cepBep Yepea syslog.

DyYHKUMA XypHana: korga KoMMyTaTtop obHapyXuBaeT HeHOpMasibHble MakeTbl, OH OOMXEH
0TNpaBuUTb MHOPMALMIO Ha cepBep XypHana yepes syslog.

lndpoBaHmne npuBaTHLIX COOBLLEHUI: CBA3b MEXAY KOMMYTaTOPOM U BHYTPEHHEN CUCTEMOWN
ynpaBnenuns 6e3onacHoctblo cetn TrustView npoucxoguT 4yepe3 npuBaTHble COOOLLEHUS.
Monb3oBaTtenu MoryT WwWndpoBaTb 3TN COObLLLEHMA B BEpCUn 2.

DyHKuMA pobasnexve onuum 82: pasnuyHble sub-onunm 82 nobasnsatotcs B DHCP-coobuieHmne
B COOTBETCTBMM CO CTAaTyCOM ayTeHTUdUKaL MM nofb3oBaTens.
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31.2. NocnepoBaTenbHOCTL 3aga4 kKoHdurypaumm DHCP Snooping

=

Bkntounte DHCP Snooping.
Bkntountb doyHkumio npuesaskn DHCP Snooping.
Bkntountb dpyHkumio npusaskn ARP DHCP Snooping.
Bkntountb dyHkumio onumm 82 DHCP Snooping.
YcTaHoBUTb BEPCUIO NPUBATHbLIX MaKeTOB.
YctaHoBuTb 3awmdpoBaHHbIv Kintod DES Ana npuBaTHLIX NakeTos.
YctaHosutb agpec DHCP-cepsepa.
HacTpouTb goBepeHHbIe NopThl.
Bkntountb pyHKumio npueaskn DHCP Snooping DOT1X.
. Bkmountb dpyHkumio npusaskm DHCP Snooping USER.
. Jo6aBuTb 3anMcun B CTaTUYECKNIA CTIINCOK.
. YCTaHOBUTb AENCTBUSA 3aLUUThI.
. YcTaHoBUTb orpaHunyeHne ckopocTtu nepenaym DHCP-coobLueHuni.
Bkntountb oTnaaky.
. HacTtpowuTtb atpubyTbl onumm 82 DHCP Snooping.

© XN~ WODN

e e o
g hwWN RO

1. Bkmounts DHCP Snooping.

KomaHpa OnucaHue

Pexnm rmobanbHoOro koHcurypmpoBaHus

ip dhcp snooping enable Bkntounte/Bbikntoumnte DHCP Snooping
no ip dhcp snooping enable

2. Bxkmountb oyHKumio npmeasku DHCP Snooping.

KomaHpa OnucaHue

Pexxum rnob6ansHoro KOHpUrypuposaHus

ip dhcp snooping binding enable BkntounTb/BbIKNOUNTE (PYHKUMIO NpuBA3ku DHCP

no ip dhcp snooping binding enable Snooping

3.  Bknountb pyHKumio npusaskn ARP DHCP Snooping.

KomaHpa OnucaHue

Pexunm rnobanbHoro koHcdurypupoBaHus

ip dhcp snooping binding arp Bkntountb/BbikNOUNTL  PyHKUMO npmBA3kn ARP

no ip dhcp snooping binding arp DHCP Snooping
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4. Bknountb dpyHKumio onumm 82 DHCP Snooping.
KomaHpa OnucaHwue

Pexum rmo6anbHOro KOHUrypmpoBaHus

ip dhcp snooping information enable
no ip dhcp snooping information enable

BkntounTb/BbIKNOUNTL PyHKUMo onummn 82 DHCP
Snooping

5. YcTaHoBUTb BEPCUIO NMPUBATHBLIX NAKeTOB.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KoOH(uUrypupoBaHus

ip user private packet version two
no ip user private packet version two

Hactpountb/yaanutb BEpCUIO NPUBATHbIX MAKeTOB

6. YcTaHoBUTb 3aIMdpoBaHHbIM KItod DES ang npuBaTHbIX NakeToB.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypnpoBaHus

enable trustview key 0/7 <password>
no enable trustview key

HacTtpouTb/yganutb 3awwmdpoBaHHbin ko4 DES
ANS NpUBaTHbIX NAKeToB

7. YcrtaHoButb agpec DHCP-cepsepa.

KomaHpa

OnucaHue

PexxuMm rnob6ansHoro KOHpUrypuposaHus

ip user helper-address A.B.C.D [port
<udpport>] source <ipAddr> (secondary|)

no ip user helper-address (secondary|)

Hactpoutb/ynanute agpec DHCP-cepsepa

8. HactpouTb foBEpPEHHbBIE MNOPTHI.

KomaHpa

OnucaHue

Pexnm koHdpurypaumm nopta

ip dhcp snooping trust {vlan <vlan-list>}

no ip dhcp snooping trust {vlan <vlan-
list>}

CoenaTtb nopT [pAoBepeHHbiM. KomaHaa «no»

OTMEHSAET HaCTPOMKy
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9. Bknountb yHKumo npuesaskun DHCP Snooping DOT1X.

KomaHpa

OnucaHue

Pexum KoHcurypaumm nopta

ip dhcp snhooping binding dotlx
no ip dhcp snooping binding dotl1x

BkntounTte/BbIKNOUNTL PyHKUMIO npuBs3kn DHCP
Snooping DOT1X

10. Bkntountb pyHKumio npmusaskn DHCP Snooping USER.

KomaHpa

OnucaHue

Pexunm KoHurypaumm nopra

ip dhcp snooping binding user-control

no
control

ip dhcp snooping binding user-

BxkntounTtb/BbIKNOUNTL DyHKUMIO npuBs3kn DHCP
Snooping USER

11. Jo6aBuTb 3anmcu B CTaTUYECKUIA CNINCOK.

KomaHpa

OnucaHue

PexxuMm rnob6ansHoro KOoHpUrypuposaHus

ip dhcp snooping binding user <mac>
address <ipAddr> vlan <vid> interface
(ethernet|) <ifname>

no ip dhcp snooping binding user <mac>
interface (ethernet|) <ifname>

[o6aButb/yaanutb 3anucu B CTaTUYECKNIA CMINCOK

12. YcTtaHOBUTb OENCTBUSA 3aLLUThI.

® §) QTECH
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KomaHnpa OnucaHue
Pexunm koHdurypaumm nopta
Ip dhcp snooping action | YcTaHOBUTL/OTMEHUTb aBTOMaTu4eckme
{shutdown|blackhole} [recovery | 3awmTHbIE AENCTBMA HA NopTax
<second>]
no ip dhcp snooping action
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13. YcTaHoBWUTbL orpaHunyeHne ckopocTtu nepenadym DHCP-coobLeHuni.

KomaHpa

OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

ip dhcp snooping limit-rate <pps>
no ip dhcp snooping limit-rate

YCTaHOBUTb OrpaHMYeHne CKOpPOCTU nepepayun
DHCP-coobLeHuin

14. Bknountb OTNAaAKy.

debug
debug ip dhcp snooping update

ip dhcp snooping event

debug ip dhcp snooping binding

KomaHpa OnucaHue
Pexxnm agMuUHUCTpaTopa
debug ip dhcp snhooping packet Moxanyincta, obpaTutecb K COOTBETCTBYHLLEWN

rnaBe Nnoucka HemcnpaBHOCTEN

15. HactpouTb atpubyTbl onumm 82 DHCP Snooping.

KomaHpa

OnucaHue

Pexnm rmobanbHOro KoHcurypmpoBaHus

ip dhcp snooping information option
subscriber-id format {hex | acsii | vs-hp | vs-
huawei}

Ycrtanaenuaet ¢opmaTt subscriber-id onunn
82 DHCP snooping

Ip dhcp snooping information option remote-id
{<remote-id> | standard | vs-cisco | vs-huawei}
no ip dhcp snooping
remote-id

information option

YcTtaHaBnuBaeT cogepxaHue  cy6-onuum
remote-id onumn 82. KomaHpa «no»
BO3BpallaeT cTaHAapTHbIM dhopmaTt

untrusted

untrusted

ip dhcp snooping information option allow-

no ip dhcp snooping information option allow-

Pa3speluaet HeLOBEpPEHHbIM nopTtam
npuHumate DHCP-nakeTbl ¢ onuuen 82. Ecnu
He BKIIHOYEHO, BCe HeAOBEpPEeHHble MNopThl
6yayT otbpacbiBaTb DHCP-nakeTbl ¢ onunen
82

[colon | dot | slash | space]

no ip dhcp snooping
delimiter

Ip dhcp shooping information option delimiter

information option

YcTtaHaBnusaet pasgenurenb ans
napameTpoB cy6-onuuin onumn 82. KomaHaa
«NO» yCTaHaBnMBaeT pa3pgenuTenb Mo
ymosnyaHuio — slash
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Komanpa OnucaHwue

ip dhcp snooping information option self- | 3apaeT Meton co3gaHua  onuun 82,
defined remote-id {hostname | mac | string | nonb3oBaTenM  MOryT  CaMOCTOATENbHO

WORD}

no ip dhcp snooping information option self-
defined remote-id

onpenenuTb napameTpbl cy6-onuuu remote-
id

ip dhcp snooping information option self-
defined remote-id format [ascii | hex]

Monb3oBaTtensckun ¢opmaT remote-id gna
onuumn 82

ip dhcp snooping information option self-
defined subscriber-id {vlan | port | id (switch-id
(mac | hostname)| remote-mac) | string
WORD}

no ip dhcp snooping information option type
self-defined subscriber-id

3apaetr wMeTon co3gaHua  onuun 82,
nonb3oBaTenu MOryT  CaMOCTOATENIbHO
onpepenuTb napamMmeTpbl cyb-onuun circute-
id

ip dhcp snooping information option self-
defined subscriber-id format [ascii | hex]

Monb3oBaTtenbckun dopmat circuit-id  gna
onuumn 82

Pexunm KoHurypaumm nopra

Ip dhcp snooping information
subscriber-id {standard | <circuit-id>}

option

no ip dhcp snooping
subscriber-id

information option

YcTaHaBnuBaeT cogepxXaHue  cy6-onumm
circuit-id  onuum 82. KomaHga  «no»
BO3BpallaeT CTaHgapTHbIN bopmat
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31.3. TunoBoe npumeHeHne DHCP Snooping

Ack

KommyTtarop ™ —

=

DHCP-knuneHT
IP:1.11.5
MAC: AA

-

cB(olllD

1/0M12

1/0/11

Lno3 DHCP-cepsep

PucyHok 31-1. Tunosomn npuMeHeHne

1/01 = 1/0/10 Q

DHCP-knueHT
IP:1.1.1.6
MAC: BB

Kak nokazaHo Ha pucyHke, yctponcteo Mac-AA — 06bl4HbI NONb30BaTeNb, MOAKIIOYEHHbIN K
HepgoBepeHHoMy nopTy 1/0/1 kommyTaTtopa, nony4yaet IP-HacTporiku yepe3 DHCP, IP-agpec
knneHta 1.1.1.5. DHCP-cepBep v W03 NOAKITOYEHDI K JOBEPEHHBIM MOPTaM KOMMYyTaTopa,
1/0/11 n 1/0/12 cooTBeTCTBEHHO. 3noyMbIlWnNeHHUK Mac-BB, nogkntoveHHbIN K HeA0BEPEHHOMY
nopty 1/0/1 kommyTatopa, neitaetca nogaenats DHCP-cepeep (nockinasa naketsl DHCPACK).
®yHkuma DHCP Snooping Ha kommyTaTope 3dheKkTMBHO OOHApPYXuUT 1 6NOKMpyeT Takon Tun
CceTeBOM aTaku.

MocnenoBaTenbHOCTb HACTPOVKM:

switch# switch

#config

switch(config)#ip dhcp snooping enable
switch(config)#interface ethernet 1/0/11
switch(Config-If-Ethernet1/0/11)#ip dhcp snooping
trust switch(Config-If-Ethernet1/0/11)#exit
switch(config)#interface ethernet 1/0/12
switch(Config-If-Ethernet1/0/12)#ip dhcp snooping trust
switch(Config-If-Ethernet1/0/12)#exit
switch(config)#interface ethernet 1/0/1-10
switch(Config-Port-Range)#ip dhcp snooping action shutdown
switch(Config-Port-Range)#
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31.4. NMouck HeucnpaBHoctTen DHCP Snooping

31.4.1. HabnopeHne n oTnagoyHasa nHopmaums

KomaHnpa «debug ip dhcp snooping» MoxeT 6bITb MCNONb30BaHa A1A NofyYeHne oTnagoyHoN
WHpopmauun.

31.4.2. NMomowb B NOUCKEe HEeNCNpaBHOCTEN

Ecnu Bo3HukaeT npobnema c wucnonb3oBaHnem ¢dyHkuun DHCP Snooping, noxanymncra,
npoBepbTE crieayoLlee:

BkntoueHa nu pyHkuna DHCP Snooping rno6anbHo;

Ecnn nopt He pearnpyeT Ha noxHbin DHCP-nakeT, npoBepbTe, HAaCTPOEH NN 3TOT NOPT Kak
He0BEPEHHBIN.
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32. ObLUAA UHPOPMALIUA

32.1. MapaHTNA n cepBUC

Mpouenypa 1 HeobxoaMMble AEUCTBMA NO BONMpocaM rapaHTum onucaHbl Ha cante QTECH B
pasaene «lMognepxka» —> «[apaHTUNHOE 0B6CNyXMBaAHUEY.

O3HakomMuTbCA € nHGOpMaumen No BONpocam TecTMpoBaHma 060pyaoBaHMA MOXHO Ha canTe
QTECH B pasgene «llopaepxka» —> «B3saTb 060pya0oBaHME Ha TECT».

Bbl MOXeTe HanucaTb HanpsiMyto B Cry06y cepBurca No 3neKTpoHHoM noyTte sc@gtech.ru.

32.2. TexHn4yeckana nopgaepxka

Ecnu Bam Heobxoaumo copeincTBvMe B BOMPOCax, KacalwwWMxcsl Hawero obopyaooBaHusi, TO
MOXETE BOCIMONb30BaTbCA pa3ferioM TEXHUYECKoON nopaepxku nonb3oBatenen QTECH Ha
Hawem cante www.gtech.ru/support/.

TenedoH TexHnueckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIi oduc +7 (495) 477-81-18

32.3. AneKTpoHHasi BepCcus AOKYMEeHTa
Hata ny6nukauun 19.06.2025

https:/ffiles.gtech.ru/upload/switchers/QSW-4530/QSW-4530_user_manual.pdf
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