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3aaBneHue

3asaBneHue o6 ABTOPCKUX U UCKINMHOYNUTESNTbHbIX NpaBax

OT0 pyKOBOACTBO, BKIIKOYas, HO HE OrpaHNYMBasiCb BCEN copepxallencs B Hem nHdopmaumen,
3allULLLEHO NOMOXEHNAMM 3aKOHOAATENLCTBA 00 NCKMIOYUTENBHbLIX U aBTOPCKUX NpaBax. bes
pa3pewieHnss QTECH HUKTO He MOXEeT 3aHMMaTbCA KakKMMU-NMMOO AENCTBUSMWU, TaKUMU Kak
UMUTaUmMA, KONuMpoBaHWe, W3BMledYeHne WHgOpMauMn, nepecbiika unu gpyrue opmbl
NCNONIb30BaHKS.

OTKa3 OT OTBETCTBEHHOCTHU

HacTosiwee pykoBoACTBO NpeAHa3HayYeHO [AnA CrpaBO4YHbIX Lenei Npu MCrnofb30BaHuu
nporpaMMHo-annapaTHOro Komnrekca (yCTponcTaea).

QTECH npepocTaBnseT 370 pyKOBOACTBO "KaK eCcTb" U B TON Mepe, B KaKOW 3TO pa3peLleHo
3aKOHOM, He AaeT HUKaKMX SIBHbIX UM noapasyMeBaeMblX rapaHTui, BKNO4Yasd, NOMMMO
npoyero, TOBApHYK MPUrOAHOCTb, MPUrOAHOCTb ANA ONpPeAeneHHON Lenu, HeHapylleHue
Kakux-nnbo npaB Apyrux nuy, 1 nwobble rapaHTUM OTHOCUTENBbHO MWCMOSIb30BaHUSA UNN
HEBO3MOXHOCTM UCMONb30BaHMA 3aToro pykosoacTea. QTECH Takxe He AaeT HUKaKkux rapaHTum
OTHOCUTESIbHO TOYHOCTM MU HAAEXHOCTM NOOM MHOPMALMK, NOSTYHEHHOMN C MOMOLLBIO 3TOMO
PYyKOBOACTBA.

N3-3a o6HOBNEHWW Bepcuu MNpoaykTa WM MO APYrUM MNpUYMHAM  COAEPXMMOE 3TOro
pyKkoBOACTBa MOXeET nepuoamyeckn obHoenATbca. QTECH ocTtaBnseT 3a coboi NnpaBo BHOCUTb
N3MEHEHNA B COAEPXaHNe HacTOALWEro pyKoBoACTBa B Ntoboe Bpemsa 6e3 npeaBapuTenbHOro
yBEeOMITIEHUA.

Ecnun He YKa3aHO UHOEe, 3TO PYKOBOACTBO MNpenocrtaBndeTcA UCKIIYUTENIbHO B KaydecTtBe
pykoBoACTBa MO WUCMOJIb30BaHUIO, WU nNonb30BaTesin HEeCYyT BCe pPUCKWU, CBA3aHHblE C
ncnonb3oBaHMem 3TOro pykosoacTtBa.

3asiBNeHue o TOBapHOM 3Hake

Microsoft® n Windows aBndawTcA TOBapHbIMW 3HakaMu rpynnbl KomnaHun Microsoft.
Linux® sBnseTcs 3apernctpupoBaHHoOM Toprosoin Mapkon Linus Torvalds.

Aspeed® saBnaetca ToproBon wmapkon ASPEED Technology Inc.

QTECH® gasnsietca toproson mapkon OO0 «KbHOT3K».
MpaBa COBCTBEHHOCTN Ha ApYyrMe TOBapHble 3HaKM NPUHaAnexaT ux BnagenbLam.
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YTMPABJIIEHVE KOMMYTATOPOM " www.gtechru |

1. YNIPABJIIEHUE KOMMYTATOPOM

1.1. BapuaHTbl YnpaBrneHus

IOns ynpaBneHua Heobxoammo HacTpouTb kommyTtatop. Kommytatop obecneumBaeT paBa
BapuaHTa ynpasneHua: BHenonocHoe (out-of-band) nnu sHyTpunonocHoe (in-band).

1.1.1. BHenonocHoe ynpaBneHue

BHenonocHoe ynpaBneHne — 310 ynpaBneHne Yepe3 KOHCOMbHbIA nHTepdenc. BHenonocHoe
ynpaBneHne B OCHOBHOM UCMNOSb3yeTCsa A9 HavanbHOro KOHuUrypmpoBaHma KommyTaTopa,
nnbo, Korga BHYTPMMOJSIOCHOE YMpaBfieHWe HeaoCTynHo. Hanpumep, nonb3oBaTenb MOXET
yepe3 KOHCOMbHbIA MOPT NMpPUCBOUTL KomMyTaTtopy IP-agpec gns goctyna no npoTokosam
Telnet. SSH n HTTP.

Mpoueaypa ynpasneHnus KOMMYyTaTOPOM Yepes3 KOHCOSbHbIA UHTEPdENC onnucaHa HUXe:

War 1. MNoakniounTb  NepcoHanbHbil  KOMMbIOTEP K  KOHCOSIbHOMY  (CEPUMHOMY)  MOPTY
KoMMyTaTopa.

11
H

MopknoveHue
Yepes KOHCONMbHbLIN
kabenb

PucyHok 1-1. NoakntodeHune MK K KOHCONbHOMY MOPTY KOMMYyTaTopa

Kak nokasaHo Bblwe, cepuitHbin nopT (RS-232) NOAKYEH K KOMMYTATopy Yepes CepUnHbIN
Kabenb. B Tabnuue H1Xe ykasaHbl BCe YCTPOMUCTBA, UCMOSb3YHLNIACA B NOAKIIIOYEHUMN.

HasBaHue Onucanue

ycTpoucTBa

lMepcoHanbHbIn NmeeT dyHKUMOHaNbHY Knaeuatypy u nopt RS-232 (COM), ¢
komnbtoTep (PC) YCTaHOBJIEHHbLIM 3MYNATOPOM TEPMUHAnNa, Takum Kak PuTTY
Kabenb cepuiiHoro | OamH KoHew, nogkno4YaeTca K cepunHomy nopty RS-232 (COM), a
nopTta apyron k nopty Console kommyTaTopa

KommyTtaTop TpebyeTca paboTatowwmi nopt Console

LWar 2. BkniovyeHne n HacTponka amynatopa TepmuHana PuTTY.

Mocne ycTaHOBKU coeauHenus, 3anyctute PUuTTY. PUTTY — cBo60of4HO pacnpocTpaHaeMbI
KIMMEHT Ana pasfnnyHbiX NPOTOKONOB yAanéHHoro poctyna, Bknodas SSH, Telnet. Takxe
NMeeTCs BO3MOXHOCTb paboTbl Yepe3 nocnepoBaTenbHbli nopT (Serial port, COM-nopT).
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YMPABJIEHVIE KOMMYTATOPOM

1. 3anyctute PUTTY u BbibepeTe Tun nogkntoveHusa — Serial. B none «Serial line»
yKaxuTe HomMep rnocnegosaTenbHOro nopra, Hanpumep, COM7. 3aTem B none
«Speed» HeobxoaMMO 3apaTb CKOPOCTb Nepeaayun faHHblx (baudrate) — 9600 6uT/c.

ﬁ PuTTY Configuration ? X
Category:
= Session Basic options for your PUTTY session
\ i-Logai
5 Terrsiizllng Specify the destination you want to connect to
- Keyboard Serial line Speed
Bell | com7 9600 I
- Features :
£ Window Connection type:
- Appearance ()ssH (O other: | Telnet i
- Behaviour
~Translation Load, save or delete a stored session
+ Selecti
i Selaction Saved Sessions
- Colours
=1 Connection |
-Data ;
Default Settings Load
~Proxy COM7
=) SSH Save
- Serial
- Telnet
Delet:
-Rlogin eee
SUPDUP
Close window on exit:
(O Aways () Never (®) Only on clean exit

About Help Cancel

PucyHok 1-2. OcHoBHble HacTponkyn PuTTY

2. [Onsa obneryeHHOro NOBTOPHOroO NOAKIYEHNS C Ucnonb3oBaHmem PUuTTY, cneagyet
COXpPaHUTb HACTpoWKK ceccuun. [na atoro Heobxogumo B none «Saved Session»
BBECTW Ha3BaHue ceccum (Hanpumep, Switchl) n HaxaTb KHOMKY «Savey.
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YTMPABJIIEHVE KOMMYTATOPOM

PucyHok 1-3.CoxpaHeHue ceccum B PUTTY

& PuTTY Configuration ? X
Category:
= Session Basic options for your PuTTY session
__Loggng Specify the destinall { to connect t
o Terminal pecify the destination you want to connect to
- Keyboard Serial line Speed
-Bell com? ||9600
- Features
1} Window Connection type:
Appearance ()SSH (@ Serial () Other: |Telnet v
- Behaviour
-~ Translation Load, save or delete a stored session
B Selection Saved Sessions
- Colours
= Connection I Switch1 I
Dala Default Settings
- Proxy Load
[+ SSH e
- Senal ]
Telngt Delete
Rlogin
- SUPDUP
Close window on exit:
(O Aways  ()Never  (®) Only on clean exit
3. Bbibepute coxpaHeHHYI CeCCuio U HaXMUTE Konky «Openy.
% PuTTY Configuration ? X
Category:
-1 Session Basic options for your PuTTY session
_~Loggng Specify the destinat t o connect &
4 Terminal pecify the destination you want to connect to
Keyboard Serial line Speed
- Bel [com7 9600 |
- Features
2 Window Connection type:
- Appearance (O)ssSH (@ Serial () Other: Telnet v
Behaviour
Translation Load, save or delete a stored session
S i
¥ Selection Saved Sessions
- Colours
= Connection | ‘
Data :
& SSH Save
- Serial
- Telnet Delete
Rlogin
SUPDUP
Close window on exit:
(O Aways  ()Never  (®) Onlyon clean exit
About Help Open Cancel

PucyHok 1-4. 3anyck COXxpaHeHHON ceccum
War 3. BbizoB komaHaHoro nHtepderica (CLI) kommyTaTopa.

Bknounte kKoMMyTaTOp M AOXAUTECH MOMHOW 3arpy3ku. MNMocne yero B okHe PUTTY noaatcA
cnepyoLwme coobLeHNs1 — 3TO NONb30BaTENBCKUN PEXUM KOMMYTaTopa.
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YTMPABJIIEHVE KOMMYTATOPOM

&2 COMT - PuTTY - O X
TO-5-UPDOWN: Line

GED: Interface E

PucyHok 1-5. KommyTtaTop 3arpy3uncsa

Haxmute knaBuwy «Enter» n Tenepb MOXHO BBOAWUTb KOMaHAb! yNpaBieHNst KOMMYTaTOPOM.
[eTanbHoe onvcaHne KoMaH, NpUBeAEHO B NOCNeayoLWMX raBax.

1.1.2. In-band ynpaBneHwue.

In-band ynpaBneHve oOTHOCUTCA K YyAanéHHOMY YNpaBfeHUI0 MNocpeacTBOM [0CTyna K
KOMMYTATOPY C UCNOSNb30BaHNEM TakmMx NpoTokonoB Kak Telnet, SSH, HTTP, a Takxe SNMP. B
Tex cnydvasix, Kkorga In-band ynpaeneHue n3-3a M3MEHEHWN, caoenaHHbIX B KOHdurypauum
KoMMmyTatopa, paboTtaeT co cbosMu unu CcTano HeAOCTYNHbIM, ANA  ynpaBieHua U
KOHUIypupoBaHusa KomMMmyTaTopa HeobxoauMmo wucnonb3oBatb Out-band ynpaeneHue
(Console).

1.1.2.1. YnpaBneHue no Telnet

UT06bl ynpaBnsaTb KOMMyTaTOpoM Mo Telnet, 4OMKHbI BLINONHATLCA CreAyowme yCroBus:

1. KommyTaTop AOMXEH nMeTb CKOHGUrypmpoBaHHein IPv4/IPv6-agpec.

2. IP-agpec xocTta (Telnet-knneHT) n VLAN-uHTEpdenc kommyTtatopa, LOMXHbl UMETb
IPv4/IPv6-apgpeca B OGHOM CETMEHTE CeTH.

3. Ecnu BTOpOW NyHKT HE MOXET ObiTb BbINOSIHEH, Telnet-knMeHT AonXeH ObiTb
noaknto4eH K IPv4/IPv6-agpecy kommyTaTopa C ApYrmx yCTPOWCTB, TakKuX Kak
MapLupyTu3aTop.

e KommyTaTop YpoBHSI 2+ MOXET ObITb HACTPOeH ¢ Heckonbkumn IPv4/IPv6-agpecamu,
MeToh, HacCTpOMKM OnucaH B MOCBALWEHHON 3ToMy rnaee. Crnegywwun npumep
npegnosnaraeT COCTOAHME KOMMYyTaTopa Mnocsie NOCTaBKN C 3aBOACKMMUN HAaCTporMKamu,
rae npucytcreyeT Tonbko VLANL.

e [locnepywowue warn onucbiBaloT NoAKM4YeHne Telnet- knueHTa K MHTepdency
VLAN1 kommyTaTopa nocpeactsom Telnet (npumep agpeca IPv4).
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]
H

1/0/1 [MogknyeHune

yepes «nat4y-Kkopa»

PucyHok 1-6. YnpaeneHue kommyTtaTtopom no Telnet

War 1. Hactponka IP-agpecoB pnsa kommyTatopa M 3anyck dyHkuumn Telnet Server Ha

KOMMYyTaTope.

MepBbIM genom naet HacTpoika IP-agpeca xocta. OH fonmkeH ObiTb B TOM Xe CermeHTe
cetn, yto u IP-agpec VLAN1-uHtepcperica kommytatopa. Npegnonoxum, yto IP-agpec
nHtepcenca VLAN1 kommyTaTopa 192.168.0.1/24. Torga IP-appec xocta MOXeET ObITb
192.168.0.2/24. lNMopkniovaeM KOMMYyTaTop K XOCTy ceTeBbiM Kabenem (maT4y-koppg
RJ-45 — RJ-45). C nomoLublo yTUnnTLI ping, BBEAs KoMaHay «ping 192.168.0.2», MOXHO
NPOBEPUTL CBA3HOCTb KOMMYTaTopa C XOCTOM.

Komangpl HacTporikmn IP-agpeca gns umHtepdenca VLAN1 ykasaHbl Huxe. [epen
Hayanom In-band ynpaBneHusn, |IP-agpec KomMMmyTaTopa [OSXEeH ObiTb HACTpPOEeH
nocpeactesom Out-band-ynpaeneHus (4epe3 nopt Console kommyTaTopa). KomaHgpl
KOHOUIypUpoBaHUa criegylowime (aanee cynmtaeTcs, YTO BCe MpuUrnaweHvus pexuma
KOHUIypUpoBaHUA KOMMYyTaTopa HauMHaTCsA Co cnosa «switch», ecnu otaenbHO He
yKasaHo uHoro). ocne Toro, Kak KOMMyTaTop MOSTHOCTbA 3arpy3usncd, OH HaunHaeT
nonck DHCP cepBepa ¢ uenbto nonyyeHus IP-agpeca gna nHtepdgenca VLAN 1. He
Haungs DHCP cepsep, kommyTatop npucBansaet nHtepdency VLAN 1 no ymonyanuio
IP-agpec: 192.168.0.1 255.255.255.0. Ecnu uHTepcency VLAN 1 IP-agpec He Obin
NPUCBOEH, MOXHO €ro BBECTU BPY4HYI0, BBEAS KOMaHAb!:

Switch>enable

Switch#config

Switch(config)#interface vian 1

Switch(Config-if-Vlan1)#ip address 192.168.0.1 255.255.255.0

Mo ymonuaHuio dyHkums Telnet cepBepa Ha kKomMyTaTope BKNo4YeHa. Ecnm no kakum-nu6o
npuymvHam yHkuma Telnet cepepa oTkno4YeHa, To ANga aktueaumm yHkumm Telnet cepsepa
Nnonb30BaTesb AOSTKEH BKITHOUNTL €€ B peXMMe rnobanbHoro KOHMUrypmpoBaHusi, Kak NokasaHo

HUxe:

Switch>enable

Switch#config

Switch(config)# telnet-server enable

LWar 2. 3anyck nporpammel Telnet Client.

Heobxoanmo 3anyctutb Telnet-knueHT B nporpamme «BbinonHuTte» Windows. OTKpbITb OKHO
BBOAA MNporpammbl «BbINONHUTL» MOXHO KomMabuHaumen knaBuw Win+R. Takkxe MOXHO
BOCNOMb30BaTbCcA Nporpammon PUTTY, roe cnegyet ykazaTb IP-agpec kommyTaTopa.

Q
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BrinonHuTs X

= BeeauTte uMa nporpammel, Nanku, L0KYMeHTa WK
pecypca MHTepHeTa, KoTopkle TpebyeTca OTKPLITh.

OTKpbITE: ‘ telnet 192.168.0.1 v

OtmeHa Obzop...

PucyHok 1-7. 3anyck nporpammsl Telnet-knueHTt B Windows

War 3. Mony4nTb OCTYN K KOMMYyTaTOpYy.

[nsa Toro 4yto 6bl NONYYNTb AOCTYN K KOHUrypaumm no npotokony Telnet Heob6xoanmo BBECTH
pocTtoBepHbIi nornH (login) 1 naponb (password). B npotnBHom cnyyae B pgoctyne 6yaet
OTKa3aHo. OTOT MeToA nomoraeT m3bexaTb HeaBTOPM30BAHHOMO MOSyyYeHusa AocTyna. Kak
pesynbTat, Korga Telnet BkMYeH ANA HaCTPOMKM M yrNpaBfieHWs KoMMyTatopa, ums
nonb3oBaTensa (username) M naposb (password) [ns aBTOPU30BAHHbLIX MNOSib30BaTenemn
OOJXeHbl  OblTb  HACTPOEHbl  cnepylwen  KoOMaHOoW: «username <username>
privilege

<privilege> [password (0|7) <password>]». Mo ymonuanuto noruH (login) — admin,
naponb (password) — admin.

[ns nokanbHOM ayTeHTUMNKALMN MOXHO UCNOMNb30BaTb CNEAYHOLLYI0 KOMaHAY:
Switch(config)#authentication line vty login local

[Ona poctyna B NpPYMBENUrepoBaHHbIN PEXMM HeobxoamMmo, 4To Obl Obin 3agaH YpoBEHb
npusunernn 15.

[lonycTM, aBTOpU30BaHHbIV NONb30BaTENb MMEET UMS «test» 1 naponb «test», Toraga KoMaHabl
Ans 3aaHna MMeHU U napons ansa goctyna no Telnet BbirnagaT cnefyrowmm o6pasom:

Switch>enable

Switch#config

Switch(config)#username test privilege 15 password 0 test
Switch(config)#authentication line vty login local

Mocne BBOOA MMeHM WM Napons Ans KOHMUrypMpoBaHMA KOMMYyTatopa C WMCMNOSib30BaHUEM
npoTtokona Telnet, nonb3oBaTenb CMOXET Bbi3BaTb KOMaHAHbIM MHTepdenc CLI HacTporku
kommyTaTopa. KomaHabl, ucnonb3yemble B komaHgHoMm uHTepdpernice Telnet CLI, koTopbie
CT@HOBATCA AOCTYMHbI MOCe BBOAA MMEHU M Napons, Te Xe caMble, YTO U B KOHCOSIbHOM
MHTepdence.
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i Telnet 10.1.128.251 ] X

PucyHok 1-8. MNMopkntoueHne, ncnosnb3ys npotokon Telnet

1.1.2.2. YnpaBneHue ¢ nomMmoubio npotokona HTTP (4yepe3 Be6-uHTEepchenc)

UTtobbl ynpaBnsiTb KOMMYTaATOpPOM u4epe3 Beb-uHTepdeNc [A0nXHbl ObiTb  BbINOSHEHbI
crnepyloLme ycrnoBus:

1. KommyTaTop AOMXEeH UMETb CKOHUrypmpoBaHHbIin IPv4/IPv6-agpec.

2. IP-apgpec xocta (HTTP-knueHT) n VLAN-nHTEphenc kKommyTaTopa, A0SIXHbI UMETb
IPv4/IPv6-agpeca B 0QHOM CErMEHTE CETU.

3. Ecnu BTOpOWM NYHKT HE MOXET ObITb BbINONHEH, HTTP-knNneHT nonxeH 6biTb
noaknto4eH K IPv4/IPv6-agpecy kommyTaTopa C ApYrMx YCTPONCTB, Taknx, Kak
MapLupyTu3aTop.

Kak n B ynpaBneHuM KOMMYTaTOpoM C MOMOLLbI0 npoTokona Telnet, koraa obecneyeHa
CBA3HOCTb KOMMYyTaTopa C XOCTOM (MpOBEpKa OCYLLECTBASIETCA KOMaHOoN ping) u BBOAUTCS
NpaBWsbHbBIN NIOTMH U Naposib, BO3MOXHO MOMYYnUTb AOCTYN K KOMMYTaTOpy Yepes3 NpoTOKOs
HTTP, ucnonb3ysa Beb-uHtepdenc. Huxe onmcaH cnocob HaCTPOMKMU:

LWar 1. Hactpoika IP-agpecoB s kKommyTatopa 1 3anyck pyHkuun HTTP-cepBepa.

O HacTpoiike IP-agpeca koMMyTaTopa C MOMOLLBIO BHEMOIOCHOIO YrNpaBfieHsa CMOTPU rfaBy O
HacTpouke Telnet-ynpaBneHus.

Mo ymonuaHnuto pyHkuma HTTP cepBepa BkntoveHa. Ecnv no kakum-nmbo npuymHam pyHKUms
HTTP cepBepa OTKMO4EHa, To ANs akTuBauumn pyHkumm HTTP cepBepa nonb3oBaTenb JOSMXEH
BKITHOUNTb €€ B peXuMe rnobanbHOro KOHUrypMpoBaHusi, Kak mokKasaHo HUXE:

Switch>enable
Switch#config
Switch(config) -#p http server
Lar 2. 3anyck Beb-uHTepdeiica onsa ynpaBneHnss KOMMyTaTOpoOM Ha XocCTe.

Heobxoanmo oOTKpbiTb Beb-Opay3ep Ha xocte u BBecTu |P-agpec KommyTaTopa wnm
HenocpeacTBeHHO 3anyctuTb HTTP-npoTokon B nporpamme «BbinonHnte» Windows. OTKpbITh
OKHO BBOAA Nporpammbl «BbINONHUTE» MOXHO KompabuHauuen knasuw Win+R. K npumepy,
IP-appec kommyTaTopa «192.168.0.1».
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YMNPABJIEHVME KOMMYTATOPOM W
BLINOAHWUTL X
— BBG,[LMTE WMA NporpamMmel, Nankyu, A0KyMeHTa uian
pecypca WHTepHeta, koTopble Tpebyertca oTkpbITs.
OTKpbITS: | http://192.168.0.1| v

OtmeHa 0bzop...

PucyHok 1-9. 3anyck HTTP-npoTokona

Mpu o6paweHnn kommyTaTopa ¢ IPv6-agpeca pekomeHayeTcs ncrnonb3osatb 6pay3ep Firefox.
Hanpumep, ecnn agpec kommyTtatopa 3ffe:506:1:2::3. Beegute agpec IPv6-kommyTaTopa http://
[3ffe: 506:1:2:: 3], agpec 06a3aTenbHO [ONMXKEH ObITb 3aKN0YeH B KBagpaTHbIE CKOOKM.

LWar 3. MNonyyeHune goctyna kK KOMMyTaTopy.

Ons Toro 4tobbl Mony4nTb AOCTYN KOHGUrypauum € ucnonb3oBaHMeM Beb-uHTepdenca,
Heob6x0AMMO BBECTU AOCTOBEPHbIN NorvH (login) n naponb (password), B NPOTUBHOM crny4vae
O6yneTt oTKasaHo B foCTyne. ATOT MeToa, noMoraeT nsbexatb HeaBTOpu3oBaHHOro gocryna. Kak
pesynbTat, Korga HTTP cepBep BK/OYEH ANS HAaCTPOWKU U ynpaBneHus KoMmmyTtaTopa, MMs
nonb3oBaTensa (username) M naponb (password) AN aBTOPM30BaHHLIX MOJfib30BaTENEN
OOJIXHbI ObITb HACTPOEHbI CeayoLLen KOMaHAON:

username <username> privilege <privilege> [password (0|7) <password>].
[na nokanbHOW ayTeHTUUKALUM MOXHO MCMOSb30BaThb CreAyoLLY0 KOMaHAYy:
authentication line web login local.

[ns poctyna B NpuUBENUrepoBaHHbI PexXmMm HeobxoaumMo 3afaTb YpoBeHb npusunernin 15.
Lonyctnm, aBTOpn30BaHHbIA NOMb30BaTeNb UMeeT MMma «admin» 1 naponb «adminy, Torga
npoueaypa HacTpPOrKK, crnefyoLlas:

Switch>enable

Switch#config

Switch(config)#username admin privilege 15 password 0 admin
Switch(config)#authentication line web login local

Beb6-uHTepdeic cTpaHnubl BBoAa YY4ETHbIX AaHHbIX BbIFMSANUT Creaylowmm 06pa3om:
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QQIECH _ WEB Interface

QTECH switches series

QSW-4530-30F-AC-AC

Copyright (C) 2024 by QTECH LLC
http:/ /www.qtech.ru/

Mocne BBOAA KOPPEKTHbIX y‘-IéTHbIX AaHHbIX, Bbl MONagaeTe B rnaBHOE MEHI0 Be6-MHTepq)el7|ca,
KaK 3TO NMOKa3aHO HMXe:

P e it
@arecn = o

System IP address: 197 1687 10 Current system time: Mo Jol 1 00-05:01 2024 System description: QSW-4530.30F.AC-DC | Exit

152 1682 20
23 Qsw-4530-30F-ac-ac | eI A9 1682 2

Switch basic configuratiol
Module management Device: QSW-4530-30F-AC-AC, sysLocation: Russia, Moscow, Ryabinovaya st, 26 bid 2.
Port configuration cPU MAC 00-1f-ce-45-30-31
MA i i VLAN MAC 00-1f-ce-45-30-30
C address table confiq | Sotrware package version 8.2.3.345
VLAN configuration BootRom Version 2011.12.11
IGMP Snooping configury| | Hardware version H/a
CPLD Version  N/A
MLD Snooping configurall Serial No.:N/A
Time Range configuratioy | Last reboot was cold reset.
acL uptime is 0 waeks, 0 days, 0 hours, § minutes

1P¥6 ACL configuration
AM configuration
Port channel configuratiol
DHCP configuration
DHCP Snaoping configur
SNTP configuration
NP configuration
QoS configuration
L3 forward configuration
Route configuration
1P¥6 Route configuration
Multicast protacal confige
1Pw5 Multicast protocol cf
VRRP configuration
Spanning-tree configurat
MRPP configuration
ULPP configuration
ULSM configuration
Authentication configurat
DOS attack protection cd
sFlow configuration
1Pu security ra configur)
“Device log message

1.1.2.3. YnpaBneHue KOMMyTaTOpOM 4yepe3 ceTeBoe yrnpasneHme SNMP

Heobxoanmble TpeboBaHus:

1. KommyTaTop JOKEH MMETb CKOH(UIypupoBaHHbIn IPv4/IPv6-appec.

2. IP-appec xocta (HTTP-knueHT) n VLAN-uHTepenc kommytatopa, AOSIKHbI UMETb
IPv4/IPv6-agpeca B OQHOM CerMeHTe ceTu.

3. Ecnuv BTOpON NyHKT HE MOXET ObiTb BbINONIHEH, HTTP-KNUEHT A0MXEH ObiTb
nogkntoyeH K IPv4/IPv6-agpecy kommyTaTopa C ApYrux yCTPONCTB, TakKux Kak
MapLupyT13aTop.

XocT ¢ nporpamMmmMHbIM o6ecneyeHnem SNMP gnsa ynpaBneHus ceTblo ONTXEH UMETb CBA3HOCTb
C KOMMYTaToOpoM Tak, 4YTo6bl Npu pabote nporpammHoro obecneyeHna SNMP, oHo 6bino
OOCTYMHO ANA OCYLUECTBIIEHMA Onepaunui YTeHusa/3anmcyn Ha Hem. MNoapobHOCTM O TOM, Kak
HacTpouTb yrnpaBreHne kommytaTtopoM vepe3 SNMP, 6yayT onucaHbl B rnaeBe «HacTtpovika
SNMP».
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1.2. CLI-nHTepcpenc

KommyTaTop obecneumBaeT Tpu uHTepdenca ynpasnenuns ana nonb3osatena: CLI-uHtepdenc
(Command Line |Interface), BebG-uHTEpPENC, CETEBOE YyNpaBfieHne MporpaMMHbIM
o6ecneyeHnem SNMP. Mbl no3Hakommm Bac ¢ CLI n BebG-uHTepdpencom, a Takxe C ux
KoHgurypauusmmn B aetansax. SNMP 6ypet paccmaTtpuBatbca B rnaBe «Hactporika SNMP».
CLI-nHTepdenc 3Hakom 60nbLUMHCTBY Nonb3oBaTenen. Kak ynoMsiHyTo Bbile, Npu yrnpaBneHnm
Nno He3aBUCUMbIM KaHanam cBA3n 1 Telnet-ynpasneHne KOMMyTaTOPOM OCYLLECTBAETCA Yepe3
UHTepdenc komaHaHon cTpoku (CLI).

CLI-nHtepcenc noppepxuBaeT obonouyky Shell, kotopas coctout nM3 Habopa KomaHA
KOHcpurypaumm. 3T KOMaHAbl OTHOCATCA K pa3HbIM KaTeropusM B COOTBETCTBUM C WX
hyHKUMAMN B KOHUrypaLmm kommyTaTopa. Kaxaas kateropus npeacraBnsieT CBOW, OTIINYHbIN
OT BCEX, PEXMUM KOHUrypaLmun.

BoamoxHocTu Shell ans KOMMyTaToOpoOB ONUCaHbI HUXE:
®  pEexuM HaCTPOMKMY;
e  HaCTpoWKa CMHTaKcuca;
e  ropAepxXka codeTaHusa KnasuL;
e  CrMpaBka;
e MpoBepKa BBOAA;
e noagepxka A3blk HeyeTkou noruku (Fuzzy math).

1.2.1. PeXXum HacTpoOMuKu

[ Moan3omarenscxmit |
PeEnM
(User Mode)

Pe:xmm
aTMIHHCTpaTopa
(Admin Mode)

y ™

Pe:xny riofaasHoOT

KOH(UTYPHPOBAHHA
(Global Mode)

L ’

)
)
|
]_
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PucyHok 1-10. Pexumbl HacTporiku Shell
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1.2.1.1. Pexxum nonb3oBaTens

Mpu BXxoAe B KOMaHHy CTPOKY B MepBY0 oyepedpb NoSib30BaTelNb OKa3biBaeTCA B pexume
nonb3oBaTtensa. Ecnv oH BXOAUT B KayecTBe OObIYHOrO Mofib30BaTernis, KOTOpbIA CTOUT MO
yMOn4aHuio, Toraa B CTpoke oTobpaxaeTtca «Switch>», rae cuMBON «>» ABNAETCA 3anpocoM
AnA  pexuma nonb3oBaTena. Korga komaHAoa BbiIXxofa 3anyckaeTca Mof  PexvMmom
aAMUHUCTpaTopa, OHa ByAeT TakxXe BO3BpallleHa B peXuM nonb3oBaTtens.

B pexunmMme nonb3oBaTend, bes3 AONOJTHNTENbHbLIX HACTPOEK, NOoJib30BaTENO AOCTYMHbI TOJIbKO
3anpocsl, HanpnmMmep, BpemMAa Unn VIHCbOpMaLI,MFI O BeEpCuMnM KOMMyTaTopa.

1.2.1.2. Pexxum agMMHUCTpaTOpa

Ona Toro 4ytobbl Nonactb B pexum AgMuHucTpaTtopa (NPYMBUAErMPOBaHHbLIN) CyLleCcTByeT
HEeCKONbKO Cnocob0oB: BXoZ, C MCNOSIb30BaAHMEM B Ka4yeCcTBe UMeHM nonb3osaTtensd «Adminy»; BBOA,
KoMaHAbl «enable» n3 HenpuBuNernpoBaHHOro (MonbL30BaTENbLCKOro) MHTepdenca, Npyu 3TomM
Heob6xoavmo ByaeT BBECTV Naponb aaMmnHUCcTpaTopa (ecnu yctaHosneH). MNpu paboTe B pexnme
agMyHUCTpaTopa npurnaweHne KOMaHZHOM CTPOKM KOMMyTaTopa OyaeT BbIrnagerb Kak
«Switch#». KommyTaTop Takxe nogaepxusaeT KomouHauumto knasmw «Ctrl + Zy», 4To no3sonsaet
NPOCTbIM CMNOCOO0OM BbINTU B pEXMM aAMUHMUCTPaTopa 13 noboro pexuma KoHdgurypauum (3a
NCKMOYEHNEM NoSb30BaTENbCKOro).

MNpu paboTe c npuBunernsMyn agMMHUCTpaTopa Monb30BaTeNb MOXET AaBaTb KOMaHAbl Ha
BblBOJ, KOH(UIypaumoHHON WH(OpPMauUmMU, COCTOSSHUM COEAMHEHUA U CTaTUCTUYECKOW
nHcopmaumn 060 Bcex noptax. Takxe Nonb3oBaTeNb MOXET NEPENTUN B PEXMM r106ansHOro
KOH(UrypupoBaHns 1 U3MeHWUTb Jobylo YacTb KOHdUrypaumm KommyTaTtopa. [loatomy,
onpepeneHve nNapons Ans Aoctyna K NpuBMIErMpoBaHHOMY pexnmy fBnseTca oba3aTenbHbIM
ANns  npefoTBpalleHnss HeaBTOPU30BaHHOINO AOCTyrna W 3NOHaMepPeHHOro  U3MeHeHUs
KOHpurypaumm kommyTaTtopa.

1.2.1.3. Pexxnm rno6anbHOro KOHUrypmpoBaHus.

Habepute komaHpy «Switch#config» B pexunme agmuHucTpaTopa Ana Toro, 4Tobbl BONTM B
pexum rnobanbHOro KoHUrypupoBaHusi. icnonb3ynte KOMaHAy BbiXOAa B COOTBETCTBUM C
OPYrMMu pexmmMmamMmmn KOHUrypauum, Takumm, Kak pexum KoHdurypauum nopta, VLAN-pexum,
BEPHYTCA B peXuM rnobanbHoro KoHurypvpoBaHus. [Monb3oBaTenb MOXET BbINOSHATD
rnobanbHble HaCTPOWKW KOHUrypauum B 3TOM pexume, Takne Kak HacTpomka Ttabnuy,
MAC-agpecoB, 3epkanMpoBaHue noptos, co3ganne VLAN, 3anyck IGMP Snooping n STP, u . 4.
Takxe nonb3oBaTeslb MOXET BONTU B PEXUM KOH(PUIYPUPOBaAHUA nopTa AfnA HAaCTPOMKN BCEX
NMHTepdencos.

1.2.1.3.1. Pexnm KoHcurypupoBaHus nHrepdenca

Ncnonb3oBaHue KomaHapl uHTEpdENica B pexmnme rnobanbHoro KoHMUrypupoBaHusi No3BonseT
BXOAUTb B PEXMM KOHDUIYPUPOBaHNA yKa3saHHOro nHTepdenca. Kommytatop nogaepxmsaet
Tpu Tvna uHtepdencos: 1. VLAN; 2. Ethernet-nopt; 3. lNopT-kaHan, cCOOTBETCTBYOWMUIA TPEM
pexunmam KoHdburypauum nitepdenca.

25

® §) QTECH

MWP OOCTYNMHEE



PykoBopacTtBo nonb3oeatens cepua QSW-4530F

YMNPABITEHVME KOMMYTATOPOM " www.gtechru |
Tun KomaHaa JdencrtBue KomaHAabl Bbixop
UHTepdpenca
VLAN Habepute  komaHgy | HacTtponka IP-agpecoB | Vicnonb3yiiTe koMmaHay

interface vlan | kommyTaTopa u T.A4. exit ona Bo3BpalLeHus
<1-4094> B pexume B pexum rnobanbHoro
rno6asnbHoro KOHpMrypupoBaHus
KOHcp1rypupoBaHus

(ans BX0Aa B

HaCTPOMKK

nHTepdenca

HeobXxoaMMo Hanuune

CO3aHHOro vlan

<vlan-id>)

Ethernet-nopt Habepute kKomaHay | Pexum Wcnonb3ynte komaHay
interface ethernet | KoH(purypuposaHus exit Ans Bo3BpalleHus
<interface name> B | nopTa B PeXuM rnobanbHoro
pexume rnobansHoro KOHhMrypupoBaHus
KOH(p1rypupoBsaHus

MopT-KaHan Habepute  kKomaHgy | Pexum Wcnonb3ynte komaHay
interface port-channel | KoHdWrypmpoBaHus exit ona Bo3BpalleHmns
<port-channel- nopT-kKaHana B PeXuM rnobanbHoro
number> B pexume KOH(UrypupoBaHunsa
rno6anbHoro
KOHp1rypuposaHunsa
(ans BXoAa B
HaCTPOLWKK
nHTepdenca
HeobxoaMmMo Hanudue
CO3[aHHOro port-
group <port-group
interface number>

1.2.1.3.2. Pexxum VLAN

Mcnonb3oBaHMe komaHabl vilan <vlan-id> B pexume rnobanbHoro KoHUrypupoBaHus
nomMoraeT co3gaTtb U BOMTM B COOTBETCTBYOLWMIA pexnm KoHdurypmposaHuss VLAN. B atom
pexume agMMHUCTPaATOP MOXET HacTpamBaTb BCE MOPTbl NOSb30BaTENeNn COOTBETCTBYHOLLENO
VLAN. BbinonHuTe KomaHay Bbixoda, YToObl BbIiTM U3 pexuma VLAN B pexum rnobanbHoro
KOHpUrypupoBaHus.

1.2.1.3.3. Pexxum DHCP Address Pool

Beeante komangy ip dhcp pool <name> B pexume rnobanbHOro KOHUrypupoBaHus Ons
Bxoaa B pexum DHCP Address Pool. MNMpurnawexne atoro pexuma «Switch(Config-<name>-
dhcp)#». B atom pexume npoucxogut KoHdpurypmposaHne DHCP Address Pool. BeinonHute
KOMaHpAy Bbixofa, YTobbl BbINTU U3 pexumMa KoHpurypuposaHma DHCP Address Pool B pexum
rno6anbHOro KOHMUrypnpoBaHUs.
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1.2.1.3.4. ACL-pexum

Tun ACL KomaHpa Dencreue komaHabl Bbixoa
CraHpapTHbIN Habepute komaHay ip | Hactporika VMcnonb3ynte
pexum IP ACL access-list B pexume | napameTpoB Ana | komaHgy exit pgnq
rno6anbHoro CTaHOAPTHOIO pexuma | Bo3BpalleHUs B
KOHGUrypupoBaHus IP ACL pexum rnobanbHoOro
KOHUrypupoBaHusa
PaclumnpeHHbIn Habepute komaHay ip = Hactporika Wcnonb3ynte
pexum IP ACL access-list extended B | napametpos Ona | komaHgy exit pgnq
pexume rnobanbHOro | paclUMpeHHOro pexvma | Bo3BpaLleHus B
KOHpMrypupoBsaHus IP ACL pexuMm  rnobanbHoro
KOHUrypupoBaHus

1.2.2. HacTpounka CMHTaKcuca

KommyTaTtop pasnuyaer MHOXECTBO KOMaHZA KOHdurypaumu. HecmoTpa Ha TO, 4TO BCe
KOMaHAbl pasHble, Heobxoaumo cobnipaTb CUHTAKCUC MX Hanucauus. O6bwun dopmat
KOMaHAbl KOMMyTaTopa NPUBEAEH HUXE:

cmdtxt <variable> Denum1 | ... | enumN} [option1 | ... | optionN]

PacwundpoBska: cmdixt XMpHbIM LLPUPTOM YKa3bIiBaeT Ha KIl0YEBOE CITOBO KOMaHAb!;

<variable> yka3blBaeT Ha uamMeHdembin napameTp; {enuml | ... | enumN} o3HauvaeT
oba3aTenbHbI NapameTp, KOTOpbI AOMXeH ObiTb BblibpaH uU3 Habopa napameTpoB
enum1~enumN, a B kKBagpaTHble CkKoOb6ku «[]»[option1 | ... | optionN] 3akntouatoT

HeobA3aTenbHbIN NapameTp. B aToM cnyyae B KOMaHAHOW CTPOKE MOXET ObITb KOMOUHaUUS
"<>" "1 m ], Hanpumep: [<variable>], {enuml <variable>| enum2}, [optionl [option2]], n Tak
nanee.

BoT npumepbl HEKOTOPbIX aKTyasbHbIX KOMaHA, KOHUIypaLmu:

show version, napameTpbl He TpebyeTcA. JTO KOMaHAa, COCToALlas TONbKO U3
KIH0Y€eBbIX CroB 1 6e3 napameTpoB;

vlan <vlan-id>, Heobxooum BBOA 3HAYE€HUA NapamMeTpoB Noce K4eBoro Crosa.

firewall Denable | disable}, aToin KomaHOol nonb3oBaTenb MOXET BKYUTb UM
BbIKIOYNTL GpaHaMayap, cnegyeT NuLlb BbIbpaTb HYXHbIN NapameTp.

snmp-server community Dro | rw} <string>, HUXe npuBeAeHbl BO3MOXHble
BapuaHThbI:

snmp-server community ro public

snmp-server community rw private

1.2.3. CoyeTaHusa KnaBuLl

KommyTaTop nopaepxvBaeT MHOXECTBO COYEeTaHMM Knasuw Ana obneryeHnss BBoOAA
KOHMrypauum nons3osaTenem. Ecnm komaHgHas CTpoka He Npu3HaeT HaxaTus BBEPX U BHU3,
10 Ctrl + P u Ctrl + N moryT 6bITb CNONb30BaHbl BMECTO HUX.
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Knasuwa (1)

PyHKUMA

Back Space

YaanuTb cMMBO Nepeq KypcopoM. Kypcop nepemellaeTcs Hasag,

Beepx «1»

MNMoka3aTb npeaplayllyo BBeAEHHY0 komaHay. OToGpaxeHue [0 AecsATu
HeaBHO HabpaHHbIX KOMaHA,

BHU3 «|»

Moka3aTb cnenyoLLyto BBeAEHHYI0 komaHay. [py ncnonb30BaHUM KnasuLmv
BBEPX «71», Bbl MOfly4aeTe paHee BBEIeHHbIE KOMaH b, NPy UCNOMb30BaHUN
KNaBuLLIM BHU3 «|», Bbl BO3BPALLAETECh K CrefyloLLeil KomaHae

BneBo ««»

Kypcop nepemelaeTtcs Ha oauH Bbl MoxeTe MCMonb30BaTh KiaBULLK
CUMBOI BNEBO BMIEBO «<» W BMNpaBo «—» Ans

BnpaBo «—»

N3MeHeHna BBeJeHHbIX KOMaH

Kypcop nepemeliaetca Ha OAWH
CMMBOJ1 BNpaBo

Ctrl +p Takas Xe, Kak 1 y KnasuLLmn BBEpX «1»

Ctrl +n Takas xe, Kak 1 y KnasuLuu BHU3 « | »

Ctrl +b Takad xe, Kak U y KnaBuLLIKN BIIEBO «<«—»

Ctrl +f Takad xe, Kak U y KnaBuLn BNpaBo «—»

Ctrl +z BepHyTbcs B Pexum agmMumHucTpaTopa HENMOCPEACTBEHHO W3  OpPYrux
PEXMMOB HAaCTPOMKM (32 MCKITHOYEHNEM MOJIb30BATENIbCKOr0 peXmnma)

Ctrl +c OcTtaHoBKa HenpepbIBHbIX MPOLIECCOB KOMaHA, Takux Kak ping v T.A4.

Ctrl +a lMNepemelleHme Kypcopa B Ha4arsno CTPoKu

Ctrl +e lMNepemeLeHne Kypcopa B KOHeL, CTPOKM

Tab B npouecce BBOoga KomaHabl Tab MoxeT ObiTb MCNONb30BaH Ans ee

3aBepLLEHMS1, ECNIN HET OLLIMOOK

1.2.4. CnpaBKa

CyuwiecTBytoT ABa crnocoba nony4nTb AOCTYN K cnpaBoYHon uHdopmaumn: KomaHgamu «help»

n«?».
HDoctyn Kk MWcnonb3oBaHue n yHKLUN
cnpaBke
Help BbIBOL, KpaTKOro onmucaHusa cnpaBoYHON CUCTEMbI UHTEpripeTaTopa KoMaH[,
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Hoctyn Kk MWcnonb3oBaHue U pyHKLUU

cnpaBke

«?M [ns nony4eHna onucaHna BCeX AOCTYMHbIX KOMaHA, B LaHHOM pexnme

«?M Beegute "?" nocne komaHApl. Ecnu no3uuusa aomxHa 6bITb ¢ NapamMeTpoMm,
onucaHue 3Toro napameTpa Tvna, macwraba u 1.4., 6yayT otobpaxeHsbl, ecnu
no3umumna [oSfXHa ObiTb KoYeBbIM CrOBOM, TO ByaeT otobpaxeH Habop
KMIOYEBbLIX CMOB C KpPaTKMM OMUCaHMEM, €CNU BbIWfo "<cr>", TO KOMaHAaa
BBeAEeHa NOMHOCTbI0, HaXMUTe Knasuwy Enter, 4To6bl BbINONHUTL KOMaHAY

«?M Ecnu nocne BBoAa KOMaHAbl UM YacTU KOMaHAbl BBECTU «?», TO KOMMYTaTOp
Bbl4ACT BapuaHTbl MPOAOSIXEHNA KOMaHAbl C KpAaTKUM ONMUCaAHUEM.
Mpumep:
Switch#show mac-?
mac-address Mac address information
mac-address-table Mac address table commands
mac-authentication-bypass Show MAC authentication bypass feature
information
mac-notification MAC address information notification message
transmit
mac-vlan Mac vlan

1.2.5. NpoBepka BBOAA

1.2.5.1. OTobpaxaemasn nHcpopmauma: ycnewwHoe BbinonHeHue (successfull)

Bce komaHAabl, BBOAMMbIE Yepe3 KnaBuaTypy, MpoXogaT npoBepKy cuHTakcuca B Shell. Huuero
He Oyger oTobOpaxaTbCs, ecnu nonb3oBaTeflb BBEN MNpaBWibHble KOMaHAbl Mpu
COOTBETCTBYIOLUUX PEXMMAX N YTO MPUBESIO K UX YCNELUHOMY BbINOSIHEHMIO.

1.2.5.2. OTo6paxaemas nHcpopmauma: owmbo4HbIN BBOA (error)

OTtoGpaxaemoe OCHOBHbIX  [losicHeHue
COoOOLeHUn omnboK

Unrecognized command BBeneHHOM KOMaHAbl He CyWecTBYeT WM ecTb
ownbka B napameTpe MacwTaba, TuUnNa WK
¢dopmaTa

% Ambiguous command [ocTynHO MO KpawHen mepe [Be WHTepnpeTaumu

CMbICa Ha OCHOBe BBEIEHHOIO TeKCTa

% Incomplete command KomaHpa BBefieHa He MonHOCTbLIo
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OTtobpaxaemoe
coo06LeHMn ownbokK

OCHOBHBbIX

MosicHeHue

% Invalid input detected at ' marker.

KomaHga He cyuiecrtsyetr win He rnpuMeHnma B
AaHHOM pexunmMme

% Unrecognized command

KomaHgaa He pacrnosHaHa

Invalid command or parameter

KomaHnpa cyuwectByeT (npusHaeTcs),
HenpaBWsbHbIN NapamMeTp

HO 3aAaH

This command is not existing in current
mode

KomaHnpa cyulectByeT (Npu3HaeTcd), HO HEe MOXeT
ObITb CNONb30BaHa B JA@HHOM pexume

of command line!

Please configure precursor command KomaHpaa cywecTtsyet (npusHaeTcs), HO
"*»at first! OTCYTCTBYET yCNoBUe KOMaHAbl
syntax error: missing " before the end/ Owunbka  CUHTaAKCUCa:  KaBblMKM  HE  MOryT

ncnoJsib30BaTbCA B nape

1.2.6. Nopaepxkka A3blka He4YeTKoun norukum (Fuzzy math)

Shell Ha KOMMYyTaTOpe MMEeET NOAAEPXKY A3blka HEYETKOW NIOTUKM B MOUCKE KOMAHZ, U KI0YEBbIX
cnoB. Shell 6yaeT pacno3HaBaTb KOMaHAbI U KNOYEBbIE CIOBA B TOM Clyyae, ecnv BBeeHHas
CTPOKa He BbI3blIBAET HUKAKNX KOHIIMKTOB.

Hanpumep:

1. KomaHga «show interface ethernet status», 6ynet paboTtatb gaxe B TOM cry4ae,
ecnu HabpaTb «sh in ethernet status».

2. OpHako, npu Habope komaHgbl «show running-config» kak «show r» cucrema
coobwmt «%Ambiguous command», T.K. Shell 6yget He B COCTOsSHUM OnpenenuTb,
4yTO Mmenocb BBMAy «show radius» nnn «show running-config». Takum obpasom, Shell
CMOXET NpaBuITbHO pacno3HaTb KOMaHAy TONbKO ecnu 6yaeT HabpaHo «sh ruy.
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2. OCHOBHbIE HACTPOMKU KOMMYTATOPA

2.1. OCHOBHbIE HAaCTPOUKU

OCHOBHblE HACTpOWKM KOMMyTaTopa BKIOYalOT B cebs KomMaHabl Ans BXoda W Bbixoda M3
pexvMa agMUHUCTpaTopa, KOMaHAbl AN BXOA4A M BbIXOAA U3 pexuma KOoHdurypuposaHus
nHTepdenca, AN HACTPOMKM U OTOOpaxeHWss BpeMEHM B KOMMYyTatope, OToGpaxeHus
nHpOopMaLuM 0 BEPCUN CUCTEMbI KOMMYyTaTopa 1 Tak garnee.

KomaHpa

MosicHeHue

OObIYHbIV NONb30BaTENbLCKUN peXMM/Pexxnm agMMHUCTpaTopa

Enable [<1-15>] disable

MNMonb3oBaTenb ucnonb3yeT KomaHAy enable gnsa Toro, 4TO6bLI
BOWTM B peXum agMuHuctpaTopa. A komaHgy disable ans Beixoga
N3 Hero

Pexum agmuHucTpaTopa

config [terminal]

Bxoaut B pexum rnobanbHOro KOHMUrypMpoBaHus U3 pexuma
agMuHUCTpaTopa

PasnunyHble pexumbl

exit

Bbixo4 M3 TeKywero pexuma v BXOA B NPeablayLuni pexum,
Hanpumep, eCnun NPUMEHNTb 3Ty KOMaHAy B pexume rnobansHoro
KOH(MrypupoBaHms, TO OHa BEpPHET Bac B pPEXUM
agMyHUCTpaTopa, ecnu HabpaTb ewe pa3 (YXe Haxoascb B
pexnmMme agMUHUCTpaTopa), TO nonageTe B MOJfIb30BaTENbCKUNM
pexmm

show privilege

lMoka3sbiBaeT npusunernn gna onpegeneHHblX nonb3oBaTenemn

PaclumpeHHbIN NoNb30oBaTeNbCKUn pexum/Pexxum agMMHUCTpaTopa

end

Bbixo4, M3 TeKkywero pexumMa W BO3BpPALlEHME B pPexum
aAMUHMCTPaTopa, TONbKO KOraa nonb3oBaTeslb HaXxoAWuTCA He B
Nonb30BaTeNIbCKOM/afiMUHUCTPATOPCKOM pexmnmax

Pexum agMmmHuctpatopa

clock set <HH:MM:SS>
[YYYY.MM.DD]

YcTaHoBKa oathl BpeMEHU

show version

OTob6paxeHune Bepcumn komMmyTaTopa

set default

BoaBpallaeT 3aBocCKME HACTPONKK
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KomaHpa MNMosicHeHune
write CoxpaHseT TekyLLyto KoHdurypaumio Ha donell-namaTb
reload Mepesarpy3ka koMMyTaTopa
show cpu usage lMoka3biBaeT cTeneHb NCNonb30BaHNsA NpoLeccopa
show cpu utilization lMoka3sbiBaeT MHOPMaLMIO O UCMONBb30BaHNM NpoLEeccopa
show memory usage lMokasbiBaeT cTeneHb NCNob30BaHNA NaMATH
Pexxum rmobanbHoro koHcpurypumpoBaHusa
banner motd <LINE> Hactponka coobueHns npu yCreLHon aBTOpmn3aum
no banner motd nonb3oBaTtena 4epe3 Telnet unM KOHCONbHOE COEOMHEHME.
KomaHpa «no»  ypansetr  coobuleHne  oTobpaxaemonm
HpopmaLmm

2.2. YnpaBneHue Telnet
2.2.1. Telnet

2.2.1.1. BBepeHue B Telnet

Telnet — 3T0 NpOCTON NPOTOKON yAaneHHoro 4octyna Ana ANCTaHUMOHHOMo BXxoAa. Vicnonb3ys
Telnet, nonb3oBaTenb MOXeET AUCTAaHLMOHHO BONTU Ha XOCT UCMNonb3ys ero IP-agpec nnm nms.
Telnet MoXeT nocbiNaTe HaxaTus KnaBuL yAaneHHOMY XOCTY U BbIBOOUTb OAHHbIE Ha 3KpaH
nonb3oBaTensa ucnonb3ysa npotokon TCP. 3To Npo3payHas npouenypa, Tak Kak KaxeTtcs To,
4YTO NoNb30BaTeNbCKNE KNnaBnaTtypa u MOHUTOP MOAKIOYEHbI K yAAaNeHHOMY Y31y Hanpsamyio.
Telnet ucnomnb3yeT KWEHT-CEPBEPHLIA PEXUM, JfloKanbHas cucTema BbICTynaeT B ponuv
Telnet-knneHTa, a yaaneHHbIn XocT — Telnet-cepBepa. Kommytatop MOXeT ObiTb, Kak
Telnet-cepBepoMm, Tak u Telnet-knueHToMm.

Korga kKommyTaTtop ucnosnb3yetca Kak Telnet-cepBep, nonb3oBaTeslb MOXET MCMNOSb30BaTb
Telnet-knneHTckne nporpammebl, BkMoyeHHble B OC Windows unu gpyrne onepaumoHHble
CUCTEMbl ONA BXOAA B KOMMYTaToOp, KakK OMWCaHO paHee B pasfene «yrnpasneHue no
He3aBUCUMbIM KaHanam cBa3ny». Kak Telnet-cepsep KoMMyTaTop MO3BOMSET A0 5 KNMeHTam
Telnet-nogknioyeHne ncnonb3ys npotokon TCP.

Takxe kommyTaTop pabotas kak Telnet-knueHT, no3BonseT Nofb30BaTeENO BOUTU B Apyrue
yaaneHHble xocTbl. KommyTaTtop MoxeT yctaHoBuTb TCP-nogknioyeHne TOfbKO K OAHOMY
yAaneHHomy xocTy. Ecnm nosiButca Heo6xoaMMOCTb COEANHEHMSA C OPYTMM YAANEHHBIM XOCTOM,
Tekywme coeamHenns TCP gonxXHbl ObITb pa3opBaHbl.

2.2.1.2. KomaHabl KoHtUurypupoBaHnus Telnet

1. Hactponka Telnet-cepepa.
2. Wcnonb3osaHue Telnet ana yaaneHHoro ocTtyna K KoMmmyTaTopy.
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1. Hactponika Telnet-cepepa.

KomaHpa

OnucaHue

PexuM rnob6ansHoro KOoHUrypupoBaHus

telnet-server enable

no telnet-server enable

AkTnBMpyeT dyHKuUMIo Telnet-cepeepa Ha
KOMMyTaTope, KomaHpaa «no»
OeaKTUBMpyeT 3Ty OYHKLMIO

username <user-name> [privilege <privilege>]

[password [0 | 7] <password>]
no username <username>

HactpanBaeTr umMs nonb3oBatena w
naponb Ans goctyna no Telnet. KomaHga
«NO» yAanseT [AaHHble aBTOpU3auun
BbIGpaHHOro nosb3oBaTens

no authentication securityipvé <ipv6-addr>

authentication securityip <ip-addr> HactpavBaeTt 6e3o0nacHOCTb

no authentication securityip <ip-addr> IP-appecos Ans BXoAa Ha KOMMYTaTop no
Telnet: KOMaHaa «No» OTMEHSsIeT
npeablayLLyo KomaHay

authentication securityipvé <ipv6-addr> HactpavBaeTt 6e30nacHOCTb

IPv6-agpecoB ons Bxoga Ha KOMMyTaTop

std>|<name>}
no authentication ipv6 access-class

no Telnet: KomaHoa «no» OTMEHSET
npeabiayLyo KoMaHay
authentication ip access-class {<num- | Cea3biBaeT cTaHpgapTHein IP ACL c
std>|<name>} Telnet/SSH/WEB; KomMaHAaa «Noy
no authentication ip access-class OTMEHAET NPEABIAYLLYIO KOMaHAy
authentication  ipv6  access-class  {<num- | Cesa3biBaeT IPv6 ACL c Telnet/SSH/Beb;

KOMaHAa «no» OTMeHsieT NpeablayLlyto
KoMaHay

authentication line {console | vty | web} login
{local | radius | tacacs}
no authentication line {console | vty | web} login

HacTponka pexnma ayTeHTudmnkaumm onsi
nogknveHMsa no npotokony Telnet,
KOHCOJSIbHOrO MOAKJIIOYEHUSA N C NOMOLLbIO
npotokona HTTP.

KomaHnfa «no» yaanaeTt komaHay

authentication enable {console | vty| web}
no authentication enable

HacTpoika BKIHOYEHNA CMUCKOB METOA0B
ayTeHTUpUKaumn.

KomaHaa «no» OTMeHsieT npuMeHeHune
MEeTO[0B ayTeHTuduKaumm

authorization line {console | vty | web} exec {local
| radius | tacacs}

no authorization line {console | web | web} exec

HacTponka pexuma aBTopu3auuu.

KomaHpa
aBTopu3auun

«no» OTMEeHAeT pexmm
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KomaHpa

OnucaHue

accounting line {console | vty} command <1- 15>
{start-stop | stop-only | none} tacacs

no accounting line {console | vty} command
<1-15>

HacTtpoiika cnvcka MeTonoB y4yeTa.

KomaHaa «no» yganseT Crnucku MeToaa
yyeTa

Pexnm agmmHucTpatopa

terminal monitor

terminal no monitor

OTobpaxeHne oTNago4YHON MHopMaLmn
Ona BxoAda Ha KommyTtaTop yepes Telnet-
kKnueHT; KomaHpa «no»  OTKM4YaeT
oTobpaxeHne gaHHON nHOpMaLmm

2. Wcnonb3osaHue Telnet ona yganeHHOro 4oCTyna K KOMMyTaTopy.

KomaHpa

OnucaHue

Pexum agmuHucTpaTopa

telnet [vrf <vrf-name>] {<ip-addr> | <ipv6- addr>
| host <hostname>} [<port>]

Bxopn Ha xocT KommyTaTopa vepe3 Telnet-
KIWEeHT, BXOOAWMW B  KOMMIEKTaumio
KoMMyTaTopa

QTECH
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2.2.2 SSH

2.2.1.3. BBepeHue B SSH

SSH (aHrn. Secure SHell — «6e3onacHaa obosfoyka») ABNAETCA MPOTOKOSIOM, KOTOPbIA

obecneunBaeT 6e30MacHbIN yaaneHHbI JOCTYN K ceTeBbiM ycTporcTBaM. OH OCHOBaH Ha
HagexHoMm TCP/IP-npotokone. OH noaaoepXuBaeT Takue MexaHu3Mbl Kak pacnpegeneHue
Kno4Yen, npoeepka NOAnMHHOCTU U wndpoBaHua mexny SSH-cepsepoM n SSH-knneHTOM,
yCcTaHoBKa 6e3onacHoro coeguHeHusi. IHpbopmauums, nepegaBaemasi Yepes 3T0 CoeuHeHne
3almLLeHa oT nepexeaTta un pacwmngpoBkn. [1na goctyna K KOMMyTaTtopy, COOTBETCTBYHOLLEMY
TpeboBaHuaM SSH2.0, HeobxoamMmo SSH2.0 KnMeHTcKoe NnporpaMmmMHoe obecrneyeHne, Takoe,
kak SSH Secure Client n Putty. lNonb3oBaTteny MoryT 3anyckaTb BbllenepeyncrieHHoe
nporpammMmHoe obecnevyeHve Ana ynpasBfeHWs KOMMYTaToOpoM ypaneHHo. KommyTatop B
HacTosilee BpemAa noaadepxusaeT ayteHTudpukaumiwo RSA, 3DES u SSH wwudposaHune
NpPOTOKONa, Naponb NONb30oBaTeNd ayTeHTUMUKaLum u T.4.
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2.2.1.4. Cnucok komaHA ans koHdpurypupoBaHus SSH-cepBepa

KomaHpa OnucaHue

PexuM rnob6ansHoro KOHpUrypupoBaHus

ssh-server enable AKTMBaUMA DYHKUMM HA KOMMYyTaTope; KoMaHaa

no ssh-server enable «NOo» OTMEHAET npenblayLlyo KoMmaHay

Username  <username>  [privilege | HacTpauBaeT uMmsi nonb3oBaTena M naponb Ans
<privilege>] [password [0] 7] JocTyna K KOMMyTaTopy u4epe3 SSH-KnneHT.
<password>] KomaHpa «no» ypanseT AaHHble aBTopu3aumn

no username <usemames BbIOpaHHOro nonb3oBaTens

ssh-server timeout <timeout> HacTtponka TanmayTta gna ayteHtudmkaummn SSH;
KomaHga «no» BOCCTaHaBNMBAET 3HA4YeHus Mo

no ssh-server timeout y
yMOMYaHuio TanmayTa ansa ayteHtudpukaummn SSH

ssh-server authentication-retires | Hactponka yucna NMOBTOPHbIX NonbITOK
<authentication-retires> SSH-ayTeHTUpUKaLuuu; KomaHga «No»

no ssh-server authentication-retries BOCCTaHaBnMBaeT 3Ha4YeHnA no yMmon4aHuto

ssh-server host-key <tun> rsa, ecdsa, Co3gaHMe HOBOro Kf4a XocCTa Ha
ed25519 SSH-cepBepe

OnvHa onumoHanbHa (1024-16384) pnaKomaHnga no

rsa; 256, 384 wnu 521 ana ecdsa, HeC6OpacbiBaeT Koy

ncnonb3lyetcs and ed25519 XocTa

no ssh-server host-key <tun> rsa,
ecdsa, ed25519

ssh-server authkeys <UMs CosfaHme  aBTOPM30BAHHOTO  Kfua AN
nonb3oBaTena> admin <Tun ayTeHTudnkaumm SSH;

nonb3oBaTena> local (tonbko local, gns

radius/tacacs oTKNIoYeHa no KomMaHga no BoccTaHaBiMBaeT 3HayeHus o

coobpaxeHusm 6esonacHocTn) add YMOTHaHWo
<Tun Knoya> ecdsa-sha2-nistp256

no ssh-server authkeys admin local

ssh-server authkey-privilege <ums HacTtporika npusenerum gna BXxoaa no Koy

nonb3osarens> admin <TUN KomaHga nO BOCCTAHABNMBAET 3HAYEHUS O
nonb3oBaTena> Tonbko local <ypoBeHb YMOJIHaHMIO
1-15> 15

no ssh-server authkey-privilege admin
local
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ssh-server password-auth
no ssh-server password-auth

HacTponka ayTeHTUMKauum no naposnio

KomaHga no OTKM4YaeT ayTeHTUduKaumio no
naponto

Ssh-server <tun> macs, kexes, ciphers
hmac-sha2-512-
etm@openssh.com,hmac-sha2-256-

<CMnUcokKk>

etm@openssh.com,hmac-sha2-
512,hmac-sha2-256,umac-128-
etm@openssh.com

no ssh-server macs

HacTtpoiika anroputmos

KomaHaa no C6paCbIBaeT arroputTmMbl

ssh-server sftp-server
no ssh-server sftp-server

BkntounThb sftp cepsep

KomaHnga no oTkntouaerT sftp cepeep

ssh-server max-connection

1-16> 16

<4yucno

no ssh-server max-connection

HacTponka makcMmManbHOro Yncna KimeHToB

KomaHga no cbpacbiBaeT MakcMmarnbHOe 4WUCIo
KIMMEHTOB [0 3HAa4Y€HMs NO yMon4yaHuio (5)

ssh-server timeout <ymncno ot 10 go 600
cekyHp> 20

no ssh-server timeout

HacTponka TanmayTta ayteHTudmKaumm

KomaHpa no
ymonyanutio (180)

BO3BpallaeT 3Ha4yeHune no

ssh-server authentication-retries <uucno
ot 1p010>2

no ssh-server authentication-retries

HacTponka unucna nonbIiTok ayTeHTUmnKaumum

KomaHga no cbpacbiBaeT 4MCNO MOMNbITOK [0
3Ha4YeHnd no ymonyanuto (3)

ssh-server port <Homep nopta oT 1025
bo 65535> 8000

no ssh-server port

HacTpoiika nopta cepsepa

KomaHaa no Bo3BpallaeT MopT Mo YMOSYaHuio
(22)

Pexum agMmHuctpatopa

terminal monitor

terminal no monitor

Mokas oTnagoyHon nHgopmaumm SSH Ha cTopoHe
KIIMEHTA; KOMaHOa «No» OTMEHSET NpenblayLlyto
KOMaHay

2.2.1.4.1. MNMpunmep HacTponkn SSH-cepBepa

Mpumep 1.
3apauu:
1.

Bkniounte SSH-cepBep Ha kommyTaTope M 3anyctutb SSH2.0 nporpammHoe

obecneyeHne KnueHTa, Takoe kak SSH Secure Client unu Putty Ha TepmuHane. Bowtu
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Ha KOMMYTaTOp, UCNOJ1b3yA UMA NOJib30BaTeNA U Naposib OT KITUEHTA.

2. Hactpoutb IP-agpec, nobaentb SSH-nonb3oBaTenen n aktuenpoeatb SSH-cepsuc

Ha koMmyTaTtope. SSH2.0-KNMMeHT MOXeT BOMTU B KOMMYTaTop, UCMONb3yd UMSA
nonb3oBaTensa v Naposb A8 HACTPOMKN KOMMyTaTopa.

Switch(config)#ssh-server  enable

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 100.100.100.200
255.255.255.0 Switch(Config-if-Vlan1)#exit

Switch(config)#username test privilege 15 password 0 test
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B IPv6-ceTax, TepMmuHan [AofXeH 3anyctnutb SSH-kKNUEHT u nporpammHoe obecneveHue,
KoTopoe nopaepxusaeT IPv6, Takne kak putty6. lNonb3oBaTtenn He [OMXHbI U3MEHATb
HaCTPOMKM KOMMYyTaTopa, 3a WCKM4YeHuemM pacnpepneneHusa IPv6-agpeca and nokanbHOro
XOocCTa.

2.3. HacTtpouka |IP-agpecoB KOMMyTaTOpa

Bce Ethernet-nopTbl kKOoMMyTaTopa MO YMONYaHUIO ABAAIOTCA MopTamMu AocTyna Anns
KaHanbHOro YpOBHA M BbINOMHAKTCA Ha BTOpoM ypoBHe. VLAN-uHTepdenc npeacrasnder
cobon uMHTepdenc TpeTbero ypoBHS C (PYHKUMAMW, ANS KOTOPbIX MOXET ObiTb Ha3HayeH
IP-apgpec, koTopbin byaet Takxe IP-agpecom kommyTtaTtopa. Bece cetn VLAN, cBsizaHHble C
NHTEepdencom, 1 nx KOHUrypaums MoryT 6biTb HACTPOEHbI B NoApeXuMe KOHGUIrypupoBaHua
VLAN. KommyTaTop npepocTtasnseT Tpyu Mmetoaa koHdurypauun IP-agpeca:

e PyuyHas
e BOOTP
e DHCP

PyuHas HacTpowka |IP-agpeca no3songeTt npuceanBathb |[P-agpec Bpy4Hyto.

B BOOTP/DHCP-pexume, kommyTtaTtop pabotaetr kak BOOTP/DHCP-knueHT, oTnpaBnseT
LUMpoKoBellaTenbHble  MakeThbl BOOTP-3anpoca Ha BOOTP/DHCP-cepBepa n
BOOTP/DHCP-cepBep Ha3Ha4yaeT agpec oTnpaBuUTEN0 3anpoca, KpoMe Toro, KoOMmyTaTop
MoXxeT pabotaTb B kayectBe cepBepa DHCP v guHammyeckn HasHauyaTb napameTpbl CEeTH,
Takue, kak IP-agpeca, wnto3 n agpeca DNS-cepsepo DHCP-knneHTam, 4to nogpobHO onmcaHo
B NocneaywLLmx rnasax.

2.3.1. Cnucok KomaHAa AnAa HacTpounku |IP-agpecos

1. BknwodeHne VLAN-pexnma.
2. Pyu4Hasa HacTpoiKa.

3. BOOTP-KoHpurypaums.

4. DHCP-KoOHurypaums.

1. BknoyeHne VLAN-pexunma.

KomaHaa OnucaHue

Pexum rnob6anbHOro KOH(pUrypMpoBaHus

interface vlan <vlan-id> CospganHne VLAN-uHTepdenca (nMHTepdenca TpeTbero

o rErEee v SdEnes YPOBHS); komMaHAa «no» yaanaet VLAN-nHtepdenc
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2. PyuHas HacTponka.

<mask> [secondary]

KomaHpa OnucaHue

VLAN-pexum

ip address <ip_address> <mask> | HacTpoika IP-agpeca VLAN-nHTEpdenca;
[secondary] no ip address <ip_address> | komaHAa «Nnoy» yaanseTt IP-apgpeca

VLAN-nHTepdpenca

ipv6 address <ipv6-address [/ prefix-
length> [eui-64]

no ipv6 address <ipv6-address / prefix-
length>

HacTpounka IPv6-agpecoB. KomaHaa «no» yaandaet
IPv6-agpeca

3. BOOTP-koHuUrypaums.

KomaHpa

OnucaHue

VLAN-pexum

ip bootp-client enable
no ip bootp-client enable

BkntoueHne kommytaTtopa kak BOOTP-knueHTa
ons nonyyeHuns |IP-agpeca n agpeca wni3a nytem
neperosopoB BOOTP. KomaHaa «no» BblknoyaeT
BOOTP-knuneHT

4. DHCP koHdurypaums.

KomaHaa

OnucaHue

VLAN-pexum

ip dhcp-client enable
no ip dhcp-client enable

BkntoyeHne kommyTtatopa kak DHCP-knueHta ang
nony4yenus |IP-agpeca n agpeca wn3a nytemMm 3anpocos
DHCP. KomaHpa «no» Bbikntoyaet DHCP-knueHT

2.4. Hactponka SNMP
2.4.1. BBegeHue B SNMP

SNMP (Simple Network Management Protocol) sBnseTcs ctTaHAapTHbIM MPOTOKOSIOM CETEBOr0O
ynpaeneHns, KOTOPbIN LMPOKO UCMONb3YEeTCA B yNPaBNeHUN KOMMNbOTEPHbIMU ceTsimu. SNMP

ABNAeTCcA pa3BMBalOLLMMCA MPOTOKOJIOM.

SNMP v1 [RFC1157] aenaeTca nepBon Bepcuen

npotokona SNMP, koTopas aganTMpoBaHa K OFpOMHOMY YMCIy MPOU3BOAUTENEN CBOEW
NPOCTOTOM U NerkocTbio BHeapeHus; SNMP v2c aBnsetca ynydweHHon Bepcnen SNMP vl; B
SNMP v3 ycuneHa 6e3onacHocTb, gobasneHsl USM u VACM (View-Based Access Control

Model).

SNMP-npoTokon obecneuynBaeT NpocTon cnocob ob6mMeHa MHGOpPMaUMEN ynNpaBeHNs CETbIO
Mexay ABymsa Toukamu B ceTu. SNMP ncnonb3yeT MexaHM3M 3anpocoB U nepeaaeT coobLeHns
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yepe3 UDP (npoTtokon 6e3 yCcTaHOBNEHMA COEANHEHUA TPAHCMOPTHOrO YPOBHSA), MO3TOMY OH
XOpOLLO NOAAEPXKMNBAETCA CYLLECTBYIOLLMM KOMMbIOTEPHBIMU CETAMM.

SNMP-npoTokon ucnonb3yeT pexuMm CTaHuum-areHTa. B a3Ton cCTpykType ecTb pfBe
cocrasnsaowme: NMS (Network Management Station) n areHt. NMS saBnsetca pabouen
CTaHuuen, Ha KOTopon CTouT KnueHtckas nporpamma SNMP. 3710 agpo SNMP-ynpaBneHus
ceTblo. AreHT cepBepHOro nporpaMmmHoro obecneyeHus pabotaeT Ha yCTPOMCTBaX, KOTOpble
HyxaatoTca B ynpasneHnn. NMS ynpaenset Bcemy o6bekTammu 4yepes areHToB. KommyTtaTop
noaaepXuBaeT (PyHKUMUN areHTa.

Ceasb mexagy NMS u areHtom npoucxogut B pexume KnneHT-CepBep, obmMeHuBasicb
cTaHgapTHbIMK coobeHnamu. NMS nocbinaeT 3anpoc, u areHT oTBevaeT. EcTb cemb TMNoB
SNMP-coo6LLEeHNIA:

o Get-Request

o Get-Response

o  Get-Next-Request
o  Get-Bulk-Request
e Set-Request

e Trap

¢ Inform-Request

NMS cBA3blBaeTCcsd C areHToM C nomoubio 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npyu nony4yeHmMn 3anpocos, OTBEYaeT CO0OLEHNEM
Get-Response. O HeKOTOpbIX cCneumanbHbIX CUTyauusax, TakuxX, KaKk U3MEHEeHUs CTaTyCcoB
CETEBbIX MOPTOB YCTPOWCTBA WM WU3MEHEHWUs TOMOMOMMU CETWU, areHTbl MOryT OTNpPaBnATb
crneuvanbHble coobLueHna 06 aHoManbHbIX cobbiTuax. Kpome Toro, NMS mMoxeT ObITb Takxe
YCTaHOBMEH ANA NpeaynpexaeHns HeKOTOpbIX aHOoMasbHbiX cobbitui, aktueupys RMON
dyHkumto. Korga cpabaTtbiBaeT onpefeneHHoe npaBusio, areHTbl OTNPaBnaiT coobeHns B
XypHanbl COObITUIN B COOTBETCTBUMN C HACTPOMKAMMW.

USM ob6ecneunBaeTr 6e3onacHyio nepegady, XOpoLO npoaymaHHoe wudpoBaHue U
ayteHTudukaumo. USM wndcpyetr coobuieHms B 3aBUCMMOCTM OT BBOAa Mapons
nosb3oBaTens.

OTOT MexaHuU3M rapaHTUpyeT, 4YTO cooOLeHnA He MOryT ObiTb NPOCMOTPEHbl BO BpeMsi
nepegaun. Takke USM AyTeHTMdUKaAUMA rapaHTUMpyeT, 4YTO cooOueHne He MOXeT ObiTb
n3meHeHo npu nepegadve. USM wucnonb3yetr DES-CBC-kpuntorpacuio. 1 HMAC-MD5, wu
HMAC-SHA ucnonb3ytotca ansa ayTeHTudmnkaumm.

VACM wucnonb3yetca Oonst knaccudukaumm npae u OOCTyna nonb3oBaTtenen. JTo CTaBuT
nosb30BaTesNIeEN C OOHUM U TEM XE pa3peLleHnem focTyna B ogHy rpynny. HeaBTopM3oBaHHbIE
nosb30BaTENN HE MOTYT NPOBOANTbL ONepaLmni.

2.4.2. BBegeHue B MIB

MHopmaumsa ynpaeneHus cetbto goctyna B NMS KOppekTHO onpegeneHa n opraHu3oBaHa B
nHcdopmaumoHHon 6ase ynpasnenuss (MIB). MIB 310 npeponpepeneHHass uHdopmauus,
KoTopaa MOXeT ObiTb [OCTyNHa 4Yepe3 MNpPOTOKOSbl yMNpaBfieHMsA CETbK, BO BCEN CBOEWN
MHOrOCSIOMHOCTUN N CTPYKTYpMpOBaHHOM Buae. lNpenonpeaeneHHasa nHdopmMaumusa ynpasneHns
MOXeT ObITb Mosfly4eHa NyTeM MOHUTOpUHra ceteBbix ycTponcTB. ISO ASN.1 onpepensiet
OpeBoBUAHYO CTPYKTYpY ana MIB, cooTBeTCTBEHHO Kax bl MIB opraHnayeT BClo AOCTYMHYHO
MHGOpMaUMIO B BMAE TaKoW CTPYKTypbl. Kaxabii y3en atoro gepeBa cogepxut OID
(npeHTndukaTop o6bekTa) n KpaTkoe onucaxue y3na. OID npeactaensieT cobon Habop LenbIx
yncen, pasfeneHHbiX TouykamMu, M MOXET ObiTb WCMoNb30BaH AfA  OnpeaeneHus
MeCTONOoNOXeHNA y3na B ApeBoBuaHoN cTpykType MIB, Kak noka3aHo Ha pUCyHKe HUXeE:
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Root
[ ]
Node(1) g @ Node(2)
Node(1) g @ Node(2)
Object(1) g Node(1) ¢ @ Object(2)
Object(1) g

PucyHok 2-1. Mpumep aepesa ASN.1

Ha saTtom pucyHke OID o6bekTa A siBnsietca 1.2.1.1. NMS MoOXeT HanTu 3TOT 06BbEKT Yepes 3ToT
yHuKanbHbii OID 1 nonyunTb CTaHAapTHble nepeMeHHble obbekTa. MIB onpepensaet Habop
CTaHAapTHbIX NepPeMEHHbIX AJ19 MOHUTOPUHra ceTeBbIX YCTPOUCTB, Crieays 3ToW CTPYKType.

Ecnu nidopmaumsa o nepemeHHbix MIB-areHTa gonxHa 6bITb NpocMOTpeHa, He06X0AuM 3anyck
nporpammHoro obecnedeHuss npocmotpa MIB Ha NMS. MIB B areHTe 06bl4HO COCTOUT U3
ny6numyHoro MIB u 4yactHoro MIB. TMy6nuuHbin MIB copepXuT OTKPbITY0 MHQOpMaLMIo
ynpaBneHns ceTblo, KoTopasi MOXeT ObiTb AocTynHa ans Bcex NMS, yacTHbin MIB coaepXxut
KOHKPETHY MH(OPMaLMIO, KOTOpasi MOXET OblTb NPOCMOTPEHA U KOHTPOIMPYETCA NOAAEPXKKON
npoun3soanTens.

MIB-I [RFC1156] 6bina nepBon peanusauuen nybnuyHbix MIB SNMP, un 6bina 3ameHeHa
MIB-Il [RFC1213]. MIB-Il pacwupsetr MIB-l n coxpansetr OID gna MIB-gepesbeB B MIB-I.
MIB-Il, conepXuT BnoXeHHble AepeBbs, KOTOpblE Takxe Ha3biBatoTcA rpynnamu. O6beKTbI B
STUX Tpynnax OXBaTbiBAlOT BCe (yHKUMOHanNbHble obnactn B ynpaBneHun cetbto. NMS
nony4aet uHopmauuio 06 yrnpaeneHum cetbio npocmatpueasa MIB Ha SNMP-areHTe.

KommyTaTtop MoxeT pabotatb B kadyectBe SNMP-areHTa, a Takxe nogaepxuaetr SNMP
v1/0/v2c n SNMP v3. Takxe kommyTaTop noaaepxusaet 6a3osbie MIB-II, RMON ny6nunyHble
MIB un gpyrue nybnuyHbie MIB, Takue kak Bridge MIB. Kpome Toro, kommyTaTop nogaepxmnsaeT
CaMOCTOATESNbHO onpeaenieHHble YacTHble MIB.

2.4.2.1. BBegeHue B RMON

RMON (aHrn. Remote Network MONitoring) — ANCTAHUMOHHbLIN MOHUTOPUHI CETU) ABMAETCA
Hanbonee BaxHbIM pacwmpeHnem craHgaptHoro SNMP-npotokona. RMON aensietca
Habopom onpegeneHun MIB n ucnonb3yeTtcs gnsa onpefeneHus CTaHAapTHbIX CpeacTB U
UHTepdpencoB ans HabnwoaeHua 3a CeTblo, MNO3BONAET OCYLECTBNATb CBA3b MexXAay
TepmuHanamu ynpaenennsa SNMP v yganeHHbiMn ynpaensemMbiMn kommyTtatopamu. RMON
obecneunBaeT BbICOKOIEKTUBHLIN METO, KOHTPONS AENCTBUIA BHYTPY NOACETHU.

MIB RMON coctout 13 10 rpynn. KommyTtaTtop nogaepxusaeT Hanbonee 4acto UCMomnb3yemMble
rpynnbl 1,2,3 1 9:

e  Statistics: KOHTpONMpyeT OCHOBHOE MCMOSIb30BaHME U BeAeT CTaTUCTUKY ownboK ass
Kaxaow NoAceTn KOHTPONIMPYEMOTO areHTa.

L] HiStOI’yZ no3pondeTr nepunoanyeckn 3arnnUcCbiBaTb O6p83Ll,bI CTaTUCTUKKN, KOTOpble
OOCTYMNHbI B CraTtuctuke.
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e Alarm: no3BonseT Nofb3oBaTeNaM KOHCOMNM ynpaBfieHUsa ycTaHaBnmMBaTb KOIMYECTBO
WM YUCNno Ana MHTepBanoB OOHOBMNEHUSA M MOPOroBbIX 3HAYEHUIN OMOBELLEHUS ANs
3anucen RMON-areHTa.

e Event: cnncok Bcex cobbiTuin, nponsoweaiinx B RMON-areHTe.

Alarm 3aBucaTt ot peanu3auun Event. Statistics n History otobpaxatoT TekyLlyto CTaTUCTUKY
nnu nctopuio nogcetn. Alarm n Event obecneunBaloT MeTon KOHTPONS fnoboro n3aMeHeHus
[AaHHbIX B CETU 1 NPeAOCTaBNAIT BO3MOXHOCTb NOAaBaTb CUrHanbl NPy HELLTaTHbIX COObITUAX
(otnpaBka Trap unu 3anncb B XypHaribl).

2.4.3. Hactpoinka SNMP

2.4.3.1. Cnnucok KomaHg ansi Hactponkn SNMP

=

BkntoueHne n otknodeHme pyHkumn SNMP-areHTa.
HacTtpoiika cTpokn coobuiectsa B SNMP.
HacTtpownka IP-agpeca ctaHumu ynpasneHna SNMP.
HacTtpoika engine ID.

HacTtporika nonb3oBatensi.

HacTpovika rpynnbi.

HacTtpoiika suga.

HacTtporika TRAP.

BkntoyeHwne/BbikntoyeHne RMON.

© PN~ ®BDN

1. Bkno4deHune n otknodeHne pyHkumn SNMP-areHTa.

KomaHpga OnucaHue

Pexum rnob6anbHOro KOH(pUrypmpoBaHus

snmp-server  enable BkntoueHne dyHkumm SNMP-areHta Ha
no snmp-server enable KoMMmyTaTope. KomaHaa «no» BbIKIO4YaeT 3Ty
OYHKLNIO

2. Hacrtpotiika cTpokun coobuiectsa B SNMP.

KomaHaa OnucaHue

Pexum rno6anbHOro KOH(UrypmpoBaHus

snmp-server community {rojrw} {0 | 7} Hactpoiika ctpoku coobwectea B SNMP ans
<string> [access {<num-std>|<name>}] [ipv6- KommyTaTopa. KomaHga «no» ypanseTt aTy
access{<ipv6-num-std>|<ipv6- name>}] [read | CTpOKy
<read-view-name>] [write <write-view-
name>]

Nno snmp-server community <string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]
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3. Hactpovika 6e3onacHoro IP-agpeca ctaHummn ynpaeneHns SNMP.
KomaHpa OnucaHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

snmp-server securityip {<ipv4-address> |
<ipv6-address>}

no snmp-server securityip {<ipv4-address> |
<ipv6-address>}

HacTponka 6e3onacHbix |Pv4/IPv6-aapecos,
KOTOpble  MMEeWT npaBo  JocTyna K
KoMmmyTaTopy. KomaHga «no» ygansaeTt 3Tu
HaCTpPONKn

snmp-server securityip enable
snmp-server securityip disable

BknioyeHne n  OTKOYEHME
npoBepkun 6e3onacHbix IP

OyHKLMM

4. Hactpouika engine ID.

KomaHpa

OnucaHue

Pexxum rnobanbHoro koHcpurypuposaHus

snmp-server engineid <engine-string>
no snmp-server engineid

HacTtponka nokanbHoro engine ID Ha
KoMmyTaTope. 3Ta KOMaHga ucrnonb3yeTcs
ana SNMP v3

5. HacTtpowka nonb3oBaTtens.

KomaHaa

OnucaHue

Pexum rnob6anbHOro KOH(pUrypmpoBaHus

snmp-server user <use-string> <group-
string> [{authPriv | authNoPriv} auth {md5 |
sha} <word>] [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std>|<ipv6- name>}]

No snmp-server user <user-string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

Lob6aeneHune nonb3osatens B8 SNMP rpynny.
OTa KoMaHAa UCnonb3yeTca ANa HACTPONKK
USM gna SNMP v3
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6. Hactpowika rpynnbi.

KomaHpa OnucaHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

snmp-server group <group-string> | YcTtaHoBka wuH(oOpMauMM O rpynne Ha
{noauthnoprivijauthnopriv]jauthpriv} [[read | kKomMmyTaTOpe. JTa KOMaHAa MCMONb3yeTcs
<read-string>] [write  <write-string>] [notify | ana HacTtponkn VACM ans SNMP v3
<notify-string>]] [access {<num-

std>|<name>}] [ipv6-access {<ipv6-num-
std>|<ipv6-name>}]

no snmp-server group  <group-string>
{noauthnopriv|authnopriv|authpriv} [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

7. Hactpovika suga.

Pexum rnob6anbHOro KOH¢UrypmpoBaHus

snmp-server view <view-string> <oid-string> | HacTporika BuMga Ha KomMmyTatope. 3Ta
{include|exclude} KomaHga ucnonb3yetcs anga SNMP v3

no snmp-server view <view-string> [<oid-
string>]

8. Hactpowka TRAP.

KomaHaa OnucaHue

Pexum rnob6anbHOro KOH(pUrypmpoBaHus

snmp-server enable traps BkntounTb oTnpaBky Trap-coobuieHun. OT1a

O ST sE R B E e TR KomaHga ucnonb3lyetca and  SNMP
P P v1/ON2/v3

snmp-server host {<host- ipv4-address> | YcTaHoBKa IPv4/IPv6-agpeca XOCTa,

<host-ipv6- address>} {v1 {0|7} <community | KOTOpbIM UCMONb3yeTCsa ANA NosydYeHus
string> | v2c {0|7} <community string> | uHdpopmauun SNMP Trap. Ona SNMP
| v3 {noauthnopriv | authnopriv | authpriv} | v1/0/v2, aTa KOMaHga Takxe HacTpanBaeT
<user-string> CTpoKy coobuwecTtea gna Trap; ans SNMP
V3, 9Ta KOMaHAa Takxe HacTpauBaeT uMs
nonb3oBaTenst U ypoBeHb 6e30nmacHoOCTy
Trap. Komanga "no" otmeHseT atoT IPv4-
unn IPv6-agpec

no snmp-server host {<host- ipv4-address> |
<host-ipv6- address>} {v1 {0|7} <community
string> | v2c {07} <community string>
| v3 {noauthnopriv | authnopriv | authpriv}
<user-string> }
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KomaHnpa OnucaHune

snmp-server trap-source {<ipv4-address> | YcrtaHoBka IPv4- wnnn IPv6-agpeca
<ipv6- address>} NCTOYHMKA, KOTOpbIN WCMONb3yeTcsa AN
no snmp-server trap-source {<ipv4-address> | | CTMPaBKM Trap-nakeToB, KOMaHAa «no»
<ipv6- address>} yaansieT KoHurypaumio

9. BknodeHue/sbikoueHne RMON.

KomaHpa OnucaHue

PexuMm rnob6ansHoro KOHUrypupoBaHus

rmon enable BknioueHue/BbiknodeHne RMON

no rmon enable

2.4.4. TUNn4Hble NpuMepbl HacTpoukn SNMP

IP-appec NMS 1.1.1.5, IP-agpec kommyTaTtopa (areHta) 1.1.1.9.

CueHapum 1. NporpammHoe obecnedyeHme NMS ncnonb3dyet npotokon SNMP gna nonyyeHus
AaHHbIX OT KOMMYyTaTopa.

KoHdurypauus KOMMYyTaTOopa, 3anucaHa HUXe:
Switch(config) Bnmp-server enable
Switch(config) ®nmp-server community rw private
Switch(config)#snmp-server community ro public

Switch(config)#snmp-server securityip 1.1.1.5

NMS mMoXxeT Mcnonb3oBaTb YaCTHYH CTPOKY coobuiecTBa Ans AOCTyna K KOMMyTaTopy Ans
YTEHUsI 1 3anUCK paspeLleHnin NN NCosb30BaTh NYGNMYHYIO CTPOKY coobLuecTBa Afa AocTyna
K KOMMYTaTOpy TOJIbKO A1 YTEHUS pa3peLLeHnit.

CueHapun 2. NMS 6yget nonyyaTb Trap-coobuieHuss ot kommyTtatopa (MpumedaHme: NMS,
BO3MOXHO, NPOBEPUT 3Ha4YeHMe CTPOKK coobLecTsa ansa Trap-coobweHnin. B atom cnyvyae NMS
ncnosnb3yeT NOATBEPXAEHNE CTPOKK coobLiecTBa usertrap).

KoHdurypauus KOMMYyTaTOpa, M3N0XeHa HUXeE:
Switch(config)#snmp-server enable Switch(config)
#snmp-server host 1.1.1.5 v usertrap
Switch(config)#snmp-server enable traps

CueHapun 3. NMS uncnonbdyet SNMP v3, 4ytobbl nony4nTb MHOpMaUUo OT KOMMYyTaTopa.
KoHdurypauua KommyTaTopa, U351I0XKeHa HUXE:

Switch(config): s#mp-server

Switch(config)#snmp-server user tester UserGroup authPriv aes testerpass auth
md5 hellotst

Switch(config)#snmp-server group UserGroup AuthPriv read max write max notify
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Switch(config)#snmp-server view max 1 include
CueHapun 4. NMS xouyeT nonyuntb v3Trap-coobuieHne, OTnpaBneHHOE KOMMYTaTOpPOM.
KoHdurypaumsa kommyTaTopa, n3noxeHa Huxe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server host 10.1.1.2 v3 authpriv tester
Switch(config)#snmp-server enable traps

CueHapunn 5. IPv6-agpeca NMS 2004:1:2:3::2; IPv6-agpeca kKommyTaTopa (areHTa)
2004:1:2:3::1. Nonb3osatenn NMS ucnonb3ytoT npotokon SNMP ana nonyvyeHma AaHHbIX OT
KoMMyTaTopa.

KoHdpurypauus KoMmmyTaTtopa, n3noxeHa HUXe:
Switch(config) #nmp-server enable Switch(config)#
snmp-server community rw private Switch(config)#
snmp-server community ro public Switch(config)#
snmp-server securityip 2004:1:2:3::2

NMS moxeT ncnonb3oBaTb YACTHYK CTPOKY coobuiecTBa Ans A0CTyna K KOMMyTaTopy Ans
YTEHUA 1 3anncy pas3peLLEHMIn UM UCNONb30BaTb NYGNNYHYO CTPOKY coobuiecTBa Aia AocTyna
K KOMMYTaTOpPYy TONbKO ASsl YTEHMA pa3peLLeHUiA.

CueHapum 6. NMS 6yget nonyyaTb Trap-coobuieHma ot kommyTatopa (Mpumeyanune: NMS,
BO3MOXHO, NPOBEPUT 3Ha4YeHMe CTPOKKU coobLecTBa ana Trap-coobweHni. B atom cnydae NMS
ncnosnb3yeT NOATBEPXAEHNE CTPOKM coobLiecTBa usertrap).

KoHdurypauua kommyTaTopa, N3noxeHa HUxXe:

Switch(config)#snmp-server host 2004:1:2:3:2 v1 usertrap

Switch(config)#snmp-server enable traps

2.4.5. NMouck HeucnpaBHocTen SNMP

Korga nonb3oBaTtenu HactpaveaioT SNMP, SNMP-cepBep MoXeT He paboTaTb OOSIXHbIM
obpa3om M3-3a OTKa3a (PU3NYECKOT0 COEOUHEHUA U HenpaBWbHOM KOHUrypauum u T.A4.
Monb3oBaTenu MoryT yCTpaHuTb Npo6nembl, BbINOMHMB TPEOOBaHMSA, YKa3aHHbIE HUXE:

e Y6eamTtbcsa B HAAEXHOCTUN (hU3NYECKOro COeANHEHNS.

e Ybeautbcs, YTO UHTEPENC N NPOTOKON Nepeaayvm AaHHbIX HAXOASTCA B COCTOSHUU
«up» (ucnonb3ymnte kKomaHay "Show interface"), a Takxe cBsA3b MeXAY KOMMYTaTOpPOM 1
XOCTOM MOXeT ObITb NpoBEepeHa NyTem pinga (Mcnonb3ynTte komaHgy "ping™).

e Ybeantbcs, 4YTo BKNoYeHa pyHkuma SNMP-areHTa. (Mcnonb3oBaTb KOMaHAy "snmp-
server").

e YbegntbcA, 4TOo 6e3onacHocTb IP ana NMS (ucnonb3oBaTb kOMaHgy "snmp-server
securityip") n cTpoka coobuiectBa (MCNonb3oBaTh KOMaHAy "snmp-server community")
npaBusilbHO HacTpoeHbl. Ecnn 4To-TO M3 3TOro He HactpoeHo, SNMP He cmoxeTt
obwaTtbes ¢ NMS gonxHbim obpasom.

e Ecnu Heobxopuma Trap-cyHKumMsA, He 3abyabTe BKNOUUTE Trap (MCNonb3oBaTb
KomMaHpy "snmp-server enable traps"). 1 He 3abyabTe npaBunbHO HacTpouTb IP-agpec
XOCTa 1 CTpoKy coobuectBa ansa Trap (Mcnonb3oBaTb koMaHAy "snmp-server host"),
4yTO6bI 06ECNeUNTb OTNPaBKy Trap-COOBLLEHNI Ha YKa3aHHbIN XOCT.

e Ecnu Heobxogmma RMON-¢yHKUMA, OHA AOMXHa ObiTb BKIOYEHA (MCMONb30BaTb
komaHay "rmon enable").
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e Mcnonb3ynte komaHay "show snmp», 4To6bl NPOBEPUTL OTNPABIEHHbIE Y NOJTyYEHHbIE
coobuwenna SNMP; Ucnonb3ynte komaHgy "show snmp status”, 4tobbl npoBepuTb
nHdopmMaumio o KoHgpurypaumum SNMP; Vcnonbayinte komaHay "debug snmp packet",
4YTO6bI BKNIOYNTL (PYHKUMN OTnaaky n nposepkn SNMP.

e Ecnu nonb3oBatenb no-npexHemy He MOXeT pewntb npobnembl ¢ SNMP,
obpaluanTecb B TEXHUYECKUI LEHTP.

2.5. MogepHMu3auua KommyTaTopa

KommyTaTop npepoctaBnseT pnABa cnocoba O6GHOBMEHMA nporpaMMHoOro obecneyeHus:
obHoBneHne BootROM n TFTP/FTP-o6HoBneHue nop Shell.

2.5.1. CucrtemMHble channbl KOMMYyTaTOpa

CuctemHble hannbl BKNoYatoT B cebs dpannbl o6pasa cuctembl (image) u 3arpy3oyHble (boot)
dannbl. O6HOBNEHNE CUCTEMHBIX hannoB KOMMyTaTopa noapasymeBaeT cobon nepesannch
cTapbIx (pannioB HOBbIMM.

dann obpasa cucteMbl BKNoYaeT B cebs cxaTble annbl annapaTtHbIX ApanBepoB, dannbl
NporpamMmMHOro obecnevyeHms n T. 4., 3To To, YTO Mbl 06bIYHO Ha3biBaeM «IMG filey.

3arpy3ou4Hble (boot) dhannbl Heobxoanmbl 4na 3arpy3ku U 3anycka KomMmyTaTopa, 310 TO, YTO
Mbl 06bI4HO Ha3biBaeM «ROM file» (moryT 6biTb cxaTtbl B IMG-ainbl, €Cnm OHU CRIULLKOM
6onbluMX pa3mepoB). B kommyTaTope 3arpy3o4Hble annbl pa3peLleHo COXPaHATb TOMbKO B
ROM.

KommyTaTtop onpegenser nyTb M MMeHa pgns dannoB 3arpy3ku kak flash:/boot.rom un
flash:/config.rom.

KommyTaTOop nNpeaoctaBnseT nonb3oBaTento Aea pexuma obHoeneHuns: 1. BootROM-pexum;
2. TFTP- n FTP-o6HoBneHne B pexume Shell. 3tn gBa cnocoba o6HoBNeHua GyayT onucaHbl
noapo6HO B crneayowmnx ABYX pa3genax.

2.5.2. BootROM-o6HOBREeHue

EcTtb pBa metoaga ona BootROM-o6HoBneHusi: TFTP n FTP, koTopble MOryT ObITb BblOpaHbl B
KOMaHAax HacTponkn BootROM.

=
MoaknoyeHue
Yepes KOHCOSBHbIN 1/0/1
kabenb
Mopkn4veHne
yepes «narty-kopay»

PucyHok 2-2. TunuyHasa tornonorus ansi o6HOBNeHUs KommyTatopa B pexume BootROM
Mpouenypa 06HOBNEHUA NEPEYNCIIEHA HNXKE:
War 1.

Kak noka3aHo Ha pUCYHKe, UCMoNnb3yeTCst KOHCOSbHbIN Kabenb ansa nogkntovenuns MK k nopty
ynpaBneHnss Ha Kommytatope. [IK pomkeH uMeTb nporpamMHoe obecneyeHuve
FTP/TFTP-cepBepa, a Takxe ¢hainn image Heobxoanmblii ns 06HOBNEHMS.

49

@ §) QTECH

MWP OOCTYNHEE



PykoBopacTtBo nonb3oeatensa cepua QSW-4530F

OCHOBHBIE HACTPOWKW/ KOMMYTATOPA " www.gtechru |

LWar 2.

Haxmute "Ctrl + B" BO BpemMa 3arpy3kum KoMmyTaTtopa ANd MepekniovyeHUs B pexum
BootROM-MoHUTOpa. Pe3ynbTaT onepauun nokasaH HUXe:

Boot#
War 3.

B BootROM-pexume, 3anyctute "setconfig", 4To6bl ycTaHoBMTbL |P-agpec n macky
KoMmmyTaTopa ans pexuma BootROM, IP-agpec n macky cepBepa, a Takxe Bblibepute TFTP-
unn FTP-o6bHoBneHua. [lMpegnonoxum, 4to agpec kommyTtatopa 192.168.1.1, a appec
komnbtoTepa 192.168.1.2 wn Bbibepute TFTP-0o6HOBNEeHMe KoHdurypauun. 310 Oyaer
BbIMMAAETb Tak:

Boot' &onfig
Host IP Address: [10.1.1.1] 192.168.1.1
Server IP Address: [10.1.1.2] 192.168.1.2

Boot#
LWar 4.

Bkntounte FTP/TFTP-cepsep Ha MNK. na TFTP 3anyctute nporpammy cepsepa TFTP, gna FTP
3anyctute nporpammy FTP-cepBep. lNpexae, 4em HayaTb 3arpy3ky danna obHOBNEHMA Ha
KOMMyTaTop, NPOBEPbTE COEANHEHNE MEXY CEPBEPOM Y KOMMYTaTOPOM C NOMOLLLIO YTUNNTLI
ping ¢ cepsepa. Ecnu ping ycneweH, 3anyctute komadgy "run tftp://" B BootROM-pexume.
Mocne yero HauyHETCA 3anyck danna MO HenocpencTBeHHO ¢ TFTP-cepeepa.

Boot# run tftp:nos.img

Loading nos.img ...

Using rtl9311#0 device

TFTP from server 192.168.1.2; our IP address is

192.168.1.1 Filename 'nos.img'.
Load address: 0x81000000
LWar 5.

Mocne yaayHomn 3arpy3ku, npom3seauTe obHoBNeHne kommyTtaTopa u3 Shell-pexuma.

2.5.3. ObHoBneHue FTP/TFTP
2.5.3.1. BeepeHue B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) sBnawotca npoTtokonamu
nepepaum channos, oHN oba nNpuHagnexat K YeTBEPTOMY YPOBHIO (YPOBHIO MPUITOXEHWUN) B
TCP/IP-cTeke NpoTOKOMOB, UCMONb3yeEMOMY ANd nepepayn annioB Mexay KoMnblTepamu,
y3namu n kommyTtatopamu. O6a oHu nepeaatoT annbl B KNMEeHT-cepBepHon Mmoaenu. PasHuua
MeXAy HUMK OnucaHa HuUXe.

FTP ocHoBaH Ha npoTtokone TCP gna obecnevyeHus HaOQeXHOW CBSI3N U TPaAHCMOPTUPOBKMU
NnoToKa AaHHbIX. TeM He MeHee, OH He NpeaycMaTpuBaeT Npoueaypy aBTopusaumm Ana goctyna
K chbannam n ncnosnb3yeT NPOCTON MeXaHN3M ayTeHTudukauun (nepegaet nmsa nosnb3oBaTens
N Naponb Ana ayteHTudurkaumm B BMAE OTKPbITOro Tekcra). MNpu ncnonb3osavum FTP gna
nepenaun annos, AOMXHbI ObITb YCTAHOBMEHbI Ba COEANHEHNA MEXAY KIIMEHTOM 1 CEPBEPOM:
yrnpaBnsawLee CoOeanHEHNE U COeaNHEHNE nepeaayn faHHbIx. [lanee fonmkeH ObiTb nocnaH
3anpoc Ha nepepavy ot FTP-knueHTa Ha nopT 21 cepBepa Ana yCTaHOBMEHUA yNpaBnsaioLLero
COeJUHEeHUA 1 corracoBaHusa nepefayn faHHbIX Yepes yrnpasnstowee coeiuHeHne.
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CyUJ,eCTByeT OBa Tuna Takmx COeANHEHUIN: aKTUBHbIE N NAaCCUBHbIE COEANHEHUS.

Mpy aKTMBHOM NOAKMIOYEHUN KIMMEHT NepenaeT ero agpec n HomMep nopTa Ania nepeaayvn AaHHbIX
cepBepy, ynpaBnsiowee coeguHeHue MoAOepXMBaeTCA [0 3aBeplueHMs nepejayvn 3Tux
OaHHbIX. 3aTeM, UCnonb3ya agpec U HOMep MnopTa, NPeAoCTaBfEeHHbIX KIIMEHTOM, cepBep
ycTaHaBnuBaeT coefmHeHune Ha nopT 20 (ecnu He 3aHAT) ANnd nepefayvm faHHblx, ecnu nopt 20
3aHAT, cepBep aBTOMATUYECKN reHepupyeT ApYyron HoMep nopTta Ang ycTaHOBKU COEAUHEHNS.

I'IpM nacCMBHOM MNOAKIKOYEHNN, KIMEHT 4Yepe3 ynpaBndwwee coeanHeHme npocut cepeep
YCTaHOBUTb NOAKIHOHEHNE. 3aTtem cepBep co3paeT CBOW nopT OnA npocnywunBaHnUA OaHHbIX U
yBeagomMndeT KimeHTa O HOMepe 3TOro nopta, ganee KIneHT yCTaHaBnmBaeT coeaunHeHune C
YKa3aHHbIM MOPTOM.

TFTP ocHoBaH Ha npotokone UDP, obecneuvBatowmm cnyxby nepegayn paHHbIXx 6e3
noaTBepXAeHna [oCTaBkm U 6e3 ayTeHTUduKauum n asTopu3auun. OH obecneumBaeT
NpaBuIbHYIO Nepefayvy AaHHbIX MyTEM MexaHu3ma OTMpaBKu MOATBEPXAEHUA U MOBTOPHOM
nepegayu Tanm-ayt naketoB. [Mpeumywiectso TFTP nepeg FTP B ToM, 4TO nepBbIN ropa3go
npoLLe N nMeeT HU3KUE HaKnagHble pacxopbl nepefadn AaHHbIX.

KommyTaTop MoXeT pabotatb Kak FTP/TFTP-knueHT nnu cepeep. Koraa kommyTatop paboTaet
kak FTP/TFTP-knueHT, pannbl KOHPUrypaumm n cucTemHble aisibl MOXHO 3arpy3vTb C
yaaneHHoro FTP/TFTP-cepBepa (3T0 MOryT 6bITb Kak XOCTbI, Tak 1 Apyrne KommyTaTtopsbl) 6e3
ywepba onsa ero HopMmanbHor paboTbl. U Takxe MoxeT ObITb MOMy4eH CNCcok hansos ¢ cepeepa
B pexume FTP-knueHta. KoHeyHO, KOMMYyTaTOp MOXET TakKxe 3arpy3utb Tekylme
KOHUrypaunoHHble ¢annbl U cucTeMHble dannbl Ha yaaneHHbin FTP/TFTP-cepsep (ato
MOryT ObITb Kak XOCTbl, TaKk W Apyrne kommytatopbl). Korga kommyTtatop paboTaeT Kak
FTP/TFTP-cepBep, OH MoXxeT obecrneunTb 3arpy3Ky 1 Bbirpy3Ky dannos Ans aBTOpU3oBaHHbIX
FTP/TFTP-KnNueHTOB.

BoT HekoTOpble TepMuUHbI, YacTo ucronsb3yembie B FTP/TFTP.
ROM: cokpaweHHo ot EPROM, CI3Y. EPROM 3ameHsdeT dnell-namMaTb B KOMMyTaTope.

SDRAM: O3Y B komMyTaTope, KOTopasi Ucnonb3yeTcsa ansa paboTbl CUCTEMbI U MPOrPaMMHOro
obecneyeHuns, a Takxke XpaHunua nocrnegoBaTenbHOCTM KOHUrypaumm.

FLASH: dnew-namaTb wucnonb3yetrca Ansi xpaHeHua ¢annoB cucteMbl U danna
KOH(purypaumm.

System file: BkntoyaeT B cebsi 06pa3 cuctemMbl 1 3arpy304HbIv chann.

System image file: cdann obpaza cuctembl BkoyaeT B ceba cxaTtble annbl annapaTHbIX
ApanBepoB, hannbl NporpaMmMHoro obecneyeHus, 3To To, YTo Mbl 06bIYHO Ha3biBaeM «IMG filey.
IMG-dhainn moxeT 6bITb coXpaHeH Tonbko B FLASH.

Boot file: Heobxooum ansa 3arpy3ku 1 3anycka KOMMyTaTopa, 3TO TO, YTO Mbl OObIYHO Ha3biBaEM
«ROM file» (moryT 6bITb cXaTbl B IMG-dainbl, ecnm OHM CNULLIKOM O60onbluMX pa3mepos). B
KOMMYyTaTope 3arpy304Hble hainbl pa3peLleHo cCoOXpaHaTb B Tofibko B ROM.

KommyTaTtop onpepensieT nytb U uMeHa ana daunnoB 3arpy3kum kak flash:/boot.rom u
flash:/config.rom.

Configuration file: BknioyaeT B cebs cain HayanbHOM KOHdUrypauum mn dann TekyLlemn
KoHdurypauun. PasHuua B CBOMCTBAX Mexay 3TuMu dannammu no3eonseT obneryntb
pe3epBHOE KONMpoBaHne 1 06HOBMNEeHne KoHgurypaumi

Start up configuration file: 3To nocnegoBaTenNbHOCTL KOMaHA KOHUrypaumn, ucrnonb3lyemas
npu 3anycke kommyTtatopa. ®ann HavyanbHON KOHUIypauumn XpaHMTCsa B SHEProHe3aBUCUMOM
namatn. Ecnu yctponcteso He nogaepxuBaet CF, dann KoHdurypaumm xpaHUTCca TONbKO BO
FLASH. Ecnu ycTtpoincTteo nogaepxusaeT CF, bann KoHurypauum XpaHuTes BoO reLl-namaTu
unn CF. Ecnn ycTponCTBO NOAAEpPXMBAET MYNbTUKOHMUIYPALNOHHBIN dais, OHWU AO0SXKHbI
nMeTb paclumperue .cfg, uma no-ymonyanuio startup.cfg. Ecnm yctporcTso He nogaepxusaeT
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MYNbTUKOHUIYpaunoHHbIn ¢ann, nma danna HayanbHOM KOHdurypaumm [OSMKHO ObiTb
startup-config.

Running configuration file: 3710 Tekywasa (running) nocrnefoBaTeNbHOCTL KOMaHA,
KOHUrypauum, ucnonb3ayemasa KoMMyTaTopoM. TeKyLmnin KOHUrypaumoHHbIN hann XpaHuTcs
B onepaTuBHOM namsaTn. B npouecce paboTbl Tekywaa KoHdurypaumsa running-config moxet
6bITb coOXxpaHeHa n3 RAM Bo hriew-namATb KOMaHAOM «write» unm «copy running-config startup-
config».

Factory configuration file: cann koHdurypauumn, nocraBnsemMmbld C KOMMYTaTOpOM, Tak
Ha3biBaeMbln factory-config. [ona Toro, 4tobbl 3arpy3utb 3aBoackon chann KoHdurypauum u
nepesanucaTtb hann HayanbHOM KoHpUrypaumm Heobxoanmo BeecTn koMaHapl «set defaulty n
«write», a 3aTeM nepesarpy3ntb KOMmyTaTop.

2.5.3.2. Hactpouka FTP/TFTP

KoHdpurypaumm kommyTtatopa kak FTP- u TFTP-knueHta noytM OAMHAKOBbLI, MO3TOMY
npouenypbl HacTponku ana FTP n TFTP B aToM pykoBoACTBE ONUCaHbl BMeCTe.

1. Hactpoika FTP/TFTP-knueHTa.
1.1. 3arpy3ska daunnos FTP/TFTP-knueHTOM.

KomaHpa MosacHeHune

Pexum agmuHucTpaTopa

copy ftp://user:password@ip|host- | 3arpy3ka dannos FTP/TFTP-knMeHTOM
name/remote-filename <destination
filename> [ascii | binary]

copy tftp://ip|host-name/remote-filename
<destination filename> [ascii | binary]

1.2. MpocmoTp goctynHbix dhannos Ha FTP-cepeepe.

KomaHnpaa MosicHeHue

Pexum agmmHucTpatopa

ftp-dir <ftpServerUrl> MpocmoTp poctynHbix channoB Ha FTP-cepeepe. ®opmat
appeca B AaHHOM cnyyae BbIFNAANT Tak:
ftp://nonb3oBatenb:napons @IPv4|IPv6-agpec

2. Hactponka FTP-cepsepa.
2.1. 3anyck FTP-cepsepa.

KomaHpa NosicHeHue

Pexxum rmobanbHoOro KoHcpurypuposaHusa

ftp-server  enable 3anyck cepBepa, KOMaHAa «no» BbIK/OYaeT

no ftp-server enable cepeep
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2.2. HacTtpoika umeHun nonb3oBaTens U napons ans exoga Ha FTP-cepsep.

KomaHpa

MosicHeHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

ip ftp username <username> password
[0 | 7] <password>

no ip ftp username<username>

HacTtpoika umeHu nonb3oBatena n naponsa and
Bxoaa Ha FTP-cepep. KomaHga «no» yoanut ums
nonb3oBaTens U Naposb

2.3. N3ameHeHne BpeMmeHn oxmnaanuma FTP-cepsepa.

KomaHpa

MosicHeHue

Pexum rnobanbHoro koHdurypuposaHums

ftp-server timeout <seconds>

BbicTaBnser BpeMA oXXnaaHua Ao pa3pbiBa CBA3U

3. Hactpounka TFTP-cepBepa.
3.1. 3anyck TFTP-cepBepa.

KomaHpga

MosicHeHue

Pexum rnob6anbHOro KOH¢pUrypmpoBaHus

tftp-server  enable
no tftp-server enable

3anyck cepeepa, KoMaHAa «no» BblKMoYaeT
cepsep

3.2. lameHeHune BpemeHn oxuagaHna TFTP-cepsepa.

KomaHaa

MosicHeHue

Pexum rnob6anbHOro KOH(pUrypmpoBaHus

tftp-server retransmission-timeout
<seconds>

BbicTaBnsieT TanmMayT [O peTpaHCnsauMn naketa

3.3. Hactponka konunyectBa pa3 pe
nakeToB.

TpaHCNAUMW [0 TalumMayTa Ans HernoBpeXAeHHbIX

KomaHpa

MosicHeHue

Pexxum rmobanbHoro KoHcpurypuposaHus

tftp-server retransmission-number
<number>

YcTaHaBnuBaeT YNCIIO peTpaHCNALMi
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2.5.3.3. Npumepbl HacTponku FTP/TFTP

HacTponku oguHakoBbl ans IPv4- n IPv6-agpecos. INpumMep nokasaH TonbkKo anga IPv4-agpeca.

b

1/0/1 | 10.1.1.2

10.1.1.1

PucyHok 2-3. 3arpy3ska nos.img ¢anna FTP/TFTP-knneHtom

CueHapuin 1. /cnonb3oBaHue kommyTtaTtopa B KadectBe FTP/TFTP-knueHTa. KommyTatop
coefvHAeTCA OOHMM U3  CBOMX [MOPTOB C  KOMMbLIOTEPOM, KOTOpbIN  ABNSETCSH
FTP/TFTP-cepepom c IP-agpecom 10.1.1.1, kommyTaTop gencreyet kak FTP/TFTP-knneHrT,
IP-apgpec nHtepdenca VLAN1-kommyTaTopa 10.1.1.2. TpebyeTtcsa 3arpy3uTb gann "nos.img" ¢
KOMMblOTEPA B KOMMYTaTOP.

2.5.3.3.1. Hactpounka FTP

HacTtpoiika komnbtoTepa:

3anyctute nporpammHoe obecneyeHne FTP-cepBepa Ha KomnbioTepe M YyCTaHOBUTE UMSA
nonb3oBaTtena "PC" u naponb "superuser'. [lNomectute dann "12_30_nos.img" B
COOTBETCTBYHOLWMIA KaTanor FTP-cepBepa Ha KOMMblOTEpE.

Hanee onvcaHa npoueaypa HaCTPONKM KOMMYyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2
255.255.255.0 Switch(Config-if-Vlan1)#exit
Switch(config)#exit

Switch#copy ftp://PC:superuser@10.1.1.1/0/12_30_nos.img nos.img

CueHapwum 2. Vicnonb3oBaHne KoMmyTaTopa B kadectBe FTP-cepBepa. KommyTtaTtop paboTaet
Kak cepBep W MOAKMOYaAeTCsa O4HUMM M3 CBOUX MOPTOB K KOMMbIOTEPY, KOTOPbIA ABMSETCA
KnueHToM. TpebyeTcs nepeaatb ann «nos.img» ¢ KOMMyTaTopa Ha KOMMbIOTEP U COXPaHUTb
ero Kak «12_25_nos.img».

Hanee onvcaHa npoueaypa HaCTPOMKM KOMMYyTaTopa:
Switch(config)#interface vian 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2
255.255.255.0 Switch(Config-if-Vlan1)#exit
Switch(config)#ftp-server enable

Switch(config)# username admin password O superuser
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HacTtponka komnbloTepa:

3anauTe Ha KommyTaTop ¢ noboro FTP-knueHTa ¢ umeHemM nonb3oBaTtena «adminy 1 naponem
«superuser», uUcnosnb3ynte komaHay «get nos.img 12_25_nos.img» ansa 3arpy3ku caunna
«NOS.img» C KOMMYyTaTopa Ha KOMMbITEP.

CueHapunn 3. lcnonb3oBaHMe KommyTaTopa B kadyectBe TFTP-cepsepa. KommyTaTop
paboTtaeT kak TFTP-cepBep 1 coegmHaeTca 0gHUM U3 CBOMX NOPTOB C KOMMNbIOTEPOM, KOTOPbIN
anaetca TFTP-knuneHtom. Tpebyetca nepepaTtb hann «nos.img» € KOMMyTaTopa Ha
KOMMbLOTEP.

Hanee onvcaHa npoueaypa HaCTPONKM KOMMYyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2
255.255.255.0 Switch(Config-if-Vlan1)#exit
Switch(config)#tftp-server enable

HacTporika komnbtoTepa:

3angute Ha kommyTaTop c noboro TFTP-knueHTa, ucnonb3ymnTte Komanay «tftp» ona sarpysku
«Nnos.img» danna c KoOMMyTaTopa Ha KOMMbIOTEP.

CueHapuin 4. KommyTaTop BbICTynaeT kak FTP-knueHT gna npocMoTpa crnvcka gannos Ha
FTP-cepBepe. YcrnoBus CUHXPOHM3AUUKW: KOMMYTaTOp COEAMHEH C KOMMbIOTEPOM 4epes
Ethernet-nopt, kKomnbtoTep aensetca FTP-cepsepom c IP-agpecom 10.1.1.1; KommyTtaTtop
BbicTynaeT kak FTP-knueHT ¢ IP-agpecom nHtepdenca VLANT 10.1.1.2.

2.5.3.3.2. HacTtpouka FTP

HacTtpoiika komnbtoTepa:

3anyctute FTP-cepBep Ha KOMMbOTEPE M YCTaHOBUTE MMs nosnb3oBaTensa «PCy», u naponb
«superuser».

HacTtpoiika kommyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2
255.255.255.0 Switch(Config-if-Vlan1)#exit
Switch#copy ftp: //PC:superuser@10.1.1.1
220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.
230 User logged in, proceed.
200 PORT Command successful.
150 Opening ASCII mode data connection for
/bin/ls. recv total = 480
nos.img nos.rom
parsecommandline.cpp
position.doc gmdict.zip

...(some display omitted here)
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snmp.TXT

226 ansfer complete.

2.5.3.4. YcTtaHOBKa npuopuTteToB 3arpy3ku IMG-cannos

Mocne konupoBaHue IMG-file Ha cnew-namsaTb KOMMyTaTtopa, HEOO6XOAMMO BbICTaBUTb
npuoputeT 3arpy3ku (kakon IMG-file 6yaeT 3arpyxaTtbcs B ponv ocHoBHoro MO, a kakon bypeT
B PO pe3epBHOro).

KomaHpa MosicHeHue

Pexnm agmmHucTpatopa

boot img <Img file name> BbicTaBneHne napmeTpoB 3arpy3ku |IMG-canna B kayectse
primary ocHoBHoro MO, koTopoe ByaeT 3arpyxaTbCcs B NepByto ovepeab

boot img <Img file name> BbicTaBneHne napameTpoB 3arpy3ku IMG-danna, KoTopbIv
backup 6yneT BbICTynaTb B ponu pe3epBHoro 0O u 3arpyxaTtbcsa ecnu
3arpy3ka ocHoBHoro 1O He yganacb

show boot-files MpocmoTp 3arpy3o4Hbix IMG-hannos (3arpyxeH B HaCTOALLMN
MOMEHT, ByAeT 3rpyXeH B pOfin OCHOBHOIO MOCse nepesarpy3ku,
BbICTaBIIEH B POSIM PE3EBHOr0), @ Takxe dannbl KOH(Urypauum

2.5.3.5. YcTtpaHeHue HencnpaBHocten FTP/TFTP
2.5.3.5.1. Nouck HeucnpaBHocTen FTP

Mepepn Havyanom npouecca 3arpy3kn/ckaunmBaHnsa CUCTEMHbIX hanioB C MOMOLLbIO NPOTOKOMA
FTP Heob6xoaMMo NpoBepUTb HaNN4YnMe CoOeaUHEHNS MeXAy KIMEHTOM U CEPBEPOM, 3TO MOXHO
OCYLLEeCTBUTb C MOMOLLbIO KOMaHabl «ping». Ecnu axo-tectupoBaHue HeyaauyHo, cnenyet
YCTPaHUTb HENonagku ¢ CoeANHEHUEM.

Cnepytowee coobuieHne, otobpaxaeTcss nNpu ycnewHon oTnpaBke ¢annoB. Ecnn oHo He
NOsIBUNIOCh, MOXarnyncTa, NpoBepbTe NOAKIIOYEHME K CETU U MOBTOPUTE KOMaHAY «COpy» eLle
pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

nos.img file length = 1526021

read file ok

send file

150 Opening ASCII mode data connection for
nos.img. 226 Transfer complete.

close ftp client.

Ecnn kommyTaTop 06HOBRsieT dhan NpownBKY U dann HavyanbHON KoHGUrypaummn 4vepes
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Transfer complete» ykasbiBalowme Ha ycnewHoe O6HOBfEHME, B MNPOTUBHOM Cllyvae
KOMMyTaTop MOXeT ObiTb MOBpPEXAEH U ero 3anyck byaet HeBo3mMoxeH. Ecnu obHoBneHve
yepe3d FTP He ypaetcqa, nonpobynTte ewe pa3 unu ucnonb3ynte pexmm BootROM pnsa
obOHOBMEHMUS.

2.5.3.5.2. Nounck HeucnpaBHocTen TFTP

Mepepn Havyanom npouecca 3arpy3kn/ckaunmBaHna CUCTEMHBIX hainfioB C MOMOLLbIO NPOTOKOMa
TFTP Heo6x0aMMO NpoBEPUTL HanNMune CoeguHEHNA MeXAY KITMEHTOM U CEPBEPOM, 3TO MOXHO
OCYLLEeCTBUTb C NOMOLLbIO KOMaHAbl «ping». Ecnv Ha oTtnpaBneHHbIn echo-request He Gbino
nosly4eHo OTBETa, criefyeT yCTPaHUTb Henonaakn ¢ COeaNHEHNEM.

Cnepytoliee coobLueHne, oTobpaxaeTcs Npu ycrnewHon oTnpaBke daiinos. Ecnv oHo He
NOSABUIOCH, NoXanyiicTa, NPoBepbTe NOAKIIUYEHNE K CETU U MOBTOPUTE KOMaHAY «COpy» eLle
pas.

Begin to send file, please wait...

HHHG G R BHHHG SR BB HH GG SRR B BB RHEHB RS RBHH
File  transfer = complete.

close tftp client.

Cnepytowee coobuieHne, otobpaxaeTcsa nNpu ycnewHom nonyveHumn cpannos. Ecnn oHo He
NoSIBUSIOCH, NOXasnyncTa, NpoBepbTe NOOKIOYEHMNE K CETU U MOBTOPUTE KOMAHAY «COpy» eLle
pas.

begin to receive file, wait...

Get Img file size success, Img file size is:14759737(bytes)

HEGHHHRBBHARHHB BB HHBRBGRBRGBHGREHAHHHRBHAGHHB R BB BHGRBHR RS
#

File  transfer = complete.

Recv total 14759737 bytes

Begin to write local file, please wait...
Write ok.

close tftp client.

Ecnu kommyTaTtop o6HOBNsieT dain NpownBkN Unn gann HayanbHoON KoHUrypauum vyepes
TFTP, oH He ponxeH nepesanyckaTbCca noka He nosiBMTCA coobuieHune "close tftp client» nunn
"File transfer complete» yka3sbiBatowme Ha ycnewHoe OGHOBEHME, B MPOTMBHOM Cryyae
KOMMYyTaTop MOXeT OblTb MOBPEXAEH M ero 3anyck bynet HeBo3MOXeH. Ecnn o6HoBneHne
yepe3 TFTP He ypaeTtcs, nonpobynte elle pa3 unu ucnonb3ynte pexvm BootROM pns
o6HOBNEHNS.

2.5.4. Ucnonb3oBaHue c¢new-Hakonutens USB nponAa oOHoBneHus
ycTpoucTBa

KommyTaTtop ocHauweH USB-noptom. [Ona o6bHoeneHus MO Ha kommyTaTope, a Takxe
3arpy3Ku-BbIrpy3ku ¢annos KOHpurypaumu, MOXHO ncrnonbL3oBaTb BHELLHWN
dnew-Hakonutenb USB.
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2.5.4.1. NMoproToBKa cdnew-Hakonutensa USB kK oOHoOBNeHuUto

Ha dpnew-Hakonutene USB aonxHbl ObiTb 3anuncaxbl hannsl npowmeku IMG-file, ROM-file unu
apyrve dannbl Ans TpaHCNOPTUOPOBKM Ha dnew-naMsaTb KOMMyTaTopa. Takxe Heobxoaumo
cBobogHoe MecTo Ha dunew-Hakonutene USB ana Bbirpy3ku annoB u3 dnew-namaru
KoMmmyTaTopa. Pnew-HakonuTenb AOMXeH ObiTb ycTaHoBNeH B USB-pa3bem.

YctaHosute dnew-Hakonutens USB B USB-pa3zbem. Cuctema aBTOMaTUYECKU BbIMNOMHUT
nouck USB. lMocne Toro, kak dnew-Hakonutenb USB ycTaHoBneH, moaynb Apansepa
aBTOMaTMyecku uHuumanuanpyet gparneep USB. lMo3xe cuctema MOXeET npoyuTaTb WM
3anucatb 3TOT (hnew-Hakonutens USB.

Ecnu cuctema obHapyxumt USB-Hakonutenb 1 yCnewHo 3arpy3uT apansep, bynet otobpaxeHa
cnepyowas nHopmMauma:

Switch#fill_dyn_drive:dcnDrv=usb0: pFile=usb0:, transFileName=/media/sdal
fill_dyn_drive:dcnDrv=usbO0: pFile=usb0:, transFileName=/media/sdal

%Jan 01 18:01:26.460 2006 %USB_DISK_FOUND: USB Disk <Mass Storage> has been
inserted to USB port 0!

%Jan 01 18:01:26.460 2006 %USB_DISK_PARTITION_MOUNT: Mount
ushO:(type:FAT),size:29862.0MB

2.5.4.2. KomaHabl ansa paboTbl ¢ ¢new-Hakonutenem USB

1. KomaHabl npocMoTpa 1 nepexoda no pasaenam.

KomaHnpa MosicHeHue

Pexum agMmuHuctTpatopa

show usb Komanpa pgna  otobpaxeHwua  uHgopmaumm o  USB
dnew-Hakonutene ¢ naeHtudgukatopom 0

dir usb0:/ MpocmoTp cogepxummoro USB cneww-Hakonutens
cd usbO0:/ BoiTu B KopHEBOW pa3aen dnew-Hakonutend USB
dir MpocmoTp comepxumoro USB dnelw-HakonuTensa, Haxogach B

naspene USB

cd usb0:/<folder name> lMepexon B Nanky, pacnosioXXeHHyto Ha dnew-Hakonutene USB
cd MpoCMOTP TEKYHOLLEro MECTOHAXOXAEHUS
cd flash:/ Bo3sBpalueHne B KOpHEBOW pa3gen dnew-naMmsaTi KoMmyTaTopa
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2. KomaHgpl TpaHCNopTUPOBKY (hainoB C UCMonb30BaHNEM drieLl-HaKoNUTENS.

KomaHpa

MosicHeHue

Pexnm agmmHucTpatopa

copy usbO0:/nos.img
flash:/nos.img

Konunposanue MO (IMG-danna) ¢ USB cnew-HakonuTtens Ha
dnew-namMaTb KOMMyTaTopa

copy vsf_startup.cfg
usbO:/vsf_startup.cfg

KonuposaHne anna KoHpurypaumm u3 drnew-namaTu
kommyTatopa Ha USB (new-Hakonutens (HaxoouTbCs
Heo6XxoaMMO B KOPHEBOM pa3zene deL-naMmsaT KommyTaTopa)
Takum xe 06pa3om MOXHO cCKonmnpoBaTb Nbon dann

copy flash:/vsf_startup.cfg
usbO:/vsf_startup.cfg

KonuposaHne anna KoHdurypaumm u3 drnew-namaTu
kommyTaTopa Ha USB cnew-HakonuTens (M3 nioboro pasagena).
Takum xe 06pa3om MOXHO CKonmnpoBaTh Nbon dann

delete usbO:/<file name>

Ypanenue canna ¢ new-Hakonutena USB

cd flash:/

BosBpalueHne B KOpHeBOW pa3aen rew-naMmsaTi kKoMMmyTaTopa

Mocne konupoBaHus IMG-gannos B cnew-namarte KOMMyTaTopa Heob6xoAMMO BbICTAaBUTb
napameTpbl 3arpy3ku ainnos (cm. n.2.5.3.4).
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3. KOHO®OUT'YPUPOBAHUE NMOPTOB

3.1. BBeaeHue

Ecnn nonb3oBaTtenb XodeT CKOHUrypupoBaTb CETEBOW MOPT, OH MOXET BBECTM KOMaHay
«interface ethernet <interface-list>» ana Bxoga B COOTBETCTBYIOWMI PEXUM KOHUrypaLumm
noprta, rae <interface-list> cogepXuT oaMH MNM HecKonbko nopTtoB. Ecnn <interface-list>
COEPXMUT HECKONbKO MOPTOB, HOMEpPa NOPTOB Pa3AeNATCA cneumanbHbiMY CUMBOMIAMN «,» U
«-», TAe «,» UCnonb3yeTcs AN nepevyncneHns NopTos, a «-» AN yKasaHua guana3oHa HOMepoB
noptoB. [Monoxum, onepauns fonxHa ObiTb BbiNoNHEHa Hag nopTamu 2,3,4,5. Torga kKomaHaa
Oynet BbirnageTb Tak «interface ethernet 1/0//2-5». B pexume KoHdurypaumm nopta MOXHO
U3MEHATb CKOPOCTb, PEXUM Ayniekca WU HacTpavBaTb ynpasfieHue Tpadukom, npyu 3ToM
OaHHble N3MEeHeHNA TpebyT COOTBETCTBYHOLLNX N3BMEHEHUI HA OTBETHbIX CETEBbIX NMOPTax.

3.2. Cnucok kKomaHAa AN KOHPUrypmpoBaHus NOPTOB

1. Bxop B pexum KoHdurypauum Ethernet-nopra.
2. KoHdurypaums napameTpoB CETEBOMO NopTa.
2.1. KoHurypaums pexmnma combo ana combo nopTos.
2.2. BKIIOYMTL/BBIKTOYNUTL MNOPTHI.
2.3. KoHdpurypaums nmeHu nopra.
2.4. KoHdurypauusa tuna kabens Ha nopTy.
2.5. KoHurypauma ckopocTu 1 gynsiekca Ha nopry.
2.6. KoHurypaumsa KOHTPOns rnosnockl NponycKaHna.
2.7. KoHdurypauusa ynpasneHus Tpadhukom.
2.8. BkntoveHune/BbikntoveHne oyHKLMN pacno3HaBaHnAa NeTun.
2.9. KoHurypauusa KOHTpons LWNMpoKoBeLaTeSbHbIX LUTOPMOB HA KOMMYyTaTope.

2.10. KoHdurypauua pexuma ckaHMpoBaHus nopra.
2.11. KoHdurypauusa KOHTPOsS HapyLUeHUss CKOPOCTU Ha MopTy.
2.12. KoHdurypaumsa nHtepsana cbopa CTaTMCTUKM MO CKOPOCTU NopTa.

3. BupTyanbHbii TecT kabens.

1. Bxop B pexunm KoHpurypaumm Ethernet-nopta.

KomaHaa OnucaHue

Pexum rno6anbHOro KoH¢purypmpoBaHus

interface ethernet <interface-name> Bxop, B pexum KOHdurypaumm
Ethernet-nopTta
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2. KoHurypaums napameTpoB CETEBOMO Nopra.

KomaHpa

OnucaHue

Pexum KkoHcdUrypaumm noprta

media-type { dac-100cm | dac-300cm |
dac-500cm | dac-50cm | fiber-100m |
fiber-10g | fiber-1g }

YctaHoBka pexuma SFP+ nopTos

shutdown
no shutdown

BkntoueHne/BbIKNIOYEHME YKa3aHHOro nopTa

description  <string>

no description

HasHaueHne nnn otmeHa umeHu nopta

speed-duplex {auto [10 [100 [1000]] |
forcel0-half | force10-full | force100- half
| force100-full | force100-fx [module-type
{auto-detected | no-phy- integrated | phy-
integrated}] | {{forcelg-half | forcelg-full}
[nonegotiate [master | slave]]}| forcel0g-
full}

no speed-duplex

YcTaHOBKa CKOpPOCTU M Aynnekca Ha nopTy Ans
100/1000 BASE-TX wnm 100 BASE-FX. C
onepaTopomM «no» faHHas KOMaHaa
BOCCT@HaBnNMBaeT  napamMeTpbl  nopta Mo
YMONYaHuo, TO €eCTb [OroBOPHYI CKOpPOCTb W
aBTOMaTM4eckoe onpepeneHve aynnekca

negotiation {on|off}

BkntoyeHune/BbIKtoyeHne yHKLUMN
aBTOMaTU4YECKOro onpegeneHnsa napameTpoB Anis
1000 BASE-FX

receive | transmit]
no bandwidth control

bandwidth control <bandwidth> [both |

YcTaHoBKa WM OTMEHa 3Ha4deHus MosocChl
nponycKaHus, Ncnonb3yemMmon ansa
BxoasLlero/mcxogawero Tpaduka onga ykasaHHbIX
nopToB

flow control

no flow control

BkntoyeHne/BbiknoveHne  yHKLUMn
TpadduKa ons yKasaHHbIX NOPTOB

KOHTpOnA

loopback
no loopback

BknioyeHue/BbikntoyeHne yHKUMKM NeTnu  gns
yKa3aHHbIX MOpTOB
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KomaHpa

OnucaHue

storm-control {unicast |
multicast} <Kbits>

broadcast |

BkntoyeHne (yHKUMN KOHTPOMS LUTOPMOB AfS
LLIMPOKOBELLLATENbHbIX, MHOroMnofb30BaTENbCKNX
N NepcoHaNnbHbIX MNAKeTOB C HEWU3BECTHbIM
agpecom Ha3HayeHusa (KopoTKMX nnsa
LUMPOKOBELLLATENBHOrO) M YCTaHOBKa A0MNYyCTUMOro
yucna LwmMpoKoBelaTesnbHbIX nakeTos; dopmar
NO pgaHHOM KOMaHObl OTKMYaeT QYHKLMIO
KOHTPONS LWMPOKOBeLLLaTeNbHbIX LUITOPMOB

Switchport flood-control
{bcast|mcast|ucast}

KoHdurypuposaHue kommyTatopa He nepegasatb
LUMpOKOBeLLaTeNbHble, MHOronosb30BaTenbCcKue
N NepcoHarbHble

no switchport flood-control
{bcast|mcast|ucast}

[MakeTbl B YyKa3aHHbIM NOPT, «No»

OTKINIOYaAET AaHHY0 PYHKLUUNIO

KoMaHpa

rate-violation {all <200-2000000> |
broadcast <200-2000000> | control
{block | shutdown} |
2000000> | unicast <200-2000000> }

<200-2000000>
no rate-violation

multicast <200-

YcTaHaBnuBaeT MakCcMMarsbHy CKOPOCTb Npuema
naketoB Ha nopty. Ecnn ckopocTb npuHATUA
MakeToB MpeBbIWAET pa3peLleHHyo, KomaHaa
BbIK/IIOYAET 3TOT MOPT U KOHUrypupyeTt Bpems
BOCCTaHoBneHua nopta (no ymondanHuio 300 c).
KomaHga «no» OTKIo4YaeT yCTaHOBKY

Pexum rnob6anbHOro KOH¢uUrypmpoBaHus

port-rate-statistics interval <5-600>

KoHdurypaums vHTepBana cbopa CTaTUCTUKKM MO
CKOpOCTH

3. BupTyanbHbii TecT kabens.

KomaHpa

OnucaHue

Pexum agMmHuctpatopa

virtual-cable-test interface ethernet

<IFNAME>

BupTyanbHbIi TecT kabens Ha nopre
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3.3. MNpumepbl KOH(pUrypauum nopTa

KommyTtartop 1

PucyHok 3-1. Mpumep koHburypauum nopta

VLAN He ckoHgurypmpoBaHbl Ha kommyTaTtope. o ymonyanuio ncnons3yetca VLANT.

KommyTtaTtop MopT CBoucrtBa
Switchl 1/0/7 JTnmunT BxopasaLen nonocsl: 50 Mb
Switch2 1/0/8 3epKanupoBaHHbI NOPT UCTOYHMKA
1/0/9 100 Mbps full, 3epkanupoBaHHbLIA NOPT
NCTOYHUKA
1/0/10 1000 Mbps full, 3epkanupoBaHHbIN  NOPT
Ha3Ha4veHus
Switch3 1/0/12 100 Mbps full

KoHdurypauma npueeaeHa HuXe:
Switch1:
Switch1(config)#interface ethernet 1/0/7
Switch1(Config-If-Ethernet1/0/7)#bandwidth control 50000 receive

Switch2:

Switch2(config)#interface ethernet 1/0/9
Switch2(Config-If-Ethernet1/0/9)#speed-duplex force100-full
Switch2(Config-If-Ethernet1/0/9)#exit
Switch2(config)#interface ethernet 1/0/10
Switch2(Config-If-Ethernet1/0/10)#speed-duplex forcelg-full
Switch2(Config-If-Ethernet1/0/10)#exit
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Switch2(config)#monitor session 1 source interface ethernet1/0/8;1/0/9

Switch2(config)#monitor session 1 destination interface ethernet 1/0/10

Switch3:

Switch3(config)#interface ethernet 1/0/12
Switch3(Config-If-Ethernet1/0/12)#speed-duplex force100-full
Switch3(Config-If-Ethernet1/0/12)#exit

3.4. YcTpaHeHue HencnpaBHOCTEMN Ha NMOPTY

3aecb npnBoaANTCA HECKOJIbKO cmyau,mﬁ, 4acCTo BCTpevarLmnxca npu KOHCbI/IpraLI,I/II/I nopta, n
npegnararnTca UX peeHnaA:

[Ba coeanHEHHbIX ONTUYECKNX UHTepdenca He NOSHNMAKOTCA eCnn OAVH UHTepdenc
HacCTpoeH Ha aBToonpefeneHve, a Ha BTOPOM XECTKO YCTaHOBMEHbl CKOPOCTb U
aynnekc. 9710 onpepensaetca ctaHgapTom IEEE 802.3.

He pekomeHnpyeTca cnepyolwasi KOHpUrypauus: BKIlOYEHME KOHTpOns Tpaduka u
OOHOBPEMEHHO YCTaHOBIIEHME NUMUTA AJ1S1 MHOTOMOJSIb30BaTENbCKUX MAKETOB HA TOM
Xe TMopTy; YCTaHOBKA OJHOBPEMEHHO KOHTPOSS 3a LUMPOKOBELLATESbHbIMM,
MHOroMosb30BaTeNbCKMMU 1 NEPCOHanbHbIMU MakeTaMy ¢ HEU3BECTHLIM Ha3HAYeHEM
1 orpaHMYeHns Nosockl Ha NopTy. Ecnu Takne KOMBUHaLMKN YCTAHOBMEHbI, NPOMNYCKHasn
CNOCOBHOCTb NOPTa MOXET 0KA3aTbCsl MEHbLLE OXNAAEMON.

Q
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4. KOHOUT'YPALUUA DYHKUUUN N305NALUN NMOPTOB

4.1. BBegeHue B PYyHKLMIO U30nsL4uu NopToB

N3onaums noptoB — 3TO He3aBuUCMMasi NOPTO-OpUMEHTMPOBaHHaA yHKumA, paboTaiowias
Mexay noptamu, Kotopast n3onupyeT NOTOKN pasfnnyHbIX NOPTOB Apyr oT Apyra. C nomMoLsio
3TON hyHKUMKM NOMb30oBaTeNb MOXET M3onnposaTtb NopThl B Nnpegenax VLAN ana coxpaHeHus
pecypcoB VLAN wn ycuneHuss cekpetHoctu cetu. [locne Toro, Kak ata yHkuma 6yper
CKOH(UrypvpoBaHa, nopTbl B rpynne M30NupoBaHHbIX MOPTOB OyayT M30nupoBaHbl Apyr OT
Apyra, B TO BpeMf Kak NnopTbl U3 pasfuyHbIX rpynn U30AaumMm UM HEN30InMpoBaHHbLIX MOTYT
nepecbinatb AaHHble ApYyr Apyry COBEPLUEHHO HOpManbHO. Ha KommyTaTope MOXeT ObiTb
CKOHUrypmpoBaHo He 6onee 16 rpynn n3onsaumm nopToB..

4.2. CNUCOK KOMaHA Ans KoHcurypaumm nsonsiumm noptTos

1. Co3zpgaTtb rpynny n3onMpoBaHHbIX NOPTOB.
2. [ob6asutb Ethernet-nopThbl B rpynny.
3. OT06pa3utb KOHUrypaumio rpynnbl 3014111 NOpTOB.

1. Co3zpaTtb rpynny n3onMpoBaHHbIX NOPTOB.

KomaHpa OnucaHue

Pexum rnob6anbHOro KOH¢UrypmpoBaHus

isolate-port group <WORD> Coszpgaet rpynny nsonupoBaHHbIX noptoB. C
onepaTopoM «no» 3Ta KoMaHaa ypansaet

no isolate-port group <WORD>
rpynny M30anMpoOBaHHbIX NOPTOB

2. [Oo6asutb Ethernet-nopTbl B rpynny.

KomaHaa OnucaHue

Pexum rnob6anbHOro KOH(UrypmpoBaHus

isolate-port group <WORD> switchport | [lo6aBnseT oauH NopT unu rpynny nopToB B
interface [Ethernet | port-channel] rpynny W30JSIMPOBaHHbIX MOPTOB, KOTOpbIE
<IENAME> OyOyT M30mMpoBaHbl OT ApPYrux MOpToB B

_ ) rpynne. OnepaTtop «no» yaanseT OAvH nopT
no isolate-port group <WORD> switchport ynn rpynny nopToB n3 rpynmnbl

interface [Ethernet | port-channel] N30MMPOBAHHbBIX MOPTOB
<IFNAME>
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3. OT106pa3uTb KOHpMrypauuio rpynnbl M30nAUMmM NopToB.
KomaHnpa OnucaHwne
Pexxum agMmMHucTpaTopa, Pexxum rmo6anbHOro KoHurypmpoBaHus
show isolate-port group [ <WORD> ] lMoka3biBaeT KOHdUrypauuo rpynn
N30NMPOBAHHbIX MOPTOB, BKIOYaA Bce
CKOH(UIypUpOBaHHbIE rpynnbl
N30NMPOBaHHbIX NopToB M Ethernet-nopTbl B
Kaxgow rpynne

4.3. TunoBble npuMepbl PyHKLUUU N30NSLUN NOPTOB

1/0/15

KommyTtatop 1

1/0/1 1/0/10

1/0/1

—
KommyTarop 2 ::_,

1/0/2 1/0/2

)

KommyTtatop 3

PucyHok 4-1. Tunosble npumepbl (PyHKLUUM U301ALMM MOPTOB

Tononorunst n KoOHUrypaumss KOMMyTaTOPOB NoKa3aHa Ha pucyHke Bbiwwe. MopTbl €1/0/1, e1/0/10
n el/0/15 Bce npuHagnexat K VLAN 100. TpeboBaHune 3aknio4yaeTca B TOM, 4YToObl nocne
BKJTHOUYEHMA (PYHKUMN M30naumun NopToB Ha KommyTaTtope Switch1-noptel €1/0/1 n €1/0/10 Ha
3TOM KOMMYTaTOpe HE MOIM CBSI3bIBAaTLCA APYr C APYrom 1 06a Mornm CBA3bIBaTLCA C MOPTOM
e1/0/15, cmoTpALWMM B ceTb. TO €CTb CBA3N Mexay nobbiMn napamu downlink-noptoB — HeT,
N B TO Xe Bpems CBA3b Mexay ntobbim downlink-noptom 1 uplink paboTtaeT. BbilwecToswmin nopt

MOXeT paboTaTb C NObIM NOPTOM HOPMasbHO.

4.3.1. KoHdurypaumsa kommyTtatopa Switchl:
Switch(config)#isolate-port group test

Switch(config)#isolate-port group test switchport interface ethernet 1/0/1;1/0/10
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5. KOHOUTYPALUUA SYHKUUUN PACINO3HABAHUA
NETIIN HA NMOPTY

5.1. BBeaeHue B (hyHKLUIO pacno3HaBaHUA neTnu

C pas3BuUTUEM CETEBbIX YCTPOMCTB BCe Gonblue 1 Gonblue nonb3oBaTenei NoakoyaTcs K
ceTn Yyepes Ethernet-kommyTaTopbl. B NPOMBbILLNEHHbIX CETSIX MONb30BATENN NOYyYatoT AOCTYN
yepe3 KOMMYTaTopbl 2-r0 YPOBHS, YTO NpeabsBnseT cTporve TpeboBaHNs K B3auMOAeNnCTBUI0
MeXzay YCTPOMCTBaMM Kak BHELLHEN, TakK U BHYTpeHHel ceTn. Koraa TpebyeTcs B3aumoaencTeve
Ha 2-M ypoBHe, COObLLEHNE AOMXHO OTNPaBNATLCA TOYHO B COOTBETCTBUM ¢ MAC-agpecom ans
KOPPEKTHOW paboTbl Mexay nonb3oBaTensaMu. YCTPOMUCTBA BTOPOrO YPOBHS 3anoMUHAKOT
MAC-agpeca, usydas sxogsawme MAC-aapeca UCTOYHUKOB NAKETOB U NpU NMOCTYMNSIeHUN NakeTa
C HEN3BECTHLIM aApPeCcoM UCTOYHMKA OHM 3anucbkiBaloT ero MAC-agpec B Tabnuuy, 3akpennss
ero 3a nopToMm, OTKyaa npuilen 3ToT nakeT. Takum o6pa3oM crnenywowmii NakeT ¢ AaHHbIM
MAC-agpecom B kayecTBe nopTa Ha3HauyeHus GyaeT oTnpaBneH cpaly Ha 3ToT nopT. To ecTb
aapec cpasy hUKCMpYeTCa Ha NopTy AN OTNPaBKM BCEX NAKeToB.

Korpa naket ¢ MAC-aipecoM UCTOYHUKA, YX€ U3YYEeHHbIM KOMMYTaTOpOM, NMPUXOAMUT Yepe3
Apyron nopt, 3an1ck B Tabnuue MAC-agpecoB n3amMeHseTca Takum o6pa3om, YTobbl NakeTbl C
AaHHbIM MAC-agpecoM HanpaBnsnuch Yepe3 HoBbIM NopT. B pe3ynbrate, ecnu Ha yyacTke
Mexay ABYMS agpecaTamu CyLlecTByeT Kakas-nnbo netns, sce MAC-agpeca U3 ceTn BTOpOro
ypoBHS ByyT nepecbinaTbCa Ha TOT NOPT, rAe cywecTByeT netns (06bi4Ho MAC-agpeca B 3TOM
crny4yae C BbICOKOM 4YacCTOTOW MepeksiovaloTca C OAHOro rnopra Ha ApYrov), YTo Bbi3biBaeT
neperpy3ky u notepto pabotocnocobHocTM ceTn 2-ro ypoBHA. BoT nouemy Heobxoammo
NpoBepATb HanuuvMe neTnuM Ha ceTeBblx nopTax. Koraa Ha nopTy onpepenseTtca netns,
obHapyXmBLUEE ee YCTPOWCTBO AOMXHO MocnaTtb nNpeaynpexaeHne B CUCTEMY yrnpaBfieHus
CEeTbl0, NO3BOSIASI CETEBOMY aAMUHUCTPaATOpPy OBGHapYXWTb, NOKannM3oBaTb U peLumnTb npobnemy
B CETWN.

MockosbKy cuctema obHapyXeHusi neTenb MOXEeT aBTOMaTU4YecKu MpUHMMATb PeELUeHUs O
HanMuuMn NeTnM B COeAUHEHUN U ee UCYEe3HOBEHMU, YCTPONCTBA C (PYHKLUMAMM KOHTPONSA Ha
nopTax (Takmx Kak u3onsuus nopToB M KOHTPOMb 3a 3arnoMuHaHuem MAC-appecoB) MoryT
3HAYMTENbHO CHU3UTb Harpy3Ky C CETeBOro agMMUHUACTPATopa, @ TaKXe YMEHbLUMTb Bpems
peakuuy Ha Npobnemy, MUHUMU3VPYS BO3AENCTBUE NETNN Ha CETb.

5.2. Cnnucok KOMaHp, Ans KOH(pUrypmpoBaHums dyHKLMM
pacno3HaBaHusA NeTnn Ha NopTy

KoHdurypmpoBaHue BpeMEHHOro nHTepBasia pacno3HaBaHus NeTnu.
BkntoveHne pyHKUMM pacno3HaBaHUA NeTnu.

KoHdurypmnpoBaHue pexurma nopta npu pacrno3HaBaHUKU NeTN.

BbiBOA 0TNago4Hon nHdopmaumm No pacrno3HaBaHWIO NETN.
KoHdurypmnpoBaHue pexmma BOCCTaHOBMIEHUSA NMPWU pacrno3HaBaHUN NeTu.

ARl A
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1. KoHdurypupoBaHne BpeMeHHOro MHTepBana pacrno3HaBaHusi NeTu.

KomaHpa

OnucaHue

PexuM rnob6ansHoro KOHpUrypupoBaHus

loopback-detection interval-time {loopback
interval time range <5-300>s} {no loopback
interval time range <1-30>s}

no loopback-detection interval-time

KoHduryprupoBaHme BpeMeHHOro MHTepBana
pacno3HaBaHus NeTm

2. BkntoueHue yHKLMM pacno3HaBaHUsi NETN.

KomaHpa

OnucaHue

Pexxum KkoHcpUrypuposaHus nopra

loopback-detection specified-vlan <vlan ID>

no
ID>

loopback-detection specified-vlan <vlan

BknioveHne n BblKIto4eHune
pacno3HaBaHUA neTnn

OyHKLMM

3. KoHdurypmnposaHue pexuma nopTta npu pacno3HaBaHUN neTnu.

KomaHpga

OnucaHue

Pexxum KoHcurypmpoBaHus nopTta

loopback-detection control {shutdown |block}
no loopback-detection control

BkntoyeHne 1 BbIKIlOYEHUE OMNpeneneHHoro
pexvmMa nopTta npu pacrno3HaBaHWUU NeTun

4. BbiBOA 0TNag04HON MHAOPMALMK MO pacno3HaBaHUIO NETN.

<interface-list>]

KomaHaa OnucaHue
Pexum agMmHuctpatopa
debug loopback-detection BoiBOO oTnagoyHom  mHcopmaupm  no
no debug IOOpbaCk—deteCtion pacno3HaBaHUIO NETIIN. C onepaTtopoM «no»
JaHHaa  KomMaHga npekpawiaeT  BbIBOf,
oTnago4yHon nHgopmaumm
show loopback-detection [interface | MNoka3biBaeT craTtyc n pe3ynbTaTbl

pacno3HaBaHuA NeTnM Ha BCcex NnopTax, eciu
ApyrMx napameTpoB He BBOAUTCH; B
NPOTMBHOM Crly4yae rnokasblBaeTcsl cTaTyC U
pesynbTaT pacrno3HaBaHus NeTnu  Ans
KOHKPETHbIX MOPTOB
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5. KOHCbVIprVIpOBaHI/Ie pexmnMma BOCCTaHOBIIEHUA MNMPU pacro3HaBaHU NETIIN.

KomaHpa OnucaHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

loopback-detection control-recovery timeout | KoHdwurypupoBaHue pexuma
<0-3600> BOCCTaHOBIIEHNA NpW pacrno3HaBaHUn neTnu
(aBTOMaTUYECKOE BOCCTAHOBMIEHNE UMW HET)
NN BPEMEHM BOCCTAHOBMEHUS

5.3. NMpumepsbl pyHKLUUN pacno3HaABaAHUA NETMN HA NOPTY

PucyHok 5-1. TUNn4YHbIA NpUMEpP NOAKIOHEHNS

B npuBeneHHOW HWMxe KOHWrypauuu, KOMMyTaTop OnpefensieT CyLecTBOBaHWe MeTnv B
Tononorumn cetu. MNMocne BKMOYeHNA YHKLMM pacno3HaBaHMS NETNN Ha NOPTY, CMOTPSILLEM BO
BHELLUHIOI CeTb, KOMMYyTaTop 6yaeT yBeooMIsiTb MOACOEAVMHEHHYIO CeTb O CyLLEeCTBOBAHUM
NeTnn 1 KOHTPOSIMPOBaTb NOPT KOMMyTaTopa Afsi obecneyeHns HopManbHON paboTbl JaHHOM
cetu.

lMocnepnoBaTtesnibHOCTb KOH(purypaumm KOMMYyTaTopa:
Switch(config) “#oopback-detection interval-time 35 15
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#loopback-detection special-vlan 1-3
Switch(Config-If-Ethernet1/0/1)#loopback-detection control block

Ecnu BbibpaH MmeToa 6NOKMPOBKM Npu onpeaeneHnn neTnu, AonXeH obiTb rnobanbHO BKIYEH
npotokon MSTP Ha Bcel ceTu, a TakkXe A0MXHbl ObITb CKOH(MIyprpoBaHbl COOTBETCTBYHOLLNE
CBSA3U MexXay NPOTOKOSIoOM cBA3yoLlero aepesa n VLAN.

Switch(config)#spanning-tree
Switch(config)#spanning-tree mst configuration
Switch(Config-Mstp-Region)#instance 1 vlan 1
Switch(Config-Mstp-Region)#instance 2 vlan 2
Switch(Config-Mstp-Region)#
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5.4. PeweHue npobnem c hyHKLMEN pacno3HaBaHUA NETNU Ha NOPTY

CDyHKLI,VIFl pacno3HaBaHNA MNET/IM Ha NOPTY BbIKIMMKOYEHa MO YMOJIYaHUK W OO0JIKHa ObITb
BKITHO4YEHa Npu HeO6XOD,I/1MOCTI/1.
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6. KOHOPUT'YPALUA PYHKLUWUN ULDP
6.1. O6wasa uHcpopmauua o ULDP

OpHoHanpaBneHHbIN NIMHK — 3TO pacnpocTpaHeHHas npobnema B ceTu, ocobeHHO Ans
onTUYecKux coeauHeHui. Mopn ogHoOHaMNpaBreHHbIM COoeAMHEHVMEM MOHUMAaeTCa CUTyauus,
KOrZia OAMH NopT COEAVMHEHNSI MOXET NPUHMMATb COOBLLEHUS OT APYroro nopTa, a ToT He MOXeT
nonyyatb UX OT nepBoro. Ecnu duanyecknii ypoBeHb COEAMHEHUS ecTb M paboTaeT
HopMarsbHO, Npobrema cBsi3n Mexay YCTPOMCTBaMU HE MOXET ObITb 0OGHapyXeHa. Kak nokasaHo
Ha pUCyHKe, Npobrema onTUYECKOro CoeAHEHUS He MOXET ObiTb OGHapyXeHa NocpeaCcTBOM
MeXaHU3MOB (PM3MYECKOro YPOBHSI, TaKUX Kak aBTOMaTU4eCcKoe cornacoBaHve napaMmeTposB.

KommyTatop A

.
—

11

1/0/1

v \y 1002

i

KommyTtaTop B

PucyHok 6-1. [NepekpecTHoe NoAKNIOYEHWe ABYyHaNpPaBieHHOro ONTUYECKOro COeANHEHUSA

KommyTartop A KommyTtarop B

1/0/1
N 1012

A

KommyTtartop C

PucyHokK 6-2. OIMH 13 KOHLIOB KaX0ro [IByXHarnpaBneHHOro onTUYeCcKoro COeAIHEHNS He
noaKmnoyeH

Takon Bua npobnem 4YacTo BO3HMKAET B CUTyaumu, korga wunum nHtepdenc, unun GBIC (Giga
Bitrate interface Converter — KoHBepTep WHTepdenica co ckopocTbio 1 [6uT) unmetot
nporpaMMHble Npob6nembl, B 3TOM crydyae obopynoBaHME CTaHOBUTCA HEAOCTYMHbIM WU
paboTtaeT HenpaBuibHO. OQHOHaANPaBIEHHOE COEAMHEHME MOXET BbI3biBaTb LIENYH CEPUID
npo6nem, Takmx Kak 3auuKIIMBaHNe CBA3YHOLLENO AepeBa UK LUMPOKOBELLATENbHbLIM LUTOPMam
(broadcast black hole).
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ULDP (Unidirectional Link Detection Protocol — npoTtokon o6HapyXeHua ogHOoHanpaBneHHbIX
COeAVHEHNI) MOXET NOMOYb 0OHaAPYXNTb HENCNPABHOCTb, KOTOPAs BO3HWKAET B CUTyauMsIX,
nepevncrneHHbIX Bblle. B koMMyTaTope, MOAKMOYEHHOM 4Yepe3 OMTUYECKYH UNU MeAHYHo
Ethernet-nuHuio (Takylo Kak Butada napa nsaton kateropum), ULDP MoxXeT MOHUTOpUTL CcTaTyc
dusmnyecknx coeguHeHnin. B cnyyae, ecnm obHapyxeHo OAHOHaNpaBfieHHOEe CoeAMHEHNe, OH
nocblnaeT npenynpexneHme nonb3oBaTtensam U MOXET BbIKMIOYUTE NOPT aBTOMATUYECKN, UMK
BPYYHYI0, B 3aBUCMMOCTHU OT KOH(Mrypauum nonb3osaTens.

®OyHkums ULDP B komMmyTaTOpe pacno3HaeT yAaneHHble YCTpOMCTBa M npoBepsieT
KOPPEKTHOCTb COEAVMHEHUMN, UCMOMNb3YyA UHTEPAKTUBHYIO CUCTEMY COOCTBEHHbLIX COOOLLEHWN.
Korga ULDP Bknto4eH Ha nopTy, MexaHU3M OnpeaeneHnda crtatyca noprta 3anyckaeTcs, 4To
nogpasymeBaeT MocCbIfiKy COObLLEeHNA pa3nMYHOro BUAa, KOTOpbIe MOChIIaTCA pa3nnyHbIMu
nognporpaMmamMu 3TOr0 MexaHu3ma A NpoBepkM craTyca coegvHeHuin nytem obmeHa
UHopmaumen ¢ ypaneHHoiMu yctporctBamu. ULDP MoxeT AuHamMuyeckum onpepenaTb
WHTepBars, C KOTOpbIM yaaneHHoe yCTPONCTBO MNOChINaeT CBOM YBEAOMIIEHUA U noacTpansaeT
B COOTBETCTBMM C HMM CBOW 5OKasnbHbIi MHTepBan. Kpome toro, ULDP o6ecneuvBaet
MexaHu3M pecTapTa, ecnu nopT 6bin 3abnokuposaH ULDP, Takxe coeguHeHne MoxeT ObiTb
NpPoOBEPEHO elle pa3 nocne pecrtapTta. BpemeHHOW vHTEpBan NOCHISIKM YBEOOMIIEHUA U
pectapTta nopta B ULDP moxeT KoHdurypmpoBaTtbCca nonb3oBatensamMmm, Takum obpasom ULDP
MOXeT ObICTpee pearnpoBaTtb Ha NPObneMbl COEANHEHWUI B PA3fINYHOM CETEBOM OKPYXEHUMU.
MNMokasaTtenem npaswunbHoW paboTel ULDP sBnsetca pabota coeguHeHus B OyNiE€KCHOM
pexume, 310 3HaunT, 4yTo ULDP BKNlOYEeH Ha 06OMX KOHLAX COEAMHEHMS U UCNONb3yeT
O[IMHaKOBbIN METO/, aBTOPU3aumMmn 1 Naporsib.

6.2. Cnncok komaHa Ana koHdpurypuposaHua ULDP

BkntoueHune dyHkummn ULDP Ha kKomMyTaTope.

BkntoueHune dyHkummn ULDP Ha nopTy.

KoHdhurypauusa arpeccMBHOro pexuma Ha KommyTaTope.
KoHdhurypauusa arpeccMBHOro pexuma Ha nopry.

KoHdurypauma metoaa BbIKMHOYEHNA OLHOHANPaBNeHHOro COeAVHEHNS.
KoHdurypaupst iTepeana ysegomnennn (Hello messages).
KoHdurypauua nHtepsasna BOCCTaHOBIIEHUS.

PecTtapT nopTta, BeikntoyeHHoro pyHkumen ULDP.

LeMoHcTpaumMoHHas u oTnagoyHasa nHgopmauma pyHkuumn ULDP.

©X® NG WODdMRE

1. BknoyeHne yHkumm ULDP Ha kommyTaTope.

KomaHaa OnucaHue

Pexum rnob6anbHOro KOH(UrypMpoBaHus

uldp enable BknoueHne wunn  BbIKMOYeHWe  PyHKUMK

uldp disable ULDP Ha kommyTaTOope
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2. Bknoyenve dpyHkuum ULDP Ha nopTy.
KomaHpa Onucaxue
Pexum KkoHcUurypmupoBaHus nopra
uldp enable BknoyeHne wunn  BbIKAOYEHNE  (PYHKUMK
uldp disable ULDP Ha nopt

3. KoHwurypaumsa arpeccMBHOro pexvma Ha KOMMyTaTope.

KomaHpa

OnucaHue

PexuM rnob6ansHoro KOHUrypmpoBaHus

uldp  aggressive-mode

no uldp aggressive-mode

YcTaHaBnuBaeT pexum paboTbl pyHKUMM Ha
KOMMyTaTope

4. KoHurypaums arpeccMBHOIo pexmnma Ha nopTy.

KomaHpga

OnucaHue

Pexxum KoHcurypmpoBaHus nopTta

uldp  aggressive-mode

no uldp aggressive-mode

YcTaHaBnuBaeT pexum paboTbl PyHKUUN Ha
nopTy

5. KoHdurypaumus metona BbIKIOYEHUS OAHOHAMNPaBNEHHOIO COEANHEHMUS.

no uldp manual-shutdown

KomaHaa OnucaHue
Pexum rnob6anbHOro KOH¢pUrypmpoBaHus
uldp  manual-shutdown KoHdurypupyet mMeTo[, BbIKJTIOYEHUS

OAHOHanpaBsIeHHOro coegnHeHnA

6. KoHurypauusa nHtepeana yeegomnenun (Hello messages).

KomaHpa

OnucaHue

Pexxum rmobanbHoro KoHcpurypuposaHus

uldp hello-interval <integer>
no uldp hello-interval

KoHdurypauma nHtepsana yBegoMIeHUn
(Hello messages), ananazoH ot 5 go 100
cekyHp. 3HadeHune no ymon4yaHuioo — 10
CeKyH[,
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7. KoHdurypauma nHtepana BOCCTaHOBIIEHUSA.
KomaHnpa OnucaHune
Pexxum rmobanbHoro KoHpurypumpoBaHusa
uldp recovery-time <integer> KoHdurypupyet nHTepBan

no uldp recovery-time <integer>

BOCCTaHOBUTENbHOrO pecTtapTa. [lnana3oH ot
30 po 86 400 cekyHp. 3HadeHune 1o
ymMonyaHmio — 0 cekyHp,

8. PectaptnopTa, BbiknoyeHHoro pyHkumnen ULDP.

KomaHpa

OnucaHue

Pexum rnob6anbHOro KOHUrypMpoBaH1MA Unu pexmm KoOHpurypmpoBaHumsa nopta

uldp reset

PectapTyeT Bce nopTbl B pexume rnobansHOro
KOHUrypupoBaHus. PectapTyeT KOHKpeTHbIN
NopT B peXunmMe KOHUrypnposaHus nopta

9. [OeMoHcTpaumMoHHasa u oTnagoyHas nHgopmauma pyHkuumn ULDP.

KomaHpga

OnucaHue

Pexxum agMmunHuctTpatopa

show uldp interface ethernet <IFNAME>

MNoka3sbiBaeT wHdopmaumio no ULDP. [Ona
otobpaxenusas obwen ULDP wuHdopmaunn
napameTpoB HeT. [pn 3agaHUN KOHKPETHOro
nopta BbiBoAUTCA o6wasi uHdopmaums wu
NHopmaums o cocefax No JaHHOMY NopTy

Debug uldp fsm interface ethernet
<IFname>

no debug uldp fsm interface ethernet
<IFname>

BknoyeHne  wnu  BbIKSIlOYEHWE — BblBOAA
OTNafo4YHON MHpopMaLMKM No onpeaeneHHoOMY

nopty

debug uldp error
no debug uldp error

BknioyeHne wnu BbIKNIOYEHME OTNAA0YHON
nHopmaumm 06 owwmnbkax

debug uldp event
no debug uldp event

BknioyeHne wnu BbIKNIOYEHME OTNAA0YHON
NHopMaumn 0 cobbITUSIX

debug uldp packet {receive|send}
no debug uldp packet {receive|send}

BkniovyeHne  wmnn  BbIKNKOYEHWE  BbIBOAA
0TNaA04HON MHAOPMALIMKM NO TUMY COOBLLEHWN
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KomaHpa OnucaHue

debug uldp {hello|probelecho| unidirjall} BknioyeHne wnu  BbIKIOYEHNE  BbIBOAA
[receive|send] interface ethernet netanbHoON WHgopmaumm 06 onpeaeneHHoM
TMne coobLLEHMIN, KOTOpblE MOTYT NOCbINaTbCA
NN NPUHUMATBLCA Ha onpeaeneHHoOM NopTy

<|Fhname>

no debug uldp {hello|probelecho| unidir|all}
[receive|send] interface ethernet <IFname>

6.3. TunoBbie npumepsbl PyHKUmn ULDP

KommyTtartop A

MnK1
;. 1/0/2 -
& 0

, 1/0/3 n

NI
|

1/01

>
~
~1

| A
N

E

1/0/4

KommyTatop B

PucyHok 6-3. NepekpecTHoe NoAKNIoYEeHNe AByHaNpaBieHHOro ONTUYECKOro COeANHEHUSA

B ceteBon Tononormn Ha pucyHke nopT 1/0/1 Ha kommyTatope A, a Takxe nopT 1/0/3 Ha
KommyTaTope B — ontuyeckne. N coegnHeHne nmeeT NnepekpecTHbIv Tun. PU3nyecknii ypoBeHb
BKJ1IOMEH 1 paboTaeT HopMarsibHO, HO COeIHEeHNE Ha YPOBHE AaHHbIX HepaboTocnocobHo. ULDP
MOXEeT onpeaenuTb M 3abnokupoBaTb TakoOM TuUM OWMOKM Ha coeguHeHun. KoHeuHbIM
pe3ynbTaTtom 6yaeT To, 4to nopT 1/0/1 Ha kommyTaTope A, a Takxe nopT 1/0/3 Ha kommMyTaTope
B Oyayt 3abnokupoBaHbl dyHkumen ULDP. T[MopTtbl cmoryT pabotatb (He 6yayt
3abnokMpoBaHbl) TONbKO eCnn coeguHeHne OyaeT KOPPEKTHbLIM.

lMocnepoBaTenbHOCTL KOHMUrypaumm KommyTtatopa A:
SwitchA(config)-#ldp enable SwitchA(config)

#interface ethernet 1/0/1 SwitchA (Config-If-
Ethernet1/0/1)#uldp enable SwitchA (Config-
If-Ethernet1/0/1)#exit

lMocnepoBaTenbHOCTb KOHMUrypaumMm KommyTtatopa B:

SwitchB(config)#uldp enable
SwitchB(config)#interface ethernet1/0/3
SwitchB(Config-If-Ethernet1/0/3)#uldp enable
SwitchB(Config-If-Ethernet1/0/3)#exit
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B pesynbtate nopt 1/0/1 Ha kommyTatope A 6ypet 3abnokmpoBaH dyHkuven ULDP u Ha
aucnnee TepmuHana PC1 noasutca cnegytowas nHdopmauus.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/1 need to
be shutted down!

%0Oct 29 11:09:50 2007 Unidirectional port Ethernet1/0/1 shut down!

MopT 1/0/3 Ha kommyTaTope B 6yaeT 3abnoknposaH yHkumen ULDP u Ha agucnnee TepMmuHana
PC2 nogasutca cnepytowas nHdopmaums.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/3 need to
be shutted down!

%0Oct 29 11:09:50 2007 Unidirectional port Ethernet1/0/3 shutted down!

6.4. YcTpaHeHue Henonaaok pyHkuumn ULDP
3amMeyaHus No KoHpUrypaumu:

o [1ndayeepeHHocTn, 4To ULDP cmoxeT onpegenutb, 4TO OANH U3 ONTUYECKUX NOPTOB HE
NoOKMYEH WM NOPTbl HEKOPPEKTHO COEAMHEHbl, MOPTbl AOMKHblI paboTaTb B
OYNSEKCHOM pexnMe U UMeTb O4MHAKOBYIO CKOPOCTb.

e Ecnu mexaHn3am aBTOMaTMYECKOro ornpeaesieHnst napameTpoB OMTUYECKUX MOPTOB,
OAMH U3 KOTOPbIX BK/IIOYEH HEKOPPEKTHO, ONpeaenuT pabounii pexmm uU CKOpPOCTb,
ULDP He cmoxeT oTpaboTaTb KOPPEKTHO, BHE 3aBMCMMOCTU OT TOrO, BKITHOYEH OH UK
HeT. B gaHHOn cuTyauum nopT NoMeYvaeTcs Kak BblKIOYEHHbIN.

e [1nA yBEepeHHOCTM B TOM, YTO OTBETHbIA MOPT KOPPEKTHO CKOHMUrypupoBaH W
ofHOHanpaBneHHoe COeIMHEHNE CMOXET BblTb KOPPEKTHO OnpeaeneHo, Heo6xoaAnmo,
ytobbl Ha o00oMX KoHuax coeauHeHusa ULDP ©Obin BKAYEeH M ucnonb3osascd
OOMHAKOBbI MeToA, aBTopM3aLmM 1 naponb. B Halem npumepe naporb ¢ 06enx CTOpoH
He YCTaHOBIEH.

e UHTepBan otnpaBku hello coobuweHuin moxet ObiTb M3MeHeH (3To 10 cekyHa no
ymMonyaHuto n konebnetcs ot 5 go 100 cekyna), Tak 4yto ULDP moryt 6bicTpee
pearvpoBaTb Ha OLUMOKM NOAKIIOYEHMSA NIMHUI B PA3NINYHbIX YCNOBUSIX paboTbl ceTu.
Ho aToT MHTepBan AonxeH 6biTb MeHbLue 1/0/3 oT BpemeHu koHBepreHumn STP. Ecnu
WMHTEepBan CNULIKOM AJMHHbIA, netnsa STP 6ypeT cchopmupoBaHa ao toro, kak ULDP
OOHapyXuUT M OTKIOYUT MOPT OJHOHAMNPaBfIEHHOIO coefuHeHusa. Ecnu uHTepsan
CNMULLKOM KOPOTKWI, ceTeBasdA Harpy3ka Ha nopT OyaeT yBenuMyeHa, 4To O3Ha4vaeT
CHUXeHne nponyckHon crnocobHoctn. ULDP He obpabaTbiBaeT cobbitua LACP. OH
obpabaTtbiBaeT kaxpoe coepuHeHne rpynnbl TRUNK (Hanpumep, port-channal,
TRUNK-nopTbl) HesasBucumo pApyr ot gpyra. ULDP He paGotaer c noxoxvmu
NPOTOKOMaMn Apyrnx npomnssoguTtenen. 3T0 03Ha4YaeT, YTO MoNb30BaTeNn He MOryT
ncnonb3oBatb ULDP Ha ogHOM KOHUE 1 ncnonb3oBaTth Apyrne noaobHble NPOTOKOSbI
Ha OpyroM KoHue coeauHeHusa. ULDP dyHKUMA oTKMoyeHa rno ymonyanuio. [Nocne
BKNtoyeHns yHkumm ULDP B pexume rnobanbHOro KoHUrypupoBaHUS MOXHO
BKJTOUNTb BbIBOA OTNaA0YHbIX co0bLeHMn. CyLecTByeT HECKOMbKO KOMaHZA, OTragKu
(DEBUG) pna BbiBoga oTnagovHonm uHdopmauuun. Hanpumep, wuHdopmauuio o
CcO6bITMAX, COCTOAHMM, OWMOKax WM coobweHuax. PasnuuHble Tunbl OTNaA0YHbIX
COOO6LLEHNI TaKXe MOTYT ObITb BbIBELEHBI B COOTBETCTBUM C PA3IMYHBIMWN 3HAYEHUAMN
napameTpoB.

e Taimep BOCCTaAHOBIIEHMS MO YMOMYAHMIO BbIKITIOYEH U MOXET ObiTb BKITHOYEH TOJIbKO B
cryyae, Korga nonb3oBaTtenb 3aaan Bpems BocctaHosrneHns (o1 30 ao 86 400 cekyHA,).

KomaHpga pecTtapta 1 MexaHu3Mm nepesarpy3ku nopta BO34eNCTBYIOT TOMbKO Ha MOpPT, KOTOPLIN
6bIn BbIKHOYEH yHKumen ULDP.
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7. HACTPOUKA ®YHKLIUU LLDP
7.1. O6wme ceBegeHuns o cpyHkuum LLDP

lMpoTokon wuccnegoBaHua coepguHutTenbHoro YypoBHA (Link Layer Discovery Protocol —
LLDP) — 3To HOBbIA MNPOTOKOS, OnucaHHbii B cneundunkaumm 802.1ab. OH no3sonset
cocefHMM YCTPOMCTBaM MnockiNatb yBeJOMMEHUA O CBOEM CTaTyce ApYyrMM yCTPONCTBaM M Ha
BCeX noptax ntoboro ycTponcTea coxpaHaTb nHopmauumio 06 atom. Ecnm Heobxoaumo, nopThbl
Tak Xe MOryT nocbinatb MHpopmauuio 06 n3MeHeHnn ctaTyca yCTPOMCTBaM, HENOCPEACTBEHHO
NOAKMIOYEHHBIM K HUM. OTa mHdopmauma byaeT coxpaHeHa B cTtaHgapTHbix MIB SNMP.
Cuctema ynpasneHust ceTblo MOXeT NpOBEepSATb COCTOAHNE COeQUHEHUI BTOPOro YPOBHS MO
nHgopmaumm n3 MIB. LLDP He KOHUrypupyeT nnm KOHTPONMpyeT dNeMeHTbl CETU UMY MOTOKM,
OH TOMbKO OMUCbIBaeT KOHdUrypaumio BTOpOro ypoBHs. B cneundwmkaumm 802.1ab Takxe
onuncbiBaeTcA, Kak ucnonb3dyetca nHdopmaumsa, npegocrasnaemas LLDP gna obHapyxeHus
KOHNMKTOB Ha BTOPOM ypoBHe. WMHcTUTYT cTtaHgaptu3aumn (IEEE) B HacTosiee Bpems
NCNonb3yeT CyLECTBYOLLYI0 (U3MYECKyo Tonosoruto, MHTepdencol n Habopol MIB IETF.

YnpouweHHo, LLDP — npotokon o6HapyxeHus cocegHux yctponcts. OH onpegenset
CTaHpapTHbI MeTon, no3sonsawwmin Ethernet-yctponcteam, TakMm, KakK KOMMYTaTOpbl,
MapLLpyTU3aTopbl U TOYKM AOCTYNa YyBEAOMIIATb O CBOEM CYLLLECTBOBaHUM OpYrue y3nbl CETU U
COXpaHaTb WHopmaumio 060 Bcex cocegHux ycTpoucTBax. Kak cnegcsue, petarnbHas
nHopMaumss 0 KOHUrypaumm yCTpOMCTBA M O HAMOEHHbIX cOcenax MOXeT OObSABNATLCA
nocpeacTBOM AaHHOro NpoTOKoNa.

B wuactHoctu, LLDP onpegenser cocTtaB OCHOBHOrO MH(OPMALMOHHOIO 0O6bABNEHUS,
nepegavy OoOBLABMNEHUA M METOA COXPaHeHUs AaHHOM WHdopmauun. [Ona obbasBneHus
COOCTBEHHOM  MHGOPMALUK  YCTPOMCTBO  MOXET  NocbiaTb  HECKONbKO  vacTen
NMHopMaumoHHoro o6bsiBneHnst B ogHoM LAN-nakeTe aaHHbIX. Tun nepegayuv onpeaenseTca
3HaveHnem nona TLV (Type Length value — 3HauyeHue gnuHbl TMna). Bce ycTpomncTea,
noanepxuBatowmne LLDP, gomxHbl noggepxuBaTb onoBeweHusa o mnaeHtudukatope (ID)
yCTpOWCTBaA M uaeHTUdmkaTtope noprta, HO npeanonaraeTcs, Y4To GONbLUMHCTBO YCTPOMWCTB
noanepXxmBatoT OMoBeLleHNss 06 MMEHM CUCTEMbl, ee OMuUCaHuM W MNPOU3BOAUTENBHOCTU
cuctembl. ONOBELLEHNST C ONUCAHNEM CUCTEMbI U O MPOU3BOSUTENIBHOCTM CUCTEMbI MOTYT TakxXe
coaepxaTb nonesHyo nHopmaumio, Heobxoanmytro ansa cbopa MHoOpmaumm 0 NOTOKax B CETW.
OnucaHne cucteMbl MOXET BKOYaTb TakuMe [aHHble Kak MnonHoe uMa o0baBMsSeMoro
YCTPOMWCTBA, TN YCTPOWNCTBA, BEPCUA €ro ornepaumMoHHON CUCTEMBI U TaK ganee.

MpoTtokon LLDP nossonsieT ynpocTntb Nouck npobrnem B KOpNopaTUBHOM CETU, paclUMpuUTb
BO3MOXHOCTU WHCTPYMEHTOB YMpPaBfieHNs CeTblo NyTeM OnpeaeneHns U XpaHeHUs TOYHOM
CeTeBOM CTPYKTYpblI.

MHorve Tunbl NporpaMmm ynpaBfieHUA CeTbi0 WUCMOMb3YT (PYHKUMIO aBTOMATUYECKOro
o6HapyxeHus («Automated Discovery») ans otcnexmnBaHusi UISMEHEHWUA U TEKYLLEro COCTOSIHUS
TOMNONOrMKN, HO BOMBLUMHCTBO N3 HUX paboTaeT TONbKO Ha TPETLEM YPOBHE M B NTyYLLEM Criyyae
KnaccuduumpyeT yCTpOMCTBa NO UX MOACETAM. OTU AaHHbIE CIIULLKOM NPUMUTUBHbI, NO3BONAIOT
oTcnexuBaTb TONMbKO 6a30Bble COObITUS, Takne Kak AobaBneHue unu ypaneHue yCTponcTB
BMECTO AeTanbHON MHOPMaLMM O HAX U O TOM, KakK YCTPOMUCTBa B3aMMOAENCTBYIOT C CETbIO.

NHdopmauus, cobpaHHasa Ha 2 ypoBHe, COAEPXUT cBefieHns 06 yCcTponcTeax, Ux noprax um o
TOM Kakue KOMMYTaTopbl C KakKmmMu coeguHeHbl U T. n. OHa Tak Xe MOXEeT Mnoka3biBaTb
MapLUpyTbl MeXAY KIMeHTaMn, KoMMyTaTtopamu, MapLupyTu3aTopamMu u ceTeBbIMU CeEpBEPaMM.
Takune aaHHble 04eHb BaXHbI 411 ONpeaeneHns n uccneaoBaHnsa UCTOMHMKA Npobnem Ha ceTu.

LLDP saBnsetca nonesHbIM WHCTPYMEHTOM YyMpaBfieHUsl, NpefoCTaBSALWNM  TOYHYHO
NHOPMaLUMIO O 3epKanMpoBaHUM CETU, OTOOPaAXEHUN MOTOKOB AAHHbIX U MOUCKE CETEBbIX
npo6nem.
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7.2. Cnncok komaHa ana koHdurypuposaHua LLDP

BkrntoyeHne LLDP Ha yctpouncTtse.

BkntoyeHve pyHkuun LLDP Ha nopTy.

KoHdurypauma ctatyca LLDP Ha nopTy.

KoHdurypauma nHtepsana o6HoBneHmsa coobwennin LLDP.

KoHdurypauma MHOXUTENA BpeMeHN nogaepXxku coobuexmin LLDP.
KoHurypaumsa 3agepXxkn oTnpaBkym 06HOBASOWLMNX COOBLLEHWI.

KoHdurypaumsa nHtepsanoB nocbinku TRAP-NakeTos.

BkntoyeHve pyHkuumn TRAP Ha nopTy.

KoHdurypaumsa [ononHUTENbHbIX NapaMeTpoB HopMaLmn Ans oTrpaBky Ha NopTy.
10. KoHdurypauusa paamepa namaTu, MCNoNb3yeMown Ans XpaHeHus Tabnuu Ha nopry.
11. KoHdurypaumusa oencTeuin npy nepenosiHeHMn naMmaT ansa tabnuupl Ha nopry.

12. OtobpaxeHue oTnagoyHom nHpopmaumm no yHkuun LLDP.

©OCeNOOO~WODdDRE

1. BknwouyeHue LLDP Ha ycTponcTBe.

KomaHpa OnucaHue

Pexum rnob6anbHOro KOH¢uUrypmpoBaHus

lldp enable O6LLee BKMHOYEHNE/BBIKIIOYEHNE
lIdp disable

2. BkntoveHue yHkumm LLDP Ha nopTy.

KomaHaa OnucaHue

Pexum KoHcurypmpoBaHus nopta

lIdp enable BknioyeHue/BbiknoyeHne yHkumm LLDP Ha
lidp disable nopty

3. KoHdwurypaumsa ctatyca LLDP Ha nopTy.

KomaHaa OnucaHue

Pexum KoHcUurypuposaHus nopra

lldp mode (send|receive|both|disable) KoHdurypaumsa pexuma paboTbl yHKUMK
LLDP
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4. KoHurypaums nitepana o6HoBneHusa coobwennin LLDP.

KomaHpa

OnucaHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

lldp tx-interval <integer>
no lldp tx-interval

KoHcurypauma wuHTepBana o6GHOBNEHUS
coobuennn LLDP kak onpeneneHHoON
BENNYNHBI UM 3HAYEHMSA NO YMOSTYAHUIO

5.  KoHdurypauma MHOXUTENA BpEMEHM NOAAEPXKN coobLueHuin LLDP.

no lldp msgTxHold

KomaHnpa OnucaHune

Pexum rnobanbHOro KoHUrypmpoBaHus

lldp msgTxHold <value> KoHurypaums  MHOXMTENA  BPEMEHU
nogaepxkn  coobuwerHnn LLDP  kak

onpeneneHHon BenWYMHbI UNN 3HaYeHUs
Mo YMOJYaHMIO

6. KoHdurypaumsa 3agepxku oTnpaBky 06HOBMSIIOLLMX COOOLLIEHWNIA.

no lldp transmit delay

KomaHpga OnucaHue

Pexum rnob6anbHOro KOH¢UrypmpoBaHus

lIdp transmit delay {<1-8192>second} KoHdurypauma  3agepXku  OTrnpaBKu
0OHOBNAOLLNX COOOLLLEeHUN Kak

onpep,eneHHoFl BEJIM4YNHbI UITN 3HAYEeHUA
no ymosn4yaHuio

7. KoHdurypauma nHtepsarsnos nocbifiku TRAP-nakeTos

no lldp notification interval

KomaHaa OnucaHue

Pexum rnob6anbHOro KOH(pUrypMpoBaHus

lldp notification interval {interval time<5- | KoHdurypauua unHTEpPBANoOB  MOCLUIKK
3600>second} TRAP-nakeToB KakK onpeaeneHHon

BEJINYNHbI UITN 3Ha4Y€HUA No yMOJT4aHUIo
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8. BkinoyeHuve pyHkuumn TRAP Ha nopTy.

KomaHpa

OnucaHue

Pexum KkoHcUurypmupoBaHus nopra

lldp trap <enable|disable>

BkrntoyeHue/BbikntoveHne dyHkummn TRAP
Ha nopTty

9. KoHurypaumua AoNoSIHATENbHBIX NapaMeTpoB UHopMaLmMM A5 OTNpaBKK Ha NopTy.

{portDesc | sysName | sysDesc | sysCap}
no lldp transmit optional tlv

KomaHpa OnucaHue
Pexum koHcUurypmuposaHus nopra
lIdp transmit optional tlv KoHdurypaums OOMOSHUTENbHbIX

napamMeTpoB MHOPMaLMK AN OTNPaBKK
Ha MOPTYy KaK onpenefieHHOW BENUYMHbI
WY 3HAYEHNS NO YMOJSTHaHUIO

10. KoHdurypaums pasmepa namaTn, UICNoNb3yeMon Anst XpaHeHusa Tabnuu, Ha nopTy.

no lldp neighbors max-num

KomaHpga OnucaHue
Pexum KkoHUrypmpoBaHusa nopta
lIdp neighbors max-num <5-500> KoHdurypauns pa3mepa namaTu,

ncnonb3yemMon Ana xpaHeHus Tabnuy, Ha
NopTy Kak onpeneneHHon BenvuYuHbl Uin
3HaYeHusa No YMONMYaHUo

11. KoHdwurypauma geincTeuii Npu nepenosiHeHun namsiTi anst Tabnuupl Ha nopry.

KomaHaa OnucaHue
Pexxum KoHcurypmpoBaHus nopTta
lldp tooManyNeighbors {discard | delete} KoHdurypauus OENCTBUN npu

nepenosyiHeHnn namMATn Aanda TaﬁJ'IVILI,bI Ha
nopty

(@ arecy
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12. OTobpaxeHue oTnago4Hon nHopmammn no pyHkumm LLDP.

KomaHpa

OnucaHue

Pexnm agmmHucTpatopa

show lldp

OTobpaxeHne TeKyLwien KoHdurypaumm
dyHKumm LLDP

show lldp interface ethernet <IFNAME>

OTobpaxeHue nHopMaumm o}
KoHdurypauun LLDP  Ha KOHKpeTHOM

noprty

show lldp traffic

OtobpaxeHne wnHdopmaumm o060 Bcex
cYeTyMKax

show lldp neighbors interface ethernet
<IFNAME>

OTobpaxeHne wuHdopmaumm o LLDP
cocefsix Ha [aHHOM MopTy

show debugging lidp

OTob6paxeHne Bcex NOPTOB C BKIHOYEHHOM
dyHKumen otnagku LLDP

Pexum agMmuHuctTpatopa

debug lldp
no debug lidp

BkntoyeHune/BblkntoveHne BbiBOAA
oTnagoyvHon nHcgopmaumm LLDP

debug lldp packets interface ethernet
<IFNAME>

no debug lldp packets interface ethernet
<IFNAME>

BkntoyeHune/BblkntovyeHmne BbiBOAA
0TNago4vHou nHopMaLuumn o oTrpaBke U1
npveme naketos LLDP Ha nopTy wnu Ha
KOMMYyTaTope

Pexum KoHcurypmpoBaHus nopta

clear lldp remote-table

OuucTka Tabnuubl cocegen Ha nopTy
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7.3. TunoBoun npumep ¢pyHkummn LLDP

KommyTtatop A

—

-«
-—

1/0/4

1/0/3

-—

—
—
-—

KommyTtarop B

PucyHok 7-1. Tunoson npumep KoHdurypaumm dpyHkumm LLDP

Ha cxeme ceTeBoi Tononornn, NnpuBeaeHHoN Bolwwe, nopt 1,3 Ha kKommyTaTope B nogkntoveH K
nopty 2,4 kommytatopa A. lNopT 1 KommyTaTopa B CKOH(purypvpoBaH B pexume npuema
naketoB. Onuua TLV Ha nopTy 4 kKommyTaTopa A ckoHdurypupoBaHa kak portDes n SysCap.

KommyTtaTop A. NocnenoBatenbHOCTb KOMaH, KOHbUrypauum:

SwitchA(config)# lldp enable

SwitchA(config)#interface ethernet 1/0/4

SwitchA(Config-If-Ethernet1/0/4)# lldp transmit optional tlv portDesc sysCap
SwitchA(Config-If-Ethernet1/0/4)exit

KommyTtatop B. lNMocnegoBaTenbHOCTb KOMaHA KOHUrypaumm:

SwitchB(config)#lldp enable
SwitchB(config)#interface ethernet1/0/1
SwitchB(Config-If-Ethernet1/0/1)# lldp mode receive
SwitchB(Config-If-Ethernet1/0/1)#exit

7.4. YcTpaHeHue HeucnpaBHocTen ¢pyHkumum LLDP

®OyHkuma LLDP no ymonyaHuio BbiknodeHa. [locne ee BKMOYEHUS B pexume rnobanbHoro
KOHUrypupoBaHus, MNonNb3oBaTenn MOryT BKOYUTbL pexum oTnagkm «debug lidp» ana
NPOBEpPKN OTNago4Hon uHdgopmaumn. Ncnonbdya komaHay «show» dyHkumu LLDP moxHo
BbIBECTU MH(OPMaLMI0O O KOH(pUrypupoBaHun B rnobanbHOM pexume KOH(UrypupoBaHus,
nnbo B pexmnmMe HacTPONKK NHTEpdENCOB.
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8. HACTPOUKA PORT CHANNEL

8.1. Obwme cBepgeHun o Port channel

[na noHnmaHua TepmMuHa nopTt-kaHana (Port channel) Hago BBECTU NOHATUE FPYNMbl MOPTOB.
'pynna nopTtoB — 37O rpynna usmyeckux NOpToB Ha KOH(UrypaumoHHOM YpoBHE. TONbKO
punsmyeckme NopTbl B rpynne nopToB MOryT ObiTb YacTblo 06beAMHEHHOro KaHana u craTb
y4yacTHuKkamum Port channel. JTornyeckn rpynna nopToB ABMASETCs HE NOPTOM, @ HabopoM NopTOoB.
Mpy onpeneneHHbIX YCNoBUAX (pnsnyeckne nopTbl B rpynne nopToB NO3BOMSKT NOCPEeACTBOM
ob6beanHeHma nopToB copmupoBaTtb Port channel, koTopbin 06nagaeT BcemMyn CBOMCTBaMU
fIOrMYecKkoro nopta M TakMMm 06pa3omM CTaAHOBUTCA HE3aBUCMMbIM JIOTMYECKMM MOPTOM.
Arperauusi nOpToB — 3TO abCTpaKkTHOE NOHATME, NoApa3ymMeBatolee no cobon ob6bLeanHeHne
Habopa NopTOB C OAMHAKOBbLIMW CBOWCTBaMM B fiorndeckuin nopt. Port channel — 310 Habop
h13MYECKMX NOPTOB, KOTOPbIV JIOFMYECKN UCMOMb3YeTca Kak oanH donsundeckmin nopt. OH MoXeT
NCnonb30BaTbCA MNONb30BaTeNeM Kak 0OblYHbIM NoOpT. OH HE MOXET He Tonbko Aob6aBUTbL
NPOMNYCKHON CNOCOBHOCTU Ha CeTb, HO M crnocobeH obecneynTb pe3epBnpoBaHNE COEANHEHUN.
O6blyHO 06beanHeHMe MOPTOB  MCMNOMb3YeTcs, Korga KOMMYTaTop  MOOKIYEH K
MapLLpyTU3aTopy, KIMEHTCKOW CTaHUUN UK SPYrMM KOMMYyTaTopaMm.

KommyTtaTtop A

—

i1

Kommytartop B

PucyHok 8-1. ArpernposaHue noptos

Kak nokasaHo Bblle, kommyTaTtop SwitchA o6beguHun noptel B Port channel. MNMponyckHas
nonoca Port channel paBHa cymme nponyckHbIX crnocobHocTen 4eTblpex noptoB. Koraa
Heobxogumo nepepatb Tpadmk ¢ kommyTaTopa SwitchA Ha SwitchB, pacnpegenexne Tpaduka
6yneTt onpepenaTbca Ha ocHoBe MAC-agpeca UCTovHMKa u mnagwero 6uta MAC-agpeca
npueMHuKa. B pe3ynbTaTe BbIYMCIEHMIN ONPeaeNnsieTcs, Kakon nNopT 6yaeT nepeaaBaTh Tpaduk.
Ecnu oanH nopt B Port channel HencnpaBeH, Tpaduk byoeT nepepacnpeaensaTbCa Ha apyrue
nopTbl MOCPEACTBOM anroputma pacnpegenennsa. [JaHHbll anroputMm nopaepxusaeTtca
annapaTHo.

KommyTaTop npeanaraet Apa MeToa KOHUrypaumm oo6beanHeHus NopToB: py4yHoe co3aaHne
Port channel n aMHamnyeckoe NocpeacTBOM NPOTOKOSa KOHTPONSA 06beanHeHNs coeanHEHU
(Link Aggregation Control Protocol — LACP). O6beavHeHe BO3MOXHO TONbKO AnA MOPTOB,
paboTalowmx B pexunme NofHoro aynnekca.

[ns npasunbHom paboTbl Port channel Heobxoanmo cobnoaaTth cneayroLLme yCrnoBus:

e Bce noptbl paboTaloT B pexume NosiHoro aynnekca.
e Bce nopTtbl uMeoT 0aMHAKOBYH CKOPOCTb.
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e Bce nopTbl A4BAFIOTCA NopTaMun AocTtyna u npuHagnexat ogHomy VLAN, nnu Bce oHu
ABNSAIOTCA TPAHKOBBLIMU MOPTaMU UM OHU BCE TMOPUAHLIE NOPTHI.

e Ecnm Bce nNOpTbl  ABNAKTCA  TPaHKOBbIMWM UM rMOBpUAHbIMKM,  TOrga
CKOHUrypmpoBaHHble Ha Hux gonyctumble VLAN n ocHoBHon VLAN ponxHbl 6bITb Y
BCEX OQUHAKOBbLIMMU.

Ecnn Port channel ckoHu1rypupoBaH Ha KOMMyTaTope BPYYHYIO NN ANHAMUYECKU, cUcTeMa
aBTOMAaTU4YECKN Ha3Ha4aeT NopT C HaMMEHbLUMM HOMepoMm MmacTtep-noptom Port channela.
Ecnn Ha koMMyTaTOpe akTUBMPOBaH NPOTOKON spanning tree, NPOTOKON NOCTPOEHMsA aepesa
BocnpuHumaeT Port channel kak normyeckui nopT WM nocbinaet BPDU-nakeTbl 4vepes
MacTep-nopr.

O6beanHeHe NOPTOB XECTKO CBA3aHO C annapaTHOW 4acTbld KOMMyTatopa. KommyTaTtop
NO3BONSAET arpernpoBaTb COeAMHEHNA MeXay NntobbiMy ABYMSt KOMMYyTaTopaMmu. MakcumansHo
BO3MOXHO co3aaTtb 128 rpynn no 8 nopToB K Kaxaoun.

Mocne TOro, Kak MOpTbl arperMpoBaHbl, UX MOXHO WCMNONb30BaTb, KakK OObIYHbLIA MOPT.
KomMmyTaTOop MMeeT BCTPOEHHbIA pexuM KOHMUIypupoBaHUs uWHTepdenca arperauuu,
nosib3oBaTeflb MOXET cOo3[aBaTb COOTBETCTBYIOLLYIO KOH(PUIypaumio B 3TOM pexume TOYHO
Takxe, Kak npu KoHdurypuposaHum VLAN nnu dumsnyeckoro nHtepdenica.

8.2. Oowume cBegeHuda o LACP

LACP — npotokon, 6a3supytowminca Ha ctaHgapTe |IEEE 802.3ad, n peanuayowmini MexaHu3m
OMHamu4yeckoro o6beanHeHmsa kaHanoB. Npotokon LACP ucnonb3yet naketbl LACPDU (Link
Aggregation Control Protocol Data Unit) ana o6meHa nHdopmaumen ¢ 0TBETHLIMK NOPTaMMU.

Mocne Toro, kak npotokonn LACP BKNHO4YEH Ha MOPTY, AaHHbIA MOPT MOCbINAET NakeTbl
LACPDU Ha oTBETHLIN NOPT COEANHEHNS, YBEAOMIISAS O npuopuTteTe cuctembl, MAC-agpece
CUCTEeMbI, NpuopuTeTe NopTa, naeHTUdUKaTope nopta n Knye onepaumn. Korga oTBeTHbIN
NnopT nonyvyaeT 3Ty MHOpPMaUMIO, OHa CPaBHMBAETCA C MHGOpMauMen o Apyrnx nopTax,
KOTOpble MOryT 6biTb 06beanHeHbl. COOTBETCTBEHHO, 06€ CTOPOHbI COEANHEHMSA MOTYT AOCTUYb
COrnaLLeHnsi O BKIIIOYEHUN MU UCKITIOYEHUM NMOpTa U3 AUHAMNYECKON 06bEAMHEHHON rpynnbl.

Kntoy onepauun co3pgaetcsi NPOTOKOSIOM B COOTBETCTBUMM C KOMOMHaLuMeln napameTpoB
KOHdMrypaumm (CKopocTb, aynsiekc, 6a3oBasi KOHGUrypauus, Kn4 ynpaeneHus) nopTos,
KoTopble 6yayT 06 beauHATLCS.

Mocne BKMYEHWs nNpoTokona AuHamudeckoro obbeauHenna noptoB (LACP), «knou
ynpasneHunsi no ymonyanuto paseH 0. [Nocne ctatuyeckoro o6beaMHeHNs NOPTOB NOCPEACTBOM
LACP, kntoy ynpaBneHus nopTta Takon Xe, kak |ID o6beanHeHHon rpynnbi.

Mpu AMHaMu4eckom ob6beanHEeHUN NMOPTOB BCE YNEHbI OAHON rpynibl UMEKOT OAUHAKOBbIN KIToY
onepaumu. Npu cTaTuyeckoM o06beaNHEHNMN TONbKO aKTUBHbIE MOPTbl UMEHT OANHAKOBbBIV KITHOY
onepauuu.

8.2.1. Ctatnyeckoe ooveamHeHune LACP

Cratuyeckoe obbeanHEHNE BbINOMHAETCS NMyTEM KOH(UIypupoBaHWs MONb30BaTeENEM U HE
TpebyeT npotokona LACP. lNpu koHdpurypupoBaHum crtatndeckoro LACP-o6beguHeHus,
NCNoNnb3yeTCca peXum «on» AN BKIKYEHMA NopTa B rpynny arperauuu.

8.2.2. AuHamuyeckoe obeguHeHue LACP

1. O6wme nonoxeHna guHamMmmdeckoro oobegmHeHua LACP.

OuHamnyeckoe obbeaunHeHne — 3TO ObObeauHeHWe, co3paBaemoe/ygansemMoe CUCTEMOWN
aBToMaTu4yeckn. OHO He NO3BOJIAET NOSIL30BATESNISIM CAMOCTOATENBHO A06aBNATL UM YAANATb
noptbl M3 puHammyeckoro ob6beamHeHus LACP. TlopTbl, KOTOpble MMEKT OAVHAKOBbLIE
napameTpbl CKOPOCTU U Aiynnekca, NOAKNIYEHHbIE K OOHUM U TeM Xe YCTPONCTBaM, MMeloLLmne
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OOVNHaAKOBYH KOHCbI/IpraLI,I/II'O MOryT ObITb ANHAMUYECKN O6beﬂ,MHeHbI B rpynny. B cny4yae, eciu
TOJIbKO OAWMH TMOPT MOXET Co3a4aBaTb AWHaMU4YeCcKoe O6beﬂ,MHeHMe, 9TO Ha3blBaeTCA
OQHOMNOPTOBbIM 06'beD,I/IHeHI/IeM. ﬂpm ANHaMN4eCKoOM O6'be,EI,VIHeHVIVI LACP-I'IpOTOKOJ'I Ha nopTy
OOoJIXeH ObITb BKIIOYEH.

2. Pexumsbl nopToB B OMHaMn4ecKom rpynne O6'be,El,l/IHeHVIFI.

B anHamuuyeckon rpynne obbeanHeHna NopTbl MMEIOT ABa cTaTtyca — BblOpaHHbIn (selected)
unn «B oxugaHumm» (standby). Oba TMna NOpPTOB MOryT MOCbINATb U MNPUHMMATbL MaKeTbl
npotokona LACP, HO nopTbl B CTaTyce «0XuaaHusa» He MOryT nepecbinatb AaHHbIE.

nOCKOJ'Ibe cywiectByeT oOrpaHm4yeHme Ha MakKCumMalibHOe KOoJmM4eCcTtBO MOpPTOB B rpynne
arperauum, ecnm TeKyLLl,W7I HOMeEp nopTa npeBbillaeT npeaen B rpynne, torga yCTpOI7ICTBO Ha
OAHOM KOHLEe coegunHeHna noroeapuBaeTca C yCTpOI7ICTBOM Ha Opyrom KoHue ana onpepneneHna
cTaTyCa nopTta B COOTBETCTBUU C I/I,El,eHTI/I(bI/IKaTopOM nopTa.

OTanbl cornacoBaHus, cneaywoume:

CpaBHeHune ngeHtudmkatopos (ID) yctponcts (npuoputeT cuctembl 1 MAC-agpec cUCTeMsl).
CHavana cpaBHMBalOTCS NpuopuTeTbl cucTeM. Ecnu oHM oguHakoBble, TOraa CpaBHUBAKOTCA
MAC-agpeca yCTpPOMCTB. YCTPOMCTBO C MEHbWNM UAEHTUPUKATOPOM WMEET BbICLLUM
npuopuTeT.

3aTteM uvaeT cpaBHeHWe naeHTUUKaATOPOB MOPTOB (NPUOPUTET MopTa U uaeHTUdUKaTop
nopta). [ns Kaxgoro nopTa Ha CTOPOHE YCTPOMCTBA C HAUBbICLLUMM MPUOPUTETOM CUCTEMBI
CHayana cpaBHMBAOTCA npuopuTeTbl noptoB. Ecnu npuoputeTbl OAMHAKOBbIE, TOraa
CpaBHMBAOTCA UAEHTUdMKATOPbl NOPTOB. [OPT C HauMEeHbWMM MAEHTUUKATOPOM MopTa
CTaHOBUTCS BblOpaHHbIM (selected), a ocTanbHble CTAHOBATCA B peXnM «oxugaHme» (standby).
B rpynne ob6beanHeHnsa nopT ¢ HaMMEeHbLUINM NAEHTUPUKATOPOM N CTaTyCOM «BblOpPaHHbINY
CTaHOBMTCA MacTep-nopToM. [lpyrme nopTbl CO CTaTyCOM «BblOpaHHbINY CTaHOBATCA
y4acTHUKaMu rpynneil.

8.3. HacTpouka Port channel

CospaHue rpynnbl NOPTOB B peXMME rnobanbHOro KOHUrypnpoBaHus.

[o6aBneHne NOpToB B ONPEAENEHHYIO Ipynny U3 pexunuma KOH(UrypnpoBaHusa nopra.
Bxog B pexxvm KoHurypupoBaHus port-channel.

3apaHune meTtoaa 6anaHCcMpOBKKM A451A rpynnbl NOPTOB.

3apaHue npuoputeTa cuctemol B LACP-npoTokore.

3apgaHue npyoputeTa Anis KOHKpeTHoro nopta B LACP-npoTokone.

3apgaHue pexuma TarmayTta Ha nopty B LACP-npoTokone.

No ah~ONR

1. Co3paHue rpynnbl NOpTOB.

KomaHaa OnucaHue

Pexxum rmobanbHoro KoHcpurypuposaHus

port-group  <port-group-number> CospgaHue unu yaaneHue rpynbl nopTos
no port-group <port-group-number>
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2. [obaBneHue NOPTOB B ONpPeAESIEHHYIO rpyrnny.

KomaHpa OnucaHue

Pexum KkoHcUurypmupoBaHus nopra

port-group <port-group-number> mode {active | Job6asnsaeT nopThbl B rpynny "
passive | on} yCTaHaBNMBaET X PEXUM

no port-group

3. Bxopg B pexum koHpurypuposaHus port-channel.

KomaHpa OnucaHue

Pexxum rnobanbHoro koHcpurypuposaHus

Interface port-channel <port-channel- number> | Bxog B pexum KoHcurypupoBaHusi port-
channel

4. 3apaHue metona GanaHCMpPOBKM AJs YCTPOWCTBA.

KomaHpga OnucaHue

Pexum rnob6anbHOro KOH¢UrypmpoBaHus

load-balance {dst-ip | dst-mac | dst-src-ip | dst- | 3apgaHne wmeToga 6GanaHCUMpOBKKM  Ans
src-mac | dst-src-mac-ip | ingress-port | src-ip | | ycTponcTea, N3MEHEHUS Ha4YNHaKT
src-mac } JencrsoBatb Ha rpynne nMopToB MU
ECMP-dyHKUMKN cpazy

5. 3apaHue npuoputeta cuctemol B LACP-npoToKore.

KomaHaa OnucaHue

Pexum rnob6anbHOro KOH(UrypmpoBaHus

lacp system-priority <system-priority> 3apgaHne npuoputeTa cucTeMbl B
LACP-npoTtokorse, KOMaHAa «No»

no lacp system-priorit
P sy P y BO3BpaLLaeT 3Ha4YeHne No yMOosI4aHuio
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6. 3a

JaHune npuoputeTa Ass KOHKpeTHoro rnopTa B LACP-npoTokone.

KomaHpa OnucaHue

Pexum KkoHcUurypmupoBaHus nopra

no lacp port-priority

lacp port-priority <port-priority> 3apaHve npuoputeTa A KOHKPETHOro

nopta B LACP-npoToKone. komaHga «no»
BO3BpaLlaeT 3HayeHne No yMosn4aHuio

7. 3apaHue pexuma TarumayTa Ha nopTty B LACP-npoTokone.

KomaHpa OnucaHue

Pexum KkoHcUurypmposaHus nopra

no lacp timeout

lacp timeout {short | long} 3ajaHve pexuma Tanmayta Ha nopty B

LACP-npoTokone. KomMaHaa «noy
BO3BpalL@eT 3Ha4yeHne rno YMOos4aHuio

8.4. NMpumepbl ucnonb3oBaHua Port channel

BapuaHT 1.

HacTtpoiwka Port channel ansa npotokona LACP.

NmeeTtca gea kommytatopa SWITCHA n SWITCHB. Moptel 1,2,3,4 Ha kKommyTaTope
SWITCHA — nopTbl goctyna u pobasneHbl B rpynny 1 B akTuBHOM pexume. MNopTel 6,8,9,10 Ha
kommyTaTope SWITCHB — TOXe nopTbl AOCTyna n aobaeneHbl B rpynny 2 B NaCCUBHOM
pexume. Bce nopTbl coeguHeHbl kabenamu.

OTanbl KOHUrypaLmmn NokasaHbl HUXe:

Switch1 #onfig

Switch1(config) #nterface ethernet 1/0/1-4
Switch1(Config-If-Port-Range)#port-group 1 mode active
Switch1(Config-If-Port-Range)#exit

Switch1(config)#interface port-channel 1
Switch1(Config-If-Port-Channel1)#

Switch2#config

Switch2(config)#port-group 2

Switch2(config)#interface ethernet 1/0/6
Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode passive
Switch2(Config-If-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode passive
Switch2(Config-If-Port-Range)#exit
Switch2(config)#interface port-channel 2
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Switch2(Config-If-Port-Channel2)#

KommyTaTtop A

/
\

KommyTtatop B

PucyHok 8-2. KoHpurypaumsa Port-Channel
PesynbTat KOHDUrypauum:

KommyTaTop COO6LWMT, 4TO arpernpoBaHmne npowsno ycnewHo. Moptel 1,2,3,4 kommyTaTopa
SwitchA BxogaTt B rpynny Port-Channell, a noptbl 6,8,9,10 kommyTaTtopa SwitchB BxogaT B
rpynny Port-Channel2.

BapuaHT 2. KoHdurypaums Port channel B pexxume ON.

Kak nokasaHo Ha pucyHke, noptbl 1,2,3,4 kommyTaTopa SwitchA — nopTbl goctyna n éyayT
pobasneHbl B rpynny 1 ¢ pexumom ON. MopTbl 6,8,9,10 kommyTaTopa SwitchB — Toxe nopThl
poctyna n 6yayTt no6aeneHsi B rpynny 2 ¢ pexumom ON.

Otanbl KOHcpurypaumm nokasaHbl HUXe:
Switch1#onfig
Switch1(config)#interface ethernet
1/0/1
Switch1(Config-If-Ethernet1/0/1)#port-group 1 mode
on Switch1(Config-If-Ethernet1/0/1)#exit

Switch1(config)#interface ethernet 1/0/2
Switch1(Config-If-Ethernet1/0/2)#port-group 1 mode
on Switch1(Config-If-Ethernet1/0/2)#exit
Switch1(config)#interface ethernet 1/0/3
Switch1(Config-If-Ethernet1/0/3)#port-group 1 mode
on Switch1(Config-If-Ethernet1/0/3)#exit
Switch1(config)#interface ethernet 1/0/4
Switch1(Config-If-Ethernet1/0/4)#port-group 1 mode
on Switch1(Config-If-Ethernet1/0/4)#exit
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Switch2#config
Switch2(config)#port-group 2
Switch2(config)#interface ethernet 1/0/6
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Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode on
Switch2(Config-If-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode on
Switch2(Config-If-Port-Range)#exit

PesynbTaTt KOHpUrypaumu:

MopTbl 1,2,3,4 Ha komMmyTaTope SwitchA no6asneHbl N0 NopaaKy B rpynny nopToB 1 B pexume
ON. KommyTaTopy Ha yAaaneHHoOM KoHue He Tpebyetca obmeH naketamun LACP ansa
3aBeplweHna obbeanHeHuns. Arperauusa 3aBepluaeTcsi cpa3y, Koraa BbINOSIHAEeTCA KoMaHaa
pobasnenusa nopta 2 B rpynny 1. MopTel 1 1 2 06beaunHaoTca B port channel 1. Korga nopt 3
BcTynaet B rpynny 1, port channel 1 n3 noptos 1 1 2 paszbupaetca n nepecobrpaeTtcs C NOPTOM
3 onaTtb B port channel 1. Korga nopt 4 Bctynaet B rpynny 1, port channel 1 n3 noptos 1,2 n 3
pa3bupaeTtca u nepecobupaetca ¢ noptom 4 onsaTtb B port channel 1 (Hago oTMETUTb, YTO
Kaxablil pas, Koraa HOBbI NOPT BCTYNaeT B rpynny o6beAMHEHMA NOPTOB, rpynna pa3bupaeTcsa
n cobupaeTcsi 3aHOBO). Tenepb Bce 4 nopTa Ha 060MX KOMMyTaTopax 06beANHEHbI B pEXUME
«ONp.

8.5. YcTtpaHeHue HeucnpaBHocTeun Port channel

Ecnu Bo Bpems KoHurypaumm o6beaMHeHns NOPTOB BO3HWKM Npobnemsl, B NepByto o4epeab
npoBepbTe cneayoLlee:

e YbepuTtecb, YTO BCE NOPTbI B rpynne MMEKT OQUHAKOBbIE HAaCTPOWKK, HAanpumep, OHK
BCE B pexunme MOSIHOro Ayniiekca, MMEKT OANHAKOBYH CKOPOCTb U HacTponku VLAN.
Ecnn o6HapyxeHbl HECOOTBETCTBUS, UCTIpaBbTe 3TO.

e HekoTopble KOMaHAbl He MOTyT ObITb UCMOML30BaHbI Ha NopTax B port channel. Takue
Kak arp, bandwigth, ip, ip-forward n T.4.
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9. KOH®PUTYPUPOBAHUE MTU
9.1. O6wume cBepgeHnsa o6 VITU

B Hactoawmn momeHT Jumbo-cdpenim He uMMeeT onpeensioulero ctaHgapTa B CeTeBbIX
TEeXHONormaAx (B YaCTHOCTU, He BbiNn CTaHO4apTU3NPOBaHbl hopMaT nakeTta u anvHa). O6bI4HO
naket, umetowmi pasmep ot 1519 go 9000 HasbiBaeTca JUMBO-dpenm. NMpu ncnonb3oBaHum
TaKux NakeToB, CKOPOCTb Nepefayvn AaHHbIX B ceTu yBenuunsaetca Ha 2 % — 5 %. TexHudecku
JUMBO — 370 yANWHEHHbIN (bpeinM, NoCbINIaeMblil U NpUHUMaeMbIi KoMMyTaTopoM. OfgHako,
yunTbiBaa AJMHY, Takne penmbl He MoryT ObiTb NOCnaHbl Ha npoueccop ycTponcTtea. Mol
NCKIoMaeM NOCbINKy 60MnblnX (OpENMOB NPOLECCOpPY BO BPEMS NpMeEMa NakeToB.

9.2. KoHdurypuposaHume MTU
1. BknoyeHune pyHKummn MTU

KomaHpa OnucaHue

Pexxum rmobanbHoro koHcpurypuposaHus

mtu [MTU size in bytes < 1500-12270 >] Bkniouvaet yHKLMIO npuemMa/nocbIfKu
JUMBO-perimoB. KomaHga «no» BblKo4aeT

no mtu enable
dyHKumo npuema/noceinkn JUMBO-dpeinmoB

93

@ §) QTECH

MWP OOCTYNHEE



PykoBoacTtBo nosnb3oBaTtens cepuss QSW-4530F

KOH®UTIYPALUNA EFM OAM | www.atechru |

10. KOH®OUT'YPALUA EFM OAM
10.1. O6bwme cBegeHuss o EFM OAM

MepBoHauyanbHO TexHonorus Ethernet paspabatbiBanacb Ans NOKanbHLIX CETEN, HO AJIMHA
KaHanoB W pa3Mepbl CeTen CTPEMUTENBLHO YBENUYMBaNIUCb, M Ternepb 3Ta TEXHOMorus
npuMeHsaeTcsa Tak Xe u Ha Metro n Ha rnobanbHbix ceTax. M3-3a otcyTcTBUA 3hHEKTUBHOIO
MexaHu3ma ynpaBsrieHus, YTo BNMANo Ha paboTty TeHonornn Ethernet B MeTpo 1 rno6anbHbix
CeTsX, CTano XN3HeHHO HeobxoanmbiM NpumMmeHeHne OAM Ha Ethernet.

CyuwiectByeT YeTblpe cTaHgapTa npoTtokosos ansa Ethernet OAM: 802.3ah (EFM OAM), 802.3ag
(CFM), E-LMI n Y.1731. EFM OAM un CFM onpepgeneHbl MeXayHapoAHbLIM KOMUTETOM MO
ctangaptam (IEEE). EFM OAM paboTtaeT Ha KaHanbHOM YpOBHE [N KOPPEKTHOrO
obHapyXxeHua W ynpasfieHUs KaHanoMm AaHHbiX. Mcnonb3oBaHne EFM OAM nosBsonset
NOBLICUTb YNPaBAsSeMOCTb U ynpocTutb obcnyxuBaHue Ethernet-ypoBHs Ana noBbiweHuA
ycTonumBocTu paboTbl ceTn. CFM ncnonb3yetca anst MOHUTOPUHra obLuen ceTeBoin CBA3HOCTU
N nokanusauumn npobnem Ha ceteBoMm ypoBHe. Mo cpaBHeHnuto ¢ CFM cranpapt Y.1731,
NPUHATBIN  MEXAYHAPOOHbIM  TENEKOMMYHUKAUMOHHBIM coto3oM  (ITU), Gonee MOLLHbIN.
Cranpapt E-LMI, npuHatein MEF, npumeHseTca Tonbko K UNI (User Network Interface). Tak kak
BblLLIeyKa3aHHble NPOTOKOMblI MOrYT MCMNOMb30BaTbCA ANA Pa3fUYHbIX CETeBbIX TOMOMOrum m
ynpasneHns, Mexay HUIMU CyLLEeCTBYIOT JOMNOSIHUTESbHbIE COrfalleHuns.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance —
ncnonb3oBaHWe, agMUHUCTPUpOBaHWe 1 ynpasrneHue Ethernet Ha nepson mune (Mmeetcs B
BMAYy OT KNnMeHTa) paboTaeT Ha KaHanbHOM YypoBHe ceTeBon mopgenu OSI, peanusys
pornonHuTensHble MyHKUnN Yepe3 nogyposeHb OAM, Kak Noka3aHO Ha PUCYHKE HUXeE:

OSl Model
Application LAN
CSMA/CD
Layers
Presentation
Higher Layers
Session
/
/ LLC
Transport //
-
/
Network /
/
MAC
Data Link _-
-
Physical Layer
Physical

PucyHok 10-1. Nonoxexnne OAM B OSI-moaenu cetn

Maketbl gaHHbix OAM (OAMPDU) wncnonb3yioT B kayectBe MAC-agpeca HasHayeHus
01-80-c2-00-00-02 no npoTtokony. CkopocTb nepenayun He Boiwe 10 NakeToB B CEKyHAY.

EFM OAM yctaHaenuBaetca Ha 6aze OAM-coeauHeHus. 3ta dyHKumMs obecneuymBaet
MEXaHU3Mbl YMpaBNeHUs KaHanamu, TakKue, KakK MOHWUTOPWMHI KaHanoB, YyAaneHHoe
obHapyxeHue npobnem u yaaneHHoe TeCcTMpoBaHWE MNOpTOB. [OBOpSA MpOLLE, OCHOBHbIE
noHatua EFM OAM cnepytowpe:
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1. YcrtaHoBneHue coeauHeHus Ethernet OAM.

Mopyns Ethernet OAM nweT yaaneHHsie OAM-mMoaynv n yctaHaenuBaeT C HAMU CECCUN MYTEM
obmeHa naketamn OAMPDU. EFM OAM moxeT paboTtaTb B ABYX peXumax: akTUBHOM W
naccmBHoMm. Ceccua yctaHaBnmBaeTca Tonbko OAM-mopynem, paboTtalowmm B aKTUBHOM
pexume, a Moay-nb, paboTatowmii B NaCCMBHOM pexuMe, BbIHYXAEH XAaTb, NOKa HEe Nony4uT
3anpoc Ha coeguHeHue. Nocne Toro kak Ethernet OAM-coeanHeHve yctaHosneHo, moaynu OAM
Cc 060MX KOHLIOB KaHana nocTtosHHO obmeHuBatotca naketamm OAMPDU pns noapepxaHus
coeguHeHusa. Ecnu mogyne Ethernet OAM He nonyyaeT naketoB OAMPDU B TeyeHuun 5 cekyHa,
Ethernet OAM-coeanHeHne pa3pbliBaeTcs.

2.  MoHuTOpWHr KaHana.

OnpepeneHne HeucnpaBHOCTU B cpefe Ethernet 3aTpyaHeHo, ocobeHHO koraa dusnyeckoe
coeVHeHne He pa3pblBaeTcs, HO paboTocnocobHOCTb ceTn HapylleHa. MOHUTOPUHI KaHana
ncnonb3yeTca OnA onpefeneHnsa U uccnegoBaHna HeMcrnpaBHOCTENW KaHarnoB B PasfiMyHbIX
cpepax. EFM OAM o6ecneunBaeT MOHUTOPUHI KaHana nocpeaAcTBOM 06MeHa yBeAOMSIEHNAMMU
o cobbiTnax OAMPDUs. lNpu onpeaeneHmn HeMcnpaBHOCTY KaHana, nokasnbHblin Mmogyns OAM
nocoinaet ysegomneHne OAMPDU 06 sTom cobbiTnn yaaneHHoMy Moaynto. B To xe Bpems oH
3anucbiBaeT 3T0 cobbiTue B noru u nocbinaet SNMP Trap-cucteme ynpasnexus cetbto. Koraa
yAaneHHbIn MOAyNb NoslyyaeT yBeAoMeHne o npobneme, oH Tak Xe 3anucbiBaeT NHopmaLmio
B norn n coobwaeTt cucteme ynpasneHusa. AHanuaupysa MHgoOpMauuio B norax, CeTeBou
aflMUHNCTPATOP MOXET OTCNeAnTb COCTOSIHUE KaHana B onpeaeneHHbIn nepuog, BpeMeHMN.

MoHuTopuHr kKaHana cpegcteamum EFM  OAM oTcnexuBaeT cregylowme aBapunHble
cobbiTna — Errored symbol period event, Errored frame event, Errored frame period event u
Errored frame seconds event.

Errored symbol period event: Konn4yecTBo OWIMGOYHLIX CUMBOJSIOB HE MOXET OblTb MEHbLUE
HWXHero nopora ownbokK (3a4ecb CMMBON — MWHMMasbHbIN 6roK nepepayn uHdopmMauun B
hunsundeckon cpepe. OH yHUKanNeH ona cuctemMbl KOAUPOBKU. CYMBOSIbI MOTYT OTNIMYaTLCA B
pa3HbIX u3myecknx cpepax. CkopocTb nepefayvM cumBona onpegenseTrca uandeckon
CKOPOCTbIO Nepepayn B AaHHOW cpene).

Errored frame event: onpegenset N kak nepvoa openmMoB, YMCo OWNBOYHbIX periMoB 3a
nepuoa npuema N dpeinMoB He A0MKHO ObITb MEHbLLE HUXHEro Nopora ownoboK (OWNB0oYHbIN
dpenim-nprem ownbovHoro perima onpeaenseTcs No KOHTPONIbHOM CyMMe).

Errored frame period event: konmyecTBo onpeaeneHHbIX oWnbo4YHbIX penmoB 3a M cekyHA, He
OOMXHO 6bITb MEHbLLE HUXHEro Nopora owmnbokK.

Bpems NnpuHATUSE OLIMGOYHBIX (DPENMOB: KONMMYECTBO CEeKyHZ, npuema olwmnboyHbIX (peiimMos,
3ahKCcMpoBaHHbIX 3@ M cekyHp, He MOXeT OblTb HMXe nopora ownboK (KONIMYeCcTBO CEKYHZ,
OLUMBOYHBIX (HPEeNMOB — KOrAa B TEYEHUN CEKYHAbI MPUHUMAOTCS ownboYHble bpenmbl).

3. YpaneHHoe onpepeneHne HeucrnpaBHOCTEN.

Koraa B ceTu npepbiBaeTCcA nepegaya AaHHbIX n3-3a cb0sa yCTponcTBa UM ero HeAOCTYMHOCTH,
Ethernet OAM-moaynb ycTtaHaenueaeT cooTBeTcTByowmn dnar B OAMPDU-nakeTax,
coobuwasa nHdbopmaumio o0 npobneme yganeHHoMy KoHUy. Tak kak moaynu obmeHumBatoTcA
naketamm OAMPDU noctosHHO npu ycTtaHoBuBLUEMCA coeguHeHun, Ethernet OAM-moaynb
MOXET MH(OpMMpOBaTb OTBETHLIE MOAYNIN O HEUCMPABHOCTU KaHana Yepe3 naket OAMPDU.
Mo3TOMY CUCTEMHBIN aAMUHUCTPATOP MOXET MpocneauTb COCTOAHME KaHana no sfioram u
BOBpPEMS YCTPaHATb HENCMPABHOCTH.

CyuwiecTByeT Tpy Tuna npobnem Ha kaHane, Kotopble oTMevatoTcs B naketax OAMPDU. 31o
Critical, Dying Gasp u Link Fault. Iix onpegeneHvne 3aBuCUT OT peanu3auuun pasnnyYHbIMU
npoussoauTensamun. B naHHoMm o6opyaoBaHMmM onpeaeneHne cnepyoLlee:

Critical event: HeonpeaeneHHoe KpuTUyYeckoe cobbiThe.
Link Fault: Ha npueMHuke nokanbHoro nHTepdeinca BuaeH cooi.
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Dying Gasp: HenonpasumMoe cobbiTue (B criyyae nepesarpy3ku, OTKIIIOYEHUSA NUHKA, yaaneHus
KOHpurypaumm).
4. YpaneHHoe TeCTUpOBaHWeE NeTernb COeANHEHWS.

Ecnn pexum ypanenHon netnu (loopback) BknioveH, paboTalowuini B aKTUBHOM pexume
OAM-moaynb nocbinaeT 3anpoc yaarneHHon NneTnu coceay, B 3TOM Cliy4ae OH BO3BpallaeT Bce
naketol, 3a wuckmodeHnem Ethernet OAMPDU, oTnpasButento no TOMy Xe KaHany.
lNepuopmnyeckoe BbINOMHEHNE TECTUPOBAHUA MOMOraeT BOBPEMS OMpefenuTb ceTeBble
npobnembl 1 nokanusosaTb Npobnemy. 3ameyaHue: HopmanbHas paboTa KaHana B pexume
yAaneHHoro TeCTMpoBaHNsA HEBO3MOXHa.

Cetb npoBangepa

CeTb KnneHTa CeTb KnueHTa

CE s
—

\ —
CE /< ——| PE
802.1ah OAMPDU
B «MEepPBON MUNE»

PucyHok 10-2. Tunosoe npumeHeHne OAM-Tononorum

Tunoeoe npumeHeHne EFM OAM npoucxoguT B crenylowmx TOMOSOMUAX: TOYKa-TOYKa M
amynupoBaHHbix |[EEE802.3-coegmHeHnin  Tmna Todka-Touka. YCTpoOWCTBa  MoJslyyarT
BO3MOXHOCTb KOHTPONMpOBaTb KaHanbHble owmnbku Ha NepBon mune agoctyna vyepes Ethernet
nocpegcteom EFM OAM. [nda nonb3oBaTtens coeguHEHNe MeXAy HUM K CEeTblo ABNsieTC
«nepBon munen». [ina nposanaepa OHO ABNAETCH «NocneaHen Munem».

10.2. KoHcurypuposanue EFM OAM

1. BknioyeHne EFM OAM Ha nopry.

2. KoHdurypupoBaHMe MOHUTOPWHIA COeANHEHUS.

3. KoHdurypmpoBaHue obHapyXeHusa yaaneHHbIX HEMCNPaBHOCTEN.
NPUMEYAHMUE: ana atoro HyxHo cnepsa Bktountbe OAM npu rnobanbHo.
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1. BknwoyeHune EFM OAM Ha nopry.

KomaHpa

OnucaHue

Pexum KkoHcUurypmupoBaHus nopra

ethernet-oam mode {active | passive}

KoHdpurypaumsa pexuma pabotsl EFM OAM.
o yMOn4aHu1Io pexXmnm — aKTUBHbIN

ethernet-oam

BkntovyeHne EFM OAM Ha nopTty. KomaHga
«no» Bblkntoyaet EFM OAM Ha nopty

no ethernet-oam

ethernet-oam period <seconds>
no ethernet-oam period

KoHpurypaums
nakeToB
BO3BpaLlaeT 3Ha4YeHue no yMmosnyaHuio

MHTepBana
OAMPDU.

nepegayn
Komanpa «noy

ethernet-oam timeout <seconds>
no ethernet-oam timeout

KoHdurypauma tanmayta gna EFM OAM
coeamHeHusa. KomaHpga «no»
3Ha4YeHne No yMo4aHuio

BO3BpallaeT

2.  KoHgurypnpoBaHme MOHUTOPUHIa COEOUHEHUS.

KomaHpga

OnucaHue

Pexxum KoHcurypmpoBaHus nopTta

ethernet-oam link-monitor

no ethernet-oam link-monitor

BkntoyeHne MOHUTOpPUHIra coegMHeHNs
EFM OAM, KomaHaa «no» BbiKJllo4aeT
MOHUTOPUHI

ethernet-oam errored-symbol-period {threshold low
<low-symbols> | window <seconds>}

no ethernet-oam errored-symbol-period {threshold
low | window}

KOHurypnpoBaHme HWXHero nopora
ownboK 1 okHa brkcaumm oLNBOYHbIX
CYIMBOIJIOB. KomaHga «No»
BO3BpaLLL@eT 3Ha4YeHNE MO YMOTHaHUIO

ethernet-oam errored-frame-period {threshold low
<low-frames> | window <seconds>}

no ethernet-oam errored-frame-period {threshold
low | window}

KOHurypnpoBaHme HWUXHero nopora
owmnboK M OKHa duKcaumm nepuoga
owmnboyHbIX dperimoB. KomaHaga «no»
BO3BpaLlaeT 3Ha4YeHne rno yMonyaHuio

ethernet-oam errored-frame {threshold low <low-
frames> | window <seconds>}

no ethernet-oam errored-frame {threshold low |

window}

KoHurypnpoBaHue HWXHero nopora
owmnboK 1 oKHa dmKcaumm oLNBOYHbIX
dhpenmoB. KomaHga «no» Bo3BpallaeT
3HayeHune no yMosI4aHuio
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KomaHpa

OnucaHue

<low-frame-seconds> | window <seconds>}

low | window}

ethernet-oam errored-frame-seconds {threshold low

no ethernet-oam errored-frame-seconds {threshold

KoHdurypupoBaHue HUXHero nopora
ownbokK M OKHa duKcaumm CcekyHa
owmnboyHbIX perimoB. KomaHga «no»
BO3BpaLLaeT 3HayYeHne Nno yMosnyaHuo

3. KoHdurypupoBaHue obHapyxeHusi yaaneHHbIX HEUCNpPaBHOCTEN.

KomaHpa

OnucaHue

Pexum koHcUurypmuposaHus nopra

ethernet-oam remote-failure

no ethernet-oam remote-failure

BkritoyaeTt pexum yaaneHHon AmMarHoCTUKM
EFM OAM (nog  HeucnpaBHOCTbIO
NMOHMMaeTCA KpUTMYECKoe CcobbiTne wunm
HEencnpaBHOCTb COEAMHEHMA Ha GNMXHEM

high {<high-symbols> | none}

no ethernet-oam
threshold high

errored-symbol-period

KoHue), KomaHpa «no»  OTKM4aeT
DYHKLMIO
ethernet-oam errored-symbol-period threshold KoHdurypmpoBaHue BepxHero npegena

owmnbok npuema cumBosioB. KomaHaa «no»
BOCCTaHaBNMBAET 3HAaYEHNE MO YMONYaHUIO

ethernet-oam errored-frame-period threshold

high {<high-frames> | none}

no ethernet-oam
threshold high

errored-frame-period

KoHurypupoBaHne BepxHero npegena
owmnbok npuema owmnboyHbIX dpenmoB 3a
nepvoa. KomaHga «no» BOCCTaHaBnuBaeT
3Ha4YeHue No yMon4yaHuio

ethernet-oam errored-frame
{<high- frames> | none}

threshold high

no ethernet-oam errored-frame threshold high

KoHurypupoBaHne BepxHero npegena
ownbok npuema cperimo. KomaHga «no»
BOCCTaHaBMMBAaET 3Ha4YeHne rno yMOon4aHuio

ethernet-oam errored-frame-seconds threshold
high {<high-frame-seconds> | hone}

no ethernet-oam errored-frame-seconds

threshold high

KoHuryppoBaHne BepxHEro npegena
OWMOOYHbIX CeKyHA npuema QpenmMoB.
KomaHga «no» BocCTaHaBNMBaeT 3HayYeHne
Mo YMOSYaHuto

10.3. Mpumepbl EFM OAM
CueHapum 1.

KnuneHTckoe n ceteBoe YyCTPOMCTBA, COEANHEHHbIE HAaNPAMYI0, UMEIT BKITIOYEHHYIO (DYHKLMIO
EFM OAM gnsa MOHMTOpPUHIra coCcTosHUA NMHUN. IHopmauusa o nuHum nepefaeTca B cUCTEMY
yrnpaBneHnsi CETbIO NMPY BO3HMKHOBEHWM aBapUHbIX COBLITUIA. Tak Xe ncnonb3yeTcs pyHKUmA
TECTUPOBaHMWA NeTenb As1si NPOBEPKU JIMHUM MO HEOOXOAMMOCTM.
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CeTb npoBangepa

CE ==
N\ 10N 1/0/1
CE WX

802.1ah OAMF’DU
B «MepBor Mune»

CeTb KNnneHTa CeTb KNnneHTa

PucyHok 10-3. Tunosas Tonosnorns npumeHeHms OAM

Mpouenypa KoHurypaumm: (onyckaa kKoHdurypauuto SNMP u norruposaHus)
KoHdurypaumsa knmeHTckoro yctpomnctsaa (CE):

CE(config): i#iterface ethernet 1/0/1

CE (config-if-ethernet1/0/1)#ethernet-oam mode passive

CE (config-if-ethernet1/0/1)#ethernet-oam

CE (config-if-ethernet1/0/1)#ethernet-oam remote-loopback supported
Opyrve  napameTpbl  UCMOMb3YKTCA MO  YMOJYaHWUIO.
KoHdurypauma Ha PE:

PE(config)#interface ethernet 1/0/1

PE (config-if-ethernet1/0/1)#ethernet-oam
[pyrue napamMeTpbl MICNOMb3YOTCA NO YMOYaHMIO.
Mpu HeO6X0AMMOCTM MCMONBb30BaHWA YAANEHHON NETNN UCNOSBb3YETCA CneayoLan KoManaa.

PE(config-if-ethernet1/0/1)#ethernet-oam remote-loopback

BbinonHeHue cneayollein kKoMaHabl Bbi3biBaeT NpeKkpalleHne pexvuma yaaneHHouW neTnm rnocne
3aBepLUeHns TeCTUPOBaHMUSI.

PE(config-if-ethernet1/0/1)# no ethernet-oam remote-loopback
BbinonHeHue cneaytowen KomaHabl OTKIOYaeT NOAAEPXKY yAarieHHOW NeTnn.

CE(config-if-ethernet1/0/1)#no ethernet-oam remote-loopback supported

10.4. YcTpaHeHne HeucnpaBHocTten EFM OAM

Ecnu npu ncnonb3osaHmm EFM OAM BO3HMKaOT Npo6nemMbl, NpoBepbTe, He ABNSIOTCSA NN OHK
cneacTBUEM CrielyHoLWnNX NPUYNH:

e [lpoBepbTe, He HaxoaAaTcst N o6a OAM-Moayna coeavHEHNs B MACCUBHOM pPeEXUME.
Ecnu tak, To EFM OAM-coeguHeHune He ByaeT ycraHoBneHo mexay OAM-moaynsimu.

e Yb6eautecb, 4t0 SNMP CKOH(UrypupoBaH KOppekTHO. B npotuBHOM criyyae
aBapuiiHble coobLLEHNS He ByayT OTNPaBNATLCA B CUCTEMY YNPaBIEHUA CEThIO.
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e CoeaunHenne B pexnme OAM-netnn He paboTtaet. Heo6Xo0oMMO BbIKIHOUNTE PEXNM
TeCTUpOBaHUSA NOCIEe NPOBEPKN COCTOAHUSA SINHUN.

e YGeautechb, YTo 06a YCTPOMCTBA NOAAEPXMNBAIOT PEXUM yAaNeHHOW NeTnu.

e Ha nopty He AonxHbl 6bITb cKoHgurypuposaHel STP, MRPP, ULPP, ynpaBneHue
NOTOKOM U QYHKUMA onpefeneHus yaaneHHoONn neTnu npu BKAYEHUMU (QYHKLMK
yoaneHHon netnn OAM, NOCKONbKY 3TW (PYHKUMW HEe MOryT WCMNoNb30BaThCs
OAHOBPEMEHHO.
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11. BESOIMNACHOCTb NOPTOB

11.1. BBeaeHue

BesonacHocTb NopTa — 370 MexaHu3Mm, ocHoBbiBawwWwwminca Ha MAC-agpece ona ynpasneHus
JOCTYNOM K ceTu. 3TO paclumpeHne cyulecTBylowmx ayteHTudukaumn 802.1x n MAC. OH
KOHTpONMpyeT [AO0CTyN HeaBTOPU3UPOBAHHbLIX YCTpONCTB ceTn, npoeepaa MAC-agpec
NCTOYHMKA MOSIyYEeHHOro Kagpa M AOCTYN K HeaBTOPM3MPOBaHHbLIM YCTPOMCTBaM, NpoBepsast
MAC-agpec yCcTponcTBa Ha3Ha4vyeHust B kagpe. C 6e30nacHOCTbIO MOPTOB, NOSIb30BaTENlb MOXET
HacTpamBaTb pas3fMyHble pexumbl Ge3onacHoCTM nopTta Ans Toro, 4Tobbl YCTPOWMCTBO
obyyanocb Tonbko neranbHeiM MAC-agpecam nctovHuka. lNocne BkNo4eHUs 6e30nacHOCTU
NOpPTOB YCTPOWCTBO OBOHapyXuBaeT HeneranbHbll OpenM, YTO Bbi3blIBAET COOTBETCTBYOLLYIO
dyHKUMIO 6e30MacHOCTN NopTa W1 BbIMONHAET NpeAonpeaeneHHble AENCTBUA aBTOMATUYECKMN.
OTO CHMXaeT HarpysKy Mnonb30BaTENbCKOro O6CNYyXMBaAHMA W 3HAYUTENbHO MOBbLILAET
06e30MnacHOCTb CUCTEMBI.

11.2. HacTtpouka 6e3onacHoCT NOpPTOB

1. Ba30oBble HAacTporikM 6e30NacHOCTM NOPTOB.

KomaHpa OnucaHue

Pexxum koHcpUrypuposaHus nopra

switchport  port-security HacTtporvika 6e3onacHoCTM MNOPTOB Ha

no switchport port-security UHTEpeice

switchport ~ port-security = mac-address <mac- | Hacponka ctatuyeckoro 6e3onacHoro
address> [vlan <vlan-id>] MAC-agpeca Ha uHtepdelrice

no switchport port-security mac-address <mac-
address> [vlan <vlan-id>]

switchport port-security maximum <value> [vlan | HacTpoika MakcMmanbHOro 4ucna
<vlan-id>] ©e30onacHbIX MAC-agpecos,

no switchport port-security maximum <value> [vlan PaspeLleHHbIX Ha UHTepdeNce

<vlan-id>]

switchport port-security violation {protect | restrict | Korga npeBbIlleHO MaKcumanbHoe
shutdown} yncno HacTtpoeHHbix MAC-appecos,
MAC-agpec poctyna K uHtepdency He
NnpuMHagnNexuT 3ToMy uHTepdency B
Tabnuue MAC-agpecoB unm
MAC-agpec HacTpOeH Ha HEeCKOJIbKO
nHtepdencos B ogHom VLAN, oHn 0ba
oyayT HapyLaTb 6e3onacHoCTb
MAC-agpecos

no switchport port-security violation
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KomaHpa OnucaHue

Pexnm agMmMHucTpatopa

clear port-security {all | configured | dynamic | sticky} | CTupaeT BBefeHHble  6e3onacHble
[[address <mac-addr> | interface <interface-id>] | MAC-agpeca Ha nHtepdence
[vlan <vlan-id> ]]

Show port-security  [interface  <interface-id>] | Noka3biBaeT KOHUrypaumio
[address | vian]

11.3. MpumeTbl HacTponkn PORT SECURITY

WNHTEepHET

MK 1 MK 2

PucyHok 11-1. TunmyHas cxema Tononorum ans 6esonacHocTu nopTa.

Ha nHTepderice BkntoyeHa pyHKUMA 6e30nacHOCTU nopTa, HACTPOEHO MaKCUMarbHOE YMCNOo
pa3pelleHHbix uctovyHmkoB MAC-agpecoB Ha wuHTepdence pasHoe 10, m uHTepdenc
paspewaeTt goctyn 10 nonb3oBaTensam B WHTepHeT. Ecnu npeBbilleHO MakcumanbHoe
KONIMYEeCTBO, TO HOBbIM MONb30BaTENb HE NOYYUT JOCTYMN B MHTEPHET, TaK 4YTO 3TO HE TONbKO
OTrPaHUYMT YUCIIO MONb30BaTENEN, HO M CAenaeT AOCTYNn B MHTEPHET 6e3onacHbiM. Ecrnimn
caenaTtb HaCTpPOMKY MakcMManbHOro ymcna 6esonacHbix MAC-agpecoB paBHOM 1, TO TONbKO
PC1 vnu PC2 nonyyaTt pocTtyn B CEThb.

IMpoLuecc HaCTPONKMU:
#Configure the switch.
Switch(config)#interface Ethernet 1/0/1
Switch(config-if-ethernet1/0/1)#switchport port-security
Switch(config-if- ethernet1/0/1)#switchport port-security maximum 10
Switch(config-if- ethernet1/0/1)#exit
Switch(config)#

0
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11.4. YcTtpaHeHune HeucnpaBHocTen PORT SECURITY

Ecnu Bo3sHukatoT I'IpO6J'IeMbI C HaCTDOVIKOVI 6e3onacHocTy, npoBepbTEe HE ABNAOTCA JIK OHU
cnepncrtememM cnenyuwnx npuynH:

e [IpoBepbTe BkNtodeH N PORT SECURITY.
e Yb6enuTecb B HACTPOMKe MakcumanbHoro konumdectea MAC-aapecos.
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12. HACTPOMWKA DDM

12.1. BBeaeHue

12.1.1. KpaTtkoe BBeaeHue B DDM

DDM (Digital Diagnostic Monitor) peanuayeT dyHkumio noapo6HON UnpoBON ANArHOCTUKN NO
ctanpapty SFF-8472 MSA. DDM KoHTponupyeT napamMeTpbl CurHana u oumMgpoBbIBaET ero Ha
neyaTtHoM nnate BHYTpeHHero mopayns. [locne 3ToOro npepocTaBnsieT pasrpaHUYEHHbIN
pe3ynbTaT M NapameTpbl, KOTOPblE COXPAHSKTCA B CTAHOAPTHbIX paMkKax NamMsiTu Takum
o6pa3om, 4Tobbl LienecoobpasHo 6bino YMTaTh NocneaoBaTeNbHbIN MHTEPdENC C ABONHOMO
Kabens.

O6bl4HO WMHTEnnekTyanbHble UMMPOBbLIE MOAYNM NOAAEPXMBAIOT  (YHKLUMIO LMdpOBOW
ONarHoCTUKN. EAMHMUBLI ceTeBOro ynpasfeHWs WMeEKT BO3MOXHOCTb KOHTPONMpoBaTb
napameTpbl (TemnepaTtypa, HanpsXeHuwe, TOK cMmelweHus, TX-MOWHOCTb M RX-MOLLHOCTb)
ONTUYECKNX MoAyNen ANs NonydYeHUs nX NoOpPoroBbIX 3HAYEHUN B peXuMe peasnibHoro BpeMeHu
Ha TekylweM ONTUYECKOM Moayfne. JTO MnomoraeT efuHuuamMm ceTeBOro  yrpasfieHus
o6HapyXunBaTb HEUCMPABHOCTUN B ONTUYECKOW NTIMHUW, COKPATUTb SKCNIyaTauMOHHYIO Harpy3Kky
1 NOBbLICUTb HAAEXHOCTb CUCTEMBI.

MpnmeHeHne DDM nokasaHo ganee:

1. TporHo3 NpPoAOMKXMTENBHOCTM XN3HU MOLY NS

KoHTponMpoBaHMe TOKOB YTeuku MNO3BONSET caenaTb MPOrHo3 BPEMEHU XWU3HU nasepa.
AOMVHUCTPATOP MOXET HalTW HEeCKONbKO MOTeHUManbHbIX NpobfiemM Mo MOHUTOPUHIY
HanpsixeHns 1 TeMnepaTypbl MOAYNS.

1.1. Bbicokoe HanpsixeHue Vcc npmBedeTt K nosiomke CMOS, HM3Koe — K HenpaBuiibHOM
pabore.

1.2. Boicokaa RX-MOLLHOCTb NpuBeAET K NOBPEXAEHUI0 MPUHMMAlOLLEro mMoaynd, us-3a
HU3KOM RX-MOLLHOCTM MOAYJb HE CMOXET HopMarnbHO paboTaTb.

1.3. Bbicokan TemnepaTypa npuBefeT K 6bICTpPOMY CTapeHUto annapaTHbIX CPeACTB.

1.4. KOHTpOSIb MOLLHOCTU, MOSly4aeMoi Nno BOJSIOKHY, NOMOraeT NpOBEPUTL BO3MOXHOCTU
NMHUM U YAaneHHOro KoMmyTaTopa.

2. OnpepeneHune mecTa NoBPEXAEHUS.

B ONTOBOMOKOHHOW NUHUWM ONpeAeneHne HEWCNpPaBHOCTU MMEET BaXHOEe 3HayeHue ansg
ObICTPON Nepes3arpy3kn cepsBuca, N30NMpOBaHNE HENCNPABHOCTM NMOMOraeT agMUHUCTPaTopy
ObICTPO HaWTM MECTOMOSIOXEHNE HEUCMNPaABHOCTM B Moayne (NoKanbHbI WU yaaneHHbIn
MOAYNM) WM Ha JIMHWW, YTO TakKXe COKpallaeT BpeMsi BOCCTAHOBIIEHWUSI CUCTEMbI Mocne
HENCNpaBHOCTM.

AHanuanpya craTycbl OMOBELEHUA W CUrHanuM3auuu B pexume peanbHOro BpemMeHu no
napameTpam (TemnepaTypa, HanpskeHue, TOK CcMeLleHusl, TX-MOWHOCTb U RX-MOLLHOCTD)
MOXHO ObICTPO 06HAPYXUTb HEMCNPABHOCTb C MOMOLLBK (PYHKLUMM LMEPOBOA ANArHOCTUKM.

Kpome TOro, coctosaHume TX Fault 1 RX LOS wmmeeT BaxHOe 3HayeHMe pAJia aHanusa
HEencrnpaBHOCTH.

3. [lpoBepka cCOBMECTUMOCTW.

MNMpoBepka COBMECTMMOCTM MCMONb3YeTCA AJIA aHanu3a, sIBASEeTCA NN OKpyXxatowaa cpeaa
MOAYNA COrNacoBaHHOM BPYYHYK WM COBMECTMMA C COOTBETCTBYIOLMM CTaHOAPTOM,
MOCKOJIbKY BO3MOXHOCTM MoOAyns MoryT OblTb peanu3oBaHbl TOIbKO C COBMECTUMOW
OKpyXatoLLen cpenon.
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NHorpa napamMmeTpbl Opr)KBIOLU,GVI cpenbl npesbillaknT YCTaHOBJIEHHbIE BPYYHYIO UM CTaHOapT
COOTBETCTBUA, YTO NpmBeaeT K yMEHbLUEHUNIO BO3MOXHOCTEN Mooynau owmnbke nepepnayn.

Opr)KaI'OLLI,aFI cpena He coBMeCTuMa:

3.1. Hanpﬂerme npesbllUaeT yCTaHOBﬂeHHbIVI Anana3oH.

3.2. RX power npuBoAUT K Nepe3arpy3ke uim K MEHbLLEN YyBCTBUTEJIBHOCTU
npunemornepenaTymka.

3.3. TemnepaTypa npeBbILIAET AMana3oH paboyen TemnepaTypbl.

12.1.2. ®yHKuuu DDM

OnucaHne DDM nokasaHo B criefytoemM npumepe:

1. npOCMOTp MHCbOpMaLIMM MOHUTOPUHIa Ha npunemonepenatymnke.

AOMVHMCTPATOP MOXET y3HaTb TeKyllee COCTOsiHMEe TpaHcuBepa M HauTu noTeHuuaribHble
npobnemMbl C MOMOLLLIO MNPOBEPKM Creaylwmx napaMeTpoB (Bxoaswas TX-MOLWHOCTb,
RX-MowWwHOCTL, TemnepaTtypa, HanpsiXeHue, TOKM YTeYyku) U 3anpocuTb WHEOpMaLUIo
MOHUTOPUHra (TaKyl Kak OMOBELUEHMWs, CUrHanM3aums, COCTOsHWEe B peanbHOM Maclutabe
BpeMeHu 1 T.4.). Kpome Toro, nposepka nHopmMaLmm 0 HEMCNpaBHOCTAX ONTUYECKUX MoAyen
nomoraeT agMUHUCTpPaTOpy ObICTPO OBHapYyXWUTb HEUCMNPABHYIO JIMHUIO U COKPaTUTb BpeMs
BOCCTaHOBJEHNS.

2. Onpep,eneHVIe 3Ha4YeHunA nopora nojib3oBaTesieM.

IOns napameTpoB B peanbHOM MacwTabe BpemeHn (TX-mowHocty, RX-mowHocTy,
TemnepaTypbl, HANPSAXEHNs!, TOKOB yTEYKN) eCTb PUKCUPOBAHHbIE 3HA4YEeHUS NOPoroB. MoTomy,
4YTO MONb30BaTENIbCKOE OKPYXEHME Pa3nMYHO, Nosib30BaTeslb MOXET onpeaenuTb 3HaYeHne
nopora (BXoAsLuasi CUrHann3aumsi C BbICOKUM 1 HU3KMM NMPUOPUTETOM, OMNOBELLLEHME C BbICOKUM
N HU3KUM MpUOpUTETOM), TMOKO KOHTpOonMpoBaTb paboyee cocToAHME TpaHcuBepa W
HemMeaneHHo 06HapyXuTb HEMCNPABHOCTb.

HacTtporika 3HayeHua Noporos NpOU3BOAMTCA MONMb30BaTENIEM U NPOU3BOAUTENEM U MOXET
6bITb MOKa3aHa B TO Xe Bpems. Korga nopor onpegensieTca nonb3oBaTesieM HepaunoHarbHoO,
OH OypeT 3anpolleH y Monb30BaTensa M CUrHan TPeBOrM UMM OMOBELLEHUSA aBTOMAaTUYECKU
YCTaHOBMT MNOPOr MO yMON4YaHuio (Nofib30BaTefle MOXET BOCCTAHOBUTbH BCE MOPOroBble
3HA4YeHNs Mo YMOSIYaHMIo).

PaunoHanbHoe noporosoe 3Ha4eHue: BbICOKOE/HU3KOE 3HayeHuMe CcurHana oOnoBeELLEHNA
OOJIXHO ObITb MeXay BbICOKUM U HU3KUM CUrHaNomM CUrHanmn3aunm n BbiICOKkoe 3Ha4yeHune nopora
OOJIXHO ObITb BbIlLE, YEM HU3KOE U, @ UMEHHO, BbICOKOE 3Ha4YeHne CUrHanusauumn = BbiICOKOe
3HavyeHune onoBeLeHns =2 HU3Koe 3HavyeHne onoBeLeHNs 2 HU3Koe 3HavyeHne CUrHaan3aumn.

[ns onTMYeckoro Moayns pexum npoBepKu Nony4aemMoro NUTaHWa BKITKYAET BHYTPEHHIOK U
BHELLHIOI MPOBEpKyY, KOTopble onpeaenvnu npoussoauTenu. Kpome Toro, pexum npoBepku
napameTpoB B peasibHOM MacluTabe BpeMeHU 1 MOPOroBbIX 3HAYEHWUI N0 YMOYAHUIO.

3. KoHTponb TpaHcmeepa.

Kpome npoBepkn COCTOSIHUSA paboTbl TpaHcMBEpa B peanlbHOM MacwTabe BpemeHw,
nonb3oBaTento HyXHO cneautb 3a NoapoOHONM WHOpMaUMen O COCTOSIHUW, TakKoW Kak
nocrniegHee BpeMsi HENCMNPaBHOCTM 1 ee Tun. KOHTPosb TpaHcMBeEpa NOMOraeT Nosfib30BaTENO
HaNTK NocrniegHee COCTOAHME HENCTIPABHOCTM Yepe3 NPOBEPKY JIOroB U 3anpoCcuTb NocrneaHee
COCTOSIHME Henonagkyu 4epes3 BbiNONIHEHME KomaHg. Korga nonb3oBaTenb HaxoguT
WMHopMaLMo O Henonagake oNTUYEcKoro moayns, To nHdopmauma o6 onTUYEecKoM mopyne
MoxeT ObiTb nepenpoBepeHa nocne o6paboTkM MHOpMaLUUKM O HEUCNPaBHOCTWU, 3OECb
nonb3oBaTeNlb MOXET 3HaTb MHAHOPMAaLIMIO O HEUCMPABHOCTU Y BO30OHOBUTbL MOHUTOPUHT.
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12.2. Cnncok komaHa KoHcurypaummn DDM

HacTpoika DDM:

1. MpocMoTp MHpopMaLIMKN KOHTPONS B peanibHOM MacluTabe BpeMeH!.

2. Hactponka 3HaveHui nopora curHanusauuu unm
TpaHcuBepa.

3. HacTtpoiika cocTosiHMA MOHUTOpPUHIa TpaHcuBepa.

onoBelweHna KaXxaoro napameTpa and

3.1. HacTpoiika nHTepBana MOHUMTOPUHIa TpaHCUBEPA.

3.2. HacTpolika cocTosiHUSI BKIIOYEHUSI MOHUTOPWHIa TpaHCUBEPA.
3.3. MNpocmoTp MHGOPMaLMN MOHUTOPUHIA TpaHCHUBeEpa.

3.4. OuncTKa MHOPMaLMN MOHUTOPUHIA TPAHCUBEPA.

1. TMpocmoTp MHOPMaLIMKN KOHTPOSA B peasibHOM MacluTabe BpeMeHW.

KomaHpa

OnucaHue

Pexxum KoHdUrypmpoBaHUA nopTta, peXXMm agMUHUCTPaToOpa UMM pPexum rnodarnbHOro
KOHUrypmpoBaHus

Show transceiver [interface ethernet < IFNAME >] [detail] MpocmoTp MOHWUTOPUWHIa

COCTOSIHMS TPaHcMBepa

2. Hactponka 3Ha4eHun nopora curHanusauum unm
TpaHcuBepa.

OMNOBELLIEHNS Kaxaoro napameTpa ans

KomaHpga

OnucaHue

Pexxum KoHcurypmpoBaHus nopta

transceiver threshold {default | {temperature |
voltage | bias | rx-power | tx-power} {high-alarm | low-
alarm | high-warn | low-warn} {<value> | default}}

YcTaHoBKa onpepdernieHHoro  ropora
nonb3oBaTenem

3. HacTpoiika COCTOSIHUSt MOHUTOPUHIa TpaHcMBepa.

3.1. HacTtpoika nHTepBana MOHUTOPUHIa TpaHCcUBepa.

KomaHpa

OnucaHue

Pexxum rmobanbHoro KoHcpurypuposaHus

transceiver-monitoring interval <minutes>
no transceiver-monitoring interval

YcTaHOBKa WHTepBana MOHUTOPUHra
TpaHcuBepa. Komanpga «no»
ycTaHaBnmeaeT nHTepBarn no
YMOMYaHuto, paBHbin 15 MUHYT
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3.2. HaCTpOVIKa COCTOAHNA BKJTHOYEHNA MOHUTOPUHIA TpaHCUBepa.

KomaHpa OnucaHue

Pexum KkoHcUurypmupoBaHus nopra

transceiver-monitoring {enable | YctaHaBnuBaeT, BKMOYEH NN MOHUTOPUHI TpPaHCUBEPA.
disable} lMocne BKMOYEHUA Ha MOPTE MOHUTOPWUHra TpaHcuBepa,
CcUCTeMa 3anucbiBaeT COCTOHME HeucnpaBHOCTUW. [locne
OTKMIYEHNs YHKLMM Ha nopTe, MWHQopmMauusa o
HeucnpaBHOCTK OyaeT cTepTa

3.3. MpocmoTp MHOPMaLMKN MOHUTOPUHIa TPaHCKUBepa.

KomaHpa OnucaHue

Pexum apgMuHUCTpaTOpa, PpeXum rnodanbHOro KoH(UrypupoBaHUA, PpPexum
KOHpUrypupoBaHusi nopta

show  transceiver  threshold-violation | NMoka3biBaeT  uHdopmaumo  MoOHUTOpUHra
[interface ethernet < IFNAME >] TpaHcuBepa, Bkntovatowyto nocnegHow
nHopMaumio HapyLueHus MOpPOroBoro
3Ha4yeHNs, MOHMTOPWHI MNpOTEKaKLWero ToKa
yepe3 TpaHCMBEp, BKIYEH SN MOHWUTOPUHF
TpaHcuBepa Ha nopTe

3.4. OuncTka nHdopmMaLmm MOHUTOPUHIa TPaHCUBepa.

KomaHaa OnucaHue

Pexum agmmHuctpatopa

clear transceiver threshold-violation [interface | CTupaeT 3HayeHue nopora HapyLlueHust
ethernet <interface-list>] MOHWUTOPWHIra TpaHCuBepa

12.3. NMpumepbl npumeHeHns DDM
Mpumep 1.

B nHTepdencel Ethernet 1/0/21 n Ethernet 1/0/23 BknioveHbl onTnyeckue mogynu ¢ DDM, B
nHtepdenc Ethernet 1/0/24 BknioyeH onTudeckuin moaynb 6e3 DDM, B Ethernet 1/0/22 He
BKJIIOYEH Kakomn-nnbo ontuveckuin mopynb. MNMpocmoTp nHgopmauum o DDM ana onncaHHOro
cueHapus npeacTaBiieH HUXe.

e [IpocMOTp MH(pOpMaUMM 0 BCceX UHTepdencax, KOTopble MOryT YiTaTb NapamMmeTpbl B
pexume peanbHOro BpemMeHu (Mpu OTCYTCTBUM ONTUYECKOrO MOAYNS UK ONTUYECKUA
MOAYNb HE NOAAEpPXMBaeTCA, MHopMauus He ByaeT nokasaHa), ona npumepa:

Switch #show transceiver
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Interface | Temp Voltage (V) Bias RX Power | TX Power
(°C) (mA) (dBM) (dBM)

1/0/21 28 3,28 23,34 -3,75 -0,79

1/0/23 46 3,28 26,00 -2,10 -2,21

e [lpocmoTp uHpopmaumm 06 ykazaHHoM uHTepdence (N/A o3HavaeT, 4TO ONTUYECKUI
MoAyrb He BCTaBfIEH NN He NogaepXusaeTcd), 4ns npumepa:

Switch #show transceiver interface ethernet 1/0/21-22; 23

Interface | Temp Voltage (V) Bias RX Power | TX Power
(°C) (mA) (dBM) (dBM)
1/0/21 28 3,28 23,34 -3,75 -0,79
1/0/22 N/A N/A N/A N/A N/A
1/0/23 46 3,28 26,00 -2,10 -2,21
e [lpocmoTp nogpobHoOM WHAOPMAUWK, BKIIOYAKOLWEN OCHOBHYK MHGOPMaLMIO,

3HayeHMe MnapamMeTpoB MOHMUTOPUHra B pearibHOM Maclutabe BpeMeHM, curHan
OMNOBELLEHNS, CUTHaANU3aLMI0, COCTOSIHUE HEMCNPABHOCTM U MHAOPMaLMIO NOPOroBOro
3HayeHus, Ana npumepa:

Switch#show transceiver interface ethernet 1/0/21-22;24 detail
Ethernet 1/0/21 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is TO00BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information:

RX loss of signal

Voltage high

RX power low

threshold  information:

Detail diagnostic and

Diagnostic Threshold
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Realtime High Low Alarm High Warn Low Warn
Value Alarm

Temperature 33,00 70,00 0,00 70,00 0,00

(°C)

Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00

Bias current | 6,11 (W+) 10,30 0,00 5,00 0,00

(mA)

RX Power (dBM) | -30,54 (A-) | 9,00 -25,00 9,00 -25,00

TX Power (dBM) | —-6,01 9,00 -25,00 9,00 -25,00

Ethernet 1/0/22 transceiver detail information: N/A

Ethernet 1/0/24 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is T000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information: N/A

Detail diagnostic and threshold information: N/A
Mpumep 2:

B nopt Ethernet 1/0/21 BkntoueH B onTuyeckun mogynb ¢ DDM. HacTtpownka noporoBoro
3HaYeHna Ha oNTUYECKOM Moayse nocne npocmMmoTtpa uHdopmaummn o DDM.

War 1. NMpocmoTp nogpo6bHon nHdopmaumm o DDM.
Switch#show transceiver interface ethernet 1/0/21 detail
Ethernet 1/0/21 transceiver detail information:
Base information:
Brief alarm information:
RX loss of signal
Voltage high
RX power low

Detail diagnostic and threshold information:
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Diagnostic Threshold
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Realtime High Low Alarm High Low
Value Alarm Warn Warn

Temperature (°C) 33,00 70,00 0,00 70,00 0,00

Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00

Bias current (mA) 6,11 (W+) 10,30 0,00 5,00 0,00

RX Power (dBM) -30,54 (A-) | 9,00 -25,00 9,00 -25,00

TX Power (dBM) -13,00 19,00 -25,00 9,00 -25,00

LWar 2. HacTtpowka noporoBoro 3HadyeHnsa TX-power Ha ONTUYECKOM UHTepdence, HUXHee
3HayeHne TnMoporoBoro onoseweHns — 12, HWXHEe 3Ha4yeHue MNoporoBomn
curHanusaumm — 10,00.

Switch#config

Switch(config)#interface ethernet 1/0/21
Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power low- warning -12
Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power low- alarm -10.00

War 3. MNMpocmoTp nogpobHon nHdopmaumm o DDM Ha onTtuyeckom mogyne. CurHanusaums
ucnonb3yeT MOporoBoe 3HaveHue, HacTpavBaemMoe nosib3oBaTesnieM, Moporosoe
3HayeHune, HaCTPOEHHOE Npom3BoanTenemM 0603HaveHo ckobkamu. CurHanusaumsa c ‘A-’
kak —13,01 meHbLUe, Yem —12,00.

Switch#show transceiver interface ethernet 1/0/21 detail
Ethernet 1/0/21 transceiver detail information:

Base information:

Brief alarm information:

RX loss of signal

Voltage high

RX power low

TX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
Realtime High Alarm | Low High Low Warn
Value Alarm Warn

Temperature (°C) 33,00 70,00 0,00 70,00 0,00
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Diagnostic Threshold
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current (mA) 6,11 (W+) 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) 9,00 -25,00 9,00 -25,00
TX Power (BM) -13,01 (A-) 9,00 -12,00 9,00 -10,00
(-25,00) (-25,00)
Mpuwmep 3:

B nopt Ethernet 1/0/21 BknwoyeH onTuyeckun mopynb ¢ DDM. BkrnoyeHne MOHUTOpUHra
TpaHcuBepa Ha nopTe, Nocre NpoCMoTPa MOHUTOPUHIa Ha ONTUYECKOM Mojyne.

War 1. NMpocMOTp MOHWUTOpMHra TpaHcMBeEpa Ha onu4yeckoMm mopyne. Ha Ethernet 21 and
Ethernet 22 He BKtOYEH MOHUTOPWHT TPaHCKBeEpa, yCTaHOBMNEHHbIN nHTepBan 30 MUHYT.

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22
Ethernet 1/0/21 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

Ethernet 1/0/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn't exist.

LWar 2. BknioveHne MoOHUTOpUHra TpaHcueepa Ha Ethernet 21.
Switch(config)#interface ethernet 1/0/21
Switch(config-if-ethernet1/0/21)#transceiver-monitoring enable

War 3. lNpocMOTp MOHUTOPMHra TpaHCMBEpPa Ha ONTUYECKOM Moayne. B cneaywowmx
HacTpoukax, Ha Ethernet 21 BKnoYEeH MOHUTOPUHI TpaHCUBEpPA, NOCNegHEE HapyLLeHne
noporoBoro 3HadeHuss Jan 02 11:00:50 2011, noagpobHas wuHdopmauum o DDM,
npeBbILWaloLas NoporoBoe 3Ha4YeHNe Takxe nokasaHa:

Switch(config-if-ethernet1/0/21)#quit

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22
Ethernet 1/0/21 transceiver threshold-violation information:

Transceiver monitor is enabled. Monitor interval is set to 30 minutes.

The current time is Jan 02 12:30:50 2011.

The last threshold-violation time is Jan 02 11:00:50 2011.

Brief alarm information:

RX loss of signal
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RX power low

Detail diagnostic and threshold information:
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Diagnostic Threshold
Realtime High Low Alarm High Low Warn
Value Alarm Warn
Temperature (°C) 33,00 70,00 0,00 70,00 0,00
Voltage (V) 7,31 10,00 0,00 5,00 0,00
Bias current (mA) 3,11 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) 9,00 -25,00 (-34,00) 9,00 -25,00
TX Power (dBM) -1,01 9,00 -12,05 9,00 -10,00
Ethernet 1/0/22 transceiver threshold-violation information:

Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn't exist.

12.3.1. YcTpaHHue HeucnpaBHocTten DDM

Ecnu Bo3HumKkatloT npobnembl npu Hactpoike DDM, noxanyincrta, npoBepbTe ABNSETCA N 3Ta
npobnema cneacTemMemM cnenyLwmx NpuymH:

Y6eantechb, YTO TpaHCUBEP Ha ONTUYECKOM Moayse Obin BKIOYEH Ha MopTe, MHadve
KoHdurypauuss DDM He 6ypeT nokasaHa.

Y6eputechb, 4to KoHurypaums SNMP paboTtaeT, nHaye onoselleHne 0 cobbITUM He
CMOXET ONOBECTUTb CUCTEMY CETEBOI0 YrpaBrieHus.

He Bce kommyTtaTtopbl nogaepxusaiot SFP ¢ DDM wunn XFP ¢ DDM, y6eautechb B
NCNosib30BaHUN KOMMYyTaTopa C NOAAEPXKON COOTBETCTBYOLEN (DYHKLMN.

Mcnonb3oBaHne komaHg, show transceiver nnn show transceiver detail MoxeT 3aHAaTb
MHOrO BpEMEHW, TaK KakK KOMMyTaTop OyaeT npoBepsiTb BCe MNOPTbl, MO3TOMY
pekoMeHayeTCcsa 3anpawmBaTtb MHPOPMaLUMo O TPaHCUBEPE Ha ONpeaerneHHbI NopT.

Y6enuTech, UTO YCTAHOBNEHHbI NONb30BaTeNEM Nopor ABneTcs AencTeyrowmm. Mpu
nobon owmnbke NOpPOroBoro 3HavyeHus TpaHcuBep BygeT nosbinaTtb CUrHanM3auuio B
COOTBETCTBUW CO 3HAYEHNEM, YCTAHOBIEHHBIM MO YMOSYaHWI0.
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13. LLDP-MED

13.1. BBegeHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha 802.1AB
LLDP (Link Layer Discovery Protocol) of IEEE. LLDP npegoctasnaeT ctaHaapTHbIA pexum Link
Layer Discovery, nocbinatowero MHMopMauuio O JOKasbHbIX YCTPOWCTBaX (BKITHOYAOLLYHO
OCHOBHbIE€ BO3MOXHOCTU, yrpasneHue IP-agpecamu, ID ycTpoincTtea u ID nopTa) Takon kak TLV
(type/length/value) Tporikn B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpasnsitoLmx
CBSI3bI0 C cocegHumu ycTpoucTtBamu. [lonyyeHHaa uHdgopmauus o6 ycTpowcTBe Oyaet
XPpaHUTBLCA CO CTaHAapToHOM 6a3omn ynpaeneHusa nHgopmaumen (MIB). 31o no3sonseT cucteme
CEeTEeBOro yrnpasneHunst 6bICTpo 06HapyXMBaTb U AEHTUMULMPOBATL CTATyC CBA3W HA NUHUN.

B craHpapte 802.1AB LLDP HeT nepepmaun u ynpasneHus WHGoOpMauuen O rosiocCoBOM
ycTponctee. [na npuMeHeHus W ynpasfieHMs roflIoCOBOr0 yCTPOMCTBA LenecoobpasHo ¢
nomoubto LLDP-MED TLVs npepoctaBnaTb MHOXECTBEHHYIO MHGOpMaLUuIo, Takylo Kak PoE
(Power over Ethernet), ceTeBylo NONMMTUKY U nokanbHyl uHgopmauuio 06 obcnyxueaHum
HOBOro TenedoHa.

13.2. Kondwmrypauuma LLDP-MED

1. Ba3soaf koH(Urypaums

KomaHpa OnucaHue

Pexxum KoHcurypmpoBaHus nopTta

lIdp transmit med tiv all
no lldp transmit med tlv all

HacTponka yka3aHHOro noprta oTnpaBnATb BCe
LLDP-MED TLVs. KomaHaa «no» OTMeHseT
OYHKLNIO

lldp transmit med tlv capability
no lldp transmit med tlv capability

HacTponka ykasaHHOro mnopTta oOTnpaBnATb
LLDP-MED Capability TLV. KomaHga «nho»
OTMEHSAET (PYHKLMIO

lldp transmit med tlv networkPolicy
no lldp transmit med tlv networkPolicy

HacTponka yka3aHHOro nopTta OTNpaenATb
LLDP-MED Network Policy TLV. KomaHga «no»
OTMEHSET AaHHY DYHKLUIO

lIdp transmit med tlv extendPoe
no lldp transmit med tlv extendPoe

HacTponka yka3aHHOro nopTta OTnNpaenATb
LLDP-MED Extended Power-Via-MDI TLV.
KomaHaa «no» OTMEHSIET (PyHKUUIO

lldp transmit med tlv inventory
no lldp transmit med tlv inventory

HacTponka yka3aHHOro nopTta OTNpaBnAaTb
LLDP-MED Inventory Management TLVs.
KomaHpga «no» oTMeHseT YHKUUIo
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KomaHpa OnucaHue
network policy {voice | voice-signaling | | HacTpoika ceTeBoM NONNTUKN nopTa,
guest- voice | guest-voice-signaling |  Bkmovawwasa VLAN ID, nopgaepxuBaemblie

softphone-voice | video-conferencing |
streaming-video | video- signaling} [status
{enable | disable}] [tag {tagged | untagged}]
[vid {<vlan-id> | dotlp}] [cos <cos- value>]
[dscp <dscp-value> ]

no network policy {voice | voice-signaling |
guest- voice | guest-voice-signaling |
softphone-voice | video-conferencing |
streaming- video | video- signaling}

NPUINOXeHNss (Takme Kak rofnoc W BUAEO),
npuoputeT NPUNOXEHUI " nonuTuKa
MCMONb30BaHUA, U Tak aanee

civic location {dhcp server |
endpointDev} <country-code>

switch |

no civic location

HacTtponka Tuna yCcTpomncTBa U Koga CTpaHbl B
cooTBeTcTBUM C chopmaTtom Civic Address LCI n
BkntoyeHne pexmma Civic Address LCI.
KomaHnpa «no» OTMEHsieT BCe HaCTPOWKU B
cooTBeTcTBUM C (hopmaTom Civic Address LCI

ecs location < user config ecs formate
address >

no ecs location

HacTtponka pacnonoxeHusa ¢ ¢opmatom ECS
ELIN Ha nopte. KomaHaa «no» OTMeHseT
KOHUrypaumto

lIdp med trap {enable | disable}

BkntoueHne/oTknoveHne nosywkn LLDP-MED
Ha yKa3aHHOM nopTe

Pexum Civic Address LCIl address

{description-language | province-state | city
| county | street | locationNum | location |
floor | room | postal | otherinfo} <address>

no {description-language | province-state |
city | county | street | locationNum | location
| floor | room | postal | otherinfo}

HacTtpovika nogpobHbIx agpecoB nocne BBoAa
pexunma Civic Address LCI address Ha nopTte

Pexum rnob6anbHOro KOH(UrypMpoBaHus

lldp med fast count <value>
no lldp med fast count

Korga BknOYEeH MexaHu3m ObICTpOro 3amnycka
LLDP-MED, TO pgonxHa npoun3BoAnNTbLCA
6bicTpas otnpaBka naketoB LLDP ¢ LLDP-MED
TLV, aTa KoMaHOa ncnonb3yeTca Ang yCTaHOBKM
3HayeHus ObICTPON OTNPaBKM NAakeToB, KOMaHAa
«Nno» BOCCTaHaBNuBaeT 3Ha4yeHue no
YMOS4aHNio
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KomaHpa

OnucaHue

Pexnm agmmHuctpatopa

show lldp

MokasbiBaeT HacTponku rnobansHoro LLDP un
LLDP-MED

show lldp [interface ethernet <IFNAME>] Moka3biBaeT HacTporikun LLDP u LLDP-MED Ha

TEKyLLeM nopte

show lldp

neighbors [interface ethernet  Moka3sbiBaeT HacTpowku LLDP n LLDP-MED Ha

<IFNAME>] cocegHNX yCTponcTeax

13.3. Mpumep HacTpounku LLDP-MED

KommyTtartop A
1/0/1 =
—> ooo
— [ gas
1/0/2 YCTpONUCTBO
MED
MK 1/0/1
= — =
—
E O i
KommyTtartop B

PucyHok 13-1. Tononorus 6a3oBon koHdurypaumm LLDP-MED

1. Hactpoiika Switch A

SwitchA(config)#interface ethernet1/0/1
SwitchA (Config-If-Ethernet1/0/1)# lldp enable

SwitchA (Config-If-Ethernet1/0/1)# lldp mode both (this configuration can be
omitted, the default mode is RxTx)

SwitchA (Config-If-Ethernet1/0/1)# Ildp transmit med tlv capability
SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid 10 cos 5
dscp 15

SwitchA (Config-If-Ethernet1/0/1)# exit
SwitchA  (config)#interface ethernet1/0/2
SwitchA (Config-If-Ethernet1/0/2)# lldp enable
SwitchA (Config-If-Ethernet1/0/2)# lldp mode both
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2.

HacTtpoika Switch B

SwitchB (config)#interface ethernet1/0/1
SwitchB(Config-If-Ethernet1/0/1)# lldp  enable

SwitchB  (Config-If-Ethernet1/0/1)# Illdp mode

both

SwitchB  (Config-If-Ethernet1/0/1)# Illdp transmit med tlv capability
SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid cos 4

3. Verify the configuration
MNMpocmoTp rnobanbHOro cratyca u cratyca uHTepdenca Ha SwitchA

SwitchA# show Ildp neighbors interface ethernet 1/0/1
Port name : Ethernet1/0/1

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4 Chassisld

:00-03-0f-00-00-02

PortldSubtype :Local

Portld 1

PortDesc :****

SysName :****

SysDesc :*****

SysCapSupported 4
SysCapEnabled :4

LLDP MED Information :

MED Codes:

(CAP)Capabilities, (NP) Network Policy

(LI) Location Identification, (PSE)Power Source Entity
(PD) Power Device, (IN) Inventory

MED Capabilities:CAP,NP,PD,IN

MED Device Type: Endpoint Class

QTECH
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[l Media Policy Type :Voice

Media Policy :Tagged
Media Policy Vlan id
10
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[loacHeHue:

Media Policy Priority :3
Media Policy Dscp :5 Power Type : PD
Power Source :Primary power source

Power Priority :low

Power Value :15.4 (Watts) Hardware Revision:

Firmware Revision:4.0.1
Software Revision:6.2.30.0

Serial Number:

Manufacturer Name:****

Model Name:Unknown

Assert ID:Unknown

IEEE 802.3 Information :
auto-negotiation support: Supported
auto-negotiation support: Not

Enabled

PMD auto-negotiation advertised capability:

operational MAU type: 1

SwitchA# show Ildp neighbors interface ethernet 1/0/2

Port name : interface ethernet 1/0/2
Port Remote Counter : 1
Neighbor Index: 1

Port name : Ethernet1/0/2
Port Remote Counter : 1
TimeMark :20
ChassisldSubtype :4 Chassisld
:00-03-0f-00-00-02
PortldSubtype :Local

Portld 1

PortDesc

:Ethernet1/0/1

SysName :**** SysDesc

kkkkk

SysCapSupported :4
SysCapEnabled :4
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1. Ethernet 1/0/2 kommyTaTopa A u Ethernet 1/0/1 kommyTaTopa B aBnsTCca noptamm
YCTPOMCTBAa CETEBOrO COeMHEHMWS, OHN HE NepeckbinatoT nakeTbl ¢ MHopmaunen MED
TLV. XoTt4a Ethernet 1/0/2 kommyTaTopa A HacTpPoOeH Ang NocbinkuM nHgpopmaumm MED
TLV, oH He b6ygeT nocbinatb MHdopmaumto MED, 4To npuBedeT K OTCYTCTBMIO B
COOTBETCTBYIOWEN ypaneHHon Tabnuue wHdgopmauyum MED Ha Ethernet 1/0/2
KoMmMyTaTopa A.
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2. Ycrtpoucteo LLDP-MED moxeT nocbinaTe naketsl LLDP ¢ MED TLV, noatomy B

COOTBETCTBYIOLEN yaaneHHon Tabnuue 6yaet uHgpopmaums o6 Ethernet 1/0/1
KomMMyTaTopa A.

13.4. YcTtpaHeHne HeucnpaBHocTen LLDP-MED

Ecnu Bo3HukatoT npobnemsbl npu Hactpornke LLDP-MED, noxanyicTa, npoBepbTe SiBNAETCS Nn
3Ta npobnema cneacTBMEM CneayoLWmX NPUYNH:

e Yb6eputecs, yto LLDP BkntouyeH rnobanbHo.

o ToNbKO YCTPOMCTBO ceTeBOro coeanHeHna nonyyaet LLDP-nakeTbl ¢ LLDP-MED TLV
oT 6nmxanwero ycrtponctea MED, oH Tak xe nocbinaet LLDP-MED TLV. Ecnn Ha
YCTPOMNCTBE CETEBOrO COEANHEHNSA HAacTpoeHa KoMmaHaa ons otnpaesky LLDP-MED TLV,
naketbl 6e3 LLDP-MED TLV nocbinatoTca Ha NOPT, YTO O3HA4aeT, YTO HUKaKoWm

WHopMauMM nopT He rnonyyaeT M Ha MnopTe OTKMIYeHa (QYHKUMA MOCLINKU
nHgopmauum LLDP-MED TLV.

e Ecnu cocegHue yctponcrtsea noceinatot nidopmaumio LLDP-MED ycTtponcTBy ceTeBoro
coefIMHEeHUS, HO OHa He sBnfaeTca nHgopmaumen LLDP-MED, nposBepsiemast KoMaHA0M
show lldp neighbors, 4uto o3Ha4aeT, 4TO oTnpasnaemasn nHdpopmaumna LLDP-MED k
COCeaHVNM YyCTPOMCTBAM ABMAETCA OLUMOOYHOMN.
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14. HACTPOUKA BPDU-TUNNEL

14.1. BBepeHue B bpdu-tunnel

BPDU-Tunnel aBnaeTca TEXHOMOMMEN BTOPOro YpoBHSA. OTO NMO3BOMSET NakeTam NpOTOKOSOB
BTOPOro YpPoBHS reorpadmyeckn pacnpeneneHHbIX YacTHbIX ceTein Npo3pavyHo nepeaaBaThCs
no cneumanbHbIM TYHHENSAM Yyepe3 ceTb MocTaBLyKa YCnyr.

14.1.1. ®yHKumm bpdu-tunnel

B npunoxeHun MAN, MHOXECTBEHHbIE BETBW KOpnopauumn MoryT COeIMHATLCSA C ApYr C APYroMm
no cetn onepatopa. VPN npefnocraBnseT BO3MOXHOCTb OnepaTopy BKIoYaTh reorpauyeckm
pacnpefeneHHble cetn B OAHY JoKanbHylo ceTb LAN, NO3TOMYy NOCTaBLUMKY YCNYr HYXHO
npefocTaBuTb PYHKLMIO TYHHENUPOBaHUA, @ UMEHHO nepeaady MHPOPMaUMOHHBLIX AaHHbIX,
NnocTynamwLmMx OT NoNb30BaTeNbCKON CeTH, Yepe3 ceTb onepartopa. [Onsa nopaepxaHus
NOKanbHON KoHLUenuuu, Heobxoouma He TONbKO nepefayva AaHHbIX OT MOoSb30BaTeSIbCKUX
YaCTHbIX ceTel Yyepe3 TyHHenNb, HO Takxe rnepefada nakeToB MPOTOKOSIOB BTOPOro YPOBHA OT
nosib30BaTeNIbCKNUX CETEN.

14.1.2. CospaHue bpdu-tunnel

CneumanbHble NMHUM UCNOSb3YTCA ONepaTopoM AN CO34aHMsA MNONb30BaTeNbCKUX ceTen
BTOPOro ypoBHs. B pe3ynbTtaTte, nonb3oBaTtensckas ceTb pa3buBaeTcsi Ha YacTu NO pasnnyHble
CTOPOHbI CETEBOro npoBangepa. Kak nokasaHO Ha puUCyHKe, nonb3oBaTtenb A umeeT ABa
yctponictBa (CE1 u CE2) n oba aTmx ycTpowcTBa npuHagnexaTt K Hekotopomy VLAN.
MNMonb3oBaTenbckas ceTb pasgeneHa Ha ceTb 1 u ceTb 2, KOTOpble COEANHAITCA Yepes CeTb
nposavgepa. Korga nakeTbl NPOTOKONA YPOBHSI 2 HE MOryT ObiTb peannu3oBaHbl Yepes3 ceTb
nocrtaBliMKa YCnyr, TO MOfb30BaTenbCckad CeTb He MOoXeT obpaboTaTb BblUMCNEHWE
HEe3aBMCMMOro NPOTOKOS1a BTOPOro YPOBHSA (4119 NpMMepa: Bbl4MCIIEHNE Spanning tree), Takum
obpa3om ceTu BAUAIOT APYr Ha Apyra.

CeTb npoBangepa

KnueHnt A
Cetb 2

CE1
KnueHt A
Cetb 1

PucyHok 14-1. NpumeHeHnne BPDU-TyHHens
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14.2. KoHdurypauusa bpdu-tunnel

1. Hactpowka rnob6anbHoro MAC-agpeca TyHHens.
2. Hactporika nopTa ons nogaepXxku TyYHHens.

1. Hactpoiika nopTa Ansa noaaepXku TyHHens.

KomaHpa OnucaHue

PexuM rnob6ansHoro KOoHUrypupoBaHus

bpdu-tunnel-protocol {dotlx | gvrp | stp | user- | BkniouyeHue/oTknioyeHne rnobanbHOro
defined-protocol <name>} [protocol-mac <MAC | MAC-agpeca TyHHens
address>] [encape-type { ethernetii | lic | snap}]

{default-group-mac | group-mac <MAC address>} no
bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

2. Hactpouka nopTa ona nogaepXxku TYHHeENs.

KomaHpa OnucaHue

Pexxum KoHcurypmpoBaHus nopTta

bpdu-tunnel-protocol {dotlx | gvrp | stp | user- | BknioyeHne/oTkmodeHne Ha nopre
defined-protocol <name>} NoaAepPXK/ TYHHeNS

no bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

14.3. Mpumep BPDU-tunnel

CneumarnbHble NMMHUM UCNIONB3YHTCA ONepaTopoM A1l MOCTPOEHUSA MOSNb30BaTENbCKUX CETEN
BTOPOro ypoBHs. B pe3ynbTaTte, nonb3oBaTtenbckan ceTb pa3buBaeTcsi Ha YacTy NO pasnnyHble
CTOPOHbI CETEBOro npoBangepa. Kak nokasaHO Ha pUCYHKe, nonb3oBaTtenb A MMeeT f[Ba
yctponictBa (CE1 u CE2) n oba aTmx ycTpowcTBa npuHagnexaTt K HekoTopomy VLAN.
Monb3oBaTenbckas ceTb pasfeneHa Ha ceTb 1 u ceTb 2, KOTOpblE COEOMNHSAIOTCS Yepe3 CeTb
npoBavgepa. Korga nakeTbl NPOTOKONA YPOBHSI 2 HE MOryT ObiTb peannM3oBaHbl Yepes3 ceTb
nocTtaBliMka YCnyr, TO MONb3oBaTeflbCkas CeTb He MOXeT o6paboTaTb BblMMCNEHUE
HEe3aBMCMMOro NPOTOKOJ1a BTOPOro YPOBHSA (4119 NpMMepa: BblMMCIIEHNE Spanning tree), Takum
obpa3om ceTu BNUAKOT APYr Ha Apyra.

MpumeHeHne BPDU-TyHHenNs

C BPDU-Tunnel, nakeTbl MpOTOKONIa BTOPOro YPOBHSA OT MOSIb30BATENbCKOM CETU MOTYT ObITb
nepenaHbl Yepes ceTb ornepaTopa B crefylowen nocneaoBaTensHOCTH:

1. Tocne nonyyeHnsa naketa NPOTOKOa BTOPOro YPOBHA OT NEPBOM CETU NONb30BaTENS
A, PE 1 B cetn onepaTtopa nakeT uHKancynupyetcsa, MAC-agpec Ha3Ha4deHus
3aMeHaeTca KOHKpeTHbIM multicast MAC-agpecom, 1 3aTeM NakeT nepechbinaeTcd B
ceTu oneparopa.
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2. VIHKancynvpoBaHHbIN NakeT NPOTOKO1a BTOPOro YPOBHSA (Ha3blBaeMbIi MAaKeTOM
BPDU-Tunnel) nepecbinaetca K PE 2 Ha ppyron koHel, ceTu, rge naket
OenHKancynupyeTcs, Bo3BpallaeTca opurmHanbHbini MAC-Ha3HauyeHns naketa u
3aTeM NakeT nocbinaeTca ceTu 2 nonb3oBaTens A.

CeTb npoBangepa

CE2 KnueHt A

Knnent A Cetb 2

Cetb 1

PucyHok 14-2. T[lpumeHeHne BPDU-TyHHens

Hactponka BPDU-tunnel Ha kommyTaTopax PE1 n PE2:

HacTtpownka PE 1:
PE1(config)# bpdu-tunnel-protocol dot1x default-group-
mac PE1(config)# bpdu-tunnel-protocol stp default-group-
mac PE1(config)# bpdu-tunnel-protocol gvrp default-group-
mac PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol
dot1x PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol
stp  PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol
gvrp

Hactpowika PE 2:
PE2(config)# bpdu-tunnel-protocol dot1x default-group-mac
PE2(config)# bpdu-tunnel-protocol stp default-group-mac
PE2(config)# bpdu-tunnel-protocol gvrp default-group-mac
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol dot1x
PE2(config-if-ethernet1/0/1)#  bpdu-tunnel-protocol  stp
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol gvrp

14.4. YcTpaHeHue HencnpaBHocTten bpdu-tunnel
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BPDU-tunnel.
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15. HACTPOWUKA BUPTYAIIbHbIX JTIOKAJIbHbIX CETEW
VLAN

15.1. KoHdurypupoBaHue VLAN

15.1.1. HayanbHble cBegeHust o VLAN

VLAN (Virtual Local Area Network — BupTyanbHaa rokanbHaa ceTb) — TexXHOonorus,
pasgenspowan fornyeckne agpeca YCTPOWCTB B CeTU ANA OTAENEeHUss CerMeHTOB CeTu B
3aBUCUMOCTU OT (PYHKLUIA, BbINOSIHAEMbIX YCTPONCTBAMM, MPUNIOXEHUN WM TpeboBaHWn
ynpaeneHuns. Takum ob6pa3om, BupTyasibHble fOKanbHble rPynnbl MOryT (QOPMUPOBATLCH
He3aBMCUMO OT PU3NYECKOro pacnonoxeHus yctponcts. IEEE onybnukosan npotokon IEEE
802.1Q pns crtaHgaptu3aumn npumeHeHna VLAN. VLAN Ha kommyTaTtope paboTaeT B
COOTBETCTBMU C 3TUM NPOTOKOSIOM.

OcHoBHasa uvpea TexHonormm VLAN B TOM, 4TOObl pasgenntb AuHaMu4veckun 60nbLuyio
JIOKarnbHY0 CeTb Ha HECKOJIbKO HE3aBUCUMbIX LLMPOKOBELLATENBbHbLIX JOMEHOB B COOTBETCTBUN
C TpeboBaHMAMU, NPEABABASIEMbIMU K CETH.

Kommytarop A Kommytatop B Kommytatop C

— —_—
- -
VLAN 1 E E
o .=l
Cepsep 1| | Cepsepl2” "\ Cepaepl3
.'... .E ooo E. .
VLAN2 don ooo dod .
"..TenedoH 1 TenedpoH 2 | TenedpoH 3+
VLAN3 ¢ |;| I:I_
CL MK MK 2 MK 3

PucyHok 15-1. Ilorudeckoe onpegeneHue cetn VLAN

Kaxgabii wupokosewatenbHblh AoMeH Ha pucyHke asndeTtcsa VLAN. VLAN’bI umeroT 1e Xe
CBOWCTBA, 4YTO W (PU3NYecKne ceTn, 3a UCKYeHnem Toro, 4to VLAN — nornyeckoe
obbeanHeHne, a He dusunyeckoe. Noatomy ob6beguHeHne VLAN' OB MOXeET co30aBaTbCs BHE
3aBUCUMOCTM OT (M3NYECKOro pacrnofioXeHus YCTPOMUCTB U LUMPOKOBELLATESbHbIN,
MHOronosib3oBaTeNbCKM 1 04HONONb30BaTENbCKU Tpauk BHYTPpU VLAN oTaeneH oT opyrux
VLAN’oB.
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BJ'IaFOD,apH BblLLenepe4vncneHHbiM ocobeHHocTaAM, TexHomnormss VLAN obecneuuBaeT
cnepywwme npenmyliectsea:

° yny4dwaeTca npon3sognUTeESIbHOCTb CETU,

L] 9KOHOMATCA ceTeBble PECYPCbl;

° ynpouwaeTca ynpaBrieHne CeTblo;

° CHMNXaeTCA CTOMMOCTb CETH,

° ynydilaeTca 6e30MacHOCTb CETH.

Ethernet-nopTbl KOMMyTaTOpa MOryT paboTaTb B TPEX pa3nuyHbiXx pexumax: Access, Hybrid n
Trunk. Kaxgpii pexum nmeeT cBoK crnocob nepechbisiku NakeTos, C MeTKON nnn 6es.

MopTbl TMNa Access npuHagnexat Tonbko ogHomy VLAN. O6bIMHO OHWM MCMONb3yKTCA Ans
NOAKITIOYEHUSA K KOMMNbIOTEPY.

MopTtel TMNa Trunk no3BonAlT nepecbinatb nakeTbl Heckonbknx VLANoB. OHW MoryT
ucnomnb3oBaTbCA  ANA  COeQUHEHWA  Mexay  KoMMmyTatopamMu  UnM - NOAKIoYeHUsd
nosib30BaTeNIbCKNX YCTPOUCTB.

MopTbl TMNA Hybrid Takxe no3BonsatoT nepecbinarb nakeTbl Heckonbkux VLAN’oB. OHU MoryT
ncnomnb3oBaTbCA AN COEAMHEHWs  MexXay KoMmyTatopamu  unu  NOAKIIYEeHUA
Nnosib30BaTeNIbCKNX YCTPOUCTB.

MopTbl TUNOB Hybrid u Trunk npuHMMaloT AaHHbIe NO OAHOMY anropuTMy, HO MeTOoAbl OTMPaBKK
AaHHbIX OTNNYalTCs: nopTbl TuNa Hybrid MoryT oTnpaBnaTe NnakeTbl B pa3nunyHble VLAN'bI 6e3
meTkn VLAN’a, Torgaa kak nopTbl Tuna Trunk oTnpaBnsatoT nakeTbl pa3nuyHbix VLAN Tonbko ¢
meTkon VLAN'a, 3a ncknoyeHmem VLAN, nponmucaHHOro Ha nopTy Kak native.

MpumeHenne VLAN n GVRP (GARP VLAN Registration Protocol — npoTokon perncrpauuu
GARP VLAN) Ha kommyTaTope onuckiBaetca B ctaHgapTe 802.1Q. [JaHHas rnaea getanbHo
06bAcCHSET ucnonb3oBaHue 1 koHgurypauuio VLAN'oB 1 GVRP.

15.1.2. KoHdurypuposaHue VLAN

Coszganune nnm yganenue VLAN.

YcTtaHoBKa nnu yganeHune umenun VLANa.
MpucoeanHeHne nopta kommyTaTtopa K VLAN'Y.
YcTaHoBKa TUna nopta KommyTtaTopa.

HacTpovika TpaHkoBOro nopTa.

HacTponka nopTta goctyna.

HacTpowika rubpuagHoro nopra.
BkntoyeHune/BbikntoYeHne npasun 06paboTku BxogHblx naketoB VLAN Ha nopTax.
KoHdurypaumsa npmusatHoro VLAN’a.

10. HacTtponka ceaA3en npmueatHoro VLAN’a.

11. Onpepenexne BHyTpeHHero ngeHtudukatopa VLANa.

©X® NG ~LONRE
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1. Co3paHue unu yganeHme VLAN.

KomaHpa

OnucaHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

vlan <1-4094>
no vlan <1-4094>

Cospanvel/ypaneHne VLAN’a wnnn Bxog B

pexum VLAN’a

2. YcrtaHoBKa unu yganexHme umexdn VLANa.

KomaHpa

OnucaHue

VLAN Mode

name <vlan-name>

YctaHoBka nnu yganenune nmexmn VLAN’a

no name
3. [MpucoegnHeHnne nopta kommyTtatopa K VLAN'y.
KomaHpga OnucaHue
VLAN Mode

switchport interfface { IFNAME | ethernet
<IFNAME> | port-channel < IFNAME> }

no switchport interface { IFNAME | ethernet <
IFNAME> | port-channel < IFNAME> }

HazHaueHue nopta kommyTaTopa VLAN’Y

4. YcTaHoBKa Tuna nopta koMmMyTaTopa.

KomaHaa

OnucaHue

Pexxum KoHcurypmpoBaHus nopTta

switchport mode {trunk | access | hybrid}

YcTaHoBKa ~ Tekywero  nopta Kak
TPaHKOBOro,  Mnopta  JdocTyna  wnu

rmépuaHoro
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5. HacTpoiika TpaHKOBOro nopTa.
KomaHpa OnucaHue
Pexum KkoHcUurypmupoBaHus nopra
switchport trunk allowed vlan {WORD | all | add| YcTtaHoBKa/ynaneHue VLAN’0B,
WORD | except WORD | remove WORD} NPUNUCaHHbIX K 3TOMY TpaHKy. KomaHnpa
no switchport trunk allowed vian «NO»  BOCCTaHaBNUBaeT 3HayeHWe Mo
YMOJYaHUIo
switchport trunk native vlan <vlan-id> YcTaHoBKalyganeHue PVID ansa

no switchport trunk native vian

TPaHKOBOro nopTa

6. Hactponka nopTa goctyna.

KomaHpa

OnucaHue

Pexxum KkoHcpUrypuposaHus nopra

switchport access vlan <vlan-id>
no switchport access vlan

[obaBnaeT Tekywmin NopT K yKasaHHOMY
VLAN’y. KomaHga «no» BocCTaHaBnvMBaeT
3HA4YeHne No yMON4YaHuio

7. Hactpovika rubpuagHoro noprta.

WORD | except WORD | remove WORD} {tag |
untag}

no switchport hybrid allowed vlan

KomaHpga OnucaHue
Pexxum KoHcurypmpoBaHus nopta
switchport hybrid allowed vlan {WORD | all | add | YcTtaHoBKa/yaaneHune VLAN’a,

NMPUNWCAHHOTO K TMBpuMaHOMYy MopTy C
peX1MMoM MeTKu unn 6e3 Hee

switchport hybrid native vlan <vlan-id>
no switchport hybrid native vlan

YcTtaHoBka/ypganeHune PVID Ha nopTy

8. BkntoyeHue/BbikNoYeHNe npasun 06paboTku BxoaHbIx NaketoB VLAN Ha nopTax.

KomaHpa

OnucaHue

Pexum KoHcUurypuposaHus nopra

vlan ingress enable

no vlan ingress enable

BknioyeHune/BblkntovyeHmne
npasun Ha VLANe

BXOOALLINX
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9. KoHdurypauua npueatHoro VLAN’a.
KomaHpa Onucaxue
VLAN mode

private-vlan {primary | isolated | community} KoHpurypauma Tekywero VLANa kak

no private-vlan NpuUBaTHOIO. KomaHga «no» yoandeTt

npueaTtHbii VLAN
10. Hactpownka csazewn npusaTHoro VLAN’a.
KomaHnpa OnucaHue
VLAN mode
private-vlan association <secondary-vlan-list> YcTaHoBKa/ypnaneHve cBa3en
no private-vlan association npusatHoro VLAN'a

15.1.3. TunnyHoe npumeHeHne VLAN’a

B cooTtBeTcTBMM C TpebOBaHNSAMY NPUMOXEHUA U 6€30MacHOCTU CYLLECTBYHOLLYIO JTOKANbHYHO
ceTb Heobxogumo pasgenntb Ha Tpu VLAN. Tpu VLAN wnmeloT naeHtndukatopbl VLANZ2,
VLAN100 u VLAN200. Ot Tpu VLAN oxBaTbiBaloT ABa pasnuyHbiX PM3NYECKMX MecTa
pa3melleHua: nnowanku A n B.

Ha kaxpgon nnowagke mmeeTcAa KOMMyTaTop, TpeboBaHUS K CBA3W MeXAy nnowagkamu
yOO0BNETBOPSIOTCS, €CNN KOMMYTATOPbl MOTYT BbINONHATL 06MeH Tpadmkom VLAN.

O61beKT KoHdUrypaumm OnucaHue KoHcurypaumum

VLAN2 Site A and site B switch port 2-3
VLAN100 Site A and site B switch port 4-5
VLAN200 Site A and site B switch port 6-7
Trunk port Site A and site B switch port 11

TpaHkoBble NOPTbI C 06eNX CTOPOH NOAKIIOYEHBI K TPAHKOBOMY KaHarny Ans nepegadv mexay
y3namu Tpadmka VLAN’a. OcTanbHble yCTPOWCTBA NOAKMNIOYEHDbI K Apyrum noptam VLAN'oB.

B pnaHHom npumepe nopTbl 1 1 12 cBo60AHbI M MOTYT BbITb UCMONB30BaHbI ANA YNPaBASOLLNX
MOPTOB MNN APYTUX Lienein.
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1/0/2
KommyTtartop A
1/0/11
1/0/11
KommyTtartop B

VLAN2 . VLAN10O . " VLAN200

PucyHok 15-2. TunnyHaa Tononorna npumeHeHns VLAN’a
LWarn koHurypauum onmcaHbl HUXE:
KommyTtatop A:

Switch(config)#vlan 2

Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit

Switch(config)#vlan 100

Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-Vlan100)#exit

Switch(config)#vlan 200

Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-VIan200)#exit

Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)#exit

Switch(config)#
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KommyTtatop B:
Switch(config)#vlan 2
Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-Vlan100)#exit
Switch(config)#vlan 200
Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-Vlan200)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)#exit

15.1.4. Tunn4yHoe NnpuMeHeHne rMopuUaHbLIX NOPTOB

b

Kommytatop A | <—

)
ail

-
1/0/10
1/0/10
: 1/0/7 f_a 1/0/9 [f|
|:| DS =
L . b

KommyTarop B

PucyHok 15-3. TunuyHoe npumeHeHue ruépuaHoro nopra

PC1 nogkntoueH K uHtepdency Ethernet 1/0/7 kommyTtatopa B, PC2 noakntoueH K nHtepdency
Ethernet 1/0/9 kommyTaTtopa B. MopT Ethernet 1/0/10 kommyTaTopa A K nopty Ethernet 1/0/10
KommyTaTopa B.

TpebyeTtca, utobbl PC1 1 PC2 He Buaenu apyr apyra no coobpaxexuam cekpetHoctn. Ho PC1
1 PC2 ponxHbl UMeTb AOCTYN K APYrMM CeTeBbIM pecypcam Yepes L3 KoMMmyTaTopa A.

Mbl MOXeEM peann3oBaTth 3Ty CXEMY Yepe3 rMOpuaHbIN NopT.

133

® §) QTECH

MWP OOCTYNMHEE



PykoBopacTteo nonb3oeatens cepua QSW-4530F

HACTPOWKA BUPTYATbHbIX MTOKANbHbIX CETEN VLAN

| www.gtech.u |
KoHdurypauma o6beKTOB Kak OnMcaHo HUXE:

MopT Tun PVID NMponyckaembie VLAN’bI

Port 1/0/10 of Switch A Access 10 Mponyckaet naketbl VLAN'a 10 6e3
METOK

Port 1/0/10 of Switch B Hybrid 10 MponyckaeT naketbl VLAN’oB 7,9, 10
6e3 meToK

Port 1/0/7 of Switch B Hybrid 7 MponyckaeTt naketbl VLAN’oB 7, 10 6e3
MEeTOK

Port 1/0/9 of Switch B Hybrid 9 MponyckaeTt naketbl VLAN’oB 9, 10 6e3
MEeTOK

Warn koHurypauumn onncaHbl HAXe:

KommyTatop A:

Switch(config)#vlan 10
Switch(Config-Vlan10)#switchport interface ethernet 1/0/10

KommyTtatop B:

Switch(config)#vlan 7:9;:10

Switch(config)#interface ethernet 1/0/7
Switch(Config-If-Ethernet1/0/7)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/7)#switchport hybrid native vlan 7
Switch(Config-If-Ethernet1/0/7)#switchport hybrid allowed vlan 7;10 untag
Switch(Config-If-Ethernet1/0/7)#exit

Switch(Config)#interface Ethernet 1/0/9
Switch(Config-If-Ethernet1/0/9)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/9)#switchport hybrid native vian 9
Switch(Config-If-Ethernet1/0/9)#switchport hybrid allowed vlan 9;10 untag
Switch(Config-If-Ethernet1/0/9)#exit

Switch(Config)#interface Ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/10)#switchport hybrid native vlan 10
Switch(Config-If-Ethernet1/0/10)#switchport hybrid allowed vlan 7;9;10 untag
Switch(Config-If-Ethernet1/0/10)#exit
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15.2. KoHcurypupoBaHue TyHHensa Dot1Q

15.2.1. O6wume cBegeHnA o TyHHenax Dotlq

TyHHenb Dotlg, Takxe Ha3sbiBaemblin QinQ (802.1g-in-802.1q), fABnseTca paclumpeHnem
npotokona 802.1q. OcHoBHaa vaesa 3akn4yaeTcs B ynakoBke MeTku KnueHTckoro VLAN’a
(CVLAN tag) B meTky VLAN’a cepsuc-nposaingepa (SPVLAN tag). NakeT ¢ ABymMA MeTKamu
VLAN’a nepepaetca 4yepe3 MaructpasnbHyl CETb WMHTEpPHET-NpoBangepa, Takum obpasom
obecneunBan NPOCTON TyYHHENb BTOPOro YpOBHS A1 NOfib30BaTesns. ATO NPOCTO U Nerko and
ynpaeneHnd, MpUMEHUMO TOMIbKO Ha CTaTU4eCKMX KOHUrypauumsx wu cneuunarnbHO
afanTUpoBaHO AnA HebonbLIMX OMUCHBIX UM METPO-CeTEN, UCMONb3YHLNX KOMMYTaATOpbI
TPETbEro YPoBHS Kak MarnctpanoHoe ob6opyaoBaHue.

Kak nokasaHo Bbllle, Nocre BKIYEHUS Ha KIMEHTCKOM nopTy, TyHHenb Dotlq npucBanBaeT
Kaxaomy nonb3oBaTento wupgeHtudukatop SPVLAN (SPVID). 3gecb uaeHTudumkaTop
nonb3oBaTtens — 3. Takon xe SPVID moxeT 6biTb NMPUCBOEH TakKMM Xe Nosb30BaTensam Ha
apyrux PE. Korpa naket npuxogut ¢ CE1 Ha PE1, oH HeceT metkn VLANos 200-300
BHYTPeHHen ceTu nonb3oBaTens. Korga TyHHenb Dotlq BKOYEH, KNUEHTCKUM nopT Ha PE1
pobasnseT B nakeT gonosiHuTenbHble MeTkn VLAN'OB, Y KOTOPbIX AEHTU(UKATOPOM SiBNsieTCA
Ha3HayeHHbIM nonb3oBatento SPVID. lNotom naket 6yaet HanpaBneH Tonbko B VLANS,
KOTOpbIM yXoOuT B CeTb WHTepHeT-npoBangepa, n Oynet Hectu pBe meTkn VLANoB
(BHYTpeHHss MeTKa nobaBneHa, koraa naket npuwen Ha PE1, u gpyrasa asnaetca SPVID), B To
BpeMsA Kak uHdopmaumsa o knueHTckux VLAN oTKpbiTa ona nposangepa cetn. Korga naket
pocturHet PE2 v nepep, otnpaskon Ha CE2 ¢ knueHTckoro nopta Ha PE2, BHelWHAS MeTka
VLAN’a yganseTcsa v nakeT, npuweawmi Ha CE2, cTaHOBUTCS MNOMHOCTbIO NOEHTUYEH NAKETY,
otnpaeneHHomy c¢ CE1. [na nonb3oBaTtens ponb onepatopa cetn mexay PE1 n PE2
3aknioyaeTcsa B obecrneyeHnm KaHana BTOporo YpoBHS.

CeTb npoBangepa

CE2 KnneHt A

KnueHT A Cetb 2

Cetb 1

VLAN 200-300

VLAN 200-300

PucyHok 15-4. MexceTeBoe B3aumogencTane Ha ocHose Dotlq-TyHHens

TexHonorna TyHHena Dotlq nos3BonseT cepBuc-nposangepy noaaepXuBaTb MHOXECTBO
knueHtckmx VLANoB ¢ nomowbio ogHoro cesoero VLAN’a. lpoBangep W KAWEHT MOryT
KOHpurypuposaTtb cBou VLAN’bl HE3aBMCUMO ApYr OT opyra.
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TexHonorus TyHHensa Dotlq umeeT cnefyowpme XapakTepUCTUKM:

L] I'IpmmeHmma yepe3 MnpocTyo CTaTn4eckyro KOHCbI/IpraLI,I/II'O, He HYXHbl CJI0OXHaA
KOHCbMpraLLI/IFI n MaHunynauumn.

o Onepatop npuceauBaet oaMH SPVID kaxgomy nonb3oBaTento, 4TO yBenuumBaeT
KONIMYEeCTBO OOHOBPEMEHHO MOAAEPXMBAEMbIX MONb30BaTeNen; B TO Xe Bpems
nonb30oBaTeNN MMEIT NONHY cBoboAy Npy BbIGOpE U ynpaBneHnn NaeHTUGUKaTopoB
VLAN (nonb3oBatenb BbibupaeT u3 guanasoHa ot 1 go 4096).

e KrneHTcKkas ceTb NOMHOCTbLIO He3aBucuma. Koraa cepeuc-npoBanaep MoaepHu3npyeT
CBOIO CETb, KIMEHTCKNE CETU HE TPEDYIOT M3MEHEHUSI KOHUIypaLuu.

15.2.2. KoHcurypupoBaHue TyHHens Dotlq

1. KoHurypuposaHue pyHKuMM TyHHens Dotlq Ha nopTy.
2.  KoHdpurypuposaHue Tuna npotokona (TPID) Ha nopTy.

1. KoHurypuposaHue pyHKUuMM TyHHens Dotlq Ha nopTy.

KomaHpa

OnucaHue

Pexxum KkoHcpUrypuposaHus nopra

dotlg-tunnel  enable
no dotlg-tunnel enable

Bxog/Bbixon, n3 pexuma TyHHensa dotl1g-Ha
nopry

2.  KoHdwurypuposaHue Tuna npotokona (TPID) Ha nopTy.

KomaHpga

OnucaHue

Pexum KoHcurypmpoBaHus nopTta

dotlg-tunnel tpid

{0x8100|0x9100|0x9200|<1-65535>} MarncrpaneHoMm nopry

KoHurypupoBaHne Tuna MpoOTOKOSla Ha

15.2.3. Tunn4yHoe npumMmeHeHune TyHHens Dotlq

CueHapwi:

MorpannyHbie y3nel PE1 n PE2 nHTepHeT-npoBangepa nepecbinatot gaHHele VLAN oB 200-
300. Mexagy CE1 n CE2 knueHTtckon cetn yepe3 VLANS. MNopTt PE1 nogkntouen k CEL, nopt
10 noaknto4eH K nybnuyHon cetn, TPID noakntoyeHHoro obopypoBaHua — 9100; Mopt 1 PE2
nogkntodeH K CE2, nopt 10 noaknio4yeH K ny6rnmMyHoOm ceTu.

O6BbeKkT OnucaHue KOHdUrypaumm
KoHdUrypaumm
VLAN3 Mopt 1/0/1 yanos PE1 n PE2

dotlg-tunnel

Mopt 1/0/1 yanos PE1 n PE2
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O6BbeKkT OnucaHue KOHdUrypaumm
KOHdUrypaumm
tpid 9100

Mpouepypa KoHdUrypauum onucaHa HUXe:

PE1:
Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dot1g-tunnel enable
Switch(Config-Ethernet1/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dot1g-tunnel tpid
0x9100 Switch(Config-Ethernet1/0/1)#exit

PE2: Switch(Config)#

Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit

Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dot1g-tunnel enable
Switch(Config-Ethernet1/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dot1g-tunnel tpid
0x9100 Switch(Config-Ethernet1/0/1)#exit
Switch(Config)#

15.2.4. YcTpaHeHMe HeucnpaBHoOCcTen TyHHens Dotlq

e BknioyeHne TyHHens Dotlq Ha TpaHKOBOM MOpTy AeniaeT MeTKy nakeTa AaHHbIX
HenpeackasyemMon, 4YTo He NoAXoAuT NpuroxeHusm. MosToMy He pekomeHpyeTcs
ncnonb3oBaTb TyHHenNb Dot1q Ha TpaHKOBOM MoOpTY.

¢ cnonb3oBaHue TyHHens coBMmecTHo ¢ STP/MSTP He nogaepxuBaeTcs.
e Vicnonb3oBaHue TyHHena coBMecTHO ¢ PVLAN He nogaepxuBaeTcs.
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15.3. KondurypupoBaHue Selective QinQ
15.3.1. O6wume cBegeHun o Selective QinQ

Selective QinQ pacwupeHne yHKuun TyHHenuposaHua Dotlg. OH TernpyeTt nakeTtbl (OHU
nosly4arcs no o4HOMy nopTy) C pas3nnyHbIMM BHeWHUMM Teramm VLAN Ha ocHOBe pasfnnyHbIX
BHYTPEHHUX TEroB B COOTBETCTBUM C TpeboBaHUSIMW MOMb30BaTens, MNO3TOMY MaKeTbl
pas3fMYHOro Tuna OTHOCATCA K pa3nuyHbiM VLAN Ha OCHOBE pasfnunyHbIX NyTen nepenayu.

15.3.2. KoHdurypaumsa Selective QinQ

1. HacTtpowka rno6anbHO unm Ha NopTax CBA3U BHYTPEHHETO N BHELLHErO TErMPOBaHUS.
2. Hactpoiika selective QinQ Ha nopre.

1. HaCTPOﬁKa rno6anbHo unu Ha nopTax CBA3U BHYTPEHHEro n BHeELWWHEro TermpoBaHuA.

KomaHpa OnucaHue

Pexum rnob6anbHOro KOHUrypmMpoBaHma unm KOHUrypmpoBaHus nopTta

dotlg-tunnel selective s-vlan <s-vid> c-vlan <c- | BknoyeHne/oTknoYeHe rnobanbHo wunu
vid-list> Ha nopTax CBA3W BHYTPEHHEro 1 BHELLHEro

no dotlg-tunnel selective s-vlan <s-vid> c-vian | T€MMPOBaHuA Ansa selective QinQ

<c-vid-list>

2. Hactpoliika selective QinQ Ha nopTe.

KomaHpga OnucaHue

Pexum KoHcurypmpoBaHus nopta

dotlg-tunnel selective enable BkntoyeHue/oTkntodeHne selective QinQ Ha

no dotlg-tunnel selective enable nopre
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15.3.3. Tunn4yHoe npumeHeHue Selective QinQ

VLAN 100-200 VLAN 201-300

1/0/1 1/0/2

VLAN 1000;2000

KommyTtatop A

1/0/1

VLAN 100-200 VLAN 201-300

PucyHok 15-5. MpumeHeHmne Selective QinQ

Ethernet1/0/1 kommyTaTopa A npegocTaBnsAeT AOCTyn K ceTu obuero nonb3oBaHUs
ona nonb3oartenen PC n Ethernet1/0/2 kommyTatopa A npegocraBnsieT QOCTyn K
ceTn obuwero nonb3oBaHUA Ansa nonb3osaTenen ¢ IP-tenecdoHom, nonb3osaTtenun PC
npuHagnexat kK VLAN 100-VLAN 200, v nonb3oBatenu ¢ TenedoHamun [P
npuHagnexat K VLAN 201-VLAN 300. Ethernet 1/0/9 kommyTaTopa A coegmnHeHa C
ceTblo 06LLero nonb30BaHuA.

Ethernet1/0/1 n Ethernet1/0/2 kommyTaTtopa B npepoctaBnser ceteBon AoCTyn And
nons3oBaenen PC, npuHagnexawwmx VLAN 100-VLAN 200 n nonb3oBaTenemn ¢
IP-tenecpboHamm, npuHaanexawmx VLAN 201-VLAN 300 cooTtBetcTBEHHO. Ethernet
1/0/9 coeguHeHa ¢ ceTblo 00LLLEero nosib3oBaHuS.

CeTb 06L1ero nonb3oBaHns paspeluaeT nepecbinatb naketol B VLAN 1000 n VLAN
2000.

. BknioueH selective QinQ Ha noptax Ethernet1/0/1 n Ethernet1/0/2 Ha kKommyTaTOpax

A n B cootBeTtcTBeHHO. [MakeTbl VLAN 100- VLAN 200 otmedenbl Terom VLAN 1000
Kak Bbixogdawmn Ter VLAN Ha Ethernet1/0/1, n naketsl VLAN 201- VLAN 300
otMeyeHbl Terom VLAN 2000 kak Bbixogsawmn ter VLAN Ha Ethernetl/0/2.
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KoHurypuposaHue:
# Coz3panHune VLAN 1000 1 VLAN 2000 Ha SwitchA.
switch(config)' vién 1000;2000

# Hacponka Ethernet1/0/1 kak rmbpugHoro nopta u HacTpowka yaaneHus tera VLAN npu
nepecsbinike naketos B VLAN 1000.

switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag

# Hactponka npasun otobpaxeHus ana selective QinQ Ha Ehernet1/0/1 pna nomeleHusa Tera
VLAN 1000 kak Bbixoasawero Tera VLAN B nakeTtbl ¢ Teramu VLAN 100-VLAN 200.

switch(config-if-ethernet1/0/1)#dot1qg-tunnel selective s-vlan 1000 c- vlan 100-200
# BknioyeHue selective QinQ Ha Ethernet1/0/1.
switch(config-if-ethernet1/0/1)#dot1q-tunnel selective enable

# Hactponka Ethernet 1/0/2 kak rubpugHoro nopta u HacTponka ypaneHus Ttera VLAN npwm
nepecsbisike naketos B VLAN 2000.

switch(config-if-ethernet1/0/2)#switchport mode hybrid
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag

# Hactponka npasun otobpaxeHusn ana selective QinQ Ha Ehernet1/0/2 pna nomelleHua Tera
VLAN 2000 kak BbixogsaLero tera VLAN B nakeTtbl ¢ Teramu VLAN 201- VLAN 300.

switch(config-if-ethernet1/0/2)#dot1g-tunnel selective s-vlan 2000 c- vlan 201-300
# BknoveHue selective QinQ Ha Ethernet 1/0/2.
switch(config-if-ethernet1/0/2)#dot1g-tunnel selective enable

# HacTtpoiika nopta Ethernet 1/0/9 kak rubpmaHoro noprta u HacTpowka coxpaHenus Tera VLAN
npu nepecbinike naketos B VLAN 1000 n VLAN 2000.

switch(config-if-ethernet1/0/2)#interface ethernet 1/0/9
switch(config-if-ethernet1/0/9)#switchport mode hybrid

switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

MNocne npoBegeHna kKoHdurypaummn, naketoel VLAN 100 - VLAN 200 ot Ethernetl/0/1
aBTomMmaTmnyecku otmedatotcsa Terom ¢ VLAN 1000 kak Bbixoaawmm Terom VLAN, n nakeThbl
VLAN 201 - VLAN 300 ot Ethernet1/0/2 aBTomatnyeckn otmedatotca Terom ¢ VLAN 2000 kak
BbixoaAawmm Terom VLAN Ha SwitchA.

HacTponku Ha Switch B aHanoru4Hbl HacTporikam Ha Switch A, koHdurypauusa cnegyoLias:
switch(config)#vlan 1000;2000
switch(config)#interface ethernet 1/0/1
switch(config-if-ethernet1/0/1)#switchport mode hybrid
switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag
switch(config-if-ethernet1/0/1)#dot1q-tunnel selective s-vlan 1000 cvlan 100-200
switch(config-if-ethernet1/0/1)#dot1qg-tunnel selective enable
switch(config-if-ethernet1/0/1)#interface ethernet 1/0/2
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag
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switch(config-if-ethernet1/0/2)#dot1g-tunnel selective s-vlan 2000 cvlan 201-300
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switch(config-if-ethernet1/0/2)#dot1g-tunnel selective enable
switch(config-if-ethernet1/0/9)#switchport mode hybrid
switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

15.3.4. YcTpaHeHue HencnpaBHocTen Selective QinQ
o O®yHkumm Selective QinQ wn Dotlg-tunnel He MoryT O6blTb  OQHOBPEMEHHO
HaCTpOeHbl Ha NopTe.

e Tonbko cBA3b rnobanbLHOro OTobpaxeHus unNu cBs3b OTOOpPaxeHus nopta MOXHO
HacTpouTb ans selective QinQ. Hactpowka TpaHcnauun VLAN'0B.

15.4. HacTtpowmka TpaHcnsauumn VLAN’oB

15.4.1. O6wume cBegeHuns o TpaHcnsaumm VLAN’ oB

TpaHcnauusa VLAN’0B, Kak cnefgyeTt U3 Ha3BaHWs, TpaHCIMpyeT OpUrnHarnbHbIn naeHTudmkaTop
VLAN’a B HOBbIN B COOTBETCTBUWN C TpeboBaHNSIMKN nonb3oBaTensa unn anst obmMeHa faHHbIMU
Mexay pa3nuyHbiMu VLAN’amu. TpaHcnauma MoXeT NPUMEHATBLCH Kak AN BXOAALLEN, Tak un
ncxopawen  uHdopmauun.  [OaHHoe  obopypoBaHve — MOAAEPXUBAET  U3MEHEHue
npeHTnukatopa VLAN’a Tonbko Ha Bxoge.

MNpumeHeHne 1 KoHgUrypuposaHue TpaHcnsaumm VLAN'oB nogpo6Ho ob6bacHAeTCA fanee.
15.4.2. KoHdurypupoBaHue tTpaHcnsaumm VLAN’a

1. KoHpurypuposaHue yHKUmMn TpaHcnaumm VLAN’a Ha nopTy.
2.  KoHdurypuposaHue cootseTcTBUI TpaHcnauum VLAN’a Ha nopTy.
3. [lpocmoTp KOHurypaumm cootTBeTcTBUA TpaHcnaumm VLANa.

1. KoHpurypuposaHue cyHKumMn TpaHcnaumm VLAN’a Ha nopTy.

KomaHaa OnucaHue

Pexxum KoHcurypmpoBaHus nopTta

vlan-translation  enable BknoyaeT nnu BeikrtoyaeT pexum TpaHenaumm VLAN
no vlan-translation enable

2.  KoHdwurypuposaHue cootseTcTBun TpaHcnauum VLAN’a Ha nopTy.

KomaHaa OnucaHue

Pexum KkoHcUurypuposaHus nopra

vlan-translation <source-vlan-id> to | [Jo6aBneHue/yganeHme COOTBETCTBAN TpaHCAALMM
<out--vlan-id> in VLAN’oB

no vlan-translation old-vlan-id in
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3. TpocMoTp KOHpurypawmm cootTBeTcTBUA TpaHecnsaumm VLANa.

KomaHpa OnucaHue

Pexnm agmmHucTpatopa

show vlan-translation MpoCcMOTP  CKOHPUTYPUPOBAHHbLIX  COOTBETCTBUM
TpaHcnaumm VLAN oB

15.4.3. TunoBoe npumeHeHue TpaHcnsauum VLAN’oB
CueHapwi:

MorpaHunyHble y3nbl PE1 u PE2 uHTepHeT-npoBangepa nogaepxusatioT VLAN gaHHbix 20
mexay CE1 n CE2 na knueHtckon cetu, yepe3 VLAN 3. MNopt 1/0/1 PE1 MogknioyeHn kK CEL,
nopt 1/0/10 noakntoyeH K nybnuyHom cetn, nopt 1/0/1 PE2 nopkniodeH k CE2, nopt 1/0/10
NOAKIOYEH K Ny6NnYHOM ceTu.

CeTb npoBangepa

VLAN 3

— | 1/0/10 —» (1/0/10
=

P

PE1

N

1/0/1

CE2 KnneHt A
Cetb 2

CE1
Knuent A
Cetb 1

PucyHok 15-6. Tononorusa cetn ¢ TpaHcnaunen VLAN o

O61beKT KoHUurypaumm OnucaHue KOHcpurypauum

VLAN-translation Mopt 1/0/1 y3nos PE1 n PE2

Trunk port Moptbl 1/0/1 1 1/0/10 y3nos PE1 n PE2

Mpoueaypa KOHUIrypMpoBaHUsa ykasaHa HUXeE:
PE1, PE2:

switch(Config)#interface ethernet 1/0/1
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switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)# vlan-translation enable
switch(Config-Ethernet1/0/1)# vlan-translation 20 to 3 in
switch(Config-Ethernet1/0/1)# vlan-translation 3 to 20 out
switch(Config-Ethernet1/0/1)# exit
switch(Config)#interface ethernet 1/0/1
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)#exit

switch(Config)#

15.4.4. YcTtpaHeHue HeucnpaBHocTen TpaHcnauum VLAN’ oB

O6b14HO TpaHcnauua VLAN npumeHsaeTcs Ha TpaHKOBbIX MOpTax.

Mpuoputetel Mexpgy TpaHcnauuen VLANoB wun  Bxogswen dunbtpaunen VLANoB
pacnpegensatTca Tak: TpaHcnaums VLAN'oB Bbiwe Bxogdwen ounbtpaumm VLAN'0OB.

15.5. KoHdurypauma Multi-to-One VLAN-TpaHcnaummn

15.5.1. BBepeHue B Multi-to-One VLAN-TpaHcnauuio

TpaHcnauma Multi-to-One VLAN — aT1o TpaHcnauua ncxogHoro VLAN ID B HoBom VLAN ID B
COOTBETCTBMU C TpeboBaHMAMK Nonb3oBaTenen Ha Bocxoaawmin Tpadduk 1 Bo3BpaLleHue
ncxogHoro VLAN ID Ha Hucxogawmin Tpacpdmk.

MpumeHeHue n KoHdurypaums Multi-to-One VLAN-nepeaaun 6yayT noapo6HO onucaHbl B 3TOM
pa3gene.

15.5.2. Hactpowuka nepegaumu Multi-to-One VLAN

1. Hactponka Multi-to-One VLAN-nepegauu Ha nopre.
2. TpocmoTp HacTpoek n Multi-to-One VLAN-nepenau.

1. Hactponka Multi-to-One VLAN-nepegaum Ha nopre.

KomaHaa OnucaHue

Pexum KoHcurypmpoBaHus nopTta

vlan-translation n-to-1 <WORD> to <new-  BkniodyeHue/oTkmntoueHne TtpaHcnaumm Multi-to-
vlan-id> One VLAN

no vlan-translation n-to-1 <WORD>
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2. TpocmoTp HacTpoek Multi-to-One VLAN-nepenaun.

KomaHpa

OnucaHue

Pexnm agmmHucTpatopa

show vlan-translation n-to-1

lMoka3biBaeT CBSA3aHHbIE HACTPOWKU  TPaHCAALMM
Multi-to-One VLAN

15.5.3. Tunn4yHoe npumMmeHeHue TpaHcnaumm Multi-to-One VLAN

CueHapwi:

Monb3osatenu 1, 2 u 3 npuHapganexat VLAN 1, 2 n 3 cootBeTcTBEHHO. Bxogawmn Tpadhdmk
OaHHbIX, nonb3oBaTtenen 1, 2 n 3 6ynet nepeseaeH B VLAN100 Ha uHTepdeince Ethernet1/0/1
CO CTOPOHbI SwitchA. Takum xe obpa3om 6yaeT nepeaaH TpadduK faHHbIX Nonb3oBaTenen 3,

4nb5.

AnemMeHT KoHdurypauum

OnucaHue

VLAN

SwitchA, SwitchB

Trunk Port

Hucxogawwmi nopt 1/0/1 n Bocxogawmn nopt 1/0/5 Ha
SwitchA n SwitchB

Multi-to-One VLAN-TpaHcnauusa

Hucxogawwmi nopt 1/0/1 Ha SwitchA n SwitchB

Mpouenypa HaCTPOWKM:
Switchl, Switch2:

switch(Config)# vlan 1-3;100

switch(Config-Ethernet1/0/1)#switchport mode trunk

switch(Config-Ethernet1/0/1)# vlan-translation n-to-1 1-3 to
100 switch(Config)#interface ethernet 1/0/5
switch(Config-Ethernet1/0/5)#switchport mode trunk
switch(Config-Ethernet1/0/5)#exit
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— | 1/0/5
KommyTtatop A D ::_. KommyTtartop B

VLAN 1 VLAN 2| VLANS3 VLAN1| VLAN2 VLAN 3

Monb3oBaTens 1 Monb3osatenes 3 lNonb3oBatens 4 Monek3oBaTens 6
MNonb3oBaTtens 2 MNonb3oBaTtens 5

PucyHok 15-7. TunnyHoe npumeHeHune TpaHenauum VLAN

15.5.4. YcTtpaHeHue HencnpaBHocTen Multi-to-One VLAN-TpaHcnsauum

e Henb3a ogHoBpeMeEHHO ncnonb3osaTth ¢ Dot1g-tunnel.
¢ Henb3a ogHoBpeMeHHO ncnonb3oaTtb ¢ VLAN-translation.
e MAC-agpeM He JOMKEH CyLeCcTBOBaTb B OpUrnHanbHOM 1 TpaHcnpoBaHHOM VLAN.

e Y6eautecb, 4YTO annapaTtHbIl 4N MOXET NoAAEpXMBaTb HOpManbHyl paboTy
KJIMEHTOB.

e [lpeBblweHne npegena obyyeHns MAC-agpecam MoxeT noBnusaTb Ha Multi-to-One
VLAN-TpaHcnaumio.

e  Multi-to-One VLAN-TpaHcnauusa gonxHa 6biTb BKNoveHa nocne MAC-obyyeHus.
15.6. KoHdurypuposaHue aguHamuyeckux VLAN

15.6.1. O6bwue cBegeHUd

OunHamnyeckmm VLAN HasbiBaeTca Tak B npotuBoBec ctatndeckoMy VLAN'y (Ha3biBaemomy
noptom, npunucanHHbiMm K VLAN'y). OuHamunueckun VLAN, nogaepxmBaemMblii KOMMYTaTOPOM,
Bkntoyaet B cebs VLAN Ha MAC-agpecax, VLAN-noaceter u npoTokonbHbin VLAN.
Moapo6Hoe onucaHue panee:

VLAN, 6azupytowmiica Ha MAC-agpecax npeactaBnseT cobor TEXHONOrno, Koraa Kaxabin
XOCT c onpeaeneHHbiMm MAC-agpecom cooTBeTCcTBYET onpeaeneHHomy VLAN'y. 31o no3sonser
nosnib30BaTesio CeTU COXpaHUTb cBoe YneHCcTBO B VLANe npu nepemMeLlleHmn n3 ogHoro Mecra
B gpyroe. Kak Mbl BMAUM, rnaBHOe MpenMyLLecTBO 3TOro MeToga B TOM, 4YTO HeT
HeobxogumocTn nepekoHdurypuposaTb VLAN, Korga nonb3oBaTeflb MEHSIeT CBoe
MEeCTOpacrnosioXeHne, a UMEHHO MepeKSoYaeTca C OQHOro KoOMMyTaTopa Ha Apyron. 310
cneacteme Toro, Yto VLAN 6asupyetcs Ha MAC-agpece nonb3oBaTens, a He Ha MnopTy
KOMMYyTaTopa.

VLAN, 6as3upytowmiica Ha IP-nogceTsx npeacrtaBnsAeT cobon TexHonoruo, rae metka VLAN
Ha3HavyaeTcs B COOTBETCTBUU C IP-afpecomM MCTOYHMKA U ero Mackon nogceTn. MNpenmyLectso
3TOro MeToda TO Xe, YTO W y npeablaylwiero, nosb3oBaTento He TpebyeTcA M3MEHATb
KOHpU1rypauuio npu N3MeHeHNn MeECTOHaX0XAEHNS.
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MeTton VLAN’a Ha 6a3e NpOTOKOIOB CETEBOr0 YPOBHSI Ha3HayaeT pasfiMyHbIM MPOTOKONam
pa3nuyHble Homepa VLAN'OoB. OTO o4veHb ygoOHO [nA Tex CeTeBbIX aAMUHUCTPATOPOB,
KOTOpble XOTAT ynopagounmeaTth Nonb3oBaTenen no NpunoxeHusm u cepsucam. bonee Toro,
nonb3oBaTenn MorytT cBo6oaHO nepemMeLaTbCca No CeTu, 3aperncTpupoBaBLUUCHL B HEN OAWNH
pa3s. MNpenmyLLecTBOM AaHHOro MeToAa He ABNASEeTCA TO, YTO OH MO3BOMAET MoSfib30BaTeNaM
MEHSTb CBOE€ MecTonosioxeHne 6e3 nameHeHns koHdurypaummn VLAN'oB, a 1o, 4to VLAN'bI
pasnuyaloTca No TNy NPOTOKOOB — OYEHb BAXHO 41151 CETEBOro agMunHncTpaTopa. K Tomy xe,
OaHHbIN MeTon, He TpebyeT fobaBneHus meTku cpenma ana naeHtmpukaumm VLAN’a, yto

CHMXaeT o6LWwuin Tpaduk B CETK.

3ameyaHue: MopTbl, KOTOpblE HEOBX0AUMO NpunUcaTb K guHammyeckum VLAN O0nxHbl GbiTb

CKOHhUryprpoBaHbl Kak rMGpuaHble.

15.6.2. KoHcurypupoBaHme auHammyeckmx VLAN

Hactponka VLAN kak MAC VLAN.

N PE

KoHpurypuposaHue pyHkumn VLAN’a no MAC-agpecam Ha rnopry.

KoHdpurypuposaHue cooteeTcTBus mexay MAC-agpecamun n VLAN amum.
KoHdurypmpoBaHmne cooTBeTCTBMA Mexay npotokonamm n VLAN amu.

1. KoHdurypuposaHue cpyHkumm VLAN’a no MAC-agpecam Ha nopTy.

KomaHpa

OnucaHue

Pexxum KoHcurypmpoBaHus nopTta

switchport mac-vlan enable
no switchport mac-vlan enable

BkntoveHune/BbikntoveHne ¢gyHkumm VLAN’a
no MAC-agpecam Ha nopty

2. Hactponika VLAN kak MAC VLAN.

KomaHaa

OnucaHue

Pexum rnob6anbHOro KOH(UrypmpoBaHus

mac-vlan vlan <vlan-id>
no mac-vlan

KoHdurypauua onpegeneHHoro VLAN’a
kak MAC VLAN; komaHga «no mac-vian»
yoanset Hactponku MAC VLANa Ha
AaHHoMm VLANe

(@ orecy
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3. KoHdurypuposaHue cooteeTcTBUA Mexay MAC-agpecamu n VLAN amw.

id>} | llc { dsap <dsap ID> ssap <ssap ID>} |
snap {etype <etype-id>}] vlan <vlan-id>

no protocol-vlan [all | mode] {etype <etype-id>
vlan <vlan-id>|all}

KomaHnpa OnucaHwne

Pexum rno6anbHOro koHcurypmpoBaHus

mac-vlan mac <mac-addrss> vlan <vlan-id> [Jo6aBneHune/yaoaneHune COOTBETCTBUN

<mac mask> priority <priority value> mexay MAC-apgpecamn n VLAN’amu, a

no mac-vlan {mac <mac-addrss>|all} NMEHHO — 3anmcb/VCKITloeHne
onpeaesnieHHoro MAC-agpeca n3
onpepeneHHoro VLAN’a

4. KoHurypuposaHme COOTBETCTBUS Mexdy npotokonamu n VLAN’amu.

KomaHnpa OnucaHune

Pexum rnob6anbHOro KOH¢pUrypmpoBaHus

protocol-vlan mode [ethernetll {etype <etype- | [JobaBneHue/yganeHne COOTBETCTBUM

mexpgy npotokonamu n VLANamu, a
UMEHHO —  BXOXAEeHue/ncknioyeHune
ornpepeneHHoro npoTokona B/V3
onpepeneHHoro VLAN’a

15.6.3. TunoBoe npumeHeHne anHamuydeckoro VLAN’a

CueHapwii:

B odncHon cetn otaen A npuHaanexmt K VLAN100. Heckonbko COTPYAHUKOB OTAENa 4acTo
BbIHYXEHbl NepemMeLLaTbCs BHYTpU orcHon ceTn. Tak xe TpebyeTtcs obecneunBaTb JOCTYN
apyrmx cotpyaHuko otgena kK VLAN100. Jonyctum, 4To ogmH u3 cotpygHukos — User M.
MAC-agpec ero komnbtotepa — 08-c6-b3-11-22-33, korga M nepekntoyaeTca B, OAWH U3
noptoB kKommyTtatopa A, B wnm C, uHTepdenc aBToMaTtMyecku KOHUrypupyeTcs Kak
rmbpugHbii n noagkntodaetca K VLAN100 B pexume «6e3 meTok». B aTom cnyyae gaHHble
VLAN100 6yayT nepepaBaTbCA Ha MOPT, K KOTOpoMy nopgkniodeH M, u obecneumBaTtb

TpeboBaHusa ces3HocTn B VLAN100.

O6BbeKT
KOHcurypaumm

OnucaHue KoHcurypauum

MAC-based VLAN

O6uwasn koHpurypauusa kommytaTopoB A, B, C

Mpumep KoHdUrypaumu:
Switch A, Switch B, Switch C:

switch(Config)#mac-vlan mac 08-c6-b3-11-22-33 vlan 100 priority 0

switch(Config)#exit
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KommyTarop A KommyTatop B Kommytartop C

VLAN 100 :
Otoen A

VLAN 200 :
OtpenB

Monb3oBatens M
08-c6-b8-11-22-33

VLAN 300
G 0 Otoen C

PucyHok 15-8. Tunosas Tononorns npumeHeHns anHammyeckoro VLAN’a

15.6.4. YcTpaHeHue HencnpaBHocTen auHamuyeckoro VLAN’a

Ha KommyTaTtopax CO CKOH(UrypupoBaHHbIM AnHaMuyeckum VLANOM, Korga K HuM
NoOKMYEHO HECKONbKO YCTPOWCTB (Hanpumep, ABa KoMMbioTepa), ObiBaeT, 4To nepBas
nonbiTKa cCoeanHeHNa Mexay HUMMK He rnonyyaeTca. PeleHne B JaHHOM criyqae Takoe — Hago
AaTb BO3MOXHOCTb OOOMM YCTPOMCTBaM YCMELWHO MNocnatb Kakue-nubo naketbl B CETb
(Hanpumep, ICMP, komaHgowm ping), 3T0 NO3BONNT KOMMYTATOpPY 3anoMHUTL MX MAC-agpeca, n
TOrAaa OHW cMoryT cBo60HO CBA3bIBATLCSA Yepe3 auHamunyeckni VLAN.

MpuoputeTbl AMHamnyeckoro VLAN’a n BxogHoro cdunbtpa VLAN’0oB anst 06paboTky nakeTos
cneaytowme: npnoputeT AnHammuyeckoro VLAN’a Bbille, YeM Y BXoasLwero cunbTpa.

15.7. KondurypuposaHue GVRP
15.7.1. O6wasn nHcgpopmaumnsa o GVRP

Mpotokon GARP (Generic Attribute Registration Protocol), nicnonb3yetcst gna gMHamMn4eckoro
pacrnpepeneHusl, pacrnpocTpaHeHUss W peructpauumn aTpubytoB UWHoOpMauum Mexay
KOMMyTaTopamMmn-y4yacTHMKaMu B CETU KOMMYTaLUN.

ATpnbyTom MoxeT ObITb MHpopmaums VLAN, rpynnoson MAC-agpec v Tak ganee. O4yeBugHo,
yTo nNpoTtokon GARP MOXeT TpaHCNopTMpPOBaTb MHOXECTBO aTpubyToB Ha KOMMYyTaTop, Ha
KOTOpbI Ux Heobxoanmo nepepaTb (populate). Ha ocHoBe GARP onpegeneHbl pasnuyHble
NPUNOXeHNs1 (Ha3blBaeMble NPUNOXeHUAMN-oo6bekTamn GARP), ogHMM U3 HUX ABMAETCH
GVRP.

MpoTtokon GVRP (GARP VLAN Registration Protocol) — 310 npunoxeHue, ncrnonb3yowiee ans
paboTtbl MexaHn3am GARP. OHO oTBe4vaeT 3a o6cnyxuBaHue nHGOpMauMM AMHAMUYECKOW
peructpaumn VLAN 1 nepepfayy perMctpaumoHHON MHOpMaLMM Ha Opyrne KOMMyTaTopbl.
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KommyTtaTtopsbl, nogaepxusawwme GVRP, mMoryT npuHumatb MHOPMaUMio ANHAMUYECKOWN
pernctpaumm VLAN OT [pyrux KOMMYTaTOpoB M OOHOBNATb JIOKanNbHYl MHGOPMaUMIo
pernctpauumn VLAN B COOTBETCTBUMN C NPUHATOMN.

KommyTaTop, Ha KOTOPOM BKIIto4eH nNpoTokon GVRP mMoxeT nepefaBaTbh CBOK COOCTBEHHYIO
nHdopmaumio pernctpaumm VLAN Ha gpyrne kommytatopsl. MNpuHaTasg nHdopmaums cogepXxut
NoKanbHY CTaTUYECKyo MHOPMaLUMIO, 3a0aHHYI0 BPYYHYHO U AMHAMNYECKYO0 MHOpMaLNIO,
nosly4eHHyto o6y4yeHnem oT Apyrnx KoOMmMyTaTopoB. [o3aTomy, 3a cyeT nepepayn MHopmaLmn
pernctpaumm VLAN, cocTtoatenbHas nHpopmaums VLAN MoxeT ObiTb pacnpocTpaHeHa Ha Bce
KOMMYTaTOpPbI C BKIto4eHHbIM GVRP.

KommyTarop C

VLAN 100-1000 VLAN 100-1000

-—
—
-~

KommyTtatop A KommyTatep B KommyTtartop D ytatop F KommyTatop G

KommyTartop E

PucyHok 15-9. TunnyHas cxema npuMeHeHuns

KommyTaTtopbl A 1 G He coefuHeHbl Mexay cobon Ha ceTu BToporo ypoBHsi; B, C, D, E, F
NPOMEXYTOYHbIE KOMMYTATOpbl, MOAKMo4YeHHble K A n G. Ha kommyTtatopax A u G
ckoHdurypmpoanm VLAN100-1000 Bpyu4Hyto, Torga kak Ha B, C, D, E, F nx HeT. Korga GVRP
BbIKIIOYEH, A 1 G HEe MOTYT HY C KeM COeANHNTBLCA, MOCKOSbKY MPOMEXYTOYHbIE Y3Ibl HE UMEIOT
cootBeTcTByloWMX VLAN’0oB. OgHako nocne BkntoveHnsa GVRP Ha Bcex y3nax, ero MexaHusm
nepegaun atpmbytoB VLAN no3BonseT nNpoMexyTouyHbiM y3nam pernctpupoBaTb VLAN'b
AnHamuyeckun, n VLAN B VLAN100-1000 y3noB A u G MOryT cCoeguHATLCA C NOObIM ApYruMm.
Bce VLAN'’bl, OUHaMMYeCKM 3aperncTpMpoBaHHble Ha MNPOMEXYTOYHbIX Yy3nax, oyayT
pa3perncTtpupoBaHbl, Koraa Ha y3nax A u G BpyuHyio yganarca VLAN100-1000. Takum
obpasom oguHakoBble VLAN’bI ABYyX HecocegHWux Yy3noB MOryT COEAMHSITbCA MOCPenCTBOM
npotokona GVRP BMECTO py4HOM KOHUrypaumm BCex NpOMEXYTOUYHbIX Y3M0B AJ15 NoAy4YeHus
npocTton KoHdurypaumm VLAN'0B.

15.7.2. Hactpounka GVRP

1. KoHdurypuposaHue Tanmepa GARP.
2. BknoyeHue/BbiknoveHne yHkumMm GVRP Ha noprty.
3. Bknoyenve pyHkuun GVRP B kommyTaTope.
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1. KoHdurypaums Tanmepa GARP.

KomaHpa OnucaHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

garp timer join <200-500> KoHurypupoBaHune TanmepoB
garp timer leave <500-1200> yOepXxaHus, CnuaHus M Bbixoga Ans

: GARP
garp timer leaveall <5000-60000>
no garp timer (join | leave | leaveAll)

2. BknioyeHue/sbiknodeHne pyHkumm GVRP Ha nopty.

KomaHpa OnucaHue

Pexxum koHcpUrypuposaHus nopra

gvrp BknioyeHne/BbiknoyeHne dyHKUMM

no gvrp GVRP Ha nopty

3. BkntoveHune pyHkumn GVRP B KOMMYyTaTOpeE.

KomaHpga OnucaHue

Pexum rnob6anbHOro KOH¢UrypmpoBaHus

gvrp BkntoueHne/BbIKIloueHEe OYHKLMN

no gvrp GVRP B kommyTaTtope

15.7.3. Mpumepbl npumeHeHna GVRP

CueHapun 1;
@ 1/0/2 — 1/0/10 . 1/0/11 —, | 102 ] %
EED 0 1/0/11 1/0/11 EED O
MK1 KommyTtartop A KommyTartop B KommyTartop C MnK2

PucyHok 15-10. TunuyHas tononorusa npumeHeHnss GVRP

Ons nonyyeHuss nHdopmaumm OuHamudeckon peructpaumm VLAN 1 ee o6GHOBNeHus Ha
KOMMYyTaTopax AoJXeH 6bITb CKOHUIypupoBaH npotokon GVRP.

CkoHdurypupoBaHHbii Ha kommyTtatopax A, B n C npotokon GVRP, no3eonseT AguHaMn4ecku
ckoHdurypuposaTb VLAN 100 Ha kommyTaTope B u aByM pabounm cTaHUmsiM, NOAKITIOYEHHbIM
K VLAN 100 Ha kommyTtatopax A u C cBsizaTbcA Mexpy cobon 6e3 craTtuyeckoro
koHurypuposanua VLAN 100 Ha kommyTaTope B.

151

® §) QTECH

MWP OOCTYNMHEE



PykoBopacTteo nonb3oeatens cepua QSW-4530F

HACTPOWKA BUPTYAJITbHbIX MOKAIbHbLIX CETEN VLAN | www.atechru |
OOBLEeKT HAaCTPONKN OnucaHue o6bLEKTa HACTPOUKMU
VLAN100 MopTbl 2-6 Ha kommyTaTopax An C
Trunk port Moptbl 11 Ha kKommyTaTopax A un C, noptel 10, 11

Ha KOMMyTaTope B

GVRP B pexume rnobanbHoro | Kommytatopbl A, B, C
KOHUIypupoBaHus

GVRP B pexume koHpurypuposaHus lMoptel 11 kommytatopos A n C, noptel 10, 11
nopToB KommyTaTopa B

Mopkntoumm e paboune ctaHumm K noptam VLAN 100 Ha kommyTaTopax A u C, noaKnio4mMm
nopt 11 Ha kommyTaTope A kK nopTy 10 Ha kKommyTaTope B 1 nopT 11 Ha kommyTaTope B K nopTy
11 Ha kommyTaTtope C.

Warn koHdurypauumn onncaHbl HAXE:

KommyTatop A:
Switch(config)# gvrp
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
Switch(Config-Vlan100)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit

KommyTatop B:
Switch(config)#gvrp
Switch(config)#interface ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport mode trunk
Switch(Config-If-Ethernet1/0/10)# gvrp
Switch(Config-If-Ethernet1/0/10)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit

KommyTtatop C:
Switch(config)# gvrp
Switch(config)#vlan 100
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Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
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Switch(Config-Vlan100)#exit

Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit

15.7.4. YcTtpaHeHue HeucnpaBHocTen GVRP

Cuetunk GARP, yCTaHOBMEHHbIA HA TPaAHKOBbLIX MOpPTax Ha 060MX KOHUAX MarmcTpasbHOWn
NMHUX JONXeH ObITb OAMHAKOBbIM, B MPOTMBHOM crnyvyae GVRP He cmoxeT paboTatb
HopMmarsbHO. PekomeHnayeTca nsberate 0gHOBpEMEHHON paboTbl npoTtokonoB GVRP n RSTP Ha
y3ne. Ecnu TpebyeTcs Bkntountb npotokon GVRP, Heobxoaumo cHavana BbIKNYUTb (PYHKLNO
RSTP Ha noprax.
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16. HACTPOUKA TABJIULbI MAC-ALLPECOB

16.1. O6wume cBepgeHusn o tabnuue MAC-agpecosB

Tabnuua MAC-agpecoB — ato Tabnuua cootBeTcTBU MAC-agpecoB YCTPOWUCTB Ha3HauYeHns
noptam kommyTaTtopa. MAC-agpeca oensaTca Ha cTaTudeckue n amHamudeckmne. Ctatmyeckue
MAC-agpeca Bpy4HY CKOH(PMIypupoBaHbl Nofb30BaTeneM, MMEKT HaUBbICLLUNA NPUOPUTET U
OENCTBYIOT MOCTOAHHO (OHM He MoryT ObiTb 3ameleHbl anHamundeckum MAC-appecamm).
dunHamnyeckume agpeca 3anoMmMHaOTCA KOMMYTaTOpPOM Npu nepegaye NakeToB AaHHbIX, U OHU
OENCTBYIOT oOrpaHumyeHHoe Bpems. Korga kKoMmyTaTtop nonydaet dqpenm AaHHbIX  anAa
nepecobinkn, oH coxpaHaeT MAC-agpec UCTOYHMKA (pperMa U COOTBETCTBYHOLMN emy nopT
Ha3HayeHusa. Korpa Ttabnuua MAC-agpecoB onpawuBaeTca Ha npegmet MAC-appeca
NPUMEMHMKA, MpPUM HaXOXAEHUW HYXHOro ajgpeca, MakeT [OaHHbIX OTNpaBnaeTca Ha
COOTBETCTBYIOLLUMIA MOPT, B MPOTUBHOM Criydae KOMMYTATOp MepechiflaeT nakeT Ha CBOW
LUMpoKoBeLaTenbHbIi AoOMeH. Ecnn anHamudeckuin MAC-appec He BCTpedaeTca B naketax ang
NnepecbifikKn OnuMTenbHOe BpeMsi, 3annucb O HeM ypanseTtca u3 Tabnuupl MAC-agpecoB
KOMMyTaTopa.

Ons Tabnuusl MAC-agpecoB onpeaeneHbl ABe onepaumm:

1. Monyyexnne MAC-agpeca.

2. OrtnpaBka unu punbTpauusa naketa AaHHbIX B COOTBETCTBUM C Tabnuuen
MAC-agpecos.

16.1.1. MonyyeHune Tabnuubl MAC-agpecoB

Tabnuua MAC-agpecoB MOXeT 6bITb NOCTPOEHA CTaTUYECKUN UK AnHaMmnyeckn. CtaTmyecknm
KOH(pMrypupoBaHnem HactpamBaeTcsa cooTBeTcTBune mexgy MAC-agpecamn n noptamu.
[OnHamuyeckoe obyvyeHMe — 3TO MNpouecc, Koraa KOMMYTaTop Mu3yyaeT CBA3M MexXay
MAC-agpecamu n noptamm un perynsapHo obHoensaeTt Tabnuuy MAC-agpecoB. B aton cekuum
Mbl OCT@HOBMMCSI Ha NpoLiecce AUHaMN4eckoro noctpoeHusa tTabnmubl MAC-agpecos.

=
1/0/5 1/0/12
MK 1 MK 2 MnK3 MK 4
08-C6-B3-11-11-11 08-C6-B3-33-33-33

PucyHok 16-1. OuHammnyeckoe noctpoeHue tabnuubl MAC-agpecos

Tononorust Ha pUCyHKe BbilWwe: 4 KOMNbIOTEPA MNOAKITIIOYEHBI K KOMMYyTaTopy, rae PC1 n PC2
npuHaanexaTt ogHOMY (OU3NYECKOMY CErMeHTY (AOMEHY KOnnuaun), puanyeckni cermeHT
noakntoveH k nopty 1/0/5 kommytaTtopa, PC3 n PC4 npuHagnexat K gpyromy pusmyeckomy
CerMeHTy, NoAkKn4yeHHomy Kk nopty 1/0/12 kommyTaTtopa.

HayanbHasa Tabnuua MAC-agpecoB He COQEPXUT HUKaAKMX 3Ha4YeHun. Bosbmem ans npumepa
npouecc cBsasm mexay PC1 u PC3. MNMpouecc obyuernna MAC-agpecam, crniegyowmn:
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1. Korga PC1 nocbinaet coobuenmne k PC3, MAC-aapec uctoyHuka 08-C6-B3-11-11- 11-
11 n nopt 1/0/5 u3 atoro coobweHua 3aHocatca B Tabnuuy MAC-appecoB
KoMMyTaTopa.

2. B 10 Xe Bpemsa kKoMMyTaTOpy HAZO NOHATL, Kak AOCTaBUTb cooblieHne Ha agpec 08-
C6-B3-33-33-33. Tak kak Tabnuua coaepXxuT 3anucb Tonbko Ans aapeca 08-C6-B3-
11-11-11-11 v nopta 1/0/5, a pna appeca 08-C6-B3-33-33-33 HMKAKKMX 3anNnUCeEN HET,
KOMMYTaTOp paccbifiaeT faHHOe coobLLeHne Ha BCe CBOM NOPTbI (Npeanonaraem, 4to
BCe MopThbl NpuHagnexart no ymonyanuio VLANL).

3. PC3 n PC4 nony4yatot coobuweHune, nocnaHHoe PC1, Ho PC4 He oTBevaeT Ha 3TO
coobueHne, Tak Kak agpec npuemHuka 08-C6-B3-33-33-33, n otBeuaTb Ha Hero 6yaet
Tonbko PC3. Korpa nopt 1/0/12 nony4daet coobuweHune, oTtnpaBneHHoe PC3, B
Tabnuyy MAC-agpecoB pobasnsetca 3anucb o MAC-apgpece 08-C6-B3-33-33-33 un
cooTBeTCTBYOLLEM eMy nopTe 1/0/12.

4. Tenepb Tabnuua MAC-agpecoB nmeet gBe gmHamuyeckme 3anucu: MAC-appec 08-
C6-B3-11-11-11-11 — nopt 1/0/5 n 08-C6-B3-33-33-33 — nopt 1/0/12.

5. Tllocne obmeHa naketamu mexpy PC1 n PC3, kommyTtaTtop 6onblie He nony4daer
nakeTtoB, oTtnpaBneHHbix PC1 u PC3. W 3zanucm B Tabnuue MAC-appecos,
COOTBETCTBYIOLLME 3TUM ycTponcTBam yaanatotca yepes 300 nnm 2x300 cekyHp, (T.€.
npoctoe unu asonHoe Bpems Xu3Hu). 300 cekyHA 34eCb 3TO BPEMS XU3HU MO
ymMonyaHuto gna 3anucen B Tabnuue MAC-agpecoB. Bpemsa XusHu mMoxeT ObiTb
N3MEHEHO Ha KOMMyTaTope.

16.1.2. MNMepecbinka unu hunbTpauma Kagpos

KommyTaTop nocbinaeT unm oTunbTPOBbLIBAET NPUHMMAaEMbIe NakeTbl AaHHbIX B COOTBETCTBUN
c Tabnuuen MAC-agpecoB. PaccmaTtpuBas ans npyumepa pucyHoK Bbllle, npegnonaraem, 4to
kommyTaTop u3yumn agpeca PC1 n PC3, n nonb3oBaTenb BpYyYHYHO HAacTpoMi COOTBETCTBME
noptoB ansa PC2 n PC4. Tabnuua MAC-agpecoB KommyTaTopa 6yaeT cneayoLen:

MAC-aapec Homep nopTta Kem no6aBneHa 3anucb
08-C6-B3-11-11-11 1/0/5 vHamnyeckoe obyyeHne
08-C6-B3-22-22-22 1/0/5 Cratnyeckas koHdurypaums
08-C6-B3-33-33-33 1/0/12 IvHamunyeckoe obyyeHne
08-C6-B3-44-44-44 1/0/12 Cratnyeckas koHdUrypaums

1. OtnpaBka nakeToB B COOTBETCTBMM C Tabnuuen MAC-agpecos.

Ecnn PC1 nocbinaet naket Kk PC3, kommMmyTaTop OTNpaBnseT AaHHble, MOMyYeHHble C nopTa
1/0/5 Ha nopt 1/0/12.

2. ®unbTpauus AaHHbIX B cooTBETCTBUM € Tabnuuen MAC-agpecos.

Ecnu PC1 nocbinaetr coobuweHne PC2, kommyTtatop, npoBepuB Tabnuuy MAC-agpecos,
HaxoanTt PC2 n PC1 B ogHOM (hn3n4eckomM CermMeHTe 1 oTunbTPOBbLIBAET 3TO COOOLIEHME (TO
eCcTb cOpacbIiBaeT 3TO COO6LLEHME).

KOMMyTaTOpOM MOTYT nepecbiniaTbCA TPpU TUMNa KaapoB:

e Broadcast frames;
e  Multicast frames;
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Unicast frames.

[anee onuckiBaeTcs, Kak KOMMYTaTop pa60TaeT CO BCEMU TpeEMA TUNMaMU NaKETOB:

1.

Broadcast frame: kKoMmmMyTaTOp MOXET onpeAensTb KONn3um B AOMEHE, HO TOSIbKO He
OnA wnpokoBelaTenbHbiX AOMeHOB. Ecnu VLAN’bl HE YCTaHOBIEHBI, BCE YCTPOUCTBA,
NOAKMIOYEHHbIE K KOMMYTaTOpy, CUYMTAlOTCA  HaxogsawMMUCA B OAHOM
LnpokoBeLLlaTensHOM AoMeHe. Korgaa kommyTtatop nonyyaet Broadcast frame, oH
nepecbiniaeT ero Bo Bce nopTbl. Ecnn VLAN’bI CKOHpUrypupoBaHbIl, Tabnuua
MAC-agpecoB agantupyeTca B COOTBETCTBUM C AOMNONHUTENbHON MHOpMauuen o
VLAN'ax. B aTom cny4yae kommyTatop oTnpaBnseT perM TONbKO Ha MnopThl,
Haxogswmeca B ToM Xe VLANe.

Multicast frame: ecnv MHOrononb3o0BaTeNbCKUA LOMEH HEU3BECTEH, KOMMYTaTop
paccbinaeT dperm B ToM xe VLANe, Ho, ecnu BKoyeHa dyHKuma IGMP snooping
UNN CKOH(UrypupoBaHa cratnyeckas MHOronosib3oBaTesibckas rpynna, KommyTaTop
6yaeT nocbinatb 3TOT OpeiM B NOPTbl MHOrOMONb30BaTENbCKON rpynnbl.

Unicast frame: ecnu VLAN’bI He CcKoHdurypuposaHbl, 1O, ecnu MAC-agpec
npuemMHuka ectb B Tabnuue MAC-agpecoB KOMMyTaTopa, KOMMyTaTtop Hanpsimyto
nepecbinaeT nakeT B COOTBETCTBYOLWMIA NopT. Ecnu Xe agpec npuemHnka B Tabnuue
He HangeH, KOMMyTaTop AenaeT LUMPOKOBELUATESbHYI0 Paccbliiky 3Toro penma.
Ecnn VLAN’bI CKOHGUrypupoBaHbl, KOMMyTaTop paccbinaeT Unicast frame Tonbko
BHYyTpn opgHoro VLAN’a. Ecnn MAC-agpec HangeH B Tabnuue, HO NpuHagnexuT
apyromy VLAN'’y, kOMMyTaTop AenaeT LUMpOKoBeLlaTenbHY pacchifiky dpeinma B
ToM VLANE, K KOTOPOMY NMpUHaZnNexumT penm.

16.2. KoHcdurypupoBaHue tabnuubl MAC agpecoB

1. KoHdurypuposaHune spemenu xu3Hm MAC-agpecos.
2. KoHGwurypupoBaHue ctaTuyeckon unbTpaumm i NepechbIisku.
3. Ouuctka guHamnyeckon Tabnmubl MAC-agpecos.
1. KoHdurypuposaHune spemenu xu3Hm MAC-agpecos.
KomaHaa OnucaHue

Pexum rnob6anbHOro KoHcgpurypmpoBaHus

mac-address-table aging-time <0 | aging-time> KoHurypnpoBaHme BpPEMEHU XU3HU
no mac-address-table aging-time

MAC-agpecos

2.

Ounctka anHamm4deckon Tabnuupl MAC-agpecos.

KomaHpa OnucaHue

Pexum agMmMHucTpatopa

Clear
<mac-addr>] [vlan <vlan-id>] [interface [ethernet = MAC-agpecos
| portchannel] <interface-name>]

mac-address-table dynamic [address | OuucTka JVHaMU4YeCcKomn Tabnmupl
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3.

KoHurypmpoBaHue ctatmyeckon (omnbTpaLmm Unm nepechbiiku.

KomaHpa

OnucaHue

PexuM rnob6ansHoro KOHpUrypupoBaHus

mac-address-table {static | blackhole} address
<mac-addr> vlan <vlan-id> interface {ethernet
<IFNAME > | port-channel <IFNAME > |
<IFNAME>} [source|destination|both]

no mac-address-table {static | blackhole }
[address <mac-addr>] [vlan <vlan-id>] [interface
[ethernet | port-channel] <interface-name>]

KoHduryprpoBaHue ctatmyecknx 3anncemn
and MAC-aapecos, CTaTUYECKNX
MHOrOMNoNIb30BaTENbCKNX 3anucen,
3anucen unbTpaLmm NakeTos

4.

HacTpoiika 06y4eHnss MAC-agpecoB Yepes yrnpaeneHue npoLeccopom.

KomaHpa

OnucaHue

Pexxum rnobanbHoro koHdurypuposaHus

mac-address-learning  {enable |
{interface {ethernet <IFNAME>} <IFNAME>
vlan <Vlan IDs> }

disable}

BkntoyeHne/oTknoveHne obyueHunsa
MAC-agpecoB 4Yepes ynpasneHne CPU

5. HacTpoiika 3awmTbl OT KO3,

KomaHpga

OnucaHue

Pexum agmmHucTpatopa

show collision-mac-address-table

lNoka3biBaeT KONnU3um

MAC-agpecos

Tabnuuy

clear collision-mac-address-table

Ouuctutb Tabnnuy MAC-agpecos

16.3. Mprmepbl TMNNYHOW KOH(UrypaLum

CueHapwi:

UeTblpe kKoMMbiOTEPA, KaK MOKaA3aHO Ha pUCYHKe, NogKmn4eHsl K noptam 1/0/5, 1/0/7, 1/0/9,
1/0/11 kommyTaTopa. Bce 4 komnbloTepa npuHagnexat no ymonyanuuio VLAN1. B cootBeTCcTBUN
C TpebOBaHUsIMM K CETU, BKITHOYEHO 06y4eHne guHamuyeckum agpecam. PC1 copepXuT BaxHble
AaHHble, N HEOOCTYNEH ANsl APYrMX KOMMbITEPOB U3 ApYrMx hmanyeckux cermeHTo; PC2 u
PC3 cratudeckn npmnucaHbl K noptam 7 n 9, COOTBETCTBEHHO.
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P )
—
-

1/0/5 1/0/11

1/0/7 1/0/9

MK 1 MK 2 nK 3 MK 4
08-C6-B3-11-11-11 08-C6-B3-33-33-33
08-C6-B3-22-22-22 08-C6-B3-44-44-44

PucyHok 16-2. TununyHbin npumep KoHdwurypaumm Ttabnuubl MAC-appecos

OT1anbl KOHUrypaumm nokasaHbl HUXe:
1. YcraHoBka MAC-agpeca 08-C6-B3-11-11-11 PC1 kak ounbTpyemoro.
Switch(config)#mac-address-table static 08-C6-B3-11-11-11 discard vlan 1
2. YcraHoBka ctatunyeckon ceasm ona PC2 n PC3 c noptamu 7 n 9 cOOTBETCTBEHHO.
Switch(config)#mac-address-table static address 08-C6-B3-22-22-22 vlan 1
interface ethernet 1/0/7

Switch(config)#mac-address-table static address 08-C6-B3-33-33-33 vlan 1
interface ethernet 1/0/9

16.4. YcTpaHeHMe  HeucnpaBHOCTEN, CBA3aHHbIX C Tabnuuewn
MAC-agpecoB
Ecnu npu ncnonb3oBannn komaHabl show mac-address-table, 66110 BbISCHEHO, YTO Ha NOPTY
npowu3sowen cbon obyvyeHma MAC-agpecamMm yCTPOWCTB, MOAKIIOYEHHbIX K HEMY. Bo3MOXHble
NPUYUHbI:
e [logkntoveHHbI Kabernb NOBpeXaeH.

e Ha nopty BkmoyeH Spanning Tree B ctatyce «discarding» unmM nopT TONbKO 4TO
noakno4mnncsa n Spanning Tree noka B cTaTyce Bbl4MCNEHUA aepeBa. [JoxanTtech, Noka
BblYMCIIEHNE CTPYKTYpPbl 3aKOHYMTCA 1 nopT obyuntcs MAC-aapecy.

e Ecnu npobnembl, onvcaHHble Bbille, He 06HapyXeHbl, MpoBepbTe NopT KOMMYyTaTopa U
CBSIXMTECH C TEX.MOAAEPXKON ANA peLleHus Npobnemsi.

16.5. JlononHuTenbHble byHKUMU Tabnuubl MAC-agpecoB
16.5.1. NMpussaska MAC-agpecoB

16.5.1.1. O6wme cBegeHus o npuBsske MAC-agpecoB

BonblMHCTBO KOMMYTaATOPOB NoAAepPXMBaloT pexum obydeHns MAC-agpecam. Kaxapii nopT
MOXET AMHAMUYECKM 3anoMHUTb Heckonbko MAC-apgpecoB, Takum 06pa3oM BO3MOXHA
nepegava NoOTOKOB AaHHbIX Mexay ussectHbiMn MAC-agpecamu BHyTpu nopta. Ecnu cpok
xn3um MAC-agpeca uWCTek, NaKeT, HanpaBfieHHbIM HaA 3TOT appec, OyaeT pasocnaH
LUMpoKoBeLLaTesnbHo.
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Opyrumun cnosamu, MAC-agpec, kotopomy obyuuncs nopT, OyaeT Mcnonb3oBaTtbCA AJ1s
nepegayvM naketoB K 3Tomy nopTy. Ecnu coepvHeHue nepeknioyeHO Ha Apyrow nopr,
KOMMYTaTOp CHOBa BbINOSHUT 0byyeHne MAC-agpecy n 6yaeT nepenaBaTh AaHHble HOBOMY
nopTy.

OpHako, B HEKOTOPbIX Cny4vasix NMofUTMKa ynpaBfieHUa U CEKPETHOCTU MOXET TpeboBaTb,
yTo6bl MAC-agpeca ObiNM MpUKPenneHbl K noptamMm, M TOMNbKO MOTOKM C MNPUBSI3AHHbLIX
MAC-agpecoB OyayT nponyckaTbCA K Mepecbinke Ha nopT. TO ecTb, Nocne npuBA3KK
MAC-agpeca K nopTy, B 3TOT NOPT MOryT nepefaBaTbCs TONbKO JaHHble, NpeAHa3HayYeHHble
ana naHHoro MAC-agpeca. MNMoToku AaHHbIX, NpegHasHadeHHble ana apyrux MAC-agpecos, He
NPUBA3aHHbIX K J@HHOMY NOpTY, HE ByAyT nponyckaTbcs Yepes nopr.

16.5.1.2. Hactpowuka npuBsasku MAC-agpecoB

BkntoueHne dyHkumn npusaskn MAC-agpecos Ha nopry.

Mpueaska MAC-agpeca K nopry.

KoHdurypaumsa napameTpoB doyHKLMK npusasaHHbIX MAC-agpecos.
KoHdurypaumsa nosyLiku ansa ysegomneHun o MAC-agpecax.

S e

1. BknoyeHue pyHkumm npmeaskn MAC-agpecoB Ha nopry.

KomaHpa OnucaHue

Pexxum KoHcurypmpoBaHus nopTta

switchport  port-security BkntoueHne dyHkuumn npusaskm MAC-agpeca Ha nopTy u
dukcauma nopta. Korga nopt 3adukcnpoBaH, yHKUNA
obyuyeHns MAC-agpecam BbIKMOYEHA: KOMaHAa «nho
switchport port-security» BbIkntO4YaeT (PYHKUMIO NPUBA3KU
MAC-agpeca Ha MoOpTy W BOCCTaHaBNMBaeT QYHKLUIO

o6yyeHua MAC-agpecam Ha nopty

no switchport port-security

2. ®ukcaupa MAC-agpeca Ha nopTy.

KomaHaa OnucaHue

Pexxum KoHcurypmpoBaHus nopta

switchport port-security aging {static | time
<Interval minutes> | type { absolute | inactivity

1

no switchport port-security aging

Bkniovaet yHKUMio Tanmepa dukcaumm
nopTa.

KomaHnpga «no switchport port-security aging»
BOCCTaHaBNMBaeT 3HA4YEeHUe Mo yMONYaHUIo

switchport port-security mac-address [<mac-
address> | sticky]

no switchport port-security mac-address
[<mac-address> | sticky]

HobasnseT be3onacHble

MAC-agpeca.

cTaTnyeckune

Komanpga «no switchport port-security mac-
address» ypansieT ctatudeckue 6esonacHblie
MAC-agpeca
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KomaHpa OnucaHue

Pexnm agMmMHucTpatopa
clear port-security dynamic [address <mac- Ouuwaetr aumHamundeckne  MAC-agpeca,
addr> | interface <interface-id>] BblyYeHHbIEe Ha YKa3aHHOM NopTy

3. KoHdwurypauua napameTpoB npussasku MAC-agpecos.

<value>

KomaHnpa OnucaHune

Pexum koHcUurypmuposaHus nopra

switchport port-security maximum <value> YcTaHaBnuBaeT  MakcMMasibHOe  YUCIO

no switchport port-security maximum | 0€3onackbix  MAC-agpecos  Ha  nopry;
KoMaHga «no  switchport  port-security

maximumy BOCCTaHaBfMBaeT 3Ha4yeHue Mo
YMOSIHaHUIO

switchport port-security violation {protect |
restrict | shutdown} [recovery]

no switchport port-security violation

YcTaHOBKa pexuma HapylleHus Ha nopTy;

KomaHga «no  switchport  port-security
violation» BocCTaHaBnMBaeT 3HayeHue no
YMOS4aHuio

16.5.1.3. YcTpaHeHue npobnem npuBa3ku MAC-agpecoB

BkntoueHne npusaskun MAC-agpecoB Ha NopTy MOXeT OblTb HeyAaYHbIM MO HECKOSNbKUM
npuymMHaMm. Huxe NpuBoANUTCA HECKOSTbKO BO3MOXHbIX MPUYMH U UX YCTpaHEHWE:

e Ecnu npusasaHHbin MAC-agpec HegoCTyneH Ha nopTy, ybeamTech, Y4TO NOPT He BXOANUT
B port-aggregation n He CKOH(pUrypupoBaH Kak TpaHKoBbIN. [1puBA3aHHbin MAC-agpec
YHUKaNeH B KOHKpeTHOW KoHdurypauuun. Ecnn Bbl xotnte npusasate MAC-agpec,
PyHKUMN, YNOMSAHYTbIE BbIle, AOXHbI ObITb BbIK/HOYEHbI.

e Ecnu 6e3onacHbii agpec yCTaHOBMNEH Kak CTaTUYEeCKUn aapec M yaaneH, Torga atoT
6e3onacHbIn agpec He MoXeT ObITb MCMOJb30BaH, XOTS OH U OyaAeT CylecTBOBaTb.
Ncxopsa m3 aToro, pekomeHayeTtcsi n3beratb Ha3HauYeHUst CTaTUYECKMX aapecoB AN
NopToB, AJ1A KOTOPbIX BKIItoueHa npueAska MAC-agpecos.

16.6. Kondurypauma MAC notification

16.6.1. BBegeHune B MAC notification

®yHkuma MAC notification npegHasHayeHa ans yeegomnenus. [dob6aenas wnu yganss
MAC-agpeca, a UMeHHo, Korga nobaBnarTca Unu yaansawTcs yCTpoOMCTBa, agMUHUCTpaTOP
6yneTt yBegomMreH 06 M3MeHMAX C MOMOLLbI0 SNMp trap-COO6LLEHNIA.

16.6.2.

1. Hactpovika rmo6anbHo snmp.

KoHdurypauusa yBegomneHun o MAC-agpecax

2. Hacrtponka rnobansHoro MAC notification.
3. Hactponka untepsana ong otrnpasku MAC-yBeJOMITEHNNA.
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HacTpoika pa3amepa Tabnuubl UICTOpUMN.

No ok

Ouuctka ctatuctukm MAC naotification.

HacTtporka tuna nosywkn MAC-yBegoMneHui, nogaepXxmsaemMbiX NOPTOM.
MpocMoTp KoHUrypaummn n gaHHbix MAC-yBeaOMNEHNN.

1. Hactpoika rnobanbHoro snmp trap MAC notification.

KomaHpa

OnucaHue

PexuM rnob6ansHoro KOoHUrypupoBaHus

no mac-address-table notification interval

snmp-server enable traps mac-notification = Bknioyaet/Bbikntoyaetr  rnobanbHO  snmp
no snmp-server enable traps mac-notification | MAC notification
2. Hactpoinka rnobanbHoro MAC notification.
KomaHpa OnucaHue
Pexum rnob6anbHOro KOH¢UrypmpoBaHus
mac-address-table  notification Bknioyaet/Bbikniovaetr  rnobansHo  MAC
no mac-address-table notification notification
3. Hactpoiika untepsana gns otnpaeskyn MAC-yBeAOMITEHNNA.
KomaHaa OnucaHue
Pexum rnob6anbHOro KOH(pUrypmpoBaHus
mac-address-table notification interval <1-30> Hactponka wuHTepBana pna OTApaBKu
MAC-yBeaoMNAeHNN, KoMaHaa «No»

BOCCTaHaBI/iMBaeT HaCTpOVIKVI no ymoJn4yaHuto

4.

HacTpoiika paamepa TabnuLbl UICTOPUN.

KomaHpa

OnucaHue

Pexxum rmobanbHoro KoHpurypumposaHus

mac-address-table notification history-size <0-
500>

no mac-address-table notification history- size

Hactpoiika pasmepa Tabnuupbl uUCTOpUM,
KOMaHAa «No» BOCCTaHaBNMBaEeT HACTPOWKU
Mo YMOSYaHuto
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5. HacTtpoiika Tuna nosywkun MAC-yBefOMIEHNA, NOAAEPXKNBAEMbIX NMOPTOM.

KomaHpa OnucaHue

Pexum KkoHcUurypmupoBaHus nopra

mac-notification {added | all | removed | HacTpoika wnu cTupaHue Tuna nOBYLUKK
moved} {log | trap} MAC-yBeooMneHun, noaaepXxmBaembix

no mac-notification nopTom

6. [MpocmoTp KoHpUrypaumm n gaHHbix MAC-yBeioMneHui.

KomaHpa OnucaHue

Pexum agmuHucTpaTopa

show mac-notification summary lMpocmoTp  KOHMrypaumum 1M [AaHHbIX
MAC-yBegomrneHum

7. OuucTtka cTaTUcTnkm nosyLkn MAC-yBeaoOMIEHUN.

KomaHpga OnucaHue

Pexxum agMuHuctTpatopa

clear mac-notification statistics Ouuctka CTaTUCTMKN JIOBYLLIKU
MAC-yBegomMmneHuim

16.6.3. NMpumep MAC notification

IP-agpec ctaHumm ceteBoro ynpasneHusa (NMS) 1.1.1.5, IP-agpec areHta 1.1.1.9. NMS
nonyunt Trap-coobuweHne ot areHTta. ([pumedaHne: NMS MOXET yCTaHOBUTb MPOBEPKY
NOAJSIMHHOCTU B CTPOKY XapakTep JIOBYLLUKM).

Mpouenypa KoHpUrypaumm:
Switch(config)#snmp-server enable
Switch(config)#snmp-server enable traps mac-notification
Switch(config)# mac-address-table notification
Switch(config)# mac-address-table notification interval 5
Switch(config)# mac-address-table notification history-size 100

Switch(Config-If-Ethernet1/0/4)# mac-notification both

16.6.4. YcTpaHeHue HeucnpaBHocTen MAC-yBegoMneHumn

Yb6eoutecb, UTO COOOLLEHME NOBYLIKM OTNPaBAsETCs YCMEewWwHO KoMaHaou show u
0oTNnagkon kKomaHabl snmp.
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17. HACTPOUKA NMPOTOKOIJIA MSTP
17.1. Obwme cBegeHuns o MSTP

MSTP (Multiple STP) — HoBaa peanu3aums npoTokona spanning-tree, ocHoBaHHaa Ha
npotokonax STP n RSTP. OH paboTaeT Ha nobbix KOMMyTatopax JlokanbHbix ceTen. OH
BbluMcnseT obLiee n BHyTpeHHee cBasytowee aepeBo (CIST — common and internal spanning
tree) onsa Bcen ceTn, KOTOpPoOe COAEPXMUT YCTPOMCTBA, nogaepxueatowme MSTP, STP n RSTP.
OH TaK Xe BblYMCNAeT HEe3aBUCUMbIE SK3EMMIIAPbl MHOXECTBa CBA3YyoLWmMX aepesbeB (MSTI —
multiple spanning-tree instances) ans kaxgow obnactu MST (MSTP domain). B MSTP
nucnonb3lyeTca apganTupoBaHHaa Bepcusi npotokona RSTP, obecneuuBatowero ObiCTpyto
CXOAMMOCTb MpPuW MOCTPOEHNN CBASYIOLLIErO AepeBa, Npu 3TOM OAHOMY U TOMY Xe 3K3eMnnapy
cBs3yloWwero pnepesa MoxeT ObiTb conoctaBneHo MHoxectBo ceTer VLAN. MSTP
obecrneunBaeT pasnMyHble MapLIpyTbl ANA nepefayv OaHHbIX U No3BoniseT 6anaHcMpoBaTb
Tpaduk. bonee Toro, Tak kak MHOXecTBeHHble VLAN'bI MICMOMb3YIOT OAUH U TOT XE 3K3EMNNap
ceasywwero gepesa, MSTP MoXeT yMeHbLlaTb KOANYECTBO MOCTPOEHHbLIX OEPEBLEB, YTO
NO3BOSISIET YMEHbLUMTb HArpy3Ky Ha NpoLeccop U YMEHbLUMTb Cy>XebHY0 NONoCy Ha KaHanax.

17.2. PermoH MSTP

Tak Kak OgHOMY 3K3eMMnsapy CBA3YLLEro aepeBa MOXET OblTb COMOCTaABEHO MHOXECTBO
VLAN, komuteT, paspabaTtbiBatowmin ctaHaapT IEEE 802.1s npepnoxun pasBuTb KOHLENUMIO
MST. MST wucnonb3dyetca ansa npuBaskn KoHkpeTHoM VLAN K KOHKpeTHOMY 3K3eMnnspy
CBA3YIOLLEero Aepesa.

Permon MSTP coctouT w3 OOHOMO WM HECKOSbKUX KOMMYTAaTOpPOB C OAMHaKOBbLIM
ngeHtncdukatopom MSID (MST Configuration Identification) n nokanbHon ceTn (KOHKPETHbIN
KoMmyTaTop B permoHe MSTP aBnsaeTcs Ha3HavyeHHbIM (designated) KOMMYyTaTOpPOM flOKasibHOM
CeTu, Ha KOMMyTaTOopax, 3aKpenseHHbIX 3a fIoKanbHON ceTblo, NnpoTokon STP He paboTaerT).
Bce kommyTaTtopbl B ogHOM MSTP pernoHe nmetrot oguH MSID.

MSID copepxuT Tpu aTpubyTa:

e  KoHdurypaumoHHoOe UMs: COCTOUT U3 umdp 1 BykBs.
e Homep Bepcun.

o KpaTtkoe onucaHue koHpurypuposaHus: Cetn VLAN, cOOTBETCTBYIOLLME SK3EMMNAPAM
CBA3YOLEero gepesa.

KomMmmyTaTOpbl C OAMHAKOBLIMU BbILLEONUCAHHLIMK aTpubyTamMmn CHUTAKOTCA HaXOAALMMUCS B
ofHOM pervoHe MST.

Korga MSTP Bbluucngetr CIST B nokanbHOM ceTM C KOMMmyTatopamu, permoH MST
paccMmaTpuBaeTCs Kak OAMH KOMMyTaTop. PaccCMOTpUM pUCYHOK HUXE:
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PucyHok 17-1. Npumep CIST n pernoHa MST

Ha cxeme, ecnu B ogHOM KoMMyTaTope ucnonedyetca STP, a B gpyrom RSTP, To nopT mexay
KommyTatopom M u kKommytaTopoMm B ponxeH O6biTb 6nokuposaH. OpHako, ecnu B
KoMMyTaTopax obnacTu, BblaeneHHON NyHKTUpoM, ucnonb3dyetca MSTP n ckoHdurypmposaH
OOMH 1 TOT Xe pernoH MST, To npotokon MSTP 6yaeTt cuntatb 3TOT PErMoH KOMMYTaTOpPOM.
MosTomMy 6nOKMpOBaH OOUH NOPT MeXAYy KOMMYTaTOpOM B 1 KOpHEBbLIM y3110M; KpoMe TOro,
6nokupoBaH oguH NopT kommyTaTtopa D.

17.2.1.1. Onepauum BHYTpPU OQHOrO M TOro Xxe permoHa MSTP

Ok3emnnap ceasytowero gepesa (IST) ceasbiBaeT Bce kommyTaTopbl MSTP-pernoHa. Korga
IST cowencs, kopHeBon y3en IST cTaHOBMTCA ynpasnsawowmM y3rnom IST — B HEM HaxoauTcsa
KOMMYTaTOp C HaumMeHbLnmM ID-MoCcTa n METPUKOM MapLupyTa K KopHeBomy y3ny CST. Ecnim B
ceTu MMeeTca TONMbKO OAWMH PEernoH, ynpasnswowmin y3en IST ogHOBpeMEHHO ABNseTcs u
KopHeBbIM y3rioM CST. Ecnn kopHeBon y3en CST HaxoAMTCHA BHE pernoHa, ynpasnsiiowum
y3nowm IST aBnsieTcs oanH 13 kommyTtaTopoB MSTP Ha rpaHuue permoHa.

Mpun nHnumanusauum kommytatopa MSTP oH nocbinaet naketbl BPDU, B KOTOpbIX 06bABNSET
cebs kopHeBbIM y3nom CST n ynpaenaowmm y3nom IST, npn 3ToM METPUKK MapLUpyTa K 3TUM
y3nam paBHbl Hynto. Kpome Toro, KoMmyTaTop UHMUmManu3npyeTt Bce CBou ak3emnnsapbl MST n
o6baABnaeT ceba KOpHEBLIM y3110M. Ecnu koMmyTaTop npuHMMaeT MHAOPMaLMIO OT KOPHEBOTO
y3na MST BepxHero ypoBHs (C MeHblwnM ID-KkoMMyTaTOpa, MEHbLUIEN METPUKOW MapLupyTa
N T. O.), COXpPaHEHHYIO A5A NopTa, OH nepecTaeTt o6bABNATL cebst ynpaBnawmm y3nom IST.

B pervoHe MST ynpasnstowmn y3en IST aenseTca eqMHCTBEHHLIM 3K3EMIMJISIPOM CBA3YIOLLIErO
JepeBa, KOTOpbIM MpUHUMAaET M nockiaeT naketol BPDU. Tak kak naketel MST BPDU
copepxaT nHgopmaumio 060 Bcex 3K3emnssipax, YMCNo TakMx NakeToB, KOTopoe TpebyeTca
obpaboTaTb KOMMyTaTOpy ANA MOAAEPXKM MHOXECTBA 3K3EMMAPOB CBA3YHLIEro AEpeBa,
3HaAYUTENbHO YMEHbLIAeTCs.

Bce akzemnnapbl MST ogHOro n TOro Xe pernoHa COBMECTHO MCMOMb3YKT O4HM U Te Xe
TanMepbl NPOTOKONA, OAHAKO Kaxabln ak3emMnnsAp MST umeeT cBom CO6CTBEHHbIE MApamMeTpbl
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Tononoruun, Hanpumep, ID KOpHEBOro koMMyTaTopa, METPUKY MapLUpyTa K KOPHEBOMY y3ny
nT. O

17.2.1.2. Onepauuun mexay permoHamm MST

Ecnu BHYTpK ceTu cyLlecTByeT HECKONbKO PEMMOHOB MIM B HEW YXE CYLLLECTBYOT KOMMYTaTopbl
802.1D, MSTP cozpaet n obcnyxusaet gepeBo CST, koTopoe BKntovaeT Bce pernoHbl MST 1
BCE cylwecTByllwme KommyTatopbl ¢ STP B cetn. [na npeobpasoBaHua B gepeBo CST
ak3emnnsapbl MST koMbuHupytoTcs ¢ IST Ha rpaHuLe permoHa.

Ok3emnnap MSTI aBnseTca UCTUHHBIM TONbKO BHYTpU pernoHa MST. Okzemnnap MSTI Hukorpa
He coBepLuaeT HUKaKux aencreun ¢ akemnnapamum MSTI apyrux pernoHoB MST. KommyTaTopsl
B permoHe MST npuHumatoT naketsl MST BPDU fpyrux perMoHoB yepes rpaHuyHble nopThbl.
OHu MoryT TOnbko obpabaTtbiBaTb MHpOpMauuio, oTHocsAwytca K aepesy CIST, un
oTbpacbiBatoT nHgopmaumo MSTI.

17.2.2. Ponn noptoB

KommyTtatop MSTP npucsavBaeT noptamMm ponn, KOTOpble OHW AOMXHbl UrpaTb B NPOTOKOMe
MSTP. Ponu noptoB gepesa CIST: Root Port, Designated Port, Alternate Port, Backup Port.

Kaxgbim nopt MSTI wumeer ewe ogHy ponb, 6onee BbICWEro MNOpPsiAKa, Yem
BblLLenepeyncneHHole ponu: Master Port.

Ponu nopTtos B aepese CIST (Root Port, Designated Port, Alternate Port, Backup Port) — Takne
Xe, 4To 1 npu npotokone RSTP.

17.2.3. BanaHcupoBKa Harpy3ku B MSTP

B pernone MSTP cetn VLAN MoryT 6bITb NpMBA3aHbl K pasfnnyHbIM 3K3eMnispam, 4TO MOXeT
dopmupoBaTtb pa3nuyHble Tonosornn. Kaxapin a3k3eMnngap He3aBUCMM Apyr OT Apyra u 370
Nno3BONAET UM UMETb COOCTBEHHbIE aTpUbyThbl, Takne Kak NpuoOpUTET YCTPONCTBA U METPUKY
nopra.

CnepoBatenbHo, ceTn VLAN pasnnyHbIX 3K3eMMSIPOB MMEKT CBOM COOCTBEHHbIE MapLUPYTbI.
Ins Tpadmka cetenn VLAN Taknum obpa3om nogaepxmBaetcs 6anaHCMpoBKa Harpysku.

17.3. KoncdurypmnposaHue MSTP

=

BkntoyeHue npotokona MSTP u yctaHoBKa paboyero pexmma.
HacTporika napameTpoB 3K3eMMsapoB CBA3YIOLEro AepeBa.
HacTtpoiika napameTpoB pervoHos MSTP.

HacTtpolika BpemMeHHbIX napameTpoB MSTP.

HacTtpoiika dyHkumm 6bicTpor murpaumm MSTP.

HacTponka doopmaTa nakeToB Ha NOPTY.

HacTporika aTpnbyToB CBA3YIOLLErO AepeBa Ha NopTy.
HacTpolika aTpnbyToB snooping-kntoya ayteHTudmkaumm.
HacTtpowka pexuma FLUSH gns nameHeHuin Tornosnornu.

© ® NGO~ WOD
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1. BknoyeHue npotokona MSTP n yctaHoBKa paboyero pexuma.

KomaHpa

OnucaHue

PexuM rnob6anbHOro KOHPUrypupoBaHusi U peXXnmM KOH(PUIypupoBaHusi nopTa

spanning-tree
no spanning-tree

BknioyeHue/BbiknovyeHne MSTP

PexuMm rnob6ansHoro KoHUrypupoBaHus

spanning-tree mode {mstp|stp|rstp}
no spanning-tree mode

YcTtaHoBka paboyero pexvumva MSTP

Pexxum koHcpUrypuposaHus nopra

spanning-tree mcheck

MpuHyaUTENBLHO YyCTaHABNMBAET AN NOPTa PeXnM
paboTbl No npoTokony MSTP

2. HacTporika napameTpoB 3K3eMMspoB CBASYIOLLEro Aepesa.

KomaHpga

OnucaHue

Pexum rnob6anbHOro KOH¢UrypmpoBaHus

spanning-tree  mst <instance-id>

<priority value>

priority

no spanning-tree mst <instance-id> priority

Mo3BonsieT 3agaTb NpPUOPUTET KOMMyTaTopa
ONA YKa3aHHOro 3K3eMmnnsipa CBA3YIOLLEro
nepesa

spanning-tree priority <priority value>
no spanning-tree priority

MossonsieT HaCTpPOUTb npuoputeT
CBA3YIOLLEro AepeBa Ha KOMMyTaTope

Pexum KoHcurypmpoBaHus nopta

spanning-tree mst <instance-id> cost <path
cost value>

no spanning-tree mst <instance-id> cost

[na ykasaHHOro 3k3emnsspa CBS3YOLEro
JepeBa MNO3BONSET YCTAHOBUTb METPUKY
MapLipyTa K nopTy

spanning-tree mst <instance-id> port- priority
<port-priority>

priority

no spanning-tree mst <instance-id> port-

Mo3BonsieT 3agaTb NpuopuTeT nopTta Ans
yKa3aHHOro aK3emnisipa CBA3YoLLEro AepeBa
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KomaHpa

OnucaHue

spanning-tree mst <instance-id> rootguard

[nsa yka3aHHOro aK3emnnapa CBA3YIOLLEro
JepeBa MO3BOMAET 3a4aTh 3aLUMLLEHHbIN

no  spanning-tree mst  <instance-id> .

rootguard KopHeBon y3en. [lopTbl, pAna  KOTOPbIX
yCTaHOBMeHa 3awuTta, He MoryT ObiTb
npeobpa3oBaHbl B KOPHEBbIE MOPTbl APYrnx
TMNOB

spanning-tree  rootguard Ona Tekywero nopta 3ajaer pexum

no spanning-tree rootguard 3aLMLLEHHOrO KOpPHEBOro noprta B
3K3emnnape CBA3YIOLLEro fAepesa.

CKOHMIypupOBaHHbIV 3aLUMLLIEHHbIA MOPT He
MOXeT 6bITb Npeobpa3oBaH B KOPHEBOW NOPT
Opyrnx TUNoBs

spanning-tree [mst <instance-id>] loopguard

no  spanning-tree
loopguard

[mst <instance-id>]

BkntoveHne pyHKUMN OTCReXnBaHus NeTnm B
KOHKpEeTHOM YacTHOM fiepeBe. KomaHaa «no»
OTKIIOYaEeT AaHHYH0 PYHKUUIO

3. Hactpoika napameTtpoB pernoHos MSTP.

KomaHpga

OnucaHue

Pexum rnob6anbHOro KOH¢UrypmpoBaHus

spanning-tree  mst configuration
no spanning-tree mst configuration

Bxon B pexum KOH(pUrypnpoBaHus pernoHa
MSTP. KomaHaga «no» BOo3BpalLllaeT 3Ha4YeHme
Mo YMOJSYaHuIo

Pexum koHdurypmposaHumsa permodHa MSTP

instance <instance-id> vlan <vlan-list>
no instance <instance-id> [vlan <vlan-list>]

[Mo3BonsaeT co3gaTb IKIEMMASAP CBA3YHOLLErO
AepeBa M yCTaHOBUTb COOTBETCTBUE MeXAY
VLAN 1 3TUM 3K3eMNNapom

name <name> Mo3BonsaeT 3agaTb uMa pernoHa MSTP

no name

revision-level <level> Mo3BonseT 3apaTb HoMep peBu3un

no revision-level KoH(urypmpoaHusg permoHa MSTP

abort Bbixogq 413 pexuma KOHUrypupoBaHUs
permoHa MSTP wun Bo3BpaT B pexum
rnobanbHoro KOHUrypnpoBaHus 6e3

coxpaHeHus KoHdurypaummn pernoHa MSTP
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KomaHnpa OnucaHwne

exit [Mo3BoONAET COXpaHUTb coeNaHHbIe HAaCTPOMKM
pernoHa MSTP, BbINTK U3 pexnma HaCTPONKM
permoHoB MSTP u BepHyTbCA B peXum
rno6anbHOro KOHUrypnpoBaHus

no OTmMeHa ogHOWM KoOMaHAbl WU yCTaHOBKa

nepBoHa4alibHOro 3Ha4eHuna

4. HacTtpoika BpeMeHHbIX napameTpoB MSTP.

no spanning-tree forward-time

KomaHpa OnucaHue
Pexxum rnobanbHoro koHcpurypuposaHus
spanning-tree forward-time <time> Mo3sBonseT  3agatb  Bpems  3afepXku

nepeaayn Ha KommyTaTope

spanning-tree hello-time <time>
no spanning-tree hello-time

YcrtaHoBka BpemeHu Hello ana nocbinku
coobweHnn BPDU

spanning-tree maxage <time>
no spanning-tree maxage

YcTaHoBKU COOOLLIEeHUN

BPDU

BpeMeHUn Xn3Hu

spanning-tree max-hop <Max hop value>
no spanning-tree max-hop

YcTaHoBKa MaKcUMMarnbHOro yncna Xxoros ANd
coobuwennn BPDU B pernoHe MSTP

5. Hactpoika dyHKumm 6bicTpon murpaumm MSTP.

KomaHaa

OnucaHue

Pexxum KoHcurypmpoBaHus nopta

spanning-tree
true[force-false}

link-type p2p {auto|force-

no spanning-tree link-type

YcTaHoBKa TMna nnHuu noprta

spanning-tree portfast [bpdufilter| bpduguard]
[recovery <30-3600>]

no spanning-tree portfast

lMNo3BondeT 3apaTe MNOPT, KaK rpaHU4HbIN.
Onuma Bpdufilter cnyxut ana otbpacbkiBaHus
MPUHATBLIX  COOBLLEeHuI BPDU. Onuwus
bpduguard npu npueme coobuweHna BPDU
3akpbiBaeT NopT. [lapameTp «No» BbIKIOYaET

(@ orecy

PEXMM MOrpaHNYHOro nopTa, MNpPOUCXOAUT
npeobpasoBaHve B MOPT, KOTOPbIN He
HaxoAMTCA Ha rpaHuue
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6. HacTtpoiika chopmaTta nakeToB Ha NopTy.

KomaHpa OnucaHue

Pexum KkoHcUurypmupoBaHus nopra

spanning-tree format {standard | privacy |  lNo3BonseT HacTpouTb (opmMaT nakeTa
auto } ceAsyowero aepesa nopta. [lpu Bbibope
onumm standard nakeT COOTBETCTBYET
ctaHpgaptam |IEEE, npu onuwuwuprivacy naket
coBmectuMm ¢ CISCO, auto o3HayvaeTt, 4TO
dopmat onpenensaeTcs No NPUHATOMY NakeTy

no spanning-tree format

7. Hactponka aTpubyToB CBSI3YIOLLIErO AepeBa Ha NOpPTY.

KomaHpa OnucaHue

Pexxum KkoHcpUrypuposaHus nopra

spanning-tree cost < Path cost value> lMo3BonseT 3agaTb METPUMKY MapLlipyta K
no spanning-tree cost ey

spanning-tree port-priority <Priority value> | No3BonseT 3agaTb NPUOpUTET NOpTa
no spanning-tree port-priority

spanning-tree  rootguard Mo3BONSIET yCTaHOBUTL MOPT, KaKk He

no spanning-tree rootguard KOpHEBOM

Pexum rnob6anbHOro KOH(UrypmpoBaHus

spanning-tree transmit-hold-count <tx-hold- | YcTtaHoBka MaKCUMarsibHOro 3HayeHus
count-value> cyeTyMKa 3a4epXKnN nepegaydn Ha nopTty

no spanning-tree transmit-hold-count

spanning-tree cost-format {dot1d | dot1t} YcraHaBnuBaeT opmMat METPUMKM MapLupyTa
dot1d nnu dot1t

170
@ §) QTECH
MWP [OCTYMHEE



PykoBopacTteo nonb3oeatens cepua QSW-4530F

HACTPOWKA NMPOTOKOJIA MSTP/PVST/RPVST

| www.gtech.ru
8. Hactporika atpnbytoB snooping-knoya ayTeHTudmKaumm.
KomaHnpa OnucaHune

Pexum KoHcUurypmupoBaHus nopra

spanning-tree  digest-snooping

no spanning-tree digest-snooping

MNosBonset nopTy MUCNONb30BaTb CTPOKY
ayTeHTI/ICbI/IKaLI,VIVI NnapTHEepCKoro noprta.
KomaHpoa «No» BOCCTaHaBJ1MBaeT

MCMOJIb30BaHME CreHEepUPOBAHHON CTPOKM

9.

HacTtponka pexuma FLUSH gns nameHeHui Tononoruu.

KomaHpa

OnucaHue

Pexum rnobanbHoro koHdurypuposaHums

spanning-tree  tcflush {enable| disable| | Enable: cBs3ylowee nepeBo cTpouTcsa cpasy

protect} NP N3MEHEHNN TOMOOIUN.

no spanning-tree tcflush Disable: cBa3ylowiee aepeBo He CTpoUTCH Npu
N3MEHEHMMN TOMOSIOrnN.
Protect: cBs3yiowee aepeBo CTpouUTcsa pa3 B
0ecATb CeKyHA,
KomaHpga «no» BOCCTaHaBnMBaET 3HAYeHNEe
MO YMOSMYaHUIO — U3MEHEHNE NPU N3MEHEHUN
Tonosiornm

Pexxum KoHcurypmpoBaHus nopTta

spanning-tree  tcflush {enable| disable| | No3BonseTr HacTpoutb pexum flush ana

protect} nopta. KomaHga «no» BOCCTaHaBnuBaeT

no spanning-tree tcflush ucnonb3osaHue 06LMX HAaCTPOEK pexmnma Ha
yCTpomncTee
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17.4. NMpumep npumeHeHns MSTP

KommyTtarop B Root-kommyTtaTtop A
— 1 1 —
- =

>/
X
5 1
— e —
7 7
KommyTtarop D KommyTartop C

PucyHOK 17-2. TunuyHbli cueHapuii npumeHexnnss MSTP

CoegnHeHna mMexay KOMMyTaTopamMu MoKa3aHbl Ha pUCyHKe Bbile. Bce kommyTtaTtopbl
paboTtator B MSTP-pexume no ymonyaHuto. VX npuoputetsl MOCTOB, NPUOPUTETLI NMOPTOB U
CTOMMOCTb MapLUpPYTOB A5 NOPTOB CTOAT MO YMOMYaHUIo (paBHbl). [NapameTpbl N0 yMonyaHuio
OJ19 KOMMYTaTOpOB NOKa3aHa HUXe:

MUma mocTa SwitchA SwitchB SwitchC SwitchD
Bridge MAC Address | 00-00-01 00-00-02 00-00-03 00-00-04
Bridge Priority 32768 32768 32768 32768
Port Port 1 128 128 128
Priority

Port 2 128 128 128

Port 3 128 128

Port 4 128 128

Port 5 128 128

Port 6 128 128

Port 7 128 128
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Uma mocTa SwitchA SwitchB SwitchC SwitchD
Route Port 1 200000 200000 200000
Cost

Port 2 200000 200000 200000
Port 3 200000 200000
Port 4 200000 200000
Port 5 200000 200000
Port 6 200000 200000
Port 7 200000 200000

Mo ymonuaHuto npotokon MSTP co3gaeT ToNonoruio Aepesa C KOPHEM Ha KommyTaTope 1.

MopTbl, 0603HauYeHHblE «X» MMelT coctosHue discarding (6NOKMpOBaHbI), Ha OCTanbHbIX
nopTax nepefgaya paspeLueHa.

OTanbl HaCTPOMNKMU:
War 1. HacTtponka npuBasku noptos K VLAN:
e Co3patb VLAN 20, 30, 40, 50 Ha SwitchB, SwitchC u SwitchD.
e HacTtpouTtb nopTbl 1 -7 Kak TpaHkoBble Ha SwitchB, SwitchC n SwitchD.
War 2. YctaHoButb SwitchB, SwitchC n SwitchD kak npuHagnexawmx ogHomy nepesy MSTP:

e YcTtaHoBMTb Ha SwitchB, SwitchC 1 SwitchD ogHo 1 To Xe nms pernona, coenagaroLlee
C MeHeM pgepeBa MSTP.

o [lpuBazatb VLAN 20 n VLAN 30 Ha SwitchB, SwitchC n SwitchD kK sk3emnnsapy
CBA3yOLEro gepesa 3.

e [lpunucate VLAN 40 n VLAN 50 Ha SwitchB, SwitchC n SwitchD Kk ak3emnnsapy
cBA3yoLwero gepeea 4.

LWar 3. HactpouTtb SwitchC kak KOpHEBOW KOMMYyTaTOP AN 3K3EeMMNNApPa CBA3YHOLEro aepesa 3.
Hactpountb SwitchD kak KOpHEBO KOMMYTaTOP AN 9K3EMMSApa CBA3YOLLLEro nepesa 4:

e HactpouTb npuopuTeT KoOMMyTaTopa OJi 3K3eMmnnspa CBA3ylowero gepesa 3 Ha
SwitchC kak 0.

e HactpouTb npuopuTeT KoMMyTaTopa AOfi 3K3emMnnsipa CBA3ylwero gepesa 4 Ha
SwitchD kak 0.

HeTanbHaa KoHdurypauus npuBedeHa HUXe:
SwitchB:

SwitchB(config)#vlan 20
SwitchB(Config-VIan20)#exit
SwitchB(config)#vlan 30
SwitchB(Config-Vlan30)#exit
SwitchB(config)#vlan 40
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SwitchC:

SwitchD:

SwitchB(Config-Vlan40)#exit

SwitchB(config)#vlan 50
SwitchB(Config-VIan50)#exit
SwitchB(config)#spanning-tree  mst configuration
SwitchB(Config-Mstp-Region)#name mstp
SwitchB(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchB(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchB(Config-Mstp-Region)#exit
SwitchB(config)#interface e1/0//1-7
SwitchB(Config-Port-Range)#switchport mode trunk
SwitchB(Config-Port-Range)#exit
SwitchB(config)#spanning-tree

SwitchC(config)#vlan 20
SwitchC(Config-Vlan20)#exit

SwitchC(config)#vlan 30
SwitchC(Config-Vlan30)#exit

SwitchC(config)#vlan 40
SwitchC(Config-Vlan40)#exit

SwitchC(config)#vlan 50
SwitchC(Config-Vlan50)#exit
SwitchC(config)#spanning-tree  mst configuration
SwitchC(Config-Mstp-Region)#name mstp
SwitchC(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchC(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchC(Config-Mstp-Region)#exit
SwitchC(config)#interface e1/0//1-7
SwitchC(Config-Port-Range)#switchport mode trunk
SwitchC(Config-Port-Range)#exit
SwitchC(config)#spanning-tree
SwitchC(config)#spanning-tree mst 3 priority O

SwitchD(config)#vlan 20
SwitchD(Config-Vlan20)#exit
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S fig-Vlan30)#exit
w SwitchD(config)#vlan 40

o - o

o N —
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SwitchD(Config-Vlan40)#exit

SwitchD(config)#vlan 50
SwitchD(Config-Vlan50)#exit
SwitchD(config)#spanning-tree  mst configuration
SwitchD(Config-Mstp-Region)#name mstp
SwitchD(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchD(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchD(Config-Mstp-Region)#exit
SwitchD(config)#interface e1/0//1-7
SwitchD(Config-Port-Range)#switchport mode trunk
SwitchD(Config-Port-Range)#exit
SwitchD(config)#spanning-tree
SwitchD(config)#spanning-tree mst 4 priority 0

Mocne onucaHHOM Bbile HACTPONKKU, SwitchA GyaeT KOpHEBbIM KOMMYTaATOPOM 3K3emnsisipa
ceasywowlero gepesa 0. B pernode MSTP, kK koTopomy oTHocaTcA SwitchB, SwitchC n SwitchD,
SwitchB siBngeTca KOpHEBbIM KOMMYTaTOPOM perMoHa Ansa aKk3emnnspa cessyoulero gepesa 0,
SwitchC saBnseTcs KOpHEBLIM KOMMYTaTOPOM pernoHa Ana aKk3emMnnspa ceasyoLero gepesa 3
n SwitchD aBnseTca KOpHEeBbIM KOMMYTaTOPOM pernoHa Afs ak3emnnapa CBA3YLLero gepesa
4. Tpacdumk VLAN 20 n 30 nepepaeTtca yepe3 TOMOMAOMMIO 9K3EMMNIISiPa CBA3YIOLLLEro aepesa 3.
Tpaduk VLAN 40 n 50 nepegaetca yepes3 TONOMOMMIO 3K3eMMNsipa CBA3yoLWero gepesa 4.
Tpaduk c octaneHbix VLAN nepepaetca Yepes TOMOSOrMo 3K3eMnisipa CBA3YIOLWEro aepesa

0. MNopt 1 Ha SwitchB gBnseTca ynpaBnsiowWUM MNOPTOM M1 9K3EMMAPOB CBA3YHLNX
nepesbeB 3 n 4.

MpoTtokon MSTP nyTem BblMUCNEHMI reHepupyeT 3 TOMOSIOrMKN: IK3EMMAPOB CBA3YHOLLMX
nepesbeB 0, 3 1 4. MopTbl, 0603HAYEHHbIE «X» MMELOT cocTosiHMe discarding (bnokmpoBaHbl). Ha
oCTasbHbIX NOPTax Nepegava paspeLueHa.

176

® §) QTECH

MWP OOCTYNMHEE



PykoBopactBo nonb3oBaTens cepna QSW-4530F

HACTPOWKA NPOTOKOJTA MSTP/PVST/RPVST

KommyTarop B

Root-kommyTarTop A
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PucyHok 17-3. Tononorus ak3emnnsipa ceasytowero gepesa 0 nocne BbluncneHna MSTP

KommyTatopB_

7

PucyHok 17-4. Tononorus ak3emnnsapa cBA3yloLlero Aepesa 3 nocne BblumcneHns MSTP
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KommyTtatop B

7

PucyHok 17-5. Tononorus ak3emnnsipa cBA3ytoLlero gepesa 4 nocne bluncneHna MSTP

17.5. YcTpaHeHue HeuncnpaBHocTen MSTP
Ins Toro, 4to6bl NnpoTokon MSTP Ha nopTe cmor pabotatb, MSTP gonxeH 6biTb BKIHOYEH B
pexume rnobanbHoro KOHUrypupoBaHus.

Tak kak napameTpbl MSTP B3ammocBs3aHbl, OHW AOJIXHbI COOTBETCTBOBATb CNeayHLLNM
TpeboBaHNAM:

o 2x(Bridge_Forward_Delay - 1,0 cekynga) >= Bridge_Max_Age;

e Bridge_Max_Age >= 2x(Bridge_Hello_Time + 1,0 cekyHga).
B npotnBHOM cnyyae npotokon MSTP moxeT paboTtaTb HeNpaBUbHO.

Ecnn nonb3oBatenn namenunu napametpbl MSTP, oHM [OMXHbI YAOCTOBEPUTHCA B TOM, YTO
N3MeHeHbl 1 Tononornn. Hactporikn rnobanbHOro pexmma KoHOUrypupoBaHUS BbIMONHAKOTCA
ona kommyTtatopoB. OcTasnbHble HACTPOWKWM BbIMOSHAKTCA ANA OTAENbHbIX 3K3EMMNAPOB
CBA3YIOLLEro gepeea.
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17.6. Hactpouka PVST/RPVST

KomaHpa

OnucaHue

spanning-tree mode pvst
spanning-tree mode rapid-pvst

no spanning-tree mode

BkntoyeHne pexumos PVST/RPVST

KomaHpga no oTknto4aer pexmm

spanning-tree vlan HacTtponka npuoputeTa MocTa ans

<WORD>priority<0- yka3aHHbix VLAN PVST

61440>

spanning-tree vlan <WORD> priority <0- HacTtpoika npuoputeTa MocCTa ans

61440> ykasaHHbIX VLAN (PVST/RPVST)

no spanning-tree vian <WORD> priority C6poc npuoputeTa Ha 3HaYeHWe Mo
ymon4yaHuio (32768)

spanning-tree  vlan <WORD>

forward-time <4-30>

no spanning-tree vlan <WORD>
forward-time

Hactponka Forward delay gns yka3aHHbIX
VLAN (cekyHapl)

C6poc forward-time
ymonyanutio (15 cek)

Ha 3HayvyeHune no

spanning-tree vlan <WORD> hello-time <1-
10>

no spanning-tree vlan <WORD> hello-time

Hactponka hello time anga ykasaHHbix VLAN
(cekyHabl)

Cbpoc hello time
yMon4aHuto (2 cek)

Ha 3Ha4yeHune no

spanning-tree vlan

<WORD> maxage <6-40>

no vlan

<WORD> maxage

spanning-tree

HacTtponka max age pna ykasaHHbix VLAN
(cekyHabl)

C6poc max age Ha 3Ha4yeHue No yMos4aHuo
(20 cek)

spanning-tree vlan <WORD> root primary

spanning-tree vlan <WORD> root secondary

Hactpoika ™octa kak primary root and
yKa3aHHbIX VLAN - ycTaHaBnnBaeT
npuoputeTr mMocta 24576, wunuM paBHbIM
Tekywemy root npu MeHbwem MAC, npwu
Heob6xoaMMocTn ymeHbluaeT Ha 4096, 4ToObI
chenaTb KOMMYTaTOp KOPHEBLIM MOCTOM

Hactponka mocTta Kak secondary root ans
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no spanning-tree vlan <WORD> root

ytobbl  KOMMYTaTOp CTan  pe3epBHbIM
KOPHEBbIM MOCTOM M 3aMeHun primary root
npu ero oTkase

OTmeHa HacTpoKrKuK root priority

no spanning-tree vlan <WORD> port-priority

spanning-tree vlan Hactpoinka napameTpoB nopta: Path cost
<WORD> cost <1- nopTa Ansa ykasaHHbix VLAN
200000000>

: Cbpoc path cost Ha aBTOMaTU4ecKoe
no spanning-tree  vlan 3HaUeHMe
<WORD> cost
Spanning-tl’ee vlan <WORD> port-priority HaCTpoﬁKa npuopuTeTa noprta nnsa
<0-240> yKa3aHHbIX VLAN

C6poc npuoputeTa nopta Ha 3HavyeHue no
ymon4yanuio (128)

show spanning-tree vlan
<WORD?> [interface

<IFNAME>]
[process]

[detail]

KomaHabl  npocmoTpa  uHopmauym o
spanning-tree anga ykasaHHbix VLAN

1. Hacrtpoiika napameTpoB permoHos MSTP.

KomaHpga

OnucaHue

Pexum rnob6anbHOro KOH(UrypmpoBaHus

spanning-tree  mst configuration
no spanning-tree mst configuration

Bxon B pexum KOH(pUrypnpoBaHua pernoHa
MSTP. KomaHaga «no» BOo3BpalLllaeT 3Ha4YeHme
Mo YMOJSYaHuIo

Pexum koHurypmpoBaHua permoHa MSTP

instance <instance-id> vlan <vlan-list>
no instance <instance-id> [vlan <vlan-list>]

[Mo3BonsaeT co3pgaTbh IKIEMMASAP CBA3YHOLLEro
AepeBa U yCTaHOBUTb COOTBETCTBUE MeXAy
VLAN 1 3TUM 3K3eMnnapom

(@ orecy

name <name> Mo3BonsaeT 3agaTb uMa pernoHa MSTP
no name
revision-level <level> lMo3BonsaeT 3apaTb HOMEp peBU3un
no revision-level KoH(urypmpoaHusg permoHa MSTP
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18. HACTPOUKA QOS

18.1. O6wume cBepeHmna o QoS

QoS (Quality of Service — ka4ecTBO cepBuca) — Habop BO3MOXHOCTEN KOTOpbIE NO3BOSIAKOT
co3gaBaTb pa3defieHHble MOosochbl AN nepefaBaeMblX MO CEeTU AaHHbIX, TEM CaMbiM
obecneunBasn ny4ywInin cepsuc Ansi BbiopaHHoro ceteBoro Tpaduka. QoS — rapaHTus kayecTsa
nocrnepoBaTenbHON N NpeAcka3lyemMon nepefayv AaHHbIX ana obecnevyeHna TpeboBaHnn
nporpamm. QoS He co3aaeT AONONHMUTENBHOM NOSOCHI Nepeaayn, Ho obecneunBaeT 6onee
apheKTUBHOE YynpaBfieHNEe MNOJSI0OCOM B COOTBETCTBUM C TPEOOBaHUAMU MPUNOXEHUN Y
NONNTUKON yNpaBfiEHNA CETLIO.

18.1.1. TepMmuHbl Q0S

Qo0S: kauyecTBo cepBuca, obecneyeHve rapaHTMPOBAHHOIO KayecTBa cepBuca Asis
nocnefgoBaTeNibHOW M NpeackasyemMor nepejaynm [aHHbIX UM BbINOnHeHust TpebosaHuii
nporpamMm.

HomeH QoS: pomeH QoS nogpepxuBaet yctponctea ¢ QoS ana opmMupoBaHnsa ceTeBom
TONoNornn, Kotopan obecneynmT KayecTBO cepBuca. Takaa TOMosorMa HasbiBaeTCsl AOMEHOM
QoS.

CoS: knacc cepBuca — KnaccuukaunoHHas nHdopmaums, nepegasaemas ppenmamm Q Ha
BTOPOM ypoBHe. 3aHMMaeT Tpu 6uTta nona Tag B 3aronoBke opeima 1 Ha3biBaeTCs YPOBHEM
nosib3oBaTeNbCKOro npuoputeTta B AnanasoHe ot 0 go 7.

Layer 2 802.1Q/P Frame

Preamble |Startirame |, c-pa|MAC-sA| Tag | PT | Data | Fcs
delimiter

A

3 6uta ncnoneaytoTes ana CoS
PucyHok 18-1. MpuoputeTbl Knacca cepeuca

ToS: Tun cepBuca. OgHobanToBoe none, nepegaBaemMoe B 3aronioBke naketa IPv4 Ha TpeTbem
ypoBHe Ans obbsiBneHuss tuna cepsuca |P-naketa. 3HaveHnem nons ToS MoxeT ObiTb
npuoputert IP (IP Precedence) nnn 3HavyeHne DSCP.

Layer 3 IPv4 Packet

Version

DS Field| Len | ID |Offset| TTL | Proto | FCS | IP-SA | IP-DA | Data
HeadlLen

A

——— |P precedence (3 6uta) unu DSCP (8 6uT)
PucyHok 18-2. Mpuoputet ToS

IP Precedence: npuoputet IP. KnaccudumkaumoHHaa wHdopMaums, nepegamlasca B
3arofloBKe NakeTa TPETLEro YPOBHSA, 3aHUMatoLwan 3 6uta u Morywas npyuHUMaTh 3Ha4YeHNs OT
Opo7.

DSCP (Differentiated Services Code Point): kKogbl pa3geneHHbIX  CepBUCOB,
KnaccumKaunmoHHaa UHgKnaccudukaumoHHaa nHgpopMaums, nepefarLllasca B 3arosfioBke
IP-nakeTa TpeTbero ypoBHSA, 3aHMMaeT 6 6ut, umeeT 3HayeHne oT 0 go 63 m obpaTHO
COBMeCTMMa C npuoputeToMm IP.
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MPLS TC(EXP): none MPLS o3HauvaeT knacc obcnyxmsaHus, umeet 3 6uta gna amanasoHa ot
Opo7.

Layer 2.5 MPLS Packet

MAC-DA | MAC-SA | Tag 0x:sT47 Label Tc’;fsf's" S bit | TTL

L Traffic Class (3 6uta)

Internal Priority: BHyTpeHHUI NpUOPUTET, yCTaHaBMBaEeMbIn MPOLECCOPOM KOMMYTaTopa.
Bo3MOXHbIM Aana3oH 3HavyeHun 3aBUCcUT OT Tvna npoueccopa. CokpalleHHo - Int-Prio nnu
IntP.

Drop Precedence: npuoputet cbpoca. Npn obpaboTke nakeToB nepBbiMM cOpacbiBaloTCA
naketbl C 6onblwmm npuoputeTom cbpoca. MmeeT 3HaveHne 0 wnm 1. CokpaleHHO
o603HavaeTcsa Drop-Prec nnu DP.

Classification: ocHoBHOe Ha3HayeHwe MexaHu3ama QoS, kKnaccuduumpyeT nepepaBaemble
NnakeTbl B COOTBETCTBUM C KNacCumnkKaumoHHOM UHdopMaLmein, cogepXallenca B naketax u
crnvckamu KoHTponsa goctyna (ACL).

Policing: pencreme mexaHnama QoS Ha Bxofe, KOTOpoe ycTaHaBnmMBaeT NONUTUKK Tpadmka n
ynpaengaeT KnaccnuguuupoBaHHbIMU NakeTamu.

Remark: gelictene mexaHnama QoS Ha BXofe, BbINOSHSAOLEE NPOMYCK, OCTaHOBKY UK cOpoc
nakeTa B COOTBETCTBUM C NONUTUKaAMM Tpaduka.

Scheduling: penictBue mexaHnama QoS Ha Bbixoge. [Job6aBnsieT nakeTbl B COOTBETCTBYOLLME
ncxoasiume ovepenmn. OCHOBbLIBAsiCb HA BHYTpPeHHeM npuoputeTte. VI npuHumMaeT pelleHne o
nocbifike nnm cbpoce NakeToB B COOTBETCBUM C NpMOpPUTETOM cbpoca, anropuTMOM MOCHLINKK U
BaXHOCTbO COOTBETCTBYHOLLEN O4Eepean B UCXOASALLEM NOTOKE.

In-Profile: Tpacdpduk B pamkax nonutukm QoS (nonoca nponyckaHua Unn AoNOSHUTENbHOM
nosniocon) Ha3sbiBaeTcs In-Profile.

Out-of-Profile: Tpaddurk B pamkax nonmtukm QoS (nonockl NponycKaHus Unm onNosIHNTENbHON
nonochkl) Ha3biBaeTca Out-of-Profile.

18.1.2. Peanusauusa QoS

[lns BbINOMHEHMA Ha KOMMYyTaTope nporpamMmmMHoro QoS Heob6XoANMO pacCMOTPETb OCHOBHYIO
6a3oByto mopgenb. QOS He co3gaeT HOBOW MOJIOCbl B KaHane, HO MOXeT MakKCUMMarbHO
NnoAcTpanBaTb KOHUIypaumio TEKYLLMX KaHanbHbIX pecypcoB. [lonHaa peanu3aunsa QoS pgaet
BO3MOXHOCTb MOJSIHOCTbI YNpaBnsTb CeTeBbIM TpaduMKoM. Hmxe, Kak MOXHO TO4Hee,
onucbeiBaeTca cam npuHumn QosS.

Cneuncmkaums nepefaym gaHHbIxX B I[P NOKpbIBaeT TONMbKO aapecaumto 1 CEpBUCHI UICTOYHMKA
N NPUEMHMKA U, KOHEYHO, KOPPEKLMIO Nepefayn naketoB C NMOMOLLbIO NMPOTOKONOB 4 ypOBHS
mogenu OSI n Bbiwe, Takux kak TCP. OpgHako, B 6GonblUMHCTBE cryyaeB npoTtokon IP
NCNosb3yeT MaKCMManbHO BO3MOXHYIO MPOMYCKHYI CMOCOBHOCTb BMECTO MexaHu3ma
NoAnEepXKX 1 3almnTbl NONOChI MAKETHON nepefayn. ATo NPUMEHNMO A8 TaKUX CEPBUCOB Kak
noyta u FTP, HO npun yBenuyeHun nepegadn MynbTUMEOUNHBbIX KOMMEPYECKUX AaHHbIX W
SNEKTPOHHbIX BU3HEC-CEPBUCOB, METOA, MAaKCUMAIIbHOW 3arpy3ku HE MOXET yOOBMEeTBOPUTL
TpeboBaHuA HEOOXOANMOW MONOCHI N HA3KMX 3aAEPXKEK.

Basupysack Ha pa3nuyHbix MeTogax, QoS onpegenseT NpUOpUTET ANA KaxAoro BXOAALLEro
naketa. KnaccudmkaumoHHada nHgopmaLums cogepxuTca B 3arofnoBkax |IP-nakeTtoB TpeTbero
YPOBHsI 1 B 3aronoBkax cperimos 802.1Q BToporo ypoBHsi. QoS obecneunBaeT 0gMHAKOBbIN
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cepBuc ponda naketoB OAWMHAKOBOro rnpuoputeta, B TO BpeMA KakK p[nda nnaketoB C
pa3nnyarowimuMnca npuopmuTeTamm npeanararoTca pasnmyaromeca onepaumn. MapLupyTl/l3aTop
nnn KOMMyTaTop, nogaepxuesarwLme cepsuc QoS, MoryT obecneunBaTb pas3nnyHyto nNonocy
nepeagadn B COOTBETCTBUM C KﬂaCCVI(IIJVIKaleeﬁ NnakeToB, NoMe4aTb NakeTbl B COOTBETCTBUU C
CKOHCbI/lepI/IpOBaHHbIMI/I NOJIMTUKaAMKN, a TakKxe C6paCbIBaTb HEKOTOpPble HU3KOMPUOPUTETHLIE
nakeTbl B Clly4dae neperpy3ku nosioCbl nepenayn.

KoHdurypauma QoS aBnsetca rmbkon, 6onee npocTton Unm CRNoXHONW B 3aBUCMMOCTU OT
TONONOMNN CETU M YCTPONCTB, @ TakxXe rnybuHbl aHannsa BxoasLero/mcxoasawiero Tpaduka.

18.1.3. ba3oBast mogenb Q0S

Bazoasa mogenb QoS coctouT n3 4 yacten: Knaccudpukauma, NpumeHeHne nonutuk, NomeTtka
n [MnaHmpoBaHue, rpoe knaccndukauus, nNpUMEHEHuMe MNOoNUTUK U MNOMEeTKNn —
nocnepoBaTtenbHble AENCTBUA Ha BXOAE, a paboTa ¢ ouepensamMm 1 NiaHMpoBaHUe — EeNCTBUSA
QoS Ha BbIxoae.

~ N\ (" )\
Ingress Egress
YcraHoBka OkpalumBaHue
Internal Priority nakeToB
Classification > Policing > Remark » Scheduling
CopTupoBka BxoasiLero PelleHe 0 MexaHuame O6paboTka nakeTos MomelLeHre nakeTa B
Tpachuka B 3aBUCHMOCTI okpatumsaHus, Single COFNacHo X LBeTy: o4epe/b COrnacHo ero
Sl e ELE bucket dual color unu Dual transmit, drop, remark. Internal Priority u
Kknaccudmkaumm. bucket three color, B Remark nogpasymesaet nocneaytowas obpabotka
H33H?“§HM€ Internal 3aBUCUMOCTY OT nepemapK1poBKy NakeToB, oyepeav B COOTBETCTBUM C
priority u Drop BbINOSHEHHON HACTPOMKM uameHerue noneu DSCP, HaCTPOEHHbIM
precedence ToS, CoS. anropuTMom
- 4 (S 4

PucyHok 18-3. basoBasa moaenb QoS

Knaccudmkaums: knaccnpuuppyet Tpadmk B COOTBETCTBUM C  KnaccumKaumoHHON
WMHopMaumen NakeToB U reHepupyeT 3HayeHne BHYTPEHHEro npuopuTteTa, OCHOBaHHOE Ha
KnaccuumkaumoHHon wuHppMaumn. [Ona  pasnuuHbiX TUNOB MAKeTOB Knaccudmkaums
obecneunBaeTcs pa3nnyHbiM 06pa3om. CxeMa HXe nokasbiBaeT 3TO.

MprMeHeHVe NOSIMTMK 1 MOMETKA: Kax Al NakeT B KNnaccuuumMpoBaHHOM BXoasLLEM Tpadmke
nony4yaeT 3HayYeHMe BHYTPEHHEro npuoputeTa M MOXeT ganee noaBepraTbCA AENCTBUIO
MOMUTMK U NOMEYaTbCS.

MpuMeHeHMe NONUTMK MOXET ObiTb BBLINMOSIHEHO HA MNOTOKE [AaHHbIX ANnsi obecnevyeHus
pa3nnyHOM NOSIOChl MPONYCKaHUA ANA pa3nUYHbIX KnaccoB Tpadmka. HasHayeHHasa nponyckHas
nonnTMka MoXeT OblTb «OAHa Kop3uHa-ABa ueTa» (single bucket dual color) unu «aBe
Kop3uHbI-Tpu uBeTa» (dual bucket three color). Tpaduky npucsamBaroTCa pasnnyHbIE LBETA U
B COOTBETCTBMM C HAMU OH MOXET cbpacbiBaTbCA UM NponyckaTbes. K nponyLeHHbIM nakeTam
npuUMeHsieTcs OenWCTBME TMOMETKW, Koraa nakeTy Ha3HayaeTcs HOBbI, Gonee HU3KWUi
BHYTPEHHMWI NPUOPUTET ANA 3aMEHbl CyLLECTBOBABLLErO paHee 60nee BbICOKOro BHYTPEHHETO
npuoputeta. MNona COS n DSCP 6yayt moauduuMpoBaHbl B COOTBETCTBMM C HOBbIM
BHYTPEHHUM MPMOPUTETOM Ha Bbixoae. Cneaytowas cxema onucbiBaeT 3TN onepauun.
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IP packet

Set the packet COS as
tag packet the default ingress
COS(*4)

Y A 4 Y
DSCP-to-DSCP COS-to-Int-Prio EXP-to-Int-Prio
DSCP-to-Int-Prio COS-to-Drop-Prec EXP-to-Drop-Prec

DSCP-to-Drop-Prec conversation according conversation according to
Conversion according to the to the COS value (*5) the packet MPLS EXP value
packet DSCP u

Set the packet COS field
equals Int-Prio

Enter the
policing flow
PucyHok 18-4. Mpouecc knaccucvkaumm

3ameuaHune 1. 3HadyeHne CoS paccunTbiBaEeTCA UCXOOA U3 CBOMNCTB NakKeTa U HUKaK He CBA3aHOo
CO 3HaY€HNEM BHYTPEHHErO NPUOPUTETA, NOJSTYHYEHHbBIM A8 MOTOKA.

3amevaHue 2. Ecnn ogHOBpeMEHHO CKOHurypupoBaHbl nposepka DSCP n CoS, 1o npuoputet
DSCP BaxHee COS.
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Whether configure
the policing policy

M | Decide the packet color and
action according to the policy

The specific color Drop

ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed

Set Int-Prio: Set internal priority of the packet
Set Drop-Prec: Set drop precedence of the
packet

Set DSCP/TOS: Set DSCP or TOS filed of the
packet

h 4

C Enter scheduling ) ( [;;?:i;?s )

PucyHok 18-5. lNMpouecchl PerynnposaHus 1 NOMETKM

3ameyaHnue 1. BHyTpeHHMIN NpuopuTeT ByaeT CKPbIT NOCEe YCTaHOBKWU. YCTaHOBKA BHYTPEHHETO
npuoputeTa Ha TpaduK C onpefeneHHbIM LBETOM MOKPbIBAET YCTAHOBKY BHYTPEHHEro
npuopuTeTa Ha TpaduK, HE CBA3aHHbIN C LBETOM.

3ameyaHne 2. C6poc BHYTPEHHENO NPMOPUTETA NAKETOB OCYLLECTBIISIETCA B COOTBETCTBUM C
KapTon Npeobpa3oBaHMsA «BHYTPEHHUI MPUOPUTET - BHYTPEHHMI npuoputeT» (IntP-to-IntP).
Mpu knaccndukaumm nOToKa BHYTPEHHUA nNpuopuTeT 6epeTca OT UCTOYHUKA WIK
ycTaHaBnuBaeTca ENCTBUSMU, HE CBA3AHHbIMM C LLBETOM.

Pabota c ouyepegsMyM U MMaAHMPOBAHME: CYLIECTBYET BHYTPEHHUI npuoputeT Ans
NCXOOALUMX MAKeToB, B COOTBETCTBMM C HMM NNaHWpyeTcsl pacrnipefeneHue nakeTtoB Mo
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oyepeaaAM C pasfnNYHbIM MPUOPUTETOM U MakKeTbl MOCHINAKTCA B COOTBETCTBMU C BECOBbLIM
NprvopuTETOM O4Yepeamn u npuoputeToM cbpoca. Cneaylowian cxemMa OnuCbiBaeT orepauuu

nJaHnUpoBaHuA.
< Start )

MPLS
packet({*0)

Remark DSCP and L2 COS
fields of the packets Reﬂtdﬁﬁgimﬁe
according to Int-Prio-to-DSCP N - EF"riD—to-E)(P mag .
Int-Prio-to-COS mapping(*1) pPpIng

l

Select queue according fo
Int-Prio-to-Clueue mapping

lﬂueue Mumber

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
gueue

Buffer
available

Place the packets into the
specified queue, and forward
the packets according fo the
weight priority

L J
- Drop the

PucyHok 18-6. [NMpouecchl NnaHupoBKN U yNpasneHus ovepeasamu

187

® §) QTECH

MUP OOCTYMHEE



PykoBopacTteo nonb3oeatens cepua QSW-4530F

HACTPOWMKA QOS [ www.gtechru |
18.2. KoHcurypupoBaHue QoS

1. KoHuryprpoBaHue KapTbl KNaccos.

YcTtaHaBnuBaeT kKnaccudukauuoHHble npasuna B cootBetctBum ¢ ACL, CoS, VLAN ID,
npuoputeTtom IPv4, DSCP 1 IPv6 FL ana knaccudukaumm notoka AaHHbIX. PasnnyHbie Knaccbl
NOTOKOB AaHHbIX 00pabaTtbiBalOTCA NO pa3HbIM MOMUTUKAM.

2. KoHdurypupoBaHue KapTbl NOMUTUK.

Mocne knaccudukaumm noToka AaHHbIX MOXET ObiTb co3faHa KapTa NONUTUK, ANs CBSA3WM C
KapToi KraccoB, CO3AAHHON paHee U BXOAOM B peXuMm knacca. Torga pasnuyHble nonmnTukm
(TakMe Kak orpaHu4YeHue nosiochl, MOHUXEHWe NpUopuTeTa Ha3HAYEHMEM HOBOFO 3HAYEHUS
DSCP) MoryT NpUMEHSITLCS ANs pasfnyHbIX MOTOKOB A@HHbIX. Takke MOXHO onpeaenuTb Habop
NONUTUK, KOTOPbIE MOTYT NPUMEHSTLCA AN HECKOMbKMX KI1aCCOB B KapTe MOJSIMTUK.

3. [NpumeHeHune QoS Ha nopty nnn VLAN-uHTepderice.

KoHurypmpoBaHue foBepuUTenbHOro pexuma (trust mode) Ha nopTy nnmn NpmuBaA3Ka NOINTUK K
nopty. Monutnkn 6yayT 3aAencTBOBaHbI Ha NOPTY TONMLKO €Cn OHW ByayT NPUBS3aHbl K HEMY.
Monutnkn Tak Xe MoryT 6bITb npuBa3aHbl K onpegeneHHomy VLAN. He pekomenpyeTca
O[lHOBPEMEHHO Mncnosnb3oBaTb KapTy nonmtuk Ha VLAN 1 Ha ee nopTax, B NPOTUBHOM Cly4yae
NPUOPUTET KapTbl NONINTUK Ha NOPTYy OyAeT BbILLe.

4. KoHGwUrypupoBaHue anroputma ynpasfieHUs odepeasamu.

KoHurypmpoBaHve anroputma ynpasfeHus o4vepefsmu, Takoro kKak sp, wdrr u gpyrux.
KoHdpurypuposaHue pacnpegenexHma QoS.

KoHdurypumposaHue pacnpegeneHunsa us CoS s DP, n3 DSCP B DSCP, u3 IntP 8 DSCP.

1. KoHdurypupoaHmne KapTbl Knaccos.

KomaHpga OnucaHue

Pexum rnob6anbHOro KOH(UrypmpoBaHus

class-map  <class-map-name> Co3gaHne KapTbl KIlacCoB M BXO4 B
PEXMM KapTbl KMaccoB; KOMaHaa «no
class-map <class-map-name>» ypanset
yKa3aHHYI0 KapTy K/accoB

no class-map <class-map-name>

Pexum HacTpoMKu KapTbl KnaccoB QoS

match {access-group <acl-index-or-name> | ip | YcTaHOBKa cornacoBaHHbIX KpUTEpPUEB
dscp <dscp-list>| ip precedence <ip-precedence- | (Knaccudukaumsa notoka gaHHbIx no ACL,
list> | ipv6 access-group <acl-index-or-name> |  CoS, VLAN ID, npuoputetom IPv4, IPv6
ipv6 dscp <dscp-list>| ipv6 flowlabel <flowlabel- | FL nnu DSCP, u T.4.) ANA KapTbl KNaccos;
list>|vlan <vlan-list> | cos <cos-list>} KOMaHaa «no» ypanseT onpeAeneHHbIv

no match {access-group | ip dscp | ip precedence COTNAacoBaHHbIN KpUTEpUM

| ipv6 access-group | ipv6 dscp | ipv6 flowlabel |
vlan | cos}
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2.

KoHdurypupoBaHue KapTbl NONUTUK.

KomaHpa

OnucaHue

PexuM rnob6ansHoro KOoHUrypupoBaHus

policy burst {1 | 2} <committed-
burst-size>

Co3zpgaHune npodunsa orpaHnYeHmns BCnneckoB Tpaddurka
OnAa nocneaytowen HacTponky policier

policy-map <policy-map-name>

no  policy-map
name>

<policy-map-

Co3paHvne KapTbl MOSMIUTUK W BXOH4 B PEeXUM KapTbl
NONUTUK; KOMaHZa «NO» yaanseT onpeaeneHHylo KapTy
NoNNTUK

PeX1UM HacTPOMKU KapTbl NONUTUK

class <class-map-name> [insert-
before <class- map-name>]

no class <class-map-name>

lMocne co3gaHuA KapTbl NOMUTUK, €€ MOXHO CBA3aTb C
Krnaccom. PasnuyHble NOMUTUKA UNN HOBblE 3HAYeHWUSA
DSCP moryT 6bITb NPUMEHEHbI K pa3fMyHbIM NOTOKaM
OaHHbIX B peXuMe KIaccoB; KoMaHaa «no» ypanser
onpepeneHHbIn Knacc

set {ip dscp <new-dscp> | ip
precedence <new- precedence> |
internal priority <new-inp> | drop
precedence <new-dp> | COS <new-
cos>}

no set {ip dscp | ip precedence |
internal priority | drop precedence
|cos}

Mpuceaunsaet HOBbIN BHYTPEHHUN npuoputeT
KnaccucpuumpoBaHHoMy  Tpadguky; KomaHga «no»
OTMeHseT Ha3Ha4YeHne HOBOW BESINYMHbI

Policy <CIR_Kbits per _second>
burst-group
<bucket_size profile_ID>

KoHdurypauma nonntmku gna KnaccmpuumpoBaHHOro
notoka. OToenbHble KOMaHAbl NONTUK NoAAepXuBatoT
Tpu uBeTa. AHanM3npyeT paboynii pexum BUPTYanbHOWM
KOP3WUHbI, 3TO MOXET OblTb OfHa CKOPOCTb — OfHa

no policy
KOp3WHa, ofgHa CKOpOCTb — [OBE€ KOpP3WHbI, AOBe
CKOpOCTM — [OBe  KOpP3WHbl.  YCTaHaBnuBaeTr
COOTBETCTBYIOLWME OENCTBUA ONA pa3/IMYHbIX LIBETOB
naketoB. KomaHga «no» ypansetr pexum K3
KOHpurypaumm

accounting YcTaHoBKa dyHKUUN CTaTUCTUKMU ans

no accounting

KnaccudpuumpoBaHHoro Tpadmka. [locne BKMAYEHUA
3TON (PYHKUMM B peXnmMe NONMTUKN KnaccoB, AobaBnsieT
CTaTUCTUKY Tpadmka no Kapte MNONUTUKU Knaccos. B
pexumMe OfHOW KOP3WHbI MaKeT MOXET ObITb TOJIbKO
3efIeHbIM UM KPacHbIM NpU NMPUMEHEHUN MONUTUKK. B
BbIBOAMMOMN MHGOpMaumm byayT ABa LBeTa (KpacHbIv U
3eneHbIl) NakeToB. B pexume aByx kop3unH OyayT Tpu
uBeTa (3eneHblin, KpacHbIN U XENTbIn) NakeToB
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KomaHpa OnucaHue

Pexum KoHduUrypaumm kapTbl NONIUTUK KNaccoB

drop CbpacbiBaeT nnu nepeaaet Tpaduk B AAHHOM Knacce.
no drop KomaHnga «no» 0TMEHSET NPUCBOEHHY0 (DYHKLMIO
transmit

no transmit

3. [MpumeHeHune QoS Ha nopty unu VLAN-nHTepdeice.

KomaHpa OnucaHue

Pexum koHdurypuposaHus nitepcenca

mils qos trust dscp KoHdurypupoBaHue  OOBEpUTESNIBHOIO
nopta. KomaHga «no»  OTMeHsieT

no mls gos trust dsc <
q P TEKYLWMA pPEXUM [OBEPUTENBHOCTM Ha

nopTy

mils gos cos {<default-cos>} KoH(purypauma 3HaveHna CoS no

no mis gos cos YMOJSYaHUIO Ha MNOPTY; KOMaHAa «no»
BOCCTaHaBnuBaet 3HayeHune no
YMOJIHaHUIO

service-policy input <policy-map-name> MpumeHsieT KapTy NONUTUK K

KOHKpeTHoMy nopTy; KomaHaa «no»
yAansieT  COOTBETCTBYHOLLYI  KapTy
MONMUTMK, TMPUMEHEHHYID Ha MopTy.
BbixogHas kapTa nNoOAMTUK MoKa He
noaaepxunBaeTcs

no service-policy input <policy-map-name>

Pexum rnob6anbHOro KOH(UrypMpoBaHus

service-policy input <policy-map-name> vilan | NpumeHseT KapTy NOSINTUK K
<vlan-list> KOHKPETHOMY VLAN-uHTEepdency.
Komanpa «No» yoanset
COOTBETCTBYIOLLYID  KapTy  MOSUTHUK,
npumMmeHeHHyto Ha VLAN-nHTepdence

no service-policy input <policy-map-name> vian
<vlan-list>
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4. KoHurypmpoBaHue anroputma yrnpasneHus oyepeasmu.

KomaHpa OnucaHue

Pexum KkoHcUurypmupoBaHus nopra

mls qos queue algorithm {sp | wrr | wdrr} YcraHoBka anroputma ynpasrieHus

no mls qos queue algorithm oyepegamu. o ymonyaHuo anroput™m —
wdrr

mls gos queue {wrr | wdrr} weight YcTtanHaBnusaeT Bec oyepenen wdrr ans

<weight0..weight3> Bcex noptoB. [lo ymonyaHuio Beca

no mis gos queue weight ovepenen 1234

5. KoHdurypmnposaHue npeobpasoBaHusa QoS.

KomaHpa OnucaHue

Pexxum rnobanbHoro koHcpurypuposaHus

mls gos map {cos-intp <intp1..intp8> | dscp-intp | YcTaHaBnuBaeT NPUOPUTETHYO
<in-dscp list> to <intp>} TpaHcnauuio ana QoS. KomaHga «nox»
BOCCTaHaBNMBAaET 3Ha4YeHMe TpaHCNaUMm

no mls gos map {cos-intp | dscp-int
a P{ P p-intp} Nno yMOSnYaHuto

6. OuncTKa CHETYMKOB AaHHbIX B KApTe NONUTKK Ha onpeaeneHHom nopty nnn VLANe.

KomaHaa OnucaHue

Pexum agmmHucTpatopa

clear mls qos statistics [interface <interface-name> | OuncTka CYETYMKOB AaHHbIX B KapTte
vlan <vlan-id>] NOJSIMTUK Ha ONPELENEeHHOM MOPTY Unn
VLANe. Ecnm y KOMaHgbl HeT
napamMeTpoB, OYMLLAIOTCH CYETUYUKM Yy
BCEX KapT NONMTUK

7. TpocmoTp KoHGurypaumm QoS.

KomaHpa OnucaHue

Pexum agMmMHucTpatopa

show mls qos maps [cos-dp | cos-intp | dscp- lNMoka3biBaeT KOHdUrypaumio
dscp | dscp- intp | dscp-dp] QoS-TpaHcnaumn
show class-map [<class-map-name>] MNMoka3biBaeT kapTy knaccos QoS
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KomaHnpa OnucaHune
show policy-map [<policy-map-name>] lMoka3biBaeT kKapTy nonnTuk QoS

show mls qos {interface [<interface-id>] [policy | Noka3biBaeT KoHdUrypaumio QoS Ha nopty
queuing] | vlan <vlan-id>}

18.3. Mpumep QoS
Mpuwmep 1:

Heobxoaumo Bknountb hyHKLMIO QOS, N3MeHUTb Beca BbIXOAHbIX ovepenen Ha nopTty Ethernet
1/0/1 Ha 1:1:2:2:4:4:8:8, TakkXe YCTaHOBWUTb Ha MOPTYy pexum posepuTtenbHoro CoS 6e3
n3meHeHuna 3Ha4yeHna DSCP u yctaHoBUTL 3HayeHne CoS no yMonyaHuio paBHbIM 5.

OT1anbl KOHUYpUpOBaHUSA ONUCaHbl HAXE:
Switch#config
Switch(config)# mls qos queue wrr weight 11224488
Switch(Config-If-Ethernet  1/0/1)#mls qos trust cos
Switch(Config-If-Ethernet1/0/1)#mls qos cos 5

Pe3ynbTaTt KOHpuUrypawmm:

Korga B obuem pexunme BkitoveH QoS, Anst BbIXOAHbLIX oYyepenen nonoca nponyckaHusa ans
Kaxaoro nopta nogeneHa B nponopuun 1:1:2:2:4:4:8:8. Korga nakeTbl, MMelowme napameTp
CoS, npuxogat uyepe3 nopt Ethernet 1/0/1 vm Ha3HavaeTca BHYTPEHHUN NPUOPUTET B
COOTBETCTBUM CO 3HayeHmem CoS. 3HaudeHua CoS oT 1 A0 7 COOTBETCTBYKT ovepensm
1,2,3,4,5,6,7.8 cooTBeCTBEHHO. ECnn BXOAAWMIN NakeT HE UMEET YCTAHOBSIEHHOMO NapameTpa
CoS, OH Mo ymMon4aHuio cYMTaeTCHd paBHbIM 5 M NakeT nomewaeTcs B odyepedb 6. Bo Bcex
npoxogdawmx naketax aHadyeHme DSCP He meHsieTcs.

Mpumep 2:

Ha nopty Ethernet 1/0/2 Heob6xoaMmo yCTaHOBUTb MONIOCY AN MakeToB M3 CerMeHTa
192.168.1.0 B 10 M6uT/C ¢ gononHuTensHon nonocon B 4 Méut. Bce nakeTbl, NpeBbilatoLwme
3Ty nonocy, 6yayT cOpoLueHbl.

OTanbl KOHPUrypaLmm nokasaHbl HAXeE:
Switch#config
Switch(config)#access-list 1  permit 192.168.1.0 0.0.0.255
Switch(config)#class-map c1
Switch(Config-ClassMap-c1)#match access-group 1
Switch(Config-ClassMap-c1)#exit
Switch(config)#policy burst 1 4000
Switch(config)#policy-map p1
Switch(Config-PolicyMap-p1)#class c1
Switch(Config-PolicyMap-p1-Class-c1)#policy 10000 burst-group 1
Switch(Config-PolicyMap-p1-Class-c1)#exit
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Switch(Config-PolicyMap-p1)#exit
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Switch(config)#interface ethernet 1/0/2

Switch(Config-If-Ethernet1/0/2)#service-policy input p1
PesynbtaTt KOHUrypauum:

Jluct poctyna ¢ umeHem 1 HacTpoeH ansa Bbibopkn cermeHTa 192.168.1.0. ®dyHkuma QoS
BKNtoyeHa rnobanbHo. Co3paHa kapTta knaccoB ¢ MmeHem c1, nuct ACL 1 BknioveH B KapTy
knaccoB. CosgaHa rpynna burst 1 onpegendiwowas MakcumanbHbln Benneck Tpadduka,
npesbilwatowero rapaHTupoBaHHyto nonocy CIR. CosgaHa apyrad kapta nosiMTuUK ¢ UMeHem pl.
Kapta p1 ccbinaetca Ha KapTy cl1. YcTaHOBMNEeHbl COOTBETCTBYHOLLME MOAUTUKU AN
OrpaHMyeHus NosioChbl U AOMOSHUTENBHbIX PaclUMpeHun. 3Ta KapTa NoNTUK NpUMEHEeHa Ha
nopty Ethernet 1/0/2. lMocne Toro, Kak BbilleyKa3aHHble HACTPOWKM caenaHbl, nonoca Ang
nakeTtoB n3 cermeHta 192.168.1.0, npoxogawmx yepes nopt Ethernet 1/0/2, yctaHoBneHa B
10 M6uT/c ¢ gononNHUTENBHbLIM pacwmnpeHmemM B 4 M6uT. Bce nakeTbl, npeBbIWatoWLnE AaHHbIE
YyCTaHOBKM B A@HHOM cermeHTe, 6yayT oTOPOLLEHbI.

Mpumep 3:

Kak nokasaHoO Ha puUCyHKe, BHYTpM OoTMedeHHOM obnacTtu, HaxoguTtca QoS aomeH, SwitchA
KrnaccuuumpyeT pasnnyHblin Tpadurk U Ha3HayvaeT pa3nuyHble npuoputeTsl IP. [na npumepa,
yctaHoBuMm npuoputeTr CoS ana naketoB u3 cermeHta 192.168.1.0 paBHbIM 5 Ha nopty
Ethernet1/0/1 (ycTaHOBMM BHYTpeHHUI npuopuTeT paBHbiM 40 1 NO YMONYaHWUIO TPaHCAALMIO
BHYTpeHHero npuoputeTa B dcsp kak 40-40, cooTBeTcTByoWwmin IP-npuoputeT pasHbiM 5). lMopr,
noakn4veHHbln K SwitchB — TpaHkoBbin. Ha SwitchB nopt Ethernet 1/0/1, nogknto4eHHbIN K
SwitchA HacTpoeH Kak aoBeputenbHbIi dscp. Takum obpa3zom BHyTpy obnactn QoS nakeTbl €
pasnuyHbiMKU npuoputeTamn OyayT pacnpefenAaTtbCa B pasfvyHble oyepeayn WM nony4yaTb
COOTBETCTBYIOLLLYO NOJSIOCY Nepeaayn.

:[lomeH QOS

T KommyTtarop C

Kommyjafép B

1/0/1
>
E:S KommyTtarop A
1/0/1

PucyHok 18-7. Tunosas Tononorus QoS
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OTansbl KOHCbI/IpraLI,I/II/I ONMnCaHbl HNXe:

KoHdurypaumsa QoS Ha SwitchA:

Switch#config

Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map c1
Switch(Config-ClassMap-c1)#match access-group 1
Switch(Config-ClassMap-c1)#exit

Switch(config)#policy-map p1
Switch(Config-PolicyMap-p1)#class c1
Switch(Config-PolicyMap-p1-Class-c1)#set ip precedence 40
Switch(Config-PolicyMap-p1-Class-c1)#exit
Switch(Config-PolicyMap-p1)#exit

Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#service-policy input p1

KoHdurypaums QoS Ha SwitchB:

Switch#config

Switch(config)#interface ethernet

1/0/1

Switch(Config-If-Ethernet1/0/1)#mls qos trust cos

18.4. YcTpaHeHue HencnpaBHocTten QoS

HoBeputenbHbin  pexum cos M EXP  MoxeT wucnonb3oBatbCss € gpyrumu
O0BEPUTENBHLIMU PEXMMaMUN NN KapTON NOSINTUK.

[loBepuTesbHbI pexuM dscp MOXeT MCMONb30BaTbCs C APYrMMU LOBEPUTENbHLIMU
pexvMaMm Unun KapTor NONMTUK. DTa KOHpUrypaumus npumeHaeTca ansi naketos |IPv4 n
IPv6.

[loBeputenbHble pexumMbl exp, dscp M €O0S MOryT ObiTb CKOH(UrypupoBaHbl
oAHoBpeMeHHO. [MprnoputeTbl No cTapwnHcTBy: EXP>DSCP>COS.

Ecnn ckoHdurypuposaH guHammnydeckmn VLAN (MAC VLAN/ronocoson VLAN/VLAN
noacetn IP/VLAN-npoTokona), Torga 3HadyeHne COS pgna naketa paBHO 3HAYEHUIO
COS ana anHammnyeckoro VLAN.

KapTa nonMtuku MoOXeT ObiTb MpuBSi3aHa TOMbKO KO BXAAWEMY HamnpasleHuto,
BbIXOAsLLEe HarnpaBrieHne He NoAAepXnBaeTcs.

B HacTosilee BpemMsA He peKoMeHAyeTCA OAHOBPEMEHHO UCNOMb30BaTb KapTbl MOUTUK
Ha VLAN u Ha ero nopTy.
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19. NEPEHAMNPABJIEHUE NMOTOKOB

19.1. O6wme cBeaeHUA O NnepeHanpaBrieHUU NOTOKOB

DYHKUMSA nepeHanpaBneHns NOTOKOB NO3BONSAET KOMMYyTaTopy nepefaBaTb (PperiMbl AaHHbIX,
npumMmeHas Hekune ycnosus (onpepensemole ACL) Ha gpyron nopT. @permbl o crneumanbHbIMy
YCMOBUAMU Ha3bIBAOTCA KIIAaCCOM MNOTOKA, BXOAALMW MOPT LaHHbIX Ha3blBaeTCA MOPTOM
WUCTOYHMKA MepeHanpaBieHus, a OornpefesieHHbld BbIXOOHOW MOPT — MNOPTOM MPUEMHUKA
nepeHanpasneHnsa. OO6bIMHO €CTb fABa BuMAA MPUMEHEHMA NepeHanpaBneHns MNOTOKOB:
1) MopakntoyeHne aHanuaaTopa NoToka (Hanpumep, cHuddepa) unu yaaneHHOro MoHuTopa K
NopTy NPUEMHUKY NepeHanpaBneHns Ana KOHTPONA 1 ynpasBreHus CeTblo, @ Takke ANarHoCTuku
npobnem Ha cetu; 2) CneuunanbHble NpaBuna nepegayvn Ans cneumanbHbIX TUNOB PperimoB
OaHHbIX.

KommyTaTop MOXEeT Ha3Ha4aTb TOJIbKO OOUH NMOPT — NPUEMHUK AA OANHAKOBbIX KIilaCcCoOB
MOTOKOB Ha MNOPTY-UCTOYHUKE, B TO BpEMA KaK OJ14 Pa3JINYHbIX KJ1aCCOB NMNOTOKOB HA MNMopTy
NCTOYHUKE MOXHO Ha3Ha4YnNTb pa3JinyHbi€ NOPTbl — NMPUEMHUKN. OaounHakoBbIN KIlacc NoToka
MOXeT NPUMEHATLCA Ha Pa3JINYHbIX MOPTaxX — UCTOYHUKAaX.

19.2. KoHcurypupoBaHue nepeHanpaBrieHUs1 NOTOKOB

1. KoHurypmpoBaHue nepeHanpasneHns NoTOKOB.
2. [poBepka TekyLLen KOHUrypaLmmn nepeHanpasneHns NoTOKOB.

1. KoHurypupoBaHne nepeHanpasfieHNa NOTOKOB.

KomaHpga OnucaHue

Pexxum KoHcurypmpoBaHus nopTta

access-group <aclname> redirect to interface [Ethernet | OnpepeneHue
<IFNAME>|<IFNAME>] nepeHanpasfieHNd MNOTOKOB Ha
NnopTy; KOMaHAa «no access-
group <aclname>  redirect»
nucnonb3dyeTca pnsa  ynaneHua
nepeHanpasneHnsa NOTOKOB

no access-group <aclname> redirect

2. [MpoBepka TekyLuen koHpUrypaLmy nepeHanpaBneHns NoTOKOB.

KomaHaa OnucaHue

Pexum agMuHuUcTpaTopa/pexxum rno6anbHOro KoH(UrypupoBaHus

show flow-based-redirect {interface [ethernet <IFNAME> | [loka3biBaeT uWHOpPMaUUIO O
[<IFNAME>]} TeKyLlen KOHpurypauum
rnepeHanpaBfeHnsa MOTOKOB Ha
nopTy/yctponcrsee
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19.3. NMpumepbl nepeHanpaBrieHUA NOTOKOB
Mpumep:

TpeboBaHuA nonb3oBaTena K KOHGUrypauum COCTOST B CReaylolem: nepeHanpasneHue
dpenmos ¢ ncxogawmm IP-agpecom 192.168.1.111, npuHnmaembix Ha nopTy 1, Ha nopT 6.
N3meHeHna KoHdurypauuu:

1. Hactporika nucta poctyna. YcnoBua Bblbopkn — |IP-agpec MWCTOYHMKA —
192.168.1.111.

2. MpumeHnTb NepeHanpaBneHne 3Toro NoToka Ha nopty 1.
Mpouenypa KoHurypaumm:
Switch(config)#access-list 1  permit  host 192.168.1.111
Switch(config)#interface ethernet 1/0/1

Switch(Config-If-Ethernet1/0/1)# access-group 1 redirect to interface ethernet 1/0/6

19.4. YcTpaHeHue HeMcrnpaBHOCTEN NepeHanpaBrieHUs NOTOKOB

Ecnu koHdwurypaumsi nepeHanpaBneHusi notoka He paboTaeT, npoBepbTe cregylolme
MPUYMHbI, KOTOpPbIE MOTYT BbI3bIBaTb NPOGEMBI:

e Twn notoka (NMUCT focTyna) MOXeT ObiTb TONBLKO CNeayowmMx BUAOB — CTaHOAPTHbIN
ACL, pacwupeHHbin ACL, wnMeHOBaHHbIn pacwmpeHHbin ACL, WMEHOBaHHbIN
ctaHpapTHbin ACL, ctaHgapTHbii IPv6 ACL n nmeHoBaHHbIM ctaHgapTHbIn IPv6 ACL.

e [lapameTpbl BpeMEHHOro AuanasoHa M auanas3oHa MOPTOB He MOryT ObiTb 3afaHbl
nucTom goctyna. Tun nucta Aoctyna fosixeH 6biTb permit.

e [lopT nepeHanpaBneHus B yHKUMM NepeHanpaBreHnst MOTOKOB [OSKeH ObiTb
1000 MowuT.
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20. KOH®OUTYPUPOBAHUE SELECTIVE QINQ

20.1. O6wume cBegeHuns o selective QinQ

20.1.1. TexHonorusa QinQ

TyHHenb Dot1q, kKoTopbli Tak Xe Ha3sbiBatoT QinQ (802.1Q-in-802.1Q) asnaeTca paclwumpeHnem
ctaHpapTta 802.1Q. OcHoBHas MAaesa 3akmnyaeTcs B ynakoBke MeTkU KnueHTckoro VLAN
(CVLAN tag) B meTky VLAN pepxaTtens cepsuca (SPVLAN tag). NakeT ¢ asyms metkamm VLAN
nepegaeTcs Yyepes MarucTpasbHylo ceTb NpoBanaepa Ans nNpefocTaBneHns nosb3oBaTenam
NPOCTOro TyHHeNs 2-ro ypoBHA. OTO MPOCTO U NErko Ans ynpasrieHns, peanu3yemMo TOSbKO
CTaTM4eCKOWN KOHpurypaumen n oco6eHHO XOpPOLLIO NPUMEHUMO AS151 ManeHbKUX O(PUCHbIX ceTen
n HebonbLmx ceten BToporo ypoeHs (METRO) ncnonb3ylowmx KOMMyTaTopbl 3-ro0 YpOBHA Kak
MarucTpanbHble yCTPOUCTBA.

CywectByeT gBa Tvna QinQ: Basic QinQ u Selective QinQ. MNMpuopuTteT selective QinQ Bbiwe,
yeM basic.

20.1.2. BasicQinQ

Basic QinQ 6as3upyetcs Ha nopty. lNocne koHdurypauum QinQ Ha nopTy, UMEKT nu
NpYHMMaeMble nakeTbl MeTKY UK HeT, yCTPoMCTBO yrnakoBbiBaeT VLAN no ymonyaHuio B NakerT.
Mcnonb3oBaHue 6a3oBoro QinQ npocTo, HoO meTop, yctaHoBkM MeTkn VLAN’a He selective.

20.1.3. Selective QinQ

Selective QinQ 6a3npyeTca Ha NOToKe AaHHbIX. OH NpoBepsAET, COAEPXUT NN NAKET BHELLHIOW
METKY M YNakoBbIBAET CTOSIbKO BHELIHMX METOK, CKOSIbKO MX MpuUCyTCTBYeT B noToke. [Ons
npumepa: peannsauunsa BO3MOXHocTen selective QinQ B cOOTBETCTBUM C NMOSb30BaTENbCKUMU
metkamn VLANa, MAC-agpecamun, Ipv4/IPv6-agpecamu, Ipv4/IPv6-npoTtokonamm w
naeHTudmrKaTopamy nOpTOB MPUIOXEHUA U T.4. TakuMm obpa3oM, OH MOXET YynakoBbiBaTb
BHELUHWE METKM AJ19 NaKeTOB Y MPUMEHSTb Pa3fuyHble CXeMbl ANS pa3fnyHbIX Nofb3oBaTenen
N1 MeToaoB.

20.2. Hactpouka selective QinQ

Mpun ncnonb3oBaHuu selective QinQ NOTOK AaHHbLIX MCNONb3YeT ANA nepefayn npasuna KapTbl
nonntuk QoS.

1. CosgaTb KapTy KIaccoB Ans Knaccnudukaumm pa3nmnyHbiX MOTOKOB AaHHbIX.

2. Coszpgatb KapTy nonutuk selective QinQ ansa cBA3M C KapTOW KNaccoB M HaACTpPOUTb
COOTBETCTBYHOLLME OMNEpaLN.

3. MpueaszaTtb kapTy nonutuk selective QinQ k nopty.
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1. KoHurypmnpoBsaHue kapTbl KNaccos.

KomaHpa

OnucaHue

PexuM rnob6ansHoro KOHpUrypupoBaHus

class-map  <class-map-name>

no class-map <class-map-name>

CospaHune KapTbl KJlaCcCoB U BXO4 B
PEXUM KapTbl KJjlaCcCoB, KOMaHAa «no»
yAanAaeT KOHKPETHYH0 KapTy KiacCoB

match {access-group <acl-index-or-name> | ip
dscp <dscp-list>| ip precedence <ip-precedence-
list>] ipv6 access-group <acl-index-or-name>|
ipv6 dscp <dscp-list> | ipv6 flowlabel <flowlabel-
list> | vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip
precedencel|ipv6 access-group| ipv6 dscp | ipv6
flowlabel | vlan | cos}

HacTpovika ctaHgapTHoro Habopa kapThbl
KnaccoB (knaccundpmkaums noToka
DaHHbIX no nucty goctyna, CoS, VLAN
ID, npuoputety IPv4 unn DSCP wu T.4.
Ona kapTel knaccos); KomaHga «no»
ypansiet onpeaeneHHbIn Habop
CTaHaapToB

2.

KoHduryprpoBaHue KapTbl nonuTtuk selective QinQ.

KomaHpga

OnucaHue

Pexum rnob6anbHOro KOH¢UrypmpoBaHus

policy-map  <policy-map-name>

no policy-map <policy-map-name>

Co3paHve KapTbl MOMUTUK U BXOA, B
PEXUM KapTbl MOMUTMK, KOMaHAa «no»
yAansieT yKkasaHHy KapTy NONUTUK

class <class-map-name>
map- hame>]

[insert-before <class-

no class <class-map-name>

Mocne TOro, Kak KapTa MONUTUK
co3paHa, oHa MOXeT ObITb NpMBA3aHa K
kKnaccy. KomaHga «nho» ypgansaer
yKa3aHHY0 KapTy KaccoB

set {s-vid <new-vid> | c-vid <new-vid>}
no set {s-vid | c-vid}

YkasaHue BHellHen meTkn VLAN’a ansa
KnaccmumumpoBaHHOIo Tpadmka.
KomaHnga «no» OTMEHSET onepauuto

3.

MpuBa3ka kapTbl NoNMTUK selective QInQ k nopTy.

KomaHpa

OnucaHue

Pexum KoHcUurypuposaHus nopra

service-policy input <policy-map-name>

no service-policy input <policy-map-name>

MNpumeHseT KkapTy MNOAMTUK K MNOpTY.
KomaHga «no» OTMEHSIET NpUMEHeHue
yKa3aHHOMN KapTbl NONUTUK K MOPTY
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4. Tloka3sblBaeT NpUBA3KY KapTbl NONUTUK selective QinQ K nopTy.

KomaHpa OnucaHue

Pexnm agmmHucTpatopa

show mls qos {interface [<interface-id>] Moka3sbiBaeT KoHdurypaumto selective QinQ
Ha nopTy

20.3. NMpumep npumeHeHuns selective QinQ

[opoackas ceTb
YPOBHA Agpa

Ter|1001{1001
Ter{2001/2001
Ter|3001/3001

SR
Ter[1002]1001
' Ter|2002[2001
Ter[3002[3001
KommyTartop B

BKE TOPOACKOM CaTH
B nnaTtdopmy

Ter[1001
Ter|1001 Ter 2001
Ter|2001 Ter[3001
Ter[3001

% DSLAM2

PucyHok 20-1. Tononorusa npyumeHeHus selective QinQ

Kak noka3aHo Ha pucyHke, nepBbii nofnb3oBaTtesb ncnonbdyet Tpu VLAN’a ¢ metkamun 1001,
2001, 3001 cooTtBetcTBeHHO Ha DSLAM1. VLAN1001 cooTBeTCTBYET LUMPOKOBELLATENbHON
cetn, VLAN2001 cootBetctByeT Client Services, VLAN3001 cooteBetctByer VOIP. Ha
COOTBETCTBYIOLLEM MOPTY CeTU, nmetowem GyHkumMo QinQ, naketbl 6yAyT ynakoBbIBaTbCH
pa3nuMyHbIMKU BHEWHUMU MeTKkamMmn B cooTBeTCcTBUM ¢ VLAN ID nonb3osatens. MNakeT ¢ MeTkoun
1001 6yneT nakoBaTbCA AOMNOMHUTENBbHON BHewHen meTkon 1001 (3Ta MeTka yHuKanbHa Ha
AaHHOW ceTn), 1 No Hew ByaeT knaccuduumpoBaH Ha yctponctee BRAS (UeHTp xpaHenus
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KoHdurypaumm). Maketbl ¢ meTkamn 2001 (nnmn 3001) 6yayT nakoBaTbcs BHewwHen meTkoin 2001
(vnm 3001) n knaccnduumpytoTca Ha ycTporcTee SR B cOOTBETCTBUM C NpaBuiaMmn NOTOKOB.

BTopon nonb3oBatenb MOXET uCnoNnb3oBaTbh pa3snuyHble MeTkn VLANoB Ha DSLAM2.
3amevaHune: npumeHsaemble MmeTkn VLAN’OB Ans BTOporo nonb3oBaTtenia MoryT ObiTb TaKUMM Xe,
KaK gna nepBoro nonb30oBaTens U NakeTbl C 3TUMU MEeTKaMU TakK Xe MaKylTCa BO BHELLHIOK
MeTKy. Ha pucyHKe Bbllle, BHELLHAA MeTKa ANng BTOPOro nosib3oBaTensa oTnMyaeTca OT METKU
nepBoro nonb3oBaTenss B COOTBETCTBUM C pacrnonoxeHnem DSLAM u pacnonoxeHuem
nonb3oBaTend.

Ecnn notok gaHHbix DSLAM1 naget yepes nopt1 Switch A, KoHurypauus, cnegyoLias:
Switch(config)#class-map c1
Switch(config-classmap-c1)#match vlan 1001
Switch(config-classmap-c1)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vian 2001
Switch(config-classmap-c2)#exit
Switch(config)#class-map c3
Switch(config-classmap-c3)#match vlan 3001
Switch(config-classmap-c3)#exit
Switch(config)#policy-map p1
Switch(config-policymap-p1)#class c1
Switch(config-policymap-p1-class-c1)# set s-vid 1001
Switch(config-policymap-p1)#class c2
Switch(config-policymap-p1-class-c2)# set s-vid 2001
Switch(config-policymap-p1)#class ¢3
Switch(config-policymap-p1-class-c3)# set s-vid 3001
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0//1
Switch(config-if-ethernet1/0/1)#service-policy input p1

Ecnu notok aaHHbix DSLAM2 nget yepes nopt1 Switch B, koHpurypaums, cnegytowas:
Switch(config)#class-map c1
Switch(config-classmap-c1)#match vlan 1001
Switch(config-classmap-c1)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-classmap-c2)#exit

Switch(config)#class-map c3
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Switch(config-classmap-c3)#match vlan 3001

Switch(config-classmap-c3)#exit
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20.4. YcTpaHeHue HeucnpaBHocTen selective QinQ

Switch(config)#policy-map p1
Switch(config-policymap-p1)#class c1
Switch(config-policymap-p1-class-c1)# set s-vid 1002
Switch(config-policymap-p1)#class c2
Switch(config-policymap-p1-class-c2)# set s-vid 2002
Switch(config-policymap-p1)#class c3
Switch(config-policymap-p1-class-c3)# set s-vid 3002
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0/1
Switch(config-if-ethernet1/0/1)# service-policy input p1

Ecnu npasuna selective QinQ He moryT 6biTb NPUBA3aHbI K NOPTY, NMPOBEPbLTE HET N1 Npobnem,
BbI3BaHHbIX CMEAYOLWMMU MPUYNHAMMU:

MNposepbTe, nopaepxunsaetca nu selective QinQ ckoHUrypmpoBaHHbIMU KapTamu
KaccoB 1 MONUTKK.

Y6eantech, YTo NUCTbI AOCTYMNA BKHOYAOT paspeluatolime npasuna B KapTe Krnaccos,
UMerLMX NNCTbI AOCTYNa.

[MpoBepbTe, YTO KOMMYTATOP UMEET JocTatoyHo namaTn TCAM ansa nepegaym ceazen.
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21. KOHOUIYPUPOBAHUE ®YHKLUN 3-TO YPOBHHA

KommyTaTop noanepXxunBaeT TONMbKO BTOPOW YpPOBEHb Nepeagpecaunmn, HO MOXHO HacTpouTb
TpeTUin YpoBEHb yNpaBneHnsa nopTomMm ANnd CoOeguHeHUsa BCeEX BUOOB MPOTOKOSIOB ynpaBneHus
Ha ocHoBe IP-npoTokona.

21.1. UHTepdenc 3-ro ypoBHs

21.1.1. HayanbHble cBeaeHUst 06 nHTepcencax 3-ro ypoBHs

B kommyTaTopax MmoxeT 6biTb co3aaH uHtepdenc 3-ro yposHsa. OH siBNsieTca He PU3NYecKum
UHTepdencom, a BupTyanbHbiM. VIHTepdenc 3-ro ypoBHs ctpoutca Ha uHtepdence VLAN.
NHTepdenc ypoBHa 3 MoxeT cogepxaTb OAMH unn 6Gonee wWHTepencoB YpoBHS 2,
npuHaanexawmx ogHomy n Tomy xe VLAN, nnbo He cogepxaTb nHtepdgencos yposHa 2. Mo
KpanHen mepe, oavH U3 MHTEPdENCOB YPOBHA 2, coaepXalimxcsa B nHTepdence yposHa 3,
[OnXeH 6bITb BKMNOYEH (HaxoauTbes B cocTosHum UP) — Ttoraa 6ypet BKNOYEH u nHtepdgenc
ypoBHsi 3. B npoTMBHOM cnyyae nHtepdeinc yposHa 3 6yaeT BbikntoyeH (byaet HaxoanTbes B
coctoaHun DOWN). KommyTtatop MoxeT ucnosnb3oBaTbh |IP-agpeca, yCTaHOBMEHHblE Ha
nHTepdencax 3-ro ypoBHs, AN KOMMyHMKaLMM C ApYrMMu YCTporucTBamu Yyepe3 IP-npoTokorn.
KommyTaTop MoXeT nepecbinaTh IP-nakeTol Mexay pasHbiMu nHtepdencamm 3-ro ypoBHs.

21.1.2. HacTtpounka nHtepcpenca 3-ro ypoBHs

MNocnepoBaTenNbHOCTb HACTPOWNKN HTepdenca 3-ro ypoBHS:

1. Co3paHue nHtepdgenca 3-ro ypoBHs.
2. Hactpowka onuncanuns VLAN-uHTepdeinca.

1. Co3paHue nHtepdgenca 3-ro ypoBHs.

KomaHaa OnucaHue

Pexum rnob6anbHOro KOH(UrypmpoBaHus

interface vlan <vlan-id> Coszpanne VLAN-nHtepdenica (VLAN-nHTepdenc — ato
nHtepcenc 3-ro ypoBHSA); KOMaHOa «noy» ypanseTt

no interface vlan <vlan-id> . N
VLAN-MHTEp(ENC, CO30aHHbIN HA KOMMYyTaToOpe

2. Hactpowka onncanns VLAN-uHTepdenca.

KomaHaa OnucaHue

Pexum koHdurypuposaHusa VLAN-uHTepcenca

description <text> HacTtpoiika onucanus
VLAN-uHTepdenica. KomaHaa «no» yb6epeT

no description
P onucaHne VLAN-uHTepenca
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21.2. HacTpouka npoTtokona IP

21.2.1. BBeaeHue B IPv4, IPv6

IPv4 — 3710 TekyLias Bepcus rnobanbHoro yHusepcasnbHoro NHTepHeT-npoTtokona. MNpakTtuka
Jokaszana, 4to IPv4 aenseTtcsa npocTbiM, MTMOKUM, OTKPbITbIM, MOLLHbIM, @ TaKXe NErkum B
peanusauun npotokonom. OH ob6nagaeT Xxopoweln COBMECTUMOCTbIO C  pPasfnun4YHbIMU
NPOTOKONaMU BEPXHErO U HUXHEro ypoBHen. XoTs IPv4 noyTM He MeHANcAa ¢ MOMeHTa ero
nossneHna B 80-x rogax, OH MPOAOSIXaeT pacrnpoCTpaHATLCA NO BCEMY MUPY BMECTe C
pacnpocTtpaHeHnem MHTepHeT. OgHako No mepe pocta MHAPaCTpyKTypbl IHTEpHET n ycnyr,
ncnonb3yrwmnx MHTepHeT-NnpunoXeHnd, BbIABAAIOTCA U HEKOTOpPblE HeOOCTaTKU NpoToKona
IPv4, cBsizaHHble ¢ MacuTabom 1 CNOXHOCTbIO CErogHsLIHero VIHTepHeTa.

IPv6 — 9aT1O0 wWwectas Bepcus WHTepHeT-NpoTokona, crepywouwee ero nokoneHve. |Pv6
paspabotaH IETF un ponxeH 3amMeHWTb UCMNONb3yeMbll B  HacTosllee Bpems
NHTepHeT-npoTokon Bepcumn 4 (IPv4). IPv6 6bin pa3paboTaH cneuuanbHO Anst Toro, 4Tobbl
NMKBUOMpOBaTb HexBaTKy agpecoB |IPv4, npenaTcTByOLWy0 AanbHENWeMy pa3BUTUIO
NHTepHerT.

Hanbonee BaxHass npobnema, kotopas pelwieHa B IPv6 — 310 gobaBneHne AoCTaTOYHOro
konuyectBa IP-agpecoB. 3anac apgpecoB IPv4 noytv ncyepnaH, B TO BpeMs KakK 4MUCIO
nonb3oBaTtenen WHTepHeT pacteT B  reomeTpuyeckon  nporpeccun. O6beMbl,
npepocTtaBnaemMblx WHTepHeT-ycnyr n 4ucrio NpuKNagHbIX YCTPOMCTB, MPOAOSKAKT pacTu
onepexawLwmMmn TemnamMm (gomaluHve n Manble oucHble ceTu, IP-TenedoHus, TepmuHansl
6ecnpoBogHOro MHGOPMAaLMOHHOrO 0bcnyxmnBaHus, ucnonb3yowmue MHTepHet u T. 4.). B
pe3ynbtate Tpebyetca Bce 6Gonbliee KonmyecTtBo |IP-agpecoB, npenocTaBnATb KOTopble
CTaHOBUTCA Bce Gonee 3aTpyaHuTenbHo. Pabota no npeoponeHuto HexBaTku IPv4-agpecos
Benacb Aosiroe Bpems; Oblnn NpeanoxeHbl pasnuyHble TEXHOMOMNK, NO3BONALLME NPOANUTL
CpOK aKcnnyataumu, cywecTsytowen |Pv4-nHdpacTpyKTypbl, B TOM YMCne TPaHCHAUMS CeTEBbIX
agpecoB NAT (Network Address Translation), TexHonorna CIDR (Classless Inter-Domain
Routing) n 7. 4.

Xota coyeTtanme CIDR, NAT un 4yacTHbIX aapecoB BPEMEHHO CMArYMio npobnemMbl HexBaTKu
IPv4-agpecoB, NAT-TexXHOSOrMs paspyLunna Mogenb «u3 KoHua B koHely (end-to-end), koTtopas
ABMANacb NepBOHaYanbHOM Lenblo 3ambicna IP, caenaB Heo6XxoaMMbIM A1A NPOMEXYTOYHbIX
MapLpyTn3aTopoB MoadepXaHne craTyca Kaxgoro COeAVHEHUS, YTO 3HaYUTesrbHO
yBenuuMBaeT 3aePXKN B CETU U CHUXaeT NPou3BOAMTENBHOCTb ceTU. KpomMe Toro, TpaHcnaums
CEeTEBbIX aApeCOB NaKeTOB AaHHbIX NPENSTCTBYET nNpoBepke 6€30MacHOCTN COEQUHEHUA «U3
KOHLA B KOHEL, 3arofioBoK ayTeHTudunkauum IPSec — aBHbIN npumep.

MoaTomy, 4TO6bI KOMMNJIEKCHO peLwnTb BCE BMAbI Npobnem, cywecteyowmx B IPv4, cnepytowee
NnokoneHne uHTepHeT-npoTokona IPv6, paspabotaHHoe I|ETF, cTano eavHCTBEHHbIM
BO3MOXHbIM peLLeHMEM B HacTosLLee BpeMS.

Mpexae Bcero, 128-6utHaa cxema agpecaummn npotokona IPv6 rapaHTMpoBaHHO obecneunBaeT
AocTaToyHoe 4ncrno rnobanbHO yYHUKanbHbIX IP-agpecoB ans y3noe rnobanbHomn IP-cetn — u
Nno BPEMEHWU, N B MPOCTPaHCTBE. Kpome yBenM4YeHnsa agpecHoro NpocTpaHcTea npoTtokon IPve
ynydwaeT MHOTMe Apyrue BaxHble acnekTbl IPv4.

Nepapxmyeckan cxema agpecaumm obneryaet obbeguHeHwe MapLupyToB, 3d(EKTUBHO
CHMUXaeT KONMUYECTBO 3anucen Tabnuubl MapwpyTusaumm u ynydwaeTt 3¢pEeKTUBHOCTb
MapLpyT13auumn n 06paboTkn NakeToB AaHHbIX.

Mo cpaBHeHuto ¢ IPv4, KOHCTpyKUMs 3aronoBka IPv6 6onee coBeplueHHa. 3aronoBoK coaepXuT
MeHbLUEe MNoSien AaHHbIX, U3 Hero M3bAta KOHTPOSibHas CyMMa, YTO yBenuuumBaeT CKOPOCTb
06paboTkn ocHoBHOro 3arosioBka IPv6. B 3aronoeke IPv6 none cparmMeHTa MoXeT ObiTb
NMOKasaHoO KakK [OMOSIHUTENIbHOE pacluMpeHHoe rMorie, no3Tomy 6Oonbwe He 6Oypet
HeobXxoAMMOCTM B (pparmMeHTaumMM MakeTHbIX [aHHbIX B Mpouecce WX nepejayun B
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MapLpyTtusatope. Kpome Toro, apekTMBHOCTb paboTbl MapLupyTM3aTopa MoBbILIAETCH 3a
cyeT MexaHu3ama o6HapyxeHua wmapwpyta MTU (Path MTU Discovery Mechanism)
paboTatoLero ¢ UICTOYHNKOM NaKeTHbIX AAaHHbIX.

MognepxunBaetca aBTomaTnyeckasa HacTponka agpeca un Plug-And-Play. BonbLuoe Konnyectso
XOCTOB MOTYT NIerko HanTu ceTeBble MapLUpPyTU3aTopPbl MCNONb3ysa (OYHKLMI0 aBTOMATUYECKOMN
KoHGurypauum IPv6, aBTomMaTtudecku nonyyasa rnobanbHo yHukanbHble IPv6-agpeca, 4yto
Jenaet yCcTponcTBa, ncnonbaytowme npotokon IPv6, yctponcteamu Plug-And-Play. ®yHkuus
aBTOMaTU4eCKON HaCTPOWKM ajgpeca, TaK Xe JenaeT nMpouecc CMeHbl agpecoB B
CYLLECTBYIOLLEN CETU NpoLLe n yaobHee, agMUHMCTpPaToOpam CeTu NpoLLe NepexoauTb OT OAHOro
nposangepa K Apyromy.

Mopnepxka IPSec. IPSec obssateneH B IPv6, B otnuune ot IPv4. IPv6 obGecneunBaet
pacLUMpPEHHbIV 3aronoBok 6e30nacHOCTU, KOTOpbIN obecneymBaeT cepBUChbl 6€30NacHOCTU «U3
KOHLLA B KOHEL», Takne Kak KOHTPONb JOCTyna, KOHPUAEHLMANbHOCTb U LENOCTHOCTb AaHHbIX,
cnepoBaTeNbHO, AenaeT Mpolle peanu3aumio MexaHUM3MOB LUMAPOBAHUA, MNPOBEPKM U
BUpTYyanbHbIX YacTHbIX ceTen (VPN).

YnyJweHa noaaepxka MobunbHbiX [P-yCTponcTB 1 MOOBUSIbHBIX BbIYMCIMTENBbHbBIX YCTPOWUCTB.
MobunbHbii  IP-npoTokon, onpeaeneHHbin ctaHgaptom |ETF, o6ecneunBaeTr paboty
MOBUNBHbIX YCTPOWCTB B ABUXEHUM 6€3 pa3pbiBa CyLLECTBYOLErO CoeAnHeHNs. JTa ceTeBas
pyHKUMS npuobpeTaeT cenyac Bce 605bLUYH0 BaXHOCTb. B oTnnyune ot IPv4, mobunbHocTb IPV6
obecneuynBaeTcst BCTPOEHHbIM aBTOMATUYECKNUM KOHUIYpUpOBaHUEM Af1si NONyYeHus agpeca
nepepauyn (Care-Of-Address). NMoatomy npu ucnonb3oBaHun IPv6 He Tpebyetca [pyroro
AreHTa. bonee TOro, nNpu TakOM CBS3blBaHMM BKIoYaeTca KoppeCnoHAeHTCKuA y3en,
cBA3biBaOWMNCA ¢ MobusbHbIM y3noM Hanpsamyl. OTo No3BonsfeT m3bexaTb yaopoXaHus
CUCTEMbI U3-3a TPEYronbHOro MapLpyTa, Tpebytowerocs npu IPv4.

Ypanocb u3bexatb W TpaHcnaumm ceTeBbix agpecoB. Llenbto BBegeHus NAT  6bino
NCMofib30BaHWE MeXaHM3Ma COBMECTHOIO U MOBTOPHOrO MCMOIb30BaHUS OQHOMO M TOro Xe
a[peCHOro NPOCTPaHCTBa B Pa3/INYHbIX CErMEHTax ceTh. DTOT MEXAHU3M BPEMEHHO CMsAryaeT
npobnemy HexBaTku IPv4-agpecoB, ogHako [06ABNSATCS OrpaHUYeHus, HaknagblBaemble
NpoLEeCcCOM TpaHCNAUUM afpecoB Ha CETEBbIE YCTPONCTBA U NPUITOXEHNA. Tak Kak agpecHoe
npocTpaHcTBo |IPv6 3HauuTenbHo 6onblie, TO B TpaHCnAuMW agpecoB 6onblue HeT
HeobxogumocTn. B pesynbTate, npobnembl ¢ NAT M CO CTOMMOCTbIO ee pa3BepTbiBaHUA
peLuaTCca eCTeCTBEHHbIM CNOCO6OM.

IPv6 coxpaHun v pacwmpun noaaepXxkKy CyLecTBYHLMX MNPOTOKONOB MapuwpyTtusauun IGP
(Internal Gateway Protocols) 1 EGP (Exterior Gateway Protocols). Hanpumep, npoTokonbl
mMapLpyTtnsaumm IPv6, Takue kak RIPng, OSPFv3, IS-ISv6, MBGP4+ u T.4.

PacwupeHa noppepxka Multicast n yeenuyeHo konuyectso Multicast-agpecos. PaboTtas ¢
broadcast dyHkumamn IPv4, Taknmm kak Router Discovery and Router Query, IPv6 multicast
nonHoctblo 3ameHun IPv4 broadcast B nnaHe dyHkuuin. Multicast He TONbKO 3KOHOMMT
NPOMNYCKHY CNOCOBHOCTb CETU, HO M NOBbILAET 3PEDEKTUBHOCTb CETU B LIENTOM.

21.2.2. HacTtpouka IP-npoTtokona

NHTepdpenic 3-ro ypoBHs MoOXeT OblTb HacTpoeH Kak IPv4-nHtepdenic nnbo kak
IPv6-uHTEepdeinc.

21.2.2.1. Hactpounka agpeca IPv4

1. Hactponka IPv4-agpec nHtepdenca 3-ro ypoBHsi.
2. Hactpouka wno3a no ymonyaHuio.
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1. Hactpoika IPv4-agpec nHtepdeinca 3-ro ypoBHsi.
KomaHpa Onucaxue
Pexum koHcpurypuposaHusa VLAN-uHTepcenca
ip address <ip-address> <mask> [secondary] | HacTtpoika IP-agpeca
no ip address [<ip-address> <mask>] Z(IJI_Q’:;HTep?ﬁS-C:c;drggsliaHﬂa ) r::gt;kﬂig

oTmeHseT IP-agpec VLAN-uHTepdeica

2. Hactpo#ka wino3a no ymonyaHumio.

KomaHpa

OnucaHue

Pexum rnobanbHoro koHdburypuposaHus

ip route 0.0.0.0 0.0.0.0 <A.B.C.D>
no ip route 0.0.0.0 0.0.0.0 <A.B.C.D>

HacTpoiika ctaTtuyeckon mapLupyTusaumu.
KomaHpa «no» oTMeHsAeT HaCTponKy

21.2.2.2. HacTtpouka agpeca IPv6

lMocnepoBaTenbHOCTL HACTPOWKK agpeca IPv6:

1. BbasoBas HacTpolika IPVv6.
1.1. Hactpoiika agpeca IPv6-uHtepdeica.

1.2. Hactpolika ctatuyeckon mappyTtmnsauum IPv6.

2. Hactpounka IPv6 Neighbor Discovery.

2.1. Hactpowika konu4yectBa coobuweHun DAD neighbor solicitation.
2.2. HacTtpoika nHtepBana otrnpasku coobLieHuii neighbor solicitation.
2.3. HacTtpoika ctatuueckux 3anucen IPv6-cocegen (neighbor).

2.4. YnaneHue Bcex 3anucen B Tabnuue cocepen IPV6.

1. BbasoBas HacTpolka IPv6.
1.1. Hactpoiika agpeca IPv6-uHtepdenca.

KomaHpa

OnucaHue

Pexxum koHurypupoBaHus nitepcgenca

ipv6  address  <ipv6-address/prefix-

length> [eui-64]

no ipv6 address <ipv6-address/prefix-
length>

Hactpowika IPv6-agpeca, Bknovas o6beamHsaiemble
rnobanbHble unicast-agpeca, site-local-agpeca n
link-local-agpeca. KomaHpa «no ipv6 address
<ipv6- address/prefix-length>» OTMEHSeT
IPv6-agpec
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1.2. Hactpoiika ctatuyeckon mapLupytusacmm IPve6.
KomaHnpa OnucaHwne
Pexxum rmobanbHoro KoHpurypumpoBaHusa
ipv6 Kuwyr <ipv6-prefix/prefix-length> Hactponka crtatudeckon mapLipytusaumm |[PV6.
type interface-number> | {<nexthop- MapipyTusaumio IBvo
ipv6-address> <interface-type interface-
number>}} [distance]
no ipv6 route <ipv6-prefix/prefix-
length> {<nexthop-ipv6-
address>|<interface-type interface-
number> |{<nexthop-ipv6-address>
<interface-type interface-number>}}
[distance]
2. Hactponka IPv6 Neighbor Discovery.
2.1. Hactpowika konu4yectBa coobueHun DAD neighbor solicitation.
KomaHpga OnucaHue
Pexum koHcurypmupoBaHusa nitepdenca
ipv6 nd dad attempts <value> YcTaHoBKa KosindecTBa COOOLLIEeHUH,
no ipv6 nd dad attempts OTnpaBnsemMbIX nocrnegoBsaTesibHO npu

obHapyxeHun uHTepdencom aybnukata agpeca.
KomaHga «no» BOCCTaHaBnMBaEeT 3HayeHue Mo
ymon4yanuto (1)

2.2. HacTtpoika nHtepBana otrnpasku coobLieHuii neighbor solicitation.

KomaHaa OnucaHue

Pexum koHcurypmupoBaHusa nHtepdenca

ipv6 nd ns-interval <seconds> YcTaHOBKa WHTepBana OTApPaBKM  3anpocoB

no ipvé nd ns-interval cocegaM. KomaHga «no»  BOCCTaHaBnMBaeT
3HayeHune no ymonyanuto (1 cekyHpa)
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2.3. Hactpoitka ctatudeckux 3anucen IPv6-cocepen (neighbor).

KomaHpa OnucaHue

Pexum koHcurypmuposaHusa nHtepdenca

ipv6 neighbor <ipv6-address> YctaHoBKa cTaTuyeckonm 3anucu B Tabnuue
cocepien, BKJItOYas IPv6-appec cocepa,

<hardware-address> interface
MAC-agpec 1 nopT BTOPOro ypoBHA

<interface-type interface-name>

no ipv6 neighbor <ipv6-address> Ypanexuve 3anuvcu B Tabnuue cocepen

3. YpaneHwue Bcex 3anucen B Tabnuue cocenein IPv6.

KomaHpa OnucaHue

Pexum agmuHucTpaTopa

clear ipv6 neighbors Ounctka Bcex cTaTuyeckux 3anucen B Tabnuue
cocepen

21.2.3. Nounck HencnpaBHocTen IPv6

HacTtporika BpemMeHW Xu3HuW MapLuipyTu3atopa He [ofxHa OblTb MeHblle WHTepBana
obbaBneHna MapwpyTtusatopa. Ecnm  nogkniouveHHbin PC  He nonyuyun IPv6-appec,
Heobxoanmmo npoBepuTb RA-aHOHCMPOBaHME Ha KOMMYTATOPE (BbIKIIHOYEHO MO YMOJSIHAHWIO).

21.3. ARP
21.3.1. BBepgeHune B ARP

ARP (Address Resolution Protocol — npoTokon onpeneneHua agpeca) B OCHOBHOM
ucnonb3yetca ana onpegeneHna Ethernet MAC-agpeca no IP-agpecy. KommyTaTtop
nognepXxmBaeT CTaTUYECKY0 KOHUrypaumio.

21.3.2. Cnncok 3apa4 koHdurypaumm ARP

Cnucok 3agay koHdurypaumm ARP:
1. Hactpoutb ctatnyeckun ARP.

KomaHpa OnucaHue

Pexum VLAN-uHTepdcenca

arp <ip_address> <mac_address> {interface HactpaumBaeT cTaTudeckyto 3anucb ARP;
[ethernet] <portName>} KoMaHga «no» ypanseT 3anucb ARP

no arp <ip_address> yka3saHHoro IP-agpeca
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21.3.3. Nounck HeucnpaBHocTten ARP

Ecnu He npoxoanT plng OT KOMMYyTaATOpa K yCTpOIZCTBaM, NOoAKNKOHYEHHbIM HaNnpAMyr, MOXHO
ncnonb3oBaTb cnepywoune OEencTBna ansa noucka u yCTpaHeHua BO3MOXHOM NMPUYNHbI:

o [lpoBepbTe, ecTb N1 cooTBeTCTBYIOWAA ARP-3an1ck Ha KoMMyTaTope.

e FEcnm ARP-3anucm  Het, Bknwouute oTnagky ARP  n  nocmoTtpute  ycrnosud
npuema/otnpaskn ARP-nakeToB.

e Camas pacnpocTpaHeHHas npuynHa npobnemsl — oedeKTHbIN kKabenb.
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22. HACTPOUKA  ®YHKUUU MNPEOOTBPALLEHUSA
ARP-CKAHUPOBAHUA

22.1. BBegeHue B (hyHKUMIO NpeaoTBpaweHna ARP-ckaHnpoBaHus

ARP-cKkaHMpoBaHue — 3T0 06blYHbIN cnocob ceTeBor ataku. [na Toro, 4Tobbl 06HAPYXMTb BCE
aKTMBHbIE XOCTbl B CErMEHTE CeTU, UCTOYHUK aTakm BypeT paccbinatbh 60MbLIOe KONMYEeCTBO
ARP-coobueHuin, 4to byaet 3aHMMaTb 60nbLUyH YacTb NPOMYCKHOM cnocobHocTM ceTn. MoXHO
Jaxe cpenatb aTaky 6onbwnM  KONMMYECTBOM  Tpadmka MCNonb3yss noanenbHble
ARP-coo0LeHusA, YTO NpUMBEAET K KOMMancy cet n3-3a ncyepnaHmsa nponyckHon crnocobHoCTH.
O6blyHO ARP-ckaHnpoBaHMe — 3TO MPOCTO MpPeAnochbinika K gpyron, 6onee onacHom aTake,
TakoW, Kak aBTOMaTMYeCcKoe 3apaxeHne BUPYCOM Un nocnegyouiee cCKaHnpoBaHne nopTos,
CKaHMpOBaHME yA3BUMOCTEN, HALENIEHHOE Ha XULWEHWEe MHopMaumn, ataka MCKaXeHHbIMK
coobweHnammn, DOS-ataka u T.4.

Mockonbky ARP-ckaHnpoBaHue yrpoxaeT 6€30nacHOCTM U CTabubHOCTU CETU, OYEHb BaXHO
ero npepotepatuTb. KommyTaTop obecneuvBaeT MOMHOE pelleHne Ans npefoTBpalleHus
ARP-CKaHMpoBaHuA: ecnu B CerMeHTe HauWgeH XOoCT WM  nopT C  MpU3HaKamu
ARP-cKaHMpOBaHWs, KOMMYTaTOp OTPEXET UCTOYHUK aTaku ans obecneveHunsa 6e3onacHoCTy
ceTu.

Ecte aBa metopa npepotBpalieHns ARP-ckaHMpoBaHUA: Ha OCHOBE nopTa M Ha ocHose |P.
MeTton Ha ocHoBe nopTa cumtaeT KonmyectBo ARP-coo6LieHui, nofnyyYeHHbIX ¢ nopTa 3a
onpeneneHHbIn Nepuoa, ecnn YMCcro NPEBbILWAaeT 3a4aHHbIN Nopor, NopT OyAeT BbIKIHOYEH.
MeTton Ha ocHoBe IP cuuTtaet konuyectBo ARP-coobLueHui, nonyyeHHbix oT IP-agpeca B
CerMeHTe 3a onpeaereHHbli Nepuopa, eCcrnv YUCno NpeBbIAeT 3aAaHHbIn nopor, nobon Tpaduk
oT atoro IP 6ypeT 3abnoknpoBaH oo Tex nop, noka nopT, cBA3aHHbIN ¢ IP-agpecom, He ByaeT
norawueH. OTn ABa MeToAa MOryT ObITb BKIOYEHbI OAHOBPEMEHHO. Mocne Toro, kak nopT unm
IP-appec 6binn 3abnoknpoBaHbl, NONb30BaTENlb MOXET BOCCTAHOBUTbL UX CTATyC, UCNOMb3yS
YHKLMIO aBTOMaTM4YE€CKOro BOCCTaHOBIIEHUS.

YT106bl NoBbLICUTE 3(PEKTUBHOCTb, NOMBL30OBATENM MOMYT HACTPOUTb AOBEPEHHbIE MOPThI U
IP-appeca, ARP-coo0LlleHnss oT KOTOpbIX He OyayT MpoOBEpsiTbCA KOMMYTaTOpoM. TaKum
06pa3om Harpy3ka Ha KOMMyTaTop MOXET ObITb 3HAYNTENBHO CHUXEHA.

22.2. NocnepoBaTenbHOCTb 3aAa4y KoHdurypaumm npenoTBpalleHus
ARP-ckaHunpoBaHus

1. Bknountb yHKUMIO NpegoTBpaLleHna ARP-CKaHMpOBaHMS.

HacTponTb noporoBoe 3HavyeHne ana metoga, OCHOBaAHHOIo Ha noprax u MeToaa,
OCHOBaHHoOro Ha IP.

HacTpouTb [OBEPEHHbIE NOPTHI.
HactpounTb goBepeHHble IP.
HacTponTb Bpemsa aBTOMaTMYeCKOro BOCCTAHOBIIEHUS.

MocmoTpeTb MHdOpMaUmio, oTHocsALyoca K ARP-ckaHMpoBaHuio, a Takxe
OTNago4Hy HdopMaumio.

n

o0k w
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1. Bknountb hyHKUMIO NpenoTepalleHna ARP-ckaHMpoBaHuS.
KomaHnpa OnucaHune
Pexxum rmobanbHoro KoHpurypumpoBaHusa
anti-arpscan  enable BkntoyeHne/BbIKIIOYEHNE yHKLMM
no anti-arpscan enable npepoTBpaweHnsa ARP-ckaHnpoBaHus

2. HaCTPOMTb noporosoe 3HavyeHune ana metoga, OoCHOBaHHOrNo Ha nopTax n mMetoaa,

OCHOBaHHoOro Ha IP.

QTECH

MWP OOCTYNMHEE

Q

KomaHpa OnucaHue

Pexxum rnobanbHoro koHcpurypuposaHus

anti-arpscan port-based threshold | YcTtaHoBka noOporoBoro  3HadeHus  gns
<threshold-value> MeToAa, OCHOBAHHOIO Ha noprax

no anti-arpscan port-based threshold

anti-arpscan ip-based threshold <threshold- YcrtaHoBka noporoBoro 3HauyeHus  Ans
value> mMeTofa, OCHOBaHHoro Ha IP

no anti-arpscan ip-based threshold

3. HacTpoutb goBepeHHbIe NOpThI.

KomaHaa OnucaHue
Pexum koHdurypaumm nopta

anti-arpscan trust <port | supertrust-port> | YcTaHoBKa aTpubyTOB AOBEPUSA NOPTOB

no anti-arpscan trust <port |supertrust- port>

4. HactpouTb goBepeHHbIe IP.

KomaHaa OnucaHue
Pexum rnmob6anbHOro KoHcgpurypmpoBaHus

anti-arpscan trust ip <ip-address> | YcraHoBka aTpnbyToB noepus IP
[<netmask>]

no anti-arpscan trust ip <ip-address>

[<netmask>]
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5. HaCTpOVITb BpeMAa aBTOMAaTU4e€CKOro BOCCTaHOBJ1IEHUA.

KomaHpa OnucaHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

anti-arpscan recovery enable BkntoyeHne/BbiknoyeHne yHKLMM

no anti-arpscan recovery enable adBTOMAaTU4ECKOro BOCCTaHOBJ1IEHUA

anti-arpscan recovery time <seconds> YcTaHoBKa BpEMEHN  aBTOMaTU4eCKOro

no anti-arpscan recovery time BOCCTaHOBMNEHNA

6. [MocmoTpeTb MHdOpMaLMIO, OTHOCALLYOCA K ARP-CKaHMpoBaHuIo, a Takxe
0TNagoyHy0 MHOPMAaLMIO.

KomaHpa OnucaHue

Pexxum rnobanbHoro koHcpurypuposaHus

anti-arpscan log enable BkntoyeHne/BbIKMoYEHNE DYHKLUKN XypHana

no anti-arpscan log enable npepoTBpaweHns ARP-ckaHupoBaHus

anti-arpscan trap enable BknioyeHne/BbiknodeHne  yHkumm  SNMP

no anti-arpscan trap enable Trap npepotBpaweHns ARP-ckaHuposaHus

show anti-arpscan [trust <ip | port | supertrust- OTobpaxeHne  cocTosHUA  paboTbl K
port> | prohibited <ip | port>] KoHdurypauun  npepoteBpaweHna  ARP
CKaHMpoBaHusA

Pexum agmmHucTpatopa

debug anti-arpscan <port | ip> BkntoueHne/BbIKIloUEHNE oTnagku

no debug anti-arpscan <port | ip> npepoTBpaweHns ARP-ckaHnpoBaHus

22.3. TunoBble NpuMepbl NnpeaoTBpaweHna ARP-ckaHMpoBaHusA

B ceTu, Tononorms KOTopor nokasaHa Bbiwe, nopt E1/0/1 kommyTaTopa B nogkntoyeH K nopry
E1/0/19 kommyTaTopa A, nopT E1/0/2 kommyTaTopa A nogkmnto4veH K ¢annoBoMy CepBepy
(IP-appec 192.168.1.100/24), Bce ocTanbHble NOPTbl KOMMYyTaTopa A NOAKIHOYEHbI K 0ObIYHBIM
PC. Cnepytowias KoHpurypaumst MoxeT adhdekTMBHO npegoTepatntb ARP-ckaHMpoBaHue, He
BNMAS1 HA HOPMarbHY paboTy CUCTEMBI.

lMocnepoBaTenbHOCTb HaCTPOWNKM KOMMYyTaTopa A:
SwitchA(config) “#nti-arpscan enable

SwitchA(config)#anti-arpscan recovery time 3600
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SwitchA(config)#anti-arpscan trust ip 192.168.1.100
255.255.255.0 SwitchA(config)#interface ethernet1/0/2
SwitchA (Config-If-Ethernet1/0/2)#anti-arpscan trust port
SwitchA (Config-If-Ethernet1/0/2)#exit
SwitchA(config)#interface ethernet1/0/19
SwitchA (Config-If-Ethernet1/0/19)#anti-arpscan trust supertrust-port
Switch A(Config-If-Ethernet1/0/19)#exit

MNocnepoBaTenbHOCTb HACTPOMKN KOMMYyTaTopa B:
Switch B(config)# anti-arpscan enable
SwitchB(config)#interface ethernet1/0/1
SwitchB (Config-If-Ethernet 1/0/1)#anti-arpscan trust port
SwitchB (Config-If-Ethernet 1/0/1)exit

—
::_, KommyTarop B

1/0/19

1/0/1

—_—
::_, KommyTatop A

Cepsep MnK1 MK 2
192.168.1.100

PucyHok 22-1. Tunoson npumMep KoHdUrypaumm npegotepalleHna ARP-ckaHmpoBaHus

22.4. NMounck HeucnpaBHOCTEU NpeaoTBpaweHns ARP-ckaHupoBaHus

MpepotBpalieHne ARP-CKaHMpOBaHUS MO YMOSYaHWUIO BbIKAOYEHO. [locne BKOYEHUS
npepoTepaLieHma ARP-ckaHMpoBaHusa nonb3oBaTeslb MOXET BKOYMTbL OTNaaky («debug anti-
arpscany») Ans NpocMoTpa OTNagoyYHoON MHOpMaLUN.
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23. KOHOUT'YPALUA SAWLNTBI OT NOOMEHbI ARP

23.1. O630p
23.1.1. ARP (Address Resolution Protocol)

B o6wem, npotokon ARP (RFC-826), B ocHOBHOM, OTBe4YaeT 3a cooTHoweHune IP-agpeca
cooTBeTcTBylowemMy 48-6utHomy cusanyeckomy agpecy, To ectb MAC-agpecy, Hanpumep,
IP-appec 192.168.0.1, MAC-agpec ceteBon kapTbl A0-12-34-FD-1D-2B.

Becb npouecc COOTHOLLEHWS COCTOMT B TOM, YTO XOCT OTNpPaBfseT LIMPOKOBeLlaTesnbHbIN
(broadcast) nakeT pAaHHbIX, BKo4Yaowmn B cebs wuHdgopmaumio o6 |IP-agpece xocTa
Ha3HayeHua (ARP-3anpoc), 3aTeM XOCT Ha3Ha4yeHus OTMNpaBnseT UCXOOHOMY XOCTY nakeT
OaHHbIX, BKNoYaowmn B ceba nHgopmaumio o6 IP-agpece n MAC-agpece. Takum obpa3som,
ABa xocTa MoryT obmeHunBaTbca nHgopmaumen no MAC-agpecy.

23.1.2. NopmeHa ARP

C Touku 3peHusa npotokona ARP, 4Tobbl ymeHbwNTb ARP-Tpadumk B ceTu, ecnm XocT nonyymT
ARP-0TBeT, KOTOpbI OH He 3anpaluMBar, OH Tak Xe fobaBut 3anncb B cBon ARP-kew, 4To
penaeT Bo3MoxHbIM noameHy ARP (ARP spoofing). Ecnn xakep xouyeT npocnywatb o6MeH
OaHHbIMU MeXay [ABYMS XOCTaMu B OOHOW ceTUu (Jaxe ecnv OHW MOAKIYEHbl 4epes3
KOMMyTaTopbl), OH oTnpasndetr naketr ARP-oTBeTa AByM XocTaM MO OTAENbHOCTWU, 3TO
NPMBOSMT K TOMY, 4TO KaxAabli n3 xoctoB cuntaet MAC-agpec xakepa agpecom opyroro Xxocta.
Takum obpa3om, BMECTO NpsiMoro obmeHa, XoCcTbl 0OMeHMBalTCA Tpadukom yepe3d XOoCT
Xakepa. Xakepbl He TONbKO Mosly4alT Heobxoaumyio um nHdopmaumio. Im ans ycnewHomn
nepegaym Heob6xoouMO BCErO NULLb U3MEHUTb HEKOTOPYH MHAOpMauumio B nakete. B atom
crny4yae Ha KOMMbloTepe Xakepa He HYXHO HacTpavMBaTb CMELLAHHbIA PeXuM CeTeBOW KapThl,
T.K. MaKeTbl AaHHbIX NOCTYNalOT HA KOMMbIOTEP XaKepa Ha (PU3NYECKOM YpOBHE, KOMMbIOTEP
paboTaeT kak peTpaHCcnsaTop.

23.1.3. Kak npepoTrBpatutb noameHy ARP

EcTb MHOro BMOOB atak, OCHOBaHHbIX Ha npoTokosie ARP. BONbLUMHCTBO aTtak OCHOBaHbI Ha
nogmMmeHe ARP, Tak 4To 04YeHb BaxHO NpenoTepatuTb nogmeHy ARP.

MexaHun3m noameHbl ARP npoHuKaeT B ceTb, B MEPBYIO o4epeab, NyTeM NOSAENKN feranbHOro
IP-apgpeca, 3aTeM nocbinasg MHoOro noggesibHbix ARP-nakeToB KOMMyTatopam, nocsrie 4ero
KOMMYTaTOpPbl 3aMeHSOT npaBuibHble cBsA3kM IP-MAC cooTBeTCTBYHOLWIMMK CBA3KaAMU U3
aTakylWwux naketoB. Takum o6pa3oM, KoMMyTaTop oOWNBOYHO OTnpaBnseT nakeTbl
aTaKyloLWeMy XOCTY, N 3TO LENCTBYET Ha BCEN CETMW.

OcCHOBHbIM MeTOAOM NpefoTBpalleHns atak u nogMeHbl ARP Ha KoMMmyTaTopax siBnseTtcs
OTKJIIOMEHNE HA KOMMYyTaTope (PyHKLMN aBTOMATUYECKOro 06HOBNEHUA. OBMaHLMK HE CMOXET
U3MeHUTb npaBusbHble cBA3kn IP-MAC Ha kKomMmyTaTtope, TEM caMbiM MpeaoTBpallaeTcs
HenpaBunbHaa nepecbiika naketoB. B TO Xe Bpems 3T0 He npepbiBaeT QYHKUMIO
aBTOMaTuyeckoro obydyeHus ARP. Takum o6pa3om, 3TO 3Ha4MTENbHO nNpenoTBpallaeT
nogmeHy ARP.

ND — 310 npoTokon obHapyxeHus coceaein B IPv6, aHanornyHbin npotokony ARP no npuHumny
OencTBus, NO3ToMy Ana npegoTepalleHma nogmeHbl ND Mbl flenaem 10 Xe camoe, 4To 1 ang
ARP.

23.2. KoHhurypauumsa npegorepaweHus nogmeHol ARP

lMocnepoBaTenbHOCTLT HACTPONKKU NpeaoTBpaLleHns noameHsl ARP:
1. OTknounTb PYHKLMIO aBTOMaTM4eckoro obHoBneHns ARP.
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2.

OTKNOUNTL PYHKLMIO aBTOMATMYECKOro obyveHna ARP.

3. [lomensatb aguHammnyeckmne ARP Ha cTaTudeckue.

1.

OTKNOUNTL PYHKLMIO aBTOMaTUYeCKoro o6HoBneHnss ARP.

KomaHpa

OnucaHue

Pexxum rmobanbHoro KoHurypmpoBaHusa u Pexxum nHtepdenca

ip arp-security updateprotect
no ip arp-security updateprotect

OTKNIOUYMTL/BKOUNTL  DYHKLMIO aBTOMATUYECKOro
obHoBneHna ARP

2.

OTKNOUNTL PYHKLMIO aBTOMaTYeckoro obydenmsa ARP, ND.

KomaHpa

OnucaHue

Pexxum rmnobanbHoro KoHurypmpoBaHus n Pexxum nitepcenca

ip arp-security learnprotect
no ip arp-security learnprotect

OTKMIOYUTL/BKIIOUUTL  (PYHKLUMIO aBTOMAaTUYECKOro
obyyeHua ARP

3. [llomeHaTtb auHammnyeckue ARP, ND Ha cTtaTtuyeckue.

KomaHpga

OnucaHue

Pexum rnob6anbHoro koHcpurypmupoBaHus n Pexxum nitepdenca

ip arp-security convert

NomeHaTb anHammnyeckmne ARP Ha cTtatnyeckne

(@ orecy
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23.3. MNpumep npepgoTBpawieHus nogmenbsl ARP, ND

KommyTatop
MK 1 192.168.2.4 MK 2
192.168.2.1 08-C6-B3-00-00-04 192.168.2.2
08-C6-B3-00-00-01 08-C6-B3-00-00-02
@ 5 P [E]
ED3 0 [__J =3 0
NnK3
192.168.2.3
08-C6-B3-00-00-03
PucyHok 23-1.
OnucaHue obopynoBaHus
O6opynosaHue  KoHdurypaums Kon-Bo
Switch IP:192.168.2.4;mac: 08-C6-B3-00-00-04 1
PC1 IP:192.168.2.1;mac: 08-C6-B3-00-00-01 1
PC 2 IP:192.168.1.2;mac: 08-C6-B3-00-00-02 1
PC 3 IP:192.168.2.3;mac: 08-C6-B3-00-00-03 HECKOJIbKO

Ha puarpamme nokasaHa HopmarnbHasa cBadb Mexay PC 2 u PC 3. PC 1 xoueT, 4TO6bI
KOMMYTaTOp HarnpaBnsan eMy nakeTbl, oTnpasneHHble xoctom PC 2. B nepsyto ouepenps PC 1
otnpaensaeT naket ARP-oTBeTa Ha kommyTaTop B hopmate: 192.168.2.3, 08-C6-B3-00-00-01,
conocTtaensas ero MAC-agpec c IP-agpecom xocta C, kommyTatop obHoBnseT ARP-cnncok u
HaunHaeT oTnpaBnATb nakeTbl gna 192.168.2.3 Ha MAC-agpec 08-C6-B3-00-00-01 address
(appec xocta PC 1).

B panbHenwem xocT PC 1 nepecbinaeT npuHaTbie nakeThbl XocTy PC 3, MeHAa agpec MCTOYHMKA
1 agpec Ha3sHauyeHus. Tak kak ARP-crnmcok cBoeBpeMeHHO 06HOBNSETCS, eLle OaHOM 3aaayen
ana xocta A gaBnsieTca HenpepbiBHas oTnpaBka ARP-oTBeToB U 06HoBneHne ARP-cnucka
KoMMyTaTopa.

MoaToMy o4eHb BaxHO 3awmTuTb ARP-cnucok, HacTpouTb 3anpeuieHne ARP-obydyeHus B
cTabunbHOM cpefe M 3aTeM M3MEeHUTb Bce AnHammnuyeckune ARP-3anucym Ha cTaTuyeckue.
BblyuyeHHble ARP He 6yayT 06HOBNATLCS M OyayT 3alMLLEHbI.

Switch#config
Switch(config) #nterface vian 1
Switch(Config-If-Vlan1)#arp 192.168.2.1 08-C6-B3-00-00-01 interface eth 1/0/2
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Switch(Config-If-Vlan1)#interface vlan 2

Switch(Config-If-Vlan2)#arp 192.168.1.2 08-C6-B3-00-00-02 interface eth 1/0/2
Switch(Config-If-Vlan2#interface vlan 3

Switch(Config-If-Vlan3)#arp 192.168.2.3 08-C6-B3-00-00-03 interface eth 1/0/2
Switch(Config-If-Vlan3)#exit

Switch(Config)#ip arp-security learnprotect

Switch(Config)#

Switch(config)#ip arp-security convert

Ecnu okpyxatowiasa cpefa meHsaeTca, 3To no3sonseT 3anpetutb ARP-06HOBNEHMSA, Kak TONbKO
ARP 6ypeT u3y4yeHo, OHO He MOXeT ObITb 06HOBNEHO HOBbIM ARP-oTBETOM, AaHHble ByayT
3alUmLLLeHbl OT NPOCYLINBaHUS.

Switch#config
Switch(config)#ip arp-security updateprotect

218

® §) QTECH

MWP OOCTYNMHEE



PykoBopacTtBo nonb3oBatensa cepua QSW-4530F

HACTPOWKA ARP GUARD W
24. HACTPOUKA ARP GUARD
24.1. BBepeHune B ARP GUARD

CyuiectByeT cepbe3Had ya3snmMocTb B moaenun ARP-npoTokona, KoTopas 3aknoyaeTcs B TOM,
yTO Ntoboe ceTeBoe YCTPOMCTBO MOXET oTnpaBuTb ARP-coobLueHne, 4Tobbl 06bABUTL O CBA3KE
IP- u MAC-agpecos. 3710 genaet BO3MOXHbIM ARP-MOLLEHHNYECTBO. 3N0YMbILUIEHHUKN MOTYT
nocnate ARP-3anpoc mnu ARP-oTBeT 4T06bl MH(OPMMPOBATb O HEBEPHOWN CBA3KE MexXay
IP-appecom n MAC-apgpecom, koTopasi npuBeneT K npobnemam ceasu. Ectb gBe dopmbl
ARP-moweHHnyecTtBa: 1. PC4 otnpasnseT ARP-coobuieHne 4tobbl coobwmTs, Yto IP-agpec
PC2 npusasaH k MAC-agpecy PC4, aTo npuBefeT K ToMy, 4To Bce IP-nakeTbl, agpecyemblie PC2,
6yanyT otnpaBneHbl kK PC4, Takum obpasom PC4 cmoxeT npocmatpuBaTb BCe MNaKeThl,
agpecoBaHHble PC2; 2. PC4 otnpaBnseT ARP-coobweHnne 4tobbl coobwmtb, 4to IP-agpec
PC2 npussasaH k HecyuiecTBytowemy MAC-agpecy, 310 npuBefeT K Tomy, 4yto PC2 He 6ygeT
nony4yaTtb agpecoBaHHbIE EMY MAKETHI.

B yactHoCTK, ecnu 3noymbIlwnNeHHWK, Nnpuberas kK ARP-moLleHHnYecTBy, BolgaeT cebs 3a Lwnio3s,
BCH CeTb BbINOET U3 CTPOS.

KommyTtartop

—
—
—

— cp(onm)

2
-

KoHueHTpatop

o
R

N
)

=
-
N

A

MK 4 MK5 MNnKe

-
-
w

PucyHok 24-1. CxemaTunyHasa gnarpamma ARP GUARD

Mbl ncnonb3yem punbTpyoLWNE SNEMEHTLI KOMMYyTaTopa Anga 3awuTtbl ARP-3anncen BaxHbIX
CeTeBbIX YCTPOWCTB OT noAapaxaHusa apyrumu yctponctsamu. OCHOBHOW Teopuen 3TOro
ABNAETCA WCMNOSfb30BaHWe GUbTPYIOWNX 3IEMEHTOB KOMMYyTatopa ANs MNpPOBEPKU BCeX
ARP-coobuieHnin, npoxogawmx 4Yepe3 nopT. Ecnu appec wnctouHuka ARP-coobuieHus
3almLeH, coobueHnsa dyayT oTbpolleHbl U He NepenanyTcs nanee.

OyHkuma ARP GUARD o06bl4HO ucnonb3yeTca Ansa 3awuTbl Wwnio3a oT aTak. Ecnm Bce
OOCTYMHblE KOMMblOTEPbl B ceTu OyayT 3awmuweHbl dyHkuven ARP GUARD, gna atoro
notpebyeTtcsa HacTpouTb Ha nopTy 6onblioe konuyectBo ARP GUARD-agpecos, 4To 3aimeT
6onbly 4Yactb FFP-3anucei B uune, U, Kak pes3ynbTaT, MOXET OTpa3vuTbCA Ha ApYrnx
npunoxenunsax. Tak 4to aTo byageT HenpaBunbHO. PekomMeHayeTcs agonTMpoBaTb CBOOOAHbIE
pecypcbl cornacHo cxeme pgoctyna. [loxanyncta, obpatutecb 3a noapobHOCTAMM K
COOTBETCTBYIOLLIEN AOKYMEHTALIN.
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24.2. Cnucok 3agayd kKoHdpurypaumm ARP GUARD

1. HacTtpouTtb 3awmuieHHble IP-agpeca.

KomaHpa

OnucaHue

Pexum koHcdUrypaumm nopra

arp-guard ip <addr>
no arp-guard ip <addr>

Hactpoutb/yganute ARP GUARD-aapec
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25. KOHOUINYPALIUSS CAMOOBPALLEHHOIO ARP
(GRATUITOUS ARP)

25.1. BBegeHune B camoobpalieHHbIn ARP

Camoob6palueHHbin ARP — ato Tin ARP-3anpoca, oTnpaBnaembii XocTom 1 ero IP-agpecom B
KayecTBe afpeca Ha3HayeHus.

Basic pexum paboTbl KOMMYTaTOPOB, CrneaylLWnin: Ha nHTepdencax 3-ro YpoBHs MOXET ObITb
HaACTpPOEeH WHTepBan paccbiiku camoobpaleHHbix ARP-3anpocoB unu 310 MoOXeT ObITb
HacTpoeHo rnobanbHO Ha BCex MHTepdencax.

HasHauyeHune camoobpalieHHoro ARP cnepyiolee:

e UYrtob6bl yMeHbwMTb YacToTy ARP-3anpocoB XOCTOB K KOMMyTatopy. XOCTbl B CETU
nepuoguyeckn nocbinatotT ARP-3anpocbl K wnody 4Tobbl 06HOBUTHL MAC-agpec
wnto3a. Ecnu kommyTaTtop paccbinaet camoobpaleHHble ARP-3anpockl, XoctaMm He
HYXHO OTNpaBnATb 3TW 3anpocbl. OTO YMEHbLLUWT 4YacTOTy OTMNPaBKU XOCTamu
ARP-3anpocoB Ha wnio3.

e CamoobpalleHHbin ARP — 310 meTop npepoTtBpalleHns ARP-molweHHn4ecTBa.
Paccbinaembii KOMMyTaToOpoM camoobpalleHHbIi ARP 3acTaBuT XOCTbl 0GHOBUTL CBOM
ARP-keww. Takum obpazom nopaenbHbin ARP He hyHUMoHMpyeT.

25.2. Cnucok 3apgayd KoHdpurypaumm camoobpatueHHoro ARP

1. BknounTb camoobpalleHHbIn ARP 1 HacTpouTb MHTEpBan oTnpaBkn ARP-3anpocos.
2. OT106pasuTb koHurypaumto camoobpateHHoro ARP.

1. BknounTb camoobpalleHHbIn ARP 1 HacTpouTb MHTepBan oTnpaBkn ARP-3anpocos.

KomaHaa OnucaHue

Pexum rnob6anbHOro KOHpUrypmpoBaHus 1 pexxmm KoHcpurypaumm nHtepcenca

ip gratuitous-arp <5-1200> Bkntounte  camoobpaiieHHbin  ARP n
HacTpouTb NHTepBan OTNpaBKu

no ip gratuitous-arp APz aEe

KomaHaa «no» OTMeHsIeT camoobpalleHHbIN
ARP

2. OT106pasuTb koHpurypaumto camoobpatueHHoro ARP.

KomaHpa OnucaHue

Pexum agMuHUCTpaTOpa U pexxmum KoHdurypauum

show ip gratuitous-arp [interface vilan <1- OT06pa3nTb KOHUrypaumo
4094>] camoobpaleHHoro ARP
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25.3. NMpumep koHUrypaumm camoodbpaiieHHoro ARP

KommyTarop

WuTtepderic VLAN 1
192.168.14.254
255.255.255.0

WuTepdenc VLAN 10
192.168.15.254
255.255.255.0

&3 0 e 0 &= 0 e 0

MnK1 MK2 NnK3 MnK4 MKS

PucyHok 25-1. MNpumep HacTpomnkn camoobpalueHHoro ARP

[na Tononormm cetn, NnOKa3aHHOM Ha PUCYHKe, NHTepdenc kommytatopa VLAN1O numeet
IP-agpec 192.168.15.254 n macky cetun 255.255.255.0. Tpn komnbiotepa — PC3, PC4, PC5 —
NoAKmYeHbl K aToMy nHTepdency. Mntepdenc VLANL umeet IP-agpec 192.168.14.254 n
mMacky ceTtun 255.255.255.0. [1ea komnbtoTepa — PC1 n PC2 nogkntoyeHbl K 3ToMy nHtepdency.
Camoob6palueHHbIn ARP BkntovaeTcs crneayowmin KoHdurypauven:

Ob6a wuvHTepdperica uncnonb3ydT camoobpalweHHbin ARP.
Switch(config)#ip gratuitous-arp 300
Switch(config) #xit

Camoob6palueHHbIn ARP HacTpouT Tonbko Ans ogHoro nHtepdenica.
Switch(config)#interface vlan 10
Switch(Config-if-Vlan10)#ip gratuitous-arp 300
Switch(Config-if-Vlan10)#exit
Switch(config) #exit

25.4. NMounck HencnpaBHOCTeEN camoobpalleHHoro ARP

Camoob6palueHHbIn ARP BbikntoyeH no ymonyaHuto. Korga camoobpalleHHbin ARP BKIOYEH,
OTNafo4HY0 MHGOPMALNIO MOXHO MOMyYnTb, Ucnonb3ya komaHay «debug ARP send». Ecnn
camoobpalleHHbin ARP BKtoYeH rnobanbHO, OH MOXET ObiTb BbIKITHOYEH TOJNbKO rnobanbHo.
Ecnu camoobpalueHHbin ARP BKoYeH Ha HTepdence, oH MOXeT ObiTb BbIKMOYEH TOMbKO Ha
NMHTepdence.
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26. KOHOUI'YPALUA DHCP

26.1.1. BBepeHune DHCP

DHCP [RFC2131] cokpaweHHo oT Dynamic Host Configuration Protocol (npoTtokon
OVNHAMMYECKON HAaCTPOMKKU XOCTOB). OTO NPOTOKOM, KOTOPbLIM AMHaMUYeCKn Ha3HadvaeT IP-agpec
U3 nyna agpecoB, Tak Xe ycTaHaBnuBaeT Apyrne ceTeBble NapamMeTpbl, TakMe Kak L3 Mo
ymonyanuto, DNS-cepBep 1 pacnonoxeHue B cetn cpanna obpasa. DHCP — 370 paclwmpeHHas
Bepcuss BOOTP. 3TO OCHOBHasA TEexXHOMOrns, KoTopas He TOfbKO MOXeT obecneuntb
3arpy3o4Houn nHdopmaumen 6e3gnckoBble paboune CTaHUMK, HO Takxe MOXeT ocBo6oauUTb
aAMVHUCTPATOPOB OT py4vyHOro BefeHus IP-agpecHOro npocTtpaHCTBa W YNpoOCTUTb
nonb3oBaTenaM npolecc HacTponku. Ewe ogHo npenmyuectso DHCP B TOM, 4YTO OH MOXeET
cHM3NTb TpeboBaHus K konuyecTBy |IP-agpecoB, korga nofb3oBaTenb NOKNAaeT ceTb, ero IP
MOXeT OblTb Ha3Ha4YeH ApYyromy.

DHCP 4aBnsetcd NpoOTOKONOM Tuna «KnueHt-cepsep», DHCP-knueHT 3anpawvBaeTr y
DHCP-cepBepa ceTeBOM agpec 1 napameTpbl KOHUrypauum, cepsep npefoctaBnseT KINNeHTy
ceTeBOW agpec 1 napameTpbl KOHpUrypaumn. Ecnv KnMeHT u cepBep HaxoasaTCs B pasHbIX
noacetax, Heobxogumo wucnonb3oBaTtb DHCP-petpaHcnsTop (relay) pans nepepaum
DHCP-nakeToB Mexay KnueHTom un cepsepom. Peanunzauus DHCP npencrasneHa HUXe:

Discovery R
; % P Offer .
Request —
DHCP-knueHT Ack ] DHCP-cepsep

A

PucyHok 26-1. B3anmogenctene npotokona DHCP
PasbsacHeHue:

DHCP-knneHT paccbinaeT B JlIOKanbHY NOACETb  LUMPOKOBELLATENbHbIE — MakeTbl
DHCPDISCOVER.

DHCP-cepBep npu nonyyeHmn naketa DHCPDISCOVER otnpasnsetr DHCP-knueHTy naket
DHCPOFFER BmecTe ¢ IP-agpecamun n gpyrumm ceTeBbiMU NapameTpamMu.

DHCP wneTt wupokosewatenbHbii naket DHCPREQUEST ¢ nHgopmaumen o DHCP-cepsepe,
KOTOpbIi OH Bbibpan ns DHCPOFFER-nakeToB.

BbibpaHHbIi knueHTtom DHCP-cepBep otnpaBnsietr naket DHCPACK un knueHT nony4yaet
IP-apgpec u gpyrue napameTpsl.

OTu yeTblpe Wara Npon3BogAT NPoLECC ANHAMMUYECKON HACTPOMKUN XOCTa.

OpHako, ecnn DHCP-cepsep n DHCP-knneHT HaxoasTcA B pa3HbiX MOACETSIX, CEPBEp He
nony4nT wmnpokoselaTtenbHble DHCP-nakeTbl, OTNpaBneHHble KIIMEHTOM U HE OTBETUT emy. B
3TOM cny4yae Heobxoaum DHCP-petpaHcnatop (relay) ans nepegaum Takux DHCP-nakeTtoB
MeXAy KNMMEHTOM 1 CEPBEPOM.

KommyTaTop mMoxeT pabotatb um kak DHCP-cepeep, u kak DHCP-petpaHcnatop. DHCP
noaaepXmBaeT He TONMbKO AMHaMMYecKoe Ha3HavyeHne IP-aapecoB, HO Takke PYYHYH0 NPUBA3KY
agpeca (Hanpumep, ykasaTtb onpegeneHHbin IP-agpec gna onpegenenHoro MAC-agpeca mnu
onpepeneHHoro ID ycTporcTtea). Paznuuunsa mexay AMHaMUYecKUM 1 CTaTUMECKUM HasHavyeHem
appecoB: 1) [OnHamnyeckum nonyyaembll agpec MOXET OblTb KaxAabli pa3 pasHbiM;
NpuBA3aHHbIA BPYYHYIO agpec Bcerga OyaeT oamHakoBbin. 2) Bpems apeHabl IP-appeca,
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Mosy4eHHOro AMHaMMYeCcKn, OANHAKOBO AN BCEro aApecHoro nyna, v OHo orpaHnyeHo. Bpems
apeHppl |IP-agpeca, NpuBSI3aHHOrO BPY4YHYH, TeopeTudyeckn 6eckoHeyHo. 3) [uMHamuyecku
BblAensieMble agpeca He MOryT OblTb NpUBSi3aHbl Bpy4YHyto. 4) MNyn anHamMuyeckux agpecos
MOXeT HacnegoBaTb MapaMeTpbl KOHdurypauum cetu nyna AMHaMUYECKUX a[pecos,

OTHOCALLErocAa K CerMeHTy.

26.2. DHCP Server Configuration

Cnucok 3agay KoHpurypaumm DHCP-cepsepa:

1. BxknounTb/BbiKNOUNTL cepsuc DHCP.
2. Hactpoutb agpecHbiv nyn DHCP.

2.1. Co3paTb/ypanutb agpecHsivi nyn DHCP.

2.2. HactpouTb napameTpbl agpecHoro nyna DHCP.

2.3. HactpouTb napameTpbl py4yHoro agpecHoro nyna DHCP.
3. BkniounTb BeAeHue XypHana Ana KOHIUKTOB aapecos.

1. BxknounTb/BbIKNOYUTL cepBuc DHCP.

KomaHpa

OnucaHue

Pexxum rnobanbHoro koHdurypuposaHums

service  dhcp
no service dhcp

Bkntountb/BoIKNtounTb cepsuc DHCP

Pexum KoHhurypmpoBaHu nopTta

ip dhcp disbale
no ip dhcp disable

OTtkntoyeHne He nopte DHCP obcnyxuBaHus,
KOMaHAa «No» OTMEHSET OTKIYEHNE

2. Hactpoutb agpecHbii nyn DHCP.

2.1. CozpaTb/ypanuTtb agpecHbin nyn DHCP.

KomaHpa

OnucaHue

Pexum rnob6anbHOro KOH(pUrypMpoBaHus

ip dhcp pool <name>
no ip dhcp pool <name>

HactpouTtb agpecHbin nyn DHCP. KomaHnpa
«no» oTMeHsAeT nyn agpecos DHCP
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2.2. HactpouTtb napameTpbl agpecHoro nyna DHCP.

KomaHpa OnucaHue

Pexum agpecHoro nyna DHCP

network-address <network-number> [mask | prefix- HacTtponka obnactu aflpecos,
length] KOTOpble MOryT ObITb BblAeNEHbI
agpecHomy nyny. KomaHga «no»
OTMeHsieT BblAefnieHe aapecHoro
nyna

no network-address

default-router HacTtponka wnw3a no ymMonyaHuio
[<addresSwitchA>[<addresSwitchB>[..<address8>]]] ana DHCP-knueHToB. KomaHga «no»

no default-router OTMEHAET W3 Mo YMOJ1HaHUIO

dns-server HacTtponika DNS-cepsepa  ans
[<addresSwitchA>[<addresSwitchB>[..<address8>]]] DHCP-knneHtoB. KomaHga «no»

no dns-server OoTMeHseT HacTpoinky DNS-cepBepa

domain-name <domain> HacTponka AOMEHHOrO MMEHU [Ans
DHCP-knnentoB. KomaHga «no»
OTMEHSIeT JJOMEHHOE UMS

no domain-name

netbios-name-server HacTtponka apgpeca WINS-cepsepa.
[<addresSwitchA>[<addresSwitchB>[..<address8>]]] KomaHnpa «no» OTMEHSIET HACTPOWKY

no netbios-name-server

netbios-node-type  {b-node|h-node|m-node|p- Hactpoika TMna y3na ans
node|<type-number>} DHCP-knneHtoB. KomaHga «noy»

no netbios-node-type OTMEHSET TUN y3na

bootfile <filename> HacTpoinka 3arpy3o4Horo ganna ans
DHCP-knneHtoB. KomaHga «no»

no bootfile o 9
OTMEHSIeT 3arpy304HbIi dann

next-server Hactpowika appeca cepsepa,
[<addresSwitchA>[<addresSwitchB>[..<address8>]]] pa3mMeLlaoLLLEero 3arpy30o4Hbli dann.
KomaHga «no» oTMeHsieT ypansiet
appec cepBepa

no next-server
[<addresSwitchA>[<addresSwitchB>[..<address8>]]]

option <code> {ascii <string> | hex <hex> | ipaddress | Hactpoiika ceTeBoro mnapameTpa,

<ipaddress>} onpeaeneHHoro KoOoM onuun.
no option <code> Komanpa «no» ypanseTr ceTeBou
napameTp
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KomaHpa OnucaHue

lease {days [hours][minutes] | infinite} Hactpoika BpeMeHU apeHabl

no lease agpecos nyna. PfomaHp,a «No»
yoansaet HaCTPOWKY BpPEMEHM
apeHgbl

infinite}
no max-lease-time

max-lease-time {[<days>] [<hours>] [<minutes>]

HaCTpOIZKa MaKCnMalribHOro BpemMeHun
apeHbl agpecoB B aApeCcHOM nyne,
KOMaHga «Nno» BOCCTaHaBMBaeT
HaCTp0I7IKI/I no ymosn4yaHuio

PexuM rnob6ansHoro KOHpUrypupoBaHus

[{Ethernet | IEEE802|<type-number>}]
no hardware-address

ip dhcp excluded-address <low-address> [<high- WcknioyeHne u3 appecHoro nyna
address>] a[pecos, KOTOpble He
no ip dhcp excluded-address <low-address> [<high- MPEAHasHa4eHbl And ANHAMUHECKOTO
address>] BblAeneHms

2.3. Hactpontb napameTpbl py4Horo agpecHoro nyna DHCP.
KomaHpga OnucaHue
Pexum agpecHoro nyna DHCP
hardware-address <hardware-address> | 3agatb/yganuTb annapaTHbid agpec, npu

PY4YHOM Ha3Ha4YeHun agpeca

host <address> [<mask> | <prefix-length> ]
no host

3apatb/ynanutb |IP-apgpec, koTopbin 6ypeTt
Ha3Ha4yeH 3ajaHHOMY KITNEHTY

client-identifier ~ <unique-identifier>

no client-identifier

3apgartb/ypanutb yHUKanbHbin |1D
nonib3oBaTens

3. Bknountb BegeHue XypHana ana KOHIMKTOB apecos.

KomaHpa

OnucaHue

Pexxum rmobanbHoro KoHcpurypuposaHus

ip dhcp conflict logging
no ip dhcp conflict logging

BkniounTh/BbIKNIOUYNTL BeeHue XypHarna ans
DHCP-agpecos, YTOObI 06HapyXuTb
KOH(NUKTbI aApecos
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KomaHpa OnucaHue

Pexnm agmmHuctpatopa

clear ip dhcp conflict <address | all > Ypanutb eQuMHUYHYI0 3anncb KOHMANKTa unm
yOanuTb BCe 3anmcu

26.3. KoHdurypaumsa DHCP-peTtpaHcnsaTopa

Korga DHCP-knneHT n cepBep HaxoadaTca B pa3Hblx cermeHTax, and nepegayn DHCP-nakeToB
Heobxogum  DHCP-petpaHcnaTtop.  Wcnonb3oBanHne  DHCP-peTpaHcnstopa  agenaet
Heobsi3aTenbHbIM HacTponky DHCP-cepBepa pna kaxporo cermeHta, ognH DHCP-cepsep
MOXeT 00CnyXmBaTb HECKOSIbKO CErMEHTOB, YTO 3P(PeKTUBHEE HE TONBbKO C TOYKU 3peHus
3aTpaT, HO U C TOYKM 3PEHUN yrpaBneHus.

Discovery (Broadcast) Discovery

g % Offer (Unicast) . Offer .
J . — —
EE3 O

Request (Broadcast) Request

»
»

Ack (Unicasat) Ack
DHCP-knueHT <« DHCP-peTtpaHcnaTop

v

’

v

DHCP-cepeep

r 3

PucyHok 26-2. DHCP-peTpaHcnsaTop

Kak nokasaHo Ha pucyHke, DHCP-knneHT n DHCP-cepBep HaxoasiTca B pa3HbiX MOACETAX.
DHCP-knueHT BbinonHAeT Te xe 4YeTblpe wara DHCP, kak 06bl4HO, TONbKO K Mpoueccy
nobasneH DHCP-peTtpaHcnaTop.

KnueHt wnet wwupokoBewatenbHbin naket DHCPDISCOVER, DHCP-petpaHcnaTop
BCTaBnsieT cBon cobcTBeHHbIM IP-agpec B none «relay agent» B nakete DHCPDISCOVER n
nepecbinaet naket ykasaHHomy DHCP-cepsepy (ana onucaHua copmata DHCP-kagpa
obpaTtutecb kK RFC2131).

Mpn nonyvyennn naketa DHCPDISCOVER, nepecbinaemoro 4vepe3 DHCP-petpaHcnsitop,
DHCP-cepBep wnet knueHTy naket DHCPOFFER uepe3 DHCP-peTpaHcnaTop.

DHCP-knueHT BbliOupaeT cepBep W wWeT wupokoBewaTenbHbln naket DHCPREQUEST,
DHCP-peTpaHcnaTop Takum Xe 06pa3oM nepechinaeT ero cepeepy.

Mpn nonyvyeHnn naketa DHCPDISCOVER, nepecbinaemoro 4vepe3 DHCP-petpaHcnsitop,
DHCP-cepBep wneT knmeHTy naket DHCPACK yepe3 DHCP-peTpaHcnatop.

Cnucok 3agay koHdurypaumm DHCP:

1. Bkmounte DHCP-peTpaHcnaTop.

2. Hactpontb DHCP-peTpaHcnsaTop AN NEPECHINKN LUMPOKOBELLATENbHbIX
DHCP-nakeToB.

3. Hactpowka share-vian.
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1. Bknounte DHCP-peTpaHcnaTop.

KomaHpa OnucaHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

service  dhcp DHCP-cepBep " DHCP-peTpaHcnaTop

no service dhcp BKJHOYAKOTCA Npuy BKNtoveHun cepsuca DHCP

2. Hactpoute DHCP-peTpaHcnaTop Ans NepechiikKu LWMPOKOBELLaTENbHbIX
DHCP-nakeToB.

KomaHpa OnucaHue

Pexxum rnobanbHoro koHcpurypuposaHus

ip forward-protocol udp bootps Mopt UDP 67 wucnonb3yetca p[na nepecbinku

no ip forward-protocol udp bootps LUnpokoBeLaTenbHbix naketos DHCP

Pexxum koHdurypaumm nitepdenca

ip helper-address <ipaddress> YctaHosutb agpec DHCP-cepeepa. KomaHaa «no
no ip helper-address <ipaddress> ip helper-address  <ipaddress>»  OTMeHseT
HACTPOWKY

3. Hactpoiika share-vian.

Korga nonb3oBaTenb  XO04eT  UCMNONb30BaTb  YCTPOMCTBO  BTOPOr0  YPOBHA  Kak
DHCP-peTpaHCcnaTop, KOMMYECTBO KOTOPbIX OrpaHMyero, TO MoOSfib30BaTeslb Cco3paeT
NMHTEepdENC TPETLENO YPOBHS HA YCTPOWCTBE BTOPOro YPOBHS, HO NCNOMb30BaHUe nHtepdenica
TpeTbero ypoBHA gns share-vlan (MoxeT BKM4YaTb HECKOMbKO sub-vlan, ogHako sub-vlian
TOfNbKO cooTBeTcTBYeT share-vlan) moxet ocywectBnate DHCP-petpaHcnsatop, u
OAHOBPEMEHHO Ha YCTPOMNCTBE-PETPAHCISTOPE HYXHO BKIHOUNTDL onuumio 82.

KomaHaa OnucaHue

Pexum rnob6anbHOro KOH(UrypMpoBaHus

ip dhcp relay share-vlan <vlanid> sub- Co3paet/ypganset share-vlan n sub-vlan
vlan <vlanlist>

no dhcp relay share-vian

26.4. NMpumepbl kKoHdurypauum DHCP
CueHapun 1:

YT06bl yNpOCTUTL HACTPOINKY, KOMMNaHWA UCMonb3yeT KoMMyTaTop B kayectBe DHCP-cepsepa.
Apnpec B VLAN-e ynpasneHuns — 10.16.1.2/16. JlokanbHasa ceTb pa3aenieHa Ha ase cetn — A
u B, B cOOTBETCTBUU C pacrnonoxeHnem ocucos. HacTporku cetn gpna pacrnonoxeHnn A v B
NOKa3aHbl HUXE.
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Myn A (cetb 10.16.1.0) Myn B (ceTb 10.16.2.0)

YCTponcTeo IP address YCcTponcTeo IP address

LLnto3 no ymonyaHuio 10.16.1.200 Lnto3 no ymonyaHuio 10.16.1.200
10.16.1.201 10.16.1.201

DNS-cepsep 10.16.1.202 DNS-cepsep 10.16.1.202

WINS-cepBep 10.16.1.209 WWW-cepsep 10.16.1.209

Tun y3na WINS H-y3en

Bpems apeHgpl 3 oHsa Bpems apengpbl 1 neHb

B pacnonoxerHun A mawmnHe ¢ MAC-agpecom 08-c6-b3-23-dc-ab Ha3HayeH prKkcupoBaHHbIN
IP-appec 10.16.1.210 n uma xocta «management».

Switch(config)#service dhcp
Switch(config)#interface vlan 1

Switch(Config-Vlan-1)#ip address 10.16.1.2
255.255.0.0 Switch(Config-Vlan-1)#exit

Switch(config)#ip dhcp pool A
Switch(dhcp-A-config)#network 10.16.1.0 24
Switch(dhcp-A-config)#lease 3
Switch(dhcp-A-config)#default-route 10.16.1.200 10.16.1.201
Switch(dhcp-A-config)#dns-server 10.16.1.202
Switch(dhcp-A-config)#netbios-name-server 10.16.1.209
Switch(dhcp-A-config)#netbios-node-type H-node
Switch(dhcp-A-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.1.200 10.16.1.201
Switch(config)#ip dhcp pool B
Switch(dhcp-B-config)#network 10.16.2.0 24
Switch(dhcp-B-config)#lease 1
Switch(dhcp-B-config)#default-route 10.16.2.200 10.16.2.201
Switch(dhcp-B-config)#dns-server 10.16.2.202
Switch(dhcp-B-config)#option 72 ip

10.16.2.209 Switch(dhcp-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.2.200 10.16.2.201
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Switch(config)#ip dhcp pool A1
Switch(dhcp-A1-config)#host 10.16.1.210
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Switch(dhcp-A1-config)#hardware-address  08-c6-b3-23-dc-ab
Switch(dhcp-A1-config) it

PykoBogcTteo no ucnonb3oeaHuto: Korga DHCP/BOOTP-knueHT nogkntovaetca K VLANT nopty
KOMMyTaTopa, KAWEeHT MOXeT nonyyuTb agpec Tonbko u3 cetn 10.16.1.0/24 BmecTO
10.16.2.0/24. 310 NOTOMY, YTO LUMPOKOBELLATENbHbIN NAKeT OT KNMeHTa byaeT 3anpalwumeaTtb
IP-agppec B TOM Xe cermeHTe VLAN-mHTepcpenca, a IP-agpec VLAN-uHTepdenca —
10.16.1.2/24, noaTomMy agpec, HazHa4YaeMblin KnueHTy, byaeT npuHagnexatb cetn 10.16.1.0/24.

Ecnn DHCP/BOOTP-knneHT xo4yeT nonyuutb agpec B cetn 10.16.2.0/24, wno3,
nepecbinarwmn  LMPoKoBeLlaTeNbHble MakeTbl KIAWEHTa, LOMXeH npuHagnexaTb ceTu
10.16.2.0/24. Ytobbl knueHT nonyuunn agpec u3 nyna 10.16.2.0/24, ponxHa 6bITb 06ecneyveHa
CBA3HOCTb MEXAY KIIMEHTCKUM LUNK30M U KOMMYTaTOPOM.

CueHapun 2:

Kak nokasaHO Ha pUCYHKe, MapLUpYyTU3UPYIOLLMN KOMMYTATOP HACTpOEeH B Ka4decTBe
DHCP-peTpaHcnatopa. Agpec DHCP-cepsepa — 10.1.1.10. lWarm koHdurypaumm,
cnepywouwme:

Switch(config) Bervice dhcp

Switch(config) “nterface vian 1

Switch(Config-if-Vlan1)#ip address 192.168.1.1 255.255.255.0
S witch(Config-if-Vlan1)#exit

Switch(config)#vlan 2

Switch(Config-Vlan-2)#exit

Switch(config)#interface Ethernet 1/0/2
Switch(Config-Erthernet1/0/2)#switchport access vlian 2
Switch(Config-Erthernet1/0/2)#exit
Switch(config)#interface vlan 2
Switch(Config-if-Vlan2)#ip address 10.1.1.1
255.255.255.0 Switch(Config-if-Vlan2)#exit
Switch(config)#ip  forward-protocol udp  bootps
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip help-address
10.1.1.10 Switch(Config-if-Vlan1)#exit

3ameTKa: pekomMeHAyeTCcsi Ucnonb3oBaTb KOMOMHaumoo komaHp, ip forward-protocol udp

<port> u ip helper-address <ipaddress>. Komanga ip help-address moxeT ObITb HAacTpoeHa
TOJIbKO Ha NMopTax 3-ro YPOBHS U HE MOXET ObITb HACTPOEHa Ha NOpTax 2-ro YPOBHS.
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PucyHok 26-3. KoHpurypaums DHCP peTtpaHcnaTopa
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PucyHok 26-4.

DHCP-KnMeHT DHCP-petpaHcnsaTop DI-!ICE:)F;—c;e;)gep

Kak nokasaHo Ha p1CyHKe, KNUeHT nosy4daeT agpec Yyepe3 DHCP-peTtpaHcnsaTop. KommyTtaTop
ABNAETCA YCTPOMCTBOM BTOPOro YPOBHA AOCTyna C BKNKOYEHHbIM DHCP-peTpaHcnaTopom u
onunen 82. Ethernet1/0/2 anaetca noptom gocryna, BknoveHHbiM B VLAN3, Ethernet1/0/3

ABNAETCA TpPaHKOBbIM MOPTOM,

coeguHHeHbiMv ¢ DHCP-cepBepom,

agpec KOTOporo

192.168.40.199. Ha kommyTaTope cospatotcs vlan 1 n nHtepdenc vlan 1, HacTpanBaeTca
IP-agpec 192.168.40.50. Agpec DHCP-petpaHcnaTopa HacTtpamBaetca 192.168.40.199, u
vlan3 HacTpamBaeTcs kak sub-vilan vianl.

KoHdurypauus:

switch(config)#vlan 1

switch(config)#vlan 3
switch(config)#interface ethernet 1/0/2
Switch(Config-If-Ethernet1/0/2)#switchport  access  vlan
switch(config)#interface ethernet 1/0/3

Switch(Config-If-Ethernet1/0/2)#switchport mode trunk

switch(config)#service dhcp

switch(config)#ip forward-protocol udp bootps
switch(config)#ip dhcp relay information option
switch(config)#ip dhcp relay share-vlan 1 sub-vlan 3
switch(config-if-vlan1)#ip address 192.168.40.50 255.255.255.0
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switch(config-if-vlan1)#ip helper-address 192.168.40.199
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26.5. NMNounck HencnpasHocten DHCP

Ecnn DHCP-knneHTbl He nonyyatoT IP-agpeca v gpyrne napameTpbl CeTU, Nocrne npoBepKu
Kabenen n KNMeHTCKoro o6opyaoBaHns, cneayeT BbiMOMHUTL CreayoLlee:

MpoeepbTe, 3anyweH nu DHCP-cepBep, 3anyctute ero, ecnM OH He 3anyuweH. Ecnu
DHCP-KnNMeHTbl U cepBepbl HAXOAATCA HE B OAHON OM3NYECKON CeTn, NpoBepbTE, UMEET N
mMapLipyTmnsartop, oTBevaloLwmmn 3a nepecosInKy DHCP-nakeToB, yHKLMIO
DHCP-peTpaHcnatopa. Ecnn  Ha npoMexyToyHOM  MapLlipyTusaTtope HeT  (pyHKuuu
DHCP-peTpaHcnaTtopa, peKoMeHAyeTCs 3aMeHNTb 3TOT poyTep unmn obHosuTtb ero MO.

B Takom cnyyae, DHCP-cepBep AomXeH 6bITb NPOBEPEH Ha NpeaMeT Hanuyma agpecHoro nyna
B TOM Xe cermeHTte, 4to n VLAN-kommyTatopa, ecnu Takon nyn He CyLecTByeT, ero
Heob6xoaMmo o6aBUTb.

AfQpecHbI nyn MoxXeT 6biTb NIM60 ANHaMu4eckum, Nnbo ctatudeckum. Hanpumep, ecnu B nyne
NPUCYTCTBYIOT KOMaHAbl «network-address» n «host», TONbKO ogHa M3 HUX BCTYNUT B CUIY.
Kpome Toro, B py4yHon npuBsi3ke Tofibko opHa npussska IP-MAC moxeT ObiTb HacTpoeHa B
Kaxgom nyne. Ecnu HeobxoanmMo HECKONbKO MPUBA30K, HYXHO co3aaTb OTAENbHbIV aApECHbIN
nyn anga Kaxgon ns Hux. Hoeas KoHpurypaums B CTapom nyne nepesanuiieT CTapylo.
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27. KOHOPUT'YPALUA DHCPVG6
27.1. BBepeHune DHCPv6

DHCPv6 [RFC3315] ato IPv6-Bepcna npoTokona AUHaAaMUYEeCKOW KOHUrypaumm XOCTOB
(DHCP). 3101 npoToKon Ha3HavaeT IPv6-agpeca u gpyrue napameTpbl HACTPONKU CETU Takme
kak: agpec DNS un pomeHHoe wuma DHCP-knueHta, DHCPV6 qaBndetca ycnoBHOW
aBTOMaTuyeckon koHdwurypauuen npotokona IPv6. B npouecce HacTpoku appeca
DHCP-cepBep npucsauBaeT |IP-agpec knueHTy 1 npepoctasnseT DNS-agpec, LOMeHHOe nMs n
MHopmMaumio Apyron HacTporku, naket DHCP moxeT nepefgasaTbCs Yepes aenernpoBaHHbIN
peTpaHcnAaTop, HacTporku agpeca IPv6 v knneHTa 3anucaHbl Ha cepsepe DHCPV6, Bce 310
noBbiwaeT addeKTUBHOCTb ynpasneHus ceTbto. DHCPV6 moxeT obecneunTts pacluMpeHHyto
dyHkumio aeneraumn npecukcos. DHCPv6-cepeep Tak xe obecneunBaetr DHCPv6-cepsuc 6e3
OTCNEXMBAHUSA COCTOAHMNA, MPU KOTOPOM Ha3Ha4YalTCs TOMbKO NapameTpbl KOHdUrypaumm,
Takue Kak agpec DNS-cepBepa 1 AOMEHHOE UM4, HO He Ha3HavaeTca IPv6-agpec.

Ectb Tpn ob6bekta B npotokone DHCPv6 — knueHT, cepBep u petpaHcnsatop. [poTokon
DHCPv6 ocHoBaH Ha npoTtokone UDP. Knnent DHCPv6 otnpaengaet 3anpoc DHCP-cepsepy
unmn DHCP-peTpaHcnatopy Ha nopT HasHadeHua 547, DHCP-cepsep (unu peTtpaHcnsTop)
OTNPaBnAT OTBETLI HA NOPT Ha3HayeHnsa 546. DHCP-knneHT oTnpasnsaeT 3anpochkl (solicit) n
3aaBkK (request) DHCP-cepBepy Ha multicast agpec ff02::1:2.

Solicit ~
. Advertise —
=) 0 Request e
DHCPvG-knueHT Reply ” DHCPv6-cepeep

A

PucyHok 27-1. CornacoesaHne DHCPV6

Korga DHCPv6-knueHT nbitaetca 3anpocutb y DHCPv6-cepeepa |IPv6-agpec un ppyrue
napameTpbl, KIMEHT AO/XeH cHavana Hantu DHCPv6-cepBep, 3aTeM yXe 3anpocuTb
KOHbUrypaums y cepeepa.

IOns obHapyxeHusa cepBepa DHCP-knueHT paccbinaet naketol SOLICIT (3anpoc) Ha
LmMpokoBeLlaTenbHbin agpec FF02::1:2.

Kaxabin DHCP-cepBep, nony4vBluMiA 3anpoc, OTBETUT KnneHTy coobuweHnem ADVERTISE
(npegnoxeHune), koTopoe coaepxuT naeHtndukarop cepeepa (DIUD) n ero npuopurer.

B0o3MOXHO, 4TO KNMEHT Nony4ynT Heckonbko coobuleHnin ADVERTISE. KnueHT gonxeH BbibpaTb
OOVH cepBep N OTBeTUTb emy coobueHnem REQUEST (3asiBka), 4ToObl 3anpocuTb aapec,
npeanioxeHHbi B coobuieHnn ADVERTISE.

3arteM BblbpaHHbIi DHCPV6-cepBep coobweHnem REPLY (oTBeT) noaTBEpXAaeT Ha3HauyeHne
KnueHTy IPv6-agpeca n apyrmx HacTpoek.

[aHHble YeTblpe Wwara 3aBepLiatoT NpoLecc ANHAMUYECKON HAaCTPOMKK XocTa. TeM He MeHee,
ecnn DHCPv6-cepsep n DHCPV6-KNMEHT HE HaxogATCca B OOHOW CETWU, CepBEp He MNOony4nT
LUMPOKOBELLaTENbHbIN 3anpoc OT K/MEHTa U He OTBETUT emy. B aTtom cnyyae Heobxogomm
DHCPv6-peTpaHcnaTop (relay), 4Tobbl nepeckbinatb 3anpochbl MeXAY KNMEHTOM 1 cepBepom. B
KOMMyTaTope peanu3oBaHbl GyHKunn DHCPV6-cepBepa, relay M KnueHTa peneraumm
npedukco. Korga DHCPv6-peTpaHcnaTop nonyyaeTt coobuweHne ot DHCPv6-knueHTa, OH
nHkancynupyet ero B naket  Relay-forward n  [JocTaBnAeT  cnepylowemy
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DHCPv6-peTpaHcnatopy wunu cepepy. [lpuxogawme OT cepBepa K peTpaHcnaTopy
DHPCv6-coobueHna wuHkancynmpoBaHbl B nakeT Relay-reply. PetpaHcnatop ybupaet
nHKancynsaumio n pocraenaet naket DHCPv6G-knueHTy nnu cnepyrowemy peTpaHcnsaTopy B
ceTu.

B cnyyae peneraumn IPv6-npecmkcoB DHCPv6-cepBep HacTpoeH Ha MaplupyTusaTtope
nposangepa, a DHCPV6-kNUMeHT HacTpoeH Ha MapLupyTusaTtope KiueHTa, MapLlipytusatop
KNMMeHTa WeT MapLlpyTM3aTopy npoBanaepa 3anpoc Ha BblaeneHue npedukca agpecos U
nony4yaeT NpenBapuTenbHO HAaCTPOEHHbIN NpednKe, He HacTpaeBasa NPedUKC BPyYHY0. 3aTeMm
KITMEHTCKMIA MapLUpyTU3aTop AENUT NONyYEHHbIN NpeduKe (4IMHa KOTOPOro He MOXeT ObiTb
MeHbwe 64) Ha 64 nopcetu. [aHHble npedukcbl OGyAyT aHOHCUPOBaHbI COOOLLEHMAMMU
o6baBneHna mappyTtusatopa (RA) xoctam, NOAKMOYEHHBIM HANPAMYIO K KITMEHTY.

27.2. Kondurypauma DHCPv6-cepBepa

Cnucok 3agay KoHurypauym DHCPv6-cepBepa:
1. Bknountb/BbiKNOUNTL cepeuc DHCPVG.
2. Hactpoutb agpecHbin nyn DHCPV6.
2.1. CozpaTb/ypanutb agpecHbiv nyn DHCPVE.
2.2. Hactpoutb napameTpbl agpecHoro nyna DHCPV6.
3. Bxknountb oyHKumtio DHCPV6 cepBepa Ha nopTy.

1. BxknwounTb/BbiKAoUNTE cepeuc DHCPV6.

KomaHpga OnucaHue

O6Wwmn pexum

service  dhcpv6 Bkntountb/BoikntounTb cepsuc DHCPv6
no service dhcpvé

2. Hactpoutb agpecHbii nyn DHCPV6.
2.1. CozpaTb/ypanutb agpecHbi nyn DHCPVE.

KomaHaa OnucaHue

Pexum rnob6anbHOro KOH(pUrypMpoBaHus

ipv6 dhcp pool <poolname> Coszpgatb/yganutb agpecHbii nyn DHCPv6
no ipv6 dhcp pool <poolname>
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2.2. Hactpontb napameTpsbl agpecHoro nyna DHCPV6.

KomaHpa

OnucaHue

Pexum koHcurypaumm agpecHoro nyna DHCPv6

network-address <ipv6-pool-start-address>
{<ipv6-pool-end-address> | <prefix- length>}
[eui-64]

no network-address

HacTtpouTb amnanasoH
Ha3Ha4yaeMbIn Nysom

IPv6-anpecos,

dns-server  <ipv6-address>

no dns-server <ipv6-address>

Hactpoutb  agpec
DHCPv6-knueHTa

DNS-cepepa  ans

domain-name <domain-name>

no domain-name <domain-name>

Hactpoutb sjomeHHoe umss DHCPV6-knueHTa

excluded-address  <ipv6-address>

no excluded-address <ipv6-address>

Ncknounte IPv6-agpec, koTopbii He OyaeTt
HaHayaTbCHA AUHAMUYECKN

Lifetime {<valid-time> | infinity}
{<preferred-time> | infinity} no lifetime

Hactpoutb Bpems AencTBus nnm
npeanoyYTUTeNnbLHOE BpemMs afpecHoro nyna
DHCPv6

3. Bxknountb doyHkumo DHCPv6-cepBepa Ha nopTy.

KomaHaa

OnucaHue

Pexum koHcurypaumm nitepdenca

ipv6 dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolname>

Bkntounte dyHkumio DHCPv6-cepeepa Ha
onpeaeneHHoMm nopty "n npuBs3aTb
ncrnonb3yembin DHCPv6-agpecHbin nyn

27.3. KoHdurypauua DHCPv6-peTpaHcnaTopa

1. Cnucok 3agay koHgurypauun DHCPV6-peTpaHcnaTopa.
2. BknouunTb/BbiKNOUNTL cepenc DHCPVE.
3. Hactpontb DHCPV6-peTpaHCnaTOp Ha NopTy.
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1. Bknountb/BbiknounTb cepsmuc DHCPV6.

KomaHpa

OnucaHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

service  dhcpv6
no service dhcpv6

Bkntountb/BoikNtounTb cepsuc DHCPv6

2. Hactpoute DHCPV6-peTpaHCcnaTop Ha nopTy.

KomaHpa

OnucaHue

Pexum koHcurypaumm nitepdenca

ipv6 dhcp relay destination {[<ipv6-address>]
[interface {<interface-name> | vlan <1-
4096>)]}

no ipv6 dhcp relay destination {[<ipv6-
address>] [interface {<interface-name> | vlan
<1-4096>}]}

HaCTpPONKy

YKasaTb agpec HasHauyeHusa Anga nepenaydn
DHCPv6-nakeToB. KomaHga «no» yganser

27.4. KoHdurypauma cepBepa aenerauum npecdpumkcos DHCPVG6

Cnucok 3agay KoHdurypaumm cepsepa generaumm npegpukcos DHCPV6:

1. BknwounTb/BbiKMoUNTL cepeuc DHCPV6.
2. HactpouTb nyn generaunmn npegukcos.
3. Hactpoutb agpecHbii nyn DHCPV6.

3.1. CozpgaTb/ypanuTtb agpecHbi nyn DHCPVE.

3.2. HactpouTb nyn generaumm npeuKkcos,

MCnonb3yeMblii a4pecHbIM MySoM.

3.3. HacTpouTb cTatuyeckyto npnBa3Ky generauum npedmkcos.
3.4. HactpouTtb gpyrmne napameTpbl agpecHoro nyna DHCPv6.
4. Bknountb hyHKUMIO cepBepa aenerauumn npedgumkcos DHCPV6 Ha nopTy.

1. BxkounTtb/BbIKNOUNTL cepuc DHCPVG.

KomaHaa OnucaHue

Pexxum rmobanbHoOro KoHcpurypuposaHusa

service  dhcpv6
no service dhcpvé

Bxkntountb/BbikNiounTb cepeuc DHCPv6
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2. HacTtpouTb nyn aeneraunmn npedmKcos.

KomaHpa

OnucaHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

ipv6 local pool <poolname> <prefix|prefix-
length> <assigned-length>

no ipv6 local pool <poolname>

Hactpoutb nyn generaumm npecgukcos

3. Hactpoutb agpecHbii nyn DHCPV6.

3.1. CozpgaTb/ypanutb agpecHbii nyn DHCPV6.

KomaHpa

OnucaHue

Pexxum rmobanbHoro koHcpurypuposaHus

ipv6 dhcp pool <poolname>
no ipv6 dhcp pool <poolname>

CoszpgaTtb/yganutb agpecHbii nyn DHCPv6

3.2. HactpouTtb nyn generauum npeguKkcos, NCNOSb3yEMbIN.

KomaHaa

OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

prefix-delegation pool <poolname> [lifetime
{<valid-time> | infinity}

{<preferred-time> | infinity}]
no prefix-delegation pool <poolname>

Yka3zaTb nyn peneraumm npedunKcos,
NCnonb3yemMbliii aAPECHLIM MNYIOM U Ha3Ha4YUTb
npeduKc KNeHTy

3.3. HacTpouTb cTaTuyeckyto NpuBssKy Aeneraumm npedukcos.

KomaHpa

OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

prefix-delegation <ipv6- prefix/prefix-length>
<client-DUID> [iaid <iaid>] [lifetime {<valid-
time> | infinity} {<preferred-time> | infinity}]

No prefix-delegation <ipv6- prefix/prefix-
length> <client-DUID> [iaid <iaid>]

HactpouTb cTtatnyeckyto nNpuBA3Ky generauuv
npedukcos
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3.4. HactpouTtb apyrve napameTpbl agpecHoro nyna DHCPV6.

KomaHpa

OnucaHue

Pexum koHcurypaumm agpecHoro nyna DHCPv6

dns-server  <ipv6-address>

no dns-server <ipv6-address>

Hactpoutb  apgpec onsa

DHCPV6-knneHTa

DNS-cepeepa

domain-name <domain-name>

no domain-name <domain-name>

HactpouTb someHHoe ums DHCPV6-knueHTa

4. Bknountb yHKUMIO cepBepa aenerauum npedmkcos DHCPV6 Ha nopTy.

KomaHpa

OnucaHue

Pexxum koHdurypaumm nHtepdenca

ipv6 dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolnhame>

Bkntounte  ¢yHkumo DHCPv6-cepeepa Ha
onpeaeneHHoM nopty n npvBs3aTb
ncnonbsyembin DHCPv6-agpecHbin nyn

27.5. KoHdurypauuma knneHTta generauum npecgpukcos DHCPv6

Cnucok 3agay KoHpurypaumm knueHta generauym npedmkcos DHCPV6:

1. Bkmountb/BoikntounTb cepsmuc DHCPV6.
2.  Bknwountb pyHKUMIO KNMeHTa generaumm npedgukcos DHCPV6 Ha npoTy.

1. Bkmountb/BoikntounTb cepsmuc DHCPV6.

KomaHaa

OnucaHue

Pexum rnob6anbHOro KOH(pUrypmpoBaHus

service  dhcpv6

no service dhcpvé

Bxkntountb/BoikntounTb cepeuc DHCPv6
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2.  BknouunTb (pyHKUMIO KNMeHTa generaumu npegukcos DHCPV6 Ha npoTy.

KomaHpa OnucaHue

Pexum koHcuUrypaumm nHtepdenca

ipv6 dhcp client pd <prefix-name> [rapid- Bkniountb QyHKUMIO KNMeHTa pgenerauuv

commit] npedukcos DHCPv6 Ha npoTy 1 accounauuio

no ipvé dhcp client pd Nofny4yeHHoro npedukca C HaCTPOEHHbIM
YHUBEpcarbHbIM NPpeduKcom

27.6. NMNpumepbl kKoHuUrypauum DHCPV6
Mpuwmep 1:

MNpu pa3BepTbiBaHUM ceTen IPv6 koMMmyTaTopbl cepum MOryT ObiTb HAacTPOEHbl B KayecTse
DHPv6-cepBepoB ans ynpasneHus pacnpeneneHvem agpecos IPv6. MNopaepxuBatotca oba
pexuma DHCPv6 — c oTcnexmBaHuem cocTosHusi n 6e3 Hero.

Tononorus:

Ha ypoBHe pocTyna wucnonb3yeTtca kKommyTatop 1 Ans nogknyeHua nosfb3oBaTtenen
obwexnutna. Ha nepBoM ypoBHe arperaumm KOMMYTaTop 2  HACTpPOeH  Kak
DHCPv6-peTpaHcnaTtop. Ha BTOpOM YypOBHe arperauym KommyTaTop 3 HACTPOEH Kak
DHCPv6-cepBep M coeguMHeH C MaructpanbHoOM ceTblo. Ha kKomnbloTepax AonxHa ObiTb
yctaHoBneHa OC He Huxe Windows Vista, unu niobas gpyras B kotopon ectb DHCPV6-KnuneHT.
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-

KommyTtartop C .
VLAN 1: 2001:da8:1:1::1 <_— | DHCPv6-cepsep
VLAN 10: 2001:da8:10:1::1

KommyTtartop B
VLAN 1: 2001:da8:1:1::2
VLAN 10: 2001:da8:10:1::2
VLAN 100: 2001:da8:100:1::1

—
—

DHCPv6-peTpaHcnaTop

f

KommyTartop A -~

A
]

DHCPVB-knueHT

PucyHok 27-2.
KoHdurypaups SwitchC:
SwitchC>enable
SwitchC#config
SwitchC(config)#service dhcpvé
SwitchC(config)#ipv6 dhcp pool EastDormPool

SwitchC(dhcpv6-EastDormPool-config)#network-address 2001:da8:100:1::1
2001:da8:100:1::100

SwitchC(dhcpv6-EastDormPool-config)#excluded-address 2001:da8:100:1::1

SwitchC(dhcpv6-EastDormPool-config)#dns-server 2001:da8::20
SwitchC(dhcpv6-EastDormPool-config)#dns-server 2001:da8::21
SwitchC(dhcpv6-EastDormPool-config)#domain-name dhcpv6.com

SwitchC(dhcpv6-EastDormPool-config)#lifetime 1000 600
SwitchC(dhcpv6-EastDormPool-config)#exit
SwitchC(config)#interface vlan 1

SwitchC(Config-if-Vlan1)#ipv6 address

242

® §) QTECH

MUP OOCTYMHEE



PykoBoactBo nonb3oBaTens cepna QSW-4530F

KOH®UIYPALWIA DHCPV6

2001:da8:1:1::1/0/64 SwitchC(Config-if-Vlan1)#exit
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SwitchC(config)#interface vlan 10

SwitchC(Config-if-Vlan10)#ipv6 address 2001:da8:10:1::1/0/64
SwitchC(Config-if-Vlan10)#ipv6 dhcp server EastDormPool preference 80
SwitchC(Config-if-Vlan10)#exit

SwitchC(config)#

KoHdpurypaums SwitchB:

SwitchB>enable

SwitchB#config SwitchB(config)

#service dhcpvb

SwitchB(config)#interface vian 1

SwitchB(Config-if-Vlan1)#ipv6 address
2001:da8:1:1::2/64 SwitchB(Config-if-VlanT1)#exit
SwitchB(config)#interface vlan 10
SwitchB(Config-if-Vlan10)#ipv6 address
2001:da8:10:1::2/64 SwitchB(Config-if-Vlan10)#exit
SwitchB(config)#interface vlan 100
SwitchB(Config-if-Vlan100)#ipv6 address
2001:da8:100:1::1/0/64 SwitchB(Config-if-VIan100)#no ipv6 nd
suppress-ra  SwitchB(Config-if-Vlan100)#ipv6 nd managed-
config-flag SwitchB(Config-if-Vlan100)#ipv6 nd other-config-
flag

SwitchB(Config-if-Vlan100)#ipv6 dhcp relay destination
2001:da8:10:1::1 SwitchB(Config-if-Vlan100)#exit
SwitchB(config)#

27.7. NMNounck HecunpaBHocten DHCPV6

Ecnn DHCPv6-knueHT He MmoxeT nonyuntb |IPv6-agpec u gpyrue ceteBble napaMeTpsbl, Nocne
NpOBEpPKM Kabenemn n KNMeHTCKoro o6opyaoBaHnsa creayeT BbiNofHUTL crieaytoLlee:

MpoBepbTe, 3anyuieH nn DHCPv6-cepBep, 3anycTuTe ero, €Cnu oH He 3anyuleH. Ecnn
DHCPV6-kNueHTbl 1 cepBepbl HAXo0OATCA HE B OQHOWN (PU3MYECKOWN CETU, NPOBEPLTE,
MMeeT N MapLlpyTu3aTop, oTBevawwmi 3a nepecbinniky DHCPv6-nakeToB, hyHKUMIO
DHCPv6-peTpaHcnaTopa. Ecnn Ha npomMexyTo4YHOM MapLupyTusaTtope HeT (OyHKLUUK
DHCPV6-peTpaHcnaTopa, pekoMeHayeTc 3aMeHUTb 3TOT poyTep UM 0BHOBUTL ero
Mno.

MHorga XocTbl, NOAKNIOYEHHbIE K KOMMYyTaTopam co BKto4eHHbIM DHCPV6, He moryT
nonyuuntb IPv6-agpec. B aToi cutyaumm B NepByto ovepeab He06XoaumMo NpoBEPUTD,
NOAKMNIOYEHbI N MOPTbl, K KOTOPbIM MNOAKMOYEHbI XOCTbl, K MOPTY, K KOTOPOMY
nogkntovyeH DHCPV6-cepBep. Ecnv noakntoyeHo Hanpsimyto, y6eamTbes, YTO aapeCcHbIN
nyn IPv6 VLAN-a, K KOTOpOMY MpUHAANEeXWT NOpT, HaXoauTCcAa B OOHOW MOACETU C
aZlpeCHbIM NyrnoMm, HacTpoeHHbIM Ha DHCPv6-cepBepe. Ecnu noAknio4eHbl He Ha

244

QTECH

MWP OOCTYNMHEE



PykoBopacTtBo nonb3oeatens cepua QSW-4530F

KOH®UIYPALWIA DHCPV6

NPAMYH0, U MeXAY XOCTOM U cepBepoM HacTpoeH DHCPv6-peTpaHcnaTop, Heo6xoamMmo
B NepBylo o4yepenb NpPoOBEpPUTb, HACTPOEH N NpaBuibHbIn IPv6-agpec Ha nHTepderice
KOMMYyTaToOpa, K KOTOPOMY MOAKIYAaKTCH XOCTbl. ECNUM He HacTpoeH, HacTpouTb
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npaeunbHbin IPv6-agpec. Ecnn HacTpoeH, HeobxoAumo NpoBEpUTb, B OOHON u
noacetm ¢ DHCPv6-cepeepoM HaxoouTcs HacTpoeHHbln IPv6-agpec. Ecnm Her,
noxanyucra, fobaBbTe ero B agpecHbl nys.
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28. KOHOUT'YPALIUA ONnuUinMn 82 DHCP
28.1. BBepeHue B onuuto 82 DHCP

Onumsa 82 DHCP — aT1o onuusa nHdopmaumm peTpaHcnupyowlero areHta (Relay Agent). Onuusa
82 DHCP HanpaBneHa Ha ykpensneHue 6e3onacHoctu cepeepoB DHCP n ynyJleHns nonnutmkn
KoHdurypauum IP-agpecoB. PeTpaHcnupytowmin areHT gobasnseT onuuio 82 (BKIYaOLLLYO
dunsmdeckun nopT AO0CTyna KAWeHTa, uAeHTUUKaTop ycTponcTeBa p[octyna wu Apyryto
uHdopmauuo) B DHCP-3anpoc, nony4yeHHbI OT KMAWEHTa, 3aTeM nepecbinaeTr ero
DHCP-cepBepy. Koraa DHCP-cepBep, KOTOpbI nogaepxuBaeT yHKUMIO onummn 82, nony4yaet
cooblieHne, OH BblgenseT knueHTy IP-agpec n gpyrme napameTpbl B COOTBETCTBUM C
npeaHacTpOEeHHbIMM NoNUTUKaMn U nHopmaumen B onumm 82. B 1o xe Bpema DHCP-cepsep
MOXEeT naeHTuduunpoBaTb BCe BO3MOXHble aTtakm DHCP-coobuweHnammn B COOTBETCTBUM C
nHdopmaumen B onumm 82 n 3awmTnTb OT HUX. DHCP-peTpaHcnupyowmim areHT CHUMET Onumio
82 c oTBeTHOro coobLieHnsa 1 nepenact ero onpeaeneHHoMy nopTy YCTponcTBa AOCTyna, B
COOTBETCTBMU C MH(OpMaumen o pusnyeckom nopte B onumun. NpumeHenne onunn 82 DHCP
NPO3paYvHo Af1A KINeHTa.

28.1.1. CtpykTypa coobweHus onuum 82 DHCP

CoobueHne DHCP mMoXeT MMeTb HECKONbKO CErMEHTOB OMuui, onuus 82 oanH U3 HUX.
OHa pgonxHa 6bITb nocne Apyrux onuuin, Ho oo onumm 255. BoT ee hopmar:

Code Length Agent Information Field
- " sub | sub | sub [ [ sub
Option 1 | Option 2 | Option 3 Option M

Code: npeactaBnseT NOPsAKOBbIA HOMEP ONuUMU MHOPMaLUN PETPaHCIMPYIOLWEro areHTa,
onuusa 82 Tak Ha3biBaeTca notoMy, YTo RFC3046 onpepensert ee kak 82.

Len: konnyectBo 6anT B none nHgopmaumn areHTa, He BKNtoyasn aBa 6anta B cermeHTe Code
n cermeHTe Len.

Onuua 82 MoOXeT MMeTb HEeCKOsbKOo cyb-onuui, TpebyeTca Kak MUHUMYM ofHa cyb-onuus.

RFC3046 onpepenseT cnepytowue ase cyb-onuun, dopmaTt KOTOPbIX NMOKa3aH HUXE:

SubOpt  Length Sub-option Value

1 N s1 s2 s3 sM
SubOpt  Length Sub-option Value

2 N i1 i2 i3 iM

SubOpt: nopsiakoBbIN HOMep cy6-onunn, NopsakoBbii Homep cy6-onuuu Circuit-ID — 1,
nopsaKoBbI Homep cy6-onuun Remote ID — 2.

Len: konuuyectBo 6anTt B cy6-onuun, He Bkovasa asa 6anTta B cermeHTe SubOpt u cermeHTe

Len.
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28.1.2. MexaHu3m paboTbl onuum 82

Discovery [DHCP [ Option 82|
Offer
Request | DHCP | Option 82 |
Ack m

v

A

A

%=
i

=
—_—
ol =
DHCP-knueHT DHCP-peTpaHcnaTop/ DHCP-cepsep

areHT

PucyHok 28-1. dnarpamma notokos onuun 82 DHC

Ecnu DHCP petpaHcnupyowmin areHT nopaepxusaet onuuio 82, DHCP-knueHT posnxeH
NpovTK crnegywme YeTblpe wara, 4tobbl nonyyntb IP-agpec ot DHCP-cepBepa: discover,
offer, select n acknowledge. lNpotokon DHCP cnegyet npuBegeHHoOM HUXe npouenype:

1. DHCP-KNMeHT npu uHMLManNu3auuu NocbifaeT LMpoKoBellaTensHoe coobuieHne
3anpoca. 3710 coobuieHne He nmeet onunn 82.

2. DHCP-peTpaHcnupytowmin areHT obasut onumio 82 K coobLUeHnto 3anpoca, KoTopoe
OH Mosy4unT, 3aTemM nepeLuneT 3To coobuieHne DHCP-cepBepy. Mo ymonyaHuio
cy6-onuma 1 onumm 82 (Circuit ID) aTo nHdopmauma ob nHtepdence, K KOTOpoMy
nogkniovyeH DHCP-knueHT (VLAN 1 dum3nyeckon nopTt), HO NoNnb3oBaTesflb MOXET
HacTpouTb Circuit ID no cBoemy ycmoTtpeHuto. Cy6-onuusa 2 onumm 82 (Remote ID)
310 MAC-agpec yctporictBa DHCP-peTpaHcnsaTopa.

3. lMocne nonyyernns DHCP-3anpoca DHCP-cepBep Bbioenut knueHty IP-agpec u
OpYryo uWHgopmaumio, B COOTBETCTBUM C MpefHaCTPOEHHbIMU MNOSIMTUKAMU U
nHdopmauuen B onumm 82. 3atem oH HanpasuT DHCP-peTpaHcnupyowemy areHty
oTBeTHoe coobuieHne ¢ DHCP-koHdurypaumen n onumen 82.

4. DHCP-peTpaHCNMpYOWMIn areHT O4YUCTUT OTBETHoe coobuieHne oT onuum 82 u
HanpaBuT €ro KIIMeHTY.

28.2. Cnucok 3agay KoHdurypaumm onummn 82 DHCP

1. Bkmountb onumio 82 DHCP peTpaHCnupytoLwero areHTa.

HactpouTb aTpnbyThl UHTEPdenca onumm 82 DHCP.

BkntounTb onumto 82 DHCP-cepBepa.

HacTtpouTb popmaTt no ymonyanmio onumm 82 DHCP-peTpaHCNMpPYIOLEro areHTa.
HactpounTb pasgenurens.

HacTtpouTb meToa co3gaHums onunm 82.

MpoBoANTb ANArHOCTUKY 1 NogaepXky onuum 82 DHCP.

No ok wbh

248
@ §) QTECH
MWP [OCTYMHEE



PykoBopacTtBo nonb3oBatensa cepua QSW-4530F

KOHDUIYPALNA OMNUM 82 DHCP | www.atechru |

1. BknounTtb onumio 82 DHCP-peTpaHCnupyloLero areHTa.

KomaHpa OnucaHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

ip dhcp relay information option Bknioyaetr  dyHkumm  onuum 82  Ha
peTpaHcnvpyoweM areHTe KommyTtaTtopa.

no ip dhcp relay information option
DU Cle Gy i el Epie KomaHnpga «no» BbIKNoYaeT (PyHKLMIO

2. Hactpoutb atpnbyTbl nuTepderica onumm 82 DHCP.

KomaHpa OnucaHue

Pexum koHdurypaumm nitepdenca

ip dhcp relay information policy {drop | keep | YcTtaHaBnuBaeT NOMMTUKKM pPETPAHCAALMUN
replace} Cco0bOLLEeHNSs, KOTOPOE YXE COAEPXUT ONUMIO
82. Pexum drop o3Ha4vaeT, 4YTo coobLlieHue,
copepxanee onuuio 82, 6ynet oTbpolueHo
6e3 kakon-nmbo obpaboTku. Pexum keep
O3HavaerT, 4yTO cuctema ocTasuT
opurnHanbHyto onuuto 82 1 nepegact
coobuweHne cepBepy. Pexum replace
O3HavaerT, 4yTO cuctema 3amMenHnT
CYLLECTBYIOLLYI0 onuumio 82 ceoen n nepegact
coobuweHne cepBepy. KomaHga  «no»
YCTQHOBUT  MOSIMTUKY B  pPexum Mo
ymon4yaHuo — replace

no ip dhcp relay information policy

Ip dhcp relay information option subscriber- id | YctanaenuaeT dpopmat cyb-onumm 1 onuymn

{standard | <circuit-id>} 82 (Circuit ID), standard o3HavaeT
No ip dhcp relay information option = CT@HAAPTHbIE HassaHua  VLAN 4
subscriber-id ¢manyeckoro nopTa, Hanpumep,
«Vlan2+Ethernet1/0//12», <circuit-id> 23710
coxepxaHue circuit-id, 3aJaHHoro

nonb3oBatenem (cTpoka He 6Oonee 64
cumBonoB). KomaHga «no»  yCTaHOBUT
CTaHpapTHbIn bopmaTt

Pexxum rmobanbHoro koHcpurypuposaHusa

ip dhcp relay information option remote-id | YctaHaBnuBaeT popmaT cyb-onuum 1 onumm
{standard | <remote-id>} 82 (Remote ID). KomaHga «no» ycTaHOBWT

no ip dhcp relay information option remote-id | CT@HAGPTHbIA hopmat
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3. Bknwountb onumio 82 DHCP-cepsepa.
KomaHnpa OnucaHune
Pexum rmo6anbHoro KoHurypupoBaHus
ip dhcp server relay information enable Mossonser DHCP-cepBepy KommyTatopa

no ip dhcp server relay information enable

noeHTuduumposatb onuuto 82. KomaHaa
«NO» OTKNHYAET 3TY (PYHKLMIO

4. HactpouTb popmat no ymonyaxuio onuum 82 DHCP-peTpaHcnupyloLero areHTa.

KomaHpa

OnucaHue

PexuM rnob6ansHoro KOoHUrypupoBaHus

ip dhcp relay information option subscriber- id
format {hex | acsii | vs-hp}

YcraHaenuBaeT dopmat subscriber-id onuun
82 peTpaHCcnmpyloLwero areHTa

ip dhcp relay information option remote-id
format {default | vs-hp}

YcranaenusaeTt gopmat remote-id onumm 82
peTpaHCnMpyHoLLEero areHTa

5. HacTtpouTtb pasgenutens.

KomaHpga OnucaHue
Pexum rnob6anbHOro KOH¢UrypmpoBaHus
ip dhcp relay information option delimiter HactpanBaetr  pasgenutens  Kaxporo

[colon | dot | slash | space]
no ip dhcp relay information option delimiter

napametpa cy6onuun B onuumn 82 B
rmobanbHOM pexume. KomaHga «no»
BOCCTaHaBnMBaeT pasgenuTenb no
ymMon4yaHuio — slash

6. HacTtpoutb MegoT co3gaHus onumn 82.

KomaHpa

OnucaHue

Pexum rnob6anbHOro KOH(UrypMpoBaHus

ip dhcp relay information option self-defined
remote-id {hostname | mac | string WORD}

no ip dhcp relay information option self-
defined remote-id

YcTtaHaBnuBaeT MenoT co3gaHusa onuun 82,
nonb3oBaTenu  MOryT  CaMOCTOATESNbHO
onpegenuTb nNapameTpbl cy6-onuumn remote-
id

ip dhcp relay information option self- defined
remote-id format [ascii | hex]

YcraHaBnueaeT nosib3oBaTenbCckui opmar
remote-id gna onuun 82
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KomaHpa OnucaHue

ip dhcp relay information option self- defined | YcrtaHaBnuBaeT meton co3gaHusa onuun 82,
subscriber-id {vlan | port | id (switch-id (mac | | nonb3oBaTenn  MOryT  CaMOCTOATENbHO
hostname)| remote-mac)| string WORD} onpenenuTb NapameTpbl cyb-onumm circuit -id

no ip dhcp relay information option self-
defined subscriber-id

ip dhcp relay information option self- defined | YcraHaBnueaeT nonb3oBaTenbCKUM opmat
subscriber-id format [ascii | hex] circuit -id anga onuun 82

7. [MpoBognTb AMArHOCTUKY 1 nogaepxky onuuun 82 DHCP.

KomaHpa OnucaHue

Pexum agmuHucTpaTopa

show ip dhcp relay information option Otob6paxaeT wHdOPMaUMO O COCTOSHUM
onuum 82 B cucteme, BKJloYasag Bce
napameTpbl HACTPOWKMN

debug ip dhcp relay packet Wcnonb3lyetca ansi oTobpaxeHus
nHpopmaumm 06 o6paboTke nakeToB B
DHCP-peTpaHcnupylowem areHTe, BKo4vad
OencTBus «ao6aBnTb» N «OUUCTUTLY

28.3. NMpumepbl npumeHeHusa onuumn 82 DHCP

KommyTatop A
DHCP-knueHT MNMK1

KommyTartop C
DHCP-peTpaHcnaTop

DHCP-cepsep
VLAN2: Ethernet 1/0/3

DHCP-knuenT MNK2 KommyTatop B

PucyHok 28-2. Tunoeon npumep npumMmeHeHust onuyn 82 DHCP

B paHHOM cxeme 06a koMmmyTaTopa BTOpoOro ypoBHS (A M B) mogknioyeHbl K KOMMyTaTopy
TpeTbero ypoBHS (C), kotopbin nepegaet DHCP-3anpockl OT KnMeHToB cepBepy. Ecnm onuns
82 BbikntoyeHa, DHCP-cepBep He cMOXeT pacno3HaTb, M3 KakoW MOACETU KIIMEHT, U BCe
KINMEHTbI, NOAKMIOYEHHbIe K SwitchA n SwitchB, 6yayT nonyyaTb agpeca 13 o6Lero agpecHoro
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nyna DHCP-cepBepa. lNocne BkntoyeHusa onumm 82, T.K. KommyTaTop 3 fo6aBnseT K 3anpocy
NMHdOpMaUMIo 0 NOpTe, CEpBEP CMOXET Pacno3HaTb, B KaKOW CeTU HaxoauTca KNneHT (SwitchA
unn SwitchB) 1, Takum 06pa3omM, CMOXET BblAENATb pa3HOe agpecHOe NPOCTPaHCTBO ABYM
noaceTaM, YTobbl yNpOCTUTL yNpaBneHne CeTblo.

Kondurypauma SwitchC (MAC apgpec 08:B6:C3:00:00:01):
Switch3(Config)#service dhcp
Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
Switch3(Config)#interface vlan 3
Switch3(Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2
255.255.255.0 Switch3(Config-if-vlan2)#ip helper 192.168.10.88

Linux ISC DHCP-cepBep nopaepxuBaeT onuuio 82, ero KOHMUrypaumoHHbIA ain
/etc/dhcpd.conf:

ddns-update-style  interim;

ignore client-updates;

class "Switch3Vlan2ClasSwitchA»D

match if option agent.circuit-id
agent.remote- id=08:B6:C3:00:00:01;

}

"Vlan2+Ethernet1/0/2» and option

class "Switch3Vlan2ClasSwitchB»D
"Vlan2+Ethernet1/0/3» and option

match if option agent.circuit-id
agent.remote- id=08:B6:C3:00:00:01;

}

subnet 192.168.102.0 netmask 255.255.255.0 D

option routers 192.168.102.2;

option subnet-mask 255.255.255.0; option domain-name "example.com.cn";
option domain-name-servers 192.168.10.3;

authoritative;

pool D
range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
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max-lease-time 172800; #48 Hours

allow members of "Switch3Vlan2ClasSwitchA";
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}

pool D

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2ClasSwitchB";
}

}

Tenepb DHCP-cepBep 6yneT BblaenaTb agpeca Ana y3noB ¢ KOMMyTaTopa 2 u3 guanasoHa
192.168.102.21 = 192.168.102.50, a ana kommyTtatopa 1 u3 gmManasoHa 192.168.102.51 ~
192.168.102.80.

28.4. NMounck HencnpaBHocTen onuumn 82 DHCP

Onuusa 82 DHCP peannzoaHa kak noadyHkums moayna DHCP-peTpaHcnatopa. MNpexae, yem
ee ucnonb3oBaTb, Heobxoammo ybegutbcs, YTo DHCP-peTpaHcnupylowmin areHT HacTpoeH
NpaBuibHO.

Onuusa 82 TpebyeT B3anmopenctens DHCP-peTtpaHcnaTtopa u DHCP-cepsepa. DHCP-cepsep
OOJIXEH YCTaHOBUTb MOSIMTUKY BblAENEHUA aApecoB OCHOBbLIBAACbL Ha CETEBOW TOMOSIOrnu
DHCP-peTpaHcnaTopa, HO, Aaxe ecnv peTpaHcnaTop paboTaeT HOpMasnbHO, BblaeneHue
agpecoB MOXET He nonyuutbcs. Ecnu B cetu 6Gonbluie ogHOro peTpaHcnaTopa, ygoenute
BHMUMaHue nonutunke nepegayn DHCP-3anpocos.

Mpn peanuzauumn dyHkummn onumm 82 DHCP-peTpaHcnatopa, nogpobHas MHdopmauusa o
npouecce paboTbl GyHKUMM onummn 82 DHCP-peTpaHcnaTopa MoXeT ObiTb Nofly4eHa KoMaHAomn
«debug ip dhcp relay packet». 3Ta nHdopmauua MoXeT NOMOYb B MOUCKE HENUCNPAaBHOCTEMN.

Mpu peanusaumn dyHkummn onumm 82 DHCP-ceBepa, nogpobHasi MHopmaums o npouecce
paboTbl pyHKUMKM onuumn 82 DHCP-cepBepa MoXeT ObITb nony4yeHa komaHgon «debug ip dhep
server packet». 3Ta MHpopmauusa MoOXeT NOMOYb B MOUCKE HENCNPAaBHOCTEN.
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29. ONnunn 60 N 43 DHCP

29.1. BBepeHue B onuun 60 u 43 DHCP

DHCP-cepBep aHanuanpyeT nakeTbl o1 DHCP-knueHTa. Ecnu npuxogut naket ¢ onumen 60,
cepBep nNpuHUMaeT pelweHne Bo3Bpawate nu DHCP-knueHTy naketbl ¢ onuuen 43 B
cooTBeTCTBMM C onuuen 60 n HacTpameaeT napameTpbl 60 n 43 B agpecHOM NpOCTpaHCTBE

cepsepa DHCP.

HacTtpoika cooTtBeTcTBYIOWMX onumni 60 n 43 B agpecHom npoctopaHcTtee DHCP-cepeepa:

1. B agpecHom npocTtpaHcTBe HacTpansatoTca onumm 60 n 43 ogHOBPEMEHHO.
Mpuxogmnt DHCP-naket ¢ onumen 60 ot DHCP-knueHTa, ecnv OH coBnagaeTt C
onuuen 60 agpecHoro npoctpaHcTBa DHCP-cepeepa, DHCP-KNMEHT NonyymT Onuumio
43, HaCTpPOEHHYO B agpecHOM npocTpaHcTee, nHadve onums 43 DHCP-knneHTy He

BO3BpalLlaeTcA.

2. B apgpecHOM MNpoCTpaHCTBE HacTpamBaeTCHa TOSbKO onuus 43, coBnagatowan ¢
nobon onumen 60. Ecnn nonyyeH DHCP-nakeT c onuuen 60 ot DHCP-knueHTa, To
DHCP-KnMeHT noay4nt onumto 43, HACTPOEHHYIO B aApPECHOM NPOCTPaHCTBE.

3. Ecnu B agpecHOM NpoCTpaHCTBE HAcTpoeHa Tonbko onumsa 60, To DHCP-KNUeHT He

nosiy4mT onumio 43.

29.2. HacTpouka onuun 60 n 43 Ha DHCP

1. BasoBble HacTponku onuni 60 n 43.

KomaHpga

OnucaHue

Pexum KoHdUrypaumm agpecHoro npocTpaHcTea

option 60 ascii LINE

Hactponka onuun 60 B CUMBOMbLHON CTPOKE B
¢dopmaTe ascii B pexunme
ip-agpecHoro npoctpaHcrea DHCP

option 43 ascii LINE

HacTtponka onuuun 43 B CUMBOJIbHON CTPOKE B
dopmaTe ascii B pexunme
ip-agpecHoro npoctpaHcTtea DHCP

option 60 hex WORD

Hactponka onuun 60 B CUMBONbHON CTPOKE B
¢dopmaTte hex B pexume
ip-agpecHoro npocrtpaHcrea DHCP

option 43 hex WORD

HacTponka onuuun 43 B CUMBOJNbHON CTPOKE B
dopmaTte hex B pexume
ip-agpecHoro npoctpaHcTtea DHCP

option 60 ip A.B.C.D

Hactponka onuun 60 B CUMBONBHON CTPOKE B
dopmarte IP B pexume
ip-appecHoro npoctpaHctea DHCP
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KomaHnpa OnucaHwne
option 43 ip A.B.C.D HacTponka onuuun 43 B CUMBOSBHON CTPOKE B

dopmarTe IP B pexume
ip-agpecHoro npoctpaHcTea DHCP

no option 60 YpaneHne Hactpoek onuun 60 B pexume
afpecHOro NpocTpaHCTBa

no option 43 YpaneHune HacTpoek onuum 43 B pexume
apecHoro NpocTpaHcTBa

29.3. NMpumep HacTpounkm onumm 60 n 43 DHCPV6

= - =
ﬂ: 58 — °
Xoct KommyTatop DHCP-cepsep

PucyHok 29-1.

Fit AP nonyvaetr IP-agpec n onunio 43 — npusHak DHCP-cepepa pnna otnpaBku
opHoaapecHoro discovery-3anpoca Ha 6ecnpoBoabin koHTponnep. DHCP-cepeep HacTpavBaeT
onuuto 60 B cooTBeTcTBUM C onumen 60 Fit AP n Bo3BpawuaeT 43 onumto FTP AP.

# Hactponka DHCP-cepBepa
router(config)#ip dhcp pool a
router (dhcp-a-config)#option 60 ascii AP1000
router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6

29.4. YcTtpaHeHue HeucnpaBHocTeun 60 n 43 onuun DHCP

Ecnu Bo3HukatT npobnem npu Hactponke DHCP-onuni 60 1 43, noxanyncrta ybeanrtech, 4YTo
Npo6nemMbl He Bbi3BaHbl Crieay WMy NpUYNHaMK:

e [lpoBepbTe BKNOYeHa N pyHKums cnyx6sl DHCP.

e Ecnu HacTpoeHo agpecHoe npocTpaHcTBo onumn 60, ybeantech, 4TO OHO coyeTaeTcs
c onumen 60 B nakeTax.
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30. ONnuunun 37, 38 DHCPV6
30.1. BBegeHue B onuumn 37, 38 DHCPV6

DHCPv6 (npoTtokon AuMHamMunyeckonm KoHdurypaumm xoctoB ans IPv6) paspabotaH pns
agpecHon cxembl [IPv6 u ucnonb3yeTcs Ansg HasHadeHna xoctam |IPv6-npecdmkcos,
IPv6-afpecoB 1 Apyrnx KOHpUrypaLumMoHHbIX NapameTpoB.

Ecnn DHCPV6-KNMeHT Xxo4eT 3anpocuTb napameTpbl KoHdurypaumm ot DHCPv6-cepBepa,
Haxoasuweroca B ApYyrom cermeHTe, To gna atoro notpebyerca DHCPV6-petpaHcnaTop.
DHCPvV6-coobLieHre, nNpuHATOE peTpaHCnATOpPOM, WHKancynupyetca B «relay-forward»
nakeTbl, nepenpaensemMble cepsepy, KoOTopbii 3aTeM otBedyaeT DHCPV6-peTpaHcnsaTopy
naketamu «relay- reply». 3ateM peTpaHCNATOpP BOCCTaHaBNUBaeT U3 3TUX NaKeToB
DHCPV6-coobLueHne 1 nepecbinaeT ero KIMeHTy.

EcTb HekoTOopble npobnembl npu ucnonb3osaHnum DHCPv6-peTpaHcnaTopa, Hanpumep, Kak
Ha3HauuTb |P-agpec B (pMKCMpOBaHHOM Anana3oHe KOHKPETHbIM mnonb3oBatensam? Kak
n3bexatb HeneranbHOro npuceoeHus IP-agpecoB, BbI3BaHHOIO aTakKoW, HaLENeHHOW Ha
ncyepnaHme cBoboaHbiXx agpecoB? Kak wu3bexartb HeneranbHbix DHCPV6-knueHTOB,

ncnonb3yrowmx MAC-agpec apyrux KnmeHToB? 3T npobnembl peluarTca NnocpeacTBOM OMLUM
37 n 38 DHCPvV6 (RFC4649 n RFC4580).

Onuwmmn 37 n 38 DHCPv6 nogo6Hbl onuumn 82 DHCP. DHCPV6-peTpaHcnaTop aobasnseT onumm
37 n 38 K nepecbinaemMbiM 3anpocam 1 ybupaeT 3TM onuum U3 OTBETOB cepBepa. Takum
o6pa3om npumeHeHue onumi 37 n 38 Npo3payHo Ans KnMeHTa.

Mo onuuam 37 u 38 DHCPv6-cepep mMoxeT ayteHTudpuumposate DHCPvV6-knneHta wm
DHCPv6-peTpaHcnupytowee yCTpOMCTBO, Ha3HavyaTb U ynNpaBnATb KIMEHTCKMMU agpecamu,
TeM camMbiM NpefoTepaLlaTb pa3nuyHble DHCPV6-ataku. Tak Kak cepBep onpenensieT, C Kakoro
nopTta AOCTyna npuvwen 3anpoc, OH MOXET OrpaHN4YnUTb KONIMYECTBO BblAensaeMblX afpecoB Ha
nopT AoCTyna, TeM camMblM NpefoTBpaTUTb aTtaky, HaueNeHHYI Ha ucyepnaHue appecos.
OpHako RFC4649 n RFC4580 He onpepensioT, kak cepBep OyaeT ncnonb3oBaTb onumm 37 u
38, nonb3oBaTenb MOXET UCMOSb30BaTb UX MO CBOEMY YCMOTPEHUIO.

30.2. Cnucok 3aga4 KoHdurypauum onuum 37, 38 DHCPV6

1. KoHdwurypauusa 6a3osbix onumi Dhepve snooping.
2. KoHdwurypaumsa 6a3oBbix onuuin Dhcpv6-peTpaHcnaTopa.
3. KoHdwurypaumsa 6a3oBbix onuuin Dhcpv6-cepsepa.

1. KoHdurypauus 6a3osbix onumii Dhepv6e snooping.

KomaHaa Description

Pexxum rmobanbHoro KoHcpurypuposaHus

ipv6 dhcp snooping remote-id option Bkntoyaet nopaepxky onuumn 37 B DHCPv6
NOAAEPXKY
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KomaHpa

Description

ipv6 dhcp snooping subscriber-id option

BkntovaeTt nogaepxky onumn 38 B DHCPv6

keep | replace}
no ipv6 dhcp snooping remote-id policy

no ipv6 dhcp snooping subscriber-id option | SNOOPING.  Komakpa — «no»  BbiKnio4aeT
noanepxky
ipv6 dhcp snooping remote-id policy {drop | YcTtanaeBnueaet NONNTUKY nepechInku

nakeToB, yXe cogepxalumx onuuto 37.

drop — cnctema npocTo oT6pPOCUT NakeTbl C
onuuen 37.

keep — cucrtema coxpaHuT UCXOAHYIO OMNLMIO
37 v nepeluneT NakeT cepBepy.

replace — cuctema 3amMeHUT CyLLECTBYIOLLYIO
onuuto 37 CBOEW 1 NepeLuneT nakeT cepeepy.
KomaHga «no» ycTaHaBnuBaeT MNONUTUKY
replace

ipv6 dhcp snooping subscriber-id policy {drop
| keep | replace}

no ipv6 dhcp snooping subscriber-id policy

YcTaHaBnuBaeT NONNTUKY nepecbInkn
NnakeToB, yXe cogepxalimx onumto 38.

drop — cuctema npocTo oT6pPOCUT NakeTbl C
onumen 38.

keep — cnctema CoxXpaHuT UCXOLHYHO ONLMIO
38 n nepewneT nakeT cepsBepy.

replace — cucrema 3amMeHUT CyLLECTBYHOLLYIO
onuumto 38 cBoen 1 nepeLuneT NakeT cepeepy.
KomaHpa «no» ycTaHaBnuBaeT MNONUTUKY
replace

ipv6 dhcp snooping subscriber-id select (sp |
sv | pv | spv) delimiter WORD (delimiter
WORD |)

no ipvé dhcp snooping subscriber-id select
delimiter

HactpanBaeTt NoNb30BaTENbCKYO
KOHdmrypaumio onummn subscriber-id, Komanga
«NO» BOCCTaHaBNMBaET KOHUrypauuio no
YMOJYaHuIo, T.€. 3aBOACKON HOMEP BMECTE C
VLAN MAC

ipv6 dhcp shooping subscriber-id select
(splsvlpv|spv) delimiter WORD (delimiter
WORD |)

no ipvé dhcp snooping subscriber-id select
delimiter

HactpanBaeTt NoNb30BaTENbCKYO
KOHdmrypaumio onumm subscriber-id, Komarnga
«NO» BOCCTaHaBNMBaET KOHUrypauuio mno
ymonyaHuio, T.e. Ha3sBaHne VLAN BmecTe C
Ha3BaHWeM nopTa
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KomaHpa Description

Pexum KkoHcdUrypaumm noprta

ipv6 dhcp snooping remote-id <remote-id> 3apaet dpopmy gobasneHuns onummn 37.

no ipv6 dhcp snooping remote-id <remote-id> 310 cogepxaHve nons remote-id
B onpeneneHHon nosb3oBatenem onuun 37,
cTpoka He 6one 128 cumBonoB. KomaHpa
«NO» BOCCTaHaBNMBaeT KOHGUrypauuio no
YMOMYaHuto, T.e. 3aBOACKON HOMEpP BMECTE C
VLAN MAC

ipv6 dhcp snooping subscriber-id | 3apaet dopmy nobasneHusa onumm 38.

< s _ .
subscriber-id <subscriber-id> 9T0 cogepxaHue nong

no ipv6 dhcp snooping subscriber-id subscriber-id B onpegeneHHomn
nonb3oBatenem onuun 38, ctpoka He 6Gone
128 CMMBOJIOB. KomaHpa «No»
BOCCTaHaBnuBaeT KOHdpurypaumto no
ymonyanuto, T.e. Ha3sBaHne VLAN BmecTte c
Ha3BaHueM nopTa, Hanpumep,
"Vlan2+Ethernet1/0/2"

2.  KoHdwurypauumsa 6a3oBbix onuuin Dhcpv6-peTpaHcnaTopa.

KomaHpga Description

Pexum rnob6anbHOro KOH(pUrypmpoBaHus

ipv6 dhcp relay remote-id option Bkntoyaet nogaepxky onumm 37 B DHCPvV6-

no |pV6 dth I‘e|ay remote-id Op'[ion peTpaHcnAaTope. KOMaHﬂa «NO» BbIKIK4YaeT
NoAAEPXKY

ipv6 dhcp relay subscriber-id option Bkntoyaet nogaepxky onumm 38 B DHCPV6-

no |pV6 dth I’e|ay subscriber-id Option peTpaHcnAaTope. KOMaHﬂa «NO» BbIKNK4YaeT
NOAAEPXKY

ipv6 dhcp relay remote-id delimiter WORD HactpavBaeTt NoNb30BaTENbCKYHO

KoHdurypauuio onumi remote-id. KomaHga
«NO» BOCCTaHaBMMBaeT KOHUrypaumio no
YMOMYaHuio, T.e. 3aBOACKON HOMEP BMECTE C

no ipv6 dhcp relay remote-id delimiter

VLAN MAC
ipv6 dhcp relay subscriber-id select (sp | sv | | HactpanBaet NoNb30BaTENbCKYHO
pv | spv) delimiter WORD (delimiter WORD |) | KOHpurypauuto onuun subscriber-id.
Komanpga no BOCCTaHaBnmBaeT

no ipv6 dhcp relay subscriber-id select

delimiter KOHurypaupio Mo ymonuyaHuio,  T.e.

Ha3BaHue VLAN BMecCTe Cc Ha3BaHMEM nopTa
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KomaHpa Description

Pexum koHuUrypaumm nitepcenca 3-ro ypoBHs

ipv6 dhcp relay remote-id <remote-id> 3apaet dpopmy gobasneHuns onuum 37.

no ipv6 dhcp relay remote-id <remote-id> 370 cogepxaHue nonsa remote-
id B onpeneneHHon nonb3oBaTteniemM onuun
37, ctpoka He 6one 128 cumeonos. KomaHaa
«NO» BOCCTaHaBNMBaeT KOHUrypauui no
YMOJ4aHutio, T.€. 3aBOACKON HOMEp BMeCTe C
VLAN MAC

ipv6 dhcp relay subscriber-id <subscriber-id> | 3agaet dopmy nobasneHus onumm 38.

no ipv6 dhcp relay subscriber-id <subscriber-id> 310 cogepxaHue nonsa
subscriber-id B onpeeneHHon
nonb3oBaTtenem onuun 38, cTpoka He bonee
128 CYIMBOJIOB. Komanpa «NO»
BOCCTaHaBnvBaeT KOHpu1rypaumto no
ymMonyanuio, T.e. HasBaHue VLAN BmecTe C
Ha3BaHNEM nopTa, Hanpumep,
"Vlan2+Ethernet1/0/2"

3. KoHdurypauusa 6a3oBbix onuun DHCPV6-cepBepa.

KomaHpga Description

Pexum rnob6anbHOro KOH(pUrypmpoBaHus

ipv6 dhcp server remote-id option Bkntoyaet nogaepxky onumm 37 B DHCPvV6-

no ipvé dhcp server remote-id option cepepe. KomaHga «no»  BbIKIlOYaeT
NoAAEPXKY

ipv6 dhcp server subscriber-id option Bkntoyaet nogaepxky onumm 38 B DHCPV6-

no ipv6 dhcp server subscriber-id option cepsepe.  KomaHaa — «no» - Bbiknto4aet
NOAAEPXKY

ipv6 dhcp use class BknoyaeT noodepxKy — UCMonb30BaHMWA

DHCPvV6-knaccos npu npMcBoeHnn aapecos.
KomaHpa «no» BbIKIlOYaeT 3To, He ypanss
HacTpoukn knaccoe DHCPv6

no ipv6 dhcp use class

ipv6 dhcp class <class-name> Onpepgensetr DHCPv6-knacc u Bxoaut B
pexum KoHdurypaumm DHCPv6-knacca.

no ipv6 dhcp class <class-name>
KomaHpa «no» yaanseT Knacc
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KomaHpa Description

Pexum koHcUrypaumm nHtepdenca

ipv6é dhcp server select relay-forward Bknioyaetr BbiGbop onumn 37 un 38

no ipvé dhcp server select relay-forward BHYTPEHHEro  ypoBHA, korAa B Makere,
npuweaLem oT peTpaHcnaTopa,

CyLLeCTBYeT HeckKonbko onuuin 37 wnnun 38.
KomaHpa «no» BO3BpallaeT HacTponKy Mo
yMonyaHuto, T.e. Bblibop onuun 37 u 38
OpUrnMHasnbHbIX NAaKeToB

Pexum koHcurypaumm DHCPvV6 knacca

{remote-id  <remote-id> | subscriber-id

<subscriber-id>}

no {remote-id <remote-id> | subscriber-id
<subscriber-id>}

HactpauBaetr onuwm 37 un 38,
COOTBETCTBYIOT Knaccy

KoTopble

class <class-name>

no class <class-name>

AccounmpyeT Knacc € MysioM agpecoB U
BXOAMT B peXuM KOHdpurypaumm knacca B
nyne apgpecoB. KomaHpa «no» yb6upaet
accoupaumio

address range <start-ip> <end-ip>
no address range <start-ip> <end-ip>

YcTaHaBnuBaeT [Auanas3oH agpecoB AN
DHCPv6-knacca. KomaHga «no» ypanset
Omana3oH. dopma 3anncu «npedukc/gnmHa»
He noagepXxusBaeTcs
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30.3. NMpumepbl onuuym 37, 38 DHCPV6
30.3.1. NMpumep onumn 37, 38 B DHCPV6 Snooping

—_—
| P \ KommyTatop B

1/0/1

——
P KommyTartop A

1/0/3

it ) ED O =D 0
MAC-AA MAC-BB MAC-CC

PucyHok 30-1. Cxema onumin B8 DHCPv6 Snooping

CornacHo cxeme Mac-AA, Mac-BB n Mac-CC — o6blyHble nonb3oBaTenu, NoaktoYeHHble K
HefoBepeHHbIM uHTepdencam 1/0/2, 1/0/3 n Va2 cootBeTcTBEHHO. OHM nonyyatoT IP-agpeca
2010:2, 2010:3 mn 2010:4 no DHCPv6; DHCPv6-cepBep nOAKMIOYEH K [OBEPEHHOMY
nHTepdency 1/0/1. HactpoeHo Tpu nonnuTukn BblaeneHns agpecos (knaccos), CLASSWITCHA
cootBeTcTByeT onuun 38, CLASSWITCHB cooteetctByeT onuumn 37, a CLASSWITCHC —
onumam 37 n 38. B nyne agpecoB EastDormPool 3anpocam, cOOTBETCTBYHOLWMM Kilaccam
CLASSWITCHA, CLASSWITCHB n CLASSWITCHC 6yayT Ha3Ha4eHbl agpeca U3 AmMana3oHoB
2001:da8:100:1::2-2001:da8:100:1::30, 2001:da8:100:1::31-2001:da8:100:1::60 "
2001:da8:100:1::61-2001:da8:100:1::100 cooTBeTCTBEHHO. Ha kKommyTaTope A BKIIlOYEHa
dyHKuma DHCPvV6 snooping n HacTpoeHbl onunn 37 n 38.

KoHdurypaups SwitchA:
SwitchA(config)#ipv6  dhcp  snooping remote-id option
SwitchA(config)#ipv6 dhcp snooping subscriber-id option
SwitchA(config)#int e 1/0/1
SwitchA(config-if-ethernet1/0/1)#ipv6 dhcp snooping trust
SwitchA(config-if-ethernet1/0/1)#exit SwitchA(config)#interface vlan 1

SwitchA(config-if-vlan1)#ipv6 address 2001:da8:100:1::1
SwitchA(config-if-vlan1)#exit

SwitchA(config)#interface ethernet 1/0/1-4
SwitchA(config-if-port-range)#switchport access vlan 1
SwitchA(config-if-port-range)#exit

SwitchA(config)#
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KoHdurypaums SwitchB:

SwitchB(config)#service  dhcpv6 SwitchB(config)

#ipv6 dhcp server remote-id option

SwitchB(config)#ipv6  dhcp  server  subscriber-id  option
SwitchB(config)#ipv6 dhcp pool EastDormPool

SwitchB(dhcpv6-eastdormpool-config)#network-address 2001:da8:100:1::2
2001:da8:100:1::1000

SwitchB(dhcpv6-eastdormpool-config)#dns-server 2001::1
SwitchB(dhcpv6-eastdormpool-config)#domain-name dhcpvé.com
SwitchB(dhcpv6-eastdormpool-config)# excluded-address 2001:da8:100:1::2
SwitchB(dhcpv6-eastdormpool-config)#exit

SwitchB(config)#

SwitchB(config)#ipv6 dhcp class CLASSWITCHA

SwitchB(dhcpv6-class-clasSwitchA-config)#remote-id ~ a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/1

SwitchB(dhcpv6-class-clasSwitchA-config)#exit
SwitchB(config)#ipv6 dhcp class CLASSWITCHB

SwitchB(dhcpv6-class-clasSwitchB-config)#remote-id ~ a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/2

SwitchB(dhcpv6-class-clasSwitchB-config)#texit
SwitchB(config)#ipv6 dhcp class CLASSWITCHC

SwitchB(dhcpv6-class-clasSwitchC-config)#remote-id ~ a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/3

SwitchB(dhcpv6-class-clasSwitchC-config)#exit
SwitchB(config)#ipv6 dhcp pool EastDormPool
SwitchB(dhcpv6-eastdormpool-config)#class CLASSWITCHA

SwitchB(dhcpv6-pool-eastdormpool-class-clasSwitchA-config)#address range
2001:da8:100:1::3 2001:da8:100:1::30

SwitchB(dhcpv6-pool-eastdormpool-class-clasSwitchA-config)#exit
SwitchB(dhcpv6-eastdormpool-config)#class CLASSWITCHB

SwitchB(dhcpv6-pool-eastdormpool-class-clasSwitchB-config)#address range
2001:da8:100:1::31 2001:da8:100:1::60

SwitchB(dhcpv6-eastdormpool-config)#class CLASSWITCHC

SwitchB(dhcpv6-pool-eastdormpool-class-clasSwitchC-config)#address range
2001:da8:100:1::61 2001:da8:100:1::100

SwitchB(dhcpv6-pool-eastdormpool-class-clasSwitchC-config)#exit
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SwitchB(dhcpv6-eastdormpool-config)#exit

SwitchB(config)#interface vlan 1
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SwitchB(config-if-vlan1)#ipv6 address
2001:da8:100:1::2/64  SwitchB(config-if-vlan1)#ipv6 dhcp
server EastDormPool SwitchB(config-if-vlan1)#exit

SwitchB(config)#

30.3.2. Mpumep onuuu 37, 38 Ha DHCPv6-peTpaHcnaTope
Mpuwmep 1.

MNpu passepTbiBaHuM IPV6-ceTn ans BbligeneHus IPv6-agpecoB MoXeT ObiTb MCMONb30BaHa
byHKunsa cepsepa DHCPV6 Ha mapLupyTu3vpyowem yCTponCcTBe, eCnun cneumnanbHbii cepeep
ncnonb3yeTca AN paBHOMEPHOro pacnpegenexdvs u ynpasneHus |IPv6-agpecamu. DHCPv6
cepsep nopaepxusaeTr oba pexuma, C oTcrnexuBaHue coctosHua (stateful) n 6e3 Hero
(stateless).

Ha ypoBHe goctyna ncnonb3dyetcsa SwitchA ans noaknioveHnsa nonb3oBaTtenen obLWwexumTus; Ha
nepeBom ypoBHe arrperaumm SwitchB, oH HacTpoeH kak DHCPvV6-peTpaHcnaTop; Ha BTOpPOM
ypoBHe arrperauum SwitchC HacTpoeH kak DHCPv6-cepBep, 1 OH COEAUHEH C MarncTpanbHOM
ceTblo. Ha KomnbloTepax gonxHa 6biTb yctaHoBneHa OC, koTopasa nogaepxmsaeT (PyHKUMIO
DHCPv6 client.

KommyTtartop C r_:

VLAN 1:2001:da8:1:1::1 <~_— | DHCPv6-cepsep

VLAN 10: 2001:da8:10:1::1 )

KommyTtatop B E—

VLAN 1: 2001:da8:1:1::2 —

VLAN 10: 2001:dag:10:1::2 | <—— | DHCPv6-petpaHcnsitop

VLAN 100: 2001:da8:100:1::1

KommyTtatop A | <—

DHCPvV6-knueHT

PucyHok 30-2. Cxema npumeHeHuns onumn B DHCPV6-peTpaHcnaTope
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KoHdurypaums SwitchB:

SwitchB(config)#service dhcpvb
SwitchB(config)#ipv6é dhcp relay remote-id option
SwitchB(config)#ipv6 dhcp relay subscriber-id option
SwitchB(config)#vlan 10

SwitchB(config-vlan10)#int vlan 10

SwitchB(config-if-vlian10)#ipv6 address 2001:da8:1::2/64
SwitchB(config-if-vlan10)#ipv6 dhcp relay destination
2001:da8:10:1:1 SwitchB(config-if-vlan10)#exit

30.4. NMouck HeucnpaBHocTen onuun 37, 38 DHCPV6

MakeTbl 3anpocoB, oTcbinaemble DHCPv6-knmeHToM, 310 multicast-nakeTbl, NonyyYeHHble
yctpouncteom BHYTpu ero VLAN. Ecnn DHCPv6-cepBep xo4eT nosy4vatb NakeTbl OT KIIMEHTa,
KIMEHT N cepBep [ONXHbI HaxoguTbcs B ogHoMm VLAN, nHaye Heobxoammo ucnonb3oBaTb
DHCPV6-peTpaHcnaTop.

O6paboTtka onuun 37,38 npu DHCPV6 snooping MOXeT NpOXOoAuTb OOHUM U3 CNeAyoLUMX
06pa30B: 3aMeHUTb opurnHanbHble onuuun 37,38 ceoumu; otbpocnTb NakeT ¢ onumamu 37,38;
He BbINOMHATL onepaumio obasneHusa, nepegayn unu otbpaceiBaHusa naketa. MNostomy, ecnu
IPv6-agpec He nony4yeH B COOTBETCTBUM C onuuamu 37,38, noxanymncra, NpoBepbTe HACTPOMKK
nonntuk DHCPV6 snooping Ha BTopom ycTpoictee. DHCPvV6-cepBep no ymonyaHuio noslyyaeT
onuuun 37,38 13 naketa, OTNPaBEHHOro KIIMEHTOM, TakK Xe MOXeT nofiydatb Ux U3 nakeTa,
OTNPaBfIEHHOrO PETPAHCNATOPOM.

DHCPv6-cepBep npoBepsaeT  TONbKO  onummn 37,38, pobaBneHHble nepsbim
DHCPV6-peTpaHCNATOPOM, 3TO 3HAYUT, YTO B NaKeTax peTpaHCcnaTopa AeNCTBUTENbHbI TOSIbKO
onuuu 37,38 camoro rnyboKoro ypoBHS.
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31. KOHPUTYPALIUA DHCP SNOOPING
31.1. BBegenue B DHCP Snooping

DHCP Snooping o03Ha4aeT, 4TO KOMMyTaTop Habniogaet 3a nNpoLeccoM MNpPUCBOEHUSA
IP-agpecoB no npotokonly DHCP. 3710 npepoTteBpawaeT nosBAEHWEe HeneranbHbIX
DHCP-cepeepoB 1 DHCP-aTakM nyTeM HacTpOMKU LOBEPEHHbIX U HefOBEepPeHHbIX MOPTOB.
DHCP-coobuweHne c poBepeHHbix MNOpToB nepepaetca 6e3 nposepku. [Mpu TUNMYHOM
KOH(purypauumn [oBepeHHble NopTbl Ucnonb3ylTca ana noaknoveHns DHCP-cepsepa vnnu
DHCP-peTpaHcnsaTopa, a K HejoBEPEHHbIM NopTaM NoAKNIYaTCA KMeHTbl. C HefoBEPEHHbIX
noptoB kKommyTatop 6yaeT nepecbinatb Tonbko DHCP- 3anpockl, HO He oTBeTbl. Ecnu ¢
HeJOBepeHHOro nopTta nony4yeHo coobuieHne DHCP-oTBeTa, KOMMyTaTOp NOAHUMET TPEBOTY
U npegnpuMmeT onpefeneHHble OeWCcTBUA C MOPTOM, COrMfiacHO HacTpovKam, Hanpumep,
BblkNOYeHne unm cospgaHue «black hole». Ecnu BknoyeHa npueaska DHCP  Snooping,
KOMMYTaTop COXPaHUT B COOTBETCTBYHLLEN Tabnuue CBA3yLLY MHGOPMAaLUMIO O KaXaoM
DHCP- knueHTe ¢ HegoBepeHHoro nopta (Bkntovas MAC-agpec, IP-agpec, apeHay IP, Homepa
VLAN n nopta). Umes Takyto nicpopmaumo DHCP Snooping, MOXHO KOMOMHMpPOBaTbL C APYrMM
Moaynamu, Takumu, kak dot1x n ARP, nnmn camoctositensHO peanu3oBaTbh KOHTPOSb JOCTYNa
nosib3oBaTenemn.

3awuTta oT nopgenbHoro DHCP-cepBepa: ecnu KOMMYyTaTtop nepexBaTbiBaeT OTBET
DHCP-cepsepa (Bkntodas DHCPOFFER, DHCPACK n DHCPNAK), oH nogHumeT TpeBsory 1
npegnpuMmeT onpeaeneHHble AeWCTBUSA, COrflacHO HacTpovkam (BbIKIHOYeHWe nopTa wunu
co3pgaHue «black holey).

3awmTa ot neperpy3kn DHCP: 4yTto6bl n3bexartb 6onbworo konuvyectsa coobweHuin DHCP,
aTakyloWwmnx npoueccop, MoNnb30BaTeNlb MOXET OrpaHU4MTb  CKOPOCTb  MOJyYeHUs
DHCP-nakeToB Ha A0BEPEHHbIX N HeJOBEPEHHbIX NOpTax.

3anucb aaHHbix npueaskn DHCP (dhcp snooping binding): DHCP snooping npu nepecobliske
DHCP-nakeToB 6yaet 3anucbiBaTb AaHHble (IP + MAC). MoXHO Tak Xe 3arpy3untb 3Th AaHHble
Ha cepBep B LefsX BOCCTaHOBNEHNS YTEPSAHHOW MHopMaumu. [JaHHble NPUBA3KK, B OCHOBHOM,
NCNosb3YTCA ANsl HACTPOMKM AMHAMUYECKMX MOoNb30BaTenbCckux noptos dot1x. 3a noapobHomn
nHdpopmaumen o dot1x obpatuTtech, noxanyincrta, k rnase «HacTtponka dot1x».

[obaeneHune ceazytowero ARP: MoxHoO Ao6aBuTb cTaTnyeckyto ceBsisky ARP B cOOTBETCTBUM C
ONHAMUYECKUMU AaHHbIMK, YTOObI NpenoTBpatMTb ARP-MOLLEHHNYECTBO.

[lob6aBneHne OOBEPEHHbIX MONb30BaTeNen: MOXHO A06aBUTL 3anNncK B CMIMCOK AOBEPEHHbIX
nosnb3oBaTefien B COOTBETCTBUM C NapamMeTpamMu CBA3YIOLNX OaHHbIX; 3TWM Nofib30oBaTenu
nony4aTt AOCTYyn KO BceM pecypcam 6e3 dot1x-ayTeHTudukaumu.

ABTOMaTMYECKOE BOCCTAHOBIMEHUE: Yepe3 HEKOTOPOE BpeMsi NOCHEe BbIKIIOYEHUA NopTa unm
co3pnaHus «black hole», Hy>XHo aBTOMaTnyeckun ybpaTtb 6noknpoBky nopta nnn MAC-agpeca u
OTNpaBUTb NPU 3TOM MHOPMaLMIO Ha cepBep Yepe3 syslog.

DyYHKLUMA XypHana: Korga KoMmyTaTop OOHapyXuBaeT HEHOpMaribHble NMaKeTbl, OH AOJIXEH
oTNpaBnTb NHOPMaLMIO Ha cepBep XypHara vyepes syslog.

lndppoBaHmne npmBaTHbIX COOBLLEHUNI: CBA3b MEXAY KOMMYTaTOPOM U BHYTPEHHEN CUCTEMOW
ynpaenenns 6e3onacHocTblo cetu TrustView npoucxoant yepe3 npuBaTHble COOOLLEHUS.
Monb3oBaTtenu moryT wndpoBaTb 3TN coobLLEeHNs B Bepcum 2.

dyHKuMs nobaeneHme onumm 82: pasnnyHble sub-onummn 82 pobasnaioTca B DHCP-coobLueHne
B COOTBETCTBMM CO CTATyCOM ayTeHTUcunkauum nonb3oBaTens.

267

® §) QTECH

MWP OOCTYNMHEE



PykoBopacTtBo nonb3oeatens cepua QSW-4530F

KOHDUTTYPALUNA DHCP SNOOPING [ www.gtechru |

31.2. NocnepoBaTtenbHOCTb 3aaa4 kKoHdurypauum DHCP Snooping

=

©OXNO AN

e e e e
s wN PO

1.

Bkntounte DHCP Snooping.

BkntounTb pyHKumio npuesaskn DHCP Snooping.

Bkntountb doyHkumio npuesaskn ARP DHCP Snooping.

Bkntountb doyHkumio onumm 82 DHCP Snooping.

YcTaHOoBUTb BEPCUIO MPUBATHLIX MAKETOB.

YcTaHoBUTb 3amngpoBaHHbIn Koy DES ana npuBaTHLIX NakeToB.
YctaHosutb agpec DHCP-cepsepa.

HacTpouTb foBEpPEHHbIE NOPTHI.

BkntounTb pyHkumio npusaskun DHCP Snooping DOT1X.

BkntounTb pyHKumio npusaskn DHCP Snooping USER.

. Jo6aBuTb 3an1cu B cTaTU4ECKUIA CIUCOK.
. YCTaHOBUTb AENCTBUS 3aLLUThI.
. YCTaHOBWTb OrpaHuyeHne ckopoctu nepegayn DHCP-coobueHnin.

Bkntountb oTnagky.
Hactpoutb atpnbyThl onuumn 82 DHCP Snooping.

Bkntounte DHCP Snooping.

KomaHpga OnucaHue

Pexum rnob6anbHOro KOH¢UrypmpoBaHus

no ip dhcp snhooping enable

ip dhcp snooping enable Bkntountb/Boikntounts DHCP Snooping

2.

Bkntountb pyHKumio npmeaskn DHCP Snooping.

KomaHaa OnucaHue

Pexum rnob6anbHOro KOH(pUrypMpoBaHus

no ip dhcp snooping binding enable

ip dhcp shooping binding enable Bkntounte/BbikNounTb yHKUMIO NpuBA3ku DHCP

Snooping

3.

BkntounTtb dyHKumto npmeaskn ARP DHCP Snooping.

KomaHpa OnucaHue

Pexxum rmobanbHoro KoHcpurypuposaHus

no ip dhcp snooping binding arp

ip dhcp snooping binding arp Bkrounte/BblkmounTb  pyHkunio npusasku ARP

DHCP Snooping
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4. Bxkmountb pyHKumo onuum 82 DHCP Snooping.
KomaHnpa OnucaHwne

PexuM rnob6ansHoro KOoHpUrypupoBaHus

ip dhcp snooping information enable
no ip dhcp snooping information enable

BknounTe/BbIKNIOUNTL PyHKUMIO onummn 82 DHCP
Snooping

5. YcraHoBuUTb BEPCUI0 NPpUBATHbLIX NAKeTOB.

KomaHpa

OnucaHue

Pexum rnob6ansHoro KoHUrypupoBaHus

ip user private packet version two
no ip user private packet version two

HactpouTb/yganutb BEPCUIO MPUBATHbLIX MAaKeToB

6. YcrtaHoBuMTbL 3awwmdpoBaHHbIv Kntod DES ana npmMeBaTHbIX MAKeTOB.

KomaHpga

OnucaHue

Pexum rnob6anbHOro KOH¢UrypmpoBaHus

enable trustview key 0/7 <password>
no enable trustview key

HacTtpoutb/ypanutb 3awwmdpoBaHHbii kitod DES
ONsi NpUBaTHbIX MaKeToB

7. YcrtaHoBuTb agpec DHCP-cepBepa.

KomaHaa

OnucaHue

Pexum rnob6anbHOro KOH¢pUrypmpoBaHus

ip user helper-address A.B.C.D [port
<udpport>] source <ipAddr> (secondary|)

no ip user helper-address (secondary|)

Hactpoutb/yopannte agpec DHCP-cepeepa

8. HacTpoutb poBEpPEHHbIE MOPThI.

KomaHpa

OnucaHue

Pexum KkoHcdUrypauum nopta

ip dhcp shooping trust {vlan <vlan-list>}

no ip dhcp snooping trust {vlan <vlan-
list>}

CpoenaTb MopT [nOoBepeHHbiM. KomaHga «no»

OTMEHSET HaCTPOMKY
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9. Bknountb pyHKumio npusasku DHCP Snooping DOT1X.

KomaHpa

OnucaHue

Pexum KkoHdUrypaumm nopra

ip dhcp shooping binding dotlx
no ip dhcp snooping binding dotlx

BknounTh/BbIKNIOUNTL YyHKUMIO npuBsasku DHCP
Snooping DOT1X

10. Bkntountb cpyHKumio npmsaskm DHCP Snooping USER.

KomaHpa

OnucaHue

Pexum koHcUrypaumm noprta

ip dhcp snooping binding user-control

no
control

ip dhcp snooping binding user-

Bkntounte/BbiKNOUNTL (PyHKUMIO NpuBA3ku DHCP
Snooping USER

11. Jo6aBuTb 3anncu B CTaTUYECKNIA CIIUCOK.

KomaHpga

OnucaHue

Pexum rnob6anbHOro KOH¢UrypmpoBaHus

ip dhcp snooping binding user <mac>
address <ipAddr> vlan <vid> interface
(ethernet)) <ifname>

no ip dhcp snooping binding user <mac>
interface (ethernet|) <ifname>

[o6aBnTb/yaannTb 3anuMcu B CTaTUYECKMI CIIMCOK

12. YcTtaHOBUTb AENCTBUA 3aLLUThI.

® §) QTECH

MWP OOCTYNMHEE

KomaHaa OnucaHue
Pexum koHdurypaumm nopta
Ip dhcp snooping action | YcTaHOBUTL/OTMEHUTb aBTOMaTu4yeckue
{shutdown|blackhole} [recovery | 3aWwMTHbIE 4ENCTBUA HA NOpTax
<second>]
no ip dhcp shooping action
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13. YcTaHoBUTb orpaHnyeHune ckopoctu nepegadn DHCP-coobLeHu.

KomaHpa OnucaHue

PexuM rnob6ansHoro KOoHpUrypupoBaHus

ip dhcp snooping limit-rate <pps> YCTaHOBUTb OrpaHMYEHUEe CKOpPOCTUM Mepenaydn

no ip dhcp snooping limit-rate DHCP-coobLuenuit

14. BknouunTb OTNagKy.

KomaHpa OnucaHue

Pexnm agmmHucTpatopa

debug ip dhcp snooping packet Moxanyncta, obpaTutecb K COOTBETCTBYHOLLEN
debug ip dhcp snooping event rnaBe Noucka HemcrnpaBHOCTEN
debug ip dhcp shooping update

debug ip dhcp snooping binding

15. HactpouTtb aTpubyTbl onummn 82 DHCP Snooping.

KomaHpga OnucaHue

Pexum rnob6anbHOro KOH¢UrypmpoBaHus

ip dhcp shooping information option | YcTtaHaBnuBaeT gopmat subscriber-id onuun
subscriber-id format {hex | acsii | vs-hp | vs- | 82 DHCP snooping
huawei}

Ip dhcp snooping information option remote-id | YcTaHaBnMBaeT copepxaHue  cy6-onuun
{<remote-id> | standard | vs-cisco | vs-huawei} K remote-id onumm 82. KomaHga «no»

no ip dhcp snooping information option = BO3BPALLAET CTAHAAPTHbIM opmaT

remote-id
ip dhcp snooping information option allow- Pa3spewaet HeoOBEPEHHbIM nopTam
untrusted npuHumatb DHCP-nakeTbl ¢ onuunen 82. Ecnn

He BKJIIO4YEHO, BCe HeaoBepeHHble NOpThl

in dh ing inf ti ti llow-
MO Ip dhcp Snooping Information option aflow 6ynyT oT6packiBaTb DHCP-nakeTbl ¢ onumeii

untrusted

82
Ip dhcp snooping information option delimiter, YctaHaBnueaeT pasgenuTenb onsi
[colon | dot | slash | space] napameTpoB cy6-onuuin onumm 82. KomaHaa

«NOo» yCTaHaBJIMBaeT pa3genutesib Mo

no ip dhcp snooping information option
b P ping P ymon4daHuio — slash

delimiter
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KomaHpa OnucaHue

ip dhcp snooping information option self- 3apaeT MeTon co3gaHua onuun - 82,
defined remote-id {hosthame | mac | string | nonb3oBaten  MOryT  CaMOCTOATENbHO
WORD} onpenenuTb NapameTpbl cyb6-onuum remote-
no ip dhcp snooping information option self- id
defined remote-id

ip dhcp snooping information option self- MNonb3oBaTenbckun dopmaTt remote-id ans
defined remote-id format [ascii | hex] onuuun 82

ip dhcp snooping information option self- | 3apaeT Meton co3gaHua onuun 82,
defined subscriber-id {vlan | port | id (switch-id | nonb3oBaTenn  MoOrytT  CamMOCTOATENbHO
(mac | hostname)| remote-mac) | string onpegenuTb napameTpbl cy6-onuun circute-
WORD} id

no ip dhcp snooping information option type
self-defined subscriber-id

ip dhcp snooping information option self- MNonb3oBaTenbckun ¢opmat circuit-id ans
defined subscriber-id format [ascii | hex] onuuun 82

Pexum koHdurypauumm nopta

Ip dhcp snooping information  option | YcTaHaBnMBaeT copepxaHue — cy6-onuun
subscriber-id {standard | <circuit-id>} circuit-id  onmumm 82. KomaHpa  «no»

no ip dhcp snooping information option = BO3BPALLAET CTAHAAPTHbIM hopmaT

subscriber-id
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31.3. TunoBoe npumeHeHne DHCP Snooping

Ack

KommyTtarop ™ —

= -

=S

DHCP-knuneHT
IP:1.11.5
MAC: AA

cB(olllD

1/0M12

1/0/11

Lno3 DHCP-cepsep

PucyHok 31-1. TunoBon npumeHeHve

1/01 - 1/0/10 Q
—_—

DHCP-knueHT
IP:1.1.1.6
MAC: BB

Kak nokasaHo Ha pucyHke, yctponctBo Mac-AA — 06bl4HbIA NONb30BaTeb, NOAKIHOYEHHbIA K
HepgoBepeHHoMy nopTy 1/0/1 kommyTaTopa, nony4vaet IP-HacTporikn yepe3 DHCP, IP-agpec
knueHta 1.1.1.5. DHCP-cepBep 1 W03 NOAKIOYEHDbI K JOBEPEHHBIM NOPTaM KOMMYTaTOpa,
1/0/11 n 1/0/12 cooTBeTCTBEHHO. 3noyMbiwneHHNK Mac-BB, nogkntoyeHHbIn K HeAOBEPEHHOMY
nopty 1/0/1 kommyTaTtopa, nbitaetca nogaenate DHCP-cepep (nocbinaga naketsl DHCPACK).
®yHkumsa DHCP Snooping Ha kommyTaTope 3addeKTUBHO 06HAPYXUT 1 6NOKMpyeT Takon Tun
ceTeBOW aTakMm.

MocnenoBaTenbHOCTb HACTPOVIKM:

switch# switch

#config

switch(config)#ip dhcp snooping enable
switch(config)#interface ethernet 1/0/11
switch(Config-If-Ethernet1/0/11)#ip dhcp snooping
trust switch(Config-If-Ethernet1/0/11)#exit
switch(config)#interface ethernet 1/0/12
switch(Config-If-Ethernet1/0/12)#ip dhcp snooping trust
switch(Config-If-Ethernet1/0/12)#exit
switch(config)#interface ethernet 1/0/1-10
switch(Config-Port-Range)#ip dhcp snooping action shutdown
switch(Config-Port-Range)#
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31.4. Nouck HencnpasHocten DHCP Snooping

31.4.1. HabnopeHne n oTnagovHasa uHdopmauus

KomaHnpa «debug ip dhcp snooping» MoxeT 6bITb MCNOMb30BaHa AJ1a NosyYeHne oTnago4Hon
NMHhopmaLumu.

31.4.2. NomoLb B NOUCKe HEUCNpaBHOCTEUN

Ecnun Bo3HukaeT npobnema c ucnonb3oBaHnem ¢yHkuun DHCP Snooping, noxanymncra,
npoBepbTE crneayoLlee:

BkntoueHa nu pyHkuma DHCP Snooping rno6anbHo;

Ecnn nopt He pearnpyeT Ha noxHblin DHCP-nakeT, NpoBepbTe, HAaCTPOEH NN 3TOT MOPT Kak
HeOBEPEHHbIN.
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32. ObLLUAA UHPOPMALIUA

32.1. NapaHTHNA U cepBUC

Mpouenypa 1 HeobxoaMMble AEWCTBUA MO BONPOCaM rapaHTum onucaHbl Ha cante QTECH B
pasnene «lMopgaepxka» —> «[ apaHTUHOE 0OCNYXMUBAHNE Y.

O3HakomMuTbCA € MHpopMaLumeln No BONpocam TeCTMpoBaHMA 060pyAOBaHNSA MOXHO Ha canTe
QTECH B pa3pene «[lopaepxka» —> «B3aTb 060pyaoBaHMe Ha TECTY.

Bbl MOXeTe HanucaTb HanpsiMyto B cyx6y cepBuca No 3eKTPOHHON noyTte sc@dgtech.ru.

32.2. TexHn4yeckaa nogaepxka

Ecnn Bam Heobxoanmo copencTBue B BOMpOCax, Kacawwmxcsl Hawero obopyaoBaHus, TO
MOXeTe BOCMNONb30BaTbCA pa3fenioM TeXHUYeckon nopaepxku nonb3osatenen QTECH Ha
Hawem cante www.qgtech.ru/support/.

TenedoH TexHnyeckon nogaepxku +7 (495) 269-08-81
LleHTpanbHbin ocuc +7 (495) 477-81-18

32.3. dneKTpoHHasA BepcUs AOKyMeHTa
Hata nybnukauun 19.06.2025

https://files.atech.ru/upload/switchers/QSW-4530F/QSW-4530F user manual.pdf

275

® §) QTECH

MWP OOCTYNMHEE


https://www.qtech.ru/support/guarantee/
https://www.qtech.ru/support/testing/
mailto:sc@qtech.ru
https://www.qtech.ru/support/
https://files.qtech.ru/upload/switchers/QSW-4530F/QSW-4530F_user_manual.pdf

	Заявление
	Заявление об авторских и исключительных правах
	Отказ от ответственности
	Заявление о товарном знаке

	1. УПРАВЛЕНИЕ КОММУТАТОРОМ
	1.1. Варианты Управления
	1.1.1. Внеполосное управление
	1.1.2. In-band управление.
	1.1.2.1. Управление по Telnet
	1.1.2.2. Управление с помощью протокола HTTP (через веб-интерфейс)
	Для локальной аутентификации можно использовать следующую команду:

	1.1.2.3. Управление коммутатором через сетевое управление SNMP


	1.2. CLI-интерфейс
	1.2.1. Режим настройки
	1.2.1.1. Режим пользователя
	1.2.1.2. Режим администратора
	1.2.1.3. Режим глобального конфигурирования.

	1.2.2. Настройка синтаксиса
	1.2.3. Сочетания клавиш
	1.2.4. Справка
	1.2.5. Проверка ввода
	1.2.5.1. Отображаемая информация: успешное выполнение (successfull)
	1.2.5.2. Отображаемая информация: ошибочный ввод (error)

	1.2.6. Поддержка языка нечеткой логики (Fuzzy math)


	2. ОСНОВНЫЕ НАСТРОЙКИ КОММУТАТОРА
	2.1. Основные настройки
	2.2. Управление Telnet
	2.2.1. Telnet
	2.2.1.1. Введение в Telnet
	2.2.1.2. Команды конфигурирования Telnet


	2.2.2 SSH
	2.2.1.3. Введение в SSH
	2.2.1.4. Список команд для конфигурирования SSH-сервера
	Пример 1:


	2.3. Настройка IP-адресов коммутатора
	2.3.1. Список команд для настройки IP-адресов

	2.4. Настройка SNMP
	2.4.1. Введение в SNMP
	Шаг 1.
	Шаг 2.
	Шаг 3.
	Шаг 4.
	Шаг 5.


	6.4. Устранение неполадок функции ULDP

	7. НАСТРОЙКА ФУНКЦИИ LLDP
	7.1. Общие сведения о функции LLDP
	7.2. Список команд для конфигурирования LLDP
	7.3. Типовой пример функции LLDP
	Коммутатор А. Последовательность команд конфигурации:

	7.4. Устранение неисправностей функции LLDP

	8. НАСТРОЙКА PORT CHANNEL
	8.1. Общие сведения о Port channel
	8.2. Общие сведения о LACP
	8.2.1. Статическое объединение LACP
	8.2.2. Динамическое объединение LACP

	8.3. Настройка Port channel
	8.4. Примеры использования Port channel
	8.5. Устранение неисправностей Port channel

	9. КОНФИГУРИРОВАНИЕ MTU
	9.1. Общие сведения об MTU
	9.2. Конфигурирование MTU

	10. КОНФИГУРАЦИЯ EFM OAM
	10.1. Общие сведения о EFM OAM
	10.2. Конфигурирование EFM ОАМ
	10.3. Примеры EFM OAM
	Сценарий 1:

	10.4. Устранение неисправностей EFM OAM

	11. БЕЗОПАСНОСТЬ ПОРТОВ
	11.1. Введение
	11.2. Настройка безопасности портов
	11.3. Приметы настройки PORT SECURITY
	11.4. Устранение неисправностей PORT SECURITY

	12. НАСТРОЙКА DDM
	12.1. Введение
	12.1.1. Краткое введение в DDM
	12.1.2. Функции DDM

	12.2. Список команд конфигурации DDM
	12.3. Примеры применения DDM
	Пример 1:
	Пример 2:
	Пример 3:
	12.3.1. Устранние неисправностей DDM


	13. LLDP-MED
	13.1. Введение в LLDP-MED
	13.2. Конфигурация LLDP-MED
	13.3. Пример настройки LLDP-MED
	13.4. Устранение неисправностей LLDP-MED

	14. НАСТРОЙКА BPDU-TUNNEL
	14.1. Введение в bpdu-tunnel
	14.1.1. Функции bpdu-tunnel
	14.1.2. Создание bpdu-tunnel

	14.2. Конфигурация bpdu-tunnel
	14.3. Пример BPDU-tunnel
	14.4. Устранение неисправностей bpdu-tunnel

	15. НАСТРОЙКА ВИРТУАЛЬНЫХ ЛОКАЛЬНЫХ СЕТЕЙ VLAN
	15.1. Конфигурирование VLAN
	15.1.1. Начальные сведения о VLAN
	15.1.2. Конфигурирование VLAN
	15.1.3. Типичное применение VLAN’а
	15.1.4. Типичное применение гибридных портов

	15.2. Конфигурирование туннеля Dot1Q
	15.2.1. Общие сведения о туннелях Dot1q
	15.2.2. Конфигурирование туннеля Dot1q
	15.2.3. Типичное применение туннеля Dot1q
	15.2.4. Устранение неисправностей туннеля Dot1q

	15.3. Конфигурирование Selective QinQ
	15.3.1. Общие сведени о Selective QinQ
	15.3.2. Конфигурация Selective QinQ
	15.3.3. Типичное применение Selective QinQ
	15.3.4. Устранение неисправностей Selective QinQ

	15.4. Настройка трансляции VLAN’ов
	15.4.1. Общие сведения о трансляции VLAN’ов
	15.4.2. Конфигурирование трансляции VLAN’а
	15.4.3. Типовое применение трансляции VLАN’ов
	15.4.4. Устранение неисправностей трансляции VLAN’ов

	15.5. Конфигурация Multi-to-One VLAN-трансляции
	15.5.1. Введение в Multi-to-One VLAN-трансляцию
	15.5.2. Настройка передачи Multi-to-One VLAN
	15.5.3. Типичное применение трансляции Multi-to-One VLAN
	15.5.4. Устранение неисправностей Multi-to-One VLAN-трансляции

	15.6. Конфигурирование динамических VLAN
	15.6.1. Общие сведения
	15.6.2. Конфигурирование динамических VLAN
	15.6.3. Типовое применение динамического VLAN’а
	15.6.4. Устранение неисправностей динамического VLAN’а

	15.7. Конфигурирование GVRP
	15.7.1. Общая информация о GVRP
	15.7.2. Настройка GVRP
	15.7.3. Примеры применения GVRP
	15.7.4. Устранение неисправностей GVRP


	16. НАСТРОЙКА ТАБЛИЦЫ MAC-АДРЕСОВ
	16.1. Общие сведения о таблице MAC-адресов
	16.1.1. Получение таблицы МАС-адресов
	16.1.2. Пересылка или фильтрация кадров

	16.2. Конфигурирование таблицы МАС адресов
	16.3. Примеры типичной конфигурации
	16.4.  Устранение неисправностей, связанных с таблицей МАС-адресов
	16.5. Дополнительные функции таблицы МАС-адресов
	16.5.1. Привязка МАС-адресов
	16.5.1.1. Общие сведения о привязке МАС-адресов
	16.5.1.2. Настройка привязки МАС-адресов
	16.5.1.3. Устранение проблем привязки МАС-адресов


	16.6. Конфигурация MAC notification
	16.6.1. Введение в MAC notification
	16.6.2. Конфигурация уведомлений о MAC-адресах
	16.6.3. Пример MAC notification
	16.6.4. Устранение неисправностей MAC-уведомлений


	17. НАСТРОЙКА ПРОТОКОЛА MSTP
	17.1. Общие сведения о MSTP
	17.2. Регион MSTP
	17.2.1.1. Операции внутри одного и того же региона MSTP
	17.2.1.2. Операции между регионами MST
	17.2.2. Роли портов
	17.2.3. Балансировка нагрузки в MSTP

	17.3. Конфигурирование MSTP
	17.4. Пример применения MSTP
	17.5. Устранение неисправностей MSTP
	17.6. Настройка PVST/RPVST

	18. НАСТРОЙКА QOS
	18.1. Общие сведения о QoS
	18.1.1. Термины QoS
	18.1.2. Реализация QoS
	18.1.3. Базовая модель QoS

	18.2. Конфигурирование QoS
	18.3. Пример QoS
	Пример 1:
	Пример 2:
	Пример 3:

	18.4. Устранение неисправностей QoS

	19. ПЕРЕНАПРАВЛЕНИЕ ПОТОКОВ
	19.1. Общие сведения о перенаправлении потоков
	19.2. Конфигурирование перенаправления потоков
	19.3. Примеры перенаправления потоков
	Пример:

	19.4. Устранение неисправностей перенаправления потоков

	20. КОНФИГУРИРОВАНИЕ SELECTIVE QINQ
	20.1. Общие сведения о selective QinQ
	20.1.1. Технология QinQ
	20.1.2. BasicQinQ
	20.1.3. Selective QinQ

	20.2. Настройка selective QinQ
	20.3. Пример применения selective QinQ
	20.4. Устранение неисправностей selective QinQ

	21. КОНФИГУРИРОВАНИЕ ФУНКЦИЙ 3-ГО УРОВНЯ
	21.1. Интерфейс 3-го уровня
	21.1.1. Начальные сведения об интерфейсах 3-го уровня
	21.1.2. Настройка интерфейса 3-го уровня

	21.2. Настройка протокола IP
	21.2.1. Введение в IPv4, IPv6
	21.2.2. Настройка IP-протокола
	21.2.2.1. Настройка адреса IPv4
	21.2.2.2. Настройка адреса IPv6

	21.2.3. Поиск неисправностей IPv6

	21.3. ARP
	21.3.1. Введение в ARP
	21.3.2. Список задач конфигурации ARP
	21.3.3. Поиск неисправностей ARP


	22. НАСТРОЙКА ФУНКЦИИ ПРЕДОТВРАЩЕНИЯ ARP-СКАНИРОВАНИЯ
	22.1. Введение в функцию предотвращения ARP-сканирования
	22.2.  Последовательность задач конфигурации предотвращения ARP-сканирования
	22.3. Типовые примеры предотвращения ARP-сканирования
	22.4. Поиск неисправностей предотвращения ARP-сканирования

	23. КОНФИГУРАЦИЯ ЗАЩИТЫ ОТ ПОДМЕНЫ ARP
	23.1. Обзор
	23.1.1. ARP (Address Resolution Protocol)
	23.1.2. Подмена ARP
	23.1.3. Как предотвратить подмену ARP

	23.2. Конфигурация предотвращения подмены ARP
	23.3. Пример предотвращения подмены ARP, ND

	24. НАСТРОЙКА ARP GUARD
	24.1. Введение в ARP GUARD
	24.2. Список задач конфигурации ARP GUARD

	25. КОНФИГУРАЦИЯ САМООБРАЩЕННОГО ARP (GRATUITOUS ARP)
	25.1. Введение в самообращенный ARP
	25.2. Список задач конфигурации самообращенного ARP
	25.3. Пример конфигурации самообращенного ARP
	25.4. Поиск неисправностей самообращенного ARP

	26. КОНФИГУРАЦИЯ DHCP
	26.1.1. Введение DHCP
	26.2. DHCP Server Configuration
	26.3. Конфигурация DHCP-ретранслятора
	26.4. Примеры конфигурации DHCP
	26.5. Поиск неисправностей DHCP

	27. КОНФИГУРАЦИЯ DHCPV6
	27.1. Введение DHCPv6
	27.2. Конфигурация DHCPv6-сервера
	27.3. Конфигурация DHCPv6-ретранслятора
	27.4. Конфигурация сервера делегации префиксов DHCPV6
	27.5. Конфигурация клиента делегации префиксов DHCPv6
	27.6. Примеры конфигурации DHCPv6
	Пример 1:

	27.7. Поиск несиправностей DHCPv6

	28. КОНФИГУРАЦИЯ ОПЦИИ 82 DHCP
	28.1. Введение в опцию 82 DHCP
	28.1.1. Структура сообщения опции 82 DHCP
	28.1.2. Механизм работы опции 82

	28.2. Список задач конфигурации опции 82 DHCP
	28.3. Примеры применения опции 82 DHCP
	28.4. Поиск неисправностей опции 82 DHCP

	29. ОПЦИИ 60 И 43 DHCP
	29.1. Введение в опции 60 и 43 DHCP
	29.2. Настройка опций 60 и 43 на DHCP
	29.3. Пример настройки опций 60 и 43 DHCPv6
	29.4. Устранение неисправностей 60 и 43 опций DHCP

	30. ОПЦИИ 37, 38 DHCPV6
	30.1. Введение в опции 37, 38 DHCPv6
	30.2. Список задач конфигурации опции 37, 38 DHCPv6
	30.3. Примеры опицй 37, 38 DHCPv6
	30.3.1. Пример опций 37, 38 в DHCPv6 Snooping
	30.3.2. Пример опций 37, 38 на DHCPv6-ретрансляторе
	Пример 1:


	30.4. Поиск неисправностей опций 37, 38 DHCPv6

	31. КОНФИГУРАЦИЯ DHCP SNOOPING
	31.1. Введение в DHCP Snooping
	31.2. Последовательность задач конфигурации DHCP Snooping
	31.3. Типовое применение DHCP Snooping
	31.4. Поиск неисправностей DHCP Snooping
	31.4.1. Наблюдение и отладочная информация
	31.4.2. Помощь в поиске неисправностей


	32. ОБЩАЯ ИНФОРМАЦИЯ
	32.1. Гарантия и сервис
	32.2. Техническая поддержка
	32.3. Электронная версия документа




