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1. HACTPOMUKA IP-AJPECOB U CEPBUCOB
1.1. O630p

IP-npoTtokon (Internet Protocol) oTnpaBnseT nakeTbl NonyyYaTesnto OT UCTOYHWKA C MOMOLLbIO
NOrMYecKMx agpecoB no npoTtokony IP. Ha ceTeBom ypoBHE MapLUpyTU3aTopbl NepecbinatT
nakeTbl Ha ocHoBe |IP-agpecos.

1.1.1. MpoToKonbl U cTaHAAPTbI

e RFC 1918: pacnpeneneHne agpecoB B YacTHbIX IP-ceTax.
e RFC 1166: Homepa B NIHTepHeTe.

1.2. NMNpumeHeHne

MpumeHeHne OnucaHue

Hactponka IP-agpeca gns | [IBe nogcetm obmMeHuBaoTCa JaHHbIMK Yepes O4uH
CBA3N NHTepdenc KommyTaTopa

1.2.1. Hactpouka IP-agpeca ans cBA3un

1.2.1.1. CueHapuu

KommyTtatop nogkntodeH Kk nokanbHonm cetu (LAN), pasgeneHHoOWm Ha fBa CerMeHTa ceTu
(noacetn), a umeHHo: 172.16.1.0/24 n 172.16.2.0/24. KomnbloTepbl B ABYX CErmMeHTax cetu
(nogceTn) moryT obmMeHnBaTbCA AaHHBIMU C IHTEPHETOM Yepes3 KOMMYTaTopbl, @ MeXay ABYMs
cermMeHTamm ceTv (NOACETAMN) KOMMbIOTEPLI MOryT 0OMEHMBATLCA AaHHBIMU OPYT C APYrOM.

72.16.1.0/24

PucyHok 1-1. Hactpolika IP-agpecos

1.2.1.2. HacTtpouka
e Hacrtponte gBa IP-agpeca Ha VLAN1. OguH siBnsieTcss ocHoBHbIM |IP-agpecom, a
apyro — BTOpu4dHbIM IP-agpecom.

e Ha xoctax B cermeHTe cetn 172.16.1.0/24 yctaHoBuTe wnto3 Ha 172.16.1.1; Ha xocTax
B noacetn 172.16.2.0/24 yctaHoBuTe W03 Ha 172.16.2.1.
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1.3. KnrouyeBble 0COOEHHOCTH

1.3.1. ba3oBble KOHLUEenuun

1.3.1.1. IP-agpec

IP-agpec coctouT n3 32 6UT B ABOMYHOM dhopmaTe. [Ans obnerdyeHuss HaNnMcaHUst U onNUcaHus
IP-agpec 06bIMHO BhblpaXkaeTca B aecatnyHonm cdopme. lMpu gecsatuyHom genexun, IP-agpec
OENUTCA Ha YeTbipe rpynnbl C BOCEMbIO BuTamn B Kaxgow rpynne. [QuanasoH 3HaveHun ans
Kaxxgomn rpynnbel coctaengeT oT 0 go 255, a rpynnel pasgensioTcsa cumsonom ".". Hanpumep,
192.168.1.1 — IP-agpec, BblpaXXeHHbIN B 4eCATUYHOM dhopMmaTe, rpynnbl (OKTEThI) pa3geneHbl

TOYKaMMW.

IP-agpeca ucnonb3yoTca ana coegmHeHus Ha yposHe IP. 32-6uTtHbin IP-agpec cocTouT ua aByx
yacTen: agpec cetu u ysen. Micxoaa ua 3HaydeHunin nepsbiX HECKOIbKMX BUTOB B CETEBOM YacTu,
ucnonb3yemble IP-agpeca MOXHO pa3genuTb Ha YeThbipe Knacca.

[Ona apgpeca knacca A Haubonee 3HaunmbiM Outom saensetca 0. 7 OuT obosHayaT
naoeHTudukatop cetn, a 24 6uta obo3HavalT nokanbHbIM agpec. B obuwen cnoxHoctu
cyuwlectByeT 128 ceten knacca A.

8 16 24 32
IP-agpec knacca A 0 Network ID Host ID
PucyHok 1-2.

[ns agpeca knacca B gBymsi Hanbonee 3HaunmbiMy Gutamm aendaotca 10. 14 6ut obosHavaroT
ngeHtndukatop cetm, a 16 OuT obo3HayalT nokanbHbli agpec. B oblwien cnoxHoctu
cywecTtByeT 16348 ceTten knacca B.

8 16 24 32
IP-agpec knacca B 1 0 Network ID Host ID
PucyHok 1-3.

[ns agpeca knacca C Hanbonee 3Ha4YMMbIMK BuTaMn aBnA0TCA nepeble Tpy 6uta 110. 21 6uT
obo3HavalT mgeHTudumkatop cetu, a 8 OuT ob6o3Ha4valT fokanbHbIM agpec. B obwen
cnoxHocTtu cywectyeT 2 097 152 ceTen knacca C.

8 16 24 32

IP-agpec knacca C 1 1 0 Network ID | Host ID

PucyHok 1-4.

[nsa agpeca knacca D nepsble YeTbipe Hanbonee BaxHbIXx 6Guta — 1110, a gpyrme — agpec
MHOroagpecHon nepegayu.
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8 16 24 32

IP-agpec knacca D 1 1 1 0 MynbTukacT agpec

PucyHok 1-5.

NMPUMEMAHMUE: agpeca c nepBbiMu YeTbipbMs Hanbonee 3HaunmbiMn 6utamm 1111 He moryT
ObITb Ha3Ha4YeHbl. DTV agpeca HasbiBalOTCA agpecamm knacca E n 3apesepBrpoBaHbI.

Korga IP-agpeca mnaHuvpyroTCa BO BpeMSi MOCTPOEHUS CETU, OHU OOSKHbl HasHavaTbCa Ha
OCHOBE CBOWCTBa co3faBaemon ceTn. Ecnu ceTb gormkHa ObITe nogknoveHa kK UHTepHeTy,
nonb3oBatenn [JomkHbl obpatuTbcs 3a |P-agpecamyn K COOTBETCTBYIOLIEMY areHTCTBY.
NHTepHeT-kKopnopaumnsa no npucBoeHHbIM nmeHam u Homepam (ICANN) aBnseTca KOHeYHOWn
opraHu3aumen, OTBETCTBEHHOM 3a Ha3HaveHue IP-agpecoB. Ecnu ceTb, KOTOpyO HEOBXOAMMO
co3aTb, ABMSETCH BHYTPEHHEN NoKanbHOM CEeTbIo, MOMNb30BaTENSAM HE HYXXHO NofaBaTb 3asBKYy
Ha IP-agpeca. Tem He MeHee, IP-agpeca He MoryT ObiTb Ha3Ha4YeHbl CryyYanHbIM obpasom. [ns
paboThbl NOKanbHOM CeTM pPEeKoOMEHAyeTCs Ha3HadaTb BblOeNeHHble IoKalnbHble CeTeBble
agpeca, ykasaHbl H/Ke B Tabnuue.

[aHHasa Tabnuua nepedncnseT 3ape3epBMpOBaHHbIE U AOCTYMHbIE agpeca.

Knacc Ovana3oH agpecosB CraTtyc
CeTb knacca A 0.0.0.0 - 0.255.255.255 3apesepBrpoBaHbl
1.0.0.0 - 126.255.255.255 LocTynHbI

127.0.0.0 - 127.255.255.255 3apesepBnpoBaHbl

CeTb knacca B 128.0.0.0 - 191.254.255.255 [ocTynHbl

191.255.0.0 - 191.255.255.255 | 3apesepBupoBaHbl

CeTtb knacca C 192.0.0.0 - 192.0.0.255 3apesepBnpoBaHbl

192.0.1.0 - 223.255.254.255 [ocTynHbl

223.255.255.0 3ape3epBrpoOBaHbI
223.255.255.255

CeTtb knacca D 224.0.0.0 - 239.255.255.255 MynbTukacT-agpec
Cetb knacca E 240.0.0.0 - 255.255.255.254 3ape3epBrpOBaHbI
255.255.255.255 LLnpokoseLaTenbHbln agpec

Tpw guanasoHa agpecoB NpegHa3HayYeHbl And nokanbHbIX ceTen. AT agpeca He UCNONb3YTCA
B WHTepHeTe. Ecnu ceTn, KOTOpbIM HasHayeHbl 3TM agpeca, OOIPKHbl ObiTb NOOKMOYEHbI K
WHuTepHety, oatn IP-agpeca pomxHbl 6biTb npeobpasoBaHbl B  OENCTBUTENbHbIE
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WHTEpHEeT-agpeca, K npumepy, ¢ nucnonb3osaHmem texHonormm NAT. B cnegyowen tabnuue
nepeyvncrieHbl AManasoHbl YacTHbIX aapecoB. YacTHble ceTeBble agpeca onpefeneHsl B RFC
1918.

Knacc Ovana3oH agpecosB CraTtyc

CeTb knacca A 10.0.0.0 - 10.255.255.255 1 ceTb knacca A
CeTb knacca B 172.16.0.0 - 172.31.255.255 16 ceTen knacca B
Cetb knacca C 192.168.0.0 - 192.168.255.255 | 256 ceTten knacca C

HasHaueHnue IP-agpecos, noptos TCP/UDP u gpyrux kogos cMm. B RFC 1166.

1.3.1.2. Macka noaceTtu

Macka nogcetu Takke npencraBsnseTt cobon 32-paspsagHoe 3HadeHne. butbl, uaeHTMUUMPYIOT
IP-agpec kak ceteBow agpec. butbl IP-agpeca, cooTBeTcTBYylOLWME BUTaM Macku noaceTw,
3Ha4yeHMsa KoTopbiX 1, ABNAKOTCA ceTeBbIM agpecom, a 6utbl IP-agpeca, cooTBeTCTByOLME
fouTtam, 3HaveHus koTopbix 0, ABNATCA agpecom xocTta. Hanpumep, ansa ceten knacca A macka
nogcetn coctaenseT 255.0.0.0. Wcnonb3ys Mackm nogcetv, MOXHO pasfenuTb CeTb Ha
HEeCKonbKO noaceTen. ITO O3Ha4yaeT WUCMONb3oBaHWE HEKOTOpPbIX OMTOB agpeca xocta B
KayecTBe CeTEBOro agpeca, YTO CHMXKAET KONTIMYECTBO XOCTOB M YBENMYNBAET KONIMYECTBO CETEN.

1.3.1.3. lUnpokoBewaTenbHbIN (Broadcast) naker

LLinpokoBeLllaTenbHble NakeTbl OTHOCATCA K NakeTaMm, npegHasHayeHHbIMU st BCEX XOCTOB B
dusmyeckon cetn. Obopygosanme QTECH nopoepxmBaeT gBa TuNa LIMPOKOBELLATENbHbIX
nakeToB:

1. LWwupokoselaTtensHasa pacchlifika, py KOTOPOW BCe Y3rbl B YKa3aHHOW CeTUn ABNAKTCA
nonyyatensMu NakeTos, a Bce OBUTbI XOCTa agpeca Ha3HaYeHNs UMELOT 3HaYeHne
paBHoe 1.

2. OrpaHuyeHHas LMpOoKOBeLLaTenbHasi pacchisika, Npy KOTOPOW BCE Y3nbl BO BCEX
ceTax ABNSATCA NnonyyaTensMm nakeTos, a Bce 32 buTta agpeca HasHauYeHUs UMerT
3HayeHue pasHoe 1.

1.3.1.4. NakeT ICMP

Mpotokon ICMP (Internet Control Message Protocol) — cetesoi npotokon B cteke TCP/IP
npegHasHadYeHHbIM Ons nepegayn ynpaensowmx cooblleHnn mexay yanamm IP n ceteBbiMu
ycTporcTBaMu. B OCHOBHOM OH MCnonb3yeTcs Ana yBeAOMIIEHNS COOTBETCTBYIOLLNX YCTPONCTB
0 HewTaTHoM paboTe ceTu.

1.3.15 TTL

Time to Live (TTL) — 3To Konu4ecTBO ceTeBbix cermeHToB (hop-0B), KOTOpblE NaKeTbl MOryT
NpOWTK OO TOro, Kak 6yayT otopoleHsbl. TTL — 310 3HaveHue B IP-nakete. OH coobLliaeT ceTu,
cnegyeT nun otbpackiBaTb NakeTbl, TaK Kak NnakeTbl OCTAKOTCA B CETU B TeYEeHUEe ONUTENbHOro
BpemeHun. C kaxapIM Larom, nepexogoM oT y3na K y3ny, 3HadyeHune TTL GygeT ymeHbluaTbCs Ha
1, korga 3HayeHve TTL cTtaHeT paBHbIM HYMIO, NakeT ByaeT OTOPOLLEH.
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1.3.2. KntoyeBble 0COBEHHOCTU

DPyHKUMA OnucaHue
IP-agpec IP-npoTokon, MoxeT paboTaTb B WHTepdperice Tonbko Mocne

HacTpounku nHTepdenca c IP-agpecom

ObpaboTka Anpeca LUMPOKOBELLLIaTENBbHOM pacchbInkn HaCTPOEHBI "
LLIMPOKOBELLATENbHbIX | LLUMPOKOBELLATENbHbBIE NakeThbl NepPechiNalTcst 1 0bpabaTtbiBaloTCS
(Broadcast) naketoB

OT1npaBka naketoB | NMakeTbl ICMP oTnpaensiTcs U NPUHUMAOTCS, UCMONb3YITCA Ans
ICMP ONarHOCTUKN CeTun

OrpaHuyeHne OTa dyHKUMA npefoTBpallaeT atakm Tuna "otkas B obcnyxusaHun"
ckopoctn nepegayuu | (DoS)

MnakeToB oLunboK

ICMP

IP MTU HacTponka makcumanbHoro pasvepa nepegasaemoro naketa (MTU)

ans IP-naketoB B uHTepdence

IP TTL Hactponka TTL ogHoagpecHbIX MakeToB M LUMPOKOBeLLaTeNbHbIX
nakeToB

MapLipyT ucTovHMKa | MapLupyTbl ICTOYHMKA NPOBEPEHDI
IP (IP_Source routing)

1.3.3. IP-agpec

IP-agpeca npucsavsatoTCa MHTEPAENCY cneayLwmmm cnocobamm:
1. Hactpownka IP-agpecoB Bpy4Hy!O.
2. Monyuenue IP-agpecos yepes DHCP.
3. [lMonyyenue IP-agpecoB nocpencTsom cornacosaHna PPP.
4. 3aumctBoBaHue IP-agpecoB apyrnx MHTEPdENCOB.

OTn nogxoabl B3aMMHO UCKMoYatoT apyr gpyra. lNpu HacTponke HOBOro noaxoAa Ang nonyvyeHus
IP-agpeca crapbii IP-agpec GyaeT nepesanucaH.

Mogpo6GHee o nonyyennn IP-agpecoB 4Yepe3 DHCP cm. B rmaee 4 «HacTtponka DHCP». [lanee
onucaHbl TpU gpyrnx nogxoga K nony4veHuo |IP-agpecos.
1.3.3.1. HacTpouka IP-agpeca ansa nHrepcenca

YCTponcTBO MOXET nomnyvatb 1 oTnpaBnATh IP-nakeTbl TONbKO Mocrie Toro, Kak Ha yCTponCTBe
HacTpoeH IP-agpec. IP-npoTtokon moxeT paboTaTb TONbKO Ha UHTepdence, C HACTPOEHHbIM |P-
agpecom.

1.3.3.2. HacTpouka Heckonbkux IP-agpecoB ansa nHtepdenca

O6opynosaHne QTECH nopgepxvBaeT KoHdUrypaumio ¢ Heckonbkummn IP-agpecamun B 0gHOM
WHTepdence, OOWH U3 KOTOPbIX HABNAeTCA nepBuyHbIM IP-agpecom, a gpyrme —
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OONMONMHNTENbHbIMA IP-a/J,pecaMVl. TeOpeTI/I‘-IeCKVI KONnM4ecTBO OONOJTHUTETIbHbLIX |P-aﬂpeCOB He
OorpaHm4eHo. OpaHako gononHUTenNbHLIE IP-a,u,peca OOJDKHbI NpUHaaneXatb K pa3HbIM NMOACETAM,
M nogceTn He OOJMKHbI NepecekaTbCdA C paHee Co3aHHbIMU IP-a,u,pecaMM. I'IpV| NOCTPOEHUN CETU
BTOPU4YHbIE IP-a/J,peca 4acCTO UCNONb3YyHTCA B Clieayrumnx crydaax:

e B ceTtn HegocTaTOvHO afgpecoB XocToB. Hanpumep, TpebyeTca ogHa ceTb knacca C ana
HasHayeHnss 254 apgpecoB nokanbHon ceTn. OQHako, ecrn KONMYEeCcTBO XOCTOB
npesblwaeT 254, ogHon cetn knacca C HegocTtaToyHo, M TpebyeTcs gpyras ceTb
knacca C. B aTom cnyyae Heob6xooMmo ncnonb3oBatb ABe ceTu. [loaTomy TpebyeTcs
oonbLlue IP-anpecoB Ha MHTepdelnce.

e MHorne crapble CETM OCHOBaHbl Ha CETAX 2-f0 YPOBHSl, OOBbEAUHEHHBLIX MOCTaMu
(ethernet bridge), 6e3 noacetein. MoxHO Mcnonb3oBaTb gononHUTeNbHbIE |IP-agpeca
ONA YNyYlWeHnsa cetu A0 MapLUpyTU3MPYEMOWM Ha OCHOBE 3-r0 YpoBHS. [na kaxgon
noaceTn 04HO YCTPOMCTBO HACTPOEHO € ogHUM IP-agpecom.

e Ecnu gBe noacet ogHOM cCeTUM M30ONMPOBaHbl APYrorM CETbio, MOXHO MOLKMYUTL
M30NMPOBaHHbLIE NOACETW, CO34aB MOACETb W3ONMPOBAHHOM CETU U HacTPouMB
JononHuTenbHbln agpec. OgHa nogceTb He MOXET BbITb HACTPOEHa Ha AByX unu 6onee
UHTepdencax ycTponcTaa.

MonyyeHune IP-agpecoB nocpeacTBom cornacosaHusa PPP
NMPUMEYAHUE: OTa komaHda nogaepxmBaeTcst TONbKO B MHTepdencax "Touka-Touka".

Bnarogaps aton koHdbUrypauum nHtepdenc "Touka-touka" npuHnmaeT IP-agpec, HasHa4YeHHbIN
OAHOpPAaHroBLIM Y3710M NOCPEACTBOM cornacoBaHusa PPP.

3anmcTBOBaHMe IP-agpecoB us gpyroro nHtepdenca

Mo ymonuanuto nHtepderic 6e3 HacTpoeHHoro IP-agpeca. KomaHnga ip unnumbered nossonsiet
3anmcTBoBaTh IP-agpec ¢ gpyroro nHtepdenca Ha JaHHOM YCTPOUCTBE.

NMPUMEYAHUE: moxHO 3aumcTtBoBaTbhb IP-agpeca wuHTepdgencos Ethernet, nHTepdenicos
TyHHenen wu loopback-nHtepdencos. OgHako 3T WHTEpdencbl He MOryT 3auMMCTBOBaTb
IP-agpeca apyrmx nHTepgencos.

NMPUMEYAHUE: 3aumcTtBoBaHHble IP-agpeca He MoryTt ObiTb 3aMMCTBOBaHbl Ha OpYyrow
nHTEepdeic.

NMPUMEMAHUE: ecnu 3aMMCTBOBaHHbLIM UHTEPGENC MMEET HecCKosnbko IP-agpecoB, MOXHO
3aMMCTBOBaTb TOSIbKO OCHOBHOW IP-agpec.

NMPUMEMYMAHMUE: IP-agpec opgHoro wHTepdenca MOXeT OblTb MNPUCBOEH HECKOMbKUM
nHTEepdencam.

NMPUMEMAHUE: 3aumcTBoBaHHble IP-agpeca Ha WHTepdience Bcerga corfnacyrTcd ¢
IP-agpecamn nHtepderca, ¢ KOTOPOro OHN BbINK 3aMMCTBOBaHLI.

1.3.3.3. CBAA3aHHasA KOHcumrypaums
HacTponka nHrepdeiica c ogHum unm donee IP-agpecamn.

o [lo ymonyanuto IP-agpec nHtepdoernca He HaCTPOEH.
¢ KomaHnga ip address ucnonb3dyetca ans HacTporkn IP-agpeca nHrepdelica.

e [locne HacTporiku IP-agpeca n npoBepkn Ha obHapyxeHne KOHMNMKTOB MHTepdenc
MOXHO UCMNONb30BaTh 415 CBA3MN.

e Komanga ip address ip-address mask secondary MOXeT WCMoNb30oBaTbCA AN
HaCTPOWMKN HECKOSbKNX BTOPUYHBIX IP-agpecos.

Monyyenwne IP-agpeca nocpeactsom cornacosaHnsa PPP.
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o [lo ymonyaHuio uHTepdenc He MoXeT nonyunTs IP-agpec nocpeacTBOM CornacoBaHus
PPP.

o KomaHnpa ip address negotiate wncnonb3dyeTcsa ANs HACTPOWMKM COrfacoBaHuWs
IP-agpeca B nHTepdence "Touka-To4ka".

3aumctBoBaHue IP-agpeca n3 gpyroro uHTepdgeica.

o [lo ymonuaHuio IP-agpec uHTepgenca He HaCTPOEH.

o KomaHnga ip unnumbered MOXeT UCMONb30BaTLCA AM4 3aMMcTBOBaHusA IP-agpecos u3
OpYyrux nHtepdencos.

1.3.4. O6paboTka wupokoBeLwaTenbHbIX (Broadcast) naketoB

1.3.4.1. NMpuHUKUN paboTbl

Broadcast genutca Ha aBa Tuna. OgnH — 3TO OrpaHMYeHHas LUMPOKOBeLLaTenbHasa paccbinka
c IP-agpecom — 255.255.255.255. T[lockonbKy paccbifika Takoro Tuna 3anpelleHa
MapLUpyTu3aTopamMu, OHa Ha3biBAeTCA LUMPOKOBELLATENBHOM NOKanbHOM pacchbinkon. Opyron
npMmMep — HanpaBfeHHas LWMpOoKoBeLlaTensHasa paccoinka. Bce 6utbl xocta — 1, Hanpumep,
192.168.1.255/24. lnpokoselyaTenbHble nakeTbl ¢ aTuMK IP-agpecamu moryT 6biTb nepefaHsl
Ha MapLupyTusaTope.

Ecnn |IP-ceTeBble YyCTpPOMCTBA NEpPeECHLINalT OrpaHNYeHHble LUMPOKOBELLATENbHbIE MaKeThI
(IP-agpec HasHadeHna — 255.255.255.255), ceTb MOXeT ObITb neperpyxeHa, 4YTo CUMbHO
BnuseT Ha NPON3BOANTESILHOCTb ceTu. 3710 0b6CcTOATENBCTBO Ha3blBaeTcH
LwmnpokoBeLyaTenbHbiM (broadcast) wropmom. YcTponcTea npegnaratoT HECKONbKO NoaxodoB
ONS OrpaHMYeHus LUIMPOKOBELLATEeNbHbIX LUTOPMOB B FOKanbHOM CeTU M NpeaoTBpalleHus
HenpepbLIBHOMO pacnpocTpaHeHus LMpoKoBeLlaTenbHbIX LWTopMoB. CeTeBble YCTpOWCTBA
BTOPOr0 YPOBHSA, TakMe Kak MOCTbl W KOMMYTaToOpbl, MEepecbinalnT U pacrnpoCTpaHsoT
LUMpoKoBeLLaTenbHble LUTOPMbl, HE MMeS BO3MOXHOCTU X OTCNeaunTb.

JTyuwinin cnoco6 nsbexaTb LWMPOKOBELLATENBHOMO LUTOPMa — Ha3HaunTb LUMPOKOBeLLaTeNbHbIN
agpec KaxaouW ceTu ANs HanpaefieHHOW LUMPOKOBeLLaTenbHOM paccblinku. [ns aToro
IP-npOTOKON A0SMKEH MCMOSb30BaTb HAaNPaBEHHYHO LUMPOKOBELLLATESbHYIO PaCChIfiKy.

Mogpo6GHee o wWnpokoBellaTenbHbIX WTopmax cm. B RFC 919 n RFC 922.

HanpaBneHHble LUMpOKOBeLLaTeNbHble MakeTbl OTHOCATCH K LUMPOKOBELLATENbHbIM NakeTam,
npegHasHa4YeHHbIMW NS KOHKPEeTHOW noaceTu. Hanpumep, nakeTbl ¢ agpecoM Has3HayYeHus
172.16.16.255 HasbiBalOTCA HanpaBnNeHHbIMU LUMPOKOBELLATENbHBIMM NakeTamu. OgHako, y3en,
KOTOPbI reHepupyeT 3TOT NakeT, He ABMNSeTCS y4aCTHUKOM NoACceTn Ha3Ha4YeHus.

Mocne nonyyeHuMs HanpaBfeHHbIX LUMPOKOBELLATENbHLIX MakeToB  YCTPOWCTBA, He
NOAKMIOYEHHbIE HaNpPsIMyt0 K MOACETM Ha3HayeHus, nepecbinarT naketbl. [locne Toro kak
HanpaBrieHHble  LUMpOKOBellaTernbHble  MakeTbl  OOCTUraloT  YCTPOWCTB,  Hanpsmyto
NOAKMIOYEHHBIX K MOACEeTW, yCTpoWcTBa NpeobpasyloT HanpaBneHHble LuMpoKoBeLlaTesnbHble
nakeTbl B OrpaHWYeHHble LWMpokoBewaTenoHble nakeTol (IP-agpec HasHaveHna —
255.255.255.255) n nepenatoT nakeTbl BCEM y3riaM B MOACETN HA3HAYEHMSI HA YPOBHE KaHana.

1.3.4.2. CBAA3aHHasA KOH(umrypaums

HacTpoiika IP-agpeca wimpokoBeLllaTenbHOW pacchbIsiku.

e [lo ymonuaHuio IP-agpec wmnpokoBellaTensbHOW pacchifiku MHTepdenca coctasnseT
255.255.255.255.

e YT06bl OnMpenenuTb LIMPOKOBELLATENbHbIE MAKETbl APYrMX adpecoB, MCNONb3ynTe
Komangy ip broadcast-address B pexxvume KOHdUrypauum nHrepgenca.

I'Ieperana HanpaBJieHHbIX LWMpOKOoBeLlaTelIbHbIX NAaKeTOB.
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e [lo ymonuyaHuto HanpaefeHHble LMPOKOBELLaTeNbHblE MakeTbl He MOryT ObITb
nepecnaHbl.

e Ha ykasaHHOM UHTepence MOXHO BbINONHUTL KOMaHAy ip directed-broadcast, 4Tobbl
BKITHOYUTb NEPECHISIKY NakeToB HanpaBneHHOW LWMPOKoBeLLaTENbHOW PacChInku. Takum
obpa3oM, WHTepdenc MOoXeT nepecbinaTb HanpaefeHHble LUMPOKOBeLLaTerbHble
nakeTbl B HanpsMylo MOAKMIOYEHHbIE ceTu. LUnpokoBelaTenbHble nakeTbl MOryT
nepegaBaTbCs B NOACETU Ha3HadyeHus 6e3 BNUSHUS Ha Nepecbinky APYrnx MakeToB
HarnpasieHHOW LUMPOKOBELLATENBHON PACCHINKN.

o B wnHTepcheinice moxHO onpegenuTb cnMcok KoHTponsa goctyna (ACL) gna nepepadn
onpeaeneHHbIX HanpaefeHHbIX LUMPOKOBeLLATENbHbIX NakeToB. [locne onpeaeneHus
ACL-cnucka nepecbinarTcs TOMbKO HanpaBlieHHbIE LLUMPOKOBELLATENbHbIE MNaKeThl,
cooTBeTcTBYoWme ACL-cnncky.

1.3.5. OTnpaBka naketoB ICMP

1.3.5.1. NMpuHUKUN paboTbl
Coo06ueHue o HepocTynHocTM npoTokona ICMP

Yctponctso nonyyaet IP-nakeTbl, npegHasHayeHHble eMy, U nakeTbl cogepxat IP-npoTtokon,
KOTOpbIi He MoOXeT 6biTb 0bpaboTaH yCTPOMCTBOM. YCTPOMCTBO OTMpaBnsieT cooblieHue o
HegocTynHocTu npotokona ICMP Ha ncxogHbIn xocT. Kpome Toro, ecriv yCTPOWCTBO He 3HaeT
MapLUpyT ANS NepecbIfikv NakeToB, OHO Takke oTnpasnseT coobLieHne 0 HeJOCTYNHOCTU XocTa
ICMP.
Coo6uweHue nepeHanpaBneHus ICMP

WHorga mapLupyT MoXeT ObITb MEHee ONTUMarbHbIM, MO3TOMY YCTPOMCTBO NepechiniaeT nakeTbl
C wuHTepdhenca, KOTOpbIM nonyyaeT nakeTbl. Ecnu ycTpomMcTBO oOTnpaBnseT nakeTbl C
MHTepdenca, Ha KOTOPOM OHO Mofy4vaeT nakeTbl, ycTponcTeo otnpasnseT ICMP-cooblieHne o
nepeHanpaBfieHnn Ha UCTOYHUK, MHOPMUPYS UCTOYHUK O TOM, YTO LWMO3 ABMASETCS ApYrnm
YCTPOMCTBOM B TOM e nogcetn. Taknm o6pa3omM, UCTOYHMK OTNpaBnseT nocrneaywme nake bl
no onTUManbHOMY NyTH.

CoobuweHune otknuka macku ICMP

MHoraoa ceteBoe ycTpomcTBo oTnpaensieT coobuweHne ICMP Address Mask Request ans
nonyyeHus Mackum nogcetn. CeTeBoe YCTPOWCTBO, Monyvawuwee AaHHoe coobuleHue,
oTnpasnseT oTBeTHoe coobueHne ICMP Address Mask Reply.

1.3.5.2. CBAA3aHHasA KOHcumrypaums
BkritoueHune coobuieHns o HegocTynHocTu npoTtokona ICMP.
¢ [lo ymonuaHuto dyHkums npotokona ICMP coobLieHre 0 HegOCTYNHOCTU BKIOYEHA Ha
nHTEepdemnce.

e  YTOObl OTKNIOYNTDL UM BKIMIOYNTL PYHKLMIO, MOXHO MCMONb30BaTbk KOMaHgy [no] ip
unreachables

BkritoueHune coobuieHnst nepeHanpasneHns ICMP.
e [lo ymonuaHuio dyHKUMA coobweHna nepeHanpaenedms |CMP  BknoyeHa B
nHTEepdemnce.
e  Bbl MmOxeTe ncnonb3oBatb komaHay [no] ip redirects, 4ToObl OTKIUYUTL U BKIIOYNTD
YHKLMIO.
BkntoyeHne otBeTHOro coobuieHuns macku ICMP.

e [lo ymonuaHuto B mHTEpdence BKMYEHa (yHKUMA oTBeTa Ha coobuweHus ICMP
Address Mask Request.
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e MoxHo ncnonb3oBaTb kKoMaHAy [no] ip mask-reply, 4TOBbl OTKMOYUTL UMK BKIKOYUTL
dYHKUMIO.

1.3.6. OrpaHM4yeHue CKOpOCTH nepegaym naketoB owmnbok ICMP

1.3.6.1. NMpuHUKMN paboTbl

OT1a byHKUMA orpaHnYMBaeT CKOPOCTb Nnepeaaym naketos owmnbok ICMP gns npegoTepalleHus
DoS-aTtak ¢ TOMOLLBI0 anropuTMa MapkUpoBKK KOHTENHepa.

Ecnun IP-naket Heobxogumo dparmeHtTupoBaTb, HO 6ut Don’t Fragment (DF) B 3aronoeke
YyCTaHOBIIEH Ha 1, yCTPONCTBO OTNpaBnsieT NakeT HeJoCTYNHOCTN HasdHaveHus ICMP (koa 4) Ha
XOCT UCTOYHMKA. ATOT nakeT owmnbok ICMP ucnonesyetca ansa obHapyxeHna MTU-nytu. Mpu
HanMyuuM CrnuWKoMm OOonbLIOro KonmuyecTsa Apyrnx naketoB owmnbok ICMP  HeBO3MOXHO
OTNpaBUTb NakeT HegoCTynHoCcTN Ha3HadveHusa ICMP (kog 4). B pesynbtate npoucxoaut cbown
dyHKLMK 0BHapyxeHna MTU-nyTtu. YTobbl nsbexartb aTon npobrembl, HEOBXOANMO OrpaHNYUTb
ckopocTb nepegayn naketoB ICMP ¢ coobieHnem o0 HeJOCTYNHOCTM adpeca Ha3HavyeHusa u
apyrmx ICMP-nakeToB oWMBOK COOTBETCTBEHHO.

1.3.6.2. CBAA3aHHasA KOH(urypaums

HacTponka ckopocTn nepefadvm ans ¢ cooblieHnem O HegOCTYMHOCTM adpeca Ha3Ha4veHus
ICMP, nunuumnposanHbeix 6utom DF B IP-3aronoeke.

e CkopocTtb nepegayun no ymonvaruo coctaensiet 10 naketoB kaxabie 100 mc.

e KomaHngy ip icmp error-interval DF MOXHO Mcnonb3oBaTtb Ansi HACTPONKN CKOPOCTU
nepegayu.

HacTpoWka ckopocTu nepegaudn gpyrmx naketos owmbok ICMP.
e CkopocTb nepegauun no ymonvaHuo coctaensiet 10 naketoB kaxablie 100 mc.

o Komangy ip icmp error-interval MOXHO McCnonb3oBaTbh A5 HACTPOMKM CKOPOCTU
nepegauu.

1.3.7. IP MTU
1.3.7.1. NMpuHUKMN paboTbl

Ecnn naket IP npeBbiwaetr pasmep IP MTU, nporpammHoe obecnevyeHve kommyTatopa
dparmeHTMpyeT nakeT. [na Bcex yCTPONUCTB B OAHOM (PU3NYECKOM CErMEHTE CeTU 3Ha4vyeHune
MTU pgomkHO ObiTb oguHakoBbiM. Ha o6GopygoBaHun QTECH moxHO Hactpouts MTU
coeguHeHun onst HTepdencos. MNocne nameHeHnss MTU Ha nHTepdencax 6yaet nameHeH IP
MTU wuHTepgencos. IP MTU unHTepcbencos aBTomMaTMyeCckn nogaepxunsaeT COOTBETCTBME C
MTU mnHtepdenca. OgHako npu HacTponke IP MTU nHtepdericos 3HaveHne MTU nHrepdericos
He N3MEHMUTCH, HET 00paTHOM aBTOMAaTUYECKON HACTPOMNKM.

1.3.7.2. CBA3aHHasA KOHcumrypaums
YctaHoBka IP MTU.

e [lo ymonuyanuto IP MTU nHtepdeiica coctasngaet 1500.
e KomaHgy ip mtu MoxHO ncnone3oBatb Anga yctaHoskn MTU naketa IP.

1.38.IPTTL
1.3.8.1. NMpuHUKMN paboTbl

IP-nakeT nepepaeTca C agpeca UCTOMHMKA Ha adpec HasHavyeHus vyepe3 MapLupyTM3aTopbl.
Mocne ycTtaHoBku 3HaveHus TTL, OHO ymeHbLlaeTcs Ha 1 Kaxabln pas npu npoxXoXaeHuu
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IP-nakeTa yepe3 maplupytusatop. Korga sHavenue TTL nagaeT OO0 Hynsl, MapLipyTvM3atop
oTGpacbiBaeT nakeT. ATO NpedoTBpallaeT GeckoHeuHylo nepegady GecrnonesHbiX NakeToB U
noTepto NPOMYCKHOM CNOCOGHOCTY.

1.3.8.2. CBsAA3aHHas KOHcurypaums
YctaHoska IP TTL.

o [lo ymonuaHnuio IP TTL nHtepcperica coctaBnseT 64.
e KomaHgy ip ttl MoXxHO ucnonb3oBaTh Ans yctaHoBku IP TTL nHtepdeiica.

1.3.9. MapwpyT uctoyHuka IP (IP Source routing)

1.3.9.1. NMpuHUKUN paboTbl

O6opynosaHne QTECH noppepxwuBaet IP Source routing. Korga ycTponctBo nony4aer
IP-nakeT, OHO NPOBEPSAET Takmne onuumn Kak source route, loose source route, and record route B
3aronoBke IP-naketa. OtM onuuu noapobHo onucanHel B RFC 791. Ecnn ycTtponcteo
obGHapyxuBaeT, 4YTO B MakeTe MNPUCYTCTByEeT ONuMsi, OHO OTBEYaeT; ecnn YCTPOMWCTBO
obHapyxmBaeT HegonyCTUMYIO ONuUMIo, OHO oTnpaenseT coobweHne ICMP 06 owmnbke onuumn Ha
aZpec UCTOYHMKA 1 3aTeM OTOpachbiBaeT Naker.

Mocne BkntoYeHna Source routing B nakeT IP gobasnaeTcsa onunsa MapLipyTa MCTOYHMKA, YTOObI
NpoBepUTb MPOMNYCKHY0 CMOCOBHOCTb OMpedeneHHON CeTU WM NOMOYb MakeTaMm obonTn
HeucrnpaBHyto ceTb. CTOUT y4ecCTb, YTO 3TOT MapamMeTp MOXET NPUBECTU K CETEBbIM aTakam,
TakMM Kak nogMeHa agpeca UCTOYHKUKa 1 nogmeHa IP.

1.3.9.2. CBA3aHHasA KOH(urypaums
HacTtponka IP Source routing.

o [lo ymonuanuto dpyHkumsa IP Source routing BkrtoveHa.

e KomaHgy ip source-route MOXHO MCMOMb30BaTb AMS BKOYEHUA UNU OTKIOYEHUS
dOyHKUMN.

1.4. HacTtpouka

Hactponka OnucaHne n KomaHaa

HacTtponka IP- | (OGsizaTenbHo) Wcnonb3yetcss ansa  HacTpovkn IP-agpeca  w
agpecoB MHTepdenca | paspeLlleHus 3anycka npotokona IP B nHtepgence

ip address Bpyu4Hyto HacTpanBaeT IP-agpec nHtepdeinca
ip address | lNonyyaeTt IP-agpec uHTepdenca nocpeacTteoM
negotiate cornacosaHus PPP

ip unnumbered 3anmcTByeT IP-agpec u3 gpyroro nHtepdenca
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Hactponka OnucaHue u KOMaHAa
Hactponka nepegauu | (ONMUNOHAJIBHO) Wcnonb3ayetca pgnsa  yctaHoBkn IP-agpeca
LUMPOKOBELLATENTbHOW | LUMPOKOBELLATENIbHOM  pacCbiikKM U BKIKOYEHUA  nepegaym
paccbiku HanpasBfeHHOW LWUMPOKOBELLATENBHOMN PACChIKK
ip broadcast- | HactpavBaeT IP-agpec LwwmMpokoBellaTenbHON
address paccbInkn
ip directed- | BkntovaeTt nepepadvy HanpaBneHHOM
broadcast LUMpPOKOBeLLaTENbHOM pacChbifku
HacTtponka (OMUUOHAINBHO) Wcnonb3yeTca [Ans  BKAYEHUS MNEPECHISTKA

nepecbinkm ICMP

nakeTtoB ICMP

ip unreachables

BkntovaeT coobuweHns HegocTtynHoctn ICMP m
coo0bLeHNsa HeQOCTYNMHOCTU XOcTa

nepegaiu
owmnodok ICMP

NakeToB

ip redirects BkntoyaeT coobuieHnsa nepeHanpasnexust ICMP
ip mask-reply BkntoyaeT oTBeTHble coobLeHns mackn ICMP
HacTtpounka ckopoctn | OnumoHanbHO

ip icmp error-
interval DF

HactpaunsaeTt CKOpOCTb nepegayn
HeAOCTWKMMBbIX ICMP-nakeToB,
WHULMMPOBaHHbIX Outom DF B 3aronoeke
IP-agpeca

ip icmp error-
interval

HactpavBaeT ckopocT nepegayn nNakeToB
owunbok ICMP un nakeToB nepeHanpaBreHus
ICMP
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YcraHoBka 3HadveHus | (ONMUMOHAJIBHO) Wcnonbayetca ana Hactponkn MTU [P B
IP MTU nHTepdemnce
ip mtu YcTaHaBnuBaeT 3Ha4yeHue IP MTU
YcraHoBka 3HadveHus | (ONMUMNOHAJIBHO) WcnonbayeTcs ans HaCTPOMKK TTL
IPTTL O4HOaLpPECHbIX MAKEeTOB U LUMPOKOBELLATE NbHbIX NaKkeToB
ip ttl YcTaHaBnuBaeT 3HayeHue TTL
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Hactponka OnucaHune n kKomaHaa

Hactponka IP_Source | (OINMUNOHAJIBHO) Wcnonb3yetca Ana  MNpPoBEPKM  UCTOYHMKOB
routing MapLupyToB

ip source-route | BkntovaeT doyHKkumto IP source routing

1.4.1. Hactpouka IP-agpecoB nHtepcenca

1.4.1.1. Pe3ynbTaT KOHdUrypaumm

HacTponka IP-agpeca nHtepdenca ansg CBA3HOCTH.

1.4.1.2. 9Tanbl KOHdUrypaumm
Hactpowka IP-agpeca nHtepdenca.

e OBASATEJNBHO.

e  BbinonHute HacTponky B pexume KoHdurypauumn nHtepdenca L3.
Monyyenne IP-agpeca nHTepgenca nocpeacteom cornacosanns PPP.

e OINUMOHAIBHO.

e Ecnu Ha nHTepdeiice "Touyka-Touka" He HacTpoeH IP-agpec, nonyuute IP-agpec ¢
nomoLbto cornacosaHnsa PPP.

¢  BbInonHuTe HacTpoliky B pexmme KoHdurypaumm nutepdpeinca L3.
3aumctBoBaHue IP-agpecoB 13 gpyroro nHrepdgenca.

e OlNUMNOHANBHO.

e Ecnu Ha nHTepdence "Toyka-Touka" He HacTpoeH IP-agpec, saumcteynTe IP-agpec ns
Apyroro nHtepdemnca.

¢  BbinonHuTe HacTpoKKky B pexmme KoHdurypaumm nitepdenica L3.

1.4.1.3. NpoBepka KoH¢pUrypaumm

BeinonHute komaHgy show ip interface, 4tobbl NpoBepuTbL pesynbTar.

1.4.1.4. CBA3aHHble KOMaHAbI

Hactponka IP-agpeca uHtepcenca Bpy4Hyo

KomaHga ip address ip-address network-mask [ secondary ]
Onuncanne ip-address: 32-6uTHbIn IP-agpec ¢ 8 butamu gns kaxxgon rpynnel. IP-agpec
napameTpoB BblpaXkaeTcs B A4ECATMYHOM dhopmaTe, a rpynnbl pa3aensaTcst TOUKOM (.).

network-mask: 32-6utHast macka cetu. 3HayeHne 1 ykasbiBaeT Ha OuUT
mMacku, a 0 — Ha 6uTt xocta. Kaxable 8 6ut obpasytot ogHy rpynny. Macka
ceTn BblpaxaeTcsa B OecaTudHoM dhopmaTe, a rpynnbl pasgensaTcs
TOYKOM (.).

secondary: BTopu4HbIln IP-agpec
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Pexvnm
KOHUrypauum

Pexum koHdurypaunm nHtepderica

MonyyeHune IP-agpeca nHTepcenca nocpeacTsom cornacosaHusi PPP

KomaHga ip address negotiate
Pexum Pexum koHdurypaunm nHtepderica
KOHUrypauum

3anmcTBOBaHuMe IP-agpecoB us gpyroro nitepcenca

KomaHga ip unnumbered interface-type interface-number

Onucanwne interface-type: Tun nHTepdenca.

napameTpos interface-number: naeHTUdMKaTOP MHTEpdeiica

Pexnm Pexum koHdurypaumm nHtepenca

KOHUrypauum

BcTpoeHHas Unnumbered-uHtepdenc o3Ha4yaeT, 4YTO MWHTEPdENC BKIOYEH C
nogckaska IP-npoTokonom 6e3 HasHayeHHoro IP-agpeca. Unnumbered-uHtepdenc

[OIKeH ObITb CBA3aH C MHTEPENCOM, KOTOPOMY HasHauyeH IP-agpec. [ins
IP-nakeTa, cosgaHHoro Ha unnumbered-uHtepdence, IP-agpec
MCTOYHMKA nakeTa saBnsetca IP-agpecom cBs3aHHOrO WHTepdenca.
Kpome ToOro, npowecc npoTokona mMapLupytusaumm onpegenseT, cnegyeT
nm OTNpaBnsATb nakeT obHoBneHus MapLupyTa Ha
unnumbered-nHTEpPdENC B COOTBETCTBUM CO cBOMM IP-agpecom. Ecnu Bbl
XO0TUTe ucnonb3oBatb unnumbered nHTepderic, obpatnte BHUMaHNE Ha
crnegyoLme orpaHNYeHns:

UHTepdeiic Ethernet He moxeT GbITb HACTPOEH Ha
unnumbered-nHTepdeic.

Korga nocnegoBatenbHbii MHTepdenc nHkancynupyet SLIP, HDLC, PPP,
LAPB n Frame-Relay, nocnegosatenbHbln MHTEP(ENC MOXHO HACTPOUTb
Ha unnumbered-uHTtepdenc.

Mpun nHKancynsaumm nocpeacTBoM relay, TONbKo MHTEPdIENC "ToYKa-ToYKa"
MOXeT ObITb HACTPOEH Kak UHTepdenc 6e3 Homepa. NHTepdenc AnX.25
He MoxeT BbITb HAaCTPOeH kak unnumbered-nHtepdenc.

KomaHga ping He MOXeT MCMnonb30BaTbCA A5 NPOBEPKM MPaBUIbHOCTU
paboTtel unnumbered-uHTepdenca, Tak kak unnumbered-uHTepdenc He
HacTpoeH IP-agpec. OgHako cocTtosaHmne unnumbered-nHtepderica MoXXHO
oTcnexuBaTb yaaneHHo ¢ nomoLlbio SNMP.

XornogHbI 3anyck yCcTpoMcTBa C MOMOLLBIO unnumbered-uHTepdenca
HEBO3MOXEH
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1.4.1.5. Npumep KoHdUrypaumm

HacTtponka IP-agpeca gns uHtepcpenca

OTanbl HacTtponte IP-agpec 192.168.23.110 255.255.255.0 Ha wuHTepdence
KOHpurypaumm GigabitEthernet 0/0
QTECH#configure terminal
QTECH(config)#interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)# no switchport
QTECH(config-if-GigabitEthernet ~ 0/0)#ip  address  192.168.23.110
255.255.255.0
MpoBepka BeinonHute komaHgy show ip interface, 4ytobbel npoBepuTb pesynbtat
KOHcpurypaumm

QTECH# show ip interface gigabitEthernet 0/0

GigabitEthernet 0/0

IP interface state is: UP

IP interface type is: BROADCAST

IP interface MTU is: 1500 IP address is:
192.168.23.110/24 (primary)

MonyyeHune IP-agpeca B nHtepdence "Touka-touka" nocpeacTtsom cornacosaHus PPP

OTanbl MonydeHwne IP-agpeca B nHTepdence "Todka-Touka" nyTem CorriacoBaHus
KOHdourypaumm

QTECH(config)#int virtual-ppp 1

QTECH(config-if-Virtual-ppp 1)#ip address negotiate
MpoBepka BbinonHute komaHay show run, 4tobbl NpoBEPUTL pesynbTaT
KOHdourypaumm

QTECH#show run interface virtual-ppp 1
Building configuration...

Current configuration: 48 bytes

interface Virtual-ppp 1

ip address negotiate
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1.4.2. HacTtpoinka nepegaym WMpoOKoBeLlaTerIbHOW pacCbIfKn

1.4.2.1. Pe3ynbTaT KOHdUrypaumm

YcTaHoBuTe LIMpokoBelwaTenbHbin agpec uHTepdenca Ha 0.0.0.0 n BknouuTe nepenadvy
HanpaBfeHHOW LUMPOKOBELLATENBHON PACCHIKN.

1.4.2.2. 9Tanbl KOHUrypaumm

Hactpowka IP-agpeca wmpokoBeLllaTenbHOW pacchbifku.

e (OMNUMOHAIIBHO) HekoTopble cTapble XOCTbl MOTYT WMOEHTUUUMPOBATL TOSLKO
LUMPOKOBELLATENbHbIN agpec 0.0.0.0. B 3TOM crnyyae yCcTaHoBUTE
LUMpoKoBeLlaTenbHbIn agpec Lenesoro nHtepdgenca 0.0.0.0.

e  BbInonHuTe HaACTpoOKKy B pexxmme KoHdurypaummn nHtepdenca L3.
BkritoueHue nepegayn HanpaBreHHOM LUMPOKOBELLATENbHON PaCChISKN.

o (ONMUMOHANBHO) Ecnn HeobOXxoaAMMO  paspewwnTb  XOCTy  OTnpaBnsATb
LUMpoKOBeLLlaTenbHble NakeTbl BCEM XOCTaM AOMEHa, B KOTOPOM OH OTCyTCTBYeT,
BKITOUNTE Nepeaadvy HanpaBneHHOWN LUMPOKOBELLLATENbHOM PaCCbISKM.

e  BbinonHnTe HacCTPONKy B pexxume KoHUrypauum nHtepdeica L3.

1.4.2.3. NpoBepka KoHcpUrypauumm

BeinonHute komaHgy show running-config interface, 4to6bl NpoBepUTL pesynbTarT.

1.4.2.4. CBA3aHHble KOMaHAbI

HacTponka IP-agpeca wmnpokoBeLwaTenbsHON pacCbINnku

KomaHga ip broadcast-address ip-address

Onuncanne ip-address: wmnpokoBeLaTenbHbIn agpec IP-cetu

napameTpoBs

Pexnm Pexnm koHdurypaumm nHtepdenca

KOHdourypaumm

BcTpoeHHas O6bl4HO agpec  HasHaveHust  mMpokoBewlaternbHbiX  IP-nakeTtoB

nofckaska cocTaBrnseT Bce 1, 4To BblpaxaeTcs kak 255.255.255.255. MNporpammHoe
obecnevyeHne KOMMyTaTopa MOXET reHepupoBaTh LUMPOKOBELLaTeNbHbIE
naketel ¢ Jgpyrmmun IP-agpecamn nocpegctBOM  onpedeneHvs u
NpUHUMaTb COBCTBEHHbIE LUMpOKOBeLLaTernbHble nakeTbl n
LUMpoKoBeLlaTenbHble NakeTbl ¢ agpecom 255.255.255.255
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Pa3pemeHMe nepecbUiKn HanpaBJieHHbIX WWMPOKOoBeLWaTeribHbIX NakeToB

Komanpga ip directed-broadcast [ access-list-number ]

Onucanne access-list-number: Homep cnucka goctyna, B guanasoHe oT 1 go 199 u

napameTpoB ot 1300 po 2699. lNocne onpeaeneHuss ACL-cnucka nepecbinarTcs
TONbKO HaNpaBfeHHbIE LUMPOKOBELLATENbHbIE NAaKeTbl, COOTBETCTBYOLLME
ACL-cnncky

Pexum Pexum koHdurypaunm nHtepderica

KOHcpurypaumm

BcTtpoeHHas Ecnun komaHga no ip directed-broadcast BeinonHsaeTca Ha nHTepdence,

noackaska nporpaMmmHoe obecneyeHne KommyTaTtopa oOTOpacbiBaeT nakeTbl
HanpasieHHOW LUMPOKOBELLATENbHOW pacchbifikin, nonyyeHHsle 3 directly
connected ceTtu

1.4.2.5. NMNpumep koHdUrypaumm

OTansl
KOHUrypauum

Ha wHtepdperice GigabitEthernet 0/1 yctaHoBuTEe agpec HasHayveHus
naketoB IP wwupokoBelwartensHon paccoink Ha 0.0.0.0 n Bknounte
nepegady HanpasfieHHON LWMPOKOBELLATENBbHOW PaCChISIKW.

QTECH#configure terminal

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
QTECH(config-if-GigabitEthernet 0/1)#ip broadcast-address 0.0.0.0
QTECH(config-if-GigabitEthernet 0/1)#ip directed-broadcast

lMpoBepka
KOHdourypaumm

BeinonHute komangy show ip interface, 4ytobbl NnpoBepuTb pesynbrar.
QTECH#show running-config interface gigabitEthernet 0/1
ip directed-broadcast

ip broadcast-address 0.0.0.0

1.4.3. Hactpowuka nepecbinku ICMP

1.4.3.1. Pe3ynbTaTt KOH(pUrypaumum

Bknitounte coobennsa ICMP o HegocTynHocTu, coobweHuns nepeHanpaeneHus ICMP n Address
Mask Reply Ha nHTepdence.

1.4.3.2. 9Tanbl KOHdUrypaumm

BkntoyeHune coobuieHnsa ICMP o HeQoOCTYNHOCTW.

e [lo ymonuyanuto coobieHnsa ICMP o0 He4OCTYNHOCTY BKIOYEHBI.

e (OMNUMOHAJIBHO) KomaHngy no

ip unreachables MoXxHO wucnonb3oBaTb AN

OTKITHOYEHUS coobLWweHun o HegocTynHocTu ICMP.
e  BhInonHuTe HacTporiky B pexxume KoHUrypaumm nHitepdeica L3.
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BkntoueHune coobuieHnn nepeHanpasnennsa ICMP.

e [lo ymonyanuto coobieHnsa nepeHanpasnenmsi ICMP BkmtoYeHsbl.

o (ONMUMOHAIBHO) KomaHay no ip redirects MOXXHO UCMOMNBL30BaTb ANSA OTKOYEHUS
coobuweHnin nepeHanpasneHmst ICMP.

¢ BhbInonHuTe HacTporiky B pexxume KoHdUrypaumm nutepdeica L3.
BkntoyeHne oTBeTHbIX coolLLeHun o macke ICMP.

e [lo ymonuaHuio BkntoveHbl coobeHns ICMP Address Mask Reply.

e (OMNUMOHAITBHO) KomaHay no ip mask-reply MoXHO ncnonb3oBaTh 4115 OTKMOYEHUA
coobuwennn ICMP Address Mask Reply.

o  BbInonHuTe HacTpolriky B pexxume KoHdurypaumm nutepdeinca L3.

1.4.3.3. NpoBepka KOH(pUrypaumm

BeinonHuTte komaHay show ip interface, 4tobbl NpoBepuTL pesynbTar.

1.4.3.4. CBA3aHHble KOMaHAbI

BknroyeHune coobeHnsa ICMP o HegOCTYNHOCTH

KomaHpa ip unreachables
Pexunm Pexum koHdurypaumm nHtepdenica
KOHUrypauum

BknrouyeHune coobieHnn nepeHanpasneHmsa ICMP

KomaHpa ip redirects
Pexnm Pexnm koHdurypaumm nHtepdenca
KOHdourypaumm

BknrouyeHune ICMP Address Mask Reply

KomaHga ip mask-reply
Pexnm Pexnm koHdurypaumm nHtepdenca
KOHdourypaumm

1.4.3.5. NMpumep koHdUrypaumm

SATansl Bkntounte coobuweHus ICMP o0 HegoCTynHOCTU, cooOLeHus
KOHcpurypauum nepeHanpasneHusa ICMP n ICMP Address Mask Reply Ha uHtepdeice
gigabitEthernet 0/1

QTECH#configure terminal
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
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QTECH(config-if-GigabitEthernet 0/1)# ip unreachables
QTECH(config-if-GigabitEthernet 0/1)# ip redirects
QTECH(config-if-GigabitEthernet 0/1)# ip mask-reply

MpoBepka BbinonHute komaHgy show ip interface, 4Tobbl NpoBepUTL pe3ynbTaT
KOHpurypaumm

QTECH#show ip interface gigabitEthernet 0/1
GigabitEthernet 0/1

ICMP mask reply is: ON

Send ICMP redirect is: ON

Send ICMP unreachabled is: ON

1.4.4. HacTtponka ckopocTu nepegaym naketos owno6ok ICMP

1.4.4.1. Pe3ynbTaT KOHUrypauum

HacTponka ckopocTtu nepegaydv naketos ownbok ICMP.

1.4.4.2. Tanbl KOHdUrypaumm

HacTponka ckopocTtu nepegaym ansa naketos ICMP Destination Unreachable, nHUUnmnpoBaHHbIX
outom DF B IP-3aronoske.

e OlINUMOHAIIBHO.
o  BbinonHuTe HacTpoliky B pexmme rnobanbHon KoHdurypauuu.
HacTpo#ka ckopocTu nepegaydv naketos gpyrux owmnbok ICMP.

e ONUMOHAIIBHO.
e  BbIinonHuTe HacTpoKky B pexumme rnobanbHon KoHdurypauum.

1.4.4.3. NpoBepka KoH¢pUrypaumm

BeinonHuTte komaHgy show running-config, 4toGbl NnpoBepuTL pesynbTar.

1.4.4.4. CBA3aHHbIe KOMaHAbI

HacTtponka ckopoctv nepegaum pana naketoB |ICMP Destination Unreachable,
MHNUMUMpPOBaHHbIX 6utom DF B IP-3aronoBke

KomaHga ip icmp error-interval DF milliseconds [bucket-size]
Onucaxne milliseconds: uukn OOHOBMEHWUSI KOHTEWHepa TOKeHoB. [nana3oH
napameTpoB 3HayeHun coctasnset oT 0 go 2 147 483 647, a 3Ha4YeHne No yMon4aHuio

coctaBnsetr 100 mc. Ecnu 3HadeHne paBHO 0, CKOpPOCTb nepenaydn
naketoB ownbok ICMP He orpaHunyeHa.

bucket-size: KONMYECTBO TOKEHOB, COAEPXKALLMNXCS B KOHTEMHEPE TOKEHOB.
OnanasoH 3HauyeHun coctaenaetr ot 1 go 200, a 3HayeHMe no
ymornyaHuio — 10
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Pexum Pexwum rnobanbHon koHUrypaumm
KOHcpurypaumm
BcTpoeHHas OTa yHKUMS orpaHMYMBaEeT CKOPOCTb nepeaayn naketos owmbok ICMP
noackaska ans npegotBpaweHns DoS-aTak ¢ MOMOLLBID anroputMa KOHTEMHepa

TOKEHOB.

Ecnu IP-nakeT Heobxoammo cparmeHTupoBaTth, HO 6uT DF B 3aronoBske
ycTaHoBreH Ha 1, ycTponcTBO oTnpasndet naket ICMP destination
unreachable (kog 4) Ha xocCT uctoyHmka. AToT Ko ICMP ncnonbsyeTcs
ans obHapyxenna MTU no nytu cnepoBaHud. [Npyv HanuumMm CRULLKOM
fdonbloro konuyectsa Apyrux naketos owunbok ICMP HeBO3MOXHO
otnpaBuTb naket ICMP destination unreachable (kog 4). B pesynbtate
nponcxoauTt cbor yHKuun obHapyxeHus MTU no nytn crnegoBaHus.
UTobbl n3bexatb 3ToN npobnembl, HEOBXOOMMO OrpaHUYUTb CKOPOCTb
nepegaun naketoB destination unreachable n pgpyrmx ICMP-naketoB
OLLUNMBOK COOTBETCTBEHHO.

PekomeHayeTcsa ycTaHOBUTL Ansi NpoLecca 0GHOBMEHUS YMCNO KpaTHOoe
10 mc. Ecnn gnsa npouecca 06HOBNEHUS YCTAHOBEHO 3HaYeHne BornbLue
0O n meHbwe 10 Mc, TO dakTMyeckm npoucxoant obHoBREHME
anuteneHocteto 10 mc. Hanpumep, ecnu  4yactota 0OOGHOBNEHUA
yCTaHOBMEHa Ha ogHO oOHoBneHue 3a 5 Mc, hakTuyeckaa 4actoTa
obHoBneHna coctaBnsaeT 2 obHoBneHna 3a 10 mc. Ecnn unkn obHoBREHUS
He aBndeTca KpaTHbiM 10 MC, TO paKTMYECKM BCTYNAKOLWMIA B CUMY LUK
obHoBnEeHNsT aBTOMaTU4yeckn npeobpasyetca B KpatHblr 10 wMc.
Hanpumep, ecnv yactota 06HOBNEHNS yCTaHOBNEHA Ha 3 0OHOBMEHMS 3a
15 mMc, dhakTnyeckas Yactota 06HOBNEHNSA cocTaBnsieT 2 0OHOBMEHMS 3a
10 mc

HacTponka ckopoctn nepegaum apyrmx naketoB owmno6ok ICMP

KomaHga ip icmp error-interval milliseconds [bucket-size]

Onucanne milliseconds: uukn OOHOBMEHMSI KOHTENHepa TOkeHoB. [nana3oH

napamMmeTpoB 3HauyeHun: ot 0 0o 2 147 483 647, a 3HadeHme no ymonyaHmo — 100 (mc).
Ecnn 3HauyeHune paBHo 0, ckopocTb nepedaymn naketoB owmnbok ICMP He
orpaHuyeHa.
bucket-size: KONMYECTBO TOKEHOB, COAEPXKALLMXCS B KOHTEMHEPE TOKEHOB.
[nana3oH 3Ha4YeHun coctasndaet oT 1 go 200, a 3Ha4YeHne No YyMOon4aHuio
— 10

Pexnm Pexunm rmobanbHon koHdurypauum

KOHpurypaumm
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BcTpoeHHas OT1a yHKUMS orpaHMYMBaEeT CKOPOCTb nepeaayn nakeTtoB owmnbok ICMP
noackaska ans npegotBpaweHns DoS-atak ¢ MOMOLLBID anroputMa KOHTEWHepa

TOKEHOB.

PekomeHayeTcsa ycTaHOBUTL ANt npouecca 0GHOBMEHUS YMCNO KpaTHoe
10 mc. Ecnu gns npouecca o6HOBNEHMS yCTaHOBNEHO 3HavYeHne 6onblue
0 m meHbwe 10 wmMc, TO pakTU4eckn npoucxoauT OOGHOBNEHNE
anutenbHocteto 10 mc. Hanpumep, ecnu 4yactota OOGHOBNEHUS
yCTaHOBMeHa Ha ogHo obHoBneHne 3a 5 Mmc, hbakTnyeckada 4vacTtoTa
obHoBneHns coctaBnsaeT 2 obHoBneHns 3a 10 mc. Ecnu uykn obHoBneHus
He aBndeTca KpaTHbiM 10 MC, TO (pakTMYEeCKU BCTyNarOLUA B CUNY LIMKN
obHoBneHNsT aBTOMaTuMyeckn npeobpasyetca B KpaTHelh 10 mMmc.
Hanpumep, ecnv yactota 06HOBNEHNS yCTaHOBNEHa Ha 3 0OHOBNEHMS 3a

15 mMc, dhakTnyeckas Yactota 0bHOBMNEHNSA cocTaBnsieT 2 0OHOBNEHUS 3a
10 mc

1.4.4.5. Npumep koHdUrypaumm

OTanbl YcraHoBuTe ckopocTh nepegayn naketos ICMP destination unreachable,
KOHpUrypaumum Ons KoTopbiX aktuBupoBaH 6uT DF B IP-3aronoBke o 100 nakeTtoB B
CeKyHAy, a CKOpoCTb nepefayun apyrux naketos owwubok ICMP go 10
nakeToB B CEKyHAY

QTECH(config)# ip icmp error-interval DF 1000 100
QTECH(config)# ip icmp error-interval 1000 10

MpoBepka BbinonHute komaHgy show running-config, 4tobbl npoBepuTb pesynbTat
KOHdourypaumm

QTECH#show running-config | include ip icmp error-interval
ip icmp error-interval 1000 10

ip icmp error-interval DF 1000 100

1.4.5. YcTtaHoBKa 3HayeHus IP MTU

1.4.5.1. PesynbTaT KOH(pUrypaumm
Hactpointe IP MTU nakeTta.

1.4.5.2. 9Tanbl KOHdUrypaumm

e (ONMUMOHAINBHO) Ecnin IP MTU B3anMmMocBA3aHHbIX MHTEPMENCOB OTNN4YaeTcs OT

YCTPOWCTB B OOHOM (PU3NYECKOM cermeHTe ceTu, yctaHosute ans IP MTU oguHakoBoe
3Ha4eHue.

e  BhbInonHuTe HacTpoKKy B pexunme KOHUrypauumn nHtepdenca L3.

1.4.5.3. NMpoBepka KoH¢pUrypaumm

BbinonHuTte komaHay show ip interface, 4tobbl NpoBepuUTL pesynbTarT.
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1.4.5.4. CBA3aHHbIe KOMaHAbI

YcTtaHoBKa 3HavyeHus IP MTU

KomaHga ip mtu bytes

Onucanne bytes: IP MTU naketa. [Jnana3oH 3Ha4yeHuin ot 68 go 1500 6ant
napameTpoB

Pexum Pexum koHdurypaumm nHtepderica

KOHcpurypawmm

1.4.5.5. Npumep KoHdUrypaumm

OTanbl YcraHosute gnsa napametpa MTU IP-uHtepdenca GigabitEthernet 0/1
KOHcpurypawmm 3HadeHne 512 b

QTECH#configure terminal

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
QTECH(config-if-GigabitEthernet 0/1)#ip mtu 512

MpoBepka BeinonHuTe komaHgy show ip interface, 4Tobbl NpoBepUTL pesynbTaT
KOHdourypaumm

QTECH# show ip interface gigabitEthernet 0/1
IP interface MTU is: 512

1.4.6. YcTtaHoBKa 3HauyeHumsa IP TTL

1.4.6.1. Pe3ynbTaT KOH(pUrypaumm

N3meHseT 3HadeHne TTL IP-uHTepdenca.

1.4.6.2. 9Tanbl KOHdUrypaumm

e ONUMOHAIIBHO.

e  BbINOMHMTE HACTPOWMKY B pexmnme koHdurypaumm nHtepdeinca L3.
1.4.6.3. NpoBepka KoH¢pUrypaumm

BeinonHute komaHagy show running-config, 4ToGbl NpoBEpPUTL pesynbTar.
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1.4.6.4. CBA3aHHbIe KOMaHAbI

YcTtaHoBKa 3HayeHusa |IP TTL

KomaHpa

ip ttl value

OnuncaHune napameTpos

value: 3Ha4yeHne TTL. [lnana3oH 3HayeHun ot 0 go 255

Pexum koHdurypaumm

Pexwum rnobanbHon koHUrypaumm

1.4.6.5. Npumep KoHdUrypaumm

OTanbl KoHUrypaumm

YctaHoBuTe TTL ogHoaapecHbIx nakeToB Ha 100

QTECH#configure terminal
QTECH(config)#ip ttL 100

MpoBepka
KOHUrypauum

BbinonHute komaHgy show running-config, 4Tobbl NpoBepuTb
pesynbTart

QTECH#show running-config
ip ttL 100

1.4.7. Hactpouka IP Source routing

1.4.7.1. Pe3ynbTaT KOH(pUrypaumum

BkritoueHune unum otkntodeHne dyHkumm IP Source routing.

1.4.7.2. 9Tanbl KOHdUrypaumm

o [lo ymonuanuto dpyHKkuma IP Source routing Bkrito4eHa.

o (OMNMUMOHAINBHO) Komangy no

OTKIToYeHns pyHkuum IP Source routing.

1.4.7.3. NMpoBepkKa KoHcpUrypaumm

BeinonHuTte komaHay show running-config, 4ToGbl NpoBEPUTL pe3ynbTar.

1.4.7.4. CBAA3aHHbIe KOMaHAbI

HacTtpownka IP Source routing

Ip source-route MOXHO Wcnonb3oBaTb Ans

KomaHnga ip source-route
Pexnm Pexwum rnobanbHon KoHUrypaumm
KOHpurypaumm
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1.4.7.5. Npumep KoHdUrypaumm

OTanbl KoHUrypaumm

BkntoyaeT pyHKUMIO MapLipyTa uctoyHuka IP

QTECH#configure terminal
QTECH(config)#no ip source-route

MpoBepka
KOHUrypauum

BbinonHuTte komaHay show running-config, 4tobbl npoBepuTb
pesynbTart

QTECH#show running-config

no ip source-route

1.5. KoHTponb cocTosiHUA

1.5.1. OToGpaxeHune

OnucaHue

KomaHpa

OtobpaxaeTr IP-agpec
nHTepdenca

show ip interface [interface-typeinterface-number | brief]

Otobpaxkaetr  Tabnuuy
nepechbINKu

show ip route [ address [ mask]]

OtobpaxkaeT CTaTUCTUKY
Tabnuubl NepechIskn

show ip route summary

OTtobpakaeT CTaTUCTUKY
IP-nakeToB

show ip packet statistics [total | interface-name]
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2. HACTPOUKA ARP
2.1. O630p

B nokaneHon cetn (LAN) kaxxgoe ceteBoe ycTponcTBo IP nmeet gBa agpeca:

1. JlokanbHbin agpec (MAC-agpec). NockonbKy fiokanbHbIM agpec COAEPXKNTCS B
3aronoBke Kagpa ypoBHSA kaHana gaHHblx (L2), ato agpec L2. TeM He MeHee, OH
obpabaTtbiBaetca nogypoBHem MAC Ha L2 n, Takum 06pa3omM, 0ObIYHO Ha3biBaeTCs
MAC-agpecomMm. MAC-agpeca npeacTaBnstoT ceTeBble ycTponcTaa |IP B nokanbHbIX
ceTsax.

2. CeteBon agpec. CeteBble agpeca B VIHTepHeTe npeactaBnaAnT cobon ceTeBble
ycTponcTea IP, a Takke ykasblBatoT CETU, B KOTOPbIX HAXOOATCHA YCTPOMCTBA.

B nokaneHoun cetn gga IP-ycTponcTea MoryT B3auMo4encTBoBaTh APYr C APYrOM TOMbKO nocre
TOro, kak 6yayTt msydeHbl 48-6utHble MAC-agpeca oboux yctpomcTs. lpouecc nonyveHus
MAC-agpeca Ha ocHoBe |IP-agpeca HasbiBaeTca ARP (address resolution protocol). CywecteyeT
OBa Tuna nNpoTOKONOB paspelleHns agpecos: 1) lNpoTokon onpegenexHvs agpeca (ARP);
2) npo3payHbiv (proxy) ARP.

ARP 1 npo3spayHbin (proxy) ARP onucaHbl cootBeTcTBeHHO B RFC 826 n RFC 1027.

MpoTtokon ARP ucnonb3yetca ans npueaskm MAC-agpeca k IP-agpecy. Npu BBoge |IP-agpeca
MOXHO y3HaTb cooTtBeTcTBytowmin MAC-agpec yepes ARP. lMocne nonyvenns MAC-agpeca
conoctasneHve IP-MAC 6yaet coxpaHeHo B kewe ARP ceteBoro ycrtporncrtea. C NoMoLLbO
MAC-agpeca IP-yCTpONCTBO MOXET UHKaNCyNMpoBaTh kagpbl L2 1 0TNpaBnsATb UX B NTOKanbHY0
ceTb. Mo ymonuanuto naketol IP 1 ARP Ha ypoBHe Ethernet nnkancynmpytotcs B kagpbl Ethernet.

2.1.1. NMpoToKonbl n cTaHaapThbl

¢ RFC 826: npoTtokon npeobpasoBaHus agpecos Ethernet (ARP)

e RFC 1027: ncnonb3oBaHue npoTtokosia ARP ana BHeapeHust Npo3payvHbiX LUMA30B
nogceTu

2.2. NMpumeHeHue

MpumeHeHne OnucaHue

ARP B nokasnbHOW ceTu Monb3oBaTenb 3anomuHaeT MAC-agpeca apyrmx
nonb3oBaTenemn B TOM e cermeHTe cetn Yepe3 ARP

[Mpos3payHas nepepjaya Ha | C  nomowbid  npo3padyHoro  (proxy) npotokona ARP
OCHOBE MpoTokona Proxy | nonb3oBaTenb  MOXeT  HanpsiMyld  CBsi3blBaTbCs  C
ARP Nonb30BaTENsAMU B APYron CETU, HE 3Has!, YTO OHa CyLLeCTByeT

2.2.1. ARP B nokanbHoOM ceTu

2.2.1.1. CueHapun
MpoTtokon ARP TpebyeTcsa BO Bcex nokanbHbIX ceTax IPv4.

¢ [lonb3oBaTento Heobxoanmo y3HaTe MAC-agpeca apyrmx nonb3osaTtener ¢ NOMOLLbIO
npotokona ARP, 4Tobbl yCTaHOBUTbL C HUMW CBA3b.
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C:192.168.23.3/24 D:192.168.23.4/24 E:192.168.23.5/24
PucyHok 2-1.
A — 9TO MapLupyTmnsaTop.
B — kommyTaTop. OH OEeNCTBYET KakK LUS03.
C, D n E aBnsatotca xoctamm.

2.2.1.2. OnucaHue

Bkntounte npotokon ARP B nokaneHoW ceTn, 4Tobbl peanm3oBaTb conocTtasneHune IP-MAC.

2.2.2. Npo3spayHas nepeanaya Ha ocHoBe npoTtokona Proxy ARP

2.2.2.1. CueHapum
BbinonHseTca npo3payHasn nepenada AaHHbIX Yepes ceTb IPv4 LAN.

o  Bknounte Proxy ARP Ha mapLupyTtusaTtope, 4Tobbl 06ecneynTb NPsSMyo CBA3b MeXay
nosib3oBaTensaAMmn B pasHbiX CErMeHTax ceTu.

GE 0/0:10.0.1.2/24 @ GE 0/0:10,0.2.2124

B:10.0.1.1/24 C:10.0.2.1/24

PucyHok 2-2.
A — 31O MapLwpyTmsaTop, coeguHsowmn ase LAN.

B n C asngaiwoTcsa xoctamu B pa3HbIX nogceTax. ,D,J'Iﬂ HWUX HEe HaCTpOEH LWI3 Mo yMON4yaHuto.
2.2.2.2. OnucaHue

Bkntounte Proxy ARP Ha wnio3e nogcetu. locrne HacTpoWKM LUM03 MOXET BbICTynaTb B

KauyecTBe Proxy-cepBepa OJi1 MOAKMoYeHMs xocta 6e3 mHdopMauum O mapwpyTe M ansd
nony4yeHna MAC-agpecos |IP-nonb3oBaTtenen B Apyrnx noaceTsax.

44

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTteo no Hactporke cepust QSW-4700

Hactpolika ARP W
2.3. KnrouyeBble 0COGEHHOCTHN

2.3.1. O630p

PyHKLUMA OnucaHue

CraTtuyecknn ARP Monb3oBaTenu MoryT Bpy4Hyto ykasaTb conoctaeneHue IP-MAC, 4Tobbl
npegoTBpaTUTb pacrno3HaBaHMe YCTPONCTBOM HeBepPHbIX 3anucen ARP

ATpubytel ARP Monb3oBaTenu MOryT YykasaTb Taum-ayT 3anucu ARP, Bpemda u
MHTEepBan NOBTOPHOM nepeaayn 3anpoca ARP, a Takke MakcumanbHoe
KONM4YEeCTBO HepaspeLlleHHbIx 3anmcen ARP

Trusted ARP Trusted npoTtokon ARP ncnonbayetcs onsa npenoTspalleHnsa nogMeHsbl
ARP

Gratuitous ARP Gratuitous ARP wucnonbsyetcs Ansg o6HapyXeHUs KOHMIINKTOB
IP-agpecoB n paspelueHns nepugepuinHeiM ycTporcTBaM OBHOBMATL
3anucn ARP

Proxy ARP Proxy-cepsep oTBevyaeT Ha 3anpocbl ARP oOT gpyrmx ycTpoWucTB B

pas3HbIX noaceTdax

Local Proxy ARP Proxy-cepep oTBe4vaeT Ha 3anpocbl ARP OT gpyrMx yCTPOUCTB B TOW
Xe nogcetu
OnpegeneHve O6HapyxeHne HegocTynHbIX cocegHux yanos (NUD) ucnonesyetcsa ans

HagexxHoctn ARP TOro, Ytobbl ybeanTbecs B TOM, YTO NpaBuibHOM M3yyYeHun 3anucen ARP

IP_Guard Ha ocHoBe | MoxHO 3agaTtb konudecTBo |IP-nakeToB and 3anycka otbpoca ARP,
ARP yTOObLI nNpegoTBpaTUTb oOTnpaBky Ha CPU Gonbworo konuyecTtea
HEeN3BECTHbIX 04HOaApecHbIX (unknown unicast) nakeToB

MpeobpasoBaHue YCTpOMNCTBO He nepefaeT LuMpokosellaTeneHble 3anpocbl ARP B
3anpocoB ARP B | 3anpockl ayteHTudumkaumm VLAN, 4toObl cokpaTuTb KOMUYECTBO
3anpochbl LnpokoseLatenbHblx 3anpocos ARP B ceTu

ayTeHTMdumKkaumm
VLAN

2.3.2. Ctatnueckum ARP

Cratnyeckne 3anucm ARP MoryT ObiTb HacTpPOEHbl BPYYHYK WM Ha3HayeHbl CepBEPOM
ayTeHTudmkaummn. HactpoeHHble Bpy4qHyo 3anucu npuoputeTHee. Ctatnyeckui ARP moxet
npegoTBpaTnTb 06y4YeHne yCTpOMCTBOM HeBEpPHbIX 3anucen ARP.

2.3.2.1. MprHUMN paboTbI

Ecnu HacTpoeHbl ctatudeckme 3anncu ARP, yCTpONCTBO He BbIMOSHAET akTMBHOE OBHOBMEHME
3anuceinnt ARP, n atu 3anucn ARP cyLLecTBYOT NOCTOAHHO.
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Korga ycTponcTBO nepeckinaeTt naketbl ypoBHA 3, ctaTudeckun MAC-agpec nHkancynupyetcs
B 3aronioBok Ethernet B kauectBe MAC-agpeca HasHayeHus.

2.3.2.2. CBAi3aHHas KOHdurypauums

BkntoyeHune ctatuyeckoro ARP.

Bbinonnute komaHay arp [vrf name] ip-address mac-address type B pexume rrnobanbHow
KOHgUrypauum, 4tobbl HacTpouTb ctatudeckme 3anvcn ARP. Mo ymonuyaHuio ctatudeckas
3anmcb ARP He HacTpoeHa. [lonb3oBaTtenu MOryT cBs3aTb cTaTudeckue 3anucu ARP c
otaenbHeiMn obbektamm VRF wnu rnobanbHbim obbektom VRF. Wukancynaums ARP
nogaepxuneaet Tonbko TMn Ethernet I, koTopbi npeacrasneH ARPA.

2.3.3. ATpubytbl ARP

lMonb3oBaTenu MoryT ykasaTb TanM-ayT ARP, nHTepBan 1 Bpems NoBTOPHOW nepenayn 3anpoca
ARP, a Takke MakcumanbHoe konndectBo 3anmcen ARP Ha nHtepdence.

2.3.3.1. MprHUMN paboTbl
Taum-ayt ARP

Tanm-ayt ARP npumeHseTcsa Tonbko K AuHammyeckn obydeHHbIM conoctasneHuam IPMAC. Mo
NcTeYeHUn BpemeHn oxmngaHusa 3anmcn ARP ycTpoicTBO oTnpasBnsieT nakeT ogHoagpecHoro
ARP-3anpoca, 4Tobbl onpegennTb, HAXOAUTCA NN KOHEL, O4HOPAHIoBOro y3na B onepaTmBHOM
pexume. Ecnin oH nonyyaet otBeT ARP co CTOpOHbI y3na, oH He yaanseT aTy 3anuck ARP. B
NPOTMBHOM Criy4ae yCTPOUCTBO yAanuT AaHHyto 3annck ARP.

Ecnn gna napametpa ARP timeout 3agaHo MeHbllee 3HayeHue, Tabnuua conocTaBneHus,
xpaHsiwascs B kew ARP, 6onee TouHa, Ho ARP notpebnseT 6onbLue NponyckHOM cnocobHOCTH
ceTu.

UHTepBan n Bpemsi NOBTOpHOW nepepayu 3anpoca ARP

YcTponcTBo nocnegoBatenbHo oTnpasngeT 3anpocbl ARP ana paspewenus IP-agpeca Ha
MAC-agpec. Yem kopode nHTEpBan NOBTOPHOM nepedayun, Tem ObicTpee paboTaeT NpOTOKON.
Uem Gonblue pas BbINOHAETCSA NOBTOPHAas nepefadya 3anpoca ARP, Tem 6onblue BEpOSATHOCTb
YCNEeLHOro peLweHnst u Tem 6onblue dygeT notpedbnate nonoca nponyckaHns ARP.

MakcumanbHoOe KonmyecTBO HepaspellueHHbIX 3anucen ARP

B nokanbHom cetn atakm ARP n ckaHuMpoBaHMe MOryT MPMBECTUM K MOSIBNEHWUIO GOMbLUIOro
KonnyecTBa HepaspelleHHbIX 3anucen ARP, reHepupyeMbix Wwo3oM. B pesynbTaTe W03 He
mMoxeT obyuvatbca MAC-agpecam nonb3oBaTenen. Yrtobbl NpenoTBpatMTb TakKMe aTaku,
nofb3oBaTeNn MOryT HaCTPOUTb MakCcMMaribHOE KONMMYECTBO HepaspeLleHHbix 3anncen ARP.

2.3.3.2. CBA3aHHasA KOH(urypaums

Hactponka tanm-ayta ARP

3anyctute komangy arp timeout seconds B pexume KoHUrypaumm uHtepdenca, 4ToObl
HacTpouTb Tanm-ayT ARP. Mo ymonuaHuio Tanm-ayT coctaBndeT 3600 cekyHg. Bbl moxeTe
N3MEHUTb ero B 3aBMCUMOCTU OT CUTYaLUN.

HacTpoika nHtepBana n BpeMeHn NoBTopHoOW nepenayun 3anpoca ARP.

e BbinonHute komaHay arp retry interval seconds B pexvme rnobansHon KOHUrypauum,
yTOOblI HaCTPOWUTbL WMHTEpBan MNOBTOpPHOM nepedayn 3anpoca ARP. WMHTepBan no
ymornyaHuio coctaensget 1 cekyHay. Bbl moxeTe M3MeHUTb €ro B 3aBUCUMOCTU OT
cuUTyaumm.
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e BobinonHute komaHay arp retry times number B pexvme rnobanbHon KoHUrypaumm,
4yTOObl HACTPOUTL Bpems NOBTOpHOM nepeaayn 3anpoca ARP. Mo ymonyaHuio Bpemsi
NOBTOPHOWM Nepeayun pasHo 5. Bbl MOXeTe N3MEHUTbL ero B 3aBMCUMOCTU OT CUTyaLuu.

HacTponka makcMmanbHOro Konmyectsa HepaspelleHHbIx 3anncen ARP.

BbinonHute komaHagy arp unresolve number B pexume rnobanbHOM KOHdUrypauum, 4tobbl
HaCTPOUTb MakcuMarbHOE KOMMYECTBO HepaspelleHHbiXx 3anucen ARP. 3HayeHne no
YMOM4YaHMI0 — MakcumarbHoe KonudecTBo 3anucen ARP, nogaepxmBaemMblx yCTPOUCTBOM. Bbl
MOXeTe U3MEHUTb €ro B 3aBUCMMOCTU OT CUTYyaLUN.

2.3.4. Trusted ARP
2.3.4.1. MprHUMN paboTbl

B kauvectBe Tmna cneumanbHbix 3anncen ARP B Tabnuuy ARP pobaensaioTcs LOBEpeHHble
3anncn ARP ana npepotBpalleHus nogaenkm ARP. [dosepeHHble 3anmcu ARP  umetoT
XapaKTePUCTUKN KaK CTaTUYECKUX, TaK U guHamMmmyecknx 3anmcen ARP, ¢ npyuoputeTom Bhbille,
yeMm y AnHammyecknx 3anucer ARP 1 Huxe, 4yem y ctatudeckux 3anucen ARP. Trusted ARP
UMeeT MexaHn3Mm ycTapeBaHusi, aHanorMyHbli mexaHmamy auHammudeckoro ARP. Korga 3anuck
ARP ycTtapeeT, yCcTpOMCTBO akTMBHO oOTnpasnseT nakeT 3anpoca ARP, 4tobbl onpenenuts,
CyuwlecTByeT M COOTBETCTBYIOLWNA MNonb3oBaTeNnb. Ecnv nonb3oBaTenb OTnpaBnseT OTBET,
YCTPOMCTBO CUYMTaET Mofb3oBaTens akTuBHbIM U O6HoBnseT Tamm-ayT ARP. B npoTtuBHOM
cnyyae yctponcteo yganut 3anmcb ARP. Trusted ARP umeeTt xapakTepucTukum CtaTm4eckoro
ARP, 10 ecTb ycTpoinctBo He 3anoMmuHaeT nakeTbl ARP gns obHoeneHns MAC-agpeca wu
noeHTndmkaTopa nHtepdgenca B sanucu ARP.

Korga nonb3oBaTenb NepexoauT B onepaTUBHBIN PexnM, cepeep ayTeHTUduKaumm nonyyaet
HagexHoe conocrtasneHne IP-MAC nonb3oBaTens yepes KomMyTaTtop gocTyna u gobasndet
noBepeHHble 3anMcn ARP B wno3 nonb3oBaTens. OTOT Npouecc npospaveH Ans CeTeBOro
agMuHUCTpaTopa 1 He BNuSAeT Ha paboTy aaMUHUCTpaTopa No ynpasBreHUIo CEThIO.

Tak kak goBepeHHble 3anmucn ARP nocTtynatoT 13 NOANMHHBIX UCTOYHMKOB M HE ODHOBIIAOTCS,
OHU MOryT achbpekTnBHO NpegoTepaTnTL Nogaenky ARP, HaueneHHyo Ha LWino3.

2.3.4.2. CBA3aHHasa KOHdurypaums
BkritoueHue trusted ARP.

e 3anyctuTte KomaHay service trustedarp B pexxume rnobanbHOn KoHdUrypauum, Ytoobl
BkntoumnTh trusted ARP. [laHHas oyHKUMS BbIKIIOYEHA MO YMOSTYaHMIO.

e BuinonHute «komaHgy arp trusted user-vlan vidl translated-vlan vid2 pgns
AOBEPEHHOro nonb3oBaTtensd B pexume rnobanbHonm KoHUrypauum, 4Tobbl
peanusoBaTb nepeHanpasneHre VLAN. [laHHas doyHKUKNA BbIKITOYEHA NO YMOMAYaHUIO.
Ecnu BupTyanbHas nokanbHasi ceTb, KOTOPYIO BblABMHYI cepBep, oTnnyaeTtcsa ot VLAN
B gosepeHHom  3anmcu  ARP, nonb3oBaTensaM  HeoOXOoOuMMO  BKMOYUTb
nepeHanpaesneHue VLAN.

e 3anyctute komaHgy arp trusted aging B pexume rnobdanbHon KoHdUrypaumm, 4Tobbl
BKNOUMTb YycTapeBaHne ARP. [llo ymonuyaHmio pgosepeHHble 3anucn ARP  He
ycTapeBatoT.

e 3anyctute kOMaHay arp trusted number B pexxume rnobanbHOM KOHUIypaumm, YTobbI
HaCTPOUTb €MKOCTb AoBepeHHbiX 3anucen ARP. 3HadeHne no ymonyaHuilo paBHO
nonosuHe obLLer emkocTn 3anucenn ARP. Bbl MoXeTe n3aMeHUTb ero B 3aBUCMMOCTU OT
cuTyaumm.
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2.3.5. Gratuitous ARP

2.3.5.1. MprHUUN paboTbl

MakeTbl Gratuitous ARP npegcraBnsawT cobon ocobbin i naketoB ARP. B Gratuitous
ARP-nakete IP-agpeca WCTOYHMKA W HasHayeHus sBnsTcs |IP-agpecamy nokanbHOro
ycTponcTea. Gratuitous ARP-nakeTbl UMeT ABa Ha3Ha4YeHus:

1. OO6HapyxeHue koHGnukToB IP-agpecoB. Ecnun ycTporctBo nony4vaet Gratuitous
ARP-nakeT n obHapyxmBaeT, 4To IP-agpec B nakeTe Takon Xe, Kak 1 ero
cobcTBeHHbIn IP-agpec, oHo otnpaensieT oteeT ARP, 4ToObl yBEAOMUTL ApYyroe
YCTPOWCTBO O KoHnukTe IP-agpecos.

2. O6HoeneHne ARP. Mpu nameHennn MAC-agpeca Ha uHTepdrencax ycTtpomcTeo
otnpasnseT Gratuitous ARP-nakeT onga ysegomneHms Apyrnx yCTpPONCcTs angd
obHoBneHna 3anncen ARP.

YcTtponcteo MoxeT nonydatb Gratuitous ARP-nakeTbl. lNMocne nonyvyeHuss HeNpoOBEPEHHOIo
ARP-nakeTa yCTpOMCTBO NpOBEPSIET, CYLLLECTBYET SIM COOTBETCTBYIOLLIASA ANHAMUYECKAs 3an1cb
ARP. Ecnn ga, yctponcteo ob6HoBnseT 3anucb ARP Ha ocHoBe nHpbopmauum, cogepxallencs B
Gratuitous ARP.

2.3.5.2. CBAi3aHHasa KOHdurypaums

BkntoueHune Gratuitous ARP.

3anycTtute komaHay arp gratuitous-send interval seconds [number] B pexume KoHpurypaumm
nHTepdenca, 4todbl BkNOUNTL Gratuitous ARP. o ymonyaHuio aTa (OyHKUMS OTKMOYEHA Ha
nHTepdencax. O6bI4HO 3Ty YHKUMIO HEOOXOOUMO BKMNIOYUTL B MHTEpdence wni3a, 4Ytodbl
nepuogmyeckn o6HoBnATe MAC-agpec wWnw3a Ha HWKECTOSWMX YCTPOMCTBAX, 4TO
npegoTepallaeT nogaenky Ww3sa Apyrumu nonb3oBaTensmu.

2.3.6. Proxy ARP
2.3.6.1. MpuHUMN paboTbl

BknitoueHne npotokona Proxy ARP, moxeT nomoub xocTy 6e3 mHdopMaumm o mMapLupyTte
nonyuntb MAC-agpeca nonb3oartenen IP B gpyrnx nogcetsx. Hanpumep, ecnm ycTponcTBO,
nonyyatowee 3anpoc ARP, HaxoanT ucxogHeln IP-agpec B gpyrom cermeHte cetu oT IP-agpeca
Ha3Ha4yeHNda 1 3HaeT MapLlpyT 0O agpeca HasHadeHus, yCTponcTBo oTnpasnseT oteeT ARP,
cogepxawmn cobecteeHHbIn MAC-agpec Ethernet. Bot Tak pabotaet Proxy ARP.

2.3.6.2. CBA3aHHasA KOHdurypaums

BkntoyeHne Proxy ARP.

e 3anyctute koMaHgy ip Pproxy-arp B pexume KoHdurypaumm uHtepdenca, 4Tobbl
BKSTOUNTL Proxy ARP.

o [laHHas oyHKUMS BLIKSIHOYEHA MO YMOSTYaHMUIO.
2.3.7. Local Proxy ARP
2.3.7.1. MprHUMN paboTbI

MpoTokon Local Proxy ARP no3sondeT yCTpONCTBY BbICTynaTtb B kadecTtBe Local Proxy ARP B
nokanbHoun cetn VLAN (o6wen cetn VLAN nnmn noacetn VLAN).

Mocne Bkmo4veHust npotokona Local Proxy ARP ycTpoicTBO MOXET MOMOYb MOSib30BaTENAM
nonyute MAC-agpeca ApyrMx nonb3oBaTenen B TOW >xe noacetu. Hanpumep, ecnu Ha
YCTPOWCTBE BKIOYEHa 3aliuTa MopToB, MOMb30BaTENM, MOOKIMOYEHHbIE K pasHbIM MOpTaMm,
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nsonupyloTca Ha ypoBHe 2. [locne BkMAYeHUs npotokona Local Proxy YycTpoucCTBO,
nonyyatowee 3anpoc ARP, BbicTynaeT B kadecTBe Local Proxy ARP-cepBepa ans otnpasku
otBeta ARP, copepxauwero cobctBeHHbin MAC-agpec Ethernet. B atom cnyyae pasHbie
nonb3oBaTeny B3aMMOAENCTBYIOT APYr C APYrom No MapLipytam ypoBHSA 3. BoT Tak pabotaet
npotokon Local Proxy ARP.

2.3.7.2. CBAi3aHHas KOHcurypaums
BkntoveHune npotokona Local Proxy ARP.

e 3anyctute komaHay local-proxy-arp B pexumMe kKoHdurypaumm nHtepdenca, 4tobbl
BKIMounTL Local Proxy ARP.

° ,D,aHHaFI beHKLI,I/lFI BbIKIMKO4YeHa no ymosn4aHuio.

[ OT1a KOMaHOa nogaepXXmBaeTcd TOJIbKO Ha BUPTyalbHbIX MHTepcbelhcax KOMMYyTaTopa
(SVI).

2.3.8. OnpepeneHue HapgexHocTtn ARP

2.3.8.1. MpuHUMN paboTbl

Komanga arp trust-monitor enable ucnonesyetcs ana BkroyeHus dyHKunoHana anti-ARP
spoofing, 4ToGbI NpegoTBPaTUTL NoONagaHue U3NuUWHMX GecnonesHbix 3anucen ARP B pecypchl
ycTpoucTBa. [locrne BknoyeHns onpegenenns HagexHoctu ARP Ha mHTepderice 3 ypoBHS,
YCTPOMWCTBO Mony4vaeT ¢ aToro nHtepdeinca naketol 3anpocoB ARP:

Ecnu cooTtBeTcTBYlOWAA 3anucb He CyLlecTByeT, YCTPOMCTBO co3faeT AUHAMUYECKYHO 3anncb
ARP wu BbinonHsetr NUD yepe3 1-5 cekyHa. To ecTb, YCTPOWCTBO HauYMHaeT BbINOMHATH
ycTapeBaHue HegaBHO BblydyeHHbIX 3anucer ARP n otnpaenseTt Unicast-sanpoc ARP. Ecrniun
YCTPOWCTBO Monyyaet naket obHoBrnenns ARP oT ogHopaHroBoro yana B TEYeHWe Cpoka
ycTapeBaHWUs, OHO COXpaHseT 3annck. B npoTnBHOM criyyae 3anuck ByaeT yaaneHa.

Ecnu cooTtBeTcTBYOWas 3anmcb ARP cyuwectsyeT, NUD He BbINOnHAeTCA.

Ecnn MAC-agpec B cyliecTBytoLen 3anucn guHammyeckoro ARP o6HOBREH, YCTPOMCTBO Takke
BbinonHsieT NUD.

MockonbKy aTa yHKuua gobasnseT CTpOryto npouenypy NoaTBeEPXAeHUs B NpoLecc obyyeHns
ARP, oHa BnusieT Ha adpdheKkTnBHOCTL 00y4veHns ARP.

Mocne oTkntodeHns aton yHkumm NUD He TpebyeTtcsa ans obyyeHns n oOGHOBRNEHMS 3anncen
ARP.
2.3.8.2. CBAi3aHHasA KOHdurypaums

BkritoueHne o6HapyxeHus trusted ARP.

BreinonHuTe komaHay arp trust-monitor enable B pexxume koHdUrypaumm nHtepdenca, 4Toohl
BKNIOYMTL onpegeneHne HagexHoctn ARP. [JaHHas pyHKUMS BBIKIIIOYEHA MO YMOSYaHMIO.

2.3.9. IP Guard Ha ocHoBe ARP
2.3.9.1. MprHUMN paboTbI

Mpun nonyyeHumn IP-nakeToB, agpec Ha3HaYeHUs KOTOPbIX HEN3BECTEH, KOMMYTATOP HE MOXET
nepecbinatb UX W, crnegoBaTtenbHO, AOMKeH oTnpaBnTb ux Ha LM gns paspewenns agpecos.
Mpun oTnpaske 60nbLIOro KONMYecTBa TakMx nakeToB Ha LI npoueccop ByaeT neperpyxeH, 4To
NnoBnusieT Ha Apyrne cnyxobl KOMMYyTaTOopa.

Mocne BkntoveHna IP Guard Ha ocHoBe ARP, kommyTaTtop, nonyyatowuin naketbl 3anpoca ARP,
noAcyMTbiBAaET KONMYECTBO NakeToB, B KOTOPbIX IP-agpec HasHavyeHnsa nonagaeT B 3Ty 3anNuchb
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ARP. Ecnn 3TO 4nCno paBHO HAaCTPOEHHOMY 4MCry, KOMMyTaTop yCTaHaBnuBaeT 3anucb 006
YyCTPOWCTBE B annapaTtHoM obecneveHun, 4Tobbl o6opynoBaHMe He nepenano nakeTbl C 3TUM
IP-agpecom HasHayennss Ha L. [lo 3aBeplweHun paspelieHns agpeca KoMmyTaTop
npoaorkaeT nepecbinatb nakeTbl ¢ 3TUM IP-agpecom HasHa4vyeHust.

2.3.9.2. CBAi3aHHas KOHcurypauums
Bkntovenue IP Guard Ha ocHoBe ARP.
e Bbinonnute komaHgy arp anti-ip-attack B pexvme rnobanbHon koHUrypaumm, 4Tobbl
HacTpouTb Konu4yecTBo |IP-nakeToB Ans 3anycka copoca ARP.

e [lo ymonuaHmo KommyTaTop oTOpackiBaeT cOOTBeTCTBYlOLWYO 3anuck ARP nocne
NonyyYeHUs Tpex HeM3BeCTHbIX OQHOaAPECHbIX MAaKeTOB, CoAepX)allMxX OONH U TOT Xe
IP-agpec Ha3HaveHus.

2.3.10. NpeobpaszoBaHue 3anpocoB ARP B 3anpocbl ayteHTUdMKkaumm VLAN

2.3.10.1. MprHUMN paboTbI

B pexume ayteHTUpmKaumm wno3sa sce nogcet B Super VLAN no ymonuanuto ssnstotcs VLAN
ayteHTudpukaumn. [Nonb3osatenn B cetm ayteHTUdukaumm VLAN  OOmKHbI  NpovTU
ayTeHTudumkaumo ona goctyna kK cetu. lNocne ayteHTudukaumm Ha yCTPOWCTBE co3gaeTcs
ctatndeckas 3anncb ARP. MNoatomy npu goctyne K ayTeHTUpUUMpOBaHHOMY MONb30BaTENO
YCTPOWCTBY He HYyXHO oTnpaBnaTb 3anpockl ARP B VLAN ayTteHTudmkaumm. Ecnu yctponcteo
nbiTaeTcd Nony4MTb 4OCTyn K nonb3oBatensam B VLAN ¢ ucknoyeHnem ayteHtudunkaumm, emy
HY>KHO oTnpaBnATb 3anpockl ARP Tonbko B VLAN ¢ ncknoyeHnem ayTeHTudunkaumu.

B pexnme ayTeHTUdMKaUMK Wino3a ata OYHKUMA BKAKOYEHA Ha YCTPOWMCTBE MO YMOSYaHUIO.
Ecnn ycTtponctey Tpebyetrca p[docTyn K MOMb3oBaTensM C  WUCKMOYEHUSMU B CeTu
ayTeHTudomkaummn VLAN, oTKouMTE 3TY PYHKUMIO.

2.3.10.2. CBAA3aHHasA KOH(urypauums

MpeobpasoBaHue 3anpocoB ARP B 3anpockl ayTeHTudukaumm VLAN.

e 3anyctute komaHgy arp suppress-auth-vlan-req B pexume KoHUrypaumm
MHTepdenca, 4Tobbl He oTnpaBnaTb 3anpockbl ARP B ceTn ayteHTudmnkauum VLAN.

o [laHHas OyHKUMS BKIIOYEHA MO YMOSYaHUIO.

2.4. HacTtpouka

Hactponka OnucaHne n KomaHaa
Bkntoyenne (OMUMOHAINBHO) WNcnonb3yetca AOnNs  BKIKOYEHUS  CTaTUYECKOM
cratudeckoro ARP | npumesasku IP-MAC

arp BkntoueHne ctatmnyeckoro ARP
HacTporika lMonb3oBaTenu MorytT ykasaTb TanMm-ayT ARP, uHTepBan n Bpems
atpubyTtoB ARP nosTopHoM nepegadn 3anpoca ARP, a Takke MakcumanbHoe

KONM4YeCTBO Hepas3peLUeHHbIx 3anncen ARP

arp timeout Hactpownka tanm-ayt ARP
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Hactpoia ARP v atechru
Hactponka OnucaHue u KOMaHAa
HacTtpowka arp retry interval HacTtponka wHTepBan MNOBTOPHOM
atpubyTtos ARP nepenayn sanpoca ARP
arp unresolve HacTtpouka MakcMMarnbHOro
KonuyecTtea HepaspeLLEeHHbIX
3anucen ARP

BkntodeHue trusted

ARP

(OMUMOHAINBHO) UcnonbayeTca ang 3awmThl oT nogaenku ARP

service trustedarp Bkntoyenne gosepeHHoro ARP

arp trusted user-vlan BkntoyeHne nepeHanpaesneHnsa
VLAN npu gobaeneHnn ooBepeHHoOM
3anucu ARP

arp trusted aging BkntoyeHne [OBEpPEHHOro

yctapeaHua ARP

arp trusted HacTporka eMKOCTM [OBEpPEHHbIX

3anucen ARP

BknoyeHue
Gratuitous ARP

(OMUUOHAINBHO) WcnonbsyeTcsa gna obHapyXeHust KOHMINKTOB
IP-agpecoB 1 no3BonsieT nepudepuinHbiM yCTponcTBam OBOHOBASTb
3anncu ARP

arp gratuitous-send interval BkntoyeHune Gratuitous ARP

Owmnbkal (OMUMUOHAINBHO) Wcnonb3yeTca Ans  BbINONHEHUS  OYHKLUK
MCTOYHUK CCbINKKU | Npo3padvyHoro (proxy) cepBepa Ans oTBeTa Ha 3anpocbl ARP ot
He HaWaeH. YCTPOWCTB B pasfnnyHbIX NOACETAX

ip proxy-arp BknoveHne Proxy ARP
Owmnbkal (OMNMUMOHAINBHO) WcnonbayeTtca AOnst  BbINONHEHUS  OYHKLUK
MCTOYHUK CCbINKKU | Npo3payvyHoro (proxy) cepeepa ansi oteeTa Ha 3anpocbl ARP oT gpyrmx
He HanaeH. YCTPOWNCTB B TOM e NoaceTn

local-proxy-arp Bkntouenne Local Proxy ARP
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Hactponka OnucaHune n kKomaHaa
Ownbka!l (ONMUMOHAJIIBHO) Wcnonb3yetca Ana  ogHOAAPECHOW  PaCChbINKU

UcTouHuk ccbiiku | naketoB ARP-3anpocoB, 4Ttobbl ybegutbca B TOM, 4YTO MNpaBWUIIbHO
He HanaeH. BBeAEHbI 3anmcn ARP

arp trusted-monitor enable BkntoyeHne onpeaenexHns
HapexHocTu ARP

BkntoyeHne (OMNMUUOHANBHO) Wcnonb3yeTtca Ans npegoTBpalleHuss OTrpaBKu
3alnThl IP- | 6onbworo konunyectea IP-nakeToB Ha LI

agpecoB Ha OCHOBE

ARP arp anti-ip-attack HacTtponka konudectBa IP-nakeTtoB
Ans 3anycka copoca ARP

MpeobpasoBaHue (OMUMOHAINBHO) WNcnonb3yetca gnst Toro, 4Ytobbl He OTNPaBNATb
3anpocoe ARP B | 3anpocbl ARP B ceTn ayteHTudpmkauyum VLAN

3anpochbl

ayTeHTudukaummn
VLAN

arp suppress-auth-vlian-req MpeobpasoBaHne 3anpocos ARP B
3anpocbl ayteHTudmkaumm VLAN

2.4.1. BknroyeHue ctatnyeckoro ARP

2.4.1.1. PesynbTaT KOH(pUrypaumum

lMonb3oBaTenn MOryT BpyYHyH YkasaTb conoctasneHue IP-MAC, 4tobbl npemoTBpatuTh
pacnosHaBaHue YCTPOMCTBOM HeBepHbIX 3anucen ARP.

2.4.1.2. NMNpnmeyaHunn

Mocne HacTponku ctatndeckon 3anmcu ARP kommyTtatop L3 3anoMunHaeT dmnanmdeckni nopr,
cootBeTcTBYowmn MAC-agpecy B cratudeckon 3anmcu ARP, npexge 4em BbINOMHATb
MapLUpyTU3aumio.
2.4.1.3. dTtanbl KOH(Urypauum
HacTpoika ctatnyeckux 3anncen ARP.

e  OnuuoHanbHo.

e MoxXHO HacTpouTb ctatmyeckyto 3anuce ARP ans npusaskm IP-agpeca ycTtponcTsa
Bocxogswero notoka k ero MAC-agpecy, 4TobGbl npegoTBpaTUTb U3MEHEHWEe
MAC-agpeca, BbidaBaHHoe atakamu ARP.

e Hactpornka cratnyeckmx 3anucern ARP npoumsBoantcs B pexume rnobanbHon
KOHdourypaumm.

2.4.1.4. NMpoBepka KOHUrypaumm

BeinonHute komaHgy show running-config, 4tobbl npoBepuTb pedynbTat. Unun 3anyctute
show arp static, 4ytobbl NpoBepuTb, co3gaHa v Tabnuua kewa crtatndeckoro ARP.

2.4.1.5. CBA3aHHbIe KOMaHAbI

HacTpoika ctatnyeckux 3anncen ARP.

52
(@ arecy



PykoBoacTteo no Hactporke cepust QSW-4700

Hactpolika ARP

KomaHga arp [vrf name | oob] ip-address mac-address type

Onucanwne vrf name: ykasbiBaeT o6bekt VRF. lMapameTp name ykasbiBaeT ums

napameTpos ob6bekta VRF.
00b: HacTpauBaeT cTtatuyeckyto 3anmucb ARP ana Management-nopTa.
ip-address: ykasbiBaeT IP-agpec, conoctaeneHHbin ¢ MAC-agpecom,
KOTOPbIN UMEET YeTbIPEXTOYEYHbIA AECATUYHBIA hopMar.
mac-address: ykasbiBaeT agpec L2, coctoswmin n3 48 o6mt.
type: ykasbiBaeT Tmn uHkancynsumm ARP. Ona uHTepdenca Ethernet
Krnto4eBoe CNoBo arpa

Pexum Pexunm rnobanbHon koHdurypauum

KOHcpurypawmm

BcTpoeHHas KommyTtaTtopa 3anpawmvsaeT 48-6utHein MAC-agpec Ha ocHoBe

noackaska 32-6utHoro IP-agpeca B Tabnuue kewa ARP.
lMockonbKy OOMbLUMHCTBO XOCTOB MNOOAEPKMBAKOT  AUHAMUYECKOE
paspeweHne ARP, o6bldHO cTatnyeckoe conoctaeneHne ARP  He
HacTpoeHo. Wcnonb3ynte komaHgy clear arp-cache pns o4ymcTkm
AnHamunyecknx 3anucenn ARP

2.4.1.6. Npumep KoHcpUrypaumm

CueHapun Tononoruto cetn (PncyHok 2-1)
OTanbl HacTtponte ctatnuyeckyto 3anmcb ARP Ha B, 4TOObl CTaTMYeCKn CBs3aTb
KOHdourypaumm IP-agpec A ¢ MAC-agpecom.

QTECH(config)#arp 192.168.23.1 001F.CE22.334B arpa
MpoBepka 3anyctute komaHgy show arp static, 4Tobbl 0TOGpPasnTb CTaTUYECKYHO
KOHdourypaumm 3anucb ARP.

QTECH(config)#show arp static
Protocol Address Age(min) Hardware Type Interface
Internet 192.168.23.1 <static> 001F.CE22.334B arpa

1 static arp entries exist

2.4.1.7. TUNUYHbIE OWNOKU

HesepHbit MAC-agpec B ctatnyeckom ARP.

2.4.2. HacTtponka atpuoyros ARP

2.4.2.1. PeaynbTaT KOH(Urypaumm

lMonb3oBaTenu MoryT ykasaTb TaM-ayT ARP, nHTepBan n BpemMs NoBTOPHOW Nepefayn 3anpoca
ARP, a Takke MakcumMmarbHOE KOM4ecTBO HepaspelleHHbIX 3anncen ARP.
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2.4.2.2. dtanbl KOH(Urypaumum

HacTtponka Tanm-ayta ARP.

e  OnuuoHarnbHo.

e B nokanbHOW ceTw, ecnn nonb3oBaTesnb 4YacTto nepexoaut B online/offline pexum,
pekomeHOyeTCs yCTaHOBUTbL Manoe Bpemda oxuaaHna ARP  gng  yganeHus
HeKoppeKTHbIX 3anucen ARP kak MOXHO ckopee.

e Hactponte Tanm-aytT ARP B pexume KoHurypaumm nHtepcenca.
HacTpoWnka nHtepBana n BpemMmeHn NoBTOpHOW nepefayn 3anpoca ARP.

e  OnuuoHanbHo.

o Ecnu ceteBble pecypcbl HeOOCTaTO4YHbl, PEKOMEHAYETCS YCTaHOBUTb WHTepBan
noBTOpHOM Nepeaaymn 3anpoca ARP 6onblumMm, a BpeMsa NOBTOPHOW nepegayn Manbim,
4YTOObI CHM3UTL NOTPebNeHne NPONyCKHON CNOCOBHOCTU CETM.

e HacTponte uHTEpBan M Bpemsi MNOBTOPHOM nepedadn 3anpoca ARP B pexunme
rno6anbHOM KoHdUrypaumn.

HacTtponka MmakcumanbHOro KonvyecTsa HepaspeLleHHbIX 3anucen ARP.

e  OnuuoHanbHo.

e Ecnu ceTeBbIx pecypcoB HEAOCTaTOYHO, PEKOMEHAYETCA YCTAaHOBUTbL MaKcumaribHoe
KONn4ecTBO HepaspelleHHbIx 3anucen ARP, 4tobbl CHM3UTL noTpebrieHne nonochl
nponyckaHus ceTu.

e HacTtponte makcumanbHOe KONMMYECTBO HepaspelueHHbIXx 3anucen ARP B pexume
rno6anbHOn KoHUrypawmm.

2.4.2.3. NMpoBepka KOHUrypaumum

3anyctute komaHay show arp timeout ansa otobpakeHUs Tanm-ayTa BCeX MHTEPEENCOB.

BbinonHuTte komaHay show running-config, 4tobbl 0TO6pasnTb MHTEPBAN U BpeMsi MOBTOPHOWN
nepeayn sanpoca ARP, a Takke MakcMMarbHOe KOSIMYeCTBO HepaspeLlleHHbIX 3anucen ARP.

2.4.2.4. CBA3aHHble KOMaHAbI

Hactponka tanm-ayta ARP

KomaHpa arp timeout seconds

Onucanne seconds: ykasbiBaeT BpeMS OXuAaHusl B cekyHdax B AnanasoHe oT 0 oo

napameTpoB 2 147 483. 3Ha4deHne no ymonyaHuto: 3600

Pexnm Pexnm koHdurypaumm nHtepdenca

KOHdourypaumm

BcTtpoeHHas Tanm-ayT ARP npumeHsieTca TOMbKO K AMHAMUYECKMM COMOCTaBEHUAM

nofckaska IP-MAC. Yem meHblue 3HayeHne ARP timeout, Tem ToyHee Tabnuua
cornocTaeneHus, xpanswasica B kew ARP, Ho ARP notpebnset 6onblue
NPOMYCKHOM CNOCOBHOCTU ceTn
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HacTtpomnka nHTepBana n BpeMeHu NOBTOpPHOM nepepaym 3anpoca ARP
KomaHga arp retry interval seconds
Onucanwne seconds: ykasblBaeT WHTepBan MNOBTOPHOM Mepedayn 3anpoca ARP B
napamMmeTpoB cekyHaax B guanasoHe oT 1 go 3600. 3HayeHue no ymonyaxuio: 1
Pexum Pexwum rnobanbHon KoHdUrypauum
KOHUrypauum
BcTtpoeHHas Ecnn yctponcteo yacto otnpasnsieT 3anpocbl ARP, n aTo BNuaeT Ha
noackaska NPON3BOAUTENBHOCTb CETU, MOXHO YCTaHOBUTb Oonee AnuTenbHbIN
MHTEepBan MOBTOpPHOW nepenayn 3anpoca ARP. Y6eautecb, 4TO 3TOT
WHTepBan He npeBbilwaeT Tanm-aytT ARP

HacTpoinka makcumanbHOro Konum4yecTea HepaspeLleHHbIX 3anucen ARP

KomaHpa arp unresolve number

Onuncanne number: ykasblBaeT MakCMMarbHOE KONMYECTBO HEPA3PELLEHHbIX 3anncen
napameTpoB ARP B gnanasoHe o1 1 go 8192. 3HayeHune no ymonyaHuto: 8192

Pexnm Pexwum rnobansHon KoHduUrypauum

KOHdourypaumm

BcTpoeHHas Ecnn B Tabnuue kewa ARP cywectByeT 06onblIOe KONMYECTBO
nofckaska HepaspeLlueHHbIX 3anncen, KoTopble Yepes HEKOTOPOoe BpeMS OCTalTCH B

Tabnvue, pekoMeHAyeTCs UCNoNb3oBaTh 3Ty KOMaHAY AN OrpaHnYeHns
Konn4yecTBa HepaspeLleHHbIx 3anucen ARP

2.4.2.5. Npumep KoHcpUrypaumm

CueHapun Tononoruto cetn (PncyHok 2-1)
STanbl e YcraHoBute Bpemsa oxugaHusa ARP Ha 60 cekyHg Ha nopte
KOHpurypaumm GigabitEthernet 0/1.

e YcTaHOBUTE WHTepBan nNoOBTOpHOM nepegayn 3anpoca ARP Ha
3 CeKyHa.

e YcTaHOBUTE BpeMS NOBTOPHOM nepenaymn 3anpoca ARP paBHbIM 4.

e YCTaHOBMTE MakcumarnbHOE KONMYEeCTBO HepaspeLlleHHbIX 3anucen
ARP paBHbim 4096

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#arp timeout 60
QTECH(config-if-GigabitEthernet 0/1)#exit
QTECH(config)#arp retry interval 3
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QTECH(config)#arp retry times 4
QTECH(config)#arp unresolve 4096
MpoBepka e 3anyctute komaHgy show arp timeout, 4Tobbl 0TOGpa3nTbL TaimayT
KOHcpurypawmm UHTepdenca.

e Bbinonnute komangy show running-config, 4Ttobbl 0TOGpPa3uTL
WHTepBan u Bpemsa MOBTOPHOW nepefadn 3anpoca ARP, a Takke
MaKkcumarbHoe KOnnm4ecTBO HepaspeLleHHbIX 3anncen ARP

QTECH#show arp timeout

Interface

GigabitEthernet 0/1
GigabitEthernet 0/2
GigabitEthernet 0/4
GigabitEthernet 0/5
GigabitEthernet 0/7
VLAN 100

VLAN 111

Mgmt 0

arp timeout(sec)

60

3600
3600
3600
3600
3600
3600
3600

QTECH(config)# show running-config

arp unresolve 4096
arp retry times 4

arp retry interval 3

2.4.3. BknroyeHue trusted ARP

2.4.3.1. PeaynbTaT KOH(pUrypaumum

LLnto3 3awmieH ot noaaenkn ARP.

2.4.3.2. dtanbl KOH(Urypauum

BknitounTte trusted ARP B pexume rnobansHOM KOHUrypaumm.

2.4.3.3. NMpoBepka KOHUrypaumm

3anyctute komangy show arp trusted, 4tobbl 0TO6pasnTb AoBepeHHble 3anucn ARP.

BbinonHuTe komaHay show running, 4Tobbl NPOBEPUTL, KOHUTYpaLUMIO.
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2.4.3.4. CBA3aHHble KOMaHAbI

BknroyeHue trusted ARP

Komanpa service trustedarp

Pexum Pexwum rnobanbHon koHUrypaumm

KOHUrypauum

BcTtpoeHHas Trusted ARP — 370 (pyHKUMA 3aLmThl OT nogMeHbl ARP
noackaska

BknroyeHune nepeHanpasneHus VLAN npu no6aBneHun poBepeHHomn 3anucu ARP

KomaHga arp trusted user-vlan vidl translated-vlan vid2

Onucanwne vidl: ykasbiBaeT ngeHtudunkatop VLAN, HacTpoeHHbI Ha cepBepe.
fnapameTpos vid2: ykasbiBaeT naeHTudukaTop neperanpasneHHoro VLAN

Pexnm Pexwum rnobansHon koHUrypaumm

KOHUrypauum

BcTpoeHHas OTa KomMaH4a AevcTBYeT TOMbKO MOcre BKMYeHus npotokona Trusted
NnoAcKa3ka ARP. 3Ta komaHga MOXeT BblTb NPUMEHEHa TOMbLKO B TOM Crly4ae, ecnm

BMpTYyanbHas fnokanbHasi CeTb Ha CepBepe OTNnMYaeTcsi OT BUPTyarnbHOM
nokanbHown cetn B 3anucu Trusted ARP

OTob6paxeHue aoBepeHHbIX 3anucen ARP

KomaHga show arp trusted [ip [mask]]

Onuncanne ip: ykasbiBaeTca IP-agpec. Otobpaxatotca 3anncn ARP ans ykasaHHoro

napameTpoB IP-agpeca. Ecnu ykasaHo kno4yeBoe crnoBo trusted, oTobpaxatroTcs
TONbKO goBepeHHble 3anncn ARP. B npotuBHOM criydae oTobpaxatotcs
3anuncu HegoeepeHHoro ARP.
mask: otobpaxatotca 3anncu ARP B IP-nogceTtu. Ecnum ykasaHo KroveBoe
cnoeBo trusted, oTobGpaxatoTcs TONbKO OoBepeHHble 3anucu ARP. B
NPOTUBHOM Cilydae oTobparkatoTcst 3anucu HegosepeHHoro ARP

Pexnm MpuBnnernpoBaHHbin EXEC pexnm

KOHdourypaumm

YpaneHne poBe

peHHbIX 3anucen ARP

KomaHga clear arp trusted [ip [mask]]
Onuncanne ip: ykasbiBaetcsa IP-agpec. Otobpaxatotcsa 3anucm ARP ykasaHHoro IP-
napameTpoB agpeca. Ecnu ykasaHo kntoveBoe crnoBo trusted, otobpaxatoTcst TOMnbKo
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aoBepeHHble 3anmcn ARP. B npoTuBHOM crnyyae oTobpaxatoTcst 3anmcm
HepoBepeHHoro ARP.
mask: oTtobpaxatotca 3anucu ARP B IP-nogcetn. Ecnu ykasaHo
KnoyeBoe crnoBo trusted, oTobpaxkaloTCs TONbKO AOBEPEHHblE 3anucu
ARP. B npoTnBHOM cny4ae oTobpaxatotcs 3anmcy HegoepeHHoro ARP

Pexum MpueunernpoBaHHbIn EXEC-pexum

KOHpurypaumm

BcTpoeHHas lMocne BbINONHEHWs koMaHdbl clear arp trusted ana yganeHnsa Bcex

noackaska AoBepeHHbIx 3anucen ARP Ha kommyTaTtope nonb3oBateny MOryT He

nony4vynTb AOCTYMN K CEeTU.

PekomeHayeTca wucnonb3oBatb KomaHgy clear arp trusted ip ans
yhaneHusl ykasaHHon gosepeHHon 3anucu ARP

BknroyeHne poBepeHHoro yctapesaHma ARP

KomaHga arp trusted aging

Pexunm Pexum rnobansHon koHdurypaumm

KOHUrypauum

BcTpoeHHas Mocne wucnonb3oBaHMs 3TOW KOMaHObl AoBepeHHble 3anvcn  ARP
noackaska HauMHaT ycTapeBaTb, C age-time TakMM >xe, Kak Ond OUHaAaMWUYECcKoro

ARP. [1na HacTpoOMKM BpeMEHU yCTapeBaHUss MOXHO 3anyCTUTb KOMaHOy
arp timeout B pexxmume koHGUrypaumm nHrepdenica

HacTponka emkocTn foBepeHHbIX 3anucen ARP

KomaHnga arp trusted number

Onuncanne number: MMHMManeHoe 3Ha4eHue pasHo 10. MakcnmansHoe Yncno — aTo

napameTpoB €MKOCTb, nogaepxmBaemas ycTponcteoM, MuHyc 1024. Mo ymonyaHuio
MakcuMmaribHoe KOJSIMY4eCTBO AOBepPEHHbIX 3annucenn ARP paBHO nonoBuHe
obuen emkocTtn 3anucen ARP

Pexnm MpuBnnernpoBaHHbin EXEC-pexnm

KOHdourypaumm

BcTtpoeHHas UTobbl 3Ta KOMaH4a cTana OOCTynHa, cHavana Bkntounte Trusted ARP.

noAckaska [oBepeHHble 3anucu ARP un gpyrve 3anmcu COBMECTHO MCMONb3YHT

onepaTuBHyO NamaTb. Ecnn goBepeHHble 3anncn ARP 3aHMMarloT MHOro
MecTa, MOXEeT He OCTaTbCA MecTa Ansa AunHamunyeckmx 3anmcen ARP.
3apante konuyectBo 3anucenn ARP B cooTBeTCTBMN C HEOOXOAMMOCTLIO.
He 3apaBanTe cnuwkom 0onbLUOE 3HaYeHne
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2.4.3.5. NMpumep KoHcpuUrypauum

CueHapun Tononorusa cetn (PucyHok 2-1)

OT1ansl e Bknounte Trusted ARP.

KOHCpMrypaumv e  Bxniounte nepenanpasnexve VLAN.

e Bknounte ycrapesanue Trusted ARP.

e YcTaHOBUTE MakcuMmanbHoe konuyectBo 3anucen Trusted ARP
paBHbIM 1024

QTECH(config)#service trustedarp

QTECH(config)#arp trusted user-vlan 2-9 translated-vlan 10
QTECH(config)#arp trusted aging

QTECH(config)#arp trusted 1024

MpoBepka e Boinonnute komaHgy show running-config, 4Tobbl NnpoBepuTL
KOHUrypauum KOHUrypaumio

QTECH(config)# show running-config
service trustedarp
arp trusted user-vlan 2-9 translated-vlan 10

arp trusted aging arp trusted 1024

2.4.3.6. TUNUYHbIE OLLNOKU

Ecnu trusted ARP oTkntoyeH, Ha3sHavyeHus 3anmcenn ARP HEBO3MOXHO.
2.4.4. BknrodeHue Gratuitous ARP

2.4.4.1. PeaynbTaT KOH(pUrypaumum

NHTepdenc nepuognyeckn otnpasnaeT HesanpoLweHHble nakeTsl ARP.

2.4.4.2. dtanbl KOH(Urypauum

e  OnuuoHanbHo.

o Korga kommyTaTop BLICTYNAET B KA4eCTBE LUM03a, BKIYMNTE B MHTepdence Gratuitous
ARP, yTo6bI gpyrne nonb3oBaTenn He MO NOABEPTHYTbCA NnoameHe ARP.

o  Bxntounte Gratuitous ARP B pexnme koHurypauum nHtepdenca.
2.4.4.3. NMpoBepka KOHUrypaumm

3anyctute komaHgy show running-config interface <name>, 4to6bl NpoBEpPUTL, YCNELLHO NK
BbINOSTHEHA KOH(UIYypaLuS.

2.4.4.4. CBA3aHHbIe KOMaHAbI

BknoyeHune Gratuitous ARP.
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KomaHga arp gratuitous-send interval seconds [number]

Onucanwne seconds: ykasblBaeT UHTepBan gns otnpasku Gratuitous ARP 3anpocos.

napameTpoB EaovHuua namepenns - cekyHabl. JuanasoH sHavyeHun ot 1 go 3600.
number: ykasbiBaeT KONNMYECTBO OTNpaBneHHbIX Gratuitous ARP 3anpocos.
3HauyeHue no ymonyanuto: 1. [JuanasoH 3HavyeHun ot 1 go 100

Pexum Pexum koHdurypaumm nHtepderica

KOHcpurypaumm

BcTtpoeHHas Ecnu ceTeBol nHTepenc ycTporicTBa BbICTyNaeT B KaYeCcTBe Lk3a ans

noackaska nocnenyrLwmx yCTpOUCTB, HO YCTPOMCTBO, PAaCMOfIOKEHHOE HumKe Mo
NOTOKY, NpeTeHOQyeT Ha pofb LWM03a, BKAYMTE Ha WHTepdence
Gratuitous ARP, 4To6bl AaHHOE YCTPONCTBO 06bABUIIO cebst HacToALNM
LUNHO30M

2.4.4.5. Npumep KoHcpUrypaumm

CueHapui Tononorusa cetn (PucyHok 2-1)
OTanbl Hactponte untepdenc GigabitEthernet 0/0 Ha otnpaBky Gratuitous ARP
KOHpUrypauum nakeTa kaxable 5 cekyH

QTECH(config-if-GigabitEthernet 0/0)#arp gratuitous-send interval 5
MpoBepka BbinonHute komaHay show running-config interface, 4tobbl NpoBepuUTb
KOHdourypaumm pesynbTaT

QTECH#sh running-config interface gigabitEthernet 0/0

Building configuration...

Current configuration : 127 bytes
!

interface GigabitEthernet 0/0
duplex auto

speed auto

ip address 30.1.1.1 255.255.255.0

arp gratuitous-send interval 5
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2.4.5. Bknro4yeHue 3awumThbl IP-agpecoB Ha ocHoBe ARP

2.4.5.1. PesynbTaTt KOHUrypaumm

Korga npoueccop nony4aeT ykazaHHOE KONMYeCTBO MakeToB, B KOTOpbIX IP-agpec HasHavyeHus
npucytcteyet B 3anucsax ARP, Bce nakeTbl ¢ atum |P-agpecoMm Ha3HayeHus He 6yayT
oTnpasrneHsbl Ha LM Bnocnegcteun.

2.4.5.2. dtanbl KOH(Urypauum

e  OnuuoHarnbHo.

e [lo ymon4aHuio, yCTaHOBMNEHO 3HAYeHWe TpU HEU3BECTHbIX OAHOAAPECHbIX NakeTa.
Monb3oBaTenu MOryT BbINOMHUTL 3Ty KOMaHAY, YTOObl HACTPOUTL KONMMYECTBO NaKeToB
Ansa 3anycka coépoca ARP. Nonb3oBatenu Takke MOTyT OTKITHOUUTL 3TY OYHKLMIO.

e Hactponte IP-3awmnty Ha ocHoBe ARP B pexxume rnobansHomn koHdurypaumn.

2.4.5.3. NpoBepka kOH(pUrypaumm

BeinonHuTte komanay show running-config, 4Tobbl NpoBepuUTL pesynbTar.

2.4.5.4. CBA3aHHble KOMaHAbI

BknitoueHue 3awmnTthl IP-agpecos Ha ocHoBe ARP.

KomaHga arp anti-ip-attack num
Onuncanne num: ykasblBaeT kKonuyectBo IP-naketoB ansg 3anycka cbpoca ARP.
napamMmeTpoB [wnana3soH 3HauveHuin ot 0 go 100.
0 ykasbIBaeT Ha T0, 4YTO IP-3awmTa Ha ocHoBe ARP oTknoveHa. 3HayeHne
no ymosn4yaHumio: 3
Pexnm Pexnm koHdurypaummn nHtepdenca
KOHdourypaumm
BcTpoeHHas Ecnn annapaTHbIX pecypcoB OOCTATOYHO, BbIMNOSHWTE KOMaH4y arp anti-
noackaska ipattack num, 4ToGbLI ycTaHOBUTL Konu4yecTBo IP-nakeTtoB Onsi 3anycka

cbpoca ARP Ha Hebonblioe 3HaveHuMe. Ecnu anmapaTHbIX pecypcoB
HeOCTaToO4YHO, BbIMOMHMTE KOMaHAy arp anti-ip-attack num, 4Tobbl 3agaTb
bonbwoe konuyectBo IP-naketoB pgns 3anycka cbpoca ARP, wunu
OTKMOUNTE 3TY PYHKLUNIO

2.4.5.5. Npumep KoHcpUrypaumm

CueHapun Tononorusa cetn (PnucyHok 2-1)

OT1anbl Bkntounte 3awmty IP Ha ocHoBe ARP Ha B.

KOHGUrypaLmu QTECH(config)#arp anti-ip-attack 10

MpoBepka BbinonHute komaHgy show running-config, 4tobbl NpoBepuTL pe3ynbTaT
KOHpurypaumm
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QTECH#show running-config
Building configuration...
Current configuration : 53 bytes
arp anti-ip-attack 10

2.4.6. NpeobpasoBaHue 3anpocoB ARP B 3anpocbl ayteHTUhnKkaumm VLAN

2.4.6.1. PesynbTaTt KOHpUrypaumm

YCTponcTBo He oTnpasnseT naketol 3anpoca ARP B cetn ayteHTudumkaumm VLAN.

2.4.6.2. NpumeyaHus

OTa yHKUMA nogaepxmBaeTca Tonbko Ha SVI.

2.4.6.3. dTtanbl KOH(Urypauum

e  OnuuoHanbHo.

e B pexume ayTeHTUpMKaUMM W32 YCTPONCTBO MO YMOMYaHWUIO He OTNpaBnseT nakeTbl
3anpoca ARP B cetn ayteHtudpumkaumm VLAN. Ecnn yctponctsy Heobxoommo
oTnpasuTb nakeTbl 3anpoca ARP B cetn ayteHTudunkaumm VLAN, BbINONHUTE KOMaHOy
no arp suppress-auth-vlian-req, 4tobbl OTKMHOUNTL 3TY YHKLMIO.

e  BbIinonHuTe 3Ty HACTPOWKY B peXNME KOHUrypaumm nHtepdenca.

2.4.6.4. NMpoBepka KOHUrypaumum

3anyctute komaHay show run interface <name>, 4ToObl NPOBEPUTL pe3ynbTar.

2.4.6.5. CBA3aHHbIe KOMaHAbI

MpeobpasoBaHune 3anpocoB ARP B 3anpockl ayTeHTudukaumm VLAN.

KomaHga arp suppress-auth-vlan-req
Pexnm Pexnm koHdurypaumm nHtepdenca
KOHdourypaumm

2.4.6.6. NMpumep KoHcpUrypaumm

CueHapun Tononorusa cetn (PrucyHok 2-1)

OTansbl Otkntounte mHTepdenc VLAN 2 oT nepegauynm 3anpocoe ARP B cetu
KOHdourypaumm ayteHTndomkaumm VLAN.

QTECH(config-if-VLAN 2)#no arp suppress-auth-vlan-req

MpoBepka 3anyctute komaHgy show running-config interface <name>, 4TOOGbI
KOHcpurypaumm NpoOBEPUTL pe3ynbTaTt
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QTECH#show running-config interface vlan 2

Building configuration...

Current configuration : 53 bytes

interface VLAN 2
ip address 192.168.1.2 255.255.255.0

no arp suppress-auth-vlan-req

2.5. KOHTpOnb cocTosAHUSA

2.5.1. OumncTka

BbinonHeHne komaHg clear MOXeT NPUBECTU K NOTEPE BAXXHOM MHApOPMALIMK 1, cnegoBaTenbHo,

npepbiBaHWIO paboTbl Cnyxo.

OnucaHue

KomaHpa

Ounwaet JnHaMu4yeckme
ARP-3anmcn. B pexunmve
ayTeHTMdmKaumm Lwno3a
anHammyeckme 3anucu ARP B
ceTsax ayTeHTMdmrKaumm
VLAN He ouunwiatotcsa

clear arp-cache

2.5.2. OToGpaxeHue

OnucaHue

KomaHaa

OtobpaxaeT Tabnuuy ARP B
nogpobHom Bnae

show arp [detail] [ interface-type interface-number | [vrf
vrfname] [ip [mask] | mac-address | static | complete |
incomplete ]

OtobpaxaeT Tabnmuy ARP

show ip arp [ vrf vrf-name ]

OtobpaxaeT Tabnmuy
noBepeHHbIx ARP

show arp [detail] trusted [ip [mask]]

OTtobpaxaeT cyeTumk
3anucen ARP

show arp counter

OtobpaxaeT TamayT
OnHammnyeckux 3anmcen ARP

show arp timeout
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2.5.3. OThapka

CucremMHble pecypcCbl MCNONbL3YHTCA AOnd BbiBOAA OoTnago4Homn I/IHd)OpMaLI,I/II/l. I'IoaTomy,
OTKIKO4YMTE OTNaaKy cpady nocrie Ncnosib3oBaHUA.

OnucaHue KomaHaa

BkritoyaeT oTnagky debug arp
OTNPaBKN 1 NONyYeHUs
naketoB ARP

BknitoyaeT oTnaaky debug arp event
co34aHusa 1 yganeHus
3anucen ARP
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3. HACTPOUKA IPV6
3.1. O630p

Mo mepe ObicTporo pas3puTUs WMHTepHeTa M ucYepnaHuMs agpecHoro npoctpaHcTea [Pv4,
orpaHunyeHus IPv4 ctaHoBsiTcs Bce Gonee oyeBuMaHbiMU. B HacToswee Bpemsi npoBeneHo
MHOXECTBO UCCNefOBaHUN U NPaKTUK NO MHTEPHET-NPOTOKOMY cneaytolero nokonexus (IPng).
Pabouas rpynna IPng B coctaBe rpynnbl paspaboTynkoB no npoektupoBaHuio MHTepHeTa (IETF)
paspaboTtana npotokon IPng ¢ nmeHem IP Bepcum 6 (IPv6), koTopbii onncan B RFC 2460.

3.1.1. OcHOBHbI€e (pyHKLUMN
Bonble agpecHoe NPOCTPaHCTBO

Mo cpaBHeHuto ¢ 32-6uUTHLIM agpecom IPv4 anuHa agpeca IPv6 yBenuumsaetca oo 128 owur.
Takum o6Gpa3om, agpecHoe MpoCTpaHCTBO MMeeT okoro 2!28 appecos. IPv6 wucnonbayet
nepapxmyecknin pexnmm pacnpegeneHnsa agpecoB ANs NOAAEPXKA Ha3HaydeHust aapecoB
HEeCKOJbKNX noaceTen n3 oCHoBHOW ceT VIHTepHeT B NOACETb UHTpPaceTu.

YnpoueHHbIn oopmaT 3aronoBKa nakeTta

lMocKonbKy MpMHUMN NPOEKTUPOBaHMS 3arofioBka naketa IPv6 3akntodaetcsa B MUHMMU3ALUM
N3OepXXeK 3arofioBka nakeTa, HEKOTOpble HEKM4YeBble NOMst M AOMNOMHUTENbHbIE NOMS
yaanstoTCa U3 3aronioBka nakeTa B paclUMPEHHbIN 3arofloBok naketa. oaTomy, xoTa AnvHa
IPv6-agpeca B 4YeTblpe pasa npesbiwaeT anuHy IPv4agpeca, 3aronosok naketa IPv6 Bcero
BABoe Oonble 3aronoska naketa IPv4. 3aronoBok naketa |IPv6 pgenaet nepecbinky Ha
ycTponcTtBax 6Gonee addekTuBHon. Hanpumep, npu OTCYTCTBUM KOHTPOSIbBHOM CYyMMbl B
3aronoBke naketa IPv6 yctponctsy IPv6 He Hy>xHO obpabaTtbiBaTh oparMmeHThl (pparmeHTaums
BbINONIHAETCH MHULNATOPOM).

AdpekTMBHAA nepapxuyeckas agpecaumsi U CTPYKTypa MapLupyTusauum

IPv6 ncnonb3yeT MexaHU3M KOHBEPreHuun 1 onpeaensieT rmbKylo nepapxmyeckyio agpecawumio
N CTPYKTYpy Maplipytu3aumu. Heckonbko ceTelh Ha OOHOM YpOBHEe MNpeacTaBrieHbl B Buae
eaMHOro CeTeBOro npedukca Ha BOCXOASLLEM YCTPOMCTBE, YTO 3HAYMTENbHO COKpallaeT
KONMUYECTBO 3anuceill maplipyTusaumm, obCnyxvBaeMbix YCTPOMCTBOM, a Takke HaknaaHble
pacxofbl Ha MapLUPyTM3aLMO U XpaHEHUE YCTPOMCTBA.

MpocToTta ynpaBneHus: Plug and Play (PnP)

MpoTtokon IPv6 npepoctaBnseT yHKUMM aBTOMATUYECKOro OBHApPY>XEHUS 1 aBTOMaTU4YECKON
HaCTPOVKM ANS YNpoLWeHUs ynpasneHns u obcnyxumBaHUA ceTeBbIX Y3roB. Hanpumep,
obHapyxeHune cocegen (ND), obHapyxenne MTU, obbseneHns mapwpyTtusatopa (RA),
3anpocbl mapwpyTtusdatopa (RS) u TexHonormn aBTomMaTUYECKOM HACTPOMKW NpenoCTaBrsioT
conyTtcTBytowme yenyrm ansa PnP. B yacTtHocTn, IPv6 npeanaraet gsa Tvna aBTOMaTuU4eCKon
HaCTPOMKX: aBTOHACTpPOMKa C COXPaHEHMEM COCTOSAHMS U aBTOHACTponka 6e3 coxpaHeHus
coctosiHusa. B IPv4 npotokon amHamudeckon koHdurypauum xocta (DHCP) BbinonHsieT
aBTOMaTMYeCKyto HacTponky IP-agpeca xocTa u cBA3aHHbIX C HAM NapaMeTpoB. IPv6 HacnenyeT
3Ty cnyxby aBTOomMaTudeckon HacTponkum wu3 |IPv4 un HasbiBaeT ee aBTOHACTPOMKOW C
oTcnexuBaHnem coctosiHnsa (cm. DHCPvB). Kpome Toro, IPv6 Takke npegnaraeTt ycnyry
aBTOMaTM4eCKON HACTPOWKM 6e3 coxpaHeHUst COCTOSIHMSA. Mpyn aBTOMaTUYECKON HaAcTpolke 6e3
COXpaHEeHUs COCTOSIHMSA XOCT aBTOMAaTMYeCKW NosyyaeT NoKanbHbI agpec KaHana, npedukc
aZpeca nokanbHOro yCTponCcTBa M Apyrve CBA3aHHble KOHUrypaumm.

Be3onacHocTb

B kauyecTtBe gononHuTenbHOro npotokona pacwupenus IPv4 npotokon IPSec (Internet Protocol
Security) aBnaeTtca yactbto npoTokona IPv6 ans obecneyenns 6esonacHoctn naketos |IPv6. B
HacTodwee Bpems npotokon |IPv6 comepxuT ABa MexaHu3ma: 3arofioBOK ayTeHTudukaumm
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(Authentication Header, AH) 1 nHkancynMpoBaHHas nonesHas Harpyska cucteMbl 6e3onacHoCcTu
(Encapsulated Security Payload, ESP). 3aronoBok ayTeHTudukauum obecneunsaeT
LEenoCTHOCTb AaHHbIX U ayTeHTuduumpyeT IP NCTOYHMKOB NakeToB, YTOObl rapaHTUpPOBaTh, YTO
nakeTbl NPOUCXOAAT OT Y3roB, OnpedeneHHbIX agpecamu McTovHuka. ESP obecneuvBaet
WwrdpoBaHMe JaHHbIX AN peanu3auum CKBO3HOro LWNpoBaHus.

YnyJyweHHas nopgaepxka QoS

HoBoe none B 3aronoBke naketa IPv6 onpegensietr cnocob vaeHtTudmkaumm n obpaboTkm
notokoB pAaHHbIX. [lone Flow Label B 3aronoeke naketa IPv6 wucnonb3yetca Aang
ayTeHTudmkaumm notoka AaHHbIX. Mcnonb3yst ato none, IPv6 no3sonseT nonb3oBaTensiM
npegnaratb TpeboBaHWS K KayecTBYy CBA3U. YCTPOMCTBO MOXET uaeHTuduumpoBaTb BCe
nakeTbl, NpUHagnexawme onpegeneHHoOMy MOTOKY [OaHHbIX, Ha OCHOBE 3TOr0 MNond u
obpabaTbiBaTb 3TN NakeTbl B COOTBETCTBUMN C TpebOBaHMAMKM NOMNb30BaTeNS.

HoBbIn npoTokon Ansa B3aMmMoaemMcTBUSA C COCEAHUM Y3JIOM

MpoTokon obHapyxeHua cocegHux ysnos IPv6 (NDP) ucnonb3yet ceputo nakeToB NpoToKona
coobueHnn ynpaesnerus VHtepHetom Bepcum 6 (ICMPV6) ana peanusauum MHTEPaAKTUBHOMO
ynpasrneHns cocegHnMn yanamu (yanamm no ogHomy kaHany). IPv6 ncnonbdyet NDP-nakeTsbl u
appekTmBHble ND-nakeTbl MHOroagpecHoOn/ogHOAApPECHOW PacCbIKM  BMECTO NaKeToB
obHapyxeHns MaplipyTmsatopa C MPOTOKOSIOM paspelleHuss aapecoB Ha  OCHOBe
LuMpokoBeLlaTenbHon paccbinkn (ARP) 1 npoTtokonom ynpaeneHus coobweHnamn sepcun 4
(ICMPv4).

PacwupsemocTtb

Bnarogaps Bbicokon pacwmpsemoctn pyHkuumn IPv6 moryT 6biTb Ao6aBreHbl B pacLUMPEHHbIV
3arofioBoK nakeTta nocrie 3aronioska naketa IPv6. B otnunuune ot IPv4, 3aronosok naketa IPv6
MOXeT nogaepxusatb 6onee 40 6ant napameTtpoB. [ns naketa IPv6 anuHa paclumpeHHoro
3arofioBka nakeTa orpaHMyeHa TOSNbKO MakcuMaribHbIM KONM4ecTBOM BanT B nakeTe.

3.1.1.1. NMpoToKosnbl U CTaHAAPTbI

o RFC 4291 — apxuTtekTtypa agpecauum IP Bepcum 6.

o RFC 2460 — cneumndukaums HTEpPHeT-NpoTokona, Bepcus 6 (IPv6).

o RFC 4443 — npotokon ICMPv6 gns npotokona NHTepHeTa Bepcum 6 (IPv6).

e RFC 4861 — obHapyxeHue cocegen ans IP sepcum 6 (IPv6).

e RFC 4862 — aBTomaTu4deckas HacTpoika IPv6-agpeca 6e3 coxpaHeHUs1 COCTOSIHUS.
¢ RFC 5059 — uckntoveHune 3aronoBkoB mMmapLipyTtusaumm tmna 0 B IPV6.

3.2. MpumeHeHne

MpumeHeHune OnucaHue

Cesasb Ha ocHoBe agpecoB | [1ea K obmMeHMBaOTCA AaHHLIMW OPYT C OPYrOM C MOMOLLbIO
IPv6 agpecos IPv6

3.2.1. CBa3b Ha ocHoBe agpecoB IPv6

3.2.1.1. CueHapum

Kak nokasaHo Ha PucyHke 3-1, y3en 1 u y3en 2 obmeHuBaoTCA AaHHbIMW OpPYr C OPYroMm C
nomoLubto agpecos IPV6.

66

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTteo no Hactporke cepust QSW-4700

HacTtpolika IPV6

1000 : :2/64 2000 : :2/64
Gatewway 1000 : 1 Gatewway 2000 : 1
* 1000 ; :1/6¢ 1/64
< S
Host 1 Host 2

3.2.1.2. OnucaHue

PucyHok 3-1.

XOCTbl MOTMyT MCMONb30BaTb PEXMM aBTOMaTMYEeCKOM HACTpPOWKM agpeca 0e3 coxpaHeHus
COCTOSIHUA WUNN HasHaveHue agpeca no DHCPv6. Mocne HacTpoWku agpecoB Y3nbl MOryT
obmeHuBaTbCs AaHHBIMW APYr C APYroM C NoMoLlpbto agpecos IPv6.

3.3. KnouyeBble 0COOEHHOCTU

3.3.1. O630p

PyHKLUMA

OnucaHue

dopwmaT agpeca IPv6

®opwmart IPv6-agpeca genaet IPv6 6onee KpynHbIM agpecHbIM
npoctpaHcTBOM W ©Gonee mmbKMM  NpeacTaBUTENBCKAM
noaxonom

Twun agpeca IPv6

IPv6 onpegenseT ceTeBble NPUNOXEHMS] HA OCHOBE apecoB

dopmaT 3arosioBka naketa
IPv6

IPv6 ynpowiaeT OMKCMPOBAHHbIE U pPaCLUMPEHHbIE 3aroSfiIoBKM
nakeToB [Ans MOBbIWEHUA 3PdeKTUBHOCTN 0BpaboTkn wu
nepecbInikv NakeToB AaHHbIX YCTPONCTBA

IPv6 PMTUD (Path MTU
Discovery)

XOCT guHaMnyeckn obHapyXMBaeT n HacTpaneaeT pasamep MTU
Ha NyTW nepefayvv AaHHbIX, 9KOHOMS pecypcCbl MapLupyTm3aTopa
1 nosblwasn acddekTnBHOCTb ceTn IPv6

OOHapyxeHue cocegen

IPv6

OyHkumm  ND  BkmtovyaloT obHapykeHne MapLupyTusaTopa,
obOHapyxeHne npedgukcoB, obOHapyxeHMe napamMeTpoB,
aBTOHACTPOWKY agpeca, paspelleHve agpeca (Hanpumep,

ARP), onpegeneHvne cnepgyouwero nepexoda, obHapyxeHue
HegocTynHocTM cocegHero y3na (NUD), oGHapyxeHne
aybnupytowmxcsa agpecoB (DAD) 1 nepeHanpaenexne

MapLipyT uncrtodnuka |IPv6
(IPv6 Source Routing)

OTa yHKUMA Mcronb3yeTcs AN yKasaHUs NPOMEXYTOYHbIX
y3MOB, 4epe3 KOTopble MakeT MpoxoauT MO NyTW K agpecy
HasHayeHuns. ATo aHanormyHo onuusam |Pv4 loose source
routing u loose record routing
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DPyHKUUA OnucaHue

OrpaHnyeHune ckopocTu | OTa dyHKUmMA npegoTBpalLaet DoS-aTaku
oTnpaBku cooblieHnn ob
owubkax ICMPv6

OrpaHuyeHve  nepexofa @ OTa yHKUMA NpenoTepallaeT 6ecnonesHyo 0aHoaapecHyHo
1Pv6 nepenady NakeToB Mo CEeTU U NOTepto NPOMYCKHOW CNOCOGHOCTH
ceTu

[Mpeobpa3soBaHune n3 | B pexvme ayTeHTU(DMKaumMM WNO3a yCTPOMUCTBO He nepegaet
otnpaskn naketoB NS B | nakeTbl NS B ceTu ayTeHTudmkauum VLAN
cetun ayTeHTMdumKaumm
VLAN

Wno3 no ymonyanumo B | LUN03 no ymonyaHuio HacTpoeH B UHTepdhence ynpaBneHus
nHTepderice yNpaBneHns | gnsi  cosgaHus Maplupyta Mo yMONYaHui  Ans 9Toro
nHTepdenca

3.3.2. ®opmaT agpeca IPv6

Agpec IPv6 npeactaeneH B dopmaTte XXXXXXX:X: XX, rae X — 370 4-3Ha4vHoe
LecTHaguaTepumyHoe ymcno (16 6ut). Kaxgbin agpec coctouT na 8 uenbix 4ncen, scero 128 éut
(kaxxgoe uenoe YNCno CoaepXuT 4 WwecTHaguaTepuyHbiX UMdpbl, a Kaxgas uudpa cogepxut
yeTblpe 6uTa). Hwke npmBegeHbl Tpu gonycTumblx agpeca IPve:

2001:ABCD:1234:5678:AAAA:BBBB:1200:2100
800:0:0:0:0:0:0:1
1080:0:0:0:8:800:200C:417A

OTu uenble yMcna SABnsTCA WecTHaguaTepmnyHbiMu, rage ot A go F o6osHadvaet ot 10 go 15.
Kaxxgoe uenoe uncno B agpece OOIMKHO ObiTb NpeacTaBreHo, 3a UCKITIOYEHNEM HyNEN B Havarne
Kaxkgoro uenoro uncna. Ecnn IPv6-agpec cooepXuTt CTPOKy Hyrnen (kak nokasaHo Ha BTOPOM n
TpeTbeM MpMMepax BbIlE), TO AN OTOOpaXKeHUs1 3TUX HYFEN MOXHO UCMONb30BaTb OBOWHOE
asoeTtoume (::). To ectb, 800:0:0:0:0:0:0:1 moxHo npeacTaBnTb kak 800::1.

[lBoeToume o3Ha4aeT, YTO STOT agpec MoXeT ObITb paclumMpeH 4o nonHoro 128-6utHoro agpeca.
Mpn Takom nogxode, Tonbko ecrnv 16-6uTHbIE Lenble yncna umetot Bce 0, MX MOXHO 3aMEHNTb
OBOMHbIM ABoeTouMeM. [1BOMHOE OBOETOYME MOXET UCMonb3oBaTbCa B IPv6-agpece TOSMbKO
enHOXabl.

B cmewaHHon cpege IPv4/IPv6 agpec umeeTt cmellaHHoe npencraenerHne. B agpece IPv6 ans
npencraeneHus IPv4-agpeca MoxHO ncnonb3opatb Miagwme 32 6uta. 3toTt agpec IPv6 moxeT
OblTb MpedcTaBneH B CMeLWaHHOM Buge, To ectb XXX X:X:X:d.d.dd, roe X — aTo0
LwecTHaguaTepmyHoe uernoe uucro, a d — 8-paspsgHoe gecsitudHoe 4ucno. Hanpumep,
0:0:0:0:0:0:192.168.20.1 saBnsetca gonyctumbim agpecom IPv6. Ero MOXHO cokpaTuTb Ao
:2:192.168.20.1. TunnyHbIMKN NpUnoxeHusamn aenatoTcs agpeca IPv6, coBmectumble ¢ IPv4, n
agpeca IPv6, npussizaHHble Kk IPv4. Ecnn nepBbie 96-6uT nmetoT agpec 0 B IPv4-coBMeCTMMOM
IPv6-agpece, 3TOT agpec MoxeT ObiTb npeactaerneH kak :A.B.C.D, Hanpumep ::1.1.1.1. B
HacTosilee BpeMsa agpeca, coBMecTumble ¢ IPv4, oTmeHeHbl. Agpeca IPv6, npuBsa3aHHble K
IPv4, npeactaBneHbl kak :FFFF:A.B.C.D gna npegcrtaeneHus agpecoB IPv4 B kadectBe
agpecoB IPv6. Hanpumep, agpec IPv4 1.1.1.1, conoctaBneHHbln ¢ agpecom IPv6,
npeactaendetcs kak ;:FFFF:1.1.1.1.
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Mockonbky IPv6-agpec pasgeneH Ha [fgBe 4actu: npedukc noacetm v mnaeHTUukatop
nHTepdenca, oH MOXeT ObITb NpeACTaBneH B BUAE agpeca C AOMNOMHUTENbHBIM 3HAa4YEHNEM B
COOTBETCTBMM C METOAOM BblAENeHUs aapecoB, TakuMm Kak GecknaccoBasi MeXaoOMeHHas
mapwpyTtnsauus (CIDR). JononHutenbHoe 3HaveHue ykasblBaeT, CKONbKO BUTOB (npedmkca
noaceTn) B agpece COOTBETCTBYET CETEBOM YacTu. To ecTb, agpec yana IPv6 cogepxuT anuny
npedukca. OdnuHa npedukca otaeneHa oT agpeca |IPv6 kocon 4epTton. Hanpumep, B
12AB::CD30:0:0:0:0/60 anuHa npecpukca, ncnonb3yemoro ans mMapLipytusaumu, coctasnsieT
60 6uT.

3.3.2.1. CBsizaHHaA KOHdUrypauus
Hactpowka IPv6-agpeca.

e [lo ymonuaHuio B MHTEpdencax He HacTpoeH IPv6-agpec.
o BrbinonHute komaHgy ipv6 address, 4tobbl HacTpouTh IPv6-agpec Ha uHTepdeiice.

o [locne HacTpOMKM XOCT MOXET OOMEHNBATBLCHA OAHHBIMU C APYIMMW MONb30BaTENSAMM,
ncnonb3ys HacTpoeHHbin IPv6-agpec Ha ocHoe DAD.

3.3.3. Tun appeca IPv6
RFC 4291 onpegensieT Tpy TMna agpecos |PV6:

e OpHoagpecHbin (Unicast) agpec: uaeHTMdukatop OAHOro WHTepdenca. [akeThbl,
npegHasHadYeHHble AONns OOHOAApPEeCHOro agpeca, OTNPaBnsAlOTCA B WUHTEpAENC,
yKasaHHbI Mo 3TOMY afpecy.

e Agpec MHoroagpecHon paccbinku (Multicast): naeHTudukaTop rpynnbsl MHTEpdENCoB
(MHTepdericbl 06bIYHO NpUHaANexaT pasHbiM y3nam). MNakeTbl, NnpeaHa3HaYeHHble Ans
MHOroagpecHoro agpeca, oTnpaBnsloTCA Ha BCe MHTEP(EenChbl, BKIIOYEHHbIE B 3TOT
agpec.

o Appec Anycast: naeHTndmkaTop rpynnel MHTEpdenca. lNakeTol, npegHas3HavYeHHbIe And
agpeca B nobom criyvae, oTnNpaBndlTCa Ha OauH MHTEpPMENC, BKITOYEHHbIA B 3TOT
agpec (bnwkanwmnin tHTepdenc B COOTBETCTBUN C NPOTOKONOM MapLLpyTusauun).

NMPUMEYAHMUE: IPv6 He onpenensieT agpeca LWMPOKOBeLLaTENTbHOW PaCChISKM.
OTu Tpu TMNa agpecoB onucaHbl criegywmm obpasom:

e Unicast-agpeca
Unicast-agpeca genstcs Ha nsaTb TMNoB: unspecified agpec, loopback agpec, link-local agpec,
site-local agpec, and global unicast-agpec. B HacTosilee Bpems site-local-agpec oTmeHeH. 3a
ncknoveHmem unspecified, loopback wun link-local, Bce ocTanbHble agpeca dBnAATCA
rno6anbHbIMK Unicast-agpecamu.

e Unspecified (HeonpegeneHHbIN) agpec

Unspecified agpec 0:0:0:0:0:0:0:0, koTopbli 06bIMHO COKpalleH Ao ::. OH umeeT gee obwime
uenu:

1. Ecnwu npu 3anycke y3na He ykasaH unicast-agpec, OH UCMOoSb3yeT HeonpeaeneHHbIN
aZpec B KayecTBe MCXOQHOro agpeca Ans oTnpaBky naketa RS ansa nonyyeHus
npedguKcHOM MHopMaLmMmM OT LIM03a U, Takum 00pas3oM, reHepauumn unicast-agpeca.

2. Ecnu gnga xocta HacTpoeH IPv6-agpec, ycTponcTBo onpeaenseT, KOHPNUKTyeT nu
agpec ¢ agpecamu gpyrmx XoCTOB B TOM e CerMeHTe CEeTU U UCMOoNb3yeT
HeonpeaeneHHbI agpec B Ka4eCcTBE MCXOOHOroO agpeca Ans OTnpaBku nakeTa
3anpoca cocegen (NS) (ananornyHo ARP-nakeTy).

e Loopback-agpec
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Anpec obpaTtHon cBsisu 0:0:0:0:0:0:0:1, koTopbI 0ObLIMHO cokpalleH Ao ::1. [MogoBbHo
IPv4-agpecy 127.0.0.1, Loopback-agpec 06bl4HO MCNonb3yeTca y3roMm Ans OTnpaBku NakeToB.

e Link-local agpec
dopmaT nokanbHoOro agpeca kaHana:

10 hits 54 hits 64 hits

IR RRLIR Y 0 Interface 1D

PucyHok 3-2.

JlokanbHbIN agpec KaHana MWCnonb3yeTcsa B OOHOM CETEBOM KaHane Aans HasHayeHus
ngeHtTndmkaTopoB xoctam. Agpec, umaeHtuduumpyetca nepseiMn 10 Gutamm B npedmkce,
ABMAETCA JOKanbHbIM agpecoM KaHamna. YCTPOMCTBO HMKOrga He nepechinaetr naketbl, B
KOTOpbIX agpec MWCTOYHMKA WM Ha3HayYeHWst COOEPXMT JOKamnbHbIM agpec KaHana.
MpomexyTouHble 54 6uta B agpece saensawTca 0. lNMocnegHne 64 OGuTa npenctaBnslOT
naeHTUUKaTop nHTepderica, KOTopbIN NO3BOMNAET OJHON ceTu noaknyaTte 2%4-1 y3nos.

e Site-local agpec
dopmar site-local agpeca:
10 bits 54 hits 64 hits

i n Subnet 1D Interface 1D

PucyHok 3-3.

Site-local agpec ncnonb3yeTca Ans nepegayn gaHHbIX B npedenax ceTn. YCTPOMCTBO HUKOrga
He nepecbifiaeT NakeTbl, B KOTOPbIX afpec UCTOYHMKA UK HasHadYeHnsa cogepxuT site-local. To
€CTb, 3TW NakeTbl MOryT ObITb NepeagpecoBaHbl ToNbKO BHyTPM LAN. Takme agpeca aHanornyHol
yacTHbIM agpecam |IPv4, Takum kak 192.168.0.0/16. RFC 3879 otmeHun site-local agpeca.
HoBble agpeca He noaggepxuBatoT nepBble 10 OUT B KavecTBe npedmkca U cuntaroTcs
rnobanbHbIMM oAHOadpecHbiMM agpecamu. CyulecTBylowme agpeca MOryT npogoskaTb
ncnonb3oBaTh ATOT NpeguKc.

e [nobanbHbIN unicast agpec
dopmat rnobanbHoOro unicast agpeca:

n bits m bits 128- n- m bits
Global Routing Prefix Subnet ID Interface 1D
PucyHok 3-4.

Cpeam rmobanbHbIx unicast agpecos cywecTtsyeT Tun IPv4-BcTpoeHHbIX agpecos IPv6, Bknovas
IPv4-coBmecTtumbie agpeca IPv6 n IPv4-conocTtaeneHHble agpeca IPv6. OHu ncnonbaytotea ons
coeauHeHnsa mexay yanamu IPv4 n yanamu IPV6.
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®opmart IPv6-agpeca, coBmectumoro ¢ IPv4, cneaytowmia:
80 bits 16 bits 32 bits
(0.8,8,8 M R e 0000 | 0000 IPv4 Address
PucyHok 3-5.
dopmart IPv6-agpeca, conoctasneHHoro ¢ IPv4, cnefyowmii:
80 bits 16 bits 32 bits
0000-......050x T I ..0000 | FFFF IPv4d Address
PucyHok 3-6.

IPv6-agpeca, coBmecTumble ¢ IPv4, B OCHOBHOM MCMOMb3YOTCA B aBTOMATUYECKUX TYHHENSX.
Y3nbl B aBTOMaTUYECKNX TYHHENAX nogaepxmeatoT kak IPv4, Tak n IPv6. icnonb3ya atn agpeca,
yctponctea IPv4 nepepaiot naketol |IPV6 yepes TyHHenu. B HacToswee Bpemsa agpeca IPv6,
coBmecTuMble ¢ IPv4, oTmeHeHbl. IPv6-agpeca, conocTaBneHHble ¢ IPv4, ncnonbayrotcd yanamu
IPv6 ana goctyna k Tonbko IPv4 yanam. Hanpumep, ecnun npunoxenune IPv6 Ha xocTte IPv4/IPv6
3anpalmBaeT paspelleHne Ha umsi XocTa Tomnbko ansa IPv4, cepBep UMEH OMHaMU4YeCKU
reHepupyeT agpec IPv6, npneasaHHbiv K IPv4, n Bo3BpaLlaeT ero npunoxeHuro IPve6.

e Apgpeca multicast
dopmaTt multicast-agpeca IPv6:

| 8 [4]4] 112 bits |

 — S +
11111111 flgs|scop| group ID |

 — S +

MepBLI 6aNT B agpece — BCe eAnHULbI, NpeacTaBndowmne agpec multicast.

e [lone dnara

lMone dhnara cocTonT N3 YeTbipex OUToB. B HacTosLWee BpemMs Yka3biBaeTCS TOSIbKO YETBEPThIN
OuT, yKasbiBalOLWWN, ABNSETCA NM 3TOT agpec M3BEeCTHbIM agpecoM multicast paccbinku,
HasHa4veHHbIM opraHoM |IANA (Internet Assigned Numbers Authority), nnn BpemeHHbIM agpecom
MHOroagpecHOn paccbiniku B onpedeneHHoMm cueHapun. Ecnu dnar nmeet 3HayeHue 0, aToT
agpec sBnsieTCA M3BECTHbIM agpecom multicast. Ecnn donar umeet 3HaveHne 1, 3TOT agpec
SIBNsieTCA BpeMeHHbIM agpecom multicast paccbinku. OctanbHble Tpy hnara 3ape3epBnpoBaHbl
Ansa ncnonb3oBaHusa B byayLiem.

e OOnactu

Mone SCOPE coctonT 13 4eTbipex OMTOB, ykasbiBalOWMX Anana3oH multicast nepegaun. To
eCTb, rpynna multicast paccbinkM BKMOYAET NOKanbHbIA y3en, foKarbHbIA KaHar, JoKamnbHbIN
y3en u nobown y3en B rmobansHon agpecHon obnactu IPv6.

o [lone naeHTudunkaTopa rpynnol

WNaoeHtudmkaTtop rpynnbl coctouT ua 112 6ut ansa ngeHtudmkaumm rpynnesl multicast paccbinku.
NoeHtudmkatop multicast paccbinkm MOXeT nNpeacTaBnaATb pasfuyHble rpynnbl HA OCHOBE
nonen dnara n obnactu OENCTBUSI.

Anpeca mHoroagpecHown paccbinku IPv6 nmetot npedmke FF00::/8. OanH agpec MHOroagpecHom
paccbinkn IPv6 0b6blvHO naeHTMduumpyeT nHTepgencobl Ha HECKOMNMbKMX pasHblx y3nax. [locne
OTNpaBku NakeTa Ha agpec multicast paccbinky NnakeT nepecbinaeTcs Ha UHTEPEENCHI KaXKA0ro
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y3na, ykasaHHOro no atomy agpecy multicast paccbeinki. Onga yana (xocta unu yctpomcTsa)
Heobxoaumo nobasuTb cneaytolme agpeca multicast paccbinku:

1. multicast agpec ons Bcex y3roB NokanbHOro kaHana, 1o ectb FF02::1.

2.  Aapec multicast pacchiniku y3na, npeaBapuTenbHO UCNPaBAeHHbIN C
FF02:0:0:0:0:1:FF00:0000/104.

Ecnu y3en siBnsieTca yCTpoMCTBOM, OH Takke JoSKeH OblTb Jo6aBneH kK multicast agpecam Bcex
YCTPOWCTB B JIOKaNbHOM KaHane, To ectb, FF02::2.

Agpec multicast paccbinku ans 3anpawmBaemMbiX Y3roB COOTBETCTBYET agpecy unicast.
Heobxoanmo pob6aBuTb COOTBETCTBYWOLWMIN agpec multicast paccbinkm ana  Kaxaoro
HacTpoeHHOro agpeca unicast. Agpec multicast paccbuikym gns 3anpalinBaembiX Y3SoB
npedumkca FF02:0:0:0:0:1:FF00:0000/104. OcTanbHble 24 OUT COCTOAT N3 HAUMEHee 3HAYMMbIX
24 6ut unicast. Hanpumep, ecnn agpec unicast paccbinikun FE80::2AA:FF:FE21:1234, agpec
multicast paccbinku 3anpawmsaembix y3nos FF02::1:FF21:1234.

Apnpec multicast paccbinkn ansa sanpalimBaembiX y3noB 06blMHO Mcnonb3dyetcs B naketax NS.
dopmart agpeca:

IPv6 Unicast and Anycast Address

T
Prefix lnterface: ID

I
Corresponding Solicited-node Multicast Address< 24 bits- -

FF02 0 1 FF | Lower 24

PucyHok 3-7.
Apnpeca anycast

Mogo6HO MHOroagpecHbIM agpecam, agpec anycast Takke MOXET COBMECTHO MCMOSb30BaTLCS
HeckonbkUMM y3namun. PasHunua 3akno4yaeTcs B TOM, YTO TOMbKO OAWUH y3en B agpece anycast
nonyvyaeT nakeTbl AaHHbIX, @ BCE Y3Mbl, BKMOYEHHbIE B agpec MHOroaapecHOW paccCbisiku,
nony4atoT nakeTbl AaHHbIX. [lockonbky agpeca B Ntobom dhopmaTe BblgensaoTes 4ns 0ObI4HOMo
ogHoagpecHoro npoctpaHcTea IPv6, oHM uMeT oamHakoBble dpopmMaTbl C O4HOAAPECHBIMU
agpecamun. Kaxgpin ydacTHUK B Nobom agpece OofmkeH ObiTb HACTPOEH siIBHbIM obpasom ans
obneryeHus pacnosHaBaHud. Agpeca Anycast MOryT ObiTb Ha3Ha4YeHbl TOMbKO YCTPOMCTBAM U
He MOryT NCMNOSb30BaTLCS B KAYECTBE aApeCOB UCTOYHMKA MNaKeTOB.

RFC 2373 nepeonpegenser agpec B fobom cnyyae, HasblBaeMbli agpecoM MNoAceTU
MapLupyTmnsaTtopa. PucyHok 3-8 nokasbiBaeT ¢opmaT agpeca anycast-router. Takon agpec
cocTouT u3 npedumkca nogcetn u cepum 0 (UL nHtepdenca).

Mpedukc noaceTy onpenenseT ykasaHHyo cCbinky (noaceTb). MNMakeTbl, NpeaHasHavYeHHble Ans
agpeca anycast mapwpyTtudaTtopa noacetu, OyoyT nepecbinatbCA Ha YCTPOWCTBO B 3TOW
nogceTtn. Agpec anycast mapLipyTmnsaTopa 006bIYHO UCMOMb3YeTCA NPUIIOXKEHNEM Ha y3ne ans
CBSI3U C YCTPOMCTBOM B yaaneHHON noaceTu.

Format of a Subnet-router Anycast Address

<+—— 1 bits > < 128-n bits——»

Subnet Predix 4“——1—> 0000..0000

PucyHok 3-8.
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3.3.3.1. CBsaA3aHHaA KoHUrypauusa

HacTtponka IPv6-agpeca.

o [lo ymonuyaHuio B MHTepdencax He HacTpoeH IPv6-agpec.

e BbinonHute komangy ipv6é address, 4Ttobbl HacTpouTb unicast agpec IPv6 n agpec
nHTtepdenca B nobom criyyae.

e [locne TOro, Kak WHTEPdENC BKMAYUTCSA, OH aBTOMATUYMECKM NPUCOEAMHUTCA K
COOTBETCTBYIOLLEN rpynne multicast.

3.3.4. ®opmarT 3aronoBka naketa IPv6
PucyHok 3-9 nokasbiBaeT chopmaT 3arosioBka naketa IPv6.

Versionl Traffic Class | Flow Label
Payload Length Hext Header | Hop Limit
R /Scﬁ;ce Address _—
— e = 40
: fad Dctets
- ‘,” Destination Address
Next Header Extension Header Information I
3 ¥ariable

) Length

| Data Portion I

“ 32 bits *

PucyHok 3-9.

3aronoeok naketa IPv4 coctonT 13 yetblpex 6anT. 3aronosok naketa IPv6 coctont ua 40 6ant
ob6beamHeHHbIX Mo BoceMb H6anT. 3aronoBok nakeTa IPv6 cogepxuTt cnegyowme nons:

o Bepcusa
9710 none coctout n3 4 6ut. B agpece IPv6 310 none gomkHO GbIThb 6.

e Knacc Tpaduka
910 none coctont M3 8 6ut. B aTOM none ykasbiBaeTcda cnyxba, npegocraensieMasl 3TUM
nakeTom, kak 1 B none TOS B agpece IPv4.

e MerTka noToka

370 none coctout u3 20 6UT ANa MaeHTUDUKALMK NakeToB, NPUHAANEXaLUMX OQHOMY U TOMY
xe notoky ycnyr. OguMH y3en MOXeT BbICTynaTb B KayecTBe WCTOYHWKA nepegayn ans
HeCKOsbKMX MOTOKOB 06cnyxuBaHus. MeTka noToka W aapec WCTOYHWKA OfHO3HA4YHO
NOEHTUDULMPYIOT OANH NOTOK 06CIYXMBaHWS.

e [InnHa NonesHom Harpysku

OTO none cocTouT 13 16 6UT, BKNOYas ANVHY NONE3HON Harpy3ky nakeTta v AfIMHY paclUMPEeHHbIX
napameTpos IPv6 (ecnv goctynHo). To ecTb, OH BKNOYaeT AnunHy naketa IPv6, kpome 3aronoska
naketa IPv6.

e CriegyoLwmn 3aronoBok

B aTom none ykasbiBaeTcs TUN NPOTOKOSA B Morie 3arosfioBka rnocne 3aronoska naketa IPv6. Kak
n B none Protocol (Mpotokon) B 3aronoske IPv4-agpeca, none Next Header (Cnegytowmi
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3aronoBOK) UCMONb3yeTCs ANs yKasaHng Toro, UCnonb3yeT N BepxHui crior npoTtokon TCP nnm
UDP. OH Takke MOXET UCMONb30BaTbCA ANS YKasaHUs HanmMyus 3arofioBka paclumpeHus IPve.

e  OrpaHuyeHue nepexogos (Hop Limit)

OT10 none coctouT M3 8 6uT. MNpn Kaxxaon nepecbinnaeMon yCTPONCTBOM MaKeTHOW nepegaye
3HavyeHMe nonsa ymeHblaetca Ha 1. Ecnu 3HaveHne nonsa pgocturaet 0, aToT naket Gyger
yoaneH. 3To noxoxe Ha none Lifetime B 3aronoeke naketa IPv4.

e  AJpec UCTOYHUKa
OT10 none coctouT u3 128 6MT 1 ykasbliBaeT agpec oTnpaButens B nakete IPv6.

e Apgpec HasHayeHus
3710 none coctount n3 128 6UT N ykasbiBaeT agpec nonyyartens B nakete IPv6.

B HacToswee Bpems IPv6 onpegenseT cnegyroLme 3arofioBK1 pacLUMpPEHNIA:
o [MapameTtpbl nepexona (Hop-By-Hop)

OTOT 3aronoBoOK paclUMpeHnsa OOIMKEH crnedoBaTh 3a 3aronoBkoM naketa IPv6. OH cocTtonT m3
OaHHbIX NapamMeTpPoB, KOTOpPble HEOBXOAUMO NPOBEPUTL Ha KaXKAOM y3re Mo nyTu.

o [lapameTpbl MapLpyTnsaumm (3arofioBoK MapLupytmusaumm tuna 0)

OTOT 3arofloBOK BHYTPEHHEro HoMepa yKasblBaeT Yy3Mbl, Yepe3 KOTopble MakeT npoxoauT oOT
McxoQHoro agpeca Ao agpeca HasHayveHus. OH COCTOMT U3 aApecHOro cnucka y3nos passerby.
HavanbHbI agpec Ha3HavyeHUs B 3arornoBke naketa IPv6 — aTo nepBbIv agpec cpeam agpecos
B 3arofioBke MapLUpyTU3auun, HO He KOHEYHbIM agpec Ha3HadeHus naketa. [locne Toro, kak
y3es, COOTBETCTBYHOLMN agpecy HasHadeHusa B 3arornoBke naketa IPv6, nonyvaeT nakeT, OH
obpabaTbiBaeT 3arofioBoK naketa IPv6 1 3aronosBok mapLupyTusauum n oTnpasBnseT nakeT Ha
BTOPOW afpec, TpeTun afapec, 1 Tak ganee B CNUCKe 3arofloBKOB MapLUpyTUsaumumn Ao Tex nop,
noka nakeT He JOCTUTHET KOHEeYHOro agpeca Ha3HaveHus.

o  ®parmeHT
NcxogHbiv y3en ncnonb3yeT 3TOT 3arofloBOK paclumMpeHns ansa pparmeHtauum nakeTos, AnvHa
KoTopbIx npeBbiwaet MTU nytu (PMTU).

e [lapameTpbl Ha3Ha4YeHUSN

OTOT 3arofnoBOK pacluMpeHus 3ameHsieT nonsi napameTpoB IPv4. B HacTosiwee Bpems none
napameTpbl Ha3HayeHUss MOXeT ObiTb 3anMOfHEHO TOMbKO LeMbiM YMCIOM, KpaTHbIM 64 6uT
(Bocemb 6anT), ecnm 9TO HeobGXoaumMo. DTOT 3arofioBOK BHYTPEHHENO HOMEpa MOXET
ncnonb3oBaTbCa ANa nepeaayn nHdopmMaLmm, KoTopyto ByaeTt npoBepsaTb y3ern HasHaYeHus.

e  BepxHuin cnon 3aronoska
OTOT 3arofloBOK paclUMpeHust yKasblBaeT Ha MPOTOKOM, UCNONb3yeMbli HA BEPXHEM YPOBHE,
Hanpumep, TCP (6) n UDP (17).
Ewe gBa 3aronoeka pacwmpennst AH n ESP 6yayT onucaHbl B pasgene Hacmpolika IPSec.

3.3.5. IPv6 PMTUD (Path MTU Discovery)

Mogo6Ho obHapyxenuto MTU nytu IPv4 (PMTUD), IPv6 PMTUD no3BonsieT XoCTy AUHaMUYECKN
obHapyxuBaTb u perynupoBaTb pa3mep MTU Ha nyTtn nepegaum gaHHbix. Ecnv gnvHa naketa
OaHHbIX, KOTOPbI AOIMKEH ObITb OTNPaBNeH XOCToM, nNpeBbiwaeT PMTU, y3en camocTosTensHO
BbINONHAET parMeHTaumio nakeToB. Takum obpasom, ycTponcTtay IPV6 He Hy>XHO BbINOMHATb
dparmeHTaumio, 3KOHOMUTb PECYPChI YCTPOMCTB U NoBbIWwaTb 3 deKTUBHOCTL ceTh IPV6.
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MTU1500 MTU1480 MTU1400

47 n - >
A 1,500-byte packet
N
The ICMPv6 packet contains
too many bytes, route MTU1480.

%

A 1,480-byte packet

4

The ICMPv6 packet contains

too many bytes, route MTU1400.
&
Y

A 1,400-byte packet

4

PucyHok 3-10.

Kak nokasaHo Ha PucyHke 3-10, ecnu AnvHa nakeTa, KOTOpbIN JOJKEH ObiTb OTNPaBNEH XOCTOM,
npesbiwaeT MTU, mappyTusaTop oTbpackiBaeT 3TOT NaKeT 1 OTNPaBnisieT Ha XOCT coobueHne
ICMPv6 Packet Too Big, cogepxawwee PMTU. NMNocne 3atoro xoct dparMeHTMpyeT nakeT Ha
ocHoBe HoBoro PMTU. Takum obpasom, MapLipyTmsatopy He HYXHO BbIMOSMHATb
dhparMeHTaumio, 3TO KOHOMUT pecypCbl MapLUpyTM3aTopa M NoBbIWaTh APPEKTUBHOCTL CETU
IPv6.

3.3.5.1. CBaA3aHHaA KOHUrypauus
Hactponka MTU IPv6 nHtepdenca

e [lo ymonuanuio MTU IPv6 coctaenseT 1500 Ha nHTepdperice Ethernet.

e YT10Obl yMeHbWUTb TpaduK, BbI3BAHHbIA OTOPAKOBKOW MaKeToB, Heo6XoaMmo
YCTaHOBUTL MNpaBusibHoe 3HayeHve MTU B cooTBeTCTBUM C (PaKTUYECKOW ceTeBOu
cpegon. BeinonHute komaHgy ipv6 mtu, 4tobbl nameHnts MTU IPv6-uHTepdenca.

3.3.6. ObHapyxeHue cocenemn IPv6

Mpotokon NDP saBnsetcsa OCHOBHOW 4acTbio npoTokona IPv6. Ero OCHOBHble dyHKLUK
BKMOYAOT OOHapyxeHue MapulpyTusaTtopa, OOHapyXeHue npedukcoB, 0oOHapyxeHue
napamMeTpoB, aBTOHACTPOWKY adpeca, paspelueHme agpeca (Hanpumep, ARP), onpegenenue
cneayowero nepexoga, NUD, DAD n nepeHanpaBnenne. NDP onpegensieT nsaTb nakeToB
ICMP: RS (tvn ICMP: 133), RA (tun ICMP: 134), NS (aHanorn4Ho 3anpocy ARP, tun ICMP:
135), NA (aHanorn4dHo otBeTy ARP, Tnny ICMP: 136), ICMP Redirect (tun ICMP: 137).

Bce BbiwenepeuncneHHole naketbl ICMP MMeloT OgHy unmM HECKOSbKo onuuin. B HekoTopbix
crny4asix aTM onuuu SABMSKTCA HeobsizaTeNbHbIMW, HO B APYrMX Crydasix OHU SABMASKOTCS
cyuwectBeHHbIMU. B ocHoBHOM NDP onpegensieT natb onuun: MNapameTp agpeca UCXOAHOro
ypoOBHSA cBA3M, Type=1; napamMeTp agpeca LeneBoro ypoBHA CBA3W, Type=2; napameTp
UHdopmaumm npedukca, Type=3; napameTp 3arornioBka nepeHanpasrneHus, Type=4; MTU
Option, Type=5.
PaspelueHue agpecoB

Korga y3en nbiTaetca yCTaHOBUTb CBSA3b C APYrMM Y3NOM, y3en OOSPKeH MonyyuTb agpec 2
YPOBHS y3na, oTnpasmB emy nakeT NS. B aTOM nakeTe agpecoM HasHayeHus aBnseTca agpec

MHOroagpecHoO pacchbifikvi y3na, cooTBeTCTByoWMI IPv6-agpecy y3na HasHayeHus. JTOT nakeT
TakKe COOEepXUT adpec YPOBHSA KaHana ucxogHoro yana. ocne nonyyveHuns atoro naketa NS
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HacTpoica IPV6

KOHLLEBOW y3en nony4aeT oTBeTHbI nakeT NA, B KOTOPOM afpecoM HasHayeHus ABnseTcs
ncxodHblii agpec naketa NS, To ecTb agpec ypoBHs kaHana 3anpaiwumsaemoro yana. Mocne
nonydyeHnss atoro naketa NA MCXOOHbIA y3en MOXeT 0OMeHMBaTbCA OaHHbIMU C Y3NOM
Ha3Ha4YeHus.

PucyHok 3-11 nokasblBaeT NpoLecc paspeLleHnsi agpecos.

Ipv6 Neighbor Discovery (Nelghbor solicitation packet)
A
'P 3 'TQ!

lcmpt Type=135

Sro=A >

Dst=B's Solicited-node Multicast

Data=A's Link-layer Address lcmptE Type=136
Query=wWhat is B's link-layer address? Scr=B

Dst=4
Data=B's Link-leayer Address
A and B are ready to communicate nowy.

<
-

PucyHok 3-11.
NUD

Ecnn Bpemsa JocTynHOCTM cocea uctekrno, HO Tpebyetca oTnpasBuTb unicast naket IPv6,
ycTponcTBo BbinonHaeT NUD.

Mpwn BbinonHeHun NUD ycTponcTBO MOXET NpodosmkaTh nepeckinatb nakeThbl IPv6 coceay.
DAD

Utobbl y3HaTb, yHMKaneH nu agpec IPv6, HacTpoOeHHbIM LA XOCTa, YCTPOMCTBO [OOJTKHO
BoinonHnTe DAD, otnpaemB nakeT NS, B KkoTopom wucxogHbin agpec IPv6 gaensietcsa
HeonpegeneHHbIM.

Ecnn yctponcteo oGHapyxmBaeT KOHMNUKT agpecos, AN 3TOro agpeca ycraHaBnvMBaeTCs
COCTOsIHMEe Ay6rnmpoBaHus, 4ToObl YCTPOMUCTBO He nonyyano nakeTbl IPv6 ¢ Takmm agpecom
Ha3Ha4veHus. B To e Bpems yCTPOMCTBO Takke 3anyckaeT TanMmep ans atoro gybnupyrowiero
agpeca, 4TtobObl nepuogndeckn BbinonHATe DAD. Ecnu npu noBTOpHOM OBGHapy}eHuu
KOHONIMKTa agpecoB He 0BHapyXeHo, aTOT aapec MOXHO UCMOMb30BaThb.

MapwpyTtusartop, lNpecukc n O6Hapyx eHne napameTpoB
YCTpOMCTBO nepuoanyecku otrnpasndeT nakeTbl RA BCceM nokasibHbIM y3ram kaHana.
PucyHok 3-12 nokasblBaeT npouecc otrnpaBku naketa RA.

Ipv6 Neighbor Discovery (Router Advertisement Packet)
A B
I S| l\! |

Router Advertisement (RA)
Message
—_—

lcmp6 Type=134

Src=Link Local Address of Router

Dst=Multicast Link Local Address of All Nodes FF02: : 1

Data=Including Options, Router Life Span, Address Prefix List, and Some
Other Information for Automatic Configuration of Hosts

PucyHok 3-12.
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MakeT RA 06bI4HO coaoepXXuT criegyroliee coaepXxnmmoe:

e  OpawnH nnn Heckonbko Npedukcos IPv6-agpecos (Mcnonb3yeTca Anga onpeneneHns no
KaHany nnm aBTomaTU4eCKon HaCTporkn agpeca 6e3 coxpaHeHUs COCTOSHUSA).

o [lencTBUTENBHOCTL Npedunkca agpeca IPv6.

e MeTog aBTOMaTMYECKOM HACTPOMKM XOCTa (C COXpaHEHUWEeM COoCTosHus wunu 6e3
COXpPaHEHUS COCTOSAHMUS).

e WHdopmaumsa o6 ycTponcTBe No ymonyaHuio (Hes3aBMCUMO OT Toro, paboTaet nuv
YCTPOMCTBO MO YMOSYaHMIO; eCcriv Aa, TO Takke BKYaeTCa NHTepsan Ang AenNcTBUn B
KayecTBe YCTPOMCTBA MO YMOSYaHWUIO).

o [lpyras wuHdopmauus, npegocTaBndemas And KoHdurypauum xocTta, Hanpumep,
orpaHuyeHne nepexonos, MTU u nHtepsan nostopHon nepegayum NS.

MakeTbl RA Takke MOryT MCMOMNb30BaTbCA B KA4eCTBE OTBETOB Ha NakeTbl RS, oTnpaBneHHble
xoctoM. C nomoulblo naketoB RS XOCT MOXeT MonyyYntb aBTOMATUYECKM HACTPOEHHYHO
WHopMauMlo cpady nocre 3anycka, a He XaaTb, noka RA-naketel GyayT oOTnpasBneHbl
ycTponcTBOM. Ecnun onga BHOBb 3anyLEeHHOro XOCTa He HAaCTPOEH unicast agpec, To B KavyecTBe
nucxogHoro agpeca B nakete RS xocT BkntovyaeT HeonpegeneHHobin agpec (0:0:0:0:0:0:0:0). B
NPOTUBHOM Cfy4yae XOCT UCNOMb3yeT HACTPOEHHbIM unicast agpec B Ka4eCTBE MCXOOHOMO U
multicast agpeca Bcex nokanbHbIX YCTPOUCTB MapuwpyTtusaumm (FF02::2) B kadecTBe agpeca
Ha3HayeHns B nakete RS. B kauyectBe oTBeTa Ha nakeT RS nakeT RA wucnonb3ayeT agpec
ncToYHuka naketa RS B kayecTBe agpeca HasHaveHus (ecnv agpec UCTOYHMKA He yKasaH, OH
ncnonb3yeTt agpec MHOroaapeCcHON pacchinkm BCex nokanbHbIx y3nos (FF02::1).

B nakete RA MOXHO HacTpouTb criegytoLlime napameTpbl:

e RA-uHTepBan: nHTepsasn otrnpasku naketa RA.

e RA-cpok cnyx0bl: Cpok crnyx06bl MapLupyTU3aTopa, TO eCTb, AEeNCTBYET NN YCTPONCTBO
B kKayecTBe MapLupyTu3aTopa no yMOMYaHuIo Ha NlokarbHOM KaHarne, a Takke MHTepBan
BbINOSNIHEHNST (DYHKLMIA MapLUpyTM3aTopa Mo YMOMYaHuIo.

o [lpedmkc: npedukc agpeca IPv6 B nokanbHon ccbiike. OH uMcrnonb3yetca Ans
aBTOMaTM4ecKkoro onpegeneHnsa agpeca B pexume on-link unm aBToMaTn4eckomn
HacTporku agpeca ©e3 COXpaHEeHUs1 COCTOSAHMS, BKIOYas Opyrne KoHdurypauum
napameTpoB, CBSA3aHHbIE C NPEUKCOM.

e WVHtepBan NS: nHrepsan noBTopHON nepegaydn naketos NS.

e Bpema oxugaHus: nepuod, Korga YCTPOWMCTBO paccMaTpuBaeT cocefHun ysern,
AOCTYNHOro nocrie obHapyXeHus cobbITUS NOATBEPXOEHUS OOCTYNHOCTU COceaHero
y3na.

¢  RA-hoplimit: numuT naketa RA, ncnonb3ayembin s yCTaHOBKU OrpaHMYeHus nepexoa
XOCTa AJ1a OTNpaBKM OQHOAAPECHOrO MakeTa.

¢ RA-mtu: MTU naketa RA.

¢ Managed-config-flag: nony4aeTt nu xocT aToT NakeT RA agpec yepes3 aBTOHACTPONKY C
OTCNEeXNBaAHNEM COCTOSTHUS.

e  Other-config-flag: ncnonesyet nu xoct, nonyvarowmn 3toT naket RA DHCPv6 ans
nonyyeHus gpyron nHgopmaumm, kpome IPv6-agpeca ons aBToMaTm4eckon HacTPOMKM.

HacTtponTe ykasaHHble BbilLe NnapaMeTpbl Npu HacTponke aTpnbyToB nHTepdenca IPV6.
lMNepeHanpaBneHue

Ecnu mapwpyTtunsatop, nonydatowmn naket IPv6, Haxoaut 6onee acdeKkTMBHbIN CneayroLni
nepexoa (next hop), oH otnpasnset naket ICMP Redirect, 4tobbl coobwmnTtb y3ny o Gonee
yaadHbIX nocriegylowmnx nepexogax. XocT OygeT Hanpsmyk oTnpaensaTe naket |IPv6 B
crnegylowmi pa3 Ha 6onee ny4ywnn Nnepexoa.
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MakcrmanbHoOe KONMYeCcTBO HepaspeLleHHbIX 3anucen ND

o MoxxHo HaCTpoOuUTb MakCMMalribHO€ KOJIN4eCTBO Hepa3peLUueHHbIX 3anucen ND, 4ToOGhI
npegoTBpaTnuTb CO3daHME Hepa3peLueHHbIX 3anmcen ND B ceTeBbIX cerMeHTax
3M10YMbILUNEHHNKOM, 3aHMMaLWnMm N30bITOYHOE NPOCTPaHCTBO NMNaAMATMW.

MakcrmanbHoe KonmM4ecTBo 3anucein obyyeHns coceaen B MHTepderice
e Bbl MOXeTe HacCTpoOUTb MaKCUMMarbHOE KONMMYeCTBO 3anucen obyyeHus coceanen Ha
nHTepdence, 4Tobbl NPEOTBPATUTL NONagaHne aTak coceaHmx yanoB Ha ND 3anucu n

NPOCTPaAHCTBO MaMATU YCTPOWCTBA WU MNOBAUSATbL Ha 3(PPEKTUBHOCTbL MNEPECHISKM
YCTPOWCTBA.

3.3.6.1. CBsizaHHaA KOHdUrypauus
BknitoueHue nepeHanpasneHus |IPv6
o [lo ymonuaHutio nakeTbl nepeHanpaBneHus ICMPv6 MoryT ObiTb OTnpaBfieHbl Ha
nHTepdenceol IPv6.

o BbinonHute KomaHgy no ipv6 redirects B pexunme koHdUrypauum nHtepderica, 4toobl
3anpeTnTb NHTEpdency oTnpasnaTb nakeTbl Redirect.

HacTtponka IPv6 DAD

e [lo ymonuanuto nHtepderic otnpaenseT ogmH nakeT NS ans sobinonHeHus IPvé DAD.

e 3anyctute komaHgy ipv6 nd dad attempts value B pexume KoHUrypaumm
nHTepdenca, 4ToObI HacTpouTb KonmyecTBo naketoB NS, nocrnegoBaTenbHO
otnpasneHHbix DAD. 3HaueHne 0 ykasbiBaeT Ha oTkntodeHne DAD ansa agpecos IPv6
Ha 3TOM NHTepgence.

e BbinonHute komaHay no ipv6 nd dad attempts, 4To6bl BOCCTAHOBUTbL KOHGUIypaLmio
MO YMOSYaHUIO.

e [lo ymonuanuto yctponctso BbinonHseT DAD no agybnupytowmumca agpecam |IPv6
Kaxkable 60 cekyHg,.

e BbinonHute komangy ipv6 nd dad retry value B pexxume rnobanbHON KOHUrypauum,
4yT06bI HacTpouTb UHTepBan DAD. 3HayeHne O ykasbiBaeT Ha oTkntodeHne DAD ans
yCTpoOncTBa.

e BbinonHute komaHgy no ipv6é nd dad retry, 4Tobbl BOCCTAHOBUTb KOHDUIypaLmMO No
YMOSYaHMIo.

HacTtpowka JoCTynHoOro BpemMeHu cocegHero yana

o [lo ymonuanuto ansa cocegHero yana IPv6 yctaHoBneHo 3Ha4veHune 30 cekyHa.
e BbinonnuTe komaHay ipv6 nd reachable-time milliseconds B pexume koHurypaumm
nHTepdenca, 4Tobbl NU3BMEHUTL BPEMS, B TEYEHME KOTOPOrO MOXHO AOCTMYb cocena.
HacTpoiika BpeMeHn ycTapesLlen KoHgurypaumm cocena

e [lo ymonuaHuio BpeMs ycTapeBaHus KoHdurypaumm ana cocegHero ysna IPve
yctaHoBsieHo 1 yac. 1o cTedeHnn aToro BpeMeHn ycTporncTeo BbinoniHsaeT NUD.

e 3anyctute komaHay ipv6 nd stale-time seconds B pexume KOHUrypaumm
NMHTepdenca, YTobbl NI3MEHNTL BPEMS yCTapeBaHnsa cocega. HacTtpowka nHgpopmaumm
npedwukca

e [lo ymonuaHuio npedukc B nakete RA Ha nHTepdence — a1o npedukc, HaCTPOEHHbIN
B KOMaHAe ipv6 address uHTepdeica.

e Bbinonnute komaHay ipv6 nd prefix B pexume koHurypaumm uHtepdenca, 4tobbl
[obaBnTb Mnu yganutb npedurkebl U napameTpbl NPedUKCOB, KOTOPbIE MOTYT ObITb
00BbsABNEHDI.

78

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTteo no Hactporke cepust QSW-4700

HaCTpOVIKa IPV6 W

BkntoueHune/oTkntoueHne nogaenexHna RA

o [lo ymonuaHuio nutepcpeiic IPv6 He otnpasnseT nakeTbl RA.
e 3anyctute komaHay no ipv6 nd suppress-ra B pexunme KoHUrypaumm nuHtepdenca,
YyTOObI OTKNIOUNTL NogaBneHne RA.
HacTponka makcumMansHOro KonmyecTsa HepaspelleHHbIX 3anucer ND

e 3HayeHne no ymonyaHuto 0, ykasbiBawLwee Ha OTCyTCTBME orpaHuyeHun. OHa
orpaHuYeHa TONbKO MNPOMNycKHOM cnocobHocThio BBoga ND, nopgaepxuBaemowm
YCTPOWCTBOM.

e 3anyctute komaHgy ipv6 nd unresolved number B pexume rnobanbHom
KOHpurypaumm, 4tobbl OrpaHMyYUTL YMCIO HepaspeLleHHbIX cocenen. locne Toro kak
3anncu nNpeBLICAT 3TO OrpaHWyeHune, YCTPoOMCTBO He 6OyaeT akTMBHO paspellatb
nocriegyowme nakeTbl.

HacTponka makcumanbsHoro konmyectsa 3anucent ND, nony4yeHHbIX B uHTepdence

e 3anyctute komaHgy ipv6 nd cache interface-limit value B pexume KoHcurypaumm
UHTepdenca, 4TOObl OrpaHUYMTbL KOMMYECTBO COCeden, KOTOopble Yy3HanuM Ha
nHTepdence. 3HaveHne nNo ymonyanuto 0, ykasbiBatoLLlee Ha OTCYTCTBUE OrpaHUYEHNI.

3.3.7. MapuwpyT uctounuka IPv6 (IPv6 Source Routing)

3.3.7.1. MpnHUMN paboTbl

AHanorn4yHo onumsm source route, loose source route, un record route IPv4, 3aronosok IPv6
ncnonb3yeTca ANs yka3aHus NPOMEXYTOUHbIX Y3r10B, Yepea KOTOpbIe NakeT NPOXOAUT NO NyTH K
agpecy HasHadeHusa. OH ucnonb3yeT criegyownin popmar:

One byle One byle One byle One byle
Extended Route type Remaining
e lesl 2 header langth =10 sagments

Data specific to each route typa

PucyHok 3-13.

MNMone Segments Left ucnonb3yetca AnNs ykasaHWs KOMMYecTBa MPOMEXYTOYHbIX Y3IIOB,
yKa3aHHbIX B 3arofloBKe MapLupyTu3aummn nakeTa, KOTOpbIA JOMMKEH NPOWTU OT TeKyLLero yana
[0 KOHEYHOro agpeca HasHauYeHus.

B HacTosiLee Bpems onpeaeneHsl ABa Tuna mapLupyTtmdauun: 0 n 2. 3aronoBok MapLupyTmM3aumnm
Type 2 wucnonb3yetcsa pgns mobunbHom cessn. RFC 2460 onpegensdeTr 3aronoBoOK
Mapwpytmnsaumm Type 0 (aHanormyHo onuuuM Maplpytmsaumm cBob6ogHOro UcTodHuka IPv4).
dopmart 3aronoeka mapLipytnsauumn Type 0:
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One byte One byte One byle One byle
Extended Route type Remaining
Next header | o ader length =0 segments
Reserved
Address 1
Address M

PucyHok 3-14.

B cnegywolem npumepe onucbiBaeTcs MpUMMEHeHWe 3arofioBka Maplupytusauum Type 0

(PucyHok 3-15).
11 @1002: 2
[
1001 : -1 1002 : 1

Host 1 Router 1 Router 2 Router 3 Host 2

PucyHok 3-15.

Host 1 otnpaBnsaeT Host 2 nakeT, yka3sbiBalOLLMA NPOMEXYTOYHbIE Y3Mbl MapLupyTu3aTop 2 u
mMapwpyTmusatop 3. B cnegywowen tabnuue nepedncrneHbl U3MEHEHUSA Moneun, CBA3aHHble C
3aronoskoM |IPv6 1 3aronoBkomM MapLUpyTM3auumn B NpoLecce NepechInKu.
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Y3en Monsa B 3aronoBke IPv6 Monsa, cBA3aHHbIe C 3aroyIoBKOM
nepenayu mapuwpyTa Type 0
Host 1 Source address=1000::2 Segments Left=2

Destination address=1001::1 Address 1=1002::1 (Agpec Router 3)
(Aopec Router 2) Address 2=1003::2 (Agpec Host 2)
Router 1 No change
Router 2 Source address=1000::2 Segments Left=1
Destination address=1002::1 Address 1=1001::1 (Aapec Router 2)
(Aopec Router 3) Address 2=1003::2 (Agpec Host 2)
Router 3 Source address=1000::2 Segments Left=0
Destination address=1003::2 Address 1=1001::1 (Aapec Router 2)
(Aopec Host 2) Address 1=1002::2 (Agpec Router 3)
Host 2 No change

Mpouecc nepecbinkn BbINOMHAETCA cnegyowmm obpasom:

1. VYsen 1 otnpaBnsieT NakeT, B KOTOPOM afpeCcoM Ha3Ha4YeHUs sIBNSeTCA aapec
MapLpytmusatopa 2 1001::1, 3aronoBok MappyTtusaumm Tuna 0 3anonHsieTcs
agpecom maplpytusatopa 3 1002::1 n agpecom y3na 2 1003::2, a 3Ha4yeHne nons
Segments Left cermeHTOB paBHO 2.

2. MapwpyTtusatop 1 nepecbinaeT aTOT NAKeT HA MapLIpyTUu3aTop 2.

3. MapwpyTtusatop 2 nameHsieT agpec HasHauyeHus B 3arornoeke IPv6 Ha agpec 1 B
3arofioBke MapLupyTnsauun. To ecTb, agpec Ha3HayYeHUs CTaHOBUTCH afpecoMm
1002::1 mapwpyTtusaTopa 3, agpec 1 B 3arofioBke MapLipyTu3auum CTaHOBUTCS
agpecom maplupytmnsatopa 2 1001::1, a 3Ha4eHne NeBoro Nons CEerMmeHToB
cTaHoBuTca 1. MNocne BHECEHMA N3MEHEHWIA MAPLLPYTU3AaTOp 2 NepechinaeT nakeT Ha
MapLupyTmsartop 3.

4. MapuwpyTtunsaTtop 3 U3MeHsIeT agpec HasHavyeHus B 3aronoske |IPv6 Ha agpec 2 B
3aronoBke MapLupyTusaummn. To ecTb, agpec Ha3Ha4YeHUs CTaHOBUTCHA aapecoMm yana 2
1003::2, agpec 2 B 3arofloBke MapLUpyTU3auum CTaHOBUTCS aapecom
Mapwpytmnsatopa 3 1002::1, a 3Ha4YeHne NeBoro Nosnsa cermeHToB ctaHoBuTcs 0.
[Mocne BHeECEHNSA N3MEHEHUI MapLUpyTM3aTop 3 NepecbisiaeT NakeT Ha y3en 2.

3aronoeok mapwpyTtursaumm Type 0 MoXeT ncnonb3oBaTbCcsa ANnd MHMUMnpoBaHusa DoS-aTak. Kak
nokasaHo Ha PucyHke 3-16, yzen 1 oTnpaBnseT nakeTbl Ha y3en 2 co CKopocTbio 1 Mout/c n
yaansieT 3arofioBOK MapLupyTu3aumm, 4tobbl Bbl3BaTb HECKONbKO neTenb ObpaTHOW CBS3U
Mexagy mapupyTtusatopoM 2 1M mapuwpyTtusatopom 3 (50 pa3 ¢ mapupyTtmsatopa 2 Ha
MapLpyTmsatop 3 u 49 pas ¢ MapwpyTmMsatopa 3 Ha MmapLupyTusaTop 2). B 3To BpeMs 3arofioBok
MapLipyTM3aumMmn cosgaet addekT ycuneHusa tpaduka: "50 Méut/c ¢ mapwpyTtmnsatopa 2 Ha
mMapwpytmnsatop 3 n 49 M6ut/c ¢ mapwpyTm3atopa 3 Ha MapwpyTusatop 2." WM3-3a aton
npobnembl 6e3onacHocTn RFC 5095 otmeHnn 3aronoBok mapLipytmsauun Type 0.

81

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTteo no Hactporke cepust QSW-4700

HacTtpolika IPV6 W
1 1000 "( ) 1 { y. 1001 .'T 49Mbp3 1003 1 1003 2
1Mbps 1hbps Router 2 S0Mbps 1Mbps
Host 1 & Router 1 P Router 3 g Host 2
IPvE Packet

Source Address 1000::2

Destination Address 1001:1 .
Host 1 sends packets to Host 2, passing through Router 2, Router 3,

Segments Left inthe Type 0 Router 2, and Router 3, ...
Routing Header: 100 Each packet is sent 50 times from Router 2 to Router 3 and 49 times
Address 1: 1002::1 from Router 3 to Router 2.

Address 2. 1001::1
Address 3: 1002:1
Address 4: 1002:1

Address 99: 1002::1
Address 100: 100:3::2

PucyHok 3-16.

3.3.7.2. CBaA3aHHaA KOHUrypauus
BkntoyeHne mapLupytusauum nctovHmnka (Source routing) IPv6

e 3aronosok Mapwpytusaumm Type 0 He nogdepkuBaeTcst N0 YMONYaHUIO.

e 3anyctute koMaHgy ipv6 source-route B pexxume rnobanbHon KoHUrypawumm, 4tToobl
BKIOYNTb MapLUPYyTU3aLMi0 UCTOYHMKA IPV6.

3.3.8. OrpaHu4yeHue CKoOpocTu oTnpaBKu coobLleHnn o6 owmnodkax ICMPv6

3.3.8.1. MpuHUMN paboTbl

Y3en HasHayeHus UNn MNpOMEXYTOYHbIN MapLipyTu3aTop oTnpasnseT coobuweHus ICMPV6,
4YTOGbI COOBLWNTE 06 oLMBKaX, BO3HUKLLUMX BO BPEMS MEPECLIKA U Nepedayvm NakeToB AaHHbIX
IPv6. B ocHOBHOM cyLLeCcTBYeT YeTblpe Tuna coobLueHnin o owmnbkax: Destination Unreachable,
Packet Too Big, Time exceeded n Parameter Problem.

Mpn nonyyeHun HeBepHoro naketa |Pv6 ycTponcTBO oTOpackiBaeT nakeT M OTnpaBnsieT
coobuieHne o6 owmnbke ICMPV6 Ha ncxogHbin agpec IPv6. B cnyyae dos atak Ha nakeTbl IPv6
YCTPOWCTBO MOXET HEMPEPbLIBHO OTBEYaTh Ha coobLueHns 06 owmnbkax ICMPV6 oo Tex nop, noka
pecypcbl YCTPOWCTBA He wucyepnaHbl W, TakuMm obpasomMm, He OyayT AOSMKHbIM 0Opasom
npegoctaeBnaTbCca ycnyrn. [Ona peweHnss atom npobrnembl MOXHO OrpaHuyuTb CKOPOCTb
oTnpaeBku coobeHnn o6 owmnbkax ICMPV6.

Ecnu gnnHa nepecbinaemoro naketa IPv6 npesbiwaetr MTU IPv6 ncxogsawero nHtepgeiica,
MapLupyTMsaTtop oTopacbkiBaeT 3TOT nakeT IPv6 u otnpaenset obpatHo coobuieHne ICMPv6
Packet Too Big Ha ucxogHbin agpec IPv6. 3to coobweHne o006 ownbke B OCHOBHOM
ncrionedyetcsa B npouecce |IPv6 PMTUD. Ecnn ckopocTb oTnpaBkn cooblieHun o6 owmnbkax
ICMPV6 orpaHuyeHa ns-3a Ype3MepHOro konnyectea gpyrmx coobeHnn o6 owmnbkax ICMPV6,
coobuwenns ICMPv6 Packet Too Big moryT 6bITb OTUNLTPOBaHbI, YTO NpuBeaeT k cboto IPv6
PMTUD. NoatomMy pekoMeHayeTCs OrpaHnyYnTb CKOPOCTb OTnpaBku naketoB ICMPV6 cnivwkom
6onbLWMMK COOBLEHNAMN HE3ABUCUMO OT ApYrnx coobLleHui 06 owmnbkax ICMPVE.

HecmoTpst Ha TO, 4TO naketbl nepeHanpaeneHua ICMPv6 He sBnsitoTca coobweHusimu ob
owwnbkax ICMPv6, pekoMeHayeTcs OrpaHNYnMTb UX KONMYECTBO BMECTe C cooOueHusamu ob
owmnbkax ICMPV6, 3a ncknioveHnem coobueHmn Packet Too Big.
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3.3.8.2. CBsizaHHaA KoHdUrypauusa

HacTtponka ckopocTtu oTnpaeku naketa ICMPvV6 cnviikom 60onbLUmx coobLLeHni

e YacrtoTta no ymonyaHuto coctaendet 10 Ha 100 mc.

e 3anyctute komaHgy ipv6 icmp error-interval too-big, 4To6bl HacTpouTb CKOPOCTb
oTtnpaskun ICMPv6 Packet Too Big coobLueHuin.

HacTtporika ckopocTu oTnpaBku Apyrmx coobiieHun o6 owmnbkax ICMPV6

o YacrtoTta no ymonyanuto coctaendet 10 Ha 100 mc.

e BbinonHute komaHay ipv6 icmp error-interval ana HacTpPOWKM CKOPOCTU OTMNpaBku
apyrmx coobuieHunin 06 owmnbkax ICMPV6.

3.3.9. OrpaHuyeHune nepexopa IPv6(IPv6 Hop Limit)
3.3.9.1. MpuHUMN paboTbl

MakeT paHHbIX IPV6 npoxoant yepes3 mapLipyTmsaTopbl OT MCXOOHOrO agpeca M ajpeca
Ha3HaveHusa. Ecnn HacTpoeH NUMUT nepexofa, OH YMEHbLUaeTCs Ha eOuHULy Npu KaKoom
NPOXOXOEHNN NakeTa vYepes3 mapLipytusaTtop. Korga orpaHnyeHve nepexona yMmeHblUaeTcsa oo
0, MmapLupyTM3aTop oTOpackiBaeT NakeT, 4Tobbl NPeaoTBPaTUTb HEOrPaHMYEHHbIE BO3MOXHOCTH
nepegadnm ©GecnonesHoro naketa no cetm M NOTepU MNPOMYCKHOM CNOCOOHOCTU CeTu.
OrpaHnyeHmne nepexoga aHanornyHo TTL IPv4.

3.3.9.2. CBs3aHHaA KOHUrypauus
HacTponka npegena onepauun IPv6

o  OrpaHunyeHune nepexoga IPv6 no ymonyaHuio ans ycTporncTBa COCTaBnseT 64.

e BbinonHute komaHay ipv6 hop-limit, 4ytobbl HacTpouTb orpaHnyeHne nepexoga IPv6
Onga yCTponcTea.

3.3.10. NMpeobpasoBaHue U3 oTrpaBku naketoB NS B ceTn ayteHTUDMKaLumumn
VLAN

3.3.10.1. MprHUMN paboTbI

B pexume ayteHTnmkaumm wnosa sce nogcetn VLAN B Super VLAN no ymonyaHuio Bns0Tcs
cetamn VLAN gns ayteHTudpmkauuun. NMonb3osatenu B cetn ayteHTudmkaunum VLAN OOmKHbI
NPonUTN ayTeHTudukaumo ana goctyna K cetn. llocne ayTeHTUdMKauMM Ha YCTpPOWCTBE
cosgaetca crtatudeckas 3anucbe ND. [lNoatomy npm goctyne K ayTeHTUUUMPOBAHHOMY
nosib3oBaTento YCTPONCTBY He HyHO oTnpaendATb nakeTbl NS B VLAN ayteHTudmkauuun. Ecnin
YCTPOWCTBO MbITAeTCA NMONy4nTb JOCTYN K nonb3oBatensam B VLAN 6e3 ayteHTudukaumm, emy
HY>XHO oTnpaBnsTb 3anpockl NS Tonbko B VLAN 6e3 ayteHTndmkaumm.

B pexume ayTeHTudwmkauum wnio3a QyHKkunsa npeobpasoBaHna naketoB NS B ceTu
ayteHTndmkaumm VLAN BKNOYeEHa Ha yCTPOMCTBE MO yMmon4yaHuio. Ecnu yctponcTtey TpebyeTtca
AOCTYyN K Monb3oBaTensM, He WUCNONb3YKLWMM ayTeHTUdUKaUMIo, B CeTU ayTeHTudukaumm
VLAN, oTkntounte aTy OyHKLUMIO.

3.3.10.2. CBsizaHHasA KOHdUrypauus

BkntoveHune yHKumm npeobpasoBaHusa na otnpasku naketoB NS B ceTn ayteHTudmkaummn VLAN

e 3anyctute komaHgy ipv6 nd suppress-auth-vlan-ns B pexume KoHUrypauum
NMHTepdenca, YTobbl BKMIOYMTL OYHKUMIO Npeobpa3oBaHus u3 oTnpaeBky naketoB NS B
cetn ayteHTudukaumm VLAN.

e [laHHbIN hYHKUNOHAI BKIKOYEH MO YMOMYaHUIO.
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e JOTa (PYHKUUA NOAAEPXKMBAETCHA TONLKO HA BUPTYyarnbHbIX MHTEpdencax KoMMmyTaTopa
(SVI) n pencrtByeT TOMbKO B peXxnme ayTeHTUdUKaLUK LW3a.

3.3.11. Wnto3 no ymonyaHuio B uHTepcpence ynpasrieHUs

3.3.11.1. MpuHUMN paboTbl

N3 no ymonyaHuio HacTpoeH B MHTepcdhence ynpaBneHus Ons Co3gaHus maplupyTta no
YMOM4YaHWIo Ang 9Toro uHTepdenca.

3.3.11.2. CBsizaHHasA KOHdUrypauus
HacTpoiika wnto3a no ymonyaHuo B HTepdeiice ynpasneHus

e BruinonHute komaHgy ipv6 gateway ipv6-address B pexume KOHurypaumu
NHTepdenca, 4Tobbl HACTPOUTD LLUIHO3 MO YMOMYaHMO B MHTEpPence ynpasneHuns.

° Mo ymMosn4yaHuio B MHTepd)eI‘;ICG ynpasneHna He HaCTpOeH L3 No YMOJTHaHUIO.

3.4. HacTpouka

HacTtponka OnucaHue u KOMaHAa

Hactpounka IPv6- | (OBASATEJIBHO) Wcnonb3dyeTca ana Hactpowkn agpecoB IPv6 u
agpeca BKItoYeHns IPv6

ipv6 enable BkntovaeT IPv6 B nHTepdenice
ipv6 address HacTtpausaeT unicast-agpec IPv6
MHTepgenca

Hactponka IPv6 | (OMNMUMOHAJBHO) Ncnonb3yetcda ans BKIKYEHUS MepeHanpaBneHus
NDP IPv6 Ha nHTepdence

ipv6 redirects BkntouyaeT nepeHanpaeneHme IPv6 Ha
nHTEepgence

(OMUUOHAINBHO) UcnonbayeTcs anga BktoyveHns DAD

ipv6 nd dad attempts HacTtpauBaeT Konn4ecTso
nocregoBaTtenbHbIX NaketoB NS,
oTnpaeneHHbIx DAD

(OMNMUMOHANBHO) NcnonbayeTcs ansa HacTponkn napameTpoB ND

ipv6 nd reachable- | HacTtpoika AoCTynHOro BpeMeHn CoceaHero
time y3na

ipv6 nd prefix HacTtporika npedukca agpeca, kotopbiv byget
06bABNATLCA B NakeTe RA
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Hactponka OnucaHune n kKomaHaa
Hactponka IPv6 | ipv6 nd suppress-ra BkntoyaeT nogasneHne RA Ha nHtepdelice
NDP

(ONMUMOHANBHO) UcnonbayeTcs ANa HACTPONKM MakCUMarnbHOro
Konn4yecTBa HepaspeLlleHHbIX 3anucen ND

ipv6 nd unresolved

HacTtpanBaeT makcumarnbHOE KONM4ecTBo
HepaspeLleHHbIX 3anmcen ND

(ONMUMOHAJIBHO) Wcnonb3yetca Ons HaCTPOMKM  MaKCUMaribHOro
KoSnimyecTBa cocefen, NoyYeHHbIX Ha nHTepdence

ipv6 nd cache

interface-limit

HacTtpauBaeT MakcMManbHO€E KOM4ecTBO
cocegen, nonyveHHbIX Ha nHTepderice

Hactponka MTU

(ONMUMOHAJIBHO) UcnonbayeTtcs ansa orpaHndenna MTU naketos IPV6,

IPv6 Ha | OTApaBfEeHHLIX Yepe3 UHTepdenc
nHTepdemnce
ipv6 mtu Hactpausaet MTU IPv6
BkntoyeHune (OMNMUMOHAINBHO) WcnonbayeTca Ana  BKNOYEHUS MapLlpyTU3aLmu
MapLupyTa nctovHuka IPv6
UCTOYHMKA  IPV6
ng? SOUICe | jhy6 source-route HacTpolika ycTpoiicTBa [ANnsi Nepechinku
outin nakeToB |IPv6 ¢ 3aronoBkomM MapLupyTusaumm
HacTtponka OnuyuoHanbHO
CKOPOCTH
oTnpaBku ipv6 icmp error- | Hactpomka CKOpOCTM OTNpaBKM MNakeToB
coobuieHnit 06 | interval too-big ICMPV6 crnivwwkomM 60MbLumMX cooBLLEeHUI
owmnbkax ICMPv6
ipv6 icmp error- | Hactporka CcKOpOCTM OTNpPaBKkM  OpYrux
interval cooOLleHnn o6 owmndkax ICMPv6 u nakeTtos
nepeHanpaenenns ICMPv6

HacTtponka (OMUMNOHAINBHO) UcnonbayeTcst onst orpaHUYEHUsT YNCa NEPEXOO0B
3Ha4YeHns IPv6 | ogHoagpecHbIX nakeToB IPv6, oTnpaBneHHbIX Yepe3 MHTEpdENC
Hop Limit

ipv6 hop-limit

HacTtpoika orpaHnyeHunsi nepexoaa IPv6
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Hactponka OnucaHune n kKomaHaa

Bkntovenue/sbikn | (OMNMUMNOHAJIBHO) Ncnonb3yeTcs ong orpaHnyYeHuss OTrnpaBku MakeToB
toyeHne dyHkumm | NS B cetn ayteHTUbmkaumm VLAN B pexxume ayTeHTUdMKaLmn LWinosa
OTKasa OTnpaBku

nakeTos N\?LAI?I ipv6 nd suppressauth- | BkniouaeT nopjaeneHve
ce vlan-ns LUMpOKOBeLLaTenbHOM pacchinku NS B ceTsx
ayTeHTUdmKaLmm

ayTeHTucpmkaumm VLAN
HacTtpowka (ONMUUOHAINBHO) Ucnonb3yeTca Ans HACTPOWKK LLIMO3a MO YMOSTYaHUIO
LI03a no | B UHTepdence ynpasneHus
YyMOYaHUIO B
WHTEPQENCE ipv6 gateway HacTpoika wwmo3a Mo  ymonyaHuo B
ynpaenexus ipv6-address UHTepdence ynpasneHust

3.4.1. HacTtpouka IPv6-agpeca

3.4.1.1. PeaynbTaT KOHUrypauumu
HactponTte IPv6-agpec nHtepderica gns peanmsaumm ceteBon cesasm IPv6.

3.4.1.2. dtanbl KOH(Urypaumum

BknitoueHue IPv6 Ha nHTepdelice

o (ONMUMOHAIBHO) Ecnun Bbl XOTUTE BKOYMTL NOAAEPKKY NPOTOKOMNa 6€3 HacTpOMKK
agpeca IPv6, BbinonHuTe KomaHgy ipv6 enable.

HacTtponka unicast-agpeca IPv6-nHTepdenca

e OOsa3aTenbHoO.

3.4.1.3. lNpoBepkKa KoHdUrypaumm

3anyctute komaHagy show ipv6 interface, 4Tobbl NpoBepUTb, OENCTBYET M HACTPOEHHbLIN
agpec.

3.4.1.4. CBA3aHHble KOMaHAbI

BknroyeHue IPv6 Ha nHtepcpeince

KomaHga ipv6 enable

Pexnm Pexnm koHdurypaumm nHtepdoenca

KOHdourypaumm

BcTpoeHHas MpoTtokon IPv6 MOXHO BKMIOYUTL Ha MHTepdence ABymMsA cnocobamu:
noackaska 1) BbinonHEHNE KOMaHAbl ipv6 enable B pexume HacTpoOWKu

nHTepdenca; 2) Hactpowika agpeca IPv6 Ha nHtepderice.

NMPUMEYMAHUE: ecnu wuHTepdeinc cBA3aH C  MYNbTUNPOTOKONbHbLIM
obbektom VRF, HacTpoeHHbIM 6e3 cemenictea agpecoB IPv6, IPv6 He
MOXeT ObITb BKMOYEH Ha 3TOM MHTepdence. IPv6 Ha aTom mnHTepdelice
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MO>HO BKITHOUNTb TOJSIbKO NOCMe HacTponku cemencTea agpecos IPv6 ans
MHorornpoTokosnbHon VRF.

Ecnn IPv6-agpec HacTpoeH Ha wuHTepdence, IPv6 aBTomaTuUdecku
BKMtOYaeTCA Ha 3TOM UHTepdperice. B aTom cnyyae npoTtokos IPv6 Henb3s
OTKITOUYUTb, AaXKe ecnu Bbl BbINOMHAETE KOMaHgy no ipv6 enable

HacTtpouka unicast-agpeca IPv6 uHtepcenca

KomaHpa

ipv6 address ipv6-address / prefix-length
ipv6 address ipv6-prefix / prefix-length eui-64
ipv6 address prefix-name sub-bits / prefix-length [ eui-64 ]

OnwucaHue
napamMmeTpoB

ipv6-address: ykasbiBaeT agpec IPv6, KOTopbI OOMKEH COOTBETCTBOBATL
dopmaty agpeca, onpegeneHHomy B RFC 4291. PasgeneHHoe fBoeTOUMEM
(:), kaxpoe none apgpeca coctout uM3 16 6GUT M npencraBneHo
LecTHaauaTepUYHbIMN CUMBOJSTAaMM.

ipv6-prefix:  ykasbiBaeT npedumkc agpeca |IPv6, KOTOpbIi [OIKEH
COOTBETCTBOBaTb (hopmaTy agpeca, onpegeneHHomy B RFC 4291.

prefix-length: ykasbiBaeT anvHy npedmkca agpeca IPv6, To ecTb 4acTb,
npeacraBndaLLyo ceTb B agpece IPv6.

prefix-name: ykasblBaeT MMSA YyHMBEpcarnbHOro npedukca. YKasaHHbIN
yHMBeEpcarnbHbin  NpedunKC ucrnonb3yetTca Ans  co3gaHus  agpeca
nHTEepenca.

sub-bits: ykasbiBaeT GuTbl cybnpedmkca n 6uTbl XocTa agpeca, KoTopble
OOIMKHbI OblITb 06beanHeHbl ¢ npedunkcamm, NpegocTaBieHHbIMU OBLLMM
npeguKcoM, YkasaHHbIM C napameTpom prefix-name. 3To 3HayeHue
o0beanHsAeTCAa C yHMBepcanbHbiM NPedUKCoOM Arns COo3daHus agpeca
WHTepdenca. 3To 3Ha4YeHMe OOMKHO OblTb B dopme, ykasaHHou B RFC
4291.

eui-64: ykasbiBaeT co3faHHbIi IPv6-agpec, cocToswmi M3 HAaCTPOEHHOro
npedukca agpeca n 64-6utHoro naeHTdmkaTopa uHTepgenca

Pexum
KOHdourypaumm

Pexnm koHdurypaumm nutepdoenca

BcTtpoeHHas
noackaska

NMPUAMEYAHUE: ecnn wuHTEpENC cCBA3AH C  MYSIbTUNPOTOKOSbHbBIM
ob6bektom VRF, HacTpoeHHbIM 6e3 cemelicTBa agpecoB IPv6, agpec IPv6 He
MOXeT ObITb HacTpoeH ans atoro uHTepdenca. |Pv6-agpec 3aToro
MHTEpEeNnca MOXHO HACTPOUTbL TOSbKO MOCHEe HACTPOMKM CeMencTBa
agpecos IPv6 gnst mHoronpoTtokonsHon VRF.

Ecnu mHtepdenc IPv6 cosgaH m Haxogutcsl B COCTOAHWW FOTOBHOCTH,
cucTeMa aBTOMaTMYECKM CO3OaeT JoKarbHbI agpec kaHana Ans 3Toro
nHTEepdenca.

IPv6-agpec wuHTepdenica Takke MOXeT ObiTb C€O34aH C  MOMOLLbLIO
YHMBepcarnbHOro mexaHnama npecdwukcos. To ectb IPv6-agpec = Universal
prefix + Sub prefix + Host bits. YH1BepcanbHbI TPedUKC MOXHO HAaCTPOUTb,
BbINONHMB KOMaHZy ipv6 general-prefix wnM BbINOAHMB  PYHKUMIO
obHapyxeHusa npedukcoB knmeHta DHCPV6 (cm. pasgen 5. Hacmpolika
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DHCPv6). Sub prefix + Host bits yana 3agatotca napametpamu sub-bits n
prefix-length B komaHge ipv6 address.

Ecnu Bbl 3anyckaete komaHgy no ipv6 address 6e3 ykasaHusa agpeca, Bce
agpeca, HaCTpOeHHble BPYYHYL0, ByayT yaaneHsbi.

YTtobbl yaanuMTb HACTPOEHHbIN agpec, BbINOMHWTE KOMaHgy no ipv6e
address ipv6-prefix/prefix-length eui-64

3.4.1.5. NMpumep KoHcuUurypaummn
HacTponka agpeca IPv6 B nHtepdelrice

OTanbl Bkniounte |IPv6 Ha wuHTepcperice GigabitEthernet 0/0 u pobaebTte
KOHcpurypaumm IPv6-agpec 2000::1 B nHTepdenc
QTECH(config)#interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)#ipvé enable
QTECH(config-if-GigabitEthernet 0/0)#ipvé address 2000::1/64
MpoBepka BbinonHute komaHay show ipv6 interface, 4tobbl ybeantbcs, 4TO agpec
KOHMrypaumm ycnewHo gobaeneH B uHtepgenc GigabitEthernet 0/0

QTECH(config-if-GigabitEthernet 0/0)#show ipvé interface
gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):

Mac Address: 00:00:00:00:00:00

INET6: FE80::200:FF:FE00:1 [ TENTATIVE ], subnet is FE80::/64
INET6: 2000::1 [ TENTATIVE ], subnet is 2000::/64

Joined group address(es):

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds
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3.4.2. HacTtpowuka IPv6 NDP

3.4.2.1. PeaynbTaT KOHpUrypauum

HacTtponTe atpubyTbl, cBa3aHHble ¢ NDP, Hanpumep, Bkntounte nepeHanpasnenune IPve n DAD.

3.4.2.2. MpnmevaHun

Mopaenenne RA BknoYeHO Ha nHTepdercax no ymonyaHuto. Ytobbl HACTPOUTL YCTPOMUCTBO Ans
oTnpasku naketos RA, BbInonHnTe kKomaHAy No ipv6 nd suppress-ra B pexvme KoOHurypaumm
UHTepdenca.

3.4.2.3. dtanbl KOH(Urypaumum
BkrnitoueHue nepeHanpasneHus IPv6 Ha nHtepderice

o (ONMUMOHANBHO) nepeHanpasneHne IPV6 BKAOYEHO NO YMOSYAHULO.

o  YT06bl OTKNIOUYNTL NepeHanpasneHue IPv6 Ha uHTepdence, BbINONHUTE KOMaHOy NO
ipv6 redirects.

HacTtponka konuyecTBa nocnegosatenbHblx naketoB NS, oTnpasreHHbix Bo Bpemss DAD

e  OnuuoHanbHo.

e Y106kl 3anpeTuTb BKtoveHne DAD anga agpecos IPv6 Ha nHTepderice nnum namMeHnTb
KONMyecTBo nocnegoBaTenbHbix naketoB NS, otnpasneHHblx DAD, BbinonHute
komangy ipv6 nd dad attempts.

HacTponka gocTynHOro BpeMeHu coceHero yana

e  OnuuoHankeHo.

e [1ns n3amMeHeHus JOCTYMHOro BpeEMEHM cocea BbINoNHUTe komaHay ipv6 nd reachable-
time.

HacTponka npecdumkca agpeca anga obbseneHus B nakete RA
o [lo ymonuaHuio npedukc B nakete RA Ha nHTepdence — aTo nNpegukc, HaCTPOEHHbIN
B KOMaHAe ipv6 address uHTepdenca.

o (HeobsizatenbHo) BuinonHute komangy ipv6 nd prefix, ytobel go6aBnTb N yganntb
npeduKecbl 1 NnapaMeTpbl NPedUKCOB, KOTOPbIE MOTYT ObITb OO BABNEHDI.

BkritoueHue/BbikntoveHne nogaeneHus RA Ha nHrepdelice

e  OnuyuoHankeHo.

e  YT10ObI HACTPOUTL YCTPOMCTBO AJ151 OTNPAaBKM NakeToB RA, BbINOMHMTE KOMaH4y No ipv6
nd suppress-ra.

HacTtpoika MakcumManbHOro KonmyecTsa HepaspeLleHHblx 3anmcen ND

e  OnuuoHanbHo.

e Ecnu mn3-3a ckaHupylowmnx atak cosgaetca 60nblioe KONMMYecTBO HepaspeLleHHbIX
3anmcen ND, BbinonHuTe KomaHgy ipv6é nd unresolved, 4Tobbl OrpaHUYNTL YMCHO
HepaspeLUeHHbIX coceaen.

HacTpoika makcumanbHoro konmyecTtsa 3anucen ND, nonydeHHbIX B MHTEpdence

e  OnuuoHanbHo.

e Ecnu konnyecTtBo xoctoB IPv6 KOHTponupyeTcs, BbiInonHMTE KoMaHagy ipv6 nd cache
interface-limit, 4To6bl OrpaHNYMTL KONMYECTBO coceaen, 0by4eHHbIX Ha NHTepdeNce.
OTO npepoTBpalLaeT nonagaHve atak, NoslydeHHbIX C NMOMOLLBbI0 PYHKUMN N3y4eHUs
ND, B NpoCTpaHCTBO NaMATK U BIIMSET Ha NPOU3BOANTENBHOCTb YCTPOMCTBA.
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3.4.2.4. NpoBepkKa KoHdUrypauum

BbinonHute cnepgywouwime KoMaHabl 4na NpoBepku npaBuIiibHOCTU KOH(bVIpraU,VII/IZ

e show ipv6 interface interface-type interface-num: nposepbTe, AEWACTBYIOT NN Takue
KOHUrypauum, Kak yHKUMS nepeHanpasneHusi, BpeMsi 4OCTYNHOCTM COCeaHero y3na
W nHTepsan otnpasku NS.

o show ipv6 interface interface-type interface-num ra-inifo: nposepbTe NpaBUMBHOCTb
npedukca u gpyron nHopmauumn, HacTpoeHHon Ans naketoB RA.

e showrun

3.4.2.5. CBsAA3aHHblIe KOMaHAbI

BknroyeHune nepeHanpaBneHus IPv6 Ha uHtepdence

KomaHga ipv6 redirects

Pexum Pexum koHdurypaumm nHrepderica

KOHpurypawmm

BcTpoeHHas Bce coobweHna o6 owwnbkax ICMPv6 nepepatoTcs C orpaHvyYeHHOM

nojckaska ckopocTbio nepegayun. Mo ymonyanuio 10 — makcumansHoe KonmyecTBo
coobueHnin o6 owmnbkax ICMPvV6 nepegaBaembix B cekyHay (10 nakeTos
B CEKyHAy)

HacTtpoika konuyecTBa nocnefoBaTefibHbiX NaketoB NS, oTnpaBneHHbIX BO BpeMs

DAD
KomaHga ipv6 nd dad attempts value
Onuncanne value: ykasbiBaeT Konn4yectso naketoB NS
napameTpos
Pexnm Pexnm koHdurypaumm nutepdenca
KOHdourypaumm
BcTtpoeHHas Mepen HacTporikon agpeca IPv6 Ha nHtepderice Heo6Xo0aNMO BKIOYUTD
noackaska DAD. 3atem agpec HaxoguTcsl B npeaBapuUTenbHOM COCTOsIHMM. Ecnu

DAD He oOHapyxuBaeT KOHQIIMKTA agpecoB, 3TOT adpec MOXHO
ncrnonb3oBaTb. Ecnn obHapyXeH KOH(NUKT agpecoB 1 naeHtTudukaTop
nHTepgenca atoro agpeca wucnonbdyetr EUI-64, Ha aTOM KaHane
CyLlecTBYIOT Aybnupylowme agpeca YpoBHs cBA3n. B atom cnydae
cuctema  aBTOMaTUYECKM — OTKMHOMaAeT  9TOT  MHTepdenc  ans
npenoTBpaLLeHnNs onepaummn, cBadaHHbIx ¢ IPv6 Ha aTom nHtepderice). B
3TO0 BpemMs HeobXoOuMO HACTpOUTb HOBLIM agpec W nepes3anycTutb
nHTepdenc, 4tobbl cHoBa BkItounTb DAD. Korga nHrepdeinc nepexoant
N3 COCTOSHUA BHU3 B cocTosiHne BBepX, DAD cHoBa Bkntovaetca ang
agpecoB B 3TOM UHTepdence
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HacTpoitka BpemMeHM [OCTYNMHOCTU COCeAHEro y3na

Komanpga ipv6 nd reachable-time milliseconds

Onucanne milliseconds: ykasbiBaeT BpeMsi AOCTYMHOCTM coceda B AnanasoHe ot 0

napamMmeTpoB o 3600000. EanHnua uamepeHuss — munnucekyHga. 3HadeHue no
ymonyaHuio — 30 ¢

Pexum Pexum koHdurypaumm nHtepderica

KOHpurypaumm

BcTpoeHHas YcTponctBo obHapyXvMBaeT HEeLOCTYMHbIX COCeAen B COOTBETCTBUM C

noackaska HaCTPOEHHbIM BPEMEHEM [OCTyna. Yem Kopoye HacTpoeHHoe BpeMms

aoctyna, Tem ObICTpee YCTPOMCTBO OOHapyXMBaeT HeAOCTYMHbIX
cocegen, Ho Tem BGornblle OHO NOTPeBNseT NoONocy NPonyckaHnsa ceTn u
pecypcbl ycTponcTBa. [MoaToMy He pekomeHayeTcs yCTaHaBnuBaTb 3TO
3HayeHne CNULLIKOM ManeHbKUM.

HacTpoeHHoe 3HauyeHue ob0bsaBndetca B nakete RA un  Takke
nucnonb3yetcd Ha ycTpouctee. Ecnv 3HadyeHne pasHo 0, Ha ycTponcTee
He yka3aHO Bpems OOCTyna, U PeKOMEHAYEeTCA UCMONb30BaTb 3HAYEHME
no YMOMYaHMio

Hactponka npecukca agpeca ans o6baBneHus B nakete RA

KomaHga ipv6 nd prefix {ipv6-prefix/prefix-length | default} [ [ valid-lifetime { infinite
| preferred-lifetime } ] | [ at valid-date preferred-date ] | [infinite {infinite |
preferred-lifetime}]] [no-advertise] | [[ off-link ] [ no-autoconfig ]]

Onuncanne ipv6-prefix: ykasbiBaeT ungeHtudukatop cetn IPv6, KoTopbli [OMmKeH

napamMmeTpoB COOTBETCTBOBaTb hopmaTy npeacTtasneHuns agpeca B RFC 4291.

prefix-length: ykasbiBaeT pgnvHy npedumkca apgpeca |IPv6. [lepeg
npedunkcom Heobxoammo gobaBuTb Kocyto YepTy (/).

valid-lifetime: ykasbiBaeT nepnog, B TEYEHME KOTOPOro XOCT, NOSTyYatoLLM
npedmkc naketa RA, cuutaetr npedukc [onyctumbiM. [duanasoH
3HayeHur ot 0 0o 4 294 967 295. 3HaueHne no ymonyaHuto: 30 gHen.

preferred-lifetime: ykasbiBaeT nepuon, B TEYEHME KOTOPOrO XOCT,
nonyyawwmn npegukc naketa RA, cuntaeT npedukc LOMYCTUMbBIM.
[wnanasoH 3HauyeHunn ot 0 0o 4 294 967 295. 3HayeHne No ymon4yaHuo: 7
OHen.

at valid-date preferred-date: ykasbiBaeT gonyctumy gaty u
npeanovnTaemMblii CPOK, HACTPOEHHbIN ans npedukca RA. NcnonbayeTtcs
dopmat dd+mm-+yyyy+hh+mm.

infinite: ykasbiBaeT Ha To, 4TO NnpedurKec AencTemTeneH Hascerga. default:
yKa3blBaeT, 4TO MCMonb3yeTca KOHdUrypaumsi napameTpoB MO
YMOJYaHMIO.

no-advertise:  ykasblBaer, yTo npedmkc He  obbsBRSIETCS
MapLUpPyTU3aTOPOM.
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off-link: ecnun npedukc agpeca HasHavyeHuss B nakete IPv6,
OTNpaBfiEHHOM XOCTOM, COBMagaeT C HaCTPOEHHbIM npedukcom,
yCTponcTBO ByaeT paccmatpmBaTh agpec Ha3Ha4YeHUs Mo TOW Ke CCbIfke
N HenocpenCcTBEHHO [OCTYMNeH. OTOT napaMeTp YKasblBaeT, YTo ITOT
npedukc He TpebyeT onpeaeneHnst No KaHany.

no-autoconfig: ykasbiBaeT, 4To npedmkc B nakete RA, nonyyYyeHHOM
XOCTOM, HEe MOXEeT WCMonb30BaTbCA ASI9 aBTOMATUYECKOM HaCTPOWMKM
agpeca

Pexum Pexum koHdurypaumm nHtepderica

KOHcpurypaumm

BcTpoeHHas OTy KOMaHZy MOXHO WCMNOoMb30oBaTb A1 HACTPOWKM napamMeTpos,
noackaska CBSA3aHHbIX C KaXablM NpeduKCoM, BKMOYash BO3MOXHOCTb 0ObsBNEHWS

atoro npedwmkca. lNo ymonuaHuio nakeT RA wucnonb3yet npedwmkc,
HaCTPOEHHbLIN C NMOMOLLbLID KOMaHAbl ipv6-agpeca. 3anyctute KomaHay
ipv6 nd prefix, 4To6bl fO6aBUTL Apyrve NpeduKcsI.

BoinonHute komangy ipv6é nd prefix default, 4To6bLI HacTpouTb
napameTpbl MHTepderica no ymonyaHuto. To ectb, ecnu npu gobasneHunn
npedukca He ykasaH HW OOWH MapameTp, UCMoSib3ynTe napameTpbl,
HacTpoeHHble B komaHge ipv6 nd prefix default no ymonyanuio B
KayecTBe napameTpoB HOBOro npedukca. KoHdurypaumm napameTpoB no
YMOM4YaHMIO OTMEHATCA Mocne Toro, kKak ans npedukca 6yaet ykasaH
napameTp. To ecTb, Npy ncnonb3oBaHuK KomaHgbl ipv6 nd prefix default
Nno yMONYaHuo AN U3MEHEHUS HacTpoeK napaMeTpoB MO YMOSYaHUIo,
TOSNbKO nNpeduKC, HACTPOEHHbIN AN WU3MEHEHWA napameTpoB MO
YMOJSTHaHUIO N KOHUrypauum npedmkca, octaeTcsl NPeXHUM.

at valid-date preferred-date: MmoxHO ykasaTb gonycTumyto gaty npedumkca
OByMs cnocobamu: 1) ykasaHne oMKCMPOBaAHHOIO BPEMEHM OIS KaXKAoro
npedukca B nakete RA; 2) ykasaHme cpoka. Bo BTopom wmeTtoge
nencteutenbHas garta npedmkca B kKaxxgom nakete RA ymeHbllaeTca oo
0

BknroyeHune/BbiknoyeHne nogaBneHna RA Ha nHtepdence

KomaHga ipv6 nd suppress-ra

Pexnm Pexnm koHdurypaumm nHtepdenca

KOHdourypaumm

BcTpoeHHas Ytobbl BKNIOUNTE NnogaeneHne RA Ha uHTepdence, BbIMOMHUTE KOMaHAy
noackaska ipv6 suppress-ra
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HacTtpoiika MakcuManbHOro KonmM4yecTsa HepaspelueHHbIX 3anucen ND

KomaHga ipv6 nd unresolved number

Onucanwne number: ykasbiBaeT MakCcMMasnbHOE KONMYEeCTBO HepaspeLLEHHbIX 3ancen
napamMmeTpoB ND

Pexum Pexwum rnobanbHon koHUrypaumm

KOHpurypaumm

BcTpoeHHas YTobbl npegoTBpaTuTb cosfaHue 6onbwnm KOSIMYECTBOM
nozackaska HepaspeleHHblx 3anmcen ND w©n  3aHMMaloWMX pecypcbl  BBOAA

3M0YyMbILLSIEHHUKAMKN, MOXHO OrpaHMyYnTb KOMMYECTBO HepaspeLUeHHbIX
3anucen ND

HacTponka makcumanbHoro konuyectsa 3anucen ND, nonyyeHHbIX B MHTEpthence

KomaHga ipv6 nd cache interface-limit value

Onucanue value: ykasblBaeT MaKkCMMasribHOE KOMUMYEeCTBO COCEOHUX YCTPOWCTB,
napameTpos nonyYeHHbIX NHTepdencom

Pexnm Pexum koHdurypaumm nHtepenca

KOHdourypaumm

BcTpoeHHas OrpaHnyeHne konuyectBa 3anucenn ND, nony4yeHHbIx B uHTepdelice,
MoAcKasKka MOXeT NnpefoTBpaTUTb aTaku 3MoyMbllfeHHUKOB-coceden. Ecnn ato

YNCMO He OrpaHMYeHo, Ha YycTpoucTBe OymeT cosgaHo 6Gonblioe
konunyectBo 3anucen ND, 3aHMmatloLmx CMLLKOM MHOIo MecTta B NamMATw.
HacTpoeHHoe 3HayeHne JOMKHO BbITb paBHO UnNn BonbLLe Yncna 3anucemn
ND, nony4eHHbIX MHTEphencom. B npoTMBHOM criydae KOHurypaumus He
BCcTynuT B cuny. KoHdwurypauma 3sasucut oT emkoctn BBoga ND,
noanepXXneBaemMomn ycTponcTBoM

3.4.2.6. NMpumep KoHcpUrypaumm

BknroyeHne nepeHanpaBneHus IPv6 Ha uHTepdence

OTanbl Bkntounte nepeHanpaeneHne IPv6 Ha nHtepdence GigabitEthernet 0/0
KOHdourypaumm

QTECH(config-if-GigabitEthernet 0/0)#ipvé redirects
MpoBepka BeinonHuTte komanay show ipv6 interface, 4tobbl NnpoBepuTh pesynbTat
KOHpurypaumm

QTECH#show ipvé interface gigabitEthernet 0/0
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interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):
Mac Address: 00:00:00:00:00:00
INET6: FE80::200:FF:FE0O:1 [ TENTATIVE ], subnet is FE80::/64
Joined group address(es):
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND retransmit interval is 1000 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

HacTtpowka IPv6

DAD

OTanbl HactponTte uHTepcdenc gna otnpaskm DAD Tpex nocrnegosaTernbHbIX
KOHUrypauum nakeTtoB NS

QTECH(config-if-GigabitEthernet 0/0)# ipvé nd dad attempts 3
MpoBepka BbinonHute komaHgy show ipv6 interface, 4tobbl NpoBepuThL pesynbTaTt
KOHdourypaumm

QTECH#show ipvé interface gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):

Mac Address: 00:00:00:0:00:00

INETé: FE80::200:FF:FE0OQ:1 [ TENTATIVE ], subnet is FE80::/64
Joined group address(es):

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 3

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds
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ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>
ND router advertisements live for 1800 seconds
QTECH(config-if-GigabitEthernet 0/0)#

HacTponka nHdo

opmauuun npedukca B nakete RA

OTanbl [ob6aebTe npedmke 1234:/64 k nHtepency GigabitEthernet 0/0
KOHUrypauum

QTECH(config-if-GigabitEthernet 0/0)#ipvé nd prefix 1234:/64
MpoBepka BeinonHute komangy show ipv6 interface, 4ytobbl npoBepuTb pesynbtat
KOHUrypauum

QTECH#show ipvé interface gigabitEthernet 0/0 ra-info
GigabitEthernet 0/0: DOWN (RA is suppressed)
RA timer is stopped
waits: 0, initcount: 0
statistics: RA(out/in/inconsistent): 0/0/0, RS(input): 0
Link-layer address: 00:00:00:00:00:00
Physical MTU: 1500
ND router advertisements live for 1800 seconds
ND router advertisements are sent every 200 seconds<160-240>
Flags: IMIO, Adv MTU: 1500
ND advertised reachable time is 0 milliseconds
ND advertised retransmit time is 0 milliseconds
ND advertised CurHopLimit is 64
Prefixes: <total: 1>
1234::/64(Def, CFG, vitime: 2592000, pltime: 604800, flags: LA)

Hactponka naketoB RA ansa nony4yeHus npedmkcoB n3 nyna npedmkconB

OTanbl HacTtpoinTe nakeTbl RA Ha nony4eHne npedukcoB 13 nyna npedunkcon
KOHpurypaumm "ra-pool"

QTECH(config-if-GigabitEthernet 0/0)#peel default ipvé pool ra-pool
MpoBepka BbinonHute komaHgy show run, 4tobbl NpoBEPUTL pesynbTaT
KOHpurypaumm
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QTECH(config-if-GigabitEthernet 0/0)#show run interface
gigabitEthernet 0/0

Building configuration...
Current configuration : 125 bytes

interface GigabitEthernet 0/0 ipvé enable

no ipvé nd suppress-ra peel default ipvé pool ra-pool !

OTknrovyeHne nogasneHns RA

OTanbl OTkniounte nogasnerHne PA Ha uHtepdence
KOHUrypauum

QTECH(config-if-GigabitEthernet 0/0)# no ipvé nd suppress-ra
MpoBepka BbinonHute komaHgy show run, 4tobbl NpoBEPUTL pesynbTaT
KOHUrypauum

QTECH(config-if-GigabitEthernet 0/0)#show run interface
gigabitEthernet 0/0

Building configuration...

Current configuration : 125 bytes

interface GigabitEthernet 0/0
ipvé enable

no ipvé6 nd suppress-ra!

HacTponka makcumanbHOro Konnm4yecTBa HepaspeLeHHbIx 3anucen ND

OTanbl YCTaHOBUTE MaKCMMarbHOE KONMMYECTBO HepaspelleHHbiX 3anucen ND
KOHpurypaumm paBHbiM 200

QTECH(config)# ipvé nd unresolved 200
MpoBepka BbinonHuTe komaHay show run, 4tobbl NpoBEpPUTL pesynbTaT
KOHpurypaumm

QTECH#show run

ipvé nd unresolved 200
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HacTtpoiika MakcumanbHoro konu4vectsa 3anucent ND, nony4yeHHbIX B MHTepdpelice

SAT1ansbl YcTtaHoBuTe MakcumarnbHoe konmyectBo 3anmcen ND, nony4veHHbIX Ha
KOHpurypaumm uUHTepdence, pasHeim 100

QTECH(config-if-GigabitEthernet 0/1)# ipvé nd cache interface-limit
100

MpoBepka BbinonHute komangy show run, 4toObl NPOBEPUTL pesynbTaT
KOHcpurypaumm

QTECH#show run
linterface GigabitEthernet 0/1

ipvé nd cache interface-limit 100
!

3.4.3. HacTtpounka MTU IPv6 Ha uHTepdeunce

3.4.3.1. PeaynbTaT KOHUrypauumu

B COOTBETCTBMM CO CXEMOW CETU, HACTPOMTE KOPPEKTHBIN agpec IPv6, 4tobbl n3bexartb notepun
nakeToB.

3.4.3.2. NpumeyvaHun

MTU IPv6 nuHtepderica gomkeH ObiTb MeHbLue unn paseH MTU-unTepdenca. nanasoH IPv6
MTU coctaBnsieT ot 1280 go 1500.
3.4.3.3. dtanbl KOH(Urypaumum
Hactponka MTU IPv6 nHtepdenca
e  OnuyuoHarnkeHo.
o Ecnn muHumanbHbin pasmep MTU B UHTepHeTe meHbwe MTU IPv6-uHTepdeiica,
NCNonb3ynTe aTy KOHGUrypaumio ans yctaHoBku npasunsHoro MTU-nHTepdenca.

3.4.3.4. NpoBepkKa KoHdUrypauumm

e 3anyctute komangy show run wnu show ipv6 interface, 4tobbl nNpoBepuUTb
NpaBuUbHOCTb KOHPUIypaumm.

e  3axeart NokarnbHO OTnpaBneHHbIX nakeToB IPv6, anuHa koTopbix npeBbiwaeT MTU IPv6.
PesynbTaT 3axBaTa nakeToB nokasblBaeT, YTO NakeT IPv6 pparmeHTnpoBaH Ha OCHOBE
MTU IPv6-nHTEpPOElica.
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3.4.3.5. CBAi3aHHble KOMaHAbI
Hactponka MTU IPv6-uHTepdenca

KomaHga ipv6 mtu bytes

Onucanwne bytes: ykasbiBaet MTU naketa IPv6 B gmanasoHe ot 1280 gjo 1500.
napameTpoB EaovHnua namepenuna — 6ant

Pexum Pexum koHdurypaumm nHtepderica

KOHUrypauum

BcTpoeHHas HepocTtynHo

noackaska

3.4.3.6. NMpumep KoHduUurypauumn
Hactponka MTU IPv6-uHtepdenca

NameHute IPv6 MTU-unTepdenica GigabitEthernet 0/0 Ha 1300

OTanbl
KOHUrypauum
QTECH(config-if-GigabitEthernet 0/0)#ipvé mtu 1300
MpoBepka BbinonHuTe komaHay show ipv6 interface, 4tobbl NpoBepuThL pesynbTaTt
KOHdourypaumm

QTECH(config-if-GigabitEthernet 0/0)#show ipvé interface

interface GigabitEthernet 0/ is Down, ifindex: 1, vrf_id 0 address(es):
Mac Address: 08:c6:b3:f1:17:61

INET6: FE80::2D0:F8FF:FE22:3347 [ TENTATIVE ], subnet is FE80::/64
INET6: 1020::1 [ TENTATIVE ], subnet is 1020::/64

INET6: 1023::1 [ TENTATIVE ], subnet is 1023::/64

Joined group address(es):

MTU is 1300 bytes

ICMP error messages limited to one every 100 milliseconds

ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds
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ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

3.4.4. BknoyeHne mapupyTta uctouHuka IPv6 (IPvé Source Routing)

3.4.4.1. PeaynbTaT KOH(hUrypauum

RFC 5095 otmeHun 3aronosok Mmapupytusaumm tuna 0. Yctponctea QTECH no ymonuaHuio He
noagepXkuBaloT 3aronoBoK MapwpyTusaumm tuna 0. AOMWHMCTPATOP MOXET BbINOMHUTD
KomaHay ipv6 source-route B pexunme rnobansHOM koHUrypaumm, 4tobbl BKIOUNTL MapLUpyT
nctoyHuka IPve.

3.4.4.2. dtanbl KOH(Urypaumum
BkritoueHne maplipyTta nctovHuka (Source routing) IPve

e  OnuuoHarnbHo.

o YT10Obl BKNIOYNTE MapLUPYT UCTOYHMKA IPV6, BEINONTHUTE KOMaHAy ipv6 source-route.
3.4.4.3. NpoBepkKa KoHdUrypaumm

YCTPONCTBO MOXeT AOMKHbIM 06pa3oM nepecbinatb NakeTbl C 3arofloBKOM MapLipyTusaumm
Type 0.

3.4.4.4. CBA3aHHble KOMaHAbI

BkritoueHne mapLipytmsaumm nctovHmka IPve

KomaHnga ipv6 source-route

Pexnm Pexunm rnobanbHomn koHdurypauum

KOHdourypaumm

BcTpoeHHas Mockonbky 3aronoBok Tmna 0 MoxeT npuBecTn K atakam DoS Ha

NnoAcKa3ka YCTPOWUCTBO, YCTPOMCTBO He nepecbinaeT nakeTol IPv6 c 3aronoskom
MapLupyTM3aumm no ymondanuo, a obpabartbiBaet naketbl IPv6, cam no
cebe ABNAACL KOHEYHbIM adpecoM Ha3Ha4YeHUs U 3arofloBKOM
MapLpyTmnsaumm tuna 0

3.4.4.5. NMpumep KoHcpUrypaumm

BkntoyeHne mapLupyTmMsaunm UCToYHKUKa IPv6

OTanbl BkrounTb MapLipyTusaumo NCTovHuka IPve
KOHdourypaumm

QTECH(config)#ipvé source-route

MpoBepka BbinonHute komaHgy show run, ytobbl NpoBEPUTL pe3ynbTaT
KOHpurypaumm
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QTECH#show run | inc ipvé source-route ipvé source-route

3.4.5. HacTpomnka ckopocTu oTripaBku coobweHmnn o6 owmnbkax ICMPv6

3.4.5.1. PeaynbTaTt KOHhUrypauum

HacTpoiika ckopocTu oTnpaeku cooblleHnin o6 owwmbkax ICMPV6.

3.4.5.2. dtanbl KOH(Urypaumm

HacTpowka ckopocTtun otnpasku naketa ICMPV6 crniiikom 6onbLumMx coobLeHni

OnuuoHanbHo.

Ecnn ycTtponctBo nony4aeTr MHoOXecTBo naketoB |IPv6 ¢ gnuHOM nakeTa,
npesbiwatowen IPvé MTU ncxogsawero nHtepdeiica, u, Takum obpasom, otnpaBnseT
bonbwoe konudectso ICMPv6 Packet Too Big coobuieHuin, koTopble notpebnsatoT
MHoOro pecypcos LI, sanyctute komaHgy ipv6 icmp error-interval too-big ¢ cnuwkom
OonbwWMM MHTEpPBAnioMm OWKOBOK, 4YTOBbI OrpaHMYUTbL CKOPOCTb OTMPaBKM 3TOrO
cooOLeHns ob oLunbke.

HacTponka ckopocTu oTnpasku apyrmx coobLueHnin 06 owmbkax ICMPv6

OnuuoHanbHo.

Ecnu ycTpoicTBO Nony4aeT MHOXECTBO HeBanuaHbIx nakeTos IPv6 u, Taknm obpasom,
reHepupyeTt MHoro coobueHun 06 owmbkax ICMPV6, BbinonHUTE KOMaHay ipv6 icmp
error-interval, 4tobbl OrpaHU4YMTbL CKOPOCTb OTMpaBkM coobLleHnn 06 owmbkax
ICMPv6. 3Ta komMaHda He BnvsieT Ha ckopocTb oTnpaBku ICMPv6 Packet Too Big
COOOLLIEHUNN.

3.4.5.3. lNpoBepkKa KoHdUrypauumm

BeinonHuTte komaHgy show running-config, 4ToGbl NpoBepUTL pesynbTar.

3.4.5.4. CBAA3aHHble KOMaHAbI

Hactponka ckopoctn otnpaBku naketa ICMPv6 cnuwkom 6onblunx coodeHnmn

KomaHga ipv6 icmp error-interval too-big milliseconds [bucket-size]
Onuncanne milliseconds: ykasbiBaeT nepuog OBHOBMEHUSA KOHTEMHEpa MapKepoB B
napameTpoB ananasoHe ot 0 pgo 2147483647. EgouvHMua  wnamepeHuss —

MUNIMceKyHaa. 3Hadvenne no ymonyanuto: 100. Ecnu 3HayeHne paBHo 0,
CKOPOCTb OTNpaBkn coobweHun o6 owmnbkax ICMPv6 He orpaHuyeHa.

bucket-size: ykasbiBaeT KONMMYECTBO MapKEpPOB B KOHTEWHepe and
MapkepoB B gnanasoHe oT 1 go 200. 3HauyeHune no ymonyanmto — 10

Pexum
KOHpurypaumm

Pexunm rmobanbHomn koHdurypauum
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BcTpoeHHas
noackaska

Ons npepotBpaweHns DoS-aTak UCMOMb3ynTe anroputM KOHTerHepa
MapKepoB, 4TOObl OrpaHM4MTb CKOPOCTb OTMpaBkM coobLleHnn 06
owmnbkax ICMPV6.

Ecnn gnuHa nepeckbinaemoro naketa IPv6 npeBbiwaer MTU IPv6
ncxoasiwero mHTepdenca, mapLupytusaTop oTOpacbiBaeT 3TOT NakeT
IPv6 n otnpaBnsiet obpaTHo coobuweHne ICMPv6 Packet Too Big Ha
ucxogHen agpec IPv6. 3T1o coobuleHne o6 ownbke B OCHOBHOM
ncnonb3yetca B npouecce IPv6 PMTUD. Ecnu gpyrme coobuieHmsa o6
ownbkax ICMPV6 saBnsoTCca 4Ype3MepHbIMU, HEBO3MOXHO OTMPaBUTb
naket ICMPv6 Packet Too Big, yto mpueoaut Kk cboto IPv6 PMTUD.
MoaToMy peKkoMeHOyeTCs OrpaHuYnTb CKOPOCTb OTMApPaBKM NakeToB
ICMPv6 Packet Too Big He3aBncumMo OT gpyrmux coobuieHunin o6 owmbkax
ICMPV6.

lMockonbKy TOYHOCTb Tammepa coctasnseTr 10 McC, pekomeHgyeTtcs
YCTaHOBUTb MHTEpBan OOHOBMEHWS KOHTEMHepa MapkepoB Ha Luenoe
ymcno, kpatHoe 10 mc. Ecnn neprnon o6HOBNEHNSA KOHTEHEPA MapKepoB
HaxoauTcsa B guanasoHe ot 0 go 10, dakTnyeckum nepuos ob6HOBNEHNS
cocrtasngeT 10 mc. Hanpumep, ecnun ckopocTb OTMNPaBKn yCTaHOBMEHa Ha
1 kaxgble 5 mMc, gBa coobueHna o6 owmnbkax OTNPaBNATCA KaKable
10 mc B peanbHbIX cuTyaumsx. Ecnv nepuon obHOBNEeHWA KOHTenHepa
MapKepoB He 4BMAgeTCd LUenbiM  4ucrioM, KpaTtHeim 10 ™mc, OH
aBToMatMyeckm npeobpasyetcsa B Lenoe 4ucro, kpatHoe 10 mMc.
Hanpumep, ecnn gns CKOpOCTM OTMPaBKM YCTAaHOBMEHO 3HayeHue 3
kaxxgble 15 mc, gBa knova obHoBnsAwTca kKaxable 10 MC B peanbHbIX
cUTyaumsx

HacTponka ckopoct oTnpaBku Apyrux coobweHmnn o6 owmnbkax ICMPv6

KomaHga ipv6 icmp error-interval milliseconds [bucket-size]

Onuncanne milliseconds: ykasbiBaeT nepuog OBHOBMEHUSA KOHTEMHEpa MapKepoB B

napamMmeTpoB ovnanaszoHe ot 0 pgo 2147483647. EgnHMua um3MepeHnsa —
MUNMcekyHga. 3HaveHure no ymonyanuio — 100. Ecnv 3HauyeHne paBHO
0, ckopocCTb oTnpaBku coobleHnn o6 owmnbkax ICMPV6 He orpaHudeHa.
bucket-size: ykasbiBaeT KONMMYECTBO MapKEPOB B KOHTEMHepe Ans
MapkepoB B gnanasoHe ot 1 go 200. 3HayeHne no ymon4yaHmio — 10

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

BcTtpoeHHas [ns npepotBpaweHus DoS-aTak ucnonb3ynTe anroputM KOHTEnHepa

noackaska MapKepoB, 4TOObl OrpaHM4YnTb CKOPOCTb OTMNpaBku coobuieHnn 06

owunbkax ICMPV6.

lMockonbKy TOYHOCTL Tammepa coctaBngeT 10 Mc, pekoMmeHayeTcs
YCTaHOBUTb WHTEpBan OOHOBMEHUS KOHTEMHepa MapKepoB Ha Lernoe
yuncno, kpatHoe 10 mc. Ecnn neprnog 06HOBNEHNSA KOHTENMHEPA MapKeEPOB
HaxoauTcsa B ananasoHe oT 0 go 10, daktudecknn nepmod 06HOBNEHNSA
coctasngeT 10 mc. Hanpumep, ecrnn ckopoCTb OTNPaBKM YCTaHOBMNEHA Ha
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1 kaxgble 5 Mc, aBa coobLueHnsa o6 owmnbkax oTnpaBnslTcs Kaxable 10
MC B peanbHbiX cuTyauusx. Ecnv nepuvoa oBGHOBNEHMS KOHTEMHepa
MapKkepoB He SBNAeTcs LUenbiM 4Yucrnom, kpaTtHeiMm 10 McC, OH
aBTOMaTM4eCKn npeobpasyeTca B Lenoe uucno, kpatHoe 10 mc.
Hanpumep, ecnn ana cKopoCcTM OTNpaBKUM YCTAHOBIEHO 3HadeHue 3
kaxable 15 mc, aBa knoya obHoBnsiloTCA Kaxable 10 Mc B peanbHbIX
cUTYyaumsx

3.4.5.5. NMpumep KoHcpuUurypaumumn

HacTpowka ckopocTtu oTnpaBku cooduieHnin o6 owmndkax ICMPv6

OTanbl YCTaHOBMTE CKOPOCTbL OTMPABKM CNULLKOM BonbLuoro coobuieHnsa ICMPv6
KOHpUrypauum Ha ypoBHe 100 nakeToB B cekyHay, a And apyrux coobiueHni o6 owmbkax
ICMPVv6 — Ha ypoBHe 10 nakeToB B CEKYHAY

QTECH(config)#ipvé icmp error-interval too-big 1000 100
QTECH(config)#ipvé icmp error-interval 1000 10

MpoBepka BbinonHute komaHgy show running-config, 4Tobbl NpoBepuUTbL
KOHpu1rypaumm pesynbTat

QTECH#show running-config | include ipvé icmp error-interval
ipvé icmp error-interval 1000 10

ipvé icmp error-interval too-big 1000 100

3.4.6. HacTpounka 3Ha4yeHus IPv6 Hop Limit

3.4.6.1. PeaynbTaT KOHUrypauum

HacTpoiiTe KonvMyecTBO MepexodoB OOHOAAPECHOro naketa Ana  npeaoTepalleHus
HeorpaHM4YeHHOW Nepeaayn nakeTa.

3.4.6.2. dtanbl KOH(Urypaumm
HacTponka npegena onepauun IPv6

e  OnuuoHanbHo.

e YT106bl M3BMEHNTb KONMYECTBO NEPEXOAOB OAHOAAPECHONO NaKeTa, BbINOSIHUTE KOMaHAY
ipv6 hop-limit value.

3.4.6.3. lNpoBepka KoHdUrypaumm

e BuinonHute komaHgy show running-config, 4Tto6bl nNpoBepuUTb NPaBUIIBHOCTb
KOHpurypaumm.

e 3axBaT ogHoagpecHbIx nakeToB IPv6, oTnpaBneHHbix xocTom. PesynbTaTt 3axBaTta
nakeToB MOKa3blBaeT, YTO 3HAYEHME NOMA orpaHMyYeHnsa nepexona B 3aronoske |IPv6
COBMagaeT C HACTPOEHHbIM OrpaHUYEHNEM Nnepexoaa.
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3.4.6.4. CBAA3aHHble KOMaHAbI

HacTponka npegena onepauun IPv6

KomaHga ipv6 hop-limit value

Onucanwne value: ykasblBaeT KONMMYECTBO MEpPexofoB OOHOAAPECHOro MakeTa,
napameTpos OTNpPaBIEHHOMO YCTPOMCTBOM. [lnana3oH 3HadeHui ot 1 go 255

Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypawmm

3.4.6.5. NMpumep KoHcurypaumumn

Hactpowka npeaena xonos IPv6

OTanbl N3meHuTe orpaHnyeHme nepexoga IPv6 yctponctea Ha 250
KOHUrypauum

QTECH(config)#ipvé hop-limit 250

MpoBepka BbinonHute komaHgy show running-config, 4Tobbl NpoBepUTb
KOHpurypaumm pesynbTaT

QTECH#show running-config ipvé hop-limit 254

3.4.7. Bkno4yeHue/BbIKnoYeHMe hyHKLMUM OTKa3a oTrpaBKu naketoB NS B
cetn VLAN ayteHTUdUKaLnUmn
3.4.7.1. PeaynbTaT KOHUrypauumm

BkritoueHne wunu OTKMOYEeHWe yHKUMKM oTkasa oTnpaBku naketoB NS B cetm VLAN
ayTeHTudmkaumm B SVI.

3.4.7.2. MpumeyaHun

KoHdburypaums nogoepxmaeTcst TONbko B SVI n eNCTBYET TONBLKO B PEXMME ayTEHTUdMKaLUK
Lno3a.
3.4.7.3. dtanbl KOH(Urypauum

BkritoueHune/BbikntoveHne  pyHKUMKM  OTka3a oTtnpaBkm naketoB NS B cetm  VLAN
ayTeHTMdmKaumm

e  OnuuoHanbHo.

e B pexume ayTeHTUdMKALMM LIMKO3a BbINOMHMTE KOMaHAy no ipv6é nd suppressauth-
vlan-ns, 4Tob6bl YCTPOMCTBO MOrNo oTnpaBnatb naketel NS B cetn VLAN
ayTeHTudmKauunm.

3.4.7.4. NMpoBepkKa KoOHdUrypauumm

BbinonHuTte komaHay show running-config, 4Tobbl NpoBepunTb NPaBUITLHOCTE KOHUIypaumu.
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3.4.7.5. CBAA3aHHble KOMaHAbI

BkritoueHue/BbikntoveHne  pyHKUMKM  OTKa3a oTnpasBknm naketoB NS B cetm VLAN

ayTeHTudmkaumm
KomaHga ipv6 nd suppress-auth-vlan-ns
Pexum Pexum koHdurypaumm nHtepderica
KOHUrypauum
BcTpoeHHas [nsa oTKNoYeHUs 3ToN PyHKUMM MCnornb3ynte oopmy NO AaHHON
noackaska KOoMaHabl

3.4.7.6. Mpumep KoHcurypaumumn

OTkntoveHne dyHKUMM oTkasa oTnpaskm naketoB NS B cetn VLAN ayTeHTUdmkaumm

OTanbl Otkntounte yHKUMIO OTkasa otnpaBku naketoB NS B cetn VLAN
KOHUrypauum ayTeHTudukaumm

QTECH(config-if-VLAN 2)#no ipvé nd suppress-auth-vlan-ns
MpoBepka 3anyctute komaHgy show running-config interface vian 2, 4to6bl
KOHUrypauum npoBepuTb pesynbTat

QTECH#show running-config interface vlan 2 no ipvé nd suppress-
auth-vlan-ns

3.4.8. HacTpoiika wno3a no yMon4yaHuio B UHTepdelice ynpaBneHus

3.4.8.1. PeaynbTaT KOHUrypaumm

HacTtponte wno3 no ymonyaHuio B WHTepdence ynpaeneHusi. CosgaeTcs mapLlupyT Mo
YMOSIYaHUIO, MpU 3TOM MUCXOOAWMN UHTepdenc aBnseTca MHTepdencoM ynpasBneHus, a
cneaylowm nepexon — HaCTPOEHHbIM LLSTHO30M.

3.4.8.2. NMpumeyaHun

KoHurypauma nogaepKmBaeTcs TONbKo B MHTEpdENce ynpaBnieHns.

3.4.8.3. dtanbl KOH(Urypaumum

HacTpoiika wnto3a no yMmosiyaHuio B MHTepdence ynpasneHus

e  OnuuoHanbHo.

e Y706bl HACTPOUTL MaPLLPYT MO YMOJSYAHMIO AN UHTepdenca ynpaBneHns, BoINoHUTE
KomaHgy ipv6 gateway.

3.4.8.4. NMpoBepkKa KoHdUrypaumm

BbinonHuTte komaHay show running-config, 4Tobbl NpoBepunTb NPaBUITLHOCTE KOHUIypauum.
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3.4.8.5. CBsizaHHble KOMaHAbI

HacTtpoiika wno3a no ymonyaHuio B UHTEPAENce ynpaBneHus

KomaHga ipv6 gateway ipv6-address

Pexum Pexum koHdurypaunm nHtepderica

KOHUrypauum

BcTpoeHHas OTa KoMaHAa nogaepXmnBaeTcs TONbKO B MHTepdence yrnpasneHus
noackaska

3.4.8.6. NMpumep KoHcurypauumn

HacTponka wo3a no yMon4yaHuio B UHTepence ynpaeneHus.

OTansl YcTaHoBUTL LWMKO3 N0 YMOYaHuo nHTepdenca ynpasnexHms Ha 2000::1
KOHUrypauum

QTECH(config)# interface mgmt 0
QTECH(config-mgmt)# ipvé gateway 2000::1

MpoBepka 3anyctute komaHgy show running-config interface vlan 2, 4tobbl
KOHUrypauum npoBepuTb pesynbTat

QTECH#show running-config interface mgmt 0

Ipvé gateway 2000::1

3.5. KoHTponb cocTosiHuA

3.5.1. OuncTrka

BHUMAHMUE: BbIMONTHEHME KOMAH[, CLEAR MOXET MPVBECTU K MOTEPE BAXHOW
NHOOPMALINU U, CITIEOOBATENBHO, NPEPLIBAHVIO PABOTbI CIYXB.

OnucaHue KomaHaa

Ounwaet pguHamunyeckm | clrear ipv6 neighbors [ vrf vrif-name ] [ oob ] [interface-id]
N3yYeHHble cocegHve
obnactu
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3.5.2. OTobpaxeHue

IPv6-nHTepdelica

OnucaHue KomaHaa
OTtobpaxeHne show ipv6 interface [[interface-id] [ra-info] ] [brief
MHopmaLm [interface-id]]

OTtobpakeHune
nHdopmMaLmm 0 coceae

show ipv6 neighbors [vrf vrf-name] [verbose] [interfaceid]

[ipv6-address] [static] [oob]

OT1obpaxaet
UHdopmaumio B Tabnuue
MapLpyTusaumm IPv6

show ipv6 route [vrf vrf-name] [ static | local | connected |

bgp | rip | ospf | isis ]

3.5.3. OTnapgka

NPUMEYAHUE: cuctemHble pecypcbl 3aHATbl MpUM BblBOAE OTMAgOYHOW MHMOPMaLnN.
lMoaTomy, OTKMOUMTE OTNALOUHbBIA KOMMYTATOpP Cpasy NoCe UCMNoNb30BaHUs.

OnucaHue

KomaHpa

BknouyeHwe gebar
coobwweHnn 3anmcn ND

debug ipv6 nd
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4. HACTPOUKA DHCP
4.1. O630p

MpoTokon guHamuyeckonm koHgwurypaumm xocta (DHCP) — ato npotokon LAN, Ha 6ase
nonb3oBaTtenbckux gatarpamm (UDP) ana anHammyeckoro HasHavyeHus ceTeBbix |IP-agpecos u
COMyTCTBYIOLLMX NapameTpoB.

DHCP pabotaet B pexume knuneHT-cepep. DHCP-knneHT oTnpaBnsieT Ha cepBep
DHCP-3anpoc Ha nony4deHue IP-agpeca v apyrux koHdurypauun. Ecnv knueHt DHCP v cepsep
DHCP HaxogsTtca He B ogHOM noaceTn, To and nepecbinkm 3anpoca DHCP 1 otBeTa Ha nakeTbl
Tpebyetcsa DHCP Relay.

4.1.1. MNMpoTokonbl U cTaHAapPThbI

o RFC2131: npoToKON AMHAMUYECKOW KOHMUIypaLmm XocTa.
o RFC2132: napameTtpbl DHCP n pacwmpernsa noctaBwmka BOOTP.
o RFC3046: onuus nHdopmaumm o petpaHcnatope DHCP.

4.2. NMpumeHeHue

NMpumeHeHne OnucaHue

[NpenoctaBneHne cnyx6bl | HasHavaeT IP-agpeca knneHTam B flokanbHOW CceTu
DHCP B fiokanbHOW cetu

BknroyeHue knneHta DHCP Bkntounte knnent DHCP

MpumeHeHune npaeuna AM Ha | MpumeHeHne DHCP-cepsepa B cpeae Super VLAN
cepeepe DHCP

Hactponka DHCP Relay B | B npoBogHoW ceTy nonb3oBaTenn U3 pasHbiX CErMEHTOB CETH
MPOBOAHOW CETU 3anpawwmsatoT |IP-agpeca

MpumeHeHune npaeuna AM Ha | B cetn Super VLAN nonb3oBaTenu u3 pasHbiX CErMEHTOB
DHCP ceTu 3anpaimBatoT IP-agpeca

4.2.1. NpepoctaBneHue cnyx6l DHCP B nokanbHOM ceTtn

4.2.1.1. CueHapum
HasHaubTe IP-agpeca yeTbipeM nNonb3oBaTeNAM fIOKanbHOW ceTu.

Hanpumep, HasHadbTe IP-agpeca nonb3osatenam 1, 2, 3 1 4, Kak nokasaHO Ha crnegyoLlem
PucyHke.

e YeTblpe nonb3oBaTeNs NOAKIIOYEHBI K cepBepy S yepes yctponctea A, B, Cu D.
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User3

User1

>
) 4

S @_

PucyHok 4-1.

Userd B User2

D 4
D 4

S — 3T0 ncxogsawmn Wwnto3, pabotarowmin kak DHCP-cepsep.

A, B, C n D gaBnawTca KommyTaTopamu AOCTyNa, KOTOpble MO3BOMSAIOT OCYLLECTBNATb
nNpo3payHyto nepenadvy Ha ypoBHe 2.

Nonb3oBaTenb 1, nonb3oBaTenb 2, nonb3oBaTeNlb 3 W nonb3oBaTenb 4 ABRAKTCA
nosib3oBaTensaAMMN fIoKanbHON CeTu.

4.2.1.2. OnucaHue

o Bkntounte cepsep DHCP Ha cepsepe S.
e HactponTte npospaynyto nepegadvy VLAN yposHsa 2 Ha A, B, C n D.
o [lonb3oBatene 1, Nnonb3oBaTenb 2, Nonb3oBaTenb 3 U Nonb3oBaTenb 4 UHULUUPYIOT
3anpocsbl knneHta DHCP.
4.2.2. BknroyeHune knuneHta DHCP

4.2.2.1. CueHapum

[ns HasHadyeHus IP-agpecoB nonyuute goctyn k kommytatopam A, B, C n D Ha cepsepe S
3anpoca nokanbHOn CeTMu.

Hanpuwmep, skntounte DHCP Client Ha nHtepdencax A, B, C n D gns 3anpoca IP-agpecos, kak
nokasaHo Ha crneaytouiem PucyHke.

C A

S S &

< <

PucyHok 4-2.

S — 370 ncxoadwmn w3, pabotatrowmin kak DHCP-cepsep.

A, B, C n D gaBndaoTca KOMMyTaTtopamu AOCTyna C BKOYEHHbIM knveHTom DHCP Ha
nHTEepencax.

4.2.2.2. OnucaHue

e Bknounte cepsep DHCP Ha cepsepe S.
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e  Bkntounte DHCP-knneHT Ha nHtepdencax A, B, C n D.

4.2.3. NpumeHeHue npasuna AM Ha cepBepe DHCP
4.2.3.1. CueHapum

Kak nokaszaHo Ha PucyHke 4-3, cosgante Super VLAN, HacTponTe npasunio AM u BkntouuTe
cepsep DHCP Ha ocHoBHOM komMmyTaTope A. B — kommyTaTop arperauun, C — KoMmmyTaTop
poctyna n D — yctponcTteo 6ecnpoBogHoro gocrtyna. TpeboBaHusi NnepeyYncrieHbl HUXe:

e [InHamundeckoe Ha3HaveHue |IP-agpecoB Ha ocHoBe VLAN 1 nopra.

e HasHauatb IP-agpeca ctatndecku Ha ocHoe VLAN.
o [IMHamunyeckoe HasHayeHue IP-agpecoB Ha ocHoBe npasuna AM no ymonyaHuio.

Superlan

T Wireless

Terminals
§ '
Y

!y(lﬁ‘
\"'\

~ \\

P
3

Wired ~ I\‘\/

\.
Terminals i

| N

-

PucyHok 4-3. NpumeHeHne npasuna AM Ha cepsepe DHCP
A — 3TO OCHOBHOE YCTPOWCTBO.
B — ycTponcTeo arperauuu.
C — 3TO0 YCTPOMCTBO NPOBOAHOIO AOCTyna.
D — 3710 ycTpOMCcTBO HECnpoBOAHOr0 AOCTYNA.

4.2.3.2. OnucaHue

e Hactponte npasuno AM, skntounte cepeep DHCP u cosgante Super VLAN Ha A.

e Cospante VLAN Ha B u C gnsa npospayHon nepegaym naketoB DHCP oT npoBogHbIX
nonb3oBartenen Ha A onga 3anpoca IP-agpecos.

e Bknounte cdyHkuno 6ecnposogHon cBa3mM Ha D ana npospayHon nepepayv nakeToB
DHCP ot 6ecnpoBoaHbix nonb3oBaTenen Ha A and 3anpoca |IP-agpecos.
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4.2.4. Hactponka DHCP Relay B npoBoagHou ceTtu

4.2.4.1. CueHapum

Kak nokasaHo Ha cnegytowiem PucyHke, kommyTtatopbl C u D aBnstoTca ycTporncTBammn Joctyna
ans nonb3osatenen B cetsax VLAN 10 n VLAN 20 cootBeTcTBeHHO. KommyTaTtop B aBnseTcs
LUSO30M, @ KOMMYTaTOpP A — OCHOBHbBIM YCTPONCTBOM. TpeboBaHNs nepeyvmcneHbl HUXE:

Kommytatop A pabotaet B kadectBe DHCP-cepBepa nna AuHaAMU4ecKoro HasHadeHus
IP-agpecoB pasfnnyHbIX CErMEHTOB CeTU Morb3oBaTeniaM B pasdnmyHblx ceTsax VLAN.

Monb3oBaTtenu B ceTsix VLAN 10 n VLAN 20 guHamnyeckn nonydatot IP-agpeca.

——
=

DHCP Server
Switch A v

Gi 01

@

Gi 01

Switch B g&->z% DHCP Relay

DHCP Client

PucyHok 4-4. DHCP Relay
KommyTatopbl C n D siBnstoTcs ycTponcTesamum gocTyna.
KommyTtaTtop B aBnseTcs Wno3oMm.
KommyTaTtop A sBNsieTcst OCHOBHbIM YCTPONCTBOM.

4.2.4.2. OnucaHue
e Hactponte cBaA3b ypoOBHA 2 Mexgy kommyTatopom B mn kommytatopom C, a Takke
Mexay kommytaTopomM B 1 kommyTtaTopom D.
¢ HakommyTatope B ykaxuTte agpec cepsepa DHCP n BkntounTte dpyHkumio DHCP Relay.

e Ha kommyTtatope A cosgante nynbl agpecoe DHCP agna VLAN 10 m VLAN 20
COOTBETCTBEHHO U1 BKItounTe cepeep DHCP.

4.2.5. NpumeHeHne npasuna AM Ha DHCP Relay
4.2.5.1. CueHapum

Kak nokaszaHo Ha PwucyHke 4-5, A — 310 cepeep DHCP, B — ocHOBHOW KomMyTaTop,
HacTpoeHHbin Ha Super VLAN, npasuno AM wun petpaHcnauuio DHCP, C — kommyTaTop
arperaumu, D — kommyTaTop goctyna n E — yctponcteo 6ecnpoBogHoro goctyna. TpeboBaHus
nepeyYncrieHbl HUXe:

e Ha ocHoBaHuu npasuna AM-nopTta VLAN-areHT petpaHcnsiumm DHCP BuiGupaeT agpec
noacetn B kadectBe Giaddress nakeToB peTpaHCnALUMM U NepechinaeT Ux Ha cepBep
DHCP ans 3anpoca IP-agpeca knmeHTa.
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e B cootetcTBuM ¢ npasunom AM no ymonyaHuio areHt petpaHcnsaumm DHCP BbiGupaet
agpec noaceTu B Ka4decTBe agpeca Af1s peTpaHCnaumMmM nakeToB 1 NepechinaeT ux Ha
cepeep DHCP gns 3anpoca IP-agpeca knueHTa.

DHCP Server

Superylan

B$

5
! - ~—
—_— —
' I~
a Wireless V @

A

{17

Terminals a

S
=1

______ j Wired |
Terminals |

PucyHok 4-5. MNMpumeHenune npasuna AM Ha DHCP Relay
A — 9TO OCHOBHOE YCTPOWCTBO.
B — 9TO OCHOBHOE YCTPOWCTBO.
C — 9TO YCTPONCTBO arperauuu.
D — 9TO YCTPONCTBO NPOBOAHOIO JOCTYyNa.
E — aT0 ycTponcTeo 6ecnpoBoAHOro goctyna.

4.2.5.2. OnucaHue

e  Bknounte cepsep DHCP Ha A.
e HactponTte npasuno AM, skntounte DHCP Relay n cosgante Super VLAN Ha B.
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e Cosgante VLAN Ha C n D gna npo3payvHon nepenaym naketoB DHCP oT npoBoAHbIX
nonb3oBaTtenen B B ansa sanpoca IP-agpecos.

e Bknwounte cdyHkumio 6ecnpoBogHON €BA3M Ha E ang npo3payvHon nepepayn nakeTos
DHCP ot 6ecnpoBoaHbix nonb3oBaTenen B B ons 3anpoca IP-agpecos.

4.3. KnroyeBble 0COOEHHOCTU

4.3.1. basoBble KOHUenuuun
CepBep DHCP

Ha ocHoBe RFC 2131 DHCP-cepeep QTECH HasHauvaeT IP-agpeca knneHTam u ynpasnsaet
atumm IP-agpecamum.

Knuent DHCP

Knnent DHCP nossongeTt yCcTpoOMCTBY aBTOMaTU4eCKM nonydatb IP-agpec n KoHurypauum ¢
cepsepa DHCP.

DHCP Relay

Ecnn knuent DHCP n cepsep DHCP Haxogdatca He B ogHOM MOACETU, TO ANS Nepechbisiku
3anpoca DHCP v otBeTa Ha nakeTbl Tpebyetca DHCP Relay.

ApeHpa

ApeHgoa — 9TO nepuog BpemMeHu, YykasaHHbln DHCP-cepsepom ans knveHta Aans
ncnonb3oBaHuA HasHayveHHoro IP-agpeca. IP-agpec aktuBeH npu apeHge ¢ knneHtom. lMepea
NcTeYeHneM Cpoka apeHabl KNMeHTy Heobxoanmo oGHOBUTL apeHay Yepes cepaep. Koraa cpok
apeHabl UCTeKaeT Unu yaansaeTcs ¢ cepBepa, apeHia CTaHOBUTCS HEaKTUBHOMN.

UcknioyeHHbIN agpec

McknioyeHHbIn agpec — 310 IP-agpec, KOTopbIn He Ha3HavaeTcs knneHTam cepsepom DHCP.
Myn appecoB

Myn agpecos — 310 Habop IP-agpecos, koTopble DHCP-cepBep MOXET Ha3HauNTb KIMEHTaM.
Onuumsa

Onuna — aTto napameTp, 3agaHHbin cepsepom DHCP npu o6enyxmaHumn knneHta DHCP nipu
npuceoeHun agpeca. Hanpumep, obwenocTynHeli napameTp Bkno4vaeT B cebda IP-agpeca
wnio3a no ymonyanuwo (mapwpytmsatopa), WINS-cepsepa n DNS-cepsepa. DHCP-cepBep
Nno3BoONieT HacTpaueaTb ApyrMe napameTpbl. XoTa 60MbLUMHCTBO NapaMeTpoB onpederieHbl B
RFC 2132, MOXXHO Ao6aBuTb Nornb3oBaTeNbCKNE NapameTpsbl.

4.3.2. O630p
PyHKUMA OnucaHue
Cepeep DHCP Bkntounte cepsep DHCP Ha ycTpoWcTBe, U OH MOXET AMHAMUYECKN

Ha3Ha4vaTtb |IP-agpeca n nepegaBatb KoHdurypauum knmeHtam DHCP

AreHt DHCP Relay | Bkntounte dyHkumio DHCP Relay Ha yctponctBe, MU OH MOXeT
areHt nepecbinate 3anpocel DHCP un otBeyaTb Ha nakeTbl B pPasHbIX
cermMeHTax cetu

KnueHnt DHCP Bkntounte DHCP-KNMeHT Ha yCTPOMCTBE, N OH MOXET aBTOMaTUYECKN
nonyyatb IP-agpeca n koHdurypauumn ¢ DHCP-cepsepa
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DPyHKUUA Onucanue

Mpasuna AM Bkntounte npasuno AM Ha ycTpoWCTBE, M OHO MOXeT HasHayaTb
IP-agpeca B COOTBETCTBUM C NMPaBUiioM

4.3.3. CepBep DHCP

4.3.3.1. MpuHUMN paboTbl
MpuHunn pa6otsl DHCP

User

Discover BB
t , &
<. Offer v
Request A
Ack
¢
PucyHok 4-6.

XocT 3anpawwmBaert IP-agpec yepe3 DHCP cneaytowum obpasom:

1. XocTt nepegaet naket obHapyxeHus (discover) DHCP gns noucka cepsepos DHCP B
ceTun.

2. DHCP-cepBep otnpasnsieT Broadcast/Unicast nakeT (Ha ocHoBe nakeTa xocTa).
cogepxawmn IP-agpec, MAC-agpec, nmsi gjomeHa n apexgy (offer).

3. Xoct nepegaet naket 3anpocos DHCP ansa odwmumanbsHoro 3anpoca IP-agpeca
(request).

4. DHCP-cepBep otnpaenseT Ha xocT nakeT DHCP ACK unitcast gnga nogrsepxgeHus
3anpoca.

NMPUMEYMAHUE: DHCP-knueHT moxeT nonyyatb naketel DHCP OFFER oT Heckonbkux
cepepoB DHCP, Ho 06bl4HO OH NpuHMMaEeT Tonbko nepsbii nakeT DHCP OFFER. Kpome Toro,
agpec, ykasaHHbin B nakete DHCP OFFER, He o6sa3aTenbHO HasHavaeTcs. BmecTo aToro oH
coxpaHsieTcsi cepeepoMm DHCP o Tex nop, noka KnmneHT He oTnpaBuT dhopMaribHbIA 3anpoc.

Ytobbl omumanbHo 3anpocutb IP-agpec, knneHt nepegaet nakeT DHCP REQUEST, yTtoGbl
Bce DHCP-cepepbl, nocbinawwme naketel DHCP OFFER, mornmn nonyuuTb NakeT wu
ocBoboanTb IP-agpeca, npeanoxeHHsle B OFFER.

Ecnn naketr DHCP OFFER cogepxut HegonycTuMblie napameTpbl KOHMrypauuu, KIMeHT
otnpaenseT Ha cepBep nakeT DHCP DECLINE, 4ToObl OTKINOHUTL KOHGMUIypauuio.

Ecnn Bo Bpems neperoBopoB KNNeHT He oTBevaeT Ha nakeTbl DHCP OFFER BoBpemsi, cepBepbl
otnpaeaTt knneHTty naketel DHCP NAK, 1 KNnMeHT NOBTOPHO MHMUMMPYET NpoLiecc.

Bo Bpems noctpoenHus cetn cepBeppl QTECH DHCP obnagatot cneagyrowmmm
npenmyLecTBamu:

e YnpouweHHasa KoHdurypaumsa. duHamudeckoe HasHadeHuwe IP-agpecoB 3Ha4uMTernbHO
ynpoLlaeT HaCTPONKY YCTpOMNCTBa.

e LleHTpanusoBaHHoe ynpaBneHue. KoHMuUrypauuio HeCKOMNbKUX MoaceTen MOXHO
N3MEHUTb, NPOCTO M3MEHUB KOH(Urypaumio cepsepa DHCP.
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Myn agpecos

lMocne Toro kak cepBep Mofy4aeT nakeT 3anpoCOB KMMEHTa, OH BblOMpaeT JonyCTUMbIA Nyn
agpecoB, onpefenset pocTynHeld IP-agpec u3 nyna nocpeacteom PING w nepepaet
KOHMrypaumto nyna n agpeca knuenty. MiHngopmauusa o6 apeHae coxpaHaeTes fokanbHO ang
NpoBEpK/ AENCTBUTENBHOCTM NpY BO30OHOBNEHUN apeHabl.

MMyn agpecoB MOXeT UMEeTb crneayroLime napameTpbl KOHUrypauum:
e [lnanasoH IP-agpecoB, KOTOpbIi NpeacTaBnseT cobov AmanasoH OOCTYMHbIX
IP-agpecos.
e Agpec wnto3sa. NoaaepxneaeTcsa He bonee 8 agpecoB LUNO30B.
e DNS-agpec. lNoaoaepxmaeTtcsa He bonee 8 agpecos DNS.

e Cpok apeHabl, yBeOOMNSAOLWNA KIMEHTOB O TOM, KOr4a UM HYXXHO NONyYnTb agpec u
3anpocuTb NPOASeHe cpoka apeHabl.
KoHTponb coctosiHua VRRP

B cueHapuun npoTokona pesepsupoBaHus BupTyansHoro mapwpyTtmusatopa (VRRP) yctponictea
QTECH, noggepxusatowme DHCP, npefoctaBnaioT KOMaHOy AN MOHUTOPUHrA COCTOSHUS
nHtepdenca VRRP. B wuHTepdence, HacTpoeHHOM Ha wucnonb3oBaHue agpeca VRRP u
moHutopuHra VRRP, DHCP-cepeep o6pabaTtbiBaeT Tonbko nakeTbl 3anpocos DHCP-knneHToB
n3 nHTepdgenca B pexunme Master, a gpyrme naketbl oTbpackiBatoTca. Ecnn agpec VRRP He
HacTpoeH, DHCP-cepsep He otcnexuBaetr coctosHue VRRP wu Bce naketel DHCP
obpabaTbiBatoTca. KoHTponb coctosaHna VRRP HacTpanBaeTcs TONbKO Ha MHTepdencax ypoBHS
3. o ymOn4aHuMIo OH OTKIOYEH, @ UMEHHO, TOSNbKO rMaBHOE YCTPOMUCTBO obpabaTtbiBaeT crnyxoy
DHCP.

HasHauyeHue IP-agpeca Ha ocHoBe VLAN, nopTtoB v Anana3soHa IP

Mocne pasBepTbiBaHNA nyna IP-agpecoB ykasaHHbIM AuanasoH IP-agpecoB HasHadaeTcs Ha
ocHoBe ceTen VLAN un noptoB. CyLuecTByeT Tpu cueHapust:

1. [nmobanbHasa koHUrypaumsi.
2. KoHdurypaums Ha ocHoBe ceTen VLAN, noptoB 1 gnanasoHa |IP-agpecos.

3. CouetaHue: 1 1 2. B cueHapun 1 agpeca HasHa4atoTcs rmobanbHo. B cueHapun 2
ajgpeca B ykazaHHOM uanasoHe |P Ha3Ha4aloTCA TOSbKO KNMEHTaM YKa3aHHbIX ceTen
VLAN n noptoB. B cueHapum 3 knneHTam ykasaHHbix ceteri VLAN n noptoB
Ha3HayvalTCHa agpeca B yka3aHHOM guanasoHe IP, a gpyrum knneHtam — rnobanbHble
agpeca no yMosyaHuio.

4.3.3.2. CBA3aHHaA KoHduUrypaums
Mmo6ankHoe BknoveHne DHCP-cepeepa

e [lo ymonuaHuto DHCP-cepBep oTKO4YEH.

o 3anyctute komaHay service dhcp, ytobbl Bknounte cepeep DHCP.
HacTpoika nyna agpecos

e [Mo ymonyaHuio nyn agpecoB He HACTPOEH.

e Bbinonnute komangy nyna ip dhcp pool, 4tobbl HacTpouTb Ananas3oH IP-agpecos,
w03 n DNS.

e Ecnu nyn agpecoB He HacTpoeH, agpeca He ByayT HasHaYeHb!.
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4.3.4. AreHT DHCP Relay

4.3.4.1. MpuHUMN paboTbl

IP-agpec HasHayeHuss nakeToB 3anpocoB DHCP — 255.255.255.255, n ot naketbl
nepecbinatoTca B noacetu. [ns HasHaveHus |IP-agpeca no cermeHTam cetM Heobxoaum areHT
petpaHcnauum DHCP. AreHT peTtpaHcnsaumm DHCP nepepaet nakeThl 3anpocos DHCP cepsepy
DHCP wn nepecbinaet naketbl otBeta DHCP knunenty DCHP. Arent DHCP Relay cnyxut
peTpaHcnaTopoMm, nogknovaemsim K knneHty DHCP n cepsepy DHCP pasnnyHbiX cermeHToB
ceTn, nyTemM nepecbinkm naketoB 3anpocos DHCP n nakeTtoB otBeTa DHCP. B pexume Client-
Relay-Server ynpaBneHue IP-agpecamun B HECKONbKMUX CEFMEHTaX CETU OCYLLECTBMASETCH TOSNbKO
ogHum DHCP-cepsepomM. CM. pUCYHOK HUXKE.

DHCP Server
30002

DHCP Relay #%.%

30.0.0.1/16

DHCP Client

PucyHok 4-7. CueHapun DHCP Relay

VLAN 10 n VLAN 20 cootetctBytoT cermeHTam 10.0.0.1/16 n 20.0.0.1/16 coOTBETCTBEHHO.
Cepsep DHCP c IP-agpecom 30.0.0.2 Haxogutca B cermeHTe 30.0.0.1/16. [na ynpasneHus
anHammyeckumn IP-agpecamm B cetsix VLAN 10 n VLAN 20 cepsepom DHCP Heobxogumo
BKMOUNTb peTpaHcnsumm DHCP Ha wnto3e n HacTpouTb IP-agpec 30.0.0.2 ansa cepsepa DHCP.

UHdpopmauumsa o petpaHcnaTope DHCP (onuusa 82)

Kak onpegeneHo B RFC3046, moxxHO AobaBnTb napameTp A5 ykasaHus ceTeBon nHdopmauum
knuenta DHCP npwu BeinonHeHmnn DHCP Relay, 4to6el cepsep DHCP mor HasHauaTh |IP-agpeca
pasnu4YHbIX NPUBUIETNIA HA OCHOBE Gonee TOYHOM MHGOPMaLMK. DTOT NapameTp Ha3biBaeTCs
onuna 82. B Hactoswee Bpems yctponctea QTECH noggepxuBaloT 4eTbipe CXembl
NHGOPMALIMKN O pEneNHbIX areHTax, KOTOpble ONMCaHbl COOTBETCTBEHHO CrneayLwmm 00pasom:

1. Onuwusa nugpopmaumm o dot1x: 3ta cxema gomkHa ObITb peanu3oBaHa c
ayteHTndmkaumen 802.1X. AreHt petpaHcnauum DHCP dopmupyeT nogonumio
naeHTudmkaTopa uenun Ha ocHose npusunernin IP n ngeHtndpukatopa VLAN knueHTa
DHCP. ®opmaT napameTpa nokasaH Ha crnegytouiem PucyHke.

Suboption type Privilege

i

[ 1 4 | oot | ooss

1 byte 1 byte 2 byte 2 byte
PucyHok 4-8. ®opmat napameTpa

2. WNHdopmaumsa areHTa peTpaHcnaumm B onumm 82: 3ta cxema cryxuTt 6e3 koppenauum
¢ Apyrmmmn mogynsmu npotokonos. AreHT DHCP Relay dopmupyeT onuuio 82 Ha
OCHOBe (hbM3n4eckoro nopTa, nony4atowero naketsbl 3anpocos DHCP, n MAC-agpeca
ycTponcTea. dopmaT napameTpa nokasaH Ha criegyrollem PucyHke.
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Suboption type Vian ID Port
Length l Slot l
| 1+ | 4 | o085 | o1 | 02 |
1 byte 1 byte 2 byte 1 byte 1byte

PucyHok 4-9. geHTudukaTop uenu areHta

Suboption type Device MAC Address

L

| 2 | 6 | ooporsi234s6
1 byte 1 byte

(=)]

ovyte
PucyHok 4-10. YganeHHbIn ngeHtTudukaTop oneparopa

3.  Onums nugopmaumm o petpaHcnatope VPN: OT1a cxema formkHa bbITe peanvsoBaHa
¢ (hyHKkumonanom MPLS VPN.

IQ 192.168.4.1/

DHCP Client 1 fa0i1/

VPN Department I |VPN Depariment I . '

i F—?FSS CI:_ET 2 o L q?' 16847 pHCP Relay Agent P,‘HCF_, S‘ér,vf';
V apartment a1/ 192 168.197 248 192.168.197.251

* VPN DepartmentII
<4

PucyHok 4-11. MNMpunoxexnune B cpege MPLS VPN

Kak nokasaHo Ha PucyHke 4-11, B cpege MPLS VPN knnent DHCP 1 nogknitoyeH k fa0/1 uepes
relay areHta DHCP 1 DHCP Client 2 Ha fa1/1. HTepdencel fa0/1 1 fa1/1 oTHOCATCA K pasHbim
VRFs. DHCP Client 1 n DHCP Client 2 nonyvatot |IP-agpeca 4yepe3 DHCP. CornacHo
nnaHnposaHuio cetn, VPN Department | 1 VPN Department || Haxogatcs B 04HOM cermeHTe
192.168.4.0/24. B a3tom cnydae oOblMHOe npunoxeHne DHCP He moxeT yaoBneTBOpUTb
noTpebHocTu. [na nogaepxkun petpaHcnaumm DHCP B cpege MPLS VPN BBoantcsa option vpn,
KoTopas BKIoYaeT Tpu nognapameTpa, a umeHHo VPN-ID, Subnet-Selection n Server-ldentifier-
Override.

e VPN-ID: korga areHT petpaHcnauun DHCP nonyyaet naket 3anpoca DHCP, oH
pobaensieT uHgopmaumio o VPN, koTtopyto knmeHT DHCP HaxoguT B nakeTte, B
kavyectBe onuun. DHCP-cepBep coxpaHsetr VPN-ID B oTBeTHOM nakeTe, a areHT
peTtpaHcnaunm DHCP nepecbinaeT nakeT Ha cooTBeTcTBYOWMA VRF B cooTBETCTBUM C
onumen. dopmaT napameTpa nokasaH Ha criegyolem PucyHke.

Suboption type I‘/P*‘-

l Length l VPN-ID

Il W | I
| 151 | N+t | 0 | VPNIDorVRFName
1 byte 1byte 1byte N byte

PucyHok 4-12. VPN-ID

e Subnet-Selection: B KOHBeHUMOHanbHoW peTpaHcnsumm DHCP  uHdopmaums o
KnueHTckom cetm un agpeca cepeepa DHCP u areHta petpaHcnsuum DHCP
yKkasbiBaeTcs B none gateway address [ giaddr ]. B cpege MPLS VPN 3apgante giaddr
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Ha IP-agpec uHTepdenca areHta DHCP Relay, nogkntodeHHoro k cepsepy DHCP,
4yToObl CepBep MOr HanpsMyk B3aMMOAeWCcTBOBaTb C areHToM Relay. Kpome Toro,
NMHopMauma 0 noaceTn KNMeHTa ykasbiBaeTcsa B napameTpe Subnet-Selection (Beibop
noaceTn). PopmaT NnapameTpa nokasaH Ha criegyroLiem PucyHke.

Suboption

type Subnet Selecling

|7 |

I 150 I 4 COAB0C00 ]

1 byte 1 byte 4 byte

PucyHok 4-13. Beibop noacetu

e Server-ldentifier-Override: B cpeae MPLS VPN nakeTbl 3anpocoB oT knueHta DHCP He
MoryT 6bITb oTnpaBneHbl Hanpsamyto Ha cepeep DHCP. Arent DHCP Relay ucnoneayet
3Ty onuuiw Ans nepegaum  uHdopmaumm uHTepdenca, CBA3bIBAKOWMN — areHT
peTtpaHcnauumn n cepeep DHCP. Koraa cepeep oTnpaBnsieT 0TBETHOE COo0LLEHME, 3TOT
napameTp nepeonpedensiet napameTp Server-ldentifier. Takum obpasom, KnueHT
DHCP otnpaBnseT nakeTbl areHTy peTpaHcnauun DHCP, a areHT petpaHcnauum DHCP
nepecoinaet nx Ha cepsep DHCP. ®opmaT napameTpa nokasaH Ha cnegyloLwiem
PucyHke.

Suboption type Server-id Overnde

[iso [ 4 | consoion |

1 byte 1 byte 4 byte

PucyHok 4-14. Server-ldentifier-Override
UpeHTndunkatop cepeepa nposepkn DHCP Relay

B cpege DHCP gnsa ceTtn pasBepTbiBaeTcs Heckonbko cepsepoB DHCP, yto oGecneumnsaet
pesepBupoBaHne cepepa ans obecneyeHnsa 6ecnepebonHon paboTbl ceTu. MNocne BKNOYEHNS
aTon pyHKuMn naket 3anpoca DHCP, oTnpaBneHHbIN KINWMEHTOM, COAEPXUT napamMmeTp
noeHtTndukaTopa cepsepa, ykasbiBarowmi cepsep DHCP. YTtobbl obneruntb Harpysky Ha
cepBepbl B onpeferieHHbIX cpeaax, Heobxoanmo BKNOYUTL 3Ty PyHKUMIO Ha Relay areHTte, ans
OTnpaBKM NakeTa Ha ykasaHHbI cepep DHCP, a He Ha Bce cepBepbl DHCP.

MopaBneHue petpaHcnauum DHCP

Mocne HacTporkn komangbl IP DHCP Relay Suppression Ha uHTepdence nakeTbl 3anpocoB
DHCP, nony4eHHble Ha nHTepdence, OyayT oTpmnbTpoBaHbIl, a Apyrie naketsbl 3anpocos DHCP
OyoyT nepecbinaTbCcA.

4.3.4.2. CBA3aHHaA KoHduUrypaumsa
BknroyeHune petpaHcnaumm DHCP

e [lo ymonuanuto pyHkuma DHCP Relay oTkntoueHa.
o [1ns BktoueHus petpancnaumm DHCP MoxHO BbINONHUTBL koMaHAy service dhep.
e [lepen Havanom paboTbl Heob6xoammo BknounTe DHCP Relay.

Hactponka IP-agpeca gns cepepa DHCP

e [lo ymonyanuio anga cepsepa DHCP He 3agaH otcnexvBaembin IP-agpec.

e MoxHOo BbINONMHUTL KOMaHay ip helper-address gna Hactponkum IP-agpeca ans
cepsepa DHCP. IP-agpec MOXHO HacTpouTb rnobanbHO nnu Yepes nHTepgenc ypoBHs
3. MoxHo HacTpouTb He 6onee 20 IP-agpecoe DHCP-cepBepa.
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o Korga nHtepdenc nonyyaet nakeT 3anpocoB DHCP, koHpurypauusa cepsepa DHCP Ha
nHTepdence npeobnagaeT Hag KoHUrypaumen, HacTpoeHHon rnobanbHo. Ecnn Ha
nHTepdence He HacTpoeH agpec DHCP-cepsepa, byaeT ncnonb3oBaTbcs rnobansHO
HacTpoeHHbIn DHCP cepsep.

BknrouyeHne onummn DHCP 82

o [lo ymonuaHuto onums DHCP 82 oTkntoveHa.

o [na BknouveHus onumm DHCP 82 mMoxHO 3anyctutb komaHgy ip dhcp relay
information option82.

BkntouyeHne DHCP Relay Check Server-ID

o [lo ymonuaHuio ngeHTnurkatop cepsepa nposepkn petpaHcnauum DHCP oTkntoyeH.

e MoxHo 3anyctutb komangy ip dhcp relay check server-id, 4tobsl BkntoumMts DHCP
Relay Check Server-id

BknroyeHne nogasneHusn petpaHcnauyum DHCP
o [lo ymonuaHuto d¢yHKUMS nodasneHunsa peTpaHcnsaumm DHCP oTknioveHa Ha Bcex
UHTepdencax.

e MoxHo 3anyctutb komaHgy ip dhcp relay suppression, 4yToObl BKMOYUTL €e B
nHTepdence.

4.3.5. Knuent DHCP
4.3.5.1. MpuHUMn paboTbl

DHCP-knueHT nepegaet naket obHapyxeHns DHCP nocne Bxoga B coctosiHue Init. 3atem oH
MOXeT MONyYnTb HeCKofbko naketoB npegnoxeHnn DHCP. OH BbiGupaeT oguMH U3 HUX U
oTBeyvaeT Ha cooTteeTcTByloWwmM DHCP-cepBep. Nocne aToro oH oTnpaenseT nakeTbl 3anpoca
Ha npoarieHne apeHabl B NpoLecchl BO30O6HOBEHNS M NOBTOPHOW MPUBS3KN Nepuoga cTapeHus
ANA 3anpoca Ha npoAsieHne apeHabl.

4.3.5.2. CBA3aHHaA KoHduUrypaumsa
BknroyeHune knueHta DHCP B nHtepcpence

e [lo ymonuaHuio knueHt DHCP oTkntoueH.

e B pexumme HacTponkm mHTepdenca MOXHO 3anycTuTb KomaHay ip address dhcep,
4yT06bI BKMOUMTE DHCP Client.

o YT106bI BKNOUNTL cnyx6y DHCP, Heobxognmo Bkntounts DHCP Client.

o KoHdurypaums mcnonbdyetcss Ha UHTepdence ypoBHA 3, Hanpumep, Ha SVI wunu
MapLUpyTU3MpYyeMbIX NopTax.

4.3.6. Npasuna AM
4.3.6.1. MpuHUMN paboTbl

MpaBuno AM onpegensieT ananasoH IP-agpecoB, Ha3Ha4yeHHbIX knneHTam DHCP B pasnnyHbix
cetax VLAN u noptax. Ero MmoxHo ucnone3soatb ans 6eictpon ngeHtudmkaumm VLAN n nopta
HeucrnpaBHoro knueHta DHCP u addektnBHOro HasHauyeHus agpecoB. [locrne HacTponku
npasuna AM Bce knveHTol DHCP n3 3aganHon VLAN v nopTel MoryT nony4ats IP-agpeca. Ecnu
npasuno AM He HacTpoeHo, CyLlecTBYeT [Ba cneaylLwwmx criydas: ecnu 3agaHo npasuno AM
no yMOmn4yaHuIo, KNueHT nony4vaet IP-agpec U3 gManasoHa no ymonyaHuio; ecnu npasuno AM no
YMOJTYaHMIO HE HACTPOEHO, KINMEHT He CMOXeT nonyyunTb IP-agpec.
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4.3.6.2. CBA3aHHaA KoHduUrypaums

HacTtpounka npaBuna AM B pexume rnobanbHon KoHduUrypaumm

e B pexunme rnobanbHOM KOHUrypaumm BoinonHuTe komaHay address-manage, 4ToObl
BOWTW B PEXNM KOH(purypauumn npasun AM.

e Bowinonnute komaHay match ip default, 4To6bl HacTpouTb NpaBmno AM No yMonyaHuio.

e Bobinonnute komaHgy match ip, 4to6bl HacTpouTb npasuno AM Ha ocHoBe VLAN u
nopTta unu nopTta B OTAENbHOCTW.

4.4. Hactpouka

4.4.1. Hactpounka cepepa DHCP

HacTtponka OnucaHune n kKomaHaa

HacTtponka guHamunyeckoro | (ObsasatenbHo) Mcnonbayetcs ans skntoveHmns DHCP-cepeepa

IP-agpeca OnNs AMHaMmudeckoro HasHaveHus IP-agpeca
service dhcp Bkntovaet DHCP-cepBep
ip dhcp pool HacTpownka nyna agpecos
network HacTtponka HomMmepa ceTn n mackm
nogcetu nyna agpecos DHCP

(Heobsi3aTenbHO) Mcnonb3yeTcsa Ans HACTPOWKM CBOMCTB nyna

agpecos

default-router HacTtponka wn3a KIneHta no
YMOSYaHWUIo

lease HacTtpoika apeHabl agpeca

next-server HacTtpowka agpeca TFTP-cepBepa

bootfile HacTponka 3arpy3odHoro davna
KnneHTa

domain-name HacTtponka [OOMEHHOIO  UMEHMU
KnuneHTta

dns-server HacTtpoika cepBepa [OOMEHHbIX
NMeH
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IP-agpeca

Hactponka OnucaHune n KomaHaa
HacTtporika anHamunyeckoro | netbios-name-server HacTponka WINS-cepBepa

NetBIOS

netbios-node-type

Hactponka tvna ysna NetBIOS Ha
KnneHTte

lease-threshold

HacTpoiika nopora cpabaTbiBaHUS
curHanusauum ansa nyna agpecos

option HacTtpoika napameTpa, 3agaHHOro
none3oBartenem
pool-status BkntoyeHne unu oTknodeHme nyna

aapecos

HacTtpovka cTaTtuyeckoro
IP-agpeca

(Heobs3aTenbHO) Micnonb3yeTcd Ansi CTaTU4eCcKoro HasHavyeHus

IP-agpeca knneHty

ip dhcp pool HacTponka nmeHu nyna agpecos
" nepexoa B pexnm
KOHdUrypauum nyna agpecos

host Hactponka |P-agpeca n macku

noaceTn XocCTta KinneHTa

hardware-address

HacTtpownka annapaTtHoro agpeca
KnuneHTta

client-identifier

HacTtpoika YHUKaNbHOro
naeHTuguKaTopa KnneHTa

client-name

HacTtponka uMeHn knmeHTa

Hactpovka npasuna AM
ans cepsepa DHCP

(Heobs13aTenbHO) OH MCNONb3yeTcsl ANl HaCcTPOWMKM CBOWCTB

DHCP-cepBepa

ip dhcp excluded-
address

HacTtpowka Ncknio4YeHHOro
IP-agpeca

ip dhcp force-send-nak

HacTtponka 00s13aTENbHOrO
otBeTa NAK cepsepom DHCP

ip dhcp monitor-
vrrpstate

HacTtpoika MOHUTOpUHra
coctosHua VRRP
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HacTtpownka

OnucaHve n kKomaHAaa

Hactporika npasuna AM
ana cepsepa DHCP

ip dhcp ping packets

HacTponka BpemeHu
9xo-3anpoca

ip dhcp ping timeout

HacTtponka Tanm-ayTa ping

ip dhcp server arpdetect

Hactponka DHCP-cepsepa ang
obHapyxeHus nonb3oBaTens B
aBTOHOMHOM pexume

HacTtpornka rnobanbHbIX
ceovictB DHCP-cepBepa

(Heobs3aTenbHO) OH MCMNONb3yeTcs Ans HaAcTPOWKU npasuna

AM cepsepa DHCP

match ip default

HacTponka npasuna AM no
YMOMYaHWIO

match ip ip-address

Hactporka npasuna AM Ha
ocHoBe VLAN v nopta

4.4.2. Hactpounka DHCP-peTpaHcnaumm

Hactponka

OnucaHue u KomaHaa

Hactporika
dyHkumn DHCP

OCHOBHbIX

(OBsazaTenbHO) Mcnonb3yeTcss AN BKIAOYEHUS peTpaHCchisumm

DHCP

service dhcp

BknoveHne peTpaHcnsaumm
DHCP

ip helper-address

HacTtpowka IP-agpeca cepsepa
DHCP

Hactponika DHCP Relay
onumu 82

(Heobs3aTenbHO) OH MCMONb3yeTcs AN Ha3HAYeHUS KIMeHTaMm
IP-agpecoB C pasHbiMM MpuBUIIETMAMW B COYETaHUU C
nHdopMaumen o usndeckom nopte. ATy YHKUMIO Henb3s
ncrnonb3oBaTb BMecTe ¢ komaHgou dhcp option dotlx

ip dhcp relay
information option82

Bkntouenne onuumn DHCP 82
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HacTtpownka

OnucaHune n kKomaHaa

HacTtporka MPOBEPKU

Server ID gnga DHCP Relay

(HeobGs3aTtenbHO) OH ucnonb3yeTcs Ans TOro, 4tobbl areHT
DHCP Relay nocbinana naketbl 3anpocoB DHCP Ttonbko Ha
yKasaHHbI cepBep

ip dhcp relay check | [Mo3Bonser areHTy

server-id petpaHcnaumm DHCP
OTNPaBrsaTb NakeTbl 3anNpocoB
DHCP TOnbKoO Ha ykasaHHbIN
cepsep

HacTtporka noaasneHus
DHCP

(Heobs3aTtenbHO) OH ucnonb3yeTcsa AN 3awuTbl MNaKeToB
3anpocoB DHCP Ha nHtepdelice

ip dhcp relay | BknioyaeTt nogasneHve
suppression peTtpaHcnsaummn DHCP

4.4.3. Hactpouka knueHta DHCP

HacTtponka OnucaHue u KOMaHAa

DHCP

HacTtponka «knueHTa | (O6s3aTenbHO) OH Ucnonb3yeTcs Ans BkntodeHus knueHta DHCP

ip address dhcp | ObecneunBaeT uHTepdenc Ethernet,

MHKancynupoBaHHbIN MHTepdenc PPP/HDLC
nnn FR-nHKancynnpoBaHHbIN MHTEPdENC Ans
nony4eHus IP-agpecos yepe3 DHCP

4.4.4. HacTtponka guHamuyeckoro IP-agpeca

4.4.4.1. Pe3synbTaTt KOHdUrypaumm

MpepocTtaeneHne Bcem knmeHtam DHCP ycnyr DHCP, Bkntovasi HasHauyeHue |IP-agpecoB m

LLJ1HO30B.

4.4.4.2. NMpumeyaHus

DHCP-cepBep u peTtpaHcnsauua DHCP coBmMecTHO MCNoNb3yloT CnyebHyto KoMaHay service
dhcp, HO ycTpoOCTBO HE MOXET o4HOBpeMEHHO paboTtaTtb kak DHCP-cepBep 1 peTpaHcnaTop.
Ecnu ycTponcTtBo HacTpoeHo C OOMyCTMMbIM MyfIOM agpecoB, OHO AEWCTBYET Kak cepsep u
nepecbinaeT nakeTbl. B NpOTMBHOM cry4ae OH CIyXMWT B kadecTBe relay-areHTa.

4.4.4.3. dtanbl KOHMUrypauum

BknroueHne DHCP-cepBepa

e (O6szatenbHo. OH obecneumBaeT gMHaMmn4ieckoe HasHadeHne IP-agpecos.

e 3anyctute komaHgy service dhcp B pexvme rnobanbHON KOHUIypaumm.
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HacTtpoiika nyna agpecoB

e Ob6gasartenbHo. OH ncnonb3yeTca anga co3aaHua nyna IP-agpecos.
e 3anyctute komaHgy nyna ip dhcp pool B pexunme rnobansHoOn KOHMUIypaumu.
HacTpounka ceteBoro Homepa u mackum noaceTtu nyna agpecos DHCP

e Ob6gaszartenbHo. OH onpegensieT Anana3oH AMHaMUYECKN Ha3Ha4YaeMblX agpecos.
o BbinonHute KomaHgy network B pexxume koHdurypaumm nyna agpecos DHCP.
HacTtpouka wnio3a KnueHTa no yMmon4aHuio

e  OnumoHanbHo. OH ncnonb3yeTcsa ANa HaCTPOMKN aapeca Lwnio3a.
o 3anyctute komaHgy default-router B pexume koHpurypaumm nyna agpecos DHCP.
HacTpowka apeHabl agpeca

e  OnumoHaneHo. OH ucnonb3yeTca Ans HacTpovku apeHabl IP-agpeca, kotopas no
YMOM4YaHuI0 cocTaBnsieT 24 vaca.

e BrinonHute KomaHAy lease apeHnabl B pexunme KoHburypauum nyna agpecos DHCP.
HacTtpouka agpeca TFTP-cepBepa

e  OnumoHanbHo. OH ncnonb3yeTca ansa HacTponku agpeca TFTP-cepeepa.
o BbinonHute KomMaHgy next-server B pexume koHpurypauum nyna agpecos DHCP.
HacTtpoinka AOMEHHOro MMeHu KnueHTa

e  OnumoHanbHo. OH ncnonbayeTcs AN9 HAaCTPONKM AOMEHHOIO UMEHM KITMEHTA.
¢ BrbinonHute komaHgy domain-name B pexume koHdurypauum nyna agpecos DHCP.
Hactponka DNS

e  OnumoHanbHo. OH ncnonbayeTcs Ang HacTponkn agpeca DNS.
o BrbinonHute komaHgy dns B pexume koHdurypaumm nyna agpecos DHCP.
Hactponka WINS-cepBepa NetBIOS

e  OnumoHanbHo. OH ncnonbayetcs gnga Hactponkn agpeca WINS-cepsepa NetBIOS.

e 3anyctute komaHgy netbios-name-server B pexunme KoHurypauum nyna agpecos
DHCP.

Hactponka tTnna y3na NetBIOS Ha knueHTe

e  OnumoHanbHo. OH ncnonbayeTcs angd HacTponkm Tuna yana NetBIOS.

e 3anyctute komaHgy netbios-name-type B pexume KOHurypauum nyna agpecos
DHCP.

HacTponka nopora aBapMrnHOro curHasna ans nyna agpecos
e OnumoHanbHo. OH wucnonb3yetcss ONs  YNPaBMEHUS KOJNMMYECTBOM  JIN3MHIOBbIX

cornawenun. MNpn goctmxeHun noporosoro 3HadeHus (90 % no ymonuyanuio) Byaet
pacnedaTtaH curHan TpeBorw.

e BuinonHute komangy lease-threshold B pexume koHdurypaumm nyna agpecos DHCP.
HacTpowka napameTpa, 3a4aHHOro nosib3oBarTenem

e OnuwmoHanbHo. OH ncnonb3yeTcsa ANs HACTPONKU MOSb30BaTENbCKUX NapameTpoB.
e BbinonHute komaHgy option B pexume KoHpurypaumm nyna agpecos DHCP.
BknroyeHue nnu oTknoYeHne nyna agpecos
e  OnumoHanbHo. OH Mcnonb3yeTca ANA BKIOYEHUSA UK OTKIOYEHUA nyna agpecos. 1o
YMOMYaHWIO AaHHasA PYHKUMS BKIIOYEHa.
e BobinonHute koMaHay pool-status B pexume koHdpurypauumn nyna agpecos DHCP.
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4.4.4.4. NMpoBepka KoOHUrypaumm

MoakntoveHne knneHta DHCP u cepsepa DHCP.

e [poBepbTe, Nony4yaeT Nu KNMEHT KOHUrypaumm Ha cepBepe.

4.445. CBA3aHHble KOMaHAbI

BkniouyeHne DHCP-cepBepa

KomaHpa service dhcp

Pexum Pexum rnobanbHon koHdurypauum

KOHcpurypawmm

BcTpoeHHas Bkntounte cepsep DHCP wn petpaHcnauuio DHCP. DHCP-cepsep u
nojckaska peTtpaHcnaumio DHCP coBMecTHO uCnonb3ylT cnyxebHy komaHay

service dhcp. Ecnu ycTponWCTBO HACTPOEHO C AONYCTUMbIM MyrioM
aZpecoB, OHO JENCTBYET Kak cepBep M nepechbinaeTt nakeTbl. B npotueBHoOM
Crnyyae OH CINyXWUT B Ka4eCTBe PenenHoro areHta

Hactponka nyna agpecoB

KomaHga ip dhcp pool dhep-pool

Onuncanne pool-name: ykasblBaeT UMs Nyna agpecos

napameTpos

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas Mepen HasHadeHnem |P-agpeca KNMeHTy HeobXoguMMO HaCTPOUTb UMS
NnoAcKaska nyra agpecoB 1 BONTU B pexum KoHdurypauumn nyna agpecos DHCP

Hactponka ceteBoro Homepa n mackum nogcetu nyna agpecos DHCP

KomaHga network network-number mask [low-ip-address high-ip-address]

Onuncanne network-number: ykasbiBaeT Homep ceTu nyna IP-agpecos.

ntelprElluiiels mask: yka3blBaeT Macky noaceTu nyna IP-agpecos. Ecniv macka noaceTu
He onpeaerneHa, NPMMEHSAETCS eCTECTBEHHAs Macka noaceTn

Pexnm Pexum koHdurypaummn nyna agpecoe DHCP

KOHdourypaumm

(@ arecy
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BcTpoeHHas
noackaska

[ns HacTpoMkn AMHAMUYECKOrO HasHa4YeHUs aapecoB Heobxoammo
HaCTPOUTb CETEBOW NOEHTUAMNKATOP 1 MaCKy NOACETU ANSA nyna agpecos,
4yTobbl NpegoctaBuTb cepeepy DHCP amnanasoHn agpecos. IP-agpeca B
nyne HasHavalrTCca B yKka3aHHOM nopsgake. Ecnv agpec HasHayeH wnnu
CyllecTBYyeT B LENeBOM CermMeHTe ceTu, cneaywowmi agpec bypet
npoBepsATbCs A0 Tex Nnop, noka He OyaeT HasHa4yeH LEeNCTBUTENbHbIN
agpec.

BecnposogHoe ob6opynosaHne QTECH npepoctaBnser [OCTynHble
CerMeHTbl CeTW, YyKasblBas HayanbHbIl W  KOHEYHbIW agpeca.
KoHdurypaumss He aBndetca AononHuTenbHoW. Ecnv HavanbHbii 1
KOHEeYHbI agpeca He ykasaHbl, OyayT HasHayaTbca Bce IP-agpeca B
CerMeHTe ceTu.

Onsa ob6opygosaHna QTECH apgpeca HasHadalTcsa Ha OCHOBE
dm3ndeckoro agpeca M wmaeHTuukaTopa knmeHta. Takmm obpasom,
OLHOMY KNMEeHTy He OyaeT HasHayeHo OBe apeHabl U3 OoAHOoro nyna
agpecos. B cnyyae Tononornyeckonm U3BLITOYHOCTU MeXAy KIMEHTOM U
CcepBepoM HasHadeHue agpeca MoOXeT ObiTb HE BbIMOSTHEHO.

UTobbl un3bexaTb Takux cboeB, aAMUHUCTpaAToOpy ceTu Heobxoammo
npenoTBpaTnTb U3bbITOYHOCTL MyTEW B MOCTPOEHUW CeTW, Hanpumep,
nyTeM HACTPOMKN PU3NYECKMX KaHASOB UK CeTeBbIX MyTen

HacTtpouka wnio3a KnmeHTa no yMon4aHuio

KomaHga default-router address [address2...address8]
Onuncanne address: ykasbiBaeT IP-agpec wnto3a no ymonyaHuio. Hactponte xots 6bl
napameTpoB oavH IP-agpec.
ip-address2...ip-address8: (OMNUMOHAINIBHO) MOXHO HacTpouTb He
bornee 8 wno3oB
Pexnm Pexum koHdurypaumm nyna agpecos DHCP
KOHdourypaumm
BcTtpoeHHas Hactponte wnio3 KAMeHTa NO yMoOnyaHuoo, U cepBep Oyger
NnoAcKaska npefocTaBnsaATb KOHUrypaumio Wwo3sa K KnveHTy. IP-agpeca wro3a no

YMOJT4aHUIO N KIMneHTa AO0JKHbl HaXO0ANTbCA B OofHOW ceTn

HacTtpoiika apeHabl agpeca

KomaHga lease {days [hours] [ minutes] | infinite}
Onuncanne days: onpegenseT apeHay B OHAX.
napameTpoB

hours: (Heo6a3aTenbHO) onpegenseT apeHay B Yacax. Onpegenvrte gHu
[0 Yyacos.

minutes: (HeobsizaTenbHO) onpegensieT CPOK apeHdbl B  MUHyTax.
OnpegenvTte AHU M Yacbl O MUHYT.

infinite: onpegeneHne HeorpaHMYEHHOW apeHabl
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Pexum Pexum koHdurypaumm nyna agpecos DHCP

KOHUrypauum

BcTtpoeHHas ApeHpa IP-agpeca no ymondaHuio, HasHadeHHoro cepsepom DHCP,
noackaska cocTtaensieT 1 aeHb. Korga cpok apeHabl UctekaeT B bnvkarillee Bpewms,

KNMMEHTY HeobXxoaumo 3anpocuTb MpoAsieHve apeHabl. B npoTvBHOM
cnyyae IP-agpec He MoXeT GbITb MCMONb30BaH MOCINE UCTEYEHNUSI CPOKa
apeHnbl

HacTpownka 3arp

y304HoOro danna Ha KnmeHTe

KomaHnga bootfile filename

Onucanne file-name: onpenenseT umsa 3arpy3oyvHoro danna

napameTpoB

Pexnm Pexwum koHdurypauun nyna agpecos DHCP

KOHUrypauum

BcTpoeHHas 3arpy304Hbli hansi — 3TO 3arpy3oyHbIn harn obpasa, MCNoNb3yeMbln
nogckaska npu 3anycke knueHta. O6blMHO davn asnaetca OC, 3arpyxeHHou

knueHtom DHCP

HacTpoiika 4OMEHHOro UMEHU KrMeHTa

KomaHpa domain-name domain

Onucanne domain-name: onpegenseT JoMeHHoe uMs kneHta DHCP

napamMmeTpoB

Pexnm Pexum koHdurypaumm nyna agpecos DHCP

KOHdourypaumm

BcTpoeHHas Mo>xHO 3agaTb UM oMeHa ong knueHTa. Koraa KnveHT nonyyaeT 4ocTyn
noAckaska K CEeTU Yepes nMms XocTa, UMsi AomeHa gobaBnsaeTcd aBToMaTUYECKN st

3aBepLueHna nMeHn XocTta

Hactponka DNS

KomaHga dns-server { ip-address [ ip-address2...ip-address8 |
Onuncanne ip-address: onpegensiet IP-agpec DNS-cepsepa. Hactponte xotsa Obl
napameTpoB oavH IP-agpec.
ip-address2...ip-address8: (OMNUUOHAJIBHO) MOXHO HacTpouTb He
6onee 8 DNS-cepsepoB
Pexnm Pexwum koHdurypauumn nyna agpecos DHCP
KOHpurypaumm
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BcTpoeHHas
noackaska

Ecnu knnueHT nony4aeT 4OCTYN K CETEBLIM pecypcam Yepes MMsi AoMeHa,
HeobGxoamMo HacTpoutTb DNS-cepBep Ans paspeLLeHrst UMeHV oMeHa

HacTtpouka WINS-cepBepa NetBIOS

KomaHga netbios-name-server address [address2...address§]
Onucanne address: onpegensieT IP-agpec WINS-cepBepa. Hactponte xoTs Obl 0AMH
napameTpoB IP-agpec.
ip-address?...ip-address8: (OMNUMOHAIIBHO) MOXHO HacTpouTb He
6onee 8 WINS-cepsepoB
Pexum Pexum koHdurypaumm nyna agpecos DHCP
KOHUrypauum
BctpoeHHas WINS — 310 cnyx6a 4OMEHHbIX MMEH, C NOMOLLbI0 KOTopown ceTb Microsoft
nogckaska TCP/IP paspewaet uma NetNBIOS Ha IP-agpec. Cepsep WINS — aTo

cepsep Windows NT. lNpu 3anycke WINS-cepepa oH nonyyaeT 3anpoc
Ha peructpauuto ot WINS-knmeHTa. Korga KIMEHT BbIKMHOYaeTCs, OH
oTnpasnseT coobuieHne 06 0cBOBOXKAEHUN UMEHM, YTOObLI KOMNbIOTEPBI B
6a3e gaHHbIX WINS 1 B ceTu Obinin cornacoBaHHbIMU

Hactponka tTnna y3na NetBIOS Ha knueHTe

KomaHpa netbios-node-type type
Onucanne type: onpegensiet Tmn y3na NetBIOS ¢ nomoLbo 0gHOro U3 criegyroLmnx
napamMmeTpoB Nnoaxo4doB.
1. WecTtHaguaTtepuyHoe yncno ot 0 go FF. [locTynHbl TONbKO criegyowime
3HaYeHus.
e b-node
e p-node
e m-node
e 8 ang h-node
2. CumBOIbHas cTpoka.
e b-node ans wmpokoBeLllaTeENbHOrO y3na
e p-node Ans 0gHOPAHroBOro y3na
e m-node gnsi CMELLUAHHOro y3na
e h-node ansa rmbpugHoro pexmma
Pexnm Pexwum koHdurypauum nyna agpecos DHCP
KOHpurypaumm
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BcTpoeHHas
noackaska

CywectyeT yeThlpe Tnna yanos NetBIOS knneHta Microsoft DHCP.

1. UWwupokoBewartenbHbii y3en. [ns Takoro ysna paspelleHne UMeH
NetBIOS 3anpalunBaeTcs Yyepes LMPOKOBELLATENbHYIO PaCChISIKY.

2. ¥Y3en opHopaHroBon cetn. KnueHT oTnpaBnsieT 3anpoc Ha
paspelueHne Ha WINS-cepsep.

3. CmewaHnHbln ysen. KnveHT nepefaeT 3anpoc Ha paspelleHne u
oTnpaBnsieT 3anpoc Ha pa3pelueHne Ha WINS-cepBep.

4. vbpugHbin y3en. KnueHT oTnpaBnsdeT 3anpoc Ha paspelueHue Ha
WINS-cepBep. Ecnn oTBeT He nonydeH, knueHT GygeT nepegaBaTb
3anpoc Ha paspeweHue. Mo ymonyaHuo onepaumMoHHas cucTema
Microsoft aBngaetca wupokoBewaTenbHbIM UM TMOPUAHBIM  Y3710M.
Ecnun cepsep WINS He HacTpoeH, 3TO wWnpokoBeLlaTenbHbii y3en. B
NPOTUBHOM Crlydae 3TO rmMopuaHbIN y3en

HacTpounka napameTpa, 3agaHHOro nonb3oBaTesiem

KomaHga option code { ascii string | hex string | ip ip-address }
Onucanne code: onpegenseT kog onuun DHCP.
EfeElE R ascii string: onpenensiet ctpoky cumsonos ASCII.
hex string: onpeagensieT wWecTHaguaTepUYHy0 CUMBOJTbHYIO CTPOKY.
ip ip-address: onpegenseT IP-agpec
Pexnm Pexum koHdurypaumm nyna agpecos DHCP
KOHdourypaumm
BcTtpoeHHas DHCP nossonsieT nepegaBatb MHGOPMALUNIO O KOHUTypaLmm XocTy no
noackaska cetm TCP/IP. TMMaketel DHCP cogepxar none napameTpa,

onpegendemMoro  Coaep>KUMOro. DHCP-knueHT [JoimkeH  uMeTb
BO3MOXHOCTb nony4datb naket DHCP ¢ BO3MOXHOCTbIO nepeHoca He
MeHee 312 6anT. Kpome TOro, pmkcMpoBaHHOE Mofe AaHHbIX B NakeTe
DHCP Takke Ha3blBaeTCH onuuen.

B ©OecnpoBogHon nokanbHo cetn knmeHT DHCP Toukm pgoctyna
OMHamuyeckn 3anpawmBaeT |P-agpec ceTu nepemeHHoro Toka. Ha
cepBepe DHCP moxHO HacTponTb koMaHay option, ykasae agpec AC

BkriroueHne nnum oTknoYeHue nyna agpecoB

KomaHga pool-status {enable | disable}
Onuncanne enable: BknoYeHne nyna agpecos.
napameTpoBs .

disable: oTknioyeHne nyna agpecos.

Mo ymonyaHuio AaHHas OYHKUMS BKNIOYEHa
Pexnm Pexwum koHdurypauumn nyna agpecos DHCP
KOHpurypaumm
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BcTpoeHHas
noackaska

O6opynosaHne QTECH npegoctaBnseT komaHgy Anst
BKMtOYeHNs/0TKMoYeHns nyna agpecos DHCP

4.4.4.6. NMpumep KoHdUrypauum

HacTtpoiika nyna agpecoB

OTanbl e OnpepgenuTte ceTb Nyna agpecos.
KOHcpUrypaumu e CermeHT cetn 172.16.1.0/24.
e Lln3 no ymonyaxnmio — 172.16.1.254.
e ApeHaa agpeca — 1 AeHb.
e [lnanasoH MUCKNYeHHbIX agpecoB oT 172.16.1.2 0o 172.16.1.100
QTECH(config)# ip dhcp excluded-address 172.16.1.2 172.16.1.100
QTECH(dhcp-config)# ip dhcp pool net172
QTECH(dhcp-config)# network 172.16.1.0 255.255.255.0
QTECH(dhcp-config)# default-router 172.16.1.254
QTECH(dhcp-config)# lease 1
MpoBepka e BobinonHnte komangy show run  gna  oTobpakeHus
KOHdourypaumm KOHoUrypaumm
QTECH(config)#show run | begin ip dhcp
ip dhcp excluded-address 172.16.1.2 172.16.1.100
ip dhcp pool net172
network 172.16.1.0 255.255.255.0
default-router 172.16.1.254
lease 1

4.4.5. HacTtpomnka ctatu4yeckoro IP-agpeca

4.4.5.1. PesynbTaTt KOHduUrypaumm

HasHaubTe koHkpeTHble IP-agpeca n koHurypauuto onpegeneHHsiM knneHtam DHCP.

4.4.5.2. dtanbl KOHMUrypauum

HacTtpoiika umeHu nyna agpecoB U NepexoA B peXXuM KoOHcurypauum nyna agpecos

e O6gasatenbHo. OH ncnonb3yeTcsa Anga co3gaHusa nyna IP-agpecos.
e 3anyctute komaHgy nyna ip dhcp pool B pexume rnobansHOn KOHMUIypaLmm.
Hactponka IP-agpeca n Mmacku noaceTu KnueHTa

e O6gsatenbHo. OH ucnonb3yeTca ANA HACTpoWku ctatudeckoro IP-agpeca v macku

noaceTu.

e Bbinonnute komaHgy host B pexume koHdurypaumm nyna agpecos DHCP.
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HaCTpoﬁKa annapaTHOro agpeca KruneHTa

e  OnumoHanbHo. OH ncnonbayeTcs ang HacTponkn agpeca MAC.
e BhinonHuTe annapaTHyto KOMaHay hardware B pexxume KoHurypauuum nyna agpecos

DHCP.

HacTponka yHukanbHoro naeHtMdukatopa KnmeHTa

e OnumoHanbHo. OH ucnonb3dyeTca ANA HaCcTPOMKW CTaTUYECKOoro uaeHTudukaTopa
nons3osatens (UID).

o 3anyctute komaHay client-identifier B pexxume koHdurypaumm nyna agpecos DHCP.
HacTponka umeHu KnmeHTa

e OnumoHanbHo. OH ncnonb3yeTcs Ana HaCTPONKN CTaTUYECKOrO MMEHWN KIMEHTA.
o 3anyctute komaHgy host-name B pexume koHdurypaumm nyna agpecos DHCP.

4.4.5.3. NMpoBepka KoHdUrypaumm

MpoBepbTe, Nony4yaeT nNu knueHT IP-agpec, koraa oH HaxoouTCst B oNepaTUBHOM PeEXUME.

4.45.4. CBA3aHHble KOMaHAbI

HacTponka nyna agpecoB

KomaHga ip dhcp pool dhep-pool

Onuncanne pool-name: ykasblBaeT UMs nyna agpecos

napameTpoB

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas Mepen HasHayeHueMm |P-agpeca KMEHTY HeobXxoaMMo HacTpouUTb MMS
noackaska nyrna agpecos U BOUTU B PeXUM KOHUrypauumn nyna agpecos

MpuBsaska IP-agpeca Bpy4HyrO

KomaHga host ip-address [ netmask ]

client-identifier unigue-identifier

client-name name
Onuncanne ip-address: onpegenseTt IP-agpec knneHta DHCP.
napameTpoB

netmask: onpegensieT macky nogcetu knneHta DHCP.

unique-identifier: onpegensaetr annapatHbin MAC-agpec (Hanpumep,
aabb.bbbb.bb88) n wnpeHtndukatop (Hanpumep, 01aa.bbbb.bbbb.88)
knueHta DHCP.

name: (HeobasaTenbHO) onpeaenseT UMs KnNMeHTa, UCNorb3ysi CUMBOSIbI
ASCII. ms He BkntoYaeT nms gomeHa. Hanpumep, HasoBuTe XoCcT mary,
a He mary.gtech.ru
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Pexum Pexum koHdurypaumm nyna agpecos DHCP

KOHUrypauum

BcTpoeHHas MpuBaska agpeca o3HavaeT conoctaeneHune IP-agpeca n MAC-agpeca
noackaska knueHTta. CywlecTByeT fBa BMAa NPUBS3KN aapecoB.

1. Cratunyeckas npussiska. [MpmBsA3ka Bpy4HYO MOXET paccMaTpmBaTbCs
Kak cneupnanbHbii nyn agpecos DHCP ¢ ogHum agpecom.

2. OunHamnyeckoe npuBsaska. DHCP-cepBep AuMHamMuyecks HasHavaeT
knueHTy IP-agpec n3 nyna npu nony4yeHumn 3anpoca DHCP, cosgasas
cBasb mexay IP-agpecom n MAC-agpecom KnneHTa.

UToObl HacTpouUTb NPUBA3KY BPYy4YHYK, HeoOXxoaMmo onpeaenvTb nyn

XOCTOB, a 3ateM ykasaTb IP-agpec wn annapatHbll agpec uwnu

naeHtndukaTop knneHta DHCP. AnnapatHein agpec — ato MAC-agpec.

MpeHTndukatop KnueHTa BKNOYaAEeT TUM CETEBOrO0 Hocutensd wu

MAC-agpec. KnneHT Microsoft 06blMHO umaeHTUUUMPYETCA MO

noeHTudmkaTopy knueHTta, a He no MAC-agpecy. Kogbl TMNOB cpef cM. B

pasgene [lapameTpbl npoTokona paspeweHns agpecoB (Address

Resolution Protocol Parameters) 8 RFC 1700. Kog tuna Ethernet-ctaHuum

01

4.4.5.5. NMpumep KoHUrypauum

OvHamunyeckun nyn IP-agpecoB

OTansl
KOHdourypaumm

e Hactponte nyn agpecos VLAN 1 c IP-agpecom 20.1.1.0 u mackomn
nogcetn 255.255.255.0

e Lno3 no ymonyanno — 20.1.1.1
e Bpems apeHabl — 1 geHb

QTECH(config)# ip dhcp pool vlani
QTECH(dhcp-config)# network 20.1.1.0 255.255.255.0
QTECH(dhcp-config)# default-router 20.1.1.1
QTECH(dhcp-config)# lease 10 0

lMpoBepka
KOHdourypaumm

BeinonHuTte komaHgy show run gns otobpaxeHus KOHUrypaumm

QTECH(config)#show run | begin ip dhcp
ip dhcp pool vlant

network 20.1.1.0 255.255.255.0
default-router 20.1.1.1

lease 100
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MNMpuBn3ka (lease) cTaTucTUYECKH
ST1ansbl e Agpec xocta— 172.16.1.101, a macka nogcetn — 255.255.255.0.
KOHpurypaumm e KMmsa xocta — Ivan.qgtech.ru

e N3 no ymonyanuio — 172.16.1.254
e Mac-agpec: 00d0.df34.32a3

QTECH(config)# ip dhcp pool lvan

QTECH(dhcp-config)# host 172.16.1.101 255.255.255.0
QTECH(dhcp-config)# client-name Ivan

QTECH(dhcp-config)# hardware-address 00d0.df34.32a3 Ethernet
QTECH(dhcp-config)# default-router 172.16.1.254

MpoBepka e BobinonHute komangy show run gnga otobpaxeHus koHdurypaumm
KOHUrypauum

QTECH(config)#show run | begin ip dhcp

ip dhcp pool lvan

host 172.16.1.101 255.255.255.0

client-name lvan

hardware-address 00d0.df34.32a3 Ethernet
default-router 172.16.1.254

4.4.6. HacTtpounka npasuna AM ansa cepsepa DHCP

4.4.6.1. Pe3synbTaTt KOHduUrypaumm

HasHaubTe IP-agpeca B cootBeTCcTBMM C npasuinomMm AM Ha ocHoBe nopTta n VLAN.

4.4.6.2. NpumeyaHus

O6opynosaHne QTECH nogaepxuvsaeT koHpurypaumio npasmn AM Ha nHtepdgencax Ethernet,
GB, FR, PPP n HDLC.

4.4.6.3. dtanbl KOHMUrypaumm

HacTpoiika ynpaBneHus agpecamu

e (ObsizaTenbHo. Bongnte B pexunm ynpaBreHus agpecamu.

e 3anyctute komaHay address-manage B peXxume HaCcTPOWKKU YrpaBeHnst agpecamu.
HacTponka npasuna AM

e  (O6sizatenbHo. HacTtponTte npaeuno AM Ha ocHoBe nopTa n VLAN.

e BbinonHute komaHgy match ip B pexxume HacTpoWKM ynpasneHus agpecamu.

4.4.6.4. NpoBepkKa KoHduUrypauumm

lMpoBepbTe, nony4awT nU KNUeHTbl B pasHbix ceTtax VLAN u nopTtax AencTBUTENbHblE
IP-agpeca.
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4.4.6.5. CBA3aHHbIe KOMaHAbI

HaCTpOﬁKa Aunana3oHa no ymon4aHuro

He HacTpoeHa, IP-agpeca 6yayT HasHa4yaTbCs OObIYHBEIM 06pa3oM

KomaHga match ip default ip-address netmask

Onucanwne ip-address: onpegensdet IP-agpec.

EfeEl O netmask: onpegeneHne Macku noaceTv

Pexnm Pexwum ynpaBneHus agpecamum

KOHcpurypaumm

BcTpoeHHas Mocne HacTpoukn Bcem knneHtam DHCP HasHavatoTca |IP-agpeca wus
noAckaska AnanasoHa no ymondaHuto Ha ocHoBe VLAN 1 nopTa. Ecnu ata komaHaa

HasHa4yeHue guHammnyeckoro IP-agpeca Ha ocHoBe VLAN u nopTa

@ §) QTECH
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KomaHga match ip ip-address netmask interface [add/remove] vlan vian-list
Onuncanne ip-address: onpegensdet IP-agpec.
napameTpos netmask: onpeaenexve macku noaceTy.
interface: onpegendeTt nmsa nHTepdenca.
add/remove: gpobasnenne unu yaganenue onpegeneHHon VLAN.
vlan-list: ykasbiBaeT nsgekc VLAN
Pexum Pexum ynpaeneHusa agpecamu
KOHdourypaumm
BcTtpoeHHas Mocne HacTtponkn knneHtam DHCP HasHauvawTtca IP-agpeca w3
NnoAcKaska JnanasoHa agpecosB rno ymorn4daHuio Ha ocHoBe VLAN v nopTta
HasHa4yeHue ctaTnyeckoro IP-agpeca Ha ocHoBe VLAN
KomaHga match ip ip-address netmask [add/remove] vlan vian-list
Onuncanne ip-address: onpegensert IP-agpec.
lldpakeTpDOB netmask: onpefeneHne Macku noaceTy.
add/remove: gpobasnenne unu yoanenue onpegeneHHon VLAN.
vlan-list: ykasbiBaet nigekc VLAN
Pexnm Pexum ynpaBneHus agpecamu
KOHpurypaumm
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BcTpoeHHas B Super VLAN «knueHTy MoxeT ObiTb Ha3HayeH (OUKCUPOBAHHbIN
NnoAckaska cTaTn4eckui agpec HesaBUCMMO OT Toro, B kakor Super VLAN HaxoguTcs

KNueHT. He HyXHO HacTpauBaTb npasuno AM anga atoro IP-agpeca Ha
ocHoBe Bcex nogaceTten VLAN 1 nopToB, a TONbKO HAcTpanBaTb NpaBuio
AM Ha ocHoBe VLAN. 3T0 npaBuio SeMCTBYET TOMbKO ASS Ha3Ha4vyeHus
cTaTMU4ecKoro agpeca

4.4.6.6. NMpumep KoHdUrypauum
Hactpouka npaBuna AM

OTanbl e HacTponTe npaBmmno N0 ymonyaHuio.
KOHGpUrypaumu e Hacrtpoiite npaBuno Ha ocHose onpeaeneHHon VLAN + nopt +
AnanasoH agpecos.

e HacTtponTe npaBurio Ha OCHOBe oOrnpeferieHHOro avanasoHa
VLAN-agpecos

QTECH(config)# address-manage

QTECH(config-address-manage)# match ip default 172.50.128.0
255.255.128.0

QTECH(config-address-manage)# match ip 10.1.5.0 255.255.255.0
Gi5/3 vlan 1005

QTECH(config-address-manage)# match ip 10.1.6.0 255.255.255.0 vlan
1006

MpoBepka e BbinonnHnte komangy show run  gna  oTobpakeHus
KOHdourypaumm KOHoUrypaumm

address-manage

match ip default 172.50.128.0 255.255.128.0
match ip 10.1.5.0 255.255.255.0 Gi5/3 vlan 1005
match ip 10.1.6.0 255.255.255.0 vlan 1006

4.4.7. HacTtpounka rnob6anbHbix cBoncte DHCP-cepBepa

4.4.7.1. PesynbTaTt KOHduUrypaumm

Bkntounte cepBep ¢ onpeaeneHHbiMK PyHKUMSAMK, Hanpumep, ping U npuHyamntenbHbin NAK.

4.4.7.2. NMpumeyaHus

HacTtpoiika komaHabl MOXeT NPUBECTM K UCKIMIOYEHMSIM Ha pYrnx cepeepax.

4.4.7.3. dtanbl KOHMUrypauum
HacTponka ncknro4yeHHoro IP-agpeca

e OnuuoHanbHo. HacTpoiiTe HekoTOpble agpeca WM Ovanas3oHbl agpecoB  Kak
HEOOCTYrHbIE.
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e 3anyctute

komaHgy ip dhcp excluded-address B pexume rnobanbHoOn

KOHpurypaumu.
HacTponka o6sa3atensHoro otBeta NAK

e  OnumoHanbHo. CepBep oTBEYaeT Ha HeEBepPHLIN 3anpoc agpeca ¢ naketom NAK.
e 3anyctute komaHgy ip dhcp force-send-nak B pexxmme rnobanbHoOM KoHUrypauum.
HacTtpounka moHuTtopuHra coctossiHusa VRRP

e OnumoHanbHo. [locne HacTtpoukn naketel DHCP obpabGaTtbiBaloTca rnaBHbIM

cepBepomM.
o 3anyctute

komaHgy ip dhcp monitor-vrrp-state B pexume rnobanbHOM

KOHcpurypaumm.
HacTponka BpeMeHu nuHra

e OnumuoHanbHo. [poBepbTe OOCTYNHOCTL agpeca C MOMOLWb KomaHabl ping. o
YMOIYaHuio: 2.

e BbinonHute komangy ip dhcp ping packet B pexume rnobansHon KoHUrypaumm.
HacTtpouka Tanm-ayta Ping

e OnumoHanbHo. [NpoBepbTe OOCTYNHOCTb agpeca C MOMOLWbK KomaHabl ping. Mo
YMOSYaHMI0 yCTaHoBNEHO 3Ha4veHme 500 mc.

e 3anyctute komaHgy ip dhcp ping timeout B pexnme rnobanbHON KOHUrypaLmm.
[deTekTpoBaHne aBTOHOMHOIoO OGHapyXeHMUA nonb3oBaTens

e Hactponte DHCP-cepsep, 4Tobbl OnpeaenuTb, OTKIIOYEH NN KNNEHT. Ecnn KNneHT He
NnoAKnyaeTCs K CeTu B TeYeHue onpeaeneHHoro nepuoaa BpemMeHu, To bygeTt nonyyeH
aZpec, Ha3HaYeHHbIN KITNEHTY.

o 3anyctute komaHgy ip dhcp server arp-detect B pexxume rnobanbHOM KOHUrypawumu.

4.4.7.4. NMpoBepkKa KoHduUrypauumm

3anyctute komaHay dhcp-server n npoBepbTe KOHUIypaLuio BO BpEMS Ha3Ha4YeHUs agpeca.

4.4.7.5. CBA3aHHble KOMaHAbI

Hactponka ncknro4veHHoro IP-agpeca

KomaHga ip dhcp excluded-address low-ip-address [ high-ip-address |

Onuncanne low-ip-address: ykasbiBaeT HavanbHbIM IP-agpec.

napameTpoB high-ip-address: ykasbiBaeT koHeuHbIl IP-agpec

Pexnm Pexunm rmobanbHon KoHdurypaumm

KOHdourypaumm

BcTtpoeHHas Ecnn He ykasaHo nHoe, DHCP-cepBep Ha3Ha4yaeT Bce agpeca u3 nyna

nojckaska IP-agpecoB knueHtam DHCP. Ytob6bl 3apesepBupoBaTb HEKOTOPbIE
agpeca (Hanpumep, apfpeca, YXe Ha3HadeHHble cepBepy wnu
yCTponcTBaM), HeO6XoANMO HacCTpOUTb 3TWM agpeca Kak MCKITHYEHHbIE.
Ons HaCTPOWKK DHCP-cepBepa pekomeHayeTtcs HaCTpOUTb
WCKMIOYEHHbIE agpeca, 4Tobbl KM30exaTb KOHMIMKTa adpecoB U
COKpaTUTb BpeMsi 0BHapY>XeHNSA BO BpEMSsI Ha3HaYeHWsi agpecos
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HacTponka o6sa3atensHoro otBeta NAK

KomaHga ip dhcp force-send-nak

Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypaumm

BcTtpoeHHas B WLAN DHCP-knueHT 4yacto nepemeLlaeTcs M3 OQHON CETU B APYrylo.
noackaska Koroma DHCP-cepBep nonyyaeT 3anpoc Ha npoafieHve apeHabl oT

KnuneHTa, HO OBGHapy>XMBaEeT, YTO KMMEHT nepecekaeT CeTEeBOW CErMeHT
Unu CpoK apeHabl uctek, oH otnpasnseT naket NAK, 4tobbl notpeboBaTb
OT KnuMeHTa nonydeHne IP-agpeca cHoBa. 3TO npegoTepawaeT
NMOCTOSIHHYKO OTMNPaBKy KIMEHTOM MaKeTOB 3anpocoB A0 MNOBTOPHOro
nonyyeHus IP-agpeca nocrie ucte4eHnsa BpeMeHn OXXnaaHus.

CepBep otnpasndet naket NAK Tonbko npu oBHapyxeHun 3anucu
apengbl knueHta. Korga DHCP-knueHT nepecekaet cetb, DHCP-cepBep
He MOXeT HanTK 3anucCb apeHabl KNneHTa n He BygeT oTBevaTb NakeToM
NAK. KrnveHT MOCTOSHHO OTnpaBnseT nakeTbl 3anpoCoB, Npexae 4Yem
cHoBa nonyuntb |P-agpec nocrne ucTedYeHUss BPEMEHU OXugaHus.
CnepoBaTenbHo, nonyyeHune IP-agpeca 3aHMMaeT MHOIMO BPEMEHU. JTO
Takke npoucxoguT, korga cepsep DHCP TepsieTr apeHngy nocne
nepesanycka u KInveHT 3anpalumBaeT NpoaneHune apeHabl. B atom cnyyae
MOXHO HacTpouTb KoMaHay, 4Tobbl cepsep DHCP mor oTBe TUTL NakeTom
NAK, gaxe ecnv OH He MOXET HalUTU 3anUCb apeHabl, YTObbI KNMEHT Mor
ObicTpo nonyuntb IP-agpec. O6patnte BHMMaHWe, 4YTO KOMaHga Mo
YMOM4YaHMIO OTKMoYeHa. YTo6bI BKMOUMTL €ro, B LUMPOKOBELLATENBHOM
OOMEHE MOXHO HacTpOUTb TONbko oamH cepeep DHCP

Hactponka BpemMeHu nuHra

KomaHnga ip dhcp ping packets [ number ]

Onuncanne number: (OMNMUMNOHAJBHO) ananasoHbl ot 0 go 10. 0 ykasbiBaeT Ha TO,

napameTpoB YTo CPYHKUMA ping OTKMoYeHa. [lo ymonyaHuio wucnonb3yeTca [nBa
axo-3anpoca

Pexnm Pexunm rmobanbHon KoHduUrypaumm

KOHdourypaumm

BcTtpoeHHas Mo ymonuanuio, korga DHCP-cepeep HasHadvaeT IP-agpec u3 nyna, oH

noAckaska ABaxabl 3anyckaeT komaHay Ping (oavH nakeT 3a pa3). Ecnun oTBeTa Her,

cepBep NpUHMMAaEeT aapec Kak HepaboTaloLwWii U Ha3HaYaeT ero KIneHTy.
Mpwv HanWunM oTBETa CepBeEp NPUHUMAET afpec Kak 3aHATbIN U HasHavyaeT

apyrov agpec
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HacTpowka Tanm-ayta Ping

KomaHga ip dhcp ping timeout milliseconds

Onucanwne milli-seconds: ykasbiBaeT Bpemsi, Heobxogmmoe cepsepy DHCP ansa

napamMmeTpoB OXunaaHusa oTBeTa Ha axo-3anpoc. 3HayveHue Bapbupyetca ot 100 mc go
10000 mc

Pexum Pexwum rnobanbHon koHUrypaumm

KOHpurypaumm

BcTpoeHHas Mo ymonyanuio, ecnn DHCP-cepBep He nonyyaet oteeT Ping B TeueHne

noAckaska 500 mc, IP-agpec cTaHOBUTCA AOCTYMNHbIM. Bbl MOXeTe HacTpouTb BpeMS
oXuaaHua Ons otTBeTa cepsepa

4.4.7.6. NMpumep KoHhUrypaumm

HacTtpouka Ping

OTansl .
KOHUrypauum o

YCcTaHOBWUTE KOMMYECTBO 3X0-3anpocoB Ha 5.
YcraHoBuTe TanM-ayT ping Ha 800 mc

QTECH(config)# ip dhcp ping packet 5

QTECH(config)# ip dhcp ping timeout 800

BbinonHute show

KOHoUrypaumm

MpoBepka o
KOHdourypaumm

KoMaHay

run gna  oTobpaxeHus

QTECH(config)#show run | begin ip dhcp
ip dhcp ping packet 5
ip dhcp ping timeout 800

Hactponka ncknio4veHHoro IP-agpeca
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OTansl e HacTponte gmanasoH ucknoveHHbIX IP-agpecos oT 192.168.0.0
KOHdourypaumm 00 192.168.255.255

QTECH(config)# ip dhcp excluded-address 192.168.0.0 192.168.255.255
MpoBepka e BbinonHnte komaHgy show run  gns oToOpaxeHus
KOHpurypaumm KOHpurypaumm

QTECH(config)#show run | begin ip dhcp

ip dhcp excluded-address 192.168.0.0 192.168.255.255
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4.4.8. Hactpounka ocHoBHbIX hyHKkuun DHCP Relay

4.4.8.1. PesynbTaT KOHhUrypaumm

PasBepTbiBaHME AMHaAMUYECKOro ynpaerneHus [P-ceTamMu B pexunme KnMeHT-cepeep Ans
obecneyeHus cBa3n mexay knneHtom DHCP n cepsepom DHCP, koTopble HaxogaTcsa B pasHbIX
cerMeHTax ceTu.

4.4.8.2. MpumeyaHus

Ona  BkntoveHna  petpaHcnaumm DHCP  HeobGxoauMmo  HacTpouTb  OOQHOAOPECHYHO
MapLupyTusaumio IPv4 B cetu.

4.4.8.3. dtanbl KOHhUrypauum
BkniouyeHune petpaHcnaumum DHCP

o ObgaszaTernbHo.
e Ecnu He ykazaHo nHoe, Heobxoaumo BkUNTL yHKunio DHCP Relay Ha ycTpoincTse.
Hactpownka IP-agpeca ansa cepepa DHCP

e (ObgasaTernbHo.
e Heobxogmmo HacTpouTb IP-agpec ansa cepsepa DHCP.
4.4.8.4. NpoBepkKa KoHduUrypaumm

MpoBepbTe, Nnonyyaet nu knueHT IP-agpec yepe3 DHCP Relay.

4.4.8.5. CBA3aHHble KOMaHAbI

BknroyeHune petpaHcnsauum DHCP

KomaHpa service dhcp
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

Hactponka IP-agpeca gnsa cepepa DHCP

KomaHga ip helper-address { cycle-mode | [ vrf { vif-name }] AB.C.D }
Onuncanne cycle-mode: ykasbiBaeT, 4To nakeTbl 3anpocoB DHCP nepecbinatotcs Ha
napameTpoB Bce cepepbl DHCP.

vrf-name: ykasbiBaeT nmsa mapwpytmsaumm un nepecbinkm VPN (VRF).
A.B.C.D: ykasbiBaeT IP-agpec cepepa

Pexnm Pexunm rnobanbHon KoHdurypauun/pexmm KoHdurypaummn nutepderica
KOHpurypaumm
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BcTpoeHHas
noackaska

OTY (PYHKLMIO MOXKHO HACTPOUTb Ha HTepence YpPoBHS 3, Hanpumep, Ha
MapLUpyTU3MpyemMble MOPThbl, MOPTbl TOYKM JocTyna ypoBHA 3, SVI u

nHTepdenc obpaTHOM CBA3N.

HacTpoeHHbI nHTepdenc aomKkeH ObiTb 4OCTYNEH Yepe3 OAHOAAPECHYHO

MapLupyTmsaumo IPv4

4.4.8.6. NMpumep koHdUrypauum

HacTtpouka petpaHcnauun DHCP B npoBOgHOM nogKnoveHun

CueHapun:

"1—’——\‘” /——§?

DHCP Client DHCP Relay Agent DHCP Server

PucyHok 4-15.

OTansl
KOHUrypauum

e Bknounte knueHt ¢ DHCP, ytobbl nonyunts IP-agpec.

e Bknwounte dyHkumio DHCP Relay Ha areHTe peTpaHcnauum

DHCP.
e Hactponka cepsepa DHCP

Bkntounte knneHt ¢ DHCP, 4yTobbl nonyyunts IP-agpec

Bkntounte petpaHcnaumio DHCP.
QTECH(config)# service dhcp

Hactponte rmobaneHbin IP-agpec cepsepa DHCP.
QTECH(config)# ip helper-address 172.2.2.1

HacTtpownTe IP-agpec nopTta, NOAKAOYEHHOMO K KITUEHTY.
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if)# ip address 192.1.1.1 255.255.255.0

HacTtpownTe IP-agpec nopTta, NO4KMHOYEHHOIO K CEPBEPY.
QTECH(config)# interface gigabitEthernet 0/2

QTECH(config-if-gigabitEthernet  0/2)# ip address
255.255.255.0

172.2.2.2

Bkntounte cepsep DHCP.
QTECH(config)# service dhcp
HacTponTe nyn agpecos.
QTECH(config)# ip dhcp pool relay
QTECH (dhcp-config)#network 192.1.1.0 255.255.255.0
QTECH (dhcp-config)#default-router 192.1.1.1
HacTponTte IP-agpec nopta, nogkntoyeHHoro K Relay areHTy.
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QTECH(config)# interface gigabitEthernet 0/1

QTECH(config-if-gigabitEthernet  0/2)# ip address 172.2.2.1
255.255.255.0

MpoBepka MpoBepbTe, NnonyyaeT nu knneHT IP-agpec.
KOHdurypaLm e [lpoBepbTe, NnonyyaeT nn kNneHT IP-agpec.
e [IpoBepbTe KOHUrypauuto petpaHcnsumm DHCP
A YcTponcTeo nonb3oBaTtens nonyyvaet |IP-agpec
B Mocne Bxoga B areHT peTpaHcnsaumm DHCP BbinonHuTe komaHgy show

running-config B npusuneruposaHHom pexmme EXEC, u4ToOGbI
oTobpasnTb KoHurypauuo DHCP Relay.

QTECH# show running-config
service dhcp

ip helper-address 172.2.2.1

!

interface GigabitEthernet 0/1

ip address 192.1.1.1 255.255.255.0
!

interface GigabitEthernet 0/2

ip address 172.2.2.2 255.255.255.0
!

4.4.8.7. TUNWYHbIe OLLUNOKHN

e HeepHas KOHUrypauus ogHoagpecHon mapupytmsauum IPv4.,
o  O®yHkumsa DHCP Relay oTkntoueHa.
e Mapwpytusauua wmexgy areHtom peTpaHcnsaumm DHCP wn cepsepom DHCP He

HacTpoeHa.

e [1ns cepeepa DHCP He HacTpoeH IP-agpec.

4.4.9. Hactpounka DHCP Relay onuun 82

4.4.9.1. Pe3synbTaTt KOHduUrypaumm

C nomoubto areHTa petpaHcnaumm DHCP cepeep moxeT 6onee TouHO HasHavaTh IP-agpeca ¢
pa3sHbIMY NPUBUNEMMAMW KITMEHTAM HA OCHOBE MHGOPMaLMKN O napamMeTpe.

4.4.9.2. NpumeyaHus

Heobxoanmo BkntouMTb PyHKUMIO peTpaHcnsaumm DHCP.

4.4.9.3. dtanbl KOHMUrypauum

BknroyeHne oCHOBHbIX (hyHKUuM peTpaHcnsauum DHCP

e (O0OgasaTenbHO.
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e Ecnu He ykasaHo nHoe, Heobxoanmo BkounTb yHKumMo DHCP Relay Ha ycTponcTse.

BkntoyeHne onumun DHCP 82
o [lo ymonuaHuio onums DHCP 82 oTkntoveHa.

e  MoxHo 3anyctntb kKomaHgy ip dhcp relay information option82, 4Tobbl BKNIOYUTL NNn

oTkntounTe DHCP Option 82.

4.4.9.4. NMpoBepka KoHdUrypaumm

MpoBepbTe, NonyyaeT nu kNneHT IP-agpec B COOTBETCTBMM C onuuen 82.

4.49.5. CBA3aHHble KOMaHAbI
BknrouyeHne onummn DHCP 82

KomaHnga ip dhcp relay information option82
Pexum Pexum rnobanbHon koHdurypauum
KOHUrypauum

4.4.9.6. Npumep KoHUrypauum
BknrouyeHne onummn DHCP 82

STtansl Bkntouenne onuumn DHCP 82
KOHdourypaumm

QTECH(config)# ip dhcp relay information option82

KOHdourypaumm running-config B NpPUBUNENMPOBAHHOM  pPEXMME
oTobpasnTb KoHpurypauuio DHCP Relay

MpoBepka Mocne Bxoda B areHT peTpaHcnauun DHCP BbinonHuTe kKomaHay show

EXEC, u4tOObI

QTECH#show ru | inclip dhcp relay

ip dhcp relay information option82

4.4.9.7. TUNWYHbIE OLLUNOKHN

Bbasoeble dyHkuMn peTpaHcnauum DHCP He HacTpoeHbl.
4.4.10. Hactpounka npoBepku Server ID ana DHCP Relay
4.4.10.1. Pe3ynbTaTt KOHdUrypaumm

Mocne Hactpownkn ip dhcp relay check server-id arent DHCP Relay nepecbinaet nakeTbl
3anpocoe DHCP Tonbko cepBepy, ykazaHHOMY KomaHgow option serverid. B npoTuBHOM

crny4ae OHW nepecbinatTca Ha Bce cepaepbl DHCP.

4.4.10.2. NMpumeyaHus

Heobxoanmo BkntounTb 6a3oBble yHKUMM peTpaHcnsaummn DHCP.
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4.4.10.3. dtanbl KOHhUrypauum

BkntoueHne DHCP Relay Check Server-ID

o [lo ymonuaHuio ngeHTnukatop cepsepa nposepku petpaHcnauum DHCP oTknoyeH.

e MoxHo 3anyctuTb komaHgy ip dhcp relay check server-id, ytobbl Bkntounts DHCP
Relay Check Server-id.

4.4.10.4. NMpoBepKa KoHdUrypauum

Y6egutech, uto areHT DHCP Relay otnpaensiet naketbl 3anpocoB DHCP Tonbko Ha cepsep,
yKasaHHbIM KomaHgow option server-id.

4.4.10.5. CBA3aHHbIe KOMaHAbI

HacTtponka ngeHtudmkaTopa cepsepa npoBepku petpaHcnauum DHCP

KomaHga ip dhcp relay check server-id
Pexunm Pexum rnobansHon koHdurypaumm
KOHUrypauum

4.4.10.6. NMpumep KoHUrypauum

HacTponka ngeHtndmkatopa cepepa nposepku petpaHcnsauymm DHCP

OTanbl ¢ Bknioyenne DHCP Relay. (MponyweHo).
KOHpurypaumm e Bkmouute DHCP Relay check server-id Ha nHTepdelice

QTECH# configure terminal
QTECH(config)# ip dhcp relay check server-id

MpoBepka Mocne Bxoga B areHT petpaHcnsumm DHCP BbinonHuTe kKomaHgy show
KOHpurypaumm running-config B npuBunermpoaHHom pexume EXEC, 4T06bI
oT06pasnTb KoHpurypauuio DHCP Relay

QTECH# show running-config | include check server-id

ip dhcp relay check server-id

4.4.10.7. TUNN4YHbIE OLUNOKN

Bbasoeble dyHkuMM peTpaHcnsauum DHCP He HacTpoeHbl.
4.4.11. Hactpouka nogaBneHusa DHCP Relay

4.4.11.1. Pe3ynbTaTt KOHduUrypaumm

Mocne HacTtpoukn komManabl ip dhcp relay suppression Ha uHTepdenice naketbl DHCP
Request, nony4eHHble Ha aTOM uHTEpdence, byayT oTunbTpoBaHbl, a nakeTel DHCP Request
C Apyrmnx nHtepdericos byayT nepecbinaTbCs.

142

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTteo no Hactporke cepust QSW-4700

Hactpoiika DHCP

4.4.11.2. NMpumevaHun

Heobxoanmo BkntounTb 6a3oBble yHKUMM peTpaHcnsaumm DHCP.

4.4.11.3. dtanbl KOHhUrypauum

BknroyeHne nogasneHusn petpaHcnauymum DHCP

Mo ymonyaHuio pyHKUMA nogaeneHus petpaHcnauum DHCP oTknioYeHa Ha Bcex HTepencax.

e MoxHo BbINONHUTL KOMaHay ip dhcp relay suppression, 4ToBbl BKMIOUYNTL OYHKLMIO
DHCP Relay Suppression.

4.4.11.4. NMpoBepKa KoHdUrypauum

MpoBepbTe, OThUNBLTPOBaHLI NM NakeTbl 3anpocos DHCP, nonyyeHHble Ha nHTepdelice.

4.4.11.5. CBA3aHHbIe KOMaHAbI

Hactponka nogasneHusa DHCP-peTpaHcnaumm

KomaHga ip dhcp relay suppression
Pexunm Pexum koHdurypaumm nHtepdenica
KOHUrypauum

4.4.11.6. NMpumep KoHUrypauum

Hactponka nogaBneHua DHCP-peTpaHcnaumm

OTanbl e HacTponka ocHOBHbIX pyHKUMIN peTpaHcnsaumm DHCP.
KOHCpUrypaumu e HacTpoiika nogasneHusi petpaHcnsiuum DHCP Ha uHTepdeiice
QTECH# configure terminal
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# ip dhcp relay suppression
QTECH(config-if-GigabitEthernet 0/1)#end
QTECH#
MpoBepka Mocne Bxoaa B areHT peTpaHcnauun DHCP BbinonHuTe komaHgy show
KOHUrypauum running-config B npuBunermposaHHom pexmme EXEC, 4Tto6bl
oTo6pa3nTb KoHdurypauuio DHCP Relay
QTECH# show running-config | include relay suppression
ip dhcp relay suppression
QTECH#

4.4.11.7. TUNN4YHbIE OLULMOKN

Basosble dyHKkunn petpaHcnauun DHCP He HacTpoeHb!.
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4.4.12. Hactpouka knmeHta DHCP
4.4.12.1. PesynbTaT KOH(pUrypaumm

Bkntounte DHCP-knueHT Ha ycTponcTBe, 4TOObl OH AuHamudecku nonyuqmn IP-agpeca u

KOHcpurypaumu.

4.4.12.2. MpumevaHun

O6opynosaHne QTECH nogaepxvBaeT koHdurypaumio knneHta DHCP Ha wHTepdencax

Ethernet, FR, PPP n HDLC.

4.4.12.3. Atanbl KOHhUrypauum

3anyctute komaHay ip address dhcp Ha uHTepdpeiice.

4.4.12.4. NMpoBepKa KoHdUrypauum

MpoBepbTe, NnonyyaeT nu nHTepdenc IP-agpec.

4.4.12.5. CBA3aHHbIe KOMaHAbI

Hactponka knuenta DHCP

PPP-unTepdenc.

MHKancynmposaHHoro FR.

nHkancynmposaHHoro HDLC

KomaHpa ip address dhcp

Pexunm Pexum koHdurypaumm nHtepdenica

KOHdourypaumm

BcTpoeHHas e ObopynoBaHue QTECH nogaepxuveaet  AuMHaMuyeckoe
noackaska nony4yeHue IP-agpecos Yepes nHtepdenc Ethernet.

e ObopynoBaHue QTECH nogaepxuveaet  AMHaAMU4YeCKoe
nony4veHue IP-agpecos yepes

WMHKancynmpoBaHHbIN

e ObopynoBaHue QTECH nogaepxuvBaet  AMHaAMUYECKOEe
nonyyeHve IP-agpecos nocpencTeoMm nHTepdenca,

e ObopynoBaHue QTECH nogaepxuvBaet  OAMHaAMUYECKOEe
nonyyeHve IP-agpecos nocpeacTeoMm nHTepdeica,

4.4.12.6. NMpumep KoHUrypaumum

Hactponka knnenta DHCP

KOHdourypaumm IP-agpec

OTansl e 1. Bkmouute nopt FastEthernet 0/0 ¢ DHCP, 4to6bl nonyynTb

QTECH(config)# interface FastEthernet0/0

QTECH(config-if-FastEthernet 0/0)#ip address dhcp
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MpoBepka e 1. Bbinonuute komaHgy show run agna oTtobpaxeHus
KOHcpurypaumm KOHcpurypaumu

QTECH(config)#show run | begin ip address dhcp ip address dhcp

4.5. KoHTponb cocTosiHUA

45.1. Ouncrtka

BHUMAHMUE: BbINOJNIHEHWE KOMAHA OYWCTKWA MOXET TMPUBECTU K TOTEPE
BAXKHOU NHO®OPMALINN N MPEPBIBAHUIO CITY>XKB.

OnucaHue KomaHaa

YaaneHue npuBssku clear ip dhcp binding { address | *}
agpeca DHCP

OumnaeT KOHPNNKT clear ip dhcp conflict { address | *}
agpecos DHCP

Yaansiet ctaTUCTuky clear ip dhcp server statistics
cepsepa DHCP

Ypoanset ctatuctuky | clear ip dhcp relay statistics
peTtpaHcnauum DHCP

OuuncTka cTaTnucTukn clear ip dhcp server rate
NpoV3BOAUTENBHOCTH
DHCP-cepBepa

4.5.2. OTob6paxeHue

OnucaHue KomaHaa
OTobpaxeHne apengpbl | show dhcp lease
DHCP

Otobpaxenne |IP-agpecos,  show dhcp manual
HaCTPOEHHbIX BPYYHYHO

OTobpaxeHne cokeToB | show ip dhcp socket
DHCP

OTobGpaxeHne HasHa4yeHHbIX | show ip dhcp binding
IP-agpecos
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OnucaHue KomaHga

OTtobpaxeHne crtatuctukm | show ip dhcp server statistic
cepsepa DHCP

OtobGpaxeHne ctatuctukm @ show ip dhcp relay statistic
peTtpaHcnauum DHCP

OTobpaxeHne show ip dhcp conflict
KOH(PNUKTYIOLNX aapecos

4.5.3. OTnaaka

NMPUMEYAHUE: cncteMHble pecypChbl UCMOMb3YOTCA NpU BbIBOAE OTNagouYHON nHdopMaumn.
lMoaTomy, OTKIIOYUTE OTRAAKY cpasy Nocrie UCnonb30BaHuUS.

OnucaHue KomaHpa

Otnagka arenta DHCP debug ip dhcp server agent
Otnagka ropsayero debug ip dhcp server ha
pe3epBHOMO KOMMPOBAHWS

DHCP

OTtnagka nynoB agpecos debug ip dhcp server pool
DHCP

Otnagka DHCP VRRP debug ip dhcp server vrrp
OTtnagka Bcex cepBepoB debug ip dhcp server all
DHCP

Otnagka naketos DHCP debug ip dhcp client
Otnagka cobbiTuin | debug ip dhcp relay
peTtpaHcnauum DHCP
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5. HACTPOWUKA DHCPV6
5.1. O630p

MpoTokon aguHammyeckon KoHurypauum xocta gns IPv6 (DHCPV6) — aTO NpOTOKOS, KOTOPbLIN
nossonset cepsepy DHCP nepegasatb KoHpurypauum (Hanpumep, agpeca IPv6) yanam IPv6.

Mo cpaBHeHWO C ApyrMMuM MeTogaMu pacnpefeneHus agpecos IPv6, Takumm Kak pydyHas
HacTporka W aBTOMaTuyeckasi HacTpolka agpecoB 6e3 coxpaHeHusi cocTosiHusi, DHCPv6
obGecrneuvBaeT pacnpedeneHne agpecoB, AenerMpoBaHve npeduKCoB M pacnpeneneHve
napamMmeTpoB KOH(urypauuu.

° DHCPv6 — 3TO nNpoOTOKON C OTCMEXMBAHMEM COCTOSIHUA AN aBTOMaTM4YeCcKom
HaCTpOIZKI/I ajgpecoB, a TakKkxe nobaeneHus, n NMOBTOPHOIo MCNonb3oBaHNA CeTeBbIX
agpecos, KOTOprIZ no3BondeT 3anncbiBaTb BblAeNeHHble agpeca n onTuMnU3npoBaTb
ynpaslieHne CeTblo.

o Vcnonbays npedukc genermposanna DHCPv6, cetesble yctpouncTtBa uplink moryT
Ha3Ha4aTb npecdumkcbl agpecoB ceTeBbIM ycTponcTtBam downlink, koTopble peanunsys
rMMOKY0O aBTOMaTMYECKY0 KOHUIypaLmio Ha YPOBHE CTaHUMM U rMOKoe ynpasreHune
aApEeCHbIM NPOCTPAHCTBOM CTaHLUMMW.

e HasHauyeHue napametpa koHdurypaumm DHCPvV6 pewaet npobnemy, npu KOTOpow
napameTpbl He MOryT ObiTb MOMy4YeHbl C MOMOLLLID MPOTOKOMa aBTOMAaTU4YECKOM
HaCTpOViKM agpecoB 6e3 coxpaHeHUsi COCTOSHUSA, U HasHadvaeT agpeca DNS-cepeepoB
1 MMeHa JOMEHOB XOCTaM.

¢ DHCPvV6 — 3TO NpOTOKOS, OCHOBaHHbLIN Ha Mogenu knneHt-cepeep. Knnent DHCPv6
nucnonb3yetca Ans nonydeHust pasnuyHbiX KoHdwurypaumn, a cepsep DHCPV6
ncnonb3yeTcs And npegoctaBneHnst pasnuyHbix KoHdurypauun. Ecnv knneHt DHCPV6
n cepsep DHCPV6 He noakntoveHbl K 04HOMY CETEBOMY KaHany (O4WMH U TOT XKe CErMEHT
ceTu), OHM MOryT B3aMMoAencTBoBaTb [ApPyr C [APYroM C TMOMOLLbI areHTa
petpaHcnaumm DHCPV6.

Knnent DHCPvV6 o6bivHO 06HapyxmBaeT cepsep DHCPV6, pesepBupys agpeca MHOroagpecHon
paccbinku B kaHane, noatomy knmeHT DHCPv6 n cepeep DHCPV6 gomkHbI MEeTb BO3MOXHOCTb
HanpsMytlo B3aumoencTBoBaTb ApPYr C APYroM, TO €CTb OHM AOMXKHbl ObiTb pasBepHyThbl B
npegenax o4HOro kaHana. ATo MOXeT NpMBECTU K HeyaobCcTBaM B ynpaBneHum, 3KOHOMUYECKNM
cbosam (ons kaxgowm nogcetn passepHyT cepeep DHCPV6) n HeygobctBam npu o6HOBRAEHMN.
dyHKuMa areHTta petpaHcnsumm DHCPv6 moxeT pewmnTb 3TM npobnembl, NO3BOMAS KIANEHTY
DHCPv6 oTtnpaenate nakeTol Ha cepeep DHCPvV6 no gpyromy kaHany. AreHT peTpaHCcnsaummn
DHCP vacTo pa3BepTbiBaeTCH B kaHane, rae Haxogutes knmeHT DHCPV6, n ucnonbsyetcsa ons
peTpaHcnauMn NakeToB B3aumogencteus mexagy knueHtom DHCPv6 n cepsepom DHCPVG.
AreHT peTpaHcnsiumm DHCP npospaveH ans knneHta DHCPv6.

Network 3

DHCPv6 Relay Agent DHCPVE Server

DHCPv6 Client

PucyHok 5-1.
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5.1.1. MpoToKonbl U cTaHAAPTbI

RFC3315: npoTokon AuHaMmMyeckomn KoHgurypaumm xocta ans IPv6.

RFC3633: napameTpbl npedukca IPv6 onga npoTokona gMHaMuU4eckon KoHUrypaumm
xocTta (DHCP) Bepcum 6.

RFC3646: napameTpbl koHdurypaumm DNS agna npoTtokona AMHaAMUYECKOW
KoHdurypauum xocta ans IPve (DHCPVG).

RFC3736: cnyx6a DHCP 6e3 coxpaHeHusa coctosiHua ans IPv6.

RFC5417: ynpaeneHne u HacTtporka onuum DHCP KoHTponnepa poctyna K
6ecnpoBogHbiM Tovkam goctyna (CAPWAP).

5.2. MNpumeHeHne

NMpumeHeHune OnucaHue

3anpoc/HasHavyeHve Knunent DHCPV6 3anpawwuBaeTr agpeca c cepsepa DHCPV6.

agpecos u Cepeep DHCPV6 HasHa4vaeT agpeca v napameTpbl KOHUrypaumm

napameTpos knueHty DHCPV6

KOHdurypaumm

3anpoc/sblaenexHve Knuent DHCPvV6 3anpawwuBaeT npedwukc ¢ cepsepa DHCPV6.

npedwkca Cepeep DHCPV6 npucsausaet npedukc knueHty DHCPVG, a 3atem
knueHt DHCPV6 HacTpamBaeT agpeca IPv6 c¢ nomouibio 3TOro
npedwukca

AreHT Relay DHCPv6 Relay wucnonb3yetcs nnsi obecrneyeHus CBA3M Mexay

knueHtom DHCPV6 1 cepsepom DHCPV6 no pasHbiM kaHanam

5.2.1. 3anpoc/HasHa4yeHUe agpecoB M NapaMeTpoB KOHUrypauum

5.2.1.1. CueHapum

B nogcetn knnent DHCPv6 3anpawwnBaeT agpeca c cepBepa DHCPv6. Cepsep DHCPv6
Ha3Ha4aeT agpeca u napameTpbl KOHUrypauum knneHty DHCPV6.

Kak nokasaHo Ha PucyHke 5-2:

Cepeep DHCPV6 HacTpoeH ¢ agpecamm IPv6, DNS-cepsepamu, AOMEHHBbIMU UMEHaAMM
n OpyrMMu napameTpamm KOHurypaumm, KoTopble HE06X0OUMO BbIAENUTD.

XocT pabotaet kak knueHT DHCPv6 anga 3anpoca agpeca IPv6 ¢ cepeepa DHCPV6.
Mocne nonyyeHus 3anpoca cepeep DHCPv6 BbIGnpaeT AOCTYMHLIVM agpec U HasHavaeT
ero XocrTy.

XocT Takke MoxeT 3anpocutb DNS-cepBep, MMsa gomeHa W gpyrme napameTpbl
KoHdurypaumm ¢ cepsepa DHCPV6.
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po—

DHCPvE Server

—-—

' X X 4

DHCPv6 Client

PucyHok 5-2.

5.2.1.2. OnucaHue

e 3anyctute knneHt DHCPV6 Ha xocTe B noaceTn, 4tobbl nonyunTb agpec IPv6 n gpyrue
napameTpbl.

o 3anyctute cepsep DHCPV6 Ha yctponctBe wm HactpouTte IPv6-agpec u gpyrue
napameTpbl, YTO6bI Ha3Ha4nTL IPV6-agpec n napameTpbl.

5.2.2. 3anpoc/BbiaeneHune npedukca

5.2.2.1. CueHapun

Kak nokasaHo Ha PucyHke 5-3, uplink-yctponcteo (PE) BbigenseT npedmkc IPv6-agpeca ans
yctponctBa downlink (CPE). CPE reHepupyeT HOBbI npedumkc agpeca Ans BHYTPEHHEN
noaceTM Ha OCHOBE MofydeHHOro npedwmkca. XocTbl BO BHyTpeHHen nogcetm CPE
KOoHpurypupytotesa ¢ agpecamm vyepes Router Advertisement (RA), ncnonbays HoBbIN npedukc
agpeca.

o PE npepocraenseT cnyx0y genermposaHund npedumkca B kadectse cepsepa DHCPV6.

e CPE szanpawwuBaeT npedukc agpeca u3 PE B kauyectse knneHta DHCPvV6. [Mocne
nonyyeHus npedmkca agpeca CPE reHepupyeT HoBbIM npedumkc agpeca ans
BHYTPEHHEN nogceTu n oTnpaenseT coobueHne RA xoctam BO BHyTPEHHEN NOACETM.

o  XOCTbl BO BHYTPEHHEN NogceTu, B koTopon HaxoauTtca CPE, HacTpanBatoT cBou agpeca
Ha ocHoBaHuKM cooblieHnst RA, otnpaeneHHoro CPE.

¢
&
'Y,

PucyHok 5-3.

B kadectBe cepsepa DHCPv6 Provider Edge (PE) paGoTtaeT cepBep nocTaBwuka Ang
npegocTaBneHnsi NpeduKCoB, a Takke Ha3bIBAETCA MapLUPYTM3aTOPOM ANs AeNErnpoBaHus.

KnueHntckoe obopynosanune (CPE) pabotaet kak knneHt DHCPV6 anga 3anpoca npedukcoB m
TakKe Ha3blBaeTCA 3anpalLMBaoLLMM MapLIpyTM3aToOpPOM.

A, B 1 C aBndatoTCcsa pasnnyHbIMU XOCTaMU.
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5.2.2.2. OnucaHue

3anyctnte cepsep DHCPv6 Ha PE, 4t06bl BHegpuTb cnyxby aenervpoBaHus
npedukca.

3anyctute knneHT DHCPvV6 Ha CPE, 4yto6bl nonyunTb npedmkcbl agpecos.

PassepHute IPv6 ND mexay CPE u xoctamm, 4toObl HacTpouTb agpeca Yys3rnoB B
noacetun vyepes3 RA.

5.2.3. AreHT Relay

5.2.3.1. CueHapum

AreHt DHCPv6 Relay npowussoant petpaHcnaumio DHCPV6 nakeToB MeXxay KIMEHTOM W
cepBepomM.

Kak nokasaHo Ha PucyHke 5-4:

Yctponctso 1 BknoveHo ¢ nomoulbto areHta DHCPv6 Relay n npegHasHadeHo ansg
3001:2.

YCTpONCTBO 2 XO4eT nepechbinath NakeTbl HA gpyrve cepeepbl Yepes cepBuc Relay
cnegywoulero yposHsi. Bkntounte areHT DHCPV6 Relay Ha ycTponicTBe 2, ycTaHoBUTE
agpec HasHadveHusa FF02:1:2 (Bce cepBepbl M agpeca MHOroagpecHOW pacCbifku
Relay) n ykaxute nHtepdenc Boixoga B kadectse nHtepdgenca yposHs 3 gi 0/1.

y_

DHCPv6 Server

Device 2

(L3 gateway device, enabled with
DHCPv6 Relay Agent

@L2 access device, enabled with LDRA

(3L3 gateway device, enabled with
DHCPvE Relay Agent

PucyHok 5-4.

5.2.3.2. OnucaHue

o Bxntounte arent DHCPvV6E Relay Ha ycTponcTtee 1 n ykaxunte agpec 3000::1.

o  Bkntounte arent DHCPvV6 Relay Ha ycTponctee 2 n ykaxute agpec kak FF02::1:2.

5.3. KnrouyeBble 0COOEHHOCTHU

5.3.1. ba3oBble KOHUenuumn

DUID

YHukaneHbii naeHtudgmkatop DHCP (DUID) wpeHtuduumpyet yctponcteso DHCPv6. Kak
onpegeneHo B RFC3315, kaxgoe yctponctso DHCPV6 (knveHT, Relay nnn cepsep DHCPV6)
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OOIMKHO MMeTb naeHtTudukaTop DUID, kOoTopbIN ncnonb3yeTca And B3auMHOW ayTeHTUdmMKaumm
BO Bpemsi obmeHa coobeHnamm DHCPVG.

RFC3315 onpegensiet Tpu Tuna DUID:

e DUID ocHoBaH Ha agpece ypoBHs cBsA3u nrtoc Bpems (DUID-LLT).

o WVpeHtTudwmkatop DUID, HasHayeHHbI MNOCTaBLLMKOM Ha OCHOBE KOPMOpaTMBHOIMO
Homepa (DUID-EN).

e Apgpec ypoBHsa kaHana (DUID-LL).
Yctponctea QTECH DHCPV6 ncnoneaytoT DUID-LL. Ctpyktypa DUID-LL cneaytowias:

o 1 Z 3
o012 3457890123458 7890123458789 01
+—t—t—t—t—F—t—F—t—F—t—t—t—F—F— -ttt —F—F—F— =t —F— =+ —F—+—+
| 3 | hardware type (16 bits) |
+—t—t—t—t—F—t—F—t—F—t—t—t—F—F— -ttt —F—F—F— =t —F— =+ —F—+—+

link-layer address [(variakble length)

e e et e e e e e e e e e e E e ¥
3HaveHnss DUID-LL, Hardware type wu Link-layer address: 0x0003, 0x0001 (c ykasaHuem
Ethernet) 1 MAC-agpeca ycTponcTea COOTBETCTBEHHO.

Accoumnauusa nageHtudpumkauum (1A)

Cepsep DHCPV6 BbigensaeT cnyxbbl npoBepkun NogsiMHHocTh B IHTepHeTe knneHtam DHCPV6.
Kaxgas |A yHukanbHO oOHapyxwuBaeTcs wuaeHTudukatopoMm accouuauum xoctos (lAID).
Naoentudmkatopel IAID reHepupytotea knueHtamm DHCPv6E. Mexagy |IA u  knneHTamu
yCTaHaBMBaeTCHA CONocTaBneHne «0AuH K ogHOMYy» . |A MOXeT cogepaTb HECKONbKO afpecos,
KoTopble MOryT ObITb BblAeneHbl KIIMEHTOM APYrMM UHTepdencam. |IA MoXeT cogepkaTb OAMH
13 crieQyowmnx TUNOB agpecos:

o HeBpemeHHble agpeca (NA), a uMeHHO rnobarnbHble YHUKanbHbIe agpeca.
o BpemeHHble agpeca (TA), KoTopble Bps4, 1 NCNONb3YHTCA.
e [lenernpoBaHue npedukca (PD).
B 3aBuncumocTn ot TMna agpeca, |A knaccudmumpytotea no 1A _NA, IA_ TA n |IA_PD (tpu tvna
IA). QTECH DHCPvV6 nogaepxusatot Toneko IA_NA n |IA_PD.
MpuBs3ka

DHCPv6 binding — aTo ynpasnsiemasa nHdopmaumoHHas CTpykTypa agpeca. [laHHble NpuBSA3KM
agpecoB Ha cepeepe DHCPv6 3anucbkiBatoT |A n gpyrme koHUrypaumm Kaxkgoro KrimeHTa.
KnueHT MOXeT 3anpocuTb HECKONbKO NpuBA30K. [JaHHble NpUMBA3KM agpecoB Ha cepBepe
npencraBneHbl B BUuae Tabnuupl NpuBA3kM agpecoB ¢ naeHtudukatopammu DUID, IA-Type n
IAID. lMNpuBaska, cogepxawas KoHdurypaumm, ncnonb3yet B kKadectBe nHgekca DUID.

KoHndnukr DHCPv6

Korga npoucxoguT KOHMNUKT agpeca, BblaeneHHoro knneHty DHCPvV6, KnueHT oTnpaBndeTt
naket Decline, uto6bl yBegomuTb cepeep DHCPV6. 3atem cepBep gobaBnsaeT agpec B CNMCOK
KoHnMKTOB agpecoB. CepBep He OyaeT HasHayaTb agpeca B CMCOK KOH(IIMKTOB afapecos.
CepBep nogaepxmBaeT NPoCMOTp 1 yaaneHne nHgopmaumm o6 agpece B CMCKe KOH(NMKTOB
afipecos.

Tun nakeTta

RFC3315 npeagycmatpusaeT, yto DHCPV6 ncnonb3yet noptel UDP 546 n 547 gna obmeHa
naketamun. B yactHocTn, knueHt DHCPvV6 ucnonb3yet nopt 546 Ans nonydeHus nakeTos, a
cepsep DHCPv6 n arent DHCPV6 Relay ucnonb3ytoT nopt 547 onsg nonydYeHus nakeToB.
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RFC3315 onpepgenseT cnegylowme TUNbl NakeToB, KOTOpble MepedalrnTcs Mexay CepBepoMm,
knueHtom n areHtom DHCPV6 Relay:

e [lakeTbl, KOTOpble MOryT ObITb OTNpaBneHbl knneHTom DHCPvV6 Ha cepeep DHCPV6,
BkntovaoT B cebs Solicit, Request, Confirm, Renew, Rebind, Release, Decline u
Information-request.

e [lakeTbl, kOTOpble MOryT ObiTb OTnpaBneHbl cepepom DHCPV6 knueHty DHCPVE,
BKrtovatoT B cebsa Advertise, Reply and Reconfigure.

e [lakeTbl, KOTOpble MOryT 6bITb OTNpaBneHbl areHTom DHCPv6 Relay apyromy areHty
DHCPV6 Relay nnu cepsepy DHCPVG6, skntoyatoT Relay-forward.

o [lakeTbl, kOTOpbIE MOryT BbITb OTNpasneHsbl areHTom DHCPV6 Relay apyromy areHty
DHCPv6 Relay nnn cepsepy DHCPV6, BkntovatoT Relay-reply.

NPUMEYAHUE: cepsepbl QTECH DHCPV6 He nogaepxmBatoT nakeT Reconfigure.

NMPUMEMAHUE: knuentel QTECH DHCPv6 He noapgepxuBatoT naketsl Confirm and
Reconfigure.

5.3.2. 0630p
PyHKLUMA OnucaHue
3anpoc/BblaenexHue OuHamnyeckoe nony4veHne/BbigeneHme agpecos IPv6 B ceTu B
agpecoB pexunme KnmeHT-cepeep
3anpoc/BblaeneHune OuHamnyeckoe nony4veHune/BobigenexHme npedukcos IPv6 B ceTn B
npedwukca pexvme KnmeHT-cepBep
Cnyx6a 6es | MNMpepocTtaensaeT cnyx0y koHdUrypaumm 6e3 coxpaHeHus
COXPaHEHUA COCTOAHUSA | COCTOSAHMA AN XOCTOB B CETU
Cepsuc Relay Mpepoctaensaet cnyxby cepsepa DHCPV6 ons xocToB B

pPasnMyYHbIX CETSIX C MOMOLLbIO CYX0Obl peTpaHcnsauum

5.3.3. 3anpoc/BbiaeneHne agpecos

Knnent DHCPV6 moxeT 3anpawuBaTb agpeca IPv6 ¢ cepsepa DHCPVG.

lMocne HacTponkn ¢ gocTynHbiMM agpecamn cepeep DHCPv6 moxeT npedocTaBnaTb agpeca
IPv6 xocTtam B ceTu, 3anucbiBaTb BblAENEHHbIE agpeca 1 ynydlwaTb ynpaBieHne ceTbio.
5.3.3.1. MpuHUMN paboTbl

CeteBble xocTbl cnyxaT knueHtamm DHCPv6 u cepBepamn DHCPvV6 gnsa peanusauumn
pacnpegeneHus agpecoB, OOHOBMNEHWs, MNOATBEPXKAEHUSA, BbIMyCka WM OpYrux onepauumn
nocpeacTtBom o6MeHa CooBLEHNAMMN.

OOMeH 4-x coobLeHumn
Ha PucyHke 5-5 nokasaH npouecc obmeHa YyeTbipex CooBLeHNIA.
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DHCPvE Client DHCPvE Server

Sohoit
Advertise
Request

Reply

PucyHok 5-5.

Knnent DHCPvV6 otnpaBnsdeT coobuieHne Solicit, agpec HasHa4yeHusi KOTOpPOro
FF02::1:2, a HOMep nopTa Ha3Ha4YeHus — 547 B NIOKanNbHOWM CETU ANs 3anpoca aapeca,
npedgukca N HasHadeHns napameTpoB KoHdwurypaumm. Bce cepsepol DHCPV6G unn
areHTbl DHCPV6G Relay B LuMpokoBeLLaTensHOM AOMEHe nony4daT coobLueHne 3anpoca.

Mocne nonyyeHus coobuweHus 3anpoca cepsep DHCPvV6 otnpaBut cooblueHne
Advertise B pexunme ogHOaOPECHOW PacCbIKM, €CNU OH CMOXEeT MNpedocTaBuTb
MHdopMaLmMIo, 3anpoLlleHHyto B coobuieHun 3anpoca. B coobuieHnn obbasneHus
yKasaHbl agpec, npedukc 1 napameTpbl KOHUrypaumm.

Knnent DHCPvV6 moxeT nonydatb coobuieHne Advertise C HECKONbKMX CepBepoB
DHCPv6. MNocne Bbibopa Hanbonee nogxogswero cepsepa DHCPv6 knneHt DHCPvV6E
oTnpasnseT coobueHne Request ¢ agpecom HasHavyeHuss FF02::1:2, a Homep nopTa
HasHauyeHnss — 547 pns 3anpoca agpeca, npedukca U HasHadeHust napameTpoB
KOHdourypaumm.

Mocne nony4veHus coobleHns Request cepsep DHCPvV6E cosgaeT npuBA3Ky fiokanbHO
n oTnpaensieT coobweHne Reply B pexnme ogHoagpecHom pacchinki. B coobuleHnn
ANa oTBeTa cogepxaTcs agpec, npedukc U napameTpbl KOHMUrypauum, KoTopble
cepep DHCPv6 6ymet HasHauyaTb knuneHTy DHCPv6. Knunent DHCPV6 nonyvaet
agpec, npeukc wnu napameTpbl KOHurypaumm Ha ocHoBe uHdopmaumm B
cooOLleHnn oTeeTa.

O6OmeH ABYMSA cOOOLEeHnaAMH

O6meH gByMsa COOGLUEHUAMM MOXET ucnonb3oBaTtbCcd Ana 6onee 6GbICTPOro 3aBepLUEHMS
HaCTpPOKKK agpecoB, NpedunKcoB U napameTpos Ans kneHtos DHCPVG.

DHCPvE Client DHCPv6 Server

Solicit

(Rapid-Commit)

Reply
‘—

PucyHok 5-6.

Knnent DHCPv6 oTnpaBnsieT cooblieHne 3anpoca, agpec Has3Ha4yeHusi KOTOporo
FF02::1:2, a HOMep NopTa HasHayeHus — 547 B NIOKanNbLHOW CETU ANs 3anpoca agpeca,
npedukca M HasHadeHus napameTpoB KoHdurypaumm. CooblieHne o xogatanctee
COAEPXMUT BbICTPYIO (hrKcaLmIo.

Ecnun cepsep DHCPV6 nogaepxusaet gyHKkumo 6bictpon dmkcaumm (rapid commit),
cepsep DHCPV6 cosgaeT npuvBA3Ky nokanbHO M oTnpasnsdeT coobuieHne oTBeTa B
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pexume OAHOaApecHOW pacchiniku. B coobuweHnn gns otBeTa coaepxaTtcs agpec,
npeduKc 1 napameTpbl KOHUrypaumm, kotopble 6yayT HazHaveHbl knneHty DHCPV6.
Knuent DHCPV6 3aBepLuaeT HAaCTpOVKy Ha OCHOBE MHbOpMaLMn B COOBLLIEHMN OTBETA.

OGHoOBMeHMe 1 NepenpuBA3Ka

Cepep DHCPvV6 npepocTtaBnsaeTt ynpasnswoowmn agpec M obHoBnenHole T1 mn T2 B IA
coobueHuns, oTnpaeneHHoro knueHty DHCPV6.

DHCPvE Server

DHCPV6 Client
PucyHok 5-7.

e KnueHt DHCPV6 oTnpasut MHoroagpecHoe coobuieHne Renew Ha cepsep DHCPV6
anst obHoBNeHus agpeca u npedukca Yepes T1 cekyHa. CoobuieHne Renew cogepxut
ngeHtndpumkatop DUID cepsepa DHCPV6 1 nHdopmaumio |A, koTopyto Heobxoammo
obHOBUTD.

e [locne nony4eHus coobuweHns o Bo3obHoBneHun cepsep DHCPV6 nposepseT, paBHO
nn 3HadeHne DUID B coobuweHun o Bo3obHoBreHun 3HadeHuto DUID nokanbHoro
yctponctBa. Ecnn pa, 10 cepBep DHCPV6 0OHOBRSIET fOKanbHYKO MNPUBA3KY U
oTnpasnseT cooblweHne Ans oTBeTa B pexunme OOHOAApPeCcHOM pacchbinku. B
coobueHnn anga oTBeTa cogepxatcs Hoeble T1 1 gpyrne napameTpsbl.

DHCPvE Server

YA

fi Request Reply Renew Reply Renew  Rebind

DHCPv6 Client ¢ T2

w

PucyHok 5-8.

e Ecnu nocne otnpaekn knneHtom DHCPv6 cooblieHns o BO30OHOBNEHUM Ha cepBep
DHCPv6 otBeTr He nony4yeH, knueHT DHCPv6 otnpaBut Ha cepBep DHCPv6
MHoOroagpecHoe coobuweHne O NMOBTOPHOW MpuUBSA3KE ONS NepenpuBa3kM agpeca u
npedukca nocne UCTe4YeHns cpoka gencrena T2.

e [locne nonyyeHus coobueHns Rebind cepsep DHCPvV6 (BO3MOXHO, HOBbIN cepBep
DHCPv6) otnpaBnsetr coobuieHne C OTBETOM B COOTBETCTBMM C COAEPXKMMbIM
coobweHnsa Rebind.

Release

Ecnn knuenty DHCPV6 Tpebyetca ocBoboantb agpec wnu npedukc, knveHty DHCPvV6
Heobxogumo oTnpaBuTb coobuleHne Release Ha cepeep DHCPV6, 4Tto6bl yBegoMnTb cepBep
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DHCPv6 06 ocBoboxxaeHun agpeca unu npedumkca. Takmm obpasom, cepep DHCPV6 moxeT
Ha3Ha4nUTb 3TN agpeca n npedukcsl apyrum knneHtam DHCPVG.

DHCPvE Client DHCPv6 Server
*I \?
-
: Release :
»
Reply
PucyHok 5-9.

e [locne nony4eHus coobieHns Release cepsep DHCPV6 yaanseT cooTBeTCTBYOLWMNE
NPUBSA3KM HaA OCHOBE afpeCcoB UMW NPegUKCOB B COOOLLEHUM penusa 1 oTnpaBnsieT
OTBETHOe coobLieHre ¢ napamMeTpom cocToaHns knmeHTy DHCPVG.

MopTtBepxaeHue (Confirmation)
lMocne nepexoda K HOBOW CCbifike (Hanpumep, nocne nepesanycka) knveHT DHCPv6 otnpasut

coobuwenne Confirm Ha cepsep DHCPV6 no HoBOW ccbifnike, 4TOObI NPOBEPUTL, AOCTYMNHbLI NN
ncxodHble agpeca.

DHCPvE Client DHCPv6 Server
t, New link v
3 V
: Confirm :
Reply

PucyHok 5-10.

e [locne nonyyeHus coobweHnsa o noaTeepxaeHun cepsep DHCPV6 BbinonHsaeT
noaTBepXXaeHne Ha ocHoBe MHdopmaumn o6 agpece B COOOLLEHNM O NOATBEPXKOAEHNN
N oTnpasnsieT coobLieHne ¢ 3anpocoMm, B KOTOPOM MMEETCS OMNLMS COCTOSAHMS, KITUEHTY
DHCPv6. Ecnu 3anpoc He byaeT nogreepxaeH, knmeHt DHCPV6 moXeT nHmummpoBaTb
HOBbI 3aMpoC Ha BblAeneHne aapecos.

Kondonukr DHCPv6

Ecnn knneHt DHCPV6 o6HapyxuBaeT, 4To BblaeneHHble agpeca Oblniv UCNonb30BaHbl B KaHane
nocrie 3aBepLueHus BblgeneHnsa agpecos, knneHt DHCPv6 otnpaensieT coobueHne Decline,
4yTO6bI YyBegomuTb cepBep DHCPV6 o koHdnukTe agpecos.

DHCPvE Client DHCPvV6 Server

PucyHok 5-11.
Knuent DHCPV6 cogepxuT nHdopmauuio |1A 0 KoHNUKTyoLWmx agpecax B coobuieHmn Decline.

e [locne nonyyeHus coobuweHus Decline cepsep DHCPvV6 nomevyaeTr apgpeca B
coobuweHnnn Decline kak "0TKnoHeHHbIE" 1 He ByaeT pacnpenenaTb 3T agpeca. 3atem
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cepsep DHCPv6 oTtnpaBnsieT coobuieHne Reply ¢ napameTpoM COCTOSIHUSA KITMEHTY
DHCPvV6. MoxHO Bpy4YHyto yaanuTb agpeca, NOMeYeHHble KaK «OTKIOHEHHbIEY, YTOObI
obneruynTb NOBTOPHOE BblAereHe.

5.3.3.2. CBsizaHHasA KOHdUrypauus
BknroyeHune pyHkuun cepepa DHCPv6 B uHTepdence

o [lo ymonuaHuto nHtepdenc He BKIoYeH ¢ yHKumen cepeepa DHCPVG.

e MoxHO BbINOMHUTL KOMaHAy ipv6 dhcp server, 4Tobbl BkNOUMTL yHKuno DHCPV6
Server ona nHtepdenca.
NMPUMEYAHUE: ¢yHkuma cepsepa DHCPV6 pomkHa ObiTb BKAOYEHA Ha uMHTepdence
ypoBHs 3.

BbigeneHune agpecoB 4yepe3 cepsep DHCPv6

o [lo ymonuaHuto Ha cepBepe DHCPV6 oTcyTCcTBYET Nyn KOHUIrypaumm U He HacTPOEHbI
agpeca on4 BblaeneHus.

o [1ns cosgaHusa nyna KoHUrypaumMm MOXHO BbINOMHUTL KoMaHay ipve dhcp pool.

o  MoxHO BbINOMHMTL KOMaHAy iana-address, YToObl HACTPOUTL agpeca Ans BblAeNeHuns,
a TaKke npegnoyvtuTenbHble 3HaYeHus cpoka crnyxobl preferred lifetime u Tekywero
cpoka cnyx6ebl valid lifetime.

YpaneHune KoHNUKTyoWwmMx agpecoB Yepes cepeep DHCPv6

e [lo ymonuaHuio cepBep DHCPvV6 He BbINONHAET OYUCTKM  OOHapPYXXEHHbIX
KOH(NUKTYIOLMX aapecoB.

e MoxHo BbInoNHUTL KomaHay clear ipv6 dhcp conflict gna o4nMcTkM KOHPNNKTYOLNX
agpecos, YTobObl 3TW agpeca MOXHO ObIfI0 MCNOMb30BaTb MOBTOPHO.

5.3.4. 3anpoc/BbiaeneHune npedukca

HacTponka goctynHbix npedukcos Ha cepeepe DHCPV6. Mcnonb3yst npedukc genermposaHmst
DHCPv6, ceteBble ycTtponctBa uplink moryT HasHayaTb npeduKCbl agpecoB CETEBbIM
ycTponcTtBam downlink, koTopble peannays rmbkyto aBTOMaTUYECKYIO KOHMrypauuio Ha ypoBHE
cTaHuuun n rmbkoe ynpasneHne agpecHbIM NPOCTPaHCTBOM CTaHLUN.

5.3.4.1. MpnHUMN paboTbl

CeTeBble YCTPOWCTBA HUCXOOSLWEro kaHamna cnyxat knuneHtamum DHCPv6 gna obmena
coobueHnammn ¢ cepeepom DHCPV6 ons peanusaumm onepaumi allocation, update, release u
apyrmx onepaumin. CeteBble ycTponctBa downlink nonydatoT, OGHOBASIOT, CBSA3bIBAT WU
ocBoboXgalT npedukcbl C MOMOLLBID MeXaHuama oOmeHa COOOLLUEHUSMK, aHaNOrMYHOro
MexaHn3Mmy pacnpegenenus agpecoB. OgHako HasHadeHue npedUuKCoB OTNMYaeTca oT
Ha3Ha4YeHNs agpeCcoB B CrieQyoLNX acnekTax:

Mpn obmeHe coobweHnsiMn C UKCMONb30BaHMEM AenermpoBaHns npedukca, CcoobLieHns
NOATBEPXKAEHNSI N OTKIIOHEHMS HE UCMOSb3YHOTCS.

Ecnn knnent DHCPV6 nepexoguT Ha HOBYIO CCbIIKY 1 eMy HE0OX0oOuMMO NpOBEPUTL, AOCTYMHA
M unHopmauusa npedukca, OH BbINOMHAET NOATBEPXAEHME MNocpeacTtsoM obmeHa
coobuieHnammn Rebind n Reply.

Tun IA B pasnuyHbix coobweHmax — IA_PD.

NMPUMEYAHME: nna obmeHa coobLLeHNsiMK C UCMOb30BaHNEM OENErMpoBaHns npedukca cm.
pasgen 3anpoc/BblaeneHne agpecos.
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5.3.4.2. CBaA3aHHaA KOHdUrypauusa

BknioyeHune ¢pyHkunm cepsepa DHCPv6 B nHtepdence

o [lo ymonuaHuto cpyHkumoHan DHCPV6 cepBepa He BKMO4YeH Ha HTepdence.

e MoxHo BbINOMHUTL KOMaHAy ipv6 dhcp server, 4Tobbl BkNoUMTL yHKuno DHCPV6
Server ona nHtepdenca.

NMPUMEYAHMUE: cdyHkuna cepsepa DHCPV6 gencteyeT TOMbKO Ha MHTepdherice ypoBHA 3.

DenerupoBaHune npedmkcon cepsepa DHCPv6

o [lo ymonuaHuto Ha cepsepe DHCPV6G HeT koHurypaumm nyna u npedmnKkcos.
o [1ns KOHGUrypaumm nyna MOXHO BbINOSTHUTL KoMaHay ipv6é dhcp pool.

e MoxHO BbINONHUTL kKOMaHay prefix-delegation, 4ToBbl Ha3HaYNTbL YyKasaHHblEe
npeguKcbl KOHKpeTHOMY knneHty DHCPV6.

e MoxHo 3anycTutb koMmaHay prefix-delegation pool, 4Tobbl HaCTpoOUTL Ny NPeguKcoB
Takum obpasom, 4Tobbl BCce npeduKcbl, 3anpolleHHble knueHtom DHCPV6, 6binu
BblAeneHbl U3 3Toro nyna.

5.3.5. Cnyx6a 6e3 coxpaHeHUs1 COCTOSAHUA

Ecnn knuenty DHCPvV6G TpebytoTcst Tonbko napameTpbl KoHdurypaumm, cnyxta DHCPvG 6e3
COXpPaHEHUs1 COCTOSIHUS MOXET WCNOoNb30BaTbCA AN MOSMyYeHUs CBA3aHHbLIX NapameTpoB
KOHUrypauum, KoTopble HEBO3MOXHO MOMyYUTb C MOMOLLBbID MPOTOKONa aBTOMaTU4YEeCKOW
HacTpOKKK agpecoB 6e3 coxpaHeHus COCTosAHMS, Hanpumep, agpeca DNS-cepeepa.

5.3.5.1. MpuHUMN paboTbl

CeTeBble xocThl cnyxaT knneHtamm DHCPV6 ansa obmeHa coobLueHnsimn ¢ cepsepom DHCPvE
ANs nony4eHnst n o6HOBNEHNs NnapamMeTpoOB KOHpUrypaumm.

O6OMeH coolLEeHNAMM C NOMOLLIO CNYXObl 63 coxpaHeHUss COCTOAHUS
DHCPvE Client DHCPv6 Server

"«. &3
~

\,.

Information
FF—"I']I!PH'

-~

PucyHok 5-12.

Knnent DHCPv6 oTnpaBnseTt coobuieHne 3anpoca uHdopmaumm Ha cepeep DHCPv6 ans
3anpoca coobuweHnn 6e3 coxpaHeHns cocTosHUs. OObIMHO 3TO COOOLLUEHWE HE COOEpPXUT
noeHtndgukaTop DUID ykasaHHoro cepsepa DHCPV6.

Cepeep DHCPV6 otnpasnsieT knmeHTy DHCPvV6 coobueHne ¢ napameTpammn KoHdUrypauum.

5.3.5.2. CBA3aHHasA KOHdUrypauus
BknroyeHune ¢pyHkuum cepsepa DHCPv6 B uHtepdence

e [lo ymonyaHuo nHTepdenc He BKYeH ¢ yHkumen cepsepa DHCPVG.

e MoxHOo 3anyctuTb komaHay ipv6 dhcp server, 4yTobGbl BKMHOYUTL WM OTKIHOYUTH
dyHkumo DHCPV6 Server ansa nHrepderica.

NMPUMEMYAHMUE: dyHkuna cepeepa DHCPV6 aencTtByeT TONbKO Ha MHTepdence ypoBHS 3.
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Cnyx6a 6e3 coxpaHeHunAa cocTosiHusa cepsepa DHCPv6

o [lo ymonuyaHutio Ha cepBepe DHCPV6 oTcyTcTBYET Nyn KOHUrypaumm U He HacTpPOEHbI
napamMeTpbl KOHpurypauuu.

o [1ng co3gaHusa nyna KoHUrypaumm MOoXHO BbINOMHUTE KOMaHAay ipv6 dhcp pool.
e [Ina pobaeneHus DNS-cepBepa MOXHO BbINOMAHUTL KOMaHAy dns-server.

e  Y1006bl 4OGABUTL NMMSA AOMEHA, MOXHO BbIMONHUTL KOMaHAy domain-name.

e  MoxHO 3anycTuTb KomaHay option52, 4ytobbl fobaBuTb IPv6-agpec AC CAPWAP.

5.3.6. DHCPv6 Relay

Korga knueHt DHCPvV6 n cepsep DHCPV6 HaxogaTcs no pasHbiM kaHanam, knueHt DHCPV6
MOXeT nepenaBaTb CBA3aHHble coobuleHnsa Ha cepeep DHCPV6 yepes areHTa peTpaHcnsauum
DHCPv6. CepBep DHCPvV6 Takke nepenaet otBeT knmeHty DHCPV6 uJepes areHTa
peTpaHcnaumm.

5.3.6.1. MpuHUMN paboTbl

Mpn nonyyeHum coobuenns ot knueHta DHCPvV6 areHt petpaHcnaumm DHCPV6 cospaet
coobuieHne Relay-forward. 910 cooblieHne cogepXnT UcXogHoe CcoobLleHWe OT KIMeHTa
DHCPV6 1 HekoTopble napameTpbl, 406aBNEeHHbIE areHTOM peTpaHCrAauuun.

3ateM areHT peTpaHcnsaumMu oTnpasnseT coobuweHne Relay-forward Ha ykasaHHbIM cepBep
DHCPV6 unu ykasaHHbI agpec MHoroagpecHon paccbinkm FF05::1:3.

Mocne nonyyenna coobweHna Relay-forward cepsep DHCPV6 wu3Bnekaer ucxogHoe
coobuieHne ns knneHta DHCPV6 onst o6paboTku. 3atem cepeep DHCPV6 dhopmupyeT oTBET Ha
ncxogHoe coobuieHne, MHKancynupyet oTeBeT B coobuieHnn Relay-Reply u otnpasnsiet
coobuieHne Relay-Reply arenty DHCPv6 Relay.

Mocne nonyyennsa coobuieHns Relay-Reply areHT petpaHcnsaunmm DHCPV6 nssnekaeT ncxogHoe
coobueHne ¢ cepsepa DHCPV6 ons obpaboTku n nepecoinaet coobueHme knmeHty DHCPV6.

Mexgy knneHtom DHCPV6 n cepsepom DHCPV6E paspelueHbl MHOroypoBHeEBbIE Relay areHThbi.
AreHT petpaHcnsaumm DHCPv6

T e w

DHCPvE Client DHCPv6 Ralay DHCPvE Ralay DHCPv6 Server
P g7 = "
IR &2 €2 S
SN (> N
‘ Reqguest Relay-Forward Relay-Forward :
— » . »
Reply : Relay-Reply : Relay-Reply

PucyHok 5-13.

AreHT peTtpaHcnaumm DHCPV6 BbINOMHAET MHKaNCynsiuMio 1 AeKancynaumio coobLLeHnin Mexay
knneHtom DHCPV6 n cepeepom DHCPV6 onst obecneyenns ceasm mexay knneHtom DHCPv6E n
cepsepom DHCPV6 no pasHbIM kaHanam.
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5.4. HacTtpouka

HacTtpownka

OnucaHve n kKomaHaa

HacTtpolika cepBepa

DHCPv6

(O6s13aTenbHO) ncnonb3yeTcst ANst CO34aHNA nyrna KoHurypaumm

ipv6 dhcp pool

HacTponka nyna koHdurypaumm gns
cepsepa DHCPv6

(Heobs3aTenbHO) ncnonb3yeTcs Ana HasHavyeHns agpecos

iana-address prefix

HacTtponka npedunkcoB agpecos,
KoTopble OyayT BblgeneHbl Ha
cepsepe DHCPv6

(Heobs3aTenbHO) ncnonb3yeTcs Ang HasHavyeHus npedukcos

prefix-delegation

HacTtponka npedukcoB ctaTniecku
NpYBS3aHHbIX aApecoB Ha cepBepe
DHCPv6

prefix-delegation pool

HacTtponka cepsepa DHCPv6 gns
BblOeNeHus npedukcoB n3
nokaneHoro nyna npecgukcos

ipv6 local pool

HacTtpowka nokarbHoro nyna
npedukcos IPv6

(Heobsi3aTenbHO) wucnonb3yeTca Ans  HasHayeHusi napameTpoB

KOHGoMrypaumm

dns-server

HacTponka DNS-cepBepa Ha
cepsepe DHCPv6

domain-name

HacTtpoika umeHn gomeHa cepeepa
DHCPV6

option52

Hactponka |Pv6-agpeca CAPWAP
AC Ha cepBepe DHCPv6

(ObGsizaTenbHO) Mcnonb3yeTcst
DHCPv6

ANs  BKMOYeHUss cnyxbbl cepBepa

ipv6 dhcp server

Bkntoyenne Cny>0bl cepBepa
DHCPvV6 Ha nHTepdence
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Hactponka OnucaHune n KomaHaa

Hactporika DHCPvV6 |(O6si3aTenbHO) wuCnonb3yeTcs ANs  BKKOYEHUs cnyxbbl areHTa
Relay peTpaHcnsumm DHCPV6

ipv6 dhcp relay destination | Hactporika dyHKuuKM areHTa
peTtpaHcnaumm DHCPv6

5.4.1. HacTtpounka cepepa DHCPv6

5.4.1.1. Pe3aynbTaT KOH(pUrypaumm

Uplink-yCcTponCcTBO MOXET aBTOMaTuMyecku HasHavatb agpeca DHCPv6G, npedwukcbl wu
napamMeTpbl KOHpUrypauum yCTPONCTBY HUCXOLALLEro KaHana.

5.4.1.2. NMpumeyaHun
e [Ina npepoctaBneHus cepBepHon cnyx6sl DHCPV6 Heobxoanmo ykasaTb nyn cepsepa
DHCPV6.
e VMg nyna He MOXeT ObITb CIINLLKOM AMVHHbBIM.
e [lpu BkntoyeHun cnyx6ebl cepeepa DHCPV6 Heobxoanmo ykasaTb nyn.

e OTa KOH(urypauus nogaepXmBaeTcs TOMbKO AN BUPTyanbHOro uMHTepdenca
KommyTaTopa (SVI), mapLupyTnanpyemoro nopta u arpermpoBaHHoro nopta L3 (AP).

5.4.1.3. dtanbl KOH(Urypaumum
Hactponka nyna cepsepa DHCPv6

e O0bOsa3aTenbHoO.

e Ecnu He ykaszaHo uHoe, Heobxogumo HacTpouTb nyn cepsepa DHCPv6 Ha Bcex
YCTPOWCTBAaXx, KOTOpble JOMMKHbI 06ecneunTtb cnyx0y cepeepa DHCPV6.

Hactponka npecurkcoB agpecoB, KoTopble 6yayT BbliaeneHbl Ha cepBepe DHCPv6

e  OnuyuoHankeHo.

e [Ina npepocTaBneHus cnyxObl pacnpegeneHvs agpecoB HeobxoaMmo HacTpOUTb
npeduKcbl aapecoB, KoTopble OyAyT BblAeneHbl Ha BCeX YCTPOWCTBAxX, KOTOpble
OOIKHbI NpegocTaBuTh cnyx0y cepeepa DHCPVE.

Hactponka npedukca ctatnueckux agpecoB Ha cepBepe DHCPv6

e  OnuuoHanbHo.

e UYtoObl npenoctaBUTb CRyxOy AenerMpoBaHns NpedUKCoB ANs  CTaTUYecku
NpuBA3aHHbIX aapecoB, HEOOXOAMMO HACTPOUTb NPEdUKCbI CTaTUYECKM NPUBSI3aHHbIX
afpecoB Ha BCeX YCTPOWCTBaX, KOTOpble AOSKHbI MpeaocTaBuTb cryxby cepeepa
DHCPv6.

HacTtponka cepBepa DHCPv6 ans BbligeneHuMa npedMKCOB M3 nyna noKanbHbIX
npedukcon

e  OnuuoHanbHo.

e [Ins npepoctaBneHus cnyxbbl OenerMpoBaHus MpedUKCOB HeEOOXOAMMO ykasaTb
noKanbHbIN Nyn NpedUKCOB Ha BCEX YCTPOMCTBAX, KOTOPbIM TpebyeTcs NnpegocTaBuTb
cnyx6y cepsepa DHCPV6.
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HacTtpouka nyna npecukcoB Local IPv6

e  OnuuoHarnbHo.

e [Ina npepocTtaBnenus cnyxoObl aenernpoBaHusi NnpeduKkcoB 4Yepes nyn npedunkcoB
Heo6XoOuMO ykasaTb JOKasnbHbIA Myn NpedUKCOB Ha BCEX YCTPOWCTBAX, KOTOpble
OOJKHbI NpeaocTaBuTb cnyxby cepsepa DHCPV6.

HacTtpounka DNS-cepBepa Ha cepBepe DHCPv6

e  OnuuoHarnbHo.

e Yt100bl Bbiaenntb DNS-cepBepbl, Heobxoammo HacTpouTb DNS-cepeep Ha Bcex
YCTPOWCTBAX, KOTOpble OOSMKHbI NpeaocTaBuTb cnyxby cepsepa DHCPV6.

HacTpounka nmeH nomeHoB Ha cepBepe DHCPv6

e  OnuuoHarnbHo.

e  YT100bl HA3HAYUTL JOMEHHbIE MMEHAa, HE06X0AMMO HACTPOUTL UMEHA OMEHOB Ha BCEX
YCTPOMCTBAXx, KOTOpble AOMMKHbI NpeaocTaBnTb cnyxby cepsepa DHCPVG.

Hactpouka IPv6-agpeca CAPWAP AC Ha cepBepe DHCPv6

e  OnuuoHanbHo.

o YT06bI BbigenuTb MHpopmauuo CAPWAP AC, Heobxognmo HacTpouTh IPv6-agpec
CAPWAP AC Ha Bcex ycTporcTBax, KOTopble JOSMKHbI NpeJocTaBuTb Criyby cepsepa
DHCPv6.

BknroyeHune cnyx6bi cepBepa DHCPv6
o  O6ssaTenbHo.

e Ecnn He ykazaHO WHOe, HeobxoaMmo BKNOUUTL cnyxby cepsepa DHCPV6 Ha
onpeaeneHHbIX nHTepdencax Bcex YCTPONCTB, KOTOPblE AOMMKHbI 06ecneynTb Cnyxoy
cepsepa DHCPv6.

5.4.1.4. NpoBepKa KoHdUrypauumm

Cepsep DHCPV6 BbigensieT agpeca, npeduKkcbl nu napameTpbl KOHOUrypaumm ans KnmeHta
DHCPV6.

e  Knnent DHCPv6 nony4aeTt Heobxoammyto nHdopMaLUmio.
o Cepsep DHCPV6 ycnelHo co3gaeT nokanbHy NpUBSA3KY.

5.4.1.5. CBsAA3aHHble KOMaHAbI

Hactponka nyna koHcpurypauum cepsepa DHCPv6

KomaHga ipv6 dhcp pool poolname

Onucanue poolname: ykasblBaeT uMs oOnpedensemMoro nonb3oBaTenemM nyna
napameTpoB DHCPvV6

Pexnm Pexunm rmobanbHomn koHdurypauum

KOHpurypaumm
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BcTpoeHHas BbinonHute komaHay ipv6 dhcp pool, 4ytobbl co3gatb nyn cepBepa
noackaska DHCPv6. lMocre HacTpOWKM 3TOM KOMaHAbl MOXHO BOWTU B PEXUM

kKoHdurypauum nyna DHCPv6, B KOTOPOM MOXHO HacTpOUTb Takue
napameTpbl nyna, kak npedmkc n DNS-cepsep.

Mocne cos3pgaHua nyna KoHdurypauum cepsepa DHCPvV6 mMoxHO
BbINOMHUTL KOMaHAy ipv6 dhcp server, 4ToGbl CcBA3aTL Nyn co crnyx6omn
cepsepa DHCPvV6 Ha nHTepdence

HacTtpouka npecpukca agpeca IA_NA ansa cepsepa DHCPv6

KomaHnga iana-address prefix ipv6-prefix/prefix-length [ lifetime { validlifetime |
preferred-lifetime } |

Onucanwne ipv6-prefix/prefix-length: ykasbiBaet npedukc agpeca IPv6 n gnvHy
napameTpoB npedukca.

lifetime: ycTaHaBnuBaeT [ONyCTUMOE BpeMs agpeca, Ha3HaYeHHOro
KNUEHTY. DTO KIoYeBOE CIOBO AOSMKHO OblTb HACTPOEHO BMecTe ¢ valid-
lifetime (menctBuTenbHbiM CpokoM cnyxbbl) u  preferred-lifetime
(NpeanoYTUTENBLHBLIM CPOKOM CITyX0bbl).

valid-lifetime: ykasbiBaeT gonyctumoe BpemMsi agpeca, HadHa4YeHHOro
KNUEHTY.

preferred-lifetime: ykasbiBaeT BpeMs, Korga agpec HasHa4yaeTCH KIMEHTY B
nepsylo oyepeb

Pexnm Pexnm koHdurypaumm nHtepdenca

KOHdourypaumm

BcTpoeHHas BbinonHute komaHay iana-address prefix, 4Tobbl HACTPOUTL NpedUKChbI
nogckaska agpecoB |IA NA pgna cepsepa DHCPvV6, HekoTopble U3 KOTOPbIX

BblAeJ1eHbl KIMMEHTY.

Mpn nonyyeHnn 3anpoca Ha agpec |IA_NA ot knneHTa cepeep DHCPV6
BblOMpaeT OOCTYNHbIM agpec B COOTBETCTBUM C AMana3oHOM agpecoB
IA_NA 1 HasHa4yaeT agpec KNneHTy. Ecnu KnNneHT He mncnonb3yeT aToT
agpec, cepsep DHCPv6 nomevaeT 3TOT agpec Kak LOCTYMNHbIA Ans
APYroro KnueHTa

HacTponka npedukca cTaTnyecku NnpuBA3aHHbIX agpecoB Ha cepBepe DHCPv6

KomaHga prefix-delegation ipv6-prefix/prefix-length client-DUID [ lifetime ]
Onuncanne ipv6-prefix/prefix-length: ykasbiBaeT npedwukc agpeca IPv6 u anuHy
napamMeTpoB npedukca.

client-DUID: ykasbiBaeT ngeHtudgukatop DUID knueHTa.

lifetime: ycTtaHaBnvMBaeT BpeMs, B TeYEHME KOTOPOro KIIMEHT MOXET
MCMNosb30BaTh 3TOT NpedunKe
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Pexvnm Pexwum koHdurypaummn nyna DHCPV6
KOHUrypauum
BcTpoeHHas Bbl moxeTe 3anyctutb komaHay prefix-delegation, 4TtoObl Bpy4HytO
nozackaska HacTpouTb cnncok npedukcos ons |IA_PD knueHTa n ykasaTtb JOnyCTUMOe

BpeMA And 3Tux I'IperI/lKCOB.

Ucnonbaynte napametp client-DUID anga ykasaHust KnveHTa, KOTOpoMy
HasHa4yeH npedukc agpeca. MNpedukc agpeca byaeTt Ha3Ha4YeH NepBoMy
IA_PD knueHTa.

lMocne nonydeHuss 3anpoca Ha npedukc agpeca OT KIMEHTa cepBep
DHCPv6 npoBepsieT, AOCTyMHa Nn crtatuyeckas npuedaska. Ecnv ga, 1o
cepep DHCPV6 Hanpsmyio Bo3BpallaeT CTaTUYeCKylo MpuBasky. B
npotnBHom cnyyae cepsep DHCPvV6 Bbigenset npedukc agpeca u3
OpYroro UctovHuka npecdwmkca

Hactponka cepsepa DCHPVv6 ansa BbligeneHus npedguKCoB M3 nyna noKarnbHbIX

npecukcoB

KomaHpa

prefix-delegation pool poolname [lifetime { valid-lifetime | preferred-
lifetime } ]

OnwucaHue
napameTpoB

poolname: ykasbiBaeT WUMS OMNpedeneHHoro rnosb3oBaTenemM nyna
nokaneHbIX NPedUKCOB.

lifetime: yctaHaBnuBaeT gonyctumoe Bpemsi npedumkca, HasHa4eHHOro
KNWEHTY. DTO KroveBoe CIIOBO LOSMKHO OblTb HACTPOEHO BMecTe ¢ valid-
lifetime (menctBuTenbHbiM CcpokoM cnyxbbl) wn preferred-lifetime
(MpegnoYTMTENBbHBLIM CPOKOM CIY>KObI).

valid-lifetime: ykasbiBaeT gonyctumoe Bpemsi npedukca, Has3Ha4YeHHOro
KINUEHTY.

preferred-lifetime: ykasbiBaeT Bpemsi, B TeYEHWE KOTOPOro npedmKc
NPeNMyLLECTBEHHO HAa3HAYaETCSH KINEHTY

Pexum
KOHdourypaumm

Pexum koHdurypaumm nyna DHCPv6

BcTtpoeHHas
noackaska

BoinonHute komanZy nyna AgenervMpoBaHus  npeduKcoB, YTOObI
HacTpouTb nyn npedukcoB ans cepsepa DHCPv6 gns BbiogeneHus
npedukcoB knmeHtam. Komanga ipv6 local pool ucnonb3yetca ans
HaCTpoOWKKM nyna npecuKcos.

Mpn nonyyeHnn 3anpoca Ha npedukc OT knueHta cepsep DHCPv6
BblOMpaeT OOCTYyNHbIM npedmkc u3 nyna npedukcoB M HasHadaeT
npegukc KNMeHTy. Ecnn KnueHT He ncnosnbayeT 3ToT npeduKe, cepBep
DHCPvV6 nony4aet npedukc
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HacTtpouka nyna npecukcoB Local IPv6

KomaHga ipv6 local pool poolname prefix/prefix-length assigned-length
Onucanue poolname: yka3sbiBaeT UMS NOKaribHOro nyrna npeduKkcos.
napameTpoB , ,

P P prefix/prefix-length: ykasbiBaeT npedukc n anuHy npedukca.
assigned-length: ykasbiBaeT onuHy npedukca, Ha3Ha4YeHHOro
nonb3oBaTternto

Pexum Pexunm rnobanbHon koHdurypauum

KOHcpurypaumm

BcTpoeHHas BeinonHute komangy ipv6 local pool, 4tobbl co3gaTb NoKanbHbIA Ny
noackaska npedgukcos. Ecnu cepsepy DHCPv6 Tpebyetca penernpoBaHue

npedurKcoB, MOXHO 3anycTutb KomaHay prefix-delegation pool, 4ToGbI
yKasaTtb nokanbHbld nyn npedukcoB. lNMocne atoro npedwmkebl 6yayT
BblAeneHbl N3 yKasaHHOro foKanbHOro nyra npedukcos

Hactponka DNS

-cepBepa Ha cepBepe DHCPv6

KomaHga dns-server ipv6-address

Onuncanne ipv6-address: ykasbiBaeT IPv6-agpec DNS-cepBepa

napameTpoBs

Pexum Pexum koHdurypaumm nyna DHCPv6

KOHdourypaumm

BcTpoeHHas [ns HacTponkn Heckomnbkux agpecoB DNS-cepBepoB MOXHO 3anyCTUTb
noackaska KomaHgy dns-server Heckomnbko pas. Hoebin agpec DNS-cepeepa He

nepesanncbiBaeT cTapble agpeca DNS-cepsepoB

HacTponka nmeH gomeHoB Ha cepBepe DHCPv6

@ §) QTECH
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KomaHpa domain-name domain
Onucaxne domain: onpegensieT uMsi JOMeHa, KoTopoe OyaeT BblAENEHO
napamMmeTpoB nonb3oBaTento
Pexnm Pexum koHdurypaumm nyna DHCPv6
KOHdourypaumm
BcTpoeHHas UToObl CO34aTb HECKONBKO AOMEHHbIX MMEH, MOXHO 3anyCTUTb KOMaHay
noackaska domain-name  Heckonbko pa3. HoBoe OOMeEHHOeE uMA  He
nepesanncbiBaeT cTapble JOMEHHbIE UMEHA
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HacTtpounka onuumn 52 Ha cepBepe DHCPv6

KomaHga option52 ipv6-address

Onucanwne ipv6-address: ykasbiBaeT IPv6-agpec AC CAPWAP

napameTpoB

Pexvm Pexum koHdurypauum nyna DHCPV6

KOHUrypauum

BcTpoeHHas MoxHO 3anycTuTb komaHay option52 anga HacTporkm agpecos IPv6 ons
nozackaska Heckonbkux CAPWAP AC. Hosbii agpec CAPWAP AC IPv6 He

nepesanncbiBaeT cTapble agpeca |IPv6

BknroyeHune cnyx6bi cepBepa DHCPv6

KomaHga ipv6 dhcp server poolname [rapid-commit] [preference value]
OnucaHue poolname: ykasbiBaeT WM oOnNpedensiemMoro nonb3oBaTenem nyna
napameTpos KoHdurypauumn DHCPV6.
rapid-commit: No3BoNseT BbINOSIHATL OOMEH ABYMSA COOOLLEHUAMM.
preference value: HacTponka npuoputeta coobuieHns advertise B
avnanasoHe oT 0 go 255. 3HayeHne no ymonyaxHmo — 0
Pexnm Pexunm koHdurypaumm nHtepdenca
KOHdourypaumm
BcTpoeHHas 3anycTtute KomaHay ipv6 dhcp server, 4ytobbl BkNo4nTb cnyx6y DHCPv6
noackaska Ha MHTepgence.

Mpn HacTponke krto4eBoro cnoea rapid-commit obmeH gBymsa
COOBLLEHNSAMN C KITMEHTOM paspeLleH BO BpeMS Ha3Ha4YeHUs npedukcos
agpecoB M Opyrux KoHdurypaumin. Nocrne HacTpPorKM 3TOrO Krto4YeBOro
crnoea, ecnu coobllieHne 3anpoca OT KNWEHTa COAEPXUT napameTp
rapid-commit, cepsep DHCPv6 otnpaBuT coobuweHne oTBeTa
HanpsiMyto.

Ecnu ana napameTtpa preference yctaHoBneHo 3HavyeHue, He paBHoe 0,
coobuleHne advertise, otnpaeneHHoe cepeepom DHCPvV6, cogepxut
napameTp Hactpounku. lNMone preference Bnuset Ha BbIGOp cepsepa
knueHtoM. Ecnm coobuleHne advertise He cogoepXWT 3TOro nonsd, TO
3HavyeHne preference cuutaetca 0. Ecnu 3HaveHne preference,
NofyYeHHOE KIMEHTOM, paBHO 255, KNMNMEHT HEMEANEHHO OTMNPaBNsEeT Ha
cepBep 3anpoc Ha nosyyeHne KoHUrypaumin.

®dyHkuuKn  KknueHTta, cepBepa u petpaHcnsaumm DHCPV6 sasnstotcs
B3anMoucknovatowmmmn. VIHtepdenc MoxeT ObiTb HACTPOEH TOMbKO C
OfHOW (PYHKLUMEN OOHOBPEMEHHO
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5.4.1.6. NMpumep KoHcpuUurypauum

Hactponka cepsepa DHCPVv6

OTansl
KOHUrypauum

e HactponTe nyn koHdurypaumm ¢ umeHem "pool1".
e Hactponte npedumkc agpeca IA_NA ansa cepsepa DHCPVG6.

e HacTtponTte npedukcbl cTaTU4eckM NPUBS3aHHbLIX aAPECOB Ha
cepsepe DHCPV6.

e Hactponte gea DNS-cepBepa.
e HacTponte nms gomeHa.
e Bknounte cnyx6y cepsepa DHCPV6 Ha nHTepdence

QTECH# configure terminal
QTECH(config)# ipvé dhcp pool pooll

QTECH(config-dhcp)# iana-address prefix 2008:50::/64 lifetime 2000
1000

QTECH(config-dhcp)#prefix-delegation 2008:2::/64
0003000100d0f82233ac

QTECH(config-dhcp)# dns-server 2008:1::1
QTECH(config-dhcp)# dns-server 2008:1::2
QTECH(config-dhcp)# domain-name example.com
QTECH(config-dhcp)#exit

QTECH(config)# interface GigabitEthernet 0/1
QTECH(config-if)# ipvé dhcp server pooll

MpoBepka
KOHdourypaumm

e 3anyctute komaHagy show ipv6é dhcp pool, 4Tobbl 0TOGpa3nTL
CO34aHHbIN Nyn KOHUrypauum

QTECH# show ipvé dhcp pool
DHCPvé pool: pooll
Static bindings:
Binding for client 0003000100d0f82233ac
IA PD prefix: 2008:2::/64
preferred lifetime 3600, valid lifetime 3600
IANA address range: 2008:50::1/64 ->
2008:50::ffff-ffffff.ffff/64
preferred lifetime 1000, valid lifetime 2000
DNS server: 2008:1::1
DNS server: 2008:1::2

Domain name: example.com
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5.4.1.7. TUNU4YHbIEe OLNOKU

o YKasaHHOe MM4 nyrna CAULKOM OSIMHHOE.
o  KonnyectBo nynos KOHUrypaunm npeBbIlIaeT CUCTEMHOE OrpaHuyeHue (256).

e KoHdwmrypaunsa BbINONHAETCA Ha OpYyrux WHTepdencax, Kpome uHTepdenca
kommyTaTopa Virtual Interface (SVI), mapLipyTnsmpyemoro nopta u arpermpoBaHHOro
nopta L3.

e KonuyectBo MHTEpPdENCOB, HACTPOEHHbIX CO crnyxbown cepsepa DHCPV6, npeBbiwaeT
CUCTEMHOe orpaHuyeHne (256).

e YKaszaHHOe 3HayeHue cpoka cnyx6bl valid lifetime MeHblwe 3HaveHus
npegnoyTUTEnBLHOrO cpoka cryxbbl preferred lifetime.

o YkasaH Hegonyctumbii agpec IA_NA.
o KonnyecTtBo AnanasoHOB afpecoB NpeBbIlLaeT cUcTeMHOE orpaHnyeHue (20).

o [lpn HacTporike npedMKCOB CTaTU4ECKM MNPUBA3AHHBLIX adpecoB YyKasaHHble
naeHtndmkaTopsl DUID cnmwkom AnNUHHbIE.

e KonunyectBo npednKCoB CTaTUYECKN MPUBSA3AHHLIX aApecoB MNPEBbLILAET CUCTEMHOE
orpaHunyeHne (1024).

e Ecnu HacTpoeH nokanbHbIi Nyn npedmnKcoB, yKkasaHHOE 3Ha4YeHne cpoka crnyxo6ol valid
lifetime MeHbLLe 3HaYeHWs NpeanoYTUTENBbHOTO cpoka cryxbbl preferred lifetime.

e KonunuyectBo DNS-cepBepoB npesbilwaeT cucteMHoe orpaHmyeHme (10).
e KonunyectBo MMeH AOMEHOB MnpeBbllaeT cuctemHoe orpaHnyerne (10).
o KonwnuyectBo agpecos option52 npeBbiwaeT cMctemHoe orpaHudeHme (10).

5.4.2. Hactpouka DHCPv6 Relay

5.4.2.1. PeaynbTaT KOHUrypauum

AreHT peTtpaHcnauum DHCPV6 moxeT OblTb HacTpOeH Ha pacnpederneHne agpecos,
AenermpoBaHve npedurkcoB 1 pacnpegeneHve napaMmeTpoB, 4ToObl o6ecneunTb CBA3b Mexay
knneHtom DHCPV6 1 cepBepomM no pasnnyHbIM KaHanam.

5.4.2.2. NMpumeyaHun

Heobxoanmo ykasaTb agpec HasHayeHusi. Ecnu agpec HasHadeHuss SABNsSieTCA agpecom
MHOroagpecHon paccbinku (Hanpumep, FF05::1:3), HeobxoomMmo Takke ykasaTb WUHTepdenc
BbIXOAa.

5.4.2.3. 3tanbl KOH(Urypaumum
HacTponka dyHkummn areHta petpancnaumm DHCPv6E

e O0OasaTenbHoO.

e [Ecnu He ykasaHO MHOe, HEOBXOAMMO HACTPOUTb YHKLUMIO areHTa peTpaHcnauum
DHCPv6 Ha Bcex ycTponcTBax, koTopbiM TpebyeTcsi oGecneumnTb cnyxOy areHTta
peTtpaHcnaunn DHCPVE.

5.4.2.4. NpoBepkKa KoHdUrypauumm

e Knnent DHCPv6 n cepeep DHCPvV6 oGmeHuBaloTCs COOOLLUEHMSIMA 4epe3 areHTa
peTpaHcnaumn.

o [lpoBepbTe, BKNIOYEH N MHTEpdernc ¢ nomowlbio pene DHCPV6.
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o [lpoBepbTe, MOXeT nu areHT peTpaHcnaumm DHCPv6 nonyyaTs M OTnpaBnsTb

coobLeHus.

5.4.2.5. CBsAA3aHHbIe KOMaHAbI

Hactponka ¢yHKkumm areHTa petpaHcnsaumm DHCPv6

KomaHga ipv6 dhcp relay destination ipv6-address [interface-type
interfacenumber]

Onucanwne ipv6-address: ykasblBaeT agpec Ha3HaveHWsl ornepaTopa peTpaHcnsaummn.

napameTpos interface-type: ykasblBaeT TMN nHTepdenca HasHavyeHus
(HeobGsa3aTenbHO).
interface-number: ykasbiBaeT HOMep NHTepderica Ha3Ha4YeHns
(HeobGsa3aTenbHO)

Pexum Pexum koHdurypaumm nHtepderica

KOHUrypauum

BcTpoeHHas Bce naketel DHCPV6 oOT knMeHTOB, MOMyYeHHble UWHTepdencom,

nogckaska aKTMBMPOBaHHbIM OyHKUMen peTpaHcnauum DHCPV6, nHkancynupytoTcs
N OTNPaBnATCA NO YKasaHHOMY afpecy HasHayeHus (MU HECKOSbKUM
aZpecaM HasHa4yeHus) Yepes ykasaHHbin nHtepgenc (ONUMOHAJIBHO)

5.4.2.6. NMpumep KoHcpUrypaumm

Hactponka DHCPv6 Relay

OTansl
KOHdourypaumm

YKaxute WHTepdEenc, BKAOYEHHBIN CNyxbon peTpaHcrauMmM ans
nepechIfikM NOSTyYeHHbIX NakeToB knueHta DHCPV6 Ha ykasaHHbIM agpec

Ha3Ha4eHNs Yepes ykasaHHbIN nHTepdenc (Heobs3aTenbHo)

QTECH#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#interface vlan 1

QTECH(config-if)#ipvé dhcp relay destination 3001::2
QTECH(config-if)#ipvé dhcp relay destination ff02::1:2 vlan 2

MpoBepka
KOHdourypaumm

Beinonunte komaHgy show ipvé dhcp relay destination all, 4ToGbI

0T06pa3nTbL HACTPOEHHbIE agpeca HasHaYeHUs!

Interface:VLAN 1

Destination address(es) Output Interface
3001::2

ff02::1:2 VLAN 2
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5.4.2.7. TUNU4YHbIE OLNOKU

KoHdpurypaumusa BbimonHAeTCA Ha Apyrux uHTepdperncax, Kpome uHTepdenca KommyTtaTopa
Virtual Interface (SVI), mapLpyTmsupyemoro nopta n nopta Toukun goctyna L3.

5.5. KOHTponb cocTosiHuSA

5.5.1. Ouuctka

NMPUMEYAHUE: BbinONHEHWE KOMaHA clear MOXeT NPUBECTUM K NoTepe BaXXHOW MHopMaumm
n, cnegoBaTernbHO, NpepbiBaHMIo paboThl crnyx6.

OnucaHue

KomaHpa

Ouunwaet npussaskm DHCPv6

clear ipv6 dhcp binding [ ipv6-address ]

Oumnwaet ctatucTuky cepsepa DHCPV6

clear ipv6 dhcp server statistics

Yoanset KkKoHMAMKTyOWME agpeca Ha
cepsepe DHCPv6

clear ipv6 dhcp conflict { ipv6-address | * }

Ypanser CTatUCTUKYy OTMNPAaBMEHHbIX |

clear ipv6 dhcp relay statistics

DHCPV6

MoNyYeHHbIX MaKeTOB MOCRe BKIOYEHUS
Ha TeKylleM YCTPOWCTBE peTpaHCcnaumm

5.5.2. OTobOpaxeHune

OnucaHue

KomaHga

Otobpaxaet DUID
yCTponcTBa

show ipv6 dhcp

OTtobparkaeT NpuBA3Ky
agpecoB Ha cepBepe
DHCPv6

show ipv6 dhcp binding [ ipv6-address |

OtobpakaeT nHTepdenc
DHCPv6

show ipv6 dhcp interface [ interface-name ]

OtobpaxaeT nyn DHCPv6

show ipv6 dhcp pool [ poolname ]

OtobpaxaeT
KOH(pNukTYyOLWMe agpeca
DHCPV6

show ipv6 dhcp conflict

OTobparkaeT CTaTUCTUKY Ha
cepsepe DHCPv6

show ipv6 dhcp server statistics
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Ha3Ha4yeHus areHTa
peTtpaHcnauumn DHCPV6

interface-number }

OnucaHue KomaHga
OTobpaxaeT agpec show ipv6 dhcp relay destination { all | interface-type

OTobpakaeT CTaTUCTUKY
OTNpPaBSIEHHbIX U
NOSTy4YEHHbIX NAKeToB
nocre BKITIOYEHNA Ha
yctponctee pene DHCPv6

show ipv6 dhcp relay statistics

OT1obpaxaeT nokanbHbIN
nyn npecwukcos IPv6

show ipv6 local pool [ poolname ]

5.5.2.1. OTtnapka

NPUMEYAHUE: cuctemHble pecypcCbl 3aHATbl MNpyM BbiBOAE OTMAgoOYHOM MHGOPMaUUW.
MNoaTtomy, oTkNOYMTE OTNAAKY cpasy nocre UCnornb3oBaHUs.

OnucaHue

KomaHpa

Otnagka DHCPv6

debug ipv6 dhcp [ detail ]
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6. HACTPOUKA DNS
6.1. O630p

Cuctema pgomeHHbix mmeH (DNS) — aT1o pacnpegeneHHass 6asa gaHHbIX, cogep)kailas
COMNoOCTaBNeHVs Mexay AOMEHHbIMM umeHamu n IP-agpecamn B WHTepHeTe, 4yTo obnerdyaet
nonb3oBaTtenam goctyn B MHTepHeT 6e3 Heobxoammoctn 3anomuHath IP-agpeca, goctyn K
KOTOPbIM HanpsiMyto ocyllecTBnsieTcs KomnotoTepamu. NMpouecc nonyveHus IP-agpeca vepes
COOTBETCTBYIOLLEE NMSA XOCTa Ha3blBaeTCA paspelleHneM MMeHU JOMeHa (Mnv paspeLlleHnem
MMEHN XocTa).

6.1.1. NMpoToKosnbl U cTaHAAPTHI

e RFC1034: noMeHHble MMeHa — MOHATUA U BO3MOXHOCTN.
e RFC1035: nOMeHHble MMeHa — peanu3aums u cneundukaums.

6.2. MpumeHeHne

NMpumeHeHne OnucaHue

CraTtunyeckoe paspelueHve | PaspelueHne 4OMEHHbIX UMEH BbINOSTHAETCS
AOOMEHHOIo MmeHu HenocpeacTBEHHO HA OCHOBE COMOCTaBMEHNA UMEHU AOMEHA
n IP-agpeca yctponcTtea

OuHamunyeckoe paspelieHve | OuHamndeckn nonydaeT IP-agpec, conocTaBneHHbIN C
JOMEHHOro nmexu AOMeHHbIM nmeHeM, oT DNS-cepBepa B ceTn

6.2.1. CtaTn4yeckoe paspeLueHme JOMEHHOIro0 UMeHU

6.2.1.1. CueHapum

o [lpenBaputenbHO 3agjanTe COOTBETCTBME Mexay MMeHem gomeHa u |IP-agpecom
yCTponcTBa.

e [lpn BbINONHEHMN onepauuin ¢ OOMEHHbIMM MMeHamu (Hanpumep, Ping n Telnet) ¢
NMOMOLLBIO MPUKNAAHbIX MporpaMmm, cuctema MoXeT paspewuTtb |P-agpec 6e3
NOAKMIOYEHNs K cepBepy B CETU.

6.2.1.2. OnucaHue

lMpeaBapuTenbHO 3aganTe COOTBETCTBME MeXOy MMeHeM fomeHa u IP-agpecom ycTponcTsa.
6.2.2. InHaMmun4yeckoe paspeLieHmMe JOMEHHOro UMeHH

6.2.2.1. CueHapun

e DNS-cepBep pa3BepHyT B CeTU 4118 NPeAoCTaBreHns Cnyx0bl JOMEHHbIX UMEH.
e ma gomeHa "host.com" pa3BepHyTO B CETMW.
e YctpoucTteo-A npumensetcs kK DNS-cepsepy ana umexHn gomeHa "host.com".
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_y

10 2124 ‘ DNS Server

192.168.31.206/24
Device-A &=
192.168.1.27/24

<Y
PucyHok 6-1. lnHamu4deckoe paspelleHne uMeHn OMeHa

6.2.3. PasBepTbiBaHus

PassepHute DNS-cepBep B kayecTBe DNS-cepsepa yctporicTtea A.
6.3. KnroyeBble 0CO6EHHOCTHU

6.3.1. Ba3zoBble KOHLUEeNnuuun

DNS

DNS coctouTt 13 npeobpasosatena u DNS-cepsepa. DNS-cepBep XpaHUT CONOCTaBNEHUS UMEH
AomeHoB 1 IP-agpecoB Bcex y3noB B CeTU M peanuadyeT B3avMHoe npeobpasoBaHve MMeH
nomeHoB n IP-agpecoB. aeHtndpukatopbl noptoB TCP 1 UDP DNS umetoT 3HaveHue 53, n
006bI4HO ucnonbayetca nopt UDP.

6.3.2. KnroueBble 0COBEHHOCTH

PyHKUMA OnucaHue
Paspellerve nvenn | IP-agpeca nonyyalTCA Ha OCHOBE [OOMEHHbIX WMEH C
JOoMeHa DNS-cepBepa nnu nokanbHon 6a3bl AaHHbIX

6.3.3. PaspelwieHne uMeHU JOMeHa

6.3.3.1. MprHUMN paboTbl

PaSPGLIJeHVIe CcTaTu4eCKOoro uMmeHm gomMeHa

CraTtnyeckoe paspeLueHne MMeH JOMeHa 03Ha4aeT, YTO Nonb3oBaTenb NpeasapuTesibHO
3aJaeT COOTBETCTBME MeXAY UMeHeM JoMeHa u IP-agpecom Ha yctponcTtee. Npu BbINONHEHUM
onepauun ¢ JOMeHHbIMU MMeHamu (Hanpumep, Ping n Telnet) ¢ nomoLLbio NpuknagHbIX
nporpamm, cuctema MoxeT paspelwmnTb IP-agpec 6e3 nogknio4eHns K cepBepy B CETU.

OuHamMuyeckoe paspelLueHUe UMEeHU OMeHa

OnHamnyeckoe paspelleHne JOMEHHbIX MMEH O3Ha4aeT, YTO NpW BbINOMHEHUWN NOMb3oBaTeNemM
onepaumi C [OOMEHHbIMW WMEHaMW 4epe3 npuKnagHble nporpammbl npeobpasoBaTtenb
DNS-cuctembl 3anpawuvBaet y BHewHero DNS-cepsepa IP-agpec, conocTaBneHHbI C
OOMEHHBIM MEHEM.
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I'Ipoue.qypa AVHaMMN4eCcKoro paspewieHnsa JOMEeHHbIX UMEH:

1. lMonb3oBaTtenbckasa npuknagHas nporpamma (Hanpumep, Ping nnn Telnet) 3anpawwuvBaet
IP-agpec, conoctaBneHHbIN ¢ 4OMEHHbIM nMeHeM, n3 DNS-npeobpasoBaTtens cuctemsl.

e [Ipeobpasopatenb DNS cHauana 3anpalwmnBaeT AMHaMmMyeckuii kell. Ecnv ums npomeHa
B AUHAMN4YeCKOM Kellle He nctekno, DNS-npeobpasoBaTenb Bo3BpallaeT UMsi IOMEHaA
B MPUNOXEHUE.

e Ecnu cpok pgenctBus Bcex [OOMeHHbIX UMMeH ucTekaeT, DNS-npeobpasoeaTtenb
MHULMMPYET 3anpoc Ha npeobpasoBaHMe OOMEHHbIX MMeH IP-agpecoB BO BHELLUHWN
DNS-cepBep.

2. lMocne nony4yenus oteeTta oT DNS-cepBepa, DNS-npeobpasoBaTerb kelumpyeT n nepegaeT

OTBET NPUITOXKEHMIO.

6.3.3.2. CBAi3aHHas KOHcurypaums
BknoueHue paspelueHnUsi UMEHU foMeHa

o Mo yMon4yaHuo pas3pelieHmne AOMeHHbIX UMEH BKITHOYEHO.

e 3anyctute koMaHay noucka ip domain-lookup, 4TO6GbI BKNIOYUTL WKW OTKIIHOYUTL
paspeLleHe MMeHN JOMeHa.

Hactponka IP-agpeca, conocTtaBneHHOro ¢ CtTaTu4eCKMmM JOMEHHbIM UMEHEM
¢ [lo ymon4yaHuio He HaCTPOEHO ConocTaBneHne nMeHn gomeHa u IP-agpeca.

e BuinonHute komaHgy ip host, 4ToGbl ykasaTb IPv4-agpec, conocTaBneHHbIn C
JOMEHHBIM UMEHEM.

Hactponka DNS-cepBepa
o [lo ymonuaHuio DNS-cepBep He HacTpoeEH.
e BobinonHute komaHgy ip name-server, 4Tobbl HacTpouTb DNS-cepsep.

6.4. Hactpouka

Hactponka OnucaHne n KomaHaa
HacTtponka OnuyuoHanbHO
cTaTU4eCcKoro
paspeLleHns . _
ip domain-lookup BkntoyeHne paspelueHus

OOMEHHOIo UMeHun

AOMEHHbIX UMEH

ip host HacTtponka  agpeca IPv4,
COMOCTaBMNEHHOTO C WMEHEM
AOMeHa
HacTtponka OnumoHanbHO
ONHaMU4eCKOoro
paspeLieHns , ,
ip domain-lookup BkntoyeHne paspelueHus

OOMEHHOIo UMeHU

OOMEHHbIX UMEH

ip name-server KoHdpurypupyet DNS-cepsep
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6.4.1. Hactpouka cTaTM4ecKkoro paspeLueHmsa JOMeHHOro UMeHu

6.4.1.1. PeaynbTaT KOH(pUrypauum
CpeacTtBo BblaeneHusi curHana cuctembl paspelwlaeTt IP-agpec, conocTaBneHHbI ¢ UMEHEM
[AOMeHa Ha fokanbHOM YCTPOMCTBE.
6.4.1.2. dtanbl KOH(Urypaumum
BkntoueHue paspelueHUsi UMEHU foMeHa

° (DyHKLI,I/IFI paspeweHnda nMeHn JoOMeHa BKIo4YeHa no ymon4aHuio.

e Ecnu ata dhyHKUUS OTKIIOYEHA, pa3peLleHme CTaTU4YeCKOro UMeHN JOMeHa He BCTynaeT
B CUry.

HacTtpouka agpeca IPv4, conocTtaBneHHOro ¢ UMeHeMm AOMeHa
(O6s13aTENbHO) MCNOMb3yeMble JOMEHHbBIE MMEHA AOIKHbI ObITb HACTPOEHbI C NPUBA3aHHbIM IP-
afpecom.
6.4.1.3. NpoBepka KOHUrypauum

e BbinonHute komaHgy show running Ans NpoBepPKU KOHUIypauni.

e BbinonHute komangy show hosts, 4ToGbl NPOBEPUTL COOTBETCTBUE MEXAY MMEHEM
nomeHa u IP-agpecom.

6.4.1.4. CBA3aHHbIe KOMaHAbI

Hactponka agpeca IPv4, conoctaBNneHHOro ¢ MMeHeM JOMeHa

KomaHga ip host host-name ip-address

Onucanne host-name: ykasbiBaeT nms JoMeHa.

napameTpos ip-address: ykasbiBaeT conocTaBneHHbI IPv4-agpec
Pexnm Pexunm rnobanbHon KoHurypaumm

KOHdourypaumm

6.4.1.5. NMpumep KoHcpUrypaumm

HacTpoiika paspelueHusi CTaTU4eCKOro UMeHu AoMeHa

OTanbl KOHUrypaumm YctaHoBute IP-agpec cTaTM4eckoro [JOMEHHOMo WMEHU
www.test.com Ha 192.168.1.1 Ha ycTpoucTBe

QTECH#configure terminal
QTECH(config)# ip host www.test.com 192.168.1.1
QTECH(config)# exit

MpoBepka KoHGUrypauun BoinonHute komaHgy show hosts, 4toGbl npoBepuTsb,
HaCTpPOEHa N 3anncb CTaTUYECKOrO MMEHN JOMEHA
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QTECH#show hosts Name servers are:

Host type Address TTL(sec)

www.test.com static 192.168.1.1 -—

6.4.2. HaCTpOVIKa AVHaMMNn4yecKoro paspeweHmna oJOMeHHOro MMeHu

6.4.2.1. PeaynbTaT KOH(pUurypauum
lMpeobpasoBatens cuctemsbl paspewiaeT IP-agpec, conocTtaBneHHbIN C OOMEHHLIM UMEHEM
yepe3 DNS-cepsep.
6.4.2.2. dTtanbl KOH(Urypaumum
BknroyeHune paspelueHUss UMeHU foMeHa

° PaspeLueHme MMEeHN JOMeHa BKITKYEHO MO YMOMYaHUIo.

e [Ecnu ata gyHKUMA OTKNOYEHa, OMHAMMYECKOe paspelleHne LOMEHHbIX MMEH He
BCTyMnaeT B CUIy.

Hactponka DNS-cepBepa

(OBsazaTenbLHO) YTOOLI CNONBL30BaTh AUHAMUYECKOE pa3peLleHne MMEH JOMEHOB, HEOBX0ANMO
HacTpouTb BHewHW DNS-cepsep.

6.4.2.3. NpoBepka KOHUrypaumum

BeinonHuTte komaHgy show running ans npoBepku KOHUrypawLmi.

6.4.2.4. CBA3aHHbIe KOMaHAbI

Hactponka DNS-cepBepa

KomaHnga ip name-server [ oob ] ip-address [ via mgmt-name ]
Onuncanne ip-address: ykasbiBaeT IPv4-agpec DNS-cepsepa.
napameTpos oob: ykasbiBaeT, 4yto DNS-cepBep [OCTYMeH Yepes BHEMOMOCHbIN

UHTepdenc ynpaesneHust (MHTepdenc ynpasneHus).
via: HacTpownka nHrepderca ynpaeneHus BoIXo040M.

mgmt-name: ykasblBaeT MHTepdenc ynpaBneHms UCXOAHbIMU Bbl30BaMM
09 NakeToB B pexxmme oob

Pexnm Pexunm rmobanbHon kKoHdurypauum
KOHdourypaumm
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6.4.2.5. Mpumep KoHcpuUrypauum

HaCTpOﬁKa AVHaMMN4eCKoro paspeLwieHna mMeHn ooOMeHa

CueHapun

DNS Server

Device 192.168.10.1

o> >

PucyHok 6-2.

YCcTponcTBo paspeluaeTt JoMeHHoe nms Yyepes DNS-cepeep (192.168.10.1) B ceTw.

OTanbl KoHGUrypaumm

YcraHosuTe |IP-agpec DNS-cepBepa Ha yCTpoMCTBE paBHbIM
192.168.10.1

DEVICE#configure terminal
DEVICE(config)# ip name-server 192.168.10.1
DEVICE(config)# exit

MpoBepka KoHdUrypauumn

3anycTtute komaHgy show hosts, 4Tobbl NpoBepuTb, yKkasaH
nn DNS-cepBep

QTECH(config)#show hosts Name servers are:
192.168.10.1 static

Host type Address
TTL(sec)

6.5. KOHTpOnb coCTOAHUSA

6.5.1. OuncTka

NMPUMEYAHMUE: BbinonHeHne KomaHAbl OYUCTKM BO BpeMs paboTbl YCTPOMCTBA MOXET
NPUBECTUN K NOTepe AaHHbIX UK Jaxe NpepbliBaHUio Criyx6.

OnucaHue

KomaHaa

Oumnwaet Tabnuuy kewa
OVNHaMUYECKUX NMEH
XOCTOB

clear host [ host-name ]

@ §) QTECH

MWP [OOCTYNHEE

176




PykoBoacTteo no Hactporke cepust QSW-4700

HaCTpOVlKa DNS
6.5.2. OTOOpaxxeHue

OnucaHue KomaHaa

OTobGpaxeHne napameTpoB | show hosts [ host-name |
DNS

6.5.3. OTnapgka

NMPUMEYAHUE: cncteMHble pecypchbl UCMOMb3YOTCA NPy BbIBOAE OTNag0uYHON MHOpMaLUuu.
MoaTomy, oTKIIOYUTE OTNAAKY cpasy Nocrie UCnonb30BaHuUS.

OnucaHue KomaHaa

Otnagka dyHkuun DNS debug ip dns

177

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTteo no Hactporke cepust QSW-4700

HacTtpolika cepsepa FTP

7. HACTPOUKA CEPBEPA FTP
7.1. O630p

®yHKUMOHAN NO3BOMsieT YCTPOWCTBY BbIMNONHATL (pyHKumn FTP-cepBepa. Takum obpasom,
nonb3oBatenb MOXeT nogknunte FTP-knueHT k FTP-cepBepy wn 3arpysutb pannbl no
npoTokony FTP.

Monb3oBaTenb MOXeT mcnonb3oBaTh yHKUMOHan FTP-cepeepa And NpPOCTOro nonyyeHus
danno., Taknx Kak channel syslog, ¢ ycTpoOMCTBa M KONMMPOBaHUSA hannoB B hanioByto cucTemMy
yCTpOKCTBa no npoTtokony FTP.

7.1.1. NMpoToKOosbI U CTaHAAPTDI

RFC959: npoTtokon nepeaayum cannos (FTP).
RFC3659: pacwunpenus ansa FTP.

RFC2228: pacwmnpeHnus 6e3onacHoctn FTP.
RFC2428: pacwupenusa FTP ana IPv6 n NAT.
RFC1635: kak ucrnonb3oBaTb aHOHUMHbIN FTP.

7.2. MpumeHeHne

NMpumeHeHne OnucaHue

MpepocTtaBneHne cnyx6bl | MNpepoctaBnsieT  cnyxbbl  3arpy3kM U 3arpysku

FTP B nokanbHowu cetu nonb3oBartensi B nokanbHom cetn (LAN)

ans

7.2.1. NpepnocTtaBneHune cnyxo6bl FTP B nokanbHou ceTu

7.2.1.1. CueHapun

MpenocTaBneHne ycnyr 3arpy3ku U ckaumBaHus Ansi NoNb3oBaTens B JIokarbHON CeTu.

Kak nokasaHo Ha PucyHke 7-1, FTP-cepBep BKNHOYEH B NTOKanNbLHON ceTu.

Ha G n S BkntoyeH yHkumoHan FTP-cepBepa.
Monb3oBaTenb MHULMMPYET 3anpoc Ha 3arpy3ky no npotokony FTP.

G S

User

—F _'\:l

<

&

PucyHok 7-1.

G — 37O Wnto3.

S — 3TO KOMMYTaTOP.

7.2.1.2. OnucaHue

Ha G BkntovaeTcsa pyHkumoHan FTP-cepsepa.

Kak kommyTatop ypoBHS 2, S obecneumBaeT (PyHKUMIO NpO3paYHON nepedaunm Ha 2

ypOBHe.
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7.3. KnroyeBble 0COOEHHOCTH

7.3.1. ba3oBble KOHUeNnuuu
FTP

FTP — 9TO cTaHaapTHbIA MPOTOKOS, OnpedeneHHbl ceTteBon paboden rpynnom IETF. OH
peanusyeT nepedadvy annoB Ha OCHOBe MpoOTOKoMa ynpaeneHusa nepepadven (TCP). FTP
Nno3BonseT nosnb3oBaTento nepefasaTtb dannbl Mexay OBYMSA CeTEBbIMW KOMMbHOTEPaAMU U
SIBMSIETCA pacnpocTpaHeHHbIM crnocobom nepenaydn dannoe B NHTepHeTe. Kpome Toro, FTP
npegocTaBnseT Takme yHKUMK, Kak BXOA B CUCTEMY, 3anpoc Nno katanory, paborta ¢ dannamm
n gpyrve yHkuum ynpasneHus ceaHcom. Cpean cemenctaa npotokonoB TCP/IP FTP asnseTtca
NPOTOKOIOM NPUKNagHOro ypoBHSA M ucnonb3yet noptel TCP 20 1 21 gna nepegayn. MNopt 20
ncnonb3yeTcsa Ansa nepegayv AaHHbiX, a NopT 21 ncnonb3yetcsa Ana nepegayun ynpasnsioLwmnx
coobueHnin. OcHoBHble onepauun FTP onucaHbl B RFC959.

ABTOpU3auma nonb3oBaTtens

Ona nogknoyveHns FTP-knueHta k FTP-cepBepy HeoOXOoAMMO WMETb YYEeTHYH 3anuch,
paspeweHHyto FTP-cepsepoMm. To ecTb, nonb3oBaTenb MOXET MNOoNb3oBaTbCA Ycnyramu,
npepocrtaensembimn FTP-cepBepom nocne Bxoga Ha FTP-cepeep ¢ nmeHem nomnb3oBaTens u
naponem.

Pexumbl nepenaumn cannos FTP
FTP nopoaoepxunBaeT gBa pexunma nepegayun ansos:

o Pexum nepegaun tekcta (pexxum ASCII): OH ucnonbayeTtca onsa nepefadnm TEKCTOBbIX
dannoB (Hanpumep, dannos .txt, .bat u .cfg). OT0T pexxum oTnmMyaeTcst OT ABOMYHOIO
pexuma npu obpaboTke BO3BpaTa KapeTkM M nepeBoga cTpoku. B pexume ASCII
BO3BpaT KapeTKM N CTPOKa CMEHSIOTCA Ha fokasnbHble cumBornbl CRC, Hanpumep, \n B
Unix, \r\n B Windows 1 \r 8 Mac. Npegnonoxmm, 4to Konmpyemblin doans CoaepXuT TEKCT
ASCIl. Ecnn ypaneHHbin koMnbloTep He paboTtaeT nog ynpasneHuwem Unix, FTP
aBToMaTtmyeckn npeobpasyeT dopmat danna B COOTBETCTBUM C TpeboBaHUAMMU
yAaneHHoro KomnbtoTepa.

e [1Bon4HbIN pexum nepegayn: OH ncnonb3yeTcs 4ns nepegayun nporpaMmMmHbixX annos
(Hanpumep, cbannos .app, .bin n. btm), Bkntouyasa ncnonHaemole dansbl, ckaTble annbl
n cannbl n3obpaxkeHnn 6e3 obpaboTkn JaHHbIX. Takum obpa3om, ABOMYHbLIA PEXUM
obecneumBaeT bonee GbICTpyto Nepenady Bcex annos n 6onee HagexHyo nepegady
dannos ASCII.
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Pa6ouune pexumbl FTP
FTP obecneunBaeT gBa pabounx pexumma:

FTP Server FTP Client

9 ®

20 21 1026 1027
Data Cmd Cmd Data
) [ E

PucyHok 7-2.

FTP Server FTP Client

v

20 21 1026 ~1027

Data Cmd Cmd Data
) [] E

VD¢
=" /

PucyHok 7-3.

PucyHok 7-2 nokasbiBaeT akTuBHbii pexum (PORT). FTP-knueHT mncnonb3yeT nopt
1026 gns nogkntoveHus k FTP-cepeepy Yepes nopt 21. KnneHT oTnpaenseT koMaHabl
yepes ITOT KaHarn. lNepea nonyyeHMem AaHHbIX KIMEHT oTnpasnseT komaHgy PORT Ha
aToM KaHane. Komanga PORT cogepxuT nHcpopmauuio o nopte kaHana (1027) knmeHTa
Ansa nonyyenus AaHHbIX. Cepeep ucnonb3yeT nopT 20 Ans NOAKMIOYEHUSA K KIUEHTY
yepes nopt 1027 gns co3gaHusl KaHana AaHHbIX ANns npyema v nepefadn gaHHbIX.
FTP-cepBep OofmkeH YCTaHOBUTbL HOBOE COeAMHEHWE C KIMEeHTOM And nepefauyu
OaHHbIX.

PucyHok 7-3 nokasbiBaeT mnaccuBHbii pexnm (PASV). T[lpouecc cosgaHus
yrnpaensloLwWero kKaHana adanornmveH npoueccy B pexume PORT. OpgHako nocne
YCTaHOBIEHNA COeONHEHNSA KITMEHT oTnpasndeT komaHgy PASV, a He komaHay PORT.
Mocne nonyyeHuss komaHabl PASY FTP-cepBep BKNOYaeT MOPT BbICLLErO Knacca
(2024) B cnyyanHOM nopsigke M yBeOOMISIET KMEHTa O TOM, YTO AaHHble OGyayT
nepefaHbl Ha 9TOT nopT. KnuneHT wucnonb3yeT nopT 1027 Ang noakmoyeHus
FTP-cepsepa u4epe3 nopt 2024. 3aTem KNMEHT M cepBep MOryT nepegasaTb U
NpUHUMAaTL [daHHble No 3ToMy KaHany. B atom cnyvyae FTP-cepBepy He HyXHO
yCTaHaBnMBaTb HOBOE COEANHEHNE C KITMEHTOM.

MopnpepxnBaemble komaHabl FTP

Mocne nonyyeHus 3anpoca Ha nogkntoveHne no npotokony FTP cepeep FTP Tpebyet ot
KnNueHTa NnpeaocTaBuTb MMs NONb30BaTeENs M Naposb A8 ayTeHTUUKaUmK.
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Ecnu «nueHt npoxoant npoBepKy MNOAJIMHHOCTH,

KOMaHdbl

FTP-knueHta moryt 6biTb
BbINOMHEHbI ANga onepauuin. JocTynHble koMmaHabl FTP-knneHTa nepeyncneHbl HUXe:

ascii delete mdelete mput quit send
bin dir mdir nlist recv size
bye mget rename system
cd get mkdir passive type
cdup mis put rmdir user
close Is pwd

[ns nonyyeHna nHgopmaumm 06 Mcnonb3oBaHMM 3TUX KomaHg FTP-knueHTa cM. JOKYMEHT no
FTP-knueHTy. Kpome TOro, MHorme KrmeHTckue MHCTpyMeHTbl FTP (Takve kak CuteFTP n
FlashFXP) nopaepxuBatoT rpadudecknin mnHtepdenc nonb3oBaTens. OTU WUHCTPYMEHTbI
ynpoLuarT onepaumm, ocBoboxagasi nonib3oBaTenen oT HAaCTPonkn komang FTP.

7.3.2. 0630p

PyHKLUMA OnucaHue

BknoyeHve dyHkumM | MpeaocTtaBnseT YHKUMU 3arpys3ku, CKauMBaHus, OTobpaxeHus,
FTP-cepBepa co3aaHus 1 yaanenusa dannos onsa knveHta FTP

7.3.3. Bknro4yeHue ¢pyHkuum FTP-cepBepa
7.3.3.1. MpuHUMN paboTbl

OcHoBHOM npuHUMN paboTbl onucaH B npeabigywen rmaee. YctpouctBa QTECH
npegoctaensoT cnyxbbl FTP nocne HacTpokv MMeEHW nonb3oBaTensd, naposia M Katanora
BEPXHEro YPOBHS.

7.3.3.2. CBA3aHHasA KOHdurypaums

BkntoueHne dyHkuum FTP-cepBepa B rnobanbHom macwtabe ®yHkuma FTP-cepeepa no
YMOJYaHMIO OTKITFOYEHA.

3anyctuTte komaHay ftp-server enable, 4tobbl BkntounTb byHKUMo FTP-cepeepa.

Mepen ncnonb3oBaHnem FTP-cepBepa HEOOX0OUMO BKITHOUUTL €ro rnobanbHo.
HacTtpoika nMeHM nonb3oBaTens, Naposs uU Katarora BepXHero ypoBHs

Mo ymonyaHuio HeT aBTOPM3OBAHHOMO MOMb30BaTENA UMK KaTanora BEPXHEro ypoBHS.

3anycTtute komaHapl ftp-server password, ftp-server username u ftp-server topdir, 4To6bI
YyCTaHOBUTb aBTOPM3MPOBAHHbIV MONb30BaTENb U KaTarnor BEPXHErO YPOBHS.

Tpw BbllenepeyncrnieHHble KOHdUrypauumn aesnsioTca obasaTenbHbIMU; B NPOTUBHOM Crlyvae
dyHKumoHan FTP-cepBepa He MOXeT ObiTb BKIHOYEH.
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7.4. HacTtpouka

HacTtpownka

OnucaHne n KomaHaa

HacTporika 0CHOBHbIX (DYHKLUA

(ObsasaTtenbHO) OH wucnonb3yeTca Ana BkhodeHuss FTP-

cepBepa

ftp-server enable

BkntovaeT pyHKUmIO
FTP-cepsepa

ftp-server login timeout

HacTponka Tanm-ayTa
BXoaa aonsa ceaHca FTP

ftp-server login times

HacTtpoiika gonyctumoro
Konun4yecTBa BXOAOB B
cuctemy

HacTponka OCHOBHbIX
YHKLMIA

ftp-server topdir directory

HacTponka katanora
BEPXHEro YPOBHS
FTP-cepBepa

ftp-server username
username

HacTponka nmeHu
nonb3oBartens

ftp-server password [type]

password

HacTtpowka napons

OnunoHanbHO

ftp-server timeout time

HacTtpownka Tanm-ayTta
npoctosa FTP-ceaHca

7.4.1. HacTponka OCHOBHbIX (pYHKLIMW

7.4.1.1. Pe3ynbTaT KOH(pUrypaumum

Cospgante FTP-cepBep, 4To6bl NpegoctaBuTb FTP-cnyx6bl ans FTP-knueHTa.

7.4.1.2. NMprumeyaHuns

e Heobxogumo HacTPOMTb UMS MONb3oBaTers, NApPosib U KaTasnor BEPXHEro YpoBHsi.

e YT0Gbl CepBep 3aKpbisl HECTAHOAAPTHYH CECCUI0 B TEYEHME OrpaHMYeHHOro nepvoga
BPEMEHM, HEOGXOAMMO HaCTPOUTL TalM-ayT NPOCTOSI CECCUN.

7.4.1.3. dTtanbl KOH(Urypaumum

BknroyeHune pyHkuun FTP-cepBepa

e O0OgasaTenbHO.

e Ecnn He ykasaHo
MapLupyTusaTope.

nHoe,

BKIlO4nTE

dyHkumio  FTP-cepBepa Ha

KaXX,0M
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HacTtpoiika kaTanora BepxXHero ypoBHsi

Ob6ga3aTenbHO.

Ecnn He YKa3aHO WHOe, HaCTpOVITe ONPEKTOPNUIKO BepXHero ypoBHA B Ka4decTBe
KOPHEBOIo KaTtasnora Ha KaXgomM MapLipyTmn3aTtope.

HaCTpOﬁKa UMEeHU nonb3oBaTenAa U naponsa Aand exoaa B cuctemy

Ob6ga3aTenbHo.
[nuHa nmeHn nonb3oBaTens 1 Napons orpaHNYeHa.

HacTtpouka BpemeHM oxxngaHua Bxoaa ansa ceaHca FTP

OnuuoHanbHo.

Ecnu knueHT OTKNOYEH OT cepBepa M3-3a OLUMOKU UNU OPYruX HelTaTHbIX NPUYKH,
FTP-cepBep MOXeT He 3HaTb, 4YTO MONb3oBaTeNb OTKMOYEH W NpoJoskaeT
noadepxuBaTb coeauHeHue. CnepoBaTtenbHo, FTP-coeanHeHne 3aHATO  Ha
ANUTENbHOE BPEMS,, U CEpBep He MOXET OTBeyaTb Ha 3anpocbl Bxoda AOpYyrux
nonb3oBaTenen. ATa KOHUrypaums MOXET rapaHTMPOBaTb, YTO ApYyrie Nnonb3oBaTenm
CMOryT noaknounTbes kK FTP-cepBepy B TeueHue onpeaeneHHoro nepvoaa BpemeHm
NPU BO3HUKHOBEHUW OLLNGKM.

7.4.1.4. NMpoBepka KOHUrypaumum

Moakmtounte FTP-knueHT K FTP-cepsepy.

MpoBepbTe, NOOKMOYEH NN KINEHT.
MpoBepbTe, HOpManbHO N paboTalT onepaumm Ha KNMeHTe.

7.4.1.5. CBA3aHHbIe KOMaHAbI

BkntoyeHune cpyHkuum FTP-cepBepa

KomaHpa ftp-server enable

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas KnneHT He mMoxeT nonyuntb goctyn kK FTP-cepBepy, ecnn He HacTpoeH
nockaska BEPXHUM YpOBEHb KaTanora, UMeHu rornb3oBatensa n napons. [Noatomy

pPEKOMeHAYeTCs1 HacTpOUTb BEPXHWA YpPOBEHb KaTanora, WMEHU
nonb3oBaTens M napons afns Bxoda B cucTeMy, oOpaTuMBLUMCL K
nocneaylLwumM rnasam nepepg nepsbIM BKIHOYEHUEM CyXObl

HacTponka gponyctumoro KonmyecTtsa permcrpauum

KOHpurypaumm

KomaHga ftp-server login times times

Onuncanne times: ykasblBaeT [JOMNyCTUMOE KOMMYECTBO BXOAOB B CUCTEMY B
napameTpoB ananasoHe ot 1 go 10

Pexnm Pexwum rnobanbHon koHUrypaumm
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BcTpoeHHas
noackaska

[onyctnmoe Konu4ectBO BXOAOB COOTBETCTBYET KOMMYECTBY MOMbITOK
NPOBEPKM YYEeTHbIX 3anMcen BO Bpemsi ceaHca FTP. 3HadeHne no
yMonyaHumio — 3, 4YTO O3Ha4vaeT, YTo ceaHc OyaeT npepBaH, €Cnv Bbl
BBEeAEeTe HEBEPHOE MMSA MONb3oBaTeNs UM naposib Tpu pasa, n gpyrue
nosib3oBaTenn CMOryT NeEpPeEnTN B OnepaTUBHbBIN PEXUM

HacTtponka BpemeHM oxxngaHua Bxoaa ansa ceaHca FTP

KomaHga ftp-server login timeout timeout

Onucanwne timeout: ykasbiBaeT BpeMs OXngaHnsa BXxoga B CMCTEMY B AManasoHe oT 1
napamMmeTpoB 00 30 MUHYT

Pexum Pexum rnobanbHon koHdurypauum

KOHUrypauum

BcTpoeHHas Tanm-ayT Bxo4a O3HAa4YaeT MakCMMarbHy NPOLOIKUTENBHOCTb CeaHca
noAckaska C MOMeHTa ero cosgaHus. Ecnv Bbl He NponaeTe NOBTOPHYIO NPOBEPKY

napors BO BpeMs TaliM-ayTa BXOAa B CUCTEMy, ceaHc GyaeT npepBaH,
4yTOObI APYrMe Nonb3oBaTeNN MOrMM BOWTU B CUCTEMY

HacTtpouka kata

nora BepxHero ypoBHA FTP-cepBepa

KomaHga ftp-servertopdir directory

Onuncanne directory: ykasblBaeT nyTb AOCTYyMNa rnosfib3oBaTens

napameTpoB

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas Ecnn BepxHun kaTanor cepeepa ycTaHoBreH Ha "/syslog"”, FTP-knneHt
noackKaska MOXeT MonyYnTb OOCTYN TONbKO K pavnam u kKatanoram B KaTtarnore

"/syslog" Ha ycTponcTBe nocrie Bxoga B cucTtemy. M3-3a orpaHMyeHun B
KaTanore BepXHero ypoBHS KIMEHT He MOXeT MonacTb B KaTanor Bbllle,
yem "/syslog"

HacTtpoiika umeHu nonb3oBaTensa ANA BXxoaa Ha cepBep

KomaHnga ftp-server username username

Onuncanne username (MIMs nonb3oBaTens): ykasblBaeT MMS NONb30BaTens
napameTpoBs

Pexnm Pexwum rnobanbHon koHUrypaumm

KOHpurypaumm
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BcTpoeHHas
noackaska

FTP-cepBep HEe nopaepXumBaet aHOHUMHbIA BXO[4, B Ccnctemy, noaTomy
H806XOD,I/IMO HaCTpoOuUTb NMA MOJib30OBaTesA.

Mms nonb3oBaTtens coctont u3 64 cMMBONOB, BKoYas Gyksbl, LNpPbI 1
cumBonbl 6e3 npobenos

HacTpoiika uMeHM nonb3oBaTensa U Napons Ans BXxoAa Ha cepeep

KomaHga ftp-server password [type] password
Onuncanwne type: 0 unm 7. 0 o3HavaeT, 4TO Naponb He 3awudpoBaH (B BuAe
napameTpos OTKPbITOro TEKCTa), a 7 yKasblBaeT Ha TO, Y4TO Naporib 3amngpoBaH (TEKCT
wndppa).
password: yka3biBaeT naporib
Pexum Pexunm rnobanbHon koHdurypauum
KOHUrypauum
BcTpoeHHas Mapornb cocTouT TONbLKO 13 BykB N undp. MNMpobensl B Havane n KoHue
nogckaska napons nrHopupytoTcs. Npobenbl BHYyTPU Naponsa paccMaTpuBaroTCs Kak

YyacTb napons.

[Maponb B BUAE NpOCTOro TekcTa coctouT na 1-25 cumeonos. Maponb ans
LwncpoBaHMst COCTOUT N3 4—52 CMMBOIIOB.

MmeHa nonb3oBaTtenen 1 naponu SOrmkHbl coBnagatb. MOXHO HAacTpOUTb
He 6onee 10 nonb3oBaTtenemn

HacTponka tanm-ayta npoctosa ansa ceaHca FTP

KomaHpa ftp-Server timeout time

Onucanne time: ykasblBaeT BpeEMS OXuOaHUs MNpOCTod B Auana3oHe oT 1 go
napameTpoB 3600 MUHYT

Pexnm Pexunm rnobanbHon koHdurypauum

KOHGourypaumm

BcTtpoeHHas Tanm-ayT npocToa ceaHCa OTHOCUTCA K MPOOOSMKUTENBHOCTM OT
noackaska OKOHYaHus onepaumn FTP go Hayana cnegylowen onepaumMm B ceaHce

FTP. lNocne Toro, kak cepBep OTBeYaeT Ha KomaHgy FTP-knueHTa
(Hanpumep, Nocrne nonHon nepegayn danna), cepBep HauMHaET OoTcUET
BPEMEHM MPOCTOA W OCTaHaBNMBaeTCA NpWU MOMyYeHUU creayoLlen
koMmaHgbl FTP-knueHTta. lNoaTomMy HacTponka Tamm-ayTa MNpoOCTOs He
BNUSIET HA HEKOTOpbIE TPygOEeMKUe onepauun nepegadv dannos
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OTob6paxeHne COCTOSAHUA cepBepa

KomaHga show ftp-server
Pexum MpueunernpoBaHHbin EXEC pexnm
KOHcpurypaumm
BcTpoeHHas BbinonHuTe a1y KOMaHAy, 4ToObl 0TOOpa3uTb coctosiHne FTP-cepeepa
noackaska
OTtnapka
KomaHga debug ftp-server pro/err
Pexum MpuBunernpoBaHHbin EXEC-pexmm
KOHcpurypawmm
BcTpoeHHas BbinonHute aTy KOMaHgy, YToObl OTNaXMBaTb COOBLLEHNA/OLWNOKM
noackaska FTP-cepBepa

7.4.1.6. Npumep KoHcpUrypaumm

Co3paHue FTP-cepBepa B cetu IPv4

OTansl
KOHdourypaumm

e  BknovaeT doyHKUnio cepsepa FTP.

e HacTponTe KaTtanor/CucTeMHbI XXypHan BEPXHETO YPOBHSI.

e YcTaHOBUTE MMSA NOSb30BaTENA Ha User 1 Naposib Ha password.
e YcTaHOBUTE 4SS TaM-ayTa NPOCTOsl ceaHca 3HayYeHne 5 MUHyT

QTECH(config)#ftp-server username user
QTECH(config)#ftp-server password password
QTECH(config)#ftp-server timeout 300
QTECH(config)#ftp-server topdir /
QTECH(config)#ftp-server enable

MpoBepka
KOHdourypaumm

e BbinonHute YTOOBI

pesynbTaTt

komaHgy show ftp-server,

npoBepuTb

QTECH#show ftp-server

ftp-server information

enable:Y
topdir : /
timeout: 30min
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username config: Y
password config : Y
transfer type: ASCII
control connection : N

port data connection: N
passive data connection: N
QTECH#

7.4.1.7. TUNUYHbIE OLLUOKU

e M5 nonb3oBaTensi He HACTPOEHO.
o [laponb He HacTpoOeH.
e Kartanor BepxHero ypoBHsi HE HAaCTPOEH.

7.5. KOHTponb cocTtosiHuA

7.5.1. OTOoGpaxeHune

OnucaHue KomaHpa

OTobGpaxaeT koHdurypaumto | show ftp-server
FTP-cepBepa

7.5.2. OTnapka

NMPUMEYMAHUE: cuctemHble pecypcbl 3aHATbI MpW BbIBOAE OTNagoYHOW WHGOpMauumun.
MoaTomy, oTKMOUYUTE OTNAAKY cpasy Nnocrie UCnosb30BaHus.

OnucaHue KomaHaa

Otnagka cobbiTuii owmnbok debug ftp-server err
FTP-cepBepa

Otnagka coObiTuin COOBLLIEHNI debug ftp-server pro
FTP-cepsepa
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8. HACTPOUKA KINUEHTA FTP
8.1. O630p

MpoTtokon nepenaun pannos (FTP) aensetca npunoxexHmem TCP/IP. YcTaHOBMB HagexHoe U
coeguHeHune TCP mexay FTP-knueHTOM 1 cepBepoM, NOMb30oBaTeNb MOXET NOMYYUTb AOCTYN K
yOoaneHHOMY KOMMbIOTEPY, Ha KOTOPOM 3anyLleH FTP-cepsep.

Knuent FTP obGecneuvBaeT nepegady dannos mexay yctponctsom u FTP-cepBepom no
npoTokony FTP. MNonek3oBaTens UCNOMNb3YyeT KNUEHT AN OTNpaBkM kKoMaHabl Ha cepsep. Cepaep
OTBeYaeT Ha KoMaHAy W OTNpPaBnseT pe3ynbTaT BbIMONHEHNUS KNMEHTY. C NOMOLLbIO KOMaHOHOTO
B3aMMOAENCTBMS MNOMb3oBaTeNb MOXET npocMaTpmBaTtbh (pannbl B KaTanore cepsepa,
KonmpoBaTb hainbl C yaaneHHOro KOMMbTEPa Ha NOKanbHbIA KOMMNBLIOTEP UNK NepefaBaTb
nokanbeHble dhansbl Ha yaaneHHbI KOMAbITEP.

Mpotokon FTP npegHasHayeH ans obnerdeHuss obmeHa dhannamm nNporpaMm/gaHHbIX W
noowpeHns ypaneHHou paboTbl (C nomowb nporpamm). [lonb3oBaTtensiM He HYXHO
BOecrnokonTbCa O pasnNUuMax Mexagy pasnuMyHbiMM cucTemamu PansioB Ha pasHbIX XOCTax.
[aHHble nepepatoTca adPdPeKTUBHLIM M HagexHbIM obpasom. FTP obecneuvsaet 6e3onacHoe
yoaneHHoe ynpasneHue cdannamu.

FTP-knuentol QTECH oTtnuyarotca ot ctaHgapTHeix FTP-knueHTOB, KOTOpble paboTalT C
WHTepPaKTUBHLIMW KOMaHgamMn. BMecTo 3Toro BBeanTe KOMaHay Copy B UHTepdience kKoMaHgHOM
CTPOKM, YTOObI BbINOMHWUTL MHCTPYKLMUN MO NOAKMOYEHUIO YyNPaBNeHUs, TakMe Kak open, user u
pass. Nocne ycTaHOBKM ynNpaBnsoLLErOo COeQMHEHNS HAaYMHAEeTCA nNpouecc nepedaydv ainnos,
a 3aTeM yCTaHaBnNMBaeTCs CoeaNHEHNe Ans nepeaayun unu 3arpysku ansnos.

8.1.1. NMNpoTokonbl U cTaHAAPTbI
RFC959: npoTtokon nepefaun cannos (FTP).

8.2. NpumeHeHue

MpumeHeHne OnucaHue

3arpyska nokanbHoro | lNokanbHble W yaaneHHble dainbl AormkHbl GbiTh NepenaHsbi,
havina  Ha  yaaneHHblid | Hanpumep, AN 3arpy3ky NokanbHoro daina Ha yaaneHHbili
cepee cepsep

3arpyska danna c | INlokanbHble N yoaneHHble annbl OOMMKHBI OblTb NepegaHbl,
yOarneHHoro cepsepa Ha | HanpuMmep, And 3arpy3kn dawnna ¢ yganeHHoro cepsepa Ha
nokarbHoe YCTPOUCTBO nokarnbHO€e YCTPONCTBO

8.2.1. 3arpy3ka nokanbHoro ¢panna Ha yaaneHHbIn cepBep

8.2.1.1. CueHapum

JNlokanbHble W yaaneHHble annbl OOMKHbI OblTb NepedaHbl, Hanpumep, Ans  3arpy3ku
nokaneHoro hanna Ha yganeHHbl cepBep.

Kak nokasaHo Ha PucyHke 8-1, pecypcbl MICNONb3YHTCS TONBKO B CETW.
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FTP Client FTP Server
PucyHok 8-1.

8.2.1.2. OnucaHwue
e Bknounte 3arpysky pannos Ha FTP-knueHTe.
o  Bkntounte 3arpysky dannos Ha FTP-cepsep.

8.2.2. 3arpys3ka paina c yaaneHHOro cepeepa Ha fiokanbHoe yCTPOMUCTBO

8.2.2.1. CueHapun

JlokanbHble 1 yoaneHHble dhannbl A0MKHbI ObITh NepefaHsbl, HanpuMep, Ana 3arpysku danna c
yAaneHHoro cepsepa Ha nokarnbHoe yCTPOMUCTBO.

Kak nokasaHo Ha PucyHke 8-2, pecypcbl UCMNOMb3YyTCSA TOMbKO B CETU.

S < ¥

FTP Client FTP Server

PucyHok 8-2.

8.2.2.2. OnucaHue

e  Bkntouute 3arpysky hannos Ha FTP-knneHTe.
e  BkntouuTe 3arpysky cannos Ha FTP-cepsepe.

8.3. KnouyeBble 0COOEHHOCTH

8.3.1. ba3oBble KOHUenuumn
3arpy3ka ¢annoB FTP
3arpyska annos ¢ FTP-knueHTa Ha FTP-cepsep.
CkauuBaHue c¢amnos FTP
3arpy3ska cannos ¢ FTP-cepepa Ha FTP-knueHT.
Pexum nopgknioyeHna FTP
FTP-knueHT n FTP-cepBep MOryT ObITb NOAKIOYEHBI B @KTUBHOM UM MACCUBHOM PEXMME.
Pexum nepegaum no FTP

Mepegayva paHHbIX mexay FTP-knneHtoM M FTP-cepBepoM BO3MOXHa B ABYX pexumax: B
TekctoBoM (ASCII) n gBonyHOM (GBONYHOM).

YkasaHue IP-appeca uHTepcenca nctouHuka ana nepegaym no FTP

KrnneHT FTP HacTpoeH Ha ncnosnb3oBaHue ncxogHoro IP-agpeca ans ceasu ¢ FTP-cepsepom.
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8.3.2. 0630p

PyHKUMA

OnucaHue

3arpy3ka dannos FTP

3arpyska (pannos ¢ FTP-knueHTa Ha FTP-cepBep

CkauynBanve dannos FTP

3arpyska annos ¢ FTP-cepBepa Ha FTP-knneHT

Pexum nogkntoyeHusa FTP

YKkasblBaeT pexum coegnHeHnsa mexay FTP-knueHTom u
FTP-cepsepom

Pexum nepegaym no FTP

YkasbiBaeT pexum nepegadn mexay FTP-knueHTom n
FTP-cepsepom

YkasaHue IP-agpeca

MHTepdenca UCToYHUKa Ans

nepegaym no FTP

HacTpowka ncxoaHoro IP-agpeca FTP-knueHTa ans cBaAsun ¢
FTP-cepsepom

8.3.3. 3arpy3ka c¢annos FTP

FTP nossonset 3arpyxatb annsl. 3anyctute FTP-knneHT n FTP-cepBep 0gHOBPEMEHHO U
3arpyanTte ¢annbl ¢ FTP-knueHTa Ha FTP-cepeep.

8.3.4. CkauuBaHue cannos FTP

FTP nossonseTt ckaunBatb annbl. 3anyctnte FTP-knneHT n FTP-cepBep 0gHOBPEMEHHO ”
3arpysute pannel ¢ FTP-cepeepa Ha FTP-knneHT.

8.3.5. Pexxum nogknioyeHus FTP

FTP pomkeH ucnonb3oBatb ABa coeauHeHus TCP: oguH kaHan ynpasneHus (komangHoe
COeOWHEHMNE), KOTOpbIA ucnonb3yeTcd Ansa nepegadnm komaHg mexgy FTP-knueHToM wu
CEepBEPOM; OpPYror KaHamn nepefaynm OaHHbIX WCMOSb3yeTcs Ons nepegaym WUnu 3arpysku

JaHHbIX.

CoeaunHeHne ynpaBneHus: HekoTopble NMPOCTble CeaHCbl JOCTYMHbI TOMbKO C YNPaBMsOLMM
noaknoveHneM. KnveHT otnpaenseT komaHay Ha cepsep. [locne nonyyeHus komanabl cepeep
otnpasnsetT oTBeT. (PncyHok 8-3).

FTP Server FTP Client

g

Controi created

command

PucyHok 8-3.
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CoeavHeHve ynpaBneHns 1 nepeaaya AaHHbiX: Koraa KnmeHT oTnpaBnsieT KomaHay Ha 3arpysky
WUNu 3arpys3ky OaHHbiX, HEOOXOAMMO YCTaHOBUTb, KaK YMNpaBnsiolwlee COeAMHEHME, Tak WU
coeauHeHWe Ansg nepeaayvn AaHHbIX.

FTP nopoepxuBaeT ABa pexuma nepedaydm gaHHblx: aktmeHblin (PORT) n naccusHbin (PASC).
Mpu ycTaHOBRNEHUM COEANHEHNS AN Nepefayn JaHHbIX UCMOMb3YOTCA pasHble PEXUMBI.
o  AKTUBHbIN pPEXnM

B atom pexume FTP-cepep aktmBHO nogkntodaetcs K FTP-knMeHTy npu ycTaHOBREeHWn
coeMHeHUs Ans nepegayvn AaHHbIX. ATOT PEXMM COCTOUT N3 YEeTbIpEX 3TAMNOB:

KnueHT ncnonbsyeT ucxogHein nopt 5150 ons ¢Ba3u ¢ cepBepom Yepes nopT 21, Kak nokasaHo
Ha PucyHke 8-4, 4yToObl OTNpaBMTbL 3aMpOC Ha MOAKMYEHME U COOOWMTL cepBepy, 4TO
ncnonb3yemblin nOpT — nopT 5151.

Mocne nony4veHns 3anpoca cepBep oTnpasnsgeT otBeT OK (ACK). O6MeH gaHHbIMK Mexay
KNWEHTOM M CEpBEPOM YMNpaBnsieT curHanmsaumen Yyepes KOHCOMbHbIE NOPThI.

Cepsep nossonsieT nopTy 20 B KAYECTBE UCXOAHOrO NopTa OTNPaBnATb AaHHble Ha nNopT 5151
KNWeHTa.

KnueHT oTnpaenseT oTeeT. [Nepefaya gaHHbIX 3aBepLUAETCA.
FTP Server FTP Client

Port 20 Port 21 Port 5150 ort ¢
Data Command Command Data

L 4 7 k

P PEA
U

"‘/—-

PucyHok 8-4. AktusHbIn pexum (PORT)

o [laccuBHbIN pexum
FTP Server FTP Client

.

Port 20 Port 21 Port 5150 Port 5151
Data Command Command Data
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Port 3268 | e 51502
Data

> ®

N

PucyHok 8-5. MaccusHbin pexnm (PASV)
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OTOT pexuMM 4acto 3agjaeTcd KomaHaown passive. locne ycTaHOBNEHWA coeduHeHus ans
nepefayn naHHbIx FTP-cepBep nogkniovaeTca K knneHTy FPT naccMBHO. OTOT peXxum cocTouT
N3 YeTbIipeXx 3TaroB.:

B naccuBHOM pexume KnMeHT MHULManu3npyeT curHasnbHoe coeamHeHne ynpasnennd. KnmeHt
ncnonb3yeT ucxogHbln nopT 5150 ons noakntoveHns K cepBepy Yepes nopT 21, kak NoKa3aHo Ha
PucyHke 8-5, n 3anyckaeT koMaHgy passive, 4Tobbl 3anpocuTb Nepexos CepBepa B PeXunm
PASV.

CepBep cornawaetcst Bontn B pexum PASV, BblbvpaeT Homep nopTa, npesbiwaowmi 1024,
cny4variHbim 06pa3om n coobLiaeT HOMep nopTa KINEHTY.

Mocne nony4veHns coobLLEHNsT KNMEHT ucnonb3yeT nopt 5151, kak nokasaHo Ha puc. 15, ans
CBA3U C cepBepoM 4epes nopt 3268. 3aeck nopT 5151 aBndeTcs MCXOOQHLIM NOPTOM, a NOpT
3268 — NopTOM Ha3Ha4YeHUS.

Mocne nonyyeHus coobLueHns cepBep oTnpasBnseT AaHHble n otBedaeT ACK (OK).

MNMocne ycTaHOBMNEHWs COEAMHEHUS ANA Nnepefadvn OaHHbIX MOXHO BbIMOMHWUTL 3arpysky U
ckaymBaHue ainos. Kpome Toro, MOXHO BbINOMHUTL HEKOTOPbIE onepaLun ¢ danomM cepsepa
N3 KNueHTa.

NMPUMEYAHUE: coeavHeHue ynpaBneHus Ans nepegadv komaHg n obpaTtHon cBA3W Bcerga
NpuUCyTCTBYeT, TOorga Kak coeduHeHue And rnepefadu [OaHHbIX YCTaHOBIEHO MO  Mepe
HeobxogumocTun. Tonbko knMeHT FTP umeeT npaso BbIbUpaTb U ycTaHaBnmBaTb pexum PASV
unn PORT. FTP-knneHT oTnpaBnseT koMaHAy Ans YyCTaHOBIEHWUS COEAUHEHUSA C SaHHbLIMM.
FTP-knuenTol QTECH no ymonyaHuio ucnons3syot pexum PASV.

8.3.6. Pexxum nepepaum no FTP

FTP npepoctaBnsdetr gBa pexuma nepegadn: tekctoBbin (ASCIl) n gBonuHbin (Binary). B
HacTosiwee BpeMsa FTP-knuenTtol QTECH nogaepxuBatoT kak ASCII, Tak u ABONYHBIN peXMUMBbI
W Mo yMon4yaHuio ncnonesyoT pexum BINARY.

e Pexum ASCII

Pasnuune mexgy pexumamm ASCII n Binary 3akntodaetca B 06paboTke Bo3BpaTa KapeTku u
nepesoga ctpoku. B pexmme ASCIl Bo3BpaT kapeTkm M NepeBOd CTPOKM U3MEHSIOTCS Ha
rniokanbHbIM cMmBos Bo3BpaTa kapeTkn (CRC), Hanpumep, \n B Unix, \\n B Windows u \r B Mac.

o [IBOUYHbIN peXnM

[BOMYHLIN peXuM MOXeT MCMNoSib3oBaTbCA ONS nepefadn MCnosiHaeMbiX (annos, cxaTbiX
dannoB 1M dannoB m3obpaxeHun 6e3 obpaboTkM AaHHbIX. Hanpumep, TekcToBbii hann
Heobxoagnmo nepeHecTn M3 Unix B Windows. Npu ncnonb3oBaHMM BONYHOIO pexnma paspbiB
cTpokm B Unix He G6yaeT npeobpasoBaH mn3 \r B \r\n; nostomy B Windows aToT dpann He umeet
CTPOK W oOTOBpaxaeT MHOro 4YepHblX KBagpatoB. Takum 06pa3om, [OBOUYHBLIA PEXUM
obecneymBaeT Gonee ObiCTpyto Nepenavy Bcex annos n 6onee HagexHyo nepedavy dannos
ASCII.

8.3.7. YkazaHue IP-agpeca nHrepcenca nctouHuka gna nepegayum no FTP

KrnneHTt FTP HacTpoeH Ha mncnonb3oBaHne ucxogHoro IP-agpeca ansa ceasu ¢ FTP-cepsepom.
Takum obpasom, knneHT FTP nogknitovaeTcs K cepBepy M COBMECTHO MCMOnb3yeT hannbl C
cepBepoM Mo ykaszaHHOMY ucxogHomy IP-agpecy.
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8.4. HacTtpouka

Hactponka OnucaHune n kKomaHaa

Hactpovika ocHoBHbIX | (O6513aTENbHO) NCNONb3YeTCa ANs HACTPONKM pyHKum FTP-knueHTa

byHKLMI

copy flash 3arpyska tanna

copy ftp CkaumBaHue hanna
HacTtponka (OMUUOHAINBHO) ncnonb3yeTca ona HacTpPoOUKN paboyero pexnma
OOMONMHUTENbHbIX FTP-knueHTa
byHKLMI

ftp-client port YcTaHaBnNuBaeT pexum MNoaKNoYeHUs

Ha akTuBHbIN (port)

ftp-client ascii YcTaHaBnuBaeT pexum nepegaym
ASCII

ftp-client source-address | HactpamBaet wucxogHbii IP-agpec
knueHta FTP

default ftp-client BocctaHaBnuBaeT  HacTpoOMKM MO
YMOMYaHMIO, a WMEHHO, PEXUM
NOAKIMIOYEHNS yCTaHOBIEH Ha

naccueHbli (PASV), pexnm nepegaun
Ha [BOMYHbIN M UcxoaHbIn |IP-agpec
yoaneH

8.4.1. HacTponka 0CHOBHbIX (hYHKL NN

8.4.1.1. PeaynbTaT KOHUrypauumm

Peanusaumsa 3arpysku 1 ckadmsaHus dhannos.

8.4.1.2. NMpumeyaHun

O6paTtnTe BHUMaHWe Ha hopmaTbl KOMaHA ANs 3arpy3ku U CKaYMBaHMS.

8.4.1.3. dTtanbl KOH(Urypaumum
3arpyska ¢anna

e  OTa KoHdurypaums sensietTcs o6si13atenbHoN, ecnm Heo6XxoaANMo 3arpy3nTb ann.

e Hactponte URL-agpec FTP B kayectBe agpeca HasHa4yeHUd KoMaHabl COpYy B
npueunernposaHHom pexnme EXEC.

CkauuBaHue channa

e  OTa KoHGUrypauma aBnaeTcs oba3artenbHOM Npu 3arpyske danna.

e Hactponte URL-agpec FTP B kayecTBe agpeca WCTOYHMKA KOMaHObl COpPY B
npusunernpoeaHHom pexume EXEC.
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8.4.1.4. NpoBepkKa KoHdUrypauum

o [lpoBepbTe, cywlecTByeT Nnn 3arpyxeHHblt barn Ha FTP-cepBepe.
o [lpoBepbTe, CywlecTBYET NK 3arpyXeHHbI harin No agpecy HasHayYeHus.

8.4.1.5. CBsAA3aHHblIe KOMaHAbI

3arpy3ka ¢ganna

KomaHga copy flash:[ local-directory/ Jlocal-file

ftp: /lusername:password@dest-address[ /remote-directory |

/remote-file
Onucanwne local-directory: ykasbiBaeT Katanor Ha nokanbHOM ycTponcTtee. Ecnn oH
napameTpoB He yKasaH, YKa3blBaeT Ha TEeKyLLMIA KaTanor.

local-file: ykasbiBaeT nokanbHbIn dpann ons 3arpysku.

username: ykasblBaeT UMs nonb3oBaTtens ang goctyna k FTP-cepsepy,
cocTosiemy 13 He bonee 32 6anT 1 UCKNOYas Takne pasgenutenu, Kak /
: @ v npoben. 3ToT NapameTp ABndeTca ob6a3aTenbHbIM.

password: yka3blBaeT naposnb Ans goctyna k FTP-cepsepy, cocToAwmmn He
bornee Yyem n3 32 GanT u UCKNOYas Takue pasgenutenu, Kak / @ @ u
npoben. AToT napameTp ABNseTcs 0b6a3aTeNbHbIM.

dest-address: yka3biBaeT |IP-agpec ans FTP-cepsepa.
remote-directory: ykasbiBaeT kaTanor Ha cepeepe.
remote-file: nepenmeHoBbIBaeT ¢ann Ha cepeepe.

NMPUMEMAHUE: Ha ycTponcTBe [ormkeH ObiTb C€O34aH  KaTanor,
ykasaHHbli B none local-directory. OTa komaHga He co3gaeT kaTanor

aBTOMaTUYeECKN
Pexnm Pexunm rnobanbHomn koHdurypauum
KOHdourypaumm
BcTtpoeHHas BoinonHute a3ty komaHgy, 4toObl 3arpy3uTb davn ¢ drew-namatu
nogckaska nokansHoro yctponcrtea Ha FTP-cepsep

3arpys3ka ¢anna FTP

KomaHga copy ftp:/lusername:password@dest-address[ /remote-
directory]/remote-file

flash:[ local-directory/ Jlocal-file

Onucanue username: ykasblBaeT uMsa none3osartensa ana gocryna k FTP-cepsepy,
napamMmeTpoB cocTosiemy n3 He bornee 32 6anT 1 UCKIOYas Takme pasgenutenu, Kak /
: @ v npoben. ATOT NapameTp ABnseTca ob6A3aTenbHbIM.

password: yka3biBaeT naponb anga goctyna k FTP-cepsepy, coctoAwmn
He Bonee 4Yem 13 32 BGanT N UCKMOYadA TakMe pasgenuTenu, Kak / : @ v
npoben. AToT napamMeTp ABNSeTcs 06a3aTeNbHbIM.
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dest-address: ykasbiBaeT |IP-agpec ans FTP-cepBepa.
remote-directory: ykasblBaeT kaTanor Ha cepeepe.
remote-file: ykasbiBaeT chann ansa sarpysku.

local-directory: ykasblBaeT kaTasnor Ha JlokanbHOM YCTPOUCTBe. Ecrnun OH He
yKasaH, yKa3blBaeT Ha TEKYLLMIA KaTanor.

local-file: nepenmeHoBbIBaET dhain B flokanbHOW hnew-namaTy.

NPUMEYMAHUE: Ha ycTponctBe p[omkeH ObITb CO34aH Kartanor,
ykasaHHblr B none local-directory. OTta komMaHga He cosgaeT kaTanor
aBTOMAaTU4YECKN

Pexum Pexunm rnobanbHon koHdurypauum

KOHUrypauum

BcTtpoeHHas BbinonHute 9Ty komaHgy, 4Ttobbl 3arpy3ntb gann ¢ FTP-cepeepa BoO
noackaska dneL-namaTb NoKanbHOro YCTPONCTBa

8.4.1.6. Npumep KoHcpUrypaumm

3arpy3ka ¢anna

OTanbl 3arpysute nokanbHbln ann local-file B gomawHui katanor home
KOHdourypaumm ycTpoucTBa B KOpHeBou kaTtanor root FTP-cepsepa c wumeHeMm
nonb3oBatena user, naposiem pass u IP-agpecom 192.168.23.69 un
nmeHem canna remote-file
QTECH# copy flash: home/local-file
ftp://user:pass@192.168.23.69/root/remote-file
MpoBepka lMpoBepbTe, cywecTByeT N pann yganeHHoro danna Ha FTP-cepeepe
KOHdourypaumm

CkauuBaHue cpanna

OTanbl 3arpysute davin remote-file n3 kopHeBoro katanora root FTP-cepsepa ¢
KOHdourypaumm UMeHeM rnonb3oBaTens user, naponem pass u IP-agpecom 192.168.23.69
B JOMaLLHWI KaTanor home ycTtponcTtea n coxpaHute dann kak local-file
QTECH# copy ftp://user;pass@192.168.23.69/root/remote-file flash:
home/local-file
MpoBepka MpoBepbTe, cywecTtByeT nu cann remote-file B gomawHem katanore
KOHpurypaumm home dnew-namamm

8.4.1.7. TUNUYHbIE OLLNOKU

(DOpMaTbI KOMaHO Onda 3arpy3kum N ckadmBaHuAa HEBEpPHbI.

QTECH
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° HeBepHoe MMA nonb3oBaTtenia U naporsib.

8.4.2. HacTpouka AononHUTenbHbIX (PYHKLUN

8.4.2.1. PesynbTaT KOH(pUrypaumm

YcTaHoBUTE pexuMbl MOAKMIOYEHMS U NepefaYvn 1 HaCTPoUTe ucxodHbiv IP-agpec knveHTa ans
3arpysku 1 ckaumBaHus pannos.

8.4.2.2. NMpnmeyvaHusn

Ecnun Heobxogumo HacTpouTb knneHT FTP Ha ocHoBe VRF, cHavana ykaxute VRF.

8.4.2.3. dtanbl KOH(Urypaumumn
YcTaHOBKa pexxuma noaknoyeHusi B aktusHoe (Port)

e  OnuuoHanbHo.
e HactponTte pexum noaknodeHuns FTP.
YctaHoBuTe pexxum nepenaym B ASCII

e  OnuuoHarnbHo.
e Hactponte pexum nepegaum FTP.
Hactponte ucxogHoinn IP-agpec knuenta FTP

e OnuuoHanbHo.
e Hactponte ncxogHoiv IP-agpec knuexta FTP.
BocctaHoBneHne HacTpoeK Mo yMon4yaHuo

e  OnuuoHankeHo.
e BoccTtaHoBUTe HacTponku knneHTa FTP no ymonyaHuto.
8.4.2.4. NMpoBepkKa KoHdUrypauumm

BbinonHute komaHgy show run, 4tobbl NPOBEPUTL pe3ynbTarT.

8.4.2.5. CBsAA3aHHble KOMaHAbI

YcTtaHOBKa pexuma nogknioyeHus B aktuBHoe (Port)

KomaHga ftp-client [ vrf vrf-name ] port

Onuncanne vrf vrf-name: ykasbiBaeT VRF

napameTpoBs

Pexnm Pexunm rmobanbHomn koHdurypauum

KOHdourypaumm

BcTpoeHHas BbinonHute aTy KOomaHgy, YTOObl YCTAHOBUTb PEXMM MOOKIOYEHUSA Ha

nofckaska aktmBHbin (PORT). o ymonyaHuio MCnonb3yeTcs MacCUBHBIA PEXUM
nogknoyenns (PASV)
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HacTtponte ucxopgHoin IP-appec knueHta FTP

KomaHpa ftp-client [ vrf vrifname ] source-address {ip-address | ipv6address}

Onucanue vrf vrf-name: ykasbiBaeT VRF.

TEjes et ip-address: ykasbiBaeT IPv4-agpec nokanbHOro MHTepdeica.
ipv6-address: ykasbiBaeT IPv6-agpec nokanbHoro nHTepgeinca

Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypaumm

BcTpoeHHas BoinonHnte aty komaHay, 4tobbl HacTtpouTb IP-agpec uHTepdenca

noAckaska KnNueHTa Ans nogkmnoyeHns K cepsepy. 1o ymonyaHuio ons KnueHTta He

3agaH nokaneHbIn IP-agpec. BmecTo atoro mappyT BelbupaeT IP-agpec
ANA KnMeHTa

YcTtaHoBuTe pexxum nepenayum B ASCII

KomaHnga ftp-client [ vrf vrf-name ] ascii

Onucanue vrf vrf-name: ykasbiBaeT VRF

napameTpoB

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas BbinonHute aty KomaHgy, 4todbl ycTaHoBUTb pexum nepegaydm ASCIL. Mo
noackaska YMOM4YaHUIO UCMOoNb3yeTcs ABOUYHBIA pPeXnM nepegayn

BoccTaHOBREeHUe HacTpoeK No YMOMYaHUIO

KomaHga default ftp-client [ vrf vrf-name ]

Onuncanne vrf vrf-name: ykasbiBaeT VRF

napameTpos

Pexnm Pexunm rmobanbHomn koHdurypauum

KOHdoMrypaumm

BcTtpoeHHas BbinonHnte 9Ty KOMaHgy, 4TOObI BOCCTAHOBUTH HACTPOWMKM MO
noackaska YMOSIYaHUIO, @ MWMEHHO, PEeXUM MOAKMIYEHUS, YCTAHOBIEHHbIN Ha

naccueHblr (PASV), pexum nepegadm pBoudHOro koga u IP-agpec
NCTOYHMKA yaaneH
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8.4.2.6. NMpumep KoHcuUurypaumum

HacTtpounka gononHUTenbHbIX (PyHKLUN

OTanbl KoHUrypaumm e YcTaHoBWUTE pexum nogkntoveHus FTP k nopTy.

e YcTaHoBute pexum nepegayun ASCII.

e YcrtaHoBute IP-agpec ncroyHmka Ha 192.168.23.167.
e YcTaHoBUTE pexum nogkntoveHus vif 123 Ha noprT.

e YcTaHosute pexum nepegaum vrf 123 8 ASCII

QTECH# configure terminal

QTECH(config)# ftp-client ascii

QTECH(config)# ftp-client port

QTECH(config)# ftp-client source-address 192.168.23.167
QTECH(config)# ftp-client vrf 123 port

QTECH(config)# ftp-client vrf 123 ascii

QTECH(config)# end

MpoBepka KoHdUrypauumn 3anyctnte kKomangy show run Ha ycTpouctee, 4YTOObI
npoBepuTb, AENCTBYET NN KOHUrypauus.

QTECH# show run

!

ftp-client ascii
ftp-client port
ftp-client vrf 123 port
ftp-client vrf 123 ascii

ftp-client source-address 192.168.23.167
!

8.4.2.7. TUNUYHbIE OLLNOKU

e cxogHbin IP-agpec He aBnsieTcs nokaneHbiM IP-agpecom.
e [lepepn HacTporkon komaHabl ftp-client vrf HacTponTe kKomangy vrf.

8.5. KoHTponb cocTtosiHuA

8.5.1. OToOpaxeHune

OnucaHune KomaHnga

OTobpakaeT koHUrypaumo show run
FTP-knneHTa
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8.5.2. OTnaaka

NMPUMEYAHUE: cucteMHble pecypcbl 3aHATbl MNPy BbIBOAE OTMAAOYHOM WHGOpMaLMK.
[MoaToMy, OTKMNOUMTE OTNAAKY cpasy nocre UCNonb30BaHUS.

OnucaHue KomaHaa

Otnagka FTP-knueHTa debug ftp-client
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9. HACTPOUKA TYHHENbHOIMO UHTEP®EUCA
9.1. O630p

MHTepdbelcbl TyHHENen — 3710 BUpTYyasnbHble MHTEPdENCHI, NCNONb3yeMble ANA BHEAPEHUS
TYHHEnNnMpoBaHus. TyHHEeNbHbIN MHTepdenc obecnevmBaeT CTaHOAPTHLIN KaHan nepegayuv, m
BaM He HYXXHO yKa3sblBaTb TPAHCMOPTHbLINA MPOTOKON UM MPOTOKOST NOSIE3HON Harpy3ku. Kaxabin
nHTepdenc TyHHeNs npeacraensaeT cobon kaHan nepegayn.

(DyHKLI,I/IFI TYHHEIMNPOBaHUA BKINKO4YaeT creayrume KOMMNOHEHTbI:

e KOHTponb Harpysku: ucrnonb3dyeTcs A5 MHKaNCynauum OaHHbIX, nepejaBaeMblX B
TyHHenax. Hanpumep, npotokonbl IPv4 n IPv6 paboTaloT kak NpOTOKOSbl NOME3HON
Harpy3ku. TyHHenu c obwen uHKancynauuen wMapwpytmnsaumm (GRE) wmoryT
nepegaeaTb AaHHble IPv4 nnu IPV6.

e [lpoToKOn nepefayn [OaHHbIX: WUCMNONb3yeTCs AN BTOPUYHOM MHKaNcynauum u
noeHTndmKauMm nepegasaembiX AaHHbIX. B TyHHenax, onuvcaHHbIX B HacTosLeM
OOKYMeHTe, Ucnonb3yeTcs Tornbko TyHHernb GRE ¢ npoTokonom nepegayn AaHHbIX, TO
ecTb npotokosiom GRE. B gpyrnx TyHHensax ucnonb3ytoTcs npotokosnbl IPv4 n IPV6.
MakeTbl HKaNCyNUpPyTCS C BHELWHMMUK 3arosnioBkamu IPv4 n IPV6.

e [lpoTokon TpaHcnopTa: UCNONb3yeTcs ANA nepefadn AaHHbIX, MHKaNCynMpoBaHHbLIX BO
BTOPOW pa3 Mo npoTokony nepefaqv AaHHbiX. Ob6opynosaHne QTECH wucnonbsytot
LUMPOKO NpUMeHsieMble NpoTokorbl IPv4 n IPv6 B kauecTBe TPAHCMOPTHLIX MPOTOKOJIOB.

TYHHENbHbIA PEXUM MOXHO MCMONb30BaTb AN YCTAHOBMEHUS CBSA3N MeXAy OBYMS 4aCTHbIMU
ceTsIMU, UCMONb3YIOLLUMK OAMH U TOT XKe NPOTOKOS, Yepes reTeporeHHy 06LLea0CTYMHYO CeThb.

TyHHenvMpoBaHWe NPMMEHMMO K CrieayoLmM CLeHapUsm:

o [lockonbKy TyHHenMpoBaHWe MOAAEPXMBAET pasfnuMyHble MPOTOKOMbl NOSIe3HOM
Harpysku, OHO NO3BOJISIET OCYLLECTBNATb CBA3b MeXAY NOKanbHbIMU CETAMU, B KOTOPbIX
NCNonb3yTCa NPOTOKONbI, OTNUYHbIE OT IP, Yepes egmHyto ceTb (IP-ceTb). Mockonbky
TYHHenupoBaHue paboTaeT Ha MapLupyTax, UCMOMb3YHLUMX TPaHCMOPTHbIE NPOTOKOSbI
(IP-npoTokosnbl), OHO Mo3BoNsieT ©Oonee LWMPOKO MPUMEHATb MPOTOKOMbI  C
orpaHvyeHnemM nepexonos.

e TyHHenupoBaHue MNO3BONSAET NoaknoYaTb OTAErNbHbIE NOACETU Yepe3 eOuHy ceTb
(IP-ceTb).

o  TyHHenupoBaHMe NO3BONSET BKITOUYNTL PYyHKUMIO BUPTYyarnbHon YactHoun cetn (VPN) B
rno6anbHbix ceTax (WAN).

WHkancynvpoBaHHble [AaHHble MepefalTcsl 4Yepe3 TYHHeNW, 4YTO SIBMSIeTCH  CrIOXHbIM
npoueccoM. B HekoTopbIXx cnyyasx Heobxoaumo o6paTuTb BHMMaHWE Ha cregylowme
N3MeHeHus:

e [lockonbKy TyHHEmNb SIBNSAETCA JIOTMYECKUM KaHarnom, OH, MOo-BUAMMOMY, SBMSieTCHA
OOHVMM nepexofom B mMapuwpytudaumi. OgHako hakTUYeckM CTOMMOCTb NMyTW MOXET
ObITb 6oniee ogHoro nepexoga. Npu McnonNb3oBaHUM TYHHENS AN nepegayn obpaTtuTe
BHUMaHWE, YTO MapLUPYT KaHana TyYHHenNs oTnmyaeTcsa OT hakTMYeCcKkoro MapLupyTa.

e [lpn HacTtpownike 6paHomayapa wunm cnucka kKoHTponsa goctyna (ACL) npumute BO
BHMMaHue KoHdurypaumio TyHHend. [lponyckHas cnocoBHOCTb M MaKCUMarnbHbIN
pa3avep nepegaBaemoro naketa (MTU), paspelleHHbIn NpOoTOKOoNamMu MNONe3HOn
Harpy3ku, MeHbLUEe TEOPETUYECKMX 3HAYEHUN.

9.1.1. NpoToKosnbl U CTaHAAPTDI
e RFC2784: obwasn nHkancynauma mapwpyTta (GRE).
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RFC2890: pacluumpeHus knova 1 nopsakosoro Homepa ansg GRE.
RFC3056: nogkntoyeHne gomeHoB IPv6 yepes obnaka IPv4.

RFC3068: Anycast Prefix ons peTpaHCNATOPHbIX MapLipyTM3aTopoB 6Ha4.
RFC3964: Bonpockl 6be3onacHocTy ans 6Ha4.

RFC4023: uHkancynaums MPLS B wmHkancynsuumn IP unu obwen mapupyTtusaumm
(GRE).

RFC4087: IP-TyHHenb MIB.
RFC4213: 6a3oBble MeXaHN3Mbl Nepexoaa As1s XOCTOB M MapLipyTnsatopos IPv6.

RFC4797: wcnonb3oBaHue obwen wuHkancynaumm wmapwpytmusaummn (GRE) wnu
IP-agpeca B BUpTyarnbHbIX YacTHbIX IP-ceTax BGP/MPLS IP (PE-PE).

RFC5158: cneuudurkauma genernpoeanus 6Ha4 obpatHoro DNS.
RFC5214: BHyTpucanToBas aBToMmatuyeckas agpecaumns tyHHenen (ISATAP).
RFC5332: mHOoroagpecHas uHkancynsums MPLS.

RFC5579: nepegava naketoB IPv4 no mHTepderncam npoTtokona aBTOMaTU4ECKOro
TyHHenupoaHus (ISATAP) Ha BHYTprMCanTOBOW OCHOBE.

RFC5845: napameTp knoda obuwen wuHkancynsumm mapwpytusauun (GRE) gns
MOBUIIBHOrO NPO3payHoro (proxy) IPv6.

RFC6245: pacwupeHue knova obwen uHkancynsumm mapwpyTtudaummn (GRE) ana
MobunbHoro IPv4.

RFC6343: pekomeHgaumm No passepTbiBaHuO 6Ha4.
RFC6372: ynpaBnsemMble NnpoBangepomM TyHHeNn 6Ha4.
Onuwnn draft-zhou-dhc-gre-option-00 DHCPv4 n DHCPv6 gns GRE.

draft-templin-v6ops-isops-18 PykoBogcTBO No aKcniyaTauum pa3sepTbiBaHus IPv6 Ha
yanax IPv4 c ncnonb3oBaHmem ISATAP.

9.2. NMpumeHeHue

MpumeHeHne OnucaHue

Ooctyn k cantam IPv6 B cetn | [locTyn k cantam IPv6 B kamnycHon ceTu

KamMmnyca

MogkntodeHne cetn kamnyca | CoeamHsIET ceTb KOMMNEKca 30aHMn ¢ MarncTpanbHON CeTbio
K MarnctpansHon cetn IPv6 | IPv6

9.2.1. focTtyn K canTam IPv6 B ceTn kKamnyca

9.2.1.1. CueHapum

Cepaepsbl IPV6 pa3BepTbiBalOTCS B HEKOTOPbIX KaMMYCHbIX ceTsix, U MK JomKHbI MMeTb A0CTYN K
cepBepam. [ng peanusauum [OCTyNa MOXHO WCMNOMb30BaTb BHYTPUCAWTOBLIA MNPOTOKON
aBTOMaTMyeckon agpecaumm TyHHenen (ISATAP).
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|Pvd network

IPv4 network

IPv6 network

V4/v6 User ISATAP-RELAY
PucyHok 9-1.

ISATAP-RELAY nopaepxvBaeT TyHHenupoBaHue. [lonb3oBaTeny B KammnyCHOW CeTU MOryT
nony4yaTtb AOCTyn K cepBepam IPv4 Hanpsamyto yepes ceTb IPv4, HO um TpebyeTca AocTyn K
cepepam IPv6 yepes TyHHenb ISATAP.

9.2.1.2. OnucaHue

e [lonb3oBaTtenu IPv4 n IPv6 nony4atoT goctyn Kk cetu IPv4 ¢ nomousio agpecos IPvA4.
e [lonb3osaTtenu IPv4 n IPv6 nonyyatoT goctyn kK cetn IPv6 yepes TyHHenb ISATAP.
e TyHHenb ISATAP yctanasnusaetca mexay K n mapwpytmusatopom ISATAPRELAY.

9.3. HacTpouka

HacTtponka OnucaHue u KOMaHAa
HacTtpowka (OBsazaTenbHO) ncnonb3yeTcs A4S CO34aHUA TYHHENeN

TYHHENbHOro

nHTEPENCa Interface tunnel CosfaeT TYHHENbHbIN UHTEpdeiic

tunnel source HacTtpanBaeT nokanbHbIn agpec TYHHeNs

Hactponka pexuma | (ONMUMOHAIIBHO) ncnonbayetcs ang HaCTPOWKN pexmnma TyHHeNs

TYHHENA

tunnel mode HacTtpauBaeT pexum nHkancynsauum
TYHHENS
HacTtponka (Heobs3aTenbHO) ncnonb3yeTcst ANs HACTPOMKM NoKanbHOro agpeca

J1IOKasibHOro agpeca TYHHENA

tunnel source HacTtpavBaeT agpec TyHHens

HacTtponka agpeca | (Heo6s3aTenbHO) ucnonb3yetcsa Anst HACTPOMKM OQHOPAHIOBOro
O[HOPAHIoBOW CETU | agpeca TyHHens

tunnel destination HacTpoika agpeca 0gHOpaHroBo CeTn
TYHHENS
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Hactponka OnucaHue u KOMaHAa
HacTtponka TOS | (OMNUMOHAJIIBHO) ucnonbayeTca s HACTPOMKKU TUNa
TyHHenA ob6cnyxmBanusa (TOS) TyHHens
tunnel tos Hactponka TOS-TyHHens
HacTtponka TTL [(ONMUNOHAIBHO) ucnonb3yetca ANA HACTPOMKM BPEMEHU KU3HU
TyHHenA (TTL) TyHHENSA

tunnel ttl Hactpouka TTL-TyHHens

9.3.1. HacTtpoika TyHHenbHOro uHtTepcgenca

9.3.1.1. PeaynbTaT KOHhUrypauum

Cospavite TYHHenNbHbIN NHTEPMENC.

9.3.1.2. 3tanbl KOH(Urypauum

Co3agaHue TyHHenbHOro nHtepdenca

e BbinonHute komaHay interface tunnel number B pexvme rnobanbHOM KOHUrypaumm
AN co3gaHns nHTepdpenca TyHHens.

e Cnyxba TyHHenMpoBaHMs JOCTYrNHA TONbKO NOCne Co3AaHust uHTepdenca TyHHens.

9.3.1.3. lNpoBepkKa KoHdUrypaumm

BeinonHuTte komaHgy show interface tunnel number, 4To6bl NPOBEPUTL, YCNELLHO NM CO3A4aH
TYHHemNbHbIN NHTEepdENC.

9.3.1.4. CBsA3aHHble KOMaHAbI

Hactponka nHrepcenca tyHHens

KomaHpa interface tunnel number

Onuncanne number: ykasblBaeT HOMep UHTepdenca TyHHens
napameTpoB

Pexnm Pexunm rmobanbHon koHdurypauum
KOHdourypaumm
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lNMpoBepka KoHUrypaumm TyHHens
Komanpga show interface tunnel number
Onucanwne number: ykasblBaeT HOMep nHTepdenca TyHHenNs
napamMmeTpoB
Pexum Pexwum rnobanbHon KoHdUrypaumm
KOHpurypaumm

9.3.1.5. NMpumep KoHcpurypaumumn

Co3aaHue TyHHenbHOro uHTepdenca

OTanbl CospanTe TYHHENbHbIN NHTEphernc
KOHcpurypaumm

QTECH# configure terminal
QTECH(config)# interface tunnel 1 QTECH(config-if-Tunnel 1)# end

MpoBepka MpoBepbTe KOHUrypauuo nHtepdenca TyHHeNs
KOHUrypauum

QTECH# show interface tunnel 1

Tunnel protocol/transport is gre ip

9.3.1.6. TUNUYHbIE OLLNOKU

e HeBO3MOXHO co3aaTb TYHHESbHbIN MHTEP(ENC U3-3a HEXBATKM NaMATH.
e  HeBO3MOXHO co34aThb TYHHESbHbIN MHTEPIENC N3-3a HEXBATKU annapaTHbIX PecypcoB.

9.3.2. HacTpouka pexuma TyHHens

9.3.2.1. PeaynbTaT KOHUrypaumm

HacTtpoinTe pexmnm MHKancynauum TyHHENSA B peXume KoHdurypauum nHtepdgenca TyHHeENS,
ecnn HeobxooMMO MCNoNb30oBaTb TYHHENb B PEXMME MHKancynsauuv, He yCTaHOBMEHHOM MO
YMOJYaHMIO.
9.3.2.2. dtanbl KOHtUrypauum

HacTtpouka pexuma TyHHens

e  OnuuoHanbHo.
e Pexum nHkancynsaumm KoMMyTaTopoB Mo YMOMYaHUK — TYHHENbLHbLIA PEXUM ipveip.
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e  YTOObl UBMEHNTL PEXUM UHKaNCyNsauMM No yMOMYaHuio, BbINOMHMTE KOMaHay tunnel
mode B pexunme KoHUrypaLmm nHtepdenca TyHHens.

9.3.2.3. lNNpoBepka KoHhUrypauum

BbinonHuTte komaHgy show interface tunnel number, 4ToGbl NPOBEPUTL, HACTPOEH NN PEXMUM
WHKancynaumm TyHHens.

9.3.2.4. CBAi3aHHble KOMaHAbI

HacTponka pexxuma TyHHens

KomaHga tunnel mode { gre {ip | ipv6} | ipv6 | ipip | ipv6ip [6t04 |
isatap ] }

OnucaHue napameTpoB Kaxgblhn  pexvm cooTBeTCTByeT pasHbiM  dopmaTam
WHKancynsuMmM naketoB, OTNPaBEHHbIX UHTEPdENCOM
TYHHEns.

gre ip ykasblBaeT, YTO NaKeT MHKaMNCynMpoBaH C 3arofIoBKOM
GRE wn 3aronoskom IPv4 nocnepoBaTenbHO, a 3aTem
nepenaetcd no Hoeon cetu IPv4.

gre ipv6 ykasbiBaeT, 4YTO MakeT WHKancynMpoBaH C
3aronoskoM GRE u 3aronosBkom |IPv6 nocrnepoBaTternbHO, a
3aTeM nepegaeTcs no HoBou ceTn IPV6.

ipv6 yKkasbiBaeT, 4TO NakeT, OTMNPaBEHHbIN 4epes
TYHHENbHbIN NHTEPdENC, MHKAMNCYNIMPYeTCA C 3arosIOBKOM
IPv6, a 3aTeM nepegaeTtcs no HoBow cetu IPv6.

ipip ykasblBaeT, YTO TYHHEmNbHbIN WHTepdenc nepegpaet
TOoNbKko naketbl [Pv4, a nakeT, OTNpaBfeHHbIN 4Yepes
TYHHENbHbIN NHTEPdENC, MHKAMNCYNIMPYeTCa C 3arosIOBKOM
IPv4, a 3aTem nepegaeTcs no HoBow ceTn IPv4.

Ipv6ip ykasbiBaeT, YTO TYHHENbHbIN MHTepdenc nepenaet
Tonbko naketbl IPv6, a nakeT, OTNpaBMNEHHbIM 4epe3
TYHHENbHbIN MHTEPdENC, MHKANCYnNMpyeTcs C 3arosIOBKOM
IPv4, a 3aTem nepegaeTcs no HoBow ceTn IPv4.

MpeawecTByOWmMe TYHHENN NpeacTaBnalnT cOO0N TyHHeNnu
C PYYHbIM ynpaBfeHneMm, a TyHHenun ¢ npoTtokosiom IPvEBIP,
6to4 n ISATAP saensitotca aBToMatmyeckumu. Bo Bpewms
MHKancynaumm  naketoB  agpec  IPv4  HasHayeHus
conocrtaBnsieTca ¢ agpecom IPv6 HasHayeHus

Pexnm koHdurypaumm Pexnm koHdurypaumm nHtepdenca

BcTpoeHHas noackaska Ha o6ounx KoHLax TyHHEnNs OOMmKeH OblTb HACTPOEH OOWH U
TOT € PEXUM MHKancynauum. B npoTMBHOM cnydae TyHHENb
He CMOXeT paboTaTb
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9.3.2.5. NMpumep kKoHdpurypaumum
HacTtpouka IPv4 B pexume nHkancynsauum IPv4

OTanbl HacTtponte pexum wHkancynaumm IPv4 uepes IPv4 Ha uHTepdence
KOHpurypaumm TYHHENs

QTECH# configure terminal

QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config)# end

MpoBepka MpoBepbTe KOHpUrypauuio nHTepdenca TyHHeNs
KOHUrypauum

QTECH# show interface tunnel 1

Tunnel protocol/transport is ipip

9.3.2.6. TUNU4HbIE OWNOKN

TyHHenb 6to4 wvnun ISATAP HacTpoeH gnd BUPTyaribHOMO 3K3eMnmsipa MapLlipytusauum m
nepecbinkn (VRF), KOTopbIn yke HacTpoeH ¢ TyHHenem 6to4/ISATAP.

9.3.3. HacTpouka nokanbHoro agpeca

9.3.3.1. PeaynbTaT KOHUrypaumm

HacTtpoinTe nokanbHbI agpec TYHHENS.

9.3.3.2. NpumeyaHun

e JlokanbHbln agpec TyHHens [OfKeH coBrnagaTb C TPaHCMNOPTHLIM MPOTOKOMOM,
ncnonb3yembliM TyHHenem. B npoTMBHOM criydyae uHTepdenc TyHHens He Oyaer
paboTaTb (OyOeT OTKIHOYEH).

e Ecnn nokanbHbI agpec ykasaH KOCBEHHO MYTEM HACTPOWMKW Apyroro uHtepdemnca,
noKanbHLIM agpec sIBMSIeTCS OCHOBHbIM agpecom |IPv4 vnm nepBbiM rnobanbHbIM
obwenocTtynHeiM agpecom IPv6.

9.3.3.3. 3tanbl KOH¢uUrypauum

HacTpoitka nokanbHoro agpeca

e O0Oga3aTenbHO.

e BbinonHute kKomaHay tunnel source B pexume KoHurypaumm nHtepderica TyHHens,
4yTOObI YKa3aTb NIOKanbHbIV aapec TyHHEens.
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9.3.3.4. NpoBepka KoHhUrypauum

BoinonHute komangy show interface tunnel number, 4To6bl 0TOGPa3NTL NOKanbHbIA agpec
TYHHEnNS.

9.3.3.5. CBAi3aHHbIe KOMaHAbI

HacTponka nokanbHoro agpeca

KomaHga tunnel source { ip-address | interface-name interface-number }
Onucanwne ip-address: ykasbiBaeT agpec IPv4 nnn IPv6.

MElptEhi i el Interface-name interface-number: ykasbiBaeT Ha MHTEPGENC YPOBHS 3
Pexum Pexum koHdurypaumm nHtepderica

KOHcpurypaumm

BcTpoeHHas Ecnv agpec IPv4 vnu IPv6 ykasaH Hanpsmyto, Heobxoanmo HacTpouTb
nogckaska aZpec ycTpoucTea

9.3.3.6. Npumep KoHcpUrypaumm

HacTpoiika nokanbHoOro agpeca

OTanbl HacTponTe nokanbHbIi agpec TyHHend kak 1.1.1.1
KOHdourypaumm

QTECH# configure terminal

QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel source 1.1.1.1

MpoBepka lMpoBepbTe KOHGUrypaLumo nHTepdenca TyHHenNs
KOHdourypaumm

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class not set, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is 0

Tunnel protocol/transport ipip Tunnel transport VPN is no set
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9.3.4. HacTtpouka agpeca ogHOpaHroBon ceTtu

9.3.4.1. PeaynbTaT KOH(pUrypauum

TyHHENb B PYYHOM peEXMME MOXHO MCnonb3oBatb (MHTepdenc TyHHens paboTaeT) TONbKo
rnocre HacTPOWKW agpeca O4HOPaHroBOW CEeTH.

9.3.4.2. NMpumeyvaHun

A/:l,peca OOHOPAaHroBbIX y3510B HE MOT'YT ObITb HaCTpOEeHbIl ANnd aBTOMaTU4ECKUX TyHHeHeVI.

9.3.4.3. 3tanbl KOH(Urypaumm

HacTtpouka agpeca ogHOpaHroBomn ceTun

e Agpeca oQHOPaAHroBbIX Y35I0B JOIDKHbI ObITb HAaCTPOEHbI AN BCEX TYHHeNewn, Kpome
TyHHernen 6to4 n ISATAP.

e BruinonHute komangy tunnel destination B pexume KoHuUrypaumm uHTepdenca,
4YTOObI HACTPOUTL aapPEC OLHOPAHIOBOW CETU TYHHENS.

9.3.4.4. NpoBepkKa KoHdUrypaumm

BeinonHute komaHgy show interface tunnel, 4TOoBbI NpoBEpPWUTH, HACTPOEH NN agpec

Ha3Ha4YeHu4.

9.3.4.5. CBAA3aHHble KOMaHAbI

HacTponka agpeca ogHopaHroBou cetu

KomaHga tunnel destination { ip-address }

Onucanne ip-address: ykasbiBaeT agpec IPv4 vnn IPv6

napameTpos

Pexnm Pexnm koHdurypaumm nHutepdenca

KOHdourypaumm

BcTtpoeHHas Heobxoammo HacTpouTb O4HOPAHIOBbLIA aAPEC TYHHENS BPYUHYIHO.

noAckaska Tun Habopa NPOTOKONIOB HACTPOEHHOMO afpeca OAHOPAHroBOro yana
OOJDKEeH COOTBETCTBOBATb MPOTOKOMY TpaHcnopTa, WCMoSib3yemMomy
TyHHeneMm. Ecnm oHM He coBnagaloT, WHTepdENC TyHHens Oyaer
OTKITo4eH (down)

9.3.4.6. NMpumep KoHcpUrypaumm

HacTponka agpeca ogHOpaHroBom ceTn

OTanbl
KOHpurypaumm

HacTponTe ogHopaHroBbl agpec TyHHeNsd Kak 2.2.2.2

QTECH# configure terminal
QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
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QTECH(config-if-Tunnel 1)# tunnel destination 2.2.2.2

MpoBepka MpoBepbTe KOHUrypauuo nHTepdenca TyHHenNs
KOHUrypauum

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source: UNKNOWN, destination 2.2.2.2, unrouteable
Tunnel TOS/Traffic Class not set, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is 0

Tunnel protocol/transport ipip

9.3.4.7. TUNUYHbIE OLLUUOKU

e AJpec 0gHOPaHroBOW CETU HACTPOEH A9 aBTOMAaTUYECKOro TYHHENS.

e  Apec oQHOPaHroBOW CeTU, HACTPOEHHbIN AN TYHHENSs, COBNaaaeT ¢ aapecom Apyroro
TYHHENS.

9.3.5. HacTtpounka TOS TyHHens

9.3.5.1. PeaynbTaT KOHUrypauumm

Ykaxute none TOS mnnu Traffic Class B 3aronoske TpaHCNOPTHOrO NPOTOKOMa.

9.3.5.2. NpumeyaHun
Ecnn none TOS unu Traffic Class B 3aronoBke TpaHCNOPTHOrO MPOTOKOMa He yka3aHo, none
TOS wunu Traffic Class npoTokona konupyeTcs B 3arofioBoK.
9.3.5.3. 3tanbl KOH(uUrypaumum
Hactponka TOS TyHHens

e OnuyuoHarnkeHo.

e YT0Obl N3MEHUTL NPUOPUTET AAHHLIX TYHHENS B CETU, BbINOMHUTE KOMaHay tunnel tos
B pexunme KoHurypaumm nHtepdenca.

9.3.5.4. lNpoBepkKa KoHdUrypauumm
3anyctuTte komaHay show interface tunnel, 4ytobbl NnpoBepuTb, HacTpoeHa nu TOS.
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9.3.5.5. CBAizaHHble KOMaHAbI

HacTtpomnka TOS TyHHens

Komangoa tunnel tos number

Onucanue number: ykasbiBaeT TOS TyHHens

napameTpoB

Pexum Pexum koHdurypaumm nHtepderica

KOHUrypauum

BcTpoeHHas Mo ymonuyaHuio, ecnn npoTtokon IPv4 ncnonb3yetca angd BHYTPEHHEN U
nogckaska BHELWHeN WHKancynaumm B TyHHene, TOS-6anTbl BO BHYTPEHHEM

3aronoske |IPv4 konupytoTcs BO BHELLHMI 3aronoBok IPv4. Ecnv npoTtokon
IPv6 ncnonb3syetcsa ans BHYTPEHHEN M BHELLUHEN MHKancynsumMm KkaHana,
TO 6UT KNacca Tpaduka 8 BO BHyTpPEHHeM 3arosioBke IPv6 konnpyeTcsa BO
BHeLWHW 3aronoBok IPv6. B gpyrux cnydasx none TOS BO BHeLLHEM
3aronoske IPv4 u none Traffic Class B 3aronoBske IPv6 nvetot 3HayeHue
0

9.3.5.6. Npumep KoHcpUrypaumm

Hactponka TOS TyHHens

OTanbl Hactponka TOS TyHHEns
KOHdourypaumm

QTECH# configure terminal

QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel tos 2

MpoBepka lMpoBepbTe KOHGUrypaumo nHTepdenca TyHHenNs
KOHdourypaumm

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class 0x2, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is 0
Tunnel protocol/transport ipip

Tunnel transport VPN is VPNI
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9.3.6. HacTtpowuka TTL TyHHens

9.3.6.1. PeaynbTaTt KOH(pUrypauum

Ykaxute npegen KoJji-ea nepexogos wUin TTL ans 3aronoBkoOB NpoOTOKOJ1a WMHKancynAauum

TYHHENA.

9.3.6.2. dTtanbl KOH(Urypaumm

HacTtpounka TTL TyHHens

e  OnuuoHanbHo.
o [lo ymonuaHuio 3HayeHune TTL paBHO 255, 4To ABNAETCS MakCMMaribHbIM 3HAYEHMEM.

° YT0o06bI YMEHbLUNTb OrpaHn4yeHune AnvHbl KaHana TyHHEIA, BbINOJIHUTE KOMaHAy TTL

TYHHENA.

9.3.6.3. lNNpoBepka KoHhUrypauum

3anyctute komaHay show interface tunnel, 4yTobbl NnpoBepuTb, HacTpoeH nn TTL.

9.3.6.4. CBAA3aHHble KOMaHAbI

HacTtpounka TTL TyHHens

KomaHpa tunnel ttl hop-limit

Onuncanne hop-limit: ykasbiBaeT npegen nepexonoB Ans TyHHeENs

napameTpoB

Pexnm Pexunm rnobanbHon KoHurypawmm

KOHdourypaumm

BcTpoeHHas OrpaHuyeHne nepexodoB YKasblBaeT MaKCUMMaribHOe KONM4YeCTBO

noackKaska MapLUpyTU3aToOpOB, Yepesd KOTopble MOXET NPOXOoAMTb NakeT. 3HaYeHune
no ymonyaHmio — 255. 3ta KOMaHda MCnonb3yeTcs ANS YMEHbLUEeHUS
OorpaHuMYeHnsa Konn4ecTea NepexoaoB

9.3.6.5. NMpumep KoHcpUrypaummn

Hactponka TTL TyHHens

OTanbl Hactponka TTL TyHHens
KOHdourypaumm
QTECH# configure terminal
QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel ttl 3
MpoBepka [MpoBepbTe KOHUrypauuo nHTepdenca TyHHens
KOHpurypaumm
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HacTpoiika TyHHenbHoro nHTepdeiica

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class 0x2, Tunnel TTL 3

Tunnel config nested limit is 0, current nested number is 0

Tunnel protocol/transport ipip Tunnel transport VPN is VPNI1

9.4. KOHTpPOMb COCTOAHUSA

9.4.1. OTOoGpaxeHue

OnucaHue

KomaHpa

OtobpaxaeT nHdopm

06 nHTepdence TyHHenNs

aymio | show interface tunnel number

9.4.2. OTnapka

CuctemMHble pecypcbl 3aHATbI NPWU BbIBOAE OTNagoYHON MHgopMauuu. [loaTomy, oTknounte
OoTNnafKy cpasy nocrne 1Ucnonb3oBaHus.

OnucaHue

KomaHaa

MHTepgenca TyHHena

BkntoyaeTt otnagky | debug tunnel
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10. UHCTPYMEHTbI  TECTUPOBAHWUA  CETEBDbIX
COEAMHEHUM

10.1. O630p

CpeacTea TeCTMpPOBaHUS ceTen CBA3N MOXHO UCMOMb30BaTh AN NPOBEPKN MNOAKMOYEHUS CETH,
a TaKke Ans aHanmsa n obHapyxeHus HencnpaBHocTen ceTn. CpeacTea TECTUPOBAHMS CETEBbLIX
KOMMYHUKaUMA BKIHOYaOT B cebs MHCTpPyMeHTbl npoBepkn naketoB B MHTepHeTe (PING) n
Traceroute. Ping ucnonbsyetca Ons NPoOBEpPKM COeOUHEeHUs U 3agepxkn ceTu. bonblias
3a/iepXxKa ykasblBaeT Ha 6onee HU3Kyt0 CKOpocTb ceTu. PyHKuma traceroute nomoraeT y3HaTb
TOMOMOMMI0 (PM3MYECKUX M JIOTMYECKUX KaHANoOB M CKOPOCTb nepefadun gaHHbiXx. Ha ceTeBom
YCTPOMUCTBE MOXHO BbINOMAHUTE KOMaHAbl ping wu traceroute, 4ToObl McCnonb3oBaTb ABa
WHCTPYMEHTa COOTBETCTBEHHO.

10.1.1. NMpoToKosbI U CTaHAAPTDI

o RFC792: npoTtokon coobiieHui ynpasneHms NHTepHeTOM.
e RFC4443: npotokon ICMPv6 gns npotokona NHTepHeTta Bepcumn 6 (IPV6).

10.2. MNpumeHeHne

NMpumeHeHne OnucaHue

TectupoBaHue cBsasHocTy | CeTeBoe YCTPOMCTBO W y3erl Ha3HayYeHUs MOAKMYEeHbl K
End-to-End IP-ceTn n HacTpoeHsl ¢ IP-agpecamu

TecT mMapuipyTa xocta CeTeBoe YCTPOMCTBO M Yy3en Has3HayeHUs MOAKMOYEHbl K
IP-ceTn n HacTpoeHsbl ¢ IP-agpecamun

10.2.1. TectupoBaHue ceaAsHocTn End-to-End

10.2.1.1. CueHapuu

Kak nokasaHo Ha PucyHke 10-1, ceTeBoe ycTponcTBO A 1 LeneBon xocT B nogknto4veHsbl K IP-
ceTu.

Ecnu ceteBoe ycTpOMCTBO U LENeBON XOCT MoAkntoyeHbl K IP-ceTu, Lenbio Tecta CKBO3HOMO
NOAKMYeHNs ABNSEeTCS NpoBepKa BO3MOXHOCTM nepedayn IP-nakeToB Mexay ABYMS KOHLAMM.
LleneBon xocT MoxeT ObITb CaMMM CETEBLIM YCTPOUCTBOM. B 3TOM criyyae TecT noaknoveHns
npegHasHadeH ans NpoBEPKN CETEBOro UHTepdienca n koHdurypaumm TCP/IP Ha ycTponicTee.

PucyHok 10-1.

!{A

\
L /

{

-6
€

10.2.1.2. OnucaHue

BbinonHuTe dyHKUUIO ping Ha CEeTEBOM YCTPOMCTBE.
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10.2.2. TecT mapLipyTa XocTa

10.2.2.1. CueHapuun

Kak nokasaHo Ha PucyHke 10-2, ceTeBoe yCTPOMCTBO A 1 LeneBon xocT B noaknoyeHsbl K IP-
ceTn.

Ecnn n ceTeBoe YCTPONCTBO, M LIENEBON XOCT NoAkMntoveHbl K IP-ceTn, TeCcT MapLupyTa xocTta
HanpasneH Ha NPOBEPKY LUIHO30B (MM MapLUPYyTU3aToOpOB), Yepes KoTopble NpoxoasaT IP-nakeThl
Mexay OBYMS KOHUaMu coeuHeHusi. Kak npaBuno, LeneBon XOCT HaxOAUTCS He B TOM Xe
cermeHTe IP-ceTu, 4TO N ceTeBOE YCTPOMCTBO.

S QN
B

A

PucyHok 10-2.
10.2.2.2. OnucaHune

BbInonHuTe (PyHKLMIO TPACCMPOBKM HA CETEBOM YCTPOMCTBE.

10.3. KnroyeBble 0COOEHHOCTU

10.3.1. O6G30p
PyHKLUMA OnucaHue
Ping-Tect MpoBepbTe, AOCTyneH nu ykas3aHnHbli agpec IPv4 wunun IPv6G, n

oTo6pasnTe COOTBETCTBYIOLLYH MHGOPMALMIO

[MpoBepka TpaccupoBkm | OToBpasnTe WNH3bl, Yepes KOTopble NPOXoasaT nakeTol IPv4 nnn
IPv6 npu nepegaye oT UCTOYHUKA K agpecaTy

10.3.2. Ping-TecT
10.3.2.1. NMpuHUKMN paboTbl

MHCTpyMeHT ping oTnpaenseT coobuieHne 3anpoca npoTtokona ICMP Ha y3en HasHaveHus,
yTo6bl 3anpocuTb coobweHne ICMP Echo Reply. Takum o6pasom, WMHCTpPyMEHT ping
onpegenseT 3a0epXKy N coeanHeHne Mexay ABYMS CEeTEBbIMU YCTPOUCTBaMM.

10.3.2.2. CBA3aHHaA KoOHduUrypaums

BbinonHuTe komaHay ping.
10.3.3. MpoBepka TpaccupoBKU

10.3.3.1. NMpuHUKMN paboTbl

WHcTpymeHT traceroute ucnonb3yet none Time to Live (TTL) B 3aronoskax ICMP- nu
IP-coobwenunn ons tecta. CHayana cpefcTBo traceroute Ha ceTeBOM yCTPOMCTBE OTNpaBnsaeT
ICMP-coobuwenne ¢ TTL 1 Ha ysen HasHadeHus. [Mocne nonyyeHus coobLieHMs nepBbin
MapLupyTtusaTtop Ha nytM ymeHbwaetr TTL Ha 1. Mo mepe Toro, kak TTL craHoButca O,
MapLipyTnsatop cbpacbiBaeT nakeTbl U Bo3Bpawaet coobuweHve ICMP Time exceeded Ha
ceTeBoe yCTponcTBO. [Nocne nonyveHnsa atoro coobLieHns cpeacTso traceroute o6HapyxuBaer,
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4YTO 3TOT MapLUpyTU3aTOp CyLlecTByeT Ha AaHHOM MNyTW, a 3aTeM OTnpaBndeT NakeT 3anpoca
ICMP c TTL 2 Ha y3en Ha3HauyeHus anst oGHapyXeHnsi BTOPOro mapLupytudatopa. Kaxabin pas,
Koraa WHCTpyMeHT traceroute yBenuumBaetr TTL B coobweHun 3anpoca ICMP Ha 1
oBGHapyX1BaeTcs elle OAUH MapLupyTudaTop. OTOT Npouecc NoBTopsieTcs A0 Tex Mnop, rnoka
nakeT OaHHbIX He AOCTUrHEeT y3na HasHaveHus. [locne TOro Kak nakeT OOCTUTHET y3na
Ha3HayeHus, y3en Bo3BpawaeT coobuweHne ICMP Echo Bmecto coobuwenuss ICMP Time
Exceeded Ha ceTeBoe ycTpoOMCTBO. 3aTeM WHCTpPYMeHT traceroute 3aBepliaeT TecT u
oTobpakaeT NyTb OT CETEBOro YCTPOMCTBA K Y3y Ha3Ha4YeHus.

10.3.3.2. CBsAA3aHHaA KoHduUrypaums

BbinonHuTe KomaHgy traceroute.

10.4. HacTtpouka

HacTtponka OnucaHune n kKomaHaa
Ping-Tect (Heobs3aTenbHO) ncnonb3yeTcs Ans NpoBepkn 4OCTYNHOCTN agpeca
IPv4 nnun IPv6
ping BeinonHsaeT cdpyHkumio Ping
[MpoBepka (Heobs3aTenbHO) ucnonb3yetca Ansi oToOpaXeHust LW30B, Yepes
TpaccupoBKu KoTopble npoxoaaT naketbl IPv4 unn IPv6 npu nepepave n3 nctodHvka
B Ha3Ha4yeHue
traceroute BuinonHsaeT gyHkumio
traceroute

10.4.1. Ping-TecT

10.4.1.1. Pe3ynbTaT KOH(pUrypaumm

lMocne BbINOSIHEHMS ping-TecTa Ha CETEBOM YCTPOMCTBE MOXHO Y3HaTb, MOLKMOYEHO M
ceTeBOe YCTPOMCTBO K Y3My HasHayeHus M MOXHO Nv nepefaBaTb MakeTbl MexXay CeTeBbIM
YCTPOWMCTBOM M Y3rOM HasHa4eHus1.

10.4.1.2. NMNpumeyaHunsn

Ha ceTeBOoM ycTponcTBe JOMmKeH ObITb HAacTpoeH IP-agpec.

10.4.1.3. OTanbl KOHUrypaumm
e  YT100OLI NPOBEPUTDL, OOCTYNEH N agpec IPv4, ncnonb3ymnte komangy ping IPv4.
e  YT10OLI NPOBEPUTDL, OOCTYNEH N agpec IPvB, ncnonb3ynte komangy ping IPv6.
10.4.1.4. NMpoBepkKa KOHcpUrypaumm

BbinonHuTe komangy ping, 4ToObl OTOOPa3UTb COOTBETCTBYIOLLYK WMHGOPMALUIO B OKHE
nHtepdenca komaHgHom ctpokum (CLI).
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10.4.1.5. CBsA3aHHbIe KOMaHAbI

Ping IPv4

KomaHpa

ping [oob | vrf vrf-name | ip] [address [via mgmt-name ] [length length ]
[ntimes times] [timeout seconds] [data data] [source

source] [df-bit] [validate] [detail] [interval millisecond]]

OnwucaHue
napamMmeTpoB

oob: ykasblBaeT ucnonb3osaHne MGMT-uHTepdenca kak MCTOYHMKA.
OTO0T napameTp Heobxoanmo HactpouTb, ecnu nopt MGMT ykasaH B
KayecTBe MCXOAHOro nopTta.

vrf-name: ykasbiBaeT nmsa mappyTtunsaumm n nepecbinkun VPN (VRF).
address: ykasbiBaeT agpec IPv4 HasHayeHnsa nnu nmsi SOMeHa.
mgmt-name: yka3biBaeT noptT MGMT B pexnme OOB.

length: ykasbiBaeT annHy naketa AaHHbIX. [lnana3oH 3HayeHum ot 36 Ao
18 024. invHa no ymonyaHuio — 100.

times: ykasblBaeT KONUYeCTBO 3anpocoB. [lnanasoH 3HaveHun ot 1 go
4294 967 295

seconds: ykasblBaeT BpeMs oxuaaHus. 3HavyeHune Bapbupyetcs ot 1 oo
10 cekyHA.

data: yka3sbiBaeT AaHHble B nakeTe. [laHHble - 3TO CTPOKa pa3mMepom OT
1 po 255 6anT. lNo ymonyaHuio CTpoka MMmeeT 3HaveHune "abed".

source: ykasblBaeT UcxogHbln agpec |IPv4 nnm nopT-UCcTOYHMK NakeTa.
Appec nHtepdenca obpaTHon cBaasun, Hanpumep, 127.0.0.1, He moxeT
Mcnonb30oBaTbCH B KaYeCTBE UCXOAHOIo agpeca.

df-bit: HacTponka 6uta DF IP-agpeca. Ecnu ansa 6uta DF yctaHoBneHo

3HayeHue 1, nakeT He oparmeHTMpoBaH. o ymonuanuo 6ut DF nveet
3Ha4veHue 0.

validate: HacTpolka NpOBEpPKN OTBETHOIO NakeTa.

detail: HacTponka oTobpaxeHus coobueHns Echo Reply (axo-oTBeT)
nogpo6bHo. o yMomnyaHuio MCrnonb3yeTcs TOMbKO BOCKMMLUATENbHbIN
3Hak (1) n Touka (.).
millisecond: ykasblBaeT MHTEpBan OTMNpPaBKM nNaketa ping. 3HadeHue
Bapbupyetcsa ot 10 mc go 300000 mc. WHTepBan No yMOSYaHUIO
coctasnseT 100 mc

Pexum
KOHdourypaumm

B pexume User EXEC MOXHO BbINONMHUTL TONMbKO ©a30BY0 (OYHKLMIO
ping. B pexume Privileged EXEC MOXHO BbLINONMHUTL PaCLUMPEHHYIO
dyHKUMIO ping.

B apyrmx pexvmax HacTpOMKM MOXHO BbIMOMHUTL KOomandy do ans
BbIMOMHEHNA  pacluMpeHHoOM  YyHKUMM  ping. [Ong  nonydeHus
OOMNOSTHUTENbHON  UHOPMaLMM O KOHdUrypauum CM. onucaHue
komaHgbl do
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Mcnonb3oBaHue Mpu BbINONHEHMN YHKUMN ping 0TOBpaxkaeTca nHpopmaumsa ob oteeTe
KOHpurypawmm (ecnn TakoBOW MMeeTCH), a 3aTeM BbIBOAWUTCA COOTBETCTBYHOLLAA

cratuctuka. C noMoLLblo (PyHKLMKU pacLUMPEeHHOro ping MOXHO yKasaTb
KOSNIMYECTBO, ANMHY U BpeMs OXunaaHus nakeToB And otnpasku. Kak 1 B
6asoBon pyHKUMM ping, OygeT BbIBOAWTLCSA COOTBETCTBYHOLLAS
cTaTucTuka.
YT106bl MCNONbL30BaTh UMA AOMEHa, HEOOXOAMMO CHayana HacTpOUTb
cepBep foMeHHbIX MeH (DNS). MNogpobHee 0 HacTpowke CM. B pa3gene
Hactponka DNS
Ping IPv6
KomaHga ping [vrf vri-name | [oob] ipv6] [address [ via mgmt-name ]
[length length ] [ntimes times] [timeout seconds] [data data]
[source source] [detail] [interval millisecond] [out-interface
interface]]
Onuncanne napameTpos oob: ykasbiBaeT ucnonb3oBaHne MGMT-uHTepdenica kak

NCTOYHMKA. DTOT NapameTp HeobBXoOUMO HACTPOUTb, €CNn
nopt MGMT ykasaH B kayeCTBe MCXO4HOro nopTa.

vrf-name: ykasbiBaeT nmsa VRF.

address: ykasbiBaeT agpec |IPv6 HasHayeHus wmnu ums
AOMeHa.

mgmt-name: ykasbisaeT nopT MGMT B pexnme OOB.

length: ykasbiBaeT pfnvHy naketa [GaHHbiX. [uanasoH
3HayeHun ot 16 go 18 024. [innHa no ymon4yaHuto — 100.

times: ykasblBaeT KONMMYECTBO 3anpocoB. [lnanasoH
3Ha4YeHun ot 1 oo 4 294 967 295.

seconds: ykasblBaeT Bpems  oxugaHus.  3HaveHue
BapbupyeTca ot 1 go 10 c.

data: ykasbiBaeT gaHHble B nakeTe. [laHHble - 3TO CTpoka
pasmepom oT 1 go 255 Gant.

source: ykasblBaeT WcxodHbln agpec IPv6 wnn nopt-
MCTOMHMK  nakeTa. Agpec wuHTepdenca loopback,
Hanpumep::1, He MOXeT WCMNoNnb30BaTbCA B KayecTse
NCXOAHOro agpeca.

detail: HacTponka oTobpaxeHusa coobweHus Echo Reply
(axooTBET) Nogpo6HO. Mo yMmonyaHuio NCNonb3yeTcs TONbKO
BOCKMUATENbHbIN 3HaK (1) n Touka (.).

millisecond: ykasbiBaeT WMHTepBan OTNpaBKu naketa ping.
3HayeHwne Bapbupyetcs oT 10 mc go 300 000 mc. MHTepBan
no ymonyanuo coctasnset 100 mc
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Pexum koHdurypaumm B pexnme User EXEC MOXHO BbINOSTHUTBL TONbKO 6a30Byt0
dyHKumo ping IPv6. B pexume Privileged EXEC moxHO
BbIMOMHUTB paclUMpPEHHYIo hyHKUMo ping IPV6.

B opyrmx pexumax HacTPONKM MOXHO BbIMOMHWUTbL KOMaHAOy
do ansa BbINOMHEHWA pacluMpeHHon dyHKUuK ping. Ons
nony4yeHns AoNONHNTENBHOM MHAOPMaLIMK O KOHUIypauum
CM. onucaHue komaHgbl do

Mcnonb3oBaHue Mpn BbINONHEHMM QyHKUMKM ping [IPv6 oTobpasuTcs
KOHcpurypawmm nHdopmMaums 06 oTBeTe (ecnm TakoBON UMEETCS), a 3aTeM
OyneT BbiBeAEHa COOTBETCTBYOLLASA CTaTUCTMKA.

C nomowpbo IPV6 dyHKLUMM paclUMpPEHHOro ping MOXHO
yKasaTb KONM4eCcTBO, ANVHY 1 BPEMS OXMAAHUS NaKeToB AN
otnpaskn. Kak n B 6asoBon IPv6 dyHkumn ping, Oyget
BbIBOANTBLCS COOTBETCTBYHOLLAA CTAaTUCTMKA.

YT100blI MCnonb3oBaTb MMSA JOMeHa, HeobxoaMMO cHadana
HacTpouTb DNS. MNMogpo6bHee o HacTporike cM. B pasgene 6
Hactponka DNS
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10.4.1.6. Npumep KoHdUrypaumm

BeinonHeHue 6a3oBown chyHkuum Ping

OTanbl KoHUrypaumm

B npusunernposaHHom pexxume EXEC BbInonHUTE KOMaH4y
ping 192.168.21.26

Common ping command:
QTECH# ping 192.168.21.26

Sending 5, 100-byte ICMP Echoes to 192.168.21.26, timeout is
2 seconds:

< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/10 ms

Detailed ping command:
QTECH#ping 192.168.21.26 detail

Sending 5, 100-byte ICMP Echoes to 192.168.21.26, timeout is
2 seconds:

< press Ctrl+C to break >

Reply from 192.168.21.26: bytes=100 time=4ms TTL=64
Reply from 192.168.21.26: bytes=100 time=3ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/4 ms

lMpoBepka KoHdUrypawmm

OTnpaBbTe NATb NakeToB pa3mepoM 100 6anT Ha ykasaHHbIN
IP-agpec, n nHdopmaums 06 oTeeTe bygeT oTobpakaTbCs B
yKaszaHHoe Bpemsi (2 ¢ no ymonuyanuio). [anee BbiBOAUTCS
cTaTucTMKa

BbinonHeHue ¢pyHKUuM pacwumpeHHoro Ping

OTanbl KOHUrypaumm

B npuBunermposaHHom pexmme EXEC BbinonHWTEe KOMaHOy
ping 192.168.21.26. Kpome TOro, ykaxxuTte ANnHY, KOSIMYECTBO U
BpeMs OXUOaHUS NakeToB
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Common ping command:

QTECH# ping 192.168.21.26 length 1500 ntimes 100 data ffff
source 192.168.21.99 timeout 3

Sending 100, 1500-byte ICMP Echoes to 192.168.21.26, timeout
is 3 seconds:

< press Ctrl+C to break >
T T AT,

Success rate is 100 percent (100/100), round-trip
min/avg/max = 2/2/3 ms Detailed ping command:

ping 192.168.21.26 length 1500 ntimes 20 data ffff source
192.168.21.99 timeout 3 detail

Sending 20, 1500-byte ICMP Echoes to 192.168.21.26, timeout

is 3 seconds:

< press Ctrl+C to break >

Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:

bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=2ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=3ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64

Success rate is 100 percent (20/20), round-trip min/avg/max

=1/1/3 ms
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MpoBepka KoHUrypaumm

OtnpaBbTe aBaguaTtb 1500-6anToBbLIX NAKkeTOB MO yKa3aHHOMY
IP-agpecy, n nigpopmaunss o6 oteseTe (eCnm TakoBOW MMeEETCSs)
OyneT oTobpaxaTbcsi B yka3aHHoe BpeMs (Mo ymonyanuio 3 c).
[anee BbIBOOUTCA CTAaTUCTUKA

BbinonHeHne pyHkuun Common Ping IPv6

OTanbl KoHUrypaumm

B npusunermposaHHomM pexume EXEC BbINONHUTE KOMaHOy
ping ipv6 2001::1

Common ping command:
QTECH# ping ipvé 2001::1

Sending 5, 100-byte ICMP Echoes to 2001:1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max
=1/2/10 ms

Detailed ping command:

QTECH#ping 2001::1 detail

Sending 5, 100-byte ICMP Echoes to 2001:1, timeout is 2
seconds:

< press Ctrl+C to break >

Reply from 2001::1: bytes=100 time=Ims

Reply from 2001::1: bytes=100 time=1ms

Reply from 2001::1: bytes=100 time=1ms

Reply from 2001::1: bytes=100 time=1ms

Reply from 2001::1: bytes=100 time=1ms

Success rate is 100 percent (5/5), round-trip min/avg/max
=1/1/Tms

lMpoBepka KoHdUrypawumm

OTnpaBbTe NATb NakeToB pa3mepoM 100 GanT Ha yka3aHHbIN
IP-agpec, n nHdopmaums 06 oTBeTe bygeT oTobOpakaTbCs B
yKaszaHHoe Bpemsi (2 ¢ no ymonuyanuio). [anee BbiBOAUTCS
cTaTucTMKa
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BbinonHeHue dyHKUun pacwmpeHHoro Ping IPv6

OTanbl KoHUrypaumm

B npusuneruposaHHom pexume EXEC BbInonHMTE komMaHay
ping ipv6 2001::5. Kpome TOro, ykaxute AfVHY, KONIMYECTBO U
BPEMS OXMAaHUA NakeToB

Common ping command:

QTECH# ping ipvé 2001:5 length 1500 ntimes 100 data ffff
source 2001::9 timeout 3

Sending 100, 1500-byte ICMP Echoes to 2000:1, timeout is 3
seconds:

< press Ctrl+C to break >
T T T T TR,

Success rate is 100 percent (100/100), round-trip min/avg/max
= 2/2/3 ms Detailed ping command:

QTECH#ping 2001:5 length 1500 ntimes 10 data ffff source
2001::9 timeout 3

Sending 10, 1500-byte ICMP Echoes to 2001:5, timeout is 3
seconds:

< press Ctrl+C to break >
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:

5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5

: bytes=1500 time=1ms

Success rate is 100 percent (10/10), round-trip min/avg/max =
1/1/1 ms

lMpoBepka KoHdUrypawumm

OtnpaebTe cTo 1500-6anTOBLIX NAKETOB MO YKa3aHHOMY agpecy
IPv6, n nucpopmauus o oreeTe (ecnv TakoBon nmeeTcs) byaeT
oTobpaxaTbCs B ykazaHHoe BpeMs (Mo ymondanuio 3 c). Janee
BbIBOAMTCS CTaTUCTUKA
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10.4.2. NMpoBepKa TpaccUpoOBKMU

10.4.2.1. Pe3ynbTaT KOHdUrypaumum

lMocne BbINONHEHNSA NPOBEPKN TPACCUPOBKU Ha CETEBOM yCTpOIZCTBe MO>KHO y3HaTb O TONOJ10TNA
MapLwpyTmniaumm mexny ceteBbliM yCTpOVICTBOM M Yy3INOM Ha3Ha4YeHunA, a TakxKe O LWW3ax, 4epes
KOTOpbIe NMaKkeTbl OTNPaBJIAIOTCA C CETEBOIO yCTpOVICTBa Ha y3ell Ha3Ha4YeHUA.

10.4.2.2. NMpumeyaHus

CeTeBoe yCTPONCTBO AOMMKHO ObITb HACTPOEHO Ha IP-aapec.

10.4.2.3. dTtanbl KOHUrypaumm

e UYr0bblI OTCrNEeauTb MapwpyT, no Kotopomy 6yaeT creposatb nakeT IPv4 Ha ysen
Ha3HayeHus, BbINONHUTE KoMaHAay traceroute IPv4.

o YT06blI OTCNEauTbL MapLlipyT, No KotopoMmy OyaeT cneposatb nakeT IPv6 Ha ysen
Ha3Ha4eHus, BbINONHUTE KOMaHAy traceroute IPV6.

10.4.2.4. NMpoBepka KoOHcpUrypaumm

BbinonHute komaHay traceroute, 4ToObl OTOGPA3UTL COOTBETCTBYIOLLYIO NMHADOPMALMIO B OKHE
NMHTepdenca KOMaHAHOW CTPOKW.

10.4.2.5. CBA3aHHbIe KOMaHAbI

Traceroute IPv4

KomaHga traceroute [oob | vrf vrf-name | ip] [adress [ via mgmt-name
] [probe number ] [source source] [timeout seconds] [ttl
minimum maximum]]

Onuncanne napameTpos oob: ykasbiBaeT ucnonb3oBaHne MGMT-uHTepdenca kak
MCTOYHMKA. DTOT MapameTp HeobGXoOAMMO HACTPOUTb, €Cnn
nopt MGMT ykasaH B kayeCcTBe MCXO4HOro nopTa.

vrf-name: ykasbiBaet nms VRF.

address: ykasbiBaeT agpec IPv4 HasHayeHuss wunu ums
AOMeHa.

mgmt-name: ykasbisaeT nopT MGMT B pexnme OOB.

number: ykasbiBaeT KONMMYECTBO 3anpocoB. [nanasoH
3Ha4YeHun ot 1 go 255.

source: ykasblBaeT ucxogHbln agpec  IPv4  wunn
NopT-UCTOUHMK NakeTa. Agpec WHTepdenca obpaTHom
cBa3n, Hanpumep, 127.0.0.1, He MOXeT MCMonb30BaTbCA B
KayecTBe MCXOOHOro agpeca.

seconds: ykasblBaeT BPEMS  OXugaHud.  3HayeHue
BapbupyeTca ot 1 go 10 c.

minimum  maximum:  yka3blBaeT  MWHUMMarnbHOE MU
MakcumanbHoe 3HadveHus TTL. duanasoH 3HaveHun ot 1 oo
255
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Pexum koHdurypaumm B nonb3oBatenbckom EXEC-pexume MOXHO BbINONHUTL
TOJNbKO 6a3oByto dYyHKLMIO TPacCUpPOBKU. B

npusunernposaHHbli EXEC-pexMume MOXHO BbINOMHUTL
pacLUMpeHHyto hyHKUMIO traceroute

Wcnonb3oBaHue
KOHUrypauum

KomaHga traceroute ucnonb3yetcsa ans NpoBepKn ceTeBOro
NOAKMYEHNS U TOYHOTO ONpeaeneHnst HEMCNPaBHOCTM MpWU
BO3HWKHOBEHUM HeuncnpaBHOCTU. YToObl MCMONb30BaTh UMS
JoMeHa, Heobxoammo cHavana HacTpoutb DNS. MNoapobHee
O HacTpovike cM. B pasgene 6 Hacmpotika DNS

Traceroute IPv6

KomaHga traceroute [ vrf vrf-name | [ oob ] ipv6 ] [ address [ via mgmtname ] [
probe number ] [ timeout seconds ] [ ttl minimum maximum ]
Onuncanne 00b: ykasblBaeT NnokanbHoe ynpasneHne. 3TOT napameTp Heobxoammo
napameTpos HacTpouTb, ecnu nopT MGMT ykasaH kak NopT UCTOYHMKA.
vrf-name: ykasbiBaeT nmsa VRF.
address: ykasbiBaeT agpec IPv6 HasHayeHnsa nnu nms GOMeHa.
mgmt-name: yka3biBaeT nopT MGMT B pexnme OOB.
number: yka3blBaeT KONMYeCTBO 3anpocoB. [lnanas3oH 3HadYeHun oT 1 0o
255.
seconds: yka3blBaeT BpeMs oxungaHus. 3HavyeHme Bapbupyetcs oT 1 oo
10 c.
minimum maximum: ykas3blBaeT MWHMMANbHOE W MakCcumaribHoe
3HaveHuda TTL. dnanasoH 3Ha4vyeHur ot 1 o 255
Pexnm B pexume User EXEC MOXHO BbINONMHUTL TONbKO ©a30BYt0 dyHKLMIO
KOHcbUrypaumm traceroute IPv6. B npuBunermposaHHom pexume EXEC moxHO
BbINOSTHATb paclInMpeHHyo yHKUuio traceroute IPv6
Mcnonb3oBaHne KomaHnga traceroute IPv6 wucnonb3yetcd ans npoBEpKM CeTeBOro
KOHcbUrypaumm NOAKMOYEeHN N TOYHOro ornpepeneHuss Mecta HeucnpaBHOCTU Mpwu

BO3HWKHOBEHMM HeMcnpaBHOCTM. YTOObI MCNonb3oBaTb MMS AOMEHa,
Heobxogumo cHauvana HactpouTb DNS. NogpobHee o HACTpoONKe CM. B
pasgene 6 Hacmpotika DNS
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10.4.2.6. Npumep KoHdUrypaumm

BbinonHeHue dyHkumnm Traceroute

OTanbl KoHUrypaumm

B npusunernposaHHom pexxume EXEC BbInonHUTE KOMaH4y
traceroute 5.134.219.3

QTECH#traceroute 5.134.219.3

< press Ctrl+C to break >

Tracing the route to 202.108.37.42
1192.168.12.1 0 msec 0 msec 0 msec
2192.168.9.2 0 msec 4 msec 4 msec
3192.168.110.1 16 msec 12 msec 16 msec

4***

55.134.219.3 12 msec 28 msec 12 msec

Mpeablgywimn pesdynbTaT TecTa nokasblBaeT, YTO CeTeBOe
YCTPOMCTBO MoOflydaeT pJoctyn K xocty 5.134.219.3,
nepegasas naketbl 4Yepe3 wno3bl 1-4. Kpome TOro,
oTobpaxaeTca Bpemd, Heobxogumoe Ans  goctyna K
KaXkgomy LUno3y, a w3 4 HemcrnpaBeH

BbinonHeHune dpyHkuun Traceroute IPv6

OTansl
KOHdourypaumm

B npusunernposaHHom pexume EXEC BbinonHuTe koMaHay traceroute
ipv6 3004::1

QTECH# traceroute ipvé 3004:1
< press Ctrl+C to break >
Tracing the route to 3004:1

1

2
3
4

3000:1 0 msec 0 msec 0 msec
3001:1 4 msec 4 msec 4 msec
3002:1 8 msec 8 msec 4 msec

3004:1 4 msec 28 msec 12 msec

Mpeablgywmin pesynbTaT TecTa nokasbliBaeT, YTO CETEBOE YCTPOMCTBO
nonyyaet goctyn K xocTy 3004:1, nepenaBas nakeTbl Yepes LWo3bl 1-4.
Kpome TOro, ortobpaxaetcsa Bpemsi, HeobxoguMmoe nAns goctyna K
KaXkgoMmy LUSo3y
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11. HACTPOUKA TCP
11.1. O630p

MpoTokon ynpaeneHunsa nepegadven aaHHblx (TCP) — 3To NpOTOKOMN TPaHCMNOPTHOrO YPOBHS,
oGecneymBatoLLmMIi HageXHble criykbbl, OpMEHTMPOBAHHbIE HA nogkntoveHre u IP, ona ypoBHSA
NPUNOXEHWNA.

MoTokM MexceTeBbIX AaHHbIX B 8-OMTHbIX OanTax nepenarTca C YPOBHSA MPUMIOXKEHMS Ha
ypoBeHb TCP, a 3aTemM dparMeHTMPYIOTCA Ha CEerMeHTbl MakeToB Haanexallen AnuHbl Yepes
TCP. MakcumanbHbln pasmep cermeHta (MSS) o6bl4HO oOrpaHu4MBaeTCcsi MakCUMarbHbIM
pasmepomMm nepepasaemoro 6noka (MTU) Ha ypoBHe kaHana gaHHbiX. [locne aToro naketbl
OTNpaBnsATCS Ha ypoBeHb IP, a 3aTem Ha ypoeHb TCP nonyyatens no ceTu.

Utobbl NpegoTBpaTUTL NOTEPK MaKeToB, Kaxabi 6anT naeHTUdmnunpyeTca no nopsakoBbiM
Homepam 4eped TCP, 4yto obecneuvBaeT mnonydYeHWe nakeToB, NpegHa3HaAYeHHbIX On4
OofHOpaHroBoro y3na. locne nonyyeHus naketa nony4vartenb OTNpaBnseT oTBeTHbIN nakeT TCP
ACK. Ecnn otnpasutens He nonyyvaet ACK-nakeTbl B TedeHue pasymHoro BpemeHn RRT,
COOTBETCTBYIOLLMNE NAKETLI (MPeAnONoXUTENbHO NOTEPSIHHbIE) ByayT nepedaHbl MOBTOPHO.

e [lpoTtokon TCP ucnonbsyeTt yHKUNIO KOHTPOSTbHOM CyMMbI A1 NPOBEPKM LIENOCTHOCTU
AaHHbIX. Kpome Toro, Ans npoBepkn AaHHbIX MOXHO UCMOMNb30BaTb ayTeHTUMMKaLmio
Ha ocHoBe MDS.

e [Ina obecneyeHns HageXHOCTM MCMOMb3yOTCA MexaHu3mM obpaTHOM nepegaqv Mo
TanmayTy U MexaHu3m obpaTHOWM CBA3N.

e [poTOKON CKOMb3ALLEro OKHa MCNonb3yeTcs Anst ynpaBneHust notokamu. Kak ykasaHo
B [MpoTokone, HenMaeHTUMUUMPOBAHHbIE TPYMMbl B OKHE AOSMKHbI ObiTb nepeaaHsbl
MOBTOPHO.

11.1.1. NMpoToKONbI U CTaHAAPTDI

e RFC 793: npoToKos ynpasrneHna nepegaden.
e RFC 1122: TpeboBaHus K MHTEPHET-XOCTaM — YPOBHW CBSA3MN.
e RFC 1191: obHapyxeHne MTU nyTtn.

e RFC 1213: ynpaBnsiemasa 6a3a gaHHbIX Onsi CETEBOro agMMHUCTPUPOBaHUS HA OCHOBE
TCP/IP: MIB-II.

¢ RFC 2385: 3awuTta ceaHcoB BGP ¢ nomouubto onumu nognmucn TCP MD5.

e RFC 4022: 6a3a ynpasnstowien nidopmauumn gns NnpoToKona ynpaerneHnsi nepegaden
(TCP).

11.2. NMpumeHeHue

MpumeHeHune OnucaHue

Ontumumnsaums Ytobbl n3bexatb dparmeHTaumm naketoB TCP Ha kaHane ¢

npoussoauTensHoct TCP | HeGonblumm  MTU, BkniodeHo o6HapyxeHne MTU nytu
(PMTUD)

O6HapyxeHue ucknoyenns @ TCP nposepseT, paboTaeT fiv O4HOPAHrOBbIV y3en
coeavHenusa TCP HOpManbHO
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11.2.1. OnTumusauma npoussoauTeribHoctn TCP

11.2.1.1. CueHapun

Hanpumep, coeanHeHne TCP yctaHaBnuBaeTcs mexay A u D, kak nokasaHo Ha criegytolem
Pucynke. MTU kaHana mexay A n B coctasnget 1500 6ant, 1300 G6ant mexgy B n C, u
1500 6ant mexgy C u D. na ontumusaumm npounsBoguTensHoct nepegaydn TCP cnepyet
nsberatb pparmeHTaumm naketoB mexay B n C.

C D

é [y, GEO/2
GE0I N GE[):ﬂéﬂ %

PucyHok 11-1.

A, B, C n D asnaotca mapLpytusaTopamu.

11.2.1.2. OnucaHue
Bkntounte PMTUD Ha A n D.

11.2.2. O6HapyxeHune ucknroyeHusa coegnHeHmna TCP

11.2.2.1. CueHapun

Hanpumep, Ha crneaytouwem PucyHke nonb3oBatenb BxoAuT B cuctemy 4epes telnet, Ho
paboTaeT HenpaBwnbHO, Kak MokasaHo Ha creaytowem PucyHke. B cnyyae Ttanm-ayta
nosTtopHon nepenaymn TCP coeguHeHune nonb3osatena TCP ocTaeTcs B TeueHne OnmMTenbHOro
BpemeHu. Takmm o6pasom, TCP keepalive moxeT ObiTb ucnonb3oBaH Ans ObicTporo
obHapyxeHus ncknroyeHnsa coegmHeHmns TCP.

A
LoopbackD é 3

PucyHok 11-2.
A — 3TO mMapLupyTmsaTop.

11.2.2.2. OnucaHue

Bkntounte nogaepxky TCP keepalive Ha A.
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11.3. KnroyeBble 0COOEHHOCTU

11.3.1. Ba3oBble KOHUenuMu

fot—t—f—t—t—

®dopwmart 3aronoska TCP

0
0123456

1 2 3
890123456789 01234567829°01

~J

+

_+_

+

I R e L S et et L e

Source Port | Destination Port | +—+—+—F+—F+—-t+—-F—-F—-F—-+—-+—-+-
+—t—F—F—t—t—F—t—t—F—F—t—F—F—t—F—F—+—+—F+—F+ | Sequence
Number | =+ttt —F—t—F—F—t—F—F—t—F—F—F—F—F—F—F—+—F—+—+—

fot—t—f—t—t—

+

-+-+ | Acknowledgment Number |  +-+-

A et e A R et S

Data | [UIAIPIRI|IS|F] |
Offset| Reserved |R|C|S|S|Y|TI] Window |
| |[GIKIH|T|IN|N| [ e e e e e e e e e A o

e st S

\ Checksum | Urgent Pointer | A=ttt —t—t—+-
i e e e e A e e e e e s s Options
| Padding | A-t-t-t—t—F—F—F—F—Ft—F—t—t-t-t—t—t—t—t—t -ttt
Fot—t—t—t—t | data | +=t—t—t—t-+-t-+-+-

e e et S

Source Port (McxogHbIM nopT) — 310 16-paspsgHbI HOMEP UCXOLHOMo nopTa.

Destination Port (MopT Ha3HavyeHus) — 910 16-paspsgHbLIN HOMEpP MopTa
HasHa4vyeHwus.

Sequence Number (MopsaakoBbIn HOMep) — 3TO 32-OMTHLIN NOPSAAKOBLIA HOMED.

Acknowledgment Number (Homep nopartBepxpeHuns) — 370 32-OMTHLI HOMeEp,
KOTOpbIA onpefensaeT crneaylowmin nopsaakoBbli HOMEP, KOTOPbIA OOMMKEH MOMyyYnuTb
nonyyarenb.

Data Offset (CmeweHne AaHHbIX) — 3TO 4-pa3psgHoOe YMCo, YKasbiBatollee obuiee
KonuyecTteo Gantos B 3aronioeke TCP (onuus BkoYeHa), pasgeneHHoe Ha 4.

But pnara — 6 6ut. URG: none cpo4Horo ykasatens siensetcs 3Ha4ummbim; ACK: none
noaTBEPXOEHMST sABNsieTCA 3HauMMbiM; PSH: ykasbiBaeT Ha dyHkumo push; RST:
cbpacbiBaet TCP-coeamHeHne; SYN: CUMHXPOHM3MPYET MOPSAKOBLIA  HOMEP
(yctaHaBnmBaeT TCP-coeguHeHue); FIN: ©Oomnblle HeET [aHHbIX OT OTNpaBUTENS
(3akpbiBaeT TCP-coeanHeHune).

16-6MTHOE 3HayeHWe OKHa WCNonb3yeTcA AN ynpasneHus notokamu. B Hem
ykasblBaeTcs 06beM AaHHbIX, KOTOpble MOryT NepefaBaTbCs M3 OJHOPAHroBOrO y3na
mexay naketamm ACK.

Checksum (KoHTponbHas cymma) — 3710 16-paspsgHas KOHTPOfbHasa cymma.

Urgent Pointer (Yka3aTtenb CpPOYHbIX AaHHbIX) umeeT 16-paspsaHy0 BEPCUIO U
nokasblBaeT KOHEL, CPOYHbIX AAHHBIX, YTOObI MOXHO ObINO NPOAOITKUTE NPEPBaHHbIE
NOTOKM AaHHbIX. [Mpu ycTaHoBke 6uta URG AaHHble Nony4varoT NpUOpUTET Hag Apyrumu
NOTOKaMMu LaHHbIX.
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TpexcTopoHHAA TexHonorna TCP Handshake

w N e

Mpouecc TpexcTopoHHero keutupoBaHus TCP BbinonHAeTCs cneayowmm obpasom:
KnueHT oTnpasnseT Ha cepsep nakeT SYN.

Cepsep nonyyaet naketT SYN n orBeyaeT naketom SYN ACK.

KnneHt nonyyaet nakeT SYN oT cepsepa u otBevaeT naketom ACK.

[Mocrne TPexXCTOPOHHEr0 KBUTMPOBAHWUSA KIWEHT M CepBep YCMELHO MOOKMHYEHbI U

FOTOBbI K Nepenadvye AaHHbIX.

11.3.2. O630p

PyHKUMA

OnucaHue

HacTtporika Tanm-

ayta SYN

HacTponka Tarim-ayTa oXugaHusi OTBETHOrO naketa nocre oTnpaBku
naketa SYN vnn SYN ACK

Hactpovka pasmepa
OKHa

HacTponka pasmepa okHa

HacTtpoiika  cbpoca
OTMpaBkKu NaKeToB

HacTtponka otnpaBku naketoB cbpoca TCP nocne nonyyeHus
coobLeHnin nopTa BHe JOCTyna

Hactponka MSS

Hactponte MSS ansa nogkntoverHnsa TCP

O6HapyxeHnne MTU
nyTu

Hangute HammeHbwumn MTU Ha nytm nepegaum TCP n
oTperynupyinte paamep naketoB TCP Ha ocHoBe 3atoro MTU, 4ToObl
nsbexartb parmeHTaumm

TCP Keepalive

MpoBepbTe, paboTaeT fiv OAHOPAHIOBbLIN Y3en HOpManbHO

11.3.3. HacTtpounka Tanm-ayta SYN

11.3.3.1. NMpuHUKMN paboTbl

CoeaunHeHne TCP ycTaHaBnvMBaeTCs MOCre TPEXCTOPOHHEro KBMTUpoBaHus: OTnpasBuTenb
otnpaenseT nakeT SYN, nonydatens otBevaeT naketom SYN ACK, a 3atem oTnpaButenb

oTtBeYaeT naketom ACK.

e Ecnu nonyvatenb He otBevaeT Ha nakeT SYN ACK nocne Toro, kak oTnpaBuTESlb
otnpaenseT naket SYN, oTnpaBuTens npogoskaeT nepegasaTtb nakeT SYN B TeueHue
onpegeneHHoOro BpeMeHu uUnm 4o ucteveHns nepmoga Tanm-ayTra.

e Ecnu nonyyatenb otBeTuT Ha nakeT SYN ACK nocre Toro, kak oTnpaBuTeNb OTNPaBuT
naket SYN, HO oTnpaBuTenb He OoTBeTUT Ha nakeT ACK, monydatenb npogornkaet
nepenaeaTb nakeT SYN ACK B TeueHne onpedeneHHoro BpEMEHN UM OO0 UCTEYEHUS
nepvoga Tanm-ayTa. (1o npoucxoaut B cnyyae gnyaa SYN.)

11.3.3.2. CBA3aHHaA KOHduUrypaums

HacTtpounka Tanm-ayta TCP SYN

e Tanmm-ayt TCP SYN no ymonuyanuto coctaBnsieT 20 ceKkyHa.
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e 3anyctute kKomaHgy ip tcp synwait-time seconds B pexume rrnobanbHomn
KoHgUrypauum, 4tobbl HacTpouTb Tanm-ayT SYN B gnanasoHe oT 5 go 300 cekyHa.

e B cnyyae dnyaa SYN cokpaweHne Bpemern oxungaHna SYN cHukaeT notpebneHve
pecypcoB. OgHako oHa He paboTaeT npu HenpepbiBHOM donyae SYN. Ecnn ycTponcTeo
aKTUBHO 3anpalunBaeT NoAKMYEHNE K BHELLHEMY YCTPONCTBY, Hanpumep, C NOMOLLLIO
telnet, cokpaweHne BpemeHn oxmaaHms SYN cokpallaeT BpemMsi OXuaaHus
nonb3oBartens. B nnoxon cetn MoXxHO npoannTb Bpems oxnaaHna SYN.

NMPUMEYAHMUE: B Bepcum 11.0 nnm 6onee nosgHern oHa npumeHsieTca kak kK TCP IPv4, Tak u k

TCP IPVG6.

11.3.4. HacTpouka pa3mMepa OKHa

11.3.4.1. NMpuHUUN paboTbl

[laHHble 13 OAHOPAHroBOro yana KewwupyTcsa B npuHumatowem ©Oydgepe TCP un 3atem
cuMThiBalOTCA MNpunoxeHnamun. Pasmep okHa TCP ykasbiBaeT pasmep CBOOOAHOrO mMecra B
npuHumatoem bycepe. [Ana nogknodeHns 6onbwnx 06bEMOB OaHHbIX C LUMPOKOW MONOCON
NPonyckaHus yBenuyeHue pasmepa OKHa 3HA4YMTEeNbHO MOBbLIWAET MNPOU3BOAUTENBHOCTD
nepegayn gaHHbix no npotokony TCP.

11.3.4.2. CBA3aHHaA KOHduUrypaums
HacTponka pasmepa okHa

e 3anyctute komaHay ip tcp window-size size B pexume rrnobanbHON KOHUrypauum,
4yToOblI HacTpouTb pasmep okHa oT 128 po (65535<<14) Gant. 3HayeHue no
ymonyaHuio — 65 535 6ant. Ecnn pasmep okHa npeBblwaeT 65 535 6anT, yBenmyeHune
OKHa ByaeT BKNIOYEHO aBTOMAaTUYECKM.

e Pasmep okHa, 0O6bSBMNEHHbIM OOHOPAHrOBOMY Y3ny, SBNSETCS MEHbLUMM 3HayYeHUeM
MeXay HaCTPOeHHbIM pasMepoM OkHa U cBOBOAHLIM NPOCTPAHCTBOM NMPUHMMAIOLLENO
Oydepa.

NMPUMEYAHME: B Bepcun 11.0 nnn 6onee nosgHen oHa npumeHsieTcs kak kK TCP IPv4, Tak n k
TCP IPv6.

11.3.5. HacTpouka copoca oTnpaBKu NakeToB

11.3.5.1. NMpuvHUKUN paboTbl

Ecnn TCP-coeanHeHne, K KOTOPOMY NPUHALNEXUT NaKeT, He MOXET OblTb MAEHTUOULMPOBAHO,
TO npu nepegadve TCP-nakeToB NPpUNOXEHNAM NOKasnbHbIN KOHEL, OTNpaBndeT nakeT copoca Ha
y3en ang npekpawenus TCP-coeanHeHns.

3NOyMbILLMAEHHUKA MOTYT MCNONb30BaTbh COOOLEHMS O HeJOCTYMHOCTU nopTa ANd aTtaku Ha
YCTPOWNCTBO.

11.3.5.2. CBA3aHHaA KoHduUrypaums

HacTponka otnpaBkn naketoB cbpoca TCP nocne nonydeHnsa coobLueHnn o HegOCTYMNHOCTU
nopta

Mo ymonyaHuio BKItoYeHa pyHKLMSA oTnpasku naketos copoca TCP npu nonyvyeHun coobieHuni
O HeOCTYMHOCTM nopTa.

BbinonHuTe komaHgy no ip tcp send-reset B pexume rnobanbHOM KOHUrypaumm, 4Tobbl
OTKNIOYMTL OTNpaBKy nakeToB cbpoca TCP npu nonyyeHnn coobLLeHnn O HeAOCTYNMHOCTM NopTa.
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lMocne BKMOYEHUA 3TOM (byHKLl,VIVI 3N10YMbIWNEHHUKNn MOryT Mncnosrnb3oBaTb COOGLU,GHMFI (o}
HeOOCTYNHOCTU NOPTa ANA aTakmn Ha yCTpOIZCTBO.

NMPUMEYAHMUE: B Bepcum 11.0 nnm 6onee nosgHern oHa npumeHsieTcs kak kK TCP IPv4, Tak u k
TCP IPv6.

11.3.6. Hactpouka MSS
11.3.6.1. NMpuHUKUN paboTbl

MSS o3HauyaeT o0wmMii 06beM OaHHbIX, coaepxalimxca B cermeHTe TCP, 3a ucknoveHuem
napameTpoB TCP.

TpexcTopoHHee pyKonoXaTue OCYLWEeCTBRsSeTCs NOCpeacTBoM cornacoBaHms MSS. O6e
CTOpOHbI gobaenatoT onumo MSS k naketam SYN, ykasbiBad Ha HanbonblLnm 06bEM AaHHbIX,
KOTOpbIA MOXEeT 00paboTaTh NoKanbHbIA KOHEL,, @ UMEHHO, 00bEM AaHHbIX, pas3peLUeHHbIX OT
ogHopaHroeoro yana. Obe cTopoHbl NpuHMMaoT MSS MeHbLLero pasmepa Mexay HUMWU, Kak
o6bsABneHHyto MSS.

3HauveHne MSS paccunTbiBaeTCH criegyowmm obpasom:

o |IPv4 TCP: MSS = pasmep 3aronoBka ucxogswero nHrepderica MTU IP (20 6anT),
pasmep 3aronoska TCP (20 6anT).

o |Pv6 TCP: MSS = pasmep 3aronoska IPv6 MTU nytu (40 6anT), pasamep 3aronoska TCP
(20 GanT).
NPUMEYAHMUE: B Bepcumn 11.0 nnun 6onee nosgHen oHa npumeHsieTcs kak K TCP IPv4, Tak n K
TCP IPVv6.

NMPUMEYAHMUE: achdekTnBHas cuctema MSS npencraBnget cobon MEHbLLYIO CUCTEMY MEXOY
paccyMTaHHOM CUCTEMOWN U CKOHPUIYPUPOBAHHON CUCTEMON.

NMPUMEYAHMUE: ecnn coeanHeHne nogoepxmeaeT onpeaeneHHble onunm, To U3 3HadveHusa MSS
cnegyert BblMECTb ANUHY onuum (C y4eToM cMeLleHns gaHHbiX data offset). Hanpumep, 20 6ant
ans pangpkecta MD5 (c ydeTom cMmelleHust gaHHbix data offset) gomkHbl ObiTb BbIMTEHBLI M3
MSS.

11.3.6.2. CBA3aHHaA KoOHduUrypaums
Hactponka MSS

e 3anyctute koMaHgy ip tcp mss max-segment-size B pexume rnobanbHon
KOHpurypaumm, 4tobbl 3agate MSS. [InanasoH coctaensiet ot 68 go 1000 6awnt. Mo
ymonuyaHmio MSS paccuntbiBaeTcd Ha ocHoBe MTU. Ecnu HacTpoeHa cuctema MSS,
adppeKkTMBHAA cnctemMa npeacTtaBnsieT cCoO60N MEHbLLYIO CUCTEMY MEXAY pacCYUTaHHOM
CUCTEMOM N CKOHAOUIYPUPOBAHHOW CUCTEMOWN.

e Cnuwkom manas cuctema MSS cHuxaeT Npon3BoaANTENBHOCTL TpaHCcMmUccn. MoXHO
noebicuTb Nnepegavy TCP, ysennume MSS. Bbibepute 3HaueHne MSS, ncnoneays MTU
nHTepdenca. Ecnm nepBbii Gonblwe, naketel TCP OyaoyT dparmeHTUMpoBaHbl, U
Npou3BOANTENBHOCTb Nepeaayn OyaeT CHKeHa.

11.3.7. ObHapyxeHue MTU nyTtu
11.3.7.1. NMpuHUKMN paboTbl

O6HapyxeHne MTU nyTtn, npegycmoTtpeHHoe B RFC1191, ncnonb3yeTtca ons obHapyxeHus
HanmeHblero MTU B nytn TCP, 4tobbl n3bexatb dparmeHTaumMm n noBbiCUTb KOIMPUUMEHT
NCNonb30BaHWs Nonockl nponyckanus ceTu. Mpouecc obHapyxeHns MTU nytn TCPv4 onucaH
HUXe.
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e VictouHuk otnpaenset TCP-nakeTbl ¢ 6utom Don’t Fragment (DF), ycTaHOBNEHHbIM BO
BHelwHeM IP-3aronoske.

o Ecnu 3HayeHne MTU ucxogswero nHtepgenca mappytusatopa B nytm TCP MeHbLue,
yem anuHa IP-nakeTa, nakeT 6yaeTt yaaneH, a nakeT owmnbok ICMP, nepepatowwmii aToT
MTU, 6ygeTt oTnpaBneH B UCTOYHMK.

e [lpu aHanu3e nakeTta owmnbok ICMP ncToyHuk nonyyaeT HaumeHbwun MTU B nyTn
(nyte MTU).
Pa3smep nocreayowmx cerMeHToB AaHHbIX, OTNPaBfeHHbIX UCTOYHUKOM, He npeBbicuT MSS,

KOTOPbI paccunTbiBaeTcs cneayowmm obpasom: TCP MSS = Path MTU — pa3mep 3aronoska
IP — pa3smep 3aronoska TCP.

11.3.7.2. CBA3aHHaA KOHduUrypauums
BknioueHne obHapyxeHus MTU-nytun
Mo ymonuyaHuio obHapyxeHne MTU-nyTn OTKIHOYEHO.

3anyctute komaHgy ip tcp path-mtu-discovery, 4to6bl BKMOUMTE PMTUD B pexnme
rnobanbHon koHdurypaumn. B Bepcum 11.0 unm 6onee nos3gHen oHa NPUMEHSETCA TOMBKO K
npotokony IPv4 TCP. PMTUD TCPv6 Bknto4eH NOCTOSAHHO U HE MOXET ObiTb OTKIOYEH.

11.3.8. TCP Keepalive
11.3.8.1. NMpuHUKMN paboTbl

Bbl moxeTte Bkntounte TCP keepalive, 4ToObl NpoBepuTb, paboTaeT N OQHOPAHIOBLIN Yy3en
HopmanbHOo. Ecnn TCP-koHeu He oTnpaBnsieT nakeTbl Ha OPYroM KOHeL B TedeHue
onpeaerneHHoro nepnoga BpeMeHu (a MeHHo nepuoda 6e3nencTeurs), NOCNeaqHUn HaunmHaeT
HEeCKOJS1bKO pa3 nocrenosaTernbHO OTNpaBfisaTh nakeThbl Keepalive Ha nepBbid. Ecnn oTBETHLIN
naket He nonyyeH, TCP-coegnHeHne cuntaeTcs HeakTUBHBLIM, @ 3aTEM 3aKPbITbIM.

11.3.8.2. CBA3aHHaA KoHduUrypaums
BknrouyeHune Keepalive

o [lo ymonuanuio TCP keepalive oTknoueH.

¢ 3anyctute komaHgy ip tcp keepalive [interval numl] [times num2] [idle-period num3]
B pexume rnobanbHon koHdurypaumm, 4tobbl Bknounte TCP keepalive. Onncanue
napameTpa cM. B pa3gene CBa3aHHble KOMaHabI.
NMPUMEYAHME: B Bepcun 11.0 nnm 6onee nosgHen oHa npumeHsieTcs kak kK TCP IPv4, Tak u K
TCP IPv6.

NMPUMEYAHME: sTa KOMaHOa npumMmeHsieTcs kak k cepepy TCP, Tak 1 K KITMEHTY.
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11.4. HacTtpouka

HacTtpownka

OnucaHve n kKomaHAaa

Ontnmmsaumsa
MPOn3BOAUTENBHOCTU

ICcP

(ONMUMOHANBHO) ncrnosnbayeTcs ans onTumMmsaumnu
npoussoauTensHocTK coegmHennsa TCP

ip tcp synwait-time HacTponka TanmMm-ayTa ans
coeaguHeHus TCP

ip tcp window-size HacTtpouika pasmepa okHa TCP

ip tcp send-reset Hactporka oTnpaBky nakeTos
cbpoca TCP nocne nonyyeHns
COOOLIEHNN, HeOOCTYMNHbIX Ans
nopTa

ip tcp mss Hactpouka cuctembl MSS ans
nogknoyeHnsa no npotokony TCP

ip tcp path-mtu-discovery BkntoyaeT o6HapyxeHmne MTU
nyTu

O6HapyxxeHue
VCKMOYEeHUS

(HeobsizaTenbHO) ucnonb3yeTcsa Ans  onpefeneHus  Toro,
paboTaeT fim O QHOPAHIOBLIN y3en HOPMarbHO

coeanHenusa TCP

ip tcp keepalive BkntoyaeT TCP keepalive

11.4.1. OnTumusaumua npoussoguTenbHocTu TCP

11.4.1.1. Pe3ynbTaT KOH(pUrypaumm

O6ecne4veHne ontumarnbHon nponssoanTenbHocTn TCP u npegoTepalleHne hparmeHTauum.

11.4.1.2. NMpumeyaHunsn

HepocTtynHo

11.4.1.3. OTanbl KOHUrypaumm
Hactponka tanm-ayta SYN

e  OnuuoHanbHo.

e Hactponte ero Ha 06oux koHuax coeguHeHus TCP.
Hactponka pasmepa okHa TCP

e  OnuuoHanbHo.

e HactponTe ero Ha oboux koHuax coeanHeHnst TCP.

HacTtponka otnpaBku naketoB cb6bpoca TCP nocne
HeAOCTYNMHOCTU NopTa.

e  OnuuoHanbHo.

nosiy4eHuss coobweHnun o
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e HactponTe ero Ha 06oux koHuax coeanHeHust TCP.

HacTtponka MSS

e  OnuuoHarnbHo.
e HactponTe ero Ha 06oux koHUax coeanHeHust TCP.
BknroyeHne obHapyxeHua MTU-nyTtn

e  OnuuoHanbHo.
e HactpornTe ero Ha 06oux koHuUax coeanHeHust TCP.

11.4.1.4. NMpoBepka KOHUrypaumm

HepocTynHo.

11.4.1.5. CBA3aHHble KOMaHAbI

HacTtpouka Tanm-ayta SYN

KomaHga ip tcp synwait-time seconds

Onuncanne seconds: ykasbiBaeT Bpemsa oxugaHua naketa SYN. [QuanasoH

napameTpoB coctaenseT oT 5 go 300 cekyHa. Mo ymonyanuio: 20 cekyHa

Pexnm Pexwum rnobansHon koHdurypaumm

KOHpurypawmm

BcTpoeHHas B cnyyae donyga SYN cokpawieHne BpemeHn oxungaHmsa SYN cHuxaeT

nopckaska notpebneHne pecypco. OgHako oHa He paboTaeT npu HenpepbiBHOM
dnyne SYN. Ecnin yCTpOMCTBO akTUBHO 3anpalumMBaeT MoAKMoYeHne K
BHELWHEMY YCTPOWCTBY, Hanpumep, ¢ nomowbio telnet, cokpalieHue
BpemeHu oxmaarHms SYN cokpallaeT BpeMsi OxxuaaHus nonib3oBatens. B
NSIOXOMN CETU MOXHO NPOANuTb BpeMsi oxmnaaHna SYN

Hactponka pasmepa okHa TCP

KomaHga ip tcp window-size size

Onuncanne size: ykasbiBaeT pa3mep okHa TCP. [nanasoH coctasnset ot 128 go
napameTpoB (65535 << 14) 6anT. 3Ha4eHne no ymonyaHuio — 65 535 Gant

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

HacTtponka omnpaBku naketoB c6poca TCP nocne nonyvyeHus COOOLWEHUM O
HeAOCTYNMHOCTU NopTa

KomaHga ip tcp send-reset
Pexnm Pexwum rnobanbHon KoHUrypaumm
KOHpurypaumm
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BcTpoeHHas Mo ymonuaHuio BknoYeHa yHKUMSt OTnpaBkM naketoB copoca TCP npu
noackaska nony4yeHun coobLLeHnn 0 HeAOCTYNHOCTM NopTa

Hactponka MSS

Komanpa ip tcp mss max-segment-size

Onucaxve max-segment-size: ykasblBaeT MaKkCMMarslbHbIA pa3mMep CermMeHTa.

napameTpoB HnanasoH coctaBnsget ot 68 go 10000 Gawnt. MNo ymonyaHuo MSS
paccunTbiBaeTca Ha ocHoBe MTU

Pexum Pexunm rnobanbHon KoHurypaumm

KOHcpurypaumm

BcTtpoeHHas OTta KkomaHga onpegenser MSS pna yctaHoBnenus ceasu TCP.

noAckaska CornacoBaHHass MSS gna HOBOro coeauMHeHusa AormkHa ObiTb MeHbLLE,

yem MSS. Ecnu Bbl XO0TUTE yMeHbWUTb MSS, BbINONHUTE 3Ty KOMaHAy.
B npoTnMBHOM criyyae He BbIMOSHANTE HAaCTPOWKY

Hactponka o6HapyxeHusa MTU nytm

KomaHga ip tcp path-mtu-discovery [ age-timer minutes | age-timer infinite]
Onucanne age-timer minutes: ykasblBaeT MHTepBan AMs HOBOro npobupoBaHus
napamMmeTpoB nocne obHapyxeHua MTU nytu. OuanasoH coctaBndget ot 10 go 30
MUHYT. 3Ha4yeHre No ymonyaHuio — 10 MUHYT.
age-timer infinite: nocne obHapyxenna MTU nytn npobupoBaHue He
peann3oBbliBaeTCs
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm
BcTpoeHHas PMTUD — aTo anroputm, onmcaHHbin B RFC1191, HanpaBneHHbI Ha
noackaska noBbILWeHne Ko3ahULUMEHTA MCNOSb30BaHUS NOMOCkl NponyckaHud. [Mpu

npumeHeHunn npotokona TCP k nakeTHon nepedade AaHHbIX 3Ta hyHKLMS
MOXeT cnocobCTBOBATbL MOBLILLEHNIO NMPOU3BOAMNTENBHOCTM NEpedaYn.

Ecnn MSS, vcnonbdyemas Ons NOOKMIOYEHUS, MEHbLUe, YeM MOXeT
obpabotaTtb ogHopaHroBoe coeauHeHue, To MSS Gonblero pasmepa
OyaeT ucnonb3oBaTbCA KaKAbl pa3, Korga uctedeT BpemMsi TarmMepa.
Tanmep ycTtapeBaHus npegctaBnsieT cobon BPeMEHHOW WHTepBan, B
TeyeHne kotoporo TCP ouenmBaetr MTU nytm ¢ nomowbio 6Gonee
kpynHon MSS. [llpouecc obHapyxeHusi ocTaHaBnuBaeTcs, ecrnv nmbo
cuctema otnpaeBnsemon MSS umeeT TakoM ke pasmep, Kak
cornacoBaHHasi OAHOpaHroBas ceTb, NMMOO NOMb3oBaTeslb OTKIYUI
Tanmep Ha MapLupyTmusatope. [ng oTKNioYeHNs TamMmepa ycTaHoOBUTE ero
Ha infinite
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11.4.1.6. NMpumep KoHdUrypaumm

BknroyeHune obHapyxeHua MTU nytu

OTanbl Bkntounte PMTUD ansa coeanHeHusa TCP. BeiGepnte HacTporiku Taimepa
KOHcpurypauum BO3pacTa o yMosi4aHuio

QTECH# configure terminal

QTECH(config)# ip tcp path-mtu-discovery

QTECH(config)# end
MpoBepka 3anyctute komaHgy show tcp pmtu, 4tobbl otobpasuTts IPv4 TCP PMTU
KOHUrypauum

QTECH# show tcp pmtu
Number Local Address  Foreign Address PMTU
1 192.168.195.212.23 192.168.195.112.13560 1440

3anyctute komaHay show ipv6 tcp pmtu, 4tobbl otobpasnte IPv6 TCP
PMTU

QTECH# show ipvé tcp pmtu
Number Local Address  Foreign Address PMTU
1 1000::1:23 1000::2.13560 1440

11.4.2. OGHapyXeHune ucknryeHmsa coeguHeHmnsa TCP

11.4.2.1. Pe3ynbTaT KOH(pUrypaumm

MpoBepbTe, paboTaeT N OQHOPAHIOBbLIN y3eST HOPMarbHO.

11.4.2.2. 3Tanbl KOHPUrypaumm

BknitoueHne TCP Keepalive

e  OnuuoHanbHo.

11.4.2.3. CBA3aHHbIe KOMaHAbI

BknitoueHne TCP Keepalive

KomaHga ip tcp keepalive [interval num1] [times num2] [idle-period num3]
Onuncanne interval numl: ykasbiBaeT WHTepBan oOTnNpaBkM nakeToB keepalive.
napameTpoB Owana3soH coctaBngeT oT 1 00120 cekyHa. o ymonyaHuio: 75 cekyHA.

times num2: ykasblBaeT MakcumanbHOE BpeMs OTNPaBKM MaKETOB
keepalive. inanasoH coctasnset oT 1 go 10. No ymonyaHuio: 6.
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idle-period num3: ykasblBaeT BpeMd, Korga OOHOPAaHroBblA y3en He
OTNpasrseT NakeTbl Ha JOKanbHbLIA KOHeL, OHO cocTasnseT oT 60 go
1800 cekyHAa. 3HayeHWe No ymonyaHuio coctaenseT 15 MuHyT

Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypaumm

BcTpoeHHas Bbl moxeTe Bkntounte TCP keepalive, 4ToObl npoBepuTb, paboTaeT nu

noackaska OAHOPAHroBLIN y3en HopmanbHO. [aHHas dyHKUMSA BbIKNOYEHaA MO
YMOMYaHMIo.

Mpennonoxum, 4To nonb3oBaTenb BKNtovaeT yHKUnio keepalive TCP ¢
HacTpoMkaMmn WHTEpBana, BpPeMeHun un nepuoga 6GesgencrTBus Mo
ymon4yaHuio. Nonb3oBaTenib He MonyYaeT NakeTbl OT APYroro KoHua B
TeyeHne 15 MUMHYT, a 3aTeM HayMHaeT OoTnpaBnATb nakeTbl Keepalive
Kaxkgble 75 cekyHO B TeyeHune 6 pas. Ecnu nonb3oBaTtenb He nonyvaet
naketoB TCP, coeanHeHne TCP cuutaetca HeakTUBHbIM W 3aTeM
3aKpblBaeTcsA

11.4.2.4. NMpumep KoHdUrypaumm

BknitoueHne TCP Keepalive

OTanbl KoHUrypaumm Bknounte dyHkumo keepalive TCP Ha ycTponctBe C
WHTepBanom interval n nepuogom 6esgencteusa idle-
period, ycTaHOBNEHHbIM Ha 3 MUHYTbl M 60 cekyHq
COOTBETCTBEHHO. Ecnu nocne 4eTbipex NomnbITOK OTrpaBKu
nakeToB keepalive nonb3oBaTenb He nony4vaet naketos TCP
C Apyroro koHua, coegnHeHue TCP cuntaeTcs HeakTUBHbLIM

QTECH# configure terminal

QTECH(config)# ip tcp keepalive interval 60 times 4
idleperiod 180

QTECH(config)# end

lMpoBepka KoHUrypawmm Monb3oBaTenb BXOAUT B CUCTEMY YCTponCTBa Yepes telnet,
a 3aTteM BbIKIOYAET foKanbHOEe YCTPOMCTBO. 3anycrturte
KomaHgy show tcp connect Ha yganeHHOM YCTPOWCTBE,
4YTOOLI NPOBEPUTL, KOorga OyaeT yganeHo coeanHeHne IPv4
TCP
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11.5. KoHTpOsnb COCTOSAHUA

11.5.1. OToGpaxeHue

OnucaHue

KomaHpa

OT1obpakeHne 0CHOBHOM
MHdopmMaumm o
coeanHeHun IPv4 TCP

show tcp connect [local-ip a.b.c.d] [local-port num] [peer-ip
a.b.c.d] [peer-port num]

OT0bpaxeHne CTaTUCTUKN
coeanHeHus IPv4 TCP

show tcp connect statistics

OT1obpaxeHue MTU TCP
IPv4

show tcp pmtu [local-ip a.b.c.d] [local-port num] [peer-ip
a.b.c.d] [peer-port num]

OTtobpakeHune
nHpopmaumm o nopte TCP
IPv4

show tcp port [num]

OTtobpakeHne 0CHOBHON
MHpopmaumm o
coeaguHeHun IPve TCP

show ipv6 tcp connect [local-ipv6 X:X:X:X::X] [local-port
num] [peer-ipv6 X:X:X:X::X] [peer-port num]

OTtobpaxeHne CTaTUCTUKM
coeanHeHus IPve TCP

show ipv6 tcp connect statistics

Otobpaxenne MTU TCP
IPv6

show ipv6 tcp pmtu [local-ipv6 X:X:X:X::X] [local-port num]
[peer-ipv6 X:X:X:X::X] [peer-port num]

OTtobpakeHune
nHdopmaumm o nopte TCP
IPv6

show ipv6 tcp port [num]

11.5.2. OTnagka
NMPUMEMAHUE:

CUCTEMHbIE pEecypcCbl 3aHsATbl MPW BbIBOAE OTNAZOYHOM MHGOpMauuK.

MoaToMy, OTKIOYMTE OTNAAKY Cpa3y Nocrne UCNoNb30BaHuS.

OnucaHue

KomaHpa

OTtobpaxaeT oTnagoyHyto
MHdopmaumio o
TCPnaketax IPv4

debug ip tcp packet [ in | out] [local-ip a.b.c.d] [peer-ip
a.b.c.d] [global | vrf vrf-name] [local-port num] [peer-port
num] [deeply]

OtobpaxaeT
MHdOpMaLUMIo No oTragke
coeguHenus IPv4 TCP

debug ip tcp transactions [local-ip a.b.c.d] [peer-ip a.b.c.d]
[local-port num] [peer-port num]j
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OnucaHue KomaHaa

OTobpakaeT OTNagoyHyo debug ipv6 tcp packet [in | out] [local-ipv6 X:X:X:X::X] [peer-

nHpopmaumio o TCP- ipv6e X:X:X:X::X] [global | vrf vrf-name] [local-port num] [peer-
naketax IPv6 port num] [deeply]
OTtobpaxaeT debug ipv6 tcp transactions [local-ipv6 X:X:X:X::X] [peer-

WHdopMaLMIO MO OTnaake ipv6 X:X:X:X::X] [local-port num] [peer-port num]
coeauHenus IPve TCP

239

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTteo no Hactporke cepust QSW-4700

HacTtpoliika npotokona IPV4/IPV6 REF W

12. HACTPOUKA NMPOTOKOIA IPV4/IPV6 REF
12.1. O630p

Ha ycTponcteax, KOTOpble He NOAAEepXKMBAOT anmnapaTHyl nepecbinky, nakeTbl |IPv4/IPv6
nepecbinatTca nporpammHo. [na ontMmusaumm npon3sBognTenbHOCTM Nepechisikn Ha OCHOBE
nporpammHoro obecneveHnsa, obopymoBaHne QTECH wucnonb3yeTr akcnpecc-nepechbisiky
IPv4/IPv6 ¢ nomoLubio doyHKumMoHana REF.

REF noppepxvBaet aBe Tabnuubl: Tabnuuy nepecbinkn u tabnuuy cmexHoctu. Tabnuua
nepecbifikn UCNoNb3yeTcs ANs XpaHeHus MHopmauun o MapupyTe. Tabnuua cMmexHOCTH
ocHoBaHa Ha Tabnuue ARP n Tabnuue cocegen IPv6 1 cogepxmt nHcopmaumio o nepesanmcu
ypoBHA 2 (MAC) ansa crnepyrowlero nepexoaa.

REF wucnonbayetcsa Aons aktuBHOro paspelueHus next hop-os n peanusaumm 6anaHcupoBKM
Harpysku.

12.2. NpumeHeHne

NMpumeHeHne OnucaHue
BanaHcmnpoBka Bo Bpemsi ceTeBon mapLipyTu3auum, korga npedukc MapupyTa
HarpysKku CBA3aH C HecKonbkuMu cregyrowmmn nepexogamn, REF moxet

peanu3oBaTb  06anaHCUpPOBKY  Harpysku Mexay  HeCKOSbKUMM
cnegylowmmn nepexogamu

12.2.1. BanaHcupoBKa HarpysKku

12.2.1.1. CueHapun

Kak nokasaHo Ha PucyHke 67, npedwmkc mapwipyta cBadaH c Tpems next hop-amu Ha
Mapwpytmnsatope A, a umeHHo: Link 1, Link 2 n Link 3. MNo ymonuanmio REF peanuayet
©anaHcMpoBKy Harpy3kum Ha ocHoBe IP-agpeca HasHadeHusi. BanaHcupoBKa Harpyskm MoxeT
ObITb peanu3oBaHa Takke Ha ocHoee IP-agpeca nctoyHuka n IP-agpeca HasHauyeHus.

PucyHok 12-1.

A — 9TO MapLupyTU3aTop, Ha KoTopoM BbinonHaeTca REF.

240

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTteo no Hactporke cepust QSW-4700

HacTtpoliika npotokona IPV4/IPV6 REF W

B, C u D — nepepatoLine ycTponcTea.

12.2.1.2. OnucaHue

3anyctute REF Ha maplpyTusaTtope A.
12.3. KntouyeBble 0COO6EHHOCTHU

12.3.1. ba3oBble KOHLUenumu

REF IPv4/IPv6 BKkrntoYaeT crneytolme OCHOBHbIE MOHATUS:
Tabnuua mappyTusauum

B Tabnuue mapwpyTtusaumm IPv4/IPv6 cogepxaTtca MaplpyTbl K onpefeneHHbiIM MecTam
Ha3Ha4eHus u ceefeHns o Tononorun. Bo Bpems nepechkiniku naketoB REF IPv4/IPv6 BeibupaeT
nyTW Nnepegayn NnakeToB B COOTBETCTBUM C Tabnuuen mapLupytmsaummn.

CocepnHum ysen

CocegHuin y3en coaepXuT MHGOPMaLMIO O BbIXOAHOM MHTepdberice 0 MapLupyTU3NPyeMbIX
naketax, Hanpumep, criegylowmin nepexoq, cregywowmn obpabaTbiBaeMbli KOMMNOHEHT U
MHKaNCynsAuMIo Ha ypoBHe kaHana. Korga nakeT comocTaBfneH C COCeAHUMM Y3roMm, naket
WHKancynupyeTcs M 3aTemM nepecbinaetcs. [Ana 3anpoca nm 0OHOBMEHUS CMEXHYy Tabnuuy
Yy3MOB 4acTo OpraHu3yloT B xewTabnuuy. [Ona nogaepxkn 6GanaHCUPOBKM HArpysku Mpu
MapLUpyTM3aLmMmn nHopMaLmsa O crneayroLlem nepexoae ynopsgoveHa B 3anncy 6anaHcnpoBky
Harpyskun. CocegHuin y3en He MOXeT cogepxaTb nHopmanmio o next hop. OH MOXET cogepxaTtb
WHOEKCbl CrneayloLlmMx KOMMOHEHTOB (Hanpumep, ApYyrMe JIMHEnHble KapTbl U KapTbl C
HECKONbKUMM CEPBUCHBIMW KapTami), koTopble byayT obpabaTbiBaThCs.

AKTUBHOe pa3pelueHue

REF nopgpepxumBaeT paspewlenne cregywowero nepexoga. Ecnm MAC-agpec cnepytoLlero
nepexoga HeussecteH, REF 6ygeT akTMBHO paspewaTb cnegyiowmni nepexoq. IPv4 REF
3anpalunBaeT paspelueHne cregyrowero nepexoga ona mogynsa ARP, a IPv6 REF npumeHseT
ND-mofyrnb K paspeLleHuto.

MyTb nepeagpecaunmn nakeToB

MakeTbl MepecbinaloTcsl Ha ocHoBe agpecoB IPv4/IPv6. Ecnn ykasaHbl agpeca IPv4/IPv6
NCTOYHMKA N HA3HAYeHWNs NakeTa, onpeaenseTca NyTb NEPECHINKN 3TOro NakeTa.

12.3.2. MonnTnKn 6anaHCUpPOBKU Harpy3Ku

BanaHcupoBKka Harpy3ku HacTpoeHa Ha pacnpeferieHvMe HarpyskM Tpaduka mexay
HECKOIbKMMW CETEBLIMMW KaHanamu.

12.3.2.1. NMpuHUKMN paboTbl

Mo ymonyaHuto kOMMyTaToOp nogaepXuBaeT NONUTUKM GanaHCUMPOBKW Harpy3km Ha OCHOBE
IP-agpecoB HasHayeHus. B mogenu REF npedmkc maplipyTa cBasaH ¢ HeckonbkMn Next Hop,
ApYyrMmMmn cnosamu, 3TO MapLipyT C HeCcKonbkuMu nytamu. MapwpyT 6yaeT cessaH ¢ Tabnuuen
OanaHCcMpOBKM Harpysku M 6anaHCUPOBKOM Harpy3km Ha ocHoBe Beca. Ecnu naket IPv4/IPv6
COOTBETCTBYET 3anucn 6anaHCMpOBKM Harpysku, OCHOBAHHOW Ha CamMOM AfIMHHOM COBMageHun
npedukco, REF BbinonHseT pacyeT xawa Ha ocHoBe |IPv4/IPv6-agpeca nakeTa u BblbupaeT
nyTb ANSA NEePECHISIKM NakeTa.

12.4. HacTtpouka

Mo ymonuaHuio KOMMYyTaTop noadepxuBaeT GanaHCUPOBKY HarpyskuM Ha OCHOBE afpecoB
HasHaudeHus. BbinonHuTe crneaytowme KOMaHabl Anst KOHTPOMSI COCTOSIHUS.
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12.4.1. OTo6paxeHue ctatuctukm naketos REF

CraTtuctmnka REF-nakeToB BkntovaeT B cedsi KONMYECTBO nepecbliaeMblX NAKeToB N KOJIN4EeCTBO
OT6pOIJJeHHbIX NakeToB MNO pa3HbiM MPpUYNHAM. MoxxHo onpegenntb, 6y,EI,yT 1IN NaKeTbl
nepecbiaTbCA B COOTBETCTBUN C OXKUOAHUAMMN, OT06pa3I/IB N O4YNCTUB CTATUCTUKY REF-nakeTos.

KomaHpa OnucaHue

show ip ref packet statistics OTtobGpaxaeT ctatuctuky naketos IPv4 REF
clear ip ref packet statistics YpansieT ctatuctuky naketos IPv4 REF
show ipv6 ref packet statistics OTobpaxaeT ctaTucTmky naketos IPv6 REF
clear ipv6 ref packet statistics YpansieT ctatuctuky naketoB IPv6 REF

12.4.2. OToGpaxeHne nHpopmMaLumum o CMeXHOCTHU

[nsa oTobpaxeHns nHpopmauum 0 CMEXHOCTN MOXHO BbINOMHUTL Cneayowme KOMaHabi:

KomaHpa OnucaHue

show ip ref adjacency [glean | local || OtobpaxaeT yaganeHHble  CMEXHOCTH,
ipaddress | {interface interface_type nokarnbHble CMEXHOCTH, CMEXHOCTH
interface_number ) | discard | statistics] yKasaHHoro IP-agpeca, CMEXHOCTW,

CBsi3aHHble C yKasaHHbIM MHTepdencom, un
BCe CMeXHble y3nbl B IPv4 REF

show ipv6 ref adjacency [glean | local | ipv6- | OToBpaxaeT yaOaneHHble  CMEXHOCTW,
address | (interface interface_type | nokanbHble CMEXHOCTU, CMEXHOCTU
interface_number) | discard | statistics] ykaszaHHoro agpeca IPv6, cmexHocTy,
CBsi3aHHble C YKasaHHbIM MHTepencom, n
BCe cMmexHble y3rbl B IPv6 REF

12.4.3. OTo6paxeHne nHpopmaumm o6 aKkTMBHOM pa3peLueHnmn

Ona oTtobpaxeHns Next Hop-oB, KoTopble HEOOXOAMMO paspeLlnTb, MOXHO BbINOMHUTL
criegytoLme KoMaHabl:

KomaHaa OnucaHue
show ip ref resolve-list OTobpaxeHne criegyrowlero nepexona ans paspeLleHns
show ipv6 ref resolve-list OTobpaxenne Next Hop onsi paspellenns

12.4.4. OTob6paxeHue nHopmauumm o Nyt nepeagpecauum naketos

MakeTbl nepecbinalTca Ha ocHoBe agpecoB IPv4/IPv6. Ecnn ykasaHnbl agpeca |IPv4/IPv6
NCTOYHMKA N Ha3HaYeHWs nakeTta, onpegenseTca NyTb NEpPeChIIKM 3TOro naketa. BoinonHute
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cnefylolme KOMaHObl M YKaxute agpeca MCTOMHMKA M HasHadeHus |IPv4/IPv6 naketa.
OTobpaxkaeTcsa NyTb NEPECHLINKN NakeTa, HanpumMmep, nakeT oTbpackiBaeTcs, OTNpPaBnAeTCcAa Ha
LM nnu nepeckinaetcs. Kpome Toro, otobpaxkaeTcsi MHTEpdENc, KOTOPLIN NepechinaeT naker.

KomaHpa

OnucaHue

show ip ref exact-route [oob | vrf vrf_name]
source-ipaddress dest_ipaddress

OTobpaxaeT nyTb Nepecbisiki nakeTta. oob
yKasblBaeT BHEMOJIOCHYIO CEeTb yNpaBreHns

show ipv6 ref exact-route [oob | vrf vrf-name ]
src-ipv6-address dst-ipv6-address

OToGparkaeT nyTb Nnepecbisiki nakeTa IPv6.
oob  ykasblBaeT BHEMOJIOCHYKD  CeTb
ynpasneHns

12.4.5. OTo6paxeHune nHpopmaumm o mapwpyrte B Tabnmue REF

[Onsa otobpaxeHus uHGopmaumm o mapuwpyTe B Tabnuue REF BbinonHuTe cnepywowime

KOMaHObl:

KomaHpa

OnucaHue

show ip ref route [vrf vrf_name] [default | {ip
mask}| statistics]

OTob6paxeHne nHdopmaumm 0 MapLupyTe B
Tabnuue REF IPv4. MapameTp default
yKasblBaeT MapLIpyT Mo yMOMn4yaHuio

show ipv6 ref route [vrf vrf-name ] [
default | statistics | prefix/len ]

OTobpaxeHne nHpopmaLmm o MapLupyTe B
Tabnuue REF IPv6. MNapameTp default
yKasbiBaeT MapLUPyT MO YMONYaHUIO

(@ arecy
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13. ObWWAA NTHPOPMALIUA

13.1. NapaHTNAa u cepBuc

Mpouenypa n HeobxoanMble OENCTBUSA MO BONpOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMUTbCS C MHCpOPMaLMen No Bonpocam TECTUPOBaHNSA 060OPYyAOBaHMS MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

13.2. TexHn4yeckasa nogaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpocax, Kacawwmxcsi Hawero obopyaoBaHusi, TO
MOXKETe BOCMONb30BaTbCA pa3ferioMm TeXHMYeckon noaaepXku nonb3oBaTenenn QTECH Ha
Hawwem cante www.qgtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

13.3. AneKkTpoHHaA Bepcusa AOKYMEHTa
[aTa nybnunkaumn 03.03.2025

https://files.qtech.ru/upload/switchers/QSW-4700/QSW-
4700 _ip_address_app_config_guide.pdf
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