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1. HACTPOUKA SNMP
1.1. O630p

MpocTon npoTtokon ynpasneHus ceTtoto (SNMP) ctan ctangapTom ynpasneHus cetbto RFC1157
B aBrycte 1988 roga. B HacTosilee BpeMs, NOCKOSbKY MHOMMe MOCTaBLUMKM NOAAEPXKUBAIOT
SNMP, SNMP pakTnyeckn ctan ctaHgapTOM ynpaBreHust CeTbi U MPUMEHMM K cpefe, B
KOTOPOW B3aMMOCBSI3aHbl CUCTEMbI pasfn4YHbIX NocTaBLuKoB. Mcnonb3ys SNMP, ceTtesown
aAMUHUCTPATOP MOXET peanu3oBaTb OCHOBHble IYHKUUKM, TakMe Kak 3anpoc MHgopmaummn o
ceTeBblX Yy3nax, KOHdurypauus ceTtn, OOHapyXeHMe HeucnpaBHOCTEN, NaHWpOBaHWNE
NPOMNYCKHOM CMOCOBHOCTK, @ TaKkke MOHUTOPUHT 1 YNpaBreHne CceThbio.

Bepcun SNMP
B HacTosee BpemMs nogaepxusarotca cnegyrowme sepcum SNMP:

e  SNMPv1: nepeas odmumnansHaa sepena SNMP, onpegeneHHaa B RFC1157.

o SNMPV2C: apxutekTypa ynpasneHns SNMPv2 Ha ocHOBe community, onpefeneHHas
B RFC1901.

e SNMPv3: SNMPv3 obecrneuvBaeT creaywowme @yHKUMn 6e3onacHoCcTM nyTem
naeHTumKaumm 1 WNpPoBaHUs OaHHbIX.

1. O6ecneyeHune TOro, YTOObLI 4aHHbLIE HE ObINM NogAenaHbl BO BpeMs nepegayu.
2. ObecneyeHune nepefayn gaHHbIX U3 feranbHbIX MICTOYHMKOB OAHHbIX.
3. WwndposaHne nakeToB n obecneveHne KOHPNOEHLMANBHOCTU OAHHbIX.

1.1.1. MpoToKonbl U cTaHAapPThbI

e RFC 1157. lNpocTon npoTtokon ynpasneHus cetbio (SNMP).

e RFC 1901. BeegeHne B SNMPv2 Ha ocHoBe cooOlLlecTBa.

o RFC 2578. CtpykTypa nHdopmauum ynpasneHus, sepcus 2 (SMiv2).
e RFC 2579. TekctoBble cornaweHus ana SMiv2.

o RFC 3411. ApxutekTypa Afsi onnucaHus MHgpacTpykTyp ynpaeneHus Simple Network
Management Protocol (SNMP).

e RFC 3412. O6paboTka 1 oTnpaBka COOOLLEHMIA 4SS MPOCTOro NPOTOKONa ynpaeneHus
cetbto (SNMP).

o RFC 3413. lNpunoxeHnst NpocToro npoTtokona ceteroro ynpaeneHns (SNMP).

e RFC 3414. Mogenb 6e3onacHocTu Ha ocHoBe nonb3oatenen (USM) aons sepcun 3
NpoCTOro NnpoTokona ynpaeneHus cetbio (SNMPv3).

e RFC 3415. Mogenb ynpaeneHus goctynom Ha ocHoe View (VACM) onsi npoctoro
npoTokona ynpaeneHus cetoio (SNMP).

e RFC 3416. Bepcusa 2 NnpoTOKOMbHbIX onepaunin ans npoctoro NpoTokona ynpasneHust
cetbto (SNMP).

e RFC 3417. TpaHCnopTHblIE COMOCTaBEHUA ONA NPOCTOro MPOTOKONa ynpasneHus
ceTbto (SNMP).

e RFC 3418. basa ynpasnstowen uHdopmaumm (MIB) gns npoctoro npoTokona
ynpasnenna cetbto (SNMP).

e RFC 3419. TekcToBble cornalweHust ans TpaHCNopTHbLIX aapecos.
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1.2. NMpunoxeHus

MpunoxeHune OnucaHue

YnpaBneHnve ceteBbiMu | CeTeBble YCTPOMCTBA YyNPaBNATCA U KOHTPONMUPYOTCS Ha
ycTponcTtBamm Ha ocHoBe SNMP | ocHoBe SNMP

1.2.1. YnpaBrneHue ceTeBbIMU YCTPONCTBaMU Ha ocHoBe SNMP

1.2.1.1. CueHapun

BosbmeM B kayecTBe npumepa crneayrowmn pucyHok. CeteBoe yCTPOMCTBO A ynpaBnsieTca u
KOHTPONMPYyeTCs C NOMOLLBLIO ceTeBOro MeHemxepa SNMP.

=

PC

PucyHok 1-1.

A — 3TO CeTeBO€ YCTPOMCTBO, KOTOPbIM HEOBX0AMMO YNpaBnsiTh.
MK — aT0 cTaHUus ynNpaBneHns CeTbHo.

1.2.1.2. Pa3BepTbiBaHue

CtaHuma ynpaBneHusi ceTblo MOAKMYaeTCs K ynpasrsiemMbiM ceTeBbiM ycTponctBam. Ha
CTaHUuKU ynpaeneHus CceTbil MOoMb3oBaTeNU Mnony4alwT AOCTyn K MHOpMauuoHHon 6Gase
ynpaeneHna (MIB) Ha ceTeBbiX yCTpoucTBax 4Yepe3 aucnetyep cetm SNMP wn nony4aioT
coobLeHns, akTMBHO OTNpaBnseMble CeTeBblIMW YCTPOWCTBaMM, [ANS YyhpaBrneHus W
MOHUTOPUHra ceTeBbIX YCTPOUCTB.

1.3. dyHKUUMN

1.3.1. basoBble KOHUeNnThbl

SNMP — 3T0 NpoTOKOM NPUKIIAgHOro ypoBHS, paboTtatowmi B pexnme C/S. OH cocTouT u3 Tpex
yacTemn:

o  SNMP-meHexep cetu
e  SNMP-areHt
e MIB

PucyHok 1-2 nokasbiBaeT B3aMMOCBA3b Mexay cuctemon yrnpasreHusi ceTbto (NMS) n areHTom
ynpaBneHnsa ceTblo.
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Communication
—Dperating@
WS —Operating—m- Agent
M tifying—— *ll—NutifyingAQ
PucyHok 1-2.

SNMP-meHenxep cetn

CeteBont MeHepkep SNMP — 31O cuctema, KoTtopasi ynpasnsieT U KOHTpOnupyeT ceTb Ha
ocHoBe SNMP un Takxke Ha3biBaeTcsa NMS.

SNMP-areHT

AreHT SNMP (manee — areHT) — 93TO nporpammHoe obecnedeHune, paboTawoliee Ha
ynpaensembix yctporcteax. OH oTBevaeT 3a nony4vyeHme, obpaboTky 1 pearnpoBaHmne Ha nakeTbl
MOHUTOPKHIa u ynpasneHuns ot NMS. AreHT Takke MOXET aKTUBHO OTMNpaBnsiTb COOOLLEHUS B
NMS.

MIB

MIB — aTo MHdopMaumoHHasa 6asa ynpasneHus BUpTyanbHOW CeTbio. YNpaBnsemble ceTeBble
YCTPOWCTBaA cogepxaT MHoro uHdopMaumn. YToObl OAHO3HAYHO MAEHTUOUUMPOBATL
KOHKpeTHbIM 6ok ynpaenennsa cpean naketoB SNMP, MIB wucnonb3yeT ApeBOBULHYIO
nepapxmyeckyro CTpykTypy. Yanbl B gepeBe 0603Ha4aloT KOHKPETHble eQuHWLbI YynpaBreHus.
Ctpoka uncp MOXeT MCNonb3oBaTbCA ANS YHUKanNbHOW uAaeHTUUKauum cuctembl Grioka
ynpaBneHnsa cpean ceteBbiX YCTponcTB. MIB npeacrtaenseT cobon Habop naeHTUdmMKaTopoB

ceTeBbIX YCTPOWUCTB.

[ccite (o) | [iso1) | [ joint-iso-ccitts) |
mlud organization(3) |
|

internet(l) (1.3.6.1)

[ gizectary(l) | | wont(2) | [ operimental(d) | |private(d) | |security(s)| [ smpv2(6) |
[mib-2(1){1.3.6.1.2.1) | | enterprise s(1){1.3.6.1.4.1} |
| systemi) | [interface(?) || at(3) | | apid) | [icp(® | [tep() | [udp(7) | [egp(T)

PucyHok 1-3. [lpeBoBuaHasa nepapxmyeckas CTpykrypa
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1.3.2. Tunbl onepauuun

OnpepeneHo wecTb TUMNOB onepauun ans obmeHa nHdopmaumen mexagy NMS u areHToM Ha
ocHoBe SNMP:

Get-request: NMS un3BnekaeT 04HO UM HECKOSbKO 3HAYEHUI NapaMeTpoB M3 areHTa.

Get-next-request: NMS wn3Bnekaet 3HayeHue napameTpa psgoM C OOHAM  WUIK
HEeCKONbKUMM NapamMeTpamMm OT areHTa.

Get-bulk: NMS un3BnekaeTt nakeT 3Ha4YeHWUn NapaMeTpoB U3 areHTa.
Set-request: NMS ycTaHaBnuBaeT O4HO UMM HECKOMBbKO 3HAYEeHUIN NapamMeTpoB areHTa.

Get-response: areHT BO3BpallaeT OOHO WM HECKONbKO 3HA4YeHUn napamMeTpos,
KOTOpble NpeacTaBnsaT cobon onepauun B OTBET Ha TPU onepaumn, BbiMOMHEHHbIE
areHToMm B NMS.

Trap: areHT aKTMBHO OTNpaBnseT coobuieHue, YTobbl yBeaoMuTb NMS o ToM, 4TO
npoucxoauT.

MepBble yeThblpe naketa otnpaesndoTca NMS-areHTy, a nocnegHue ABa naketa OTnpaBnsoTCA
areHtoMm NMS. (MpumedvarHne: SNMPv1 He nopgaepxuBaet onepaumto Get-bulk.) PucyHok 1-4
OMMCbIBaET onepauuu.

SMNMP management
process SNMP agent process

get-request »+ UDF Port 161
get-regponge

et -Next-requidst

=+ LIDP Port 161

= get-response

At »4 UDP Port 161
get-responsa I

trap

UDP Port 162 e

PucyHok 1-4. Tunbl naketoB SNMP

Tpwn onepaumu, BbinonHaemble NMS Ha areHTe, M onepauuy OoTBeTa areHTa OCHOBaHbl Ha
UDP-nopte 161. Onepauus trap, BbiNnofHseMasi areHToM, ocHoBaHa Ha UDP-nopte 162.

1.3.3. O630p

OcobeHHOCTb OnucaHue

OcHoOBHbIE AreHT SNMP HacTpanBaeTca Ha CeTEBbIX YCTPONCTBAX ANS peanvsaumm
dyHKummM SNMP OCHOBHbIX (PYHKUWIA, TakKMX KaK 3anpoc MHgopmauumn o ceTeBbIX y3nax,

KOHdUrypaums cetu, obHapyxeHue HeucrnpaBHOCTEN W MNaHMpoBaHWe
€MKOCTU
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Ocob6eHHOCTb OnucaHue

SNMPv1 n SNMPv1 n SNMPv2C wucnonb3ytoT apxutektypy 6e3onacHoCcTM Ha

SNMPv2C OCHOBE community, BKMYaa UMs ayTeHTUMKaUMM 1 paspeLleHne Ha
aocTyn

SNMPv3 SNMPv3 nepeonpegensiet apxutektypy SNMP, a uMmeHHO paclumpseT

dyHKumMn BesonacHocTu, BkMo4as Mogenb 6esonacHOCTM Ha OCHOBE
nons3oBarternen uU mogernb ynpasneHuss AOCTYNOM Ha ocHoBe View.
Apxutektypa SNMPv3 yxe BkntovaeTr Bce QyHkumn SNMPv1 n
SNMPv2C

1.3.4. OcHoBHble pyHKUMu SNMP

1.3.4.1. NMpuHUKUN paboTbl

Pabouun npouecc

BsaumopgencTteme no npotokony SNMP aBnseTcs OoTBETHbIM B3ammopenctenem (06 obmeHe
naketamu cMm. PucyHok 1-4). NMS akTmBHO oTnpaBnsaeT areHTy 3anpochl, BKrtoyasa Get-request,
Get-next-request, Get-bulk n Set-request. AreHT nony4aeT 3anpochl, BbIMNOMAHSAET onepaumm u
Bo3BpallaeT Get-response. VlHorga areHT akTMBHO oTnpaBnsaeT coobleHune trap n coobLueHve
Inform B NMS. NMS He HyxHO oTBe4aTb Ha coobLieHune trap, HO HeOBXOAMMO BEPHYTb areHTy
oTBeT Inform. B npoTMBHOM criydae areHT NOBTOPHO oTnpasnseT coobuieHne Inform.

1.3.4.2. CBAA3aHHasA KOHcurypaums

OKpaHupoBaHue Unu oTkn4YeHne areHta SNMP
Mo ymonyaxuio pyHkuma SNMP BkroYeHa.
KomaHga no snmp-server ncnonb3dyetca ans oTknodeHnst areHta SNMP.

KomaHga no enable service snmp-agent ncnonbayetcs A NPSIMOro OTKIOYEHWsI BCEX Cryx0
SNMP.

Hactpoika ocHOBHbIX napameTpoB SNMP

Mo ymonyaHuio nHcpopmaums 0 pexmnme KOHTakTa CUCTEMbI, PacroNOXeHUM CUCTEMbI U CETEBOM
anemeHTe yctponcTtea (NE) nycta. CepuinHbii Homep no ymonvaHmio — 60FF60, makcumanbHas
ANMHa nakeTa no ymonyanuio — 1572 6anta, a ugeHtudukatop nopta UDP no ymonyaHuio ang
cnyx6el SNMP — 161.

KomaHga snmp-server contact ucrnonb3yeTcsi Al HACTPOWKM MNWU yaaneHust CUCTEMHOro
pexuma KoHTaKTa.

KomaHga snmp-server location wucnonb3yeTca AN HAacTpoOMKM WM yOaneHust
MEeCTOMNOSOXEHMUSI CUCTEMBI.

KomaHga snmp-server chassis-id ncnonb3ayetcsa ans HaCTpOMKM CEPUNHOTO HOMEpPa CUCTEMBI
NN BOCCTAHOBIIEHUS 3HAYEHWSI MO YMOMYaHUIO.

KomaHga snmp-server packetsize wucnonb3dyeTcss ANl HACTPOMKM MaKCUManbHOM ANUHbI
nakeTa areHTa unmn BOCCTAHOBIIEHNS 3HAYEHUS MO YMONYaHUIo.

Komanga snmp-server net-id ncnonb3dyerca Ans HaCTPOMKW UM yaaneHus nHdopmauun o
CEeTEeBOM 3rieMeHTe YCTPONCTBaA.

Komanga snmp-server udp-port ncnonb3dyeTca ansa yctaHoBKU naeHtudukatopa UDP-nopTa
cnyx6bl SNMP 1nm BOCCTaHOBNEHUSA 3HAYEHMS MO YMOSTHYaHMIO.
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Hactpouka agpeca yana SNMP
Mo ymonyaHuio xocT SNMP He HacTpoeH.

KomaHaa snmp-server host ncnonbsyetca ans HacTponku agpeca ysna NMS, Ha KOTopbIn
areHT akTUBHO OTNpaBnsAeT COObLUeHNs, UnNn AN yaaneHus ykasaHHoro agpeca ysna SNMP. B
COOOGLLEHNSIX, OTNPABSIEMbIX Ha XOCT, MOryT BbITb NpuBa3aHbl Bepcus SNMP, npvHumatoLwmin
nopT, UMs ayTeHTuduKaumm unv nonb3osaTenb. JTa KOMaHOa WMCMNONb3yeTcs C KOMaHOowW
snmp-server enable traps Ans akTMBHOW oTnpasku coobuieHnn trap B NMS.

YcTtaHoBKa napameTpoB COOOLUeHUs trap

Mo ymonyannio SNMP He paspelueHO akTUBHO OTnpaBnsTb trap-coobueHne B NMS, dyHKLmA
otnpaBkn Link Trap-coobuweHna Ha uHTepdence BKAOYEHA, QYHKUMA  OTMAPaBKK
trap-coobLeHnss 0 nepesarpyske CUCTEMbI OTKMOYEHa, a trap-cooblleHne He HeceT nwboe
YacTHoe norne.

Mo ymonyaHuWio B KavecTBe WCXOOHOro agpeca wucnonedyetcs IP-agpec vHTepdpenca, Ha
KOTopbI oTnpaensaoTcs nakeTsl SNMP.

Mo ymonyaHuio gnvHa odepean coobuieHuin trap coctaBnseT 10, a wmHTepBan OTNpaBKu
coobueHusa trap coctaenseT 30 cekyHA.

KomaHga snmp-server enable traps ucnonb3yetcsa Ana BKOYEHUS UM OTKITHOMEHUSA areHTa
ONs1 akTMBHOWM oTnpaBku coobueHuns trap B NMS.

KomaHnga snmp trap link-status ncnonb3yetca Ans BKAOYEHUS UMK OTKOYEHUS OYHKLMK
oTnpasku coobueHuns Link Trap Ha nHTepdence.

KomaHnoa snmp-server trap-source ucrnonb3yeTtca AnA YyKasaHua WUCcxXoOHoro agpeca And
oTnpaBKu COOBLLEHMI NN 1151 BOCCTAHOBEHUST 3HAYEHNS MO yMOI4aHuto.

KomaHga snmp-server queue-length wncnonb3yetcda Ans yCTaHOBKM OSIMHbI  o4epeaun
coOoO6LLEeHN trap unu 4Nsa BOCCTAHOBMEHUSA 3HAYEHUS MO YMOJTHYaHMIO.

KomaHga snmp-server trap-timeout ucrnonb3yeTcs Ans YCTAHOBKM WMHTepBana OTNpaBKu
trap-cooBLLEeHNA UNW NS BOCCTaHOBMEHMS! 3HAYEHUSI MO YMOSYaHMIo.

KomaHga snmp-server trap-format private ncnonbsyetcs ans yCTaHOBKW WUSIM OTKITHOYMEHUS
hyHKUUN NepeHoca NpMBaTHbIX MONEN B trap-cOOBLLEHNN NpY €ro OTNpPaBke.

KomaHga snmp-server system-shutdown ucnonb3yeTtcs Ans BKIOYEHUS UMK OTKIOYEHMS!
(byHKUMM OTNpaBKM cOOBLLEHNS trap nepe3arpy3kn CUCTEMbI.

1.3.5. SNMPv1 1 SNMPv2C

SNMPv1 n SNMPv2C ucnonb3yoT apxuTekTypy 6e3onacHocTM Ha OCHoBe coobLuecTea
(community-based). AOMUHUCTpATOP, KOTOPLIN MOXET BbINOMHATL onepauun ¢ MIB areHTa,
OrpaHUYeH NyTeM onpeaeneHns agpeca xocta u UMeHu ayTeHTMdmkaumm (CTpoka coobLlecTsa).

1.3.5.1. NMpuHUKMN paboTbl

SNMPv1 1 SNMPV2 onpegensitot, UMeeT N agMUHUCTPaATOp NpaBO MUCMONb30BaTh OOBEKTDI
MIB, ncnonb3ysa uma ayteHtudukauun. Mma ayteHtudomkaumm NMS gormkHO coBnagaTb C
UMeHeM ayTeHTudukauumn, onpegeneHHsIM B yCTpOMCTBax.

SNMPv2C gobaensieT mexaHmam onepauumn Get-bulk n moxeT Bo3Bpallate 6onee nogpobHbie
Tunbl coobuweHnn o6 owmbke Ha ynpasndawowylo pabouyto ctaHuuo. Onepaumsa Get-bulk
BbIMNOMHAETCS ANA MNOMyYeHus BCerW WHopmaumm 13 Tabnuubl UnyM nosnyveHust 6onbLIoro
KonnyectTBa [AdaHHbIX 3a pas, uYToObl YMEHbLUMTb KONMMYECTBO OTBETOB Ha 3amnpochl.
PaclumpeHHble BO3MOXHOCTU 00paboTkm owmnbok SNMPv2C BkntovaloT pacluMpeHue KoaoB
ownbok ansa pasnuyeHuns Tunoe owmnbok. OgHako B SNMPv1 ans owmbok npegocTtaBndeTcs
TONbKO OOMH koA, OoWwnbkn. Tenepb OWNBKM MOXHO pasnuyatb No kogam owmnbok. MNMocKomnbKy B
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ceTu MOryT CyllecTBoBaTb ynpasnsawowme paboune ctaHumu, nogaepxusatowme SNMPv1 u
SNMPVv2C, areHT SNMP JomkeH MMeTb BO3MOXHOCTb MAeHTUdMUMpoBaTb naketel SNMPv1 1
SNMPv2C 1 Bo3BpallaTb NakeTbl COOTBETCTBYHOLUNX BEPCUN.

1.3.5.2. BesonacHocTb
OLI,HO NnMA ayTeHTI/Id)I/IKaLWIVI nMmeeT cneayrouine anM6yTbIZ

o Tonbko gna urteHus (Read-only): lNpepoctaBnseT paspelleHne Ha 4YTeHue BCeX
nepemeHHbIx MIB ans aBTopn3oBaHHbIX pabounx CTaHUMi ynpaBneHus.

o YteHue-zanucb (Read-write): npegocTaBneHne paspelleHnst Ha YTeHue/3anncb BCeX
nepemMeHHbIX MIB ans aBTopn3oBaHHbIX paboymx CTaHUMn ynpaBnieHus:.

1.3.5.3. CBsAA3aHHasa KOHcurypaums

Hactpoika umeH ayteHTUchukaumm 1 npas goctyna

Pa3peLL|eHme Ha OO0CTyn no ymMmon4yaHu Ond BCeX MMeH NpoBEepKUn NOAJIMHHOCTU — TOJIbKO
yTeHune.

KomaHga snmp-server community ucnonb3yeTcd Ans HAacTPOWKW WNN yAaneHUs WMEHU
ayTeHTumKaumm n paspeLleHns Ha JoCTyn.

OTa KomaH4a sBNAETCS NepBON BaXKHOW KOMaHAoW s BKoveHns doyHKumm areHta SNMP. OH
onpegenset atpnbyTbl coobwectsa n obnacte NMS, B KOTOpon paspeLueH goctyn Kk MIB.

1.3.6. SNMPv3

SNMPV3 nepeonpegenseT apxutektypy SNMP un BkntovaeT dyHkuum SNMPv1 n SNMPv2 B
cuctemy SNMPv3.

1.3.6.1. NMpuHUMN paboTbl

AreHT NMS 1 SNMP genstotca obbektamn SNMP. B apxutektype SNMPv3 06bektel SNMP
cocToAT 13 mexaHmama (engine) SNMP 1 npunoxexHmnin SNMP. MexaHnam SNMP ncnonb3syeTcs
ONs OTApaBKM M MNOSMyYEHUSI COOOLLEHUN, MAEHTUdMKaALMM U WNdPoBaHNS MHdOPMaUMK, a
TaKkKe Ang ynpasneHuns JOCTYNoMm K ynpasnseMbiM o6bektam. MpunoxeHns SNMP oTHocATCs K
BHYTPEHHUM npunoxeHmsim SNMP, «koTopble paboTaloT € MCNONb30BaHMEM  CIyXO,
npegoctasngemMbix MexaHnamom SNMP.

SNMPv3v onpegensdeTt, MMeeT 5N Monb3oBaTeNb MNpaBO MCNOMb3oBaTb 0O0bekTbl MIB,
ncnonb3yst mogernb 6e3onacHOCTM Ha ocHoBe nonb3oBaTenen (USM). YpoBeHb GesonacHoOCTH
none3oBatena NMS gomkeH GbITb Takum e, kak y nonb3oBatend SNMP, onpegeneHHoro B
YCTPOWCTBAx, YTOObI yNpaBnsiTb yCTPOMCTBaAMM.

SNMPv3 T1pebyet, ytobbl NMS nonyyana mageHtudumkaTopbl MexaHnama areHta SNMP Ha
ycTtponctBax, koraa NMS ynpasnseTr yctponctBamu. SNMPv3 onpegensieT MexaHu3mbl
oBHapyxeHunsa n cosaaHmsa otyetoB. Koraa NMS He 3HaeT ngeHTMdmkaTopbl MEXaHN3Ma areHTa,
NMS mMoxeT cHayana oTnpaBuTb coobLleHne 06 obHapy>XeHUM areHTy, U areHT Bo3BpallaeT
oT4yeTHOe cooblieHne, coaepxawee uvaeHTUUKaTop MexaHuama. [lo3xe onepaumm
ynpasnennsa mexagy NMS v areHTOM A0MmKHbl UMETb MAEHTUUKATOP MexaHu3ma.

1.3.6.2. BesonacHocTb

SNMPv3 onpegensieT mexaHnam 6e30MacHOCTM OaHHbIX HA OCHOBE Mogenu 6e3onacHocTu n
ypoBHSA Ge3onacHocTu. B HacTtoswee Bpemsa mogenu 6esonacHocTn BkmtoyawT: SNMPVL,
SNMPv2C n SNMPv3. SNMPv3 BknoyaeT SNMPv1 1 SNMPv2C B Mmoaernb 6e3onacHoCTu.
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Moaenu n ypoBHu 6e3onacHoctn SNMPv1 n SNMPv2C

Mogenb YpoBeHb AyteHTudpukaumsa  LWudposaHue OnucaHue

6e3onacHocTM Ge3onacHOCTU

SNMPv1 noAuthNoPriv Nms Het [ocToBepHOCTb JaHHbIX

ayTeHTudmKaLmn nogTBepxaaeTcs yepes
ayTeHTUMUKALMOHHOE NMS
SNMPv2c noAuthNoPriv NUmsa Het [ocTtoBepHOCTb OaHHbIX
ayTeHTudmKaLmm noaTBepxaaeTcs yepes
ayTEeHTUMUKALMOHHOE UMS
Mopaenb 6e3onacHoct SNMPV3 u ypoBeHb 6e3onacHOCTH

Mopenb YpoBeHb AyteHTudpukaumsa LWndposaHme OnucaHue

6e3onacHocTM 6e3onacHocTU

SNMPv3 noAuthNoPriv Nms nonb3oBatens | Hert [ocToBepHOCTb OaHHbIX
noaoTBepXOaeTcs 4yepe3 UMS
nonb3oBaTtens

SNMPv3 authNoPriv MDS nnun SHA Het MpepycmoTpeH MexaHn3Mm
ayTeHTUdUKaUMM OaHHbIX Ha
OCHOBe HMAC-MD5 nnm
HMAC-SHA

SNMPv3 authPriv MD5 unmn SHA DES MpepoctaBnseTcs  MexaHu3Mm
ayTeHTUdMKauMmM AaHHbIX Ha
OoCHOBe HMAC-MD5 nnm
HMAC-SHA n MeXxaHU3m
WNPPOBaHMSA  OaHHbIX  Ha
ocHoBe CBC-DES

1.3.6.3. UpeHTpukaTOp MexaHM3IMa

NoeHTndumkatop MexaHuamMa WUCMonb3yeTca And YHUKanbHOW MOeHTUMKaUMKM MexaHusma
SNMP. lMockonbky kaxgbin 06bekT SNMP BknovaeT Tonbko oanH mMexaHuam SNMP, oguH
moayne SNMP ogHo3HayHO uaeHTudumumpyeT obbekt SNMP B OOMEHe ynpaBneHwus.
CnepoeatenbHo, areHT SNMPV3 kak CyWHOCTb OOIMKEH UMETb YHUKANbHbIA MAEHTU(UKATOP
MexaHn3ma, To ectb SnmpEnginelD.

NaeHTudmkatop CTpykTypa npeacTtaBnsiet cobon BOCbMU3HAYHYK CTPOKY (OKTET), COCTOSILLYHO
n3 5-32 6antoB. RFC3411 onpenensieT opmMaT nageHTndmrkaTopa MexaHmama:

MepBble uYeTblpe 6Gavta yKasbiBalOT MAEHTUMUKATOP HaCTHOrO

npeanpuaTUs

(BblaenenHbin IANA) nocTaBLUMKA, KOTOPbIN BblpaXkaeTcd B LUeCTHaguaTepuyHOM

dopwmare.

MaTteih 6anT ykasbiBaeT ocTaBluMecs 6anTbl:
0: 3ape3epBUpPOBaHO.

1: nocnepgHue YyeTbipe HGanTa ykasbiBatoT agpec IPv4.
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e 2:nocnegHue 16 6anToB yKkasbiBaloT agpec IPV6.

e 3:nocnegHue wecTtb 6anToB ykasbiBatoT MAC-agpec.
e 4: TekcT, cocTosAWwmiA n3 27 6anToB, onpeaensaeTcs NpoM3BoOAMTENEM.

° 5: wecTHaguaTepuyHoe 3HadeHne, cocTogdulee us 27 GanTos, KOTOpOE onpeaendaeTca
NOCTaBLUNKOM.

o 6-127: 3ape3epBMpPOBaHO.
o 128-255: cbopmatbl, yKazaHHbIE NOCTaBLLUNKOM.

1.3.6.4. CBsAA3aHHas KOHcuUrypauums

Hactponka MIB View u rpynnbl nonb3oBaTteneun
Mo ymonyaHmio HacTpoeHo oauH MIB View, n goctynHel Bce 06bekTbl MIB.
Mo ymMonyaHuto rpynna nonb3oBaTenei He HacTpoeHa.

KomaHnaa snmp-server view ucnonb3yeTcst Ans HacTpoviku unu yaanexHus MIB View, a komaHaa
snmp-server group UCNonb3yeTcs Ansi HACTPOMKN UMK yaaneHus rpynnbl Norb3oBaTenei.

MO>HO HacCTpPOUTb OAHY WM HECKONbKO MHCTPYKUMIA AN yKa3aHUs pasHbIX MMEH CcoobLLecTB,
4yTOObI CeTeBble ycTponcTea Mornu ynpaenaTecs NMS ¢ pasHbiMy pa3peLleHnsMu.

HacTtpounka nonb3oBatens SNMP
Mo yMOn4YaHU0 Nosib3oBaTesib HE HAaCTPOEH.

KomaHnaa snmp-server user ucnonb3yeTcs AN HaCTPOVKU UNW yaaneHus nonb3oBaTerns.
NMS MOXeT CBA3bIBATLCA C areHTOM, UCMONb3ys TONbKO aBTOPU30BaHHbIX MONb3oBaTeNen.

Monb3oBatens SNMPv3 MOXeT ykasaTb YypoBeHb ©OesonacHoctn (TpebytoTca nn
ayTeHTudmkaums 1 wndposaHme), anroputMm ayteHtudukaumm (MD5 wnm SHA), naponb
ayTeHTudurkaumm, napornb WndpoBaHua (B HacTosLee Bpemsa 4OCTyneH Tonbko DES) 1 naponb
LWndgopoBaHnA.

1.4. Kondurypauus

KoHdurypaums OnucaHue u KomaHaa
HacTpornka ocHOBHbIX | (O6s3aTenbHbIN) WcnonbayeTtcs ans npenocTaBneHns
dyHkumn SNMP nonb3oBaTendm gOocTyna K areHTy yepe3 NMS
enable service snmp-agent BkrtouaeT PYHKUMIO areHTa
snmp-server community VcTaHaBnvBaeT UMS
ayTeHTMMKauMM N paspelueHne
Ha gocTyn
snmp-server user HacTtpavsaet nonb3osarens
SNMP
snmp-server view HacTtpansaetr SNMP View
Hacrtpoiika ocHoBHbIx | SNMP-SErver group Hactpausaet rpynny
dyHkumn SNMP nonb3oartenen SNMP
21
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KoHdurypauus

OnucaHve n kKomaHAaa

HacTporika 0CHOBHbIX
dyHkumn SNMP

snmp-server authentication

HacTtpanBaeT yHKLMIO 3aLUTbI 1
obHapyxeHus atak SNMP

snmp-server enable secret-
dictionary-check

HacTtpauBaeT npoBepKy crioBaps
naponen ansi cooOwecTs WU
nonb3oBaTenemn

BknroyeHne dyHKUMU

(OnuunoHankbHO) NcnonbayeTca ang Toro, YToObl areHT MOr akTUMBHO
oTnpaBnATb coobleHune trap B NMS

snmp-server host

HacTtpansaeT agpec xocta NMS

snmp-server enable traps

lMo3BondeT  areHTy  aKkTUBHO
oTnpaenaTb trap-coobueHns B
NMS

snmp trap link-status

BkntoyaeT yHKUMIO  OTMNpaBKK
coobuweHna Link Trap Ha
NHTEpdEenc

snmp-server system-shutdown

BknovaeT QyHKUMIO OTApaBKu
coobueHnsa trap nepesarpysku
cUcTeMbI

snmp-server trap-source

YKasblBaeT NCXogHbIM agpec ans
OoTnpaekn coobLieHus trap

snmp-server
private

trap-format

Mossondet coobuweHuto  trap
cogepXaTb 3aKpblTble Mons npuv
oTnpaeke coobLeHns

SKpaHupoBaHue
(DYHKLMM areHTa

(OnuunoHanbHo) Ucnonb3yeTcs ansa sawmTbl PyHKUMN areHTa, Korga

cnyxba areHTa He TpebyeTcs

no snmp-server

3akpbiBaeT PyHKUMIO areHTa

Hactpoika

napameTpoB
ynpasneHns SNMP

(OnuunoHanbHO) Wcnonb3yeTcss Onsi yCTAaHOBKA WM U3MEHEHUS

napameTpoB yrnpaereHus SNMP

snmp-server contact

YcTaHaBnuBaeT pexum KOHTakTa
ycTpouncTea

snmp-server location

YcraHaBsnvBaeT
MEeCTOMOMOXeHNe yCTponcTea
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ynpasneHua SNMP

KoHdurypauus OnucaHue u KomaHaa
HacTtponka snmp-server chassis-id YcTraHaBnuBaeT CEpUNHbBIA HOMEpP
napamMeTpos ycTpoucTBa

snmp-server net-id

YcraHaBnusaeT nHdopmaumio NE
00 ycTponicTee

snmp-server packetsize

N3meHsaeT MaKCUMaribHyO OJnHY
nakeTta

snmp-server udp-port

N3meHsaeT ngeHtTudukatop nopta
UDP cnyx6bl SNMP

snmp-server queue-length

NameHseT ONNHY oyepeau
coobueHnn trap

snmp-server trap-timeout

M3meHsieT uHTepBan OTnpaBKu
trap-coobLeHns

1.4.1. HacTtponka oCHOBHbIX pyHKUu SNMP

1.4.1.1. 3dphbeKkT KOHUrypaumm

PaspelumTb nonb3oBaTensam JOCTyn K areHTy Yepe3 NMS.

1.4.1.2. NMpumevaHun

Mo ymonyaHuio Ha ceTeBbIX YCTPOMCTBaX He 3adaHo MMsA ayTeHTudukaumm, 1 SNMPv1 nnn
SNMPV2C Henb3sa ucnosib3oBaTb 4na goctyna Kk MIB ceTeBbIx ycTponcTs. Korga 3agaHo umsi
ayTeHTUdumKaummn, ecnm paspelleHne Ha AOCTYyN He yKas3aHo, paspelueHve Ha AoCTyn no

YMOJTHaHUIO NpeaocTaBnAaeTCda TONMbKO ANA YTEHUA.

1.4.1.3. llarn HacTpounku

Hactponka SNMP View
e OnuyuoHanbHO

¢ SNMP View Heob6xoaMmoO HaCTpOUTb MNPU UCMONb30OBAHUM MOAENN YNpaBreHus

pocTtynom Ha ocHoBe View (VACM).

HacTtpouka rpynnbl nonb3oBaTtenen SNMP

e  OnuuoHanbHoO

e [lpu ncnonssoeanmn VACM Heob6xoaMmMo HAaCTpOUTb rpynny nons3osartenen SNMP.
Hactpownka umeHu ayteHTUdMKaLMM U npaB JocTyna

e ObOgA3aTenbHbIN

e Umsa ayteHTUdMKaumm AOMKHO ObiTb yCTaHOBMEHO Ha areHTe, ecnu SNMPv1 nu
SNMPv2C ncnosnb3ytoTca Ans yrnpasrieHns ceTeBbIMU YCTPONCTBaAMM.

Hactpownka nonb3oBatena SNMP
e ObgsaTtenbHbin
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e [lonb3oBatenb [JomkeH ObiTb ycTaHoBneH, korda SNMPv3 wucnonb3yetcs Ans
ynpaBneHusi CeTeBbIMIN YCTPONCTBaMM.

BknroyeHune cpyHKUMM areHTa
e  OnuuoHanbHO

e [lo ymonuyaHuto cbyHKUMA areHTa BkrtodeHa. Korga dyHkuMio areHta Heobxogmmo
CHOBA BKITHOYMTb MOCIE €€ OTKMoYEHUS, HE0OOX0AMMO MCNONb30BaTb 3Ty KOMaHAy.

1.4.1.4. NpoBepkKa

3anyctute komangy show snmp, 4Tobbl npoBepuTb yHKUMIO SNMP Ha ycTponcTBax.

1.4.1.5. CBA3aHHble KOMaHAbI

HacTtponka SNMP View

KomaHnga snmp-server view view-name oid-tree { include | exclude }
Onucanue view-name: nvsa View
napameTpoB

oid-tree: o6bekTbl MIB, cBA3aHHbIe € View, KOTopble oTobpaxatTcs B BUe
nogaepesa MIB.

include: ykasbiBaeT, 4To nogaepeso o6bekToB MIB BkntoyeHo BO View.
exclude: ykasbiBaeT, YTo nogaepeso obbekTtoB MIB He BkntoveHo Bo View

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
MCNONb30BaHNIO

Ykaxute nmsa View 1 ucnonb3ynTe ero Ans ynpasneHus Ha ocHose View

HacTponkar

pynnbl nonb3oBatenen SNMP

KomaHga snmp-server group groupname { vl | v2c | v3 { auth | noauth | priv } } [
read readview ] [ write writeview ] [ access { ipv6 ipv6-aclname | aclnum |
aclname } ]

Onuncanne v1| v2c |v3: yka3biBaeT Bepcuto SNMP.

napameTpoB

auth: cooblieHns, oTnpaBneHHble Nonb3oBaTensMyu B rpynne, OOSDKHbI
OblTb MPOBEPEHbI, HO KOHPMOEHUNANbLHOCTL AaHHbIX HEe TpebyeTcsa. 3T1a
KOHurypaums gencremrtenbHa Tonbko ansg SNMPv3.

noauth: coobLeHns, oTnpaBnsieMble MONb30OBATENAMM B TIpynne, He
TpebyloT NPOBEPKN U KOHDMAEHUNANBbHOCTU AAHHbLIX. ATa KOHUrypauus
pencteutenbHa Tonbko ansg SNMPv3.

priv: coobLeHns, oTnpaBnsiemMble NONb30BaTENSIMU B Fpynne, HyXOarTcs
B MNPOBEpKe U 00si3aTenbHON KOHUOEHUMANbHOCTM NepeaaBaeMblx
AaHHbIX. OTa KOHUrypaumsa gencreutenbHa Tonbko ang SNMPv3.

readview: cBasbiBaeT ogHo View c read-only (TONbKo YTeHKe).
writeview: cBs3biBaeT ogHo View c read/write (4TeHus/3anncu).

aclnum: ACL-Homep. YkasaHHbii ACL cBs3biBaeTCca M YykasbiBaeTca
AnanasoH IPv4-agpecos NMS, ¢ koTopbix pa3speLueH goctyn Kk MIB.
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aclname: umsa ACL. YkasaHnHbli ACL cBA3blBaeTcs U YykasblBaeTCH
Ounana3soH IPv4-agpecos NMS, ¢ koTopbix paspelueH goctyn k MIB.

ipv6-aclname: wma ACL [IPv6. VYkasanHbin ACL cBAsbiBaetcs w
yKasblBaeTcs guanasoH IPv6-agpecos NMS, ¢ KOTOpbIX paspeLleH JocTyn
k MIB

Pexum komaHg

Pexwum rnobanbHon KoHUrypaumm

PykoBoacteo no
NCMNOMb30BaHUIO

Cesxute onpeaeneHHbIX nonb3oBaTtenen ¢ prI'II'IOIZ N CBAXUTE rpynny C
View. NMonb3oBaTtenu B rpynne nmerT oAMHaKoOBbIE NMpaBa AO0CTYyna. Takum
06pa30M, Bbl MOXeTe onpeaesrintb, HaxoadaTcA N ynpasndaemMblie 0ObEKTHI,
CBA3aHHbIE C onepau,meﬁ, B AonyctTumMomMm Ouana3oHe View. ,D,OCTyI'I
BO3MOXEH TOJIbKO K yrnpasideMbiM obbekTam B ananasoHe View

Hactpoinka umeHu ayteHTUMKaLMKM U NpaB focTyna

KomaHpa

snmp-server community [ 0 | 7 ] string [ view view-name ] [[ro | rw ] [
host ipaddr ] ] [ ipv6 ipv6-aciname] [ aclnum | aclname ]

OnwucaHue
napameTpoB

0: ykasblBaeT, 4YTO BXOOHas CTpoOKa coobLuiecTBa SABNSETCS CTPOKOM
OTKPbITOro TEeKcTa.

7. yKasblBaeT, 4YTO BXOOHas CTpoka coobliectBa SBNSETCS CTPOKOM
3aLMppoOBaHHOro TEKCTa.

string: cTpoka coobuiecTBa, aKkBUBaneHTHasi naponto ceasn mexgy NMS un
areHToMm SNMP.

view-name: ykasbiBaeT ums View Ans ynpasreHus Ha ocHoBe View.
ro: ykasbiBaeT, 4To NMS MoXeT TonbKko Yntatb nepemeHHble MIB.
rw: NMS mMoxeT untatb 1 3anucbiBaTb nepeMeHHsie MIB.

aclnum: Homep ACL. YkasaHHbin ACL cBsA3biBaeTCca M yKasblBaeTcs
avana3soH IPv4-agpecos NMS, ¢ koTopbix paspelueH goctyn Kk MIB.

aclname: uwmss ACL. YkasaHnHbii ACL cBsi3biBaeTcs W YykasblBaeTcH
avanasoH IPv4-agpecoB NMS, ¢ koTopbix paspelueH goctyn Kk MIB.

ipv6-aclname: ums ACL. YkasaHHbin ACL cBsisbiBaeTCsl U yKasblBaeTcsl
awanasoH IPv6-agpecoB NMS, ¢ koTopbix pa3pelueH goctyn Kk MIB

Onucanne
napameTpoB

ipaddr: cesi3biBaeT agpeca NMS n ykasbiBaeT agpeca NMS ans goctyna k
MIB

Pexnm komana

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
NCMNOMb30BaHUIO

OTa KoMaHOa SBRSIETCA MEPBOM Ba)XHOWM KOMaHAOW [Anis BKIHOYEHUSI
dyHkumm areHta SNMP. OH onpegenseT aTpnbyTbl coobuiecTtsa n obnactb
NMS, B koTOopow paspeLueH goctyn k MIB.

YT106b! OTKNIOUNTL (pyHKUMIO areHTa SNMP, 3anyctute komaHay no snmp-
server
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HacTtpounka nonb3oBatenss SNMP

KomaHpa snmp-server user username groupname { vl | v2c | v3 [ encrypted ] [
auth { md5 | sha } auth-password ] [ priv des56 priv-password ] } [ access
{ ipv6 ipv6-aclname | aclnum | aclname } ]

Onucaxve username: ums Nonb3oBaTens.

napameTpoB

groupname: ykasbiBaeT UMA rpynnbl Ana nonb3oBaTtens.

vl | v2c | v3: yka3biBaeT Bepcutio SNMP. Tonbko SNMPv3 nopaepxvsaeT
bonee no3gHue napameTpbl 6e30nacHOCTW.

encrypted: ykasaHHbI pexum BBOAA Napons - BBOA 3aluMdpPOBaHHOMO
TekcTa. B npoTMBHOM cnyyae gnsi BBOAA MCMNOMb3yeTCs OTKPbIThbIN TEKCT.
Ecnn BbiOpaH BBOA 3aLLMEPOBAHHOIO TEKCTA, BBEAUTE KIHOY, COCTOSLLMN
N3 HenpepbIBHbIX LWeCcTHaguaTepuyHbiXx undp. Knoy ayteHTudukaumm
npotokona MD5 coctoutr wu3 16 ©OGantoB, a KIw4Y MpPOTOKONa
ayTeHTupmkaumm SHA coctout na 20 6antos. [IBa cumBona ob6o3Ha4vatoT
OauH 6anT. 3awmngpoBaHHLIE KIHOYN AENCTBUTENbHbLI TOMBLKO AMs1 3TOro
MexaHu3ma.

auth: ykasblBaeT, UCNonb3yeTcs N ayTeHTudmrKaums.
md5: ykasblBaeT NPOTOKON NpoBepku nognmHHocTn MDS.
sha: ykasbiBaeT npoTokon ayteHTudmkaumm SHA.

auth-password: HacTpamBaeT CTPOKy napons (He 6ornee 32 CUMBOJIOB),
NCMNomb3yeMylo MPOTOKOSIOM ayTeHTudukaumn. Cucrtema npeobpasyer
naponun B COOTBETCTBYHOLLME KMHOYM ayTEHTUMKALMN.

priv: ykasbiBaeT, UCNOMb3yeTcs NN KOHOUAEHUMANBHOCTb.

des56: ykasbiBaeT Mcnosib3oBaHne 56-OMTHOrO MPOTOKOMA LUMGPOBAHNS
DES.

priv-password: HacTpamBaeT CTpoKy napons (He ©6onee 32 cuMMBOOB),
ucnonb3dyemyro aAns wugposaHunsa. Cuctema npeobpasyeT naponb B
COOTBETCTBYIOLLMI KIOY LLNPOBAHUS.

aclnum: Homep ACL. YkasaHHbin ACL cBsA3biBaeTCca M yKasblBaeTcs
avana3soH IPv4-agpecoB NMS, ¢ koTopbix paspelueH goctyn k MIB.

aclname: wmsi ACL. YkasaHnHbii ACL cBsi3biBaeTcss W ykasblBaeTcH
avanasoH IPv4-agpecoB NMS, ¢ koTopbix paspelueH goctyn k MIB.

ipv6-aclname: wuma ACL IPv6. VYkasanHbin ACL cBs3biBaetca u
yKasbiBaeTcsi guanasoH |IPv6-agpecoB NMS, ¢ KOTOpLIX pa3peLleH gocTyn
kK MIB

Pexnm komaHa

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
NCMNOMb30BaHUIO

Hactponte wuHdopmauno o nonb3oBaTtene, 4tobel NMS morna
CBSI3bIBATbCS C areHTOM, UCMOJb3ys AOMYCTMMOrO Nofb3oBaTens.

Ona nonb3oBatens SNMPv3 MOXHO ykasaTb ypoBeHb 6esonacHocTw,
anroputm ayteHTudukaumm (MD5 nnu SHA), naponb ayTeHTudukaumu,
anropuTMm WKdpoBaHua (B HacTosilee BpeMs ocTyneH Tonbko DES) u
naponb LWMgpoBaHUS
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BknroyeHune cpyHKUMM areHTa
KomaHpa enable service snmp-agent
Pexum MpBMNErMPOBaHHbLIN PEXUM
KOHcpurypaumm

PykoBoacTBo no | ta koMaHda WcCnonb3yeTcs And BKAYeHua yHkumm areHta SNMP
NCMNOMNb30BaHUIO | YCTPOMCTBA

OToGpaxeHune nHcpopmauyum o coctosHum SNMP

KomaHga show snmp [ mib | user | view | group]| host | process-mib-time ]
Onucanne mib: otobGpaxaeT wuHdopmaunwo o SNMP MIB, nogpepxunBaemom B
napamMmeTpoB cucteme.

user: otTobpaxkaeT uHdopmaumio o nonb3osatenie SNMP.

view: oTobpaxaeTt nHdopmaumo o SNMP View.

group: otobpaxkaeT nHdopmMaumio o rpynne none3osatenen SNMP.
host: oTobpaxaeT nHpopmaumo 0 KOHUrypauumn nonb3oBaTens.

process-mib-time: otobpaxaet y3en MIB ¢ Hambonblimm BpeMeEHeM
obpaboTkm

Pexnm MpuBUNErnpoBaHHLIN PeXnm
KOHoUrypaumm

Mpumep koHdurypaumm Hactpomka SNMP v1/2c
CueHapun:

F:192.168.3.1/24 F:192.168.3.2/24

PucyHok 1-5.

e NMS nogkntovaeTtca k areHTy 4depe3 Ethernet. IP-agpec areHta —
192.168.3.1/24, a IP-agpec NMS — 192.168.3.2/24.

e NMS oTtcnexuBaeT n ynpaenset areHtom Yyepe3d SNMP v1 unn SNMP
v2c

e Koraa areHT HencrnpaBeH Unn BO3HMKaET oLMbKa, areHT MOXeT akTUBHO
coobuwaTb COOTBETCTBYOLLYO MHpopmaumto B NMS

Warn e Hactponte 6GasoByo mHdopmaumio SNMP, Bkmoyas Bepcuio U MMs
HaCTPOWKK coobulecTea.
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e Paspewntb NMS (192.168.3.2/24) otnpaenaTb Trap-coobLieHus.

e HactponTte IP-agpec areHTa n yctaHosute IP-agpec untepdenca Gio/1
Ha 192.168.3.1/24

AreHT QTECH(config)#snmp-server community public rw
QTECH(config)#snmp-server host 192.168.3.2 traps version 2c public
QTECH(config)#snmp-server enable traps
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

MpoBepka e 3anyctute «komangy show running-config, 4TO06bl OTOBPA3UTL

MHoOpMaLMIO O KOHUTypaLmMn YCTPOMCTBA.
e 3anyctmte «komaHgy show snmp host, 4T06bl OTOBpPaA3UTL
MHPOPMaLMIO O XOCTE, HACTPOEHHYO NMoNb3oBaTenem
NMS B NMS, wucnonbsytowen SNMP v1/v2c, HacTponTe umda coobuiectBa

yTeHusa/3anmcn, BpeMsi OXXMaaHusa 1 Bpemsl noBTopa. Bbl MoxeTe ncnonb3oBaThb
NMS ansa sanpoca 1 HaCTpOWKKM YCTPONCTBA.

NPUMEYAHUE: «koHdpurypaumm B NMS  gomkHbl  COOTBETCTBOBATb
KOH(urypaumsiMm Ha YCTPOWCTBE; B MNPOTMBHOM Crlyd4ae COOTBETCTBYOLLNE
onepauuy He MOryT ObITb BbINOSTHEHbI

Hactpownka SNMP v3 (View no ymon4aHuio)

CueHapun:

Agent

P:192.168.3.1/24 1"-'I'1I'-:-=1./ &

PucyHok 1-6.

e NMS ynpaBndetr ceTeBbiMW YCTPOMCTBaMU (areHTamu) Ha OCHOBE
ayTeHTUrkaummn nonb3oBaTensa U pexmnma WndpoBaHud, Hanpumep,
NMS wucnonb3yeT userl B KayecTBe ummeHu nonb3oBaTens, MD5 B
KadecTBe pexmma ayTteHTudukaumn, 123 B KadecTBe napond
ayTeHTndmkaumm, DES56 B kadecTBe anropntma wndpoaHms u 321 B
KayecTBe naposb LWNgpoBaHUS.

e Bbl MOxeTe nonyuate goctyn ko BceM y3nam MIB. («yTeHne no
yMOnyaHuio, 3anucb no ymondauuio» (“read default write default”)
yKasbIBaeT, 4To JOCTYyn Ko BceM y3rnam MIB Bo3MOxeH.

e CeTeBble yCTpOMCTBA MOIFyT aKTMBHO OTNpaBnATb CcoobLWweHns
ayTeHTudpvkaumm n wndgposaHmnsa 8 NMS
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LWarn e Hactpowite rpynny MIB. Cosgante rpynny «g1», Bbibepute Bepcuto
HaCTPOWKK «v3», yCTaHOBUTE ypOBEHb 6€30MacHOCTN Ha pexum ayTeHTUdMKaLmMmn

N WNPpoBaHUA «privy, a Takke HacTpoOUTe paspeLleHnss Ha YTeHne U
3anuncb View «no ymonyanuto». «l1o ymonyaHuio» ykasbiBaeT, YTO Bce
y3nbl MIB MoryT 6biTb 4OCTYMNHbI.

e Hactponte nonb3oatens SNMP. Co3gante nonb3oBaTens ¢ UMEHEM
«userl» B rpynne «g1», Bblbepute «v3» B KayecTBe BeEpCUMM U
yCTaHOBUTE peXmm ayTeHTudmnkaumm «md5S», naponb ayTeHTnudmkaumm
«123», pexum wndpoBaHna «DES56» n napons wndpoBaHusa «321».

e Hactponte agpec ysna SNMP. YcrtaHoBuTe agpec xocTta Ha
192.168.3.2, BbibepuTe «3» B Ka4eCTBe BEpPCUU, YCTAHOBUTE YPOBEHb
©e30MacHOCTN Ha pexuMm ayTeHTUdMKaumMm n WndpoBaHnSa «privy U
CBSXUTE MMA nonb3oBaTens «userl». PaspewmTte areHTy akTMBHO
oTnpasnaTb coobueHns trap B NMS.

e Hactponte IP-agpec areHTa. YctaHoBuTe agpec uHtepdenca Gi0/1 Ha
192.168.3.1/24

AreHT QTECH(config)#snmp-server group g1 v3 priv read default write default
QTECH(config)#snmp-server user userl g1 v3 auth md5 123 priv des56 321
QTECH(config)#snmp-server host 192.168.3.2 traps version 3 priv userl
QTECH(config)#snmp-server enable traps
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

MpoBepka e 3anyctute komaHgy show running-config, 4TOObI 0OTOGpPa3nTL

MHGOpMaLMIO O KOHGIUrypaLmm yCTPONCTBA.

e 3anycmte «komaHgy show snmp user, 4To6bl 0OTOOpPa3nTbL
nones3osatens SNMP.

e 3anyctute komaHgy show snmp view, 4tobbl oTob6pa3nTe SNMP View.

e 3anycmute komaHgy show snmp group, 4ToObl 0TOGpa3uTL rpynny
SNMP.

e 3anycmte «komaHgy show snmp host, 4T0G6bI OTOOpPa3UTL
NMHOPMaLMIO O XOCTE, HACTPOEHHYO MOSib30BaTENEM.

e YcraHoBute MIB-6pay3sep

NMS SNMP v3 wucnonb3yetr MexaHuambl 6e3onacHOCTM ayTeHTudukaumm u
wndppoBaHmss. B NMS HacTponTe umsi nonb3oBaTens u BblbepuTe ypOBEHb
fbesonacHocTn. B 3aBucMMOCTM OT BbIOpPaAHHOIO YpPOBHSA Ge3onacHoCcTH
HacTpoOMTEe pexuMm ayTeHTUUKauMM, naporib ayTeHTUdmnKauum, pexmm
NG poBaHMA 1 Naposb WudgposaHna. KpoMe Toro, HacTporTe BpeEMS OXNaaHUA
n Bpemsi noBTopa. Bbl moxeTe ncnonb3osate NMS anst 3anpoca u HaCTpOWKM
ycTpoucTea. [NogpobHee o koHpUrypaumm cm. PucyHok 1-7.
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NMPUMEYMAHUE: «koHdurypaumm B NMS  gomkHbel  COOTBETCTBOBATb

KOHUrypaumsam Ha YCTPOWCTBE; B MPOTMBHOM CIlyYae COOTBETCTBYOLIME
onepaumn He MoryT ObiTb BbINOSHEHbI

HacTtpownka koHdurypaumum SNMPv3 (ykasaHHbIN BUA)

CueHapun:

P:192.168.3.1/24 P:192,168,3.2/24

PucyHok 1-7.

NMS ynpaenseT ceTeBbIMM YCTPOWCTBaMU (areHTamm) Ha OCHOBe
ayTeHTurkaummn nonb3oBaTensa U pexmnma WndpoBaHUd, Hanpumep,
NMS wucnonb3yeT userl B KayecTBe mmeHu nonb3oBaTens, MD5 B
KayecTBe pexvma ayTeHTudukaumm, 123 B KayecTBe napons
ayTeHTudukaummn, DES56 B kadyecTBe anroputma wnposaHms n 321 B
KayecTBe naposb LWNgpoBaHnS.

CeTeBble yCTPOMCTBA MOTYT YNPaBATb pa3peLLleHMaMm nosib3oBaTenen
Ha gocTyn K o6bektam MIB. Hanpumep, nonb3oBartenb ¢ umeHeM user
MOXeT untaTb 06bekTbl MIB B cuctemHom yane (1.3.6.1.2.1.1) n moxeTt
3anucbiBaTb 06bekTbl MIB Tonbko B yane SysContact (1.3.6.1.2.1.1.4.0).

CeTeBble yCcTpoWCTBA MOryT akTMBHO OTMPaBNSATb COOOLUEHUs
ayTeHTudmkaumm n wndgposaHms 8 NMS

Warn
HaCTPOWNKK

Hactponte MIB View u rpynny MIB. Cosgante MIB View «view1y,
KOTOpOE BKMOYaeT CBs3aHHbIi obbekt MIB (1.3.6.1.2.1.1); 3atem
cospgante MIB View «view2», KOTOpoe BK/OYAET CBA3AHHLIN OOBEKT
MIB (1.3.6.1.2.1.1.4.0). Cosgante rpynny «g1», BblbepuTe Bepcuio
«Vv3», yCTaHOBUTE YpOBEHb 6e30MacHOCTM Ha pexnm ayTeHTUdUKaLmm
N WKPOBaHNSA «pPriv» M HACTPOMTE paspelleHnsl Ha 4dTeHune View
«view1» n 3anuck View «view2».

Hactponte nonb3oBatens SNMP. Co3sganTte nonb3oBaTtens ¢ UMEHEM
«userl» B rpynne «g1», BblbepuTe «v3» B KayecTBe BepcuuM W
YCTaHOBUTE peXNM ayTeHTUdMKaUMn «md5S», naposnb ayTeHTMdMKaLnm
«123», pexum wndpposaHms «DES56» n naponb wudpoBaHms «321».

Hactponte agpec ysna SNMP. YcraHoBuTe agpec XxocTa Ha
192.168.3.2, BbibepuTe «3» B Ka4eCTBE BEPCUN, YCTAHOBUTE YPOBEHb
©e30MacHOCTN Ha pexuMm ayTeHTUdMKaumMm n WndpoBaHNSa «privy U
CBSXUTE MMA nonb3oBaTensa «userl». PaspewuvTte areHTy akTUMBHO
oTnpaenaTb coobweHune trap B NMS.

YcraHoBuTe IP-agpec areHTa. YcraHoBuTe agpec uHtepdenca Gi0/1 Ha
192.168.3.1/24
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AreHT

QTECH(config)#snmp-server view view11.3.6.1.2.1.1 include
QTECH(config)#snmp-server view view2 1.3.6.1.2.1.1.4.0 include
QTECH(config)#snmp-server group g1 v3 priv read view1 write view2
QTECH(config)#snmp-server user userl g1 v3 auth md5 123 priv des56 321
QTECH(config)#snmp-server host 192.168.3.2 traps version 3 priv userl
QTECH(config)#snmp-server enable traps

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

MpoBepka | 1.

3anyctute  komaHgy show  running-config, 4T06bl  OTOGpa3uTbL
MHOpMaLMIO O KOHUTYpaLmMK YCTPONCTBA.

3anyctute komaHgy show snmp user, 4Tobbl 0TOOpa3nTb Nonb3oBaTens
SNMP.

3anyctute komaHgy show snmp view, 4tobel oTobpasmute SNMP View.
3anyctute komangy show snmp group, 4tobbl otobpasuts rpynny SNMP.

3anyctute komangy show snmp host, 4tobbl 0TO6pa3nTL MHpopmaumo o
XOCTe, HACTPOEHHYIO MOSb30BaTeNeM.

YcraHoBuTte MIB-6paysep

AreHT

QTECH# show running-config

!

interface gigabitEthernet 0/1

no ip proxy-arp

ip address 192.168.3.1 255.255.255.0

!

snmp-server view view11.3.6.1.2.1.1 include
snmp-server view view2 1.3.6.1.2.1.1.4.0 include
snmp-server user userl g1 v3 encrypted auth md5
TEBD6A1287D3548E4E52CF8349CBC93D priv des56
D5CEC4884360373ABBF30AB170E42D03
snmp-server group g1 v3 priv read view1 write view2
snmp-server host 192.168.3.2 traps version 3 priv userl

snmp-server enable traps

QTECH# show snmp user
User name: userl
Engine ID: 800013110300d0f8221120

storage-type: permanent active
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Security level: auth priv
Auth protocol: MD5
Priv protocol: DES

Group-name: g1

QTECH#show snmp view
viewl(include) 1.3.6.1.2.1.1
view2(include) 1.3.6.1.2.1.1.4.0
default(include) 1.3.6.1

QTECH# show snmp group
groupname: gl
securityModel: v3
securityLevel:authPriv
readview: viewl

writeview: view?2

notifyview:

QTECH#show snmp host
Notification host: 192.168.3.2
udp-port: 162

type: trap

user: userl

security model: v3 authPriv

YcraHoBuTte MIB-6pay3ep, BBeaute IP-agpec 192.168.3.1 B IP Address n userl
B none UserName, Bbibepute AuthPriv gna Security Level, Beegute 123 B
AuthPassWord, Bbibepute MD5 pana AuthProtocol n BBegute 321 B
PrivPassWord. Haxmute «Add Item» 1 Bbibepute egnHuLy ynpasneHusi, ons
KoTopon Heobxoammo 3anpocutb MIB, Hanpumep, «System» Ha cnegyrowem
pucyHke. Haxmute Start. MIB 3anpawwuBaeTtca Ans ceTeBbiXx yCTpoucTs. B
HWXXHEW NaHenn Ha cneayroLeM pUCyHKe nokasaHbl pesynbTaTbl 3anpoca.
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gz Hib-Erowser g@@

File(F) Help(H)

TF Address 192 186 . 3 . 1 Communi ty Name Worcrepeaters |0 UserName nserl
Operation Type |Wallk A1l Sublten v Security Lewel |AuthFriv = Max-repetitions |0 AuthPassiord [#4#
Add Tten | Bemove Ttem| Clear Ttams| Delay(ns) [1000 AuthProtocel  [WDS v | ErivPassterd e

Dbject | Object Type | Object Value [
1.36.0.2.1.1

M r ¥ Use Somp¥3 Pretecel

Retwn Time | Operation | Objest Name | Objeat Type [ Object value [
09:15:55 Halk sysleser. 0 Display String QTECH 106G Eouting Switch(QSW-6900-56F) E. ..
09:15:58 Hall syslbjectID. 0 ObjID 1.3.6.1.49.1. 27514.1.1.10.1.41

09:15:53 Halk sysUpTime. 0 TimeTicks 0 day=s 16:17:07

09: 1558 Halle sysContact. O Display String

09:18:58 Halle sy=Hame. 0 Display String QTECHE

09:18:58 Hall sysLocation. 0 Display String
09:18:58 Hall sysServices.0 Integer T
09:18:58 Hall Error:OBJECT N0 ACCESS

Snmp Operation | Mib Monitor

1.4.2. BknroyeHue pyHKumumn Trap

1.4.2.1. cpheKkT KOHUrypaumm

Paspewnte areHTy akTMBHO OTnpaBndATb coobuieHne trap B NMS.

1.4.2.2. llarn HacTpomnkKm

Hactpownka agpeca yana SNMP
e OnuyuoHanbHO

e Hactponte agpec xocta NMS, korga oT areHTa TpebyeTcs akTuBHasa oOTnpaBka
COOOLLIEHUNNA.

Bknro4yeHue areHTa Ansa akTMUBHOW OTnpaBKu coobweHus trap B NMS
e OnuuoHanbHO

e HacTponTe 3TOT 3MEMEHT Ha areHTe, Koraa oT areHTa TpebyeTcsi akTUBHasi OTnpaBka
coobuleHns trap B NMS.

Bknro4yeHue ¢pyHKUMM oTnpaBKu coobweHusa Link Trap Ha nHtepdence
e  OnuuoHanbHoO

e HactponTe 3TOT 3neMeHT B areHTe, Koraa coobuleHune link trap Heo6xogMmo oTnpaBuTb
Ha MHTEepeNnc.

Bknro4yeHune ¢pyHKLUMM OTNpaBKM COOOLLIEeHUA trap 0 nepe3arpy3ke CUCTeMbl
e  OnuuoHanbHoO

e HacTtponTe 3TOT anemMeHT Ha areHTe, Kkoraa ot cucteMbl RGOS TpebyeTcs oTnpasuTb
coobuweHne trap B NMS, 4tOoGbl yBEOOMUTbL O nepesarpyske CUCTeMbl nepen
nepesarpyskon unuv nepesarpyskon yCTponcTsa.

YKasaHMe ucxogHoro agpeca ans otnpaBku coobweHus trap
e  OnuuoHanbHO
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o HaCTpOIZTe 3TOT 3NIEMEHT Ha areHTe, ecnM HeobxoAMMO MOCTOSAHHO WUCMONb30BaTb

roKarnbHbIN

IP-agpec B KadyecTtBe wucxogHoro agpeca SNMP ans obneryeHus

yrnpaBneHus.
BkniouyeHue coobueHus trap AN nepeHoca NUYHbLIX MOMeA Npu oTnpaBkKe

coobLeHun

e  OnuuoHanbHO

e HacTtpoiTe 3TOT anemeHT B areHTe, ecnv B cooblueHnn trap HeobxoamMmo nepegasaTh
npuBaTHble Nons.

1.4.2.3. NpoBepka

3anyctute komaHay show snmp, 4Tobbl 0TOBpa3nTb ctatyc SNMP.

3anyctute komaHgy show running-config, 4Tobbl 0TO6pPa3nUTbL NMHPOPMAaLMIO O KOHUrypauum

YyCTPOWCTBA.

1.4.2.4. CBA3aHHble KOMaHAbI

HacTtponka agpeca xocta NMS

KomaHga snmp-server host [ oob ] { host-addr | ipv6 ipv6-addr | domain domain-
name } [ vrf vifname ] [ traps | inrorms ] [ version { 1 | 2c | 3 { auth |
noauth | priv } ] community string [ udp-port port-num ] [ notification-type

Onucanne oob: HacTpamBaeT BHenonocHyto cBase (OOB) pgna cepsepa

napameTpoB npegynpexgeHun (To ectb WHGOpPMauusa OTMNpaBnseTca Ha cepsep
npegynpexaeHun yepes nirepdpenc MGMT).
host-addr: agpec xocta SNMP.
ipv6-addr: (IPv6) agpec xocta SNMP.
domain-name: gomeHHoe umsa xocta SNMP.
vrfname: HacTpanBaeT nvsa Tabnuubl nepeagpecaunn VRF

Onuncanne traps | inrorms: HacTpavBaeT XOCT ANs OTnpaBkM coobLleHus trap nnm

napameTpoB NHGOPMALIMOHHOIO COOOLLEHMS.

version: Bepcus SNMP, koTtopast moxeT OblTb ycTaHoBreHa Ha V1, V2C
umnn V3.

auth | noauth | priv: yctaHaBnMBaeT ypoBeHb 6Ge3onacHoCTM Ans
norb3oBartenen V3.

community string: ctpoka coobwectsa unm nms nonb3osatens (V3).
port-num: HacTpamBaeT naeHTudmkaTop nopta yana SNMP.

notification-type: Tmn coobLieHnii trap, KOTOpble akKTUBHO OTMNpPaBNsAOTCS,
Hanpumep, snmp.

Ecnuv tun trap He ykasaH, oTnpaBnsaoTcs Bce coobLieHuns trap

Pexnm komaHa

Pexwum rnobanbHon KoHUrypaumm
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PykoBoactso no
NCNoNb30BaHNIO

OTa KomaHga ucnonb3yeTcsa ¢ KomaHgon snmp-server enable traps ang
aKTUBHOW oTnpaBku coobueHnn trap B NMS.

Bbl MoxeTe HacTpouTb pasnuyHble xocTbl SNMP  gns nonyyeHus
coobueHnin trap. XoCT MOXeT nogaepXuBaTb pasfnuyHble trap, nopTbl U
Tabnuubl nepeagpecaumn VRF. Ecnv HacTpoeH Of4uH 1 TOT e XOCT (nopT
n  koHdpurypauna VRF oguHakoBbl), nocrnegHas  KoHdurypaums
ob6beanHsieTcst ¢ NpeablayLWmMMmn KOHUrypauusamm, To ecTb Ansa OTnpaBKu
pasHbix trap-coobLieHnn Ha oguMH W TOT e XOCT Kaxablh pas
HacTpamBaeTcsa OAMH Tun trap-coobieHnn. AT KoHUrypauum, HakoHel,
06beaNHEHDI.

B aton komaHge napameTp via MoxeT OblTb ykasaH TONbKO Torga, korga
BKNtoYeH napameTp oob. Kpome Toro, Henb3sa ncnonb3opatb napameTp vrf

BkniouyeHue

areHTa Ans aKkTUBHOW OTnpaBKU coobleHus trap B NMS

KomaHpa

snmp-server enable traps [ notification-type ]

OnwucaHue
napameTpoB

notification-type: BkntoyaeT trap-yBegoMneHns Ond COOTBETCTBYHOLUMX
coObITUI, BKNOYas cneayoLume TUnbil:

snmp: BKMo4aeT trap-ysegomnenme ans codbitun SNMP.

bgp: BkntovaeT trap-yBegomnenune gns coboitnn BGP.

bridge: BkntovaeT trap-yBegomnenne ons cobbiTMin MocTa.

isis: BkroYyaeT trap-yBegomneHe ansa cobeitun ISIS.
mac-notification: BkrtoyaeT trap-ysegomneHue anga cobbitun MAC.
ospf: BknoyaeT trap-ysegomneHme ansa codbitun OSPF.

urpf: Bkntovaert trap-yBegomnenms anga coboitnin URPF.

VITp: BKNtoYaeT trap-yBegomnerne onsi coboitnin VRRP.

web-auth: BKMOYaeT cobbITn

BebG-ayTeHTUdMKaLmn

trap-yBegomMneHue ans

Pexum komaHg

Pexunm rnobanbHomn koHdurypauum

PykoBoactBo Mo

OTa KomaHaa OOMmKHa MCMonb3oBaThCA C KOMaHaoW snmp-server host,

NCNONb30BaHNIO | YTOObLI COOBLLEHMS trap MOXHO ObIfI0 aKTUBHO OTNPaBnATb
Bknro4yeHue ¢pyHKUMM oTnpaBKu coobweHusa Link Trap Ha nHtepdence

KomaHga snmp trap link-status

Pexnm Pexum koHdurypaunm nHtepderica

KOHpurypaumm
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PykoBoactso no

Ons nHtepcpericos (MHTepdenc Ethernet, untepdeinc AP n untepdenc

MCNnosib30BaHUIO

ucnonb3oBaHuto | SVI), korga ata yHkumna BkntoveHa, SNMP otnpasnsieT coobuenune Link
Trap, ecnu cTaTyc COeauHeHus Ha uHTepdencax wuameHsietca. B
npotmBHoM criyyae SNMP He oTnpaBnseT coobuleHne

Bknro4yeHune cpyHKLUMM OTNpaBKM cOOOLLeHUA trap 0 nepe3arpy3ke cucTeMbl

KomaHga snmp-server system-shutdown

Pexum Pexum rnobanbHon koHdurypauum

KOHcpurypawmm

PykoBogcteo no | Korga dyHKkumMs yBegomneHus npu  nepesarpyske cuctemol SNMP

BkntoveHa, B NMS otnpasngetca coobueHue trap, 4tobbl yBEeAOMUTL O
nepesarpyske CcuUCTeMbl Mepea nepesarpy3kon unm nepesarpys3komn
yCTpoOKncTBa

Yka3zaHue uc

XO04HOro agpeca ans oTnpaBKU coobLweHun trap

KomaHga snmp-server trap-source interface

Onuncanne interface: ncnonb3yeTcs B kadecTBe MHTepderica onst UICXOQHOro agpeca
napameTpoB SNMP

Pexnm Pexunm rnobanbHon KoHdurypauum

KOHdourypaumm

PykoBoacteo no

Mo ymonyaHuio B KayecTBe UCXOOHOro agpeca ucnosnbayetcs IP-agpec

NCNonb30BaHUO | MHTepdieinca, Ha KoTopbin oTnpaenstoTcd naketel SNMP. [Insa obneryeHus
ynpaBneHns u naeHTudpukaumm 3Ty KOMaHgy MOXHO 3anyCTuTb, YTOObI
NOCTOSIHHO MCMNOJSIb30BaTb OOMH nokanbHblM |IP-agpec B kayecTse
ncxogHoro agpeca SNMP

BknroyeHune coobLieHns trap AnNA nepeHoca NpUBaTHbLIX Nonen nNpu oTnpaBke
coobLeHuns

KomaHga snmp-server trap-format private

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

PykoBoactBo Mo
NCNONb30BaHNIO

OTa KkoMaH4a MOXET UCMOSb30BaTbCs, YTOObLI MO3BONUTL COOBLLEHMIO trap
coaepxaTb MpuBaTHble NMonsi Npu oTnpaBke cooblieHns. B HacTtosiwee
BpeMs noaaepknBaemble NpuUBaTHbIE MOMS BKIHOYAKT BpeMsi reHepaumm
npeaynpexaeHuns. KoHKpeTHbIe TUMbl AaHHbLIX U AMana3oHbl JaHHbIX NOnen
cM. B QTECH-TRAP-FORMAT-MIB.mib
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1.4.2.5. Npumep KoHdUrypaumm

BknroyeHune cpyHKummn Trap

CueHapun:

F:1892.168,3.1724 F:192 1683 2024

PucyHok 1-8.

NMS ynpaenseT ceTeBbiMM YCTPOMCTBAMM (areHTamu) Ha OCHOBE pexuma
ayTeHTUmKkaumm coobllectBa, W ceTeBble YCTPOMCTBA MOrYT aKTMBHO
oTnpaBnATb cooblleHns B NMS

Larn
HaCTPOWKK

1. BbINOMAHUTE HAaCTPOWKY, YTOObLI areHT MOr aKTUBHO OTNPaBNATb COObLLEHNS B
NMS. YcraHosute agpec y3na SNMP Ha 192.168.3.2, popmat coobLieHus
Ha Version2c n nma ayTeHTUMKaumm Ha userl. BknouuTe areHT ans
aKTUBHOW OTMNpaBku coobLeHunn trap.

2. YcraHoBute IP-agpec areHTa. YctaHoBuTe agpec uHtepdpernica GiO/1 Ha
192.168.3.1/24

ArenT

QTECH(config)#snmp-server host 192.168.3.2 traps version 2c userl
QTECH(config)#snmp-server enable traps

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

lMpoBepka

e 3anyctmte komaHgy show running-config, u4TOObl 0OTOGpPa3nTL
MHGOpMaLMIO O KOHGIUrypaLmm yCTPONCTBA.

e 3anyctute komaHgy show snmp, 4tobbl oTobpasnTtb ctatyc SNMP

AreHT

QTECH# show running-config

ip access-list standard al

10 permit host 192.168.3.2

interface gigabitEthernet 0/1

no ip proxy-arp

ip address 192.168.3.1 255.255.255.0

snmp-server view v113.6.1.2.1.1 include
snmp-server location Moscow

snmp-server host 192.168.3.2 traps version 2c userl
snmp-server enable traps

snmp-server contact QTECH.com
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snmp-server community user1 view vl rw al

snmp-server chassis-id 1234567890

QTECH#show snmp
Chassis: 1234567890
0 SNMP packets input
0 Bad SNMP version errors
0 Unknown community nhame
0 Illegal operation for community name supplied
0 Encoding errors
0 Number of requested variables
0 Number of altered variables
0 Get-request PDUs
0 Get-next PDUs
0 Set-request PDUs
0 SNMP packets output
0 Too big errors (Maximum packet size 1472)
0 No such name errors
0 Bad values errors
0 General errors
0 Response PDUs
0 Trap PDUs
SNMP global trap: enabled
SNMP logging: disabled
SNMP agent: enabled

1.4.3. 9kpaHnpoBaHue PyHKLUN areHTa

1.4.3.1. OdphbeKkT KOHUrypauum

3awmtnte hyHKUMIO areHTa, korga cnyxba areHta He TpebyeTcs.

1.4.3.2. NMpumeyaHunsn

e 3anyctute KomMaHgy no snmp-server, 4tobbl CKpbiTb pyHKUMIO areHTa SNMP, korga
cnyxba areHTa He TpebyeTcs.

e B oTnuume oT KOMaHAbl 3KpaHMpPOBaHWS, NOCHe 3anycka KomaHabl No enable service
snmp-agent Bce cnyx6bl SNMP Hanpsmylo OTKMOYaTCA (TO €CTb (PYyHKUMS areHTa
SNMP oTKfno4aeTcs, nakeT He MPUHUMAETCs, a OTBETHLIW NakeT UM nakeT trap He
OTNPaBnATCA), HO MHPOPMALMSA O KOH(PUIYpaLMKN areHTa He aKpaHUpyeTCs.
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1.4.3.3. Llarn HacTpounku

AKpaHupoBaHue pyHKunmn areHta SNMP ans yctponcTBa
e  OnuuoHanbHO
e cnonb3yiTe 3Ty KOHGUrypaumio, YTobbl CKPbITb KOHUrypaumio Bcex cnyxb areHTa

SNMP.

OTtknro4yeHue cpyHkumum areHta SNMP ansa yctpoucrea
e  OnuuoHanbHO
e YT06bl HaNpsIMyHo OTKIOYMTL BCE CYXKObI, MICNONb3YNTe 3Ty KOHDUrypaLmio.

1.4.3.4. NMpoBepkKa

3anyctute komaHay show services, 4Tobbl MPOBEPUTL, BKIKOYEHbI N cry>0bl SNMP.

3anyctute komaHay show snmp, 4Tobbl 0TOBpa3nTb ctatyc SNMP.

3anyctute komaHgy show running-config, 4Tobbl 0TO6pPa3nUTbL NMHPOPMAaLMIO O KOHUrypauum

YyCTPOWCTBA.

1.4.3.5. CBA3aHHble KOMaHAbI

AKpaHupoBaHue pyHKunMmn areHta SNMP ans yctponcTea

KomaHpa

no snmp-server

Pexum komaHpg,

Pexum rnobansHon koHdurypaumm

PykoBoacteo Mo
MCNONb30BaHNIO

Mo ymonuanuo dyHkums areHta SNMP oTtkntoveHa. Korga napameTpebl
areHta SNMP (Hanpumep, agpec y3na NMS, vmsa ayteHTUmkaumm m
paspeLueHne Ha SOCTYN) YCTaHOBMNEHbI, cnyx6a areHta SNMP BkntovaeTcs
aBToMatmnyeckn. Komanga enable service snmp-agent Takke [OMKHa
OblTb 3anyLieHa OgHOBpPEMEHHO, 4Tobbl cnyxba areHta SNMP morna
pabotatb. Ecnn cnyxb6a areHta SNMP oTknioudeHa wnm He 3anylieHa
KomaHga enable service snmp-agent, cnyxb6a areHta SNMP He
nencreyeT. 3anyctute koMaHgy no snmp-server, 4toObl OTKOYMTb
cnyx6bl areHTa SNMP Bcex Bepcun, nogaepXnBaembliX YCTPONCTBOM.

[Mocne BbINOMHEHMST 3TOWM KOMaHObl BCEe KOHdurypauum cnyxbbl areHta
SNMP akpaHupytoTca (TO eCTb MOcfne BbINOMIHEHNA KOMaHObl Show
running-config kKoHdurypaumss He oTobpaxaetca. KoHdwurypaumm
BOCCTaHaBMMBAlOTCA NOCMEe MOBTOPHOrO BKIOYEHUS CNyxObl areHTa
SNMP). Tllocne BbINONHEHNA KomaHAbl enable service snmp-agent
KoHdurypaumm areHta SNMP He skpaHupytoTcs

OTtknro4veHue cpyHkumm areHta SNMP gnsa yctponctea

KomaHga no enable service snmp-agent
Pexnm Pexwum rnobanbHon koHUrypaumm
KOHpurypaumm

PykoBoacteo no
NCMNOMb30BaHUIO

OTy KOMaHZy MOXHO MCronb3oBaTb AnA oTKnoveHusa cnyx6y SNMP, Ho
OHa He ByaeT akpaHupoBaTb NnapameTpbl areHta SNMP
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1.4.3.6. Npumep KoHdUrypaumm

BknroyeHune cnyx6s1 SNMP

CueHapun:
Agent MMS
e GillN *
P:192.168.3.1/24 P:192.168.3.2/24
PucyHok 1-9.
Mocne BkntoveHus cnyxdbl SNMP 1 HacTponkn cepsepa areHta SNMP NMS
MOXeT NOoNyYnTb AOCTYN K yCTponcTBam Ha ocHoBe SNMP
Warwn 1. Bknwouute cnyx6y SNMP.
HaCTPONKN | 2. 3apaitte napameTpbl Ans cepeepa areHta SNMP, uto6Gbl cnyx6a SNMP
BCTynuna B cuny
AreHT QTECH(config)#enable service snmp-agent
MpoBepka | 3anycTute komaHgZy show services, 4Tobbl NPOBEPUTL, BKIHOYEHa nu cnyxba
SNMP
AreHT QTECH#show service
web-server : disabled
web-server(https): disabled
snmp-agent : enabled
ssh-server : disabled
telnet-server : enabled

1.4.4. HacTtpoinka napameTpoB ynpaBneHuss SNMP

1.4.4.1. 3dphbeKkT KOHUrypaumm

3apanTte OCHOBHble napameTpbl areHTa SNMP, Bkno4vass pexuMMm KOHTakTa C YyCTPOWCTBOM,
MECTOMONOXEHNE YCTPONCTBA, CEPUIAHLIN HOMEpP 1 NapaMeTpbl AN oTnpaBku trap-coodeHus.
Monyuyns poctyn Kk napametpam, NMS MoXeT MONyyYnMTb KOHTAKTHOE IMUO YCTpoWcTBa U
dm3nyeckoe MeCTOMOSIOXKEHNE YCTPONCTBA.

1.4.4.2. llarn HacCTpPOMKMn

YcTtaHoBKa pexnma CUCTEMHOIo KOHTaKTa

e  OnuuoHanbHoO

o Korga KOHTaKTHbIN pexnmMm CUCTEMbI Heob6Xxo0aNMO U3MEHUTD, HaCTpOVITe OTOT ANEMeHT
Ha areHTte.
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HacTponka mecTononoxeHus cUCTeMbl
e  OnuuoHanbHO

o Ecnu HeO6XOD,I/1MO M3MEHUTb pacronoXeHne CUCTEMbI, HaCTpOIZTe OTOT 3NNEMEeHT Ha
areHrte.

YcTtaHOBKa cepMUHOro Homepa cucTeMbl
e  OnuuoHanbHO

° Ecnu HeO6XOD,I/1MO N3MEHUTb CepMVIHbIVI HOMep CUCTEMBbI, HaCTpOI7ITe OTOT 3JIEMEHT Ha
areHrte.

YctaHoBka nHcgopmauumm NE 06 yctpoucrtse

e OnuuoHanbHO

e Ecnu HeoGxoanmo nsmeHnTb kog NE, HAacTpoMTe 3TOT 3NIEMEHT Ha areHTe.
HacTponka makcumanbHOM AnNuHbI naketa areHta SNMP

e OnuuoHanbHO

° Ecnu Heob6xoaMMo N3MeHUTb MaKCUMarlibHyO ONMMHY NakeTa areHta SNMP, HaCTpOVITe
9TOT 3JIEMEHT Ha areHTe.

Hactpownka naeHtudumkatopa nopta UDP cnyx6b1 SNMP
e OnuyuoHanbHO

o Ecnu Heobxogmmo namennTb ngeHtndgpukatop nopta UDP cnyx6bl SNMP, HacTponTe
3TOT ANIEMEHT Ha areHTe.

Hactpowka anuHbl oyepeaun coodLeHun trap
e OnuuoHanbHO

e Ecnu HeobxooyMo HaACTpOUTb pasmep ouvepean CooOWeHUd aAns  ynpasBneHus
CKOPOCTbIO OTMPaBKM COOBLLEHWIA, HACTPOWTE STOT ANIEMEHT Ha areHTe.

Hactpoika uHTepBana otnpaBku coobLieHus trap
e OnuuoHanbHO

e Ecnu HeoGxoaMMO M3MeHUTb MHTepBan OTNpaBKM trap-coobLUeHWsi, HacTponTe 3TOT
MYHKT B areHTe.

Hactpouka ynpaBneHus notokom SNMP
e OnuyuoHanbHO

e Ecnu 6onbwoe konnyectBo nakeToB 3anpocoB SNMP npmBOANUT K BbICOKOW 3arpyske
UM ana sagady SNMP, HacTpounTe ynpaeneHme notokom SNMP, 4yToGbl orpaHnynTb
KONIMYECTBO MAKETOB 3anpocoB, 0bpabaTbiBaeMbIX B CEKYHAY B Kaxkaon 3agade SNMP,
4YTOObI KOHTPONMpPOBaTL ucnons3oBanne LM ansa 3agad SNMP.

1.4.4.3. NMpoBepka

3anyctute komaHay show snmp, 4To6bl 0TOGpa3nTb ctatyc SNMP.

3anyctute komaHgy show running-config, 4Tobbl 0TOOpPa3nTbL MHOPMALMIO O KOHUIypauun
yCTpOWNCTBA.
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1.4.4.4. CBA3aHHbIe KOMaHAbI

YcTtaHoBKa pexnma CUCTEMHOIO KOHTaKTa

KomaHga snmp-server contact text
Onucanve text: cTpoKka, OnMchiBaloLLas PeXnM KOHTakTa cUcTeMbl
napameTpoB

Pexum komaHg

Pexwum rnobanbHon KoHdUrypauum

HacTponka mecTononoxeHus cMCTeMbl

KomaHga snmp-server location text

OnucaHue text: cTpoka, onucbiBaKLLaa CUCTEMHYHO MHpopMaLmIo
napameTpoB

Pexnm Pexwum rnobansHon koHurypaumm

KOHUrypauum

YcTtaHoBKa c

epm7||-|oro HOMepa CUCTeMbl

KomaHpa snmp-server chassis-id text

Onucanne text: TeKCT cepunHOro HoMepa CUCTEMbI, KOTOPbIA MOXET COCTOATb U3 Lindp
napameTpos U CMMBOSIOB

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

PykoBoacteo no
MCNONb30BaHNIO

Kak npaBuno, cepumHbIn HOMEpP YCTPOMCTBA WUCMONb3yeTCA B KavecTse
cepuinHoro Homepa SNMP gna obnervyeHns uaeHTMdmkauum yCTponcTea

YcTtaHOBKa u

Hcdopmaumm NE o6 ycTponcrtee

KomaHga snmp-server net-id text

Onuncanne text: TeKkcT, KoTopbIn ucnonb3yetca Ansg ycrtaHosku koga NE yctpowncTsa.

napameTpoB TekcT npeacraBnsaeT cobon CTPOKy, cogepaluyto oT 1 oo 255 cuMBOMIOB C
y4eTOM perncTpa u MoXeT BKroYaTb Npobenbl

Pexum MobBanbHbIN pexum

KOHpurypaumm

PykoBoacteo no
NCMNOMb30BaHUIO

YcraHoBuTe koa NE yctponcTtea
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HacTpomnka makcumanbHOM AnuHbI naketa areHta SNMP

KomaHga snmp-server packetsize byte-count

Onucanne byte-count: pasmep naketa ot 484 6anTt o 17 876 Gant
napameTpoB

Pexum Mmo6anbHbIN pexmm

KOHpurypaumm

Hactpownka naeHtudumkatopa nopta UDP cnyx6bl SNMP

KomaHga snmp-server udp-port port-num

Onucanwne port-num: ykasbiBaeT ngeHtudukatop nopta UDP cnyx6el SNMP, 10 ecTb
napameTpoB naeHTudmkaTop nopta NpoTOKoNa, KOTopbIn nonyvaeTt naketsl SNMP
Pexnm Mmo6anbHbIN pexum

KOHUrypauum

PykoBoactso no
NCMNOmMb30BaHUIO

Ykaxunte ngeHtuumkatop nopta npotokona ansa npuema naketos SNMP

Hactpoika gnuHbl oyepeamn coobdLleHnn trap

KomaHga snmp-server queue-length length

Onuncanne length: anuHa ovepean B ananasoHe oT 1 go 1000
napameTpos

Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

PykoBoacteo no
MCNONb30BaHNIO

Otperynupynte pasmep oyepegn coobuieHur, 4ToObl KOHTPONMpOBaTb
CKOPOCTb OTNpPaBKM COOBLLEHNN

Hactpoika uHTepBana otnpaBku coobLieHus trap

KomaHnga snmp-server trap-timeout seconds

Onuncanne seconds: MHTepBan (eanHuua namepeHus: cekynaa). [lnanasoH 3HaYeHuin
napameTpoB ot 1 go 1000

Pexnm Pexwum rnobansHOn KoHUrypauum

KOHpurypaumm

PykoBoacteo no
NCMNOMb30BaHUIO

HacTtporite wuHTepBanm oOTNpaBkM COOOLIEHMS, 4YTOObI KOHTPONMPOBATb
CKOPOCTb OTNpaBKM COObLLEHNS
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Hactpouka ynpasneHuss notokom SNMP

KomaHga snmp-server flow-control pps [ count ]
Onucanue count: konmyecTtBo nakeToB 3anpocoB SNMP, o6pabaTtbiBaeMbix B CEKYHAY .
napamMmeTpoB [wnana3soH 3Ha4eHui coctasnsaeT ot 50 go 65 535

Pexum komaHg,

Pexwum rnobanbHon KoHUrypaumm

PykoBoactso no
NCMNomnb30BaHUIO

Ecnu 6onbluoe konuyecTtso naketoB 3anpocoB SNMP npuBoauT K BbICOKOW
3arpyske LN gna sagady SNMP, HacTponTe ynpasneHue notokom SNMP,
YTOObl OrPaHNYMTL KONMMYECTBO MaKeTOB 3anpocoB, obpabaTbiBaeMbiX B
cekyHnay B kaxxgon 3agadye SNMP, 4yTobbl KOHTPONMPOBAaTbL UCMNONb30BaHNE
U ona sagpay SNMP

1.4.4.5. Npumep KoHdUrypaumm

Hactpouka napameTpoB ynpasrneHnsa SNMP

CueHapui:

Agent MMS
Dy, GiO/1 *
& <
P:192.168.3.1/24 P:192.168.3.2124

PucyHok 1-10.

NMS ynpaenseT ceTeBbiMM YCTPOMCTBAMM (areHTamuM) Ha OCHOBE pexuma
ayTeHTupukaumm coobliectBa M MOXeT norfyvyaTb 6a30Byl0 CUCTEMHYLO
nHdopMaumio 06 YCTpPOWCTBAX, HanNpuMep, PEXWM KOHTaKTa C CUCTEMOMN,
MECTOIMOSIOXEHNE U CEPUNHBIN HOMEP

LWarn 1.
HaCTPONKK

3apgante napameTpbl areHta SNMP. YcraHoBUTE MECTOMNOMNOXEHUE
CUCTEMBbI, PEXUM KOHTaKTa N CEPUNHBIN HOMEP.

YcraHoBuTe |IP-agpec areHta. YcrtaHoBute agpec uHtepdenca Gi0/1 Ha
192.168.3.1/24

AreHt QTECH(config)#snmp-server location Moscow
QTECH(config)#snmp-server contact QTECH.ru
QTECH(config)#snmp-server chassis-id 1234567890
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit
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MpoBepka

lMpoBepbTe NHOPMALMIO O KOHUTYpaLIMM YCTPONCTRA.

MpoeepbTe SNMP View 1 nHgopmaumto o rpynne

AreHT

QTECH# show running-config

ip access-list standard al

10 permit host 192.168.3.2

interface gigabitEthernet 0/1

no ip proxy-arp

ip address 192.168.3.1 255.255.255.0
snmp-server view v11.3.6.1.2.1.1 include
snmp-server location Moscow
snmp-server host 192.168.3.2 traps version 2c userl
snmp-server enable traps

snmp-server contact QTECH.ru
snmp-server community userl view v1 rw al

snmp-server chassis-id 1234567890

QTECH#show snmp view
vi(include) 1.3.6.1.2.1.1
default(include) 1.3.6.1
QTECH#show snmp group
groupname: userl
securityModel: v1
securityLevel:noAuthNoPriv
readview: vl

writeview: vl

notifyview:

groupname: userl
securityModel: v2c
securityLevel:noAuthNoPriv
readview: vi

writeview: vl

notifyview:
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Hactponka SNMP
1.5. MOHUTOPUHT
1.5.1. OTo6paxeHune
OnucaHue KomaHaa
OTtobpaxaeTt ctatyc SNMP | show snmp [mib | user | view | group| host]
46

@ §) QTECH

MWP [OOCTYNHEE




PykoBofacTteo no Hactponke cepus QSW-4700

HacTtpoiika RMON W

2. HACTPOUKA RMON
2.1. O630p

YpoaneHHbin MoHuTOpuHr cetu (RMON) HanpaBneH Ha pelieHne npobnem ynpaBneHus
nokanbHbiMu ceTamu (LAN) 1 yaaneHHbIMM cantamm ¢ UCNONb30BaHNEM OOHOW LIEHTpanbHON
Toykn. B RMON gaHHble MOHUTOPWHra CeTu COCTOAT U3 rpynnbl CTaTUCTUKN U MHANKATOPOB
NPON3BOAUTENBLHOCTU, KOTOPbIE MOXXHO MCMNOMNb30BaTh AN MOHUTOPUHIa MCMNOMNb30BaHUS CETH,
4yToObl OBNErynTb NNaHMpoBaHWe ceTW, ONTMMU3ALMIO MPOU3BOAMTENBHOCTU U AMArHOCTUKY
ceTeBbIX OLLUNOOK.

RMON B OCHOBHOM ncnonb3yeTca ynpasidaoum yCTpOVICTBOM ana yoaneHHoro MOHUToOpUuHra
1 ynpasneHua ynpasidemMbiMn yCTpOVICTBaMM.

I'Ip0T0|(on bl U CTAaHOAPTDbI

STD O0059/RFC 2819: wHcpopmaumoHHass ©6asa ynpaBneHuss yaaneHHblIM CeTeBbIM
MOHUTOPUHIOM.

RFC4502: nHgopmaumoHHas 6asa ynpasneHus yaaneHHbIM MOHUTOPUHIOM CeTu, Bepcust 2.

RFC 3919: ngeHtudumkatopbl NpoTokona yganeHHoro MoHutopuHra cetm (RMON) ansa IPv6 u
MHOrOMPOTOKOMNBbHOW KOMMyTaumu rno metkam (MPLS).

RFC 3737: pykosoacTteo IANA ansa mogynen MIB peectpa yaaneHHoro moHutopuHra (RMON).

RFC 3434: pacwwupeHua MIB ypoaneHHOro MOHUTOpPMHIra AnNA CUrHanos npegynpexgeHuns
BOrbLLION eMKOCTH.

RFC 3395: cnpaBo4Hble paclwmpeHns uaeHTudukaTtopa npotokona MIB yaaneHHoro
MOHUTOPUHra ceTu.

RFC 3287: pacwumpenus MIB yganeHHOro MoOHMTOpuHra gnsa andpdepeHumpoBaHHbIX Cnyx6.

RFC 3273: nHngpopmaumnoHHas 6asa ynpasneHusi yaganeHHbIM MOHUTOPUHIOM CEeTU Ans ceTen ¢
BbICOKOW MPOMYCKHOWM CMOCOBHOCTbLIO.

RFC 2896: makpochkl ngeHTudurkaTopa npotokona MIB yaaneHHOro MOHUTOPUHra CeTu.
RFC 2895: cnpaBo4HuK No ngeHtumkatopy npotokona MIB yaaneHHOro MOHUTOPUHIa CeTu.

2.2. MNMpunoxeHunsa

MpunoxeHue OnucaHue

Cb6op ctatmuctukm no nHdopmaumm | MNpumensaeT dYetbipe dyHkumn RMON K nHTepdgency ans
KOHTPONMPYEMOro MHTEPdIEeNnca MOHUTOPUHIa ceTeBOM CBA3N UHTEpdenca

2.2.1. COo0p cTaTUCTMKM NO MHpOPMaLIMM KOHTPONMpyemoro nHtepcenca

2.2.1.1. CueHapun

®dyHkuna cratuctmkm RMON  Ethernet wcnonb3dyetcsa Ans MOHUTOPUHra  HaKOMMEHHOW
nHpopmaumm o6 mHTepdence, OYHKUUA CTaTUCTUKM UCTOPUN MCNONb3yeTCca O KOHTpOns
KonuyectBa NakeToB WHTepdenca B KaxOoM WHTepBane MOHUTOPWUHra, a gYyHKUMS
CUrHanus3auumn mncnonb3yeTcsa AN HeMeANEeHHOro NoslyvYeHuUs UCKIMIYEHNA CHeTYMKa nakeToB
WHTepdenca. Ha cnegytowiem pucyHke rnokasaHa Tornonorng ceTu.
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PucyHok 2-1.

2.2.1.2. PasBepTbiBaHue

NHTepdbenc oTcnexusaeTtcs, 4ToObl HakannmMBaTb CTATUCTUKY MO KOMMYECTBY MNaKeToB
UHTepdenca n cobmpatb CTaTUCTMKY MO KOSIMYECTBY MAKETOB M UCMOSIb30BaHMIO MPOMYCKHON
CcnocobHOCTM WHTepdherica B TeyeHWe uHTepBana MoHuTopuHra. Ecnn Ha wHTepdelice
NPOUCXOOUT WCKMOYEHNE KONuyecTBa MAKETOB, B cuUCTeMy YynpaeneHus ceTbto (NMS)
nepegaetca curHan npegynpexaenuns. Knoyesble MOMEHTbI KOHUIypaummn cnegyrowme:

e Hactponte dyHkumio ctatnctukm RMON Ethernet Ha nHtepdelice.
e Hactponte cdyHkumto ctatuctnkm nctopun RMON Ha nHtepdenice.

e Hactponte Tabnuuy curHanos npegynpexgeHus RMON u onpegenute genctems no
obpaboTke cobbitui RMON B pexume koHdurypaumm. KoHTponmpyemble OGBLEKTHI
CUrHanoB npegynpexgeHun npeactaBnaioT cobon 3HayveHus uaeHTudurkaTopa
obbekta (OID) onpeneneHHbIXx nonen B ctatuctmyeckon Ttabnmue RMON Ethernet,
CKOH(pUrypmpoBaHHOM O HTepgenca.

2.3. PyHKUUMN

2.3.1. basoBble KOHUeNnThbl

RMON onpegensiet Heckonbko rpynn RMON. [lNpoayktel QTECH nopaepxuBatoT rpynny
CTaTUCTUKW, TPynny WCTOpUKM, TPYNny TPeBOr W rpynmny coObITUA, KOTOpble OMNMUCbIBAOTCA
cnegyowmm obpasom:

Fpynna cTaTUCTUKMK

pynna CTaTUCTUKM MCNONb3yeTCs ANA MOHUTOpPUHra u cbopa CTaTUCTUKM NO MHgopMaumm o
Tpadmke uHTepdenca Ethernet, koTopas HakannMBaeTCss C MOMEHTa CO34aHuUs 3anucu Qo
Tekywero BpemeHn. CTaTUCTUYECKME 3NEMEHTbl BKNIOYAT OTOpOLIEHHblE NakeTbl AaHHbIX,
LuMpoKoBeLlaTenbHble NakeTbl AaHHbIX, OWWOKM MPOBEPKM LMKINYECKOro pe3epBMpPOBaHMUSA
(CRC), 6onbwune n manble 6nokn n aBapun. Ctatuctudeckne pesynbTaTbl COXPaHSHOTCS B
cTaTuctndeckom Tabnuue Ethernet.

Fpynna ncropum

"pynna nctopum ncnonb3dyeTcs Ans nepuogmyeckoro cbopa nHgopmaumm o ceTeBom Tpaduke.
OH 3anucbiBaeT HaKOMMEHHbIe 3HAaYeHNss MHpopMaL MK O CETEBOM TpaduKe 1 UCMONb30BaHUN
MPOMYCKHOM CMNOCOBHOCTM B TEYEeHWEe KaKOoro MHTepBana M coxpaHseT ux B Tabnuue
ynpasneHnuns nctopuen. BknovaeT B cebs aBe HebonbLlume rpynnbi:

e [pynna HistoryControl ucnonb3yeTtcs Ans yCTaHOBKM MHTepBana BbIOGOPKM, MCTOYHUKA
AaHHbIX BbIOOPKU 1 Apyron ynpasnsoLwen nHpopmawumu.
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e [pynna EthernetHistory npegoctaBnsieT agMUMHUCTpaToOpam AaHHbIe UCTOPUK, BKIoYas
CTaTUCTUKYy Tpaduka CETEBOro CermMeHTa, NakeToB OLIMOOK, LUMPOKOBELLATENbHbIX
nakeToB, NCMONb30BaHUS U KONMYECTBa aBapui.

I'pynna CcCurHanosB TpeBoru

"pynna curHanoB npeaynpexaeHuin ncnonbadyetca Ans HabnaeHus 3a ykasaHHbIM 00 bEKTOM
6a3sbl ynpaenstowen nHpopmaumm (MIB). Korga 3HauyeHne obbekta MIB npeBbllLaeT 3agaHHbIv
BEPXHUI Mpeden WM HWKe 3adaHHOro HWXKHEro npepnena, cpabaTbiBaeT cuUrHam TPeBorw,
KoTopbIi 0bpabaTbiBaeTcst kak coObITUE.

Fpynna cob6biTuin

Mpynna cobbiTnin Ucnonb3yeTcsa Ans onpegeneHus pexuma obpabotkm cobbituin. Korga
KOHTponupyembli 06bekT MIB cOOTBETCTBYET YCMOBUSIM TPEBOrW, 3anyckaeTcsl CobbiTue.
CobbiTne MoxeT 6bITb 06paboTaHo B NOOOM 13 CreayoLmnX PeXMMOB:

° none: HUKaKNnx AencTBUn He npeanpnHnMaeTcs.

° |Og: I/IHC*)OpMaLI,MFI, OoTHocsAWasaca K cobbiTMO, 3anucbiBaeTcsl B Ta6n|/|u,y 3anucen
XypHana, 4TOObI aaAMUHUCTPATOPbI MO NpocMaTpmBaTb ee B nodoe Bpewmsa.

e snmp-trap: coobuweHne trap nepepaetca B NMS, u4to6bl yBegomuts NMS o
BO3HUKHOBEHUW COBbITUSA.

o log-and-trap: mHdopmMaumsa, OTHOCAWAACa K coObITMIO, 3anucbiBaeTcd B Tabnuuy
3anucen xypHana, n B NMS nepegaetca coobLieHue trap.

2.3.1.1. MprHUMN paboTbl

RMON nopaepxuBaeT HECKONbLKO MOHMTOPOB M ABa MeToda cbopa gaHHbix. Crnocob 1. [ns
cbopa gaHHbIX ncnonb3yetcs cneumanbHbin 3o0Hg RMON, n NMS MoXeT HanpsiMmyto nonyyaTtb
BCto MHcpopmaumo o MIB RMON u3 3oHga RMON. Cnoco6 2: areHTel RMON BCTpOeHbl B
CceTeBble YCTPONCTBA, YTOObI YCTpoNCcTBa umenu pyHkumio nposepkn RMON. NMS ncnonbayet
OCHOBHbI€ KOMaHAbl MPOCTOro NpoTokosna ynpaeneHus cetbio (SNMP) ons obMeHa AaHHbIMK C
areHtamn RMON u cbopa nHdopmaumm 06 ynpasneHum ceTblo. ATOT METOL, OAHAKO, OrpaHuUYeH
pecypcamu yCTPOUCTBa, 1 cobupaeTca nHdopmauusa TonbKO 0 YeTbIpex rpynnax, a He 060 Bcex
AdaHHbIXx RMON MIB.

Ha cnegytoliem pucyHke nokasaH npumep ceasm mexagy areHtamm NMS 1 RMON. NMS 4epes
areHtoB RMON, pabGoTalowmx Ha yCTpoucTBax, MOXeT nony4vatb mHdopmauuio o6 obiem
Tpaduke, CTaTUCTUKE OLWMBOK W CTaTUCTUKE NPOU3BOAMTENBHOCTM CerMeHTa ceTu, rge
HaxoguTcsa NHTepdenc ynpasnsemMoro CeTeBoro yCTpomcTaa, TEM CaMbiM peanuays yaaneHHoe
yrnpasrieHne ceTeBbIMN YCTPONCTBAMMW.

i

Agent Server
P
|

Agent

w
o
=

PucyHok 2-2.
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2.3.1.2. 0630p

Oco6eHHOCTb OnucaHue

RMON Cratuctuka | CobupaetT HaKOMUTENbHO CTATUCTUKY MO KONMYECTBY MaKeToB,

Ethernet Konuyectsy 6GanWToB W APYrMM  [da@HHBIM  OTCNEXMBAEMOro

uHTepdenca Ethernet

Cratuctmka _mnctopum | 3anucbiBaeT KONMMYECTBO MakeToB, OalToB W Apyrnx OaHHbIX,

RMON nepefaHHbix WHTepdenicom Ethernet B TeyeHme HacTpoeHHOro
WHTEpBana, n BbIYMCNAET UCMONb30BaHWE MOSIOChl NPOrNyckaHusa B
TeyeHve 3TOro nHTepsana

Curnan Boibopka  3HaYeHWMN  KOHTPONMPYEMbLIX  MEPEMEHHbIX  4yepes

npegynpexaeHus onpedeneHHble  MPOMEXYyTKW BpemeHn. Tabnuua  curHanos

RMON npegynpexgeHvui ncnonb3yeTcs B codeTaHun ¢ Tabnuuen cobbITui.

Mpwn OOCTUXEHUU BEPXHEro nnm HWXHEro npegena
cooTBeTCTBYyOWAA Tabnuua  cobbiTMiA  uHUUMMpYeTCca AN
BbINONHEHNs1 06paboTkM cobbITU N 06paboTka He BbINOSTHAETCSH

2.3.2. RMON CTatucTtuka Ethernet

2.3.2.1. MpuHUMN paboTbl

dyHKkuma ctatnctukn RMON Ethernet HakonuTenbHO cobupaeT CTaTUCTMKY NO MHopMauumn o
ceTeBOM Tpadumke nHtepdgenca Ethernet ¢ MomeHTa co3gaHus 3anmcu 4o TEKYLLEro BPEMEHU.

2.3.2.2. CBA3aHHasa KOHdumrypaums

HacTpounka ctatuctnyecknx sanmcen RMON

dyHKuma ctatnctmkn RMON Ethernet no ymonyaHuio oTknoyeHa.

3anyctute komaHgy rmon collection stats, 4ToGbl co3gaTh 3anMCKU CTATUCTUKK
Ethernet Ha ykazaHHOM nHTepderice Ethernet.

[Mocne ycnewHoro cosgaHusi CTaTUCTUYECKMX 3anncer Ha yKasaHHOM WHTepdience
rpynna crtaTUcTukM cobupaeT CTaTUCTUKY MO MHopMauum O Tpaduke TekyLlero
nHTepdenca. CratucTUYecKMe anemMeHTbl NpeacTaBnstoT coborM nepemeHHble,
onpegeneHHole B cTatuctudeckon Tabnmue RMON Ethernet, a 3anucaHHas
MHpopMauma npeacrasnseT cobor HaKOMNMEHHbIe 3HAYEHUSA NepeMeHHbIX C MOMEHTa
co3gaHusa ctatuctndeckon Tabnmubl RMON go TekyLiero BpeMeHu.

2.3.3. Ctatuctuka uctopum RMON

2.3.3.1. MprHUMN paboTbl

®OyHKUMa ctaTucTukm nctopmmn RMON 3anucbiBaeT HAKOMMEHHYIO CTAaTUCTMKY MO UHAOpMaLIMKM O
Tpadmke nHTepdenca Ethernet B TeueHme kaxxaoro nHTepBeana.

2.3.3.2. CBA3aHHasA KOH(umrypaums

Hactpoika KOHTpONbHbIX 3anucen nucrtopum RMON

OyHKUMA ctaTUCTUKM nctopum RMON oTKMoYeHa no yMonyaHuio.
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e 3anyctute komaHagy rmon collection history, 4To6bl co3gaTb KOHTPOSbHbIE 3anucu
nctopum Ha nHtepgence Ethernet.

e [pynna uctopum RMON cobupaeT cTaTUCTUKY NO MEPEMEHHbIM, OMpeaesieHHbIM B
Tabnuue nctopum RMON, M 3anucbiBaeT HaKOMMEHHblE 3HAYEHUS NEPEMEHHbIX B
TEeYeHVe Kakaoro MHTepeana.

2.3.4. Curnan npeaynpexaeHnsa RMON
2.3.4.1. MpnHUMN paboTbl

(DyHKLI,I/IFI curHanusaumm RMON  nepuogumyeckm OTCrneXxuBaeT U3SMEHEHUS 3HaYeHun
nepemMeHHbIX CcurHann3auunn. Ecnu 3HauveHune nepeMeHHoﬁ npeaynpexneHna nocturaet
3afiaHHOro BepxXHero nopora minm HWXHero nopora, 3anyckaeTtcsda COOTBETCTBYHOLLEe cobbiTne
and 06pa60T|<v|, HanpuMmep, nepenaeTcd coobueHne trap nnn cosgaetcsa ogHa 3anucb B
Tabnuue XypHana. Ecnn HuxHee noporosoe 3HavYeHune UM BepxHee noporosoe 3Ha4deHue
OOCTUraeTCA HeCKOJIbKO pa3 noapsAn, 3anyckaeTcd TOJNIbKO OAHO COOTBETCTBYHOLLEE cobbITHre, a
apyroe cobbITne 3anyckaeTtcda OO0 TexX nop, noka He 6y/:|,eT OOCTUTHYTO o6paTHoe noporosoe
3Ha4YeHne.

2.3.4.2. CBAi3aHHasa KOH(urypaums

HacTponka Tabnuubl cobbITUN

o OyHKUMA rpynnbl cobbiTin RMON OTKIoYeHa No yMOMNYaHuio.

o 3anyctute komaHgy rmon event, 4Tobbl HacTpouTb Tabnuuy CobbITUNA.
Hactpouka 3anuceun npeaynpexaneHumn

o DyHKUMSA rpynnbl curHanoB npeaynpexaeHnin RMON oTkioYeHa no yMon4aHmio.

e 3anyctute koMaHgy rmon event, 4tobbl HacTpouTb Tabnumuy cobbITUA, U 3anycTuTe
KomaHgy rmon alarm, 4tobbl HacTpouTb Tabnumuy curHanos npegynpexaeHnn RMON.

o  OyHkuma npegynpexgeHun RMON peanuayetcs Tabnuuen npeaynpexneHuin u
Tabnuuen cobbiTii BMecTe. Ecnn coobuieHne trap JomkHO OblTb MepedaHo Ha
ynpasensiollee YCTPOACTBO B cryvyae cobblTua  npedynpexaeHun, cHavana
HeobXxoanuMo npaBurbHO HacTpouTb areHT SNMP. [Insa HacTporku areHTa SNMP cwm.
Hactponka SNMP.

e Ecnu ckoHGUrypmpoBaHHbI OOBHEKT curHana npeaynpexaeHnin aBngeTcs y3rnom nons
B rpynne ctatuctmkmn RMON unu rpynne wuctopun, dyHKums crtatuctmkm RMON
Ethernet nnn doyHkums ctatuctnkm uctopmm RMON gorkHa OblTb HACTpPOEHA B NEPBYIO
oyepenb Ha KOHTponMpyemMoM uHtepdence Ethernet.

2.4. KoHchurypauus

KoHdurypaumsa OnucaHue n KomaHpa
HacTtponka (ObGsizaTenbHbIN)  Mcnonb3dyeTcss aOna  HakonutenbHoro  cbopa

ctratuctmkn _ RMON | ctatnctukm no nHdopmauum o Tpadmke nHrepdenca Ethernet
Ethernet

rmon collection stats HacTtpanBaetr craTuctMyeckue 3anmcu
Ethernet
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KoHdurypauus OnucaHue n KomaHpa
HacTtpowka (ObsizatenbHbin)  Ucnonb3yetcs ana  nepuogmyeckoro  cbopa
CTaTUCTUKN UCTOPUM | CTAaTUCTUYECKMX [OaHHbIX O Tpadmke wuHTepcpenca Ethernet un
RMON NCNoNb30BaHNM NMPOMNYCKHOM CMNOCOOHOCTM B TEYEHME MHTEepBana

rmon collection history | HacTpanBaeT KOHTpOSfibHble  3anucu
ncropum

Hactponka curHana | (ObasatenbHbIi) MicnonbayeTcs Ons KOHTPOMSA TOro, HaxogsaTcs nn

npegynpexaeHus N3MEHEHMWS AaHHbIX MEPEMEHHON B AOMYCTUMOM AuanasoHe
RMON

rmon event HacTtpauBaeT 3anmcu cobbitun

rmon alarm HacTtpauBaeT 3anvcu npegypexaeHui

2.4.1. HacTtpouka ctatuctuku RMON Ethernet

2.4.1.1. AdpheKkT KoHDUrypaumm

[Monyynte HaKOMMEHHYI CTAaTUCTMKY MO WHopmMaumm O TpaduKke KOHTPONMPYyeMOro
nHTepdenca Ethernet ¢ MomeHTa co3gaHnd 3anMcn 4o TEKYLLEro BPEMEHW.

2.4.1.2. NMNpnmeyaHunn

OTa yHKUMA HE MOXKET ObiTb HACTPOEHA B PEXMME NaKeTHON HACTPOMKN UHTepdenca.

2.4.1.3. llarn HacTpomnkm

HacTtpounka ctatuctnuyeckux sanmcen RMON
o (OO6si3aTenbHbIN.

e Ecnu gna onpegeneHHoro mHtepdenca TpebyeTcsi cTaTUCTMKA U MOHUTOPWHE, ANs
3TOro MHTepdenca HeobxoaMMo HaCTPOUTb 3anucK ctatucTukm Ethernet.

2.4.1.4. NpoBepka

3anyctute komaHay show rmon stats, 4Tobbl 0TOOpasnTb cTaTUCTMKy Ethernet.

2.4.2. CBA3aHHble KOMaHAbI

Hactpouka cratuctnyeckux sanmcen RMON

KomaHga rmon collection stats index [owner ownername]
Onuncanne index: ykasblBaeT MNOPSAKOBbIM HOMEpP CTaTUCTUYECKOM 3anucu Cco
napameTpoB 3Ha4yeHneM B guanasoHe ot 1 go 65 535.

owner ownername: ykasblBaeT co3gaTens 3anucu, T. e. UMA Briagensua,
KoTopoe npeactaBnsetr cobon CTpoky u3 1-63 CUMBOMOB C y4yeTOM
perncTpa
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Pexum komang | Pexum koHdurypaumm nHrepderica

PyKOBOD,CTBO no | 3HavyeHns napamMmeTpoB CTaTUCTUYECKOro BBOAa He MOryT ObITb NU3MEHEHbI
MCrnoJsib3oBaHuto

2.4.2.1. NMpumep KoHcuUrypaumum

HacTtpounka ctatuctmkn RMON Ethernet

CueHapun:
Agent
Terminal
PucyHok 2-3.
Kak nokasaHo Ha npegblaywiem pucyHke, areHT RMON nogknoueH K cepeepy, u
NMS Tpebyet, utobbl rpynna cratuctmkn RMON BbinonHAnNa craTucTUKy
NPON3BOAUTENBHOCTM N0  MOMYyYEeHHbIM NakeTam  uHTepdenca  Gi0/1.
AOMUHUCTpATOPbLI MOTYT MpPOCMaTtpuBaTb CTaTUCTUKY B Noboe Bpemsi, Y4Tobbl
NOHMMAaTb AaHHble O MOJSIyYeHHbIX MakeTax MuHTepdenca M CBOEBPEMEHHO
NPUHUMaTb Mepbl AN 06paboTkM ceTeBbIX UCKITHYEHUI
LWarn Hactponte ak3emnnsip  cTtatuctumyeckom  Tabnuubl Ha  mHTepdence
HacTporku | GigabitEthernet 0/1 ansa cbopa ctatnctukm no Tpadmky aToro nHTepderica
AreHT QTECH# configure terminal
QTECH (config)# interface gigabitEthernet 0/1
QTECH (config-if-GigabitEthernet 0/1)# rmon collection stats 1 owner admin
Mpoeepka | 3anycTute komangy show rmon stats, 4tobbl oTo6pasuTb ctatucTuky Ethernet
AreHt QTECH# show rmon stats
ether statistic table:
index =1
interface = GigabitEthernet 0/1
owner = admin
status =1
dropEvents =0
octets = 25696
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pkts = 293

broadcastPkts = 3

multiPkts = 0

crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0

fragments = 0

jabbers =0

collisions = 0
packets640ctets = 3815
packets65To1270ctets = 1695
packets128To02550ctets = 365
packets256To5110ctets = 2542
packets512To10230ctets = 152
packets1024To15180ctets = 685

2.4.2.2. PacnpocTpaHeHHble OLMnOKH

3anucu CTaTUCTUYECKOM Tabnuupl PEKOHUIypUpYyHOTCS nnm N3MeHsTCA
CKOH(pMryprpoBaHHbIe 3anMcu CTaTUCTUYECKON Tabnumupl.

2.4.3. Hactpouka ctatuctukm nctopun RMON

2.4.3.1. AdpdeKkT KoHdUrypaumm

MonyunTe HaKOMMEHHYH CTAaTUCTMKY MO TpaduKy oTcnexueaemoro mHtepdemnca Ethernet n
NCNONb30BaHMIO MOJSIOCHI MPONYCKaHUA B KaXKAOM MHTepBare.

2.4.3.2. NMpumeyaHunsn

OTa PyHKUMSA HE MOXKET ObiTb HACTPOEHA B PEXMME NAaKeTHOW HACTPOMKN UHTepdenca.

2.4.3.3. LLlarn HacTpounku

e O0OsA3aTenbHbIN.

e Ecnun HeoGxoanmo cobpaTb CETEBYIO CTATUCTUKY HA YKa3aHHOM MHTepdeNce, Ha 3TOM
NMHTepdence AOMKHbI BbITb HACTPOEHLI KOHTPOSbHLIE 3anucy nctopum RMON.

2.4.3.4. NpoBepka

3anyctute komaHay show rmon history, 4ToObl 0TOGPa3nTb CTATUCTUKY IPYMMbI UCTOPUMN.
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2.4.3.5. CBA3aHHble KOMaHAbI

HacTpomnka KOHTpOnbHbLIX 3anucen nctopum RMON

KomaHga rmon collection history index [owner ownername] [buckets bucket-
number] [interval seconds]

OnucaHue index: ykasblBaeT NopsiaKoBbIi HOMEP CTaTUCTUYECKOW 3anmMcu MCTOpUn

napameTpoB CO 3Ha4yeHmeM B guanasoHe oT 1 go 65 535.

owner ownername: ykasblBaeT co3gaTtens 3anvcu, T. €. MMs Briagenbua,
KOTOpoe npeacTtaBnsieTr cobon CTpoky M3 1—63 CMMBOMOB C y4YeTOM
perncrpa.

buckets bucket-number: yctaHaBnueaeT emMkocTb Tabnuubl nctopun, B
KOTOpOW CyllecTByeT cTaTucTudeckass 3anucb MWCTOpUW, TO €eCTb
yCTaHaBnvMBaeT MakcuMmarnbHoe kormyecTBO 3anucen (bucket-number),
KOTOpOE MOXET ObITb pasmeLLeHo B Tabnuue nctopuun. 3HaveHune bucket-
number HaxoguTca B Amana3oHe ot 1 go 65535, a 3HayeHue no
ymon4anuio — 10.

interval seconds: ycTaHaBnNnBaeT CTaTUCTUYECKMIA MHTEPBAN B CEKyHAAX.
[wana3oH 3HayeHun coctaBndet oT 1 cekyHabl 0o 3600 cekyHa, a
3HayeHune no ymonyaHmo — 1800 cekyHg

Pexxum komaHpg,

Pexum koHdUrypaumm nHtepdenca

PykoBogcteBo no
MCNONb30BaHNIO

3HayeHus1 napamMeTpoB 3anucy CTATUCTUKUM UCTOPUM HEe MOryT ObiTb
N3MEHEeHb!

2.4.3.6. Npumep KoHcpUrypaumm

HacTtponka ctatuctukm nctopumn RMON

CueHapun:

Terminal

PucyHok 2-4.

Kak nokasaHo Ha npeabigywem pucyHke, areHT RMON nogknioydeH k cepsepy, 1
NMS Heobxoammo cobupaTb CTaTUCTMKY MO NONyYEeHHbIM NaketTam uHTepdenca
Gi0/1 yepe3 rpynny uctopum RMON c¢ wuHTepBanom B 60 cekyHa, 4TOObI
KOHTPONMPOBAaTb CETb M NOHMMATb aBapUNHbIE AAaHHbIE
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Warn HacTtponTe Tabnuuy ynpaBneHus ncropuen Ha nitepderice GigabitEthernet 0/1,
HacTpovikn | 4Tobbl Nepunoanyeckn cobupatb CTaTUCTUKY NO TpadmKy aTOro nHTepdenca

AreHT QTECH# configure terminal
QTECH(config)# interface gigabitEthernet 0/1

QTECH(config-if-GigabitEthernet 0/1)# rmon collection history 1 buckets 5
interval 300 owner admin

Mpoeepka | 3anyctute komaHay show rmon history, 4Tobbl 0TOOPa3nTbL CTAaTUCTUKY FPYNNbI
ncropum

AreHt QTECH# show rmon history

rmon history control table:
index =1
interface = GigabitEthernet 0/1
bucketsRequested = 5
bucketsGranted = 5
interval = 60
owner = admin

stats =1

rmon history table:
index =1
samplelndex = 786
intervalStart = 6d:18h:37m:38s
dropEvents = 0
octets = 2040
pkts =13
broadcastPkts = 0
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0
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index =1
samplelndex = 787
intervalStart = 6d:18h:38m:38s
dropEvents = 0
octets = 1791

pkts =16
broadcastPkts =1
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

index =1
samplelndex = 788
intervalStart = 6d:18h:39m:38s
dropEvents = 0
octets = 432

pkts = 6
broadcastPkts = 0
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

index =1

samplelndex = 789
intervalStart = 6d:18h:40m:38s
dropEvents =0

QTECH

MWP [OOCTYNHEE
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octets = 432

pkts = 6
broadcastPkts = 0
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

index =1
samplelndex = 790
intervalStart = 6d:18h:41m:38s
dropEvents = 0
octets = 86734
pkts = 934
broadcastPkts = 32
multiPkts = 23
crcAlignErrors =0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

2.4.3.7. PacnpocTpaHeHHble OLMnOKH

3anvucu Tabnuubl ynpaBreHUs WUCTOpMEeR HacTpauBaloTCs MOBTOPHO WMN  U3MEHSIHoTCS
HaCTpOeHHble 3annucy Tabnuubl ynpasneHus UCTOPUEN.

2.4.4. HacTtponka curHana npeaynpexaeHmna RMON

2.4.4.1. dcpdekT kKoHduUrypaumm

I'Iepmo,qmqecm ﬂpOBepﬂVITe, Haxo4aTCAa M U3MEHEHNS 3HAYEHUN nepemMeHHbIX CUrHann3auunm B
npegenax ykadaHHoOro gonyctmmMmoro gmanasoHa.
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2.4.4.2. NpumeyaHus

Ecnn coobuwenne trap pomkHO ObiTb nNepegaHo Ha ynpaBnsiollee YCTPOWCTBO Mpu
cpabatbiBaHUKN cobbiTva npegynpexaeHus, areHT SNMP gomkeH 6biTb NpaBUNbHO HACTPOEH.
[ns Hactpownkn areHta SNMP cm. Hactporika SNMP.

Ecnn curHanbHas nepemeHHasa 4BngeTcda nepemeHHon MIB, onpegeneHHon B rpynne
ctratuctmkn RMON unum rpynne uctopun, dyHkumna ctatuctmkmn RMON Ethernet nnun dyHkumns
ctatuctukn muctopum RMON pomkHa OblTb HacTpoeHa Ha KOHTponupyemom uHTepdence
Ethernet. B npotuBHOM cny4ae Tabnuua curHanoB npegynpexaeHnsa He OyaeTt cos3gaHa.

2.4.4.3. LLlarn HacTpounku

HacTtponka 3anuceun cobbitun
e O6Gsi3aTenbHbIN.

e  3aBepLunTe HACTPONKY B pexxume rnobanbHOm KoHUrypaumm.
Hactpouka 3anucen npeaynpexaneHun
e ObgaszaTtenbHbIN.

e  3aBepLunTe HACTPOWKY B pexume rnobanbHON KOHUrypauuu.

2.4.4.4. NpoBepka

e 3anyctute koMaHgy show rmon event, 4Tobbl 0TOBpPa3nUTbL Tabnuuy cobbITUN.

e 3anyctute komaHgy show rmon alarm, 4tobbl OTOGpasvTb TabnMUy CcurHanos
npegynpexaeHun.

2.4.4.5. CBA3aHHbIe KOMaHAbI

HacTponka Tabnuubl coobITUN

KomaHga rmon event number [log] [trap community] [description description-string]
[owner ownername]

Onuncanne number: yka3biBaeT NopsiAKoBbIN HOMep Tabnuubl COBbITUA CO 3Ha4YeHeM

napamMmeTpoB B Auanas3oHe oT 1 go 65535.

log: ykasbiBaeT Ha cobbiTe xypHana. Cuctema perucTpupyet
WNHULMNPOBAHHOE COObITHE.

trap community: o6o3HayaeT coobweHne trap. Korga cobbiTne
WHULMUPYETCS, cMcTema nepegaeT coobuleHuve trap ¢ umeHem coobLecTBa
community.

description description-string: 3agaet nHdopmaunto onMcaHus coobITus,
TO €CTb CTPOKY OnNucaHuns. 3HavyeHne npeacTasnseT cobon cTpoky oT 1 ao
127 cumBornos.

owner ownername: ykasblBaeT co3gaTens 3anucu, T. e. UM4 Briagensua,
KOTOpoe npeacTtaenseT cobon CcTpoky u3 1-63 CUMMBOMOB C Y4eTOM
perncTpa

Pexnm komaHa

Pexwum rnobansHon KoHUrypauum
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PykoBoactso no
NCNOSb30BaHMIO

MOXXHO WM3MEHUTb 3HAYEHUSI CKOHUIYPUPOBAHHBLIX NApaMeTpoB 3anmcu
cobbITUA, BKNOYas TMN cobbITnsA, MMA rpynnbl trap, onncaHne cobbiTnsa m
co3faaTtenst coobITus

Hactponka r

pynnbl curHanoB npeaynpexaeHnn RMON

KomaHpa rmon alarm number variable interval {absolute | delta} rising-threshold
value [event number] falling-threshold value [event-number] [owner
ownername]

Onucaxuve number: ykasbiBaeT NOPAAKOBbIN HOMEP 3anucu curHana npeaynpexaeHms

napameTpoB CO 3Ha4eHMeM B guanasoHe oT 1 go 65535.

variable: ykasbiBaeT nepemMeHHyl curHana npegynpexaeHusi, Kotopas
npegcraenget cobon CTpoky M3 1-255 cumMBONOB WM NpeacTaBneHa B
dopmate C TOoYkamm C ucnonb3oBaHnem OID y3na (dopmart:
entry.integer.instance  (3anucb.Uenoe  YMCrO.9K3eMMNsAp);  NpUMep:
1.3.6.1.2.1.2.1.10.1).

interval: ykasblBaeT WHTepBan BbIOOPKM B CekyHOaxX W 3HayeHue B
ananasoHe oT 1 0o 2 147 483 647.

absolute: ykasbiBaeT, 4TO Tun BbIOOPKM — BbIOOPKA aBGCOMNOTHOIO
3HaYeHWs, TO eCTb 3HAYEHNS NEePEMEHHbIX N3BMNEKAOTCA HaNpPsAMYHo, Korga
BpeMs BbI6OPKU UCTEKITO.

delta: ykasbiBaeT, 4TO TMMN BbIOOPKM — BbIOOPKA WM3MEHSOLLErocs
3HaYeHus, T. €. UBMEHEHMS 3HAYEHWI NEPEMEHHbIX B Npeaenax HTepeana
BbIOOPKUN N3BNEKAIOTCHA NO UCTEYEHUN BPEMEHN BbIOOPKMW.

rising-threshold: yctaHaBnuBaeT BepxHUIN npegen Konundectsa BblOOPKK
(3HayeHue) co 3HadeHMem B AunanasoHe oOT -—2147483648 po
+2 147 483 647.

event number: ykasbiBaeT, 4TO cOObITUE C HOMEPOM CObbITUS event number
3anyckaeTcs Npu JOCTMKEHUM BEPXHETO UITN HDKHETO nNpegena.

falling-threshold: yctaHaBnMBaeT HWXHWUIA nNpegen Konuyectesa BblIGOPKM
(3HayeHue) co 3HadeHnem B AmanasoHe oOT -—-2147483648 po
+2 147 483 647.

owner ownername: ykasblBaeT co3gaTens 3anucu, T. e. UMS Briagensua,
KOTOpoe npeacTtaBnseTr cobonm CcTpoky u3 1-63 CUMMBOMOB C Y4eTOM
perncTpa

Pexnm komaHa

Pexunm rnobanbHon koHdurypauum

PykoBoactBo no
NCNOSb30BaHMIO

3Ha4yeHns CKOHUIypupoBaHHbIX MapaMeTpOB 3anucu npeaynpexaeHun
MOryT OblTb WM3MEHEHbI, BKMYasi MEpPEMEHHbIE NPEAYNPEXOEHUN, TuN
BbIOOpKM, co3gaTenb 3anucu, WHTepBan BbIOOPKKW, BEPXHUN/HWKHUN
npeaen KonmyecTea BbIOOPKM U COOTBETCTBYOLLME TPUTTEPHbBIE COObITUSA
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2.4.4.6. NMpumep KoHcuUrypauum

Hactpouka curHana npeaynpexaeHua RMON

CueHapun:

Termina

PucyHok 2-5.

Mpegnonoxum, yto SNMPv1 pabotaet B NMS, nms coobLuecTtea, ucnonb3yemoe
055 4OCTyna K HacTponkam, aBnsieTcs obLeqocTynHbIM, ¢ aTpubyTom read-write,
a IP-agpec, ucnonbayembii NMS ansa nonyydeHunsa coobuieHun trap, — 3.3.3.3.

Mpegnonoxum, 4to 3HayeHne OID nakeToB HEW3BECTHOro NPOTOKONa,
NMONyYeHHbIX KOHTponupyembiM uHTepdericom GigabitEthernet0/1, paBHO
1.3.6.1.2.1.2.2.1.15.3, pexxum BbIOOpKM — OTHOCUTENBbHAsA BbIGOpKa, a MHTepBan
Bbl6opkn — 60 cekyHa. Korga otHocuTenbHoe 3HaveHne Bbibopkm Gonble 100
unn meHble 10, cobbitua 1 1 2 3anyckakTcs COOTBETCTBEHHO. B cobbitnn 1
nepenaetca coobuweHne trap, n cobbitue perucTpupyetca. B cobbitun 2
cobblTne TOMNbKO perncTpupyeTcs.

Hactponka areHta RMON 3aBeplieHa Ha TepmuHane. AreHT RMON nogkntoyeH
K NMS u nogkntoudeH k cepsepy vepes nurepdenc Gl0/1. AreHt RMON posmkeH
KOHTPONMpPOBaTb KOMMYECTBO MaKETOB HEW3BECTHOrO MPOTOKOMA, MOSTYyYEHHbIX
nHtepdencom GIO/1. WNHTepBan Bbibopkn coctaBnsieT 60 cekyHa. Korga
abcontoTHoe 3HayeHne BbIGOpKM MeHbLUe 10, coBbITUE TONBLKO PErNCTPUPYETCH.
Korma abconioTHoe 3HayeHne Bblbopkn npeBbiwaer 100, cobbiTue
pernctpupyetcs, u B NMS nepegaetcsa coobuieHue trap

Warn
HaCTPONKK

e Hactponte agpec xocta anga nonyyeHns coodLeHnn trap.

e HactpownTte rpynny cobbITni ans 06paboTku Tpurrepa
npeaynpexaneHun.
e HactponTe hyHKUMIO NpeaynpeXXaeHnn

AreHT

QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# snmp-server community public rw
QTECH(config)# snmp-server host 3.3.3.3 trap public

QTECH(config)# rmon event 1 description rising-threshold-event log trap
public owner admin
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QTECH(config)# rmon event 2 description falling-threshold-event log owner

admin

QTECH(config)# rmon alarm 11.3.6.1.2.1.2.2.1.15.3 60 delta rising-threshold 100 1
falling-threshold 10 2 owner admin

rmon event table:

index =1

description = rising-threshold-event
type = 4

community = public

lastTimeSent = 0d:0h:0m:0s

owner = admin

status =1

index = 2

description = falling-threshold-event
type = 2

community =

lastTimeSent = 6d:19h:21m:48s
owner = admin

status =1

rmon log table:

eventindex = 2
index =1
logTime = 6d:19h:21m:48s

logDescription = falling-threshold-event

QTECH# show rmon alarm

rmon alarm table:

index: 1,
interval: 60,
0id =1.3.6.1.2.1.2.2.1.15.3

MpoBepka e 3anyctute komaHgy show rmon event, 4ytobbl 0TO6pa3nTL Tabnmuy
COObITUN.
e 3anyctute komangy show rmon alarm, 4tobbl oTo6pa3uTb Tabnuuy
CUrHanoB NpeaynpexaeHun
AreHT QTECH# show rmon event
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sampleType: 2,
alarmValue: 0,
startupAlarm: 3,
risingThreshold: 100,
fallingThreshold: 10,
risingEventindex: 1,
fallingEventindex: 2,
owner: admin,

stauts: 1

2.4.4.7. PacnpocTpaHeHHble OLMNOKHK

e BseaeHHbi OID oTcnexmBaeMoro o6bekTa HEBEPEH, NEpEMEHHasi, COOTBETCTBYOLLAS
OID, He cywecTByeT, Unu TUN He SBMSIeTCS LenbiM YACIIOM UK LenbiM Ynucriom 6e3

3HaKa.

e BepxHuii NOpor MeHbLLE UM paBEH HUXKHEMY NOpPOrYy.

2.5. MoHUTOpPUHr

2.5.1. OToGpaxeHune

OnucaHue

KomaHga

OTtobpakaeT BCHO MHOpMaALMIO O KOHUrypauum
RMON

show rmon

OtobpaxaeT ctatucTnyeckyto Tabnuuy Ethernet

show rmon stats

OTtobparkaeT Tabnmuy ynpaeneHus nctopuen

show rmon history

OtobparkaeT Tabnmuy cMrHanoB npegynpexaeHun

show rmon alarm

OtobpakaeT Tabnmuy cobbiTnm

show rmon event

(@ arecy
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3. HACTPOUKA NTP
3.1. O630p

MpoTokon ceteBoro BpemeHu (NTP) — 3To NPOTOKON YPOBHSI MPUINIOXEHMI, KOTOPbIV NO3BONSET
ceTeBblM YCTPOMCTBAM CUHXPOHU3MpOBaTh Bpemsi. NTP no3BornsieT ceTeBbiM YCTPOMCTBAM
CUHXPOHM3NPOBaTb BPEMSI CO CBOMMMK CEpBEpaMM UMM UCTOYHMKaAMK YacoB M obecneuymBaeT
BbICOKOTOYHYIO KOPPEKLMIO BpEMEHM (pa3Huua Co CTaHAapTHbIM BpeMeHeM COCTaBmnsieT MeHee
OOHON MUIINUCEKYHOblI B NOKArnbHOM CETU M MEHEE HECKONbKUX OECATKOB MWUNIMUCEKYHO B
rnobanbHoit cetn). Kpome Toro, NTP MoxeT npegoTBpallaTb artakm C  MOMOLLbO
3alUNOPOBAHHOIO NOATBEPXKAEHUS.

B HacTosiwee Bpems yctponctea QTECH MoxHO ncnonb3oBath Kak B kadyectBe NTP-knMeHTOB,
Tak n B KadectBe NTP-cepepoB. [pyrumn crnosamu, yctponctso QTECH wmoxert
CUHXPOHN3VpPOBaTbL BPEMSA C CepBepoM BPEMEHU M UCMONb30BaTbCA B KadecTBe cepBepa
BpemMeHu Ans obecneveHns CUHXPOHM3aLUMM BPEMEHWN AN Apyrux ycTporcTs. Korga ycTponcTeo
QTECH ncnonb3yeTcd B Ka4ecTBe cepBepa, OHO NoaaepXnBaeT TOSbKO PEXMM 04HOaapEeCHOro
cepsepa.

lNMpoTokonbl U cTaHAapTbI
e RFC 1305: npoTokon ceTeBoro BpemeHnn (Bepcus 3).

3.2. NMpunoxeHusn

MpunoxeHue OnucaHue

CuHXpOHM3aLMS B KadecTBe KIMeHTa ncnosnb3yeTtca YCTPOWCTBO,
BPEMEHM  HA  OCHOBE | CUHXPOHU3UpYIoLLEee BpeMs C BHELLUHUM MCTOYHUKOM YacoB. [Nocne
BHELUHEro  3TaflOHHOrO | YCMeLHON CUHXPOHN3aLUMM OH UCMONb3yeTCs B Ka4ecTBe cepBepa

NCTOYHMKA ana  obecneyeHNss CUHXPOHM3AUMM BpeMeHW AOns  Opyrux
YCTPONCTB
CuHXpoHM3aLma YCTpONCTBO UCMNOMb3YeT fIoKarbHble Yacbl B KAYeCTBE HaOEXHOro

BPEMEHN Ha  OCHOBE | UICTOYHMKA 3TanoHHbiXx YacoB NTP, a Takke wucnonbayetca B
NIOKaNbHOro  UCTOYHMKA | KaYecTBe cepBepa Ans obecrneyeHnsi CUHXPOHU3auMM BPEMEHNU
3TalIOHHbIX YacoB OnNs1 ApYrMX YCTPOWCTB

3.2.1. CUHXpPOHM3aUNAA BPEMEHM Ha OCHOBE BHELUHEro 3TaNlOHHOro
MCTOYHUKA YacoB

3.2.1.1. CueHapum
Kak nokasaHo Ha PucyHke 3-1

e DEVICE-A ucnonb3yeTtcs B KayeCTBe HaOeXHOro 3TarloHHOro MCTOYHMKA YacoB OnA
obecrnevyeHns CUHXPOHM3aLMN BPEMEHMW NS BHELUHWUX YCTPONCTB.

o DEVICE-B yka3sbiBaet DEVICE-A B kavyectBe NTP-cepBepa 1 CUHXPOHU3NPYET BpeMd
c DEVICE-A.

e [locne ycnewHomn cuHxpoHnsaumm DEVICE-B obecneunBaeT CUHXPOHM3ALUNIO BPpEMEHN
ana DEVICE-C.

3-64
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DEVICE-C DEVICE-B DEVICE-A
3 « 192 168.1. 148"
@ Gl n@ Gi /0
192.168.2.1 192.168.1.2

PucyHok 3-1.

3.2.1.2. Pas3BepTbiBaHue

Hactponte DEVICE-B Ha peXXuM BHELLHEro 3TafloHHOro NCToYHMKa YacoB NTP.

3.2.2. CUHXpOHU3aLUsAi BpEeMEHM Ha OCHOBE JIOKafiIbHOro MCTOYHMKA
3TanoHHbIX YacoB

3.2.2.1. CueHapun

Kak nokasaHo Ha PucyHke 3-2, DEVICE-B ncnonb3yeT nokarbHble Yackl B Ka4eCTBE NCTOYHUKA
onopHbIx YacoB NTP n obecneuvnBaeT cuHxpoHu3auuio spemenmn ana DEVICE-C.

DEVICE-C DEVICE-B

@ Gi 0N @

192.168.2.1
PucyHok 3-2.

3.2.2.2. PasBepTbiBaHue

HacTtponte DEVICE-B Ha pexum nokanbHbIX 3TanoHHbIX YacoB NTP.
3.3. PyHKUUMU

3.3.1. ba3oBble KOHUenTbI

NTP-naket

Kak onpegeneHo B RFC1305, NTP wucnonb3yeT nakeTbl MPOTOKONa MOfb30BaTENbCKUX
patarpamm (UDP) ona nepegaun, a ncnonbdyemoli naeHtudpmkatop nopta UDP — 123.

Ha PucyHke 3-3 nokasaH dpopmaTt naketa CMHXpoHM3auumn BpemeHn NTP.
0 Fi 15 23 h
LI

WM | MMode | Stratum | Pall Interval | Precision

Root Dispersion (32-bit)

Reference Clock |dentifier (32-bit)

Reference Timestamp (B4-bit)

Orginate Tirmestamp (G4-bit)

Receive Timestamp (64-bit)

Transmit Timestamp (64-bit)

Authenticator (optonal 96-hit)

PucyHok 3-3. ®opmat naketa cMHXpoHu3auum spemenn NTP
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e VHaoukatop cekyHabl koopauvHauum  (LI):  ykasbiBaeT 2-6MTHbBIM  MHAOMKATOP
OONOSTHUTENBbHOW CEKYHAbI.
NMPUMEYAHUE: 00: ykasbiBaeT Ha OTCYTCTBME npegynpexgawowen wuHdgopmaumu; 01:
yKasbIBaeT, 4YTO B npeablaywien MuHyTe 61 cekyHaa; 10: ykasbiBaeT, YTO B Npeablaylen MnMHyTe
59 cekyHf; 11: ykasbIBaeT, YTO Yacbl HE CUHXPOHU3NPOBAHDI.

e Homep Bepcum (VN): ykasbiBaeT 3-6uTHbIn Homep Bepcum NTP. Tekywmn Homep
Bepcun — 3.
e Pexwum (Mode): yka3biBaeT Ha 3-6UTHbIN paboumn pexum NTP.
NMPUMEYAHUE: 0: ykasbiBaeT Ha OTCYTCTBUE onpedeneHns; 1: ykasbiBaeT Ha CUMMETPUYHYIO
aKTUBHOCTb; 2: yKa3blBaeT Ha CUMMETPUYHLIN Naccus; 3: yKa3blBaeT Ha KNWMEHTA; 4: yKasbiBaeT
Ha cepBep; 5: yKkasblBaeT Ha LUMPOKOBELLaHWe; 6: yKasblBaeT yrnpasnsoLwyo nHpopmMauuio; 7:
3ape3epBMpPOBaHO.

e Stratum: ykasbiBaeT 8-OUTHbIM cnon (Stratum) nokanbHbIx 4acoB. 0: ykasbiBaeT Ha
OTCYTCTBME onpeaeneHus; 1: ykasblBaeT master-MCTOMHUK 3TanoHHbIX YacoB; Apyrne
3HaYeHUA: yKasblBalOT Slave-UCTOYHMKN STarNTOHHbIX YacoB.

e Poll Interval (MHTepBan onpoca): ykasbiBaeT MHTepBar onpoca (B cekyHaax), KoTopblv
npegcraenset cobon 8-6utHoe Lienoe vncro.

e Precision (To4YHOCTb): yKasblBaeT TOYHOCTb BpeMeHU (B CeKyHAax) MeCTHbIX 4acoB,
KoTopas npeacrasnsaet cobon 8-6uUTHoe Lenoe Ymcno.

o Root Delay (KopHeBasi 3agepka): ykasbiBaeT BPEMS NPOXOXAeHMS Tyga u obpaTHo o
master-ucTouHMka 3TaroHHbIX 4YacoB, KOTOpoe npeacraeBndeT cobow 32-paspsgHoe
uenoe yncno.

e Root Dispersion (KopHeBasi gucnepcusl): ykasblBaeT camyko OG0OnblLUy0 pasHuly oOT
master-aTanioHHOro MCTOYHWKA TaKTOBOrO CWUrHana, KoTopbl npeacraBnseT cobow
32-pa3psagHoe Lesioe Y1cro.

o Reference Clock Identifier (MgeHTuduUKaTOp 3TANOHHLIX YacoB): ykasbiBaeT 32-OUTHbIN
naeHTMrKaTop NCTOYHMKA 3TANOHHBIX YacoB.

o Reference Timestamp (OTanoHHass BpeMeHHas MeTKa): YykasbiBaeT 64-6UTHyHo
BPEMEHHYIO METKY, 8 UMEHHO BPEMSI, KOTOPOE ObIfNI0 YCTAHOBIIEHO UMW UCMPaBIieHo B
nocrneaHnn pas.

e Originate Timestamp (VicxogHas BpeMeHHasi MeTKa): ykasbiBaeT 64-OMTHYy0 MEeTKy
BPEMEHWN, @ MMEHHO MECTHOEe BpeMs, Korga OT KIMEHTa yXxoaAWT 3anpoc Ha
CMHXPOHM3aLNI0 BPEMEHMW.

o Receive Timestamp (OTmeTka BpeMeHM NOfydeHust): ykasbiBaeT 64-0MTHYIO OTMETKY
BPEMEHW, @ MMEHHO MECTHOE BpPEMs, Koraa NnakeT 3anpoca CUHXPOHU3aLMN BPEMEHM
nocTynaeT Ha CepBep.

e Transmit Timestamp (OTmeTka BpemMeHu nepedayun): ykasbiBaeT 64-OUTHYIO OTMETKY
BPEMEHW, @ UMEHHO MECTHOE BpPEMSI, KOra OTBETHBIN NakeT CUHXPOHM3ALMN BPEMEHN
oTnpaBnsieTcsa ¢ cepBepa.

e Authenticator (OnumoHanbHO): yka3biBaeT MHOpPMaLN0 Anst ayTEHTUDMKALMMN.
NTP-cepBep

YCTPOMCTBO UCMONb3yeT fokarnbHble Yacbl B KayecTBEe MCTOMHMKA 3TarloHHbIX YacoB Afls
obecrneyeHns CUHXPOHM3ALIMN BPEMEHU AN APYTMX YCTPOWCTB B CETW.

NTP-knueHT

Yctponctso mcnosnbadyetcsa kak NTP-KNUeHT, cuHxpoHusmpyowmin spema ¢ NTP-cepeepom B
ceTu.

3-66

@ §) QTECH

MWP [OOCTYNHEE



PykoBofacTteo no Hactponke cepus QSW-4700

HaCTpOVIKa NTP W

Stratum (Cnown)

B NTP «stratum» mcnonb3dyeTcs ANd OonMcaHna nepexogoB OT YCTPOWCTBA K aBTOPUTETHLIM
(ooctoBepHbIM) YacaMm. Cepsep NTP, stratum kotoporo paseH 1, UMeeT HenocpeacTBEHHO
NoaKIMYEHHbIE aTOMHbIE Yackl UK Yackl ¢ paguoynpaeneHnem; cepep NTP, stratum koToporo
paBeH 2, nonyyaeT BpeMs OT cepBepa, stratum kotoporo paseH 1; cepsep NTP, stratum
KOTOporo paseH 3, nonyyaeT Bpemsi OT cepBepa, Stratum KOTOPOro paBeH 2; U Tak ganee.
CnepoBaTtenbHO, UCTOYHMKN YacoB € bornee HM3KMM stratum nmetoT 6onee BbICOKYH TOYHOCTb
yacos.

AﬂﬂapaTHble yachbl

AnnapaTHble Yacbl paboTaloT Ha YacToTe KBapLEBOro pe3oHaTopa YCTPOWCTBA MU MUTAKTCA OT
GaTapen ycTtponctBa. [locne BbIKMOYEHUS YCTPOWCTBA annapatHble 4Yacbl MPOAOIDKAOT
paboTaTb. Nocne 3anycka ycTporncTBa OHO NOfyYaeT MHpopMaL Mo O BpeMEHM OT annapaTHbIX
4YacoB B BUAE NPOrpamMMHOrO BpEMEHN YCTPONCTBA.

3.3.2. 0630p

OcobeHHOCTb OnucaHue

CuHXpoHM3aLma CeTeBble yCTPONCTBA CUHXPOHU3MPYIOT BPEMS CO CBOMMU CEpBEPaMU UIu
BpemeHn NTP HageXHbIMW  UCTOYHMKaAMKM 4YacoB Afs  peanusauumn  BbICOKOTOYHOM
KOppeKunn BpemMeHun

AyTeHTndukaums | AyTeHTudukaums c wudposaHnem naketoB NTP wucnonbsyetcs ans
Security NTP npeaoTBpalleHns MOMEX CUHXPOHM3AUUM BPEMEHM Ha YCTPOWCTBE OT
HeHageXHbIX UCTOYHNKOB YaCcoB

NTP-KOHTpPONb Cnncok koHTpons pgoctyna (ACL) wucnonb3yeTtca pgns dounbTpauun
gocTtyna MCTOYHUKOB NONy4YeHHbIX naketos NTP

3.3.3. CuHxpoHu3auunsn spemeHn NTP

3.3.3.1. MpuHUMN paboTbl

CunxpoHusaums Bpemenn NTP peanmsoBaHa nytem B3aumogdenctBus naketoB NTP mexay
KNWEHTOM 1 CEPBEPOM:

e KnueHT oTnpaBnsieT nakeT CUHXPOHM3aLUMW BPEeMEHM Ha BCE cepBepbl kaxable 64
cekyHapbl. Mocne nonyyYeHuss NakeToB OTBETOB OT CEPBEPOB KMMEHT DUNbLTPYeT U
BblOMpaeT nakeTbl OTBETOB CO BCEX CEPBEPOB M CUHXPOHU3UPYET BpeEMs C
onTUMarsibHbIM CEPBEPOM.

e [locne nonyyeHust NakeTa 3anpoca Ha CUHXPOHM3aLMI0 BPEMEHN CepBep MCMonb3yeT
nokanbHble Yacbl B Ka4ecTBe 3TaNlOHHOTO MCTOYHMKA M 3anofHsieT nHdopmaumen o
NoKanbHOM BpeMeHM OTBETHbIV NaKeT, KOTOPbI AOIMKeH ObiTb OTNPaBNEH KIWEHTY, B
COOTBETCTBUW C TpebGoBaHMSIMY NPOTOKONA.

Ha PucyHke 3-4 nokasaH doopmat nakeTta cMHXpoHusauum spemeHn NTP.
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DEVICE-A DEVICE-B

A Time: 19:00:00 B Time: 19:30:20
——— %

1
Originate Timestamp:

9:00:04 a
Receive Timestamp
19:30:23

[ E—

—_ Transmit Timestamp:
@ 19:30:24

Retei'j'iT_i-j.'EE_'lan'c' NTP Request Packet
SOnoe ENTP Response Packet

PucyHok 3-4. MNpuHuunn paboTtsl NTP

DEVICE-B (cokpalieHHO B) ucrnonb3yeTca B KayeCTBe MCTOYHMKA 3dTarioHHbIXx YacoB NTP,
DEVICE-A (cokpalieHHo A) ucnonb3yeTtcsi B kadecTse knneHta NTP, KOTOpbIi CUHXPOHU3UpYeT
Bpems ¢ DEVICE-B. B MOMeHT BpeMeHM MeCTHble Yackl A nokasbiBatoT 19:00:00, a mecTHble
Yyacbl B — 19:30:20.

1. A otnpasnsieT naket 3anpoca NTP. MecTtHoe Bpems (T0O), Koraa naket oTnpasnseTcs
n3 A, coctaenset 19:00:00 n sanonHseTca B Originate Timestamp.

2. Tocne 2-cekyHOHOW ceTeBOW 3agepKkn MecTHoe Bpems (T1), koraa B nonyyaeT naket
3anpoca, coctaenseT 19:30:23 n 3anonHseTca B Receive Timestamp.

3. B obpabartbiBaeT 3anpoc NTP 1 yepes cekyHAy OoTnpasnsieT OTBeTHbIN nakeT NTP.
MecTHoe Bpems (T2), Korga oTBETHLIN NakeT yxoauT u3 B, coctaenset 19:30:24 un
3anonHsaeTtcd B Transmit Timestamp.

4. Tlocne 2-ceKyHOHOWN CeTEBON 3afepxkn A nony4vaeT OTBETHbIM nakeT. MecTHoe Bpems
(T3), korga oTBeTHLIN NakeT NpubbiBaeT B A, coctasndeT 19:00:06.

KoHKpeTHble pacyeTbl A1 CUHXPOHMU3ALIMN BPEMEHM CrieytoLme:

e A nony4aet pasHuuy Bo BpemeHu B 30 MuHYT 1 20 cekyHg mexagy B n A, ncnonbays
dopmyny ((T1-TO)+(T2-T3))/2.

e A nonyvyaeT YeTbIpEXCEKYHOHYIO 3adepkKy MnakeTa Tyga u obpatHo mexagy A n B,
ncnonb3ys dopmyny (T3-T0)-(T2-T1).
3.3.3.2. Pexxum pab6otbl NTP

e  PeXuMm BHelWHen CUHXPOHN3aLMN YacoB

B aToM pexunme yCTpOMCTBO WCNOMb3YeTCs U Kak cepBep, U Kak KineHT. [pu nonyyvyeHuu
3anpoCoB Ha CUHXPOHM3ALMIO BPEMEHW OT OPYrMX KIMEHTOB YCTPOMCTBO AOSMPKHO CHavana

CUHXPOHM3NPOBAaTL BPeMS C ykazaHHbIM CEPBEPOM M 06ecneymTb CUHXPOHMU3aLIMI0 BpEMEHWN NS
KMMEHTOB MOCre YCrneLHOW CUHXPOHMU3ALIUN.

o Pexnm oTcyeTa nokanbHbIX YacoB

B aTOM pexume YCTPOMCTBO WCMONb3yeT roKamnbHble 4Yacbl MO YMOSYaHUIO B KayecTBe
HaZeXXHOro MCTOYHMKA YacoB 1 06ecnevmBaeT CUHXPOHN3aLMIO BPEMEHW HEMNMOCPEACTBEHHO AnS
APYMX KITMEHTOB.

3.3.3.3. CBsA3zaHHanA KOHdUrypauus
Hactpownka NTP-cepBepa
o  O®yHkuMa NTP no ymonyaHuio OTKIoYeHa.

e 3anyctute komaHgy ntp server, 4Tobbl ykasatb NTP-cepBep (BHELHWUN UCTOYHUK
3TaNoHHbIX YacoB), KOTOPbIA MOXET BKMoUnTb NTP.
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e [locne HaCTpOWiKN YCTPOMNCTBO paboTaeT B peXXMMe BHELLHEro 3TanoHa 4acos.
CunHXpoHMU3auua B pearibHOM BpeMeHuU
Mo yMONYaHuo YCTPOMCTBO BbINOSHSAET CUHXPOHU3ALMIO BPEMEHN Kaxable 64 cekyHAbl.

O6HoBMeHMe annapaTHbIX YacoB

° Mo YMON4aHno yCTpOI7ICTBO He obHoBRsIET CUHXPOHN3NPOBAHHOE BpemMA AO0
annapaTtHbIX YaCoB.

e 3anyctute komaHay ntp update-calendar, 4TOOblI YCTPOWCTBO aBTOMATUYECKM
06HOBNAMNO annapaTHbIe Yacbkl KaXkabl pa3 nocne ycnewHon CUHXPOHU3aUMmn BPEMEHM.

HacTpomnka ocHoBHbIX YacoB NTP
e [lo yMOnYaHuWi0 YCTPOMCTBO paboTaeT B PEXXMME BHELLIHUX 3TaNOHHbIX YacoB.

e 3anyctute komaHZy ntp master, 4To6bl HACTPOUTb YCTPOMCTBO HA PEXMM FOKambHbIX
3TaroHHbIX YacoB.

3.3.4. AyteHTucpukauma Security NTP

Utobbl npepoTBpatMTh 3MoHamMepeHHoe noBpexaeHne cepsepa NTP, NTP wucnonbayet
MexaHu3Mm ayTeHTUduKaumm, 4YTobbl NpPOBEPUTb, [AEWCTBUTENbHO 5K UHpopMaums o
CMHXPOHM3aunn BpeMeHu MoCTynaeT ¢ 0ObSABMEHHOro cepsepa, U NpoBepuUTb MyTb BO3BpaTa
MHdopMaummn, 4ToObl 06ecneYnTbs MeXaHU3M 3aLUMThl OT MOMEX.

3.3.4.1. MpnHUMN paboTbl

KnueHT NTP n cepsep NTP HacTpoeHbl C OOHUM M TeM Xe Kno4oM. [Mpn oTnpaBke nakeTos
3anpoca 1 oTeBeTa YCTPONCTBO BblYUCIIAET XELL-3HAaYEeHNSA NaKeToB C NOMOLLbIO anroputma MD5
Ha OCHOBe yKas3aHHOro knw4a n cogepkmmoro naketa NTP u 3anonHAeT xslwi-3HavyeHus B
nHdopmaumn ayTeHTUdUKaumm naketa. lNpuHUMalowee yCTpOMCTBO NpoBePSET, OTnpasBsieHbl
nn  nakeTbl [OOBEpPEeHHbIM YCTPOWCTBOM UMM  U3MEHeHbl Ha OCHOBe UWHJOopMauun
ayTeHTMdmKaumu.

3.3.4.2. CBaA3aHHaA KOHdUrypauus

Hactpoinka mexaHuama rmob6anbHon ayteHTUpukauum Security ana NTP
o [lo ymonuaHuio mexaHm3Mm NpoBepKN NoafIMHHOCTM Security NTP He BKITHOYeH.

e 3anyctute komaHgy ntp authentication, 4ToObl BKITOYMTL MEXAHU3M ayTEHTMAUKALNN
Security NTP.

HacTtpoika rmob6anbHoro knro4va ayteHtudukaumm ansa NTP
e [lo ymonuaHuto rnobanbHbIi KoY ayTEHTUMKALUN HE HACTPOEH.

e 3anyctute komaHagy ntp authentication-key, 4ToGbl BKMOUMTL rNOOANbHLIN KoY
ayTeHTndmkaumm NTP.

Hactpownka nageHtudumkatopa rnobansHo goBepeHHoro kno4a ana NTP
e [lo ymonuyaHuto rmobanbHO JOBEPEHHDIN KITHOY HE HACTPOEH.

e 3anyctute komaHgy ntp trust-key, 4TOObl HacTpoUTb YCTPOWCTBO B KayecTBe
3TaNOHHOIO UCTOYHMKA YacoB, YTOObI NPEAOCTaBUTb AOBEPEHHbIN KIOY ANsi BHELUHEN
CMHXPOHM3aLMM BPEMEHMW.

Hactpoiika npeHtucgpukaTtopa 4OBEepeHHOro Knio4va ANnsA BHELWHero UCTOYHMKaA
3TaNloHHbIX 4YacoB

3anyctute KoMaHZy ntp server, 4YToObl ykasaTb BHELUHMIA ITaNOHHbIA WCTOYHUK, a Takke
[OBEPEHHbIN KIMOY 3TOr0 NCTOYHMKA CUHXPOHMU3ALN.
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3.3.5. NTP-koHTpOnb goctyna

3.3.5.1. MpuHUMN paboTbl

Ob6ecneybTe MMHUMAanbHY0 Mepy 6e3onacHocTy, ucnonb3ysa ACL.

3.3.5.2. CBsizaHHaA KOHdUrypauus

Hactpouka npaB ynpaBneHust 4ocTynom Ana cnyxo NTP
e [lo ymonuaHuio npaea ynpaeneHus goctynom ans NTP oTcyTcTBytoT.
e 3anyctute koMaHgy ntp access-group, 4Tobbl HAacCTpouTb Npasa goctyna ans NTP.

3.4. KoHdurypauums

KoHdurypaums OnucaHue u KomaHaa
HacTponka ocHoBHbIX | (OBsasaTtenbHo) Wcnonbsyetca gna  skiwodeHuss NTP.  [locne
dyHkumn NTP BkrtoveHnss NTP  ycTponctBo paboTtaeT B pexvme BHELIHUX
3TarnoHHbIX YacoB
ntp server HacTtpausaet NTP-cepBep
ntp update-calendar ABTOMaTU4ECKM obHoBnseT
annaparHble Yachbl
(OnuuoHanbHo) cnonb3yeTcsa AnNg HAaCTPOWKN YCTPOUCTBA Ha PeXnNM
NoKarnbHbIX YacoB
ntp master HactpanBaeT master-yacel NTP
(OnuunoHankbHo) Mcnonbayetcsa anst otkntodeHns NTP
no ntp OtkntovaeT Bce pyHKkumm NTP n
oynMwaeT BCe KOHurypaumm
NTP
ntp disable OTknovaeT nosydeHne nakeToB
NTP c ykasaHHOro nHtepdeiica
ntp service disable OTtkniovaeT cnyxoy
CUHXPOHU3aumn Bpemernn NTP
HacTtponka (OnumoHanbHO) Wcnonb3yetcs ana  nNpegoTBpalleHns  noMex
ayTeHTudmkaumm CYHXPOHM3aLUNN BPEMEHN Ha YCTPONCTBE OT HEHAAEXHbIX MICTOYHMKOB
6esonacHoctn NTP TaKTOBOro curHana
ntp authenticate BkntovaeTt MeXaHN3M
ayTeHTudmkauumn security
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KoHdurypauus OnucaHue u KomaHaa
HacTtponka ntp authentication-key HactpaunBaeT rnobanbHbi Koy
ayTeHTudmkaumm ayTeHTudmkaumm

6e3onacHoctn NTP

ntp trusted-key HacTtpanBaeT goBepeHHbI KoY
ANt CUHXPOHN3ALNN BPEMEHMN

ntp server HactpanBaeT goBepeHHbI KoY
ONnsa  BHELUHEero  3TanoHHOro
NCTOYHMKA CUHXPOHM3aLNK

Hactponka koHTpons | (OnumoHanbHo) Wcnonb3yetcda gns  unbTpaumm  UCTOYHMKOB

goctyna NTP nosy4veHHbIx NTP-nakeTos

ntp access-group HacTtpauBaeT npaBa ynpaBneHus
poctynom gnga NTP

3.4.1. HacTpoika ocHOBHbIX PpyHKLMK NTP

3.4.1.1. 3hdeKT KoHdUrypaumm

Pexnm BHelwwHen ONOPHOMN 4acCcToOTbl

Mcnonb3ynte YCTPOMCTBO B KayecTBe KMEHTa AN CUHXPOHM3aLUMU BPEMEHU OT
BHELUHEro 3TaroOHHOMO MCTOYHUKA YaCcoB C fIOKarbHbIMU Yacamu.

lMocne ycnewHoOW CUHXPOHU3aAUMM BPEMEHUM UCMOSb3yNTe YCTPOMCTBO B KadecTse
cepBepa CUHXPOHM3aLMKN BpeMEHU, YTOObI 06ecneynTb CUHXPOHN3ALUMI0 BPEMEHN.

Pexxum oTcuyeTa fokanbHbIX YacoB

Mcnonb3yiTe nokanbHble Yacbl YCTPOWCTBA B Ka4eCTBe UCTOYHMKA 3TarnoHHbIX YacoB NTP gns
obecneyeHns CUHXPOHM3ALIMN BPEMEHMW.

3.4.1.2. NMpumeyaHun

B pexume KnmeHT/cepBep YCTPOWCTBO MOXHO WCMONb3oBaTb B KayecTse cepsepa
CUHXPOHM3aLMN BpeMeHN ANs oBGecrneyeHnss CMHXPOHM3aUMM BpeMEHN TOMbKO Mnocre
YCMEeLLHOW CUHXPOHU3ALMM BPEMEHW C HAAEXHbIM BHELLUHUM UCTOYHMKOM YacoB.

Mocne HaCTPOMKM pexuma nokamnbHbIX 3TanoHHbIX YacoB cuctemMa He 6yaet
CUHXPOHM3NPOBaTb BPEMSI C UICTOYHMKOM YacoB ¢ Goree BbICOKUM stratum.

HacTtporka nokanbHbIX YacoB B KadecTBe master-4acoB (0COB6EHHO npw ykasaHuu
HWKHEro stratum) MoXeT nepesanucaTb OEWCTBYHOLMIM UCTOYMHUK 4YacoB. Ecnn aTa
KOMaH4a MCrnonb3yeTcs O51s HECKOMbKUX YCTPOMCTB B CETW, pa3HUUa B Yacax Mexay
YCTPOMCTBaMM MOXET NPUBECTM K HECTAaBMMbHON CUHXPOHM3aLUN BPEMEHU B CETU.

MNpexae 4YeM nokanbHble 4Yacbl OyayT HacTpoeHbl B KavecTBe master-4acos, ecnu
CMCTEMA HUKOrAa He CUHXPOHM3UPYeT BPEMS C BHELUHMM MCTOYHMKOM YacoB, Bam
MOXeT NoTpeboBaTbLCA BPYy4HHYO OTKanMbpoBaTb CUCTEMHbIE Yackl, YUTOObI ybeanTbcs B
OTCYTCTBMM YpPE3MEPHOW pasHuLbl. [JononHUTenbHblE CBEAEHNS O PYYHOW KanMbpoBke
CUCTEMHbIX YacoB CM. B pa3gene KoHurypaumm CMCTEMHOTO BPEMEHU B PYKOBOACTBE
System Configuration.
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3.4.1.3. lWarn HacTponku

HacTtpounka NTP-cepBepa

o (O6GsasaTtenbHo) JomkeH OblTb ykazaH XOTA Obl OOWMH BHELIHWUIA UCTOYHWUK 3TaNOHHbIX
YyacoB (MOXHO HacTpouTb He Bonee 20 pasnMYHbIX BHELLUHUX MCTOYHWKOB 3TANOHHbLIX
yacos).

e Ecnu Heobxoammo HacTpouTb kntod NTP, Bbl JOMKHbI HACTPOUTL ayTEHTUAMUKALMIO
security NTP nepep, HacTporikon cepBepa NTP.

ABTOMaTM4YecKoe OOHOBMEHUe annapaTtHbiX YacoB
e  OnuuoHanbHo.

e [lo ymonyaHuio cucteMa o6HOBMSIET TONBbKO CUCTEMHbIE Yachbl, HO He annapaTHble Yachl
nocne ycrnewHoW CUHXPOHM3ALIMN BPEMEHN.

° Mocne HaCTpOIZKI/I 3TON KOMaHAbl CUCTEMa aBTOMAaTUYECKNM OOHOBNSET arnnapaTtHble
Yachbl nocne ycneu_|H0|71 CUHXPOHU3aLUNnN BpEMEHMN.

HacTpomnka master-yacoB NTP

UTobbl NEpeknoyYnTb YCTPOMCTBO B PEXMM FOKanbHbIX 3TanOHHbLIX 4acoB, BbIMOMHUTE 3Ty
KOMaHay.

OtknioyeHne NTP
e Y106kl OTKMOUYNTE NTP 1 04ncTnTh HacTporkn NTP, BbINONHUTE KOMaH4y no ntp.

e [lo ymonyaHuio Bce nHTepdencsl MoryT nonyyaTs nakeTol NTP nocne Bkntoyens NTP.
Ytobbl oTknounTe NTP ang ykasaHHOro nHtepderica, BbinonHnTe KomaHgy ntp disable.

OTknro4YeHune cnyxobl CMHXpoHU3auun BpemeHn NTP

NTP paboTtaet B pexume knueHt/cepep. Nocne Toro, kak yctponctBo NTP cuHxpoHusmpyeT
BpeMS C BHELIHMM HadeXHbIM WCTOYHMKOM 4acoOB, OHO CHY>XUT CepBepoM BpemMeHu Ons
npegocTaBneHnsa  cnyxobbl CUHXpOHU3auMM BpeMeHu. Ecnym  yCcTpoMCTBO NPOCTO  HYXHO
obcnyxueate B kadectBe knmeHta NTP, HacTponTe komaHgy ntp service disable, 4ToObl
OTKITOUYUTb CIYX0Y CUHXpPOHU3aLmn BpemeHn NTP.

3.4.1.4. NpoBepka

¢ 3anyctute komaHgy show ntp status, 4tobbl 0TOGpa3nTL KoHbUrypauuo NTP.

e 3anyctute komaHgy show clock, 4ToGbl NpoBeEpPUTL, 3aBepLUeHa N CUHXPOHU3aLMS
BPEMEHM.

3.4.1.5. CBsAA3aHHble KOMaHAbI

Hactpownka NTP-cepBepa

KomaHga ntp server[ oob | vrf vrf-name]{ ip-addr | domain | ip domain | ipv6
domain}[ version version] [ source if-name] [ key keyid][ prefer] [ via
mgmt-name |

Onucanue 0o0b: ykasbiBaeT, NpMBA3aH NI UCTOYHWUK STANTOHHbBIX YAacoB K MHTepdency
napameTpoB MGMT.

vrf-name: ykasbiBaeT uma VRF, npuBsA3aHHOro K 3TanoHHOMY WMCTOYHWUKY
4Yacos.

ip-addr: ykasbiBaeT agpec |Pv4/IPv6 NCTOYHMKA 3TanOHHbIX YacoB
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OnwucaHue
napamMmeTpoB

domain: ykasbiBaeT JoMeHHoe ums IPv4/IPv6 NCTOYHMKA aTanoHHbIX 4acoB.
version: ykasbiBaeT Homep Bepcum NTP B agnanasoHe ot 1 go 3.

if-name: ykasblBaeT Tun wHTepdpenca, Bknodas AggregatePort, Dialer
GigabitEthernet, Loopback, Multilink, Null, Tunnel, Virtual-ppp, Virtual-
template n VLAN.

keyid: ykasblBaeT KN4, MWCMONb3yeMbI A CBSA3U C  UCTOYHUKOM
3TaNoHHbIX YacoB, B Anana3oHe oT 1 0o 4 294 967 295.

prefer: ykasblBaeT, MMeET M WCTOYHWMK ITaNlOHHbIX YacOB BbICOKMIA
npuopuTeT.

mgmt-name: 3agaeT UCXOAALWNA NHTEpPdENC ynpaBneHns Ans NakeToB B
pexume oob

Pexxum komaHg,

Pexunm rnobanbHon koHdurypauum

PykoBoactso no
NCMNonb30BaHUIO

Mo ymonyaHuio cepeep NTP He HacTpoeH. KnueHTtckaa cuctema QTECH
nogaepxmeaet B3ammogencteme Ao 20 NTP-cepsepoB. Bbl mMoxeTte
HaCTPOUTb KMOY MPOBEPKM MOAMMHHOCTU ANS KaXdoro cepsepa (rnocne
HacTpPOMKM rnobanbHON MNPOBEPKM MNOLMMHHOCTU M COOTBETCTBYHOLLEIO
Knto4a), 4Tobbl MHULMMPOBAaTL 3aLIMEPOBAHHYIO CBA3b C CepBepamu.

NPUMEYAHMUE: ecnu HeobxoaMMo HaCTPOUTb KoY ayTeHTUdUKaLUmK, Bbl
OOIMKHbI HacTpouTb ayTeHTudukaumio NTP security nepen HacTpownkon
NTP-cepsepa.

Bepcuss NTP no ymonyaHuio gns ceasm ¢ cepeepom — NTP Bepcum 3.
Kpome Toro, Bbl MOXeTe HaCTpOUTb UCXOAHbIM MHTepdeNnc angd nepenayn
NTP-nakeToB 1 ykasaTb, YTO NTP-nakeTbl OT COOTBETCTBYHOLLENO cepBepa
MOryT ObITb NOMNYyYeHbl TONBKO Ha NepearoLeM nHTepderice

O6HoBNeHMe annapaTtHbIX YacoB

KomaHpa

ntp update-calendar

Pexum komaHg

Pexunm rnobanbHomn koHdurypauum

HaCTpOﬁKa JTOKAaJIbHOIro UCTOYHUKaA 3TaNIOHHbIX YacoB

KomaHga ntp master([stratum]
Onucaxne stratum: ykasblBaeT stratum nokanbHbIX YacoB B gunanasoHe oT 1 go 15.
napamMmeTpoB 3Ha4veHne no ymonyaHuio — 8

Pexnm komaHa

Pexwum rnobanbHon koHUrypaumm
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OTtknrouveHne NTP

KomaHpa no ntp

Pexum komaHg | Pexum rmobanbHom KoHdurypauum

PykoBoacTtBo no | ATy kOMaHQy MOXHO MCnonb3oBaTb ANA ObICTPOro OTKIMHOYEHUS BCEX
ncnonb3oBaHuo | pyHKumn NTP 1 ounctkm Bcex koHdurypaumn NTP

OTknoveHmne npnema naketoB NTP Ha nHTepdence

KomaHpa ntp disable

Pexum komang | Pexum koHdurypaumm nHrepderica

OTknoYeHne cnyx6bl CUHXPOHMU3aALMN BpeMeHUn, npepgocTaBnsiemon NTP

KomaHpa ntp service disable

Pexum komaHg | Pexxum rmobanbHon KoHurypaumm

PykoBogcteo no | ta koMaH4a OTKMYaeT cny0y cuHxpoHusauumn spemenn NTP. lNocne
MCNONMb30BAHWNIO | HACTPOMKM  3TOW  KOMaHAbl  BHELWHWE  YCTPOWUCTBA He  MOryT
CUHXpOHM3upoBaTb Bpemsi € ycTporctBa NTP (sta kKomaHga
noaaepXunBaeTcs TONbKO B HEKOTOPbIX BEPCUSAX)

3.4.1.6. Npumep KoHcpUrypaumm
PeXxnm BHeLWHnX 3TanoHHbIX YyacoB NTP

CueHapun:
DEVICE-C DEVICE-B DEVICE-A
¢ { 192 168.1. 1.9
192.168.21  192.168.1.2
PucyHok 3-5.

DEVICE-B HacTpoeH Ha pexum BHeLLHen onopHon Yyactotel NTP.

DEVICE-A ncnonb3yeTcsl B KA4eCTBE UCTOYHMKA 3TaASIOHHbBIX YacoB Ans
DEVICE-B.

DEVICE-C cunxpoHusupyet Bpemsi ¢ DEVICE-B

LWarn HacTporikn | DEVICE-A HacTpamBaeT nokamnbHble 4acbl B KayecTBe WCTOYHMKA
3TanoHHbIX Yacos NTP.

DEVICE-B HactpamBaeT DEVICE-A B kayecTBe MCTOYHMKA STANOHHbLIX
4Yacos.

DEVICE-C HacTtpanBaeT DEVICE-B B KayecTBe MCTOYHMKA 3TaANOHHbLIX
YyacoB
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DEVICE-A

A#configure terminal
A(config)# ntp master
A(config)#exit

DEVICE-B

B#configure terminal
B(config)# ntp server 192.168.1.1
B(config)# exit

DEVICE-C

C#configure terminal
C(config)# ntp server 192.168.2.1
C(config)# exit

MpoBepka

3anyctute KomaHay show ntp status Ha DEVICE-B, 4ytobbl oTo6pa3ntb
KoHurypauuio NTP.

DEVICE-B otnpaBnseT nakeT CUHXpPOHU3aumu BpemeHn Ha 192.168.1.1,
4TOBbI CMHXPOHU3NpoBaTb Bpems ¢ DEVICE-A.

lMocne ycnewHon cuHxpoHusauum BpemerHn ¢ DEVICE-A DEVICE-B
MOXeT OTBETUTb Ha 3anpoc CMHXpPOHU3auun BpemeHn ot DEVICE-C.

3anyctute komaHgy show clock Ha DEVICE-B u DEVICE-C, 4T06bI
NpoBEepUTb, YCNELUHO N BbIMNOSTHEHA CUHXPOHM3aUNsA BpeMEHU

JNlokanbHbIN peXuM 3TanoHHbIX YacoB NTP

CueHapun:

DEVICE-C DEVICE-B

b b

192.168.2.1
PucyHok 3-6.

DEVICE-B HacTpavBaeT rnokKasibHble 4acbl B KayecTBe WCTOYHMKA
aTanoHHbIX Yacos NTP.

DEVICE-C cunxpoHusupyet Bpemsi ¢ DEVICE-B

LLlarn HacTpoiikm

DEVICE-B HacTpamBaeT rnokKasibHble 4acbl B KayecTBe WCTOYHMKA
3TanoHHbIX Yacos NTP.

DEVICE-C HacTtpanBaet DEVICE-B B KauecTBe MCTOYHMKA STaANOHHbLIX
YyacoB

DEVICE-B

B#configure terminal
B(config)# ntp master
B(config)# exit

@ §) QTECH

MWP [OOCTYNHEE

3-75




PykoBofacTteo no Hactponke cepus QSW-4700

HaCTpOVIKa NTP W

DEVICE-C C#configure terminal
C(config)# ntp server 192.168.2.1
C(config)# exit

MpoBepka 3anyctnte komangy show clock Ha DEVICE-C, 4yTto6bl npoBepuTb,
YCMNELLHO NN BbINOSIHEHA CUHXPOHU3ALUNSA BPEMEHMN

3.4.2. HacTpouka ayteHTudmukauum 6esonacHocty NTP

3.4.2.1. AhdeKT KoHduUrypaumm

CMHXpOHMSaLIVIFl BpeéMeHUN N3 HaaexxHoro UCToYHuKa 3TafioHHbIX 4YacoB

|/|CI'IOJ'Ib3yIZTe yCTpOI;lCTBO B Ka4dectBe KIMeHTa AnA CUHXPOHU3auun BpeMeHU TOJIbKO U3
OOBEPEHHOIro BHeELWHEero 3TafioHHOro NCTo4YHMKa 4acoB C NoKalribHbIMU YacaMu.

OGecneyeHue CUHXPOHU3aUunu BpemeHun and noBepeHHoro yCTPOﬁCTBa

Mcnonb3ynte nokarnbHble 4Yacbl YCTPOMCTBA B Ka4yecCTBE MCTOYHMKA 3TaNoOHHbIX 4acoB NTP,
4TOBbl 06ECNEYNTb CUHXPOHM3ALMIO BPEMEHWN TOSbKO ANS JOBEPEHHOIO YCTPONCTBA.

3.4.2.2. NMpumeyaHun

Kntoun ayTeHTI/Iq.)I/IKaLl,I/II/I KInneHTa n cepesepa OO0JIKHbI ObITb OANHaKOBbIMWU.

3.4.2.3. Llaru HacTpouku

Hactpoinka mexaHnama rnob6anbHon Security ayteHTudukaumm ana NTP
e ObgszaTtenbHbIN.

e [lo ymonuyaHuio yCTPOMCTBO OTKIHOYAET MeXaHn3Mm Security ayTeHTudukaumun.
Hactpouka rmob6anbHoro knro4va ayteHtudukaumm ana NTP

e ObgszaTtenbHbIN.

e [lo ymonyaHuio ons yCTPOMCTBA HE HACTPOEH KNtoY ayTeHTudunkaumn.
Hactpouka rmob6anbHO foBepeHHOro knro4a ana NTP

e  OnuyuoHarnkeHo.

e Ut0obbl o06ecneunTb CUHXPOHW3AUMIO BpPeEMEHW AN [OOBEPEHHOro YCTPOWCTBA,
Heo6XxoOUMO YyKa3aTb [OBEPEHHbIA KUY MNPOBEPKM MNOASIMHHOCTU C  MOMOLLbIO
naeHTudurkaTopa Knova.

e  MOXHO HAaCTPOUTb TOSBbKO OAMH AOBEPEHHbIN KoY. YKasaHHbIN KIToY ayTeHTUduKaumm
OOJKEH COOTBETCTBOBATb KN4y JOBEPEHHOIrO YCTPOWCTBA.

Hactponka waeHTudMKaTopa Knw4va ayTeHTUUMKaALMM L[NA  BHELWHero
MCTOYHMKA 3TaNIOHHbIX YacoB

e OnuuoHanbHo.

e UYT0Bbl CUHXPOHM3MPOBATbL BPEMS C AOBEPEHHBIM WMCTOYHMKOM 3TarlOHHbIX 4acos,
Heo6XoOuMMO YyKa3aTb [OBEPEHHbIA KUY MPOBEPKM MNOASIMHHOCTA C  MOMOLLbIO
naeHTudurkaTopa Knova.

e Kaxabln [OBEPEHHbIN WUCTOYHMK 3TaNlOHHbIX YacOB COMOCTaBMSAETCS C  KIO4YOM
ayTeHTudpmkaummn. Knoum ayteHTMduKaumm OOmKHbl BbiTb COrnacoBaHbl C KrYamm
[OBEPEHHBIX NCTOYHNKOB 3TarlOHHbIX YacoB.
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3.4.2.4. MNpoBepka

e 3anyctute komaHgy show run, 4Tobbl NPOBEPUTL KOHUrypaumio NTP.

e 3anyctute komaHgy show clock, 4ToGbl NPOBEPUTL, CUHXPOHU3MPYETCS NN BPEMS
TONbKO C AOBEPEHHBIM YCTPONCTBOM.

3.4.2.5. CBsAA3aHHble KOMaHAbI

BknroyeHne mexaHusma ayteHTUpUKauum Security

KomaHpa

ntp authenticate

Pexum komaHg,

Pexum rnobanbHon koHdurypauum

PykoBoacteo no
NCMNonb30BaHUIO

M0 yMOnYaHWMio KNMEHT HE UCMNOSb3yeT MeXaHu3M NPOBEPKM NOASIMHHOCTYU
rnmobanbHon Security. Ecnn mexaHuam ayTeHTudumkaumm Security He
ncnonb3yeTtcs, cBA3b He ByaeT 3awwmdpoBaHa. MobanbHOro nHaukaTopa
Security He4OCTaTOYHO, YTOBbI NPEANONOXNUTE, YTO CBA3b MEXAY KIMEHTOM
N cepBepoM peanunsoBaHa B 3awmndpoBaHHOM Buge. [dpyrne rnobanbHble
KINHOYK M KoY WindpoBaHus ons cepeepa Takke A0SMKHbI ObITb HACTPOEHDI
ONS HUUMMPOBaHWS 3alumMpOBaHHON CBS3M MEXAY KIMEHTOM 1 CEPBEPOM

HacTtpownka kntoya rnob6anbHoun ayteHTUUKauum

KomaHga ntp authentication-key key-id md>5 key-string [enc-type]
Onuncanne key-id: ykasblBaeT ngeHTudukaTop rnobanbHOro krnya ayteHTugmkaumm B
napameTpoB ananasoHe ot 1 0o 4 294 967 295.

key-string: ykasbiBaeT CTPOKY Kntoua.

enc-type: (OnuMoHanbHO) ykasbiBaeT, 3amndpoBaH v BBeAEHHbIN KoY. 0
yKasblBaeT Ha OTCyTCTBME WUPOBaHUA, a 7 yKasblBaeT Ha MpocToe
wndgpoBaHne. HacTponkoM NO YMOMYaHUIO HBNSIETCA OTCYTCTBUE
WwndgopoBaHns

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

Hactpoika poBepeHHoro knto4va ana NTP

KomaHga ntp trusted-key key-id
Onuncanne key-id: ykasblBaeT naeHTudmkaTop JOBEPEHHOrO KNiova B AnanasoHe ot 1
napameTpoB 0o 4 294 967 295

Pexnm komaHa

Pexwum rnobanbHon koHUrypaumm

Hactpoika noBepeHHOro Krno4va Ans BHELWHEro MCTOYHUKA 3TaNoOHHbIX YacoB
Cwm. pasgen «CBsiaHHble KOMaHObI».
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3.4.2.6. NMpumep KOH

curypaumum

AyTteHTUpUuKaumua Security

CueHapun:
DEVICE-C DEVICE-B DEVICE-A
0 . 192 168.1 1
@ GI 0/1 w Gl D/
192 168.2.1  192.168.1.2
e DEVICE-B HacTpoeH Ha paboty B pexume knueHT/cepep NTP un
npegoctaesnseT cnyxbol NTP, Tpebywowme npoBepkn MNOASIMHHOCTU
Security ana DEVICE-C. Kntoy ayTeHTUbmKaumm — «abcd».
e DEVICE-A ncnonb3yeTtcd B Ka4eCTBE UCTOMHUKA 3TaNOHHbLIX YacoB A4S
DEVICE-B.
e DEVICE-C cuHxpoHusupyet spems ¢ DEVICE-B
LWaru e DEVICE-B HacTpanBaeT DEVICE-A B ka4yecTBe UCTOYHMKA 3TANOHHbIX
HaCTPOMKK Yyacos.

DEVICE-C HacTtpavBaeT DEVICE-B B ka4yecTBe UCTOYHMKA 3TANOHHbIX
YyacoB

B(confi
B(confi
B(confi
B(confi

DEVICE-B B#configure terminal

g)# ntp authentication-key 1 md5 abcd
g)# ntp trusted-key 1

g)# ntp server 192.168.1.1

g)# exit

C(confi
C(confi
C(confi

DEVICE-C | C#configure terminal

g)# ntp authentication-key 1 md5 abcd
g)# ntp server 192.168.2.1 key 1
g)# exit

MpoBepka o

DEVICE-B oTnpasngdeT nakeT CUHXPOHM3ALUUN BPEMEHK, coaepKaLlnn
nHdopMaumo 06 ayteHTudmkauum, Ha agpec 192.168.1.1, 4TOGBbI
CUHXpOHKU3MposaTb Bpems ¢ DEVICE-A.

3anyctute komaHgy show clock Ha DEVICE-B, 4toObl npoBepwuThb,
YCMELUHO NN BbIMOJSTHEHA CUHXPOHU3aLMSA BPEMEHU

3.4.3. HacTpouka koHTponsa goctyna NTP

3.4.3.1. 3dbdeKkT KoHduUrypaumm

KoHTponb poctyna K
(security). bonee
ayTeHTUukaumm NTP.

cnyxbam NTP obecneusBaeT MuHUManbHyt0 Mepy 6Ge3onacHocTu
GesonacHblM  MeTOAOM  SBNSAETCA  MCMNOMb30BaHWE  MexaHu3ma
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3.4.3.2. NMpnmevaHusn

B HacTosiLee Bpemsi cuctemMa He NoaaepXXMBaeT KOHTPOIbHBIN 3anpoc (MCNonb3yeTcs
ans ynpaenennss NTP-cepBepamMy ¢ NOMOLLBbIO YCTPOWCTB YMpaBreHUs CETbIO, Takux
Kak yCTaHOBKa MHOMKATOPa CEKyHAbl KOOpAMHALUMM WM MOHUTOPUHI ero paboyero
COCTOSIHMS1). XOTSl  COMOCTaBneHuWe npaBun  peanu3oBaHO B NpeabiayLien
nocnenoBaTenbHOCTU, HUKAKNE 3anpochl, CBSI3aHHbIE C YNPaBNSOLLMMI 3anpocami, He
noaaepXKnBatoTCS.

Ecnu npaesuIo ynpasneHna oCTynomMm He HaCTpOoeHO, BCe BMAbl OOCTYMNa pa3peLleHbl.
Ecnu HaCTpOEeHO Kakoe-nmbo npasuno ynpasneHnAa AOoCTyrnom, MOryT ObITb
peann3oBaHbl TOJNTIbKO AOCTYMbI, pa3peLlleHHble 3TUM NMpaBUIioM.

3.4.3.3. CBsA3aHHaA KOHUrypauus

Hactpowka npaB goctyna ansa NTP

OnuuoHanbHo.

3anyctute KomaHay ntp access-group, 4tobbl HacTpouTb MpaBa YynpaBreHus
pocTtynom u cootesetcTBytowmin ACL ana NTP.

3.4.3.4. NpoBepka

3anycTtute komangy show run, 4tobbl NpoBepuTb KOHMUrypaumuo NTP.

3.4.3.5. CBA3aHHble KOMaHAbI

Hactpoika npaB ynpaBneHus 4octynom ana cnyxo NTP

KomaHga ntp access-group { peer | serve |serve-only | query-only }access-list-

number | access-list-name

Onucanue peer: nos3BongeT 3anpawmBaTtb BpeMA U YNpaBnATb 3anpocoMm Ans
napameTpoB nokanbHblx cnyx6 NTP, a Takke no3BonseT nokanbHOMY YCTPOWCTBY

CMHXPOHM3NPOBAaTb BpPeMS C YyAaneHHOW CUCTEMOW (nonHble npasa
poctyna).

serve: paspelaeT 3anpoC BPEeMEHW W KOHTPOSMbHbLIA 3anpoc Ans
nokanbHblx cnyx6 NTP, HO He no3BonseT nokKanbHOMY YCTPOWCTBY
CUHXPOHU3NpPOBATb BPEMS C yaaneHHOMN CUCTEMOMN.

serve-only: paspeluaeT TONbKO 3anpoc BpeEMEHU Ans NoKarnbHbIX Cryx6
NTP.

query-only: paspellaeT TONbKO KOHTPOMbHbIA 3anpoc Ansi flokarbHbIX
cnyx6 NTP.

access-list-number: ykasbiBaeT Homep IP ACL B ananasoHe ot 1 oo 99 n ot
1300 pgo 1999. lNMogpobHee o Tom, kak co3gaTb IP ACL, cm. B pasgene
ACL&QoS Configuration/Hactpowka ACL.

access-list-name: ykasbiBaeT nms I[P ACL. NogpobHee o Tom, kak co3gaTtb
IP ACL, cm. B pasgene ACL&QoS Configuration/Hactporika ACL

Pexum komaHg | Pexxum rmoGanbHon KoHdurypaumm
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PykoBoactso no
NCNOSb30BaHMIO

HacTponTe npasa ynpasneHusa goctyrnom NTP.

Korga noctynaet 3anpoc Ha goctyn, cnyx6a NTP conoctaensaet npasuna
B MOCNeAoBaTeNbHOCTM OT MWHWUMArNbHOIMO OrpaHuMdYeHust gocTtyna Ao
MaKkCMMarnbHOro  OrpaHuM4YeHMs JocTyna M WUCNONb3yeT  nepBoe
coBnagatuee npasuno. CooTBeTCTBYOLAA NOCNEA0BATENBHOCTL MOXET
ObITb peer, serve, serve-only, and query-only (peer, obcnyxuBatoLLmi,
TONbKO AN 06CnyXnMBaHMA 1 TONbKO ANS 3anpocoB)

3.4.3.6. NMpumep KoHduUurypaumumn

Hactpouka npaB ynpaBneHus goctynom NTP

Warn Paspewntb Tonbko yctponctsy ¢ IP-agpecom 192.168.1.1 oTnpaBnsaTe 3anpoc
HaACTPOMKN | CUHXPOHU3ALMN BPEMEHN Ha NOKanbHOE YCTPOMCTBO

QTECH(config)# access-list 1 permit 192.168.1.1
QTECH(config)# ntp access-group serve-only

3.5. MOHUTOPUHr

3.5.1. OTobpaxeHue

OnucaHue

KomaHaa

show ntp status

OtobparkaeT TekyLyto nHdopmaumo NTP

3.5.2. OTnagka

MPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI MPU BbIBOAE OTNag04HOM MHdopManmu. lNoatomy
OTKMNtoYanTe OTNaAKy cpasy nocne UCMosib30BaHMS.

OnucaHue

KomaHaa

debug ntp

BkritovaeT oTnagky

no debug ntp

OTknovaeT oTnagky

(@ arecy
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4. HACTPOUKA SNTP
4.1. O630p

MpocTon npoTokos ceTeBoro BpemeHn (SNTP) — 370 ynpoLleHHasi Bepcusi NpoTokosia ceTeBoro
BpemeHn (NTP), koTopbln MCMOMNb3yeTCa ANA CUHXPOHU3ALMM 4YacoB KOMMbLIOTEPOB B
NHTepHeTe. SNTP npumeHsieTca B cueHapusix, rae HeT HeobGXxo4MMOCTM MCNonb3oBaTb BCe
dyHKUMM NTP.

NTP ncnonb3yeT CNoXHbIN anropuTm 1 npeabasnsieT 6onee Bbicokne TpeboBaHUA K cMCTEME,
Torga kak SNTP wucnonb3dyeT 6onee npocton anroput™M n obecneynmBaeT Goriee BbICOKYHO
npounssoauTenbHocTb. Kak npaBuno, ToyHocTe SNTP moxeT gocturatb 1 cekyHabl, 4TO
COOTBETCTBYET OCHOBHbIM TpeboBaHuAM GonblUMHCTBA cueHapueB. NMockonbky nakeTbsl SNTP
aHanornyHbl naketam NTP, knmeHT SNTP, peann3oBaHHbIN Ha YCTPOMCTBE, MOSTHOCTbIO
COBMeCTUM C cepBepoM NTP.

MpoTokonbl U cTaHAapTbI
RFC 2030: npocTon npoTokon ceteBoro BpemeHn (SNTP) Bepcuun 4 ana IPv4, IPv6 n OSI.

4.2. NMpunoxeHuns

MpunoxeHue OnucaHue

CUHXPOHM3aLMS BPEMEHN C | YCTPOUCTBO WCNOMb3YEeTCS KaK KIMEHT ANs CUHXPOHU3auuu
cepeepom NTP BpeMeHu ¢ cepsepom NTP

4.2.1. CuHXpoHM3aumsa BpemeHu ¢ cepeepom NTP

4.2.1.1. CueHapumn

Kak nokasaHo Ha PucyHke 4-1, DEVICE-B ncnonb3yeT fiokarnbHble Yacbl B KAYECTBE UCTOYHMKA
aTanoHHbIX YacoB NTP n obecneunsaeT cnHxpoHu3aumio Bpemexn ans DEVICE-C.

DEVICE-C ncnonb3syeTtcs kak knneHT SNTP ans cnHxpoHusaumm spemern ¢ DEVICE-B.

DEVICE-C DEVICE-B
~ -
7 G0N
192.168.2.1
PucyHok 4-1.

4.2.1.2. PazBepTbiBaHne

o Yrkaxute DEVICE-B B kayecTtBe cepsepa SNTP gna DEVICE-C.
e Bknwounte SNTP gna DEVICE-C.

4.3. DyHKUUMU

4.3.1. ba3oBble KOHLUEeNnTbl

SNTP-naket

SNTPV4 paspaboTtaH Ha ocHoBe NTP u npu3BaH ynpoctuTb pyHKUMM NTP. OTO He nameHsaeT
cneundmkaumn NTP n ucxogHyto peanusaumio NTP. ®opmat coobuenna SNTPV4 Ttakon xe,
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kak y NTP, onpegeneHHbin B RFC1305, ToNbKO HEKOTOPLIE NONSA AAaHHBIX MHULMAaNU3NPpYTCa B
npeayCcTaHOBIIEHHbIE 3HAaYEeHUS.

Kak onpegeneHo B RFC1305, SNTP wucnonb3yeT and nepefadm nakeTbl NpOTOKONa
nonb3oBaTtenbckux gatarpamm (UDP), a ngeHtTudmkatop ncnonbdyemoro nopta UDP — 123.

PucyHok 4-2 nokasbiBaeT hopMaT nakeTa CUHXPOHU3aumm speMeHn SNTP.
1] T 15 23 a1
LI

WM | f',"::lI:H| Siratum | Paoll Interval | Precision

Root Dispersion (32-bit)

Reference Clock |dentifier (32-bit)

Reference Timestamp (B4-bit)

Onginate Tirmestamp (G4-bit)

Receive Timestamp (64-bit)

Transmit Timestamp (G4-bit)

Authenticator (opbonal SE-bit)

PucyHok 4-2. dopmat naketa CUHXpoHU3auum sBpemeHn SNTP

o UVHaukaTtop cekyHabl koopauHaumm  (LI):  ykasbiBaeT 2-OMTHbIM  MHAMKATOP
AOMOSNHUTENBHOWN CEeKyHAbI.

NMPUMEYAHUME: 00: ykasbiBaeT Ha OTCyTCTBME npeaynpexgawowen uHdopmaumn; 01:
yKasbIBaeT, 4YTo B npeablayLwien MuHyTe 61 cekyHaa; 10: ykasbiBaeT, 4YTO B NpeablayLen MMHyTe
59 cekyHg; 11: ykasbIBaeT, YTO Yacbl HE CUHXPOHU3NPOBAHDI.

o Howmep Bepcun (VN): ykasbiBaeT 3-6UTHbI HOMep Bepcun NTP/SNTP. Tekywuin Homep
Bepcun — 3.

o Pexum (Mode): ykasbiBaeT 3-0MTHbIN pabounin pexkum SNTP/NTP.

NMPUMEYAHME: 0: yka3biBaeT Ha OTCYTCTBUE onpedenenns; 1: ykasbiBaeT HA CUMMETPUYHYIO
aKTUBHOCTb; 2: yKa3blBaeT Ha CUMMETPUYHbLIN Naccus; 3: yKka3blBaeT Ha KNWEHTAa; 4: yka3biBaeT
Ha cepBep; 5: ykasbiBaeT Ha LUMPOKOBeLLaHue; 6: yka3biBaeT ynpaBnsaoLLyo nHpopmaumio; 7:
3ape3epBMpPOBaHO.

e Stratum: ykasbiBaeT 8-6uTHbIN Stratum (crion) nokanbHbiX YacoB. 0: ykasbiBaeT Ha
oTcyTCTBME onpeaeneHust; 1: ykasbiBaeT master-uCTOYHMK 3TaNOHHbIX YacoB; Apyrue
3HAYEeHWsI: yKasbIBaoT Slave-UCTOYHMKN 3TaroHHbIX YacoB.

e Poll Interval (MHTepBan onpoca): ykasbiBaeT UHTepBan onpoca (B CekyHOax), KOTOpbIN
npencraenseT cobon 8-6utHoe Lenoe vncro.

e Precision (To4yHOCTb): yka3blBaeT TOYHOCTb BpeMeHM (B CEKyHAax) MECTHbIX 4acoB,
KoTopas npeacTtaensieT cobon 8-6uTHOE Lenoe Ymcno.

¢ Root Delay (KopHeBas 3agepkka): ykasbiBaeT BpeMsi NPOXOXAeHWs Tyaa n obpaTHO 4o
WCTOYHMKA 3TalIOHHbIX YacoB, KOTOpPOE npeactaenseTr cobon 32-paspsigHoe uernoe
4yncro.

e Root Dispersion (KopHeBasi gucnepcusl): ykasbiBaeT camyl Oonbluyld pasHuuy oOT
master-ucTouHMKa 3TanoHHLIX 4YacoB, KOTOPbI MpeacTaBnsieT cobon 32-paspsgHoe
uenoe 4mcno.
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Reference Clock Identifier (MaeHTudmkaTop 3TanoHHbIX YacoB): yKa3biBaeT 32-OMTHbIN
naeHTUMKaATOP UCTOYHMKA 3TaNOHHbIX YacoB.

Reference Timestamp (OTanoHHas BpemeHHas MeTKa): YykasbiBaeT 64-6MTHyt0
BPEMEHHYI0 METKY, @ UMEHHO BPEMS, KOTOPOE BbIfo YCTaHOBMEHO UM UCNPaBMEHO B
nocneaHnn pas.

Originate Timestamp (McxogHas BpemMeHHast MeTka): ykasblBaeT 64-OMTHy0 MeTKy
BpEMEHM, a MMEHHO MEeCTHOe BpeMd, KOrga OT KIMeHTa yXOoAWT 3anpoc Ha
CUHXPOHU3ALMIO BPEMEHM.

Receive Timestamp (OTMeTKka BpeMeHU nonyyeHus): ykasbiBaeT 64-OMTHYI0 OTMETKY
BPEMEHU, @ UMEHHO MECTHOe BpPeMsi, KOoraa nakeT 3anpoca CUHXPOHU3AUUN BpeMEHN
nocTynaeT Ha cepBep.

Transmit Timestamp (OTmeTka BpeMeHn nepepayn): ykasbiBaeT 64-OMTHY0O OTMETKY
BpEMEHU, @ UMEHHO MECTHOE BPEMS, KOrda OTBETHbIN NAaKeT CUHXPOHM3aL MK BPEMEHM
oTnpasnseTcsa ¢ cepsepa.

Authenticator (OnuuoHanbHo): ykasbiBaeT MHOPMaLMIO 1S ayTeHTMdUKaumu.

4.3.2. O630p

OcobeHHOCTb

OnucaHue

CuHXpOHM3aLUms

BpemeHn SNTP

CunxpoHusupyet Bpemsa ¢ cepBepa SNTP/NTP Ha nokanbHoe
YCTPOWCTBO

4.3.3. CuHxpoHusauus spemenn SNTP

4.3.3.1. MpuvHUMN paboTbl

CuHxpoHuzaums BpemeHn SNTP peanuayetca nytem B3aumogenctsmsa naketoB SNTP/NTP
MeXAy KNMeHTOM 1 cepBepoM. KnneHT oTnpaBnsaeT nakeT CUHXPOHMU3aLMN BpEMEHU Ha cepBep
Yyepes3 onpedernieHHble NPOMEXYTKM BpeMeHu (Mo ymonyaHuio nondaca). [locne nonyveHus
OTBETHOrO NakeTa OT cepBepa KINEHT CUHXPOHU3NPYET BpeEMS.

PucyHok 4-3 nokasbiBaeT hopMaT NakeTa CMHXPOHU3aunn BpeMeHn SNTP.

DEVICE-A DEVICE-B

A Time: 19:00:00 B Time: 19-30:20
La

1}
Originate Timestamp:
19:00:01

k

1
Receive Timestamp:
19:30:23

Fi
|

Transmit Timestamp
19:30:24

Receive Timestamp:
19:00:06

- -

(1) NTP Request Packet
@ MTP Response Packet

PucyHok 4-3. MpuHuun pabotel SNTP

DEVICE-B (cokpalieHHO B) ucnonb3yetca B KayeCTBE MCTOYHMKA 3TanoHHbIXx YacoB NTP,

DEVICE-A

(cokpawieHHo A) wucnonb3yeTcs B KadecTBe knveHTa SNTP, KoTopbin
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CUHXpoHu3upyet Bpems ¢ DEVICE-B. B MOMEHT BpeMeHW MeCTHble 4Yacbl A nokasbiBaloT
19:00:00, a mecTHble yacbl B — 19:30:20.

1. A otnpasnset naket 3anpoca SNTP/NTP. MecTtHoe Bpems (TO), koraa naket
oTnpasnsaeTca n3 A, coctaensgeT 19:00:00 n 3anonHaeTtca B Originate Timestamp.

2. Tocne 2-cekyHOHOW ceTeBOW 3agepXKkn MecTHoe Bpems (T1), koraa B nonyyaeT naket
3anpoca, coctaenseT 19:30:23 n 3anonHaeTca B Receive Timestamp.

3. B obpabatbiBaeT 3anpoc NTP 1 yepes cekyHay oTnpaBnsieT OTBeTHbI nakeT NTP.
MecTHoe Bpems (T2), Koraa oTBETHLIN NakeT yxoauT n3 B, coctaenset 19:30:24 v
3anonHseTcsa B Transmit Timestamp.

4. Tlocne 2-cekyHOHOW ceTeBOW 3adepXkn A nony4aeT oTBETHbIM nakeT. MecTHoe Bpems
(T3), koraa oTBeTHLIN NakeT NpubbiBaeT B A, coctaendeT 19:00:06.

KOHerTHbIe pacyeTbl AnAd CMHXpOHU3aunn BpeMeHun cnenyroue:

e A nony4aet pasHuuy Bo BpemeHn B 30 MuHyT n 20 cekyHa mexay B n A, ncnonbsys
dopmyny ((T1-TO)+(T2-T3))/2.

e A nony4yaet 4eTbipeXCEKYHAOHYI 3adepXKy naketa Tyda n obpatHo mexagy A v B,
ncnonesys cdopmyny (T3-T0)-(T2-T1).

4.3.3.2. CBA3aHHaA KoHduUrypaums

BknroyeHne SNTP

e  SNTP no ymOon4aHumio OTKITHOYEH.

e 3anyctute KomaHgy sntp enable, ytobbl BknoUNTE SNTP.

HacTtponka SNTP-cepBepa

o [lo ymonyaHuto cepep SNTP He HacTpoeH.

e 3anyctute KkomaHgy sntp server, 4tobbl ykasatb cepsep SNTP.

HacTponka nHtepBana cuHxpoHusauum sBpemeHn SNTP

e [lo ymonuaHuio nHTepean cuHxpoHusauum spemeHn SNTP coctaenseT 1800 cekyHa.
o 3anyctute komaHgy sntp interval, UTobbl ykasaTb UHTEPBaN CUHXPOHM3AL MM BPEMEHN.

4.4. KoHdurypauus

KoHdurypaums OnucaHue u KomaHaa
Hactponka SNTP (O6sazaTenbHO) Ncnonbayetca ans BknoveHns SNTP
sntp enable BkntouaeT SNTP
sntp server HactpanBaeT IP-agpec cepsepa
SNTP

(OnumoHanbHO)  Wcnonb3yetcs  AnNd  HacTpOMKM  MHTepBana
CUHXpOHM3aumm BpemeHn SNTP

sntp interval HacTtpauBaeTt WHTepBan
CUHXPOHM3aumm BpemeHn SNTP
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4.4.1. Hactpouka SNTP

4.4.1.1. ddhcpekT KOHpUrypauum

KnueHt SNTP obpawaeTtcsa k cepBepy NTP uyepe3 hmkcMpoBaHHblE NMPOMEXYTKM BPEMEHW,
YTOObI perynsapHO KOPPEKTUPOBATL Yachl.

4.4.1.2. NMpumeyaHus

Bce Bpems, nonyveHHoe 4yepe3 cBsaA3b SNTP, aBnsetcsa cpegHum BpemeHeM no [puHBMYY
(GMT). YT1o6bl MoOnNy4MTb TOYHOE MECTHOe BpeMsi, BaM HeoOXOAMMO YCTaHOBUTb MECTHbIN
yacoBoOW nosc ansa cornacosaHmsa ¢ GMT.

4.4.1.3. Waru HacTpouKu
BknroyeHne SNTP
(OBszaTensHO) SNTP No ymMonyaHuio OTKIOYEH.
HacTtponka IP-agpeca SNTP-cepBepa
(O6si3aTtenbHo) Mo ymonyanuio cepeep SNTP/NTP He HacTpoeH.
Hactpoika uHTepBana cMHXpoHu3auuu BpemeHn SNTP
e  OnuuoHanbHo.
e [lo ymonyaHuio yCTPONCTBO CUHXPOHU3NPYET BPEMS KaxKable nonyaca.
lNMpoBepka
3anyctute komangy show sntp, 4tobbl 0TO6pa3nTL NapameTpbl, CBA3aHHbIE C SNTP.

4.4.1.4. CBA3aHHble KOMaHAbI
BknrouyeHune SNTP

KomaHpa sntp enable

Pexum komang | Pexum rnobanbHon KoHurypawumm

PykoBogcteo no | SNTP no ymon4aHuio OTKITHOYEH.

NCNONB3OBAHNIO | 35nycTTe KOMaHAy rMobanbHOM KoHdUrypauum no sntp enable, 4To6bl

oTkNtounTb SNTP

Hactpouka IP-agpeca cepBepa SNTP/NTP

KomaHga sntp server [ oob ] ip-address [ via mgmt-name ]
Onuncanne ip-address: ykasbiBaeT |IP-agpec cepsepa NTP/SNTP. Mo ymonuyaHuio
napamMmeTpoB cepBep NTP/SNTP He HacTpoeH.

oob: ykasbiBaeT, u4TO0 cepBep NTP/SNTP nopgepxvBaeT BHELIHUN
nHTepdenc ynpasnenus (MHTepderc mgmt).

mgmt-name: 3agaeT UCXOOAWUN NHTEPdENC ynpaBneHnsa Ang NnakeTosB B
pexnme oob

Pexum komaHg | Pexxum rmobanbHov KoHurypaumm
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PykoBoactso no
NCNOSb30BaHMIO

Mockonbky SNTP nonHocTeio coBMmectuM ¢ NTP, cepBep MOXHO HAacTpoUTb
Kak obenoctynHbii cepsep NTP B VIHTepHeTe.

Mockonbky nakeTbl SNTP aHanormyHbel naketam NTP, knueHT SNTP
nosiHoCThlo coBmecTMm ¢ cepBepoM NTP. B WHTepHeTe cyuiectByet
MHoecTBo NTP-cepBepoB. Bbl moxeTe BbiopaTte NTP-cepBep ¢ 6onee
KOPOTKOM 3aepxkKorn B kayectBe SNTP-cepBepa Ha BalLeM YCTPOMUCTBE

Hactpowka uHTepBana CMHXpOoHuU3auum BpemeHn SNTP

KomaHga sntp interval seconds
Onucanwne second: yka3bIBaeT MHTepBan CUHXPOHU3aLMM BpEMEHN B AnanasoHe oT 60
napameTpoB 00 65 535 cekyng. 3HaveHune no ymondarHmio — 1800 cekyHA

Pexum komaHg

Pexunm rnobanbHon KoHdurypauum

PykoBoacteo no
NCMNOmMb30BaHUIO

3anycTuTte 3Ty KoMaHgy, YToObl YCTaHOBUTL MHTepBan ansa knneHta SNTP
ANA CUHXpOoHM3aLumm Bpemeru ¢ cepsepom NTP/SNTP.

NMPUMEYAHMUE: HacTpOeHHbIN 34eCb MHTEPBA BCTyNaeT B CUMY HE cpasy.
YToObI OH BCTYNUIT B CUIY HEMEATEHHO, 3anycTuTte komaHagy sntp enable

4.4.1.5. NMpumep KoHUrypaumum

CuHxpoHusauusa spemenHn SNTP

CueHapun:

DEVICE-C DEVICE-B

b

192.168.2.1
PucyHok 4-4.

DEVICE-B ykasbiBaeT Ha cepep NTP B NHTepHeTe.
DEVICE-C cunxpoHusupyet Bpemsi ¢ DEVICE-B

HaCTPONKK

Warn Bkntounte SNTP gns DEVICE-C n HacTponTe DEVICE-B kak NTP-cepsep

DEVICE-C C#configure terminal

C(config)# sntp server 192.168.2.1
C(config)# sntp enable
C(config)# exit

MpoBepka

e 3anyctute komangy show clock Ha DEVICE-C, 4tobbl npoBepuThb,

yCneLwHo N BbINOJTHEHA CUHXPOHN3aUNA BPEMEHN.
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e 3anyctute komaHgy show sntp Ha DEVICE-C, 4toGbl 0TO6pa3suTb
cratyc SNTP u npoBepuTb, YCNELHO N HACTPOEH cepBep

4.5. MOHUTOPUHT

4.5.1. OTo6paxeHue

OnucaHue KomaHaa

show sntp OtobparkaeT napameTpbl, cBa3aHHble ¢ SNTP

4.5.2. OTnaaka

NMPUMEYAHMUE: cuctemHble pecypcChbl 3aHATbI MpY BbIBOAE OTNag04HOM nHpopmaumu. MNMoatomy
OTKMNtoYanTe OTNaaKy cpasy nocne UCrosib30BaHuS.

OnucaHue KomaHpa

debug sntp BkntoyaeT otnagky
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5. HACTPOUKA SPAN-RSPAN
5.1. O630p

AHanusaTop KoMMyTUpyembix nopToB (SPAN) npefaHasHayeH A KONMPOBaHWSA MakeToB
yKasaHHOro mnopTa Ha [Apyrol nopT KOMMyTaTopa, KOTOPbIA MOAKIOYEH K YCTPOWMCTBY
MOHUTOPUHra ceTu, YTobbl 06ecneynTs MOHUTOPUHE CETU U YCTPaHEHWE Henonagok.

Bce Bxogsuwme n ucxogsilme nakeTbl UCXOOHOrO NopTa MOXHO oTcnexmBaTb depe3 SPAN.
Hanpumep, kak nokasaHo Ha crnegytoLlem pUCyHKe, BCce NakeThbl Ha NopTy 5 conoctaBnsloTecs C
noptom 10, a aHann3aTop ceTu, NOAKMNOYEHHBIN K NopTy 10, nonyyaeT BCe NakeTbl, NPOXoAdLLme
yepes nopT 5.

|334?ﬁé‘§’%\nn 12

Network Analyser

PucyHok 5-1. 3k3emnnsap koHpurypaumm SPAN

®yHkumst SPAN B OCHOBHOM MPUMEHSIETCS B CLEHAPUSX MOHUTOPWUHIa CeTU U YCTPaHeHUs
Henonagok, YToObl OTcnexuBaTbh MHPOPMALMIO O CETU U YCTPaHSATL cOom B CETW.

YaoaneHHoin SPAN (RSPAN), pacwupeHne SPAN, nossonsieT yganeHHO KOHTPONMpoBaTb
Heckonbko ycTponcTtB. Kaxgbin ceaHc RSPAN ycTaHaBnvBaeTCsl B yKasaHHOW yOaneHHOW
VLAN. RSPAN npeogoneBaeTr oOrpaHMyeHne, COrfacHo KoTopomy mirrored-nopt u
mirroring-nopT OOSMKHbl HaxOAUTbCA Ha OAHOM W TOM e YCTPOWCTBEe, M MNo3BonseT
mirrored-nNopTy HAXOAMTLCS HA PACCTOSIHUM HECKOSbKUX CETEBLIX YCTPONCTB OT Mirroring-nopTa.
Monb3oBaTenu MoryT HabnogaTe 3a NakeTamun AaHHbIX yaaneHHoro mirrored-nopTa ¢ NOMOLLbHO
aHanusartopa B LeHTpanbHOW CepBEPHON.

CueHapum npumeHennsa RSPAN aHanornyHbl cueHapuam SPAN. RSPAN nossonser
nonb3oBaTensiM NPoOBOANTE MOHUTOPUHI AaHHbBIX B PeXUMe pearibHOro BpeMeHu, He HaXOasCh
B cepBepHoNn, YTto obecneumBaeT bonblioe yaobCcTBo ANs Nonb3oBaTenen.

VLAN SPAN (VSPAN) paccmaTtpuBaeT NOTOKN AaHHbIX HEKOTOPbIX VLAN Kak MICTOYHUKUN AaHHbIX
N 3epkanupyeTt UxX Ha NopT HasHayeHus. KoHdurypaumsa aHanormyHa koHpurypauum SPAN Ha
ocHoBe nopTtoB. VSPAN nmeeT cnegyrowme oCoO6eHHOCTH:

e VLAN, He sensatowasncsa yganeHHon VLAN, moxeT ObITb Yka3zaHa B Ka4eCTBE MCTOYHMKA
AaHHbIX VSPAN.

e HekoTtopble VLAN, koTopble He siBnsatoTcs yganeHHbimu VLAN, MoOryT ObiTb YkasaHbl B
KayecTBe NCTOYHMKOB AaHHbIX VSPAN.

e Korga VLAN HacTpoeHa KakK UCTOYHUK AaHHbIX, MakeTbl MOryT OTpaxaTbCs TOSbKO B
HanpasneHun RX.
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5.2. NMpunoxeHus

MpunoxeHune OnucaHue
SPAN Ha ocHOBe noToka MoTOKM AdaHHbIX C onpedeneHHbIMU  XapaKTepucTukamm
Heobxoanmo OTCHeXuBaThb, Hanpumep, Heobxoanmo

OTCNexuBaTb MOTOKM [AaHHbIX, WCMOMb3YHOLME YyKa3aHHYH
NonMTKKY cnmncka ynpasneHusa goctynom (ACL)

One-to-Many RSPAN Heckonbko nonb3oBaTenen AOOMMKHbI OTCHeXmBaTb [daHHblE
OAHOrOo 1 TOro e nopra

OCHOBHble npunoxenus | MakeTbl Ha  UCXOQHOM  YCTPOWCTBE  3epKanvMpoBaHuA
RSPAN HeobxoOMMO 3epKanupoBaTb Ha LEneBoe YCTPOWCTBO Ans
MOHUTOPUHra

5.2.1. SPAN Ha ocHOBe noToKa

5.2.1.1. CueHapun

Kak nokasaHo Ha criefytoLemM pUcyHKe, CeTeBON aHanM3aTop MOXHO HacTPOUTb Tak, YTobbl OH
MOT OTCreXuBaTb BCE MOTOKN OaHHbIX, NepechbinaemMble KoMMyTaTtopoMm A Ha KommyTaTop B, n
onpegeneHHble NOTOKN AaHHbIX KOMMyTaTopa B (Hanpumep, noTokn aaHHbix ¢ PC1 n PC2).

Destination
Port
Gi 0/2
Switch A &2 f]
Source \§/
Port Network Analyzer

Gi 0/ -
Wi N

SwitchB &

3! S
PC 1:0000.0000.0001 PC 2:0000.0000.0002

PucyHok 5-2. Tononorusa npoctoro npunoxenns SPAN

0000.0000.0001 — ato MAC-agpec PCL1.
0000.0000.0002 — ato MAC-agpec PC2.

5.2.1.2. PasBepTbiBaHue

e Ha npegbligyuwiem pucyHke HactponTe dyHkuMio SPAN Ha KommyTaTope A,
NOAKIMIOYEHHOM K CeTeBOMY aHanuaaTopy, yctaHoBuTe nopT Gi 0/1, NOAKMOYEHHbIN K
kommyTaTopy B, B kadectBe ucxogHoro nopta SPAN wn yctaHoBute nopt Gi 0/2,
KOTOPbIA HanpsMyl0 TMOAKMIOYEH K CeTeBOMYy aHanusaTtopy, B Kayectse nopT
Ha3Ha4eHns SPAN.
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e HacTtponte SPAN Ha 0CHOBE NMOTOKOB (pa3peLleHbl TONbKO NOTOKM AaHHbIX PC1 n PC2)
ana ncxogHoro nopta Gi 0/1 SPAN.

5.2.2. One-to-Many RSPAN

5.2.2.1. CueHapun

Kak nokaszaHo Ha cneaytowemM pucyHke, One-to-Many RSPAN mMoxeT ObiTb peanu3oBaH Ha
ofHom yctponcTtee, To ecTb U MK 1, n MK 2 MOXXHO HacTpouTb 419 MOHUTOPUHIa nepegaBaemMoro
W NpuHMMaemMoro Tpaduka nopTa, NOAKMIOYEHHOrO K cepBepy. MNMonb3oBaTenin MOryT BbINOMHUTD
COOTBETCTBYIOLLYIO HAcTpouky (Hanpumep, yaaneHHyto VLAN n Loopback MAC-nopta) ans
MOHUTOPUMHIra NOTOKOB AaHHbIX, npoxoasuwmx Yepes nopt Gi 4/1 Ha MK 1 n MK 2, tem cambim
KOHTPOSIMPYS NOTOKMN OaHHbIX cepBepa.

Switch A Loopback Port

PucyHok 5-3. Tononorusa npunoxeHun One-to-Many RSPAN

5.2.2.2. PazBepTbiBaHue

e Cospante yoaneHHyto VLAN Ha kommyTaTtope A.

e Hactponte kommyTaTop A B KayecTBe ucxogHoro yctponctsa RSPAN u HacTpounTte
nopt Gi 4/1, KOTOpbIA HaANPsIMYHO NOAKMOYEH K CEPBEPY, B KAYECTBE MCXOOHOro nopTa
RSPAN. BribepuTte nopT, KOTOPbIA HAaXoanTcs B coctositHmM Down, B JaHHOM npumepe
Gi 4/2, B kavecTBe BbixogHoro nopta RSPAN, go6aebTe 3TOT NopT B yaaneHHyto VLAN
n HacTponTe Loopback MAC (3anyctute komaHagy mac-loopback B pexxume HacTporiku
UHTepdenca).

e [lobaBbTe NopThl, HanpaMyo nogknodeHHble Kk MK 1 n MK 2, B yoganeHHyto cetb VLAN.
5.2.3. OcHoBHbIe npunoxeHua RSPAN

5.2.3.1. CueHapum

Kak nokasaHo Ha crnegytowem pucyHke, dyHkuna RSPAN no3BonsieT ceTeBOMy aHanusaTtopy
KOHTponupoBaTb STA, NOOKMOYEHHYD K KOMMYTaTtopy WCXOO4HOro ycTpouctea A, OT
KOMMyTaTopa YCTponcTBa HasHayeHuss C OO KOMMYyTaTopa MpOMEXYTOYHOro ycTpouctsa B.
O6bI4HO ycTponcTBa MOryT 06MEHMBaTLCA AAaHHBIMUW APYT C APYrOM.
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ntermediate Davice
Switch B
Commeon Port
Giliz
Sowrce Port
G0
= Destination Device

Common Port

Gior

Quiput Port
Giof2

Source Device =

(L

Switch A Switch C
Source Port RSPAN Destination Port
Gl Galv2
| Intermeadiate Device |
= ~
Monitaored User Natwork Analyzer

PucyHok 5-4. basoBas Tononornga npunoxenunin RSPAN

5.2.3.2. PazBepTbiBaHue

o Hactpoute yaaneHHyto VLAN Ha kommyTatope A, kommyTtatope B n kommyTtatope C.

e Ha kommyTtaTope A Hactponte nopT Gi 0/1, HanpsAmylo NoAkMYeHHbIn K STA, B
KayecTBe MCXOAHOro nopta, HactponTte nopT Gi 0/2, NOAKMYEHHBIN K KOMMYyTaTopy B,
B Ka4yeCTBe BbIXOAHOIO nopTa U HacTpouTe (PYHKUMIO NEPEKITOYEHUs 515 BbIXOAHOIO
nopra.

e Ha kommyTatope B HacTponTe nopt Gi 0/1, nogkmntoYeHHbIN K KOMMyTaTopy A, U nopT
Gi 0/2, nogknto4eHHbI K kommyTaTopy C, kak obue nopThbl.

e Ha kommytatope C HactpouTe nopt GiO/1, NOAKMIOYEHHbLIN K KOMMyTaTopy B, B
KayecTBe 06LLEero McxogHoro nopTa, HacTponTe nopT Gil/2, NOAKMHOYEHHbIN K CETEBOMY
aHanusatopy, B KadecTBe nopTta HasHayeHus RSPAN u HacTpoute yHKUMIO
nepeknYeHnsa ona nopta HasHavyeHna RSPAN.

5.3. PyHKUUMN

5.3.1. ba3oBble KOHUenTbI

CeaHc SPAN

CeaHc SPAN — 3TO NOTOKM AAHHbBIX MeXay MCxoaHbiM nopToM SPAN 1 NOpTOM HasHa4veHwus,
KOTOpble MOXXHO MUCMOSb30BaTb 4S9 MOHUTOPUHIA NakeToB O4HOrO UM HECKOSTbKMX NOPTOB Ha
BXode, Bbixoge unm B 0boumx HanpaeneHusx. KommyTupyemblie nopTbl, MapLIpyTU3UpyeEMble
NnopTbl N arperMpoBaHHble NopTbl (AP) MOryT 6bITb HACTPOEHLI KaK MCXOAHbIE MNOPTbI UMW NOPThI
HasHa4veHns ansa ceaHcoB SPAN. lNocne goGaeneHus NnopToB kOMMyTaTtopa B ceaHc SPAN
HopMarsbHas paboTa KOMMyTaTopa He N3MEHSIETCS.

Monb3oBaTenn MoOryT HacTpouTb ceaHC SPAN Ha OTKMHOYEHHOM MopTy, HO ceaHc SPAN
HeakTuBeH. CeaHc SPAN HaxoaMTCs B aKTUBHOM COCTOSIHUM TOSbKO MOCIE BKMOYEHUS NopTa,
Ha KOTOpOM HacTpoeH ceaHc SPAN. Kpome TOro, ceaHc SPAN He BCTynaeT B cuny nocne
BKITtOYEHNs1 koMMyTaTopa. OH aKTMBEH TONbKO MOCHE TOro, Kak NopT Ha3HayYeHUs HaXOauTCS B
paboyem cocTtosiHuu. [lonb3oBaTenyn MOryT 3anycTuTb komangy show monitor [session
session-num] onst otobpaxkeHns paboyero coctosiHus ceaHca SPAN.

MoTokn gaHHbIX SPAN
CeaHc SPAN oxBaTbIBaeT MOTOKN JAHHbIX B TPEX HANpPaBeHUNX:

e BxogHble NOTOKM JaHHLIX: BCe NakeTbl, NOMy4YeHHbIE UCXOOHBIM NOPTOM, KOMUPYIOTCS B
nopT HasHayeHus. MNonb3oBaTenu MOryT OTCReXMBaTb BXOASALLME NaKeTbl OQHOMO UMn
HECKOJSIbKMX MCXOAHbIX nopToB B ceaHce SPAN. HekoTopble BXOAHble MaKeTbl
NCXOAHOro nopta MOryT ObiTb OTOPOLLEHbI MO HEKOTOPbIM MpUYMHaAM (Hanpumep, B
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uenax 6esonacHocT nopTa). ATO He BNUSAET Ha yHKumo SPAN, n Takue nakeTbl
No-npexHemy 3epKarnmpyroTCca Ha NOPT Ha3HAYeHUs.

o BhbIx0aHbIE NOTOKM AaHHbLIX: BCE NAKeThbl, NepefaHHble UCXOOHBIM NOPTOM, KOMMPYHOTCS
B NOPT HasHa4yeHus. Nonb3oBaTenu MOryT OTCNeXnsaTb BbIXOAHbIE NAKeTbl O4HOMO Un
HEeCKONbKUX UCXOAHbIX nopToB B ceaHce SPAN. lNakeTbl, nepegaBaemble C ApPYrnx
NMOPTOB HA MOPT-UCTOYHUK, MO HEKOTOPbLIM NPUYMHAM MOTYT OblTb OTOPOLUEHbI, U Takne
naketbl He OyayT nepegaHbl Ha nopT-nonyyartens. dopmaTt BbIXOAHbLIX MNAKETOB
MCXOOHOro nopta MoXeT ObITb MU3BMEHEH MO HEKOTOPLIM NpuynHam. Hanpumep, nocne
MapLpyTMsaumm y MakeToB, MepefaBaeMblX M3 WUCXOOHOMO MopTa, M3MEHSTCH
MAC-agpeca uctoyHuka, MAC-agpeca nonydvatens, ngeHtndgukatopsl VLAN n TTL, a
Takke ux popmaTbl Nocre KonMpoBaHUsi B NOPT HAa3HAYEHUA.

° ,D,ByHaI'IpaBJ'IeHHbIe NOTOKN AOaHHbIX. ,D,ByHaI'IpaBJ'IeHHbIe NOTOKN AaHHbIX BKIHOYAKT
NOTOKM BXOOHbIX AAHHbIX 1 NOTOKM BbIXOAHLIX AaHHbIX. B ceaHce SPAN nonb3oBaTtenu
MOTYT OTCHeXunBaTb MNOTOKU AaHHbIX OAHOro Ui HECKOJIbKMX UCXOOHbIX NOPTOB BO
BXOAHOM 1 BbIXOOAHOM HamnpaslieHUAX.

UcxoaHbin nopT

McxoaHbli MOPT HasbiBaeTCsl KOHTponvpyembiM NopToMm. B ceaHce SPAN MOTOKM AaHHbIX
NCXOAHOro nopTa OTCNEXMBAKTCA Af15 CEeTEBOro aHanu3a u ycTpaHeHus Henonagok. B ogHom
ceaHce SPAN nonb3oBaTenu MoOryT OTCReXmBaTb BXOAHbIE, BbIXOAHbIE U ABYyHaNpaBfieHHble
NOTOKM OAHHbIX, @ KONIMYECTBO MCXOAHBIX MOPTOB HE OrPaHUYEHO.

McxoaHbii NopT MMeET criegyolme 0CobeHHOCTY:

e  cxodHbi NOPT MOXET OblTb KOMMYTUPYEMbLIM MOPTOM, MapPLLPYTU3MPYEMbIM MOPTOM
UNn arperpyemMbiM NOpTOM.

o McxogHbin nopT He MOXeT OAHOBpPEeMEeHHO UCnoNb3oBaTbCA B KadecTtBe nNopTa
Ha3Ha4YeHns.

e  AcXOOHbIN MOPT M NOPT HasHAYeHUa MOryT npuHaanexatb ogHon un Ton xe VLAN mnm
pasHbiM VLAN.

MopT Ha3Ha4vyeHuns

CeaHc SPAN vMeeT oauH NopT HasHa4eHus (HasbiBaeMbli MOPTOM MOHUTOPWHIA) Ansi npuema
nakeToB, CKOMMPOBAHHLIX C UCXOA4HOrO MopTa.

MopT Ha3Ha4YeHUs NMeeT crieaytoLme XxapakTepUCTUKA:

e [lopT Ha3Ha4YeHUss MOXeT BbITb KOMMYTUPYEMbIM NOPTOM, MapLLPYTU3NPYEMbIM NOPTOM
Unu arpervpyembsimM rMopToMm.

e [opT HasHa4YeHVss He MOXeT OQHOBPEMEHHO UCMOMb30BaTbCA B Ka4ecTBe WCXOAHOro
nopTa.

5.3.2. 0630p

OcobeHHOCTb OnucaHue

SPAN HacTtpanBaeT 3epkanupoBaHuMe NOPTOB HA OAHOM YCTPOMUCTBE

RSPAN HacTpauBaeT 3epkannpoBaHue NopToB Ha pasHbIX YCTPOMCTBAX
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5.3.3. SPAN

SPAN ucnonbsyetcsa Angd MOHUTOPMHIa NOTOKOB AaHHbIX Ha kKoMMmyTaTopax. OH KonupyeT Kagpbl
C OOHOro nopTa Ha ApYron nNopT KOMMYyTaTopa, NOLKIMYEHHbIA K CETEBOMY aHanusaTopy unm
aHanusatopy RMON, 4yTo6bl npoaHannaMpoBaTh CBS3b NopTa.

5.3.3.1. MpuHUMN paboTbl

Korga nopt nepenaeTt unu nonyyaet nakeTbl, SPAN nocne NpoBepKU TOro, YTO NOPT HAaCTPOEH
Kak ncxogHoeli nopt SPAN, konupyeT nakeTbl, NepedaHHble U MOMyYeHHble NOpTOM, B MOPT
Ha3Ha4vYeHus.

e HacTtpoiika ncxogHoro nopta SPAN
Monb3oBaTensMm HeobXoAMMO ykasaTb wuaeHTudpukatop ceaHca SPAN u ungeHTudmkatop
NCXOLHOro NopTa, YToObLl HACTPOUTL UCXOLHLIN NOPT SPAN, a Takke yCTaHOBUTL ONMUMOHANbHbIN
anemeHT HanpaBneHus SPAN, 4Tobbl onpeaennTb HanpaBneHWe NOTOKOB AaHHbIX SPAN, nnu
ykasaTb nonmtnky ACL ons sepkanupoBaHnd onpefeneHHbIX NOTOKOB AaHHbIX.

e HacTtpolika nopta HasHa4yeHust SPAN

Monb3oBaTensam HeobxoamMmo ykasaTb naeHTudmkaTop ceaHca SPAN u nageHtudumkaTop nopta
Ha3Ha4eHus, 4Tobbl HacCTpoUTb NMOPT HasHavyeHns SPAN, a Takke YyCTaHOBUTb OMUMOHANbHbLIN
ANEMEHT (YHKUUK nepeknioyeHns, 4tobbl onpedennTb, CrieayeT nv BKIYaTb YHKLMIO
nepekntoYeHnsa n QyHKUMIO yaaneHnsa TeroB Ha nopte HasHadveHus SPAN.

5.3.3.2. CBsizaHHaA KOHUrypaums

®yHkuna SPAN oTkoyeHa no ymonydaHuio. OH BKoYaeTcs TONbKO Nocrie co3fgaHusa ceaHca u
HacTporkn ucxogHoro u uenesoro noptoB SPAN. CeaHc SPAN moxeT ObiTb CO3f4aH, Korga
HacTpoeH ncxoaHbin nopT SPAN nnu nopt HasHavYeHns.

HacTponka ucxogHoro noprta SPAN

CeaHc SPAN no ymon4yaHuto He wumeeT ucxogHoro nopta SPAN. [Mlonb3oBaTenu MoryT
3anyCTUTb CreayoLyo KomaHay Ans HacTporkn ncxogHoro nopta SPAN:

monitor session session-num source interface interface-id [ both | rx | tx ] [ acl name ]
B npegblaywen komaHge:

session-num: ykasbiBaeT uaeHTudukaTop ceaHca SPAN. KonmuyecTtBo nopaepKnmBaembixX
ceaHcoB SPAN 3aBuCKT OT NpoaykTa.

interface-id: ykasbiBaeT ncxogHoini nopt SPAN, KOTOpbI HEOBXOOUMO HaCTPOUTb.

X: yKa3blBaeT, 4TO Mnocne HaCTpOVIKVI X OTCNnexmBarTCA TOJIbKO NakeTbl, NoJiy4YeHHble
MCXOAOHbIM NOPTOM.

tX: ykasblBaeT, YTO MNOCMie HACTPOWKM tX OTCREXMBAIOTCS TOMbKO MakeTbl, NepedaBaemble
NCXOAHBLIM NMOPTOM.

both: ykasbiBaeT, 4To nakeTbl, NepegaHHbIE U NONYyYEHHbIE UCXOAHBIM MOPTOM, KOMUPYKOTCS B
NopT Ha3Ha4YeHus st MOHUTOPUWHra nocne Toro, kak both HacTpoeH, To ecTb both BktovyaeT rx
n tx. Ecnu H1 ognH 13 napameTposB rX, tx unu both He BbIGpaHbI, both BKIIOYEH MO yMOnyaHuto.

acl: onpegensiet nonmtuky ACL. Nocne HacTporkmn 3TOro napameTpa nakeTbl, pa3peLUeHHbIe
nonutnkon ACL Ha MCXOAHOM NOPTY, OTCNEXUBAKOTCA. dTa PYHKUMS OTKIIIOHEHA NO YMONYaHUIO.

Hactpowka nopta Ha3Ha4yeHusa SPAN

CeaHc SPAN no ymonuyaHuio He umeeT nopTta HasHadeHus SPAN. [Monb3oBaTtenn moryT
3anycTuTb CrielytoLLyro KoMaHay Ong HaCTPOWMKM nopTa HasHavyeHns SPAN:

monitor session session-num destination interface interface-id [switch ]
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B npeablgyLien komaHge:

switch: YKa3bIiBaeT, YTO NOPT Ha3HaA4YEeHUA SPAN nony4yaeT TOJNbKO NakeTbl, 3epKarimpoBaHHbIE
OT MCXOOHOro nopTta SPAN, n 0T6paCbIBaeT apyrume naketbl, eCrin 3T1a onuunda OTKIK4YeHa, U
nony4vyaeTt KaK MnakeTbl, 3epKannpoBaHHble OT MUCXOOHOro nopTa SPAN, Tak n nakeTtbl OT
HEeNCXOoOHbIX MOPTOB, €Cihn 3Ta onuud BKIK4YeHa, TO €eCTb CBA3b MeXAay 3TUM NOpPTOM
Ha3Ha4YeHuA n apyrmmmn yCTpOIZCTBaMI/I He 3aTparmBaeTC4.

Korpa nopT Ha3Ha4YeHunsd SPAN HaCTpOEeH, COOTBEeTCTBYyKOLLasA d)yHKLl,I/IFI OTKMKO4YeHa no
YMOJI4aHUIO, €Clih KOMMYTaTop HE HACTPOEH.

Hactponka SPAN Ha ocHOBe noToka

OTa PyHKUMS OTKMOYEHa No ymon4yaHuio. MNMonb3oBaTenn MOryT BbINOSHUTL KOMaHAy monitor
session session-num source interface interface-id rxacl acl-name gnga HacTponkn SPAN Ha
OCHOBE MOTOKa.

OGpaTtnTe BHUMaHWe Ha crieayoLine MOMEHTbI MpY UCrnonb3oBaHun SPAN:
NMPUMEYAHUA:

o [lopT HasHaveHns SPAN mncnonb3dyeTca NS pacyeTa NPoToKoNa CBA3YOLWEro gepesa
(STP).

e  SPAN HegocCTyneH, ecnm NCXO4HbIA NOPT UK NOPT Ha3HAYeHUS OTKMOYEHbI.

e Ecnun VLAN (unn cnucok VLAN) wucnonb3yetca B kayectBe ucTodHuMka SPAN,
ybeautech, 4TO NOPT Ha3Ha4YeHUA UMeeT JOCTAaTOYHYHO NPONYCKHYK CNOCOBHOCTL Ans
nonyyeHns 3epkanmpoBaHHbIx AaHHbIX VLAN (unu cnvcka VLAN).

e He Bce npoaykTbl noadepXvBalT BCce nNapaMeTpbl npeabloylumMx KomaHg u3-3a
pasnuuui Mexay NpoaykTamMu.

5.3.4. RSPAN

RSPAN MOXeT KOHTponupoBaTb HecKonbko ycTponctB. Kaxagbim ceaHc RSPAN
ycTaHaBnMBaeTCca B YykasaHHou ypaaneHHon VLAN. RSPAN npeogoneBaeT orpaHuyeHue,
cornacHo kotopomy mirrored-nopT 1 mMirroring-nopT AOSMKHbI HAXOAUTBCSA Ha OOQHOM M TOM Xe
yCTpoOWCTBE, M MO3BONSeT mirrored-noOpTy HaxOAMTbCA Ha PaCCTOSHUM HECKOSbKUX CeTeBblX
YCTPOWCTB OT mirroring-nopTa.

5.3.4.1. MpnHUMN paboTbl

YpaaneHHaa VLAN cosgaetca ans MCXo4HOro YCTpoWcTBa, NPOMEXYTOYHOrO YCTpOWCTBa M
LeneBoro yCTponcTea, Bce NOpThl, y4acTByowwme B ceaHce RSPAN, gomkHbl ObiTb AoGaBneHbI
B yoaneHHyto VLAN. Mirrored-nakeTbl WMpoKoBeLlaTeNbLHO nepegarTca B yaaneHHon VLAN
Taknm obpas3om, YTO OHM MepefarTcs M3 UCXOOHOro NnopTa UCXOAHOro KOMMyTaTtopa B nopT
Ha3Ha4eHWs LieneBoro KoMMmyTaTopa.

e HacTtpoiika yoaneHHon VLAN

MakeTbl M3 ncxogHoro nopta RSPAN LwMpokoBeLwaTenbHO nepegatotcs B yaaneHHyto VLAN,
4YTOObl ObITb CKOMMPOBAHHBLIMWU C NOKANbHOrO KOMMYTaTopa Ha yAdaneHHbl kommyTtaTtop. MopT
ncrtoyHuka RSPAN, nopT BbiBoAa, reflection-nopt oTpakeHus, NopTbl Npo3pavyHoON nepenaydn
NMPOMEXYTOYHOrO ycTponcTBa (MOPT BBOAA MaKeTOB W MNOPT BbiBOAA MNPOMEXYTOYHOro
YyCTPOWCTBA), NOPT HA3HAYeHNs 1 NOPT BBOAA NOpTa Ha3HaYeHWs OOSMKHbI ObiTb AobaBneHbl B
yaaneHHyto VLAN. ®yHkumsa RSPAN TpebyeT HacTpowikn VLAN kak yganeHHon VLAN B pexnme
VLAN.
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e HacTtpolika ceaHca RSPAN

KoHdurypaums nopta UCTOMHUKA M NopTa HasHadeHna RSPAN aHanorMyHa HacTpouke noprta
NUCTOYHUKA M nopTa HasHayeHna SPAN, HO uaeHTudukaTop mirroring-ceaHca, ykasaHHbIA BO
BPEMS HaCTPOWNKM, [OMKEH ObITb naeHTUdmKkaTtopom ceaHca RSPAN.

e HacTtpoiika ncxogHoro nopta RSPAN

KoHdurypaums ucxogHoro nopta RSPAN Takas e, kak y ucxogHoro nopta SPAN, Ho
yKa3aHHbIM MaeHTUMKaTop Mirroring-ceaHca AoSmKeH ObITb naeHTudmkaTtopom ceaHca RSPAN.

e HacTtpolika BbixogHoro nopta RSPAN

BbIxoaHOM NOPT pacnonoXeH Ha UCXO4HOM YCTPOWCTBE U JOIMKEH ObiTb 406aBNeH B yaaneHHyto
cetb VLAN. Mirrored-nakeTbl MCXOOHOrO MopTa TpaHCRVpylTcs B 3Ty yaaneHHyio VLAN.
NcxogHoe ycTponcTBO nepefaeT nakeTbl MPOMEXYTOYHOMY KOMMYTaTopy WM KOMMYyTaTopy
Ha3HayeHus Yepes BbIXOAHOW NopT.

e HacTtpolika nopta HasHa4yeHuss RSPAN

Mpn HacTpouke nopta HasHavyeHuss RSPAN HeobxoaMmo ykasaTb uaeHTUdukaTop ceaHca
RSPAN, yganeHHyto VLAN 1 umsa nopta, 4tobbl nakeTbl U3 MCXOAHOrO nopTa KoNMpoBanuch B
nopT Ha3Ha4veHunsa 4Yepes yaaneHHyo VLAN.

o Hactponka RSPAN Ha ocHOBe noToka

RSPAN sBnseTtca pacwmpeHmem SPAN 1 Tawke nogaepxuvBaeT 3epkannpoBaHME Ha OCHOBE
notokoB. KoHdurypaums Takas xe, kak y notokoBoro SPAN. RSPAN Ha ocHoBe noToka He
BNMAET Ha HOpMarbHYIO CBA3b.

Monb3oBaTenn moryT HacTpouTb ACL B HanpaBfieHun BBOOA MCXOAHOrO MopTa Ha UCXOO4HOM
yctponctee RSPAN. MNoagpepxnsatTcs ctaHgapTHele ACL, pacwumpeHHsle ACL, MAC ACL un
onpegensaemble nonb3osatenem ACL.

[Monb3oBaTenu morytT HacTpouTs ACL nopTta B HanpaBneHun BBOAA WCXOOHOro nopTa Ha
ncxogHom yctponctee RSPAN u HacTpouTb ACL nopTa B HanpasfeHuu BbiBoda nopTa
Ha3Ha4yeHnd Ha uenesoM yctponctee RSPAN. Nonb3oBaTenu Takke MoryT HactpouTb ACL ans
ncxoaduero HanpasneHus yganeHHon VLAN Ha ncxogHom kommyTtaTope RSPAN 1 HacTpouTb
ACL ana BxogHoro HanpasneHusa yaaneHHon VLAN Ha uenesomMm kommyTtaTtope RSPAN.

e Hactporka RSPAN One-to-Many

Ecnv noTokM AaHHbIX OAHOMO0 UCXOAHOro nopta HeobBXOAMMO 3epKanmpoBaTb Ha HECKOSbKO
NOPTOB Ha3HaYeHUS, NONb30BaTENN MOryT HACTPOUTL ceaHC RSPAN, HacTPOUTb NCXOLHbLIV NOPT
ceaHca RSPAN kak ncxognbli mirroring-nopTt One-to-Many 1 BelbpaTtb gpyron nopt Ethernet B
KayecTBe nopTa Nepechbiniki. (BbIXOAHOM NOPT Ha YCTPOMUCTBE-UCTOUHMKE). Kpome Toro, pyHKUms
obpatHon cBssm MAC pgomkHa OblTb HacTpoeHa Ha nopTte nepecbiikn RSPAN B pexume
KOHdoUurypaumm nHtepenca, oxmagaemoln BbixogHon nopt RSPAN n nopt nepeckinikn RSPAN
OOITKHbI 6bITh A0GaBneHbl B yaaneHHyto VLAN. 3atem mirrored-nakeTbl 3aumknmeatotes (looped
back) Ha nopTe nepecbinkn RSPAN, a 3aTem wmMpokoBeLllaTeENbHO NeEpedaroTcs B yaareHHyo
VLAN, Tem cambiMm peanu3ysd RSPAN One-to-Many.

5.3.4.2. CBsA3aHHasA KOHdUrypaums

OyHkuma RSPAN oTkntoveHa no ymonyaHuio. OH BKNKOYAETCs TOMbKO NOCe CO34aHnda ceaHca
RSPAN un HacTponku yaaneHHon VLAN, ucxogHoro nopta RSPAN v nopta HasHavyeHns RSPAN.

Hactpownka yganeHHon VLAN

Mo ymonuaHuto ana RSPAN He ykasaHa yganeHHas VLAN. lNonb3oBatenu MoryT 3anycTuTb
komaHgy remote-span B pexume VLAN, 4yTo6bl HacTpouTb VLAN kak yganeHHyto VLAN. OgHa
yoaneHHasa VLAN cooTtBeTcTBYEeT ogHomy ceaHcy RSPAN.
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HacTtpownka ncxogHoro ycrpouncrtsa RSPAN

OT1a byHKUMA OTKMOYEeHa No ymonyaHuio. [onb3oBaTteny MoryT 3anycTuTb KOMaHgy monitor
session session-num remote-source B pexxume rnobansHon koHurypaumm, 4Tobbl HACTPOUTL
YCTPOMWCTBO B Ka4yeCcTBe yaaneHHOro MCXo4HOro yCTponcTBa ykasaHHOro ceaHca RSPAN.

Hactpowka ueneBoro yctponctsa RSPAN

OT1a byHKUMA OTKMNOYEeHa No ymonyaHuto. NMonb3oBaTtenyu MoryT 3anycTuTb KOMaHgy monitor
session session-num remote-destination B pexume rnobanbHOM KoHdUrypaumm, 4ToObl
HacTpOUTb YCTPOWCTBO B KayecCcTBe yAarieHHOro LeneBoro YCTPOWCTBA yKa3aHHOrO ceaHca
RSPAN.

Hactpouka ucxogHoro nopta RSPAN

NcxopHbih nopt ceaHca RSPAN HacTpamBaeTcss Ha mucxogHom yctpounctee. KoHdurypaums
Takas xe, kak y mcxogHoro nopta SPAN, HO HeobxoaMmo ykasaTb MOEHTUUKATOP ceaHca
RSPAN. 3Ta doyHKUMA OTKNIOYEHA NO YMOSTHAHMIO.

Hactpoika BbIXogHOro nopta Ha ucxogHom yctpomctee RSPAN

OTa (PyHKUMA OTKMOYEeHa No yMonyaHuio. [onb3oBaTteny MoryT 3anycTuTb KomaHgy monitor
session session-num destination remote vlan remote-vlan interface interface-name [ switch
] B pexume rnobanbHOM KOHdurypauumn, 4Tobbl HACTPOUTL BbIXOQHOW MOPT HA MCXOLHOM
yctporictee RSPAN. Ecnu onumsa switch ckoHdurypupoBaHa, BbIXOAHOW MOPT MOXeT
yyacTBoBaTb B OObIYHOM KOMMYyTauMW NAKeTOB AaHHbIX. [10 yMONYaHuMIO OH He HacTpOeH.
BbixogHom nopT gormkeH ObiTb AobasneH B yaaneHHyto VLAN.

Hactpouka ueneBoro nopTa Ha uenesom yctpouctee RSPAN

OTa (pyHKUMA OTKMNOYEeHa No yMonyaHuto. [onb3oBaTteny MoryT 3anycTuTb KomaHgy monitor
session session-num destination remote vlan remote-vian interface interface-name [ switch
] B pexume rnobanbHON KoHUrypaumu, 4Tobbl HAaCTPOUTb MOPT Ha3HAYeHWUs Ha LereBOM
yctponctBe RSPAN. Ecnu onums switch HacTpoeHa, NopT HasHa4YeHUs MOXeT ydacTBOBaTb B
0ObIYHON KOMMYTaUMK NakeToB AaHHbIX. 10 yMonyaHuio OH He HacTpoeH. MopT HasHaveHus
[orkeH 6biTb fobaBneH B yaaneHHyto cetb VLAN.

Mpwn ncnonbsosaHmm RSPAN obpaTuTe BHMMaHME Ha CrieayoLmne MOMEHTbI:
NMPUMEYAHUA:

e VYpaneHHas VLAN pgomkHa OblTb HaAcCTpoeHa Ha KaXOgoM YCTPOWCTBE, WX
naeHtndukatopbl VLAN gomkHbl OblTb cOrnacoBaHbl, U BCE MOPThI, y4acTBYOLWINE B
ceaHce, JOJTKHbI ObITb AobaBneHbl B VLAN.

o He pekomeHngyeTtcsa nobaenaTtb obwme nopTel B yaaneHHyo VLAN.

e He HacTpamBanTe nNOPT, MNOLKMOYEHHbIA K MPOMEXYTOYHOMY KOMMYTATOpy Wnn
KOMMyTaToOpy HasHa4vyeHus, B kayecTse ncxogHoro nopta RSPAN. B npoTneBHOM cnyyae
TpaduK B CeTM MOXET OKasaTbCs B Xaoce.

5.4. KoHchurypauus

KoHdurypauma OnucaHume n komaHga

HacTtponka (O6s3atenbHo) McnonbayeTca ansa cosganuns SPAN
6a30BbIx

dyHkun SPAN | monitor session session-num source | HacTpausaeT McxogHblii nopT

interface interface-id [ both | rx | tx ] SPAN

96

@ §) QTECH

MWP [OOCTYNHEE



PykoBofacTteo no Hactponke cepus QSW-4700

HaCTpOVlKa SPAN-RSPAN W
KoHdurypauma OnucaHue n komaHga
HacTtpowka monitor session session-num | HactpaueaeT nopT
©a30BbIx destination interface interface-id[ | Ha3HayeHnss SPAN
dyHkumi SPAN switch]

monitor session session-num source
interface interface-id rxacl acl-name

HactpaneaeT SPAN Ha ocHoBe
noToka

monitor session session-num source
vlan vlan-id [ rx ]

YkasbiBaeT VLAN B KadecTBe
NMCTOYHMKA gaHHbIX SPAN

monitor session session-num source
filter vlan vlan-id-list

YKka3blBaeT HEKOTOpble CeTu
VLAN B KayecTBe WUCTOYHUKOB
nanHbIx ans SPAN

HacTtpouka
OCHOBHbIX

dyHkumn RSPAN

(OBsasaTenbHo) Ncnonbayetca ans co3gaHna RSPAN

monitor session session-num remote-
source

HactpavBaeT uaeHTudukaTop
ceaHca RSPAN un ykasbiBaet
NcxXogHoe YCTPOMCTBO

monitor session session-num remote-
destination

HactpanBaeT unaeHTudunkaTop
ceaHca RSPAN un ykasbiBaet
LeneBoe yCTPOUCTBO

remote-span

HactpaunsaeTt
VLAN

yOaneHHyo

monitor session session-num source
interface interface-id [ both | rx | tx ]

HactpanBaeT mncxogHblh nopt
RSPAN

monitor session session-num
destination remote vlan remote-vlan-id
interface interface-id [ switch ]

HactpanBaeT BbIxogHOM NOpPT
Ha  WCXOOHOM  YCTpPOMCTBE
RSPAN vnn nopT HasHadeHusi
Ha Lenesom yCTpoOncTBE
RSPAN

5.4.1. HacTpouka 6a3oBbix pyHKkunn SPAN

5.4.1.1. 3dhdeKT KoHduUrypaumm

e HacTporTte NopTbl UCTOYHMKA N Ha3HayYeHus ans ceaHca SPAN.

e HactponTe nopT HasHayeHusi AN OTChnexuBaHUs NoObIX NakeToB, nepeaaHHbIX U
NOSyYeHHbIX UCXOAHbLIM NMOPTOM.
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5.4.1.2. NMpumevaHun

Ecnu d)yHKLI,I/lFI KOMMYTaTopa OTKr4YeHa Ha nopTe Ha3Ha4deHud SPAN, nopT Ha3Ha4YeHud
nony4yaeTt TOJ1bKO mirrored-nakeTbl n OT6paCbIBaeT apyrue naketbl, npoxoadlimne 4epes nopr.
Mocne BknOYeHUS d)yHKLl,I/II/I KOMMYTaTopa nopT Ha3dHa4YeHUA MOXeT NpUuHMMaTb He mirrored-
nakeTbl.

5.4.1.3. lWarn HacTponku

HacTponka ceaHca SPAN
e Pexum rnobanbHon koHurypaumm. O6s3aTenbHbIN.

e  Bbl MOXxeTe HacTpouTb ceaHc SPAN npu HacTpowke ncxogHoro nopta SPAN nnu nopta
Ha3Ha4eHus, unm Npu HacTponke ykaszaHHon VLAN unu HekoTopbix VLAN B KayecTBe
WCTOYHMKA AaHHbIX UMW NCTOYHUKOB AaHHbIX SPAN.

Hactpouka ucxogHoro nopta SPAN
o  Pexum rnobanbHon koHpurypaumm. ObasatensHbIN.

o Bbl moxeTe BbIb6paTh HanpaeneHne SPAN npu HacTpowke ncxogHoro nopta SPAN. Oba
HanpaBnNeHNsa HaCTPOEHbI MO YMOMYaHUIO, TO ECTb OTCMEXNBAOTCS Kak NnepegaBaemble,
TaK U NPUHUMaEMble NaKeThbI.

HacTponka nopTta HasHayeHus SPAN
e Pexvum rnobanbHon koHurypaumm. ObssaTenbHbIN.

e CeaHc SPAN akTuBeH, TOMbKO eCrin HacTpPoeH ucxoaHol nopt SPAN (Mnu B kavecTse
ncrovHuka gaHHbIx SPAN ykazaHa VLAN) 1 HacTpoeH nopT HazHadeHns SPAN.

5.4.1.4. NpoBepka

3anyctute komaHgy show monitor unm komangy show running, 4toObl npoBepuTb
KoHurypaumio SPAN. B kadecTBe anbTepHaTuBbl NpoBeAMTE aHanui3 3axeBaTa NakeToB Ha
nopty HasHayeHuss SPAN u npoBepbTe, genctByeT nn oyHkuma SPAN B COOTBETCTBUMU C
3axBaveHHbIMKN NakeTamu.

5.4.1.5. CBsAA3aHHble KOMaHAbl

Hactpouka ucxogHoro nopta SPAN

KomaHga monitor session session-num source interface interface-id [ both | rx |tx]
Onuncanne session-num: ykasbiBaeT ngeHtudumkatop ceaHca SPAN.
napameTpoB

interface-id: ykasbiBaeT ngeHtudukatTop nHrepdgenca.

both: ykasbiBaeT, 4TO NakeTbl BO BXOASLLEM U UCXOOSLLEM HaNpaBreHUsX
OTCINEXMBaTCH. ATO 3HAYEHNE MO YMOSYaHWIO.

I'X: YKa3blBaeT, YTO NMakKeTbl BO BXOOALLEM HanpaBJiEHNN OTCIEXNBAIOTCA.
tX: yKa3blBaeT, YTO nakeTbl B HanpaBlieHUX BbiBOAA OTCreXnBakTCA

Pexum komang | Pexum rmobanbHon KoHdurypaumm
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HacTpounka nopta Ha3zHauyeHus1 SPAN

KomaHpa monitor session session-num destination interface interface-id[ switch]
Onucanwne session-num: ykasblBaeT ngeHtugukatop ceaHca SPAN.
napameTpoB

interface-id: ykasbiBaeT ngeHtudukaTop nHtepdgenca.

switch: ykasbiBaeT, YTO (PYHKUMA MEPEKNOYEHNs BKITOYEHa Ha nopTe
Ha3HayeHnss SPAN. Mo ymonyaHuio OH OTKNOYEH

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

HacTtponka SPAN Ha ocHOBe NOTOKa

KomaHpa monitor session session-num source interface interface-id rx acl acl-
name

Onucanue session-num: ykasblBaeT ngeHtudukatop ceaHca SPAN.

napameTpoB

interface-id: ykasbiBaeT ngeHtudukaTop nHrepgenca.
acl-name: ykasbiBaeTt umsa ACL

Pexum komaHg

Pexwum rnobansHon koHduUrypaumm

YkasaHue VLAN B KayecTBe NCTOYHUKA AaHHbIX SPAN

KomaHga monitor session session-num source vlan vilan-id [rx]
Onucanne session-num: ykasblBaeT ngeHtudukatop ceaHca SPAN.
napameTpoB

vlan-id: ykasbiBaeT ykasaHHbI ngeHTudpumkatop VLAN.
X: yKasblBaeT, YTO MaKeTbl BO BXOAALLEM HanNpaBreHN OTCIEXMNBAOTCS

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

Yka3aHue HekoTopbiX VLAN B KauecTBe MICTOYHMKOB AaHHbIX SPAN

Komanpga monitor session session-num source filter vlan vlan-id-list
Onuncanne session-num: ykasbiBaeT ngeHtudmkatop ceaHca SPAN.
napameTpoB

vlan-id-list: ykasbiBaeT HEKOTOpbIe Yka3aHHble ngeHtudpumkatopsl VLAN

Pexum komang

Pexunm rmobanbHon koHdurypauum
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5.4.1.6. NMpumep KoHcpuUurypauum

Hwxe B kayecTBe npumepa ucnonblyetcsa SPAN

CueHapun:
PC :I PC .'}_'
PucyHok 5-5.
LWarn e Kak nokazaHo Ha PucyHke 5-5, pobasbte noptel Gi 0/1 n Gi 0/2
HaCTPOWKM yctponcTtea A B cetb VLAN 1.
e Cosgante SVI 1 n yctaHosute agpec SVI 1 Ha 10.10.10.10/24.
e YctaHosute IP-agpeca INK 1 n MK 2 Ha 10.10.10.1/24 n 10.10.10.2/24
COOTBETCTBEHHO.
e Hactponte SPAN gns yctponctea A 1 Hactpoute nopTbl Gi 0/1 n Gi 0/2
B KayecTBe WCXOQHOrO nopta W nopta HasHadeHuss SPAN
COOTBETCTBEHHO
A QTECH# configure

QTECH(config)# vlan 1

QTECH(config-vlan)# exit

QTECH(config)# interface vlan 1

QTECH(config-if-VLAN 1)# ip address 10.10.10.10 255.255.255.0
QTECH(config-if-VLAN 1)# exit

QTECH(config)# monitor session 1 source interface gigabitEthernet 0/1

QTECH(config)# monitor session 1 destination interface gigabitEthernet 0/2

Mpoeepka | 3anyctute KomaHay show monitor, 4To6bl NPOBEPUTL, NPABUITLHO fM HACTPOEH
SPAN. lNocne ycnewHon HacTponkn MK 1 oTnpaBngeT nakeTbl NPOBEPKN CBA3MU
Ha SVI 1, a K 2 ocyLiecTBNAET MOHUTOPWUHT C MOMOLLIBIO MHCTPYMEHTA 3axBaTa
nakeToB

QTECH# show monitor

sess-num: 1

span-type: LOCAL_SPAN

src-intf:

GigabitEthernet 0/1 frame-type Both
dest-intf:

GigabitEthernet 0/2
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5.4.1.7. PacnpocTpaHeHHble OLMOKHK

e WpeHTudukaTop ceaHca, ykasaHHbIi NpW HaAcTpolike ucxogHoro nopta SPAN, He
COOTBETCTBYET MOEHTUMDUKATOPY, YKA3aHHOMY MPW HACTPOWKE MnopTa HasHa4YeHus
SPAN.

e T[loTeps nakeToB MOXeT MPOU3OWTW, €Crnn MakeTbl NnopTa C GONbLUOW MPOMYCKHOW
CMOCOBHOCTLIO 3ePKanMPYHTCA Ha NOPT C Mano NPOMNYCKHOW CNOCOBHOCTLIO.

5.4.2. HacTponka ocHOBHbIX pyHKLUMKU RSPAN

5.4.2.1. 3hbdeKT KoHUrypaumm
e HacTtponTe uUcxoAHbI MOPT M MOPT Ha3HaYeHUs Ha WCXOLHOM YCTPOWCTBE ceaHca
RSPAN u HacTponTe NopT Ha3Ha4YeHWs Ha LIeNeBoOM YCTPOMCTBE.

e HactponTte nopT HasHadeHus Ha uenesBom ycTpouctBe RSPAN anga oTtcnexvBaHus
nodbIX NakeToB, KOTOPLIE NEpeaaroTCa UM NPUHUMAKOTCA UCXOOQHLIM MOPTOM.

5.4.2.2. NMpnmevaHusn

o Ecnn dyHKkuMa kommyTaTopa OTKMHOYMEHA Ha nopTe HasHadeHus RSPAN, nopt
HasHayeHuWs nony4aeT TonbKO mirrored-nakeTbl U oTbpacbiBaeT Apyrve nakeThbl,
npoxogsime 4yepes nopT. [Nocne BKMYEHNS OYHKUMM KOMMYTaTopa NopT HasHa4yeHus
MOXeT NpuUHMMaTb He mirrored-nakeThbl.

e Bce noptel, 3agerictBoBaHHble B RSPAN, O0mkHbl ObiTb A06aBneHbl B yoaneHHyo
VLAN.

e VYpaneHHas VLAN pomkHa ObiTb co3gaHa Ha MPOMEXYTOYHOM YCTPOWCTBE, U K
yoaneHHon VLAN gormkHbl ObiTb Ao6aBneHbl Npo3paYvHbie NOpThl Nepedayn.

5.4.2.3. Llarn HacTpouku
HacTtponka ceaHca RSPAN

o  Pexum rmobanbHon koHpurypaumm. ObasaTenbHbIN.

e OauH n TOT Xe uaeHTUdUKaTOp ceaHca HeoBXOAMMO HACTPOUTb Ha WCXOAHOM
yctponctee RSPAN n uenesom yctpornctee RSPAN.

HacTponka ncxogHoro yctporictea RSPAN

o  Pexum rmobanbHon koHpurypaumm. ObasaTenbHbIN.

¢ VcnonbayeTca ans ykasaHus yCTpOMUCTBa, koTopoe ByaeT KoHTponnpoBaTbcst RSPAN.
HacTponka uenesoro ycrporictea RSPAN

e Pexum rmobanbHon koHdurypaumm. O6a3aTtenbHbIn.
e |Acnonb3yeTcs Ans ykasaHusa LeneBoro ycTponcTea Ang Belsoga naketoB RSPAN.
HacTtponka ncxogHoro nopta RSPAN

o  Pexunm rmobanbHon koHpurypaumm. O6asaTtenbHbIN.

e 3aBepwuTe HaACTpPoMKy Ha wucxogHom ycTtponctBe RSPAN. [locne HacTponku
MOHUTOPUMHI RSPAN MOXeT NpoBOoANTLCA ANst NakeToB ncxogHoro nopta RSPAN. Bebl
MoxeTe ykaszaTb RSPAN gnsg mMoHUTOpuHra naketoB yaaneHHon VLAN BO BXOAHOM
HanpaBreHnn, UCXOASLEM HanpasneHun unm B o0BOMX HanpaBrneHUsX WMCXOLHOrO
nopta RSPAN.

HacTtponka BbixogHoro nopta RSPAN

e Pexvum rnobanbHon koHdurypauum. O6sa3aTenbHbIN.
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e 3aBepwmnTe HaACTpPonKy Ha wucxogHom ycTtponctBe RSPAN. T[locne HacTpomnku
mirrored-nakeTbl, NOAy4YeHHble nopTamun, obaBneHHbIMM B yaaneHHyto VLAN, moryT
ObITb NepedaHbl Ha uenesoe yctponcteso RSPAN yepes BbIXO4HOM NOPT.

Hactpowka nopta HasHavyeHnsa RSPAN

e  Pexum rnobanbHon koHurypaumm. O6s3aTenbHbIN.

o 3aBepwmTe HacTpouky uenesoro yctponcteBa RSPAN. lNMocne HacTpounku uenesoe
ycTponctBO RSPAN nepecbinaeT 3epkanbHble MakeTbl, MNOSlyYEeHHbIE MopTamu,
pobaBneHHbiMn B yaaneHHyto VLAN, Ha yCTpPOWCTBO MOHUTOpPMHra 4Yepes nopt
Ha3Ha4eHus.

5.4.2.4. MNpoBepka

3anyctute KomaHgy show monitor unm komaHgy show running, 4tobbl NpoBepuUTb, YCNELLHO
nn HacTpoeH RSPAN Ha KaXgom YCTPOWCTBE, UMW BbINOMIHUTE 3axBaT NakeToB Ha LiefieBOM
mirroring-nopTy Ha uenesom ycTponctBe RSPAN, 4ToObl NpoOBEPUTL, ABNANOTCA N NaKeThbI,
3epKanMpoBaHHble C UICXOAHOro NopTa ucxogHoro ycrponctesa RSPAN, 3axBayeHbIMU.

5.4.2.5. CBsAA3aHHble KOMaHAbl

Hactpouka ucxogHoro yctpomnctsa RSPAN

Komanpa monitor session session-num remote-source
Onucanue session-num: ykasblBaeT ngeHtudukatop ceaHca RSPAN
napameTpoB

Pexum komang | Pexum rnobanbHon KoHurypawmm

Hactpowka ueneBoro yctpounctesa RSPAN

KomaHpa monitor session session-num remote-destination
Onuncanne session-num: ykasblBaeT ngeHtudunkatop ceaHca RSPAN
napameTpoB

Pexum komaHg | Pexxum rmobanbHon KoHdurypaumm

Hactpownka ynaneHHon VLAN

KomaHga remote-span

Pexum komang | Pexum VLAN

Hactpowka ucxogHoro nopta RSPAN

KomaHnga monitor session session-num source interface interface-id [ both | rx | tx
][acl acl-name]

Onuncanne session-num: ykasbiBaeT ngeHtugukatop ceaHca RSPAN.

nE LISl interface-id: ykasbiBaeT uaeHTUMKaTOp MHTEPdENica.
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both: YKa3bIBaeT, YTO MakKeTbl BO BXOoAALLEM U UCXoAdleM HanpaBlieHNAX
OTCNEXUBaKTCA. ATO 3HAYEHUE Mo YMOJMYaHuo.

rX: ykasblBaeT, YTO MakeTbl BO BXOASLLEM HanpaBrieHUn OTCIEXMBAKOTCS.
tX: ykasblBaeT, YTO NakeTbl B HAaNpasfeHNN BbIBOLA OTCMEXUBAOTCS.
acl-name: ykasbiBaeT umsa ACL

Pexum komaHg

Pexwum rnobanbHon KoHUrypaumm

PykoBoacteo no
NCMNOMb30BaHUIO

KoHdurypaums Takas xe, kKak y ncxogHoro nopta SPAN, HO HeoBxoaumo
yKkasatb ngeHtucumkaTop ceaHca RSPAN

Hactpoika BbIXogHOro nopta Ha ucxogHom yctponctee RSPAN

KomaHga monitor session session-num destination remote vlan remote-vlan
interface interface id [ switch ]

Onuncanne session-num: ykasbiBaeT ngeHtndukatop ceaHca RSPAN.

napameTpoB

remote-vlan: ykasbiBaeT Ha yaaneHHyto cetb VLAN.
interface id: ykasbiBaeT ngeHTudmkatop nHTepdenca.
switch: ykasbiBaeT, y4acTByeT N1 NOPT B KOMMYTaLuMW NakeToB

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

Hactpowka ueneBoro noprta Ha uenesom yctponuctee RSPAN

KomaHpa monitor session session-num destination remote vlan remote-vlan
interface interface id [ switch ]

Onuncanne session-num: ykasbiBaeT ngeHtudumnkatop ceaHca RSPAN.

napameTpoB

remote-vlan: ykasbiBaeT Ha yganeHHyto cetb VLAN.
interface id: ykasbiBaeT ngeHTudmkatop nHTepderica.
switch: ykasblBaeT, y4acTByeT N1 NOPT B KOMMYTaLMX NaKeToB

Pexnm komaHa

Pexunm rnobanbHon koHdurypauum

@ §) QTECH

MWP [OOCTYNHEE

103




PykoBofacTteo no Hactponke cepus QSW-4700

HaCTpOVlKa SPAN-RSPAN W

5.4.2.6. NMpumep KoHdpuUurypaumum

Hactpownka One-to-Many RSPAN

CueHapun:

Source Device MAC Loopback Port

* Source Port SWiEh A/
Q' =1 ]

Sarver

Destination Davice

Switch B Falf4

Destination Port Destination Port
Fal/2 Fa/2

PucyHok 5-6.

Warn
HaCTPOWKU

e Kak nokasaHo Ha npefblgyLiem pucyHke, HactpouTe yaaneHHyto VLAN
Ha KomMmyTaTope A, kKommyTaTope B u kommyTaTope C.

e HacTtponte uncxogHbli MOPT, BbIXOAHOW nopT M nopT loopback Ha
KommyTaTope A.

e Hactponte nopt HasHa4yeHusa Ha kommyTaTope B n kommytatope C

QTECH# configure

QTECH(config)# vlan 7

QTECH(config-vlan)# remote-span

QTECH(config-vlan)# exit

QTECH(config)# monitor session 1 remote-source
QTECH(config)# monitor session 1 source interface fa 0/1 both

QTECH(config)# monitor session 1 destination remote vlan 7 interface fa 0/2
switch

QTECH(config)# interface fa0/2
QTECH(config-if)# mac-loopback
QTECH(config-if)# switchport access vlan 7
QTECH(config-if)# exit

QTECH(config)# interface range fa0/3-4
QTECH(config-if-range)# switchport mode trunck

B, C

QTECH(config)# vlan 7
QTECH(config-vlan)# remote-span
QTECH(config-vlan)# exit
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QTECH(config)# monitor session 1 remote-destination

QTECH(config)# monitor session 1 destination remote vlan 7 interface fa 0/2
QTECH(config)# interface fa0/1

QTECH(config-if)#switchport mode trunck

MpoBepka

3anyctute komaHgy show monitor wnu komaHgy show running Ha
kommyTaTtope A, kommyTaTope B 1 kommyTatope C, 4To6bl NPOBEPUTH, YCMELLHO
nn HactpoeH RSPAN

QTECH# show monitor
sess-num: 1

span-type: SOURCE_SPAN
src-intf:

FastEthernet 0/1 frame-type Both
dest-intf:

FastEthernet 0/2

Remote vlan 7

mtp_switch on

QTECH# show monitor
sess-num: 1
span-type: DEST_SPAN
dest-intf:

FastEthernet 0/2
Remote vlan 7

mtp_switch on

QTECH# show monitor
sess-num: 1
span-type: DEST_SPAN
dest-intf:

FastEthernet 0/2
Remote vlan 7

mtp_switch on

5.4.2.7. PacnpocTpaHeHHble OLWMNOKK

e YpaneHHaa VLAN pgomkHa ObiTb HacTpoeHa Ha UCXOAHOM  YCTPOWCTBE,
NPOMEXYTOYHOM YCTPOWCTBE U LIeNIeBOM YCTPOWCTBE, a ux uaeHtudukatopsl VLAN
OO0JKHbI BbITb COrnacoBaHsbl.
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e [loTeps nakeToB MOXeT MPOU3OWTW, €Crnn MakeTbl NnopTa C GOMbLUOA NPOMYCKHOW
CMOCOBHOCTLIO 3ePKanMPYHTCA Ha NOPT C Mano NPONyCKHOW CNOCOBHOCTLIO.

e [Ina peanusaumn RSPAN One-to-Many Heo6x0aAMMO HaCTPOUTb HECKOJTbKO BbIXOAHbIX
nopToB.

5.5. MoHUTOpPUHr

5.5.1. OTobpaxeHune

OnucaHue KomaHnga

OtobpaxaeT BCE mirroring-ceaHcbl, | show monitor
CyLLecTBytOLME B CUCTEME

OTtobpaxaeT yka3aHHbIM mirroring-ceaHc | show monitor session session-id

5.5.2. Otnapgka

NMPUMEYAHMUE: cuctemHble pecypcbl 3aHATbI NPpU BbIBOAE OTNagovyHon nHgpopmaumm. Noatomy
OTKI0YanTe OTnagKy cpasy nocrne Ucrnosnb3oBaHus.

OnucaHue KomaHpa

[unanasoH oTnagku debug span
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6. HACTPOUKA ERSPAN
6.1. O630p

WHKkancynmpoBaHHbIN aHann3aTop yaaneHHbIX KoMmmyTupyeMblx noptoB (ERSPAN) aBnseTcs
paclpeHnem aHanu3atopa yaaneHHblX koMMmyTupyembix noptoB (RSPAN). MNakeTbl AaHHbIX
SPAN 06bl4HbIX RSPAN MoryT nepegaBatbCs TONMbKO B npedenax YpoBHS 2 U He MOoryT
npoxoanTb Yepes cetn Mapwpytusaummn. OgHako ERSPAN mMoxeT nepegasaTbh nakeTbl SPAN
Mexgy ceTaMn MapLupyTM3aLumu.

ERSPAN uHkancynupyet Bce nakeTbl SPAN B nakeThb! IP Yepes obLwmin TyHHEeNb MHKancynsaumm
mMapwpytmsaumm (GRE) n HanpaBnsieT Mx Ha NopT HasHadeHus yctporctBa RSPAN. Ha
criefyoLieM pUcyHke nokasaHa Tononornsa TUNMYHOro NPUNoXeHUs:

GRE SPAM Packet GRE SPAM Packet
—

Mirrored Data Packet Mirrored Data Packet

<4 <

PucyHok 6-1. Tononorusa TmnmMyHoro npunoxenus TyHHens ERSPAN GRE

YCTponcTBa Ha pPUCYHKE UrpatoT ABe POnu:

e  KommyTaTop-MCTOYHUK. KOMMYTaTOpP-UCTOYHUK OTHOCUTCS K KOMMYyTaTopy, B KOTOPOM
HaxoanTcsa ncxogHeli nopt ERSPAN. OH konupyeT nakeTbl B UCXO4HbIN MOPT, BbIBOAUT
KOnnn M3 BLIXOOHOrO MnopTa, WHKancynupyet ux B IP-naketbl U nepeHanpaBngeT
IP-nakeTbl HA KOMMYTaTOP Ha3HaYeHUs.
e KommyTtatop HasHadeHus: KoMmyTaTop Has3HayeHWs OTHOCUTCA K KOMMYyTaTopy, B
KOTOPOM Haxoamtcs nopT HasHadeHna ERSPAN. OH nomewaeT nonyyveHHble NakeThbl
SPAN yepes3 nopt HasHadeHuss SPAN, gekancynupyeT ux B naketbl GRE, a 3aTem
nepecoiniaet naketol GRE Ha yCTPONCTBO MOHUTOPUHrA.
Ona peanunszaumm ERSPAN IP-nakeTol ¢ GRE-nHkancynaumMen OOSMmMKHbI MMETb BO3MOXKHOCTb
HOpMarnbHO MapLUPYTU3NPOBaTLCA K LierieBoMy ycTponctey SPAN.

6.2. NMpunoxeHusa

MpunoxeHune OnucaHue

OcHoBHblE npunoxexus | MNaketel Ha ycTpouncTBe-uctodHnke SPAN  HeobGxogvumo
ERSPAN 3epkannpoBaTh Ha LereBoM YCTPONCTBE AN MOHUTOPUHra
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6.3. OcHoBHbIe npunoxeHna ERSPAN

6.3.1. CueHapum

Kak nokaszaHo Ha criegywouwem pucyHke, ERSPAN nos3BonseT ceTeBOMy aHanusaTtopy
oTCnexuBaTb MNOSib3oBaTenen, MOLKMOYEHHBIX K KOMMyTaTopy A WCXOOHOrO YCTPOWCTBA.
O6bI4HO yCcTporcTBa MOryT 0OMEHNBaTLCA AaHHBIMU APYT C APYrOM.

Middle Device
Switch B
Mormal Port Maormal Port
Gin =l G2

Source Port
Gl

Cutput Port
Giv2

Source Device 45 _ Destination Device

il

Swatch A Switch C
Source Port | & SPAM Destination Port
Gil'2 Ginf2
< =
Manitored User Metwork Anabyzer

PucyHok 6-2. Tononornsa ocHoBHbIX NpunoxeHun ERSPAN

6.3.2. PasBepTbiBaHue

e Ha kommyTaTope A HacTpouTe MNOPT, HaANPSMYK MOAKMIOYEHHBLIM K MONb3oBaTesism
(Gi 0/1), kaK ncxogHblA MOPT, @ NOPT, NOAKMHYEHHbIM K kommyTatopy B (Gi 0/2),
HaCTpPOWTE KaK BbIXOAHOM MOPT.

e Ha kommyTaTope B nopTbl, NOAKMNOYEHHLIE K KOMMYyTaTopy A 1 kommyTtaTtopy C (Gi 0/1
" Gi 0/2), SABISIOTCH, COOTBETCTBEHHO, MHTepdencammn-y4acTHMKaMm
SVI-mHTepdencos (BUpTyanbHOro MHTepdenca koMmmytaTtopa) ABYX CEIMEHTOB CETH,
obecneyvBas B3anumogencTeme Mexay AByms cermeHTamm IP-ceTw.

6.4. PyHKUUN

6.4.1. BasoBble KOHLUEeNnThbl

Ceccusa ERSPAN

MakeTbl gaHHbIX SPAN o6wmnx RSPAN MoryT nepegaBaTbCH TONbKO B Npegeriax ypoBHs 2 1 He
MOIyT NPOXOANTb Yepes3 ceTn Maplipytnsaumn. OgHako 3epkanmpoBaHue ERSPAN nossonser
nepegasaTtb naketel SPAN mexay cetamu mapuwpytmsaummn. ERSPAN wmHkancynupyeTt Bce
naketel SPAN B naketbl IP yepe3 TyHHenb GRE v HanpaBnsetr nMx Ha MNOPT Ha3Ha4yeHus
yctponctBa RSPAN. ERSPAN MoxeT oTcnexuBaTb BXoAdlive, ucxoasdwue U
OBYyHanpaBsfieHHble nakeTbl OAHOro UM HECKOMbKUX NOPTOB. Takue NopThl, Kak KOMMYTUPYEMbIN
nopT, MapLpyTusanpyemMbln NopT n arpernpyembin nopt (AP), MOXHO HacTpouTb B KavecTBe
ncxogHoro nopta and ceaHca ERSPAN. KommyTtaTop He 3aTparvBaeTcsa nocrne gobasneHus
nopta B ceaHc ERSPAN.
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UcxoaHbin nopTt

McxoaHbli NopT Takke HasbiBaeTCs KOHTponuvpyemblM nopTom. B ceaHce ERSPAN noToku
JaHHbIX UCXOOHOIo NopTa OTCMEeXNBAKTCA 415 CETEBOro aHanMsa U ycTpaHeHnsa Henonagok. B
pamkax ogHoro ceaHca ERSPAN nonb3oBatenu MoryT OTCIieXmBaTb BXOOHbIE, BbIXOOHLIE U
OBYyHanpaBfieHHble NOTOKN AaHHbIX, @ KONIMYECTBO NCXOOHbIX MOPTOB HE orpaHn4eHo. NcxoaHbIn
nopT MMeeT crneayoLme oCoBEeHHOCTH:

° McxoaHbin NOpPT MOXET ObITb KOMMYTUPYEMbIM NOPTOM, MapLIpyTUINPyEMbIM NMOPTOM
nnun arpermpyemMbiMm nNOpTOM.

° OH nogaepXxXmBaet 3epKanimpoBaHNE HECKOJIbKMX WMCXOOHbIX MOPTOB Ha WUCXOAHOM
yCTpOIZCTBe Ha Ha3Ha4YeHHble BbIXOO4HbIE€ MOPThI.

e VcxogHbI NOPT M BbIXO4HOW MOPT HE MOryT ObiTb HA OAHOM M TOM >Xe MOPTY; Korga
ucxogHeln nopt SPAN gaBngeTca UHTepdencom ypoBHs 3, OTCREXMBAKOTCA NaKeThbl
YPOBHS 2 1 YPOBHS 3.

° Korga Heckomnbko NOPTOB OTCNIEXMBAKTCA B OBYX HanpaBlieHUAX, nNaket BBOOUTCA C
OOHOro nopta M BbIBOOAUTCA C OpPYroro. Takon MOHUTOPUHI CHNTAETCA KOPPEKTHbIM,
€CIn KOHTPOoJIMpyeTCA TOJIbKO OOMH MNMaKeT.

e Korga crtatyc BKMOYEHHOro STP-nopTa HaxoAMTCA B COCTOSHUM  BIOKMPOBKM,
BXOALLME N UCXOSALLME NAaKeTbl HA NOPTY MOXHO OTCIEeXMBaTb.

e lAcxodHbIM MOPT U NOPT HaA3HAYEHUsT MOTYT NpuHagnexaTtb ogHon 1 Ton xxe VLAN unu
pasHbim VLAN.

6.4.2. 0630p

OcobeHHOCTbL OnucaHue

ERSPAN HacTtpaunsaet SPAN Ha pa3Hble MHTEPHET-NOPTbI

6.4.3. ERSPAN

MukancynupoBaHHbln ERSPAN sBndetca pacwwmpeHnem RSPAN. [MakeTbl gaHHbIX SPAN
obwmx RSPAN moryT nepegaBaTtbCsi TONTbKO B Mpeaenax YpoBHS 2 M HEe MOTyT NpoXoanTb vYepes
cetn mapuwpyTtusaumm. OgHako ERSPAN moxeT nepepaBaTb nakeTbl SPAN mexagy ceTsamu
MapLupyTM3aunu.

6.4.3.1. MprHUMN paboTbl

Bce mirrored-nakeTbl nHkancynupytotcsa B IP-nakeTbl Yepes3 TyHHeNb GRE v HanpaenawTes Ha
NopT HasHa4eHnsa yctponctea RSPAN.

Hactpounka ceaHca ERSPAN

Hactponte ERSPAN «kommyTatopa 1 pasnuyante aTpubytel kKommyTatopa ERSPAN
ycTponctBa. Bam Heobxoammo HasHauntb ngeHtudmkatop ceaHca ERSPAN n BOMTU B pexunm
KoHdourypaumm ERSPAN nocne ycnewHomn HacTPOrKK.

Hactpownka ucxogHoro noprta

Mocne Bxoga B pexum KoHdurypaumn ERSPAN Bam Heo6XxooMMO ykasaTb MCXOLHbIA MOPT,
4yTOObI HAaCTPOUTbL UcxoaHbIM NopT SPAN, 1 onpegenvTb HanpaeBneHne NOTOKOB AaHHbIX SPAN
B COOTBETCTBUMN C AOMNONHUTENbHBIMU KOHUrypaumsammn HanpasneHns SPAN.

BknroyeHue ceaHca ERSAN

Mo ymonuaHuio BkntoyeHne ceaHca ERSPAN o3HauvaeT BkItoueHue 3epkanuposaHng ERSPAN.
BcTynatoT B cuny TONbKo BKNOYeHHble ceaHckl ERSPAN.
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MHkancynauua ncxopHoro IP-agpeca

Wukancynauua ncxopHoro IP-agpeca npegHasHadeHa Ans HacTpowku mcxopHoro IP-agpeca
MHKancynupoBaHHoro naketa GRE.

Mukancynauus IP-agpeca HasHaYyeHus

MHkancynaums IP-agpeca HasHavyeHWs NpedHasHavyeHa aAns HacTporku IP-agpeca HasHayeHus
WHKancynupoBaHHoro naketa GRE n obGecneveHnss HOpManbHOW MapLUpyTM3aLMKM MaKeToB
SPAN B ceTw.

Uukancynauma IP TTL/DSCP

NHkancynupyinTe 3HavyeHus BpeMeHmn xn3Hm (TTL) n Touku koga anddepeHunpoBaHHbIX yCnyr
(DSCP) IP-nakeToB.

HacTponka pexuma 3axBarta

HactponTe pexvm 3axsaTa (3epkanupoBaTb N BeCb NakeT unun 6anTbl 3aronosBka MCXO4HOMO
nakerta).

Hactpouka 4yacTtoTbl BbIGOPKU

HacTtponte 4actoTy BbIOOpKM (KONMMYECTBO MNAKeTOB AN OAHOM onepaumn mirroring) ang
3epKanMpoBaHMsa Ha UCXOOHOM MOPTY.

vrf vrf-name

YKkasblBaeT UM BUPTyanbHOW MapLlipytTusaumn. PasnuuHble 3HavyeHus BUPTyarbHOW
MapLUpyTM3aLmMn MOryT UMETb pasHble UCXobl ANA OAHOro 1 Toro xe IP-agpeca HasHavyeHus.

6.4.3.2. CBAA3aHHasa KOHdurypauums

Mo ymonyaHutio SPAN oTkntoueH. OH BKIOYaETCsl TONbKO MOCe Co34aHus ceaHca M HaCTPOMKK
nopta SPAN nctoyHuka, ncxogHoro IP-agpeca un IP-agpeca HasHayeHus.

HacTtponka ceaHca ERSPAN
QTECH(config)# monitor session session_num erspan-source

session_num:  ykasblBaeT, 4TO konnyectBo ceaHcoB  SPAN, nogaepXxmeaemMbix
naeHTudukatopamm ceaHcos SPAN, 3aBUCUT OT NpoaykTa.

Hactpoika ucxogHoro noprta
QTECH(config-mon-erspan-src)# source interface {single- interface | all } {[ rx | tx | both ]}
single_interface: ykasbiBaeT ncxogHbinn noptT SPAN, KOTOPbIN HEOH6XOAMMO HACTPOUTD.

all: ykasbiBaeT, 4To ncxoaHbii nopt SPAN, nognexawimi HacTponke, siBnsieTcs rnobanbHbIM
MHTepencom, nogaepmMBaroLLM 3epkannpoBaHue.

X: yKa3blBaeT, 4TO MNoclre HaCTpOVIKM X OTCNnexmBarTCA TOJIbKO NakeTbl, MNoJly4YeHHble
MCXOAOHbIM NOPTOM.

tX: ykasbiBaeT, YTo nocne HaCTpOVIKVI tX oTcnexusaloTCA TONbKO MaKeTbl, OTNpPaBfieHHbIE C
MCXOOHOro nopTta.

both: ykasbiBaeT, 4To nocne Toro, kak both HacTpoeH, NakeTbl, OTNPABIIEHHbIE W MOJTyYEHHbIE
NCXOAHbIM MOPTOM, NEepeadarTCs Ha MOPT Ha3HauYeHWs ANnS OTCNeXxuBaHus; To ecTb both
BKIOYAIOT X U tX. Ecnv HKM rX, HU tX, HK both He HacTpoeHsl, both BkOUYeHbI MO yMOn4YaHuio.

Hactponka SPAN Ha ocHOBe noToka

Mo ymonyanuio dyHKuMs oTknodeHa. 3anyctute komaHgy QTECH(config-mon-erspan-src)#
source interface interface-id rx acl acl-name {sample}, 4To6bl HacTponTe SPAN Ha OcHoBe
NMOTOKOB M YacToThbl BbIGOpku (OnumMoHansHo).
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BknioyeHune ceaHca ERSAN
QTECH (config-mon-erspan-src)# shutdown

OTa KoOMaHga vcnonb3dyeTca Ana oTKMoYeHusa 3epkanupoBaHusa ERSPAN. ([lo ymonyaHwuio)
3anyctute komangy no shutdown, 4toObl BKMIOUMTL 3epkanmpoBaHme ERSPAN.

UHkancynsauusa IP-agpeca HasHa4YeHuUs
QTECH(config-mon-erspan-src)# destination ip address ip-address
ip-address: nHkancynupyerT IP-agpec Ha3Ha4YeHus.

MHkancynauua ncxogHoro IP-agpeca
QTECH(config-mon-erspan-src)# origin ip address ip-address
ip-address: nHkancynupyet ncxogHeln IP-agpec.

MHkancynsuma IP TTL
QTECH(config-mon-erspan-src)# ip ttl ttl_value

ttl_value: HacTpamBaeT 3HadeHne TTL wuHkancynuposaHHoro IP-agpeca. 3HadeHve TTL
HaxoauTca B AnanasoHe ot 0 o 255, a 3HayeHue no ymonyaHuio — 64.

Wukancynsauusa IP DSCP
QTECH(config-mon-erspan-src)# ip dscp dscp_value

dscp_value: HacTpavBaeT 3HayeHne DSCP gns wHkancynuposaHHoro IP-agpeca. 3HayeHve
DSCP HaxoguTtcsa B guanasoHe oT 0 oo 63, a 3HayeHue no ymon4yaHuio pasHo 0. PyHkums
BCTynaeT B CUITy TOMbKO nocne HacTponku gosepuss DSCP Ha ncxogHom nopty SPAN.

Hactpouka pexunma 3axBarta
QTECH(config-mon-erspan-src)# capture-mode [ all | truncate ]
all: 3HayeHre No ymonyaHuio, ykasbiBaroLlee, YTO 3epKanmnpyeTcs BECb MCXOAHbIV MakKeT.

truncate: ykasbliBaeT, 4To 6alT 3aronoBka MCXOA4HOr0O NakeTa 3epkanbHO oTpaxeH. KoHkpeTHoe
KOnuM4yecTBO GaWTOB 3aronoBka, MNOANEXalUMX 3epKanvMpoBaHWIO, OnpeaensieTcs  4YMnom
npoaykTa.

HacTtpoika 4yacTtoTbl BbIGOPKU
QTECH(config-mon-erspan-src)# sampling-rate rate

rate: YkasblBaeT 3Ha4YeHMe 4acToTbl Bbl6opkM B gnanasoHe ot 1 go 1 000 000. Hanpumep, ecnn
yacTtoTa Bblbopkn paBHa 100, ogmH nakeT BbibupaeTcs 3 100 nakeToB, TO eCTb KO3 PNUNEHT
Bbl6opku coctaBnseT 100:1. YactoTa BeibOpku No ymonyaHuio coctaensieT 1:1, To ecTb Bbibopka
OCYLLECTBIAETCS U3 KaXJ0ro nakera.

OTa pyHKUMS AenCTBUTENbHA TONMbKO TOrAa, Korga Yactota BblOOpKM HACTpPOeHa Ha NCXOOHOM
nopty SPAN.

Mukancynauusa vrf vrf-name
QTECH(config-mon-erspan-src)# vrf vrf-name
vrf-name: ykasbiBaeT nmsa VRF (ak3emnnsipa mapLipyTtusauum un nepecbinku VPN).
NMPUMEYAHMUE: BO Bpems ncnonb3oBaHus obpatute BHMMaHWe Ha cnegyowme npobnemsi:

e [loaTBepauTe NOAKMIOYEHME MaPLUPYTU3aLMM YPOBHSA 3 OT KOMMYTaTOpa-MCTOYHMKA K
KOMMyTaTopy-agpecary.

e ERSPAN HefocTyreH, ecnu NCXOOHbIN NOPT OTKITHOYEH.

e Ecnu ncxogHeli nopT vnm nopTt HasHayeHus gobaensioTca K AP, UCXoOHbIA NOPT vnn
NOpT Has3Ha4eHus BbIXoouT N3 ceaHca ERSPAN.
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o N3-3a pGSJ'II/I‘-II/IIZ NnpoaykTtoB He BCe MNpoAYyKTbl noanepXmBakdT BCe MapaMeTpbl
BbILLUEYNOMAHYTbIX KOMaHA.

6.5. KoHdurypauusa

KoHdurypauma OnucaHue n komaHaa
HacTtpowka (ObsizatenbHbin)  Mcnonb3yeTca AnNsa  co3gaHus  3epKannpoBaHus
OCHOBHbIX ERSPAN
byHKUMI
ERSPAN monitor session | HactpanBaeT wnaeHTMduKaTop ceaHca
erspan_source_session_num | ERSPAN u© Bxoant B  pexum
ber erspan-source KOH(purypaumm MCXo4HOro YCTPOWCTBa
ERSPAN
source interface {single- | CBasbiBaeT ucxoaHoin nopt ERSPAN u
interface | all } {[ rx | tx | both | BbiGupaeT HanpaBneHne SPAN
1}
source interface { single- | HactpamBaetr wuctouyHuk SPAN Ha
interface | all } rx acl acl-name | ocHoBe notoka pgns ERSPAN wu
[ sample ] BKItoYaeT BbIOOPKY
shutdown OTkntovaeT 3epkanuposaHne ERSPAN
destination ip address | HactpauBaeT IP-agpec HasHayeHuns ans
ip_address notoka ERSPAN. Agpec pomxeH 6biTb
agpecom nHTepdenca LLeneBoro
yCTponcTea
original ip address | HactpauBaet WHKancynmpoBaHHbIN
ip_address ncxogHein IP-agpec ansa ERSPAN
ip ttl ttl_value (OnumoHanbHo) HacTpauBaeT 3HayeHue
TTL wmHkancynupoBaHHoro |IP-agpeca
ana ERSPAN
Hactporika ip dscp dscp_value (OnumoHanbHO) HacTpanBaeT 3HayeHue
OCHOBHbIX nons DSCP  wmHKancynMpoBaHHOIO
byHKUMI IP-agpeca ans ERSPAN
ERSPAN
capture-mode [ all | truncate | (OnumnoHanbHO) HacTpanBaeT pexum
] 3axBaTta ans 3epKanupoBaHns
NCXOAHOro nakeTa
sampling-rate rate (OnumoHanbHO) HactpauBaeT w4acTtoTy
BbIOOPKM NS 3epKannupoBaHng

(@ arecy
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Hactpownika ERSPAN

KoHdurypauus

OnucaHve n kKomaHAaa

Hactporika
OCHOBHbIX

byHKLMI
ERSPAN

vrf vrf_name

(OnuuoHaneHo) HacTtpanBaeTt uma VRF

6.5.1. Hactponka ocHoBHbIX hyHKUun ERSPAN

6.5.1.1. ekt KoHDUrypaumm

° RSPAN nossonget ceTeBOMY aHann3aTopy OTCI1eXnBaTb nonb3oBaTtenen.
o yCTpOIZCTBa MOTYT HOpMalribHO obmMeHMBaTbLCA AaHHbIMK apyr ¢ gpyrom.

6.5.1.2. MpumeyaHus

e EcnuuncxogHbii nopt gobaensietcs K AP, MCXO4HbIN MOPT BbIXOAUT M3 ceaHca ERSPAN.

e [lomkHa GbITb 0becneyeHa mMapLUpyTM3aUMsa YPOBHS 3 OT KOMMyTaTtopa-UCTOYHMKA K
KOMMyTaTopy-agpecary.

6.5.1.3. LLlarn HacTpounku

o Ceccna ERSPAN.
o  Pexum rmobanbHon koHpurypaumm. ObasaTenbHbIN.

o pgeHTudukaTtop ceaHca, HAacTPOEHHbIN € fiokanbHbiM SPAN nnn RSPAN, He MoxeT
ncnonb3oBaTbca Ans ceaHca ERSPAN. Bongute B pexxum ERSPAN nocne HacTpoiku.

UcxoaHbin nopTt
o  Pexum koHdurypauun ERSPAN. Ob6sa3aTtenbHbIN.

e HanpaeneHne SPAN MOXHO BbibpaTb BO BpeMs HACTPOMKM ucxogHoro nopta SPAN.
HanpaBneHve both no ymonyaHuio; TO eCTb OTCMEXMBAKTCA Kak Npuem, Tak u
nepegaya nNakeTos.

BknioyeHune ceaHnca ERSPAN
o  Pexum koHdurypauun ERSPAN. O6sa3aTtenbHbIN.

e [lo ymonyaHuio BkntoYeHne ceaHca ERSPAN o3HavaeT BKMOYEHME 3epKannpoBaHus
ERSPAN. BcTtynatoT B cuny TONbKO BKNOYEHHbIE ceaHcbl ERSPAN.

UHkancynaumua ncxoaHoro IP-agpeca

o  Pexunm koHdburypauun ERSPAN.O6a3aTenbHbIN.

e cnonb3yeTcs Ans MHKancynauum ncxogHoix IP-agpecos naketos SPAN.
MHkancynsauua IP-anpeca Ha3HavyeHUnA

o Pexum koHdburypauun ERSPAN. Ob6a3aTtenbHbIN.

e cnonbayeTcs ans uHkancynauum IP-agpecos HasHadeHus naketoB SPAN.
Mukancynsauusa IP TTL/DSCP

e Pexum koHdurypaumm ERSPAN. OnuuoHanbHbIN.

e VcnonbayeTca Ana nHkancynsumm sHadyeHun DSCP IP-naketoB SPAN.
Hactpouka pexxnma 3axBaTa

e Pexum koHdurypaumm ERSPAN. OnuuoHaneHbIN.
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o V|CI'IOJ'Ib3yeTCFI and HaCTpOIZKI/I pexunMa 3axBaTa AOJ1d 3epKannpoBaHUA MUCXOOHOro
nakeTa.

HacTtpownka 4yactoTbl BbIGOPKMU

o  Pexum koHdurypauun ERSPAN. OnunoHanbHbIN.

e cnonb3yeTcsa Ans HAaCTPOMKN YacTOTbl BbIDOPKM NS 3epKanvpoBaHus.
vrf vrf-name

e Pexum rnobanbHon koHurypaumm. OnumoHanbHbIN.

e  OH ykasbiBaeT umsa VRF. VRF gomkeH cyllectsoBaTth.

6.5.1.4. NpoBepka

3anyctute komaHgy show monitor unm komangy show running, 4tobbl npoBepuTb
KoHcpurypaumio SPAN. Bl Takke MOXeTe NPOBECTM aHanu3 3axsaTta NnakeToB Ha LiefieBOM MopTy
SPAN n npoBepuTb, encteyeT nn SPAN B COOTBETCTBUM C 3aXBaY€HHbIMM NakeTamu.

6.5.1.5. CBsAA3aHHbIe KOMaHAbI

HacTtponka ceaHca ERSPAN

KomaHga monitor session session_number erspan-source
Onuncanne session_number: yka3biBaeT ngeHtudumnkaTop ceaHca SPAN
napameTpoB

Pexum komang | Pexum rnobanbHon KoHurypawmm

HacTpoiika nucxogHoro nopta

KomaHga source interface { single-interface | all } {[ rx | tx | both ]}

Onuncanne single-interface: ykasbiBaeT ngeHtndukatop ceaHca SPAN.

EfeELSU ek all:  ykasbiBaeT rnobanbHble  WMHTEpdEeNnchl,  NoadepKUBatoLLME
3epKanupoBaHue.
both: nmo ymonuaHuio oTcnexmBaeT kak BXOAsWMEe, Tak M MCXoAsiume
nakeTbl

OnucaHue rX: OTCNEXMBAET TOSbKO BXOASALLME NAKETbI.

napameTpos tX: OTCNEXMBAET TOMbKO MCXOASILLME NaKeTbl

Pexum komaHg | Pexum ceaHca ERSPAN

Hactponka SPAN Ha ocHOBe noToka

KomaHga source interface { single-interface | all } rx acl acl-name sample
Onuncanne single-interface: yka3biBaeT nmsi uHtepdenca.
IRl ok all: ykasblBaeT rrnoGanbHble MHTEPdEiiChl, KOTOopble MNOAAEPXKUBAIOT

3epKanupoBaHue.
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HacTtpoiika ERSPAN W
acl-name: ykasbiBaet umsa ACL.
sample: yka3biBaeT, BKMOYEeHa N1 Bblbopka
Pexum komang | Pexum ceaHca ERSPAN
BknioyeHue ceaHca ERSAN
Komanpa shutdown
Pexum komang | Pexum ceaHca ERSPAN
MHkancynauua ucxopgHoro IP-agpeca
KomaHga original ip address ip_address
Onuncanne ip_address: ykasbiBaeT wucxogHbli IP-agpec, koTopbii HeobxoguMmo
napameTpoB WHKaNCynMpoBaTb

Pexum komaHpg,

Pexum ceaHca ERSPAN

UHkancynupyerT IP-agpec HasHauyeHus

KomaHga destination ip address ip_address
Onuncanne ip_address: ykasbiBaeT IP-agpec HazHa4yeHUsa ansa nHkancynsauum
napameTpoB

Pexum komaHg

Pexunm ceaHca ERSPAN

HacTtpoiika pexuma 3axBsaTa

KomaHga capture-mode [ all | truncate ]
Onuncanne all: ykasblBaeT, 4TO BECb UCXOAHbIN NakeT 3epKannpoBaH.
napameTpos truncate: GanT naketa

yKasblBaeT, 4To 3arofioBka  MCXOOHOr0
3epkanvpoBaH. KoHKpeTHoe Konm4yecTBo GaiiToB 3aronioBka, noasiexalumx
3epKanvMpoBaHuio, onpeaensieTcs YANom NpoaykTa

Pexnm komaHa

Pexunm ceaHca ERSPAN

HacTtpoika 4yacTtoTbl BbIGOPKU

KomaHga sampling-rate rate
Onucanue rate: ykasbiBaeT TpebyemMyto 4acToTy BbIGOpKU
napameTpoB
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HacTtpoiika ERSPAN

Pexum komang | Pexunm ceaHca ERSPAN

UHkancynsauumsa IP TTL

KomaHga ip ttl ttl_value
Onucanue ttl_value: HacTpanBaeT 3Ha4yeHue TTL nHkancynmposaHHoro IP-agpeca ans
napamMmeTpoB ERSPAN. [lnana3oH 3Ha4eHun ot 1 go 255

Pexum komang | Pexunm ceaHca ERSPAN

Uukancynaumna DSCP

KomaHga ip dscp dscp_value
Onucanwne dscp_value: HacTpauBaeT 3HadeHue nona DSCP wHkancynMpoBaHHOMO
napameTpoB IP-agpeca ana ERSPAN. [Inana3oH 3HadeHun ot 0 oo 64

Pexum komana | Pexum ceaHca ERSPAN

Hactpownka VRF vrf-name

KomaHpa vrf vrf-name
Onucanne vrf-name: ykasbiBaeT umsa VRF
napameTpoB

Pexum komana | Pexum ceaHca ERSPAN
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HaCTpovu(a ERSPAN
6.5.1.6. Mpumep KoHcuUrypauumn
Hwxe B kayecTBe npumepa ncnonbsyetcsa SPAN.
CueHapun:
Middle Device
Switch B
Marmal Port Mormal Port
Gilr1 G2
Output Port Source Port
Gin/2 G0
Destination Device
Switch C
| | 3PAM Destination Port
Giniz
Monitored User Metwaork Analyzer
PucyHok 6-3.
Warn Kak nokasaHo Ha PucyHke 6-3, Ha kommyTaTope A co3ganTte ceaHc ERSPAN 1 u

HaCTPOMKK | HACTPONTE ero Kak McxogHoe yCcTponcTeo, a Gi 0/1 HacTponTe Kak UICXOLHLIN MOPT

SwitchA(config)#monitor session 1 erspan-source

SwtichA(config-mon-erspan-src)#origin ip address 10.1.1.2

SwtichA(config-mon-erspan-src)#vrf vrf-name

SwtichA(config-mon-erspan-src)#source interface gigabitEthernet 0/1 both

SwtichA(config-mon-erspan-src)#destination ip address 12.1.1.2

Mpoeepka | LWar 1. [NpoBepbTe KOHUIYpaLMIO YCTPONCTBA

SwitchA#show running-config

monitor session 1 erspan-src

source interface GigabitEthernet 0/1 both
origin ip address 10.1.1.2

destination ip address 12.1.1.2

vrf vrf-name

War 2. MNMposepbTe nHpopmaumio ERSPAN ycTporicTea.

SwitchA#show monitor
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Hactpownika ERSPAN

sess-num: 1 //ERSPAN Session

span-type: ERSPAN_SOURCE //ERSPAN source device
src-intf: //ERSPAN source port information
GigabitEthernet 0/1 frame-type Both TX status: Inactive RX status: Inactive
dest-intf: /ERPSAN output port information
GigabitEthernet 0/2

orgin ip address 10.1.1.2

destination ip address 12.1.1.2

destination capture mode all

SwitchA#show monitor

sess-num: 1

span-type: ERSPAN_SOURCE

src-intf:

GigabitEthernet 0/1 frame-type Both TX status: Inactive RX status: Inactive
dest-intf:

GigabitEthernet 0/2

orgin ip address 10.1.1.2

destination ip address 12.1.1.2

destination capture mode all

ip ttl 64

ipdscp0

sample rate 0

vrf vrf-name

6.5.1.7. PacnpocTpaHeHHble OLMNOKHK

e pgeHTudukaTtop ceaHca, UCMONb3yeMbIN ONs HaCTPOWKK 3epkannpoBaHus ERSPAN,
HacTpaumBaeTcs ¢ nomoulbto RSPAN nnn LOCAL SPAN.

e COoW B3auMoAencTBuNst MapLUpyTU3aLumm YPoBHS 3 Mexay KOMMYTaTOPOM-UCTOYHUKOM
N KOMMYTaTOPOM-TOsy4YaTenem.

6.6. MOHUTOPUHT

6.6.1. OTOGpaxeHune

OnucaHue

KomaHpa

cucreme

OtobpaxaeT Bce ceaHcbl SPAN B | show monitor
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HacTtpoiika ERSPAN

OnucaHue KomaHaa

OTobpaxaeT onpeaeneHHble ceaHcbl K Show monitor session session-id
SPAN

6.6.2. OTnapgka

NMPUMEYAHMUE: cuctemHble pecypcChl 3aHATbI NpY BbIBOAE OTNAg0YHON UHAopMaLmKn. [NoaTomy
OTKIIKOYanTe OTNagKy cpasy nocne Ucrnofib3oBaHus.

OnucaHue KomaHaa

[nana3oH oTnagku debug span
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HaCTpOVIKa sFlow W
7. HACTPOUKA SFLOW

7.1. O630p

sFlow — 3TO TexHomnorMss MOHUTOpPMHra CeTn, COBMECTHO paspaboTaHHas InMon, HP un

FoundryNetworks B 2001 rogy. Ota TexHonorus Obina crtaHgaptu3vmpoBaHa. OHa MoXeT
obecrneynTb MorHble NOTOKM Tpadmka OT YPOBHA 2 A0 YPOBHS 4 M MpUMEHUM Ons aHanusa
Tpadmka B OYeHb OBonbLUION ceTn. JTa TEXHONorMs nomMoraeT nonb3oBaTensaMm AeTanbHo
aHanuaMpoBaTb NPOU3BOAUTENBHOCTb, TEHAEHUMM N HanuuMe MOTOKOB CETEBOro Tpaduka B

pexmnme pearibHOro BpeMeHMN.

sFlow nmveeT crneayolmne npenMyLLecTBea:

e Accurate: sFlow nogaepxuBaeTt TOUHbIA MOHUTOPUHI Tpaduka B rurabutHoOM cetn unm
ceTn ¢ Bbonee BbICOKOW NPOMNYCKHON CNOCOBHOCTHLIO.

e Scalable: oann konnektop sFlow MoXeT KOHTpoONMpoBaTb ThiCAYM areHToB SFlow u
obnagaet BbICOKOM MacLLTabupyemocTbio.

e Low cost: areHT sFlow BCTpoOeH B ceTeBOE YCTPONCTBO, U €ro CTOMMOCTb HEBEMKA.
Cneuuncmkauma npotokona

e sFlow Bepcun 5
e RFC 1014

7.2. MpunoxeHus

TunuyHoe npuMmeHeHue

CueHapuu

MoHUTOPpUHI Tpaduka
NoKallbHOW CeTH

PaccmaTpuBanTe yCTpPOMCTBO Kak areHTa sFlow, BbinonHanTe
BblbOpKY Tpadmka wuHTepdenca B nokanbHOM CceTn wn
oTnpaBnanTe partarpammbl sFlow konnektopy sFlow gns
aHanusa Tpaduka, TeM caMblM AOCTUras uenv MOHUTOPUHra
cetn

7.2.1. MOHNTOPUHTI TpachuKa NoKanbHON ceTn

7.2.1.1. CueHapui npunoxeHus

Kak nokaszaHo Ha PucyHke 7-1, 3anyctute koMmyTaTop A, KOTOPLIN CAYXWT areHTom SFlow,
BKIIOUNTE BbIOOPKY MOTOKA U BbIOOPKY cyeTumka Ha nopTy Te 0/1, oTcnexuBanTte Tpaduk B
cermeHTe cetn 192.168.1.0, nHkancynupynTe gaHHble BbIGOPKM B gatarpammbl SFlow depes
perynsipHble NPOMEXyTKM BPEMEHW UMW NpK 3anonHeHnn bydepa n oTnpasnseT AaHHble sFlow
B konnekTop sFlow gns aHanusa Tpaduika.
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Hactpoiika sFlow

sFlow Collector
182.168.3.100

Te /3
192 168.3.1

.

Te 011 Te 02
19:.168.1.1 159:2.168.2.1
Switch A

PucyHok 7-1.

7.2.1.2. Pa3BepTbiBaHUe (hyHKLUN

e Hactpounte agpeca areHta sFlow n konnektopa sFlow Ha kommyTaTope A.
o  Bkntounte BoIBOPKY NOTOKA M BbIBOPKY cyeTymka Ha nopTe Te 0/1 kommyTaTtopa A.

MHorune cepBepHble nporpammMbl noaaepxmeatoT sFlow. Bel MoXxxeTe nonyymTb NnporpammHoe
obecneyeHune, nogaepxmeatowee sklow, no agpecy
http://www.sflow.org/products/collectors.php. MNMporpammHoe o6ecneyeHune sflowtrend ssnsietca
fecnnaTtHbIM.

7.3. PyHKUUMN

7.3.1. Ba3zoBble KOHLENTLI

AreHT sFlow

AreHT sFlow BCTpoeH B ceTeBoe ycTponcTBO. Kak npaBuno, 0gHO ceTeBOE YCTPONCTBO MOXET
cnyxntb areHTom sFlow. AreHT sFlow MOXeT BbINOSTHATL BbIBOPKY NOTOKa M BbIGOPKY CcHETUMKA,
MHKancynuposaTb Bbl6OpOYHble OaHHble B AatarpaMmmbl SFlow n oTnpaBnsTb AatarpamMmbl
sFlow konnektopy sFlow.

HaTtarpammbl sFlow nHkancynupytotca B UDP. Ha PucyHke 7-2 nokasaH dpopmaT gatarpammbl
sFlow.

Ethernet head IP head LDP head sFlow datagram
- - - #
— - 4
—— s
—— #
- -
— -
- - -
- - &
sFlow head flow sample Counter sample s o
- - -
- Y ——
= e g % — -
- 5 =
- - P -~ W —- -
Flow sample Counter , .
amp flow record Counter record | Counter record
head sample head

PucyHok 7-2. ®opmat gatarpammbl sFlow

OpHa patarpamma sFlow moxeT cogepaTb OAHY UM HECKOMbKO BbIBOPOK NOTOKa M BbIGOPOK
cyeTyMKa.
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HacTtpolika sFlow

| 32 bit |
int sFlow version (21415)
int IP version of the Agent / Switch (1=v412=v6)
Agent IP address (v4=4bytelv6=16byte) 4-16

int sub agent id

int datagram sequence number

int switch uptime in ms

int n samples in datagram

PucyHok 7-3. 3aronosok sFlow

OnucaHue 3aronoska: sFlow:

Mone OnucaHue

Bepcusa sFlow sFlow-sepcusa. [OdoctynHbl Bepcun V2, V4 un V5. B

HacTosiwee Bpems QTECH nogaepxmBaeT Tonbko V5

IP-Bepcua areHTa/komMmyTaTopa

Bepcusa IP-agpeca areHTa sFlow

IP-agpec areHTa

IP-agpec areHTa sFlow

NaoeHTudmkatop cybareHTa

MaoeHTudmkatop cybareHTa

lMopsagkoBbIM HOMEP AaTarpammbl

CepuiHbIi Homep gatarpaMmmbl sFlow

Bpema  6e30Tka3HOM
nepekntoyarens

paboThbl

MpoaomKNTENBbHOCTL OT MOMEHTA 3arnycka KoMmyTaTopa
[0 TEeKyLLero BpemeHm

n BbIGOPOK B gararpamme

KonnyectBo BblGopok B pgaTtarpamme sFlow. OpgHa
patarpamma sFlow MoxeT cogepxaTb OOHY Wnu
HECKONbKO BbIOOPOK NOTOKa M BbIGOPOK CcHETUMKA

Konnektop sFlow

Konnekrop sFlow nonyyaeT un aHanuaunpyet gatarpammy sFlow, otnpaeneHHyto areHTom sFlow.
Konnektop sFlow moxeT 6biTb MK nnu cepeepom. MK vnn cepeep, Ha KOTOPOM YCTaHOBIIEHO

npuknagHoe

nporpammMHoe obecrneyenHne ans

aHanu3a pararpamm  sFlow, MoXHO

paccMmaTpuBaTb Kak Konnektop sFlow.

Bbi6bopka noToka

Ha ocHoBe yka3aHHOI 4acToThbl BbIGOPKM YCTPOMCTBO areHTa sFlow BbINonHAeT BbIGOPKY NoTOKa

Tpadmka,

NPOXOASLLIEero 4Yepe3 WHTepdENc, BKMOYas KOMMPOBaHWE 3arofioBka MakeTa,

n3sneyeHue 3aronoska Ethernet n IP-3aronoska naketa n nonyyeHne nHopmMaumm o mapLupyTe

nakeTta.
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Hacrponka sFlow [ wwwgtech.ru_|

1 B 32

int data format sample data (20 bit enterprise & 12 hit format)

(standard enterprise 0, formats 1)

int sample length byte

int sample sequence number

int source id type int source id index value
(D=iflndex|
1=smonVlanDataSource|

2=entPhysicalEntry)

int sampling rate

int sample pool {total number of packets that could have been sampled)

int drops (packets dropped due to a lack of resources)

int input (SMIMP iflndex of input interface. 0 if not known)

int output (SMMP iflndex of output interface, 0 if not known)
broadcast or multicast are handled as follows:

the first bit indicates multiple destinations, the lower order bits number of interfaces

int n * flow records

PucyHok 7-4. 3aronoBok BbIGOPKN NOTOKA

CyeT4uK BbIOOPKMU

Mpn BbIGOpKEe cyeTumka areHT SFlow nepuoguyecku nonyyaeT CTaTUCTUKY M OaHHble 06
ncrionb3oBaHun LM Ha ykasaHHOM wuHTepdence. CTatuctuka no MHTEpPdENncy BKOYaeT
KONMMYeCTBO NakeToB, BXOOALMX Yepe3 UHTepdenc, 1 KONMYECTBO NakeToB, BbIBOAMMbIX Yepes
nHTepdeic.
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Hacrponka sFlow [ wwwgtech.ru_|

1 B 32

int data format sample data (20 bit enterprise & 12 bit format)

(standard enterprise 0, formats 2)

int sample length byte

int sample sequence number

int source id type int source id index value
i0=iflndex|
T=smonlanDataSource|

2=entPhysicalEntry)

int n * counter records

PucyHok 7-5. 3aronoBok BbIOOPKKN cHeTYmKa

7.3.2. DYHKLMUN N OCOBEHHOCTH

OcobeHHOCTbL OnucaHue

Bbibopka OTtbupaeTt Tpadumk, npoxoasimi 4epes uHTEpdEnc, n oTnpasnseT
noToka MHKancynmpoBaHHyto gatarpammy sFlow konnektopy sFlow ons aHanusa
CyeTtumk Meprnognyeckn oTnpaBnaTb CTAaTUCTUKY NO MHTepdency B konnektop skFlow
Bbi6opku ans aHanusa

7.3.3. BblObopka noToka

OT1bupaeT Tpadumk, npoxogsawmnm 4vepes uHTepdenc, n oTnpaBnseT MHKANCyrMPOBaHHYHO
patarpammy sFlow konnektopy sFlow gns aHanmsa.

7.3.3.1. MprHUMN paboTbI

Ha ocHoBe yka3aHHOW YacTOTbl BbIOOPKM YCTPOMUCTBO areHTa SFlow BbinonHseT BbIGOPKY NoToka
Tpadmka, NPOXOAALLEro 4Yepe3 WHTepdenc, BKKOYAs KOMMPOBaHME 3arofioBka MakeTa,
n3ene4veHne 3aronoeka Ethernet 1 IP-3aronoBka nakeTa v nonyyeHne MHPopMaunm o MmapLupyTe
naketa. 3atem areHT sFlow MHkancynupyeT gaHHble BbIOOpKM NoToka B gaTtarpammy sFlow m
oTnpasnseT gatarpammy konnekropy sFlow anga aHanusa.

7.3.4. CyeTuukK BbiGopKHU

Mepuoguyeckn oTnpasnseT CTaTUCTUKY NO MHTepdency B konnektop sFlow ans aHanuaa.

7.3.4.1. MprHUMN paboTbI

AreHT sFlow perynspHO BbINOMHAET onpoc nHTepdenca. na nHrepdenca, nHTepaan BolGOPKM
cyeTuMKa KOTOpPOro ucCTek, areHT SFlow nonyyaeT cTtaTtucTUKy NO 3TOMY WHTepderncy,
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MHKanNcynmpyeT CTatTUCTUKY B AaTarpamMmmy sFlow u oTnpaBndeT AatarpaMmy KOJnekTopy sFlow

Ona aHanmaa.

7.4. KoHdurypauusa

dnemMeHT
KOHduUrypaumm

I'Ipe.qno»(eHMe U COOTBETCTBYHOLlasA KOMaHAOa

HacTporika oCHOBHbIX
dyHKkumn sFlow

Obga3aTenbHas

KOHcpurypauus.

YcTaHoBuTE KOMMYHUKaLUUNOHHbIE

coeaMHEHNA Mexay areHTom sFlow u KONINEKTOPOM sFlow

sflow agent {address |
interface}

HacTtpanBaeT agpec areHta sFlow

sflow collector collector-
id destination

HacTtpanBaeT agpec konnekropa sFlow

O6sa3aTenbHas kKoHpUrypauus. Bknounte BbiGOpKY NOTOKa U BbIOOPKY

cyeT4ynKka

sflow counter collector

MosBonset areHty sFlow oTnpaBnATb
cYeT4MKN BbIBOPOK B kKonnekTop sFlow

sflow flow collector

lMosBonsetr areHTy sFlow oTnpaBnATb
BbIGOpKM NOTOKa B KomnekTop sFlow

sflow enable

BknovaeTt BbIOOpPKY sFlow ans
MHTepgenca KoHdurypauum, TO ecTb
BKItOYaeT BbIOOPKY cyeTumka 1 BbIGOPKY
noToka

Hactpowka
OOMONMHUTENbHbIX

napameTpoB sFlow

[ononHutenbHas KoHdurypauusi. 3agaeT onumoHanbHble aTpubyTbl

napametpos sFlow

sflow collector collector-
id max datagram-size

HacTpamBaeT MakcumanbHy0 — OSIMHY
pararpammel sFlow

sflow counter interval HacTtpauBaeTt WHTepBan BbIGOPKM
cyeTynka

sflow flow max-header HacTpanBaetr MakcumarnbHyl0  OnAVHY
3aronioBka Maketa, KOMMPYyeMoro BO

BpeMsi BbIBOPKM NOTOKA

sflow sampling-rate

HacTpaunBaeT 4YacToTy BbIGOPKM NOTOKA
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AnemMeHT MNMpeanoxeHne n cOoTBETCTBYHOLAA KOMaHAa

KOHdurypaumm

HacTtpowka sflow source {address | | HacTtpanBaeT ucxoaHein agpec sFlow

OONOSTHUTESbHbIX interface}

napameTpoB sFlow

7.4.1. HacTponka oCHOBHbIX ¢pyHKLMK sFlow

7.4.1.1.

7.4.1.2.

7.4.1.3.

AdhekT KOHpUrypaumum
AreHT sFlow n konnekTop sFlow MoryT B3aMmoaencTBoBaTth ApYr C APYroMm.

Tpaduk, npoxogawmin Yepes nHTepenc, otbmnpaeTcsa Ha OCHOBE YacTOThbl BbIOOPKM MO
YMOM4YaHWIO 1 OTNpaBnseTcs B konnektop sklow anga aHanusa.

CraTuctuka nHTepdeica nepMoamnyecku otnpasnseTcs B konnektop sFlow Ha ocHoBe
WHTepBana BbIOOPKM MO YMONYaHUIO AN aHanu3a.

MpumevaHun

Bbibopka noToka MOXeT BbITb HACTPOEHAa TOSBbKO Ha PU3NYECKMX UHTEpPEencax.

YT106bI KonnekTop sFlow mor aHanuanpoBaTb pesynbTaTthl BbIBOPKM NOTOKa, TpebyeTtca
IP-agpec konnektopa sFlow Ha ycTponctee areHTa sFlow.

MeTon KoHduUrypauum

HacTponka agpeca areHTta sFlow

Ob6ga3atenbHasi KOHUrypaums.
Mcnonbaynte komaHay sflow agent address ans HacTponku agpeca areHta skFlow.

Appec areHTa sFlow gomkeH 6bITb JonyCTUMbIM agpecoMm. To ecTb agpec areHTa sklow
He [orkeH ObITb MHOroagpecHbiM WNKU  LWIMpOKOBeLaTeNbHbIM. PekomeHayeTcs
ncnonb3oBaThb IP-agpec yctponctea sFlow Agent.

CuHTakcuc sflow agent { address {ip-address | ipv6 ipv6-address }} | { interface {
KomMaHAabl interface-name | ipv6 interface-name }}

Onuncanne address: HacTpauBaeT |IP-agpec areHTta sFlow.

napameTpoB

ip-address: IPv4-agpec areHTa sFlow

ipv6 ipv6-address: IPv6-agpec areHTta sFlow.
interface: HacTpamBaeT uHTepdenc areHTa sFlow.
interface-name: nHtepdenc IPv4-agpeca.

ipv6 interface-name: nutepdeiic agpeca IPv6

Mo ymonuaHuio | Mo ymonyaHuio agpec areHTa sFlow He HacTpoeH

Pexum komaHg | Pexum rmobanbHon KoHurypaumm
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Wcnonb3oBaHue
KOHUrypauum

OTa KOMaHga ucnonb3yeTcs Ans HacTpoukn nons agent ip address B
BbIxogHoM gatarpamme sFlow. [JaTtarpamma, He CKOH(purypmpoBaHHasi C
3TUM nonem, He MoXeT ObITb BbiBedeHa. Agpec areHTa sFlow gormkeH ObITb
agpecoMm xocta. Korga agpec, He ABRAWOWMACA XOCTOM (Hanpumep,
MHOroagpecHbI U LUMPOKOBELLATENbHbIN agpec), HACTPOEH B KayecTBe
agpeca areHTa sFlow, otob6pakaeTcsa coobLieHne o cboe koHdurypaumn. B
KayecTBe apgpeca areHta sFlow pekomeHaoyetca HacTpouTb |IP-agpec
ycTponctea sFlow Agent

HacTpounka agpeca konnekropa sFlow
o (ObsasaTtenbHasa KoHurypaums.
o Vcnonbayinte komaHay sflow collector ans HacTporikn agpeca konnektopa sklow.

e Appec konnektopa sFlow gomkeH ObiTb AeNCTBUTENBbHLIM agpecoMm. To ecTb agpec
konnektopa sFlow He gomkeH ObiTb MHOroagpecHblM WIN LUMPOKOBELLATENbHbLIM.
Konnektop sFlow gosmkeH cywectBoBaTb, U MapLUPYT K HEMY AOSMKEH ObITb AOCTYMEH.

CuHTakcuc sflow collector collector-id destination { ip-address | ipv6 ipv6_address }

KOMaHabl udp-port [ [ vrf vrf-name ] | [ oob ] [via mgmt mgmt-name ]] ] ]| [
description collector-name ]

Onuncanne collector-id: naentudpmkatop konnekropa sFlow. lnanasoH ot 1 go 2.

napameTpoB

ip-address: IPv4-agpec areHTta sFlow. [lo ymonyaHunio OH He HAaCTPOEH.

ipv6 ipv6_address: IPv6-agpec areHta sFlow. [lo ymomnyaHuio OH He
HaCTpOEH.

udp-port: Homep listening-nopTf konnektopa sFlow.
vrf vrf-name: ums aksemnnsapa VRF. o ymonyaHuio OH He HacTpOeEH.

oob: oTtobpaHHble AdaHHble O Tpaduke BbIBOAATCA depe3 WMHTepdenc
ynpasneHus. 1o ymonyaHuio 3T0T napameTp He HAaCTPOEH.

via mgmt mgmt-name: nopt ynpasneHusi. 1o yMonyaHuio OH He HAaCTPOEH.

description collector-name: onucaHme KoHHekTopa sFlow. o ymonyaHuio
OH HE HaCTpPOeH

Pexum komaHg

Pexunm rnobanbHomn koHdurypauum

Mcnonb3oBaHue
KOHdourypaumm

OTa KOMaHga ucnonb3yeTcsa ANns HacTporKu agpeca konnektopa sFlow.
Apnpec konnektopa sFlow gormkeH ObITb agpecom xocta. Koraa agpec, He
SABNAOWNNCA XOCTOM (Hanpumep, MHOroaap€eCHbIN mnm
LUMpOKOBeLLaTenbHbI agpec), HAaCTPOeH B KayecTBe agpeca Konnekropa
sFlow, oTobpaxaeTcs cooblienne o cboe koHdurypaumm. Coopumk sFlow
oTcnexusaeT pgatarpammy sFlow Ha ykasaHHom nopTy. [lpun HacTpoiike
napameTpa vrf JOfKeH CyLecTBoBaTb COOTBETCTBYOLWMI ak3emnnap VRF.
Mpun yoanenunn ak3emnnapa VRF agpec konnektopa sFlow 6ygeT yaaneH,
ecnun aTtoT ak3emnnap VRF Takke HacTpoeH ansa agpeca konnekropa sFlow.
Korga napameTp oob HacTpoeH, gatarpamma OTnNpaBnaeTCsl KOSNeKkTopy
sFlow yepes uHTepdenc ynpasneHus

@ §) QTECH

MWP [OOCTYNHEE

7-127




PykoBofacTteo no Hactponke cepus QSW-4700

Hacrponka sFlow [ wwwgtech.ru_|

BknioueHue BbiBoAa BbiGopok sFlow B konnekrtop sFlow

O6si3aTenbHas KOHUrypauus.

Bbl moxeTe ucnonb3oBatb komaHgy sflow flow collector, 4To6bl NO3BONUTL areHTy
sFlow oTnpaBnsTh BbIOOPKK NoToka B konnekTtop sFlow.

OTa hyHKUMS OoMmKHa ObITb BKNOYEHa B MHTepdherce Ana oTnpaBkn BbIGOPOK NOTOKa
B KonnekTop sFlow. Kpome Toro, 4omKeH cylectBoBaThb KONnekTop sklow, mapipyT K
HeMmy OorKeH ObITb 4OCTYneH, a IP-agpec cooTBeTCcTBYtOLWEro konnekropa skFlow 6bin
HacTpPOEH Ha yCcTponcTee areHTa sFlow.

CuHTakcuc sflow flow collector collector-id

KomMaHabl

Onucanne collector-id: noeHtTndnkatop konnektopa sFlow. [lnanasoH ot 1 go 2
napamMmeTpoB

Mo ymonuaHuio | OTnpaBka BbIOOPOK NOTOKa B konnektop sFlow oTknoyeHa no ymonyaHuto

Pexum komaHg | Pexxum KoHdurypauumn nHtepgenca

Wcnonb3oBaHue | BTy KOMaHAy MOXHO MCNONb30BaTh AN oU3ndecknx noptos, noptos SVI u
KOHUrypauum NOpPTOB C AOMNOMHUTENBbHOW MapLUpyTU3aLUnen.

HaTtarpammbl sFlow MOryT BbIBOOUTLCA TOMBbKO B TOM Ciyyae, ecrniv gns
cooTBeTCTBYlLLEro konekropa sFlow HacTpoeH IP-agpec

BknioyeHne BbiBOAa BbIOOPOK cueTyMKa B Konnektop sFlow

ObgaszatenbHasi KOHUrypaumsi.

Bbl moxeTe ncnonb3osatb komaHay sflow counter collector, 4To6bl NO3BONNUTL areHTy
sFlow oTnpaensTb BbIOOPKM CHETYMKOB KonnekTopy sFlow.

OT0 QOMKHO BbITh BKIOYEHO B MHTEpPderice, YTOOblI OTNPaBNATb BbIOOPKN CHETUMKOB B
konnektop sFlow. Kpome Toro, gomkeH cyliectBoBaTb Konnektop sFlow, mappyT kK
HeMy OOJfmKeH OblTb JOCTYNeH, a IP-agpec cooTBETCTBYOLWEro Konnekropa sFlow 6bin
HaCTPOEH Ha ycTponcTBe areHta sFlow.

CuHTakcuc sflow counter collector collector-id

KoMaHAbl

Onuncanne collector-id: ngeHtTudpumkaTop konnektopa sFlow. uanasoH ot 1 go 2
napameTpoB

Mo ymonuaHmio | OTnpaBka cuyeTdnka BbIGOpoK B Komnektop sFlow oTkntodeHa no

yMOnYaHunto

Pexum komaHg | Pexum koHdurypaunm nHtepderica
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Wcnonb3oBaHue
KOHUrypauum

3Ty KOMaHAy MOXHO UCNonb3oBaTh AN PU3NYeCKMxX NopTos, NnopTos SVI n
NOPTOB C AOMOMHUTENBHOM MapLUpyTU3aLnen.

Hatarpammbl sFlow MoryT BbIBOAUTBCA TOMLKO B TOM criyvyae, ecnu ans
cooTBeTCTBYIOLLEro konnekropa sFlow HacTpoeH IP-agpec

BknroyeHne cyeTymkKa BbIOOPKM U BbIOOPKM NOTOKa
e Obsa3aTtenbHas koHpUrypauus.

e Bbl MOXxeTe ncnonb3oBatb komaHay sflow enable, 4ToObl BKNOUMTL BbIGOPKY NOTOKA M
BbIOOPKY CYETUYMKa Ha UHTepdeNnce.

° Ha npon3BoANTENIbHOCTb NepecCbISikKA VIHTepCbeIZCEl MOXET MNOBIMNATb BKITlOYEeHNe
Bbl60pKI/1 NOTOKa.

CuHTakcuc sflow enable [ ingress | egress ]

KOMaHabl

Onucanue ingress: Bkno4aeT BblbopKy sFlow B HanpaeneHuu Bxoaa.
napameTpoBs

egress: BknYaeT BbIbopKy sFlow B HanpaBneHun Bbixoaa

Mo ymonyaHuo

®yHKumA BbIBOpKM sSFlow Ha HTeperce No ymMonyaHuio OTKNIoYeHa

Pexum komaHpg,

Pexum koHdurypaumm nHtepdenica

Mcnonb3oBaHue
KOHdourypaumm

OTy KOMaHay MOXHO MCMOMb30BaTb ANSA BKMOYEHUSA BbIOOPKM cHeTUMKA U
BblOOpKM noToka ansa umamyeckux nopTos, nopTtoB SVI M noptoB C
nogmapLupyTusaumen.

Ecnu napameTp HanpaBneHuWst He ykasaH, BkrtovaeTcs Bbibopka B 060mx
HanpaBrneHnsX.

Moptel SVI u nopTbl ¢ nogmaplpyTu3aumend nogaepXuBaloT TOSbKO
BXOAHOM napameTp

7.4.1.4. MeToA NpoBepKu

Ucnonb3aynte komangy show sflow gns otoGpaxeHus koHdwurypaumm sFlow u nposepbTe,
cornacyetcs nim otobpaxxaemas nHopmauus ¢ KoHpurypaumen.
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7.4.1.5. Mpumepbl KOHhUrypauum

HacTponka BbIOOpKM NOTOKa U BbIODOPKKU cyeTYMKa Ans areHTta sFlow
CeTeBoe OKpyxeHue:

sFlow Collector
182.168.3.100

le 3

192 168.3.1

Te 0N Te Q2
192 168.11 192.168.2.1
Switch A

PucyHok 7-6.

Kak nokasaHo Ha PucyHke 7-6, 3anyctute kommyTatop A, KOTOPbIN CRYXUT
areHToM sFlow, BknoumTe BbIOOPKY NOTOKa U BLIOOPKY cyEeTYMKa Ha MOpPTY
Te 0/1, otcnexmBante Tpadmk B cermeHTe cetn 192.168.1.0,
WHKancynupymnte Tpadguk BbIGOpkM B AaTtarpammbl sFlow Ha 4epes
perynsipHole MNpPOMEXyTKA BpemMeHu unvM npu 3anornHeHun 6Gydepa wu
oTnpaenaTb gatarpammbl sFlow konnektopy sFlow gns aHanmsa Tpaduka

MeTopq
KOHdourypaumm

e Hactpownte 192.168.1.1 B kayecTBe agpeca areHTta sFlow.

e Hactponte 192.168.3.100 B kayecTBe agpeca konnekropa sFlow 1
n 6343 B KauecTBe HOMepa nopTa.

e Hactponte wuHTepdenc TenGigabitEthernet 0/1 gna BbiBoAa
BbIOOpPOK MOTOKa M BLIOOPOK cyeTymka Ha konnektop sFlow 1 un
BKMtoUnNTE (PYHKUMIO BbIBOpKK SFlow Ha aToM uHTepderice

Mepeknoyatens
A

QTECH# configure terminal

QTECH(config)# sflow agent address 192.168.1.1

QTECH(config)# sflow collector 1 destination 192.168.3.100 6343
QTECH(config)# interface TenGigabitEthernet 0/1
QTECH(config-if-TenGigabitEthernet 0/1)# sflow flow collector 1
QTECH(config-if-TenGigabitEthernet 0/1)# sflow counter collector 1
QTECH(config-if-TenGigabitEthernet 0/1)# sflow enable
QTECH(config-if-TenGigabitEthernet 0/1)# end

MeTop,
NPOBEpPKM

Mcnonb3ynte komangy show sflow, 4tobbl npoBepuTb, cornacyloTcs nm
BbIXOAHbIE JAHHbIE KOMaHAbl C KOHUrypaumen

QTECH# show sflow
sFlow datagram version 5

Global information:
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Agent IP:192.168.1.1

sflow counter interval:30
sflow flow max-header:64
sflow sampling-rate:8192

Collector information:

ID IP Port Size VPN

1 192.168.3.100 63431400

2 NULL 01400

Port information

Interface CID FID Enable

TenGigabitEthernet 0/1 11Y

7.4.2. Hactpouka gononHuTenbHbIX NnapameTpoB sFlow

7.4.2.1. AdpdeKkT KoHDUrypaumm

Bbl MOXeTe HacTpouTb TOYHOCTb BbIOOPKWM AaHHbIX, M3MEHUB COOTBETCTBYHOLIME aTpUbyThI
napameTtpos sFlow.

7.4.2.2. NMpnmeyaHus

Ha npon3BoANTESIbHOCTb NEepecChbISIKU MOXET NOBJTUATL CITULLKOM HU3KaA YacTtoTa Bbl60pKVI.

7.4.2.3. MeTtoa KoHcUrypaumm

HacTpomnka makcumanbHOW ANMMHbI BbIXOAHOM Aatarpammbl sFlow

JononHuTtensHas koHurypaums.

Bbl moxeTe wucnonb3oBatb komaHgy sflow collector gns HacTpolkum OnuHbI
patarpammbl sFlow, nckntovasi 3aronoBok Ethernet, 3aronosok IP n 3aronosok UDP.
[aTtarpamma sFlow moxeT cogepxaTtb 04HY UM HECKOSTbKO BbIOOPOK MOTOKA U BbIGOPOK
cyeTymnka. Hactponka MakcumanbHOW OfMHbI BbIXOQHOW gaTtarpammbl sFlow moxet
NPUBECTU K TOMY, YTO KONMYECTBO gaTarpamm SFlow, BbIBOAMMbIX Mpu obpaboTke
onpederneHHoro konm4yectBa BblIOOPOK MoToka, OydeT oTnuyaTtbCss OT KONMyecTBa
patarpamm sFlow, BbiBOAUMbBIX Npy 06paboTke TOro e KonmMyecTBa NakeToB cHeTUMKA.
Ecnn makcmmanbHasa gnvHa npesbliwaet MTU, BbixogHble gatarpammbl sFlow GyayT
CErMeHTUPOBAaHbI.

CuHTakcuc sflow collector collector-id max-datagram-size datagram-size
KOMaHAbl

Onuncanne collector-id: noeHTudpmkaTop konnekropa sFlow. lnanasoH ot 1 go 2
napameTpoB

max-datagram-size datagram-size: MakcumarsnbHas ONVHA BbIXOOHON
partarpammebl sFlow. JuanasoH ot 200 go 9000

Mo ymonuyaHuto | 3HayeHre no ymonyanumio — 1400
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Pexum komaHa | Pexxum rmobanbHon kKoHurypaumm

HaCTpOVIKa HacToThbl BbIGOpKM NMnOTOKa

[ononHuTteneHasa KoHUrypaums.

Bbl MoxeTe ucnonb3oBatb komaHay sflow sample-rate gns HacTponku rnobansHoOn
YyacToThbl BbIOOPKM NOTOKA.

KoHcpumrypaumsa 4yactoTbl BbIOOPKM NOTOKA MOXET NOBMMATL Ha TOYHOCTL BblIGOpKU SFIow.
Bonee Hu3kass yactoTa BbIOOPKM O3HaAYaeT Gornee BbICOKYHD TOYHOCTb M Gonbluee
notpebnexme UIM. Takum obpaszom, NpomM3BOAUTENBHOCTb NEPECLIIKM UHTEepdenca
MOXeT BbITb CHUMXXEHa NPU HU3KOW YacToTe BbIGOPKM.

CuHTakcuc sflow sampling-rate rate

KomMaHabl

Onucanne rate: yactoTta BblIbopkn sFlow. OguH nakeT BbiOMpaeTca M3 Kaxablx N
napameTpoB nakeToB (N paBHO 3Ha4YeHuto ckopocTu). [nanasoH ot 4096 go 65 535

Mo ymonuaHmio | YactoTta BbIGOpKK rnobanbHOro NoToka no ymonyaHumio coctasnseT 8192

Pexum komaHg | Pexum rmobanbHon KoHurypaumm

Wcnonb3oBaHue | OTa KOMaHda ucnosnb3yeTcsa Ans HACTPOMKKU rnobanbHOM YacToThbl BbIBOP KU
KOHdourypaumm notoka sFlow, n BbiGopka notoka sFlow pgns Bcex WHTepdencos

ncnonb3yeT 3Ty YacToTy BbIGOPKM

HacTtponka makcMmanbHOW ANWHBbI 3arofioBKa nakeTa, KOnMpyemMoro Bo Bpems
BbIOOpPKM NOTOKA

[ononHuTtensHas koHUrypaums.

Bbl mMoxeTe wucnonb3oBatb komaHay sflow flow max-header gna rnoGanbHon
HaCTPOWKM OfMHbI 3arofioBKa nakeTa, Konmpyemoro Bo BpeMsi BbIDOPKM NOTOKa.

Monb3oBaTenn MOryT MCMonb3oBaTb 3Ty KOMaHAy AN M3MeHeHus WHdopmauumn o
aatarpamme, oTnpaBnsemon konnektopy sFlow. Hanpumep, ecnn nonb3oBatens
©ecnokouT 3aronoBok IP, aTOT nonb3oBaTenb MOXeT 3agaTb AIMHY 56 6anT. Bo Bpems

MHKancynsaumm obpasuoB NOToka nepeble 56 6anToB NakeTa oOpasLoB KOMUPYHOTCS B
patarpammy sFlow.

CuHTakcuc sflow flow max-header length

KOMaHabl

Onuncanne length: makcumanbHas gnvHa KonMpyeMmoro 3arofioBka naketa. [nanasoH
napameTpoB ot 18 no 256

Mo yMon4yaHuto Mo yYMOIM4aHUIo ANnnHa 3arojioBka nakeTa, Konmpyemoro Bo BpemMA Bbl60pKI/I

rnobanbHOro NOTOKa, coctaBngaeT 64 banTa

Pexum komaHg | Pexum rmobanbHon KoHurypaumm
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Wcnonb3oBaHue
KOHUrypauum

HaCTpOVITe MakcumarnbHOe KonumyectBo 6antoB cogepXxmmoro naketa,
CKOMMPOBAHHOIoO K13 3arojyioBka WUCXOOHOro nakeTta. CKOI'II/lpOBaHHOG
coaepxmmMoe 3anmcbliBaeTCqd B CreHepnpoBaHHYHO Bbl60pKy

HacTponka uHTtepBana BbIOOpPKHU

o [lononHuTenbHas KOHUrypaums.

o Bkl MmOxeTe ncnonb3osatb komaHagy sflow counter interval onga HacTpownkuM MHTepBana
BbIOOPKM rnobanbHOro cyeTymka.

e  Bkniounte nHtepdenc BbIGOpKN cHeTYMKa, YTODLI OTMNPaBMATbL CTATUCTUKY MO HEMY B
konnekTop sFlow ¢ MHTepBanom BbIGOPKK.

CuHTakcuc sflow counter interval seconds

KomMaHabl

Onucanne seconds: BpemMeHHOW WHTepBan. [uanas3oH coctaBnser oT 3 100
napameTpoB 2147 483 647. N3amepseTcs B ceKyHaax

Mo ymonyaHuo

NHTepBan BbIGoOpkM rnobanbHOro cyetymnka no ymondaHuio cocraenset 30
CeKkyHA

Pexum komaHpg,

Pexum rnobansHon koHdurypaumm

Mcnonb3oBaHue
KOHdourypaumm

OTa KoMaHda wucnonb3yeTcs And HacTpovku rnobanbHOro uHTepsana
BblG6opkM cueTunka sFlow, n Beibopka cueTumka sFlow Bcex nHTepdencos
ncnonb3yeT 3TOT MHTepBar BblOOPKU

HacTponka ucxogHoro agpeca sFlow
e [lononHuternbHas KOHUrypaumsi.

e Bbl moxeTe ucnonb3zoBatb mctoyHuk sflow { address | interface } ana HacTporiku
ncxogHoro agpeca sFlow ncxogsawmx nakeTos.

KomaHga sflow source { address {ip-address | ipv6 ipv6-address }} | { interface {
interface name | ipv6 interface-name }}

Onuncanne address: HacTpamBaeT UcxoaHbln IP-agpec BbIXOA4HbIX NakeToB sFlow.

napameTpoB

ip-address: IPv4-agpec nctovHmka sFlow.
ipv6-address: IPv6-agpec ncrovHmka sFlow.
interface: HacTpaMBaeT UCXOOHbIN MHTEPMENC BbIXOAHbIX NakeToB sFlow.

interface name;: sFlow

IPv4-agpecom).

WUCXOOHbIN  MHTEpdEeNc (HacTpoeHHbI C

ipv6 interface-name:
agpecom IPv6)

ncxoaHbln  nHTepdenc sFlow (HacTpoeHHbIi C

Mo ymonyaHuio

Mo ymonuyaHuio agpec nctovHunka sFlow (sFlow Source) — ato IP-agpec
NIOKanbHOro YCTPOMCTBA, KOTOPbIA MCMONb3yeTCca ANnd NPOBEPKN CBA3U C
IP-agpecom Ha3HayeHud
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Pexum komaHg,

Pexwum rnobanbHon KoHUrypauum

Wcnonb3oBaHue
KOHUrypauum

OTa KomaHga wucnonb3yetca Ans HacTpouku umcxogHoro IP-agpeca
BbIXOAHbIX MAKeTOB. ECnun ncxogHbIn HTEPdENC yKasaH, NnepBUYHbIN agpec
nHtepdenca 6yaet umcxogHbiM IP-agpecoMm BbIXOAHbIX nakeToB. Ecnu
nUcxogHbIn UHTepdenc He ykasaH unu IP-agpec ncxogHoro nHtepdpeica
HeJOoCTyrNeH, Hanpumep, WUHTEpdENC OTKMYEH, OyaeT Mcnonb3oBaTbCs
NCXOOHbIN agpec N0 YMOMYaHWUio

7.4.2.4. MeToa NpoOBEepPKU

e [poBepbTe, nonydyeHa nu aatarpamma sFlow ¢ obpasuamu NoToka Ha KonnekTope

sFlow.

o Vcnonbaynte komaHay show sflow gna otobpaxeHus koHdurypauum sFlow u
npoBepbTe, cornacyeTtcd nn otobpaxkaemasa nHdopmaumsa ¢ KoHurypauuen.

7.4.2.5. NMpumepbl KOHUrypauum

Hactpoika gononHutenbHbIX napameTpoB sFlow

CeteBoe e YcrtaHoBMTE 4acToTy Bbl6OpkM notoka Ha 4096 B pexume
OKpYyXeHune rnobansHOM KOHMUrypauuu.
e HacTtponTe AnwWHy 3aronoBka nakeTa, KONMPYemMoro BO BpeMs
BblbOpkM noTOKa, Ha 128 6GantoB B pexume rnodanbHon
KOHdourypaumm.
e YcTaHoBWUTE MHTepBan Bbl6opkM paBHbIM 10 B pexume rnobanbHoOn
KOHoUrypaumm
MeTopq QTECH# configure terminal
SEE e QTECH(config)# sflow sampling-rate 4096
QTECH(config)# sflow flow max-header 128
QTECH(config)# sflow counter interval 10
CeTteBoe e Cpenatb TaKk, u4TOoObl Tpaduk npoxoaun uvepes uHTEPGENC
OKpY>XeHue TenGigabitEthernet 0/1.
o [lpoBepbTe, ecTb N Tpaduk Ha MHTepdence TenGigabitEthernet
0/1 Ha sFlow Collector 1.
e Wcnonb3synte «komangy show sflow, 4T0Obl nNpoBepUTH,
COrnacyrTCcs N BbIXOAHbIE AaHHblE KOMaHAbl C KOHUrypauuemn
MeTopg QTECH# show sflow
MPOBEPKN sFlow datagram version 5
Global information:
Agent IP:10.10.10.10
sflow counter interval:10
sflow flow max-header:128
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sflow sampling-rate:4096
Collector information:
ID IP Port Size VPN
1 192.168.2.100 63431400
2 NULL 01400
Port information
Interface CID FID Enable
TenGigabitEthernet 0/1 01Y
7.5. MOHUTOPWHr
7.5.1. OTOoGpaxeHune
PyHKLUMA KomaHpa
OTtobpaxaeT koHdpurypaumio sFlow | show sflow
7-135
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8. HACTPOUKA NETCONF
8.1. O630p

MpoTtokon koHdurypaumm cetn (NETCONF) — 37O cOBepLUEHHO HOBbIM MPOTOKOS Ha OCHOBE
Extensible Markup Language (XML), npeanoxeHHbin padodven rpynnor NETCONF Lleneson
rpynnel no paspaboTtke WHTepHeTta (IETF) B 2003 rogy. Ero mMoxHO wcnonb3oBaTb AnA
HaCTPOMKN YCTPOMCTB, U3BMEYEHUS NapaMeTpoB, MOHUTOPUHT MU ynpaBneHne. STOT NPOTOKON
NPUHUMAaET PEXNM CBSI3N KNMEHT/cepBep, B KOTOPOM NporpamMmma cepsepa npotokona paboTtaeT
Ha YCTPOWCTBE, a MporpamMmma KnuMeHTa npoTokona paboTaeT Ha knueHTax. Popmat XML
NCnonb3yeTcs B NakeTax 3TOro NPoToKona, BKMNtovasi BCe AaHHbIe KoHGUrypaumm n coodLeHms
npoTokona. MNMpotokon NETCONF coCcTOMT 13 YeTbIpeX YPOBHEN: YPOBHS COOEPXKMMOrO, YPOBHS
onepauumn, ypoBHsS yaaneHHoro sbizoBa npouenyp (RPC) n TpaHCNOPTHOrO ypoBHA. YPOBEHb
KOHTEHTa npeacTaBnsieT cobon Habop OOBLEKTOB ynpaBnsgeMblX AaHHbIX, U HAa 3TOM YPOBHE
XPaHATCA AaHHble KOHUrypaLmm YCTPOMUCTB. YpoBEHb onepaumii — 310 6a30BbIi NPUMUTUBHBIN
Habop onepauun, npumeHsiembln kK RPC, Hanpumep, <get>, <get-config>, <edit-config> u
<delete-config>. YposeHb RPC npepoctaBnser MpoOCTON MEXaHW3M, He CBHA3aHHbIA C
TPaAHCMOPTHBIMW  MPOTOKOMAMM, W 3TOT MEXaHM3M OnpefenseT 9SMNeMeHTbl HEeKOTOpPbIX
coobLeHnin obpaTHom cBA3M 06 owmbkax. TpaHCNOPTHbLIN ypoBEHb obecneunsaeT 6e3onacHbii
TpaHcnopTHbIN kaHan. NMpotokon NETCONF nogaepxusaeT Secure Shell (SSH) (o6s3aTensHo),
Simple Object Access Protocol (SOAP) n Block Extensible Exchange Protocol (BEEP).

lNMpoTokonbl U cTaHAapTbI
e RFC4741: npotokon koHpurypaumm NETCONF.

o RFCA4742: ncnonb3oBaHune npotokona koHgurypaumm NETCONF yepes Secure Shell
(SSH).

o RFCA4743: ncnonbsoaHne NETCONF no npoTokony ApPOCTOro JocTyna K obbektam
(SOAP).

e RFCA4744: wcnonb3oBaHue npoTokoria NETCONF no npoTokosny paclmpeHHoro
obmeHa 6rnokamu (BEEP).

o RFC5277: yBegomneHus o cobbitnax NETCONF.

e RFC5381: onbiT peanmsaumm NETCONF 4yepes SOAP.

o RFC5539: NETCONF yepea 6e3onacHOCTb TpaHCNOPTHOMO yYpoBHSA (TLS).

e RFC5717: RPC c yactnyHon 6nokuposkon ans NETCONF.

o RFC6022: cxema moHutopmnHra NETCONF.

e RFC6241: npoToKon KoHdUrypaumm ceTu.

¢ RFC6242: ncnonb3oBaHne NpoTokosa koHdurypaumm cetn Yepes Secure Shell.
e RFC6243: BO3MOXHOCTb MCNOSb30BaHMs 3Ha4yeHnn no ymondaxHmo ana NETCONF.
e RFC6470: cobbitns yBegomnerHmin NETCONF.

e RFC6536: mogenb ynpaenenus goctynom NETCONF (NACM).

o RFC4741 n RFC4742 3ameHeHbl Ha RFC6241 n RFC6242 cooTBETCTBEHHO.
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8.2. MNpunoxeHus

MpunoxeHune OnucaHue

Ynpasnenuve ceteBbiMY | MNonb3oBatenu oTnpasnaoT nakeTbl KoHUrypauun NETCONF
yctponctBamm NETCONF B dopmaTte XML Ha ycTponcTBa C NMOMOLLLIO MPOrpaMmMHOro
obecnevyeHna ANs ynpaBrieHUs CeTblo, YCTAHOBIEHHOro Ha
KnneHt NETCONF ang HacTponKu YCTPOWCTB M ynpasneHus
nmMm

8.2.1. YnpaBneHue ceteBbiMUu ycTponctBamm NETCONF

8.2.1.1. CueHapun

Kak nokaszaHO Ha puCyHKe HWKe, MOoNb3oBaTesiv MOryT MWCMNOMb30BaTb MNpPOrpaMmHoe
obecneveHne ansa ynpaeneHus ceteto NETCONF onga ynpaBneHus ceTeBbiMM yCTPONCTBAMU U
X MOHUTOPWHrA.

Device (NETCONF server)

Network management
personnel (NETCONF client)

Device (NETCONF server)

S < > #y

Device (NETCONF server)

=

PucyHok 8-1.

8.2.1.2. PasBepTbiBaHue

CtaHumsa ynpaBneHusi CeTbio U ynpaBnsieMble CeTeBble YCTPOMCTBA CBA3aHbl 4epe3 CceTu.
MpoTokon SSH gomkeH paboTaTb Kak Ha NporpaMMHOM obecneveHnn ans yrnpaeneHus CeThbio,
Tak 1 Ha ycTporcTBax. Ha ctaHumm ynpaBneHns ceTbio C MOMOLLIbIO NPOrpaMMHOro obecneveHus
ynpaenennsa cetbto NETCONF nonb3oBaTenu MOryT nonyunMtb AOCTyn K 06asaMm OaHHbIX
KOHUrypauum n 6asam gaHHbIX COCTOSIHUS Ha CeTEBbIX YCTPOMCTBAX, NonyyaTb yBe4OMMAEeHUS
0 cobbITMAX, OTNPaBfEHHbIE C CeTEBbIX YCTPOMWCTB, a TaKkKe YNpaBnsaTb W KOHTPONMPOBaTb
ceTeBble YCTPONCTBA.

8-137

@ §) QTECH

MWP [OOCTYNHEE



PykoBofacTteo no Hactponke cepus QSW-4700

Hactpoiika NETCONF W
8.3. DyHKUUMn

8.3.1. ba3oBble KOHUeNnTbI

8.3.1.1. O6wue ycnoBus
o RFC: yganeHHbI BbI30B npoueayp.
e DM: mogenb OaHHbIX.

8.3.1.2. CTpyKTypa npoTokona

Ha pucyHke Hwke nokasaHa cTpykTypa npotokonia NETCONF.

Content layer

Operation layer

RPC layer

Transport layer

PucyHok 8-2. CtpykTtypa npotokona NETCONF

8.3.1.3. CeccnoHHOe coeauHeHue

e NETCONF yepes SSH

Cepsep otcnexuBaeT nopt 830. MNMepepn ncnonb3osaHmem npotokoria NETCONF Heobxognmo
yCTaHOBUTb KaHan SSH. YcrtaHoBka kaHana SSH (nogcuctema SSH, HasbiBaemasi hetconf)
TpebyeT ayTeHTMdMKauMM Monb3oBaTeNs M COrfacoBaHUs psiga anroputMOB nepedayn
(BKMOYasi corrmacoBaHWe KIHOYEN, anropuTM CKaTus, anropuTM XeLUpOBaHWS, anropuTm
LWnpOBaHMSA 1 anropuTM NOANUCH).
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NETCONF client NETCONF server (device)

Connection establishment N

< SSH initialization, user authentication, and establishment of a subsystem channel

< Hello packet

Hello packet

NS

RPC packet

< RPC-reply packet

NS NS

—

PucyHok 8-3. MNakeTbl, koTopbiMn o6MeHmBatoTcst B ceaHce NETCONF

8.3.1.4. O meH HabopamMn BO3MOXHOCTEN

Habopbl BO3MOXHOCTEN A0MKHBI ObITb 0OBMEHEHbI NOCre TOro, Kak kaHan yctaHoBneH. U cepsep,
N KIMEHT npefoCTaBnsAlT CBOW peanu3oBaHHble Habopbl BO3MOXHOCTEN W UFHOPUPYIOT
BO3MOXHOCTU, KOTOPbIE HE MOHAThI UMW HE peann3oBaHbl. Kaxxabln peer JOmKeH nogaepueaTtb
Kak MMHMMYM 0as3oBble BO3MOXHOCTWM npoTokona (urn:ietf:params:netconf:base:1.1). Ecnu
NETCONF-npoTtokon coBmecTMM C 0Oonee paHHeh Bepcuen npoTokona, peer [OSKeH
nogaepxmneatb 6a3oBy0 BO3MOXHOCTb (urn:ietf:params:netconf:base:1.0) aTon paHHen Bepcuun.

lNMpoTokonbHbIE onepauuu

[ns onepaunoHHoro ypoeHss NETCONF onpepneneHbl eBATb OCHOBHbIX MeTogoB paboThl, a
MeTOAbl onepauun criegyrowme: <get> n <get-config> — onepaumm nonyyeHus aHadveHus, <edit-
config>, <copy-config> n <delete-config>. config> — onepauumn HacTpownkn, <lock> n <unlock> —
onepaumm 3awmTbl OT 6NOKNMPOBKK, NpefoCTaBrsieMble B Cryyae napannenbHblX onepauvi Hag
KPUTUYECKMMKN pecypcammn ycTporcTBa (pavnamm koHdurypauum), a <close-session> n <Kill-
session> — onepauumn 3aBepLUeHns ceaHca.

e <get>: mony4yaeT AaHHblE O COCTOSIHUM U KOHAUrypaLmMmn yCTPONCTBA.

e <get-config>: nony4yaeT [OaHHble KOH(Mrypaumm Ha OCHOBE y3na unbTpaumm B
3anpoce RPC.

e <edit-config>: HacTpamBaeT yCTPOMCTBO Ha OCHOBE NPeaOCTaBMEHHOrO onpeneneHns
MOZenu AaHHbIX U aTtpubyTtoB onepaumn. OavH BaxHbIM aTpubyT operation MOXHO
HacTpouTb Ha merge, replace, create, delete unm remove, a 3HayYeHue Mo
yMOn4YaHuio — merge.
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e <copy-config>: ckonupyeT KOH(UrypaumoHHeldr  dhaun, Hanpumep, copaa
aKkoHdUrypaums-kaHanoaT BakKOHUrypauMOHHBLIM  hann, Konga akoHurypauus
3anycka B TEKyLLYl KOH(urypaumio M HanuwuTtec apaboTaloLlyto KOHuUrypaumio B
CTapTOBYO KOHGUrypauuo. T onepaumm KonuposaHna TpebytoTuenesble annbl Ans
noaaepXKMBO3MOXXHOCTb 3arucu.

e  <copy-config>: KonupyeTt dann KOHcpurypauum, Hanpumep, KonupyeTt
KOHpurypaumio-kaHanaat B dhann KoHdurypaumm, KonupyeTt KoHdUrypaumio sanycka B
TEKYLUYI0 KOHUIypaLmilo N 3anucbiBaeT TEKyLLYy KOHurypauuio B KOHUrypaumio
3anycka. [ns 3Tux onepaumi KOnNMpoBaHMSA Heobxoaumbl LenesBble annbl,
nogaepxmeatoLime BO3MOXHOCTb 3anucu.

e <delete-config>: ypanseT dann KoHdpurypaumm yctponcTtea. 3anyweHHbIn dann
KOHUrypauum ycTpomcTea He MoxeT BbITb yaaneH.

o <lock>: obecneunBaeT 3awnTy OT OGNOKMPOBKN hansioB KOH(UrypauNoHHbIX AaHHbIX.
Korga knueHT nonyyaer AocCTyn (Unu M3MeHeHue) charna [aHHbIX KoHdUrypaumm
YCTPOWCTBA, ApYrMe KIMEeHTbl Unn KnueHTsbl, He oTHocAwmecs kK NETCONF (takne kak
SNMP unn CLI-knueHTbI), He MOryT Mony4nTb AOCTYN (MNN N3MEeHUTb) dann AaHHbIX
KOHcpurypaumm.

e <unlock>: pa3bnokupyeT thann gaHHbIX KOHUrypaumm.

e <close-session>: 3aKkpblBaeT TeKylMA CeaHC, BKMw4Yas ocBOOOXAEHWE pecypcos,
CHATME GNOKMPOBKM U OTKMOYeHWe. Korga BbiNnonHseTcs aTta onepaums, Heobxoanmo
ybeantbcs, 4TOo obpaboTka Tekywen Ccnyxbbl 3aBeplleHa W HOBbIA 3anpoc He
obpabaTtbiBaeTcs.

o  <kill-session>: npuHyauTenbHO 3aBepllaeT ceaHC (TEKYLMW ceaHC He MOXeT ObiTb
3aBepLUeH), BKITHoYas 0CBOBOXAEHNE PECYPCOB, CHATME BNOKMPOBKN M pasbeuHEHME.
Mpn BbINONHEHMM 3TOW onepauun Tekywas cnyxba gormkHa 6biTb npekpalleHa, a
He3aBepLUeHHble cnyXbbl 4OMMKHbI OblTb BO3BPALLEHbI B COCTOSIHME, NpeLllecTByoLLee
obpaboTke cnyxbobl.

8.3.2. 0630p

OcobeHHOCTb OnucaHue

O6meH Habopamu | Cepeep NETCONF un  knueHT B3auMMHO oTnpaeBnsioT  Habopbl
BO3MOXXHOCTEW BO3MOXHOCTen Apyr papyry. Cepsep (ycCTpowcTBO) noaaepxvsaet
NETCONF 1.0 u NETCONF 1.1

<get> KnneHT nonyyaeT gaHHbIE O KOHGUrypaLmm Ui cCoCTOSIHUM YCTPOMNCTBa

<get-config> KnneHT nony4aeT gaHHble KOHUrypauumn ycTpomncTsea

<edit-config> KnneHT nameHsieT gaHHble KOHUrypaumm yCTponucTea

<copy-config> KrnveHT konupyeT hanin KoHUrypaumm Ha ycTporcTBe B Apyron dpann
KOHpurypaumm

<delete-config> KnneHT yganseT KoHuUrypawumMoHHbIN ann Ha yCTpomncTee

<close-session> KnueHT aktuBHO 3akpbiBaeT Tekywmin ceaHc NETCONF ¢ ycTporicTBom
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Ocob6eHHOCTb OnucaHue

<lock> KnueHT 6nokmpyeT dan KoHurypaumm ¢ ycTponcTea

<unlock> KnueHT pasbnokupyeT cdann KoHdurypauum ¢ yCcTponcTea

8.3.3. O6bmMeH HabopamMu BO3MOXHOCTEN

KnueHt NETCONF n cepsep NETCONF obGmeHuBaloTCsi CBOMMUM Habopamu BO3MOXXHOCTEWN
cpasy nocrne yctaHoBrneHus coegmHeHusi. OHM MOTyT BbINOMHATL Nocneayowme onepaumm ¢
OaHHbIMKM, TOMBbKO €Cnv OHW NOOLEPKMBAKOT Ty e Bepcuio npotokornia NETCONF. dopmaTt
OTnpaBfsieMbiX NAKeTOB CrneayoLnNA:

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:l.1
</capability>
<capability>
Capability set 1
</capability>
<capability>
Capability set 2
</capability>
</capabilities>
<session-id>Session ID</session-id>
</hello>

NMPUMEYAHMUE: nakeT obmeHa BO3MOXHOCTSIMW, OTMPAaBMIEHHbIN OT KIWEHTa K cepBepy, He
MOXET codepxaTb naeHTudunkaTop ceaHca (<session-id>).

Mpumep obmeHa Habopammn BO3MOXHOCTEN Ha cepBepe:
<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf.capability:writable-

running:1.0</capability>
<capability>urn:ietf:params:xml:ns:yang:ietf-yang-types?module=ietf-

yangtypes&amp;revision=2013-07-15</capability>
<capability>urn:rg:params:xml:ns:yang:rg-tacacs?module=rg-

tacacs&amp;revision=2016-10-25</capability>
<capability>urn:rg:params:xml:ns:yang:rg-interfaces?module=rg-

interfaces&amp;revision=2016-10-25</capability>
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<capability>urn:ietf:params:xml:ns:yang:ietf-inet-types?module=ietf-
inettypes&amp;revision=2010-09-24</capability>

<capability>urn:rg:params:xml:ns:yang:rg-openflow?module=rg-
openflow&amp;revision=2016-09-26</capability>

</capabilities>

<session-id>28</session-id>

</hello>

Mpnumep obmeHa HabopaMm BO3MOXHOCTEN Ha KINNEHTE:

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>

</hello>

8.3.4. <get>

OTa onepauus wucnonb3yetca ANs MNONYYEeHUS [OaHHbIX KOHUrypauuum unmM COCTOSIHUSA
YyCTPOWCTBA.

dopmaT nakeToB, OTNPABNAEMbIX KIIMEHTOM, CNeayOLWNNA;
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf;params:xml:ns:netconf:base:1.0">
<get-config>
<filter type="subtree">
Configuration data (or state data) filtering rule
<ffilter>
</get-config>
</rpc>
dopmaT nakeToB, BO3BpaLLAEMbIX CEPBEPOM, CrieayoLLUN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:;params:xml:ns:netconf:base:1.0">
Acquired configuration data (or state data)
</data>
</rpc-reply>

Ecnv HM 04HO M3 NOOMHOXECTB AaHHbIX COCTOSIHUSA Ha YCTPOMCTBE HE COOTBETCTBYET NpaBuny
unbTpaLmm, yCTPONCTBO BO3BpAaLLAET NyCTON y3en AaHHbIX, NOKa3aHHbIN HUXE:

<?xml version="1.0" encoding="utf-8"?>

<rpc-reply message-id="message ID "
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>

8-142

@ §) QTECH

MWP [OOCTYNHEE



PykoBofacTteo no Hactponke cepus QSW-4700

Hactpoiika NETCONF W

</rpc-reply>

8.3.5. <get-config>

OTa onepauua ncnonb3dyeTcd Ana nofiyvyeHnA AaHHbIX KOHd)I/IpraLI,I/II/I yCTpOI;lCTBa. OH nony4yaeTt
noaMHOXeCTBa [OaHHbIX KOH(bVIpraU,I/II/I Ha OCHOBE pa3JinvHbIX OTBETBMNEHUN npasun
(.'bI/IJ'IpraLl,I/II/l, HO HE MOXeT NonyynTb AaHHble O COCTOAHUN yCTpOIZCTBa.

dopmaT nakeToB, OTNPABIISAEMbIX KITMEHTOM, CNeayHLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter type="subtree">
Protocol filtering rules
</filter>
</get-config>
</rpc>
dopmaT nakeToB, BO3BPaLLAEMbIX CEPBEPOM, CrieayOLLUN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
Acquired configuration data
</data>
</rpc-reply>

Ecnv HM ogHO M3 NOAMHOXECTB OaHHbIX KOH(Urypauuum Ha yCTPOWCTBE He COOTBETCTBYET
npasunam unbTpaLmm, yCTPOMCTBO BO3BpALLLAET NyCTON y3en AaHHbIX, NOKa3aHHbIA HUXe:

<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf;params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>

</rpc-reply>
8.3.6. <edit-config>

OTa onepauus uvcnonb3yeTcsa AN pedakTMpoBaHUA  KOHUrypauum Ha  OCHOBeE
npeaocTaBreHHOro onpeaeneHns Mogenu AaHHbiX 1 atpmbyToB onepaumu. MNMakeTtol edit-config
cogepxart naTb aTpubyTOB OnNepaunn, KOTopble yka3aHbl B onnucaHnm atpubyTta onepaumm ysna
KOHUrypauum B goctasrieHHbix XML-nakeTax. MaTe aTpubyToB cnegytowme:

merge: obbeanHAEeT OaHHble koHdUrypaumm B nakeTax edit-config, koTopble cogepxat 3TOT
aTpubyT, B yKasaHHbIN harn KoHdurypauumn yctponctea (mnu 6asy aaHHbIX). Ecnu gaHHble
KOH(Urypaumm He CyLLEeCTBYIOT, OHM CO34at0TCH Ha OCHOBE JOCTaBMEHHOIO KOHTEHTA.
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replace: ucnonb3dyeT AaHHble KOHUrypaumm B naketax edit-config, KoTopble cogepxart 3TOT
aTpubyT, AN 3aMeHbl CBA3AHHOrO y3na [AaHHbIX KOHurypauum B ykKasaHHOM dpaine
KOHpurypauum yctponctea (unu 6ase aaHHbIX). ECnn gaHHble KOHUrypauum He CyLiecTByIoT,
OHM CO3[alTCsl Ha OCHOBE [OO0CTaBMEHHOro KoHTeHTa. YcrtpouctBa QTECH BpemeHHO He
noadepXuBatoT 3Ty onepaumto. Ecnu Ttakonm aTpubyT AOCTaBneH, OH paccmaTpuBaeTcs Kak
aTpnbyT CNUsaHWS.

create: cos3gaeT B ykasaHHOM cbamne AaHHbIX KOoHdurypaumm (Mnm 6ase AaHHbIX) AaHHble
KoHgurypauum B nakeTax edit-config, koTopble cogepxat 3ToT aTpubyT. Ecnu aaHHble
KOH(purypaumm He CyLIECTBYIKOT, OHM CO34al0TCS Ha OCHOBE [OCTaBMEHHOro KoHTeHTa. Ecnu
AaHHble KOHMUrypaumm yxe CyLIeCcTBYIOT, BO3BpalLlaeTCsl nakeT rpc-error, a Ter oLwwmnobku
yKasbIBaeT, YTO AaHHbIE yXKe CYLLECTBYIOT.

delete: ynansieT gaHHble kOHUrypaumm B naketax edit-config, koTopble cogepXat aToT aTpmbyT,
13 ykasaHHOoro harvina gaHHbix koHdurypaumm (Mnmn 6asbl AaHHbIX). Ecnv gaHHble KoHurypaumm
YK€ CyLLeCTBYIOT, OHU yaanaiTcsa HanpsMyro. Ecnv gaHHble KOHUrypauum He CyLecTBYHOT,
BO3BpaLLaeTCH NakeT rpc-error, a Ter oWnbKN yKkasbiBaET, YTO JaHHbIE OTCYTCTBYIOT.

remove: yganseT faHHble KoHdwurypauum B naketax edit-config, koTopble cogepxaT 3TOT
aTpubyT, 13 yKasaHHOro pamna AgaHHbIX KOHUrypauum (unu 6asbl gaHHblX). Ecnv gaHHble
KOHUrypauum yxe CyLLecTBYIT, OHU yAansTcs Hanpamyto. Ecnn gaHHble KoHurypaumm He
CYLLIeCTBYIOT, 3Ta onepaums UrHopmpyeTcs u Bosspatlaetcs oteeT OK.

dopmaT nakeToB, OTNPABISAEMbIX KITMEHTOM, CreayoLnN:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target> <running/> </target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
Configuration data
</config>
</edit-config>
</rpc>

Ecnun nakeT He coaepXxuT y3en error-option, 3Ha4eHne 3Toro yana no yMonyaHuio paBHO Stop-
on-error, ykasbiBasi Ha TO, 4YTO, KakK TONMbKO KOH(WUrypauus ysna B MakeTe HeBepHa,
nocneagytowas KoHdurypauusi B TOM XXe NakeTe OCTaHaBNMBAETCS U rpc-error Bo3BpallaeTcs.
Ecnu B nakeTe HeT yana test-option, 3HayeHWeM 3TOro y3na rno ymonyaHuto apnseTcs test-then-
set. Ecnv nakeT He codepXuT y3en onepauuu Mo YMOMYaHWIO, 3HAYEHWeM 3TOro ysmna no
yMOI4YaHuio SIBNseTcs merge.

dopmaT nakeToB, BO3BpaLLAEMbIX CEPBEPOM, CrieayoLNN:
<?xml version="1.0" encoding="utf-8"?>

<rpc-reply message-id="message ID "
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
Ecnu nakeT cogepxuT y3en error-option, oopmat 06bI4HO CriegyoLwmi:
<?xml version="1.0" encoding="utf-8"?>

<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
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<edit-config>

<target> <running/> </target>
<error-option>behavior option in the case of a configuration error</error-option>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
Configuration data
</config>
</edit-config>
</rpc>

Y3en error-option sBnsieTca y3nom Tuna nepedncneHmnsa. OH MoxeT ObiTb YCTaHOBMEH B O4HO M3
cnefylowmx 3Ha4YeHun:

stop-on-error:  HemeASleHHO  OCTaHaBNMMBaeT  TEKyLyl0 orfepauuio  peaakTMpoBaHUA
KOHdUrypauum npu BO3HUKHOBEHUW MEpPBOM OWMOKM. ITO 3HAYEeHWe Mo YMOMYaHuio Ans
error-option. [laHHble KOHUrypaumm nepes owubKon B TeKyLleM nakete KOHurypaumm yxe
BCTYNalT B CUITY.

continue-on-error: npodormkaeT o6paboTKy AaHHbIX KOHdUrypaumu, Oaxe ecrnv BO3HUKaeT
owmnbka. Owwmbkn 3anucbiBaldTCs, U NOCre 3aBeplieHns Bcerd 06paboTkM Bo3BpalLaeTcs
coobueHne 06 owmnbke (To ecTb ANa BCeX OMBOK KOHpMrypaumm Bo3BpaLlaeTcs rpc-error).

8.3.7. <copy-config>

OTa onepauusi Ucnonb3yeTcs AN CUHXPOHU3AUMM HadanbHOW KOHUrypauum c TekyLien
KOHdpUurypaumen.

dopmaT nakeToB, OTNPABISEMbIX KITMEHTOM, CreayoLnIA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>
<target>
<startup/>
</target>
<source>
<running/>
</source>
</copy-config>
</rpc>
dopmaT nakeToB, BO3BpaLLAEMbIX CEPBEPOM, CrieayoLNN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
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8.3.8. <delete-config>

OTa onepauna ncnonbdyeTcd OnA yoaneHus HavarnbHoMn KOHCbI/IpraLl,VIVI yCTpOVICTBa. TeKyLLl,aFl
KOHd)I/IpraLl,I/IFI He MOXET ObITb yaaneHa.

dopmaT nakeToB, OTNPABIISAEMbIX KITMEHTOM, CneayoLLnN:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-config>
<target>
<startup/>
</target>
</delete-config>
</rpc>
dopmaT nakeToB, BO3BPaLLAEMbIX CEPBEPOM, CrieayoLUN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
8.3.9. <close-session>

OTa onepauusi ucrnonb3yeTcst OIS 3aKpbITUS TEKyLLero ceaHca, 0CBOOOXOEHUsi pecypcoB U
GNOKMPOBOK, M pa3pbiBa COEAUHEHNS.

dopmaT nakeToB, OTNPABSEMbIX KITMEHTOM, CreayoLLIWiA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<close-session/>
</rpc>
dopmaT nakeToB, BO3BpaLLAEMbIX CEPBEPOM, CrieayoLLUN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx" xmlns="urn:ietf:.params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.10. <lock>

CornacHo RFC6241, ata onepauuss ucnonb3yeTcs Ans OGrokumpoBkn 6asbl  AaHHbIX
KoHurypauum (cannos KoHUrypaumm) v npegoTsBpalleHnss OAHOBPEMEHHOIO M3MEHEeHUS
dannoB KoHUrypaumm yCTpOMCTBA HECKOSNTbKMMU WUCTOYHUKaMu (Takumun kak CLI, SNMP u
Heckonbko ogHoBpeMeHHbIXx ceaHcoB NETCONF), uTobbl nsbexatb HEHYXHbIX WU3MEHEHUN
KOH(purypaumun. YCTpoMCTBO YynpowlaeT 3Ty onepauuio M MOXeT TOSbKo npefoTepallatb
OLHOBpPEMEHHblE MOAMMUKALUMM (BbIMONIHEHNE KOHUIypauum) M3 HECKONbKUX CeaHCoB
NETCONF un obecneunBaet 6€30n1acHOCTb MOAUMMKALMN OAaHHBIX KOHpUrypaumu.
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(DOpMaT NakeToB, OTnpaBAeMbIX KITMEHTOM, CJ'IeLI,yI'OLLl,I/IIZZ

<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
<[target>
</lock>
</rpc>
dopmaT nakeToB, BO3BPaLLAEMbIX CEPBEPOM, CrieayOLLUN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
8.3.11. <unlock>

OTa onepaunsa ucrnonb3dyeTcs Ana pas3bnoknmposkn 6a3sbl AaHHBIX KOHUrypauumn (cdansb
KOHUrypauum; 3necb BbINONHAETCA KoHdurypaumsa Ha yctpouctee). <lock> wn <unlock>
ABNATCA NapHbLIMK onepaunusaMmu.

dopmaT nakeToB, OTNPABISEMbIX KITMEHTOM, CreayoLnIA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf;params:xml:ns:netconf:base:1.0">
<unlock>
<target>
<running/>
</target>
<funlock>
</rpc>
dopmaT nakeToB, BO3BpaLLAEMbIX CEPBEPOM, CrieayoLUN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.4. KoHdhurypauus

HacTtpoinTe napameTpsbl, CBA3aHHbIE C ayTeHTUdMKaumnen kaHana SSH, nepeg ncnonb3oBaHneM
NETCONF. Oinga HacTpownkn SSH cm. Security Configuration/HacTtpoiika SSH.
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KoHdurypauus OnucaHue u KomaHaa
HacTtpowka Candidate | (OnumoHanbHO) Wcnonb3yetca Ans  HACTPOWKM  cepsepa

Capability NETCONF

NETCONF, 4ytobbl OH BO3Bpalan knneHty candidate capability
npy obmMeHe BO3MOXHOCTSIMU C KITUEHTOM

netconf capability K Bknioyaet candidate capability wn
candidate NOATBEPXKAEHHbIE BO3MOXHOCTHU
NETCONF
Hactporika rollback | (OnumnoHanbHO) Wcnonb3yeTca Ans  HACTPOWKM  cepBepa

capability NETCONF

NETCONF gns obpaTtHou ¢cBs3u ¢ knmeHToMm o rollback-on-error
capability npn obmeHe BO3MOXHOCTAMMU C KITMEHTOM

netconf capability = Bkntouaet rollback-on-error capability
rollback NETCONF
HacTtponka validate | (OnumoHanebHo) Wcnonb3yeTca [Ansi  HacTpOMKM  cepBepa

capability NETCONF

NETCONF ansa obpatHou cBa3u ¢ validate capability knneHTy npu
obmeHe capability ¢ knmeHTOM

netconf capability | Bkntovaet validate capability
validate NETCONF
Hactponka dyHkumoHana | (OnumoHaneHo) Wcnonb3yeTcsa Onsi  HacTpOWKM  cepBepa

moaynsa YANG

NETCONF Ha 10, 4TOobGbl OH He nepefasan obpaTHO aTpubyT
YHKLMM KNNEHTY Npn obmeHe capability ¢ knneHTom

netconf feature-

disable

OTkntovaeT dyHkumoHan NETCONF

HacTpovika yBegomsieHus
MHorux _ Bepcun  (Multi-
version) moayns YANG

(OnuunoHanbHO) WMcnonb3yeTca Onsi HACTPOWKWM cepBepa Ans
0o0ObsBNEHMs BCEX BEPCUMN BCEX MNOOAEPXKMBAEMbIX MOAYIEN
YANG KnueHTy npu obmMeHe BO3MOXXHOCTSMMU C KITMEHTOM

netconf yang | HactpanBaeT oyHKUUM yBEOOMMAEHNSA O
multi-revision MHOrMx Bepcusax  moayns  YANG
NETCONF

8.4.1. HacTpouka Candidate Capability NETCONF
8.4.1.1. 3dbdeKkT KoHduUrypaumm

Cepeep NETCONF Bo3sepawaeT candidate capability u confirmed-commit capability npu obmeHe
capability ¢ knneHtom NETCONF (4epes nakeTbl Hello u nakeTtbl capability).
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8.4.1.2. lWlarn HacTponku

BkntouyeHue candidate capability n confirmed-commit capability NETCONF

KomaHga netconf capability candidate

Mo ymonuanmio | Candidate capability n confirmed-commit capability NETCONF Bkmto4eHbl
no yMOonyaHuio

Pexum komaHg | Pexxum rmobanbHon kKoHurypaumm

8.4.1.3. NMpumep KoHcurypauumn

BkntoyeHue candidate capability n confirmed-commit capability NETCONF
CueHapun:

NETCONF server NETCONF client

< [N

PucyHok 8-4.

Warn Bkntounte candidate capability n confirmed-commit capability NETCONF
HaCTPOWNKK

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf capability candidate

QTECH(config)#

8.4.2. HacTpowmka rollback capability NETCONF
8.4.2.1. dhdeKT KoHduUrypaumm

Cepeep NETCONF BosBpawaeTt rollback capability npu obmeHe capability ¢ knneHToMm
NETCONF (4epe3s nakeTtbl Hello n nakeTsl capability).

8.4.2.2. llarn HacTponku
Bknro4yeHue rollback capability NETCONF

KomaHga netconf capability rollback

Mo ymonuanuto | Rollback capability NETCONF BkrntoyeHa no ymonyaHumio

Pexum komaHg | Pexxum rmobanbHom KoHurypaumm
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8.4.2.3. NMpumep KoHdpuUurypauum

Bknro4yeHue rollback capability NETCONF

CueHapun:
NETCONF server NETCONF client
& * I
.
PucyHok 8-5.
Warun BkntoumTte rollback capability NETCONF
HaCTPONKK

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf capability rollback

QTECH(config)#

8.4.3. HacTpowmka validate capability NETCONF
8.4.3.1. AhdeKT KoHduUrypaumm

Cepeep NETCONF BosBpawaeT validate capability npu obmeHe capability ¢ knneHToMm
NETCONF (4epes nakeTtbl Hello n nakeTel capability).

8.4.3.2. LLlarn HacTponku
Bknro4yeHue validate capability NETCONF

KomaHga netconf capability validate

Mo ymonuaHuio | Validate capability NETCONF Bkmnto4eHa no ymMonyaHuto

Pexum komang | Pexum rnobanbHon KoHurypaumm

8.4.3.3. NMpumep KoHcpUrypaumm

Bknro4yeHue validate capability NETCONF
CueHapwui:

NETCONF server NETCONF client

< L

PucyHok 8-6.
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LWarun BkntounTe validate capability NETCONF
HaCTPOMKK
NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

QTECH(config)# netconf capability validate
QTECH(config)#

8.4.4. HacTpouka ¢pyHkumoHana moayna YANG

8.4.4.1. AhdeKT KoOHUrypaumm

Cepep NETCONF He BosBpalyaeT atpmnbyT pyHkummn moayna YANG npu obmeHe capability ¢
knneHtoM NETCONF (4epes nakeTbl Hello 1 nakeTsl capability).

8.4.4.2. lWlarn HacTponku

OTknioyeHune atpubyTa cpyHkummn NETCONF

KomaHpa

netconf feature-disable

Mo ymonyaHuo ATpunbyT doyHKUuMn NETCONF no ymOn4aHuio OTKNHYEH

Pexnm komaHg Pexunm rnobanbHon koHdurypauum

8.4.5. NMpumep koHdpUrypaumm

OTtknroyeHue atpubyTa cpyHkummn NETCONF

CueHapun:
NETCONF server NETCONF client
& »
=
PucyHok 8-7.
Warn OtkntounTe atprdyT pyHKumm moaynsa YANG
HaCTPONKK
NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

QTECH(config)# netconf feature-disable
QTECH(config)#
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8.4.6. HacTtponka yBepgomneHusas MHorux Bepcum (Multi-version) moaynsa
YANG

8.4.6.1. AhdeKT KoHdUrypaumm

CepBep NETCONF ob6bsiBnsieT Bce Bepcunm Bcex noaaepxumaemblx moaynen YANG Ha
ycTpouncTee npun obmeHe capability ¢ knneHtom NETCONF (4epes naketbl Hello).

8.4.6.2. NMpumevaHusn
e KomaHnga netconf yang multi-revision gomkHa OblTb HacTpoeHa A0 00bABNEHUSN
nakeTta capability (naketa Hello) cepsepa NETCONF.

o Komanga no netconf yang multi-revision gormkHa 6bITb HacTpoeHa A0 06bsBneHUs
naketa capability (naketa Hello) ceppepa NETCONF, n ogun moaoyns YANG moxet
00BbABUTL TOMBKO CBOK TEKYLLYK MOCMEAHION BEepcuio B Nakete yBeAOMSEHUS O
capability.

8.4.6.3. Warn HacTpounku

Hactpouka yBegomneHuss MHorux sepcum moayns YANG

e  OnuuoHarnbHo.

e  OTa koHdUrypaums gomkHa obiTb 3aBepLieHa go Toro, kak cepeep NETCONF o6bsaBuT
naket capability (naket Hello).

KomaHga netconf yang multi-revision

Mo ymonuaHuio | YBegomneHue Hormx sepcuin moaynst YANG BKHOYEHO MO YMOSYaHMIo

Pexum komang | Pexum rnobanbHon KoHurypawmm

8.4.6.4. NMpumep KoHcpUrypaumm
Hactpoika yBegomneHusa mHorux sepcun moayns YANG

CueHapun:
NETCONF server NETCONF client
=
PucyHok 8-8.
LWarun HacTponTe yBegomneHue mMHornx sepcun moaynst YANG
HaCTPONKK

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf yang multi-revision

QTECH(config)#
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9. HACTPOUKA GRPC
9.1. O630p

YaaneHHbIn Bbi3oB npoueayp Google (QRPC) — 310 npoTokon yaaneHHoro Bbi3oBa Npoueayp,
paspaboTaHHbii Google ana paspaboTkum cepBepHbix nporpamm. [Mpy Bbi3oBe NoKanbHOWM
npouenypbl CerMeHT KoAda BbINOMHAETCS Ha noKanbHOM YCTPOWCTBE ANSA  BbINOSIHEHUSA
onepaumn. [na RPC nonb3oBatenb CAyX0Obl M MNOCTaBLUMK MOTYT HaxXOAMUTbCA Ha pasHbIX
KOMMbloTepax, U KIUEHTY HYXXHO TOMbKO YBELOMUTb CEPBEP O BbIMNOMHAEMON onepaunn. 3ToT
3anpoc Ha orepaumio OTNpaBnsieTca Ha cepsep MO CeTU, U cepBep BO3BpallaeT pesynbTar
BbIMOMHEHNS KITUEHTY.

gRPC ucnonb3yeT 6ydepbl npoTokona Ans peanvsauuu cepuanusaumm v gecepuvanusauum
OaHHbIX U UCnoNnb3yeT MNPOTOKON nepefadn runeptekcta sepcumn 2 (HTTP/2) B kadecTtBe
NPoTOKONa Nepefayvn AaHHbIX A5 NOBbILLEHWS NPON3BOANTENBHOCTM.

MpoTokonbl U cTaHAapTbI
https://github.com/grpc/grpc

9.2. NMNpunoxeHus

MpunoxeHue OnucaHue

Tononorus One-to-one lMo3BonsgeT ogHOMY YCTPOWCTBY NepedaBaTb WHdOpPMaLMIo
gRPC Ha oguH cepsep

Tononorna One-to-many [Mo3BonseT ogHOMY YCTPOMUCTBY nepefdaBaTb WMHGOpMaLMIO
gRPC Ha HeckonbKko cepBepoB

9.2.1. Tononorusa One-to-one

9.2.1.1. CueHapum

OaHO NpoTecTMpoBaHHOE YCTPOMCTBO MOAKIKYEHO TOMBbKO K O4HOMY CepBepy M nepepaet
baHHble gRPC Ha cepBep, kak nokasaHo Ha PucyHke 9-1.

= rCl

PucyHok 9-1. Tononorus One-to-one

S: npoBepeHHoe yCTponcTBO Ans cbopa nHgpopmauum RPC.
MK: gRPC-cepBep ansa npuema nHgopmaunmn RPC.
9.2.1.2. PasBepTbiBaHue

e Y6Gepgutech, yto PC1 poctyneH gns S.
o  Bknounte dpyHkuuio gRPC Ha S.
e Ha S HacTpowTe cobbiTnsa, KoTopble ByayT NnepeaaBaTbCA Ha cepBep.
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9.2.2. Tononorusa One-to-many

9.2.2.1. CueHapun

OfHo NpoTecTnpoBaHHOE YCTPOMCTBO MOAKMOYEHO K HECKOIBbKMM cepBepam U OAHOBPEMEHHO
nepepaet gaHHble gRPC Ha cepBepsbl, kak nokaszaHo Ha PucyHke 9-2.

P 2 S S
< '@ <

-\.;

PucyHok 9-2. Tononoruns One-to-many

S: npoBepeHHoe YyCTporCTBO ans cbopa nHgpopmauun RPC.
MK: gRPC-cepBep ansa npuema uHdopmaumm RPC.

9.2.2.2. PasBepTbiBaHue
o Ybegutecb, yto PC1l n PC2 goctynHbl ansa S.
o Ybepgutech, uTto IP-agpeca PC1 n PC2 pasnnyatoTcs.
e  Bkmounte doyHkumnio gRPC Ha S.
e Ha S HacTtponTe cobbiTus, kKoTopble ByayT NnepedaBaTbCsl HA CEpBEP.

9.3. PyHKUUMN

9.3.1. basoBble KOHUenThbl

gRPC

gRPC — aT0 BbIiCOKONpOM3BOAUTENBbHAA MeXbasblkoBas cpega RPC ¢ OTKPbITbIM MCXOAHbLIM
KogoMm, paspaboTtaHHas Google. OH cooTBeTCTBYET NpoTokonam HTTP/2 u protobuf3.x.

Kanan
KaHan yctaHaBnmBaeTCcs Mexay YCTPONCTBOM U CEPBEPOM.

3arnywka
3arnywka — 370 06BbEeKT, CO3[4aHHbIV BO BpeMsi MyfbTUNNIEKCUPOBAHUS KaHana.
NMPUMEYAHME: JononHutenbHble cBegeHuns ob ycnoensax gRPC cm.
https://github.com/grpc/arpc.

9.3.2. 0630p

OcobeHHOCTb OnucaHue

Bkntoyvenne doyHkummn gRPC | BknoyaeT cnyx6y gRPC Ha ycTporcTBe. YCTPOMCTBO MOXET
cnyxute gRPC-cepBepoM ans nonyyeHus coobuieHun o
coBbITMAX ayTeHTudmKaumm 1 cbopa OaHHbIX UNN CIYXUTb
gRPC-knueHtom anga nepegayn gRPC-gaHHbIx
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Ocob6eHHOCTb OnucaHue

Mooaepxka pyHKLUMM BXOAa U I'Io,u,,u,epmMBaeT onepaunn Bxoaa u Bbixoga, UHWLIMMPOBAHHbIE

Bbixoaa gRPC cepBepoMm
Tunbl cobbITUN, MoonepxmeaeT cobbITns B peanbHOM BpEMEHM!,

nogaepxmpaemble gRPC nepmnogmnyveckme cobbITNs 1 cobbITUS c6opa OaHHbIX

[MprBA3Ka yKkasaHHOIo
MHTepdenca ang oTnpaBku
naketoB gRPC

MpuBasbIBaeT ykasaHHbIM MHTEPdENC ANs OTNPaBKU NakeToB

[NpeaBapuTenbHas
HaCTpOMKa CepBEPOB U1
COObITUNM, HA KOTOPbIE HY>KHO
noanucaTtbecs

MpensapuTenbHO HacTpamBaeT cepBepbl U CobObITUSA, Ha
KOTOpble He0BX0AMMO NoANMCcaTbLCS

[NpenBaputenbHas
HacTponka unHdopmaumm o
NnoJib3oBaTeNax Anga BXxoaa Ha
cepBepbl gRPC

MNpepBapuTenbHO HacTpavBaeT MHOPMaLIMIO 0
nonb3oBaTensx, BXOASLMX B CUCTEMY Ha cepBepax

9.3.3. Bknro4yeHue cyHkummn gRPC

HacTtponte gRPC, 3anyctnte cnyxobl knmeHta gRPC n cepeepa gRPC, HacTpoiTe cobbiTus
ANA NOANUCKM NS YCTPOUCTBA U nony4uTe cobbiTve NoAnNUCKW, OTNpaBneHHoe aucneTyepom
NETCONF, 4To6bl 3aBepLUNTL NPOLIECC CO34aHNSA OTYETOB O AaHHbIX gRPC.

9.3.3.1. MpuHUMN paboTbl

Cessb gRPC cooteeTctByeT npotokony HTTP/2. KnueHT mHMumMmnpyeT 3anpoc, u cepsep
OTBEYaeT Ha 3TOT 3anpoc, 4YTobbl 3aBepLnTb OaNH 0OMEH AaHHbIMW. 3anpoc AaHHbIX MOXeT
ObITb UHULMNPOBAH TOSBLKO KNMUEHTOM, M OANH OOMEH AaHHBIMU AOMKEH 3aKaHYMBATLCA OTBETOM
cepepa. CM. pUCYHOK HMXe.

—_—

Respond with the gRPC data .
gRPC client

processing result

gRPC server

€

gRPC server

Report gRPC data

gRPC

Send an acquisition
event message
Respond with the acquisition

gRPC client

event message result

PucyHok 9-3. Cesasb gRPC

e Hactponte cdyHkunio gRPC Ha ycTponcTtee S u 3anyctute cnyx6bl knmeHta gRPC u
cepsepa gRPC.

e YcTporctBo S nony4vaet coobuieHne o0 cobbiTM 3axBaTa OT cepBepa U oTBevaeT
cepBepy pe3ynbTaToM CoobLLEHNSI O COObITUM 3axBaTa.
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e Cnyxba cepBepa gRPC, HacTpoeHHas Ha yCTpOWCTBE S, OXuaaeT NOAMMCaHHOro
cobbiTnA, otnpasneHHoro ancnetyepom NETCONF.

e Cnyxb6a knueHta gRPC, HacTpoeHHasa Ha ycTponcTtee S, nepegaeT AaHHble gRPC Ha
cepBep gRPC Ha 0CHOBE NOANMCaHHOrO cobbiTUA 1 OXMaaeT oTBeTa.

9.3.4. Noppepxka hyHKUMM Bxoaa n Bbixona gRPC

gRPC noaaepxvBaeT onepauun Bxoda U Bbixoaa, MUHALUMUPOBAHHbIE CEPBEPOM.

9.3.4.1. NMpuHUMN paboTbl

nitiate @ 100N i)
‘,____———— message

g gRPC —b
commumcanon I PC1

o Conduct local authentication and respond \/
with the login result -

gRPC client

gRPC server

PucyHok 9-4. Bxog B gRPC

e Hactponte cyHkunto gRPC Ha ycTponcTtee S 1 3anyctute cnyxby cepsepa gRPC.

e YcTponcTBO S nony4yaeT coobLieHne 0 BXoAe B CUCTEMY, MHULIMMPOBAHHOE CEPBEPOM,
NPOBOAMT flOKasnbHy0 ayTEHTUMMKALMIO U OTBEYAET CepBepy C pe3ynbTaTtoM BXOAa B
cucTemy.

e Cnyxba cepepa gRPC, HacTpoeHHas Ha YCTPOWCTBE S, NonyyaeT TONbKo coObiTuS
NonyYeHns, HULUMPOBAHHbIE ayTEHTUPULMPOBAHHBIMU CepBepamMn Bxoaa.

Initiate al0gin el

dfp— message
— | —»tl PC1
communication ;
\\/

Delete local login information and
*— respond with the login result -

gRPC server .
gRPC client

PucyHok 9-5. Beixog ns gRPC

e Hactponte dyHkumio gRPC Ha ycTponcTtee S u 3anyctute cny0y cepsepa gRPC.

e YcTponctBo S nonydaeTr coobLlieHMe O BbLIXOAE M3 CUCTEMbI, WMHULMMPOBAHHOE
CcepBepoOM, yaanseT fokanbHy CoBNagarLLyo MHopMaunio Ansi BXoda B CUCTEMY U
OTBEYaeT CepBepPY C pe3ynbTaToM BbiXxoda U3 CUCTEMBI.

e Cnyxba cepepa gRPC, HacTpoeHHas Ha ycTponctBe S, 6Gonblie He nony4vaer
COObITMA NONYYEHUS, MHULMMPOBAHHbIE OTKIMOYEHHBIMU CEpBEPaMU.

9.3.5. Tunbl cobbITUN, NoanepxmnBaembie gRPC

gRPC noggepxuBaeT Tpyu Tvna COObITMI: COObLITMA B pearnlbHOM BPEMEHW, MEepUOAMNYECKUE
cobbITs 1 cobbITnA cbopa AaHHbIX.

9.3.5.1. NMpuHUMN paboTbl

CobbiTa B peanbHOM BpemeHn: CoObITMS peanbHOro BPEMEHW WCNONb3YT MOPOor
cpabatbiBaHNA cobbiTMa B kayecTBe ycnosus ana cbopa uHgopmaumm. Korga gocturaercs
nopor cpabatbiBaHUsA coObITUS, YCTPOUCTBO cobmpaeT uHgopmMaumio 1 nepegaet cobpaHHyto
MHdopmaumio Ha cepsep.
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Mepuogunyeckme cobbitna. MHdopmauma o6 ycTponcTee cobmpaeTcs Ha OCHOBE BPEMEHHOTO
nHtepeana. Korga HacTynaeT uHTepBar, YCTPOMCTBO cobupaeT uHdopmaumio u nepenaet
cobpaHHyto MHpopMaumio Ha cepBep.

CobbITnsA cbopa AaHHbIX: COoBblTMe cGopa AaHHbIX MHULMMPYETCS cepBepoM Ansa 3anpoca
AaHHbIX 3a pas. MNMocne nony4eHns coobLleHNsa yCTPOCTBO cobupaeT MHdopmaLuio U nepegaeT
cobpaHHyo MHGOopMaLMIO Ha cepBep.

9.3.6. MNpuBA3ka ykazaHHOro uHtTepdenca ana ornpaBku naketoB gRPC

9.3.6.1. MpuHUMN paboTbl

Mocne Toro kak amcnetdyep NETCONF oTtnpaBnseTr Ha ycTponctBo komaHgy gRPC ang
cOo3[aHuA kaHana, yCTpPOMCTBO cO3[JaeT COKeT nepepq OTNpaBKOW NakeToB Ha cepBep, YTOObI
BbIMOMHUTE OMepaunio MNPOBEPKM CBA3U ANd NPOBEPKM [OCTYNHOCTU MyTU. YCTPOMCTBO
oTnpasnseT nakeTbl gaHHblx gRPC Ha cepBep TOMbKO MNpu Hanuuuu nytu. o ymonyaHuio
CO3[aHHbIN COKET CnyyYanHbiM 06pa3om NpuBA3bIBaeT MCXOOHbLIN aapec nopTta yCTponcTea Ang
oTnpaBku ping-naketoB. Korga cepBep nomydaeT TOMbKO NakeTbl C YKaA3aHHOrO WMCXOAHOrO
agpeca, NyTb He MOXET CcTaTb AOCTYMNHBIM NOCre BbiNonHeHns genctena gRPC no ymonyaHuto,
1 nakeTbl AaHHbIX gRPC He MoryT ObiTb 3arpy’>KeHsbl.

MoaTomy npuBA3bIBaiTE yka3aHHbIN UCXOAHbIN agpec Npy co3gaHum cokeTa, 4Tobbl NpoBEPUTL
AOCTyNHOCTb NyTU. Taknum obpasoM, nakeTbl AaHHbIX gRPC MoryT 6bITb 3arpy>eHbl NpaBuiibHO.

9.3.7. NMpepBapuTenbHasA HacTpoMKa cCepBepoB U COObLITUA, Ha KOTopble
HY>XHO nognucaTbCcA

9.3.7.1. MpnHUMN paboTbl

YCTpPONCTBO MOXET 3apaHee co3aBaTb cepBepbl U COObITUS, HA KOTOPbIE HYXXHO noanucaTbCes,
C MOMOLLIbIO KOMaH[, UM MOXHO CMOAENMPOBaThb KOHTpONNep Ans yBeAOMIIEHUS YCTPOUCTBA O
cepBepax 1 cobbITUAX, Ha KOTopble HYXXHO nognucatbes, Yepe3 NETCONF.

YCTPONCTBO MOXET yaansiTb CepBepbl U COOLITUSA, HA KOTOPbIE NOANNCAHbI, C MOMOLLILI KOMaHS,
UM MOXHO CMOLENMPOBaTb KOHTPOMMep ANns yBeAOMSIEeHUsI YCTPOWCTBaA O cepBepax U
cobbITUSX, Ha KOTOpble He nognucaHsbl, Yepe3 NETCONF.

9.3.8. NpeaBapuTenbHasa HacTpoMka MHcpopmMmaumm O nonb3oBaTenax AN
BXxoaa Ha cepBepbl gRPC

9.3.8.1. NMpuHUMN paboTbl

YCTpPOMNCTBO MOXET 3apaHee co3faBaTb Nosfib3oBaTenen ansa Bxoga Ha ayTeHTMUUNpoOBaHHbIe
cepBepbl C MOMOLLbIO KOMaHA, UM cepBep MOXHO MMUTUPOBATL, YTOObI MHNLMMPOBATL 3anpoc
Ha BXO[, NPOMTU ayTEHTUUKALMIO U COXPaHUTb MHGOPMAaLMIO O NOMb30BaTENAX, BOWEALWNX B
cucTemy.

YCTpPOMNCTBO MOXET yAansaTb NOfNb30BaTesNien, BOWeALWMX B CUCTEMY, HA ayTEHTUMPULMPOBAHHBLIX
cepBepax C MOMOLLbIO KOMaHA, UM MOXHO MMUTUPOBaTb CepBep, YTOObI MHMLMMPOBaTL 3anpoc
Ha BbIXOA W3 CUCTEMbI U yaanuTb MHAOPMALMIO O NONb30BaTENSsIX, BOWEALNX B CUCTEMY.
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9.4. KoHdurypauusa

KoHdurypauus

OnucaHve n kKomaHAaa

BknroyeHne dyHKUUM
aRPC

(Ob6sasatenbHo) WcnonbsyeTca ana BkmoyveHus @yHkumm gRPC.
Moanucka v npepocTaBrieHne OTYETOB O JaHHbIX NOAAEepPXMBaKOTCS
TONbKO nocne Bkrto4YeHus dyHkunn gRPC

grpc Cospaer pexum gRPC nu
BKMtovaeT yHkumo gRPC
Hactponka pexnma | (OnymoHanbHo) Wcnonb3yeTca ans HaCTPOWKK pexnma
ayTeHTudvkaumm 1 | ayTeHTudmkaumm n atpubytos ayteHTudmkaumm cepsepa AAA ons
atpubyToB dyHkumMmn gRPC Bxoaa v Bbixoga, koraa Tpebyetca ayTeHTudmkaums
ayTeHTudmKaLumm npuv BxoAe Ha cepsep
cepeepa AAA ans
yHKUMM _BXOOA U | 5y then login {local | | HactpauBaeT pEXUM
Bbixoga gRPC authentication mlist} ayTeHTMdMKaUMM Ans BXxoda Ha
cepsep
authen aaa-config {retry times | HacrpauBaet KONN4ecTBO
timeout second} MOBTOPHbIX MOMbITOK BXoda W
Bpems oXngaHus ans
ayTeHTudmkaumm cepsepa AAA
HacTtponka TmnoB | (O6sas3atenbHbin)  Mcnonb3yeTcss  Ons HAcTPOWMKM  yKa3aHHbIX
cobbITUM noanncaHHbIX coObITUN
noaaepXnBaemblx
gRPC subscr realtime enable BknioyaeT Bce noanucaHHble

cobbitna gRPC B peanbHOM
BpEMEHU

subscr sample enable

BkntoyaeT Bce noanucaHHble
nepuvogudeckne codbbitua gRPC

subscr-sample-interval interval

YcTaHaBnueaet MHTepBan
TavMmepa Ana  nepuoguyeckmx
cobbITnn
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subscr-realtime-interval {all | YcTtaHaBnuBaet Bpems
interval | realtime json-event | nogaBnenus  ans cobbITUM
interval} pearnbHOro BpeEMeEHN
MpuBA3ka yka3aHHOro | subscr-source-interface MpuBs3biBaeT YKa3aHHbIN
UHTepdenca ans | interface type interface-number UHTepdenc  ans OTnpaBKku
OoTnpaBku NnakeToB naketoB gRPC
aRPC
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KoHdurypauus OnucaHue u KomaHaa
MpenBaputensHas user-server ip-address port-id MpenBapuTensHO  HacTpavBaeT
HacTpoiika CepBepOB cepBepbl, KoTopble MoryT
n cobbITUN, Ha noAnMCbIBaTbCA Ha COObLITUS
KOTOopble HY)KHO
PP e e type json-event value value MpenBapuTenbHO  HacTpavBaeT

cobbITUS ans noanmcKu

YKa3aHHOIro cepsepa

MpegBaputensHas user-client id user-name ip- | lpegBapuTenbHO HacTpavBaeT
HacTpouka address NMHpOopMaLIMIO O Nosib3oBaTensx,
nHopmaLmm o BOLUEALWMX B CUCTEMY CEPBEPOB
nonb3oBartengx Aansd gRPC

BX0da Ha CcepBepbl

gRPCc

9.4.1. Bknro4yeHue cpyHkumm gRPC

9.4.1.1. 3hdeKT KoHdUrypaumm

Bknitounte cnyx6bl knneHTa gRPC 1 cepeepa gRPC.

9.4.1.2. NpumeyvaHun

o (ObGecneybTe ceTeBOE NOLKIHOYEHNE MEXDY YCTPONCTBOM U CEPBEPOM.
e WpeHTudomkaTop nopTta fiokansHoro cepeepa gRPC — 50 051.

9.4.1.3. Llaru HacTpouku

Bknro4yeHune ¢pyHkumm gRPC
e ObgszaTtenbHbIN.

e Bknounte dyHkumio gRPC Ha kaxgom yYCTPOWCTBE B pexume rrobanbHon
KOHUrypauum, ecnm He ykasaHo MHoe.

KomaHpa

grpc

Mo ymonyaHuio

PDyHKkuma gRPC oTkntoyeHa Nno yMmonyaHuo

Pexnm komaHa

Pexunm rmobanbHon koHdurypauum

PykoBogcteo no
NCNOSb30BaHMIO

Mcnonb3ynTe aTy kOMaHgy onda co3ganns aksemnnsapa gRPC, BknioyeHns
dyHkumMmn gRPC 1 nepexoga B pexunm HacTporikm npouecca gRPC.

Cnyx6bl gRPC-knneHta n gRPC-cepBepa co3galoTcs OAHOBPEMEHHO,
korga BkntoveHa yHkuma gRPC. KnueHntckaa cnyxb6a gRPC 3arpyxaet
AaHHble Ha cepBep, B TO BpeMs Kak cepBepHas cnyxba gRPC
aHanuanpyet coobLleHns ayTeHTMdukaumm n coobieHns cbopa gaHHbIX,
OTNpaBfeHHbIE C cepBepa
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9.4.1.4. NpoBepka

3anyctute komaHgy show grpc status, 4tobbl 0TO6pasnTb Bpemsa paboTbl NOCNE BKITHYEHMUS
dyHKkumm gRPC.

9.4.1.5. NMpumep KoHduUurypaumumn
NMPUMEYAHUE: onncaHa TonbKo KoHUrypaums, cesasaHHasa ¢ gRPC.

BknioyeHue cpyHkunmn gRPC
CueHapwit: ceTeBasi CBA3b Mexay YCTpolcTBoM S n PC1 paboTaeT HopmarnbHO.

192.168.1.0/30

= H0/49
S

PC1

PucyHok 9-6. Tononorust One-to-one

Warun Bkntounte cpyHkuuio gRPC.

HaCTPOIKu Hactponte WAN-nopt

S S(config)# grpc
S(config-grpc)# exit
S(config)# interface HundredGigabitEthernet 0/49

S(config-if-HundredGigabitEthernet 0/49)# ip address 192.168.1.1
255.255.255.252

MpoBepka | lNponuHrynTe agpec cepsepa M NPOBepPbTE, MOXHO JIM YCMeLHO NPOMNMHroBaTb
agpec.

MpoBepbTe, BKAoYeHa Nn dyHkumss gRPC

S S# show grpc status

9.4.2. HacTponka pexuma ayteHTUdMKaumm m atpmdbyToB ayTeHTU(pMKaumm
cepBepa AAA pna cpyHKumMn Bxoaa n Bbixoaa gRPC

9.4.2.1. 3hdeKT KoHduUrypaumm

YcTtaHoBUTE pexnm ayTeHTudmkaumm dyHkumm Bxoga u Bbixoga gRPC B pexum ©6e3
ayTeHTMdomKaumKn, nokasnbHy ayTeHTudukaumoo AAA vnn ayTeHTMdUKaumio cepsepa AAA
(BpemMS oxXmnaaHns N KONMYeCTBO MOBTOPHbIX MOMbITOK MOXHO HACTPOUTD).

9.4.2.2. NMpumeyaHun

e [Ina ayteHTudmkaummn cepsepa AAA HeoBXOAMMO BKOUUTL PEXMM HOBOM MOAENMN.
e Pexum 6e3 ayTeHTumkaumm He pekoMeHayeTCs.
e He pekomeHayeTCsa M3MEHATb BPEMSA OXMAAHMSA U KOFIMYECTBO NOBTOPHbLIX MOMbITOK.
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9.4.2.3. lWarn HacTpouku

Hactpouka pexuma ayteHTUpuKkaumm pyHKuMm Bxoaa n Bbixoaa gRPC
e  OnuuoHanbHbIN.
e  BbINonHWTe 3Ty HACTPOIKY NO Mepe HeoBXoAUMOCTH.

e 3anyctute komaHay authen login Ha TpebyeMoM yCTPONCTBE B pexume KoHurypaumm
npouecca gRPC, ecrnu He yka3aHO MHoOe.

KomaHga authen login {local | authentication mlist}
Onucanwne local: ncnonb3yeT nokanbHytd 6uBNMOTEKY MMEH mnonb3oBaTenen ang
napameTpoB ayTeHTUmkaummn. ITo pexnm ayTeHTUUKaLmMmM No YMONMYaHUIO.

authentication: wncnonb3dyeT ykasaHHbIA cnMcoK cepBepoB AAA ans
ayTeHTudmkaumn.

mlist: ykasbiBaeT umsa cnucka AAA

Pexum komaHp
no yMOJSi4aHuto

JlokanbHbIM BXOA4 HACTPOEH MO YMOSYaHWIO, TO €CTb HAacTpOeHa KoMaHaa
authen login local.

Pexwum koHdurypaumm npouecca gRPC

PykoBoacteo no
NCMNOMb30BaHUIO

lMocne nony4yeHust 3anpoca Ha BXO4 C cepBepa YCTPOMCTBO Bblbupaet
nokanbHyto ayteHTudukauno AAA, ayTeHTUdukaumio cepsepa AAA mnu
pexum 6e3 ayTeHTMdUKauum no mepe HeobxoammocTtu. Korga
ayTeHTuumkaumsa  nNpoxoauT  YCMeLWHO, YCTPOMCTBO  3anucbiBaeT
nHdopmaumio O nornb3oBaTtene gngd Bxoda B cuctemy, a uMeHHo IP-agpec
N NMS Nonb3oBaTens cepBepa. YCTPONCTBO OTBEYAET TOMbKO Ha 3anpochl
COObITUM  MONyYEeHUs,,  WHULUMMPOBAHHbIE  AyTEHTUMOUUMPOBAHHBLIMU
cepsepamu

Hactpouka atpubyToB ayTeHTUdUKauum cepsepa AAA ansa pyHKUMKM BXxoaa n

Bbixoaa gRPC

e  OnuyuoHarnkeHo.
e  BbInonHuTe 3Ty HACTPOKKY NO Mepe HeO6X04MMOCTH.
e He pekomeHayeTCs U3MEHATb 3Ty KOHUIypauuio Ha YyCTPOWCTBE, €CfN He yKa3aHo

MHoe.
KomaHga authen aaa-config {retry times | timeout second}
Onucanne retry: 3agaeT KONIM4ECTBO MOBTOPHbIX MOMLITOK ayTeEHTMdMKALUMK cepBepa
napameTpoB AAA.
times: ykasblBaeT KONMMYECTBO NOBTOPHbLIX MOMbLITOK. 3Ha4YeHMe konebneTcs
ot 1 go 100
Onuncanne timeout: ycTaHaBnvBaeT BpeMs OXugaHusa Ang ayteHTudukaumm cepsepa
napameTpoB AAA.
second: ykasbiBaeT BpeMs OXunaaHus B cekyHaax. 3HaYyeHne HaxoauTcs B
AunanasoHe oT 0 go 300, a 3HayeHne O ykasbiBaeT, YTO ayTeHTUdMKaLms
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CYUMTaEeTCa HeygavyHoOM nocne nosfyvyeHus coobuweHnss o6 ucteveHun
BpeMeHu oxngaHna cepsepa AAA

Mo ymonyaHuio
Pexum komaHg,

Konu4yectBo NOBTOPHbIX MNOMbITOK MO YMOJIHYaHUKO pPaBHO 1, a Bpemsa
OXnoaHugd no ymos4aHuio paBHO 4 CeKyHOaMm.

Pexum koHdurypaumm npouecca gRPC

PykoBoacteo no
NCNONb30BaHNIO

Mcnonb3ynte 93Ty KOMaHOy [Ansi HacTPOWKM KONMMYecTBa MOBTOPHbIX
MoMbITOK ayTeHTUMKaUMM U BPEMEHW OXuaaHus Ons  pexumma
ayTeHTubmkaumm cepeepa AAA B crydae Bxoda Ha cepsep. He
pekoMeHayeTCs U3MEHATb KONNMYECTBO NOBTOPHLIX MOMbITOK MO YMOSTYaHUIO
U Bpems oxuaaHud. Bbonblloe KONMYecTBO MOBTOPHLIX MOMbITOK WMWK
HenpasuUNbHOE BpeMs OXuOaHus MOXeT npueecTu K Bnoknposke AAA Ha
15 MmHYT (Bbl MOXETE 3anycTuUTb koMaHay clear aaa local user lockout all,
4TO6bI CHATL BrnokupoBky AAA)

9.4.2.4. NpoBepka

3anyctute komangy show running, 4Tobbl NPOBEPUTL NPABUIBHOCTL KOHUrypaLumm.

9.4.2.5. Npumep KoHcpUrypaumm

NMPUMEYAHMUE: onncbiBaeTCcA TONbKO KOHpUrypauus, ceasaHHasa ¢ gRPC.

Hactpouka pexnma ayteHTUudmkaumm pyHKuMmM Bxoaa n Bbixopa gRPC
CueHapun: CeTeBasi cBA3b Mexay ycTponctBom S n PC1 ocyliectensaeTcs B 06bIMHOM pexXmmMe.

g =

192.168.1.0/30

PucyHok 9-7. Tononorusa One-to-one

HaCTPONKK

Warn Bkntounte dyHkuuto gRPC.

HacTtpointe pexum HoBOW Mogenu ayteHTudukaumm AAA n cnmcka mlist ¢
nmeHem test

S S(config)# grpc
S(config-grpc)# authen login authentication test

Mpoeepka | NpoBepbTe, NpaBUIbHO MM COXpaHeHa KOHurypaums.
[MpoBepbTe, MOXHO N yCMNEeLHO NPONUHroBaTb YCTPOMCTBO ¢ NK-knueHTa.
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I'IpOBepre, mMoxeT nu MNMK-knneHT npoBoaAuUTb ayTeHTVI(bI/IKaLI,I/II'O naenatb 3arnncun

S# show running

S# show grpc client

9.4.3. HacTtpo#ka TunoB cobbITUK, noaaepxuBaemMbix gRPC

9.4.3.1. 3hdeKT KoHUrypaumm

BkniounTb BCe noanMcaHHble cobbITUSA peanbHOro BpeMeHu YCTPONCTBRA.
BkniounTb BCe noanucaHHble nepuoanyeckme cobbiTust yCTPONCTBA.
N3meHuTe Bpems Tarimepa 4ns Nepuoanyeckmx cobbITui.

9.4.4. NMNpnmeyaHus

CobbITusA, Ha KOTOpble MNOANUCaH cepBep, BCTYNAT B CUMY TOMBLKO NOCIe TOro, Kak yka3aHHble
coBbITUA C NOANMUCKON HACTPOEHbI Ha YCTPOMCTBE.

9.4.4.1. lWarn HacTponku

BknroyeHne noanuckmn Ha coobITuA yCTpOﬁCTBa

Obsa3aTenbHbIN.
3anyctute komaHgy subscr realtime enable, 4ToObl BKMOYMTE BCE MOAMMCAHHbIE
cobbITMA peanbHOro BpeMEHN YyCTPOMCTBA.

3anyctute komaHgy subscr sample enable, 4Tob6bl BKMOYMTL BCE MOAMMCAHHbIE
nepuoanyeckmne cobbiTMs yCTPONCTBa.

3anyctute komaHgy show grpc channel [ counter ] ana otobpaxeHus cobbiTui
peanbHOro BpeMeHU/Nepuoamyecknx CcoObITUIA, NOAMUCAHHbIX CEepBEepOM, unu Ans
oToOpaxkeHnss CTaTUCTUKN.

KomaHga subscr [realtime | sample] enable
Onuncanne realtime: ykasbiBaeT nognvMcaHHble cobbITUS B peasibHOM BpeMEHM.
napameTpoB

sample: yka3biBaeT Ha nognucaHHble nepvoanyeckne cobbiTus

Mo ymonuaHuio | Mognucka Ha cobbiTMst B peanbHOM BpeMeHu/nepuognyveckme cobbiTus

OTKJ1HO4EHA NO yMOon4aHuto

Pexum komang | Pexum koHdurypauumn npouecca gRPC

PykoBogcteo no | lNocne HacTporikn coObITUIM, HA KOTOPbIE HYXHO MoanMcaTbCd, Mpouecc
ncrnone3oBaHuto | gRPC oxungaer, noka gucnetdyep NETCONF oTnpaButT nognmMckm Ha

cobbitne. Korga nonyyeHHoe coobOuweHne O noanucke coBnagaet C
nokanbHbiM cobbiTnem, Tpebytowmm noanucku, npouecc gRPC BkntodaeT
dyHKumo otrnpaskn AaHHbIX gRPC o cobbiTum Ha cepsep. lNocne Toro, Kak
aucnetyep NETCONF oTnpaBnseT oTka3 oT nognucku Ha cobbitue, ecnm
nonyyeHHoe coobueHne o6 oTkase OT NOANUCKM COBMAAAET C JIOKanbHbIM
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cobbiTnem, Tpebytowmm nognuckn, npouecc gRPC oTknovaeT yHKUMIO
oTnpaekn aaHHbIX gRPC o cobbiTnm Ha cepsep.

Ecnu npouecc gRPC He HacTpavBaeT nognucku Ha cobbiTve, npouecc
gRPC He BbiNonHAeT HuWkakon obpaboTku npu NonyyvyeHun noanucku Ha
cobbITnsa nnun oTkasa ot noanucku ot amcnetdyepa NETCONF

HacTponka uHTtepBana Tanmepa ons nepmoanyYeckmux coobITum
e  OnuuoHanbHo.
e  BbInonHuTe 3Ty HACTPOIiKy MO Mepe HeoBX0aUMOCTH.

e 3anyctute komaHgy subscr-sample-interval Ha TpebyemMoM yCTpOMCTBE B pexunme
KoHgurypauum npouecca gRPC, 4to0Obl M3MeHUTb WHTEpBan TanWmepa [Ans
nepnoanyecknx cobbITUn, €Criv He YkasaHo UHOe.

KomaHga subscr-sample-interval interval
OnucaHue interval: ykasbiBaeT nokanbHO HaCTPOEHHbI MHTepBan Afs OTYETOB O
napameTpoB nepuoanyecknx cobbiTnsiXx B cekyHaax. 3HadeHue BapbupyeTcs oT 1 ao

65 535, a 3HayeHne No ymonyaHuio pasHo 10

Mo ymonyaHuo

WMHTepBan TanMmepa MO yMONYaHUO AN Nepuoanmyeckux cobbiTui
Ncnonb3yeTcs No YMOn4yaHuio

Pexum
KOHdourypaumm

Pexum koHdurypaumm npouecca gRPC

PykoBogcteo no
MCNONb30BaHNIO

lMocne Toro, kak nognucaHHoe nepuoanyeckoe cobbiTe YCTPOMCTBa
BkrtodueHo 1M NETCONF manager oTtnpaBnseTr  nognMcaHHoe
nepuogmyeckoe cobbitne, npouecc gRPC 3anyckaer Tanmep
nepuoanyeckoro cobbitna n otnpasnsetT gaHHble gRPC Ha cepsep,
KOTOpbIA noanucbiBaeTca Ha cobbite. Korga nepuvoanyeckoe cobbiTue,
otnpansemoe NETCONF manager, He COOEPXWUT BPEMEHHOIO
WHTepBana, WHTepBan TauMepa onpegensercs KomaHgonm subscr-
sample-interval. Ecnn nepuogudeckoe cobbiTve, oTnNpaBnsemMoe
NETCONF manager, coaepXxuT uHTepBan Tanmepa, 3TOT WHTepBan
TanmMmepa umeeT NPenMyLLLEeCTBEHHYIO CUny

Hactpoika BpemMeHn nogaBneHnsa Ans coobITUM pearibHOro BpeMeHu
e OnuuoHanbHo.
e  BbinonHuTe 3Ty HACTpONKy No Mepe Heo6XxoaMMOCTH.

e 3anyctute komaHgy subscr-realtime-interval Ha TpebyemoM yCTPOWCTBE B peXunme
KoHdurypaumm npouecca gRPC, 4yTtoObl M3MeHUTbL Bpemsi NogaBfieHUst COObLITUN B
pearbHOM BpeMeHU, eCINn He YKa3aHOo UHoe.

KomaHga subscr-realtime-interval {all interval | realtime json-event interval}
Onuncanne all: ykasbiBaeT, YTO KOH(pMrypaums BrnvsieT Ha Bce cobbITUS B pearnibHOM
napameTpoB BPEMEHM.
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realtime: ykasblBaeT, 4YTO KOH(Urypaumss BCTynaeT B CuUNy nNpw
onpeAeneHHoOM CobbITUN peanbHOro BPEMEHMW.

json-event: YKa3bIlBaeT TUM HACTPOEHHOIO cobbiTus B peasibHOM BpeMEHMN.

interval: 3agaeT uHTepBan nogasneHnsa ona npegocTaBneHns OaHHbIX O
coObITUAX  peanbHOro BPEMEHM B  MUMMAMCEKyHAax. 3HadeHue
Bapbupyetca ot 1 go 1000000, n cobbiTua peanbHOro BPEMEHWU MO
YMOMYaHMIO HE NOAABMAITCS

Mo ymonyaHuto CobbiTnA B peanbHOM BpEMEHW HE NOAABMASAITCS MO YMOMYaHMIO.
Pexum Pexum koHdurypaumm npouecca gRPC
KOHcpurypawmm

PykoBogcteo no | lMocrne ToOro, Kak YCTPOMCTBO akTMBMpyeT nognucaHHoe cobbiTne
NCMNOSb30BaHUIO peanbHOro BpeMeHu, ecnu cpabaTbiBaeT NOpPoroBoe 3Ha4YeHne cobbiTus,
reHepupytoTCa nakeTbl peanbHOro BpEMEHU U OTNPaBASIOTCA Ha CepBep,
KOTOpbIN MmognucbiBaeTca Ha cobbitve. Korga noporoBoe 3HayeHue
cpabaTbiBaeT 4acTo, 3a KOPOTKUA NPOMEXYTOK BPEMEHN rEHEPUPYETCA U
oTnpaBnseTcs Ha cepBep 60NbLLIOE KONMYECTBO NAKETOB. [JaHHbIE B 9TUX
naketax MoOryT OblTb OAMHAKOBLIMWM, HO 06paboTka 3TUX MakeToB
3HAUYNTENBHO YBENMYMBAET Harpysky Ha YCTPOWCTBO U cepBep. YToObI
npegoTBpaTUTb 3TOT Cryvan, 3anycTute Komangy subscr-real time-
interval ana nogaBneHWss reHepaumm HOBbIX MNaKeTOB AN COoObITUI
peanbHOro BpEMEHU B TEYEHME ONpeaerieHHOro nepmoaa BpeMeHu

9.4.4.2. NpoBepka
e 3anyctute koMmangy show grpc subscr realtime, ytobbl 0TO6pa3nTb NOANUCAHHbIE
cobbITMA B peanbHOM BPEMEHW.

e 3anyctute komaHgy show grpc subscr sample, 4To6bl 0TOGpPa3NTL NognMcaHHbIE
nepuoguyeckne cobbitus.

e 3anyctute komaHgy show grpc channel [counter], 4ToGbl oToGpasuTe IP-agpec,
naeHTudmkaTop nopta n NoANMCaHHbIE COObITUA cepBepa UM 0TOOPa3nTb PasNUYHYO
CTaTUCTUKY.

9.4.4.3. NMpumep KoHcpUrypaumm

BknroyeHne noanuMckn Ha cobbITUA B pearbHOM BpeMeHU YCTPOUCTBa
CueHapuin: ceTeBas cBs3b Mexay ycTponctBom S n PC1 paboTtaet HopmarnbHO.

192.168.1.0/30
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PucyHok 9-8. Tononorna One-to-one
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Warn e  Bknwounte cpyHkumo gRPC (onyweHo).
HacTpovkiA e YcTaHoBUTE COBLITUE pearibHOro BPeMeEHU M3MEHEHNSI KOHUIypaLmm
CLI, Ha KOTOpble HYXXHO NOANUCATbLCA.
e MeHegpkep NETCONF nognucbiBaeTcsi Ha coObITUE W3MEHEHUSs
KoHpurypaumm CLI B peanbHOM BpeMeHH
S S(config)# grpc
S(config-grpc)# subscr realtime enable
Mpoeepka | 3anyctute komaHay show grpc subscr realtime, 4T0Obl 0OTO6pa3nTb
KOSIMYECTBO CEpPBEPOB, KOTOPbIE NOANUCANNCHL Ha COBLITUE B peanibHOM BPEMEHN
nameHeHus koHurypauum CLI.
3anyctute komaHay show grpc channel [counter], 4TO6bl OTOOpa3uTL
IP-agpeca, ngeHTudmkaTopbl NOPTOB MU NOANUCAHHbIE COBLITUS CEPBEPOB UMK
PasnnyHyto CTaTUCTUKY
S S# show grpc subscr realtime
S# show grpc channel counter

BknroyeHne noanuckn Ha nepuoanyYeckue codbITUA yCTPOMUCTBA
CueHapun: ceTeBas cBa3b Mexay ycTponcteom S n PC1 paboTtaet HopManbHO.

192 168.1.0/730

ey 10149
S ——

S PC1

PucyHok 9-9. Tononorua One-to-one

Warn
HaCTPONKK

o Bknrounte dpyHkumo gRPC (onyweHo).
e Hactponte nepunogundeckoe cobbitne DCB PFC ansa nognucku.

o Menempkep NETCONF nognucbiBaeTcs Ha nepuoamyveckoe cobbiTne
DCB PFC

S(config)# grpc

S(config-grpc)# subscr sample enable

MpoBepka

3anyctuTte KomaHgy show grpc subscr sample, 4Tobbl 0TOGPa3UTL KONMYECTBO
CepBEpPOB, KOTOpble NOANMNCaHbI Ha nepuoanyveckoe cobbiTne DCB PFC.

3anyctnte komaHgy show grpc channel [counter], u4TO6bl OTO6pa3uTb
IP-agpeca, naeHTMdMKaTOpbl MOPTOB U NOAMUCAHHbIE COOLITUSA CEPBEPOB UMK
pasnMyHy CTaTUCTUKY

(@ arecy
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S S# show grpc subscr sample

S# show grpc channel counter

HacTponka uHtepBana Tanmepa ons nepmoanyYeckmux coobiTum
CueHapuii: ceTeBasi cBA3b Mexay ycTpoincteoM S n PC1 paboTtaeT HopMarbHo.

192.168,1.0/30

£ H49 .
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PucyHok 9-10. Tononorusi One-to-one

Warn e Bknwounte cpyHkumo gRPC (onyweHo).

HaCTpOVKK e YcTaHOBUTE MHTepBan AMNs NepUOANYECKOrO NOMYyYeHUs NMOANMCaHHOTO

nepuogmyeckoro codbitnsa Ha 10 cekyHa

S S(config)# grpc

S(config-grpc)# subscr-sample-interval 10

MpoBepka | 3anycTute NpUMEPHYO KOMaHAy show grpc subscr, 4Tobbl 0TO6pa3nTb MHTEpBan
Tanimepa BcexX MOANMCAHHbIX NEPUOaNYECKNX COBbITUI

S S# show grpc subscr sample

HacTponka BpemeHn nogaBneHns onsa coobITUN pearibHOro BPeMeHMU
CueHapun: ceTeBas cBa3b Mexay ycTponctBom S n PC1 paboTtaet HopmarsbHO.

| 8
PCA

PucyHok 9-11. Tononorust One-to-one

192.168.1.0/30
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Warn o Bkntounte dyHkumo gRPC (onyweHo).

HaCTpOVKK e YcraHoBUTe Bpemsi nogaeneHust Ha 500 Mc ANs BCeX MOAMMCAHHBIX
co6bITUI B peanbHOM BpeMeHH

S S(config)# grpc

S(config-grpc)# subscr-realtime-interval all 500
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Mpoeepka | 3anyctute komaHgy show grpc subscr realtime, 4yTobbl 0TOGPa3NTL BpeMs
noJasneHns BCex NoAnMCcaHHbIX COObITUIA B pearlbHOM BpeEMEHMU

S S# show grpc subscr realtime

9.4.5. MNpuBA3Ka ykazaHHOro nHtepdenca ana ornpasBku naketoB gRPC

9.4.5.1. 3hdeKT KOHUrypaumm

gRPC ucnonb3yeT IP-agpec ykazaHHOro uHTepdeica Ansa oTnpaBky NakeTos.

9.4.5.2. NMpnmeyvaHusn

o  (CBs3aHHbIN UHTEPdENC AOIMKEH BObITh BKIOYEH.

e [Insa cBA3aHHOro nHTtepdenca HeobxoamMmo HacTpouTb IP-agpec.
9.4.5.3. lWarn HacTpouku

MpuBA3ka ykazaHHOro nHtepcenca ana ornpaBku naketoB gRPC
e  OnuuoHarnbHo.
e  BbIinonHute 3Ty HACTPOKKY NO Mepe HeOBXOANMOCTH.

e 3anyctute koMaHgy subscr-source-interface Ha Tpebyemom yCTpOWCTBE B pexunme
HacTpouku npouecca gRPC, ecnv He yka3aHo MHoe.

9.4.5.4. NpoBepka

3anyctute komaHay show running, 4Tobbl NPOBEPUTL NPaBUNBHOCTL KOHUrypauuu.

9.4.5.5. CBsAA3aHHble KOMaHAbI

MpuBA3ka ykazaHHOro nHtepcenca ana ornpaBku naketoB gRPC

KomaHga subscr-source-interface interface-type interface-number
Onuncanne interface-type interface-number: yka3sbiBaeT umsa nHtepdenca
napameTpoB

Mo ymonuanmio | gRPC cnyyvanHbimM 06pa3om npmBa3bIBaeT MCXOAHBLIN adpec Afis OTNpaBku

PexuM KoMaHz NnakeToB MO yMOJ14aHulo.

Pexunm koHdurypaumm npouecca gRPC

PykoBogcteo no | JenctBne gRPC no co3gaHvio kaHama Mo YMOSTYaHWK 3akniovaeTcs B
MCMNOMb30BaHMIO | ClyYamHOW MPUBA3KE agpeca MCTOYHMKa Ana OoTrnpaBkM naketoB. Korga
cepBep Mofny4yaeT NakeTbl TOMbKO C YKa3aHHOro agpeca WCTOYHMKA,
aencteme gRPC no ymonyaHunio He MOXeT COOTBETCTBOBaTb TpeboBaHNSAM
npunoxexnus. B atom cnyyae 3anyctute komaHgy subscr source-
interface, 4Tobbl ykazaTb agpec NCTOYHUKA ANSA OTNPaBKU NaKkeToB

9.4.5.6. NMpumep KoHcpUrypaumm

NMPUMEYAHMUE: onnckiBaeTcAa TONbKO KOHpUrypauus, ceasaHHasa ¢ gRPC.
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NMpuBAa3ka ykazaHHOro nHtepcenca ansa ornpasku naketos gRPC
CueHapuii: ceTeBasi cBsi3b Mexay ycTpoincteoM S n PC1 paboTtaeT HopMarbHo.

192.168,1,0030

g HO/49 <~ t\})l

- PC1

PucyHok 9-12. Tononorust One-to-one

Warun Bkntounte cpyHkuuio gRPC.

HaCTPOKN Hactponte WAN-nopt

S S(config)# interface HundredGigabitEthernet 0/49
S(config-if-HundredGigabitEthernet 0/49)# ip address 192.168.1.1
255.255.255.252

S(config-if-HundredGigabitEthernet 0/49)# exit
S(config)# grpc
S(config-grpc)# subscr-source-interface HundredGigabitEthernet 0/49

MpoBepka | NpoBepbTe, NPaBUMBHO NIM COXPaHEHa KOHMUrypaums.

MponuHryinTe agpec cepeepa U NpoBepbTE, MOXHO M YCNELIHO NPONUHIoBaTh
agpec.

lMpoBepbTe, MOryT N YCTPOMUCTBO M cCepBep npaBuiibHO B3anMOOEeWCTBOBaTb
Apyr ¢ opyrom

S S# show running

S# show grpc channel

9.4.6. NpepgBapuTenbHasa HaCTpPOMKAa CepBepoOB U COObLITUM, Ha KOTOpble
HY)XHO noanucaTbCA

9.4.6.1. 3hdeKT KoHdUrypaumm

lMocne npenBapuTENbHOM HACTPOWMKA CEPBEPOB M COOLITMIA, nogfexawmx nognucke, Ha
cepBepbl MOXXHO OTMPAaBMSATb OTYEThI O CBA3aHHbIX cobbITMaX gRPC.

9.4.6.2. NMpumeyaHun

e Agapec u ngeHTudukaTop nopTa cepBepa AOMKHbI ObITb AENCTBUTENBHBLIMN.
e  CoObITVs U NapameTpbl ANs NOANUCKM OOSMKHbI ObITb NPaBUITbHBIMU U ENCTBYHOLLUMU.
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9.4.6.3. lWarn HacTpouku

NMpeaBapuTenbHas HaCTPoMKa cepBepa, KOTOPbIA MOXeT NOANUCLIBAaTLCA Ha
coobITnA

e (ObOgA3aTenbHbIN.

KomaHga user-server ip-address port-id
Onucanne ip-address: ykasbiBaeT IPv4-agpec cepsepa.
napameTpoB

port-id: ykasbiBaeT naeHtndmkaTop nopta cepeepa

Pexum komang | Pexum koHdurypaumm npouecca grRPC

PykoBoacteo no
NCMNOMb30BaHUIO

Mcnonb3ynte aTy KOMaHOy ANs nNpegsBapuTenbHOro Cos3faHus ykasaHHOro
KaHana cepsepa u nepekntodeHnsa Ha Pexxum noanuckm cepsepa gRPC.

B atom pexmMme MOXHO HaCTpOUTb cobObITUA KaHana, Ha KOTOpPbIE HYXHO
noanncaTbCA.

YCTPONCTBO MOXET 3apaHee co3faBaTb CepBepbl U COObITUS, HA KOTOpPLIE
HY>XHO MoAnucaTbCs, C MOMOLLBI0 KOMaHA, MM MOXHO CMOAenvpoBaTb
KOHTpONnep Ans yBeoOMIIEHWs YCTPOMCTBA O cepBepax U cobbITMAX, Ha
KoTOpble Hy>HO nognucaTbes, Yepe3d NETCONF.

YCTPOMCTBO MOXET yAansaTb cepBepbl M COObITUSA, HA KOTOPbIE NOANUCAHbI,
C MNOMOLLbID KOMaH4, WM MOXHO CMOAENnMpoBaTb KOHTponnep Ans
yBEAOMINEHNS YCTPOWCTBA O cepBepax W CoObITUSX, HA KOTOpble He
nognucatbl, Yepe3s NETCONF

NMpeaBapuTenbHas HaCTPOUKa COObLITUI, HA KOTOPbIe HY)XHO NnoanNMcaTbLCA
o (OObsizaTenbHbIN.

KomaHga type json-event value value

Onuncanne json-event: ykasblBaeT TN cobbiTus. MNMNogpobHee CM. B BbIBOAE KOMaHAbI
napamMmeTpoB show grpc subscr | include json

OnucaHue value: HacTpanBaeT 3HayeHVe napameTpa, T. €. MOPOroBoe 3HavyeHue Ang
napameTpoB coObITM B peanbHOM BpPEMEHM W BPEMEHHOW WHTepBan Ans

nepnoanyecknx cobbitunm

Pexnm komana

Pexum nognncku cepepa gRPC

PykoBoacteo no
NCNOSb30BaHMIO

Hactporite cobbiTua v napameTpbl Ans NOAMUCKA Ha KaHar, KoTopble
O0JKHbI cooTBeTCcTBOBaTh KOHGUrypaumm B NETCONF

9.4.6.4. NpoBepka

e 3anyctute komaHgy show running, 4Tobbl MPOBEPUTL NPABUIIBHOCTb KOHUIypaumm.

e 3anyctute KomaHay show grpc channel, 4To6bl NpoBEPUTL NPaBUIIBEHOCTL CEPBEPOB
1 cobbITUA, NoANEeXaLUmx Noanmcke.
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9.4.6.5. NMpumep KoHcpuUurypauumn

NMPUMEYAHMUE: onnckiBaeTCcAa TONbKO KOHpUrypauus, ceasaHHasa ¢ gRPC.

MpeaBaputenbHasi HacTpoMKa cepBepoOB U COObLITUM, HA KOTOpble HYXHO
nopgnucaTbecs

CueHapuii: ceTeBasi cBA3b Mexay ycTpoincteoM S n PC1 paboTtaeT HopMarbHo.

192 168.1.0/730

gjﬂsw — t:eJ

S PC1

PucyHok 9-13. Tononorust One-to-one

Warun Bkntounte cpyHkuuio gRPC.

HACTPOUKN | Hacrpoitte kaHan.

HacTtponTe Tmn nognunckn

S S(config)# grpc
S(config-grpc)# user-server 192.168.0.1 12345
S(config-grpc-us)# type 0x10000000 value 10

MpoBepka | NpoBepbTe, NPaBUMBHO NIM COXPaHEHa KOHMUrypaums.

MponuHryinTe agpec cepeepa u NPOBEPbTE, MOXHO NN YCNELUHO MPOMUHIoBaTh
agpec.

lMpoBepbTe, MOryT N YCTPOMUCTBO M cCepBep npaBuiibHO B3anMOOEeWCTBOBaTb
Apyr ¢ opyrom

S S# show running

S# show grpc channel

9.4.6.6. PacnpocTpaHeHHble OWNOKK

[MoporoBoe 3HayeHne onda coObiTUN B pearlbHOM BPEMEHM HaxoauTcsl B AnanasoHe oT —1 oo
100, BpeMEHHOM MHTEpBan ANs Nepuoanyveckmx cobbiTUA HaxoamuTcs B gvanasoHe oT —1 Oo
65 535, n Heob6x0aMMO UCMOb30BaTh CYLLECTBYHOLWMUI TUM. B NpoTMBHOM crydae KoHdurypauus
He BCTYMaeT B CUJTy U HE COXPaHSIETCA.

9.4.7. NpepBapuTenbHasa HacTpoMka MHcgpopmaumm o0 nonb3oBaTensax AN
BXxoaa Ha cepBepbl gRPC

9.4.7.1. 3dbdeKT KoHduUrypaumm

lMocne Toro, kak MHdopmauunsi 0 nonb3oBaTene ang sxoga Ha cepsep gRPC npegBapuTensbHO
HacTpoeHa, UHopmaumsa MoxeT OblTb NPaBUIbHO NOMyYeHa Ans 3anpocoB cobbiTuii cbopa
aHHbIX, MHULUMNPOBAaHHbLIX yKa3aHHbIM cepBepom gRPC.
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9.4.7.2. NMpnmevaHun

e Anapec cepBepa OoMmKeH ObiTb 4EACTBUTENbHBIM.
e WpeHTudmkaTop nonb3oBaTeNs, BOWEALLErO B CUCTEMY, AOIMKEH ObiTb YHUKANbHbBIM.

9.4.7.3. CBAA3aHHbIe KOMaHAbI

MNpenBaputenbHaa HacTpoMka MHdOpMauuMM O nonb3oBaTensx BXoda Ha

cepBep gRPC

e (ObOgA3aTenbHbIN.

KomaHga user-client id user-name ip-address
Onucanne id: ykasblBaeT ngeHTudukaTop SlormHa nonb3oBatens.
napameTpoB

user-name: ykasblBaeT UMS Nosfb3oBaTens (He ceA3aHHoe ¢ GubnuoTekomn
AAA; MmoxeT BblTb HE 3aperMcTpMpoBaHHbIM NOSb30BATENEM).

ip-address: ykasblBaeT paspeLleHHbIn agpec

Pexum komaHg

Pexwum koHdurypaumm npouecca gRPC

PykoBoacteo no
NCMNOmnb30BaHUIO

YCTpOMCTBO MOXET npedBapuTenbHO co3faBaTb Monb3oBaTenen nns
BXOOA Ha ayTeHTUUUMPOBAHHbIE CepBepbl C MOMOLLLbI0 KOMaHg, Wnun
cepBep MOXeT ObITb CMOAENMPOBaH A8 UHULMMPOBAaHUS 3anpoca Ha BXOf,
NPOXOXAeHUs  ayTeHTUUKaUMM U COXpaHeHus  MHdopMauum o
Nonb30BaTeNsX, BOLWEALIMX B CUCTEMY.

YCTpPOMNCTBO MOXET yaanaTb Monb3oBaTenen, Bowelux B CUCTEMY C
ayTEHTUMOMLNPOBAHHbLIX CEPBEPOB, C MOMOLLBD KOMaHg, Win cepsep
MOXeT OblTb CMOOENMPOBAH OJ19 MHULUMPOBAHWS 3anpoca Ha BbIXog w3
cUcTeMbl U ydaneHusa uHGopMaumMm O MNoNb3oBaTendx, Bowenlwunx B
cuctemy

9.4.7.4. NMpoBepka

e 3anyctute komaHgy show running, 4ToObl NPOBEPUTL NPABUIbBHOCTb KOHGUIYpPaLIMN.

e 3anyctute komaHgy show grpc client, 4ToGbl 0OTOGpa3uTL MHGOPMALUIO O
nonb30BaTensx, BOWEeALMNX B CUCTEMY.

9.4.7.5. NMpumep KoHcpUrypaumm
MPUMEYAHUE: onnckiBaeTcAa TONMbLKO KOHUrypauus, ceasaHHas ¢ gRPC.

MNpeaBaputensHass HacTpoilka MHdOpMaLMM O Nonb3oBaTensAX BXoAa Ha

cepBep gRPC

CueHapuin: ceTeBas cBa3b Mexay yctponctBom S n PC1 pabotaet HopmarnbHO.

192 168.1.0/30

gjﬂm 9 — %H

o

- PC1

PucyHok 9-14. Tononorusa One-to-one
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LWarun Bknounte cpyHkumio gRPC.
HaCTPOMKK

HaCTpOIZTe I/IHCbOpMaLl,I/II'O O nonb3oBaTene AnAa Bxoga Ha yKa3aHHbIIZ cepBep

S S(config)# grpc
S(config-grpc)# user-client 12345 test-user 192.168.0.1

Mpoeepka | MpoBepbTe, NPABUMLHO N COXPaHEHA KOHUrypaLuus.

MponuHryinTe agpec cepBepa M NPoBepbTe, MOXHO NN YCNeLHO NPONUHIoBaTh
afapec.

MpoBepbTe, MOXHO N NONYy4YMTb MHpopMaLMO ANs 3anpoca cobbiTus cbopa
OaHHbIX, MHULIMMPOBAHHOIO CEPBEPOM

S S# show running

S# show grpc client

9.5. MOHUTOPUHr

9.5.1. OumncTKa

NMPUMEYAHMUE: BbLinonHeHve koMaHg clear MOXeT NPUBECTUM K NOTEpe >KU3HEHHO BaXXHOW
MHdopMaumm 1, Takum 06pasom, K NpepbiBaHNIO paboThl crnyxo.

OnucaHune KomaHga

Ounwaer CTaTUCTUKY cepBepa, | clear grpc channel [ip-address port-id] [counter]
KOTOpbI MOXET MNOANUCLIBATbCA Ha
cobbiTns gRPC

Ounwaet pgaHHble o nepuoanyeckux | clear grpc subscr [sample] [counter]
cobbiTnsax gRPC 1 cobbITnsX peanbHoro
BpEMEHM

9.5.2. OToGpaxeHune

OnucaHue KomaHaa

Otob6paxaet IP-agpec, wugeHTudmkatop | show grpc channel [ counter ]
nopTa v noanucaHHble cobbiTna cepBepa Unm
pasnu4yHble CTaTUCTUYECKME AaHHbIE

OtobpaxaeT NMHopmaLmio o show grpc client
nonb3oBaTensax, BOLIEAWNX B CUCTEMY Ha

cepsepax gRPC

OTtobpaxaeT Tekywee coctosHne gRPC show grpc status
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OnucaHue

KomaHpa

OtobpaxaeT  cTaTycChbl

n CTaTUCTUKY

NOANMCaHHbIX COOLITUIA HA YCTPOCTBE

show grpc subscr [realtime | sample]

9.5.3. OTnapgka

NMPUMEYAHMUE: cuctemHble pecypcChl 3aHATbI NPy BbIBOAE OTNag04HON MHpopmaumu. Moatomy
OTKIIOYanTe nepeknovaTens 0TNaakmM cpasy nocne Ncnosib3oBaHus.

OnucaHue

KomaHpa

Otnagka dyHkumn gRPC

debug grpc { all | event }

(@ arecy
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10. HACTPOUKA IFA U PSR
10.1. O630p

AHanusaTtop BHyTpunonocHoro notoka (IFA) u otyeT ©O cTatuctuke naketoB (PSR)
oGecneynBatoT OYHKUNIO BbIBOPKM ANst BU3yanusaumm tpadumka. |IFA MOXHO ncnonb3oBaTb ANs
TOYHOrO onpeaeneHus Nyt N 3agepXkn nepechbinki onpegeneHHoro Tpaduka, nHKancynauum
Takon MHdopMaumm B nakeTbl NPOTOKOMa nonb3oBatenbcknx gatarpamm (UDP) u oTnpasku
nakeToB Ha cepBep KNMeHTa Ang aHanmsa. PSR MOXHO MCnonb3oBaTb 418 Nepuoguyeckon
BblOOpkn 6a3bl AaHHbIX ynpaeBneHuss (MIB) uHTepdperica M cTaTUCTUKM  MHTepdenca,
WHKancynaumm tTakom nHdopmaumm B naketsl UDP 1 0TNpaBkn NakeToB Ha cepBep KIIMEeHTa.

lNMpoTokonbl U cTaHAapTbI
CobcTBeHHbIN npoTokon QTECH.

10.2. NMpunoxeHusn

MpunoxeHue OnucaHue

Busyanusauus tpadvka OtbupaeTr Tpadmk wuHTepdenca B JOKaNbHOM CeTU WU
oTnpaBnsieT pesynbTtaTtbl BblIOOPKM Ha cepBep Ans aHanuaa
Tpadumka, 4Tobbl 4OCTUYL LIENN MOHUTOPUHIa CETU

10.2.1. Busyanunsauusa tpaduka

10.2.1.1. CueHapun

Kak nokasaHo Ha PuvcyHke HWXe, pelueHue ANs Bu3yanusaumum Tpaduka HACTPOEHO AN
MOHUTOPMHIra obmeHa gaHHbIMK Mexay cepepamu 1 1 2. CeTeBble YCTPOUCTBA MEXAY ABYMS
cepBepaMn ynpoweHbl A0 Tpex YCTPOWCTB, MOKa3aHHbIX Ha PUCYHKe, a KOoHdurypauums
ONYLUEHHbIX MPOMEXYTOYHbIX YCTPOMCTB Takas e, Kak u nepeknioyatens 2. Boibopka IFA
BKMOYEHA Ha nepeknioyaTene 1, ycTponctee Hadvana Bblbopku. B naketbl BbiGopkn IFA
pobaensietcss none metagatbl (MD) Ha kommyTaTope Hadvana BblGOpkM 1, MPOMEXKYTOYHOM
nepekntoyatene ycTpoMCTBa 2 W MepeknyaTenie KOHEYHOro YyCTpoucTBa Bblbopkn 3
nocrnegoBaTenbHO, U KOMMYTaTop 3 OTNpaBNsAeT NakeTbl Ha cepeep IFA ons aHanmaa.

hu0/1 hud/2
tel 13 tel /14 . tel 15 tel/ /16
—— ﬁ ——
Server 1 switchl switchd switch3 Server 2

PucyHok 10-1.

10.2.1.2. Pa3BepTbiBaHue

e HactponTe loopback-nopt IFA Ha koMMmyTaTope 1 1 HacTpoWTE CBA3aHHbIV C BbIOOPKOW
IFA ACL, yactoTy Bblbopkn n none MD, koTopble ByayT 0o6aBnATLCA K NakeTam Ha
UHTepdence BbIGOPKN.
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e Ha kommyTaTope 2 HacTpounTe nHTepdenc BolbopkM, YTOObI 406aBUTL B NakeTbl None
MD.

e Ha kommyTtatope 3 HacTpouTe WMHpopmauuio O cepeBepe U HacTpontTe MHTepdenc
BbIOOPKM, 4TOOLI 100aBUTL None MD B nakeThl.

e Hactponte Bbibopky PSR Ha niobom kommyTatope ansa BbiBoga MIB u ctatuctukm
nHTepdenca BolOOPKN.

10.3. ®DyHKUUMU

10.3.1. ba3oBble KOHUeNnTbI

Ncnonb3ya ceTeBble YCTPOWCTBA B KayecTBe Y3MOB UM UHTEPdENCHI YCTPOWUCTB B KayecTse
OCHOBHbIX €AuHUL, BbIDOPKW, BU3yanuaaums Tpaduka ncnonb3yeT annapaTHble MUKPOCXEMbI
Ana BbIGOPKM M OTNpaBkM MHAOPMaUMW O MyTAX MNepecblrikn Tpaduka Ha cepBep Ans
MOHUTOpUHra Tpaduka. Takum obpas3om, COCTOsHNE Tpadmka MOXKHO OTCMEXMBATbL B pexvme
peanbHOro BpeMeHu, a UCKMYeHNs Tpadmnka MOXHO CBOEBPEMEHHO NAEHTMdUUMPOBaTb, TEM
cambliM obecneymBasa HopmMmarbHYH U cTabunbHyto paboTy cetu. Bolbopka IFA 3akntovaetca B
aobaBneHun MHMoOpMaumMmM O KOHKPETHOM Tpaduke, Takoh Kak NyTb U BpPeMeHHas MeTKa, K
naketam, uHkancynauum naketoB B UDP-naketbl n otnpaske UDP-nakeToB Ha cepsep Ans
aHanusa. Bbibopka PSR 3aknioyaetca B nepuoavyeckoMm MNpocMoTpe WHdopmauum o
KOHKPEeTHbIX MHTepdencax.

10.3.2. O630p

OcobeHHOCTbL OnucaHue

Boibopka IFA O6pabaTbiBaeT nNakeTbl, NpoOxXoaslne Yyepes nHTepdencol, n oTnpasnsaeT
nX Ha cepsep Ans o6paboTku

Bolbopka PSR | Nepuognyeckn otnpasnser MIB, Oycdep u gpyrylo nHbopmaumio
MHTepgenca Ha cepBep

10.3.3. Bbibopka IFA

MakeTbl, KOTOpbIE NPOXOAAT Yepe3 UHTepdencol, 0bpabaTbiBalOTCA U OTNPABMIAIOTCS Ha cepBep
anst obpaboTku.

10.3.3.1. NMpuHUKMN paboTbl

B KOHTpoOnMpyemown ceTu HavaribHOE M KOHEYHOE YCTPOMCTBa MOHMTOpuHra IFA moryt 6biTbh
BblGpaHbl N0 Mepe HeOBXOONMOCTU, U MOXET BbiTb HECKONMBbKO MPOMEXYTOYHbIX YCTPOMCTB. Ha
Ha4anbHOM YCTPOMCTBE, KOraa nakeTbl NPoOXoddaT Yepes nHrepdenc Buibopkn IFA, nHtepdenc
BbIMOfHsAeT 00paboTky BbiGopkn IFA gna naketoB, cooTBeTcTBytowmx ACL, Ha ocHoBe
KOHcurypaumm Boidopkn nHTepdenca. ObpaboTka BknovaeT gobaBneHne 3aronoBka garyuka
INT (meTka gatumka, gnvHa 3arpysku, SN n gpyras nHdopmaumsi) n nonst MD (naeHTudpmnkatop
YyCTPOWCTBA, MHOpMaLnNa O BXOAE/BbIXOAE U BPpeEMEHHasi MeTka Bxoaa/Bbixoaa). OyHkums IFA
ncnonb3yet loopback-nHtepdernc ons nepechbinkM NakeToB, MOMEYEHHbIX 3arofIloBKOM AaTyuka
INT, yepes ncxogHoeii Bxog. None MD Takke Heobxoaumo 0o00aBnATb K MakeTam, KOraa OHu
NPOXOAAT Yepes MPOMEXYTOYHbIE YCTPONCTBA U KOHEYHOE YCTPOMUCTBO. KOHEeYHoe yCTPOMCTBO
WHKancynupyet pesynbTaTbl Bbloopku IFA B nakeTsl UDP u otnpasnseT ux Ha cepsep IFA ons
aHanu3aa. NyTb 1 3agepxka NepecbInikn onpeaeneHHoro Tpadgumka MoryT 6biTb onpegeneHbl Ha
ocHoBe nong MD u gpyron nHgopmauumn B naketax IFA.
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10.3.4. Bbibopka PSR

Mpun BbIGOpPKE PSR MIB 1 cTatncTnka HTEepdenca nepmoamyeckm OTNpaBniaoTca Ha cepeep.

10.3.4.1. NMpuvHUUN paboTbl

Bbibopka PSR npegHasHadeHa gns 3arpysku MIB (nHdopmauusa o6 yctponctee) n 6ydepHon
WHopMaumMn (COCTOosIHME WHTepdenca M CTaTUCTUKa nepedadn U MoNyyYeHWs NakeToB)
nHtepdenca Ha cepsep. [lo wuctevyeHnn wHTepBana BbIOGOpPkM PSR  Bbileyka3aHHas
nHpopmaumsa 06 nHtepdence nHkancynupyetca B UDP-nakeTbl 1 oTNpaBnsaeTcst Ha cepBep Ans
aHanusa.

10.4. OnucaHue npoaykKTa

NMPUMEYAHUE: B HacTosllee BpemMss B KadeCTBe KOHe4yHoro ycrtpowuctsa IFA MOXHO
ncnonb3oBaTb TONbKO ycTponctea cepumn QSW-4700-56F. MoaTomMy TONMbLKO YCTPONCTBaA cepun
QSW-4700-56F moryT wuHkancynupoBaTb naketbl Bblbopkn IFA  u  oTnpaBnsaTb
WHKaNCcynMpoBaHHbIE NaKeTbl HA YKa3aHHbIN cepBep.

NMPUMEYAHUE: B HacTosllee BpemMss B KadecTBe KOHe4yHoro ycrtpowuctsa IFA MOXHO
ncnonb3oBaTb TONbKO ycTponctea cepumn QSW-4700-56F. MoaTomy TONMbLKO YCTPONCTBa cepun
QSW-4700-56F nopaoepxuBaloT HACTPOMKY WMHOpMauMm O cepBepe, U MOXHO HacCTpOUTb
TOSMbKO OAMH CepBep.

NMPUMEYAHUE: B HacTosiee Bpemsi B kadecTBe HaudanbHOro ycrtpownctea IFA MoOxHO
ncnonb3oBaTb TONbKO ycTponctea cepumn QSW-4700-56F. MoaTomy TONMbLKO YCTPONCTBa cepun
QSW-4700-56F nogaepxusatot kKoHdurypaumo IFA ACL ans seibopku.

NMPUMEYAHUE: B HacTosilee Bpems B KadecTBe HayanbHOro ycrtpouctea IFA MOXHO
ncnonb3oBaTb TOMbKO ycTponctea cepun QSW-4700-56F. MoaTomy TOMbKO yCTPOMCTBA cepun
QSW-4700-56F nogaepxumBatoT koHUrypauuto xocTt-nopta IFA.

NMPUMEYAHMUE: B HacToswee Bpems ycTponcTtea cepum QSW-4700-56F He nogaepkmeatoT
dunbTpaumio nakeToB BbliGopkn IFA.

10.5. KoHdurypauus

KoHdurypaums OnucaHue u KomaHaa

HacTponka ocHoBHbIX | (OBsizaTenbHo) Mcnonb3yetcsa Ans yCTaAHOBMEHWUSI COEAMHEHUS Y

dbyHkumn IFA obmeHa OaHHbIMW MEXOY KOHEYHbIM YCTpOMCTBOM BbiGOpok IFA un
cepBepom
ifa server server-name source HactpaunsaeT cepsep IFA
ifa send-server server-name HacTtpanBaeT nmsa cepsepa, Ha

KOTOPbIA OOSMKHbI OTMPaBNATLCA
nakeTbl IFA nHtepdeica

(O6s3aTenbHO) Ncnonb3yeTca Ans BKNOYEHUA yHKUMM BbIGopku IFA

ifa set-loopback interface | HactpanBaeTt
interface name loopback-nHtepderic IFA
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KoHdurypauus

OnucaHve n kKomaHAaa

HacTporika oCHOBHbIX

byHkumn IFA

ifa acl

HactpaneaeT ACL, cBA3aHHbIN C
BblGopko IFA, un  vacTtoTy
BbIGOPKM

ifa set-header md

[JobaBnseT  none MD B
3aronoBoK NakeToB BblGopku IFA

(OnuunoHankbHo) Ncnonb3yeTca ang dounetpaumm nakeTtoB IFA

ifa filter enable

®dunbTpyeT naketbl IFA  Ha
nHTepdence

ifa host-port

HacTtpanBaeT wuHTepdenc kak
nopt cepsepa IFA

(OnumoHanbHO) Ncnonb3yeTca Ons HacTPOWKM agpeca yCTpomcTea

IFA

ifa set-yctponcTBo

HacTtpauBaeT agpec ycTponcrtea
IFA

HacTtporika OCHOBHbIX

dbyHkumn PSR

(ObGsazaTenbHO) Wcnonb3yeTcst Onst YCTAHOBMEHUS COEOMHEHUS U
obmeHa faHHbIMKM Mexay ycTponcTBoM BblGopkn PSR n cepsepom

PSR

PSr server server-name source

HacTtpauBaeT cepeep PSR

psr send-server server-name

HactpanBaeT ums cepBepa, Ha
KOTOPbIA OOSMKHbI OTMPaBNATLCS
PSR-nakeTbl MHTEpP(hENCa

(OnuuoHanbHO) Ncnonb3yeTcsa ang HaCTPOMKM MHTEpBana nepegayn
W ONVHbI NakeTa nakeToB Bbl6opkn PSR

psr interval seconds

Hactpaunsaet BPEMEHHOWN
nHTepean gns Bbibopkn PSR

psr collect-interface numbers

Hactpaunsaet KOSIM4ECTBO
nHTEepdencos, MHpopmauua o
BbIOOPKE KOTOPbLIX AOIMKHA ObiTb
WHKancynMpoBaHa B nakeTbl PSR
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10.5.1. HacTtponka oCcHOBHbIX ¢pyHKuUun IFA

10.5.1.1. 3dphekT KOHbUrypauum

KoHeuHoe ycTpoicTBO BbiGOpKM IFA MoxeT 0GMeEHNBATLCSA AaHHBIMU C CEPBEPOM.

NHTepdbelic obpabaTbiBaeT nakeTbl, NpoxoAsilme 4depe3 WUHTepdenc, Ha OCHOoBe
YyacTOThbl BbIOOPKM 1 OTNPAaBMsSieT NakeTbl HA cepBep Ansa 06paboTku.

10.5.1.2. lWlarn HacTpoOUuKu

Hactpouka cepBepa IFA

Ob6s3aTenbHbI.
HacTponTe nndopmanmio o cepsepe IFA Ha KOHEYHOM YCTPOWMCTBE.

HacTponte komangy ifa send-server server-name Ha ykazaHHOM UHTepdence Toro xe
KOHEYHOro yCTPOMCTBA, YTOObI MOXHO ObINTO MHKANCynMpoBaTh NakeThbl BbIGOpKN IFA 1
OTNPaBNATb UX Ha yKa3aHHbIN cepBep.

KomaHga ifa server server-name source ip-address port udp-port destination ip-

address port udp-port

Onucanue server-name: ykasbiBaeT ums cepsepa IFA.
Rl ROR ip-address: ykasbiBaeT IPv4-agpeca WCTOYHMKA W Ha3HAYeHUs Anis

WHKancynupoBsaHHbIX naketos IFA.
udp-port: yka3biBaeT NopT cepsepa

Mo ymonyanuio | Mo ymonyaxuio cepsep IFA He HacTpoeH

Pexum komang | Pexum rnobanbHon KoHurypawmm

PykoBoactBo no | Ota KOMaHda WCNonb3yeTcs ANA HACTPOMKM MCXOOHOrO WU KOHEYHOro
NCMOb30BaHUIO | aapecoB MHKaNCcynupoBaHHbix nakeToB IFA. Agpeca moryT 6bITb agpecamm

XocTa Tonbko. Koraa HacTpoeH agpec, He ABMALWMINCA XOCTOM (Hanpumep,
agpec MHOroagpecHoOn paccChbiflkM WNKU - LUMPOKOBELLATENbHbIA  afpec),
npounsonget cbon koHpurypaumm. Cepep IFA oTcrnexmnBaeT HaCTPOEHHbIN
nopt

Hactpoika nmeHu cepBepa, Ha KOTOPbIA [OMKHbI OTNPABNATLCA NakeTbl IFA
MHTepcpenca

O06sa3aTenbHbIN.

HacTtponte komaHgy ifa send-server server-name Ha yka3aHHOM WHTepdence
KOHEYHOro yCTPONCTBa, YTOObI NnakeTbl BbIGOPKK IFA nHTepderica nHkancynmpoBanmch
N OTAPaBNANMNCHL Ha YKa3aHHbIN cepeep.

MHdopmauus o cepeepe IFA gomkHa ObITb HAacTpOEHa Ha TOM XXE€ KOHEYHOM
yCTponcTBe, YTOObI NakeTbl BbIBOPK/ IFA MOXHO BbISIO MHKaNCynMpoBaTh M OTNPAaBASATb
Ha yKasaHHbI cepBep.
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KomaHga ifa send-server server-name
Onuncanwne server-name: ykasblBaeT um4 cepsepa IFA.
napameTpoB

Mo ymonuanuto | MakeTbl IFA He oTnpaBnsalTCS NO YMOMYaHUIO

Pexum komaHg | Pexum koHdurypaumm nHtepderica

PykoBoacTBo no | 3Ty KOMaH4y MOXHO HAacTPOUTb TONLKO ANs dU3NYEeCKUX NopTOB M NOPTOB
ncnonb3oBaHuio | arperaumn (AP). MNMakeTbl MOryT oTnpaenaTees Ha cepsep IFA Tonbko nocne
HacTpouku IP-agpeca cepsepa IFA

Hactpownka Loopback-uHtepdpenca IFA
o OObGsasaTtenbHbIN.

e Hactponte usnyeckmii NopT Ha HavarbHOM YCTpONCTBe B KavecTBe loopback-nopta
IFA ycTpouncTBa.

KomaHpa ifa set-loopback interface interface-name
Onucanue interface-name: ykasblBaeT nmMsa nHTepdenca
napamMmeTpoB

Mo ymonuanumio | Mo ymonuanutio loopback-nHtepdenc IFA He HacTpoeH

Pexum komang | Pexum rnobanbHon KoHurypawmm

PykoBoacTBO Mo | OTa koMaHAa MOXHO HAaCTPOUTL TONbKO Ha U3NYECKMX NopTax
MCNonb30BaHUO

Hactpounka ACL, cBfA3aHHOro ¢ Bbloopkon IFA, n YacToTbl BbIOGOPKU

e ObgszaTtenbHbIN.

e HactponTe npaBuna BolGOpKM Ha Ha4YanNbHOM YCTPOWCTBE.

e MeHblias YacToTa BbIGOPKM yKa3biBaeT Ha 6oree HM3KyH TOYHOCTb BbIGOPKM.

KomaHga ifa acl { id | name } rate rate
Onuncanne id: ykasbiBaeT ngeHtucgpukatop ACL.
napameTpoB

name: ykasbiBaeTt nvsa ACL.

rate: ykasblBaeT 4acToTy BbIOOpKM. 3HaYeHMe HaxoanTcsa B AnanasoHe oT 1
0o 65 535, a 3HayeHne no ymonyaxHuto — 1000

Mo ymonuaHuto | Beibopka IFA oTknioYeHa no ymosnyaHuo

Pexum komang | Pexum koHdurypaunm nHtepderica

180

@ §) QTECH

MWP [OOCTYNHEE



PykoBofacTteo no Hactponke cepus QSW-4700

Hactpoiika IFA n PSR W

PykoBoactso no
NCNoNb30BaHNIO

OTy KOMaHOy MOXHO HacCTpoUTb TOSMbKO ANns (PU3MYecKkMx MNOopTOB WU
arperupyembix noptoB (AP). OH wucnonbsyetca ans Hactponkn ACL,
CBSA3aHHOTO € BbiGopkon IFA, n yactoTbl BeIGOpKK. [1ns ogHoro nHTepdenca
MOXHO HaCTPOUTb YeTbipe npasuia BelIGOpKK, ncnonbayrowme pasHbie ACL
N 4acTOTbl BbIGOPKM

Ho6aBneHune nons MD B 3aronoBoK NakeToB BbIOOpPKU IFA
e O6GsAzaTenbHbIN.

e BbinonHnte 3Ty HacTpoMKy Ha MHTepdence ycTponcTBa, ANsa KoToporo Tpebyetcs
BblGopka IFA.

KomaHpa

ifa set-header md

Mo ymonyaHuo

Mo YMOJ4YaHUKO B NMNaKeTbl HE nobaensaetcs none MD

Pexum komaHg

Pexum koHdurypaumm nHtepenca

PykoBoacteo no
NCMNOmMb30BaHUIO

OTy KOMaHAay MOXHO HACTpPOWUTb TOMbKO Ans (U3MYEecKUx MOpTOB WU
arpervpyemsblix noptos (AP)

PunbTpaumua naketoB BbIOOpkU IFA Ha nHTepdence
e  OnuuoHarnbHo.

e BbinonHuTe 9Ty HacTponky Ha WMHTepdbence yCcTpomcTBa, AN KOToporo TpebyeTtcs
BblGopka IFA.

KomaHpa

ifa filter enable

Mo ymonyaHuio

MakeTbl BbIGOPKM IFA No ymonyaHuio He pUNbTpyoTCS

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

OTy KOMaHAQy MOXHO HacTpouTb TONbKO ANA (PU3MYECKUX MNOPTOB U
arpermpyembix noptos (AP)

Hactpowka uHtepdenca B kauectse noprta cepsepa IFA
e OnuuoHanbHo.
e  BbINonHUTE 3Ty HACTPOKKY Ha MHTepdierice yCTPONCTBA, NOAKMOHYEHHOM K cepBepy IFA.

KomaHpga

ifa host-port

Mo ymonyaHuio

Hn ogmH mnHTepdenc He HACTPOeH B kayecTtBe nopta cepsepa IFA no
YMOJYaHWIO

Pexnm komaHa

Pexum koHdurypaumm nHtepderica
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PykoBoACcTBO MO | OTY KOMaHAYy MOXHO HAcCTpOUTb TONbKO ANnd U3MYeckux MopToB WU
ncrnonb3oBaHuo | arpermpyembix noptoB (AP). MNopT cepsepa IFA MOXHO HAaCTPOUTL TOMNBKO
nocre HacTpowku cepeepa IFA

Hactpowka agpeca yctpouctsa IFA

e  OnuuoHanbHo.

e BbinonHnte 3Ty HacTpoWKy Ha MHTepdence ycTponcTBa, ANsa KoToporo TpebyeTtcs

BblGopka IFA.

Komanpa ifa set-device

Mo ymonuanuio | Agpec yctporicTtea IFA no ymonyaHuto He HacTPOeEH

Pexum komang | Pexum rnobanbHon KoHurypawumm

10.5.1.3. NMNpoBepka

3anyctnute komaHay show run, 4tobbl oTOBpasvTb KoHUrypaumo IFA u npoBepuTsb,
COOTBETCTBYET N1 oTOBpakaemasi KOHpUrypauusa akTm4eckon KoHUrypaumm.

10.5.1.4. NMNpumep KoHdUrypaumm

Hactponka BbiGopku IFA

CueHapun:

hu0/1 hu(/2

te(/13 tedl/14 tel/15 tel/ 16

¥ e g e 9

Server 1 switchl switch? switch3 Server 2
PucyHok 10-2.
Larn e Ha nHauvanbHoM ycTponcTtBe switch 1 HacTponTe TenGigabitEthernet
HaCTPOMKK 0/1 B kavecTBe loopback-nHtepderica IFA, BkntounTte Boldopky IFA Ha
MHTEepdence Ha nyTM naketa W HacTpoMTe WHTepdenc and
pobasnexua nonsa MD k nakeTtam.

e Ha npomexyTo4yHOM ycTponcTBe switch 2 HacTponTe nHTepdenc Ha
nyTW nakeToB., YTOObI 4OOaBUTL B NakeTbl none MD.

e Ha KoHe4HOM ycTponcTee switch 3 HacTponTe MHTEpdENC Ha nNyTu
naketoB, 4tobbl goGaBuTb none MD B nakeTbl U HACTPOUTb
nHdopmaumto o cepsepe IFA

switch 1 QTECH# configure terminal
QTECH(config)# access-list 100 permit ip any any
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QTECH(config)# ifa set-loopback interface TenGigabitEthernet 0/1
QTECH(config)# interface TenGigabitEthernet 0/13
QTECH(config-if-TenGigabitEthernet 0/13)# ifa acl 100 rate 100
QTECH(config-if-TenGigabitEthernet 0/13)# ifa set-header md

QTECH(config-if-TenGigabitEthernet 0/13)# interface TenGigabitEthernet
0/14

QTECH(config-if-TenGigabitEthernet 0/14)# ifa set-header md
QTECH(config-if-TenGigabitEthernet 0/14)# end

switch 2 QTECH# configure terminal
QTECH(config)# interface HundredGigabitEthernet0/1
QTECH(config-if-HundredGigabitEthernet0/1)# ifa set-header md
QTECH(config-if-HundredGigabitEthernet0/1)#interface
HundredGigabitEthernet0/2
QTECH(config-if-HundredGigabitEthernet0/2)# ifa set-header md
QTECH(config-if-HundredGigabitEthernet0/2)# end

switch 3 QTECH# configure terminal
QTECH(config)# ifa server serverl source 192.168.2.100 port 1000 destination
192.168.2.101 port 2000
QTECH(config)# interface TenGigabitEthernet 0/15
QTECH(config-if-TenGigabitEthernet 0/15)# ifa set-header md
QTECH(config-if-TenGigabitEthernet 0/15)# interface TenGigabitEthernet
0/16
QTECH(config-if-TenGigabitEthernet 0/16)# ifa set-header md
QTECH(config-if-TenGigabitEthernet 0/16)# ifa send-server serverl
QTECH(config-if-TenGigabitEthernet 0/16)# end

MpoBepka e 3anyctute kKomaHgy show run, 4Tobbl NPOBEPUTL, COOTBETCTBYET NN

oTobpaxaemas MHopmaLmsi KOHpUrypauun.

e Paspewmtb nepemavy naketoB, cooTBeTcTBytowmnx ACL, ¢
TenGigabitEthernet 0/13 switch 1 n npoxoa 4Yepes ykasaHHblE Bbille
nHTepdencel. lNpoBepbTe, nonyyaeT nu cepsep naketol IFA oT
switch 3 1 npaBuUIbHbI N OaHHbIE BbIOOPKM B NAKETax.

e 3anycmte komaHgy show ifa statistic gna oTobpaxeHus
CTaTUCTUKN.

QTECH# show ifa statistic
Type acl  statistic(pkts) applied interface
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sample-to-cpu 100 20426 TFO/1, TFO0/3-4, TF0/29-34,
TF0/39, TF0/43, FO/45,
TFO0/47, Hu0/49, Hu0/51,
Hu0/53, Hu0/55, Ag255

sample-to-cpu 101 0 TF0/2
insert-md - 20586 Hu0/49

10.5.2. HacTtponka oCHOBHbIX (pyHKUuN PSR

10.5.2.1. 3dphekT KOHbUrypauum

e KoHeuHoe ycTpoicTBO BbiGOpkM PSR MoXeT 06MeHMBaTLCA AaHHLIMU C CEPBEPOM.

o  KoHeyHoe ycTponcTBo BbI6OpkM PSR oTnpasnseT ctaTtucTuky nHTtepdenca Ha cepeep
B 3aBMCUMOCTW OT BPEMEHHOIO MHTEpBana BbIOOPKM.

10.5.2.2. NMpumeyaHus

OueHb ManeHbKnin BPEMEHHON UHTepBan BbIOOPKM MOXET NOBANATL Ha NPON3BOAUTENBHOCTb
nepechISiku.

10.5.3. llarn HacTpouku

HacTtpounka cepBepa PSR
o (OObsizaTenbHbIN.

e Hactponte komaHay psr send-server server-name Ha ykasaHHOM MHTepdence Toro xe
KOHEYHOro yCTPONCTBA, YTOObI NakeTbl BbIBOPKM PSR MOXHO BbIf10 MHKaNCynmpoBaThb U
OTNPaBnATb Ha yKasaHHbIA cepBep.

KomaHga psr server server-name source ip-address port udp-port destination ip-
address port udp-port

Onuncanne server-name: ykasbiBaeT ums cepeepa PSR.

napameTpos ip-address:  ykasbiBaeT IPv4-agpeca UCTOuYHMKA W nonyyatens

MHKancynnpoBaHHbIX PSR-nakeToB.
udp-port: ykasbiBaeT NOpT cepBepa

Mo ymonuaHuio | Mo ymonuaHuto cepeep PSR He HacTpoeH

Pexum komang | Pexum rmobanbHon KoHurypaumm

PykoBoactBo no | Ota KomMaHAa WCNONb3yeTcs ANnA HACTPOMKUM MCXOOHOrO U KOHEYHOro
NCNONb30BaHNIO | aApecoB NakeToB, NHKaNCynMpoBaHHbIX PSR. Agpeca MoryT 6bITb TONbKO
agpecamu xocta. Korga agpec, He SBnsoLLMACa XOCTOM (Hanpumep, agpec
MHOroagpecHOM paccChbifikn Uy LUMPOKOBELLATENbHbIV aapec), npon3ongeT
cbon koHdpurypaumuc. Cepep PSR oTcnexmsBeT HAaCTPOEHHbIV NOPT

HacTtpoika npeHtndukaTtopa cepBepa, Ha KOTOpbIA AOIKHbI OTNPaBNATLCA
PSR-nakeTbl uHTepdenca

e ObOgA3aTenbHbIN.
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e WHdopmauus o cepBepe PSR pgomkHa ObiTb HAcTpoeHa Ha KOHEYHOM YCTPOWMCTBE,
4yTOOblI MakeTbl BbIGOPkM PSR MOXHO ObINo WMHKancynupoBaTb UM OTNPaBnsiTb Ha
yKa3aHHbI cepBep.

KomaHga psr send-server server-name
Onucanwne server-name: yka3sbiBaeT nmsa cepeepa PSR.
napameTpoB

Mo ymonyaHuo

MakeTbl PSR He oTnpaBnsoTcs no yMon4yaHuo

Pexum komaHg,

Pexum koHdurypaumm nHutepgenca

PykoBoacteo no
NCMNonb30BaHNIO

OTy KOMaHOy MOXHO HacCTpoUTb TONMbKO ANs (PU3MYeCcKMx MNOpPTOB WU
arperupyembix nopToB. [lakeTbl MOryT oTnpaBnsatbCss Ha cepBep PSR
TONbKO nocne HacTponkn IP-agpeca cepsepa PSR

HacTtpoiika BpeMeHHOro uHTepBana ans Bbi6opku PSR

e  OnuuoHanbHo.

o  dakTU4ecKMn MHTepBan nepegayy 3aBsucuT Ot 3arpy3ku L.

KomaHpa psr interval seconds
Onuncanne seconds: YykasblBaeT BpPEeMEHHOW WHTepBan B ceKkyHOax. 3HadeHue
napamMmeTpoB BapbupyeTcs oT 1 go 100, a 3Ha4YeHme No YyMOnYaHio paBHoO 5

Mo ymonyaHuio

5

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
1MCNONb30BaHNIO

OTa komaHga uvcnonb3yeTca Anst HAacTPOWKM rnobanbHOro BPEMEHHOrO
uHTepBana pgna BbiGopkn PSR. Bbibopka PSR Bcex wuHTepdelricos
ncnonb3yeT 3TOT MHTEpPBan BblIOOPKM

Hactponka konuuyectBa uMHTepcdencoB, MHPOpMaLUa O BbIOOPKE KOTOPbIX
DOJXKHa ObITb MHKaNCynMpoBaHa B nakeTbl PSR

e  OnuuoHanbHo.
e OTa KomaHga BnusieT Ha hakTMYecKyo annHy naketa PSR.

KomaHga psr collect-interface numbers
Onuncanne numbers: ykasblBaeT KONM4ecTBo MHTepdencoB. [nanasoH 3HavyeHnn ot 1
napameTpoB 0o 100, 3HayeHne no ymonyaHuo pasHo 1

Mo ymonyaHuio

3HayeHne no ymonyaHumio — 1

Pexunm komaHa

Pexwum rnobanbHon koHurypaumm
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PykoBoacTBo no | OTa KOMaHAa UCMOMb3yeTca ANA HaACTPOMKU KOnmMyecTBa WUHTepPKencos,
NCNONb30BaHNIO | MHoOpMaumMsa O BbIOOpPKE KOTOPbIX AO/MKHa OblTb WHKancynupoBaHa B
naketbl PSR

10.5.3.1. NMpoBepka

3anyctute komaHgy show run, 4Tobbl 0TOGpPa3nTb KOHdurypaumio PSR n nposBepuTsb,
COOTBETCTBYET N oTOBpakaemasi KOHUrypaumsa akTM4eckon KoHUrypaumm.

10.5.3.2. Npumep KoHdUrypaumm
Hactpouka BbiGopku PSR

CueHapun:
hu0/1 hu(y2
te(/13 ted /14 = te(/15 tel/16
e e
Server 1 switchl switch2 switch3 Server 2
PucyHok 10-3.
Larn e Hactponte nigopmauumio o cepepe PSR Ha ntobom ycTponcTee B cetu
HaCTPOMKK 1 BKNtoumTe Bbibopky PSR Ha nHTepdgencax.
e YcTaHoBuTe wuHTepBan Bblbopkm PSR Ha 10 cekyHg B pexume
rno6anbHon KoHdUrypaumm
Switch3 QTECH# configure terminal
QTECH(config)# psr server serverl source 192.168.2.100 port 1001 destination
192.168.2.101 port 2002
QTECH(config)# psr interval 10
QTECH(config)# psr collect-interface 2
QTECH(config)# interface TenGigabitEthernet 0/16
QTECH(config-if-TenGigabitEthernet 0/16)# psr send-server serverl
QTECH(config-if-TenGigabitEthernet 0/16)# end
MpoBepka e 3anyctute komaHgy show run, 4ToObl NPOBEPUTL, COOTBETCTBYET NN
oTobpaxaemas MHopmaLmsi KOHpUrypauun.
e [lpoBepbTe, nonyyaet nuM cepBep AaHHble Bblibopkm PSR ot
nHtepcenca TenGigabitEthernet 0/16 switch 3 kaxxgble 10 cekyHa
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10.6. MOHUTOPWUHr

10.6.1. OToGpaxxeHue

OnucaHue KomaHnga
OTobpaxaeT koHurypaumto IFA n PSR show run
OTtobpaxaeT cratuctuky IFA show ifa statistic
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11. ObWWAA NTHPOPMALIUA

11.1. NapaHTKsa u cepBuc

Mpouenypa n HeobxoanMble LENCTBUSA NO BONpOCam rapaHTMm onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMnUTbCS C MHCpOpMaLMen No Bomnpocam TecTupoBaHus 060pyaoBaHMSA MOXHO Ha canTe
QTECH B pasgene «[loggepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

11.2. TexHn4yeckasa nogaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpocax, Kacawwmxcsi Hawero obopyaoBaHusi, TO
MOXKETe BOCMONb30BaTbCA pa3ferioMm TeXHMYeckon noaaepXku nonb3oBaTenenn QTECH Ha
Hawwem cante www.qgtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

11.3. AneKTpoHHaA Bepcusa AOKYMEHTa
[aTa nybnunkaumn 06.03.2025

https://files.qtech.ru/upload/switchers/QSW-4700/QSW-
4700_network_manage_config_guide.pdf
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