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3aaBneHue

3asaBneHue o6 dBTOPCKUX U UCKINMHYNTEJIbHbIX NpaBax

OTO pyKoBOACTBO, BKIOYAs, HO HE OrpaHMYMBasiCb BCEW coepiKallencs B HeM nHopmaumnen,
3aLUMLLEHO NOMOXEHUSIMU 3aKOHOAATENbCTBA 00 UCKNIOYMTENBHBLIX MU aBTOPCKMX npaBax. bes
paspeweHns QTECH HuKTO He MOXeT 3aHMMaTbCs KakMMWU-NMOO AENCTBUSIMKM, TakKUMMK Kak
UMUTaUNd, KOMMpPOBaHWE, U3BMeYeHne WHdopMaummM, nepecbinka wnu gpyrne opmbl
NCMOSb30BaHMS.

OTKa3 OoT OTBETCTBEHHOCTU

HacTosiuiee pykoBOACTBO nNpeAHa3Ha4YeHO AN CrpaBOYHbIX Lenei Npu UCMorb30BaHUM
nporpaMMHo-annapaTHOro komnrekca (yCTponcTea).

QTECH npepoctaBnseT 310 pyKoBOACTBO "Kak €CTb" M B TOM Mepe, B Kakon 3TO paspeLLeHo
3aKOHOM, He [OaeT HUKaKMX SBHbIX MMM nogpasymMeBaeMblX rapaHTUi, BKO4Yasi, NOMMMO
NnpoYyero, TOBApPHYK NPWUrOAHOCTb, MPUrOAHOCTb ANsi ONpPedeneHHOW Lenu, HeHapylueHue
Kakmx-nmbo npaB gpyrux nuiy M nobble rapaHTUM OTHOCUTENbHO WCMONb30BaHUSA WUNN
HEBO3MOXHOCTW UCMOMb30BaHUA 3Toro pykosoactea. QTECH Takke He faeT HUKaKnUX rapaHTui
OTHOCUTENBHO TOYHOCTU UIN HAaAEXHOCTK NGO nHOpMaLMK, NOMYHYEHHON C MOMOLLbIO 3TOMO
pPyKOBOACTBA.

N3-3a obHoBNeHWn Bepcuu npoaykta wWnNu no ApyruM Mpu4MHaMm COAEPXKUMOE 3TOro
pYyKOBOACTBa MOXeT nepuoamyeckm obHoenaTeca. QTECH ocTtaenseT 3a cobou npaBo BHOCUTb
N3MeHeHVs B COAepXXaHne HacTosLLero pykoBoacTea B nioboe Bpemsi 6e3 npeasapuTensHOro
yBeOMIEHUS.

Ecnu He YKa3aHO WHOe, 3TO PYKOBOACTBO MpenocCTtaBlideTCA WUCKNH4YUTEeNbHO B KayecTBe
pykoBoaACTBa MO WCMNONb30OBaHUO, W nNOJib3oBaTeslIn HECYT BCe€ pPUCKKU, CBA3AHHble C
McnoJsib30BaHMEM 3TOI0 pykoBOACTBa.

3asiBfieHMe o ToBapHOM 3Hake

Microsoft® n Windows siBnatoTcst TOBapHbIMU 3HaKamu rpynnbl komnaHun Microsoft.
Linux® aBnsaeTcH 3aperMcTpmpoBaHHOM Toproeon mapkon Linus Torvalds.
Aspeed® senseTcs Toproson mapkon ASPEED Technology Inc.

QTECH® siensietcsa Toprosorn mapkor OO0 «KbKOTOK».
MNpaBa cOGCTBEHHOCTU Ha ApYyr1ne TOBapHble 3HaKM NpuHaanexar ux Bnagensuam.
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YNPABINEHVNE KOMMYTATOPOM " www.atechru |

1. YIPABINEHUE KOMMYTATOPOM

1.1. BapuaHTbl YnpaBrneHus

Ona ynpaBneHus Heobxooumo HacTpouTb kommyTatop. KommyTtatop obecneudvnBaeT faBa
BapuaHTa ynpasneHus: BHenonocHoe (out-of-band) nnm BHyTpmnonocHoe (in-band).

1.1.1. BHenosnocHoe ynpaBneHue

BHenonocHoe ynpaeneHve — 37O ynpaeBneHne Yepes KOHCONbHbIN MHTepdeinc. BHenonocHoe
ynpaBfieHne B OCHOBHOM MCMONb3yeTcs AN HavanbHOro KOHMUrypuMpoBaHUS NporpamMmbl
nnMbo, Korga BHYTPUMOMOCHOE YynpaBreHue HeAoCTynHo. Hanpumep, nonb3oBaTtenlb MOXEeT
Yyepes KOHCOJbHbI NOPT NpucBouTb Nporpamme IP-agpec ans goctyna no Telnet.

Mpouenypa ynpaeneHusi NporpaMmmMon Yepes KOHCOMNbHbIA MHTepdENC, onucaHa HUXe:

War 1. MNogknio4nTb nepcoHanbHbIN  KOMMLIOTEP K  KOHCONbHOMY  (CEpUAHOMY) NOpTYy
KOoMMyTaTopa.

—

-

<_—b

Mopkno4yeHune

Yyepes KOHCOMbHbLIN
kabenb

PucyHok 1-1. MNogkntoueHune MK K KOHCONbHOMY MOPTY KOMMYyTaTopa

Kak nokasaHo Bblwe, cepuirHbiin nopT (RS-232) nogkntoyeH K KOMMYTaTopy Yepes CepUnHbIn
kabenb. B Tabnuue HMXe ykasaHbl BCE YCTPOMCTBA, MCNOMb3YOLWNACS B MOAKIMIOYEHNMN.

HasBaHue OnucaHue

ycTpoucTBa

lMepcoHanbHbIN MmeeT dyHKkuMOHanbHyo knaematypy n nopt RS-232 (COM), c
komnbtoTep (PC) YCTaHOBIIEHHbLIM 3MYNATOPOM TepMUHanNa, Takum kak PuTTY
Kabenb cepuiiHoro | OamH KoHew, NoakntYaeTcs K cepurHomMy nopty RS-232 (COM), a
nopta apyron k nopty Console kommyTaTopa

KommyTtaTtop TpebyeTca paboTatowmn nopt Console

War 2. BknoveHne 1 HacTporka amyndartopa tepMmuHana PuTTY.

Mocne yctaHoBKM coeauHeHus, 3anyctute PUTTY. PUTTY — cBo6ogHO pacnpocTpaHsieMblii
KNWEHT ANs pasnuyHbliX MPOTOKOMOB yAanéHHoro goctyna, Bknoudas SSH, Telnet. Takke
nmeeTcs BO3MOXHOCTb paboThl Yepes nocrneaosaTenbHbIn NopT (Serial port, COM-noprT).
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1. 3anyctute PUTTY u BbibepeTe Tvn nogkntodeHns — Serial. B none «Serial linex»
YKaXxute HoMep nocnegosaTensHOro nopta, Hanpumep, COM7. 3aTtem B none
«Speed» HeobxoaMMO 3agaTb CKOPOCTb Nepefayn AaHHbIx (baudrate) — 9600 6uT/c.

ﬁ PuTTY Configuration ? X
Category:
=} Session Basic options for your PuTTY session
.~ Logging i L
o Terminal Specify the destination you want to connect to
- Keyboard Serial line Speed
- Bell I|COM? ||9600 | |
Features =
£} Window Connection type:
- Appearance O S5H O Other: | Telnet hd
Behaviour
- Translation Load, save or delete a stored session
+ Selecti
i Selection Saved Sessions
- Colours
[=} Connection |
- Data
Default Settings Load
- Proxy CoM 7
B SSH Save
- Serial
Telngt Delete
- Rlogin
- SUPDUP
Close window on exit:
O Always O Never @ Only on clean exit

About Help Cancel

PucyHok 1-2. OcHoBHble HacTponkn PuTTY

2. [ns obneryeHHOro NOBTOPHOrO MNOAKIMOYEHMS € ncnonb3osaHmem PUuTTY, cneayeT
COXpaHUTb HACTPonKn ceccun. [1ns atoro Heobxogmmo B none «Saved Sessiony
BBECTW Ha3BaHMe ceccun (Hanpumep, Switch1) n HaxaTb KHOMKY «Savey.
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PucyHok 1-3.CoxpaHeHune ceccum B PUTTY

3. Bblbepute coxpaHeHHYH CECCUI0 U HaXXMUTE KoMKy «Openy.

& PuTTY Configuration ? et
Category:
= S:ession | Basic options for your PUTTY session
. _ Logging Specify the destinat t to connect t
& Terminal pecify the destination you want to connect to
- Keyboard Serial line Speed
- Bel com? | /9600
- Features
£} Window Connection type:
- Appearance (0)8SH (@ Seral () Other Telnet ~
- Behawviour
~Translation Load, save or delete a stored session
&g Selection Saved Sessions
Colours
= Connection I‘Swwtcm I
- Data
Default Settings
Proxy Load
o SSH Save
- Serial
- Telnet Delete
- Rlogin
- SUPDUP
Close window on exit:
(O Aways () Never (® Only on clean exit

ﬁ PuTTY Configuration ? X
Category:
=} Session | Basic options for your PuTTY session
~ ~Logging . -
& Terminal Specify the destination you want to connect to
- Keyboard Serial line Speed
- Bel [com7 ||9600 |
- Features )
= Window Connection type:
- Appearance ()SSH (@ Seral () Other Telnet v
- Behaviour
Translation Load, save or delete a stored session
1] Select
£ Selection Saved Sessions
- Colours

[=I Connection | |

~Data : Load
[+ SSH

-~ Serial Save
Telnet Delote
Rlogin

- SUPDUP

Close window on exit:
(O Aways  (ONever (8 Only on clean exit
About Help Open Cancel

PucyHok 1-4. 3anyck coxpaHeHHOW ceccum
LWar 3. BeizoB komaHaHoro uHtepdgenca (CLI) kommyTtaTtopa.

Bkntounte KoMmyTaTop M OOXAMTECH MOMHOM 3arpy3ku. lNocne yero B okHe PUTTY nossaTtcs

cneayoume cooBLLEHUS — 3TO MONb30BaTENbCKUIA PEXUM KOMMYyTaTopa.
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YNPABIEHVNE KOMMYTATOPOM

£2 COMT - PuTTY - O X

0O—-5-UPDOWN :

PucyHok 1-5. KommyTtaTtop 3arpysuncs

HaxmuTe knaeuwy «Enter» n Tenepb MOXHO BBOAWUTb KOMaHAbI YNpaBrneHnst KOMMyTaTOpPOM.
[eTanbHoe onuncaHne KoMaHa NpuMBeAeHO B NocneayoLwnx rnasax.

1.1.2. In-band ynpaBneHue

In-band ynpaBneHue OTHOCUMTCS K yOanéHHOMY ynpaBleHWio MocpeacTBOM AocTyna K
KOMMYyTaTOpYy C MCMOMb30BaHNEM Takux NPoTokosoB. kak Telnet, SSH, HTTP, a Takke SNMP. B
Tex cnyyasix, korga In-band ynpaBneHue u3-3a U3MEHeHWW, caenaHHbIX B KOHUrypaumm
KoMmyTaTopa, pabotaeT co cbosmu, ANA ynpasreHUs U KOHMUrypMpoBaHus KoMMyTaTopa
MOXHO mncnones3osatb Out-band ynpaeneHune (Console/Management port).

1.1.2.1. YnpaBneHue no Telnet

UT06bI YyNpaBnsiTe KOMMyTaToOpoM Mo Telnet, AOMKHbI BbINOMHATLCS CrieayoLune yCrnoBus:

1.
2.

KoMmmyTaTop gomkeH MeTb CKOHUrypupoBaHHbi IPv4/IPv6-agpec.

IP-agpec xocTta (Telnet-knneHT) n VLAN-nHTepdenc kommytatopa, AOSMKHbI UMETb
IPv4/IPv6-agpeca B 04HOM CErMEHTE CETMW.

Ecnn BTOpOW NYHKT HE MOXET BbITb BbINOMHEH, Telnet-knueHT gormkeH GbiTb
nogkrntoyeH K IPv4/IPv6-agpecy kommyTaTopa € ApyrMx yCTPOMCTB, TakuX Kak
MapLupyTM3aTop.

KommyTatop TpeTbero YypoBHS MOXET OblTb HACTPOEH C  HECKOSbKUMM
IPv4/IPv6-agpecamn, MeToL HacCTpPOMKM OMnMCaH B MOCBSLEHHOW 3TOMY [NaBe.
Cnegyownn npumMep npeanonaraeT COCTOsSIHAE KOMMYyTatopa MOCne MOCTaBkM C
3aBOACKMMM HacTporkamu, rae npucyTcTeyeT Tonbko VLANL.

Mocneaytowme warn onucbiBalOT MoaknoveHne Telnet-knneHTa K uHTEepdency
VLAN1 kommyTatopa nocpeacteom Telnet (npumep agpeca IPv4).

14
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PucyHok 1-6. YnpasneHue kommytaTopom no Telnet

MopknoyeHue
yepes «naTy-kopa»

War 1. Hactporika IP-agpecoB ans kommyTtatopa W 3anyck yHkumn Telnet Server Ha
KoMMyTaTope.

o [lepBbiM genom naet HacTponka IP-agpeca xocta. OH gosmkeH 6bITb B TOM XKe CerMeHTe
cetn, yto n IP-agpec VLAN1-nHTepdenca kommyTtaTopa. lNpegnonoxum, yto IP-agpec
nHtepcenca VLAN1-kommyTaTopa 10.1.128.251/0/24. Torpa IP-agpec xocta MoxeT
6b1Tb 10.1.128.252/24. C nomowbio koMaHabl «ping 10.1.128.251» MOXHO npoBepuTsb,
OOCTYNEeH KOMMYTaToOp WUIn HeT.

e Komangbl HacTpovikn |IP-agpeca ana uHtepdenca VLAN1 ykasaHbl Huxe. [lepen
Hadanom In-band ynpaeneHnusn, IP-agpec kommyTaTopa [OSfmkeH ObiTb HaCTpoeH
nocpeactsom Out-band-ynpasnenus (Hanpumep, yepe3 nopT Console). KomaHgbl
KOH(purypuposaHus cnegyowme ([lanee cuMtaeTcs, YTO BCe MpuUrnalleHuss pexuma
KOH(pUrypupoBaHnst KOMMyTaTopa Ha4YMHaKTCH CO crioBa «switch», ecnv oTaensHo He
yKasaHo MHOro):

Switch>enable

Switch#config

Switch(config)#interface vlan 1

Switch(Config-if-Vlan1)#ip address 10.1.128.251 255.255.255.0
Switch(Config-if-Vlan1l)#no shutdown

Ana aktmBaumm GyHkumMM Telnet cepBepa nonb3oBaTeslb AOSMPKEH BKMIOUUTbL €€ B pexume
rno6anbHOro KOHMUIypUpPoOBaHMSI, Kak MOKA3aHO HUXE:

Switch>enable
Switch#config
Switch(config)# telnet-server enable
War 2. 3anyck nporpammbl Telnet Client.
Heobxoaonmo 3anyctutb nporpammy Telnet-knneHTt B Windows ¢ ykasaHMeM agpeca xocTa.
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Run @@

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | telnet 10.1.128.251| v

[ OK ][ Cancel ” Browse... ]

PucyHok 1-7. 3anyck nporpammbl Telnet-knneHt B Windows
War 3. MNonyynTb 4OCTYN K KOMMYTaTOpYy.

[ns Toro 4to 66l NONYYMTbL AOCTYN K KOHurypauumn vepes uHtepdenc Telnet Heobxogumo
BBECTU JOCTOBepHbIN noruH (login) n napone (password). B npotuBHOM cnyyae B goctyne
OyneTt oTkasaHO. JTOT MeTof rnomMoraeT m3bexaTb HeaBTOPM3OBAHHOMO MOMyYeHUs gocTyna.
Kak pesynbtaT, korga Telnet BkntoueH ONs HACTPOMKM W yNpaBfeHUs KomMmyTaTopa, UMs
nonb3oBatensa (username) M naposnb (password) ANa aBTOPM3OBaHHLIX MNOSib30OBaTENEN
OOormKeHbl ObITb HACTPOEHbl CrnefyloLllen KOMaHOOMW: «username <username> privilege
<privilege> [password (0]7) <password>]».

[ns nokanbHON ayTeHTMdMKaLUM MOXHO MCNOSMb30BaTh CreayoLLy0 KoMaHay:
authentifcation line vty login local.
[nsa goctyna B npyBenMrepoBaHHbIv pexmMM HeobxoaumMo 1 3aaaH ypoBeHb npusunernn 15.

Hdonyctum, aBTOpM30BaHHLIN MNonb3oBaTenb uMMeeT umsa «test» M naponb «test», Torga
npoueaypa 3agaHna uMeHn n napona ans gocrtyna no Telnet:

Switch>enable

Switch#config

Switch(config)#username test privilege 15 password 0 test
Switch(config)#authentication line vty login local

lMocne BBOAa MmeHu 1 naponda ans uHTepdenca KoHpurypmposaHusa Telnet, nonb3osaTenb
CMOXeT BbI3BaTb KOMaHAHbI uHTepdenc CLI HacTponkm kommyTaTopa. KomaHgbl,
ncnonb3yemble B komaHgHoM uHTepdence Telnet CLI, koTopble CTaHOBATCA OOCTYMNHbI NOcne
BBOJA MMEHU N Naporns — Te e caMble, YTO U B KOHCONIbHOM UHTepdence.
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o C\WINNT\system32\telnet.exe
login:test
password : e

SWITCH>

PucyHok 1-8. Hactponka Telnet-nHtepdeinica

1.1.2.2. YnpaBneHue 4yepe3 HTTP

Utobbl ynpaBnsTb KOMMyTaTopom 4epe3 Beb-uHTepdenc [OoMmKHbl ObiTb  BbIMNOSHEHbI
cnegyowime ycnosus:
1. KommyTaTop OOSmKeH MMeTb CKOHUrypmnpoBaHHbii IPv4/IPv6-agpec.

2. IP-agpec xocta (HTTP-knneHT) 1 VLAN-uHTEpdenc kommyTtaTopa, SOMKHbI UMETb
IPv4/IPv6-agpeca B 04HOM CErMEHTE CETW.

3. Ecnu BTOpOWM NYHKT HE MOXET ObITb BbINONHEH, HT TP-knneHT gomkeH 6biTb
nogknoyeH K IPv4/IPv6-agpecy koMmyTaTopa C ApyrMx yCTPOMUCTB, TakMX, Kak
MapLupyTmMsaTop.

Kak n B ynpasneHumn, kommyTtatopom 4vepes Telnet, kak Tonbko ygaetcs ping/pingé-xocta Kk
IPv4/IPv6-agpecam KomMyTaTopa M BBOAMTCHA MpaBWIbHbLIA FIOMTMH W Napofb, BO3MOXHO
nony4nTb JOCTYN K koMmyTaTopy Yeped HTTP. Huke onucaH cnocob HacTporKu:

LWar 1. Hactpoiika IP-agpecoB gnga kommyTtatopa 1 3anyck doyHkumm HTTP-cepeepa.

O HacTtporike IP-agpeca koMmyTaTtopa C MOMOLLBIO BHEMOSIOCHOMO YNpaBreHusi, CMOTPU rnaBy
0 HacTporke Telnet-ynpasneHus.

YTto6bl koHMrypupoBaHme rno Beb ctano Bo3MOXHbIM, HY>KHO BBECTM koMaHay ip http server B
rnobanbHOM pexmmMme KOHPUrypupoBaHus:

Switch>enable

Switch#config

Switch(config)#ip http server
LWar 2. 3anyck Be6-Opay3epa Ha xocTe.

Heobxogumo oOTkpbiTb BebG-O6pay3ep Ha xocte um BBecTu IP-agpec kommyTaTopa, wnm
HenocpeacTBeHHo 3anyctntb HTTP-npotokon B Windows. K npumepy, IP-agpec kommyTaTopa
«10.1.128.251».
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Run E| E|

- Twpe the name of a program, Folder, document, or
T Internek resource, and Windows will open it for you.

Cpen: kbp:fi10.1,128.251 L

[ 04 H Cancel H Browse...

PucyHok 1-9. 3anyck HTTP-npoTtokona

Mpwn obpalieHnn kommyTaTopa ¢ IPv6-agpeca pekomeHayeTca ucnonb3oBaTb 6paysep Firefox
Bepcuu 1.5 unu nosgHee. Hanpumep, ecnn agpec kommyTtaTopa 3ffe:506:1:2::3. Beeante agpec
IPv6-kommyTaTtopa http:// [3ffe: 506:1:2:: 3], agpec oba3aTenbHO JOMKEH ObITb 3aKmnio4eH B
KBagpaTHble CKOOKM.

War 3. NonyyeHne gocTtyna kK KOMMyTaTopy.

Ona Toro 4tobbl MOMy4YMTb AOCTYN KOH(Urypauum c ucnorib3oBaHuem Beb-uHTepdenca,
Heob6xoQuMo BBECTM JOCTOBeEpPHLIN NnornH (login) u napons (password), B NPOTUBHOM Criyyae
OygeT oTkasaHo B gocTyne. ATOT MeToA nomoraeT n3bexartb HeaBTOPM30BaHHOMO AocTtyna. Kak
pesynbtat, korga Telnet BknwYeH AN HACTPOWMKM M yNpaBrieHUs KoMMmyTatopa, WMS
nonb3oBatensa (username) M naposfb (password) ANA aBTOPM3OBAHHLIX MOSb30OBaTENEN
OOJTKHbI ObITb HACTPOEHbI CreaYyHoLLEN KOMaHLOMN:

username <username> privilege <privilege> [password (0|7) <password>].
[ns nokanbHOW ayTeHTUMKaLNN MOXHO MCMONb30BaTb CeayoLLYy0 KOMaHAay:
authentication line vty login local.

[ns goctyna B NpMBENUIepOBaHHbIN PeXMM HEOOXOAMMO M 3adaH YpOBeHb npusunernn 15.
[onyctnm, aBTOpM30BaHHbIN NOSb3oBaTeNb MMeeT uMa «admin» K napons «admin», Torga
npoueaypa HacTponku, criegyrowas:

Switch>enable
Switch#config
Switch(config)#username admin privilege 15 password 0 admin
Switch(config)#authentication line web login local
Beb-uHTepdenc ctpaHmupbl BBOga YY4ETHBIX AaHHbLIX BbIMAAMT Cregyowmm o6pasom:
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@QTECH — WEB Interface

e QTECH switches series

usename |
Password |

Copyright (C) 2021 by QTECH LLC
http://www.qtech.ru/

Mocne BBOAA KOPPEKTHbIX y‘-IéTHbIX AaHHbIX, Bbl NONagaeTe B rnaBHOE MEHIO Be6-MHTepcbel7|ca,
KaK 3TO NOKa3aHO HWXe:

Can't recognize this card type! -Up = Down
(QEET

System IP address: 0,43 20 1 Current system time: Sun Jan 1 02:46:22 2006 System dascription: QSW-4530.34TX-AC
€ QSW-4530-54T-AC | Client IP address:10.34 70,99

@ Switch basic config
3 Module manageme
2 Port configuration
0 MAC address table
Q3 VLAN configuratior
Q3 1IGMP Snooping cor,
@ MLD Snooping con
& Time Range canfig
2 ACL configuration
23 1Pv6 ACL configure,
3 AM configuration
Q3 Port channel confic

i
QSW-4530-54TX-AC, sysLocation: Russia, Moscow, Ryabinovaya st, 26 bid 2.
00-1f-ce-00-00-33

00-1f-ce-00-00-32

Software Version 8.2.3.75-dirty

BootRom Version 2011.12.4

HardWare Version N/A

CPLD Version  N/A

Serial No.:N/A

Last reboot was cold reset.

Uptime is 0 weeks, 0 d

3 DHCP configuration
) DHCP Snooping co
23 SNTP configuratior
Q) NTP configuration
23 Qos configuration
@ L3 forward configu
@ Route configuratior
23 1Pv6 Route confige.
) DCSCM configurati
3 spanning-tree con
23 MRPP configuratior
@ uLPP configuration
23 ULSM configuratior
£_Authenticatinon con ™

1.1.2.3. YnpaBneHne KOMMyTaTopoM 4yepe3 ceteBoe ynpasreHne SNMP
Heobxoanmble TpeboBaHus:

1. KommyTaTop AOMmKeH MMeTb CKOH(UrypupoBaHHbin IPv4/IPv6-aapec.

2. IP-agpec xocta (HTTP-knuneHT) n VLAN-nHTEpdenc kommyTtaTopa, A0MKHbl UMETb
IPv4/IPv6-agpeca B 0OQHOM CErMEHTE CETW.

3. Ecnu BTOpON NyHKT HE MOXeT 6biTb BbiNONHEH, HTTP-knneHT aomkeH bbiTb
nogkntoyeH K IPv4/IPv6-agpecy kommyTaTopa € OpYyrux YCTPOWCTB, TakMX Kak poyTep.

XocT ¢ nporpammHbiM obecneveHem SNMP ons ynpasneHus ceTbio OMMKEH YMeTb ping'oBaTh
IP-agpec kommyTaTopa Tak, 4Tobbl Nnpy paboTe nporpammHoro obecneveHns SNMP, oHo 6bino
AOCTYMHO AN OCYyLWeCTBMEeHNa onepaumn YTeHus/3annucn Ha Hem. [logpoBHOCTM O ToM, Kak
ynpaenaTte koMMmyTatopamu vyepe3 SNMP, He ByayT pacCMOTpeHbl B 3TOM PYKOBOACTBE, UX
MO>XHO HanTu B «Snmp network management software user manual» (MHCTpyKuus no ceteBoMy
ynpasneHnto SNMP).
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1.2. CLI-uHTepdpenc

KommyTtatop obecneunBaeT Tpu nHtepderica ynpasneHmsa ansa nons3osartens: CLI-uHtepgenc
(Command Line Interface), BebG-uHTepdenc, ceTeBoe ynpaBreHne nporpaMMHbIM
obecneyeHnem SNMP. Mbl nosHakommm Bac ¢ CLI (KoHconblo), BeG-uHTEepdencom n umx
koHGurypauusamm B getanax, SNMP noka He 6ygeT paccmaTtpuatbea. CLI-mHTepdenic 3Hakom
GonbWMNHCTBY Nonb3oBaTtenen. Kak ynomMsiHyTO Bbille, NpU ynpaBfieHUn Mo He3aBUCUMbIM
KaHanam cBsisn M Telnet-ynpaeneHne KOMMYTaTOPOM OCYLLECTBSETCA 4vepe3 UHTepdenc
komaHgHou ctpoku (CLI).

CLI-untepcbenc nopaepxmaet obonouky Shell, koTtopas coctout M3 Habopa komaHg
KOHgUrypauum. OTM KOMaHAbl OTHOCATCA K pasHbiM KaTeropusim B COOTBETCTBUM C WX
byHKUMSIMK B KOHUrypauum kKommyTaTopa. Kaxxgasa kateropusa npeacTtaBnsieT CBOMW, OTIIMYHbIN
OT BCEX, PEXNM KOHUTypaLmm.

BoamoxHocTu Shell 4ng koMMyTaTOpPOB ONMCaHbI HUXE:
®  PEXMUM HACTPOWKK;
e  HaCTpOMKa CMHTaKCUCA;
e noaaepKka coueTaHus KraBuL;
e  CrnpaBka;
e MpoBepKa BBOAA;
e roagepxka A3blk HeyeTkon nornkun (Fuzzy math).

1.2.1. PeXXUM HacTponKu

User Mode
Admin Mode
Global Mode
T QO c
o T o c
3 a g T 2
= 3 8 s > =
3 = g c o = 5
© c o = o= S =
= S © 3 = 8
@ > % = D ]
E = = (&)
I o e} =
oo o

PucyHok 1-10. Pexumbl HacTpoiiku Shell

1.2.1.1. Pexxum nonb3oBaTens

Mpn BXOAE B KOMaHOHYHO CTPOKY B NEPBYH ouyepedb MOfb30BaTeNlb OKAa3bIBAETCA B pexXunme
nonb3oBatens. Ecnm oH BXxoguT B KayecTBe OObIMHOrO Nonb3oBaTens, KOTOPbI CTOUT MO
YMOIYaHuio, Toraa B CTpoke oTobpaxkaetca «Switch>», rge cumBon «>» ABNSETCS 3anpocom
ana  pexvma nonb3oBaTensd. Koraa komaHga Bbixoda 3anyckaeTcs MNO4  PEeXMMOM
agMuHUCTpaTopa, OHa ByaeT Takke BO3BpaLleHa B peXxvm nonb3oBaTens.
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B pexnmMme nosib3oBaTenAd, Oes OONOJNTHUTENbHbLIX HACTPOeK, Nnorb3oBaTesito AOCTYMNHbI TOJ1bKO
3arpocbl, HarNpnmMmep, BpemMda Uin VIH(*)OpMaLI,I/IFI O BEepCnn KOMMyTaTopa.

1.2.1.2. Pexxunm agMUHUCTpaToOpa

Ona Toro 4ytobbl nonactb B pexum AaMUHMCTpaTopa (NPUBUNENMPOBAaHHBLINA) CyLLEeCTBYeT
HeCKonbKko cnocoboB: BXoz, C MCMOSb30BaHNEM B KAQ4E€CTBE MMEHW Nonb3oBaTensa « Adminy; BBoA
KomaHabl «enable» 13 HenpuBMIErMpoBaHHOrO (NONb30BaTENbCKOr0) NHTEpPdENca, Npyu 3aTOM
Heobxoaumo GyaeT BBECTM Naposib agMuHUCTpaTopa (ecnu yctaHoBneH). MNpu paboTe B pexnme
agMuHUCTpaTopa npurnalleHne KOMaH4HOW CTPOKM KomMyTatopa OyaeT BbImMsgeTb Kak
«Switch#». KommyTaTop Takke nogaepxmaet kKomouHaumto knasmw «Ctrl + Zy», 4To no3sonser
NPOCTbIM CMNOCOOOM BbINTU B PEXMM afMMHUCTPaTOpa M3 Ntoboro pexmnma koHdurypaumm (3a
NCKINOYEHMEM MONb30BATENBCKOrO).

Mpu paboTe ¢ NpuBMNErvsMKU agMMHUCTpaToOpa MNoNb3oBaTeNb MOXET AaBaTb KOMaHObl Ha
BbIBOA KOH(UIypaLUMOHHOW WHGOPMaLMK, COCTOSIHUM COeOMHEHUSI U CTaTUCTUYECKOW
nHcpopmaumm 060 Bcex nopTtax. Takke Nnonb3oBaTenb MOXET NEPENTU B PEXUM r1106anbHOro
KOH(OUTYPUPOBaHUS U M3MEHUTb TOOYH YacTb KOHdUrypauum kommyTtatopa. [loaTomy,
onpeaeneHve naponsa Ans AoCcTyna K NpUBMIErMPOBAaHHOMY PEXUMY SiBNsieTcs 06a3aTenbHbIM
ANS  NpedoTBpalleHusi HeaBTOPWM30BAHHOTO AOCTyma W 31IOHAMEPEHHOro  U3MEHEHUs!
KOHbUrypaumm kommyTaTtopa.

1.2.1.3. Pexxnm rnob6anbHOro KOHUrypmpoBaHus.

Habepute komaHay «Switch#config» B pexume agMmnHucTpaTopa And Toro, 4Tobbl BONTU B
pexum rnobanbHoro KoHpurypmposaHus. cnonb3ynte KomaHdy BbixO4a B COOTBETCTBUMU C
OPYIMMU pexxmmamun KoHUrypaumm, Takmmu, kak pexmm nopta, VLAN-pexum, BEepHyTCS B
pexum rrnobanbHOro KoHpUrypupoBaHus. [lonb3oBaTenb MOXET BbINOMHATL rrobanbHble
HaCTPOMKM KOHUrypaumMm B 3TOM peXxume, TakMe Kak HacTpowka Tabnuy MAC-agpecos,
3epkanupoBaHue nopTtoB, co3gaHuve VLAN, sanyck IGMP Snooping n STP, n 1. a. Takke
nonb3oBaTterib MOXeT BOWTU B PEXMM KOH(UIYpUpoBaHWS nopTa ANs HACTPOWKM BCeX
nHTEepencos.

1.2.1.3.1. Pexxnm KoHuUrypmpoBaHua uHtepdenca

Mcnonb3oBaHme koMaHgbl MHTepdenca B pexunme rinobanbHOro KOHpUrypupoBaHns no3sonsieT
BXOAUTb B PEXMM KOH(PUTYPUPOBaHUS YKasaHHOro mHtepgenca. KommyTtatop nogaepxueaet
Tpn Tvna nHtepdencos: 1. VLAN; 2. Ethernet-nopT; 3. NopT-kaHan, COOTBETCTBYOLWMIA TPEM
pexnmMmam KoHgurypaumm nitepgenca.

Tvn KomaHaa DenctBue komaHabl  Bbixog
UHTepcpenca
VLAN Habepute komaHgy Hactpoika IP-agpecos Mcnonb3ynTte komaHay

interface vlan
<Vlan-id> B pexume

KoMMyTaTopa U T.4 exit ons Bo3BpaLleHus

B rNoBarnbHbIN peXnum

KOH(purypuposaHus

Ethernet-nopta u T.n

rno6anbHoro
KOHUrypupoBaHusi

Ethernet-nopT Habepute komaHgy HacTtporika Mcnonb3ynTte komaHay
interface ethernet noaaepXnBaemoro exit ang Bo3BpaLlleHus
<interface-list> B AYNIIEKCHOro pexuma, B rNobGarnbHbIN peXnUm
pexume rmobanbHOro | CKOpocTu
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Tun KomaHpa DenctBme komaHabl | Bbixop
UHTepdenca
MopT-kaHan Habepute komaHgy KoHdurypuposaHue Mcnonbaynte komaHgy

exit Ana Bo3BpalleHns
B rno6anbHbI pexum

interface port-channel
<port-channel-
number> B pexume
rno6anbHoro
KOHGUrypupoBaHus

nopT-kaHana:
OYNNEeKCHbIN Pexunm,
CKOpPOCTb U T.0

1.2.1.3.2. Pexxum VLAN

Mcnonb3oBaHne komaHgbl <vlan-id> B pexume rnobanbHOro KoOHurypmposaHus, noMmoraet
BOWTW B COOTBETCTBYIOLUIN pexxum KoHpurypmposaHms VLAN. B aTom pexume agMnHucTpaTop
MOXeT HacTpamBaTb BCe MOPThl nonb3oBaTenen cooteeTcTBytowero VLAN. BoeinonHute
KomMaHay Bbixoaa, Ytobbl BbinTy 13 pexuma VLAN B pexmm rnobanbHOro KOHurypmpoBaHus.

1.2.1.3.3. Pexkum DHCP Address Pool

Beeaute komangy ip dhcp pool <name> B pexxmme rnobanbHOro KOHUrypupoBaHus Ans Bxoaa
B pexxum DHCP Address Pool. lMNpurnawenue atoro pexmma «Switch(Config-<name>-dhcp)#».
B atom pexume npoucxoaut koHdpurypmposaHne DHCP Address Pool. BeinonHute komaHay
BblXxOA4a, 4TOOblI BbIATM K3 pexuma kKoHdpurypmposaHms DHCP Address Pool B pexum
rnobanbHOro KOHPUrypupoBaHus.

1.2.1.3.4. ACL-pexum

Tun ACL KomaHaa HdenctBue komaHabl Bbixoa

CtangapTHbIn Habepute komaHgy ip | HacTtponka Wcnonbaynte

pexum IP ACL access-list standard B | napameTpoB KomaHgy exit ans
pexume rnobanbHOro @ AnsactaHgapTHOro BO3BpaLLEeHus B
KOH(pUrypuposaHusi pexuma IP ACL rnobanbHbIN PeXnm

PaclwmpeHHbIn Habepute komaHgy ip | Hactponka Wcnonbaynte

pexum IP ACL access-list extended B | napameTpoB onga | komaHgy exit  gnsa
pexume rnobanbHOro = pacLMpPeHHOro pexuma | Bo3BpalleHus B
KOHoMrypupoBaHusi IP ACL rnobanbHbIN PEXNUM

1.2.2. HacTponka cuHTaKkcuca

KommyTatop pasnuyaeT MHOXEeCTBO KOMaHL KOHdurypauuu. HecmoTpss Ha TO, 4TO BCe
KOMaHabl pasHble, HeobxoaMmo cobngaTb CUHTAKCMC MX HanucaHus. Obwun dopmat
KOMaHabl KOMMyTaTopa NPUBEAEH HUXKE:

cmdtxt <variable> {enum1] .. | enumN} [option1] ... | optionN]
Pacwudposka: cmdtxt XMpHbIM LWPUETOM yKasbiBaeT Ha KIoYeBOE CNOBO KOMaHAbI;

<variable> ykasbiBaeT Ha wu3MeHseMbln napameTp; {enum1 | | enumN} o3HauvaeT
o0si3aTenbHbI  NapamMeTp, KOTOpbI OOIMKeH ObiTb BbiOpaH M3 Habopa napamMeTpoB
enumi~enumN, a B kBagpaTHble ckobkn «[]»[option1 | ... | optionN] 3aknoualoT
Heobs3aTenbHbIN NapameTp. B aTom criyyae B KOMaHOHOW CTPOKe MOXeT BbiTb KOMOMHaLMA

22

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3oBatensa Cepusa QSW-4900

YNPABINEHVNE KOMMYTATOPOM " www.atechru |

"< m )", Hanpumep: [<variable>], {enuml <variable>| enum2}, [option1 [option2]], n Tak
Aanee.

Bort npMepbl HEKOTOPbIX aKTyalribHbIX KOMaH KOH(*)I/IpraLI,I/II/IZ

show version, napameTpbl He TpebyeTca. OTO KOMaHOa, COCTosIAsi TOMbKO W3
KMoYeBbIX CNoB 1 6e3 NnapameTpoB;

vlan <vlan-id>, Heobxoaum BBOA 3HAYEHUS MapaMeTPOB NOCMe KNo4YeBOro croea.

firewall {enable | disable}, aTon komaHOOM Monb3oBaTENb MOXET BKIOYUTL UMM
BbIKNIOYNTL BpaHamayap, crneayeT nvilb BbibpaTh HYXXHbIA NapameTp.

snmp-server community {ro | rw} <string>, HUXe npuBeaeHbl BO3MOXHbIE BapUaHTbI:
snmp-server community ro public

snmp-server community rw private

1.2.3. CoyeTaHuAa KnaBuLl

KommyTatop nopaepXuBaeT MHOXECTBO CcCOYeTaHun knasuw gns obneryeHus BBoAa
KOHpurypaumm nonb3osartenem. Ecnm komaHgHasa CTpoka He Npu3HaeT HaaTusa BBEPX U BHUS,
1O Ctrl + P 1 Ctrl + N moryT ObITb MCNONb30BaHbl BMECTO HUX.

KnaBuwa (M)  ®PyHKUuMA

Back Space YaanuTtb cumBon nepea kypcopom. Kypcop nepemellaetcsa Hasag,

Beepx «1» MokasaTb NpeabiayLlyo BBeAEeHHy komaHgy. OTobpaxeHve OO0 Aecsatu
HefaBHO HabpaHHbIX KOMaHA

BHu3 «|» lMokasaTb creyloLLyo BBeAEHHY0 kKoMaHay. [pu ncnonb3oBaHUKM KrasuLLmn
BBEPX «1», Bbl NOfNy4aeTe paHee BBeAEHHbIE KOMaHAbl, NP UCMNOSNb30BaHUN
KnaBuLN BHU3 «|», Bbl BO3BpaLLaeTeCh K criefyowen komaHae

BneBo ««—» Kypcop nepemeliaetcs Ha oguH | Bbl MOXeTe MCnonb3oBaTb KnaBULLIK
CVYMBOI BNEBO BNIEBO «<«—» W BNpaBO «—» ANs
NU3MEeHeHWs1 BBEAEHHbIX KOMaHA

BnpaBo «—» Kypcop nepemeliaetcs Ha oauvH
CVYMBOI BMNpaBo

Ctrl +p Takasi e, Kak 1 y KnasuLin BBEPX «T»

Ctrl +n Takasi e, Kak 1 y KnaBuLn BHU3 « | »

Ctrl +b Takas e, KaKk 1 y KnaBuLIN BIIEBO ««—»

Ctrl +f Takasi e, Kak 1 y KnaBuLK BNpaBo «—»

Ctrl +z BepHyTbcs B Pexum agmMuHucTpatopa HenocpeacTBEHHO W3  OpYyrux

PEXMMOB HaCTPOMKM (3a UCKITOYEHMEM NONb30BaTENBCKOrO pexuma)
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KnaBuwa (1) | ®PyHKuuMA

Ctrl +c OcTaHoBKa HenpepbIBHbIX NPOLLECCOB KOMaHA, Takux Kak ping v T.4.

Tab B npouecce BBoga koMaHabl Tab MoXeT OblTb MCMONb3oBaH Ans ee
3aBepLUEHNS, eCNK HET OLLNBOK

1.2.4. CnpaBka

CywecTtBytoT ABa cnocoba nonyyuntb JOCTYN K cNpaBoYHOM uHdopmaumn: Komangamm «help»
n«?».

Hoctyn Kk MWcnonb3oBaHue U pyHKLUMU

cnpaBke

Help Mog nwbon komaHgHow cTpokon BBeguTe "help" n Haxmnte Enter, Bbl
nonyymTe KpaTKoe ONMCaHne N3 CNpaBoOYHON CUCTEMDI

«?» 1. MNog nobor KomaHgHOW cTpokon BBeguTe "?", 4TOBbI NONYYUTb CMAMCOK

KOMaHO Ond Tekywiero pexumma ¢ Kpatkmm onmcaHneMm.

2. Beegute "?" nocne komaHgbl. Ecnv nosuums gormkHa 6biTb napameTpoMm,
onucaHue 3Toro napameTpa Tuna, macwraba v T1.4., 6yayT oTobpaxeHsl,
€CNu No3numst JOImKHa ObiTb KMNOYeBLIM CrOBOM, TO OygeT oTobpaeH
Habop KrYEBbIX CIOB C KpaTKMM OMUCaHMEM, ecnn Bblwmo "<cr>", 1o
KOMaHga BBeAeHa MOSIHOCTbIO, HaxmuTe knasuwy Enter, 4T06bI
BbIMOSHUTL KOMaHAY.

3. Beegute "?" cpasy nocne CTpokuM. DTO MOKaKET BCE KOMaHAbl, KOTOpble
HaYMHaKTCSA C ATON CTPOKM

1.2.5. MNpoBepka BBOAA

1.2.5.1. Otob6paxaemasn nHdopmauums: ycnewHoe BbinonHeHue (successfull)

Bce komaHAbl, BBOAMMbIE YepE3 KnaBmaTypy, NPOXOAdAT NpoBepKy cnuHTtakcuca B Shell. Huyero
He 6ygeT oTobpaxaTtbCA, ecnu nonb3oBaTenb BBEN MNpaBWUibHbIE KOMaHObl Mpu
COOTBETCTBYIOLLMX PEXUMAX U YTO NPUBENO K UX YCNELIHOMY BbINONTHEHWIO.

1.2.5.2. OTobpaxaemasa nHdopmaums: oMbOYHbIN BBOA (ErT0T)

OTob6paxaemoe coobOueHue lMosscHeHue
OLLUNOKMN

Unrecognized command or illegal | BBegeHHoOn komaHObl He CywecTByeT WM eCcTb

parameter! owunbka B napameTpe Macwrtaba, Tuna wnm
dopmata
Ambiguous command [ocTynHO no KpanHewn Mepe OBe MHTeprnpeTaumu

CMbIClla Ha OCHOBe BBEEHHOIO TeKCTa
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OTtob6paxaemoe coobLieHune
OLIMOKN

MosscHeHue

Invalid command or parameter

KomaHga cyuectByeT (npusHaeTcsl), HO 3ajaH
HenpaBUNbHbIN NapameTp

This command is not existing in current
mode

KomaHga cyuwiectsyeT (Mpu3HaeTcd), HO He MOXeT
ObITb MCMONb30BaHa B JaHHOM pexuve

Please configure precursor command
"*»at first!

KomaHga cyulecTtsyeT (npusHaeTcs), HO
OTCYTCTBYET YCroBMe KOMaHAbI

syntax error: missing " before the end
of command line!

Owmnbka CUHTaKCcuca: KaBbl4YKU He MoryT
MCMNoJsb30BaTbCA B nape

1.2.6. Nopaepxka A3blka HeyeTKon nornku (Fuzzy math)

Shell Ha koMMyTaTOpe UMEET NOALEPKKY A3blka HEYETKOM NOMMKN B MONCKE KOMaHZ U KITHOYeBbIX
cnos. Shell 6ygeTt pacno3HaBaTb KOMaHAbI U KIOYEBbIE CrIOBA B TOM Clyyae, eCcriv BBe4eHHas
CTpOKa He BbI3blBA€T HUKAKNUX KOH(DIMKTOB.

Hanpumep:

1. KomaHga «show interface ethernet status», 6yget paboratb gaxe B Tom crnyyae,
ecnu HabpaTb «sh in ethernet status».

2. OpgHako, npu Habope koMaHabl «<show running-config» kak «show r» cuctema
coobwmnt «%Ambiguous command», T.k. Shell 6ygeT He B COCTOsIHUM onpenennTb,
4YTO umenock Beuay «show radius» nnm «show running-config». Takum o6pasom, Shell
CMOXeT MpaBuibHO pacno3HaTb KOMaHA4y TONbKO ecnv ByaeTt HabpaHo «sh ruy.
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2. OCHOBHbIE HACTPOUKU KOMMYTATOPA

2.1. OCHOBHbIe HAaCTPOMUKMU

OcHoBHbIe HaCTDOIZKI/I KOMMYyTaTopa BKIHO4YakT B cebs KOMaHAabl Anda BXoda U BbiXoada W3
pexnma agMMHUCTPaTopa, KOMaHObl ONA BXOOa M BbiIXOOa U3 pexunma KOHd)VIprI/IpOBaHI/IFI
MHTepcbeﬁca, anda HaCTpOVIKM n 0T06pa)KeHI/1$I BpeMeHn B KOMMYyTaTope, 0T06pa)KeHI/1$I
I/IHC*)OpMaLl,I/II/I O BepCun CUCTeMbl KOMMYyTaTOpa U TaK aanee.

KomaHpa

MosicHeHue

OOGbIYHbIV NONb30BaTeNbCKUM pexnm/Pexum agMmHucTpaTopa

Enable [<1-15>] disable

Monb3oBaTenb Mcnonb3yeT kKoMaHay enable gng Toro, 4To6bI
BOWTW B pexuM agMnHucTpaTopa. A komaHgy disable ans Beixoaa
N3 Hero

Pexum agMmuHucTpartopa

config [terminal]

Bxognt B pexmm rnobanbHOro KOHUrypupoBaHus N3 pexuma
agMUHUCTpaTopa

Pa3nunyHble pexumsbl

exit

Bbixog 13 Tekyllero pexuma M BXxo4 B NpeablayLunii pexum,
Hanpumep, eCnv NPUMEHUTb 3Ty KOMaHAY B pexume rnobanbHoro
KOH(UrypupoBaHus,, TO OHAa BEPHET Bac B  PEXUM
agMuHUCTpaTopa, ecnv HabpaTtb ewe pa3 (yke Haxogscb B
pexvMme agMuHucTpatopa), TO nonagete B Mosfib30BaTenbCKUN
peXmm

show privilege

lMokasbiBaeT npusunernn gna onpeneneHHbIxX none3oBartenemn

PaclumpeHHbIN nofnb3oBaTenbCKkun pexum/Pexxum agMmHucTpaTtopa

end

Bbixo4 M3 Tekywero pexuma W BO3BpalLEHNE B PEXUM
agMuMHUCTpaTopa, TONbKO Koraa nosib3oBaTtesfls HAXOAMTCS He B
Nonb30BaTeNbCKOM/agMUHUCTPATOPCKOM pexmmax

Pexunm agMmHucTpatopa

clock set <HH:MM:SS>
[YYYY.MM.DD]

YcTaHoBKa gaTtbl BpemMeHu

show version

OTobpaxeHne Bepcumn KOMMyTaTopa

set default

BosBpaluaeT 3aBoacKne HaCTpoOnKu
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KomaHpa NMosicHeHue
write CoxpaHsieT TekyLyto koHdurypaumo Ha Flash-namatb
reload Mepes3arpyska koMmyTaTopa
show cpu usage lNokasbiBaeT cTeneHb ncnonb3osaHns CPU
show cpu utilization [MokasbiBaeT TEKYLLYIO CKOPOCTb 3arpy3ku npoueccopa
show memory usage MNokasbiBaeT cTeneHb MCNOMb30BaHWA NaMaTh
Pexum rno6anbHOro KOHUrypupoBaHus
banner motd <LINE> no | HacTpoiika oTobpaxaemon uHpopMaumm npu  yCneLHon
banner motd aBTopu3aum nonb3oBatena 4epe3d Telnet wmnu koHcombHoe
coeauHeHune

2.2. YnpaBneHue Telnet
2.2.1. Telnet

2.2.1.1. BBepeHue B Telnet

Telnet — 370 NpPOCTOM NPOTOKON yAaneHHoro 4oCTyna Ans AMCTaHUMOHHOro Bxoda. Micnonbays
Telnet, nonb3oBaTtenb MOXeT AUCTAHLMOHHO BOMTU Ha XOCT UCMonb3ys ero IP-agpec nnmn nms.
Telnet MmoxeT nocbiNatb HaXxaTusa KNasBuvwW yaaneHHOMY XOCTY U BbIBOAUTb JaHHbIE Ha 3KpaH
nonb3oBartens ucnonb3ysa npotokon TCP. 3To npo3payvHasa npoueaypa, Tak Kak KaxeTcs To,
YTO MoNib3oBaTeNbCKME KnaBmaTypa M MOHUTOP MOAKMOYEHbl K yAAnNeHHOMY Y35y HanpsiMyto.
Telnet ucnonb3yeT KIMEHT-CEPBEPHbIA pPEXMM, JlOKarbHad CUCTEMa BbICTyrNaeT B PO
Telnet-knueHTa, a ypaneHHbin xocT — Telnet-cepBepa. KommyTtatop MOXeT ObiTb, Kak
Telnet-cepBepoMm, Tak 1 Telnet-knneHTom.

Korga kommyTatop ucnonb3yeTtca kak Telnet-cepsep, nonb3oBaterfie MOXET WCMNOSb30BaTb
Telnet-knueHTckme nporpamMmmebl, BkoveHHble B OC Windows mvnu gpyrme onepaunoHHble
cucTeMbl ANS BXoda B KOMMYyTaTop, Kak OMMCAHO paHee B pasgene «ynpasneHue no
He3aBMCUMbIM KaHanam cBsasu». Kak Telnet-cepBep komMyTaTop MO3BOMSET OO S5 KMEHTaMm
Telnet-nogkntoyeHne ncnonbadysi npotokon TCP.

Takke kommyTaTop paboTas kak Telnet-knMeHT, No3BoNSAEeT NONb30OBaTENO BOWTU B Opyrue
yAaneHHble xocTbl. KommyTtatop moxeT ycTtaHoBuTb TCP-nogknmyeHne TOnbko K OOHOMY
yAaneHHoMy xocTy. Ecnu nosiButcs He06XxoaMMOCTb COEAMHEHUS C APYTUM yAaneHHbIM XOCTOM,
Tekywme coeguHeHust TCP gomkHbl ObITb pa3opBaHbl.

2.2.1.2. KomaHAabl KOH¢urypupoBaHus Telnet

1. Hactpowka Telnet-cepsepa.
2. Wcnonb3oaHue Telnet ana yaaneHHoOro AocTtyna K KOMMyTaTopy.
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1. Hactpowka Telnet-cepsepa.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

telnet-server enable
no telnet-server enable

Aktusmpyet dyHKumio Telnet-cepepa Ha
KOMMyTaTtope, KoMaHaa «no»
AeaKkTUBMpyeT 3Ty PyHKUMIO

username <user-name> [privilege <privilege>]

[password [0 | 7] <password>]
no username <username>

HacTtpanBaeT umsa nonb3oBaTtensa u
naponb gns goctyna no Telnet. KomaHnga
«NO» yaanseT AaHHble aBToOpM3aLmm
BbIOpaHHOro nonb3oBaTens

authentication securityip <ip-addr>
no authentication securityip <ip-addr>

HactpanBaeT 6e3onacHoCTb

IP-agpecoB ang Bxoda Ha KoMMmyTaTop no
Telnet: komaHga «no» oTMEHsEeT
npeabIgyLLyto KomaHay

authentication securityipv6 <ipv6-addr>
no authentication securityipv6 <ipv6-addr>

HacTtpauBaeTt 6e3onacHocTb
IPv6-agpecoB ns Bxofa Ha KOMMyTaTop
no Telnet: komaHaa «no» oTMeHseT
npeablayLyo KomaHay

Authentication ip access-class {<num-
std>|<name>}

no authentication ip access-class

CesasbiBaeT ctaHgapTHein IP ACL ¢
Telnet/SSH/Beb; komaHaa «no»
OTMEeHSIET NpeablayLLyo KOMaHay

Authentication ipv6 access-class {<num-
std>|<name>}

no authentication ipv6 access-class

CsasbiBaeT IPv6 ACL ¢ Telnet/SSH/Beb;
KOMaHOa «no» OTMEHSEeT NpeablayLLyio
KomaHay

authentication line {console | vty | web } login
{local | radius | tacacs}
no authentication line {console | vty | web } login

HacTtpowka pexnma ayteHTudmKaumm
Telnet

authentication enable method1 [method?2 ...]
no authentication enable

HacTtpoika BKkntoYeHus1 CNMCKoB METOAOB
ayTeHTudmKaumm

authorization line {console | vty | web } exec
{local | radius | tacacs}

no authorization line {console | vty | web } exec

HacTtpoika pexnma aBstopmnsaumm Telnet
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KomaHpa

OnucaHue

accounting line {console | vty} command <1-
15> {start-stop | stop-only | none} method1
[method2...]

no accounting line {console | vty} command
<1-15>

HacTponka cnucka MeTodoB yveTta

Pexnm agmMmHucTpatopa

terminal monitor
terminal no monitor

OTobpaxeHne oTnagoyHomn nHpopmaumnm
ANs BXo4a Ha KomMyTaTop vepes
Telnet-knneHT; kOMaHga «No» OTKMoYaeT
oTObpaxeHne gaHHON MHopMaLLMK

2. WNcnonb3osaHue Telnet ona yganeHHoro 4octyna K KOMMyTaTopy.

KomaHpa

OnucaHue

Pexum agMuHucTpartopa

telnet [vrf <vrf-name>] {<ip-addr> | <ipv6- addr>
| host <hostname>} [<port>]

Bxog Ha xocT KkommyTaTopa 4epes
Telnet-knueHT, BXOAALWNIA B KOMMNEKTaLMIO
KoMMyTaTopa

2.2.2. SSH
2.2.2.1. BBegeHue B SSH

SSH (aHrn. Secure SHell — «6e3onacHas obonoyka») sBRSETCA NPOTOKONOM, KOTOPbIV
obecneumBaeT 6e3onacHbI yganeHHbI AOCTyn K ceTeBbiM ycTponcTtBaM. OH OCHOBaH Ha
HagexHom TCP/IP-npotokone. OH nogaepXmBaeT Takue MeXaHU3Mbl Kak pacnpegeneHue
KNoyen, NpoBepka MOANMHHOCTU U wndpoBaHns mexagy SSH-cepBepoM n SSH-knneHTom,
ycTaHoBka 6e30nacHoro coeanHeHus. MiHdopmauus, nepegaBaemas Yepes 3T0 CoeaMHEHMEe
3awmuieHa oT nepexsarta v paclmdpoBku. [ns goctyna K KOMMyTaTopy, COOTBETCTBYOLLEMY
TpeboBaHmsam SSH2.0, Heobxoaumo SSH2.0 knMeHTckoe nporpaMMHoe obecneveHne, Takoe,
kak SSH Secure Client n Putty. lNonb3oBatenn MOryT 3anyckaTb BbILLIENEPEYNCTIEHHOE
nporpamMmHoe obecneyeHne LNs YNpaBreHWst KOMMYTaTopom yaaneHHo. KommyTtatop B
HacTosiwee Bpems noadepxusaet ayteHTudumkaumto RSA, 3DES m SSH wwudposaHme
NpOTOKOIa, Naposib NONb30BaTENSA ayTeHTUdMKALUMM 1 T.4.
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2.2.2.2. Cnucok komaHa ana koHdurypupoBaHus SSH-cepBepa

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

ssh-server enable
no ssh-server enable

AkTnBaums d)yHKLI,I/II/I Ha KOMMYTaTtope; KOMaHaa
«NOo» OTMEHAET npeablayulyr KoMmaHay

Username  <username>  [privilege
<privilege>] [password [0 | 7]
<password>]

Nno username <username>

HactpavBaeT uma nonb3oBaTtens M naponb Ans
goctyna K KoMMmyTaTtopy 4epe3 SSH-knueHT.
KomaHgoa «no» ypanset p[aHHble aBTopu3aumu
BblOpaHHOro nonb3oBaTens

ssh-server timeout <timeout>
no ssh-server timeout

HacTponka Tanmayta gns ayteHTupukaumm SSH;
KomaHgoa «no» BOCCTaHaBnMBaeT 3HA4YeHUs Mo
YMOMYaHWIo TanmayTa ansa ayteHTudpukaumm SSH

ssh-server authentication-retires
<authentication-retires>

no ssh-server authentication-retries

HacTtpouka yucna NMOBTOPHbIX MONbITOK
SSH-ayTeHTUdhMKauuuy; KomaHpa «noy»
BOCCTaHaBMMBaET 3HAa4YEHUA NO YMOMNYaHMIO

ssh-server host-key create rsa modulus
<moduls>

CospaHne HoBoro RSA-knmw4va xocta Ha
SSH-cepBepe

Pexunm agMuHucTpatopa

terminal monitor
terminal no monitor

lMoka3 oTnago4vHon MHdopMaumm SSH Ha CTOpoHe
KNMeHTa; KoMaHga «nNo» OTMEHSIET NpeablayLuyto
KoMaHgy

2.2.2.2.1. MNpnumep HacTpounkn SSH-cepBepa

Mpumep 1:
3apgauu:

1. Bknountb SSH-cepBep Ha kommyTaTope 1 3anyctutb SSH2.0 nporpammHoe
obecneveHune knmeHTa, Takoe kak SSH Secure Client unu Putty Ha TepmuHane. Bontun
Ha KOMMYTaTOp, UCMONb3Yyst UMSA NONb30BaTeNsI U MAPOSb OT KNNEHTA.

2. Hactpoutb IP-agpec, no6aBnte SSH-nonb3oBatenen n aktuenposatb SSH-cepsuc
Ha KomMmyTaTope. SSH2.0-KNMeHT MOXET BOMTN B KOMMYTaTOp, UCMONb3ys NMS
nonb3oBaTens 1 Napornb 4519 HACTPOMKN KOMMYyTaTopa.

Switch(config)#ssh-server enable Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 100.100.100.200 255.255.255.0

Switch(Config-if-Vlanl)#exit

Switch(config)#username test privilege 15 password 0 test

(@ arecy
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B IPv6-ceTax, TepMunHan [OrmkeH 3anyctutb SSH-knMeHT M nporpammHoe obecneyeHue,
KoTopoe noaaepxueaeT IPv6, Takme kak putty6. lMonb3oBaTenu He [OMKHbl U3MEHATb
HacCTPOMKM KOMMYTaTopa, 3a UCKNYeHneM pacnpegeneHns IPv6-agpeca Ang noKanbHOro
XocTa.

2.3. HacTtpouka IP-agpecoB KommyTaTopa

Bce Ethernet-nopTel kOMMyTaTopa MO YMOMYaHUIO 4HBASAKOTCA MopTaMmyM [ocTyna Aand
KaHanNbHOro YpPOBHS W BbINOMNHATCA Ha BTOpoMm ypoBHe. VLAN-uHTepdenc npencraenser
cobon mHTepdenc TpeTbero YpoBHS C (PYHKUMAMM, ONS KOTOPbIX MOXET OblTb Ha3HayeH
IP-agpec, koTopbii Oyaet Takke IP-agpecom kommyTtatopa. Bce cetn VLAN, cBa3aHHble C
UHTepdENCOM, N NX KOHUrypaums MoryT 6biTb HACTPOEHbI B MOAPEXUME KOHDUTYPUPOBAHUS
VLAN. KommyTaTtop npegoctasnseT Tpu metoaa koHdurypaumm IP-agpeca:

L] py4Had;
e BOOTP;
. DHCP.

Py4Has HacTponka IP-agpeca nossonseT npucsamath IP-agpec Bpy4Hyto.

B BOOTP/DHCP-pexunme, kommyTtatop paboTtaet kak BOOTP/DHCP-knueHT, oTnpaBnser
LUMpoKoBeLlaTenbHble  MakeTbl BOOTP-3anpoca Ha BOOTP/DHCP-cepeepa u
BOOTP/DHCP-cepBep HasHavyaeT agpec OTnpaBUTEMO 3anpoca, KpoMe TOro, KommyTtaTtop
MoXxeT pabotatb B kadectBe cepBepa DHCP v gnHamudeckn HasHavaTb mapameTpbl ceTu,
Takue, Kak IP-agpeca, wno3 n agpeca DNS-cepsepoB DHCP-«nneHTam, 4to nogpo6bHO onMcaHo
B MocreayroLunx rnasax.

2.3.1. Cnnucok komaHpa ansa HacTpouku IP-agpecoB

1. Bknwodvenne VLAN-pexuma.
2. Py4Has HacTpoMka.

3. BOOTP-koHpurypaums.

4. DHCP-koHurypauus.

1. BknodveHne VLAN-pexuma.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

interface vlan <vlan-id> CospgaHne VLAN-uHTepdpenca (nHTepdelica
TpeTbero YpOBHs); KOMaHga «no» ypanset

no interface vlan <vlan-id>
VLAN-uHTEphenc
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2. Py4Has HacTpoMka.
KomaHpa OnucaHue
VLAN-pexum
ip address <ip_address> <mask> | Hactpoika IP-agpeca VLAN-uHTepdenca;
[secondary] no ip address <ip_address> | komanga «No» yoanset IP-agpeca

<mask> [secondary]

VLAN-nHTEepdenca

ipv6 address <ipv6-address / prefix-
length> [eui-64]

no ipv6 address <ipv6-address / prefix-
length>

Hactponka IPv6-agpecoB. KomaHga «no» yganset
IPv6-agpeca

3. BOOTP-koHduUrypaums.

KomaHpa

OnucaHue

\%

LAN-pexum

ip bootp-client enable
no ip bootp-client enable

BkntoyeHne kommyTaTopa Kak
BOOTP-knueHTa gnga nonyveHna IP-agpeca u
agpeca wnto3a nytem neperosopos BOOTP.
KomaHpa «no» BblkntodaeT BOOTP-knueHT

4. DHCP koHdurypauus.

no ip dhcp-client enable

KomaHaa OnucaHue
VLAN-pexum
ip dhcp-client enable Bkniouenne kommytatopa kak DHCP-knueHta pgns

nony4yenus |IP-agpeca n agpeca wro3a nyTem 3anpocoB
DHCP. KomaHga «no» BbikntovyaeT DHCP-knneHT

2.4. Hactpouka SNMP
2.4.1. BBepgeHne B SNMP

SNMP (Simple Network Management Protocol) sensieTcst cTaHgapTHBIM MPOTOKOJIOM CETEBOIO
yrnpaeneHns, KOTopbI LUMPOKO MCMONb3yeTcs B yNpaBreHnn KomnbtoTepHbeiMu cetamu. SNMP

ABNAeTCA pa3BuBarOLMMCA MPOTOKOJIOM.

SNMP v1 [RFC1157] siBnsieTcss nepBOn Bepcuen

npotokona SNMP, koTopas aganTMpoBaHa K OrpOMHOMY 4YMCIy Mpou3BOAMTENEen CBOewn
NpocTOTOM U NnerkocTbto BHeapeHus; SNMP v2c asnseTcsa ynydweHHon Bepcmnent SNMP v1; B
SNMP v3 ycuneHa 6e3onacHocTb, gobasneHbl USM n VACM (View-Based Access Control

Model).
SNMP-npoTokon obecneynmBaeT NpPOCTON

crnocob obmeHa MHdopmaumern ynpasneHnsa ceTblo

mexay ABymsi Toukamu B cetu. SNMP ncnonb3yeT MexaHn3M 3anpocoB 1 nepegaeT coobLeHns
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yepe3 UDP (npoTokon 6e3 yCTaHOBNEHUS] COEAMHEHNSA TPaHCMOPTHOrO YPOBHS), NO3TOMY OH
XOpOLLO NOAAEPKMBAETCA CYLLECTBYIOLLMM KOMMNBIOTEPHBIMWN CETAMM.

SNMP-npoTokon ucCnonb3yeT pexumm CcTaHuum-areHta. B aTon CTpykType ecTb [ABe
coctaensaowme: NMS (Network Management Station) n areHt. NMS saBnsetca pabouen
CTaHuMen, Ha KOTopon CTOUT KnumeHTckas nporpamma SNMP. 310 agpo SNMP-ynpaBneHus
ceTbto. AreHT cepBepHOro nporpammMmHoro obecneveHms paboTaeT Ha yCTPOWMCTBaX, KOTOpPbIE
Hy>xgatoTca B ynpasneHun. NMS ynpaensieT Bcemun obbektamm yepes areHToB. KommyTtaTtop
nogaepxmeaeT OyHKUMM areHTa.

Ceasb mexgy NMS wu areHtom npoucxoaut B pexunme KnuneHt-Cepsep, obmeHMBasicb
cTaHgapTHbeIMK coobweHnammn. NMS nocbinaet 3anpoc, n areHT oTBe4vaeT. EcTb cemb TMnoBs
SNMP-coobLeHuin:

o Get-Request;

o Get-Response;

o Get-Next-Request;
o Get-Bulk-Request;
e Set-Request;

e Trap;

e Inform-Request.

NMS cBsisbiBaeTCcs € areHToMm C nomouibio 3anpocoB: Get-Request, Get-Next-Request,
Get-Bulk-Request and Set-Request, areHT, npyn nony4eHumn 3anpocoB, oTBe4aeT coobLieHnem
Get-Response. O HekoTOpbIX chneuuanbHbiX CUTyauusX, TakuMxX, Kak WU3MEHEeHusi CTaTycoB
ceTeBbIX MOPTOB YCTPOMCTBA UM U3MEHEHMSI TOMOSIOMMW CEeTW, areHTbl MOryT OTnpaBnsATb
cneumanbHble coobLueHnsa 06 aHoManbHbIX cobblTuax. Kpome toro, NMS moxeT 6bITh Takke
YCT@HOBMEH ONs NpeaynpexgeHns HEKOTOpbIX aHoMarbHbIX coObiTui, aktueupyss RMON
dyHkumto. Koroa cpabaTbiBaeT onpedenieHHoe NpaBuiio, areHTbl OTNPaBnsaloT coobLlleHnsa B
XypHanbl cobbITWIA B COOTBETCTBMM C HACTPONKamu.

USM oGecneumBaeT ©Oes3onacHylo nepegady, Xopowo MpogymMaHHoe wudpoBaHue u
ayteHTudmkaumto. USM  wndpyer coobuieHns B 3aBUCMMOCTM OT BBOAa Napons
nonb3oBaTens.

OTOT MexaHu3M rapaHTupyeT, 4To coobLieHns He MoryT 6blTb NPOCMOTPEHbI BO BpeMS
nepegaun. Takke USM AyTeHTudmkaums rapaHTMpyeT, 4To cooblieHne He MOXeT ObiTb
nameHeHo npu nepegade. USM wucnonbayetr DES-CBC-kpuntorpaduio. 1 HMAC-MD5, n
HMAC-SHA ncnonb3aytoTcs gnga ayTeHTudunkaumn.

VACM wucnonb3yetca ans knaccuduvkaumm npaeB M gOCTyna nonb3oBatenen. 910 CTaBUT
nonb3oBaTternen ¢ OOHUM N TEM Xe paspeLleHeM A40CTyna B 04Hy rpynny. HeaBTopmn3oBaHHbIe
nonb3oBaTeny He MOryT NPOBOAUTL Onepaumn.

2.4.2. BBepeHue B MIB

NHudopmauus ynpaeneHnsa cetbto goctyna B NMS KoppeKkTHO onpegeneHa u opraHM3oBaHa B
nHdopmMaumoHHon 6Gase ynpaenenna (MIB). MIB asto npegonpeneneHHast nHdopmauus,
KoTopas MoXeT ObITb [OCTyrnHa 4epe3 MNpOTOKOMbl YMNpaBrfieHUs CeTbid, BO BCEW CBOEW
MHOMOCITOMHOCTU N CTPYKTYpMpOBaHHOM Buae. MNMpegonpeneneHHas nHpopmaums ynpasneHums
MOXeT ObITb nonyyeHa nytem MOHUTOpUHra ceTesbix ycTponcTB. ISO ASN.1 onpegenset
ApeBoBUAHYI0 CTPYKTYpY Ana MIB, cooTBeTcTBEHHO Kaxabii MIB opraHusyeT BClO AOCTYNHYHO
WHpopMaumio B BuAe Takom CTpykTypbl. Kaxabih ysen atoro gepesa cogepxut OID
(voeHTMdMKaTOp 06bEKTA) N KpaTKoe onncaHue yana. OID npeacrasnseT cobon Habop uenbix
yucen, pasgeneHHbIX To4YkaMu, M MOXeT ©OblTb MCMonb30BaH [Ans  onpegeneHus
MeCTOMOMNOXeHUs y3na B ApeBoBUAHON CTpykType MIB, Kak nokasaHO Ha pUCYHKE HUXE:
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Root
o
Node(1) g @ Node(2)
Node(1) g @ Node(2)
Object(1) ¢ Node(1) g @ Object(2)
Object(1) g

PucyHok 2-1. Npumep aepesa ASN. 1

Ha aTom pucyHke OID ob6bekTta A siensetca 1.2.1.1. NMS MOXeT HanuTu 3TOT 06beKT Yyepes 3ToT
yHuKanbHbin OID 1 nonyynTb CTaHAapTHblE nepeMeHHble obbekTa. MIB onpegenseT Habop
CTaHOapTHbIX NepeMeHHbIX ANA MOHUTOPUHIa CeTeBbIX YCTPONCTB, Cneays 3TOW CTPYKTYpe.

Ecnv nidopmaumsa o nepemeHHbIx MIB-areHTa gomkHa BbiTb MPOCMOTPeHa, Heo6xoamnm 3anyck
nporpammHoro obecnedyeHns npocmotpa MIB Ha NMS. MIB B areHTe 0Bbl4HO COCTOUT U3
ny6nuyHoro MIB un 4vactHoro MIB. ly6nuuHbin MIB cogepXuT OTKPbITYO MHOPMaLnto
yrnpaBneHns ceTbto, KoTopas MOXET OblTb AocTynHa gns Bcex NMS, yacTHbin MIB cogepxut
KOHKPETHYI0 MHdOpMaLmnio, KoTopas MoOXeT BblTb MPOCMOTPEHa U KOHTPONMPYETCA NOAAEPKKOMN
nponssoaunTens.

MIB-I [RFC1156] 6bina nepson peanusaupen nyonunyHbix MIB SNMP, n Gbina 3ameHeHa
MIB-Il [RFC1213]. MIB-Il pacwupsaet MIB-I n coxpandet OID gna MIB-gepesbeB B MIB-I.
MIB-II, cogepXuT BrOXeHHble OepeBbsi, KOTOpble Takke HasbiBaloTcA rpynnamu. O6bLEKTbI B
3TUX rpynnax OxBaTbiBalOT BCe (PyHKUMOHanNbHble obnactm B ynpasneHuu cetbio. NMS
nony4vaeT uHcopmMaumio 06 ynpasneHun cetoto npocmatpmeas MIB Ha SNMP-areHTe.

KommyTtatop moxeT paboTtaTb B kadectBe SNMP-areHTa, a Takke nogaepxusaetr SNMP
v1/0/v2c n SNMP v3. Takke kommyTaTtop nogaepxmnsaet 6asosblie MIB-1I, RMON ny6nuyHblie
MIB v gpyrme nybnunyHesle MIB, Takue kak Bridge MIB. Kpome Toro, kommyTaTop NnogaepxmeaeT
CaMOCTOSTENbLHO onpeaeneHHble YacTHble MIB.

2.4.2.1. BeegeHne B RMON

RMON sBnsieTcst Hanbonee BaxHbIM pacwmpeHnem ctangaptHoro SNMP-npotokona. RMON
sABnsieTca Habopom onpegenennn MIB v ucnonb3yetcsa Onst onpederneHust CTaHO4apTHbIX
CPeAcCTB M MHTepercoB Ans HabnoaeHns 3a ceTblo, NO3BOMSET OCYLLECTBNSATb CBA3b MEXAY
TepmuHanamm ynpaenenna SNMP » yganeHHbiMy ynpaBngembiMu kommyTaTopamu. RMON
obecneymBaeT BbICOKOI(MEKTMBHDBIN METOL KOHTPOSISI AEACTBUNA BHYTPU NMOACETM.

MIB RMON coctout 13 10 rpynn. KommyTtaTop nogaepxvBaeT Hanbonee 4acto UCNosfb3yemble
rpynnebl 1,2,3n9:

e  Statistics: KOHTPONMPYET OCHOBHOE UCMONb30BaHNE 1 BeeT CTaTUCTUKY owmMboK Ang
KaXkgow NMOoACeTV KOHTPONMPYEMOro areHTa.

e History: nosBonsieT nepuvoauyeckn 3anucbiBaTe 0Opasubl CTATUCTUKWU, KOTOpble
AocTynHbl B CTaTucTuke.
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o Alarm: no3BonsieT nonb3oBaTensiM KOHCONMN ynpaeneHuna yCtaHaBMBaTb KOJNTM4YECTBO
NWn 4ncno and nHTepBanoB OOHOBIEHMNS U NMOPOroBbIX 3Ha4YeHN OMNoOBELLEHUs Ans

3anmcenn RMON-areHTa.
e Event: cnncok Bcex cobbiTnin, nponsoweninx B RMON-areHTe.

Alarm 3aBucart ot peanusaumm Event. Statistics n History oto6paxaloT TekyLlyto CTaTuCcTUKy
nnn nctopuio nogcetn. Alarm n Event obecneunBator metoq KOHTpons nboro MamMeHeHus
AaHHbIX B CETU U NPeJoCTaBNAT BO3MOXHOCTb NoAaBaTb CUTHamMbI MPU HeLUTaTHbIX COBbITUAX

(oTnpaska Trap vnu 3anuck B XXypHarbl).
2.4.3. Hactponka SNMP

2.4.3.1. Cnucok KomaHa ans Hactpoukm SNMP

=

BkntoveHne n otknoveHne pyHkumm SNMP-areHTa.
HacTpowka cTtpokn coobuiectsa B SNMP.
HacTtponka IP-agpeca ctaHumm ynpasneHna SNMP.
HacTtpownka engine ID.

HacTpoika nonb3oBaTens.

HacTtpowuka rpynnbl.

HacTtpoika Buga.

Hactponka TRAP.

BkntoyeHwne/BbikrntoveHne RMON.

©e N AN

1. BkntodeHue n oTknoyveHne pyHkunun SNMP-areHTa.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

snmp-server enable Bkntouenne  pyHkumn

no snmp-server enable
OYHKUMIO

SNMP-areHTa

Ha

koMmMyTaTope. KomaHga «no» BbIKMoYaeT 3Ty

2. Hactporika ctpoku coobwectsa B SNMP.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

access{<ipv6-num-std>|<ipv6- name>}] [read A CTpOKy
<read-view-name>] [write <write-view-
name>]

no snmp-server community <string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

snmp-server community {rojrw} {0 | 7} | Hactpowka ctpoku coobuiectea B SNMP ans
<string> [access {<num-std>|<name>}] [ipv6- kommyTaTOopa. KomaHaa «no» ypanser aTy
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3.

HacTponka IP-agpeca ctaHumm ynpasneHna SNMP.

KomaHpa

OnucaHue

Pexum rmob6anbHoro

KOH(pUrypupoBaHms

snmp-server securityip {<ipv4-address> |
<ipv6-address>}

no snmp-server securityip {<ipv4-address> |
<ipv6-address>}

HacTtporika 6e3onacHbIx
IPv4/IPv6-agpecoB, KOTOpble MMEIOT NpaBo
poctyna k kommyTtatopy. KomaHga «no»
yOansieT 3Tn HaCTPONKN

no snmp-server engineid

snmp-server securityip enable BknioyeHne 1 OTKMAOYEHME  (PyHKUMK
snmp-server securityip disable npoBepki 6esonackbix 1P
4. Hactpownka engine ID.
KomaHpga OnucaHue
Pexum rmo6anbHOro KoHdUrypmpoBaHus
snmp-server engineid <engine-string> HacTtponka nokanbHoro engine ID Ha

KomMMyTaTope. OTa KomaHAa MChnonb3yeTcs
ana SNMP v3

string> [{authPriv | authNoPriv} auth {md5 |
sha} <word>] [access {<num-std>|<name>}]
[ipv6-access {<ipv6-num-std>|<ipv6- name>}]

Nno snmp-server user <user-string> [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

5. HacTtpoiika nonb3oBaTens.
KomaHaa OnucaHue
Pexum rmo6anbHOro KoHUrypmpoBaHus
snmp-server user <use-string> <group- | Jo6aeneHune nonb3oBatens 8 SNMP rpynny.

OTa KOMaHAa Mcnonb3yeTcs AN HaCTPOWKM
USM ans SNMP v3
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6. Hactponka rpynnebl.
KomaHpa OnucaHue
Pexum rno6anbHOro KoHUrypupoBaHus

snmp-server group <group-string> | YcTtaHoBKa WuHdopMauMM O rpynne Ha
{noauthnopriv|authnopriv|authpriv} [[read | koMmyTaTOpe. OTa KOMaHOa WUCNOMb3yeTcd
<read-string>] [write <write-string>] [notify | ana HacTponkn VACM gns SNMP v3
<notify-string>]] [access {<num-

std>|<name>}] [ipv6-access {<ipv6-num-
std>|<ipv6-name>}]

no snmp-server group  <group-string>
{noauthnoprivjauthnoprivjauthpriv}  [access
{<num-std>|<name>}] [ipv6-access {<ipv6-
num-std>|<ipv6-name>}]

7. Hactponka suga.

KomaHpa

OnucaHue

Pexum rmob6anbHoro

KOHcpUrypuposaHus

snmp-server view <view-string> <oid-string>
{include|exclude}

no snmp-server view <view-string> [<oid-
string>]

Hactponka BuMaa Ha KommyTaTope.

KomaHga ncnonbayetcs and SNMP v3

OTa

8. Hactponka TRAP.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

snmp-server enable traps Bkntountb otnpaBky Trap-Coo6LLEHMA.
ncrnonbdyetcsa anss SNMP v1/0/v2/v3

no snmp-server enable traps

3T1a KomaHaa

snmp-server host {<host- ipv4- | YcTtaHoBKa IPv4/IPv6-agpeca XOCTa, KOTOpbIl
address> | <host-ipv6- | ncnonbayetcs ansa nonyyveHuns nHdopmauun SNMP Trap.
address>} {v1 | v2c | {v3 | Ona SNMP v1/0/v2, aTa KOomaHOa Takke HacTpavsaeT
{noauthnopriv | authnopriv |  cTpoky coobwectBa ansa Trap; ons SNMP v3, aTa komanga
authpriv}}} <user-string> TawkKe HacTpanmBaeT WMS MONb3oBaTeNns W YpPOBEHb

no snmp-server host {<host-

ipv4-address> | <host-ipv6-
address>} {v1 | v2c | {v3
{noauthnopriv | authnopriv |

authpriv}}} <user-string>

©6es3onacHocTtu Trap. Komanga "no",
mnn IPv6-agpec

oTMeHseT aToT IPv4-
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KomaHpa OnucaHue

snmp-server trap-source {<ipv4- | YctaHoBka IPv4- nnun IPv6-agpeca UCTOYHMKA, KOTOPLIN
address> | <ipv6- address>} ncnonb3yeTcs Ans oTnpasky Trap-nakeToB, KOMaH4a «no»

no snmp-server trap-source YAAMSET KOHMUTypaLmio

{<ipv4-address> | <ipv6-
address>}

9. BknwoyeHue/BbiknoyeHne RMON.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

rmon enable BkntoyeHue/BbiknovyeHme RMON
no rmon enable

2.4.4. Tunn4yHble npumepbl HacTponku SNMP

IP-agpec NMS 1.1.1.5, IP-agpec kommyTaTtopa (areHTa) 1.1.1.9.

CueHapwui 1: nporpammHoe obecneyveHne NMS mcnonbayeT npotokon SNMP gna nonyyexus
AaHHbIX OT KOMMYyTaTopa.

KoHcpurypaumsa kommyTaTopa, 3anncaHa Huxe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 1.1.1.5

NMS moxeT ucnonb3oBaTb YacTHY0 CTPOKY coobLiecTBa Anst AOCTyNa K KOMMyTaTopy Afs
YTEHMS 1 3anMCcu paspeLleHUii N NCNonb3oBaTh NYGNNYHYO CTPOKY coobLLecTBa Ans 4ocTyna
K KOMMYTaTOPY TOMbKO AN1S YTEHUSI pa3peLUeHnit.

CueHapun 2: NMS 6yget nonyyatb Trap-coobuieHunsa ot kommyTatopa (Mpumevanue: NMS,
BO3MOXHO, MPOBEPUT 3HAYEHME CTPOKM coobulecTBa ans Trap-coobLennn. B atom cnydae NMS
ncrnonb3yeT NOATBEPXKAEHNE CTPOKM coobLlecTBa usertrap).

KoHdurypauma kommyTatopa, U3roXxKeHa HUXe:
Switch(config)#snmp-server enable
Switch(config)#snmp-server host 1.1.1.5 v1 usertrap
Switch(config)#snmp-server enable traps
CueHapun 3: NMS uncnonb3yet SNMP v3, 4to6bl nony4nTb MHGOPMaUMo OT KOMMYyTaTopa.
KoHurypaums kommyTaTopa, U3noxeHa Huxe:
Switch(config)#snmp-server
Switch(config)#snmp-server user tester UserGroup authPriv auth md5 hellotst

Switch(config)#snmp-server group UserGroup AuthPriv read max write max notify
max
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Switch(config)#snmp-server view max 1include

CueHapun 4: NMS xoueT nonyuutb v3Trap-cooOueHne, OTnpaBrneHHOE KOMMYTaTOPOM.
KoHdurypaumst koMmyTaTopa, U3roxeHa HuxXe:

Switch(config)#snmp-server enable
Switch(config)#snmp-server host 10.1.1.2 v3 authpriv tester
Switch(config)#snmp-server enable traps

CueHapun 5: IPv6-agpeca NMS 2004:1:2:3::2; IPv6-agpeca kommyTatopa (areHTa)
2004:1:2:3::1. MNonb3osatenn NMS ucnonb3yoT npotokonn SNMP ansa nonyyeHuss JaHHbIX OT
KOMMyTaTopa.

KOH(bI/IpraU,MSI KOMMYTAaTopa, U3JoXXeHa HNXe:!
Switch(config)#snmp-server enable
Switch(config)#snmp-server community rw private
Switch(config)#snmp-server community ro public
Switch(config)#snmp-server securityip 2004:1:2:3::2

NMS MoxeT ucnonb3oBaTb YaCTHY CTPOKYy COOGLLECTBa Ans AOCTyna K KOMMyTaTtopy Anst
YTEHWUS U 3an1cK paspeLleHnin U NCrorb3oBaTb NyOMYHY0 CTPOKY coobLLecTBa AN AocTyna
K KOMMYTaTOpPY TOJbKO AN YTEHUSI pa3peLleHui.

CueHapun 6: NMS 6yget nonyyatb Trap-coobuieHnsa ot kommyTatopa ([pumevanue: NMS,
BO3MOXHO, MPOBEPUT 3HAYEHME CTPOKM coobLlecTsa Anga Trap-coobueHnin. B atom cnydae NMS
ncnonb3yeT NOATBEPXKAEHNE CTPOKN coobLuecTBa usertrap).

KoHdurypauusa kommyTaTopa, U3noxeHa HUxXe:
Switch(config)#snmp-server host 2004:1:2:3::2 vl usertrap

Switch(config)#snmp-server enable traps

2.4.5. Nounck HeucnpaBHocTten SNMP

Korga nonb3oBatenu HactpamBaioT SNMP, SNMP-cepsep moxeT He paboTaTb LOSKHbBIM
obpasom u3-3a oTkasa (puU3N4ecKoro coeuMHeHUst U HenpaBuUibHOW KOHUrypauum mn T.4.
Monb3oBaTenu MoOryT ycTpaHuTb Npobremsbl, BbINOMHMB TpeboBaHWS, yka3aHHbIe HUKE:

o Y6eauTbCsl B HAQEXHOCTUN (PU3NYECKOTO COEANHEHNS.

o Ybeoutbes, YTO MHTEpPMENC 1 NPOTOKOM nepenavm AaHHbIX Haxo4daTCs B COCTOSIHUM
«up» (ncnonb3ynte komaHay "Show interface"), a Takke cBA3b MEXOY KOMMYTaTOPOM U
XOCTOM MOXET ObITb MpOBEpeHa nNyTeM pinga (Mcnonb3ynTte KomaHay "ping").

o Ybegutbes, 4to BrtoveHa dyHkumMst SNMP-arenTa. (Mcnonb3oBaTte koMaHay "snmp-
server").

e Ybegutbes, yto 6e3onacHocTb IP ans NMS (Mcnonb3oBaTb koMaHgy “"snmp-server
securityip") n ctpoka coobuecTBa (MCnonb3oBaTb KOMaHAy "snmp-server community™)
npaBurbHO HacTpoeHbl. Ecnn 4To-TO M3 3TOro He HacTpoeHo, SNMP He cMmoXeT
obwartbest ¢ NMS gormkHbim o6pasom.

e Ecnu Heobxoguma Trap-cyHkumus, He 3abyabTe BKAOUATE Trap (MCnonb3oBaTb
Komangy "snmp-server enable traps"). W He 3abyabTe npaBunbHO HacTpouTtb IP-agpec
X0oCTa u CTpoKy coobulectBa ang Trap (ucnonb3oBaTb kKomaHAgy "snmp-server host”),
4yTObbl 06ecneyvnTb OoTNpaBKy Trap-CcoObLLEHNN HA YKa3aHHbIA XOCT.

e Ecnu Heobxogmma RMON-gyHKUMA, OHa JofmkHa ObiTb BKOYeHa (MCnonb3oBaThb
Komangy "rmon enable").
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e  Wcnonb3ynte Komangy "show snmp», 4To6bl NPOBEPUTL OTNPABMEHHbIE U NOMYyYEHHbIE
coobuwenna SNMP; Ucnonb3ynte komanay "show snmp status”, 4tobbl NpoBEpPUTH
nHdopmaumio o koHdurypaumm SNMP; Ucnonbayte komaHay "debug snmp packet”,
4YTOObI BKMOUNTDL PYHKUMM OTNnagku n nposepkn SNMP.

e [Ecnu nonb3oBaTenb MoO-NpexHemMy He MOXeT pewunTb npobnembl ¢ SNMP,
obpallanTecb B TEXHUYECKUI LIEHTP.

2.5. MogepHu3auusa KommyTaTopa

KommyTtatop npepoctaBnsietr pgBa cnocoba o6HoBneHus: BootROM-o6HoBneHne u
TFTP/FTP-o6HoBReHMe nof Shell.

2.5.1. CuctemHble ¢pannbl KOMMyTaTopa

CuctemHble hannbl BKAOYalOT B ceba hannbl obpasa cuctemsbl (image) n 3arpy3oydHble (boot)
dannbl. OBHoBNEHNE CUCTEMHLIX (hbanoB KoMMyTaTopa nogpasymeBaeT cobon nepesanucb
cTapbix hannos HOBLIMW.

dann obpasa cuctembl BKNoYaeT B cebs oxkaTtble dhannbl annapaTHbIX ApanBepos, annbl
nporpaMmmMmHoro obecneveHusi U T. 4., 3T0 TO, YTO Mbl 0ObI4HO Ha3biBaeM «IMG file».

3arpysouHble (boot) dannbl Heobxoanmbl AN 3arpy3ky KU 3anycka KommyTaTopa, 9TO TO, YTO
Mbl 06bl4HO HasbiBaem «ROM file» (MoryT ObiTb cxaTbl B IMG-dannbl, ecnv OHU CAULLIKOM
fonbLmnx pasmepos). B kommyTaTope 3arpy3o4Hbie halinbl pa3peLlleHo COXpaHaTb B TOMbKO B
ROM.

KommyTatop onpegensetr nyTb M umeHa pgns dannos 3arpy3km kak flash:/boot.rom un
flash:/config.rom.

KommyTaTop npegocTtaBnseT nonb3oBaTento Asa pexuma obHoeneHus: 1. BootROM-pexum;
2. TFTP- n FTP-o6HoBneHne B pexume Shell. 9tn gBa cnocoba o6HoBneHus OyayT onucaHbl
noApo6HO B crieaytoLwmx AByX pasgenax.

2.5.2. BootROM-obHOBReHue

Ectb oBa metoga onst BootROM-o6HoBneHus: TFTP n FTP, koTopble MOryT 6biTh BbiOpaHbl B
KoMaHgax HacTponkn BootROM.

—
f—
il
MoaknioyeHve 1/0/1
Yepes KOHCOrbHbIN
kabenb MNogknoyeHne
yepes «naTty-kopa»

cB(olll0

PucyHok 2-2. TunnyHasa Tononornsa ang obHoBneHus kKommyTtaTtopa B pexxume BootROM
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Mpouenypa 06HOBNEHMS NEPEYMCIIEHA HUXKE:

Lar 1. Kak noka3aHO Ha puUcyHKe, UCMonb3yeTca KOHCOMbHbIM kabenb ana noakntodeHns MK k
nopTty ynpasneHnsa Ha kommytaTtope. K gomkeH nmeTb nporpammHoe obecneveHune
FTP/TFTP-cepBepa, a Takke dann image Heobxoanmblin 4ns 06GHOBRNEHMUS.

War 2. Haxxmute "Ctrl + B" BO BpeMs 3arpysku KoMMmyTaTopa ASa NepekntovYeHnss B pPexnm
BootROM-moHuTOpa. PesynbtaTt onepaumm nokasaH HuXe:

Boot#

LWar 3. B BootROM-pexume, 3anyctute “"setconfig”, 4ytobbl yctaHoBuTb IP-agpec u macky
kKommyTaTopa ansa pexvma BootROM, IP-agpec n macky cepBepa, a Takke Bblbepute
TFTP- nnn FTP-o6HoBNeHusa. MNMpeanonoxum, 4to agpec kommytaTtopa 192.168.1.2, a
agpec komnbtotepa 192.168.1.66 n Bbibepute TFTP-06HOBNEHUE KOHpUrypauumn. 310
OyoeT BbIrNsgeTb Tak:

Boot# config

Host IP Address: [10.1.1.1] 192.168.1.1
Server |IP Address: [10.1.1.2] 192.168.1.2
Boot#

War 4. Bkntounte FTP/TFTP-cepsep Ha INK. Onsa TFTP 3anyctute nporpammy cepsepa TFTP,
ans FTP sanyctute nporpammy FTP-cepsep. lNpexae, yem HayaTb 3arpy3ky danna
obHOBMEHMST HA KOMMYyTATOp, MPOBEPbTE COEAMHEHME MeXdy CepBepoM U
KOMMYyTaTOpPOM C NMOMOLLbIO ping’a ¢ cepeepa. Ecnu ping ycnewleH, 3anycTute KOMaHgy
"run" B BootROM-pexume. MNMocne yero HayHETCS 3anyck dpanna MO HenocpeACTBEHHO
¢ TFTP-cepBepa.

Boot# run tftp:nos.img
Loading nos.img ...
Using rtl9311#0 device
TFTP from server 192.168.1.2; our IP address is 192.168.1.1
Filename 'nos.img’".
Load address: 0x81000000
LLar 5. MNocne yga4dHou 3arpy3ku, npon3eseanTte 06HOBNEHME KomMyTaTopa 13 Shell-pexuma.

2.5.3. ObHoBneHune FTP/TFTP
2.5.3.1. BBegeHune B FTP/TFTP

FTP (File Transfer Protocol)/TFTP (Trivial File Transfer Protocol) siBnstoTca npoTokonammu
nepegaun cannoe, oHM oba npuHagnexat K YeTBepPTOMY YPOBHIO (YPOBHIO MPUITOXEHWIA) B
TCP/IP-cTeke MpOTOKOSIOB, UCMOMb3yeMOMY AN nepedayn annoB Mexay KOMMNblTepamu,
y3namu n kommyTatopamu. Oba oHun nepedatoT pannbl B KIIMEHT-CEPBEPHON Moaenn. PasHuua
MEeXAYy HAMW OnmcaHa Huxe.

FTP ocHoBaH Ha npoTokone TCP gns obecneveHust HageXHON CBA3WM M TPAHCMOPTUPOBKU
noToka JaHHbIX. TeM He MeHee, OH He NpegycMmaTpuBaeT npoLueaypy asTopusaumm ansa goctyna
K dpannam n ucnonb3yeTt NpoCTON MexXaHu3Mm ayTeHTudurkauumn (nepegaeTt nms nonb3oBaTens
N Naponb Ans ayTeHTMdUKaumm B BMAE OTKPbITOro Tekcta). [Npu mncnone3osanum FTP ans
nepeaayn annos, AOMKHbI ObITb YCTAHOBMEHbI Ba COEAVHEHUS MEXAY KIMEHTOM 1 CEPBEPOM:
ynpasnsioLiee coeavHeHne n coeamHeHne nepegadn gaHHbiX. [Janee gomkeH ObiTb nocnaH
3anpoc Ha nepegadvy ot FTP-knveHTa Ha nopT 21 cepBepa And yCTaHOBIIEHUS yNpaBngaoLwero
COeaMHEHNS 1 COrnacoBaHua nepeaayn JaHHbIX Yepes ynpasnstoLlee coeguHeHne.
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CyU.l,eCTByeT ABa TuUna Takmx COeaUHEHNN: akTUBHbIE U NACCUBHbLIE COEANHEHUS.

Mpun akTMBHOM NOAKITIOYEHUN KITMEHT NepedaeT ero agpec 1 HoMep nopTa ansa nepegaym aHHbIX
cepBepy, ynpasnswllee coeduvHeHVe nogaepXkmBaeTca [0 3aBeplUeHust nepejaynm 3Tux
OaHHbIX. 3aTeM, UCnonb3ys agpec M HoMep nopTa, NPefocTaBEeHHbIX KIMEHTOM, CepBep
yCTaHaBnuBaeT coefuHeHne Ha nopT 20 (ecnuv He 3aHAT) ANng nepegayn gaHHbIX, ecniv nopT 20
3aHAT, CepBep aBTOMaTMYECKU reHepupyeT Apyron HoMmep nopTa AN YCTaHOBKUM COeAMHEHMS.

I'Ip|/| naccMBHOM NOOKIMKOYEHUN, KIMMEHT 4Yepes yrnpaBnsdwoulee coeanmHeHue npocutT cepBep
YCTaHOBUTb NOAKIKOYEHNE. 3aTtem cepBep co3gaeTt cBon nopT Ana npocnywmBaHUA AaHHbIX U
yBeaomMndaeT KrneHta O HOMepe 3TOro nopTa, ganee KrnneHT yCTtaHaBliMBaeT coeaAuHeHue C
YKa3aHHbIM NOPTOM.

TFTP ocHoBaH Ha npoTtokone UDP, obecneunBatowmm cnyxOy nepefayun paHHbiXx 6e3
noaTBepXXaeHMs JoctaBkm M 6e3 ayteHTMdwumkauum u asTopmsaumn. OH obecneuymBaeT
npasunbHy0 nepegady AaHHbIX MYTEM MexaHu3ma OTnpaBKW MOATBEPXOEHWUS U MOBTOPHOWN
nepegayn Tanm-ayT nakeToB. [Mpemmywectso TFTP nepeg FTP B TOM, 4TO nepsbii ropasgo
npoLle 1 UMeeT HU3KNe HaknagHble pacxodbl nepeaayvn AaHHbIX.

KommyTtatop moxeT pabotatb kak FTP/TFTP-knueHT nnu cepsep. Korga kommyTtatop paboTtaeT
kak FTP/TFTP-knueHT, bannbl KOHUrypaumm m cuctemHble annbl MOXHO 3arpysuTb C
yaanenHoro FTP/TFTP-cepsepa (310 MOryT 6bITb Kak XOCTbl, Tak U Apyrne kommyTtatopbl) 6e3
yuwiepba ons ero HopMmanbHom paboTbl. U Takke MoxeT BbITb NosTy4eH CNMCOK (hannos ¢ cepBepa
B pexume FTP-knneHTa. KoHeyHO, KOMMyTatop MOXeT Takke 3arpy3utb Tekylue
KOHUrypauuoHHble annbl U cucTemMHble dannbl Ha yaaneHHbin FTP/TFTP-cepsep (370
MOryT 6bITb Kak XOCTbl, Tak W Apyrme kommytaTopbl). Korga kommyTtaTop paboTtaeT Kak
FTP/TFTP-cepBep, oH MoxeT obecneunTb 3arpysKy v BbIrpy3Ky bannos Ans aBTOPU30BaHHbIX
FTP/TFTP-knueHTOB.

BoT HekoTopble TEPMUHBI, YacTo ncnonb3yemoie B FTP/TFTP.
ROM: cokpawieHHo o1 EPROM, CI3Y. EPROM 3ameHsieT FLASH-namsaTe B KOMMyTaToOpe.

SDRAM: O3Y B KOMMyTaTOpe, KOoTopasi UCNosibayeTcs Ansd paboTbl CUCTEMbI U MPOrPaMMHOrO
obecneyeHus, a TaKKe XpaHUNMLLA NOCNeL0oBaTENBHOCTUN KOHUIYpaLMN.

FLASH: drnew-namate ucnonb3yetcsa ANns  XpaHeHuss dannoB cucteMbl U hanna
KOHdburypaumm.

System file: BkntovaeT B cebs 0b6pas cucTembl 1 3arpy304HbIA doans.

System image file: dann obpasa cuctembl BkNovaeT B cebsa cxatble dannbl annapaTHbIX
ApanBsepoBs, hannbl NporpammMHOro obecneveHmst, 3To To, YTO Mbl 00bIYHO Ha3biBaeM «IMG filey.
IMG-cbann moxeT 6bITb COXpaHeH Tonbko B FLASH.

Boot file: Heobxogumbl Ans 3arpy3kum U 3anycka KoMmyTaTtopa, 3TO TO, YTO Mbl OObIYHO
Ha3biBaem «ROM file» (moryT ObiITb cxaTtbl B IMG-cannbl, ecnm OHWM CINLWIKOM BOnbLINX
pa3mepoB). B kommyTaTope 3arpy3oyHbie hansibl pa3peLleHo coxpaHaTb B Tonbko B ROM.

KommyTatop onpegensetr nyTb M umeHa and dannoe 3arpy3km kak flash:/boot.rom un
flash:/config.rom.

Configuration file: BkntodaeT B cebsa chain HayanbHOM KOHdurypauum un damn Tekywlen
KOHdurypaumm. PasHuua B CBOWCTBAxX Mexay 9STummn dannamm no3sonseT obnerdntb
pe3epBHOE KONMpOBaHWe 1 OBHOBMEHME KOHPUrypaumn

Start up configuration file: aTo nocnegoBaTenbHOCTbL KOMaHA KOHUrypaumm, ncnonb3yemas
npu 3anycke kommyTtaTtopa. ann HavanbHOM KOHUIypaumm XpaHUTCA B SHEProHe3aBUCMONn
namatu. Ecnn yctponcteo He nogaepxusaet CF, dann koHpUrypaumm xpaHuTcs TONbKO BO
FLASH. Ecnu yctponctso nogaepxusaet CF, ann KoHdurypaumm xpaHutcs BO
FLASH-namsat nnn CF. Ecnu ycTponctso nogaepXuBaeTt MynbTUKOH(UIYpaUMOHHbIA dhann,
OHW OOMXKHblI MMeTb pacwmpeHune .cfg, nma no-ymonuyaHuio startup.cfg. Ecnu yctponcteo He
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nogaepXmBaeT MyIbTUKOHUIypaunoHHbeli dann, umsa danna HadvanbHoM KoHdurypauum
AOMXkHo 6bITh startup-config.

Running configuration file: ato Tekywasa (running) nocnegoBaTeribHOCTb KOMaH4
KOHcpurypaumu, ncnonb3yemasi KoOMMyTaTopoM. TeKyLLUNA KOHPUIYPaLNOHHbIN (hann XpaHUTca
B onepaTtuBHOM namsaTu. B npouecce paboTbl Tekywan KoHpurypaumsa running-config moxet
6bITb coxpaHeHa M3 RAM Bo FLASH-namsatb komaHgouw «write» unmn «copy running-config
startup- config».

Factory configuration file: ¢ann koHcurypaumm, noctaBngembini C KOMMYTaToOpoOM, Tak
HasblBaembli factory-config. [ins Toro, 4tobbl 3arpy3vTb 3aBOACKOM pann KoHurypaumm u
nepesanuncaTb ann HavyanbHOM KoHdurypaumm Heobxoanumo BeecTy komaHabl «set defaulty un
«writey», a 3aTem nepesarpysuTb KOMMYTaTOp.

2.5.3.2. Hactpouka FTP/TFTP

KoHdurypaumm kommyTtatopa kak FTP- m TFTP-knueHTa nodtM OOMHAKOBLI, MO3TOMY
npouenypbl HacTponkm ana FTP n TFTP B aToM pyKoBOACTBE ONMCaHbl BMECTE.

1. Hactpowika FTP/TFTP-knueHTa.
1.1. 3arpyska davinos FTP/TFTP-knueHToMm.

KomaHpa MosicHeHMne

Pexum agMmuHucTpartopa

copy <source-url> <destination-url> [ascii | binary] | 3arpyaka dannos FTP/TFTP-knuneHTOM

1.2. MpocmoTp gocTynHbIxX dharnos Ha FTP-cepsepe.

KomaHaa MNosicHeHune

Pexunm agpMuHucTpatopa

ftp-dir <ftpServerUrl> MpocmoTp gdocTtynHbix panoe Ha FTP-cepepe. dopmat
agpeca B AaHHOM cnyvae BbIrNAONT Tak:
ftp://mnonb3oBaTenb:napons @IPv4|IPv6-agpec

2. Hactponka FTP-cepsepa.
2.1. 3anyck FTP-cepBepa.

KomaHpa MosicHeHune

FnobanbHbIN peXxum

ftp-server enable 3anyck cepBepa, KOMaHga «no»  BbIKMOYaeT

no ftp-server enable cepsep
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2.2. HacTtpowka nMmeHn nonb3oBaTens u naponsa ang sxoaa Ha FTP-cepsep.

KomaHpa

MosicHeHue

FMo6anbHbIN pexum

ip ftp username <username> password
[0 | 7] <password>

no ip ftp username<username>

HacTtpoika nmeHn nonb3oBaTenss WU naponsa Ans
Bxoda Ha FTP-cepsep. KomaHaa «no» yaanut ums
nonb3oBaTens U naponb

2.3. 'ameHeHune BpemeHun oxungaxms FTP-cepsepa.

KomaHpa

MosicHeHue

FnobanbHbIN peXxum

ftp-server timeout <seconds>

BuicTaBnsieT BpeMA oXXngaHua 00 pa3pbiBa CBA3N

3. Hactpownka TFTP-cepsepa.
3.1. 3anyck TFTP-cepsepa.

KomaHpa

MosicHeHune

FnobanbHbIN peXxum

tftp-server enable
no tftp-server enable

3anyck cepBepa, «NO»  BbIKHOYaeT

cepsep

KomMaHga

3.2. 'ameHeHune BpemeHn oxngaums TFTP-cepeepa.

KomaHaa

MosicHeHue

FnobanbHbIN peXxum

tftp-server retransmission-timeout
<seconds>

BricTaBnseT TanmayT 0O peTpaHcnauum naketa

NakKeToB.

3.3. Hactpoiika konuyecTBa pa3 peTpaHcnauMM 00 TanmayTa Ans HENOBPEXAEHHbIX

KomaHpa

MosicHeHue

FnobanbHbIN peXxum

tftp-server retransmission-number
<number>

YcTaHaBnmnBaeT YNCo peTpaHCnsaumimn
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2.5.3.3. Npumepsbl HacTpoukn FTP/TFTP

HacTponkn oguHakosbl ong IPv4- n IPv6-agpecos. MNpumep nokasaH Tonbko ans IPv4-agpeca.

PucyHok 2-3. 3arpyska nos.img danna FTP/TFTP-knueHTOM

CueHapui 1: ncnonb3oBaHue KommyTtatopa B kadectBe FTP/TFTP-knueHta. KommyTtaTtop
coeavHsieTca  OAHMM M3 CBOMX MOPTOB C  KOMMbIOTEPOM, KOTOPbLIA  SBNSETCS
FTP/TFTP-cepepom c¢ IP-agpecom 10.1.1.1, kommyTtaTop gencrteyeT kak FTP/TFTP-knueHrT,
IP-agpec nHutepdpenca VLAN1-kommyTatopa 10.1.1.2. TpebyeTtca 3arpysuTb cann "nos.img" ¢
KOMMbloTepa B KOMMYyTaTOp.

2.5.3.3.1. Hactpouka FTP

HacTpoika komnbloTepa:

3anyctute nporpammHoe obecneveHne FTP-cepeBepa Ha komMnbioTepe U YCTAaHOBUTE WUMS
none3osatensa "PC" wn naponb "superuser'. [lomectute damn "12_30 nos.img" B
COOTBEeTCTBYIOLWMI KaTanor FTP-cepBepa Ha KoMmmnbloTepe.

[anee onucaHa npouenypa HaCTPOWKN KoMMyTaTopa:
Switch(config)#interface vlan1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlan1)#exit
Switch(config)#exit
Switch#copy ftp://PC:superuser@10.1.1.1/0/12_30_nos.img nos.img

CueHapum 2: ncrnonb3oBaHme kKoMMmyTaTopa B kadyectBe FTP-cepBepa. KommyTtatop paboTtaer
Kak cepBep W MOOKMIOYaeTCs OOHWM M3 CBOMX MOPTOB K KOMMbIOTEPY, KOTOPbLIA SABMASETCS
knueHToM. TpebyeTcsa nepegatb dann «nos.img» ¢ KOMMyTaTopa Ha KOMMbIOTEP U COXPaHUTL
ero kak «12_25 nos.img».

[anee onucaHa npouegypa HaCTPOMKN KoMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlanl)#exit
Switch(config)#ftp-server enable

Switch(config)# username admin password 0 superuser
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HacTponka komnbloTepa:

3angnTte Ha kommyTaTop ¢ ntoboro FTP-knueHTa ¢ meHem nonb3oBaTens «adminy n naponem
«superuser», ucronb3ynte komaHay «get nos.img 12_25 nos.img» ansa 3arpysku caunna
«NOS.img» C KOMMyTaTopa Ha KOMMbIOTEP.

CueHapwum 3: ncnonb3oBaHue KommyTaTopa B kadecTBe TFTP-cepBepa. KommyTtaTop paboTtaet
kak TFTP-cepBep 1 coeaMHsAeTCa OAHMM N3 CBOMX NOPTOB C KOMMbIOTEPOM, KOTOPLIN ABNAETCA
TFTP-knueHTOM. TpebyeTcs nepeaatb hann «nos.img» ¢ KOMMyTaTopa Ha KOMMNbIOTEP.

[lanee onvcaHa npoueaypa HacTpoOWK1 KOMMyTaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-VlanT)#no shut
Switch(Config-if-VlanT)#exit
Switch(config)#tftp-server enable

HacTponka komnbloTepa:

3angute Ha kommyTatop ¢ noboro TFTP-knuneHTa, ncnonb3ynte komaHay «tftp» ansa sarpyskm
«nos.img» panna c koMMyTaTopa Ha KOMNbITEP.

CueHapui 4: kKOMMyTaTOp BbICTynaeT kak FTP-knueHT ana npocMmoTtpa crnucka pannosB Ha
FTP-cepBepe. YcnoBusi CMHXPOHMU3ALUW: KOMMYTATOp COEAMHEH C KOMMbITEPOM 4Yepes
Ethernet-nopt, komnbtoTep ssnsetca FTP-cepsepom c IP-agpecom 10.1.1.1; KommyTatop
BblcTynaeT Kak FTP-knueHT ¢ IP-agpecom nHtepdenica VLAN1 10.1.1.2.

2.5.3.3.2. Hactpouka FTP

HacTpoika komnbloTepa:

3anyctute FTP-cepBep Ha koMMbOTEPE U YCTaHOBUTE UMs nonb3oBaTtensa «PC», n naponb
«superuser».

HacTtpowka kommyTtaTopa:
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 10.1.1.2 255.255.255.0
Switch(Config-if-Vlan1)#no shut
Switch(Config-if-Vlanl)#exit
Switch#copy ftp: //PC:superuser@10.1.1.1
220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.
230 User logged in, proceed.
200 PORT Command successful.
150 Opening ASCIl mode data connection for /bin/ls.
recv total = 480
nos.img nos.rom
parsecommandline.cpp
position.doc gmdict.zip

..(some display omitted here)
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show.txt
snmp.TXT

226 ansfer complete.

2.5.3.4. YcTtpaHeHue HeucnpaBHocten FTP/TFTP
2.5.3.4.1. Nouck HeucnpaBHocTen FTP

Mepen Hayanom npouecca 3arpy3ku/ckauymBaHns CUCTEMHbIX haifioB ¢ NOMOLLBIO NPOTOKONa
FTP HeoGxoaMMo NpoBEPUTb HANMYNE COEAMHEHNSI MEXAY KITMEHTOM U CEPBEPOM, 3TO MOXKHO
OCYLLECTBMTb C MOMOLLBI KOMaHabl «ping». Ecnu axo-TecTupoBaHWe HeyaadHo, crnegyet
yCTpaHUTb HeMnonaaku ¢ CoeauHEHNEM.

Cnepytowee coobuieHne, oTobpaxaeTcs npu ycnewHon oTnpaske dannoB. Ecnn oHO He
NosIBUIIOCb, NOXanyncra, NpoBepbTe NOAKMNIOYEHNE K CETU M MOBTOPUTE KOMaHAY «COpy» eLe
pas.

220 Serv-U FTP-Server v2.5 build 6 for WinSock ready...
331 User name okay, need password.

230 User logged in, proceed.

200 PORT Command successful.

nos.img file length = 1526021

read file ok

send file

150 Opening ASCII mode data connection for nos.img.
226 Transfer complete.

close ftp client.

Ecnn kommyTaTop obHOBRsieT dhansi NPOLUNBKMA UM hann HayvanbHOW KOHdUrypaumm vepes
FTP, oH He JormkeH nepe3anyckaTbCs Noka He nosBuTcst cooblueHme "close ftp clienty nnm "226
Transfer complete» ykasbiBaowme Ha ycnewHoe O6GHOBREHWE, B MPOTUBHOM Chny4ae
KOMMyTaTop MOXEeT ObiTb MOBpPEXAEH M ero 3anyck byaet HeBo3MoxeH. Ecnn obHoBneHne
yepe3 FTP He ypaetcsa, nonpobynte ewe pas wunm ucnonb3ynte pexum BootROM ans
OBGHOBMNEHMS.

2.5.3.4.2. Nouck HeucnpaBHocTen TFTP

Mepen Hayanom npolecca 3arpy3ku/ckadmBaHmMs CUCTEMHbIX (hainoB ¢ MOMOLLLIO NPOTOKONa
TFTP Heo6x0anmo NpOBEPUTL HANMYNE COEOUHEHNSA MEXAOY KITMEHTOM U CEPBEPOM, 3TO MOXHO
OCYLLECTBUTb C MOMOLLbIO KOMaHabl «ping». Ecnn Ha oTnpaBneHHbin echo-request He Obino
nosily4eHo oTBeTa, criedyeT YCTPaHUTb HeNosaaku ¢ CoeMHEHVNEM.

Cnepytowee coobuieHne, oTobpaxaeTcsi nNpu ycrnewHon oTnpaBke dawno. Ecrniv oHO He
NOSIBUNOCH, NOXanyncra, NpoBepbTe NOAKIIOYEHME K CETU N MOBTOPUTE KOMAHAY «COpy» elle
pas.

nos.img file length = 1526021
read file ok

begin to send file, wait...

file transfers complete.

close tftp client.
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Cnepytowee coobuieHne, otobpaxaeTca npy ycnewHoMm nonyvyeHnn dannos. Ecnm oHo He
NosIBUNOCH, NoXanyncra, NnposepbTe NOAKNIOYEHNE K CETU N NOBTOPUTE KOMaHAY «COpy» elle
pas.

begin to receive file, wait...
recv 1526037

kkkkkkkkkkkkkkkkkkkkkkkk

write ok
transfer complete
close tftp client.

Ecnn kommyTaTop obHOBRsieT dhansi NPOLUNBKMA UM hann HayvanbHOW KoHdUrypaumm vyepes
TFTP, oH He JOMmKeH nepesanyckaTtbCsa Noka He nosaBuTcAa cooblueHne "close tftp client» nnm
"226 Transfer complete» ykasbiBalowwmne Ha ycnewHoe OOHOBMEHME, B MPOTMBHOM Chy4vae
KOMMyTaToOp MOXeT ObiTb MOBpEeXAEeH M ero 3anyck byaetr HeBo3MoxeH. Ecnn obHoBReHne
yepe3 TFTP He ypaetcqa, nonpobynTe ewe pas unu ucnonb3ynte pexum BootROM gns
obHoBneHus.
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3. KOH®OUT'YPUPOBAHUE NMOPTOB

3.1. BBegeHue

Ecnn nonb3oBaTenb XxodeT CKOHGUrypupoBaTb CETEBOW MOPT, OH MOXET BBECTM KOMaHay
«interface ethernet <interface-list>» ana Bxoga B COOTBETCTBYIOLLNA PeXUM KOHGUrypaumm
nopta, rae <interface-list> cogepxut oaMH unn Heckonbko nopToB. Ecnu <interface-list>
COOEPXUT HECKOSbKO MOPTOB, HOMEpa NOPTOB Pa3deNAlTCsa crneunanbHbIMU CUMBONAMN «,» U
«-», rae «,» UCnornb3yeTcs ANs nepedncrieHns NopToB, a «-» And ykasaHusa guanasoHa HOMepoB
nopToB. NMNonoxum, onepauns AomkHa ObiTb BbINONHeEHa Haa noptamu 2,3,4,5. Torga komaHaa
Oypet BbimsaaeTb Tak «interface ethernet 1/0//2-5». B pexume KoHurypauum nopta MOXHO
NU3MEHSITb CKOPOCTb, pPeXnm Aynrekca M HacTpavBaTb ynpasneHue Tpaddukom, nNpu 3TOM

OaHHblE N3SMEeHEHUA Tpe6y+0T COOTBETCTBYHOLLMNX N3MEHEHUN Ha OTBETHbLIX CETEBbIX nopTax.

3.2. Cnucok KomaHAa AnAa KoHpurypmpoBaHusi NOpPToB

1. Bxopa B pexum koHdburypauum Ethernet-nopTa.
2. KoHdwurypaums napameTpoB CETEBOrO nopTa.
2.1. KoHurypaumsa pexuma combo ans combo-nopTos.

2.2. BKNOYMTL/BBIKNOYUTL NOPTHI.
2.3. KoHurypaums umenn nopra.

2.4. KoHurypaumsa Tnna kabensa Ha nopry.

2.5. KoHurypaums ckopocTu 1 gynnekca Ha nopry.

2.6. KoHpmrypaums KOHTPOMnS Nomnockl NponyCcKaHUs.

2.7. KoHpurypauus ynpasneHus Tpadpumkom.

2.8. BkntoveHune/BbIkNoYeHne OyHKLMN pacno3HaBaHWs NeTnu.

2.9. KoHpurypaums KOHTPONS LWMPOKOBELLLATENbHbIX LULTOPMOB Ha KOMMYyTaTope.

2.10. KoHdurypaums pexxmma ckaHMpoBaHus nopTa.
2.11. KoHdurypaumsi KOHTPONS HapyLUEeHUs CKOPOCTU Ha NOpTY.
2.12. KoHdourypaums nHTepsana cbopa CTaTUCTMKM NO CKOPOCTM MopTa.

3. BuptyanbHbin TecTt kabens.

1. Bxopg B pexwum koHpurypaumm Ethernet-nopra.

KomaHaa

OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

interface ethernet <interface-list>

Bxopg B pexum koHurypauun Ethernet-nopta

(@ arecy
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2. KoHourypaums napameTpoB CeTEBOro nopTa.

KomaHpa

OnucaHue

Pexum nopTa

media-type {copper | fiber}

YcTtaHoBka pexuma combo-nopTta (Tonbko Ans
combo)

shutdown
no shutdown

BkntoyeHmne/BbIKIIOYEHNE YKa3aHHOro nopTa

description <string>
no description

HasHaueHue nnum oTMeHa MMeHu nopta

speed-duplex {auto [10 [100 [1000]] |
forcel0-half | force10-full | force100- half
| force100-full | force100-fx [module-type
{auto-detected | no-phy- integrated |
phy-integrated}] | {{forcelg-half |
forcelg-full} [nonegotiate [master |
slave]]}| force10g-full}

no speed-duplex

YcTaHoBKa CKOpPOCTM 1 Aynnekca Ha nopTy Ang
100/1000 BASE-TX unun 100 BASE-FX. C
onepatopoM NO gaHHas komaHaa
BOCCTaHaBnMBaeT napameTpbl nopTta no
YMOMYaHuIo, TO eCTb AOFOBOPHY CKOPOCTb U
aBTOMaTu4yeckoe onpeneneHvne gynnekca

negotiation {on|off}

BkntoyeHue/BbikntoueHne yHKLUM
aBTOMAaTMYeCKOro onpeaeneHns napameTpos Ans
1000 BASE-FX

bandwidth control <bandwidth> [both |
receive | transmit]

no bandwidth control

YcTaHoBKa UM OTMEeHa 3Ha4YeHus Nnonochl
nponyckaHusi, UCNoNb3yemMon ans
BXoAsLiero/mcxoasero Tpaduka ons ykasaHHbIX
nopToB

flow control
no flow control

BkntouyeHmne/BbiktoueHne yHKLUM KOHTPONS
Tpadhdurka Ans ykasaHHbIX NOPTOB

loopback
no loopback

BkntoyeHne/BbikItoueHne pyHKUUK NeTnu onsa
yKa3aHHbIX MOPTOB
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KomaHpa

OnucaHue

storm-control {unicast | broadcast |
multicast} <Kbits>

BkntoyeHne yHKUUKN KOHTPONS LWITOPMOB ANs
LUMPOKOBeELLaTENbHbIX, MHOrOMOMb30BaTENbCKMUX
1 NepcoHarbHbIX NAaKeTOB C HEN3BECTHbLIM
agpecoM HasHayeHUs (KOpoTKUX ANng
LLIMPOKOBELLATENBHOMO) U YCTaHOBKa
JONYyCTUMOro Yncna LWMPOoKoBeLLaTeNbHbIX
naketoB; dopmaT NO gaHHOM KOMaHAabI
OTKIoYaeT PYHKUNIO KOHTPONA
LUMPOKOBELLaTENbHbIX LUTOPMOB

Switchport flood-control
{bcast|mcast|ucast}

KoHdurypmpoBaHue KommyTaTopa He
nepefasaTb LUMPOKOBELLATENBHBIE,
MHOronosb3oBaTeNbCKNE N NepPCOHasbHbIE

no switchport flood-control
{bcast|mcast|ucast}

[MakeTbl B yka3aHHbIA NOPT, KOMaH4a no
OTKINtOYaeT AaHHY (PYHKLMIO

rate-violation <200-2000000> [recovery
<0-86400>(]

no rate-violation

YcTaHaBnuBaeT MakcumarbHyl CKOPOCTb
npuema nakeToB Ha nNopTy. Ecnn ckopocTb
NPUHSTUSA NaKeTOB NPEBbILLAET paspeLLeHHyHo,
KOMaHfa BbIKMKOYaeT 3TOT NOPT U KOHUrypmpyeT
BPEeMSs BOCCTAHOBMNEHMSA nNopTa (MO yMOn4aHuo
300 c¢). Komanga NO oTknoyaeT yCTaHOBKY

06

WU PeXUM

port-rate-statistics interval [<interval -
value>]

KoHdurypaumst nHtepeana cbopa cTaTUCTMKM NO
CKOPOCTU

3. BupTyanbHbin TecT kabens.

KomaHaa

OnucaHue

Pexnm koHdurypaumm nopra

virtual-cable-test interface ethernet

TecT BMpTYyanbHoro kabens Ha nopte
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3.3. MNpumepbl KOHdUrypaumm nopTa

KommyTarop 1

KommyTtarop 3

KommyTaTtop 2

1/0/10

-

=
FEHH

(ol

PucyHok 3-1. lNMpumep KoHdUrypauumn nopta

VLAN He ckoHgUrypupoBaHbl Ha kKommyTtaTope. o ymonyaHuio ncnonbadyetca VLAN1.

KommyTatop MopT CBoucrtBa
Switchl 1/0/7 JlumunT Bxogsawwen nonockl: 50 Mb
Switch2 1/0/8 3epKkanupoBaHHbIA MOPT UCTOYHUKA
1/0/9 100 Mbps full, 3epkanupoBaHHbIA NOPT
NCTOYHMKA
1/0/10 1000 Mbps full, 3epkanupoBaHHbIN NOPT
HasHa4yeHus
Switch3 1/0/12 100 Mbps full

KoHdurypauma npueegeHa Huxe:

Switchl:

Switchl(config)#interface ethernet 1/0/7
Switch1(Config-If-Ethernet1/0/7)#bandwidth control 50000 receive

Switch2:

Switch2(config)#interface ethernet 1/0/9
Switch2(Config-If-Ethernet1/0/9)#speed-duplex force100-full
Switch2(Config-If-Ethernet1/0/9)#exit

Switch2(config)#interface ethernet 1/0/10
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Switch2(Config-If-Ethernet1/0/10)#speed-duplex forcelg-full
Switch2(Config-1f-Ethernet1/0/10)#exit
Switch2(config)#monitor session 1 source interface ethernet1/0/8;1/0/9

Switch2(config)#monitor session 1 destination interface ethernet 1/0/10

Switch3:

Switch3(config)#interface ethernet 1/0/12
Switch3(Config-If-Ethernet1/0/12)#speed-duplex force100-full
Switch3(Config-If-Ethernet1/0/12) #exit

3.4. YcTpaHeHue HeucrnpaBHOCTEN Ha NOPTY

3necb npnBoanNTCA HECKOJIbKO CVITyaLI,I/IIZ, 4YacCTO BCTpeYakLWmnxcd npu KOH(bMpraLlMM nopTta, n
npegnaraltoTcAa nx peLlleHna:

[iBa coeguHEHHbIX ONTUYECKMX UHTepdenca He NOAHUMAKOTCA eCcnn OuH UHTepdenc
HacCTpoOeH Ha aBToonpefeneHve, a Ha BTOPOM XECTKO YCTaHOBIIEHbl CKOPOCTb W
aynnekc. 3to onpepensaetca ctaHgaptom IEEE 802.3.

He pekomeHgyeTcsa crnefylowiasi KoHUrypaumsi: BKIKOMEHUE KOHTpons Tpaduvka u
OAHOBPEMEHHO YCTaHOBIIEHNE NUMUTA ONS MHOMOMOSb30BaTESNbCKMX NAKETOB Ha TOM
Xe nopTy; YCTaHOBKaA OOHOBPEMEHHO KOHTPOSIA 33  LUMPOKOBELLATESNbHbIMMU,
MHOronosib30BaTENLCKUMU N NEPCOHANBbHLIMW NAKETaMn C HEM3BE CTHBIM Ha3HaAYeHNEM
N orpaHn4eHus nomnockl Ha nopTy. Ecnn Takne kKoMGMHaLMKM yCTaHOBMEHbI, MPONYyCKHasA
CNocoBHOCTb MOPTa MOXET OKa3aTbCs MEHbLUE OXUOAEMON.

@
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4. KOHOUTYPALUA dYHKLUWU N30NALWNKA MOPTOB

4.1. BBegeHue B (hyHKLUUIO U30NSILUUN NMOPTOB

N3onauma nopToB — 3TO He3aBuUCMMasi MOPTO-OPUEHTUPOBaHHAs (yHKUMSA, paboTtatoLlas
Mexay nopTamu, KoTopasi U3onupyeT NOTOKM pasnnyHbIX NOPTOB Apyr oT Apyra. C NoMoLLbio
3TON OYHKLMM NoNb3oBaTeNlb MOXET usonuposaTtb nopThl B npegenax VLAN ans coxpaHeHus
pecypcoB VLAN u ycuneHus cekpeTHocTu cetu. [locne Toro, kak ata dyHkums Oyaer
CKOH(UryprpoBaHa, MopTbl B rpynne M30NMpoBaHHbIX NOpToB GyayT M30nMpoBaHbl Apyr OT
apyra, B TO BpeMs Kak nopTbl U3 pasnu4HbIX rpynn n3onaumm Unm Hen3onupoBaHHbLIX MOryT
nepecbinatb AaHHble OpYyr Apyry COBEPLUEHHO HOpManbHO. Ha kommyTtatope MoxeT ObiTb
CkOHMrypnpoBaHo He Bonee 16 rpynn nsonaumm nopTos.

4.2. CNMCcoK KOMaHA ons KoOHcurypaumm nsonsiuum nopTos

1. Cospgatb rpynny U3onmMpoBaHHbIX NOPTOB.
2. [ob6asutb Ethernet-nopTsl B rpynny.
3. OT106pasunTb KOHUrypauuio rpynmnbsl N30M1sumMmM NopToB.
1. CospgaTtb rpynny M3onmMpoBaHHbIX NOPTOB.
KomaHpa OnucaHue

Pexum rmob6anbHoro

KOHdUrypupoBaHus

isolate-port group <WORD>
no isolate-port group <WORD>

Cospgaet rpynny M30nMpoBaHHbIX nopToB. C
onepatopom NO 3Ta komaHga yganset
rpynny n3onMpoBaHHbIX NOPTOB

2. [obasutb Ethernet-nopTbl B rpynny.

no isolate-port group <WORD> switchport

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus
isolate-port group <WORD> switchport [Jo6aBnsieT ognH nNopT unu rpynny NOpTOB B
interface [Ethernet | port-channel] rpynny W30NIMPOBAHHbLIX MOPTOB, KOTOpPLIE
<IENAME> OyayT w3onupoBaHbl OT OpPYyrMx MOPTOB B

rpynne. Onepatop NO ypanseT oguH nopt

! nnm rpynny nopToB n3 rpynnbl
interface [Ethernet | port-channel] M30MMPOBAHHbBIX NOPTOB
<IFNAME>
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3. OT106pa3nTb KOHUrypaLuo rpynnbl U30NSLUN NOPTOB.

KomaHpa OnucaHue

Pexunm agMUHUCTpPATOpa, Pexum rnobanbHoro KOH(bVIrprpOBaHVIH

show isolate-port group [ <WORD> | lMokasbiBaeT KOHUrypaumio
CKOH(PUIYppPOBaHHbIE

Kaxkgow rpynne

rpynn

N30JIMPOBAHHbLIX  NOPTOB, BKIo4ad BCe

rpynnbl

N30nMpoBaHHbIX nopToB U Ethernet-nopTtbl B

4.3. TunoBble npuMepbl PYHKLUUN U30NALUUN NOPTOB

KommyTarop 1 1/0/15

1/0/10

KommyTtarop 2 KommyTatop 3

1/0/2 1/0/2

PucyHok 4-1. TunoBble npumepbl YHKLUUK U30M18LMM NOPTOB

Tononorusa 1 KoHUrypaumss KOMMyTaTOpOB NOKa3aHa Ha pucyHke Bbiwwe. MopTel €1/0/1, €1/0/10
n e1/0/15 Bce npuHagnexaT kK VLAN 100. TpeGoBaHve 3akntovaeTcs B TOM, 4Tobbl mocne
BKIMIOYEHNS DYHKLMM M30M1aUMn NOPTOB Ha kommyTaTtope Switch1-nopTel €1/0/1 n e1/0/10 Ha
3TOM KOMMYTaTOpPE HE MOIMM CBSA3bIBATLCA APYr C APYroM 1 ob6a MOrnun CBs3bIBaTLCA C NOPTOM
€1/0/15, cmoTpsAWwMM B CeTb. TO eCTb CBA3N Mexay Ntobbimn napamun downlink-nopToB — HeT,
N B TO Xe BpeMsi CBs3b Mexay nobbiv downlink-noptom un uplink — paboTtaeT. Boiwectoswmin

NnopT MOXeT paboTaTtb ¢ NoGbIM NOPTOM HOPMAITLHO.

4.3.1. Kondurypaumusa kommytaTtopa SWITCHA:
Switch(config)#isolate-port group test

Switch(config)#isolate-port group test switchport interface ethernet 1/0/1;1/0/10
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5. KOHOUTYPALUUA DYHKUUNA PACIMO3HABAHUA
NETIIU HA MOPTY

5.1. BBegeHue B pyHKLUIO pacno3HaBaHUA NeTnum

C pasButMeM ceTeBblX YCTPOMCTB BCe Oonblie M Bonblue nonb3oBaTenien NnogkniovarTea K
ceTn yepes Ethernet-kommyTaTopbl. B NPOMBILLNIEHHBIX CETAX MNOMb30BaTENU NONyYaloT 4OCTYN
Yyepes3 KOMMyTaTopbl 2-r0 YPOBHS, YTO NpeabaBnseT cTporne TpeboBaHMs K B3anMoaencTBumio
MeXay YCTPONCTBaMM Kak BHELLHEW, Tak U BHYTpeHHewn ceTu. Koraa TpebyeTcsa B3aumogencrane
Ha 2-M ypoBHe, coobLLieHMe A0MKHO OTNPaBNSATbLCA TOYHO B cooTBeTcTBUM ¢ MAC-agpecom ans
KoppekTHOM paboTbl Mexay nonb3oBaTendmu. YCTPOMUCTBaA BTOPOrO YPOBHS 3anoMuHaoT
MAC-agpeca, nsyyas exogsawme MAC-agpeca UCTOYHUKOB MaKETOB M NpW NOCTYMNMEHNN nakeTa
C HEM3BECTHbIM agpecoM UCTOYHUKA OHM 3anuckiBatoT ero MAC-agpec B Tabnuuy, 3akpenndas
€ero 3a nopTom, OTKyda npulien 3ToT nakeT. Takum obpasom creayrolunin naketT ¢ AaHHbIM
MAC-agpecom B Ka4yecTBe nopTa HasHavyeHus BygeTt oTnpaBneH cpasy Ha 3TOT nopT. To ecTb
agpec cpasy hukempyeTcs Ha NnopTy AN OTAPaBK/M BCEX NaKeTOB.

Korpa naket ¢ MAC-agpecoM UCTOYHMKA, YKE MU3YYEeHHbIM KOMMYTaTOpOM, MPUXOAUT vepes
apyrou nopT, 3anuck B Tabnuue MAC-agpecoB M3MeHsieTCa Takum obpas3om, YToObl NakeTbl C
AaHHbiM MAC-agpecom Hanpasnanucb Yepes HoBbIM MopT. B pesynbTaTte, ecnn Ha yyacTke
Mexay ABYMsi agpecaTamm CyLlecTByeT kakaa-nnbo netns, sce MAC-agpeca na cetu BTOporo
YPOBHS ByaAyT nepecbiniaTbCH Ha TOT MOpT, rae cywectsyeT netns (06bi4HO MAC-agpeca B 3TOM
crny4ae C BbICOKOM 4YacCTOTOW MEpPEeKrioYalTCss C OAHOro nopta Ha Opyrow), YTo Bbl3bliBaeT
neperpysky u notepto paboTtocnocobHOCTU cetn 2-ro ypoBHs. BoT nouemy Heobxoammo
nNpoBepATb Hanuvume neTnn Ha ceTeBbiX nopTax. Korga Ha nopTy onpegenseTrcs netns,
obHapyxuBLLee ee YCTPOMUCTBO AOMMKHO MocnaTtb npefynpexnaeHune B CUCTEMY yrpaBneHus
CeTbto, NO3BOJIAA CETEBOMY aAMUHUCTPATOPY OBHaPYXWTb, TOKanNM3oBaTh U peLwnTb Npobremy
B CeTwu.

MockonbKy cuctema OBHapyXeHus neTenb MOXeT aBTOMaTU4eCKU MpUHMMaTb peLleHust O
HanU4Mn NeTnn B COEAMHEHUN U ee UCYE3HOBEHUWN, YCTPOMUCTBA C (PYHKLUSIMU KOHTPONS Ha
nopTtax (Takmx Kak M3onsaumsa nopToB M KOHTPONb 3a 3anomuHaHvem MAC-agpecoB) MoryT
3HAYUTENbHO CHU3UTb Harpysky C CeTeBOro agMuMHUCTpaTopa, a Takke YMeHbLUUTb BpeMs
peakumm Ha NnpobnemMy, MUHUMN3NPYS BO3OENCTBUE NeTNM Ha CeTb.

5.2. Cnucok KOMaHA ans KOHUrypupoBaHus dpyHKUUN
pacno3HaBaHusA NeTnM Ha NopTy

KoHpurypmpoBaHme BpeMeHHOro nHTepBsana pacno3HaBaHus NeTnu.
BkritoueHne dyHKUMN pacno3HaBaHUS NeTun.

KoHurypmpoBaHune pexnma nopta npu pacrno3HaBaHUM neTnu.

BbiBOA 0TNago4vHon nHdopmaumm no pacrno3HaBaHUIO NETAN.
KoHpuryprpoBaHue pexnma BOCCTaHOBEHUSA NpU pacno3HaBaHUy NeTnu.

ok owbdE
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1.

KOH(*)I/IprMpOBaHI/Ie BPEMEHHOIo MHTEpBalia pacno3HaBaHuUA NeTnn.

KomaHpa

OnucaHue

Pexum rmob6anbHoro

KOH(pUrypupoBaHums

loopback-detection interval-time <loopback>
<no-loopback>

no loopback-detection interval-time

KoHdpuryprpoBaHue BpeMeHHoro nHTepearna
pacrno3HaBaHusl NeTnun

2.

BkntoueHne beHKLl,I/lI/l pacno3HaBaHNA NeTIIn.

KomaHpa

OnucaHue

Pexum koHduryp

npoBaHusa nopTa

loopback-detection specified-vlan <vlan-list>
no loopback-detection specified-vlan <vlan-
list>

BkntoueHne n BbIKJ1lO4YEeHUne
pacno3HaBaHuA NeTnu

YyHKLUMN

3.

KoHdburypmpoBaHue pexxuma nopra npy pacro3HaBaHuUu neTnu.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHusa nopTta

loopback-detection  control

|block}
no loopback-detection control

{shutdown

BknioyeHne n BbIKMOYEHWE OMpeaAeneHHoro
pexuma nopta npv pacno3HaBaHUM NETNN

<interface-list>]

4. BblBog 0TNAg0O4YHOM MHOPMaLUM MO pacrno3HaBaHMIO NETIN.
KomaHaa OnucaHue
Pexunm agMmHucTpatopa
debug loopback-detection BoiBOg oTnagoyHom  mMHcopmauum  no
no debug loopback-detection pacno3HaBaHutio netnn. C onepatopom NO
JaHHas KomaHnda npekpawaeT  BblBOA
OoTNnago4vHon nHdopmauum
Show loopback-detection [interface | MNoka3biBaeT cTaTyc " pesynbTaThbl

pacrno3HaBaHusl NeTNM Ha BCex NopTax, ecnu
ApyrMx napameTpoB He BBOAMTCS; B
NMPOTMBHOM CIlyYyae MNokasbiBaeTcs CTaTyC U
pesynbTaT pacnosHaBaHus neTnu  Ans
KOHKPETHbIX NOPTOB
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5. KoHdurypmpoBaHue pexunma BOCCTaHOBEHNSA NPU pacno3HaBaHUM NETNN.
KomaHpa OnucaHue
Oo6wumn pexmm
loopback-detection control-recovery timeout | KoHdurypmnpoBaHue pexuma
<0-3600> BOCCTaHOBIEHUSA NPV pacno3HaBaHUN NeTnu
(aBTOMaTU4ECKOE BOCCTAHOBMEHME UIN HET)
UM BpEMEHM BOCCTAHOBMEHUS

5.3. NMpumepsl hyHKUUU pacno3HaBaHUA NETNM Ha NOPTY

B npusege

o
—

PucyHok 5-1. TUNMYHbIM NpyuMep NoAKIHYeHUs

HHOM HWXe KOHdUrypaumn, KOMMyTaTop onpegensieT CylecTBoBaHWE NeTnu B

Tononoruun cetu. MNMocne BkNOYEHMS PYHKLMM pacno3HaBaHusl NETNN Ha NOPTY, CMOTPSILLEM BO
BHELLUHIOI CeTb, KOMMYyTaTop OyaeT yBeAOMNSTb MOACOEAMHEHHYI0 CeTb O CYLLEeCTBOBaHUU
NeTnN N KOHTPONMPOBATbL MOPT KOMMyTaTopa ANst o6ecneveHns HopmarnbHON paboThbl JaHHOW

ceTn.

lMocnepoBaTenbHOCTbL KOHUIypauumM KommyTaTopa:

Switch(config)#loopback-detection interval-time 35 15
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#loopback-detection special-vlan 1-3
Switch(Config-1f-Ethernet1/0/1)#loopback-detection control block

Ecnu BbibpaH meToa 6nOKMPOBKM NpW onpeaeneHnn NeTnu, 4oSmkeH ObiTb rnodanbHO BKITHOYEH
npoTtokon MSTP Ha Bceli ceTn, a Takke OOMKHbI ObITb CKOHOUIYPUPOBaHbLI COOTBETCTBYHOLLME
CBS3M MeXay nNpoTokonom ceasytoulero gepesa n VLAN.

Switch(config)#spanning-tree
Switch(config)#spanning-tree mst configuration
Switch(Config-Mstp-Region)#instance 1vlan 1
Switch(Config-Mstp-Region)#instance 2 vlan 2
Switch(Config-Mstp-Region)#
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5.4. PeweHune npobrnem ¢ hyHKUMEN pacno3HaBaHMA NEeTNU Ha NOPTY

(DyHKLI,I/IFI pacno3HaBaHNUA METIIM Ha NOPTY BbIKMNKOYEHa MO yMONM4YaHUKO U OOJIKHA ObITb
BKI1lO4eHa npu HeO6XOD,I/IMOCTI/1.
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6. KOHOUT'YPALUA PYHKLUUU ULDP
6.1. O6wan nidopmaumsa o ULDP

OpHoHanpaBneHHbIN NIMHK — 3TO pacnpocTpaHeHHast npobnema B ceTu, 0cobeHHO Aans
ONTUYECKMX coeauHeHwiA. og oaHOoHanpaBMEHHbIM COEAMHEHMEM MOHUMMAETCH CUTyauus,
KOorga OfMH NopT CoeaNHEHMSI MOXKET NPUHMMaTbL COOBLLEHUSI OT APYroro nopTa, a ToT HE MOXeT
nonyyaTb Ux OT nepBoro. Ecnu duanyecknii ypoBeHb cCoeavHeHUss ecTb U paboTaeT
HopmarnbHO, npobrnema CBA3WM MeXAy YCTPOWCTBAMU He MOXeT ObiTb OOHapyxeHa. Kak
nokasaHo Ha PUCYHKe, npobreMa OnTUYECKOro CoeauMHEeHUs He MOXeT OblTb OBHapyxeHa
NOCPEACTBOM MEXaHW3MOB (DU3MYECKOrO YPOBHS, TakUX Kak aBTOMaTU4YeCKoe corfacoBaHue
napameTpoB.

KommyTarop A

(]

1/0/1

4 10012

ad
]

—
—

N

KommyTtaTtop B

PucyHok 6-1. [NepekpecTHoe NogKIoYeHne gBYHaNpaBneHHoro onNTMYeCcKoro coeauHeHns

KommyTtarop A KommyTtartop B

1/0/1
< 1012

A

KommyTtartop C

PrcyHok 6-2. OAMH M3 KOHLOB KaXKaoro AByXHanpaBlieHHOro ONTUYeCKOro CoeAnHEHUS He
NoOAKIMOYeH

Takon Bua npobnem 4acTto BO3HMKAET B cuTyauuu, korga mnum nHrtepdgenc, unm GBIC (Giga
Bitrate interface Converter — koHBepTep uHTepdenca co ckopoctbto 1 [BUT) umetoT
nporpaMmMmHble Npobrembl, B 3TOM crnyvae obopyaoBaHME CTAHOBUTCS HEOOCTYMHbIM UK
paboTtaeT HenpaBunbHO. OQHOHaNPaBNEHHOE COeAUHEHME MOXET BbI3blBaTb LIEMYH CEPULD
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npobnem, Taknx Kak 3aunKMBaHue CBA3YOLWEro AepeBa Unu LWMpoKoBeLlaTenbHbIM LUTOPMam
(broadcast black hole).

ULDP (Unidirectional Link Detection Protocol — npoTokon obHapy>xeHns ogHOHanpaBrneHHbIX
COeAMHEHNN) MOXET MOMOYb OOHAPYXMTb HEMCMNPABHOCTb, KOTOPas BO3HUKAET B CUTyaLMsX,
nepeyvncrieHHbIX Bbilwe. B kommyTaTope, NOOKMIOYEHHOM 4Yepe3 OMTUYECKYH WKW MEeLHYH
Ethernet-nnHnio (Takyto Kak BuTasa napa naton kateropum), ULDP MoOXeT MOHUTOpUTL cTaTyc
dusnyecknx coeguHeHnin. B cnyyae, ecnm obHapy>xeHO OAHOHaNpaBreHHOe COeaAMHEHNE, OH
nocelnaeT npegynpexgeHne nonb3oBaTensaM U MOXeT BbIKIHUYUTL NOPT aBTOMaTUYECKU, UK
BPYYHYI0, B 3aBUCUMOCTN OT KOHGUrypaLmm nonb3oBaTens.

OyHkuma ULDP B kommyTaTope pacnos3HaeT yAdaneHHble YCTpPOMCTBa M npoBepsieT
KOPPEKTHOCTb COEOMHEHUN, UCMONb3YA WUHTEPAKTUBHYKD CUCTEMY COBCTBEHHbIX COOOLLEHUN.
Korga ULDP BkntoyeH Ha nopTy, MEXaHW3M onpefenieHnsi ctatyca noprta 3anyckaeTcsi, UTo
nogpasymeBaeT MOCbIIKY COOBLLUEHMI pasnNUYHOro BUAA, KOTOPbIE MOCHLIAKTCA pasnuyHbIMU
nognporpaMmmamMu 3TOr0 MexaHuama And NPOBEPKU cTaTyca CoeauHeHun nytem obmeHa
UHdopmaumen ¢ yganeHHoiMu ycTtpoucteamu. ULDP moxeT auHamumyeckn onpegensatb
WHTepBarn, C KOTOPbIM yaaneHHoe YyCTPONCTBO NOCbINaeT CBOM YBEOOMIEHUSA U NOACTpanBaeT
B COOTBETCTBMM C HMM CBOW nokanbHbin uHTepBan. Kpome toro, ULDP o6GecneumBaet
MexaHn3Mm pectapTta, ecnv nopT 6bin 3abnokuposaH ULDP, Takke coeguMHeHne MoxeT ObiTb
NpPoOBEPEHO elle pas nocrne pecrtapta. BpemeHHoOM uvHTepBan MOCbIIKA yBEAOMIEHUA W
pectapta nopta B ULDP moxeT KoHpurypupoaTtbCcs nonb3osaTtensamum, Takum odpasom ULDP
MOXeT BbICTpee pearnpoBaTb Ha Npobnembl coeguMHEHUI B Pa3fIMYHOM CETEBOM OKPYXXEHUMW.
MNMokasaTtenem npasunbHOW paboTtbl ULDP saBnaetca paboTta coeavHeHUs B OynNfeKCHOM
pexume, 310 3HaumT, 4to ULDP BKNOYeH Ha oBOMX KOHLUAX COegMHEHMSt U UCMOMb3yeT
OAMHAKOBbLIN METOA aBTopU3aLmm 1 naporsb.

6.2. Cnncok komaHa Ana KoHcpurypuposaHusa ULDP

BkritoveHne dyHkummn ULDP Ha kommyTaTtope.

BkritoveHne doyHkummn ULDP Ha nopTy.

KoHdpurypaumsa arpeccnBHOro pexvma Ha KommyTtaTope.

KoHdpurypaumsa arpeccnBHOro pexvma Ha nopry.

KoHpurypaumsa metoaa BbIKNHOYEHNA OAHOHANPaBNEeHHOro COeANHEHNS.
KoHdurypaums nHtepeana ysegomneHun (Hello messages).
KoHdurypauma nHtepsana BOCCTaHOBIIEHUS.

PecTapT nopTta, Bblknto4YeHHOro goyHkumnen ULDP.

[emoHcTpaumoHHaa n otnagoyHasa nHgopmaums oyHkumm ULDP.

©® NG~ WDRE

1. Bknwo4eHne dyHkumn ULDP Ha kommyTaTtope.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

uldp enable BkntoyeHne wvnn  BbIKMOYEHWE  (PYHKLMK

uldp disable ULDP Ha kommyTaTope
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2. Bkmoyenve dyHkumn ULDP Ha nopry.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

uldp disable ULDP Ha nopt

uldp enable BkntoyeHne wunu  BbIKNOYEHWE  (PyHKLUMK

3. KoHdurypauus arpeccrBHOro pexvma Ha KoMmyTaTope.

KomaHpa OnucaHue

Pexum rmno6anbHOro KOHUrypmpoBaHus

no uldp aggressive-mode KOMMyTaTope

uldp aggressive-mode YcTtaHaBnuBaeT pexum paboTbl OyHKUMN Ha

4. KoHurypaumsa arpeccuBHOIo pexnma Ha nopry.

KomaHpa OnucaHue

Pexunm koHdurypupoBaHusa nopTta

no uldp aggressive-mode nopry

uldp aggressive-mode YcTraHaBnuBaeT pexmMm paboTbl PyHKUMN Ha

5. KoHdurypaums metoga BbIKMOYEHUS O4HOHAMNPaBIEHHOrO COeaUHEHUS.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

no uldp manual-shutdown OQHOHaMnpaB/ieHHOro coegnHeHnA

uldp manual-shutdown KoHdourypupyet mMeToA BbIKITHOYEHNS

6. KoHdurypaumsa nHtepsana ysegomneHmi (Hello messages).

KomaHaa OnucaHue

Pexnm rmob6anbHOro KoHurypupoBaHus

uldp hello-interval <integer> KoHurypauma wuHTepBana yBeaoOMIEHWUn

no uldp hello-interval
no ymonyanumo — 10 cekyHA

(Hello

messages), ananasoH oT 5 go 100 cekyHA. 3HayeHne

(@ arecy
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7. KoHdwurypauma nHtepsarna BOCCTaHOBEHUS.
KomaHpa OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

uldp recovery-time <integer>
no uldp recovery-time <integer>

KoHdourypupyeT nHtepsan
BOCCTaAHOBUTENLHOro pectapta. [ljnanasoH ot
30 no 86400 cekyHa. 3HaveHue no
ymonyaHuio — 0 cekyHA

8.

PecTtapT nopTa, Bblknto4YeHHOro dpyHkunen ULDP.

KomaHpa

OnucaHue

PexuM rno6anbHOro KOHPUrypmMpoBaHUS UNU PEXUM KOHPUrypupoBaHUs nopTa

uldp reset

PecTtapTyeT Bce nopTbl B pexume rnobansHoro
KOHUrypupoBaHus. PecTtapTyeT KOHKpEeTHbIN
nopT B peXnme KOHPUrypmpoBaHus nopta

9. [leMOHCTpauMoHHas 1 OTnagoYHas U

Hpopmaumsa pyHkumm ULDP.

KomaHaa

OnucaHue

Pexunm agpMuHucTpatopa

show uldp [interface ethernet IFNAME]

lMokasbiBaeT uHpopmaunto no ULDP. [Onga
oTobpaxeHna obwen ULDP unHdopmauun
napameTpoB HeT. [lpn 3agaHUM KOHKPETHOro
nopta BbiBOOUTCA obwas wHgopMauma wu
WHopMaums o coceasix No JaHHOMY NopTy

Debug uldp fsm interface ethernet
<IFname>

no debug uldp fsm interface ethernet
<IFname>

BkntoyeHne  vnu  BbIKMNIOYEHME  BbiBOAA
OTNago4vyHON MHGopMaLMK No onpeneneHHoMy
nopTty

debug uldp error
no debug uldp error

BkrntoyeHne wnm  BbIKIHOYEHWE OTNAA04YHON
nHdopMaumm 06 owmbkax

debug uldp event
no debug uldp event

BkrtoyeHne wnm  BbIKITKOYEHWE OTNAA04YHON
MHdopMaumn 0 cobbITUAX

debug uldp packet {receive|send}
no debug uldp packet {receive|send}

BkntoyeHne  mnuM  BbIKOYEHME  BbIBOAA
0TNagoyHOM MHAOPMaLmMmM No TUMNy coobLLeHni

QTECH

MWP [OOCTYNHEE

@

63



PykoBogcTteo nonb3oBatensa Cepusa QSW-4900

KOHOUTIYPALMA ¢YHKLIMW ULDP " www.gtech.ru |

KomaHpa OnucaHue

debug uldp ({hello|probelecho| unidir|all} | BknioyeHne wunu  BbIKAOYEHME  BbIBOAA
[receive|send] interface ethernet aetanbHon uHdopmaumm 06 onpeaeneHHoOM
TMne coobLLEeHMI, KOTOPblE MOryT MoCbiNaTbCs
U1 NPUHMMAaTbCA Ha onpeaeneHHoOM nopTy

<|Fhame>

no debug uldp {hello|probelecho| unidir|all}
[receive|send] interface ethernet <IFname>

6.3. TunoBbie npumepbl PyHKuuu ULDP

KommyTarop A

MnK 1
;. 1/0/2 ‘ —
EED O

11
|

1/0/1

1/0/3 K

a4
%
~1
«

N

1/0/4

KommyTtatop B

E

PucyHok 6-3. lNepekpecTHoe NogKoveHne gByHanpaBneHHoro onTM4YeCckoro coeamHeHns

B ceteBon Tononormn Ha pucyHke nopT 1/0/1 Ha kommyTatope A, a Tawkke nopt 1/0/3 Ha
koMmmMmyTaTope B — ontuyeckne. N coegnHeHne nmeeT NnepekpecTHbIn Tun. Prsnyeckuin ypoBeHb
BKOYEH 1 paboTaeT HopMarbHO, HO COeAMHEHME Ha YPOBHE AaHHbIX HepaboTocnocobHo. ULDP
MOXeT onpefenuTtb M 3abnokMpoBaTb TakoW TWUM OWMOKM Ha coeguHeHun. KoHeuyHbIM
pesynbtatom 6ygeT T0, uTo nopT 1/0/1 Ha kommyTaTope A, a Tarke nopt 1/0/3 Ha koMmyTaTope
B 6yoytr 3abnokupoBaHbl yHkumen ULDP. T[lopTbl cmoryT paboTtatb (He Oyayt
3abnoknpoBaHbl) TONbKO eCN coeanHeHne ByaeT KOPPEKTHBIM.

MocnepoBaTtenbHOCTL KOHhUrypauum KommytaTtopa A:
SwitchA(config)#uldp enable
SwitchA(config)#interface ethernet 1/0/1
SwitchA (Config-If-Ethernet1/0/1)#uldp enable
SwitchA (Config-If-Ethernet1/0/1)#exit

MocnepoBaTenbHOCTL KOH(pUrypauum KommyTtaTtopa B:
SwitchB(config)#uldp enable
SwitchB(config)#interface ethernet1/0/3
SwitchB(Config-If-Ethernet1/0/3)#uldp enable
SwitchB(Config-If-Ethernet1/0/3)#exit

B pesynbTtate nopt 1/0/1 Ha kommytatope A 6yaet 3abnokupoBaH dyHkumen ULDP n Ha
ancnnee tepmunHana PC1 nossuTtcs cnegyowas tHpopmaums.
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%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/1 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernet1/0/1 shut down!

MopT 1/0/3 Ha kommyTaTope B Oyaet 3abnokmposaH dyHkumnen ULDP n Ha gucnnee TepmuHana
PC2 nogasutca cnegytoLiasa nHopmauus.

%0ct 29 11:09:50 2007 A unidirectional link is detected! Port Ethernet1/0/3 need to be
shutted down!

%0ct 29 11:09:50 2007 Unidirectional port Ethernet1/0/3 shutted down!

6.4. YcTpaHeHue Henonapok yHkuumn ULDP
3ameyaHns No KoHUrypaumm:

o [1ns yBepeHHoCTH, 4To ULDP cmoxeT onpeaenuTb, YTO OAWH U3 ONTUYECKNX MOPTOB He
NOAKMNIOYEH WM NOPTbl HEKOPPEKTHO COeAMHEHbI, MOPThbl AO0IMKHbI paboTaTb B
OYMIEKCHOM PeXMMe N UMEeTb OAUHAKOBYI CKOPOCTb.

e Ecnu mexaHnam aBTOMaTU4EeCKOro onpenerieHns napameTpoB OMTUYECKUX MOPTOB,
OAMH M3 KOTOPbIX BKITHOYEH HEKOPPEKTHO, onpedenut paboynin pexum U CKOpoCTb,
ULDP He cmoxeT oTpaboTaTb KOPPEKTHO, BHE 3aBMCUMOCTU OT TOr0, BKITKOYEH OH UMK
HeT. B AaHHOM cuTyauumn NopT NomMeYvaeTcs Kak BbIKIIOYEHHbIN.

e [Ina yBepeHHOCTM B TOM, YTO OTBETHbIA MNOPT KOPPEKTHO CKOHMUIrypupoBaH W
OflHOHanpaBfieHHOe CoeNHEHNE CMOXET OblTb KOPPEKTHO onpeaerneHo, Heobxoanmo,
yToObl Ha o06oumx KoHuax coegmHeHnst ULDP Obin BKMOYEH W MCMNOfb30Barcs
OJVHaKOBbIV MeTOA aBTOpMU3aLmMn 1 napons. B Hawem npumepe naposns ¢ 06enx CTOpoH
He yCTaHOBIEH.

e WVHtepBan otnpaBku hello coobweHnn moxeT ObiTb uM3amMeHeH (310 10 cekyHa no
ymonuyaHuio n konebnetca ot 5 go 100 cekyHa), Tak yto ULDP moryT GbicTpee
pearnpoBaTb Ha OLMOKN MOAKMYEHUS MIMHUI B Pa3fnyHbIX YCroBuUsaX paboTbl ceTu.
Ho aToT nHTepBan gomkeH 6biTb MeHbLle 1/0/3 oT BpeMeHn koHBepreHummn STP. Ecnu
WHTepBan CNULIKOM ANWHHbIA, netna STP 6yaet cdhopmupoBaHa o toro, kak ULDP
OBHapPYXUT W OTKMOYMT MOPT OAHOHaNPaBMEHHOro coeauvHeHusa. Ecnn mHTepBan
CMULLKOM KOPOTKUW, ceTeBas Harpy3ka Ha nopT OygeT yBenuyeHa, 4YTO O3Ha4vaeT
CHMXeHne nponyckHon cnocobHoctn. ULDP He oGpabatbiBaeTt cobbituss LACP. OH
obpabaTtbiBaeT kaxgoe coeguHeHne rpynnel TRUNK (Hanpumep, port-channal,
TRUNK-nopTbl) Hesasucumo Apyr oT papyra. ULDP He paGoTaet c noXoxumu
npoTokonamMu Apyrux npoussoauTenen. ITo O3Ha4aeT, YTo Nnonb3oBaTenn He MOoryT
ncrnonb3oBaTb ULDP Ha ogHOM KOHUE M MCNonb30oBaTb Apyrne NogobHble MPOTOKONbI
Ha OpyromMm KoHue coeamHeHusi. ULDP cyHKUMA oTkNoYeHa no ymonyauuio. [locne
BktoueHnsa dyHkumm ULDP B pexume rnobanbHOro KoHdurypmpoBaHusi MOXHO
BKITOYUTb BbIBOA, OTNado4HbIX coobuweHnin. CyllecTByeT HECKOMNbKO KOMaHg oTragkv
(DEBUG) pna BbiBoga oOTnagoyHon uHdopmaumn. Hanpumep, wuHGopmauuio o
COBbITUAX, COCTOAHMM, owmnbBKax K coobueHuax. PasnuuHble Tunbl OTNAgOYHbIX
coobLeHnin Takke MOryT ObiTb BbiBE4EHbI B COOTBETCTBMM C PA3NNYHBbIMWN 3HAYEHNSMU
napameTpoB.

e Tanmep BOCCTAHOBMEHWS MO YMOMYaHUIO BbIKIMIOYEH U MOXET ObITb BKIOYEH TONbKO B
crny4ae, Korga nonb3oBaTtenb 3agan Bpemsi BocctaHosrneHus (o1 30 oo 86 400 cekyHA).

KomaHaa pectapTa n MexaHn3M repesarpysku nopTa BO34EeNCTBYIOT TOMbKO Ha NOPT, KOTOPbIA
Ob1n BbIKNtoYeH dyHKkumen ULDP.

65

@ §) QTECH

MWP [OOCTYNHEE



PykoBogcTteo nonb3oBatensa Cepusa QSW-4900

HACTPOWKA ®YHKLN LLDP " www.gtech.ru |

7. HACTPOUKA ®YHKLUWUU LLDP
7.1. O6wme cBegeHns o cpyHkumum LLDP

lMpoTokon wuccnegoBaHusa coeanHuTernbHoro ypoBHA (Link Layer Discovery Protocol —
LLDP) — aTO HOBbIM NPOTOKOM, oOnucaHHblM B cheundukaumm 802.1ab. OH nossonseT
COCeHMM YCTPOMCTBaM MocbifiaTb YBEAOMINEHNS O CBOEM CTaTyce OPYrMMm yCTpoMCcTBaM U Ha
BCeX noprax noboro ycTponcrea coxpaHaTb MHpopmaumio 06 atom. Ecnn Heobxoammo, nopThl
Tak >xe MOryT nocbinaTe MHOpMaLmio 06 M3MeHeHUN ctTaTyca yCTpoOMCTBaM, HeNoCcpeaCTBEHHO
NOAKMOYEHHbIM K HUM. OTa MHdopmaums byaet coxpaHeHa B cTanHAapTHbiXx MIB SNMP.
Cuctema ynpaBneHusi CeTbio MOXeT NPOBEPSATb COCTOSHUE COeUHEHUI BTOPOro YPOBHSA MO
nHdopmaumm ns MIB. LLDP He KoHGUrypupyeT unm KOHTPONMPYET 3NIEMEHTbLI CETU UIN NOTOKN,
OH TOMbKO ONWUCbIBaeT KOHUrypaumio BTOpOro yposBHs. B cneundumkaumm 802.1ab Takxe
OonucbIBaeTcs, kak ucnonb3yetca nHdopmauus, npegocrasnsemas LLDP ans obHapyxeHus
KOHOSIMKTOB Ha BTOPOM YypoBHe. WMHCTUTYT ctanHgapTtusaumu (IEEE) B HacTosiwee Bpewms
NCNOnb3yeT CyLLECTBYIOLLYIO (OU3NYECKYIO TONOSOMNI0, MHTEepdenchl n Habopbl MIB IETF.

YnpoweHHo, LLDP — npoTokon o6HapyxeHuss cocegHux yctponcts. OH onpegenset
cTaHdapTHbIi MmeToh, nossonsiowmn Ethernet-yctponcteam, Takum, Kak KOMMYTaTopbl,
MapLUpyTM3aToOpPbl U TOYKM 4OCTYyNa yBEAOMIIATbL O CBOEM CYyLLECTBOBAHUM OpYyrue yanbl CeTU K
coxpaHaTb MHGopmauuo o060 Bcex cocedHux ycTpoucTBax. Kak crencteue, geTanbHas
MHopMauma O KOHdUrypauum yCTpOWCTBa M O HaMOEHHbIX coceasx MOXeT 00bABNATbCHA
nocpeacTBOM AAaHHOIo NpoToKonNa.

B uvactHoctn, LLDP onpegensetr coctaB OCHOBHOMO WHMOPMALNOHHOIO 0OObABNEHUS,
nepegady oObaABNEHMA W METO COXpaHEeHUs AdaHHOW WHgopmauun. [Ona obbaBneHus
cobCcTBEHHOM  MHOPMaUMM  YCTPOUCTBO  MOXET  MocbllaTb  HECKOSNbKO  YacTen
MHdopmMaumoHHoro obbsiBreHns B ogHom LAN-nakeTe gaHHbIX. Tyun nepegayn onpegensercs
3HayeHnem nona TLV (Type Length value — 3HayeHuMe pgnvHbl TMna). Bce ycTponcTBa,
nogaepxmsatowme LLDP, gomkHbl noggepxuBatb onoBelleHus o wmaeHtudmkatope (ID)
YCTPOWCTBaA U naeHTMdukaTope noprta, HO npeanonaraeTcs, 4YTo OOMbLUMHCTBO YCTPOWCTB
noggepxusatoT onoselleHnss 06 MMEeHW CUCTeMbl, ee OnMcaHuM U MNpPOU3BOAUTENBHOCTU
cucteMbl. OnoBeLLeHMs C OnMcaHneM CUCTEMbI U O NPOU3BOAUTENBHOCTM CUCTEMbI MOTYT TaKXe
copepxaTb nonesHyo nHopmaLmio, Heobxoammyto Ans cbopa nHopmMaLmmn 0 NOTOKax B CeTH.
OnucaHne cucteMbl MOXeET BKMNOYaTb TakMe AdaHHble Kak MornHoe ums obbaBnsemMoro
YCTPOWCTBA, TUMN YCTPONCTBA, BEPCUS €ro onepaumoHHON CUCTEMBI N Tak danee.

Mpotokon LLDP nossonsieT ynpocTuTb nouck npobnem B KOpNoOpaTMBHOW CETU, pacLUMpUTb
BO3MOXHOCTU WHCTPYMEHTOB YMNpaBrieHNs CeTblo MyTeM onpefeneHus U XpaHeHUs TOYHOW
CeTeBOW CTPYKTYpbI.

MHorve Tunbl nporpaMm ynpaBneHUs CeTbl WUCMONb3yT (PYHKLUMIO aBTOMaTU4eCKOro
obHapyxeHus («Automated Discovery») onst OTCNeXXmMBaHNS U3MEHEHNN U TEKYLLIENO COCTOSHNSA
TONOJSIOMMN, HO BONBLUMHCTBO N3 HUX paboTaeT TONbKO Ha TPETbEM YPOBHE U B NyYLLEM Cry4vae
KnaccmdunuympyeT yCTPONCTBA NO UX NOACETAM. TN JaHHbIE CAINLLKOM NPUMUTUBHbI, NO3BONSAIOT
oTcrnexuBaTb TOSNbKO Ga3oBble COObLITUSA, Takne kak gobaBneHue unu yganeHuwe YCTPpOWCTB
BMECTO AeTarnbHOM MHpopMaLUnmM O HAX U O TOM, KaK YCTPOMCTBA B3aUMOOENCTBYHOT C CETbIO.

MHudopmauus, cobpaHHasa Ha 2 ypoBHe, COOEPXUT cBedeHust 00 yCTponcTBax, Mx noprax n o
TOM Kakme KOMMYyTaTopbl C Kakumu coeauHeHbl M T. N. OHa Tak e MOXeT MnokasbiBaTb
MapLUPYTbl MEXAY KIMEeHTaMn, KOMMyTaTtopamu, MapLLpyTu3aTopamMum n ceTeBbIMU CEpBEPaMM.
Takve gaHHble 0YeHb BaXkKHbl AN onpeaeneHnst n uccnegoBaHns MCTOYHMKA NpobremM Ha ceTw.

LLDP 4gBngetca nonesHbiM WHCTPYMEHTOM YyrpaBneHud, npefoCcTaBnaloWmMM  TOYHYHO
MHOpMaLMIO O 3epKanupoBaHUM ceTu, OTOBpaKeHWM MOTOKOB AaHHbIX U MOWUCKE CEeTEBbIX
npobnem.
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7.2. Cnncok komaHa Ana KoHcpurypmposaHus LLDP

BkntoveHne LLDP Ha ycTponcTBe.
BkntoveHne dyHkuumn LLDP Ha noprTy.

BkntoveHne yHkuun TRAP Ha nopTy.

©CeNOOO~WODdDRE

=
©

11.

KoHdpurypaumsa cratyca LLDP Ha nopTy.

KoHdpurypaumsa nHrepsana obHoBneHnst coobwennin LLDP.
KoHcpurypauma MHOXUTENSI BpeMEHM nogaepkkun coobieHnn LLDP.
KoHdurypauusa sagepxku oTnpaBkm 06HOBASIIOLLMX COOBLLEHWIA.
KoHdurypaums nHtepsanos nocbiikn TRAP-nakeTos.

KoHdburypaumst AONONHUTENbHBIX NapamMeTpoB MHOPMaUmMn s OTNPaBKM Ha NOpTY.
KoHdurypaums pasmepa namatu, NCNosib3yemMon Ansa XxpaHeHusa Tabnuu Ha nopTy.
KoHdurypaums genctasmim npy nepenosiHeHUM namsaT anga tabnuubl Ha nopry.

12. OTobGpaxeHue oTnagovHon nHgopmaumm no oyHkumm LLDP.

1. BknioveHue LLDP Ha ycTpouncTse.
KomaHpa OnucaHue
Pexum rmobanbHoro KoHcdurypmpoBaHus
lldp enable OO0LLee BKNHOYEHWE/BbIKNIOYEHME
lidp disable
2. Bkntoyenue yHkumm LLDP Ha nopTy.
KomaHaa OnucaHue
Pexum KoHdurypupoBaHusa nopTa
lIdp enable Bkntouenwne/BbikntoveHne dyHkumm LLDP Ha
lldp disable nopty
3. KoHdurypaums ctatyca LLDP Ha nopty.
KomaHaa OnucaHue
Pexunm KkoHdurypupoBaHusa nopTta
lldp mode (send|receive|both|disable) Eﬁgi)mrypaum pexuma paboTbl PyHKUUN
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4. KoHdurypaumsa nHtepsana obHoBneHnst coobwennin LLDP.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

lldp tx-interval <integer> KoHdurypauma wHTepBana o6GHOBRNEHUS
coobuleHnn LLDP kak onpeneneHHou

no lldp tx-interval
BEMNNYMHbI UMW 3HAYEHUS MO YMONYaHWUIO

5. KoHdurypaumsa MHOXUTENS BpeMeHU nogaepxkm coobweHnn LLDP.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

lldp msgTxHold <value> KoHpurypauma  MHOXUTENS ~ BPEMEHM
NogaepXKN  CoobLLEeHMI LLDP Kak
onpegeneHHon BerVYUHbI UNN 3HAYEeHUS
no YyMOSYaHWIo

no lldp msgTxHold

6. KoHdurypaums 3agepxkm oTnpaBky 06HOBNAOLLNX COOOLLEHMIA.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

lIdp transmit delay <seconds> KoHdurypaums 3a4epxKn OTnpaBku
OOHOBAAIOLLMX coobLeHnn Kak
OnpefeneHHoNn BEenuYMHbI UKW 3HAYEeHWUs
no YMOSYaHMio

no lldp transmit delay

7. KoHdurypaumst nHtepsanos nocbinkn TRAP-nakeTos.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

lIdp notification interval <seconds> KoHdurypaumsi  nHTEpBanoB  MOCLIIKA
TRAP-nakeToB Kak onpeaerneHHomn

no lldp notification interval
BEMWYMHbBI UMW 3HAYEHUS MO YMOSYAHNIO
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8. BkmoyeHve dyHkummn TRAP Ha nopry.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

lldp trap <enable|disable>

BkntoveHune/BbiknoveHne gyHkummn TRAP
Ha nopTty

9. KoHdurypauus 4ONONHUTENbHbLIX NApaMeTPoB MHpOPMALIMKN AN OTNPaBKK Ha MOpPTY.

KomaHpa

OnucaHue

Pexum KoHdurypupoBaHusa nopTta

lIdp transmit optional tlv [portDesc] [sysName]
[sysDesc] [sysCap]

no lldp transmit optional tlv

KoHdurypaums OONOSNTHNTENBbHbIX
napamMeTpoB MHGOpPMaUUn isi OTAPaBKK
Ha MOPTY Kak onpeaeneHHOW BenvYuHbI
WAN 3HAYEHUS MO YMOMYaHMIO

10. KoHdpurypauusa pasamepa namsitv, UCNONb3yeMON ANsl XpaHeHns Tabnuu, Ha nopTy.

KomaHpa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

lIdp neighbors max-num <value>
no lldp neighbors max-num

KoHdurypaums pasmepa namsTu,
NCNosnb3yemMon Ans XpaHeHus Tabnuy Ha
NnopTy Kak ONpeAeneHHOn BenUYMHbI UNn
3HAYeHMs NO YMOMYaHMIO

11. KoHdurypaums gericTemi Npy NepenosiHeHnn naMmaTn anga Tabnuubl Ha NopTy.

KomaHaa

OnucaHue

Pexunm koHdurypmpoBaHus nopTta

lldp tooManyNeighbors {discard | delete}

KoHdurypaums OencTenn npu
nepenosiHeHnn namsaTn gns Tabnuubl Ha
nopTty
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12. OTobGpaxeHne oTnagoyHon nHpopmaumm no pyHkunmn LLDP.
KomaHpa OnucaHue
Admin, Pexum rno6anbHoro kKoHcpurypupoBaHus

show lidp OTobGpaxeHne Tekywen KoHdurypaumm
dyHkumm LLDP

show lldp interface ethernet <IFNAME> OtobGpaxeHne nHdopmaumm o]
KOH(urypaumm LLDP Ha KOHKpeTHOM
nopTy

show lldp traffic

OTtobGpaxeHne wHdopmauum o060 Bcex
cyeTymMKax

Show lldp neighbors interface ethernet
<IFNAME>

OtobpaxeHne wuHdopmaumm o LLDP

coceaax Ha AaHHOM MopTy

show debugging lldp

OT1obpaxeHne Bcex NOPTOB C BKIMNOYEHHOM
dyHKumen otnagku LLDP

Pexunm agpMuHucTpatopa

<IFNAME>
no debug lldp packets interface ethernet
<IFNAME>

debug BkrnitoyeHue/BbIkoYeHWE BbIBOOA
lidp no debug lidp oTnago4vHon nHdopmauum LLDP
Debug lldp packets interface ethernet BkntoyeHue/BbikoYeHNe BbIBO4A

OTNago4vYHON MHOpMaLUKM O OTNPaBKe Unn
npuveme naketoB LLDP Ha nopTy mnu Ha
KOMMyTaTope

Pexnm KkoHdurypupoBaHus nopTta

clear lldp remote-table

OuwuncTtka Tabnmubl coceaen Ha nopTy
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7.3. TunoBoun npumep dyHkuum LLDP

KommyTtaTtop A

—

—
-—

1/0/4

1/0/3

KommyTatop B

PucyHok 7-1. Tunosou npumep koHdurypaumm oyHkumm LLDP

Ha cxeme ceTeBon TONONOMMKU, NpMBEAEHHOM Bbilwe, NopT 1,3 Ha KOMMYyTaTope B nogkntoyeH K
nopty 2,4 kommytatopa A. lNMopT 1 kommyTaTopa B ckoHuMrypupoBaH B pexume npuema
naketoB. Onumsa TLV Ha nopTy 4 kommyTaTopa A ckoHdurypuposaHa kak portDes n SysCap.

KommyTtatop A. NocnegoBatenbHOCTb KOMaHA KOH(urypauumm:
SwitchA(config)# lldp enable
SwitchA(config)#interface ethernet 1/0/4
SwitchA(Config-If-Ethernet1/0/4)# lldp transmit optional tlv portDesc sysCap
SwitchA(Config-If-Ethernet1/0/4)exit

KommyTaTop B. NocnegoBaTenbHOCTbL KOMaHA KOHcUrypaumm:
SwitchB(config)#lldp enable
SwitchB(config)#interface ethernet1/0/1
SwitchB(Config-If-Ethernet1/0/1)# lldp mode receive
SwitchB(Config-If-Ethernet1/0/1)#exit

7.4. YcTpaHeHue HeuncnpaBHocTen cpbyHkuun LLDP

®yHkuma LLDP no ymonuaHuto BbikntoveHa. [locrne ee BKMOYEHMS B pexume rmnobanbHOoro
KOHUIypupoBaHus, NoMb30BaTENM MOTYT BKNHOUYMTbL pPeXuM oTnagku «debug lldp» ans
NPoBEPKM OTragoyHon MHopmauun. Mcrnonb3ys komaHgy «show» dyHkuum LLDP mMoxHO
BbIBECTU WMHGOPMALMIO O KOHMUIypMpoBaHUM B rnobanbHOM pexuvme KOHMUrypupoBaHUs,
nnbo B pexume HaCTPOMKM MHTEPGENCOB.
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8. HACTPOUKA PORT CHANNEL

8.1. Oowume ceBepgeHun o Port channel

[ns noHnmaHusa TepmuHa nopT-kaHana (Port channel) Hago BBeCTM NOHATME rPyMnbl NOPTOB.
Mpynna noptoB — 37O rpynna u3ndecknx nopToB Ha KOHUrypauMOHHOM YpoBHE. TOonbKo
dunsnyeckne nopTbl B rpynne nNopToB MOryT ObiTb YacTbo 0ObEOUHEHHOro KaHana v craTb
yyactHukamum Port channel. Jlornyecku rpynna nopTos ABMAsieTCA He NOPTOM, @ HAGOPOM NOPTOB.
Mpn onpefeneHHbIX YCNoBmsaxX onandeckne NopTbl B rpynne NOPTOB MNO3BOSISAIOT NOCPEACTBOM
o0beanHeHns noptoB cchopmmpoBaTtb Port channel, koTopbit obnagaetT BcemMu CBONCTBaMMU
fiorM4yeckoro nopta M Takum o0OpasoOM CTaHOBUTCA HE3aBUCUMbIM FIOTMYECKMM  MOPTOM.
Arperauus nopToB — 3T0 abCTpakTHOE MOHATME, NoApasymMmeBatoLlee nNo cobon obbeanHeHne
Habopa NopToB C OOUHAKOBLIMW CBOMCTBaAMU B fordeckuin nopt. Port channel — ato Habop
P13MYECKNX MOPTOB, KOTOPbIM JIOMYECKN UCMONb3YEeTCA Kak 0anH omamdeckun nopt. OH MoxeT
NCcnonb3oBaTbCA MOfb3oBaTeNieM Kak 0bbluHbIN MOpT. OH He MOXeT He Tonbko 000aBUTHL
NPOMNYCKHOM CMOCOBHOCTM Ha CeTb, HO U CNOCOBEH 0BecneynTb pe3epBMpOBaHNE COEANHEHNI.
O6bl4HO ObBbeAuHEHME TMOPTOB  MCMOMNb3yeTCsd, Korga KOMMYTaTop  MOOKMHYEH K
MapLUpyTU3aToOpPy, KNMMEHTCKON CTaHLUK U ApYyruM KOMMyTaTopam.

KommyTtaTtop A

Kommytarop B

PucyHok 8-1. ArpermpoBaHne nopTos

Kak nokasaHo Bbiwe, kommyTaTop SwitchA ob6beauHun noptel B Port channel. MNponyckHas
nonoca Port channel paBHa cymme nNponyckHbIX CMOCOBHOCTEN 4eTbipex nopTtoB. Koraga
Heobxoanmo nepegaTb Tpaduk ¢ kommyTaTopa SwitchA Ha SwitchB, pacnpeneneHne Tpadmka
Oypet onpegenaTtbca Ha ocHoBe MAC-agpeca nctodHuka u mnagwero 6muta MAC-agpeca
npuemMHuka. B pesynbTaTe BblMMCNEHNI ONpeaensieTcsl, Kakon nopT OygeT nepegaBaTb TPauUK.
Ecnn ognH nopt B Port channel HencnpaseH, Tpaduk OygeT nepepacnpenensaTbcsa Ha apyrue
nopTbl MOCPEACTBOM anroputma pacnpegeneHus. [aHHbin anropuTM nogaepxuBaeTcs
annaparTHo.

KommyTaTtop npegnaraet gsa Metoda koHdurypauum oobeamHeH1s NOpTOB: pyYHOE co3daHne
Port channel n guHammnyeckoe nocpeacTBOM NPOTOKOMA KOHTPONS 06beaAMHEHNST COeOMHEHWI
(Link Aggregation Control Protocol — LACP). O6beanHeHne BO3MOXHO TONbKO Af1si NOPTOB,
paboTalowunx B pexmme NoOMHOro gynnekca.

[nsa npasuneHon paboTtel Port channel Heobxogumo cobnoaath cregyowmne ycrnoBus:

e Bce noptbl paboTatoT B pexvMme NosiHoro Aynekca.
e Bce nopTbl uMelOT 0ANHAKOBYHO CKOPOCTb.
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e Bce nopTbl gaBnstoTCA nopTamu goctyna un npuHagnexat ogHomy VLAN, nnm Bce oHu
SIBMSIOTCH TPAHKOBbIMUW NOPTaMM UM OHU BCe TMBpuaHbIe NOPThI.

e FEcnm BCce nopTbl SBNSAIOTCA  TPaAHKOBbIMM  WnW  rMBpuaHbIMK,  Torada
CKOHUryprpoBaHHble Ha Hux gonyctumble VLAN n ocHoBHoM VLAN AOmkHbI GbITh Y
BCEX OQUHAKOBbLIMU.

Ecnun Port channel ckoHurypupoBaH Ha KOMMYyTaTOpe BPYYHYIO UAM ANHAMUYECKN, cUcTEMA
aBTOMaTMYeCKN HasHa4yaeT NopT C HaMMEHbLUMM HOMepoM MacTep-noptom Port channel’a.
Ecnn Ha kommyTaTope akTMBUPOBaH MPOTOKON spanning tree, NpOTOKON NOCTPOEHUS AepeBa
BocrnpuHumaeT Port channel kak norndeckun nopT wn nocbinaet BPDU-nakeTbl 4epes
mMacTep-noprT.

Ob6beanHeHne MOPTOB KECTKO CBA3aHO C annapaTHOW 4acTbio KomMmyTaTopa. KommyTaTop
NoO3BONSET arperMpoBaTb COeaUHEHUS MexXay NobbiMn ABYMS KOMMyTaTopamu. MakcumansHo
BO3MOXHO co3aaTb 128 rpynn no 8 nopToB K KaXKAOWN.

Mocne TOro, Kak MOPTbl arperyMpoBaHbl, UX MOXHO MWCMNOMb30BaTb, Kak OObIYHLIN MOPT.
KoMmmyTatop MMeeT BCTPOEHHLIN pPeXuMM KOHUIypnpoBaHust uHTepdenca arperauumu,
nonb3oBaTterib MOXeT co3aBaTb COOTBETCTBYIOLLYK KOH(Urypauuio B 3TOM pexume TOYHO
TaKkxe, kak npu KoHpurypuposaHun VLAN nnu cdusndeckoro nHtepderica.

8.2. Oowue cBepgeHust o LACP

LACP — npoTtokon, 6asupytowmiica Ha ctangapte IEEE 802.3ad, n peanmsyowmin MexaHnam
AnHamnyeckoro obbeanHeHus kaHanos. NpoTtokon LACP mncnonesyet naketsl LACPDU (Link
Aggregation Control Protocol Data Unit) ans obmeHa nHgpopmaumnen ¢ 0oTBETHbLIMM MOPTaMU.

Mocne Toro, kak npoTtokosi LACP BKkM4YeH Ha MopTy, AaHHbIA MOPT MOChINaeT nakeThbl
LACPDU Ha oTBeTHbIW MOPT CoeAnHeHus, yBeooMsisst O npuoputeTte cuctembl, MAC-agpece
cucTeMbl, NpuopuTeTe NopTa, naeHTudmkaTope nopta u knoye onepaumn. Korga oTBeTHbIN
nopT nonyyaeTt 3Ty MHGOPMAaUUIO, OHa CpaBHMBAETCA C MHQopMauuen O Jpyrmx noprax,
KoTopble MOryT 6bITb 06beanHeHbl. COOTBETCTBEHHO, 06€ CTOPOHbLI COEANHEHNST MOTYT 4OCTUYb
COrnalleHusi 0 BKITHOYEHUN UITN UCKITIOYEHUM NopTa U3 gUHaAMM4Yeckon o6beaMHEHHOM rpynnbl.

Kntoy onepaummn cosgaetcs MNpPOTOKOSIOM B COOTBETCTBMM C KOMOMHauuMen napameTpoB
KOH(purypauum (CKopocCTb, Aynnekc, 6as3oBasi KOHUrypauus, K4 ynpasreHus) nopTtos,
KoTopble ByayT 06beanHATLCS.

lMocne BkMOYEHMs NpoOTOKONa AuMHammveckoro obbeguHeHust noptoB (LACP), kntou
ynpasrneHnuns no ymonyanuto paseH 0. MNocne ctatuyeckoro o6beanHeHMs NopToB NOCPEACTBOM
LACP, kntoy ynpaeneHus nopta Takom Xxe, kak ID o6beanHeHHoM rpynmbi.

Mpwn AMHamMn4eckoM 06 beaUHEHUN NOPTOB BCE YNEHbl OOHOM rPynbl UMEKT OANHAKOBBIN KoY
onepauun. MNMpu cTaTM4eckomM 06bEAMHEHMMN TONBKO aKTUBHbBIE MOPThI UMEIOT OANHAKOBbIN K1Y
onepauuu.

8.2.1. Ctatnyeckoe ooveanHeHmne LACP

Cratuyeckoe ob6begMHEHME BbINOMHAETCA NMyTEM KOHUIYpUpPOBaHWS NMONb3oBaTeNEM U He
Tpebyet npoTtokona LACP. Tllpu kKoHdurypmpoBaHum ctatndeckoro LACP-o06beanHeHus,
NCMNOMb3yeTCs PEXMM «ON» OIS BKIIOYEHMSA NOpTa B rpynny arperauuu.

8.2.2. AmHamunyeckoe obbeanHeHmne LACP

1. OO6wwme nonoxeHnsa guHammnyeckoro oo6veanHernsa LACP.

OuHamnyeckoe obbeaMHeHne — 3TO 0ObeauHeHue, co3gaBaemoe/yaansieMoe CUCTEMOWN
aBTomaTtmyeckn. OHO He NO3BOMSET NOMb30BaTENSAM CaMOCTOATENbHO 406aBNATb UK YAANSTb
nopTbl K3 AMHamudeckoro obbeguHeHust LACP. [MopTbl, KOTOpble WMMEKT OAMHAKOBbLIE
napameTpbl CKOPOCTU U AynneKkca, NOAKMIOYEHHbIE K OOHUM 1 TEM e YyCTPOMCTBaM, MMetoLmne
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OONHAKOBYHO KOHd)VIpraLI,VIlO MOryT ObITb ONHaMN4eCKn O6'be/J,VIHeHbI B rpynny. B cny4yae, ecnum
TONbKO OAMH NOPT MOXEeT Cco3daBaTb AJUMHaMU4YeCKoe 06'beD,I/1HeHI/Ie, 3TO Ha3blBaeTCA
OQHOMOPTOBbLIM O6'be,EI,VIHeHVIeM. I'Ip|/| AONHaMn4eCcKkom 06'be,EI,VIHeHI/II/I LACP-FIpOTOKOJ'I Ha nopty
OOJDKEeH ObITb BKIHOYEH.

2. Pexumbl nopToB B ONHaMN4YeECKOM roynne O6'be,El,I/IHeHI/IFI.

B ouHamunyeckon rpynne obbeaMHeHnsa nopTbl UMET ABa cTtaTyca — BblOpaHHbIN (selected)
unn «B oxugaHum» (standby). O6a Tuna NOpTOB MOryT nocbinate M MPUHUMATbL MakeThbl
npotokona LACP, HO nopTbl B CTaTyce «OXMUAAHUA» HE MOTyT nepecbinaTb AaHHbIE.

|_|OCKOJ'Ibe cyuiectByeTt orpaHn4yeHme Ha MaKkCuMMalibHOE KOJIM4eCTBO MNOpPTOB B rpynne
arperauunm, ecnum TeKyLLI,VIVI HOMeEpP nopTa npesBbllUaeT npenen B rpynne, toraa yCTpOIZCTBO Ha
OQHOM KOHLEe coeanHeHnda goroeapmBaeTcd C yCTpOVICTBOM Ha ApYyrom KoHUe Aand onpeneneHna
cTtaTtyCa nopTta B COOTBETCTBUN C I/I/J,eHTI/I(bVIKaTOpOM nopTa.

OTanbl cornacoBaHus, cnepyroume:

CpaBHeHne nageHtudukaTopos (ID) yctponcts (npuoputeT cuctembl 1 MAC-agpec cuctemsl).
CHavana cpaBHMBalOTCS NpUOpUTEThI CUCTEM. ECcnn oHM oauHaKOBLIE, TOr4a CpaBHUBAKOTCA
MAC-agpeca YCTPOMCTB. YCTPOMCTBO C MEHbLUMM WOEHTUUKATOPOM WMEET BbICLUNIA
npuopuTteT.

3ateM umgeT cpaBHEeHWe uAeHTUMKaATOPOB MOPTOB (MpUoOpUTET MNopTa U uAeHTUdukaTop
nopta). [na Kaxgoro nopta Ha CTOPOHE YCTPOMCTBA C HaMBBLICLUMM MPUOPUTETOM CUCTEMBI
CHayana cpaBHMBAlOTCA nMpuopuTeTbl nopToB. Ecnm npuopuTteTbl oguvHakoBble, Toraa
CpaBHMBAKOTCA uAEHTUMKATOPbl NOPTOB. [lOPT C HaAMMEHbLWIMM MAEHTUUKATOPOM nopTa
cTaHoBUTCS BblOpaHHbIM (selected), a ocTanbHble CTAHOBATCS B peXUM «oxuaaHue» (standby).
B rpynne obbeanMHeHMA NOpT C HaMMEHbLUMM WOEHTUMUKATOPOM M CTaTyCOM «BblOPaHHbLINY
CTaHOBUTCHA MacTep-nopToM. [pyrme nopTbl CO CTaTyCOM «BblOpaHHbLINY CTAHOBATCS
y4YacTHUKaMu rpynnbi.

8.3. HacTtpouka Port channel

CospgaHue rpynnbl NOPTOB B pexmmMe rnobanbHOro KOHUrypnpoBaHus.

[obaBneHne NOPTOB B ONpeaeneHHyo rpynny nu3 pexvma KoHUrypmpoBaHus nopTa.
Bxog B pexunm KoHurypupoBaHus port-channel.

3agaHue metoga 6anaHcMpOBKKU ANs rPynnbl NOPTOB.

3agaHue npuoputeta cuctemol B LACP-npoTokone.

3agaHue npuoputeTa ans KoHkpeTHoro nopta B LACP-npoTokone.

3agaHue pexnma TanmayTta Ha nopty B LACP-npoTokone.

No ah~owbhR

1. CosgaHue rpynmnbl NOPTOB.

KomaHaa OnucaHue

Pexum rmo6anbHOro KOHUrypmpoBaHus

port-group <port-group-number> CosgaHvie unu yaaneHue rpynrbl NopTos
no port-group <port-group-number>
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2. [ob6aBneHune NopToB B onpeaeneHHyto rpynmny.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

port-group <port-group-number> mode {active | A JobasnsieT nopTbl B rpynny "
passive | on} yCTaHaBIMBaET UX PEXUM

no port-group

3. Bxopg B pexum koHturypmpoBaHua port-channel.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

Interface port-channel <port-channel- number> | Bxog B pexum koHdurypmpoBaHus port-
channel

4. 3apaHue metoga 6anaHcMpOBKKU A5l yCTPOMCTBA.

KomaHpa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

load-balance {dst-src-mac | dst-src-ip | dst-src- | 3agaHne wmeToga GanaHCMpOBKM — ONs
mac-ip} YCTPOWCTBA, N3MEHEHMS Ha4yMHaT
JencreoBatb Ha rpynne nopTtoB U
ECMP-goyHKUMKN cpasy

5. 3apganwne npunoputeTta cuctemol B LACP-npoToKone.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

lacp system-priority <system-priority> 3apaHue npuoputeTa CUCTEMBI B
LACP-npoToKone, KomaH4a no Bo3BpaluaeT

no Ian system—priority 3Ha4YeHune no ymosi4aHumro
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6. 3apgaHue npunoputeTa ansa KoHkpeTHoro nopTta B LACP-npoTokorne.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

lacp port-priority <port-priority> 3agjaHve npuopuTeTa AN KOHKPETHOro
nopta B LACP-npoTokone. komMaHga no

no lacp port-priorit
b port-p y BO3BpaLL@eT 3HAYEHNE N0 YMOSYaHNIO

7. 3apgaHue pexuma TarimayTa Ha nopTy B LACP-npoTokone.

KomaHpa OnucaHue

Pexum KoHdurypupoBaHusa nopTta

lacp timeout {short | long} 3agjaHve pexuma TahmayTta Ha nopTy B
LACP-npoToKosie. KoMaHga no Bo3BpallaeT

no lacp timeout
3Ha4YeHue no ymonyaHuo

8.4. Mpumepbl ucnonb3oBaHusa Port channel
BapwmaHT 1. Hactponka Port channel ansa npotokona LACP.

MmeeTtcsa gBa kommytatopa SWITCHA u SWITCHB. [lMoptbl 1,2,3,4 Ha KOMMyTaTope
SWITCHA — nopTbl goctyna n gobaeneHnl B rpynny 1 B akTuBHOM pexunme. NMopTel 6,8,9,10 Ha
kommyTaTope SWITCHB — TOXE nopThbl gocTyna v gobaeneHbl B rpynny 2 B MNacCUBHOM
pexume. Bce nopTbl coeanHeHbl kabenamu.

ATanbl KOHUrypaumMm NnokasaHbl HUXe:
Switchl#config
Switchl(config)#interface ethernet 1/0/1-4
Switch1(Config-1f-Port-Range)#port-group 1 mode active
Switch1(Config-1f-Port-Range)#exit
Switch1(config)#interface port-channel 1
Switch1(Config-If-Port-Channell)#
Switch2#config
Switch2(config)#port-group 2
Switch2(config)#interface ethernet 1/0/6
Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode passive
Switch2(Config-If-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode passive
Switch2(Config-If-Port-Range)#exit

Switch2(config)#interface port-channel 2
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Switch2(Config-If-Port-Channel2)#

KommyTtaTtop A

—
—

N

/
\

Kommytarop B

PucyHok 8-2. KoHdurypauma Port-Channel
PesynbTtaT KOH(pUrypaumm:

KommyTtatop coobwmT, 4To arpernpoBaHue npowno ycnewHo. MNoptel 1,2,3,4 kommyTaTopa
SwitchA Bxogat B rpynny Port-Channel1, a noptbl 6,8,9,10 kommyTaTtopa SwitchB BxogaT B
rpynny Port-Channel2.

BapwaHT 2. KoHdurypaums Port channel B pexume ON.

Kak nokasaHo Ha pucyHke, nopTbl 1,2,3,4 kommyTaTopa SwitchA — nopTbl goctyna u 6ygyT
nobaenexbl B rpynny 1 ¢ pexxumom ON. MNopTol 6,8,9,10 kommyTaTopa SwitchB — ToXe nopThl
goctyna n 6yayT nobasneHs! B rpynny 2 ¢ pexumom ON.

dTanbl KOHUrypaumm nokasaHbl HUXe:
Switchl#config
Switchl(config)#interface ethernet 1/0/1
Switch1(Config-If-Ethernet1/0/1)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/1)#exit
Switchl(config)#interface ethernet 1/0/2
Switch1(Config-If-Ethernet1/0/2)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/2)#exit
Switchl(config)#interface ethernet 1/0/3
Switch1(Config-If-Ethernet1/0/3)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/3)#exit
Switchl(config)#interface ethernet 1/0/4
Switch1(Config-If-Ethernet1/0/4)#port-group 1 mode on
Switch1(Config-If-Ethernet1/0/4)#exit

Switch2#config
Switch2(config)#port-group 2
Switch2(config)#interface ethernet 1/0/6
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Switch2(Config-If-Ethernet1/0/6)#port-group 2 mode on
Switch2(Config-1f-Ethernet1/0/6)#exit
Switch2(config)#interface ethernet 1/0/8-10
Switch2(Config-If-Port-Range)#port-group 2 mode on
Switch2(Config-I1f-Port-Range)#exit

PesynbTaT KOHMrypauum:

MopTbl 1,2,3,4 Ha komMmyTaTope SwitchA gobaBneHbl No NOpPsAKY B rpynny NOpToB 1 B pexunme
ON. KommyTaTtopy Ha yganeHHOM KoHue He Tpebyetca obmeH naketamum LACP pgns
3aBepweHna obbeamHeHnsa. Arperaumns 3aBeplUaeTcd cpasdy, Korga BbINOSHAETCs kKoMaHaa
nobaeneHus nopta 2 B rpynny 1. MNopTbl 1 1 2 06beanHstoTca B port channel 1. Korga nopt 3
BcTynaet B rpynny 1, port channel 1 3 noptoB 1 n 2 pasbupaeTcs n nepecobnpaeTcs ¢ NOPTOM
3 onaTb B port channel 1. Korga nopt 4 Bctynaet B rpynny 1, port channel 1 n3 noptos 1,21 3
pa3bupaeTcs u nepecobupaetca ¢ noptom 4 onate B port channel 1 (Hago OTMETUTb, YTO
Kaxabll pas, korga HoBbIV NOPT BCTyNaeT B rpynny o6beanHeHNa NopToB, rpynna pasbupaeTtca
n cobupaeTcs 3aHOBO). Tenepb Bce 4 nopTa Ha 060MX KOMMYTaTOpax 06beaUHEHbI B peXMME
«ONp.

8.5. YcTtpaHeHue HencnpaBHocTten Port channel

Ecnu Bo Bpems KoHurypauum od6beanHeHUs TOpToB BO3HMKIN NPoGrieMbl, B NepPBYLO ovepeb
npoBepbTe crieqyoLLee:

e YBepautecb, 4TO BCe MOPTbI B rpynne UMeT OAMHAKOBbIE HAaCTPOWKK, HaNpuUMep, OHU

BCe B peXuMe MNoJSIHOro Aynrekca, UMelT OANHAKOBYH CKOPOCTb M HacTpoukn VLAN.
Ecnu obHapyxeHbl HeCOOTBETCTBUSA, UCMpaBbTe 3TO.

e HekoTopble kOMaHAbl HE MOryT ObITb MCMONB30BaHbl Ha nopTax B port channel. Takue
Kak arp, bandwigth, ip, ip-forward n 1.4.
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9. KOHOPUTYPUPOBAHUE MTU
9.1. O6bwume cBegeHust oo MTU

B Hactoawun mMomeHT Jumbo-dperim He uMeeT onpedensowero craHgapta B CETEBbIX
TexHonormsax (B YaCTHOCTU, He ObINn cTaHgapTU3MpoBaHbl hopmaT naketa u anunHa). ObbIYHO
nakeT, umetowmin pasmep ot 1519 go 9000 HasbiBaeTcs JUMBO-dbpeiim. MNpu ncnonb3osaHnn
TaKMX MNakeToB, CKOPOCTb Nepedayn AaHHbIX B ceTh yBenuumaeTca Ha 2 % — 5 %. TexHudeckn
JUMBO — 3TO YASNIMHEHHbIN hpenM, NoChbIIaeMbl 1 NPUHUMaeMbIi KomMmyTaTopoM. OgHako,
yunTbiBas ONUHY, Takme permbl He MOryT ObiTb MocraHbl Ha npoueccop ycTpouncTtea. Mol
NCKIOYaeM MOCbINKY 6onblnX hpenmoB NpoLEeCCOpy BO BpeMS NpMema NakeTos.

9.2. KoHdurypuposaHume MTU

1. Bkniovenue pyHkumm MTU.

KomaHpa

OnucaHue

o6wmn pexmm

mtu [<mtu-value>]
no mtu enable

Bkntovaet YHKLMIO npuema/nocbIinku
JUMBO-¢penmoB. KomaHga NO  Bbiknovaet
dyHKumo npuema/nocsinkm JUMBO-gdperimos
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10. KOHOUT'YPALIUA EFM OAM
10.1. O6wume cBeaeHnsa o EFM OAM

MepBoHavanbHO TexHonorust Ethernet paspabaTbiBanack Ans NoKanbHbIX CETEN, HO AnMHAa
KaHanoB W pasMepbl cCeTern CTPEMUTENBHO YBENUYMBANMUCb, U Tenepb 3Ta TEXHOSormsa
NpUMeEHsieTca Tak e n Ha Metro 1 Ha rmobanbHbix ceTsx. N3-3a oTcyTcTBUS 3hPEKTUBHOIO
MexaHu3mMa ynpaBfieHusi, YTO BNMAno Ha paboTty TexHonorun Ethernet B MeTpo 1 rmo6anbHbix
ceTsX, CTano Xn3HeHHO HeobxoammbiM npumeHeHne OAM Ha Ethernet.

CyuwecTByeT YeThipe cTaHgapTa npoTokonos ans Ethernet OAM: 802.3ah (EFM OAM), 802.3ag
(CFM), E-LMI n Y.1731. EFM OAM un CFM onpegeneHbl MexXxayHapoAHbIM KOMUTETOM Mo
ctraHgaptam (IEEE). EFM OAM paGoTaeT Ha KaHanbHOM YpPOBHE [AMfs1 KOPPEKTHOro
obHapyxeHus n ynpaeneHus KaHanom pfadHbix. WcnonbsoBaHne EFM OAM nosBsonsieTt
NOBbLICUTbL YNPaBrSeMOCTb U yNpocTUTb obcnyxusaHuwe Ethernet-ypoBHs Ana noBbiweHUS
ycTonumBocTu paboTbl cetn. CFM ncnonb3yeTtcs ong MOHUTOPUHIA 0bLLEel ceTEBON CBA3HOCTU
N nokanusaumm npobnem Ha ceteBomM yposHe. 1o cpaBHeHutio ¢ CFM ctaHngapt Y.1731,
NPUHATBLIA - MeXOYHapoOHbIM  TENEKOMMYHUKaLUMOHHbIM  coto3om  (ITU), 6Gonee MOLLHBIN.
CraHgapTt E-LMI, npunatein MEF, npumeHseTcsa Tonebko kK UNI (User Network Interface). Tak kak
BblLLeyKa3aHHble NPOTOKOSMbl MOTYT MCMOMb30BaTbCA ANSA Pas3fU4YHbIX CeTeBbIX TOMOMOrMNA U
yrnpasreHns, Mexay HAMW CyLLEeCTBYIOT AOMOSTHUTENbHbIE COrnaLleHus.

EFM OAM (Ethernet in the First Mile Operation, Administration and Maintenance —
ncnonb3oBaHve, agMUHUCTpUpoBaHne n ynpaenexHve Ethernet Ha nepson mune (umeetcsa B
BUOY OT KnmMeHTa) paboTaeT Ha kKaHanbHOM YypoBHe ceTeBor mogenun OSIl, peanusys
AononHuTenbHble PyHKUMK Yepes nogyposeHb OAM, kak NoKa3aHo Ha PUCYHKE HUXeE:

OSl Model
Application LAN
CSMA/CD
i Layers
Presentation
Higher Layers
Session
/
/ LLC
Transport //
-
/
Network /
/
MAC
Data Link B :
Physical Layer
Physical

PucyHok 10-1. MNonoxeHne OAM B OSI-moagenu cetu

MakeTbl aaHHbIX OAM (OAMPDU) ncnone3sytot B kavyectee MAC-agpeca Ha3HaveHust 01-80-c2-
00-00-02 no npoTtokony. CkopocTb nepenaym He Bbiwe 10 NnakeToB B CEKYHAY.

EFM OAM ycraHaBnueaetca Ha 6ase OAM-coeavHeHus. OTa dyHKkumMa obecneunBaeT
MEXaHU3Mbl yMpaBrieHUs KaHanamu, Takue, KakK MOHWUTOPUHI KaHamoB, YyAareHHoe
obHapyxeHne npobnem M yganeHHoe TecTUpoBaHMEe MOopToB. [0BOpS npoLle, OCHOBHblE
noHstna EFM OAM crneayowme:
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1. YcraHoeneHue coeguHeHus Ethernet OAM.

Mopynb Ethernet OAM unweT yaaneHHsle OAM-mMogynu n yctaHasnnBaeT C HUMKW CECCUN NMyTeM
obmeHa naketamn OAMPDU. EFM OAM moxeT pabotaTb B OBYX peXuMMax: akTMBHOM W
naccuBHoM. Ceccusi yctaHasBnuBaeTca Tonbko OAM-moaynem, paboTalowmm B aKTUMBHOM
pexume, a MO4yNb, paboTaloLnin B NaCCUBHOM peXUME, BbIHYXXAEH XaaTb, Noka He Nony4uT
3anpoc Ha coeguHeHue. lNocne Toro kak Ethernet OAM-coegnHeHune yctaHosneHo, mogynm OAM
c obounx KOHLIOB KaHana nocTtosiHHO obmeHuBatTcs naketamn OAMPDU ans nogaepkaHus
coeguHeHus. Ecnu mogyne Ethernet OAM He nonyyaeT naketoB OAMPDU B TeueHun 5 cekyHz,
Ethernet OAM-coeanHeHne paspbiBaeTcs.

2.  MoHUTOpUHr KaHana.

Onpegenenuve HeucnpaBHOCTU B cpeae Ethernet 3aTtpygHeHo, 0cobGeHHO korga duaundeckoe
COeJUHeHne He paspbiBaeTcd, HO paboTOCNOCOBHOCTL ceTu HapylleHa. MOHUTOPUHT KaHana
ncnonb3yetca Ans onpeaeneHns n nccrnefoBaHns HEUCNpPaBHOCTEN KaHamnoB B pPasfnyHbIX
cpepax. EFM OAM obecneurBaeT MOHUTOPWHT KaHarna nocpeacTtsoM obmMeHa yBeaoMAEHNSIMN
0 cobbiTnax OAMPDUSs. MNpu onpeaeneHnn HENCNpaBHOCTU KaHana, nokanbHbIn mogyns OAM
noceinaet ysegomrneHne OAMPDU 06 atom cobbitun yaaneHHoMy moaynto. B To xe Bpems oH
3anucbiBaeT 370 cobbiTue B norn u nocbinaet SNMP Trap-cucteme ynpasneHus ceTolo. Korga
yOaneHHbIn Mogynb Nofy4yaeT yBegoMIEeHNe o npobreme, OH Tak ke 3anvcbiBaeT MHOPMaLmio
B fnorm n coobliaeT cucteMe ynpasneHus. AHanuanpys vHopmauumio B riorax, ceTeBou
aAMUHUCTPATOP MOXET OTCNeAnTb COCTOSIHME KaHana B onpeaeneHHbli Nepmuos BpeMEHU.

MoHuTopuHr kaHana cpeagcteBamm EFM  OAM oTcnexuBaeT cnegywolme asapuiiHble
cobbiTna — Errored symbol period event, Errored frame event, Errored frame period event n
Errored frame seconds event.

Errored symbol period event: konnu4ectBo OWMBOYHLIX CUMBOJSIOB HE MOXET OblTb MEHbLUe
HWXHero nopora owunbok (3gecb CMMBOM — MUHUManbHbIM 60K nepegayn nHdopmaumin B
dusndeckon cpepge. OH yHUKanNeH Ans cuctemMbl koauposkn. CMMBOSMbI MOFYT OTNMYaTbCs B
pasHbiX usmyecknx cpepgax. CKoOpocTb nepefayn cumBosSia onpegensercs u3ndeckomn
CKOPOCTbIO Nepefayn B JaHHOW cpeae).

Errored frame event: onpegenseTr N kak nepuog opernmMmoB, YMCNO OWNBOYHBIX dpeNMOB 3a
nepuog npmuema N coperMOB HE OOIMKHO ObITb MEHbLUE HMXKHErO Nopora owmnboK (OLNBOYHbIN
dpenm-nprem oMBOYHOro perima onpeaensieTcs No KOHTPONbHOM CyMMe).

Errored frame period event: konnyecTBo onpeneneHHbIx owmnboYvHbIX dhpenmMoB 3a M cekyHg He
AOJDKHO BbITb MEHbLLE HMXXHEro nopora oLwmnboK.

Bpemsa npmHaTMSA owmnboYHbIX (OPENMOB: KOMMYECTBO CEKYHA npuema ownbo4vHbIX ppenmos,
3aduKcnpoBaHHbIX 3a M cekyHO He MOXeT BbITb HWXKe nopora OWnBoK (KONUYeCTBO CeKyH
OLUNMBOYHBIX PPENMOB — KOrda B TEYEHUN CEKYHAbI NPMHUMAOTCS OWMBOYHbIE OpPENMBI).

3. YpganeHHoe onpegeneHne HencrnpaBHOCTEN.

Korga B ceTv npepbiBaeTcs nepefada gaHHbIX U3-3a cbos yCTponcTea nunm ero He4oCTyNHOCTH,
Ethernet OAM-mogynb YycTaHaBnueaeT cooTeeTcTBytowmn dnar B OAMPDU-nakeTax,
coobuwasa uHdopmMaumio o npobneme yganeHHOMy KOHUY. Tak Kak mogynu obmeHuBaloTcs
naketamn OAMPDU noctosiHHO npu ycTaHoBuBLIEMCS coeguHeHun, Ethernet OAM-moaynb
MOXeT MHAOPMMPOBaTb OTBETHbIE MOAYM O HEUCTPABHOCTM kaHana Yepes naket OAMPDU.
Mo3TOMy CUCTEMHbBIN afMWHUCTPATOP MOXET NpocreauTb COCTOSIHME KaHana no foraMm u
BOBPEMS YCTPaAHATb HEUCTNPABHOCTH.

CyuwiecTtByeT Tpu Trna npobnem Ha kaHane, KoTopble oTMevatoTcsa B naketax OAMPDU. 3t1o
Critical, Dying Gasp u Link Fault. Ux onpegeneHue 3aBucuT OT peanu3auun pasnnyHbIMU
npoussogutenamun. B naHHom obopyanoBaHuM onpegenexHve crnegyoulee:

Critical event: HeonpeaeneHHoe KpuTn4yeckoe cobbiTue.
Link Fault: Ha npnemHmnke nokanbHOro MHTepdenca suaeH cbon.
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Dying Gasp: HenonpaBMMoe cobbiTue (B criydae nepesarpysku, OTKIMOYEHUS NWHKa, YaaneHns
KOHUrypauum).
4. YpaneHHoe TeCTUPOBaHWE MeTenb COeAUHEHMS.

Ecnu pexum ypaneHHonm netnu (loopback) BkmoyeH, paboTalowmii B aKTUBHOM pexume
OAM-mMoAynb nockinaeT 3anpoc yaaneHHon neTny coceay, B 3TOM clydae OH BO3BpallaeT Bce
naketbl, 3a wuckioyeHvem Ethernet OAMPDU, oTtnpaButentio no TOMYy e KaHany.
MNepuoguyeckoe BbINONHEHWE TECTUPOBaHUSA MNOMOraeT BOBPEMSI ONpefennTb ceTeBble
npobnemsbl 1 nokanusosatb nNpobrnemy. 3amedaHne: HopmanbHas paboTa kaHana B pexunme
yAaneHHoro TeCTMpoBaHNSA HEBO3MOXHA.

Cetb nposangepa

CeTb KnneHTa CeTb KNnueHTa

CE 5
—

N —
CE /< ——| PE
802.1ah OAMPDU
B «NEPBOMA MUNE»

PucyHok 10-2. Tunosoe npumeHeHne OAM-Tononorum

Tunosoe npumeHeHne EFM OAM npoucxoguT B cnegyowmx TOMOMOrMsX: TOYKa-TOYKa U
amynupoBaHHbix |IEEE802.3-coeamHeHnii  Tuna Toyka-TOuYKa. YCTpPOWCTBA  MonydaroT
BO3MOXHOCTb KOHTPONMpPOBaTb kaHanbHble owmnbku Ha MNepsBon mune goctyna vepes Ethernet
nocpeactsom EFM OAM. [Ina nonb3oBaTens CoequHEHME MeXAy HUM U CeTbl ABNseTcs
«nepson murenx». [ina npoBangepa OHO SABMFETCH «nocnegHen Munem».

10.2. KoHdurypuposaHue EFM OAM

1. BkntoueHne EFM OAM Ha nopTy.

2. KoHwurypmpoBaHne MOHUTOPMHIa COEANHEHNS.

3. KoHdwurypmnpoBaHue obHapyXeHns yganeHHbIX HEeMCnpaBHOCTEN.
NMPUMEYAHME: ansa sTtoro HyHo cnepea Bktounte OAM npu rmobanbHo.
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1. Bkniovenne EFM OAM Ha nopTy.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

ethernet-oam mode {active | passive}

KoHdurypaumsa pexuma pabotel EFM OAM.
Mo yMON4YaHWIO pPeXUM — aKTUBHbLIN

ethernet-oam
no ethernet-oam

Bkntoyenne EFM OAM Ha nopty. KomaHga
NO BbikntovaeT EFM OAM Ha nopTty

ethernet-oam period <seconds>
no ethernet-oam period

KoHdurypaums
nakeToB
BO3BpaLL@ET 3HAaYeHNe Mo YMONYaHuo

MHTepBana
OAMPDU.

nepenayn
Komanpa NO

ethernet-oam timeout <seconds>
no ethernet-oam timeout

KoHdpurypauma Ttammayta gna EFM OAM
coeaVHeHus.
3Ha4yeHue no ymonyaHuio

KomaHga NO BosBpawaeTt

2.  KoHdurypmpoBaHue MOHUTOPUHIa COeAMNHEHWUS.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHusa nopTta

ethernet-oam link-monitor
no ethernet-oam link-monitor

BkntoyeHne MOHUTOPUHra coeanHeHus
EFM OAM, Komanga NO BbikntoyaeT
MOHUTOPUHT

ethernet-oam errored-symbol-period {threshold low
<low-symbols> | window <seconds>}

no ethernet-oam errored-symbol-period {threshold
low | window}

KoHurypmnpoBaHne HWXHEro nopora
OLUMOOK 1 OKHa nKcaL MM OLLUMOOYHBIX
cumpornoB. KomaHga NO BosepawiaeT
3Ha4YeHne No yMon4aHuLo

ethernet-oam errored-frame-period {threshold low
<low-frames> | window <seconds>}

no ethernet-oam errored-frame-period {threshold
low | window}

KoHurypmpoBaHne HmKHero nopora
ownboK U OKHa dukcaumm nepuoga
owmnbouHbix dpenmoB. Komanga NO
BO3BpaLLAET 3HAYEHNE MO YMOSYaHMIo

ethernet-oam errored-frame {threshold low <low-
frames> | window <seconds>}

no ethernet-oam errored-frame {threshold low |
window}

KoHurypmpoBaHne HmKHero nopora
OLUMOOK 1 OKHa hUKCcaLMM OLLUMOOYHBIX
dperimoB. Komanga NO BosBpawiaeT
3Ha4YeHne no ymMonyaHuio

(@ arecy
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KomaHpa

OnucaHue

<low-frame-seconds> | window <seconds>}

low | window}

ethernet-oam errored-frame-seconds {threshold low

no ethernet-oam errored-frame-seconds {threshold

KoHduryppoBaHue HWXHEro nopora
ownboK M OKHa duKcaumm CeKyHA
owmnboyHbIX dperimoB. KomaHga NO
BO3BpaLL@eT 3HaYeHNe Mo yMOonyaHuo

3. KoHdurypupoBaHue oGHapyXeHWUsi yaaneHHbIX HEUCNPaBHOCTEN.

KomaHpa

OnucaHue

Pexum KoHdurypm

poBaHuA nopTa

ethernet-oam remote-failure
no ethernet-oam remote-failure

BknoyaeT pexum yganeHHowm AnarHOCTUKM
EFM OAM (nog  HeucnpaBHOCTLIO
NMOHMMAETCS KpUTUYECKoe CcobbiTue unu
HEencnpaBHOCTb COEAMHEHMS Ha OnvKHEM
koHue), KomaHga NO oTkntovaeT doyHKLmIo

ethernet-oam errored-symbol-period threshold
high {high-symbols | none}

no ethernet-oam
threshold high

errored-symbol-period

KoHpurypupoBaHme BepxHero npepgena
owwmnbok npuema cumsosioB. Komanga NO
BOCCTaHaBMMBaET 3Ha4YeHne N0 YMONYaHuto

ethernet-oam errored-frame-period threshold
high {high-frames | none}

no ethernet-oam
threshold high

errored-frame-period

KoHdurypnpoBaHne BepxHero npegena
owmnbok npuema owmnboYHbIX permMoB 3a
nepuoa. Komanga NO BoccTaHaBnueaeT
3Ha4YeHWe No YMOMYaHuUio

ethernet-oam errored-frame threshold high
{high- frames | none}

no ethernet-oam errored-frame threshold high

KoHurypmpoBaHne BepxHero npegena
owwunbok npuema dpenmo. KomaHga NO
BOCCTaHaBMBaET 3Ha4YeHMEe N0 YMOSYaHWIO

ethernet-oam errored-frame-seconds threshold
high {high-frame-seconds | none}

no ethernet-oam errored-frame-seconds

threshold high

KoHurypmpoBaHne BepxHero npegena
OWMOOYHBIX CEKYyHO nMpuemMa penmoB.
Komanga NO BoccTaHaBnvMBaeT 3HayeHue
Nno yMOSYaHuIo

10.3. NMpumepbl EFM OAM
CueHapum 1:

KnueHTckoe n ceteBoe yCTPONCTBA, COEAMHEHHbIE HaMPSMYO, UMEIOT BKIIOYEHHYIO (OYHKLNIO
EFM OAM anst MOHUTOPUHra COCTOSIHUS NUHUK. MIHdopmauus o NMMHUM nepeaaeTcs B CUCTEMY
ynpaBrieHNs CeTbio NP BO3HUKHOBEHMM aBapUiHbIX COObITUIA. Tak e UCnonb3yeTcst PyHKUNS
TECTMPOBaHWA NeTenb A8 NPOBEPKM NTIMHUKN N0 HeO6X0OUMOCTMW.
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Cetb npoBangepa

CeTb KNnueHTa CeTb KNueHTa

CE —
\/" 1/0/1 1/0/1
PN
P

802.1ah OAIVIPDU
B «MepBoi MUne»

PucyHok 10-3. Tunosas Tononornsa npumeHeHna OAM

Mpouenypa koHUrypaumm: (onyckas koHdurypaumo SNMP 1 normposaHns)
KoHdurypauusa knueHTckoro yctponcTtsa (CE):

CE(config)#interface ethernet 1/0/1

CE (config-if-ethernet1/0/1)#ethernet-oam mode passive

CE (config-if-ethernet1/0/1)#ethernet-oam

CE (config-if-ethernet1/0/1)#ethernet-oam remote-loopback supported
[pyrue napameTpbl UCMOMb3YIOTCA MO YMOMYaHUIO.
KoHdurypaumsa Ha PE:

PE(config)#interface ethernet 1/0/1

PE (config-if-ethernet1/0/1)#ethernet-oam
[pyrue napameTpbl UCMOMb3YIOTCA MO YMOMYaHUIO.
Mpn Heo6XxoQUMOCTM UCNONb30BaHWS YAaneHHOW NeTny UCNonb3yeTca cneayroLas Komanaa.

PE(config-if-ethernet1/0/1)#ethernet-oam remote-loopback

BbinonHeHue crnenytolLel KoMaHabl Bbi3blBAeT NPEKPaLLEHNEe pexnma yaaneHHon neTnm nocne
3aBepLUEHUS TECTUPOBAHUS.

PE(config-if-ethernet1/0/1)# no ethernet-oam remote-loopback
BbinonHeHue crneaytowen KomaHabl OTKIYaeT NoaaepXkKy yaaneHHon netnu.

CE(config-if-ethernet1/0/1)#no ethernet-oam remote-loopback supported

10.4. YcTtpaHeHue HeucnpaBHocten EFM OAM

Ecnn npn ncnone3zosaHm EFM OAM BO3HMKaOT NpoOnembl, NPOBEPLTE, HE ABMAAOTCS NN OHK
cnefcTBMEM CrieyroLmnX NPUYnH:

e [lpoBepbTe, He HaxogaTca nn oba OAM-moayns coeguMHEHVs B MACCUBHOM pEXMME.
Ecnu tak, To EFM OAM-coeguHeHne He Byget yctaHoBneHo mexay OAM-vogynamu.

e Y6egutecb, 4to SNMP CcKOH(bUrypmpoBaH KoppekTHOo. B npotuBHOM cnydae
aBapuiiHble coobLieHns He ByayT OTNPaBNATLCA B CUCTEMY YNPaBMEHUS CETbIO.
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o CoeguHeHne B pexume OAM-netnn He paboTaeT. Heob6xooMmMo BbIKNIOYNUTL PEXUM
TeCTUPOBaHWS Nnocne NPOBEPKN COCTOSHUS NNHUN.

e YGeauTecb, 4To 06a yCTpOMCTBA NOAAEPKMBAIOT PEXUM YAANEHHOW NETN.

e Ha nopty He AomkHbl GbITb ckoHdurypmposaHel STP, MRPP, ULPP, ynpasneHve
NMOTOKOM M PYHKUMA onpefeneHus yaaneHHon neTnu npu BKIKOYEHUUM YHKUUN
yaoanenHon netrim OAM, nOCKOMbKY 3TW (PYHKUMWM HEe MOryT WCMNonb30BaTbCA
O[JHOBPEMEHHO.
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11. BESOIMNACHOCTb NOPTOB

11.1. BBepeHue

BesonacHocTb NopTa — 3TO MexaHu3M, OcHoBbIBalowmncs Ha MAC-agpece ons ynpasneHus
OOCTYMNOM K ceTu. ITO paclumpeHune cylwiecteytowmx ayteHtudpukaumm 802.1x n MAC. OH

KOHTpONMMpyeT OOCTyn HeaBTOPU3INPOBAHHbIX yCTpOVICTB ceTn,

npoeepss MAC-agpec

NCTOYHMKA MOSyYEHHOro Kagpa M OOCTYN K HeaBTOPU3MPOBAHHLIM YCTPOWCTBaM, NPOBEpPSiS
MAC-agpec ycTpomncTBa HasHauyeHus B kagpe. C 6e30nacHOCTbIO MOPTOB, MOMb30BaTENb MOXET
HacTpaMBaTb pasfnyHble pexumbl 6e3onacHOCTM nopTa Ansa Toro, 4Tobbl YCTPOMCTBO
obyyanocb Tonbko neransHeiM MAC-agpecam nctovHuka. lNocne BknoYeHus 6e30nacHOCTU
NMOpPTOB YCTPOMCTBO OBOHapy>XMBaeT HeneranbHbIn periM, YTO Bbi3biBAET COOTBETCTBYHOLLYIO
dyHKUMO 6e30nacHOCTM NopTa U BbINOMHAET NpeaonpeaerneHHble AeNCTBUS aBTOMATUYECKN.
OTO CHWXaeT Harpy3ky Monb30BaTeNbCKOro OOCMYXXMBAHWUS WU 3HAYUTENbHO MOBbLILAET

6e30nacHOCTb CUCTEMBI.

11.2. HacTpouka 6e3onacHOCTU NOPTOB

1. Ba3soBble HacTpomkM 6e3onacHOCTM NOPTOB.

KomaHpa

OnucaHue

Pexxum kKoHcurypmpoBaHusa noprta

Switchport port-security
no switchport port-security

HacTtponka 6e3onacHOCTM MOPTOB Ha
MHTEepgence

Switchport  port-security mac-address <mac-

address> [vlan <vlan-id>]

no switchport port-security mac-address <mac-
address> [vlan <vlan-id>]

Hacponka ctatnyeckoro 6e3onacHoro
MAC-agpeca Ha uHTepdence

switchport port-security maximum <value> [vlan
<vlan-list>]

no switchport port-security maximum <value> [vlan
<vlan-list>]

HacTtponka MmakcumanbHOro yncna
6e3onacHbix MAC-agpecos,
paspeLUeHHbIX Ha NHTepdence

Switchport port-security violation {protect | restrict |
shutdown}

no switchport port-security violation

Korga npeBbleHO MakcumarnbHoe
ynucrno HacTpoeHHblx MAC-agpecos,
MAC-agpec goctyna K nHtepdency He
NpPUHaaNexXuT 3ToMy WHTepdency B
Tabnuue MAC-agpecos nunm
MAC-agpec HacTpoeH Ha HeCKOJIbKO
nHTepdgencos B ogHom VLAN, oHKn ob6a
oyoyT HapyLwaTb ©e3onacHocTb
MAC-agpecos
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KomaHpa OnucaHue

switchport port-security aging {static | time <value> | | Bknto4yaeT BpeMsi UnNu TUN CTapeHus

type {absolute | inactivity}} port-security Ha nHTepdelrice
no switchport port-security violation aging {static |
time | type}

Pexnm agmmHucTpatopa

clear port-security {all | configured | dynamic | sticky} | CtupaeT BBefeHHble ©e3onacHble
[[address <mac-addr> | interface <interface-id>] | MAC-agpeca Ha nHtepdence
[vlan <vlan-id> ]]

Show port-security [interface  <interface-id>] | MNoka3biBaeT KOHUrypaLMLO
[address | vian]

11.3. MpumeTbl HacTponkn PORT SECURITY

NHTEpHET

MK 1 NnK2

PucyHok 11-1. TunnyHasa cxema Tononoruun gns 6e3onacHocT nopTa.

Ha nHTepdelice BktoveHa pyHKUmMA 6e3o0nacHOCTU nopTa, HaCTPOEHO MaKCMMalribHOE YMCIO
paspeweHHbix uctodHnkoB MAC-agpecoB Ha uHTepdgence pasHoe 10, un umHTEpdenc
paspewaet pgoctyn 10 nonb3oBatensM B WHTepHeT. Ecnu npeBbilleHO MaKcumasnbHOEe
KONWYeCTBO, TO HOBLIW MOMb30BaTeNb HE MONYYUT AOCTYM B UHTEPHET, TaK YTO 3TO HE TOJSIbKO
OTrPaHMYUT YUCNO nonb3oBaTenen, HO U caenaeT AOCTyn B UHTepHeT 6esonacHbiM. Ecnu
cAenatb HacTpPOMKYy MakcuMmarnbHOro yucrna 6esonacHoeix MAC-agpecoB paBHOM 1, TO TONbKO
PC1 nnun PC2 nony4at gocTtyn B ceTb.

lMpouecc HacCTPOKKK:
#Configure the switch.
Switch(config)#interface Ethernet 1/0/1
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Switch(config-if-ethernet1/0/1)#switchport port-security

Switch(config-if- ethernet1/0/1)#switchport port-security maximum 10
Switch(config-if- ethernet1/0/1)#exit
Switch(config)#

11.4. YctpaHeHue HencnpaBHocten PORT SECURITY

Ecnu BosHukaioT I'IpO6J'IeMbI Cc HaCTDOIZKOIZ Ges3onacHocCTy, npoBepbTe HE ABNAKOTCA JI1 OHU
cnencrtemvemM cnegywmnx npuynH:

e [lpoBepbTe BkMtoyeH nn PORT SECURITY.
e YBepguTecb B HACTpPoWKke MakcumManbHoro konuvectesa MAC-agpecos.
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12. HACTPOUKA DDM
12.1. BBepeHue

12.1.1. KpaTkoe BBegeHne B DDM

DDM (Digital Diagnostic Monitor) peanuayeTt dyHkuno nogpo6bHON unpoBon ANarHOCTUKN MO
ctangapty SFF-8472 MSA. DDM koHTponupyeT napamMeTpbl curHana u oumdpoBbIBaET ero Ha
neyaTtHoOM nfniate BHYTpeHHero mogyns. [locne aToro npefocTaBnsieT pasrpaHUYeHHbIn
pesynbtaT U napameTpbl, KOTOpPblE COXPAHATCA B CTaHAAPTHbIX paMKax MaMatv Takum
obpasom, 4yTobbl LenecoobpasHo 6biNo YnTaTb NocnegoBaTenbHbIA MHTEPdENC C ABOMHOIO
kabens.

O6bl4HO MHTennekTyanbHble UMPOBLIE MOAYNWM noadepXusaroT  YHKUMIO  LMdpPOoBOWN
OWarHoctukn. EAWHMUBI CEeTEeBOro ynpaBfeHUs MMEKT BO3MOXHOCTb KOHTPONMpOBaTb
napameTpbl (TemnepaTtypa, HanpshkeHue, ToK cMmelleHus, TX-MOWHOCTb U RX-MOLHOCTL)
ONTUYECKUX MOAYNEN ANsi NOMYyYEeHUsT UX NOPOroBbIX 3HAYEHUIN B PEXMME peasibHOro BpeMeH
Ha Tekywem OnTMYeckoM Moayne. JTO NOMoraeT eguHuLaMm CeTeBOro ynpasfeHus
obHapyxuBaTb HEMCMNPABHOCTU B ONTUYECKOM JIMHUKN, COKPATUTb IKCNITyaTauMOHHYHO HarpysKky
N NOBbLICUTb HAAEXHOCTb CUCTEMBI.

MpumeHenne DDM nokasaHo panee:

1. TporHo3 NPoJOMKUTENBHOCTU XU3HU MOAYNS.

KoHTponupoBaHve TOKOB YyTeyku MO3BONSET caenaTb MPOrHO3 BPEMEHW XM3HM nasepa.
ALMUHACTPATOP MOXET HaWTW HECKOSbKO MOTeHUManbHbiX npobreM no MOHUTOPUHIY
HanpspKeHUs 1 TemnepaTypbl MOAYNS.

1.1. Buicokoe HanpsikeHune Vcc npusegeT k noniomke CMOS, HU3koe — K HenpaBUITbHON
paborTe.

1.2. Bbicokass RX-MOLWHOCTb NpMBEAET K MOBPEXAEHMIO MPUHMMAIOLLEro MOy, u3-3a
HN3KOM RX-MOLLHOCTN MOAYIb HE CMOXET HOopMaribHO paboTaTb.

1.3. Bbicokasi TemnepaTtypa npuBegeT K ObICTpPOMY CTapeHuio annapaTHbIX CpeacTB.

1.4. KOHTponb MOLLHOCTK, MOSy4aeMol MO BOJIOKHY, MOMOraeT MpoOBEpUTb BO3MOXHOCTM
MMHUM 1 yaaneHHoro KommyTaTopa.

2. OnpepaeneHve MecTta NOBPEXAEHMS.

B ONTOBOMOKOHHOW NWHWM OMNpeerieHne HEeUCnpPaBHOCTU MMEET BaXHOe 3HayeHue Ans
ObICTPOI Nepesarpy3ku cepBuca, U30NMPOBaAHNE HEUCNPABHOCTM NMOMoraeT agMUHUCTPaTopy
ObICTPO HAWTU MECTOMOSIOXKEHNE HEUCTPABHOCTU B MoAyrne (NokKanbHbI MNW yaaneHHbIn
MOZYNN) WM Ha JMHWKM, YTO TaKKe COKpallaeT BPEMsi BOCCTAHOBIIEHUS CUCTEMbI Mocre
HEeNCNpPaBHOCTMU.

AHanusupysa craTycbl OMOBELWEeHUA W CUrHanmMsaumm B pexumMe peanbHOro BpeMeHu Mo
napameTpamMm (TemrnepaTtypa, HanpsbkeHue, TOK cMelleHusi, TX-MOLWHOCTb U RX-MOLHOCTL)
MOXHO BbICTPO 0BHaPYXMTb HEMCNPABHOCTb C NOMOLLBIO (PYHKLMM LIMPPOBON ANArHOCTUKN.

Kpome TOro, coctosHme TX Fault m RX LOS wmeeT BaxHOe 3HadyeHMe pAfs aHanuaa
HEencnpaBHOCTW.

3. [llpoBepka COBMECTMMOCTMU.

lMpoBepka COBMECTMMOCTWU MCMONb3yeTca ANS aHanu3a, SBMsSeTCA NUM OKpyxawwasa cpena
MOAYNSA COrfacoBaHHOW BPYYHYKDO WM COBMECTMMa C COOTBETCTBYHOLUMM CTaHOApTOM,
MOCKOMbKY BO3MOXHOCTU MOAynsi MOryT ObiTb peanu3oBaHbl TOMbKO C COBMECTMMOM
OKpYyXaroLLen cpeomn.
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MHorga napameTpbl Opr)KGIOLLI,GVI cpelbl NpeBbIlakT yCTaHOBEHHbIe BPYYHYO UK CTaHOAapT
COOTBETCTBUA, YTO nNpmuBeaeT K yMEHbLUEHUIO BO3MOXXHOCTEMN mMoayna un oLmnbke nepegadn.

Opr)KaI'OLLlaFI cpena He coBMeCcTMa:

3.1 Hanpﬂ>|<eH|/|e npesbillaeT yCTaHOBﬂeHHbIVI anana3oH.

3.2. RX power npuBOoOUT K nMNepes3arpy3ke winm K MEeHbLLEN YyBCTBUTEJIbHOCTU
npuemMonepeaaTymka.

3.3. TemnepaTypa npeBbllLaeT AnanasoH paboyer TemnepaTypbl.

12.1.2. ®yHKkunn DDM

Onuncanne DDM nokasaHo B cnegytoLlem npumepe:

1. HDOCMOTp I/IHCbOpMaLl,I/II/I MOHUTOPUHIAa Ha npuemMonepenaTvymnke.

AOMUHUCTPATOP MOXET y3HaTb TeKyllee COCTOSHWEe TpaHcuBepa WM HavWTu MoTeHumanbHble
npobnembl C MNOMOLLBID MPOBEPKU Creaylwmx napameTpoB (Bxoaswas TX-MOLWHOCTb,
RX-moLHOCTb, TemnepaTtypa, HanpsikeHue, TOKM YTeykuM) W 3anpocuTb UH(opMaumio
MOHUTOpPUHra (Takyl Kak OMoBeLUeHWs, CUrHanu3aumns, COCTOsSIHME B pearibHOM Maclitabe
BpemMeHu 1 T.4.). Kpome Toro, nposepka MHopMaLmm 0 HEUCNPaBHOCTSAX ONTUYECKUX MOaYeN
nomoraet agMUHUCTPATOpPy ObICTPO OBHAPYXUTb HEUCMPAaBHYK JNIMHUKO U COKPaTUTb BpeMs
BOCCTaHOBIIEHUS.

2. Onpe,u,eneHvle 3Ha4YeHn4A nopora noJjib3oBaTesieM.

[Ons napameTpoB B peanbHoM MacwTtabe BpemeHn (TX-mowHocTn, RX-mowHoCTH,
TemnepaTypbl, HANPSHPKEHUS, TOKOB YTEYKM) eCTb (PUKCUPOBAHHbIE 3HAYeHUS NOporoB. [oTomy,
YTO NONb30BaTENbCKOE OKPY)XEHME Pa3fMYHO, MOSib3oBaTENlb MOXET OnpeaenvTb 3HadeHue
nopora (BxogsLiasi curHanu3aums ¢ BbICOKUM U HA3KUM NPUOPUTETOM, ONOBELLEHNE C BbICOKUM
N HU3KUM NPUOPUTETOM), TMOKO KOHTpONupoBaTb paboyee COCTOSHME TpaHcMBepa MU
HemeIeHHO OBHapyXUTb HEUCMPABHOCTb.

HacTporika 3HayeHus NMOpOroB MPOM3BOAUTCA MONb3OBaTENEM M NPOM3BOAUTENEM U MOXET
ObITb NOKa3aHa B TO e BpeMsi. Korga nopor onpegensieTca nonb3oBaTenemM HepaunoHarnsHo,
OH OygeT 3anpolleH y Monb3oBaTensd M curHan TPeBOrM UIN OMOBELLEHUS aBTOMaTU4YECKU
YyCTaHOBMT MOPOr MO YMOSYaHWKO (nonb3oBaTerNlb MOXET BOCCTAHOBUTb BCE MOPOroBble
3Ha4YeHUs Mo YMOSYaHuIo).

PaunoHaneHoe noporoeoe 3Ha4veHue: BbICOKOE/HM3KOE 3HA4eHMe curHama onoBeLLEHNS
OOJTKHO ObITb mMexay BbICOKMM U HU3KUM CUTHaINIoM CUrHanm3aumm n BbiICOKoe 3Ha4eHune nopora
OOJTKHO ObiTb BbILIE, YEM HMU3KOE U, @ UMEHHO, BbICOKOE 3HAYEHWE CUrHanm3aumm = BbICOKOE
3HavyeHue onoBeLleHUda = HU3Koe 3HavYeHne onoBeLLeHNsa 2 HU3Koe 3Ha4YeHne curHanusauum.

[ns onTM4eckoro MoAyns PeXxvm NPOBEPKW MOSy4aeMoro nNMTaHust BKIOYAeT BHYTPEHHIOW U
BHELLHIOI NPOBEPKY, KOTOpble onpeaenvnu npoussoauteny. Kpome Toro, pexum npoBepku
napameTpoB B pearibHOM MacluTabe BpeMeHM U NOPOroBbiX 3HAYEHWI MO YMOMYaHWIO.

3. KoHTponb TpaHcueepa.

Kpome npoBepkn coctosiHuss paboTbl TpaHcuBepa B peanbHOM MacwTtabe BpemMeHw,
Nnonib30BaTeN0 HY)XHO CrneanTb 3a NoapobHOM MHdopMaunen O COCTOSIHUKM, TakKoW Kak
nocriegHee BpeMs HeEMCNpPaBHOCTU U ee TuN. KOHTpONb TpaHcMBepa noMoraeT nosib3oBaTesto
HaWTK NocrnegHee COCTOSHME HEUCNPABHOCTU Yepe3 NPOBEPKY NOroB U 3anpoCcuUTb nocregHee
COCTOSIHME Henonagku 4epes3 BbIMOSHEHWE KoMaHa. Korga nonb3oBaTenb  HaxoauT
MHopMaumMIo O Henonagke onNTUYECKOro MoAyns, To MHdopmauna ob onTMYecKkoM Moayrne
MOXeT OblTb nepenpoBepeHa nocne obpaboTkm uHdOPMauMM O HEUCNPaBHOCTW, 3OecCb
nonb3oBaTenb MOXET 3HaTb MHOPMAaLUNIO O HEUCMPABHOCTU 1 BO30OGHOBUTb MOHUTOPWHT.
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HACTPOWKA DDM

12.2. Cnncok komaHa KoHdurypaumm DDM

Hactpowka DDM:

1. TMpocMoTp UHGOPMALIMKN KOHTPOMSA B peanbHOM MacluTabe BpeMeHM.
2. HacTtpoiika 3HauyeHuin nopora CUrHanusaumMm UnM OMoOBELLEHMST Kaaoro napameTpa Ans

TpaHcusepa.
3. Hactponka coCcTosiHUst MOHUTOPUHIa TpaHcueepa.

3.1. HacTpolika uHTepBana MOHUTOPUHra TpaHcMBepa.

3.2. HacTpolika COCTOSIHMS! BKITKOYEHUSI MOHUTOPUHIa TpaHcKBepa.
3.3. MpocMoTp MHGOPMALIMN MOHUTOPUHIa TpaHCcKBepa.

3.4. OyncTKa NHOPMaLIMN MOHUTOPUHIa TpaHcKBepa.

1. TMpocMoTp MHGOPMALIMK KOHTPOSS B pearnbHOM MacluTabe BpeMeHM!.

KomaHpa

OnucaHue

Pexum KoHUrypmpoBaHus nopTta, pexxmum agMMHUCTpaTopa Unu rnodanbHbIN PeXxum

Show transceiver [interface ethernet <interface-list>] [detail] MpocMoTp MOHUTOPWHIa

COCTOSIHUS! TpaHCcMBepa

TpaHcuBepa.

2. Hactponka 3HayeHuin nopora CuUrHanu3aumMm unn OMOBELLEHUS KaxXgoro napameTtpa Aans

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHus nopTta

transceiver threshold {default | {temperature |
voltage | bias | rx-power | tx-power} {high-alarm | low-
alarm | high-warn | low-warn} {<value> | default}}

YctaHoBKa onpedeneHHoro nopora
nonb3oBaTenem

3. HacTpouka cocTosiHUA MOHUTOPUHra TpaHcmBepa.

3.1. HacTtpowka nHtepsana MOHUTOPUHra TpaHcueepa.

KomaHpa

OnucaHue

Pexunm KkoHdurypupoBaHusa nopTta

transceiver-monitoring interval <minutes>
no transceiver-monitoring interval

YcTaHoBKa UHTepBarna MOHUTOPWHra
TpaHcmBepa. KomaHga no
ycTaHaBnvMBaeT UHTepBarn no
YMOMYaHUIO, paBHbIn 15 MUHYT
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3.2. HaCTpOIZKa COCTOAHUA BKITKOYEHUNA MOHUTOPUHIA TpaHCUBEpPa.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa noprta

transceiver-monitoring {enable | disable} | YcTaHaBnuBaeT, BKMOYEH NM  MOHUTOPWUHI
TpaHcuBepa. [locne BKMAOYEHWS Ha nopTte
MOHUTOpVHra TpaHcMBepa, CMcTeMa 3anucbiBaeT
COCTOHME HeucnpaBHocTU. [locne OTKMYEHMS
YHKLMM Ha nopre, WMHopmaLms o]
HeucnpasHocTK ByaeT ctepTta

3.3. MNpocmoTp MHOPMALIMKM MOHUTOPUHIa TpaHCUBeEpPA.

KomaHpa OnucaHue

Pexxum koHcurypmpoBaHusa nopTta

show  transceiver  threshold-violation | Noka3sbiBaeT ngopmaumio MoHuTOopUHra
[interface ethernet <interface-list>] TpaHcuBepa, BkntovatoLuyto NOCreaHIo
NHGOopMaLMIO HapyLueHns NOpPOroBoro
3HaYeHWs,, MOHMUTOPMHI MpOTEKalLWero Toka
yepes TpaHCUBEp, BKMOYEH M MOHUTOPUHT
TpaHcuBepa Ha nopTte

3.4. OuncTka nHopmauum MOHUTOPUHIa TpaHcMBepa.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

clear transceiver threshold-violation [interface | CTupaeT 3HauyeHne nopora HapyLleHns
ethernet <interface-list>] MOHMTOpPKWHra TpaHcmBepa

12.3. Npumepbl npumeHeHna DDM
Mpumep 1:

B nHtepdericbl Ethernet 1/0/21 n Ethernet 1/0/23 BkntoyeHbl ontudeckne moaynm ¢ DDM, B
nHTepdenc Ethernet 1/0/24 skntoyeH onTtuveckni mopynb 6e3 DDM, B Ethernet 1/0/22 He
BKIOYEH KakoW-NMbo ontuyeckuin mogynb. MNpocmoTp uHdopmaumm o DDM ans onuncaHHoro
cueHapus NpeacTaBrieH HUXe.

e [lpocmoTp MHpopmaLmn O BCex UHTepdencax, KoTopble MOryT YynTaTb napameTpbl B
pexume peanbHOro BpeMeHu (Npy OTCYTCTBMM OMTMYECKOrO MOAYNSA UMM ONTUYECKUN
MOAynb He nogaepXxuneaeTcs, nHdopmaumua He byaeT nokasaHa), 4nsa npumepa:

Switch #show transceiver
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HACTPOWKA DDM

| www.qtech.ru_|
Interface | Temp Voltage (V) Bias RX Power TX Power
(°C) (mA) (dBM) (dBM)
1/0/21 28 3,28 23,34 -3,75 -0,79
1/0/23 46 3,28 26,00 -2,10 -2,21

e [lpocmoTp nHdopmaumm o6 ykazaHHOM nHTepderice (N/A o3HavaeT, YTO ONTUYECKUN

MOyrb He BCTaBMEH UK He NnogaepXmneaeTcd), Angd npumepa:
Switch #show transceiver interface ethernet 1/0/21-22; 23

Interface | Temp Voltage (V) Bias RX Power TX Power
(°C) (mA) (dBM) (dBM)
1/0/21 28 3,28 23,34 -3,75 -0,79
1/0/22 N/A N/A N/A N/A N/A
1/0/23 46 3,28 26,00 -2,10 -2,21
e [lpocmoTp noapobHOV MHGOPMaUMK, BKIOYAKOLWEN OCHOBHYH WHGOpMAaLMIO,

3HaYyeHne napaMeTpoB MOHUTOPMHIa B peanbHOM MacwTabe BpeMeHW, curHan
OMOBELLEHNS, CUrHaNM3aLmio, COCTOSIHME HEUCMNPABHOCTU U MHAOPMAaLIMIO NOPOroBOro
3Ha4YeHus, ons npuvepa:

Switch#show transceiver interface ethernet 1/0/21-22:24 detail
Ethernet 1/0/21 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.
Type is T000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.
Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
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HACTPOWKA DDM
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Realtime High Low Alarm High Warn Low Warn
Value Alarm

Temperature 33 70 0 70 0
(°C)
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current 6,11 (W+) 10,30 0,00 5,00 0,00
(mA)
RX Power -30,54 (A-) | 9,00 -25,00 9,00 -25,00
(dBM)
TX Power -6,01 9,00 -25,00 9,00 -25,00
(dBM)

Ethernet 1/0/22 transceiver detail information: N/A

Ethernet 1/0/24 transceiver detail information:

Base information:

SFP found in this port, manufactured by company, on Sep 29 2010.

Type is T000BASE-SX, Link length is 550 m for 50um Multi-Mode Fiber.

Link length is 270 m for 62.5um Multi-Mode Fiber.

Nominal bit rate is 1300 Mb/s, Laser wavelength is 850 nm.

Brief alarm information: N/A

Detail diagnostic and threshold information: N/A

Mpumep 2:

B nopt Ethernet 1/0/21 BkntoyeH B onTuuyeckmin moaynb ¢ DDM. Hactpolika noporoBoro
3HAYEeHNS Ha ONTMYECKOM MoAyrne nocre npocMmoTpa nHhopmaumn o DDM.

War 1. NpocmoTp nogpo6Hom nHcopmaumm o DDM.

Switch#show transceiver interface ethernet 1/0/21 detail

Ethernet 1/0/21 transceiver detail information:
Base information:

Brief alarm information:

RX loss of signal

Voltage high

RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
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HACTPOWKA DDM

| www.gtech.ru_|
Realtime High Low Alarm High Low
Value Alarm Warn Warn
Temperature (°C) 33 70 0 70 0
Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00
Bias current (mA) 6,11 (W+) 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) | 9,00 -25,00 9,00 -25,00
TX Power (dBM) -13,00 19,00 -25,00 9,00 -25,00

LWar 2. Hactporika noporoBoro 3HaveHusi TX-power Ha ONTUYECKOM WHTepdence, HuKHee
3Ha4YeHne MnoporoBoro  onoseweHna —12,  HUXHee

curHanusauum —10,00.
Switch#config
Switch(config)#interface ethernet 1/0/21

3Ha4eHne

NnoporoBowu

Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power low- warning -12

Switch(config-if-ethernet1/0/21)#transceiver threshold tx-power low- alarm -10.00

War 3. NpocmoTp nogpobHon nHdpopmauum o DDM Ha ontudeckom mogyne. CurHanusaums
noporosoe
3Ha4YeHne, HaCTPOeHHoe nponssoanTenem obosHayeHo ckobkamu. CurHanusaums ¢ ‘A-’

ncnonb3dyet noporoeoe 3HayYeHue, HacTpamBaemMmoe Mnosib3oBaTenem,

kak —13,01 meHbLue, Yyem —-12,00.

Switch#show transceiver interface ethernet 1/0/21 detail

Ethernet 1/0/21 transceiver detail information:

Base information:

Brief alarm information:
RX loss of signal
Voltage high

RX power low

TX power low

Detail diagnostic and threshold information:
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Diagnostic Threshold
Realtime High Alarm | Low High Low Warn
Value Alarm Warn

Temperature (°C) 33 70 0 70 0

Voltage (V) 7,31 (A+) 5,00 0,00 5,00 0,00

Bias current (mA) 6,11 (W+) 10,30 0,00 5,00 0,00

RX Power (dBM) -30,54 (A-) | 9,00 -25,00 9,00 -25,00

TX Power (BM) -13,01 (A-) | 9,00 -12,00 9,00 -10,00

(-25,00) (-25,00)

Mpumep 3:

B nopt Ethernet 1/0/21 BkntoyeH onTuyeckui moayrnb ¢ DDM. BkroyeHne MOHUTOPUHra
TpaHcMBepa Ha nopTe, nocrie NPOCMOTPa MOHUTOPUHIA Ha ONTUYECKOM Moayre.

LWar 1. NpocmoTp MOHUTOpUHra TpaHcuMBepa Ha onmyeckoMm Mmoayne. Ha Ethernet 21 and
Ethernet 22 He BkntoYeH MOHUTOPUHI TpaHCUBEpPA, yCTaHOBMNEHHbIV MHTepBan 30 MUHYT.

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22

Ethernet 1/0/21 transceiver threshold-violation information:

Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

Ethernet 1/0/22 transceiver threshold-violation information:

Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

LWar 2. BknoyeHne MoHUTOpUHIra TpaHecmeepa Ha Ethernet 21.
Switch(config)#interface ethernet 1/0/21

Switch(config-if-ethernet1/0/21)#transceiver-monitoring enable
LWar 3. NpocmMOTp MOHUTOPMHra TpaHCUBEpPa Ha ONTUYECKOM Moayne.

B cnegyouwmnx

HacTponkax, Ha Ethernet 21 BkntoYeH MOHUTOPUHI TpaHCMBEpPA, NOCNeaHEE HapyLLEHNE
noporoeoro 3Hadenust Jan 02 11:00:50 2011, nogpoGHas uHdopmaunn o DDM,
npeBbILaloLLLIasa NOPOroBoe 3HayYeHMe Takke nokasaHa:

Switch(config-if-ethernet1/0/21)#quit

Switch(config)#show transceiver threshold-violation interface ethernet 1/0/21-22

Ethernet 1/0/21 transceiver threshold-violation information:

Transceiver monitor is enabled. Monitor interval is set to 30 minutes.
The current time is Jan 02 12:30:50 2011.
The last threshold-violation time is Jan 02 11:00:50 2011.
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Brief alarm information:
RX loss of signal
RX power low

Detail diagnostic and threshold information:

Diagnostic Threshold
Realtime High Low Alarm High Low Warn
Value Alarm Warn
Temperature (°C) 33 70 0 70 0
Voltage (V) 7,31 10,00 0,00 5,00 0,00
Bias current (mA) 3,11 10,30 0,00 5,00 0,00
RX Power (dBM) -30,54 (A-) | 9,00 -25,00 (-34,00) | 9,00 -25,00
TX Power (dBM) -1,01 9,00 -12,05 9,00 -10,00

Ethernet 1/0/22 transceiver threshold-violation information:
Transceiver monitor is disabled. Monitor interval is set to 30 minutes.

The last threshold-violation doesn’t exist.

12.3.1. YcTtpaHHue HeucnpaBHocTten DDM

Ecnn BosHukatloT npobnembl npu HacTponke DDM, noxanyiicTa, npoBepbTe ABNSETCS Nn 3Ta
npobnema crnegcTBuem crieQyoLwmx NPUYmH:

Y6egurtecb, 4TO TpaHCMBEP Ha ONTUYECKOM Moayne Obin BKMYEH Ha nopTe, uHadve
KoHdpurypauma DDM He BygeT nokasaHa.

Y6eautecb, 4to koHdburypauma SNMP paboTtaeT, nHade onoBeLleHne O CoBbITUN He
CMOXET OMOBECTUTbL CUCTEMY CETEBOTO YNpaBeHus.

He Bce kommyTaTopbl nogaepxusatot SFP ¢ DDM wunn XFP ¢ DDM, ybeantech B
MCMNOSib30BaHMM KOMMYyTaTopa C NOAOEPKKON COOTBETCTBYHOLLEN (DYHKLNN.

Mcnonb3oBaHue komaHg show transceiver unn show transceiver detail moxet
3aHATb MHOTO BPEMEHW, TaK Kak koMMyTaTtop OyaeT npoBepsATb BCe MOpTbl, NO3TOMY
pekoMeHayeTcs 3anpalimeaTb MHOOPMaLMIO O TpaHCMBEPE Ha OnpeaeneHHbIn NopT.

Ybeantechb, YTO yCTaAHOBIEHHLIN NONb30BAaTENEM MOPOr ABfeTcs Agencteytowmm. [Npu
nobon owmbke NOPOroBoro 3HadeHusl TpaHcuMBep BydeT nosbiiaTb CUrHaNM3auuio B
COOTBETCTBMMN CO 3HAYEHNEM, YCTAHOBMEHHbBIM MO YMOJSTYaHMIO.
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13. LLDP-MED

13.1. BBepeHue B LLDP-MED

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery) ocHoBaH Ha 802.1AB
LLDP (Link Layer Discovery Protocol) of IEEE. LLDP npegocTtaBnsieT ctaHaapTHbIN pexum Link
Layer Discovery, nocbinatmowero WHgopMaumio O NokKarnbHbIX YCTPOMCTBAX (BKMHOYAOLLYHO
OCHOBHbIE BO3MOXHOCTU, ynpaeneHue IP-agpecamu, ID yctporicTtea 1 ID nopTta) Takon kak TLV
(type/length/value) Tporiku B LLDPDU (Link Layer Discovery Protocol Data Unit), ynpasnsitoLmx
CBSA3bI0 C cocedHummn ycTpomcteamu. [lonyveHHas uHdopmaumss o6 ycTtpowcTtBe 6yaeT
XPaHUTbCA CO CTaHgapToHon 6a3on ynpasneHus uHgpopmaumen (MIB). 310 nossonsieT cucteme
CeTeBOro ynpasneHnsi buICTPo obHapyxuBaTb U MOEHTUMULMPOBATL CTATyC CBA3M Ha JIMHUN.

B craHgapte 802.1AB LLDP HeT nepepaun u ynpasneHus wuHdopmMaumen O rosilocoOBOM
ycTpoucTtBe. [na npumMeHeHWs wn ynpaBneHuWsi roflocoBOro YCTpPOWCTBa LenecoobpasHo C
nomowbto LLDP-MED TLVs npeaoctaBnsaTb MHOXECTBEHHYIO MHGOPMaLMIO, Takylo kak PoE
(Power over Ethernet), ceTeByto NMONUTUKY WM foOKanbHyO MHpopmaumio o6 obcnyxmBaHUm
HOBOro TenedoHa.

13.2. KoHdurypauuma LLDP-MED

1. bBasoBas koHUrypaums.

KomaHpa OnucaHue

Pexunm koHdurypupoBaHus nopTta

lIdp transmit med tlv all HacTponka ykasaHHOro nopta OTNpaBnsTb BCe

no lidp transmit med tlv all LLDP-MED TLVs. KomanHga no oOTMeHsieT
OYHKUMIO

lIdp transmit med tlv capability HacTtponka ykasaHHOro nmnopTta OTnpaensATb

LLDP-MED Capability TLV. Komanga no

no lldp transmit med tlv capabilit
P P y OTMeHSAET PYHKUUIO

lIdp transmit med tlv networkPolicy HacTtponka ykasaHHOro nmnopTta OTnpaensATb
LLDP-MED Network Policy TLV. KomaHga no

no lldp transmit med tlv networkPolicy
OTMEHSET AaHHYI DYHKUMIO

lIdp transmit med tlv extendPoe HacTtponka ykasaHHOro nmnopTta OTnpaensATb
LLDP-MED Extended Power-Via-MDI TLV.

no lldp transmit med tlv extendPoe
KomaHaa no oTMeHSIET OYHKLNIO

lIdp transmit med tlv inventory HacTtponka ykasaHHOro nmnopTta OTnpaensATb
LLDP-MED Inventory Management TLVs.

no lldp transmit med tlv inventory R EE [ GRS O
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KomaHpa OnucaHune

network policy {voice | voice-signaling | | HacTpoika  ceTeBou NOMUTUKN nopra,
guest- voice | guest-voice-signaling | | Bkniovaowaa VLAN ID, noagepxuBaemble
softphone-voice | video-conferencing | | nNpunoxeHws (TakMe Kak rornoc W BUAEO),

streaming-video | video- signaling} [status
{enable | disable}] [tag {tagged | untagged}]
[vid {<vlan-id> | dotlp}] [cos <cos- value>]
[dscp <dscp-value> ]

no network policy {voice | voice-signaling |
guest- voice | guest-voice-signaling |
softphone-voice | video-conferencing |
streaming- video | video- signaling}

npuopuTeT np|/|r|0>|<eH|/||7| n
MCnonb3oBaHuA, U TakK aanee

NOJINTUKA

civic location {dhcp server | switch |
endpointDev} <country-code>

no civic location

HacTponka Tvna ycTponcTBa M Kofga CTpaHbl B
cootBeTcTBUM C hopmaTom Civic Address LCl u
BkntodeHne pexmma Civic Address LCI.
KomaHga no oOTMeHsieT BCe HacTpoukum B
cooTBeTCcTBUM C hopmaTom Civic Address LCI

ecs location <tel-number>
no ecs location

Hactponka pacnonoxeHuss ¢ ¢popmatom ECS
ELIN Ha nopte. KomanHga no oTmMeHsieT
KOHoUrypaumio

lIdp med trap {enable | disable}

Bkntoyenne/oTknoueHme nosywkn LLDP-MED
Ha yKasaHHOM nopTte

Pexwum Civic A

ddress LCl address

{description-language | province-state | city
| county | street | locationNum | location |
floor | room | postal | otherinfo} <address>

no {description-language | province-state |
city | county | street | locationNum | location
| floor | room | postal | otherinfo}

HacTponka nogpo®OHbIX agpecoB nocre BBoAa
pexuma Civic Address LCI address Ha nopTte

Pexum rmo6anbHOro KoHUrypmpoBaHus

lldp med fast count <value>
no lldp med fast count

Korga BKMOYEH MexaHu3Mm ObICTpOro 3anycka
LLDP-MED, TO pgorkHa  nNpou3BOOUTLCA
ObicTpada oTnpaska naketoB LLDP ¢ LLDP-MED
TLV, aTa koMaH4a ncnonb3yeTcs Ana yCTaHOBKM
3Ha4veHus BGbICTPON OTNPaBKN NakeToOB, KOMaHaa
NO BOCCTaHaBMMBAET 3HAYEHNE MO YMOMYaHWUIO
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KomaHpa OnucaHue
Pexunm agmmHucTpatopa
show lidp MokasbiBaeT HacTponku rnodanbHoro LLDP wn

LLDP-MED

show lidp [interface ethernet <IFNAME>] MokasbiBaeT HacTponkn LLDP n LLDP-MED Ha

TeKyLlleM noprte

show Ildp neighbors [interface ethernet | lNMokasbiBaeT HacTponku LLDP n LLDP-MED Ha
<IFNAME>] COCeHNX YCTPONCTBax

13.3. NMpumep HacTpounku LLDP-MED

KommyTtatop A
1/0/1
— T
«‘:—_’J [ gas
1/0/2 YCTpONCTBO
MED
MK 1/0/1
—_—
E— —
G 0

KommyTtatop B

PucyHok 13-1. Tononorunsa 6asoson koHdurypauum LLDP-MED

1. Hacrporika Switch A.

SwitchA(config)#interface ethernet1/0/1
SwitchA (Config-If-Ethernet1/0/1)# lldp enable

SwitchA (Config-If-Ethernet1/0/1)# lldp mode both (this configuration can be
omitted, the default mode is RxTx)

SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv capability
SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchA (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid 10 cos 5 dscp
15

SwitchA (Config-If-Ethernetl/0/1)# exit

SwitchA (config)#interface ethernetl/0/2

SwitchA (Config-If-Ethernet1/0/2)# lldp enable
SwitchA (Config-If-Ethernet1/0/2)# lldp mode both
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LLDP-MED

MpocmoTp rmobanbHOro cratyca u ctatyca nHtepderca Ha SwitchA.

2.

HacTpoika Switch B.

SwitchB (config)#interface ethernet1/0/1
SwitchB(Config-If-Ethernet1/0/1)# lldp enable
SwitchB (Config-If-Ethernet1/0/1)# lldp mode both

SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv capability

SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv network policy
SwitchB (Config-If-Ethernet1/0/1)# lldp transmit med tlv inventory

SwitchB (Config-If-Ethernet1/0/1)# network policy voice tag tagged vid cos 4

3. Verify the configuration.

SwitchA# show lldp neighbors interface ethernet 1/0/1
Port name : Ethernet1/0/1

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4

Chassisld :00-03-0f-00-00-02

PortldSubtype :Local

Portld 1

PortDesc :****

Kkkk

SysName :

Kkkkk

SysDesc :

SysCapSupported :4
SysCapEnabled :4

LLDP MED Information :

MED Codes:

(CAP)Capabilities, (NP) Network Policy

(L) Location Identification, (PSE)Power Source Entity
(PD) Power Device, (IN) Inventory

MED Capabilities:CAP,NP,PD,IN

MED Device Type: Endpoint Class llI

Media Policy Type :Voice

Media Policy :Tagged

Media Policy Vlan id :10

QTECH
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Media Policy Priority :3

Media Policy Dscp :5 Power Type : PD
Power Source :Primary power source
Power Priority :low

Power Value :15.4 (Watts) Hardware Revision:
Firmware Revision:4.0.1

Software Revision:6.2.30.0

Serial Number:
Manufacturer Name:****

Model Name:Unknown

Assert ID:Unknown

IEEE 802.3 Information :

auto-negotiation support: Supported
auto-negotiation support: Not Enabled

PMD auto-negotiation advertised capability: 1
operational MAU type: 1

SwitchA# show lldp neighbors interface ethernet 1/0/2
Port name : interface ethernet 1/0/2

Port Remote Counter : 1

Neighbor Index: 1

Port name : Ethernetl1/0/2

Port Remote Counter : 1

TimeMark :20

ChassisldSubtype :4

Chassisld :00-03-0f-00-00-02

PortldSubtype :Local

Portld 1

PortDesc :Ethernet1/0/1

Kkkk

SysName :

Kkkkk

SysDesc :

SysCapSupported :4

SysCapEnabled :4
MosicHeHue:

1. Ethernet 1/0/2 kommyTaTopa A n Ethernet 1/0/1 kommyTtaTopa B siBnstoTca noptamum
YCTPOWCTBA CETEBOIO COeMHEHUS, OHWN He nepechInatoT nakeTbl ¢ UHopmaumen MED
TLV. Xota Ethernet 1/0/2 kommyTaTopa A HacTpPOeH Ans NOCbINKK nHdopmauun MED
TLV, oH He 6yageT nocbinatb nHgpopmauynto MED, 4yTo npuBegeT K OTCYTCTBUIO B
cooTBeTCTBYIOLEN yaaneHHon Tabnuue nHdopmaumm MED Ha Ethernet 1/0/2
KommyTaTopa A.
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2. Yctpoucteo LLDP-MED moxeT nocbinate naketol LLDP ¢ MED TLV, noatomy B
COOTBETCTBYIOLLEN yaaneHHon Tabnuue byaet nHgpopmaumnsa ob Ethernet 1/0/1
KommyTaTopa A.

13.4. YcTtpaHeHue HencnpaBHocten LLDP-MED

Ecnu BosHukatoT npobnembl npy Hactponke LLDP-MED, noxanyincra, npoBepbTe ABNSETCS Nn
aTa npobrnema cneacTBMEM CNEAYHOLLUMX NMPUYNH:

e YbepuTtech, Yto LLDP BkntoYeH rnobansHo.

e Tonbko yCTPOWMCTBO ceTeBoro coeamHeHus nony4yaet LLDP-nakeTsl ¢ LLDP-MED TLV
oT 6nwmxanwero yctponctea MED, oH Tak xe nocbinaet LLDP-MED TLV. Ecnn Ha
YCTPOWCTBE CETEBOrO COEANHEHNS HAacTpoeHa koMaHaa ansa otnpaskm LLDP-MED TLV,
naketobl 6e3 LLDP-MED TLV nocbinalTcs Ha MNOPT, YTO O3HAYaEeT, YTO HUKAKOW
UHopMauMM MNOPT He nonyvyaeT M Ha nopTe OTKMoYeHa (YHKUMA MNOCHIIKK
nHdopmaumm LLDP-MED TLV.

o Ecnu cocegHue yctponctea nocbinatot uHdopmaumio LLDP-MED ycTpoicTBy ceTeBoro
COeaUHEeHUs, HO OHa He aBnseTca nHgpopmaumen LLDP-MED, npoBepsiemas KomaHaom
show Ildp neighbors, 4To o3HayvaeT, 4TO oTnpasnsemasa nHdopmaums LLDP-MED k
cocefiHMM YCTPOMCTBaM SBNAETCS OLUMOOYHOMN.
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14. HACTPOUKA BPDU-TUNNEL
14.1. BBepgeHue B BPDU-tunnel

BPDU-Tunnel sBnsetca TexHonornen BTOPOro ypoBHA. 370 nos3sondeT naketam NPOTOKOJ10B
BTOPOIro ypoBHA reorpaq)mquKM pacnpeaeneHHbIX YaCTHbIX ceTen npo3pa4vyHo nepenaBatbCsA
no cneunanbHbIM TYHHENAM Yepel3 CeTb NOCTaBLUMKa YCIyr.

14.1.1. ®yHkuum BPDU-tunnel

B npunoxernun MAN, MHOXXeCTBEHHbIE BETBM KOPNOpaLnmn MOryT COEANHATBLCS C ApYr C APYroMm
no cetn onepartopa. VPN npefocraBnsieT BO3MOXHOCTL OnepaTopy BKIYaTb reorpadumyeckm
pacnpegeneHHble ceTu B OOHY nokanbHyk ceTb LAN, MO3ToMy MOCTaBLUUKY YCIYr HYXHO
npenocTaBuTb (PYHKUMIO TYHHENUPOBaHWSA, @ UMEHHO nepedayvy MHAOPMALMOHHBIX AAHHbIX,
nocTynawLwmx OT MONb30BaTENbCKON CeTu, Yepe3 ceTb onepartopa. [na nopaepxaHus
nokKanbHOW KOHLenuum, Heobxoamma He TONbKO nepedava AaHHbIX OT MOSb30BaTENbCKNX
YacTHbIX CeTen Yepes TYHHENb, HO Takke nepedadya NakeToB NPOTOKOMOB BTOPOrO YPOBHS OT
NnoJfib3oBaTeNbCKNX CETEN.

14.1.2. Co3paHue BPDU-tunnel

CneuuanbHble NYHUM UCMOMb3YKTCA ONepaTopoM Afs CO3[4aHUS MONb30BaTENbCKUX CETew
BTOPOro ypoBHsi. B pe3ynbTaTte, nonb3oBaTtenbckasi ceTb pa3buBaeTcst Ha YacT No pasnuyHble
CTOPOHbI CeTeBOro nposamgepa. Kak noka3aHo Ha pucyHke, nonb3oBatens A nMeeT ABa
yctponctBa (CE1 m CE2) n oba atux yctpouctBa npuHagnexart k HekoTopomy VLAN.
Monb3oBaTenbckas ceTb pasgeneHa Ha ceTb 1 U ceTb 2, KOTopble COeAUHAITCH Yepes ceTb
nposangepa. Korga nakeTbl NpoTOKONa YPOBHSA 2 He MOryT ObiTb peann3oBaHbl Yepe3 CeTb
nocTaBlMKa ycnyr, TO Monb3oBaTesfibckasd CceTb He MoxeT obpaboTaTb BblMUCNEHNE
He3aBUCMMOro NPOTOKOSa BTOPOro YpOBHSA (4N npuMepa: BbluMcreHme spanning tree), Takum
obpasom ceTv BAUSIOT ApYr Ha gpyra.

CeTb npoBanaepa

KnuneHnt A
CeTtb 2

CE1
KnueHT A
Cetb 1

PucyHok 14-1. NpumeHeHne BPDU-TyHHens
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14.2. Kondurypauua BPDU-tunnel

1. Hactpoika rnobansHoro MAC-agpeca TyHHens.
2. Hactponka nopta ana nogaepxku TyHHens.

1. HacTpoiika nopTa ans NoaaepKku TyHHers.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHurypmpoBaHus

bpdu-tunnel-protocol {dotlx | gvrp | stp | user- | BknoyeHue/oTKNOYEHNE rNoBGanbHOMo
defined-protocol <name>} [protocol-mac <MAC | MAC-agpeca TyHHens
address>] [encape-type { ethernetii | lic | snap}]

{default-group-mac | group-mac <MAC address>} no
bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

2. Hactponka nopTa Ansa nogaepXxkn TYHHeNS.

KomaHpa OnucaHue

Pexunm koHdurypupoBaHus nopTta

bpdu-tunnel-protocol {dotlx | gvrp | stp | user- | BknioyeHMe/oTKNIOYEHNE Ha nopTe
defined-protocol <name>} NogaePXKKN TYHHENs

no bpdu-tunnel-protocol {dotlx | gvrp | stp | user-
defined-protocol <name>}

14.3. NMpumep BPDU-tunnel

CneumanbHble NIMHUA UCNOMb3YITCA OnepaTopoM AN NOCTPOEHUS NOMb30BaTENbCKUX CeTen
BTOPOro YPOBHSA. B pe3ynbTaTe, nonb3oBaTenbckas ceTb pa3bmBaeTcsa Ha YacTu No pasnuyHble
CTOPOHbI ceTeBoro npoBangepa. Kak nokasaHo Ha pUCYHKe, nonb3oBaTenb A MMeeT aBa
yctporctBa (CE1 m CE2) n oba a3tmx yctponctBa npuHagnexat kK Hekotopomy VLAN.
lMonb3oBaTenbckasa ceTb pasfernieHa Ha ceTb 1 U CeTb 2, KOTOPbIE COEANHAITCA Yepes CceTb
npoBangepa. Korga nakeTbl NpOTOKONa YPOBHSA 2 HEe MOryT ObiTb peanM3oBaHbl Yepe3 CeTb
nocTaBlMKa Yycnyr, TO nMonb3oBaTesfibCkas CeTb He MoxeT obpaboTtaTb BblYMCNEHME
He3aBMCMMOro NPOTOKONa BTOPOro YpOBHSA (4N npuMepa: BbluMcreHme spanning tree), Takum
obpasom ceTu BAUSIOT ApYr Ha gpyra.

NMpumeHeHne BPDU-TyHHens.

C BPDU-Tunnel, nakeTbl NpOTOKONa BTOPOro YPOBHSA OT NMOfb30BATENbCKON CETU MOTYT ObiTb
nepeaaHbl Yepes ceTb onepartopa B cneayroLlen nocneaoBaTenbHOCTU:

1. Tocne nonyyeHus nakeTa NPOTOKOMa BTOPOro YPOBHS OT NEPBON CETU NONb30BaTENS
A, PE 1 B cetn onepatopa naket nHkancynupyetcs, MAC-agpec HasHayeHns
3ameHseTcsa KOHKpeTHbIM multicast MAC-agpecom, 1 3aTem NakeT nepecbinaeTcs B
ceTu oneparopa.
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2. VHkancynupoBaHHbIN NakeT NPOTOKOMa BTOPOro YpoBHS (Ha3blBaeMbli MakeToM

BPDU-Tunnel) nepeckinaetcs k PE 2 Ha gapyron KOHeL, ceTu, rae naket

OEeUVHKancynnpyeTcd, BO3BpallaeTcA OpVIFVIHBJ'IbeIVI MAC-Ha3Ha4eHus nakeTta u

3aTeM nakeT NocblfiaeTcsa ceTn 2 nonb3oBatensd A.

CeTb npoBangepa

CE2 Knuent A

KnueHt A Cerb 2

Cetb 1

PucyHok 14-2. NpnmeHenne BPDU-TyHHenNs

Hactponka BPDU-tunnel Ha kommyTaTtopax PE1 u PE2:

Hactponka PE 1:
PE1(config)# bpdu-tunnel-protocol dotlx default-group-mac
PE1(config)# bpdu-tunnel-protocol stp default-group-mac
PE1(config)# bpdu-tunnel-protocol gvrp default-group-mac
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol dotlx
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol stp
PE1(config-if-ethernet1/0/1)# bpdu-tunnel-protocol gvrp

Hactponka PE 2:
PE2(config)# bpdu-tunnel-protocol dotlx default-group-mac
PE2(config)# bpdu-tunnel-protocol stp default-group-mac
PE2(config)# bpdu-tunnel-protocol gvrp default-group-mac
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol dotlx
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol stp
PE2(config-if-ethernet1/0/1)# bpdu-tunnel-protocol gvrp

14.4. YctpaHeHue HeuncnpaBHocTen bpdu-tunnel

Mocne oTknioveHns dyHkum stp, gvrp, dot1x Ha nopTe, MOXHO HaAcCTpPoUTb YHKLMIO

BPDU-tunnel.
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15. HACTPOUKA BUPTYAIIbHbIX JIOKANbHbIX CETEMN
VLAN

15.1. KondurypupoaHue VLAN

15.1.1. HavyanbHble cBegeHus o VLAN

VLAN (Virtual Local Area Network — BupTyanbHas nokanbHas ceTb) — TEXHOOorus,
pasgensowan norndyeckne agpeca yCcTpoucTB B CeTW AN OTAENeHWs CerMeHTOB CeTu B
3aBMCUMOCTM OT (PYHKUWUIA, BbINOMHSAEMbIX YCTPOWCTBAMW, NPUNOXEHUA unn TpeboBaHui
ynpasnenns. Takum o6pasoMm, BUpTyaribHble JloKanbHble pynnbl MOryT ()OpPMUPOBaTLCH
He3aBuCMMO OT dmanyeckoro pacrnornoxeHusa yctponcts. IEEE onybnukosan npotokon IEEE
802.1Q pana crangapTtusauuun npumeHenns VLAN. VLAN Ha kommyTaTope paboTaeT B
COOTBETCTBMU C 3TUM MPOTOKOJSTOM.

OcHoBHaga wnpea TexHonormm VLAN B TOoM, 4TOObl pasgenuTb AMHAMUYECKM OOMbLUYHO
NoKanbHY CeTb HAa HECKOJSTbKO HE3aBMCUMbIX LUMPOKOBELLaTENbHbIX JOMEHOB B COOTBETCTBUMU
C TpeboBaHMsaMN, NPeabsBASEMbIMA K CETU.

KommyTarop A Kommytatop B Kommytatop C

VLAN 1

IE

TenedoH 2

VLAN2 - H:EEE

VLAN3

PucyHok 15-1. Jlorndeckoe onpegenenune cetn VLAN

Kaxgbin winpokoBeLatenbHbln goMmeH Ha pucyHke ssnaetcs VLAN. VLAN’bI umeloT Te xe
CBOWCTBA, 4YTO WU uandeckne cetn, 3a ucknoyeHmem Toro, 4yto VLAN — norumyeckoe
obbeanHeHne, a He umsmyeckoe. Noatomy obbegnHeHne VLAN OB MOXET cO34aBaTbCs BHE
3aBUCUMOCTM  OT  (PU3MYECKOro  pacrnosioKeHUs YCTPOMCTB U LUMPOKOBeLLaTenbHbIN,
MHOrononb3oBaTeNbLCKNA 1N 04HOMONb3oBaTenbCckun Tpaduk BHyTpu VLAN oTaeneH ot apyrux
VLAN’oB.

bnarogapsi  Bblllenepe4YncrnieHHbiM  0cobeHHocTsaM, TexHonorms VLAN obecneunBaet
crnegyowme npenmyLlecTsa:

108

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo nonb3oBatensa Cepusa QSW-4900

HACTPOWKA BUPTYANbHbLIX NOKAINbHbLIX CETEN VLAN " www.gtech.ru |

e  yrny4ylwaeTcd Npou3BOANTENBHOCTb CETY;

®  OKOHOMSATCHA CeTeBble PeCypChl;

e yrnpoujaeTcs ynpaBneHue CeTblo;

®  CHMXaeTcsa CTOMMOCTb CeTw;

e yny4ywaeTca 6e30MacHOCTb CETH.
Ethernet-nopTbl kKOMMyTaTOpa MOryT paboTaTb B Tpex pasnuyHbix pexumax: Access, Hybrid un
Trunk. Kaxxabin pexkum MMeeT CBOM cnocob nepechinky NakeToB, C METKON unm oes.

MopTbl TMNa Access npuHagnexat Tonbko ogHomy VLAN. OB6blMHO OHWM UCNOMb3ytoTCs ONd
NOAKMIOYEHNS K KOMMbIOTEPY.

MopTtbl TMnNa Trunk no3BonalT nepecbinatb nakeTbl Heckornbkux VLANoB. OHu moryT
nucnonb3oBaTbCA AN COEAMHEHUSI  Mexay  KoMMyTatopamy  UNu  MNOAKMYEHUS
Nnonb30BaTENbCKUX YCTPONCTB.

MopTbl TMNa Hybrid Takke no3sonaoT nepeckbinatb nakeTbl Heckonbknx VLAN’ 0B. OHM moryT
ncnonb3oBaTbCAd  ANA  COEAMHEHWA  MexXdy  KOMMyTaTtopamMuM  UNU - NOAKMOYEHMUS
Nnosib30BaTeNbCKUX YCTPOUCTB.

MopTkl TNOB Hybrid 1 Trunk npuHMmaroT AaHHbIE NO OAHOMY anropuTMy, HO MeTOAbl OTMPaBKK
AaHHbIX OTNu4YatoTcs: nopThl TMna Hybrid moryT otnpaeBnsaTe nakeTsbl B pa3nuyHblie VLAN bl 6e3
meTkn VLAN’a, Torga kak nopTel Tmna Trunk oTnpasBnstoT naketbl pasnuyHbix VLAN Tonbko ¢
meTkon VLAN’a, 3a ncknrodeHnem VLAN, nponncaHHOro Ha nopTy Kak native.

MpumeHeHne VLAN n GVRP (GARP VLAN Registration Protocol — npoTokon perucrpaumu
GARP VLAN) Ha kommyTaTope onuceiBaeTca B ctaHgapTe 802.1Q. [laHHasa rnaBa getanbHO
obbsAcHsET ncnonb3oBaHue n koHdurypauuo VLAN o 1 GVRP.

15.1.2. KoHdourypuposaHue VLAN

1. CospgaHue unu yganenue VLAN.

YcraHoBka unu yganeHve nmenn VLANa.
MpucoeamHeHme nopta kommyTaTtopa k VLAN'y.
YcTaHoBKa Tuna nopta komMMmyTaTtopa.

HacTpoika TpaHkoBoro nopra.

HacTtpoika nopTta goctyna.

HacTtponka rubpmngHoro nopra.
BkntoueHwne/BoikrtoueHne npasun obpaboTkm BxodHblix naketoB VLAN Ha nopTtax.
9. KoHdurypaums npmeaTtHoro VLAN’a.

10. Hactporika cBsizen npueatHoro VLAN'a.

11. OnpegeneHne BHyTpeHHero naeHtndukatopa VLAN'a.

© N O R WM

1. Cosganve nnu yganenne VLAN.

KomaHaa OnucaHue

Pexunm rmob6anbHOro KoHcurypupoBaHus

vlan WORD Cospanve/ynanenne VLAN'a wnu Bxop B
no vlan WORD pexum VLAN'a
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2. YcraHoBka unu yaanexve umenn VLAN'a.
KomaHpa OnucaHune
VLAN Mode
name <vlan-name> YcTtaHoBka unu yganexue umenn VLAN'a
no name

3. [lpucoeauHeHne nopta kommytatopa Kk VLAN'y.

KomaHpa OnucaHue
VLAN Mode
switchport interface <interface-list> HasHauyeHune nopta kommyTtaTtopa VLAN'’y

no switchport interface <interface-list>

4. YcraHOBKa TMna nopTa KoMMmyTaTopa.

KomaHpa OnucaHue

Pexunm koHdurypmpoBaHus nopTta

switchport mode {trunk | access | hybrid} YcTaHoBKka TeKyLero nopTta Kak
TPaHKOBOTO, nopta poctyna nnm
rmépuaHoro

5. HacTpoiika TpaHKOBOro nopTa.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

switchport trunk allowed vlan {WORD | all | add | YcraHoBka/yganeHue VLAN’oB,

WORD | except WORD | remove WORD} NPUNUCaHHbLIX K 3TOMy TpaHky. KomaHga

no switchport trunk allowed vian «NO» BOCCTAHABMMBaET 3HA4YeHWe no
YMOYaHNIO

switchport trunk native vlan <vlan-id> YcraHoBka/yganeHue PVID ans

no switchport trunk native vian TPaHKoBOro nopta
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6. Hactponka nopta goctyna.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa noprta

switchport access vlan <vlan-id>
no switchport access vlan

[obaBnsaeT TekyLmi NOpPT K yka3aHHOMY
VLAN’y. Komanga NO BoccTtaHaBnvsaet
3Ha4YeHue no ymMonyaHuio

7. Hactponka rubpugHoro nopTa.

KomaHpa

OnucaHue

Pexum KoHdurypupoBaHusa nopTta

switchport hybrid allowed vian {WORD | all | add
WORD | except WORD | remove WORD} {tag |
untag}

no switchport hybrid allowed vlan

YcTtaHoBkal/yaaneHve VLAN’a,
npunncaHHoro K rmbpugHoMy nopTty C
pexnMomM MeTKu unn 6es Hee

switchport hybrid native vlan <vlan-id>
no switchport hybrid native vlan

YctaHoBka/yaanexnue PVID Ha nopTty

8. BkntoueHue/BbikntoveHne npasun obpaboTkn BxogHbix naketoB VLAN Ha nopTax.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHusa nopTta

vlan ingress enable
no vlan ingress enable

BkrnitoyeHme/BbIknoYeHWEe
npasun Ha VLANe

BXOAALLMX

9. KoHdurypauma npmusatHoro VLAN’a.
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KomaHaa OnucaHue
VLAN mode
private-vlan {primary | isolated | community} KoHdurypaums Tekywero VLANa kak
no private-vian npueaTtHoro. KomaHga NO ypanset
P npmeaTtHbin VLAN
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10. Hactpoiika ceaszen npusaTtHoro VLAN’a.
KomaHpa OnucaHue
VLAN mode
private-vlan association <secondary-vlan-list> YcTtaHoBkal/yaaneHve cBsA3en
no private-vlan association npusatHoro VLAN'a

11. OnpepeneHune BHyTpeHHero naeHtudpukaTopa VLANa.
|

KomaHpa OnucaHue

Pexum rno6anbHOro KoHUrypmpoBaHus

vlan <2-4094> internal OnpegenseT ngeHTMuKaTop BHyTPEHHETO
VLAN’a

15.1.3. TununyHoe npumeHeHue VLAN’a

B cootBeTcTBUM C TpebOBaHMAMN NPUNOXKEHNA U GE30NACHOCTM CYLLECTBYHOLLYIO TOKamnbHYH
ceTb Heobxogumo pasgenutb Ha Tpu VLAN. Tpu VLAN umetoT ngeHtudpukatopsl VLANZ,
VLAN100 1 VLAN200. 3tn T1pn VLAN oxBaTbiBalOT ABa pasnuyHbiXx PU3NMYECKMX MecTa
pasmelleHus: nnowankm A n B.

Ha kaxgow nnowagke umeeTca KomMyTaTop, TpeboBaHMs K CBA3M Mexay nrowaakamu
YyOOBMETBOPSAOTCS, €CINN KOMMYTaTopbl MOTYT BbINOSHATL 06MeH Tpadukom VLAN.

O61beKT KoHduUrypaumm OnucaHue KoHcUrypauum

VLAN2 Site A and site B switch port 2-3
VLAN100 Site A and site B switch port 4-5
VLAN200 Site A and site B switch port 6-7
Trunk port Site A and site B switch port 11

TpaHkoBble NOPTbl C 06eMX CTOPOH NOAKMHYEHbI K TPAHKOBOMY KaHany Ans nepegaym Mexagy
yanamu Tpadmka VLAN'a. OctanbHble yCTpoNCcTBa NoaKoYveHbl K gpyrum noptam VLAN'oB.

B aaHHom npumepe noptbl 1 n 12 cBO60AHBI U MOTYT ObITb NCNOML30BaHbI ANS YNPaBNSoLWLNX
NOpTOB UNWN OPYrnX Lenen.
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VLANZ . VLAN100 . " VLAN200

1/0/2

KommyTatop A
1/0/11

1/0/11

KommyTarop B

PucyHok 15-2. TunnyHasa tononorus npumeHexns VLAN'a

Larn koHdurypaumm onncaHel HUXe:

KommyTaTop A:

Switch(config)#vlan 2

Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit

Switch(config)#vlan 100

Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-V0an100)#exit

Switch(config)#vlan 200

Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-Vlan200)#exit

Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-I1f-Ethernet1/0/11)#exit

Switch(config)#
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KommyTaTop B:
Switch(config)#vlan 2
Switch(Config-Vlan2)#switchport interface ethernet 1/0/2-3
Switch(Config-Vlan2)#exit
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/4-5
Switch(Config-Vlan100)#exit
Switch(config)#vlan 200
Switch(Config-Vlan200)#switchport interface ethernet 1/0/6-7
Switch(Config-Vlan200)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)#exit

15.1.4. Tunn4yHoe npuMeHeHue rmbpunaHbIX NOPTOB

-

KommyTtatop A

A1)
]

1/0/10
1/0/10

- 107 1/0/9 =
] = =
— P

MK1 KommyTtarop B MnK2

1]
"

(oIl

PucyHok 15-3. TunnyHoe npumMeHeHne rubpmaHoro noprta

PC1 nogknioyeH k nHrtepdericy Ethernet 1/0/7 kommyTtaTtopa B, PC2 nogkntoyeH K nHtepdency
Ethernet 1/0/9 kommyTaTopa B. MNMopT Ethernet 1/0/10 kommyTaTtopa A k nopty Ethernet 1/0/10
KommyTaTopa B.

TpebyeTcs, utobbl PC1 1 PC2 He Buaenu gpyr apyra no coobpaxeHnusm cekpetHoctn. Ho PCA1
n PC2 gomkHbl MMeTb AOCTYN K APYIMM CETEBbLIM pecypcaM Yepes L3 kKoMMmyTaTopa A.

Mbl MOXXeM peanu3oBaTtb 3Ty CXemy Yyepes rmépuaHbIi NopT.
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KoHdpurypauusi o6 bEKTOB Kak ONMCAHO HUXKE:

MopT Twvn PVID | Mponyckaemble VLAN’bI

Port 1/0/10 of Switch A Access 10 MponyckaeT naketbl VLAN'a 10 6Ge3
MEeTOK

Port 1/0/10 of Switch B Hybrid 10 MponyckaeT naketol VLANoB 7,9, 10
6e3 meTok

Port 1/0/7 of Switch B Hybrid 7 MponyckaeT naketol VLAN’oB 7, 10 6e3
MEeTOK

Port 1/0/9 of Switch B Hybrid 9 MponyckaeT naketol VLAN’0oB 9, 10 6e3
MeTOK

LWarn KoHdUrypaumm onucaHbl HAXe:

KommyTaTtop A:

Switch(config)#vlan 10
Switch(Config-Vlan10)#switchport interface ethernet 1/0/10

KommyTaTop B:

Switch(config)#vlan 7;9;10

Switch(config)#interface ethernet 1/0/7
Switch(Config-If-Ethernet1/0/7)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/7)#switchport hybrid native vlan 7
Switch(Config-If-Ethernet1/0/7)#switchport hybrid allowed vlan 7;10 untag
Switch(Config-If-Ethernet1/0/7)#exit

Switch(Config)#interface Ethernet 1/0/9
Switch(Config-If-Ethernet1/0/9)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/9)#switchport hybrid native vlan 9
Switch(Config-If-Ethernet1/0/9)#switchport hybrid allowed vlan 9;10 untag
Switch(Config-I1f-Ethernet1/0/9)#exit

Switch(Config)#interface Ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport mode hybrid
Switch(Config-If-Ethernet1/0/10)#switchport hybrid native vlan 10
Switch(Config-I1f-Ethernet1/0/10)#switchport hybrid allowed vlan 7;9;10 untag
Switch(Config-If-Ethernet1/0/10)#exit
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15.2. KoHdmurypupoBaHue TyHHens Dot1Q

15.2.1. O6wume cBegeHusn o TyHHensax Dot1q

TynHenb Dot1q, Tawkke HasbiBaembini QinQ (802.1g-in-802.1q), saBndeTca paclumMpeHnem
npoTtokona 802.1q. OcHoBHas uaes 3akntodaeTca B ynakoBke mMeTku knmneHtckoro VLAN'a
(CVLAN tag) B meTky VLAN’a cepsuc-nposangepa (SPVLAN tag). MNakeT ¢ ABymst meTkamu
VLAN'a nepepaeTca 4epe3 MarucTpasibHyld CeTb MHTEpHeT-npoBangepa, Takmm obpasom
obecneynBas NpPOCTOM TYHHENb BTOPOro YPOBHSA AN Nonb3oBaTtesnsi. ATO NPOCTO M Nerko ans
ynpaBneHnsd, nNpuMMEHMMO TOMbKO Ha CTaTUYECKUX KOHdUrypauusx wu  crneuuanbHO
afanTMpoBaHO ANs HEeBONMbLUNMX OUCHBIX MM METPO-CEeTEN, UCMONb3YHLWMNX KOMMYTATOPbI
TPeTbero ypoBHSA Kak MarnctpansHoe obopyaoBaHue.

Kak nokasaHO Bbille, NOCMEe BKIKYEHUA Ha KIIMEHTCKOM MOpTy, TyHHenb Dot1q npuceausaet
Kaxxgomy nonb3osatento  ugeHtugpukatop SPVLAN (SPVID). 3pece wuaeHTudwukaTop
nonb3osatena — 3. Takon xe SPVID MoXeT OblTb NPUCBOEH TakMM >Xe MOMNb30BaTENsIM Ha
apyrmx PE. Korga naket npuxogut ¢ CE1 Ha PE1, oH HeceT meTtkm VLANos 200-300
BHYTpPeHHen ceTu nonb3osatens. Korga TyHHenb Dot1q BkntoveH, KNUMeHTckuin nopT Ha PE1
nobaenseT B nakeT gononHutenbHble MeTkn VLAN'OB, y KOTOPbIX MOEHTUAMKATOPOM ABMASETCA
HasHayeHHbIn nonb3oBaTento SPVID. lNMotom nakeT 6yaet HanpasneH Tonbko B VLANS,
KOTOpbI yXOOUT B CeTb WHTEpHeT-npoBangepa, n Oyaer Hectn gee metkm VLAN'oB
(BHYTpeHHAs MeTka fobasneHa, korga nakeT npuwen Ha PE1, n gpyras asnsetca SPVID), B To
BpeMsa Kak nHepopmaumsa o knneHtckux VLAN oTkpbiTa Anga nposangepa cetu. Korga naket
pocturHeT PE2 n nepen otnpaskon Ha CE2 ¢ knneHTCKoro nopta Ha PE2, BHelwHss meTka
VLAN’a yganseTcs n nakeT, npuwegwmnin Ha CE2, cTaHOBUTCA NOMHOCTLIO MAEHTUYEH NakeTy,
oTnpasneHHomy ¢ CE1. [na nonb3oBaTtens ponb onepatopa cetn mexagy PE1 un PE2
3akntovaeTcsa B obecrneyeHnmn KaHana BTOpOro ypoBHSI.

Cetb npoBangepa

CE2 Knunent A
Cetb 2

CE1
KnueHT A
Cetb 1

VLAN 200-300 VLAN 200-300

PucyHok 15-4. MexceTeBoe B3aumogenctane Ha ocHose Dot1q-TyHHens

TexHonorna TyHHens Dot1q nosBonseT cepBuUcC-NpoBanaepy nogaepxmBartb MHOXECTBO
knneHtckmx VLAN'oB ¢ nomouwibto ogHoro csoero VLAN’a. lNpoBangep v KAMEHT MOryT
KoHgurypuposaTb cBon VLAN’bI HE3aBMCUMO ApYr OT Apyra.
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TexHonorus TyHHensi Dot1g nmeeT cnenyroLmne XxapakTepuCTUKK:

o an/IMeHI/IMa yepel TMpoCTyrd CTaTUYEeCKyr KOH(*)VIpraLI,I/II'O, HE HYXHbl CIl0XHas
KOH(*)I/IpraLI,I/IFI M MaHnnynaunn.

e Onepatop npuceauBaet oauvH SPVID kaxgomy nonb3oBaTento, 4to yBenuumBaeT
KONMYECTBO OAHOBPEMEHHO MNOAdepXMBAEMbIX MNOMb30oBaTeNnen; B TO Xe BpeMs
nonb3oBaTeny MMEKT NOsHy cBoboay Npu BeiGope 1 ynpaBneHnm naeHTUgnkaTopoB
VLAN (nonb3oBaTenb BbibnpaeT n3 gnanasoHa ot 1 go 4096).

e KnueHTckas ceTb NOMHOCTbIO He3aBucuma. Korga cepsuc-npoeangep MoaepHU3vpyeT
CBOIO CETb, KIUEHTCKMNE CETU He TPebYIT N3MEHEHMSI KOH(UrYpaLmn.

15.2.2. KoHdurypupoBaHue TyHHens Dot1q

1. KoHdurypupoaHue yHkummn TyHHena Dot1q Ha nopTy.
2.  KoHdurypmposaHue tuna npotokona (TPID) Ha nopTy.

1. KoHdurypuposaHune yHkummn TyHHena Dot1q Ha nopTy.

KomaHpa OnucaHue

Pexum koHcurypmpoBaHusa nopTta

dotlg-tunnel enable Bxoa/Bbixoq 13 pexuma TyHHens dot1g-Ha
no dotlg-tunnel enable nopty

2. KoHdurypuposaHue tuna npotokona (TPID) Ha nopTy.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHusa nopTta

dotlg-tunnel tpid KoHdurypmnpoBaHue Tuna npoTokona Ha
{0x8100|0x9100|0x9200|<1-65535>} MarncTpansHoM nopty

15.2.3. TununyHoe npumeHeHune TyHHena Dot1q
CueHapum:

MorpaHnyHble ya3nbl PE1 n PE2 wHTepHeT-npoBangepa nepeckbinatoT gaHHble VLAN’oB
200-300. Mexxgy CE1 n CE2 knuneHtckon cetn vepe3 VLANS. Mopt PE1 nogkntouen k CE1,
nopt 10 nogkntoyeH K nyonuyHon cetn, TPID nogkntoveHHoro o6opyaoeanunsa — 9100; MopT 1
PE2 nogkntoueH k CE2, nopTt 10 noakmntoYeH K nyobrnmyHon ceTu.

O6bekT OnucaHue KoHdurypaumm
KOHdurypaumm

VLAN3 MopTt 1/0/1 y3nos PE1 n PE2
dotlg-tunnel MopTt 1/0/1 y3nos PE1 n PE2
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KOHdurypaumm
tpid 9100

Mpoueaypa KoHUrypaLmum onmcaHa Huxe:

PEL:
Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dotlq-tunnel enable
Switch(Config-Ethernetl/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dotlq-tunnel tpid 0x9100
Switch(Config-Ethernet1/0/1)#exit
Switch(Config)#

PE2:
Switch(config)#vlan 3
Switch(Config-Vlan3)#switchport interface ethernet 1/0/1
Switch(Config-Vlan3)#exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)# dotlg-tunnel enable
Switch(Config-Ethernet1/0/1)# exit
Switch(Config)#interface ethernet 1/0/1
Switch(Config-Ethernet1/0/1)#switchport mode trunk
Switch(Config-Ethernet1/0/1)#dotlq-tunnel tpid 0x9100
Switch(Config-Ethernet1/0/1)#exit
Switch(Config)#

15.2.4. YcTpaHeHne HeucnpaBHocTen TyHHens Dotilq

e BknioyeHne TyHHensa Dot1q Ha TpaHKOBOM MOpPTY AefiaeT MEeTKYy nakeTa AaHHbIX
HenpeackasyeMon, YTO He noaxoauT npurnoxeHusm. MoaTomy He pekomeHayeTcs

ucrnonb3oBaTb TyHHeNnb Dot1q Ha TpaHKkoBOM NOpTy.
e cnonb3oBaHue TyHHensi coBmecTHo ¢ STP/MSTP He nogaepxumBaeTcs.
e Vcnonb3oBaHue TyHHensa cosmecTHo ¢ PVLAN He nogaepxusaeTcs.
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15.3. KoHdmurypupoBaHue Selective QinQ
15.3.1. Oowume cBeneHu o Selective QinQ

Selective QinQ pacwwmpeHue dyHkumn TyHHenunpoBaHuus Dot1g. OH TernpyeT nakeTbl (OHW
nony4yarcst Mo 04HOMY MOPTY) C pa3nuyHbIMK BHeLHUMK Teramy VLAN Ha OCHOBE pasnuyHbIX
BHYTPEHHUX TEroB B COOTBETCTBMM C TpeboBaHMAMWM Monb3oBaTens, Mo3TOMy MakeThbl
pasnMYHoOro Tmna oTHocATCs K pa3nmyHbiM VLAN Ha OCHOBE pasnuyHbIX NyTern nepeaayu.

15.3.2. KoHdurypaumus Selective QinQ

1. HacTtpolika rno6anbHO Uy Ha NopTax CBA3M BHYTPEHHETO M BHELLHETO TEMMPOBaHUS.
2. Hactporika selective QinQ Ha nopre.

1. HaCTpOIZKa rno6anbHoO Unn Ha nopTax CBA3N BHYTPEHHEIo 1 BHELLHEero tTermpoBaHnA.

KomaHpa OnucaHue

Pexum rnob6anbHOro KOH(urypmpoBaHma nnm KoHrypupoBaHus nopTta

dotlg-tunnel selective s-vlan <s-vid> c-vlan <c- | BkntoueHne/oTknoueHne rrnobanbHO unu
vid-list> Ha NopTax CBA3N BHYTPEHHEro N BHELUHEro

no dotlg-tunnel selective s-vian <s-vid> c-vlan | T€MMPOBaH1A Ans selective QinQ

<c-vid-list>

2. Hactponka selective QinQ Ha nopTe.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHusa nopTta

dotlg-tunnel selective enable BkntoveHne/oTkntodeHne selective QinQ Ha

no dotlg-tunnel selective enable nopre
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15.3.3. TunuyHoe npumeHeHune Selective QinQ

VLAN 100-200 VLAN 201-300

1/0/1 1/0/2

VLAN 1000;2000

KommyTtartop A

1/01

VLAN 100-200 VLAN 201-300

PucyHok 15-5. MNpumeHerne Selective QinQ

3. Ethernet1/0/1 kommyTaTopa A npegocTaBnseT 4OCTYN K ceTu obLLEero Nonb3oBaHUs
ans nonb3osartenen PC n Ethernet1/0/2 kommyTatopa A npegocTtaBnseT gocTyn K
ceTn obLuero nonb3oBaHus ansi nonb3opartenen ¢ IP-tenedoHom, none3osatenu PC
npuHagnexat kK VLAN 100-VLAN 200, n nonb3osatenu ¢ tenedgoHamm IP
npuHagnexat kK VLAN 201-VLAN 300. Ethernet 1/0/9 kommyTaTopa A coeguHeHa ¢
ceTblo 0OLLLEero nonb3oBaHuS.

4. Ethernet1/0/1 n Ethernet1/0/2 kommyTaTopa B npegocTtaenseT ceTeBown JOCTyn ANis
none3oBaenen PC, npnHagnexawmx VLAN 100- VLAN 200 n nonb3oBaTenem ¢
IP-tenedonamu, npuHagnexawmx VLAN 201-VLAN 300 cootBeTcTBEHHO. Ethernet
1/0/9 coegmHeHa ¢ ceTbio 0OLLEro nonb3oBaHUS.

5. Cetb 0obwiero nonb3oBaHns paspellaeT nepecbinaTtb naketsl B VLAN 1000 n
VLAN 2000.

6. BkntoueH selective QinQ Ha noptax Ethernet1/0/1 n Ethernet1/0/2 Ha kommyTaTOopax
A n B cootBeTcTtBeHHO. NakeTbl VLAN 100- VLAN 200 otmeueHbl Terom VLAN 1000
kak Bbixogsawun Ter VLAN Ha Ethernet1/0/1, n naketbl VLAN 201- VLAN 300
otmeyeHbl Terom VLAN 2000 kak Bbixoadawmn Ter VLAN Ha Ethernet1/0/2.
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KoHdurypupoBaHue:
# CospnaHme VLAN 1000 and VLAN 2000 on SwitchA.
switch(config)#vlan 1000;2000

# Hacponka Ethernet1/0/1 kak rmbpuagHoro nopta u HacTtponka ypanenusa Tera VLAN npu
nepecsbinke naketos B VLAN 1000.

switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag

# Hactponka npasun otobpaxeHuns ans selective QinQ Ha Ehernet1/0/1 ans nomeleHns Tera
VLAN 1000 kak Bbixoasiero tera VLAN B nakeTtbl ¢ Terammn VLAN 100-VLAN 200.

switch(config-if-ethernet1/0/1)#dotlq-tunnel selective s-vlan 1000 c- vlan 100-200
# BknitoyeHune selective QinQ Ha Ethernetl/0/1.
switch(config-if-ethernet1/0/1)#dot1q-tunnel selective enable

# Hactponka Ethernet 1/0/2 kak rmbpugHoro nopta m HacTtponka ypanexHus tera VLAN npu
nepecsbinke naketos B VLAN 2000.

switch(config-if-ethernet1/0/2)#switchport mode hybrid
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag

# Hactpowka npaBun otobpaxeHus gns selective QinQ Ha Ehernet1/0/2 gns nomewiexns Tera
VLAN 2000 kak Bbixopsiero tera VLAN B nakeTbl ¢ Teramm VLAN 201- VLAN 300.

switch(config-if-ethernet1/0/2)#dot1q-tunnel selective s-vlan 2000 c- vlan 201-300
# BkntodeHne selective QinQ Ha Ethernet 1/0/2.
switch(config-if-ethernet1/0/2)#dot1q-tunnel selective enable

# Hactpowka nopta Ethernet 1/0/9 kak rubpugHoro nopta n HacTponka coxpaHeHus Tera VLAN
npu nepeckinike naketos B VLAN 1000 n VLAN 2000.

switch(config-if-ethernet1/0/2)#interface ethernet 1/0/9
switch(config-if-ethernet1/0/9)#switchport mode hybrid
switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

Mocne npoeegeHus KoHdurypauum, naketel VLAN 100-VLAN 200 ot Ethernet1/0/1
aBTomaTuyeckm otmevatotcss terom ¢ VLAN 1000 kak Bbixogawmm terom VLAN, v nakeTbl
VLAN 201- VLAN 300 ot Ethernet1/0/2 aBTomatundeckn otmevatotca terom ¢ VLAN 2000 kak
BbixogsaLwmm Terom VLAN Ha SwitchA.

HacTponkn Ha Switch B aHanornyHbl HacTporikam Ha Switch A, koHurypauus cnegytowas:
switch(config)#vlan 1000;2000
switch(config)#interface ethernet 1/0/1
switch(config-if-ethernet1/0/1)#switchport mode hybrid
switch(config-if-ethernet1/0/1)#switchport hybrid allowed vlan 1000 untag
switch(config-if-ethernet1/0/1)#dotlq-tunnel selective s-vlan 1000 cvlan 100-200
switch(config-if-ethernet1/0/1)#dotlq-tunnel selective enable
switch(config-if-ethernet1/0/1)#interface ethernet 1/0/2
switch(config-if-ethernet1/0/2)#switchport hybrid allowed vlan 2000 untag
switch(config-if-ethernet1/0/2)#dot1q-tunnel selective s-vlan 2000 cvlan 201-300
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switch(config-if-ethernet1/0/2)#dot1q-tunnel selective enable
switch(config-if-ethernet1/0/9)#switchport mode hybrid
switch(config-if-ethernet1/0/9)#switchport hybrid allowed vlan 1000;2000 tag

15.3.4. YcTtpaHeHue HeucnpaBHocTeun Selective QinQ
e O®yHkumm Selective QinQ wn Dot1g-tunnel He moryT ObITb OQHOBPEMEHHO
HacTpOeHbl Ha nopTe.

e Tonbko cBA3b rMobanbHOro OTOOpaXeHWst UM CBA3b OTOOpaKeHWst nopTa MOXHO
HacTpouTb Ans selective QinQ. Hactpowka TpaHcnauun VLAN 0B.

15.4. HacTpouka TpaHcnsauum VLAN’oB

15.4.1. O6wme ceBegeHuns o TpaHcnsauum VLAN’oB

TpaHcnauua VLAN' 0B, kak cnefyeT n3 Ha3saHud, TpaHCnMpyeT opurinHasnbHbli naeHTugunkaTop
VLAN’a B HOBbIN B COOTBETCTBUM C TpeboBaHNAMM nonb3oBatens unu ana obmeHa gaHHbIMU
mexay pasnmyHbiMm VLAN amu. TpaHCcraums MOXeT NPUMEHATBCA Kak Afs BXOASALEN, Tak U
ncxogsalen MHopMaLmN. JaHHoe obopynosaHue nogaepxueaet U3MeHeHune
ngeHtndmkaTopa VLAN’a Tonbko Ha BXoge.

MpumeHeHne n koHpurypmposaHue TpaHcnauum VLAN 0B nogpobHo obbscHaeTca aanee.

15.4.2. KoHdurypupoBaHue TpaHcnaumm VLAN’a

1. KoHdurypupoBaHue dyHKkumn TpaHcnauumn VLAN’a Ha nopTy.
2. KoHdurypupoBaHue cootBeTcTBMI TpaHcndumm VLAN a Ha nopTy.
3. [MpocmoTp koHdUrypaumm cootTBeTCTBUN TpaHcnsumum VLANa.

1. KoHdurypuposaHune pyHkummn TpaHcnsumm VLAN’a Ha nopTy.

KomaHaa OnucaHue

Pexunm koHdurypmpoBaHus nopTta

vlan-translation enable BkntoyaeT nnu Boiknto4vaeT pexum TpaHenaumm VLAN

no vlan-translation enable

2. KoHdurypmpoBaHue cootBeTcTBMM TpaHensauun VLAN'a Ha nopTy.

KomaHaa OnucaHue

Pexunm KkoHdurypmpoBaHusa nopTta

vlan-translation  <old-vlan-id> to | Jo6aBneHue/ygoaneHune COOTBETCTBMMA TpaHCNAUMK
<new-vlan-id> in VLANoB

no vlan-translation old-vlan-id in
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3. MpocmoTp koHduUrypaumm cootseTcTBui TpaHensaumm VLANa.

KomaHpa OnucaHue

Pexunm agmmHucTpatopa

show vlan-translation MpocMOTP  CKOH(PUrypmpoBaHHbLIX  COOTBETCTBUM
TpaHcnaumum VLAN oB

15.4.3. TunoBoe npumeHeHue TpaHcnsauum VLAN’ oB
CueHapwun:

MorpannyHble yanbl PE1 u PE2 uHTepHeT-npoBangepa nogaepxusatoT VLAN gaHHbix 20
mexgy CE1 n CE2 us knuentckon cetu, yepes VLAN 3. Mopt 1/0/1 PE1 MoakntoueH k CE1,
nopt 1/0/10 noagkntoveH K nydnuyHon cetun, nopt 1/0/1 PE2 nogkntodeH k CE2, nopt 1/0/10
NOOKITHOYEH K NyBrMyHON ceTu.

CeTb npoBangepa

VLAN 3

|

1/0/10 —» [1/0/10

-«

)

P

PE1

H

1/0/1

KnueHnt A

KnueHT A Cetb 2

Cetb 1

PucyHok 15-6. Tononorus cetu ¢ TpaHcnsauven VLAN o

O61beKT KoHdurypaumm OnucaHue KOHcUrypaumm

VLAN-translation MopT 1/0/1 yanoe PE1 n PE2

Trunk port MopTbl 1/0/1 n 1/0/10 y3nos PE1 n PE2

Mpouenypa KOHPUIYpUPOBaHUA yKasaHa HUXe:
PE1, PE2:
switch(Config)#interface ethernet 1/0/1
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switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)# vlan-translation enable
switch(Config-Ethernet1/0/1)# vlan-translation 20 to 3 in
switch(Config-Ethernet1/0/1)# vlan-translation 3 to 20 out
switch(Config-Ethernet1/0/1)# exit
switch(Config)#interface ethernet 1/0/1
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)#exit

switch(Config)#

15.4.4. YcTpaHeHne HeucnpaBHocTeun TpaHcnauum VLAN oB

O6bl4HO TpaHcnauma VLAN npymeHsaeTcs Ha TpaHKOBbLIX MOPTax.

Mpuoputetol Mexay TpaHcnauven VLANosB wun  Bxogswen dunbtpaunen VLAN'os
pacnpegensdtoTca Tak: TpaHcnauna VLAN'oB Bbiwe Bxogswen counbtpauun VLAN 0B.

15.5. KoHdurypauma Multi-to-One VLAN-TpaHcnsauum

15.5.1. BBegeHue B Multi-to-One VLAN-TpaHcnsauuo

TpaHcnauua Multi-to-One VLAN — ato TpaHcnaumsa ncxogHoro VLAN ID B HoBom VLAN ID B
CcoOTBETCTBMU C TpeboBaHUAMK Morb3oBaTene Ha BOCXOOAWMKA TpadduKk U Bo3BpaLLeHue
ncxogHoro VLAN ID Ha Hucxogawmm Tpaduk.

MpumeHeHne n koHurypaums Multi-to-One VLAN-nepegayum 6yayt nogpobHO onncaHbl B 3TOM
pasgene.

15.5.2. Hactpouka nepegaum Multi-to-One VLAN

1. Hactpowka Multi-to-One VLAN-nepegaym Ha nopte.
2. TMpocmoTp HacTpoek n Multi-to-One VLAN-nepegau.

1. Hactpownka Multi-to-One VLAN-nepega4n Ha nopTe.

KomaHaa OnucaHue

Pexunm KkoHdurypupoBaHusa nopTta

vlan-translation n-to-1 <WORD> to <new- | Bkntouenune/oTknoueHme TpaHcnsaumm Multi-to-
vlan-id> One VLAN

no vlan-translation n-to-1 <WORD>
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2. MpocmoTp HacTpoek Multi-to-One VLAN-nepegaum.

KomaHpa OnucaHue

Pexunm agmmHucTpatopa

show vlan-translation n-to-1 [MokasblBaeT CBsI3aHHble HACTPOMKM TpaHcnAumMm
Multi-to-One VLAN

15.5.3. TunuyHoe npumeHeHue TpaHcnauum Multi-to-One VLAN
CueHapwun:

Monb3oBaTtenu 1, 2 u 3 npuHaganexat VLAN 1, 2 n 3 cootBeTCcTBEHHO. BXoaswmin Tpadpdumk
OaHHbIX, nonb3oBatenen 1, 2 n 3 dyaet nepesegeH B VLAN100 Ha nHtepdperice Ethernetl/0/1
€O cTopoHbl SwitchA. Taknm ke obpasom byaeT nepenaH Tpadduk AaHHbIX NOMNb3oBaTenen 3,
4 nb5.

AnemMeHT KoHdUrypauum OnucaHue
VLAN SwitchA, SwitchB
Trunk Port Hucxogawmi nopt 1/0/1 n Bocxogawmn nopt 1/0/5 Ha

SwitchA n SwitchB

Multi-to-One VLAN-TpaHcnaumsa Hucxogsawmi nopt 1/0/1 Ha SwitchA n SwitchB

Mpoueanypa HacTPOnKu:

Switch1, Switch2:
switch(Config)# vlan 1-3;100
switch(Config-Ethernet1/0/1)#switchport mode trunk
switch(Config-Ethernet1/0/1)# vlan-translation n-to-11-3 to 100
switch(Config)#interface ethernet 1/0/5
switch(Config-Ethernet1/0/5)#switchport mode trunk
switch(Config-Ethernet1/0/5)#exit
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VLAN 1 VLAN 2| VLAN3 VLAN 1 VLAN 2 VLAN 3
Monb3oBaTtens 1 Monb3oeatene 3 lNonb3oBatens 4 MNonb3oBarents 6
Monb3oBartens 2 Monb3oBaTtens 5

PucyHok 15-7. TunnyHoe npumeHeHune TpaHcnsummn VLAN

15.5.4. YcTtpaHeHue HeucnpaBHocTen Multi-to-One VLAN-TpaHcnsauum

o Henb3da ogHoBpeMeHHO ncnonb3oBaTtb ¢ Dot1g-tunnel.
e Henb3da ogHoBpemeHHO ncnonb3oBaTtb ¢ VLAN-translation.
e MAC-agpeM He OOSIKEH CyLLecTBOBaTb B OpUrMHanbHOM 1 TpaHcnnposaHHoM VLAN.

e YbBegutecb, YTO anmapaTHbIi YMM MOXEeT MOAAEepPXKMBaTb HOpManbHyl paboTy
KIMWEHTOB.

o [lpeBbiwenne npegena obydeHns MAC-agpecam moxeT noBnmsTb Ha Multi-to-One
VLAN-TpaHcnaumio.

o  Multi-to-One VLAN-TpaHcnauma gomkHa ObiTb BkAtoyeHa nocine MAC-obyyeHus.
15.6. KoHdurypmuposaHue apuHamuyecknx VLAN

15.6.1. O6bwue cBegeHUdA

OuHamnyeckum VLAN HasbiBaeTcst Tak B npotmeoBec ctatudeckomy VLAN'y (HasbiBaemomy
noptom, npunucaHHbiM K VLAN'y). OuHammnyeckmn VLAN, nogoepXmBaemMbli KOMMYTaToOpPOM,
Bkntovaetr B ceba VLAN Ha MAC-agpecax, VLAN-nogcetem wun npoTtokonbHbii VLAN.
Mogpo6Hoe onncaHue ganee:

VLAN, Gasunpytrowumiica Ha MAC-agpecax npeacraBnseT cobon TEXHOMNOMI, Korga Kaxabln
XocT ¢ onpeaeneHnHeiMm MAC-agpecom cooTBeTcTBYET onpeneneHHomy VLAN'y. O1o no3sonser
Nosfb30BaTENIo CETU COXpaHUTL cBoe YneHcTBoO B VLANe npu nepemMeLleHnn n3 ogqHoro mMecra
B gpyroe. Kak Mbl BuMAMM, rfaBHOE MpPEMMyLLECTBO 3TOr0 MeToga B TOM, YTO HeT
HeobxogumocTn nepekoHdurypupoeate VLAN, Korga nonb3oBaTeNlb MEHSIeT CBOE
MeCTopacnofioXeHne, a UMEHHO NepekntioYaeTcd C OQHOro KoMMyTaTtopa Ha Apyron. JTo
cnegctemne Toro, 4to VLAN Gasupyetca Ha MAC-agpece nonb3oBaTtensi, a He Ha MNopTy
KOMMmyTaTopa.

VLAN, 6asupyowmmncsa Ha IP-nogcetax npeactasndet cobon TexHornoruto, rae metka VLAN
Ha3Ha4aeTcHa B COOTBETCTBUU C IP-agpecom nctovHuka n ero mackow nogceTu. MNpemmyLlecTso
3TOr0 MeToda TO Xe, YTO M y npeablaywiero, nonb3oBatento He TpebyeTcs M3MeHATb
KOHUrypauuo npy N3MeHEeHNN MeCTOHaxX0XOEeHWs!.
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Meton VLAN’a Ha 6a3e NpOTOKOMOB CETEBOr0 YPOBHA Ha3HayaeT pasnu4yHbIM NPOTOKOMam
pasnuyHble Homepa VLANOB. 3TO O4eHb yaobHO Ons Tex ceTeBblX a4MMHUCTPATOPOB,
KOoTopble XOTAT ynopsaovvBaTh Nosib3oBaTenen no npunoXeHnsm u cepsucam. bonee Toro,
nonb3oBaTeny Moryt cBo604HO nepemellaTbecs No ceTw, 3aperncTpUpoBaBLUNCL B HEWM OAMH
pa3. [NpeumMyLlecTBOM [aHHOroO MeToda SIBNSEeTCs TO, YTO OH MNO3BONSAET MONb30BaTeEnNsM
MEHATb CBOe MmecTonosnoxeHne 6e3 nameHeHus koHdurypaumm VLAN'oB, a 10, 4to VLAN'bI
pasnuyaloTcs No TMMNy NPOTOKOSOB — OYEHb BaXXHO AN CeTEBOro agMuHucTpatopa. K tomy xe,
OaHHbIN MeToa He TpebyeT pobaeneHns meTkn dpenma ana naeHtudumkaummn VLAN'a, yto
CHMXaeT obLwmn Tpadumk B ceTw.

3amevaHue: nopTbl, KOTOPbIE H606XO[J,I/IMO npunncatb K AMHaAMN4YeCKNM VLAN OOJDKHbI ObITb
CKOHOMIYpUpOBaHbl Kak rmépuaHbIe.
15.6.2. KoHdurypupoBaHme auHamuyeckux VLAN

1. KoHdurypuposaHue cpyHkumm VLAN’a no MAC-agpecam Ha nopTy.

2. Hactponika VLAN kak MAC VLAN.

3. KoHdurypuposaHnue cootsetcTBua mexay MAC-agpecamu n VLAN amu.
4. KoHurypupoBaHme cOOTBETCTBUS Mexay npotokonamu u VLAN amu.

1. KoHdwurypuposaHue dyHkummn VLANa no MAC-agpecam Ha nopTy.

KomaHpa OnucaHue

Pexunm koHdurypupoBaHus nopTta

switchport mac-vlan enable Bkntoyenwne/BbikntoveHne doyHkumm VLAN'a

no switchport mac-vlan enable no MAC-appecam Ha nopTy

2. Hactporika VLAN kak MAC VLAN.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

mac-vlan vlan <vlan-id> KoHdurypaumss onpegeneHHoro VLAN’a
kak MAC VLAN; komaHga «no mac-vian»
yoanaet Hactponkn MAC VLANa Ha
ngaHHoMm VLANe

no mac-vlan
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3. KoHdurypuposaHue cootseTcTBua mexay MAC-agpecamu n VLAN amu.

KomaHpa

OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

mac-vlan mac <mac-addrss> vlan <vlan-id>

priority <priority-id>
no mac-vlan {mac <mac-addrss>|all}

Hob6aBneHvel/ynanexHue COOTBETCTBUN
mexagy MAC-agpecamn n VLANamn, a
MMEHHO — 3anucb/UcknioYeHne
onpeneneHHoro MAC-agpeca n3
onpegenenHoro VLAN’a

4. KoHcurypupoBaHme COOTBETCTBUS Mexay npotokonamu n VLAN’ amu.

vlan <vlan-id>|all}

onpegenenHoro VLAN'a

KomaHpa OnucaHue
Pexum rmo6anbHOro KoHdurypmpoBaHus
protocol-vlan mode [etherll | llc | snap] etype @ [obaBneHve/yganexHue COOTBETCTBUM
<etype-id> vlan <vlan-id> mexay npotokonamm u VLANamu, a
no protocol-vlan [all | mode] {etype <etype-id> “ME€HHO — — BXOXKAEHMe/MCKIIoYeH e
onpeaeneHHoro npoTokona B/n3

15.6.3. TunoBoe npumeHeHne guHamm4yeckoro VLAN’a

CueHapuii:

B oducHom cetn otaen A npuHagnexuTt kK VLAN100. Heckonbko coTpygHMKOB OTAENa 4acTo
BbIHY>XAEHbI NepemeLLaTbCcs BHyTpU opucHom cetu. Tak xe TpebyeTca obecneunBaTb JOCTYnN
apyrmx cotpygHukoB otaena Kk VLAN100. Jonyctnm, 4To oguH M3 coTpygHukoB — UserM.
MAC-agpec ero komnbtotepa — 08-c6-b3-11-22-33, korga M nepeknovaeTtca B, oguMH U3
noptoe kommytatopa A, B wnn C, uHTepdenc aBToOMaTU4ECKM KOHUIypupyeTcsl Kak
rmbpuaHbin 1 nogkntodaetcss kK VLAN100 B pexume «6e3 meTok». B aTom cnyyae gaHHble
VLAN100 O6ygyt nepegaBaTbCAa Ha MOPT, K KOTopomy mnoakmoveH M, mn obecneumBatb
TpeboBaHus ceasHocTn B VLAN100.

O6bekT
KOHcpUrypaumm

OnucaHue KoHcUrypauum

MAC-based VLAN

O6was koHdurypaumsa kommyTtatopoB A, B, C

Mpumep KoHdUrypauumm:.
Switch A, Switch B, Switch C:

switch(Config)#mac-vlan mac 08-c6-b3-11-22-33 vlan 100 priority 0

switch(Config)#exit
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KommyTartop A KommyTtatop B KommyTtarop C

Monk3oBaTtens M
08-c6-b8-11-22-33

VLAN 100
EED O Otgpen A ...

VLAN 200
OtnenB

VLAN 300 :
Otpen C

PucyHok 15-8. Tunosas Tononornsa npumeHeHns auHamumyeckoro VLAN’a

15.6.4. YcTpaHeHue HeucnpaBHocTen auHamu4veckoro VLAN’a

Ha kommyTaTopax €O CKOHUrypmpoBaHHbIM AuHamuyeckmm VLANom, kKorga K Hum
NOOKIMHOYEHO HECKOSNbKO YCTPOWCTB (Hampumep, LBa KoMMbioTepa), ObiBaeT, 4TO nepBas
nonbITKa CoOeAMHEeHNa Mexay HUMW He nony4daeTcs. PelweHne B JaHHOM criyvyae Takoe — Hago
AaTb BO3MOXHOCTb O6OMM YCTPOMCTBaM YCMeWHO nocnaTb kKakume-nnbo nakeTbl B CeTb
(Hanpumep, ICMP, komaHgowm ping), 3T0 NO3BONMT KOMMYyTaTopy 3anomHuTb X MAC-agpeca, 1
TOor4a OHM cMOryT cBo6OHO CBA3bIBaTbCA Yeped guHammndeckmii VLAN.

MpuoputeTtbl guHammyeckoro VLAN’a n BxogHoro punbtpa VLAN'0oB anst o6paboTku nakeTos
cnegyowme: npuoputeT anHammudeckoro VLAN’a Bbilwe, Yyem y BxogsLiero omnbrpa.

15.7. KondurypuposaHume GVRP
15.7.1. O6wan nHdpopmaumusa o GVRP

Mpotokon GARP (Generic Attribute Registration Protocol), ncnonesyetca onsa guHaMmn4eckoro
pacnpegeneHnsl, pacnpocTpaHeHns W perncrpauum atpubyToB MHPOPMaLUM  Mexay
KOMMYTaTopaMu-y4aCTHUKAMUN B CETU KOMMYTaLWN.

ATpubytom moxeT 6biTb MHopmaumst VLAN, rpynnosont MAC-agpec n Tak ganee. O4eBngHo,
yTo npotokonn GARP MoXeT TpaHcnopTMpoBaTb MHOXECTBO aTpMOyTOB Ha KOMMYyTaTop, Ha
KOTOpbIN MX Heobxoammo nepepatb (populate). Ha ocHoBe GARP onpegeneHbl pasnuyHble
NpunoXxeHus (HasbiBaemble npunoxeHnsmm-oobektamm GARP), ogHuM u3 HUX aBnAeTca
GVRP.

MpoTtokon GVRP (GARP VLAN Registration Protocol) — aTto npunoxeHue, ncnone3aytowiee ans
paboTtbl MexaHuam GARP. OHO oTBeuyaeT 3a obcnyxuBaHve WH(OpMauun AUHAMUYECKOWN
peructpaumn VLAN v nepegadvy permctpauMoHHOM MHOpMauun Ha Apyrve KoOMMyTaTopbl.
KommyTtatopbl, nogaepxusatowme GVRP, moryt npuHumatbe vHOpMaumo AUHAMUYECKOWN
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pernctpaumm VLAN OT ApyrMx KOMMYTaATOpOB W OOHOBNATb JOKanNbHYK WHGOPMaLuo
pernctpaumn VLAN B COOTBETCTBUMN C NPUHATON.

KommyTaTtop, Ha koTopom BkrntodeH npoTokonn GVRP MoxeT nepeaaBaTb CBOKO COOCTBEHHYHO
nHdopmaumio pernctpaumm VLAN Ha gpyrme kommyTtaTopbl. lNMpuHaTas nHgpopmaumnsa cogepuT
NOKarnbHY CTaTMYeCcKyto MHOPMaUMIo, 3aaHHY0 BPYYHYIO U AVHAMUYECKY0 MHopMaLumio,
nony4yeHHyto oby4yeHnem oT gpyrmx kKommyTaTopoB. [loaTomy, 3a cHeT nepeaayn nHpopmaumm
pernctpaumm VLAN, coctositenbHasn nHgopmaumsa VLAN moxeT BbiTb pacnpocTpaHeHa Ha Bce
KOMMyTaTOopbl € BKNto4eHHbIM GVRP.

KommyTtartop C

VLAN 100-1000 VLAN 100-1000

—
—

-—
-—

KommyTartop A KommyTtarqp B KommyTtarop D ytaTtop F KommyTtatop G

KommyTtatop E

PucyHok 15-9. TunnyHas cxema npumeHeHust

KommyTtatopbl A n G He coeguHeHbl mexgy cobon Ha ceTu BToporo ypoeHs; B, C, D, E, F
NPOMEXYTOYHbIE KOMMYTaTOpbl, NoakmoveHHble kK A M G. Ha kommytatopax A un G
ckoHdurypmposanm VLAN100-1000 Bpy4Hyto, Torga kak Ha B, C, D, E, F nx HeT. Korga GVRP
BbIKNto4eH, A 1 G He MOTyT HU C KEM COeAMHUTBLCH, MOCKOMbKY MPOMEXYTOYHbIE Y3Ibl HE UMEIOT
cootBeTcTBYoWmx VLAN'oB. OgHako nocne BkntoveHns GVRP Ha Bcex yanax, ero MexaHusm
nepegaun atpmbytoB VLAN nossonseT npomMexyTodHbiM y3nam peructpuposatb VLAN'bI
anHammyeckn, 1 VLAN B VLAN100-1000 y3noe A n G MOryT COeamHATLCS € MobbiM OpYrvM.
Bce VLAN’bl, AnMHaAMMUYECKM 3apermcTpyMpoBaHHbIE HA MNPOMEXYTOUYHbLIX Yy3nax, OoyayT
pasperncTpuMpoBaHbl, korga Ha y3nax A n G BpydHyto ygansatca VLAN100-1000. Takum
obpasom ogunHakoBble VLAN’bI OBYX HecocegHuX y3rioB MOryT COeOMHATLCA MOCPEeACTBOM
npoTtokona GVRP BMeCTo py4HOM KOHPUrypaumm BCeEX NPOMEXYTOYHbIX Y3M0OB OS5 NOSTy4eHus
npocTton koHdurypaumm VLAN 0B.

15.7.2. Hactpouka GVRP

1. KoHdurypuposaHue Tanmepa GARP.
2. BknoyeHune/BbikntoveHre gyHkummn GVRP Ha nopTy.
3. BknoyeHne pyHkummn GVRP B KommyTaTope.
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1. KoHdurypauusa Tanmepa GARP.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

garp timer join <200-500> KoHgurypmposaHue TanmepoB
garp timer leave <500-1200> yaepXaHus, CnvsiHua M Bbixoga Ans

: GARP
garp timer leaveall <5000-60000>
no garp timer (join | leave | leaveAll)

2. BknoyeHue/BblkntoveHre dyHkummn GVRP Ha nopty.

KomaHpa OnucaHue

Pexum koHcurypmpoBaHusa noprta

gvrp BkntoyeHune/BbIknoYeHne dyHKUMM

no gvrp GVRP Ha nopty

3. BknoyeHve dyHkumn GVRP B kKommyTaTOpe.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

gvrp BkntoyeHune/BbiknoueHNe OYHKLNK

no gvrp GVRP B KommyTaTOpe

15.7.3. Mpumepbl npumeHeHna GVRP

CueHapun 1:
@ 1/0/2 Y 1/0/10 — 1/0/11 —, | 102 ] %
EE O 1/0/11 1/0/11 =3 O
MK 1 KommyTtartop A KommyTtartop B KommyTatop C MK 2

PucyHok 15-10. TunnyHas Tononorus npumeHeHns GVRP

Ona nonyyenua wHpopmauun anHammyeckon peructpauum VLAN n ee obHoBneHuss Ha
KOMMyTaTopax gosmkeH 6biTb ckoHurypuposaH npotokon GVRP.

CkoHurypupoBaHHbI Ha kommyTaTopax A, B n C npotokon GVRP, no3sonsieT gMHammyeckm
ckoHpurypmposaTtb VLAN 100 Ha kommyTaTope B 1 oByM paboumMm CTaHUMSAM, NOOKIIHOYEHHBIM
kK VLAN 100 Ha kommyTatopax A n C cBaAsatbca Mexagy cobow 6e3 craTtuyeckoro
koHdpurypuposanus VLAN 100 Ha kommyTaTope B.
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O6BbLEeKT HACTPOMKMU OnucaHue o6bEKTa HaCTPONKMU
VLAN100 MopTbl 2-6 Ha kKommyTaTopax A u C
Trunk port MopTbl 11 Ha kommyTaTopax A n C, noptbl 10, 11

Ha KOMMyTaTope B

GVRP B pexume rnobanbHoro | KommyTtatopsl A, B, C
KOHpurypupoBaHums

GVRP B pexume koHdurypuposaHusa | Moptel 11 kommyTtaTopoB A n C, noptel 10, 11
nopToBs KommyTaTopa B

Moagkntounm aee paboune ctaHumm k noptam VLAN 100 Ha kommyTaTopax A u C, nogknoumm
nopt 11 Ha kommyTaTope A Kk nopTy 10 Ha kommyTaTope B u nopTt 11 Ha kKommyTaTope B k nopTy
11 Ha kommyTaTope C.

Larn koHdUrypaumm onncaHbl HUXe:

KommyTaTtop A:
Switch(config)# gvrp
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
Switch(Config-V0an100)#exit
Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit

KommyTaTtop B:
Switch(config)#gvrp
Switch(config)#interface ethernet 1/0/10
Switch(Config-If-Ethernet1/0/10)#switchport mode trunk
Switch(Config-If-Ethernet1/0/10)# gvrp
Switch(Config-If-Ethernet1/0/10)#exit
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/11)#switchport mode trunk
Switch(Config-1f-Ethernet1/0/11)# gvrp
Switch(Config-I1f-Ethernet1/0/11)#exit

KommyTaTtop C:
Switch(config)# gvrp
Switch(config)#vlan 100
Switch(Config-Vlan100)#switchport interface ethernet 1/0/2-6
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Switch(Config-Vlan100)#exit

Switch(config)#interface ethernet 1/0/11
Switch(Config-If-Ethernet1/0/1)#switchport mode trunk
Switch(Config-If-Ethernet1/0/11)# gvrp
Switch(Config-If-Ethernet1/0/11)#exit

15.7.4. YctpaHeHune HeucnpaBHocten GVRP

Cuetunk GARP, ycTaHOBMNEHHbLIN Ha TPaHKOBbIX MopTax Ha 0BOMX KOHUAX MarncTpasribHOW
NMMHUK  JospkeH 6bITb OAMHAKOBbLIM, B NpoTuBHOM criydyae GVRP He cmoxeT paboTaTb
HopManbHO. PekomeHayeTtcsa nsberatb ogHOBpeMeHHOM paboTbl npoTokonos GVRP n RSTP Ha
yane. Ecnn TpebyeTca BkntoumTh npotokost GVRP, Heob6xoammo cHavana BbIKMYMTb QYHKLMIO
RSTP Ha nopTax.
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16. HACTPOMKA TABNNLUbI MAC-AJPECOB

16.1. O6wume cBepgeHnsn o Tabnuue MAC-agpecoB

Tabnuua MAC-agpecoB — 310 Tabnuua cootBeTcTBMiA MAC-agpecoB yCTPONCTB Ha3HAYeHMs
noptam kommyTtatopa. MAC-agpeca genaTtcs Ha ctaTtudeckue n guHammyeckme. Ctatmyeckue
MAC-agpeca Bpy4Hyt0 CKOHUIrYpMpOBaHbI NoSb3oBaTenem, MMeET HauBbICLLUMIA NPUOPUTET U
OENCTBYIOT MOCTOSIHHO (OHM He MoryT ObiTb 3amelleHbl avHamudeckum MAC-agpecamn).
[OuHamnyeckne agpeca 3anoMmMHaOTCS KOMMYTaAaTOPOM MNpy nepegade nakeToB AaHHbIX, U OHU
OENCTBYIOT oOrpaHuyeHHoe Bpemsi. Korga KommyTaTtop nonydaetr perM [aHHbIX Ans
nepecbiniki, oH coxpaHseT MAC-agpec nctodHnka dperiMa nm COOTBETCTBYHOLLMIA eMy MopT
HasHayeHnda. Korgma Ttabnumua MAC-agpecoB onpawmuBaetcsa Ha npeametr MAC-agpeca
npueMHWKa, MpuM HaxXOXAEHMM HYXHOro agpeca, nakeT [aHHbIX OTApaBnsieTcsa Ha
COOTBETCTBYIOLNA MOPT, B MPOTMBHOM Cfyyae KOMMYTaTOp nepechbiiaeT nakeT Ha CBOW
LunpokoBellaTenbHbin gomeH. Ecnn annamnyecknin MAC-agpec He BCTpe4vaeTcs B nakeTax aAns
nepecobifikn  gnuTensHoe Bpemsl, 3anncb O Hem ypansetca u3 tabnuubl MAC-agpecos
KomMmMyTaTopa.

[na Tabnmubl MAC-agpecoB onpeaeneHbl ABe onepauuu:

1. Monyyenne MAC-agpeca.

2. OTtnpaBka unu punbTpaumusa naketa AaHHbIX B COOTBETCTBUM C Tabnuuen
MAC-agpecos.

16.1.1. NMony4yeHune Tabnuubl MAC-agpecoB

Tabnvnua MAC-agpecoB MOXeT BbITb NOCTPOEHa CTaTUYECKN NN guHaMmmudeckn. Ctatmyeckum
KOH(purypuposaHmem HactpamBaeTcs cootBeTcTBue mexgy MAC-agpecamm n noptamu.
OnHamnyeckoe obyyeHMe — 3TO npouecc, Korga KOMMYTaTop W3y4aeT CBA3U Mexay
MAC-agpecamn n noptamun n perynsipHo obHoenseT Tabnmuy MAC-agpecoB. B aTon cekumm
Mbl OCTAHOBUMCS Ha npoLecce AnHaMmn4eckoro noctpoenns tabnuubl MAC-agpecos.

—_—
——
1/0/5 1/0/12
MK 1 MK 2 MnK3 MK 4
08-C6-B3-11-11-11 08-C6-B3-33-33-33

PucyHok 16-1. mHamn4yeckoe noctpoerne tabnuubl MAC-agpecoB

Tononorma Ha pucyHke Bbiwe: 4 KOMMbOTEPa NOAKNOYeHbl K kommyTaTopy, rae PC1 n PC2
npuHagnexat OAHOMY (OU3NYECKOMY CErmMeHTy (OOMEHY KOMnu3un), (pusnmdeckui cermeHT
nogkntoyeH k nopty 1/0/5 kommyTtatopa, PC3 n PC4 npuHagnexart K apyromy usanyeckomy
CerMeHTy, nogkntoveHHomy Kk nopty 1/0/12 kommyTtaTtopa.

HauvanbHasa Tabnuua MAC-agpecoB He COAEPXKUT HUKAKMX 3HaYeHun. Bosbmem ons npumepa
npouecc ceasn mexay PC1 n PC3. lMNMpouecc obyyenna MAC-agpecam, crieqyowmm:
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1. Korpga PC1 nocbinaet coobuieHne k PC3, MAC-agpec ncrovHmka 08-C6-B3-11-11- 11-
11 v nopt 1/0/5 n3 atoro coobueHnst 3aHocaTca B Tabnuuy MAC-agpecoB
KoMmmyTaTopa.

2. B 10 e Bpemsa koMMyTaTopy Hago NOHATb, Kak 40CTaBUTb coobueHne Ha agpec 08-
C6-B3-33-33-33. Tak kak Tabnuua cogepXxnT 3anucb Tonbko aAns agpeca 08-C6-B3-
11-11-11-11 n nopta 1/0/5, a ans agpeca 08-C6-B3-33-33-33 HMKaKMNX 3annucen Her,
KOMMYyTaTOp paccbinaeTt gaHHoe coobLieHre Ha Bce CBOM NopThbl (Mpegnonaraem, 4To
BCe MOpThI NpuHagnexat no ymonyaHuio VLANT).

3. PC3 u PC4 nonyyvatoT coobuieHune, nocnaHHoe PC1, Ho PC4 He oTBeYaeT Ha 3TO
coobueHne, Tak kak agpec npuemMHuka 08-C6-B3-33-33-33, n otBeyvatb Ha Hero bygeT
Tonbko PC3. Korga nopt 1/0/12 nony4aeT coobuleHne, otTnpasneHHoe PC3, B
Tabnuuy MAC-agpecos gobasnsetca 3anncs 0 MAC-agpece 08-C6-B3-33-33-33 u
cooTBeTCTBYIOLWEM eMy nopTte 1/0/12.

4. Tenepb Tabnmua MAC-agpecoB nveet ase amHamudeckume 3anncu: MAC-agpec 08-
C6-B3-11-11-11-11 — nopt 1/0/5 n 08-C6-B3-33-33-33 — nopT 1/0/12.

5. Tllocne obmeHa naketamu mexay PC1 n PC3, kommyTaTtop 6onbLue He nonyyaet
naketos, otrnpasneHHbix PC1 n PC3. U 3anncu B Tabnuue MAC-agpecos,
COOTBETCTBYIOLLMNE 3TMM ycTporcTBam yganaotcsa yepes 300 nnm 2x300 cekyHg (T.e.
NpocToe MUnn ABoriHoe BpeMs Xun3Hn). 300 cekyHa 30€Cb 3TO BPEMS XKU3HN MO
ymMon4yaHuio ang sanmcen B Tabnuue MAC-agpecoB. Bpems XnsHm moxeT ObiTb
N3MEHEHO Ha KOMMYyTaTope.

16.1.2. NMepecbinka nnu dpunbTpauua Kagpos

KommyTaTtop nocbinaet nnm otTpunbTpoBbLIBaET NPUHMMaeMble NakeTbl AaHHbIX B COOTBETCTBUM
¢ Tabnnuen MAC-agpecoB. PaccmaTtpuBas ansa npuMepa pucyHoK Bbllle, Npegnonaraem, 4Yto
KommyTaTop uayunn agpeca PC1 n PC3, 1 nonb3oBaTesnib BPy4HY0O HAacTpoOUi COOTBETCTBUE
noptoB ana PC2 n PC4. Tabnuua MAC-agpecoB komMmyTaTopa byaeT criegytoLlen:

MAC-appec Homep nopTta Kem nob6aBneHa 3anucb
08-C6-B3-11-11-11 1/0/5 OunHamnueckoe obyyeHne
08-C6-B3-22-22-22 1/0/5 CraTtudeckasa koHdUrypaums
08-C6-B3-33-33-33 1/0/12 OunHamnueckoe obyyeHne
08-C6-B3-44-44-44 1/0/12 CraTtundeckada koHdUrypaums

1. OtnpaBka nakeToB B cooTBeTCTBMM € Tabnuuen MAC-agpecos.

Ecnn PC1 nocbinaeT nakeT k PC3, KomMyTaTOp OTnpaensieT AaHHble, MOfy4YeHHbIE C nopTa
1/0/5 Ha nopT 1/0/12.

2. ®unbTpaums gaHHbIX B cOOTBETCTBUM ¢ Tabnuuen MAC-agpecos.

Ecnn PC1 nocbinaetr coobuwenne PC2, kommytatop, nposepuB Tabnuuy MAC-agpecos,
HaxoguT PC2 n PC1 B ogHOM (hn3nyeckomM cermeHTe n oTunbTpOBbIBAET 3TO coobLieHne (To
ecTb cOpacbiBaeT aT0 coobLleHme).

KommMyTaTOpoM MoryT nepecbinarbcs Tpy Tuna kagpos:

e Broadcast frames;
e  Multicast frames;
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e Unicast frames.
[anee onucbiBaeTcs, Kak KOMMyTaTop paboTaeT co BCEMU TPEMSA TUNamMn NakeToB.:

1. Broadcast frame: koMMyTaTOp MOXET onNpeaensTb KONIn3nm B JOMeEHe, HO TOMbKO He
Ons wmpokoselaTtenbHbix goMeHoB. Ecnv VLAN'bI He yCTaHOBMEHBI, BCE YCTPOWCTBA,
NOAKIMHOYEHHbIE K KOMMYTATOPY, CHUTAOTCA HAXOOAWNMUCA B OAHOM
LnpokoBeLlaTenbHoM gomeHe. Korga kommyTtaTtop nonyyvaet Broadcast frame, oH
nepecbinaeTt ero Bo Bce noptbl. Ecnu VLAN'bI ckoHpMrypmpoBaHsbl, Tabnuua
MAC-agpecoB aganTupyeTcsi B COOTBETCTBUU C AOMNONHUTENBHOW MHpopMauuen o
VLAN’ax. B aTom cniydyae KomMmyTaTop oTnpaBnseT perm TONbKO Ha NopThl,
Haxoaswmecs B ToM xe VLANe.

2. Multicast frame: ecnn MHoOrononb3oBaTENbCKUIA AOMEH HEU3BECTEH, KOMMYTATOP
paccobinaeT dpenim B Tom xe VLANe, Ho, ecnu BktoveHa yHkums IGMP snooping
Unn CKOHMUrypmpoBaHa ctaTnyeckasl MHOronosb3oBaTesnibckas rpynna, KoMmmyTaTop
OygeT nockbinatb aTOT YPenM B NOPTbI MHOMOMNONb30BATENLCKON MPYMbI.

3. Unicast frame: ecnn VLAN'bI He ckoHGUrypmpoBaHsbl, To, ecnn MAC-agpec
npuemMHuka ectb B Tabnuue MAC-agpecoB kKomMMmyTaTopa, KOMMYTaTop HanpsiMyto
nepeckinaeT nakeT B COOTBETCTBYOLWNIA NopT. Ecnn e agpec npnemHuka B Tabnuue
He HangeH, KOMMyTaTop AenaeT LWMPOKOBELLATENbHY pacchbifiky 3TOro dpenma.
Ecnn VLAN’bI ckoHdUrypupoBaHbl, kKomMmyTaTop pacceiniaeT Unicast frame Tonbko
BHyTpu ogHoro VLAN’a. Ecnn MAC-agpec HangeH B Tabnuue, HO NpuHagnexuT
apyromy VLAN'’y, koMmMyTaTop AenaeT LWMpoKoBeLLaTenbHY0 pacchisiky perima B
ToM VLANe, K KOTOPOMY NpUHAONEXUT Ppenm.

16.2. KoHdurypupoaHue tTabnuubl MAC-agpecoB

1. KoHdurypuposaHune Bpemenmn xun3nn MAC-agpecos.
2.  KoHdurypupoBaHue ctatmyeckon unbTpaumnmn nnm nepechbisiku.
3. OuucTtka gnHamundeckon Tabnuusl MAC-agpecos.

1. KoHdurypuposaHune BpeMmenn xun3nun MAC-agpecos.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

mac-address-table aging-time <0Jaging-time> KoHdurypnpoBaHne BpeMEHU XKU3HU

no mac-address-table aging-time MAC-aapecos

2.  OuwucTtka gnHamundeckon Tabnuubl MAC-agpecos.

KomaHaa OnucaHue

Pexunm agpMmHucTpatopa

Clear mac-address-table dynamic [address | OuucTtka ONHAMUYECKOWN Tabnuupl
<mac-addr>] [vlan <vlan-id>] [interface [ethernet | MAC-agpecoB
| portchannel] <interface-name>]
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3.  KoHdurypmnpoBaHue ctatmyeckon hunbTpaumm unm nepechbInku.

KomaHpa OnucaHue

Oo6wumn pexmm

mac-address-table {static | static-multicast | KoHduryprpoBaHue ctatnyeckux sanucemn
blackhole} address <mac-addr> vlan <vlan-id> | gnga MAC-agpecos, cTaTU4eCcKmx
[interface [ethernet | portchannel] <interface- MHOrononb3oBaTeNbCKNX 3anucen,
name>] | [source|destination|both] 3anucen omnbTpaumm NakeTos

no mac-address-table {static | static-multicast |
blackhole | dynamic} [address <mac-addr>]
[vlan  <vlan-id>] [interface [ethernet |
portchannel] <interface-name>]

4. Hactporika obyyeHna MAC-agpecoB Yepes ynpasreHne npoLeccopomM.

KomaHpa OnucaHue

Pexum rmobanbHoro KoHdgpurypuposaHus

mac-address-learning cpu-control BkntoyeHune/oTknoueHmne oby4yeHus

no mac-address-learning cpu-control MAC-appecos uepes ynpasnerie CPU

5. HacTtpoiika 3awmTbl OT KOMSN3UMA.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

mac-address-table avoid-collision BkntoyeHune/oTkmnoueHmne YHKLMM
Tabnuubl KOnnnaumm MAC-agpecos,

no mac-address-table avoid-collision
BblaaHHbIX ffp

show collision-mac-address-table lMNokasbiBaeT Tabnuuy KOnn3nm
MAC-agpecos

Pexnm agMmHucTpatopa

clear collision-mac-address-table Ouunctntb Tabnmuy MAC-agpecoB

16.3. NMpumepbl TUNUYHON KOHUrypaumumn
CueHapui:

YeTblpe KOMMbIOTEPA, KaK MOKas3aHO Ha pUCYHKe, noakmoyeHbl k noptam 1/0/5, 1/0/7, 1/0/9,
1/0/11 kommyTaTopa. Bce 4 komnbioTepa npuHaanexat no ymonyaxuio VLAN1. B cooTBeTCcTBUM
¢ TpeboBaHNsIMY K CETU, BKINIOYEHO 00yYeHne anHammyecknm agpecam. PC1 cogepxuT BaxHble
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OaHHble, N HeQOCTYNeH Ans ApYrnx KOMMbIOTEPOB U3 APYrnX nandecknx cermeHToB; PC2 n
PC3 ctatuyeckn npunucaHbl kK noptam 7 n 9, COOTBETCTBEHHO.

—
—
—

1/0/5 1/0/11

1/0/7 1/0/9

MK 1 MK 2 MK3 MNnK 4
08-C6-B3-11-11-11 08-C6-B3-33-33-33
08-C6-B3-22-22-22 08-C6-B3-44-44-44

PucyHok 16-2. Tunn4yHeii npumep koHdurypaumm tabnuusl MAC-agpecos
OT1anbl KOHUrypaumm nokasaHbl HAXeE:
1. YcraHoBka MAC-agpeca 08-C6-B3-11-11-11 PC1 kak dounbTpyemoro.
Switch(config)#mac-address-table static 08-C6-B3-11-11-11 discard vlan 1
2. YcraHoBka ctaTudeckon ceasm ana PC2 n PC3 ¢ noptamm 7 1 9 COOTBETCTBEHHO.

Switch(config)#mac-address-table static address 08-C6-B3-22-22-22 vlan 1
interface ethernet 1/0/7

Switch(config)#mac-address-table static address 08-Cé6-B3-33-33-33 vlan 1
interface ethernet 1/0/9

16.4. YcTpaHeHUe HeucnpaBHOCTEW, CBA3aHHbIX C Tabnuuewn
MAC-agpecosB
Ecnn npu ucnonb3oBannn komaHgbl show mac-address-table, 66110 BbISCHEHO, YTO Ha NOPTY

npounsowen cbon obyyeHns MAC-agpecam yCTPOWCTB, MOLKIOYEHHbIX K HEMY. Bo3amMoXxHble
NPWYMHBI:

o [logkntoyeHHbI kabernb NOBPEXOEH.

e Ha nopty BkmnoueH Spanning Tree B crtaTyce «discarding» mnu nopT TOMNbKO 4YTO
nogkntouunnca n Spanning Tree noka B cTaTyce BblMUCIEHNs gepeBa. [oxantech, noka
BblYMCIIEHNE CTPYKTYpPbl 3akoH4MTCA 1 nopT 0byuntca MAC-agpecy.

e Ecnu npobnembl, onucaHHble Bbille, He 0BHapYKeHbl, NpoBepbTe NOPT KOMMyTaTOpPa U
CBSDKMTECH C TEX.NOAAEPXKKOWN AN pelleHns npobnemsi.

16.5. JononHuTtenbHble ¢pbyHKUMM Tabnuubl MAC-agpecoB

16.5.1. NMpuesaska MAC-agpecoB

16.5.1.1. O6wme cBeaeHusn o npuBsaske MAC-agpecoB

BonbNMHCTBO KOMMYTaTOPOB NoaaepXmBatoT pexum obyveHna MAC-agpecam. Kaxabii nopt
MOXEeT AMHaMMYecKu 3anomMHuTb Heckornbko MAC-agpecoB, Takum 006pa3omM BO3MOXHA
nepegaya NOTOKOB AaHHbIX Mexay m3secTHbiMu MAC-agpecammn BHyTpu nopta. Ecnun cpok
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*m3um MAC-agpeca uWCTeK, NakeT, HanpaBneHHbI Ha 9TOT agpec, OygeTr pasocnaH
LUMpokoBeLlaTenbHoO.

Opyrumun cnosamu, MAC-agpec, koTopomy obyumnca nopt, OyaeT mcnonb3oBaTbCA AN
nepefaynm naketoB K aToMy nopTy. Ecnn coeguHeHvMe nepeknovyeHo Ha gpyrorM nopr,
KOMMYyTaTOp CHOBa BbINOMHUT 06yyeHne MAC-agpecy n byaoeT nepefaBatb AaHHble HOBOMY
nopTy.

OpHako, B HEKOTOPbIX Cry4vasx MoOfMTMKa ynpaBneHUs U CEeKPeTHOCTU MOXeT TpeboaTb,
ytobbl MAC-agpeca Obinn NpuKpenneHbl K noptamM, W TOMbKO MOTOKM C MNPUBSI3@HHbIX
MAC-agpecoB 6ygyT nponyckaTbCA K Mepecbinke Ha nopT. To eCTb, Mocrne npuBA3KK
MAC-agpeca k nopTy, B 3TOT MOPT MOryT nepefaBaTbCs TOMbKO AaHHble, NpeaHa3HayYeHHble
ans gaHHoro MAC-agpeca. NoTokn gaHHbIX, npegHasHadveHHble ans apyrmx MAC-agpecos, He
NpuBA3aHHbIX K 4aHHOMY NopTy, He ByayT nponyckaTbecs Yepes nopT.

16.5.1.2. HacTtpouka npuBsaskm MAC-agpecoB

BkntoyeHne yHkummn npmsaskn MAC-agpecoB Ha nopTy.

Mpuesaska MAC-agpeca Kk nopTry.

KoHdpurypaumsa napameTtpoB dyHKUunn npuesasaHHbix MAC-agpecos.
KoHdpurypaumsa nosywkun ansa ysegomnenni o MAC-agpecax.

P wnN R

1. BknioveHue pyHkumm npmeaskm MAC-agpecoB Ha nopTy.

KomaHpa OnucaHue

Pexunm koHdurypupoBaHus nopTta

switchport port-security Bkntouenne dyHkumm npueaskm MAC-agpeca Ha nopTty u
dukcaums nopta. Korga nopt 3adumkcnpoBaH, yHKLMS
obyueHns MAC-agpecam BbiknoveHa: KomaHga «no
switchport port-security» BbIko4aeT (QYHKUNIO NPUBA3KK
MAC-agpeca Ha nopTy W BOCCTaHaBnMBaeT (YHKUMIO
oby4yeHna MAC-agpecam Ha nopTy

no switchport port-security

2. ®ukcauna MAC-agpeca Ha nopTy.

KomaHaa OnucaHue

Pexunm KkoHdurypupoBaHusa nopTta

switchport port-security aging BkntoyaeT yHkunio Tammepa ukcaumm

no switchport port-security aging EfEL

KomaHga «no switchport port-security aging»
BOCCTaHaBMMBaeT 3Ha4YeHne Mo yMonyaHuo
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KomaHpa OnucaHue
switchport port-security mac-address [<mac- | Jo6aBnsieT crtatmyeckue GesonacHble
address> | sticky] MAC-agpeca.

no switchport port-security mac-address
[<mac-address> | sticky]

KomaHnga «no switchport port-security mac-
address» ygansieT ctatudeckme 6esonacHble
MAC-agpeca

Pexum agmm

HUcTpaTopa

clear port-security dynamic [address <mac-
addr> | interface <interface-id>]

Ounwiaer guHamndeckme  MAC-appeca,
BblyYeHHbIE Ha yKa3aHHOM MOpTY

3. KoHdurypauus napameTpoB NpuBSI3KM

MAC-agpecos.

KomaHpa

OnucaHue

Pexum koHcurypmpoBaHusa nopTta

switchport port-security maximum <value>
no switchport port-security maximum <value>

YcTaHaBnuBaeT  MakcMManbHOe  4ucro
6esonacHbix MAC-agpecoB Ha MopTy;
KoMaHga «no  switchport  port-security

maximumy BOCCTaHaBMMBaEeT 3HayeHue Mo
yMOnYaHuo

switchport port-security violation {protect |
restrict | shutdown} [recovery]

no switchport port-security violation

YcTaHOBKa pexvMma HapylleHus Ha MopTy;
KoMaHga «no  switchport  port-security
violation» BocCTaHaBnMBaeT 3Ha4YeHWe Mo
YMOJYaHWIO

16.5.1.3. YcTpaHeHMe npo6remMm NnpuBA3KU

MAC-agpecoB

BkntoueHve npueaskm MAC-agpecoB Ha MOpTy MOXeT OblTb HeyAauHbIM MO HECKOSbKUM
npuunHam. Huxke NnpMBOAUTCA HECKONbKO BO3MOXHbIX MPUYMH U UX YCTPaHEHUE:

[}
B port-aggregation n He CKOHUTrypupo

Ecnu npueasanHbin MAC-agpec HegoCcTyneH Ha nopTy, yoeamTech, YTO NOPT HE BXOAUT

BaH Kak TpaHkoBbli. MNpuBssaHHbin MAC-agpec

YHUKanNeH B KOHKPETHOM KoHdurypauun. Ecrim Bbol xotute npuesasate MAC-agpec,

pYHKLUMK, YNOMSIHYTbIE BbiLLE, AOMMKHbI

Ecnn G6esonacHbin agpec yCTaHOBIEH
©e3onacHbli agpec He MOXeT BbiTb U

ObITb BbIKIMOYEHbI.

Kak cTaTMYeCcKUin agpec W yganed, Torga aT1oT
Crnonb30BaH, XOTA OH U OydeT cylluecTBoBaThb.

Ncxogsa s atoro, pekomeHayeTcs u3beratb HasHa4YeHUs CTaTUYECKUX aapecoB Anis
NopToOB, AJ1S KOTOpbIX BKItoYeHa npuesdka MAC-agpecos.
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16.6. Kondurypauua MAC notificati
16.6.1. BBeaeHune B MAC notification

on

®dyHkuna MAC notification npegHasHaveHa pgna yeBegomnenus. [obGaBnss wnu yganss

MAC-aapeca, a UMeHHO, koraa aobaeBnsawTcs

nnn yaoanarTcAd yCTpOI7ICTBa, agMUHUCTPaTop

OyneTt yBegoMneH 06 M3MeHUAX C NOMOLLbI0 snmp trap-coobLeHuni.

16.6.2. KoHdurypauusa ysegomnenHnn o MAC-agpecax

1. Hactpoika rno6anbHo snmp.

HacTpowka pasmepa Tabnuubl uICTopum

NOo kDN

Ouunctka ctatmctukn MAC notification.

1.

Hactpowka rno6ansHoro MAC notification.
HacTponka nHtepana gns otnpasku MAC-yBegoOMNEHUNA.

HacTponka tnna nosywkn MAC-yBegOMNEHUI, NogaepXMBaEMbIX NOPTOM.
MpocmoTp koHUrypaumm n gaHHeix MAC-yBegomneHun.

HacTtponka rno6ansHoro snmp trap MAC notification.

KomaHpa

OnucaHue

FmoGanbHbIN pexum

KOHcpUrypuposaHusi

snmp-server enable traps mac-notification
no snmp-server enable traps mac-notification

BkrntovyaeT/BbikntovyaeTr  rnodanbHO

MAC notification

snmp

2. Hactpouika rmobaneHoro MAC notificati

on.

KomaHaa

OnucaHue

FnobanbHbIN peXxum

KOHUrypupoBaHus

mac-address-table notification
no mac-address-table notification

Bkniovyaet/Bbikntodaetr  rnobanbHo  MAC

notification

3.

HacTponka nHrepana gns otnpasku MAC-yBegoMneHuin.

KomaHpa

OnucaHue

FnobanbHbIN peXxum

KOHdUrypupoBaHus

mac-address-table notification interval <O-

86400>
no mac-address-table notification interval

Hactpoika wuHTepBana Ans  OTNpaBKku
MAC-yBegoMneHnn, KOMaHOa no
BOCCTaHaBMMBaeT HAaCTPONKM NO YMOMYaHMIo
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4.

HacTpoiika pa3smepa Tabnuubl UICTOPUMN.

KomaHpa

OnucaHue

FMo6anbHbIN peXxuM KOHUrypmpoBaHusi

mac-address-table notification history-size <0-
500>

no mac-address-table notification history- size

HacTtponka pasmepa Tabnuubl wncTOpUM,
KOMaHaa no BOCCTaHaBMMBAaET HAacTPOWKM Mo
YMOYaHUo

5.

HacTponka tnna nosywkn MAC-yBegOMNEHUI, NOgaepXMBAEMbIX NOPTOM.

KomaHpa

OnucaHue

Pexum KoHduUrypupoBaHusa nopTta

mac-notification {added | all | removed}

HacTtpovika wnm ctupaHue Tuna mnoOBYLUKU

no mac-notification MAC-yBegomMneHun, nogaep>xmeBaembix
nopTom
6. [NpocmoTp KoHdurypauum n gaHHbix MAC-yBegoMEHNN.
KomaHaa OnucaHue

Pexnm agpMunHucTpaTtopa

show mac-noatification summary MpocMoOTp  KOHdurypauum 1M OaHHbIX
MAC-yBegomrieHnn
7. OuwucTtka ctatucTtunkm nosywkn MAC-yBegoMneHunn.
KomaHaa OnucaHue
Pexnm agMmHucTpatopa
clear mac-notification statistics Ouuctka CTaTUCTUKM NOBYLLKM

MAC-yBegomMneHum

16.6.3. NMpumep MAC notification

IP-agpec ctaHumm ceteBoro ynpaenenust (NMS) 1.1.1.5, IP-agpec areHta 1.1.1.9. NMS
nonyunt Trap-coobuweHne ot areHTta. ([pumevanne: NMS MoOXeT yCTaHOBUTb MPOBEPKY

NOASIMHHOCTM B CTPOKY XapaKTep NOBYLLKN).
Mpouenypa koHdUrypaumm:

Switch(config)#snmp-server enable

Switch(config)#snmp-server enable traps mac-notification

Switch(config)# mac-address-table notification
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Switch(config)# mac-address-table notification interval 5
Switch(config)# mac-address-table notification history-size 100
Switch(Config-If-Ethernet1/0/4)# mac-notification both

16.6.4. YcTpaHeHne HeucnpaBHocten MAC-yBegomMneHumn

Y6eauTecb, 4TOo COOOLLEHME MOBYLIKM OTMPaBMSieTCs YCMelwHo komaHaouh show u
oTnaakon komaHabl SNmp.
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17. HACTPOUKA NMPOTOKOJIA MSTP
17.1. O6wume cBegeHnsa o MSTP

MSTP (Multiple STP) — HoBas peanusauua npoTokona spanning-tree, ocHoBaHHasa Ha
npotokonax STP u RSTP. OH paboTtaeT Ha nobbiIXx KOMMyTaTopax fokanbHbix ceTen. OH
BbluMcnseT obLuiee n BHyTpeHHee cBssytowee aepeso (CIST — common and internal spanning
tree) ons Bcen ceTun, KOTOPOE COAEPXKUT yCTporcTBa, nogaepxusatowme MSTP, STP n RSTP.
OH TaK e BblYNCISET He3aBUCUMbIE IK3EMMNSAPbI MHOXECTBa cBA3ylowmx gepesbeB (MSTI —
multiple spanning-tree instances) ans kaxgon o6nactm MST (MSTP domain). B MSTP
nucnonb3yetca agantupoBaHHasi Bepcust npoTtokona RSTP, obecneuvuBatowiero 6bICTpyHO
CXOAMMOCTb MpPU NOCTPOEHUN CBA3YIOLLErO AepeBa, NPy 9TOM OAHOMY U TOMY Xe 3K3eMnnsapy
cBA3ylollero pgepeBa MoOXeT OblTb conoctaBneHo MHoxectBo ceter VLAN. MSTP
obecneumBaeT pasnuuyHble MapLpyThl AMs nepefadn gaHHbIX U No3BonseT GanaHcuposaTtb
Tpadumk. bonee Toro, Tak kak MHoxecTBeHHble VLAN'bI UICNONb3YHOT OAMH U TOT XKe 3K3eMnnsp
ceasyowero gepesa, MSTP MOXeT ymMeHbliaTb KOMMYECTBO MOCTPOEHHLIX AEPEBLEB, YTO
No3BONSET YMEHbLUNTbL HAarpy3Ky Ha NPOLIECCOP M YMEHbLUUTb CryXeBHY0 NONoCcy Ha KaHanax.

17.2. PermoH MSTP

Tak kak ogHOMY 3K3eMnnspy CBA3ylwero gepesa MOXeT OblTb COMOCTaBfIEHO MHOXECTBO
VLAN, komuteT, paspabatbiBatowmin ctaHgapT |IEEE 802.1s npeanoxun passuTb KOHUENUMIO
MST. MST wucnonb3yetca ans npmeaskn KoHKpeTHoM VLAN K KOHKpPETHOMY 3K3eMnnspy
CBA3ylOLLEro Aepesa.

PervoHn MSTP coctont 13 O0OHOrO WAM  HECKONbKUX KOMMYTaTOpOB C OAMHAKOBbIM
ngeHtngpukatopom MSID (MST Configuration Identification) n nokanbHon cetn (KOHKpPETHbIN
KommyTaTop B pernoHe MSTP siBnseTcsa HasHadeHHbIM (designated) koMmyTaTopoM foKanbHOWM
ceTn, Ha KOMMyTaTopax, 3aKpensieHHbIX 3a JlokanbHOW ceTbto, NnpoTokon STP He paboTaer).
Bce kommyTtaTtopbl B ogHoM MSTP pervoHe umerot oguH MSID.

MSID cogepxuT Tpn atpmnbyTa:

o  KoHdurypaumoHHoe nms: coctonT 13 umdp u byks.
e Homep Bepcun.

o Kpatkoe onucaHme koHdpurypuposanus: Cetn VLAN, cooTBETCTBYHOLIME 3K3EMMNIIApPAM
CBA3yIOLLEero Aepesa.
KommyTaTopbl C O4MHAKOBbLIMW BbILLEONUCAHHBIMK aTpubyTaMy CYMTaKOTCA HaxoasawmMMmncs B
OAHOM pernoHe MST.

Korma MSTP Bbumcnsetr CIST B nokanbHOM ceTm € koMmyTatopamu, peroH MST
paccmaTpMBaeTCs Kak OgUH KOMMYyTaTop. PaccmMoTpum pucyHOK HUXeE:
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PucyHok 17-1. MNMpumep CIST u pernosa MST

Ha cxeme, ecnn B ogHOM koMMyTaTope ucnonedyetca STP, a B gpyrom RSTP, To nopT mexay
kommyTatopom M u kommyTatopom B pgomkeH Obitb 6GnokupoBaH. OpgHako, ecnn B
KoMMyTaTopax obnacTtu, BblgeneHHON NMyHKTMpPOM, ncnonbadyetcsds MSTP n ckoHdurypuposaH
OAWH 1 TOT e permoH MST, 1o npotokon MSTP OygeT cuntaTb 3TOT PEMMOH KOMMYTaTOpPOM.
MoaTomy BGrnokupoBaH oguH NOPT MexXay KOMMyTaTopoM B 1 KOpHEBbIM y3riOM; Kpome TOro,
6rokupoBaH oauH NopT KoMmmyTaTopa D.

17.2.1.1. Onepauun BHYTpU OQHOIO U TOro Xxe pernoHa MSTP

Ok3emnnap cedasyowero gepesa (IST) cBasbiBaeT Bce kommyTaTtopbl MSTP-pernoHa. Korga
IST cowencs, kopHeBoun y3en IST cTaHOBUTCA ynpasnaoLwmm y3rnom IST — B HEM HaxoauTcs
KOMMyTaTop C HaumeHbWwMM |ID-mocTa n MeTpmkon mapulpyTa k kopHeBomy y3ny CST. Ecnu B
CeTM umeeTcs TOMbKO OOUH PervoH, ynpasnswowun ysen IST ogHOBpEeMEHHO SBNAETCHA U
KopHeBbIM y3riom CST. Ecnin kopHeBon y3enn CST HaxoguTca BHE permoHa, ynpasrsowmm
yanom IST aensetcs oguH n3 kommyTtatopoB MSTP Ha rpaHuue permoHa.

Mpwn nuanymnanmsaumm kommytatopa MSTP oH nockinaeT naketel BPDU, B KOTOpbIX 00bABNAET
cebs kopHeBbIM y3nom CST n ynpaenaowmm ysnom IST, npyn 3TOM METPUKM MapLUpyTa K 3TUM
y3nam pasHbl Hynt0. Kpome Toro, KoMMyTaTop MHUunanuanpyet Bce cBou ak3emnnspbl MST n
o6baBnseT cebsa KOPHEBbLIM Y3rOM. Ecnn koMMmyTaTop NpuHMMaeT MHAOpMaLumio OT KOPHEBOIO
yana MST BepxHero ypoBHsi (C MeHbLMM ID-koMmyTaTopa, MEeHbLUEN METPUKON MapLupyTa
W T. O.), COXpaHEHHYO ANd nopTa, OH nepecTtaeT 00bsABNATL cebs ynpaensaowmm yanom IST.

B pervoHe MST ynpasnstowmii y3en IST aBnseTca eAUHCTBEHHbIM 3K3eMMsipOM CBA3YIOLLEro
Jepeea, KOTOpbLIN NpuvHMMaeT M nocbinaet naketbl BPDU. Tak kak naketel MST BPDU
cofepxat nHdopmMauuio obo BCcex aK3eMnnspax, YNCIo Takux MakeToB, KOTopoe Tpebyetcs
obpaboTaTb KOMMyTaToOpy ANS NOAAEPXKUM MHOXECTBa 3K3EMMNMSPOB CBA3YKLLEro Aepesa,
3HaUUTENbHO YMEHbLUAETCS.

Bce aksemnnspbl MST 0gHOro M TOro e permoHa COBMECTHO WCMOMb3YKT OAHW U Te Xe
Tanmepbl NPOTOKOMA, O4HAaKO Kaxabli ak3emnnsap MST nmeeT cBom cCOOCTBEHHLIE MAapaMeTpbl
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Tononorun, Hanpumvep, ID KopHEBOro KOMMyTaTopa, METPUKY MapLupyTa K KOPHEBOMY Y3y
nT. A

17.2.1.2. Onepauuu mexay permoHamm MST

Ecnu BHYTpM ceTn CcyLLecTBYeT HECKONMbKO PETMOHOB MMM B HEN YXKe CYLLLECTBYIOT KOMMYTaTopbI
802.1D, MSTP cospgaeT u obecnyxuaeT aepeBo CST, KoTopoe BKMoYaeT BCe pernoHbl MST n
BCE cyllecTByllmMe kommyTaTopbl ¢ STP B cetn. [na npeobpasoBaHust B gepeBo CST
ak3emnnspbl MST koMGuHupytoTes ¢ IST Ha rpaHuLe pervoHa.

Ok3emnnap MSTI aBnseTcs UCTUHHBIM TONBKO BHYTPY pernoHa MST. Bk3emnnap MSTI Hukorga
He coBepLUaeT HMKaknx gencTeun ¢ aksemnnsapamm MSTI gpyrux pernoHos MST. KommyTtaTopbl
B permoHe MST npuHumatrot naketel MST BPDU gpyrux permoHoB 4epes rpaHuyHble nopThbl.
OHn moryt TONbKO oOOpabaTtbiBaTb MHGOpMauuio, oTHocdAwytoca kK agepesy CIST, u
otbpacbiBatoT nHdopmaumo MSTI.

17.2.2. Ponv nopToB

Kommytatop MSTP npucBavBaeT nopTtam ponun, KOTOpble OHWM AOSMKHbI UrpaTb B NPOTOKOE
MSTP. Ponu noptoB aepesa CIST: Root Port, Designated Port, Alternate Port, Backup Port.

Kaxgbim nopt MSTI wvmeeT ewe ogHy ponb, 6onee BbiCLIEro MOpsgka, Yem
BblLLenepeyvmcneHHsle ponu: Master Port.

Ponu noptos B gepese CIST (Root Port, Designated Port, Alternate Port, Backup Port) — Ttakue
Xe, YTo 1 Npu npotokone RSTP.

17.2.3. BanaHcupoBKa Harpy3ku B MSTP

B pernoHe MSTP cetn VLAN moryT 6biTb NpUBA3aHbl K pasnuyHbiM 3K3eMMApam, 4To MOXeT
dopmMmpoBaTth pasnuyHblie Tononormun. Kaxabld sKk3eMnnidap HesaBucUMM Apyr OT gpyra u 370
Nno3BoSiieT UM MMeTb COBCTBEHHbIE aTpubyThl, TakMe Kak NpuopuTeT YCTPOMCTBA U METPUKY
nopra.

CneposatenbHo, cetn VLAN pasnnyHbIX 3K3eMMNNAPOB MMEKT CBOM COBCTBEHHbIE MapLUPYThI.
[nsa Tpaduka ceten VLAN Takum obpasom nogaepxmsaetca 6anaHcMpoBKa Harpysku.

17.3. KoHdourypuposaHue MSTP

=

BkntoueHne npotokona MSTP u ycTtaHoBka paboyero pexuma.
HacTtpoika napameTpoB 9K3eMNsipOB CBA3YIOLLErO AepeBa.
HacTponka napameTpos pernoHos MSTP.

HacTponka BpeMmeHHbIX napameTpoB MSTP.

HacTtponka cdyHkummn 6eictpon murpaumm MSTP.

HacTpoiika dhopmaTa nakeToB Ha MnopTy.

HacTpoika atpnbyToB CBA3YHOLErO AepeBa Ha NOpPTY.
HacTponka atpnbyToB snooping-kntoya ayTeHTMdukauuu.
Hactponka pexuma FLUSH gns nameHeHun Tononormm.

©®NOOAWD
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1.

BkntoueHne npotokona MSTP n yctaHoBKa paboyero pexuma.

KomaHpa

OnucaHue

PeXxuM rno6anbHOro KOHPUrypmMpoBaHUS U PEXUM KOH(PUIypUpoBaHUsi nopTa

spanning-tree
no spanning-tree

BkntoyeHwue/BbiknoyeHne MSTP

Pexum rmob6anbHoro

KOH(pUrypupoBaHus

[
spanning-tree mode {mstp|stp|rstp}

no spanning-tree mode

YcTtaHoBka paboyero pexuma MSTP

Pexum KoHdurypupoBaHusa nopTta

spanning-tree mcheck

MprHYanTENbHO YCTaHaBNMBAaET ANS NOpTa PEXUM
paboTkl no npotokony MSTP

2. Hactponka napameTpoB 3K3eMNNAPOB CBA3YIOLLEro AepeBa.
KomaHpga OnucaHue
Pexum rmo6anbHOro KoHdurypmpoBaHus

spanning-tree mst
<bridge-priority>

<instance-id> priority

no spanning-tree mst <instance-id> priority

Mo3BonsieT 3agaTb NpUopuTET KOMMyTaTopa
ANsi  yKa3aHHOro 3K3emnnsipa CBSA3YHLLero
aepesa

spanning-tree priority <bridge-priority>
no spanning-tree priority

MossonsieT HacTpouUTb npuopuTeT
CBA3YIOLLEro AepeBa Ha KOMMyTaTope

Pexunm KkoHdurypupoBaHusa nopTta

spanning-tree mst <instance-id> cost <cost>
no spanning-tree mst <instance-id> cost

[ns ykasaHHOro 9K3eMnisipa CBSA3YHLLEro
AepeBa MO3BONSIET YCTAHOBUTb  METPUKY
MapLupyTa K nopTy

spanning-tree mst <instance-id> port- priority
<port-priority>

no spanning-tree mst <instance-id> port-
priority

MosBonseT 3agaTb MNpuopuUTET MopTa Aans
yKasaHHOro 3K3eMmnsipa CBA3YHOLLErO AepeBa
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KomaHpa OnucaHue

spanning-tree mst <instance-id> rootguard [Ons ykasaHHOro akK3emnnsipa CBA3YHLLEro
AepeBa no3BonsieT 3agaTb  3aLUULLEHHbIV

no  spanning-tree  mst  <instance-id> -
kKopHeBon y3en. [lopTbl, AN  KOTOPbIX

rootguard
yCTaHoBneHa 3awuta, He MoryT ObiTb
npeobpa3oBaHbl B KOPHEBbIE MOPTbI OPYrnx
TMNOB

spanning-tree rootguard Ona Tekywero nopTta 3adaeT  pPexum

no spanning-tree rootguard 3aLUMLLEHHOro KOpPHEBOro nopTa B
ak3emnnspe CBA3YIOLLEro Aepesa.

CKOH1rypmpoBaHHbIN 3alUULLEHHBIN NOPT He
MOXeT ObITb Npeobpa3oBaH B KOPHEBOW NOPT
OpyrMx Tunos

spanning-tree [mst <instance-id>] loopguard | BkntoyeHune yHKUMN OTCAEXnBaHUS NeTNn B
KOHKpeTHOM 4vacTHoMm gdepese. Komanga NO

no spanning-tree [mst <instance-id>]
OTKITHOYaEeT OaHHYO (PyHKLUMIO

loopguard

3. Hactponka napameTpoB pernoHos MSTP.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

spanning-tree mst configuration Bxog B pexum KOHurypmpoBaHusi pernoHa
MSTP. Komanga NO BosBpaLiaeT 3HayeHue

no spanning-tree mst configuration
Nno YMOSYaHMio

Pexum koHdurypupoBaHusa permoHa MSTP

show lNMokasbiBaeT WHGOpMaUMIo O  TeKyLen
pabouyen cucreme

instance <instance-id> vlan <vlan-list> [Mo3BongaeT co3gaTb 3K3EMMNIISAP CBSA3YHOLLErO
OepeBa N YyCTaHOBUTb COOTBETCTBME MEXAy

no instance <instance-id> [vlan <vlan-list>] VLAN 11 3T¥iM 9K3eMnnsipom

name <name> lMo3BongeT 3agatb uMs permoHa MSTP
no name
revision-level <level> Mo3BongeT 3agaTtb Homep peBn3nn

no revision-level KOHGurypupoBaHus permoHa MSTP
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KomaHpa

OnucaHue

abort

Bbixog K3 pexuma  KOHUrypMpoBaHUA
permoHa MSTP w©n Bo3BpaT B pexum
rno6anbHoro KOHOMIypmnpoBaHus 6es
coxpaHeHus KoHdurypauumn pernoHa MSTP

exit

[Mo3BongaeT coXpaHUTb caenaHHbIe HaCTPONKM
permoHa MSTP, BbINTU U3 pexxMma HaCTPOMKM
permoHoB MSTP u BepHyTbCcA B rnodanbHbIn
PEXMUM KOHGUIyprpoBaHUs

no

OTmMeHa oOaHOM KOMaHAbI
nepBoHa4YarnbHOro 3Ha4YeHus

nnn ycrtaHOBKa

4.

HacTponka BpeMeHHbIX napameTpoB MSTP.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypuposaHus

spanning-tree forward-time <time>
no spanning-tree forward-time

lMosBonseT  3agaTb  Bpems
nepegayv Ha KOMMyTaTope

3aePXKKM

spanning-tree hello-time <time>
no spanning-tree hello-time

YcraHoBka BpemeHu Hello gna noceinkn
coobLeHnn BPDU

spanning-tree maxage <time>
no spanning-tree maxage

YcTtaHoBKU coobLLeHnn

BPDU

BPEeMEHN XN3HU

spanning-tree max-hop <hop-count>
no spanning-tree max-hop

YcTaHOBKa MakcUMarbHOIo Ynciia Xonos Ais
coobuwennn BPDU B pernoHe MSTP

5.

HacTponka cdyHkumnmn 6eictpon murpaumm MSTP.

KomaHpa

OnucaHue

Pexunm KkoHdurypupoBaHusa nopTa

spanning-tree link-type p2p {auto|force-
true[force-false}

no spanning-tree link-type

YcTaHoBKa TMna nuHUMK nopTta
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KomaHpa

OnucaHue

spanning-tree portfast [bpdufilter|
bpduguard] [recovery <30-3600>]

no spanning-tree portfast

Mo3BongaeT 3agaTtb NOPT, Kak rpaHn4YHbIn. Onums
Bpdufilter cnyxut gna otépacbiBaHUA NPUHATBIX
coobwennn BPDU. Onuma bpduguard
npueme coobuwenns BPDU 3akpbiBaeT nopT.
MapameTp NO BbIKMKOYaET pPeXuM NorpaHUYHOro
noprta, npoucxoauT npeobpas3oBaHue B MoOpT,
KOTOPbIN HE HAX0OMTCA Ha rpaHuLe

npw

6.

HacTponka ¢pbopmaTa nakeToB Ha NopTy.

KomaHpa

OnucaHue

Pexum KoHdurypupoBaHusa nopTta

spanning-tree format standard
spanning-tree format privacy
spanning-tree format auto

no spanning-tree format

Mo3BonsieT HacTpouTb dGopmaT nakeTa
ceBasyowero gepesa nopta. [pu Bbibope
onumnm standard naketr  COOTBETCTBYET
ctaHgaptam |EEE, npu onuumwuprivacy naket
coBmectum ¢ CISCO, auto os3HayaeT, 4To
dopmaT onpegenseTca No NPUHATOMY NakeTy

7.

HacTponka atpnbyToB CBA3YyHOLEro AepeBa Ha MopTy.

KomaHaa

OnucaHue

Pexunm koHdurypupoBaHusa nopTta

spanning-tree cost
no spanning-tree cost

Mo3BonsieT 3agaTb MeETpUKY MaplipyTa K
nopTy

spanning-tree port-priority
no spanning-tree port-priority

MosBonseT 3agatb NPMOPUTET NopTa

count-value>
no spanning-tree transmit-hold-count

spanning-tree rootguard Mo3BonseT yCTaHOBUTb MOPT, Kak He
no spanning-tree rootguard KOpHEBOM

Pexum rmo6anbHOro KOHUrypmpoBaHus
spanning-tree transmit-hold-count <tx-hold- | YcTtaHoBka MaKCMMarbHOro 3HaYeHuns

cyeTYMKa 3afepXKKu nepedayn Ha nopTy

spanning-tree cost-format {dotld | dot1t}

YcraHaBnuBaeT popmMaT METPUKM MapLupyTa
dot1d unun dot1t
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8. Hactponka aTpubyToB snooping-kntova ayTeHTUdUKaLmm.
KomaHpa OnucaHue
Pexum KoHduUrypupoBaHusa noprta
spanning-tree digest-snooping Mo3BongeT nopTy WCNOMb30BaTb  CTPOKY
no spanning-tree digest-snooping EZLeaHJ:g)”Ka”””N 5 ”apTHeB%Cc':ng)HaBn”;BpaT:T'

MCnosb3oBaHne CFeHepMpOBaHHOIZ CTPOKU

9. Hactpoiika pexuma FLUSH ona nameHeHun Tononoruu.
KomaHpa OnucaHune
Pexum rmob6anbHOro KoHdUrypmpoBaHus

spanning-tree tcflush {enable| disable|

protect}
no spanning-tree tcflush

Enable: cBssyoulee gepeBo cTpouTcsa cpasy
nNpv N3MEHEHUW TOMOJSIOTUN.

Disable: cBasyloLee oepeBo He CTPOUTCS Npwu
N3MEHEHMM TOMOMNOInN.

Protect: ceasylowee gepeBo cTpouTcsa pas B
0ecCATb CeKyHA.

KomaHga no BocCTaHaBnMBaET 3HA4YeHUe Mo
YMOJT4YaHUO — U3MeHeHne npm M3MeHeHuun
TonoJsornn

Pexunm koHduryp

MpoBaHusa nopTa

tcflush disable|

spanning-tree {enable|

protect}
no spanning-tree tcflush

Mo3Bongetr HactpouTb pexum flush ang
nopta. KomaHga no BoccTaHaBnuBaeT
ncnonb3oBaHne OBLWMX HACTPOEK pexunma Ha
yCTponcTBe
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17.4. NMpumep npumeHeHusa MSTP

KommyTtarop B Root-kommyTaTtop A
= =

5
— e —
- Vi Dl
7 7
Kommytartop D KommyTtartop C

PucyHok 17-2. Tunu4yHeii cueHapumn npyumeHerms MSTP

CoegnHeHna Mexay KoOMMyTaTtopamu MokasaHbl Ha pUCyHKe Bblwe. Bce kommyTaTopbl
pabotatoT B MSTP-pexnme no ymonyaHuto. X npnoputeTbl MOCTOB, NPUOPUTETLI NOPTOB U
CTOMMOCTb MapLUPYTOB ANS NOPTOB CTOAT MO YMOMNYaHuUto (paBHbl). MapameTpbl N0 yMonyaHuio
ANS KOMMYTaTOpPOB MOKa3aHa HUXe:

MUma MocTa SwitchA SwitchB SwitchC SwitchD
Bridge MAC Address | 00-00-01 00-00-02 00-00-03 00-00-04
Bridge Priority 32768 32768 32768 32768
Port Port 1 128 128 128
Priority

Port 2 128 128 128

Port 3 128 128

Port 4 128 128

Port 5 128 128

Port 6 128 128

Port 7 128 128

152

@ § QTECH

MUP LOOCTYMHEE



PykoBogcTteo nonb3oBatensa Cepusa QSW-4900

HACTPOWKA NMPOTOKOINA MSTP ™ wwwtechru |
Uma mocTa SwitchA SwitchB SwitchC SwitchD
Route Port 1 200000 200000 200000
Cost

Port 2 200000 200000 200000
Port 3 200000 200000
Port 4 200000 200000
Port 5 200000 200000
Port 6 200000 200000
Port 7 200000 200000

Mo ymonuyanuio npotokon MSTP cosgaeTt Tononormio gepesa ¢ KOPHEM Ha kKommyTaTope 1.

MopTbl, 0603HayYeHHbIE «X» MMelT cocTosHue discarding (6nokMpoBaHbl), Ha OCTarnbHbIX
nopTax nepegada paspeLueHa.

dTanbl HACTPOUKMU:
War 1. Hactporika npusasku noptos k VLAN:
e CosgaTtb VLAN 20, 30, 40, 50 Ha SwitchB, SwitchC n SwitchD.
e Hactpoutb nopThl 1 — 7 kak TpaHkoBble Ha SwitchB, SwitchC n SwitchD.
War 2. YctaHosutb SwitchB, SwitchC n SwitchD kak npuHagnexawmx ogHomy gepey MSTP:

e YcraHoBuUTb Ha SwitchB, SwitchC 1 SwitchD ogHo 1 To e nmsa permoHa, conagatoilee
c nmeHem gepesa MSTP.

e [lpuesszate VLAN 20 n VLAN 30 Ha SwitchB, SwitchC n SwitchD k ak3emnnspy
cBA3yloLLero gepesa 3.

e [Mpunncate VLAN 40 n VLAN 50 Ha SwitchB, SwitchC n SwitchD k ak3semnnsapy
cBsa3yloLlero gepesa 4.

War 3. HactponTtb SwitchC kak kopHEBOW KOMMYTaTOP 4115 IK3EMMIsipa CBA3YIOLLEro gepesa 3.
HacTtpouTb SwitchD kak kopHEBOM KOMMYTATOP AJ18 3K3eMMNIIsipa CBA3YOLEero gepesa 4:

e HacTtpouTb npuopuTeT KoMMyTaTopa ANSA 3K3emnnsipa CBA3ylllero gepesa 3 Ha
SwitchC kak 0.

e HacTtpouTb npuopuTeT KomMyTaTopa AN 3K3eMmnnsipa cBsA3ylllero gepesa 4 Ha
SwitchD kak 0.

[eTanbHasa KoOHUrypauus npusegeHa HUxe:
SwitchB:
SwitchB(config)#vlan 20
SwitchB(Config-Vlan20)#exit
SwitchB(config)#vlan 30
SwitchB(Config-Vlan30)#exit
SwitchB(config)#vlan 40
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SwitchB(Config-Vlan40)#exit
SwitchB(config)#vlan 50
SwitchB(Config-Vlan50)#exit
SwitchB(config)#spanning-tree mst configuration
SwitchB(Config-Mstp-Region)#name mstp
SwitchB(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchB(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchB(Config-Mstp-Region)#exit
SwitchB(config)#interface e1/0//1-7
SwitchB(Config-Port-Range)#switchport mode trunk
SwitchB(Config-Port-Range)#exit
SwitchB(config)#spanning-tree
SwitchC:
SwitchC(config)#vlan 20
SwitchC(Config-Vlan20)#exit
SwitchC(config)#vlan 30
SwitchC(Config-Vlan30)#exit
SwitchC(config)#vlan 40
SwitchC(Config-Vlan40)#exit
SwitchC(config)#vlan 50
SwitchC(Config-Vlan50)#exit
SwitchC(config)#spanning-tree mst configuration
SwitchC(Config-Mstp-Region)#name mstp
SwitchC(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchC(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchC(Config-Mstp-Region)#exit
SwitchC(config)#interface e1/0//1-7
SwitchC(Config-Port-Range)#switchport mode trunk
SwitchC(Config-Port-Range)#exit
SwitchC(config)#spanning-tree
SwitchC(config)#spanning-tree mst 3 priority 0
SwitchD:
SwitchD(config)#vlan 20
SwitchD(Config-Vlan20)#exit
SwitchD(config)#vlan 30
SwitchD(Config-Vlan30)#exit
SwitchD(config)#vlan 40
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SwitchD(Config-Vlan40)#exit

SwitchD(config)#vlan 50
SwitchD(Config-Vlan50)#exit
SwitchD(config)#spanning-tree mst configuration
SwitchD(Config-Mstp-Region)#name mstp
SwitchD(Config-Mstp-Region)#instance 3 vlan 20;30
SwitchD(Config-Mstp-Region)#instance 4 vlan 40;50
SwitchD(Config-Mstp-Region)#exit
SwitchD(config)#interface e1/0//1-7
SwitchD(Config-Port-Range)#switchport mode trunk
SwitchD(Config-Port-Range)#exit
SwitchD(config)#spanning-tree
SwitchD(config)#spanning-tree mst 4 priority 0

Mocne onuncaHHOM Bbile HAcTpowkn, SwitchA ByaeT KOpHEBbIM KOMMYTaTOpPOM 3K3emnnsapa
ceasytowlero gepesa 0. B pernoHe MSTP, k koTtopomy oTHocaTes SwitchB, SwitchC n SwitchD,
SwitchB saBnseTcst KOpHEBBIM KOMMYTaTOPOM perMoHa Ans ak3emnnspa ceasyoLlero aepesa 0,
SwitchC aBnseTcs KOpHEBbIM KOMMYTaTOPOM perMoHa Asis aK3emnnsipa CcBa3yloLlero gepesa 3
n SwitchD gBnseTca KOpHEBLIM KOMMYTATOPOM peroHa Ans 3K3emnnsgpa CBA3YLEero
nepesa 4. Tpacduk VLAN 20 n 30 nepegaetcsa yepes3 TOMNOMOMMIO 3K3eMMsdpa CBA3YOLErO
nepesa 3. Tpadumk VLAN 40 n 50 nepepnaetcs Yepes TOMOMOIMMIO 3K3EMMApa CBA3YIOLLEro
nepesa 4. Tpaduk c octanbHblXx VLAN nepenaetca Yepes TONOOMMIO 3K3emnnsipa CBA3YyHLWEro
aepesa 0. MopT 1 Ha SwitchB aBnsieTca ynpaBnsAloLwWMM NOPTOM ANS 3K3EMMIISIPOB CBA3YHOLLMX
nepesbeB 3 1 4.

MpoTtokon MSTP nyTemM BblMMCIIEHUA TeHepupyeT 3 TOMOMOrMn: 3K3EMMNSAPOB CBA3YOLLNX
nepesbeB 0, 31 4. MNopTbl, 0603HAYEHHbIE «X» UMEIOT cocTosiHMe discarding (6riokuposaHbl). Ha
ocTanbHbIX NopTax nepefaya paspeLueHa.
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KommytatopB_

Root-kommyTarop A

—>
o

7

PucyHok 17-4. Tononorus ak3emnnsapa ceasyloLero gepesa 3 nocne sbluncneHns MSTP
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KommyTarop B

7

PucyHok 17-5. Tononornsa sk3emnnspa ceasytowero gepesa 4 nocne sbluncrneHns MSTP

17.5. YcTpaHeHue HencnpaBHocTten MSTP
[ns Toro, ytobbl NnpoTokon MSTP Ha nopTe cmor paboTtaTth, MSTP gomkeH GbITb BKNOYEH B
pexume rnobanbHOro KOHMUNypUpPOBaHUS.
Tak kak napameTpbl MSTP B3anmocBsi3aHbl, OHM [OOSDPKHbI COOTBETCTBOBATb CREAYHLLMM
TpeboBaHMsM:

o 2x(Bridge_Forward Delay — 1,0 cekynga) >= Bridge_Max_Age,;

e Bridge Max_Age >= 2x(Bridge Hello_Time + 1,0 cekyHaa).
B npoTtuBHOM cny4dae npotokon MSTP moxeT paboTaTb HENpPaBUbLHO.

Ecnn nonb3oBatenn nameHnnm napametpbl MSTP, oHM JOMmKHBI yOOCTOBEPUTLCA B TOM, YTO
NM3MeHeHbl 1 Tonosnornn. Hactporikn rmo6anbHOro pexnma KOHOUrypupoBaHUS BbIMNOSHAOTCA
anst kommyTtatopoB. OcTanbHble HACTPOWKM BLIMOJTHAKTCA ANt OTAESNbHBIX 3K3EMMNSPOB
CBA3YHOLLIEro Aepesa.
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18. HACTPOUKA QOS
18.1. O6wume cBeaeHus o QoS

QoS (Quality of Service — ka4yecTBO cepBuca) — Habop BO3MOXHOCTEN KOTOPbIE NO3BOMSIOT
co3gaBaTb pasfeneHHble Nosfochbl ANs nepedaBaeMblXx MO CETM AaHHbIX, TEM CaMbiM
obecneyrBas nyyLnii cepeuc anst BblbpaHHoro ceteBoro Tpadmka. QoS — rapaHTus kayecTea
nocregoBaTenbHOM M MNpeAackasyeMon nepedadn gaHHbiX ans obecneveHus TpeboBaHMN
nporpammMm. QOS He co3gaeT AOMONHUTENBHOW MONochl nepegayn, Ho obecneunBaeTt Gonee
achbdpekTnBHOE ynpaBneHne nonocoM B COOTBETCTBUM C TpeboBaHMAMWU NPUNOXEHUA W
NONMMTMKOWN yNpaBfeHnsa CeTbio.

18.1.1. Tepmunbl QoS

Qo0S: «kayecTBO cepBuca, obecrneyeHue rapaHTMPOBAHHOMO KayecTBa cepBuca [Ans
nocrnegoBaTenbHOW W MNpeackasyeMoil nepenayn [AaHHbIX W BbINOMHEHWA TpeboBaHun
nporpamm.

HomeH QoS: npomeH QoS nogaepxueaeT ycTtponcTBa ¢ QoS ana opmupoBaHnsa ceTeBom
Tononornn, kotopas obecneynT Ka4ecTBO cepBuca. Takasi TONONOrnst HasblBaeTcs LOMEHOM
QoS.

CoS: knacc cepBuca — KraccudukaumoHHasa nHpopmaums, nepegasaemas ppenmamm Q Ha
BTOPOM ypoOBHe. 3aHumaeT Tpu 6uta nons Tag B 3aronoBke perima N Ha3biBaeTCH YPOBHEM
Nnonb30BaTeNbLCKOro npuoputeTa B AnanasoHe ot 0 oo 7.

Layer 2 802.1Q/P Frame

Preamble |Startframe | c pa|mac-sa| Tag | PT | Data | Fcs
delimiter

A

3 6buta ucnonbayoTces ans CoS
PucyHok 18-1. MNprnoputeTbl Knacca cepsuca

ToS: tmn cepsuca. OgHoGanToBOE Nnone, nepegaBaemMoe B 3arofioBke naketa IPv4 Ha TpeTbemM
ypoBHe AN ob6bsaABneHus Tuna cepsuca |P-naketa. 3HadveHnem nonst ToS moxeT ObiTb
npuoputeT IP (IP Precedence) unu sHadenne DSCP.

Layer 3 IPv4 Packet

Version

DS Field | Len | ID |Offset| TTL | Proto | FCS | IP-SA | IP-DA | Data
HeadlLen

A

—— [P precedence (3 6uta) unn DSCP (8 6uT)
PucyHok 18-2. MNpuoputeT ToS

IP Precedence: npuoputeT IP. KnaccudukaumoHHas wHdopMauusa, nepeparowiasca B
3arofioBKe NakeTa TPeTbero YpoBHS, 3aHMMaLwas 3 6uta n Morywias NpuHMMaTh 3HaYeHNst OT
Opo7.

DSCP (Differentiated Services Code Point): Kogbl pasgeneHHblX CEepBUCOB,
KnaccudumkaumoHHas MHMKNaccugukaumoHHas WHGopMaums, nepefarolascs B 3arofioBke
IP-nakeTa TpeTbero ypoBHS, 3aHMmaeT 6 OuT, umeeT 3HaveHne oT 0 go 63 m obpaTHO
coBMecTuMa c npunoputeTtom IP.
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MPLS TC(EXP): none MPLS o3HavaeT knacc obcnyxmnBaHus, umeet 3 buta ans gnanasoHa ot
Opo7.

Layer 2.5 MPLS Packet

MAC-DA | MAC-SA | Tag Ox:;47 Label Tcr;fsf'sc S bit | TTL

L Traffic Class (3 6uta)

Internal Priority: BHYTPEHHMI MPUOPUTET, yCTaHaBMMBaeMbl NPOLECCOPOM KOMMyTaTopa.
BO3MOXHbIV Ouanas3oH 3HadYeHUn 3aBUCUT OT Tuna npoueccopa. CokpalieHHo — Int-Prio unu
IntP.

Drop Precedence: npuoputeT cbpoca. Npu obpaboTke nakeToB nepsBbiMU COpachkiBalOTCS
naketol ¢ ©GonbwnMm npuoputeTom cbpoca. Mmeet 3Havenne O wnu 1. CokpalleHHO
obo3HavaeTcs Drop-Prec nnn DP.

Classification: ocHoBHOe HasHayeHuMe MexaHu3ma QOoS, knaccuduumpyeT nepegaBaemMble
nakeTbl B COOTBETCTBUM C KraccudUKaLMOHHON MHOpMaLMEN, coaepXallencsa B naketax u
cnuckamm koHTponsa goctyna (ACL).

Policing: gencrene mexaHnsma QoS Ha BXoe, KOTOpoe yCTaHaBnMBaET NOMMTUKM Tpaduka n
ynpaensaeT KnaccnmumpoBaHHbIMUK NakeTamu.

Remark: gencremne mexaHnama QoS Ha Bxofe, BbIMOSHAKLLEE NPONYCK, OCTaHOBKY Unn copoc
nakeTa B COOTBETCTBMM C NONMTUKAMM Tpadomka.

Scheduling: genctene mexaHnama QoS Ha Bbixoge. [lobaBnsieT nakeTbl B COOTBETCTBYHOLLME
ncxoasilume odepeamn. OCHOBLIBAsiCb Ha BHYTPEHHeM npuoputeTe. VI npuHMMaeT pelueHue o
nocblinke mnm cbpoce nakeToB B COOTBETCBMM C NpUoputeToM cbpoca, anropuTMOM MOCHISKA U
Ba)XHOCTbIO COOTBETCTBYIOLLIEN OYEPEAN B UCXOASILLLEM MOTOKE.

In-Profile: Tpacdduk B pamkax nonutnkm QoS (noroca NpornyckaHWs unu OONOMAHUTENbHON
noniocomn) HasbiBaeTcs In-Profile.

Out-of-Profile:  Tpaddumk B pamkax nonutnkn QoS (Nonocbl NponyckaHus — WUnu
AonosniHuTensHon nonockl) HasbiBaeTcst Out-of-Profile.

18.1.2. Peanusauuma QoS

[1ns BbINONHEHMST HA KOMMYyTaTope nporpamMmmMHoro QoS Heo6xo0aNMMO PacCMOTPETbL OCHOBHYIO
6asoByto mogenb. QOS He co3gaeT HOBOM MOMOCHI B KaHame, HO MOXET MaKCMMarnbHO
noacTpamBaTb KOHUIypaumuio TEKYLLINX KaHalbHbIX pecypcoB. [onHasa peanusauusa QoS gaet
BO3MOXHOCTb MOSIHOCTbID YNpaBnsaTb ceTeBbIM TpadukoM. Hwmke, Kak MOXHO TOuYHee,
onunceliBaeTca cam npuHuun QosS.

Cneundukaums nepegaydm gaHHbIX B I[P NOKpbIBaeT TONbKO agpecaumio U CEPBUCHI MCTOYHMKA
N NPUEMHMKA N, KOHEYHO, KOppeKuMo nepefayy nakeToB C NMOMOLLbIO NPOTOKOSOB 4 YPOBHS
mogenu OSI| u Bbiwe, Takmx kak TCP. OpgHako, B GonblMHCTBE criydaeB npotokon [P
ncnonb3yet MakCMManbHO BO3MOXHYKO MPOMYCKHYK CMOCOBHOCTb BMECTO MexaHu3ma
noaaepXkM 1 3almTbl NONOChl NAaKeTHOM Nepefaydn. ATo NPUMEHNMO A5 TaKMX CEPBUCOB Kak
noyra u FTP, HO nNpu yBennyeHuu nepefadn MyrbTUMEOUAHbIX KOMMEPYECKUX OaHHbIX W
9NEKTPOHHbIX BU3HEC-CepBUCOB, METOA MaKCUManbHOW 3arpy3kM HE MOXET YAOBMEeTBOPUTb
TpeboBaHMst HEOOXOONMOW NMOSOCHI N HA3KUX 3aEpXKeK.

Basupysce Ha pasnuyHbix meTogax, QoS onpegenseT NpUOpUTET ANA KaXAOro BXOAALLEro
naketa. KnaccugukaumoHHas nHpopmauus coaepxmtca B 3aronoBkax IP-naketoB TpeTbero
ypoBHS 1 B 3aronoBkax dperimoB 802.1Q BToporo ypoBHs. QoS obecneumBaeT O4MHAKOBbLIN

159

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo nonb3oBatensa Cepusa QSW-4900

HACTPOWKA QOS W

cepBUC Ans NaKkeToB OAMHAKOBOro npuopuTeTa, B TO BPEMS KakK ANs NakeToB C
pasnuyarLLMMUCS NpuopuTETaMU NpeanaralnTcs pasnuyatopmecs onepaumn. MapwpytusaTtop
“nuM KoMmyTaTop, noadepxusarwlume cepsuc QoS, moryT obecneunBaTtb pasnMyHyo Mosiocy
nepefayv B COOTBETCTBUM C Kraccudukaumen naketo, nomeyaTb NakeTbl B COOTBETCTBUN C
CKOH(pMrypupoBaHHbLIMU NONMUTUKaMK, a Takke cOpacbiBaTb HEKOTOPbIE HU3KOMPUOPUTETHbIE
nakeTbl B Cry4ae neperpysku nomockl nepegadu.

KoHdurypauma QoS sBnsietca rnbkon, Gonee npocTOM WM CROXHOW B 3aBUMCMMOCTU OT
TONOJSIOMMN CETU M YCTPOMCTB, a TakkKe rnyObuHbl aHanu3a Bxoasiero/mcxogsilero Tpaduka.

18.1.3. BasoBasa mogenb QoS

basosas mogenb QoS coctouT 13 4 yacten: Knaccudukaums, lNpumeHeHmne nonutuk, NomeTka
n [naHvpoBaHne, rAe kKnaccudukaumsi, nNPUMEHeHMe NONMUTUK U MNOMEeTKn —
nocrneaoBartenbHble OENCTBUSA Ha BXode, a paboTta ¢ ouepeasamMm 1 nnaHMpoBaHne — OeNCTBUS
QoS Ha Bbixoge.

@ M ( )
Ingress Egress
YcraHoBka OxpaluvBaHve
Internal Priority naKeToB
Classification > Policing » Remark » Scheduling
CoprypoBka BxoAsLLero PelueHue 0 MexaHu3ame O6paboTka nakeTos MoMeLLeHne nakeTa B
TPachka B 3aBACUMOCTM oKpalumMeahus, Single COFNacHo WX LBeTY: o4epefb COrMacHo ero
OT MexaHusma bucket dual color unu Dual transmit, drop, remark. Internal Priority 1
Knaccupukaumi. bucket three color, B Remark noapasymesaet nocneaytowas o6pabotka
HasHa.qe.)HMe Internal 33BUCUMOCTH OT nepeMapKUpOBKy NaKeTos, ovepeau B COOTBETCTBUM C
pricrity u Drop BLINONHEHHO HACTPOKA n3meHeHwe noneit DSCP, HaCTPOEHHLIM
precedence ToS, CoS. anropuTMoMm
. J . /

PucyHok 18-3. basoBast mogenb QoS

Knaccudmkauma: knaccudpmumpyet Tpadmk B COOTBETCTBMM C  KraccudmKaumoHHOM
MHPOpMaLmMen NakeToB U reHepupyeT 3HaYeHWe BHYTPEHHero npuopuTeTa, OCHOBAHHOE Ha
KnaccumkaumoHHon  unHdopMmaumun. [Ons  pasnuyHblX TUMNOB MaKeToB  Kraccuukaums
obecneymBaeTcs pasnmMyHbIM 06pa3om. CxemMa HKe NOoKa3biBaeT 3TO.

MpumeHeHMe NONMMUTUK M MOMEeTKa: KaXAbli MakeT B KrnaccuduUMpPOBaHHOM BXOASLLEM
Tpachmke nonyyaeT 3HAYeHWe BHYTPEHHEro MpuopuTeTa M MOXET [arnee noAaBepraTbes
[JEeVCTBUIO MONMUTUK U NoMeyaTbCs.

MpuMeHeHne nonMTUK MOXET ObiTb BBINOMHEHO Ha MOTOKe AaHHbIX Ans obecneyeHus
pasnMyHON NOMOChkI NPOMyCKaHUA AN pas3nUYHbIX Knaccos Tpaduka. HasHayeHHasa nponyckHas
nonutuka MoxeT OblTb «OAHa KOp3nHa-ABa useTa» (single bucket dual color) nnn «ase
Kop3uHbI-Tpu uBeTa» (dual bucket three color). Tpaduky npucBamBaloTCAa pas3nuyHblie LBeTa 1
B COOTBETCTBMU C HUMM OH MOXET cbpacbiBaTbCs Mnm nponyckaTbes. K nponyLeHHbIM nakeTam
NPUMEHSIETCST OEeNcTBME MOMETKM, KOorgaa nakeTy HasHayaeTcsi HOBLbINM, ©onee HU3Kui
BHYTPEHHUIA NPUOPUTET ANSA 3aMeHbl CyLLeCTBOBaBLUEro paHee Goriee BbICOKOTO BHYTPEHHENO
npuoputeta. lMons COS u DSCP 6yoyT mMoauduuMpOBaHbl B COOTBETCTBMM C HOBbLIM
BHYTPEHHUM NpUOpUTETOM Ha Bbixode. Cneaytollas cxema onucbiBaeT 3TU onepauun.
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Y

Y

Set the packet COS as
the default ingress
COS(*4)

DSCP-to-DSCP
DSCP-to-Int-Prio
DSCP-to-Drop-Prec
Conversion according to the
packet DSCP

A

COS-to-Int-Prio
COS-to-Drop-Prec
conversation according
to the COg value (*5)

Y

!

EXP-to-Int-Prio
EXP-to-Drop-Prec
conversation according to
the packet MPLS EXP value

Set the packet COS field
equals Int-Prio

Y

Enter the
policing flow

PucyHok 18-4. Npouecc knaccudukauymm

3amevaHune 1: 3HavyeHme CoS paccumTbiBaeTCS UCXOOS M3 CBOWCTB NMakeTa U HMKAK HE CBSI3aHO

CO 3Ha4YeHneM BHYTPEHHEro npunoputeTa, nosfiy4eHHbIM A4 NoToKa.

3amevaHne 2: ecnv 0gHOBPEMEHHO CKOHGUryprpoBaHbl npoeepka DSCP n CoS, 1o nproputeT
DSCP BaxHee COS.

QTECH
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Whether configure
the policing policy

M | Decide the packet color and
action according to the policy

The specific color Drop

ection

Select one or several option of the following:
Set COS: Set L2 COS filed of the packed
Set Int-Prio: Set internal prionty of the packet

Set Drop-Prec: Set drop precedence of the
packet
Set DSCP/TOS: Set DSCP or TOS filed of the

packet
I h 4

( Enter scheduling ) ( [;;(::F;gt\: )

PucyHok 18-5. Npouecckl PerynnpoBaHus 1 NnoMeTKn

3ameyvaHne 1. BHyTpeHHUIN npuoputeT BydeT CKpbIT NOCNe YCTaHOBKU. YCTaHOBKA
BHYTPEHHEro NpuoputeTa Ha Tpaduk C onpeaenieHHbIM LBETOM NOKPbIBAET YCTAaHOBKY
BHYTPEHHErO NpuoputeTa Ha TpaduK, He CBA3AHHbIN C LIBETOM.

3ameyaHne 2. COpoC BHYTPEHHErO NpUopmUTETa NAKETOB OCYLLIECTBMSETCA B COOTBETCTBUM C
KapTon npeobpa3oBaHns «BHYTPEHHWUI NPUOPUTET - BHYTPEHHUI npuoputeT» (IntP-to-IntP).
Mpun KNaccmdpukaumm NOToKa BHYTPEHHWUIA NPUopUTET BepeTcs OT MCTOYHUKA UK
yCTaHaBnMBaeTCa AeNCTBUAMU, HE CBA3AHHLIMU C LIBETOM.

Pa6ota c ouepeasAMM U NraHMpOBaAHME: CyLECTBYeT BHYTPEHHUA npuoputeT AOns
NCXOOALMX NaKeToB, B COOTBETCTBUM C HUM MfaHWpyeTcs pacnpefernieHve MakeToB Mo
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oyepeasM C pasnuyHbIM MPUOPUTETOM M NakeTbl MOCLINATCA B COOTBETCTBUN C BECOBLIM
npuopuTeTOM oyepean U npuopuTeTom cbpoca. Cnegyolias cxema onucbiBaeT onepaumm

naHMpoOBaHKs.
C Start >

MPLS
packet("0)

Remark DSCP and L2 COS Remark EXP field of the

fields of the packets .
according to Int-Prio-to-DSCP [ Inﬁgﬁ.“;ﬂ:&‘%ﬂgﬂ o
Int-Prio-to-COS mapping(*1) PPINg

l

Select queue according to
Int-Pric-to-Queue mapping

lﬂueue Mumber

Read the buffer value
according to the queue
remove algorithm, the packet
drop priority and the egress
queus

Buffer
available

Place the packets into the
specified queue, and forward

the packets according to the
weight priority

¥
- Drop the

PucyHok 18-6. Npouecchl NNaHUpOBKU U yMpaBreHnsa odepeaamu
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18.2. KoHdurypupoBaHue QoS

1. KoHurypupoBaHue kapTbl KIaccos.

YcTaHaBnmnBaeT krnaccudukaunmoHHble npaeuna B cooteBetctBum ¢ ACL, CoS, VLAN ID,
npuoputeTom IPv4, DSCP u IPv6 FL gns knaccndukaumm notoka gaHHbIX. PasnuyHble knaccehl
NMOTOKOB AaHHbIX 06pabaTbiBalOTCS NO pasHbIM NONTUKAM.

2. KoHdurypupoBaHue kapTbl NOMUTHUK.

Mocne KJ'IaCCI/Id)I/IKaLl,I/II/I NOTOKa AOaHHbIX MOXET ObITb co30aHa KapTa MOJINTUK, Ana CBA3N C
KapTOIZ KflaccoB, CO34aHHON paHee n BXo0OOM B peXum Krnacca. Toraa pa3rnnyHble MOJINTUKKN
(TaKI/Ie KaK orpaHm4eHune rnornocbl, NOHMXeHne npunopmuteta Ha3HaydYeHnem HOBOro 3Ha4veHusA
DSCP) MOTYT NPUMEHATBLCA OANA PA3NTIMYHbBIX NOTOKOB AAHHbIX. Takke MOXHO onpenenntb Ha6op
NOJTNTUK, KOTOPbIE MOTYT NPUMEHATLCA ANA HECKOJNTbKNX KNacCOB B KapTe NOJINTUK.

3. MpumeHeHne QoS Ha nopTty unu VLAN-uHTepdeice.

KoHpurypupoBaHue goseputenbHoro pexvma (trust mode) Ha nopTy unuv npuesiaka NOMUTUK K
nopty. Monutnkn GyayT 3agencTBOBaHbl Ha NOPTY TOMNBKO eCnin OHWM ByayT NpPMBA3aHbl K HEMY.
Monutnkn Tak xe Moryt ObiTb MNpuBa3aHbl K onpegeneHHomy VLAN. He pekomeHnpyetcs
O[JHOBPEMEHHO Mcnonb3oBaThb KapTy nonutuk Ha VLAN 1 Ha ee nopTtax, B MPOTUBHOM criyyae
npuopuTeT KapTbl NONIMTUK Ha NOpTy ByaeT Bbille.

4. KoHdurypupoBaHue anroputma ynpasneHust ouepeasamu.

KoHurypvpoBaHme anroputma ynpasreHus odYepeasiMy, Takoro kak sp, wdrr n Apyrux.
KoHdburypupoBaHue pacnpegenennsa QoS.

KoHdpurypuposaHue pacnpegenerus ns CoS s DP, nsa DSCP B DSCP, u3 IntP B DSCP.

1. KoHdurypmpoBaHme KapTbl KIaccoB.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHdurypmpoBaHus

class-map <class-map-name> CosgaHve KapTbl KIacCoB M BXO4 B
pPEeXMM KapTbl KNaccoB; KOMaHga «no
class-map <class-map-name>» yganset

yKasaHHyt0 KapTy KrnaccoB

no class-map <class-map-name>

match {access-group <acl-index-or-name> | ip
dscp <dscp-list>| ip precedence <ip-precedence-
list> | ipv6 access-group <acl-index-or-name> |
ipv6 dscp <dscp-list>| ipv6 flowlabel <flowlabel-
list>|vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip precedence
| ipv6 access-group | ipv6 dscp | ipv6 flowlabel |
vlan | cos}

YcTaHOBKa COMMNacoBaHHbIX KPUTEPUEB
(knaccndmkaums notoka gaHHbIx no ACL,
CoS, VLAN ID, npuoputetom IPv4, IPv6
FL v DSCP, n 1.4.) And KapTbl KNAccoB,;
koMmaHga No ypanseT onpeaeneHHbINn
CornacoBaHHbIA KpUTEPUNA
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2. KoHdurypupoBaHue kapTbl MOSIUTHUK.
KomaHpa OnucaHue
Pexxum rmob6anbHOro KoHcurypmpoBaHus
policy burst {1 | 2} <committed-burst-size> CospaHue npocuns orpaHuyeHus
BCI1EeCKOB Tpadhduka ans

nocnenyroLen HacTporku policier

policy-map <policy-map-name>
no policy-map <policy-map-name>

CosgaHuve KapTbl MNONMNTUK W BXO4 B
peXnM KapTbl MNOJNIMTUK,; KOMaHOa NO
yoanaeT onpeneneHHyr KapTy NoJINTUK

class <class-map-name> [insert-before <class-
map-name>]

no class <class-map-name>

Mocne co3pgaHus KapTbl MONUTUK, ee
MOXHO CBS3aTb C Kraccom. PasnnyHble
MOSINTUKN MK HoBble 3HadeHnss DSCP
MOryT ObITb MPUMEHEHbI K Pa3iMYHbIM
NnoToKkam [aHHbIX B PEXMMe Kinaccos;
komaHga NO ypansieT onpegeneHHbIN
Knacc

set {ip dscp <new-dscp> | ip precedence <new-
precedence> | internal priority <new-inp> | drop
precedence <new-dp> | cos <new-cos>}

no set {ip dscp | ip precedence | internal priority |
drop precedence |cos}

MpucBaunsaet HOBbIV BHYTPEHHUIA
npuoputet KknaccuunuMpoBaHHOMY
Tpadmky; KomaHga NO  oTmeHsieT

Ha3Ha4yeHMe HOBOW BENUYMHbI

Policy <CIR_Kbits_per_second>
<bucket_size profile_ID>

burst-group

no policy

KoHpurypaums NONNTUKN ans
KraccnuumpoBaHHOro noToka.
OTaenbHble KOoMaHabl NOMAUTUK

nogaepXxuBatroT Tpu useTta. AHanuaunpyet
pabounn pexum BUPTYanbHON KOP3MWHbI,
9TO MOXeT OblTb 0O4Ha CKOPOCTb — OAHa
KOp3uHa, 0gHa CKOPOCTb — [BE KOP3MHBbI,

OBE€ CKOPOCTM — [OB€  KOP3WHbI.
YcTaHaBnuBaeT COOTBETCTBYHOLLME
OEWCTBUST  ANs  pasfuyHbIX  LIBETOB

naketoB. KomaHga NO ypansiet pexum
KOHoMrypaumm
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KomaHpa OnucaHune
accounting YcTaHoBKa (OYHKUMM CTATUCTUKM  Ans

KnaccudpuumpoBaHHoro Tpaduka. lNocne
BKMOYEHNA 9TON YHKUMM B pexnme
NOSNUTUKN Knaccos, pobaenset
cTaTUCTUKY Tpadmka no KapTe NONUTUKK
Knaccos. B pexume o0OHOW KOP3WHbI
nakeT MOXeT ObITb TONbKO 3eMeHbIM Unn
KpacHbIM Mpu NpUMEHEHUN NONUTUKK. B
BbIBOAMMOW WHdopmaumn OyaoyTt aea
uBeTa (KpacHbli 1 3eneHbin) nakeTos. B
pexume OBYX KOp3uH ©yayT Tpu uBeTa
(3eneHbln, KpaCHbIN 1 XXENTbIN) NaKeToB

no accounting

Pexum KoHcUrypaumm kapTbl NOSIMTUK KNAcCoB

drop CbpacbiBaeT vnu nepegaeT TpaduvK B

no drop JaHHoM knacce. Komanga NO otmeHsieT
_ NPUCBOEHHYHO PYHKLIMIO

transmit

no transmit

3. [lNpumeHenne QoS Ha nopty nnn VLAN-uHTEepdece.

KomaHaa OnucaHue

Pexum koHdurypupoBaHus uHtepcenca

mls qos trust dscp KoHdurypupoBaHue OOBEpPUTENBHOIO
nopta. Komanga NO OTMeHsieT TekyLmi

no mis gos trust dsc
q P pPEeXuM LOBEPUTENbHOCTU Ha NOPTY

mis gos cos {<default-cos>} KoHdurypaumss  3HadeHus CoS no

no mis qos cos ymonuyaHumio Ha nopty; komaHga NO
BOCCTaHaBnvBaeT 3HayeHne no
YMOJYaHNIO

service-policy input <policy-map-name> MpumeHsieT KapTy NONNUTUK K

KOHKpeTHoMy nopTty; Komanga NO
yoansetr  COOTBETCTBYIOLLYD  KapTy
NONUTUK, NPUMEHEHHYID Ha  MNOPTY.
BbixogHass kapTa MOMMTUK MoKa He
nogaepxuBaeTcs

no service-policy input <policy-map-name>
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KomaHpa OnucaHue

Pexxum rno6anbHOro KoHUrypmpoBaHus

service-policy input <policy-map-name> vlan | [pyuMeHsieT KapTy NONUTUK K
<vlan-list> KoHkpeTHoMy VLAN-uHTepdency.
KomaHnga NO ynanset
COOTBETCTBYIOLLYHO KapTy MOMUTUK,
npumeHeHHyto Ha VLAN-nHTepdence

no service-policy input <policy-map-name> vlan
<vlan-list>

4. KoHurypupoBaHue anroputMma ynpasneHus odyepeasmu.

KomaHpa OnucaHue

Pexum KoHduUrypupoBaHusa nopTta

mis gos queue algorithm {sp | wrr | wdrr} YcTaHoBKka  anroputmMa  ynpasneHus
no mls gos queue algorithm a/:lﬁfenﬂmm. Mo ymonyaHuio anroputm —

Pexum rmobanbHoro KoHdgpurypuposaHus

Mis gos queue {wrr | wdrr} weight | YcTaHaBnuBaeT Bec odepeden wdrr ang
<weightO0..weight3> Bcex nopTtoB. [lo ymonuyaHuio Beca

no mls qos queue weight odepenen 1234

5. KoHdurypmposaHue npeobpasosaHnsd QoS.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

mis qos map {cos-intp <intp1...intp8> | dscp-intp | YcraHaBnueaet NPUOPUTETHYIO
<in-dscp list> to <intp>} TpaHcngaumio ansa QoS. Komanga NO
BOCCTaHaBMMBaET 3HAYEHNE TPaHCASALUN

no mis gos map {cos-intp | dscp-int
q P{ P PN no yMonyaHuio
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6. OuucTka cYeTYMKOB JaHHbLIX B KapTe NONUTUK Ha onpeaeneHHoMm nopTy nnn VLANe.

KomaHpa OnucaHue

Pexunm agmmHucTpatopa

clear mls gos statistics [interface <interface-name> | | O4yncTka CYETYMKOB [aHHbLIX B KapTe
vlan <vlan-id>] NONMTUK Ha ornpeaeneHHoOM NopTy Unu
VLANe. EcnM y «KomMaHObl HeT
napaMeTpoB, OYULLAIOTCH CYETUYUKU Y
BCEX KapT NONUTUK

7. TMpocmoTp koHGurypaumm QoS.

KomaHpa OnucaHue

Pexum agMuHucTpartopa

show mls qos maps [cos-dp | dscp-dscp | dscp- | lNMokasbiBaeT kKoHGUrypaumio

intp | dscp-dp | intp-dscp] QoS-TpaHcnAuun
show class-map [<class-map-name>] lMokasbiBaeT KapTy knaccoB QoS
show policy-map [<policy-map-name>] MokasbiBaeT kapTy nonutuk QoS

show mils qos {interface [<interface-id>] [policy | | Moka3biBaeT koHUrypauuo QoS Ha nopTy
gueuing] | vlan <vlan-id>}

18.3. MNMpumep QoS
Mpumep 1:

Heobxoanmo Bkntountb hyHKUMIO QOS, M3MEHUTbL BECa BbIXOAHbIX ovepenen Ha nopty Ethernet
1/0/1 Ha 1:1:2:2:4:4:8:8, Takke YCTaHOBUTb Ha MOPTYy pexum poBeputenbHoro CoS 6es
nameHeHusi 3HadeHna DSCP 1 yctaHoBUTb 3HadYeHne CoS no ymon4aHuio paBHbiM 5.

ATanbl KOHPUIYPUPOBaHMS ONUCAHbI HUXKE:!
Switch#config
Switch(config)# mls qos queue wrr weight 11224488
Switch(Config-If-Ethernet 1/0/1)#mls qos trust cos
Switch(Config-If-Ethernet1/0/1)#mls qos cos 5
PesynbTaT KOHGUrypaumm:

Korga B o6wem pexume BkntodeH QOS, ANs BbIXOAHbBIX 0Mepeaen nonoca npornyckaHusa aAns
Kaxxgoro nopta nogeneHa B nponopumn 1:1:2:2:4:4:8:8. Koraa nakeTtbl, UMeoLpne napameTp
CoS, npuxogatr 4epe3 nopt Ethernet 1/0/1 vm HasHayaeTcAa BHYTPEHHUW nNpuopuTeET B
cooTBeTCTBMM CO 3HadyeHmem CoS. 3HayeHums CoS oT 1 oo 7 COOTBETCTBYHT o4vepeasm
1,2,3,4,5,6,7.8 cooTBecTBeHHO. Ecnu BXoAaLWMN NakeT He UMEEeT YyCTaHOBIIEHHOro rnapameTpa
CoS, oH Mo ymonyaHuio cuMtaeTcs paBHbIM 5 1 nakeT nomellaetca B odepenb 6. Bo Bcex
npoxoasuwmx naketax aHaveHne DSCP He meHsieTcs.
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Mpumep 2:

Ha nopty Ethernet 1/0/2 HeobGxoguMMoO YCTaHOBMTbL MNOMOCY ANA MaKeTOB W3 CErmMeHTta
192.168.1.0 B 10 MGuT/Cc ¢ gononHuTenbHoN nonocon B 4 MouT. Bce nakeThl, NpeBbILLaOLMe
3Ty nonocy, 6yayT copoLLeHbl.

ATanbl KOHGUIrypaummn nokasaHbl HXe:
Switch#config
Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map cl
Switch(Config-ClassMap-cl)#match access-group 1
Switch(Config-ClassMap-cl)#exit
Switch(config)#policy burst 14000
Switch(config)#policy-map p1
Switch(Config-PolicyMap-p1)#class cl
Switch(Config-PolicyMap-p1-Class-c1)#policy 10000 burst-group 1
Switch(Config-PolicyMap-p1-Class-cl)#exit
Switch(Config-PolicyMap-p1)#exit
Switch(config)#interface ethernet 1/0/2
Switch(Config-If-Ethernet1/0/2)#service-policy input p1

PesynbTaT KOHGUrypaumm:

JlInct pgoctyna ¢ mmeHem 1 HacTpoeH ans Bblbopkn cermeHTta 192.168.1.0. dyHkuma QoS
BKMtoveHa rnobanbHo. Co3gaHa kapTa knaccoB ¢ uMeHem c¢1, nuct ACL 1 BknoveH B KapTy
knaccoB. CosgaHna rpynna burst 1 onpegenslowas MakcumanbHbI BCnneck Tpadduka,
npesbllatoLero rapaHtMpoBaHHyto nosnocy CIR. CosgaHa gpyras kapTa nonmMTuk ¢ UmeHem p1.
Kapta p1 ccbinaetca Ha kapTy c1. YcTaHOBREHbl COOTBETCTBYHOLUME MNOMUTUKM AN
OrpaHVyeHnst NonocChbl U OOMNOMHUTENbHBIX paclMpeHnin. 3Ta kapTa NONUTUK NPpUMMEHeHa Ha
nopty Ethernet 1/0/2. lNMocne Toro, kak Bblleyka3aHHble HACTPOWKMA caenaHbl, nofioca ans
naketoB M3 cermeHta 192.168.1.0, npoxogsawwux 4epes nopt Ethernet 1/0/2, yctaHoBneHa B
10 M6uT/c ¢ AoNoNHUTENbLHBbIM paclunpeHnem B 4 MouT. Bce nakeTbl, NpeBbIlLALWLME AaHHbIE
YCTaHOBKM B AAaHHOM cermeHTte, 6yayT oTOpOLUEHbI.

Mpumep 3:

Kak nokaszaHO Ha puUCyHKe, BHYTpM OTMeYeHHom obractu, HaxoguTcss QoS gomeH, SwitchA
KnaccunumpyeT pasnnydHblin TpaduK U Ha3HavaeT pasnnyHble npuoputeTol IP. [na npumepa,
yctaHoBuM nipuoputeT CoS anga naketoB m3 cermeHta 192.168.1.0 paBHbiM 5 Ha nopty
Ethernet1/0/1 (ycTaHOBMM BHYTPEHHWUA MPUOPUTET paBHbIM 40 N MO YMOMYaHUIO TPaAHCAALMIO
BHYTPEHHero npuoputeTa B dcsp kak 40-40, cooTBeTcTBYOWMIA IP-npuoputeT paBHbim 5). [NopT,
noakmtoYeHHbIn K SwitchB — TpaHkoBbin. Ha SwitchB nopt Ethernet 1/0/1, nogkntoYeHHbIN K
SwitchA HacTpoeH kak goeputenbHbii dscp. Takum obpasom BHYTpu obnactu QoS nakeTbl C
pasnuyHbIMK NpuoputTeTamyn OyayT pacnpedenaTbCsa B pasnuyHble odepean U nonyyaTb
COOTBETCTBYIOLLYIO NOMOCY nepeaayn.
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:[omeH QOS

- KommyTtarop C

::_. KOMM)'!jI:aTOD B

—_—
E_] KommyTartop A
1/0/1

PucyHok 18-7. Tunoeast Tononormst QoS

ATanbl KOHGUIrypaummn onmcaHbl HAXe:

KoHdurypauma QoS Ha SwitchA:
Switch#config
Switch(config)#access-list 1 permit 192.168.1.0 0.0.0.255
Switch(config)#class-map cl
Switch(Config-ClassMap-cl)#match access-group 1
Switch(Config-ClassMap-cl)#exit
Switch(config)#policy-map p1
Switch(Config-PolicyMap-p1)#class cl
Switch(Config-PolicyMap-p1-Class-cl)#set ip precedence 40
Switch(Config-PolicyMap-p1-Class-cl)#exit
Switch(Config-PolicyMap-p1)#exit
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#service-policy input p1

KoHdmrypauma QoS Ha SwitchB:
Switch#config
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)#mls qos trust cos
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18.4. YcTpaHeHne HeucnpaBHocTen QoS

HoBeputenbHbli  pexxum cos u  EXP  mMoxeT wucnonb3oBatbCad C  OpYyrumu
0OBEPUTENBHBIMU PEXMMaMN UITN KapTOWN NOSUTUK.

[oBeputensHbln pexvm dscp MOXeT UCMonb30BaTbCsA C APYrMMU OOBEPUTENBHLIMU
pexxMMmamun Um KapTon NonnUTUK. OTa KOHUrypaumsa npumeHseTca Ans naketos IPv4 un
IPV6.

[oBeputenbHble pexumbl exp, dscp U CcOS MOryT ObITb CKOHGUIypupOBaHbI
ogHoBpeMeHHo. MNMpuopuTeThl No ctapwmnHcTey: EXP>DSCP>COS.

Ecnn ckoHdurypupoBaH anHamudeckun VLAN (MAC VLAN/ronocoson VLAN/VLAN
nogcetn IP/VLAN-npoTokona), toraa 3HadeHne COS gns naketa paBHO 3HAYEHMIo
COS gna guHammnyeckoro VLAN.

KapTa NONMUTUKN MOXKET ObITb npuBda3aHa TOJIbKO KO BXoAdllemMy HanpaBJlieHUIo,
BbIXoasdALlee HanpasneHne He noaaepXxXmBaeTca.

B HacToswee Bpemsa He pekoMeHAYyeTCst OQHOBPEMEHHO MUCMOMb30BaTh KapTbl MOMUTUK
Ha VLAN u Ha ero nopry.

Q
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19. NEPEHAINPABINEHUE NMOTOKOB

19.1. O6wme cBegeHUsA O NepeHanpaBrieHNN NOTOKOB

OYHKUMA NepeHanpaBneHnsa NoTOKOB NO3BOMSET KOMMYyTaTopy nNepedaBaTth (hperMbl AaHHbIX,
npumeHss Hekune ycrnosua (onpegensemble ACL) Ha gpyroi nopt. dpenmbl co cneLmanbHbIMU
YCrOBMSIMW Ha3bIBAlOTCS KNAcCOM MOTOKa, BXOASALLMWA MOPT OaHHbIX Ha3blBAaeTCs MOPTOM
WUCTOYHUKA MepeHanpaBreHns, a onpeaereHHbIn BbIXOOHOW MOPT — MNOPTOM MPUEMHUKA
nepeHanpaeneHus. OObIMHO €eCTb OBa BuAa NPUMEHEHUS MepeHanpaBreHnMs MNOTOKOB:
1) NogknoyeHne aHanusaTopa NoToka (Hanpumep, cHuddepa) nnu yaaneHHoro MoHuTopa K
NopTY NPUEMHMKY NepeHanpaBneHns st KOHTPOS 1 ynNpaBneHns CeThbio, a Takke QNarHOCTUKN
npobrnem Ha cetn; 2) CneumanbHble NpaBuna nepegadn ons cneuunanbHbIX TUNoB penmMoB
OaHHbIX.

KommyTaTop MOXeT Ha3Ha4daTb TOJIbKO OAUWH NOPT — NPUEeMHUK AONA OOMHaKOBbLIX KilaCCoB
NOTOKOB Ha MNOPTY-UCTOYHUKE, B TO BpPEMA KaK ON1A pPa3fiMYHbIX KIacCoOB MNOTOKOB Ha MOpPTY
MCTOYHUKE MOXXHO Ha3Ha4unTb pa3finyHble NMopTbl — NMPUEMHUKA. OauHakoBbIM Knacc noToka
MOXET NMPUMEHATLCA Ha Pa3fiMyHbIX NOPTaX — UCTOYHUKAX.

19.2. KoHhurypmpoBaHue nepeHanpaBrieHMsI MOTOKOB

1. KoHdurypuvpoBaHue nepeHanpasneHusi NOTOKOB.
2. [poBepka TekyLlen KoHUrypaumum nepeHanpasneHms noToKoB.

1. KoHdurypuvpoBaHue nepeHanpasneHnsi NOTOKOB.

KomaHaa OnucaHue

Pexunm koHdurypupoBaHus nopTta

access-group <aclname> redirect to interface [Ethernet | OnpegeneHne
<IFNAME>|<IFNAME>] nepeHanpasfieHMsi MNOTOKOB Ha
NnopTy; KOMaHOa «nNo access-
group <aclname> redirect»
ncnonb3yetca Ana  yaaneHus
nepeHanpasreHns NOTOKOB

no access-group <aclname> redirect

2. [lpoBepka TekyLen KoHUrypaummn nepeHanpaBneHns NoTOKOB.

KomaHaa OnucaHue

O6wmn pexmm/Pexum agMmHucTpaTopa

show flow-based-redirect {interface [ethernet <IFNAME> | Noka3biBaeT uHdOpMaUnMo O
|[<IFNAME>]} TekyLen KOHurypaumm
nepeHanpaBrieHnsl MOTOKOB Ha
nopTy/ycTponcTee
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19.3. NMpumepbl nepeHanpaBrieHUA NOTOKOB
Mpuwmep:

TpeboBaHna nonb3oBaTens K KOHUrypauum cOCTOAT B Creaylollem: nepeHanpaBreHune
dpenmoB ¢ ncxogawmm IP-agpecom 192.168.1.111, npnHnmaemblix Ha nopTy 1, Ha nopT 6.
U3meHeHnsa KoHduUrypauum:

1. HacTtpolika nucta goctyna. Ycnosus Bbl6opkn — IP-apec UCTOYHMKA —
192.168.1.111.

2. MpumeHnTb NepeHanpasneHne 3Toro NoToka Ha nopTy 1.
Mpouenypa KoHdUrypaumm:
Switch(config)#access-list 1 permit host 192.168.1.111
Switch(config)#interface ethernet 1/0/1
Switch(Config-If-Ethernet1/0/1)# access-group 1redirect to interface ethernet 1/0/6

19.4. YcTpaHeHue HeMcnpaBHOCTEMN NepeHanpaBsieHUA NOTOKOB

Ecnn koHdwWrypaums nepeHanpaBneHnss notoka He paboTaeT, npoBepbTe cregyolume
MPUYUHBI, KOTOPbIE MOTYT BbI3blBaTb NPOGembI:

e Twvn noToka (NMCT JocTyna) MoXeT ObITb TONbKO Creaylowmx BUOOB — CTaHA4apTHbIN
ACL, pacwupeHHbin ACL, wumeHoBaHHbIM pacwupeHHbin ACL, MMeHOBaHHbIV
ctangapTHbii ACL, ctangapTHbin IPv6 ACL n umeHOBaHHbIN cTaHgapTHeIN IPv6 ACL.

e [lapameTpbl BpEMEHHOrO AuanasoHa WM guanasoHa MopToB He MOryT ObiTb 3agaHbl
nuctom goctyna. Tun nucta gocTyna AormkeH ObiTb permit.

e [lopT nepeHanpaBneHuMsi B QYHKUUW NepeHanpaBreHnss MNOTOKOB [OOSMKeH ObiTb
1000 MowuT.
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20. KOHOUT'YPUPOBAHUE SELECTIVE QINQ

20.1. O6wme cBepeHun o selective QinQ

20.1.1. TexHonorua QinQ

TyHHenb Dot1q, koTopkIn Tak e HasbiBaloT QinQ (802.1Q-in-802.1Q) aBnaeTca paclumpeHnem
ctaHgapta 802.1Q. OcHoBHas uaeda 3akniovaeTcsa B ynakoBke MeTku knueHTtckoro VLAN
(CVLAN tag) B meTky VLAN gepxatensa cepauca (SPVLAN tag). MNMakeT ¢ oByms metkamum VLAN
nepefaeTcs Yyepes3 MarucTpanbHyto ceTb npoBangepa onsa nNpeaocTaBneHns nonb3oBaTensm
NPOCTOro TYHHENS 2-ro YpoBHA. 3TO MPOCTO M Jierko And ynpaBfeHus, peannu3yemo TOSbKO
CcTaTU4eCcKomn KoHdUrypaumen n ocCoO6eHHO XOpPOoLLIO NMPUMEHUMO OS5 ManeHbKUX OOUCHBIX CeTeN
n HebonbLwnx ceten BToporo yposHs (METRO) ncnonb3yrowmx KOMMyTaTopbl 3-ro YpOBHS Kak
MarmcTparsbHble YCTPOMCTBA.

CyuwectByeT gBa Tmna QinQ: Basic QinQ n Selective QinQ. MNpuoputeT selective QinQ Bhbiwe,
yem basic.

20.1.2. BasicQinQ

Basic QinQ 6asupyetcs Ha nopty. [Nocne koHdurypaumm QIinQ Ha nopTty, UMewT nn
NpUHMMaeMble nakeTbl METKY UMK HeT, yCTPONCTBO ynakoBbiBaeT VLAN rno ymonyaHuio B naker.
Mcnonb3oBaHme 6a3osoro QinQ npocto, Ho meTog yctaHoBku MmeTkn VLAN'a He selective.

20.1.3. Selective QinQ

Selective QinQ 6a3npyeTca Ha noToke AaHHbIX. OH NpoBepseT, COAEPXUT NN NaKeT BHELLHIO
METKY M YMNakoBblBaeT CTOSIbKO BHELUHMX METOK, CKOMbKO WX MpUCYTCTBYeT B mnoToke. [ns
npumMmepa: peanusaums BO3MoxHocTten selective QinQ B cooTBeTCTBUM C NONb30BATENBCKUMMU
metkamn VLAN’a, MAC-agpecamn, Ipv4/IPv6-agpecamun, Ipv4/IPv6-npoTokonamm wu
noeHTndmKkaTtopaMmm NOpPTOB MPUIIOXEHUA U T.4. TakuMm oBpas3oMm, OH MOXeT ynakoBblBaTb
BHELUHVME METKW ANs NakeToB U MPUMEHSATb pPasfnnyHble CXeMbl 4518 pa3fnyHbIX NoNb3oBaTenen
nnn MeTooB.

20.2. HacTpouka selective QinQ
Mpun ncnonb3osaHum selective QinQ NOTOK A4aHHbIX UCNONb3YeT AN nepegayn npasunia KapThbl
nonntuk QoS.

1. Co3spaTb KapTy KnaccoB A Knaccudukaumm pasnmyHbIX NOTOKOB AaHHbIX.

2. CospaTtb KapTy nonuTuk selective QinQ ansi cBsi3n ¢ KapToON KNaccoB N HACTPOUTb
COOTBETCTBYIOLLME OnepaLmm.

3. MNpuessaTb kapTy nonuTtuk selective QinQ k nopTy.

1. KoHurypmpoBaHmne KapTbl Kraccos.

KomaHaa OnucaHue

Pexnm rmob6anbHOro KoHurypupoBaHus

class-map <class-map-name> Co3pgaHve KapTbl KITAacCOB M BXOA4 B
pexvm kapTbl knaccoB, komaHga NO
yaansieT KOHKPETHYHO KapTy KrnaccoB
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KomaHpa

OnucaHue

match {access-group <acl-index-or-name> | ip
dscp <dscp-list>| ip precedence <ip-precedence-
list>] ipv6 access-group <acl-index-or-name>|
ipv6 dscp <dscp-list> | ipv6 flowlabel <flowlabel-
list> | vlan <vlan-list> | cos <cos-list>}

no match {access-group | ip dscp | ip
precedencel|ipv6é access-group| ipv6 dscp | ipv6
flowlabel | vlan | cos}

HacTpoiika ctangapTHoro Habopa kapThl
KrnaccoB (knaccudukaumsa noToka
AaHHbIX no nucty goctyna, CoS, VLAN
ID, npuoputety IPv4 nnu DSCP u T1.4.
Ons kaptel knaccoB); Komanga NO
yaanset onpeaeneHHbIn Habop
cTaHgapToB

2.  KoHdurypupoBaHue kapTbl nonntuk selective QinQ.

KomaHpa

OnucaHue

Pexum rmobanbHoro KoHdgpurypupoBaHus

policy-map <policy-map-name>
no policy-map <policy-map-name>

CosgaHve kapTbl MONUTUK M BXOL B
pexuMm kapTbl nonuTtuk, komanHga NO
yOansieT yKasaHHyo KapTy NOfAnTUK

map- hame>]
no class <class-map-name>

class <class-map-name> [insert-before <class-

[Mocne Toro, Kak Kapta MOMMTUKK
co3aaHa, OHa MOXeT ObITb NpMBsa3aHa K
Knaccy. KomaHpa NO ypanset
yKa3aHHy0 KapTy KnaccoB

set {s-vid <new-vid> | c-vid <new-vid>}
no set {s-vid | c-vid}

YkasaHue BHewHen meTtkn VLAN’a ansa
KraccnuumMpoBaHHOro Tpaduka.
KomaHnga NO oTmeHsieT onepauuio

3. [pwuesska kapTbl NonuTUK selective QinQ k nopTy.

KomaHaa

OnucaHue

Pexunm koHdurypmpoBaHus nopTta

service-policy input <policy-map-name>
no service-policy input <policy-map-name>

MpumeHseT kapTy NONMUTUK K MOPTY.
KomanHga NO oOTMeHsieT npuMeHeHue
yKa3aHHOW KapTbl NOSIMTUK K NOPTY
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4. TlokasblBaeT NpPUBA3KY KapTbl NONUTUK selective QinQ k nopTy.
KomaHpa OnucaHue
Pexunm agmmHucTpatopa
show mils gos {interface [<interface-id>] lMokasbiBaeT KoHUrypauuio selective QinQ
Ha nopTy

20.3. Mpumep npumeHeHus selective QinQ

» lopoackas cetb
/A ypoBHA aapa ’\

BRAS = 5 SR
Ter[1001]1007 o I . Ter[1002]1001

Ter|2001/2001
Ter|3001]3001

Ter|2002/2001
Ter[3002/3001
' KommyTartop B

Bka TOPOACKOM CaTH
B nnatdpopmy

KommyTtartop A

Ter[1001
Ter|1001 Ter 2001
Ter|2001 Ter[3001
Ter[3001

DSLAMZ2

|
DSLAM1 %

PucyHok 20-1. Tononorus npumeHeHns selective QinQ

Kak nokasaHo Ha pucyHke, nepBbii nonb3oBaTenb ncnonedyet Tpu VLAN’a ¢ meTtkammn 1001,
2001, 3001 cootBetctBeHHO Ha DSLAM1. VLAN1001 cooTBeTCTBYeT LUMPOKOBELLATENbHOM
cetn, VLAN2001 cootsetctByeT Client Services, VLAN3001 cootBetctByer VOIP. Ha
COOTBETCTBYIOLLEM MOPTY CETU, uMmetoweM dyHkumMio QinQ, nakeTbl GyayT ynakoBblBaTbCA
pasnnyHbiMK BHELWHMMK MeTkamu B cooTBeTcTBUM ¢ VLAN ID nonb3oBaTens. NakeT ¢ MeTkom
1001 6ygeT nakoBaTbCA OONONHUTENBbHOW BHewHen meTkon 1001 (3Ta meTka yHuKanbHa Ha
AaHHOM ceTun), U no Hen ByaeT knaccudpuumpoBaH Ha ycTtporictBe BRAS (LeHTp xpaHeHus
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koHdpurypauum). MakeTbl ¢ meTkammn 2001 (nnm 3001) ByayT nakoBaTbCs BHelwwHen meTkon 2001
(v 3001) n knaccMdUumMpyroTCa Ha ycTporcTBe SR B COOTBETCTBMM C NpaBuiaMu NOTOKOB.

BTopoi nonb3oBatenb MOXeET ucnonb3oBaTb pasnuuHble mMeTkn VLAN'oB Ha DSLAM2.
3ameyvanune: npumeHsemble MeTkn VLAN OB Ansg BTOPOro nonb3oBaTenis MoryT ObiTb Takumm e,
Kak Ons nepBoro nosib3oBatens M nakeTbl C aTUMW METKaMU TaK e MaKytTCs BO BHELLHIOW
MeTKy. Ha pucyHKe Bbllle, BHELIHSAS MeTKa ANns BTOPOro Nofb3oBaTesis OTNnM4aeTca OT METKM
nepeBoro nonb3oBaTefisi B COOTBETCTBUM C pacnonoxeHnem DSLAM u pacnonoxeHuem
nonb3oBaTens.

Ecnu notok gaHHbix DSLAM1 nget vepes nopt1 Switch A, KoHurypauus, cnegyrowas:
Switch(config)#class-map cl
Switch(config-classmap-cl)#match vlan 1001
Switch(config-classmap-cl)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-classmap-c2)#exit
Switch(config)#class-map c3
Switch(config-classmap-c3)#match vlan 3001
Switch(config-classmap-c3)#exit
Switch(config)#policy-map p1
Switch(config-policymap-p1)#class cl
Switch(config-policymap-p1-class-cl)# set s-vid 1001
Switch(config-policymap-p1)#class c2
Switch(config-policymap-pl-class-c2)# set s-vid 2001
Switch(config-policymap-p1)#class c3
Switch(config-policymap-pl-class-c3)# set s-vid 3001
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0//1
Switch(config-if-ethernet1/0/1)#service-policy input p1

Ecnn notok gaHHbix DSLAM2 nget 4epes nopt1 Switch B, koHdurypauus, cneagyrowas:
Switch(config)#class-map cl
Switch(config-classmap-c1)#match vlan 1001
Switch(config-classmap-cl)#exit
Switch(config)#class-map c2
Switch(config-classmap-c2)#match vlan 2001
Switch(config-classmap-c2)#exit
Switch(config)#class-map c3
Switch(config-classmap-c3)#match vlan 3001

Switch(config-classmap-c3)#exit
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Switch(config)#policy-map pl
Switch(config-policymap-p1)#class cl
Switch(config-policymap-p1-class-cl)# set s-vid 1002
Switch(config-policymap-p1)#class c2
Switch(config-policymap-p1-class-c2)# set s-vid 2002
Switch(config-policymap-p1)#class c3
Switch(config-policymap-p1-class-c3)# set s-vid 3002
Switch(config-policymap-p1-class-c3)#exit
Switch(config-policymap-p1)#exit
Switch(config)#interface ethernet 1/0/1
Switch(config-if-ethernet1/0/1)# service-policy input p1

20.4. YcTtpaHeHue HencnpaBHocTen selective QinQ

Ecnu npasuna selective QinQ He MoryT 6bITb NpMBSA3aHbI K NOPTY, NPOBEpbLTE HET Nu Npobnem,
BbI3BaHHbIX CrieayrLWnMy NpUYNHaMm:

e [lpoBepbTe, nogaepxusaeTca nu selective QiNQ ckoHMUrypMpoBaHHLIMU KapTamu
KnaccoB 1 NONUTUK.

e YBeauTechb, YTO NUCTbI AOCTYNa BKMOYAOT pa3peLlatolne npasua B KapTe Knaccos,
MUMELLIMX NNCTbI AoCTyna.

o [lpoBepbTe, YTO KOMMYyTaATOP MMEET gocTaTtoyHo namaTn TCAM ons nepegaydm ces3en.
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21. KOH®OUTI'YPUPOBAHUE ®YHKLUN 3-I0 YPOBHH

KommyTatop nogaepkuBaeT TONMbKO BTOPOW YpPOBEHb nepeagpecaumn, HO MOXHO HacTpOUTb
TPeTUiA YpoBEHb YNpaBfeHns NopToMm Ans COeQUHEHNS BCEX BUOOB MPOTOKOSOB YNpaBreHus
Ha ocHoBe |IP-npoTokona.

21.1. UHTepdenc 3-ro ypoBHs

21.1.1. HayanbHble cBeaeHUA 06 MHTepdencax 3-ro ypoBHs

B kommyTaTopax MoxeT ObITb co3aaH nHtepdenc 3-ro ypoBHsi. OH aBnsaeTcst He hmManyeckum
UHTepdencom, a supTyanbHbiM. HTepdenc 3-ro ypoBHA cTpouTca Ha mHtepderice VLAN.
WHTepdbenc ypoBHa 3 MOXeT cogepxaTb OAMH unm 6Gonee WHTepdencos ypoBHA 2,
npuHagnexawmx ogHomy n Tomy xe VLAN, nnbo He cogepxaTb nHTepdencosB yposHs 2. Mo
KpanHen mepe, OOUH U3 UHTEPdENCOB YPOBHSA 2, coaepXalumxcs B nHtepdence ypoBHsa 3,
OOIKeH ObITb BKIOYEH (HaxoanTbes B cocTtosiHum UP) — Torga 6yaeT BKMYeH u nHtepdenc
ypoBHSA 3. B npoTuBHOM criyvae nHTepdenc ypoBHsa 3 byaeT BoikItoyeH (OyaeT HaxoanTbes B
coctosaHun DOWN). KommyTtaTtop MOXeT ucnonb3oBaTtb |P-agpeca, yCTaHOBMEHHble Ha
nHTepdencax 3-ro ypoBHs, 4519 KOMMYHMKaUUM ¢ Apyrmmm yctporcteamm Yyepes IP-npoTtokon.
KommyTatop moxeT nepecbinaTh |IP-nakeTbl Mexay pasHbiMy nHTepdencamm 3-ro ypoBHS.

21.1.2. HacTpouka nitepdenca 3-ro ypoBHs

MNMocnepoBaTenbHOCTL HACTPOMKN MHTEpPderica 3-ro YPOBHS:

1. CosgaHue nHtepderica 3-ro ypoBHsi.
2. Hactponka onmcaHms VLAN-uHTepcenca.

1. CosgaHue nHtepdenca 3-ro ypoBHsi.

KomaHaa OnucaHue

Pexum rmo6anbHOro KoHUrypmpoBaHus

interface vlan <vlan-id> CospgaHue VLAN-uHTepdenca (VLAN-nHtepdenc — ato
UHTEpdENC 3-r0 YpPOBHS); KOMaHZa «no» yganser

no interface vlan <vlan-id> . .
VLAN-uHTEp(ENC, CO3aaHHbIN HA KOMMYTaTope

2. Hactpoinka onncaHms VLAN-uHTepdenca.

KomaHaa OnucaHue

Pexum koHdurypupoBaHua VLAN-uHTepdenca

description <text> Hactponka onucanna VLAN-untepdelica.
KomaHga «No» ybepeT onucaHve

no description
P VLAN-uHTEpeNnca
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21.2. Hactpouka npoTtokona IP

21.2.1. BBepeHue B IPv4, IPv6

IPv4 — 310 Tekywasa Bepcus rmobanbHOro yHuBepcanbHoro VIHTepHeT-npoTokona. Mpaktuka
nokasana, 4to IPv4 gaBnseTcs npoCTbIM, TMOKMM, OTKPbITbIM, MOLLHbIM, @ TakKe FNerkum B
peanusaumm npotokoriom. OH o0nagaeT Xopolwlel COBMECTMMOCTBIO C  PasnUYHbIMU
NPOTOKONaMM BEPXHETO U HUXHEro ypoBHen. XoTa IPv4 novtv He MeHAnca ¢ MOMeHTa ero
nossneHna B 80-x rogax, OH MNpPOAOSPKAET pPacrnpoCTPaHATLCA MO BCEMY MUPY BMeECTe C
pacnpocTpaHeHnem UNHTepHeT. OgHako no mepe pocTta MHdpacTpykTypbl VIHTepHeT 1 ycnyr,
ncnonbaywmx VNHTepHeT-NPUNoXXeHus!, BbISBNAIOTCA U HEKOTOPble HEeAOCTaTKM MpOoToKona
IPv4, cBsi3aHHble ¢ MacluTaboM M CrOXXHOCTLIO ceroaHsaLlHero MHTepHeTa.

IPv6 — 9310 wecTtas Bepcus WHTepHeT-mpoTOKOMa, creaywuwlee ero nokoneHue. |Pv6
paspabotaH IETF 1 [pomkeH 3aMeHUTb UCMOMb3yeMblii B HacTodulee BpeMms
NHTepHeT-npoTokon Bepcun 4 (IPv4). IPv6 6bin paspaboTtaH cneunanbHO Ans TOro, YToObl
NMKBMAMPOBaTbL HexBaTky agpecoB IPv4, npenatcTBylOLWy0 [anbHENWeMy passUTuio
NHTepHeT.

Hanbonee BaxHas npobnema, kotopas peweHa B IPv6 — aTto gobaBneHue [oCTaTtovyHOro
konundyectBa |IP-agpecoB. 3anac agpecoB IPv4 no4tn ncdepnaH, B TO BpeMs KaK 4MUCIO
nonb3oBatenen  WHTepHeT pacteT B  reomeTtpuyeckon  nporpeccun.  OBbembl,
npegocTaBnsiemMbix WHTEpPHET-yCnyr n 4vcrno npuknagHblX YCTPOWCTB, MPOAOIMKaT pacTu
onepexarowumMmm Temnamu (gomallHue n manble oucHble ceTn, IP-TenedoHns, TepMuHansl
©ecnpoBOAHOrO MHOpPMaLMOHHOIo obcnyXxmnBaHus, mcnonb3yowme WUHTepHeT u 1. 4.). B
pesynbtate Tpebyetca Bce 6Gonbliee konuyectBo IP-agpecoB, npedocTaBnsaTb KOTopble
cTaHoBuTCA Bce Gonee 3aTpyaHuTenbHo. PaGoTta no npeogoneHuto HexeBaTku IPv4-agpecos
Benacb Jonroe BpeMms; 6binv npeanoXeHbl pasnuyHblie TEXHOMOMN, NO3BONALWME NPOANNUTb
CpOK aKcnnyaTaummn, cyiectaytolen IPv4-mHgpacTpyKkTyphbl, B TOM YMCIIE TPAHCNALMS CETEBbIX
agpecoB NAT (Network Address Translation), TexHonorna CIDR (Classless Inter-Domain
Routing) n . g.

XoTta coyeTtaHne CIDR, NAT 1 yacTHbIX agpecoB BPEMEHHO CMSr4urno npobrembl HEXBATKM
IPv4-agpecos, NAT-TexHonorus paspyLumna Mogenb «13 KoHua B koHel» (end-to-end), koTopas
ABNANacb NnepBoHavanbHOM Uernbio 3ambicna IP, coenaB Heob6xoamMMbIM 515 TPOMEXYTOYHbIX
MapLUpyTM3aToOpOB MogAepXKaHne cTaTyca Kaxdoro COedMHEHUs, YTO  3HA4YUTenbHO
yBenuunBaeT 3a4epXKn B CETU Y CHXKaeT NPOU3BOANTENBHOCTL ceTu. KpoMe Toro, TpaHcnauus
ceTeBblX agpecoB NakeToB AaHHbIX NPensaTCTBYeT npoBepke 6e30nacHOCTN COeQUHEHUN «U3
KOHL|A B KOHEL», 3arofioBOK ayTeHTUdukauumn IPSec — sBHbIN npumep.

MoaTomy, 4TOOLI KOMMMNEKCHO PELLNTL BCE BUAbLI Npobnem, cyulecTteyowmx B IPv4, cnegyrowee
NMoKosNieHne uHTepHeT-npoTokona |IPv6, paspabotaHHoe IETF, crano eguHCTBEHHbIM
BO3MOXHbIM peLlEHNEM B HACTOSILLIEE BPEMS.

Mpexge Bcero, 128-6utHasa cxema agpecauum npotokona IPv6 rapaHTMpoBaHHO obecneymBaeT
[OCTaTo4YHOe Ymncro rnobanbHO yHUKanbHbIX |P-agpecoB ans yanoe rnobansHon IP-cetn — un
Nno BpPEMEHW, U B NPOCTpaHCcTBe. Kpome yBenmyeHnsa agpecHoro npocTpaHcTea npoTtokon IPv6
yrydlwaeT MHOMmMe gpyrne BaxHole acnekTbl |IPv4.

Mepapxudeckaa cxema agpecaumm obnerdaetr obbeduHeHne MapLlipyToB, 3ddEKTUBHO
CHWXaeT KONMMYecTBO 3anucer Tabnuubl MaplipyTMsauun wn ynyydwaeTt 3(pEeKTMBHOCTb
MapLipyTM3aummn n obpaboTkn NnakeToB OaHHbIX.

Mo cpaBHeHuto ¢ IPv4, kOHCTpyKuMA 3aronoBka IPv6 6onee coBeplueHHa. 3arofoBOK COAEPKUT
MeHbLUEe Nonen AaHHbIX, U3 HEero M3bsTa KOHTPOSfibHAs CyMMa, YTO YBENUYMBaET CKOPOCTb
0bpaboTkm ocHoBHOro 3arosfioBka |IPv6. B 3aronoeke IPv6 none dparmeHTa MoXeT ObiTb
NMOKasaHO Kak [OMOSIHUTENbHOE paclMpeHHoe none, noatomy 6onbwe He 6Oyaer
Heo6XxoOuMMOCTM B (parMeHTauMm nakeTHbIX [aHHbIX B Mpouecce WX nepefayv B
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mMapupyTtusaTtope. Kpome Toro, acpdekTmBHOCTb paboThbl MapLupyTu3aTtopa MoBbILAETCs 3a
cyeT MexaHusma obHapyxeHua wMapwpyta MTU (Path MTU Discovery Mechanism)
paboTatoLero ¢ MICTOYHUKOM NaKeTHbIX AaHHbIX.

MognepxmBaeTcs aBToMaTUyeckas HacTporika agpeca un Plug-And-Play. bonblioe konnyecTso
XOCTOB MOTYT FIerkO HanTN CeTeBbIE MapLUPYTM3aTOPbl UCNONb3YS (PYHKLUMIO aBTOMaTUYECKON
KoHgurypauum IPv6, aBTomatMyecks nonyyasa rrnobanbHO yHukanbHble IPv6-agpeca, uyTo
Aenaet ycTpoucTsa, ucnonbayowme npoTtokon IPv6, yctponcteamu Plug-And-Play. ®yHkums
aBTOMaTM4YeCKONW HACTPOMKWM ajpeca, Tak Xe JenaeT npouecc CMeHbl aapecoB B
CyLLieCTBYIOLEN ceTu npoLue 1 yaobHee, agMMHUCTpATOPaM CETU NPOLLE NepexoanTb OT O4HOMO
nposangepa K gpyromy.

Mopopepxka IPSec. IPSec obsasateneH B IPv6, B otnuumne ot IPv4. IPv6 obGecneuymBaet
pacLUMPEHHBbIN 3aronoBOK 6e30nacHOCTU, KOTOPbLI obecnevnBaeT cepBuckl 6e30NacHOCTM «n3
KOHLIA B KOHEL, Takne Kak KOHTPONb JOCTYNa, KOHUAEHUMANBHOCTb U LLENOCTHOCTb AaHHbIX,
cnegoBaTenbHO, AenaeT npolle peanu3auuid MexXaHU3MOB LIMGpPOBaHUSA, MNPOBEPKN W
BMPTyanbHbIX YacTHbix ceTen (VPN).

YnydweHa nogaepxka MobunbHbix |P-yCTpOUCTB U MOBUIBHBLIX BbIMUCIIUTENBbHBIX YCTPOWCTB.
MobunbHbin  IP-npoTokon, onpegeneHHbin  ctaHgaptom |ETF, obecneunBaet paboty
MOOBUMbHBIX YCTPONCTB B ABWMXeHMM 6e3 pa3pbiBa CyLLECTBYIOLEro coeguHeHus. 3Ta ceTeas
dyHKUMS NprobpeTaeT cenyvac Bce 60MbLUY BaXHOCTb. B oTnnuune ot IPv4, MmobunsHocTtb IPV6
obecne4vmBaeTCsa BCTPOEHHbIM aBTOMaTUYECKUM KOHUIypUpoBaHUeM Ans NoslydeHus agpeca
nepegaun (Care-Of-Address). NMostomy npu ucnonb3oBaHun IPv6 He Tpebyetca [pyroro
AreHTta. Bonee Toro, npum Takom cBA3biBaHUM BKIoYaeTcsa KoppecnoHAeHTCKun y3en,
cBA3blBaOWMNACA ¢ MobunbHbIM y3NOM HanpsiMyto. OTO MO3BONSeT msbexaTb yoopoXaHus
CUCTEMbI U3-3a TPEYroribHOro MapLipyTa, Tpebytowerocs npu IPv4.

Yganock u3bexatb M TpaHcnauuu ceTeBblx agpecoB. Llenbto BeBegeHuss NAT  Obino
NCnonb3oBaHNEe MexaHu3Ma COBMECTHOrO M MOBTOPHOrO UCMOSb30BaHUS O4HOMO U TOrO Xe
aZpecHOro NPOCTPaHCTBa B PasfMyHbIX CErMeHTax cetTu. ATOT MexaHU3M BPEMEHHO CMsAryaeT
npobnemy HexeBaTku IPv4-agpecoB, ogHako O06aBNAKTCA OrpaHUYeHus, HaknagblBaemble
NpoLeccoM TpaHCNSAUMM agpecoB Ha ceTeBble YCTPOWMCTBA M NPUIOXEHUs. Tak Kak agpecHoe
npoctpaHcTBo IPv6 3HaumTenbHo 6onblle, TO B TpaHcnsumm agpecoB 6onblie HeT
HeobxogumocTn. B peaynbTtate, npobnembl ¢ NAT M CO CTOMMOCTbLIO ee pa3BepTbiBaHUSA
peLuarnTcs ecTeCTBEHHbIM CNOCOBOM.

IPv6 coxpaHun u pacwmpun nogaepkKy CyLLECTBYIOLMX NPOTOKONOB MapwipyTtnsauum IGP
(Internal Gateway Protocols) n EGP (Exterior Gateway Protocols). Hanpumep, npotokonsbl
MappyTusaumm IPv6, Takune kak RIPng, OSPFv3, IS-ISv6, MBGP4+ n 1.4.

Pacwupena nogaepxka Multicast n ysenmyeHo konmnvectBo Multicast-agpecoB. PaboTtasa ¢
broadcast dyHkumnamn IPv4, Taknmm kak Router Discovery and Router Query, IPv6 multicast
nonHoctelo 3ameHun IPv4 broadcast B nnaHe dyHkumn. Multicast He Tonbko 3KOHOMUT
NPOMYCKHY CNOCOBHOCTb CETU, HO M NOBbLILWAET 3PPEKTUBHOCTL CETU B LIENOM.

21.2.2. HacTpouka IP-npoTokona

NHTepdeic 3-ro ypoBHA MoOxeT ObiTb HacTpoeH Kak |Pv4-uHtepdenc nubo kak
IPV6-nHTepdeiic.

21.2.2.1. HacTtpouka agpeca IPv4

1. Hactponka IPv4-agpec nHtepdeinca 3-ro ypoBHs.
2. Hactpownka wnwo3a no ymonyaHuio.
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1. Hacrtpoiika IPv4-agpec nHtepdenca 3-ro ypoBHs.
KomaHpa OnucaHune
Pexum koHdurypuposaHua VLAN-uHTepdenca
ip address <ip-address> <mask> [secondary] HacTponka IP-agpeca

no ip address [<ip-address> <mask>]

VLAN-nHTEpchenca; KomaHga no ip
address [<ip-address> <mask>] oTMeHseT
IP-agpec VLAN-nHTepgerica

2. Hactpownka wno3a no yMonyaHuto.

KomaHpa

OnucaHue

FnobanbHbIN PeXUM KOH

¢urypupoBaHus

ip route 0.0.0.0 0.0.0.0 <A.B.C.D>
no ip route 0.0.0.0 0.0.0.0 <A.B.C.D>

HacTtporka ctaTu4eckon MmapLipyTusaumu.
KomaHga no oTMeHsieT HaCTpOnKy

21.2.2.2. HacTtpouka agpeca IPv6
lMocnegoBaTenbHOCTL HAcTponku agpeca IPv6:

1. Bbasoas HacTpolika IPv6.
1.1. Hactpownka agpeca IPv6-untepdenmca.

1.2. HacTpoika cTtaTuyeckon mapupyTtunsaumm IPv6.

2. Hactponka IPv6 Neighbor Discovery.

2.1. Hactpowika konmyecTtBa coobiieHmin DAD neighbor solicitation.
2.2. Hactpowika nHtepBana otnpaskm coobleHun neighbor solicitation.
2.3. Hactpowka ctatndeckmx 3anmncen IPv6-cocegein (neighbor).

2.4. YpaneHvne Bcex 3anucen B Tabnuue coceae

1. Bbasoas HacTpolika IPv6.
1.1. HacTpoiika agpeca IPv6-untepgeiica.

" IPv6.

KomaHpa

OnucaHue

Pexum koHduUrypupoBaHus nHtepcenca

ipv6 address <ipv6-address/prefix- length> [eui-64]
no ipv6 address <ipv6-address/prefix- length>

Hactpoika IPv6-agpeca, Bko4vas
obbeauHsemble rrnobanbHble unicast-
agpeca, site-local-agpeca wn link-local-
agpeca. Komanga no ipv6 address
<ipv6- address/prefix-length>
oTmeHsieT IPv6-agpec
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1.2. HacTtpouika ctatuyeckon mapLupytmsaumm IPv6.

KomaHpa OnucaHue

Pexum rno6anbHOro KoHuUrypmpoBaHus

ipv6 route <ipv6-prefix/prefix-length> Hactporka  crtatnyeckomn

{<nexthop-ipv6-address>|<interface- type interface-number> | | MaPLpyT3auin IPV6.

{<nexthop- ipv6-address> <interface-type interface-numbers}} | KoMaHaa no  oTmeHset
[distance] CTaTUYeCKyto
MapLpyTmsaumio IPv6

no ipv6 route <ipv6-prefix/prefix- length> {<nexthop-ipv6-

address>|<interface-type interface- number> |{<nexthop-ipv6-
address>

<interface-type interface-number>}} [distance]

2. Hactponka IPv6 Neighbor Discovery.
2.1. Hactpowka konmyectBa coobiieHmint DAD neighbor solicitation.

KomaHpa OnucaHue

Pexunm koHcurypupoBaHusa nHtepdenca

ipv6 nd dad attempts <value> YcTtaHoBKa Konu4yecTtBa coo0LLeHnN,
no ipv6 nd dad attempts OTNpaBnsemMbIX nocrneaosaTes-Ho npu

obHapyxeHun nHtepdericom gybnukata agpeca.
KomaHga no BoccTaHaBnMBaeT 3HAYeHue Mo
ymonuanuto (1)

2.2. Hactpowika nHtepBana otnpasku coobuieHnin neighbor solicitation.

KomaHaa OnucaHue

Pexum koHdurypupoBaHusa nHtepdenca

ipv6 nd ns-interval <seconds> YcTaHOBKa WHTepBana OTMPaBKM  3anpocoB
cocegam. KomaHgpa no  BOCCTaHaBNMBaEeT

no ipv6 nd ns-interval
3Ha4YeHne no ymonyanuio (1 cekyHaa)

2.3. Hactpowika ctatndeckmx 3anmncen IPv6-cocemen (neighbor).

KomaHaa OnucaHue

Pexxum koHdurypmpoBaHmsa nHtepdenca

ipv6 neighbor <ipv6-address> YcTraHoBKa CcTaTudeckon 3anmcu B Tabnuue

<hardware-address> interface cocepen, BKI1HO4as IPv6-agpec cocepna,

_ . MAC-agpec 1 nopT BTOPOro ypoBHSA
<interface-type interface-name>
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KomaHpa OnucaHue
no ipv6 neighbor <ipv6-address> Ypanenuve 3anucu B Tabnuue cocenem

3. YnaneHue Bcex 3anucen B Tabnuue cocenent IPve.

KomaHpa OnucaHue

Pexunm agmmHucTpaTopa

clear ipv6 neighbors Oumnctka Bcex cTaTMyeckux 3anucen B Tabnuue
coceaen

21.2.3. NMouck HeuncnpaBHocTen IPvV6

HacTponka BpeMeHM >XMU3HM MaplupyTusatopa He [JOoSbkHa OblTb MeHblle uWHTepBana
obbaABneHna mapwpyTtusatopa. Ecnm  nogkniodeHHbin PC  He nonyuun IPv6-agpec,
Heobxogumo npoesepunTb RA-aHOHCUMPOBaHWE Ha KOMMYTaTope (BbIKITHOYEHO NO YMOMYaHUIO).

21.3. ARP
21.3.1. BBepgeHue B ARP

ARP (Address Resolution Protocol — npoTokon onpegeneHnss agpeca) B OCHOBHOM
ucnonbdyetca gns onpegenexHua Ethernet MAC-agpeca no IP-agpecy. KommyTtatop
noggepXuBaeT CTaTUYECKyo KOHUrypauumio.

21.3.2. Cnucok 3apay koHdurypauum ARP

Cnuncok 3agay KoHdpurypauumn ARP:
1. HactponTtb ctatnyeckun ARP.

KomaHaa OnucaHue

Pexum VLAN-nHtepcpenca

arp <ip_address> <mac_address> {interface | HactpamBaeT cratnyeckyo 3anncb ARP;
[ethernet] <portName>} KOMaHga no ygansetr 3anmcb  ARP

no arp <ip_address> yKkasaHHoro IP-agpeca

21.3.3. Nouck HencnpaBHocTen ARP

Ecnu He npoxoauT ping OoT kKOMMyTaTopa K YCTPOMCTBaM, NOAKOYEHHBIM HaMNPsSIMY0, MOXHO
ncnonb3oBaTh creayrLlmne 4eNCcTBUS ANst NOUCKA U YCTPaHEHUS BO3MOXXHOW NMPUYMHBI:

o [lpoBepbTe, ecTb N cooTBeTCTBYOWAad ARP-3anuck Ha KomMmyTaTope.

e Ecnun ARP-zanucu Het, BkmiounTe otnagky ARP M nocmoTpuTe  yCrnoBus
npuema/otnpaekn ARP-nakeToB.

e Cawmas pacnpocTpaHeHHasi npuyMHa NpobnemMbl — gedEKTHbIN Kabenb.
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22. HACTPOUKA  ®YHKUMXW MPEOOTBPALLEHUA
ARP-CKAHUPOBAHUA

22.1. BBegeHue B ¢pyHKUuUuio npeaotBpaweHua ARP-ckaHnpoBaHusa

ARP-ckaHnpoBaHne — 370 06bIYHbIN cnocob ceTeBow aTaku. [1nsa Toro, 4To6bl 06HapYXMTb BCe
aKTUBHbIE XOCTbl B CETMEHTE CETU, UCTOYHMK aTakn OyaeT paccbinatb GonbLUOEe KONMMYeCTBO
ARP-coo6LeHui, 4To ByaeT 3aHMMaTb 6ONbLLYIO YacTb NPOMYCKHOM CnocobHOCTU ceTh. MoXHO
Aaxe cpenaTb artaky OonbwmMm  KONMMYECTBOM  Tpadmka MCnonb3ys  noadesbHble
ARP-coo006LLeHMs1, 4TO NPUBEAET K Konnancy ceT n3-3a ncyepnaHmsi NponyCckHoM cnocobHOCTM.
O6blyHO ARP-ckaHMpoBaHMe — 3TO NPOCTO Npeanockinika K gpyron, 6onee onacHon artake,
TaKkoW, KaKk aBTOMaTU4eckoe 3apakeHue BMPYCOM UIM nocreayoliee CkaHMpoBaHWE MOPTOB,
CKaHWPOBaHWE YA3BMMOCTEN, HALENEeHHOe Ha XMULEeHMe MHOopMauMM, aTaka MCKaXKEeHHbIMU
coobweHnamu, DOS-aTtaka u 1.4.

Mockonbky ARP-ckaHMpoBaHue yrpoxxaeT 6e30nacHOCTU U CTabUNbHOCTN CETU, OYEHb BaXKHO
ero npegotepatutb. KommyTtatop obecneunBaeT MNOMHOE pelleHne Ans npeaoTBpalleHus
ARP-cKaHMpOBaHMsA: ecnn B CErMEHTe HauWgeH XOCT unuM  nopT € Mpu3Hakamm
ARP-cKkaHMpOBaHWS, KOMMYTaTOp OTPEXeT UCTOYHUK aTaku Ansa obecneyeHus Ge3onacHOCTU
ceTun.

Ectb aBa metoga npegotsBpalleHmss ARP-ckaHMpoBaHMs: Ha OCHOBe nopTa M Ha ocHose IP.
MeTog Ha ocHoBe nopTta cuuTaeT konuvectBo ARP-coobLieHun, nomnydeHHbIX ¢ nopTa 3a
onpegeneHHbld Nepuo, €Ccnu Yncro npesbllaeT 3agaHHbIi nopor, NopT OyaeT BbIKIYEH.
MeTtog Ha ocHoBe IP cuutaet konuyectso ARP-coobuleHnin, nonyyeHHbix oT IP-agpeca B
CermMeHTe 3a onpeaeneHHbli Nepuog, ECNM YMCNO NpeBbILLaeT 3a4aHHbIN NOpor, Nobon Tpadumk
oT atoro IP 6yget 3abnoknpoBaH o Tex nop, noka nopT, cBA3aHHbIN ¢ IP-agpecom, He GyaeT
norawieH. OTn Asa MeToda MOryT OblTb BKIOYEHbI 0g4HOBPEMEHHO. [ocne Toro, Kak nopT uim
IP-agpec 6binn 3abnoKMpoBaHbI, NONb3oBaTeNb MOXET BOCCTAHOBUTL MX CTaTyC, MCMOSb3ys
YHKLMIO aBTOMATU4ECKOro BOCCTAHOBIEHNS.

YT106bl NOBLICUTL 3PIEKTUBHOCTL, MOSb30BaTENN MOrYT HAaCTPOUTb LOBEPEHHblEe MOPThbl U
IP-agpeca, ARP-coobLueHnsa OT KOTOpbIX He OyayT MpoBepsTbCA KOMMYTaTOpOM. Takum
06pa3om Harpyska Ha KOMMyTaTop MOXET OblTb 3HAYUTENBHO CHIDKEHA.

22.2. NocnenoBaTenbHOCTbL 3aAay KOHduUrypaumm npenoTBpalleHus
ARP-ckaHupoBaHusa

1. Bknmountb coyHKUMO npegoTepalleHna ARP-ckaHnpoBaHus.

HacTpouTb noporoeoe 3HaveHne ans Metoga, OCHOBAHHOMO Ha nopTax U Metoaa,
OCHOBaHHoOro Ha IP.

HacTpouTb AoBepeHHbIE NOPThI.
Hactpontb goepeHHbie IP.
HacTpouTb Bpems aBTOMaTU4ECKOro BOCCTaHOBEHMS.

MocmoTpeTb MHdOpMaumto, oTHocsALycs K ARP-ckaHMpoBaHuIo, a Takke
OTNago4HY0 MHOpMaLnIo.
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1. BknounTtb doyHKUMIO NpegoTepaleHna ARP-ckaHnpoBaHus.
KomaHpa OnucaHue
O6Wwmnn pexum KoHUrypauumm
anti-arpscan enable BkntoyeHue/BbiktoueHUe YHKLMM

no anti-arpscan enable

npegoTBpalleHnss ARP-ckaHMpoBaHus

2. HaCTpOI/ITb noporosoe 3Ha4veHune and metoaga, oCHOBaHHOIO Ha nopTtax n MmetToaa,

OCHOBaHHoro Ha IP.

(@ orecy

KomaHpa OnucaHue

O6wmn pexxum KoHcdurypauumm
anti-arpscan port-based threshold | YctaHoBka  MOpOroBoro  3Ha4deHus  Ans
<threshold-value> MeTo4a, OCHOBaAHHOIoO Ha nopTax
no anti-arpscan port-based threshold
anti-arpscan ip-based threshold <threshold- | YcTtaHoBka noporoBoro  3HadeHus  gns
value> mMeToda, ocHoBaHHoro Ha IP
no anti-arpscan ip-based threshold

3. HacTtpouTb goBepeHHbIe MOPTHI.

KomaHaa OnucaHue

Pexunm koHdurypaumm nopra
anti-arpscan trust <port | supertrust-port> YcTaHoBKa aTpubyTOB LOBEPUSA NOPTOB
no anti-arpscan trust <port |supertrust- port>

4. HacTtpouTb gosepeHHsle IP.

KomaHaa OnucaHue

O6wmn pexxmm KoHdurypaumm
anti-arpscan trust ip <ip-address> | YcTaHoBka aTpubyToB gosepus IP
[<netmask>]
No anti-arpscan trust ip <ip-address>
[<netmask>]
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5. HaCTpOI/ITb BpemMA aBTOMaTU4eCKOro BOCCTaHOBJ1IEHUA.

KomaHpa OnucaHue

O6wWwmnn pexum KoHpUrypaumm

anti-arpscan recovery enable BkntoyeHue/BbiktoueHUe YHKLMM

no anti-arpscan recovery enable aBTOMaTU4eCKOro BOCCTaHOBJIIEHUA

anti-arpscan recovery time <seconds> YcTaHOBKa  BpeMeHW  aBTOMaTU4eCcKoro

no anti-arpscan recovery time BOCCTaHOBNEHNA

6. [MocmoTpeTb UHopMaLmio, oTHocALytocs K ARP-ckaHnpoBaHuio, a Takke
OTNagouHy0 MHpopMaLMIO.

KomaHpa OnucaHue

O6wWwmn pexum KoHduUrypaumm

anti-arpscan log enable BkntoyeHne/BbikntoveHne OyHKLMM XypHana

no anti-arpscan log enable npepoTtepalleHns ARP-ckaHnpoBaHus

anti-arpscan trap enable Bkntoyenue/BoikntoveHne  dyHkumm  SNMP

no anti-arpscan trap enable Trap npegoTBpaLleHns ARP-ckaHMpoBaHus

show anti-arpscan [trust <ip | port | supertrust- | OTobpaxeHne  coctosHus  paboTbl U
port> | prohibited <ip | port>] KOH(urypaumm  npegotepaileHns  ARP
CKaHMpOBaHNUSA

Pexunm agMmHucTpatopa

debug anti-arpscan <port | ip> BkntoyeHune/BbikoueHNe oTnagkm

no debug anti-arpscan <port | ip> npegoTBpaweHns ARP-ckaHMpoBaHus

22.3. TunoBble npumMmepsbl npegoTepaweHna ARP-ckaHnpoBaHusa

B ceTtn, Tononorus KoTopon nokasaHa Beiwe, nopT E1/0/1 kommyTaTtopa B nogkntoyeH K nopty
E1/0/19 kommyTatopa A, nopt E1/0/2 kommyTaTopa A MNOAKMOYEH K hannoBoMy CepBepy
(IP-agpec 192.168.1.100/24), Bce ocTanbHble NOPTbI KOMMYyTaTopa A NOAKITFOYEHbI K 0ObIYHBIM
PC. Cneaytowas koHpurypauus moxeT acpdekTmBHo npegoTBpatuTte ARP-ckaHMpoBaHue, He
BMUSS HA HOPMarbHYH paboTy CUCTEMBI.

lMocrnenoBaTenbHOCTL HACTPOMKU KOMMYTaTopa A:
SwitchA(config)#anti-arpscan enable

SwitchA(config)#anti-arpscan recovery time 3600
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SwitchA(config)#anti-arpscan trust ip 192.168.1.100 255.255.255.0
SwitchA(config)#interface ethernet1/0/2
SwitchA (Config-If-Ethernet1/0/2)#anti-arpscan trust port
SwitchA (Config-If-Ethernet1/0/2)#exit
SwitchA(config)#interface ethernet1/0/19
SwitchA (Config-If-Ethernet1/0/19)#anti-arpscan trust supertrust-port
Switch A(Config-If-Ethernet1/0/19)#exit

MNMocnenoBaTenbHOCTL HACTPOWKM KOMMyTaTopa B:
Switch B(config)# anti-arpscan enable
SwitchB(config)#interface ethernet1/0/1
SwitchB (Config-If-Ethernet 1/0/1)#anti-arpscan trust port
SwitchB (Config-If-Ethernet 1/0/1)exit

—_—
::_,. KommyTtaTtop B

1/0/19

1/0/1

KommyTartop A

e

1/0/2 1/0/4

1/0/3

EED O EED O
Cepsep MK 1 MnK2

192.168.1.100

PucyHok 22-1. Tunoson npumep KoHpurypauumn npegotepaweHmnss ARP-ckaHnpoBaHus

22.4. NMonck HencnpaBHocTen npepoTBpaweHnsa ARP-ckaHMpoBaHus

MpepoTtBpalwieHne ARP-ckaHMpOBaHMA MO YMOMYaHUIO BbIKNOYEHOo. [locne BKYeHUA
npepotBpalleHna ARP-ckaHMpoBaHUS NOMb30BaTENb MOXET BKNIOUNTL 0Tnaaky («debug anti-
arpscany») ansg npocMoTpa oTNago4yHoNn MHopMaLUn.
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23. KOHOUT'YPALUUA SALLUTBI OT NMOAMEHDbI ARP

23.1. O630p
23.1.1. ARP (Address Resolution Protocol)

B obwem, npotokon ARP (RFC-826), B ocHOBHOM, OTBe4YaeT 3a CooTHoweHune IP-agpeca
cooTBeTcTBYytOWEeMy 48-6uTHoMy dusmnyeckomy agpecy, 1o ectb MAC-agpecy, Hanpumep,
IP-agpec 192.168.0.1, MAC-agpec ceteBomn kapTbl A0-12-34-FD-1D-2B.

Becb npouecc COOTHOLLUEHUSI COCTOMT B TOM, YTO XOCT OTMNPaBNSAEeT LUMPOKOBELLATENbHbIN
(broadcast) nakeT p[aHHbIX, BKMA4awowmi B ceba wuHdopmaumto o6 IP-agpece xocTta
Ha3HayeHnst (ARP-3anpoc), 3ateM XOCT Ha3HayeHusi OTnpaBnsieT UCXOAHOMY XOCTY NakeT
OaHHbIX, BKMoYawwmn B ceba nHgopmaumio o6 IP-agpece n MAC-agpece. Takum obpasom,
OBa xocTa MoryT obmeHnBaTtbes nHdopmaumen no MAC-agpecy.

23.1.2. NMoameHa ARP

C Toukn 3peHua npotokona ARP, 4tobbl ymeHbwnTe ARP-Tpadumk B ceTn, ecnmn XocT nonyynT
ARP-0TBET, KOTOPbIN OH HE 3anpalunBan, OH Tak e gobasuT 3anncb B cBon ARP-kew, 4to
aenaet Bo3MoxHbIM nogmeHy ARP (ARP spoofing). Ecnn xakep xodeT npocnywaTtb obmeH
OaHHbIMM MexXay ABYMSA XOCTaMuM B OAHOM CeTU (JaXe eCcnv OHW MNOAKMYEeHbl 4epes
KOMMyTaTopbl), OH oTnpasBnset naket ARP-oTBeTa ABYM XOoCTaM MO OTAENbHOCTU, 3TO
NPUBOAUT K TOMY, YTO Kaxabln n3 xoctoB cuntaet MAC-agpec xakepa agpecom Apyroro xocra.
Takum obpasom, BMECTO MpsAMOro obmeHa, XOoCTbl OOMeHuMBalTCA TpaduKOM 4vepes XOocT
Xakepa. Xakepbl He TOMnbKo Mnony4vatoT Heobxoaumyo um nHdopmaumio. UM ang ycnewHown
nepegayn HeobxoaMMO BCEro NULb U3MEHUTb HEKOTOPYK MHGOpMauuo B nakete. B aTom
crny4yae Ha KOMMbIOTEPE XaKepa He HYXXHO HacTpavBaTb CMELLaHHbIA PEeXUM CeTEBOW KapThl,
T.K. NAaKeTbl JaHHbIX NOCTYNalT Ha KOMMbIOTEP Xakepa Ha PU3NYECKOM YPOBHE, KOMMbOTEP
paboTaeT Kak peTpaHCNATop.

23.1.3. Kak npegoTBpatuth noameHy ARP

EcTb MHOro BngoB atak, OCHOBaHHbIX Ha npoTokone ARP. BonbLUIMHCTBO atak OCHOBaHbI Ha
nogmeHe ARP, Tak 4To 04YeHb BaXKHO npenoTeBpaTtuUTh nogmeHy ARP.

MexaHunam nogmeHsl ARP npoHuKaeT B ceTb, B MEPBYIO ovepeb, NyTeM NOAAESNKN fieranbHOro
IP-agpeca, 3atem nocblfiagd MHOro nogaernbHbiX ARP-naketoB koMmyTaTopam, Mnocrie 4Yero
KOMMyTaToOpbl 3aMeHSAT npaBunbHble cBA3kM IP-MAC cooTBeTCTBYHOLWMMN CBSA3KAMKU U3
aTakylwmx naketoB. Takum oOpas3oMm, KOMMyTatop OWWOOYHO OTMpaBnseT NakeThbl
aTakyloLemy XoCTy, U 3TO AENCTBYET Ha BCEN CETW.

OcCHOBHbIM MeTOOOM NpefoTBpalleHus atak u nogmeHol ARP Ha kommyTatopax siBnseTcs
OTKMNOYEHNE Ha KOMMYTaTope OYHKUMM aBTOMaTMYeckoro obHoBrneHns. ObMaHLLMK He CMOXeT
N3MeHUTbL npaBunbHble cBA3kn IP-MAC Ha kommyTaTtope, TeM camMbiM nNpegoTBpallaeTcs
HenpaBunbHas nepecbifika naketoB. B To >xe Bpema 3TO He npepbiBaeT QYHKUMIO
aBToMaTtmyeckoro obydenms ARP. Takum ob6pasom, 3TO 3HAYMTENbHO MpedoTBpallaeT
nogmeHy ARP.

ND — 310 npoTokon obHapyxeHus coceaen B IPv6, aHanornyHei npotokony ARP no npuHuuny
AEenCcTBMs, NO3ToMy Ans npegoTepallenns nogmeHsl ND Mbl genaem T0 ke camoe, 4To 1 And
ARP.

23.2. KoHdurypauumsa npegoreBpawieHnsa nogmeHosl ARP

MocnegoBaTenbHOCTL HACTPONKKU NpegoTBpaleHns nogmeHsl ARP:
1. OTknouMTb hyHKUMIO aBTOMaTryeckoro obHoeneHnsa ARP.
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2. OTKNUYNTb OYHKUMIO aBTOMaTn4yeckoro obyyeHmnst ARP.
3. [lomeHatb guHammnyeckme ARP Ha ctaTudeckue.

1. OTknoYMTb PYHKUMIO aBTOMaTudeckoro obHosnexHms ARP.

KomaHpa OnucaHue

O6wwun pexum n Pexxum nopTta

ip arp-security updateprotect OTKMAOYMTL/BKOYNTE (PYHKLNIO aBTOMATUYECKOrO

no ip arp-security updateprotect obHosneHns ARP

2. OTkmounTb hyHKUMIO aBTOMaTmnyeckoro obyyennss ARP, ND.

KomaHpa OnucaHue

O6wmn pexum n Pexum nHtepcenca

ip arp-security learnprotect OTKAOUMTL/BKIOYNTE (PYHKLNIO aBTOMATUYECKOrO

no ip arp-security learnprotect 0by4eHns ARP

3. [NomeHatb anHammdeckme ARP, ND Ha ctaTtudeckue.

KomaHaa OnucaHue

O6wmn pexum n Pexxum nopra

ip arp-security convert MNomeHaTe anHamndeckne ARP Ha ctaTudeckne

23.3. NMpumep npepotBpaweHusa nogmeHbl ARP, ND

K 1 o5 16624 K 2
192.168.2.1 08-C6-B3-00-00-04 192.168.2.2
08-C6-B3-00-00-01 08-C6-B3-00-00-02
e =8

.
[ 11
!

G

A

nK3
192.168.2.3
08-C6-B3-00-00-03

PucyHok 23-1.
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OnucaHune obopynoBaHus
O6opynoBaHue | KoHdwurypaums Kon-Bo
Switch IP:192.168.2.4;mac: 08-C6-B3-00-00-04 1
PC1 IP:192.168.2.1;mac: 08-C6-B3-00-00-01 1
PC?2 IP:192.168.1.2;mac: 08-C6-B3-00-00-02 1
PC 3 IP:192.168.2.3;mac: 08-C6-B3-00-00-03 HECKOIbKO

Ha pguarpamme nokasaHa HopmanbHas cBa3b mexagy PC 2 n PC 3. PC 1 xoueT, 4TOoGbI
KOMMyTaTOp Hanpaensan eMy nakeTbl, oTrnpaBneHHble xoctom PC 2. B nepsyto ovepenb PC 1
otnpasnseT nakeT ARP-oTBeTa Ha kommyTaTop B ¢hopmaTe: 192.168.2.3, 08-C6-B3-00-00-01,
conoctaenaga ero MAC-agpec ¢ IP-agpecom xocta C, kommyTatop obHoBnseT ARP-cnucok u
HaunHaeT oTnpaBnATb naketbl Ans 192.168.2.3 Ha MAC-agpec 08-C6-B3-00-00-01 address
(agpec xocta PC 1).

B panbHenwem xoct PC 1 nepeckinaeT npuHaTbie NnakeTbl XocTy PC 3, MeHAsa agpec NCTOYHMKa
N agpec HasHadveHus. Tak kak ARP-cnuncok cBoeBpeMeHHO OBHOBASIETCH, eLLe OQHON 3ajadven
ans xocta A aBndetca HenpepbiBHas oTnpaska ARP-oTBeTtoB n obHoBneHne ARP-cnivcka
KOMMyTaTopa.

MoatoMy o4veHb BakHO 3awmTuTb ARP-cnncok, HacTpouTb 3anpelieHne ARP-obyyeHuns B
ctabunbHOM cpede W 3aTteM U3MEHUTb Bce auHamumyeckume ARP-3anvcm Ha cTtaTudeckume.
BblyyeHHble ARP He 6yayT o6HOBNATLCA 1 ByayT 3aLUMLLEHbI.

Switch#config

Switch(config)#interface vlan 1

Switch(Config-If-Vlan1)#arp 192.168.2.1 08-C6-B3-00-00-01 interface eth 1/0/2
Switch(Config-If-VlanT)#interface vlan 2

Switch(Config-If-Vlan2)#arp 192.168.1.2 08-C6-B3-00-00-02 interface eth 1/0/2
Switch(Config-If-Vlan2#interface vlan 3

Switch(Config-If-Vlan3)#arp 192.168.2.3 08-C6-B3-00-00-03 interface eth 1/0/2
Switch(Config-If-Vlan3)#exit

Switch(Config)#ip arp-security learnprotect

Switch(Config)#

Switch(config)#ip arp-security convert

Ecnun okpyxatowwasa cpega MeHsieTcsl, 3To No3BonseT 3anpetntb ARP-00HOBNEHUS, KaK TOMbKO
ARP 6yget nsydeHo, oHO He MOXeT ObiTb 06HOBNEHO HOBbIM ARP-0TBETOM, AaHHblE OyayT
3alULLEHbI OT NPOCHYLUNBAHKS.

Switch#config
Switch(config)#ip arp-security updateprotect

191

@ §) QTECH

MUP LOOCTYMHEE



PykoBogcTteo nonb3oBatensa Cepusa QSW-4900

HACTPOWKA ARP GUARD | www.gtech.ru |

24. HACTPOUKA ARP GUARD
24.1. BBegeHue B ARP GUARD

CyuwiecTByeT cepbesHad ya3BMMmocTb B Mogenn ARP-npoTokona, KoTopasi 3akrntoyaeTcsi B TOM,
41O Ntob0OE ceTeBOE YCTPOMCTBO MOXKET oTnpaBnTb ARP-coobLeHne, 4ToObl 0O0bSBUTL O CBS3KE
IP- 1 MAC-agpecoB. 370 genaet BO3MOXXHbIM ARP-MOLLUEHHNYECTBO. 3MOYMbILLNEHHUKA MOTYT
nocnate ARP-3anpoc unu ARP-oTBeT 4TOObl MHGOPMMPOBATL O HEBEPHOW CBSA3KE MeXAay
IP-agpecom 1 MAC-agpecom, koTopas npuBedeT k npobnemam cessn. EcTb gese dhopmbl
ARP-moweHHnyectBa: 1. PC4 otnpaenset ARP-coobliieHne 4Tobbl coobwimTb, YTo IP-aapec
PC2 npusasaH k MAC-agpecy PC4, aTo npuBeaeT k ToMy, 4TO BCe IP-nakeThl, agpecyemble PC2,
Oyoyt oTtnpaeneHbol kK PC4, Takum obpasom PC4 cmoxeT npocmatpmBaTb BCE MaKeThl,
agpecoBaHHble PC2; 2. PC4 otnpaBnsdet ARP-coobuieHmne 4tobbl coobwmTtb, YTo IP-agpec
PC2 npuBsasaH kK HecywecTteytowemy MAC-agpecy, aTto npusefeT K Tomy, 4to PC2 He ByneT
nony4yaTb agpecoBaHHbIE eMY NaKeThbI.

B yacTtHOCTH, ecnn 3noyMbILWNEHHNK, npuberasg kK ARP-mMoLLeHHNYeCTBY, BblgaeT cebs 3a ko3,
BCS1 CETb BbINOET U3 CTPOS.

KommyTatop

—
—
—

2 o J
= o(olln)

KoHueHTpaTop

)

i
e
3

MK 2

%
=3 0 EE) O EE B EE O
MK 3 MNK 4 MK 5 MK 6

PucyHok 24-1. CxemaTtunyHasa gnarpamma ARP GUARD

MbI ncnonb3yem punbTpyowmne anemMeHTbl KOMMyTaTopa Ans 3awmtel ARP-3anncen BaxHbIX
CeTeBbIX YCTPOWCTB OT nogpaxaHus Apyrumu yctponctsamn. OCHOBHOM Teopuen 3Toro
ABNAETCA WUCNONb30oBaHWe (UbTPYIOLWMX 3MEMEHTOB KOMMYyTaTopa NSl MPOBEpKM BCEX
ARP-coobuweHun, npoxogswmx 4epes nopT. Ecnu agpec wuctodHnka ARP-coobuieHus
3awmileH, cooblieHns 6yaoyT oTOpoLLEHbl U HE NepedagyTcs ganee.

®OyHkuma ARP GUARD o006blbMHO wmcnonb3yeTcss Ans 3awmTbl Wio3a oT aTak. Ecnm Bce
OOCTYMNHble KOMMbIOTEPbLI B ceTu OyayT 3awmweHbl dyHkumen ARP GUARD, gns atoro
noTpebyeTcsa HacTpouTb Ha nopTy Gonbwoe konmyectBo ARP GUARD-agpecos, 4ToO 3anmeT
bonbwyto yacte FFP-3anmncen B umne, W, Kak pes3ynbTaT, MOXeET OTpasuTbCs Ha OPYrnx
npunoxexuax. Tak 4to ato GygeT HenpaBunbHO. PekomeHayeTcs agonTupoBaTb cBOGOAHbIE
pecypcbl cornacHo cxeme pgoctyna. [loxanyincra, obpatutecb 3a nogpobHOCTAMM K
COOTBETCTBYIOLLEN JOKYMEHTALNMN.
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24.2. Cnucok 3apgay koHdurypaumm ARP GUARD

1. HactpouTb 3awwmuieHHble IP-agpeca.

KomaHpa

OnucaHue

Pexum KoHdurypaumm noprta

arp-guard ip <addr>
no arp-guard ip <addr>

Hactpouts/yganute ARP GUARD-agpec
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25. KOHOUINYPALUS CAMOOBPALLEHHOIO ARP
(GRATUITOUS ARP)

25.1. BBegeHue B camoobpalueHHbIn ARP

CamoobpalueHHbin ARP — ato Tun ARP-3anpoca, otnpaBnsaemMblii XoctoM 1 ero IP-agpecom B
KayecTBe agpeca Ha3Ha4YeHus.

Basic pexum paboTbl KOMMYTaTOPOB, CrEeAYLNA: HA UHTEpdEeNncax 3-ro ypoBHs MOXeT ObiTb
HacCTpPOEeH WHTepBan paccbilkn camoobpalleHHbix ARP-3anpocoB wmnmM 3T0 MOXeT ObiTb
HacTpoeHo rnobanbHO Ha Bcex nHTepdencax.

HasHauyeHue camoobpalleHHoro ARP crieaytoulee:

o YT100bl YyMeHbWwWNTb YacTtoTy ARP-3anpocoB XOCTOB K KOMMYyTaTopy. XOCTbl B CETU
nepuogmyeckn nocbinaoT ARP-3anpocbl Kk w3y 4tobbl ob6HoBuTb MAC-agpec
wnto3a. Ecnn kommyTaTop pacceinaet camoobpalleHHble ARP-3anpockl, Xxoctam He
HY)XHO OTMPaBnATb 39TWM 3anpocbl. OTO YMEHbLIUT YacTOTy OTNPaBKM XOCTaMu
ARP-3anpocoB Ha wwo3.

o CamoobpaweHHbin ARP — 310 meton npepotepaweHns ARP-molleHHW4ecTBa.
Paccbinaembin kommyTaTopoMm camoobpalleHHbIn ARP 3acTtaBuT XOCTbl 0GHOBUTL CBOM
ARP-«eww. Taknm obpasom nogaenbHbii ARP He byHUMOHUpYET.

25.2. Cnucok 3apgay KoHdurypaumm camoobpawieHHoro ARP

1. BknounTb camoobpalleHHbii ARP n HacTpouTb nHTepBan otnpasku ARP-3anpocos.
2. Oto6pasnTtb KoHpUrypauuto camoobpatleHHoro ARP.

1. BknounTb camoobpalleHHbii ARP 1 HacTpouTb nHTepBan otnpasku ARP-3anpocos.

KomaHaa OnucaHue

Pexum rnobanbHon KoHdUrypaumm n pexum KoHdurypaumm nHtepdenca

ip gratuitous-arp <5-1200> Bkntountb camoobpaweHHbin ARP 1 HacTtpoutb

no ip gratuitous-arp nHTtepsan otnpasku ARP-3anpocos.

KomaHga no otmeHsieT camoobpalueHHbIn ARP

2. Ot06pasnTtb KoHpUrypauuto camoobpalleHHoro ARP.

KomaHaa OnucaHue

PeXxnm agMMHUCTpaTOpa U peXxum KoHdpurypaumm

show ip gratuitous-arp [interface vlan <1- OTo6pa3nTb KOHUrypaumo
4094>] camoobpaueHHoro ARP
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25.3. Npumep koH(pUrypauum camoobpawieHHoro ARP

KommyTatop

WuTtepderic VLAN 1
192.168.14.254
255.255.255.0

WuTepdenic VLAN 10
192.168.15.254
255.255.255.0

:
.
A
.
o

MnK 1 MnK2 MK 3 MK 4 MK 5

PucyHok 25-1. lNMpumep HacTporikn camoobpatieHHoro ARP

[na Tononormn cetu, NokasaHHOW Ha pUCYHKe, HTepdenc kommyTtaTopa VLAN1O umeet
IP-agpec 192.168.15.254 n macky cetn 255.255.255.0. Tpu komnbtotepa — PC3, PC4, PC5 —
noaknoyeHbl K atomy nHtepdency. NHtepdenc VLANL nmveet IP-agpec 192.168.14.254 n
mMacky cetn 255.255.255.0. [Ba komnbiotepa — PC1 n PC2 — nogknoyeHbl K 3TOMy
nHtepcency. CamoobpalleHHbin ARP BKrtoyaeTcs cnegyrowmin KoHUrypaumen:

O6a nHTepdenca ncnonbayoT camoobpatleHHbIn ARP.
Switch(config)#ip gratuitous-arp 300
Switch(config)#exit

CamoobpalueHHbIn ARP HacTpouT TONbKO ANS 0gHOro nHrtepderica.
Switch(config)#interface vlan 10
Switch(Config-if-Vlan10)#ip gratuitous-arp 300
Switch(Config-if-Vlan10)#exit
Switch(config) #exit

25.4. NMounck HencnpaBHOCTEM camoobpaweHHoro ARP

CamoobpalueHHbIn ARP BbiktoveH no ymonyaHuio. Korga camoobpallueHHbin ARP BkoyeH,
OTNago4YHYy0 MHGOPMAaLUMI0O MOXHO NOMyYnTb, ncnonb3ys komaHgy «debug ARP send». Ecnu
camoobpauleHHbIn ARP BkntoveH rnmo6anbHO, OH MOXET ObiTb BbIKIMIOYEH TOMbKO rnobanbHo.
Ecnn camoobpalueHHbin ARP BkntoueH Ha nHTepdence, oH MOXET ObITb BbIKITHOUEH TOJTBbKO Ha
nHTEpdemnce.
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26. KOHOUT'YPALIUA DHCP

26.1.1. Beeaenne DHCP

DHCP [RFC2131] cokpaweHHo oT Dynamic Host Configuration Protocol (npotokon
OWHaAMUYeCKOM HaCTPONKN XOCTOB). OTO NPOTOKOS, KOTOPLIN ANHaMUYeckn HasHavaeT IP-agpec
U3 nyna agpecos, Tak Xe yCTaHaBnmBaeT OpYyrMe ceTeBble napameTpbl, Takume Kak L3 no
ymonyanmio, DNS-cepep 1 pacnonoxeHue B cetu channa obpasa. DHCP — 310 paclumpeHHas
Bepcusi BOOTP. OTo0 OCHOBHasi TEXHOMNOrMs, KOTOpass He TOMbKO MOXEeT obecneunTb
3arpy3o4Hon uHdopmaumen besgmckoBblie paboudne CTaHUuMK, HO Takke MOXeT ocBoboanTb
aAMUHUCTPATOPOB OT pydvyHOro BefeHusa |IP-agpecHoro npocTpaHcTBa W YNpoOCTUTb
nosnb3oBaTtensam npouecc HacTponku. Ewwe ogHo npeumywectso DHCP B TOM, 4TO OH MOXeT
CHM3NTb TpeboBaHusa K konmyecTBy IP-agpecos, korga nonb3oBaTenb NoKMaaeT ceTb, ero IP
MOXeT BbITb Ha3HA4YeH Apyromy.

DHCP gaBndeTca npoOTOKOMOM TuUNa «KnNueHT-cepeep», DHCP-knueHT 3anpawvBaeTt y
DHCP-cepBepa ceTeBouv agpec 1 napameTpbl KOHUrypaumm, cepeep npeaocTaBnseT KIUeHTy
ceTeBOV agpec U napameTpbl KoHdurypauun. Ecnn kKnMeHT n cepBep HaXoA4ATCA B pPasHbIX
nogceTax, Heobxogumo wucnonb3oBatb DHCP-petpaHcnatop (relay) pana nepepayu
DHCP-nakeToB Mexay KnmeHTom un cepepom. Peannsauna DHCP npencraesneHa Huxe:

Discovery R
; % B Offer .
Request - D
DHCP-knueHT Ack DHCP-cepsep

A

PucyHok 26-1. Baaumogencteue npotokona DHCP

Pa3bscHeHue:

DHCP-knueHT paccbinaeT B  fOKanbHyK MOACETb  LUMPOKOBELLATESIbHbIE  NakeThbl
DHCPDISCOVER.

DHCP-cepBep npu nony4deHnn naketa DHCPDISCOVER otnpasndet DHCP-knueHTy naket
DHCPOFFER BwmecTe ¢ IP-agpecamn n gpyrumm ceTeBbIMn NapameTpamu.

DHCP wneTt wupokosewwatenbHbii nakeT DHCPREQUEST ¢ nHdopmaumen o DHCP-cepsepe,
KoTopbI OH BbiGpan ns DHCPOFFER-nakeToB.

BbiGpaHHbin knneHtom DHCP-cepeep otnpaenseTr naket DHCPACK wn knuneHT nonyyaet
IP-agpec v gpyrve napameTpsl.

3T YeTblpe Lwara NponsBoasAT NPOLECC ANHAMUYECKON HACTPOMKN XOCTa.

OpHako, ecnn DHCP-cepeep n DHCP-knuMeHT HaxogsiTcsl B pasHblX MOACETSX, CepBep He
nony4uT wupokoBewaTensHble DHCP-nakeThl, OTNpaBnieHHbIe KITMEHTOM M HE OTBETUT eMy. B
aToM crniydae Heobxoaum DHCP-petpaHcnaTop (relay) ans nepegaum Takmx DHCP-nakeTtoB
MEeXAY KIMMEHTOM U CepBEPOM.

Kommytatop moxeT pabotatb u kak DHCP-cepsep, n kak DHCP-petpaHcnstop. DHCP
noagepXunBaeT He TONbKO AUHAMUYECKoe HasHaveHue IP-agpecoB, HO Takke PYYHYHO NPUBSA3KY
agpeca (HanpumMep, ykasaTtb onpegeneHHbln IP-agpec aons onpegenexHHoro MAC-agpeca nnm
onpegeneHHoro ID ycTponcTea). Paznuuuna mexagy AUHaMU4eCkUM U CTaTUYECKUM Ha3HaYeHNeM
agpecoB: 1) [uHamuyecks nony4aemblnl agpec MOXeT OblTb Kaxabli pas pasHbIM;
npuBA3aHHbIN BPYYHYHO agpec Bcerga Oyaet oavHakoBbin. 2) Bpems apenabl |IP-agpeca,
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Noy4eHHOro AUHaMUYECKN, OONHAKOBO AJ1s1 BCEro agpecHoro nyna, u OHo orpaHuyeHo. Bpems
apeHabl IP-agpeca, npvBsiI3aHHOrO BPYYHYK, TEOPETUYECKM GeckoHeuyHo. 3) [uHamuyecku
BblAensieMble agpeca He MoryT OblTb MpUBS3aHbl BPyYHYt. 4) MNyn AMHaMUYecKUX aapecos
MOXeT HacnegoBaTb napaMeTpbl KOHWUrypaumMm ceTu nyna OUHaMUYEcKUX anapecos,
OTHOCSILLErOCS K CErMEHTY.

26.2. DHCP Server Configuration

Cnucok 3agay koHpurypauun DHCP-cepgepa:

1. BknounTb/BbIKMOYMTL cepauc DHCP.
2. Hactpoutb agpecHbin nyn DHCP.

2.1. Cosgatb/yganutb agpecHsbin nyn DHCP.

2.2. Hactpoutb napameTpbl agpecHoro nyna DHCP.

2.3. Hactpontb napameTpbl py4yHoro agpecHoro nyna DHCP.
3. BxnounTb BegeHue XypHana ang kKoHIIMKTOB agpecos.

1. BxkntounTb/BbiKNOUNTL cepauc DHCP.

KomaHpa OnucaHue

o6wmn pexmm

service dhcp Bkntountb/BbikNtounTh cepauc DHCP
no service dhcp

Pexunm koHdurypupoBaHu nopTta

ip dhcp disbale OTkntoveHue He nopte DHCP obcnyxmnBaHus,

no Ip dth disable KOMaHAa No OTMEeHAEeT OTKNio4YeHne

2. HactpouTtb agpecHbin nyn DHCP.
2.1. Cosgartb/yganutb agpecHbin nyn DHCP.

KomaHaa OnucaHue

Oo6wmn pexmm

ip dhcp pool <name> HacTtpouTb agpecHbin nyn DHCP. KomaHnga no

no ip dhcp pool <name> oTMeHsieT nyn agpecos DHCP
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2.2. Hactpoutb napameTpbl agpecHoro nyna DHCP.
KomaHpa OnucaHue
Pexum appecHoro nyna DHCP
network-address <network-number> [mask | prefix- | Hactpowka obnactu agpecos,
length] KoTopble MoOryT ObiTb BblAENEHbI
no network-address agpecHomy nyny. KomaHga no

OTMEHSIeT BblAeNeHne aapecHoro
nyna

default-router
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no default-router

Hactporka wno3a no ymon4aHuto
ans DHCP-knuenTOB. KomaHaa no
OTMEHSIET LUMH03 MO YMOYaHUIO

dns-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no dns-server

HacTtpouika DNS-cepsepa  ans
DHCP-knuneHToB. KomaHga no
OTMeHsieT HacTponky DNS-cepsepa

domain-name <domain>
no domain-name

HacTtponka OOMEHHOr0 uMeHu Ans
DHCP-knuneHToB. KomaHga no
OTMEHSIeT JOMEHHOE NMS

netbios-name-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

no netbios-name-server

Hactponka agpeca WINS-cepsepa.
KomaHga no oTMeHsieT HacTpPOnKy

netbios-node-type
node|<type-number>}

{b-node|h-node|m-node|p-

no netbios-node-type

HacTtpoika TMna
DHCP-knuneHTOB.
OTMEeHsIeT TMn y3na

yana
Komanpa

ans
no

bootfile <filename>

HacTtpowka 3arpy3odHoro garnna gng

o e e DHCP-knneHToB. K9mak1na no
OTMEHSIeT 3arpy304HbIn hann
next-server HacTtpoika agpeca cepsepa,

[<addresSwitchA>[<addresSwitchB>[...<address8>]]]
no next-server
[<addresSwitchA>[<addresSwitchB>[...<address8>]]]

pasMeLlaroLero 3arpy3oyHblin doans.
KomaHga no oTMeHsieT yaanseT
agpec cepsepa

option <code> {ascii <string> | hex <hex> | ipaddress | HacTtponka ceTeBoro napameTpa,
<ipaddress>} onpeaeneHHoro KOOOM  onuuwn.
no option <code> KomaHga no ypansetr ceTeBon
napameTp
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KomaHpa OnucaHwue
lease {days [hours][minutes] | infinite} HacTponka BpEMEHMU apeHgbl

no lease

agpecos nyna. Komanga no yganset
HaCTPOIKY BpeMeHM apeHabl

max-lease-time {[<days>] [<hours>] [<minutes>] |
infinite}
no max-lease-time

HaCTpOVIKa MaKCnMalJibHOro BpemMeHu
apeHabl agpecoB B aapeCcHOM nyrne,
KOMaHaa no BOCCTaHaBIIMBaeT
HaCTpOVIKM no ymon4yaHuto

O6LWwunmn pexum

ip dhcp excluded-address <low-address> [<high-
address>]

no ip dhcp excluded-address <low-address> [<high-
address>]

WcknioveHne un3 agpecHoro nyna
aapecos, KoTOopble He
npeaHasHaveHbl AN AMHaMUYecKoro
BblOEeneHns

2.3. Hactpontb napameTpbl py4Horo agpecHoro nyna DHCP.

KomaHpa

OnucaHue

Pexum apgpecHoro nyna DHCP

hardware-address <hardware-address>
[{Ethernet | IEEE802|<type-number>}]

no hardware-address

3apaTtb/yganitb annapaTHblii agpec, npu
pPYYHOM Ha3HayeHuM agpeca

host <address> [<mask> | <prefix-length> ]
no host

3apaTtb/yoanute IP-agpec, kotopbin 6yaoet
Ha3Ha4YeH 3aaHHOMY KITMEHTY

client-identifier <unique-identifier>
no client-identifier

3agaTtb/yganntb YHUKanbHbin 1D
nornb3oBaTens

3. BknounTb BegeHue XXypHana ans KoHINKTOB aapecos.

KomaHpa

OnucaHue

Oo6wmn pexmm

ip dhcp conflict logging
no ip dhcp conflict logging

BKnounTb/BbIKNIOUNTE BEAEHME XypHana ang
DHCP-agpecos,
KOHQONNKTbI agpecoBs

4TOObI 0BHapyXu1Tb
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KomaHpa OnucaHue

Pexunm agmmHucTpatopa

clear ip dhcp conflict <address | all > YoanuTb €ANHNYHYIO 3anucb KOHMnnkTa mnum
yaanuTb BCe 3anucu

26.3. Kondurypauma DHCP-peTtpaHcnaTopa

Korga DHCP-knuneHT 1 cepBep HaxoaaTcs B pasHbix cermeHTax, anga nepegaydn DHCP-nakeToB
Heobxogum  DHCP-petpaHcnaTtop. Wcnonb3osanne  DHCP-peTpaHcnatopa — genaet
Heobsa3aTenbHbIM HacTponky DHCP-cepBepa anga kaxgoro cermeHta, oanH DHCP-cepsep
MOXeT 0BCnyXmMBaTb HECKOSIbKO CErMEHTOB, YTO 3(P(PEeKTUBHEE HE TONBbKO C TOYKU 3pEeHUs
3aTpar, HO M C TOYKWN 3peHns ynpaBneHns.

Discovery (Broadcasl) Discovery R
. Offer (Unicast) (_:: ) Offer ‘_::
&3 0 Request (Broadcast) e Request R e
DHCP-knueHT <« Ack (Unicasat) DHCP-petpaHcnaTop « Ack DHCP-cepeep

PucyHok 26-2. DHCP-peTpaHcnaTop

Kak nokasaHo Ha pucyHke, DHCP-knneHT n DHCP-cepBep HaxogsiTca B pasHbIX NOLCETSX.
DHCP-knueHT BbINONHAET Te Xe 4deTblpe wara DHCP, kak obbl4HO, TOMbKO K Mpoueccy
nobaeneH DHCP-peTpaHcnaTop.

KnueHt wnet wwupokoBewatenbHbin naket DHCPDISCOVER, DHCP-petpaHcnsitop
BCTaBnsieT cBoun cobcTBeHHbIN IP-agpec B none «relay agent» B nakete DHCPDISCOVER wu
nepecoinaet naket ykasaHHomy DHCP-cepeepy (ans onucanus dopmata DHCP-kagpa
obpatutecb kK RFC2131).

Mpn nonyyeHnn naketa DHCPDISCOVER, nepeckinaemoro udepes DHCP-peTpaHcnsitop,
DHCP-cepBep wnet knueHTy naket DHCPOFFER uyepe3 DHCP-peTpaHcnaTop.

DHCP-knueHT BbIOMpaeT cepBep M wneT wupokosewaTensHoin nakeT DHCPREQUEST,
DHCP-peTpaHcnaTop Takum e obpa3om nepechiriaeT ero cepBepy.

Mpn nonyyeHnn naketa DHCPDISCOVER, nepecbinaemoro 4vepe3 DHCP-peTpaHcnsitop,
DHCP-cepBep wnet knneHTy naket DHCPACK yepe3 DHCP-peTpaHcnaTop.

Cnucok 3agay koHdurypauum DHCP:

1. Bknounte DHCP-peTtpaHcnartop.

2. Hactpoutb DHCP-peTpaHcnsTop Ana NepechINniky LUMPOKOBELLATENbHbIX
DHCP-nakeToB.

3. Hactporika share-vlan.
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1. Bknounte DHCP-peTpaHcnartop.

KomaHpa OnucaHue

Oo6wumn pexmm

service dhcp DHCP-cepBep n DHCP-peTpaHcnaTop

no service dhcp BKMtoYaroTCs npu BrtoveHun cepsmuca DHCP

2. Hactpoutb DHCP-peTpaHcnsaTop Ang NepechIfniky LUMPOKoBeLLaTeNbHbIX
DHCP-nakeToB.

KomaHpa OnucaHue

O6LWwunmn pexum

ip forward-protocol udp bootps Mopt UDP 67 wucnonb3yetrcd And nepecbisiku

no ip forward-protocol udp bootps LunpokoseLlatenbHbix naketos DHCP

Pexum koHdurypaumm nitepcenca

ip helper-address <ipaddress> YcraHoBuTb agpec DHCP-cepeepa. KomaHga no ip

no ip helper-address <ipaddress> helper-address <ipaddress> 0TMEHSIET HAaCTPOWKY

3. Hactporika share-vlan.

Korga nomb3oBaTenb  XO4eT  WCMOMb30BaTb  YCTPOMCTBO  BTOPOrO  YPOBHSA  Kak
DHCP-peTpaHcnaTop, KOMMYECTBO KOTOPbLIX OrpaHuyero, TO MNofb3oBaTefb co3gaeT
MHTEpPMENC TPETLErO YPOBHSA Ha YCTPOMUCTBE BTOPOro YPOBHS, HO NCMOMb30BaHNE NHTepdienca
TpeTbero ypoBHA ans share-vlan (MoxeT BknovaTb Heckonbko sub-vlan, ogHako sub-vian
Tonbko cooTBeTcTBYeT share-vlan) wmoxet ocywectensate DHCP-petpaHcnaTtop, w
OLHOBPEMEHHO Ha YCTPOWCTBE-PETPAHCIATOPE HYXXHO BKIIOYUTL Onumio 82.

KomaHaa OnucaHue

Oo6wmn pexmm

ip dhcp relay share-vlan <vlanid> sub- | Co3gaet/ygansieT share-vlan n sub-vlan
vlan <vlanlist>

no dhcp relay share-vlan

26.4. NMNpumepbl kKoHdurypaummn DHCP
CueHapun 1:

YT06bI yNPpOCTUTEL HACTPOKKY, KOMMNAHUS NCNonb3yeT koMMmyTaTop B KavyectBe DHCP-cepBepa.
Agpec B VLAN-e ynpaenenna — 10.16.1.2/16. JlokanbHas ceTb pa3geneHa Ha aBe cetm — A
n B, B COOTBETCTBMM C pacnofnioxeHnem ocucos. HacTporku cetn gna pacrnonoxeHnin A n B
noKasaHbl HUXe.
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Myn A (cetb 10.16.1.0) Myn B (ceTb 10.16.2.0)

YCcTponcTBO IP address YcTponcTeo IP address

LLno3 no ymonyaHuio 10.16.1.200 LLUno3 no ymonyaHuio 10.16.1.200
10.16.1.201 10.16.1.201

DNS-cepBep 10.16.1.202 DNS-cepBep 10.16.1.202

WINS-cepBep 10.16.1.209 WWW-cepBep 10.16.1.209

Tun yana WINS H-y3en

Bpems apeHabl 3 oHsa Bpewms apeHabl 1 neHb

B pacnonoxenun A mawuHe ¢ MAC-agpecom 08-c6-b3-23-dc-ab HasHayeH pukcmpoBaHHbIN
IP-agpec 10.16.1.210 n nmsa xocta «management».

Switch(config)#service dhcp

Switch(config)#interface vlan 1

Switch(Config-Vlan-1)#ip address 10.16.1.2 255.255.0.0
Switch(Config-Vlan-1)#exit

Switch(config)#ip dhcp pool A
Switch(dhcp-A-config)#network 10.16.1.0 24
Switch(dhcp-A-config)#lease 3
Switch(dhcp-A-config)#default-route 10.16.1.200 10.16.1.201
Switch(dhcp-A-config)#dns-server 10.16.1.202
Switch(dhcp-A-config)#netbhios-name-server 10.16.1.209
Switch(dhcp-A-config)#netbhios-node-type H-node
Switch(dhcp-A-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.1.200 10.16.1.201
Switch(config)#ip dhcp pool B
Switch(dhcp-B-config)#network 10.16.2.0 24
Switch(dhcp-B-config)#lease 1
Switch(dhcp-B-config)#default-route 10.16.2.200 10.16.2.201
Switch(dhcp-B-config)#dns-server 10.16.2.202
Switch(dhcp-B-config)#option 72 ip 10.16.2.209
Switch(dhcp-config)#exit

Switch(config)#ip dhcp excluded-address 10.16.2.200 10.16.2.201
Switch(config)#ip dhcp pool Al
Switch(dhcp-Al-config)#host 10.16.1.210
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Switch(dhcp-Al-config)#hardware-address 08-c6-b3-23-dc-ab
Switch(dhcp-Al-config)#exit

PykoBoactBO no ucnonb3oBaHutw: Korga DHCP/BOOTP-knueHT nogkniodaetcs k VLAN1
nopTy KOMMyTaTopa, KIMeHT MOXeT nony4ntb agpec Tornbko u3 cetn 10.16.1.0/24 BmecTto
10.16.2.0/24. 3710 NoTOMY, YTO LUMPOKOBELLATENbHbIV NakeT OT KNneHTa OyaeT 3anpalmnBatb
IP-agpec B TOM e cermeHTe VLAN-untepcpeinica, a IP-agpec VLAN-unTepcpenca —
10.16.1.2/24, noaToMy agpec, HazHa4YaeMbIln KNueHTy, byaet npuHagnexats cetn 10.16.1.0/24.

Ecnn DHCP/BOOTP-knueHT xodeT nonyunte agpec B cetn 10.16.2.0/24, wntos,
nepecbINnaWnin - LUMPOKOBELLLATENbHbIE MNaKeTbl KNWEHTa, OOMMKEH npuHaanexaTb ceTu
10.16.2.0/24. YT06bI KNMEHT nony4nn agpec 13 nyna 10.16.2.0/24, gomkHa 6bITb 06ecneyeHa
CBA3HOCTb MEXAY KIMMEHTCKMUM LLSIHO30M U KOMMYTaTOPOM.

CueHapun 2:
Kak nokasaHO Ha puCyHKe, MapLIpyTU3MPYIOLLMA KOMMYTaATOp HAcTpoeH B KadecTBe
DHCP-peTtpaHcnatopa. Appec DHCP-ceppepa — 10.1.1.10. LWarn «koHdurypaumu,
cnegywlowme:

Switch(config)#service dhcp

Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip address 192.168.1.1 255.255.255.0 S
witch(Config-if-Vlan1)#exit

Switch(config)#vlan 2

Switch(Config-Vlan-2)#exit

Switch(config)#interface Ethernet 1/0/2
Switch(Config-Erthernet1/0/2)#switchport access vlan 2
Switch(Config-Erthernet1/0/2)#exit
Switch(config)#interface vlan 2
Switch(Config-if-Vlan2)#ip address 10.1.1.1 255.255.255.0
Switch(Config-if-Vlan2)#exit

Switch(config)#ip forward-protocol udp bootps
Switch(config)#interface vlan 1
Switch(Config-if-Vlan1)#ip help-address 10.1.1.10
Switch(Config-if-Vlanl)#exit

3ameTka: PekomeHayeTcs ncnonb3oBaTb KOMOUHaUuio komaHg ip forward-protocol udp <port>
nip helper-address <ipaddress>. KomaHga ip help-address mMoxeT ObITb HACTpOEHa TOMNbKO Ha
noptax 3-ro ypoBHSA 1 He MOXET ObITb HACTPOEHA Ha NOPTax 2-ro YPOBHS.
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PucyHok 26-3. KoHdurypauna DHCP-peTpaHcnaTopa
CueHapun 3:

102 [ | 103 =

; 1~ o

DHCP-knueHT DHCP-petpaHcnatop DHCP-cepeep

A
]

PucyHok 26-4.

Kak nokasaHo Ha puCyHKe, KnneHT nony4vaeT agpec vyepe3 DHCP-peTtpaHcnaTop. KommyTtatop
SIBMSIETCA YCTPONCTBOM BTOPOro YpOBHSI 4OCTyna ¢ BktoYeHHbiIM DHCP-peTpaHcnaTopom um
onumen 82. Ethernet1/0/2 siBnsaeTcs noptom goctyna, BkntodeHHbIiM B VLAN3, Ethernet1/0/3
SBMSETCA TpaHKOBbIM MOPTOM, coeanHHeHbiMm ¢ DHCP-cepBepom, agpec KoOTOporo
192.168.40.199. Ha kommyTatope cosgatotcsa vlan 1 n uHtepdenc vlan 1, HacTpanBaeTtcs
IP-agpec 192.168.40.50. Agpec DHCP-peTtpaHcnaTopa HactpamBaetcs 192.168.40.199, n
vlan3 HacTpamBaeTcs kak sub-vlan vianl.

KoHdurypaums:
switch(config)#vlan 1
switch(config)#vlan 3
switch(config)#interface ethernet 1/0/2
Switch(Config-If-Ethernet1/0/2)#switchport access vlan 3
switch(config)#interface ethernet 1/0/3
Switch(Config-If-Ethernet1/0/2)#switchport mode trunk
switch(config)#service dhcp
switch(config)#ip forward-protocol udp bootps
switch(config)#ip dhcp relay information option
switch(config)#ip dhcp relay share-vlan 1sub-vlan 3
switch(config-if-vlan1)#ip address 192.168.40.50 255.255.255.0
switch(config-if-vlanl)#ip helper-address 192.168.40.199
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26.5. Nonck HencnpaBHocten DHCP

Ecnn DHCP-knueHTbl He nonyyatoT IP-agpeca v gpyrme napameTpbl CeTU, Nocre NpoBepKU
kabenen n KNueHTckoro obopyaoBaHKs, crieqyeT BbiMOMHUTL cregytoLlee:

MpoeepbTe, 3anyweH nu DHCP-cepsep, 3anyctute ero, ecnu OH He 3anyuweH. Ecnu
DHCP-knNueHTbl N cepBepbl HAXOAATCHA He B OAHOW (hmnsmnyeckon ceTn, NpoBepbTe, UMEET nn
MapLupyTmsaTop, oTBevaLnin 3a nepecbInky DHCP-nakeToB, dYHKLMIO
DHCP-peTpaHcngaTopa. Ecnv  Ha NpOMEXyTOuMHOM  MapLupytmsatope HeT  (PyHKuum
DHCP-peTpaHcnaTopa, peKoMeHAyeTCsl 3aMeHUTb 3TOT poyTep unun obHoeuts ero MMO.

B takom cnyyae, DHCP-cepBep fomxeH 6biTb NpoBEpEH Ha NpeaMeT Hannunsa agpecHoro nyna
B TOM Xe cermeHte, 4yto n VLAN-koMmyTatopa, e€cnv Takon nyn He CylwecTByeT, ero
Heobxoammo gobaBuTb.

AfQpecHbI nyn MoxeT 6bITb IMB0 AnHamudecknm, NMbo ctatnyeckum. Hanpumep, ecnu B nyne
NpUCYTCTBYIOT KOMaHabl «network-address» n «host», Tonbko ogHa M3 HUX BCTYNUT B CUIy.
Kpome Toro, B py4yHoun npmesske Tonbko ogHa npuesaska IP-MAC moxeT OblTb HacTpoeHa B
Kaxxgom nyne. Ecnn Heob6xoanmo HECKOMNbKO MPUBA30K, HY>XKHO CO34aTb OTAENbHbIN agpeCHbIN
nyn Ans kaxkgon m3 Hux. Hoeas koHdurypaumsa B ctapom nyne nepesanuuieT CTapylo.
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27. KOHOUT'YPALNA DHCPV6
27.1. BBepenne DHCPv6

DHCPv6 [RFC3315] — aTto IPv6-Bepcusa npoTokona AuHaMUYeCcKoW KOHUrypauum xocToB
(DHCP). 3101 npoTokon HasHavaeT IPv6-agpeca u gpyrue napaMmeTpbl HACTPOWKN CETU Takune
kak: agpec DNS un pomeHHoe wums DHCP-knueHta, DHCPV6 sdaBnsietca ycnoBHOM
aBToOMaTMyeckon KoHdurypaumen npotokona IPv6. B npouecce HacTponku agpeca
DHCP-cepBep npucsausaeT IP-agpec knneHTy 1 npegoctasnseT DNS-agpec, JOMEHHOe UMs 1
MHdopmaumio apyron HacTponkn, naket DHCP mMoxeT nepefaBaTbCa Yepes genernpoBaHHbIN
peTpaHcnaTop, HacTponkn agpeca IPv6 n knueHTta 3anucaHbl Ha cepBepe DHCPV6, Bce aTo
nosbiwaeT apeKkTMBHOCTL ynpaeneHus cetbto. DHCPV6E moxeT obecneunts pacluMpeHHyto
dyHkumMto generaumm npedmnkcos. DHCPV6-cepeep Tak xe obecneumsaet DHCPv6-cepsuc 6e3
OTCNEXMBAHUSA COCTOSIHUA, NMPU KOTOPOM HasHavaltTCA TOMbKO napameTpbl KoHdurypaumm,
Takme kak agpec DNS-cepBepa n joMmeHHOE MM4, HO He HasHavaeTcs IPv6-agpec.

Ectb Tpn obbekta B npotokone DHCPv6 — knuneHT, cepBep n petpaHcnatop. [lpotokon
DHCPv6 ocHoBaH Ha npoTtokone UDP. Knnent DHCPv6 otnpaenseT 3anpoc DHCP-cepBsepy
unn DHCP-peTpaHcnaTopy Ha nopT HasHadeHusa 547, DHCP-cepsep (nnn petpaHcnaTop)
OTNPaBnAT OTBETbI HA NOPT Ha3HayeHus 546. DHCP-knueHT oTnpasnseT 3anpocsl (solicit) n
3asBku (request) DHCP-cepsepy Ha multicast agpec ff02::1:2.

Solicit R
) Advertise —
=D Request h
DHCPVG-knueHT Reply " DHCPv6-cepsep

A

PucyHok 27-1. CornacosaHne DHCPv6

Korgma DHCPV6-knueHT nbiTaetca 3anpocutb Yy DHCPv6-cepsepa IPv6-agpec u gpyrue
napamMeTpbl, KIWEHT OOfkeH cHadana Hantu DHCPv6-cepBep, 3ateMm yxe 3anpocutb
KOHdbUrypaums y cepeepa.

Ons obHapyxeHus cepsepa DHCP-knueHT paccobinaetr naketel SOLICIT (3anpoc) Ha
LnpokoBeLlaTenbHbi agpec FF02::1:2.

Kaxagbin DHCP-cepBep, nonyumBluMiA 3anpoc, OTBETUT KnMeHTy coobweHnem ADVERTISE
(MpeanoxeHune), KoTopoe coaepxut naeHtudukaTop cepeepa (DIUD) u ero npuopuTteT.

B03MOXHO, YTO KNMEHT Nony4nT Heckorbko coobweHnn ADVERTISE. KnneHT gomkeH BeibpaTth
OOVH cepBep U oTBETUTL eMy coobuweHnem REQUEST (3asBka), 4ToObl 3anpocuTb agpec,
npeanoXeHHbl B coobeHnn ADVERTISE.

3aTem Bbl6paHHbIN DHCPV6-cepBep coobweHnem REPLY (oTBeT) noaTBEpKOaeT Ha3HavYeHe
knueHTy IPv6-agpeca n gpyrmx HacTpoek.

[aHHble YeTbipe wWara 3aBepLuarT Npouecc AMHaMUYEeCKON HaCTPOWKK XocTa. TeM He MeHee,
ecnu DHCPv6-cepsep n DHCPV6-KNMMEHT He HaxoOATCHA B OAHOW CeTW, cepBep He MonyyuT
LUMpOKOBeLLaTenbHbIA 3anpoc OT KWeHTa U He OTBeTUT emy. B atom cnydae Heobxoamm
DHCPV6-peTtpaHcnaTop (relay), 4tobbl nepecbinaTtb 3anpochbl Mexay KIMeHToM 1 cepeepom. B
KOMMyTaTope peanusoBaHbl ¢yHkuMm DHCPv6-cepBepa, relay wu knueHta penerauum
npedukco. Korga DHCPvV6-peTpaHcnaTop nony4vaet coobuweHne ot DHCPV6-knveHTa, OH
WHkancynupyetr ero B naketr  Relay-forward W JocTaBngeT  criedylolemy
DHCPv6-peTpaHcnaTopy wunu cepsepy. [lpuxogswine oT cepBepa K peTpaHcrnsaTopy
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DHPCv6-coobuieHna  unHkancynupoBaHbl B nakeT Relay-reply. PetpaHcnstop ybupaet
WHKancynaumo n gocraesnget nakeT DHCPV6-knNneHTy unu criegylowemy peTpaHcrsaTopy B
ceTn.

B cnyyae peneraumn IPv6-npedukcos DHCPv6-cepBep HacCcTpoeH Ha MapLupyTtusaTtope
nposangepa, a DHCPvVG-KNMeHT HacTpoeH Ha MapLupyTMsaTope KIvMeHTa, MapLupyTtusaTtop
KNWeHTa WneT maplpyTusaTopy npoBangepa 3anpoc Ha BblaefnieHne npedukca agpecos u
nony4vaeT npeaBapuTeNibHO HaCTPOEHHbIV NpedUKC, He HacTpaeBasa NPedUKC BPYYHYyH. 3aTem
KNMEHTCKMIN MapLupyTM3aTop AEnUT NOSyYeHHbIn npeduke (4nmMHa KOTOpPoro He MoXeT ObiTb
MeHble 64) Ha 64 noacetn. [aHHble npedwukcbl GyayT aHOHCUPOBAHbLI COOBLLEHMAMM
o6baBneHusa mapwpyTtudatopa (RA) xoctam, NOAKMOYEHHBIM HANPSAMYIO K KITUEHTY.

27.2. Kondurypauma DHCPv6-cepBepa

Cnucok 3agay koHdpurypauun DHCPV6-cepsepa:
1. BknounTb/BbIKNOUMTL cepanc DHCPV6.
2. Hactpoutb agpecHbin nyn DHCPV6.
2.1. Cosgatb/yganutb agpecHbin nyn DHCPVE.
2.2. Hactpoutb napameTtpbl agpecHoro nyna DHCPVG.
3. Bxntountb doyHkumio DHCPV6E cepBepa Ha nopTy.

1. BknounTb/BblkNOuMTb cepanc DHCPV6.

KomaHpa OnucaHue

Oo6wmn pexmm

service dhcpv6e Bkntountb/BbikNtounTs cepauc DHCPV6
no service dhcpv6

2. Hactpoutb agpecHbin nyn DHCPV6.
2.1. Cosgatb/yaanutb agpecHbin nyn DHCPVE.

KomaHaa OnucaHue

Oo6wmn pexmm

ipv6 dhcp pool <poolname> Cospatb/yganutb agpecHbii nynn DHCPv6
no ipv6 dhcp pool <poolname>
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2.2. Hactpoutb napameTpbl agpecHoro nyna DHCPV6.

KomaHpa

OnucaHue

Pexum koHdurypaumum agpecHoro nyna DHCPv6

network-address <ipv6-pool-start-address>
{<ipv6-pool-end-address> | <prefix- length>}
[eui-64]

no network-address

Hactpontb AnanasoH
Has3HavyaeMmblIn Nyrom

IPv6-agpecos,

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpoutb  agpec
DHCPv6-knueHTa

DNS-cepsepa anga

domain-name <domain-name>
no domain-name <domain-name>

HacTtpoutb gomeHHoe nmst DHCPVG-knueHTa

excluded-address <ipv6-address>
no excluded-address <ipv6-address>

Uckniounte |IPv6-agpec, koTopbii He ©OygeTt
HaHa4yaTbCs AUHAMUYECKMN

Lifetime {<valid-time> | infinity}
{<preferred-time> | infinity} no lifetime

HactpouTb Bpems AencTBms nnu
npeanoYTUTENbLHOE BpeMs agpecHoro nyna
DHCPv6

3. Bxntountb doyHkumio DHCPv6-cepBepa Ha

nopTy.

KomaHaa

OnucaHue

Pexum koHdurypaumm nHtepcenca

ipv6 dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolhame>

Bkntounte dyHkumio DHCPv6-cepBepa Ha
onpeaeneHHom nopTy n npuBA3aThb
ncnonb3yembin DHCPv6-agpecHbIn nyn

27.3. KoHdurypauma DHCPv6-peTpaHcnsTopa

1. Cnucok 3agay koHdurypaumm DHCPv6-peTpaHcnsTopa.
2. Bxmountb/BbikntounTb cepenc DHCPVG.
3. Hactpoute DHCPv6-peTpaHcnaTop Ha nopTy.

@ §) QTECH

MUP LOOCTYMHEE

208



PykoBogcTteo nonb3oBatensa Cepusa QSW-4900

KOHOUIYPALMA DHCPV6

1. BknounTb/BblkNOUMTL cepauc DHCPV6.

KomaHpa

OnucaHue

oo6wun

pexum

service dhcpv6
no service dhcpvé

BkntounTb/BbikNtounTs cepeuc DHCPV6

2. Hactpoutb DHCPV6-peTpaHcnsaTop Ha

nopTy.

KomaHpa

OnucaHue

Pexum koHdurypaumm nHtepcenca

ipv6 dhcp relay destination {[<ipv6-address>]
[interface {<interface-name> | vlan <1-
4096>}]}

no ipv6 dhcp relay destination {[<ipv6-
address>] [interface {<interface-name> | vlan
<1-4096>}]}

HaCTPOWKY

Yka3aTb agpec HasHadeHusa Ons nepegadu
DHCPv6-naketoB. KomaHga no ypanset

27.4. Kondurypauusa cepsepa aenerauum npecgpukcos DHCPV6

Cnuncok 3agay KoHdurypauum cepeepa generaumm npedumkcos DHCPV6:

1. BknounTb/BblkNOuMTL cepanc DHCPV6.
2. HactpouTb nyn generaumm npedunKcos.
3. Hactpoutb agpecHbin nyn DHCPv6.

3.1. Cosgartb/yganutb agpecHbin nyn DHCPVE.

3.2. HactpouTb nyn generauum npeukcos,

NCMonb3yeMblii a4pecHbLIM MyroM.

3.3. HactpouTb ctatnyeckyro NpnBasKy generaumm npedunKkcos.
3.4. HactpouTtb gpyrve napameTpbl agpecHoro nyna DHCPV6.
4. BknounTb hyHKUMO cepBepa generaumm npedumkcos DHCPvV6G Ha nopTy.

1. BknounTb/BblkntounMTb cepauc DHCPV6.

KomaHpa

OnucaHue

oowun

pexum

service dhcpv6
no service dhcpv6

BkntounTb/BhikntounTb cepeuc DHCPV6
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2. HactpowuTb nyn generauuv npeduKcos.

KomaHpa

OnucaHue

Oo6wumn pexmm

ipv6 local pool <poolname> <prefix|prefix-
length> <assigned-length>

no ipv6 local pool <poolname>

HacTtpoutb nyn generaunm npedguKcos

3. Hactpoutb agpecHbin nyn DHCPV6.

3.1. CosgaTtb/yganutb agpecHbin nyn DHCPV6.

KomaHpa

OnucaHue

O6LWwunn pexum

ipv6 dhcp pool <poolname>
no ipv6 dhcp pool <poolname>

Cospatb/yganutb agpecHoii nyn DHCPv6

3.2. HactpouTb nyn generaumy npeguKcoB, UCMOSb3yeMblN.

KomaHaa

OnucaHue

Pexum koHdurypaumm agpecHoro nyna DHCPv6

prefix-delegation pool <poolname> [lifetime
{<valid-time> | infinity}

{<preferred-time> | infinity}]
no prefix-delegation pool <poolname>

YkasaTb nyn generauum

npeduKC KITMEHTY

npedguKcoB,
NCcnonb3yemMbli agpeCcHbIM MyrioM U Ha3HauYTb

3.3. HactpouTb ctatnyeckyro NpnBa3sKy generaumm npedmnKkcos.

KomaHaa

OnucaHue

Pexunm koHdurypaummn

appecHoro nyna DHCPv6

prefix-delegation <ipv6- prefix/prefix-length>
<client-DUID> [iaid <iaid>] [lifetime {<valid-
time> | infinity} {<preferred-time> | infinity}]

No prefix-delegation <ipv6- prefix/prefix-
length> <client-DUID> [iaid <iaid>]

HacTpoutb cTaTnyeckyto NpuBsA3sKy Aenerauum

npedukcoB
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3.4. HactpouTtb gpyrve napameTpsbl agpecHoro nyna DHCPvV6.

KomaHpa

OnucaHue

Pexum koHdurypaumum agpecHoro nyna DHCPv6

dns-server <ipv6-address>
no dns-server <ipv6-address>

Hactpoute agpec  DNS-cepsepa

DHCPvV6-knueHTa

ans

domain-name <domain-name>
no domain-name <domain-name>

HacTtpoutb gomeHHoe nmsa DHCPVG-knueHTa

4. BknounTb yHKUMIO cepBepa generaumm npegpukcos DHCPV6 Ha nopTy.

KomaHpa

OnucaHue

Pexum koHdurypaumm nitepcenca

ipv6 dhcp server <poolname> [preference
<value>] [rapid-commit] [allow-hint]

no ipv6 dhcp server <poolname>

Bkntounte  dyHkumio DHCPV6-cepBepa Ha
onpefeneHHom nopTy n npvBA3aThb
ucnonb3yembli DHCPv6-agpecHbIv nyn

27.5. KoHdurypaumsa knmeHTa aenerauuu npedumkcos DHCPV6

Cnuncok 3agay KoHurypauumn knneHTa generaumm npegpukcos DHCPV6:

1. BknounTtb/BblkNO4YMTL cepauc DHCPV6.
2. Bxnountb doyHKUMIO KnneHTa generaumm npedukcos DHCPV6 Ha npoTy.
1. BknounTtb/BblkNO4MTL cepauc DHCPV6.

KomaHaa OnucaHue

O6wmn pexmm

service dhcpv6
no service dhcpv6

Bkntountb/Bbikntounts cepeuc DHCPV6
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2. Bxknountb doyHKUMIO KNneHTa generauumm npedukcos DHCPv6 Ha npoTy.

KomaHpa OnucaHue

Pexum KoHdurypaumm nHtepcgenca

ipv6 dhcp client pd <prefix-name> [rapid- BknounTb @QYHKUMIO KIMeHTa Jdeneraumu
commit] npedukcos DHCPvV6 Ha npoTy 1 accoumauuio
NonyyYyeHHoro npedukca C HACTPOEHHLIM

. i
no ipvé dhep client pd YHUBepcarnbHbIM NpedgrkcomM

27.6. MNpumepbl KoHduUurypauum DHCPV6
Mpumep 1:

MNpu pasBepTbiBaHMK ceTen IPV6 kommyTaTopbl cepun MOryT ObiTb HAaCTPOEHbl B KayecTBe
DHPv6-cepBepoB anga ynpasneHus pacnpegeneHnem agpecoB IPv6. MNopaepxunatotca oba
pexuma DHCPv6 — ¢ oTcnexmnBaHuem coCTOSIHUS 1 6e3 Hero.

Tononorus:

Ha ypoBHe pocTyna wucnonb3dyeTca koMmyTatop 1 AN NOAKMOYEHWUs nornb3oBaTternen
obwexntna. Ha nepBoM ypoBHe  arperauum  KOMMyTatop 2  HACTPOeH  Kak
DHCPv6-peTpaHcnaTtop. Ha BTOpoM ypoBHE arperaumm KomMyTaTop 3 HaCTPOEH Kak
DHCPv6-cepBep M COeAMHEH C MarucTpanbHOM ceTblo. Ha komnbloTepax [ormkHa ObiTb
yctaHoBrneHa OC He Hwke Windows Vista, nnu niobasa gpyras B kotopon ectb DHCPVG-KNueHT.
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-

KommyTtatop C .
VLAN 1: 2001:da8:1:1::1 <_— | DHCPv6-cepsep
VLAN 10: 2001:da8:10:1::1

KommyTtarop B
VLAN 1: 2001:da8:1:1::2
VLAN 10: 2001:da8:10:1::2
VLAN 100: 2001:da8:100:1::1

——

- — | DHCPvG-peTpaHcnsaTop

KommyTtatop A | <—

DHCPvV6-knueHT

PucyHok 27-2.

KoHdurypauma SwitchC:

SwitchC>enable

SwitchC#config

SwitchC(config)#service dhcpvé
SwitchC(config)#ipvé dhcp pool EastDormPool

SwitchC(dhcpvé-EastDormPool-config)#network-address 2001:da8:100:1::1
2001:da8:100:1::100

SwitchC(dhcpvé-EastDormPool-config)#excluded-address 2001:da8:100:1::1
SwitchC(dhcpvé-EastDormPool-config)#dns-server 2001:da8::20
SwitchC(dhcpvé-EastDormPool-config)#dns-server 2001:da8::21
SwitchC(dhcpvé-EastDormPool-config)#domain-name dhcpvé.com
SwitchC(dhcpvé-EastDormPool-config)#lifetime 1000 600
SwitchC(dhcpvé-EastDormPool-config) #exit

SwitchC(config)#interface vlan 1

SwitchC(Config-if-Vlanl)#ipvé address 2001:da8:1:1:1/0/6 4
SwitchC(Config-if-VlanT)#exit
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SwitchC(config)#interface vlan 10

SwitchC(Config-if-Vlan10)#ipvé address 2001:da8:10:1:1/0/64
SwitchC(Config-if-Vlan10)#ipvé dhcp server EastDormPool preference 80
SwitchC(Config-if-Vlan10)#exit

SwitchC(config)#

KoHdurypauma SwitchB:

SwitchB>enable

SwitchB#config

SwitchB(config)#service dhcpvé

SwitchB(config)#interface vlan 1
SwitchB(Config-if-Vlan1)#ipvé address 2001:da8:1:1:2/64
SwitchB(Config-if-Vlan1)#exit

SwitchB(config)#interface vlan 10
SwitchB(Config-if-Vlan10)#ipvé address 2001:da8:10:1::2/64
SwitchB(Config-if-Vlan10)#exit

SwitchB(config)#interface vlan 100
SwitchB(Config-if-Vlan100)#ipvé address 2001:da8:100:1::1/0/6 4
SwitchB(Config-if-Vlan100)#no ipvé nd suppress-ra
SwitchB(Config-if-Vlan100)#ipvé nd managed-config-flag
SwitchB(Config-if-Vlan100)#ipvé nd other-config-flag
SwitchB(Config-if-Vlan100)#ipvé dhcp relay destination 2001:da8:10:1::1
SwitchB(Config-if-Vlan100)#exit

SwitchB(config)#

27.7. Nonck HecunpaBHocTten DHCPV6

Ecnn DHCPV6-knneHT He MoxeT nonyunTb |IPv6-agpec n gpyrne ceteBble napaMeTphbl, Nocne
npoBepkn kabenemn n KNMeHTCKoro obopyaoBaHMs cnegyeT BbiNOMHUTL CrieayoLlee:

MpoBepbTe, 3anyweH nn DHCPv6-cepBep, 3anyctnte ero, ecnv oH He 3anyLleH. Ecnn
DHCPV6-KNneHTbl U cepBepbl HAXOOATCS He B OOHOW (PU3NYECKON CETU, NPOBEPLTE,
MMEEeT NN MapLupyTmnsaTop, oTBevaowmn 3a nepecbiniky DHCPv6-nakeToB, dyHKLMIO
DHCPv6-peTpaHcnaTopa. Ecnv Ha NpoMeXyTOYHOM MapLupyTU3aTope HeT qOYHKUUK
DHCPv6-peTpaHcnaTopa, pekoMeHAyeTCsl 3aMEHNTb 3TOT poyTep MNn OOHOBUTbL €ro
Mno.

MHorga xocTbl, NOOKITHOYEHHBIE K KOMMYyTaTopam co BkMtodeHHbIM DHCPvV6G, He moryT
nonyuntb IPv6-agpec. B aton cutyaumm B NepByo ovepenb HEOOX0ANMMO NPOBEPUTD,
NOOKIMIOYEHbl NN MOPThI, K KOTOPbIM MNOAKIMHOYEHbI XOCTbl, K MOPTY, K KOTOPOMY
nogkntoyeH DHCPv6-cepBep. Ecnu nogkntoyeHo Hanpsmyto, yoeanTbesi, YTO agpecHbI
nyn IPv6 VLAN-a, K KOTOpOMY NpuHaOneXxvT nopT, HaxoOuTcd B OAHOW MOACETU C
aflpecHbIM Mynom, HacTpoeHHbiM Ha DHCPv6-cepsepe. Ecnu nogkrnioyeHbl He Ha
NpsMyto, U Mexay XoCcTom n cepeepom HacTpoeH DHCPv6-peTpaHcnsaTop, Heobxoammo
B NepBY0 odepeb NpoBepuUTb, HACTPOEH NU nNpasunbHbI IPv6-agpec Ha nHTepdence
KOMMyTaTopa, K KOTOPOMY MOAKMYaTCA XOCTbl. ECnn He HacTpoeH, HacTpouTb
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npaBunbHbin IPv6-agpec. Ecnu HacTpoeH, Heobxoaumo npoBepwuTb, B OAHOM 1N
nogcetn ¢ DHCPv6-cepBepoM HaxoaMTCs HaCTpoeHHbIn |IPv6-agpec. Ecnn Her,
noxanyuncra, fobaBbTe ero B agpecHbIv nyrn.
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28. KOHOUT'YPALUA OINMUAN 82 DHCP
28.1. BBegeHue B onuuto 82 DHCP

Onuma 82 DHCP — ato onumsa nHdopmauun petpaHcnupyrollero areHTa (Relay Agent). Onums
82 DHCP HanpaeneHa Ha ykpenneHue 6e3onacHocTn cepeepoB DHCP n yny4weHns nonutmkm
KoHgurypauum IP-agpecoB. PeTpaHcnupyrowmn areHT gobasnset onuuio 82 (BKNHOYAOLLLYHO
du3myeckuin nopT [ocTyna KMeHTa, uaeHTUudpukaTtop yCTpoucTBa AoCTyna W ApYyrywo
uHdopmaumio) B DHCP-3anpoc, nonyvyeHHbIn OT KNWEeHTa, 3aTemM nepecbinaeTr ero
DHCP-cepBepy. Korga DHCP-cepBep, koTopbI noagepxusaeT (pyHkUmo onumn 82, nonyyaet
coobuleHne, oH BblgensdeT knueHTy IP-agpec u gpyrme napameTpbl B COOTBETCTBUMM C
npegHacTpoOeHHbIMU NonNuTUKamMn 1 nHpopmaumen B onumm 82. B To xe Bpems DHCP-cepeep
MOXeT nageHTunumnpoBaTb BCce BO3MOXHble aTakm DHCP-coobueHnammn B cooTBETCTBUUN C
nHdopmaumen B onumm 82 n 3awmtntb oT HUX. DHCP-peTpaHcnmpyloWwmn areHT CHUMET ONuuio
82 ¢ oTBeTHOro coobLleHnsa 1 nepegacT ero onpegeneHHoMy nopTy YCTPoOWCTBa 4OCTyna, B
COOTBETCTBMM C UHhopMmaLmen 0 omsmyeckom nopte B onumun. MNpumeHenune onumm 82 DHCP
Npo3payvHo ANs KNueHTa.

28.1.1. CtpykTypa coobueHus onuun 82 DHCP

CoobuieHne DHCP moxeT nmeTb HECKOIbKO CErMEHTOB ONuni, onumsa 82 oguH U3 HUX.
OHa pgormkHa ObiTb Nocne apyrux onuumin, Ho 4o onumm 255. BoT ee hopmar:

Code Length Agent Information Field
82 z Sub Sub sub | | sub
Option 1 | Option 2 | Option 3 Option M

Code: npencraBnsaeT NopsigKoBbIA HOMEP ONUUK MHAOPMALMKM PETPaHCIUPYHOLLEro areHTa,
onums 82 Tak HasbiBaeTcst notTomy, Yto RFC3046 onpeaenseT ee kak 82.

Len: konnyecTtBo 6anT B none nHdopmaumm areHta, He BkroYas asa 6anta B cermeHte Code
n cermeHTe Len.

Onuna 82 MOXeT UMETb HECKONbKo cyb-onumin, TpebyeTcs Kak MUHMMYM OgHa cybG-onums.

RFC3046 onpegensieT cnegyowme ase cyd-onumm, dopmMaTt KOTOPbIX NOKa3aH HUXKE:

SubOpt  Length Sub-option Value
1 N s1 s2 s3 sM
SubOpt  Length Sub-option Value
2 N i1 i2 i3 iM
SubOpt: nopsgkoBbIi HOMep cy6-onumu, nopsgkoBbin Homep cy6-onumm Circuit-ID — 1,

nopsiakoBbi Homep cy6-onumm Remote ID — 2.

Len: konuyecTtBo 6anT B cyG-onuumn, He Bkovas aea GanTta B cermeHTe SubOpt n cermeHTe

Len.
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28.1.2. MexaHu3m paboTbl onuun 82

Discovery | DHCP | Option 82
Offer
Request | DHCP | Option 82|
Ack IW‘

=) =

h o
DHCP-knueHT DHCP-petpaHcnaTop/ DHCP-cepsep
areHT

v

A

E o
T
(ol %

PucyHok 28-1. inarpamma notokos onumn 82 DHC DHCP

Ecnn DHCP-petpaHcnvpyowmnin areHT nogaepxusaet onuuio 82, DHCP-knueHT pomxeH
NponTn cregyrowmne veTbipe wara, 4Tobbl nonyunte IP-agpec ot DHCP-cepsepa: discover,
offer, select n acknowledge. Npotokon DHCP crnegyeT npuBegeHHOW HWxXe npoueaype:

1.

DHCP-KNUeHT npu nHnymnanmaalmm nocbinaeT LWMPOKoBeLLaTENbHOE COObLLIEHNE
3anpoca. 3To coobLeHne He nveeT onuun 82.

DHCP-peTpaHcavpyowmnin areHT gobaeut onumio 82 K cCoobLLEHNIO 3anpoca, KOTOpoe
OH nony4uT, 3aTeM nepeLuneT a1o coobweHne DHCP-cepsepy. Mo ymonyaHuto
cy6-onumsa 1 onumn 82 (Circuit ID) aTo nHdopmauus ob nuHTepdence, kK KOTOpoOMy
nogkrtoveH DHCP-knueHT (VLAN n cpmnsnyeckor nopT), HO NOfb30BaTENb MOXET
HacTpouTb Circuit ID no ceoemy ycmoTtpeHuto. Cyb-onumsa 2 onumm 82 (Remote ID)
310 MAC-agpec yctponctesa DHCP-peTpaHcndaTopa.

Mocne nony4vernnss DHCP-3anpoca DHCP-cepBep Bblaenut knueHTy IP-agpec u
ApYryro MHpopmaumio, B COOTBETCTBUM C NPeAHACTPOEHHbIMU NONINTUKaMM U
nHdopmaumen B onumm 82. 3atem oH Hanpaent DHCP-peTpaHcnmpytowemy areHTy
oTBeTHoe coobueHne ¢ DHCP-koHdurypaumen n onunen 82.

DHCP-peTpaHCApPYOLLNA areHT O4YMCTUT OTBETHOE COObLLEHNE OT onunn 82 n
HanpaBuT €ro KImeHTy.

28.2. Cnucok 3apgay KoHdurypauum onumun 82 DHCP
1.

No ok ODN

Bkntountb onumto 82 DHCP-peTpaHcnmpytoLLero areHTa.

HacTtpouTb atpnbyTbl nHTEpdenca onuumn 82 DHCP.

Bkntountb onumto 82 DHCP-cepeepa.

HacTtpouTb cdbopmat no ymonyanuio onumm 82 DHCP-peTpaHCcnupytoLero areHTa.
HacTtponTb pasgenutens.

HactpounTb mMeToq co3gaHus onuun 82.

MpoBoaAnTb AMarHOCTUKY 1 nogaepxky onumm 82 DHCP.
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1. Bknountb onuuio 82 DHCP-peTpaHcnupytoLero areHTa.
KomaHpa OnucaHune
Oo6wumn pexmm
ip dhcp relay information option BkntovaeTr  dyHkummM  onuum 82  Ha

no ip dhcp relay information option

peTpaHcnMpyloLwweM areHTe KommyTaTopa.
KomaHga no BblkntovaeT yHKLMIO

2.

HacTtpoutb atpmnbyTbl UHTEpPhenca onuumn 82 DHCP.

KomaHpa

OnucaHue

Pexum koHdurypaumm natepcgenca

ip dhcp relay information policy {drop | keep |
replace}

no ip dhcp relay information policy

YcTaHaBnMBaeT MNOMUTUKA  peTpaHcnaumm
COoOOLLEHNS, KOTOPOE YXXE COAEPXKUT OMuMI0
82. Pexxum drop o3HavaeT, 4To coobuieHue,
cogepxagee onuuo 82, BygoeTt oTbpoLLeHO
b6e3 kakon-nmbo obpaboTkn. Pexum keep

O3Havaer, 4yTO cuctema ocTaBuT
opurMHanbHyro onumMio 82 w©n  nepepact
coobuweHne cepeepy. Pexum replace
O3Havaer, yTO cuctema 3aMeHuT

CyLLECTBYHIOLLYIO onumto 82 cBoen 1 nepegact
coobuieHne cepepy. KomaHga no yctaHoBUT
NOMUTUKY B PEXMM MO YyMOn4yaHuio — replace

Ip dhcp relay information option subscriber- id
{standard | <circuit-id>}

No ip dhcp
subscriber-id

relay information option

YcraHaBnueaeT dpopmaTt cyb-onumm 1 onumm

82 (Circuit ID), standard o3HadaeT
CTaHOapTHble Ha3BaHWA VLAN "
dm3nyeckoro nopTa, Hanpumep,
«Vlan2+Ethernet1/0//12», <circuit-id> 310
coxXepxaHue circuit-id, 3aaHHOro
nonb3oBateniem (ctpoka He 6Gonee 64
CUMBOJIIOB). KomaHga no  ycTtaHoBuT

CTaHOapTHbIN dhopmaT

Ooowun

pexum

ip dhcp relay information option remote-id
{standard | <remote-id>}

no ip dhcp relay information option remote-id

YcraHaBnueaeT dpopmaT cyb-onumm 1 onumm
82 (Remote ID). KomaHga no ycTaHOBUT
CTaHOapTHbIN dhopmaT
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3. Bkntouuntb onumo 82 DHCP-cepBepa.
KomaHpa OnucaHune
Oo6wumn pexmm
ip dhcp server relay information enable Mossonser DHCP-cepsepy kommyTaTopa

no ip dhcp server relay information enable

maeHTudunumpoaTsb onuuto 82. KomaHaa no
OTKITHOYaeT aTy (PyHKLMIO

4. HacTtpouTb hopmaT no ymondaHuo onumm 82 DHCP-peTpaHCnMpytoLwero areHra.
KomaHpa OnucaHue
O6LWwunmn pexum

ip dhcp relay information option subscriber- id
format {hex | acsii | vs-hp}

YcranasnuaeT coopmat subscriber-id onunn
82 peTpaHcnupytoLero areHTa

ip dhcp relay information option remote-id
format {default | vs-hp}

YcranasnusaeT popmaT remote-id onumm 82
peTpaHCNMpyoLero areHTa

5. HacTpouTb pasgenurens.
KomaHaa OnucaHune
o6wmn pexmm
ip dhcp relay information option delimiter | Hactpansaet pasgenuTtens Kaxkgoro
[colon | dot | slash | space] napametpa cyb6onumin B onuumn 82 B
no ip dhcp relay information option delimiter | [100@nbHOM  pexwme.  Komadaa — no
BOCCTaHaBnvBaeT pasgenutenb no

ymMon4yaHuio — slash

6. HacTtpouTb MegoT cosgaHuna onuum 82.

KomaHpa

OnucaHue

oowun

pexum

ip dhcp relay information option self-defined
remote-id {hostname | mac | string WORD}

no ip dhcp relay information option self-
defined remote-id

YcTtaHaBnuBaeT mMedoT co3gaHusa onuun 82,
nonb3oBaTenu MOryT  CaMOCTOSITENbHO
onpegenuTb napameTpbl cyb-onuun remote-
id

ip dhcp relay information option self- defined
remote-id format [ascii | hex]

YcTaHaBnuBaeT nonb3oBaTenbCckun dopmaTt
remote-id gns onumn 82
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KomaHpa

OnucaHue

ip dhcp relay information option self- defined
subscriber-id {vlan | port | id (switch-id (mac |
hostname)| remote-mac)| string WORD}

no ip dhcp relay information option self-
defined subscriber-id

YcTaHaBnnBaeT MeTo[ co3gaHust onummn 82,
nonb3oBaTtenn  MOryT  CaMOCTOATENbHO
onpeaenuTb NnapameTpbl cyb-onuuum circuit -id

ip dhcp relay information option self- defined
subscriber-id format [ascii | hex]

YcTraHaBnuBaeT nonb3oBaTenbckun opmaTt
circuit -id gna onuun 82

7. TMpoBoanTb ANArHOCTUKY U nogaepxky onunm 82 DHCP.

KomaHpa

OnucaHue

Pexum agMuHucTpaTtopa

show ip dhcp relay information option

OTobpaxaeT WHAOPMALMIO O COCTOSAHUM

onumm 82 B cucTeme, BKNYaa Bce
napameTpbl HACTPOWKN
debug ip dhcp relay packet Mcnonbayetcsa ans oTobOpaxeHus

nHopmaumm 06 o06paboTke nakeToB B
DHCP-peTpaHcnvpyloLwem areHTe, BKrovad
aencrtensa «gobaBnuTb» N «OYUCTUTBY

28.3. NMpumepbl npumeHeHus onuumn 82 DHCP

KommyTtatop A
DHCP-knueHT MNMK1

VLANZ2: Ethernet 1/0/2

DHCP-knuenT MNK2 KommyTatop B

KommyTarop C
DHCP-peTpaHcnarop

DHCP-cepsep

VLANZ2: Ethernet 1/0/3

PucyHok 28-2. Tunoson npumep npumeHenuns onummn 82 DHCP

B pnaHHom cxeme oba koMmyTaTopa BTOPOro ypoBHA (A M B) nogkntoveHbl K KOMMyTaTopy
TpeTbero ypoBHs (C), koTopbi nepegaet DHCP-3anpockl oT knneHToB cepsepy. Ecnun onuusa
82 BblkntoveHa, DHCP-cepBep He CMOXET pacrno3HaTb, U3 KakoW MOACETUM KIUEHT, U BCE
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KNWeHTbI, NoakntoyeHHble K SwitchA 1 SwitchB, 6yayT nony4aTtb agpeca M3 obLero agpecHoro
nyna DHCP-cepBepa. Nocne BkntoveHusa onuun 82, T.K. KommyTaTop 3 gobaBnseT K 3anpocy
WHdopMaLMIo 0 NOpTe, CeEpPBEP CMOXET Pacno3HaTb, B KAKOW CETU HaXoaUTCs KNNeHT (SwitchA
unu SwitchB) 1, Takum 06pa3oM, CMOXET BblAENATb pa3HOe agpecHOe NPOCTPAHCTBO ABYM
noaceTam, YToObl yNpOCTUTb yrNpaBreHne CeTblo.

KoHdurypaums SwitchC (MAC agpec 08:B6:C3:00:00:01):

Linux

Switch3(Config)#service dhcp

Switch3(Config)#ip dhcp relay information option
Switch3(Config)#ip forward-protocol udp bootps
Switch3(Config)#interface vlan 3

Switch3(Config-if-vlan3)#ip address 192.168.10.222 255.255.255.0
Switch3(Config-if-vlan2)#ip address 192.168.102.2 255.255.255.0
Switch3(Config-if-vlan2)#ip helper 192.168.10.88

ISC DHCP-cepep nogaepxumBaeT onuuio 82, ero KOHUrypaunoHHbin hain

/etc/dhcpd.conf:

ddns-update-style interim;

ignore client-updates;

class "Switch3Vlan2ClasSwitchA»{

match if option agent.circuit-id = "Vlan2+Ethernet1/0/2» and option agent.remote-
id=08:B6:C3:00:00:071;

}

class "Switch3Vlan2ClasSwitchBx»{

match if option agent.circuit-id = "Vlan2+Ethernet1/0/3» and option agent.remote-
id=08:B6:C3:00:00:01;

}

subnet 192.168.102.0 netmask 255.255.255.0 {

option routers 192.168.102.2;

option subnet-mask 255.255.255.0; option domain-name "example.com.cn"
option domain-name-servers 192.168.10.3;

authoritative;

pool {

range 192.168.102.21 192.168.102.50;
default-lease-time 86400; #24 Hours
max-lease-time 172800; #48 Hours
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allow members of "Switch3Vlan2ClasSwitchA";

}

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "Switch3Vlan2ClasSwitchB";

}
}

Tenepb DHCP-cepsep 6ygeT BblgensaTb agpeca NS y3noB ¢ KOMMyTaTopa 2 M3 gnanasoHa
192.168.102.21 ~ 192.168.102.50, a ana kommytaTtopa 1 M3 gnanasoHa 192.168.102.51 ~
192.168.102.80.

28.4. Nouck HeucnpaBHocTen onummn 82 DHCP

Onuwna 82 DHCP peanusoBaHa kak nogdyHkumsa mogyns DHCP-peTpaHcnsitopa. Npexae, yem
€ee ncnonb3oBaTtb, Heobxoanmo ybeautbes, 4To DHCP-peTpaHcnupylowmn areHT HacTpoeH
npasunbHO.

Onuwna 82 tpebyeT B3anmogenctemss DHCP-peTtpaHcnstopa n DHCP-cepsepa. DHCP-cepsep
OOJKEH YCTaHOBUTb MOMUTUKY BblAENEHUS aApeCcoB OCHOBbLIBAsCb Ha CETEBOW TOMOMNOrmn
DHCP-peTpaHcnaTopa, HO, Aaxe ecnu peTtpaHcnaTop paboTtaeT HopManbHO, BblgereHue
agpecoB MoxeT He nonyuuTtbcd. Ecnu B ceTn 6Gonblle ogHOro peTpaHcnatopa, ygenute
BHMMaHue nonutuke nepegaym DHCP-3anpocos.

Mpn peanusaumm dyHkumm onuum 82 DHCP-peTpaHcnaTtopa, nogpobHas uHdopmMaumusa o
npouecce paboTbl yHKuMK onummn 82 DHCP-peTpaHcnaTopa MOXeT ObITb NOfy4YeHa KOMaHLOoM
«debug ip dhcp relay packet». 3ta nHdopmaumnsa MoxeT NOMOYb B MOUCKE HEUCNPABHOCTEN.

Mpn peanusauun dyHkumn onummn 82 DHCP-cesepa, nogpobHas nHgopmaums o npouecce
paboTbl dyHKUMK onunn 82 DHCP-cepBepa MoxeT ObiTb nonyyeHa komaHgon «debug ip dhep
server packet». 9Ta nHopmaums MOXeT MOMOYb B MONCKE HENCTIPABHOCTEN.
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29. Oonunnm 60 K 43 DHCP
29.1. BBegeHue B onuumn 60 n 43 DHCP

DHCP-cepBep aHanuaupyeT nakeTbl oT DHCP-«nneHTa. Ecnn npuxogut naket ¢ onuuen 60,
cepBep npuHUMaeT peleHne Bosepawate i DHCP-knueHTy naketel ¢ onuuen 43 B
cooTBeTCTBMM C onumen 60 n HacTpameaeT napameTpbl 60 n 43 B agpeCcHOM MpPOCTpaHCTBe
cepsepa DHCP.

HacTponka cooTBeTcTBYtOWMX onumi 60 1 43 B agpecHom npoctopaHcTee DHCP-cepBepa:

1. B agpecHom npoctpaHcTBe HacTpameatoTcs onuum 60 1 43 0AHOBPEMEHHO.
Mpuxognut DHCP-nakeT ¢ onumen 60 ot DHCP-knueHTa, ecnu oH coBnagaeT ¢
onumen 60 agpecHoro npoctpaHcTBa DHCP-cepsepa, DHCP-kAMEHT nony4mT onuumio
43, HaCTPOEHHYIO B agpeCcHOM npocTpaHcTBe, nHadve onums 43 DHCP-knNneHTy He
BO3BpallaeTcs.

2. B agpecHOM NpocTpaHCTBE HacTpaMBaeTCs TONbko onumsa 43, coBnagatowlas ¢
nto6on onuuen 60. Ecnu nonyyeH DHCP-nakeT ¢ onumen 60 ot DHCP-knueHTa, TO
DHCP-knueHT nonyunt onuuio 43, HACTPOEHHYO B aApECHOM MPOCTPAHCTBE.

3. Ecnu B agpecHoM npocTpaHCTBE HacTpoeHa Tonbko onums 60, To DHCP-KNNEHT He
nonyynT onumio 43.

29.2. Hactpouka onuuu 60 n 43 Ha DHCP

1. BasoBble HacTponkm onuun 60 1 43.

KomaHaa OnucaHue

Pexunm koHdurypaumm agpecHoro npoctpaHcTBa

option 60 ascii LINE HacTponka onummn 60 B CUMBOJSIbHOW CTPOKE B
dopmaTe ascii B pexxmme ip-agpecHoro
npoctpaHctea DHCP

option 43 ascii LINE HacTponka onummn 43 B CUMBOJSTbHOW CTPOKE B
dopmaTe ascii B pexxmme ip-agpecHoro
npocTtpaHcTea DHCP

option 60 hex WORD HacTponka onummn 60 B CUMBOJTbHOW CTPOKE B
dopmaTe hex B pexume ip-agpecHoro
npocTtpaHctea DHCP

option 43 hex WORD HacTponka onumn 43 B CUMBOJTbHOW CTPOKE B
dopmaTe hex B pexume ip-agpecHoro
npocTtpaHcTea DHCP

option 60 ip A.B.C.D HacTtponka onummn 60 B CUMBOJTLHOW CTPOKE B
dopmarte IP B pexume ip-agpecHoro
npoctpaHctea DHCP
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KomaHpa OnucaHue
option 43 ip A.B.C.D HacTponka onumm 43 B CUMBONBHOW CTPOKE B

dopmate IP B pexume ip-agpecHoro
npoctpaHcTea DHCP

no option 60 YpaneHne Hactpoek onumm 60 B pexume
agpecHOro NpocTpaHcTea

no option 43 YpaneHne Hactpoek onumm 43 B pexume
aZipecHOro NpocTpaHcTBa

29.3. NMpumep HacTpouku onumm 60 n 43 DHCPV6

ooo - o
XocTt KommyTatop DHCP-cepeep

PucyHok 29-1.

Fit AP nonyyaet IP-agpec u onuuto 43 — npusHak DHCP-cepepa pnnsa oTnpasku
ogHoagpecHoro discovery-3anpoca Ha 6ecnpoBogpbiv koHTponnep. DHCP-cepeep HacTpansaeT
onumto 60 B cooTBeTcTBMM € onumen 60 Fit AP n sosspawaeT 43 onuuto FTP AP.

# Hactpownka DHCP-cepBepa
router(config)#ip dhcp pool a
router (dhcp-a-config)#option 60 ascii AP1000
router (dhcp-a-config)#option 43 ascii 192.168.10.5,192.168.10.6

29.4. YcTtpaHeHue HeucnpaBHocTen 60 n 43 onuun DHCP

Ecnn Bo3HukatoT npobnem npu Hactporike DHCP-onumin 60 n 43, noxanyncra yéegurtech, 4To
nNpo6nembl He Bbi3BaHbl CreayHLWMMU NPUYNHAMMU:

o [lpoBepbTe BKNtOUeHa N pyHKUMSA cnyx6bl DHCP.

e Ecnu HacTpoeHo agpecHoe npocTpaHcTBo onumm 60, ybeguTech, YTO OHO codeTaeTcs
¢ onumen 60 B nakeTax.
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30. ornuun 37, 38 DHCPV6
30.1. BBegeHue B onuuu 37, 38 DHCPvV6

DHCPv6 (npoTokon AuMHamuyeckon KoHdurypauum xoctoB ansa IPv6) paspabotaH gns
agpecHon cxembl IPv6 M wucnonb3yeTcs pAns HasHadeHua xoctam  |IPv6-npedumkcos,
IPv6-agpecoB 1 apyrmx KOHOUrypaLumMOHHbLIX NapaMeTpoB.

Ecnn DHCPvV6-knmMeHT xo4eT 3anpocuTb napameTpbl koHdwurypaumm ot DHCPV6-cepBepa,
Haxogsllerocs B APYroM cermMeHte, 10 Ansi atoro notpebyetca DHCPV6-peTpaHcnsaTop.
DHCPv6-coobLleHne, MpUHATOE pPeTpaHCrSaToOpoM, MWHKancynupyetcs B «relay-forward»
nakeTbl, nepenpaBnsieMble cepBepy, KOTopbli 3aTeM oTBedyaeT DHCPv6-peTpaHcnsaTopy
naketammn «relay- reply». 3aTemM peTpaHCNATOp BOCCTaHaBMMBaeT M3 3TUX MaAKeTOB
DHCPv6-coobLleHne 1 NepechiniaeT ero KIMeHTY.

EcTb HekoTopble npobnembl npu ucnonb3osaHum DHCPVG-peTpaHcnsaTopa, Hanpumep, Kak
HasHaunTb IP-agpec B UKCMPOBAHHOM AMana3oHe KOHKPETHbIM nonb3oBaTenam? Kak
n3bexatb HeneranbHOro npuceoeHust |IP-agpecoB, BbI3BAHHOIO aTakoW, HaUENeHHOW Ha
ncyepnaHue cBobogHbix agpecoB? Kak wusbexatb HeneranbHbix DHCPvV6-knneHToB,
ncnoneayowmx MAC-agpec apyrmx KNMeHToB? 3Ty Npobrembl peLuarnTcs NOCpPeaCTBOM ONUUNA
37 n 38 DHCPv6 (RFC4649 n RFC4580).

Onuwnn 37 n 38 DHCPvV6 nogo6Hel onuumn 82 DHCP. DHCPv6-peTpaHcnaTop gobasnsdeT onumm
37 n 38 Kk nepecbinaembiM 3anpocam u ybupaeT 3TM onuuuM U3 OTBETOB cepBepa. Takum
obpasom npumeHeHue onuun 37 n 38 Npo3payvyHo ANs KnNueHTa.

Mo onuuam 37 un 38 DHCPv6-cepeep MoxeT ayteHTuduumpoBaTb DHCPV6-knueHTa u
DHCPvV6-peTpaHcnupytoLiee YCTPOUCTBO, HasHavyaTb M yNpaBnAaTb KNWMEHTCKMMU agpecamu,
TeM caMmbIM NpefoTepalwath pasnmyHble DHCPv6-aTaku. Tak kak cepBep onpeaenseT, ¢ Kakoro
nopTta AocTyna npuvwen 3anpoc, OH MOXeET OrpaHNYNTb KONIMYECTBO BblAensieMblX aapecoB Ha
nopT ocTyna, TeM cambiM MpefoTBpaTUTb aTaKy, HaueneHHYK Ha ucyepnaHve aapecos.
OpHako RFC4649 n RFC4580 He onpepnenstoT, kak cepBep OyaeT ncnonb3oBatb onumm 37 u
38, nonb3oBarterib MOXeT UCMOMb30BaTb UX MO CBOEMY YCMOTPEHUIO.

30.2. Cnucok 3apgayd KoHdurypauum onuum 37, 38 DHCPv6

1. KoHdurypauus 6asosbix onuui Dhcpv6 snooping.
2. KoHdurypaums 6asoBbix onumii Dhepv6-peTpaHcnaTopa.
3. KoHdurypaums 6asoBbix onumii Dhepv6-cepeepa.

1. KoHdurypauus 6asosbix onuun Dhepv6 snooping.

KomaHaa Description

Oo6wmn pexmm

ipv6 dhcp snooping remote-id option BkntovaeT nogaepxky onummn 37 B DHCPV6
snooping. KomaHga no BbIKITOYaeT

no ipv6 dhcp snooping remote-id option NOZAEPXKKY
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KomaHpa

Description

ipv6 dhcp snooping subscriber-id option

BkntovaeT nogaepxky onumm 38 B DHCPV6G

no ipv6 dhcp snooping subscriber-id option | SN°0PINg.  Komanaa  no  BelkioyaeT
NOLAEPXKKY
ipv6 dhcp snooping remote-id policy {drop | | YcTaHaBnuBaet NONUTUKY nepechbIsiku

keep | replace}
no ipv6 dhcp snooping remote-id policy

nakeToB, yXKe coaepxalmx onumto 37.

drop — cuctema nNpocTo OTOPOCUT nakeTbl C
onuuen 37;

keep — cuctema coOXpaHUT UCXOOHYIO ONUMIO
37 v nepewuneT NakeT cepBepy;

replace — cucteMa 3aMeHUT CYLLECTBYIOLLYHO
onuuto 37 CBOEN 1 NepeLuseT NakeT cepeepy.

KomaHga no ycraHaBnuBaeT  MNOMAUTUKY
replace
ipv6 dhcp snooping subscriber-id policy {drop | YcTaHaBnuBaeT NONUTUKY nepechbIsku

| keep | replace}
no ipv6 dhcp snooping subscriber-id policy

nakeToB, y>Ke cogepXxalumx onuuto 38.

drop — cuctema NpocTo OTOPOCUT NakeThbl C
onunen 38;

keep — cuctema CoXpaHUT UCXOOHYIO OMLMIO
38 1 nepeLuneT NnakeT cepBepy;,

replace — cuctema 3ameHUT CyLLECTBYIOLLYHO
onumio 38 ceoen 1M NepeLuneT NakeT cepsBepy.

KomaHga no ycraHaBnuBaeT  MNOMUTUKY
replace
ipv6 dhcp snooping subscriber-id select (sp | | Hactpansaet NoNb30BaTENbCKYIO
sv | pv | spv) delimiter WORD (delimiter | koHdurypaumto onumi subscriber-id, KomaHga
WORD |) Nno BOCCTaHaBNMBaEeT KoHdUrypauuo Mo

no ipvé dhcp snooping subscriber-id select
delimiter

yMOn4aHuio, T.e. 3aBO/JCKON HOMep BMecTe C
VLAN MAC

ipv6 dhcp snooping subscriber-id select
(splsvlpv|spv) delimiter WORD (delimiter
WORD |)

no ipvé dhcp snooping subscriber-id select
delimiter

HactpauBaet Nonb30BaTENbCKYHO
KOHGourypaumo onumin subscriber-id, Komanga
No BOCCTaHaBNUBaeT KOHUrypaumo Mo

yMornyaHuio, T.e. HasBaHne VLAN BmecTe C
Ha3BaHMEM nopTa
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KomaHpa

Description

Pexum nopTa

ipv6 dhcp snooping remote-id <remote-id>
no ipv6 dhcp snooping remote-id

3apaet popmy gobasnenns onumm 37.

<remote-id> 310 cogepxaHne nons remote-id
B onpedeneHHon nonb3oBaTtenem onuum 37,
cTpoka He 6one 128 cumeonoB. KomaHaa no
BOCCTaHaBnnBaeT KOHUrypaumio no
YyMO4aHuio, T.e. 3aBOACKOM HOMEP BMECTE C
VLAN MAC

ipv6 dhcp subscriber-id

<subscriber-id>

snooping

no ipv6 dhcp snooping subscriber-id

3apaet hopmy gobasneHus onuumn 38.

<subscriber-id> 9710 coaepxaHue nons
subscriber-id B onpegeneHHom
nonb3oBartenem onuun 38, cTpoka He Gone
128 CMIMBOJOB. KomaHpa no
BOCCTaHaBnuBaeT KOHUrypaumto no
ymon4yaHuio, T.e. HasBaHue VLAN BmecTe C

Ha3BaHWEM nopTa, Hanpumep,
"Vlan2+Ethernet1/0/2"
2.  KoHdurypaumsa 6asoBbix onumi DHCPvV6-peTpaHcnsiTtopa.
KomaHaa Description
Oo6wmn pexmm

ipv6 dhcp relay remote-id option Bkniovaetr noggepxky onuum 37 B

no ipv6 dhcp relay remote-id option DHCPv6-peTtpaHcnaTope. KomanHga  no
BbIKMOYAET NOAAEPXKKY

ipv6 dhcp relay subscriber-id option Bkniovaet noggepxky onuum 38 B

no ipv6 dhcp relay subscriber-id option DHCPv6-petparcnsTope.  KomaHaa — no
BbIKMOYaET NOAAEPXKKY

ipv6 dhcp relay remote-id delimiter WORD HacTtpauBaeTt Nonb30BaTENbCKYIO

no ipv6 dhcp relay remote-id delimiter

KOHourypaumo onumn remote-id. KomaHga
NO BOCCTaHaBnMBaeT KOHdurypaumio no
YMOJYaHu1Io, T.e. 3aBOACKOM HOMEpP BMeECTe C
VLAN MAC

ipv6 dhcp relay subscriber-id select (sp | sv |

pv | spv) delimiter WORD (delimiter WORD |)
no ipv6 dhcp relay subscriber-id select
delimiter

HacTtpaueaeTt Nnonb30BaTENbCKYH
KOHUrypauuto onumn subscriber-id.
KomaHga no BOCCTaHaBNMBaeT
KOHJUrypauuio  no  yMONYaHuio,  T.e.

Ha3aHuMe VLAN BMecTe C HasBaHMeM nopTa
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KomaHpa Description

Pexum koHdurypaumm uHtepcenca 3-ro ypoBHs

ipv6 dhcp relay remote-id <remote-id> 3apaet popmy gobasnenns onuum 37.

no ipv6 dhcp relay remote-id <remote-id> 310 cogep>xaHve nons remote-
id B onpeaeneHHon nonb3oBaTenem onuun
37, ctpoka He bone 128 cumBonoB. KomaHaa
NO BOCCTaHaBNMBaeT KOHQUrypauuo mno
YyMOM4aHuio, T.e. 3aBOACKON HOMEpP BMeCTe C
VLAN MAC

ipv6 dhcp relay subscriber-id <subscriber-id> | 3agaeT bopmy nobasneHus onumm 38.

no ipv6 dhcp relay subscriber-id <subscriber-id> 3710 copepxaHne nons
subscriber-id B onpeneneHHon
none3oBartenem onumn 38, cTpoka He 6Gonee
128 CMBOJNOB. KomaHga no

BOCCTaHaBnueaeT KOHdUMrypaumio no
ymornyaHuio, T.e. HasBaHue VLAN BmecTe C
Ha3BaHWeM nopra, Hanpumep,
"Vlan2+Ethernet1/0/2"

3. KoHdurypaumsa 6asoBbix onumn DHCPv6-cepsepa.

KomaHaa Description

Oo6wumn pexmm

ipv6 dhcp server remote-id option BkntovaeT nogaepxky onumm 37 B DHCPV6-

no ipv6 dhcp server remote-id option cepsepe.  KomaHga  no  BbiKNio4aeT
NoAaaePXKY

ipv6 dhcp server subscriber-id option BkntouaeT nogaepxky onumm 38 B DHCPVG6-

no ipv6 dhcp server subscriber-id option cepsepe.  KomaHha  no  BbikNio4aeT
NoanePXKY

ipv6 dhcp use class BknioyaeT  nmoggepxky — MCMNOfb30BaHUSA

DHCPv6-knaccoB rnpu NnpucBOeHUN aapecoB.
KomaHga no BblkMwYaeT 3710, He ydanad
HacTpovikn krnaccoe DHCPv6

no ipv6 dhcp use class

ipv6 dhcp class <class-name> Onpepensier DHCPv6-knacc n BxoguT B
pexum  koHdurypaumm DHCPv6-knacca.

no ipv6 dhcp class <class-name>
KomaHga no ygoandet knacc
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KomaHpa Description

Pexum KoHdurypaumm nHtepcgenca

ipv6 dhcp server select relay-forward Bknioyaer BbiGOp onuui 37 wun 38
no ipv6 dhcp server select relay-forward BHYTPEHHETO  ypOBHA, KOTAa B  TNAaKETe,
npuLeLem oT peTpaHcrsTopa,

CyLlecTBYeT Heckomnbko onuuin 37 unu 38.
KomaHga no BoO3BpallaeT HaCTPoOMKy Mo
ymon4yaHuo, T1.e. Bblbop onumni 37 n 38
OpUrMHanbHbIX NakeToB

Pexum koHdurypaumm DHCPv6-knacca

{remote-id <remote-id> | subscriber-id | HactpanBaet onuum 37 u 38, KoTOpbIE
<subscriber-id>} COOTBETCTBYIOT Knaccy

no {remote-id <remote-id> | subscriber-id
<subscriber-id>}

class <class-name> AccouumnpyeT Knacc C nyfnom aapecoB U
BXOAUT B PEXWUM KOHcurypaumm knacca B
nyne apgpecoB. KomaHoa no y6upaeTt
accoumaumio

no class <class-name>

address range <start-ip> <end-ip> YcraHaBnuBaeT [guanas3oH agpecoB  AOns
DHCPv6-knacca. KomaHga no yganser
AvnanasoH. dopma 3anucu «npedunkc/gnnHa»
He nogaepxvBaeTcs

no address range <start-ip> <end-ip>
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30.3. NMpumepsbl onnumn 37, 38 DHCPV6
30.3.1. Mpumep onuun 37, 38 B DHCPV6 Snooping

e
‘ ::_, KommyTtartop B

1/0/1

- KommyTtarop A
-—

1/0/3

ED O ED O EED 0
MAC-AA MAC-BB MAC-CC

PucyHok 30-1. Cxema onumn B DHCPV6 Snooping

CornacHo cxeme Mac-AA, Mac-BB n Mac-CC — obblyHble nonb3oBaTenu, NOAKMoYeHHbIe K
HegoBepeHHbIM MHTepdencam 1/0/2, 1/0/3 n Va cooTBeTcTBeHHO. OHM nony4atoT IP-agpeca
2010:2, 2010:3 u 2010:4 no DHCPv6; DHCPv6-cepBep noAKmO4eH K [OBEPEHHOMY
nHTepdency 1/0/1. HactpoeHo Tpu nonuTukn BelgeneHunsa agpecos (knaccos), CLASSWITCHA
cootBeTcTByeT onumn 38, CLASSWITCHB cooteetctByeT onumn 37, a CLASSWITCHC —
onumsam 37 u 38. B nyne agpecos EastDormPool 3anpocam, COOTBETCTBYHOLLUMM Kraccam
CLASSWITCHA, CLASSWITCHB n CLASSWITCHC 6yayT HasHa4yeHbl agpeca 13 guanasoHoB
2001:da8:100:1::2—2001:da8:100:1::30, 2001:da8:100:1::31-2001:da8:100:1::60 "
2001:da8:100:1::61-2001:da8:100:1::100 cooTBeTCTBEHHO. Ha komMmyTaTope A BKIHOYEHa
dyHkumss DHCPv6 snooping un HacTpoeHbl onuumn 37 u 38.

KoHdurypauuma SwitchA:
SwitchA(config)#ipvé dhcp snooping remote-id option
SwitchA(config)#ipvé dhcp snooping subscriber-id option
SwitchA(config)#int e 1/0/1
SwitchA(config-if-ethernetl/0/1)#ipvé dhcp snooping trust
SwitchA(config-if-ethernet1/0/1)#exit SwitchA(config)#interface vlan 1

SwitchA(config-if-vlanl)#ipvé address 2001:da8:100:1::1
SwitchA(config-if-vlanl)#exit
SwitchA(config)#interface ethernet 1/0/1-4
SwitchA(config-if-port-range)#switchport access vlan 1
SwitchA(config-if-port-range)#exit

SwitchA(config)#
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KoHdurypauma SwitchB:

SwitchB(config)#service dhcpvé

SwitchB(config)#ipvé dhcp server remote-id option
SwitchB(config)#ipvé dhcp server subscriber-id option
SwitchB(config)#ipvé dhcp pool EastDormPool

SwitchB(dhcpvé-eastdormpool-config)#network-address 2001:da8:100:1::2
2001:da8:100:1::1000

SwitchB(dhcpvé-eastdormpool-config)#dns-server 2001:1
SwitchB(dhcpvé-eastdormpool-config)#domain-name dhcpvé.com
SwitchB(dhcpvé-eastdormpool-config)# excluded-address 2001:da8:100:1::2
SwitchB(dhcpvé-eastdormpool-config)#exit

SwitchB(config)#

SwitchB(config)#ipvé dhcp class CLASSWITCHA

SwitchB(dhcpvé-class-clasSwitchA-config)#remote-id a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/1

SwitchB(dhcpvé-class-clasSwitchA-config)#exit
SwitchB(config)#ipvé dhcp class CLASSWITCHB

SwitchB(dhcpvé-class-clasSwitchB-config)#remote-id a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/2

SwitchB(dhcpvé-class-clasSwitchB-config) #exit
SwitchB(config)#ipvé dhcp class CLASSWITCHC

SwitchB(dhcpvé-class-clasSwitchC-config)#remote-id a0-12-34-00-00-01
subscriber-id vlan1+Ethernet1/0/3

SwitchB(dhcpvé-class-clasSwitchC-config)#exit
SwitchB(config)#ipvé dhcp pool EastDormPool
SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHA

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchA-config)#address range
2001:da8:100:1::3 2001:da8:100:1::30

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchA-config)#exit
SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHB

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchB-config)#address range
2001:da8:100:1::31 2001:da8:100:1::60

SwitchB(dhcpvé-eastdormpool-config)#class CLASSWITCHC

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchC-config)#address range
2001:da8:100:1::61 2001:da8:100:1::100

SwitchB(dhcpvé-pool-eastdormpool-class-clasSwitchC-config) #exit
SwitchB(dhcpvé-eastdormpool-config)#exit

SwitchB(config)#interface vlan 1
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SwitchB(config-if-vlanl)#ipvé address 2001:da8:100:1::2/64
SwitchB(config-if-vlan1)#ipvé dhcp server EastDormPool
SwitchB(config-if-vlan1)#exit

SwitchB(config)#

30.3.2. Mpumep onuun 37, 38 Ha DHCPv6-peTtpaHcnaTope
Mpumep 1:

Mpun pasBepTbiBaHUKN IPV6-ceTM ansa BblaeneHus IPv6-agpecoB MoxeT ObiTb MCnonb3oBaHa
dyHkumMsa cepepa DHCPV6 Ha mapLupyTuanpyowem yCTporUCcTBe, ECNK CneunanbHbi cepeep
nucnonb3yetcsa And  paBHOMEPHOro pacnpegeneHns w  ynpaenexnus IPv6-agpecamu.
DHCPv6-cepBep nogaepxmaaeT oba pexumma, ¢ otcnexmnsaHme coctosiHus (stateful) n 6e3 Hero
(stateless).

Ha ypoBHe goctyna ncnonb3yetcs SwitchA gns noaknoveHrs nonb3oBaTenemn obLWexnTms; Ha
nepsom ypoBHe arrperauun SwitchB, oH HacTpoeH kak DHCPV6-peTpaHcnaTop; Ha BTOPOM
ypoBHe arrperaumm SwitchC HacTpoeH kak DHCPv6G-cepsep, 1 OH COeANHEH C MarncTpanbHOn
ceTbto. Ha komnbloTepax gormkHa 6bITb yctaHoBneHa OC, koTopas nogaepxvBaeT PyHKUMIO
DHCPV6 client.

KommyTtartop C r_:

VLAN 1: 2001:da8:1:1::1 <_— | DHCPv6-cepsep

VLAN 10: 2001:da8:10:1::1 )

KommyTarop B )

VLAN 1: 2001:da8:1:1::2 —

VLAN 10: 2001:dag:10:1:2 | <—— | DHCPv6-petpancnsitop

VLAN 100: 2001:da8:100:1::1

KommyTtatop A | <—

DHCPvV6-knueHT

PucyHok 30-2. Cxema npumeHeHnus onunn B DHCPV6-peTpaHcnaTope
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KoHdurypauma SwitchB:

SwitchB(config)#service dhcpvé

SwitchB(config)#ipvé dhcp relay remote-id option
SwitchB(config)#ipvé dhcp relay subscriber-id option
SwitchB(config)#vlan 10

SwitchB(config-vlan10)#int vlan 10

SwitchB(config-if-vlan10)#ipvé address 2001:da8:1::2/64
SwitchB(config-if-vlan10)#ipvé dhcp relay destination 2001:da8:10:1::1
SwitchB(config-if-vlan10)#exit

30.4. Nouck HencnpasHocTten onuun 37, 38 DHCPV6

MakeTbl 3anpocos, otcbinaemble DHCPV6-knneHTomM, — 910 multicast-nakeTbl, nony4eHHble
yctponcteom BHyTpM ero VLAN. Ecniv DHCPv6-cepBep xo4veT nonyyvyaTtb NakeTbl OT KIIMEHTA,
KITMEHT K cepBep OO0MKHbl HaxoauTbcd B ogHoM VLAN, nHade HeobxoauMmo MCMONb30BaTb
DHCPvV6-peTpaHcnaTop.

O6paboTka onuun 37,38 npn DHCPV6 snooping MOXeT MpoXoauTb OOHMM W3 CrnenyloLmx
06pas30B: 3aMeHUTb opurMHanbHble onuun 37,38 cBommK; oTBpoCcKTL nakeT ¢ onuuamu 37,38;
He BbINONHATL onepaumio gobasneHus, nepegayum unm otépaceiBaHusa naketa. lNoatomy, ecnm
IPv6-agpec He nony4veH B COOTBETCTBMMU € onumsamn 37,38, noxanyncra, NpoBepbTe HACTPONKK
nonutk DHCPV6 snooping Ha BTopom ycTponcTtee. DHCPV6-cepBep no ymonyaHuto nonyyvaeT
onuun 37,38 1“3 nakeTa, OTNPABMEHHOIO KIMEHTOM, TakK e MOXEeT nony4vaTb MX U3 naketa,
OTNPaBIIEHHOTO PETPAHCIIATOPOM.

DHCPv6-cepBep npoBepsieT  TOMbKO  ONuuK 37,38, nobasneHHble nepBbIM
DHCPvV6-peTpaHCnAaTOpOM, 3TO 3HAYUT, YTO B NakeTax peTpaHCcnsaTopa 4encTBUTENbHbI TONBKO
onummn 37,38 camoro rryboKoro ypoBHs.
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31. KOHOUT'YPALIUA DHCP SNOOPING
31.1. BBegenue B DHCP Snooping

DHCP Snooping o03HauyaeT, 4TO KOMMyTaTop HabniogaeT 3a npoueccoM MPUCBOEHMS
IP-agpecoe no npotokonny DHCP. 3710 npepoTBpallaeT MosiBfieHWE HerneranbHbIX
DHCP-cepsepoB n DHCP-atakm nyteM HacCTpOMKW OOBEPEHHbIX U HEAOBEPEHHbIX MOPTOB.
DHCP-cooblieHne ¢ AOoBepeHHbIX MNOpTOB nepenaetcs ©6e3 nposepku. [pu TMNU4YHON
KOH(purypaumm gosepeHHble MOpPThl UCNoNb3yloTca ana noaknoveHnss DHCP-cepeepa mnnu
DHCP-peTpaHcnaTopa, a K HeAoBePEeHHbIM NOPTaM NoAKNHYaTCs KnMeHTbl. C HeoBepPEeHHbIX
nopToB KommyTaTop OyaeT nepecbinatb Tonbko DHCP-3anpockl, HO He oTBeTbl. Ecnn ¢
HeoBepeHHoro nopta nony4veHo coobueHne DHCP-oTBeTa, KOMMyTaTOp NOAHUMET TPEBOTY
U npeanpumeT ornpeaesieHHble OeNcTBUS C MOPTOM, COMMacHO HacTpoWmkam, Hanpumep,
BblkntoueHne unu cosganme «black hole». Ecnm BknioyeHa npuesizka DHCP  Snooping,
KOMMYyTaTOp COXpPaHUT B COOTBETCTBYIOLLEN Tabnvue CBA3YHOLLYID WHGOPMALUIO O KaXKAoM
DHCP- knueHTe ¢ HegoBepeHHoro nopta (Bkntodas MAC-agpec, IP-agpec, apeHay IP, Homepa
VLAN v nopta). mes Takyto nucpopmauuio DHCP Snooping, MOXXHO KOMBUHMPOBATL C ApYrMK
Moaynsmu, Takumu, kak dot1x n ARP, nnu camoctoaTensHO peanu3oBaTb KOHTPOMb AOCTyna
nonb3oBaTtenen.

3awmTta ot noppenbHoro DHCP-cepBepa: ecnn KOMMyTaTtop MepexBaTbiBaeT OTBET
DHCP-cepsepa (Bkntovas DHCPOFFER, DHCPACK n DHCPNAK), oH nogHumeT TpeBory u
npegnpuMeT onpeneneHHble OENCTBULA, COrfacHO HacTpomkam (BbIKIOMEHWE MnopTa unm
cosnaHue «black holey).

3awmTa ot neperpy3ku DHCP: 4ytobbl nsbexatb 6onblioro konmyectea coobweHun DHCP,
aTakylowmx npoueccop, nMosfb3oBaTeflb MOXET OrpaHUYMTb  CKOPOCTb  MONyYeHus
DHCP-nakeToB Ha OOBEPEHHbIX U HE4OBEPEHHbIX NOpTax.

3anucb paHHbIx npuBasku DHCP (dhcp snooping binding): DHCP snooping npu
nepeckinike DHCP-naketoB 6yget 3anucbiBaTh gaHHble (IP + MAC). MoXHO Tak xe 3arpysntb
3TM JaHHble Ha cepBep B LieNsiX BOCCTAHOBMNEHUS YyTEPSHHOW MHpopmaumm. [laHHbIe NpUBA3KM,
B OCHOBHOM, UCMNOMb3YTCH AN HACTPONKM UHAMUYECKUX NONb30BaTeNbCkux nopToB dot1x.
3a nogpobHon nHdopmaumen o dot1x obpaTutech, noxanyincrta, K rnaee «HacTtporika dot1x».

Ho6aeneHue cBasywero ARP: moxHo gob6aBuTb ctatudeckyto cBasky ARP B cooTBeTCTBUM
C AWHaAMMYEeCKMMM AaHHbIMK, YTOObI NnpegoTBpaTMTh ARP-MOLIEHHMYECTBO.

Hdob6aBneHue aoBepeHHbIX NOJNIb30BaTesNien: MOXHO 400aBMTb 3anNnCKU B CMNCOK JOBEPEHHbIX
nonb3oBaTenen B COOTBETCTBUM C NapaMeTpamu CBA3YHLUMX AaHHbIX; 3TWM MONb30oBaTenu
nony4yaT 4OCTyn KO Bcem pecypcam 6e3 dot1x-ayTeHTndumkauuu.

ABTOMaTMUYECKOE BOCCTAaHOBJIIEHME: YEepE3 HEKOTOPOE BPEMS MOCHE BbIKIHYEHWS NopTa Unm
co3gaHusa «black hole», HyxHO aBTOMaTU4eckn yopaTtb 6rnokmMpoBKy nopta unn MAC-agpeca v
OTNpaBUTb NP 3TOM MHPOpPMaLMIO Ha cepBep Yepes syslog.

DYHKUMA XKypHana: korga kommyTaTtop obHapyxvBaeT HEHOpMaribHble NakeTbl, OH LOJTKEH
OTNpaBnUTb MHPOPMaLMIO Ha cepBep XypHana vepes syslog.

LlUncpoBaHme npuBaTHbIX COOOLIEHMW: CBSA3b MeXOy KOMMYTaTOPOM W BHYTPEHHEWN
cuctemon ynpaerneHna 6esonacHoctbio ceTn TrustView npoucxoguT 4epes3 npuBaTHbIE
coobLieHus. MNMonb3oBaTenu MoryT WKMdpoBaTb 3TN COOOLLEHNS B BEpCUM 2.

®dyHKuMA pobGaBneHue onuum 82: pasnuyHble sub-onumm 82 pobGasBnfAwTca B
DHCP-coobLieHne B COOTBETCTBUM CO CTAaTyCOM ayTEHTUMKALMM MONb3oBaTeNS.
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31.2. MocnepoBaTenbHOCTL 3aaay koHdurypaumm DHCP Snooping

Bkntounts DHCP Snooping.

Bkntountb doyHkumio npmeaskn DHCP Snooping.

Bkntountb doyHkumto npueaskm ARP DHCP Snooping.

BknounTb doyHKkumio onuun 82 DHCP Snooping.

YCTaHOBUTL BEPCUIO MPUBATHBLIX MAKETOB.

YcTaHoBUTb 3awmndpoBaHHbIn kntod DES ons npuBaTHbIX NaKeToB.
YctaHosuTb agpec DHCP-cepBepa.

HacTpouTb goBepeHHbIE NOPThI.

Bkntountb doyHkumio npmeaskm DHCP Snooping DOT1X.
Bkntountb doyHkumio npmeaskm DHCP Snooping USER.

. Jo6aBnTb 3anucK B CTaTUYECKUIA CINCOK.

. YCTaHOBUTb OENCTBUA 3aLUUTHI.

. YcTaHoBUTb orpaHunyeHne ckopoctu nepegadn DHCP-coobueHnin.
BkntounTb oTnagky.

HactpouTb atpnbyTsl onummn 82 DHCP Snooping.

=

©OCXNOOO AN

e e e e e
s wN PO

1. Bxkntounts DHCP Snooping.

KomaHpa OnucaHune

FnobanbHbIN peXxum

ip dhcp snooping enable Bkntountb/Boikntounte DHCP Snooping
no ip dhcp snooping enable

2. Bxknountb doyHkumio npmesskn DHCP Snooping.

KomaHaa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping binding enable BkntounTb/BbikNMounTb yHKUMIO npuBaskn DHCP

no ip dhcp snooping binding enable Snooping

3. Bxmountb doyHkumo npmesskn ARP DHCP Snooping.

KomaHaa OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping binding arp BkntounTb/BbIKNOUNTE  PyHKUMIO NpuBA3ku ARP

no ip dhcp snooping binding arp DHCP Snooping
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4. Bknountb dyHKumio onummn 82 DHCP Snooping.

KomaHpa OnucaHue

FMo6anbHbIN pexum

ip dhcp snooping information enable BknounTb/BhIKMIOUNTE PyHKUMIO onumn 82 DHCP

no ip dhcp snooping information enable Snooping

5. YcTaHoBUTb BEpPCUIO NPUBATHLIX NMaKeTOB.

KomaHpa OnucaHue

FnobanbHbIN peXxum

ip user private packet version two HactpouTb/yganutb BEpCUo NPUBaTHLIX NAKETOB
no ip user private packet version two

6. YcrtaHoBuUTb 3awmdpoBaHHbii kntod DES ang npvBaTHbIX NakeToB.

KomaHpa OnucaHue

FnobanbHbIN peXxum

enable trustview key 0/7 <password> HacTtpoutb/yganutb 3awmdpoBaHHbin knod DES

no enable trustview key Ansi NpUBaTHBIX NakeTos

7. YcraHoBuTb agpec DHCP-cepBepa.

KomaHaa OnucaHue

FnobanbHbIN peXxum

ip user helper-address A.B.C.D [port | Hactpoutb/yganmute agpec DHCP-cepBepa
<udpport>] source <ipAddr> (secondary|)

no ip user helper-address (secondary|)

8. Hactpoutb foBEpeHHbIE NOPTLI.

KomaHaa OnucaHue

Pexum nopTta

ip dhcp snooping trust {vlan <vlan-list>} | Coenatb nopT [QoBepeHHbIM. KomaHga no

no ip dhcp snooping trust {vlan <vlan- A OTMEHSET HACTPOMKY

list>}
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9.

Bkntountb doyHkumio npueaskm DHCP Snooping DOT1X.

KomaHpa

OnucaHue

Pexum nopTa

ip dhcp snooping binding dot1x
no ip dhcp snooping binding dot1x

BkntounTb/BbIKNOUNTE yHKUMIO NpuBa3kn DHCP
Snooping DOT1X

10. BkntounTtb doyHKumio npueaskm DHCP Snooping USER.

KomaHpa

OnucaHue

Pexum nopTa

ip dhcp snooping binding user-control

no ip dhcp snooping binding user-
control

BkntounTb/BbikNoUNTE dyHKUMIO npuBaskn DHCP
Snooping USER

11. Jo6aBuTb 3annucu B CTaTU4YECKUi

CMNUCOK.

KomaHpa

OnucaHue

FnobanbHbIN peXxum

ip dhcp snooping binding user <mac>
address <ipAddr> vlan <vid> interface
(ethernet)) <ifname>

no ip dhcp snooping binding user <mac>
interface (ethernet|) <ifname>

[ob6aBuTb/ygannutb 3annucu B CTaTUMECKUI CMIMCOK

12. YcTtaHOBUTb AENCTBUA 3aLLUTHI.

@ §) QTECH

MWP [OOCTYNHEE

KomaHaa OnucaHue
Pexum nopTta
Ip dhcp snooping action | YCTaHOBUTB/OTMEHNTD aBToOMaTun4yeckme
{shutdown|blackhole} [recovery | 3alWmnTHBIE AENCTBUSA HA MOpPTaX
<second>]
no ip dhcp snooping action
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13. YcraHoBuUTb orpaHudeHne ckopocTtn nepenadn DHCP-coobLueHun.

KomaHpa

OnucaHue

FMo6anbHbIN pexum

ip dhcp snooping limit-rate <pps>
no ip dhcp snooping limit-rate

YCTaHOBUTbL OrpaHU4YeHMe CKOPOCTU nNepenayn
DHCP-coobLwweHuit

14. BkniouvTb OTNAAKYy.

KomaHpa

OnucaHue

Pexunm agmmHucTpatopa

debug ip dhcp snooping packet
debug ip dhcp snooping event

debug ip dhcp snooping update
debug ip dhcp snooping binding

Moxanyncrta, obpaTutecb K COOTBETCTBYOLLEN
rnaBse noucka HemcrnpaBHOCTEWN

15. HactpouTb atpnbyTbl onumm 82 DHCP Snooping.

subscriber-id format {hex | acsii | vs-hp | vs-
huawei}

KomaHaa OnucaHue
FnobanbHbIN peXxum
ip dhcp snooping information option | YcTtaHaBnuBaeT cdopmat subscriber-id onuum

82 DHCP snooping

Ip dhcp shooping information option remote-id
{<remote-id> | standard | vs-cisco | vs-huawei}
no ip dhcp snooping
remote-id

information option

YcTaHaBnuBaeT cogepxaHue
remote-id onuunm  82. KomaHpa
BO3BpallaeT cTaHAapTHbIM oopmaT

cy6-onuum
no

ip dhcp snooping information option allow-
untrusted

no ip dhcp snooping information option allow-
untrusted

Paspelwaet HeJoBEepPEHHbIM noptam
npuHumMaTtb DHCP-nakeThl ¢ onumen 82. Ecnin
He BKIIOYEHO, BCE HeAOBEepeHHble MNopThl
OynyT otbpacbkiBate DHCP-nakeTtbl ¢ onumen
82

Ip dhcp snooping information option delimiter | YcranaBnueaeT pasgenutenb ans
[colon | dot | slash | space] napameTpoB cy6-onuuin onumn 82. KomaHaa
no ip dhcp snooping information option | NC  YCTaHaBnuBaeT - paspaenvrens - no
delimiter ymonyaxuio — slash
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KomaHpa OnucaHue

ip dhcp snooping information option self- | 3agaeT wmeTog cosgaHus onuum 82,
defined remote-id {hostname | mac | string | nonb3oBaTtenn  MOryT  CaMOCTOSITENBHO

WORD}

no ip dhcp snooping information option self-
defined remote-id

onpenenvTb napameTpbl cyG-onummn remote-
id

ip dhcp snooping information option self-
defined remote-id format [ascii | hex]

Monb3oBaTenbckm cdopmat remote-id ans
onuun 82

ip dhcp snooping information option self-
defined subscriber-id {vlan | port | id (switch-id
(mac | hostname)| remote-mac) | string
WORD}

no ip dhcp snooping information option type
self-defined subscriber-id

3apaetr wmeTogq co3gaHuMa  onumu 82,
nonb3oBaTenmu MOryT  CaMOCTOATENbHO
onpegenuTb NapameTpbl cyb-onuun circute-
id

ip dhcp snooping information option self-
defined subscriber-id format [ascii | heX]

Monb3oBaTenbckui opmat circuit-id  ans
onuun 82

Pexum

nopTa

Ip dhcp snhooping information
subscriber-id {standard | <circuit-id>}

option

no ip dhcp snooping
subscriber-id

information option

YcraHaBnuBaeT cogepaHue  cyb-onumm
circuit-id onumn 82. Komanga no so3Bpaluaet
CTaHOapTHbIN dhopmaT

31.3. TunoBoe npumeHeHmne DHCP Snooping

Ack
KommyTarop O T
= 1/0/1 1/0/10 -
= == ]

DHCP-knueHt
IP:1.1.1.5
MAC: AA

1/0/11

LLnto3

1/0/12

DHCP-knueHT
IP:1.1.1.6
MAC: BB

DHCP-cepsep

PucyHok 31-1. Tunosou npumeHeHue
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Kak nokasaHo Ha pucyHke, ycTponcTBo Mac-AA — 0OblYHbIN NONb30oBaTENb, NOAKMIOYEHHbIN K
HeposepeHHomy nopTty 1/0/1 kommyTaTopa, nonyyaet IP-HacTponkn yepes DHCP, IP-agpec
knueHTa 1.1.1.5. DHCP-cepBep 1 W03 NOAKMOYEHbl K JOBEPEHHBIM MOPTaM KoMMyTaTopa,
1/0/11 n 1/0/12 cooTBETCTBEHHO. 3noymblilneHHUK Mac-BB, noaknoYeHHbIn K HeJoBEPEHHOMY
nopty 1/0/1 kommyTaTopa, neiTaetca nogaenats DHCP-cepsep (nockinas naketsl DHCPACK).
®yHkuna DHCP Snooping Ha kommyTaTope ahdeKTUBHO OOHaPYXMUT 1 BNOKMpyeT Takon Tvn
ceTeBOW aTaku.

MNMocnenoBaTenbHOCTb HACTPOWKY:
switch#
switch#config
switch(config)#ip dhcp snooping enable
switch(config)#interface ethernet 1/0/1
switch(Config-1f-Ethernet1/0/11)#ip dhcp snooping trust
switch(Config-If-Ethernet1/0/11)#exit
switch(config)#interface ethernet 1/0/12
switch(Config-If-Ethernet1/0/12)#ip dhcp snooping trust
switch(Config-If-Ethernet1/0/12) #exit
switch(config)#interface ethernet 1/0/1-10
switch(Config-Port-Range)#ip dhcp snooping action shutdown

switch(Config-Port-Range)#
31.4. NMouck HencnpasHocten DHCP Snooping

31.4.1. HabnoaeHue u oTnago4vyHasa uHdopmauyms

KomaHga «debug ip dhcp snooping» MoXeT ObITb MCNonb3oBaHa 418 NofyvYeHne oTnagodHom
nHdopmaumn.

31.4.2. NMomolb B NOUCKEe HEUCNPABHOCTEN

Ecnn BosHukaeT npobnema c¢ wucnonb3oBaHnem dyHkuun DHCP Snooping, noxanyncra,
npoBepbTE cregyroLlee:

BknitoueHa nu doyHkums DHCP Snooping rmo6anbHo.

Ecnu nopT He pearnpyet Ha noxHeln DHCP-nakeT, npoBepbTe, HACTPOEH NM 3TOT MOPT Kak
HeOBEPEHHLIN.
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32. ObLWWAA NHPOPMALIUA

32.1. NapaHTUA " cepBUC

Mpouenypa 1 Heobxoaumble AEACTBUA MO BOMpocaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMopgaepxka» —> « apaHTUNHOE OBCNYKMBAHUE».

O3HakoMnTbCs C MHGhOpMaLMen No BoONpocam TECTMPOBaHMA 000pPYAOBaHNS MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTDOHHOIZ noyTte sc@gtech.ru.

32.2. TexHn4yeckKasi noaaepxka

Ecnn Bam Heobxoaumo cogencTBvMe B BOMpoOcax, Kacawlmxcs Hawero obopyaoBaHusl, To
MOXXKeTe BOCMNOMb30BaThCS Pas3fenioM TeXHUYeckor nopaepxkku nonb3oBaTtenenn QTECH Ha
Hawwem cante www.qgtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

32.3. OneKkTpoHHas Bepcusi AOKyMeHTa
[aTa nybnunkaumn 19.06.2025

https://files.qtech.ru/upload/switchers/QSW-4900/QSW-4900 _user_manual.pdf
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