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3aaBneHue

3asaBneHue o6 dBTOPCKUX U UCKINMHYNTEJIbHbIX NpaBax

OTO pyKOBOACTBO, BKIIIOYas, HO HE OrpaHMYMBasiCb BCEWN coaepXallencs B Hem nHdopmaumnen,
3alUMLLEHO MOMNOXEHUAMU 3aKoHoOaTenbCTBa 00 UCKMIOYMTENBHBIX U aBTOPCKUX nNpaBax. bes
paspewieHns QTECH HMKTO He MOXeT 3aHMMaTbCA KakMMU-NMOO AeNCTBUSMM, TaKUMWU Kak
UMuUTaUnd, KonupoBaHue, U3BIEeYEeHne WHgopmauuKn, nepecbinika unuv gpyrue Gopmebl
NCMOSb30BaHMS.

OTKa3 OoT OTBETCTBEHHOCTU

HacTtosiiee pykoBOACTBO nNpeaHa3Ha4YeHO [AJ1si CMpPaBOYHbIX Lenen npu UCNonb30BaHUM
nporpaMMHo-annapaTHOro komnrekca (yCTponcTea).

QTECH npepocTtaBnsdeT aTO pyKOBOACTBO "Kak eCTb" U B TOW Mepe, B KakOW 3TO paspeLLeHo
3aKOHOM, He [JdaeT HUKaKUX SIBHbIX WMAW nogpasyMeBaeMblX rapaHTUi, BKIKOYasi, NOMUMO
npoYero, TOBapHy NPUro4HOCTb, NPUTOAHOCTL AN ONpeaeneHHon Lenn, HeHapyLIeHe Kakmnx-
nnbo npae Apyrnx nuu, n nobble rapaHTUM OTHOCUTENBHO NUCNOMb30BAHMSA UNU HEBO3MOXHOCTH
ncnonb3oBaHuda atoro pykosoactea. QTECH Takke He AaeT HUMKaKMX rapaHTUi OTHOCUTESIbHO
TOYHOCTU U HaJEXHOCTM Nobon MHOpMaL MK, NOSTYHYEHHOW C MOMOLLIbIO 3TOrO PyKOBOACTBA.

W3-3a 06HOBREHWIA BEPCUM NPOLYKTA MW NO APYrMM NpUYMHaAM CO4EPXKMMOE 3TOr0 PYKOBOACTBA
MOXeT nepuoanyeckm obHoenaTbea. QTECH ocTaBnseT 3a cobon npaBo BHOCUTb U3MEHEHMS B
coepkaHue HacTosALWEero pykoBoacTea B Nnoboe Bpems 6e3 npeaBapuTenbHOro yBeLOMNEHUS.

Ecnu He YKa3aHO WMHOe, 3TO PYKOBOACTBO MNpenoctaBiideTCA WUCKMIOYUTENbHO B Ka4decTBe
pykoBoaACTBa NO WUCMNONb30OBaHMO, W MNoOJib30OBaTENIN HEeCYyT BCe pPUCKU, CBA3aHHble C
McnoJsib30BaHMEM 3TOI0 pykoBOACTBaA.

3asiBfieHMe o ToBapHOM 3Hake

Microsoft® n Windows siBnatoTcst TOBapHbIMU 3HaKamm rpynnbl komnaHunin Microsoft.
Linux® aBnsaeTcH 3aperMcTpmpoBaHHOM Toproeon mapkon Linus Torvalds.
Aspeed® senseTcs Toproson mapkon ASPEED Technology Inc.

QTECH® sensietcsa Toprosorn mapkorn OO0 «KbKOTOK».
MNpaBa cOGCTBEHHOCTU Ha ApYyr1ne TOBapHble 3HaKW NpuHagnexar ux Bnagensuam.
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PykoBoacTeo no Hactpolike cepust QSW-6900

HaCTpOVIKa ACL W

1. HACTPOMKA ACL
1.1. O630p

Cnmncok koHTpona goctyna (ACL) Takke HasblBaeTcs CNMCKOM ocTyna unn 6panamayapom. B
HEeKOTOpbIX JOKyMeHTax 3TO Aae HasbiBaeTcs dunbTpaumen naketoB. ACL onpegenset
npaeuna, onpegensawoowme, cnegyeT nv nepecbinate MnuM otbpackiBaTb NakeTbl AaHHbIX,
npubbiBatoLLme Ha NHTEpPdENC ceTun.

ACL knaccucmumpytoTes no yHKUMAM Ha ABa Tuna:

e  Security ACL: ncnonb3yoTcs Ans ynpasrneHns NoTokamu AaHHbIX, KOTOPbIM pa3peLleHo
NpoOXoanTb Yepe3 CETEBOE YCTPOWCTBO.

o ACL kayecTtBa o6cnyxmBaHna (Q0S): ncnonb3yroTes A4 Knaccudukauum n odpaboTtku
NOTOKOB AAHHbIX MO NPUOPUTETY.

ACL HaCcTpamBarTCA NO MHOTMM MNMpU4NHaM. K 0CHOBHbIM npny4nHam OTHOCATCA:

o KoHTponb goctyna Kk cetn: anga obecneveHnsa ceteBor 6e30nacHOCTU onpenenstoTcs
npasuna, orpaHWyMBalolmMe AOCTyn MNOoNb3oBaTenel K HEKOTopbIM  cryXbam
(Hanpumep, paspeleH goctyn Tonbko K WWW un cnykGam 3MneKTpOHHOM MOMThbI, a
[ocTyn K gpyrum crniykbam, Takum kak Telnet, 3anpelleH) nnn nonb3oBatenen ans
Joctyna k crnyxbam B ykasaHHbIA Nepuog BPEMEHWU, UMK pas3pelumTb OOCTYM K ceTu
TOJIbKO onpeaeneHHbIM XOCTaM.

e Qo0S: ACL QoS ucnonbayloTca Ans npenMyLLecTBEHHON Knaccnukaumm n obpaboTku
Ba)XHbIX MOTOKOB AaHHbIX. [lononHuTenbHble cBeaeHust 06 ncnons3oeaHnm ACL QoS
cM. B Hactporika QOS.

1.2. MpunoxeHusn

MpunoxeHue OnucaHue

KoHTposib _gocTtyna B | B kopnopaTtMBHOM ceTW MNpaBa AOCTyna K CeTUM KaXKAoro otaena,
KOprnopaTMBHOW CeTU Hanpumep, npaBa AdOCTyna K CepBepaM W paspelleHust Ha
ncnonb3oBaHue cpeacTs obLeHus (Takmx kak QQ 1 MSN), OOMmKHbI
KOHTPOSIMPOBATLCHA B COOTBETCTBMM C TpeboBaHMAMM

1.2.1. KoHTponb AocTyna B KOpNnopaTUBHOWN CeTU

1.2.1.1. CueHapum

NHTepHeT-BMPYCbl MOXXHO HanTK noBctoay. MNoaTomy Heob6xoaMmo 6noknpoBaTh NOPThI, KOTOPLIE
4YacTo MCMonb3ylTCA BMpycamu, Ans obecneyeHus 6Ge30nacHOCTM CeTu NpeanpusaTUs
cnegyowmm obpasom:

e PaspelwnTb OOCTYN K cepBepy TOSbKO BHYTPEHHUM [1K.

e 3anpetuTb KoMmmMbloTepam HedUHaAHCOBOrO oOTAena [JAOCTyn K KoMMbloTepam
hMHaHCOBOrO oTAena u 3anpeTuTb KOMMbOTEPAM HeuccriefoBaTenbCKUX OTAENoB
[AOCTYN K KOMMNbOTEPAM OTAENa UCCNEeA0oBaHNIA U pa3paboTok.

e 3anpetuTb COTPyAHMKaM OTAena WcCneaoBaHMi W pa3paboToK  MUCMONb30BaTb
cpeacTea vata (Takue kak ICQ n Skype) B pabouee Bpemsi ¢ 09:00 go 18:00.
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PykoBoacTBo no HacTtpoike cepmsa QSW-6900

HacTtponka ACL
MapLpyTtunsarop
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— Cnon agpa

SVi6:1
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192.168.4.101

TpaHk
G0/24

—
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G0/22

KommyTarop A
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SV14:192.168.4.1
Cnon arperaumm

KommyTartop B
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SVI12:192.168.1.100
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FO/1 Fo2 . .
192. 16812 192 16813 192‘1.6822
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FO/5 FO/6
) J J

192 168.2.3
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KoHCTpyKTOpPCKMIA OTAEN

OTpen mapkeTuHra

PUHAHCOBLIA OTAEN

PucyHok 1-1.

KommyTtatop C Ha ypoBHe goctyna: nogkrnodeH K [NK kaxgoro otaena n Kk kommyTtaTopy B Ha
YPOBHe arperauum Yepes rurabvtHoe ONTOBOSIOKHO (PEXUM TpaHka).

Kommytatop B Ha ypoBHe arperaummn: Heckonbko BUpTyarnbHbIX nokanbHbix ceten (VLAN)

pasgeneHbl. OgHa VLAN onpegeneHa ans

oaHoro otaena. O™ VLAN noaknioyeHbl K

KommyTaTopy A Ha ypoBHe sapa yepesd 10-rmrabmMtHoe ONTOBOSIOKHO (PEXMM TpaHKa).
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PykoBoacTeo no Hactpolike cepust QSW-6900

HaCTpOVIKa ACL W

KommyTaTtop A Ha ypoBHe sapa: OH NOAKIIOYEH K pasfMyHbIM cepBepaM, TakuMm Kak cepsep File
Transfer Protocol (FTP) n cepsep Hypertext Transfer Protocol (HTTP), a Takke k VIHTepHeTy
Yyepes GpaHamayapbl.

1.2.1.2. Pa3BepTbiBaHue

e Hactponte pacwmpeHHbin ACL Ha nopT G2/1 ansa dunbTpauum NaketoB AaHHbIX, TEM
caMbIM 3aWUTUB CeTb OT BUPYCOB. OTOT MOPT pacnofioeH Ha ycTponctee 6a3oBoro
YPOBHSA (KOMMyTaTOp A) 1 UCNonb3yeTcs ANa nogknioyeHns kommyTtatopa A K uplink-
nopty G2/1 maplpyTtusaTopa.

e PaspewmTte [oOCTyn K cepBepaMm TOMbKO BHyTpeHHuM [1K wn 3anpetute poctyn K
cepsepam BHelwHUM K. OnpegenuTe n npMeHUTe paclUMpeHHbIE CUCKN yNpaBneHus
poctynom (ACL) IP k G2/2 wnn BupTyanbHoMmy uHTepderncy kommyTtatopa (SVI) 2,
KOTOPbIA MCNONb3yeTcs ANs NOAKIMI0YEeHUs KOMMyTaTopa A K YCTPOWUCTBY UM cepBepy
YPOBHS arperauuu.

e 3anpetuTe B3aWMHbLIA OOCTYN MexXOy YKkasaHHblMu oTgenamu. Onpegenute u
NPUMEHNTE paclMpeHHbIe CNUCKKM KOoHTpons pgoctyna IP Ha GO0/22 wn GO0/23
KommyTaTopa B.

e Hactponte n npumeHuTe pacwupeHHble I[P ACL Ha ocHoBe BpemMeHu Ha SVI 2
KommyTaTopa B, 4Tobbl 3anpeTuTb oTAeNy nccneaoBaHnin u paspaboTok CNoNb30BaTb
cpencTtea vata (Takue Kak ICQ u Skype) B TeueHne onpedeneHHoro nepmoaa BpeMEHM.

1.3. dyHKUUMN
1.3.1. OcCHOBHbIEe NOHATUA

1.3.1.1. ACL

ACL BkntovatoT 6a3oBble ACL n aguHamuyeckmne ACL.

Mpn HeobxoouMoCTn Bbl MOXeTe BblOpaTb GasoBble mnn gnHamudeckne ACL. Kak npasuno,
6asosble cnnckn ACL moryT cooTBeTcTBOBaTh TpeboBaHnsam 6e3zonacHoctn. OgHako OnbITHbIE
XaKepbl MOFyT UCMONb30BaTb ONpeaerieHHoe nporpaMMHoe obecrneyeHne ans gocTyna K ceTu.c
nomowbto  nogmeHbl  IP-agpeca. Ecnn  ucnonb3ytotca  guHamudeckue  cnmcknm  ACL,
nonb3oBaTenam npegnaraetcsa nNPonTn wuaeHTUuKkaumio nepeg AOCTYNOM K CETU, 4TO
npenoTBpalLaeT BTOPXKEHME XakepoB B CeTb. Takmm o6pas3om, Bbl MOXETE WUCMONb3oBaTb
OnHammyeckme ACL B HeKOTOpbIX BaXHbIX o6nactsix, 4Ttobbl rapaHTMpoBaTb CETEBYIO
©e3onacHocCTb.

NMPUMEMYMAHUE: nogomeHa IP-agpeca — HeoTbemnemasi npobnema Bcex ACL-cnuckos,
BkMovasa anHammyeckne ACL-cnucku. Xakepbl MOryT Mcnonb3oBaTb nogaenvHble |P-agpeca
Ons1 OOCTyna K CeTM B TeYeHMe CpoKa AENCTBUSA ayTEHTUMULMPOBAHHBIX MOEHTUMUKATOPOB
none3oBartenen. [Ons peweHnss 3aTon npobriembl OOCTYNHbI ABa MeToga. OOguH M3 HUX —
YCTaHOBUTb MEHbLLEE BPEMS MPOCTOS1 AOCTYNa Nonb30BaTeNs, YTO YCINOXHAET NPOHUKHOBEHUNE
B cetn. [pyron — wundpoBaHMe ceTeBbiX OaHHbIX C UCMNONb30BaHMeM npoTtokona IPSec,
KOTOpbIV rapaHTUPYET, YTO BCE AaHHble OyayT 3awmdpoBaHbl Npy NOCTYMNNEHUN HA YCTPONCTBO.

ACL o6bl4HO HacTpamBalTCA Ha CneayLnx CETEBbIX YCTPONCTBAX:
e YCTpounCTBa MeXQy BHYTPEHHEN CETbIO U BHELLHEN ceTbio (Hanpumep, VIHTepHeT).
e  YCTpOWCTBA Ha rpaHuue OByX CErMEHTOB CETU.

e YCTpoKcTBa, NOAKMOYEHHbIE K KOHTPONMPYEMBIM MOPTaM.

Y1BepxxaeHust ACL JOMKHbI BbINOMHATLCS B CTPOrOM COOTBETCTBUM C UX NOCNEA0BATENbHOCTHHO
B ACL. CpaBHeHWe HauMHaeTcsi C NepBoro yTeepxaeHusi. Kak Tornbko 3aronoBok nakeTa AaHHbIX
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coBnagaeT ¢ yTBepxaeHvem B ACL, nocneayowme yTBepXaeHUs UrHopupyoTes  6onblue He
npoBepsitoTCS.

1.3.1.2. ACL BBoga/BbiBOAA, WAGNOH Nona dunbTpauum 1 npasuna

Mpn nonyyeHun naketa Ha WHTepdence yCTPOMCTBO MPOBEPSiEeT, COOTBETCTBYET NM nakeT
kakon-nnbo 3anuncu ynpaeneHuns goctynom (ACE) Bo BxogHom ACL atoro nHtepdeinca. lMNepen
OTNpaBKOW MakeTa 4Yepe3 UHTepdenc YCTPOWUCTBO MNpOBEpsieT, COOTBETCTBYET I nakeT
kakomy-nmbo ACE B BbixogHom ACL aToro nHtepdelica.

Korga onpegeneHbl pasHble npasuna punbTpaumm, BCe Un TONbKO HEKOTOPbIE NpaBuia MoryT
NpUMeHsITbCA oaHoBpeMeHHO. Ecnn nakeT cootBeTcTBYeT ACE, aTOT nakeT obpabaTbiBaeTca B
COOTBETCTBMM C NONUTUKON ENCTBUI (paspeLlmnTb Unu 3anpeTuTtb), onpeaeneHHon B atom ACE.
ACE B ACL uageHTudumumpytoT nakeTol Ethernet Ha ocHoBe cnefylowwmx nofnen B nakeTtax
Ethernet:

Mons ypoBHs 2 (L2):

e  48-6uTtHbIn MAC-agpec uctovHuka (cogepxawmin sce 48 6ur).
e  48-6uTtHbIn MAC-agpec Ha3HayeHus (cogepxalwimmn sce 48 6uT).
e 16-6utHOe none Tuna L2.

e [longa yposHs 3 (L3).

e [lone ncxogHoro IP-agpeca (MOXHO ykaszaTb BCe 3Ha4YeHus ncxogHoro IP-agpeca unu
MOXHO MCNoNb3oBaTb NoACETb ANS onpeaeneHnst Tuna NoTOKOB AaHHbIX).

o [lone IP-agpeca HasHayeHnsa (MOXHO yKasaTb BCe 3HauveHus IP-agpeca HasHa4vyeHus
NN MOXHO MCMNONb30BaTb NOACETL A5 ONPeAeneHns Tuna NoTOKOB AaHHbIX).

o [lone Tmna npoTokona.
o [lonsa ypoBHa 4 (L4).

e  YKasblBaeTCsl UCXOOHbIN UK koHeuYHbIn nopT TCP, nubo ob6a, nubo ykasaH guanasoH
NCXOAHOro U KOHEeYHOro nopTa.

e YkasbiBaeTcs nnbo mcxogHein nopt UDP, nubo nopT HasHayeHus, nubo oba, nmnbo
yKasaH gnanasoH MCXOL4HOro Ui KOHEYHOro nopTa.

Mons dunbTpaumm OTHOCATCA K MOMNAM B NakeTax, KOTOpble MOXHO WCMonb30BaTh Ans
naeHTMdurKauumn unm knaccudmkaumm naketos npu cosganumn ACE. LLabnoH nonsa dpunetpaunn
npegcraeBnseT cobon komOMHaumio 3Tux nonen. Hanpumep, npu cosganHum ACE nakeThbl
MAEHTUDULMPYIOTCA N KNnacCUUUMPYOTCS Ha OcHoBe nons IP-agpeca HasHayeHust B KaXKaom
nakete; npu co3gaHun gpyroro ACE nakeTbl naeHTUUUMpyroTca 1 KnaccuguumpyrotTca Ha
OCHOBe nonsa ucxogHoro IP-agpeca n nons ncxogHoro nopta UDP B kaxagom nakete. [1sa ACE
NCMonb3yT pasHble WaboHbl Nonen punbTpauun.

lMpaBnna OTHOCATCA K 3Ha4eHMsM nonen B wabnoHe nons dunbtpaumm ACE. Hanpumep,
cogepxumoe ACE Bbirmagnt cnegytowum obpasom:

permit tcp host 192.168.12.2 any eq telnet

B sTom ACE wabnoH nons dpunbTpaummn npeacraensaet cobor KomOmMHaumo crnegyowmx nonen:
none wucxogHoro IP-agpeca, nosie IP-npoTokona W nore nopta HasHadeHna TCP.
CooTtBeTCcTBYOLWME 3HaYeHWs (NpaBuna) crnegyrowme: ncxogHbin IP-agpec = Host 192.168.12.2;
IP-npoTtokon = TCP; lNopT Ha3HaveHnst TCP = Telnet.
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| IP-npotokon: = TCP |-\
| Vicxomheiii IP-agpec: = host 192.168.12.2 |-
| Mopt TCP: = eq telnet |/

v :
‘ nencreue: = permit

PucyHok 1-2. AHann3 ACE: permit tcp host 192.168.12.2 any eq telnet

NMPUMEYAHUA:

WabnoH nonsa dwunbTpauum MoxeT ObiTb koMbuHaumen nonen L3 un L4 wnnu
KOMBUHaumen Heckonbknx nonen L2. OpgHako wabnoH nons dunbTpauum
cTaHgapTHOro mnu pacwmpeHHoro ACL He moxeT bbITb koMBuHaumen nonen L2 n L3,
KomOunHaunen nonen L2 u L4 wnn kombuHauwen nonen L2, L3 n L4. Y100bI
ncnonb3oBaTb kKOMOMHaumo nonen L2, L3 n L4, Bbl MOXeTe NCNOSMb30BaTh 3KCMEPTHbIE
ACL.

SVI, cBasaHHbIM co cnmckamm ACL B mcxogsdwem HanpasrieHun, nogaepxuvsaet
ctaHgapTHbein IP, pacwupeHHbii IP, pacwwmperHsin MAC un akcnepTHbin ACL. Ecnn
pacwumpeHHbin MAC nnun akcnepTHbli ACL HacTpoeHbl Ha cooTBeTcTBne MAC-agpecy
Ha3Ha4YeHNs N NPUMEHSIETCA K ucxogswemy HanpasneHnn SVI, cooteetctaytowmin ACE
MOXHO HacTpOWUTb, HO OH He BCTYNWUT B cuny. Ecnn HacTpoeH paclumpeHHbin [P nnu
akcnepTHbI ACL cooTtBeTcTBYeT IP-agpecy HasHayeHus, HO IP-agpec HasHaveHus1 He
BXOAMWT B AnanasoH IP-agpecos noacetn ceasaHHoro SVI, HacTpoeHHbIn ACL He moxeT
BCTYNUTb B cuny. Hanpumep, npegnonoxmm, yto agpec VLAN 1 — 192.168.64.1
255.255.255.0, cosgaH pacwupeHHbln IP-cnucok ACL, n ACE — deny udp any
192.168.65.1 0.0.0.255 eq 255. Ecnn stor ACL npumeHsieTca K uMCXogsiLemy
uHtepdency VLAN 1, ACL He MoXeT BCTynuTb B cuny, nockomnbky |P-agpec
Ha3Ha4eHus He HaxoguTca B IP-agpece nogcetn ananasoH VLAN 1. Ecnu ACE nvweet
3HayeHune deny udp any 192.168.64.1 0.0.0.255 eq 255, ACL MoxeT BCTYynuUTb B CUIY,
nockonbky |P-agpec HasHayeHusi HaxoauTcs B AumanasoHe |P-agpecoB noacetu
VLAN 1.

Ha kommyTtaTtope, ecnn ACL NpUMEHSAIOTCA K UCXO4sLLEMY HanpaBneHuto onsnyeckoro
nopta unu arpernposaHHoro nopta (AP), ACL MoryT punbTpoBaTb TOMbKO XOPOLLUO
N3BECTHblE NakeTbl (04HOaAPECHbBIE UM MHOTOaApPEeCHbIe NakeThbl), HO He HEU3BECTHbIE
ofiHoaApecHble NakeTbl. To ecTb ANS HEU3BECTHBIX UK LUMPOKOBELLaTelbHbIX MaKeToB
ACL, HacTpoeHHbIE B UCXOASLEM HanpasneHnn nopTa, He AENCTBYIOT.

Ha kommyTtaTtope, ecnn BxogHon ACL n DOT1X, rmo6anbHas npuesska IP+MAC u IP
source guard sBnsOTCA o6WMMKN ANA BCEX NOPTOB, paspeluarolime 1 3anpeLlanoLme
no ymonyaHunio ACE He BCTynatT B cuny, HO gpyrve 3anpewarowme ACE BcTynatot B
cuny.

Ha kommyTaTtope, ecnu BxogHor ACL 1 Q0S coBMECTHO UCMONb3YIOTCA, paspeLuaroLlne
ACE He BcTynawT B cuny, BCTynawt B cuny gpyrve 3anpewatrowme ACE, a
sanpewatowme ACE no ymornyaHuio BCTyrnaeTt B Curly rnocre BCTyrnreHd B cuny QoS
ACE.

Ha kommyTaTtope Bbl MOXeTe 3anycTuTb KOMaHAy norgos-security compatible,
no3BonsAoWYy0  paspewatowum u  3anpewarowmm ACE  Bctynatb B cuny
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oaHoBpeMeHHO, koraa BxogHon ACL n DOT1X Ha ocHOBe nopTa, rmobanbHas npmesiaka
IP + MAC u IP source guard ncnonb3ytoTcsi COBMECTHO.

e Ecnu ACE pob6aenstotca B ACL, a 3atrem komMyTatop nepesanyckaetca nocne
npumeHeHns ACL k Bxogswemy HanpasneHumto Heckonbkux SVI, ACL moxeT He
HaCTPOUTLCS Ha HeKoTopbiX SVI U3-3a orpaHNMYeHHON annapaTHOM EMKOCTH.

o Ecnu akcnepTHbIn ACL-CNMCOK HACTPOEH M NPUMEHSAETCS K MCXOOSLLEMY HanpasneHuto
UHTepdenca, a Hekotopble ACE B atom ACL-cnvcke cogepxaT WHdopMauuio o
cooTBeTcTBMM L3 (Hanpumep, IP-agpec n nopt L4), non-IP-nakeTkbl, OTNpaBnsemMsie Ha
YCTPOMUCTBO C 3TOr0 WHTepdperica, He MOryT YynpaBndaTcd paspellarwmmmn un
s3anpewatowmmm ACE B atom ACL.

e Ecnn ACE ACL (IP ACL wnn aKkcnepTHbIM pacwmpeHHbin ACL) HacTpoeHbl Ha
COOTBETCTBME MNOMSAM, OTNIMYHBIX OT L2 (Takum kak SIP n DIP), ACL He OelcTByeT Ha
TermpoBaHHble nakeTbl MPLS.

Utobbl nonb3oBatenyu MOrnM nydwle udydaTtb Tekyuwlee coctosiHue ACL Ha ycTponcTBe, Bbl
MOXeTe onpeaennTb, cneayeT v ykasbiBaTb NapamMeTp BeaeHus xypHana ACL kak Tpebyembin
npu gobaeneHmn ACE. Ecnuv ykasaH aTOT napameTp, XXypHanbl BbIBOAATCS Npu oBHapyXeHun
naketoB, cootBeTcTBYOWMNX ACE. XypHanbl ACL oTtobpaxatotcss Ha ocHoBe ACE. To ectb
YCTPOWCTBO nepuoanyeckm otobpaxaet 3anmcn ACE ¢ coBnaslUMMW NakeTamMym N KONMYECTBO
COBMaBLMX NakeToB. [pumMep XypHana BbIrnaguT cregyowmm obpasom:

*Sep 9 16:23:06: %ACL-6-MATCH: ACL 100 ACE 10 permit icmp any any, match 78
packets.

UTOObl KOHTPOMMPOBATL KONIMYECTBO XXYPHANoB W 4YacToTy BbIBOAA, Bbl MOXeETe HaCTPOUTb
nHTepBan obHoBNeHUs XypHana cootseTcTBeHHO Ans ACL IPv4 n ACL IPv6.

NMPUMEYAHUA:

e ACE, cogepxawuni napameTp BegeHuss >xypHana ACL, noTtpebnser ©Gonblie
annapaTHbIX pecypcoB. Ecnn Bce HacTpoeHHble ACE cogepxaT 3TOT napameTp,
emkocTb ACE ycTponctBa ByaeT yMeHblLLeHa BOBOE.

e [lo ymonuaHuio WHTepBan OOBHOBMEHUS XypHana paBeH 0, TO eCTb XypHan He
BbIBOAMTCS. [Nocne ykasaHus napameTpa BeaeHus xypHana ACL B ACE Heobxoanmo
HaCTPOUTb MHTepBar O6HOBNEHNS XypHana Ans BbIBOAA COOTBETCTBYOLLMX XXYPHAIIOB.

o [Inga 3anucu ACE, cogepxalwien napameTp BegeHus xxypHana ACL, ecrnuv 3a ykasaHHbIN
MHTepBan He HangeHo HM OQHOro NakeTa, XXypHas ConocTaBfieHNsI NakeToB, CBSA3aHHbIN
c aton 3anucbto ACE, BbiBOAUTBCA He OyaeT. Ecnn coBnagawowme naketbl OyayT
HandeHbl B yKazaHHOM UHTepBare, XXypHarbl CONoCcTaBeHnsi NnakeToB, OTHOCALLMECS K
atomy ACE, ©yayT BbiBEOEHbI MO UCTEYEHUN nHTepBana. Konvyecteo coBnagaroLmx
naketoB — 3T0 obulee KONMMYeCTBO MaKeToB, cooTBeTcTByOWwMnx ACE B TeueHue
3aJaHHOro MHTEepBana, TO eCTb nepuvoga OT npedblayliero BbiBoAa XXypHana no
TEKyLEero BbiBoAaA XypHana.

e Tonbko KOMMYyTaTOpPbl NoAAePXNBaOT OYHKUNIO BeaeHus xypHana ACL.

1.3.1.3. CyeTuyuKM conocTtaBneHus nakeros ACL

[ns peanusaumm ynpaeneHnsa ceTbtlo NOfb30oBaTeNsM MOXET noTpeboBaTbes y3HaTb, ECTb NN Y
ACE «kakvne-nmbo coenagawowme naketbl U CKONMbKO nakeToB coBnano. ACL npegocTaBnsoT
CYETUYMKM COOTBETCTBMA NakeToB Ha ocHoBe ACE. Bbl MoxeTe BKMOUUTL UM OTKITHOYATH
CYETUMKM conocTaeneHus naketoB ans sBcex ACE B ACL, koTopbii MoxeT 6biTh IP ACL, MAC
ACL, akcneptHeim ACL mnnu IPv6 ACL. Kpome Toro, Bol MOXeTe 3anycTUTb koMaHgy clear
counters access-list [ acl-id | acl-name ] ans cbpoca cuyetumkoB ACL ans HoBOro aTtana
CTaTUCTUKN.
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NMPUMEYAHUA:

e [Ins BkntoyeHusi cdeTumkoB ACL TpebyeTcst Gonblie annapaTHbIX 3anvceit. B kpaiiHem
criyqyae 3ToO cokpaTuT BABoe konmyectBo ACE, KOTOpble MOXHO HAcTPOUTb Ha

YCTPOWCTBE.

° Tonbko KOMMYTaTopbl NOAAEePXXNBAKOT CHETHMKU COMOCTaBNEHUA NakeToB ACL.

1.4. O630p
Ocob6eHHOCTb OnucaHue
IP ACL KoHTponupyinTe Bxogswme nnm mcxogsawue naketobl IPv4 yctponctea

Ha ocHoBe MHbopmauun L3 nnu L4 B 3aronoske naketa IPv4

PaclumpenHsin  ACL
MAC-agpecoB

KoHTponupyinTe BXxogsawme unm ncxogsuime naketol L2 ycTponcTea Ha
ocHoBe nHdopmaumn L2 B 3aronoeke naketa Ethernet

OKCNEePTHbIN
pacwumpeHHbin ACL

O6bveanHute IP ACL u pacwupeHHbin ACL MAC B 9KcnepTHbIN
pacwupeHHbin  ACL, KOTOpbIA KOHTponupyeT (paspelsaetr wunm
3anpewiaeT) BXogflME WM UCXOASWMEe nakeTbl YCTPOMCTBA,
NCcnornb3ys 04HO U TO Xe NpaBuIio Ha oCHoBe MHdopmaumm L2, L3 n L4
B 3arorfioBke naketa

IPv6 ACL KoHTponupynTe Bxogswme nnm mcxogawme naketol IPv6 ycTponctea
Ha ocHoBe MHdopmaumm L3 nnu L4 B 3aronoske naketa IPv6

ACL80 HacTtponTe coBnagatowime nond n mMacky Ansa cueHapues, B KOTOPbIX
PUKCUpOBaHHbIE  coBMNagaroLme nons He  COOTBETCTBYIOT
TpeboBaHusM

[MepeHanpaBneHue lMepeHanpaBuTb BxoAsdliME MNakeTbl YCTPOMCTBA, COOTBETCTBYHOLLME

ACL ACE, Ha ykasaHHbIA NcXogawmm nuTepdenc

[(noGanbHbIN
Security ACL

Cpenante Tak, ytobbl ACL gencreoBan BO BXOAdLLIEM HanpaBneHUn
BCex uHTepencor BMecTo npumeHeHna ACL K KaxxgomMmy MHTepgency

KaHan Paspewntb naketam o06x0OuMTb MPOBEPKY MPUITOXEHUA KOHTpONS

©e3onacHocTH poctyna, TakMmx kak DOT1X wu BeG-ayTeHTUdukauma, ans
yOoBneTBopeHns TpeboBaHNin HEKOTOPbIX OCOBbLIX CLeHapueB

ACL PaspewnTtb nonb3oBatensam B ogHon VLAN obLiaTtbcs gpyr ¢ Apyrom

MapLupyTmusaTopa

Svi

BeneHve xypHana | BeiBoguTb >XypHanbl cornocTtaBneHna naketoB ACL C 3agaHHbIM

ACL WHTEpPBaNoOM B COOTBETCTBUM C TpeboBaHnamn. XKypHanbl nomoratoT

nonb3oBaTtensaM y3HaTb pe3ynbTart CoMoCTaBEeHNUs
yKkasaHHbIM ACE

naketToB C
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1.4.1. 1P ACL

IP ACL peanusyeT ycOBepLUEHCTBOBAHHbIA KOHTPOMNb BXOASLLMX U ucxogawmux IPv4-nakeTos
YyCTpONCTBa. Bbl MOXeTe paspeLlunTb Unu 3anpeTuTb BBOA onpeneneHHbIX naketos IPv4 B ceTb
B COOTBETCTBUM C hakTuyeckumm TpeboBaHMaMmM Ang ynpasneHnsa 4octynom IP-nonb3oBatenen
K ceTeBbIM pecypcam.

1.4.1.1. NMpuHUKUN paboTbl

Onpepenute pag npaeun IP-goctyna B IP ACL, a 3atem npumenuTte IP ACL BO BxoasaLem nnm
ucxodsillemM  HanpaBneHuuM uHTepdenca wunu  rnobanbHo. YCTPOWCTBO  MPOBEPSET,
COOTBETCTBYIOT NN BXOoAsLWMe UM ucxogswme naketbl IPv4 npasunam, U COOTBETCTBEHHO
nepecninaeT unu 6noknpyeT 3T NakeTbl.

YTto6bl HacTpouTb IP ACL, He06Xx0aMMO ykasaTb YHUKanbHOEe MMA unu ngeHtundmnkatop gns ACL
NpoToKoNa, YTodbl MPOTOKON MOI OAHO3HAYHO naeHTUUUUpoBaTh Kaxabin ACL. B crneaytoulen
Tabnuue nepevncrieHbl NPOTOKOMbI, KOTOPble MOrYT MCMNONb30BaTb WAeHTUdMKATOPbI ANS
naeHTudukaumm ACL, n gnanasoH naeHTMgnkaTopos.

MpoTokon Ovana3oH npgeHtudmkaTopoB
CranpapTtHbin IP 1-99, 1300-1999
PaclumnpeHHbin IP 100-199, 2000-2699

Basosble cnuckn ACL BkntovaroT ctaHgapTHble IP ACL v pacwmpenHbie I[P ACL. CtaHgapTHble
npasuna, onpeaeneHHole B ACL, cogepxat cnegytoLwime coBnagatoLime nons:

e ucxogHbln IP-agpec;

e IP-agpec nony4vatens;

e Howmep IP-npoTokona;

e unaeHTudmkaTop ncxogHoro nopta L4 nnum tmn ICMP;
e unaeHTMdumKaTop nopTa HasHavyeHus L4 wnm kog ICMP.

CrangaptHbin IP ACL (guanasoH mageHtudukaTopos: 1-99, 1300-1999) mucnonb3yetca ans
nepechbInkM U 6rIOKMPOBKN NaKkeTOB Ha OCHOBE MCXOAHOTO IP-agpeca, Toraa kak pacLUMpeHHbIN
IP ACL (ananasoH ngeHtndpukatopon: 100-199, 2000-2699) ncnonb3yeTcs 458 NepPeChINKM Nnn
GNOKMPOBKN NAKETOB HA OCHOBE KOMOMHaUMW NpeablayLLMX COBNaaaroLLmMX Nonen.

Ona otgenbHoro ACL MOXHO MCMONb3oBaTb HECKONbKO He3aBucMMbIX npasun ACL gng
ornpegeneHnsa HeckomnbKkMx Npasun. Bce npaBuna ccoinatoTca Ha OAUH U TOT Ke naeHTudukaTop
U NS, MOSTOMY 3T onepaTopbl CBA3aHbl 0gHUM 1 Tem e ACL. OgHako 6onblLuee KONM4YecTBO
npasuSi 03Ha4yaeT, YTO CTAaHOBUTCA BCe TpyaHee untaTb 1 noHnmats ACL.

NMPUMEMYAHME: onst npoaykToB MapLipyTusauumn none conocrtaeneHus koga ICMP B npaBune
ACL He pewnctByeT anga naketoB ICPM, tun ICPM kotopbix paBeH 3. Ecnm kog ICPM ans
conocraensembix naketoB ICMP HacTpoeH B npaBuie ACL, pesynbtat conoctaeneHus ACL ans
Bxogswmx naketoB ICMP yctponctea, y kotoporo tmn ICPM 3, moxeT oTnmyaTtbCa OT
OXnOgaemoro pesynbraTa.

1.4.1.2. CKpbITOe npaBusno «3anpeTuTb Becb Tpadmk»

B koHue kaxpgoro IP ACL HaxoguTCa CKpbITOe npaBuro «3anpeTtuTb Becb Tpadouky.
CnepoBaTernbHO, ecnv NakeT He COOTBETCTBYET KakoMy-nmbo npasury, nakeT 6yaeT OTKIOHEH.
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Hanpuwmep:
access-list 1 permit host 192.168.4.12

OT1oT ACL paspeliaeT TONbKO MakeTbl, OTNPaBNEHHbIE C XOCTa-UCTOYHMKa 192.168.4.12, n
3anpelaeT nakeTbl, OTNPaBEHHbIE CO BCEX OPYIMX XOCTOB. OTO CBA3AHO C TEM, YTO B KOHLUE
aToro ACL HaxoauTca criegytollee npasusio: CNMCoK AocTyna 1 3anpellaeT Bce.

Ecnn ACL coaepXuT TONbKO CneaytoLwwyo NHCTPYKUMIO:
access-list 1 deny host 192.168.4.12
MakeTbl, oTNpaBneHHbIe ¢ Ntoboro xocta, OyaAyT OTKNOHEHbI NPU NPOXOXAEHUN Yepes 3TOT NopT.

NPUMEYAHUE: npu onpepeneHmn ACL Heobxoammo yuuTbiBaTb MakeTbl OOHOBMEHWI
Mappytusaumn. MNMockonbky B koHUe ACL cyliecTByeT CKpbITOe NpaBuio «3anpeTtutb BeCb
Tpadumk», BCce nakeTbl OGHOBMNEHWS MapLLpyTU3aummn MoryT 6biTb 3a0OKMPOBaHbI.

1.4.1.3. BxogHas nocnepoBaTenbHOCTb NpaBun

Kaxxgoe HoBoe npasuno gobaensetca B koHey ACL v nepef npaBuiioM MO YMOJSTYaHMIO.
BxoaHas nocneposaTensHocTb Npasun ACL o4yeHb BaxkHa. OH onpefenseT NPpUopuTeT KaXKaoro
onepartopa B ACL. [pu NpUHATUM peLLeHNns O nepecoInke nnn 61oKMpoBKe NakeToB, yCTPOUCTBO
CpaBHMBaeT MNakeTbl C MpaBuilaMn Ha OCHOBE MOCMNefoBaTeNlbHOCTU, B KOTOPOW CO3AaloTCA
npasuna. MNocne obHapyxeHus coBnagaroLlero npasuna YCTPOWCTBO He MposepsieT Apyrue
npasuna.

Ecnu npaBuno cosgaHo u 3anpelwaet Becb Tpaduk, BCe nocriegyolwime npasuna He OyayT
NpoBepATLCA.

Hanpumep:
access-list 101 deny ip any any
access-list 101 permit tcp 192.168.12.0 0.0.0.255 eq telnet any

MepBoe npaBuno 3anpewaeT Bce |P-naketbl. [losTomy nakeTbl Telnet oT xocta B ceTu
192.168.12.0/24 GynyT OTKMOHEHLI. [locne Toro, Kak YCTPOMCTBO OBHApPYXXWT, YTO MaKeTbl
COOTBETCTBYIOT NepBOMY MpaBury, OHO Bornblue He NpoBepseT nocreaylwmne yTBepKaeHus
npasuna.

1.4.1.4. CBA3aHHasA KOH(uUrypaums

Hactpownka IP ACL
Mo ymonyaHuio Ha ycTporcTBe He HacTpoeH IP ACL.

3anyctute komaHgy ip access-list { standard | extended } {acl-name | acl-id} B pexume
rno6anbHon KoHdbUrypaumm, 4Tobbl co3gaTb CTaHOAPTHLIN UK pacwmnpeHHbin IP ACL n BonTn
B CTaHOAPTHbIA UK paclnpeHHbIn pexxum 1P ACL.

Ho6aBneHne ACE B IP ACL

Mo ymonyaHuio BHOBbL co3aaHHbIn IP ACL cogepxuT ckpblTeii ACE, 3anpelyatollmin Bce nakeTbl
IPv4. O10T ACE CKpbIT OT nosfb3oBaTenen, Ho BCTynaeT B cuny, korda ACL npumeHsieTca K
nHTepdency. To ectb Bce nakethl IPv4 6yayT otOpolueHsbl. [MoaTomMy, ecnim Bbl XOTUTE, YTOOLI
YCTPOWCTBO MOJyyasno unv oTnpasnano onpeaeneHHble nakeTol IPv4, no6aebTe Heckonbko ACE
B ACL.

Insa crangapTHoro IP ACL po6aebte ACE crieaytowinm obpasom:

e HesaBucmmo OT Toro, aBnsieTcsa nun ctangapTHeln IP ACL MMeHOBaHHbLIM U YUCTIOBbLIM
ACL, Bbl MOXeTe 3anyCTuTb CrefyloLyio KoMmaHdy B ctaHgapTHoMm pexunme [P ACL,
yTOobbI f0OaBUTL ACE:
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[ sn]{ permit | deny } {host source| any | source source-wildcard } [ time-range time-range-
name ] [log ]

e [N HymepoBaHHoro ctaHgapTHoro IP ACL Bbl Takke MOXeTe 3anyCTUTb CreaytoLLyio
KOMaHZy B pexxvume rnobanbHon koHdurypauum, 4tobbl nobasuts ACE:

access-list acl-id { permit | deny } {host source| any | source source-wildcard } [ time-range
tm-rng-name ][ log ]

e [Ina pacwwupenHoro IP ACL Bbl moxeTe gobasutb 3anncu ACE cnegyowmm obpasom:

e HesaBncumo oT TOro, sBnseTca nu pacwupeHHsin I[P ACL MMeHOBaHHbIM UNu
HYMEpOBaHHbIM, Bbl MOXeTe 3anyCTUTb CNeaylLllyld KOMaHOy B pexume
pacwmpeHHoro IP ACL, ytobbl nob6asutb ACE:

[ sn]{ permit | deny } protocol{host source| any | source source-wildcard } {host destination|
any | destination destination-wildcard }[ [[ precedence precedence ] [ tos tos]] | [dscp dscp] [ecn
ecn] ] [fragment] [time-range time-range-name] [ log ]

o [1ns HymepoBaHHOro pacwmpeHHoro IP ACL Bbl Takke MOXeTe 3anyCTUTb CreayoLLyro
KomaHay B pexume rnobanbHon KoHurypaumm, 4tobel fobasuts ACE:

access-list acl-id { permit | deny } protocohost source| any | source source-wildcard } {host
destination| any | destination destination-wildcard }[ [[ precedence precedence ] [ tos tos]] |
[dscp dscp] [ecn ecn] ] [fragment] [timerange time-range-name] [ log ]

MpumeHeHue IP ACL

Mo ymonuyaHuio IP ACL He npumeHsieTcs HM K KakoMy WHTepdency, 1o ectb IP ACL He
dunbTpyeT BXogswme n ucxoaswme IP-nakeTbl yCTpONCTBA.

3anyctute komaHgy ip access-group { acl-id | acl-name } { in| out } B pexume HacTponku
MHTepenca ona npMMeHeHUsa cTaHgapTHOro mnn pacwupeHHoro IP ACL K ykasaHHOMY
nHTEpency.

1.4.2. PacwunpeHHbin ACL MAC-agpecoB

PacwunpeHHbin ACL MAC peanusyeT YCOBEpPLUEHCTBOBAHHbLIA KOHTPOMb Hag BXOOALUMMU U
NCXOAAWMUMM MakeTaMuM Ha OCHOBe 3arofioBkoB L2 nakeToB. Bbl MoxeTe paspelsatb uvnu
3anpeLlaTb BXo4 onpeferieHHbIX NakeToB L2 B ceTb, TEM CaMbIM 3aliuLLas ceTeBble pecypcbl
OT aTaK Unun KOHTPONUpys AOCTYN Nonb3oBaTernen K CeTeBbIM pecypcam.

1.4.2.1. NMpuHUKMN paboTbl

Onpegenute ceputo npasun goctyna MAC B pacwmpeHHom ACL MAC, a 3aatem npumenunte ACL
K BXOASALWEMY WM UCXOOALWEMY HanpaBneHuto uHTepdenca. YCTPOUCTBO MpOBEpPSET,
COOTBETCTBYIOT M BXOAALIME WM MCXOoAdWwMe nakeTbl npaBunaMm, W COOTBETCTBEHHO
nepecbinaeT unn 6NokMpyeT 3TV NakeTbI.

Utobbl HacTpouTb pacwmpenHbin ACL MAC, HeobxoouMMo ykasaTb YHMKANbHOE WMMS WIn
noeHtTndukaTop ansa atoro ACL, 4ytobbl ogHo3Ha4yHO naeHTudmumpoaTts ACL. B cneaytouwlen
Tabnvue nepeyncrneHbl OuanasoHbl  UMAEHTUUKATOPOB, KOTOpble  UOEHTUPUUUPYIOT
pacwmpeHHbie ACL MAC.

MpoTokon Ovana3soH npgeHtudnkatopos

PacwunpeHHbin ACL MAC 700-799

TununyHble NpaBuna, onpegeneHHble B pacwmpeHHom ACL MAC, BktovatoT:

e ucxogHbn MAC-agpec;
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o MAC-agpec HazHa4yeHus;

e TuUn npotokona Ethernet.

PacwvpeHHein ACL MAC (gmanasoH ugaeHTtudumkatopoB: 700-799) wucnonb3yetca Aans
dunbTpaummn naketoB Ha ocHoBe MAC-azpeca UcTodHuka unu nonyyartens n tuna Ethernet B
nakerax.

[Ona otaenbHoro pacwmpeHHoro ACL MAC MOXHO WCMNONb3oBaTb HECKOSIbKO HEe3aBUCUMbIX
npasun ACL ona onpeneneHns Heckonbkux npasun. Bce npaBuna ccbinaTcs Ha OauH N TOT
Xe naeHtudukaTop UM M4, No3ToOMy 3TK npaBuna cBs3aHbl 0 gHUM 1 Tem ke ACL. OgHako
GornbLuee KONMYeCTBO NpaBusl 03HavYaeT, YTO CTaHOBUTCA BCe TPyAHee YynmTaTb 1 noHnmaTtb ACL.

NMPUMEYAHMUE: ecrnn ACE B pacwupeHHom ACL MAC He onpegeneHbl cneumanbHO And
naketoB IPv6, To ecTb Tvn Ethernet He ykasaH unu 3HadeHue nons Tuna Ethernet He pasBHO
0x86dd, pacwmpeHHbin ACL MAC He dunbTpyeT nakeTbl IPv6. Ecnn Bbl XoTnTte dounbTpoBaTh
naketbl IPV6, nucnonbayinte pacumpeHHbin ACL IPV6.

1.4.2.2. CKpbITO€E npaBuso «3anpeTutb BeCb Tpaduk»

B koHue kaxgoro pacwmpeHHoro ACL MAC HaxoguTCsi CKpbITOe MpaBuno «3anpeTutb BECb
Tpadumk». CnegoBaTenbHO, ECNM NMAKeT HE COOTBETCTBYET KakoMy-nnmbo npaswuny, naket oyaet
OTKIMOHEH.
Hanpuwmep:

access-list 700 permit host 08¢6.b300.0001 any
O10T ACL paspeluaeT TonbKo nakeThbl oT xocta ¢ MAC-agpecom 08¢6.b300.0001 n 3anpewyaet

nakeTbl OT BCEX OCTalbHbIX XOCTOB. OTO CBS3aHO C TeM, YTO B KOHUe aToro ACL HaxoguTcs
cnegymwllee npaeuno: access-list 700 deny any any.

1.4.2.3. CBAA3aHHasA KOH(urypaums

HacTponka pacwmpeHHoro ACL MAC
Mo ymon4yaHuio Ha YCTPOMUCTBE He HacTpoeH pacumnpeHHsin ACL MAC.

3anyctute komaHgy mac access-list extended {acl-name | acl-id } B pexume rnobanbHon
KOHdourypaumm onsi cosgaHma pacwmpeHHoro ACL MAC 1 nepexofa B peXuMM pacluMpPeHHOro
ACL MAC.

HNo6aBneHne ACE B pacwumpeHHbin ACL MAC

Mo ymonyaHuMio BHOBb CO3A4aHHbIN pacwmpeHHbln ACL MAC cogepxuT ckpbiTbin ACE,
3anpewatowmii Bce naketbl L2. 3101 ACE CKpbIT OT NONb30BaTeNEN, HO BCTyNaeT B CUIY, korga
ACL npumeHsieTca Kk nHtepdency. To ecTb Bce nakeTbl L2 6yayT oTbpouwleHbl. [loaTtomy, ecnn
Bbl XOTUTE, YTOObLI YCTPONCTBO NOMy4ano nnv oTnpaBnano onpegeneHHble naketol L2, no6aBbTe
Heckonbko ACE B ACL.

Bl moxeTe gobaente ACE B paclumpeHHbin ACL MAC cnegytowmm ob6pasom:

e HesaBucumo oOT TOro, siBndeTcs Nnu pacwmpeHHoln ACL MAC MMeHOBaHHbLIM Unn
HymepoBaHHbIM ACL, Bbl MOXeTe BbINOMHUTL CreAyloLWyl0 KOMaHdy B pexume
pacwmpeHHoro ACL MAC, 4tobbl gobaente ACE:

[sn{ permit |deny Hany|host src-mac-addri{any|host dst-mac-addr}[ethernet-type][cos cos ]
[inner cos] [ time-range tm-rng-name]

e [1ng pacwwmpeHHoro ACL ¢ HymepoBaHHbIM MAC-agpecoM Bbl Takke MOXeTe 3anyCcTUTb
crneayoLLylo KOMaHay B pexume rrnobanbHon kKoHpurypauum, 4tobbl fo6asutb ACE:

access-list acl-id{ permit |deny Hanyl|host src-mac-addri{any|host dst-mac-addr}{ethernet-
type][cos cos ] [inner cos] [ time-range time-range-name]
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NMpumeHeHune pacwmpeHHoro ACL MAC

Mo ymonyaHuio paclumpeHHsin ACL MAC He NpUMEHSIeTCs HU K KakoMy MHTepdency, To eCTb
co3faHHbINn pacwmpeHHbln ACL MAC He unbTpyeT BXogswme unu ucxogswme naketbl L2
YCTPOWCTBA.

3anyctuTte kKomaHay mac access-group { acl-id | acl-name }{in| out } B pexxume koHpurypauum
UHTepdenca anga npumeHeHnsa pacwmpeHHoro ACL MAC K ykazaHHOMY UHTepdheincy.

1.4.3. AKkcnepTHbIN pacwumpeHHbIn ACL

Bbl MOXeTe cos3faTb 3KCNepTHbIA paclumpeHHbin ACL ong conocTtasneHnsa nHdopmauum L2 un
L3 B naketax, Ucnomnb3yss OAHO M TO >Xe NpaBuno. SKCNepTHbIM paclumpeHHbin ACL MOXHO
paccmaTtpuBaTb kak koMbuHauuio u pacwmperne IP ACL n pacwupernHoro ACL MAC, notomy
YTO SKCNEepTHbIM pacwmpeHHbin ACL moxeT cogepxatb ACE kak B IP ACL, Tak n B
pacwupeHHom ACL MAC. Kpome Toro, VLAN ID MOXHO ykasaTb B pacLUMPEHHOM 3KCNEepTHOM
ACL gns dounbTpauumn nakeTos.

1.4.3.1. NMpuHUKN paboTbl

Onpegenute pag npasun OCTyna B 3KCNepTHOM paclumpeHHoM ACL, a 3atem npumeHnte ACL
BO BXOASLUEM WM UCXOASILEM HanpaBneHun uHtepdenca. YCTPOWCTBO NPOBEPSET,
COOTBETCTBYIOT M BXOAdWME WM UCXoAsLMe nakeTbl npasBuinamM, U COOTBETCTBEHHO
nepecbinaeT unm 6NoKMpyeT 3Tn NakeThbl.

[lns HacTponkm akcnepTHOro paclumnpeHHoro ACL HeobxooMmo ykasaTb YyHUKANbHOE UMS Uin
ngeHtTndukaTop angd atoro ACL, 4toObl MPOTOKOS MOI O4HO3HAYHO NAEHTUNLNMPOBATL KaXabli
ACL. B crneaytowen Tabnuue nepedncrneHbl AManasoHbl MOeHTUMUKATOPOB pacLUMPEHHOrO
akcnepTHoro ACL.

MpoTokon Ovana3soH ngeHtTudmkaTopos

OKcnepTHbIN pacwmpeHHbin ACL 2700-2899

Korga cosgaeTcsa  aKcnepTHbln  pacwupeHHbln  ACL, onpegeneHHble npasuna  MoryT
NPUMEHATLCA KO BCEM NakeTam. YCTPOWCTBO onpedensieT, cnegyet nNu nepecbinatb vnm
BGrokupoBaTb NakeTbl, NPOBEPSS, COOTBETCTBYIOT NN NakeTbl 3TUM Npasunam.

TunnyHble NnpaBuna, onpeaeneHHble B 3KCNepTHOM paclumpeHHoM ACL, BKIOYaloT:

e  BCHA MHopmaums B 6asosom ACL 1 pacwumpeHHom ACL MAC;
e unaeHtncumkatop VLAN.

OKCcnepTHbIN pacwmpeHHbin ACL (anana3oH uaeHTudukaTopos: 2700-2899) npencraenseT
cobon kombnHaumo 6asosoro ACL 1 pacwmpenHoro ACL MAC 1 moxeT omnbTpoBaTb NakeTbl
Ha ocHoBe naeHTudgukatopa VLAN.

[na oTtgenbHOro pacwupeHHoro akcnepTHoro ACL  MOXHO MCMOMb30BaTb  HECKONbKO
He3aBUCUMMbIX NpaBun Ang onpefeneHna HecKonbkux npaswn. Bce npaBuna ccbinatTcs Ha
OQVH U TOT e MAEHTUUKATOP NN UMS, NO3ITOMY 3TW Npasuna cBA3aHbl OAHUM 1 TeM ke ACL.

NMPUMEYAHUE: ecnu npasuna B akcnepTHOM paclumpeHHoM ACL He onpeaeneHsl cneumasnbHO
ansa naketoB IPv6, To ecTb He ykasaH Tvn Ethernet unu 3HayeHne nons Tuna Ethernet He paBHO
0x86dd, akcnepTHbIn pacwupeHHbin ACL He dunbTpyeT naketbl IPv6. Ecnn Bbl xoTute
dunbTpoBaTh NakeTbl IPV6, ncnonesynte pacwmperHbin ACL IPV6.

NMPUMEYAHME: none UDF B akcnepTHoM pacwmpeHHoM ACL npogykta ueHTpa obpaboTku
AaHHbIX SBMSETCS HacTpavBaembiM nornem. [lonb3oBaTenu [OMKHbI HACTPOUTb YPOBEHb
npotokona, cmewlenue (offset), AaHHbIE N Macky.
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1.4.3.2. CKpbITO€E NpaBusio «3anpeTutb BeCb Tpaduk»

B KoHUe kaxgoro akcnepTHoro pacwmpeHHoro ACL HaxoouTcst CKpbIToe NMpaBuno «3anpeTutb
Becb Tpadumky». CriegoBaTernibHO, €Cnn nakeT He COOTBETCTBYET KakoMy-nnbo npasuny, naket
OyaeT OTKNOHEH.

Hanpuwmep:
access-list 2700 permit 0x0806 any any any any any

O10T ACL paspeluaeT Tonbko naketbl ARP ¢ Tunom Ethernet 0x0806 n 3anpeLyaeT Bce apyrue
TUNbI NAKeToB. JTO CBSA3AHO C TEM, YTO B KOHUe aToro cnucka ACL cyllecTByeT crneayoLmm
oneparop: access-list 2700 deny any any any any.

1.4.3.3. CBsAA3aHHasa KOHcurypaums

HacTponka akcnepTHoro pacwupeHHoro ACL
Mo ymOn4aHuMio Ha YCTPONCTBE HE HACTPOEH pacLUMPEHHbIN akcnepTHbIn ACL.

3anyctute komaHgy expert access-list extended {acl-name | acl-id } B pexume rnobansHon
KOH(purypauum anst co3gaHust 3KCnepTHoro pacwupeHHoro ACL n Bxoga B 3KCMEpPTHbIN
pacwmpeHHbii ACL-pexum.

HNo6aBneHne ACE B paclumpeHHbIW akcnepTHbIn ACL

Mo ymonyaHuio BHOBb CO34aHHbLIN 3KCNepTHbIN pacumpeHHbii ACL cogepxunt ckpbiTbii ACE,
3anpewatowmin Bce naketbl. ATOT ACE CKpbIT OT nosfb3oBaTenen, HoO BCTynaeT B CUny, Korga
ACL npumeHsieTcsa K uHTepdency. To ecTb Bce naketbl L2 6yayTt otbpolleHsl. [oatomy, ecnuv
Bbl XOTUTE, YTOObLI YyCTPONCTBO NOMy4aro Ui oTnpaenano onpeaeneHHsle nakeTol L2, fobasbte
Heckonbko ACE B ACL.

Bbl moxeTe gobaente ACE B pacluMpeHHbIn akenepTHeI ACL cnegyowmm obpasom:

e HesaBncKMMO OT TOro, ABMSETCA NN paclIMpeHHbIN 3KCnepTHbIN ACL MMeHOBaHHbLIM Unn
NPOHYMEPOBaHHbIM, Bbl MOXeTe 3anyCTUTb Cnefylwyl KoOMaHOy B pexume
paclumpeHHoro akcneptHoro ACL, 4Tobbl o6asute ACE:

[sn{ permit |deny }protocol| [ethernet-type][ cos[out] [inner in]]] [[VID [out][inner in]]] {source
source-wildcard | host source | anyKhost source-mac-address|any } {destination destination-
wildcard | host destination | any} {host destination-mac-address | any} [[precedence
precedence][tos tos] | [dscp dscp] [ecn ecn] ] [fragment] [range lowerupper] [[udf udf-id header
pos value mask ] | [ int-flag ]] [time-range time-range-name]]

e [Ina HyMepoBaHHOIO paclMpeHHoro akcnepTHoro ACL Bbl Takke MoXeTe 3anyCcTuTb
crneayoLLylo KomaHay B pexxume 3KCcnepTHoro paclumpeHHoro ACL, 4ToGbl 4o6GaBuTb
ACE:

access-list acl-id{ permit |deny }[protocol| [ethernet-type][ cos[out] [inner in]]] [[VID [out][inner
in]]] {source source-wildcard | host source | any}{host source-mac-address|any } {destination
destination-wildcard | host destination | any} {host destination-mac-address | any}
[[precedence precedence][tos tos] | [dscp dscp] [ecn ecn] ] [fragment] [range lowerupper] [[udf
udf-id header pos value mask ] | [ int-flag ]] [time-range time-range-name]]

NMpumeHeHMe 3KkcnepTHOro pacwmpeHHoro ACL

Mo ymonyaHuio aKkcnepTHbIN paclunpeHHbin ACL He NpUMEHAETCH HU K OAHOMY UHTepdency, To
€CTb CO3[aHHbIN 3KCNEepTHbIN paclumpeHHbin ACL He unbTpyeT BXodswune unm ucxogsiine
nakeTtbl L2 unn L3 ycTporcTaa.

3anycTtute komaHay expert access-group { acl-id | acl-name } { in| out } B pexxume HacTponku
nHTepdenca, YTobbl NPMMEHUTL SKCMEPTHbIN paclumpeHHbii ACL K ykazaHHOMY nHTepdency.
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1.4.4.1Pv6 ACL

ACL IPv6 peanuayeT YCOBEPLUEHCTBOBAHHLIN KOHTPONb Hag BXOASWMMM U UCXOASILLMMM
naketamu IPv6 yctpoiictBa. Bbl MoxeTe paspewuvTb UNM 3anpetuTb BBOA OMpPeaereHHbIX
naketoB |IPv6 B ceTb B COOTBETCTBUM C hakTUYECKMMU TpeboBaHMAMU AN KOHTPONs AoCTyna
nonb3oBaTtenei IPv6 k ceTeBbIM pecypcam.

1.4.4.1. NMpuHUKUN paboTbl

Onpegenute psg npasun goctyna IPv6 B ACL IPv6, a 3atem npumeHnte ACL BO BXogsALEM UMK
nucxogslem HanpasneHnn nHTepdenca. YCTponcTeo NnpoBepsieT, COOTBETCTBYIOT NN BXoAdLLme
unu ucxoasime naketol IPV6 npaBunam, n COOTBETCTBEHHO NepechinaeT unu 6rnokupyeTt atn
nakeTbl.

Ytobbl HacTpontb ACL IPV6, Bbl AOMKHbI yKa3aTb YHUKansHoe uma ans atoro ACL.

NMPUMEMAHUE: B otnunune ot IP ACL, pacwmpeHHoro ACL MAC n skcnepTHOro pacLuMpeHHoro
ACL, Bbl MOXeTe ykasaTb TOMbKO UMS, HO He naeHTudmnkaTop ana cosgaHHoro ACL IPv6.

NMPUMEMAHUE: Tonbko oauH IP ACL, vnu oguH pacwupeHHbin ACL MAC, unu oauvH
3KCNEepTHbIN paclumpeHHbin ACL MOXeT OblTb NPUMEHEH K BXOASLLEMY WU UCXOASLLEMY
HanpasneHuo nHTepgenca. Kpome Toro, MOXXHoO NpuMeHUTL ewle oauH ACL IPV6.

1.4.4.2. CKpbiTO€ npaBusno «3anpeTutb BeCb Tpaduk»

B koHue kaxgoro cnncka ACL IPv6 HaxoOuTCa CKpbITOe MpaBWio «3anpeTuTb BeCb Tpaguk
IPv6». CnepoBaTenbHO, €CNu nakeT He COOTBETCTBYET Kakomy-nvbo npasuny, naket byget
OTKIOHEH.

Hanpumep:
ipvé access-list ipv6_acl
10 permit ipv6 host 200::1 any

O10T ACL paspeluaeT Tosnbko naketbl IPv6 oT xocta-uctovHmka 200::1 1 3anpellaeT nakeThbl
IPV6 OT BCeX OCTarnbHbIX XOCTOB. OTO CBA3AHO C TEM, YTO B KOHLIE 3TOrO Crucka ynpasreHus
OOCTYMNOM ecTb criegytowee npasuno: deny ipvé any any.

XOoTs CnMCoK ynpasneHuss octyrnomM IPv6 no ymonyaHuio COOepXUT CKpblTOe npaBuso
«3anpeTntb Becb Tpaduk IPv6», oH He unbTpyeT naketbl ND.

1.4.4.3. BxogHas nocrnenoBaTeribHOCTb NpaBun

Kaxxgoe HoBoe npasuno gobasnsetca B koHey ACL n nepen onepaTtopoMm npasuna no
ymonyaHuio. BxogHas nocnegosatenbHOCTb onepaTopoB B ACL ouyeHb BaxHa. OH onpegenset
npuopuTeT Kaxxgoro onepatopa B ACL. Npun onpeneneHun Toro, cnegyeT Ny nepecobinaTtb Unn
GrnokupoBaTb NakeTbl, YCTPOMCTBO CpaBHMBaeT MakeTbl C MpaBufiamMuM Ha OCHOBE
rnocregoBaTenbHOCTN, B KOTOPOM co3farTca onepaTtopbl npasun. [locne obHapyxeHus
coBMagaroLLero orneparopa npasuna ycTpomcTBO He NpoBepsieT ApyrMe onepaTopbl npasuna.

Ecnu onepatop npaBuna cosgaH W paspewaeTr Becb Tpaduk IPv6, Bce nocneaywowimne
onepartopbl He ByayT NpoBEPSATLCS.

Hanpumep:
pvé access-list ipvé_acl
10 permit ipvé6 any any
20 deny ipvé host 200::1 any

lMockonbky nepBoe yTBepXAeHue npasuna paspellaeT Bce nakeTbl IPv6, Bce nakeTbl IPV6,
oTnpasBneHHble ¢ xocta 200::1, He COOTBETCTBYIOT MoOcnegyoweMy npaBuny oOTkasa C

24

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactpolike cepust QSW-6900

HaCTpOVIKa ACL W

nopAagkoBbiIM HOMEPOM 20 n, cnepoBaTenbHO, He 6yD,yT OTKIMOHeHBI. [ocne Toro, kak yCTpOVICTBO
06Hapy)KI/1T, YTO NakeTbl COOTBETCTBYHOT MEpBOMY YyTBEpPXOEeHUO MnpaBuna, OHO oonblle He
npoBepgdeT nocrieayuine yTteepxXaeHud npasuna.

1.4.4.4. CBAA3aHHas KOHcuUrypaums

HacTponka ACL IPv6
Mo ymonyaHuio Ha ycTponctee He HacTpoeH ACL IPv6.

3anycTtute KomaHgy ipv6 access-list acl-name B pexume rnobanbHOM KoHUrypaumm, 4Tobbl
co3gatb ACL IPv6 n Bontu B pexkum ACL IPV6.

Jdo6asneHue ACE B ACL IPv6

Mo ymonuyaHmio BHOBb co3faHHbIi ACL IPV6 cogepxuT HesBHbii ACE, 3anpelialoliuin Bce
naketbl IPv6. 3ToT ACE CcKpbIT OT nornb3oBaTenemn, Ho BCTynaeT B cuny, koraa ACL npumeHsieTcs
K nHTepdency. To ectb Bce nakeTol IPV6 6yayT oTopoLueHsl. NosToMy, ecnu Bbl XOTUTE, YTOObI
YCTPOMCTBO MOfy4arno unv oTnpaBnsano onpenerieHHble naketol IPV6, nobaBbTe HECKOrbKO
3anucen ACE B ACL.

BbinonHuTe cnegytowwyto komaHgy B pexume IPv6 ACL, ytobbl fobasuts ACE:

[sn] {permit | deny }protocol{src-ipv6-prefix/prefix-len|host src-ipv6-addr| any}{dst-ipv6-pfix/pfix-
lenlhost  dst-ipv6-addrlany} [range lower upper] [dscp dscp][flow-label flow-
label][fragment][time-range tm-rng-name] [ log ]

MpumeHeHne ACL IPv6

Mo ymonyaHuto ACL IPV6 He npuMeHsieTcs H1 K OgHOMY MHTepdency, To ecTb cnncok ACL IPv6
He ounbTpyeT BXoasaLwme n ucxogsiime naketsl IPv6 yctponcraa.

3anyctute komaHgy ipv6 traffic-filter acl-name { in| out } B pexume KoHdburypaumm
nHTepdenca anga npumeHenna ACL IPv6 k ykazaHHOMY MHTepdency.

1.4.5. ACL80

ACL80 oTHoCHKTCA K 9KkcnepTHOMY paclumpeHHomy ACL 1 Takke HasbiBaeTCsi MONb30BaTENTbCKUM
ACL. OH dunbTpyeT nakeTbl Ha ocHoBe nepBbix 80 6anToB kaxagoro naketa. Cpeam atux 80
6anT nona SMAC, DMAC, SIP, DIP n ETYPE B nakeTe aBnsTca 06a3aTenbHbIMU, @ OCTalnbHble
16 6anTOB MOXHO yKa3aTb.

1.4.5.1. NMpuHUKMN paboTbl

MakeT cocTonT n3 Heckonbkux 6artoB. ACL80 no3BonseT conocTaBnsiTb yka3aHHble 16 6antos
no 6utam B nepebix 80 Gantax naketa. Jltobon 6ut 16-6aMTOBOrO NONA MOXET ObiTb YCTAHOBNEH
B 3HadeHne (0 unn 1), ykasbiBatoLlee, cpaBHMBaeTcsa nn ouTt. MNpu unbtpauum noboro danta
YUMTBIBAOTCA TPU haKTopa: COAEPXXMMOE COBMagaloLLero rnoss, Macka coBnagatoLLero nons u
HayanbHasi NO3nUMs Ans conocTaeneHns. buTbl cogepXXMmoro cosnagaroLLero nons HaxogaTcs
BO B3aMMHO OAHO3Ha4YHOM OTHOLUEHWM OTOBpaxeHus ¢ BuTamm Mackv coBnagaroLero nons.
MpaBuno dunbTpauum ykassiBaeT 3HavYeHne unbtpyemoro nons. LWabnoH nons domnetpaumm
yKkasbiBaeT, criegyet nu (punbTpoBaTb COOTBETCTBYIOLLEe norie B npasune dunbtpauun. (1
yKasblBaeT, 4To 61T, yKaszaHHbIV B NpaBuie punbTpauum, 4ormkeH coBnaaatb; 0 ykasbliBaeT, YTo
OuT, ykasaHHbIN B NpaBunie unbTpaumm, He cooTBeTcTByeT.) CrnegoBaTtenbHo, korga tpebyetcs
COOTBETCTBME OnpeaeneHHomMy 6uTy, Bbl OOSPKHbI YCTAHOBUTL COOTBETCTBYHOLWMN GUT B 1 B
wabnoHe nona dunbTpaumn. Hanpumep, ecnn 6ut yctaHoBneH B 0 B wabnoHe nons
dunbTpaLmmn, HM OaNH BUT HE COOTBETCTBYET HE3AaBMCKMMO OT TOrO, Kakon BuT ykasaH B npasune
dunbTpaumm.

Hanpumep,

QTECH(config)#expert access-list advanced name
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QTECH(config-exp-dacl)#permit 08c6b3123456 ffffffffffff O
QTECH(config-exp-dacl)#deny 08c6b3654321 ffffffffffff 6

Monb3oBaTenbckmui ACL conoctasnaeT nobon 6ant 13 nepebix 80 6anToB B kagpe AaHHbIX L2
B COOTBETCTBMM C OnpeaerieHnem nonb3oBaTtens U COOTBETCTBYHOLIMM obpaszom cunbTpyeT
nakeTbl. YTo6bl NpaBMbHO NCMONb30BaTh Nonb3oBaTensckuin ACL, Bbl 4OMMKHBI UMETb rnybokoe
NoHMMaHue CTPYKTypbl opeima AaHHbIX L2. Hwke nokasaHbl nepsble 64 6anTa kagpa gaHHbIX
L3 (kaxxgas OykBa npeactaBnsieT cobon LecTHaguaTepUYHOE 4YMCho, a Kaxable ABe OykBbl
npeacTaBnsoT oanH 6anT):

AA AA AA AA AA AA BB BB BB BB BB BB CC CC DD DD
DDDDEEFFGGHHHHHHIITJI KK LL LL MM MM
NNNNOOPPQQQQRRRRRRRRSSSSSSSSTTTT

UU UU VV VV VV VW WW WW WW WW XY ZZ aa aa bb bb

B cnepytowien Tabnuue onncaHo 3HayYeHNe N CMeLLLeHNe Kaxaon OyKBbI:

BbykBa 3HauyeHue CwmeweHne bykBa 3HauveHue CwmeLleHue
A MAC-agpec 0 @] Mone «Time To 34
Ha3Ha4yeHuna Live» (TTL)
B NcxoaHbin 6 P Homep npotokona | 35
MAC-agpec
C Mone tera VLAN 12 Q IP checksum 36
D [nnHa kagpa 16 R MNcxoaHbin 38
JaHHbIX IP-agpec
E MNone  «Destination | 18 S IP-agpec 42
service access pointy» nony4yartens
(DSAP)
F Mone Source service | 19 T TCP-nopT 46
access point (SSAP) NCTOYHUKA
G Mone Cntl 20 U MopT HasHaudeHusa | 48
TCP
H Mone Org Code 21 \% CepuinHbii Homep | 50
I MHkancynupoBaHHbl | 24 Wt MNone 54
M TN OaHHbIX noATBEPXOEHNS
J Homep Bepcun IP 26 XY [OnunHa 3aronoska | 58
IP un
3ape3epBUpPOBaH-
HbI BUT
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BykBa 3HaueHue CmelweHne bykBa 3HauyeHue CwmelleHue
K Mone TOS 27 Z 3apesepBupoBaH- | 59

HbIA BUT 1 BUT
dnaros
L [OnnHa IP-naketa 28 a Mone pa3mepa 60
OKHa
M ID 30 b Pa3Hoob6pa3Hbii 62
N Mone cdnaros 32

B npuBeneHHOM Bbile Tabnuue CMeLleHne Kaxaoro nosis — 9TO CMELLeHWe 3Toro nons B
TermpoBaHHoM nakete 802.3 SNAP. B nonb3oBatensckom ACL Bbl MOXeTe NCNOoMNb30BaTb Macky
npasuna m cMmelleHne BMecTe, 4ToObl n3enedyb nwbon 6ant M3 nepsbix 80 GanToB Kagpa
AaHHbIX, CpaBHUTbL 6anWT C npaBunoM, HacTpoeHHbiM B ACL, a 3atemM OTduNbTpoBaTb
coBrnagarowme kagpbl AaHHbIX 4ns ganbHenwen obpaboTtku. MHgusmnayaneHble npasuna MoryT
ObITb HEKOTOPbIMU (PUKCMPOBaHHbIMK aTpnbyTammn AaHHbIX. Hanpumep, 4Tobbl NONYy4MTL BCE
naketbl TCP, Bbl MOXeTe onpegenuTb NpaBuno kak «06», macky npaeuna kak « FF» n cmewleHune
Kak «35». 3aTeM yCTpOMCTBO MOXET COBMECTHO UCMOMb30BaTb Macky npasuna u cmelleHve ans
N3BrneYeHnss CoaoepXXMMoro nons Homepa npotokona TCP B nonyvyeHHOM Kagpe OaHHbIX W
CpaBHEHWS U3BMNEYEHHOro COAEPXXMMOro C NpaBuIioM A8 nonyyeHus scex naketos TCP.

NMPUMEYAHUE: Tonbko kommyTaTopbl nogaepxusatoT ACLS8O0.

NMPUMEYAHUE: ACL80 nogaepxmBaeT dunbtpaumo naketos Ethernet, 803.3 SNAP un 802.3
LLC. Ecnu 3Ha4veHust nonen ot DSAP fo cntl yctaHoeneHbl Ha AAAAO3, ACL ucnonbayetca ons
dunbTpaumm naketoB SNAP 803.3. Ecnn 3HadeHns nonen ot DSAP go cntl yctaHoBneHb! Ha
EOE003, ACL ucnonbsyetca ans cdounbtpauumn naketoB 803.3 LLC. 3HaueHune nons cntl Henb3as
HacTpouTb Ana punbTpauun naketos Ethernet.

NMPUMEYAHUE: ACL80 MOXHO HacTpouTb Ofsi CpaBHEHMUsI NakeToB ¢ Nnobbiv 13 16 6anTos.
Ecnun 16 6anToB yxe ncnonb3yoTcs, Henb3a HacTpoutb ACE ansi cpaBHEHUS NAkeTOB C NONsiMU
B NtoObIx gpyrmx Gantax.

1.4.5.2. CBAA3aHHasA KOHcurypaums

HacTtpouka akcnepTtHoro pacwupeHHoro ACL
Mo ymon4yaHuio SKCnepTHbIN paclumpeHHbin ACL He HacTpoeH Ha yCTPOUCTBe.

3anyctute komaHaoy expert access-list advanced acl-name B pexume rnobanbHom
KOHcurypaumm, 4ToObl CO34aTh 3KCMEPTHbIM paclmpeHHbin ACL n BOMTM B SKCMEPTHLIN
pacwmpeHHbIn pexxmnm ACL.

[No6aBneHune 3anucen ACE B 3KCNepTHbIN pacluMpeHHbIn cnucok ACL

Mo ymornyaHmio BHOBb CO3[aHHbIN 3KCNEPTHbLIN paclumpeHHbln ACL coaepXuT CKpbIToe NpaBumio
ACE, 3anpewyatowlyto Bce naketbl. 3T0T ACE CKpbIT OT nonb3oBaTenen, HO BCTynaeT B CUiy,
koraa ACL npumeHsieTcs K nHtepgency. To ectb Bce nakeTbl L2 6yayT otopoLueHsl. Moatomy,
ecnn Bbl XOTUTe, YTOOblI YCTPOMCTBO MOSy4ano Unn OTNPaBnano onpeferneHHble nakeTol L2,
pobaBbTe Heckonbko 3anucen ACE B ACL.

e 3anyctute komangy [sn] { permit | deny } hex hex-mask offset B akcnepTHOM
paclumpeHHoM pexume ACL, yTobbl 0obaBuTb ACE B 3KCNEpTHLIN paclumpeHHbin ACL.
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MpumeHeHMe akcnepTHOro pacwmpeHHoro ACL

Mo ymMoOnYaHuo 3KCNepTHbIN pacluMpeHHbIn ACL He NpUMEHSIeETCS HU K KakoMy UHTepdency, To
€CTb CO3[aHHbIi 3KCNEPTHBIN pacluMpeHHbii ACL He unbTpyeT BXoasLiMe MM UcXoaswme
nakeTbl YyCTPOMCTBA.

3anyctute komaHay expert access-group acl-name { in| out } B pexume KoHurypauuu
nHTepdenca, YTobbl NPUMEHUTL SKCMEPTHbIN paclumpeHHbii ACL K ykazaHHOMY MHTepdelncy.

1.4.6. NepeHanpaBneHne ACL

I'IepeHanpaBneHme ACL nosBonsieT yCTpOIZCTBy aHann3anmpoesaTtb nNOJ1y4YeHHble nNnakeTbl "
nepeHanpasnATb nNakeTbl Ha yKa3aHHbIVI nopT AOna nepecbiikun. YTo6hI aHann3npoBaTtb
onpegeneHHble BxXogduine nakeTbl yCTpOIZCTBa, Bbl MOXeTe HaCTpOUTb beHKLl,VII'O
nepeHanpasneHnsa ACL pn4a nepeHanpaslieHna nakeTtoB, OTBeYawLWKMxX npaBunnamMm, Ha
yKa3aHHbIIZ NnopT 1 3axBaTa NakeToB Ha 3TOM NOPTY AOJ1A aHann3a.

1.4.6.1. NMpuHUKUN paboTbl

Mpuesxute apyryto nonmtuky ACL K MHTepdbency n ykaxurte BbIXOAHOW LieneBon uHTepdenc
AN Kaxgom nonmtukn. Npu npueme NnakeToB Ha 3TOT MHTEPEENC YCTPOMCTBO NocrneaoBaTenbHO
nwet nonutnkn ACL, npuBsizaHHble K 3TOMY WHTepdency. Ecnn nakeTbl COOTBETCTBYIOT
KpUTEPUSAM, OMMCaHHLIM B ONpeaeneHHon NonnTuke, yCTPOMCTBO NepeHanpasnseT nakeTbl Ha
MHTepdenc HasHayeHus, yKasaHHbI B MOMUTUKE, TEeM CaMbiM MepeHanpasnas nakeTbl Ha
OCHOBe Tpaduka.

NPUMEYAHMUE: Tonbko KOMMyTaTOpbl NogaepXmnsatoT pyHKUMio nepeHanpasneHns ACL.

NMPUMEMAHUE: nepeHanpasneHne ACL gencTtByeT TONbKO BO BXOASLEM HanpasneHuu
nHTEepdenca.

1.4.6.2. CBA3aHHasA KOH(urypaums

HacTponka ACL

Mpexge 4yem HacTpamBaTb nepeHanpasneHve ACL, HacTtponTe ACL. [onosiHuTenbHble
cBefeHna o HacTponke ACL cM. B npeabiaywmx onncaHnax Hactponkn ACL.

Jdo6aBsneHne ACE B ACL

Mogpo6GHee o Tom, kak gobaenaTtb 3anncu ACE B ACL, cm. B npegbigywimx onncanmsx IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL unn ACL IPv6.

Hactpowka nepeHanpaBneHus ACL
Mo ymonyaHuio nepeHanpasneHne ACL Ha yCcTponCTBE HE HACTPOEHO.

3anyctute komaHay redirect destinationinterface interface-name acl {acl-id | acl-name } in B
pexnme koHdurypauum nHtepdenca ans HacTponku nepeHanpasneHnst ACL.

NMPUMEMAHUE: dbyHkumio nepeHanpasneHns ACL MOXHO HacTpOUTb TOSIbKO Ha MHTepdence
Ethernet nnu Touke goctyna.

1.4.7. TnobanbHbIn Security ACL

YUTtobbl cooTBETCTBOBaTL TpeboBaHMAM pa3BepTbiBaHUs 6e3onacHocTu, ACL Ha ocHOBe NMOPTOB
YacTO HacTpauBaeTcsa Ha dUNbTpauuio BUPYCHbIX MaKeTOB W MONyyYeHMe MnakeToB C
onpefeneHHbIMN  XapakTepucTukamu, Hanpumep, naketoB, atakywowmx TCP-nopt. B
rnobanbHOM CeTeBOW cpede CyLeCTBYHT pasnuyHble BUPYCHbIE MNakeTbl, WU MNPU3HaKN
naeHTnrKaumm BUPYCHbIX NAKeTOB Ha KaXK4oM MOPTY NOEHTUYHbBI UK CXOXN. [10aTOMY 06bIYHO
cos3gaeTtcsa ACL. lMocne pobGaeneHus B ACL 3anpewatwowero ACE ans conoctaBneHus
BUPYCHbIX curHatyp cnmcok ACL Ha OCHOBE MOPTOB MNPUMEHSETCA K Kaxgomy nopTy
KoMMyTaTopa Ans unbTpauumn BUPYCHbIX MaKeToB.
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HeynobHo ucnonb3oBate ACL Ha OCHOBE MOPTOB B aHTMBUPYCHbIX CLEHApUsiX, TaKMM Kak
dunbTpaLms BUPYCOB, MO ABYM nMpuyuHam. MNepeas npyymHa 3akntodaetcda B Tom, yTo ACL Ha
OCHOBE NOPTOB HEOBXOAMMO HACTPOMUTb AS1A KaXKO40ro noprta, YTo NPUBOAUT K NOBTOPSIHOLLENCA
HaCTPOWVKe, HU3KOM NPOU3BOAMTENBHOCTM Onepaumi 1 Ype3mepHomMmy notTpebneHuio pecypcoB
ACL. BTopas npuuvHa 3aknioyaetcss B TOM, 4YTO dOyHKUMS ynpasrneHus poctynom ACL
ocnabneHa. Mockonbky ACL Ha ocHoBe nopTa ucnonb3yeTca Ans unbTpauMm BUPYCOB,
OCHOBHble (pyHKUMM ACL, Takme kak orpaHuyeHue OOHOBMNEHMS MapLupyTa WU OrpaHuveHue
A0CTyna K ceTun, He MOryT ObITb MCNONb30BaHblI AOMKHBIM 06pa3om. MobanbHbi Security ACL
MOXHO MCNONb30BaTh ANs rMobanbHOro pa3BepTbiBaHNA U 3alUTbl OT BUPYCOB, HE 3aTparveas
ACL Ha ocHoBe nopToB. 3anycTvB BCEro Of4Hy KOMaHzy, Bbl MOXeTe 3acTaBuTb rnobanbHbin
Security ACL gencteoBaTb Ha Bcex nHtepdencax L2. HanpoTtus, ACL Ha OCHOBe nopTa AOMmKeH
ObITb HACTPOEH Ha KaxgoMm nHTepdenice.

1.4.7.1. NMpuHUUN paboTbl

MobGanbHbIn  Security ACL pgenctByeT Ha Bcex uHTepdencax L2. Ecnv HacTpoeHbl wn
rnobanbHbIin Security ACL, 1 ACL Ha ocHoBe nopToB, BcTynatloT B cuny oba. [lakeTsbl,
cooTBeTcTBYOLWMe rnobansHomy Security ACL, HanpsiMyo oT(pMNbTPOBLIBAKOTCH Kak BUPYCHbIE
naketbl. [lakeTbl, KOTOpble He COOTBETCTBYIOT rrobanbHoMmy Security ACL, no-npexHemy
KoHTponupytotca ACL Ha ocHoBe nopToB. Bbl MoxeTe OTKNoUMTL rnodanbHbin Security ACL Ha
HEKOTOpbIX NopTax, YTOBbl 3TM NOPTbl HE KOHTPONMpPoBanuch rnobaneHbIM Security ACL.

NPUMEYAHUE: rnobanbHbin Security ACL B OCHOBHOM WCMNONb3yeTcs Ana unbTpauumn
BMpycoB. Takum obpasom, B ACL, cBasaHHOM c rnobanbHbiM Security ACL, BCTynatoT B cuny
Tonbko 3anncu ACE c 3anpeTom, a cnuckn ACE ¢ paspeLueHnaMn He AenNCTBYHOT.

NMPUMEYAHMUE: B otnnume ot 6e3onacHoro ACL, npumMeHsieMoro K nopTy, rnobanbHbii Security
ACL He cogepxnt ACE no ymonyaHuio «3anpetntb BeCcb Tpadmk», TO eCTb paspelleHbl Bce
nakeTbl, He cooTBeTcTBYlOLME ACL.

NMPUMEYAHME: rnobanbHbin Security ACL moxeT gencteoBaTb Kak Ha nopTy L2, Tak u Ha
MapLUpyTU3MpyemMom nopTy. TO eCTb OH AEWCTBYET Ha BCe criegylolime Tunbl NOPTOB: NOPT
[ocTyna, marucTpanbHbii nopT, nopT hibird, mapwpyTtnsnpyemein nopt nu AP (L2 wnnm L3).
MmoGanbHbIn Security ACL He BnnsaeT Ha SVI.

NMPUMEYAHMUE: Bbl MOXETE OTKMIOUMTL rNobanbHbi Security ACL Ha oTaenbHOM hrnsanyeckom
nopty nnn AP, HO He Ha NopTy-y4yacTHuke AP. MobGanbHbin 3awmweHHbin ACL nogaepxmBaeT
TOSNbKO CBs3aHHbIN cTaHaapTHeIM ACL IP, pacwmpenHbin ACL [P, pacwmpeHHsin ACL MAC un
AKCMEpPTHbIN paclumMpeHHbIn ACL.

1.4.7.2. CBA3aHHasA KOHcurypaums

Hactpownka ACL

Mpexpe 4yem HacTpauBaTb rnobanbHbin Security ACL, HacTponTe ACL. [ononHuTenbHble
cBefeHna o HacTponke ACL cM. B Npeaplaywmnx onncaHmnax Hactponkm ACL.

Ho6aBneHne ACE B ACL

[ononHuTtenbHble cBegeHust 0 ToM, Kak gobaeutb 3anmcn ACE B ACL, cm. B npegbioyLumx
onucaHusix IP ACL.

Hactponka Security ACL
Mo ymonyaHuio Ha yCTPOMCTBE He HacTpoeH rnobanbHbin Security ACL.

3anyctute komaHgy {ip |mac |Expert } access-group acl-id { in | out } B pexvme rnobansHon
KOHgUrypauum, 4tobbl BKNOYMTL rnobanbHbii Security ACL.
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HacTtpomka akckno3nBHoro nHrepdgenca rnodanbHoro Security ACL

Mo ymonyaHuio 3KCKMN3MBHLIN MHTepdenc ansa rmobansHoro Security ACL Ha yCcTponcTBe He
HaCTpOEH.

3anyctnte komaHgy no global ip access-group B KoHdurypauum uHTepdoenica, 4ToObI
OTKNtoUMTb rnobanbHbii Security ACL Ha ykazaHHOM nHTepdeice.

1.4.8. KaHan 6e3onacHocTU

B HekoTopbIX cueHapusax MPUMOXEHUN NakeTbl, OTBeYaloLwme HEKOTOPbIM XapakTepucTukam,
MOTyT Hy>XaaTbCs B 06xo4e NpoBepoOK NPUMOXKEHUI yrnpaBneHns aoctynom. Hanpumep, nepeg
nposepkor noanuHHoctTn DOTL1X nonb3oBaTensM paspellaeTcs BXOAUTb Ha YKa3aHHbIN
Beb-canT Ang 3arpys3ks KnveHTa nposepku nognvHHoctu DOTLIX. [Ona aTon uenm MOXHO
ncnonb3oBaTb KaHan Security. Korga komaHga HacTpovkK KaHana Security BbINOMHAETCA A1
npuMmeHeHusa 6esonacHoro ACL rnobansHo unu kK nHtepdency, atot ACL CTaHOBUTCS KaHanom
Security.

1.4.8.1. NMpuHUKUN paboTbl

KaHan 6esonacHocTn Takxke ssndetca ACL n moxeT 6blTb HAacTpoeH rrobanbHO unu ans
onpegeneHHoro uHtepdgenca. lNpu NocTynneHun Ha uHTepdenc nakeTbl NPOBEPSHOTCHA Ha
kaHane 6esonacHocTtu. Mpn cobnogeHnmn ycnosuin COOTBETCTBMSA KaHana 6e30nacHOCTU NakeThl
HanpsMyt0 NOCTynarT Ha KOMMyTaTop 06e3 MpPOXOXOEHWUS KOHTPONA AOCTyna, Takoro Kak
6esonacHocTb nopta, Beb-ayTeHTMduKaums, 802.1x n nposepka IP-MAC binding. 'obansHo
npuMeHsieMbl KaHan 6e3onacHOCTN OeNCTBYeT Ha BCeX UHTepdencax, KpOMe IKCKIMO3UBHbIX
NHTepdencos.

NMPUMEYAHMUE: 3anpewatowme ACE B ACL, KOTOpbIA NpUMeEHsieTcs K kaHany 6e3onacHocTy,
He BCTynawoT B cuny. Kpome Toro, aToT ACL He cooepXuT CKpbITOro npaeuna «3anpetuTb BeCb
Tpadmk» B KOoHUe ACL. Ecnu nakeTbl He COOTBETCTBYHOT YCMNOBUAM COOTBETCTBUA KaHana
6e30nacHOCTN, OHM MPOBEPSATCA NO MNpaBunam ynpaesneHus OOCTYNOM B COOTBETCTBUU C
COOTBETCTBYOLLMM MPOLECCOM.

NMPUMEYMAHUE: Bbl MOXeTe HaAcTpOUTb A0 BOCbMMW 3KCKITO3UBHBIX WHTepdencos Aand
rnobanbHoro kaHana 6esonacHocTn. Kpome Toro, Ha 3TMX SKCKMO3NBHBIX MHTEpdEencax Hernb3asa
HacCTpOMTb KaHan 6e3onacHOCTM Ha OCHOBE MHTepdelnca.

NMPUMEYAHMUE: ecnn kaHan 6e3onacHOCTM NpUMEHSIETCS K MHTepdEeNncy, Korga cyllecTByeT
rnobanbHbIN KaHan 6e3onacHoCcTW, 3TOT rnodanbHbI KaHan 0e3onacHOCTU He BNUSEeT Ha 3TOoT
nHTEepdeic.

MPUMEMAHUE: ecnu K nHTepdency NpuMeHaoTCs N PEXUM MUTPUPYEMON ayTeHTUduKaumm
Ha OCHOBe nopTa, U kaHan 6e3onacHoCcTH, kaHan 6e30nacHOCTM He OeNCTBYeT.

NMPUMEYAHMUE: ACL IPv6 Henb3sa HAacTpouTb B kKadeCcTBe kaHana 6e3onacHoCTu.
NMPUMEYAHUE: Tonbko KOMMyTaTOPbI NOAAEPKMBAIOT O6€30MacHbIA KaHar.

1.4.8.2. CBA3aHHasA KOH(urypaums

Hactpownka ACL

lMepen HacTpoukon kaHana GesonacHocTn HacTpouTe ACL. [dononHuTenbHble CBEAEHUS] O
HacTporke ACL cM. B NpeablayLmnx onmcaHnsax Hactponkmn ACL.

Ho6aBneHne ACE B ACL

MogpobHee o Tom, kak gobaenate ACE B ACL, cm. B npegpigywmx onucanusx IP ACL,
pacwmpeHHoro ACL MAC unu akcnepTHoro pacwumpeHHoro ACL.
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HacTtponka kaHana 6e3onacHocTu Ha uHTepdence
Mo ymonuyaHuto Ha nHTepdence yCTpomncTBa He HACTPOEH KaHan 6e3onacHoOCTy.

3anyctute KomaHOym security access-group {acl-id | acl-name } B pexume HacTpoOWKu
nHTepdenca ona HaCTPOMKM KaHana 6e3onacHOCTU Ha HTepdence.

HacTponka rmobanbHoOro kaHana 6e3onacHocTu
Mo yMon4yaHuo Ha yCTPOMCTBE HE HAaCTPOeH rnobanbHbI kaHan 6e3onacHoCTy.
3anyctute komaHgy security global access-group {acl-id | acl-name } B pexume
KOHUrypauum nHtepderica ansa HacTponkn rnobanbHOro kaHana 6e3onacHoCTMy.

HacTtpomka 3KCKN3UMBHOro WUHTepcdenca Ana KaHana rnodanbHom
6e3onacHocTU

Mo ymMOnYaHuIO SKCKM3MBHLIN UHTepdenc gna rnobanbHoro kaHana 6e30macHOCTU Ha
YCTPOWCTBE HE HACTPOEH.

3anyctute komaHgy security uplink enable B pexume HacTponkn WHTepdenca, YToObI
HaCTPOUTb YKa3aHHbIN UHTEPdENC B KavyeCTBE IKCKMO3MBHOIO MHTEpdenca rnobanbHoro
kaHana 6e3onacHocTw.

1.4.9. ACL mapuwpyTtusatopa SVI

Mo ymonyanuio ACL, npumMmeHsiembin kK SVI, Takke BNNAET Ha NnakeTbl L2, nepecbinaemMble BHyTpH
VLAN, n nakeTtbl L3, nepecbinaemsie mexgy VLAN. CnegoBaTenibHO, y NOfNb3oBaTenen B 0gHOM
n Tor e VLAN MoxeT He nonyunTbesa obatbes gpyr ¢ gpyrom. [Noatomy npeaycMoTpeH MeToa
nepekntodeHus, Tak 4to ACL, npumeHsiembli K SVI, gencteByeT TONbKO Npy MapLupyTM3auumn
naketos mexagy VLAN.

1.4.9.1. NMNpuHuMn paboTbl

Mo ymonyaHmio doyHkuma ACL mapwpyTtusatopa SVI oTkntodeHa, 1 ACL SVI gencTtsyeT Ha
naketbl L3, nepeckinaemble mexay VLAN, n naketbl L2, nepeckinaemble BHyTpy VLAN. NMocne
TOro Kak doyHkuma ACL mapwpyTtusatopa SVI BkntoveHa, ACL SVI genctByeT TONMbKO Ha NakeTbl
L3, nepecbinaemble mexgy VLAN.

NMPUMEYAHME: Tonbko kommyTaTopbl nogaepxmeatoT ACL mapupyTtmsatopa SVI.

1.4.9.2. CBA3aHHasA KOHdurypaums

Hactpownka ACL

Mepen HacTponkon ACL mapLupyTtusatopa SVI HacTponTe n npumennte ACL. [lonosiHUTeNbHbIE
cBefeHna o HacTponke ACL cM. B Npeabiaywmx onncaHnax Hactponkn ACL.

Ho6aBneHne ACE B ACL

Mogpo6Hee o TOoM, kak gobaenate ACE B ACL, cm. B npegpigywmx onmncanusx IP ACL,
pacwmpeHHoro ACL MAC, akcnepTtHoro pacwmpeHHoro ACL vnun ACL IPv6.

NMpumeHeHne ACL

[ononHuTenbHble CBEAEHUS O TOM, Kak npuMeHaTe ACL, cMm. B npeapiaywmnx onmcanusax IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro pacwmpeHHoro ACL unu ACL IPv6. MNpumenuTte ACL B
pexnme koHdurypauumn SVI.

Hactpownka ACL mapwpyTtusartopa SVI

3anyctute komaHgy Svi router-acls enable B pexume rnobanbHOW KOHUrypaumm, YToObI
BkntounTb ACL mapupytmsaTtopa SVI, 4tobbl ACL, npumeHsiembiv K SVI, oenctsoBan ToNbko Ha
nakeTbl, Nepecbifiaemble Ha L3, a He Ha nakeTbl, NepeckinaemMble Ha L2 BHyTpu VLAN.
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1.4.10. BegeHue xypHana ACL

BepneHue xxypHana ACL ucnonb3ayetca Ang otcnexmnsaHna Tekywero coctosaHna ACE B ACL u
npegocTaBneHnsa HeobxogumMon NHopMaLunn anga nNIaHoBoro 06Cny>XMBaHus, U oNTUMMU3aLMK
ceTu.

1.4.10.1. NMpuvHUUN paboTbl

YUTto6bl nyylle y3HaTb Tekywee coctoaHe cnuckoB ACL Ha yCTpOWCTBE, Bbl MOXETE yKasaTb,
cnegyeT nu ykasbiBaTb NapameTp BeaeHus xypHana ACL npu gobaesneHun ACE. Ecnu ykasaH
3TOT MapaMeTp, XXypHanbl BbIBOAATCA Npu obOHapyxeHun nakeTtos, cooTBeTcTByrowmx ACE.
XKypHanbl ACL otobpaatotcsi Ha ocHoBe ACE. To ecTb yCTPOMCTBO Nepuoanyeckn otobpaxkaeT
3anmcn ACE ¢ coBnaBlWIMMKW MakeTamu M KONMYECTBO COBMaBLUMX nakeToB. MNpumep XxypHana
BbIrNgauT crneyowmm obpasom:

*Sep 9 16:23:06: %ACL-6-MATCH: ACL 100 ACE 10 permit icmp any any, match 78
packets.

YTo06bI KOHTPOJIMpOBaTb KOJIMYECTBO XypHarnoB M 4acCTOTy BbiBOAA, Bbl MOXeTE€ HaACTPOWUTb
MHTEepBarn obHoBNEHMSA XypHana.

NMPUMEYAHMUE: ACE, cogepxawmin napameTp BeaeHus xypHana ACL, notpebnseT 6onblue
annapaTHbIX pecypcoB. Ecnn Bce HacTpoeHHble ACE cogepaTt aToT napameTp, eMkocTb ACE
ycTponcTBa byaeT yMeHbLUeHa BOBOE.

NMPUMEYAHUE: no ymonyaHuto nHtepean ob6HOBREHNS XXypHana paBeH 0, TO eCTb XypHarn He
BbIBOAMTCA. [Nocne Toro, kak napameTp BegeHus xypHana ACL ykasaH B ACE, Bam Heobxogmmo
HacCTPOUTb MHTEpBan OOHOBMEHNS XypHana Afs BbiBOA4A CBA3AHHbLIX XKypHarnoB; B MPOTUBHOM
cly4yae »XypHarbl He BbIBOAATCA.

NMPUMEMAHUE: ans 3anucmn ACE, cogepxallen napameTtp BegeHus xxypHana ACL, ecnn 3a
yKasaHHblA MHTEpBan He HaWgeHO HU OA4HOro MakeTa, XXypHan COMOCTaBMEHUSA MNaKeTOoB,
CBsA3aHHbIN ¢ aTon 3anucbto ACE, BeiBoguThbCca He OygeT. Ecnu coBnagatowme nakeTbl OyayT
HangeHbl B yKa3zaHHOM WHTepBane, XypHarbl CONOCTaBNEHNSA NaKeTOB, OTHOCSALLMECS K 3TOMY
ACE, 6yayT BbiBedeHbl MO NCTeYeHNn nHTepeana. Konvyectso coBnagarolmnx nakeTtoB — 370
obLLee KonnM4ecTBo NakeTos, cooTBeTCTBYOWMX ACE B TedeHne 3agaHHOro MHTepBana, 10 eCcTb
nepuoga oT npeabiayLLero BbIBOAA XXypHana 4o TeKyLero BblBo4a XypHana.

NMPUMEYAHUE: Tonbko KOMMyTaTOpbl NogAepXusatoT PyHKUMIO BegeHna xypHana ACL.

NMPUMEMAHUE: napameTp BegeHuna xypHana ACL MOXHO HacTpouTb Tonbko ans IP ACL nnu
IPv6 ACL.

1.4.10.2. CBA3aHHaA KoOHduUrypaums

Hactpownka ACL

Hactponte ACL nepep Hactponkon ACE, cogepxawmx napameTp BedeHus xypHana ACL.
[ononHuTtenbHble cBegeHnsa o HacTponke ACL cM. B npeablayLmnx onncaHmnax Hactponkn ACL.

Ho6aBneHne ACE B ACL

[ononHuTtenbHble cBeaeHnss o ToM, Kak gobaente ACE B ACL, cM. B NpeablayLmnx onnucaHmsx
IP ACL un IPv6 ACL. ObpaTtnte BHMMaHue, 4YTo napameTp BegeHus xypHana ACL gomkeH ObiTb
HaCTPOEH.

Hactpoika nHTepBana o6HOBNeHUA XXypHana

3anyctute komaHay {ip | ipv6} access-list log-update inerval time B pexume KoHpurypaumm
OIS HAaCTPOKMKKM UHTepBana BbiBoAa XypHarnos ACL.
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NMpumeHenne ACL

[ononHuTenkeHble CBEOEHNSA O TOM, Kak NpuMeHsaTb ACL, cM. B npeabiayLumx onvcaHunax IP ACL
n IPv6 ACL.

1.4.11. CYeTUYMKM conoOCTaBNeHUA NakeToB

B gononHeHue K XypHanam ACL cyeTyMKn conoctaBfieHUs1 NaKeToB npeaocTtaBnAarloT ewe oanH
BapumaHT Angd nnaHoBOro O6CJ'Iy)KVIBaHI/IFI n onTuMn3aunn ceTu.

1.4.11.1. NMpuvHUKUN paboTbl

[nsa peanusauumn ynpaeneHnsa ceTbio Nonb3oBaTensm MoxeT noTpeboBaTbCA y3HaTb, €CTb NN B
ACE kakvne-nubo coBnagarolime nakeTbl M CKOMbko naketoB cosnano. ACL npegoctaensioT
CYETUMKN COMOCTaBfeHMs naketoB Ha ocHoBe ACE. Bbl MOXxeTe BKMOYMTb UM OTKOYUTL
CYeTUYMKM conocTaBneHus naketoB Ansa Bcex 3anncen ACE B ACL. Korga nakeT cooTBeTCTBYET
ACE, coOTBETCTBYIOLLMI CHETUYNK yBENNYMBaeTcs Ha 1. Bbl MoxeTe 3anyctutb clear counters
access-list [ acl-id | acl-name ] ana cbpoca cyetunkoB Bcex ACE B ACL ans HoBoro payHaa
CTaTUCTUKN.

NPUMEYAHMUE: ana BknoyveHns cyetynkoB ACL TpebyeTcsa 6onblue annapaTHbix 3anucen. B
KparHeM cry4ae 9TO cokpatuT BABoe KonmyecTtBO ACE, KOTOpble MOXHO HacTpouTb Ha
YCTPOWCTBE.

MNMPUMEYAHUE: BbI MOXeTe BKNIOYNTb cHEeTUUKM conocTasneHus naketos B IP ACL, MAC ACL,
akcnepTHoM ACL vnn IPv6 ACL.

NMPUMEYAHMUE: TonbKko KOMMYTaTOPbl MOAAEPXMBAKOT CHETYMKM conocTaBreHuns naketos ACL.

1.4.11.2. CBA3aHHaA KOHduUrypaums

HacTponka ACL

Hactponte ACL nepep Hactponkon ACE, cogepxawwmx napametp BedeHus xypHana ACL.
[ononHuTtensHble cBegeHna o HacTponke ACL cM. B npeablayLmnx onncaHmax Hactpoukn ACL.

Jdo6aBsneHne ACE B ACL

[ononHuteneHble cBegeHMs 0 ToM, Kak gobasutb 3anucn ACE B ACL, cMm. B npegbigyLlumx
onucanmsax ACL. O6patute BHUMaHMe, YTO napameTp BedeHus xypHana ACL gormkeH ObiTb
HacCTpOeH.

Bknro4yeHne c4eTYMKOB COBMaAeHNsA NakeToB

YTo6bl BKNIOYNTL CHETYMKM conocTaBrneHunst naketos B IP ACL, MAC ACL vnnu akcneptHom ACL,
3anyctute komaHgy {mac | expert | ip} access-list counter { aclid | acl-name } B pexume
rno6anbHOM KOHUrypaumu.

Utobbl BKMOYMTL CYETYMKM conocTaBrneHus naketoB B ACL IPv6, 3anyctute komaHgy ipv6
access-list counter acl-name B pexume rnobanbHoOM KoHdUrypaumm.

MpumeHeHne ACL

[ononHuTenbHble cBEAEHUS O TOM, Kak npuMeHaTe ACL, cMm. B npeapiayuwmx onmcanusax IP ACL,
pacwmpeHHoro ACL MAC, akcnepTtHoro pacwmpeHHoro ACL vnun ACL IPv6.

OuncTtKka cHeTYMKOB COBMNaAeHNA NaKeToB

3anyctute komaHgy clear counters access-list [acl-id | acl-name ] B npuBunerMpoBaHHOM
pexume EXEC onda c6poca cHETUMKOB COMOCTABNEHNSA NAKETOB.

1.4.12. Pexxum conocTtaBrieHUAa (pparMeHTUPOBaHHbIX NaKeToOB

B pexume conocTtaBneHuss oparMeHTMpoBaHHbIX NakeToB ACL MOXET ocyllecTenaTb bonee
TOYHBIN KOHTPOMb HaZ oparMeHTUPOBaHHLIMU MakeTamMu.
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1.4.12.1. MpuHUMN paboThbI

IP-nakeTbl MoryT ObITb pparmeHTUpoBaHbl npwu nepegade no cetn. Korga npoucxoaut
dparMeHTauma, TOMbKO MepBbIN (pparMeHT nakeTa COoAepXUT MHGopMauumio L4, Takyo kak
Homep nopta TCP/UDP, tun ICMP un kog ICMP, a gpyrve dpparMeHTUpOoBaHHble NakeTbl He
cogepxaTt wHcopmauuio L4. o ymonuaHuto, ecnu ACE copepxut dnar dparmeHTa,
GuUnbTPyOTCA (PparMeHTUpoBaHHbLIE MNakeTbl, kKpome nepsblx dparmeHToB. Ecnn ACE He
cogepxut dnara dparmeHTa, UILTPYHOTCS Bce (bparMeHTUPOBaHHbIE MNakeTbl (BKIoYas
nepsble hparMeHTbl). B AONONHEHNE K 3TOMY PEXMMY COMOCTaBEHUS (pparMeHTUPOBaHHbIX
nakeToB MO YMOMYaHUIO NPeAoCTaBNAETCS HOBbIN PEXNM CONOCTaBNeHNs (pparMeHTUPOBaHHbIX
naketoB. Bbl MOXeTe nepeknovaTbCa MeXay ABYMS  pexXumMamy  COMOCTaBneHus
dparMeHTMPOBAHHbIX NAKETOB MO Mepe HeobxoANMMOCTM B ykaszaHHOM ACL. B HoBoM pexume
conocTtaBneHusa pparmeHTUpoBaHHbIX nakeTos, ecnim ACE He copoepxut cdnara doparmeHTa u
naketbl (pparMeHTUpoBaHbl, MepBble (parMeHTbl CpaBHMBAKOTCA CO BCEMWU MOMASMMU
conocTtaeneHusa (Bknio4dasa uHdopmaumio L3 n L4), onpepeneHHbimn B ACE, a ppyrue
dparMeHTUPOBaHHbIE MakeTbl CPaBHUBAKOTCA TOMbKO C WHoOpMaumen, otnmyHonm ot L4,
onpeneneHHon B ACE.

NMPUMEYAHUE: B HOBOM pexume conocTtaBneHnsa parmMeHTUpoBaHHbIX naketos, ecnn ACE
He copepxuT dnara parmeHTa, a gencrene «Paspewntby, aToT TN ACE 3aHumaeT Gonblue
annapaTHbIX 3anucen. B kpalHem cnyvae 3TO YMEHbLUMT BABOE KONMYECTBO annapaTtHbIX
3anucen. Ecnn YcraHosneHo (Established) HacTpoeHo anga dpunbTpaumn dpnara TCP B ACE,
Oynet 3aHATO 6onblue annapaTHbIX 3anucen.

NMPUMEYAHUE: ACL BpemMeHHO He [EWCTBYeT BO BpeMS MEPEeKnYeHns pexuma
conocTaBneHuns pparMeHTUpOBaHHbIX MaKeTOB.

NMPUMEYAHUE: B HOBOM peXxume cornocTaBfieHnsa (pparMeHTUpoBaHHbIX nakeTos, ecnu ACE
He cogepXxuTt donara dpparmeHTa, He06Xo4MMO CpaBHUTbL UHADOPMaLMIO L4 nakeToB, U encTeue
«Paspewntb», ACE nposepsieT umHdopmaumio L3 1 L4 nepBbix ¢bparMEHTOB MakeToB W
npoBepsieT TOMbKO WHopmauuio L3 Apyrux dparMeHTUpoBaHHbIX nakeToB. Ecrv BbibpaHo
nencteme «3anpetntb», ACE npoBepseT Tonbko nepBble oparMeHTbl NAKETOB U UrHOPUPYET
apyrve oparMeHTUPOBaHHbIE NaKeTbl.

NMPUMEYAHUE: B HOBOM peXume conocTaBieHnsa (pparMeHTUpoBaHHbIX nakeTos, ecnu ACE
cogepxut donar gparmeHTta, ACE npoBepseT TONbKO hparMeHTUpOBaHHbIE MaKeTbl, HO He
nepBble pparMeHTbl NaKeToB, HE3aBMCUMO OT TOro, siBnsieTca nu genctene B ACE «Paspewmntb»
nnun «3anpeTuTby.

NMPUMEMAHUE: Tonbko pacwmpeHHbin [P ACL 1 3KCnepTHbIn pacwupeHHbin  ACL
noaaepXunBatoT NepeknoyeHne Mexay ABYMS pexxumMamMu ConocTaBneHnsa oparMeHTUPOBaHHbIX
NnakeToB.

NMPUMEYAHUE: TONbKO KOMMYyTaTOpPbl noggepxusaloT dunbTpauuio dparMeHTUPOBaHHbIX
NnakeToB.

1.4.12.2. CBA3aHHaA KOHduUrypaums

Hactpownka ACL

Mogpo6GHee o ToM, Kak HacTpouTb ACL, cm. B npeapiaywmx onucaxmsx IP ACL n akcnepTHOro
pacwmpeHnHoro ACL.

Ho6aBneHne ACE B ACL

JdononHuTtenbHble cBegeHns o ToM, kak gobasnte ACE B ACL, cM. B npeablayLmx OnUcaHnsax
IP ACL n akcnepTHoro paclumpeHHoro ACL. O6paTtuTte BHMMaHue, YTo Heobxoammo nobasnTb
napameTp doparmeHTa.

34

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactpolike cepust QSW-6900

HaCTpOVIKa ACL W

HGPEKHIOLIGHVIG pexnmMma conoctaBsieHUs (bparMEHTMpOBaHHbIX naketoB

3anyctute komangy [ no ] {ip | expert} access-list new-fragment-mode { acl-id | acl-name } B
pexume rnobanbHOM  KOHdUrypauum aOns  nNepeknoyeHns  pexmma  COnocTaBfeHus
dhparMeHTMpOBaHHbIX NAKETOB.

NMpumeHeHne ACL-cnucka

MogpobHee o ToM, kak NpumeHsTb ACL, cM. B npeabiaywmnx onucanuax IP ACL 1 akcnepTHOro
pacwmpeHHoro ACL.

1.5. OrpaHnyeHus

1. B npoayktax cepun QSW-6900 ACL, NpMMEHEHHbLIN K BXOASALLEMY HanpaBfeHuo, He
nogaepxmeaet conoctasneHne «NEQ» Ha noptax yposHs 4 ons naketos TCP u UDP, a
ACL, npMMEHEHHbIN K UCXOAALLEMY HanpaBneHuo, NogaepKMBAET TOSbKO COMNoCTaBreHne
«EQ» Ha nopTax ypoBHA 4 ans naketoB TCP n UDP.

2. ACL IPv6, HacTpoeHHble Ha npoaykTax cepun QSW-6900, nogaepxumsatoT COnocTaBfieHne
no cnegywowmm nonam: protocol, sip, 14_src, dip, 14_dst, dscp, u flow_label. ACL IPv6
nogaepXxmBaeT CONoCTaBNeHNe TONbKO Ha OCHOBE CneayoLwmnx AByX rpynn nonen:

e protocol, sip, 14_src, I4_dst, dscp, flow_label, range
e protocol, dip, 14_src, 14_dst, dscp, flow_label, range

e ACL He MOXeET ucnonb3oBaTth BCe nonsa ansa conocraeneHms. Kpome toro, ACL IPV6 He
noaaepXMBatoT HX COMOCTaBEHME NO dhparMeHTy, HA CONOCTaBMNEHNE NO METKE NOTOKA
B UCXOSLLEM HanpaBneHUu.

o Korga anga IP-agpeca ncroynuka u IP-agpeca HasHadeHns HeobxoauMo COMOCTaBUTb
TONbKO cTapwune 64 6uTta (GnNMHa mMacku MeHblle UNn paBHa 64), nogaep>xmBaeTcs
cornocTaeneHune ¢ nomoubio IPv6 5-tuple.

3. B npogykrax cepumn QSW-6900 Security ACL, npumeHsiemble K SVI, apeKTMBHbI kak A1is
naketoB BHYTpu VLAN, nepecbinaembix MOCTamu, Tak U ONA MaKeToB MapLupyTusauum
mexay VLAN. B pesynbTtate nonb3osateny B VLAN He MOryT oGMeHMBaTbLCA AaHHbIMM.

4. Tpogyktbl cepum QSW-6900 He moryT maeHTudumumposatb none dnara dgparMeHta B
naketax IPv6. Ecnn ACL IPv6 cogepxuT conar doparmeHTa, donar oparmeHTa urHopmpyeTcs
npy CONOCTaBEHNN NakeToB. JTO 3KBUBANEHTHO OTCYTCTBUIO doriara pparmeHTa B CnmMckax
ACL, 1 conocTaBrieHne BbINOMHAETCA AN BCEX MNaKeToB, BKIOYAs nakeTbl MepBOro
dparmeHTa 1 nakeTbl HE NepBoro parmeHTa.

5. lMpoagyktbl cepumn QSW-6900 nogaepXkuBaroT MNEPEKIIOYEHNE peXMMa COMoCTaBNeHUs
naketoB dparMeHToB, Korga npuMeHaATca pacwmpeHHole ACL IP unn akcnepTHble
pacwmnpeHHble ACL.

6. B npogykrax cepum QSW-6900 ACL 80 nogoepxmBaeT TONMbKO criegytowme obwme nons:
MAC-agpec Ha3HayeHna, MAC-agpec uctoyHuka, VID, ETYPE, Homep npoTtokona IP, agpec
IPv4 uctodHunka, agpec IPv4 HasHayeHud, uaeHTMduMKaTop nopTa HasHa4vyeHus,
naeHTudukaTop nopta nctoyHuka, Tun ICMP u kog ICMP.
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1.6. KoHdurypauusa

dnemMeHT
KOHduUrypaumm

OnucaHve n kKomaHAaa

HacTtpownka IP ACL

(OnuuoHanbHo) OH ucnonbayeTtca Ana punsTpaummn naketos IPv4

ip access-list standard

HacTtpauBaet ctangapTHbin IP ACL

ip access-list extended

HacTtpansaeT paclumpeHHbin IP ACL

permit host any time-range log

[Job6aenset paspewatowmn ACE B
cTaHgapTHbIn IP ACL

deny host any time-range log

[obaenset 3anpewarowmn ACE B
ctaHgapTHeii IP ACL

permit host any host any tos
dscp

precedence time-

range log

fragment

[obaenset paspewatowmn ACE B
pacwmpeHHbin IP ACL

HacTtpownka IP ACL

deny host any host any tos
dscp precedence fragment
time-range log

Ho6Gaenset 3sanpewatrowun ACE B
paclumpeHHsin IP ACL

ip access-group in out

lNpumeHseT  cTaHOapTHbIN
paclumpeHHsin IP ACL

nnn

HacTpoiika
pacLUMPEHHOro

ACL MAC

(OnuuoHanbHo) OH ucnonbayeTtcs ans punbTpaumm naketos L2

mac access-list extended

HacTtpanBaet pacwmpeHHbin ACL
MAC

permit any host any host cos
inner timerange

HoGaenseTr paspewatowmnn ACE B
pacwmpeHHsin ACL MAC

deny any host any host cos
inner time-range

[obaenset 3anpewatowmnn ACE B
pacwmpeHHbin ACL MAC

mac access-group in out

MpumeHsieT ACL

MAC

pacLUMPEHHBbIN
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AnemMeHT OnucaHue u KomaHaa
KOHdurypaumm
HacTtponka (OnuuoHanbHo) OH ucnonbayeTtca Ans dunbTpaummn naketos L2 n L3
9KCMEepPTHOro
QEICLLHI S AEn expert access-list extended HacTpauBaeT 3KCNepTHbIN
ACL paclumpeHHbin ACL
permit cos inner VID inner host | lo6aBsnseT paspewatowmii ACE B
any host any 3KCNEePTHbIN pacumpeHHbin ACL
host any host any precedence
tos fragment
range time-range
deny cos inner VID inner host | [lobaenseT 3anpelwarwowmn ACE B
any host any SKCMepTHbIM pacwmpeHHbin ACL
host any host any precedence
tos fragment
range time-range
expert access-group in out MpumeHsieT SKCMepTHbIN
pacLumpeHHbin ACL
HacTtponka (OnuuoHankbHo) Mcnonbayetca ons dounbTpaumm nakeToB IPv6
pacLIMPEHHOro
ACL IPv6 ipv6 access-list Hactpausaet ACL IPv6
permit host any host any range | lobaBnsiet paspelwwatowmi ACE B
dscp flowlabel fragment time- | ACL IPv6
range log
deny host any host any range  [Ho6aBnsiet 3anpewatowmn ACE B
dscp flowlabel fragment time-  ACL IPv6
rangelog
ipv6 traffic-filter in out MpumensieT ACL IPv6
Hactponka ACL80 | (OnumoHanbHO) Micnonb3yeTcsa ans HacTponku nonen ang dovnbTpaunm
naketoB L2 n L3
expert access-list advanced HacTtpauBaeTt 9KCMNEePTHbIN
pacmnpeHHbin ACL
permit Hobaenset paspewatowmun ACE B
3KCNEPTHbIN pacluMpeHHbIn ACL
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AnemMeHT OnucaHue u KomaHaa
KOHdurypaumm
Hactpornka ACL80 | deny HobGaensieT 3anpewarowmn ACE B
3KCNEePTHbIN pacmpeHHbin ACL
expert access-group in out MpumeHseT AKCNepTHbI
pacLumpeHHbin ACL
HacTtpowka (OnuuoHanbHO) WUcnonb3yeTcs AnNa  nepeHanpaBreHust MakeTos,
nepeHanpaeneHns | COOTBETCTBYIOLLMX NpaBuiamM, Ha YKasaHHbIn NHTepgenc
ACL
redirect destination interface | HactpausaeTt nepeHanpasneHne
aclin ACL
Hactpouka (OnuuoHanbHo) Ucnonbayetca gnga Toro, ytobbl ACL BCTYynun B cuny
rnobansHou rno6anbHo

Security ACL

ip access-group in out MpumeHseT rnobanbHbI  Security
ACL B pexume rnobansHon

KOHUrypauum

no global ip access-group HacTtpauBaeTt UHTepdenc Kak
3KCKITHO3UBHbIN nHTepdemnc
rnobaneHoro Security ACL B pexume

HaCTPOWnKN nHTepdenca

Hactpowka
KaHana

©e3onacHocTU

(OnuunoHanbHo) Wcnonb3yetca  ans TOro, YyTOOBI nakeThbl,
COOTBETCTBYIOLLME HEKOTOPbIM XapakTepucTukam, Mornum obxoanTb
NPOBEPKM MNPUITOXKEHWA KOHTpOMA gdocTyna, Takux kak DOT1X n
BebG-ayTeHTUdMKaUnA

BkntoyaeT kanan ©6e3onacHocTM B
pexnme KoHdurypaumm nHtepdenca

security access-group

BkntoyaeT kaHan ©6e3onacHocTM B
pexume rnobanbHOn KoHdUrypaumm

security global access-group

security uplink enable HacTtpauBaeTt UHTepdenc Kak
3KCKITHO3UBHbIN nHTepdemnc
rnobanbHOro kaHana GesonacHocTu

B peXunme HacTponku nHTepdenca
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AnemMeHT OnucaHue u KomaHaa
KOHdurypaumm
HacTtponka (OnuuoHanbHO) NcnonbayeTca Ang HacTporku koMmeHTapues ana ACL
KOMMEHTapueB unn ACE, 4to6bl nomnb3oBaTenu MOMMM Nerko naeHTUMUMpoBaThb
ana ACL dyHkumn ACL unu ACE
list-remark HactpauBaeT KoMMeHTapuin ans

ACL B pexume KoHcurypauum ACL

access-list list-remark HactpanBaeT koMMmeHTapuin ans
ACL B pexume rnobanbHom
KOHcpurypaumm

remark HactpanBaeT KomMmeHTapun aOns

ACE B pexvme koHdurypaumm ACL

1.6.1. HacTtpouka IP ACL
1.6.1.1. dphbeKkT KOHhUrypaumum

Hactponte u npumenunte IP ACL Kk nHTepdency, 4tobbl KOHTpPONMpPOBaTb BCE BXOASALINE Y
ncxogdwmne naketbl IPv4 atoro uHTepdenca. Bol moxeTe paspewmnTs unm 3anpetutb BXOA
onpegeneHHblx naketoB IPv4 B ceTb, 4TObbl KOHTpONMpoBaTb AocTyn IP-nonb3oBaTtenen K
ceTeBbIM pecypcam.

1.6.1.2. lLUarn HacTpomnkm

HacTtpouka IP ACL

o (OGsizatenbHo) Hactponte IP ACL, ecnn Bbl XOTUTE KOHTPONMpOBaTb LOCTYN
nonb3oBaTtenen IPv4 k ceTeBbIM pecypcam.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpoOWCTB [OCTyna, arperauyv n ggpa B
3aBUCMMOCTU OT pacnpegenenus nonb3oatenien. IP ACL pgenctsyeT TOSMbKO Ha
NoOKanbHOM YCTPONCTBE U He BNUSAET Ha Apyrne yCTpoOnCcTBa B CETW.

Jdo6aBneHue 3anmncen ACE B IP ACL

(OnuuoHanbHo) ACL mMoxeT cogepxaTb HOMb unuM Heckonbko 3anucen ACE. Ecnn ACE He
HacTpoeH, Bce Bxoasime IPv4-nakeTbl YCTPOMUCTBA MO YMOMYaHMIO OTKITOHSOTCS.

MpumeHeHue IP ACL

o (OGsazaTenbHo) Mpumenute IP ACL K ykazaHHOMY MHTepdENcCy, ECNK Bbl XOTUTE, YTOObI
atot ACL Bctynun B cuny.

e Bbl mMoxeTe npumeHntb IP ACL K ykasaHHOMY WHTepdency YCTPOWCTB AOCTyna,
arperaumm n sgpa B 3aBUCUMOCTU OT pacnpenernieHns nonb3oBaTenen.

1.6.1.3. NpoBepka

e cnonb3ynte cnegyoLwme metToapl, YToObl NPOBEPUTL BNUsiHME KoHurypaumm IP ACL:

e 3anyctute komaHgy ping, 4tobbl ybeantbcs, yto IP ACL gencTByeT Ha yka3aHHOM
uHTepdence. Hanpumep, ecnu IP ACL HacTpoeH Ha 3anpeT JocTyrna K XOCTy C
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ykasaHHbIM IP-agpecom unm xoctam B ykasaHHOM auanasoHe |P-agpecos, 3anyctuTe
KOMaHAay ping, 4To6bl y6eanTbCsl, YTO XOCTbl He MOTYT ObITb YCMELIHO NPOMNMHIOBaHbI.

e [lonyuuTe OOCTyn K CBA3aHHbIM cCeTeBbiM pecypcaMm, 4Tobbl ybeauTtbes, yto IP ACL
OEencTByeT Ha ykasaHHOM nHTepderce. Hanpumep, gocTyn B VIHTEPHET MM JOCTYN K
pecypcam FTP B ceTn yepes FTP.

1.6.1.4. CBA3aHHble KOMaHAbI
HacTtpouka IP ACL

KomaHga ip access-list { standard | extended } {acl-name | acl-id }
Onucanne standard: ykasblBaeT, 4TO co3faH ctaHgapTHein IP ACL.
napameTpoB

extended: ykasbIBaeT, 4TO co3faH paclumpeHHbin IP ACL.

acl-name: ykasblBaeT MMA CTaHOAPTHOro unu pacwumpeHHoro IP ACL. Ecnu
3TOT napamMeTp HacCTpoeH, co3gaeTcsa WMeHoBaHHbIn  ACL. Wms
npegcraesnget cobon ctpoky oT 1 go 99 cumsonos. mss ACL He MoxeT
HauymHaTbCA € umdp (0-9), «in» nnn «outy.

acl-id: ykasblBaeT naeHTugmKkaTop, KOTOpbI OAHO3HAYHO naeHTUdUUMpyeT
cTaHOapTHbIM unu pacwmpenHoi IP ACL. Ecnu aTOT napameTp HacTpoeH,
cospaeTcs HymeposaHHbi ACL. Ecnn cospaetca ctaHgapTHeii IP ACL,
ananasoH 3HavYeHun acl-id coctaBngeT 1-99 n 1300-1999. Ecnun co3paeTtcs
pacwmpeHHbin IP ACL, guana3soH 3HadeHun acl-id coctaBnaet 100-199 un
2000-2699

Pexum komang | Pexum rmobanbHoin koHdurypaumm

PykoBoacteo no | 3anyctute 3Ty KomaHgy, 4TOObl HAcCTpoOUTb CTaHAAPTHbIA - UMK
NCNosib3oBaHuIo | pacumpeHHbin IP ACL 1 BOMTK B peXnM KOH(Urypaumm ctaHgapTHOro unm
pacwmpeHHoro [P ACL. Ecnu Bbl XOTUTE KOHTPONMPOBaTb AOCTYN
nonb3oBaTenen K CeTeBbIM pecypcam, npoBepad ucxogHbl IP-agpec
KaXxgoro nakeTa, HacTpouTe cTaHgapTHein IP ACL. Ecnn Bbl xoTuTe
KOHTpONMpoBaTb AOCTYM Nosib3oBaTernen K ceTeBbIM pecypcam, NpoBepss
IP-agpec MCcToYHMKa NN nonyyaTerns, HoMep NPOTOKOora U NOPT UCTOYHUKA
unu nony4datens TCP/UDP, HacTponTe pacLUuMpEeHHbIA CMIMCOK ynpaBneHns
poctynom [P

Ho6aBneHune 3anncen ACE B IP ACL

e [lobaBbTe 3anncu ACE B ctaHgapTHein IP ACL.

Mcnonb3ynTte nobon ns cnegyowmx metogo ansa gobaenennsa sanucern ACE B cTaHOapTHbIN
IP ACL:

KomaHga [ sn]{permit | deny }{host source | any | source source-wildcard } [ time-
range time-range-name ] [ log]

OnucaHue sn: ykasbiBaeT nopsakoBbii Homep ACE. 3HavyeHne HaxoauTcs B Anana3oHe
napameTpoB oT 1 0o 2147483 647. 3TOT NOPSAOKOBLIA HOMEP OnpeaensaeT NpuopuTeT
aTon 3arvcn ACE B ACL. MeHbLuMIA NMOPSAOKOBLIA HOMEpP YKasbiBaeT Ha
6onee Bbicoku npuoputeT. ACE c 6onee BbiCOkMM npuoputeTom Byaet
npeanoyYTUTENBHO NCMONBb30BaTLCA AN CONOCTaBNeHns naketos. Ecnu Bbl
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He ykaxeTe noOpsAKoBbIn Homep npwu pobaesneHnn ACE, cuctema
aBTOMaTM4YeCKn MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupawenunio (no ymonyanuio 10) nnoc NopsiAKoBbIN HOMEpP MocnegHero
ACE B Tekywem ACL. Hanpumep, ecnu nopsgkoBbli HOMeEp nocrnegHemn
3anncn ACE paBeH 100, nopsgKkoBbii HOMEpP BHOBb A0OaBrEHHOW 3anucu
ACE 6ygeTt no ymonyanuto paseH 110. Bbl MmoxeTe HacTpouTb npupatleHue
C MOMOLLLIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE sBnsieTcs paspewatowwmnm ACE.
deny: ykasbiBaeT, YTo ACE gaBnseTtca 3anpewatowmm ACE.

host source: ykasbiBaeT, 4T0 |IP-nakeTbl, OTMpaBfieHHble C XOCTa C
yKasaHHbIM UCXoaHbIM IP-agpecom, unbTpyroTes.

any: ykasbiBaeT, 4Tto IP-nakeTbl, oTnpasneHHoble ¢ nwboro yana,
uUnbTpyOTCA.

source source-wildcard: ykasbiBaeT, 4Tto |P-nakeTbl, OTNpaBneHHble C
XOCTOB B YKa3aHHOM cermeHTe IP-ceTu, punbTpytoTes.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM anana3oHoMm. ACE BCcTynaeT B cuny TOMbKO B Npefenax 3Toro
BpeMeHHOro AuanasoHa. llogpobHee O BpeMeHHOM AuanasoHe CM. B
PYKOBOACTBE MO HaCTPOWKe BPEMEHHOro AvanasoHa.

log: ykasblBaeT, 4TO XypHanbl OyayT nepuoguMyeckn BbIBOAMTLCS, €Cin
OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
CBefeHNd 0 XypHanax cM. B pasgerne «BepeHue xypHana ACL» B 9TOM
OOKYMEHTE

Pexum komaHg

CrangapTHbI pexunm koHdurypaumm IP ACL

PykoBoacTteo no

3anyctute aTy KomaHgy, 4Tobbl gobasuTb 3anucu ACE B cTaHgapTHOM

ncnonb3oBaHuo | pexunme Hactporkn IP ACL. ACL MoxeT 6biTb MMEHOBAHHBLIM UMK
HymepoBaHHbIM ACL
KomaHga access-list acl-id { permit | deny } {host source | any | source source-

wildcard } [ time-range tm-rng-name] [ log ]

Onucanne
napameTpoB

acl-id: ykasbiBaeT wugeHTMduKkaTop NpoHymepoBaHHoro ACL. OH
OoAHo3Ha4Ho ugeHTMduumpyet ACL. lnanasoH 3HaveHun acl-id: 100-199 n
1300-1999.

permit: ykasbiBaeT, 4to ACE siBnisieTcsi paspewatowmm ACE.
deny: ykasbiBaeT, Uto ACE gaBnsietca 3anpewatowmm ACE.

host source: ykasbiBaeT, 4TO IP-nakeTbl, OTNpPaBfEeHHble C XOocTa C
yKasaHHbIM NCXodHbIM IP-agpecom, punbTpyroTCS.

any: ykasbiBaeT, 4To IP-nakeTbl, oOTnpaBneHHble ¢ nwboro yana,
dunbTpyoTCA.

source source-wildcard: ykasbiBaeT, 4TO IP-nakeTbl, OTNpaBneHHble C
XOCTOB B YKa3aHHOM cermeHTte IP-ceTun, unbTpytoTCS.
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time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM aAvana3oHoM. ACE BCTynaeT B cury TOMbKO B peferiax 3Toro
BPEMeHHOro avanasoHa. [logpobHee O BpeMeHHOM [AuanasoHe CM. B
PYKOBOACTBE MO HAaCTPONKE BPEMEHHOro AnanasoHa.

log: ykasblBaeT, YTO XXypHanbl OyaoyT NEpUOAMYECKU BbIBOAMTLCS, €cnuv
OyaoyT HangeHbl nakeTbl, cooTBeTcTBylowme ACE. [ononHutenbHble
CBeleHVs1 0 XXypHanax cM. B pasgene «BeneHue xypHana ACL» B 3TOM
AOKyMEHTe

Pexum komaHg,

CrangapTHbI pexunm koHdurypaumm IP ACL

PykoBoacTtBo no
NCMNomb30BaHUIO

3anyctute 9Ty KOomMaHgy, uJT06bl  gobaButb  3anMcn  ACE B
NPOHYMepoBaHHbIN cnucok ACL IP B pexunme rnobanbHOn KoHUrypawmm.
Ee Henb3sa ucnonb3oBaTtb Ana godbasnenus 3anmcen ACE B MMEHOBaHHbIN
cnucok ACL IP

e [lob6abTe 3anucu ACE B pacwmpeHHbin IP ACL.

Ncnonb3ynte nobon n3 cnegyrowmx metogos ans gobasnenus sanncen ACE B paclumpeHHbii
CNUCOK ynpasneHusa goctynom IP:

KomaHga [ sn]{ permit | deny } protocol {host source | any | source source-wildcard
} {host destination | any | destination destination-wildcard } [ [ precedence
precedence [tos tos ] ]| dscp dscp] [ fragment ] [ time range time-range-
name][log ]

OnucaHue sn: ykasblBaeT nopsakoBbli HoMep ACE. 3HavyeHne HaxoanTcs B Anana3oHe

napamMmeTpoB oT 1 0o 2147483 647. STOT NOPALKOBLIA HOMEP onpeaenseT NpuopuTeT

aton 3anucn ACE B ACL. MeHblwnn NopsgkoBbii HOMEP YKa3blBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BLICOKMM npuoputeTom Gyaet
npeanoyTUTENbHO NCMOSBb30BaTLCA A1 CONOCTaBeHns nakeTos. Ecnu Bobl
He YyKaxeTe MOpPsAKOBbIN Homep npu pobaBneHun ACE, cuctema
aBTOMaTM4YECKM MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupaweHuno (no ymonyanuio 10) nnoc NopsaKoBbIM HOMEP MOCHeaHEro
ACE B Tekywem ACL. Hanpumep, ecnu nopagkosblini HOMeEpP nocrnenHemn
3anucn ACE paseH 100, nopsigkoBbii HOMEP BHOBb A406aBNEHHOM 3anmcu
ACE 6ygeTt no ymon4yanuto paseH 110. Bbl MOXeTe HacTpouTb NpupaLleHne
C MOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE siBnsieTcs paspewatowmm ACE.
deny: ykasbiBaeT, Uto ACE gaBnsietca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep IP-npoTokona. [nanasoH 3HadeHn oT 0 go 255.
Ona obneryeHna wucnonb3oBaHUs CUCTEMa NpefocTaBnsdeT  YacTo
nucnonb3yemble  COKpalleHWs Ons  3aMeHbl  KOHKPETHbIX  HOMEepOoB
npoTokonoe IP, Bkntovas eigrp, gre, icmp, igmp, ip, ipinip, nos, ospf, tcp n
udp.

host source: ykasbiBaeT, 4TO IP-nakeTbl, OTMpPaBfEeHHble C XOocTa C
yKasaHHbIM NCXodHbIM IP-agpecom, punbTpyroTCS.

source source-wildcard: ykasbiBaeT, 4TO IP-nakeTbl, OTMpaBneHHble C
XOCTOB B YKa3aHHOM cermeHTte IP-ceTn, punbTpytoTCS.
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host destination: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBnsemMble Ha XOCT C
yKkasaHHbIM |IP-agpecom HasHayeHus, unbTpytoTca. Ecnn HacTpoeHo
KnoyeBoe cnoso any, IP-nakeTbl, oTnpaBnsemble Ha nwobon XocT,
GunbTpyoTCA.

destination destination-wildcard: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBngemble
Ha y3nbl B yka3aHHOM cermeHte |IP-ceTn, ounbTpytoTcs.

any: ykasblBaeT, 4YTo IP-nakeTbl, OTnpaBnsemble Ha ntobor XOCT Unn ¢ Hero,
GunbTpyoTCA.

precedence precedence: ykasblBaeT, YTo |IP-nakeTbl C yka3aHHbIM MonemM
npuopuTeTa B 3aronioBke UMbTPYOTCS.

tos tos: ykasbiBaeT, UTo IP-nakeThbl C ykasdaHHbIM nonem Tuna cnyxobl (TOS)
B 3arosioBke omnbTpyoTCs.

dscp dscp: ykasbiBaeT, 4TO IP-nakeTbl C ykasaHHbIM nonem dcsp B
3aronoske punbTpytoTCS.

ecn ecn: ykasblBaeT, 4YTo IP-nakeTbl C yka3aHHbIM MOMeM ecn B 3arofloBke
PUNbLTPYTCS.

fragment: ykasbiBaeT, 4TO (PUILTPYIOTCA TONBKO PparMeHTUPOBAHHbIE
IP-nakeThbl, 32 UCKITOYEHEM NepBbIX (dParMeHTOB.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM gnanasoHoMm. ACE BCcTynaeT B cuny TOMbKO B Npefenax 3Toro
BpeMeHHoro AuanasoHa. [logpobHee O BpemMeHHOM [uanasoHe CM. B
PYKOBOACTBE MO HaCcTPOWKe BPEMEHHOro AnanasoHa

Onucanne
napameTpoB

log: ykasbiBaeT, YTO XypHanbl OyayT nepuogndeckm BbIBOOUTBLCS, €CIu
OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
CBefeHNA O XypHanax cM. B pasgerne «BepeHue xypHana ACL» B 9TOM
OOKyMeHTe

Pexum komaHg

PacwunpeHHbIn pexum koHpurypaumm IP ACL

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute aTy komaHay, 4YTobbl gobasnte ACE B pacCLUMPEHHbIN pPeXum
HacTporku IP ACL. ACL moxeT 6bITb MMEHOBaHHbBIM UM HYMEPOBAHHbLIM
ACL

KomaHpga

access-list acl-id { permit | deny } protocol {host source | any | source
source-wildcard } {host destination | any | destination destination-wildcard }
[ [ precedence precedence [ tos tos ] ] | dscp dscp] [ fragment ] [ time-
range time-range-name ][ log ]

Onucanne
napameTpoB

acl-id: ykasbiBaeT wugeHTudukatop npoHymepoBaHHoro ACL. OH
ofHO3Ha4Ho naeHtudunumnpyet ACL. [lnanasoH 3HavyeHun acl-id: 100-199 n
2000-1999.

sn: ykasbiBaeT nopsakoBbii Homep ACE. 3HavyeHne HaxoanTca B Anana3oHe
oT 1 0o 2147483 647. JTOT NOPSAOKOBLIN HOMEP OonpeaenseT NpuopuTeT
aton 3anucn ACE B ACL. MeHblnN NOpsgKoBbIA HOMEP YKa3blBaeT Ha
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6onee Bbicoku npuoputeT. ACE ¢ 6onee BbiCOkMM npuopuTeTom Oyaet
npeanoyYTUTENBHO NCMONB30BaTLCA ANS CONOCTaBNeHns naketos. Ecnu Bbl
He yKaxute nopsakoBbli Homep npu pobasneHun ACE, cuctema
aBTOMaTMyecku MPUCBOUT  MOPSOKOBbIA  HOMEP, KOTOpbIM  paBeH
npupawenuno (no ymonyanuio 10) nnoc NOpsiAKoBbIN HOMEpP MocnegHero
ACE B Tekywem ACL. Hanpumep, ecnu nopsgkoBbli HOMeEp nocrnegHemn
3anucn ACE paeeH 100, nopsiakoBbii HOMEP BHOBb A0OaBNEHHOWM 3anmcu
ACE 6ygeTt no ymonyanuto paseH 110. Bbl MmoXeTe HacTpouTb npupatleHue
C MOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE sBnsieTcs paspewatowmm ACE.
deny: ykasbiBaeT, YTo ACE gaBnseTtca 3anpewatowmm ACE.

protocol: ykasbiBaeT HoMep |IP-npoTtokona. 3HadeHne HaxoauTca B
ananasoHe ot 0 go 255. [na obnerdyeHnst nMcnonb3oBaHUA cUCTEMA
npegocTaBnsgeT 4acTO MCMOoSib3yeMble  COKpalleHus Afs  3aMeHbl
KOHKpeTHbIX HoMepoB |IP-npoTokona, BkMw4asa eigrp, gre, icmp, igmp, ip,
ipinip, nos, ospf, tcp u udp.

host source: ykasbiBaeT, 4710 IP-makeTbl, OTNpaBfieHHble C XOcCTa C
yKa3aHHbIM ncxogHbIM IP-agpecom, unbTpyoTCs.

source source-wildcard: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBNEHHblE C
XOCTOB B YKa3aHHOM cermeHTe IP-ceTu, unbTpytoTes.

host destination: ykasbiBaeT, 4To IP-makeTbl, OTnpaBnAsieMble Ha XOCT C
yKkasaHHbIM |IP-agpecom HasHayeHus, unbTpytoTca. Ecnn HacTpoeHo
Knoyesoe croBo any, IP-nakeTbl, oTnpaBnsemble Ha nbon XocT,
mnbTpyoTCA

Onucanne
napameTpoB

destination destination-wildcard: ykaabiBaeT, 4To IP-nakeTbl, oTNpaBngemble
Ha y3rbl B yKa3aHHOM cermeHTe IP-ceTu, ounbTpyroTCS.

any: ykasblBaeT, 4To IP-nakeTbl, OTnpasnsemble Ha nobor XOCT Unn ¢ Hero,
dumnbTpytoTCA.

precedence precedence: ykasbiBaeT, 4To IP-nakeTbl C yKa3aHHbIM MOSEM
npuopuTeTa B 3arofioBke punbTPyTCS.

tos tos: ykasbiBaeT, 4UTo IP-nakeThbl ¢ ykasdaHHbIM nofnem Tuna cnyxobl (TOS)
B 3arofoBke (punbTpyoTCS.

dscp dscp: ykasbiBaeT, 4to IP-makeTbl C ykaszaHHbIM nonem dcsp B
3arosfioBke PUNbTPYHOTCS.

ecn ecn: ykasblBaeT, 4YTo IP-nakeTbl C yka3aHHbIM NOfieM ecn B 3arofloBke
dumnbTpytoTCA.

fragment: ykasbiBaeT, YTO (PUNLTPYIOTCA TONbKO PparMeHTUPOBaHHbIE
IP-nakeTbl, 3@ UCKNIOYEHMEM NEPBbLIX (PparMeHTOB.

time-range time-range-name: ykasbiBaeT, 4To 9T0T ACE cBsi3aH C
BpeMeHHbIM ananasoHoMm. ACE BCTynaeT B CUITy TONbKO B Npedernax aToro
BPEMEHHOro guanasoHa. [logpobHee O BpemMeHHOM Auanas3oHe CM. B
PYKOBOZCTBE MO HAaCTPOMKe BPEMEHHOrO AnanasoHa.

log: ykasbiBaeT, YTO XypHanbl OyayT nepuoanyeckn BbIBOAUTLCH, €Chuv
OyayT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [ononHuTernbHble
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cBefleHnda o XypHanax cM. B pasgene «BepeHnue xypHana ACL» B 9TOM
OOKyMeHTe

Pexum komaHg

PaclunpeHHbIn pexunm koHdurypaumm I[P ACL

PykoBoacTteo no
NCNONb30BaHNIO

3anyctute 3Ty  KOmaHgy, 4T0Obl pgobaButb 3anmcn  ACE B
NPOHYMEPOBAaHHbIN CMMCOK KOHTPONst 4ocTyna IP B pexvnme KoHGurypaumm
pacLUMPEeHHOro cnucka KoHTpons goctyna IP. Ee Henb3sa ucnonb3oBaTtb Ans
nobasneHns 3anucen ACE B VMMEHOBaAHHbLIN pPacCLUMPEHHbLIN  CMUCOK
KoHTponsa goctyna IP

MpumeHeHue IP ACL

KomaHga ip access-group { acl-id | acl-name }{in | out } [reflect]
Onucanwne acl-id: ykasbiBaeT, 4TO K WHTepdency OyoeTr  nNpUMEHATbCA
napameTpoB NPOHYMEPOBAHHLIN CTaHAAPTHLIN UK paclmpeHHbIn IP ACL.

acl-name: ykasblBaeT, YTO K UHTepdency byaeT NnpyMeHeH UMEHOBaHHbIN
CTaHOapTHbIN Unn pacwmpeHHbin IP ACL.

in: ykasbiBaeT, 4t0 3TO0T ACL «KoHTponupyeT Bxogdawwue IP-nakeTbl
nHTepdenca.

out: ykasbiBaeT, 4to 3T0T ACL KOHTponupyeT ucxoaswme IP-nakeThbl
nHTepenca.

reflect: ykasbiBaeT, 4To pednekcnBHbin ACL BKNOYEH

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

O1ta komaHga 3actaBnsieT |IP ACL pgenctBoBaTb Ha Bxogsdlimve Wnu
ncxogdiumne nakeTbl yKkasaHHOro nHTepdenca
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1.6.1.5. Npumep KoHdUrypaumm

Criegylowiun npumep KoHUrypawmm onucbiBaeT TOSNbKO KOHGUrypaumm, cesasaHHble ¢ ACL.

HacTtpounka IP ACL gnsa 3anpeta otaenam, Kpome oMHaHCOBOro otgena, Ha
AOCTYyn K cepBepy (pMHAHCOBbLIX AaHHbIX

CueHapuii:
Cepeep PMHAHCOBLIX
OaHHbIX
12.1.1.1/24
=
o
Gi 0/3
SWH1
Gi 0/1 Gi 0/2
K k2 "+ LMK K2
: ,: :, :
10.1.1.1/24 10.1.1.2/24 - " 11.1.1.1/24 11.1.1.2/24
PuHaHCOBLINM OTOEN KoHcTpyKTOpCKUIA OTAEN
PucyHok 1-3.
Warn e HactponTte IP ACL.
HaCTpOMKN e [JoBGaBbTe 3anucy ACE B IP ACL.
o [lpumenute IP ACL K ucxogsdwemy HanpaereHuio uHTepdenca,
coeavHsoLero cepsep PUHAHCOBBIX AaHHbIX
SW1 swl(config)#ip access-list standard 1

swl(config-std-nacl)#permit 10.1.1.0 0.0.0.255
swl(config-std-nacl)#deny 11.1.1.1 0.0.0.255
swl(config-std-nacl) #exit

swl(config)#int gigabitEthernet 0/3
swl(config-if-GigabitEthernet 0/3)#ip access-group 1 out
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MpoBepka e Ha [lK otgena uccnepgoBaHun n pa3paboTok MPONUHrymnTe cepsep
(PUHAHCOBLIX AaHHbIX. Y6eauTech, YTO onepaumsi NPOBEPKM CBS3N He
yaanace.

e Ha TK dwuHaHcoBoro otgena nponuHrynte cepeep ¢UMHAHCOBbLIX
AaHHbIX. YO6eauTech, 4To onepaums NpoBEPKN CBA3M NPOLLA YCneLwHo

Swi swl(config)#show access-lists

ip access-list standard 1
10 permit 10.1.1.0 0.0.0.255
20 deny 11.1.1.0 0.0.0.255

swl(config)#show access-group
ip access-group 1 out
MpumeHseTca Ha nHTepdence GigabitEthernet 0/3

1.6.2. HacTtpouka pacwmpeHHoro ACL MAC
1.6.2.1. dphbeKkT KOHhUrypaumum

HacTtponte u npumeHuTte pacwmpenHbin ACL MAC K nHTepdemncy, 4tobbl KOHTPONMPOBAaTL BCE
BxoAswue n ucxogsawme naketbl IPv4 atoro mHTepdoenca. Bbl MoxeTe paspewmnTb wUnu
3anpeTuTb BBOA OMpederneHHbIX nakeToB L2 B ceTb, 4YTOObI KOHTponupoBaTb AOCTYM
nornb3oBaTenen K ceTeBbIM pecypcamM Ha OCHOBE NakeToB L2.

1.6.2.2. lLUarn HacTpomnkm

Hactponka pacwmpeHHoro ACL MAC

o (OGszaTenbHo) HacTtponTe pacwmpeHHbin ACL MAC, ecnu Bbl XOTUTE KOHTPONMPOBaTh
AOCTyn nonb3oBaTenen K CceTeBbIM pecypcaM Ha OCHOBe 3arofioBka naketa L2,
Hanpumep, MAC-agpeca lNK kaxgoro nonb3oBaTtens.

e Bbl mMoxeTe HactpouTb aTtoT ACL Ana ycTpoOWCTB [OCTyna, arperauun n sgpa B
3aBMCMMOCTHM OT pacnpegerneHns nonb3osartenen. PacwmpenHsin ACL MAC gencreyeTt
TOMbKO Ha NIOKanbHOM YCTPOMCTBE U HE BNUSAET Ha Opyrue yCTponcTea B CeTH.

[No6aBneHune 3anmucen ACE B pacwmpeHHbin ACL MAC

(OnuunoHanbHo) ACL mMoxeT cogepxaTb HOMb unvM Heckonbko 3anucen ACE. Ecnn ACE He
HacTpoeH, Bce Bxoaswme L2 Ethernet-nakeTbl yCTPONCTBA NO YMOMYAHMIO OTKITOHSIKOTCS.

NMpumeHeHune pacwmpeHHoro ACL MAC

o (OGsazaTenbHo) MpumennTe pacwmpeHHbin ACL MAC K ykazaHHOMY MHTepdency, ecnu
Bbl XOTUTE, 4TOObI 3TOT ACL BCTYNWUn B cuny.

e  Bbl MOXeTe npuMeHnTb paclumpeHHbin ACL MAC K ykazaHHOMY MHTepdency yCTponuCTB
AOCTyna, arperauun n sapa B 3aBUCMMOCTU OT pacnpeaeneHns nonb3oBartenen.

1.6.2.3. NMpoBepka

e Vcnonb3ynte crnegywowme wMetoabl ANA  nNposBepkn 3pdeKToB  KOHUrypawumm
pacwmpeHHoro ACL MAC:
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Ecnn pacwupeHHbin ACL MAC HacTpoeH Ha paspelueHue Unu 3anpeT HEKOTOpPbIX
IP-nakeToB, 3anycTuTe KoMaHgy ping, 4Tobbl NpoBepuTb, AencTBytoT N ACE aTtoro
ACL Ha ykaszaHHOM uHTepdence. Hanpumep, pacwmpeHHbin ACL MAC HacTpoeH Arnis
npegoTepalleHnsa npuema IP-naketoB uHTepdericom yctponctea (tun Ethernet —
0x0800), Anst NPoOBEPKN BbINOMHUTE KOMaHAy ping.

Ecnn pacwupeHHbin ACL MAC HacTpoeH Ha paspelueHue Unu 3anpeT HEKOTOPbIX
nakeToB, OTNMYHbIX OT IP (Hanpumep, naketoB ARP), Takxe 3anyctute komaHay ping,
yTobbl npoBepuTb, AenctBytoT N ACE atoro ACL Ha yka3aHHOM uHTepdelice.
Hanpumep, 4Tt06bl OTunbTpoBaTh NakeTbl ARP, BbinoNHWTE KomaHway ping Ans
NPOBEPKMU.

Bbl Takke MoxeTe co3gatb MNakeTbl L2, oTBevawlwme HEeKOTOpbIM YyKasaHHbIM
XapaKkTepucTukam, 4tobbl NpoBepuTb, AeNCcTByeT Nu pacwmpeHHsin ACL MAC. Kak
npasuno, nogrotosbTe Asa [1K, co3gante mn otnpaBbTe nakeTbl L2 Ha ogHom [1K,
BKMOUNTE 3axBaT MakeToB Ha gpyrom K 1 npoBepbTe, nepecbinarTcs Ny nakeTobl
OOIMKHBIM 00pa3oM (nepeckinarTca nnu 6NoKNpPyTCs) B COOTBETCTBUN C AENCTBUEM,
yKkasaHHbIM B ACE.

1.6.2.4. CBA3aHHaA KomaHAaa

Hactpoika pacwumpeHHOro cnucka koHtpons goctyna MAC

KomaHga mac access-list extended {acl-name | acl-id }
Onuncanne acl-name: ykasbiBaeT ums pacwmpeHHoro ACL MAC. Ecnn aTtoT napameTp
napameTpoB HacTpoeH, cos3daetcs uMmeHoBaHHbli ACL. Wma npenctaensieT cobon

cTpoky oT 1 go 99 cumpornoB. ima ACL He MOXET HaumHaTbCs C undp
(0-9), «in» nnn «outy.

acl-id: ykasbiBaeT ngeHtTudukaTop, KOTOpbIN OAHO3HAYHO NOEHTUdULMPYET
pacwmpeHHbin ACL MAC. Ecnum 3TOT napameTp HaCTpOeH, co3faeTcs
HymepoBaHHbI ACL. [InanasoH 3HadeHun acl-id — 700—799

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 3Ty KomaHgy, 4YTobbl HacTpouTb pacwmpeHHbin ACL MAC wu
BOWUTM B pexumm kKoHdurypaumm paclumpeHHoro ACL MAC. Bbl moxeTte
HacTpouTb pacwmpeHHein ACL MAC pgna ynpasreHus [OCTYrnom
nonb3oBaTenen K CceTeBbIM pecypcam MNyTeM MNpoBepkn MHpopmauun L2
Ethernet-naketoB

Ho6aBneHne ACE B pacwumpeHHbin ACL MAC
Mcnonb3ynte nobon n3 cnegyrowmx metogos anst gobaenenus sanncenn ACE B paclumpeHHbi

ACL MAC:
e [lobaBbTe ACE B paclwmpeHHbIn pexnm koHdurypaumm ACL MAC.
KomaHga [sn] { permit | deny } {any | host src-mac-addr} {any | host dst-mac-addr}
[ethernet-type] [cos cos [inner cos ]] [ time-range tm-rng-name ]
OnucaHue sn: ykasbiBaeT nopsakoBbii Homep ACE. 3HavyeHne HaxoanTca B guanasoHe
napameTpoB oT 1 0o 2147483 647. JTOT NOPAOKOBLIA HOMEP OnpeaenseT NpuopuTeT
aton 3arvcn ACE B ACL. MeHbLuMIA NMOPSAOKOBLIA HOMEpP YKasbiBaeT Ha
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6onee Bbicokun npuoputet. ACE c 6onee BbICOKMM npuoputeTom Byaet
npeanoyTUTENbHO NCMOMBL30BAaTLCA ANA COMNOCTaBneHns nakeTos. Ecnu Bl
He ykaxeTe nNOpPSAKOBbIN Homep npu pobaesneHnn ACE, cuctema
aBTOMaTMYeCKNn MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIM  paBeH
npupawenuno (no ymonyanuio 10) nnoc NOpsiAKoBbIN HOMEpP MocnegHero
ACE B Tekywem ACL. Hanpumep, ecnu nopsgkoBbli HOMeEp nocrnegHemn
3anucn ACE paBeH 100, nopsigkoBbIi HOMeEp BHOBb 400OaBnEHHOM 3anuncu
ACE 6ygeTt no ymonyanuto paseH 110. Bbl MmoXeTe HacTpouTb npupatleHue
C MOMOLLLIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE sBnsieTcs paspewatowmm ACE.
deny: ykasbiBaeT, YTo ACE gaBnseTtca 3anpewatowmm ACE.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble C noboro Xxocra,
GunbTpyoTCA.

host src-mac-addr: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBreHHbIe C XOCTa C
yKasaHHbIM ncxogHeiM MAC-agpecom, hmnbTpytoTcs.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwobon XocT,
PUNLTPYOTCS.

host dst-mac-addr: ykasbiBaeT, 4to IP-nakeTbl, OTApaBngemMble Ha XOCT C
ykasaHHbIM MAC-agpecom HasHadeHus1, punbTpytoTCs.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
PUNLTPYOTCS.

COS COS: YyKasblBaeT, 4TO nakeTbl L2 C yka3aHHbIM MoOfeM Knacca
obcnyxueaHus (COS) BO BHELLHEM Tere hunbTpytoTcs.

inner cos: ykasblBaeT, 4TO nakeTbl L2 C yKkasaHHbIM MOfIEM COS BO
BHYTPEHHEM Tere punbTPyTCS.

time-range time-range-name: ykasbiBaeT, 4To 3T0T ACE cBsi3aH C
BpeMeHHbIM anana3oHom. ACE BcTynaeT B cuiy TONbKO B Npeaenax aToro
BPEMEHHOro AmanasoHa. [logpobHee O BpeMeHHOM AuanasoHe CM. B
PYKOBOZCTBE MO HACTPOWMKE BPEMEHHOTO AMana3oHa.

Pexum komaHg

PacwunpeHHbIn pexum koHpurypaumn ACL MAC

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute aTy komaHay, 4YTobbl go6asnte ACE B pacCLUMPEHHbIN PEXnUM
KoHdurypaumm ACL MAC. ACL mMoXeT OblTb MMEHOBaAHHbIM MU
HymepoBaHHbIM ACL

@ §) QTECH

MWP [OOCTYNHEE

49




PykoBoacTeo no Hactpolike cepust QSW-6900

HacTtpoiika ACL

e [lo6aBbTe ACE B pacwmpeHHbin ACL MAC B pexunme rnobanbHon KoHurypauuu.

KomaHga access-list acl-id { permit | deny } {any | host src-mac-addr} {any | host
dst-mac-addr} [ethernet-type] [cos cos [inner cos]] [ time-range tm-rng-
name |

Onucanwne acl-id: ykasbiBaeT wuageHTMduKaTop MpoHymepoBaHHoro ACL. OH

napameTpoB OAHO3Ha4yHO uaeHTnduumpyet ACL. [lnanasoH 3HavyeHun acl-id: 700—799.

permit: ykasbiBaeT, 4to ACE sBnsieTcs paspeLwatowmm ACE.
deny: ykasbiBaeT, YTo ACE gaBnseTtca 3anpewatowmm ACE.

host src-mac-addr: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBreHHbIe C XOCTa C
yKasaHHbIM ncxogHeiM MAC-agpecom, hmnbTpytoTcs.

hostsource: ykasbiBaeT, 4710 IP-makeTbl, OTMpPaBneHHble C XocTa C
yKasaHHbIM ncxogHeim MAC-agpecoM, omnbTpyoTCA.

any: ykasbiBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwobon XocT,
PUNLTPYOTCS.

host dst-mac-addr: ykasbiBaeT, 4to IP-nakeTbl, OTApaBngemMble Ha XOCT C
ykasaHHbIM MAC-agpecom HasHadeHus1, punbTpytoTCs.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
PUNLTPYOTCS.

COS COS: yKasblBaeT, YTo nakeTbl L2 ¢ ykazaHHbIM NOMEM COS BO BHELLHEM
Tere punbTpyrOTCS.

inner cos: ykasblBaeT, 4TO nakeTbl L2 C ykasaHHbIM MOfIEM COS BO
BHYTPEHHEM Tere punbTPyTCS.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM avana3oHoM. ACE BCTynaeT B cury TOMbKO B Npederax 3Toro
BpEMEHHOro [guanasoHa. [ns nonyvyeHus nogpobHon uHdopmaumm o
BPEMEHHOM [Mana3oHe CM. B PYKOBOACTBE MO HACTPOWKE BPEMEHHOro
AnanasoHa

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 3Ty KomaHgy, 4tobbl gobaeuTtb 3anucu ACE B pacluMpeHHbIn
ACL c¢ HymepoBaHHbiIM MAC-agpecom B pexume rnobanbHon
KOHdurypaumm. Ero Henb3s wucnonb3oBaTtb ans gobaenenHns ACE B
MMEHOBaHHbIN pacwmpeHHbin ACL MAC

NMpumeHeHune pacwmpeHHoro ACL MAC

KomaHga mac access-group { acl-id | acl-name } {in | out }
Onuncanne acl-id: ykasblBaeT, 4YTO K UHTepdency OyaeT NpUMMEHEH pacLUMpPEHHbIN
napameTpoB HymepoBaHHbIn MAC IP ACL.

acl-name: ykasblBaeT, YTO K UHTepdency byaeT NpyMeHeH MMEHOBaHHbIN
pacwmpeHHbin IP ACL MAC.
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in: ykasbiBaeT, 4Yto 3TO0T ACL KOHTponupyeT BXxoAsuiMe nakeTbl L2
UHTepdenca.

out: ykasbiBaeT, 4yTto 9TOT ACL KOHTpOonupyeT wucxopsdline naketbl L2
UHTepdenca

Pexum komaHg

Pexum koHdurypaunm nHtepderica

PykoBoacTteo no
NCNONb30BaHMIO

OTa KoMaHga 3acTaBnsieT paclumpeHHbin ACL MAC penctBoBaTb Ha
BXOASILLME UMN NCXOASLLME NaKeTbl yKa3aHHOro nHTepdenca

1.6.2.5. Npumep KoHdUrypaumm

Cniegylowun npumep KoHUrypawmm onucbiBaeT TOSNIbKO KOHGUrypaumm, cesasaHHble ¢ ACL.

Hactpouka pacwmpeHHoro ACL MAC ansi orpaHu4eHusi pecypcoB, AOCTYMHbIX

noceTutTenam
CueHapui:

JaHHbIX

MAC: 00c6.b300.000d

Cepeep (h1HAHCOBbLIX OOwecTBEHHLIN cepBep
" MAC: 00¢6.b300.000c

Gi 0/3

PaboTHuMK “-._  Moceturenn .-~

PucyHok 1-4.

Warn
HaCTPONKK

HacTtpowTe pacwmnpeHHbin ACL MAC.
[ob6aebTe ACE B paclwmpeHHbin ACL MAC.

MpumenuTe pacwmpeHHbin ACL MAC K ncxogsiemy HanpasrneHuto
WHTepdenca, NOAKITOYEHHOTO K 30HE AN noceTuTenen, 4tobbl
nocetmtensm Obin paspeweH goctyn B WHTepHeT wu K
o6LenocTynHoMy cepBepy KOMMaHWW, HO 3anpeweH JOocTyn K
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cepBepy (QMHAHCOBLIX AAHHbIX KOMMNaHun. To ecTb noceTutenu He
MOryT nonyynTb Joctyn K cepsepy ¢ MAC-agpecom 00¢6.b300.000d

SW1 swl(config)#mac access-list extended 700
swl(config-mac-nacl)#deny any host 00c6.6300.000d
swl(config-mac-nacl)#pemit any any
swl(config-mac-nacl)#exit

swi(config)#int gigabitEthernet 0/2
swl(config-if-GigabitEthernet 0/2)#mac access-group 700 in

MpoBepka e Ha komnbloTepe noceTuTens NPOMNUHIyinTe cepeep (UHAHCOBbLIX
[AaHHbIX. Y6eamTech, Y4To onepauusi NpoBepKN CBA3M He yaanach

MpoBepka e Ha komnbloTepe nocetTutensa NPONUHrynTe cepeep 06LLEea0CTYNHOro
pecypca. Ybegutecb, 4TO oOnepauusi MPOBEPKA CBA3W nNpoLuna
yCMeLLHO.

e Ha komnbloTepe nocetTuTens nogknoumtecb kK IHTEpHETY, Hanpumep,
nocetute Beb-cant QTECH. Yb6eantecb, 4to BEG-CTpaHULY MOXHO
OTKpbITb

Swi swl(config)#show access-lists

mac access-list extended 700

10 deny any host 00c6.b300.000d etype-any
20 permit any any etype-any
swl(config)#show access-group

mac access-group 700 in

Applied On interface GigabitEthernet 0/2

1.6.3. HacTtpownka akcnepTHoOro pacwupeHHoro ACL

1.6.3.1. dphbeKkT KOHhUrypaumum

Hactponte wn npuMeHuTe OKCMepTHbIM pacwmpeHHbln ACL Kk  uHTepdency, 4ToObI
KOHTpONMpoBaTb BXOASLUME N UCXOOsALWME NakeTbl MHTepdenca Ha ocHoBe MHopMauun L2 n
L3, a Takke paspelLaTb Unu 3anpewatb BBO onpeneneHHbIX NakeTtos B ceTb. Kpome Toro, Bbl
MOXETe HAaCTPOUTb IKCNEPTHbIN paclumpeHHbin ACL ans ynpasneHna BceMn naketamu L2 Ha
ocHoBe VLAN, 4TOoObl paspewunTb Wnu 3anpeTuTb AOCTYM MONb3oBaTeNerd B HEKOTOPbIX
CerMeHTax ceTu K ceTeBbIM pecypcam. Kak npaBuro, Bbl MOXeTe MCNOoSib30BaTh 3KCNEPTHbLIN
pacwmpeHHbin ACL, ecnn Bbl xoTuTe BKMoUNTb ACE IP ACL 1 pacwwmnpenHoro ACL MAC B oguH
ACL.

1.6.3.2. LLlarn HacTpounku

Hactpouka akcnepTtHoro pacwupeHHoro ACL

e (ObGsaAsaTtenbHo) Hactponte aKcnepTHbI pacwupeHHbin ACL, ecnn Bbl XOTuTe
KOHTpONMpoBaTb AOCTYN Mofb30BaTenen K ceTeBbiM pecypcaM Ha OCHOBE 3arofioBka
naketa L2, Hanpumep, naeHtndunkatopa VLAN.
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o Bbl moxeTe HacTpouTb aTtoT ACL Ana ycTpoucTs AoCTyna, arperaumm u ggpa B
3aBUCMMOCTU OT pacnpefeneHus nonb3oBaTenien. JKCnepTHbI pacmpeHHbin ACL
OEeNCTBYeT TONIbKO Ha JIoKarbHOM YCTPOMCTBE M He BMSET Ha Jpyrve ycTpoucTBa B
ceTn.

Ho6aBneHune 3anucen ACE B 3aKCnepTHbIN paclumpeHHbin ACL

(OnuuoHanbHO) ACL mMoXeT cogepxaTb HOMb MnuM Heckonbko 3anucen ACE. Ecnn ACE He
HaCTPOEH, BCe BXOAdLLME NaKeTbl YCTPOMCTBA MO YMOMYaHUIO 3anpeLleHbl.

NMpumeHeHMe 3KcnepTHOro pacwmpeHHoro ACL

o (OGsazaTtenbHo) [lpumeHUTE 3KCMEPTHbIM pacwmpeHHbin ACL K yka3aHHOMY
UHTepdency, ecnum Bbl XoTuTe, YTObLI 3TOT ACL BCTYNUA B cuny.

e Bbl MoxeTe nNpYMeHWTb 3KCNEPTHbIA paclumpeHHbin ACL BO BXxogsLEM WM
NcxXodsLLEeM HanpaBreHUN yKkazaHHOro MHTepdeiica YCTPOMUCTB AOCTYyNa, arperaumm u
aapa B 3aBUCHMOCTU OT pacnpeeneHns nonb3oeaTtenen.

1.6.3.3. NMpoBepka

o Vcnonb3ynte crnegywowme wmetoabl And  npoBepkn 3dhdekToB  KOHGUrypauum
aKcnepTHoro pacwmpeHHoro ACL:

e Ecnu B akcnepTtHoM pacwwmpeHHoMm ACL HacTpoeHbl npasuna goctyna Ha ocHose IP
ONA paspelweHus unu 3anpeta HekoTopbiX |IP-naketos, 3anycTute KomaHgy ping,
4TO6bI NPOBEPUTL, 4ENCTBYIOT NN 3TN NpaBuna.

e Ecnu npasuna poctyna Ha ocHoBe MAC-agpecoB HacCTpOEHbl B 3KCMEPTHOM
pacwmpeHHom ACL ang paspeLueHns unm 3anpeTta HeKOTopbIX nakeTos L2 (Hanpumep,
naketoB ARP), Takke 3anyctute komaHay ping, 4Tobbl npoBepuTb, AencTteytoT nin ACE
atoro ACL Ha ykasaHHOM WHTepdence. Hanpumep, 4ToObl OTPUNLTPOBATL NaKeTbl
ARP, BbINonH1UTE KOMaHAy ping Ansi NPOBEPKN.

e Ecnu npaBuna pgoctyna Ha ocHoBe naeHtugukatopa VLAN HacTpoeHbl B 9KCNEePTHOM
paclumpeHHoM ACL ang paspeLueHust unmn sanpeTta HEKOTOPbIX NakeToB L2 B HEKOTOPLIX
cerMeHTax ceTu (Hanpumep, ANA npegoTBpaweHns obmeHa JdaHHbIMU - Mexay
noneb3oatenamu VLAN 1 n VLAN 2), nponuHrynte MK VLAN 2 Ha MK VLAN 1. B cniyvae
cbos onepauun ping npasuna BCTynawT B CUITY.

1.6.3.4. CBA3aHHas KOMaHAa
Hactpowka akcnepTtHoro pacwupeHHoro ACL

KomaHga expert access-list extended {acl-name | acl-id }
Onuncanne acl-name: ykasblBaeT UMS 3KCMepTHOro pacwmpeHHoro ACL. Ecnn aTtoT
napameTpoB napameTp HacTpoeH, co3gaeTtcsa nmeHoBaHHbln ACL. NMs npeactaBndet

cobon ctpoky oT 1 oo 99 cumeonoB. Vima ACL He MOXET HauMHaTbCS € unddp
(0-9), «in» nnn «outy.

acl-id: ykasbiBaeT ngeHTndmkaTop aKCnepTHoro paclumpeHHoro ACL. Ecnn
3TOT MNapaMeTp HaCTPOeH, co3gaeTcs HymepoBaHHbii ACL. [dnanasoH
3Ha4eHun acl-id: 2700-2899

Pexum komang | Pexxnm rmobanbHon koHdurypaumm

PykoBoacteo no | 3anyctute aTy KomMaHay, YTobbl HACTpouTb paclumpeHHbii ACL n BONT B
NCMOMb30BaHUIO | PEXNM KOHUrypaLmMm 3KCNepTHbIX paclumpeHHbix ACL
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Ho6aBneHune 3anucen ACE B aKCnepTHbIN pacumpeHHbIn ACL

Ncnonb3ynte nobon ns cnegylowmx Metoaos, 4Tobbl fobaButb 3anucn ACE B 9KCNepTHLIN
paclumpeHHbIn ACL:

e [lo6aBbTe ACE B 3KCNEpPTHOM pacLUMpeHHOM pexunme koHgurypaumm ACL.

KomaHpa

[sn] { permit |[deny } [protocol| [ethernet-type] [ cos[out] [inner in]]] [[VID
[out] [inner in]]] {sourcesource wildcard | hostsource | anyKhost source-
mac-address|any } {destination destination-wildcard | host destination | any}
{host destination-mac-address | any} [[precedence precedence][tos tos] |
[dscp dscp] [ecn ecn] ] [fragment] [range lowerupper] [[udf udf-id header
pos value mask ] | [int-flag] ] [time-range time-range-name]]

OnwucaHue
napamMmeTpoB

sn: ykasbiBaeT nopsakosbii Homep ACE. 3HavyeHne HaxoanTcs B AnanasoHe
oT 1 00 2147483 647. STOT NOPALKOBLIA HOMEP onpeaenseT NpuopuTeT
aton 3anucn ACE B ACL. MeHbLuMiA NMOPSAKOBLIN HOMEP YKa3blBaeT Ha
f6onee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTom Gyaet
npeanoyTUTENbHO NCMOMBL30BaTLCA ANA CONoCTaBneHns naketos. Ecnuv Bbl
He ykaxeTe nopsakoBbli Homep npu pobasneHun ACE, cuctema
aBTOMaTM4YeCKNM MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIM  paBeH
npupawenno (no ymonyanuio 10) nnoc NopsiAKoBbIN HOMEpP MOcneaHero
ACE B Tekywem ACL. Hanpumep, ecnv nopsgkoBbli HOMeEp nocrieaHen
3anucn ACE paseH 100, nopsgkoBbii HOMEP BHOBb A406aBNEHHON 3anmcu
ACE 6yaet no ymonyanuio paseH 110. Bl MmoXxeTe HacTpouTb npupatleHue
C MOMOLLLIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE siBnsieTcs paspeLwatowwnm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep IP-npoTokona. [lnanasoH 3HadeHui oT 0 go 255.
Ona obneryeHna wucnonb3oBaHUs CUCTEMa MpefocTaBnsdeT  4acTo
nucnonb3yemble  COKpalleHWs Ofs  3aMeHbl  KOHKPETHbIX HOMepoB
npoTokonoe IP, Bkntovasa eigrp, gre, icmp, igmp, ip, ipinip, nos, ospf, tcp n
udp.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
dumnbTpytoTCA.

COS out: ykasblBaeT, YTO nakeTbl L2 ¢ yka3aHHbIM NOfieM COS BO BHELUHEM
Tere punbTpyrOTCS.

COS inner in: ykasblBaeT, 4YTO MakeTbl L2 C ykasaHHbIM Monem CoS BO
BHYTPEHHEM Tere punbTPyTCS.

VID out: ykasblBaeT, 4YTo nakeTbl L2 c ykasaHHbIM nosiem VLAN ID Bo
BHELLHEM Tere punbTpyoTCS.

VID inner in: yka3blBaeT, 4TO MakeTbl L2 C YyKkasaHHbIM MOJEM
naeHTudukatopa VLAN BO BHYTpPEHHEM Tere ounbTpyoTCS.

source source-wildcard: ykasbiBaeT, 4TO IP-nakeTbl, OTMpaBneHHble C
XOCTOB B YKa3aHHOM cermeHte IP-ceTun, unbTpytoTCs.

host source: ykasbiBaeT, 4TO IP-nakeTbl, OTNpPaBfEeHHble C XOocTa C
yKasaHHbIM NCXodHbIM IP-agpecom, punbTpyroTCS.

any: ykasbiBaeT, 4To IP-nakeTbl, oOTnpaBrneHHble ¢ nwboro yana,
PpunbTpyoTCA.
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Onucanwne host source-mac-address: ykasbiBaeT, YTO |P-nakeTbl, OTNpaBreHHbIe C
napamMmeTpoB X0CTa C yKasaHHbIM ncxogHsim MAC-agpecoMm, (pmnbTpytoTcs.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nobon XocT,
GunbTpyoTCA.

destination destination-wildcard: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBngemble
Ha y3nbl B yka3aHHOM cermeHTe |IP-ceTn, ounbTpytoTcs.

host destination: ykasbiBaeT, 4TO IP-makeTbl, OTnpaBnAsieMble Ha XOCT C
yKasaHHbIM IP-agpecom HasHa4vyeHusi, PUnbTpyoTCS.

any: ykasblBaeT, 4TO IP-nakeTbl, oTnpaBndemble Ha nobon XOCT,
GunbTpyoTCA.

host destination-mac-address: ykasbiBaeT, 4Yto |P-nakeTbl, OTNpaBneHHbIe
Ha XOCT C yka3aHHbIM MAC-agpecoM HasHavyeHusi, PuUnbTPYyTCA.

any: ykasblBaeT, 4YTO MakeTbl L2, oTnpasBnsemble Ha mnwoboON XOCT,
GunbTpyOTCA.

precedence precedence: ykasbiBaeT, YTo |P-nakeThbl C yka3aHHbIM Nonem
npuopuTeTa B 3arofnioBke ounbTpytoTCS.

tos tos: ykasbiBaeT, 4YTo IP-nakeTbl C yka3aHHbIM MofemM tos B 3arosioBke
PUNbLTPYOTCS.

dscp dscp: ykasbiBaeT, 4to IP-makeTbl C ykasaHHbIM nonem dcsp B
3aronoske punbTpyroTCSA.

ecn ecn: ykasblBaeT, 4YTo IP-nakeTbl C yka3aHHbIM MOfIEM ecn B 3arofloBke
dunbTpytoTCS.

fragment: ykasbiBaeT, 4TO PUNLTPYIOTCA TOMNbKO PparMeHTUPOBaHHbIE
IP-nakeTbl, 3@ UCKNIOYEHMEM NEPBLIX (bparMeHTOB.

udf udf-id header pos value mask: ykasbiBaeT HacTpaMBaemMble NOs.
int-flag: ykasbiBaeT, 4To none dnara int naketoB punbTpyeTCs.

time-range time-range-name: ykasbiBaeT, 4To 3T0T ACE cBfi3aH C
BpPEMEHHbIM anana3oHom. ACE BcTynaeT B cuiy TONbKO B Npedenax aToro
BPEMEHHOro AmanasoHa. [MogpobHee O BpeEMEHHOM [AuanasoHe CM. B
PYKOBOZCTBE MO HAaCTPOiiKe BPEMEHHOIO AnanasoHa

Pexum komaHg

OKCNEePTHbIN pacLUMPEHHBIA peXxnm KoHdurypauum ACL

PykoBoacTteo no
NCNOSb30BaHMIO

3anyctute 3Ty KomaHgy, 4tobbl goGaeuTb 3anmMcun ACE B 9kCnepTHOM
pacluMpeHHOM pexume koHdwurypaumm ACL. ACL moxeT ObiTb
MMEHOBaHHbIM 1N HymepoBaHHbIM ACL
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e [lobaBbte ACE B 93KCNepTHbIn pacwmpeHHbin ACL B pexume rnobanbHom
KOHpurypaumu.

KomaHpa

access-list acl-id{ permit |deny }[protocol| [ethernet-type][ cos[out] [inner
in]]] [[VID [out][inner in]]] {source source-wildcard | hostsource | anyX{host
source-mac-addresslany }  {destination  destination  wildcard |
hostdestination | any} {host destination-mac-address | any} [[precedence
precedence][tos tos] | [dscp dscp] [ecn ecn] ] [fragment] [range
lowerupper] [[udf udf-id header pos value mask ] | [int-flag] ] [time-range
time-range-name]]

OnwucaHue
napamMmeTpoB

acl-id: ykasbiBaeT wugeHTMduKaTop NpoHymepoBaHHoro ACL. OH
OAHO3Ha4yHO naeHTndmumpyet ACL. [lnanasoH 3HadeHun acl-id ot 2700 go
2899.

permit: ykasbiBaeT, 4to ACE aBnsieTcs paspelatowwnm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsetca 3anpewatowimm ACE

protocol: ykasbiBaeT Homep IP-npoTtokona. 3HadeHne HaxoauTca B
ananasoHe ot 0 go 255. [na obnerdyeHnst ncnonb3oBaHUA cuUcTemMa
npegocTaBnsgeT 4acTO MCMOSb3yeMble  COKpalleHus Ans  3aMeHbl
KOHKpeTHbIX HoMepoB |IP-npoTokona, BkMwyasa eigrp, gre, icmp, igmp, ip,
ipinip, nos, ospf, tcp u udp.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
PUNLTPYOTCS.

COS out: ykasblBaeT, YTO nakeTbl L2 ¢ yka3aHHbIM NOsieM COS BO BHELUHEM
Tere punbTpylOTCA.

COS inner in: ykasblBaeT, YTO nakeTbl L2 C yka3aHHbIM MNosieMm COS BO
BHYTPEHHEM Tere punbTPyTCS.

VID out: ykasblBaeT, 4To nakeTbl L2 ¢ ykasaHHbiM nonem VLAN ID BoO
BHELLHEM Tere punbTpyoTCS.

VID inner in: ykasblBaeT, 4TO MakeTbl L2 C YyKasaHHbIM MOJfEM
naeHTudukatopa VLAN BO BHYTpPEHHEM Tere ounbTpyoTCS.

source source-wildcard: ykasbiBaeT, 4TO |P-nakeTbl, OTMpaBri€HHbIE C
XOCTOB B YKka3aHHOM cermeHTe IP-cetn, hunbTpytoTcA.

host source: ykasbiBaeT, 4TO IP-makeTbl, OTMpaBfiEHHble C XOcCTa C
yKasaHHbIM ncxogHblM IP-agpecom, ounbTpyroTCS.

any: ykasbiBaeT, 4Tto IP-nakeTbl, oTnpasneHHble ¢ nwboro yana,
dumnbTpytoTCS.

host source-mac-address: ykasbiBaeT, 4TO |P-nakeTbl, OTNpaBrEeHHbIE C
XOCTa C yKa3aHHbIM ncxogHoeiM MAC-agpecom, unbTpyroTCS.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwobon XocT,
dunbTpyoTCA.

destination destination-wildcard: yKasblBaer, yTo IP-nakeThbl,
oTnpaBnsieMble Ha y3nbl B Yka3aHHOM cermeHTe IP-ceTu, unbTpytoTcs.

host destination: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBnsiemMble Ha XOCT C
yKasaHHbIM IP-agpecomM HasHavyeHus, punbTpyroTCS.
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OI'II/IcaHI/Ie any: yKaSbIBaeT, YyTo |P-I‘IaKeTbI, OTI'IpaBJ'IﬂeMbIe Ha J'IP060I7I XOCT,
napamMmeTpoB PuUnbTpyOTCA.

host destination-mac-address: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBeHHble
Ha XOCT C YkasaHHbIM MAC-agpecom HasHavyeHus, PUnbTPYHTCA.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nbon XocT,
dunbTpyoTCA.

precedence precedence: ykasblBaeT, YTo |IP-nakeTbl C yka3aHHbIM MONeM
npuopuTeTa B 3arofioBke UnbTPYIOTCS.

tos tos: ykasbiBaeT, 4YTO IP-nakeTbl C yKa3aHHbIM norieM tos B 3arorioBke
GunbTpyoTCA.

dscp dscp: ykasbiBaeT, 4TO IP-nakeTbl C yka3aHHbIM nonem dcsp B
3aronoske punbTpytoTCS.

ecn ecn: ykasblBaeT, YTO IP-nakeThbl C yKa3aHHbIM MOfieEM eCcn B 3arosioBke
GunbTpyoTCA.

fragment: ykasbiBaeT, 4TO PUNLTPYIOTCH TOMNbKO PparMeHTUPOBaHHbIE
IP-nakeThbl, 32 UCKITOYEHEM NepBbIX (dparMeHTOB.

udf udf-id header pos value mask: ykasbiBaeT HacTpamMBaemble Noss.
int-flag: ykasbiBaeT, 4To none dnara int NnakeToB PUnbLTPyeTCS.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM ananasoHoMm. ACE BcTynaeT B cuny TOMbKO B Npefenax 3Toro
BpeMeHHOro AuanasoHa. llogpobHee O BpeMeHHOM AuanasoHe CM. B
PYKOBOACTBE MO HaCTPONKE BPEMEHHOro avanasoHa

Pexum komaHg,

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no
1MCNONb30BaHNIO

3anyctute 3Ty KomaHgy, Ytobbl gobasutb 3anmcn ACE B HyYMeEpOBaHHbLIN
3KCNEepTHbIN paclumpeHHbin ACL B pexxume rnobanbHom KoHdurypaumm. Ero
Henb3sa uncnonb3oBaTh ANa gobaeneHusa 3anncert ACE B MMeHOBaHHbIN
AKCMepTHbIN paclumpeHHbin ACL

NMpumeHeHne akcnepTHOro pacwmpeHHoro ACL

KomaHga expert access-group { acl-id | acl-name }{in | out }
Onuncanne acl-id: ykasblBaeT, 4YTo K MHTepdency byoeT nNpMMeHeH HyMepOBaHHbIN
napameTpoB AKCMEPTHbIN paclumpeHHbIn ACL.

acl-name: ykasblBaeT, 4YTo K UHTepdency 6yaeT NPUMEHEH UMEHOBAHHbIN
3KCMEpPTHbIN paclumpeHHbIn ACL.

in: ykasbiBaeT, 4To 9TO0T ACL KOHTponupyeT BXoAslme nakeTbl L2
nHTEepdenca.

out: ykasbiBaeT, 4yto 9TOT ACL KOHTpOnupyeT wucxopsdwine naketbl L2
nHTepdenca

Pexnm komaHa

Pexum koHdurypaummn nHtepdenca
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PykoBoacTBO no | OTa komaHaa 3acTaBnsieT 3KCNePTHbI paclumpeHHbin ACL aeicTBoBaTh Ha
MCMNONb30BaHMIO | BXOASILLIME UMW UCXOASALLME NAKETbl YKa3aHHOTO MHTepderica

1.6.3.5. Npumep KoHdUrypaumm

Criegylowun npumep KoHUrypawmm onucbiBaeT TONbKO KOHdUrypaumm, cesasaHHble ¢ ACL.

Hactpounka akcneptHoro pacwmpeHHoro ACL ansa orpaHu4eHuUsi pecypcos,
AOCTYNHbIX NoceTuTensm (TpebyeTcs, 4TOObI NOCETUTENN U COTPYAHUKU HE MOINK
obwaTtbcA Apyr ¢ Apyrom, nocetutesniM MOrnM MNONy4YUTb AOCTYN K cepBepy
o6LWwenoCTYyNHbIX PecypcoB, HO He K cepBepy (PUHAHCOBLIX AaHHbIX KOMMaHWUK.)
CueHapun:

.-" Cepsepbl

Cepsep (p1HaAHCOBLIX :' . OGLUeCTBEHHbLI cepBep
AaHHbIX : : 10.1.1.2/24
10.1.1.1/24 . L
Gi 0/3

o MK1 nK2
PaboTtHukn: VLAN 2 Mocetutenu: VLAN 3
IP-cermeHT: 192.168.1.0/24 IP-cermeHT: 192.168.2.0/24
Lnwo3: 192.168.1.1/24 LWnto3: 192.168.2.1/24
PucyHok 1-5.
LWarun e HacTponTe akcnepTHbIN paclumpeHHbin ACL.

HaCTPOVIKK e [lo6aBbTe ACE, 4TOGbI 3anpeTuTh NakeTbl, oTnpaensieMble ¢ MK B 30He

ansa nocetutenen (VLAN 3) Ha MK cotpygHukos B VLAN 2.

e [lobaBbTe ACE, 4TObbl 3anpeTuTb MOCETUTENAM AOCTYyN K cepBepy
PMHAHCOBbIX AaHHbIX KOMNAHUN.

e [JlobaBbTe ACE, 4TO6bl paspelunTb BCE NAKETHI.

e [lpumeHnte ACL K BXoAdweMy HarpasreHul UuHTepdenca
KOMMyTaTopa, KOTOPbI NOAKTYAETCH K rOCTEBOWN 30HE
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Swi swl(config)#expert access-list extended 2700
swl(config-exp-nacl)#deny ip any any 192.168.1.0 0.0.0.255 any
swl(config-exp-nacl)#deny ip any any host 10.1.1.1 any
swl(config-exp-nacl)#pemit any any any any
swl(config-exp-nacl)#exit

swi(config)#int gigabitEthernet 0/2
swl(config-if-GigabitEthernet 0/2)#expert access-group 2700 in

I'IpOBepKa ° Ha KOMMblOTEPE NOCEeTUTENA nponlery|7|Te cepBep CbI/IHaHCOBbIX
OaHHbIX. Yoeantech, 4To onepauna npoBepKn CBA3N He yaanach.

e Ha komnbloTepe nocetuTenss NponuHrymTe cepsep oOLEeaOCTYNHOro
pecypca. YoeauTecs, 4TO onepauus ping npotusa ycrneLHo.

e Ha TK nocetutena nponuHroBate agpec wnwo3a 192.168.1.1
coTpyaHuka. Ybegurtech, 4TO onepauus NpoBEPKN CBA3N He yaanach

MpoBepka e Ha komnbloTepe noceTuTens NoaKNoYMTeCh K VIHTEpHETY, Hanpumep,
nocetute Beb-cant QTECH. Y6eautecb, 4TO BeB-CTpaHMLY MOXHO
OTKpbITb

SW1 swl(config)#show access-lists

expert access-list extended 2700

10 deny ip any any 192.168.1.0 0.0.0.255 any
20 deny ip any any host 10.1.1.1 any

30 permit ip any any any any

swl(config)#show access-group
expert access-group 2700 in
MpumensieTca Ha nHTepdence GigabitEthernet 0/2

1.6.4. Hactpowuka pacwupeHHoro ACL IPv6

1.6.4.1. dphbeKkT KOHUrypauum

HacTtponte n npumennte ACL IPV6 k nHTepdency, 4tobbl KOHTPONMPOBaTbL BCE BXOASALLNE U
ncxogdwmne naketbl IPvS atoro uHTepdenca. Bol moxeTe paspewmnTs unm 3anpetutb BXOA
onpeaeneHHbix naketoB IPv6 B ceTb, 4TOObLI KOHTPONMPOBATL OOCTYN nonb3oBartenen IPv6 k
ceTeBbIM pecypcam.

1.6.4.2. LLlarn HacTpoOMKMn

Hactpomka cnucka koHTponsa goctyna IPv6

e (O6sasatenbHo) Hactponte IP ACL, ecnu Bbl xOoTUTE, 4TO6bI NONBL30BaTenu IPv4 nvenn
AOCTYN K CETEBLIM peECypcam.
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Bbl moxeTe HacTtpoutb aToT ACL Ans yCTpPOWMCTB [OCTyna, arperauMm n sgpa B
3aBUCMMOCTU OT pacnpeaeneHus nonb3osatenen. Cnucok ACL IPv6 oencTByeT TOMbKO
Ha fokarbHOM YCTPONCTBE U He BNUSAET Ha Apyrve yCTPONCTBa B CETH.

Jdo6asneHue 3anncen ACE B ACL IPv6

(OnuuoHanbHO) ACL mMoXeT cogepxaTb HOMb MM Heckonbko 3anucen ACE. Ecnu ACE He
HacTpoeH, Bce Bxoadwme IPv6-nakeThbl YCTPOMCTBA MO YMOMYaHUIO OTKITOHSAIOTCS.

MpumeHeHue ACL IPv6

1.6.4.3.

1.6.4.4.

(O6si3aTenbHo) MpumeHnTe ACL IPV6 k ykazaHHOMY MHTepdency Ha yCTPOMCTBE, eCIu
Bbl XOTUTE, 4TOBbLI 3TOT ACL BCTYNMN B cuny.

Bbl MOXXeTe NpUMeHUTb CNNCOK ynpaBrneHus AocTynom IPv6 Kk ykazaHHOMY nHTepdency
YCTPOWCTB AOCTyna, arperaumm w sgpa B 3aBUMCMMOCTM OT  pacnpegeneHus
rnosfib3oBaTenemn.

MpoBepka

Wcnone3ynte cnegyowme metoapl, 4To6bl NPOBEPUTL BNUSHME KOHUIypauun cnmcka
ynpasneHusa goctynom IPv6:

3anyctute koMaHay ping, 4tobbl ybeauTtbes, 4to cnucok ACL IPv6 gencTtByeT Ha
yKaszaHHOM uHTepdence. Hanpumep, ecnm ACL IPv6 HacTpoeH Ha 3anpeTt XOCTy C
yKasaHHbIM IP-agpecom unm xoctam B ykaszaHHOM AmanasoHe agpecoB IPv6 goctyn Kk
ceTu, 3anyctTute komaHgy ping, 4Tobbl yo6eauTbCs, YTO XOCTbl HEe MOTyT BbITb YCNeLHO
NMPOMUHIOBaHBbI.

MonyynTe QOCTyN K CeTeBbIM pecypcam, Hanpumep, nocetute Beb-cant IPv6, 4ToObI
nposepuTb, gencteyeT nm cnmcok ACL IPv6 Ha ykaszaHHOM nHTepdence.

CBsAzaHHaaA KOMaHAa

Hactpouka cnucka koHTpons goctyna IPv6

KomaHpa ipv6 access-list acl-name

Onuncanne acl-name: ykasblBaeT UM CTaHAapTHOro unu pacwmpeHHoro IP ACL. Nms
napamMmeTpoB npegcraeBngaeT cobon ctpoky oT 1 go 99 cumeonos. imss ACL He MoxeT

HaumHaTbCs ¢ umdp (0-9), «in» nnn «out»

Pexum komaHg | Pexxum rmobanbHOM KoHUrypaumm

PykoBogcTBo no | 3anyctute 3Ty koMaHgy, 4Tobbl HacTpouTb ACL IPv6 n BOWTM B pexum
MCMNoSib30BaHMIO | HAacCTporkn IPv6
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[Do6aBneHune 3anucen ACE B cnucok ACL IPv6
YTto6bl ounbTpoBath nakeTbl TCP unu UDP, go6asbTe 3anncu ACE B ACL IPV6 cnegyowmm

obpasom:

KomaHpa

[sn] {permit | deny } protocol {src-ipv6-prefix/prefix-len | host src-ipv6-addr
| any} {dst-ipv6-pfix/pfix-len | host dst-ipv6-addr | any} [op dstport | range
lower upper ] [dscp dscp] [flow-label flow-label] [fragment] [time-rangetm-
rng-name][log]

OnwucaHue
napamMmeTpoB

sn: ykasbiBaeT nopsakosbii Homep ACE. 3HavyeHne HaxoanTcs B AnanasoHe
oT 1 00 2147483 647. STOT NOPALKOBLIA HOMEP onpefenseT NpuopuTeT
aton 3anucn ACE B ACL. MeHbLuMiA NMOPSAKOBLIA HOMEP YKasblBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTom Gyaet
npeanoyTUTENbHO NCMOMBL30BaTLCA ANA CONOCTaBneHns naketos. Ecnv Bbl
He ykaxeTe nopsakoBbln Homep npu pobasneHun ACE, cuctema
aBTOMaTM4YeCKN MNPUCBOUT  MNOPSOKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupawennio (no ymonyanuio 10) nnoc NopsiAKoBLIN HOMEpP MocneaHero
ACE B Tekywem ACL. Hanpumep, ecnv nopsgkoBbli HOMepP nocrieaHen
3anucn ACE paseH 100, nopsgkoBbii HOMEP BHOBb A406aBNEHHON 3anucu
ACE 6yaet no ymonyanuio paseH 110. Bl MmoXxeTe HacTpouTb npupatleHue
C MOMOLLLIO KOMaHAbI.

permit: yka3biBaeT, 4to ACE sBnsietca paspelarowmm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep npoTokona IPv6. [nanasoH 3HadeHun ot 0 go
255. [Ina obnerdyeHust MCMNONb30BaHUS CUCTEMA MPEedoCTaBNseT 4acTo
ncnonb3yemble COKpalleHUs HOMepoB npoTokonoB IPv6 Ans 3amMeHbl
KOHKPETHbIX HOMEPOB NpoTokosoB IP, Bkntoyag icmp, ipv6, tcp n udp.

src-ipv6-prefix/prefix-len: ykasbiBaeT, 4to IP-makeTbl, oTnpaBnsgemble C
XOCTOB B YKa3aHHOM cermeHte ceTtu IPv6, omnbtpytoTcs.

host src-ipv6-addr: ykasbiBaeT, YTo NakeTbl IPV6, oTnpaBreHHbIe C XocTa C
yKasaHHbIM ncxogHblM IP-agpecom, ounbTpyroTCS.

any: ykasblBaeT, 4To naketbl IPv6, oTnpaBnsemble c nwoboro xocTa,
dunbTpytoTCA.

dst-ipv6-pfix/pfix-len: ykasbiBaeT, 4To nakeTbl IPV6, oTNnpaBneHHbIE C XOCTOB
B yKa3aHHOM cermeHTte ceTtu IPV6, pmnbTpytoTcs.

host dst-ipv6-addr: ykasbiBaeT, 4To nakeTbl IPV6, oTnpaBnsiemMble Ha XOCT C
yKasaHHbIM IP-agpecomM HasHa4vyeHus, unbTpyoTcs.

any: ykasblBaeT, 4To naketbl IPv6, oTnpaBnsemble Ha nwbon XocT,
dumnbTpytoTCA.

op dstport: ykasbiBaeT, 4To naketbl TCP nnn UDP cunbTpytoTCcsa Ha OCHOBE
HOMepa nopTa HasHayeHus L4. 3HavyeHne napameTpa op MoXeT 6bITb eq
(paBHO), neq (He paBHO), gt (6onbLue) unu It (MeHbLLe).

Onucanne
napameTpoB

range lower upper: ykasbiBaeT, 4To nakeTbl TCP unm UDP ¢ Homepom nopTa
Ha3Ha4yeHud L4 B ykazaHHOM AnanasoHe ounbTpyroTCS.

dscp dscp: ykasbiBaeT, 4To nakeTbl |IPv6 ¢ ykaszaHHbiM nonem dcsp B
3aronoBke PUNbLTPYHOTCA.
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flow-label flow-label: yka3sbiBaeT, 4to naketbl IPvV6 Cc ykasaHHbIM nonem
METKW MOTOKa B 3arofioBke UIbTPYIOTCS.

fragment: ykasbiBaeT, 4YTO (UNbLTPYIOTCA TOMbKO (pparMeHTMPOBaHHbIE
nakeTbl IPV6, kpome nepBbiX parMeHTOoB.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM avana3oHoM. ACE BCTynaeT B cury TOMbKO B npeferiax aToro
BPeMeHHoro avanasoHa. [logpobHee o BpeMeHHOM [AuanasoHe CM. B
PYKOBOACTBE MO HAaCTPOMKe BPEMEHHOro AnanasoHa.

log: ykasblBaeT, YTO XXypHanbl OyaoyT NEpUOANYECKM BbIBOAMTLCH, €CNu
OyayT HangeHbl nakeTbl, cooTBeTcTBylowme ACE. [ononHutenbHble
CBeleHVs1 0 XypHanax cM. B pasgene «BeneHue xypHana ACL» B 3TOM
[OKyMEHTe

Pexum komaHg,

Pexum koHdurypauum IPv6 ACL

PykoBoacTtso rno
NCNomnb30BaHUIO

3anyctnte 9Ty KomaHay, 4Tobbl gobaButb 3anvcn ACE B pexume
koHdurypauun ACL IPv6

e Y100bI OT

dunbTpoBath naketbl IPv6, 3a ucknoveHvem naketoB TCP unu UDP,

pobasbTe 3anncu ACE B ACL IPV6 crneayowmm obpasom:
KomaHga [ sn ] { permit | deny } protocol { src-ipv6-prefix/prefix-len | host src-ipv6-
addr | any } { dst-ipv6-pfix/pfix len | host dst-ipv6-addr | any } [ dscp dscp |
[ flow-label flow-label ] [ fragment ] [ time-rangetm-rng name ] [ log ]
Onucaxune sn: ykasblBaeT nopsakoBblii Homep ACE. 3HavyeHne HaxoanTcs B Auana3oHe
napamMmeTpoB oT 1 0o 2147483 647. 3TOT NOPALKOBLIN HOMEP onpeaenseT NpuopuTeT

aton 3anucn ACE B ACL. MeHblwnn NopsgkoBbii HOMEP YKa3blBaeT Ha
6bonee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTom Gyaet
npeanoyTUTENbHO NCMOSBb30BaTLCA ANA CONOCTaBneHnsa naketos. Ecnv Bbl
He YKaxeTe MOpsAKOBbIN Homep npu pobaBneHnun ACE, cuctema
aBTOMaTM4YECKM MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
nopsigkosomy Homepy nocnegHero ACE B Tekywem ACL nnwc 4ucno
npupawennsa (no ymonyaxuuio 10). Hanpumep, ecnv NOpsiaKOBLIA HOMEpP
nocnegHen 3anucu ACE paBeH 100, MNOpsiAKOBbIN HOMEP BHOBb
pobaeneHHon 3anucu ACE 6yageTt no ymonyanuio paseH 110. Bbl moxeTe
HaCTPOUTb NpupaLLeHe.

permit: ykasbiBaeT, 4to ACE siBnisieTcsi paspewarowmm ACE.
deny: ykasbiBaeT, Uto ACE gaBnsietca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep npoTokona IPv6. 3HadeHne HaxoguTcs B
ananasoHe ot 0 go 255. [na obnerdyeHns ncnonb3oBaHUA cuUcTeMa
npegocTaBnseT YacTo UCNOMb3yeMble COKpaLLeHUs HOMEPOB MPOTOKOSIOB
IPv6 ons 3ameHbl KOHKPETHbIX HOMEPOB MPOTOKONOB IP, BkMouas icmp,
ipv6, tcp 1 udp.

src-ipv6-prefix/prefix-len: ykasbiBaeT, 4to IP-nakeTbl, OTnpaBnsiemMble C
XOCTOB B YKa3aHHOM cermeHTte ceTu IPV6, ounbTpyroTcs.

@ §) QTECH

MWP [OOCTYNHEE

62




PykoBoacTeo no Hactpolike cepust QSW-6900

ractpoiia ACL v atechru
Onucanwne host src-ipv6-addr: ykasbiBaeT, YTO NakeTbl IPV6, oTnpaBneHHble C XocTa C
napameTpoB yKasaHHbIM UCX0AHbIM IP-agpecom, unbTpyroTCS.

any: ykasblBaeT, 4To nakeTtbl |IPv6, oTnpaBnsiemble ¢ noboro xocTa,
GunbTpyoTCA.

dst-ipv6-pfix/pfix-len: ykasbiBaeT, 4to nakeTsbl IPV6, OTNpaBrieHHbIE C XOCTOB
B YKa3aHHOM cermeHTe cetu IPV6, punbTpytoTcs.

host dst-ipv6-addr: ykasbiBaeT, 4TO nakeTbl IPV6, oTnpasnsemslie Ha XOCT C
yKka3aHHbIM |IP-agpecom HasHaveHusi, punbTpyroTCS.

any: ykasblBaeT, 4TO nakeTbl IPv6, oTnpaBnsgemble Ha nobon XOCT,
GunbTpyoTCA.

dscp dscp: ykasbiBaeT, 4To nakeTbl IPv6 ¢ ykasaHHbiM nonem dcsp B
3aronoske punbTpytoTCS.

flow-label flow-label: ykasbiBaeT, 4to naketbl IPv6 C ykasaHHbIM nonem
METKW MOTOKa B 3arofioBke UIbTPYHOTCS.

fragment: ykasbiBaeT, 4TO PUNLTPYIOTCA TOMNBbKO PparMeHTUPOBaHHbIE
nakeTbl IPV6, kpome nepBbIX PparMeHToB.

time-range time-range-name: ykasbiBaeT, 4to 370T ACE cBf3aH C
BpeMeHHbIM anana3oHoMm. ACE BCcTynaeT B cuny TOMbKO B Npefenax 3Toro
BpeMeHHoro AuanasoHa. [logpobHee O BpemMeHHOM [uanas3oHe CM. B
PYKOBOACTBE MO HAaCTPOWKe BPEMEHHOIo AnanasoHa.

log: ykasblBaeT, 4TO XypHanbl OyayT nepuoaudeckm BbIBOOUTLCS, €Crv
OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
CBefeHNd O XypHanax cM. B pasgerne «BepeHue xypHana ACL» B 9TOM
OOKYyMeHTe

Pexum komaHg

Pexum koHdurypaumm IPv6 ACL

PykoBoacTteo no
1MCNONb30BaHNIO

3anyctute 39Ty KOMangy, u4Tobbl gobaBuTb 3anucn ACE B pexume
KoHourypaumm ACL IPv6

MpumeHeHne ACL IPv6

KomaHga ipv6 traffic-filter acl-name {in | out }
Onuncanne acl-name: ykasbiBaeT ums ACL IPv6.
napameTpoB

in: ykasbiBaeT, 4yto 3T0T ACL KOHTponupyeT Bxogswue naketbl IPv6
nHTEpenca.

out: ykasbiBaeT, 4yto 3TOT ACL KOHTponupyet ucxogdwiuve nakeTbl |IPv6
nHTepdenca

Pexnm komaHa

Pexum koHdurypaumm nHtepderica

PykoBoacTteo no
NCMNOMb30BaHUIO

OTta komaHpga 3actaBnsdeTr ACL IPv6 penctBoBatb Ha Bxogsdlime Wnu
ncxogsLine nakeTbl ykasaHHOro UHTepgenca
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1.6.4.5. Npumep KoHdUrypaumm

Hactponka ACL IPv6 pna 3anpeta Aoctyna oTtaena uccnegoBaHUM wU
pa3paboTtok (R&D) kK BuneocepBepy

CueHapun:
Bupneocepsep
200::1
=
2
SWH1
Gi 0/1 Gi 0/2
K1 nKk2 . MK K2
®UHAHCOBLIN OTAEN KoHCTpyKTOpPCKUIA OTAEN
PucyHok 1-6.
Warn e Hactponte ACL IPV6.
HaCTpOVKK e [lo6aBbTe ACE B ACL IPV6, 4TOoGbl MpeaoTBpaTUTb AOCTYM K
BMAEOCeEpPBEPY.
e [Jlo6aebte ACE B ACL IPV6, 4ToGbI paspelwnTb BCce nakeTbl IPV6.
e [lpumennte ACL IPV6 Kk BxoAsdlemy HarnpaBreHulo uHTepdeica,
NOAKIMIOYEHHOro K 0TAeNny nccnegosaHnn n paspaboTok
SW1 swl(config)#ipvé access-list dev_deny_ipvévideo
swl(config-ipvé-nacl)#deny ipvé any host 200::1
swl(config-ipvé-nacl)#permit ipvé any any
swl(config-ipvé-nacl)#exit
swl(config)#int gigabitEthernet 0/2
swl(config-if-GigabitEthernet 0/2)# ipvé traffic-filter dev_deny_ipvévideo in
MpoBepka Ha MK otoena R&D nponuHroBaTtb BugeocepBep. YoeauTtech, YTo onepauus
NpOBEPKM CBA3N He yaanach
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Swi swl(config)#show access-lists

ipvé access-list dev_deny_ipvévideo
10 deny ipv6 any host 200::1
20 permit ipvé any any

swl(config)#show access-group
ipvé traffic-filter dev_deny_ipvévideo in
MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.5. Hactpounka ACL80

1.6.5.1. dphbekT KOHbUrypauum

Ecrnim IP ACL, pacwwupeHHbin ACL MAC, akcnepTHbli pacwupeHHsin ACL n ACL IPv6 ¢
bUKCUPOBAHHBLIMM  MONSIMA  COMOCTaBIIEHNA HE MOryT COOTBETCTBOBATb TpeboBaHUAM,
HacTponTe ACL80 ansa HacTponkn nonen naketa, KOTopble HEOHXO4MMO CONOCTaBUTD.

1.6.5.2. Llarn HacTpounkun

HacTponka akcneptHoro pacwupeHHoro ACL

o (ObGsizaTenbHo) HacTponte aKkCnepTHbIM pacwupeHHbln ACL, ecnn Bbl XOTUTE
peanusoBaTb QyHkumMio ACL80. lNMogpobGHee O TOM, Kak HaACTPOUTb 3SKCMEPTHbIN
pacwmpeHHbin ACL, cM. B COOTBETCTBYIOLNX ONUCAHNAX.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpOWCTB [OCTyna, arperauun n ggpa B
3aBMCUMOCTM OT pacnpegeneHns nonb3oBaTenen. OKCNEepPTHbIN paclumpeHHbin ACL
0EeNCTByeT TOMbKO Ha fOKanbHOM YCTPOWUCTBE M HEe BRUAET Ha Opyrue yCTponcTBa B
ceTu.

Ho6aBneHune 3anucen ACE B 3KCNepTHbIN paclumpeHHbin ACL

(O6szaTenbHo) [NobaebTe 3anncu ACE B akcnepTHbI pacmnpeHHbin ACL, 4ToGbl HacTpouTb
cooTBeTCTBYOWME nonsi. Ecnn B akcnepTHbIM pacwmnpeHHbin ACL He gobaBneHa HM ofHa
3anucb ACE, 3anpewatowme 3anucn ACE GyayTt otbpacbiBaTb BCE NAKETbl MO YMOJTHYaHUIO.
[ononHuTtenbHble cBegeHns 0 ToM, Kak gobasnte ACE B SKCMNEPTHLIN PaCLUMPEHHbIN CMMCOK
ACL, cMm. B COOTBETCTBYIOLLMX ONUCAHNSAX.

NMpumeHeHne akcnepTHOro pacwmpeHHoro ACL

o (OGsizatenbHo) [lpMMeHMTE SKCMEPTHbIM pacwupeHHbin ACL K yKazaHHOMY
NMHTepdency, ecnm Bbl XoTuTe, YTobbl 3TOT ACL BCTYNMN B cuny.

e Bbl MOXeTe NPMMEHUTb 3KCMEPTHbIN pacmpeHHbln ACL K ykazaHHOMY uHTepdency
YCTPOWCTB AOCTYNa, arperaumm n agpa Ha OCHOBe pacnpeaeneHus nonb3oBartenen.

1.6.5.3. NpoBepka
e lVcnonb3ynte crnegywowme wMeTtoabl ANA  NpoBepkn 3APpdeKkToB  KOHpurypauum
aKcnepTHoro pacwumpeHHoro ACL.:
e 3anyctute komMaHagy ping, 4Tobbl NPOBEPUTL, BCTYNUIIM NN B CUITY HACTPOWKM.
e CospganTte naketbl, cooTBeTcTBYIOWME ACE, 4TObObI NpOBEPUTL, AencTBYIOT N ACE.
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1.6.5.4. CBsi3aHHble KOMaHAbI

HacTtpounka akcneptHoro pacwupeHHoro ACL

KomaHga expert access-list advanced acl-name
Onucanwne acl-name: ykasbiBaeT WMs 3KCnepTHoro pacwupeHHoro ACL. Uwms
napameTpoB npeactaensieT cobon ctpoky oT 1 go 99 cumeonos. Nma ACL He moxeT

HauymHaTbCs ¢ umdp (0-9), «in» nnu «out»

Pexum komaHg

Pexunm rnobanbHon KoHdurypauum

PykoBoacTtBo no
NCMNOMb30BaHUIO

3anycTuTe 3Ty KOMaHAay, YToObl HACTPOUTL SKCNEPTHbIV pacLuMpeHHbIN ACL
N BOWTU B PEXMM KOH(UIypaLmum aKCnepTHbIX paclumpeHHbix ACL

[Ho6aBneHune 3anmucen ACE B 3KCnepTHbIN paclumpeHHbin ACL

KomaHpa

[sn] { permit | deny } hex hex-mask offset

OnwucaHue
napameTpoB

sn: yka3blBaeT nopsiakoBbli Homep ACE. 3HavyeHne HaxoauTcs B AnanasoHe
oT 1 go 2147483 647. DTOT NOPSAAKOBLI HOMEpP onpefenseT npuoputeT
aton 3anmcn ACE B ACL. MeHbLMM NOpSAKOBLIN HOMEP YyKa3sblBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTom Gyaet
NpeanoYTUTENBHO UCMONb30BaTLCA As CONOCTaBNeHUs nakeToB. Ecnu Bbl
He YyKaxeTe MOPSAKOBbIN Homep npu pobasneHnun ACE, cuctema
aBTOMaTM4YeCKn MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIM  paBeH
npupaweHno (no ymonyanuio 10) nnoc NnopsgkoBbid HOMEP MNOCHeAHEro
ACE B Tekywem ACL. Hanpumep, ecnu nopagkoBbli HOMep nocrneaHen
3anucn ACE paseH 100, nopsgkoBbii HOMEP BHOBb A406aBNEHHOM 3anmcu
ACE 6ygnet no ymon4yanuto paseH 110. Bbl MOXXeTe HacTpouTb NnpupaLleHue
C MOMOLLLIO KOMaHAbI.

permit: ykasbiBaeT, Yto ACE siBnisieTcst paspewarowwmm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

hex: ykasblBaeT nonb3oBaTeNbCKOE NPaBUIIO COMOCTABIEHNS], BbIPAXXEHHOE
B LLECTHaguaTepuyHom dopmate, Hanpumep, 08c6b300.

hex-mask: ykasblBaeT COOTBETCTBYIOLLYIO MacKy

Onucanne
napameTpoB

offset: ykasbiBaeT HayanbHy0 NoO3nUMo conoctaenennda. Hanpumep, ecnm
coBragawulee cogepxmmoe — 08c6b300, coenagatowasi macka
00ff0000, a HavanbHas nosvuma — 6, cpaBHuBaetTca MAC-agpec
Ha3Ha4YeHns Kaxgoro nakeTa. Bce nakeTbl, y KOTOpbIX BTOpon 6GanT
MAC-agpeca HasHa4deHusi paBeH dO, cooTBeTCTBYOT 3TOMYy ACE

Pexnm komaHa

OKCNEepPTHbIN pacLUMPEHHbIN pexnm koHgurypaumm ACL

PykoBoacTteo no
NCMNOMb30BaHUIO

3anyctnte 3Ty komangy, 4Tobbl gobasutb 3anncu ACE B 3KCMEpPTHbIN
pacLUMPEHHbIN pexuM KoHdurypaumm ACL
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MpumeHeHMe akcnepTHOro pacwmpeHHoro ACL

KomaHga expert access-group acl-n {in | out }
Onucanwne acl-id:  ykasblBaeT, 4YTO K uWHTepdency OyaeT nNpUMEHsITbCA
napameTpoB NPOHYMEPOBaHHbIN 3KCMEPTHbIN pacLumMpeHHbii ACL.

acl-name: ykasblBaeT, 4TO K WHTepdency OyaeT NpUMEHSTLCA
WMEHOBAHHbIN SKCMEPTHLIN paclunpeHHbin ACL.

in: ykasbiBaeT, 4To 3TO0T ACL KOHTponupyeT BXxoAslwimMe naketbl L2
UHTepdenca.

out: ykasbiBaeT, 4To 3TOT ACL KOHTponupyeT wucxogsdlime naketbl L2
UHTepdenca

Pexum komaHg

Pexum koHdurypaumm nHtepderica

PykoBoacTtBo no
NCMNomnb30BaHUIO

OTa KoMaHa 3acTaBnseT 3KCNepTHbIN paclumpeHHbin ACL aenctBoBaTth Ha
BXOASILLME UM NCXOASLLME NAKETbl yKa3aHHOro nHtepdenca

1.6.5.5. NMNpumep koHdUrypaumm

Cniegylowmn npumep KoHMrypawumm onucbiBaeT TOSNbKO KOHGUrypaumm, cessaHHble ¢ ACL.

Hactponka ACL80 gna orpaHuyYeHusi pecypcoB, AOCTYMHbIX NOCETUTENAM
(TpebyeTcs, 4TOOLI NOCETUTENU U COTPYAHUKUN HE MOTN ObLWwaTLECSA APYr C APYroMm,
noceTUTenu MOrfnu NosnyyY1uTb O4OCTYN K cepBepy o6LweaoCTYNHbIX PpecypcoB, HO
He K cepBepy (PMHAHCOBbIX JaHHbIX KOMNAaHUK).
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CueHapun:

.-" Cepsepnl -.

Cepsep (p1HaAHCOBLIX ." . OGLUeCTBEHHbLI cepBep
AaHHbIX : . 10.1.1.2/24
10.1.1.1/24 . L

PaboTtHukn: VLAN 2 Mocetutenn: VLAN 3
IP-cermeHT: 192.168.1.0/24 IP-cermeHT: 192.168.2.0/24
LLnto3: 192.168.1.1/24 LWnto3: 192.168.2.1/24

PucyHok 1-7.

LWarn e HacTponTe akcnepTHbIN paclumpeHHbin ACL.

HaCTPOMKK e [lo6aBbTe ACE, 4Tobbl 3anpeTuTb nakeTbl, oTnpasnsiemble ¢ MK B 30He
ans nocetutenen (VLAN 3) Ha INK cotpygHukos B VLAN 2.

e [lobaBbte ACE, 4TOObI 3anpeTuTb MoceTUTensiM OOCTyn K cepBepy
pMHAHCOBBIX AaHHbIX KOMMAHWM.

e [Jlo6aebte ACE, 4TO6bI paspelnTb BCE NaKEThI.

e [lpumennte ACL K BxoAdwlemy HanpasfeHuio uHTepdenca
KOMMYyTaTopa, KOTOPbIA NOAKITOYAETCA K rOCTEBON 30HE

SW1 swl(config)#expert access-list advanced acl80-guest
swl(config-exp-dacl)#deny 08CéB3 FFFFFF 42
swl(config-exp-dacl)#deny 0A010101 FFFFFFFF 42
swl(config-exp-dacl)#permit 0806 FFFF 24
swl(config-exp-dacl)#permit 0800 FFFF 24

swl(config-exp-dacl)#exit

swl(config)#int gigabitEthernet 0/2

swl(config-if-GigabitEthernet 0/2)#expert access-group acl80-guest in
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MNpoBepka e Ha komnbioTepe noceTUTeENst NPOMNUHIyWTe cepBep (UHAHCOBBIX
AaHHbIX. Y6eamTech, 4To onepauusi NpoBEPKN CBSA3U He yaanacs.

e Ha komnbloTepe noceTutenst NPonuHrynTe cepeep o6LLEAO0CTYNHOro
pecypca. Yoeautecb, 4TO onepauus ping npowuna ycrneLHo.

e Ha TK nocetutena nponuHroBaTb agpec wmno3a 192.168.1.1
coTpyaHuka. Ybeantechb, YTO onepaumsi NpoBepKM CBA3W He yaanach

e Ha komnbloTepe noceTuTens NoaKNoYMTECh K VIHTEpHETY, Hanpumep,
nocetnte Beb6-cant QTECH. Y6egutecb, 4YTO BeOG-CTpaHWLy MOXHO
OTKPbITb

Swi swl(config)#show access-lists
expert access-list advanced sss
10 deny 08C6B3 FFFFFF 42

20 deny 0A010101 FFFFFFFF 42
30 permit 0806 FFFF 24

40 permit 0800 FFFF 24

expert access-group acl80-guest in
MpumeHseTca Ha nHTepdence GigabitEthernet 0/2

1.6.6. HacTtponka nepeHanpaBneHus ACL

1.6.6.1. dphbeKkT KOHUrypaumm

HacTtponte dyHkumio nepeHanpasneHus ACL Ha ykaszaHHOM uHTepdence, 4Tobbl Hanpsmyto
nepeHanpaBnATb yKkasaHHble NakeTbl HA MHTepdence NnNn Ha Bcex HTepdencax Ha ykasaHHbIn
nopT 4Ns AanbHenLwen nepecsIsiku.

1.6.6.2. LLlarn HacTpounku

Hactpownka ACL

o (OGszaTenbHo) YToOblI peanusoBaTb nepeHanpasneHne ACL, Heob6xoaMmo cHavana
HacTpouTb ACL, Hanpumep, pacluMpeHHbin IP-agpec, pacwumpeHHsln MAC-agpec nnm
3KCNEepTHbIN paclumpeHHbin ACL. [lononHutenbHble cBeageHns o Hactponke ACL cm. B
COOTBETCTBYIOLLMX ONUCAHNSX.

e Bbl mMoxeTe HacTpouTb aTtoT ACL Ans ycTpoOMCTB AOCTyna, arperauum n sgpa B
3aBMCMMOCTM OT pacnpeneneHusi nonb3osatenen. ACL IPv6 gencTtByeT TOSMbKO Ha
nokanbHOM YCTPOMCTBE N He BNUSET Ha ApYyrne yCTpomncTBa B CETU.

Ho6aBneHne ACE B ACL

(OnuunoHanbHo) ACL mMoxeT cogepxaTb HOMb MM Heckonbko 3anmcen ACE. Ecnn ACE He
HacTpoeH, pyHkumnaA nepeHanpasneHma ACL HegocTynHa. NogpobHee o Tom, kak fobasnte ACE
B ACL, CM. B COOTBETCTBYIOLLMX OMUCAHUSX.

Hactpowka nepeHanpaBneHus ACL

e (O6sasatenbHo) Bkntounte nepeHanpaeneHne ACL Ha yka3aHHOM uHTepdence, ecnu
Bbl XOTUTE peanm3oBaTb nepeHanpasneHne ACL.
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e Bbl MOXeTe HacTpouTb byHKUMIO nepeHanpaeneHnss ACL Ha ykazaHHOM MHTepderice
YCTPOWCTB AOCTYNa, arperaummn 1 siapa Ha OCHOBe pacnpeaeneHus nonb3oBaTenei.

1.6.6.3. NpoBepka

OTtnpaBbTe nakeThl, cooTBeTCTBYOWME ACE, Ha nopT, rae BkntoveHo nepeHanpasneHne ACL, a
3aTeM Ucnonb3ynte nporpammHoe obecneyeHne Onsi 3axBaTa NakeToOB HA MOPTY Ha3HaAYEHMUS,
4yTOObI NPOBEPUTL, AeNCTBYET N PyHKUMA nepeHanpasneHna ACL.

1.6.6.4. CBA3aHHaA KomaHAaa

HacTpouka cnucka KOHTponsa aoctyna

MogpobHee o ToM, kak HacTponTb ACL, cM. B npeablaywmnx onmcaHmnax IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwmnpeHHoro ACL unn ACL IPv6.

Jdo6asneHne ACE B ACL

MogpobHee o Tom, kak gobaenaTtb 3anncu ACE B ACL, cm. B npegbigylumx onucanmsax IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro pacwmpeHHoro ACL vnun ACL IPv6.

Hactpownka nepeHanpaBneHus ACL Ha uHtepdence

KomaHnga redirect destination interface interface-name acl {acl-id | acl-name } in
Onucanue interface interface-name: ykasblBaeT WMs MopTa HasHayeHus Ang
napameTpoB nepeHanpasneHus.

acl-id: ykasbiBaeT ngeHtudukatop ACL.
acl-name: ykasbiBaeT umsi ACL.
in: yKasblBaeT, YTO BXOAsLUME nakeTbl NHTepdenca nepeHanpasnsaoTCca

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 9Ty KOmaHZy, 4ToObl nepeHanpaBuUTb BXOAALWME MAKETbI
nHTepgenca, cooteetcTBytowme ACE, Ha noOpT HasHadeHus An4d
DanbHeNLWen nepecbIsikun

1.6.6.5. NMpumep koHdUrypaumm

Criegylolwmn npumep KoHUrypawumm onucbiBaeT TOSNTbKO KOHGUrypaumm, cesisaHHble ¢ ACL.

BknioyeHne nepeHanpaBneHua ACL pAana nepeHanpaBrieHUsA MakeToB,
oTnpaBneHHbIX ¢ xocta 10.1.1.1, Ha yCTPOMCTBO 3axBaTa NakeToB AN aHanusa
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CueHapun:
Buaeocepsep
10.1.1.100/24
=
o)

MK1 MK2
10.1.1.1/24 (3axear nakeToB)
PucyHok 1-8.
Warun e HactpausaeT IP ACL.
HacTpoukm e [lo6aBbTe ACE B IP ACL, 4To6bl pa3pelunTb OTIPaBKY NakeTOB C XOCTa
10.1.1.1.
e Bkniounte nepenanpasnenne ACL Ha nopty Gi 0/1 n yctaHoBuTe nopt
Ha3HayeHus Ha Gi 0/2
Swi swi(config)#ip access-list standard 1

sw1 (config-std-nacl)#permit host 10.1.1.1
swl(config-std-nacl) #exit
swl(config)#int gigabitEthernet 0/1

swil(config-if-GigabitEthernet o/N)# redirect destination interface
gigabitEthernet 0/2 acl 1

Mpoeepka | 3axeaT naketoB Ha [K 2. MponuHrynte Bugeocepeep Ha K 1. Y6egutecsk, 4To
3anpockl ICMP, oTnpaeneHHble ¢ 1K 1, nepexsaTtbiBatotcs Ha 1K 2

SwW1 swl#show access-lists

ip access-list standard 1

10 permit host 10.1.1.1

swl#show redirect interface gigabitEthernet 0/1

acl redirect configuration on interface gigabitEthernet 0/1

redirect destination interface gigabitEthernet 0/2 acl 1in
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1.6.7. HacTtponka rnobanbHom Security ACL

1.6.7.1. 3dpheKkT KOHUrypauum

Hactponte rnobanbHbin  Security ACL, 4T0o6bl npenoTBpaTMTb AOCTYN  BHYTPEHHUX
KOMMbIOTEPOB KOMMaHMM K HE3aKOHHbIM Beb-camTam unu npeaoTBpaTUTb aTaky BMPYCOB Ha
BHYTPEHHIOI CETb KOMMNaHUW. Bbl Takke MOXeTe HaCTPOUTb IKCKIO3NBHbIE MHTEPMENCHI, YTOObI
paspeLwwmnTb onpeaeneHHbIM oTAenam KOMnaHum JOCTYN K BHELWHMM Beb-cantam.

1.6.7.2. LLlarn HacTpoMnKun

HacTtponka ACL

o (Ob6saszaTenbHo) HacTtponTte IP ACL, ecnu Bbl XOTUTE rNobarnbHO 3aUTUTb BHYTPEHHIO
ceTb. [JononHuTtenbHble CBeAeHWss O MeTode HACTPOMKM CM. B COOTBETCTBYHOLLMUX
onucaHusx.

e Bbl MoxeTe HacTpouTb 3ToT ACL Ans yCTpOWCTB AOCTyna, arperauumM v sgpa B
3aBUCUMOCTY OT pacnpeaeneHus nonb3oBaTtenei. KoHdburypaumm oencTByroT TOMbKO
Ha NoKanbHOM YCTPOMCTBE U He BINUSIOT Ha ApYyrve YCTPoCTBa B CETU.

Jdo6aBsneHne ACE B ACL

(OnuuoHanbHO) ACL mMoxeT cogepxaTb HOMb Mnu Heckonbko 3anucen ACE. Ecnn ACE He
HaCTPOEH, 9TO 3KBMBASEHTHO TOMY, 4YTO rnobanbHbln Security ACL He cywecTtsyeT. [MNogpobHee
0 ToM, Kak gobaeutb ACE B ACL, CM. B COOTBETCTBYIOLLNX ONMUCAHUSIX.

HacTtpownka rmo6anbHoro Security ACL

o (ObGsizaTenbHo) Bkntounte yHKUMO rrnobanbHon ©6e30nmacHOCTW, ecnv Bbl XOTUTE,
4yTo6bI rnobaneHbIM Security ACL BCTynunm B cuny.

o Bbl MoxeTe HacTpouTb rmobaneHbIn Security ACL gnga ycTponcTs goCTyna, arperauum
1 94pa B 3aBMCUMOCTW OT pacnpegeneHnsi nonb3oBaTenem.
1.6.7.3. NMpoBepkKa
Bo BHyTpeHHeln ceTu, 3awmieHHon rnobanbHbiM Security ACL, nponuHrynte Beb-cant nnm
YCTPOWCTBO, 3anpeLleHHble ACE, 4tobbl npoBepuTh, AeicTBYET Nn rnobanbHein Security ACL.

1.6.7.4. CBA3aHHaA KomaHAaa

Hactpownka AC
[lononHuTenbHble CBeAEHNA O MeToAe HacCTPOWKKM CM. B nNpeablayLmx onncaHmnax ACL.

Jdo6aesneHne ACE B ACL
[ononHuTenbHble CBEAEHNA O METOAE HACTPOMKM CM. B NpeablayLmx onncaHmnax ACL.

Hactpowka rmob6anbHoro Security ACL

KomaHga {ip | mac | expert } access-group acl-id {in | out }
Onuncanne acl-id: ykasbiBaeT ngeHtudukatop IP ACL.
napameTpoB

in: unbTpyeT BXoAsLME NaKeTbl yCTPONCTBA.
out: dunbTpyeT ncxodslimne nakeTbl yCTPONCTBA

Pexum komang | Pexxnm rmobanbHon koHdurypaumm
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PykoBoacTteo no
NCNOSb30BaHMIO

3anyctute 3Ty KomaHgy, 4Tobbl BKMYMTb rnobanbHbin Security ACL,
yTobbl ACL gencTtBoBan Ha Bcex nHTepdericax L2 yctponctea

HacTtpouka akckno3nBHro uHtepdgenca rnobansHoro Security ACL

KomaHpa

no global ip access-group

Pexxum komaHg,

Pexum koHdurypaumm nHtepdenca

PykoBoacTteo no
NCMNomnb30BaHUIO

3anyctuTte 3Ty KomaHay, Ytobbl aHHynMpoBaTh rnobaneHbI Security ACL
Ha yKkasaHHOM uHTepdence

1.6.7.5. Npumep KoHdUrypaumm

Cnieaylowmn npumep KoHUrypawumm onucbiBaeT TOSNbKO KOHGUrypaumm, cesasaHHble ¢ ACL.

HacTtpoiika rmo6anbHoro Security ACL ans npegoTepalleHus AocTyna otaena
nccnenoBaHUiA U pa3paboToK K cepBepy oTAena NpoAax, HoO paspelueHnus AocTyna
oTaena npogax K aToMy cepBepy

SVI1:10.1.11
Gi 0/4

SWi1

Gi 0/1
SVI1:11.1.1.1

Otaen npogax: VLAN 1
IP-cermenT: 11.1.1.0/24
LWno3: 11.1.1.1/24

Cepsep otaena npoaax

10.1.1.3/24
LLnto3
10.1.1.1/24
SVI_3:13.1.1_1“ L KA o
—— CJE =8
Gi 0/2 L L
SVI2:12411 e - }
KoHcTpyktopckuin otgen 2: VLAN 3
_______ IP-cermeHT: 13.1.1.0/24
.‘LIJmoa: 13.1.1.1/24
© K1 nk2

;

KoHctpyktopckmi otgen 1: VLAN 2
IP-cermeHT: 12.1.1.0/24
Wnwo3: 12.1.1.1/24

PucyHok 1-9.

(@ arecy
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Warn e HactponTte pacwumpeHHbin IP ACL «ip_ext_deny_dst_sale_server».
HaCTPOMKK

e [lobaBbTe ACE, KOTOpbIA 3anpeljaeT YCTPOWCTBY MepechbinaTb
nakeTbl Ha y3en HasHa4veHus 10.1.1.3/24.

e Hactponte ACL «ip_ext_deny dst sale_server» kak rno6anbHbi
Security ACL.

e HacTponTe uHTepenc, HanpaMyo CBA3aHHbIA C OTAENOM Npoaax, B
KayecTBe 3KCKIM3MBHOro nHTepdenca rnobanbHoro Security ACL

SW1 swi(config)#ip access-list extended ip_ext_deny_dst_sale_server
swl(config-ext-nacl)# deny ip any host 10.1.1.3
swl(config-ext-nacl)#exit

swl(config)#ip access-group ip_ext_deny_dst_sale_server in
swl(config)#int gigabitEthernet 0/1

swl(config-if-GigabitEthernet 0/1)# no global ip access-group

MpoBepka e Ha TK orgena npogax nponvHroBaTb CepBep OTAena npoaax.
Y6enutech, 4TO onepaumsa ping npoLusia yCcneLHo.

e Ha komnbioTepax otaena R&D 1 n otgena R&D 2 nponuHroeaTb
cepBep oThena npogax. Yoeantech, 4To onepaumm NpoOBEPKM CBA3N
He BbIMNOJIHAKTCSA

swl#show access-lists
ip access-list extended ip_ext_deny_dst_sale_server
10 deny ip any host 10.1.1.3

swl#show running

ip access-group ip_ext_deny_dst_sale_serverin
!
!

1.6.8. HacTtponka kaHana 6e3onacHocTH

1.6.8.1. dphbeKkT KOHUrypauum

Hactponte kaHan ©6e3onacHocT, 4ToObl nMakeTbl, OTBevYawowue npasunam KaHana
6e3onacHoOCTN, MOrnn 06Xxo4MTb NPOBEPKM NPUIOXKEHUI KOHTPONSA AocTyna. HacTtponTte kaHan
6e3onacHOCTW, ecnv NpunoXeHne ynpasneHns Joctynom (Hanpumep, DOT1X) BKNHOYEHO Ha
uplink-uHTepdernice nonb3oBaTens, HO MOMbL30BATENIO AOJPKHO ObITb pa3pelleHO BXOAUTb Ha
Beb-canT Anda 3arpyskum HeKOTopbIX pecypcoB (Hanpumep, 3arpyskn MO QTECH) nepepg
ayTteHTudumkaumen DOTLX.
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1.6.8.2. Llarn HacTpounku

HacTtponka ACL

e (OGsazatenbHo) Hactponte ACL nepea HacTpoMKoW kaHana ©6e30nacHOCTW.
[ononHuTenbHble CBEAEHMSI O METOAE HAaCTPOMKN CM. B NPeAblAYLLMX ONUCAHUSX.

o Bbl moxeTe HacTpoutb aTtoT ACL Anda ycTpoucTs AoCTyna, arperaumm u ggpa B
3aBMCUMOCTU OT pacnpeaeneHnd nonb3oBaTenemn. KOHd)MpraLl,I/II/I ,D,el7ICTByl0T TOJMbKO
Ha J1OKaJiIbHOM yCTpOIZCTBe N He BINUAKOT Ha apyrue yCTpoﬁCTBa B CEeTU.
Jdo6aesneHne ACE B ACL

(OnuunoHanbHO) ACL mMoXeT cogepxaTb HOMb MM Heckonbko 3anmcen ACE. Ecnn ACE He
HacTpoeH ans ACL, 3TO SKBMBaneHTHO TOMYy, 4YTO KaHan 6e30MmacHOCTU He BCTynaeT B Cuny.
MogpobHee o ToM, kak aobasnte ACE B ACL, CM. B COOTBETCTBYHOLLMX ONUCAHNUSX.

Hactpouka kaHana 6e3onacHOCTU Ha yKazaHHOM UHTepdence unum rnodanbHO

e Hactponte kaHan 6e30nacHOCTN Ha UHTEpPAENCe, ECNM Bbl XOTUTE, YTOObI STOT KaHan
BesonacHocTn pabotan Ha wuHTepdence. HacTtponte rnodanbHbIN  KaHan
Oe3onacHoOCTU, ecnn Bbl XOTUTE, 4YTODObI ITOT KaHan ©Oe3onacHOCTU AencTBOBan
rno6ansHO. Bbl 4OMKHbI HACTPOUTL KaHan 6e3onacHOCTM Ha OCHOBE MHTepdenca nnm
rnobanbHbIN KaHan 6e3onacHOCTMU.

e Bbl MOXxeTe HacTpouTb kaHan 6e3onacHOCTM ANnd YCTPOWCTB [OCTyna, arperauum u
Aa[pa B 3aBUCMMOCTM OT pacnpeaeneHus nonb3osaTenen.

HacTtpoika 3Kckno3uBHOro WHTepdenca pAOna KaHana rnobanbHomn
6e3onacHocTn

(OnuunoHanbHO) HacTponTe WHTEpENC Kak IKCKNH3MBHBbIN WMHTEpdenc ans rrnobanbHoro
kaHana ©e3onacHOCTW, €ecnu Bbl HEe XOTUTe, 4YToObl rrnodanbHbIM KaHan 6e3onacHoCTU
OencTBoBar Ha 3ToOM uHTepdence.

HacTpoiika npunoxeHus KOHTponsa gocTyna

o (OnuuoHanbHO) Bbl moxeTe BKMOUMTL pyHKUMio DOTL1X mnnm Beb-ayTeHTudmkaumm
ANs NpoBepku PyHKUMM KaHana 6e3onacHoCTw.

e Bbl MOXeTe HacTpouTb (PYHKUMIO yrpaBfeHus AOCTYNoM Ha YCTPOWCTBax AOCTyna,
arperaumu n sgpa B 3aBUCMMOCTU OT pacnpenerieHns nonb3oBaTenen.

1.6.8.3. NpoBepka

Ha 1K, Haxogdawemca nog KOHTPOSNEM MPUNOXEHUS ynpasreHus OO0CTYNoM, MPOMUHIYnUTe
pecypchl (YCTPOMCTBA UK CepBepbl), KOTOPbIM pa3peLlleHo 06XxoauTb NPOBEPKY MPUIOXEHUS
ynpasrieHns 4oCTynoMm, 4Tobbl NPoOBEPUTL KOH(PUrypaLuuio kaHana 6e3onacHOCTU.

1.6.8.4. CBsiI3aHHaA KOMaHAa

Hactpownka ACL

Mogpo6GHee o ToM, Kak HacTponTb ACL, cM. B npeablaywmux onmcannax IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwmpeHHoro ACL unn ACL IPv6.

Ho6aBneHne ACE B ACL

Mogpo6GHee o Tom, kak gobaenaTtb 3anncu ACE B ACL, cm. B npeabigywmx onucanmsx IP ACL,
pacwmpeHHoro ACL MAC, akcniepTtHoro pacwmpeHHoro ACL vnun ACL IPv6.
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Hactpomka kaHana 6e3onacHocTu Ha nHTepdence

KomaHga security access-group {acl-id | acl-name }
Onucanne acl-id: ykasbiBaeT ngeHtugpumkatop ACL, HaCTpoeHHOro B Ka4ecTBe KaHana
napameTpoB 6e3onacHocTu.

acl-name: ykasbiBaeT umsa ACL,
6e3onacHocTu

HaCTpOEHHOro B Ka4vecTBe KaHara

Pexum komaHg

Pexum koHdurypaumm nHtepderica

PykoBoacTteo no
NCMNOMb30BaHUIO

3anycTuTe 3Ty KomaHay, 4ToObl HACTPOUTb ykasaHHbIi ACL B KayecTBe
kaHana 6e30MacHOCTN Ha yka3aHHOM UHTepdeince

HacTponka rmobanbHOro kaHana 6e3onacHocTH

KomaHga security global access-group {acl-id | acl-name }
Onuncanne acl-id: ykasbiBaeT ngeHtngpmkatop ACL, HaCTpoeHHOro B Ka4ecTBe KaHana
napameTpoB 6e3onacHocTw.

acl-name: ykasbiBaeT ums ACL,
BesonacHocTn

HAaCTpOeHHOro B Ka4yecCcTtBe KaHana

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no

3anyctuTe 3Ty komaHZy, 4Tobbl HAacTpouTb ykasaHHbIi ACL B kavecTBe

NCcnonb30BaHUo | rnobanbHOro kaHana 6e3onacHoOCTy
HacTtpomka 3KCKNO3MBHOro uHTepcdenca Ana KaHana rnodGanbHom
6e3onacHocTn
KomaHga security uplink enable

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
NCNOSb30BaHMIO

3anyctute 9Ty KOMaHgy, 4ToObl HacTpOUTb yKasaHHbIA WHTepdenc B
KayecTBe 3KCKIM3MBHOro MHTepdenca rnobansHoro kaHana 6e3onacHoCTH

1.6.8.5. NMpumep koHdUrypaumm

Cnepylowuin npumep KOHdUrypauum onmcbiBaeT TONbKO KOHurypaumm, ceasaHHble ¢ ACL.

Bknro4yeHne ayteHTMcpukaumm DOT1X u HacTpomKa KaHana 6e3onacHocCTw,
YTOObI NMONb30OBaTenu MOrNU 3arpyxaTtb nporpammHoe ob6ecne4vyeHme QTECH c
cepBepa Ao ayteHTUucuKaumm
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CueHapun:
Cepeep nporpaMmmMHoro
= obecneyeHunsa
o 10.1.1.2/24
— LWno3: 10.1.1.1

SVI110.1.1.1 | Gi0/4

Yctponuctea, nogaepxmnsarowme Dot1x: VLAN 1
IP-cermenT: 11.1.1.0/24
Wnto3: 11.1.1.1/24

PucyHok 1-10.

Warun e HacTpounTe akcnepTHbIN paclumpeHHbln ACL "exp_ext_esc".

HaCTPOKN e [lo6aBbTe ACE, uTo6bl pa3pelunTb Mepechbiniky NakeToB Ha y3en
HasHayeHus 10.1.1.2.

e [Jlo6aebte ACE, uT0obbl paspewmntb naketsl DHCP.

e [Jlo6aebte ACE, 4ToObl paspewmntb naketol ARP.

e Ha uHTepdence, roe BknodeHa ayteHTudumkaumna DOTLX, HacTponTe
ACL «exp_ext_esc» B KayecTBe kaHana 6esonacHocTu

SW1 swl(config)#expert access-list extended exp_ext_esc
swl(config-exp-nacl)# permit ip any any host 10.1.1.2 any
swl(config-exp-nacl)# permit 0x0806 any any any any any
swl(config-exp-nacl)# permit tcp any any any any eq 67
swl(config-exp-nacl)# permit tcp any any any any eq 68
swl(config)#int gigabitEthernet 0/1

swi(config-if-GigabitEthernet 0/1)# security access-group exp_ext_esc

MpoBepka e Ha TIK oTgena npogax nMpOnNMHroBaTb CepBep OTAena npogax.
Y6enurech, 4TO onepaumsa ping npoLusia yCcneLHo.
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e Ha«komnbioTepax otaena R&D 1 notaena R&D 2 nponuHrosaTth cepsep
oTgena npogax. Yb6eguTtecb, 4TO onepauuMuM NPOBEPKN CBSA3M He
BbIMNOJTHATCS

swl#show access-lists

expert access-list extended exp_ext_esc
10 permit ip any any host 10.1.1.2 any

20 permit arp any any any any any

30 permit tcp any any any any eq 67

40 permit tcp any any any any eq 68.....

swl#show running-config interface gigabitEthernet 0/1

KoHdburypaums nOCTpoeHus. ..
Tekywasa koHdurypauus: 59 6ant

nHtepcenc GigabitEthernet 0/1

security access-group exp_ext_esc

1.6.9. Hactponka ACE Ha ocHOBe BpeMeHHOro guana3soHa

1.6.9.1. dphbeKkT KOHUrypaumum

HacTtponte ACE Ha oCHOBE BpeMEHHOro AnanasoHa, ecnm Bbl XoTute, 4Tobbl HekoTopble ACE
BCTynanun B CUMY WAW CTAHOBWUIIUCb HEAEWCTBUTENbHBIMW B YKa3aHHbIA Nepuon BpPEMEHW,
Hanpumep, B HEKOTOPbIX BPEMEHHbIX Anana3oHax B TEYEHME Heaenu.

1.6.9.2. lLlarn HacTpounkKu

Hactpownka ACL

o (ObGsizaTenbHo) Hactponte ACL, ecnn Bbl xoTute, 4tobbl ACE BCTynanu B cuny B
yKa3aHHOM Anana3oHe BpemeHun. [IononHuTeNbHbIE CBEAEHMS O METOAE HACTPONKM CM.
B NpeablayLwmx onucaHmsx.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpoOWCTB AOCTyna, arperauum n sgpa B
3aBUCMMOCTU OT pacnpeneneHus nonb3osatenen. KoHpurypaunum genctByoT TOMNbKO
Ha rokaribHOM YCTPONCTBE U He BNUAIOT Ha Apyrue YyCTPOMCTBa B CETU.

[No6aBneHne ACE c ykazaHHbIM ananasoHOM BpeMeHuU

(OGsizaTenbHO) YkaxuTe BpeMeEHHOW aunanas3oH npu pobasneHun ACE. [Ons nonyyeHus
nogpobHon MHdopMauum O TOM, KaK HaACTPOUTb BPEMEHHOW Amana3oH, CM. PYKOBOACTBO MO
HaCTpoVike, CBA3aHHOE C BPEMEHHbIM Auana3oHoM.

NMpumeHenne ACL

e (O6sasatenbHo) MpumennTte ACL K ykaszaHHOMY MHTepdeENnCy, eCnn Bbl XOTUTE, YTOObI
ACE Bctynanu B cuny B yka3aHHOM uana3oHe BPEMEHMU.

e Bbl mMoxeTe npumeHuTb IP ACL K ykasaHHOMY MWHTepdency YCTPOWCTB AOCTyna,
arperaumm n sgpa B 3aBUCUMOCTM OT pacnpeneneHns nonb3oBaTenen.
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1.6.9.3. NMNpoBepka

B AwanasoHe BpeMeHW, B TedeHWe KOTOpPOro HacTpoeHHblh ACE BCTynaeT B cCuny unu
CTaHOBUTCA HeOencTBUTENbHbIM, 3anycTuTe KomaHay ping wnu  cosgamTe  NakeThl,
cootBeTcTBytowme ACE, 4tobbl npoBepuTb, BcTynaetr nm ACE B cuiy unum CTaHOBUTCA
HeOenCcTBUTENbHbIM.

1.6.9.4. CBaA3aHHaA KomaHAaa

HacTtponka ACL

HononHuTtenbHble cBeaeHNs 0 koMaHgax HacTtponkn ACL cm. B Gonee paHHMX onucaHusax IP
ACL, pacwupeHHoro ACL MAC, akcnepTHoro pacwmpeHHoro ACL nnn ACL IPV6.

HNo6aBneHne ACE ¢ ykazaHHbIM AnanasoHOM BpeMeHMU

[ononHuTteneHble cBegeHns o komaHgax Hactporku ACE cm. B 6onee paHHMX onucaHuax IP
ACL, pacwupeHHoro ACL MAC, akcnepTHoro pacwmpeHHoro ACL unn ACL IPV6.

NMpumeHeHne ACL

[ononHuTenbHble cBegeHNst 0 Komanae Ana npumeHeHns ACL cMm. B Bonee paHHMX ONUCaHUAX
IP ACL, pacwupeHHoro ACL MAC, akcnepTtHoro pacwumpeHHoro ACL unu ACL IPv6.

1.6.9.5. NMNpumep koHdUrypaumm
Cnieagylowmn npumep KoHUrypawumm onucbiBaeT TOSNbKO KOHGUrypaumm, cessaHHble ¢ ACL.
HNo6aBneHne ACE c ykazaHHbIM BpeMeHHbIM Anana3soHoM, 4ToObI paspewmTb

otaeny uccrnenoBaHun u paspabotok goctyn B UHTepHer ¢ 12:00 go 13:30
Kaxabin aeHb

CueHapun:

MapLupyTtusatop

Gi 0/2 1P:110.1.1.2 :j )
N : MHTepHeT

ABapUAHbLIA L3
(NAT)

KoHctpykTopckui otaen: VLAN 1
IP-cermenT: 10.1.1.0/24
Wnwo3: 10.1.1.1

PucyHok 1-11.
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Warn
HaCTPOMKK

e HacTponTe BpeMeHHOM Amana3oH C MMEHEM «access-internet» u
nobaBbTe 3anMcb BpeMeHHOro guanasoHa mexay 12:00 n 13:30
KaXKObI OEHb.

e HactponTte IP ACL "ip_std_internet_acl".

e [lob6aBbTe ACE, 4TO6bI paspelwmnTb NakeTbl C UCXo4HbIM IP-agpecom
B ceTeBoM cermeHTe 10.1.1.0/24, n cBskute atoTr ACE c yacoBbiM
NOsICOM «access-internety.

e [lobaBbTe ACE pansi 3anpeTa nakeToB C UCXodHbIM IP-agpecom
cermeHTa cetn 10.1.1.0/24. JocTtyn K VIHTEpHETY 3anpeLleH, kpome
KaK B YKa3aHHbI Nepuog BpeEMEHU.

e [JloGaebTe ACE, 4T0bbI paspelnTb BCE NakeThl.

e [lpumennte ACL K WUCXOAsLIEMy HanpasneHuo WHTepdelica,
NOAKIMOYEHHOTO K KOMMYTaLMOHHOMY LLISHO3Y

SW1

QTECH(config)# time-range access-internet

QTECH(config-time-range)# periodic daily 12:00 to 13:30
QTECH(config-time-range)# exit

swl(config)# ip access-list standard ip_std_internet_acl
swl(config-std-nacl)# permit 10.1.1.0 0.0.0.255 time-range access-internet
swl(config-std-nacl)# deny 10.1.1.0 0.0.0.255

swl(config-std-nacl)# permit any

swl(config-std-nacl)# exit

swl(config)#int gigabitEthernet 0/2

swl(config-if-GigabitEthernet 0/2)# ip access-group ip_std_internet_acl out

MpoBepka

e B npomexyTtke Bpemenu ¢ 12:00 go 13:30 nocetute Beb-cant QTECH
Ha [MK oTtmena wuccnegoBaHui u paspaboTok. Y6egutecb, 4TO
Be6-CanT MOXXHO OTKPbITb B OOLIYHOM peXMME.

e BHe pgumanasoHa Bpemenn c¢ 12:00 go 13:30 nocetute BebG-cant
QTECH Ha lNK oTtaena nccnegoeaHunin n paspaboTok. YoeanTecn, 4To
Be6-canT He MOXET ObITb OTKPbLIT

SwW1

swl#show time-range

time-range entry: access-internet (inactive)
periodic Daily 12:00 to 13:30

swl#tshow access-lists

ip access-list standard ip_std_internet_acl

10 permit 10.1.1.0 0.0.0.255 time-range access-internet (inactive)
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20 deny 10.1.1.0 0.0.0.255
30 permit any

swl#show access-group
ip access-group ip_std_internet_acl out
MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.10. HacTtpouka kommeHTapueB ana ACL

1.6.10.1. dpchekT KOHbUrypauum

Ecnu BO BpeM4A O6CJ'Iy)KI/IBaHVI$I cetn MHorne ACL HaCTpPOEHDbI 6e3 kakmx-nnbo KOMMEHTapHueBs,
BnocneacTtBnnm 3T CNUCKM CITOXKHO Pa3iminynTb. Bbl moxeTe HaCTpoOUTb KOMMEHTapuUn And ACL,
YTOObI nydule NoHATb npeanofiaraemoe ncnojib3oBaHne ACL.

1.6.10.2. lLUarn HacTpoOUuKu

HacTtponka ACL

o (ObGsizatenbHo) Hactponite ACL nepes HacTponkon kaHana 6e3onacHoOCTU.
JononHuTenbHble CBEAEHNSI O METOAE HACTPOMKN CM. B NPeAblAYyLLMX ONUCAHUSX.

e Bbl moxete HacTpouTb atoT ACL Ans ycTpoWCTB JocCTyna, arperaumm u sgpa B
3aBMCUMOCTK OT pacnpeneneHus nonb3osatenen. KoHdurypauum AencTBYOT TOSNbKO
Ha NnokKanbHOM YCTPOWCTBE N He BNUAIOT Ha Apyrve yCTpouCcTBa B CETU.

HacTponka kommeHTapueB gna ACL

(OnuunoHanbHo) HacTtponte kommeHTapum ana ACL, 4toObl ynpocTuTb ynpasreHne wu
NoHMMaHue HacTpoeHHbIX ACL.

Jdo6aBsneHune ACE B ACL

(OnuunoHanbHO) ACL mMoxeT cogepxaTb HOMb MnvM Heckonbko 3anucen ACE. Ecnn ACE He
HaCTPOEH, 9TO 3KBMBAIIEHTHO TOMY, YTO kaHan 6e3onacHocTn He AencTteyeT. [NogpobHee o ToMm,
kak gobaente ACE B ACL, CM. B COOTBETCTBYHLLMX ONUCAHUSX.

Hactpownka kommeHTapueB ansa ACE
(OnuuoHanbHo) YT06bI 06MErynTb NoHMMaHue HacTtpoeHHoro ACL, Bbl MOXeTe HacTpouTb
KommeHTapun gna ACE B gonosnHeHne K kommeHTapusam ana ACL.
1.6.10.3. NMpoBepka
3anyctute Ha yCTpoWcTBe KoMaHgy show access-lists, 4yTobObl 0TOGpasuTb KOMMEHTapuw,
HacTpoeHHble ana ACL.

1.6.10.4. CBA3aHHaA KoMmaHAa

Hactpownka ACL

MoaopobHee o Tom, Kak HacTpouTb ACL, cM. B npeablaywmx onucanmsx IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwwmpeHHoro ACL unn ACL IPv6.

Hactpownka kommeHTapusa gna ACL

Wcnonb3ynte nwobor u3 cnegylowmx OByX METOOO0B Afs HACTPOMKM KOMMEHTapusa Ang
ykasaHHoro ACE B ACL:
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KomaHga [sn] remark comment

Onucanne comment: ykasblBaeT KOMMEHTapui. 3HayeHne npeacTaBnseTr cobown
napameTpoB ctpoky ot 1 go 100 cumBonoB. KommeHTapun gnuHHee 100 cumBonos

6ynet obpesaH ao 100 cMmBonos.
sn: ykasbiBaeT ngeHtudgpukatop ACE

Pexum komaHg

Pexum koHdurypaumm ACL

PykoBoacTtBo no

3anycTuTe 3Ty komaHay, YToObl HACTPOUTL KOMMEHTapuii AN yKa3aHHOM

ncrnonb3oBaHuto | 3anucn ACE B ACL. Ecnn sn He HacTpoeH, KOMMEHTapuin HacTpansaeTcs
ansa nocnegHen ACE

Komanpa access-list acl-id sn-remark comment

Onucanue acl-id: ykasbiBaeT ngeHtudukatop ACL.

napameTpoB

comment: yka3blBaeT KOMMeHTapun. 3HayeHwe npeacTaBnseTr cobown
ctpoky ot 1 go 100 cumeonoB. KommeHTapun gnuHHee 100 cumBonos
Oypnet obpesaH go 100 cumeonos.

sn: ykasbiBaeT ngeHtndgukatop ACE

Pexum komaHg

Pexunm koHdurypaumm

PykoBoacTteo no
MCNONb30BaHNIO

3anycTute 3Ty KOMaHgy, YToObl HACTPOUTbL KOMMEHTapUi AN yKasaHHOW
3anuncu ACE B ACL. Ecnu sn He HacTpoeH, KOMMEHTapuin HacTpamBaeTcs
ansa nocneaHen ACE

Jdo6aBsneHne ACE B ACL

Mogpo6GHee o Tom, kak gobaenaTtb 3anncu ACE B ACL, cm. B npeabigywmnx onucarmsx IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro pacwmpenHoro ACL unn ACL IPv6.

Hactpowka kommeHTapueB ansa ACE
Mcnonb3ynTe ntobon 13 cregyowmx Asyx METOAOB, YTOObl HACTponTb kKoMMeHTapu ons ACE:

KomaHnga remark comment
Onuncanne comment: yka3blBaeT KOMMeHTapui. 3HayeHue npeacTaBnseT cobown
napameTpoB ctpoky oT 1 go 100 cumBosnioB. KommeHTapun gnuHHee 100 cumBoOsnoB

Oypet obpesaH go 100 cumeonoB

Pexnm komaHa

Pexwum koHdurypaumm ACL

PykoBoacTteo no
NCMNOMb30BaHUIO

3anyctute 3Ty KOMaHay, YToObl HACTPOUTL KOMMEHTapUiA NS yka3aHHOro
ACE
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KomaHga access-list acl-id remark comment

Onucanwne acl-id: ykasbiBaeT ngeHtundpukatop ACL.

napameTpos comment: ykasblBaeT KOMMEHTapui. 3HayeHue npeacTaBnsieT cobow

O6ynet obpesaH go 100 cumBonos

cTpoky ot 1 go 100 cumsonos. KommeHTapuin gnuHHee 100 cumBonoB

Pexum komaHg | Pexuvm rnobanbHon koHurypaumm

PykoBoacTtBo no

ncnonb3osaHuo | ACE

Sal'lyCTI/ITe 3Ty KOMaHAay, YTOObI HaCTpouUTb KOMMeHTapI/IIZ Ona yka3aHHoro

1.7. MOHUTOPUHr

1.7.1. OuymncTKa

OnucaHue KomaHpa

OuniiaeT cHeTYNKU
conocTtaBrneHunsa naketos ACL

clear counters access-list [ acl-id | acl-name ]

OunwaeTr cYeTuYnKM
COOTBETCTBYIOLLNX
3anpewatowmm ACE

nakeToB,

clear access-list counters [acl-id |acl-name ]

1.7.2. OToGpaxeHue

OnucaHue

KomaHnga

OtobpaxaeT ocHoBHble ACL

show access-lists [ acl-id | acl-
ame | [summary]

OtobpaxaeT 3anucu ACE nepeHanpaBrneHus,
npuBsa3aHHble K YyKasaHHOMY WHTepdency. Ecnu
MHTEP(ENC  He yKasaH, oTobpaxatoTcs ACE

nepeHanpaeBneHusi, NpMBs3aHHbIE KO BCEM NHTEpPdencam

show redirect [ interface

interface-name |

OtobpaxaeT KkoHdurypauumn ACL,
nHTEpency

NPUMEHEHHbIE K

show access-group [interface
interface-name |

OtobpaxaeT koHdpurypaumm IP ACL, npuUMeHeHHble K
UHTepdency

show ip access-group [interface
interface-name |

OtobpaxaeT paclmpeHHble KoHpurypaumm ACL MAC,
NPUMEHEHHbIE K NHTepdency

show mac access-group
[interface interface-name |
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HaCTpOVIKa ACL W

OnucaHue KomaHga

OTobpaxaeT aKcnepTHble paclUMpeHHble KoHdurypauumn # show  expert access-group
ACL, npuMeHeHHble K uHTepdency [interface interface-name ]

OTobpaxaeT koHGurypaumm ACL IPv6, npumeHeHHble k | show ipv6 traffic-filter [interface
UHTepdency interface-name |

Otobpaxaet wuHpopmaumto TCAM wunmn  ykasaHHyto = show acl res [ dev dev-num [ slot
nHpopmaumio TCAM slot-num]]

1.7.3. OTnapka

CucrtemHsble pecypcCbl 3aHATbI NMpU BbiBOOE OTNnago4Hom I/lHd)OpMaLl,I/II/I. HOSTOMy OTKNKO4nTE
OTnafKy cpasy nocne ncnofib3oBaHUA.

OnucaHue KomaHnpa
Otnagka paboTtatowero npouecca ACL debug acl acld event
Otnagka knnentos ACL debug acl acld client-show

Otnaaka cnnckoB ACL, cosnaHHble Bcemn | debug acl acld acl-show
knnentamm ACL
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2. HACTPOUKA QOS
2.1. O630p

KauecTtBo 0b6cnyxmBaHusa (QoS) no3sonsieT o6ecneunTb XopoLune BO3MOXKHOCTN 06CyKnBaHUA
AN yKa3aHHOW ceTu C UCMNOMNb30BaHMEM Pa3fNYHbIX TEXHOMOMN MHPACTPYKTYPHI.

Korpa nponyckHas CNocoBHOCTL CeTH AOCTaTo4Ha, BCe NOTOKN OaHHbIX MOTYT ObITb npaBuJibHO
06p860TaHbl; Korga npoucxoauT neperpy3ka cetn, BCe NOTOKU OaHHbIX MOTYT ObITb OT6pOLIJeHbI.
YTobbl YAOBNETBOPUTb Tpe6OBaHVIFI nonb3oBaTenen K pPa3nnMyHbIM NPUNOXKEHNAM N Pa3NMNYHbIM
YPOBHAM Ka4yecCTBa O6CJ'Iy)KVIBaHVI$I, CceTb [AOJPKHa MMEeTb BO3MOXHOCTb pacnpeaendatb u
nnaHMpoBaTb pecypCbl Ha OCHOBE Tpe6OBaHI/IIZ nonb3oBartenen n obecneunBaTb pa3nn4yHble
YPOBHU Ka4vecCTBa O6CJ'Iy)KI/IBaHVI$I Ana pas3rinyHblX NOTOKOB AAHHbIX. B yacTHOCTW, ceTb MOXeET
O6pa6aTbIBaTb BaXHbl€ NakeTbl JaHHbIX B peXunme pearibHoro BpemeHun C bonee BbICOKUM
nNpUopmnuTeToOM M 06pa6aTbIBaTb nakeTbl HE B pearibHOM BpEMEHU U obLmne nakeTbl AaHHbIX C
donee HN3KNM NPUOPUTETOM N OaXKe 0T6paCbIBaTb nakeTbl AaHHbIX NMPU Neperpy3ke ceTun.

Mcnonb3yemblin TpPaaNUMOHHLIMU CETAMMU «Jy4LUMA» MEeXaHu3M nepeagpecaumm 6onblue He
MOXeT yOoBNeTBOpATbL TpeboBaHnaAM, 1 Toraa Bo3HnkaeT QoS. YcTponcTtea ¢ nogaepxkon QoS
obecneumBaloT kayecTBo nepegaymn QoS. MNMpropuTteT Nnepefaym MOXeT ObiTb HA3HAYEH NOTOKaM
OaHHbIX TUna, 4Tobbl MAEHTMULMPOBATL BaXKHOCTb MOTOKOB AaHHbIX. 3aTeM YCTPOMCTBa
NpeaoCcTaBnaoT NONUTUKN NEPECHINKN ANA Pa3NUYHbIX NPUOPUTETOB, YMEHBLLLIEHUS NEPerpy3ku
N opyrme mMexaHv3Mmbl Ons NpefoCcTaBnNeHns crneumanbHbIX YCnyr nepegaydm ons 3Tux noTokoB
AaHHbIX. CeTeBoe OKpyxeHue, HacTpoeHHoe ¢ QoS, moxeT obecneunTb NpeackasyeMoCTb
Npon3BOANTENBHOCTU CeTU, ahhekTUBHOE pacnpeneneHmne nNponyckHoOM cnocobHOCTM ceTn m
pasyMHOEe 1CNosib30BaHME CETEBLIX PECYPCOB.

2.2. NMpunoxeHunsn

MNMpunoxeHue OnucaHue

OrpaHnyeHme ckopocTu OcHOBbIBasACb Ha pasnnyHbiX TpeboBaHUAX K OBCMY>XMBAHWIO
nHTepdemnca + KamnycHom ceTtu, obecnedbTe YynpaBrneHWE CKOPOCTbIO W
nepemMapKkMpoBka npuopuTeTHyto 0o6paboTKy ucxogsdwero Ttpaduka ydebHoro
npuoputeTa Kopnyca, nabopaTtopuin n o6LLEXNTUSA

M3meHeHne npuoputeta + | ObecneunTtb NPMOPUTETHYIO 06pabOoTKy U KOHTPOSb MPOMYCKHOWM
NaHMpoBaHWe oYepeam CNocoBHOCTM AnsA Tpadmka BHYTPEHHEro AOCTyNa Kk cepBepam
npeanpusaTUs

2.2.1. OrpaHnyeHue CKOpoOCTU UHTepdenca + nepemMapkMpoBKa npuopurteTa

2.2.1.1. CueHapun

YTto6bl cCOOTBETCTBOBATL CIY>KeOHbIM TpeboBaHMSIM HOPManbHOro 0byyYeHus, LWKona BblgBuraeT
cnegyowme TpeboBaHus:

e OrpaHuunBante Tpaduk goctyna B UHTepHeT go 100 MB n otbpackiBante nakeTbl
CBEpX nMmMmuTa.

e  OrpaHuumBanTe ucxogawmn Tpaduk 3gaHus obwexmntna go 50M n otbpacbiBanTte
nakeTbl CBEpPX NMMMUTA.
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192.168.193.1
NHTEpHET G0/24

OrpaHnymMBanTe cCKOpoOCTb MakeToB C npuoputeToM DSCP 7, oTnpaBneHHbIX U3
na6opatopuii meHee 20M, n nameHute npnoputeTel DSCP ansa aTux NnakeToB, CKOPOCTb
KoTopbIx npeBbiwaeT 20M, Ha 16.

OrpaHunumBainTe ncxoaswmn tpadmk yyebHoro kopnyca no 30M otbpackiBanTe nakeTbl
CcBepX numuTa.

YyebHble 30aHus
192.168.194.0/24

KommyTtatop A

= NaBopaTopHble 30aHnsA
;| 192.168.195.0/24

rrsria] ObuwexnTne
192.168.196.0/24

| 'BBEE]

PucyHok 2-1.

LWkona nogkntovaeT GigabitEthernet 0/24 kommytaTtopa A kK WHTepHeTy B uplink-kaHane un
nogkrtoyaeT GigabitEthernet 0/1, GigabitEthernet 0/2 n GigabitEthernet 0/3 kommyTaTopa A K
yuyebHomy kopnycy, nabopatopun (192.168.195.0) n kopnycy obwexutns (192.168.196.0) B
downlink-kaHane cOOTBETCTBEHHO.

2.2.1.2. PasBepTbiBaHue

HacTtponTte orpaHnyeHune ckopoctu uHTepdenca QoS ana wuHtepdenca GO0/24
KoMmmyTaTopa A ans nogknodeHnsa K HTepHeTy. HacTponTe orpaHMyeHue CKOpOCTU
QoS Anga nakeToB, OTNPaBNAEMbIX U3 OBLLEXNTMA Ha KOMMyTaTope A.

YcTaHOBUTE OrpaHM4YyeHMe CKOPOCTM [Afi9 NaketoB C npuoputetom DSCP 7,
oTnpaensiemMbix u3 nabopartopun, Ha 20M n nepemapkmpynte npuoputet DSCP gns
NakeToB, BbIXOOALLMX 3a Npedenbl OrpaHNYeHnsa ckopocTu, Ha 16.

HacTtponte orpaHudeHne ckopoctn QOS Ans nakeToB, OTNpaBnsemMblX U3 yd4ebHOro
Kopnyca Ha kommyTaTtope A.

2.2.2. UameHeHue npuoputeTa + nraHMpoBaHune ovyepeau

2.2.2.1. CueHapun

HacTtpoinTte nepemapkupoBKy MPUOPUTETOB U MiaHUPOBaHME O4Yepenen B COOTBETCTBUM CO
cneaylowmmmn TpeboBaHUSaMM:

Korga otaen nccnegosaHui 1 pa3paboTok 1 OTAeNn MapKkeTUHra nosyyatoT AOCTyn K
cepsepam, NpMopuTeTbl NAKETOB CepBepa crneayrLume:
NoYTOBbLIN cepBep> hannoBbLIN CEPBEP> CEPBEP 3anpoCoB O 3apnnaTe.

HesaBncMmo OT TOro, korga oTaen KaapoB nonyvaeT noctyn Kk WHTepHeTy unu
cepBepam, kommyTaTop obpabaTbiBaeT COOTBETCTBYHOLUME MaKeTbl C HaWMBLICLUMM
NPUOPUTETOM.

Mockonbky npu paboTe KOMMyTaTopa 4acTO BO3HWKAET Meperpyska ceTu, Ans
obecneveHnst ©GecnepebonHo paboTbl ©OusHeca HeobxoaMMO WCMONbL30BaTb
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nnaHvpoBaHne odvepean WRR ana nnaHvpoBaHuma [IP-nakeTtoB And  oOTOenoB
nccnenoBaHun 1 paspaboTok, U MapKeTUHra Ansg AOoCTyna K novtoBov 6ase AaHHbIX,
darnnoBor 6ase AaHHbIX U Ga3e AaHHbIX 3anpocoB O 3apaboTHOM nnaTe Ha OCHOBe
COOTHOLLEHUA 6:2:1.

Cepsep 3anpocos 0 3apnnare

KoHCTpyKTOPCKMIA OTAEN
@ NHTepHer E 192.168.10.1

G O

G0/24 Mo4TOBLIN CepBep

OTgen mapkeTuHra

@ = G0/2

192.168.10.2

dannosbIn cepeep

192.168.10.3

PucyHok 2-2.

OTpenbl uccnegoBaHui M pa3paboTok, MapKeTVHra M ynpaerieHWsl MepcoHanoM nonyyarT
noctyn K wuHTtepdpericam GigabitEthernet 0/1, GigabitEthernet 0/2 n GigabitEthernet 0/3
kommyTatopa A cooTBeTCcTBeHHO. CepBep 3anpocoB O 3apnnaTte, MNOYTOBbIA CepBep W
dannoBbIN cepBep nogkntoyeHsl kK GigabitEthernet 0/23 kommyTaTopa A.

2.2.2.2. PasBepTbiBaHue

e Hactponte 3HayeHus CoS NOTOKOB AaHHbLIX 49 OOCTYNa K pa3HbiM cepBepam, YTobbI
rapaHTMpoBaTtb, YTO KOMMyTaTop oObpabaTbiBaeT nakeTbl ANS pa3HbiX CEpBEPOB C
pasHbIMK NpuopuTETaMM.

e YcTaHoBUTE 3HadeHne COS uHTepdenca No ymMonyaHuio Ha KOHKPETHOe 3HayeHue,
4yTOObl rapaHTMpoBaTb, 4YTO KOMMYyTaTop OOpabaTbiBaeT nakeTbl, OTNPaBIEHHbLIE
OTAEerIoM ynpaBfieHWsi NepPCOHaNoM, C HaMBbICLLMM NPUOPUTETOM.

e Hactponte nnaHuposaHune ovepeam WRR, 4Tobbl rapaHTMpoBaTh, YTO NAKEThbl JAHHbIX
nepegaroTca B onpegeneHHOM COOTHOLUEHUN KONNYeCTBa.

2.3. OcobeHHOCTH
2.3.1. OcHOBHasA KOHUenuus

2.3.1.1. DiffServ

Pexum guddepeHumpoBanHbix yenyr (DiffServ) — ato cuctema IETF, Ha ocHoBe KoTopon QoS
peanudyetca B npogyktax QTECH. Cwuctema DiffServ knaccudumumpyetr Bce nakeThl,
nepegaBaemMble B CeTW, MO pasHbIM Tunam. NHdopmaums o knaccudukaumm BKNoYeHa B
3arofiloBKM NakeToB ypoBHewn 2/3, Bkntoyasa npuoputeTtbl 802.1P, IP n IP DSCP.

B cetun, coBmecTtumonm c DiffServ, Bce ycTponctaa NpMMEHSIOT O4HY U Ty XKe MONUTUKY CNyX6bl
nepejaynm K nakeTaMm, COAEPXalUMM OAMHAKOBYKH MWHOpMauuMio O knaccudukaummn, u
NMPUMEHSIOT pasHble MOMUTUKN CryxObl Mepegayn K nakeTam, COAepXaluyM pPasfyyHyo
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3aaBneHue

nHcpopmaumto o knaccudpmkaumm. Mudopmauma o knaccudmkaumm naketos NMboO HasHavaeTcs
XOCTaMu Unm apyrmmmn yCTporucTBamMmm B ceTU, TGO Ha3Ha4YaeTCs Ha OCHOBE PasfMyHbIX NONNTUK
NPUMOXEHUA UNN PasNUYHOrO COAEPXMMOro MakeToB. Ha ocHOBaHWKM KnaccudpukauMOHHOM
WHdopMaumK, coaepxallencsa B MNakeTax, YCTPONCTBO MOXET MpedocTaBnATb pasHble
npuopuTeTbl Nepenayvn 4ns pasHbiX NOTOKOB MAKETOB, pe3epBMpoBaTh NOMOCY NPONycKkaHua Ang
onpegeneHHbIX MOTOKOB MakeToB, OTOpachbiBaTb OnpederieHHble nakeTbl ¢ 6onee HU3KMM
NPUOPUTETOM UMM BbINOSTHATL HEKOTOPLIE ApYrMe OENCTBUS.

2.3.1.2. NpuoputeT 802.1P (PRI)

Mpuoputetr 802.1P pacnonoXeH B 3arofloBke naketa ypoBHA 2 ¢ 3aronoBkom 802.1Q u
NCNonb3yeTcs B CUeHapusax, rae 3arofioBKM YPOBHA 3 He HY)XHO aHanuanpoBaTtb, a QoS
HeobxoaumMo peannsoBaTb Ha YPOBHE 2.

3aronoBok
Anpec Anpec 802.1Q Nnvxal [laHHble FCS
CRC-32
Ha3Ha4YeHUs | UCTOYHUKA TPID | TCI Tun ( )
6 BanToB 6 baitToB 4 panTa 2 6anta  46~1500 GantoB 4 Ganta

PucyHok 2-3. CTpykTypa nakeTa ypoBHS 2

Kak nokasaHo Ha pucyHke Bblwe, 4-6anToBbii 3aronoBok 802.1Q cogepxuT 2-6anToBbIN
ngeHtndukaTop npotokona Ttera (TPID), 3HavyeHue kotoporo paBHOo 0x8100, n 2-6antoByto
ynpaensoLwyto nHdopmaumto tera (TCI). MNepsbie Tpu 6uta TCI ykasbiBatoT npuoputeT 802.1P.

2.3.1.3. MpuopwureT IP (IP PRE) n npuoputetr DSCP

Mpuoputetbl IP-naketoB onpegenstTca npuoputetamn IP PRE n DSCP. [llone Tuna
obcnyxusanus (ToS) 3aronoska IPv4 coctouTt 13 8 6utoB; roe nepeble Tpu OUTa yKkasbiBaloT
npuopuTteT IP (IP PRE) B gnanasoHe ot 0 oo 7. RFC 2474 nepeonpegendet none ToS 3arosoBka
IPv4, KoTopoe Ha3sbiBaeTcd nonemM guddepeHumnpoBanHbix yenyr (DS). MNpuoputeT Toukn Koga
anddepeHumnpoBaHHbix yenyr (DSCP) onpeaensietcsa nepsbiMun 6 6Gutamm (6utel oT 0 o 5) nonsa
DS v nepebiMn 6 Gutammn nons knacca tpaduka B 3aronoske IPve6.

But: 0 1 2 3 4 5 6 7 but: 0 1 2 3 4 5 6 7
BaiT Bant IPv4 ToS
IPva ToS Mpuoputet|Tun CepeucalMBZ Bawnt IPv6 DSCP Cu
Traffic Class
RFC1122 RFC1349 [omxeH RFC2474 B Tekywmnin
ObITh MOMEHT

W_J HOMb HE WUCMNOIb3yeTcs

RFC791 (ToS)

PucyHok 2-4. Pacnonoxenue npuoputeToB IP PRE n DSCP B naketax IPv4/IPv6
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3aaBneHue

2.3.1.4. CoS

Knacc o6cnyxmanna (CoS). MNMpoayktel QTECH npeobpasyoT NpruopuTeThl NakeTOB B 3HAYEHUSA

CoS, u4toObl uMAeHTUMUMPOBATL FOKamnbHblE NPUOPUTETHI NAKETOB WU OMNpeaensiTb
naeHTuduKaTop BXO4HOM ovepeaun, Koraa nakeTbl OTNPaBnsaAlnTCs C BbIXOAHOIO UHTepdenca.
2.3.2. 0630p
Ocob6eHHOCTb OnucaHue
Knaccndukaums Knaccudumkauma nOTOKOB MCMNONb3yeT onpedeneHHble npasuna gns
NMOTOKOB naeHTUdrKaumMm NakeToB C OAMHAKOBLIMU XapakTepMCTUKaMK N IBNAETCS
NpPeanoChISIKOM U OCHOBOW ANA pasnnyeHns CeTeBbIX CNyx6
[NpnoputeTHas MomevaeT npuopuTETbl NAKETOB  YKasaHHbIMW  3HAYEHUSAMU U
MapKMpoBka N | CONOCTaBMSAET 3HAYEHUS C COOTBETCTBYHOLLUUMM 3HAYeHnAMn CoS
cornocTaBneHue
KoHTponb KoHTponupyeT cneundmkaumio Tpaduka, MOCTynawwero B CeTb,
Tpadmka orpaHmumBaeT TpadmK B pa3yMHbIX npedenax n otbpacbiBaeT Tpaduk 3a

npegenamm nMMuTa Unn N3MeHsEeT NPUOpPUTET Tpadmka

YnpasneHue
neperpyskamm

OnpepgenseT nocnegoBaTenibHOCTb NAKETOB AaHHbIX, OTNPaBseMbIX C
NHTepdenca, Ha OCHOBE MPUOPUTETOB MAKETOB AaHHbIX U ybexaaeTcs,
YTO KIYeBble ycnyrM MoryT ObiTb 00paboTaHbl BOBpeMs, korga
BO3HMKAET neperpyaka

MpepoTBpalieHve | OTcnexvBaeT WUCMNOMb30BaHNE OYepean BLIXOQHOrO WHTepdoenca wn
neperpysku CHWXXaeT Harpysky Ha ceTb, aKTMBHO OTOpacbiBas nakeTbl W perynuvpys

ceTeBoW Tpaduk Npn neperpyske cetu

2.3.3. Knaccudumkaumsa noTtokos

Knaccudmkaumsa noTokoB ncnonb3yeT onpeaeneHHble npasuna A4na naeHTndukaumm nakeTos ¢
OOVHAKOBBLIMW XapakKTEPUCTMKaMU U SIBNSAETCA NPEeAnoCbIIKON M OCHOBOW ANsi pasfuyeHust
ceTeBbIX cnyxo6. MNpaBuna knaccmgumkaumm NOTOKOB MCMONb3YHTCA Anst TOro, YTobbl pasnuyaTb
pasHble MakeTbl B CETU U 3aaBaTh pasHble napameTpbl QOS Ans NakeTOB Ha Pa3HbIX YPOBHSX
obcnyxuneaHus.

2.3.3.1. MprHUMN paboTbl

MpaBunammn knaccudukaumm nNOTOKOB MOryT ObITb conocTtaBneHve npuoputetoB PRE wunu
DSCP IP-nakeToB unu knaccngukaumsi naketos nyTem naeHTUMMKaumm cogepxmmoro nakeTa c
nomowbio ACL. Bbl MOXeTe onpefenntb NPUBA3KY MeXOy HECKONbKUMUM MNOTOKaMU W
nosegeHneM MOTOKOB, UCMOMb3ys KOMaHAbl A POPMUPOBAHUA MOMUTUK, KOTOPbIE MOXHO
NPUMEHSATb K MHTepdencam ans knaccudukaumm n o6paboTkn NOTOKOB.

MonuTtuka KavyecTBa 06CNYyXMBaHUSA
Monutrka QOS COCTOMUT M3 TPEX 3IEMEHTOB: KIacc, NoBeaeHne rnoToka 1 NnosmTyrka.

e Knacc

Knacc naeHTudumumpyeT MOTOKM M COOEPXUT UMS Kracca M npasuna knacca. Bbel moxeTte
onpeaennTb Npasuna Knacca, Ucnonb3ysi KoMmanabl Ang Knaccugukaumm NakeTos.
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e [loBegeHune notoka

MNMoBeaeHne noTtoka onpenensieT gencteus QoS, npeanpuHMMaeMble ONs NakeToB, BKMHOYas
MapKMPOBKY MPUOPUTETOB U KOHTPOSIb TpadmKka Ans MaKkeToB.

e [lonutuka

MnuTuka cBA3bIBAET KOHKPETHBIA KNacC M KOHKPETHOE MOBeAEeHWe NOToKa W BKHYaeT UMS
NOSIUTUKN, UMEHA CBSA3aHHbIX KIacCoB U noBefeHne noToka. Bbl MoXeTe cBA3aTb YKasaHHbIN
Knacc n nosegeHue noToka ¢ NOMOLLLIO NOANTUKM QOS M NPUMEHUTb MOMUTUKY K OOHOMY UMK
HEeCKonbKUM UHTepdencam.

pynna nornyeckux nHrepcdencos QoS

Bbl MOXeTe ykasaTb psa UHTEpPdENCOB B Ka4yecTBe rpynnbl Aormyeckmx uHtepdencos QoS
(Bkntovasa kak AP, Tak n uHTepdencol Ethernet) n cesizaTb NONUTUKM C FPYMMNon NOrMYECKUX
UHTepdencos ans obpabotkm Qo0S. BosbmeM, K Npumepy, OrpaHuU4eHne CKOpoCTU Ans
NMOTOKOBOro nosefeHus. [Ns nakeToB, OTBEYalLMX YCIOBUAM OrpaHUYeHWs CKOpPOCTU, BCe
UHTepdencbl B OOHOW rpynne MnOrm4yecknx MHTEPdENCOB COBMECTHO MUCMOSb3YIOT MNOSIocy
NpOoMycKaHus, yKasaHHYI0 B MOSIUTUKE.

2.3.3.2. CBAi3aHHasa KOHdurypaums

Co3paHue knacca
Mo yMOon4aHuio Knacc He onpeaeneH.

Bbl MoxeTe 3anyctutb komaHgy class-map, 4Tobbl co3gaTb KnacC M BOWMTU B PEXUM
KOHUrypauum knacca.

CootBeTcTBUMe ACL
Mo ymonyaHuio npasuna ans Knacca He onpegesieHobl.

B pexume KoHUrypaumm knacca Bbl MOXeTe 3anycTuTb KOMaHay match acess-group, 4Ttobbl
onpegennTb NpaBuIio knacca kak cooTtseTcTBytowee ACL. CHayana Heobxoaumo cosgaTtb
npasuna ACL.

Co3paHune NoNMUTUKKU
Mo ymonyaHuio nonnTnka He onpegesneHa.

Bbl MOXeTe 3anyctTutb koMaHay policy-map, 4Ttobbl co3gaTte MOAUTUKY U BONTU B PEXUM
HaCTPOWKN NOSINTUKMN.

CBsA3biBaHMe Knacca
Mo YMON4YaHUIO NoJsIMTUKa He CBA3aHa HU C OAHUM KnacCoMm.

B pexume KoHdurypauum nonuTUKM Bbl MOXETEe 3anyCTuTb komaHngy class, 4tobbl cBA3aTb
KSflacc 1 BOWTU B pEXMUM KOHGMrypaumm Knacca rnosimTuku.

anBﬂ3Ka noegeHuMs NOToKa
Mo ymon4yaHuio Knacc He NpMBsi3aH HU K KaKOMY NOBELEHMIO NOTOKA.

B pexume koHdUrypaumm kracca MOSIMTUKA Bbl MOXETE 3anyCTUTb KOmaHgy Set, 4ToObl
n3mMeHnTb 3HadeHnsa CoS, DSCP vnu VID yka3zaHHOro rnotoka; rge s3HadyeHne CoS HaxoguTcsa B
ananasoHe ot 0 go 7, 3HayeHne DSCP — B guanasoHe ot 0 go 63, a 3Ha4yenue VID — B
AananasoHe oT 1 go 4094. Bbl MoxeTe 3anycTuTb KomaHay police, 4Tobbl OrpaHuy4nTb
NPOMYCKHY CnocoBHOCTb U 0BpabaTbiBaTb NOTOKM 3a NpeaeniaMm OrpaHUYeHns Ans yKkasaHHbIX
NoToKoB. [lnana3oHbl OrpaHMyeHnIn NPOMYCKHOM CNOCOBHOCTH onpeaensainTca NPpoayKTamMMu.

HacTtpowka rpynnbl norm4yecknx nitepcencos

pynna norudecknx wuHTepdencos He onpegerneHa, M MO YMONMYaHUIO WHTepdenc He
AobaBnsieTca HM B O4HY rpynny fIOrM4eckmx MHTepdencos.
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B pexume rnobanbHoW KOHUrypauum Bbl MOXeTe 3anycTuTb komaHnay Vvirtual-group ans
co3faHua rpynnbl fiormyecknx uHTepdencos. B pexume koHdurypaumm wmHtepdpernca Bbl
MOXeTe 3anyCTUTb KoMaHay virtual-group, 4tobbl 406aBUTL MHTEPEENC B rpynny NOrM4eCcKnx
UHTepdencoB. Ecnu aTa rpynna nNormvyeckux MHTepdencoB He co3faHa, Bbl MOXeTe co3aTtb
rpynny nornyecknx nHtepdencos n aobaesutb HTepdenc B rpynny. Bol moxeTe co3gaTb 128
rpynn normyeckux nHTepdencos B guanasoHe oT 1 oo 128.

NMpumeHeHMe NONUTUKN K UHTepdency
Hukakas nonuTuka He NPUMEHSIETCS K MHTEPMENCY NO YMONYaHMIO.

B pexume koHurypaumm nHtepderica Bbl MOXeTe 3anyCcTUTb KoMaHAay service-policy, 4ToObl
NPUMEHNTL NOMUTUKY B HanpasneHuax BBoAa/BbiBoga WMHTepderica. B pexume rnobanbHon
KOHpurypaumm Bbel MOXETE 3anyCTUTb KOMaHAay service-policy, 4Tobbl NPUMEHUTL NOMUTUKY B
HanpaBneHusx BBOAa/BbIBOAA BCEX MHTEP(ENCOB.

2.3.4. NMpuoputeTHaa MapKupoBKa U conocTtaBrieHue

MpropuTeTbl MCMOMbL3YTCA A1 MapKUPOBKW 3anfiaHMPOBAHHbLIX «BECOB» MNaKeToOB WNn
npuopuUTETOB MNAaKeTOB Mpu nepecbinike. PasHble Tunbl NakeToB WMEKT pasHble TuMbl
npuvoputeToB, Bktodas npuoputetol 802.1P(PRI), IP PRE u DSCP. MapkupoBka W1
COrnocTaBfeHne MNpUoOpUTETOB OTHOCATCA K MapKMpPOBKE MPUYOPUTETOB MakeTOB yKas3aHHbIMW
3HaA4YEeHMAMM N COMOCTABIIEHUIO 3TUX 3HAYEHNA C COOTBETCTBYOLMMN 3HaYeHnssMn CoS.

2.3.4.1. MpnHUMN paboTbl

lMocne TOro, Kak MOTOKM AaHHbIX MakeToB BXOOAT B MHTepdenc YyCTPOWCTBa, YCTPOWCTBO
Ha3HavaeT NpMopuTETHI NaKkeTaMm Ha OCHOBE peXxuma A0BepUs, HACTPOEHHOro ANs NHTepdenca.
Hwxe onncaHbl HECKONBKO pexnmoB gosepus (trust mode):

o Korga pexum gosepus nHtepderica untrust, 4To o3HavyaeT HegoBepme K nHdopmauum
0 npuopuTeTe, NepegaBaeMou B NakeTax:

N3meHuTe 3HayeHne CoS B COOTBETCTBUM CO 3HadyeHMeM CoS no ymondaHuio (0, KoTopoe
HacTpauBaeTcs), Tabnuuen conoctaBneHna CoS-DSCP u Tabnuuen conoctaBneHus
DSCP-CoS vHTepchenca n noMmectuTe nakeTbl B 04epean Ha OCHOBE OKOHYaTeNbHOro 3Ha4YeHus
CoS. [nga BbixogHbix naketoB ¢ Terom 802.1Q npuoputeT naketa OygeT WM3MEHEH Ha
cooTBeTCcTBYloLEee 3Ha4YeHne CoS.

o Korga pexum gosepusa nHtepdenca trust CoS:

Ona naketoB ¢ Terom 802.1Q n3ameHuTe 3Ha4yeHne COS B COOTBETCTBUM CO 3HaYeHueMm PRI,
Tabnuuen conoctasneHnss CoS-DSCP u tabnuuen conoctaBneHnss DSCP-CoS n nomecTtute
nakeTbl B 04EPEAN Ha OCHOBE OKOHYaTENbHOro 3HavyeHnst CoS. [1ns BbIXOAHbLIX MAKETOB C TErOM
802.1Q npuoputeT NakeTa OydeT NU3MEHEH Ha COOTBETCTBYOLLEE 3Ha4YeHne CoS.

[na naketoB 6e3 Tera 802.1Q nameHnTte 3Ha4yeHne CoS B COOTBETCTBMM CO 3Ha4YeHnem CoS no
ymonyaHuio (0, koTopoe HacTpamBaeTcsd), Tabnuuen conoctaeneHna CoS-DSCP u tabnuuen
conoctaBneHns DSCP-CoS nHTepgenca n noMectuTe nakeTbl B 0Mepean Ha OCHOBE KOHEYHOTO
3HaueHus CoS. [Ins BbixogHbiX NakeToB ¢ Terom 802.1Q npuopuTeT naketa byaeT naMeHeH Ha
COOTBeTCTBYKLLEee 3Ha4YeHne CoS.

o Korga pexum gosepus nHtepgenica trust DSCP:
[ns nakeToB, oTNMYHLIX OT IP, 06paboTka Takas xe, kak n ans trust CoS.

Onsa IP-naketoB nameHute 3HavyeHme CoS B COOTBETCTBMU CO 3HadeHmem DSCP naketoB u
Tabnuuen conocraBneHns DSCP-CoS u nomectute nakeTbl B O4YepeaM Ha OCHOBE
OKoHYaTenbHoro 3Ha4yeHusi CoS.

o Korga pexum gosepua nHtepdetiica trust IP PRE:
[ns nakeToB, OTNMYHbLIX OT IPv4, o6paboTka Takas xe, kak u ans trust CoS.
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Ons naketoB IPv4 nonyunte n usmeHute npuoputet DSCP nakeToB B COOTBETCTBUWU CO
3HauyeHveM IP PRE nakeToB n Tabnuuen conoctasneHus IP-PRE-DSCP, nonyuute 3HaveHve
CoS B cooTBeTCTBUU ¢ Tabnuuen conoctaBneHns DSCP-CoS, a 3aTemM noMecTuTe naketbl B
oyepenm Ha OCHOBe KOHe4Horo 3HayeHus CoS.

° Korpa pexum gosepua U npuMmeHaemMas noJinTnuka MHTepcbeﬁca pa60Ta+0T BMecCTE!

Koroa pexum OoBepust U npuMmeHsiemasi nonuTuka mHTepdenca paboTaloT BMECTe, Pexunm
AoBepus nMeeT 6onee HU3KUIN NPUOPUTET, YEM NnonuTuka, n npuoputeT CoS MOXHO NOMY4UTb B
COOTBETCTBUM ¢ Tabnuuen conoctasneHna DSCP-CoS.

Ecnu Kk nHTepdency NpMMeHaeTca NonmTrka, HO B NOSIMTUKE HET KOHdMrypaumm ansa naMeHeHus
3HayeHun DSCP un CoS, obpabotka O6ymeT BbIMNOMHATLCS HA OCHOBE peXxuma [oBepus
UHTepdenca.

2.3.4.2. CBAi3aHHas KOHdurypauums

Hactpouka pexxuma goBepus nHtepcgenca
Pexum nosepus nHrtepderica no ymonyaHuio — HeoBepue.

B pexnme HacTponkm nHtepdenca sanyctute komangy mls qos trust, 4tobbl UISMEHUTb PEXMM
nosepus. Pexxumom gosepus MoxeT ObiTb trust CoS, trust DSCP wunu trust IP PRE.

Hactpouka 3HayeHus CoS no ymon4yaHuio ansa mHtepdenca
3HayeHne CoS no ymonyaHuio Ana uHrepgenca pasHo 0.
B pexume koHdurypaumm nHTepdenca sanyctute Komangy mls qos cos, 4ToObl M3MEHUTb
3HayeHne CoS no ymon4yaHuo ans uHtepdenca, KoTopoe HaxoamTces B ananasoHe ot 0 go 7.
MapkupoBKa npuopuTteTa NOTOKOB
Mo ymonyaHuio NpropuTEThI MOTOKOB HE NEpeMapKUpPYyOTCS.

B pexume KoHpurypauum knacca nonnuTnkn 3anycTute kKomaHgy set, Ytobbl UIBMEHUTL 3HaYEHUS
CoS, DSCP wn VID noTtokoB. 3HadyeHne CoS Haxoautcs B AuanasoHe ot 0 go 7, 3Ha4yeHue
DSCP — B gnanasoHe ot 0 go 63, a 3HayeHue VID — B gmnanasoHe ot 1 go 4094.

HacTtponka conoctaBneHusa CoS-DSCP

Mo ymonyaHuio 3HaveHus CoS 0, 1, 2, 3, 4, 5, 6 n 7 otobpaxatotcsa Ha 3HadeHna DSCP 0, 8, 16,
24, 32,40, 48 n 56 cooTBETCTBEHHO.

3anyctute komaHay mls qos map cos-dscp, 4Tobbl HacTpouTb conoctaeneHne COS-DSCP.
3HavyeHne DSCP Haxogutca B AnanasoHe ot 0 go 63.

Hactpouka kapTbl DSCP-CoS

Mo ymonyanuto DSCP 0-7 conoctaensaTcsa ¢ CoS 0, DSCP 8-15 conoctasnstoTtea ¢ CoS 1,
DSCP 1623 conocTtaBnatotca ¢ CoS2, DSCP 24-31 conoctaBngatTtca ¢ CoS 3, DSCP 32-39
conoctaBnstTcss ¢ CoS 4, DSCP 40 go 47 conoctaenenHbl ¢ CoS 5, DSCP 48 pgo 55
conocTtaBneHbl ¢ CoS 6, a DSCP 56 go 63 conoctaeneHbl ¢ CoS 7.

3anyctute komaHgy mils gqos map dscp-cos, 4ToObl HacTpouTb conoctaeneHme DSCP-CoS.
3Ha4yeHune CoS HaxoguTcsa B gnanasoHe oT 0 go 7, a 3HavyeHne DSCP — B gnanasoHe ot 0 go
63.

2.3.5. KoHTtponb Tpaduka

KoHTponupyinte cneundukaumioo tpaduka, noctynarLllero B ceTb, orpaHnyMBanTe Tpaduk B
pasyMHbIX npegenax u otbpacbiBaWTe Tpaduk 3a npegenamyv nuMUMTa WNU U3MEHSINTE
npuoputeT naketoB. Kpome TOro, MOXHO KOHTponmMpoBaTb OO Tpaduk uMHTepdenca, a
Tpaduk 3a npegenamun nummTa d6yageT oTbpachiBaTbCA.
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3asaBneHuve e
2.3.5.1. MpuHUKuN paboTbl

KoHTponb Tpachmka ncnonb3yeTcs Ans OTCnexuBaHns cneundunkaumum tpadgumka, nocTynarLLero
B CETb, M BbINOMHEHNS NpeayCTaHOBMEHHbIX AEACTBUIA MO KOHTPOSD HAa OCHOBE PasfuYHbIX
pe3ynbTaToB OLEHKN. TN AENCTBUSE MOTYT ObITh:

e [lepecbinka (Forwarding): o6bI4HO NepeckbinaeT nakeTbl B Npeaenax numuTa Tpaduka.
e OrtbpacbiBanne (Discarding): oTbpackiBaTb NakeThbl, NPEBbILLAIOLLINE NUMUT TpaduKa.

° N3meHeHne npunopnteTta n nepeagpecaund: U3IMeHAeT MNpUuopuTeTbl MakeToB 3a
npegenamMmm nmMmnTa Tpaq)vn(a, a 3aTeM nepeHarnpaBnAaeT nakeThbl.

Hanpsimyto oT6pacbiBaTb NakeTbl 3a nNpegenammn obero nuMmmnTa Tpaduka nHTepderica.

2.3.5.2. CBsi3aHHas KOHcurypauums

Hactpouka gencteus npu npeBbIilleHUM NMMUTaA Tpaduka

Hukaknx oencreum, KOTOpbl€ OOJTKHbI BbINOJTHATLCA MPU NpeBbILLEHNN NMMMUTA Tpacbvn(a, no
YMOJT4aHUO HE HACTpPOEHO.

B pexume KoH(purypauum knacca NONUTUK 3anycTute komaHngy police, 4tobbl HaAcTpouTb
aencTteue, KoTopoe ByaeT BbINONHATLCS NPU NPEBbLILLEeHNN NMMUTa Tpadurka, Ha oTbpackiBaHne
Tpadhmka 3a NMMUTOM UM U3MeHeHue 3HadeHus CoS, unum 3HadveHmsa DSCP. [QuanasoH
orpaHuyeHnsa Tpaduka onpegendetca npoayktamu. Korga Tpadmk npeBbllwaeT AMMUT, Bbl
MoXeTe n3aMeHuTb 3HavyeHne CoS B ananasoHe ot 0 oo 7 u 3HavyeHne DSCP B gnana3soHe o1 0
Jo 63.

HacTponka o6wero numuTta Tpachuka ana nHtepcpenca
O6Lwmin nuMUT Tpadmka Ans MHTepdenca no yMony4aHuio He HaCTPOEH.

B pexume HacTponkm mHTepdenca sanyctute komaHgy rate-limit, 4yTobbl HacTpouTb O6LLMIA
nmMmnT Tpaduka Ana nHTepdgenca B HanpasfeHnsax BBoAa M BbiBoda. [ManasoH orpaHuyeHus
Tpadmka onpegenseTcs NpoayKTaMu.

2.3.6. YnpaBneHue neperpyskamu

Korga ckopocTb npuema nakeToB npeBbillaeT CKOPOCTb OTMPaBKM MAKeTOB, Ha WUHTepdence
OTNpaBkM BO3HUKAeT neperpys3ka. Ecnv gna xpaHeHWss aTuUX MakeToB He MpefocTaBfeH
[OoCTaTouHbI Bydep, NakeTbl MOryT ObiTb MOTEpPsiHbl. MexaHnam ynpaBneHusi neperpyskomn
onpegensdeT nocrnegoBaTenbHOCTb MaKeTOB AaHHbIX, KOTOpble AOMKHbI ObiTb OTNpPaBfeHbl C
nHTepdenca, Ha OCHOBE MPUOPUTETOB MaKeTOB AaHHbIX. PYHKUMUS ynpaBneHus neperpyskomn
No3BONISIET KOHTPONMpPOBaTb Meperpysky, MoBbIWas NPUOPUTETbI BaXKHbIX MAKETOB AaHHbIX.
Korga npovicxoguT neperpyska, BadkHble MakeTbl AaHHbIX OTApaBnslTca ¢ 6onee BbICOKUM
npuopuTeTOM, YTOOLI 06ECNeUYnTL CBOEBPEMEHHYIO peanu3aLmnio KntoYeBbIX YCIyr.

2.3.6.1. MprHUMN paboTbI

MexaH13m nnaHMpoBaHWs odyepean UCNosb3yeTcs ANs ynpasrieHus neperpyskon, n npouecc
BbIFMAANUT crieayowmm o6pasom:

e [locne TOro, Kak Kaxablin nakeT NnpoxoamuT BCO 06paboTky QOS B kKOMMyTaTOpe, nakeT
HakoHeL rnosiy4aet 3HaveHune CoS.

e Ha BbIxogHOM  uHTepdence  YCTPOMUCTBO  KraccuduuupyetT  nakeTbl MO
COOTBETCTBYIOLLUNM o4YepeasaM OTrnpaBkn Ha OCHoBe 3HayeHun CoS.

e BbixogHom wuHTepdenc BbIOMpaeT MakeTbl B Oo4Yepean Ansd OTnpaBkM Ha OCHOBE
pasnuyHbIX NONMTMK nnavvpoBaHusa (SP, WRR, DRR, WFQ, SP+WRR, SP+DRR,
SP+WFQ).
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Monutuka nnaHnpoBaHusA

Monutnkn nnaHnpoBaHua ovepenen sknodatoT SP, WRR, DRR, WFQ, SP+WRR, SP+DRR u
SP+WFQ.

lMnaHupoBaHme co CTpornm npuoputeToM (Strict-Priority (SP)) o3HavyaeT nnaHMpoBaHue
nakeToB CTPOro B COOTBETCTBUM C MAEHTU(MKaTopamn ovepenun. Kaxabin pas nepes
OTNpPaBKOW NakeToB NPOBEPSINTE, ECTb NN B 0Yepenmn C NepBbiM NPUOPUTETOM NakeThbl
ans otnpaekun. Ecnu ga, nakeTbl B 3TON o4epenmn OTNpaBnsoTCa nepebiMnU. Ecnun Her,
npoBepbTe, €CTb N NakeTbl B 04epeamn Co BTOPbIM npuoputeToM. Cnegynte Tem xe
npasunam AN nakeToB B APYrMx ovepeasix.

MNnaHnpoBaHne Weighted Round Robin (WRR) o3HavyaeT nnaHvpoBaHue oyepeaen no
oyepenmn, 4toObl rapaHTMpoBaTb, YTO BCE O4Yepean UMEKT onpeferneHHoe Bpems
obcnyxusanusa. Hanpumep, nutepdernc 1000 Mout/c umeeT 8 BbIXOAHBIX ovepenen.
WRR HacTpauBaeT B3BelleHHoe 3HadeHue (5, 5, 10, 20, 20, 10, 20 u 10, koTOpbIE
yKasblBalOT MPONopLMM MOMYYEHHbIX PECYPCOB) ANA KaXOon odyepeau. OTOT MeTopq
NIaHMPOBaHUA rapaHTUpYeT, YTO o4yepeau C caMbiM HU3KAM MpuopuTeToM OyaeT
Ha3HayeHa nornoca nponyckaHns He meHee 50 MOuTt/c, 4TO nNO3BONUT M3bexaTb
obcnyxusaHms nNaketoB B oYepeau C CaMbIM HU3KUM MNPUOPUTETOM B TeEYEeHue
ONUTENBbHOro BPEMEHM NMPU UCMOMb30BaHNN MeToAa NiaHnpoBaHusa SP.

MNMnaHmposaHue Deficit Round Robin (DRR) noxoxe Ha WRR, HO NnpyMeHsieT BecoBble
3Ha4yeHMs Ha OCHoBe 6GanToB, a He Ha OCHOBE BPEMEHHbIX MHTEPBAIIOB.

MnanupoBanne Weighted Fair Queueing (WFQ) obecneunBaeT AMHAMUYECKYHO W
cnpaBeanuByo OpraHM3aLmio ovepean n NPUMEHSET B3BELLEHHbIE 3HAYEHNS HA OCHOBE
6anToB, aHanornyHo DRR. lNpu obHapyxeHun nycton oyvepeanm DRR HemeaneHHo
nepengeT K crnegyowen odyepean Ans nepenayn. Ecnn oyepeanb nponyckaeT CBoe
BpeMsi nepegaydn, ovepeab SOMKHA XOaTb CneayloLwero pasa, Yto BNseTcs pasHuLen
mexay WFQ n DRR; cnegosaTtenbHo, WFQ 6onbLie noaxoauT ans o6paboTkm nakeTos
JaHHbIX NepeMeHHon AnnHbl, Yyem DRR.

MnannpoBaHne SP+WRR o3HayaeT HacTpowKky nnaHupoBaHuss SP gna ogHom wnu
HEeCKOJSIbKMX odepeden OTApaBKM M HACTpPoOWKy nnaHupoBaHnsa WRR gns gpyrux
oyepenen. Cpeaun ovepenen SP ToONbKO Nocre oTnpaBku BCex NakeToB B oyepean SP
C NepBbIM NPUOPUTETOM MOTYT ObITb OTNPaBMEeHbl NakeTbl B odepean SP co BTOpbIM
npuoputetom. Cpean ouvepegen SP n WRR Tonbko nocne oTnpaBk/ NakeToB BO BCEX
oyepenax SP MoxHO oTnpaBnATb NakeTbl B ovepeasx WRR.

lMnaHmpoBaHne SP+WFQ o03Ha4aeT HACTPOMKY NnaHMpoBaHma SP ans ogHoM mnu
HECKOSIbKMX oYepeden oTnpaBkM W HacTpownky nnaHuposaHus DRR ans gpyrux
oyepenen. Cpean ovepeen SP ToOnbKO Nocne oTnpaBku Bcex nakeToB B ovepean SP
C NepBbIM NPUOPUTETOM MOTyT ObITb OTNPaBMeHbl NakeTbl B odepean SP co BTOpbIM
npuoputetom. Cpeaun ovepegen SP n DRR Tonbko nocrne oTnpaBky NakeToB BO BCEX
oyepeadax SP MOXHO OTNpaBnATb NakeTbl B ovepensax DRR.

lMnaHnpoBaHne SP+WFQ o03Ha4aeT HaCTPOWKYy MNnaHMpoBaHua SP Ans ogHoM mnu
HECKOSIbKMX oYepedenn OTApaBKM M HaCTpPoWKy nnaHupoBaHusa WFQ gns gpyrux
ovepenen. Cpean ovepenen SP TOnNbKO Nocne oTrnpaBku BCEX NakeToB B oyepean SP
C NepBbIM NPUOPUTETOM MOTYT ObITb OTNPaBfEeHbl NakeTbl B odepean SP co BTOpbIM
npuoputetomM. Cpean ouyepegenn SP n WFQ Tonbko nocrne oTnpaBky NakeTOB BO BCEX
oyepeadax SP MOXHO OTnNpaBnATb NakeTbl B ovepensax WFQ.

2.3.6.2. MHoroagpecHasi ouepeab QoS

B HekoTopbIX MpoAayKTax oyepeau WHTepdenca noapasfendlTcs Ha OAHoadpecHble U
MHoroagpecHble ovepeaun. Ectb 8 ogHoagpecHbix odepeaen. Bce nssectHble ogHOaapecHble

nakeThbl

nonagatT B COOTBETCTBYIOLME OAHOAAPECHblE ouvepean ANns MNepecbiikyn B
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COOTBETCTBMM C X Npuoputetamn. CyliecTByeT oT 1 40 8 ouepenelt MHOroagpecHon pacehInku
(B 3aBMCMMOCTM OT NpOAYKTOB. HekoTopble MpOAYyKTbl He MOoAAepXUBalT odepeau
MHOroaapecHO paccbinku). 3a UCKMYEeHNEM U3BECTHbIX OOHOAAPECHbIX NaKeTOB, BCE MaKeThbI
(Hanpumep, LUMpoKoBellaTeNbHble MakeTbl, MHOrOaApecHble NakeTbl, HEW3BECTHble
o4HOaApecHble NakeTbl U 3epkarnbHble NakeTbl) NonaaarT B COOTBETCTBYHOLLME MHOroaApecHble
oyepean ANA MNepecbinkM B 3aBUCUMOCTM OT UX npuoputeToB. ogoBbHO ofgHoadpecHbIM
o4yepenam, Bbl MOXXETe HACTPOUTb COMOCTaBreHNe MPYOPUTETOB U anropuTMbl NNaHMPOBaHUS
Ans MHoroagpecHbix odepegen. KomaHaoa Cos-to-Mc-Queue MOXeT MCnonb3oBaTbCs Ans
HaCTPOWKM COMOCTaBMNeHUs MpUOPUTETOB C oO4YepeasMU MHOroadpecHOW pacchinku. B
HacTosillee BpeMs MHOroaapecHble oYepean noaaepXvMBaloT anropuTtMbl NnaHuposaHus SP,
WRR n SP+WRR.

2.3.6.3. Monutuka nnaHmpoBaHua u round robin weight ana BbIXoaHbIX oyepeaen
Ha uHTepdence

Monutnkn nnaHmpoBaHus K round robin weight ana BbIXOAHbIX o4vepeden OCHOBaHbl Ha
rnobanbHbIX  KOHUrypauumsx. HekoTopble nMpoAyKTbl NOAAEPXKMBAOT KaK rnobanbHble
KOHpurypaumm, Tak n KoHurypauum Ha ocHoBe uHTepdenca. KoHdwurypaumm Ha ocHoBe
nHTepdenca nvetoT boree BbICOKUA NPUOPUTET, YeM rnobansHble KoHdUrypauun. mobanbHas
nonMTuKa NnaHMpoBaHua paboTaeT ¢ COOTBETCTBYOLWMNM rnobaneHbiM round robin weight, Torga
Kak uHTepdencHasa nonvtuka nrnaHupoBaHusa paboTtaeT ¢ nHTepdercHeiM round robin weight.
Ecnu HacTpoeHa Tonbko rnobanbHas nonuMTuka NAaHMpoBaHUA WU NONUTUKA NaHMPOBaHUA
nHTepdenca, HO He HaAcCTpPoeHbl cooTBeTCcTByoWMe round robin weight, round robin weight no
ymonyanuio 6yayTt pabotatb € NOANTUKON NIIaHMPOBAHNA.

2.3.6.4. NponyckHasa cnocoBHOCTbL o4vepeam

HekoTopble NpoayKTbl MO3BONSAT HACTpanBaTb rapaHTUPOBAHHYIO MUHUMAITbHYIO NPOMYCKHYHO
CMOCOBHOCTb WM OrpaHUYEHHYK MakCMMarbHYH MPOMYCKHY CNOCOBHOCTL Ans odepenm.
Ouepeab, HacTpoOeHHasi C rapaHTUPOBAHHOW MWHWUMANbHOM MNPOMYCKHOM CNOCOBHOCTLIO,
rapaHTuMpyeT, YTO MPOMNyckHas CMOCOOHOCTb Ans 9TOM ouvepean He MeHblue HaCTPOEHHOro
3HayeHus1. Oyepeab, HAaCTPOEHHas C OrpaHNYEHHON MakCUMaribHOW NPOMYCKHON CMOCOBHOCTLIO,
rapaHTuMpyeT, 4TO MPOMNyCcKHas CNoCOBHOCTb ANA 3TOW ovepeaun He MpeBbllaeT HaCTPOeHHoe
3HavyeHMe, a nakeTbl, BbIXxoAdWMe 3a npegensl MPONYCKHOW crnocobHocTu, OyayT
oTbpacbiBaTbCs. OrpaHUYeHUs NPOMYCKHOWM CMOCOBHOCTU AONsi ovyepeden O4HOaApeCHON W
MHOroagpecHOM paccCbIfikK HacTpaMBalOTCA BMECTE Ha HEKOTOpbIX MpoAyKTax, Torga Kak Ha
HEKOTOPbIX APYyrMx npoaykTax OHW HacTpauBalTca oTaenbHo. Kpome TOro, Hekotopble
NpoAdyKTbl MO3BOMSAT HacTpamBaTb MPOMYCKHYH CMOCOBHOCTb TOMbKO AN OAHOA4PECHbIX
oyepenen.

2.3.6.5. Oyepenb ECN

bnarogapsi codetaHuto TexHonormm WRED 1 TexHonormm siBHOro yBeoMIieHnsa o neperpyske
(ECN) oKOHeYHOe yCTPOMCTBO MOXET BOCNPUHMMATL Neperpysky cetn 1 yBegoMMAsATb UCXOOQHOe
YCTPONCTBO O neperpyske. Nonyums yBegoMreHne, UCXO4HOE YCTPOUCTBO CHMXKAEeT CKOPOCTb
OTNpaBkn NakeToB, YTOObI NPefoTBPaTUTL NeperpyskKy.

e 06e dyHkumm ECN n WRED pomkHbl OblTb HACTpPOEHbl ANns BKNKOYEHUA OYHKLUK
ouvepean ECN.

e [locne BkntouveHnsa yHkumn ovepeagn ECN (a umenHHo none ECN B naketax
yctaHoBrneHo B 01 nnn 10), npu neperpy3ke odepeam yCcTpomcTBo mMeHsieT none ECN
Ha CE (11), BMecTO cniyyanHoro otbpacbeiBaHnsa naketos no wabnoHy WRED.

e [locne BkntoyeHnsa oyHkUMM odepean ECN ycTponcTBo ycTaHaBnueaeT ans nong ECN
3HavyeHne CE TOnbKO TOraa, Korga CKOpoCTb Nepedayun naketoB LOCTUraeT HUDKHEro
nopora oTbpacbiBaHus, ykasaHHoro B wabnoHe WRED.
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2.3.6.6. CBsizaHHasa KOHdurypauums

Hactpounka conoctaBneHus CoS-ouyepeau

Mo ymonuaHuto 3HayeHus CoS 0, 1, 2, 3, 4, 5, 6 1 7 conocTtaBnstoTca ¢ ovepegamu 1, 2, 3, 4, 5,
6, 7 1 8 COOTBETCTBEHHO.

3anycTtute koMaHay cos-map priority-queue, 4Tobbl HACTpouTb conocTaBneHne CoS-oyepeamn.
3HayeHne CoS HaxoauTcs B avanasoHe oT 0 oo 7, a 3HaYeHue ovyepean — B AvanasoHe oT 1
Jo 8.

HaCTpOVIKa MNOJIMTUKU NNaHUPOBAaHUA OANA o4yepeau BbiBoAAa

Mo ymMonuaHuio MNONUTMKa NNaHMpoBaHus AN rnobanbHol ovepean BbiBoga — WRR, a
NonuMTMKa NNaHnpoBaHWsa ANa nHTepdeica He HacTpoeHa.

3anyctute komaHay mls qos scheduler, 4ToObl HACTPOUTL MONUTUKY NNAHUPOBAHUS BbIBOAA
anga odepeaun. HactpaneBaemble NONUTUKM NnaHnpoBaHus BrktovaT SP, WRR 1 DRR. Bbl Takke
MOXeTe 3anyCTUTb KOMaHay priority-queue, 4Tobbl HACTPOUTL NONUTUKY NAHNPOBAHMS Kak SP.

HacTtpouka round robin weight, cooTBeTCTBYIOLWEro NOSIUTUKE NITAHUPOBaHUA
WRR ana oyepeau BbiBOAA.
Mo ymonuyaHmio Bec rnobanbHOM ovepean unm odepeam Ha OCHOBe MHTepdenca coctaBnsieT
1:1:1:1:1:1:1:1.
3anyctute komaHgy wrr-queue bandwidth, 4TOGbI HacTpouTb round robin  weight,

COOTBETCTBYIOLNA NONUTUKE nnaHupoBanns WRR gns BeixogHowm ovepean. Hactpaneaembin
AnanasoH Beca onpeenseTcs NpogyKTaMmu.

Bonee BbicoKknin BeC 03HavaeT bornee onuMTenbHoe BpeMs BbiIBOAA.

HacTtpowka round robin weight, cooTBeTCTBYHOLWEro NOAUTUKE NTAHUPOBaHUA
DRR gnsa oyepeau BbiBOAa
Mo ymonuyaHmio Bec rnobanbHOM ovyepean unm odepean Ha OCHOBe MHTepdenca cocTaBnsieT
1:1:1:1:1:1:1:1.
3anyctute komaHgy drr-queue bandwidth, 4ToObl HacTpouTb round robin  weight,

COOTBETCTBYIOLWMI nonntuke nnaHuposaHmsa DRR gnsa BbixogHom oyepeaun. HactpanBaembin
AnanasoH Beca onpegensieTcst NpogyKTaMmu.

Yewm Bbilwe Bec, TeM Gonblue 6anToB NaketTa MoXeT ObITb OTNpaBeHo.

HacTtpouka round robin weight, cooTBeTCTBYIOLWEro NOSIUTUKE NNTAHUPOBaHUA
WFQ ans oyepeau BbiBoAa

Mo ymonuyaHuio Bec rnobanbHOM ovepean unm odvepeam Ha OCHOBE MHTepdenca CocTaBnsieT
1:1:1:1:1:1:1:1.
3anyctute komaHgy wfg-queue bandwidth, 4TO0GLI HacTpoutb round robin weight,

COOTBETCTBYIOLLMIA NONUTUKE NraHnpoBaHua WFQ onga BbixogHoW ovepenu. HactpanBaembli
AnanasoH Beca onpegenseTcsa npoaykTramu.

Yewm Bbilwe Bec, TeM Oonblue 6anToOB Naketa MoXeT ObITb OTNpaBeHo.

Hactpoika nponyckHOM cnOCOGHOCTU AN ovepenum

3anyctute KomaHgy (OS queue, 4YTOObl HACTPOUTb TrapaHTUPOBAHHYD MWHUMAanbHYHO
MPOMYCKHY0 CMOCOBHOCTb M OrPaHUYEHHYID MaKCUMarbHYK MPOMNYCKHYH CNOCOBGHOCTL AN
Kaxgon oudepean. 3HayeHne odepean Bapbupyetcs oT 1 go 8, a rapaHTMpoBaHHas
MUHUMAarbHasi IPONYCKHast CNOCOBHOCTb M OrpaHNYeHHble Anana3oHbl 3HAYEHUI MakCMMarbHON
NMpOMyCKHOM CNOCOBHOCTM onpeaensTca npogyktamu. ogaepxvmBaemMble TuMbl ouvepenem
onpeaensanTcs NPoayKTaMu.
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Hactpowka ouepeau ECN

3anycTtute kKomMaHay qOS queue queue_num ecn, 4yTobbl BkNounTe ECN gna Bcex oyepenen.
(dvnanasoH oyepeaun: ot 1 oo 8).

2.3.7. NMpepnoTBpalleHne neperpysku

OT1cnexuBanTte UCMNONb30OBaHNE oyepean BbIXOOHOro MHTepd)eﬁca N CHMXanTe Harpys3ky Ha
CeTb, akKTUBHO OT6paCbIBa$I nakeTbl U perynmpys ceTeBon Tpacbvu( npu neperpyske cetu.

2.3.7.1. MpuHUMN paboTbl

YMeHbLlUnTEe neperpysky, 3@eKTMBHO OTCnexuBass ceTeBOM Tpaduk M NPOrHO3npys
BO3HWKHOBEHWE neperpy3kn. [lakeTbl HeobxoguMmo oTbpackiBatb, 4YTOObI YMEHbLIMTb
neperpy3ky. MNonutnkn otbpaceiBaHms BkmovatoT B ceba Tail-Drop, Random Early Detection
(RED) n Weighted Random Early Detection (WRED).

2.3.7.2. Tail-Drop

TpaavMuMOHHbIE NONMUTUKN NoTepy nakeToB BkMtodatoT Tail-Drop. Tail-Drop adpdpektmBeH ns
BCero Tpadmka M He MOXET pasnmyaTb ypoBHM obcnyxuneaHunsa. Korga Bos3HuKaeT neperpyska,
nakeTbl AaHHbIX B XBOCTe odepean byayt otbpackiBaTbCs 40 TEX NOP, NOKa neperpyska He bygeT
yCcTpaHeHa.

2.3.7.3. RED n WRED

XocTbl, ucnonbaytowme TCP, ymeHbLlaT CKOPOCTb OTNpPaBKM NakeToB B OTBET HA MacCCOBYHO
notepto naketoB. [locne ycTpaHeHWs Neperpyskn XOCTbl YBENUYMBAKOT CKOPOCTb OTMPaBKU
naketoB. Takum obpasom, Tail-Drop mMoxeT Bbi3BaTb rrnodanbHyo cuHxpoHunsaumio TCP. Korga
oyepenb 0OHOBPEMEHHO OTOpacbkiBaeT Heckornbko TCP-nakeToB, Heckonbko TCP-coeguHeHun
OAHOBPEMEHHO BXOASAT B COCTOSIHUE YMEHbLLEHMS NEPErpy3KM N MEANEHHOrO 3anycka, a Tpadmk
COKpaLlaeTca n koppektupyetcs. Nocne ycTpaHeHns 3aTopoB MOTYT NOSIBUTLCS MUKU Tpadiuka.
lMpouecc NOCTOsIHHO NOBTOPSIETCS, CETEBON TpadhmK BHE3AMHO YBENMYMBAETCS N YMEHbLLAETCS,
a NMHenHbIN Tpaduk Bcerga konebneTca mexagy MUHUManbHbIM U MakCUManbHbIM 3HAYEHUSIMUA.
Korga nponcxoanTt rnobanbHas cuHxpoHmsaumst TCP, nponyckHast CocoBHOCTb cCoegMHEHMS He
MOXeT ObiTb MCMONb30oBaHa [AOMKHbBIM 00pa3oM, 4YTO MNPUBOOUT K MNOTEPE MPOMYCKHOWM
CNocobHOCTH.

YTtobbl n3bexatb aToro ob6CcToATENLCTBA, Bbl MOXETE MCNOMb30BaTh NOSIMTUKY OTOpachbiBaHUSA
naketoB RED/WRED. 3Ta nonutuka obecneymBaeT MEXaHW3M CryyYanHoOro oTbpacbiBaHUSA
nakeToB, 4TO Mo3BonsieT u3bexaTtb rnobanbHoM cuHxpoHmM3aumm TCP. Korga nakeTtbl
TCP-nogknoveHnsa otbpacbiBaloTCA M OTNPaBnsaloTCAa C 6onee HU3KOM CKOPOCTbIo, MakeTbl
apyrmx TCP-nogknioyYeHnin No-npexHeMy oTnpaBnsitoTcs ¢ 6onee BbICOKOW CKOPOCTbO. Takum
obpasom, Bcerga ectb TCP-coeonHeHus, NnakeTbl KOTOPbLIX OTNPaBnsoTCs ¢ bonee BbICOKOW
CKOPOCTbIO, YTO YBENMYMBAET UCMOMb30BaHNE NPOMYCKHOW CNOCOBHOCTU NIMHNN.

Mpun ncnonbsosaHnn WRED MOXHO yCTaHOBUTb HUXXHEE NOPOroBOE 3HaYEeHNE U MakCUManbHYHO
BEPOSATHOCTb OTOpackiBaHuA Ans ovepean. Korga anvHa odepenm MeHbLUE HUXHEro NoporoBoro
3HaveHusi, WRED He oTGpacbiBaeT nakeTbl. Korga gnvHa ovepenm HaxoamTcsa Mexay BEPXHUM
N HKHUM NoporoBbiMn 3HadveHusamu, WRED oTGpackiBaeT nakeTbl Cny4YyanHbiM 06pa3om (4em
Oonblie AnvHa oYepeau, TEM Bblle BEPOSTHOCTb OTOpackiBaHuA nakeTtoB. CyuiectByeT
MaKkcumarbHasi BEpPOSITHOCTb OTOpacbiBaHus). Korda anvHa odepeau npeBblllaeT BepxHee
noporosoe 3HadeHne, WRED oTOpacbiBaeT MakeTbl C MaKCMMalbHOW BEPOSATHOCTBIO
oTOpacbIBaHMs.

B otnuume ot RED, WRED wucnonb3yeT npuoputeTbl, YTOObl pa3nuyatb NOAUTUKA OTMEHbI.
RED — at0 ocobbii npumep WRED. Korga Bce 3HaueHust CoS mHTepdenca conocTaBreHbl C
OOHMMMU N TEMU XK€ HKHUMW U BbICLLUMMU NMOporoeBbiMu 3HaveHnammn, WRED ctaHosutcs RED.
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2.3.7.4. CBai3aHHasa KOHdurypauums

Bknioyenue cpyHkunmn WRED
MonuTrka oTGpackiBaHMA NakeToB No ymonyaxHuio — Tail-Drop.
Bbl MOXeTe 3anycTtuTb komMaHAgy queueing wred, 4ToObl BKOUNTL pyHKLmo WRED.

Hactpowka HMKHero nopora

Korga nogaepxusarotca 2 rpynnbl HUKHUX MOPOroB B MPOLEHTax, 3HaYeHUs1 No yMOMYaHuo
paBHbl 100 1 80 (konmM4yecTBO rpynn NOPOroB onpeaenseTcsa Npoaykrammn). Hekotopble NPoayKThl
noaaepXmnBatoT HaCTPOMKY B s4enkax (3HavYeHne no yMmondaHuo onpeaenseTca npogykramu).

B pexume koHdurypaumm wuHTepdenca Bbl MOXETe 3anyCTUTb KOoMaHgy Wwrr-queue
random-detect min-threshold, 4ToGbl HACTPOUTL HWXHME MOPOrM B NPOLEHTaxX AN NakeTos,
oTbpacbiBaembix WRED B kaxgon odepeaun. 3Ha4eHne ovepeam HaxoamTcst B agnanasoHe oT 1
0o 8. HnmxHuii nopor HaxoauTtca B avanasoHe oT 1 go 100.

B pexume koHdurypaumm wuHTepdenca Bbl MOXETe 3anyCTUTb KOoMaHgy Wwrr-queue
random-detect min-threshold cell, 4yTobbl HACTPOUTL HWXHME MOPOrN B eAMHULE SYEKM AN
nakeToB, oTopacbkiBaeMbix WRED B kaxaoi ouepeau. [lJuanasoH 3Ha4YeHUI odepean 3aBUCuUT OT
NpoAdyKTOB.

HacTponka BepxHero nopora

Korga nopgpgepxumBaroTca 2 rpynnbl HXKHUX MOPOroB B MPOLEHTax, 3HA4YeHUS Mo YMOMYaHWo
paBHbl 100 1 100 (kormyecTBO rpynn MOPOroB onpegensetca npogykramu). HekoTopble
NpoAdyKTbl NOAOEPXUBAKOT HACTPOWKY B fverKkax (3HayeHwe Mo yMon4aHuoo onpegensieTcs
npoaykramu).

B pexnme KoHGurypauum uHTEpgEenca Bbl MOXeTe 3anyCTUTb KOMaHZy Wwrr-queue
random-detect max-threshold, 4yTo6bl HacTponTb ©onee BbICOKME MOPOrK B MPOLEHTax Ans
naketoB, otbpacbiBaembix WRED B kaxgon odepegun. 3HaveHMe ouvepean HaxoauTcs B
ananasoHe oT 1 go 8. BepxHuin nopor HaxoguTca B AnanasoHe OT MUHUMAasbHOIO 3Ha4YeHus
HWXKHEro nopora 40 MakCMMarbHOMo 3HAYEHMSI BEPXHEro nopora.

B pexnme KoHGUrypauum uHTEpgEenca Bbl MOXeTe 3anyCTUTb KOMaHZy wrr-queue
random-detect max-threshold cell, ytobbl HacTpouTb Gonee BbiICOKME MOPOrM B eguHuLe
AYenkn ans naketos, oTopackiBaembix WRED B Kaxgon odepean. 3HadeHue oudepeau
HaxoauTcsa B gnanasoHe oT 1 oo 8. BepxHui nopor HaxoauTcs B AnanasoHe OT MUHUMAasbHOro
3HAYEHUSI HUXKHEro nopora 4o MakCMMarnbHOro 3Ha4YE€HWsI BEPXHEro nopora.

Korga anvHa ovepeaun meHbLue HmkHero nopora, WRED He oTOpacbkiBaeT nakeTbl. Korga gnvHa
oyepenmn HaxoauTCsl MEXAY HWKHUM M BEPXHUM MOPOroebiMu 3HauveHnamu, WRED otbpacbiBaeT
nakeTbl CnyyYavHblM 06pa3om.

Hactpoika makcMmanbHON BEPOATHOCTU OTOpacbLIBaHUA

Korga nopaepxuvsatoTcs 2 rpynnbl MakCcuMmaribHbIX BEPOSTHOCTEN OTOpachiBaHUSA, 3HAaYEHUs NO
ymonuyaHmio paBHbl 100 m 80 (konmn4yecTBO Trpynn MOPOroBbIX 3HAYEHUIN onpeaenseTcs
npoayktamu).

B pexnme KoHgurypauum uHTEPpdENca Bbl MOXeTe 3anyCTuTb KOMaHZy Wwrr-queue
random-detect probability, 4yToObl HacTpouTb MakcMmarnbHble BEPOSITHOCTU OTOpachiBaHUSA
naketoB, otbpacbiBaembix WRED B kKaxgonm odepeaun. 3HavyeHuMe odepeau HaxoauTcsl B
AananasoHe ot 1 go 8. MakcumarnbHasi BEpOSATHOCTb OTOpachiBaHMA HAXOOUTCA B AMana3oHe OT
1 po 100.

KoppekTupoBka cpegHen ANuHbI ovepeaun Ans BepoATHOCTU OTOpacbiBaHUsA

Korga nakeTbl nepecbinatotcd, WRED onpegensieT BepOSTHOCTb OTOpacbiBaHMS Ha OCHOBE
cpeaHein OnnHbI BbIXOAHOW oyepean.
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Korga anuHa o4yepean HaxoauTCcAa Mexay HUWXHUMM NnoporomMm U BEPXHUMM TMOPOrom, WRED
Ha4vynHaeT CﬂyHaIZHbIM 06pa30M OT6paCbIBaTb naketbl. bonee anuHHas oyepeab npmBoaUT K
Oonee BbICOKOW BEPOATHOCTU OT6paCbIBaHI/IF|, KOTOpaA MeHblue MaKkcuMarnbHON BEPOATHOCTU
OT6paCbIBaHMﬂ. Korga anvHa oyepean npesbillaeT BerHI/II7I nopor, nakeTbl OT6paCbIBa|'OTCF| Cc
MaKkcuMarbHOM BEPOATHOCTbIO OT6paCbIBaHVIFI.

Mo ymonyaHuio cpeaHsia AnvHa ovepeam onpenensieTcs npoaykramu. Bbl MoxeTe HacTpouTb
NHTepBan BbIGOPKM M BEC OTOpacbiBAEMbIX MaKeTOB, YTOObI NOBNUSATL HA pe3ynbTaT pacyeTa
cpenHen ANVHbI oYepean.

Bec BbIGOpkK yKasbiBaeT BECOBOM KOIPMULNEHT BbIGOPOUHBLIX OOHOBNEHMI AaHHbLIX. BonbLuni
BeC BblOOpKM yKasbiBaeT Ha 6Gonee AnuTenbHbIM WHTEpPBan OOHOBMNEHWUSI CpedHen OfMHbI
oyepeam M OonblLUyHO CPedHIO ANVHY odepean. B pexume koHpurypaumm uHtepdenca Bbl
MOXeTe 3anycTuTb koMaHgy wrr-queue random-detect sample-weight, 4ToGbl HacTpouTb
BecoBon koadhmUneHT BbIOOPKM ANs Kaaown ovepeaun. [QuanasoH 3HadeHWn onpeaensieTca
npoayKkTamu.

Hactpouka conoctaBneHuss CoS-nopora

Mo ymonyaHuio Bce 3HayeHuss CoS coOnoCTaBMSIOTCS C NEepBOW rpynmnoi NOPOroBbIX 3HAYEHUN
(KonM4ecTBO NOPOroBbIX rPYNMN onNpeaensieTcs NPoAyKTaMm).

B pexume koHdurypauum nHtepdenca Bbl MOXeTe 3anyCcTUTb KOMaH4y Wrr-queue cos-map,
yTOObI HacTpouTb conoctasreHune rpynnbl CoS ¢ noporoMm. 3HaveHne COS HaxoguTcsa B
AnanasoHe ot 0 OO 7, a KONMMYeCTBO MOPOroBLIX rpynn onpegensetcsa npogykramu. MoxHo
HacTpoOUTb HECKONbKO rpynn ©Gonee HUM3KMX MNOPOroBblIX 3HAYEHUN U MaKCUManbHbIX
BeposTHOCTeN oTbpackiBaHns. HacTpoms conoctaeneHue rpynnbl CoS ¢ NOporom, Bbl MOXeTe
BblOpaTh SEMCTBYIOLLYIO NOPOroBYO rPpynny, COMNOCTaBMAEHHYO CO 3HavyeHnem CoS, Hanpumep,
CoS 0 conoctaBnsieTcst ¢ NnepBor noporosown rpynnon, a CoS 1 conocrtaBnsgeTcs CoO BTOPON
noporosow rpynnon. Ecnn naketol CoS 0 n 1 gobaensatoTcs B ovepenb 1 Ans nnaHMpoBaHUs,
naketbl CoS 0 o6pabaThbiBaOTCA Ha OCHOBE HWKHUX MOPOrOBbIX 3HAYEHWMA U MaKCUMarbHbIX
BEPOATHOCTEN OTOpackiBaHUS B NepBoK rpynne, a naketbl CoS 1 obpabaTbiBaoTcs Ha OCHOBE
HWXXHUX MOPOTrOBbIX 3HAYeHUN UM MaKcumaribHbIX BEpPOSITHOCTENW OTOpacbiBaHWA BO BTOPOW
rpynne.

Korga Bce 3HayeHunsa CoS uHTepdhenca conocrtasBneHbl C OQHON U TOW Xe rpynnon noporosbIxX
3HaveHun, BktodeHHbIn WRED ctaHoButcs RED.

2.3.8. OToOpaxeHune n KoHcurypaumsa odepeam
Mo ymOn4aHmIo pexmm oTobpaXKeHUs U HAaCTPOWKN BCEX oYepenen Ha yctponctee — 1-8.

MU3meHeHne oToOpaxeHus ovyepenm n pexmma KoHdurypaumm

B pexunme rnobanbHon KoHUrypaumm Bbl MOXETE 3anyCTUTb kKOMaHAay qos-queue compatible
enable, 4ToObl M3MEHUTb OTODOpaXXeHMe odyepenmn U PeXnm KoHUrypauum BCcex ovepeaen Ha
ycTponctee Ha 0—7.

2.3.9. UameHeHUe npuopuTeTa NaKkeToB

Mo ymonyaHuio NnpuopuTeT NakeTa N3MeHSeTCA Ha TOT, KOTOPbI HACTPOEH Ha YCTPOWCTBE, Koraa
nakeT oTnpasnsieTca c ycTponcTea. Hanpumep, oTnpaBnseTtca naket L2 ¢ npuoputetom 4.
HanpaBneHve Bxoga CBA3aHO C MONMMTUKOM conocTtaeBneHus (policy-map). Ecnu naket
COOTBETCTBYET Nnonutuke, 3HadeHme CoS B nakeTe ycTaHaBnvmBaeTcsa paBHbiM 2. Korga nakeT
nepexeBaTbiBaeTCs Ha BbIXo4e, NPMOpUTET NakeTa paBeH 2.

OTKnoYeHne U3MeHeHUA npuoputeTa nakeToB

B pexvme rnobansHOM KOHUIypaumm 3anyctnte komangy mls qos comment disabled, 4Tobbl
OTKMNIOYNTb N3MEHEHNE NpMopUTETa NakeTa, T. €. Koraa nakeT OTNpaBnsieTcs C yCTPOWCTBA, ero
nNpuopuTeT TaKOM Xe, KaK 1 Npu oTrnpaBke nakeTa Ha YCTPOMCTBO.
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3aaBneHue

2.4. OrpaHnyeHus

e  Trust mode QOS Henb3s HacTpouTb Ha SVI.

o [Ina npoayktoB cepun QSW-6900 uneHbl rpynnbl fOMMYECKUX MOPTOB AOSMKHbI
HaxXoAUTbCA Ha OQHOM YCTPOWUCTBE.

e  OnemeHTbl, AoGaBnsieMble B rpynny NOMMYeckux NopToB, AOSHKHbI OblTb (hU3NYECKUMM
nopTamu unu arpervpyemMbiMu noptamu (AP).

o 3anpewatowas 3anncb B ACL, cooTBeTCTBYIOLWAas class-map, He 4eNCTBYeT.
o [poayktbl cepun QSW-6900 He nopaepkmeatoT moandmkaumio VID.

o Korga QoS npumeHsieTcs K UCXOASLLEMY HanpasneHuto, NpoaykTel cepumn QSW-6900
NM3MeHsT 3HadeHne DSCP pgns naketoB, NpPOMyckHas CAOCOBHOCTbL KOTOPbIX
npesbllLaeT orpaHUYeHne, HO COXpaHsT 3HadeHne CoS HemameHHbIM. Korga QoS
NPUMEHSETCH K BXOAALLIEMY HanpaBneHuto, npoayktbl cepum QSW 6900 nameHsoT
3HayeHne DSCP u 3HadyeHne COS ansa nakeToB, MPOMycKHas CNOCOBHOCTbL KOTOPbIX
npesblLLaeT orpaHnU4eHe.

o [Mpoayktbl cepum QSW-6900 nameHsitoT kak 3HadeHne DSCP, Tak u 3HavyeHne CoS gns
nakeToB, NMPOMyCKHasi CNOCOOHOCTb KOTOPLIX MpeBbiaeT numuT. locne ycTaHOBKK
none-tos npoayktbl cepmm QSW-6900 He nameHsaoT 3HavyeHne DSCP npy nameHeHuu
3HaveHna CoS.

o [Mpoayktbl cepun QSW-6900 He nogaepxmBatoT onuuio none-tos npu HacTponke CoS.

e B npoagykrax cepun QSW-6900 orpaHu4eHne nponyckHOW CrnoCOBHOCTM OCHOBAHO Ha
daKkTU4YEeCKOM  MNPOMYCKHOM  CMOCOOHOCTM,  BKMKOYas  Harpysky, Co34aBaemylo
npeambynon n MexkagpoBbiM MHTepBanom. MNpeambyna 1 mMexkagpoBbIi MHTepBar,
nepefaBaemblie B KaXgom nakeTe, 3aaHnmatot 20 6anTos.

o [lpoayktbl cepumn QSW-6900 nogaepxmBatoT MUHUMAIbHYKO CTENEHb AeTanu3auuu
orpaHumyeHnsa ckopoctn 8 kbut/c. CTeneHb peTanusaums OrpaHUYEHUs CKOPOCTU
3aBUCUT OT HACTPOEK OrpaHuMyeHnst ckopocTu. B cneaytowen Tabnmue nepevmcneHsl
B3aMMOCBSA3N MeXay OrpaHNYeHNSMN CKOPOCTM U CTEMNeEHbI0 AeTannsaumm.

[lnanasoH orpaHnyeHus
CKOPOCTU

oT 64 kbuT/c oo
2 [6ut/c

oT 2 dut/c go
4 [outlc

oT 4 'out/c po
8 [but/c

CTteneHb getanusaumm

8 kbut/c

16 kbuT/c

32 kbut/c

[lnanasoH orpaHnyeHus
CKOPOCTU

oT 8 out/c go
16 Iéut/c

oT 16 6uTt/c Oo
32 [out/c

oT 32 [6ut/c go
40 I'éuT/c

CteneHb getanusauumn

64 kbut/c

128 kbuTt/c

256 kbut/c

e [Ina BTOpOro napameTpa (BCnneck Tpaduka) B NOSIMTUKE OrpaHnYeHnsa ckopoctu QosS,
ecnn 3HayeHwe napameTpa CNULIKOM Marno, akTuyeckas CKOpPOCTb MOXET ObiTb
Ype3MepHO Marnon B criydae Bchnecka Tpaduka. Ecnv 3HavyeHne napameTpa CrnLLKOM
BENUKO, hakTuyeckas CKOpPOCTb MOXET ObITb cnnwkomM 6onbLion. Npu HeobxoanmocTu
Bbl MOXXETE UCNONb30BaTh CreAyoLLYy0 PpEKOMEHOyeMYO KOHpUrypaumio:

o (1) Ecnu HacTpoeHHOe orpaHuyeHne cKopocTM MeHble 1024
pekoMeHayemoe 3HadYeHue pasmepa naketa coctasnset 1024 k6awnT.

o (2) Ecnu ckoHdurypupoBaHHoe orpaHudeHne ckopoctn meHble 10 240 kbuT/c,
PEKOMEHAYETCS1 YCTaHOBUTb 3HAYEHME pa3Mepa MnakeTa TakMM Xe, Kak
OrPaHUYEHNEe CKOPOCTW, WM  UCMONb30BaTb MakCMMasribHOE  3HayeHue

KouT/c,
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(nonyctumoe 3HayeHve pasmepa naketa NpOAYKTOB MOXET ObiTb MeHbLUe YeMm
10 240 k6anT).

o (3) Ecnu HacTpoeHHbin npegen ckopoctv npesbiwaeT 10240 kbuT/c,
pekomMeHOyeTCs yCTaHOBUTb 3HaYeHWe pasMmepa nakeTta paBHbIM MakCUMarsibHO
OONYCTUMOMY 3HAYEHUIO ON1s1 YCTPOMUCTBA.

e [Ins BTOpOro napameTpa B MNONUTUKE OrpaHNYeHnst CKopocTn QOS, koraa orpaHuyeHme
CKOPOCTM OTHOCUTENBHO BESIMKO, BTOPOM NapameTp HeobGXoAMMO CKOPPEKTUPOBaTb
COOTBETCTBYHOLMM 06pa3oM. B npoTMBHOM crnyyae npeden CKOPOCTU MOXET OblTb
HETOYHbIM.

o [1ns noptoB 10G unu 40G pekoMeHayeTCcsa yCTaHOBUTL MOPOr CKOPOCTU paBHbIM 32 Unu
bornbLue.

e [lpogyktbl cepun QSW-6900 nopgepxusatoT npuMeHeHue nonutuk (policy map) K
ncxogsLemy HanpasneHuto.

o Korga nonutuka npumeHsieTcs kK AP npogyktoB cepum QSW-6900, nopTtbl-yneHsl AP
OOIMKHbI COOTBETCTBOBATbH CrefylowemMy YCnoBuo, 4YTOObl CKOH(UIypupoOBaHHOE
OorpaHuMyeHne NPomnyCcKHOM CNOCOBHOCTM BbINIO MPONYCKHOW CMNOCOBHOCTLIO, COBMECTHO
ncnonb3yemon BceMu noptamu-dneHamm AP: nopTbl-yneHbl AP AOMmKHbI NpyHagnexar
OAHOMY 1 TOMY e ycTponctey QSW-6900.

e B npogykrax cepun QSW-6900 class-map gomkHa ObiTb cBA3aHa ¢ ACL, noatomy Bce
orpaHuyeHnsd, HacTpoeHHble B ACL, goctynHbl ans dyHkumm QoS. MNogpobHee cm.
3asBneHue

° 3asaBneHne ob aABTOPCKUX N UCKNKOYNTENbHbIX NMpaBax

OTO pyKOBOACTBO, BKIIlOYas, HO HE OrpaHMYMBasiCb BCEWN coaepKallencs B HemM nHdopmaumen,
3aLlMLLEHO MOSMOXEHNAMUN 3aKoHo4aTeNbCTBa 06 UCKMOYMTENBHBIX U aBTOPCKUX npaBax. bes
paspeweHns QTECH HMKTO He MOXeT 3aHMMaTbCH KakUMU-NNMBO OEeNCTBUAMM, TaKUMWU Kak
UMUTaUnd, KoOnNMpoBaHWE, MW3BIEYEeHne WHgopmauuKn, nepecbifika unM gpyrne  opmbl
MCNOoNb30BaHUA.

OTKa3 OT OTBETCTBEHHOCTM

HacTtoswee pykoBoACTBO MNpeAHa3HaA4YeHO AN ChnpaBOYHbIX LeEenen npyv UCNOonb30BaHWM
nporpaMmmMHo-annapaTHOro Komnnekca (yCTponcTea).

QTECH npepocTtaBnsaeT 370 pyKoOBOACTBO "Kak ecTb" U B TOW Mepe, B Kakon 3TO paspeLleHo
3aKOHOM, He [JaeT HUKaKUX SBHbIX WM nogpasymMeBaeMblX rapaHTUi, BKIOYasi, NOMUMO
npoyero, TOBapHy NPUro4HOCTb, NPUTOAHOCTb AN onpeAeneHHon Lenn, HeHapyLUueHne Kakmnx-
nnbo npas apyrmx nuuy, n niobble rapaHTUM OTHOCUTENBHO NCNOMIb30BAHMS UNN HEBO3MOXHOCTH
ncnonb3oBaHus aToro pykosoactea. QTECH Takke He JaeT HUKaKMX rapaHTUN OTHOCUTENbHO
TOYHOCTW UMW HAAEXHOCTU NoBon MHopMaLUn, NONYYEHHOW C MOMOLLbIO 3TOr0 PYKOBOACTBA.

N3-3a o6HOBREHUI BEpCcUM NPOAYKTa UMK NO APYrMM NPUYUHAM COAEPXKMMOE 3TOro pyKOBOACTBA
MOXeT nepuoanyeckmn obHoensaTbes. QTECH ocTaBnsieT 3a cobor npaBo BHOCUTb U3MEHEHMS B
coAepXaHue HacTosLero pykoBoacTsea B Ntoboe BpeMsi 6e3 npeasapuTenibHoOro yBeAoMIeHus.

Ecnu He YKa3aHO WMHOe, 3TO PYKOBOACTBO MpenocTtaBiideTCA WUCKMIOYUTENTbHO B KadecTBe
pykoBoaACcTBa NO WCMNONb30BaHMO, W MNOJib30OBATENIN HECYT BCe pPUCKN, CBA3aHHble C
ncnonb3oBaHMEM 3TOIN0 PyKkoBOACTBaA.

3asBrieHue 0 ToBapHOM 3Hake

Microsoft® n Windows saBnsaoTcst ToBapHbIMKU 3Hakamm rpynnbl kKomnasun Microsoft.
Linux® aBnsaeTca 3aperMcTpnpoBaHHOM Toproeon mapkon Linus Torvalds.
Aspeed® aBnsetcs Toproson mapkor ASPEED Technology Inc.
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QTECH® saBnsietca Toproon mapkon OO0 «KbKOT3K».
MNMpaBa cOGCTBEHHOCTN Ha ApYyrne ToOBapHble 3HaKM NpuHaanexar ux Bnagensuam.
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HacTtpowka ACL.
MoNUTUKN HENb3S MPUMEHATb K SVI.

MonnTukn moryT ObITb HACTPOEHbI B HarnpaBfneHuuM BbIBO4A, HO He MOryT ObiTb
HacTpoeHbl Ha AP.

MonNuTNKN, HaCTPOEHHbIE B HaNpaBreHn BbIBOAA, HE NOAAEPKNBAIOT NEPEMAPKNPOBKY
3HayeHna CoS nakeToB. 3HadeHne COS nakeToB He nepemMapkupyeTca mnpu
nepemapkuposke 3HadyeHuss DSCP nakeTos.

QOS He nogaepxmBaeTcd And rpynn norm4eCKknx nopToB B HanpasreHnn BbiBoAa.

MopTbl BUpTyanbHOro kommytupyemoro kaHana (Virtual Switching Link (VSL))
npoayktos cepun QSW-6900 ncnonb3yoT anroputm nnaHnposanus Strict Priority (SP)
+ Deficit Round Robin (DRR) no ymonyanuio. Oyepeab 7 npyHMMaeT nnaHupoBaHue
SP, a Beca gpyrnx odepenen paBHbl 1, 4TO HE MOXET ObITb UBMEHEHO NOMb30BaTENAMMU.

Korga orpaHuyeHne wmcxogsdwlen ckopoct QOS HacTpoeHO Ha npoaykTax cepum
QSW-6900, nepsble 32 nopTa He pa3gensoT orpaHnYeHmne CKOpPOCTU C NOCNeayoLWnmm
noptamu. B pesynbtate k SVI npumeHsetca QoS. Ecnn SVI cogepxut nepBble 32
nopta u nocnegywowme nopThbl, nNpeaen UCXOoasien CKOpOCTU yaBavBaeTcs Ans
nakeToB, KOTOpblE NepedatnTcs nepsbiMn 32 NOPTaMn 1 NOCHEAYIOWMMY NMOPTaAMMU.

Hanpumep, noptbl-yyactHukn VLAN 1 copgepxat Gi0/1, Gi/2, Gi0/33 un Gi0/34, a orpaHnyeHune
ckopoctn QoS B 10 M6ut/c npumeHsaetcs k VLAN 1. ®aktnyeckoe orpaHuyeHue CKOpOCTU
nakeToB, nepegasaembix Gi0/1, Gi/2, Gi0/33 n Gi0/34 dakTnyeckm coctasnstot 20 MéuTt/c. Gi0/1
n Gi/2 wcnonb3yoT orpaHuyeHne ckopoctn 10 Mo6uTt/c, a Gi0/33 n Gi0/34 pasgensioT
orpaHuyeHne ckopoctu ewe 10 Méut/c.

Bbl MOXxeTe 3anyckaTb TONMbKO KOMaHA4y show run, 4ToObl NPOBEPUTb, BKIOYEHA MK
dyHkumss WRED rnobanbHo.

HWXHMI nopor 1 MakcumarnbHasi BEpOATHOCTb OTOpackiBaHWa ovepean obpasyroT oaHy
rpynny koHdwurypaumm WRED. KonnyecTBo nogaepxmBaemblx rpynn KOHurypauum
WRED 3aBucnTt o1 orpaHuydeHms. MNpoaykrel cepumn QSW-6900 nogaepxmsatoT go 120
rpynn KoHurypauum WRED.

He pekomeHayeTcs, 4TOObl HAaCTPOEHHOE KONMYECTBO rpynn KoHdpurypauun WRED
npesblwano 120. JononHutenbHble rpynnbl KoHdurypauun WRED moryT npueectu K
HenpasunbHon paborTe.

Ecnv HwxHuin nopor paeseH 100 %, doyHkuna WRED oTkntoyeHa.

MpoaykTtbl cepun QSW-6900 nogaepkmnBatoT HACTPOMKY COMOCTaBNEHUSA Pr3NYECKMX
nopToB.

AOMUHUCTPaTOPbl MOTYT HAcTpouTb conocTaenennsa DSCP-CoS n CoS-threshold ans
peanusaumm conoctaeneHns DSCP-threshold.

AOoMnHMCTpaTOpPbl MOTYT HAcTpouTb conocTaenennsa CoS-threshold n CoS-queue ans
peanusaumm conocTtaeneHus queue-threshold.

2.5. KoHchurypauus

KoHdurypaums OnucaHue un KOmaHAaa

HacTtpoika (OnumoHanbHO) Wcnonb3yeTcs AN co3gaHus  UHopMaumm o
Kraccudumkaumnm Knaccudumkaumm notoka
NOTOKOB

class-map Cospaert knacc

(@ arecy
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KoHdurypauus OnucaHue u KomaHaa
match access- | CooteetcTtaue npasunam ACL
group
policy-map CospgaeT nonuTuky
class Accouunmpyert Kknacc
police HacTtpanBaeT nuMUT NPOMyCKHOW CNOCOBHOCTU
Ons NOTOKOB U AencTene no obpaboTke naketoB
3a NUMUTOM
set HactpavBaeT noBegeHne AN WU3MEHeEHus
3HayeHun CoS, DSCP u VID noTokoB
virtual-group CospgaeT rpynny nornyecknx uHTepdencos u
pobaBnsieT vHTEepdencol B rpynmny fornyecknx
NUHTepcencos
service-policy [MpumeHsaeT NonUTUKY K MHTepdency
HacTtponka (OnuuoHanbHo) OH wncnonb3dyeTcss Ana  HacTpowmku trust mode,

MapKNpPOBKK U

oTobpaxeHus
NpUOPUTETOB Ang

NnakeToB

3HavyeHnss COoS no ymMomn4YaHuio W pasfnyHbIX COMOCTaBMEHUA Ons

nHTepdenca

mls qos trust

M3meHsieT trust mode nHrepdenc

Hactpowka
MapK1MPOBKN U

oTobpaxeHus
NpUOpUTETOB AN

nakeToB

mls qos cos

MN3meHdaeT 3HadeHne COS No ymonyaHuio Ans
nHTEepgenca

mls qos map cos-
dscp

HacTtpaueaet conoctaeneHme CoS-DSCP

mls gos
dscp-cos

map

HacTtpanBaeT conoctasneHne DSCP-CoS

HacTpoiika
orpaHuyeHns

CKOPOCTHU
MHTEpdenca

(OnuuoHanbHo) OH wncnonb3yeTcs ANt HACTPOMKM  OrpaHuMYeHus
CKOpOCTW Onda nHTepgenca

rate-limit

HactpanBaeT numuT Tpadumka onsa nHrepdenca

(OnumoHanbHo) OH wncnonb3yeTca AN HaCTPOWKW COMOCTaBleHNs
CoS-queue, NoNUTUK NraHMpoBaHus odepenen n round robin weight
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KoHdurypauus OnucaHue u KomaHaa
Hactporika priority-queue HacTtpauBaeT conoctaeneHme CoS-queue
ynpasneHua cos-map

neperpys3kamum

priority-queue

HacTtpauBaeT nonuMTuKy nraHMpoOBaHUA BbIBOAA
ans oyepean Ha SP

mls qos scheduler

HacTpavBaeT nonutuky nnaHWpoBaHWA BbiBOAA
Ans oyepeau

wrr-queue HacTtpauBaeTt round robin weight,

bandwidth COOTBETCTBYIOLMA MOMUTUKE  MIaHUPOBaHUA
WRR ans BbIXOgHOW o4epeamn

drr-queue HactpauBaet round robin weight,

bandwidth COOTBETCTBYIOLLMIA MOMAUTUKE MIaHUPOBaHUA
DRR ang BbIxogHOW ovepean

wfg-queue HactpauBaet round robin weight,

bandwidth COOTBETCTBYIOLMA  MOMAUTUKE  MNIIAaHUPOBaHUS
WFQ ons BbIxogHOW ovepeau

gos queue HacTtpavBaeT rapaHTMpOBaHHY0 MUHUMarbHYO

MPOMYCKHY0 CMOCOBHOCTb W OrpaHUYeHHyto
MaKCUMarnbHYK MPOMYCKHYK CMOCOBHOCTb Ans
ouepeau

gos queue ecn

BkntouaeT pyHkumo odepean ECN

Hactpowka
npeaoTBpaLLeHus]

neperpys3ku

(OnuuoHanbHo) OH Mcnonb3yeTcsa Ans NpeaoTBpaLLeHUs Neperpyskn
CETU NyTEeM HACTPOWKM OTOpacbiBaHWSA NakeToB

queueing wred

BknovaeT dpyHkumo WRED

wrr-queue
random-detect
sample-weight

HacTtpanBaeT Bec BbIOOpPKM MakeToB, KOTOPbIE
OynyT otbpackiBatbca WRED

wrr-queue
random-detect
min-threshold

HacTtpaunBaeT HWKHee NoporoBoe 3HayeHue ans
nakeToB, oTbpacbiBaeMbix WRED

wrr-queue
random-detect
max-threshold

HactpanBaeT BepxHMW MOpOr Afsi MakeTos,
oTbpacbiBaeMbix WRED (B npoueHTax)

QTECH

MWP [OOCTYNHEE
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KoHdurypauus OnucaHue u KomaHaa

wrr-queue HacTtpavBaeT HWXHWIA nopor Ans NakeToB,
random-detect oT6packiBaeMbix WRED (B aueinkax)
min-threshold cell

wrr-queue HactpavBaer 6onee BbiCOKMA Mopor Ans
random-detect nakeTtoB, oTopackiBaeMbix WRED (B a4enkax)
max-threshold

cell

wrr-queue HacTpanBaeT MakcumanbHyl0  BEpPOATHOCTb
random-detect oTbpacbiBaHus nakeToB, oTbpacbiBaeMbIx
probability WRED

wrr-queue  cos- | Hactpausaet conocrtaBnenue threshold-CoS

map

HacTtpownka (OnumoHanbHo) Mcnonb3yeTca Ana yCTaHOBKM pexunma oTobpaxeHus

oTobpaxeHus oyepenm U HaCTPOKMKM BCEX OYepeaen Ha ycTporcTee Ha 0—7

ouepean U pexum

HacTpomkm gos-queue BkntoyaeT OTOBpaxeHWe ouvepean U pexum
compatible enable | koHUrypaumm Bcex ouepenen Ha yCTpoMCTBe Ha

0-7
OTknoyeHne (OnuuoHanbHo)  Wcnonb3yeTca  And  OTKMAYEHUS  U3MEHEHUS
N3MeHeHUs npvopuTeTa naketa

npuopmuTeTa NakeTos

mls qos remark | OTknoyaeT M3amMeHeHne npuopuTeTa NakeToB
disable

2.5.1. HacTtpouka knaccudpukaumm noToKoB

2.5.1.1. ekt KoHdUrypaumm

e CospanTe Knacc n conoctaebTe NpaBuna Knaccuukaumn.

e CosganTte nNONUTUKY, MPUBSXKMTE MNOBEAEHUS Knacca W MNoToKa W CBAXUTE C
nHTEpencom.

2.5.1.2. NMpumeyaHunsn

e VmeHa kraccoB 1 NONUTUK HE MOTYT coaepxaTb 6onee 31 cumBona.

e KoHgwurypaumm uHTepdernca OonyckarT TOSbKO KOHurypauum uHTepdenca AP u
Ethernet. HekoTopble nNpoAyKTbl NOOOEPXKMBAKOT MNOMUTUKM, MPUMEHSEMbIE K
UHTepdencam SVI ¢ nomouwlblo komaHabl service-policy. Korga un dusmyeckue
uHTEpdencol, U MHTepdencbl SVI HacTpoeHbl C MNOMOLLBbD MONUTUK, NpuopuTeT
du13MYecKux MHTEpPEENCOB BhILLE, YeM Y NHTepderncoB SVI.
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e Ecnu 3anyctutb KomaHay service-policy B pexume rnobanbHOM KOHUrypaumm,
nonuTMkn ByayT NPUMEHSTLCSA KO BCeM MHTepdhencam, KOTopble MOXHO HAacTpoUTb C
NOMOLLLbIO MOSNUTHUK.

2.5.1.3. LLlarn HacTpounku

Co3paHue knacca n conoctaBneHue npasun ACL
e HeobGsazaTenbHbIN.

o Cospante knacc. B pexume koHdurypauum knacca conoctasbTe ACL, IP PRE wnu
DSCP.

Co3paHve NoNMUTUKKU
e Heobss3aTtenbHbIN.

° Cospante NOJNINTUKY. B pexunme KOHd)MprauMM NOJNIMTUKN NPUBAXKNTE NoBeOEHNE
Krnacca v noTokKa.

Co3paHue rpynnbl norm4yeckux nHtepcdencoB n gobasneHue nHtepcgencos B

rpynny normn4yeckmx nHtepcgencon

e Heobss3atenbHbIN.

e Cospante rpynny rorn4yecknx uHTepdencos un fobasbTe WHTEPdEncbl B rpynmny
NOrnYeCcKnx NHTepPdEncoB.

MpumeHeHMe NONUTUKN K MHTepdency
e Heobss3aTtenbHbIN.

o  CBSXMTE HACTPOEHHYIO NONIUTUKY C YKa3aHHbIM MHTEPAENCOM UITK rPYNNon JIOrMYeCKnx
nHTepencos.

2.5.1.4. NpoBepka

e 3anyctute KomaHgy show class-map, 4ToGbl NPOBEPUTDL, YCAELLHO M CO34aH Kracc U
YCMELUHO NN CONOCTaBNEHbl NpaBuna.

e 3anyctute komaHgy show policy-map, 4ToObl NpoBepuTb, YCMELWHO SN co3gaHa
NonuTMKa 1 ycnewHo N CBA3aHbl NOBeAEeHMEe Kracca 1 NoToka.

e 3anyctute komaHgy show mils qos interface, 4Tobbl nNpoBepuTb, CBSA3aH I
MHTEepENC C NOSINTUKON.

e 3anyctute komaHagy show virtual-group, 4toObl NnpoBepuTb MHTEPdENCHI B rpynne
NOrMyecKknx MHTepgENCcoB.

e 3anyctute komaHgy show mls gos virtual-group, 4To6bl NPOBEPUTL, CBA3aHa I
rpynna fiorm4yeckoro nHTepdenca ¢ NoSIMTUKON.

2.5.1.5. CBA3aHHaA KomaHAaa

Co3paHue Kknacca

KomaHga class-map class-map-name
OnucaHue class-map-name: ykasbiBaeT MMSA co3gaBaemoro knacca. Mims He moxeT
napameTpoB cogepxaTb 6onee 31 cumBona

Pexum komaHg | Pexxvm rmobanbHon koHdurypaumm

107

QTECH

MWP [OOCTYNHEE




PykoBoacTeo no Hactponke cepus QSW-6900

3aaBneHue

CooTtBeTtcTBUE ACL

KomaHga match access-group access-list-number
Onucanwne access-list-number: ykasbiBaeT Homep cnmcka ACL, KOTOPbIN JOSMKEH ObITb
napameTpoB conocTaBneH

Pexum komaHg

Pexum koHdurypaumm knacca

Co3paHve NoNnUTUKKU

KomaHpa policy-map policy-map-name
OnucaHue policy-map-name: ykasbiBaeT MMsi co3gaBaeMon NonuTuki. ma He moxet
napameTpoB cogepxaTb 6onee 31 cumBona

Pexxum komaHpg,

Pexwum rnobansHon koHUrypaumm

CBa3biBaHMe Knacca

KomaHpa class class-map-name
Onucanue class-map-name: ykasbiBaeT UMS Kracca, KoTopbin ByaeT cBA3aH
napameTpoB

Pexum komaHg

Pexnm koHdurypaumm nonmTnkm

MpuBaA3ka noBegeHUN AnNA n3aMeHeHUA 3HaveHun CoS, DSCP m VID noTtokoB

KomaHga set { ip dscp new-dscp | cos new-cos [ none-tos ]}
Onuncanne ip dscp new-dscp: nsmeHsieT 3HadyeHne DSCP noTokoB Ha new-dscp B
napamMmeTpoB ananasoHe ot 0 go 63.
COS New-cos: n3ameHseT 3HayeHne COS NOTOKOB HA New-COS B AuanasoHe
otr0po7.
Onuncanne none-tos: He wu3mMeHsaeT 3HayeHne DSCP naketoB npu u3MeHeHUn
napameTpoB 3HayeHna CoS nakeTos.

vid new-vid: namenset VLAN ID notokoB Ha new-vid B guanasoHe ot 1 go
4094

Pexnm komana

Pexnm koHdurypaumm knacca

MpuBA3Kka numMuTa NPONYCKHOW CNOCOOGHOCTU ANSA NOTOKOB U AENCTBUA NO
o6paboTke NnakeToB, NPeBbIWALWUX TINMUT

KomaHpga

police rate-bps burst-byte [ exceed-action { drop | dscp new-dscp | cos
new-cos [ none-tos ] }]
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Onucanwne rate-bps: ykasbiBaeT orpaHu4yeHWe npomnyckHOW CMOCOBHOCTM B CeKyHAy
napameTpoB (k6uT). Inanas3oH 3Ha4YeHMn onpeaensieTcs NpoAyKTaMu.

burst-byte: ykasbiBaeT orpaHMyeHne Ha nNakeTHbI Tpaduk (K6awuT).
[dnanasoH 3Ha4YeHu onpegensaeTca NpoaykTamu.

drop: 0T6paCbIBaeT nakeTbl 3a npegenamMmum HpOHyCKHOVI CNOCOBHOCTM.

dscp new-dscp: nameHsieT s3HadeHne DSCP gns nakeToB, BbIXOASLLMX 3a
npegenbl NoNockl NponyckaHus, Ha new-dscp B ananasoHe ot 0 go 63.

COS New-cos: n3MeHsieT 3HadyeHne CoS nakeToB, BbIXOAALLMX 3a nNpeaensl
Monockl NPoMnyckaHus, Ha New-cos, B AnanasoHe ot oT 0 o 7.

none-tos: He wu3MeHseT 3HayeHne DSCP nakeToB npu M3MeHeHUn
3HayeHnda CoS nakeToB

Pexum komaHg

Pexum koHdurypaumm knacca

Co3sgaHue rpynnbl lormyecknx nHTepcgencos n no6aBneHne uHTepdencoB B
rpynny norm4yeckux uHtepcencos

KomaHga virtual-group virtual-group-number
Onuncanne virtual-group-number: ykasbiBaeT HOMep rpynnbl NOrnM4yeckoro nHrepderica
napameTpoB B AnanasoHe oT 1 go 128

Pexum komaHg

Cospgante rpynny formyecknx WHTepdencos B pexume rnodanbHom
KOHpurypaumm, gobasbte MHTEPKENC B rpynny NOrMyeckmux nHTepdencon
B pexume KOoHurypaumm wuHTepcenco. Ecnm rpynnbl  JIOMMYeCcKnX
WHTepencoB He CyllecTByeT, HeobxoAMMO cHadana cosgaTb rpynny
nornyecknx uHTEepdencos, a 3atem gobaButb MHTEpdencbl B rpynny
noruyeckmx nHTepdencos

NMpumeHeHMe NoNUTUKN K MHTepdency

KomaHga service-policy {input | output } policy-map-name
Onuncanne input: NnpMMeHeHne Ansa Bxoaswero Tpaduka nHtepdenca.
napameTpoB

output: npuMeHeHne ansa ncxoasLlero Tpaguka nHTepgenca.
policy-map-name: yka3biBaeT MM MNOSINTUKW, MPUMEHEHHOW K MHTepdency

Pexnm komaHa

Pexum koHdurypaummn unntepdenca/Pexum rnobanbHon kKoHdurypauuwn/
Pexum rpynnbl norm4ecknx nopTos

2.5.1.6. NMNpumep KoHcUrypaumm

Co3paHue YyeTbipex KnaccoB NOoTokoB u conoctaBneHue ACL, IP PRE n DSCP

Warn
HaCTPONKK

e Cospgante npaBuna ACL.
¢ CospganTte YeTblpe Knacca NoTokos u conoctaebTe ACL, IP PRE n DSCP
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QTECH# configure terminal
QTECH(config)# access-list 11 permit host 192.168.23.61

QTECH(config)# class-map cmapl
QTECH(config-cmap)# match access-group 11
QTECH(config-cmap)# exit

MpoBepka

HDOBepre NpPaBUIIbHOCTb CO30aHHbIX NpaBuUIl ACL npaBuJ1 MOTOKOBOIO Kracca

QTECH# show access-lists
ip access-list standard 11
10 permit host 192.168.23.61

QTECH# show class-map
Class Map cmapl

Match access-group 11

2.5.2. HacTpoiika MapKMpOBKU U OTOBpaXKeHNUsi NPMOPUTETOB ANs NaKeToB

2.5.2.1. ekt kKoHdUrypaumm

e HactpownTe trust mode n 3Ha4yeHne COS No ymonyaHuio gngd nHrepdenca.
e HactpouTe conoctasneHmna CoS-DSCP n DSCP-CoS.
e Hactponka kayecTBa 0b6cnyxmnBaHus

2.5.2.2. NMpumeyaHunsn

KoHdburypaumm nHtepdenca gonyckaroT Tonbko KoHdurypauum nHrepderica AP n Ethernet.

2.5.2.3. LLlarn HacTpounku

HacTtpouka trust mode n sHa4yeHnsa CoS no ymon4yaHuio Ansa nHtepdgenca

e Heobsa3aTenbHbIN.

e B pexnme koHurypauum mHtepdenca Hactponte trust mode mn 3HaveHme CoS no
YMOYaHuIo ans nHtepdenca.

Hactpouka conoctaBneHnn CoS-DSCP u DSCP-CoS
e HeobGsa3aTenbHbIN.
e HacTponTe pasnmyHblie CONocTaBneHns.

2.5.2.4. NpoBepka

e 3anyctute komangy show mls qos interface, 4tobbl oToGpa3unTb trust mode wu
3HayeHue CoS no ymon4yaHuio Ans uHtepdenca.

e 3anyctute komaHgy show mls gos maps, 4Tobbl 0TOOpa3anTb conocTaBreHus
CoS-to-DSCP n DSCP-to-CoS.
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2.5.2.5. CBA3aHHaA KoMaHAaa

HacTtpounka nHtepdenca trust mode

KomaHga mls qos trust { cos | ip-precedence | dscp }
Onucanne COS: HacTpauBaeT nHTepdelica trust mode k CoS.
napameTpoB

ip-precedence: HacTpamBaeT nHTepdenca trust mode Ha IP PRE.
dscp: HacTpauaeT nHtepdenca trust mode k DSCP

Pexum komaHg

Pexum koHdurypaumm nHtepderica

Hactpouka 3HayeHuss CoS no ymMonyaHuio ansa nHrepdenca

Komanpa mls qos cos default-cos
Onuncanne default-cos: HacTpanBaeT 3HayeHne CoS no ymonyaHuio B gnanasoHe ot 0
napameTpoB 0o 7. 3HayeHune no ymonyaHuwo — 0

Pexxum komaHpg,

Pexum koHdurypaumm nHtepenca

Hactpownka CoS-to-DSCP map

KomaHga mls qos map cos-dscp dscp1...dscp8
Onuncanne dscp7....dscp8: ykasbiBaeT 3HadeHnsa DSCP, conocTasrneHHble Cco
napamMmeTpoB 3HavyeHuamm CoS. 3HaveHns CoS no ymonyanuio 0—7 oTobpaxarTcsa Ha

DSCP 0, 8, 16, 24, 32, 40, 48 n 56 cooTBeTCcTBEHHO. 3HayeHne DSCP
HaxoauTcs B gmanasoHe ot 0 oo 63

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

Hactpownka DSCP-to-CoS map

KomaHga mls gos map dscp-cos dscp-list to cos
Onuncanne dscp-list: ykasbiBaeT cnmcok DSCP, conoctaBneHHbIn co 3HavyeHnsmm CoS.
napameTpoB DSCP 0-7 no ymon4yaHuto conoctaeBnsawTca ¢ CoS 0, DSCP 8-15

conocTtaBndaoTca ¢ CoS 1, DSCP 16—23 conocTtasndatoTtcs ¢ CoS 2, DSCP
24-31 conoctaBnsatoTcs ¢ CoS 3, DSCP 32—-39 conoctasnstotcs ¢ CoS 4,
DSCP 40-47 conoctaBndetca ¢ CoS 5, DSCP 48-55 conocrtaBnsietcs €
CoS 6, a DSCP 56-63 conoctaendgetca ¢ CoS 7. 3HayeHue DSCP
HaxoamTcs B gmanasoHe ot 0 go 63.

CoS: ykasbiBaeT 3HadeHna CoS, conoctasrieHHble ¢ DSCP-cnvckom, B
ananasoHe ot ot 0 oo 7

Pexnm komaHa

Pexwum rnobanbHon koHUrypaumm
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2.5.2.6. Mpumep KoHcpuUrypauumn

HacTtpouka trust mode n saHadyeHnsa CoS no ymonyaHuio Ans nHrepdenca

Warn
HaCTPOMKK

¢ KameHuTe trust mode nHteppenca gigabitEthernet 0/0 Ha DSCP.

e W3vmeHute 3HaueHme COS nNoO ymMon4yaHuw Ana uHTepdenca
gigabitEthernet 0/1 Ha 7

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)# mls qos trust dscp
QTECH(config-if-GigabitEthernet 0/0)# exit
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# mls qos cos 7
QTECH(config-if-GigabitEthernet 0/1)# exit

MpoBepka

Y6egutecs, 4to trust mode n 3Ha4yeHne CoS no yMonyaHuio yCreLHo HaCTpOeHb!
ans nHTepdenca

QTECH# show mls qos interface gigabitEthernet 0/0
Interface: GigabitEthernet 0/0

Ratelimit input:

Ratelimit output:

Attached input policy-map:

Attached output policy-map:

Default trust: dscp

Default cos: 0

QTECH# show mls qos interface gigabitEthernet 0/1
Interface: GigabitEthernet 0/1

Ratelimit input:

Ratelimit output:

Attached input policy-map:

Attached output policy-map:

Default trust: none

Default cos: 7

Hactpownka conoctaBneHnn CoS-to-DSCP n DSCP-to-CoS

Warn
HaCTPONKK

e Hactponte CoS-t0-DSCP ansa conoctaenexus CoS 0,1, 2, 3,4,5,6 n7
c DSCP 7, 14, 21, 28, 35, 42, 49 n 56 coOTBETCTBEHHO.

e Hactponte DSCP-to-CoS ans conoctasneHus DSCP 0, 1,2, 3n 4 c CoS
4unDSCP 11,12,13n14c CoS 7
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QTECH# configure terminal
QTECH(config)# mls qos map cos-dscp 7 14 21 28 35 42 49 56
QTECH(config)# mls qos map dscp-cos 012 3 4 to 4
QTECH(config)# mls qos map dscp-cos 111213 14 to 7
Mposepka | MpoBepbTe, BCE N CONOCTABMNEHNS YCMNELIHO HAaCTPOEHbI
QTECH# show mls qos maps cos-dscp
cos dscp
0 7
1 14
2 21
3 28
4 35
5 42
6 49
7 56
QTECH# show mls qos maps dscp-cos
dscp cos dscp cos dscp cos dscp cos
0 4 1 4 2 4 3 4
4 4 5 0 6 0 7 0
8 1 9 1 10 1 n 7
12 7 13 7 14 7 15 1
16 2 17 2 18 2 19 2
20 2 21 2 22 2 23 2
24 3 25 3 26 3 27 3
28 3 29 3 30 3 31 3
32 4 33 4 34 4 35 4
36 4 37 4 38 4 39 4
40 5 41 5 42 5 43 5
44 5 45 5 46 5 47 5
48 6 49 6 50 6 51 6
52 6 53 6 54 6 55 6
56 7 57 7 58 7 59 7
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60

2.5.3. HacTpounka orpaHM4YeHuUs CKOpocTn nHTepdenca

2.5.3.1. ekt KoHdUrypaumm

HacTtponte numut Tpaduka gns nHtepdgenca.

2.5.3.2. MpumeyaHunsn

KoHdurypaums nogaepxuneaetcsa Tonbko nHTepdencammn Ethernet.

2.5.3.3. LLlarn HacTpounku

Hactpownka numuta Tpacdhuka ana nHrepdenca
e HeobGsasaTenbHbIN.

e HacTpoiTe orpaHnyeHme Ha Tpaduk U nakeTHbIN Tpaduk ons nHrepdenca.

2.5.3.4. NpoBepka

3anyctute komaHgy show mls qos rate-limit, 4TOOGbI
OrpaHnYeHnn CKOPOCTU ANst MHTepgenca.

2.5.3.5. CBA3aHHaAa KomaHAaa

Hactpownka numuta Tpachuka ana nHrepdenca

oTobpasnTb uHdopmMaumo 06

KomaHpga

rate-limit { input | output } bps burst-size
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OnwucaHue
napamMmeTpoB

input: ykasblBaeT HanpaBneHve BBoAa MHTepdenca.
output: ykasblBaeT HanpaBneHue BblBoda MHTepdelica.

bps: ykasbiBaeT orpaHM4eHne NponyckHOM CMocoBGHOCTM B cekyHay (KouT).
[nanasoH 3HaYeHui onpeaensieTcs NPoAyKTamu.

burst-size: ykasbiBaeT orpaHudeHve Ha Bcrneck Tpaduka (kbawuT).
[nanasoH 3Ha4YeHu onpeaensieTcs NpoaykraMmm

Pexum komaHng | Pexum koHdurypaumm nHtepgenca

2.5.3.6. Mpumep KoHcuUrypauumn

TunuyHoe npUMeHeHne — oOrpaHuMYeHue CKOpPOCTU WHTepdenca +
nepemMapkupoBKa npuopuTeTa

LWarn
HaCTPOWKU

e [Ins goctyna B VIHTEpHET C MCMNOnb30BaHUEM BbIXOOHOTO MHTepdenca
HaCTpoWTe orpaHuyeHre ncxoasuero Tpaduka Ha uHtepdence G0/24, a
TaKxKe yCTaHOBUTE OrpaHuyeHne norockl nponyckaHnsa Ha 102 400 kbut/c
N orpaHuyeHve Becnnecka Tpaduka Ha 256 kbanT B cekyHAy.

e [Ins 3a0aHMa oBLWEXUTUS HacTpOUTe orpaHuMyeHne BXosLero Tpaduka
Ha uHTepdence GO/3, a Takke YCTaHOBUTE OrpaHUYEHWE MNPOMYCKHOM
crnocobHocTn Ha 51200 kbut/c N orpaHuyeHne Bcnnecka Tpaduka Ha
256 KOUT B CeKyHAay.

e [1ns yyeBHOro 3gaHus HaCTpomMTE OrpaHuYeHne Bxoasilero Tpadmka Ha
uHTepdence GO/1, a Takke YCTaHOBUTE OrpaHUYEHUE MNPOMNYCKHON
cnocobHoctn Ha 30720 kbuT/c 1 orpaHudeHne Bcnnecka Tpadumka Ha
256 kbGanT B cekyHay.

e [Ina naGopaTtopun cosgamTte knacc cmap_dscp7 ana CoOTBETCTBUSA
npuoputety DSCP 7, cospaniTe nonutuky pmap_test ana csBdaAsm cC
cmap_dscp7, npuBs>KMTe NoBedeHne NoToka ANA U3MEHEHUS 3HaYeHus
DSCP gna nakeToB, CKOpPOCTb KOTOpbIX npeBbiwaetr 20M Ha 16,
npumeHnTe pmap_test Kk uHTepdency GO0/2, n HacTponTe MHTEpPdENC Ha
posepne DSCP

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/24
QTECH(config-if-GigabitEthernet 0/24# rate-limit output 102400 256
QTECH(config-if-GigabitEthernet 0/24)# exit

QTECH(config)# interface gigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3# rate-limit input 51200 256
QTECH(config-if-GigabitEthernet 0/3)# exit

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1# rate-limit input 30720 256
QTECH(config-if-GigabitEthernet 0/1)# exit

QTECH(config)# class-map cmap_dscp7
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QTECH(config-cmap)# match ip dscp 7

QTECH(config-cmap)# exit

QTECH(config)# policy-map pmap_test

QTECH(config-pmap)# class cmap_dscp7
QTECH(config-pmap-c)# police 20480 128 exceed-action dscp 16
QTECH(config-pmap-c)# exit

QTECH(config-pmap)# exit

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2# service-policy input pmap_test
QTECH(config-if-GigabitEthernet 0/2)# mls qos trust dscp
QTECH(config-if-GigabitEthernet 0/2)# exit

Mposepka e [lpoBepbTe, ycCMewWHO W  HACTPOEHO OrpaHW4YeHue  CKOPOCTU
nHTepdenca.

e Ybegutecb, 4TO KNacC M MNOMMTUKA YCMELIHO CO34aHbl M YCMELIHO
NPUMEHEHbI K HTepdercy

QTECH# show mls qos rate-limit
Interface: GigabitEthernet 0/1

rate limit input Kbps = 30720 burst = 256
Interface: GigabitEthernet 0/3

rate limit input Kbps = 51200 burst = 256
Interface: GigabitEthernet 0/24

rate limit output Kbps = 102400 burst = 256
QTECH# show class-map cmap_dscp7

Class Map cmap_dscp?7
Match ip dscp 7
QTECH# show policy-map pmap_test

Policy Map pmap_test
Class cmap_dscp7
police 20480 128 exceed-action dscp 16
QTECH# show mls qos interface gigabitEthernet 0/2
Interface: GigabitEthernet 0/2
Ratelimit input:
Ratelimit output:

Attached input policy-map: pmap_test
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Attached output policy-map:
Default trust: dscp

Default cos: 0

2.5.4. HacTporika ynpaBneHus neperpyskamm

2.5.4.1. ApdeKkT KoHUrypaumm

e HactponTte conoctaeneHne CoS-to-queue.
e HactponTe nonutuky nnaHMpoBaHus u round robin weight ons BeIxogHOM ovyepeamn.

° HaCTpOIZTe rapaHTMpoBaHHYO MWUHUMalbHYO NpPoOnyCKHYH CnocobHoCTb n
orpaHn4eHHyr MakCumMarnbHYH NPOnyCKHYHO cnocobHocTb Ans oyepean.

o  Bknounte dyHkumio ovepean ECN.

2.5.4.2. NpumeyaHus

o  KoHdurypauus nHtepderica gonyckaeTcs ToNbko Ha nHtepdencax AP n Ethernet.

e 0O6e dyHkuMn ECN n WRED pomxHbl 6biTb HACTPOEHbl Ans BKNIOYEHUA YHKUUK
oyepean ECN.

2.5.4.3. LLlarn HacTpounku

KoHdurypupoBaHue conoctaBneHnn CoS-to-unicast n CoS-to-multicast
e  OnuuoHanbHo.

e HactponTte conoctasneHus CoS-to-queue. B npoaykTax, nogaepxuearoLmx odepeam
MHOroapecHON paccbifik1, MOXXHO HAacTpoUTb conoctaeneHme CoS-to-multicast.

Hactpowka nonutuk nnaHupoBaHnusa n round robin weight ana ogHoaapecHbIX
M MHOroafpecHbIX BbIXOAHbLIX ovyepeaemn

e OnuuoHanbHo.

e HacTtponTte nonuTMKy NnaHMpoBaHUS ONs ovepenn BbiBoga U uameHute round robin
weight. B npoayktax, nogaep>xuBarowmnx odepean MHOroaapecHoOW pacchbifiki, MOXHO
HacTPOMUTb MOMUTUKM NraHMpoBaHusa K kKoadduumeHTel round robin weight gns
oyepenen MHoroagpecHoOM pacChISiku.

HacTtpoika rapaHTUpOBaHHOW MMWHMMaNbHOW MNPOMYCKHOW CMOCOOHOCTU M
OrpaHM4eHHOW MaKcCUMaribHOW NPONYCKHOW CNOCOOHOCTU ANnsA ovyepeaum

e  OnuuoHanbHo.

e HactpoiTe rapaHTMPOBaHHYO MMWHMMAnbHYO  MPOMYCKHYHD  CMOCOBHOCTL WU
OrpaHMYeHHY0 MakCcMMarnbHY NPOMYCKHY CNOCOBGHOCTL ANs ovepeaum.

Bknro4yeHune oyepean ECN
e  OnuuoHanbHo.
e  Bknounte dyHkunio ovepean ECN.

2.5.4.4. NpoBepka
e 3anyctute komaHgy show mls qos queuing, 4tobbl 0TO6pPa3nTbL MHGOPMaLmo 06
oyepeau BbIBOAA.

e 3anyctute komaHgy show mls qos scheduler, 4yToGbl 0TOGPa3UTbL NONUTUKY
NNaHNpoBaHWsA ANs oYepeaun BbIBOAA.
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e 3anyctute komaHgy show qos bandwidth,

yTobbl OTOOPA3nNTbL MPOMYCKHYLO

crnocobHOCTb oyepean.

2.5.4.5. CBA3aHHaA KomMaHAaa

Hactpounka CoS-to-Queue map

KomaHga priority-queue cos-map qid cosO [ cosl [ cos2 [ cos3 [ cos4 [ cos5 [ cos6 [
cos7]]111111]
OnucaHue gid: ykasbiBaeT uMAEHTUUKATOP oO4Yepean, KOTopbii  HeobGXxoaMmo
napameTpoB CconocTaBuUTb, B anana3oHe oT 1 go 8.
cos0~cos7: ykasblBaeT 3HayeHua COS, KoTopble [OMMKHbl BbITb

conocTasneHsbl ¢ gid. 3HayeHns CoS no ymonyanuto 0~7 conocTaBnsalTcA
¢ oyepeaammn 1~8. [lnanasoH 3Ha4veHun ot 0 oo 7

Pexum komaHg

Pexum rnobanbHon koHdurypauum

HaCTpOﬁKa NOJINTUKN NNaHNpoBaHUA And oyepeau BbiBOoAa B SP

KomaHpa

priority-queue

Pexum komaHpg,

Pexum rnobansHon koHdurypaumm

HacTpoiika nonMTnkM nnaHMpoBaHusa Ans ouyepeamn BbiBoAa

KomaHga mls qos scheduler {sp | rr | wrr | drr | wfq }
Onwucaxve Sp: yCcTaHaBnvBaeT anropuTm nnaHMpoBaHWs Ans odepeam BeiBoda Ha SP.
napameTpoB

Ir: ycTaHaBnvMBaeT anropuTM MnaHMpoBaHWs Afsi ovyepeam BbiBoga Ha RR.

WIT: yCTaHaBnuBaeT anroputM NraHUpOBaHWA ANd ovepedu BbiBOAa Ha
WRR.

drr: yctaHaBnuBaeT anroputM MNaHNpoBaHWA O oYepean BbiBoda Ha
DRR.

wfq: ycTaHaBnuBaeT anropuTm NnaHMPOBaHWUS Ofsi ovepean BbiBOAa Ha
WFQ

Pexnm komaHa

"MoBanbHbIN/MHTEPMENCHBIN PEXNUM KOHUTypaLMm

Hactponka nonutukm nnaHmpoBaHusa u round robin weight ana BbIxogHOWM

o4yepeau
KomaHga {drr-queue | wrr-queue | wfg-queue } bandwidth weightl...weight8
Onuncanne drr-queue: HacTpauaeT round robin weight, cooTBeTCTBYOLLMI NOANTHKE
napameTpoB nrnaHnpoBaHua DRR ans BbIXOAHOW oyepean.
wrr-queue: HacTpamaeT round robin weight, cooTBeTCTBYOLLMIN NONUTUKE
nnaHnpoBaHua WRR ans BbixogHon ovepeau.
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wfg-queue: HacTpauBaeT round robin weight, cCOOTBETCTBYIOLLMI NONUTUKE
nnaHnpoBaHua WFQ ans BbIXO4HOW oyepean.

weightl...weight8: ykasbiBaeT Bec ovepeaen ¢ 1 no 8. AnanasoH 3Ha4YeHUN
onpegendetca npogyktamu. 3HadeHne 0 ykasblBaeT, 4YTO ouvepenpb
nucnonb3yet anroputM nnaHuposaHus SP. Bec no ymonyaHuio ansg
rno6anbHbIX/MHTEPENCHbIX ovepeaen coctasnset 1:1

Pexum komaHg

Mno6anbHbIN/MHTEPMENCHBIN PEXMM KOHUrypaumm

Hactponka

rapaHTUpoBaHHOM MWHUMAaribHOW MPOMYCKHOW CMOCOOHOCTU U

OorpaHM4YeHHOM MaKCMMaribHOW NPONYCKHOM CMOCOGHOCTU ANns oyepeaun

KomaHga gos queue queue-id bandwidth { minimum | maximum } bandwidth
OnucaHue gueue: HacTpaumBaeT rapaHTMPOBAHHYD MWHMMArbHYKD MNPOMYCKHYHO
napameTpoB CMOCOBHOCTb NI OrPaHNYEHHYI0 MakCMMarbHYH NPOMYCKHYI CNOCOBHOCTb
ANs YCTPOMCTB, KOTOpble MO3BONAT HacTpavMBaTb OrpaHUYeHus
NPOMNYCKHOM CMOCOBHOCTM Kak Ans  OogHoagpecHoW, Tak u  gns
MHOroagpecHomn odepeau.
gueue-id: ykasblBaeT WAEHTUdUKATOP o4Yepeaun, KOTOpbIi Heobxoanmo
HacTpouTb, B AnanasoHe ot 1 oo 8
Onuncanne minimum bandwidth: ykasbiBaeT rapaHTUPOBaHHYO MUHUMAaIbHYHO
napamMmeTpoB NPOMNYCKHY0 CcnocobHOCTb, KOUT/C. [QuanasoH 3HavyeHui onpegensiercs

npoayktamu. o ymonyaHuo oH He HaCTPOEH.

maximum  bandwidth: yka3blBaeT oOrpaHM4YeHHYI0  MaKCUMarbHYHO
NPOMNYCKHY CcnocobHOCTb, KOUT/C. [QuanasoH 3HavyeHu onpegensiercs
npoayktamu. o ymonyaHuio OH He HacTpOEH

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

Bknro4yeHune oyepean ECN
KomaHga gos queue gqueue-id ecn
Onucaxne gqueue-id: naeHTndmkaTop odepean. JuanasoH: ot 1 go 8
napameTpoB

Pexnm komaHa

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
NCNONb30BaHNIO

O6e dyHkummn ECN n WRED pormkHbl OblTb HAaCTPOEHbI ANS BKIIHOYEHUS
dyHKunm ovepean ECN
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2.5.4.6. NMpumep KoHcuUurypauum

Hactponka conoctaBneHus CoS-to-queue U U3MEHEHUEe  MOJINTUKU
nnaHupoBaHus n ee round robin weight

Warn
HaCTPOMKK

e HactpownTte conocraBneHne CoS-to-queue Ha COnocTaBneHne 3HaueHnn
CoS0,1,2,3,4,5,6 n7 covepeasamn 1,2,5,5,5,5,7n8.

e HacTponte nonuTukKy nnaHMpoBaHus BbiBoAa AN odepean Ha DRR wn
round robin weight Ha 2:1:1:1:6:6:6:8

QTECH# configure terminal

QTECH(config)# priority-queue cos-map12555578
QTECH(config)# mls qos scheduler drr
QTECH(config)# drr-queue bandwidth 21116 6 6 8

MpoBepka

MpoBepbTe, ycnewHo N co3gaHo conocTaeBneHne CoS-to-queue, a Takke
YCMELHO NN HACTPOEHbl NOMMTMKA MIIAaHMPOBAHUSA BbIXOAHBLIX AaHHbIX M round
robin weight ansa ouepean

QTECH# show mls qos scheduler

Global Multi-Layer Switching scheduling
Deficit Round Robin

QTECH# show mls qos queueing

CoS-to-queue map:

Cos qid

0 1

1 2

2 5

3 5

4 5

5 5

6 7

7 8

wrr bandwidth weights:
qid weights
1 1

2 1

3 1

4 1
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5 1
6 1
7 1
8 1
drr bandwidth weights:
qid weights

0O N o8 o1 N WNN /T
o O O/ —m =N

wfqg bandwidth weights:
gid weights

00 N o8 o1 N N/,

BknroyeHune oyepean ECN

Warn Bkntounte ECN B ouepeam 1 nHtepdenca gigabitEthernet 0/1
HaCTPONKK

QTECH# configure terminal

QTECH(config)# queueing wred

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# qos queue 1 ecn
QTECH(config-if-GigabitEthernet 0/1)# exit
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MpoBepka

3anycTtuTe koMaHay show run, 4ToGbl NPoBEPUTL pe3ynbTaT

TunuyHoe npumMeHeHne — rnepemMapkKkupoBKa npuoputeToB + nraHUpoBaHue

oyepeam
Warn e Cospgante ACL pns pgocTtyna K pasnuyHbiM cepBepam W cos3ganTte
HaCTPONKK Knaccbl anga cootsetcTBuda atum ACL.

e CosganTe NONUTUKM ON1S CBA3KU C KIaccaMn U YKaXXnTe HOBble 3HaYeHUs
CoS ans nakeToB, obpallaomxcs K pa3nuyHbiM cepeepam. CBskuTe
3HayeHna CoOS ¢ BXOAHbIMW  MHTepdencamm [na  OTAEnoB
nccnegoBaHmm 1 pa3paboTok, MapKeTUHra U HaCcTpPonTe MHTepPdENChl Ha

nosepue CoS.

e Hactponte 3HayeHune COS no ymon4yaHuio And uHTepdenca otgena

ynpasrieHna nepcoHarioMm Ha HanBbICLLWN npunoputeT 7,

YTOObI

rapaHTmpoBaTtb, 4YTO NakeTbl OT OTAENa ynpaBleHuna nepcoHariom

oTnpaBnArTCA C HaUBbLICLLUM NMPUOPUTETOM.

e HacTtponte nonutuky nnaHupoBaHus BbiBoga Ha WR u round robin
weight Ha 1:1:1:2:6:1:1:0 gnsa oyepenen. 3To 03HAYaAET, YTO aANroOpUT™M
nraHMpoBaHua SP ucnonb3yeTcd Ons NakeToB oThena ynpasineHus
nepcoHariom, a naketbl otaena R&D v otaena mapkeTuHra ona gocrtyna
K noytoBon 6ase gaHHbix, dhannoBon Gase AaHHbIX M 6ase AaHHbIX

3anpoca 3apnnaTbl NIaHMPYTCA Ha OCHOBE COOTHOLIEHNS 6:2:1

QTECH# configure terminal

QTECH(config)# ip access-list extended salary
QTECH(config-ext-nacl)# permit ip any host 192.168.10.1
QTECH(config-ext-nacl)# exit

QTECH(config)# ip access-list extended mail
QTECH(config-ext-nacl)# permit ip any host 192.168.10.2
QTECH(config-ext-nacl)# exit

QTECH(config)# ip access-list extended file
QTECH(config-ext-nacl)# permit ip any host 192.168.10.3
QTECH(config-ext-nacl)# exit

QTECH(config)# class-map salary
QTECH(config-cmap)# match access-group salary
QTECH(config-cmap)# exit

QTECH(config)# class-map mail
QTECH(config-cmap)# match access-group mail
QTECH(config-cmap)# exit

QTECH(config)# class-map file
QTECH(config-cmap)# match access-group file
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QTECH(config)# policy-map toserver

QTECH(config-pmap)# class mail

QTECH(config-pmap-c)# set cos 4

QTECH(config-pmap-c)# exit

QTECH(config-pmap)# class file

QTECH(config-pmap-c)# set cos 3

QTECH(config-pmap-c)# exit

QTECH(config-pmap)# class salary

QTECH(config-pmap-c)# set cos 2

QTECH(config-pmap-c)# end

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# service-policy input toserver
QTECH(config-if-GigabitEthernet 0/1)# mls qos trust cos
QTECH(config-if-GigabitEthernet 0/1)# exit

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2)# service-policy input toserver
QTECH(config-if-GigabitEthernet 0/2)# mls qos trust cos
QTECH(config-if-GigabitEthernet 0/2)# exit

QTECH(config)# interface gigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3)# mls qos cos 7

QTECH(config)#wrr-queue bandwidth11126 110
QTECH(config)#mls qos scheduler wrr

MpoBepka

e [lpoBepbTe, ycnewHo nuM cosgaHbl cnuckn ACL mn ycnewHo nm

accoummpoBaHsbl Krnaccbl co cnnckammn ACL.

e [lpoBepbTe, yCMNEewWwHo M co3aaHbl NMOMUTMKA, YCNELLHO NN NpUBS3aHbl
Knaccbl 1 noBeAeHne MOTOKOB M YCMELWHO N NMPUMEHEHbI MOSNIUTUKUA K

nHTEepdencam.

e [lpoBepbTe, YCMELHO NN HAaCTPoOeHO 3HaveHne CoS no ymonyaHuo ans
NHTepderca U NpaBUibHO NM HACTPOEHbI MOMUTUKA MIaHUPOBAHUS U

round robin weight

QTECH# show access-lists

ip access-list extended file
10 permit ip any host 192.168.10.3
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ip access-list extended mail
10 permit ip any host 192.168.10.2

ip access-list extended salary
10 permit ip any host 192.168.10.1

QTECH# show class-map

Class Map salary

Match access-group salary
Class Map mail

Match access-group mail
Class Map file

Match access-group file

QTECH# show policy-map

Policy Map toserver

Class mail

set cos 4

Class file

set cos 3

Class salary

set cos 2
QTECH# show mls qos interface gigabitEthernet 0/1
Interface: GigabitEthernet 0/1
Ratelimit input:
Ratelimit output:
Attached input policy-map: toserver
Attached output policy-map:
Default trust: cos

Default cos: 0

QTECH# show mls qos interface gigabitEthernet 0/2
Interface: GigabitEthernet 0/2
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Ratelimit input:

Ratelimit output:

Attached input policy-map: toserver
Attached output policy-map:

Default trust: cos

Default cos: 0

QTECH# show mls qos interface gigabitEthernet 0/3
Interface: GigabitEthernet 0/2

Ratelimit input:

Ratelimit output:

Attached input policy-map:

Attached output policy-map:

Default trust: none

Default cos: 7

QTECH# show mls qos scheduler

Global Multi-Layer Switching scheduling
Weighted Round Robin

QTECH# QTECH#show mls gos queueing
CoS-to-queue map:

Cos qid

~N o O WON T O

wrr bandwidth weights:

qid weights
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4 2

5 6

6 1

7 1

8 0

drr bandwidth weights:
qid weights

1 1

2 1

3 1

4 1

5 1

6 1

7 1

8 1

wfqg bandwidth weights:
qid weights

1 1

2 1

3 1

4 1

3 1

6 1

7 1

8 1

2.5.5. HacTponka npenoTBpaLleHusi neperpysku

2.5.5.1. ekt kKoHDUrypaumm

HacTtpoinTe HKHee n BepxHee noporoBoe 3HaveHne anss WRED. Korga anvHa naketoB
B OYepean MeHbLLUE HMKHEro Noporoeoro 3HaveHusi, WRED He oTOpacbiBaeT nakeThbl.

HactponTe MakcMMmanbHyl0 BEPOSATHOCTb OTOpackiBaHus. Korgaa AnvHa naketoB B
oyepenn HaxoOUTCH MEXAY HWKHAM U BEPXHUM MOoporosbiMy 3HadveHnamu, WRED
oTOpacbiBaeT nakeTbl cnyyYamHolM o6pasoMm. HacTpavBaeTcda MakcumanbHas
BEPOSATHOCTb OTOpacbIBaHNSA NaKeTOB.

HactponTe conoctaeneHne CoS-to-threshold.
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2.5.5.2. NpumeyaHusn

KoHdburypaumm nHtepdenca gonyckaroT ToMNbko KoHdurypauumn nutepdpenca AP n Ethernet.

2.5.5.3. LLlarn HacTpounku

Bknioyenue cpyHkunn WRED
e  OnuuoHanbHo.

e [lpn HeobxoanmocTu BkntounTe yHkumo WRED.
HacTponka HuXXHero noporoBoro 3Ha4eHus
e  OnuuoHarnbHo.

e [lpn HEOBXOOMMOCTIN HACTPONTE HMKHEE NOPOroBOE 3HAYEHNE.
HacTponka BepxHero nopora
e  OnuuoHarnbHo.

e [lpn HeOBX0QMMOCTUN HacTponTe Bonee BLICOKMIA MOPOT.
HacTponka makcumanbHOM BEepPOATHOCTU OTOpacbiBaHUA
e  OnuuoHarnbHo.

e [lpn HeO6XOANMMOCTM HACTPOMTE MaKCUMaribHY0 BEPOATHOCTb OTOpachiBaHNS.
KoppekTupoBKa cpeaHen ANUHbI oYyepeau Ansi BepOATHOCTU OTOpacbiBaHUA
e  OnuuoHanbHo.

e [lpn Heo6xoANMMOCTM HACTPOWTE UHTEpPBA BbIOOPKM M BEC CpefHen ONNHbI O4epean.
HacTponka conoctaBneHusa CoS-to-threshold

e  OnuuoHanbHo.

o [lpun HeobGxogmnmocTn HacTponTe conocTtaerneHne CoS-to-threshold.

2.5.5.4. NpoBepka

e 3anyctute komaHay show queuing wred interface, 4To6bl 0TOGPa3UTL KOHUIypaLuIo

WRED.

e 3anyctute komangy show gos wred-ecn statistics, 4Tobbl 0TOOpPa3nUTL CTAaTUCTUKY
nakeToB, oTopoweHHbIx WRED, 1 nakeToB, noMe4yeHHbIx ECN.

2.5.5.5. CBA3aHHaA KomaHaa

BkntoyeHune cyHkummn WRED

KomaHpga

queueing wred

Pexnm komana

Pexunm rnobanbHon koHdurypauum

HacTtpoika HMxHero nopora (B npoueHTax)

KomaHga wrr-queue random-detect min-threshold queue_id thrl [ thr2 ]
Onuncanne queue_id: ykasbiBaeT uAaeHTUUKATOP oyepean ONs uHTepdenca B
napameTpoB AvanasoHe ot 1 go 8.

thrN: lMogaepxmBaeT 2 rpynnbl HWKHUX MOPOroB, B Auanas3oHe oT 1 go
YyKa3aHHOro BEpXHero nopora
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Pexum komaHg

Pexum koHdurypaunm nHtepderica

PykoBoacTtBo no
NCNONb30BaHMIO

MockonbKy MakcMMmarnbHoe 3HayYeHue [aOuanasoHa KOoHdurypauum paBHO
TEKyLLeEMY BEpPXHEeMy nopory, Heobxoaumo o6paTUTb BHUMaAHME Ha
HaCTPOWKY BEPXHErO Nopora Npy HACTPOMKE HIKHEro nopora.

lMoporoBoe 3HadeHne Ans nakeToB, oTopackiBaeMbix WRED, MoxeT ObiTb
HaAacTpOeHO B nMpoueHTax wunu s4venkax. [lpeobnagaet nocneaHWi
CKOHOUIYpUPOBaHHLIN PEXNM

Hactpownka BepxHero nopora (B npoueHTax)

KomaHga wrr-queue random-detect max-threshold queue_id thrl [ thr2 ]
Onucaxue queue_id: ykasbiBaeT uOeHTUdUKATOP oOuvepeauM Ha WHTepdence B
napameTpoB ananasoHe ot 1 0o 8

Onucanne thrN: noggepxvBaeT 2 rpynnbl ©onee BbICOKMX MOPOroB, HaduHasa oOT
napameTpos yKasaHHOro HmxHero nopora go 100

Pexum komaHpg,

Pexum koHdurypaumm nHtepdenca

PykoBoacTtso rno
NCNOMb30BaHUIO

MocKkorbKy MWHMMAaribHOE 3Ha4YeHWe HACTPOEHHOro AuanasoHa paBHO
TEKYLLEMY HWKHEMY MOpory, HEOGXOAMMO YYMTbIBaTb HWXHWUIA MOPOr mpu
HacTpoiike BepXHEro nopora.

lMoporosoe 3HadeHne ansa nakeTtos, oTbpacbiBaeMbix WRED, MoxeT ObiTb
HaAcTpOEHO B npoueHTax wunu syenkax. [lpeoGnagaet nocnegHwin
CKOH(pUTYPUPOBaHHLIN PeXUM

HacTtpoika HmxHero nopora (B siuemkax)

KomaHga wrr-queue random-detect cell min-threshold queue_id thrl [ thr2 ]
Onuncanne gueue_id: ykasblBaeT wuaeHTUUKATOP ouvepean Ha WuHTepdence B
napamMmeTpoB JnanasoHe ot 1 oo 8.

thrN: nogoepxuvBaeT 2 rpynnbl HMKHMX MOPOroB, B Auanas3oHe oT 1 go
YKa3aHHOro BepxHero nopora. 3HayeHuve Mo yMOon4yaHuio onpeaensieTcs
npoaykramu

Pexnm komaHa

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
NCNOSIb30BaHMIO

JlocTynHOCTb 3TOM KOMaHAbl onpeaenseTcs NPoayKTaMu.

[MockonNbKy MakcMmanbHOe 3HayYeHve [guanasoHa KOHUrypaumm pasBHO
TeKyLllemy BeEpXHeMy mnopory, HeobxoaMmo o6paTuTb BHMMaHWE Ha
HaCTPOKMKY BEPXHEro nopora npu HaCTPOMKE HUXHEro nopora.

lMoporoBoe 3HadeHne ang nakeToB, otopacbiBaeMbix WRED, MoxeT ObiTb
HaAacTpPOEHO B TnMpoueHTax wnu sdenkax. [lpeoGnagaetr nocnegHwin
CKOHOUIYpUPOBaHHLIN PEXNUM

@ §) QTECH

MWP [OOCTYNHEE

128




PykoBoacTeo no Hactponke cepus QSW-6900

Hactpownka BepxHero nopora (B fsyenkax)
KomaHpa wrr-queue random-detect cell max-threshold queue_id thrl [ thr2 ]
Onucanve queue_id: ykasbiBaeT wuaeHTUdMKaTOp ouvepean Ha UWHTepdpeiice B
napameTpoB ananasoHe ot 1 oo 8.

thrN: nopgepxuBaeT 2 rpynnbl Gonee BbICOKMX MOPOroB, HauMHas oOT
YCTaHOBIEHHOIO HMXKHEro nopora M 3akaHuyvMBasi MakCMMarbHO BbICOKUM
MOpOrom.

3HauyeHue no yMon4yaHuio onpenendeTca npoaykramm

Pexum komang | Pexum koHurypaumm nHtepgenca

PyKOBOD,CTBO no ,D,OCTyI'IHOCTb 3TOM KOMaHAbl onpependeTca npoaykramMu.

NCNoIb30BaHNIo HOCKOJ'Ibe MUHUMarbHoe 3Ha4dYeHue aOuana3oHa KOHCbI/IpraLI,I/II/I paBHO

TEKYLLEMY HWXHEMY MOPOry, HEOGXOAMMO YYUTLIBATb HVXKHWUIA MOPOr Mpu
HacCTpOViKe BepXHero nopora.

lMoporoBoe 3HadeHne anga nakeTos, oTopacbiBaeMbix WRED, MoxeT ObiTb
HaAacTpPOEHO B nMpoueHTax wunu adenkax. [lpeobnagaetr nocnegHun
CKOH(UIYpUPOBAHHBIN PEXNM

HacTponka makcumanbHOW BEpPOATHOCTU OTOpacbiBaHUA

KomaHga wrr-queue random-detect probability queue_id probl [ prob2 ]
Onuncanne gueue_id: ykasblBaeT uAeHTUUKATOP oyepean ONs WHTepdenca B
napamMmeTpoB JananasoHe ot 1 oo 8.

probN: noggepxvBaeT 2 rpynnbl  MakKCUMamnbHbIX  BEPOSATHOCTEWN
oTbpacbiBaHMs B guanasoHe oT 1 go 100

Pexnm komaHg | Pexum KoHdurypaumum nHtepdenca

KoppektnpoBka cpegHen AnuHbl oyepeau Ans BeposTHOCTU oTOpacbiBaHUA —
BeC BbIOOPKU

KomaHga wrr-queue random-detect sample-weight queue_id weight
Onuncanne gueue_id: ykasblBaeT uaeHTU(UKATOP oyepean Ha wuHTepdence B
napameTpoB AuanasoHe ot 1 go 8.

weight: ykasbiBaeT koachdumumneHT Beca B agnanasoHe ot 0 go 15. [lnanasoH
3HAYEHUI MOXET BapbMpPOBaTbLCS B 3aBUCMMOCTM OT NPOAYKTa

Pexum komang | Pexum koHdurypaumm nHtepdgenca
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PykoBoacTteo no
NCNOSb30BaHMIO

,D,OCTyI'IHOCTb 3TOM KOMaHAbl onpegendeTcda npoayKramMu.

[MOCKONbKY HaCTPOEHHbIN WHTEpBan BbIOOPKM BNUSAET Ha YHKUMIO
otbpacbiBaHnas WRED B pexume KoHdurypauum uHTepdenca,
peKkoMeHAyeTCsA HaCTPOUTb MHTepBan BbIGOPKM NOCNe BEPXHErO U HUXKHETO
noporoB Ana naketoB, koTopble OyayT otbpacbiBatbcs WRED.
Mcnonb3ynte 3Ty KOMaHOy BMecTe C KOMaHOOW HACTPOWKU MHTepBana
BbIGOpKM Ana naketoB, oTbpackiBaeMbix WRED, 4To6bl TOYHO HacTpouTb
dyHKumto otbpacbiBaHna WRED

Hactpowka conoctaBneHus CoS-to-threshold

KomaHga wrr-queue cos-map threshold_id cosl [ cos2 [ cos3 [ cos4 [ cos5 [ cos6 [
cos7[cos8]11]11111

Onucanne threshold_id: ykasbiBaeT ngeHtudmnkaTop rpynnsl NOPOros B AnanasoHe oT

napamMmeTpoB 1 po 2. NMogpepxmBatoTcs ABe rpynmnbl NOPOroB.

cos17...cos8: ykasbiBaeT 3HayeHna Co0S, KoTopble [OOMXKHbl ObiTb
cornocTaBneHbl C MoporoBon rpynnon, B AmanasoHe ot 0 pgo 7. o
yMonyaHuio Bce 3HaveHus COS comnocTaBrnsalTCcAa C MepBOM MOPOroBoOw
rpynnow

Pexum komaHpg,

Pexum koHdurypaumm nHtepenca

2.5.5.6. Npumep KoHcpUrypaumm

BknroyeHne cdyHkuun WRED n HacTporKa HMXXHEro noporoBoro 3HayeHus,
MaKCUManbHOW BEPOATHOCTM OTOpacbkiBaHUA n conoctaBnennsa CoS-to-threshold
(npu ycnoBuu, 4To ANA NpoAykKTa CyLecTBYeT 2 rpynnbl NOPOroBbIX 3HA4Y€HUN)

Warn
HaCTPONKK

e  Bknounte doyHkumio WRED.

e HacTtponte HWKHME NOpPOroBble 3Ha4YeHWa aOna odepegn 2
nHTepdenca gigabitEthernet 0/2 Ha 10 n 20.

e HacTtponte 6onee BbiCOKME MOPOroBble 3HAYEHUA ANA odepean 2
uHTepdenca gigabitEthernet 0/2 Ha 60 1 90.

e HacTtpovite makcMmanbHble BEPOATHOCTM OTOpacbiBaHUSA  Ans
oyepeam 2 nHtepdenca gigabitEthernet 0/2 Ha 60 n 80.

e HactponTte 3HauveHusa CoS 0, 1, 2 n 3 Ha nHTepdence gigabitEthernet
0/2, 4ToGbI NCNoNbL30BaThL NOPOroBYO rPynny 2

QTECH# configure terminal
QTECH(config)# queueing wred
QTECH(config)# interface gigabitEthernet 0/2

QTECH(config-if-GigabitEthernet 0/2)# wrr-queue random-detect min-
threshold 2 10 20

QTECH(config-if-GigabitEthernet 0/2)#wrr-queue random-detect max-
threshold 2 60 90
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| www.gtech.ru |
QTECH(config-if-GigabitEthernet ~ 0/2)#  wrr-queue  random-detect
probability 2 60 80
QTECH(config-if-GigabitEthernet  0/2)#  wrr-queue  random-detect
probability 2 60 80
QTECH(config-if-GigabitEthernet 0/2)# wrr-queue cos-map 20123
MpoBepka MpoBepbTe, BKNOYeHa nuM  yHkuma WRED, ycnewHo nv HacTpoeHb!
NnoporoBble 3HAYeHUs1 M YCMEewWHO NN HAcTpoeHo comnoctaBneHne CoS-to-
threshold
QTECH# show running-config
Building configuration...
Current configuration : 1654 bytes
version 11.0(1C2B1)(09/11/13 00:16:26 CST -ngcf78)
queueing wred
QTECH# show queueing wred interface gigabitEthernet 0/2
Qid max_cell_1 min_cell 1 max_1 min_1 prob_1
max_cell_2 min_cell 2 max_2 min_2 prob_2
1 120000 120000 O O 0 120000 120000 1 1 1
2 120000 120000 60 10 60 120000 120000 90 20 80
3 120000 120000 O O 0 120000 120000 1 1 1
4 120000 120000 O O 0 120000 120000 1 1 1
5 120000 120000 0 O 0 120000 120000 1 1 1
6 120000 120000 O O 0 120000 120000 1 1 1
7 120000 120000 O O 0 120000 120000 1 1 1
8 120000 120000 O O 0 120000 120000 1 1 1
cos qid threshold_id
0 1
1 2 2
2
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MpoBepbTe nakeTbl, oTOpolleHHble WRED, 1 nakeTbl, nomedeHHble ECN.

QTECH#show qos wred-ecn statistics

Wred ecn stats result:
Port

WredDropped

EcnSended

TFGigabitEthernet 0/1

TFGigabitEthernet 0/2
TFGigabitEthernet 0/3
TFGigabitEthernet 0/4
TFGigabitEthernet 0/5
TFGigabitEthernet 0/6
TFGigabitEthernet 0/7
TFGigabitEthernet 0/8
TFGigabitEthernet 0/9
TFGigabitEthernet 0/10
TFGigabitEthernet 0/11
TFGigabitEthernet 0/12

O O O 0O 0O 0o o o o o o

2.5.6. HacTponka oToOpaxeHusa oyepeamn U peXxmum HaCTPOUKMN

2.5.6.1. AdpheKkT kKoHdDUrypaumm

HacTtponte oToGpakeHuMe o4depean Wn pexum KOHUrypaumm, 4YTOObl WM3MEHUTb PEXUM
oTOoOpaXkeHnst 1 KOHUIypaumm BCex o4epeaen Ha yctponctee ¢ 1-8 Ha 0—7.

2.5.6.2. NMpumeyaHunsn

lMocne HacTponku oToOpaXkeHust odepean N pexuma KoOHUrypaumm HacTPOEHHbIE KOMaHAbl,
OTHOCSAILLMECS K 0Mepean, U3SMEHSAIOTCA aBTOMaTUYECKU.

2.5.6.3. LLlarn HacTpounku

YcTtaHOBKa oToOpaxeHus ovyepeau n pexmma kKoHdurypaumm Ha 0—7
e  OnuuoHanbHo.

e [py HEOGXOAMMOCTM yCTaHOBUTE OTOOpaXKeHUe ovepeam U pexmm KoHpUrypaumm Ha

0-7.

QTECH
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2.5.6.4. NpoBepka

3anyctute komangy show running-config, 4Tobbl 0TOGpa3nNTL KOHGUIypaLUK.

2.5.6.5. CBA3aHHaA KomaHAaa

YcTaHOBKa 0TOGpaXeHUs oyepeamn U pexmma KoHdurypauum Ha 0—7

KomaHga gos-queue compatible enable

Pexum komaHg | Pexxum rmobanbHon KoHurypaumm

2.5.6.6. Mpumep KoHcpuUurypaumum

YcTaHOBKa OTOOpaxeHUs ouepeam U pexmma KoHdgpurypaumm Ha 0—7

Larn Bkntountb rnodanbHbin QOS
HaCTPOMKK

QTECH# configure terminal
QTECH(config)# qos-queue compatible enable

MpoBepka | [poBepbTe, yCNELWHO N BbINOSIHEHA KOHUrypaums

QTECH# show running-config

Building configuration...

Current configuration : 1654 bytes

version 11.0(1C2B1)(09/11/13 00:16:26 CST -ngcf78)

2.5.7. OTKNOYEeHNe N3MEHEeHNsA NpuopuTeTa NakeToB

2.5.7.1. AdpdekT kKoHdUrypaumm

lMocne TOro, kKak M3MEHeHWe MnpuopuTeTa naketTa OTKMOYEHO, NPUOPUTET nakeTa MNpu ero
oTnpaBke C ycTponcTea byaeT Takum Xe, Kak Npu oTnpaBke Naketa Ha YCTPOMCTBO.

2.5.7.2. dTanbl HACTPOMUKMN

OTKNOYeHne N3MeHeHus NnpuopuTeTa NakeToB
e Heobsas3aTenbHbIN.

e  YT100ObI YOEaNThCA, YTO NPUOPUTET NakeTa NMpu OTMNpPaBKE C YCTPONCTBA TAKOWM Xe, Kak
npu OTNpaBKe Ha YCTPOWCTBO, OTKIYNTE UBMEHEHME NPpUopUTETa NakeTa.

2.5.7.3. NpoBepka
3anyctute komangy show running-config, 4Tobbl 0TOGpa3nTbL KOHPUIypaLUK.
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2.5.7.4. CBA3aHHaA KoMaHAaa

OTKnYeHne U3MeHeHUA npuoputTeTa naketToB

Komanpa mls gos remark disable

Pexum komaHa | Pexxum rmobanb

HOW KOHMrypauum

2.5.7.5. MNpumep

OTKnoYeHne U3MeHeHuUA npuoputeTa naketoB

HaCTPOMKK

LWarn OTKNKOYNUTb U3MEHEHME npuopnTeETa NakeToB

QTECH(config)#mls

QTECH#configure terminal

qos remark disable

2.6. MOHUTOPUHr

2.6.1. OuncTKa

OnucaHue

KomaHpa

nomeYyeHHbix ECN

Oumnctutb CcTaTUCTMKY nakeToB, | clear qos wred-ecn statistics [ interfaces interface-id |
oTopoweHHbix WRED, 1 nakeTos,

2.6.1.1. OTo6paxeHue

OnucaHue

KomaHga

OtobparkaeT MHopMaLmIo O
Kraccumkaumm noTokos

show class-map [ class-map-name ]

OtobpakaeT MHopMaLMIO O
nonutnke QoS

show policy-map [ policy-map-name [ class class-map-
name ] ]

OTtobpaxaeT NoNUTUKY,
NPUMEHEHHYIO K MHTEpdency

show policy-map interface interface-id

OtobpakaeT MHopMaLMIO O
rpynne norm4eckmx
nHTepdencos

show virtual-group [ virtual-group-number | summary]

(@ arecy
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OnucaHue

KomaHpa

OTobpaxkaeT NoONUTUKY,
NPUMEHEHHYIO K rpynne
NOrM4ecKnx MHTepgencos

show mls qos virtual-group [ virtual-group-number |
policers ]

OTtobparkaeT pasnuyHble
cornocTaBneHus

show mls gos maps [ cos-dscp | dscp-cos | ip-prec-
dscp ]

OT1obpaxaeT nHdopmaumo 0b
OorpaHnyYeHnn CKOpoCTK
UHTepdenca

show mls gos rate-limit [ interface interface-id ]

OT1obpaxaeT ouvepeab QOS,
NONUTUKY NMITaHNPOBAHUA U
nHdopmaumio o round robin
weight

show mls qos queueing [ interface interface-id |

OTobpaxaeT nHopmauuo o
NAaHMpOBaHMN BbIXOOHOM
ovepeam

show mls qos scheduler [ interface interface-id ]

OtobpaxaeT KoHdUrypaumm
WRED

show queueing wred interface interface-id

OTob6paxxaeT nHgopmauyuto QoS
nHTepdemnca

show mls gos interface interface-id [ policers ]

OTtobparkaeT MHopMaLMIO O
NPOMNYCKHOM CMOCOBHOCTH
nHTepdenca

show qos bandwidth [ interfaces interface-id ]

OTtobpakaTb CTAaTUCTUKY
nakeToB, oTopoLeHHbIXx WRED,
M nakeToB, NnoMme4yeHHbIXx ECN

show qos wred-ecn statistics [ interfaces interface-id ]

2.6.1.2. OTnapka

MPUMEYAHUE: cucTteMHble pecypchbl 3aHATbI NpU BbIBOAE OTNagouHoOn nHopmMauuu. Noatomy
OTKMNOYMTE OTNAaAKy cpasy nocne UCnonb30BaHus.

OnucaHue

KomaHpga

OTnaxwuBaeTt bmbnuoteky QoS

debug gos lib [ event | message ]

OtnaxuBaeT cepBep cBsA3nM QoS

debug gos server [ event | message |

(@ arecy
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OnucaHune KomaHga

OtnaxuBaet o06paboTky nonb3oBaTenbckux | debug qos mis
KomaHg QoS

OtnaxuBaeT KoHpurypauumn VMSUP debug gos vmsup
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3. HACTPOUKA MMU
3.1. O630p

Bnok ynpaBneHus namsatbto (MMU) o3HauaeT, 4To Oydhep MuKpocxembl pacnpegensiercs
pa3yMHO, 4TOObl KOMMYTaLMOHHOE 060pPyaOBaHME MOTTIO fNy4lle CNpaBnAsiTbCA CO BCE MU BUAAMM
NakeTHbIX NMOTOKOB.

MoTokn He cTabunbHbl BCE BPEMS, U B CETU CYLLECTBYIOT pasfninyHble NakeTHble NoToku. [pu
cTabunbHOM CEeTEBOM MOTOKE WM LOCTATOYHOM MPOMYCKHOM CMNOCOBGHOCTM BCE MOTOKWU AaHHbIX
obpabaTbiBatoTCA nyylle; Koraa B CETU CyLLECTBYOT NakeTHble MOTOKM, NOTOKN AAHHbLIX MOTYT
ObITb OTOpPOLUEHbI, [aXe €ecnv CPedHsil CKOPOCTb MOTOKA He MPEeBbILWAET MNPOMYCKHYHO
CMOCOOHOCTb.

[MakeTbl gaHHbIX, NOCTyNarLWmMe Ha KOMMYyTaUMoHHOEe 06opyaoBaHue, cCoxXpaHsTca B bydepe
KOMMYyTaLMOHHOro obopyaoBaHusa nepepn nepecbinkon. OBbIYHO nakeTbl AaHHbLIX OCTalOTCA B
Oydepe Ha KOpOTKOE BpEMSA M MEPECLINAKTCHA 3a MUKPOCEKYHAbI; MPWM HanNuUyunm nakeTHOro
NnoToKa, ecrnn MrHOBEHHas CKOPOCTb MaKeTHOro MoTokKa NpeBbllaeT BO3MOXHOCTU 006paboTku
KOMMYTaLMOHHOro 006opyaoBaHud, nakeTbl OaHHbIX, KOTOpble He MOryT 6biTb 06paboTaHbl
BoBpemsi, OyayT HakannmMBaTbCA B KOMMYTaUMOHHOM 06OpyaoBaHUWM, M NOTEps MNakeToB
nponsongeT, Kak Tonbko Oydepa okaxeTcs HepocTtatoyHo. B atom cnydae MMU MOXHO
Ncnonb3oBaTb AN15 pasyMHON HacTponku Bydepa u BbigeneHms pasnmyHbiX pasmepoB bydepa
05151 COOTBETCTBYIOLLNX CNYXO C Lenbio onTumM1M3aumm ceTu.

3.2. MNpunoxeHusn

MpunoxeHue OnucaHue

HacTponka npunoxenunsa c | Npeanpuatuio TpebyeTtca pocrtatoyHo OGonblion Oydep B
onbwum  Gydbepom  Ha | cnyxbe SkyDrive, 4ToObl M3GexaTb NOTEpM MNAKETOB LN4
OocHoBe ncxogsulen | NOToka crnyxobl

oyepeau

3.2.1. HacTpouka npunoxeHus ¢ 6onbLunm 6ycgepom Ha oCHOBe UCXoasLLen
ouyepenm

3.2.1.1. CueHapum

Mpeonpuatnio Tpebyetcs goctatouHo Gonblion 6ydep B cnyxbe SkyDrive, 4ToGbl n3bexaTb
noTepu NakeToB A1 MOTOKA CIy»0bl.

Kak nokasaHo Ha crnegylowem pucyHke, obopygoBaHne A MOAKMYEHO K 5 knneHtam u 35
cepBUCHbIM cepBepam, rae 15 CcepBUCHBLIX CepBepOB BUMPTYanuanpyroT 15 uHTepdencHbix
cepBepoB.

OCHOBHOW CEPBUCHbIN NOTOK BbIMMSANT CNeayroLwmm obpasom:

o  KnMeHTCKun cepBep OTNpaBnsaeT NnakeT 3anpoca Ha OpOHTEHA-CEpPBEp.
o  ®poHTeHa-cepBep OTNpaBnAeT NoMnyyYeHHbI NakeT 3anpoca Ha CepPBUCHLIN cepBep.

e [locne nonyyeHnsa naketa 3anpoca CEpBUCHBLIA cepBep OTNpPaBnaeT OTBETHbLIN nakeT
poHTEHA-CcepBepy.

o [lonyums oTBETHLIN NakeT, (PPOHTEHA-CEePBEP OTMNPAaBIISET ero KNMeHTCKOMY cepBepy.

e [locne nonyyeHnst OTBETHOMO NakeTa KMMEHT yKa3blBaeT, YTO CeaHC YCNeLHO CO3aaH.
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B oTom cepBuCHOW MoOAenu CyLecTBYEeT pexuMm nepefaynm notoka «MHOrve K OZHOMY»
(many-to-one):

MoToKK 3arpocoB HECKOJIbKUX KITMEHTOB OTNPaB/ATCA Ha OAUH cprHTeH,u,-cepBep.

[MOTOKM 3anpOCOB HECKOMNbKUX (OPOHTEHA-CEPBEPOB OTNPABMAOTCA Ha OOWH
CEPBUCHBIN cepBep.

MOTOKM OTBETOB HECKOSIbKMX CEPBUCHBIX CEpBEPOB OTNPaBMAOTCA Ha OAWH
dpoHTEH-CEpBEp.
[MOTOKM OTBETOB HECKOMBbKNX (PPOHTEHA-CEPBEPOB OTNPABAIOTCA OQHOMY KIMEHTY.

OTW NOTOKN NepeaarnTcst B OCHOBHOM Yepe3 ob6opyaoBaHue A, 4TO Nerko NpUBOAKUT K Neperpyske
cetn. Takyto npobnemy MOXXHO UCMpPaBUTb, HACTPOMB Ha 06opyaoBaHuK GonbLion Bydep.

CepBuCHbIN cepeep
(MHTEPMENCHBLIN)

Knuent

CepBUCHEIN
KreHT PBUCHLIN
= =
(o]
EEn 0 =
KnueHt CepBUCHLIN

PucyHok 3-1.

3.2.1.2. PasBepTbiBaHue

Bo Bcex cnyxebHbix nopTax (a UMEHHO, MOPTax, COeANHSAKLLMX KITMEHTOB C CepBeEpamMmm)
HacTpounTe obwmi Bydep ouepeamn, B KOTOPON cepBrC HACTpoeH Ha 100 %.

Bo Bcex cepBUCHbIX MOpTax HACTPOWTE MUHWMANbHOE 3Ha4YeHWe rapaHTUPOBaHHOMO
Oydepa Hencnonblyemon ouepeam.

Bo Bcex Heucnonb3dyemblx MNopTtax HACTpOWTE  MWHMManbHOE  3Ha4yeHue
rapaHTUpoBaHHbIX BydepoB Bcex ovepenen.

KoHKpeTHyIo kKoHdUIypaumio cM. B npumMepax KoHdurypauumn B pasgene KoHdurypaums.

3.3. OcobeHHOCTH

3.3.1. ba3oBble KOHUenThbI

3.3.1.1. Avyemnka (Cell)

Averika npeacraBnseT cobon OydepHyro eamHuly, T. €. MUHUManbHYK €AMHULY XpaHeHus
KOMMYTaLUMOHHbIM oBopyfoBaHMEM nakeToB. Pasmep KaXaon A4Yerkn 3aBUCUT OT MpoAyKTa.
OAuMH nakeT MOXeT MCNonb3oBaTb HECKOMbKO SiYeek, a OfHa A4Yerika MOXET UCMOoNb30BaTbCH
TONBKO OJHUM NaKETOM.
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3asaBneHuve e
3.3.1.2. 'pynna nopTtoB

Bce nopTbl, duanyeckn npuHagnexaiwime O4HOMY 4Yuny KOMMYyTaLMu, BMECTe Ha3blBaloTCs
rpynmnov nopToB, B rpynne nopToB ynpasBndetca Oydep KoOMMyTaumoHHOro obopyaoBaHuUS.
BosbmeM, K npumepy, nnaty, B 3TON BEPCUN OBE MUKPOCXEMbI NepeKntoYeHns, No3TOMy eCTb
aBe rpynnel nopTtoB. lNMepBble 20 NOPTOB NpuHagnexaTt K rpynne nopTtoB 1, a octanbHble 20
NopTOB NpUHaAnexaT K rpynne nopTos 2.

3.3.1.3. Ucxopsawasn ovyepeab

Ouyepean Ha BbIxo4e MNOPTOB AENATCSA Ha OOHOAAPECHble M MHOroagpecHble oyepeam
(konMyecTBO oYepenen 3aBnCUT OT NpoaykTa). Jlormyeckn MMKpocxema nepekntoyeHns gennTcs
Ha BxoA (ingress) (Bxogsilee HanpasneHuwe) M Bbixod (egress) (Mcxodsdlliee HanpasneHue).
BbixogHas odyepeab HaxoauTCA B HanpaBneHuu Bbixoda. lNpexae Yem nakeTbl OTnpaBsaTCs U3
BblIXO4a, AN HMX HeoBXoAMMO BbIMNOMHUTL OMepauuio MOCTAHOBKM B OYepedb B BbIXOOQHOW
odyepean. B HeKkoTOpbIX HalwmMX NPOAyKTax peanu3oBaHO ynpaBneHne O6ydepom Ha OcHoBe
BbIXOAHOW o4epeamn.

Beixog (egress)

Ovepegpb 1

Ouepenb 2
Ouepegp ...
Ouvepenb 8

Yun

PucyHok 3-2.

B HacTosiLee Bpems cyLlecTByeT TpM TUNa MoAenen NCxXoasalumx ovepenen:

e Ha Bbixoge umeetca 8 ogHOaApeCHbIX odepenen u 8 MHoroagpecHbiX ovepeden.
XOpOoLLO U3BECTHbIE OAHOAAPECHbIE MAaKeTbl CNeayT 3a 0OgHOaAPECHOW o4Yepeblo, a
BCE OCTalbHbl€ NakeTbl CreayT 3a MHOroagpeCcHon ovepenbHo.

e Ha Bbixoge umeeTcsa 8 oaHoagpecHbIX odepeden M 4 MHOroagpecHblX o4vepeamu.
XOpOoLLO N3BECTHbIE OAHOAAPECHbIE MAaKETbI CNeayT 3a 0QHOAAPECHOM oYepeabto, a
BCE OCTalbHbIE NakeTbl CreayoT 3a MHOroagpecHom ovepenbHo.

e Ha Bbixoge Bcero 8 ouepegen, 0e3 pasrpaHNYeHUMs Ha OOHOAOPECHbIE WU
MHOroagpecHble odepeau.

3.3.2. 0630p

OcobeHHOCTb | OnucaHue

HacTporika Bydep perynmpyetcs Ha ocHoBe odepeaun. 3To ocHoBa MMU
Bydepa
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OcobeHHOCTb  OnucaHue

Hactporika MoHuTOpUHr Bydepa hakTU4eckn o03Ha4aeT MOHUTOPUHT MCMOSb30BaHNSA
MOHUTOPWHIa eMKocTun Bydepa, 4To obneryaet HacTponky bydepa

Oydepa

Hactporika lMonyyeHHble 7] OoTnpaBfeHHble nakeTbl Kaxkgomn ovyepeamn
noacyeTa noAcYMTLIBAOTCH, 4TOObI MOXHO OblNO nerko oTtobpasuTb pesynbTaT
oyepean HacTpovikn Bydepa

3.3.3. HacTpowuka 6ycepa

PerynnpoBka 6ydepa o3HavaeT, YTO ovepeab Kaxaonm cnyxobl MeeT pasHble pasmepbl bydepa
3a CYeT HEeKOTOpPOW HacTponkm Bydepa ovepean, Tak YTO Kaxgasa cnyxba obpabaTbiBaeTcs
no-pasHoMmy, a cry6bl ¢ pasHbIMW NPUOPUTETaAMM OBCIY>KNBAOTCS NO-Pa3HOMY.

3.3.3.1. MpuHUMN paboTbl

Pabounn mexaHusm KeluMpoBaHuUA B annapaTtHoOM obecneyeHun

Uto kacaeTcsa annapatHoro obecneveHus, BGydep ynpaBnseTcsa B HanpasneHun BBOAaA WU
BblBOAAa. MexaHnam 06paboTkM NokasaH HUXe.
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Packets enter the Packets enter the output
S Allocate buffer to packets [P process

v 4 L
waiﬂ the packe(; Obtain the output queue
incoming port an that packets will enter and

information of port information of port group

group where the where the outgoi s
incoming port is grrapo

buffer usage of curres
port is smaller
than the guaranteed buffer

Fhe buffer usage of curre
queue is smaller

it of current po

e shared buffer usage of curren

PorT is smaller than the shared buffer
limit of current port)

and (the shared buffer usage of

current port group is smaller than
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Queue is smaller than the shared
buffer limit of current queue)
and (the shared buffer usage of
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h 4

Packets enter the
output
queue for queuing

v

Packet loss due to ingress Packet loss due to egress Packets are output

: CORaBEton from the switch and
congestion 9 buffer is released

PucyHok 3-3.

Bo Bpemsi ynpaBneHuss 6ydepom HanpaerieHve BBOAA YCTaHaBMMBAETCA HA MaKCUMarbHoe
3HayeHne, YTOObI NPegoTBPaTUTL NOTEPHO MNAKETOB B HANpPaBneHun BBoaa 1 obecneunTb NoTepto
nakeToB B HaNpaBfeHu BblBoAa. Taknm o6pasom, KOPPEKTUPOBKA He OTKpbIBaeTCA Ansa Oydepa
B HanpaeneHun Beoaa, a CLI obecneunBaeT KOppeKTUPOBKY Bydbepa TONbKO B HanpaeneHum
BbIBOAA, BKMNOYasi rapaHTUpoBaHHbIN Bydep odepean n obwmn bydep ouvepeaun. Hactpoiika
Oydepa HacTpamBaeT rapaHTMpOBaHHbIA nopor 6ydepa n nopor obuiero 6ydepa ovepenen,
4yTOObI BbIAENATE pasnMyHble pa3vepbl bydepa ans ouepenen.

FapaHTMpoBaHHbIN Gydep

MapaHTMpoBaHHbIN Gydep Takke Ha3bIBAETCHA 3KCKMNIO3MBHbIM GOydepom. OT1a yactb Gydepa
pacnpegendetca nNo Kaxgonm oudepegun. [apaHTupoBaHHbIM Oydep ovepean MOXeT
MCNoNb30BaTbCA TOMbKO 3TOW ovepedbto. 10 ymonuyaHuMio Ona Kaaon oyepeaun Bbloensercs
bUKCUPOBaHHbIN rapaHTUPOBaHHbIM Bydep. JTa 4acTb oyepean MNO3BONSET ITOM oyepeam
nepecbinaTtb NakeTbl C HOPMaribHOM CKOPOCTbIO MMHUKN NPY CTabunbHOM MOTOKE.

CoBwmecTHbIN Oychep (Shared buffer)

B obuiem Bydepe rpynnbl NOPTOB OCTaBLLAACA YacTb NpeacTaBnaeT cobon obLunin COBMECTHbIN
Oydep nocne BblveTa rapaHTMpPOBaHHOIO Bydepa kaxaon ovepean. CoBMecTHbIN Bydep moxeT
NCMNonb30BaTbCsA BCEMU ovepeasmn. [NoporoBoe 3Ha4YeHNE COBMECTHbIX OYepeaen MOXeT ObiTb
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YCTAHOBIEHO [ANA KaXaow odepean. ITOT MOPOr OrpaHMyYMBaeT MakCuMarnbHbid 06beMm
COBMeCTHOro 6Oydepa, KOTOpbIM MOXET MCMonb3oBaTbCsA 3TOM oyepepto. Korga cymma
COBMeCTHOro Bydepa, HaCTPOEHHas ANs KaXKA0W ovYepeam B rpynne nopToB, NPEBbILAET 06LLYyH0
COBMECTHYIO oyepeab rpynnbl NOPTOB, MPUMEHAETCS MEXaHU3M 3anonHeHus Bydepa "nepBbim
npuwen — nepsbiM 06CnyxeH".

3.3.4. HacTpouka moHuTOopuHra 6ycepa

MoHuTopuHr 6ydepa peanuayeT MOHUTOPMHI OObema WCMONb30BaHUS KaXKaom ouvepean u
COBMECTHbI Bydepa C uenblo obecnevyeHnsa NogAePXKKN AaHHbIX AN ONTUMMU3auUMKM CeTU U
pa3ymHon koHurypaumm dydepa.

3.3.4.1. MpuHUMN paboTbl

MoHUTOpPUHI Gydbepa MCMONb3yeT PexuMm onpoca AONs PerynspHoro CyYUTbiBaHUs obbema
ncnonb3oBaHus bydepa kaxaon odepean 1 cuTyaummn NCnosnb3oBaHNs COBMeCTHoro bydepa u
OTOOpaxeHMs cuTyauum ucronb3oBaHus Oydepa Tekyllero o6opyaoBaHWs B pexuve
peanbHOro BpeMEeHM.

Mopor npenynpexaeHnsa ucnonb3oBaHusi 6ydepa rpynnbi NOPTOB

Korga ucnonb3oBaHue Gydepa rpynnbl NOPTOB NPEBbLILWAET 3TOT NOPOr, CUCTEMHLIN XXypHan
Oyoet pacneyaTaH, YToObl HANOMHUTL NONb30BATESIO.

Mopor npeaynpexaeHnsa o6 ncnonb3oBaHun 6ydepa ouepeamn

Korga ucnonb3oBaHne Oydepa oyvepeam npeBbilaeT 3TOT MOPOr, CUCTEMHbIN XypHan oyaet
pacnevaTaH, YTo6bl HANOMHUTL NOSbL30BATENH.

MHTepBan BbIGOPKU AaHHbIX MOHUTOpPUHra bycepa

BydepunsoBaHHble faHHbIE MOHUTOPUHIA OTOMpPalOTCS ¢ onpeaeneHHbIM UHTEPBANOM, KOTOPbIN
MO>XHO HAacCTPOWUTb B COOTBETCTBUM C TpeboBaHUAMM Nonb3oBaTens.

3.3.5. HacTpomnka noacyeTta ovyepeau

MoacyeT oyepeden oTcnexmBaeT daHHbIE O MEPECHISIKE U NoTepe NakeTOB KaXKaon odepeawn,
4yTO6ObI 0BecneunTb MOAAEPKKY AaHHbLIX AN ONTUMM3AUMU CETU U Pa3yMHOW KOHdurypauum

Oydepa.
3.3.5.1. MpuHUMN paboTbl

Ouepeab nepexoauMT B pexuM onpoca ANst  PerynsipHoro CYUTbLIBAHUS  KONMYeCTBa
nepeagpecoBaHHbIX nakeToe/konuMyectsa  GawnToB n konunyecTea NOTEPSHHbIX
nakeToB/konuyecTBa GanWTOB Kagow odyepean, a 3aTeM Ucronb3yeT AaHHble Ans pacyeTa
Ka)xgoro Buaa CTaTUCTUKU ovepeam.

OnoBelleHne o0 NoTepe NakeToB B oyepeau

YCTPOMCTBO aHanuManpyeT CTaTUCTUKYy MO OTOPOLUEHHbIM nNakeTam, 4Tobbl onpeaenuTb,
NPOMCXOAMT NN NoTeps nakeToB B odepeaun. lNocrne noTepu nNaketoB B O4Yepeam YCTPOMCTBO
oToOpaxaeT npegynpexaeHne O noTepe MakeToB B COOTBETCTBUM C  KOHdurypaumen
npenynpexaeHns o notepe nNakeToB..

YacToTa onoBelueHuUs o noTepe NaketToB B o4yepeaun

Tonbko N npegynpexaeHnii 0 noTepe NakeToB MOryT 0TOOpaxaTbCs B TeUEHNE OnpeaeneHHoro
nepvoga T. Bbl moxeTte HacTtpouTb nepuod (T) u konuyectso npegynpexaeHui (N), 4Tobbl
HacTpouTb oToBpakeHne npegynpexaeHnii o NoTepe NakeTos.

3.4. OrpaHn4yeHus

Paamep suenkn 3aBMCUT OT NPOAYKTA.
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3aaBneHue

| www.qtech.ru_|
Tun kapThbl Pa3mep ssuenku (6aunT)
QSW-6900-56F | 256
QSW-6900-64H | 208

I'Ipop,yKTbl KeWWPYIOT NakeTbl 1 ynpasnAaloT MU B 3aBUCUMOCTU OT TUMNA O‘-Iepe[J,I/I.CM. Ta6ru/|uy

HXe.

Twvn kapTbl

Tun ouepeau ansa ynp

aBJ1IeHUsA Kelwem

QSW-6900-56F

BXoAdLlee HanpaBleHne:

Ucxopsdwee HanpasneHue: oOAHoagpecHas/MHOroagpecHas nepenava;

npuopuTeTHas rpynna

QSW-6900-64H

BXoAsiLLiee HanpaBleHune:

Ucxopdwee HanpasneHue: oOAHoaapecHas/MHOroagpecHas nepenada;

npuopuTeTHasa rpynna

3HayeHune rapaHTnpoBaHHOIO Kella no yMmon4aHuo 3aBUCUT OT I'IpOﬂyKTa.CM. Ta6n|/|u,y HWXe.

Twun KapTbl BbixogHon BbixogHas MpuoputeTHan
oAHoaApecHbIN MHoOroagpecHas rpynna
paccbinka
QSW-6900-56F | 8 8 8
QSW-6900-64H | 8 8 8
3HaveHue obLLero kewwa no yMon4aHuio 3aBUCKT OT npogykTa.Cm. Tabnuuy Huxe.
Twvn KapTbl BbixogHoun BbixogHas MpuoputeTHasn
oAHOaApPECHbLIN MHoOroagpecHas rpynna
paccbinka
QSW-6900-56F | 100 % 15% 100 %
QSW-6900-64H | 100 % 15% 100 %

3.5. KoHdumrypauumsa

KoHndwmrypaumsa  OnucaHue m KomaHaa
HacTtpoika (OnumoHanbHo) OH ucnonb3yeTcst AN HacTponku Bydepa
Bydepa
mmu gueue-guarantee HactpaunBaeT rapaHTMpoBaHHbIn Bydep
nexoasilen oyepeam
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KoHdwurypauma | OnucaHue v KomaHAaa

HacTtponka mmu queue-threshold HactpauBaet o6 Oydep
oydepa mexoasiuen ovepeam
mmu pg-guarantee HacTtpaveaet rapaHTMPOBaHHbIN

BxoaHown 6ydep PG

mmu ingress-threshold HacrtpauBaet obwnn Bydep
Bxogsduiero PG

mmu headroom-threshold HacTtpauBaet pasmep 6ydepa 3anaca
Ha ocHoBe PG

mmu pg-headroom HacrtpaviBaet pasvep bydepa
rnobanbHOro 3anaca

HacTtponka (OnuuoHanbHo) Mcnonb3yeTtcsa onst HacTponkn Bydepa
MOHUTOpPMHra

Bydepa mmu usage-warn-limit HacTpaMeBaeT noOporosoe 3HaueHue
onoBeLlleHnsa ncnonb3oBaHus dydepa

mmu sample-period HactpanBaetr  wuHTepBan  BbliGOpKK
AaHHbIX MOHUTOpPUHra Bydepa

Hactpouika mmu cut-through HactpaunsaeTt pexum nepepa4v
pexuma cut-through
Hactpowka mmu gueue-loss-warn | HactpanBaeT onoselleHne O noTepe
npeaynpexaenuns o | {unicast| multicast} nakeToB B odepeam
noTepe NakeToB
mmu gueue-loss-warn | HactpanBaeT YyacToTy
frequency npeaynpexgeHnn o noTepe NakeTos

3.5.1. HacTpowuka 6ycepa
3.5.1.1. 3dhdeKT KoHduUrypaumm

e Hacrtponte rapaHTMpoBaHHbIN Oydep, 4TOObI oOvepegb MoOrfia COBMECTHO
ncnonb3oBaTb TOMbKO 3Ty YacTb Bydepa.

e HactponTte coBmMecTHbI Oydep, 4TOObI KOHTpONMpPOBaTb OOGBEM MCMNONb30BaAHMS
o6uero 6ydepa ovepeaun.

3.5.1.2. MpumeyaHun

KoHdpurypauusa nHrepderica moxeT ObiTb BbIMOMHEHA TOMBKO Ha (OU3NYECKOM MOPTY.
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3aaBneHue

3.5.1.3. lWarn HacTponku

HacTpoiika rapaHTMpoBaHHoro 6ycepa ucxogsiwen oyepeau
e  OnuuoHarnbHo.

o B pexume koHUrypaumm nHtepenca ncnonb3ymnte KomaHgy mmu queue-guarantee,
4yTOObl HACTPOUTL rapaHTUPOBaHHLIN Bydep Ana Kaxaon odepean n ybeamTtbes, 4YTO
AnanasoH KoHdurypaumm bycepa 3aBucuT OT NpoaykTa.

e Wcnonb3ynte komaHabl No mnu default, 4yToGbl BOCCTAaHOBUTL 3Ha4YeHne Gydepa no
YMOMYaHMIo.

KomaHpa

mmu queue-guarantee output { unicast | multicast } [queue-id1 [queue-
id2 [queue-idN] ] set value

OnwucaHue
napamMmeTpoB

output: BeINOMHAET ynpasneHue 6ydepom B ucxosilen oyepeau.

unicast: BbINONHAET ynpasneHne ©Oydepom B uUCXoasLwen oyepenm
OAHOaApeCcHON nepenayn.

multicast: BbINOMAHSAET ynpasneHue Oydepom B UCXOoZdALen odepeaun
MHOroapeCcHON pacCbisiku.

queue-id: naeHTndmkaTop odepean B ananasoHe ot 1 go 8.

value: KONMMYecTBO rapaHTMpPOBaHHbIX OydepoB, B sYerkax; LuanasoH
3aBUCUT OT NpoayKTa

Mo ymonyaHuio

Mo ymonyaHuMio ONa Kakaon odepeau BblgenseTcs OUKCUPOBaHHOE
KONIMYECTBO rapaHTUpPOBaHHbIX OydepoB. KoHkpeTHas KoHdurypaums
3aBUCKT OT NpoaykTa

Pexum komaHg

Pexunm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

O PEKTMBHOCTL 3TOM KOMaHAbI 3aBMCUT OT NPOAYyKTa

Hactpoika coBmecTHOro oydepa ncxoasiien oyepeam
e OnuyuoHankeHo.

o Vcnonbaynte komaHgbl o unm default, 4Tobbl BOCCTaHOBUTL 3HayYeHne Bydepa no
YMOSYaHMIo.

KomaHpga

mmu queue-threshold output { unicast | multicast } [queue-idl [queue-
id2 [queue-idN] ] set thr%

Onucanne
napameTpoB

output: BbINOMHSET ynpaBneHue 6ycepom B UCXOAsALLEN odyepean.

unicast: BbINONHAET ynpasneHne 6ydepoMm B ucxogsdllen odepeaum
OAHOAaAPECHON PaCChISIKU.

multicast: BbINoNHsaeT ynpaeBneHve 6ydgepoM B uUCXoaswen odepeaum
MHOroaZpeCcHOM pacCbISKu.

queue-id: naeHTndnkaTop odepeau, B aguanasoHe ot 1 oo 8.
thr%: npoueHT, B AnanasoH ot 1 go 100
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3aaBneHue

Mo ymonyaHuo

Mo ymonyaHuio Kakgon odepeu HasHavaeTca MoporoBoe 3HadeHve
NCnonb30BaHNsi COBMECTHOro Gydpepa. OTOT nopor npeactaenseT cobou
npoueHT. MeToa pacyeTa MakcMmaribHO 4OCTYMHOro COBMeCTHOro Gydepa
AN ovepean cnegyowmn:

MakcuManbHO AOCTYMHbLIN COBMECTHbI Bydep ans odepeam = obliee
KONM4ecTBO COBMECTHbIX BydhepoB rpynnbl MOPTOB * NOPOroBoe 3Ha4YeHVe B
npoueHTax

3HauveHue no yMOn4aH1 3aBUCUT OT NpOoAYKTa

Pexum komaHg,

Pexum koHdurypaumm nHtepderica

PykoBoacTteo no
NCMNOmnb30BaHUIO

O DEKTUBHOCTL 3TOM KOMaHAbl 3aBUCUT OT NPOAYyKTa

Hactpouka BxogHoro rapaHtumHoro 6ycgepa PG
e  OnuuoHarnbHo.
e Vcnonbaynte komaHabl no unm default, 4To6bl BOCCTAHOBUTL 3HayYeHne Bydepa no

YMOSYaHuIo.
KomaHnga mmu pg-guarantee pg { priority -id1 [priority-id2 [priority -idN] } set value
Onuncanne priority -idN: Homep Bxoaswen PG.
napameTpoB

value: rapaHTMpOBaHHOE 3HaYeHne KoHurypaumm dydepa

Mo ymonyaHuio

3HayeHWe No yMOnyaHuio 3aBUCUT OT NPOAYKTa

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

O PEKTMBHOCTL 3TOM KOMaHAbl 3aBUCUT OT NPOAyKTa

Hactpowka coBmecTHOro oycepa Bxoaswero PG
e  OnuyuoHarnkeHo.
e Vcnonbaynte komaHabl o unm default, ytobbl BocCTaHOBUTL 3HayeHne Bydepa no

YMOJYaHuIo0.
KomaHga mmu ingress-threshold pg [pg-id0 [pg-id1 [pg-id N] ] set thr%
Onuncanne pg-idN: nageHTUnKaTop NPUOPUTETHOM rPYMMbI.
napameTpoB

th%: obwur coBMeCTHbIN Oydep X MOpPOroBoe 3HAYEHME B MPOLIEHTaxX =
MaKkcuMMmarbHO AOCTYNHbIN Bydep ana ouepean

Mo ymonyaHuio

3HaveHue no yMOIn4yaHuio 3aBUCUT OT NpoayKTa

Pexnm komaHa

Pexum koHdurypaunm nHtepderica
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3aaBneHue

PykoBoacTtso no
NCNoNb30BaHNIO

1. OddPeKTUBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoayKTa.

2. KoHdurypaumss BcTynaet B Ccuny, TOMbKO €CnM  ynpaereHune
noTokoMm/ynpaBneHne MOTOKOM Ha ocHoBe npuopuTeta (PFC) He
BKITIOYEHO.

3. 3HaueHue, HacCTpoeHHoe nosib30BaTeENEM, 0To6pa>|<aeTc;| npu
BbINOSTHEHNN KOMaHAbl ShOw run, gaxe ecrnv 3HayeHue, HaCTpoOEeHHOEe
nonb3oBaTesieM, ABNAeTCA 3Ha4eHnem no ymon4aHuo

Hactpouka 3anaca BxogHoro 6ydepa PG
e  OnuuoHarnbHo.

e Vcnonbaynte komaHabl no unm default, 4Tobbl BOCCTAHOBUTL 3HayYeHne Bydepa no

YMOJTHaHMIO.

KomaHga mmu headroom-threshold pg [pg-idO [pg-id1l [pg-id N] ] set value
Onucanue pg-idN: naeHTUurKaTop NPUOPUTETHOM rPYMNbI.

napameTpos

value: noporoeoe 3HavyeHne 3anaca, namMepAaeTCA B sivenKkax

Mo ymonyaHuo

3HayeHne no ymon4yaHuio 3aBUCUT OT NpoaykTa

Pexum komaHpg,

Pexum koHpUrypauum nHtepderica

PykoBoacTteo no
MCNONb30BaHNIO

1. OddeKkTMBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoaykKTa.

2. 3HayeHne, HaCTpOeHHOe nonb3oBaTtenemMm, oTobpaxaetrca npu
BbIMOMHEHNM KOMaHAbl Show run, gaxe ecnu 3HayeHue, HaCTPOEHHoe
nonb3oBaTenem, ABnseTCst 3HaYeHNEM MO YMOSTYaHUIO

HacTpoiika nopora ynpaBneHusi NOTOKOM

e  OnuyuoHarnkeHo.

¢ Vcnonbaynte komaHabl o unm default, 4Tobbl BOCCTaHOBUTL 3HaYeHne Bydepa no

YMOSYaHMIo.

KomaHga mmu xoff-threshold pg [pg-idO [pg-id1 [pg-id N] ] set thr%
Onuncanne pg-idN: ngeHTUrKaTop NPUOPUTETHON rPyNMbI.
napameTpoB

value: noporoeoe 3HavyeHne 3anaca, naMmepAaeTcAd B AYemnkax

Mo ymonyaHuio

3HayeHune No yMonyaHuio 3aBUCUT OT NPOAYKTa

Pexnm komana

Pexnm koHdurypaumm nutepdenca

PykoBoacTteo no
NCMNOMb30BaHUIO

1. OddeKTMBHOCTb 3TOM KOMaHAbl 3aBUCUT OT NPOAYKTa.

2. KoHdurypaumsa BcTynaeTt B cury, TONMbKO €CNW BKIOYEHO ynpaBrieHne
notokom/PFC.

3. Ecnu ynpaenenue notokoM/PFC He BkntoveHo, nopor obuwero 6ydepa
PG cooTBeTcTBYET 3HauyeHuto ingress-threshold.
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4. 3HauyeHMe, HaCTpOeHHoe nomnb3oBaTteneMm, oTobpaxaeTca npu
BbIMOMHEHUM KOMaHabl Show run, Aaxe ecnu 3HavyeHune, HacTPOeHHoe
nonb3oBaTeneM, ABNSeTCA 3Ha4YEeHMEM N0 YMONYaHUIO

Hactpoika nopora BocctaHOBIIEHUS YNpaBfieHUSA MOTOKOM
e Heobga3aTenbHbIN.

e Wcnonb3ynte komaHabl Nno unu default, 4yToGbl BOCCTAaHOBUTL 3Ha4YeHne Gydepa no

YMOMYaHMIo.

KomaHga mmu xon-threshold-offset pg [pg-idO [pg-id1l [pg-id N] ] set value
Onucanwne pg-idN: ngeHTudunKkaTop NPUOPUTETHOM rPyNnbI.

napameTpoB

value: noporoeoe 3Ha4YeHne 3anaca, n3amepAaeTcd B sA4Yenkax

Mo ymonyaHuo

3HaueHue no YMOJN4YaHUKO 3aBUCUT OT NpoAYyKTa

Pexum komaHpg,

Pexum koHdUrypaumm nHtepderica

PykoBoacTtso rno
NCNonb30BaHUIO

1. OPdeKTMBHOCTb 3TOM KOMaHAbl 3aBUCUT OT NPOAYKTa.
2. KoHdwurypaums BcTynaeT B Cuny, TOMNbKO €CNU BKITHOYEHO yrnpaBneHune
notokom/PFC.

3. 3HayeHue, HaCTpoeHHOe nonb3oBaTenem, oTobpaxaeTcs npu
BbINOMHEHNM KOMaHAbl Show run, gaxe ecnu 3HavyeHne, HaCTPOEHHoe
nonb3oBaTenem, SABnseTcs 3Ha4EeHNEM MO YMOYAHMIO

HacTponka nopora rmobanbHoro 3anaca

e OnuuoHanbHo.
¢ Vcnonbaynte komaHgbl no unm default, 4To6bl BOCCTAHOBUTL 3HayYeHne Bydepa no

YMOSYaHMIo.

KomaHga mmu pg-headroom set value

Onucaxve value: noporoBoe 3Ha4yeHue 3anaca, M3amMepseTcs B s4enkax
napameTpoB

Mo ymonyaHuio

3HayeHune No yMonyaHuio 3aBUCUT OT NPOAYKTa

Pexnm komana

Pexnm koHdurypaumm nutepdenca

PykoBoacTteo no
NCNOSb30BaHMIO

1. OddeKkTMBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoaykKTa.

2. KoHdurypaums BcTynaeTt B Cusy, TONMbKO €CNN BKIOYEHO yNpaBlieHne
notokom/PFC.

3. 3HauyeHue, HaCTpOeHHOe nonb3oBaTenem, oTobpaxaeTcs npu
BbIMOMHEHNM KOMaHAbl Show run, gaxe ecnm 3Ha4YeHue, HaCTPOEHHOe
nonb3oBaTenem, SABMAeTCs 3HAYEHNEM MO YMOJTYAHMIO
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3.5.1.4. NpoBepka

Ncnonb3ynte komaHgy show running, 4tobbl NpoBEpPUTb, YCNELWHO N1 HacTpoeH MMU nopg
COOTBETCTBYIOLLUNM UHTEPdENCOM.

3.5.2. HacTpouka moHuTopuHra 6ycepa

3.5.2.1. 3dhdeKT KoHUrypaumm

HacTpoiTe noporoBoe 3Ha4YeHWe OMOBELLEeHUs1 UCMONb3oBaHusA Gydepa Oons rpynnbl
nopToB. XXypHan npeaynpexneHuin byaeT pacrneyaTaH, korga ucnonb3oBaHue 6ydepa
rpynnbl MOPTOB NPEBbLICUT 3TO HACTPOEHHOE 3HAYEHMUE.

HactponTe noporoBoe 3HaveHWe npeaynpexaatrolero curHana Wucnonb3oBaHUs
Oydepa ansa ouepean. NpegynpexparoLwmnin curHan xxypHana byaeTt pacneyaTaH, korga
ncnonb3oBaHune Oydepa ouepean NPeBbLICUT 3TO HACTPOEHHOE 3HAYEHNE.

HactponTte mHTepBan BbIOOPKM AAHHbIX MOHUTOPUHra. HwkHWIA cnon npownssoguT
BbIGOPKY U coobLiaeT AaHHbIE B COOTBETCTBUN C HACTPOEHHbLIM MHTEPBANOM.

3.5.2.2. NpumeyaHun

KoHdburypaums nHtepdenca MmoxeT ObiTb BbINOSIHEHA TOSIbKO HA (OM3MYECKOM MOPTY.

3.5.2.3. larn HacTpounku

Hactpoika nopora onoBeLieHMs 06 ucnonb3oBaHMKU bydepa rpynnbl NOPTOB

OnuuoHanbHo.

B pexxume rnobanbHOM KOHGUrypaumm ncnonb3ynte KomaHgy mmu usage-warn-limit,
4yTOObI HAaCTPOMTbL NOpor npepynpexaeHns o6 ucnonb3oBaHuM Bydepa Ansa rpynnbl
nopToB.

Mcnonb3aynte komangbl no unu default, 4ytobbl BocCcTaHOBUTL 3HadeHne Gydepa no
YMOSYaHuIo.

KomaHpa mmu usage-warn-limit set value
Onucanne value: npoueHT, B gManasoHe oT 1 go 100
napameTpoB

Mo ymonyaHuto | 3HayeHVe Mo ymonyaHuio paBHO 0, 4YTO yKasblBAaeT Ha TO, 4TO

npeaynpexaeHve He coobluaeTcst

Pexum komang | Pexxum rmobanbHon koHdurypaumm

PykoBogcTeo no | OTa KoHUrypaums OENCTBYET A4Jist BCEX rpynn NoOpToB
NCNOSb30BaHMIO

Hactpowka nopora npeaynpexaeHus o6 ncnonb3oBaHum 6ycepa ovepeam

OnumoHanbHo.

B pexxume koHdUrypupoBaHusa nHtepdenca komangy mmu usage-warn-limit { unicast
| multicast } [queue-id1l [queue-id2 [queueidN] ] set value ana HacTpourku nopora
npegynpexaeHns 06 ncnonb3osaHum Bydepa 4na Kaxaon ovepeam.

Wcnonb3ynte komanabl no wnu default, 4ToGbI BOCCTAHOBUTL HACTPOMKY MO
YMOIYaHuIo.
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KomaHga mmu usage-warn-limit { unicast | multicast } [queue-idl [queue-id2
[queue-idN] ] set value

Onucanwne unicast: BbINnonHAET ynpaeneHne 6OydepoMm B ucxogsllen odepeam

napameTpoB OLHOAOPECHOWN PaCCbINKM.

multicast: BbINonHseT ynpaeBneHve OydepoM B UCXoAsLen odepeaun
MHOroaZpecHOM PacChbISKu.

queue-id: naeHTndmkaTop ovepean B ananasoHe ot 1 go 8.
value: npoueHT, B aMana3oHe oT 1 go 100

Mo ymonyaHuo

3HayeHVe no ymonyaHuio paBHO 0, 4YTO YyKkasbiBaeT Ha TO, YTO
npeaynpexaeHue He coobLyaeTcs

Pexum komaHg,

Pexum koHdurypaumm nHtepderica

HacTponka nHtepBana BbiIOOPKU AaHHbIX MOHUTOPUHra
e  OnuuoHarnbHo.

e B pexume rnobanbHOW KOHUrypauum ucnonb3ymte KomanHgy mmu sample-period
{ buffer-counter | queue-counter } value gnsa HacTpoOMkn MHTEpBana BbIBOPKN 4aHHbIX
MOHUTOPWHra Ans Kaxaomn ovepeau.

e Wcnonb3dynte komaHabl no wunu default, 4TOBbBI BOCCTAHOBUTH HACTPOWKY MO

YMOSYaHuIo.
KomaHga mmu sample-period { buffer-counter | qgueue-counter } value
Onuncanne buffer-counter: konnyecTso 3aHATLIX Bydepos.

napameTpoB

queue-counter: KONMMYECTBO OTMNPABMEHHbIX W yOaneHHbIX 3anucei B
ouepeam.

value: nHtepsan BbIOGOpKM B CEKyHOAX

Mo ymonyaHuio

MHTepBan BbIOOPKM MO YMOMYaHMIO COCTABNSET 5 CekyHa

Pexum komaHg

Pexunm rnobanbHomn koHdurypauum

3.5.2.4. NpoBepka

¢ VcnonbaynTte KomaHay show running, 4ToObl NPOBEPUTL, YCMELIHO N HacTpoeH MMU
Nno COOTBETCTBYHOLLUMM MHTEP(ENCOM.

e Vcnonb3ynte komaHgy show queue-buffer, 4TOGBI nNpPOBEPUTL YCMNELIHOCTb
KOHpurypaumm.
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3.5.2.5. NMpumepbI KOHDUrypauum

HacTpoiika NOpPOroBoro  3Ha4eHwus npeaynpexaatroLuero cUrHana
ucnonb3oBaHUA 6ydepa Ha OCHOBe rpynnbi NOPTOB

Warn Ha kommyTaTtope HacTpoWTe MOPOroBOe 3HayYeHwe aBapuUMHOro cuUrHana
HaCTPOMKK ncnonb3oBaHus Gydepa ansa rpynnsl nopToB Ha 80 %

QTECH# configure terminal
QTECH(config)# mmu usage-warn-limit set 80
QTECH(config)#

MpoBepka MpoBepbTe, YCNEWHO 1M CKOHUIypupoBaH MNOPOr npeaynpexaeHus
ncnonb3oBaHusa bydepa

QTECH# show run

mmu usage-warn-limit set 80

HacTtpoika npegena npeaynpexaeHusi ucnonb3oBaHus Oycdepa Ha ocHoBe
ucxopsiuen ovyepeam

LWarn HacTponkn | HacTponTe nopor npegynpexgeHnsa ncnonb3osaHus bydepa kak 70 % B
oyepenax ogHoanpecHou paccbiiku 6 n 8 nopta 1/1 Ha kKoMMmyTaTope

QTECH# configure terminal
QTECH(config)# int tel/1

QTECH(config-if)##mmu usage-warn-limit unicast 6 8 set 70

MpoBepka MpoBepbTe, nNpaBWbBHO NN HACTPOEH MOPOr  NpeaynpexaeHus
ncnonb3oBaHusa 6ydepa

QTECH#show queue-buffer interface gigabitEthernet 0/9

Dev/slot Port-group Total-shared(%) Guarantee-used(%) Share-used(%)
Available(%) Warn-limit(%)

1/- 1 745271 0.0822 14.7615
85.1562 NA

Interface GigabitEthernet 0/9:

Type Queue Admin-shared(%) Total-used(%) Available(%) Warn-limit(%)

Peak-usage(%) Peak-time

Unicast 1 (default) 7.4836 0.0103 NA
7.5041 2015/7/14 20:7:14

Unicast 2 (default) 0.0000 7.4938 NA
0.0000 NA

Unicast 3 (default) 0.0000 7.4938 NA
0.0000 NA
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Unicast 4 (default) 0.0000 7.4938 NA
0.0000 NA
Unicast 5 (default) 0.0000 7.4938 NA
0.0000 NA
Unicast 6  (default) 0.0000 7.4938 70%
0.0000 NA
Unicast 7  (default) 0.0000 7.4938 NA
0.0000 NA
Unicast 8 (default) 0.0000 7.4938 70%
0.0000 NA
Multicast 1 (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 2  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 3  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 4  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 5  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 6  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 7  (default) 0.0000 7.4938 NA
0.0000 NA
Multicast 8  (default) 0.0000 7.4938 NA
0.0000 NA
HacTtpowka nHtepBana BbI6OpPKU AaHHbIX MOHUTOPUHra
Warn HacTtponTte uHTepBan BbIGOPKM OAHHbIX MOHUTOPUHIA B pexume rnobanbHon
HacCTpoOWKM | KOHGMrypaumm
QTECH# configure terminal
QTECH(config)# mmu sample-period buffer-counter 8
QTECH(config)# mmu sample-period queue-counter 10
MpoBepka | [poBepbTe, NPaBULHO NN HACTPOEH UHTEpPBan BbIGOPKM
QTECH# show run
mmu sample-period buffer-counter 8
mmu sample-period queue-counter 10
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3.5.3. HacTpouka pexuma cut-through

3.5.3.1. 3dhdeKkT KoHUrypaumm

BkntounTe dpyHkumio cut-through, YToGbl YMEHBLUUTL 3a4EPXKKY NEePeChInky NakeToB.

3.5.3.2. MpumevaHusn

(DyHKLI,I/II'O NOoOKNK4YeHn4 CUt-thI’OUgh MOXXHO HaCTPOUTb TOJIbKO Ha d)I/ISI/I‘-IeCKVIX nopTax.

3.5.3.3. Warun HacTpounku

Hactpowka rapaHTunHoro 6ydepa

OnuuoHanbHo.

B pexume KoHpurypauum nHtepdgenca sanyctute komaHgy mmu cut-through, 4toGbl
BKMOYNTb OYHKUMIO AocTyna cut-through Ha nHtepdelrice.

Ucnonb3ynte komaHabl no wnu default, 4TOoBGbI BOCCTAHOBWUTL HACTPOWKY MO
YMOMYaHMIo.

KomaHpa mmu cut-through

Mo ymonuanumio | Mo ymonyaHmio pexkum cut-through otknroyeH

Pexum komaHa | Pexum koHurypaumm nHtepdenca

PykoBogcteo no | OdhdeKTMBHOCTb 3TOM KOMaHObl 3aBUCUT OT NPoAyKTa
NCNOSb30BaHMIO

3.5.4. HacTpouka npeaynpexneH1sa o notepe naketTos

3.5.4.1. 3hdeKT KoHduUrypaumm

BkntounTb/BeIKNIOUNTE rNobanbHOe NpegynpexaeHne o NoTepu nakeToB ovepeaen Ans
BCEX MHTEP(ENCHbIX oYepeaen.

BKNIOUNTL/BLIKNIOYNTE OMOBELLEHNE O MOTEPE MAKETOB B O4Yepeau Ha MHTepdence.
MpuoputeT 3TON KOHPUIrypauun Boille, Yem y rinodanbHON KOHUIrypaumu.

HacTtpoiTe yacTtoTy curHanoB npenynpexneHuss o notepe MNakeToB Tak, YTobbl B
nepvog T oToGpakanocb Tonbko N curHarnoB TPEBOrM O NMoTepPe NakeToB.

3.5.4.2. NMpumeyaHun

OTy (YHKUMIO MOXHO HacTpouTb B pexume rnodanbHoM KoHdUrypaumm M B pexume
KOHdourypaumm nHtepdenca.

3.5.4.3. llarn HacTponku

HacTpoiika onoBelueHnsi 0 NoTepe NakeToB

OnumoHanbHo.

B pexume rnobanbHOM KOHdUrypauum unm KoHurypaumm uHtepdenca sanycrurte
komaHgy mmu queue-loss-warn {unicast | multicast} [gid1 [qid2 [gidN] ] ] {on | off}
AN BKITHOYEHMA/OTKOYEHNS PYHKLMM ONOBELLEHMSI O NOTEpPEe NAaKeTOB B ovepensX.
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e Wcnonb3ynte komaHabl no unu default, 4ToGbI BOCCTAHOBUTL KOHUrypaumo Mo
yMon4yaHuio. OYHKUNA ONoBeLLEeHUS 0 NoTepe NakeToB MO YMOMYaHUIO OTKITHOYEeHa.

KomaHpa [no] mmu queue-loss-warn {unicast | multicast } [gid1 [qid2 [qidN] ] ] {on
| off}

Onucaxue unicast: ykasbiBaeT Ha OA4HOaAPECHYI0 oYepeb.

napameTpoB

multicast: ykasblBaeT ovyepedb MHOroagpecHOn PacChIfku.
gid: ykasblBaeT naeHtTudmkaTop odepean.

ON: BKMOYaeT CUrHanM3aumio o noTepe nakeTos.

off: oTkno4YaeT onoseLleHe o0 NoTepe NakeToB

Mo ymonyaHuo

(DyHKLI,I/IFI onoeeLlleHnA O noTepe nakeToB Mo yMosryaHU OTKIMKOYeHa

Pexum komaHg,

Pexunm rnobanbHon KoHUrypaumm n pexxmm koHdurypauum nHtepdenca

PykoBoacTtso no
NCMNonb30BaHUIO

OhbekTBHbBIN CNOCO6 3TOM KOMaHAbl 3aBUCUT OT NpoayKTa

HaCTpOﬁKa 4acToThbl onoBeLWeHnA O noTepe NnakeToB

e  OnuuoHarnbHo.

e B pexnme rnobanbHOM KOHUrypaumm sanyctute KomaHgy mmu gueue-loss-warn
frequency cycle valuel times value2, 4ToObl HAaCTPOUTb 4YacTOTYy OMOBELLEHUSA O
noTtepe NakeTos.

e Vcnonbaynte komaHabl no wnu default gna BoccTaHoBNEHUs KoHpurypauum no

YMOSYaHuIo.
KomaHga [no] mmu queue-loss-warn frequency cycle valuel times value2
Onuncanne valuel: ykasbliBaeT nepuoa otobpaxeHns TpeBorv NnoTepu NakeTos.
napameTpoB

value2: ykasblBaeT KONMMYECTBO aBapUiiHbIX CUrHAroB O MoTepe NakeToB,
KOTOpble MOryT OTOGpaXKaTbCs 3a nepunos

Mo ymonyaHuio

Mo ymonuaHuio B TeuveHume 60 cekyHg MoxeT oTobpaxatbcs go 30
npeaynpexaeHun o noTepe NakeTos

Pexnm komana

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no
NCNOSb30BaHMIO

O PEKTMBHOCTL 3TOM KOMaHAbl 3aBUCUT OT NPOAyKTa

3.6. MOHUTOPUHr

3.6.1. OuncTka

NMPUMEYAHUE: BbinonHeHne komaHabl clear BO Bpems paboTbl 0OOpyaoBaHWS MOXET
NPVBECTM K NMPEPbLIBAHNIO OOCNYXMBaHUSA 13-3a NOTEPU BaXXHON MHGOPMaLMW.
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OnucaHue

KomaHpa

Ounulaet 3HauyeHne cyeTUnKa oyepeaun

clear queue-counter

OuMulaetr MCTOpUYECKOE MUKOBOE  3HA4YeHWe
Oydepa ucxopasiien ovepeamn

clear mmu queue-buffer peaked

OuniliaeT uUcTopuYeckoe MNUKOBOE  3Ha4YeHue
BxogHoro 6ydepa PG

clear mmu pg-buffer peaked

OumwiaeT KONMYECTBO pas, Korga 3aHATbi Bydep
npesblLLaeT Nopor NpeaynpexXaeHns

clear mmu usage-warn-count

3.6.2. OTobpaxeHue

OnucaHue

KomaHpa

OtobpaxaeT wuHpopmaumio 06 MCnonbL3oBaHUK
Oydepa nHtepderica naHenm

show queue-buffer interface

OTtobpaxkaeT wuHoOpMauMio cUeTYMKa ovepeau
MHTepdenca naHenu

show queue-counter interface

OtobpaxaeT wWHpopmaumio 06 McnonbL3oBaHUK
Oydepa BxogHoro PG

show pg-buffer interface
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4. ObLUAA UHOOPMALIUA

4.1. NapaHTUA n cepBUC

Mpouenypa v HeobxoaMMble LENCTBUSA MO BOMPOCAM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMnUTbCS C MHCpOpMaLMen No Bomnpocam TecTupoBaHus 060pyaoBaHMSA MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

4.2. TexHn4yeckas nogaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpoOCax, KacalLlMxcsa Hawero obopynoBaHus, TO
MOXKEeTe BOCMONb30BaTLCA Pas3fenoM TeXHUMYECKOW noaaepxku nonb3oBaTtenen QTECH Ha
Hawwem cante www.qgtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

4.3. AneKTpoHHas Bepcusa AOKyMeHTa
[aTa nybnunkaumn 30.06.2025

https://files.qtech.ru/upload/switchers/QSW-6900/QSW-6900_ ACL_QoS_config_guide.pdf
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