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1. HACTPOMUKA IP-AJPECOB U CEPBUCOB
1.1. O630p

IP-npoTtokon (Internet Protocol) oTnpaBnseT nakeTbl NOAy4yaTeNto OT UCTOYHMKA C MOMOLLbIO
NOrM4ecKkMx agpecoB no npoTtokony IP. Ha ceTeBom ypoBHE MapLUpyTU3aTopbl NepechinatT
nakeTbl Ha ocHoBe |IP-agpecos.

1.1.1. MpoToKonbl U cTaHAAPTbI

e RFC 1918: pacnpeneneHne agpecoB B YacTHbIX IP-ceTax.
e RFC 1166: Homepa B NIHTepHeTe.

1.2. NMNpumeHeHne

MpumeHeHne OnucaHue

Hactponka IP-agpeca gns | [IBe nogcetm obmMeHuBaoTCa JaHHbIMU Yepes O4uH
CBA3N NHTepdenc KommyTaTopa

1.2.1. Hactpouka IP-agpeca ans cBA3un

1.2.1.1. CueHapuu

KommyTtatop nogkntodeH Kk nokanbHonm cetu (LAN), pasgeneHHoOWm Ha fBa CerMeHTa ceTu
(noacetn), a umeHHo: 172.16.1.0/24 n 172.16.2.0/24. KoMmnbloTepbl B OBYX CErMeHTax ceTu
(nogceTn) MmoryT obmMeHnBaTbCA AaHHbIMU C IHTEPHETOM Yepes3 KOMMYTaTopbl, a MeXay AByMS
cermMeHTamm ceTv (NOACETAMN) KOMMbIOTEPLI MOryT 0OMEHMBATLCA AaHHBIMU OPYT C APYrOM.

Vian 1

172.16.1.1/24
172.16.1.0/24 172.16.2.1/24

172.16.2.0/24

PucyHok 1-1. Hactpolika IP-agpecos

1.2.1.2. HacTtpouka
e Hacrtponte agBa IP-agpeca Ha VLAN1. OguH siBnsieTcss ocHoBHbIM |IP-agpecom, a
apyro — BTOpUYHbIM IP-agpecom.

e Ha xoctax B cermeHTe cetn 172.16.1.0/24 yctaHoBuTe wnto3 Ha 172.16.1.1; Ha xocTax
B noacetn 172.16.2.0/24 yctaHoBuTe W03 Ha 172.16.2.1.
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1.3. KnrouyeBble 0COOEHHOCTH

1.3.1. ba3oBble KOHLUEenuun

1.3.1.1. IP-agpec

IP-agpec coctouT n3 32 6ut B ABon4yHoM cdopmare. [ns obneryeHns HanMcaHnsa U onucaHus
IP-agpec 06bIMHO BhblpaXkaeTca B aecatnyHonm cdopme. lMpu gecsatuyHom genexun, IP-agpec
OENUTCA Ha YeTbipe rpynnbl ¢ BOCEMbIO BuTamu B Kaxaow rpynne. [JuanasoH 3HavyeHun ons
Kaxxgomn rpynnbel coctaengeT oT 0 go 255, a rpynnbl pasgenstotca cumsonom ".". Hanpumep,
192.168.1.1 — IP-agpec, BblpaXXeHHbIN B 4eCATUYHOM dhopMmaTe, rpynnbl (OKTEThI) pa3geneHbl
TOYKaMM.

IP-agpeca ucnonb3yoTca ana coegmHeHns Ha yposHe IP. 32-6uTtHein IP-agpec cocTouT ua aByx
yacTen: agpec ceTu u ysen. Micxoasa ua 3aHavyeHnn nepBbiX HECKOSMbKUX BUTOB B CETEBOW YacTy,
ucnonb3yemble IP-agpeca MOXHO pa3genuTb Ha YeThbipe Knacca.

[Ona apgpeca knacca A Haubonee 3HadnmbiM Outom sBnsetca 0. 7 6ut ob6osHauvaroT
naoeHTudukatop cetn, a 24 6uta obo3HavalT nokanbHbIM agpec. B obuwen cnoxHoctu
cyuwlectByeT 128 ceten knacca A.

8 16 24 32
IP-agpec knacca A 0 Network ID Host ID
PucyHok 1-2.

[ns agpeca knacca B gsyms Hanbonee 3HaummbiMm Gutamm asnatotca 10. 14 6ut o6o3HavaoT
ngeHtndukatop cetm, a 16 OuT obo3HayalT nokanbHbli agpec. B oblwien cnoxHoctu
cywecTtByeT 16348 ceTten knacca B.

8 16 24 32
IP-agpec knacca B 1 0 Network ID Host ID
PucyHok 1-3.

[ns agpeca knacca C Hanbonee 3Ha4YMMbIMK BuTaMn aBnA0TCA nepeble Tpy 6uta 110. 21 6uT
obo3HavalT mgeHTudumkatop cetu, a 8 OuT ob6o3Ha4valT fokanbHbIM agpec. B obwen
cnoxHocTtu cywectyeT 2 097 152 ceten knacca C.

8 16 24 32

IP-agpec knacca C 1 1 0 Network ID | Host ID

PucyHok 1-4.

[nsa agpeca knacca D nepsble YeTbipe Hanbonee BaxHbIXx 6Guta — 1110, a gpyrme — agpec
MHOroagpecHon nepegayu.
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8 16 24 32

IP-agpec knacca D 1 1 1 0 MynbTukacT agpec

PucyHok 1-5.

NMPUMEMAHMUE: agpeca c nepBbiMu YeTbipbMs Hanbonee 3HaunmbiMn 6utamm 1111 He moryT
ObITb Ha3Ha4eHbl. DT agpeca HasbiBalOTCA agpecamm knacca E n 3apesepsrpoBaHbl.

Korga IP-agpeca mnaHupyloTCs BO BpeMSI MOCTPOEHUSI CETU, OHM OOIMKHbI HasHayaTbCa Ha
OCHOBE CBOWCTBa co3faBaemon ceTn. Ecnu ceTb gormkHa ObITe nogknoveHa kK UHTepHeTy,
nonb3oBatenn [JomkHbl obpatuTbcs 3a |P-agpecamyn K COOTBETCTBYIOLIEMY areHTCTBY.
WHTepHeT-Koprnopaumsa no npucBoeHHbIM nmeHam n Homepam (ICANN) sBnseTca KOHe4Hou
opraHu3aumen, OTBETCTBEHHOM 3a Ha3HaveHue IP-agpecoB. Ecnu ceTb, KOTOpyO HEOBXOAMMO
co3aTb, ABMSETCH BHYTPEHHEN NoKanbHOM CEeTbIo, MOMNb30BaTENSAM HE HYXXHO NofaBaTb 3asBKYy
Ha IP-agpeca. Tem He meHee, IP-agpeca He MoryT ObiTb Ha3Ha4YeHbl crydYanHbiM obpasom. [Ana
paboThbl NOKanbHOM CeTM pPEeKoOMEHAyeTCs Ha3HadaTb BblOeNeHHble IoKalnbHble CeTeBble
agpeca, ykasaHbl H/Ke B Tabnuue.

[aHHasa Tabnuua nepedncnseT 3ape3epBMpOBaHHbIE U AOCTYMHbIE agpeca.

Knacc Ovana3oH agpecoB CraTtyc
CeTb knacca A 0.0.0.0 - 0.255.255.255 3apesepBrpoBaHbl
1.0.0.0 - 126.255.255.255 LocTynHbI

127.0.0.0 - 127.255.255.255 3apesepBnpoBaHbl

CeTb knacca B 128.0.0.0 - 191.254.255.255 [ocTynHbl

191.255.0.0 - 191.255.255.255 | 3apesepBupoBaHbl

Cetb knacca C 192.0.0.0 - 192.0.0.255 3apesepBnpoBaHbl

192.0.1.0 - 223.255.254.255 [ocTynHbl

223.255.255.0 3ape3epBrpoOBaHbI
223.255.255.255

CeTtb knacca D 224.0.0.0 - 239.255.255.255 MynbTukacT-agpec
Cetb knacca E 240.0.0.0 - 255.255.255.254 3ape3epBrpOBaHbI
255.255.255.255 LLinpokoseLLaTenbHbIn agpec

Tpw guanasoHa agpecoB NpegHa3HayYeHbl And nokanbHbIX ceTen. AT agpeca He UCNONb3YTCA
B WHTepHeTe. Ecnu ceTn, KOTOpbIM HasHayeHbl 3TM agpeca, OOIPKHbl ObiTb NOOKMOYEHbI K
WHuTepHety, oatm IP-agpeca pdomxHbl 6biTb npeobpasoBaHbl B AEWCTBUTENbHbIE
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WHTEpHEeT-agpeca, K npumMmepy, ¢ nucnono3osaHmem texHonormm NAT. B cnegyowen tabnuue
nepeyvncrieHbl AManasoHbl YacTHbIX aapecoB. YacTHble ceTeBble agpeca onpefeneHsl B RFC
1918.

Knacc Ovana3oH agpecosB CraTtyc

CeTb knacca A 10.0.0.0 - 10.255.255.255 1 ceTb knacca A
CeTb knacca B 172.16.0.0 - 172.31.255.255 16 ceTen knacca B
Cetb knacca C 192.168.0.0 - 192.168.255.255 | 256 ceTten knacca C

HasHaueHnue IP-agpecos, noptos TCP/UDP u gpyrux kogos cMm. B RFC 1166.

1.3.1.2. Macka noaceTtu

Macka nogcetu Takke npegcraBngaeTt cobon 32-paspsagHoe 3HadeHne. buTtbl, OeHTUULMPYIOT
IP-agpec kak ceteBow agpec. butbl IP-agpeca, cooTBeTcTBYylOLWME BUTaM Macku noaceTw,
3Ha4yeHMsa KoTopbiX 1, ABNAKOTCA ceTeBbIM agpecom, a 6utbl IP-agpeca, cooTBeTCTByOLME
ouTtam, 3HaveHus koTopbix 0, ABNATCS agpecomM xocTta. Hanpumep, ons ceten knacca A macka
nogcetn coctaenseT 255.0.0.0. Wcnonb3ys Mackm nogcetv, MOXHO pasfenuTb CeTb Ha
HEeCKonbKO noaceTen. ITO O3Ha4yaeT WUCMONb3oBaHWE HEKOTOpPbIX OMTOB agpeca xocta B
KayecTBe CeTEBOro agpeca, YTO CHMXKAET KONMYECTBO XOCTOB M YBENNYMBAET KONIMYECTBO CETEN.

1.3.1.3. lUnpokoBewaTenbHbIN (Broadcast) naker

LLinpokoBeLllaTenbHble NakeTbl OTHOCATCA K NakeTaMm, npegHasHayeHHbIMU st BCEX XOCTOB B
dusmyeckon cetn. Obopygosanme QTECH nopoepxmBaeT gBa TuNa LIMPOKOBELLATENbHbIX
nakeToB:

1. LWwupokosellaTtensHas pacchlfika, Npy KOTOPOW BCE Y35bl B yKa3aHHOW CeTU ABMSAITCS
nonyyatensMu NakeTos, a Bce OBUTbI XOCTa agpeca Ha3HaYeHNs UMELOT 3HaYeHne
paBHoe 1.

2. OrpaHuyeHHas LMpOoKOBeLLaTenbHasi pacchisika, Npy KOTOPOW BCE Y3nbl BO BCEX
ceTax ABNATCA NonyyaTensamMu nakeTos, a Bce 32 6uTta agpeca HasHauYeHns UMerT
3HayeHune pasHoe 1.

1.3.1.4. NakeT ICMP

Mpotokon ICMP (Internet Control Message Protocol) — cetesoi npotokon B cteke TCP/IP
npegHasHadYeHHbIM Ons nepegayn ynpaensowmx cooblleHnn mexay yanamm IP n ceteBbiMu
ycTporcTBaMu. B OCHOBHOM OH Mcnonb3yeTcs A8 yBeAOMITEHNSA COOTBETCTBYIOLLMX YCTPOUCTB
0 HewTaTHoM paboTe ceTu.

1.3.15 TTL

Time to Live (TTL) — 3To Konu4ecTBO ceTeBbix cermeHToB (hop-0B), KOTOpblE NaKeTbl MOryT
NpOWTK OO TOro, Kak 6yayT otopoleHsbl. TTL — 310 3HaveHue B IP-nakete. OH coobLliaeT ceTu,
cnegyeT nun otbpackiBaTh NakeTbl, TaKk Kak NakeTbl OCTAOTCA B CETU B TeYEeHWe ANIMTENbHOMo
BpemeHun. C kaxapIM Larom, nepexogoM oT y3na K y3ny, 3HadyeHune TTL GygeT ymeHbluaTbCs Ha
1, korga 3HayeHve TTL cTtaHeT paBHbIM HYMIO, NakeT ByaeT OTOPOLLEH.
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1.3.2. KntoyeBble 0COBEHHOCTU

DPyHKUUNA OnucaHue
IP-agpec IP-npoTokon, MoxeT paboTaTb B WHTepdperice Tonbko Mocne

HacTpounku nHTepdenca c IP-agpecom

ObpaboTka Anpeca LUMPOKOBELLLIaTENBbHOM pacchbInkn HaCTPOEHBI "
LLIMPOKOBELLATENbHbIX | LLIMPOKOBELLaTENbHbIE NaKkeThbl NepeckinalnTcs U obpabaTtbiBaloTCs
(Broadcast) naketoB

OT1npaBka naketoB | NMakeTbl ICMP oTnpaensiTcs U NPUHUMAOTCS, UCMONb3YITCA Ans
ICMP ONarHOCTUKN CeTun

OrpaHuyeHne OTa dyHKUMA npefoTBpallaeT atakm Tuna "otkas B obcnyxusaHun"
ckopoctn nepegayuu | (DoS)

MnakeToB oLunboK

ICMP

IP MTU HacTponka makcumanbHoro pasvepa nepegasaemoro naketa (MTU)

ans IP-naketoB B uHTepdence

IP TTL Hactponka TTL ogHoagpecHbIX MakeToB M LUMPOKOBeLLaTeNbHbIX
nakeToB

MapLipyT ucTovHMKa | MapLupyTbl ICTOYHMKA NPOBEPEHDI
IP (IP_Source routing)

1.3.3. IP-agpec

IP-agpeca npucsavsatoTCa MHTEpPAENCy cneayLwmmm cnocobamm:
1. Hactpownka IP-agpecoB Bpy4Hy!O.
2. Monyuenue IP-agpecos yepes DHCP.
3. [lMonyyenue IP-agpecoB nocpencTsom cornacosaHna PPP.
4. 3aumctBoBaHue IP-agpecoB apyrnx MHTEPdENCOB.

OTn nogxoabl B3aMMHO UCKMoYatoT apyr gpyra. lNpu HacTponke HOBOro noaxoAa Ang nonyvyeHus
IP-agpeca crapbii IP-agpec 6yaeT nepesanucan.

Mogpo6GHee o nonyyennn IP-agpecoB 4Yepe3 DHCP cm. B rmaee 4 «HacTtponka DHCP». [lanee
onucaHbl TpU gpyrnx nogxoga K nony4veHuo |IP-agpecos.
1.3.3.1. HacTpouka IP-agpeca ansa nHrepdenca

YCTponcTBO MOXET nony4aTtb U oTnpaBnATb IP-nakeTbl TONbKO Mocre Toro, Kak Ha yCTponCTBe
HacTpoeH IP-agpec. IP-npoTtokon moxeT paboTaTb TONbKO Ha UHTepdence, C HACTPOEHHbIM |P-
agpecom.

1.3.3.2. HacTpouka Heckonbkux IP-agpecoB ansa nHtepdenca

O6opynosaHne QTECH nopgepxvBaeT KoHdUrypaumio ¢ Heckonbkummn IP-agpecamn B ogHOM
WHTepdence, OOWH U3 KOTOPbIX HABNAeTCA nepBuyHbIM IP-agpecom, a gpyrme —
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OONMONMHNTENbHbIMA IP-a/J,pecaMVl. TeOpeTI/I‘-IeCKVI KONnM4ecTBO OONOJTHUTETIbHbLIX |P-aﬂpeCOB He
OorpaHm4eHo. OpaHako gononHUTenNbHLIE IP-a,qpeca OOJDKHbI NpUHaaneXXatb K pa3HbIM NMOACETAM,
M nogceTn He OOJMKHbI NepecekaTbCdA C paHee Co3aHHbIMU IP-a,u,pecaMM. I'IpV| NOCTPOEHUN CETU
BTOPU4YHbIE IP-a/J,peca 4acCTO UCNONb3YyHTCA B Clieayrumnx crydaax:

e B ceTtn HegocTaToOvHO afgpecoB XocToB. Hanpumep, TpebyeTca ogHa ceTb knacca C ana
Has3HayeHnss 254 apgpecoB nokanbHoW cetn. OpHako, €CnM KONMMYEeCTBO XOCTOB
npesblwaeT 254, ogHon cetn knacca C HegocTtaToyHo, M TpebyeTcs gpyras ceTb
knacca C. B aTom cnyyae Heob6xooMmo ncnonb3oBatb ABe ceTu. [loaTomy TpebyeTcs
oonblue IP-agpecoB Ha MHTepdeNnce.

e MHorne crapble CeTM OCHOBaHbl Ha CETAX 2-f0 YPOBHSl, OOBbEAUHEHHbLIX MOCTaMu
(ethernet bridge), 6e3 noacetein. MoxHO Mcnonb3oBaTb gononHUTeNbHbIE |IP-agpeca
ONA YNyYlWeHnsa cetu A0 MapLUpyTU3MPYEMOWM Ha OCHOBE 3-r0 YpoBHS. [na kaxgon
noaceTn 04HO YCTPOMCTBO HACTPOEHO ¢ ogHuM IP-agpecom.

e Ecnu gBe noacetn ogHOM CETUM U3OMMPOBaHbI APYronM CEeThbio, MOXHO MNOOKIYUTL
M30NMPOBaHHbLIE NOACETW, CO34aB MOACETb W3ONMPOBAHHOM CETU U HacTPouMB
JononHuTenbHbln agpec. OgHa nogceTb He MOXET BbITb HACTPOEHa Ha AByX unu 6onee
UHTepdencax ycTponcTea.

MonyyeHune IP-agpecoB nocpeacTBom cornacosaHusa PPP
NMPUMEYAHUE: OTa komaHda nogaepxmBaeTcst TONbKO B MHTepdencax "Touka-Touka".

Bnarogaps aton koHdbUrypauum nHtepdenc "Touka-touka" npuHnmaeT IP-agpec, HasHa4YeHHbIN
OAHOpPAaHroBLIM Y3510M NOCPEACTBOM cornacoBaHus PPP.

3anmcTBOBaHMe IP-agpecoB us gpyroro nHtepdenca

Mo ymonuanuto nHtepderic 6e3 HacTpoeHHoro IP-agpeca. KomaHnga ip unnumbered nossonsiet
3anmcTBoBaTh IP-agpec ¢ gpyroro nHtepdenca Ha JaHHOM YCTPOUCTBE.

NMPUMEYAHUE: moxHO 3aumcTtBoBaTb IP-agpeca wuHTepdencos Ethernet, nHTepdeiicos
TyHHenen wun loopback-nHtepdencos. OgHako 3T WHTEpENCbl He MOryT 3auMMCTBOBaTb
IP-agpeca apyrmx nHTepgencos.

NMPUMEYAHUE: 3aumcTtBoBaHHble IP-agpeca He MoryTt ObiTb 3aMMCTBOBaHbl Ha OpYyrow
nHTEepdeic.

NMPUMEMAHUE: ecnu 3aMMmcTBOBaHHbLIM MHTEpdenc umeeT Heckomnbko IP-agpecoB, MOXHO
3aMMCTBOBaTb TOSIbKO OCHOBHOW IP-agpec.

NMPUMEMYMAHMUE: IP-agpec opgHoro wHTepdenca MOXeT OblTb MNPUCBOEH HECKOMbKUM
nHTEepdencam.

NMPUMEMAHUE: 3aumcTBoBaHHble IP-agpeca Ha WHTepdience Bcerga corfnacyrTcd ¢
IP-agpecamn nHtepdenca, ¢ KOTOPOro OHM BbINIM 3aMMCTBOBaHbI.

1.3.3.3. CBAA3aHHasA KOHcumrypaums
HacTponka nHrepdeiica c ogHum unm donee IP-agpecamn.

o [lo ymonyanuto IP-agpec nHtepdoernca He HaCTPOEH.
¢ KomaHnga ip address ucnonb3dyetca ans HacTporkn IP-agpeca nHrepdelica.

e [locne HacTpoviku IP-agpeca n npoBepku Ha oBHapy>XeHWe KOHMIMKTOB MHTepdenc
MOXHO UCMNONb30BaTh 415 CBA3MN.

e Komanga ip address ip-address mask secondary MOXeT WCMoNb30oBaTbCA AN
HaCTPOWMKN HECKOSbKNX BTOPUYHBIX IP-agpecos.

Monyyenwne IP-agpeca nocpeactsom cornacosaHnsa PPP.
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o [lo ymonyaHuio HTepdenc He MOXeET NoNyunTb IP-agpec nocpeacTBOM COrnacoBaHus
PPP.

o KomaHnpa ip address negotiate wncnonb3dyeTcsa ANs HACTPOWMKM COrfacoBaHuWs
IP-agpeca B nHTepdence "Touka-To4ka".

3aumctBoBaHue IP-agpeca n3 gpyroro uHTepdgeica.

o [lo ymonuaHuio IP-agpec uHTepgenca He HaCTPOEH.

o KomaHnga ip unnumbered MOXeT MCMONb30BaTLCA A5 3auMcTBOBaHus IP-agpecos u3
OpYyrux nHtepdencos.

1.3.4. O6paboTka wupokoBeLwaTenbHbIX (Broadcast) naketoB

1.3.4.1. NMpuHUKUN paboTbl

Broadcast genutcsa Ha aBa trna. OguH — 3TO OrpaHMYeHHas LWMPOKoBeLLaTenbHasa paccbinka
c IP-agpecom — 255.255.255.255. T[lockonbKy paccbifika Takoro Tuna 3anpelleHa
MapLUpyTu3aTopamMu, OHa Ha3biBAeTCA LUMPOKOBELLATENBHOM NOKanbHOM pacchbinkon. Opyron
npMmMep — HanpaBfeHHas LWMpOoKoBeLlaTensHasa paccoinka. Bce 6utbl xocta — 1, Hanpumep,
192.168.1.255/24. lnpokoseLlyaTenbHble NakeTol ¢ aTumMu IP-agpecamu moryT 6biTb NepenaHbl
Ha MapLupyTm3aTope.

Ecnn |IP-ceTeBble YyCTpPOMCTBA NEpPeECHLINalT OrpaHNYeHHble LUMPOKOBELLATENbHbIE MaKeThI
(IP-agpec HasHadeHna — 255.255.255.255), ceTb MOXeT ObITb neperpyxeHa, 4YTo CUMbHO
BnuseT Ha NPON3BOANTESILHOCTb ceTu. 3710 0b6CcTOATENBCTBO Ha3blBaeTcH
LwnpokoBeLlaTenbHbiM (broadcast) wrtopmom. YcTponcTBa npegnaratoT HECKONbKO Moaxo40B
ONS OrpaHMYEeHus LUMPOKOBELLATENbHbIX LUTOPMOB B NOKaNbHOW CETM U NpenoTBpalLeHns
HenpepbLIBHOMO pacnpocTpaHeHus LMpoKoBeLlaTenbHbIX LWTopMoB. CeTeBble YCTpOWCTBA
BTOPOro YPOBHA, TakMe Kak MOCTbl M KOMMYTaTOpbl, MepecbirialoT M pacnpoCTpaHsAT
LUMpoKoBeLLaTenbHble LUTOPMbl, HE MMeS BO3MOXHOCTU X OTCNeaunTb.

JTyuwinin cnoco6 nsbexaTb LUMPOKOBELLATENBHOMO LUTOPMa — Ha3HaunTb LUMPOKOBeLLaTeNbHbIN
agpec KaxaouW ceTu ANs HanpaefieHHOW LUMPOKOBeLLaTenbHOM paccblinku. [ns aToro
IP-npOTOKON A0SMKEH MCMOSb30BaTb HAaNPaBEHHYHO LUMPOKOBELLLATESbHYIO PaCChIfiKy.

Mogpo6GHee o WnpokoBeLwlaTenbHbIX WTopmax cm. B RFC 919 n RFC 922.

HanpaBneHHble LUMpOKOBeLLaTeNbHble MakeTbl OTHOCATCH K LUMPOKOBELLATENbHbIM NakeTam,
npegHasHa4YeHHbIMU NS KOHKPEeTHOW noaceTu. Hanpumep, nakeTbl C agpecoM HasHauyeHus
172.16.16.255 HasbiBalOTCA HanpaBneHHbIMU LUMPOKOBELLATENbHbIMM NakeTamu. OgHako, y3en,
KOTOPbI reHepupyeT 3TOT NakeT, He ABMNSeTCS y4aCTHUKOM NoACceTn Ha3Ha4YeHus.

Mocne nonyyeHus HanpaBfeHHbIX LUMPOKOBELLATENbHbIX MakeToB  YCTPOWCTBA, He
NOAKMIOYEHHbIE HaNpPsIMyt0 K MOACETM Ha3HayeHus, nepecbinarT naketbl. [locne Toro kak
HanpaBrieHHble  LUMPOKOBellaTernbHble  NakeTbl  AOCTUralwT  YCTPOWCTB,  HanpsMyio
NOAKMIOYEHHBIX K MOACEeTW, yCTpoWcTBa NpeobpasyloT HanpaBneHHble LuMpoKoBeLlaTesnbHble
nakeTbl B OrpaHWYeHHble LMpoKoBellaTenbHble naketbl (IP-agpec HasHavenHna —
255.255.255.255) n nepenatoT nakeTbl BCEM y3riaM B MOACETN HA3HAYEHMS HA YPOBHE KaHana.

1.3.4.2. CBAA3aHHasA KOH(umrypaums

HacTpoiika IP-agpeca wimpokoBeLllaTenbHOW pacchbIsiku.

e [lo ymonyaHuio IP-agpec wmnpokoBellaTenbHON pacchiniku UHTepdenca coctasnseT
255.255.255.255.

e YT06bl OnMpenenuTb LIMPOKOBELLATENbHbIE MAKETbl APYrMX adpecoB, MCNONb3ynTe
Komangy ip broadcast-address B pexxume KOHdUrypauumn nHrepgeinca.

I'Ieperana HanpaBJieHHbIX LWMpOKOoBeLlaTelIbHbIX NAaKeTOB.
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e [lo ymonyaHuto HanpaBneHHble LUMPOKOBELLaTENbHbIE MNakKeTbl He MoryT ObiTb
nepecnaHbl.

e Ha ykasaHHOM UHTepence MOXHO BbINONHUTL KOMaHAy ip directed-broadcast, 4Tobbl
BKITHOYUTb NEPECHISIKY NakeToB HanpaBneHHOW LWMPOKoBeLLaTENbHOW PacChInku. Takum
obpa3oM, WHTepdenc MOoXeT nepecbinaTb HanpaefeHHble LUMPOKOBeLLaTerbHble
nakeTbl B HanpsMyl MOAKMIOYEHHbIE ceTu. LUnpokoBellaTenbHble nakeTbl MOryT
nepegaBaTbCs B NOACETU Ha3HayeHUsa 6e3 BNUSHWS Ha Nepecbiniky ApYrux naketoB
HarnpasieHHOW LUMPOKOBELLATENBHON PACCHINKN.

o B wnHTepcheinice moxHO onpegenuTb cnMcok KoHTponsa goctyna (ACL) gna nepepadn
ornpeneneHHbIX HanpaefeHHbIX LUMPOKOBEeLLATENbHbIX NakeToB. [locne onpeaeneHus
ACL-cnucka nepecbinarTcs TOMbKO HanpaBleHHbIE LUMPOKOBELLATENbHbIE NaKeThl,
cooTBeTcTBYoWme ACL-cnncky.

1.3.5. OTnpaBka naketoB ICMP

1.3.5.1. NMpuHUKUN paboTbl
Coo06ueHue o HepocTynHocTM npoTokona ICMP

Yctponctso nony4yaet IP-nakeTbl, npegHasHayeHHble eMy, U nakeTbl cogepxat IP-npoTtokon,
KOTOpbI He MOXeT b6biTb 0b6paboTaH yCTPOMCTBOM. YCTPOMCTBO OTnpaBnseT cooblueHne o
HegocTynHocTu npotokona ICMP Ha ncxogHbIn xocT. Kpome Toro, ecriv yCTPOWCTBO He 3HaeT
MapLUpyT ANS NepecbIfikM NakeToB, OHO TaKxXe OTNpaBnseT coobLieHne 0 HeJOCTYNHOCTHN XocTa
ICMP.
Coo6uweHue nepeHanpaBneHus ICMP

WNHorga mapLupyT MoxeT OblTb MeHee onTUMarbHbIM, MO3TOMY YCTPOWMCTBO NepechinaeT NnakeThbl
C wuHTepdhenca, KOTOpbIM nonyyaeT nakeTbl. Ecnu ycTpomMcTBO oOTnpaBnseT nakeTbl C
MHTepdenca, Ha KOTOPOM OHO Mofy4vaeT nakeTbl, ycTponcTeo otnpasnseT ICMP-cooblieHne o
nepeHanpaBfieHnn Ha UCTOYHUK, NHPOPMUPYS MCTOYHUK O TOM, YTO LUNIO3 SBNSAETCH OPYrum
YCTPOMCTBOM B TOM e nogcetn. Taknm o6pa3omM, UCTOYHMK OTNpaBnseT nocrneaywme nake bl
no onTUMarbHOMY NyTW.

CoobuweHune otknuka macku ICMP

MHoraoa ceteBoe ycTpomcTBo oTnpaensieT coobuweHne ICMP Address Mask Request ans
nonyyeHus Mackum nogcetn. CeTeBoe YCTPOWCTBO, Monyvawuwee AaHHoe coobuleHue,
oTnpasnseT oTBeTHoe coobueHne ICMP Address Mask Reply.

1.3.5.2. CBsAA3aHHasA KOHcumrypaums
BkritoueHune coobuieHns o HegocTynHocTu npoTtokona ICMP.
¢ [lo ymonuaHnuto dyHkums npotokona ICMP cooblieHre 0 HegOCTYNHOCTU BKIOYEHA Ha
nHTEepdemnce.

e  YTOObl OTKNIOYNTDL UM BKIMIOYNTL PYHKLMIO, MOXHO MCMONb30BaTbk KOMaHgy [no] ip
unreachables

BkritoueHune coobuieHus nepenanpasnexmsi ICMP.
e [lo ymonuaHuio dyHKUMA coobweHna nepeHanpaenedms |CMP  BknoyeHa B
nHTEpdemnce.
e  Bbl MmOxeTe ncnonb3oBatb komaHay [no] ip redirects, 4ToObl OTKIUYUTL U BKIIOYNTD
YHKLMIO.
BkntoyeHne otBeTHOro coobuieHuns macku ICMP.

e [lo ymonuaHuto B mHTEpdence BkMoYeHa yHKUMS oTBeTa Ha coobuweHus ICMP
Address Mask Request.
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e MoxHo ncnonb3oBaTb kKoMaHAy [no] ip mask-reply, 4TOBbl OTKMOYUTL UMK BKIKOYUTL
dYHKUMIO.

1.3.6. OrpaHM4yeHue CKOpOCTH nepegaym naketoB owmnbok ICMP

1.3.6.1. NMpuHUKMN paboTbl

OT1a byHKUMA orpaHn4MBaeT CKOPOCTb Nepedaymn nakeToB owmbok ICMP gns npegoTepalleHus
DoS-aTtak ¢ TOMOLLBI0 anropuTMa MapkUpoBKK KOHTENHepa.

Ecnun IP-naket Heobxogumo dparmeHtTupoBaTb, HO 6ut Don’t Fragment (DF) B 3aronoeke
YyCTaHOBIIEH Ha 1, YCTPONCTBO OTNpaBnsieT NakeT HeJoCTyNHOCTN HasdHaveHus ICMP (koa 4) Ha
XOCT UCTOYHMKA. ATOT nakeT owmnbok ICMP ucnonesyetca ansa obHapyxeHna MTU-nytu. Mpu
HanMuuM Ccnuwkom Gonblioro komuvectsa Apyrnx naketos owunbok |ICMP  HeBO3MOXHO
OTNpaBUTb NakeT HegoCTynHoCcTN Ha3HadveHusa ICMP (kog 4). B pesynbtate npoucxoaut cbown
dyHKLMM 0OHapyxeHna MTU-nyTtu. Ytobbl nsbexartb aTon npobrnembl, HEOBXOANMO OrpaHNYUTb
ckopocTb nepegayn naketoB ICMP ¢ coobwieHnem o HeJOCTYNMHOCTM adpeca Ha3HavyeHusa u
apyrmx ICMP-nakeToB oWMBOK COOTBETCTBEHHO.

1.3.6.2. CBAA3aHHasA KOH(urypaums

HacTponka ckopocTn nepefadm ans ¢ cooblieHMeM O HedOCTYMHOCTU agpeca HasHadeHus
ICMP, nunuumnposanHbeix 6utom DF B IP-3aronoeke.

e CkopocTb nepegaym no ymondanHumo coctasnseT 10 naketoB kaxablie 100 mc.

e KomaHngy ip icmp error-interval DF MOXHO Mcnonb3oBaTtb Ansi HACTPONKN CKOPOCTU
nepegayu.

HacTpoWka ckopocTu nepegaydv gpyrmx naketos owmbok ICMP.
e CkopocTtb nepegaym no ymondanmo coctaensieT 10 naketoB kaxagble 100 mc.

o Komangy ip icmp error-interval MOXHO McCnonb3oBaTbh A5 HACTPOMKM CKOPOCTU
nepegauu.

1.3.7. IP MTU
1.3.7.1. NMpuHUKMN paboTbl

Ecnn naket IP npeBbiwaetr pasmep IP MTU, nporpammHoe obecneyeHue komMmyTaTopa
dparmeHTMpyeT nakeT. [na Bcex yCTPONUCTB B OAHOM (PU3NYECKOM CErMeHTE CeTU 3HadYeHue
MTU pgomkHO ObiTb oguHakoBbiM. Ha o6GopygoBaHun QTECH moxHO Hactpouts MTU
coeguHeHun gns nHtepdencos. MNMocne nameHenms MTU Ha mHTepdencax 6yaet nameHeH IP
MTU wuHTepgencos. IP MTU unHTepcbencos aBTomMaTMyeCckn nogaepxunsaeT COOTBETCTBME C
MTU mnHtepdenca. OgHako npu HacTponke IP MTU nHtepdericos 3HavyeHne MTU nHrepdericos
He N3MEHMUTCH, HET 00paTHOM aBTOMAaTUYECKON HACTPOMNKM.

1.3.7.2. CBA3aHHasA KOHcumrypaums
YctaHoBka IP MTU.

e [lo ymonuyanuto IP MTU nHtepdeiica coctasngaet 1500.
e KomaHngy ip mtu MoxHO ncnone3oBatb Ansa yctaHoskn MTU nakeTa IP.

1.38.IPTTL
1.3.8.1. NMpuHUKMN paboTbl

IP-nakeT nepepaeTca C agpeca UCTOMHMKA Ha adpec HasHavyeHus vyepe3 MapLupyTM3aTopbl.
Mocrne ycTtaHoBku 3HaveHus TTL, OHO ymeHblIaeTca Ha 1 Kaxabli pa3 npu npoxoxaeHuu
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IP-naketa yepe3 maplipytusatop. Korga sHaveHne TTL nagaeT OO Hyns, mapLupyTusatop
oTGpacbiBaeT nakeT. ATO NpedoTBpallaeT GeckoHeuHylo nepegady GecrnonesHbiX NakeToB U
noTepto NPOMYCKHOM CNOCOGHOCTY.

1.3.8.2. CBsAA3aHHas KOHcurypaums
YctaHoska IP TTL.

o [lo ymonuaHnuio IP TTL nHtepcperica coctaBnseT 64.
e KomaHngy ip ttl MoXxHO ncnonb3oBaTb Ans yctaHoBku IP TTL nHtepdenca.

1.3.9. MapwpyT uctoyHuka IP (IP Source routing)

1.3.9.1. NMpuHUKUN paboTbl

O6opynosaHne QTECH noppepxuBaet IP Source routing. Korga ycTponcTBo nony4vaer
IP-nakeT, OHO NPOBEPSET Takne onuumn Kak source route, loose source route, and record route B
3aronoBke IP-naketa. OtM onuuu noapobHo onucanHel B RFC 791. Ecnn ycTtponcteo
obHapyxuBaeT, 4YTO B nNakeTe MPUCYTCTBYET OMnuusi, OHO OTBEYAET, €CNn YCTPOMCTBO
obHapyxmBaeT HegonyCTUMYIO ONuUMIo, OHO oTnpasnseT coobweHue ICMP 06 owmnbke onuumn Ha
afpec UCTOYHUKA U 3aTeM OTOpachiBaeT NakerT.

Mocne BkntoYeHna Source routing B nakeT IP gobasnaeTcsa onunsa MapLipyTa MCTOYHMKA, YTOObI
NpoBEpPUTb MPOMNYCKHY CMOCOBHOCTb OMpedesieHHON ceTM UM MNoMouYb naketam o6onTh
HeucnpaBHyto ceTb. CTOUT y4ecCTb, YTO ITOT MapameTp MOXeT MPUBECTU K CETEBbLIM aTakam,
TakMM Kak nogMeHa agpeca UCTOYHKUKa 1 nogmeHa IP.

1.3.9.2. CBA3aHHasA KOH(urypaums
HacTtponka IP Source routing.

o [lo ymonuanuio cpyHkuma IP Source routing BkrtovyeHa.

e KomaHgy ip source-route MOXHO MCMOMb30BaTb AMS BKOYEHUA UNU OTKIOYEHUS
dyHKUMK.

1.4. HacTtpouka

Hactponka OnucaHne n KomaHaa

HacTtponka IP- | (OGsizaTenbHo) Wcnonb3yetcss ansa  HacTpovkn IP-agpeca  w
agpecoB MHTepdenca | paspeLlleHus 3anycka npotokona IP B uHTepdeiice

ip address Bpyu4Hyto HacTpanBaeT IP-agpec nHtepdeinca
ip address | lNonyyaeTt IP-agpec uHTepdenca nocpeacTteoM
negotiate cornacosaHus PPP

ip unnumbered 3anmcTByeT IP-agpec u3 gpyroro nHtepdenca
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Hactponka OnucaHue u KOMaHAa
Hactponka nepegauu | (ONMUNOHAJIBHO) Wcnonb3ayetca pgnsa  yctaHoBkn IP-agpeca
LUMPOKOBELLATENTbHOW | LUMPOKOBELLATENIbHOM  pacCbiikKM U BKIKOYEHUA  nepegaym
paccbiku HanpasBfeHHOW LWUMPOKOBELLATENBHOMN PACChIKK
ip broadcast-  HactpauBaet IP-agpec wmpokoBeLaTeNbHON
address paccbInkn
ip directed- | BkntovaeTt nepepadvy HanpaBneHHOM
broadcast LUMpPOKOBeLLaTENbHOM pacChbifku
HacTtponka (OMUUOHAINBHO) Wcnonb3yeTca [Ans  BKAYEHUS MNEPECHISTKA

nepecbinkm ICMP

nakeTtoB ICMP

ip unreachables

BkntovaeT coobuweHns HegocTtynHoctn ICMP m
coo0bLeHNsa HeQOCTYNMHOCTU XOcTa

ip redirects BkntoyaeT coobLeHusa nepeHanpasnexmst ICMP
ip mask-reply BkntoyaeT oTBETHBLIE cOOBLLEHMS mackn ICMP
Hactporika ckopoctu | OnumoHanbHo
nepegauu nakeToB
own6ok ICMP ip icmp error- | HactpauBaet CKOPOCTb nepenauu
interval DF HEeOOCTUXUMbIX ICMP-nakeToB,
WHULMMPOBaHHbIX Outom DF B 3aronoeke
IP-agpeca

ip icmp error-
interval

HactpavBaeT ckopoCcTM nepedadn nakeToB
owunbok ICMP un nakeToB nepeHanpaBreHus
ICMP

YcTaHOBKa 3Ha4YeHus

(ONMUMOHANBHO) Wcnonb3yetcs gns Hactpovikn MTU IP B
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IP MTU nHTepdemnce
ip mtu YcTaHaBnuBaeT 3Ha4yeHue IP MTU
YcraHoBka 3HadveHus | (ONMUMNOHAJIBHO) Mcnonb3ayeTtcs ans HaCTPOWKM TTL
IPTTL OOHOAAPECHbIX MAKETOB U LUMPOKOBELLATENBbHbIX NAKeTOB
ip ttl YcTaHaBnuBaeT 3HayeHue TTL
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Hactponka OnucaHune n kKomaHaa

Hactponka IP_Source | (OINMUNOHAJIBHO) Wcnonb3yetca Ana  MNpPoBEPKM  UCTOYHMKOB
routing MapLupyToB

ip source-route | BkntoyaeT doyHKkumto IP source routing

1.4.1. Hactpouka IP-agpecoB nHtepcenca

1.4.1.1. Pe3ynbTaT KOHdUrypaumm

Hactpowka IP-agpeca nHtepdenca onsa cBasHOCTH.

1.4.1.2. 9Tanbl KOHdUrypaumm
Hactpowka IP-agpeca nHtepdenca.

e OBASATEJNBHO.

e  BbinonHnTe HacCTPONKy B pexxume KoHUurypauum nHtepdeica L3.
Monyyenne IP-agpeca nHTepgenca nocpeacteom cornacosanns PPP.

e OINUMOHAIBHO.

e Ecnu Ha nHTepdeiice "Touka-Touka" He HacTpoeH |IP-agpec, nonyuute IP-agpec ¢
nomoLbto cornacosaHnsa PPP.

¢  BbInonHuTe HacTpoliky B pexmme KoHdurypaumm nutepdpeinca L3.
3aumctBoBaHue IP-agpecoB 13 gpyroro nHrepdgenca.

e OlNUMNOHANBHO.

e Ecnu Ha nHTepdence "Toyka-Touka" He HacTpoeH IP-agpec, saumcteynTe IP-agpec ns
Apyroro nHtepdemnca.

¢  BbinonHuTe HacTpoKKky B pexmme KoHdurypaumm nitepdenica L3.

1.4.1.3. NpoBepka KoH¢pUrypaumm

BeinonHute komaHgy show ip interface, 4tobbl NpoBepuTbL pesynbTar.

1.4.1.4. CBA3aHHble KOMaHAbI

Hactponka IP-agpeca uHtepcenca Bpy4Hyo

KomaHga ip address ip-address network-mask [ secondary ]
Onuncanne ip-address: 32-6uTHbIn IP-agpec ¢ 8 butamu gns kaxxgon rpynnel. IP-agpec
napameTpoB BblpaXkaeTcs B 4ECATMYHOM chopmaTe, a rpynnbl Pa3aensatoTcst TOYKOM (.).

network-mask: 32-6utHast macka cetu. 3HayeHne 1 ykasbiBaeT Ha OuUT
mMacku, a 0 — Ha 6uTt xocta. Kaxable 8 6ut obpasytot ogHy rpynny. Macka
ceTn BblpaxaeTcsa B OecaTudHoM dhopmaTe, a rpynnbl pasgensaTcs
TOYKOM (.).

secondary: BTopu4HbIn IP-agpec
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Pexvnm
KOHUrypauum

Pexum koHdurypaumm nHtepgenca

MonyyeHune IP-agpeca nHTepcenca nocpeacTsom cornacosaHusi PPP

KomaHga ip address negotiate
Pexum Pexum koHdurypaunm nHtepderica
KOHUrypauum

3anmcTBOBaHuMe IP-agpecoB us gpyroro nHtepdenca

KomaHga ip unnumbered interface-type interface-number

Onucanwne interface-type: Tun nHTepdenca.

napameTpos interface-number: naeHTUdMKaTOP MHTEpdeiica

Pexnm Pexum koHdurypaumm nHtepenca

KOHUrypauum

BcTpoeHHas Unnumbered-uHtepdenc o3HayaeT, 4YTO UHTEepdENC BKIOYEH C
nogckaska IP-npoTokonom 6e3 HasHayeHHoro IP-agpeca. Unnumbered-uHtepdenc

[OIKeH ObITb CBA3aH C MHTEPENCOM, KOTOPOMY HasHauyeH IP-agpec. [ins
IP-nakeTa, cosgaHHoro Ha unnumbered-uHtepdence, IP-agpec
MCTOYHMKA nakeTa saBnsetca IP-agpecom cBs3aHHOrO WHTepdenca.
Kpome TOro, npouecc npoTokona mMapLupytusaumm onpegensieT, cnegyet
nm OTNpaBnsATb nakeT obHoBneHus MapLupyTa Ha
unnumbered-nHTEpPdENC B COOTBETCTBUM CO cBOMM IP-agpecom. Ecnu Bbl
XO0TUTe ucnonb3oBatb unnumbered nHTepderic, obpatnte BHUMaHNE Ha
crnegyoLme orpaHNYeHns:

UHTtepdeiic Ethernet He moxeT GbITb HACTPOEH Ha
unnumbered-nHTepdeic.

Korga nocnegoBatenbHbii MHTepdenc nHkancynupyet SLIP, HDLC, PPP,
LAPB n Frame-Relay, nocnegosatenbHbln MHTEP(ENC MOXHO HACTPOUTb
Ha unnumbered-uHTtepdenc.

Mpun nHKancynsaumm nocpeacTBoM relay, TonbKo NHTepdenc "Toyka-Toyka"
MOXeT ObITb HACTPOEH Kak UHTepdenc 6e3 Homepa. NHTepdenc AnX.25
He MoxeT BbITb HAaCTPOeH kak unnumbered-nHtepdenc.

KomaHga ping He MOXeT MCMnonb30BaTbCA A5 NPOBEPKM MPaBUIbHOCTU
paboTtel unnumbered-uHTEpdENnca, Tak Kak unnumbered-uHTepdenc He
HacTpoeH IP-agpec. OgHako cocTtosiHMe unnumbered-nHtepderca MoXXHO
oTcnexuBaTb yaaneHHo ¢ nomoLlbio SNMP.

XornogHbI 3anyck yCcTpoMcTBa C MOMOLLBIO unnumbered-uHTepdenca
HEBO3MOXEH
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1.4.1.5. Npumep KoHdUrypaumm

HacTtponka IP-agpeca gns uHtepcenca.

OTanbl HacTtponte IP-agpec 192.168.23.110 255.255.255.0 Ha wuHTepdence
KOHpurypaumm GigabitEthernet 0/0
QTECH#configure terminal
QTECH(config)#interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)# no switchport
QTECH(config-if-GigabitEthernet ~ 0/0)#ip  address  192.168.23.110
255.255.255.0
MpoBepka BeinonHute komaHgy show ip interface, 4ytobbel npoBepuTb pesynbtat
KOHcpurypaumm

QTECH# show ip interface gigabitEthernet 0/0

GigabitEthernet 0/0

IP interface state is: UP

IP interface type is: BROADCAST

IP interface MTU is: 1500 IP address is:
192.168.23.110/24 (primary)

MonyyeHune IP-agpeca B nHtepdence "Touka-touka" nocpeacTtsom cornacosaHus PPP

OTanbl MonydeHwne IP-agpeca B nHTepdence "Todka-Touka" nyTem CorriacoBaHus
KOHdourypaumm

QTECH(config)#int virtual-ppp 1

QTECH(config-if-Virtual-ppp 1)#ip address negotiate
MpoBepka BbinonHute komaHay show run, 4tobbl NpoBEPUTL pesynbTaT
KOHdourypaumm

QTECH#show run interface virtual-ppp 1
Building configuration...

Current configuration: 48 bytes

interface Virtual-ppp 1

ip address negotiate
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1.4.2. HacTtpoinka nepegaym WMpoOKoBeLlaTerIbHOW pacCbIfKn

1.4.2.1. Pe3ynbTaT KOHdUrypaumm

YcTaHoBuTe LIMpokoBelwaTenbHbin agpec uHTepdenca Ha 0.0.0.0 n BknouuTe nepenadvy
HanpaBfeHHOW LUMPOKOBELLATENBHON PACCHIKN.

1.4.2.2. 9Tanbl KOHUrypaumm

Hactpowka IP-agpeca wmpokoBeLlaTensHOW pacchifku.

e (OMNUMOHAIIBHO) HekoTopble cTapble XOCTbl MOTYT WMOEHTUUUMPOBATL TOSLKO
LUMPOKOBELLATENbHbIN agpec 0.0.0.0. B 3TOM crnyyae yCcTaHoBUTE
LUMpoKoBeLlaTenbHbIn agpec Lenesoro nHtepdgenca 0.0.0.0.

e  BbInonHuTe HacTporiky B pexxmme KoHdurypaumm nutepdeinca L3.
BkritoueHue nepegaym HanpaBrieHHOW LWUMPOKOBELLATESNTbHON PacChIfKu.

o (ONMUMOHANBHO) Ecnn HeobOXxoaAMMO  paspewwnTb  XOCTy  OTnpaBnsATb
LUMpoKOBeLLlaTenbHble NakeTbl BCEM XOCTaM AOMEHa, B KOTOPOM OH OTCyTCTBYeT,
BKITOUUTE Nepeaadvy HanpaBneHHOW LUMPOKOBELLLATENbHOM PacChIfKu.

e  BbinonHute HaCTPOWKy B pexunme KoHdurypauumn nHtepdgenca L3.

1.4.2.3. NpoBepka KoHcpUrypauumm

BeinonHute komaHgy show running-config interface, 4to6bl NpoBepUTL pesynbTarT.

1.4.2.4. CBA3aHHble KOMaHAbI

HacTponka IP-agpeca wmnpokoBeLwaTenbsHON pacCbINnku

KomaHga ip broadcast-address ip-address

Onuncanne ip-address: wmnpokoBeLaTenbHbIn agpec IP-cetu

napameTpoBs

Pexnm Pexnm koHdurypaumm nHtepdenca

KOHdourypaumm

BcTpoeHHas O6bl4HO agpec  HasHaveHust  mMpokoBewlaternbHbiX  IP-nakeTtoB

nofckaska cocTaBrnseT Bce 1, 4To BblpaxaeTcs kak 255.255.255.255. MNporpammHoe
obecnevyeHrne KOMMyTaTopa MOXET reHepupoBaTh LUMPOKOBELLaTENbHbIE
naketel ¢ Jgpyrmmun IP-agpecamn nocpegctBOM  onpedeneHvs u
NpUHUMaTb COBCTBEHHbIE LUMpOKOBeLLaTernbHble nakeTbl n
LUMpoKoBeLlaTenbHble NakeTbl ¢ agpecom 255.255.255.255
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Pa3peu1eHMe nepecbUiKn HanpaBJieHHbIX LWWMPOKOoBeLllaTeNibHbIX NakeToB

Komanpga ip directed-broadcast [ access-list-number ]

Onucanne access-list-number: Homep cnucka goctyna, B guanasoHe oT 1 go 199 u

napameTpoB ot 1300 po 2699. lNocne onpeaeneHuss ACL-cnucka nepecbinarTcs
TONbKO HaNpaBfeHHbIE LUMPOKOBELLATENbHbIE NAaKeTbl, COOTBETCTBYOLLME
ACL-cnncky

Pexum Pexum koHdurypaunm nHtepderica

KOHcpurypaumm

BcTtpoeHHas Ecnun komaHga no ip directed-broadcast BeinonHsaeTca Ha nHTepdence,

noackaska nporpaMmmHoe obecneyeHne KommyTaTtopa oOTOpacbiBaeT nakeTbl
HanpasIieHHOW LUMPOKOBELLATENbHON pacchblrikin, nonyyeHHsle 3 directly
connected ceTtu

1.4.2.5. NMNpumep koHdUrypaumm

OTansl
KOHUrypauum

Ha wHtepdperice GigabitEthernet 0/1 yctaHoBuTEe agpec HasHayveHus
naketoB IP wwupokoBelwartensHon paccoink Ha 0.0.0.0 n Bknounte
nepegady HanpasfieHHON LUMPOKOBELLATENbHOW PaCChISKW.

QTECH#configure terminal

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
QTECH(config-if-GigabitEthernet 0/1)#ip broadcast-address 0.0.0.0
QTECH(config-if-GigabitEthernet 0/1)#ip directed-broadcast

lMpoBepka
KOHdourypaumm

BeinonHute komangy show ip interface, 4ytobbl NnpoBepuTb pesynbrar.
QTECH#show running-config interface gigabitEthernet 0/1
ip directed-broadcast

ip broadcast-address 0.0.0.0

1.4.3. Hactpowuka nepecbinku ICMP

1.4.3.1. Pe3ynbTaT KOH(pUrypaumum

Bknitounte coobennsa ICMP o HegocTynHocTu, coobweHuns nepeHanpaeneHus ICMP n Address
Mask Reply Ha nHTepdence.

1.4.3.2. 9Tanbl KOHdUrypaumm

BkntoyeHune coobuieHnsa ICMP o HeQoOCTYNHOCTW.

e [lo ymonuyanuto coobieHnsa ICMP o0 He4OCTYNHOCTY BKIOYEHBI.

e (OMNUMOHAJIBHO) KomaHngy no

ip unreachables MoXxHO wucnonb3oBaTb AN

OTKITHOYEHUS coobLWweHun o HegocTynHocTu ICMP.
e  BhInonHuTe HacTporiky B pexxume KoHUrypaumm nHitepdeica L3.
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BkntoueHune coobuieHnn nepeHanpasnennsa ICMP.

e [lo ymonyanuto coobieHnsa nepeHanpasnenmsi ICMP BkmtoYeHsbl.

o (ONMUMOHAIBHO) KomaHay no ip redirects MOXXHO UCMOMNb30BaTb ANSA OTKOYEHUS
coobuweHnin nepeHanpasneHmst ICMP.

¢ BhbInonHuTe HacTporiky B pexxume KoHdUrypaumm nutepdeica L3.
BkntoyeHne oTBeTHbIX coolLLeHun o macke ICMP.

e [lo ymonuaHuio BkntoveHbl coobeHns ICMP Address Mask Reply.

e (OMNUMOHAITBHO) KomaHnay no ip mask-reply MoXHO ncnonb3oBaTh 4115 OTKIMOYEHUSA
coobuwennn ICMP Address Mask Reply.

o  BbInonHuTe HacTpolriky B pexxume KoHdurypaumm nutepdeinca L3.

1.4.3.3. NpoBepka KOH(pUrypaumm

BeinonHuTte komaHay show ip interface, 4tobbl NpoBepuTL pesynbTar.

1.4.3.4. CBsi3aHHble KOMaHAbI

BknroyeHune coobeHnsa ICMP o HegOCTYyNHOCTH

KomaHpa ip unreachables
Pexunm Pexum koHdurypaumm nHtepdenica
KOHUrypauum

BknrouyeHune coobieHnn nepeHanpasneHmsa ICMP

KomaHpa ip redirects
Pexnm Pexnm koHdurypaumm nHtepdenca
KOHdourypaumm

BknrouyeHune ICMP Address Mask Reply

KomaHga ip mask-reply
Pexnm Pexnm koHdurypaumm nHtepdenca
KOHdourypaumm

1.4.3.5. NMpumep koHdUrypaumm

SATansl Bkntounte coobuweHus ICMP o0 HegoCTynHOCTU, cooOLeHus
KOHcpurypauum nepeHanpasneHusa ICMP n ICMP Address Mask Reply Ha uHtepdeice
gigabitEthernet 0/1

QTECH#configure terminal
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
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QTECH(config-if-GigabitEthernet 0/1)# ip unreachables
QTECH(config-if-GigabitEthernet 0/1)# ip redirects
QTECH(config-if-GigabitEthernet 0/1)# ip mask-reply

MpoBepka BbinonHute komaHgy show ip interface, 4Tobbl NpoBepUTL pe3ynbTaT
KOHpurypaumm

QTECH#show ip interface gigabitEthernet 0/1
GigabitEthernet 0/1

ICMP mask reply is: ON

Send ICMP redirect is: ON

Send ICMP unreachabled is: ON

1.4.4. HacTtpoinka ckopocTu nepenaym naketoB owwn6ok ICMP

1.4.4.1. Pe3ynbTaT KOHUrypauum

HacTponka ckopocTtu nepegaydv naketos ownbok ICMP.

1.4.4.2. Tanbl KOHdUrypaumm

HacTponka ckopocTtu nepegaym ansa naketos ICMP Destination Unreachable, nHUUnmnpoBaHHbIX
6utom DF B IP-3aronoske.

e OlINUMOHAIIBHO.
e  BbinonHuTe HacTpoKky B pexmme rnobanbHon KoHdurypauum.
HacTpo#ka ckopocTu nepegaydv naketos gpyrux owmnbok ICMP.

e ONUMOHAIIBHO.
e  BbIinonHuTe HacTpoKky B pexumme rnobanbHon KoHdurypauum.

1.4.4.3. NpoBepka KoH¢pUrypaumm

BeinonHute komaHgy show running-config, 4toGbl NnpoBepUTL pesynbTar.

1.4.4.4. CBA3aHHble KOMaHAbI

HacTtponka ckopoctv nepegaum pana naketoB |ICMP Destination Unreachable,
MHNUMUMpPOBaHHbIX 6utom DF B IP-3aronoBke

KomaHga ip icmp error-interval DF milliseconds [bucket-size]
Onucaxne milliseconds: uukn OOHOBMEHWUSI KOHTEWHepa TOKeHoB. [nanasoH
napameTpoB 3HayeHun coctasnset oT 0 go 2 147 483 647, a 3Ha4YeHne No yMon4aHuio

coctaBnsetr 100 mc. Ecnu 3HadeHne paBHO 0, CKOpPOCTb nepenaydn
naketoB ownbok ICMP He orpaHunyeHa.

bucket-size: KONMYECTBO TOKEHOB, COAEPXKALLMNXCS B KOHTEMHEPE TOKEHOB.
OnanasoH 3HauyeHun coctaensger oT 1 pgo 200, a 3HayeHue no
ymornyaHuio — 10
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Pexum Pexwum rnobanbHon koHUrypaumm
KOHcpurypaumm
BcTpoeHHas OTa yHKUMS orpaHMYMBaEeT CKOPOCTb nepeadayn naketos owmnbok ICMP
nozackaska ans npegotBpaweHns DoS-aTak ¢ MOMOLLBID anroputMa KOHTEMHepa

TOKEHOB.

Ecnu IP-nakeT Heobxoammo cparmeHTnpoBaTth, HO 6utT DF B 3aronoske
ycTaHoBreH Ha 1, ycTponcTBO oTnpasndet naket ICMP destination
unreachable (kog 4) Ha xoCT uctoyHmka. AToT Kog ICMP mncnonbsyeTcs
ans obHapyxenna MTU no nytu cnepoBaHud. [Npyv HanuumMm CRULLKOM
fdonbloro konuyectsa Apyrux naketosB owmnbok ICMP HeBO3MOXHO
otnpaBuTb naket ICMP destination unreachable (kog 4). B pesynbtate
nponcxoauTt cbor yHKuun obHapyxeHus MTU no nytn crnegoBaHus.
UTobbl n3bexatb 3ToN npobnembl, HEOBXOOMMO OrpaHUYUTb CKOPOCTb
nepegayn naketoB destination unreachable un gpyrnx ICMP-nakeTtoB
OLLUNMBOK COOTBETCTBEHHO.

PekomeHayeTcsa ycTaHOBUTL Ansi NpoLecca 0GHOBMEHUS YMCNO KpaTHOoe
10 mc. Ecnn ansa npouecca o6HOBNEHUS YCTAHOBEHO 3HaYeHne GornbLue
0O n meHbwe 10 Mc, TO dakTMyeckm npoucxoant obHoBREHME
anuteneHocteto 10 mc. Hanpumep, ecnu  4yactota O6GHOBNEHUA
yCTaHOBMEHa Ha ogHO oOHoBneHue 3a 5 Mc, hakTuyeckaa 4actoTa
obHoBneHna coctaBnsaeT 2 obHoBneHna 3a 10 mc. Ecnn unkn obHoBREHUS
He aBndeTca KpaTHbiM 10 MC, TO haKTMYECKM BCTYNAKOLWMIA B CUMY LUK
obHoBnEeHMsT aBTOMaTuMyecku npeobpasyetca B KpaTHelr 10 mMmc.
Hanpumep, ecnv yactota 06HOBNEHNS yCTaHOBNEHA Ha 3 0OHOBMEHMS 3a
15 mMc, dhakTnyeckas Yactota 06HOBNEHNSA cocTaBnsieT 2 0OHOBMEHMS 3a
10 mc

HacTponka ckopoctn nepegaum apyrmx naketoB owmno6ok ICMP

KomaHga ip icmp error-interval milliseconds [bucket-size]

Onucanne milliseconds: uukn OOHOBMEHMSI KOHTENHepa TOkeHoB. [nana3oH

napamMmeTpoB 3HauyeHun: ot 0 0o 2 147 483 647, a 3HadeHme no ymonyaHmo — 100 (mc).
Ecnn 3HauyeHune paBHo 0, ckopocTb nepedaymn naketoB owmnbok ICMP He
orpaHuyeHa.
bucket-size: KONMYECTBO TOKEHOB, COAEPXKALLMXCS B KOHTEMHEPE TOKEHOB.
[nana3oH 3Ha4YeHun coctasndaet oT 1 go 200, a 3Ha4YeHne No YyMOon4aHuio
— 10

Pexnm Pexunm rmobanbHon KoHdurypaumm

KOHpurypaumm
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BcTpoeHHas OTa yHKUMS orpaHMYMBaEeT CKOPOCTb nepeaayn naketos owmbok ICMP
noackaska ans npegotBpaweHns DoS-atak ¢ MOMOLLBID anroputMa KOHTEWHepa

TOKEHOB.

PekomeHayeTcsa ycTaHOBUTL ANt npouecca 0GHOBMEHUS YMCNO KpaTHoe
10 mc. Ecnu gns npouecca 06HOBMNEHMSA YCTAaHOBMNEHO 3Ha4YeHne GonbLue
0 m wmeHbwe 10 McC, TO aKTU4ECKM NPOUCXOAMT OOHOBNEHME
anutenbHocthto 10 mMc. Hanpumep, ecnu 4vactota 0O6GHOBREHUA
yCTaHOBMeHa Ha ogHo obHoBneHne 3a 5 Mmc, hbakTnyeckada 4vacTtoTa
obHoBneHns coctaBnsaeT 2 obHoBneHus 3a 10 mc. Ecnn umkn obHoBReHns
He aBndeTca KpaTtHbiM 10 MC, TO (pakTMYeckn BCTynaroLMn B CUMY LMK
obHoBneHNsT aBTOMaTuMyeckn npeobpasyetca B KpaTHelh 10 mMmc.
Hanpumep, ecnv yactota 06HOBNEHNS yCTaHOBNEHa Ha 3 0OHOBNEHMS 3a

15 mc, dhakTnyeckas yactota 0bHOBNEHUSA cocTaBngeT 2 0OHOBNEHNA 3a
10 mc

1.4.4.5. Npumep koHdUrypaumm

OTanbl YcraHoBuTe ckopocTh nepegayn naketos ICMP destination unreachable,
KOHpUrypaumum Ons KoTopbiX aktuBupoBaH 6uT DF B IP-3aronoBke o 100 nakeTtoB B
CeKyHAy, a CKOpoCTb nepefayun apyrux naketos owwubok ICMP go 10
nakeToB B CEKyHAY

QTECH(config)# ip icmp error-interval DF 1000 100
QTECH(config)# ip icmp error-interval 1000 10

MpoBepka BbinonHute komaHgy show running-config, 4tobbl npoBepuTb pesynbTat
KOHdourypaumm

QTECH#show running-config | include ip icmp error-interval
ip icmp error-interval 1000 10

ip icmp error-interval DF 1000 100

1.4.5. YcTtaHoBKa 3HayeHus IP MTU

1.4.5.1. PesynbTaT KOH(pUrypaumm

Hactpointe IP MTU nakeTta.

1.4.5.2. 9Tanbl KOHdUrypaumm

e (ONMUMOHAINBHO) Ecnin IP MTU B3anMmMocBA3aHHbIX MHTEPMENCOB OTNN4YaeTcs OT

YCTPOWCTB B OOHOM (PU3NYECKOM cermeHTe ceTu, yctaHosute ans IP MTU oguHakoBoe
3Ha4eHue.

e  BhbInonHuTe HacTporiky B pexxume KoHdUrypaumm nitepdeinca L3.

1.4.5.3. NMpoBepka KoH¢pUrypaumm

BbinonHuTe komaHay show ip interface, 4tobbl NpoBepuTb pesynbTarT.
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1.4.5.4. CBA3aHHbIe KOMaHAbI

YcTtaHoBKa 3HavyeHus IP MTU

KomaHga ip mtu bytes

Onucanne bytes: IP MTU naketa. [lnanasoH 3HayeHui ot 68 go 1500 Gant
napameTpoB

Pexum Pexum koHdurypaumm nHtepderica

KOHcpurypawmm

1.4.5.5. Npumep KoHdUrypaumm

OTanbl KoHUrypaumm YcraHoBute gnsa napametpa  MTU  IP-nHTepdpenca
GigabitEthernet 0/1 sHaueHne 512 b

QTECH#configure terminal

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
QTECH(config-if-GigabitEthernet 0/1)#ip mtu 512

MpoBepka KoHurypauum BeinonHuTte komaHay show ip interface, 4to6bl NpoBEPUTL
pesynbTart

QTECH# show ip interface gigabitEthernet 0/1
IP interface MTU is: 512

1.4.6. YcTtaHoBKa 3HauyeHumsa IP TTL

1.4.6.1. Pe3ynbTaT KOH(pUrypaumm

N3meHseT 3HadeHne TTL IP-uHTepdenca.

1.4.6.2. 9Tanbl KOHdUrypaumm

e ONUMOHAIIBHO.

e  BbINOMHMTE HACTPOWMKY B pexmnme koHdurypaumm nHtepdeinca L3.
1.4.6.3. NpoBepka KoH¢pUrypaumm

BeinonHute komaHay show running-config, 4ToGbl NpoBEpUTL pesynbTar.
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1.4.6.4. CBA3aHHbIe KOMaHAbI

YcTtaHoBKa 3HayeHusa |IP TTL

KomaHpa

ip ttl value

OnuncaHune napameTpos

value: 3Ha4yeHne TTL. [lnana3oH 3HayeHun ot 0 go 255

Pexum koHdurypaumm

Pexwum rnobanbHon KoHdUrypaumm

1.4.6.5. Npumep KoHdUrypaumm

OTanbl KoHUrypaumm

YctaHoBuTe TTL ogHoaapecHbIx naketoB Ha 100

QTECH#configure terminal
QTECH(config)#ip ttL 100

MpoBepka
KOHUrypauum

BbinonHute komaHgy show running-config, 4Tobbl NpoBepuTb
pesynbTart

QTECH#show running-config
ip ttL 100

1.4.7. Hactpouka IP Source routing

1.4.7.1. Pe3ynbTaT KOH(pUrypaumum

BkritoueHune unum otkntodeHne gpyHkumm IP Source routing.

1.4.7.2. 9Tanbl KOHdUrypaumm

o [lo ymonuanuto dpyHKkuma IP Source routing Bkrito4eHa.

o (OMNMUMOHAINBHO) Komangy no

OTKIToYeHns pyHkuum IP Source routing.

1.4.7.3. NMpoBepkKa KoHcpUrypaumm

BeinonHuTte komaHay show running-config, 4ToGbl NpoBEPUTL pe3ynbTar.

1.4.7.4. CBAA3aHHbIe KOMaHAbI

HacTtpownka IP Source routing

Ip source-route MOXHO Wcnonb3oBaTb Ans

KomaHnga ip source-route
Pexnm Pexwum rnobanbHon KoHUrypaumm
KOHpurypaumm
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1.4.7.5. Npumep KoHdUrypaumm

OTanbl KoHUrypaumm BkntoyaeT pyHKUMIO MapLipyTa uctoyHuka IP

QTECH#configure terminal
QTECH(config)#no ip source-route

MpoBepka BbinonHute komaHgy show running-config, 4tobbl NpoBepuUTh
KOHcpurypaumm pesynbtat

QTECH#show running-config

no ip source-route

1.5. KoHTponb cocTosiHUA

1.5.1. OToGpaxeHune

OnucaHue KomaHpa

brief]

OTtobpaxaeT IP-agpec nHtepcenca  show ip interface [interface-typeinterface-number |

OTtobparkaeT TabnmLy NepechIsiku show ip route [ address [ mask]]

OTobpaxaeT cratucTuky Tabnuubl | show ip route summary
nepechbINKu

OTtobGpaxaeT ctatucTuky IP-naketoB | show ip packet statistics [total | interface-name]
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2. HACTPOUKA ARP
2.1. O630p

B nokaneHon cetn (LAN) kaxxgoe ceteBoe ycTponcTBo IP nmeet gBa agpeca:

1. JlokanbHbin agpec (MAC-agpec). NockonbKy fiokanbHbIM agpec COAepXKUTCS B
3aronoBke Kagpa ypoBHSA kaHana gaHHblx (L2), ato agpec L2. TeM He MeHee, OH
obpabaTtbiBaetca nogypoBHem MAC Ha L2 n, Takum 06pa3omM, 0ObIYHO Ha3biBaeTCs
MAC-agpecomMm. MAC-agpeca npeacTaBnstoT ceTeBble ycTponcTaa |IP B nokanbHbIX
ceTsax.

2. CeteBon agpec. CeteBble agpeca B VIHTepHeTe npeactaBnaAnT cobon ceTeBble
ycTpoucTBa IP, a Takke ykasblBaloT CETU, B KOTOPbIX HAXOOSATCS YCTPOWCTBA.

B nokaneHoun cetn gga IP-ycTponcTea MoryT B3auMo4encTBoBaTh APYr C APYrOM TOMbKO nocre
TOro, kak 6yayTt msydeHbl 48-6utHble MAC-agpeca oboux yctpomcTs. lpouecc nonyveHus
MAC-agpeca Ha ocHoBe |IP-agpeca HasbiBaeTca ARP (address resolution protocol). CywecteyeT
OBa Tuna nNpoTOKONOB paspelleHns agpecos: 1) lNpoTokon onpegenexHvs agpeca (ARP);
2) npo3payHbiv (proxy) ARP.

ARP 1 npo3spayHbiv (proxy) ARP onucaHbl cootBeTcTBeHHO B RFC 826 n RFC 1027.

MpoTtokon ARP ucnonb3yetca ans npueaskn MAC-agpeca k IP-agpecy. Npu BBoge IP-agpeca
MOXHO y3HaTb cooTtBeTcTBytowmin MAC-agpec yepes ARP. lMocne nonyvenns MAC-agpeca
conoctasneHve IP-MAC 6yaet coxpaHeHo B kewe ARP ceteBoro ycrtporncrtea. C NoMoLLbo
MAC-agpeca IP-ycTporCTBO MOXeT MHKancynuposaTb Kagpbl L2 n 0TNpaBnsiTb UX B NOKarbHYO
ceTb. Mo ymonuanuto naketol IP 1 ARP Ha ypoBHe Ethernet nnkancynmpytotcs B kagpbl Ethernet.

2.1.1. NMpoToKonbl n cTaHaapThbl

¢ RFC 826: npoTtokon npeobpasoBaHunsa agpecos Ethernet (ARP)

e RFC 1027: ncnonb3oBaHne npoTtokosia ARP ona BHeApeHUs Npo3payHbiX LWIH30B
nogceTu

2.2. NMpumeHeHue

MpumeHeHne OnucaHue

ARP B nokasnbHOW ceTu Monb3oBaTenb 3anomuHaeT MAC-agpeca apyrmx
nonb3oBaTenemn B TOM e cermeHTe cetn Yepe3 ARP

[Mpos3payHas nepepjaya Ha | C  nomowbid  npo3padyHoro  (proxy) npotokona ARP
OCHOBE MpoTokona Proxy | nonb3oBaTenb  MOXeT  HanpsiMyld  CBsi3blBaTbCs  C
ARP Nonb30BaTENsAMU B APYron CETU, HE 3Has!, YTO OHa CyLLeCTByeT

2.2.1. ARP B nokanbHoOM ceTu

2.2.1.1. CueHapun
MpoTtokon ARP TpebyeTcsa BO Bcex nokanbHbIX ceTax IPv4.

¢ [lonb3oBaTento Heobxoanmo y3HaTe MAC-agpeca apyrmx nonb3osaTtener ¢ NOMOLLbIO
npotokona ARP, 4Tobbl yCTaHOBUTbL C HUMW CBA3b.
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E: 192.168.23.5/24

C: 192.168.23.3/24 D: 192.168.23.4/24

PucyHok 2-1.
A — 9TO MapLupyTm3aTop.
B — kommyTaTtop. OH OenCTBYeT Kak LUMo3.
C, D n E aBnsatoTcsa xoctamu.
2.2.1.2. Onucanwue

Bkntounte npotokon ARP B nokanbHon ceTn, YTobbl peann3oBaTb conocTtasneHune IP-MAC.

2.2.2. Npo3payHas nepeanaya Ha ocHoBe npoTtokona Proxy ARP

2.2.2.1. CueHapun
BbinonHseTca npo3padHasn nepegadva gaHHbIX Yepes ceTb IPv4 LAN.

o Bxntounte Proxy ARP Ha maplipyTtusaTtope, 4Tobbl 06ecneunTb NpsSMyo CBS3b MeXay
nonb3oBaTensiMM B pasHbIX CErMeHTax CeTu.

A

GE 0/0:10.0.1.2/24 |ssussnns * GE 0/0:10.0.2.2/24

A s - Y

C:10.0.2.1/24

]

B: 10.0.1.1/24

PucyHok 2-2.
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A — aTo MapLupyTusatop, coegunHsaowmin ase LAN.

B n C aBnsawTca xoctamu B pPa3HbIX NoAceTAX. ,D,J'IFI HUX HE HACTPOEeH W3 No YMOJTYaHUIO.

2.2.2.2. OnuncaHue

Bkntounte Proxy ARP Ha wnos3e nogcetu. locrne HACTpOMKW LUNKO3 MOXET BbICTynaTb B
KayecTBe proxy-cepBepa Ans MogknoveHus xocta 6e3 mHdopmauum O maplipyte M ans
nonyyeHus MAC-agpecos IP-nonb3oBaTtenei B opyrnx nogceTsx.

2.3. KnroyeBble 0COOEHHOCTH

2.3.1. 0O630p

PyHKUMA

OnucaHue

Cratundeckmn ARP

lMonb3oBaTenu MoryT Bpy4Hyto ykasaTb conoctasrieHune |IP-MAC, 4Tobbl
npegoTBpaTUTb pacrno3HaBaHMe YCTPONCTBOM HeEBepPHbIX 3anucen ARP

ATtpnodytel ARP

Monb3oBaTenu MoryT ykasaTb Taum-ayT 3anucu ARP, Bpems w
WMHTepBan NoBTOpHOM nepeaayn 3anpoca ARP, a Takke MakcumarnbHoe
KOJNIMYECTBO HepaspeLLeHHbIx 3anucen ARP

Trusted ARP

Trusted npotokon ARP ncnonb3yetcs ana npegoTepalleHnsi NOAMEHbI
ARP

Gratuitous ARP

Gratuitous ARP wucnonbadyetcd pansi obHapyKeHusi KOHNMKTOB
IP-agpecoB n paspelueHns nepugepunHbiM ycTporncTBam ObHOBNATL
3anvcn ARP

Proxy ARP

Proxy-cepsep oTBeyaeT Ha 3anpocbl ARP oT gpyrMx ycTpoucts B
pa3sHbIX NoaceTaAX

Local Proxy ARP

Proxy-cepep oTBeyvaeT Ha 3anpocbl ARP oT gpyrMx yCTPOWUCTB B TOW
Xe noaceTtu

OnpegeneHve
HagexHoctn ARP

O6HapyxeHne HegocTynHbIX cocegHux yanoe (NUD) ncnonesyetcsa ans
TOro, Ytobbl ydoeanTbcs B TOM, YTO NpaBUiIbHOM M3y4YeHum 3anmcen ARP

IP Guard Ha ocHoBe

ARP

MoxHo 3apaTb konmyecTBo IP-naketoB ans 3anycka otbpoca ARP,
yTOObLI NpegoTBpaTUTb oOTnpaBky Ha CPU Gonbworo konuyecTtea
HEeN3BECTHbIX O4HOaApecHbIX (unknown unicast) nakeToB

[MpeobpasoBaHue
3anpocoB ARP B
3anpochbl
ayTeHTudmkaumm
VLAN

YCTpOMNCTBO HEe nepefaeT LuMpokoBellaTesibHble 3anpockl ARP B
3anpocbl ayteHTudukaumm VLAN, u4Tobbl COKpaTUTb KONMYECTBO
LnpokoBeLlaTenbHbix 3anpocos ARP B ceTu
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2.3.2. Ctatnyeckumn ARP

Cratnyeckne 3anucm ARP MoryT ObiTb HacTpPOEHbl BPYYHYK WM Ha3HaYeHbl CEpBEPOM
ayTeHTUrKkaumm. HacTpoeHHble Bpy4YHyto 3anmcu npuoputeTHee. Ctatndeckui ARP moxeT
npenoTBpaTnTb 06y4YeHne yCTPOMCTBOM HEBEPHbIX 3anucen ARP.

2.3.2.1. MprHUMN paboTbl

Ecnu HacTpoeHbl ctatudeckne 3anucn ARP, yCTPOMCTBO He BbINOMHSAET akTUBHOe 06HOBNEHWE
3anucen ARP, 1 atn 3anncu ARP cyLlecTBYOT NOCTOAHHO.

Korga ycTponcTBo nepeckbinaeT naketbl ypoBHA 3, ctatudeckuin MAC-agpec nHkancynupyeTtcsa
B 3arosnioBok Ethernet B kauectBe MAC-agpeca HasHayeHus.

2.3.2.2. CBAi3aHHas KOHcurypaums

BkntoyeHune ctatuyeckoro ARP.

BeinonHute komaHgy arp [vrf name] ip-address mac-address type B pexume rnobansHown
KOHpurypaumm, 4tobbl HacTpouTb ctaTudeckne 3anmcn ARP. o ymonuaHuio ctaTudeckas
3anucb ARP He HacTpoeHa. [lonb3oBaTtenu MoryT cBasaTb craTudeckue 3anmcm ARP ¢
otaenbHbiMn obbektamm VRF wunu rnobanbHeim obbektom VRF. Wukancynsaums ARP
nogaepxnsaet Tonbko TN Ethernet Il, kotopbin npeactaeneH ARPA.

2.3.3. ATpubytbl ARP

Monb3oBaTenu MoryT ykasaTb TanM-ayT ARP, uHTepBan 1 Bpems NOBTOPHOW Nepefadn 3anpoca
ARP, a Takke makcumanbHoe konm4yecTso 3anucenn ARP Ha nHtepdelice.

2.3.3.1. MpuHUMN paboTbl
Tanm-ayT ARP

Tanm-ayT ARP npumeHsieTcst TONbKo K guHaMmmyeckn obydyeHHbim conoctaeneHmsm IPMAC. TMo
NUCTeYeHnn BpemMeHn oxuaaHusa 3anucn ARP ycTpOMCTBO oTnpaBnseT nakeT ogHOaApecHOro
ARP-3anpoca, 4Tobbl onpegennTb, HAXOAUTCH NN KOHEL, O4HOPAHIroBOro y3na B onepaTuBHOM
pexnme. Ecnn oH nonyyaeTt oteeT ARP CO CTOpOHbI y3na, oH He ygandeT aTy 3anucb ARP. B
NPOTMBHOM Cfly4ae YyCTPOMCTBO yaanuT daHHyto 3anncb ARP.

Ecnn gona napametpa ARP timeout 3agaHo MmeHbllee 3HauyeHue, Tabnuua conocTaBneHus,
xpaHsiwascs B kew ARP, 6onee TouHa, HoO ARP notpebnseTt 6onbLue NponyckHON cnocobHOCTH
ceTu.

UHTepBan n Bpemsi NOBTOpHOM nepepaym sanpoca ARP

YcTponcTBO nocnegoBatenbHO oTnpasndeT 3anpocbl ARP ans paspewenunsa IP-agpeca Ha
MAC-agpec. Yem kopode MHTEpBarn MOBTOPHOW nepedayun, Tem ObicTpee paboTaeT NpOTOKON.
Uem Gonblue pas BbINONHAETCA NOBTOpHas nepegayva 3anpoca ARP, Tem Gonblue BEPOATHOCTb
YCNELHOro peLweHnst 1 Tem 6onblue OygeT noTpebnaTte nonoca nponyckaHmst ARP.

MakcumanbHoe KOnmuyecTBO Hepa3spellueHHbIX 3anucen ARP

B nokanbHom cetn atakm ARP n ckaHMpoBaHMe MOryT MPUMBECTUM K MOSIBNEHWUIO GONbLLIOro
KonuyecTtBa HepaspelleHHbIX 3anucen ARP, reHepupyembix LWINIO30M. B pesynbtaTe w3 He
moxeT obyyatbcs MAC-agpecam nonb3oBatenen. Ytobbl npepoTBpatuTb Takue artaku,
nosib3oBaTenn MoryT HacTpoUTb MakCUMaribHOe KONMM4eCTBO HepaspelleHHbIX 3annucen ARP.
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2.3.3.2. CBsi3aHHas KOHdurypauums

HacTpowka Tanm-ayta ARP

3anyctute komaHgy arp timeout seconds B pexume KoHdurypauum uHtepdenca, 4Tobbl
HacTpouTb Tanm-ayT ARP. Mo ymonyaHuio Tanm-ayt coctaenseT 3600 cekyHg. Bbl moxeTe
N3MEHUTb ero B 3aBMCUMOCTU OT CUTYaLIMMW.

HacTpoWnka nHtepBana n BpeMeHn NoBTOPHON nepenayn sanpoca ARP.

e BowinonHuTte komaHay arp retry interval seconds B pexume rnobanbHON KOHUrypaumm,
4yToObl HacCTPOUTb WHTEpBan MNOBTOPHOM nepegadn 3anpoca ARP. WHTepan no
ymornyaHuio coctaensieT 1 cekyHay. Bbl MoxeTe M3MeHUTb ero B 3aBUCUMOCTU OT
cuTyaumm.

e BbinonHute komaHay arp retry times number B pexvme rnobanbHOM KOHUrypauum,
4yTO6bI HACTPOUTHL BpeMsi NOBTOPHOM nepedaymn 3anpoca ARP. Mo ymonyaHuio Bpems
NOBTOPHOM Nepeaayun paBHoO 5. Bbl MOXeTe N3MEeHUTb ero B 3aBMCUMOCTU OT CUTYaLUN.

HacTponka makcMmanbHOro Konvyectsa HepaspelleHHbix 3anmcen ARP.

BbinonHute komaHgy arp unresolve number B pexume rnobanbHON KOHUrypauum, 4Tobbl
HaACTPOMTb MaKCMMarnbHOE KONMMYEeCTBO HepaspelleHHbix 3anmcen ARP. 3HauenHne no
YMOJSYaHMIo — MakcumansHoe Konnyectso 3anucen ARP, noaaepxmBaemblx yCTPONCTBOM. Bbl
MOXEeTe N3MEHUTb €ro B 3aBUCMMOCTU OT CUTYyaLnn.

2.3.4. Trusted ARP
2.3.4.1. MprHUMN paboTbl

B kauvectBe Tuna cneumanbHbix 3anncen ARP B Ttabnuuy ARP pobaensioTcs OOBEpeHHble
sanncn ARP gna npepotBpawleHus nogaenkm ARP. [dosepeHHble 3anvcu ARP  umetoT
XapaKTepUCTUKN KaK cTaTU4eCcKux, Tak n guHammudeckmx sanucen ARP, ¢ npuoputeTom BhiLle,
yeM y amHammyeckmx s3anmcen ARP n Huxe, yem y ctatmndeckmnx sanmcen ARP. Trusted ARP
UMeeT MexaHn3Mm ycTapeBaHusi, aHanormyHbli mexaHmamy guHammudeckoro ARP. Korga 3anuck
ARP ycTapeeT, yCTpOWCTBO akTUMBHO oTnpaBnseT nakeT 3anpoca ARP, 4tobbl onpenenutsb,
CywlecTByeT /M COOTBETCTBYHOLIMA Mofb3oBaTeNb. Ecnu nonb3oBaTtenb oTnpaBnsdeT OTBET,
YCTPOWCTBO CYMTAET MNONib3oBaTens akTMBHbIM M OBHoBNseT Tanm-ayT ARP. B npoTMBHOM
cnydvae yctponcteo yganut 3anmce ARP. Trusted ARP nmeeT xapakTepucTuku cTaTu4ecKkoro
ARP, 10 ecTb ycTponctBo He 3anoMmuHaeT nakeTbl ARP gns obHoenenna MAC-agpeca wu
naeHTudukaTopa nHTepdenca s 3anncm ARP.

Korga nonb3oBaTtenb NepexoavT B onepaTUBHBIN PeXnM, cepBep ayTeHTUdMKaummn nonydyaet
HagexHoe conoctaeneHne IP-MAC nonb3oBaTens yepes KomMyTaTop gocTyna n gobasndet
noBepeHHble 3anMcn ARP B wno3 nonb3oBaTensi. ATOT NMPOLEeCcC Npo3padeH Ans CeTeBOro
agMuHUCTpaTopa 1 He BNUSAeT Ha paboTy aaMUHMUCTpaTopa No YNpaBreHUIo CEThHO.

Tak kak goBepeHHble 3anmMcn ARP nocTynaloT 3 NoASIMHHBIX UCTOYHUKOB M HE OBHOBNSAIOTCS,
OHU MoryT adbpekTnBHO NpegoTBpaTnTb Nogaenky ARP, HaueneHHyo Ha Wno3.

2.3.4.2. CBA3aHHasA KOH(urypaums
BkritoueHue trusted ARP.

e 3anyctute KkomaHAy service trustedarp B pexxume rnobanbHOM KOHUrypauum, 4tTobbl
BkMounTh trusted ARP. [JaHHas yHKLMS BbIKMOYEHA MO YMOSTYaHUIO.

e Bbinonunte komangy arp trusted user-vlan vidl translated-vlan vid2 pgns
AOBEPEHHOro nonb3oBaTtena B pexume rnobanbHoOM KoHwurypauum, YTobbl
peanusoBaTb nepeHanpasneHe VLAN. [laHHaa yHKUNS BbIKITFOYEHa MO YMONYaHuIo.
Ecnu BupTyanbHas nokansHas ceTb, KOTOPYHO BbIABUHYN cepBep, oTrnnyaetcs oT VLAN
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B  AOBepeHHOm 3anucu ARP, nosib3oBaTensam HeobxoaMmo BKIMIOYUTb
nepeHanpaeneHue VLAN.

e 3anyctute komaHay arp trusted aging B pexume rnobanbHON KOHUrypaumm, YTobbl
BKMoYNTL yctapeBaHne ARP. [lo ymonuaHnuio pgosepeHHble 3armucu ARP  He
ycTapeBaioT.

e 3anyctute komaHgy arp trusted number B pexxume rnobanbHOM KOHUrypaumm, YTobbl
HacCTPOUTb E€MKOCTb JoBepeHHbIX 3anmcen ARP. 3HayeHne no ymMoOnyaHuio paBHO
nonosuHe obLLer emkocTu 3annucent ARP. Bbl MoXeTe U3MeHUTb ero B 3aBMCUMMOCTU OT
cuUTyaumu.

2.3.5. Gratuitous ARP

2.3.5.1. MpnHUKMN paboTbI

MakeTbl Gratuitous ARP npepgctaesnsioT cobon ocobbii Tvn naketoB ARP. B Gratuitous
ARP-nakete IP-agpeca WCTOYHMKA W HasHayeHus sBnsTcs |IP-agpecamu nokanbHOro
ycTpouncTea. Gratuitous ARP-nakeTbl UMET ABa Ha3HaYeHus:

1. O6HapyxeHue koHnukTOB IP-agpecos. Ecnu yctporctso nony4vaet Gratuitous
ARP-nakeT n obHapyxuBaeT, 4To IP-agpec B nakeTe Takon Xe, Kak 1 ero
cobceTBeHHbIN IP-agpec, oHo oTnpaenseT oteeT ARP, 4Tobbl yBegOMUTL Apyroe
YCTPOWCTBO O KoHGnmkTe IP-agpecos.

2. O6HoeneHne ARP. Mpu nameHeHnn MAC-agpeca Ha uHTepdencax ycTpomcTeo
oTnpasnseT Gratuitous ARP-nakeT Ansa yBeAoMneHns gpyrux yCTpoucTs Ans
obHoBneHus 3anucen ARP.

YcTtponcteo MoxeT nonydvatb Gratuitous ARP-nakeTbl. NMocne nonyveHuss HENPOBEPEHHOIO
ARP-nakeTa yCTpOMCTBO NPOBEPSIET, CYLLECTBYET NIN COOTBETCTBYHOLLASA AMHAMNYECKasi 3anncb
ARP. Ecnn ga, yctponcteo o6HoBnsieT 3anmcb ARP Ha ocHoBe nHopmauum, cogepxallencs B
Gratuitous ARP.

2.3.5.2. CBAi3aHHasa KOHdumrypaums

BknouyeHune Gratuitous ARP.

3anyctute komaHgy arp gratuitous-send interval seconds [number] B pexxume KoHdUrypaumum
nHTepdenca, 4todbl BkNouNTh Gratuitous ARP. o ymonyaHuio 3Ta OyHKUMS OTKIOYEHA Ha
nHTepdencax. O6bI4HO 3Ty YHKUMIO HEOOXOOUMO BKMIOYUTbL B MHTEpdence wnio3a, 4Ytoobl
nepuogmyeckn o6HoBnATe MAC-agpec wWn3a Ha HWKECTOSWMX YCTPOMCTBAX, 4TO
npegoTepallaeT nogaenky Wno3sa ApyrumMu nonb3oBaTensamu.

2.3.6. Proxy ARP
2.3.6.1. MprHUMN paboTbI

BkritoueHne npotokona Proxy ARP, moxeT nomoub xocTy 6e3 mHdopMaumm o MapLupyTte
nonyuntb MAC-agpeca nonb3oartenen IP B gpyrnx nogcetsx. Hanpumep, ecnm ycTponcTEO,
nony4yatowee 3anpoc ARP, Haxoant ncxogHeln IP-agpec B gpyrom cermeHte cetu oT IP-agpeca
Ha3Ha4YeHNa U 3HaeT MapLlpyT 0O agpeca HasHadeHusi, yCTponcTBo oTnpasnseT oteeT ARP,
cogepxawmn cobcteeHHbIn MAC-agpec Ethernet. Bot Tak paboTtaet Proxy ARP.

2.3.6.2. CBA3aHHasA KOHdumrypaums
BkntoyeHne Proxy ARP.

e 3anyctute KomaHay ip proxy-arp B pexume KoHdurypaumm uHTepdpenca, 4tobbl
BKITOUNTL Proxy ARP.
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o ,D,aHHaFI d)yHKLI,I/IFI BbIKIMKO4YeHa no ymosn4yaHuio.

2.3.7. Local Proxy ARP
2.3.7.1. MprHUMN paboTbl

MpoTtokon Local Proxy ARP nossonseT ycTponcTBy BbICTynaTtb B kadecTBe Local Proxy ARP B
nokanbHou cet VLAN (o6wwen cetn VLAN unn noacetm VLAN).

Mocne Bkno4veHns npotokona Local Proxy ARP ycTpocTBO MOXeT MOMOYb MOSfb30BaTeNSM
nonyute MAC-agpeca Apyrux nonb3oBaTenen B TOW e noacetn. Hanpumep, ecnu Ha
YCTPOMCTBE BKIOYEHa 3alumMTa nopToB, MOMb3oBaTenv, MOAKMYEHHbIe K pa3HbiM nopTam,
nsonupytotca Ha yposHe 2. [locne BkntodeHus npoTokona Local Proxy ycTpowcTso,
nonyvatowee 3anpoc ARP, BbicTynaeT B kadectBe Local Proxy ARP-cepBepa ans oTnpasku
otBeta ARP, copepxawero cobctBeHHbln MAC-agpec Ethernet. B atom cnyvae pasHble
nonb3oBaTeny B3aMMOAENCTBYIOT APYr ¢ ApyroM no MapupyTtam ypoBHSA 3. BoT Tak pabotaet
npotokon Local Proxy ARP.

2.3.7.2. CBAi3aHHas KOHcurypaums
BkntoveHune npoTtokona Local Proxy ARP.

e 3anyctute komaHgy local-proxy-arp B pexume KoHurypaumm uHtepdenca, 4tobbl
BKIoUNTL Local Proxy ARP.
e [laHHasa pyHKUMS BbIKIHOYEHA NO YMOSTYAHMIO.

e OTa KOMaHaa noaaepXuBaeTcs TONbKO Ha BUPTYarbHbIX MHTEpdencax KoMMmyTaTopa
(SVI).

2.3.8. OnpepeneHue HapgexHocTn ARP

2.3.8.1. MpuHUMN paboTbl

KomaHga arp trust-monitor enable ncnonb3yetcs ans BkModeHUa dyHKuuoHana anti-ARP
spoofing, 4ToGbI NpegoTBPaTUTL NONagaHne U3NUWHMX GecnonesHbix 3anucen ARP B pecypchl
ycTtponcTtBa. lNocne BkntoyeHus onpeneneHust HagexHoctn ARP Ha uHTepdence 3 ypoBH4,
YCTPOWCTBO MONy4YaeT C 3TOro nHTepdenca naketol 3anpocos ARP:

Ecnu cooTtBeTcTBYlOWAA 3anncb He CyLLeCcTBYeT, YCTPOMUCTBO CO34aeT AMHAMUYECKYO 3anuchb
ARP n BbinonHsaetr NUD 4epes 1-5 cekyHa. To ecTb, YCTPOWCTBO HauYMHAET BbINOMHATb
ycTapeBaHue HegaBHO BblydeHHbIX 3anucer ARP n otnpaensieT Unicast-sanpoc ARP. Ecrnin
YCTPOWCTBO MoflyyaeT nakeT obHoBrnenuss ARP OT ogHOpaHroBoro ysna B Te4eHMe Cpoka
ycTapeBaHWUs, OHO COXpaHseT 3anncb. B npoTnBHOM criyyae 3anuck ByaeT yaaneHa.

Ecnu cooTtBeTcTBYlOWas 3anmcb ARP cyuwectsyeT, NUD He BbINOnHAeTCA.

Ecnn MAC-agpec B cywiecTBytoLlen 3anucy gunHammyeckoro ARP 06HOBMEH, YCTPONCTBO Takke
BbinoniHseT NUD.

MockonbKy aTa yHKUuMA gobaBnseT CTpPoryto npouenypy NOATBEPXAEHUS B npouecc obyyeHuns
ARP, oHa BnusieT Ha adpdeKkTMBHOCTL 00y4veHns ARP.

Mocne otkntoveHuna aton dyHkumm NUD He TpebyeTca ans obyyeHus n o6HOBNEHWS 3anucen
ARP.
2.3.8.2. CBA3aHHasA KOH(urypaums

BkntoueHune obHapyxeHus trusted ARP.

BbinonHuTe komaHay arp trust-monitor enable B pexume KoHdurypaumm nHtepdeinca, 4toobbl
BKMIOYNTE onpefeneHve HagexHoctu ARP. [laHHas yHKUNA BbIKNIOYEHa MO YMOSTYaHUIo.
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2.3.9. IP Guard Ha ocHoBe ARP

2.3.9.1. MprHUKuN paboTbl

Mpw nonyyeHun IP-nakeToB, agpec Ha3HaAYeHMsI KOTOPbIX HEWM3BECTEH, KOMMYTATOP HE MOXET
nepecbinaTtb MX 1, crieqoBaTenbHO, JOMKEH OTNpaBuTb UX Ha LM ana paspelleHus aapecos.
Mpw oTnpaBke 60ONbLIOro KonM4yecTBa Takux nakeTo Ha LI npoueccop 6yaeT neperpyxeH, 4To
NOBNMSIET Ha Apyrue crnyxbbl KOMMyTaTopa.

Mocne BkntoveHus IP Guard Ha ocHoBe ARP, kommyTaTop, nony4yatowwmi nakeTsl 3anpoca ARP,
NnoaCcYMTBLIBAET KOSIMYECTBO MakeToB, B KOTOpbIX IP-agpec HasHavyeHMs nonagaeT B 3Ty 3anuch
ARP. Ecnn 3TO 4nCcno paBHO HAaCTPOEHHOMY 4MCy, KOMMYyTaToOp yCTaHaBnMBaeT 3anucb 00
YCTPOMCTBE B annapaTtHOM obecrneyeHun, Yytobbl obopyaoBaHne He nepenano nakeTbl C 3TUM
IP-agpecom HasHayeHna Ha L. Mo 3aBepweHun paspelleHnss agpeca KoMMyTaTop
npoAdosrKkaeT nepecbinaTtb NakeTsbl ¢ 3TUM IP-agpecom HasHa4veHus.

2.3.9.2. CBsAi3aHHas KOHcurypaums
BknitoueHue IP Guard Ha ocHoBe ARP.

e BbinonHute komaHay arp anti-ip-attack B pexvme rmobanbHon KoHUrypaumm, 4Tobbl
HacTpouTb konnyecTBo |IP-nakeToB Ang 3anycka copoca ARP.

e [lo ymonuaHmo KommMyTaTop OTOpacbkiBaeT coOTBeTCTBYyOLWYO 3anuce ARP nocne
Nony4YeHns Tpex HEU3BECTHbIX OAHOAAPECHBLIX MAKeTOB, COAEPXKaLLMX OOUH U TOT Xe
IP-agpec HasHa4eHus.

2.3.10. NpeobpaszoBaHue 3anpocoB ARP B 3anpocbl ayteHTUdMkaumm VLAN

2.3.10.1. MpuHUMN paboTbl

B pexume ayteHTUMKaumm wnto3sa Bce nogcet B Super VLAN no ymonyanuto ssnstotcs VLAN
ayTeHTudomkaumn. [lonb3oBatenim B ceTu ayTeHTudukaumm VLAN  OOMKHBI  MPOUTH
ayTeHTMdmKaumio onsa goctyna Kk cetu. lNocne ayteHTUMKaummM Ha YCTPOMCTBE cCO3JaeTcs
cratTnyeckasa sanucb ARP. lNoatomMy npu goctyne K ayTeHTUMUUMPOBAHHOMY MOSib30BaTeNto
YCTPOWNCTBY He Hy>XHO oTnpaBnAatb 3anpockl ARP B VLAN ayTteHTuUdukaummn. Ecnm ycTponcteo
NblTaeTca NoNy4nMTb JOCTYN K nonb3osatensam B VLAN ¢ ncknoveHnem ayteHTUdmMKaumm, emy
HYy>XHO oTnpaenATb 3anpockl ARP Tonbko B VLAN ¢ ncknovyeHnem ayteHTumkaumum.

B pexnme ayTeHTUdMKaUMK LWIM03a aTa OYHKUMA BKAKOYEHA Ha YCTPOWMCTBE MO YMOSYaHUIO.
Ecnn ycTponctBy TpebyeTtca [oOCTyn K MOMb30BaTenisiM C  WUCKIOYEHUAMW B cCeTu
ayTeHTudomkaummn VLAN, oTKOuMTE 3TY PYHKLMIO.

2.3.10.2. CBA3aHHasA KOH(urypaums

MpeobpasoBaHue 3anpocoB ARP B 3anpockl ayteHTudunkaumm VLAN.

e 3anyctute KkomaHgy arp suppress-auth-vlan-req B pexume KoHUrypauum
nMHTepdenca, 4Tobbl He oTNpaBnsTh 3anpockl ARP B cetn ayteHTudukaumm VLAN.

o [laHHas OyHKUMS BKIIOYEHA MO YMOSYaHUIO.
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2.4. HacTtpouka
Hactponka OnucaHune n kKomaHaa
BknioyeHnne (ONMUMNOHAIIBHO) Wcnonb3yetcs Ana  BKKOYEHUA  CTaTUYECKOW
ctatndeckoro ARP | npuasku IP-MAC

arp BkntoyeHune ctatuyeckoro ARP
HacTtpowka Monb3oBaTenn MoOryT ykasaTb Tanm-ayT ARP, uHTepBan n Bpems
aTtpubytoB ARP noBTOpHOM nepedadn 3anpoca ARP, a Takke MakcumanbHoe

KONMYECTBO HepaspeLleHHbIx 3anmcen ARP

arp timeout HacTtponka tanm-ayt ARP

arp retry interval Hactporka wHTepBan MOBTOPHON
nepegayn 3anpoca ARP

arp unresolve HacTtpouika MaKcuMMarnbHOro
KonuyecTtea HepaspeLLEeHHbIX
3anuncen ARP

Bkntoyenne trusted | (ONMUMNOHAJIBHO) NcnonbayeTtca ons 3awmTbl oT nogaenkm ARP
ARP

service trustedarp Bkntouenne gosepeHHoro ARP

arp trusted user-vian Bkntoyenne nepeHanpasneHns
VLAN npu gob6aBneHnn goBepeHHoOn
3anvncu ARP

arp trusted aging Bkntouenne [OBEpPEHHOro

yctapeBaHus ARP

arp trusted HacTtpoika eMKoCTM [oBepeHHbIX
3anucen ARP

BknitoyeHune (OMNMUMNOHAINBHO) Wcnonb3yeTcs aona oO6OHapyXeHust KOHMINKTOB
Gratuitous ARP IP-agpecoB M no3BonsieT nepudepuinHbiM YCTponcTBamM OOHOBMSATb
3anvcn ARP
arp gratuitous-send interval BkntoueHne Gratuitous ARP

Bkntovenne Proxy | (ONMUUMOHAJIBHO) Wcnonb3yeTca AOns  BbINONHEHUS  YHKUMK
ARP npospayHoro (proxy) cepsepa Ana oTeeTa Ha 3anpocbl ARP ot
YCTPOWCTB B pasnmyHbIX NOACETAX

ip proxy-arp BkntoyeHune Proxy ARP
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HaCTpOVIKa ARP W
Hactponka OnucaHune n kKomaHaa
BknoyeHve (ONMUMNOHAIIBHO) Wcnonb3yetcs Ons  BbINOSHEHUA  OYHKUNN
npoTtokona  Local | npo3padvHoro (proxy) cepsepa ang oteeTa Ha 3anpockl ARP oT gpyrmnx
Proxy ARP YCTPOWCTB B TOW e nogceTn

local-proxy-arp BkntoyeHnne Local Proxy ARP

Bknioyenve (ONMUMOHAJIIBHO) Wcnonb3yetca Ana  ogHOAAPECHOW PaCChbINKv
onpegeneHuns naketoB ARP-3anpocoB, 4Tobbl yb6eguTbcsa B TOM, YTO MpPaBUSIbHO

HagexHocTn ARP BBeAeHbl 3anucu ARP

arp trusted-monitor enable BkntoyeHne onpeaenexHns
HapexHocTu ARP

BkritoveHme (OMUUOHAINBHO) Wcnonb3yetca Ans npegoTBpalleHust OTrpaBKu
3awmThbl IP- fonbLoro konuyectsa IP-naketos Ha LITM

aZlpecoB Ha OCHOBe

ARP arp anti-ip-attack Hactponka konuudectBa IP-nakeTtoB

Ans 3anycka cépoca ARP

[MpeobpasoBaHue (OMNMUMNOHAINBHO) WNcnonbayetca gnsi Toro, 4Ytobbl He OTNpaBNATb
3anpocoB ARP B | 3anpockl ARP B cetn ayteHTndgpukaumm VLAN

3anpochbl

ayTeHTMDVKaUMY arp suppress-auth-vlan-req MpeobpasosaHne 3anpocoB ARP B
VLAN 3anpocbl ayTeHTUdmkaunmn VLAN

2.4.1. BknroyeHue ctatnyeckoro ARP

2.4.1.1. PeaynbTaT KOH(pUrypaumum

Monb3oBaTenn MOryT BpyYHyH YkasaTb conoctaeneHue IP-MAC, 4tobbl npemoTBpatuTbh
pacno3HaBaHMe YCTPOMCTBOM HeBepHbIX 3anncen ARP.

2.4.1.2. NMpumeyaHunsn

lMocne HacTponkn ctatudeckon 3anucn ARP kommyTtatop L3 3anomuHaeT omsandeckuin nopr,
cootBeTcTBYoWMn MAC-agpecy B cratuudeckon 3anmcu ARP, npexge 4em BbINOMHATb
MapLUpyTM3aumio.

2.4.1.3. dTtanbl KOH(Urypaumum
HacTpoika ctatnyeckux 3anncen ARP.

e  OnuuoHanbHo.

e MoxHo HacTpouTb cTtaTtudeckyto 3anucb ARP ana npusasku |IP-agpeca yctpouctsa
Bocxogswero notoka k ero MAC-agpecy, 4ToGbl npegoTBpaTUTb U3MEHEHMEe
MAC-agpeca, BbidaBaHHOe atakamu ARP.

e Hactporka cratnyeckmx 3anucern ARP npoumsBoantcs B pexume rnobanbHOn
KOHpurypaumu.
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2.4.1.4. NpoBepkKa KOH(pUrypaumm

Bbinonnute komaHay show running-config, 4ytobbl npoBeputb pesynbrtat. Mnu 3anyctute
show arp static, 4Tobbl NpoBepuTb, co3gaHa N Tabnuua kewa cratudeckoro ARP.

2.4.1.5. CBA3aHHble KOMaHAbI

HacTpowka ctatnyeckux 3anncen ARP.

KomaHga arp [vrf name | oob] ip-address mac-address type
Onucanwne vrf name: ykasbiBaeT ob6bekt VRF. lMapameTp name ykasbiBaeT uUMs
napameTpoB obbekta VRF.
00b: HacTpauBaeT cTtatmyeckyto 3anmcb ARP ana Management-nopTa.
ip-address: ykasbiBaeT IP-agpec, conoctaBneHHbin ¢ MAC-agpecom,
KOTOPbIN UMEET YeTbIPEXTOYEYHbIA AECATUYHBIA hopMar.
mac-address: ykasbiBaeT agpec L2, coctosawmm ns 48 out.
type: ykasbiBaeT Tmn wmHkancynsaumm ARP. Ona uHTepdpenca Ethernet
Krnto4eBoe CNoBo arpa
Pexnm Pexwum rnobansHon koHduUrypaumm
KOHUrypauum
BcTpoeHHas KommyTtaTtopa 3anpawmBaeT 48-6utHbin MAC-agpec Ha ocHoBe
noackaska 32-6utHoro IP-agpeca B Tabnuue kewa ARP.

MockonbKy  GOMNbLUIMHCTBO XOCTOB  MNOAOEPXMBAOT  OUHAMUYECKOe
paspeweHne ARP, o6bldHO cTatnyeckoe conoctaeneHne ARP  He
HacTpoeHo. Wcnonb3ynmte komaHgy clear arp-cache pns o4ymcTkm
OnHammyeckmnx 3anmcen ARP

2.4.1.6. Npumep KoHcpUrypaumm

CueHapun Tononoruto cetn (PncyHok 2-1)
OTansbl HacTtponte ctatnuyeckyto 3anmcb ARP Ha B, 4TOObl CTaTM4eCKn CBs3aTb
KOHdourypaumm IP-agpec A ¢ MAC-agpecom.

QTECH(config)#arp 192.168.23.1 001F.CE22.334B arpa
MpoBepka 3anyctute komaHgy show arp static, 4Tobbl 0TOGpPasnTb CTaTUYECKYHO
KOHdourypaumm 3anuncbk ARP.

QTECH(config)#show arp static
Protocol Address  Age(min) Hardware Type Interface
Internet 192.168.23.1 <static> 001F.CE22.334B arpa

1 static arp entries exist
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2.4.1.7. TUNUYHbIE OLLNOKU

HesepHbint MAC-agpec B ctatudeckom ARP.

2.4.2. HacTtpouka atpuoytos ARP

2.4.2.1. PesynbTaTt KOHpUrypaumm

lMonb3oBaTenu MoryT ykasaTb TanM-ayT ARP, uHTepBan 1 Bpems NoBTOPHOW nepeaayn sanpoca
ARP, a Takke MakcMmanbHO€E KONM4YeCcTBO HepaspelleHHbIX 3anncen ARP.

2.4.2.2. dtanbl KOH(Urypaumum

HacTtponka Tanm-ayta ARP.

OnuuoHanbHo.

B nokanbHOM ceTu, ecnn nonb3oBaTesib Yyacto nepexogut B online/offline pexwum,
pekomeHOyeTCcs yCcTaHOBUTbL Manoe BpemMda oxuaaHna ARP  gnsa  yganeHus
HeKoppeKTHbIX 3anucen ARP kak MOXHO ckopee.

Hactponte tanim-ayT ARP B pexume KoHurypaumm nHtepdenca.

HacTtponka nHtepsana v BpemeHn noBTOpHOW nepefayn 3anpoca ARP.

OnuuoHanbHo.

Ecnn ceteBble pecypcbl HeOgoOCTaTOYHbI, PEeKOMeHAyeTCH YCTaHOBWUTb WHTepBan
noBTOpHOWM Nepenayum 3anpoca ARP 6onbLlumm, a Bpems NoOBTOPHOW nepefayn Marbim,
4YTOObI CHM3UTL NOTPebNeHne NPONYyCKHOM CNOCOOHOCTU CETM.

HactponTte wuHTEepBan n BpemMs NOBTOpPHOW nepefayn 3anpoca ARP B pexume
rno6anbHOM KoHdUrypaumn.

HacTtpoika MmakcumanbHOro KonmyecTsa HepaspelueHHbIx 3anucen ARP.

OnuyuoHanbHo.

Ecnun ceTeBbIx pecypcoB HeAOCTATOYHO, PEKOMEHAYeTCs YCTaHOBUTb MaKcumaribHoe
KONMYeCTBO HepaspelleHHblx 3anmcenn ARP, 4Tobbl cHM3MTL NoTpebneHne nomochl
nponycKaHus ceTu.

HacTtponTte makcMmanbHOE KONM4YecTBO HepaspelleHHbiX 3anucen ARP B pexume
rno6anbHOM KoOHUrypaumu.

2.4.2.3. NpoBepka KOHUrypaumum

3anyctute komaHay show arp timeout ansa otobpakeHns Tanm-ayTa BCeX MHTEPEENCOB.

BeinonHuTte komaHay show running-config, 4tobbl 0oTo6pasnTe MHTEPBAI M BpeMsi MOBTOPHOWN
nepeaayn sanpoca ARP, a Takke MakcMMarbHOE KOSIMYECTBO HepaspeLlleHHbIX 3anuncen ARP.

2.4.2.4. CBA3aHHbIe KOMaHAbI

Hactponka tanm-ayta ARP

KomaHga arp timeout seconds

Onucanue seconds: ykasblBaeT BpeMSA OXMAaHusa B CeKyHAaax B AnanasoHe oT 0 go
napameTpoB 2 147 483. 3HayeHne no ymonyanumio: 3600

Pexnm Pexum koHdurypaumm nHtepderica

KOHpurypaumm
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HacTpoitka ARP | www.gtech.ru |
BcTtpoeHHas Tanm-ayT ARP npymeHaeTcsa TONbKO K AUHAMUYECKMM COMOCTaBMEHUSM
rnoackaska IP-MAC. Yem meHblue 3HadveHne ARP timeout, Tem ToyHee Tabnuua

cornocTaeneHus, xpansuiasica B kel ARP, Ho ARP notpebnsiet 6onblue
NpPOMyCKHOM CNOCOBHOCTUN ceTn

HacTpounka nitepsana v BpeMeHu NOBTOPHOU nepeaaym 3anpoca ARP

KomaHga arp retry interval seconds

Onucanwne seconds: ykasblBaeT WHTepBan MNOBTOPHOM Mepedayn 3anpoca ARP B
napamMmeTpos cekynaax B guanasoHe oT 1 go 3600. 3HayeHue no ymonyaxuio: 1

Pexum Pexunm rnobanbHon KoHurypaumm

KOHUrypauum

BcTtpoeHHas Ecnn yctponcteo yacto otnpasnsieT 3anpocbl ARP, n aTto BNuaeT Ha
nogckaska NPON3BOAUTENBHOCTb CETU, MOXHO YCTaHOBUTb Oonee AnuTenbHbIN

WHTepBan MOBTOpHOM nepefaum 3anpoca ARP. Yb6egutecb, 4to 3TOT
WHTepBan He npesblwaeT Tanm-ayT ARP

HacTtpoika makcMmManbHOro KonmyecTsa HepaspelleHHbIX 3anucen ARP

KomaHpa arp unresolve number

Onucanne number: yka3biBaeT MakCMMaribHOe KONMMYeCTBO HepaspeLleHHbIX 3anucen
napameTpoB ARP B gnanasoHe ot 1 go 8192. 3HaueHne no ymonyaHuio: 8192

Pexnm Pexunm rnobanbHon KoHdurypauum

KOHdourypaumm

BcTtpoeHHas Ecnmn B Tabnuue kewa ARP cywectByeT 06onbllOe KONMMYECTBO
noackKaska HepaspeLleHHbIX 3anncen, KoTopble Yepes HEKOTOPOoe BpPeMS OCTalTCH B

Tabnvue, pekoMeHAyeTCs UCNoNb30BaTh 3Ty KOMaHAY ANS OrpaHnYeHns
Konmn4yecTBa HepaspeLLeHHbIx 3anncen ARP

2.4.2.5. Npumep KoHcpUrypaumm

CueHapun Tononoruto cetn (PncyHok 2-1)
STanbl e YcraHoBuTe Bpems oxumpgaHma ARP Ha 60 cekyHo Ha nopte
KOHpurypaumm GigabitEthernet 0/1.

e YcTaHOBUTE WHTEepBan MNOBTOpHOM nepegayn 3anpoca ARP Ha
3 ceKkyH[.

e YcTaHoBUTE BpeMS NOBTOPHOM nepenaym 3anpoca ARP paBHbIM 4.

e YCTaHOBMTE MaKcumarnbHOE KONMYECTBO HepaspeLlUleHHbIX 3anucen
ARP paBHbim 4096
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QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#arp timeout 60
QTECH(config-if-GigabitEthernet 0/1)#exit
QTECH(config)#arp retry interval 3
QTECH(config)#arp retry times 4

QTECH(config)#arp unresolve 4096

MpoBepka
KOHUrypauum

e 3anyctute komaHay show arp timeout, 4ToObl 0TOOpPa3nTb TaimayT
UHTepdenca.
e Buinonnute komaHgy show running-config, 4Tobbl oTO6pa3nTL

WHTepBan u Bpemsa NOBTOpHOM nepefauyn 3anpoca ARP, a Takke
MakCcumarnbHOe KONnM4ecTBO HepaspeLleHHbIX 3anncen ARP

QTECH#show arp timeout

Interface arp timeout(sec)
GigabitEthernet 0/1 60
GigabitEthernet 0/2 3600
GigabitEthernet 0/4 3600
GigabitEthernet 0/5 3600
GigabitEthernet 0/7 3600

VLAN 100 3600

VLAN M 3600

Mgmt 0 3600

QTECH(config)# show running-config
arp unresolve 4096
arp retry times 4

arp retry interval 3

2.4.3. BknroyeHue trusted ARP

2.4.3.1. PeaynbTaT KOH(pUrypaumm

LLnto3 3awmieH ot noaaenkn ARP.

2.4.3.2. dtanbl KOH(Urypaumum

Bkntoumte trusted ARP B pexxume rnobanbHON KoHUrypauum.

2.4.3.3. NpoBepka KOHhUrypaumm

3anyctute komangy show arp trusted, ytobbl 0TO6pasnTb AoBepeHHble 3anucn ARP.
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BbinonHuTte komaHay show running, 4Tobbl NPOBEPUTL, KOHPUTYpaLMIO.

2.4.3.4. CBA3aHHbIe KOMaHAbI

BknroyeHue trusted ARP

Komanpa service trustedarp

Pexum Pexwum rnobanbHon koHUrypaumm

KOHUrypauum

BcTtpoeHHas Trusted ARP — 370 (pyHKUMA 3aumThl OT nogMeHbl ARP
noackaska

BkniouyeHune nepeHanpasneHus VLAN npu go6aBneHum gosepeHHoun 3anucu ARP

KomaHga arp trusted user-vlan vidl translated-vlan vid2

Onucanue vid1l: ykasbiBaeT naeHtudukatop VLAN, HaCTpOEHHbIN Ha cepBepe.
fnapameTpos vid2: ykasbiBaeT naeHTudukaTop neperanpasneHHoro VLAN

Pexnm Pexwum rnobansHon koHdUrypaumm

KOHUrypauum

BcTpoeHHas OTa KkoMaHAa AeNcTBYeT TOMbKO focre BKMYeHus npoTtokona Trusted
NnoAcKa3ka ARP. 3Ta komaHga MOXeT BblTb NPUMEHEHa TOMbLKO B TOM Crly4ae, ecnm

BMpTYyanbHas nokanbHasi CeTb Ha CepBepe OTNNMYaeTcsi OT BUPTyarnbHOM
nokanbHown cetn B 3anucu Trusted ARP

OTob6paxeHue aoBepeHHbIX 3anucen ARP

KomaHga show arp trusted [ip [mask]]

Onuncanne ip: ykasbiBaeTca IP-agpec. Otobpaxatotca 3anncn ARP ans ykasaHHoOro

napameTpoB IP-agpeca. Ecnu ykasaHo kno4yeBoe crnoBo trusted, oTobpaxatroTcs
TONbKO goBepeHHble 3anncu ARP. B npoTuBHOM criyyae oTobpaxaroTcs
3anuncu HegoeepeHHoro ARP.
mask: otobpaxatotca 3anucu ARP B IP-nogceTtu. Ecnu ykasaHo KnoveBoe
cnoeBo trusted, oTobGpaxatTcs TONbKO OoBepeHHble 3anucu ARP. B
NPOTUBHOM Cilydae oTobparkatoTcst 3anucu HegosepeHHoro ARP

Pexnm MpuBnnernpoBaHHbin EXEC pexnm

KOHdourypaumm
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YpaneHue aoBepeHHbIX 3anucen ARP

KomaHga clear arp trusted [ip [mask]]

Onucanwne ip: ykasbiBaetcsa |IP-agpec. Otobpaxatotcsa 3anucu ARP ykasaHHoro IP-

napameTpoB agpeca. Ecnu ykasaHo kntoyeBoe cnoBo trusted, oTob6paxaroTcs TOMNbKO
aoBepeHHble 3anucn ARP. B npoTuBHOM cnyyae oTobpaxatoTcst 3anucm
HepoBepeHHoro ARP.
mask: oTtobpaxatotca 3anucu ARP B IP-nogcetn. Ecnu ykasaHo
KnoyeBoe crnoso trusted, oTobpaxaloTCs TONbKO AOBEPEHHblE 3anucu
ARP. B npotuBHomM crny4ae otobpakatoTcs 3anucu HegosepeHHoro ARP

Pexum MpueunernpoBaHHbin EXEC-pexmm

KOHcpurypaumm

BcTpoeHHas lMocne BbINONHEHWs koMaHdbl clear arp trusted ana yganeHnsa Bcex

nogckaska AoBepeHHbIx 3anucen ARP Ha kommyTaTtope nonb3oBaTenyM MOryT He

nony4vnTb OOCTYN K CeTU.

PekomeHagyeTca wucnonb3oBatb KomaHgy clear arp trusted ip gns
yoaneHusi ykasaHHon gosepeHHon 3anucu ARP

BknioyeHne noBepeHHoro ycrapesaHmsa ARP

KomaHga arp trusted aging

Pexnm Pexum rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas Mocne wucnonb3oBaHUs 3TOW KOMaHObl AoBepeHHble 3anvcn  ARP
noackaska HauMHaT ycTapeBaTb, C age-time TakMM xe, Kak Ona OUHaMUYEeCcKoro

ARP. [1na HacTpoOMKM BpeEMEHU yCTapeBaHWUs MOXHO 3anyCTUTb KOMaHOy
arp timeout B pexxume koHdUrypaumm nHrepdenica

HacTponka emkocT goBepeHHbIX 3anucen ARP

KomaHnga arp trusted number

Onuncanne number: MMHMManbHoe 3HaveHune pasHo 10. MakcmanbHoe Yncno — ato

napameTpos €MKOCTb, nogaepxvBaemasi yCTponctBoM, MnHyc 1024. Mo ymon4yaHuio
MaKcuMMaribHOe KOJSIM4eCcTBO AOBEPEHHbIX 3anncenn ARP paBHO NonoBuHe
obuen emkocTn 3anncen ARP

Pexnm MpuBnnernpoBaHHbin EXEC-pexnm

KOHpurypaumm
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BcTtpoeHHas UToObl 9Ta KOMaHAa cTtana AoCTynHa, cHadana Bknwoudnte Trusted ARP.
NnoAcCKaska [doBepeHHble 3anmcn ARP v gpyrne 3anvcu COBMECTHO MCMOMb3yHT

onepaTtuBHyto NnamaTb. Ecnu goeepeHHble 3anvcn ARP 3aHMMaloT MHOro
MecTa, MOXEeT He ocTaTbCA MecTa And auHamumdeckux 3anucen ARP.
3apanite konuyecTtBo 3anucent ARP B cooTBeTCTBMN C HEOOXOAMMOCTLIO.
He 3apaBanTe cnuwkom 6onblLUoe 3HaYeHne

2.4.3.5. NMpumep KoHcuUrypaumum

CueHapui Tononorusa cetn (PucyHok 2-1)

OTanbl KoHUrypaumm e Bkniounte Trusted ARP.
e Bkniounte nepenHanpasnexHme VLAN.
e Bkniounte yctapeBaHue Trusted ARP.

e YcTaHOBUTE MaKcMmarnbHOe Konum4yecTtBO 3anucen Trusted
ARP pasHbiM 1024

QTECH(config)#service trustedarp

QTECH(config)#arp trusted user-vlan 2-9 translated-vlan 10
QTECH(config)#arp trusted aging

QTECH(config)#arp trusted 1024

MpoBepka e Bouinonunte «komangy show running-config, 4TOGbI
KOHdourypaumm NPOBEPUTb KOHMUIypaLnio

QTECH(config)# show running-config
service trustedarp
arp trusted user-vlan 2-9 translated-vlan 10

arp trusted aging arp trusted 1024

2.4.3.6. TUNUYHbIE OLLNOKU

Ecnu trusted ARP oTkntoyeH, HasHayeHus 3anmcenn ARP HEBO3MOXHO.
2.4.4. BknroyeHue Gratuitous ARP

2.4.4.1. PeaynbTaT KOH(Urypaumm

NHTepdenc nepuognyeckn otnpaeBnsaeT HesanpolweHHble nakeTsl ARP.

2.4.4.2. dtanbl KOH(Urypaumum

e  OnuuoHanbHo.

e Korga kommyTaTOp BbICTyNaeT B KAYECTBE LUM03a, BKIUNTE B MHTepderice Gratuitous
ARP, 4yTo6bI ApyrMe nonb3oBaTeny He MOrMKU NoABEPrHyTbCa NnogmeHe ARP.

e Bknounte Gratuitous ARP B pexxmme koHurypauum nHtepgenca.
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2.4.4.3. NpoBepka KOH(pUrypaumm

3anyctute komaHgy show running-config interface <name>, 4to6bl NPOBEPUTL, YCNELLHO N
BbIMOMHEHa KOHUrypaums.

2.4.4.4. CBA3aHHble KOMaHAbI

BkntoueHue Gratuitous ARP.

KomaHga arp gratuitous-send interval seconds [number]

Onucanwne seconds: ykasblBaeT uHTepBan gns otnpasku Gratuitous ARP 3anpocos.

napameTpoB EovHnua namepenns - cekyHabl. [JuanasoH sHavyeHun ot 1 go 3600.
number: ykasbiBaeT KONMYECTBO OTNpaBneHHbIX Gratuitous ARP 3anpocos.
3HauveHue no ymonyanuto: 1. JuanasoH 3HavyeHmmn ot 1 go 100

Pexum Pexum koHdurypaumm nHtepderica

KOHUrypauum

BctpoeHHas Ecnu ceTeBor nHTepeinc ycTporicTea BbICTyNaeT B KAYeCTBeE LUM3a Ans

nogckaska nocnenyrLwmx yCTPOWUCTB, HO YCTPOMCTBO, PAaCMOSIOKEHHOE HWKe Mo

NOTOKy, NpPeTeHOQyeT Ha pofib LWM03a, BKAYMTE Ha WHTepdence
Gratuitous ARP, 4To6bl gaHHOE YCTPONCTBO 06bABMUIIO cebsi HACToALNM
LLUNHO30M

2.4.4.5. Npumep KoHcpUrypaumm

CueHapun Tononorusa cetn (PucyHok 2-1)
OTansbl Hactponte untepdenc GigabitEthernet 0/0 Ha otnpaBky Gratuitous ARP
KOHdourypaumm naketa Kaxgble 5 cekyHz

QTECH(config-if-GigabitEthernet 0/0)#arp gratuitous-send interval 5
MpoBepka BbinonHute komaHagy show running-config interface, 4tobbl NnpoBepuUTb
KOHpurypaumm pesynbtat
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QTECH#sh running-config interface gigabitEthernet 0/0

Building configuration...

Current configuration : 127 bytes
!

interface GigabitEthernet 0/0
duplex auto

speed auto

ip address 30.1.1.1 255.255.255.0

arp gratuitous-send interval 5

2.4.5. Bknro4yeHue Proxy ARP

2.4.5.1. PeaynbTaT KOH(pUrypauum

YCTpOWNCTBO BbICTYMNAET
nonb3oBaTtenen.

2.4.5.2. NpumeyaHuns

B kayecTtBe Proxy ARP ans oteeTa Ha nakeTbl ARP-3anpocoB oT Apyrmx

Mo ymonyaxuio npotokon Proxy ARP OTKNIOYEH.

2.4.5.3. dTtanbl KOH(Urypauum

e  OnuuoHarnkeHo.

e Ecnu nonbsoBatento 6e3 uHMoOpmMauum O MapLipyTe HeobxoAuMMO MosyyYuTb
MAC-agpeca IP-nonb3oBaTtenien B Apyrux nogcetax, BkoumMTe npotokon Proxy ARP
Ha YCTpOWCTBE, 4YTOObl YCTPOMCTBO MOIMO BbIMNOSHATE POfib MPO3PaYHOro (proxy)
cepBepa ans otrnpasky otBeToB ARP.

e  Bkntounte Proxy ARP B pexume KOHpurypaumm nHtepdenca.

2.4.5.4. NMpoBepka KOHUrypaumum

3anyctute komaHgy show ip interface <name>, 4Tobbl NpoBEpPUTL pesynbTarT.

2.4.5.5. CBA3aHHbIe KOMaHAbI

BkntoyeHne Proxy ARP.

KomaHpga

ip proxy-arp

Pexnm koHdurypaumm

Pexnm koHdurypaumm nHtepdenca
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2.4.5.6. NMpumep KoHcuUrypauum

CueHapun Tononorusa cetn (PucyHok 2-1)
OTansbl Bkntounte Proxy ARP Ha nopTe GigabitEthernet 0/0
KOHUrypauum
QTECH(config-if-GigabitEthernet 0/0)#ip proxy-arp
MpoBepka BeinonHute komaHay show ip interface, 4ytobbl NnpoBepuTb pesynbTat
KOHUrypauum

QTECH#show ip interface gigabitEthernet 0/0

GigabitEthernet 0/0

IP interface state is: DOWN

IP interface type is: BROADCAST

IP interface MTU is: 1500 IP address is:
No address configured

IP address negotiate is: OFF

Forward direct-broadcast is: OFF

ICMP mask reply is: ON

Send ICMP redirect is: ON

Send ICMP unreachable is: ON

DHCP relay is: OFF

Fast switch is: ON

Help address is: 0.0.0.0 Proxy ARP is: ON

ARP packet input number: 0

Request packet :0

Reply packet :0

Unknown packet :0

TTL invalid packet number: 0

ICMP packet input number: 0

Echo request :0
Echo reply :0
Unreachable :0
Source quench :0
Routing redirect :0
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2.4.6. BknroyeHue npotokona Local Proxy ARP

2.4.6.1. PesynbTaTt KOHUrypaumm

YcTponcTtBo BbicTynaeT B kadecTBe Local Proxy ARP anst otBeta Ha naketbl ARP-3anpocos ot
ApYyr1x nonb3oBaTtenen B TOW Xe NnoaceTu.

2.4.6.2. NpumeyaHus

MpoTtokon Local Proxy ARP nogaepxunsaeTtca Toneko B SVI.

2.4.6.3. dTtanbl KOH(Urypauum

e  OnuuoHarnbHo.

e Ecnn nonb3oBaTtenb, NOAKMOYEHHbLIA C UCMNOMb30BaHMEM U30NALUN NOPTOB, AOIMKEH
YCTaHOBUTb CBA3b C nonb3oBatenamm B cetu VLAN, Bknwouute Ha yCTponcTBE
npotokon Local Proxy ARP.

o Bknounte Local Proxy ARP B pexume koHdUrypaumm nHrepderica.

2.4.6.4. NMpoBepka KOHUrypauum

3anyctute komaHay show run interface <name>, 4ToObl NPOBEPUTL pe3ynbTar.

2.4.6.5. CBA3aHHbIe KOMaHAbI

BkntoveHune npotokona Local Proxy ARP.

KomaHga local-proxy-arp
Pexnm Pexnm koHdurypaumm nHtepdenca
KOHdourypaumm

2.4.6.6. Npumep KoHcpUrypaumm

CueHapun Tononorusa cetn (PucyHok 2-1)
OTansbl Bkntounte npotokon Local Proxy ARP Ha untepdence VLAN 1
KOHdourypaumm

QTECH(config-if-VLAN 1)#local-proxy-arp
MpoBepka BbinonHute komaHgy show running-config interface vlian 1, 4tobbl
KOHoUrypauum NpOBEPUTL pe3ynbTaTt
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QTECH#show running-config interface vlan 1

Building configuration...

Current configuration : 53 bytes

interface VLAN 1
ip address 192.168.1.2 255.255.255.0 local-proxy-arp

2.4.7. Bknro4yeHue onpepeneHna HagexHoctu ARP

2.4.7.1. PesynbTaT KOHpUrypauum

BknitoyaeT onpenenexHve HagexHoctn ARP. Ecnu yCcTpoMCTBO, noflyyarwllee nakeT 3anpoca
ARP, He HaxoguT COOTBETCTBYIOLLYK 3anucb, oHO BbinonHaeT NUD. Ecim MAC-agpec B
cyulecTtBylowen anHamudeckonm 3anncu ARP OBHOBMEH, YCTPOMCTBO HEMEASIEHHO BbIMOSHAET
NUD gna npegotepaweHus atak ARP.

2.4.7.2. NMpumeyaHus

MockonbKy aTa yHKUuMA gobasnseT CTporyto npoueaypy noaTBeEPXAeHUs B Npouecc obyyeHns
ARP, oHa BnusieT Ha adppekTnBHOCTL 06yveHnsa ARP.

2.4.7.3. dTtanbl KOH(Urypauum

e  OnuuoHankeHo.

o Ecnu tpebyetca obydeHne 3anmcam ARP, BkniouuTe Ha yCTPOWCTBE onpegereHve
HagexHocTn ARP. Ecnu yctponcTtey, nonyyatowemy naket 3anpoca ARP, He yaaeTcs
HaWTW COOTBETCTBYIOLLYI 3anucb, HeobxoauMO OTMpPaBUTb MNakeT OAHOaAPECHOro
3anpoca ARP, 4Tobbl NpoBepuTh, CYLLECTBYET S O4HOPAHIOBbIA KOHEYHbIN y3en. Ecnn
ha, ycTpomcteo 3arnomuHaeT 3annce ARP. B NpoTMBHOM crydae YCTPOWUCTBO He
3anomuHaeT 3anucb ARP. Ecnu MAC-agpec B 3anucn ARP nameHsieTcs, yCTpomncTeo
HemeaneHHo BbINoHUT NUD ans npegotepalleHus nogaenkm ARP.

o  BkntounTe onpenenerHune HagexHocTn ARP B pexnme KoHurypaumm nHtepdenca.

2.4.7.4. NpoBepka KOHUrypaumm

3anyctute komaHay show running-config interface <name>, 4ToGbI NPOBEPUTL pe3yrbTarT.

2.4.7.5. CBA3aHHbIe KOMaHAbI

BkritoueHne obHapyxeHus goBepeHHocTn ARP.

KomaHga arp trust-monitor enable
Pexnm Pexum koHdurypaumm nHtepdenca
KOHpurypaumm
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BcTpoeHHas e Bkmounte a1y dyHkumo. Ecnu cooTBeTcTBytowas 3anvcse ARP
noackaska cywecteyeT n MAC-agpec He OGHOBNSIETCS, YCTPOWCTBO He

BbinonHsaeT NUD.

e Bxnounte a3ty dyHkumio. Ecnu MAC-agpec cyliecTByoLLEN
AnHammndeckon 3anmcn ARP o6HOBNEH, YCTPOMCTBO HEMEASIEHHO
BbinonHsieT NUD.

e [locne oTKNOYEHNa 3TOM OYHKLMK YCTPOUCTBO HE BbIMOMHAET
NUD ans oby4eHus nnm obHoeneHus 3anncen ARP

2.4.7.6. Mpumep KoHcuUrypauumn

CueHapui Tononorusa cetn (PucyHok 2-1)
ST1ansbl Bkntounte onpegenexue HagexHoctn ARP Ha nopTe GigabitEthernet 0/0
KOHcpurypawmm

QTECH(config-if-GigabitEthernet 0/0)#arp trust-monitor enable

MpoBepka 3anyctute komaHgy show running-config interface, 4tobbl NpoBepUTL
KOHUrypauum pesynbTat

QTECH#show running-config interface gigabitEthernet 0/0
Building configuration...

Current configuration : 184 bytes

!

interface GigabitEthernet 0/0

duplex auto

speed auto

ip address 30.1.1.1 255.255.255.0

arp trust-monitor enable

2.4.8. Bknro4veHune 3awutbl IP-agpecoB Ha ocHoBe ARP

2.4.8.1. PesynbTaT KOH(Urypaumm

Korga npoueccop nony4vyaeTt ykaszaHHOe KONIMYeCTBO MakeToB, B KOTOPbIX IP-agpec HasHaveHns
npucytcteyeT B 3anucax ARP, Bce naketbl ¢ atum IP-agpecom HasHaueHus He OyayT
oTnpasneHsbl Ha LM Bnocneacteum.

2.4.8.2. dtanbl KOH(Urypauum

e  OnuuoHanbHo.

e [lo ymon4aHuio, yCTaHOBNEHO 3HAYeHWe TpU HEeU3BECTHbIX OAHOAAPECHbIX NakeTa.
Monb3oBaTenu MOryT BbIMNOMHUTL 3Ty KOMaHAY, YTOObl HACTPOUTL KONMYECTBO NakeToB
Ans 3anycka cépoca ARP. Monb3oBaTtenu Takke MOryT OTKIIOUNTb 3Ty PYHKLMIO.

e HactponTte IP-3awmnty Ha ocHoBe ARP B pexnme rnobanbHOn KOHUrypaumm.
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2.4.8.3. NpoBepka koH(pUrypaumum

Bbinonnute komaHgy show running-config, 4Tobbl NpoBepuTL pe3ynbTar.

2.4.8.4. CBA3aHHble KOMaHAbI

BkntoyeHne 3awmtbl IP-agpecos Ha ocHoBe ARP.

KomaHga arp anti-ip-attack num
Onucanwne num: ykasbiBaeT kKonmyectBo IP-naketoB ans 3anycka cbpoca ARP.
napameTpoB [unana3oH 3HaueHur ot 0 go 100.
0 ykasblBaeT Ha T0, YTO IP-3awmTa Ha ocHoBe ARP oTkntoveHa. 3HayeHne
no ymornyanuio: 3
Pexum Pexum koHdurypaumm nHtepderica
KOHcpurypaumm
BcTpoeHHas Ecnn annapaTHbIX pecypcoB 4OCTAaTOYMHO, BbIMNOMHUTE KOMaHgy arp anti-
nogckaska ipattack num, 4TOGbLI ycTaHOBUTHL KonuyecTBo IP-nakeToB Ans 3anycka

cbpoca ARP Ha Hebonblwoe 3HayeHve. Ecnm annapaTHbIX pecypcos
HeLoCTaToOYHO, BbIMOMHUTE KOMaHAy arp anti-ip-attack num, 4Tobbl 3agaTb
bonbwoe konunyectBo |P-naketoB Ansg 3anycka cbpoca ARP, wunu
OTKINIOYMTE 3TY PYHKLMIO

2.4.8.5. Npumep KoHcpUrypaumm

CueHapun Tononorusa cetn (PucyHok 2-1)

ST1ansbl Bkrtounte 3awmty IP Ha ocHoBe ARP Ha B.

KOHGUrypaLmu QTECH(config)#arp anti-ip-attack 10

MpoBepka BbinonHute komaHgy show running-config, 4tobbl NpoBepUTL pe3ynbTaT
KOHdourypaumm

QTECH#show running-config
Building configuration...
Current configuration : 53 bytes

arp anti-ip-attack 10

2.4.9. MNpeob6paszoBaHue 3anpocoB ARP B 3anpocbl ayteHTUnkaumm VLAN

2.4.9.1. PesynbTaT KOH(Urypaumm

YcTponcTBo He oTnpaBnsgeT nakeTol 3anpoca ARP B ceTn ayteHTuumkaumm VLAN.

2.4.9.2. NMpumeyaHuns

OT1a (byHKUMA NoAAepKMBAETCA TONbKO Ha SVI.
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2.4.9.3. dtanbl KOH(Urypauum

e  OnuuoHarnbHo.

o B pexume ayteHTUdUKaLMK LWLHO3a YCTPOMUCTBO MO YMOYAHWUIO HE OTNPaBnseT NakeThbl
3anpoca ARP B cetun ayteHTudumkaumm VLAN. Ecnu ycTtponctsy Heobxoammo
oTnpaBuTb NakeTbl 3anpoca ARP B ceTn ayteHTudmkauum VLAN, BbINOAHUTE KOMaHAy
no arp suppress-auth-vlan-req, 4to6bl OTKMIOYNTL 3TY PYHKLMIO.

o  BhbInonHuTe 3Ty HACTPOKKY B pexxmmMme KoHdUurypaumm nHtepdenica.

2.4.9.4. NpoBepka KOH(pUrypaumm

3anyctute komaHay show run interface <name>, 4ToObl NPOBEPUTL pe3ynbTar.

2.4.9.5. CBA3aHHble KOMaHAbI

MpeobpasoBaHune 3anpocoB ARP B 3anpockl ayTeHTudukauum VLAN.

KomaHga arp suppress-auth-vlian-req
Pexunm Pexum koHdurypaumm nHtepdenca
KOHUrypauum

2.4.9.6. Npumep KoHcpUrypaumum

CueHapun Tononorusa cetn (PucyHok 2-1)
OTansbl Otkntounte mHTepdenc VLAN 2 ot nepegaudm 3anpocoB ARP B cetu
KOHdourypaumm ayTeHTudmkaumm VLAN.

QTECH(config-if-VLAN 2)#no arp suppress-auth-vlan-req
MpoBepka 3anyctute komaHgy show running-config interface <name>, 4TOOGbI
KOHUrypauum npoBepuTb pesynbTat

QTECH#show running-config interface vlan 2

Building configuration...

Current configuration : 53 bytes

interface VLAN 2
ip address 192.168.1.2 255.255.255.0

no arp suppress-auth-vlan-req

2.5. KoHTponb cocTosiHus

2.5.1. OuncTkKa

BbInonHeHne koMaHg clear MoXeT NPUBECTU K NOTEPE BAXKHOW MHAOPMaLMK U, CriefoBaTenbHO,
npepbiBaHWIO paboTbl Cyxo6.
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OnucaHue KomaHga

Ounwaetr auHamumyeckne ARP-3anvcn. B pexume | clear arp-cache
ayTeHTUMKaumMm Wwn3a guHammyeckme s3anucn ARP
B ceTax ayTeHTuumkaumm VLAN He ouuwatoTcs

2.5.2. OToGpaxeHune

OnucaHue KomaHga

OtobpaxaeT Tabnmuy ARP B | show arp [detail] [ interface-type interface-number | [vrf

nogpobHom Buae vrfname] [ip [mask] | mac-address | static | complete |
incomplete ]

OtobpaxaeT Tabnuuy ARP show ip arp [ vrf vrf-name ]

OTtobpaxaeT Tabnuuy show arp [detail] trusted [ip [mask]]

noBepeHHbIX ARP

OTtobpaxaeT cyeTumk show arp counter
3anucen ARP

OtobpaxaeT TanmayT show arp timeout
anHammyeckmx 3anmcen ARP

2.5.3. OTnapka

CucTeMHble pecypcbl UCMOMb3YTCA ANS BbiIBOAA OTNag0YHOM MHopmauun. [MoaTomy,
OTKINIOYNTE OTNaaKy cpasdy nocne Mcnosib30BaHus.

OnucaHue KomaHaa

BkrnitoyaeT oTnagky debug arp
OTNPaBKN N NOSyYeHNs
naketos ARP

BkritoyaeT oTnagky debug arp event
co3daHusa 1 yganeHus
3anucen ARP
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3. HACTPOUKA IPV6
3.1. O630p

Mo mepe ObicTporo pas3puTUs WMHTepHeTa M ucYepnaHuMs agpecHoro npoctpaHcTea [Pv4,
orpaHunyeHust IPv4 ctaHoBsTcs Bce Gonee oyeBuaHbiMU. B HacTosiee Bpems npoBeaeHO
MHOXECTBO UCCNe0oBaHUN MU NPakTUK NO UHTEPHET-NPOTOKOMY cneaytolero nokonexus (IPng).
Pabouas rpynna IPng B coctaBe rpynnbl paspaboTynkoB no npoektupoBaHuio MHTepHeTa (IETF)
paspaboTtana npotokon IPng ¢ nmeHem IP Bepcun 6 (IPv6), koTtopbin onucaH B RFC 2460.

3.1.1. OcHOBHbI€e (pyHKLUMN
Bonble agpecHoe NPOCTPaHCTBO

Mo cpaBHeHuto ¢ 32-6uUTHLIM agpecom IPv4 anuHa agpeca IPv6 yBenuumsaetca oo 128 owur.
Takum o6Gpa3om, agpecHoe MpoCTpaHCTBO MMeeT okoro 2!28 appecos. IPv6 wucnonbayet
nepapxmyecknin pexmMm pacrnpegeneHns agpecoB ANS MNOAAEPXKKM HasHayveHust agpecoB
HEeCKOJbKNX noaceTen n3 oCHoBHOW ceT VIHTepHeT B NOACETb UHTpPaceTu.

YnpoueHHbIn oopmaT 3aronoBKa nakeTta

lMocKonbKy MpMHUMN NPOEKTUPOBaHMS 3arofioBka naketa IPv6 3akntodaetcsa B MUHMMU3ALUM
N3OepXeK 3arofioBka nNakeTa, HEKOTOPble HEeKM4YeBble NOMAs WM AOMNOMHUTENbHbIE NONS
yaanstoTCa U3 3aronioBka nakeTa B paclUMPEHHbIN 3arofloBok naketa. oaTomy, xoTa AnvHa
IPv6-agpeca B 4YeTblpe pasa npesbiwaeT anuHy IPv4agpeca, 3aronosok naketa IPv6 Bcero
BABoe Oonblie 3aronoBka naketa IPv4. 3aronosBok naketa IPv6 genaeTr nepecbiniky Ha
ycTponcTtBax 6Gonee addekTuBHon. Hanpumep, npu OTCYTCTBUM KOHTPOSIbHOM CyMMbl B
3aronoBke naketa IPv6 yctponctsy IPv6 He Hy>xHO obpabaTtbiBaTh oparMmeHThl (pparmeHTaums
BbINONIHAETCH MHULNATOPOM).

AdpekTMBHAA nepapxuyeckasa agpecaums U CTPyKTypa MapLupyTU3aumm

IPv6 ncnonb3yeT MexaHu3M KOHBEPreHuun U onpeaensieT rmbkyio nepapxmyeckyto agpecawmio
N CTPYKTYpy Maplipytu3aumu. Heckonbko ceTelh Ha OOHOM YpOBHEe MNpeacTaBrieHbl B Buae
eaMHOro CeTeBOro npedukca Ha BOCXOASLLEM YCTPOMCTBE, YTO 3HAYMTENbHO CcokpallaeT
KONMUYECTBO 3anuceill mMapLipyTusaumm, obcnyxuBaemMbix YCTPOMCTBOM, a Takke HaknaaHble
pacxofbl Ha MapLUPyTM3aLMO U XpaHEHUE YCTPOMCTBA.

MpocToTta ynpaBneHus: Plug and Play (PnP)

MpoTtokon IPv6 npepoctaBnseT oyHKUUM aBTOMaTMYeCKOro OOHapy>KeHns U aBToMaTU4EeCKOM
HaCTPOVKM ANS YNpOLWeHUs ynpaBneHus M oBCnyxuBaHus ceTeBbiX Yy3nos. Hanpuwmep,
obHapyxeHune cocegen (ND), obHapyxenne MTU, obbseneHns mapwpyTtusatopa (RA),
3anpocbl mapwpyTtusdatopa (RS) u TexHonormn aBTomMaTUYECKOM HACTPOMKW NpenoCTaBrsioT
conyTtcTBytowme yenyrn gna PnP. B yacTtHocTn, IPV6 npeanaraet gsa Tuna aBToOMaTUYeCcKOMn
HaCTPOMKX: aBTOHACTpPOMKa C COXPaHEHMEM COCTOSAHMS U aBTOHACTponka 6e3 coxpaHeHus
coctosiHusa. B IPv4 npotokon amHamudeckon koHdurypauum xocta (DHCP) BbinonHsieT
aBTOMaTMYECKY0 HacTponky IP-agpeca xocTa u cBA3aHHbIX C HAM NapaMeTpoB. IPv6 HacneayeT
3Ty cnyxby aBTOomMaTudeckon HacTponkum wu3 |IPv4 un HasbiBaeT ee aBTOHACTPOMKOW C
oTcnexuBaHnem coctosiHnsa (cm. DHCPvB). Kpome Toro, IPv6 Takke npegnaraeTt ycnyry
aBTOMaTM4eCKON HACTPOWKM 6e3 coxpaHeHUst COCTOSIHMSA. [pn aBTOMaTUYECKON HaAcTpolke 6e3
COXpaHEeHUs COCTOSIHUSA XOCT aBTOMAaTMYeCK/ NonyvaeT fokanbHbI agpec KaHana, npedukc
aZpeca nokanbHOro yCTponCcTBa M Apyrve CBA3aHHble KOHUrypaumm.

Be3onacHocTb

B kayecTBe OONONHUTENBLHOrO NpoTokona pacwuperns IPv4 npotokon IPSec (Internet Protocol
Security) aBnaeTtca yactbto npotokona IPv6 ans obecneyerns 6esonacHoct naketos IPv6. B
HacTodwee Bpems npotokon |IPv6 comepxuT ABa MexaHu3ma: 3arofioBOK ayTeHTudukaumm
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(Authentication Header, AH) 1 nHkancynMpoBaHHas nonesHas Harpyska cuctembl 6e€30nacHoOCTU
(Encapsulated Security Payload, ESP). 3aronoBok ayteHTudwukauum obecneunsaeT
LEenoCTHOCTb AaHHbIX U ayTeHTuduumpyeT IP NCTOYHMKOB NakeToB, YTOObl rapaHTUpPOBaTh, YTO
nakeTbl NPOUCXOAAT OT Y3roB, OnpedeneHHbIX agpecamu ucTovHuka. ESP obecneunBaet
WwndppoBaHMe OaHHbIX AN peanu3aunm CKBO3HOro LWndypoBaHuUS.

YnyJyweHHas nopgaepxka QoS

HoBoe none B 3aronoBke naketa IPv6 onpegensietr cnocob vaeHtTudmkaumm n obpaboTkm
notokoB pAaHHbIX. [lone Flow Label B 3aronoeke naketa IPv6 wucnonb3yetca Aang
ayTeHTudmkaumm notoka AaHHbIX. Mcnonb3yst ato none, IPv6 no3sonseT nonb3oBaTensm
npegnaratb TpeboBaHWS K KayecTBYy CBA3U. YCTPOMCTBO MOXET uaeHTuduumpoBaTb BCe
nakeTbl, NpUHagnexawme onpegeneHHoOMy MOTOKY [OaHHbIX, Ha OCHOBE 3TOr0 MNond u
obpabaTbiBaTb 3TN NakeTbl B COOTBETCTBUM C TpeOOBaHUAMM NONb3oBaTeNS.

HoBbIn npoTokon Ansa B3aMmMoaencTBUA C COCeAHUM Y3NOM

MpoTokon obHapyxeHua cocegHux ysnos IPv6 (NDP) ucnonb3yet ceputo nakeToB NpoToKona
coobueHnn ynpaesnerus VHtepHetom Bepcum 6 (ICMPV6) ana peanusauum MHTEPaAKTUBHOMO
ynpasrneHns cocegHnMn ysnamu (y3namm no ogHomy kaHany). IPv6 ncnonedyet NDP-nakeTbl u
appekTmBHble ND-nakeTbl MHOroagpecHoOn/ogHOAApPECHOW PacCbIKM  BMECTO NaKeToB
obHapyxeHns MaplipyTmsatopa C MPOTOKOSIOM paspelleHuss aapecoB Ha  OCHOBe
LuMpokoBellaTenbHon paccbinku (ARP) 1 npoTtokonom ynpasneHus cooblieHnamm sepcum 4
(ICMPv4).

PacwupsaemocTtb

Bnarogaps Bbicokon pacwmpsemoctn pyHkuumn IPv6 moryT 6biTb Ao6aBreHbl B pacLUMPEHHbIV
3arofioBoK nakeTta nocrie 3aronioska naketa IPv6. B otnunuune ot IPv4, 3aronosok naketa IPv6
MOXeT nogaepxusatb 6onee 40 6ant napameTpos. [nda nakeTta IPv6 gnvHa paclumpeHHOro
3arofioBka nakeTa orpaHMyeHa TONbKO MakcumaribHbIM KONMYEeCTBOM BanT B nakeTe.

3.1.1.1. NMpoToKosnbl U CTaHAAPTbI

o RFC 4291 — apxuTtekTtypa agpecauum IP Bepcum 6.

o RFC 2460 — cneumndukaums HTEpPHeT-NpoTokona, Bepcus 6 (IPv6).

o RFC 4443 — npotokon ICMPv6 gns npotokona NHTepHeTa Bepcum 6 (IPv6).

e RFC 4861 — obHapyxeHue cocegen ans IP sepcum 6 (IPv6).

e RFC 4862 — aBTomaTu4deckas HacTpoika IPv6-agpeca 6e3 coxpaHeHUs1 COCTOSIHUS.
¢ RFC 5059 — uckntoveHune 3aronoBkoB mMmapLipyTtusaumm tmna 0 B IPV6.

3.2. MpumeHeHne

MpumeHeHune OnucaHue

Cesasb Ha ocHoBe agpecoB | [1ea K obmMeHMBaOTCA AaHHLIMW OPYT C OPYrOM C MOMOLLbIO
IPv6 agpecos IPv6

3.2.1. CBa3b Ha ocHoBe agpecoB IPv6

3.2.1.1. CueHapum

Kak nokasaHo Ha PucyHke 3-1, y3en 1 u y3en 2 obmeHMBalOTCA AaHHbIMW ApYyr C APYrOM C
nomoLubto agpecos IPV6.
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2000 : :2/64
Lnt3 2000 : : 1

1000 : :2/64
Wn3 1000 : : 1

PucyHok 3-1.

3.2.1.2. OnucaHue

XOCTbl MOTMyT MCMONb30BaTh PEXMM aBTOMaTMYECKOW HacTpoukum agpeca 6e3 coxpaHeHus
COCTOSIHUA WUNN HasHaveHue agpeca no DHCPv6. Mocne HacTponku agpecoB y3rfbl MOTYT
obmeHuBaTbCs AaHHBIMW APYr C APYroM C NoMoLlbto agpecos IPv6.

3.3. KnoyeBble 0COOEHHOCTU

3.3.1. O630p

PyHKLUMA

OnucaHue

dopwmaT agpeca IPv6

dopmart IPv6-agpeca genaet IPv6 6onee KpynHbIM agpecHbIM
npoctpaHcTBOM ©n  ©onee mmMbKMM  NpeacTaBUTENBCKAM
NoAXoA0M

Twun agpeca IPv6

IPv6 onpegenseT ceTeBble NPUMOXEHMS] HA OCHOBE apecoB

dopmaT 3aronoBka nakerta

IPv6

IPv6 ynpolwiaeT (puKCMpoOBaHHbIE U paCLUMPEHHbIE 3aroSfiIoBKM
nakeToB Ans MOBbIWEHUA 3deKTnBHOCTN 0BpaboTkn wu
nepechbIfikM NakeToB AaHHbIX YCTPOMUCTBA

IPv6 PMTUD (Path MTU
Discovery)

XOCT guHaMmmnyeckn obHapyXmBaeT n HacTpaneaeT pasmep MTU
Ha NyTW nepegayvv AaHHbIX, SKOHOMSA pecypCbl MapLipyTu3aTopa
1 nosblwasn acdekTnBHOCTL ceTn IPv6

OOHapyxeHue coceen

IPv6

OyHkumm  ND  BkmtovyaloT obHapykeHne MapLupyTusaTopa,
obOHapyxeHne npedgukcoB, obOHapyxeHMe napamMeTpoB,
aBTOHACTPOWKY agpeca, paspelweHne agpeca (Hanpumep,
ARP), onpegenenune crniegywouwero nepexoga, obHapyxeHue
HegocTynHocTM cocegHero y3na (NUD), oGHapyxeHne
ayénuvpyowmxces agpecos (DAD) n nepeHanpasneHune

MapLipyT uncrtodnuka |IPv6
(IPv6 Source Routing)

OTa (pyHKUMS UCNOoNb3yeTcst AN YKa3aHUs NMPOMEXYTOYHbIX
y3MOB, 4epe3 KOTopble MakeT MpoxoauT MO NyTW K agpecy
HasHayeHunss. ATo aHanormdyHo onuusam |Pv4 loose source
routing u loose record routing

(@ arecy
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DPyHKUUA OnucaHue

OrpaHnyeHune ckopocTu | OTa dyHKUmMA npegoTBpalLaet DoS-aTaku
oTnpaBku cooblieHnn ob
owubkax ICMPv6

OrpaHuyeHve  nepexofa @ OTa yHKUMA NpenoTepallaeT 6ecnonesHyo 0aHoaapecHyHo
1Pv6 nepenady NakeToB Mo CEeTU U NOTepto NPOMYCKHOW CNOCOGHOCTH
ceTu

[Mpeobpa3soBaHune n3 | B pexvme ayTeHTU(DMKaumMM WNO3a yCTPOMUCTBO He nepegaet
otnpaskn naketoB NS B | nakeTbl NS B ceTu ayTeHTudmkauum VLAN
cetun ayTeHTMdumKaumm
VLAN

Wno3 no ymonyanumo B | LUN03 no ymonyaHuio HacTpoeH B UHTepdhence ynpaBneHus
nHTepderice yNpaBneHns | gnsi  cosgaHus Maplupyta Mo yMON4YaHui  Ans  9TOro
nHTepdenca

3.3.2. ®opmaT agpeca IPv6

Agpec IPv6 npeactaeneH B dopmaTte XXXXXXX:X: XX, rae X — 370 4-3Ha4vHoe
LecTHaguaTepnyHoe ymcno (16 6uT). Kaxxabin agpec coctonT ns 8 uenbix Yncen, scero 128 out
(kaxxgoe uenoe YNCno CoaepXuT 4 WwecTHaguaTepuyHbiX UMdpbl, a Kaxgas uudpa cogepxut
yeTblpe 6uTa). Hwke npmBegeHbl Tpu gonycTumblx agpeca IPve:

2001:ABCD:1234:5678:AAAA:BBBB:1200:2100
800:0:0:0:0:0:0:1
1080:0:0:0:8:800:200C:417A

OTu uenble yMcna SABnsTCA WecTHaguaTepmnyHbiMu, rage ot A go F o6osHadvaet ot 10 go 15.
Kaxxgoe uenoe uncno B agpece OOIMKHO ObiTb NpeacTaBreHo, 3a UCKITIOYEHNEM HyNEN B Havarne
Kaxkgoro uenoro uncna. Ecnn IPv6-agpec cogepXmut CTpoKy Hynen (kak nokasaHo Ha BTOPOM Wt
TpeTbeM MpMMepax BbIlE), TO AN OTOOpaXKeHUs1 3TUX HYFEN MOXHO UCMONb30BaTb OBOWHOE
asoeTtoume (::). To ectb, 800:0:0:0:0:0:0:1 moxHo npeacTaBnTb kak 800::1.

[lBoeToume o3Ha4aeT, YTO 3TOT agpec MoXeT ObITb paclumpeH go nonHoro 128-6utHoro agpeca.
Mpn Takom nogxode, Tonbko ecrnv 16-6uTHbIE Lenble yncna umetot Bce 0, MX MOXHO 3aMEHNTb
OBOMHbIM ABoeTouMeM. [1BOMHOE OBOETOYME MOXET UCMonb3oBaTbCa B IPv6-agpece TOSMbKO
enHOXabl.

B cmewaHHon cpege IPv4/IPv6 agpec umeeTt cMmellaHHoOe npeacTtaenenune. B agpece IPv6 ana
npencraeneHus IPv4-agpeca MoxHO ncnonb3opatb Miagwme 32 6uta. 3toTt agpec IPv6 moxeT
OblTb MpedcTaBneH B CMeLWaHHOM Buge, To ectb XXX X:X:X:d.d.dd, roe X — aTo0
LwecTHaguaTepmyHoe uernoe 4ncno, a d — 8-paspsgHoe OecsaTuyHoe 4ucro. Hanpuwmep,
0:0:0:0:0:0:192.168.20.1 gensetcda gonyctumbliM agpecoMm IPv6. Ero MOXHO cokpaTuTb [0
:2:192.168.20.1. TunnyHbIMKN NpUnoxeHusamn aenatoTcs agpeca IPv6, coBmectumble ¢ IPv4, n
agpeca IPv6, npussizaHHble Kk IPv4. Ecnn nepBbie 96-6uT nmetoT agpec 0 B IPv4-coBMeCTMMOM
IPv6-agpece, aTOT agpec MoxeT 6biTb npeactaeneH kak ::A.B.C.D, Hanpumep ::1.1.1.1. B
HacTosilee BpeMsa agpeca, coBMecTumble ¢ IPv4, oTmeHeHbl. Agpeca IPv6, npuBsa3aHHble K
IPv4, npeactaBneHbl kak :FFFF:A.B.C.D gna npegcrtaeneHus agpecoB IPv4 B kadectBe
agpecoB IPv6. Hanpumep, agpec IPv4 1.1.1.1, conoctaeBneHHbin C agpecom IPv6,
npeactaendetcs kak ;:FFFF:1.1.1.1.
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Mockonbky IPv6-agpec pasgeneH Ha [fgBe 4actu: npedukc noacetm v mnaeHTUukatop
nHTepdenca, oH MoXeT ObITb NpeACTaBnNeH B BUAE agpeca C OOMNOSHUTENbHbIM 3Ha4YeHEM B
COOTBETCTBMM C METOAOM BbIAENEHNA afapecoB, TakuMm Kak BecknaccoBasi MeXgoMeHHas
mapwpyTtnsauus (CIDR). JononHutenbHoe 3HaveHue ykasblBaeT, CKONbKO BUTOB (npedmkca
noaceTn) B agpece COOTBETCTBYET CETEBOM YacTu. To ecTb, agpec yana IPv6 cogepxuT anuny
npedukca. AnuHa npedukca oTtaeneHa oT agpeca |IPv6 kocom udepton. Hanpumep, B
12AB::CD30:0:0:0:0/60 anuHa npecpukca, ncnonb3yemoro ans mMapLipytusaumu, coctasnsieT
60 6uT.

3.3.2.1. CBsizaHHaA KOHdUrypauus
Hactpowka IPv6-agpeca.

e [lo ymonuaHuio B MHTEpdencax He HacTpoeH IPv6-agpec.
e BbinonHute komaHgy ipv6 address, 4tobbl HacTpouTh IPv6-agpec Ha uHTepdeiice.

o [locne HacTpOMKM XOCT MOXET OOMEHNBATBLCHA OAHHBIMU C APYIMMW MONb30BaTENSAMM,
ncnonb3ys HacTpoeHHbin IPv6-agpec Ha ocHoe DAD.

3.3.3. Tun appeca IPv6
RFC 4291 onpegenseT Tpu Tuna agpecos |IPV6:

e OpHoagpecHbin (Unicast) agpec: uaoeHTudukatop OAHOro WHTepdenca. lakeThbl,
npegHasHadYeHHble AONns OOHOAApPEeCHOro agpeca, OTNPaBnsAlOTCA B WUHTEpAENC,
yKasaHHbI Mo 3TOMY afpecy.

e Agpec MHoroagpecHon paccbinku (Multicast): naeHTudukaTop rpynnbsl MHTEpdENCoB
(MHTepdercbl 06bIYHO NpUHAaANexaT pasHblM y3nam). MakeTbl, NpeaHa3HaYeHHble Ans
MHOroagpecHoro agpeca, oTnpaBnsloTCA Ha BCe MHTEP(EenChbl, BKIIOYEHHbIE B 3TOT
agpec.

o Appec Anycast: naeHTndmkaTop rpynnel MHTEpdenca. lNakeTol, npegHas3HavYeHHbIe And
agpeca B nobom crniyvyae, oTnNpaBnsalTCAa Ha OAMH UHTepPMENC, BKMOYEHHbLIN B 3TOT
agpec (bnwkanwmnin tHTepdenc B COOTBETCTBUN C NPOTOKONOM MapLLpyTusauun).

NMPUMEYAHMUE: IPv6 He onpenensieT agpeca LWMPOKOBeLLaTENTbHOW PaCChISKM.
OTu Tpu TMNa agpecoB onucaHbl criegywmm obpasom:

e Unicast-agpeca

Unicast-agpeca genstcs Ha nsaTb TMNoB: unspecified agpec, loopback agpec, link-local agpec,
site-local agpec, and global unicast-agpec. B HacTosilee Bpems site-local-agpec oTmeHeH. 3a
ncknoveHmem unspecified, loopback wun link-local, Bce ocTanbHble agpeca dBnAATCA
rnobanbHbIMK Unicast-agpecamu.

¢ Unspecified (HeonpeneneHHbIN) agpec

Unspecified agpec 0:0:0:0:0:0:0:0, koTopbli 06bIMHO COKpalleH Ao ::. OH umeeT gee obwime
uenu:

1. Ecnwu npu 3anycke y3na He ykasaH unicast-agpec, OH UCMOoSb3yeT HeonpeaeneHHbIN
aZpec B KayeCcTBe MCXOOHOro agpeca Ans oTnpasky naketa RS gnsa nonyveHus
npeduKcHOM nHdopmauum OT Wwn3a u, Takum obpasom, reHepaumm unicast-agpeca.

2. Ecnu gnga xocta HacTpoeH IPv6-agpec, ycTponcTBo onpeaenseT, KOHPNUKTyeT nu
agpec ¢ agpecamu gpyrmx XoCTOB B TOM e CerMeHTe CEeTU U UCMOoNb3yeT
HeonpeaeneHHbI agpec B Ka4ecTBe MCXOOHOIro agpeca Ans OTNpaBku naketa
3anpoca cocegen (NS) (ananornyHo ARP-nakeTy).

e Loopback-agpec
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Anpec obpaTtHon cBsisgu 0:0:0:0:0:0:0:1, koTopbI 0ObLIMHO cokpalleH Ao ::1. [Mogo6bHo
IPv4-agpecy 127.0.0.1, Loopback-agpec 06bI4HO MCNONb3yeTCs Y3NoM AN OTNpaBKn NakeToB.

e Link-local agpec
dopmaT nokanbHoOro agpeca kaHana:

10 6ut 54 duta 64 dbuta

1111 1110 10 0 Vntepdeiic 1D

PucyHok 3-2.

JlokanbHbIN agpec KaHana MWCnonb3yeTcs B OOHOM CETEBOM KaHane Aans HasHayeHus
noeHTMdgukaTopoB xoctam. Agpec, maeHtuduumpyetca nepsbiMn 10 Gutamn B npedmkce,
ABMAETCA JOKanbHbIM agpecoM KaHamna. YCTPOMCTBO HMKOrga He nepechinaet nakeTbl, B
KOTOpbIX agpec WCTOYHWKA WM  Has3HayYeHWs COOEePKMT FoKarnbHbIM  agpec KaHana.
MpomexyTouHble 54 6uta B agpece saensawTca 0. lNMocnegHne 64 GuTa npenctaBnsloT
naeHTUUKaTop MHTEpMeNca, KOTOPLI NO3BONISIET OAHOM CeTH NoakmnoYaTth 2%4-1 yanos.

e Site-local agpec
dopmar site-local agpeca:

10 6uT 54 6uta 64 buta
1111 1110 11 Subnet ID WnTepcpeiic ID
PucyHok 3-3.

Site-local agpec ncnonb3yeTca Ans nepegayn gaHHbIX B npedenax ceTn. YCTPOMCTBO HUKOrga
He nepecbifiaeT NakeTbl, B KOTOPbIX afpec UCTOYHMKA UK HasHadYeHus cogepXxut site-local. To
€CTb, 3TW NakeTbl MOryT ObITb NepeagpecoBaHbl Torbko BHyTPM LAN. Takme agpeca aHanornyHbl
yacTHbiM agpecam |IPv4, takum kak 192.168.0.0/16. RFC 3879 otmeHnun site-local agpeca.
HoBble agpeca He noaggepxuBatoT nepeBble 10 OUT B KavecTBe npedmkca M cuntTaroTcs
rnobanbHbIMM oAHOadpecHbiMM agpecamu. CyulecTBylolne agpeca MOryT MpoAoXaTb
ncnonb3oBaTh ATOT NpeguKc.

e [nobanbHbIN unicast agpec
dopmat rmobanbHoro unicast agpeca:

n ouT m 6ut 128- n- m- 6ut
Global Routing Prefix Subnet ID WHTepdenc ID
PucyHok 3-4.

Cpeaw rmobanbHbIx unicast agpecos cywlecTtsyeT Tvn IPv4-BCcTpoeHHbIX agpecos IPv6, Bkrtoyas
IPv4-coBmecTumMble agpeca IPv6 u IPv4-conoctaeneHHble agpeca IPv6. OHu ncnonb3yotes ans
coeauHeHnsa mexay yanamu IPv4 n yanamu IPV6.
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®opmart IPv6-agpeca, coBmectumoro ¢ IPv4, cneaytowmia:
80 but 16 6ut 32 buta
0000......cceeeenn. 0000 0000 IPv4-appec
PucyHok 3-5.

dopmart IPv6-agpeca, conoctasneHHoro ¢ IPv4, cnenyowmi:

80 but 16 6ut 32 buta
0000.......cccovneaeen. 0000 FFFF IPv4-anpec
PucyHok 3-6.

IPv6-agpeca, coBmectumble ¢ IPv4, B OCHOBHOM MCMOMb3YHOTCA B aBTOMaTUYECKUX TYHHENSX.
Y3nbl B aBTOMaATUYECKNX TYHHENAX NogaepkmeatoT Kak IPv4, Tak n IPv6. Micnonb3ysa aTu agpeca,
yctponctBa IPv4 nepegaiot naketol |IPv6 yepes TyHHenu. B HacToswee Bpemsa agpeca IPv6,
coBmecTuMble ¢ IPv4, oTmeHeHbl. IPv6-agpeca, conoctaBneHHble ¢ IPv4, ncnonbayrotcd yanamu
IPv6 ansa goctyna k Tonbko IPv4 yanam. Hanpumep, ecnv npunoxexuve IPv6 Ha xocte IPv4/IPv6
3anpalmBaeT paspelleHne Ha umsi XocTa Tomnbko ansa IPv4, cepBep UMEH OMHaMU4YECKU
reHepupyeT agpec IPv6, npueasanHbii K IPv4, n Bo3BpallaeT ero npunoxeHuro IPve6.

e Apgpeca multicast
dopmaTt multicast-agpeca IPv6:

| 8 [4]4] 112 bits |

 — S +
11111111 flgs|scop| group ID |

 — S +

MepBLI 6ANT B agpece — BCE eANHULbI, NpedcTaBnsowmne agpec multicast.

e [lone dnara

lMone dhnara cocTonT N3 YeTbipex OUToB. B HacTosLee BpemMs Yka3biBaeTCS TONIbKO YETBEPThIN
OuT, yKasbiBalOWMN, SBNAETCA NU 3TOT agpec M3BECTHbIM agpecoM multicast paccbinku,
Ha3Ha4eHHbIM opraHoM |IANA (Internet Assigned Numbers Authority), nnu BpemeHHbIM agpecom
MHOroaZipeCHOM pacchifikn B onpegeneHHoM cueHapuun. Ecnu dnar nmeet 3HayeHne 0, aToT
agpec sIBMsieTCA M3BECTHbIM agpecom multicast. Ecnn dnar umeet 3HaveHne 1, 3TOT agpec
SIBNSiIeTCA BpeMEHHbIM agpecom multicast pacceinku. OctanbHble Tpu hrnara 3ape3epBUpoBaHbI
Ansa ncnonb3oBaHusa B byayLiem.

e OOnactu

Mone SCOPE cocTtonT u3 YyeTbipex GuTOB, yKasbiBalowmx Anana3oH multicast nepegauun. To
€CTb, rpynna multicast paccbinkM BKMOYAET NTOKanbHbIA y3en, foKarbHbIA KaHar, JTOKambHbIN
y3en v nobon y3en B rnobanbHon agpecHon obnactu IPv6.

e [lone nageHtudukaTopa rpynnol

WNaoeHtudmkaTtop rpynnbl coctouT ua 112 6ut ansg ngeHtudmkaumm rpynnesl multicast paccbinku.
NoeHtudmkatop multicast paccbinkm MOXeT npeacTaBnaATb pasfuyHble rpynnbl HA OCHOBE
nonen dnara u obnactu OeNCTBUS.
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Apnpeca mHoroagpecHou paccbinku IPve nmetot npedumke FF00::/8. OanH agpec MHOroagpecHom
paccbinkn IPv6 006blvHO naeHTMduumpyeT nHTepdencobl Ha HECKONbKMX pasHbix y3nax. MNocne
OTNpaBKM NakeTa Ha agpec multicast paccbinku NakeT nepeckbiniaeTca Ha NHTepenchl Kaxaoro
y3na, ykasaHHOro no atomy agpecy multicast paccbeinku. Onga yana (xocta unu yctpomcTsa)
Heobxoaumo [obaBuTh criegytowme agpeca multicast paccbinku:

1. multicast agpec ons Bcex y3rnoB fokanbHOro kaHana, 1o ectb FF02::1.

2. Apapec multicast pacchinku y3na, npeaBapuTensHO UCNPaBEHHbIN C
FF02:0:0:0:0:1:FF00:0000/104.

Ecnu y3en siBnsieTca yCTpoMCTBOM, OH Takke JoSmKeH ObiTb Jo6aBneH kK multicast agpecam Bcex
YCTPOWCTB B NIOKaNbHOM KaHarne, To ectb, FF02::2.

Agpec multicast paccbinku ans 3anpawmBaeMbiX Y3roB COOTBETCTBYET ajgpecy unicast.
Heobxogumo p[obaBuTb coOOTBETCTBYHOWMIA agpec multicast paccbunikm  gns  Kaxgoro
HacTpoeHHOro agpeca unicast. Agpec multicast paccbuikym [ns 3anpalinBaembiX Y3foB
npedumkca FF02:0:0:0:0:1:FF00:0000/104. OcTanbHble 24 OUT COCTOAT N3 HAUMMEHeEe 3HAYMMbIX
24 6ut unicast. Hanpumep, ecnn agpec unicast paccbinkun FE80::2AA:FF:FE21:1234, agpec
multicast paccbinku 3anpawmsaemblx y3nos FF02::1:FF21:1234.

Apnpec multicast paccbiniki ansa 3anpalinmBaemblX Y3508 00bI4HO Mcnonb3ayeTcs B naketax NS.
dopmaT agpeca:

Apnpeca IPv6 unicast u anycast

Prefix WnTepdeiic 1D
|
- . : 24 bura |
CoorteetcTByroWMiA multicast-agpec 3anpalwmMBaeMblX Y3NOB - --------------- >
h 4 Y
FF02 0 1 FF Lower 24
PucyHok 3-7.

Anpeca anycast

MNopo6bHO MHOroagpecHbIM agpecam, agpec anycast Takke MOXeT COBMECTHO UCNOSb30BaThbCA
HeCcKOoNbkUMK y3namn. PasHuua 3aknoyaeTcs B TOM, YTO TOMbKO OAMH y3en B agpece anycast
nonyyaeTt nakeTbl AaHHbIX, @ BCE Yy3Mbl, BKMOYEHHble B agpec MHOroagpecHOW paccbifiku,
nony4yaroT nakeTbl AaHHbIX. [MockonbKy agpeca B ntobom copmaTe BblAenaTca A8 06bIYHOMO
oAHoaapecHoro npoctpaHcTea IPv6, oHM MMelT oguHakoBble popMaTbl C OgHOALPECHbLIMU
agpecamu. Kaxgpin ydacTHUK B Ntobom agpece OOMmKeH ObiTb HACTPOEH sIBHbIM 06pasoM Aans
obneryeHus pacnosHaBaHund. Agpeca Anycast MOryT ObiTb Ha3Ha4YeHbl TOSIbKO YCTPOMCTBAM U
He MOTyT UCMNOMb30BaTbCA B KAYE€CTBE apeCcoB MCTOYHMKA NAKETOB.

RFC 2373 nepeonpepenseT agpec B obom cnyyae, HasblBaeMbli agpecoM MNoAceTw
MapLipyTtmusaTtopa. PucyHok 3-8 nokasbiBaeT dopmaT agpeca anycast-router. Takon agpec
cocTouT u3 npedukca nogcetn u cepum 0 (UL nHtepdenca).

Mpedukc noaceT onpeaensieT ykasaHHYH CCbINKy (noaceTb). [NakeTbl, NnpegHas3HavYeHHbIe Ans
agpeca anycast mapwpyTtusaTopa nogcetu, 6yayT nepecbinatbCA Ha YCTPOWCTBO B 3TOW
noacetn. Agpec anycast mapwpyTmsaTtopa 06blMHO UCMOMb3YEeTCA NPUNOXKEHNEM Ha y3ne Ans
CBSI3U C YCTPOMCTBOM B yaareHHOu noaceTu.
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dopmart anycast-agpeca noacetu MapLupyTusaTopa

n éut

A
v
A

v

Subnet Prefix <+ ---»

0000..0000

PucyHok 3-8.
3.3.3.1. CBsaA3aHHaA KOHUrypauus

Hactpowka IPv6-agpeca.

o [lo ymonuaHuio B MHTEpdencax He HacTpoeH IPv6-agpec.

e BuinonHute komaHgy ipv6 address, 4Tobbl HacTpouTb unicast agpec IPv6 n agpec

uHTepdenca B nobom cnyyae.

e [locne Toro, kKak MHTEPMENC BKIOYUTCH, OH aBTOMATUYECKUM MPUCOEONHUTCA K

COOTBETCTBYIOLLEN rpynne multicast.

3.3.4. dopmart 3aronoBka naketa IPv6

PucyHok 3-9 nokasbiBaeT chopmaT 3aronoBka naketa IPv6.

~
Bepcus Knacc tpacuka | MeTka noToka
[nvHa nonesHom Harpysku | Cnenylowmin 3arofoBoK | OrpaHuyeHne nepexonqos
V4
rd
p— ’ —
e
rd
L s
—_ e Aﬂpec MCTOYHUKA —
rd
I I ] 40 okTeToB
rd
p
7
rd
rd
rd —
7
rd
P s
— e ApQpec HasHa4vyeHust —
. rd
s ]
~
P e
Criegylowmin 3aronoBoK
MepemenHan
WHdopmauma o 3aronoeke paclumpeHms > AnvHa
.

YacTb gaHHbIX

32 burta

A

PucyHok 3-9.

v

3aronoeok naketa IPv4 coctonT n3 YyeTbipex 6anT. 3aronosok naketa IPv6 coctont ns 40 6ant
o6beanHeHHbIX No BoceMb GanT. 3aronoBok naketa IPv6 copgepxuT cneaytoLwume nons:
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o Bepcunsa
3710 none coctount n3 4 6ut. B agpece IPv6 aTo none AOMKHO ObiTh 6.

e Knacc Tpaduka
OT1o0 none coctouT M3 8 6uT. B aTOM none ykasbiBaeTca cnyxba, npegocraBnsieMas 3TmM
nakeTom, kak n B none TOS B agpece IPv4.

e MeTka noToka

370 none coctout n3 20 6UT ANa MaeHTUUKaALMKM NakeToB, NpMHaANeXawWwmx ogqHoOMY U TOMy
xe notoky ycnyr. OguH y3en MOXeT BbICTynaTb B KayecTBe WCTOYHWMKA nepegayun ans
HEeCKOsbKMX MOTOKOB o06cnyxuBaHus. MeTka noTtoka W agpec WCTOYHWKA OfHO3HA4YHO
NOEHTUPULMPYIOT OAUH NOTOK 0BCNYXMBaHUS.

o [InnHa NonesHom Harpysku

OT0 none cocTouT 13 16 61T, BKNOYasa ANUHY NOMNE3HOM Harpy3kn naketa u AnuHy pacluMpeHHbIX
napameTpoB IPv6 (ecnu goctynHo). To ecTb, OH BKMNtoYaeT AnnHy nakeTa IPv6, kpome 3aronoBka
naketa IPv6.

o Cnepgyowwmnin 3aronoBok

B aToM none ykasbiBaeTCs TN NPOTOKOSIAa B NOMeE 3aronoBka nocne 3arofioBka naketa IPv6. Kak
n B none Protocol (Mpotokon) B 3aronoske IPv4-agpeca, none Next Header (Cneaytowmi
3arofiloBOK) MCNONb3yeTCH A8 yKasdaHUs Toro, UCNonb3yeT N BepxHuin cnomn npotokon TCP nnn
UDP. OH Takke MOXeT UCnosib30BaTbhCH AN YKa3aHUs Hanumumns 3aronoska paclumpeHns IPv6.

e  OrpaHuyeHue nepexogos (Hop Limit)
910 none coctout 13 8 6ut. lNpn Kaxxgon nepecbiiaeMon YCTPONCTBOM MaKeTHOW nepefadve
3HayeHne nonga ymeHblwaeTtcs Ha 1. Ecnu 3HaveHue nonga gocturaet 0, 3T0T naket Oygert
yoaneH. 31o noxoxe Ha none Lifetime B 3aronoeke naketa IPv4.

e Agpec UCTOYHMKA
9710 none coctount N3 128 6UT N ykasbiBaeT agpec oTnpasuTens B nakete |IPv6.

e  Appec HasHayeHusi
9710 none coctount n3 128 6uT N ykasbiBaeT agpec nonyyatens B nakete IPv6.

B HacTtosiwee Bpems IPv6 onpegensieT crniegytowme 3arofoBkU pacLUMPEHWUNA;
o [lapameTtpbl nepexoga (Hop-By-Hop)

OTOT 3arofloBOK pacLUMPEHUs OOIMKEH credoBaTth 3a 3aronioBkom naketa IPv6. OH coctouT m3
AaHHbIX NapameTpoB, KOTOPble HEOOXOAMMO NPOBEPUTL Ha KaXXAoM y3ne no nyTu.

o [lapameTpbl MapLpyTM3aLmm (3arofloBoK mapLupyTnsaumm tuna 0)

OTOT 3arofloBOK BHYTPEHHEro HoMepa yKasblBaeT y3fbl, Yepe3 KOTopble nakeT MPOXOAuT OT
NCXOAHOro agpeca Ao agpeca HasHaveHus. OH COCTOUT U3 agpecHoro Cnmncka y3nos passerby.
HavanbHbIn agpec HasHavyeHna B 3arofioBke naketa IPv6 — 370 nepBbIn agpec cpean agpecos
B 3arofioBke MapLlpyTu3aumu, HO He KOHEYHbI agpec HasHavyeHusa naketa. [locne Toro, kak
y3ern, COOTBETCTBYIOLWMIA agpecy HasHadeHus1 B 3aronioBke naketa |IPv6, nonyvaet nakeT, oH
obpabaTtbiBaeT 3arofioBok naketa |IPv6 n 3aronioBoK mMapLipyTu3auum 1 oTnpaensieT nakeT Ha
BTOPOW agpec, TpeTun agpec, 1 Tak ganee B CN1CKe 3arofioBKOB MapLUpyTM3aumm 4o Tex nop,
MoKa nakeT He AOCTUrHET KOHEYHOro agpeca HasHavYeHus.

o  ®parmMeHT

NcxogHbin y3en ncnonb3yeT 3TOT 3arofioBOK pacluMpeHus Ans oparmeHTaumm nakeToB, AnvHa
koTopbIx npesbiwaeT MTU nytn (PMTU).
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e [lapameTpbl HA3HA4YeHUS

OTOT 3arofloBOK pacluMpeHns 3ameHsieT nonsa napametpoB IPv4. B HacTosuwee Bpems none
napameTpbl HaszHaYeHUs MOXeT OblTb 3anOfHEHO TONbKO LENbIM YMCIIOM, KpaTHbIM 64 6uT
(Bocemb 6anT), ecnm 3TO HeobGxoaMmoO. JITOT 3arofloBOK BHYTPEHHEr0 HOMepa MOXeT
ncnonb3oBaTbCA Ansi nepegayn nHopmMaLummn, KOTopyto 6yaeT NPOBEPSAThb y3en Ha3HavYeHus.

e  BepxHuin cnon 3aronoeka

OTOT 3arofloBOK paclUMpeHusi yKasblBaeT Ha MPOTOKOS, UCMOMb3yeMbli Ha BEPXHEM YpPOBHE,
Hanpumep, TCP (6) n UDP (17).

Ewe aBa 3aronoeka pacwupenns AH n ESP 6yayt onucaHbl B pasgene Hacmpotlika IPSec.

3.3.5. IPv6 PMTUD (Path MTU Discovery)

Mopo6Ho obHapyxenunto MTU nyTtu IPv4 (PMTUD), IPv6 PMTUD nossonseT XocTy AMHaMUYeCK/
obHapyxuBaTb U perynupoaTb paamep MTU Ha nyTn nepegayum gaHHbix. Ecnv gnvHa naketa
OaHHbIX, KOTOPbIA A0MKEH OblTb OTNPaBeH XOCTOM, npeBbiwaeT PMTU, ysen camocToaTensHoO
BbINOMHSAET doparMeHTaumio nakeToB. Takum obpasom, yCTponcTBy IPv6 He HyXXHO BbINONHATL
dparMeHTaumo, 3KOHOMUTb PECYPCbI YCTPOMCTB M NOBbIWATL 3QHEKTUBHOCTL ceTh IPV6.

MTU1500 MTU1480 MTU1400

Maket 1500 BanT

v

Maket ICMPV6 cooepuT CrULLKOM
MHoro BanTos, mappyt MTU1480

A

Maket 1480 6anT

v

Maket ICMPV6 cooepuT CrULLKOM
MHoro 6anToe, mapwpyt MTU1400

A

Maket 1400 Gant

v

PucyHok 3-10.

Kak nokasaHo Ha PucyHke 3-10, ecnv gnvHa nakeTta, KOTOpbIi JOSMKEH OblTb OTNPaBeH XOCTOM,
npesbiwaeT MTU, mapwpyTtusaTop oTbpackiBaeT 3TOT NakeT M OTNPaBNSET HAa XOCT coobLueHne
ICMPv6 Packet Too Big, cogepxawee PMTU. Mocne aTtoro xoCT parMeHTUpyeT nakeT Ha
ocHoBe HoBoro PMTU. Takum o6pa3om, MapLpyTU3aTopy HE HYXHO BbIMOSHATb
dparmMeHTaunio, 3T0 SKOHOMUT PECYPChl MapLLpyTM3aTopa 1 nosblwaTe 3EKTUBHOCTL CETU
IPV6.

3.3.5.1. CBA3aHHaA KOHdUrypauus
HacTtpoika MTU IPv6 nntepderica
e [lo ymonyaHuio MTU IPv6 coctaBnseT 1500 Ha nHTepdperice Ethernet.
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e UYr0oObl yMeHbWWUTb TpaduK, BbI3BAHHLIN OTOPAKOBKOW MNakeToB, HeobXxoammo
YCTaHOBUTbL NpaBusibHoe 3HayveHune MTU B COOTBETCTBUM C PaKTUHECKOW CEeTeBOW
cpenown. BeinonHute komaHgy ipvé mtu, 4tobbl namennts MTU IPV6-uHTepdeiica.

3.3.6. ObHapyxeHue coceneun IPv6

Mpotokon NDP saBnaeTtcsa OCHOBHOW 4acTblo npoTtokona |Pv6. Ero ocHoBHble dyHKUMMK
BKMOYaloT obOHapyxeHue maplupyTM3aTopa, OOHapyxeHue npeduKkcoB, OOBHapyXeHune
napamMeTpoB, aBTOHACTPOWKY ajpeca, paspelueHue agpeca (Hanpumep, ARP), onpeaeneHne
cnegytouwero nepexoga, NUD, DAD u nepeHanpasneHve. NDP onpegensieT nsaTb NakeToB
ICMP: RS (tun ICMP: 133), RA (tun ICMP: 134), NS (aHanorn4yHo 3anpocy ARP, tun ICMP:
135), NA (aHanornyHo oteeTy ARP, Tuny ICMP: 136), ICMP Redirect (tun ICMP: 137).

Bce BbiwenepeuncneHHole naketbl ICMP MMeT OaHYy Unv HECKOMbKo onuuin. B HekoTopbIx
cnyyasx 3T onuuu ABNATCA HeobA3aTeNbHbIMW, HO B OPYrMX Criyvasx OHWU SABMATCA
cywlectBeHHbIMU. B ocHoBHOM NDP onpegensiet nate onuuin: MNMapameTp agpeca UCXOQHOro
ypoBHs cBA3Kn, Type=1; napameTp agpeca UEeNeBoro YpoBHS CBA3W, Type=2; napameTp
uHdopmaumm npedmnkca, Type=3; napameTp 3arofioBka nepeHanpasnenund, Type=4; MTU
Option, Type=5.

Pa3pelueHue agpecoB

Korga ysen nbiTaeTcsa yCTaHOBUTb CBSA3b C APYIMM Y3NOM, y3en OOSPKeH Mony4vuTb agpec 2
YPOBHS y3na, otnpasue eMy nakeT NS. B aTom nakeTe agpecoMm HasHadeHus ABnsaeTca agpec
MHOroagpecHoOn paccbifiki y3na, CoOOTBETCTBYOLWMI IPV6-agpecy yana HasHavyeHus. 3TOT nakeT
TaKKke CoOOepPXUT agpec YpPOBHA kaHana ucxogHoro ysna. Nocne nonyyveHust atoro naketa NS
KOHLIeBOM y3en nosiydaeTt OTBeTHbI nakeT NA, B KOTOPOM agpecoM HasHadeHus sABndeTcs
ncxogHbln agpec naketa NS, To ecTb agpec ypoBHS KaHana 3anpawumsaemoro yana. llocne
nonyyeHms atoro naketa NA ucxogHbI y3en MoOXeT obMeHMBaTbCA AaHHbIMU C Y3rOM
Ha3HayeHus.

PucyHok 3-11 nokasblBaeT NpoLecc paspeLlleHns agpecos.

ObHapyxeHune cocenen IPv6 (naket neighbor solicitation)
B

L]

lcmp6 Type=135

Scr=A

Dst=B’s Solicited-node Multicast

Data=A’s Link-layer Address

Query=What is B’s link-layer address? lcmp6 Type=136
Scr=B
Dst=A

Data=B’s Link-layer Address

v

o
«

A1 B Tenepb rotoBbl K 06MEHY JaHHbIMU.

A
v

PucyHok 3-11.
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NUD

Ecnn Bpemsa gocTtynHoOCTM coceda MCTekno, HO TpebyeTcsi oTnpaBuTb unicast naket IPv6,
yCTpOMCTBO BbinonHaeT NUD.

Mpw BbinoniHeHMn NUD ycTporCcTBO MOXET NpogosikaTh nepeckbinatb naketobl IPv6 coceny.
DAD

UTtoObl y3HaTb, YHMKaneH nu agpec IPv6, HacTpoeHHbI AnA XOcCTa, YCTPOWCTBO [AOSMKHO
BbinonHnte DAD, otnpaBuB nakeT NS, B koTopoMm wucxoaHbln agpec IPv6 gaeBnsieTcs
HeonpeaeneHHbIM.

Ecnun yctponctBo oGHapyXuBaeT KOHNWUKT agpecoB, ANs 3TOro agpeca ycTaHaBnvMBaeTcs
COCTOsIHMEe OybnupoBaHud, 4TOOblI YCTPOMCTBO He nosydano naketbl IPv6 ¢ Takum agpecom
Ha3Ha4yeHus. B To e Bpems YCTPOMCTBO Takke 3anyckaeT TanMMmep Ansa atoro gybnupyrolero
agpeca, 4tobbl nepuognveckn BbinonHATeL DAD. Ecnn npy noBTOpHOM OBHapykeHuu
KOH(pNuKTa agpecoB He 0BHaPYXEHO, 3TOT agpec MOXKHO UCMOMb30BaTb.

MapwpyTusartop, lNpecukc n O6Hapyx eHue napameTpoB
YCTpOnCTBO Nepmnognveckn otnpasnseT naketel RA BceM nokasnbHbIM y3ram KaHana.

PucyHok 3-12 nokasbiBaeT npouecc oTnpaBku naketa RA.

O6HapyxeHue cocegen IPv6 (naket router advertisement)
A B

CoobuweHne

router advertisement (RA)

.
>

lcmp6 Type=134

Scr=Link Local Address of Router

Dst=Multicast Link Local Address of All Nodes FF02 : : 1

Data=Including Options, Router Life Span, Address Prefix List and some
Other Information for Automatic Configuration of Hosts

PucyHok 3-12.
MakeT RA 00ObIl4HO COOQEPXUT CcrieaytoLlee CooepXXMMoe:

e  OawnH nnn Heckonbko npedukcoB IPv6-agpecos (Mcnonb3yeTcsa Ans onpeaeneHns no
KaHany nnm aBTomaTU4eCKon HacTporKkn agpeca 6e3 CoXpaHeHNsa COCTOAHMUS).

e [lenctButenbHOCTL Npedmkca agpeca IPv6.

e MeTog aBTOMATUYECKOW HACTPOMKM XOCTa (C COXpaHEHMEM CcOoCTosaAHMs unn 6e3
COXpPaHEHUs COCTOAHMS).

e WHdopmaumsa o6 ycTponcTBe NO ymMonyaHuio (HesaBuMcuMO OT Toro, paboTtaeTt nuv
YCTPOMCTBO MO YMOSYaHWIo; ecnuv Aa, To Takke BKMYaeTca MHTepsan Ang AencTBUi B
KayecTBe yCTPOMCTBA NO YMOJTYaHMIO).

e [lpyrag wuHdopmauus, npepgocTaBndemas aAnd KoHdurypauum xocta, Hanpumep,
orpaHuyeHne nepexonoe, MTU n nHtepean noBTopHomn nepegayn NS.
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MakeTbl RA Takke MOryT MCNOMNb30BaTbCA B Ka4yecTBe OTBETOB Ha nakeTbl RS, oTnpaBneHHble
xoctoM. C nomouwblo naketoB RS XoCT MoXeT nonyyntb aBTOMAaTUYECKM HACTPOEHHYHO
MHpopMaumio cpasy nocne 3anycka, a He xgaTtb, noka RA-naketbl GygyT oTnpasBneHbl
yCTponCTBOM. ECcnun onga BHOBb 3anyLLEeHHOro XOCTa He HACTpPoeH unicast agpec, To B KadyecTBe
ucxogHoro agpeca B nakete RS xocT BkntovyaeT HeonpegeneHHeln agpec (0:0:0:0:0:0:0:0). B
NPOTUBHOM Cfyyae XOCT UCNOMb3yeT HAaCTPOEHHbINM unicast agpec B KavyeCTBe WCXOAHOMo U
multicast agpeca Bcex NokanbHbIX YCTPOUCTB MapwpyTtusaumm (FF02::2) B kavecTBe agpeca
HasHayeHuns B nakete RS. B kayectBe oTBeTa Ha nakeT RS nakeT RA wucnonb3ayeT agpec
NUcToYHUKa naketa RS B kayecTBe agpeca HasHavyeHus (ecnv agpec UCTOYHMKA He yKasaH, OH
ncnonb3yeTt agpec MHOroagpecHoOM paccehIfku Bcex fokanbHbIxX y3nos (FF02::1).

B nakete RA MoXHO HaCTpoOuUTb cnenywume napameTpbl:

e RA-uHTepBan: uHTepBarn oTrnpaBku naketa RA.

e RA-cpok crnyx6bl: CpoK crny0bl MapLLpyTU3aTopa, TO €CTb, AENCTBYET NN YCTPONUCTBO
B Ka4yeCcTBe MapLupyTU3aTopa o yMOMYaHuIo Ha NIoKanbHOM KaHare, a Takke HTepBsarn
BbIMNONHEHNS (DYHKLMIA MapLUpyTM3aTopa Mo YMOMYaHuIo.

o [pedwmkc: npedukc agpeca IPv6 B nokanbHou ccbiike. OH uMcnonb3yetca Ans
aBTOMaTM4ecKoro onpegeneHnsa agpeca B pexume on-link unv aBTOMaTU4eCckomn
HacTpovikn agpeca ©e3 coxpaHeHWs COCTOSIHUA, BKMOYas Apyrve KoHdurypaumm
napamMmeTpoB, CBA3aHHbIE C NPEUKCOM.

e WHTepBan NS: nHtepsan noBTopHOM nepedayun naketoB NS.
o Bpema oxugaHua: nepuod, Korga YCTPOWMCTBO paccMaTpuBaeT COCEOHWUA  y3en,

AOCTYNHOro nocrie obHapyXeHusi cobbITUS NOATBEPXKAEHNSA LOCTYMHOCTM COCEAHEro
y3na.

o  RA-hoplimit: numuT Nnaketa RA, ncnonb3yembin s yCTaHOBKN OrpaHMYeHus nepexoa
X0ocTa ANnsa oTrnpaBku 0QHOAAPECHOro nakeTa.

e RA-mtu: MTU naketa RA.

¢ Managed-config-flag: nonyyaet nu xoct 310T NakeT RA agpec yepes3 aBTOHACTPOWKY C
OTCNEeXMBaAHNEM COCTOSAHMS.

e  Other-config-flag: ncnonbayet nu xoct, nonyvarowmn atoT naket RA DHCPv6 ans
nony4veHus apyron nHdopmaumm, kpome IPv6-agpeca ans aBTomatuyeckon HaCTPOMKU.

HacTponTe ykasaHHble Bbille NapamMeTpbl NPy HAacCTponke aTpmbyToB nHTepdenca IPv6.

lMNepeHanpaBneHue

Ecnn mapwpyTtumsatop, nonydatowmi naket IPv6, Haxoant 6onee apeKkTMBHbBIN CcrneayoLwmn
nepexog (next hop), oH otnpaenseT naket ICMP Redirect, ytobbl coobwmnTb y3ny o Gonee
yAadHbIX nocriegylowmnx nepexogax. XocT 6ygeT Hanpsmyk oTnpaenaTb nakeT IPve B
cnegyowmn pas Ha 6onee ny4ywnm nepexoq.

MakcnmanbHoe KonmyecTBO HepaspeLleHHbIX 3annucen ND

e MoXHO HacTpoUTb MakcuUMasrbHOE KONMYECTBO HepaspelleHHbIX 3anmncen ND, uTobbl
npegoTeBpaTUTb co3daHne HepaspelleHHblx 3anucen ND B ceTeBbiXx cerMeHTax
3M0YMBbILLIIEHHNKOM, 3aHUMaOLLMM N30bITOYHOE NPOCTPaHCTBO NaMsATH.

MakcmmanbHoe KonmyecTBo 3anucen obydeHus cocegen B HTepderice

e Bbl MOXeTe HacTpOUTb MaKCUMMarbHOE KONMMYeCTBO 3anucen obyyeHuss cocepden Ha
nHTepdence, 4TobbI NPeOTBPaATUTL NONagaHne aTak coceaHmx yanos Ha ND 3anucu n
NPOCTPaHCTBO MaMATU YCTPOMCTBA W MOBMAUATL Ha 3(PEMEKTUBHOCTL NEPECHITKN
YCTPOWCTBA.
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3.3.6.1. CBsAzaHHaA KOHdUrypauusa

BkritoueHue nepeHanpasneHus IPv6

Mo ymonuaHuto naketbl nepeHanpasneHns ICMPv6 moryT 6GbiTb OTnpaBneHbl Ha
nHTepdenceol IPv6.

BbinonHuTe komaHgy no ipv6 redirects B pexume koHUrypaumm nHtepdenca, 4toobl
3anpeTuTb MHTEepdency oTnpaenaTe naketol Redirect.

Hactpowka IPv6 DAD

Mo ymonyaHuio nHTepdenc otnpaenseT ogmH naket NS ans seinonHeHus IPve DAD.

3anyctute komaHgy ipve nd dad attempts value B pexume KoHUrypaumm
nHTepdenca, 4Tobbl HacTpouTb Konm4vecTBo naketoB NS, nocnegoBaTenbHO
otnpasneHHbix DAD. 3HayeHne 0 ykasbiBaeT Ha oTkntodeHne DAD ansa agpecos IPv6
Ha 3TOM NHTepdelnce.

BbinonHute komaHay no ipv6 nd dad attempts, 4Tobbl BOCCTAHOBUTL KOHGUIypaLmio
Nno yMOJS4aHuto.

Mo ymonuyaHuo ycTtponctBo BbinonHaeTr DAD no agybnuvpyowmmes agpecam IPv6
Kaxkgble 60 cekyHq,.

BeinonHute komaHgy ipv6 nd dad retry value B pexxume rnobanbHON KOHUrypaumum,
4yT06bI HacTponTb UHTepBan DAD. 3HayeHne 0 ykasbiBaeT Ha oTkntodeHne DAD ans
YCTPOWCTBA.

BbinonHute komaHay no ipv6 nd dad retry, 4ToBbl BOCCTAHOBUTL KOHAMUIypaumo no
YMOJYaHMIO.

HacTpowka JoCcTynHoro BpemMeHu cocegHero yana

Mo ymonuaHuio anga cocegHero yana IPv6 yctaHoBneHo 3HadeHne 30 cekyHa.

BbinonHute komanay ipv6 nd reachable-time milliseconds B pexvme koHpUrypaumm
UHTepdeiica, YToGbl M3MEHUTL BPEMS], B TEYEHME KOTOPOro MOXHO AOCTUYb coceaa.

HacTpoika BpeMeHu ycTapesLlen KoHgurypaumm cocena

Mo ymonuaHuio BpemMs ycTapeBaHusa KoHdurypaumm ans cocegHero ysna IPv6
ycTaHoBrneHo 1 4ac. 1o ucteyeHun aToro BpeMeHn yctponcteo BoinonHset NUD.

3anyctute komaHgy ipv6 nd stale-time seconds B pexume KOHUrypaumu
NMHTepdenca, YTobbl UISMEHNTL BpeEMSs yCTapeBaHnsa cocega. Hactpownka nHgpopmaumn
npedwukca

Mo ymonyaHuio npedukc B nakete RA Ha nHTepdence — ato NpedmKc, HaCTPOEHHbIN
B KOMaHAe ipv6 address uHTepdenca.

BeinonHute komanay ipv6 nd prefix B pexume koHurypaumm mHtepdgenca, 4tobbl
[obaBnTb Mnu yganutb npedurkebl U napameTpbl NPedUKCoB, KOTOPbIE MOTYT ObITb
00bsABNEHDI.

BkntoyeHune/oTkntoueHne nogasnexHma RA

Mo ymonyaxuio nHtepdenc IPv6 He otnpaenseT nakeTbl RA.

3anycTtuTe KomaHgy no ipv6 nd suppress-ra B pexunme KoHUrypaumm nHtepgenca,
yTOObI OTKNMIOUMTL NogasneHne RA.

HacTpoika MakcumMarnbHOro KonmyecTsa HepaspeLleHHbIx 3anmcen ND

3HayeHne no ymonuaHuo 0, ykasbiBawllee Ha OTCyTCTBME oOrpaHuyeHun. OHa
orpaHMyeHa TONbKO MNpPOMyckHoW crnocobHocTbio BBoAa ND, nopaepxuBaemon
YCTPOWCTBOM.
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e 3anyctute komaHgy ipv6é nd unresolved number B pexume rnobanbHou
KOHUrypauum, 4tobbl OrpaHnyYnTb YNCNO HepaspeLLeHHbIX cocenen. Nocne Toro kak
3anncu NpPeBLICAT 3TO OrpaHWYeHne, YCTPOMCTBO He OyaeT akTMBHO paspeluaTb
nocnegyrouime naketol.

HacTponka makcumansHoro konmyectsa 3anuncen ND, nonyyeHHbIX B HTepderice

o 3anyctute KomaHay ipv6 nd cache interface-limit value B pexume KoHurypaumm
nHTepdenca, 4YToObl OrpaHUYMTbL KONMMYECTBO COCeden, KOTOpble Y3HanM Ha
UHTepdence. 3HavyeHne No ymonyaHuto 0, ykasbiBatoLlee Ha OTCYTCTBUE OrpaHUYeHni.

3.3.7. MapwpyT ncrouynuka IPv6 (IPv6 Source Routing)
3.3.7.1. MpnHUMN paboTbl

AHanorn4yHo onumsim source route, loose source route, un record route IPv4, 3aronosok IPv6
ncnonb3yeTca ANst yka3aHUs NPOMEXYTOYHbIX Y310B, Yepe3 KOTopble NaKeT NPOXOAUT MO NyTH K
agpecy HasHadeHusa. OH ncnonbayeT cnegyowmi dopmar:

OpawH 6ant OpnwH Bant OpanH 6ant OpauH bant
Cnenyowmn Anura OcraBlumecs
Twun mapwpyta =0
3aronoBokK PACLLNPEHHOTO pLipy CErMEHThI
3aronoBka

[aHHble, OTHOCALMECS K KXO0MY TUNy MapLupyTa

PucyHok 3-13.

MNMone Segments Left ucnonb3yetca AnNs ykasaHWs KONMMYeCTBA MPOMEXYTOYHbIX Y3IIOB,
yKa3aHHbIX B 3arofioBKe MapLUpyTu3aumm nakeTa, KOTOpbIA JOMMKEH NPOWTU OT TEKyLLero yana
[0 KOHEYHOro agpeca HasHaYeHus:.

B HacTosiLee Bpems onpeaeneHsl ABa Tvna mapwpyTtm3aumm: 0 n 2. 3aronoBok MapLipyTM3aumm
Type 2 wucnonb3yetca pgns mobunbHom ces3n. RFC 2460 onpegenset 3aronoBOK
Mapwpytnsaumm Type 0 (aHanormyHo onuMmM MapLupyTMsaumm cBobogHOro nMctodHuka IPv4).
dopmart 3aronoeka mapLpyTtnsauumn Type 0:
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OpauH Gant OpawvH Bant OpanH Gant OpauH Bant
. nuHa
Cnegyrowmin A T - OcraBlwmecs
mun mapwpyta =0
3aronoBoK PACLUMPEHHOTO PLIPY CEermMeHTbl
3aronoBka
3apesepBUpoBaHO
Apnpec 1
Appec N

PucyHok 3-14.

B cnepgywwem npumepe onucbiBaeTCcsi NPUMEHEHWE 3arofioBka Mapluipytusaumm Type O
(PucyHok 3-15).

1000 : 1

1001 : 1 1002 : 1

1003 ::2
XocT 1 MapuwpyTtmaatop 1 MapuwpyTtusartop 2 MapuwpyTtusartop 3 XocT 2

PucyHok 3-15.

Host 1 otnpaBngaeT Host 2 nakeT, yka3sbiBalOLLMA NPOMEXYTOYHbIE Y3Mbl MapLupyTu3aTop 2 u
mMapwpyTmusatop 3. B cnegywowen tabnuue nepedncrnieHbl U3MEHEHUSA MOmneun, CBA3aHHble C
3aronoskoM IPv6 1 3aronoBkoM MapLupyTM3aumm B NpoLecce nepechisiky.
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Y3en Monsa B 3aronoBke IPv6 Monsa, cBA3aHHbIe C 3aroyIoBKOM
nepenayu mapuwpyTa Type 0
Host 1 Source address=1000::2 Segments Left=2

Destination address=1001::1 Address 1=1002::1 (Agpec Router 3)
(Aopec Router 2) Address 2=1003::2 (Agpec Host 2)
Router 1 No change
Router 2 Source address=1000::2 Segments Left=1
Destination address=1002::1 Address 1=1001::1 (Aapec Router 2)
(Aopec Router 3) Address 2=1003::2 (Agpec Host 2)
Router 3 Source address=1000::2 Segments Left=0
Destination address=1003::2 Address 1=1001::1 (Aapec Router 2)
(Aopec Host 2) Address 1=1002::2 (Agpec Router 3)
Host 2 No change

Mpouecc nepecbinkn BbINOMHAETCA cnegyowmm obpasom:

1. VYsen 1 otnpaBnsieT NakeT, B KOTOPOM afpeCcoM Ha3Ha4YeHUs sIBNSeTCA aapec
MapLupytmnsatopa 2 1001::1, 3aronoBok MmapLpyTtusdaumm tuna 0 3anonHseTcs
agpecom mapLpytunsatopa 3 1002::1 n agpecom yana 2 1003::2, a 3Ha4eHne nosns
Segments Left cermeHTOB paBHO 2.

2. MapwpyTtusatop 1 nepecbinaeT aTOT NAKeT HA MapLIpyTUu3aTop 2.

3. MapuwpyTtusatop 2 nameHsieT agpec HasHa4vyeHus B 3arosnoske IPv6 Ha agpec 1 B
3arofioBke MapLupyTnsauun. To ecTb, agpec Ha3HayYeHUs CTaHOBUTCH afpecoMm
1002::1 mapwpyTusatopa 3, agpec 1 B 3arofioBke MapLipyTu3auum cTaHoOBUTCS
agpecom maplupytmnsatopa 2 1001::1, a 3Ha4eHne NeBoro Nons CEerMmeHToB
cTaHoBuTca 1. MNocne BHECEHMA N3MEHEHMIN MapLUPYTU3aTOop 2 NepechinaeT NakeT Ha
MapLupyTmsartop 3.

4. MapuwpyTtursaTtop 3 U3MeHsieT agpec HasHa4vyeHus B 3aronoske IPv6 Ha agpec 2 B
3aronoBke MapLupyTusaummn. To ecTb, agpec Ha3Ha4YeHUs CTaHOBUTCHA aapecoMm yana 2
1003::2, agpec 2 B 3arofiloBke MapLLUpyT1U3auumn CTaHOBUTCS aapecom
Mapwpytmnsatopa 3 1002::1, a 3Ha4YeHne NeBoro Nosnsa cermeHToB ctaHoBuTcs 0.
[Mocne BHECEHUA N3MEHEHUIN MapLUpyTU3aTop 3 NepechiniaeT nakeT Ha y3en 2.

3aronoeok mapwpyTtursaumm Type 0 MoXeT ncnonb3oBaTbCcsa ANnd MHMUMnpoBaHusa DoS-aTak. Kak
nokasaHo Ha PucyHke 3-16, yzen 1 oTnpaBnseT nakeTbl Ha y3en 2 co CKopocTbio 1 Mout/c n
yaansieT 3arofioBOK MapLupyTu3aumm, 4tobbl Bbl3BaTb HECKONbKO neTenb ObpaTHOW CBS3U
Mexay maplpyTtusatopoM 2 1M mapuwpyTtudatopom 3 (50 pa3 ¢ mapwpyTtusatopa 2 Ha
MapLpyTmsatop 3 u 49 pas ¢ MapwpyTmMsatopa 3 Ha MmapLupyTusaTop 2). B 3To BpeMs 3arofioBok
MapLipyTM3aumMmn cosgaet addekT ycuneHusa tpaduka: "50 Méut/c ¢ mapwpyTtmnsatopa 2 Ha
mMapwpytmnsatop 3 n 49 M6ut/c ¢ mapwpyTmsatopa 3 Ha MapwpyTusatop 2." M3-3a aton
npobnembl 6e3onacHocT RFC 5095 otmeHnn 3aronosok mapipytmsauun Type 0.
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49 Mbut/c
1000 : :2 «—
1000 : :1 1001 ::2 1001 ::1 1002 ::2 1002 ::1 1003::1 1003::2

’ ’ -

e o
-1 M6ur/c 1 M6uT/c 50 M6ut/c 1 M6uT/c
XocT 1 MapwpyTtuzaTop 1 MapuwpyTusarop 2 Mapuwpytunsarop 3 XocT 2
Ipv6 Packet XocT 1 nockinaeT naketsl Ha XocT 2 yepe3 MapLlupyTtusaTop 2,
Source Address 1000::2 Mapuwpytuzatop 3, MapwpyTtusartop 2, MapwpyTtuaaTop 3....
Destination Address 1001:1 Kaxawbli naket noceinaercsa 50 pas us MappytusaTopa 2 B
MapwpyTtuzatop 3 n 49 pas us MapwpyTtusartopa 3 B

Segments left in the Type 0 MapwpyTtnzatop 2

Routing Header: 100
Address 1: 1002::1
Address 2: 1001::1
Address 3: 1002::1
Address 4: 1002::1

Address 99: 1002::1
Address 100: 100:3::2

PucyHok 3-16.

3.3.7.2. CBaA3aHHaA KOHUrypauus
BkrnitoueHne mapLipyTtmsaumm nctovHmka (Source routing) IPv6

e  3aronoBok mapLupyTtusaumm Type 0 He NogaepKMBAETCS MO YMOMYaHUIO.

e 3anyctute koMaHgy ipv6 source-route B pexume rnobanbHon KoHUrypawumm, 4tToobl
BKIOYNTb MapLUPYyTU3aLMi0 UCTOYHMKA IPV6.

3.3.8. OrpaHu4yeHue CKoOpocTu oTnpaBKu coobLeHnn o6 owmnodkax ICMPv6

3.3.8.1. MpuHUMN paboTbl

Y3en HasHauyeHus UNn MNpPOMEXYTOYHbIN MapLipyTusaTtop oTnpaensieT coobuweHus ICMPV6,
4YTO6bI COOBLWNTE 06 oLMBKaX, BO3HUKLLUMX BO BPEMS MEPECLIKN U Nepedayvm NakeToB AaHHbIX
IPv6. B ocHOBHOM cyLLeCcTBYeT YeTblpe Tuna coobLueHnin o6 owmnbkax: Destination Unreachable,
Packet Too Big, Time exceeded n Parameter Problem.

Mpn nonyyeHun HeBepHoro naketa |IPv6 ycTponcTBO OTOpacbiBaeT MNakeT M OTNpaBnsieT
coobuieHne o6 ownbke ICMPv6 Ha ncxogHbin agpec IPv6. B cnyyae dos atak Ha nakeTbl IPv6
YCTPOMWCTBO MOXET HEMPEPbLIBHO OTBEYaTL Ha coobLueHns o6 owmnbkax ICMPV6 oo Tex nop, noka
pecypcbl YCTPOWCTBA HE ucYepnaHbl WU, Takum obpasomMm, He OyayT AOIMKHbIM OGpasom
npegocTtaeBnaTbCca ycnyrn. [Ona peweHns atom npobrnembl MOXHO OrpaHuyvMTb CKOPOCTb
oTnpaeBku coobueHnn o6 owmnbkax ICMPV6.

Ecnu gnnHa nepecebinaemoro naketa IPv6 npesbilwaer MTU IPv6 ncxogsawero nHtepdenca,
MapLupyTM3aTop oTbpacbiBaeT 3ToT naket IPv6 n otnpasnset obpaTtHo coobwenne ICMPvV6
Packet Too Big Ha wucxogHbin agpec IPv6. 3710 coobuweHne o6 ownbke B OCHOBHOM
ncnonb3yetca B npouecce IPv6 PMTUD. Ecnu ckopocTb oTnpaBku coobLieHnn o6 owwmnbkax
ICMPV6 orpaHnyeHa ns-3a 4pe3mMepHoro konmyectasa gpyrmx coobueHunn o6 ownbdkax ICMPVG,
coobuwenns ICMPv6 Packet Too Big moryT 6bITb OTUNLTPOBaHbI, YTO NpuBeaeT k cboto IPv6
PMTUD. NoatomMy pekoMeHayeTCs OorpaHnynTb CKOPOCTb oTnpaBku naketoB ICMPV6 cnivwkom
GonblWMMK COOBOLEHNAMN HE3ABUCUMO OT ApYyrnx coobLueHmi o6 owmnbkax ICMPV6.
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HecmoTpst Ha TO, 4TO nakeTbl nepeHanpaeneHna ICMPv6 He siBnsitoTca coobuleHnsMn o6
owmnbkax ICMPV6, pekomeHOyeTCa OrpaHn4nTb MX KONMMYECTBO BMECTe C coobLieHusamun ob
owmnbkax ICMPV6, 3a ncknoyeHnem coobuieHnin Packet Too Big.

3.3.8.2. CBsizaHHaA KOHUrypauus

HacTtponka ckopocTt oTnpaeku naketa ICMPV6 cnviikom 60onbLumx coobLLeHni

e YacrtoTta no ymonyanuto coctasndet 10 Ha 100 mc.

e 3anyctute komaHgy ipv6 icmp error-interval too-big, 4To6bl HacTpouTb CKOPOCTb
oTtnpaskun ICMPv6 Packet Too Big coobieHun.

HacTpoWka ckopocTu oTnpasku apyrmx coobuueHnin 06 owmbkax ICMPv6

e YacrtoTta no ymonyanuto coctasndet 10 Ha 100 mc.

e BbinonHute komaHay ipv6 icmp error-interval ana HacTpPOWKM CKOPOCTU OTMNpaBku
apyrmx coobuieHunin 06 owmnbkax ICMPV6.

3.3.9. OrpaHuyeHune nepexopa IPv6(IPv6 Hop Limit)
3.3.9.1. MpuHUMN paboTbl

MakeT paHHbIX IPV6 npoxoant yepes3 mapLlpyTm3aTopbl OT MCXOOHOrO agpeca M agpeca
Ha3HayeHus. Ecnn HacTpoeH nNUMUT nepexofa, OH YMEHbLUAaeTCs Ha eOUHULY NpU KaKoom
NPOXOXOEHNN nakeTa Yepes mapupyTtudaTtop. Korga orpaHnyeHme nepexona ymeHbllaeTcs ao
0, mapLupyTmsaTop oTOpackiBaeT NakeT, 4Tobbl NPeaoTBPaTUTb HEOrPaHMYEHHbIE BO3MOXHOCTH
nepegayn ©GecrnonesHoro naketa nNo CeTM W NoTepu MPOMNYyCKHOW CNocoBHOCTU ceTw.
OrpaHnyeHmne nepexoga aHanornyHo TTL IPv4.

3.3.9.2. CBs3zaHHaA KOHdUrypauus
HacTponka npegena onepauun IPv6

o  OrpaHunyeHune nepexoga IPv6 no ymon4yaHuio ans ycTporncTBa COCTaBnseT 64.

e BbinonHute komaHay ipv6 hop-limit, 4ytobbl HacTpouTb orpaHnyeHne nepexoga IPv6
0N yCTponcTea.

3.3.10. NMpeobpasoBaHue U3 oTnpaBku naketoB NS B ceTn ayteHTUDMKaummn
VLAN

3.3.10.1. MprHUMN paboTbI

B pexume ayteHTnmkaumm wo3sa sce nogcet VLAN B Super VLAN no ymonyaHuio BnAs0TCs
cetammn VLAN gns ayteHTudpumkauuun. NMonb3osatenu B cetn ayteHTudumkauum VLAN OOmKHbI
NPONUTN ayTeHTuduKaumM ans goctyna K cetu. llocne ayTeHTUdMKaUMM Ha YCTPOWCTBE
cosgaetca crtatmdeckaa 3anucb ND. [lloatomy npu gocTtyne K ayTeHTUUUMpOBaHHOMY
Nnosib3oBaTento YCTPONCTBY He HyXHO oTnpaBnATb nakeTbl NS B VLAN ayteHTudumkauuun. Ecnin
YCTPOWCTBO MbITAeTCA NOMy4nMTb JOCTYN K nonb3oBatensam B VLAN 6e3 ayteHTudmnkaumm, emy
HY>XHO oTnpaBnsTb 3anpockl NS Tonbko B VLAN 6e3 ayTeHTudmkaumm.

B pexume ayteHTUdmkaumm wno3a QyHkumMa npeobpasoBaHus naketoB NS B ceTn
ayTeHTudpmkaumm VLAN BKOYEHa Ha yCTPONCTBE NO ymonyaHuio. Ecnn yctponctey TpebyeTca
AOCTYyNn K Monb30BaTensM, He WUCNONb3YKLWMM ayTeHTUMUKaLUnIo, B CeTU ayTeHTUdUKauumn
VLAN, oTknoumTe 3Ty OyHKUMIO.

3.3.10.2. CBsizaHHasA KOHcUrypauus

BkntoyeHune gyHKkumm npeobpasoBaHusa na otnpasku naketoB NS B ceTn ayteHTudmkauumn VLAN
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e 3anyctute komaHgy ipv6 nd suppress-auth-vlan-ns B pexume KoHUrypauum
nHTepdenca, YTobbl BKMOUYNTE PYHKUMIO Npeobpa3oBaHusa n3 otnpasku naketo NS B
cetn ayteHTUukaumm VLAN.

o  [laHHbIN hyHKLMOHA BKIKOYEH MO YMOMYaHMIO.

e OTa (PYHKUUA NOAAEPXKMBAETCHA TONLKO Ha BUPTYyarnbHbIX MHTEpdencax KoMMmyTaTopa
(SVI) n pencrtByeT TOMbKO B pexnme ayTeHTUdUKaLUK LWM3a.

3.3.11. Wnto3 no ymon4yaHuio B uHTepcence ynpasrneHus

3.3.11.1. MprHUMN paboTbI

N3 no ymonyaHuio HacTpoeH B MHTepdhernce ynpaBneHus AN co3gaHus maplupyTta no
YMOMYaHWIo Ang 9Toro uHTepdenca.

3.3.11.2. CBsizaHHasA KOHdUrypauus
HacTpoiika wnto3a no ymonyaHuto B HTepdelice ynpasneHus

e Bruinonuute komaHgy ipv6 gateway ipv6-address B pexume KOHurypawumu
nHTepdenca, YTobbl HACTPOUTDL LUMIO3 MO YMOMNYaHWMIO B MHTepdence ynpasneHus.

e [lo ymonuaHuio B MHTEpdence ynpasneHnst HE HACTPOEH LUMHO3 MO YMOSTYaHWIO.

3.4. HacTtpouka

HacTtponka OnucaHue u KOMaHAa

Hactponka |IPv6- | (OBA3ATEJIBHO) Wcnonb3yetca pnnss HacTtpoviku agpecoB IPv6 wn
agpeca BKItoYeHuns IPv6

ipv6 enable BkntovaeT IPv6 B uHTEpdence
ipv6 address HacTtpausaeT unicast-agpec IPv6
nHTEepgenca

Hactponka IPv6 | (ONMUMOHAIBbHO) Ncnonb3yeTca Ans BKIKOYEHUS nepeHanpaBneHus
NDP IPv6 Ha nHTepdence

ipv6 redirects BkntouyaeT nepeHanpaenexme IPv6 Ha
nHTEepence

(OMUMNOHAINBHO) UcnonbayeTcs ana BktoyveHns DAD

ipv6 nd dad attempts HacTtpauBaeT Konn4ecTso
nocregoBaTtenbHbIX NaketoB NS,
oTnpaeneHHbIx DAD

(ONMUMOHAIIBHO) UcnonbayeTca ana HacTporikn napameTtpos ND

ipvé nd reachable- | Hacrtponka goOCTynHOro BpEMEHM COCEHErO
time y3na
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Hactponka OnucaHune n kKomaHaa
ipv6 nd prefix Hactpolika npecukca agpeca, kKoTopbiv byget
06baABNATLCA B NakeTe RA
Hactponka IPv6 | ipv6 nd suppress-ra BkntovyaeT nogasneHne RA Ha nHtepdelice
NDP

(ONMUMOHANBHO) UcnonbayeTcs ANa HACTPONKM MakCUMarnbHOro
Konn4yecTBa HepaspeLlleHHbIx 3anucen ND

ipv6 nd unresolved

HacTtpanBaeT makcMmarnbHO€ KONMYeCcTBO
HepaspeLleHHbIx 3anmcen ND

(OMUUOHAINBHO) Wcnonb3yeTca Ans  HACTPOWKM  MaKCUMarbHOMo
KoSnimyecTBa cocefen, NoyYeHHbIX Ha nHTepdence

ipv6 nd cache

interface-limit

HacTtpauBaeT MakcMManbHO€E KOfM4ecTBO
cocegen, nonyveHHbIX Ha nHTepderice

Hactponka MTU

(OMUUOHAINBHO) NcnonbayeTtca ans orpaHnyenna MTU nakeTos IPv6,

IPv6 Ha | OTApaBfEeHHLIX Yepe3 HTepdenc
nHTepdemnce
ipvé mtu HacTtpausaet MTU IPv6
BkntoyeHune (OMUMOHAINBHO) WcnonbayeTcsa ANa  BKNOYEHMS  MapLUpyTUsauum
MapLupyTa ncrovHuka IPv6
NUCTOYHMKA  IPV6
ng? SOUrCe | jhy6 source-route HacTpolika ycTpoiicTBa [ANns Nepechinku
outin nakeToB |IPv6 ¢ 3aronoBkomM MapLupyTusaumm
HacTtponka OnuyuoHanbHO
CKOPOCTH
oTnpaBku ipv6 icmp error- | Hactponka CKOpOCTM OTNpaBKM MNakeToB
coobuweHnn 06 | interval too-big ICMPV6 cnuwkom 60MbLUMX COOBLLEHUI
ownbkax ICMPv6
ipv6 icmp error- | HacTtporika CcKOpOCTM OTNpaBkM  OpYrux
interval coobueHnn ob owmnbkax ICMPv6 n naketoB

nepeHanpaenenns ICMPv6

Hactpoiika

3Ha4YeHus IPv6

Hop Limit

(OMUMNOHAINBHO) Ucnonb3yeTcst onNst OrpaHUYEHUsT YNCa NEPEXOO0B
oAHoaapecHbIX nakeToB IPv6, oTnpasneHHbIX Yepe3 MHTEPdENC

ipv6 hop-limit

HacTtpoika orpaHnyeHust nepexoaa IPv6
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Hactponka OnucaHune n kKomaHaa

Bkntovenue/sbikn | (OMNMUMNOHAJIBHO) Ncnonb3yeTcs ong orpaHnyYeHuss OTrnpaBku MakeToB
toyeHne dyHkumm | NS B cetn ayteHTUbmkaumm VLAN B pexxume ayTeHTUdMKaLmn LWinosa
OTKasa OTnpaBku

nakeTos N\?LAI?I ipv6 nd suppressauth- | BkniouaeT nopjaBneHve
ce vlan-ns LUMpOKOBeLLaTenbHoM pacchinku NS B ceTsix
ayTeHTUdmKaLmm

ayTeHTucpmkaumm VLAN
HacTtpowka (OMNMUMOHANBHO) Ucnonb3yeTca Ans HACTPOKMKK LLFKO3A MO YMOSTYaHUIO
LI03a no | B UHTepdence ynpasneHus
YyMOYaHUIO B
WHTEPQENCE ipv6 gateway HacTpotka wmio3a Mo  ymonyaHuo B
ynpaenexus ipv6-address UHTepdence ynpasneHust

3.4.1. HacTtpouka IPv6-agpeca

3.4.1.1. PeaynbTaT KOHUrypauumu

HactponTte IPv6-agpec nHtepderica gns peanmsaumm ceteBon cesasm IPv6.

3.4.1.2. dtanbl KOH(Urypaumum
BknitoueHune IPv6 Ha nHTepdenice

o (ONMUMOHANBHO) Ecnu Bbl XOTUTE BKMAOYMTL NOAAEPKKY NpOTOKONa 6e3 HacTPOnKK
agpeca IPv6, BbinonHuTe KomaHgy ipv6 enable.

HacTtponka unicast-agpeca IPv6-nHTepdenca

e OOsa3aTenbHoO.

3.4.1.3. lNpoBepkKa KoHdUrypaumm

3anyctute komaHagy show ipv6 interface, 4toGbl NpoBepUTb, OENCTBYET NI HACTPOEHHbIN
agpec.

3.4.1.4. CBA3aHHble KOMaHAbI

BknroyeHune IPv6 Ha nHtepcpeince

KomaHga ipv6 enable
Pexnm Pexnm koHdurypaumm nHtepdoenca
KOHdourypaumm
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BcTpoeHHas
noackaska

MpoTtokon IPv6 MOXHO BKMIOYUTL Ha MHTepdence ABymMsA cnocobamu:
1) BbiNofiHEHWE KOoMaHAbl ipv6 enable B pexume HacTpOMKU
UHTepdenca; 2) HacTponka agpeca IPv6 Ha nHTepdeiice.

NMPUMEYMAHUE: ecnu wuHTepchenc cBA3aH C  MYMbTUMNPOTOKOSbHBIM
o6bektoMm VRF, HacTpoeHHbiM 6e3 cemenictBa agpecoB IPv6, IPv6 He
MOXeT ObITb BKMIOYEH Ha 3TOM MHTepdence. IPv6 Ha aToM nHTepdelice
MOXHO BKITIOYMTb TOSbKO MOCNEe HacTpOrKM cemencTea agpecos IPv6 ang
MHoronpoTokosnbHon VRF.

Ecnn IPv6-agpec HacTpoeH Ha wuHTepdence, IPv6 aBTomaTuUdecku
BKMtOYaeTCA Ha 3TOM uHTepdperice. B aTom cnyyvae npoTtokos IPv6 Henb3s
OTKITOUYUTb, AaXKe ecnu Bbl BbINOMHAETE KOMaH4y no ipv6 enable

HacTtpomka unicast-agpeca IPv6 uHtepcpenca

KomaHpa

ipv6 address ipv6-address / prefix-length
ipv6 address ipv6-prefix / prefix-length eui-64
ipv6 address prefix-name sub-bits / prefix-length [ eui-64 ]

OnwucaHue
napameTpoB

ipv6-address: ykasbiBaeT agpec IPv6, KOTopbIi 4OSMKEH COOTBETCTBOBATL
dopmaty agpeca, onpegeneHHomy B RFC 4291. PasgeneHHoe fBoOeTOUMEM
(:), kaxpoe none apgpeca coctout mM3 16 6GUT M nNpencraBneHo
LecTHaauaTepUYHbIMNU CUMBOJSTAMM.

ipv6-prefix:  ykasbiBaeT npedukc agpeca IPv6, «koTopbii  QOMmKeH
COOTBETCTBOBaTb (hopmaTy agpeca, onpegeneHHomy B RFC 4291.

prefix-length: ykasbiBaeT gonuHy npedwmkca agpeca IPv6, To0 ecTb yacTb,
npeacraBnsaLLyo ceTb B agpece IPv6.

prefix-name: ykasblBaeT UMs yHUBEpCarnbHOro npedukca. YKasaHHbIN
yHMBepcarnbHbll  NpednKC ucrnonb3yetTca Ans  co3gaHus  agpeca
nHTepdenca.

sub-bits: ykasbiBaeT GuTbl cybnpedmkca n 6uTbl XocTa agpeca, KoTopble
OOIMKHbI OblITb 06beanHeHbl ¢ npedukcamu, NpegocTaBieHHbIMN 0BLLMM
npedguKcoM, YkasaHHbIM C napameTpom prefix-name. 3To 3HayeHue
oObeanHsAEeTCAa C yHMBepcamnbHbiM NPedUKCOM Ans COo3daHus agpeca
UHTepdenca. 3To 3Ha4YeHMe OOMKHO ObiTb B dhopme, ykasaHHom B RFC
4291.

eui-64: ykasbiBaeT co3gaHHbli IPv6-agpec, cocToswmi U3 HAaCTPOEHHOrO
npedukca agpeca n 64-6utHoro naeHTdmkaTopa nHTepdgenca

Pexum
KOHdourypaumm

Pexnm koHdurypaumm nHtepdenca
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NMPUMEYMAHUE: ecnu wnHTepcelC CBA3aH C  MYMbTUNPOTOKOMbHbBIM

o6bektoM VRF, HacTpoeHHbIM 6e3 cemencTtBa agpecoB IPv6, agpec IPv6 He
MOXeT ObITb HacTpoeH pnna 9aToro uHTepdpenca. |IPv6-agpec aToro
MHTEpdenca MOXHO HaCTPOUTbL TOSMbKO MOCNEe HAaCTPOMKM CeMeNncTBa
agpecos IPv6 gns mHoronpoTtokonsHon VRF.

Ecnu nHtepdenc IPv6 co3gaH M HaxoouTcs B COCTOSHUM TFOTOBHOCTH,
cucteMa aBTOMATUYECKM CO3JaeT foKamnbHbIM aapec KaHana Ans aToro
UHTepdenca.

IPv6-agpec uHTepdphernica Takke MOXeT ObiTb CO34aH C  MOMOLLBIO
YHMBEpCcanbHoOro mexaHnama npedukco. To ectb IPv6-agpec = Universal
prefix + Sub prefix + Host bits. YH1BepcanbHbI TpednKc MOXHO HaCTPOUTb,
BbINONHMB KOMaHZy ipv6 general-prefix wnyv BbINOMHMB  (PYHKUMIO
obHapyxeHus npecukcoB knueHta DHCPV6 (cm. pasgen 5. Hacmpodlka
DHCPv6). Sub prefix + Host bits yana 3agatotcsa napameTtpamu sub-bits n
prefix-length B komaHge ipv6 address.

Ecnu BbI 3anyckaeTte komaHay no ipv6 address 6e3 ykasaHus agpeca, Bce
agpeca, HaCcTpOeHHble BPY4Hyto, OyayT yaaneHsbl.

UToObl ydanuTb HACTPOEHHbLIN agpec, BbINOMHUTE KOMandy no ipv6
address ipv6-prefix/prefix-length eui-64

3.4.1.5. Npumep KoHcpUrypaumm

HacTponka agpeca IPv6 B nHtepdelrice

OTanbl Bkniounte IPv6 Ha wHTepdperice GigabitEthernet 0/0 u pobaebTte
KOHpurypaumm IPv6-agpec 2000::1 B nHTEpPdENC
QTECH(config)#interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)#ipvé enable
QTECH(config-if-GigabitEthernet 0/0)#ipvé address 2000::1/64
MpoBepka BeinonHute komaHay show ipv6 interface, utobbl yoeauTbes, 4To agpec
KOHcbUrypaumm ycnewHo gobasneH B nHtepgenc GigabitEthernet 0/0

QTECH(config-if-GigabitEthernet 0/0)#show ipvé interface
gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):

Mac Address: 00:00:00:00:00:00

INETé: FE80::200:FF:FE0O:1 [ TENTATIVE ], subnet is FE80::/64
INETé: 2000::1 [ TENTATIVE ], subnet is 2000::/64

Joined group address(es):

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
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ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

3.4.2. HacTpowuka IPv6 NDP

3.4.2.1. PeaynbTaT KOH(pUrypaumm

HacTponte atpnbyTbl, cBasaHHble ¢ NDP, Hanpumep, Bkntounte nepeHanpasneHne IPv6 n DAD.

3.4.2.2. NMpumeyaHun

MNMopasneHune RA BkntoYeHO Ha nHTepdercax no ymonyaHuo. Ytobbl HAaCTPOUTL YCTPOMUCTBO ANs
oTnpasku naketoB RA, BbINnonHUTe KoMaHay No ipv6 nd suppress-ra B pexume KOHpUrypaumm
nHTepdenca.

3.4.2.3. dtanbl KOH(Urypauum
BkrnitoueHune nepeHanpasneHus IPv6 Ha nHtepderice

o (ONMUMNOHANBHO) nepeHanpasneHne IPV6 BKMOYEHO NO YMOSYAHUIO.

e  YT00ObI OTKNIOUNTL NepeHanpasneHue IPv6 Ha nHTepdence, BbINOMHUTE KOMaH4y NO
ipv6 redirects.

HacTponka konnyectBa nocnegoBaTenbHbIX NakeTtoB NS, oTnpaBneHHbIx BO Bpemsi DAD

e  OnuyuoHankeHo.

e  YT00bI 3anpeTuThb BKNtoueHne DAD ansa agpecos IPv6 Ha nHtepdence nnm nameHuTb
KonmyecTBo nocnegoBaTenbHbix nNaketoB NS, otnpaBneHHblx DAD, BbinonHute
KomaHay ipv6 nd dad attempts.

HacTpoika JocTynHoro BpemMeHu cocegHero yana

e OnuyuoHarnkeHo.

o [1ns namMeHeHus AOCTYMHOro BpEMEHM cocea BbINONHNUTE koMaHay ipv6 nd reachable-
time.

HacTponka npedwmkca agpeca ansa oobsierneHus B nakete RA

o [lo ymonuaHuio npedukc B nakete RA Ha nHTepgence — aTo Npegukc, HaCTPOEHHbIN
B KOMaHAe ipv6 address uHTepdeica.

e (HeobsizatenbHo) BuinonHute komanay ipv6 nd prefix, ytobel gobaentb N yoganntb
npeduKcbl 1 NnapaMeTpbl NPedUKCOB, KOTOPbIE MOTYT ObITb OO BABNEHbI.

BkritoueHue/BbikntoveHne nogaeneHus RA Ha nHrepdelice
e  OnuuoHanbHo.

e  YT106bl HACTPOUTL YCTPOWCTBO ANA OTNPaBKkM NakeToB RA, BbINONHUTE KOMaHAy No ipv6
nd suppress-ra.
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HacTtpoika MakcumanbHOro KonnyecTea HepaspeLleHHbIx 3anmcen ND

OnuuoHarnbHo.

Ecnu un3-3a ckaHupylowmnx atak cosgaetcs 60mnblLuoe KONMMYeCcTBO HepaspeLleHHbIX
3anucen ND, BbinonHuTe komaHay ipv6é nd unresolved, 4Tobbl OrpaHMYMTL YUCNO
HepaspeLleHHbIX coceaen.

HacTponka makcumansHoro konmyectsa 3anucert ND, nony4yeHHbIX B UHTepgence

OnuuoHanbHo.

Ecnn konmnyectBo xocToB IPV6 KOHTpONupyeTcs, BbINONHUTE koMaHay ipv6 nd cache
interface-limit, 4ToGbl OrpaHNYMTL KONMYECTBO coceaemn, 0by4eHHbIX Ha MHTepdeNce.
OT0 npegoTBpawlaeT nonagaHve atak, NoslydYeHHbIX C NMOMOLLBI (PYHKUUN U3YyYeHUS
ND, B NpOCTPaHCTBO NaMATK U BIIMSIET HA NPOU3BOANTENBHOCTb YCTPOMCTBA.

3.4.2.4. NpoBepkKa KoHhUrypauum

BbinonHute cnepyowime kKoMmaHabl Ana npoBepkn npaBuinbHOCTU KOH(*)I/IpraLl,I/IVIZ

show ipv6 interface interface-type interface-num: nposepbTe, AENCTBYIOT NN Takue
KOHpurypauum, kak yHKLUSA nepeHanpaBneHuns, Bpemst OCTYNHOCTU coceaHero yana
n nHtepsan otnpaskm NS.

show ipv6 interface interface-type interface-num ra-inifo: nposepbTe NpaBUbHOCTb
npedukca n gpyron nHopmauumn, HacTpoeHHon ans naketos RA.

show run

3.4.2.5. CBsAA3aHHble KOMaHAbI

BknroyeHne nepeHanpaBneHus IPv6 Ha uHtepdence

KomaHpa ipv6 redirects

Pexnm Pexnm koHdurypaumm nHtepdenca

KOHdourypaumm

BcTpoeHHas Bce coobuweHnss o6 owwmbkax ICMPv6 nepegatoTca ¢ OrpaHMYeHHON

noackaska cKkopocTbio nepegayun. Mo ymonyanuio 10 — makcumanbHoe Konmy4ecTBo
coobuieHnin 06 owmnbkax ICMPv6 nepegasaembix B cekyHay (10 nakeTtos
B ceKkyHay)

HacTtpomnka konuyecTtBa nocrnenoBaTefibHbIX naketoB NS, oTnpaBneHHbIX BO BpeMms
DAD

KomaHga ipv6 nd dad attempts value

Onuncanne value: ykasbiBaeT konn4yectso naketoB NS

napameTpoBs

Pexnm Pexum koHdurypaunm nHtepderica

KOHpurypaumm
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BcTpoeHHas
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Mepen HacTpolikon agpeca IPv6 Ha nHtepderice Heo6Xo0ANMO BKIIOYNTb
DAD. 3atem agpec HaxoouTcs B npeaBapuTenbHOM COCTOSHUMU. Ecnu
DAD He o6GHapyxuBaeT KOH(NMKTa agpecoB, I3TOT afpec MOXHO
ncnonb3oBaTb. Ecnn oBHapyXeH KOHGNUKT agapecoB U naeHTudukatop
UHTepdenca atoro agpeca wucnonb3yet EUI-64, Ha 3Tom KaHane
CyLLecTBylOT Aybnupylowme agpeca YpoBHsi cBA3W. B atom cnydae
cuctemMa  aBTOMaTUYEeCKM — OTKMOYaeT  3ToT  uHTepdenc  ansa
npegoTBpaLleHns onepaummn, cBsasaHHbIX ¢ IPv6 Ha aTom uHTepdence). B
3TO0 BpemMs HeobXxoOuMO HACTpPOUTb HOBLI agpec M nepes3anycTuTb
UHTepdenc, 4tobkl cHoBa BkntounTb DAD. Korga nHtepderic nepexoant
N3 COCTOSHUA BHM3 B cocTosiHne BBepx, DAD cHoBa Bkntovaetca ans
a[pecoB B 3TOM MHTepdence

HacTpoitka BpemeHM [OCTYNMHOCTU COCeaHero y3na

KomaHnoa ipv6 nd reachable-time milliseconds

Onucanne milliseconds: ykasbiBaeT BpeMsi AOCTYMHOCTM coceda B gnanasoHe ot 0

napameTpos o 3600000. EgnHnua uamepeHuss — MunnucekyHga. 3HadeHue no
ymonyanuio — 30 ¢

Pexnm Pexum koHdurypaumm nHtepenca

KOHpurypaumm

BcTpoeHHas YCTpONCTBO OBHapyXMBaeT HEOOCTYMHbIX COocenen B COOTBETCTBUMU C

noackaska HacCTPOEHHbIM BpPEMEHeM [ocTyna. Yem Kopoye HaCTpOeHHOoe Bpemsi

Joctyna, Tem ObicTpee YCTPOMCTBO OOHapyXMBaeT HedOCTYMHbIX
cocefen, Ho TeM Gorblue OHO NOTPebNsSeT Nonocy NPOMyckaHUs CeTn U
pecypcbl ycTponcTea. MoaToMy He pekomeHayeTcsi yCTaHaBnvMBaTb 3TO
3Ha4YeHUe CrMLLKOM MasieHbKUM.

HacTpoeHHoe 3HauyeHue o0bsBndeTcd B nakete RA un  Takke
ncnonb3yeTtcs Ha ycTponcTtee. Ecnn 3HaveHne paBHo 0, Ha ycTponcTBeE
He yKasaHo BpeMs JOCTyna, U peKkoMeHOYyeTCs UCNOoNb30BaTh 3HAYeHne
Mo YyMOSYaHWIO
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Hactponka npecukca agpeca ans o6bsaBneHus B nakete RA

KomaHpa

ipv6 nd prefix {ipv6-prefix/prefix-length | default} [ [ valid-lifetime { infinite
| preferred-lifetime } ] | [ at valid-date preferred-date ] | [infinite {infinite |
preferred-lifetime}]] [no-advertise] | [[ off-link ] [ no-autoconfig ]]

OnwucaHue
napamMmeTpoB

ipv6-prefix: ykasbiBaeT uaeHTUpmkatop cetn IPv6, KOTOpbLIM O0SMKEH
COOTBETCTBOBaTbL (hopmaTy npeacTtasneHuns agpeca B RFC 4291.

prefix-length: ykasbiBaeT pgnvHy npedukca apgpeca [Pv6. [llepeq
npedukcom Heobxogumo fob6aBnTb Kocyo 4epTy (/).

valid-lifetime: ykasbiBaeT nepuof, B Te4EHME KOTOPOro XOCT, NOSTyYatoLLmnM
npeukc naketa RA, cuutaet npedukc AonyctumbiM. [OuanasoH
3HayeHun ot 0 0o 4 294 967 295. 3HadeHne no ymonyaHuio: 30 gHen.

preferred-lifetime: ykasbiBaeT nepuog, B TeYeHME KOTOPOro XOCT,
nonyvatowmn npedumkc naketa RA, cunmtaeT npedmkc [OMNYCTUMBIM.
[wnanasoH 3HayeHnn ot 0 0o 4 294 967 295. 3HayeHne No ymonyaHuwo: 7
OHen.

at valid-date preferred-date: ykasbiBaeT pgonyctumylo Jaty w
npeanoyYnTaeMbli CPOK, HACTPOEHHbIM Ans npedmkca RA. NcnonbsyeTtcs
dopmaT dd+mm+yyyy+hh+mm.

infinite: ykasbiBaeT Ha To, 4TO NpedurKec AencTBuUTeNeH HaBcerga. default:
yKka3blBaeT, 4TO Mcnonb3yeTca KOoHdurypaumss napameTpoB MO
YMOMYaHuio.

no-advertise:  ykasblBaeT, yTo  npecumkc He  obbsBRsETCS
MapLUPyTU3aTOPOM.

off-link: ecnn npedukc agpeca HasHavyeHns B nakeTe IPv6,
OTNPaBMEHHOM XOCTOM, COBMagaeT C HaCTPOEHHbIM mnpedurKkcom,
yCTponcTBO ByaeT paccmaTtpuBaTb agpec HasHaAYeHUsi MO TOW XKe CCbISKe
N HenocpeacTBEHHO [AOCTyneH. OTOT napaMeTp YyKkasblBaeT, YTO 3TOT
npedukc He TpebyeT onpeaeneHns no kaHany.

no-autoconfig: ykasbiBaeT, 4To npedmkc B nakete RA, nonyyeHHOM
XOCTOM, HE MOXET WCMNoNb30BaTbCA ANS aBTOMAaTU4ECKOW HACTPOMKM
agpeca

Pexum
KOHdourypaumm

Pexnm koHdurypaumm nHtepdenca
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BcTpoeHHas
noackaska

OTy KOMaHZy MOXHO WCMonb3oBaTb A1 HaCTPOWKM napamMeTpos,
CBSA3aHHbIX C KaXXAblM NPegMKCOM, BKNOYas BO3MOXHOCTb 0ObsIBNEHNs
aToro npedwmkca. lNo ymonuyaHuio nakeT RA wucnonb3yet npedumkc,
HaCTPOEHHbLIN C NMOMOLLLID KOMaHAbl ipv6-agpeca. 3anyctute KomaHay
ipv6 nd prefix, 4to6bl f06aBUTL Apyrne NnpeduKcol.

BoinonHute komangy ipv6 nd prefix default, 4tobbl HacTpoutb
napameTpbl MHTepderca No ymonyaHuio. To ecTb, ecnu npu gobasneHnm
npedukca He ykasaH HW OOWH MapameTp, UCMoSib3ynTe napameTpbl,
HacTpoeHHble B koMmaHge ipv6 nd prefix default no ymonyanuio B
KayecTBe napameTpoB HOBOro npedwukca. KoHdurypauum napameTpos Mo
YMOJSYaHUIO OTMEHATCHA Mnocne Toro, kak Ans npedwukca byneT ykasaH
napameTp. To ecTb, Npy UCNoNb30BaHUK KomaHabl ipv6 nd prefix default
Nno yMONYaHuo AN U3MEHEHUS HacTpoeK napamMeTpoB NO YMOMYaHUIO,
TONMbKO nNpeduKC, HACTPOEHHbIN ANs WU3MEHEHUn napamMeTpoB Mo
YMOJTHaHUIO U KOHUIypaumin npedurkca, ocTaeTcs NPexHUM.

at valid-date preferred-date: MoXHO ykasaTb gonycTUMyto gaty npedukca
AByms crnocobamu: 1) ykasaHue oMKCMPOBaHHOIO BpEMEHU AN KaXAoro
npecdukca B nakete RA; 2) ykasaHue cpoka. Bo BTOopom meToae
AencrteuTenbHas gata npedukca B kaxgom nakete RA ymeHbliaeTca o
0

BknroyeHune/BbiknoyeHne nogaBneHna RA Ha uHtepdence

KomaHga ipv6 nd suppress-ra

Pexnm Pexnm koHdurypaumm nHtepdenca

KOHdourypaumm

BcTpoeHHas YTobbl BKNOUNTE NogaeneHne RA Ha uHTepdence, BbIMOMHUTE KOMaHAy
nockaska ipv6 suppress-ra

HacTponka makcumanbHOro Konm4yecTea HepaspeLleHHbIX 3anucen ND

KomaHpa ipv6 nd unresolved number

Onuncanne number: yka3biBaeT MakCUMarbHOE KONMYeCTBO HepaspeLleHHbIX 3anucen
napameTpoBs ND

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas YToObI npegoTBpaTUTb co3gaHue 6onbwmnm KONnmM4yecTBOM
noAckaska HepaspelweHHblx 3anvcen ND w©n  3aHMMaloWMX pecypcbl BBOAA

3M0YMBbILLIIEHHNUKAMMW, MOXHO OrPaHMYMTb KONMYECTBO HepaspeLueHHbIX
3anucen ND
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HacTtpoiika MakcumanbHoro konu4vectsa 3anucent ND, nony4yeHHbIX B MHTepdelice

Komanpga ipv6 nd cache interface-limit value

Onucanwne value: ykasblBaeT MakCumarnbHOe KOMUYeCcTBO COCEOHUX YCTPOWMCTB,
napameTpoB NosTy4YeHHbIX MHTEPdENCOM

Pexum Pexum koHdurypaunm nHtepderica

KOHUrypauum

BcTpoeHHas OrpaHnyeHne konmyectBa 3anucenn ND, nonyydeHHbIX B uHTepdelice,
noackaska MOXeT MPedoTBpPaTUTb aTaku 3oyMbILNIEHHNKOB-coceaen. Ecnn aTo

YACNO He OrpaHNyeHo, Ha ycTpouctBe OyaeT cosgaHo OGorbluoe
KonmyectBo 3anucen ND, 3aHMMaroLwmx CrAMLLKOM MHOIO MeCcTa B MaMAaTu.
HacTpoeHHoe 3HauYeHne JOMKHO ObiTb paBHO NN BonbLLE Yncna 3annucen
ND, nony4eHHbIx nHTepdencom. B npoTnBHOM criyvyae KoHUrypaums He
BcTtynut B cuny. KoHdwmrypaums 3aBucnt oT emkoctu BBoga ND,
nogaepXxneaemMon yCTpoONCTBOM

3.4.2.6. Npumep KoHcpUrypaumm

BknioyeHune nepeHanpasneHus IPv6 Ha nHTepdence

OTanbl Bkntounte nepeHanpasnexue IPv6 Ha nHtepdence GigabitEthernet 0/0
KOHdourypaumm

QTECH(config-if-GigabitEthernet 0/0)#ipvé redirects
MpoBepka BbinonHute komaHay show ipv6 interface, 4tobbl NnpoBepuThL pesynbTaTt
KOHdourypaumm

QTECH#show ipvé interface gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):
Mac Address: 00:00:00:00:00:00
INETé: FE80::200:FF:FE0O:1 [ TENTATIVE ], subnet is FE80::/64
Joined group address(es):
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds
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ND retransmit interval is 1000 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

HacTtpowuka IPv6 DAD

OTansbl Hactponte uHTepdenc gna otnpaBkm DAD Tpex nocnegoBaTesbHbIX
KOHcpurypaumm naketoB NS

QTECH(config-if-GigabitEthernet 0/0)# ipvé nd dad attempts 3
MpoBepka BeinonHute komaHgy show ipv6 interface, 4ytobbl npoBepuTh pesynbtat
KOHcpurypaumm

QTECH#show ipvé interface gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):

Mac Address: 00:00:00:0:00:00

INET6: FE80::200:FF:FE00:1 [ TENTATIVE ], subnet is FE80::/64
Joined group address(es):

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 3

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>
ND router advertisements live for 1800 seconds
QTECH(config-if-GigabitEthernet 0/0)#

HacTponka nHdo

opmauuun npedukca B nakete RA

OTanbl
KOHpurypaumm

HobasbTe npedmkc 1234:/64 k untepdency GigabitEthernet 0/0

QTECH(config-if-GigabitEthernet 0/0)#ipvé nd prefix 1234:/64
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MpoBepka BbinonHute komaHgy show ipv6 interface, 4toGbl NnpoBepuTL pesynbTaT
KOHcpurypaumm

QTECH#show ipvé interface gigabitEthernet 0/0 ra-info
GigabitEthernet 0/0: DOWN (RA is suppressed)
RA timer is stopped
waits: 0, initcount: 0
statistics: RA(out/in/inconsistent): 0/0/0, RS(input): 0
Link-layer address: 00:00:00:00:00:00
Physical MTU: 1500
ND router advertisements live for 1800 seconds
ND router advertisements are sent every 200 seconds<160-240>
Flags: IMIO, Adv MTU: 1500
ND advertised reachable time is 0 milliseconds
ND advertised retransmit time is 0 milliseconds
ND advertised CurHopLimit is 64
Prefixes: <total: 1>
1234::/64(Def, CFG, vitime: 2592000, pltime: 604800, flags: LA)

Hactponka naketoB RA ana nony4yeHus npedumkcoB n3 nyna npedmkcon

OTanbl HacTtponTe nakeTbl RA Ha nonyyveHne npeduKkcoB 13 nyna npedukcon
KOHUrypauum "ra-pool"

QTECH(config-if-GigabitEthernet 0/0)#peel default ipvé pool ra-pool

MpoBepka BbinonHuTe komaHay show run, 4tobbl NpoBEPUTL pesynbTaT
KOHdourypaumm

QTECH(config-if-GigabitEthernet 0/0)#show run interface
gigabitEthernet 0/0

Building configuration...

Current configuration : 125 bytes

interface GigabitEthernet 0/0 ipvé enable

no ipvé nd suppress-ra peel default ipvé pool ra-pool !
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OTtknroyeHue nogasneHna RA

OTanbl OTkntounte nogaenerHne PA Ha uHtepdence
KOHUrypauum

QTECH(config-if-GigabitEthernet 0/0)# no ipvé nd suppress-ra
MpoBepka BbinonHute komaHgy show run, 4tobbl NpoBEPUTL pedynbTaT
KOHUrypauum

QTECH(config-if-GigabitEthernet 0/0)#show run interface
gigabitEthernet 0/0

Building configuration...

Current configuration : 125 bytes

interface GigabitEthernet 0/0
ipvé enable

no ipvé nd suppress-ra!

HacTponka makcumanbHOro Konm4yecTea HepaspeLleHHbIX 3anucen ND

OTanbl YCcTaHOBUTE MaKCcMMarnbHOE KONMMYEeCTBO HepaspelueHHbix 3anucen ND
KOHUrypauum paBHbiM 200

QTECH(config)# ipvé nd unresolved 200
MpoBepka BbinonHuTe komaHay show run, 4tobbl NPoBEPUTL pesynbTaT
KOHdourypaumm

QTECH#show run

ipvé nd unresolved 200
!

Hactponka makcumanbHoro konudyectea 3anucen ND, nonyyeHHbIX B nHTepdence

OTanbl
KOHpurypaumm

YcTaHoBUTE MakcMmanbHOe KonmdecTBo 3anucen ND, nofnyvyeHHbIX Ha
nHTEepdemnce, pasHoim 100

QTECH(config-if-GigabitEthernet 0/1)# ipvé nd cache interface-limit
100
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MpoBepka
KOHUrypauum

BeinonHute KOMaHAOy show run, 4TobbI npoBEPUTL pe3yrnbTaT

QTECH#show run
I interface GigabitEthernet 0/1

ipvé nd cache interface-limit 100
|

3.4.3. Hactpouka MTU IPv6 Ha uHTepdeunce

3.4.3.1. PeaynbTaTt KOH(hUrypauum

B cooTBeTCTBUMN CO CXEMOW CETU, HACTPONTE KOPPEKTHLIN aapec IPvB, 4Tobbl n3dexaTb notepu

NnakeToB.

3.4.3.2. NpumeyaHun

MTU IPv6 nHTepderica gomkeH 6biTb MeHbwe nnu paseH MTU-uHTtepdenca. dnanasoH IPv6
MTU coctaBnsieT ot 1280 go 1500.

3.4.3.3. dtanbl KOH(Urypauum

Hactponka MTU IPv6 nHtepdenca

e  OnuyuoHankeHo.

o Ecnn muHumanbHeim pasmep MTU B WHTepHeTe meHbwe MTU IPv6-untepdeiica,
MCNonb3ynTe aTy KoOHGUrypaumo ansi yctaHosku npasusibHoro MTU-uHTepdenca.

3.4.3.4. NpoBepkKa KoHdUrypauumm

e 3anyctute komangy show run wnu show ipv6 interface, 4TO06bBI nNpoOBEPUTH
NpaBuUbHOCTb KOH(UIypaumm.

e 3axsart fiokanbHO oTnpaBneHHbIX nakeToB IPv6, annHa koTopbix npesbiwaeT MTU IPv6.
PesynbTaT 3axBaTa NnakeToB NokasbiBaeT, YTo nakeT IPv6 doparmeHTMpoOBaH Ha OCHOBE
MTU IPv6-nHTEpPGOEnca.

3.4.3.5. CBsAA3aHHble KOMaHAbI

Hactponka MTU IPv6-uHTepdenca

KomaHga ipvé mtu bytes

Onuncanne bytes: ykasbiBaeT MTU naketa IPv6 B gmanasoHe ot 1280 go 1500.
napameTpoB EovHnua namepeHuns — 6ant

Pexnm Pexum koHdurypaunm nHtepderica

KOHpurypaumm

BcTpoeHHas HepocTtynHo

noackaska
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3.4.3.6. NMpumep kKoHdpuUurypauumn
Hactponka MTU IPv6-uHTepdenca

OTansbl NameHute IPv6 MTU-unTepdenca GigabitEthernet 0/0 Ha 1300
KOHUrypauum

QTECH(config-if-GigabitEthernet 0/0)#ipvé mtu 1300

MpoBepka BbinonHute komaHgy show ipv6 interface, 4tobbl npoBepuTb pesynbTat
KOHcpurypaumm

QTECH(config-if-GigabitEthernet 0/0)#show ipvé interface

interface GigabitEthernet 0/ is Down, ifindex: 1, vrf_id 0 address(es):
Mac Address: 08:c6:b3:f1:17:61

INETé: FE80::2D0:F8FF:FE22:3347 [ TENTATIVE ], subnet is FE80::/64
INET6: 1020:1 [ TENTATIVE ], subnet is 1020::/64

INET6:1023::1 [ TENTATIVE ], subnet is 1023::/64

Joined group address(es):

MTU is 1300 bytes

ICMP error messages limited to one every 100 milliseconds

ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

3.4.4. BknoveHue maplupyTta nctodyHuka IPvé (IPvé Source Routing)

3.4.4.1. PeaynbTaT KOHUrypauumm

RFC 5095 otmeHun 3aronoeok mapiipyTtnsauum tuna 0. Yctponctesa QTECH no ymonyanmio He
noagepXkunBaloT 3aronoBoK MapuwpyTusaumm tuna 0. AZMWHUCTPATOP MOXET BbINOMHUTL
KOomMaHay ipv6 source-route B pexume rnobanbHOM KOHUrypaumm, 4Tobbl BKIOYNTL MapLIpyT

nctoyHuka IPve.
3.4.4.2. dtanbl KOH(Urypaumum
BkntoyeHne mapLupyTta nctodHuka (Source routing) IPv6

e  OnuuoHanbHo.
e  YT06bI BKNIOYMTH MapLLPYT UCTOYHMKA IPV6, BbINONHUTE KOMaHAy ipv6 source-route.
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3.4.4.3. NpoBepkKa KoHhUrypauum

YCTPONCTBO MOXET AOMKHbIM 0Opa3om nepecbinaTtb NakeTbl C 3arofIOBKOM MapLUpyTM3aumm
Type 0.

3.4.4.4. CBA3aHHble KOMaHAbI

BkritoueHne MapLipytmsaumm nctovHmka IPve

KomaHpa ipv6 source-route

Pexum Pexum rnobanbHon koHdurypauum

KOHcpurypawmm

BcTtpoeHHas Mockonbky 3aronoBok Tuna 0 MoXeT npuBecT Kk atakam DoS Ha

noAckaska YCTPOWCTBO, YCTPOMCTBO He nepecbinaeT nakeTol IPv6 C 3aronoBkom
MapLupyTM3aumm no ymondanuo, a obpabartbiBaet naketbl IPvG, cam no
cebe 4BNAACL KOHEYHbIM agpecoM Ha3HaAYeHUst M 3arofloBKOM
MapLipyTusaumm tmna 0

3.4.4.5. NMpumep KoHcpUrypaumm

BkntoveHne mapLupytusauum nctouyHuka IPve

OTanbl BkniounTb MapLupyTusaumio UCTodHnka IPv6
KOHdourypaumm

QTECH(config)#ipvé source-route

MpoBepka BbinonHute komaHgy show run, 4tobbl NpoBEPUTL pesynbTaT
KOHdourypaumm

QTECH#show run | inc ipvé source-route ipvé source-route

3.4.5. HacTpomnka ckopocTu oTnpaBku coobweHnn o6 owmnbkax ICMPv6

3.4.5.1. PeaynbTaT KOHUrypauumm

HacTponka ckopocTu oTnpaekm coobuieHnin o6 owmbkax ICMPV6.

3.4.5.2. dtanbl KOH(Urypauum
HacTtponka ckopocTtu oTnpasku naketa ICMPvV6 cnvwkom 6onbLUmx coobLeHni

e  OnuuoHanbHo.

e Ecnu ycTporcTBO nonyyaeTr MHOXeCTBO naketoB IPv6 ¢ anuHoW nakeTa,
npeebiwatowen IPvé MTU mncxogsiiero nHtepdenca, u, Takum odpasom, otTnpaensieT
6onbwoe konunyectBo ICMPv6 Packet Too Big coobuieHun, koTopble notpebnsatoT
MHoro pecypcos LI, 3anyctute komanay ipv6 icmp error-interval too-big ¢ cnuwkom
OonbWKMM WMHTEpPBArioMm OWKNBOK, 4YTOBbl OrpaHM4YUTbL CKOPOCTb OTMPaBKM 3TOro
coobLeHnsa 06 olnodke.
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HacTtporka ckopocTn oTnpaBku Apyrmx coobuieHun o6 owmnbdkax ICMPV6

e  OnuuoHarnbHo.

e Ecnu ycTponcTBo nonyyvyaeT MHOXECTBO HEBanuAHbIX NakeToB IPv6 1, Takum obpasom,
reHepupyet MHoro coobuieHnii 06 owunbkax ICMPV6, BeinonHMTe KomaHay ipvé icmp
error-interval, 4toObl OrpaHWYUTL CKOPOCTb OTNpPaBkM coo6LleHMA 06 owmbkax
ICMPVv6. 3Ta koMaHga He BnvsieT Ha ckopocTb oTnpasku ICMPv6 Packet Too Big
COoOOLEeHUN.

3.4.5.3. NNpoBepka KoHhUrypauum

BbinonHuTe komaHay show running-config, 4Tobbl NnpoBepuTb pesynbTar.

3.4.5.4. CBAA3aHHble KOMaHAbI

HacTtpouka ckopoctm otnpaBku naketa ICMPv6 cnuwkom 60nblwnx coooLWweHnn

KomaHpa

ipv6 icmp error-interval too-big milliseconds [bucket-size]

OnwucaHue
napameTpoB

milliseconds: ykasbiBaeT nepuon oOHOBMEHMS KOHTEWHEpa MapKepoB B
onanasoHe ot 0 pgo 2147483647. EgnHMua  um3MepeHnda —
MunnMcekyHaa. 3HadeHve no ymonyanuo: 100. Ecnv 3HaveHune pasHo O,
CKOPOCTb OTNpaBku coobeHnn ob owmnbkax ICMPV6 He orpaHuyeHa.

bucket-size: ykasbiBaeT KONMMYECTBO MapKEpoOB B KOHTEWHepe [Anis
MapkepoB B gnanasoHe oT 1 go 200. 3HayeHune no ymonyaHmio — 10

Pexum
KOHdourypaumm

Pexunm rnobanbHon koHdurypauum
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BcTpoeHHas
noackaska

Ons npepotBpaweHns DoS-aTak UCMOMb3ynTe anroputM KOHTerHepa
MapKepoB, 4TOObl OrpaHNM4YMTb CKOPOCTb OTNpPaBKM coobLeHnn 06
owmnbkax ICMPV6.

Ecnn gnuHa nepeckbinaemoro naketa IPv6 npeBbiwaer MTU IPv6
ncxoasiwero mHTepdenca, mapLupytusaTop oTOpacbiBaeT 3TOT NakeT
IPv6 n otnpaBnsiet obpaTHo coobuweHne ICMPv6 Packet Too Big Ha
ucxogHen agpec IPv6. 3T1o coobuleHne o6 owwmbke B OCHOBHOM
ncnonb3yetca B npouecce IPv6 PMTUD. Ecnu gpyrme coobuieHmsa o6
ownbkax ICMPV6 saBnsoTCca 4Ype3MepHbIMU, HEBO3MOXHO OTMPaBUTb
naket ICMPv6 Packet Too Big, yto mpueoaut Kk cboto IPv6 PMTUD.
MoaToMy peKkoMeHAYeTCA OrpaHu4MTb CKOPOCTb OTMpaBKX MNaKeToB
ICMPV6 Packet Too Big He3aBucMMoO oT gpyrux coobLueHnin 06 owmnbkax
ICMPV6.

lMockonbKy TOYHOCTb Tammepa coctasnseTr 10 McC, pekomeHgyeTtcs
YCTaHOBUTb MHTEpBan OOHOBMEHWS KOHTEMHepa MapkepoB Ha Luenoe
ymcno, kpatHoe 10 mc. Ecnn neprop 06HOBNEHNA KOHTENHEPA MapPKEPOB
HaxoauTca B guanasoHe ot 0 go 10, dakTnyeckun nepuog obHOBNEHNS
cocrtasngeT 10 mc. Hanpumep, ecnun ckopocTb OTMNPaBKn yCTaHOBMEHa Ha
1 kaxgble 5 mMc, gBa coobueHna o6 owmnbkax OTNPaBNATCA KaKable
10 mc B peanbHbIX cuTyaumsx. Ecnv nepuon obHOBNEeHWA KOHTenHepa
MapKepoB He 4BMAgeTCcd UuenbiM  4uicrioM, KkKpatHeim 10 Mmc, OH
aBToMatMyeckm npeobpasyetcsa B Lenoe 4ucro, kpatHoe 10 mMc.
Hanpumep, ecnn gns CKOpOCTM OTMPaBKM YCTAaHOBMEHO 3HayeHue 3
kaxxgble 15 mc, gBa knova obHoBnsAwTca kKaxable 10 MC B peanbHbIX
cUTyaumsx

HacTponka ckopoct oTnpaBku Apyrux coobweHmn o6 owmnbkax ICMPv6

KomaHga ipv6 icmp error-interval milliseconds [bucket-size]

Onuncanne milliseconds: ykasbiBaeT nepuog OBHOBMEHUSA KOHTEMHEpa MapKepoB B

napamMmeTpoB ovnanaszoHe ot 0 pgo 2147483647. EgnHMua um3MepeHnsa —
MUNMcekynga. 3HadyeHune no ymonyanuio — 100. Ecnv 3HayeHne paBHO
0, ckopocCTb oTnpaBku coobleHnn o6 owmnbkax ICMPV6 He orpaHudeHa.
bucket-size: ykasbiBaeT KONMMYECTBO MapKEPOB B KOHTEMHepe Ans
MapkepoB B gnanasoHe ot 1 go 200. 3HayeHne no ymon4yaHmio — 10

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

BcTtpoeHHas [ns npepotBpaweHus DoS-aTak ucnonb3ynTe anroputM KOHTEnHepa

noackaska MapKepoB, 4TOObl OrpaHM4YnTb CKOPOCTb OTMNpaBku coobuieHnn 06

owunbkax ICMPV6.

lMockonbKy TOYHOCTL Tammepa coctaBngeT 10 Mc, pekoMmeHayeTcs
YCTaHOBUTb WHTEpBan OOHOBMEHUS KOHTEMHepa MapKepoB Ha Lernoe
yuncno, kpatHoe 10 mc. Ecnn neprnog 06HOBNEHNSA KOHTENMHEPA MapKeEPOB
HaxoauTcsa B ananasoHe oT 0 go 10, daktudecknn nepmod 06HOBNEHNSA
coctasngeT 10 mc. Hanpumep, ecrnn ckopoCTb OTNPaBKM YCTaHOBMNEHA Ha
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1 kaxgble 5 mc, aBa coobuieHns o6 owmnbkax oTnpaensTcs kaxable 10
MC B peanbHbiX cuTyauusx. Ecnv nepuvoa oBGHOBNEHMS KOHTEMHepa
MapKkepoB He SBNAeTcs LUenbiM 4Yucrnom, kpaTtHeiMm 10 McC, OH
aBTOMaTM4eCKn npeobpasyeTca B Lenoe uucno, kpatHoe 10 mc.
Hanpumep, ecnn ana cKopocTU OTNPaBKM YCTAHOBMEHO 3HaveHue 3
kaxable 15 mc, aBa knoya obHoBnsiloTCA Kaxable 10 Mc B peanbHbIX
cUTYyaumsx

3.4.5.5. NMpumep KoHcpuUurypaumumn

HacTpowka ckopocTtu oTnpaBku cooduieHnin o6 owmndkax ICMPv6

OTanbl YCTaHOBMTE CKOPOCTbL OTMNPABKM CNULLKOM BonbLuoro coobuieHna ICMPv6
KOHpUrypauum Ha ypoBHe 100 nakeToB B cekyHay, a And apyrux coobiueHni o6 owmbkax
ICMPVv6 — Ha ypoBHe 10 nakeToB B CEKYHAY

QTECH(config)#ipvé icmp error-interval too-big 1000 100
QTECH(config)#ipvé icmp error-interval 1000 10

MpoBepka BbinonHute komaHgy show running-config, 4Tobbl NpoBepUTbL
KOHpu1rypaumm pesynbTat

QTECH#show running-config | include ipvé icmp error-interval
ipvé icmp error-interval 1000 10

ipvé icmp error-interval too-big 1000 100

3.4.6. HacTpounka 3Ha4yeHus IPv6 Hop Limit

3.4.6.1. PeaynbTaT KOHUrypauum

HacTpoiiTe KonvMyecTBO NepexodoB OOHOAAPECHOro naketa Ans  npeaoTBpalleHus
HeorpaHM4YeHHOW Nepeaayn nakeTa.

3.4.6.2. dtanbl KOH(Urypaumm
HacTponka npegena onepauun IPv6

e  OnuuoHanbHo.

e YT106bl M3BMEHNTb KONMYECTBO NEPEXOAOB OAHOAAPECHONO NaKeTa, BbINOSIHUTE KOMaHAY
ipv6 hop-limit value.

3.4.6.3. lNpoBepka KoHdUrypauumm

e BuinonHute komaHgy show running-config, 4Tto6bl nNpoBepuUTb NPaBUIIBHOCTb
KOHpurypaumm.

e 3axBaT ogHoagpecHbix naketoB |IPv6, oTnpaBneHHbiXx XocToMm. PesynbTaT 3axBaTa
nakeToB MOKa3blBaeT, YTO 3HAYEHME NOMA orpaHMyYeHnsa nepexona B 3aronoske |IPv6
COBMagaeT C HACTPOEHHbIM OrpaHUYEHNEM Nepexoaa.
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3.4.6.4. CBAA3aHHble KOMaHAbI

HacTponka npegena onepauun IPv6

KomaHga ipv6 hop-limit value

Onucanwne value: ykasblBaeT KONMMYECTBO MEpPexofoB OOHOAAPECHOro MakeTa,
napameTpos OTNpPaBIEHHOro YCTPOMCTBOM. [luanasoH 3HaveHun ot 1 go 255

Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypawmm

3.4.6.5. NMpumep KoHcurypaumumn

Hactpowka npeaena xonos IPv6

OTanbl N3meHuTe orpaHnyeHme nepexoga IPv6 yctponctea Ha 250
KOHUrypauum

QTECH(config)#ipvé hop-limit 250

MpoBepka BbinonHute komaHgy show running-config, 4Tobbl NpoBepuUTb
KOHpurypaumm pesynbTaT

QTECH#show running-config ipvé hop-limit 254

3.4.7. Bkno4yeHue/BbIKnoYeHMe hyHKLMUM OTKa3a oTrpaBKu naketoB NS B
cetn VLAN ayteHTUdUKaLnUmn
3.4.7.1. PeaynbTaT KOHUrypauumm

BkritoueHne wunu OTKMOYEeHMe dyHKUMKM OTkasa oTnpaBku naketoB NS B cetm VLAN
ayTeHTudmkaumm B SVI.

3.4.7.2. MpumeyaHun

KoHdburypaums nogaepxmaetcst Tonbko B SVI n gencTByeT TONMbKO B peXMMe ayTeHTudmnkaumm
Lno3a.
3.4.7.3. dtanbl KOH(Urypauum

BkritoueHune/BbikntoveHne  pyHKUMKM  OTka3a oTtnpaBkm naketoB NS B cetm  VLAN
ayTeHTMdmKaumm

e  OnuuoHanbHo.

e B pexume ayTeHTUdMKaLMKM LIHO3a BbINOMHMTE KOMaHAy no ipv6 nd suppressauth-
vlan-ns, 4Tob6bl YCTPOMCTBO MOrMNO oTnpaBnatTb naketel NS B cetn VLAN
ayTeHTudmKauunm.

3.4.7.4. NMpoBepkKa KoOHdUrypauumm

BbinonHuTte komaHay show running-config, 4Tobbl NpoBepunTb NPaBUITLHOCTE KOHUIypaumu.
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3.4.7.5. CBAA3aHHble KOMaHAbI

BkritoueHue/BbikntoveHne  pyHKUMKM  OTKa3a oTnpasBknm naketoB NS B cetm VLAN

ayTeHTudmkaumm
KomaHga ipv6 nd suppress-auth-vlan-ns
Pexum Pexum koHdurypaumm nHtepderica
KOHUrypauum
BcTpoeHHas [nsa oTKNoYeHUs 3ToN PyHKUMM MCnornb3ynte oopmy NO AaHHON
noackaska KOoMaHabl

3.4.7.6. Mpumep KoHcurypaumumn

OTkntoveHne dyHKUMM oTkasa oTnpaskm naketoB NS B cetn VLAN ayTeHTUdmkaumm

OTanbl Otkntounte yHKUMIO OTkasa otnpaBku naketoB NS B cetn VLAN
KOHUrypauum ayTeHTudukaumm

QTECH(config-if-VLAN 2)#no ipvé nd suppress-auth-vlan-ns
MpoBepka 3anyctute komaHgy show running-config interface vian 2, 4to6bl
KOHUrypauum npoBepuTb pesynbTat

QTECH#show running-config interface vlan 2 no ipvé nd suppress-
auth-vlan-ns

3.4.8. HacTpoiika wno3a no yMon4yaHuio B UHTepdelice ynpaBneHus

3.4.8.1. PeaynbTaT KOHUrypauumm

HacTtponte wno3 no ymonyaHuio B WHTepdence ynpaeneHusi. CosgaeTcs mapLlupyT Mo
YMOSIYaHUIO, MpU 3TOM MUCXOOAWMN UHTepdenc aBnseTca MHTepdencoM ynpasBneHus, a
cneaylowm nepexon — HaCTPOEHHbIM LLSTHO30M.

3.4.8.2. NMpumeyaHun

KoHdurypauma nogaepxmBaeTcs TONbKo B MHTEpdhence ynpasneHus.

3.4.8.3. dtanbl KOH(Urypaumum

HacTpoiika wnto3a no yMmosiyaHuio B MHTepdence ynpasneHus

e  OnuuoHanbHo.

e Y706bl HACTPOUTL MaPLLPYT MO YMOJSYAHMIO AN UHTepdenca ynpaBneHns, BoINoHUTE
KomaHgy ipv6 gateway.

3.4.8.4. NpoBepkKa KoHdUrypaumm

BbinonHuTte komaHay show running-config, 4Tobbl NpoBepnTb NPaBUITbLHOCTE KOHGUIypaLuumn.
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3.4.8.5. CBsizaHHble KOMaHAbI

HacTtpoiika wno3a no ymonyaHuio B UHTEPAENce ynpaBneHus

KomaHga ipv6 gateway ipv6-address

Pexum Pexum koHdurypaunm nHtepderica

KOHUrypauum

BcTpoeHHas OTa KoMaHAa nogaepXunBaeTcs TONbKO B MHTepderice ynpasneHns
noackaska

3.4.8.6. NMpumep KoHcurypauumn

HacTponka wo3a no yMon4yaHuio B UHTepence ynpaeneHus.

OTansl YcTaHoBUTL LWMKO3 N0 YMOYaHuo nHTepdenca ynpasnexHms Ha 2000::1
KOHUrypauum

QTECH(config)# interface mgmt 0
QTECH(config-mgmt)# ipvé gateway 2000::1

MpoBepka 3anyctute komaHgy show running-config interface vlan 2, 4tobbl
KOHUrypauum npoBepuTb pesynbTat

QTECH#show running-config interface mgmt 0

Ipvé gateway 2000::1

3.5. KoHTponb cocTosiHuA

3.5.1. OuncTrka

BHUMAHMUE: BbIMONMHEHME KOMAHL CLEAR MOXET MNPVBECTU K MOTEPE BAXHOW
NHOOPMALINU U, CITIEOOBATENBHO, NPEPLIBAHVIO PABOTbI CIYXB.

OnucaHue KomaHaa

Ounwaet pguHamunyeckm | clrear ipv6 neighbors [ vrf vrif-name ] [ oob ] [interface-id]
N3yYeHHble cocegHve
obnactu
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3.5.2. OTobpaxeHue

IPv6-nHTepdelica

OnucaHue KomaHaa
OTtobpaxeHne show ipv6 interface [[interface-id] [ra-info] ] [brief
MHopmaLm [interface-id]]

OTtobpakeHune
nHdopmMaLmm 0 coceae

show ipv6 neighbors [vrf vrf-name] [verbose] [interfaceid]

[ipv6-address] [static] [oob]

OT1obpaxaet
WHdopmaumio B Tabnuue
MapLpyTusaumm IPv6

show ipv6 route [vrf vrf-name] [ static | local | connected |

bgp | rip | ospf | isis ]

3.5.3. OTnapgka

NPUMEYAHUE: cuctemHble pecypcbl 3aHATbl MpUM BblBOAE OTMAgOYHOW MHMOPMaLnN.
[MoaTomy, OTKMOUMTE OTNAL0UHBIA KOMMYTATOP Cpa3y NOCIe UCMOMb30BaHNS.

OnucaHue

KomaHpa

BknouyeHwe gebar
coobwweHnn 3anmcn ND

debug ipv6 nd
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4. HACTPOUKA DHCP
4.1. O630p

MpoTokon guHamuyeckonm koHgwurypaumm xocta (DHCP) — ato npotokon LAN, Ha 6ase
nonb3oBaTtenbckux gatarpamm (UDP) ana anHammyeckoro HasHavyeHus ceTeBbix |IP-agpecos u
COMyTCTBYIOLLMX NapameTpoB.

DHCP pabotaet B pexume knuneHT-cepep. DHCP-knneHT oTnpaBnsieT Ha cepBep
DHCP-3anpoc Ha nony4deHue IP-agpeca v apyrux koHdurypauun. Ecnv knueHt DHCP v cepsep
DHCP HaxogsTtcsa He B ogHOM noaceTn, To ang nepecbinkn 3anpoca DHCP n oTBeTa Ha nakeTbl
Tpebyetcsa DHCP Relay.

4.1.1. MNMpoTokonbl U cTaHAapPThbI

o RFC2131: npoToKON AMHAMUYECKOW KOHMUIypaLmm XocTa.
o RFC2132: napameTtpbl DHCP n pacwmpernsa noctaBwmka BOOTP.
o RFC3046: onuus nHdopmaumm o petpaHcnatope DHCP.

4.2. NMpumeHeHue

NMpumeHeHne OnucaHue

[NpenoctaBneHne cnyx6bl | HasHavaeT IP-agpeca knneHTam B flokanbHOW CceTu
DHCP B fiokanbHOW cetu

BknroyeHue knneHta DHCP Bkntounte knnent DHCP

MpumeHenune npasuna AM Ha | MNMpumeHeHne DHCP-cepepa B cpeae Super VLAN
cepeepe DHCP

Hactponka DHCP Relay B | B npoBogHoW ceTy nonb3oBaTenn U3 pasHbiX CErMEHTOB CETH
MPOBOAHOW CETU 3anpawwmsatoT |IP-agpeca

MpumeHeHune npaeuna AM Ha | B cetn Super VLAN nonb3oBaTenu u3 pasHbiX CErMEHTOB
DHCP ceTu 3anpaimBatoT IP-agpeca

4.2.1. NpepoctaBneHue cnyx6l DHCP B nokanbHOM ceTtn

4.2.1.1. CueHapum
HasHaubTe IP-agpeca yeTbipeM nNonb3oBaTeNAM fIOKanbHOW ceTu.

Hanpumep, HasHaubTe IP-agpeca nonb3oBatenam 1, 2, 3 n 4, Kak nokasaHO Ha crnegyoLlem
PucyHke.

e YeTblpe nonb3oBaTeNs NOAKIIOYEHBI K cepBepy S yepes yctponctea A, B, Cu D.
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Monk3oeatens 3 Monb3oBaTens 1

MNonb3oBarens 4 MNonb3oBarens 2
D B
EEEEEER s [ EEEEEREDR ae 1
EEEEEEN EEEEERER
PucyHok 4-1.

S — 370 ncxoadwmn w3, pabotatowmii kak DHCP-cepsep.

A, B, C n D gBnawTca komMmyTatopamu [OCTyna, KOTOpble MO3BOMSOT OCYLIECTBATb
npo3payvHyto nepenayvy Ha ypoBHe 2.

Nonb3oBaTtenb 1, nonb3oBaTenb 2, nonb3oBaTeNlb 3 W nonb3oBaTenb 4 ABRAKOTCSA
nonb3oBaTensAMu JIoKaribHON CeTW.

4.2.1.2. OnucaHue

o  Bkntounte cepsep DHCP Ha cepBepe S.
o Hactponte npospauHyto nepegady VLAN ypoBHa 2 Ha A, B, Cu D.

o [lonb3oBatene 1, nonb3oBaTenb 2, Nofb3oBaTeNnb 3 U NOfb30oBaTENb 4 UHULMMPYIOT
3anpocsbl knneHta DHCP.

4.2.2. BknoyeHue knueHta DHCP

4.2.2.1. CueHapum

[ns HasHadveHus IP-agpecoB nonyunte goctyn k kommyTtatopam A, B, C n D Ha cepeepe S
3anpoca nokanbHOn CeTHu.

Hanpuwmep, skntounte DHCP Client Ha nHtepdencax A, B, C n D gns 3anpoca IP-agpecos, kak
nokasaHo Ha criegytowiemMm PucyHke.
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PucyHok 4-2.

S — 3T0 ncxogsawmn Wwnto3, pabotarowmn kak DHCP-cepsep.
A, B, C n D gaBndaTca KOMMyTatopamu AOCTyrna C BKMOYeHHbIM knveHTom DHCP Ha
nHTepdencax.

4.2.2.2. OnucaHue

o Bkntounte cepsep DHCP Ha cepsepe S.
e  Bkmounte DHCP-knuneHT Ha nHtepdeincax A, B, C n D.

4.2.3. NMpumeHeHue npasuna AM Ha cepBepe DHCP

4.2.3.1. CueHapumn

Kak nokaszaHo Ha PucyHke 4-3, cosgante Super VLAN, HacTponTe npasunio AM un BkntouuTe
cepsep DHCP Ha ocHoBHOM komMmyTaTope A. B — kommyTaTop arperauumn, C — koMmyTaTop
poctyna n D — ycTtponcteo becnpoBogHoro gocryna. TpeboBaHusa nepeydncrieHbl HXe:

e [lnHamundeckoe HasHa4veHue |IP-agpecoB Ha ocHoBe VLAN 1 nopTa.
e HasHauaTtb IP-agpeca ctatndecku Ha ocHose VLAN.
e [lnHamun4deckoe HasHa4veHue IP-agpecoB Ha ocHoBe npasuna AM no ymonyaHuio.
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Super VLAN
BbecnpoBogHble
TEPMUHAIbI
PR s W Y
D

MNpoBoaHbIE
TepMUHan.l

]

PucyHok 4-3. NpumeHeHne npasuna AM Ha cepsepe DHCP
A — 3TO OCHOBHOE YCTPOWUCTBO.
B — ycTponcTeo arperauuu.
C — 3TO YCTPOMCTBO NPOBOAHOIO AOCTyna.
D — 310 ycTponcTBO 6ecnpoBogHOro JocTyna.

4.2.3.2. OnucaHue

e Hactpownte npasuno AM, skntounTte cepeep DHCP u cosgante Super VLAN Ha A.

e Cospante VLAN Ha B u C gnsa npospayHon nepegaym naketos DHCP oT npoBogHbIX
nonb3oBartenen Ha A anga 3anpoca IP-agpecos.

e  Bxnounte dyHkumto 6ecnpoBogHon cBsA3n Ha D ans npospadHon nepegaym nakeToB
DHCP ot 6ecnpoBoaHbix nonb3oBaTenen Ha A and 3anpoca IP-agpecos.

4.2.4. Hactpouka DHCP Relay B npoBogHOM ceTn

4.2.4.1. CueHapum

Kak nokasaHo Ha cnegytowiem PucyHke, kommyTtaTopbl C 1 D aBnsioTca yctponcteamm goctyna
ansa nonb3oatenen B cetax VLAN 10 n VLAN 20 cooTtBeTcTBeHHO. KommyTaTop B aBngaetca
LUO30M, @ KOMMYTaTOp A — OCHOBHbIM YCTPOUCTBOM. TpeboBaHus nepeymcneHbl HUXeE:

Kommytatop A pabotaetr B kadectBe DHCP-cepBepa nnsa AuHaMU4eckoro HasHadeHus
IP-agpecoB pasnnyHbIX CErMeHTOB CEeTU NoJSib3oBaTeENAM B pa3nnyHbix cetax VLAN.

Monb3oBaTenu B ceTsax VLAN 10 n VLAN 20 guHamnyecku nonydatot IP-agpeca.

117
@ §) QTECH
MWP AOCTYMHEE



PykoBogacTteo no Hactporike QSW-6900

Hactpoiika DHCP

KommyTtatop A DHCP-cepsep

KommyTtartop B DHCP Relay

KommyTtatop C

DHCP-knunenT

PucyHok 4-4. DHCP Relay

KommyTatopbl C n D siBnstoTcs ycTponcTesamum gocTyna.

KommyTtaTtop B aBnseTcs Wwo3oM.
KommyTaTtop A 9BnsieTcs OCHOBHbLIM YCTPOMCTBOM.

4.2.4.2. OnucaHue
e HactponTte cBs3b YpOBHSA 2 Mexay kommyTtatopom B n kommytatopom C, a Takke
Mexay kommytaTopom B 1 kommyTtaTopom D.
¢ HakommyTatope B ykaxuTte agpec cepsepa DHCP un BkntounTte dpyHkumio DHCP Relay.

e Ha kommyTtatope A cosgante nynel agpecoB DHCP gns VLAN 10 m VLAN 20
COOTBETCTBEHHO U1 BKItounTe cepeep DHCP.

4.2.5. NpumeHeHne npasuna AM Ha DHCP Relay
4.2.5.1. CueHapum

Kak nokaszaHo Ha PwucyHke 4-5, A — ato cepsep DHCP, B — oOCHOBHOM KOMMyTaTtop,
HacTpoeHHbIn Ha Super VLAN, npasuno AM u petpaHcnsumio DHCP, C — kommyTtartop
arperaummn, D — kommyTaTop goctyna n E — yctponcteo 6ecnpoBogHoro goctyna. TpeboBaHus
nepeyYncrieHbl HUXe:

e Ha ocHoBaHuu npasuna AM-nopTta VLAN-areHT petpaHcnsumm DHCP BuiGupaeT agpec
noacetn B kadecTBe Giaddress nakeToB peTpaHCnAUMM U NepechinaeT Ux Ha cepBep
DHCP ans 3anpoca IP-agpeca knmeHTa.
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e B cootetcTBuM ¢ npasunom AM no ymonyaHuio areHt petpaHcnsaumm DHCP BbiGupaet
agpec noaceTu B Ka4decTBe agpeca A8 peTpaHCnaumMmM nakeToB 1 NepechinaeT ux Ha
cepsep DHCP ans 3anpoca IP-agpeca knueHTa.

DHCP-cepeep

becnpoBogHble
TEPMUHAIbI

[NpoBoaHbIE
TepMUHan.bl

g g

PucyHok 4-5. NpumeHeHne npasuna AM Ha DHCP Relay

A — 3TO OCHOBHOE YCTPOWCTBO.

B — 3TO OCHOBHOE YCTPOMCTRO.

C — 3TO0 YCTPOMCTBO arperauum.

D — 9TO YCTPONCTBO NPOBOAHOIO JOCTYyNa.

E — 310 ycTporicTBo 6GecnpoBogHOro gocTyna.

4.2.5.2. OnucaHue

e  Bkntounte cepsep DHCP Ha A.
e HactponTte npasuno AM, skntounte DHCP Relay n cosgante Super VLAN Ha B.

e Cospante VLAN Ha C n D gnsa npo3payHon nepegaym naketoe DHCP oT npoBogHbIX
nonb3oBartenen B B ans 3anpoca |IP-agpecos.
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e Bknounte cdbyHkumio 6ecnpoBofHoON cBA3M Ha E gns npo3payHon nepefadn nakeToB
DHCP ot 6ecnpoBoaHbix nonb3oBaTenen B B ons 3anpoca IP-agpecos.

4.3. KnroyeBble 0COOEHHOCTU

4.3.1. ba3oBble KOHUenuumn
CepBep DHCP

Ha ocHoBe RFC 2131 DHCP-cepsep QTECH HasHauvaeT IP-agpeca knneHTam u ynpasngaet
atumm IP-agpecamum.

Knuent DHCP

Knuent DHCP nossongeTt ycTponcTBY aBTOMaTuyecku nonydvath IP-agpec n KoHdurypauum c
cepsepa DHCP.

DHCP Relay

Ecnu knnent DHCP un cepsep DHCP HaxogsTcs He B O4HOW MoaceTw, TO AN Nepechbinku
3anpoca DHCP v oteTa Ha nakeTbl TpebyeTca DHCP Relay.

ApeHpa

ApeHga — 93TO nepuod BpemMeHu, YykasaHHbin DHCP-cepsepom ana knveHta Aang
ncnonb3oBaHuA HasHayveHHoro IP-agpeca. IP-agpec aktuBeH npu apeHge ¢ knneHtom. lMepea
ncTedyeHnem cpoka apeHabl KnneHTy HeobxoamMmo 0BHOBUTL apeHay Yepes cepBep. Korga cpok
apeHabl UCTEKaeT Unu yaansaeTcs ¢ cepBepa, apeHia CTaHOBUTCA HEAQKTUBHOW.

UcknioyeHHbIN agpec

MckntoueHHbIn agpec — 310 IP-agpec, KOTopbIn He Ha3HavaeTcs knneHTam cepsepom DHCP.
Myn appecoB

Myn agpecos — 310 Habop IP-agpecos, koTopble DHCP-cepBep MOXET Ha3HauYNTb KIMEHTAM.
Onuumsa

Onuna — aTto napameTp, 3agaHHbin cepsepom DHCP npu obecnyxueanum knveHta DHCP npu
npuceoeHun agpeca. Hanpumep, obwenocTynHbli napameTp BknovaeT B cebda IP-agpeca
wnio3a no ymonyanuwo (mapwpytmnsatopa), WINS-cepsepa n DNS-cepsepa. DHCP-cepBep
Nno3BoNiieT HacTpaneaTb ApyrMe napameTpbl. XoTa 60MbLIMHCTBO NapaMeTpoB onpeaeneHsl B
RFC 2132, MOXXHO Ao6aBuTb Nornb3oBaTeNbCKNE NapameTpsbl.

4.3.2. O630p
PyHKUMA OnucaHue
Cepeep DHCP Bkntounte cepsep DHCP Ha ycTpoWcTBe, U OH MOXET AMHAMUYECKN

HasHa4vaTb |IP-agpeca n nepegaBatb KoHbUrypauumn knneHtam DHCP

Arent DHCP Relay | Bkntounte dyHkumio DHCP Relay Ha ycTpowWcTBe, M OH MOXET
areHt nepecbinate 3anpocel DHCP un otBeyaTb Ha MakeTbl B pPasHbIX
cermMeHTax cetu

KnueHnt DHCP Bkntounte DHCP-KNMeHT Ha yCTPOMCTBE, N OH MOXET aBTOMaTUYECKN
nonyyatb IP-agpeca n koHdurypauun ¢ DHCP-cepsepa
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DPyHKUUA Onucanue

Mpasuna AM Bkntounte npasuno AM Ha ycTpoWCTBE, M OHO MOXeT HasHayaTb
IP-agpeca B COOTBETCTBUM C NPaBUiiomM

4.3.3. CepBep DHCP

4.3.3.1. MpuHUMN paboTbl
MpuHunn pa6otsl DHCP

MNonb3oBarensb

DHCP-cepeep

Discover ['_j

Offer

v

A

Request

v

Ack

A

PucyHok 4-6.
XocrT 3anpawmBaet IP-agpec yepe3 DHCP cneaytowum obpasom:

1. XocTt nepegnaet naket obHapyxeHus (discover) DHCP gns noucka cepsepos DHCP B
ceTun.

2. DHCP-cepBep otnpaensieT Broadcast/Unicast nakeT (Ha ocHoBe nakeTa xocTa).
cogepxawmn IP-agpec, MAC-agpec, nmsi gjomeHa n apexgy (offer).

3. Xoct nepegaet naket 3anpocos DHCP ansa odwmumansHoro 3anpoca IP-agpeca
(request).

4. DHCP-cepep otnpaenseT Ha xocT nakeT DHCP ACK unitcast ons nogreepxoeHus
3anpoca.

NMPUMEYMAHUE: DHCP-knueHT moxeT nonyyatb naketel DHCP OFFER oT Heckonbkux
cepepoB DHCP, Ho 06bl4HO OH NpuHMMaeT Tonbko nepBbii nakeT DHCP OFFER. Kpome Toro,
agpec, ykasaHHbin B nakete DHCP OFFER, He oGsa3aTenbHO Ha3HavaeTcsi. Bmecto 3Toro oH
coxpaHsieTcst cepeepoMm DHCP go tex nop, noka KnueHT He oTnpaBuT dOpMarbHbIN 3anpoc.

Ytobbl opmumanbHo 3anpocutb IP-agpec, knneHt nepenaet naket DHCP REQUEST, 4yTtoGbl
Bce DHCP-cepepbl, nocbinawwme naketel DHCP OFFER, mornmn nonyuuTb NakeT wu
ocBoboanThb IP-agpeca, npeanoxeHHsle B OFFER.

Ecnn naker DHCP OFFER cogepXxuT HegonycTumble napameTpbl KOHUrypaumum, KrveHT
oTnpasnseT Ha cepsep nakeT DHCP DECLINE, 4yTo6bl OTKNOHUTbL KOH(Urypaumtio.

Ecnn Bo BpeMs neperoBopoB KNNEHT He oTBevaeT Ha nakeTbl DHCP OFFER BoBpemsi, cepBepbl
oTnpasAT knueHTy naketbl DHCP NAK, 1 KnnMeHT NOBTOPHO MHMLMMPYET npoLecc.

Bo Bpemsa noctpoeHus cetn cepBeppl QTECH DHCP obnagaot cneaylowmmm
npenmyLecTBamu:
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e YnpouleHHas KoHdurypaumsa. OuHamudeckoe HasHadeHue IP-agpecoB 3HauuMTenbHO
ynpoLLaeT HaCTPOWNKY YCTpPOMNCTBA.

o LleHTpanusoBaHHoe ynpaBneHue. KoHurypauuio HeCKONbKUX MnoaceTen MOXKHO
N3MEHUTb, NPOCTO M3MEHMB KoHurypaumto cepsepa DHCP.

Myn appecoB

lMocne Toro kak cepBep MofyvaeT NakeT 3anpoCOB KMMEHTa, OH BblGMpaeT AoNyCTUMbIA Nyn
agpecoB, onpefensetr pocTynHeli IP-agpec u3 nyna nocpeacteom PING wu nepepaet
KOHUrypaumto nyna n agpeca knueHty. Mindopmauusa o6 apeHae coxpaHseTcs NokanbHO Ans
NpoBEepK/ AENCTBUTENBHOCTM NpY BO30OGHOBNEHUN apeHabl.

Myn agpecoB MOXeT UMEeTb crneaytoLime napameTpbl KOHUrypauum:
e [mnanasoH |IP-agpecoB, KoTOpbIM npeacTaBndeT cobor guanasoH [OCTYMHbIX
IP-agpecos.
e Appec wnto3a. lNogaepxmBaeTtcsa He bonee 8 anpecoB LUNK30B.
e DNS-agpec. lNoaaepxmaeTtcsa He bonee 8 agpecos DNS.

e Cpok apeHfbl, yBEOOMIISOLWMIA KITMEHTOB O TOM, KOr4a UM HY)XXHO NONyYnTb agpec u
3anpocuTb NpPoaSieHne cpoka apeHabl.
KoHTponb coctosiHua VRRP

B cueHapun npoTokona pesepBrnpoBaHus BupTyanbHoro mapwpyTtmnsatopa (VRRP) yctponcTtea
QTECH, noggepxusatowme DHCP, npegoctaBnaioT KOMaHOy AN MOHUTOPUHIA COCTOSIHUS
nHtepdenca VRRP. B wuHTepdence, HacTpoeHHOM Ha wucnonb3oBaHue agpeca VRRP wu
moHutopuHra VRRP, DHCP-cepeep o6pabaTtbiBaeT Tonbko nakeTbl 3anpocos DHCP-knneHToB
n3 nHtepdgenca B pexnme Master, a gpyrme naketbl oTbpackiBatoTca. Ecnn agpec VRRP He
HacTpoeH, DHCP-cepBep He otcnexuBaer coctodaHne VRRP u Bce naketsl DHCP
obpabatbiBatoTcs. KoHTponb coctosiHus VRRP HacTpanBaeTcst TONbKO Ha MHTepdencax ypoBHS
3. [No ymOon4aHu1Io OH OTKMNIOYEH, @ UMEHHO, TOSLKO rMaBHOE YCTPONCTBO 0bpabaTbiBaeT Cryxoy
DHCP.

HasHauyeHue IP-agpeca Ha ocHoBe VLAN, nopTtoB v Anana3soHa IP

Mocne pasBepTbiBaHNA nyna IP-agpecoB ykasaHHbIM guanasoH IP-agpecoB HasHadaeTcs Ha
ocHoBe ceTen VLAN n noptoB. CyLecTByeT Tpu cueHapus:

1. [nmobanbHasa kKoHUrypaumsi.
2. KoHdurypaums Ha ocHoBe ceTen VLAN, noptoB 1 agnanasoHa IP-agpecos.

3. CouetaHnue: 1 1 2. B cueHapun 1 agpeca HasHavaroTcsa rnobanbHo. B cueHapun 2
ajgpeca B ykazaHHOM guanasoHe |P Ha3Ha4aloTCAa TOSMbKO KNMEHTaM YKa3aHHbIX ceTen
VLAN n nopTtoB. B cueHapun 3 knneHTtam ykasaHHbix ceter VLAN n noptoB
Ha3HavalTCHa agpeca B yka3daHHOM guanasoHe IP, a gpyrum knneHtam — rnobanbHble
agpeca no yMosyaHuio.

4.3.3.2. CBA3aHHaA KoHduUrypaumsa
Mmo6ankHoe BknoveHne DHCP-cepeepa

e [lo ymonuaHmnto DHCP-cepBep oTKO4YEH.

e 3anyctute komaHgy service dhcp, 4Tobbl Bknountb cepsep DHCP.
HacTponka nyna agpecos

e [lo ymonyaHwio nyn agpecoB He HaCTPOEH.

e Bbinonnute komangy nyna ip dhcp pool, 4tobbl HacTpouTb AnanasoH IP-agpecos,
w03 n DNS.

e Ecnu nyn agpecoB He HacTpoeH, aapeca He ByayT HasHaYeHb!.
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4.3.4. AreHT DHCP Relay

4.3.4.1. MpuHUMN paboTbl

IP-agpec HasHayeHuss nakeToB 3anpocoB DHCP — 255.255.255.255, n ot naketbl
nepecbinatTca B noacetu. [ns HasHaveHus |IP-agpeca no cermeHTam cet Heobxoamm areHT
petpaHcnaumm DHCP. AreHT peTtpaHcnsaumm DHCP nepepaet nakeThl 3anpocos DHCP cepsepy
DHCP wn nepecbinaet naketbl otBeta DHCP knunenty DCHP. Arent DHCP Relay cnyxut
peTpaHcnaTopoMm, nogknovaemoim K knneHty DHCP u cepsepy DHCP pasnuyHbIX CerMeHToB
ceTn, nyTeM nepecoinkm naketoB 3anpocos DHCP n nakeTtoB otBeTa DHCP. B pexume Client-
Relay-Server ynpaBneHue IP-agpecamun B HECKONbKMUX CEFMEHTaX CETU OCYLLECTBMASETCH TOSNbKO
ogHum DHCP-cepsepomM. CM. pUCYHOK HUXKE.

DHCP-cepsep
30.0.0.2

DHCP Relay
30.0.0.1/16

N 10.0.0.1/16 / N 20.0.0.1/16 L
“~__  VLAN10 e S~ VLAN20  _-~

PucyHok 4-7. CueHapun DHCP Relay

VLAN 10 n VLAN 20 cootBetctBytoT cermeHTam 10.0.0.1/16 n 20.0.0.1/16 coOTBETCTBEHHO.
Cepeep DHCP c IP-agpecom 30.0.0.2 Haxogutca B cermeHTe 30.0.0.1/16. [na ynpaBneHus
anHammyeckumn IP-agpecamm B ceTsix VLAN 10 n VLAN 20 cepsepom DHCP Heobxogumo
BKMOUNTb peTpaHcnsiumm DHCP Ha wnto3e n HacTtpouTb IP-agpec 30.0.0.2 ansa cepeepa DHCP.

Undopmaumsa o petpaHcnaTope DHCP (onuusa 82)

Kak onpegeneHo B RFC3046, MmoxHO Ao6aBnTb NapameTp A5 YKasaHus ceTeBon MHdopmauum
knueHta DHCP npwu BeinonHeHun DHCP Relay, yto6el cepeep DHCP mor HasHadvaTtb IP-agpeca
pasnuyHbIX NPUBUMENMA Ha OCHOBe Bonee TOYHOW MHGOPMaUUK. ATOT NapameTp HasbiBaeTcH
onuna 82. B Hactosawee Bpems yctponctea QTECH nogoepxuBaloT 4eTblpe CXembl
NMHOpPMaLmMKM O penenHbIX areHTax, KoTopble ONMcaHbl COOTBETCTBEHHO cneayrLmm obpasom:

1. Onuwusa nudpopmaumm o dot1x: ITa cxema gomkHa ObITb peanu3oBaHa ¢
ayteHTudpukaumen 802.1X. AreHt petpaHcnaumm DHCP dopmupyeT nogonumio
naeHTudukaTopa uenn Ha ocHose npusunernn IP n ngeHtndpukatopa VLAN knueHTa
DHCP. ®opmat napameTpa nokasaH Ha cnegytowiem PucyHke.
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Tun nogonuum OnuHa MpuBunerus VLAN ID
1 4 0001 0065
1 Bant 1 Gant 2 banTa 2 banTa

PucyHok 4-8. dopmat napameTpa

2. WHdopmaums areHTa peTpaHcnsaumm B onumm 82: 3ta cxema Crnyxut 6e3 koppensaumm
¢ apyrumm mogynamu npotokosioB. AreHT DHCP Relay dopmupyeT onumio 82 Ha
OCHoBe dhm3myeckoro noprta, nonyyarwero naketsbl 3anpocos DHCP, n MAC-agpeca
ycTpornictea. PopmaT napameTpa nokasaH Ha cregytoLiem PucyHke.

Twn nogonuuu OnuHa VLAN ID Cnot Mopt
1 4 0065 01 02
1 Bant 1 Gant 2 banta 1 Gant 1 6ant

PucyHok 4-9. N aeHTudumkaTop uenun areHTa

Tun nogonuyun Anuna MAC-agpec ycTpoiicTea
2 6 00DOF8123456
1 6ant 1 Gant 6 banTtoB

PucyHok 4-10. YpganeHHbIn naeHTndunkaTop oneparopa

3.  Onums nHdopmaumn o petpaHcnatope VPN: OT1a cxema gomkHa 6biTe peanv3oBaHa
¢ dpyHKumoHanom MPLS VPN.

124
@ §) QTECH
MWP AOCTYMHEE



PykoBogacTteo no Hactporike QSW-6900

HaCTpOVIKa DHCP W

DHCP-knneHT 1
VPN Department |

192.168.4.1/
fa0/1/
VPN Department |
Arent DHCP Relay
192.168.197.248

DHCP-knuneHT 2
VPN Department ||

192.168.4.1/ DHCP-cepeep

fa1/1/
VPN Department | 192.168.197.251

PucyHok 4-11. MNMpunoxeHne B cpege MPLS VPN

Kak nokasaHo Ha PucyHke 4-11, B cpege MPLS VPN knuent DHCP 1 nogkntoyveH k fa0/1 yepes
relay areHta DHCP 1 DHCP Client 2 Ha fa1/1. UHTepdeicel fa0/1 n fa1/1 oTHocATCA K pasHbIM
VRFs. DHCP Client 1 n DHCP Client 2 nonyvatot IP-agpeca 4yepe3 DHCP. CornacHo
nnaHmpoBaHuto cetn, VPN Department | 1 VPN Department Il Haxogatca B ogHOM cermeHTe
192.168.4.0/24. B atom cnyyae ob6blyHOe npunoxeHne DHCP He MoxeT yaooBneTBOpuTb
notpebHocTn. [na nogaepxku petpaHcnaummn DHCP B cpege MPLS VPN BBoguTtcsa option vpn,
KoTopas BKIoYaeT Tpu nognapameTpa, a umeHHo VPN-ID, Subnet-Selection n Server-ldentifier-
Override.

VPN-ID: korga areHT peTpaHcnsumm DHCP nonydaet naket 3anpoca DHCP, oH
pobaenseTt uHgopmaumio o VPN, koTopyto knmeHT DHCP HaxoguT B nakeTe, B
kavyectBe onuun. DHCP-cepBep coxpaHset VPN-ID B orBeTHOM nakeTe, a areHT
peTtpaHcnaumm DHCP nepecbinaeT nakeT Ha cooTBeTcTBYOWMIA VRF B cooTBETCTBUM C
onumen. dopmaT NnapameTpa nokasaH Ha criegyoiem PucyHke.

Twun nogonumu OnuHa Twn VPN-ID
_____________ |
151 N+1 0 VPN-ID unun uma VRF |
_____________ J

1 6ant 1 BGant 1 6anT N banToB

PucyHok 4-12. VPN-ID

Subnet-Selection: B koHBEHUMOHanNbHoW peTpaHcnauun DHCP  uHdopmaumna o
KnueHTckom cetm un apgpeca cepBepa DHCP u areHta petpaHcnsuum DHCP
ykasbiBaeTcs B none gateway address [ giaddr ]. B cpege MPLS VPN 3apgante giaddr
Ha IP-agpec nHTepdenca areHta DHCP Relay, nogkntoyenHoro k cepsepy DHCP,
4yTobbl CepBep MOr HanpsMyl B3aMMOAeWCTBOBaTb C areHToM Relay. Kpome Toro,
MHopMaumsa 0 NoaceTn KNMeHTa ykasbiBaeTcsa B napameTpe Subnet-Selection (Beibop
nogcetn). PopmaT napameTpa nokasaH Ha criegytowiem PucyHke.
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Tun nogonuun Onwvna Beibop nogcetn
150 4 C0A80C00
1 Gant 1 BGant 4 Bbanta

PucyHok 4-13. Beibop noacetu

e Server-ldentifier-Override: B cpeae MPLS VPN nakeTbl 3anpocoB oT knueHta DHCP He
MoOryT 6bITb OTNpaBneHbl Hanpsamyto Ha cepeep DHCP. Arent DHCP Relay ucnoneayet
3Ty onuuiw aAns nepegauM uHdopmaumm uHTepdenca, CBA3bIBAKOWMN  areHT
peTpaHcnauumn n cepeep DHCP. Koraa cepeep oTnpaBnsieT 0TBETHOE COo0LLeHME, 3TOT
napameTp nepeonpedensiet napameTp Server-ldentifier. Takum obpasom, KnueHT
DHCP otnpasnseT nakeTbl areHTy petpaHcndauun DHCP, a areHT petpaHcnaumm DHCP
nepecoinaet nx Ha cepsep DHCP. ®opmaT napameTpa nokasaH Ha cnegylowiem

PucyHke.
Twun nogonuumn OnuHa Server-id Override
150 4 COA80400
1 Gant 1 BGant 4 banTa

PucyHok 4-14. Server-ldentifier-Override

UpeHTndunkatop cepeepa nposepkn DHCP Relay

B cpege DHCP gnsa cetm pasBepThiBaeTcs Heckonbko cepBepoB DHCP, yto obecneunsaet
pesepBupoBaHne cepepa ans obecneyeHnsa 6ecnepebonHon paboTbl ceTu. MNocne BKNoYEHNS
aTon yHKumn naket 3anpoca DHCP, oTnpaBneHHbIA KIIMEHTOM, COOEPXUT MapameTp
noeHtTndukaTopa cepsepa, ykasbiBawowmi cepsep DHCP. YTto6bl obneruntb Harpysky Ha
cepBepbl B onpeferieHHbIX cpeaax, Heobxoanmo BKNOYMUTL 3Ty PyHKUMIO Ha Relay areHTte, ans
OTNpaBKM NakeTa Ha yka3aHHbIn cepeep DHCP, a He Ha Bce cepBepbl DHCP.

MopaBneHue petpaHcnauumn DHCP
Mocne HacTporkn komangbl IP DHCP Relay Suppression Ha nHtepdelice nakeTbl 3anpocoB
DHCP, nony4eHHble Ha nHTepdence, OyayT oThmnbTpoBaHbIl, a Apyrie naketsbl 3anpocos DHCP
OyoyT nepecbinaTbCcA.
4.3.4.2. CBA3aHHaA KoHduUrypaumsa
BknrouyeHune petpaHcnauyum DHCP
e [lo ymonyanuo coyHkuna DHCP Relay oTtkntoveHa.
o [Inga BkntodeHus petpaHcnaumn DHCP mMoxHO BbINONHUTL KOMaHay service dhep.
e [lepen Havanom paboTbl Heob6xoammo BknounTe DHCP Relay.
Hactponka IP-agpeca gns cepsepa DHCP

¢ [lo ymonyanuo ana cepsepa DHCP He 3agaH oTcnexusaembin IP-agpec.
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e MoxHo BbINOMHUTL kKoMaHay ip helper-address gna Hactpowvku IP-agpeca ans
cepsepa DHCP. IP-agpec MOXHO HacTpouTb rnobanbHO nnm Yepes nHTepdenc ypoBHs
3. MoxHo HacTpouTb He 6onee 20 IP-agpecos DHCP-cepsepa.

o Korga nHtepdenc nonyyaet nakeT 3anpocoB DHCP, koHpurypauusa cepsepa DHCP Ha
nHTepdence npeobnagaeT Hag KoHUrypaumemn, HacTpoeHHon rnobanbHo. Ecnn Ha
nHtepdence He HacTpoeH agpec DHCP-cepeepa, OyaeT ncnonb3oBaTbes rnobansbHo
HacTpoeHHbIn DHCP cepsep.

BknrouyeHne onummn DHCP 82

o [lo ymonuaHuto onumst DHCP 82 oTkntoveHa.

o [na sknouveHns onumm DHCP 82 mMoxHO 3anyctutb komaHgy ip dhcp relay
information option82.

BkntoyeHne DHCP Relay Check Server-ID

o [lo ymonuaHuio ngeHtTnmkatop cepsepa nposepkn petpaHcnauum DHCP oTkntoyeH.

e MoxHo 3anyctutb komangy ip dhcp relay check server-id, 4tobsl BkntoumMts DHCP
Relay Check Server-id

BknioyeHne nogasneHus petpaHcnauum DHCP

e [lo ymonuaHuto dyHKuMs nogaeneHunsa peTpaHcnsaumm DHCP oTknioueHa Ha Bcex
nHTepdencax.

e MoxHo 3anyctutb komaHgy ip dhcp relay suppression, 4yToObl BKMOYMTL €€ B
nHTepdence.

4.3.5. Knuent DHCP
4.3.5.1. MpuHUKMN paboTbl

DHCP-knueHT nepegaet naket obHapyxeHnsa DHCP nocne Bxoga B coctosiHue Init. 3aTtem oH
MOXET MONyYnTb HECKOfbko naketoB npegnoxeHnn DHCP. OH BbiGupaeT oguMH U3 HUX U
oTBe4vaeT Ha cooTteeTcTBylowmi DHCP-cepBep. [Nocne aToro oH oTnpaensieT nakeTbl 3anpoca
Ha npoarieHne apeHabl B NpoLecchl BO30OHOBEHNSA 1 NOBTOPHOW NPUBSA3KM Nepuoaa ctapeHus
ANA 3anpoca Ha nNpoffeHne apeHabl.

4.3.5.2. CBA3aHHaA KOHduUrypaumsa
BknroyeHune knueHta DHCP B nHtepcpence

e [lo ymonuaHuto knueHt DHCP oTkntoueH.

e B pexumme HacTponkm mHTepdenca MOXHO 3anycTuTb KomaHay ip address dhcep,
4106kl BKMtounTe DHCP Client.

e YT1006bI BKNOUNTL cnyx6y DHCP, Heobxoaumo Bktounts DHCP Client.

o KoHdwurypaumsa mucnonb3dyetcss Ha UHTepdence ypoBHA 3, Hanpumep, Ha SVI wunu
MapLUpyTU3MpyeMbIX NopTax.

4.3.6. Npasuna AM
4.3.6.1. MpuHUMN paboTbl

MpaBuno AM onpegensieT ananasoH |IP-agpecos, Ha3Ha4vyeHHbIX knneHTam DHCP B pasnuyHbIx
cetax VLAN u noptax. Ero MmoxHo ucnone3soatb ans 6eictpon ngeHtudmkaumm VLAN n nopta
HeucrnpaBHoro knueHta DHCP u addektnBHOro HasHauyeHus agpecoB. [locrne HacTponku
npasuna AM Bce knveHTol DHCP n3 3aganHon VLAN v nopTel MoryT nony4ats IP-agpeca. Ecnu
npasuno AM He HacTpoeHo, CcyLlecTByeT [Ba cneayloLwmx criydas: ecnu 3agaHo npasvno AM
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Nno yMON4YaHWKO, KIMNEHT Mnosny4vaeT IP-a/J,pec M3 Anana3oHa no ymosn4aHuio; ecrin npasuio AMno
YMOJT4aHUKO HE HACTPOEHO, KIMMEHT HEe CMOXEeT MNMoNy4nTb IP-a,u,pec.

4.3.6.2. CBA3aHHaA KoHduUrypaums
HacTtpounka npaBuna AM B pexume rmobanbHon KoHduUrypaumm

e B pexwnme rnobanbHoM KoOHUrypaumm BoinonHuTe komaHay address-manage, 4ToObl
BOWTW B PEXNM KOH(purypauumn npasun AM.

e Bowinonnute komaHay match ip default, 4To6bl HacTpouTb NpaBmno AM No yMonyaHuio.

e Bobinonnute komaHgy match ip, 4tobbl HacTpouTb nNpasuno AM Ha ocHoBe VLAN u
nopTta unu nopTta B OTAENbHOCTH.

4.4. Hactpouka

4.4.1. Hactpounka cepepa DHCP

HacTtponka OnucaHune n kKomaHaa

Hactponka guHamumyeckoro | (Ob6sasatenbHo) Mcnonbayetcs ansa sknitoveHns DHCP-cepeepa

IP-agpeca OnNs AMHaMmmudeckoro HasHadveHus IP-agpeca
service dhcp Bkntoyaet DHCP-cepBep
ip dhcp pool HacTponka nyna agpecos
network HacTtponka HomMmepa ceTn n mackm
nogcetu nyna agpecos DHCP

(HeobsizaTenbHO) Mcnonb3yeTcsa Ans HACTPOWKM CBOMCTB nyna

agpecos

default-router HacTtpornka wn3a KneHta no
YMOSYaHWUIo

lease HacTtpoika apeHabl agpeca

next-server HacTtpowka agpeca TFTP-cepBepa

bootfile HacTponka 3arpy3odHoro davna
KnneHTa

domain-name HacTtponika [OOMEHHOIO  UMEHMU
KnueHTta

dns-server HacTtpoika cepBepa OOMEHHbIX
NMeH
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IP-agpeca

Hactponka OnucaHune n KomaHaa
HacTtporika anHamunyeckoro | netbios-name-server HacTponka WINS-cepBepa

NetBIOS

netbios-node-type

Hactponka tvna ysna NetBIOS Ha
KnneHTte

lease-threshold

HacTpoiika nopora cpabaTbiBaHus
cuUrHanusauum ans nyna agpecos

option HacTtpoika napameTpa, 3agaHHOro
none3oBartenem
pool-status BkntoyeHne unu oTknodeHme nyna

aapecos

HacTtpovka cTaTtuyeckoro
IP-agpeca

(Heobs3aTenbHO) MicnonbayeTca Ans CTaTmyeckoro HasHaveHus

IP-agpeca knneHty

ip dhcp pool HacTponka nmeHu nyna agpecos
" nepexoa B pexnm
KOHdUrypauum nyna agpecos

host Hactponka |P-agpeca n macku

noaceTn XocCTta KinneHTa

hardware-address

HacTtpownka annapaTtHoro agpeca
KnuneHTta

client-identifier

HacTtpowka YHUKaNbHOro
naeHTuguKaTopa KnneHTa

client-name

HacTtponka uMeHn knmeHTa

Hactpovka npasuna AM
ans cepsepa DHCP

(Heobs13aTenbHO) OH MCNONb3yeTcsl ANl HaCcTPOWMKM CBOWCTB

DHCP-cepBepa

ip dhcp excluded-
address

HacTtpowka Ncknio4YeHHOro
IP-agpeca

ip dhcp force-send-nak

HacTtponka 00s13aTENbHOrO
otBeTa NAK cepsepom DHCP

ip dhcp monitor-
vrrpstate

HacTtpoika MOHUTOpUHra
coctosHua VRRP
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HacTtpownka

OnucaHve n kKomaHAaa

Hactporika npasuna AM
ana cepsepa DHCP

ip dhcp ping packets

HacTponka BpemeHu
9xo-3anpoca

ip dhcp ping timeout

HacTtponka Tanm-ayTa ping

ip dhcp server arpdetect

Hactponka DHCP-cepsepa ang
obHapyxeHus nonb3oBaTens B
aBTOHOMHOM pexume

HacTtpornka rnobanbHbIX
ceovictB DHCP-cepBepa

(Heobs3aTenbHO) OH MCMNONb3yeTcs Ans HaAcTPOWKU npasuna

AM cepsepa DHCP

match ip default

HacTponka npasuna AM no
YMOMYaHWIO

match ip ip-address

Hactporka npasuna AM Ha
ocHoBe VLAN v nopta

4.4.2. Hactpounka DHCP-peTpaHcnaumm

Hactponka

OnucaHue u KomaHaa

Hactporika
dyHkumn DHCP

OCHOBHbIX

(OBsazaTenbHO) Mcnonb3yeTcss AN BKIAOYEHUS peTpaHCchisumm

DHCP

service dhcp

BknoveHne peTpaHcnsaumm
DHCP

ip helper-address

HacTtpowka IP-agpeca cepsepa
DHCP

Hactponika DHCP Relay
onumu 82

(Heobs3aTenbHO) OH MCMONb3yeTcs AN Ha3HAYeHUS KIMeHTaMm
IP-agpecoB C pasHbiMM MpuBUIIETMAMW B COYETaHUU C
nHdopMaumen o duandeckom nopte. ATy (YHKUMIO Henb3s
ncrnonb3oBaTb BMecTe ¢ komaHgou dhcp option dotlx

ip dhcp relay
information option82

Bkntouenne onuumn DHCP 82
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HacTtpownka

OnucaHve n kKomaHAaa

HacTtporka MPOBEPKMU

Server ID gnga DHCP Relay

(HeobGs3aTtenbHO) OH ucnonb3yeTcs Ans TOro, 4tobbl areHT
DHCP Relay nocbinana naketbl 3anpocoB DHCP Tonbko Ha
yKasaHHbI cepBep

ip dhcp relay check | [Mo3Bonser areHTy

server-id petpaHcnaumm DHCP
OTNPaBrsaTb NakeTbl 3anNpocoB
DHCP TOnbKoO Ha ykasaHHbIN
cepsep

HacTtporka noaasneHus

DHCP

(Heobs3aTenbHO) OH uMCNONb3yeTcsa Ans  3awmTbl NakeToB
3anpocoB DHCP Ha nHtepdence

ip dhcp relay | BknioyaeTt nogasneHve
suppression peTtpaHcnsaummn DHCP

4.4.3. Hactpouka knueHta DHCP

HacTtponka OnucaHue u KOMaHAa

DHCP

HacTtponka «knueHTa | (O6s3aTenbHO) OH Ucnonb3yeTcs Ans BkntodeHus knueHta DHCP

ip address dhcp | O6ecneunBaeT uHTepdenc Ethernet,

MHKancynupoBaHHbIN MHTepdenc PPP/HDLC
nnn FR-nHKancynnpoBaHHbIN MHTEPdENC Ans
nony4eHus IP-agpecos yepe3 DHCP

4.4.4. HacTtponka guHamuyeckoro IP-agpeca

4.4.4.1. Pe3synbTaTt KOHdUrypaumm

MpepoctaeneHne Bcem knmeHtam DHCP ycnyr DHCP, Bkniovas HasHadeHune IP-agpecoB m

LLJ1HO30B.

4.4.4.2. NMpumeyaHus

DHCP-cepBep u peTtpaHcnsauua DHCP coBmMecTHO MCNoNb3yloT CnyebHyto KoMaHay service
dhcp, HO ycTpoOCTBO HE MOXET o4HOBpeMEHHO paboTtaTtb kak DHCP-cepBep 1 peTpaHcnaTop.
Ecnu ycTponctBo HacTpoeHO C OOMyCTMMbIM MyfiOM agpecoB, OHO OEWCTBYET Kak cepBep U
nepecbinaeT nakeTbl. B NpOTMBHOM cry4ae OH CIyXMWT B kadecTBe relay-areHTa.

4.4.4.3. dtanbl KOHMUrypauum

BknroueHne DHCP-cepBepa

e (O6szatenbHo. OH obecneumBaeT gMHaMmn4ieckoe HasHadeHne IP-agpecos.

e 3anyctute komaHgy service dhcp B pexvme rnobanbHOM KOHUrypaumu.

(@ arecy
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HacTtpoiika nyna agpecoB

e Ob6gasartenbHo. OH ncnonb3yeTca anga co3aaHua nyna IP-agpecos.
e 3anyctute komaHgy nyna ip dhcp pool B pexunme rnobansHoOn KOHMUIypaumu.
HacTpounka ceteBoro Homepa u mackum noaceTtu nyna agpecos DHCP

e Ob6gaszartenbHo. OH onpegenseT gManasoH AMHAMUYECKM Ha3Ha4YaeMblX agpecoB.
o BbinonHute KomaHgy network B pexxume koHdurypaumm nyna agpecos DHCP.
HacTtpouka wnio3a KnueHTa no yMmon4aHuio

e  OnumoHanbHo. OH ncnonb3yeTcsa ANa HaCTPOMKN aapeca Lwnio3a.
o 3anyctute komaHay default-router B pexxume koHpurypaumm nyna agpecos DHCP.
HacTpowka apeHabl agpeca

e  OnumoHaneHo. OH ucnonb3yeTca Ans HacTpovku apeHabl IP-agpeca, kotopas no
YMOM4YaHuI0 cocTaBnsieT 24 vaca.

e BrinonHute KomaHAy lease apeHnabl B pexunme KoHburypauum nyna agpecos DHCP.
HacTtpouka agpeca TFTP-cepBepa

e  OnumoHanbHo. OH ucnonb3yeTcsa Ana HacTporkn agpeca TFTP-cepsepa.
o BbinonHute KomMaHgy next-server B pexume koHpurypauum nyna agpecos DHCP.
HacTtpoinka AOMEHHOro MMeHu KnueHTa

e  OnumoHanbHo. OH ncnonbayeTcs AN9 HAaCTPONKM AOMEHHOIO UMEHM KITMEHTA.
¢ BrbinonHute komaHgy domain-name B pexume koHurypaumm nyna agpecos DHCP.
Hactponka DNS

e  OnumoHanbHo. OH ncnonbayeTcs Ang HacTponkn agpeca DNS.
o BrbinonHute komaHgy dns B pexume koHdurypaumm nyna agpecos DHCP.
Hactponka WINS-cepBepa NetBIOS

e  OnumoHanbHo. OH ncnonbayetcs gnga Hactponkm agpeca WINS-cepsepa NetBIOS.

e 3anyctute komaHgy netbios-name-server B pexunme KoHurypauum nyna agpecos
DHCP.

Hactponka tTnna y3na NetBIOS Ha knueHTe

e  OnumoHanbHo. OH ncnonbayeTcs angd HacTponkm Tuna yana NetBIOS.

e 3anyctute komaHgy netbios-name-type B pexume KoHdurypauum nyna agpecoB
DHCP.

HacTponka nopora aBapMrnHOro curHasna ans nyna agpecos
e OnumoHanbHo. OH wucnonb3yetcss ONs  YNPaBMEHUS KOJNMMYECTBOM  JIN3MHIOBbIX

cornawenun. MNpn goctmxeHun noporosoro 3HadeHus (90 % no ymonuyanuio) Byaet
pacnedaTtaH curHan TpeBorw.

e BuinonHute komangy lease-threshold B pexume koHdurypaumm nyna agpecos DHCP.
HacTpowka napameTpa, 3a4aHHOro nosib3oBarTenem

e OnuwmoHanbHo. OH ncnonb3yeTcsa ANs HACTPONKU MOSb30BaTENbCKUX NapameTpoB.
e BbinonHute komaHgy option B pexume KoHpurypaumm nyna agpecos DHCP.
BknroyeHue nnu oTknoYeHne nyna agpecos
e  OnumoHanbHo. OH Mcnonb3yeTca ANA BKIOYEHUSA UK OTKIOYEHUA nyna agpecos. 1o
YMOMYaHWIO AaHHasA PYHKUMS BKIIOYEHa.
e BobinonHute koMaHay pool-status B pexume koHdpurypauumn nyna agpecos DHCP.
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4.4.4.4. NMpoBepka KoOHUrypaumm

MoakntoveHne knneHta DHCP v cepesepa DHCP.

e [poBepbTe, Nony4yaeT Nu KNMEHT KOHUrypaumm Ha cepBepe.

4.445. CBA3aHHble KOMaHAbI

BkniouyeHne DHCP-cepBepa

KomaHpa service dhcp

Pexum Pexum rnobanbHon koHdurypauum

KOHcpurypawmm

BcTpoeHHas Bkntounte cepsep DHCP wn petpaHcnauuio DHCP. DHCP-cepsep u
nojckaska peTtpaHcnaumio DHCP coBMecTHO uCnonb3ylT cnyxebHy komaHay

service dhcp. Ecnu ycTponWCTBO HACTPOEHO C AONYCTUMbIM MyrioM
aZpecoB, OHO JENCTBYET Kak cepBep M nepechbinaeTt nakeTbl. B npotueBHoOM
Crnyyae OH CINyXWUT B Ka4eCTBe PenenHoro areHta

HacTponka nyna agpecoB

KomaHga ip dhcp pool dhep-pool

Onuncanne pool-name: ykasblBaeT UMs Nyna agpecos

napameTpos

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas Mepen HasHadeHnem |P-agpeca KNMeHTy HeobXoguMMO HaCTPOUTb UMS
NnoAcKaska nyra agpecoB 1 BONTU B pexum KoHdurypauumn nyna agpecos DHCP

Hactponka ceteBoro Homepa n mackum nogcetu nyna agpecos DHCP

KomaHga network network-number mask [low-ip-address high-ip-address]

Onuncanne network-number: ykasbiBaeT Homep ceTu nyna IP-agpecos.

ntelprElluiiels mask: yka3blBaeT Macky noaceTu nyna IP-agpecos. Ecniv macka noaceTu
He onpeaerneHa, NPMMEHSAETCS eCTECTBEHHAs Macka noaceTn

Pexnm Pexum koHdurypaummn nyna agpecoe DHCP

KOHdourypaumm
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BcTpoeHHas
noackaska

[ns HacTpoMkn AMHAMUYECKOrO HasHa4YeHUs aapecoB Heobxoammo
HaCTPOUTb CETEBOW NOEHTUUKATOP 1 MaCKy NOACETU AN nyna agpecos,
4yTobbl NpegoctaBuTb cepeepy DHCP amnanasoHn agpecos. IP-agpeca B
nyne HasHavalrTCca B yKka3aHHOM nopsgake. Ecnv agpec HasHayeH wnnu
CyllecTBYyeT B LENeBOM CermMeHTe ceTu, cneaywowmi agpec bypet
npoBepATbCs A0 Tex nop, Noka He GyaeT HasHa4yeH OEeNCTBUTENbHbIV
agpec.

BecnposogHoe ob6opynosaHne QTECH npepoctaBnser [OCTynHble
CerMeHTbl CeTW, YyKasblBas HayanbHbIl W  KOHEYHbIW agpeca.
KoHdurypaumss He aBndetca AononHuTenbHoW. Ecnv HavanbHbii 1
KOHEeYHbI agpeca He ykasaHbl, OyayT HasHayaTbca Bce IP-agpeca B
CerMeHTe ceTu.

Onsa ob6opygosaHna QTECH apgpeca HasHadalTcsa Ha OCHOBE
dm3ndeckoro agpeca M wmaeHTuukaTopa knmeHta. Takmm obpasom,
OLHOMY KNMEeHTy He OyaeT HasHayeHo OBe apeHabl U3 OoAHOoro nyna
agpecos. B cnyyae Tononormnyeckon M3bbITOMHOCTU MEXAY KIMEHTOM U
CcepBepoM HasHadeHue agpeca MoOXeT ObiTb HE BbIMOSTHEHO.

UTobbl un3bexaTb Takux cboeB, aAMUHUCTpaAToOpy ceTu Heobxoammo
npenoTBpaTnTb U3bbITOYHOCTL MyTEW B MOCTPOEHUW CeTW, Hanpumep,
nyTeM HACTPOMKN PU3NYECKMX KaHASOB UK CeTeBbIX MyTen

HacTtpouka wno3a KnueHTa no yMmosn4aHuio

KomaHga default-router address [address2...address8]
Onuncanne address: ykasbiBaeT IP-agpec wnto3a no ymonyaHuio. Hactponte xots 6bl
napameTpoB oavH IP-agpec.
ip-address2...ip-address8: (OMNUMOHAINIBHO) MOXHO HacTpouTb He
bornee 8 wno3oB
Pexnm Pexum koHdurypaumm nyna agpecos DHCP
KOHdourypaumm
BcTtpoeHHas Hactponte wnio3 KAMeHTa NO yMoOnyaHuoo, U cepBep Oyger
NnoAcKaska npefocTaBnsaATb KOHUrypaumio Wwo3sa K KnveHTy. IP-agpeca wro3a no

YMOJT4aHUIO N KIMneHTa AO0JKHbl HaXO0ANTbCA B OofHOW ceTn

HacTpoiika apeHabl agpeca

KomaHga lease {days [hours] [ minutes] | infinite}
Onuncanne days: onpegenseT apeHay B OHAX.
napameTpoB

hours: (Heo6a3aTenbHO) onpegenseT apeHay B Yacax. Onpegenvrte gHu
[0 Yyacos.

minutes: (HeobsizaTenbHO) onpegenseTr CPOK apeHabl B MUHyTax.
OnpegenvTe OHN 1 Yacbl O MUHYT.

infinite: onpegeneHne HeorpaHMYEHHOW apeHabl
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Pexum Pexum koHdurypaumm nyna agpecos DHCP

KOHUrypauum

BcTtpoeHHas ApeHpa IP-agpeca no ymondaHuio, HasHadeHHoro cepsepom DHCP,
noackaska cocTtaensieT 1 aeHb. Korga cpok apenabl UCTeKaeT B Gnukanilee Bpems,

KNMMEHTY HeobXxoaumo 3anpocuTb MpoAsieHve apeHabl. B npoTvBHOM
cnyyae IP-agpec He MoXeT GbITb MCMONb30BaH MOCINE UCTEYEHNUSI CPOKa
apeHnbl

HacTpownka 3arp

y304HoOro danna Ha KnmeHTe

KomaHnga bootfile filename

Onucanne file-name: onpenenseT umsa 3arpy3oyvHoro danna

napameTpoB

Pexnm Pexwum koHdurypauun nyna agpecos DHCP

KOHUrypauum

BcTpoeHHas 3arpy304Hbli hansi — 3TO 3arpy3oyHbIn harn obpasa, MCNoNb3yeMbln
nogckaska npu 3anycke knueHta. O6blMHO davn asnaetca OC, 3arpyxeHHou

knueHtom DHCP

HacTpoiika 4OMEHHOro UMeHU KNneHTa

KomaHpa domain-name domain

Onucanne domain-name: onpegenseT JoMeHHoe uMs kneHta DHCP

napamMmeTpoB

Pexnm Pexum koHdurypaumm nyna agpecos DHCP

KOHdourypaumm

BcTpoeHHas Mo>xHO 3agaTb UMs JjoMeHa ons knueHTa. Korga KnneHT nony4yaeTt JocTyn
noAckaska K CEeTU Yepes nMms XocTa, UMsi AomeHa gobaBnsaeTcd aBToMaTUYECKN st

3aBepLueHna nMeHn XocTta

Hactponka DNS

KomaHga dns-server { ip-address [ ip-address2...ip-address8 |
Onuncanne ip-address: onpegensiet IP-agpec DNS-cepsepa. Hactponte xoTa Obl
napameTpoB oavH IP-agpec.
ip-address2...ip-address8: (OMNUUOHAJIBHO) MOXHO HacTpouTb He
6onee 8 DNS-cepsepoB
Pexnm Pexwum koHdurypauumn nyna agpecos DHCP
KOHpurypaumm
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BcTpoeHHas
noackaska

Ecnu knnueHT nony4aeT 4OCTYN K CETEBLIM pecypcam Yepes MMsi AoMeHa,
HeobxoamMMo HacTpoutb DNS-cepBep aAns paspelueHnst UMeHV oMeHa

HacTtpouka WINS-cepBepa NetBIOS

KomaHga netbios-name-server address [address2...address§]
Onucanne address: onpegensieT IP-agpec WINS-cepBepa. Hactponte xoTs Obl 0AMH
napameTpoB IP-agpec.
ip-address?...ip-address8: (OMNUMOHAINIBHO) MOXHO HacTpouTb He
6onee 8 WINS-cepsepoB
Pexum Pexum koHdurypaumm nyna agpecos DHCP
KOHUrypauum
BctpoeHHas WINS — 310 cnyx6a 4OMEHHbIX MMEH, C NOMOLLbI0 KOTopown ceTb Microsoft
nogckaska TCP/IP paspewaet uma NetNBIOS Ha IP-agpec. Cepsep WINS — aTo

cepsep Windows NT. Npu 3anycke WINS-cepsepa oH nonyyaeT 3anpoc
Ha peructpauuto ot WINS-knmeHTa. Korga KIMEHT BbIKMHOYaeTCs, OH
oTnpasnseT coobuieHne 06 0cBOBOXKAEHUN UMEHM, YTOObLI KOMNbIOTEPBI B
6a3e gaHHbIX WINS 1 B cetu Obinin cornacoBaHHbIMU

Hactponka tTuna y3na NetBIOS Ha knueHTe

KomaHpa netbios-node-type type
Onucanne type: onpegensiet Tmn y3na NetBIOS ¢ nomoLbo 0gHOro U3 criegyroLmnx
napamMmeTpoB Nnoaxo4doB.
1. WecTtHaguaTtepuyHoe yncno ot 0 go FF. [locTynHbl TONbKO criegyowime
3HaYeHus.
e b-node
e p-node
e m-node
e 8 ang h-node
2. CumBOrbHas cTpoka.
e b-node ans wmpokoBeLllaTeENbHOrO y3na
e p-node Ans 0gHOPAHroBOro y3na
e m-node gnsi CMELLUAHHOro y3na
e h-node ansa rmbpugHoro pexmma
Pexnm Pexwum koHdurypauum nyna agpecos DHCP
KOHpurypaumm
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BcTpoeHHas
noackaska

CywectyeT yeThlpe Tnna yanos NetBIOS knueHTta Microsoft DHCP.

1. UWwupokoBewartenbHbii y3en. [ns Takoro ysna paspelleHne UMeH
NetBIOS 3anpalunBaeTcs Yyepes LMPOKOBELLATENbHYIO PaCChISIKY.

2. ¥Y3en opHopaHroBon cetn. KnueHT oTnpaBnsieT 3anpoc Ha
paspelueHne Ha WINS-cepsep.

3. CmewaHHbln ysen. KnveHT nepefaeT 3anpoc Ha paspelueHve wu
oTnpaBnsieT 3anpoc Ha pa3pelueHne Ha WINS-cepBep.

4. vbpugHbin y3en. KnueHT oTnpaBnsdeT 3anpoc Ha paspelueHue Ha
WINS-cepBep. Ecnn oTBeT He nonydeH, knueHT GygeT nepegaBaTb
3anpoc Ha paspeweHue. Mo ymonyaHuioo onepaumoHHasa cuctema
Microsoft aBngaetca wupokoBewaTenbHbiM N TMOPUAHBIM  Y31I0M.
Ecnun cepsep WINS He HacTpoeH, 3TO wWnpokoBeLlaTenbHbii y3en. B
NPOTUBHOM Crlydae 3TO rmMopuaHbIN y3en

HacTpounka napameTpa, 3agaHHOro nonb3oBaTesiem

KomaHga option code { ascii string | hex string | ip ip-address }
Onucanne code: onpegenseT kog onuun DHCP.
EfeEliE e ascii string: onpenensiet ctpoky cumsonos ASCII.
hex string: onpeagensieT wWecTHaguaTepUYHy0 CUMBOJTbHYIO CTPOKY.
ip ip-address: onpegenseT IP-agpec
Pexnm Pexum koHdurypaummn nyna agpecos DHCP
KOHdourypaumm
BcTtpoeHHas DHCP nossonsieT nepegaBatb MHGOPMALUNIO O KOHUTypaLmm XocTy no
noackaska cetm TCP/IP. TMMaketel DHCP cogepxar none napameTpa,

onpegendemMoro  Coaep>KUMOro. DHCP-knueHT [JoimkeH  uMeTb
BO3MOXHOCTb nonydatb naket DHCP ¢ BO3MOXHOCTbIO MepeHoca He
MeHee 312 6ant. Kpome TOro, pmkcnpoBaHHOE Mofe AaHHbIX B NakeTe
DHCP Takke Ha3blBaeTCH onuuen.

B ©OecnpoBogHon nokanbHo cetn knmeHT DHCP Toukm pgoctyna
OMHamuyeckn 3anpawmBaeT |P-agpec ceTu nepemeHHoro Toka. Ha
cepBepe DHCP moxHO HacTpouTb koMaHngy option, ykasae agpec AC

BknioyeHue Mnu oTKNOYEHUe nyna agpecoB

KomaHga pool-status {enable | disable}
Onuncanne enable: BknoYeHne nyna agpecos.
napameTpoBs .

disable: oTknioyeHne nyna agpecos.

Mo ymonyaHuio AaHHas OYHKUMS BKNIOYEHa
Pexnm Pexwum koHdurypauumn nyna agpecos DHCP
KOHpurypaumm
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BcTpoeHHas
noackaska

O6opynosaHne QTECH npegoctaBnseT komaHgy Anst
BKMtOYeHNs/0TKMoYeHns nyna agpecos DHCP

4.4.4.6. NMpumep KoHdUrypauum

HacTtpoiika nyna agpecoB

OTanbl e OnpepgenuTte ceTb Nyna agpecos.
KOHcpUrypaumu e CermeHT cetn 172.16.1.0/24.
e Lln3 no ymonyaxnmio — 172.16.1.254.
e ApeHoa agpeca — 1 AeHb.
e [lnanasoH MUCKNYeHHbIX agpecoB oT 172.16.1.2 0o 172.16.1.100
QTECH(config)# ip dhcp excluded-address 172.16.1.2 172.16.1.100
QTECH(dhcp-config)# ip dhcp pool net172
QTECH(dhcp-config)# network 172.16.1.0 255.255.255.0
QTECH(dhcp-config)# default-router 172.16.1.254
QTECH(dhcp-config)# lease 1
MpoBepka e BobinonHnte komangy show run  gna  oTobpakeHus
KOHdourypaumm KOHoUrypaumm
QTECH(config)#show run | begin ip dhcp
ip dhcp excluded-address 172.16.1.2 172.16.1.100
ip dhcp pool net172
network 172.16.1.0 255.255.255.0
default-router 172.16.1.254
lease 1

4.4.5. HacTtpomnka ctatu4yeckoro IP-agpeca

4.4.5.1. PesynbTaTt KOHduUrypaumm

HasHaubTe KOHKpeTHble IP-agpeca n KoHpurypauuio onpeaeneHHoimM KnneHtam DHCP.

4.4.5.2. dtanbl KOHMUrypauum

HacTtpoiika uMmeHM nyna agpecoB U Nepexon B peXXum KoHduUrypaumm nyna agpecos

e O6gasatenbHo. OH ncnonb3yeTcsa Anga co3gaHusa nyna IP-agpecos.
e 3anyctute komaHgy nyna ip dhcp pool B pexume rnobansHOn KOHMUIypaLmm.
Hactponka IP-agpeca u Mmacku nogceTu KnmeHTa

e O6gsatenbHo. OH ucnonb3yeTca ANA HACTpouku ctatudeckoro IP-agpeca v macku

noaceTu.

e Bbinonnute komaHgy host B pexume koHdurypaumm nyna agpecos DHCP.
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HaCTpoﬁKa annapaTHOro agpeca KruneHTa

e  OnumoHanbHo. OH ncnonbayeTcs ang HacTponkn agpeca MAC.
e BbinonHuTe annapaTHyto KomaHay hardware B pexxume KOHurypauum nyna agpecos

DHCP.

HacTponka yHukanbHoro naeHtMdukatopa KnmeHTa

e OnumoHanbHo. OH ucnonb3dyeTca ANA HaCcTPOMKW CTaTUYECKOoro uaeHTudukaTopa
nons3osatens (UID).

o 3anyctute komaHgy client-identifier B pexxume koHdburypaumm nyna agpecos DHCP.
HacTponka umeHu KnmeHTa

e OnumoHanbHo. OH ncnonb3yeTcs ANg HAaCTPONKM CTaTUYECKOro MMEHN KIMEHTa.
o 3anyctute komaHgy host-name B pexume koHdurypaumm nyna agpecos DHCP.

4.4.5.3. NMpoBepka KoHdUrypaumm

MpoBepbTe, Nony4yaeT nNu knueHT IP-agpec, korga oH HaxoauTcst B oNepaTUBHOM pPeXUME.

4.45.4. CBA3aHHble KOMaHAbI

HacTponka nyna agpecoB

KomaHga ip dhcp pool dhep-pool

Onuncanne pool-name: ykasblBaeT UMs nyna agpecos

napameTpoB

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas Mepen HasHayeHueM |P-agpeca KNMEHTY HeobXxoguMMo HacTpouUTb MMS
noackaska nyrna agpecos U BOUTWU B PEXUM KOHUrypauumn nyrna agpecos

MpuBsaska IP-agpeca Bpy4HyrO

KomaHga host ip-address [ netmask ]

client-identifier unigue-identifier

client-name name
Onuncanne ip-address: onpegenseTt IP-agpec knneHta DHCP.
napameTpoB

netmask: onpegensieT macky nogcetu knneHta DHCP.

unique-identifier: onpegensaetr annapatHbin MAC-agpec (Hanpumep,
aabb.bbbb.bb88) n wnpeHtndukatop (Hanpumep, 01aa.bbbb.bbbb.88)
knueHta DHCP.

name: (HeobasaTenbHO) onpeaenseT UMs KnNMeHTa, UCNorb3ysi CUMBOSIbI
ASCII. ms He BkntoYaeT nms gomeHa. Hanpumep, Ha3oBuTe XoCcT mary,
a He mary.gtech.ru
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Pexum Pexum koHdurypaumm nyna agpecos DHCP

KOHUrypauum

BcTpoeHHas MpuBaska agpeca o3HayvaeT conocTtaBneHune IP-agpeca n MAC-agpeca
noackaska knueHTta. CywlecTByeT fBa BMAa NPUBS3KN aapecoB.

1. Cratunyeckas npussiska. [MpmBsA3ka Bpy4HYO MOXET paccMaTpmBaTbCs
Kak cneupnanbHbii nyn agpecos DHCP ¢ ogHum agpecom.

2. OunHamnyeckoe npuBsaska. DHCP-cepBep AuMHamMuyecks HasHavaeT
knueHty IP-agpec n3 nyna npu nonyyeHum 3anpoca DHCP, co3pasas
cBasb mexay IP-agpecom n MAC-agpecom KnneHTa.

UTo6bl HacTpouUTb NPUBA3KY BPYy4YHYH), HEeoOXxoaMmo onpeaenvTb nyn

XOCTOB, a 3ateM ykasaTb IP-agpec wn annapatHbll agpec uwnu

naeHtndukaTop knneHta DHCP. AnnapatHein agpec — ato MAC-agpec.

MpeHTndukatop KnueHTa BKNOYaAEeT TUM CETEBOrO0 Hocutensd wu

MAC-agpec. KnneHt Microsoft o06blMHO uMAaeHTUMUMPYETCS NO

naeHTudmkaTopy knueHTta, a He no MAC-agpecy. Kogbl TNoB cpef cMm. B

pasgene [lapameTpbl npoTokona paspeweHns agpecoB (Address

Resolution Protocol Parameters) 8 RFC 1700. Kog tuna Ethernet-ctaHuum

01

4.4.5.5. NMpumep KoHUrypauum

OvHamunyeckun nyn IP-apgpecoB

OTansl
KOHdourypaumm

e Hactponte nyn agpecos VLAN 1 c IP-agpecom 20.1.1.0 u mackomn
nogcetn 255.255.255.0

e Lno3 no ymonyanno — 20.1.1.1
e Bpems apeHabl — 1 geHb

QTECH(config)# ip dhcp pool vlani
QTECH(dhcp-config)# network 20.1.1.0 255.255.255.0
QTECH(dhcp-config)# default-router 20.1.1.1
QTECH(dhcp-config)# lease 10 0

lMpoBepka
KOHdourypaumm

BeinonHuTte komaHgy show run gns otobpaxeHus KOHUrypaumm

QTECH(config)#show run | begin ip dhcp
ip dhcp pool vlant

network 20.1.1.0 255.255.255.0
default-router 20.1.1.1

lease 100
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MNMpuBn3ka (lease) cTaTucTUYECKH
ST1ansbl e Agpec xocta— 172.16.1.101, a macka nogcetn — 255.255.255.0.
KOHpurypaumm e KMmsa xocta — Ivan.qgtech.ru

e N3 no ymonyanuio — 172.16.1.254
e Mac-agpec: 00d0.df34.32a3

QTECH(config)# ip dhcp pool lvan

QTECH(dhcp-config)# host 172.16.1.101 255.255.255.0
QTECH(dhcp-config)# client-name Ivan

QTECH(dhcp-config)# hardware-address 00d0.df34.32a3 Ethernet
QTECH(dhcp-config)# default-router 172.16.1.254

MpoBepka e Bobinonnute komangy show run gns otobpaxeHusa kKoHurypaumm
KOHUrypauum

QTECH(config)#show run | begin ip dhcp

ip dhcp pool lvan

host 172.16.1.101 255.255.255.0

client-name lvan

hardware-address 00d0.df34.32a3 Ethernet
default-router 172.16.1.254

4.4.6. HacTtpounka npasuna AM ansa cepsepa DHCP

4.4.6.1. Pe3synbTaTt KOHdUrypaumm

HasHaubTe IP-agpeca B cootBeTCTBMM C npasuinom AM Ha ocHoBe nopta n VLAN.

4.4.6.2. NpumeyaHus

O6opynosaHne QTECH nogaepxuvsaeT koHpurypaumio npasmn AM Ha nHtepdgencax Ethernet,
GB, FR, PPP n HDLC.

4.4.6.3. dtanbl KOHMUrypaumm

HacTpoiika ynpaBneHus agpecamu

e (OObsizaTenbHo. Borante B pexnm ynpaeneHus agpecamu.

e 3anyctute komaHay address-manage B peXxume HacTPOMKM YrpaBIieHWs1 agpecamu.
HacTponka npasuna AM

e  (O6sizatenbHo. HacTtponTte npaeuno AM Ha ocHoBe nopTa n VLAN.

e BbinonHute komaHgy match ip B pexxume HacTpoWKM ynpasneHus agpecamu.

4.4.6.4. NpoBepka KoHduUrypauumm

lMpoBepbTe, nony4awT nU KNuMeHTbl B pasHblx ceTtax VLAN u nopTtax OencTBUTErbHble
IP-agpeca.
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4.4.6.5. CBA3aHHbIe KOMaHAbI

HaCTpOﬁKa Aunana3oHa no ymon4aHuro

KomaHga match ip default ip-address netmask

Onucanwne ip-address: onpegensdet IP-agpec.

EfeEl O netmask: onpegeneHne Macku noaceTv

Pexnm Pexwum ynpaBneHusa agpecamu

KOHcpurypaumm

BcTpoeHHas Mocne HacTpoukn Bcem knneHtam DHCP HasHavatoTca |IP-agpeca wus
noAckaska AnanasoHa no ymondaHuto Ha ocHoBe VLAN 1 nopTa. Ecnu ata komaHaa

He HacTpoeHa, IP-agpeca 6yayT HasHa4aTbCs 0ObIYHLIM 0Bpa3oMm

HasHauyeHue puHamuyeckoro IP-agpeca Ha ocHoBe VLAN u nopTta

KomaHnga match ip ip-address netmask interface [add/remove] vlan vlan-list
Onuncanne ip-address: onpegensdet IP-agpec.
napameTpos netmask: onpeaenexve macku noaceTy.

interface: onpegendeTt nmsa nHTepdenca.
add/remove: pobasneHnune unu yganeHue onpegenerHHon VLAN.
vlan-list: ykasbiBaeT nsgekc VLAN

Pexnm Pexnm ynpasneHunsa agpecamm

KOHdourypaumm

BcTtpoeHHas Mocne HacTtponkn knneHtam DHCP HasHauvawTtca IP-agpeca w3
NnoAcKaska AunanasoHa agpecoB no ymon4daHuo Ha ocHose VLAN n nopta

HasHa4yeHue ctaTnyeckoro IP-agpeca Ha ocHoBe VLAN

KomaHga match ip ip-address netmask [add/remove] vlan vian-list
Onuncanne ip-address: onpegensert IP-agpec.
napameTpoB

netmask: onpeaeneHne Macku noaceTu.
add/remove: gpobasnenune unu yoanenue onpegeneHHon VLAN.
vlan-list: ykasbiBaet nigekc VLAN

Pexnm Pexum ynpaBneHus agpecamu
KOHpurypaumm
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BcTpoeHHas B Super VLAN «knueHTy MoxeT ObiTb Ha3HayeH (OUKCUPOBAHHbIN
NnoAckaska cTaTn4eckui agpec He3aBUCUMO OT Toro, B kakor Super VLAN HaxoguTtca

KNueHT. He HyHO HacTpauBaTb npasuno AM gnsa atoro IP-agpeca Ha
ocHoBe Bcex nogaceTten VLAN 1 nopToB, a TONbKO HAcTpanBaTb NpaBuio
AM Ha ocHoBe VLAN. 3T0 npaBuio SeMCTBYET TOMbKO ASS Ha3Ha4vyeHus
cTaTMU4ecKoro agpeca

4.4.6.6. NMpumep KoHdUrypauum
Hactpounka npaBuna AM

OTanbl e HacTponTe npaBmno no ymon4aHumio.

KOHGpUrypaumu e HacTpoiiTe npaBuno Ha ocHoBe onpeaeneHHoi VLAN + nopT +

ananas3oH agpecos.

e HacTtponTe npaBurio Ha OCHOBe oOrnpeferieHHOro avanasoHa
VLAN-agpecos

QTECH(config)# address-manage

QTECH(config-address-manage)# match ip default 172.50.128.0
255.255.128.0

QTECH(config-address-manage)# match ip 10.1.5.0 255.255.255.0
Gi5/3 vlan 1005

QTECH(config-address-manage)# match ip 10.1.6.0 255.255.255.0 vlan
1006

MpoBepka e BbinonnHnte komangy show run  gna  oTobpakeHus
KOHdourypaumm KOHoUrypaumm

address-manage

match ip default 172.50.128.0 255.255.128.0
match ip 10.1.5.0 255.255.255.0 Gi5/3 vlan 1005
match ip 10.1.6.0 255.255.255.0 vlan 1006

4.4.7. HacTtpounka rnob6anbHbix cBoncte DHCP-cepBepa

4.4.7.1. PesynbTaTt KOHduUrypaumm

Bkntounte cepBep ¢ onpegeneHHbIMU PyHKLMSAMK, Hanpumep, ping n npuHyautenbHbin NAK.

4.4.7.2. NMpumeyaHus

HacTtpoiika komaHabl MOXeT NPUBECTM K UCKIMIOYEHMSIM Ha pYrnx cepeepax.

4.4.7.3. dtanbl KOHMUrypauum
HacTponka ncknro4yeHHoro IP-agpeca

e OnuuoHanbHOo. HacTpoilTe HeKkoTOpble agpeca WM OuanasoHbl agpecoB  Kak
HEOOCTYrHbIE.
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e 3anyctute

komaHgy ip dhcp excluded-address B pexume rnobanbHoOn

KOHpurypaumu.
HacTponka o6sa3atensHoro otBeta NAK

e  OnumoHanbHo. CepBep oTBEYaeT Ha HeEBepPHLIN 3anpoc agpeca ¢ naketom NAK.
e 3anyctute komaHgy ip dhcp force-send-nak B pexxmme rnobanbHon KoOHUrypauum.
HacTpounka moHnTopuHra coctossHua VRRP

e OnumoHanbHo. [locne HacTtpoukn naketel DHCP obpabGaTtbiBaloTca rnaBHbIM

cepBepomM.
o 3anyctute

komaHgy ip dhcp monitor-vrrp-state B pexume rnobanbHOM

KOHcpurypaumm.
HacTponka BpeMeHu nuHra

e OnumoHanbHo. [poBepbTe OOCTYNHOCTL agpeca C MOMOLWbBK Komanabl ping. o
YMOIYaHuio: 2.

e BbinonHute komangy ip dhcp ping packet B pexume rnobansHon KoHUrypaumm.
HacTtpouka Tanm-ayta Ping

e OnumoHanbHo. [NpoBepbTe OOCTYNHOCTb agpeca C MOMOLWbK KomaHabl ping. Mo
YMOS4YaHMI0 yCTaHOBNEHO 3HaveHme 500 mc.

e 3anyctute komaHgy ip dhcp ping timeout B pexnme rnobanbHON KOHUrypaLmm.
[deTekTpoBaHne aBTOHOMHOIoO OGHapyXeHMUA nonb3oBaTens

e Hactponte DHCP-cepsep, 4Tobbl OnpeaenuTb, OTKIIOYEH NN KNNEHT. Ecnn KNneHT He
NnoAKnoyaeTcs K CeTU B TeYeHne onpeaeneHHoro nepuoga BpemMmeHun, To yaeT nonyyex
agpec, Ha3HaYeHHbIN KITNEHTY.

o 3anyctute komaHgy ip dhcp server arp-detect B pexxume rnobanbHOM KOHUrypawumu.

4.4.7.4. NMpoBepkKa KoHduUrypauumm

3anyctute komaHay dhcp-server n npoBepbTe KOHUIypaLuio BO BpEMS Ha3Ha4YeHUs agpeca.

4.4.7.5. CBA3aHHble KOMaHAbI

Hactponka ncknro4veHHoro IP-agpeca

KomaHga ip dhcp excluded-address low-ip-address [ high-ip-address |

Onuncanne low-ip-address: ykasbiBaeT HavanbHbIM IP-agpec.

napameTpoB high-ip-address: ykasbiBaeT koHeuHbIl IP-agpec

Pexnm Pexunm rnobanbHomn koHdurypauum

KOHdourypaumm

BcTtpoeHHas Ecnn He ykasaHo nHoe, DHCP-cepBep Ha3Ha4yaeT Bce agpeca u3 nyna

nojckaska IP-agpecoB knueHtam DHCP. Ytob6bl 3apesepBupoBaTb HEKOTOPbIE
agpeca (Hanpumep, apfpeca, YXe Ha3HadeHHble cepBepy wnu
yCTponcTBaM), HEOBX0ANMMO HaCTPOUTb 3TU agpeca Kak UCKIOYEHHbIE.
Ons HaCTPOWKK DHCP-cepBepa pekomeHayeTtcs HaCTpOUTb
WCKMIOYEHHbIE agpeca, 4Tobbl KM30exaTb KOHMIMKTa adpecoB U
COKpaTUTb BpeMsi 0BHapY>XeHNSA BO BpEMSsI Ha3HaYeHWsi agpecos
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HacTponka o6sa3atensHoro otBeta NAK

KomaHga ip dhcp force-send-nak

Pexum Pexwum rnobanbHon KoHUrypauum

KOHcpurypaumm

BcTtpoeHHas B WLAN DHCP-knueHT 4yacto nepemeLlaeTcs M3 OQHON CETU B APYrylo.
noackaska Koroma DHCP-cepBep nonyyaeT 3anpoc Ha npoafieHve apeHabl oT

KnuneHTa, HO OBGHapy>XMBaEeT, YTO KMMEHT nepecekaeT CeTEeBOW CErMeHT
Unn CpoK apeHabl uctek, oH otnpasnseT naket NAK, 4yTobel notpeboBaTh
OT KnuMeHTa nonydeHne IP-agpeca cHoBa. 3TO npegoTepawaeT
NMOCTOSIHHYKO OTMNPaBKy KIMEHTOM MaKeTOB 3anpocoB A0 MNOBTOPHOro
nonyyeHus IP-agpeca nocrie ucte4eHnsa BpeMeHn OXXnaaHus.

CepBep otnpasndetr naket NAK Tonbko npu oBHapyXeHun 3anucu
apengbl knueHta. Korga DHCP-knueHT nepecekaet cetb, DHCP-cepBep
He MOXeT HanTK 3anucCb apeHabl KNneHTa n He BygeT oTBevaTb NakeToM
NAK. KrnveHT MOCTOSHHO OTnpaBnseT nakeTbl 3anpoCoB, Npexae 4Yem
cHoBa nonyuntb |P-agpec nocrne uWCTeYeHUst BPEMEHU OXMOaHWA.
CnepoBaTtenbHo, nonyvyeHue IP-agpeca 3aHMMaeT MHOIMO BPEMEHU. JTO
Takke npoucxoguT, korga cepsep DHCP TepsieTr apeHngy nocne
nepesanycka u KInveHT 3anpalumBaeT NpoaneHune apeHabl. B atom cnyyae
MOXHO HacTpouTb KoMaHay, 4Tobbl cepsep DHCP mor oTBeTUTL NakeTom
NAK, gaxe ecnv OH He MOXET HaWTK 3anucb apeHabl, YTOObI KITMEHT MOr
ObicTpo nonyuntb IP-agpec. O6patnte BHMMaHWe, 4YTO KOMaHga Mo
YMOM4YaHMIO OTKMoYeHa. YTo6bI BKMOUMTL €ro, B LUMPOKOBELLATENBHOM
OOMEHE MOXHO HacTpOUTb TONbko oamH cepeep DHCP

Hactponka BpemMeHu nuHra

KomaHnga ip dhcp ping packets [ number ]

Onuncanne number: (OMNMUMNOHAJBHO) ananasoHbl ot 0 go 10. 0 ykasbiBaeT Ha TO,

napameTpoB YTo CPYHKUMA ping OTKMoYeHa. [lo ymonyaHuio wucnonb3yeTca [nBa
axo-3anpoca

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

BcTtpoeHHas Mo ymonuanuio, korga DHCP-cepeep HasHadvaeT IP-agpec u3 nyna, oH

noAckaska ABaxabl 3anyckaeT komaHay Ping (oavH nakeT 3a pa3). Ecnun oTBeTa Her,

cepBep NpUHMMAaEeT aapec Kak HepaboTaloLwWii U Ha3HaYaeT ero KIneHTy.
Mpwv HanWunM oTBETa CepBeEp NPUHUMAET aapec Kak 3aHATbIN U HasHavyaeT

apyrov agpec
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HacTpowka Tanm-ayta Ping

KomaHga ip dhcp ping timeout milliseconds

Onucanwne milli-seconds: ykasbiBaeT Bpemsi, Heobxogmmoe cepsepy DHCP ansa

napamMmeTpoB OXnaaHusa oTBeTa Ha axo-3anpoc. 3HavyeHue Bapbupyetca ot 100 mc go
10000 mc

Pexum Pexwum rnobanbHon koHUrypaumm

KOHpurypaumm

BcTpoeHHas Mo ymonyanuio, ecnn DHCP-cepBep He nonyyaet oteeT Ping B TeueHne

noAckaska 500 mc, IP-agpec cTaHOBUTCA AOCTYMNHbIM. Bbl MOXeTe HacTpouTb BpeMS
oXuaaHua Ons otTBeTa cepsepa

4.4.7.6. NMpumep KoHhUrypauum

HacTtpouka Ping

OTanbl e  YCTaHOBWUTE KONMYECTBO 3X0-3aMpOCOB Ha 5.
KOHCp1rypaumm e YcraHosuTe TalimM-ayT ping Ha 800 Mc
QTECH(config)# ip dhcp ping packet 5
QTECH(config)# ip dhcp ping timeout 800
MpoBepka e Bobinonunte komaHgy show run  gns oToGpaxeHus
KOHdourypaumm KOHoUrypaumm

QTECH(config)#show run | begin ip dhcp
ip dhcp ping packet 5

ip dhcp ping timeout 800

Hactponka ncknio4veHHoro IP-agpeca

@ §) QTECH

MWP [OOCTYNHEE

OTansl e HacTponte gmanasoH ucknoveHHbIX IP-agpecos oT 192.168.0.0
KOHdourypaumm 00 192.168.255.255

QTECH(config)# ip dhcp excluded-address 192.168.0.0 192.168.255.255
MpoBepka e BbinonHnte komaHgy show run  gns oToOpaxeHus
KOHpurypaumm KOHpurypaumm

QTECH(config)#show run | begin ip dhcp

ip dhcp excluded-address 192.168.0.0 192.168.255.255
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4.4.8. Hactpounka ocHoBHbIX hyHKkuumn DHCP Relay

4.4.8.1. PesynbTaT KOHhUrypaumm

PasBepTbiBaHME AMHaAMUYECKOro ynpaerneHus [P-ceTamMu B pexunme KnMeHT-cepeep Ans
obecneyeHus cBa3n mexay knneHtom DHCP n cepsepom DHCP, koTopble HaxogaTcsa B pasHbIX
cerMeHTax ceTu.

4.4.8.2. MpumeyaHus

Ona  BkntoveHna  petpaHcnaumm DHCP  HeobGxoaMmo  HacTpouTb  OOQHOAAPECHYHO
MapLupyTusaumio IPv4 B cetu.

4.4.8.3. dtanbl KOHhUrypauum
BkniouyeHune petpaHcnaumum DHCP

o ObgaszaTernbHo.
e Ecnu He ykazaHo nHoe, Heobxoaumo BkUNTL yHKunio DHCP Relay Ha ycTpoincTse.
Hactpownka IP-agpeca ansa cepepa DHCP

e (ObgasaTernbHo.
e Heobxogmmo HacTpouTb IP-agpec ansa cepsepa DHCP.
4.4.8.4. NpoBepkKa KoHduUrypaumm

MpoBepbTe, Nnonyyaet nu knueHT IP-agpec yepe3 DHCP Relay.

4.4.8.5. CBA3aHHble KOMaHAbI

BknroyeHune petpaHcnsauum DHCP

KomaHpa service dhcp
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

Hactponka IP-agpeca gnsa cepsepa DHCP

KomaHga ip helper-address { cycle-mode | [ vrf { vif-name }] AB.C.D }
Onuncanne cycle-mode: ykasbiBaeT, 4To nakeTbl 3anpocoB DHCP nepecbinatotcs Ha
napameTpoB Bce cepepbl DHCP.

vrf-name: ykasbiBaeT nmsa mapwpytmsaumm un nepecbinkm VPN (VRF).
A.B.C.D: ykasbiBaeT IP-agpec cepBepa

Pexnm Pexunm rnobanbHon KoHdurypauun/pexmm KoHdurypaummn nutepderica
KOHpurypaumm
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BcTpoeHHas
noackaska

OTY (PYHKLMIO MOXKHO HACTPOUTb Ha HTepence YpPoBHS 3, Hanpumep, Ha
MapLUpyTU3MpyemMble MOPThbl, MOPTbl TOYKM JocTyna ypoBHA 3, SVI u

nHTepdenc obpaTHOM CBA3N.

HacTpoeHHbI nHTepdenc aomKkeH ObiTb 4OCTYNEH Yepe3 OAHOAAPECHYHO

MapLupyTmsaumo IPv4

4.4.8.6. NMpumep koHdUrypauum

HacTtpouka petpaHcnauun DHCP B npoBOgHOM nogKnoveHun

CueHapun:

DHCP-knueHT

L DHCP Relay Agent

DHCP-cepsep

PucyHok 4-15.

OTansl
KOHUrypauum

e  Bknounte knueHt ¢ DHCP, ytobbl nonyunts IP-agpec.

e Bknwounte dyHkumio DHCP Relay Ha areHTe peTpaHcnauum

DHCP.
e Hactponka cepsepa DHCP

Bkntounte knneHt ¢ DHCP, 4yTobbl nonyyuunts IP-agpec

Bkntounte petpaHcnaumio DHCP.
QTECH(config)# service dhcp

Hactponte rmobaneHbin IP-agpec cepsepa DHCP.
QTECH(config)# ip helper-address 172.2.2.1

HacTtpownTe IP-agpec nopTta, NOAKAOYEHHOMO K KITUEHTY.
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if)# ip address 192.1.1.1 255.255.255.0

HacTtpownTe IP-agpec nopTta, NO4KMHOYEHHOIO K CEPBEPY.
QTECH(config)# interface gigabitEthernet 0/2

QTECH(config-if-gigabitEthernet  0/2)# ip address
255.255.255.0

172.2.2.2

Bkntounte cepsep DHCP.
QTECH(config)# service dhcp

HacTponTe nyn agpecos.
QTECH(config)# ip dhcp pool relay
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QTECH (dhcp-config)#network 192.1.1.0 255.255.255.0
QTECH (dhcp-config)#default-router 192.1.1.1

HactponTte IP-agpec nopta, nogkntoyeHHoro K Relay areHTy.
QTECH(config)# interface gigabitEthernet 0/1

QTECH(config-if-gigabitEthernet  0/2)# ip address 172.2.2.
255.255.255.0

MpoBepka MpoBepbTe, NonyyaeT nu knneHT IP-agpec.
KOHdpurypaLm e [IpoBepbTe, NnonyyaeT nn knneHT IP-agpec.
e [lpoBepbTe KOHUrypauuto petpaHcnsumm DHCP
A YcTponcTeo nonb3oBaTtens nony4vaet |IP-agpec
B Mocne Bxoga B areHT peTpaHcnsaumm DHCP BbinonHuTe koMaHay show

running-config B npuBunermposaHHom pexnme EXEC, 4T06bI
oTobpasnTb KoHurypauuo DHCP Relay.

QTECH# show running-config
service dhcp

ip helper-address 172.2.2.1

!

interface GigabitEthernet 0/1

ip address 192.1.1.1 255.255.255.0
|

interface GigabitEthernet 0/2

ip address 172.2.2.2 255.255.255.0
!

4.4.8.7. TUNWYHbIe OLLUNOKHN

e HeepHas KOHUrypauus ogHoagpecHon mapupytmsaumm IPv4.,
o  O®yHkums DHCP Relay oTkntoueHa.
e MapwpyTtusauua wmexgy areHtom peTpaHcnaumm DHCP n cepsepom DHCP He

HacTpoeHa.

e [1ns cepeepa DHCP He HacTpoeH IP-agpec.

4.4.9. Hactpouka DHCP Relay onuun 82

4.4.9.1. Pe3ynbTaTt KOHduUrypaumm

C nomoubto areHTa petpaHcnaumm DHCP cepeep moxeT 6onee TouHO HasHavaTh IP-agpeca ¢
pa3sHbIMM NPUBUNEMMAMW KITMEHTAM Ha OCHOBE MHAOPMaLMKN O NapameTpe.

4.4.9.2. NpumeyaHus

Heobxoanmo BkNtouMTb pyHKUMIO peTpaHcnsummn DHCP.
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4.4.9.3. dtanbl KOHMUrypauum

BknroyeHne oCHOBHbIX (hyHKUuM peTpaHcnsuum DHCP
e O6sasaTtensHo.

e Ecnu He ykasaHo nHoe, Heobxoammo BkNtouMTb yHKumMo DHCP Relay Ha ycTpoinicTse.
BknrouyeHune onummn DHCP 82

o [lo ymonuaHuto onumst DHCP 82 oTkntoveHa.

e  MoxHo 3anyctutb kKomaHgy ip dhcp relay information option82, 4Tobbl BKNIOYUTL NNn
oTkntounTs DHCP Option 82.

4.4.9.4. NMpoBepka KoHdUrypaumm

MpoBepbTe, NonyyaeT nu kNneHT IP-agpec B COOTBETCTBMM C onuuen 82.

4.49.5. CBA3aHHble KOMaHAbI

BknrouyeHne onummn DHCP 82

KomaHnga ip dhcp relay information option82
Pexunm Pexum rnobansHon koHdurypaumm
KOHUrypauum

4.4.9.6. NMpumep KoHUrypauum

BkntoyeHne onumun DHCP 82

ST1ansbl e  BknoyeHune onunm DHCP 82
KOHdourypaumm

QTECH(config)# ip dhcp relay information option82

MpoBepka Mocne Bxoga B areHT petpaHcnsaumm DHCP BeinonHuTe kKomaHgy show
KOHcbUrypaumm running-config B npuBunernposaHHom pexumme EXEC, 4To6bl
oTobpasnTb KoHpurypauuio DHCP Relay

QTECH#show ru | inclip dhcp relay

ip dhcp relay information option82

4.4.9.7. TUNWYHbIE OLUUOKHU

basoBble dyHkuMM peTpaHcnauum DHCP He HacTpoeHbl.
4.4.10. Hactpowuka npoBepku Server ID ansa DHCP Relay
4.4.10.1. Pe3ynbTaTt KOHduUrypaumm

Mocne Hactpoukn ip dhcp relay check server-id areHt DHCP Relay nepecbinaeTt naketbl
3anpocoe DHCP Tonbko cepBepy, ykazaHHOMY KomaHgow option serverid. B npoTuBHOM
crny4ae oHu nepecbinalTca Ha Bce cepsepbl DHCP.
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4.4.10.2. MpumeyvaHun

Heobxoanmo BkntounTb 6a3oBble yHKUMM peTpaHcnsaumm DHCP.

4.4.10.3. dtanbl KOHhUrypauum
BkntoueHne DHCP Relay Check Server-ID

o [lo ymonuaHuto ngeHTudgukatop cepsepa npoeepku petpaHcnaumm DHCP oTkntoyeH.
e MoxHo 3anyctuTtb komaHgy ip dhcp relay check server-id, ytobbl Bkntounte DHCP

Relay Check Server-id.
4.4.10.4. NMpoBepKa KoHhUrypauum

Y6eautech, uto areHT DHCP Relay otnpasnset nakeTbl 3anpocos DHCP Tonbko Ha cepsep,
yKasaHHbIM KomaHgow option server-id.

4.4.10.5. CBA3aHHbIe KOMaHAbI

HacTtponka ngeHtudmkaTopa cepsepa npoBepku petpaHcnauum DHCP

KomaHga ip dhcp relay check server-id
Pexunm Pexum rnobansHon koHdurypaumm
KOHUrypauum

4.4.10.6. NMpumep KoHUrypauum
HacTponka ngeHtndmkatopa cepepa nposepku petpaHcnsaumm DHCP

OTanbl ¢ Bkniouyenne DHCP Relay. (MponyLeHo).
KOHpurypaumm e Bkmounte DHCP Relay check server-id Ha nHTepdelice

QTECH# configure terminal
QTECH(config)# ip dhcp relay check server-id

MpoBepka Mocne Bxoga B areHT petpaHcnsaumm DHCP BeinonHuTe kKomaHgy show
KOHUrypauum running-config B npuBunermposaHHom pexmme EXEC, 4To6bl
oTobpa3nTb KoHdurypauuio DHCP Relay

QTECH# show running-config | include check server-id

ip dhcp relay check server-id

4.4.10.7. TUNN4YHbIE OLUMOKN

Basosble dyHKkunn petpaHcnauun DHCP He HacTpoeHb!.
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4.4.11. Hactpouka nogasneHusa DHCP Relay

4.4.11.1. PesynbTaT KOH(pUrypaumm

Mocne HacTponkn komaHgbl ip dhcp relay suppression Ha uHTepdence naketsl DHCP
Request, nony4eHHble Ha 3TOM UHTEpgence, byayT oTdumnbTpoBaHbl, a nakeTbl DHCP Request
C Apyrnx nHtepdericos OyayT nepecbinaTbes.

4.4.11.2. NMpumeyaHun

Heobxoanmo BkntounTb 6a3oBble yHKUMM peTpaHcnsaumm DHCP.

4.4.11.3. dtanbl KOHhUrypauum
BknroyeHne nogasneHus petpaHcnauum DHCP
Mo ymonyaHuio pyHKuma nogaeneHns petpaHcnaumm DHCP oTkniodeHa Ha Bcex HTepencax.

e MoxHO BbINONHUTL KOMaHAy ip dhcp relay suppression, YToObl BKNIOYUTL (PYHKUNIO
DHCP Relay Suppression.

4.4.11.4. NpoBepkKa KoHduUrypauumm

MpoBepbTe, OThUNBLTPOBaHbLI N NakeTbl 3anpocoB DHCP, nony4yeHHble Ha nHTepdence.

4.4.11.5. CBA3aHHbIe KOMaHAbI

HacTtpouka nogasneHna DHCP-peTtpaHcnauum

KomaHga ip dhcp relay suppression
Pexnm Pexunm koHdurypaumm nHtepdenca
KOHdourypaumm

4.4.11.6. NMpumep KoHUrypaumum

Hactponka nogaBneHna DHCP-peTpaHcnauum

OTanbl e HacTponka ocHOBHbIX pyHKUMIN peTpaHcnsaumm DHCP.
KOHCpUrypaumu e Hacrtpoiika nopaenenus petpaHcnsumn DHCP Ha uHTepdeiice

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# ip dhcp relay suppression
QTECH(config-if-GigabitEthernet 0/1)#end

QTECH#
MpoBepka Mocne Bxoga B areHT peTtpaHcnauun DHCP BbinonHuTe komaHgy show
KOHUrypauum running-config B npuBMnernpoaHHom pexume EXEC, 4T0ob6bI

oTobpasnTb koHurypaumo DHCP Relay
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QTECH# show running-config | include relay suppression
ip dhcp relay suppression
QTECH#

4.4.11.7. TUNUYHbIE OLLUUOKU

Bbasosble dyHkuMK peTpaHcnauum DHCP He HacTpoeHbl.
4.4.12. Hactpouka knmeHta DHCP
4.4.12.1. PeaynbTaT KOH(pUrypaumm

Bkntounte DHCP-knueHT Ha ycTponcTBe, 4TOObl OH AMHamudeckn nonydumn IP-agpeca wm
KOHcpurypaumu.

4.4.12.2. MpumevaHus

O6opynosaHne QTECH nopgepxuBaeT koHdurypaumio knneHta DHCP Ha wuHTepdencax
Ethernet, FR, PPP n HDLC.

4.4.12.3. dtanbl KOHhUrypauum

3anycTtute komaHay ip address dhcp Ha nHTepdece.

4.4.12.4. NpoBepkKa KoHduUrypauumum

MpoBepbTe, NnonyyaeT Ny nHTepdenc IP-agpec.

4.4.12.5. CBA3aHHbIe KOMaHAbI

Hactponka knunenta DHCP

KomaHga ip address dhcp
Pexnm Pexnm koHdurypaumm nHtepdenca
KOHdourypaumm
BcTpoeHHas e ObopynoBaHue QTECH nogaepxveaet  AMHaMuyeckoe
noackaska nony4yeHue IP-agpecos Yepes nHtepdenc Ethernet.
¢ OObopynoBaHue QTECH nogaepxumBaet  AUMHaAMUYECKOE
nony4eHue IP-agpecos yepes WMHKancynmpoBaHHbIN

PPP-unTepdeinc.

¢ OObopynoBaHue QTECH nogaepxumBaet  AUMHaAMUYECKOE
nonyyeHve IP-agpecos nocpeacTesoMm nHTepdenca,
MHKancynmposaHHoro FR.

e O6opynoBaHue QTECH nogaepxumBaet  AUHaAMUYECKOE
nosiyyeHve IP-agpecos nocpeacTeom nHTEepdenca,
nHkancynuposaHHoro HDLC
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4.4.12.6. NMpumep KoHhUrypauum

Hactponka knunenta DHCP

JTansl e 1: Bkmounte nopt FastEthermet 0/0 ¢ DHCP, 4to6bl nonyunTb
KOHpurypaumm IP-agpec
QTECH(config)# interface FastEthernet0/0
QTECH(config-if-FastEthernet 0/0)#ip address dhcp
MpoBepka e 1. BbinonHute KomaHgy show run pgnsa otobpakeHus
KOHcpurypaumm KOHpurypaumm
QTECH(config)#show run | begin ip address dhcp ip address dhcp

4.5. KOHTpOnb COCTOSIHUA

45.1. Ouncrtka

BHUMAHUE: BbLINONHEHME KOMAHO OYUCTKM MOXET TMPUBECTW K TOTEPE
BAXXHON MHOOPMALM U MPEPLIBAHNIO CINYXKB.

OnucaHue

KomaHpa

YaaneHne npueasku
agpeca DHCP

clear ip dhcp binding { address | *}

Oumnaet KOHPNNKT
agpecos DHCP

clear ip dhcp conflict { address | *}

YpaansaeTt ctTaTUCTuky
cepsepa DHCP

clear ip dhcp server statistics

Ypnanget
peTtpaHcnauumn DHCP

CTaTUCTUKY

clear ip dhcp relay statistics

OumncTka cTaTUCTUKN
NPOn3BOANTENTLHOCTH
DHCP-cepBepa

clear ip dhcp server rate

4.5.2. OTobpaxeHue

OnucaHune KomaHnga
OTobpaxeHne apenapbl | show dhcp lease
DHCP
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OnucaHue KomaHga

OtobpaxeHnne IP-agpecos, | show dhcp manual
HaCTPOEHHbIX BPY4YHYHO

OTtobpaxeHne cokeToB | show ip dhcp socket
DHCP

OTtobpaxeHne HasHayveHHbIX | show ip dhcp binding
IP-agpecos

OTtobpaxeHne crtatuctukm | show ip dhcp server statistic
cepsepa DHCP

OTtobpaxeHne cratuctukm | show ip dhcp relay statistic
peTpaHcnaumm DHCP

OTtobpakeHune show ip dhcp conflict
KOHSTMKTYIOLLMX aApecoB

4.5.3. OTnagka

NMPUMEYMAHUE: cncTteMHble pecypcCbl MCMOMNb3YHTCA NPU BbIBOAE OTNago4YHON MHGOpMaLmN.

MoaToMy, OTKIOYMTE OTNAAKY Cpady MOCMe UCMONMb30BaHMS.

OnucaHune KomaHaa

Otnagka areHta DHCP debug ip dhcp server agent
Otnagka ropsayero debug ip dhcp server ha
pe3epBHOMO KOMMPOBAHWS

DHCP

OTtnagka nynoB agpecos debug ip dhcp server pool
DHCP

Otnagka DHCP VRRP debug ip dhcp server vrrp
Otnapgka Bcex cepBepoB debug ip dhcp server all
DHCP

Otnagka naketoB DHCP debug ip dhcp client
Otnagka cobbiTuin | debug ip dhcp relay
peTtpaHcnauun DHCP
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5. HACTPOWUKA DHCPV6
5.1. O630p

MpoTokon aguHammyeckon KoHurypauum xocta gns IPv6 (DHCPV6) — aTO NpOTOKOS, KOTOPbLIN
nossonset cepsepy DHCP nepegasatb KoHpurypauum (Hanpumep, agpeca IPv6) yanam IPv6.

Mo cpaBHeHWO C ApyrMMuM MeTogaMu pacnpefeneHus agpecos IPv6, TakuMm Kak py4yHas
HacTporka W aBTOMaTM4yeckasi HacTporka afapecoB 6e3 coxpaHeHusi coctosiHusi, DHCPv6
obGecrneuvBaeT pacnpedeneHne agpecoB, AenerMpoBaHve npeduKCoB M pacnpeneneHve
napamMmeTpoB KOH(urypauuu.

° DHCPv6 — aTO NPOTOKOJZT C OTCnexXmnBaHMem COCTOAHUA ONA aBTOMaTM4YeCcKom
HaCTpOIZKI/I ajgpecoB, a TakKkxe nobaeneHus, n NMOBTOPHOIo MCNonb3oBaHNA CeTeBbIX
agpecos, KOTOprIZ no3BondeT 3anncbiBaTb BblAeNeHHble agpeca n onTuMnU3npoBaTb
ynpaslieHne CeTblo.

o Vcnonbays npedukc genermposaHns DHCPv6G, ceTteBble yctponctBa uplink moryT
Ha3Ha4aTb NpecduKkcbl agpecoB ceTeBbiM ycTponcTBaMm downlink, koTopble peanunsys
rMMOKY0O aBTOMaTMYECKY0 KOHUIypaLmio Ha YPOBHE CTaHUMM U rMOKoe ynpasreHune
aApEeCHbIM NPOCTPAHCTBOM CTaHLUMMW.

e HasHayeHue napameTtpa koHurypaumm DHCPV6 pewaet npobnemy, npu KOTOpow
napameTpbl He MOryT ObiTb MOMy4YeHbl C MOMOLLLD MPOTOKONa aBTOMAaTUYECKON
HaCTpOViKM agpecoB 6e3 coxpaHeHUsi COCTOSHUSA, U HasHadvaeT agpeca DNS-cepeepoB
1 MMeHa JOMEHOB XOCTaM.

¢ DHCPvV6 — 3TO NpOTOKOS, OCHOBaHHLIN Ha Mogenu knneHt-cepeep. Knnent DHCPv6
ncnonb3yetTcsa Ans MNONyyYeHuss pasnuyHbiX KoHdgurypauun, a cepsep DHCPv6
ncnonb3yeTcs And npegoctaBneHnst pasnuyHbix KoHdurypauun. Ecnv knneHt DHCPV6
n cepsep DHCPV6 He noakntoveHbl K 04HOMY CETEBOMY KaHany (O4WMH U TOT XKe CErMEHT
ceTu), OHM MOryT B3aMModencTBoBaTb ApPYr C [JPYroM C MOMOLLbIO areHTa
petpaHcnaumm DHCPV6.

Knnent DHCPV6 o6bibuHO o6HapyxuBaeT cepeep DHCPV6, pesepsupys agpeca MHOroagpecHom
paccbinku B kaHane, noatomy knmeHT DHCPv6 n cepeep DHCPV6 gomkHbI MEeTb BO3MOXHOCTb
HanpsiMyl0 B3aMMOAEWCTBOBATb APYr C OPYroM, TO €CTb OHW [OSKHbl OblTb pasBepHyTbl B
npegenax o4HOro kaHana. ATo MoXeT NPUBECTU K HeyaobcTBaMm B ynpasneHum, 3KOHOMUYECKNM
cbosam (ons kaxgowm nogcetn passepHyT cepeep DHCPV6) n HeygobctBam npu o6HOBRAEHMN.
dyHKUMa areHTa peTtpaHcnsaumMm DHCPv6 mMoxeT pewmnTb 3TM Npo6riemMbl, NO3BONSASA KITMEHTY
DHCPv6 otnpaenate nakeTbl Ha cepeep DHCPvV6 no gpyromy kaHany. AreHT peTpaHcnsiumm
DHCP vacTo pa3BepTbiBaeTCH B kaHane, rae Haxogutes knmeHT DHCPV6, n ucnonbsyetcsa ons
peTpaHcnauMn nakeToB B3aumogencteus mexgy knneHtom DHCPv6 n cepsepom DHCPV6.
AreHT peTpaHcnsiumm DHCP npo3paveH gna knmeHta DHCPV6.
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DHCPvVB-knueHT

Cetb 3

DHCPv6 Relay Agent
DHCPv6-cepsep

PucyHok 5-1.

5.1.1. MpoToKonbl U cTaHAAPTbI

o RFC3315: npoTokon gMHaMmn4eckom koHdurypaumm xocta ang IPv6.

e RFC3633: napameTpbl npedukca IPv6 ons npotokona AUHAMUYECKON KOHUrypaumm
xocTta (DHCP) Bepcum 6.

e RFC3646:

napameTpbl KoHdurypauum DNS gna npoTtokona guMHaMU4eCKOM

KOoHpurypaumm xocta gns IPvé (DHCPV6).
o RFC3736: cnyx6a DHCP 6e3 coxpaHeHnunsa coctosHusa ons IPv6.

e RFC5417: ynpaBneHMe wu HacTporvika onuun DHCP koHTponnepa pgocTtyna K
BecnpoBogHbiM Toukam goctyna (CAPWARP).

5.2. NMpumeHeHue

NpumeHeHne OnucaHue

3anpoc/HasHavyeHne Knnent DHCPv6 3anpawwuBaetr agpeca c cepepa DHCPV6.

agpecos Cepeep DHCPvV6 HasHavaeT agpeca u napameTpbl KOHUrypauum

napameTposB knneHty DHCPV6

KOHurypaumm

3anpoc/BblaeneHune Knnent DHCPV6 3anpawwunBaeT npedukc ¢ cepsepa DHCPV6.

npedukca Cepeep DHCPv6 npuceanBaeT npedukc knmeHty DHCPV6, a 3atem
knueHt DHCPV6 HacTtpamBaeT agpeca IPv6 ¢ nomouibio 3TOro
npedwukca

AreHT Relay DHCPv6 Relay wucnonbsyetca ans obecnedeHuss CBA3N Mexay
knueHtom DHCPvV6 1 cepeepom DHCPV6 no pasHbiM kaHanam
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5.2.1. 3anpoc/Ha3Ha4yeHUe agpecoB U NapamMeTpoB KOH(Urypauum

5.2.1.1. CueHapun
B noacetn knueHt DHCPV6 3anpawwvBaeTt agpeca ¢ cepsepa DHCPv6. Cepeep DHCPv6
Ha3Ha4aeT agpeca U napameTpbl KoHpurypauum knneHty DHCPV6.
Kak nokasaHo Ha PucyHke 5-2:
e CepBep DHCPvV6 HacTpoeH ¢ agpecamu IPv6, DNS-cepBepamun, 4OMEHHbIMU UMEHaMW
N opyrumMmum napameTpamu KoHduUrypauum, Kotopble He06X0AMMO BbIAENNUTD.

e Xoct paboTtaeT kak knneHT DHCPv6 ans 3anpoca agpeca IPv6 ¢ cepeepa DHCPV6.
Mocne nonyyeHus 3anpoca cepsep DHCPV6 BbIbupaeT A4OCTYNHLINM agpec U HasHavaeT
ero XocrTy.

o XocCT Takke MoxeT 3anpocuTb DNS-cepsep, uma gomeHa wn gpyrve napameTpbl
KoHcpurypaumm ¢ cepsepa DHCPVG.

L]

L]

DHCPv6-cepeep

L]

DHCPvVB-knueHT

PucyHok 5-2.

5.2.1.2. OnucaHue

e 3anyctute knneHt DHCPV6 Ha xocTe B nogceTu, 4tobbl nonyunTsb agpec IPv6 n gpyrue
napameTpbl.

e 3anyctute cepeep DHCPV6 Ha ycTtponctBe m HactpouTte IPv6-agpec u gpyrue
napameTpbl, 4To6bl HasHaunTb IPv6-agpec n napameTpbl.

5.2.2. 3anpoc/BbiaeneHune npedukca

5.2.2.1. CueHapum

Kak nokasaHo Ha PucyHke 5-3, uplink-yctponcteo (PE) Bbigenset npedukc IPv6-agpeca ans
yctporictea downlink (CPE). CPE reHepupyeT HOBbIi npedukc agpeca Ansd BHYTPEHHEN
noaceTm Ha OCHOBE MONyyYeHHOro npedwmkca. XocTbl BO BHyTpeHHewn noacetm CPE
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KOoHpurypupytotca ¢ agpecamu dyepes Router Advertisement (RA), ncnonbays HoOBbIN npeduke
agpeca.

e PE npepocrtaBnset cnyx0y aenermpoBaHusa npedukca B kadyectse cepsepa DHCPV6.

e CPE szanpawwunBaet npedukc agpeca u3 PE B kadectBe knueHta DHCPvV6. [Mocne
nonyyeHus npecdmkca agpeca CPE reHepupyeT HOBbIM npedukc agpeca Ang
BHYTPEHHEN noaceTn u oTnpaensaeT coobuieHmne RA xoctam BO BHyTPEHHEN NoACETW.

o  XoOCTbl BO BHYTPEHHEN NnoaceTu, B koToporn Haxoautes CPE, HacTpanBaloT cBou agpeca
Ha ocHoBaHuKM coobleHns RA, otnpaeneHHoro CPE.

B
PE CPE 1 ¥
C
L\ N
PucyHok 5-3.

B kauvectBe cepsepa DHCPv6 Provider Edge (PE) paboTaeT cepBep nocTaBLUMKa Ans
npegocTaBneHnst NpeduKCoB, a Takke Ha3biBaeTCA MapLUPyTM3aTOpPOM AN AenernpoBaHus.

Knunentckoe obopynosaHue (CPE) paboTtaet kak knneHT DHCPV6 gns 3anpoca npeduKkcoB u
TakKe Ha3blBaeTCH 3anpaluvBaoLLMM MapLIpyTM3aTOpPOM.

A, B 1 C aBndatoTcsa pasnnyHbiMU XOCTaMu.

5.2.2.2. OnucaHue

e 3anyctute cepBep DHCPv6 Ha PE, 4ytoObl BHegputb cnyxby genermpoBaHus
npedwukca.
¢ 3anyctute knneHT DHCPV6 Ha CPE, 4to6bl nonyunTb npedmKcbl agpecos.

e PaseepHute IPv6 ND mexagy CPE n xoctamu, 4tobbl HacTpouTb agpeca y3roB B
nogcetun yepes RA.

5.2.3. AreHT Relay
5.2.3.1. CueHapum

AreHt DHCPv6 Relay npoussogut petpaHcnsuuio DHCPV6 nakeTtoB mexay KIMEHTOM U
CcepBepomM.

Kak nokasaHo Ha PucyHke 5-4:

e YcTponctBo 1 BKIHOYEHO ¢ nomoulbio areHta DHCPv6 Relay v npegHasHaveHo ans
3001:2.
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e YCTpPOMCTBO 2 XOYeT Nnepechinatb NakeTbl HA Apyrne cepsepbl Yepesd cepsBuc Relay
cnepytoLlero yposHs. Bkntounte areHt DHCPv6 Relay Ha ycTtponcTtee 2, yctaHoBuTe
agpec HasHadeHuns FF02::1:2 (Bce cepBepbl U agpeca MHOroagpecHon paccehbifiku
Relay) u ykaxxute nHtepgenc Bbixoga B kKadecTse nHTepenca yposHa 3 gi 0/1.

1

YcTponcTso 2

DHCPvV6-KnueHT

DHCPv6-cepsep

YcTponcTteo 1

3

1) Wnto3 L3, skntoveHHbn ¢ DHCPvE Relay Agent
2 ) Ycrtpowuctso aoctyna L2, BknoyeHHbIM ¢ LDRA
3 ) LWnto3 L3, skntoyeHHbIn ¢ DHCPvE Relay Agent

PucyHok 5-4.
5.2.3.2. OnucaHune

o Bxntounte arent DHCPvV6 Relay Ha ycTponcTtee 1 n ykaxunte agpec 3000::1.
o Bkntounte arent DHCPvV6 Relay Ha ycTponctee 2 u ykaxute agpec kak FF02::1:2.

5.3. Kno4yeBble 0COOEHHOCTU

5.3.1. ba3oBble KOHUenuumn
DUID

YHukanbHbin ngeHtudukatop DHCP (DUID) waeHtndmumpyet ycrponcteo DHCPv6. Kak
onpegeneHo B RFC3315, kaxxgoe yctponcteo DHCPV6 (knueHT, Relay nnun cepsep DHCPVG)
DOIMKHO MMeTb ngeHtudpukatop DUID, koTopbIi ncnonb3yeTcs Ans B3anMHOW ayTeHTUdMKaLmMn
BO Bpems obmeHa coobiennsimm DHCPVG.

RFC3315 onpegensieT Tpu Tuna DUID:

e DUID ocHoBaH Ha agpece ypoBHs cBsa3u nntoc Bpems (DUID-LLT).

e UpeHtndukatop DUID, HasHa4yeHHbIM MOCTaBLUMKOM Ha OCHOBE KOpNopaTMBHOro
Homepa (DUID-EN).

e Agpec ypoBHs kaHana (DUID-LL).
Yctpovictea QTECH DHCPV6 ncnonbaytot DUID-LL. CtpykTypa DUID-LL cneaytowas:
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o 1 2 3
o012 3457890123458 7890123458789 01
+—t—t—t—t—F—t—F—t—F—t—t—t—F—F— -ttt —F—F—F— =t —F— =+ —F—+—+
| 3 | hardware type (16 bits) |
+—t—t—t—t—t—F— -ttt —b—F—F -+t ——+—+

link-layer address (variakble length)

e e e e e e D T e e e e L T s S ek e s Sl Sl ol ot et el Sl
3HauveHnss DUID-LL, Hardware type wu Link-layer address: 0x0003, 0x0001 (c ykasaHuem
Ethernet) 1 MAC-agpeca ycTponcTea COOTBETCTBEHHO.

Accouuauua ngeHtucdumkauum (1A)

Cepsep DHCPV6 BblgenseT cnyk6bbl npoBepKn NnognMHHOCTN B MHTepHeTe knneHtam DHCPVG.
Kaxpasa |A yHukanbHO oO6GHapyxuBaeTca uaeHTudumkaTopomMm accoumauum xoctos (IAID).
WoeHtudmkatopbl IAID reHepupytoTca  knueHtamu DHCPV6. Mexagy |A wn  knueHtamu
yCTaHaBMBaeTCHA CONOCTaBNeHne «OAMH K ogHoMY». |A MOXeT cogepXaTb HECKOSTbKO aapecoB,
KOTOpble MOryT ObITb BblAeNeHbl KNMeHToOM ApyruM uHtepdencam. |A moxeT cogepxaTb OOUH
13 crieqyowmx TUNOB aapecos:

o HeBpemeHHble agpeca (NA), a uMeHHO rnobarnbHble YHUKanbHbIe agpeca.
e BpemeHHble agpeca (TA), KoTopble BpAA SN UCNONb3YTCA.
e [lenervpoBanue npecdukca (PD).

B 3aBucumocTu oT TMna agpeca, IA knaccudumumpytotes no IA_NA, IA_TA n IA_PD (tpn tTuna
IA). QTECH DHCPvV6 nogaepxwusatoT Tonsko IA_NA n IA_PD.

MpuBsska

DHCPv6 binding — aTo ynpasnsemas nHdopmaumoHHasa CTpykTypa agpeca. [laHHble NpuBA3Kn
agpecoB Ha cepBepe DHCPvV6 3anucbkiBatoT |A u gpyrme koHUrypaumm Kaxkgoro KrimeHTa.
KnueHT MOXeT 3anpocuTb HECKONbKO NPMBA30K. [JaHHble MNpUMBA3KWM adpecoB Ha cepBepe
npegcraeneHbl B Buae Tabnuubl NpmBaskn agpecoB ¢ naeHtudunkatopammu DUID, IA-Type m
IAID. lMNpuBsaska, cogepxawas KoHgurypaumm, ncnonb3yet B kadectBe nHgekca DUID.

Kondnukr DHCPv6

Korga npowucxoamTt kKOHGMMKT agpeca, BblgeneHHoro knveHty DHCPV6G, knueHT oTnpaBnsieTt
naket Decline, uto6bl yBegomunTb cepeep DHCPV6. 3atem cepeep gobaBnsaeTt agpec B CNMCOK
KoHcnukToB agpecoB. CepBep He OyaeT HasHavaTb agpeca B CMMCOK KOHMNMKTOB agpecos.
CepBep nogaepxueaeT NpocMOTp U yaaneHne nHgopmauum ob agpece B CNUCKe KOH(IIMKTOB
agpecos.

Tun nakeTta

RFC3315 npegycmatpusaet, uto DHCPvV6 ncnonbsyet noptel UDP 546 n 547 gnsi obmeHa
naketamun. B yacTtHocTtu, knneHt DHCPv6 ncnonb3yeT nopT 546 Ons nonyyYyeHus NakeTos, a
cepeep DHCPv6 n areHt DHCPv6 Relay vcnonb3ytoT nopT 547 gnsi nonyyYyeHusi NakeToB.
RFC3315 onpepnenseT cnegylwme TUnNbl NAaKeTOB, KOTOPbIE MeEpeaalrnTcs Mexay CepBepoM,
knueHTom 1 areHtom DHCPvV6E Relay:

e [lakeTbl, KOTOpble MOryT ObITb OTNpaBneHbl knneHTom DHCPvV6 Ha cepeep DHCPVG,
BkMovaT B cebsa Solicit, Request, Confirm, Renew, Rebind, Release, Decline n
Information-request.

e [lakeTbl, kOTOpble MOryT ObITb OTnpaBneHbl cepsepom DHCPV6 knuenty DHCPVG,
BKMto4vaoT B ceba Advertise, Reply and Reconfigure.

e [lakeTbl, KOTOpblE MOryT 6GbITb OTNpaBneHbl areHTom DHCPV6 Relay apyromy areHty
DHCPV6 Relay nnu cepsepy DHCPVG6, BkntoyatoT Relay-forward.
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e [lakeTbl, KOTOpblE MOryT GbITb OTNpaBneHbl areHTom DHCPv6 Relay apyromy areHty
DHCPvV6 Relay nnu cepsepy DHCPVG6, skntoyatoT Relay-reply.

NMPUMEYAHMUE: cepsepbl QTECH DHCPV6 He nogaepxmBatoT nakeT Reconfigure.

NMPUMEMAHUE: knuentel QTECH DHCPv6 He nopgepxmvBatoT naketel Confirm and
Reconfigure.

5.3.2. 0630p
PyHKLUMA OnucaHue
3anpoc/BblaenexHme OuHamnyeckoe nonyyveHue/BbiaeneHme agpecos IPv6 B ceTu B
agpecos pexume KnneHT-cepeep
3anpoc/Bblaenenune OuHamnyeckoe nonyyveHue/BobigenexHve npedukcos IPv6 B ceTn B
npedukca pexume KnneHT-cepeep
Cnyxb6a 6es | NMpepocTtasnsaeT cnyx0y koHdUrypaumm 6e3 coxpaHeHns
COXPaHEHNA COCTOAHUA | COCTOAHMA OJ1d XOCTOB B CETU
Cepsuc Relay Mpepoctasnsaet cnyxby cepsepa DHCPV6 ons xocTtoB B

PasnMyYHbIX CETSX C NOMOLLLIO CAYXXObl peTpaHCcsaLmMm

5.3.3. 3anpoc/BbiaeneHne agpecos

Knnent DHCPV6 moxeT 3anpawmnBaTb agpeca IPv6 ¢ cepsepa DHCPVG.
lMocne HacTponkn ¢ goctynHeiMu agpecamn cepeep DHCPv6 moxeT npegocTaBnaTb agpeca
IPv6 xocTtam B ceTu, 3anucbiBaTb BbiAeNeHHble agpeca 1 ynydlwaTb ynpaBneHne ceTbio.

5.3.3.1. MpuHUMN paboTbl

CeteBble xocTbl cnyxaT knueHtamm DHCPv6 u cepsepamn DHCPvV6 gns peanusauumn
pacnpegeneHns agpecoB, OOHOBMNEHWS, MNOATBEPXAEHWUS, BbiMyCcka WM APYrMx onepauun
nocpeacTBom o6MeHa CoobLLEHNAMMN.

O6meH 4-x coobLeHumn
Ha PucyHke 5-5 nokasaH npouecc oObmeHa YeThbipex coobLLEHNN.
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DHCPv6-knueHT

— DHCPv6-cepeep
@ =
—L Solicit R :
E _ Advertise |
Request :
: ) Reply :
PucyHok 5-5.

Knnent DHCPV6 otnpaenset coobuieHne Solicit, agpec HasHa4yeHusi KOTOporo
FF02::1:2, a HOMep nopTa HasHayeHna — 547 B nokanbHOW CeTu ANd 3anpoca agpeca,
npedukca U HasHayeHus napameTpoB KoHdurypaumm. Bce cepepbl DHCPV6 nnn
areHTbl DHCPV6 Relay B lumMpokoseLLaTensHOM AOMEHe nofy4daT coobLueHme 3anpoca.

Mocne nonyyeHus coobuweHus 3anpoca cepsep DHCPv6 otnpasut coobuieHue
Advertise B pexnme ogHOaOpPECHOW PacCbIKM, €CNU OH CMOXET MNpedocTaBuTb
MHoOpMaLUmMIo, 3anpoLlleHHy0 B coobuieHmn 3anpoca. B coobieHnn obbasneHus
yKasaHbl agpec, npedukc 1 napameTpbl KOHpUrypaumn.

Knnent DHCPvV6 moxeT nonydatb coobuieHne Advertise ¢ HEeCKonbKnxX CepBepoB
DHCPv6. MNocne Bbibopa Hanbonee nogxogswero cepsepa DHCPv6 knueHt DHCPvV6
oTnpasnseT coobuieHne Request ¢ agpecom HasHavyeHust FF02::1:2, a Homep nopTa
HasHayeHna — 547 ana 3anpoca agpeca, npedukca M HasHavyeHWa napameTpoB
KOHdoUrypaumm.

Mocne nony4deHust coobleHns Request cepsep DHCPvV6 cosgaeT npuBA3Ky fiokanbHO
n oTnpaensieT coobweHne Reply B pexnme ogHoagpecHom pacchinki. B coobuieHnn
ONa oTBeTa cogepxaTcs agpec, npedukc U napameTpbl KOHUrypauuu, KoTopble
cepep DHCPv6 6ymet HasHauyaTb knuneHty DHCPv6. Knvent DHCPvV6 nonydaer
agpec, npedukc wnu napameTpbl KOHurypaumm Ha ocHoBe wuHdopmaumm B
cooOLleHnn oTeeTa.

O6meH ABYMSA cOOOLEeHnaAMH

O6meH OByMsA COOGLLUEHUAMM MOXET ucrorb3oBaTbca Ans 6ornee ObICTPOro 3aBepLUEHUS
HaCTpOWKK agpecoB, NpedunKcoB 1 napameTpos ans knmeHtos DHCPV6.

DHCPvV6-knueHT
DHCPv6-cepeep

Solicit
L (Rapid-commit)

v

A

: Reply

PucyHok 5-6.
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Knnent DHCPv6 oTnpaBnsieT cooblieHne 3anpoca, aapec Ha3Ha4yeHust KOTOporo
FF02::1:2, a HoMep nopTa Ha3HadYeHns — 547 B NokanbHOW ceTu Ang 3anpoca agpeca,
npedukca M HasHadeHus napameTpoB KoHdurypauum. CooblieHne o xogaTancTee
COAEPXKMT BbICTPYIO hmKcaLmIo.

Ecnun cepeep DHCPV6 nogaepxusaet gyHkumo Obictpon dmkcaumm (rapid commit),
cepsep DHCPV6 cosgaeT npuBA3Ky nokanbHO M OTnpaBnsieT coobuieHne oTeBeTa B
pexume OaHOaApecHOW pacchinikn. B coobweHnn ana oTBeTa coaepxartcsa agpec,
npeduKc 1 napameTpbl KOHUrypaumm, kotopble 6yayT HazHaveHbl knneHty DHCPV6.
Knuent DHCPV6 3aBepLuaeT HaCTpOViKy Ha OCHOBE MHbOpMaLmn B COOBLLIEHMN OTBETA.

OGHoBMeHue 1 NepenpuBA3kKa

CepBep DHCPV6 npepocTtaBndeT ynpasnsawowun agpec u obHoBneHHole T1 m T2 B IA
coobLeHnd, oTnpasneHHoro knmeHTy DHCPVG.

DHCPv6-cepeep

Ty SR —

SN/

EDJ Request Reply Renew Reply
L

DHCPV6-knueHT

PucyHok 5-7.

Knnent DHCPv6 oTnpaBut MHoroagpecHoe coobuieHne Renew Ha cepsep DHCPv6
anst obHoBneHus agpeca n npedukca Yepes T1 cekyHa. CoobuieHne Renew cogepxut
ngeHtndpukatop DUID cepsepa DHCPV6 n nHdopmauuo 1A, koTopyto Heobxogmmo
OBHOBUTD.

Mocne nonyyeHus cooblieHns o Bo3obHoBneHnn cepeep DHCPvV6 nposepsieT, paBHO
nn 3HavyeHne DUID B coobweHun o Bo3obHoBneHun 3sHadeHutio DUID nokanbHoOro
yctponctBa. Ecnn pa, 10 cepep DHCPV6 oOHOBRsieT nokanbHyt NpuBS3KY W
oTnpasnseT cooblweHne Ans OoTBeTa B pexume OOHOAApPeCcHOM paccbinkn. B
coobueHnn anga oTBeTa cogepxatcs HoBble T1 1 gpyrne napameTpsbl.

@
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DHCPv6-cepeep

Request Reply Renew Reply Renew Rebind
) “—T1—» Bpewms
DHCPVE-knueHT < T2 >
PucyHok 5-8.

e Ecnu nocne otnpaeku knneHtom DHCPV6 cooblieHns o Bo306HOBREHNN Ha cepsep
DHCPv6 otBeT He nonyyeH, knueHT DHCPV6 otnpasut Ha cepsep DHCPvV6
MHOroagpecHoe cooOLieHVe O NMOBTOPHOW MpuBSA3Ke AN NepenpuBsa3kM agpeca U
npedukca nocrne ncTeveHnst cCpoka gencrtena T2.

e [locne nonyyenusi coobweHns Rebind cepsep DHCPV6 (BO3MOXHO, HOBbIN cepBep
DHCPv6) otnpaenseTr coobuieHne C OTBETOM B COOTBETCTBMU C COAEPKUMBLIM
coobueHns Rebind.

Release

Ecnn xknnenty DHCPvV6E Tpebyetcss ocBobogutb agpec unu npedwukc, knnenHty DHCPv6
Heobxoanmo oTnpaBuTb coobuleHne Release Ha cepep DHCPV6G, 4ToObl yBEegoMnThb cepBep
DHCPv6 06 ocBobGoxaeHun agpeca nnu npedumkca. Takum obpasom, cepsep DHCPV6 moxeT
Ha3Ha4UTb 3TN agpeca n npedukcol apyrum knneHtam DHCPV6.

DHCPv6B-knueHT
DHCPv6-cepsep

- Release

v

Reply

A

PucyHok 5-9.

e [locne nony4veHusi coobweHns Release cepeep DHCPvV6 yaansieT cooTBeTCTBYIOLIMNE
NMPUBSA3KM Ha OCHOBE afpecoB MM NpeduKCoB B COOOLLEHMM pennusa n oTnpasnseT
OTBETHOE CoobLLeHre C napameTpoM cocTosaHMSA knneHTty DHCPV6.

MoarsepxaeHune (Confirmation)
Mocne nepexoda K HOBOWM CCbIfke (Hanpumep, nocne nepesanycka) knneHt DHCPV6 oTnpasut

coobuwenne Confirm Ha cepsep DHCPV6 no HOBOW cCbifike, YTOObI NPOBEPUTbL, AOCTYMNHbLI NN
ncxogHble agpeca.
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DHCPv6-knueHT

— DHCPv6-cepBep
g — HoBas cchinka :
— Confirm '
Reply

A

PucyHok 5-10.

e [locne nonyyeHua coobweHns o noaTeepxaeHun cepsep DHCPV6 BbinonHseT
noaTBepP)KAeHMe Ha OcHOBe MHdopMaLumn 06 aapece B COOBLLIEHUN O MOATBEPXKAEHUN
n oTnpaensieT coobLieHne ¢ 3anpocoMm, B KOTOPOM MMEETCS OMNLMSA COCTOAHMUS, KITUEHTY
DHCPv6. Ecnu 3anpoc He byaeT noaresepxaeH, knmeHt DHCPV6 moxeT nHmummnpoBatb
HOBbIIA 3aMpPOC Ha BblAeMNeHNe aapecoB.

KoHdpnuktr DHCPV6

Ecnu knnent DHCPV6 o6HapyxuBaeT, 4To BblaeneHHble agpeca Obiniv UCNonb30BaHbl B KaHane
nocrne 3aBepLUeHus BblgeneHnsa agpecos, knneHt DHCPv6 otnpaensieT coobuweHune Decline,
4yT06bI YyBegoMuTb cepBep DHCPV6G o koHdnnkTe agpecos.

DHCPv6-knueHT

QE

DHCPv6-cepBep

- Decline

Reply

A

PucyHok 5-11.
Knnent DHCPV6 cogepxut nidopmaumio |1A o kKoHpnukTyrowmx agpecax B coobuieHnn Decline.

e [locne nonydeHnss coobweHns Decline cepsep DHCPv6 nomevaetr agpeca B
coobueHnn Decline kak "oTKNoHeHHbIE" 1 He OyaeT pacnpenensaTb 3TM agpeca. 3aTem
cepeep DHCPv6 otnpaBnsieT coobueHne Reply ¢ napamMeTpoM COCTOSIHUS KIUEHTY
DHCPv6. MoxHO Bpy4HYH yOoanuTb agpeca, MOMeYEHHbIE KakK « OTKIOHEHHbIEY, YTObbI
obnerynTb NOBTOPHOE BblAeneHue.

5.3.3.2. CBsi3aHHasA KOHdUrypaums
BknrouyeHune pyHkuun cepsepa DHCPv6 B nHtepdence

e [lo ymonyaHuo nHTepdenc He BKYeH ¢ yHkumen cepsepa DHCPVG.
e MoxHO BbINOMHUTBL KOMaHAy ipv6 dhcp server, 4ytobbl BkNounTb GyHKumno DHCPV6
Server ona nHtepdelica.

NMPUMEYAHUE: dyHkums cepsepa DHCPV6 pomkHa ObiTb BKMOYMEeHa Ha WHTepdence
ypOBHSA 3.
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BbigeneHune agpecoB 4yepe3 cepsep DHCPv6

o [lo ymonuyaHutio Ha cepBepe DHCPV6 oTcyTcTBYET Nyn KOHUrypaumm U He HacTpPOEHbI
agpeca on4d BblaeneHus.

o [1ns cosgaHusa nyna KoHUrypaumMm MOXHO BbIMOMHUTL KoMaHay ipv6 dhcp pool.

e  MoxHO BbINONHUTL KOMaHAy iana-address, 4To6bl HACTPOUTL agpeca ANs BblAeneHus,
a TaKke npegnoyYTUTEnNbHbIE 3HAYeHUs cpoka cnyxbbl preferred lifetime n Tekywero
cpoka cnyx6bl valid lifetime.

YpaneHue KoHDNUKTYOWMX aapecoB Yepes cepeep DHCPv6

e [lo ymonuaHmio cepeep DHCPvV6 He BbIMONMHAET OYMCTKM  OOHapPYKEHHbIX
KOH(PNUKTYIOLMX aapecoB.

e MoxHO BbINONHUTL KOMaHAy clear ipv6 dhcp conflict ANA O4UCTKM KOHMPMMKTYHOLLNX
aZpecos, 4YToObI 3TN agpeca MOXHO ObIfio CNONBL30BaTbL NMOBTOPHO.

5.3.4. 3anpoc/BbiaeneHune npedukca

HacTponka goctynHbix npedukcos Ha cepepe DHCPV6. Mcnonbays npeduke genermposaHns
DHCPv6, ceteBble ycTtponctBa uplink moryT HasHayaTb npeduKCbl agpecoB CeTEBbIM
ycTtporictBam downlink, KoTopble peanuays rmbkyto aBTOMaTUYECKy0 KOHUIypaumio Ha ypoBHe
cTaHuuu 1 rmbkoe ynpasneHne agpecHbIM MPOCTPAHCTBOM CTaHLUMM.

5.3.4.1. MpuHUMN paboTbl

CeTeBble YCTPOWCTBA HUCXOAALWEro kaHana cnyxat knueHtamum DHCPv6 gna obmena
coobueHnammn ¢ cepeepom DHCPV6 ons peanusaumm onepaumi allocation, update, release u
apyrmx onepaumii. CeteBble ycTponctBa downlink nony4yatoT, OGHOBNSAT, CBA3bIBAOT U
ocBoboxgalT npedukcbl C NMOMOLLbLID MexaHu3ma obmeHa COOBLLUEHUAMK, aHANOrM4YHOro
MexaHu3my pacnpegenenvs agpecoB. OOHako HasHaveHue npeduKcoB OTnMyaeTcs oT
Ha3HayYeHWs1 agpecoB B CriedyoLmxX acnekTax:

Mpn obmeHe coobleHnsiMn C UCMONb30BaHMEM JenermpoBaHnsa npedukca, coobLueHus
noATBEPXKAEHUSA N OTKIIOHEHMSI HE UCMOMb3YHTCS.

Ecnn knnent DHCPV6 nepexoguT Ha HOBYIO CCbIIKY 1 eMy HeoOXoOuMO NpoBEPUTL, AOCTYMHA
M unHopmauusa npedukca, OH BbINONHAET NOATBEPXAEHME MnocpeacTBoM obmeHa
coobueHnammn Rebind n Reply.

Tun IA B pasnunyHbix coobweHmax — IA_PD.

NMPUMEYAHMUE: nna obmeHa coobLueHnsiMm C UCMOSb30BaHNEM OENErMpoBaHns npedukca cm.
pasgen 3anpoc/BblaeneHne agpecos.

5.3.4.2. CBsA3aHHasA KOHdUrypaums
BknrouyeHune dpyHkuun cepsepa DHCPv6 B nHtepdence

e [lo ymonyaHuto cpyHkumoHan DHCPvV6 cepBepa He BKIHOYEH Ha MHTepdence.

e MoxHo BbINONHUTL KOMaHAy ipv6 dhcp server, 4Tobbl BKMOYMTL yHKUno DHCPV6
Server ona nHtepdelnica.

NMPUMEYAHME: dyHkumna cepeepa DHCPV6 pencteyeT TOMNbKO Ha MHTepdence ypoBHs 3.

DenerupoBaHue npedcukcoB cepBepa DHCPv6
e [lo ymonyanuio Ha cepsepe DHCPV6 HeT koHdurypaumm nyna n npedmKcoB.
e [Inda KoHMrypaumm nyna MOXHO BbINONHUTE KOMaHAy ipv6é dhcp pool.

e MoxHo BbINONHUTE koMaHay prefix-delegation, u4ToGbl Ha3HauMTb YyKasaHHble
npedunKCbl KOHKpeTHOMY knueHTy DHCPV6.
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e MoxHo 3anyctutb komaHay prefix-delegation pool, 4Tobbl HacTpouTb NyN NPeUKCOB
TakuMm obGpasoM, 4YTOObl BCce npeduKchbl, 3anpolleHHble knveHTom DHCPvV6, Gbinu
BblAeneHbl U3 3Toro nyna.

5.3.5. Cnyx6a 6e3 coxpaHeHUs1 COCTOSAHUA

Ecnu knueHty DHCPV6 TpebytoTcs Tonbko napameTtpbl KoHdurypauum, cnyxba DHCPv6 6e3
COXpPaHEHUS COCTOSIHUS MOXET WCMNONb30BaTbCA ANS MNOMyYeHWs CBS3aHHbIX MNapameTpoB
KOH(purypaumum, KOTopble HEBO3MOXHO MOMyYMTb C MOMOLLLIO MPOTOKONa aBTOMaTUYECKON
HacTponkn agpecoB 6e3 coxpaHeHns CoCToAHUSA, Hanpumep, agpeca DNS-cepsepa.

5.3.5.1. MpuHUMN paboTbl

CeTeBble xocThl cnyxaT knueHtamm DHCPV6 ana obmeHa coobLueHnsmn ¢ cepsepom DHCPv6E
Ons nony4veHns u oBHOBNEHUSA NapamMeTpoB KOHurypauuu.

O6MeH coolBLEHNAMM C NOMOLLIO CNYXObl 63 coxpaHeHUss COCTOAHUSA

DHCPv6B-knueHT
DHCPvG-cepeep

AL

Information-request

A 4

Reply

A

PucyHok 5-12.

Knnent DHCPV6 oTnpaBnseTt coobuieHne 3anpoca uHdopmaumm Ha cepsep DHCPv6 ans
3anpoca coobuieHnin 6e3 coxpaHeHus cocTosiHMS. OObIMHO 3TO COOOLUEHWE HE COAEepXUT
noeHtndpukatop DUID ykasaHHoro cepsepa DHCPV6.

Cepeep DHCPV6 otnpasnsieT knmeHty DHCPV6 coobuieHne ¢ napameTpammn KoHduUrypauum.

5.3.5.2. CBsA3aHHasA KOHdUrypauus
BknroyeHune pyHkuun cepsepa DHCPv6 B nHtepdence

¢ [lo ymonuaHuto nHrtepdenc He BkItoYeH ¢ yHKumen cepepa DHCPVG.

e MoxHo 3anyctutb komaHay ipv6 dhcp server, 4yToObl BKMOYUTL WM OTKIMIOYNUTL
dyHkumto DHCPv6 Server onsa nHrepdelica.

NMPUMEYAHMUE: dbyHkuusa cepeepa DHCPV6 genctByeT TONbko Ha UHTepdence ypoBHS 3.
Cnyxb6a 6e3 coxpaHeHus cocTosHuA cepBepa DHCPv6

e [lo ymonuaHuto Ha cepBepe DHCPV6 oTcyTcTBYET Nyn KOHUIypaumMm U He HaCTPOEHDI
napameTpbl KOHUrypauuw.

e [Inda co3paHus nyna KoHUrypauum MOoXHO BbIMOMHUTL kKoMaHay ipv6é dhcp pool.
e [Ina pobasneHus DNS-cepBepa MOXHO BbINOMAHWUTL KOMaHAy dns-server.

e  Y106bl 0OGABUTL MMA AOMEHA, MOXHO BbINONTHUTBL KOMaHAy domain-name.

e MoxHo 3anycTuTb KomaHay option52, 4ytobel fobasuTb IPv6-agpec AC CAPWAP.
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5.3.6. DHCPv6 Relay

Korga knueHt DHCPvV6 n cepsep DHCPV6 HaxogoaTcs no pasHbiM kaHanam, knueHT DHCPV6
MOXeT nepeaaBaTh CBA3aHHble cooblleHns Ha cepeep DHCPV6 4epes areHTa peTpaHcnaumum
DHCPv6. CepBep DHCPvV6 Takke nepenaet otBeT knueHTy DHCPV6 u4epes areHTa
peTpaHcnaunmn.

5.3.6.1. MpuHUMN paboTbl

Mpn nonyyeHmm coobuieHnss ot knneHta DHCPvV6 areHt petpaHcnaumm DHCPV6 cospaet
coobuweHne Relay-forward. 3710 cooblieHne coaepXuUT MUCXoOQHOe CcoobLleHne OT KhmeHTa
DHCPV6 1 HekoTopble NnapaMeTpbl, 406aBNeHHbIE areHTOM peTpaHCAsLMN.

3aTem areHT peTpaHcnauum oTnpasndeT coobuieHne Relay-forward Ha ykasaHHbI cepBep
DHCPvV6 unu ykasaHHbIn agpec MHoroagpecHon paccoiikun FF05::1:3.

Mocne nonyyeHna coobweHna Relay-forward cepsep DHCPV6 wu3BnekaeT ucxogHoe
coobuieHne ns knneHta DHCPv6 anga o6paboTtkn. 3atem cepsep DHCPV6 opmumpyeT oTBET Ha
nucxogHoe coobuieHre, uHKancynupyet oTeBeT B coobuieHun Relay-Reply v otnpasnsiet
coobuweHne Relay-Reply areHty DHCPV6 Relay.

Mocne nonyyeHnsa coobeHns Relay-Reply areHT petpaHcnsumm DHCPV6 nsenekaeT ncxogHoe
coobuieHune ¢ cepsepa DHCPvV6 ons o6paboTkm 1 nepecbinaet coobuieHne knnenty DHCPV6.

Mexgay knueHtom DHCPV6 1 cepsepom DHCPV6 paspelueHbl MHOroypoBHeBble Relay areHTbl.
AreHT petpaHcnauum DHCPv6

DHCPv6-knueHT

% DHCPvV6 Relay DHCPvV6 Relay DHCPv6-cepsep
- Request Relay-Forward _ Relay-Forward _
Reply p Relay-Reply : Relay-Reply

A
A

|

PucyHok 5-13.

AreHT peTpaHcnaumn DHCPV6 BbINONHAET MHKANCYNALMIO U AeKancynsauuio coobLweHnn mexay
knueHtom DHCPV6 n cepeepom DHCPV6 gnst obecneyenns ceasm mexay knneHtom DHCPv6G n
cepsepom DHCPV6 no pasHbIM kaHanam.

5.4. HacTtpouka

Hactponka OnucaHne n KomaHaa
HacTtpouika cepBepa (ObszatenbHO)  ucnonb3yeTca  Ona  co3gaHus nyna
DHCPv6 KOHpurypaumu
ipv6 dhcp pool HacTtporika nyna koHdurypaumm
onsi cepeepa DHCPv6
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HacTtpownka

OnucaHne n KomaHaa

HacTpolika cepBepa
DHCPv6

(HeoGs13aTenbHO) ncnonb3yeTcs Ans HasHauYeHUs aapecos

HacTponka npedmkcos
ajapecos, KoTopble oyayT
BblaeneHsbl Ha cepepe DHCPV6

iana-address prefix

(HeoGs13aTenbHO) ncnonb3yeTcs Ans HasHavyeHUs NPeduKcoB

Hactponka npedunkcos
cTaTn4ecku NPUBS3aHHbIX
agpecoB Ha cepeepe DHCPv6

prefix-delegation

Hactponka cepsepa DHCPv6
Ans BbloeneHns npedukcos m3
nokanbHoro nyna npedgukcos

prefix-delegation pool

HacTtponka rnokanbHOro
npedwukcos IPv6

ipv6 local pool nyna

(Heobs13aTenbHO) ucnonb3yeTca N5l HasHa4YeHns napameTpos
KOHoUrypaumm

Hactponka DNS-cepBepa Ha
cepsepe DHCPv6

dns-server

domain-name HacTponka nmeHun goMeHa

cepsepa DHCPv6

option52 Hactponka IPv6-agpeca
CAPWAP AC Ha cepBepe
DHCPvV6

(ObGszaTenbHO) uMcnonb3yeTcsa Ansi  BKOYEHUST  CNyXObl

cepsepa DHCPv6

ipv6 dhcp server BkntoueHne cnyx0Obl cepBepa

DHCPvV6 Ha nHTepdence

Hactpoika DHCPv6 Relay

(OBszaTenbHO) ncnonb3yeTca ANns BKINKOYEHNS CNyxObl areHTa
peTtpaHcnauun DHCPV6

ipv6 dhcp
destination

relay | Hactpoiika doyHKUMM areHTa

peTpaHcnaumum DHCPv6
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5.4.1. HacTtpouka cepepa DHCPv6

5.4.1.1. PeaynbTaT KOHhUrypaumm

Uplink-ycTponcTBO MOXeT aBTOMaTMYecKM HasHavatb agpeca DHCPV6, npedukcbl K
napamMeTpbl KOHpUrypauum yCTPONCTBY HUCXOLALLEro KaHana.

5.4.1.2. NMpnmeyvaHun
e [Ina npepocTaBneHus cepBepHomn cnyx6bl DHCPV6 Heobxoanmo ykasaTb nyn cepsepa
DHCPV6.
e Mg nyna He MoxeT BbITb CIINLIKOM AMNNHHBIM.
e [lpu BkntoyeHun cnyxoebl cepeepa DHCPV6 Heobxoanmo ykasaTb nyn.

e JTa KoHGMrypaumsa noaaepmBaeTcss TOMbKO ANs BUPTyanbHOrO WHTepdenca
KommyTaTopa (SVI), mapLipyT1anpyemMmoro nopta u arpermpoBaHHoro nopta L3 (AP).

5.4.1.3. dTtanbl KOH(Urypaumum
Hactponka nyna cepsepa DHCPv6

e (O0bGasaTenbHoO.

e [Ecnu He ykazaHO uMHOe, HeobxoauMmo HacTpouTb nyn cepsepa DHCPV6 Ha Bcex
YCTPOMWCTBAax, KOTOpble JOMMKHbI 06ecneunTb cnyxOy cepsepa DHCPV6.

Hactponka npecdurkcoB agpecoB, koTopble 6yayT BbiaeneHbl Ha cepBepe DHCPv6

e OnuuoHanbHo.

e [Ina npepocTaBneHus cnyxObl pacnpegeneHvnss agpecoB HeobxoaMMo HacTpOUTb
npeduKcbl aapecoB, KoTopble OyayT BblAeneHbl Ha BCEX YCTPOMCTBAaX, KOTOpble
OOIKHbI NpegocTaBnTb crnyx0y cepeepa DHCPVE.

HacTponka npedukca ctatnyeckux agpecoB Ha cepBepe DHCPv6

e  OnuuoHankeHo.

e UYtoObl npepoctaBUTb CnyxOy AenerMpoBaHus NpedUKCOB Ans  cTaTUdecku
NpUBA3aHHbIX aapecoB, HEOOXOAMMO HACTPOUTL NPECUKCHI CTAaTUYECKN NPUBS3AHHbIX
aJpecoB Ha BCeX YCTPOWCTBaX, KOTOpble AOSKHbI MpenocTaBuTb Crnyxby cepeepa
DHCPvV6.

HacTtponka cepBepa DHCPv6 ans BbigeneHus npedUKCOB M3 nyrna JoKanbHbIX
npedukcon
e  OnuyuoHankeHo.

e [Ina npepocTtaBneHuns cnyxbbl generMpoBaHns npeduKCoB HEOOXOAMMO YykasaTb
nokanbHbI Ny NPedUuKCOB Ha BCEX YCTPOMCTBAX, KOTOPbIM TpebyeTcst NpeaocTaBuTb
cnyxby cepsepa DHCPV6.

HacTponka nyna npedumkcoB Local IPv6

e  OnuuoHanbHo.

e [Ins npepocTaBneHus cnyxobl genermpoBaHus NpeduKCoB 4Yepes3 Nyn npeduKkcos
Heo6XxoOuMO ykasaTb NOKanbHbI Nyn MNpeduKCOB Ha BCEX YCTPOWMCTBAX, KOTOpble
AOJDKHBI NpegocTaBuTb cnyxby cepeepa DHCPV6.

Hactponka DNS-cepBepa Ha cepBepe DHCPv6
e  OnuuoHanbHo.

e Yt00bl Bbigenntb DNS-cepBepbl, Heobxogmmo HacTpouTb DNS-cepeep Ha Bcex
YCTPOWCTBAX, KOTOpble OOSMKHbI NpegocTaBnTb cryby cepsepa DHCPV6.

171
@ QTECH
MWUP NOOCTYMHEE




PykoBogacTteo no Hactporike QSW-6900

HaCTpOVIKa DHCPV6 W

HacTtpounka nmeH nomeHoB Ha cepBepe DHCPv6

e  OnuuoHarnbHo.

e  YT10Obl HA3HAYMTb AOMEHHbIE MMEHA, HE0OXO0AMMO HAaCTPOUTbL MMEHA JOMEHOB Ha BCEX
YCTPOWCTBaX, KOTOpble OOSMKHbI NpegocTaBnTb cryxby cepsepa DHCPV6.

Hactpouka IPv6-anpeca CAPWAP AC Ha cepBepe DHCPv6
e  OnuuoHarnbHo.

e  YT100bl BblaenuTb MHpopmauuo CAPWAP AC, Heobxoanmo HacTpouTh IPv6-agpec
CAPWAP AC Ha Bcex yCTpoOMCTBax, KOTOpble AOMKHbI NPeaoCTaBUTb CNyX0y cepeepa
DHCPV6.

BknroyeHune cnyx6bi cepBepa DHCPv6

e (ObOasaTenbHo.

e Ecnn He ykazaHO WHOe, Heobxoammo BKMYUTL cnyxby cepsepa DHCPV6 Ha
onpeaeneHHbIX MHTepdencax Bcex YCTPONCTB, KOTOPbIE AOMMKHbI 06ecneynTb Cnyxoy
cepsepa DHCPV6.

5.4.1.4. NpoBepkKa KoOHdUrypauumm

Cepeep DHCPV6 BbigensieT agpeca, npeduKkCsbl v napaMmeTpbl KOHUrypaumm ns KnmeHTa
DHCPV6.

e  KnueHt DHCPvV6 nonyyaet Heob6xoammMyo MHopMauumio.
e Cepsep DHCPV6 ycnelwHo co3gaeT fokanbHy NpUBSA3KY.

5.4.1.5. CBsAA3aHHble KOMaHAbI

Hactponka nyna koHcpurypauum cepsepa DHCPv6

KomaHga ipv6 dhcp pool poolname

Onucanue poolname: ykasblBaeT uMs onpedensemMoro mnornb3oBaTenemM nyna

napamMmeTpoB DHCPv6

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas BbinonHute komaHay ipv6 dhcp pool, 4ytobbl co3gatb nyn cepsepa

noackaska DHCPv6. lMocne HacTpoWkuM 3TOM KOMaHObl MOXHO BOWTU B PEXUM
KoHdurypaumm nyna DHCPv6, B KOTOPOM MOXHO HacCTpOUTb Takue
napamMeTpbl nyna, kak npedmkc n DNS-cepsep.
lMocne co3gaHua nyna KoHdumrypauum cepeepa DHCPv6 moxHOo
BbIMOMHNTL KOMaHAy ipv6 dhcp server, 4toObl CBsI3aTb Myn Co cnyxoom
cepBepa DHCPv6 Ha nHTepdence
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Hactponka npedukca agpeca IA_NA gnsa cepsepa DHCPv6

KomaHga iana-address prefix ipv6-prefix/prefix-length [ lifetime { validlifetime |
preferred-lifetime } |

Onucanwne ipv6-prefix/prefix-length: ykasbiBaet npedukc agpeca IPv6 n gnvHy

napameTpoB npedukca.
lifetime: ycTaHaBnuBaeT [ONYCTUMOE BpeMs agpeca, Ha3Ha4YeHHOro
KNMeHTy. OTO KMYeBOe CroBO AOIMKHO BbiTb HAcTpoeHo BMecTe ¢ valid-
lifetime (mencTBuTENbHBIM CpOKOM  cnyx6bl) wu  preferred-lifetime
(NpeanoYTUTENBLHLIM CPOKOM CryX0bl).
valid-lifetime: ykasbiBaeT gonyctumoe BpemMsi agpeca, HadHa4YeHHOro
KNNEHTY.
preferred-lifetime: ykasbiBaeT BpeMs, Korga agpec HasHa4yaeTCH KIMEHTY B
nepBylo odepeab

Pexnm Pexum koHdurypaumm nHtepenca

KOHUrypauum

BcTpoeHHas BbinonHnte komaHay iana-address prefix, 4Tobbl HacTponTb NpeduKehbl

noackaska agpecoB |IA NA pgna cepsepa DHCPvV6, HekoTopble U3 KOTOPbIX

BblAeN1eHbl KIMMEHTY.

Mpn nonyyeHnn 3anpoca Ha agpec |IA_NA ot knneHTa cepsep DHCPV6
BblOMpaeT OOCTYMHbIM agpec B COOTBETCTBUM C AMana3oHOM agpecos
IA_NA 1 HasHayaeT agpec KnneHTy. Ecnu KnNueHT He ncnonb3yeT aToT
agpec, cepsep DHCPv6 nomevaeT aTOT agpec Kak LOCTYNHbIA Ansd
APYroro KrnveHTa

HacTponka npecukca ctaTniecku npuBA3aHHbIX agpecoB Ha cepBepe DHCPv6

KomaHga prefix-delegation ipv6-prefix/prefix-length client-DUID [ lifetime ]
Onuncanne ipv6-prefix/prefix-length: ykasbiBaeT npedwmkc agpeca IPv6 u anuHy
napameTpos npedukca.
client-DUID: ykasbiBaeT ugeHtudgukatop DUID knuneHTa.
lifetime: ycTtaHaBnvMBaeT BpeMsi, B TEYEHME KOTOPOrO KIMEHT MOXET
MCMNoSb30BaTh 3TOT Npedinke
Pexnm Pexum koHdurypaumm nyna DHCPv6
KOHdourypaumm

(@ arecy
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BcTpoeHHas
noackaska

Bbol MoxeTe 3anyctutb komangy prefix-delegation, 4TtoGbl Bpy4HytO
HacTpouTb cnncok npedukcos ans |IA_PD knueHTa n ykasaTb OnyCTUMOe
BpeMs Ans 3Tux npedmnKcos.

Ucnonbaynte napametp client-DUID anga ykasaHust KnveHTa, KOTOpOMY
HasHa4yeH npedukc agpeca. MNpedukc agpeca byaeTt Ha3Ha4YeH NepBoMy
IA_PD knueHTa.

lMocne nonyyeHuss 3anpoca Ha npedgukc agpeca OT KIMeHTa cepBep
DHCPv6 npoBepsieT, AOCTYMHa Nn ctatuyeckas npuedaska. Ecnv ga, 1o
cepep DHCPV6 Hanpamyko Bo3BpallaeT cTaTUYeckylo npumesasky. B
npotnBHom cnyyae cepsep DHCPvV6 Bbigenset npedukc agpeca u3
OpYroro UcToyHuka npecdwmkca

HacTtponka cepBepa DCHPv6 ans BbligeneHus npeduKCOB M3 nyna noKalbHbIX

npedukcos

KomaHpa

prefix-delegation pool poolname [lifetime { valid-lifetime | preferred-
lifetime } ]

OnwucaHue
napameTpoB

poolname: ykasblBaeT WMs oOnpedeneHHoro nonb3oBartenemM nyna
NoKarnbHbIX NPeguKCoB.

lifetime: yctaHaBnuBaeT gonyctumoe Bpemsi npedumkca, HasHa4eHHOro
KNUEHTY. DTO KIo4eBoe CIoBO AOSMKHO OblTb HACTPOEHO BMecTe ¢ valid-
lifetime (menctBuTenbHbiM CcpokoM cnyxbbl) wn  preferred-lifetime
(MpegnoYTMTENBbHBLIM CPOKOM CIY>KObI).

valid-lifetime: ykasbiBaeT gonyctumoe Bpemsi npedukca, Has3Ha4YEeHHOro
KINUEHTY.

preferred-lifetime: ykasbiBaeT Bpemsi, B TeYEeHWE KOTOPOro npedmKc
NPeNMyLLECTBEHHO HAa3HAYaETCH KINEHTY

Pexum
KOHdourypaumm

Pexum koHdurypaumm nyna DHCPv6

BcTpoeHHas
noackaska

BoinonHute komangy nyna genervpoBaHus  npeduKcoB,  YTOObI
HacTpouTb nyn npedukcoB ans cepsepa DHCPv6 gns BbigeneHus
npedukcoB knmeHtam. Komanga ipv6 local pool ucnonb3yetca ans
HaCTpoWKKM nyna npecuKcos.

Mpn nonyyeHnn 3anpoca Ha npedukc OT knueHta cepsep DHCPv6
BblOMpaeT OOCTyNHbI npedukc u3 nyna npeduKkcoB U HasHadaet
npedurKc KIMEHTy. Ecnu KNMeHT He MCnonb3yeT 3TOT NpeduKke, cepeep
DHCPv6 nony4aeT npedukc
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HacTtpouka nyna npecukcoB Local IPv6

KomaHga ipv6 local pool poolname prefix/prefix-length assigned-length
Onucanue poolname: yka3sbiBaeT UMSA NoKarbHOro nyrna npeduKkcos.
napameTpoB , ,

P P prefix/prefix-length: ykasbiBaeT npedukc n anuHy npedukca.
assigned-length: ykasbiBaeT onuHy npedukca, Ha3Ha4YeHHOro
nonb3oBaTternto

Pexum Pexunm rnobanbHon koHdurypauum

KOHcpurypaumm

BcTpoeHHas BeinonHute komangy ipv6 local pool, 4tobbl co3gaTb NoKanbHbIA Ny
noackaska npedgukcos. Ecnu cepsepy DHCPv6 Tpebyetca penernpoBaHue

npedurKcoB, MOXHO 3anycTutb KomaHay prefix-delegation pool, 4ToGbI
yKasaTtb nokanbHbld nyn npedukcoB. lNMocne atoro npedwmkebl 6yayT
BblAeneHbl N3 yKazaHHOro fokanbHOro nyna npedukcoB

Hactponka DNS

-cepBepa Ha cepBepe DHCPv6

KomaHga dns-server ipv6-address

Onuncanne ipv6-address: ykasbiBaeT IPv6-agpec DNS-cepBepa

napameTpoBs

Pexum Pexum koHdurypaumm nyna DHCPv6

KOHdourypaumm

BcTpoeHHas [ns HacTponkn Heckonbkux agpecoB DNS-cepBepoB MOXHO 3anmyCTUTb
noackaska KomaHgy dns-server Heckomnbko pas. Hoebin agpec DNS-cepeepa He

nepesanncbiBaeT cTapble agpeca DNS-cepsepoB

HacTponka nmeH gomeHoB Ha cepBepe DHCPv6

@ §) QTECH

MWP [OOCTYNHEE

KomaHpa domain-name domain
Onucaxne domain: onpegensieT uMsi JOMeHa, KoTopoe OyaeT BblAENEHO
napamMmeTpoB nonb3oBaTento
Pexnm Pexum koHdurypaumm nyna DHCPv6
KOHdourypaumm
BcTpoeHHas UToObl CO34aTb HECKONBKO AOMEHHbIX MMEH, MOXHO 3anyCTUTb KOMaHay
noackaska domain-name  Heckonbko pa3. HoBoe gomMeHHOE UMS  He
nepesanncbiBaeT cTapble JOMEHHbIE UMEHA
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HacTtpounka onuumn 52 Ha cepBepe DHCPv6

KomaHga option52 ipv6-address

Onucanwne ipv6-address: ykasbiBaeT IPv6-agpec AC CAPWAP

napameTpoB

Pexvm Pexum koHdurypauum nyna DHCPV6

KOHUrypauum

BcTpoeHHas MoxHO 3anycTuTb komaHay option52 anga HacTporkm agpecos IPv6 ons
nozackaska Heckonbkux CAPWAP AC. Hosbii agpec CAPWAP AC IPv6 He

nepesanncbiBaeT cTapble agpeca |IPv6

BknroyeHune cnyx6bi cepBepa DHCPv6

KomaHga ipv6 dhcp server poolname [rapid-commit] [preference value]
OnucaHue poolname: ykasbiBaeT WM oOnNpedensiemMoro mnonb3oBaTenem nyna
napameTpos KoHdurypauumn DHCPV6.
rapid-commit: No3BoNseT BbINOSIHATL OOMEH ABYMSA COOOLLEHUAMM.
preference value: HacTponka npuoputeta coobuieHns advertise B
avnanasoHe oT 0 go 255. 3HayeHne no ymonyaxHmo — 0
Pexnm Pexunm koHdurypaumm nHtepdenca
KOHdourypaumm
BcTpoeHHas 3anycTtute KomaHay ipv6 dhcp server, 4ytobbl BkNo4nTb cnyx6y DHCPv6
noackaska Ha MHTepgence.

Mpn HacTponke kro4eBoro cnoea rapid-commit obmeH pgByms
COOBLLEHNSAMN C KITMEHTOM paspeLleH BO BpeMS Ha3Ha4YeHUs npedukcos
agpecoB M Opyrux koHdurypaumin. locrne HaCTpPoWKM 3TOr0 K4YeBOro
crnoea, ecnu coobllieHne 3anpoca OT KNWEHTa COAEPXUT napameTp
rapid-commit, cepsep DHCPv6 otnpaBuT coobuweHne oTBeTa
HanpsiMyto.

Ecnu ana napameTtpa preference yctaHoBneHo 3HavyeHue, He paBHoe 0,
coobuleHne advertise, otnpaeneHHoe cepeepom DHCPvV6, cogepxut
napameTp Hactpounku. lNMone preference Bnuset Ha BbIGOp cepsepa
knueHtoM. Ecnm coobuleHne advertise He cogoepXWT 3TOro nonsd, TO
3HavyeHne preference cuutaetca 0. Ecnu 3HaveHne preference,
NOfy4YeHHOE KIMEHTOM, PaBHO 255, KINMEHT HEMEAIEHHO OTNPaBNSET Ha
cepBep 3anpoc Ha nosyyeHne KoHUrypaumin.

®dyHkuuKn  KknueHTta, cepBepa u petpaHcnsaumm DHCPV6 sasnstotcs
B3anMoucknovarowmmn. VIHtepdenc moxeT OblTb HACTPOEH TOJNBKO C
OfHOW (PYHKLUMEN OOHOBPEMEHHO
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5.4.1.6. NMpumep KoHcpuUurypauum

Hactponka cepeepa DHCPv6

OTansl
KOHUrypauum

e HactponTe nyn koHdurypaumm ¢ umeHem "pool1".
e Hactponte npedumkc agpeca IA_NA ansa cepsepa DHCPVG6.

e HacTtponTte npedukcbl cTaTU4eckM NPUBS3aHHbLIX aAPECOB Ha
cepsepe DHCPV6.

e Hactponte gea DNS-cepBepa.
e HacTponte nms gomeHa.
e Bknounte cnyx6y cepsepa DHCPV6 Ha uHTtepdeince

QTECH# configure terminal
QTECH(config)# ipvé dhcp pool pooll

QTECH(config-dhcp)# iana-address prefix 2008:50::/64 lifetime 2000
1000

QTECH(config-dhcp)#prefix-delegation 2008:2::/64
0003000100d0f82233ac

QTECH(config-dhcp)# dns-server 2008:1::1
QTECH(config-dhcp)# dns-server 2008:1::2
QTECH(config-dhcp)# domain-name example.com
QTECH(config-dhcp)#exit

QTECH(config)# interface GigabitEthernet 0/1
QTECH(config-if)# ipvé dhcp server pooll

MpoBepka
KOHdourypaumm

e 3anyctute komaHagy show ipv6é dhcp pool, 4Tobbl 0TOGpa3nTL
CO34aHHbIN Nyn KOHUrypauum

QTECH# show ipvé dhcp pool
DHCPvé pool: pooll
Static bindings:
Binding for client 0003000100d0f82233ac
IA PD prefix: 2008:2::/64
preferred lifetime 3600, valid lifetime 3600
IANA address range: 2008:50::1/64 ->
2008:50::ffff-ffffff.ffff/64
preferred lifetime 1000, valid lifetime 2000
DNS server: 2008:1::1
DNS server: 2008:1::2

Domain name: example.com
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5.4.1.7. TUNU4YHbIEe OLNOKU

o YKasaHHOe MM4 nyrna CAULKOM OSIMHHOE.
o  KonnyectBo nynoB KOHUrypaumm npesbILLaeT CUCTEMHOE OorpaHuyeHue (256).

e KoHdwmrypaunsa BbINONHAETCA Ha OpYyrux WHTepdencax, Kpome uHTepdenca
kommyTaTopa Virtual Interface (SVI), mapwpyTnanpyemoro nopta n arpermpoBaHHOro
nopta L3.

o KonuuyectBo MHTEpPdENCOB, HACTPOEHHbIX CO cnyxbon cepeepa DHCPV6, npesbiwlaeT
CUCTEMHOe orpaHuyeHne (256).

e YKaszaHHOe 3HayeHue cpoka cnyx6bl valid lifetime MeHblwe 3HaveHus
npegnoyTUTEnBLHOrO cpoka cryxbbl preferred lifetime.

o YkasaH Hegonyctumbii agpec IA_NA.
o KonnyecTtso AnanasoHOB afpecoB MpeBbILaeT CUCTEMHOE orpaHnyeHune (20).

o [lpn HacTporike npedMKCOB CTaTU4ECKM MNPUBA3AHHBLIX adpecoB YyKasaHHble
naeHTudukatopbl DUID cnuwkom ANUHHbIE.

e KonunyectBo npednKCoB CTaTUYECKN MPUBSA3AHHLIX aApecoB MNPEBbLILAET CUCTEMHOE
orpaHunyeHne (1024).

e Ecnu HacTpoeH nokanbHbIM Nyn npedunKcoB, ykasaHHOE 3Ha4YeHne cpoka cnyxbbl valid
lifetime MeHbLLe 3HaYeHWs NpeanoYTUTENBbHOTO cpoka cryxbbl preferred lifetime.

e KonunuyectBo DNS-cepBepoB npesbilwaeT cucteMHoe orpaHmyeHme (10).
e KonunyectBo MMeH AOMEHOB MnpeBbllaeT cuctemHoe orpaHnyerne (10).
o KonnuyectBo agpecos option52 npeBbillaeT cMcteMHoe orpaHudeHme (10).

5.4.2. Hactpouka DHCPv6 Relay

5.4.2.1. PeaynbTaT KOHUrypauum

AreHT peTtpaHcnauum DHCPv6 wmoxeT ObiTb HacTpoOeH Ha pacnpedeneHue agpecos,
AenermpoBaHve npedurkcoB 1 pacnpegeneHve napaMmeTpoB, 4ToObl o6ecneunTb CBA3b Mexay
knneHtom DHCPV6 1 cepBepoM No pasnnyHbIM KaHanam.

5.4.2.2. NMpumeyaHun

Heobxoaonmo ykasaTb agpec HasHayeHus. Ecnu agpec HasHaueHust sBnsieTcs agpecom
MHOroagpecHon paccbinku (Hanpumep, FF05::1:3), HeobxoomMmo Takke ykasaTb WUHTepdenc
BbIXOAa.

5.4.2.3. 3tanbl KOH(Urypaumum
HacTponka dyHkumnmn areHta petpaHcnsumm DHCPv6

e O0OasaTenbHoO.

e [Ecnu He ykasaHO MHOe, HEOBXOAMMO HACTPOUTb YHKLUMIO areHTa peTpaHcnauum
DHCPv6 Ha Bcex ycTpoWcCTBax, KoTopbiM TpebyeTcsi oGecneunTb cnyx0y areHTta
peTtpaHcnaunn DHCPVE.

5.4.2.4. NpoBepkKa KoHdUrypauumm

e Knnent DHCPv6 n cepeep DHCPV6 oGmeHMBaOTCA COOOLLEHMAMM 4epes3 areHTa
peTpaHcnaumn.

o [lpoBepbTe, BKNIOYEH N MHTEpdernc ¢ nomowlbio pene DHCPV6.
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o [lpoBepbTe, MOXeT nu areHT peTtpaHcnaumm DHCPv6 nonyyaTb M oTnpaBndaTb

coobLeHus.

5.4.2.5. CBsAA3aHHbIe KOMaHAbI

Hactponka ¢yHKkumm areHTa petpaHcnsaumm DHCPv6

KomaHga ipv6 dhcp relay destination ipv6-address [interface-type
interfacenumber]

Onucanwne ipv6-address: ykasblBaeT agpec Ha3HaveHWsl ornepaTopa peTpaHcnsaummn.

napameTpos interface-type: ykasblBaeT TMN nHTepdenca HasHavyeHus
(HeobGsa3aTenbHO).
interface-number: ykasbiBaeT HoMep nHTepderica Ha3Ha4YeHns
(HeobGsa3aTenbHO)

Pexum Pexum koHdurypaumm nHtepderica

KOHUrypauum

BcTpoeHHas Bce naketel DHCPV6 oOT knMeHTOB, MOMyYeHHble UWHTepdencom,

nogckaska aKTMBMPOBaHHbIM OyHKUMen peTpaHcnauum DHCPV6, nHkancynupytoTcs
N OTNPaBnATCA MO yKasaHHOMY afpecy HasHayeHUs (MM HECKOSTbKUM
aZpecaM HasHa4yeHus) Yepes ykasaHHbin nHtepgenc (ONUMOHAJIBHO)

5.4.2.6. NMpumep KoHcpUrypaumm

Hactponka DHCPv6 Relay

OTansl
KOHdourypaumm

YKaxute WHTepdEenc, BKAOYEHHBIN CNyxbon peTpaHcrauMmM ans
nepechIfikM NOSTyYeHHbIX nakeToB knueHTa DHCPV6 Ha ykasaHHbIN agpec

Ha3Ha4eHNs Yepes ykasaHHbIN nHTepdenc (Heobs3aTenbHo)

QTECH#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#interface vlan 1

QTECH(config-if)#ipvé dhcp relay destination 3001::2
QTECH(config-if)#ipvé dhcp relay destination ff02::1:2 vlan 2

MpoBepka
KOHdourypaumm

Beinonunte komaHgy show ipv6 dhcp relay destination all, 4ToGbI

0T06pa3nTbL HACTPOEHHbIE agpeca HasHaYeHUs!

Interface:VLAN 1

Destination address(es) Output Interface
3001::2

ff02::1:2 VLAN 2
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5.4.2.7. TUNU4YHbIE OLNOKU

KoHdpurypauusa BbIMOnHAETCA Ha ApYrnux UHTepdbencax, Kpome WHTepdenca KommyTtaTopa
Virtual Interface (SVI), mapLpyTmsupyemoro nopta n nopta Toukun goctyna L3.

5.5. KOHTponb cocTosiHuSA

5.5.1. Ouuctka

NMPUMEYAHUE: BbinONHEHWE KOMaHA clear MOXeT NPUBECTUM K NoTepe BaXKHOW MHopMaumm
n, cnegoBaTernbHO, NpepbiBaHMIo paboThl crnyx6.

OnucaHue

KomaHpa

Ouunwaet npussaskm DHCPv6

clear ipv6 dhcp binding [ ipv6-address ]

Oumnwaet ctatucTuky cepsepa DHCPV6

clear ipv6 dhcp server statistics

Yoanset koHMMKTyOWME agpeca Ha
cepsepe DHCPv6

clear ipv6 dhcp conflict { ipv6-address | * }

Ypanser CTatUCTUKYy OTMNPAaBMEHHbIX |

clear ipv6 dhcp relay statistics

DHCPV6

MoNyYeHHbIX MaKeTOB MOCRe BKIOYEHUS
Ha TeKylleM YCTPOWCTBE peTpaHCcnaumm

5.5.2. OTobOpaxeHune

OnucaHue

KomaHga

Otobpaxaet DUID
yCTponcTBa

show ipv6 dhcp

OTtobparkaeT NpuBA3Ky
agpecoB Ha cepBepe
DHCPv6

show ipv6 dhcp binding [ ipv6-address |

OtobpakaeT nHTepdenc
DHCPv6

show ipv6 dhcp interface [ interface-name ]

OtobpaxaeT nyn DHCPv6

show ipv6 dhcp pool [ poolname ]

OtobpaxaeT
KOH(pNukTYyOLWMe agpeca
DHCPV6

show ipv6 dhcp conflict

OTobparkaeT CTaTUCTUKY Ha
cepsepe DHCPv6

show ipv6 dhcp server statistics
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Ha3Ha4yeHus areHTa
peTtpaHcnauumn DHCPV6

interface-number }

OnucaHue KomaHga
OTobpaxaeT agpec show ipv6 dhcp relay destination { all | interface-type

OTobpakaeT CTaTUCTUKY
OTNpPaBSIEHHbIX U
NOSTy4YEeHHbIX NaKkeToB
nocre BKITIOYEHNA Ha
yctponctee pene DHCPv6

show ipv6 dhcp relay statistics

OT1obpaxaeT nokanbHbIN
nyn npecwukcos IPv6

show ipv6 local pool [ poolname ]

5.5.2.1. OTtnapka

NPUMEYAHUE: cuctemHble pecypcbl 3aHATbl MpUM BbiBOAE OTMAgOYHON MHMOPMaUn.
MNMoaTomy, oTkNOUMTE OTNAAKY cpasy nocre Ucnosb3oBaHUs.

OnucaHue

KomaHpa

Otnagka DHCPv6

debug ipv6 dhcp [ detail ]
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6. HACTPOUKA DNS
6.1. O630p

Cuctema pgomeHHbix mmeH (DNS) — aTo pacnpegeneHHass 6asa fgaHHbIX, cogepkallas
COMNoCTaBNeHVs Mexay AOMeHHbIMM umeHamu n IP-agpecamn B WHTepHeTe, 4YTo obneryaer
nonb3oBaTtenam goctyn B MHTepHeT 6e3 Heobxoammoctn 3anomuHath IP-agpeca, goctyn K
KOTOPbIM HanpsiMyto ocyllecTBnsieTcs KomnotoTepamu. NMpouecc nonyveHus IP-agpeca vepes
COOTBETCTBYIOLLEE NMSA XOCTa Ha3blBaeTCA paspelleHneM MMeHU JOMeHa (Mnu paspeLlueHvemM
MMEHN XocTa).

6.1.1. NMpoToKosnbl U cTaHAAPTHI

e RFC1034: noMeHHble MMeHa — MOHATUA U BO3MOXHOCTN.
e RFC1035: nOMeHHble MMeHa — peanu3aums u cneundukaums.

6.2. MpumeHeHne

NMpumeHeHne OnucaHue

CraTtunyeckoe paspelueHve | PaspelueHne 4OMEHHbIX UMEH BbINOSTHAETCS
AOOMEHHOIo MmeHu HenocpeacTBEHHO HA OCHOBE COMOCTaBMEHNA UMEHU AOMEHA
n IP-agpeca yctponcTtea

OuHamunyeckoe paspelieHve | OuHamndeckn nonydaeT IP-agpec, conocTaBneHHbIN C
Q4OMEHHOro MeHu AOMeHHbIM nmeHeM, oT DNS-cepBepa B ceTn

6.2.1. CtaTn4yeckoe paspeLueHme JOMEHHOIro0 UMeHU

6.2.1.1. CueHapum

o [lpegBaputenbHO 3agjanTe COOTBETCTBME Mexay umMeHem gomeHa u IP-agpecom
yCTponcTBa.

e [lpn BbINONHEHWM Onepauuin ¢ OOMEHHbIMU uMeHamu (Hanpumep, Ping u Telnet) ¢
NMOMOLLBIO MPUKNAAHbIX MporpaMmm, cuctema MoXeT paspewuTtb |P-agpec 6e3
NOAKMIOYEHNs K cepBepy B CETU.

6.2.1.2. OnucaHue

lMpeaBapuTenbHO 3aganTe COOTBETCTBME MeXOY UMEHeM gomeHa un IP-agpecom ycTponcTsa.
6.2.2. lnHaMmu4yeckoe paspeLieHme JOMEHHOro UMeHH!

6.2.2.1. CueHapun

e DNS-cepBep pa3BepHyT B CeTU 4118 NPeAoCTaBreHns Cnyx0bl JOMEHHbIX UMEH.
e ma gomeHa "host.com" pa3BepHyTO B CETMW.
e YctponcTteo-A npumensaetcs K DNS-cepsepy onst umenn gomena "host.com”.
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Host.com /_\
Q (e
10.1.1.2/24 DNS-cepeep
192.168.31.206/24
Yctpoicteo A I T
192.168.1.27/24 ""'E

L

PucyHok 6-1. [InHamun4deckoe paspelleHne uMeH JOMeHa

6.2.3. PasBepTbiBaHus

PassepHnte DNS-cepBep B kadyectBe DNS-cepsepa yctponctsa A.
6.3. KntoueBble 0COGEHHOCTU

6.3.1. BasoBble KOHUenuuu

DNS

DNS coctouTt 13 npeobpasosatensd u DNS-cepsepa. DNS-cepBep XpaHUT CONOCTaBNEHUS UMEH
AomeHoB 1 IP-agpecoB Bcex y3roB B CeTU U peanusyeT B3aMMHoe npeobpasoBaHve MMeH
nomeHoB n IP-agpecoB. aeHtndpumkatopbl noptoB TCP n UDP DNS umetoT 3HaveHue 53, n
00bI4HO ncnonbayetca nopt UDP.

6.3.2. KnrouyeBble 0COBEHHOCTH

PyHKUMA OnucaHue
PaspelieHue umeHu | IP-agpeca nonyyawTCA Ha OCHOBE [OOMEHHbIX WMEH C
JomeHa DNS-cepBepa nnu nokanbHon 6a3bl AaHHbIX

6.3.3. PaspelwwieHne uMeHU AOMeHa

6.3.3.1. MprHUKMN paboTbl
Pa3spelueHune cTaTU4eCKOro UMEeHU JoMeHa

CtaTudeckoe paspelleHne MMeHN AOMEHA 03HAYaEeT, YTO NOSb30BaTENb NpeaBapUTENbHO
3ajjaeT COOTBETCTBUNE MeXay uMeHeM aomMeHa u IP-agpecom Ha yctponcTse. pu BbINONTHEHUM
onepauui ¢ AOMEHHbIMU UMeHamu (Hanpumep, Ping n Telnet) ¢ nomowbo NpuKnNaaHbix
nporpamMmm, cuctema MoxeT paspelwmnTb IP-agpec 6e3 nogknio4eHns K cepepy B CETU.
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OuHamnyeckoe pa3pewieHne nMeHn QoMeHa

[duHamnyeckoe paspelleHne JOMEHHbIX UMEH 03Ha4aeT, YTo Npu BbIMOMHEHUM NOMb3oBaTeENeM
onepaumi C [OOMEHHbIMXW WMEHaMn 4epe3 npuKnagHble nporpammbl npeobpasoBaTtenb
DNS-cuctembl 3anpawmBaeT y BHewHero DNS-cepsepa IP-agpec, conocTaBneHHbI C
OOMEHHbLIM NMEHEM.

Mpoueaypa AMHaAMU4YECKOro paspeLlueHMA AOMEHHbIX UMEH:
1. Monb3oBaTtenbckas npuknagHas nporpamma (Hanpumep, Ping nnn Telnet) 3anpawwuBaeT
IP-agpec, conoctaBneHHbIN ¢ 4OMEHHbIM MeHeM, n3 DNS-npeobpasoBaTtens cuctems.

e [lpeobpasopatenb DNS cHavana 3anpalwmnBaeT AMHaMmMyeckuii kell. Ecnv ums npomeHa
B AUHAMN4YeCKOM Kellle He nctekno, DNS-npeobpasoBaTenb Bo3BpallaeT UMsi IOMEHaA
B MPUNOXEHUE.

e [Ecnn cpok penctBuss BCeX AOMEHHbIX WUMeH uctekaeT, DNS-npeobpasoaTtenb
MHULMMPYET 3anpoc Ha npeobpasoBaHne JOMEHHbIX MMeH IP-agpecoB BO BHELLHWK
DNS-cepBep.

2. lMocne nony4yenus oteeTta oT DNS-cepBepa, DNS-npeobpasoBaTerb kelmpyeT n nepegaeT
OTBET NPUIOXKEHMIO.

6.3.3.2. CBAA3aHHasa KOHdurypaums
BknioyeHune paspelueHUs MMeHU AoOMeHa

e [lo ymonyaHuio paspeLleHne JOMEHHbIX MMEH BKMHYEHO.

e 3anyctute koMaHay noucka ip domain-lookup, 4TO6GbI BKNIOYUTL WUMAN OTKIHOYUTb
paspeLleHe UMeHV JOMeEHa.

Hactponka IP-agpeca, conocTtaBneHHOro ¢ CTaTu4eCKMM AOMEHHbIM UMEeHEM
e [lo ymMOnyaHUIO He HACTPOEHO coMoCTaBeHne nMeHn gomeHa u IP-agpeca.

e Bbinonuute komaHgy ip host, 4ToGbl ykasaTb IPv4-agpec, conocTaBreHHbI C
JOMEHHbIM UMEHEM.

Hactponka DNS-cepBepa
o [lo ymonuaHuio DNS-cepBep He HAacTpoeH.
e BobinonHute komangy ip name-server, 4Tobbl HacTpouTb DNS-cepBep.

6.4. Hactpouka

Hactponka OnucaHne n KomaHaa
HacTtponka OnumoHanbHO
CTaTU4eCKOro
paspeLleHns , _
ip domain-lookup BkntoueHne paspelueHus

OOMEHHOIo UMeHU

AOMEHHbIX UMEH

ip host Hactpornka  agpeca IPv4,
COMOCTaBMNEHHOTO C WMEHEM

AOMeHa
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Hactporia DNS | wwwatech.ru |
Hactponka OnucaHune n kKomaHaa
Hactporika OnunoHanbHO
ONHAMNYECKOro
paspeLlleHust _ _
[IOMEHHOTO UMEHM ip domain-lookup BkntoyeHune paspelueHus
AOMEHHbIX UMEH
ip name-server KoHpurypupyet DNS-cepsep

6.4.1. HacTpomnka cTaTU4eckoro paspeLueHusi LOMEHHOro UMeHu

6.4.1.1. PeaynbTaT KOH(pUrypauum
CpencTBo BbiAeneHns curHana cuctembl paspeluaeT IP-agpec, conocTtaBneHHbli C UMEeHeM
[IOMEeHa Ha NokanbHOM YCTPOMICTBE.
6.4.1.2. dTanbl KOH(Urypaumm
BknroyeHune paspeLieHnUss UMeHU AoMeHa

e DyHKUMA pa3peLleHns UMEHN AOMEHA BKIOYEHA MO YMOSYaHMIO.

e Ecnu ata pyHKUMSA OTKNIOYEHA, pa3peLleHne CTaTU4eckoro MMeHn JoMeHa He BCTynaeT
B Cuny.
Hactponka agpeca IPv4, conoctaBNneHHOro ¢ MMeHeM JOMeHa

(OBszaTeNbHO) UCMONb3yeMble LOMEHHbIE MMEHA A0SMKHbI ObITb HACTPOEHbI C NPUBA3aHHbLIM IP-
agpecom.
6.4.1.3. NpoBepka KOHUrypaumum

o  BbinonHute komaHgy show running ans npoBepkn KOHUIYpaLMNA.

e BbinonHute komangy show hosts, 4ToGbl NPoOBEPUTL COOTBETCTBME MEXAY MMEHEM
nomeHa u IP-agpecom.

6.4.1.4. CBA3aHHbIe KOMaHAbI
Hactponka agpeca IPv4, conoctaBNneHHOro ¢ MMeHeM JOMeHa

KomaHga ip host host-name ip-address

Onuncanne host-name: ykasblBaeT ums JoMeHa.

ntelprElluiiels ip-address: ykasbiBaeT conocTaBneHHbIi IPv4-agpec
Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm
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6.4.1.5. Mpumep KoHcuUrypauumn

HacTtpoiika paspelueHusi CTaTUMeCKOro MMeHU foMeHa

OTanbl KoHUrypaumm YcraHoBuTe IP-agpec craTUdeckoro [OOMEHHOI0 WMEHU
www.test.com Ha 192.168.1.1 Ha ycTponcTBe

QTECH#configure terminal
QTECH(config)# ip host www.test.com 192.168.1.1
QTECH(config)# exit

MpoBepka KoHpurypauum BoinonHute komangy show hosts, 4tobbl npoBepuThb,
HacTpoeHa N 3anncb CTaTUYECKOrO MMEHN JOMEHa

QTECH#show hosts Name servers are:

Host type Address TTL(sec)

www.test.com static 192.168.1.1 -—

6.4.2. HaCTpOﬁKa AVHaMn4yeckoro paspeweHmnda JOMeHHOro MMeHu

6.4.2.1. PeaynbTaT KOH(pUrypaumum
lMpeobpasoBaTtenb cuctembl paspewlaeTt IP-agpec, conocTaBneHHbIM C JOMEHHLIM UMEHEM
yepe3 DNS-cepsep.
6.4.2.2. dTanbl KOH(Urypauum
BknioyeHune paspelueHUs UMeHU AOMeHa

o Pa3pemeHme MMEeHN JoMeHa BKITHOYEHO MO YMO4YaHUIo.

e Ecnu ata dyHKUMA OTKMHOYEHa, AMHAMUYECKOe paspelleHUe OOMEHHbIX UMEH He
BCTynaeT B cuny.

Hactponka DNS-cepBepa

(O6sazaTenbLHO) YTOOLI CMONBL30BaTh AUHAMUYECKOE pa3peLleHne MMEH JOMEHOB, HEOBX0ANMO
HacTpouTb BHewwHMn DNS-cepsep.

6.4.2.3. NpoBepka KOHUrypaumm

BbinonHuTe komaHay show running ans npoBepku KOHUIypaLumi.

6.4.2.4. CBA3aHHbIe KOMaHAbI

Hactponka DNS-cepBepa

KomaHnga ip name-server [ oob ] ip-address [ via mgmt-name ]
Onuncanne ip-address: ykasbiBaeT IPv4-agpec DNS-cepsepa.
nte[preLilu] el oob: ykasbiBaeT, 4To DNS-cepBep AOCTYMEeH 4Yepes BHEMOMOCHbIN

nHTepdenc ynpaeneHus (MHTepdenc ynpaBneHums).
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via: HacTponka nHtepdenca ynpasneHnsa BbIXO4OM.

mgmt-name: yka3sblBaeT MHTepdenc ynpaBneHms NCXOAHbLIMU Bbl30BaMM
ONd NakeToB B pexxmme oob

KOHUrypauum

Pexum Pexwum rnobanbHon koHUrypaumm

6.4.2.5. Mpumep KoHcpuUrypaumm

HaCTpOﬁKa AVHaMMN4yeCKoro paspeLwieHna mMeHn QoMeHa

CueHapun

DNS-cepeep
192.168.10.1

PucyHok 6-2.

YcTponcTBO paspeluaeT gomeHHoe nms Yyepe3 DNS-cepsep (192.168.10.1) B ceTn.

OTanbl KoHUrypaumm

YcraHosuTe |IP-agpec DNS-cepBepa Ha yCTpoOMCTBE paBHbIM
192.168.10.1

DEVICE#configure terminal
DEVICE(config)# ip name-server 192.168.10.1
DEVICE(config)# exit

lMpoBepka KoHdUrypawmm

3anyctute komaHgy show hosts, 4ToGbl NpoBEPUTL, YKa3aH
nn DNS-cepBep

QTECH(config)#show hosts Name servers are:
192.168.10.1 static

Host type Address
TTL(sec)

6.5. KOoHTponb cocTtosiHuA

6.5.1. OuncTka

NMPUMEYAHUE: BbiNonHeHWe KOMaHAbl OYUCTKM BO BpeMsa paboTbl YCTPOWCTBA MOXET
NPUBECTUN K NOTEepPEe AaHHbIX UK Aaxe NpepbliBaHUIO Cryx6.
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OnucaHue KomaHaa
Ounwaet Tabnuuy kewa clear host [ host-name |
OANHAMNYECKNX UMEH
XOCTOB

6.5.2. OToOpaxeHune

OnucaHue KomaHaa

OTtobpaxeHne napameTpoB | show hosts [ host-name ]
DNS

6.5.3. OTnapgka

NMPUMEYAHMUE: cuctemHble pecypcCbl UCMOMb3yTCA MPU BbIBOAE OTNagoyHOM MHpopMaumu.
MNoaTtomy, oTkNOYMTE OTNAAKY cpasy nocre UCnorb3oBaHUs.

OnucaHue KomaHpa

Otnagka doyHkunm DNS debug ip dns
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7. HACTPOUKA CEPBEPA FTP
7.1. O630p

®yHKUMOHAN NO3BOMsieT YCTPOWCTBY BbIMNONHATL (pyHKumn FTP-cepBepa. Takum obpasom,
nonb3oBatenb MOXeT nogknunte FTP-knueHT k FTP-cepBepy wn 3arpysutb pannbl no
npoTokony FTP.

Monb3oBaTenb MOXeT mcnonb3oBaTh yHKUMOHan FTP-cepeepa And NpPOCTOro nonyyeHus
danno., Taknx Kak channel syslog, ¢ ycTpoOMCTBa M KONMMPOBaHUSA hannoB B hanioByto cucTemMy
yCTpOKCTBa no npoTtokony FTP.

7.1.1. NMpoToKosbI U CTaHAAPTDI

o RFC959: npoTtokon nepegaun annos (FTP).
o RFC3659: pacwmpenus gna FTP.

o RFC2228: pacwumpeHus 6esonacHoctn FTP.

e RFC2428: pacwwupenunsa FTP gns IPv6 n NAT.
¢ RFC1635: kak ncnonb3oBatb aHOHUMHbIN FTP.

7.2. MpumeHeHne

NMpumeHeHne OnucaHue

MpepocTtaBneHne cnyx6bl | MpepoctaBnsieT  cnyxbbl  3arpyskM U 3arpyskM  Ans
FTP B nokanbHowu cetu nonb3oBartensi B nokanbHom cetn (LAN)

7.2.1. NpepnocTtaBneHune cnyxo6bl FTP B nokanbHou ceTu

7.2.1.1. CueHapun
lMpepocTaBneHne ycnyr 3arpy3ku U ckaumBaHus 4518 Nonb3oBaTens B IOKanbHOW CETU.
Kak nokasaHo Ha PucyHke 7-1, FTP-cepBep BKNHOYEH B NTOKanNbLHON ceTu.

e Ha G u S BkntoveH dyHkumnoHan FTP-cepepa.
e [lonb3oBaTenb MHULMUPYET 3anpoc Ha 3arpy3ky no npotokony FTP.

[Nonb3oBaTenb

G S
. EEEEEENR .e
EEEEEEESR EEEEERER
PucyHok 7-1.

G — 370 Wnto3.
S — 970 KOMMYyTATOP.

7.2.1.2. OnucaHue

e Ha G BkntoyaeTtca cpyHkumoHan FTP-cepsepa.

189

@ §) QTECH

MWP [OOCTYNHEE



PykoBogacTteo no Hactporike QSW-6900

HaCTpOVIKa cepBepa FTP W
e Kak kommyTaTop ypoBHA 2, S obecneumBaeT (PyHKUMIO NpO3padHOM nepedayn Ha 2
YPOBHe.

7.3. KnrouyeBble 0COOEHHOCTU

7.3.1. ba3zoBble KOHUenuuu
FTP

FTP — 9TO cTaHAapTHbIA MPOTOKOS, OnpedeneHHbl ceteBon paboden rpynnom IETF. OH
peanusyeT nepedadvy awnnoB Ha OCHOBe MpoOTOKona ynpaeneHusa nepegadven (TCP). FTP
Nno3BonseT nosnb3oBaTento nepefasatb dannbl Mexay OBYMSA CeTEBbIMW KOMMbHOTEPaAMU U
SIBMAEeTCs pacnpocTpaHeHHbIM crnocobom nepenayn dannoe B NHTepHeTe. Kpome Toro, FTP
npegocTaBnseT Takme (OyHKUMN, Kak BXO4 B CUCTEMY, 3anpoc no kaTtanory, paboTa ¢ annamm
n gpyrve yHkuum ynpasneHus ceaHcom. Cpean cemenctaa npotokonoB TCP/IP FTP asnseTtca
NPOTOKOIOM MPUKNASHOIo ypoBHS M ncnonbdyet noptel TCP 20 1 21 ana nepegaun. MNopTt 20
ncnonb3yeTcsa Ansa nepegayv AaHHbiX, a NopT 21 ncnonb3yetcsa Ana nepegayun ynpasnsioLmnx
coobueHnin. OcHoBHble onepauun FTP onucaHbl B RFC959.

ABTOpM3auua nonb3oBaTens

Ona nogkniovenns FTP-knnenta k FTP-cepBepy HeoOGXOAMMO MMETb YYETHYH 3anucb,
paspeweHHyto FTP-cepsepoMm. To ecTb, Nonb3oBaTeslb MOXET MOfb30BaTbCA YCnyramu,
npepocrtaensiembimn FTP-cepBepom nocne Bxoga Ha FTP-cepeep ¢ nmeHem nonb3oBatens u
naponem.

Pexumbl nepenaumn channos FTP
FTP nopgaepxuBaeT aBa pexunma nepegaym damnos:

o Pexum nepegaun tekcta (pexkxum ASCII): OH ncnonbayeTtca onsa nepegadm TEKCTOBbIX
dannos (Hanpumep, dannos .txt, .bat u .cfg). OT0T pexmum oTnmMyaeTcst 0T ABOMYHOIO
pexuma npu obpaboTke BO3BpaTa KapeTkM M nepeBoga cTpoku. B pexume ASCII
BO3BpaT KapeTKM N CTPOKa CMEHSIOTCA Ha fnokanbHble cumBonbl CRC, Hanpumep, \n B
Unix, \r\n B Windows 1 \r 8 Mac. Npegnonoxmm, 4to Konmpyemblin oans CoaepXuT TEKCT
ASCIl. Ecnn ypaneHHbin koMnbloTep He paboTtaeT nog ynpasneHuwem Unix, FTP
aBToMaTtmyeckn npeobpasyeT dopmatr danna B COOTBETCTBMM C TpeboBaHUAMMU
yAaneHHoro KomnbetoTepa.

e [1Bon4HbIN pexum nepegayn: OH ncnonb3lyeTcs ans nepenayun nporpaMmMmHbixX annos
(Hanpumep, cbannos .app, .bin n. btm), Bkntouasa ncnonHaemole dansbl, cxaTble annbl
n cannbel nsobpakeHnn 6e3 obpaboTkn JaHHbIX. Takum obpa3om, ABOMYHbBIA PEXUM
obecneumBaeT bonee GbICTpyto Nepenady Bcex hannos n 6onee HagexHyo nepegady
dannos ASCII.
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Pa6ouune pexumbl FTP

FTP obecneunBaeT gBa pabounx pexumma:

FTP-cepsep FTP-knueHTt

PucyHok 7-2.

FTP-cepeep FTP-knueHT

20 21
Data Cmd

® 2024 ® ® ®

o ‘/®/

PucyHok 7-3.

e PucyHok 7-2 nokasbiBaeT aktmBHbii pexum (PORT). FTP-knueHT ucnonb3yet nopt
1026 onsa nogknoveHns Kk FTP-cepBepy Yepes nopT 21. KnNnueHT oTnpaBnsgeT KoMaHab!
yepes 3TOT KaHan. lNepea nonyyeHneM AaHHbIX KIMEHT oTnpaBngeT komaHay PORT Ha
aTom kaHane. Komanga PORT cogepxut nHcdopmauuio o nopte kaHana (1027) knneHta
Ansa nonyyenus aaHHbix. Cepeep mcnonb3dyeT nopT 20 Ans NOAKMIOYEHUSA K KIMEHTY
yepes3 nopt 1027 ons cos3gaHus kaHana gaHHbIX 4SS npuema n nepefayvv OaHHbIX.
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FTP-cepBep [OOMKEH YCTaHOBUTb HOBOE COEAMHEHWE C KMMEHTOM Ans nepenayv
OaHHbIX.

e PucyHok 7-3 nokasbiBaeT naccuBHbii  pexum (PASV). Tlpouecc cosgaHusi
ynpaBnsawLwWero kaHana adHanorndyeH npoueccy B pexume PORT. OpgHako nocne
YCTaHOBIIEHUA COeANHEHNS KITUEHT oTnpasnsaeT komangy PASV, a He komaHgy PORT.
Mocne nonydeHns komanabl PASV FTP-cepBep BkMo4vaeT MOPT BbICLLEro Kracca
(2024) B cnyyanHOM nopsigke W yBeOOMINSET KIMeHTa O TOM, YTO AaHHble OyayT
nepegaHbl Ha aTOT nopT. KnueHT wucnonb3yet nopt 1027 ana nogknioveHus
FTP-cepepa 4yepe3 nopt 2024. 3atem KAMEHT M cepBep MOryT nepegaBaTb U
npuHUMaTb OaHHble No 3ToMmy KaHany. B atom cnyvae FTP-cepBepy He HyXHO
yCTaHaBnMBaTb HOBOE COEUHEHNE C KITMEHTOM.

MoppepxnBaemble komaHabl FTP

lMocne nonyyeHus 3anpoca Ha nogkntodeHne no npotokony FTP cepeep FTP Tpebyet ot
KNueHTa NnpegocTaBvTh MMS NOSb30BaTeNs M Naponb Ang ayTeHTudunkaumn.

Ecnn knuMeHT npoxoguT npoBepKy nognuMHHOCTM, KomaHabl FTP-knveHTa MoryT ObiThb
BbINOMHEHbI ANnga onepauui. JocTynHble komaHabl FTP-knneHTa nepeyncneHbl HUXe:

ascii delete mdelete mput quit send
bin dir mdir nlist recv size
bye mget rename system
cd get mkdir passive type
cdup mis put rmdir user
close Is pwd

[ns nonyyennsa nHgopmaumm 06 ncnonb3oBaHMK 3aTUX kKomaHg FTP-knueHTa cMm. JOKYMEHT no
FTP-knneHnty. Kpome TOro, MHorme KnmeHTckme uHcTpymeHTbl FTP (Takme kak CuteFTP wu
FlashFXP) nopoepxuBatoT rpadudecknn wmnHtepdenc nonb3oBaTens. OTU WHCTPYMEHTbI
ynpoLuaT onepaunm, ocBoboxaasi Norib3oBaTenen oT HACTPOnKn komang FTP.

7.3.2. 0630p

DyHKUMSA OnucaHune

Bkntoyenne dyHkumm | MNMpegoctaBnseT yHKUMKM 3arpy3kn, CKaudmMBaHWA, OTOOpaXkeHwus,
FTP-cepBepa co3gaHvsa 1 yaaneHus gannos ans knneHta FTP

7.3.3. Bknro4yeHue ¢pyHkuumn FTP-cepBepa
7.3.3.1. MprHUMN paboTbI

OcHoBHOWM npuHUMN  paboTbl onucaH B npeabigywen rnase. Yctponctea QTECH
npegocTaBnaloT cnyx6bl FTP nocne HacTporkun MMeHW Nonb3oBaTens, napons WU kKatanora
BEPXHErO YPOBHS.

192

@ §) QTECH

MWP [OOCTYNHEE



PykoBogacTteo no Hactporike QSW-6900

HacTtpolika cepsepa FTP

7.3.3.2. CBAi3aHHas KOHdurypauums

BkntoueHne dyHkumn FTP-cepsepa B rnobanbHom macwrtabe PyHkuma FTP-cepepa no

YMOJT4aHUIO OTKIO4YeHa.

3anyctute komanay ftp-server enable, 4Tobbl BkMtounTL hyHKUMO FTP-cepBepa.

Mepen ncnonb3oBaHnem FTP-cepBepa HEOGX0AMMO BKIHOUYUTL €ro rnobansHo.

HaCTPOﬁKa UMEeHU NoNnb3oBaTesniA, Nnaposia U KaTtasniora BepxHero ypoBHs

Mo yMOn4YaHNKO HEeT aBTOPMU30BaHHOIO Nosrib3oBaTend Ui Katarnora BepxHero ypoBHA.

3anyctute komanapl ftp-server password, ftp-server username u ftp-server topdir, 4To6bI
YCTaHOBUTb aBTOPM3MPOBaHHbIV NONb30BaTENb U KaTaror BEPXHEro YPOBHS.

Tpu BblEenepedncrieHHble KoHurypaummn aBnaTcs obssatenbHbiMKU; B NPOTMBHOM Ccryyae
dyHkumMoHan FTP-cepBepa He MOXET ObITb BKITHOYEH.

7.4. HacTtpouka

HacTtponka

OnucaHue u KomaHaa

HacTtporika 0CHOBHbIX OYHKLININ

(OBGsazaTenbHO) OH wucnonb3dyetcs Ansa BkoveHus FTP-

cepsepa

ftp-server enable

BkntoyaeT pyHKUmto
FTP-cepBepa

ftp-server login timeout

HacTtpownka Tanm-ayTta
Bxoga ansa ceaHca FTP

ftp-server login times

HacTtpowka gonyctumoro
Konu4yecTtsa BXOAOB B
cucTemy

HacTtpoika OCHOBHbIX
dOyHKUMI

ftp-server topdir directory

HacTtpoika kaTanora
BEpPXHero ypoBHS
FTP-cepBepa

ftp—server username
username

HacTtponka nmeHu
nonb3oBaTens

ftp-server password [type]
password

HacTtpoika napons

OnumoHanbHO

ftp-server timeout time

HacTpownka Tanm-ayta
npoctosa FTP-ceaHca
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7.4.1. HacTpoika OCHOBHbIX (pYHKLIMW

7.4.1.1. PesynbTaTt KOHUrypaumm
Cospavite FTP-cepBep, 4To6bl NnpegoctaButb FTP-cnyx6bl gns FTP-knueHTa.

7.4.1.2. NpumeyaHus

° HeOGXOD,I/IMO HaCTpPpOUTb MMA NOJNb30BaTeENA, Naposib N KaTanor BepxHero ypoBHA.

° YTobbl cepBep 3aKpblyl HECTaHOAPTHYKO CEeCCU0 B Teé4YeHne orpaHn4eHHoOro nepuoaa
BpeMEHN, HeO6XOD,I/IMO HaCTpPOUTb TaVIM-ayT NMPOCTOA CcecCun.

7.4.1.3. dTtanbl KOH(Urypauum
BknroyeHune pyHkuun FTP-cepBepa

e (ObOasaTenbHo.

e Ecnn He vykasaHo uHoe, BkMOUUTE yHKUMIO FTP-cepBepa Ha  Kaxaowm
MapLipyTusaTope.

HacTtpoika katanora BepxHero ypoBHsi

e (ObGasaTenbHo.

e Ecnu He ykasaHo MHOe, HacTpoWTe OUPEKTOPUID BEPXHEro YPOBHS B KayecTee
KOPHEBOro KaTtarnora Ha KaxaoM mapLipytusaTope.

HacTponka nmeHn nonb3oBaTens u napons AnA Bxoga B CUCTEMY

e (ObOasaTenbHoO.
o [InvHa MMeHW NoNb30oBaTENSs M Naponsi OrpaHnYeHa.
HacTponka BpemMeHM oxXuaaHusa Bxoaa anda ceaHca FTP

e OnuuoHanbHo.

e Ecnu KNMeHT OTKNIOYEH OT cepBepa U3-3a OWMOKM MU OPYrMX HewwTaTHbIX MPUYUH,
FTP-cepBep MOXeT He 3HaTb, YTO MONb3oBaTelNlb OTKMAKYEH W MpoaoskaeT
nogoepxmeatb coegumHeHne. CnepgoBatenbHo, FTP-coeguMHeHMe 3aHATO  Ha
OnvUTenbHOe BpeMA, U CcepBep He MOXEeT OTBevyaTb Ha 3anpocbl Bxoda Apyrux
nonb3oBartenemn. 3ta KOHMUrypaumsa MoXeT rapaHTUpPOoBaTh, YTO ApYrue nonb3oBaTenu
CMOryT nogknountbcsa kK FTP-cepBepy B TedeHue onpeneneHHoro nepnoga BpemMeHu
NPy BO3HUKHOBEHUM OLLIMOKN.

7.4.1.4. NMpoBepka KOHUrypaumm
Mogkrounte FTP-knneHT K FTP-cepBepy.

e [lpoBepbTe, NOOKMOYEH NN KITUEHT.
e [lpoBepbTe, HOpManbHO N paGoTaloT onepauu Ha KIeHTe.

7.4.1.5. CBA3aHHbIe KOMaHAbI

BknoyeHune cyHkuum FTP-cepBepa

KomaHga ftp-server enable
Pexnm Pexwum rnobanbHon KoHUrypaumm
KOHpurypaumm
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BcTpoeHHas
noackaska

KnneHT He mMoxeT nonyuutb goctyn Kk FTP-cepBepy, ecnu He HacTpoeH
BEPXHUI YpPOBEHb KaTanora, MMeHW nonb3oBatens n napons. MNoatomy
pekomMeHOyeTCs HacTpoUTb BEPXHWA YpOBEHb KaTtanora, WMeHu
nonb3oBaTtenss M naponsa fAns Bxoda B CUCTEMY, OOpaTUBLUMCL K
nocregylowmnm rnasam nepeg nepBbiM BKIOYEHNEM CINYXObI

HacTtpoiika gonycTumoro KkonmyecTsa permctTpaumm

KomaHga ftp-server login times times

OnucaHue times: ykasblBaeT [JOMyCTUMOE KOMUYECTBO BXOAOB B CUCTEMY B
napameTpoB ananasoHe ot 1 go 10

Pexum Pexunm rnobanbHon koHdurypauum

KOHUrypauum

BcTpoeHHas [onyctumoe KonmMyecTBO BXOAOB COOTBETCTBYET KOMMYECTBY MOMbITOK
nogckaska NpoBEepKN Y4YeTHbIX 3anucen BO Bpemsa ceaHca FTP. 3HayeHne no

yMoOn4aHmio — 3, 4YTO O3Ha4yaeT, YTo ceaHc GygeT npepBaH, ecnu Bbl
BBEAETe HEBEPHOE VMMsI NONb30BaTENst UNW Naponb TpW pasa, U apyrue
nonb3oBaTeny CMOryT NepenTn B onepaTUBHBIN PEXUM

HacTponka BpemMeHM oxXuaaHusa Bxoaa anda ceaHca FTP

KomaHga ftp-server login timeout timeout

Onucanne timeout: ykasbiBaeT BpeMS OXngaHnsa BXoga B CUCTEMY B AManasoHe oT 1
napameTpoB 00 30 MUHYT

Pexnm Pexunm rmobanbHomn koHdurypauum

KOHdourypaumm

BcTtpoeHHas Tanm-ayT Bxoga O3Ha4yaeT MakCUMarnbHYK NPOOOSHKNTENBHOCTL ceaHca
noackaska C MOMeHTa ero cosgaHud. Ecnn Bbl He nNpongeTe NOBTOPHYIO NPOBEPKY

naporsi BO BpeMsi TalM-ayTa Bxoda B CUCTeMy, ceaHc ByaeT npepsaH,
4yTOObI ApYyrve nofb3oBaTeny Morfv BONTU B CUCTEMY

HacTponka kaTa

nora BepxHero ypoBHsi FTP-cepBepa

KomaHga ftp-servertopdir directory

Onuncanne directory: ykasblBaeT nyTb AOCTYyMNa nosib3oBaTens
napameTpoB

Pexnm Pexwum rnobanbHon koHUrypaumm
KOHpurypaumm
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BcTpoeHHas
noackaska

Ecnv BepxHui katanor cepsepa ycTaHoBneH Ha "/syslog", FTP-knueHT
MOXeT Mony4uTb AOCTYN TONbKO K dpavnam v kKatanoram B KaTarnore
"/syslog" Ha ycTponcTBe nocrne Bxoga B cuctemy. M3-3a orpaHMyeHun B
KaTarnore BEpPXHero ypoBHSA KITMEHT HE MOXeT MonacTb B KaTanor Bblille,
yem "/syslog"”

HacTtpounka umeHn nonb3oBaTens Ans Bxoga Ha cepBep

KomaHnaa ftp-server username username

Onucanne username (Mma nonb3oBaTens): ykasbiBaeT MMS MOMb30BaTesNs
napamMmeTpoB

Pexum Pexum rnobanbHon koHdurypauum

KOHcpurypaumm

BctpoeHHas FTP-cepBep He nogaepXvmBaeT aHOHWMHbBIA BXOL B CUCTEMY, NMO3TOMY
noackaska HEeoBX0OMMO HaCcTPOUTb UMS NMOSb30BaTeNS.

Nms nonb3oBaTtens coctont u3 64 cMMBONOB, BKoYasa OykBbl, UMpbl 1
cumBorbl 6e3 npobernos

HacTponka nmeHn nonb3oBaTens U naponsa Anda BxoAa Ha cepBep

KomaHga ftp-server password [type] password
Onuncanne type: O uwnu 7. 0 o3HayaeT, YTO Mapofnb He 3awmndpoBaH (B Buae
napameTpos OTKPbITOro TEeKCTa), a 7 yKkasblBaeT Ha TO, YTO Naporib 3angpoBaH (TEKCT
wndpa).
password: yka3biBaeT naporb
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm
BcTtpoeHHas Maponb cocTouT TONbKO M3 ByKB Unn undp. MNpobenkl B Ha4Yane n koHue
noackaska napons urHopupytoTcs. [Npobenbl BHYyTPU Naponsa paccMaTpuBaloTCs Kak

YyacTb napons.

[Maponb B BUAE NpoCTOro Tekcta cCoctouT na 1-25 cumaonos. Napornbe anga
LN poBaHNA COCTOUT U3 4—52 CMMBOSOB.

MmeHa nonb3oBaTtenen 1 naponv OOSMKHbI coBnagatb. MOXXHO HAacTpoOUTb
He 6onee 10 nonb3oBaTeneu

HacTtponka Tanm-ayta npoctos ansa ceaHca FTP

KomaHga ftp-Server timeout time
Onucaxune time: ykasbiBaeT BpemMs OXWOaHWA NpoCTos B AuanasoHe ot 1 go
napamMmeTpoB 3600 MuHYT
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Pexum Pexwum rnobanbHon KoHdUrypaumm
KOHUrypauum
BcTtpoeHHas Tanm-ayT npoCTOA ceaHca OTHOCUTCA K MNPOAOSPKUTENBHOCTU OT
noackaska OKOHYaHus onepaumn FTP o Hayana cnegylowlen onepaumm B ceaHce

FTP. lMocne Toro, kak cepsep oTBe4yaeT Ha komaHdy FTP-knueHTta
(Hanpumep, Nocne NonHon nepedayn danna), cepBep HayMHaeT oTcHeT
BpEMEHM MPOCTOA W OCTaHaBNUBAETCA NPU MOMyyYeHUn cnepytoLlen
komaHabl FTP-knueHTa. oaToMmy HacTpomka TanMM-ayTa MNpoCTosl He
BNUSIET HA HEKOTOPLIE TPYAOEMKUE onepauun nepegayn amnnos

OToOpaxeHMe COCTOAHMA cepBepa

KomaHga show ftp-server
Pexum MpuennernpoBaHHbin EXEC pexnm
KOHUrypauum
BcTpoeHHas BbinonHuTe a1y KOMaHAy, 4Tobbl 0TO6pa3uTb coctosiHne FTP-cepeepa
noackaska
OTtnapka
KomaHga debug ftp-server pro/err
Pexnm MpuBunernpoBaHHbin EXEC-pexmm
KOHdourypaumm
BcTpoeHHas BbinonHute aTy KOMaHgy, YToObl OTNaXMBaTb COOBLLEHNSA/OLWNOKM
MoACKa3ka FTP-cepBepa

7.4.1.6. NMNpumep KoHcpUrypaumm

CosgaHue FTP-cepBepa B cetn IPv4

OTanbl e BknoyvaeT doyHKUnio cepsepa FTP.

KOHCpUrypaumm e HacTpoiiTe KaTanor/cMCTEMHbIN KypHAN BEPXHErO YPOBHSI.

e YcTaHOBUTE MMSA NOMb30OBaTENA Ha user 1 naposib Ha password.
e YcTaHOBUTE 4SS TaM-ayTa NPoCTOsl ceaHca 3Ha4YeHne 5 MUHyT

QTECH(config)#ftp-server username user
QTECH(config)#ftp-server password password
QTECH(config)#ftp-server timeout 300
QTECH(config)#ftp-server topdir /
QTECH(config)#ftp-server enable
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MpoBepka e Buinonnute «komangy show ftp-server, 4toObl NpoBEPUTH
KOHcpurypaumm pesynbTat

QTECH#show ftp-server

ftp-server information

enable: Y

topdir : /

timeout: 30min

username config: Y
password config : Y
transfer type: ASCII
control connection : N

port data connection : N
passive data connection: N
QTECH#

7.4.1.7. TUNUYHbIE OLLNOKU

e Mg nonb3oBaTtens He HaCTPOEHO.
e [laposib He HacTpoeH.
e Kartanor BepxHero ypoBHSi HE HaCTPOEH.

7.5. KOHTponb cocTtosiHuA

7.5.1. OTOoGpaxeHune

OnucaHue KomaHaa

OTobGpaxaeT koHdurypaumto @ show ftp-server
FTP-cepBepa

7.5.2. OTnapka

NMPUMEYMAHUE: cuctemHble pecypcbl 3aHATbl MpW BbIBOAE OTNAd0OYHONM WHGOpMauumun.
MoaTomy, oTKNOUUTE OTNAAKY Cpa3y Nocrie UCnosib30BaHus.

OnucaHune KomaHnga

Otnagka cobbiTuii ownBoK debug ftp-server err
FTP-cepsepa

Otnagka cobbiTuin coobLLIEHNIA debug ftp-server pro
FTP-cepsepa
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8. HACTPOUKA KINUEHTA FTP
8.1. O630p

MpoTtokon nepenaun pannos (FTP) aensetca npunoxexHmem TCP/IP. YcTaHOBMB HagexHoe U
coeguHeHune TCP mexay FTP-knueHTOM 1 cepBepoM, NOMb30BaTeSNlb MOXET NONYYUTb AOCTYM K
yOoaneHHOMY KOMMbIOTEPY, Ha KOTOPOM 3anyLleH FTP-cepsep.

Knuent FTP obGecneuvBaeT nepegady dannos mexay yctponctsom u FTP-cepBepom no
npoTokony FTP. MNonb3oBaTens UCNONb3yeT KNNEHT AN OTNpaBkuM KoMaHabl Ha cepsep. Cepeep
OTBeYaeT Ha KoMaHay U OTNpaBnseT pe3ynbTaTt BblMOAHEHNS KNUeHTY. C NOMOLLbI0 KOMaHAHOrO
B3aMMOAENCTBMS MNOMb3oBaTeNb MOXET npocMaTpmBaTtbh (pannbl B KaTanore cepsepa,
KonmnpoBaTb hainnbl C yaaneHHoOro KOMMbTEPa Ha fnoKanbHbIM KOMMBIOTEP MW NepedaBaTh
nokanbHble dhannbl Ha yaaneHHbIN KOMMbITEP.

Mpotokon FTP npegHasHayeH ans obnerdeHuss obmeHa dhannamm nNporpaMm/gaHHbIX W
noowpeHns ypaneHHou paboTbl (C nomowb nporpamm). [lonb3oBaTtensiM He HYXHO
BGecrnokonTbCa O pasnNUuMax Mexagy pasfuyHbiMM cucTeMamu (pannoB Ha pasHbIX XocTax.
[aHHble nepepatoTca adpdPeKTUBHLIM U HagexHbIM obpasom. FTP obecneunsaet 6esonacHoe
yoaneHHoe ynpasneHue cdannamu.

FTP-knuentol QTECH oTtnuyarotca ot ctaHgapTHeix FTP-knueHTOB, KOTOpble paboTalT C
WHTepaKTUBHLIMU KOMaHgamMn. BMecTo aToro BBeAnTE KOMaHAYy COPY B UHTEpdence KOMaHOHOM
CTPOKM, YTOObI BbINOMHWUTL MHCTPYKLUMKU NO NOAKMHOYEHUIO YNIPaBNEHUS, Takme Kak open, user u
pass. Nocne ycTaHOBKM ynNpaBnsoLLErOo COeQMHEHNS HAaYMHAEeTCA nNpouecc nepedaydv ainnos,
a 3aTeM yCTaHaBnNMBaeTCs coeanHeHne Ansa nepegayvv unm 3arpysku annos.

8.1.1. NMNpoTokonbl U cTaHAAPTbI
RFC959: npoTtokon nepeaayn cdannos (FTP).

8.2. NpumeHeHue

MpumeHeHne OnucaHue

3arpyska rnokarnbHoro | JlokanbHble U yaaneHHble dainbl AOMmKHbI BbiTb NepenaHsl,
danna Ha _ynanedHbll | Hanpumep, AN 3arpysku nokanbHoro daina Ha yaaneHHbIn
cepee cepsep

3arpyska danna c | INlokanbHble N yoaneHHble annbl OOMMKHBI OblTb NepegaHbl,
yOarneHHoro cepsepa Ha | HanpuMmep, And 3arpy3kn dawnna ¢ yganeHHoro cepsepa Ha
nokarbHoe YCTPOUCTBO nokarnbHO€e YCTPONCTBO

8.2.1. 3arpy3ka nokanbHoro ¢panna Ha yaaneHHbI cepBep

8.2.1.1. CueHapum

JNlokanbHble W yganeHHble pannbl OOMMKHbI ObiTb MNepedaHbl, Hanpumep, Ans 3arpy3ku
nokaneHoro hanna Ha yganeHHbl cepBep.

Kak nokasaHo Ha PucyHke 8-1, pecypcbl MICNONb3YTCSt TONbKO B CETW.
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FTP-cepeep

FTP-knueHT

PucyHok 8-1.

8.2.1.2. OnucaHue

e  Bknounte 3arpysky pannos Ha FTP-knueHTe.
o  Bknitounte 3arpysky dannos Ha FTP-cepsep.

8.2.2. 3arpys3ka paina c yaaneHHOro cepsepa Ha fiokanbHoe yCTPOMCTBO

8.2.2.1. CueHapun

JlokanbHble 1 yaaneHHble dannbl 4oMKHbI ObiTb NepenaHbl, HanpuMep, 4na 3arpysku danna ¢
yAaneHHoro cepsepa Ha nokarnbHoe YyCTPOWUCTBO.

Kak nokasaHo Ha PucyHke 8-2, pecypcCbl NCNONb3YIOTCH TOMBbKO B CETHU.

FTP-cepeep

FTP-knueHT

PucyHok 8-2.

8.2.2.2. OnucaHue

e  Bkntouute 3arpysky cannos Ha FTP-knneHTe.
e  BkntouunTe 3arpysky cannos Ha FTP-cepsepe.

8.3. KnouyeBble 0COOEHHOCTH

8.3.1. ba3oBble KOHUenuumn

3arpyska ¢annos FTP
3arpy3ska dannos ¢ FTP-knueHTa Ha FTP-cepsep.
CkauuBaHue c¢annoB FTP
3arpyska annos ¢ FTP-cepepa Ha FTP-knueHT.
Pexum nopgknioyeHna FTP
FTP-knueHT n FTP-cepBep MOryT ObiTb NOAKIOYEHBI B @KTUBHOM UM MACCUBHOM PEXMME.
Pexum nepegaum no FTP

lMepepava paHHbIX Mexay FTP-knueHTom n FTP-cepBepom BO3MOXHA B [BYX pexumax: B
TekctoBoM (ASCII) n 4BOMYHOM (ABONYHOM).

YkasaHue IP-apgpeca uHTepcenca uctouHuka gna nepegaym no FTP
KrnneHT FTP HacTpoeH Ha ncnosnb3oBaHue ncxogHoro IP-agpeca ans ceasu ¢ FTP-cepsepom.
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8.3.2. 0630p
DPyHKUMA OnucaHue
3arpyska dannos FTP 3arpyska (pannos ¢ FTP-knueHTa Ha FTP-cepBep
CkauyvBaHve dannos FTP 3arpyska annos ¢ FTP-cepBepa Ha FTP-knneHT
Pexum nogkntoyenus FTP YKasblBaeT pexum coeanHeHnsa mexay FTP-KnnMeHTom u

FTP-cepsepom

Pexum nepegaym no FTP YkasbiBaeT pexum nepegadn mexay FTP-knueHTom n
FTP-cepsepom

YkasaHue IP-agpeca | Hactponka ncxogHoro |IP-agpeca FTP-knneHTa ans cBssu ¢
nHTepdenca nUcTtoyHvka anga | FTP-cepsepom
nepegaum no FTP

8.3.3. 3arpy3ka c¢annos FTP

FTP nossonget 3arpyxatb annsl. 3anyctute FTP-knneHT n FTP-cepBep 0QHOBPEMEHHO U
3arpyanTte ¢annbl ¢ FTP-knueHTa Ha FTP-cepeep.

8.3.4. CkauuBaHue cannos FTP

FTP nossonset ckaunBatb annbl. 3anyctnte FTP-knneHT n FTP-cepBep 0gHOBPEMEHHO ”
3arpysute pannel ¢ FTP-cepeepa Ha FTP-knneHT.

8.3.5. Pexxum nogknioyeHus FTP

FTP pomkeH mcnonb3oBatb ABa coeauHeHus TCP: oguH kaHan ynpasneHus (komangHoe
COeOWHEHMNE), KOTOpbIA ucnonb3yeTcd Ansa nepegadnm komaHg mexgy FTP-knueHToM wu
CEpBEPOM; OpYron kaHan nepegadn OaHHbIX WCMOSb3yeTcs AONs nepegaun Unu 3arpysku
JaHHbIX.

CoeaunHeHne ynpaBneHus: HekoTopble NpOCTble CeaHCbl AOCTYMNHbI TOMbKO C YNpaBnsLmMM
noaknoveHneM. KnveHT otnpaenseT komaHay Ha cepsep. [locne nonyyeHus komanabl cepeep
otnpasnsetT oTBeT. (PncyHok 8-3).
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FTP-cepeep FTP-knueHT

Control created

[
L

Reply

PucyHok 8-3.

A

CoeanHeHune ynpaBneHust n nepegada AaHHbix: Koraa KnneHT oTnpaBnseT KoMaHay Ha 3arpy3ky
UNu 3arpy3ky AaHHbIX, HEOOXOAMMO YCTaHOBWUTb, KaK ynpaBnsawlwee CoefuHeHue, Tak U
coeavHeHne anga nepegayv AaHHbIX.

FTP nopgoepxuBaeT ABa pexuma nepefayvv gaHHbix: aktueHbel (PORT) n naccvsHbii (PASC).
Mpun ycTaHOBNEHUM COeAMHEHUS ANd nepeaadv AaHHbIX UCMOMNb3YTCS PasHble PEXUMBbI.
e AKTUBHbIN pexunm

B atom pexume FTP-cepBep akTMBHO noakntodaeTca K FTP-knueHTy npu ycTaHoBReHUK
coevHeHUA ANng nepefayn AaHHbIX. ATOT PEXUM COCTOUT U3 YeTblpex Tanos.:

KnneHT ncnonbayeT ncxogHoin nopt 5150 ons ¢Ba3u ¢ cepBepom Yepes nopT 21, Kak nokasaHo
Ha PucyHke 8-4, 4yTOObl OTMpaBMTb 3anNpoC Ha MNOAKMIYEHNE U COOOWMTL cepBepy, YTO
ncnosnb3yemblin NOpT — nopT 5151.

Mocne nony4veHus 3anpoca cepeep oTnpasngeT otBeT OK (ACK). OBMeH OaHHbIMK MeXay
KMMEHTOM M CepBEpPOM ynpaBnsieT curHanusaumen Yepes KOHCOSNbHbIE NOPThI.

Cepsep noseonseT nopty 20 B KA4ECTBE UCXOOHOrO NopTa OTNPaBnATb AaHHbIE HA nopT 5151
KnneHTa.

KnneHT otnpaendaet oTBeT. [lepegayva gaHHbIX 3aBepLUaeTcs.
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FTP-cepsep FTP-knueHT

MopTt 20 Mopt 21 Mopt 5150  TMMopt 5151
Data Command Command Data
® ® ® ®

®
y
@ ok
_\m\.
18 channeT—

@ Ok -
R

PucyHok 8-4. AktnBHbIN pexum (PORT)

e [laccuBHbIN pexum

FTP-cepBep FTP-knueHT

Mopt 20 Mopt 21 Mopt 5150  Topt 5151
Data Command Command Data
® Mopr 3268 ¢ o * *
Data y
®
@ Ok

@ Datachannel | ———
| @ Data chal®

@ 3268

PucyHok 8-5. MNaccnBHbIN pexum (PASV)

OTOT pexuMMm 4acto 3ajaeTcsa KoMaHgou passive. [locne ycTaHOBNEHUS COeauHeHVs Ans
nepegayn gaHHolx FTP-cepBep noakntoyaeTca kK knneHty FPT naccuBHO. OTOT pexum COCToUT
N3 YeTbIpex 3Tanos:

B naccvBHOM pexume KIMEHT MHMLMAanu3npyeT CUrHanbHoe coeguHeHne ynpasnenns. KnneHt
ncrnonb3yeT ucxoaHbln nopT 5150 ANa noaknoveHUs K cepBepy Yepes nopT 21, kak NokasaHo Ha
PucyHke 8-5, n 3anyckaeT komaHgy passive, 4Tobbl 3anpoCuUTb Nepexon cepBepa B PexXunm
PASV.
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CepBep cornawaetcst Bontu B pexum PASV, BblbvpaeT Homep nopTa, npesbiwatowmi 1024,
cny4variHbim 06pa3om n coobLiaeT HOMep nopTa KIUEHTY.

Mocne nonyyeHnsa coobLueHnsa KNMeHT ncnonbdyeT nopT 5151, kak nokasaHo Ha puc. 15, ans
CBs3U C cepBepoM 4epes nopt 3268. 3aeck nopT 5151 aBndeTcs MCXOOHLIM NOPTOM, a NoOpT
3268 — NOpTOM Ha3Ha4YeHUSI.

Mocne nonyyeHus coobLieHns cepeep oTnpasnseT AaHHble n oTBevaeT ACK (OK).

MNMocne ycTaHOBMNEHWs COEAMHEHUs AN Nepefayn OaHHbIX MOXHO BbIMOMHWUTL 3arpysky U
ckaymBaHue ainos. Kpome Toro, MoOXHO BbINOMHUTbL HEKOTOPbIE onepaLun ¢ dainomM cepsepa
N3 KNueHTa.

NMPUMEYAHMUE: coeanHeHne ynpaBneHus ana nepefayn komaHg u obpaTtHon CBs3M Bcerga
NPUCYTCTBYET, TOorga Kak COeduHEeHWe pAns nepefadnm [OaHHbIX YCTaHOBMEHO MO Mepe
HeobxoaumocTn. Tonbko knueHT FTP nveeT npaBo BbIOMpaTh M ycTaHaBnmBaTth pexum PASV
unn PORT. FTP-knneHT oTnpaBnseT koMaHay Ans YCTaHOBIEHUS COEAUHEHUSA C OaHHbLIMM.
FTP-knueHTel QTECH no ymonyaHuio ucnons3syot pexum PASV.

8.3.6. Pexxum nepepaum no FTP

FTP npepoctaBnser gsa pexuma nepegadn: tekctoBbln (ASCIl) n gsomyHbin (Binary). B
HacToswee Bpema FTP-knuenTtel QTECH nopgaepxunBatoT kak ASCII, Tak u ABONYHBIN peXUMBbI
1 No ymon4yaHuio ucnonssyot pexxum BINARY.

e Pexum ASCII

Pasnnune mexay pexumamu ASCIl n Binary 3akniodaetcs B o6paboTke Bo3BpaTa KapeTku u
nepesoga ctpoku. B pexmme ASCIl Bo3BpaT kapeTkm M NepeBOd CTPOKM U3MEHSAIOTCS Ha
rniokanbHbIM cMmBoS Bo3BpaTa kapeTkn (CRC), Hanpumep, \n B Unix, \\n B Windows u \r B Mac.

e [IBOUYHBIN peXxmnm

[BOMYHLIN peXUM MOXET MCMNoSb3oBaTbCA AMS nepefadn MCnosHAeMblX (hannoB, CKaTbIX
dannoB 1M dannos m3obpaxeHun 6e3 obpaboTkM AaHHbIX. Hanpumep, TekcToBbii hann
Heobxoanmo nepeHecTn M3 Unix B Windows. Npu ncnonb3oBaHMm BOUYHOIO pexnma paspbiB
cTpokm B Unix He B6yaeT npeobpasoBaH n3 \r B \r\n; noatomy B Windows aToT dhann He umeet
CTPOK W oOTOBpaxaeT MHOro YepHblX KBagpatoB. Takum 06pas3om, OBOUYHBLIA PEXUM
obecneumBaeT Gonee ObiCTpyto Nnepenady Bcex annos n 6onee HagexHyo nepedavy dannos
ASCII.

8.3.7. YkazaHue IP-agpeca nHtepcenca nctouyHuka gna nepegaum no FTP

KrnneHTt FTP HacTpoeH Ha mncnonb3oBaHne ncxogHoro IP-agpeca ansa ceasu ¢ FTP-cepsepom.
Takum obpasom, knneHT FTP nogknoyaeTcs K cepBepy U COBMECTHO UCMONb3yeT annbl ¢
cepBepoM No ykaszaHHOMY ucxogHomy IP-agpecy.

8.4. HacTtpouka

Hactponka OnucaHne n KomaHaa

HacTtponka ocHoBHbIX | (OBa3aTenbHO) MCnonb3yeTcsa Ang HacTPonkM dyHkumn FTP-knneHTta

dbyHKLUMI

copy flash 3arpyska thanna

copy ftp CkaumBaHue dhanna
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Hactponka OnucaHue u KOMaHAa
HacTtponka (ONMUMOHAIBHO) ncnonb3yeTca anst HACTPOWkN paboyero pexxmma
OOMNOSTHNTENbHbIX FTP-knneHTa
byHKLMI
ftp-client port YcTaHaBnNuBaeT pexum MNoaKnoYeHus

Ha akTuBHbIN (port)

ftp-client ascii YcTaHaBnuBaeT pexnm nepenayn
ASCII

ftp-client source-address | HacTtpamBaet wucxogHbin |IP-agpec
knueHnTta FTP

default ftp-client BocctaHaBnuBaeT  HaCTpOMKM MO
YMOMNYaHMIO, a WMEHHO, PEeXuM
noaKkntoYeHns yCTaHOBIEH Ha

naccuHbln (PASV), pexum nepegaum
Ha OBOWYHBLIM N ucxoaHbin IP-agpec
yoaneH

8.4.1. HacTtponka OCHOBHbIX (PYHKLUW

8.4.1.1. PeaynbTaT KOHUrypauumm

Peanusaumsa 3arpysku 1 ckadmsaHusa dhannos.

8.4.1.2. NpumeyvaHun

O6paTtnTe BHMUMaHWe Ha hopmaTbl KOMaHZ ANs 3arpy3ku U CKaYMBaHMS.

8.4.1.3. dTtanbl KOH(Urypaumum
3arpy3ka ¢anna

e  OTa KoHdurypaums sensietcs obsi13atenbHon, ecnm Heo6xoaAnMo 3arpy3nTb ann.

e Hactponte URL-agpec FTP B kayecTBe agpeca HasHa4yeHUd KOoMaHAbl COpYy B
npusunernposaHHom pexume EXEC.

CkauuBaHue channa

e  Ota KoHdurypaums siensietTca obsizatenbHon npu 3arpyske danna.

o Hactponte URL-agpec FTP B kayecTtBe agpeca WCTOYHMKA KOMaHObl COpPY B
npusunernpoeaHHom pexume EXEC.

8.4.1.4. NpoBepkKa KoHdUrypauumm

o [lpoBepbTe, cyllecTByeT Nnu 3arpyxeHHbl barin Ha FTP-cepBepe.
o [lpoBepbTe, cywlecTBYET NK 3arpyXeHHbl harn no agpecy HasHayeHus.
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8.4.1.5. CBAi3aHHble KOMaHAbI

3arpyska c¢anna

KomaHpa

copy flash:[ local-directory/ Jlocal-file
ftp: /lusername:password@dest-address[ /remote-directory |
/remote-file

OnwucaHue
napamMmeTpoB

local-directory: ykasblBaeT KaTtanor Ha nokanbHOM ycTponcTtee. Ecnn oH
He yKasaH, yKasblBaeT Ha TEKyLLMI KaTanor.

local-file: ykasbiBaeT nokanbHbIn dpann gns 3arpysku.

username: ykasblBaeT MMsi Nonb3oBaTtens gns gocrtyna k FTP-cepeepy,
cocTosiemy 13 He bonee 32 6anT 1 UCKNOYas Takne pasgenutenmu, Kak /
: @ v npoben. BToT NapameTp ABndeTca ob6a3aTenbHbIM.

password: ykasblBaeT napornb Ans goctyna k FTP-cepBepy, COCTOALLMI He
bonee yem nM3 32 GanT M UCKNOYaa Takue pasgenutenu, Kak / @ @ wu
npoben. AToT napameTp ABNseTcs 0b6a3aTeNbHbIM.

dest-address: yka3biBaeT |IP-agpec ans FTP-cepsepa.

remote-directory: ykasbiBaeT kaTanor Ha cepeepe.

remote-file: nepemmeHoBbIBaeT chann Ha cepeepe.

NMPUMEMAHUE: Ha ycTponcTtBe JormkeH ObiTb C€O34aH  KaTtanor,
ykasaHHbli B none local-directory. OTa komaHga He co3gaeT kaTanor
aBTOMaTU4YECKU

Pexum
KOHdourypaumm

Pexunm rnobanbHon koHdurypauum

BcTtpoeHHas
noackaska

BbinonHute a3ty komaHgy, 4toObl 3arpy3uTb davn ¢ dnew-namaTu
nokaneHoro yctponctea Ha FTP-cepsep

3arpy3ka ¢anna

FTP

KomaHga copy ftp:/lusername:password@dest-address[ /remote-
directory]/remote-file
flash:[ local-directory/ Jlocal-file
Onuncanne username: ykasbiBaeT M4 rnonb3osaTensa ang gocryna Kk FTP-cepsepy,
napamMmeTpoB cocTosilemMy 13 He bornee 32 GanT u UCKNoYasa Taknme pasgenurenu, kak /

: @ v npoben. 3ToT NapameTp ABnAeTca 06a3aTenbHbIM.

password: ykasblBaeT naposb ansg gocrtyna k FTP-cepsepy, coctoswmin
He Bonee 4Yem 13 32 BGanT N UCKMOYadA TakMe pasgenuTenu, Kak / : @ v
npoben. AToT napamMeTp ABNSeTcs 06a3aTENbHbIM.

dest-address: ykasbiBaeT IP-agpec ana FTP-cepsepa.
remote-directory: yka3blBaeT KaTanor Ha cepBepe.

remote-file: ykasbiBaeT dpann onsa sarpysku.
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local-directory: ykasblBaeT kaTasnor Ha JlokanbHOM YCTPONCTBe. Ecnun OH He
yKasaH, yKasblBaeT Ha TEKYLLMI KaTanor.

local-file: nepevmeHoBbIBaET dhans B floKkanbHOW hneL-namaTy.

NPUMEYMAHUE: Ha ycTponcTBe p[omkeH ObITb CO34aH Kartarnor,
ykasaHHbli B none local-directory. Ota komMaHga He cosgaeT kaTanor
aBTOMaTU4ECKN

Pexum Pexwum rnobanbHon koHUrypaumm

KOHUrypauum

BcTtpoeHHas BbinonHute 9Ty komaHgy, 4Ttobbl 3arpy3ntb dpanmn ¢ FTP-cepeepa Bo
noackaska dneL-namATb NnokanbHOro ycTpoucTaa

8.4.1.6. NMpumep KoHcurypauumn

3arpy3ka ¢anna

OTanbl 3arpyaute nokanbHbii dann local-file B gomawHuni katanor home
KOHpurypawmm yCTpOMNCTBA B KOpHEeBOW kaTtamor root FTP-cepBepa C uMeHeM
nonb3oBartend user, naponem pass u IP-agpecom 192.168.23.69 u
nmeHem darina remote-file
QTECH# copy flash: home/local-file
ftp://user:pass@192.168.23.69/root/remote-file
MpoBepka lMpoBepbTe, cywecTByeT N hann yganeHHoro anna Ha FTP-cepeepe
KOHdourypaumm

CkauuBaHue channa

OTanbl 3arpysute dann remote-file n3 kopHesoro katanora root FTP-cepsepa ¢
KOHdourypaumm UMeHeM rnonb3oBaTens user, naponem pass u IP-agpecom 192.168.23.69
B JOMaLLHMI KaTanor home ycTtponcTtea n coxpaHute dainn kak local-file
QTECH# copy ftp://user:pass@192.168.23.69/root/remote-file flash:
home/local-file
MpoBepka MpoBepbTe, cywecTtByeT nu cann remote-file B gomawHem katanore
KOHdourypaumm home dnew-namamm

8.4.1.7. TUNUYHbIE OLLNOKU

dopmaTbl kKOMaHA, 4NS 3arpy3ku U CkauMBaHUS HEBEPHbI.
HeBepHoe Mmsi nonb3oBaTens Unu naporsib.
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8.4.2. HacTtpouka aonosnHUTeNnbHbIX (PYHKLUN

8.4.2.1. PeaynbTaT KOHpUrypauum

YcTaHoBUTE pexuMbl MOAKMIOYEHMS U Nepefayvn 1 HacTPorTe ucxodHbiv IP-agpec knveHTa ans
3arpysku 1 ckaumBaHus pannos.

8.4.2.2. NMpnmeyvaHun

Ecnun Heobxogumo HacTpouTb knneHT FTP Ha ocHoBe VRF, cHavana ykaxute VRF.

8.4.2.3. dtanbl KOH(Urypaumm
YcTaHOBKa pexuma noakntoyeHusi B aktusHoe (Port)

e  OnuuoHarnbHo.
e HactponTte pexum noaknodeHns FTP.
YctaHoBuTe pexum nepenayum B ASCII

e  OnuuoHarnbHo.
e Hactponte pexum nepegaum FTP.
Hactponte ucxogHoin IP-agpec knuenta FTP

e OnuuoHanbHo.
e Hactponte ucxogHoin IP-agpec knmeHta FTP.
BoccTtaHOBNeHMe HaCTPoOeK N0 YMONYaHUIo

e  OnuuoHankeHo.
e BoccTtaHoBUTe HacTponku knneHTa FTP no ymonyaHuto.
8.4.2.4. NMpoBepKa KoHdUrypauumm

BbinonHute komaHgy show run, 4tobbl NPOBEPUTL pe3ynbTarT.

8.4.2.5. CBsAA3aHHble KOMaHAbI

YcTtaHOBKa pexuma nogknioyeHus B aktuBHoe (Port)

KomaHga ftp-client [ vrf vrf-name ] port

Onuncanne vrf vrf-name: ykasbiBaeT VRF

napameTpos

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas BbinonHute 3Ty KOMaHgy, YTOObl YCTAHOBUTb PEXMM MOOKIMOYEHUSA Ha

nojckaska aktmBHbIi (PORT). o ymonyaHuio MCnonb3yeTcd MaCcCUBHBIN PEXUM
nogknoyenns (PASV)

208
@ QTECH
MWUP NOOCTYMHEE



PykoBogacTteo no Hactporike QSW-6900

HacTtpolika knueHta FTP

HacTtponte ucxopgHoin IP-appec knueHta FTP

KomaHga ftp-client [ vrf vrifname ] source-address {ip-address | ipv6address}

Onucanue vrf vrf-name: ykasbiBaeT VRF.

TEjes et ip-address: ykasbiBaeT IPv4-agpec nokanbHOro nHTepgenca.
ipv6-address: ykasbiBaeT IPv6-agpec nokanbHoro nHTepgeinca

Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypaumm

BcTpoeHHas BoinonHnte aty komaHay, 4tobbl HacTtpouTb IP-agpec uHTepdenca

noAckaska KnNueHTa Ans nogknoyeHns K cepsepy. 1o ymonyaHuio Ans KrveHTa He

3agaH nokaneHbIn IP-agpec. BmecTo atoro mappyT BelbupaeT IP-agpec
ANA KnMeHTa

YcTtaHoBuTe pexxum nepenayum B ASCII

KomaHnga ftp-client [ vrf vrf-name ] ascii

Onucanue vrf vrf-name: ykasbiBaeT VRF

napameTpoB

Pexnm Pexunm rnobanbHon KoHurypawmm

KOHdourypaumm

BcTpoeHHas BbinonHute aty KomaHgy, 4todbl ycTaHoBUTb pexum nepegaydm ASCIL. Mo
noackaska YMOM4YaHUIO UCMOoNb3yeTcs ABOUYHBIA pPeXnM nepegayn

BoccTaHOBREeHUe HacTpoeK No YMOMYaHUIO

KomaHga default ftp-client [ vrf vrf-name ]

Onuncanne vrf vrf-name: ykasbiBaeT VRF

napameTpos

Pexnm Pexunm rmobanbHomn koHdurypauum

KOHdourypaumm

BcTtpoeHHas BbinonHnte 9Ty KOMaHgy, 4TOObI BOCCTAHOBUTH HACTPOWMKM MO
noackaska YMOSIYaHUIO, @ MWMEHHO, PEeXUM MOAKMIYEHUS, YCTAHOBIEHHbIN Ha

naccueHblr (PASV), pexum nepegadm pBouyHOro koga w IP-agpec
NCTOYHMKA yaaneH
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8.4.2.6. NMpumep kKoHdpuUurypauum

HacTtpounka gononHUTenbHbIX (PyHKLUN

OTanbl KoHUrypaumm e YcTaHoBWUTE pexum nogkntoveHus FTP k nopTy.

e YcTaHoBute pexum nepegayun ASCII.

e YcrtaHoBute IP-agpec ncroyHmka Ha 192.168.23.167.
e YcTaHOBUTE pexum nogkntodeHuns vif 123 Ha nopr.

e YcTaHoBute pexum nepegadu vif 123 8 ASCII

QTECH# configure terminal

QTECH(config)# ftp-client ascii

QTECH(config)# ftp-client port

QTECH(config)# ftp-client source-address 192.168.23.167
QTECH(config)# ftp-client vrf 123 port

QTECH(config)# ftp-client vrf 123 ascii

QTECH(config)# end

MpoBepka KoHdUrypauumn 3anyctnte kKomangy show run Ha ycTpouctee, 4YTOObI
npoBepuTb, AENCTBYET NN KOHUrypauus.

QTECH# show run

!

ftp-client ascii
ftp-client port
ftp-client vrf 123 port
ftp-client vrf 123 ascii

ftp-client source-address 192.168.23.167
!

8.4.2.7. TUNUYHbIE OLLNOKU

e cxogHbin IP-agpec He aBnsieTcs nokaneHbiM IP-agpecom.
e [lepepn HacTporkon komaHabl ftp-client vrf HacTponTe kKomangy vrf.

8.5. KoHTponb cocTtosiHuA

8.5.1. OToOpaxeHune

OnucaHune KomaHnga

OTobpaxaeT KOHUrypaumto show run
FTP-knneHTa
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8.5.2. OTnaaka

NMPUMEYAHUE: cucteMHble pecypcbl 3aHATbl MNPy BbIBOAE OTMAAOYHOM WHGOpMaLMK.
[MoaToMy, OTKMNOUMTE OTNAAKY cpasy nocre UCNonb30BaHUS.

OnucaHue KomaHaa

Otnagka FTP-knueHTa debug ftp-client
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9. HACTPOUKA TYHHENbHOIMO UHTEP®EUCA
9.1. O630p

MHTepdbelcbl TYHHENen — 370 BUpTYyasibHble MHTEPdENChl, UCNONb3yemble NS BHEAPEHUS
TYHHEnNnMpoBaHus. TyHHEeNbHbIN MHTepdenc obecnevmBaeT CTaHOAPTHLIN KaHan nepegayuv, m
BaM He HYXXHO yKa3sblBaTb TPAHCMOPTHbLIM NPOTOKOMN UMM MNPOTOKOS NOME3HOM Harpysku. Kaxabin
nHTepdenc TyHHeNs npeacraensaeT cobon kaHan nepegayn.

(DyHKLI,I/IFI TYHHEITNPOBaHUA BKIKO4YaeT cleayruie KOMMNOHEeHTbI:

e KOHTponb Harpysku: ucrnonb3dyeTcs A5 MHKaNCynauum OaHHbIX, nepejaBaeMblX B
TyHHenax. Hanpumep, npoTtokonsl IPv4 n IPv6 paboTtaloT kak NPOTOKONbI MNOME3HOM
Harpy3kn. TyHHenu c obwen uvHKancynauuen wmapwpytmsaumm (GRE) wmoryt
nepegaeaTb AaHHble IPv4 nnu IPV6.

e [lpoToKOn nepefayn [OaHHbIX: WUCMNONb3yeTCs AN BTOPUYHOM MHKaNcynauum u
noeHTndmKauMm nepegasaembiX AaHHbIX. B TyHHenax, onuvcaHHbIX B HacTosLeM
OOKYMeHTe, Ucnonb3yeTcs Tornbko TyHHernb GRE ¢ npoTokonom nepegayn AaHHbIX, TO
ecTb npotokosiom GRE. B apyrnx TyHHensax ucnonb3ytoTcs npotokosnbl IPv4 n IPV6.
MakeTbl HKaNCyNUpPyTCS C BHELWHMMUK 3arosnioBkamu IPv4 n IPV6.

e [lpoTokon TpaHcnopTa: UCNONb3yeTCs ANS nepefadn AaHHbIX, MHKaNCcynMpoBaHHbIX BO
BTOPOW pa3 Mo npoTokony nepefaqv AaHHbiX. Ob6opynosaHne QTECH wucnonbsytot
LUMPOKO NpUMeHsieMble NpoTokorbl IPv4 n IPv6 B kauecTBe TPAHCMOPTHLIX MPOTOKOJIOB.

TYHHENbHbIA PEXUM MOXHO MCMOMb30BaTb AN YCTAHOBMNEHUS CBSA3N MeXAy OBYMSI YaCTHbIMM
ceTsIMU, UCMONb3YIOLWUMU OAMH U TOT e NPOTOKOS, Yepes reTeporeHHy 06LLeJ0CTYMHYIO CeTb.

TyHHenvMpoBaHWe NPMMEHMMO K CrieayoLmM CLeHapUsm:

o [lockonbKy TyHHenMpoBaHWe MOAAEPXMBAET pasfnuMyHble MPOTOKOMbl NOSIe3HOM
Harpysku, OHO NO3BOJISIET OCYLLECTBNATbL CBA3b MeXAY NOKanbHbIMU CETSAMU, B KOTOPbIX
NCNonb3yTCa NPOTOKONbI, OTNUYHbIE OT IP, Yepes egmHyto ceTb (IP-ceTh). Mockonbky
TYHHenupoBaHue paboTaeT Ha MapLupyTax, UCMOMb3YHLUMX TPaHCMOPTHbIE NPOTOKOSbI
(IP-npoTokosnbl), OHO Mo3BoNsieT ©Oonee LWMPOKO MPUMEHATb MPOTOKOMbI  C
orpaHvyeHnemM nepexoaos.

e TyHHenupoBaHue MNO3BONSAET NoaknoYaTb OTAErNbHbIE NOACETU Yepe3 eOuHy ceTb
(IP-ceTb).

o  TyHHenupoBaHMe NO3BONSET BKITOUYNTL PYyHKUMIO BUPTYyarnbHon YactHoun cetn (VPN) B
rno6anbHbix ceTax (WAN).

MHkancynvMpoBaHHble [OdaHHble MepefalTcs Yepe3 TYHHENW, 4YTO SIBNSeTCH  CIOXKHbIM
npoueccoM. B HekoTopbIXx cnyyasx Heobxoaumo o6paTuTb BHMMaHWE Ha cregylowme
N3MeHeHus:

e [lockonbKy TyHHEmNb SIBNSAETCA JIOTMYECKUM KaHarnom, OH, MOo-BUAMMOMY, SBMSieTCHA
OOHVMM nepexofom B mMapuwpytudaumi. OgHako hakTUYeckM CTOMMOCTb NMyTW MOXET
ObITb 6oniee ogHoro nepexoga. Npu MCNoNb30BaHNN TYHHENS NS nepegayn obpaTtute
BHUMaHWE, YTO MapLUPYT KaHamna TyHHEnNs OTnn4aeTcst oT PakTU4EeCKOro MapLupyTa.

e [lpn HacTtpownike 6paHomayapa wunm cnucka kKoHTponsa goctyna (ACL) npumute BO
BHMMaHue KoHuUrypaumio TyHHens. [lponyckHas cnocoBHOCTb M MakCMManbHbIV
pa3avep nepegaBaemoro naketa (MTU), paspelleHHbIn NpOoTOKOoNamMu MNONe3HOn
Harpy3ku, MeHbLUEe TEOPETUYECKMUX 3HAYEHUN.

9.1.1. NpoToKosnbl U CTaHAAPTDI
e RFC2784: obwasn nHkancynauma mapwpyTta (GRE).
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RFC2890: pacluumpeHus knova 1 nopsakosoro Homepa ansg GRE.
RFC3056: nogkntoyeHne gomeHoB IPv6 yepes obnaka IPv4.

RFC3068: Anycast Prefix ons peTpaHCNATOPHbIX MapLIpyTU3aTopoB 6Ha4.
RFC3964: Bonpockl 6be3onacHocTy ans 6Ha4.

RFC4023: uHkancynaums MPLS B wmHkancynsuumn IP unu obwen mapupyTtusaumm
(GRE).

RFC4087: IP-TyHHenb MIB.
RFC4213: 6a3oBble MeXaHU3Mbl Nepexoaa As1s XOCTOB M MapLipyTnsatopoB IPv6.

RFC4797: wvcnonb3oBaHue ob0wen wuHkancynsaumm wmapwpyTtmudaumm (GRE) wvnu
IP-agpeca B BUpTyarnbHbIX YacTHbIX IP-ceTax BGP/MPLS IP (PE-PE).

RFC5158: cneuudurkauma genernpoeanus 6Ha4 obpatHoro DNS.
RFC5214: BHyTpucanToBas aBToMmatuyeckas agpecaumns tyHHenen (ISATAP).
RFC5332: mHOoroagpecHas nHkancynsums MPLS.

RFC5579: nepegava naketoB IPv4 no mHTepderncam npoTtokona aBTOMaTU4ECKOro
TyHHenupoaHus (ISATAP) Ha BHYTprMCanTOBOW OCHOBE.

RFC5845: napameTp knoya obuwen uHkancynaumm mapwpyTtusaumm (GRE) ans
MOBUIIBHOrO NPO3payHoro (proxy) IPv6.

RFC6245: pacwupeHune knova obwen uHkancynsumm mapwpyTtudaummn (GRE) ana
MobunbHoro IPv4.

RFC6343: pekomeHgaumm No passepTbiBaHuO 6Ha4.
RFC6372: ynpaBnsemMble NnpoBangepomM TyHHeNn 6Ha4.
Onuwnn draft-zhou-dhc-gre-option-00 DHCPv4 n DHCPv6 gns GRE.

draft-templin-v6ops-isops-18 PykoBogcTBoO nNo akcniyaTtauuum passepTbiBaHus IPv6 Ha
yanax IPv4 c ncnonb3oBaHmem ISATAP.

9.2. NMpumeHeHue

MpumeHeHne OnucaHue

Ooctyn k cantam IPv6 B cetn | [locTtyn k cantam IPv6 B kamnycHon ceTu

KamMmnyca

MogkntoveHne cetn kamnyca | CoeamHsieT ceTb KOMMNeKca 30aHMn ¢ MarncTpanbHOM CeTbio
K MarnctpansHon cetn IPv6 | IPv6

9.2.1. focTtyn K cantam IPv6 B ceTn kKamnyca

9.2.1.1. CueHapum

Cepaepsbl IPV6 pa3BepTbiBalOTCS B HEKOTOPbIX KaMMYCHbIX ceTsix, U MK JomKHbI MMeTb A0CTYN K
cepBepam. [nsg peanusauum [OCTyNna MOXHO WCMNOMb30BaTb BHYTPUCAWTOBLIN MPOTOKON
aBTOMaTMyeckon agpecaumm TyHHenen (ISATAP).
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IPv4-ceTb

IPv4-ceTb

MNonb3oBarterns v4/v6

IPv6-ceTb

ISATAP-RELAY

PucyHok 9-1.

ISATAP-RELAY nopgepxvBaeT TyHHENMpoBaHue.

nonyyatb AOCTyn K cepBepam IPv4 Hanpsmyo ye
cepepam IPv6 yepes TyHHenb ISATAP.

9.2.1.2. OnucaHue

9.3. HacTtpouka

lMonb3oBaTenu B KaMnyCHOM CETU MOryT
pe3 ceTb IPv4, HO um TpebyeTca goctyn K

Monb3osaTtenu IPv4 n IPv6 nonyyatot goctyn k cetu IPv4 ¢ nomowsio agpecos IPv4.
Monb3osaTtenu IPv4 n IPv6 nony4yatot goctyn k cetu IPv6 yepes TyHHenb ISATAP.
TyHHenb ISATAP yctaHaBnmeaeTcs mexay MK n mapwpytnsatopom ISATAPRELAY.

Hactponka OnucaHune n KomaHaa
HacTtpowka (OBsazaTenbHO) ncnonb3yeTcs A CO34aHUA TYHHENeN
TYHHENbHOro
nHTEPEnca Interface tunnel CospfaeT TYHHeNbHbIN UHTepdeiic
tunnel source HacTtpanBaeT nokanbHbIn agpec TYHHENs
Hactponka pexuma | (OMNMUAMOHAJIIBHO) ncnonbayetcs ang HaCTPOWKKN pexnma TyHHeNs
TYHHenNs
tunnel mode HacTtpauBaeT pexum nHkancynsauum
TYHHENS
HacTponka (Heobs3aTenbHO) ncnonb3yeTcst ANs HACTPOMKM NoKanbHOro agpeca
NOKanbHOro agpeca | TyHHens
tunnel source HacTtpanBaeT agpec TyHHens
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Hactponka OnucaHne n kKomaHaa
Hactpornka agpeca  (HeoGs3aTtenbHO) Mcnonb3yeTcs Anst HACTPOMKM O4HOPAHrOBOro
OHOPAaHroBOW CeT! | agpeca TyHHens
tunnel destination HacTponka agpeca 0gHOpaHroBomn ceTu
TYHHEnNs
HacTtpownka TOS | (OMNUMOHAJIBHO) ncnonb3yeTcsa s HAaCTPOMKK Tuna
TyHHEns obcnyxueaHua (TOS) TyHHens
tunnel tos Hactponka TOS-TyHHens
HacTtponka TTL [(ONMUMNOHAIBHO) ucnonb3yetcda And HACTPOMKUM BPEMEHM KU3HU
TyHHensA (TTL) TyHHENSA
tunnel ttl Hactpouka TTL-TyHHens

9.3.1. HacTpo#ka TyHHenbHOro uHtepcgenca

9.3.1.1. PeaynbTaT KOHUrypauumum

Cospgante TyHHemNbHbIN MHTepdenc.

9.3.1.2. 3Ttanbl KOH(Urypaumum
Co3gaHue TyHHenbHOro nHtepdenca

¢ BrinonHute komangy interface tunnel number B pexume rnobanbHoOM KOHUrypaumm
Ona co3gaHusa nHTepdenca TyHHens.

e Cnyxba TyHHenMpoBaHWs JOCTyMHa TONbKO Nocne co3faHus MHTepdeica TYHHeNs.

9.3.1.3. lNpoBepka KoHdUrypaumm

BreinonHuTte komaHgy show interface tunnel number, 4yTo6bl NPOBEPUTL, YCNELLHO NN CO34aH
TYHHENbHbIN NHTEepdENC.

9.3.1.4. CBsA3aHHble KOMaHAbI

Hactponka nHrepdenca TyHHens

Komanpa interface tunnel number

Onuncanne number: ykasblBaeT HOMep UHTepdenca TyHHens
napameTpoBs

Pexnm Pexwum rnobanbHon koHUrypaumm
KOHpurypaumm
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lNMpoBepka KoHUrypaumm TyHHens
Komanpga show interface tunnel number
Onucanwne number: ykasblBaeT HOMep nHTepdenca TyHHenNs
napamMmeTpoB
Pexum Pexwum rnobanbHon koHUrypaumm
KOHpurypaumm

9.3.1.5. NMpumep KoHcpurypaumumn

Co3aaHue TyHHenbHOro uHTepdenca

OTanbl CospanTe TYHHENbHbIN NHTEphernc
KOHcpurypaumm

QTECH# configure terminal
QTECH(config)# interface tunnel 1 QTECH(config-if-Tunnel 1)# end

MpoBepka [MpoBepbTe KOHUIypauno nHTepenca TyHHens
KOHUrypauum

QTECH# show interface tunnel 1

Tunnel protocol/transport is gre ip

9.3.1.6. TUNUYHbIE OLLNOKU

e HeBO3MOXHO co3aaTb TYHHESbHbIN MHTEP(ENC U3-3a HEXBATKM NaMATH.
e  HeBO3MOXHO co34aThb TYHHESbHbIN MHTEPIENC N3-3a HEXBATKWU annapaTHbIX PeECYPCOB.

9.3.2. HacTpouka pexuma TyHHens

9.3.2.1. PeaynbTaT KOHUrypaumm

HacTtpoinTe pexmnm MHKancynauum TyHHENSA B peXume KoHdurypauum nHtepdgenca TyHHeENS,
ecnn HeobxooMMO MCNoNb30oBaTb TYHHENb B PEXMME MHKancynsauuv, He yCTaHOBMEHHOM MO
YMOJYaHMIO.
9.3.2.2. 3tanbl KOH(uUrypaumum

HacTtpouka pexuma TyHHens

e  OnuuoHanbHo.
e Pexum nHkancynsaumm KoMMyTaTopoB Mo YMOMYaHUK — TYHHENbLHbLIA PEXUM ipveip.
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e  YTOObl UBMEHNTL PEXUM UHKaNCyNsauMM No yMOMYaHuio, BbINOMHMTE KOMaHay tunnel
mode B pexunme KoHUrypaLmm nHtepdenca TyHHens.

9.3.2.3. lNNpoBepka KoHhUrypauum

BbinonHuTte komaHgy show interface tunnel number, 4ToGbl NPOBEPUTL, HACTPOEH NN PEXMUM
WHKancynaumm TyHHens.

9.3.2.4. CBAi3aHHble KOMaHAbI

HacTponka pexxuma TyHHens

KomaHga tunnel mode { gre {ip | ipv6} | ipv6 | ipip | ipv6ip [6t04 |
isatap ] }

OnucaHue napameTpoB Kaxgblihn  pexvm cooTBeTCTBYeT pasHbiM  dopmatam
WHKancynsuMmM naketoB, OTNPaBEHHbIX UHTEPdENCOM
TYHHEns.

gre ip ykasblBaeT, YTO NaKeT MHKaMNCynMpoBaH C 3arofIoBKOM
GRE wn 3aronoskom IPv4 nocnepoBaTenbHO, a 3aTem
nepenaetcd no Hoeon cetu IPv4.

gre ipv6 ykasblBaeT, 4YTO MakeT MWHKafNcynMpoBaH C
3aronoBkoM GRE u 3aronoskom IPv6 nocnepoBatenbHo, a
3aTeM nepegaeTcs no HoBou ceTn IPV6.

ipv6 yKkasbiBaeT, 4TO NakeT, OTMNPaBEHHbIN 4epes
TYHHENbHbIN NHTEPdENC, MHKAMNCYNIMPYeTCA C 3arosIOBKOM
IPv6, a 3aTeM nepegaeTtcs no HoBow cetu IPv6.

ipip ykasblBaeT, 4YTO TYHHEmbHbIN WHTepdenc nepenaet
TOoNbKko naketbl [Pv4, a nakeT, OTNpaBfeHHbIN 4Yepes
TYHHENbHbIN NHTEPdENC, MHKAMNCYNIMPYeTCa C 3arosIOBKOM
IPv4, a 3aTem nepegaeTcs no HoBow ceTn IPv4.

Ipv6ip ykasbiBaeT, YTO TYHHENbHbIN MHTepdenc nepenaet
Tonbko naketbl IPv6, a nakeT, OTNpaBfieHHbIN 4Yepes
TYHHENbHbIN MHTEPdENC, MHKANCYnNMpyeTcs C 3arosIOBKOM
IPv4, a 3aTem nepegaeTcs no HoBow ceTn IPv4.

MpeawecTByOWmMe TYHHENN NpeacTaBnalnT cOO0N TyHHeNnu
C PYYHbIM ynpaBfeHneMm, a TyHHenun ¢ npoTtokosiom IPvEBIP,
6to4 n ISATAP saensitotca aBTOoMatmyeckumu. Bo Bpewms
MHKancynaumm  naketoB  agpec  IPv4  HasHayeHus
conocrtaBnsieTca ¢ agpecom IPv6 HasHayeHus

Pexnm koHdurypaumm Pexnm koHdurypaumm nHtepdenca

BcTpoeHHas noackaska Ha o6ounx KoHLax TyHHEnNs OOMmKeH OblTb HACTPOEH OOWH U
TOT XK€ PEXUM MHKancynauum. B npoTuBHOM cryyae TyHHenb
He CMOXeT paboTaTb

217

@ §) QTECH

MWP [OOCTYNHEE



PykoBogacTteo no Hactporike QSW-6900

HacTtpoiika TyHHenbHoro nHTepderica W

9.3.2.5. NMpumep kKoHdpurypaumum
HacTtpouka IPv4 B pexume nHkancynsauum IPv4

OTanbl HacTtponte pexum wuHkancynaumm IPv4 uepes IPv4 Ha wHTepdoelice
KOHpurypaumm TYHHENs

QTECH# configure terminal

QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config)# end

MpoBepka MpoBepbTe KOHpUrypauuio nHTepdenca TyHHeNs
KOHUrypauum

QTECH# show interface tunnel 1

Tunnel protocol/transport is ipip

9.3.2.6. TUNU4HbIE OWNOKN

TyHHenb 6to4 wvnun ISATAP HacTpoeH Ond BUPTyasrbHOrO 3K3emmnnsipa mapLlipyTtusaumm u
nepecbinkn (VRF), KOTopbIn yke HacTpoeH ¢ TyHHenem 6to4/ISATAP.

9.3.3. HacTpouka nokanbHoro agpeca

9.3.3.1. PeaynbTaT KOHUrypaumm

HacTtpoinTe nokanbHbI agpec TYHHENS.

9.3.3.2. NpumeyaHun

e JlokanbHbln agpec TyHHens [OfKeH coBnagaTb C TPaHCMNOPTHLIM MPOTOKOSIOM,
ncnonb3yembliM TyHHenem. B npoTMBHOM criydyae uHTepdenc TyHHens He Oyaer
paboTaTb (OyOeT OTKIHOYEH).

e Ecnn nokanbHbI agpec ykasaH KOCBEHHO MYTEM HACTPOWKW OpYyroro uMHTepdemnca,
noKanbHLIM agpec sIBMsieTCsl OCHOBHbIM agpecom |IPv4 vnm nepBbiM rnoGanbHbIM
obwenocTtynHeiM agpecom IPv6.

9.3.3.3. 3tanbl KOH¢uUrypauum

HacTpoitka nokanbHoro agpeca

e O0Oga3aTenbHO.

e BbinonHute komaHay tunnel source B pexume KoHdUrypaumm nHtepdenca TyHHens,
4yTOObI YKa3aTb NIOKanbHbIV aapec TyHHEens.
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9.3.3.4. NpoBepka KoHhUrypauum

BoinonHute komangy show interface tunnel number, 4To6bl 0TOGPa3NTL NOKanbHbIA agpec
TYHHEnNS.

9.3.3.5. CBAi3aHHbIe KOMaHAbI

HacTponka nokanbHoro agpeca

KomaHga tunnel source { ip-address | interface-name interface-number }
Onucanwne ip-address: ykasbiBaeT agpec IPv4 nnn IPv6.

MElptEhi i el Interface-name interface-number: ykasbiBaeT Ha MHTEPdENC YPOBHS 3
Pexum Pexum koHdurypaumm nHtepderica

KOHcpurypaumm

BcTpoeHHas Ecnu agpec IPv4 vnu IPv6 ykasaH HanpsiMyto, Heo6XoOuMO HacTpouTb
nogckaska aZpec ycTpoucTea

9.3.3.6. Npumep KoHcpUrypaumm

HacTpoiika nokanbHoro agpeca

OTanbl HacTponTe nokanbHbIi agpec TyHHend kak 1.1.1.1
KOHdourypaumm

QTECH# configure terminal

QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel source 1.1.1.1

MpoBepka lMpoBepbTe KOHGUrypaumo nHTepdenca TyHHenNs
KOHdourypaumm

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class not set, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is 0

Tunnel protocol/transport ipip Tunnel transport VPN is no set
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9.3.4. HacTtpouka agpeca ogHOpaHroBon ceTtu

9.3.4.1. PeaynbTaT KOH(pUrypauum

TyHHENb B PYYHOM pEXMME MOXHO MCnonb3oBaTb (MHTepdenc TyHHensi paboTaeT) TOMbKO
rnocre HacTPOWKW agpeca O4HOPaHroBOW CEeTH.

9.3.4.2. NMpunmeyvaHusn

A/:l,peca OOHOPAaHroBbIX y3510B HE MOT'YT ObITb HaCTpOEeHbIl ANnd aBTOMaTU4ECKUX TyHHeHeVI.

9.3.4.3. 3tanbl KOH(Urypaumm

HacTtpouka agpeca ogHOpaHroBomn ceTun

e Agpeca ogHOPaHroBbIX Y3r10B OOIDKHbI ObITb HAaCTPOEHbl AN BCEX TYHHeNewn, Kpome
TyHHernen 6to4 n ISATAP.

e BruinonHute komangy tunnel destination B pexume KoHuUrypauum uHTepdenca,
4YTOObI HACTPOUTL aapPEC OLHOPAHIOBOW CETU TYHHENS.

9.3.4.4. NpoBepkKa KoHdUrypaumm

BeinonHute komaHgy show interface tunnel, 4ToBbI NpoBEpWUTb, HACTPOEH NN agpec

Ha3Ha4YeHu4.

9.3.4.5. CBAA3aHHble KOMaHAbI

HacTponka agpeca ogHoOpaHroBown ceTu

KomaHga tunnel destination { ip-address }

Onucanne ip-address: ykasbiBaeT agpec IPv4 vnn IPv6

napameTpos

Pexnm Pexnm koHdurypaumm nHtepdenca

KOHdourypaumm

BcTtpoeHHas Heobxoammo HacTpouTb O4HOPAHIOBbLIA aAPEC TYHHENS BPYUHYIHO.

noAckaska Tun Habopa NPOTOKOMOB HACTPOEHHOrO afpeca OAHOPAHroBOro yana
OOJDKEeH COOTBETCTBOBATb MPOTOKOMY TpaHcnopTa, WCMoSib3yemMomy
TyHHeneMm. Ecnm oHu He coBnagalT, uHTepdenc TyHHena Oyoet
OTKITo4eH (down)

9.3.4.6. NMpumep KoHcpUrypaumm

HacTponka agpeca ogHOpaHroBom ceTn

OTanbl
KOHpurypaumm

HacTponTe ogHopaHroBbl agpec TyHHeNsd Kak 2.2.2.2

QTECH# configure terminal
QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip

(@ arecy
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QTECH(config-if-Tunnel 1)# tunnel destination 2.2.2.2

MpoBepka MpoBepbTe KOHpUrypauuio nHTepdenca TyHHens
KOHUrypauum

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source: UNKNOWN, destination 2.2.2.2, unrouteable
Tunnel TOS/Traffic Class not set, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is 0

Tunnel protocol/transport ipip

9.3.4.7. TUNUYHbIE OLLUUOKU

e AJpec 0gHOPaHroBOW CETU HACTPOEH A9 aBTOMAaTUYECKOro TYHHENS.

e  Aapec ooHOPaHroBoW CeTU, HAaCTPOEHHbIN AN TYHHENs, coBrnaaaeT ¢ aapecoM ApYroro
TYHHENS.

9.3.5. HacTtpounka TOS TyHHens

9.3.5.1. PeaynbTaT KOHUrypauumm

Ykaxute none TOS mnnu Traffic Class B 3aronoeke TpaHCNOPTHOIO NPOTOKOMA.

9.3.5.2. NpumeyaHun
Ecnn none TOS unu Traffic Class B 3aronoBke TpaHCNOPTHOrO MPOTOKOMa He yka3aHo, none
TOS wunu Traffic Class npoTokona konupyeTcs B 3arofioBoK.
9.3.5.3. 3tanbl KOH(uUrypaumum
Hactponka TOS TyHHens

e OnuyuoHarnkeHo.

e YT0Bbl N3MEHNTL NPUOPUTET AAHHLIX TYHHENS B CETU, BbINOMHUTE KOMaHay tunnel tos
B pexunme KoHurypaumm nHtepdenca.

9.3.5.4. lNpoBepkKa KoHdUrypauumm
3anyctuTte komaHay show interface tunnel, 4ytobbl NnpoBepuTb, HacTpoeHa nu TOS.

221

@ §) QTECH

MWP [OOCTYNHEE



PykoBogacTteo no Hactporike QSW-6900

HacTtpoiika TyHHenbHoro nHTepderica W

9.3.5.5. CBAizaHHble KOMaHAbI

HacTtpomnka TOS TyHHens

Komanpa tunnel tos number

Onucanue number: ykasbiBaeT TOS TyHHens

napameTpoB

Pexum Pexum koHdurypaumm nHtepderica

KOHUrypauum

BcTpoeHHas Mo ymonyanuio, ecnn npoTtokon IPv4 ncnonb3yetca ansg BHyTPEHHEN U
nogckaska BHELWHEN WHKancynsumm B TyHHene, TOS-6anTbl BO BHYTPEHHEM

3aronoske |IPv4 konupytoTcs BO BHELLHMI 3aronoBok IPv4. Ecnv npoTtokon
IPv6 ncnonb3syetcsa ans BHYTPEHHEN M BHELLUHEN MHKancynsumMm KkaHana,
TO 6UT KNacca Tpaduka 8 BO BHyTpPEeHHeM 3aronioBke IPv6 konnpyeTcsa BoO
BHeLWHW 3aronoBok IPv6. B gpyrux cnydasx none TOS BO BHeLLHEM
3aronoske IPv4 u none Traffic Class B 3aronoBske IPv6 nvetot 3HayeHue
0

9.3.5.6. Npumep KoHcpUrypaumm

Hactponka TOS TyHHens

OTanbl Hactponka TOS TyHHEns
KOHdourypaumm

QTECH# configure terminal

QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel tos 2

MpoBepka lMpoBepbTe KOHGUrypaumo nHTepdenca TyHHenNs
KOHdourypaumm

QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class 0x2, Tunnel TTL 254

Tunnel config nested limit is 0, current nested number is 0
Tunnel protocol/transport ipip

Tunnel transport VPN is VPNI
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9.3.6. HacTtpowuka TTL TyHHens

9.3.6.1. PeaynbTaTt KOH(pUrypauum

Ykaxute npegen KoJji-ea nepexogos wUin TTL ans 3aronoBkoOB NPOTOKOMa MUHKancynaunn

TYHHENA.

9.3.6.2. dTtanbl KOH(Urypaumm

HacTtpounka TTL TyHHens

e  OnuuoHanbHo.
o [lo ymonuaHuto 3HaveHue TTL paBHO 255, 4To ABNSAETCA MakCUMarbHbIM 3HAYEHUEM.

° YT0o06bI YMEHbLUNTb OrpaHn4yeHune AnvHbl KaHana TyHHEIA, BbINOJIHUTE KOMaHAy TTL

TYHHENA.

9.3.6.3. lNNpoBepka KoHhUrypauum

3anyctute komaHay show interface tunnel, 4yTobbl NnpoBepuTb, HacTpoeH nn TTL.

9.3.6.4. CBAA3aHHble KOMaHAbI

HacTtpounka TTL TyHHens

KomaHpa tunnel ttl hop-limit

Onuncanne hop-limit: ykasbiBaeT npegen nepexonoB Ans TyHHeENs

napameTpoB

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas OrpaHuyeHne nepexodoB YKasblBaeT MaKCUMMaribHOe KONM4YeCTBO

noackKaska MapLUpyTU3aTopoOB, Yepes KOTopble MOXET NMPOXOAUTb NakeT. 3HayeHue
no ymonyaHmio — 255. 3ta KOMaHda MCnonb3yeTcs ANS YMEHbLUEeHUS
OorpaHuMYeHnsa Konn4ecTea NepexoaoB

9.3.6.5. NMpumep KoHcpUrypaumm

Hactponka TTL TyHHens

OTanbl Hactponka TTL TyHHens
KOHdourypaumm
QTECH# configure terminal
QTECH(config)# interface tunnel 1
QTECH(config-if-Tunnel 1)# tunnel mode ipip
QTECH(config-if-Tunnel 1)# tunnel ttl 3
MpoBepka lMpoBepbTe KOHpUrypauuio nHTepdenca TyHHens
KOHpurypaumm
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QTECH# show interface tunnel 1

Tunnel attributes:

Tunnel source 1.1.1.1, destination UNKNOWN, unrouteable
Tunnel TOS/Traffic Class 0x2, Tunnel TTL 3

Tunnel config nested limit is 0, current nested number is 0

Tunnel protocol/transport ipip Tunnel transport VPN is VPNI1

9.4. KOHTpPOMb COCTOAHUSA

9.4.1. OTOoGpaxeHue

OnucaHue

KomaHpa

OtobpaxaeT nHdopm

06 nHTepdence TyHHenNs

aymio | show interface tunnel number

9.4.2. OTnapka

CuctemHble pecypcbl 3aHATbI NPW BbIBOAE OTNagoYHON MHGopMauuu. [loaTomy, oTknwo4uTe
OoTNnafKy cpasy nocrne 1Ucnonb3oBaHus.

OnucaHue

KomaHaa

MHTepgenca TyHHena

BkntoyaeTt otnagky | debug tunnel
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10. UHCTPYMEHTbI  TECTUPOBAHWUA  CETEBDbIX
COEAMHEHUM

10.1. O630p

CpeacTea TeCTMpPOBaHUS ceTen CBA3N MOXHO UCMOMb30BaTh AN NPOBEPKN MNOAKMOYEHUS CETH,
a TaKkKe 4nsi aHanm3a n obHapyxeHusa HencnpaBHocTen ceTn. CpeacTBa TECTUPOBAHMSA CETEBbIX
KOMMYHUKaUMA BKIHOYaOT B cebs MHCTpPyMeHTbl npoBepkn naketoB B MHTepHeTe (PING) n
Traceroute. Ping ucnonbsyetca Ons NPoOBEpPKM COeOUHEeHUs U 3agepxkn ceTu. bonblias
3a/iepxKa ykasblBaeT Ha 6onee HM3Kyt0 CKOpOCTb ceTu. PyHKums traceroute nomoraeT y3HaTb
TOMOMOMMI0 (PM3MYECKUX M FIOTMYECKUX KaHaNoB M CKOPOCTb Mepedadun faHHbIX. Ha ceTeBom
YCTPOMUCTBE MOXHO BbINOMAHUTE KOMaHAbl ping wu traceroute, 4ToObl McCnonb3oBaTb ABa

MHCTPYMEHTa COOTBETCTBEHHO.

10.1.1. NMpoToKosbI U cTaHAAPTDI

o RFC792: npoTtokon coobiieHui ynpasneHms NHTepHeTOM.
e RFC4443: npotokon ICMPv6 gns npotokona NHTepHeTta Bepcumn 6 (IPV6).

10.2. MNpumeHeHne

NMpumeHeHne OnucaHue

TectupoBaHve cBasHocT | CeTeBOe YCTPOMCTBO U y3ern HasHa4YeHUst MOAKIIOYEHbl K
End-to-End IP-ceTV 1 HacTpoeHbl ¢ IP-agpecamu

Tect mapuipyTa xocTa CeTeBoe YCTPOMCTBO W Yy3er Ha3Ha4YeHUs MOAKMYEHbl K
IP-ceTu n HacTpoeHsb! ¢ IP-agpecamu

10.2.1. TectupoBaHue ceaAsHocTn End-to-End

10.2.1.1. CueHapuu

Kak nokasaHo Ha PucyHke 10-1, ceTeBoe ycTponcTBO A 1 LeneBon xocT B nogknto4veHsbl K IP-
ceTu.

Ecnu ceteBoe ycTpOMCTBO U LENeBON XOCT MoAkntoyeHbl K IP-ceTu, Lenbio Tecta CKBO3HOMO
NOAKMYeHNs ABNSEeTCS NpoBepka BO3MOXHOCTU nepefayn IP-nakeToB Mexay ABYMS KOHLAMM.
LleneBon xocT MoxeT ObITb CaMMM CETEBLIM YCTPOUCTBOM. B 3TOM criyyae TecT noaknoveHns
npegHasHadeH ans NpoBEPKN CETEBOro UHTepdienca n koHdurypaumm TCP/IP Ha ycTponicTee.

PucyHok 10-1.

10.2.1.2. OnucaHue

BbinonHuTe dyHKUUIO ping Ha CETEBOM YCTPOWMCTBE.
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10.2.2. TecT mapLipyTa XocTa

10.2.2.1. CueHapuun

Kak nokasaHo Ha PucyHke 10-2, ceTeBoe yCTPOMCTBO A 1 LeneBon xocT B noaknoyeHsbl K IP-
ceTn.

Ecnn n ceTeBoe yCTPONCTBO, M LIENEBOM XOCT MNOAKMOYeHb! K IP-ceTn, TeCcT MapLupyTa xocTta
HanpasneH Ha NPOBEPKY LUIHO30B (MM MapLUPYyTU3aToOpOB), Yepes KoTopble NpoxoasaT IP-nakeThl
Mexay OBYMSI KOHUaMu coeauHeHusi. Kak npaBuno, UeneBor XOCT HaxoauTcs He B TOM Xe
cermeHTe IP-ceTu, 4TO N ceTeBOE YCTPOMUCTBO.

PucyHok 10-2.

10.2.2.2. OnucaHue

BbInonHuTE (PyHKLMIO TPACCMPOBKM HA CETEBOM YCTPOMCTBE.

10.3. KnroyeBble 0COOEHHOCTU

10.3.1. O630p
PyHKUMA OnucaHue
Ping-Tect MpoBepbTe, AOCTyneH nu ykasaHHblh agpec IPv4 wnn IPv6, un

oTo6pasnTe COOTBETCTBYIOLLYH MHGOPMALMIO

[MpoBepka TpaccupoBkM | OToBpasnTe WN3bl, Yepes KOTopble NPOXoasT nakeTol IPv4 nnn
IPv6 npu nepegaye oT UCTOYHUKA K agpecaTy

10.3.2. Ping-TecT
10.3.2.1. NMpuHUKMN paboTbl

MHCTpyMeHT ping oTnpaensieT coobuweHne 3anpoca npotokona ICMP Ha y3en HasHadeHus,
yToGObl 3anpocuTb coobweHne ICMP Echo Reply. Takum o6pa3om, WMHCTPYyMEHT ping
onpegenseT 3a0epXKy N coeanHeHne Mexay ABYMS CeTEBbIMU YyCTPOMCTBAMM.

10.3.2.2. CBA3aHHaA KoHduUrypaums

BbinonHuTe komaHay ping.
10.3.3. NpoBepka TpaccUpoBKU

10.3.3.1. NMpuHUKMN paboTbl

WHcTpymeHT traceroute wucnonb3dyet none Time to Live (TTL) B 3aronoskax ICMP- nu
IP-coobwennnn ons tecta. CHayana cpefcTBo traceroute Ha ceTeBOM yCTPOMCTBE OTMNpaBnsaeT
ICMP-coobuwenne ¢ TTL 1 Ha ysen HasHadeHus. [locrne nonyyeHus cooblieHna nepsblv
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MapLupyTMsaTtop Ha nytM ymeHblwaeT TTL Ha 1. o mepe Toro, kak TTL craHoButca O,
MapLipyTmn3aTop cbpacbiBaeT nakeTbl U Bo3Bpawaet coobuweHve ICMP Time exceeded Ha
ceTeBoe YCTponCTBO. Nocne nony4eHnsa atoro coobLieHns cpeacTso traceroute o6HapyxuBaer,
4YTO 3TOT MapLUpyTU3aTOP CyLLeCcTBYyeT Ha AaHHOM MyTW, a 3aTeM OTNpaBfsieT nakeT 3anpoca
ICMP c TTL 2 Ha y3en Ha3Ha4yeHus anst oGHapyXeHnsi BTOPOro mapLupytudaTopa. Kaxabin pas,
Koroa MHCTpyMeHT traceroute yBenuumBaet TTL B coobweHum 3anpoca ICMP Ha 1
oBHapyx1BaeTcs elle OOUH MapLipyTusatop. OTOT Mpouecc NoBTOPSieTCA A0 TexX Mnop, noka
nakeT [OaHHbIX He AOCTUrHEeT yana HasHayeHud. llocre Toro kak nakeT AOCTUTHET y3na
Ha3HayeHus, y3en Bo3BpawaeT coobuweHne ICMP Echo Bmecto coobuwenunss ICMP Time
Exceeded Ha ceTeBoe yCTpOWCTBO. 3aTeM WHCTPYMeEHT traceroute 3aBepliaeT TecT WU
oTobpakaeT NyTb OT CETEBOro YCTPOMCTBA K Y35y Ha3Ha4YeHus.

10.3.3.2. CBsAA3aHHaA KoHduUrypaums

BbinonHuTe KkomaHgy traceroute.

10.4. HacTtpouka

HacTtponka OnucaHue u KOMaHAa
Ping-Tect (Heobs13aTenbHO) ncnonb3yeTcs ans NpoBepkn 4OCTYNHOCTU agpeca
IPv4 nnv IPv6
ping BeinonHsaeT dpyHkumio Ping
[MpoBepka (Heobs13aTenbHO) ucnonb3yeTcsa Onsi oToOpaXkeHust L30B8, Yepes
TPaccupoBKu KoTopble npoxoadrt nakeTbl IPv4 nnu IPv6 npu nepegave n3 nCTouHUKa
B Ha3Ha4yeHue
traceroute BuinonHsaeT gyHkumio
traceroute

10.4.1. Ping-TecT

10.4.1.1. Pe3ynbTaT KOH(pUrypaumm

lMocne BbINOSIHEHMS ping-TecTa Ha CETEBOM YCTPOMCTBE MOXHO Y3HaTb, MOLKMOYEHO M
ceTeBOe YCTPOMCTBO K Y3My HasHayeHus M MOXHO Nnv nepefaBaTb MakeTbl MexXay CeTeBbIM
YCTPOWCTBOM M Y31OM Ha3HayeHus.

10.4.1.2. NMNpumeyaHunsn

Ha ceTeBoM ycTponcTBe JoMmKeH ObITb HAacTpoeH IP-aagpec.

10.4.1.3. OTtanbl KOHdUrypaumm
e Y106kl NpoBEpPUTL, JOCTYNEH Nu agpec IPv4, ncnonb3dynte komaHay ping IPv4.
e Y106kl NpoBEPUTBL, JOCTYNEH N agpec IPv6, ncnonb3dynte komaHay ping IPv6.
10.4.1.4. NMpoBepkKa KOHcpUrypaumm

BbinonHuTe komangy ping, 4TobObl OTOOPa3NTb COOTBETCTBYIOLLYK WMHAOPMALUIO B OKHE
nHtepdgenca komaHgHom ctpokum (CLI).
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10.4.1.5. CBsA3aHHbIe KOMaHAbI

Ping IPv4

KomaHpa

ping [oob | vrf vrf-name | ip] [address [via mgmt-name ] [length length ]
[ntimes times] [timeout seconds] [data data] [source

source] [df-bit] [validate] [detail] [interval millisecond]]

OnwucaHue
napamMmeTpoB

oob: ykasblBaeT ucnonb3osaHne MGMT-uHTepdenca kak MCTOYHMKA.
OTO0T napameTp Heobxoanmo HactpouTb, ecnu nopt MGMT ykasaH B
KayecTBe NCXOAHOro nopTa.

vrf-name: ykasbiBaeT nmsa mapupyTtunsaumm n nepecbinkn VPN (VRF).
address: ykasbiBaeT agpec IPv4 HasHayeHnsa nnu nmsi SOMeHa.
mgmt-name: yka3biBaeT noptT MGMT B pexnme OOB.

length: ykasbiBaeT annHy naketa AaHHbIX. [lnana3oH 3HayeHum ot 36 Ao
18 024. invHa no ymonyaHuio — 100.

times: ykasblBaeT KONUYeCTBO 3anpocoB. [lnanasoH 3HaveHun ot 1 go
4294 967 295

seconds: ykasblBaeT BpeMs oxuaaHus. 3HavyeHune Bapbupyetcs ot 1 oo
10 cekyHA.

data: yka3sbiBaeT AaHHble B nakeTe. [laHHble - 3TO CTPOKa pa3mMepom OT
1 po 255 6ant. No ymon4yaHuio CTpoka nmeeT 3Ha4veHune "abed".

source: ykasblBaeT UcxogHbln agpec |IPv4 nnm nopT-UCcTOYHMK NakeTa.
Appec nHtepdenca obpaTHon cBaasun, Hanpumep, 127.0.0.1, He moxeT
Mcnonb30oBaTbCH B KaYeCTBE UCXOAHOIo agpeca.

df-bit: HacTpornka 6uta DF IP-agpeca. Ecnu ansa 6uta DF yctaHoBneHo

3HayeHue 1, naket He oparMeHTMpoBaH. o ymonyanuo 6ut DF nveet
3Ha4veHue 0.

validate: HacTpolka NpOBEpPKN OTBETHOIO NakeTa.

detail: HacTponka oTobpaxeHus coobueHns Echo Reply (axo-oTBeT)
nogpo6bHo. o ymMonyaHuio MCronb3yeTcs TOMbKO BOCKMMLATENbHbIN
3HakK (1) n Touka (.).
millisecond: ykasblBaeT MHTEpBan OTMNpPaBKM nNaketa ping. 3HadeHue
Bapbupyetcsa ot 10 mc go 300000 mc. WHTepBan No yMOSYaHUIO
coctasnseT 100 mc

Pexum
KOHdourypaumm

B pexume User EXEC MOXHO BbLINONMHUTL TONMbKO 6a30BY0 (pyHKLMIO
ping. B pexume Privileged EXEC MOXHO BbINOMHUTL pPacLUMPEHHYHO
dyHKUMIO ping.

B apyrmx pexvmax HacTpOMKM MOXHO BbIMOMHUTL KOomandy do ans
BbIMOMHEHNA  pacluMpeHHoOM  YyHKUMM  ping. [Ong  nonydeHus
OOMNOSTHUTENbHON  UHOPMaLMM O KOHdUrypauum CM. onucaHue
komaHgbl do
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Mcnonb3oBaHue Mpu BbINONHEHMN OYHKLUMM ping OTOOpaXkaeTca nHopmMaumsa ob oTeeTe
KOHpurypawmm (ecnn TakoBOW MMeeTCH), a 3aTeM BbIBOAWUTCA COOTBETCTBYHOLLAA

cratuctuka. C noMoLLblo (PyHKLMKU pacLUMPEeHHOro ping MOXHO yKasaTb
KONIMYECTBO, ANMHY U BpeMs OXnaaHusa naketoB Anga otnpasku. Kak n B
6asoBon pyHKUMM ping, OygeT BbIBOOMTBCS COOTBETCTBYHOLLAA
cTaTucTuka.
YT106bl MCNONbL30BaTh UMA AOMEHa, HEOOXOAMMO CHayana HacTpOUTb
cepBep foMeHHbIX MeH (DNS). MNogpobHee 0 HacTpowke CM. B pa3gene
Hactponka DNS
Ping IPv6
KomaHga ping [vrf vri-name | [oob] ipv6] [address [ via mgmt-name ]
[length length ] [ntimes times] [timeout seconds] [data data]
[source source] [detail] [interval millisecond] [out-interface
interface]]
Onuncanne napameTpos oob: ykasbiBaeT ucnonb3oBaHne MGMT-uHTepdenica kak

NCTOYHMKA. DTOT NapameTp HeobBXoOUMO HACTPOUTb, €CNn
nopt MGMT ykasaH B kayeCTBe MCXO4HOro nopTa.

vrf-name: ykasbiBaeT nmsa VRF.

address: ykasbiBaeT agpec |IPv6 HasHayeHus wmnu ums
AOMeHa.

mgmt-name: ykasbisaeT nopT MGMT B pexnme OOB.

length: ykasbiBaeT pfgnvHy nakeTa [GaHHbiX. [uanasoH
3HayeHun ot 16 go 18 024. [innHa no ymon4yaHuto — 100.

times: ykasblBaeT KONMMYECTBO 3anpocoB. [lnanasoH
3Ha4YeHun ot 1 oo 4 294 967 295.

seconds: ykasblBaeT Bpems  oxugaHus.  3HaveHue
BapbupyeTca ot 1 go 10 c.

data: ykasbiBaeT gaHHble B nakeTe. [aHHble - 3TO CTpoka
pasmepom oT 1 go 255 Gant.

source: ykasblBaeT WcxodHbln agpec IPv6 wnn nopt-
MCTOMHMK  nakeTa. Agpec wuHTepdenca loopback,
Hanpumep::1, He MOXeT WCMNoNnb30BaTbCA B KayecTse
NCXOAHOro agpeca.

detail: HacTponka oTobpaxeHusa coobweHus Echo Reply
(axooTBET) Nogpo6Ho. Mo ymonyaHuio NCnonb3yeTcs TONbKO
BOCKMUATENbHbIN 3HaK (1) n Touka (.).

millisecond: ykasbiBaeT WMHTepBan OTNpaBKy naketa ping.
3HayeHwne Bapbupyetcs oT 10 mc go 300 000 mc. MHTepBan
no ymonyanuo coctasnset 100 mc
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Pexum koHdurypaumm B pexvnme User EXEC MOXHO BbINOSTHUTL TONbKO 6a30Byt0
dyHKumo ping IPv6. B pexume Privileged EXEC moxHO
BbIMOMHUTB paclUMpPEHHYIo hyHKUMo ping IPV6.

B opyrmx pexumax HacTPONKM MOXHO BbIMOMHWUTbL KOMaHAOy
do ansa BbINOMHEHWA pacluMpeHHon dyHKUuK ping. Ons
nony4yeHns AoNONHNTENBHOM NHPOPMAaLLMKM O KOHdUTrypaumum
CM. onucaHue komaHgbl do

Mcnonb3oBaHue Mpn BbINONHEHMM QyHKUMKM ping [IPv6 oTobpasuTcs
KOHcpurypawmm nHdopmaumsa ob oTeeTe (eCnu TakoBOW UMeETCH), a 3aTem
OyneT BbiBeAEHa COOTBETCTBYOLLASA CTaTUCTMKA.

C nomowpto IPV6 QyHKLMM pacLUMPEHHOro ping MOXHO
yKasaTb KONM4eCcTBO, ANVHY 1 BPEMS OXMAAHUS NaKeToB AN
otnpaskn. Kak n B 6asoBon IPv6 dyHkumn ping, Oyget
BbIBOANTBLCS COOTBETCTBYHOLAA CTaTUCTMKA.

YT100blI MCnonb3oBaTb MMSA JOMeHa, HeobxoaMMO cHadana
HacTpouTb DNS. MNMogpo6bHee o HacTporike cM. B pasgene 6
Hactponka DNS
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10.4.1.6. Npumep KoHdUrypaumm

BeinonHeHue 6a3oBown chyHkuum Ping

OTanbl KoHUrypaumm

B npusunernposaHHom pexxume EXEC BbInonHUTE KOMaH4y
ping 192.168.21.26

Common ping command:
QTECH# ping 192.168.21.26

Sending 5, 100-byte ICMP Echoes to 192.168.21.26, timeout is
2 seconds:

< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/10 ms

Detailed ping command:
QTECH#ping 192.168.21.26 detail

Sending 5, 100-byte ICMP Echoes to 192.168.21.26, timeout is
2 seconds:

< press Ctrl+C to break >

Reply from 192.168.21.26: bytes=100 time=4ms TTL=64
Reply from 192.168.21.26: bytes=100 time=3ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/4 ms

lMpoBepka KoHdUrypawmm

OTnpaBbTe NATb NakeToB pa3amepoM 100 6anT Ha ykasaHHbIN
IP-agpec, n nHdopmaums 06 oTeeTe bygeT oTobpakaTbCs B
yKaszaHHoe Bpemsi (2 ¢ no ymonuyanuio). [anee BbiBOAUTCS
cTaTucTMKa

BbinonHeHue ¢pyHKUuM pacwumpeHHoro Ping

OTanbl KOHUrypaumm

B npuBunermposaHHom pexmme EXEC BbinonHWTEe KOMaHOy
ping 192.168.21.26. Kpome TOro, ykaxxuTte AnnHY, KOSIMYECTBO U
BpeMs OXUOaHUS NakeToB
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Common ping command:

QTECH# ping 192.168.21.26 length 1500 ntimes 100 data ffff
source 192.168.21.99 timeout 3

Sending 100, 1500-byte ICMP Echoes to 192.168.21.26, timeout
is 3 seconds:

< press Ctrl+C to break >
T T AT,

Success rate is 100 percent (100/100), round-trip
min/avg/max = 2/2/3 ms Detailed ping command:

ping 192.168.21.26 length 1500 ntimes 20 data ffff source
192.168.21.99 timeout 3 detail

Sending 20, 1500-byte ICMP Echoes to 192.168.21.26, timeout

is 3 seconds:

< press Ctrl+C to break >

Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:

bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=2ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=3ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64

Success rate is 100 percent (20/20), round-trip min/avg/max

=1/1/3 ms
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MpoBepka KoHUrypaumm

OtnpaBbTe aBaguaTtb 1500-6anToBbLIX NAKkeTOB MO yKa3aHHOMY
IP-agpecy, n nigpopmaunss o6 oteseTe (eCnm TakoBOW MMeEETCSs)
OyneT oTobpaxaTbcsi B yka3aHHoe BpeMs (Mo ymonyanuio 3 c).
[anee BbIBOOUTCA CTAaTUCTUKA

BbinonHeHne pyHkuun Common Ping IPv6

OTanbl KoHUrypaumm

B npusunermposaHHomM pexume EXEC BbINONHUTE KOMaHOy
ping ipv6 2001::1

Common ping command:
QTECH# ping ipvé 2001::1

Sending 5, 100-byte ICMP Echoes to 2001:1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max
=1/2/10 ms

Detailed ping command:

QTECH#ping 2001::1 detail

Sending 5, 100-byte ICMP Echoes to 2001:1, timeout is 2
seconds:

< press Ctrl+C to break >

Reply from 2001::1: bytes=100 time=Ims

Reply from 2001::1: bytes=100 time=1ms

Reply from 2001::1: bytes=100 time=1ms

Reply from 2001::1: bytes=100 time=1ms

Reply from 2001::1: bytes=100 time=1ms

Success rate is 100 percent (5/5), round-trip min/avg/max
=1/1/Tms

lMpoBepka KoHdUrypawumm

OtnpaBbTe NATb NakeToB pa3mepoM 100 6anT Ha yKka3aHHbIV
IP-agpec, n nHdopmaums 06 oTBeTe bygeT oTobOpakaTbCs B
yKaszaHHoe Bpemsi (2 ¢ no ymonuyanuio). [anee BbiBOAUTCS
cTaTucTMKa
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BbinonHeHue dyHKUun pacwmpeHHoro Ping IPv6

OTanbl KoHUrypaumm

B npusuneruposaHHom pexume EXEC BbINnonHWUTE KOMaHOy
ping ipv6 2001::5. Kpome TOro, ykaxute AfvHY, KONIMYECTBO U
BPEMS OXMAaHUA NakeToB

Common ping command:

QTECH# ping ipvé 2001:5 length 1500 ntimes 100 data ffff
source 2001::9 timeout 3

Sending 100, 1500-byte ICMP Echoes to 2000:1, timeout is 3
seconds:

< press Ctrl+C to break >
T T T T TR,

Success rate is 100 percent (100/100), round-trip min/avg/max
= 2/2/3 ms Detailed ping command:

QTECH#ping 2001:5 length 1500 ntimes 10 data ffff source
2001::9 timeout 3

Sending 10, 1500-byte ICMP Echoes to 2001:5, timeout is 3
seconds:

< press Ctrl+C to break >
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:
Reply from 2001:

5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5

: bytes=1500 time=1ms

Success rate is 100 percent (10/10), round-trip min/avg/max =
1/1/1 ms

lMpoBepka KoHdUrypawumm

OtnpaebTe cTo 1500-6anTOBLIX NAKETOB MO YKa3aHHOMY agpecy
IPv6, n nucpopmauus o oreeTe (ecnv TakoBon nmeeTcs) byaeT
oTobpaxaTbCs B ykazaHHOe BpeMs (no ymonydanuio 3 c). Janee
BbIBOAMTCS CTaTUCTUKA
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10.4.2. NMpoBepKa TpaccUpoOBKMU

10.4.2.1. Pe3ynbTaT KOHdUrypaumum

lMocne BbINONHEHNSA NPOBEPKN TPACCUPOBKU Ha CETEBOM yCTpOIZCTBe MO>KHO y3HaTb O TONOJ10TNA
MapLwpyTmniaumm mexny ceteBbliM yCTpOVICTBOM M Y3INOM Ha3Ha4YeHud, a Takke O Lk3ax, 4epes
KOTOpbIe NMaKkeTbl OTNPaBJIAIOTCA C CETEBOIO yCTpOVICTBa Ha y3ell Ha3Ha4YeHUA.

10.4.2.2. NMpumeyaHus

CeTeBoe yCTPONCTBO AOMMKHO ObITb HACTPOEHO Ha IP-aapec.

10.4.2.3. dTtanbl KOHUrypaumm

e UY10bblI OTCrNEeauTb MapwpyT, no Kotopomy 6yaeT cregosatb nakeT IPv4 Ha y3en
Ha3HayeHus, BbINONHUTE KoMaHAay traceroute IPv4.

o YT06blI OTCNEauTbL MapLlipyT, No KotopoMmy OyaeT cneposatb nakeT IPv6 Ha ysen
Ha3Ha4eHus, BbINONHUTE KOMaHAy traceroute IPV6.

10.4.2.4. NMpoBepka KoOHcpUrypaumm

BbinonHute komaHay traceroute, 4Tobbl 0TOGPa3UTL COOTBETCTBYIOLLYIO MH(POPMALIMIO B OKHE
NMHTepdenca KOMaHAHOW CTPOKW.

10.4.2.5. CBA3aHHbIe KOMaHAbI

Traceroute IPv4

KomaHga traceroute [oob | vrf vrf-name | ip] [adress [ via mgmt-name
] [probe number ] [source source] [timeout seconds] [ttl
minimum maximum]]

Onuncanne napameTpos oob: ykasbiBaeT ucnonb3osaHne MGMT-uHTepdenca kak
MCTOYHMKA. DTOT MapameTp HeobGXoOAMMO HACTPOUTb, €Cnn
nopt MGMT ykasaH B kayeCcTBe MCXO4HOro nopTa.

vrf-name: ykasbiBaet nms VRF.

address: ykasbiBaeT agpec IPv4 HasHayeHuss wunu ums
AOMeHa.

mgmt-name: ykasbisaeT nopT MGMT B pexnme OOB.

number: ykasbiBaeT KONMMYECTBO 3anpocoB. [nanasoH
3Ha4YeHun ot 1 go 255.

source: ykasblBaeT ucxogHbln agpec  IPv4  wunn
NopT-UCTOUHMK NakeTa. Agpec WHTepdenca obpaTHom
cBa3n, Hanpumep, 127.0.0.1, He MOXeT MCMonb30BaTbCA B
KayecTBe MCXOOHOro agpeca.

seconds: ykasblBaeT BPEMS  OXuaaHud.  3HayeHue
BapbupyeTca ot 1 go 10 c.

minimum  maximum:  yka3blBaeT  MWHUMMarnbHOE MU
MakcumanbHoe 3HadveHus TTL. duanasoH 3HaveHun ot 1 oo
255
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Pexum koHdurypaumm B nonb3oBatenbckom EXEC-pexume MOXHO BbINONHUTL
TOJNbKO 6a3oByto dYyHKLMIO TPacCUpPOBKU. B

npusunernposaHHbli EXEC-pexMume MOXHO BbINOMHUTL
pacLUMpeHHyto hyHKUMIO traceroute

Wcnonb3oBaHue
KOHUrypauum

KomaHga traceroute ucnonb3yetcsa ans NpoBepKn ceTeBOro
NOAKMYEHNS U TOYHOTO ONpeaeneHnst HEMCNPaBHOCTM MpWU
BO3HWKHOBEHUM HeucnpaBHOCTU. YToObl Mcnonb3oBaTbh UMS
JoMeHa, Heobxoammo cHavana HacTpoutb DNS. MNoapobHee
O HacTpovike cM. B pasgene 6 Hacmpotika DNS

Traceroute IPv6

KomaHpa

traceroute [ vrf vrf-name | [ oob ] ipv6 ] [ address [ via mgmtname ] [
probe number ] [ timeout seconds ] [ ttl minimum maximum ]

OnwucaHue
napameTpoB

oob: ykasbiBaeT nokarneHoe ynpasrieHve. TOT napameTp Heobxoanmo
HacTpouTb, ecnn nopT MGMT ykasaH kak NopT UCTOYHMKA.

vrf-name: ykasbiBaeT nmsa VRF.
address: ykasbiBaeT agpec IPv6 HasHauyeHnsa nnu nmsi GOMeHa.
mgmt-name: yka3biBaeT nopT MGMT B pexnme OOB.

number: ykasbiBaeT KONIMYECTBO 3anpocoB. [lnanasoH sHa4YeHun ot 1 4o
255.

seconds: yka3blBaeT BpeMs oXungaHusi. 3HavyeHme Bapbupyetca oT 1 oo
10 c.

minimum maximum: ykas3blBaeT MWHMMANbHOE W MakCcumaribHoe
3HaveHuda TTL. dmanasoH 3Ha4vyeHun ot 1 oo 255

Pexum
KOHdourypaumm

B pexume User EXEC MOXHO BbINONMHUTL TONbKO ©a30BYt0 dyHKLMIO
traceroute IPv6. B npuBunermposaHHom pexunme EXEC mMoxHO
BbINOSTHATb paclInMpeHHyo yHKUuio traceroute IPv6

Mcnonb3oBaHue
KOHdourypaumm

KomaHnga traceroute IPv6 wucnonb3yetca Ans NpOBEpKM CEeTeBOro
NOAKMIOYEHNSS M TOYHOIO OMpedernieHns MecTa HeucnpaBHOCTM Npwu
BO3HUKHOBEHUWN HeucnpaBHOCTU. YTo6bl Mcnonb3oBatb MMSA LOMEHA,
Heobxogumo cHauvana HactpouTb DNS. NogpobHee o HACTpoONKe CM. B
pasgene 6 Hacmpotika DNS
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10.4.2.6. Npumep KoHdUrypaumm

BbinonHeHue dyHkumnm Traceroute

OTanbl KoHUrypaumm

B npusunernposaHHom pexxume EXEC BbInonHUTE KOMaH4y
traceroute 5.134.219.3

QTECH#traceroute 5.134.219.3

< press Ctrl+C to break >

Tracing the route to 202.108.37.42
1192.168.12.1 0 msec 0 msec 0 msec
2192.168.9.2 0 msec 4 msec 4 msec
3192.168.110.1 16 msec 12 msec 16 msec

4***

55.134.219.3 12 msec 28 msec 12 msec

Mpeablgywimn pesdynbTaT TecTa nokasblBaeT, YTO CeTeBOe
YCTPOWCTBO MoOflydaeT pJoctyn K xocty 5.134.219.3,
nepegasas naketbl 4Yepe3 wno3bl 1-4. Kpome TOro,
oTobpaxaeTca Bpemd, Heobxogumoe Ans  goctyna K
KaXkgomy LUno3y, a w3 4 HemcrnpaBeH

BbinonHeHune dpyHkuun Traceroute IPv6

OTansl
KOHdourypaumm

B npusunernposaHHom pexume EXEC BbinonHuTe koMaHay traceroute
ipv6 3004::1

QTECH# traceroute ipvé 3004:1
< press Ctrl+C to break >
Tracing the route to 3004:1

1

2
3
4

3000:1 0 msec 0 msec 0 msec
3001:1 4 msec 4 msec 4 msec
3002:1 8 msec 8 msec 4 msec

3004:1 4 msec 28 msec 12 msec

Mpeablgywmin pesynbTaT TecTa nokasbiBaeT, YTO CETEBOE YCTPOWCTBO
nonyyaet goctyn K xocTy 3004:1, nepenaBas nakeTbl Yepes LWo3bl 1-4.
Kpome TOro, ortobpaxaetcsa Bpemsi, HeobxoguMmoe nAns goctyna K
KaXkgoMmy LUSo3y

@ §) QTECH

MWP [OOCTYNHEE

237




PykoBogacTteo no Hactporike QSW-6900

HaCTpOVIKa TCP W

11. HACTPOUKA TCP
11.1. O630p

MpoTokon ynpaeneHnsa nepegadven gaHHblx (TCP) — 3TO NpOTOKOMN TPaHCNOPTHOrO YPOBHS,
oGecneymBatoLLmMIi HageXHble criykbbl, OpMEHTMPOBAHHbIE HA nogkntoveHre u IP, ona ypoBHSA
NPUNOXEHWNA.

MoTokM MexceTeBbIX AaHHbIX B 8-OMTHbIX OanTax nepenarTca C YPOBHSA MPUMIOXKEHMS Ha
ypoBeHb TCP, a 3aTemM ¢parMeHTMPYIOTCS Ha CEerMeHTbl NakeToB Haanexawen AnuvHbl Yepes
TCP. MakcumanbHbln pasmep cermeHta (MSS) o6bl4HO oOrpaHu4MBaeTCcsi MakCUMarbHbIM
pasmepomMm nepepasaemoro 6noka (MTU) Ha ypoBHe kaHana gaHHbiX. [locne aToro naketbl
OTNpaBnAKTCS Ha ypoBeHb IP, a 3aTemM Ha ypoBeHb TCP nonydarens no cetu.

Utobbl NpegoTBpaTUTL NOTEPK MaKeToB, Kaxabi 6anT naeHTUdmnunpyeTca no nopsakoBbiM
Homepam 4eped TCP, 4yto obecneuvBaeT mnonydYeHWe nakeToB, NpegHa3HaAYeHHbIX On4
OAHOpaHroBoro y3na. locne nonyyeHus naketa nony4vartenb OTNpaBnseT oTBeTHbIN nakeT TCP
ACK. Ecnun otnpasutenb He nonyyaet ACK-nakeTbl B TedeHue pasymHoro BpemeHn RRT,
COOTBETCTBYIOLLMNE NAKETLI (MPeAnONoXUTENbHO NOTEPSIHHbIE) ByayT nepedaHbl MOBTOPHO.

e [lpoTtokon TCP ucnonbsyeTt yHKUNIO KOHTPOSTbHOM CyMMbI A1 NPOBEPKM LIENOCTHOCTU
AaHHbIX. Kpome Toro, Ans npoBepkn AaHHbLIX MOXHO MCMOSb30BaTh ayTeHTUdUKaumo
Ha ocHoBe MDS.

e [Ina obecneyeHns HageXHOCTM MCMOMb3yOTCA MexaHu3mM obpaTHOM nepegaqv Mo
TanmayTy U MexaHu3m obpaTHOWM CBA3N.

e [lpoTOKON CKOMb3ALLEro OKHa Mcnonb3yeTcs ANns ynpasneHus notokamu. Kak ykasaHo
B [MpoTokone, HeMaeHTUMULMPOBAHHbLIE TPYMMbl B OKHE OOSMKHbI ObiTb nepeaaHsbl
MOBTOPHO.

11.1.1. NMpoToKONbI U CTaHAAPTDI

e RFC 793: npoToKos ynpasrneHna nepegaden.
e RFC 1122: TpeboBaHus K MHTEPHET-XOCTaM — YPOBHW CBSA3MN.
e RFC 1191: obHapyxeHne MTU nyTtn.

e RFC 1213: ynpaBnsiemasa 6a3a gaHHbIX Ofsi CETEBOr0 aAMUHUCTPMPOBAHNS HA OCHOBE
TCP/IP: MIB-II.

¢ RFC 2385: 3awuTta ceaHcoB BGP ¢ nomouubto onumu nognmucn TCP MD5.

e RFC 4022: 6a3a ynpasnstowien nidopmauumn gns NnpoToKona ynpaerneHnsi nepegaden
(TCP).

11.2. NMpumeHeHue

MpumeHeHune OnucaHue

Ontumumnsaums Ytobbl n3bexatb dparmeHTaumm naketoB TCP Ha kaHane ¢

npoussoauTensHoct TCP | HeGonblumm  MTU, BkniodeHo o6HapyxeHne MTU nytu
(PMTUD)

O6HapyxeHue ucknoyennsa @ TCP nposepseT, paboTaeT MM O4HOPAHrOBbIV y3en
coeavHenusa TCP HOpManbHO
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11.2.1. OnTumusauma npoussoauTeribHoctn TCP

11.2.1.1. CueHapun

Hanpumep, coeanHeHne TCP yctaHaBnuBaeTcs mexay A u D, kak nokasaHo Ha criegytolem
Pucynke. MTU kaHana mexay A n B coctasnget 1500 6ant, 1300 G6ant mexgy B n C, u
1500 6ant mexgy C n D. [ns onTummnsaumm npoussBogutensHoctn nepegaunm TCP cnepyet
nsberatb pparmeHTaumnmn naketoB mexgy B n C.

A GEO0/1 B GEO0/2 C GEO0/2
GEO/1 GEO0/1 GEO0/1

PucyHok 11-1.

A, B, C n D asnaotca mappytusaTopamu.

11.2.1.2. OnucaHue
Bkntounte PMTUD Ha A n D.

11.2.2. OGHapyXeHune ucknryeHmsa coegnHeHmnsa TCP

11.2.2.1. CueHapun

Hanpumep, Ha cneagytwowem PucyHke nonb3oBaTenb BXOAUT B cucTeMy 4epes telnet, HO
paboTaeT HenpaBwnbHO, Kak MokasaHo Ha cregytowem PucyHke. B cnyyae Tanm-ayta
nosTtopHon nepenaymn TCP coeanHeHune nonb3osatend TCP ocTaeTcs B TeYeHne OnmMTensHoro
BpemeHu. Takmm o6pasom, TCP keepalive moxeT ObiTb McCnonb3oBaH pAnsi BbICTpoOro
obHapyxeHus ncknoyeHnsa coegmHeHmns TCP.

LOOpriCkO sssmmnnnm **

[Nonb3oBaTtenes

PucyHok 11-2.

A — 3TO mMapLupyTmsaTop.

11.2.2.2. OnucaHue

Bkntounte nogaepxky TCP keepalive Ha A.
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11.3. KnroyeBble 0COOEHHOCTU

11.3.1. Ba3oBble KOHUenuMu

®dopwmart 3aronoska TCP
0 1 2 3
012345678901234567890123456782901

~J

fot—t—f—t—t—

+

_+_

+

I R e L S et et L e

Source Port | Destination Port | =ttt -ttt
e s e e e S Sequence

Number | =ttt —t—F—t—F—t—F—t—F—t—F =ttt =ttt —+—
t=t—t—t—t—t—t—t=+ | Acknowledgment Number | +-+-

A et e A R et S

| Data | [UIA|P|IR|S|F|
| Offset| Reserved |R|C|IS|S|Y|I| Window |
\ | |[GIKIH|T|IN|N| [ e e e e e e e e e A o

e st S

\ Checksum | Urgent Pointer | A=ttt —t—t—+-
i e e e e A e e e e e s s Options
| Padding | A-t-t-t—t—F—F—F—F—Ft—F—t—t-t-t—t—t—t—t—t -ttt
Fot—t—t—t—t | data | +=t—t—t—t-+-t-+-+-

e e et S

e Source Port (McxoaHbIN NOPT) — 3T0 16-paspsiaHbIA HOMEP NCXOQHOro nopTa.

o Destination Port (MopT Ha3HavyeHus) — 9TO0 16-paspsgHbLIN HOMEpP MopTa
HasHa4vyeHwus.

o Sequence Number (MopsaakoBbI HOMep) — 3T0 32-6UTHbBIN NOPSAKOBLIN HOMEP.

¢ Acknowledgment Number (Homep noarBepxaeHus)) — 3170 32-OMTHbIN HOMEP,
KOTOpbIA onpefensaeT crneaylowmin nopsaakoBbli HOMEP, KOTOPbIA OOMMKEH MOMyyYnuTb
nonyyarenb.

¢ Data Offset (CmeLleHne gaHHbIX) — 3TO 4-pa3psgHoe YMCho, YKkasbiBatoLlee obLiee
KonuyecTteo Gantos B 3aronioBke TCP (onuus BkoYeHa), pasgeneHHoe Ha 4.

e but dpnara — 6 6ut. URG: none cpoyHoro ykasaTens siensietca 3HaummbimM; ACK: none
noaTBEPXOEHMST sABNsieTCA 3HauMMbiM; PSH: ykasbiBaeT Ha dyHkumo push; RST:
cbpacbiBaet TCP-coeamHeHne; SYN: CUMHXPOHM3MPYET MOPSAKOBLIA  HOMEP
(yctaHaBnmBaeT TCP-coeguHeHue); FIN: ©Oomnblle HeET [aHHbIX OT OTNpaBUTENS
(3akpbiBaeT TCP-coeanHeHune).

e 16-OMTHOE 3HayeHWe OKHa WCNOMb3yeTcA AN ynpaBneHus notokamu. B Hem
ykasblBaeTcs 06beM AaHHbIX, KOTOpble MOryT nepegaBaTbCA M3 OQHOPAHroOBOrO y3na
mexay naketamm ACK.

e Checksum (KoHTponbHas cymma) — 310 16-pa3psigHas KOHTPONbHasa cymMma.

e Urgent Pointer (Yka3atenb CpOYHbIX AaHHbIX) nmeeT 16-paspsagHyto Bepcuo 1
nokasblBaeT KOHEL, CPOYHbIX AAHHBIX, YTOObI MOXHO ObINO NPOAOIKUTE NPEPBaHHbIE
NOTOKM AaHHbIX. [Mpu ycTaHoBke 6uTa URG gaHHble nony4aroT NpuopuTeT Hag ApyrMMu
NOTOKaMMu LaHHbIX.
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TpexcTopoHHAA TexHonorna TCP Handshake

w N e

Mpouecc TpexcTopoHHero keutupoBaHus TCP BbinonHAeTCs cneayowmm obpasom:
KnueHT oTnpasnseT Ha cepsep nakeT SYN.

Cepsep nonyyaet nakeT SYN n orBevaeT naketom SYN ACK.

KnneHt nonyyaet nakeT SYN oT cepsepa u otBevaeT naketom ACK.

[Mocrne TPexXCTOPOHHEr0 KBUTMPOBAHWUSA KIWEHT M CepBep YCMELHO MOOKMHYEHbI U

FOTOBbI K Nepenadvye AaHHbIX.

11.3.2. O630p

PyHKUMA

OnucaHue

HacTtporika Tanm-

ayta SYN

HacTponka Tarim-ayTa oXugaHusi OTBETHOrO naketa nocre oTnpaBku
naketa SYN vnn SYN ACK

Hactpovka pasmepa
OKHa

HacTponka pasmepa okHa

HacTtpoiika  cbpoca
OTMpaBKu NakeToB

HacTtponka otnpaBku naketoB cbpoca TCP nocne nonyyeHus
coobLeHnin nopTa BHe JOCTyna

Hactponka MSS

Hactponte MSS ansa nogkntoverHnsa TCP

O6HapyxeHnne MTU
nyTu

Hangute HammeHbwumn MTU Ha nytm nepegaum TCP n
oTperynupyinte pasmep naketoB TCP Ha ocHoBe atoro MTU, 4tobbl
nsbexartb parmeHTaumm

TCP Keepalive

MpoBepbTe, paboTaeT fiv OAHOPAHIOBbLIN Y3en HOpManbHO

11.3.3. HacTtpounka Tanm-ayta SYN

11.3.3.1. NMpuHUKMN paboTbl

CoeaunHeHne TCP ycTaHaBnvMBaeTCs MOCre TPEXCTOPOHHEro KBMTUpoBaHus: OTnpasBuTenb
otnpaenseT nakeT SYN, nonydatens otBevaeT naketom SYN ACK, a 3atem oTnpaButenb

oTtBeYaeT naketom ACK.

e Ecnu nonyvatenb He otBevaeT Ha nakeT SYN ACK nocne Toro, kak oTrnpaBUTENb
otnpaenseT nakeT SYN, oTnpaBuTenb npogosmkaeT nepegasaTb nakeT SYN B TeueHune
onpegeneHHoOro BpeMeHu uUnm 4o ucteveHns nepmoga Tanm-ayTra.

e Ecnu nonyyatenb otBeTuT Ha nakeT SYN ACK nocre Toro, kak oTnpaBuTeNb OTNPaBuT
naket SYN, HO oTnpaBuTenb He OTBETUT Ha nakeT ACK, nmonyyatenb npogornkaeT
nepenaeaTb nakeT SYN ACK B TeueHne onpedeneHHoro BpEMEHN UM OO0 UCTEYEHUS
nepvoga Tanm-ayTa. (1o npoucxoaut B cnyyae gnyaa SYN.)

11.3.3.2. CBA3aHHaA KOHduUrypaums

HacTtpounka Tanm-ayta TCP SYN

e Tanm-ayt TCP SYN no ymonuaHuto coctaBnseT 20 CEeKyHA.
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e 3anyctute kKomaHgy ip tcp synwait-time seconds B pexume rrnobanbHomn
KoHgUrypauum, 4tobbl HacTpouTb Tanm-ayT SYN B gnanasoHe oT 5 go 300 cekyHa.

e B cnyyae dnyaa SYN cokpaweHne Bpemern oxungaHna SYN cHukaeT notpebneHve
pecypcoB. OgHako oHa He paboTaeT npu HenpepbiBHOM dnyae SYN. Ecnn ycTponcTBo
aKTUBHO 3anpalunBaeT NoAKMYEHNE K BHELLHEMY YCTPONCTBY, Hanpumep, C NOMOLLLIO
telnet, cokpaweHne BpemeHn oxmaaHms SYN cokpallaeT BpemMsi OXuaaHus
nonb3oBartens. B nnoxon cetn MOXHO npoanuTb Bpems oxunaaHna SYN.

NMPUMEYAHMUE: B Bepcum 11.0 nnm 6onee nosgHern oHa npumeHsietcs kak kK TCP IPv4, Tak u k

TCP IPVG6.

11.3.4. HacTpouka pa3mMepa OKHa

11.3.4.1. NMpuHUUN paboTbl

[laHHble 13 OAHOPAHroBOro yana KewwupyTcsa B npuHumatowem ©Oydgepe TCP un 3atem
cuMThbiBalOTCA MNpunoxeHnamu. Pasmep okHa TCP ykasbiBaeT pasmep cBobogHOro Mecrta B
npuHumatoem bycepe. [Ana nogknodeHns 6onbwnx 06bEMOB OaHHbIX C LUMPOKOW MONOCON
NPonyckaHus yBenuyeHue pasmepa OKHa 3HA4YMTEeNbHO MOBbLIWAET MNPOU3BOAUTENBHOCTD
nepegayn gaHHbix no npotokony TCP.

11.3.4.2. CBA3aHHaA KOHduUrypaums
Hactponka pasmepa okHa

e 3anyctute komaHgy ip tcp window-size size B pexume rrnobanbHON KOHUrypauum,
4yToOblI HacTpouTb pasmep okHa oT 128 po (65535<<14) Gant. 3HayeHue no
ymonyaHuio — 65 535 6ant. Ecnn pasmep okHa npeBblwaeT 65 535 6anT, yBenmyeHune
OKHa ByaeT BKNIOYEHO aBTOMaTUYECKU.

e Pasmep okHa, 0ObSABIEHHbIM OQHOPAHIOBOMY Y31y, SABNAETCSH MEHbLUMM 3HaYeHUeM
MeXay HaCTPOeHHbIM pasMepoM OkHa U cBOBOAHLIM NPOCTPAHCTBOM NMPUHMMAIOLLENO
Oydepa.

NMPUMEYAHME: B Bepcun 11.0 nnn 6onee nosgHen oHa npumeHsieTcs kak kK TCP IPv4, Tak n k
TCP IPv6.

11.3.5. HacTtpouka copoca oTnpaBKu NakeToB

11.3.5.1. NMpuvHUKUN paboTbl

Ecnn TCP-coeanHeHne, K KOTOPOMY NPUHALNEXUT NaKeT, He MOXET OblTb MAEHTUOULMPOBAHO,
TO npu nepegadve TCP-nakeToB NPpUNOXEHNAM NOKasnbHbIN KOHEL, OTNpaBndeT nakeT copoca Ha
y3en ang npekpawenus TCP-coeanHeHns.

3MNOyMbILLMEHHUKM MOTYT UCNONb30BaTh COOOLWEHWMsT O HeAOCTYMHOCTM nopTa Afif aTaku Ha
YCTPOWNCTBO.

11.3.5.2. CBA3aHHaA KoHduUrypaums

HacTponka otnpaBkn naketoB cbpoca TCP nocne nonydeHnsa coobLueHnn o HegOCTYMNHOCTU
nopta

Mo ymonyaHuio BKItoYeHa pyHKLMSA oTnpasku naketos copoca TCP npu nonyyeHnn coobLleHnn
O HeOCTYMHOCTM nopTa.

BbinonHuTe komaHgy no ip tcp send-reset B pexume rnobanbHOM KOHUrypaumm, 4Tobbl
OTKNIOYMTL OTNpaBKy nakeToB cbpoca TCP npu nonyyeHnn coobLLeHnn O HeAOCTYNMHOCTM NopTa.
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lMocne BKMOYEHUA 3TOM (byHKLl,VIVI 3N10YMbIWNEHHUKN MOryT WCMNOJ1b30BaTb COO6LL|,€HVIF| (0]
HeOOCTYNHOCTU NOPTa ANA aTakmn Ha yCTpOIZCTBO.

NMPUMEYAHMUE: B Bepcum 11.0 nnm 6onee nosgHern oHa npumeHsieTcs kak kK TCP IPv4, Tak u k
TCP IPv6.

11.3.6. Hactpouka MSS
11.3.6.1. NMpuHUKUN paboTbl

MSS o3HauyaeT o0wmMii 06beM gaHHbIX, coaepxalmxca B cermeHTe TCP, 3a UCKMOYeHneM
napameTpoB TCP.

TpexcTopoHHee pyKonoXaTue OCYLWEeCTBRsSeTCs NOCpeacTBoM cornacoBaHms MSS. O6e
CTOpOHbI gobaenatoT onumo MSS k naketam SYN, ykasbiBad Ha HanbonblLnm 06bEM AaHHbIX,
KOTOpbI MOXeT 00paboTaTh NoKanbHbIA KOHEL, @ UMEHHO, 00beM AaHHbIX, pa3peLleHHbIX OT
ogHopaHroeoro yana. Obe cTopoHbl NpyHMMaoT MSS MeHbLLero pasmepa Mexay HUMWU, Kak
o6bsABneHHyto MSS.

3HauveHne MSS paccunTbiBaeTCH criegyowmm obpasom:

o |IPv4 TCP: MSS = pasmep 3aronoBka ucxogswero nHrepderica MTU IP (20 6anT),
pasmep 3aronoska TCP (20 6anT).

e |Pv6 TCP: MSS = paamep 3aronoska IPv6 MTU nytu (40 6anT), pasamwep 3aronoska TCP
(20 GanT).
NPUMEYAHMUE: B Bepcumn 11.0 nnun 6onee nosgHen oHa npumeHsieTcs kak K TCP IPv4, Tak n K
TCP IPVv6.

NMPUMEYAHME: adhdekTnBHasa cuctema MSS npegcraBnsieT cobom MeHbLLYIO CUCTEMY MeXaY
paccyMTaHHON CUCTEMOWN U CKOHMPUIYPUPOBAHHOW CUCTEMOWN.

NMPUMEYAHMUE: ecnn coeanHeHne nogoepxmeaeT onpeaeneHHble onunm, To U3 3HadveHusa MSS
cnegyert BblMECTb ANUHY onuum (C y4eToM cMeLleHns gaHHbiX data offset). Hanpumep, 20 6ant
ans pangpkecta MD5 (c ydeTom cmelleHus gaHHbix data offset) gomkHbl ObiTb BbIMTEHBLI M3
MSS.

11.3.6.2. CBA3aHHaA KoOHduUrypaums
Hactponka MSS

e 3anyctute koMaHgy ip tcp mss max-segment-size B pexume rnobanbHon
KOHpurypaumm, 4tobbl 3agate MSS. [InanasoH coctaensieT ot 68 go 1000 GanT. lo
ymonyaHmio MSS paccuntbiBaeTtcs Ha ocHoBe MTU. Ecnun HacTpoeHa cuctema MSS,
adppeKkTMBHAA cnctemMa npeacTtaBnsieT cCoO60N MEHbLLYIO CUCTEMY MEXAY pacCYUTaHHOM
CUCTEMOM N CKOHAOUIYPUPOBAHHOW CUCTEMOWN.

e  Cnuwkom manas cuctema MSS cHuxaeT Npom3BoANTENBHOCTb TpaHCMUccun. MoxxHo
noebicuTb Nnepegavy TCP, yBennume MSS. Beibepute 3HaueHne MSS, ncnonesys MTU
nHTepdenca. Ecnm nepBbii Gonblwe, naketel TCP OyaoyT dparmeHTUMpoBaHbl, U
Npou3BOANTENBHOCTb Nepeaayn OyaeT CHKeHa.

11.3.7. ObHapyxeHue MTU nyTtu
11.3.7.1. NMpuHUKMN paboTbl

O6HapyxeHne MTU nytn, npegycmoTtpeHHoe B RFC1191, ncnonbsyetcs ang obHapyxeHus
HanmeHblero MTU B nytn TCP, 4tobbl n3bexatb dparmeHTaumMm n noBbiCUTb KOIMPUUMEHT
NCNonb30BaHWs Nonockl nponyckanus ceTu. Mpouecc obHapyxeHns MTU nytn TCPv4 onucaH
HUXe.
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e VictouHuk otnpaenset TCP-nakeTbl ¢ 6Gutom Don’t Fragment (DF), ycTaHOBNEHHbIM BO
BHelwHeM IP-3aronoske.

o Ecnu 3HayeHne MTU ucxogswero nHtepgenca mappytusatopa B nytm TCP MeHbLue,
yem anuHa IP-nakeTa, nakeT 6yaeTt yaaneH, a nakeT owmnbok ICMP, nepepatowwmii aToT
MTU, 6ygeTt oTnpaBneH B UCTOYHMK.

e [lpu aHanu3e naketa owmnbok ICMP nctoyHuk nonyvaeTt HanmeHbwun MTU B nytu
(nyte MTU).
Pa3smep nocreayowmx cerMeHToB AaHHbIX, OTNPaBfeHHbIX UCTOYHUKOM, He npeBbicuT MSS,

KOTOPbI paccunTbiBaeTcs cneayowmm obpasom: TCP MSS = Path MTU — pa3smep 3aronoska
IP — pa3smep 3aronoska TCP.

11.3.7.2. CBA3aHHaA KoOHduUrypaums
BknioueHne obHapyxeHus MTU-nytun
Mo ymonuyaHuio obHapyxeHne MTU-nyTn OTKIHOYEHO.

3anyctute komaHgy ip tcp path-mtu-discovery, 4to6bl BKMOUMTE PMTUD B pexnme
rnobanbHon koHdurypaumn. B Bepcumn 11.0 unm 6onee nosgHen oHa NPUMEHSETCA TOMBKO K
npoTokony IPv4 TCP. PMTUD TCPv6 BKItoYeH NOCTOAHHO N HE MOXET ObITb OTKIOYEH.

11.3.8. TCP Keepalive
11.3.8.1. NMpuHUKMN paboTbl

Bbl moxeTte Bkntounte TCP keepalive, 4ToObl NpoBepuTb, paboTaeT N OQHOPAHIOBLIN Yy3en
HopmanbHOo. Ecnn TCP-koHeu He oTnpaBnsieT nakeTbl Ha APYron KOHeW B TedeHue
onpeaeneHHoro nepuvoda BpemMeHn (a MMeHHo nepuoga 6e3gencteuns), NocrnegHuii HaumHaeT
HEeCKOJS1bKO pa3 nocrenosaTernbHO OTNpaBfisaTh nakeThbl Keepalive Ha nepBbid. Ecnn oTBETHLIN
nakeT He nonyyeH, TCP-coegnHeHne cuntaeTcs HeakTUBHBLIM, @ 3aTEM 3aKPbITbIM.

11.3.8.2. CBA3aHHaA KoHduUrypaums
BkntouyeHne Keepalive

o [lo ymonuanuio TCP keepalive oTknoueH.

¢ 3anyctute komaHgy ip tcp keepalive [interval numl] [times num2] [idle-period num3]
B pexume rnobanbHon koHdurypaumm, 4tobbl Bknounte TCP keepalive. Onncanue
napameTpa cM. B pa3gene CBa3aHHble KOMaHabI.
NMPUMEYAHME: B Bepcun 11.0 nnm 6onee nosgHen oHa npumeHsieTcs kak kK TCP IPv4, Tak u K
TCP IPv6.

NMPUMEYAHME: sTa KOMaHOa npumMmeHsieTcs kak k cepepy TCP, Tak 1 K KITMEHTY.
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11.4. HacTtpouka

HacTtpownka

OnucaHve n kKomaHAaa

Ontnmmsaumsa
MPOn3BOAUTENBHOCTU

ICcP

(ONMUMOHANBHO) ncrnosnbayeTcs ans onTumMmsaumnu
npoussoauTensHocTK coegmHennsa TCP

ip tcp synwait-time HacTponka TanmMm-ayTa ans
coeaguHeHus TCP

ip tcp window-size HacTtpouika pasmepa okHa TCP

ip tcp send-reset Hactporka oTnpaBky nakeTos
cbpoca TCP nocne nonyyeHns
COOOLIEHNN, HeOOCTYMNHbIX Ans
nopTa

ip tcp mss Hactpouka cuctembl MSS ans
nogknoyeHnsa no npotokony TCP

ip tcp path-mtu-discovery BkntoyaeT o6HapyxeHmne MTU
nyTu

O6HapyxxeHue
VCKMOYEeHUS

(HeobsizaTenbHO) ucnonb3yeTcsa Ans  onpefeneHus  Toro,
paboTaeT fim O QHOPAHIOBLIN y3en HOPMarbHO

coeanHenusa TCP

ip tcp keepalive BkntoyaeT TCP keepalive

11.4.1. OnTumusaumua npoussoguTenbHocTu TCP

11.4.1.1. Pe3ynbTaT KOH(pUrypaumm

O6ecne4veHne ontumarnbsHonm npomnssoanTensHocTn TCP v npegoTepalleHne pparmeHTauum.

11.4.1.2. NMpumeyaHunsn

HepocTtynHo

11.4.1.3. OTanbl KOHUrypaumm
Hactponka tanm-ayta SYN

e  OnuuoHanbHo.

e Hactponte ero Ha 0boux koHuax coeamHeHust TCP.
Hactponka pasmepa okHa TCP

e  OnuuoHanbHo.

e HactponTe ero Ha 06oux koHuax coegnHeHus TCP.

HacTtponka otnpaBku naketoB cb6bpoca TCP nocne
HeAOCTYNMHOCTU NopTa.

e  OnuuoHanbHo.

nosiy4eHuss coobweHnun o
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e HactpornTe ero Ha 06oux koHuax coeamHeHust TCP.

HacTtponka MSS

e  OnuuoHarnbHo.
e HactponTe ero Ha 06oux koHUax coeanHeHust TCP.
BknroyeHune obHapyxeHusa MTU-nyTtn

e  OnuuoHanbHo.

e HactpornTe ero Ha 06oux koHuUax coeanHeHust TCP.

11.4.1.4. NMpoBepka KOHUrypaumm

HepocTynHo.

11.4.1.5. CBA3aHHble KOMaHAbI

HacTtpouka Tanm-ayta SYN

KomaHga ip tcp synwait-time seconds

Onuncanne seconds: ykasbiBaeT Bpemsa oxugaHua naketa SYN. [duanasoH

napameTpoB coctaenseT oT 5 go 300 cekyHa. Mo ymonyanuio: 20 cekyHa

Pexnm Pexwum rnobansHon koHdurypaumm

KOHpurypawmm

BcTpoeHHas B cnyvyae donyga SYN cokpalieHne Bpemenn oxungaHms SYN cHuxaeT

nopckaska notpebneHne pecypco. OgHako oHa He paboTaeT npu HenpepbiBHOM
dnyne SYN. Ecnv yCTpoOMCTBO akTUBHO 3anpaluvMBaeT MoAKMoYeHne K
BHELWHEMY YCTPOWCTBY, Hanpumep, ¢ nomowbio telnet, cokpalieHue
BpemeHun oxmaaHms SYN cokpallaeT BpeMs oXxngaHnd nonb3osatens. B
NSIOXOMN CETU MOXHO NPOANuTb BpeMsi oxmnaaHna SYN

Hactponka pasmepa okHa TCP

KomaHga ip tcp window-size size

Onuncanne size: ykasbiBaeT pa3mep okHa TCP. [nanasoH coctasnset ot 128 go
napameTpoB (65535 << 14) 6anT. 3Ha4eHne no ymonyaHuo — 65 535 Gant

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

HacTtponka omnpaBku naketoB cbpoca TCP nocne nony4YeHMA CcOOOLEHMA O
HeAOCTYNMHOCTU NopTa

KomaHga ip tcp send-reset
Pexnm Pexwum rnobansHon KoHUrypauum
KOHpurypaumm
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BcTpoeHHas Mo ymonuaHuio BknoYeHa yHKUMSt OTnpaBkM naketoB copoca TCP npu
noackaska nony4yeHun coobLLeHnn 0 HeAOCTYNHOCTM NopTa

Hactponka MSS

Komanpa ip tcp mss max-segment-size

Onucaxve max-segment-size: ykasblBaeT MaKkCMMarslbHbIA pa3Mep CerMeHTa.

napameTpoB HnanasoH coctaBnsget ot 68 go 10000 Gawnt. MNo ymonyaHuo MSS
paccunTbiBaeTca Ha ocHoBe MTU

Pexum Pexum rnobanbHon koHdurypauum

KOHcpurypaumm

BcTtpoeHHas OTta KkomaHga onpegenser MSS pna yctaHoBnenus ceasu TCP.

noAckaska CornacoBaHHass MSS gna HOBOro coeAnHeHNs OoMmKkHa ObiTb MEHbLLE,

yem MSS. Ecnu Bbl XO0TUTE yMeHbWUTb MSS, BbINONHUTE 3Ty KOMaHAy.
B npoTrMBHOM criyyae He BbINOSTHANTE HAaCTPONKY

Hactponka o6HapyxeHusa MTU nytm

KomaHga ip tcp path-mtu-discovery [ age-timer minutes | age-timer infinite]
Onucanne age-timer minutes: ykasblBaeT MHTepBan AMs HOBOro npobupoBaHus
napamMmeTpoB nocne obHapyxeHua MTU nytu. OuanasoH coctaBndget ot 10 go 30
MUHYT. 3Ha4yeHre No ymonyaHuio — 10 MUHYT.
age-timer infinite: nocne obHapyxenna MTU nytn npobupoBaHue He
peann3oBbliBaeTCs
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm
BcTpoeHHas PMTUD — aTo anroputm, onmcaHHbin B RFC1191, HanpaBneHHbI Ha
noackaska NnoBbILWeHne KoahULUMEHTA NCNOSb30BaHUS NoMoCkl NponyckaHud. Mpu

npumeHeHun npotokona TCP k nakeTHow nepedade AaHHbIX 3Ta MYHKLUNS
MOXeT cnocobCTBOBATbL MOBLILLEHNIO NMPOU3BOAMNTENBHOCTM NEpedaYn.

Ecnn MSS, vcnonbdyemas Ons NOOKMIOYEHUS, MEHbLUe, YeM MOXeT
obpaboraTtb ogHopaHroBoe coeauHeHue, To MSS Gonblero pasmepa
OyaeT ucnonb3oBaTbCA KaKAbI pa3, Koraa uctedeT Bpems TanMmepa.
Tanmep ycTtapeBaHus npegctaBnsieT cobon BPeMEHHOW WHTepBan, B
TeyeHne kotoporo TCP ouenmBaetr MTU nytm ¢ nomowbio 6Gonee
kpynHon MSS. [lMpouecc obHapyxeHusi ocTaHaBnMBaeTcs, ecrnv nmbo
cuctema otnpaeBnsemon MSS umeeT TakoM ke pasmep, Kak
cornacoBaHHasi OAHOpPaHroBasi CeTb, NMOO MNoMb3oBaTeslb OTKIYNUI
Tanmep Ha MapLupyTmusatope. [ng oTKNioYeHNs TamMmepa ycTaHoOBUTE ero
Ha infinite
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11.4.1.6. NMpumep KoHdUrypaumm

BknroyeHune obHapyxeHusa MTU nytm

OTanbl Bkntounte PMTUD ansa coeanHeHusa TCP. BeiGepnte HacTporiku Taimepa
KOHcpurypauum BO3pacTa o yMosi4aHuio

QTECH# configure terminal

QTECH(config)# ip tcp path-mtu-discovery

QTECH(config)# end
MpoBepka 3anyctute komaHgy show tcp pmtu, 4tobbl otobpasuTts IPv4 TCP PMTU
KOHUrypauum

QTECH# show tcp pmtu
Number Local Address  Foreign Address PMTU
1 192.168.195.212.23 192.168.195.112.13560 1440

3anyctute komaHay show ipv6 tcp pmtu, 4tobbl otobpasnte IPv6 TCP
PMTU

QTECH# show ipvé tcp pmtu
Number Local Address  Foreign Address PMTU
1 1000::1:23 1000::2.13560 1440

11.4.2. OGHapyXeHune ucknryeHmsa coeguHeHusa TCP

11.4.2.1. Pe3ynbTaT KOH(pUrypaumm

MpoBepbTe, paboTaeT N OQHOPAHIOBbLIN y3eST HOPMarbHO.

11.4.2.2. 3Tanbl KOHPUrypaumm

BknitoueHne TCP Keepalive

e  OnuuoHanbHo.

11.4.2.3. CBA3aHHbIe KOMaHAbI

BknitoueHne TCP Keepalive

KomaHga ip tcp keepalive [interval num1] [times num2] [idle-period num3]
Onuncanne interval numl: ykasbiBaeT WHTepBan oOTnNpaBkM nakeToB keepalive.
napameTpoB OwanasoH coctaBngaeT oT 1 00120 cekyHa. [No ymonyaHuio: 75 cekyHa.

times num2: ykasblBaeT MakcumanbHOE BpeMs OTNPaBKM MaKETOB
keepalive. lnanasoH coctaensget oT 1 go 10. No ymonyaHuio: 6.
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idle-period num3: ykasblBaeT BpeMd, Korga OOHOPAaHroBblA y3en He
OTNpasrseT NakeTbl Ha JOKanbHbLIA KOHeL, OHO cocTasnseT oT 60 go
1800 cekyHAa. 3HayeHue No ymonyanuio coctasnsaeTt 15 MuHyT

Pexum Pexwum rnobanbHon KoHdUrypauum

KOHcpurypaumm

BcTpoeHHas Bbl moxeTe Bkntounte TCP keepalive, 4ToObl npoBepuTb, paboTaeT nu

noackaska OAHOPAHroBLIN y3en HopmanbHO. [aHHas dyHKUMSA BbIKNOYEHaA MO
YMOMYaHMIo.

Mpegnonoxum, 4To nosnb3oBaTenb BKNoYaeT yHKumio keepalive TCP ¢
HacTpoMkaMn WHTEpBana, BpemMeHM u nepuoga ©Oe3gencTBua Mo
ymon4yaHuio. Nonb3oBaTenib He MonyYaeT NakeTbl OT APYroro KoHua B
TeyeHne 15 MUMHYT, a 3aTeM HayMHaeT OoTnpaBnATb nakeTbl Keepalive
Kaxkgble 75 cekyHn B TedeHue 6 pas. Ecnn nonb3oBaTenb He nony4vaet
naketoB TCP, coeanHeHne TCP cuutaetca HeakTUBHbIM W 3aTeM
3aKpblBaeTcsA

11.4.2.4. NMpumep KoHdUrypaumm

BknitoueHne TCP Keepalive

OTanbl KoHUrypaumm Bknounte dyHkumo keepalive TCP Ha ycTponctBe C
WHTepBanom interval n nepuogom 6eagencreusa idle-
period, ycTaHOBNEHHbIM Ha 3 MUHYTbl M 60 cekyHq
COOTBETCTBEHHO. Ecnu nocne 4eTbipex NomnbITOK OTrpaBKu
nakeToB keepalive nonb3oBaTenb He nony4vaet naketos TCP
C Apyroro koHua, coegnHeHue TCP cuntaeTcs HeakTUBHbLIM

QTECH# configure terminal

QTECH(config)# ip tcp keepalive interval 60 times 4
idleperiod 180

QTECH(config)# end

lMpoBepka KoHUrypawmm Monb3oBaTenb BXOAUT B CUCTEMY YCTponCTBa Yepes telnet,
a 3aTteM BbIKIOYAET foKanbHOEe YCTPOMCTBO. 3anycrturte
KomaHgy show tcp connect Ha yganeHHOM YCTPOWCTBE,
4YTOOLI NPOBEPUTL, KOorga OyaeT yganeHo coeanHeHne IPv4
TCP
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11.5. KOHTpOsnb COCTOSAHUA

11.5.1. OToGpaxeHue

OnucaHue

KomaHpa

OT1obpakeHne 0CHOBHOM
MHdopmMaumm o
coeanHeHun IPv4 TCP

show tcp connect [local-ip a.b.c.d] [local-port num] [peer-ip
a.b.c.d] [peer-port num]

OT0bpaxeHne CTaTUCTUKN
coeanHeHus IPv4 TCP

show tcp connect statistics

OT1obpaxeHue MTU TCP
IPv4

show tcp pmtu [local-ip a.b.c.d] [local-port num] [peer-ip
a.b.c.d] [peer-port num]

OTtobpakeHune
nHpopmaumm o nopte TCP
IPv4

show tcp port [num]

OTtobpakeHne 0CHOBHOM
MHpopmaumm o
coeaguHeHun IPve TCP

show ipv6 tcp connect [local-ipv6 X:X:X:X::X] [local-port
num] [peer-ipv6 X:X:X:X::X] [peer-port num]

OTtobpaxeHne CTaTUCTUKM
coeanHeHus IPve TCP

show ipv6 tcp connect statistics

Otobpaxenne MTU TCP
IPv6

show ipv6 tcp pmtu [local-ipv6 X:X:X:X::X] [local-port num]
[peer-ipv6 X:X:X:X::X] [peer-port num]

OTtobpakeHune
nHdopmaumm o nopte TCP
IPv6

show ipv6 tcp port [num]

11.5.2. OTnagka
NMPUMEMAHUE:

CUCTEMHbIE pEecypcCbl 3aHsATbl MPW BbIBOAE OTNAZOYHOM MHGOpMauuK.

MoaToMy, OTKIOYMTE OTNAAKY Cpasy MOCMe UCMOMb30BaHMS.

OnucaHue

KomaHpa

OTtobpakaeT oTNagouHyto
MHdopmaumio o
TCPnaketax IPv4

debug ip tcp packet [ in | out] [local-ip a.b.c.d] [peer-ip
a.b.c.d] [global | vrf vrf-name] [local-port num] [peer-port
num] [deeply]

OtobpaxaeT
MHdopMaLmo No oTnagke
coeguHenus IPv4 TCP

debug ip tcp transactions [local-ip a.b.c.d] [peer-ip a.b.c.d]
[local-port num] [peer-port num]j
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OnucaHue KomaHaa

OTobpakaeT OTNagoyHyo debug ipv6 tcp packet [in | out] [local-ipv6 X:X:X:X::X] [peer-

nHpopmaumio o TCP- ipv6 X:X:X:X::X] [global | vrf vrf-name] [local-port num] [peer-
naketax IPv6 port num] [deeply]
OTtobpaxaeT debug ipv6 tcp transactions [local-ipv6 X:X:X:X::X] [peer-

WHdopMaLMIO MO OTnaake ipv6 X:X:X:X::X] [local-port num] [peer-port num]
coeauHenus IPve TCP
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12. HACTPOUKA NMPOTOKOIA IPV4/IPV6 REF
12.1. O630p

Ha ycTponcteax, KOTOpble He MoAadepXuBaloT annapaTHyr nepecbinky, naketbl |Pv4/IPve
nepecbinatTca nporpammHo. [na ontMmusaumm npon3sBognTenbHOCTM Nepechisikn Ha OCHOBE
nporpammHoro obecneveHnsa, obopymoBaHne QTECH wucnonb3yeTr 3akcnpecc-nepechbisiky
IPv4/IPv6 ¢ nomoLubio doyHKumMoHana REF.

REF nopoepxvBaet aBe Tabnuupbl: Tabnuuy nepecbinkm u Tabnuuy cmexHoctu. Tabnuua
nepecbifikn UCNoNb3yeTcs ANs XpaHeHus MHopmauun o MapupyTe. Tabnuua cMmexHOCTH
ocHoBaHa Ha Tabnuue ARP n Tabnuue cocegen IPv6 1 cogepxmut nHopmauuio o nepesanucu
ypoBHs 2 (MAC) ansa crneaytowlero nepexoja.

REF wucnonbayetcsa Aons aktuBHOro paspelueHus next hop-os n peanusaumm 6anaHcupoBKM
Harpysku.

12.2. NpumeHeHne

NMpumeHeHne OnucaHue
BanaHcmnpoBka Bo Bpemsi ceTeBow maplpytusauum, korga npedukc mapupyTa
Harpysku CBA3aH C HecKonbkuMu cregyrowmmn nepexogamn, REF moxet

peanu3oBaTb  06anaHCUpPOBKY  Harpysku Mexay  HeCKOSbKUMM
cnegylowmmn nepexogamu

12.2.1. BanaHcupoBKa HarpysKku

12.2.1.1. CueHapun

Kak nokasaHo Ha PucyHke 67, npedwukc maplipyta cBs3daH c Tpemsa next hop-amu Ha
Mapwpytmnsatope A, a umeHHo: Link 1, Link 2 n Link 3. MNo ymonuanmio REF peanuayet
©anaHcMpoBKy Harpy3kum Ha ocHoBe IP-agpeca HasHadeHusi. BanaHcupoBKa Harpyskm MoxeT
ObITb peanu3oBaHa Takke Ha ocHoee IP-agpeca nctoyHuka u IP-agpeca HasHauyeHus.

PucyHok 12-1.
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A — 9TO MapLupyTMU3aTop, Ha KoTopoM BbinonHaeTca REF.
B, C u D — nepepatoLine ycTponcTea.

12.2.1.2. OnucaHue

3anyctute REF Ha maplpyTusaTtope A.
12.3. KntouyeBble 0COOGEHHOCTHU

12.3.1. ba3oBble KOHLUenuuu

REF IPv4/IPv6 BKkntoyaeT cneaytoLlme OCHOBHbIE MOHATUS:
Tabnuua mappyTusauum

B Tabnuue mapwpyTtusaumm IPv4/IPv6 cogepxaTtca MaplpyTbl K onpefeneHHbiIM MecTam
Ha3Ha4yeHus u ceefeHus o Tononorun. Bo Bpems nepechiniku naketo REF IPv4/IPv6 BeibupaeT
nyTW Nnepegayn nakeToB B COOTBETCTBUM C TabnuLen MapLipyTusaumm.

CocepnHum ysen

CocegHuin y3en coaepXuT MHGOPMaLMIO O BbIXOAHOM UHTepdence 0 MapLupyTU3NpyeMblxX
naketax, Hanpumep, criegylowmin nepexoq, cregywowmn obpabaTbiBaeMbli KOMMNOHEHT U
MHKaNCynsAuMio Ha ypoBHe kaHana. Korga nakeT comnoctaBfneH C CocedHVMM y3fnoMm, nakeT
WHKancynupyeTcs M 3aTeM nepecbinaetcs. [Ana 3anpoca nm 0OHOBREHUS CMEXHYy Tabnuuy
Yy3MOB 4acTo OpraHu3yloT B xewTtabnuuy. [Ona nogaepxkn 6GanaHCUPOBKM HArpysku Mpu
MapLupyTu3auum nHpopmaums o cneayrowem nepexoae ynopsigodeHa B 3anvcu 6anaHcMpoBkm
Harpysku. CocegHuin y3en He MOXeT coaepxaTb nHopmavnmio o next hop. OH MOXET cogepxaTtb
MHOEKCbl CrneayloLlmx KOMMOHEHTOB (Hanpumep, Apyrve JIVHEenHble KapTbl U KapTbl C
HECKONbKUMM CEPBUCHBIMW KapTami), koTopble byayT obpabaTbiBaThCs.

AKTUBHOe pa3pelueHue

REF nopgpepxumBaeT paspelueHue criegytowlero nepexoga. Ecnm MAC-agpec cnepytoLlero
nepexoga HeussecteH, REF 6ygeT akTMBHO paspewaTb cnegyiowmn nepexoq. IPv4 REF
3anpalunBaeT paspelleHne cregytowero nepexoga ona mogynsa ARP, a IPv6e REF npumeHseT
ND-mofyrnb K paspeLueHuto.

MyTb nepeagpecauum naketToB

MakeTbl MepecbinaloTcsl Ha ocHoBe agpecoB IPv4/IPv6. Ecnn ykasaHbl agpeca IPv4/IPv6
NCTOYHMKA N HA3HAYeHNs NakeTa, onpeaenseTca NyTb NePECHINKN 3TOro NakeTa.

12.3.2. MonnTnKn 6anaHCUpPOBKU Harpy3Ku

BanaHcupoBka Harpysks HacTpoeHa Ha pacnpefenieHve Harpysku Tpaduka Mexay
HECKOIbKMMW CETEBLIMM KaHanamu.

12.3.2.1. NMpuHUKMN paboTbl

Mo ymonyaHuto kOMMyTaToOp nogaepXuBaeT NONUTUKM GanaHCUMpPOBKW Harpy3km Ha OCHOBE
IP-agpecoB Ha3HayeHus. B mogenu REF npedukc maplipyTa cBasaH ¢ HeckonbkMn Next Hop,
ApYyrMmMmn cnoeamu, 3To MapLlpyT C HeCKOMbKMMKU nyTamun. MapwpyTt 6ygeT cBasaH ¢ Tabnuvuen
GanaHcMpoBKM Harpy3kn n 6anaHCUPOBKOM Harpyskum Ha ocHoBe Beca. Ecnu naket IPv4/IPv6
COOTBETCTBYET 3anucn 6anaHCMpOBKM Harpyskn, OCHOBAHHOW Ha CamMOM AfIMHHOM COBMageHun
npedukco, REF BbinonHseT pacyeT xswa Ha ocHoBe IPv4/IPv6-agpeca nakeTta u BblbupaeT
nyTb ANSA NEePEeCbISIKM NakeTa.
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12.4. HacTtpouka

Mo ymonuaHuio KOMMYyTaTop noadepXuBaeT GanaHCUPOBKY HarpysksM Ha OCHOBE afpecoB
HasHadeHus. BbinonHuTe crnegytowme KOMaHabl Anst KOHTPOMS! COCTOSIHUS.

12.4.1. OTob6paxeHune ctaTucTukn naketos REF

CraTtuctmnka REF-nakeToB BknoyaeT B cebsi KONMYECTBO nepecbliaeMblX NAKeToB N KOJIN4eCTBO
OT6pOLLIeHHbIX NnakeToB MNO pPa3HbiM MpPpUYNHAM. MoxxHo onpegenntb, 6y,D,yT I NaKkeTbl
nepecbiaTbCA B COOTBETCTBUN C OXKUOAHUAMMN, OT06pa3I/IB N OYNCTUB CTaTUCTUKY REF-nakeToB.

KomaHpa

OnucaHue

show ip ref packet statistics

OTtobpaxaeT ctatucTuky naketos IPv4 REF

clear ip ref packet statistics

YpansieT ctatuctuky naketos IPv4 REF

show ipv6 ref packet statistics

OTtobpaxaeT cTtatucTuky naketos IPv6 REF

clear ipv6 ref packet statistics

YpanseT ctatuctmky naketos IPv6 REF

12.4.2. OToG6paxeHne nHpopmMaLumum 0 CMeXHOCTH

[ns oTobpaxeHns MHPOPMaLMN O CMEXHOCTU MOXXHO BbINOMHUTL CrieaytoLimMe KoMaHabi:

KomaHaa OnucaHue

show ip ref adjacency [glean | local || OtobpaxaeT yaganeHHble  CMEXHOCTH,
ipaddress | {interface interface_type nokarnbHble CMEXHOCTH, CMEXXHOCTHU
interface_number ) | discard | statistics] yKasaHHoro IP-agpeca, CMEXHOCTW,

CBsi3aHHble C yKasaHHbIM MHTepdencom, u
BCe CMeXHble y3nbl B IPv4 REF

show ipv6 ref adjacency [glean | local | ipv6-
address | (interface interface_type
interface_number) | discard | statistics]

OTobpaxaeT ydaneHHble  CMEXHOCTMH,
nokarnbHble CMEXHOCTMW, CMEXXHOCTU
ykaszaHHoro apgpeca IPv6, cmexHocTw,

CBsi3aHHble C YKasaHHbIM MHTepcencom, n
BCe cMexHble y3nbl B IPv6 REF

12.4.3. OTo6paxeHne nHcopmaumm o6 aKkTMBHOM pa3peLueHnmn

Ona otobpaxeHns Next Hop-oB, KoTopble HEOOXOAMMO paspeLlnTb, MOXHO BbINOMHUTL

cneaylowme KoMaHabl:

KomaHaa OnucaHue

show ip ref resolve-list

OTo6GpaxeHne cneayroLlero nepexoga A paspeLleHms

show ipv6 ref resolve-list

OTobpaxenne Next Hop onsi paspeluenns
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HacTtpoliika npotokona IPV4/IPV6 REF

12.4.4. OTob6paxeHue nicpopmaumm o NyTu nepeagpecauum naketos

MakeTbl NepecbinaldTcsd Ha ocHoBe agpecoB IPv4/IPv6. Ecnn ykasaHbl agpeca IPv4/IPv6
WUCTOYHUKA U Has3Ha4YeHnsa nakeTta, onpegenseTcs nyTb Nepecblki 3TOro nakerta. BeinonHute
cnefylowme KOMaHObl W YKaxuTe agpeca MCTOYHMKaA W HasHadeHuna [Pv4/IPv6 nakeTa.
OTobpakaeTcsa NyTb NEPECHLINKN NakeTa, HanpumMep, nakeT oTbpackiBaeTcsl, OTNpPaBnAeTCcAa Ha
LM nnu nepeckinaetcs. Kpome Toro, otobpaxkaeTcsi MHTEPdENC, KOTOPLIN NEPECHINaeT Naker.

KomaHpa

OnucaHue

show ip ref exact-route [oob | vrf vrf_name]
source-ipaddress dest_ipaddress

OTobpaxaeT nyTb NepecbInk1 naketa. oob
yKasblBaeT BHEMOJIOCHYHO CETb yrpaBneHns

show ipv6 ref exact-route [oob | vrf vrf-name ]
src-ipv6-address dst-ipv6-address

OTtobpaxaeT nyTb Nnepechiiku naketa IPV6.
oob  ykasbiBaeT BHEMOSIOCHYKD  CeTb
ynpaBneHus

12.4.5. OTo6paxeHune nHpopmaumm o mapwpyrte B Tabnmue REF

Ona oTtobpaxeHus uHdpopmaumm o mapwpyte B Tabnuue REF BbinonHute crnegyowme

KomMaHabl:

KomaHpa

OnucaHue

show ip ref route [vrf vif_name] [default | {ip
mask}| statistics]

OTobpaxeHne nHgpopmalmm o MapLupyTe B
Tabnuue REF IPv4. MapameTp default
yKa3blBaeT MapLUpyT Mo yMOMYaHuo

show ipv6 ref route [vrf vrf-name ] [
default | statistics | prefix/len ]

OTobpaxeHne nHpopmaLmm o MapLUpyTe B
Tabnuue REF IPv6. MNapameTp default
yKa3biBaeT MapLUPyT MO YMOMYaHUIO

(@ arecy
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13. ObWWAA NTHPOPMALIUA

13.1. NapaHTNAa u cepBuc

Mpouenypa n HeobxoanMble OENCTBUSA MO BONpOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMnUTbCS C MHCpOpMaLMen No Bomnpocam TecTupoBaHus 060pyaoBaHMSA MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHue Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

13.2. TexHn4yeckasa nogaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpocax, Kacawwmxcsi Hawero obopyaoBaHusi, TO
MOXKETe BOCMONb30BaTbCA pa3ferioMm TeXHMYeckon noaaepXku nonb3oBaTenenn QTECH Ha
Hawwem cante www.qgtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

13.3. AneKkTpoHHaA Bepcusa AOKYMEHTa
Hata nybnukauuun 17.04.2025

https://files.qtech.ru/upload/switchers/QSW-6900/QSW -
6900 _ip_address_app_config_guide.pdf
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