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1. HACTPOUKA SNMP
1.1. O630p

MpocTon npoTtokon ynpasneHus ceTtoto (SNMP) ctan ctangapTom ynpasneHus cetbto RFC1157
B aBrycte 1988 roga. B HacTosilee BpeMs, NOCKOSbKY MHOMMe MOCTaBLUMKM NOAAEPXKUBAIOT
SNMP, SNMP pakTnyeckn ctan ctaHgapTOM ynpaBreHust CeTbi U MPUMEHMM K cpefe, B
KOTOPOW B3aMMOCBSI3aHbl CUCTEMbI pasfn4YHbIX NocTaBLuKoB. Mcnonb3ys SNMP, ceTtesown
aAMUHUCTPATOP MOXET peanu3oBaTb OCHOBHble IYHKUUKM, TakMe Kak 3anpoc MHgopmaummn o
ceTeBblX Yy3nax, KOHdurypauus ceTtn, OOHapyXeHMe HeucnpaBHOCTEN, NaHWpOBaHWNE
NPOMNYCKHOM CMOCOBHOCTK, @ TaKkke MOHUTOPUHT 1 YNpaBreHne CceThbio.

Bepcun SNMP
B HacTosee BpemMs nogaepxunsarotca crnegyrowme sepcmum SNMP:

e  SNMPv1: nepeas odmumnansHaa sepena SNMP, onpegeneHHaa B RFC1157.

o SNMPV2C: apxutekTypa ynpasneHns SNMPv2 Ha ocHOBe community, onpefeneHHas
B RFC1901.

e SNMPv3: SNMPv3 obecrneuvBaeT creaywowme @yHKuMn 6e3onacHoCcTU nyTem
naeHTumKaumm 1 WNpPoBaHUs OaHHbIX.

1. O6ecneyeHune TOro, YTOObLI 4aHHbLIE HE ObINM NogAenaHbl BO BpeMs nepegayu.
2. ObecneyeHune nepefayn gaHHbIX U3 feranbHbIX MICTOYHMKOB OAHHbIX.
3. WwndposaHne nakeToB n obecneveHne KOHPNOEHLMANBHOCTU OAHHbIX.

1.1.1. MpoToKonbl U cTaHAapPThbI

e RFC 1157. lNpocTon npoTtokon ynpasneHus cetbio (SNMP).

e RFC 1901. BeegeHne B SNMPv2 Ha ocHoBe cooOlLlecTBa.

o RFC 2578. CtpykTypa nHdopmauum ynpasneHus, sepcus 2 (SMiv2).
e RFC 2579. TekctoBble cornaweHus ana SMiv2.

e RFC 3411. ApxutekTypa Ansi onncaHus nHgpacTpyktyp ynpaenenus Simple Network
Management Protocol (SNMP).

e RFC 3412. O6paboTka 1 oTnpaBka COOOLLEHMIA 4SS MPOCTOro NPOTOKONa ynpaeneHus
cetbto (SNMP).

o RFC 3413. lNpunoxeHnst NpocToro npoTtokona ceteroro ynpaeneHns (SNMP).

e RFC 3414. Mogenb 6e3onacHocTi Ha ocHoBe nonb3osatenen (USM) ansa sepcun 3
NpoCTOro NnpoTokona ynpaeneHus cetbio (SNMPv3).

e RFC 3415. Mogenb ynpaeneHus goctynom Ha ocHoe View (VACM) onsi npoctoro
npoTokona ynpaeneHus cetoio (SNMP).

e RFC 3416. Bepcusa 2 NnpoTOKOMbHbIX onepaunin ans npoctoro NpoTokona ynpasneHust
cetbto (SNMP).

e RFC 3417. TpaHCnopTHblIE COMOCTaBEHUA ONA NPOCTOro MPOTOKONa ynpasneHus
ceTbto (SNMP).

e RFC 3418. basa ynpasnstowen uHdopmaumm (MIB) gns npoctoro npoTokona
ynpasnenna cetbto (SNMP).

e RFC 3419. TekcToBble cornalweHust ans TpaHCNopTHbLIX aapecos.
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1.2. NMpunoxeHus

MpunoxeHune OnucaHue

YnpaBneHnve ceteBbiMu | CeTeBble YCTPOMCTBA YyNPaBNATCA U KOHTPONMUPYOTCS Ha
ycTponcTtBamm Ha ocHoBe SNMP | ocHoBe SNMP

1.2.1. YnpaBrneHue ceTeBbIMU YCTPONCTBaMU Ha ocHoBe SNMP

1.2.1.1. CueHapun

BosbmeM B kayecTBe npumepa crneayrowmn pucyHok. CeteBoe yCTPOMCTBO A ynpaBnsieTca u
KOHTPONMPYyeTCs C NOMOLLBLIO ceTeBOro MeHemxepa SNMP.

L

NnK

PucyHok 1-1.

A — 3TO CeTeBO€e YCTPOMCTBO, KOTOPLIM HEOBXOANMO yNpaBnsTh.
MK — aT0 cTaHUus ynNpaBneHns CeTbHo.

1.2.1.2. Pa3BepTbiBaHue

CtaHuma ynpaBneHusi ceTblo MOAKMYaeTCs K ynpasnsiemMbiM ceTeBbiM ycTponctBam. Ha
CTaHUUKU ynpaeneHus CceTbil MOoMb3oBaTeNU Mnony4alT AOCTYyn K MHOpMaunoHHoW 6ase
ynpaeneHna (MIB) Ha ceTeBbix ycTpoucTBax 4yepe3 agucnetdep cetm SNMP wn nony4aior
coobLWeHns, akTMBHO OTNpaBnseMble CeTeBblIMUM YCTPOWCTBaMM, [ANS YyhpaBrneHus W
MOHUTOPUHra ceTeBbIX YCTPOUCTB.

1.3. dyHKUUMN

1.3.1. basoBble KOHUenThbl

SNMP — 3T0 NpOoTOKOM NPUKITAgHOIo ypoBHSA, paboTatowmi B pexume C/S. OH cocTouT u3 Tpex
yacTtemn:

o  SNMP-meHexep cetu
e  SNMP-areHt
e MIB

PucyHok 1-2 nokasbiBaeT B3aMMOCBS3b MeXay cuctemomn ynpasrneHus cetbto (NMS) n areHTom
yrpasneHnsi CeTbIO.
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B3anmocBasb

[Hencrteue
4_
AreHt
YBeaoMneH Me< :

Hencreue

NMS >
YBegomneHue
—

PucyHok 1-2.

SNMP-meHenxep cetn

CeTeBont MeHepkep SNMP — 31O cuctema, KoTtopasli ynpasnsieT U KOHTpOnupyeT ceTb Ha
ocHoBe SNMP un Takxke Ha3biBaeTcsa NMS.

SNMP-areHT

AreHT SNMP (manee — areHT) — 93TO nporpammHoe obecnedeHune, paboTawolee Ha
ynpaensembix yctponcteax. OH 0TBeYaeT 3a nony4vyeHme, o6paboTky 1 pearnpoBaHue Ha NakeTbl
MOHUTOPKHIa u ynpasneHns ot NMS. AreHT Takke MOXET aKTUBHO OTMNpaBnsiTb COOOLEHUS B
NMS.

MIB

MIB — aT1o nHdopmaumnoHHasa 6asa ynpasreHusi BAPTyarnbHOW CETbI0. YNpaBnsiemMble CeTEBbIE
YCTPOMCTBaA cogepxat MHoro uHdopMaumn. YTobbl OAHO3HAYHO MAEHTUMUMPOBATL
KOHKpeTHbI 6ok ynpaenennsa cpean naketoB SNMP, MIB wucnonb3yeT ApeBOBULHYIO
nepapxmyeckyto CTpykTypy. Yanbl B gepeBe 0603HayatoT KOHKPETHble eAuMHULbI YrpaBreHus.
Ctpoka uncp MOXeT MCNonb3oBaTbCA ANS YHUKanNbHOW uAaeHTUUKauum cuctembl Grioka
ynpaBneHnsa cpeam ceteBbiX yCcTponcTB. MIB npeacrtaenseT cobon Habop naoeHTUdMKaTopoB
CceTeBbIX YCTPOWUCTB.
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| joint-iso-citt (3) |

| identified organization (3) |

dod (6)
| intemet (1) (1.36.1) |
| directory (1) |  [mgmt (2)| | experimentel (3) | | private (4) | | security (5) | | srmpv (6) |
| mib-2(1)(1.36.1.21) | |enterprise s (1) (1.3.6.1.4.1)]
| system (1) | |interface (2) at (3) ip(@4) | [icmp(5)| | tcp(6) | |udp(7) | | egp(7) |

NN RN R R ARRR

PucyHok 1-3. [lpeBoBuaHaga nepapxmdeckasi CTpykTypa

1.3.2. Tunbl onepauuun

OnpegeneHo wecTb TUMNOB onepauni ans obmeHa nHgopmaumen mexgy NMS n areHTom Ha
ocHoBe SNMP:
e Get-request: NMS n3BnekaeT 04HO UIIM HECKOSTbKO 3HAYeHU napamMeTpoB N3 areHTa.

e Get-next-request: NMS un3BnekaetT 3HayeHMe napaMeTpa PsAOM C OAHUM MMM
HECKOMMbKMW NapamMeTpamMu OT areHTa.

o  Get-bulk: NMS naenekaet nakeT 3Ha4YeHWI NapaMeTpPOB M3 areHTa.
e Set-request: NMS ycTaHaBnuBaeT O4HO UM HECKOSBbKO 3HAYeHU NapamMeTpoB areHTa.

e (Get-response: areHT BoO3BpallaeT OOHO WM HECKOSIbKO 3HaYeHWn mnapameTpos,
KOTopble NpeacTaBnsitoT cobon onepauun B OTBET Ha TPW onepauun, BbINOSTHEHHbIE
areHToMm B NMS.

e Trap: areHT aKkTMBHO OTnpaBnseT coobweHue, 4Tobbl yBegomnts NMS o ToMm, 4yTO
NPOUCXOAUT.

MepBble YeTbipe Naketa otnpaensatTca NMS-areHTy, a nocrnegHue ABa nakeTta OTnpaBnsoTCs
areHTom NMS. (Mpumeyanune: SNMPv1 He nogaepxuBaeT onepaunto Get-bulk.) PucyHok 1-4
onucbIBaeT onepaumu.
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Mpouecc ynpasnenHuss SNMP Mpouecc areHta SNMP

get-request ,l UDP-nopt 161
get-response

>
%

get-next-request »¢ UDP-nopr 161
get-response

-
<

set-request »¢ UDP-nopr 161
get-response

>
<

UDP-riopT 162 ¢4 trap

PucyHok 1-4. Tunsl naketoB SNMP

Tpu onepauun, BbinonHsemble NMS Ha areHTe, M onepaumMmM OTBeTa areHTa OCHOBaHbl Ha
UDP-nopte 161. Onepauus trap, BbinonHseMasi areHToM, ocHoBaHa Ha UDP-nopTe 162.

1.3.3. O630p

OcobeHHOCTb OnucaHue

OcHoBHbIE AreHT SNMP HacTpaunBaeTcsi Ha ceTeBbIX YCTPOUCTBAxX ANS peanu3aumm

dyHkummn SNMP OCHOBHbIX (OYHKLNIA, TaKUX KaK 3anpoc MHdopMauum O ceTeBbIX y3nax,
KOHurypauusa cetn, obHapyxeHne HeucnpaBHOCTEN W NAaHUpOBaHWE
€MKOCTU

SNMPv1 n SNMPv1 n SNMPv2C wucnonb3yloT apxuTekTypy ©OesonacHocTn Ha

SNMPv2C OCHOBE community, BKNoYasd MM ayTeHTUdumkaumm n paspeLlleHme Ha
AocTyn

SNMPv3 SNMPv3 nepeonpegensiet apxutektypy SNMP, a umeHHO paclumpsieT

dyHKUMM Be3onacHOCTM, BKM4Yas Modenb ©e30nacHOCTM Ha OCHOBE
nonb3oBaTtener U mogenb ynpaBneHus OOCTYNOM Ha ocHoe View.
Apxutektypa SNMPv3 yxe Bkmoyaetr Bce yHkumm SNMPv1 n
SNMPv2C

1.3.4. OcHoBHble hyHKUMM SNMP

1.3.4.1. NMpuHUKMN paboTbl

Pa6ouun npouecc

Baaumopgencteme no npotokony SNMP aBnaeTcs OoTBETHbIM B3ammogenctenem (06 obmeHe
naketamu cMm. PucyHok 1-4). NMS akTMBHO OTNpaBnsieT areHTy 3anpochl, Bkrtoyas Get-request,
Get-next-request, Get-bulk n Set-request. AreHT nony4aeT 3anpockl, BbIMOMHAET onepauun un
Bo3BpallaeT Get-response. VHorga areHT akTMBHO oTnpaBnsaeT coobuieHune trap n coobLieHve
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Inform B8 NMS. NMS He HyXHO oTBeuaTb Ha coobLueHune trap, HO He06X0ANMO BEPHYTb areHTy
oTBeT Inform. B npoTvBHOM crny4yae areHT NOBTOPHO oTnpasnseT coobueHne Inform.

1.3.4.2. CBsAA3aHHas KOHcurypaums

dKpaHupoBaHue Unu oTkn4YeHne areHta SNMP
Mo ymonyaHuio oyHkums SNMP BkrtoueHa.
KomaHaa no snmp-server ncnonb3dyeTtca ans oTkntodeHmst areHta SNMP.

KomaHga no enable service snmp-agent ncnonb3yeTtcst 4ns NPsiMOro OTKIMKOYEHUSI BCEX CyX6
SNMP.

Hactpouka ocHOBHbIX napameTpoB SNMP

Mo ymonyaHumio MHopMaLns O PEXMME KOHTaKTa CUCTEMBbI, PAcroNOXeHUN CUCTEMbI U CETEBOM
anemeHTe yctponctea (NE) nycta. CepuintHbii Homep no ymondaHumio — 60FF60, MakcmarnbHas
ANMHa nakeTa no ymonyaHuio — 1572 6anta, a ugeHtudumkaTop nopta UDP no ymonyaHuio ang
cnyx6oel SNMP — 161.

KomaHnoa snmp-server contact ucnonb3yetcd aong HaCTpOIZKI/I mnn yganeHna CUCTemMHoro
pexnma KOHTaKTa.

KomaHga snmp-server location wcnonb3yetcs ANa  HACTPOWMKM UM yganeHus
MECTOMOMNOXEHNSA CUCTEMBI.

KomaHnga snmp-server chassis-id ncnonb3dyercs Ans HaCTPOWKN CEPUMNHOIO HOMepa CUCTEMbI
NN BOCCTAHOBMNEHUS 3HAYEHUSI MO YMOMYaHUIO.

KomaHga snmp-server packetsize wucnonb3dyeTcss Ans HAaCTPOMKM MaKCUManbHOW ASNMHbI
nakeTa areHTa UM BOCCTaHOBIEHNSI 3HAYEHUS MO YMOMYAHWIO.

KomaHga snmp-server net-id ncnonb3yertcs Ang HaCTPOWKU MW yganeHust nHdopmaumm o
CETEBOM 3NeMEeHTE YCTPOMUCTBA.

KomaHga snmp-server udp-port ncnonbayetcst angd yctaHoBKM naeHtudgpukatopa UDP-nopTa
cnyx6sl SNMP nnn BoCCTaHOBMAEHMST 3HAYEHNS MO YMO4YaHUIo.

Hactpownka agpeca yana SNMP
Mo ymonyanumio xoct SNMP He HacTpoeH.

KomaHga snmp-server host ncnonbdyetca ans Hactponku agpeca ysna NMS, Ha koTopbin
areHT akTMBHO OTNpasnseT coobLeHns, unu anga yaaneHus ykasaHHoro agpeca y3na SNMP. B
CcOoOBOLEeHNsX, OTNPaBnseMbIX Ha XOCT, MOryT BbITb NpuBs3aHbl Bepcnss SNMP, npuHumatoLwmin
nopT, UMs ayTeHTuduKaumm uMnuM nonb3oBaTefb. OTa KOMaHOa WCNONb3yeTcs C KOMaHOoW
snmp-server enable traps A4ns akTMBHOM OTNpaBku coobLeHun trap B NMS.

YcTaHOBKa napamMeTpoB cooGLeHus trap

Mo ymonuanuio SNMP He pa3spelueHO akTUBHO OTNpaBnAaTh trap-coobweHne B NMS, dyHKuna
otnpaBkn Link Trap-coobuweHnsas Ha UHTepdence BKAOYEHA, QYHKUMS  OTMPaBKK
trap-coobLeHnss 0 nepesarpys3ke CUCTEMbI OTKMOYEHa, a trap-cooblleHne He HeceT nboe
YyacTHoe norne.

Mo ymonyaHuiO B KayecTBe UCXOOQHOro agpeca wucnonb3yetca IP-agpec uHTepdenca, Ha
KOTopbI oTApaBnsaoTca nakeTsl SNMP.

Mo ymonyanuto AnuvHa ovepean coobuweHun trap coctasnsdet 10, a nHTepBan OTNpaBKu
coobLeHus trap coctaenseT 30 cekyHA.

Komanga snmp-server enable traps ncnonb3dyetcsa And BKIOYEHUSA UMW OTKIIOYEHUS areHTa
OISt aKkTMBHOW OTNpaBku cooduieHmns trap B NMS.
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KomaHga snmp trap link-status ncnonb3yetca Ans BKAYEHUS UMK OTKMOYEHUS OYHKLMK
oTnpaeku coobeHuns Link Trap Ha nHTepdelnice.

KomaHaa snmp-server trap-source wucrnonb3yetcda OnA ykasaHud UcxogHoro agpeca And
oTnpaBKn COO0OLLIEHNI NN ANsi BOCCTAHOBMEHUSI 3HAYEHNS MO YMOIM4YaHuto.

KomaHaoa snmp-server queue-length wucnonb3yeTcs [Ons YCTAHOBKM ONMHbI  odepeau
coobLeHuii trap nnu ans BOCCTAHOBMEHMS 3HAYEHNS MO YMOYaHUIO.

KomaHaoa snmp-server trap-timeout mcrnonb3yeTca Ansi YyCTaHOBKM WMHTepBana OTnpaBKu
trap-coobLEeHNs NN 4Ns BOCCTAaHOBMEHUS 3HAYEHMS! MO YMOMYaHWIo.

Komanaa snmp-server trap-format private ucnonb3yeTcst Ansi yCTaHOBKM UMW OTKIHOYEHUS
hyHKUMM NepeHoca NpMBaTHLIX NONel B trap-coobLLEHUN NPU ero oTnpaBske.

KomaHaa snmp-server system-shutdown ucnonb3yetcss Ons BKMHOYEHUS UMK OTKIOYEHUS
yHKUMM OTNpaBKkn coobLleHus trap nepesarpy3ku CUCTEMBI.

1.3.5. SNMPv1 n SNMPv2C

SNMPv1 n SNMPv2C ucnonb3yloT apxuTekTypy 6e3onacHoCcTM Ha OCHoBe coobuiecTtsa
(community-based). AoMuUHUCTpaTOpP, KOTOPbLI MOXET BbINOMHATL onepaumm ¢ MIB areHTa,
orpaHvyeH nyTem onpeaeneHns agpeca xocta u UMeHu ayTeHTudrkauum (CTpoka coobuiecTsa).

1.3.5.1. NMpuHUKMN paboTbl

SNMPv1 1 SNMPV2 onpegensioT, MMeeT N1 agMUHUCTpPaToOp NpaBo UCMoNb30BaTh OObLEKTHI
MIB, ucnonb3dya ums ayteHTupukaumn. Nma ayteHtudukaumm NMS gomkHo coBragaTb C
MMeHeM ayTeHTUdMKaumm, onpegeneHHbIM B YCTPONCTBAX.

SNMPv2C gobasnsieT mexaHusm onepaummn Get-bulk n moxeT Bo3Bpaluate 6onee nogpobHele
TMnNbl coobuieHnn 06 owmnbke Ha ynpaensowylo paboudyto cTtaHumo. Onepaumsa Get-bulk
BbIMOSIHAETCA AMs MNONyyYeHus Bcen MHopMaumm M3 Tabnuubl unv nonyydeHus GonbLioro
KONMYyecTBa [faHHbIX 3a pas, 4YToObl YMEHbLMTb KONMYECTBO OTBETOB Ha 3anpochl.
PaclumpeHHble BO3MOXHOCTU 006paboTkm owmnbok SNMPv2C BkntodaloT pacluMpeHue KoaoB
owmnbok ansa pasnuyeHnsa Tunos owmnbok. OgHako B SNMPv1 ans owmnbok npegocTtaBndeTcs
TONbKO OOMH Kog OWmnbKM. Tenepb OLLMOKM MOXHO pasnunyaTth No kogam owmnbokK. MNMockonbky B
CeTn MOryT CyLlecTBOBaTb ynpasnsiowme paboume craHuuu, nogaepxusaowme SNMPv1 n
SNMPV2C, areHT SNMP JomkeH MMeTb BO3MOXHOCTb MAEHTMdMUMpoBaTb naketel SNMPv1 1
SNMPVv2C 1 Bo3BpallaTb NakeTbl COOTBETCTBYIOLLNX BEPCUMN.

1.3.5.2. BesonacHocTb
OgfHo ums ayTeHTMdMKaumMm MMeET criegytowne atpnbyThbl:

e Tonbko ana drteHus (Read-only): lNpepoctaBnsieT paspelleHne Ha YTeHME BCEX
nepemMeHHbIx MIB ans aBTopn3oBaHHbIX paboymx CTaHUMA yrpaBrieHust.

e YteHume-zanuchb (Read-write): NnpegocTtaBneHne paspelleHnst Ha YTeHue/3anncb BCEX
nepemMeHHbIx MIB ans aBTopn3oBaHHbIX paboymx CTaHUMA yrpaBrieHust.

1.3.5.3. CBAA3aHHasA KOH(urypaums

Hactpowka umeH ayteHTUchnkauum n npaB gocrtyna

Pa3pemeHMe Ha OO0CTyn no ymMmon4yaHuio Onda Bcex MMeH NpoBEepKUn NMOAJSIMHHOCTU — TOJIbKO
YyTeHune.

KomaHga snmp-server community WCnonb3yetca AN HAcTPOWMKM MNW yaaneHus UMeEHU
ayTeHTUVKALMM 1 paspeLLEHUs: Ha OCTyn.

OTa KOMaHa SBnsieTCHA NepBoOn BaXKHOM KOMaHAOM ANs BKIMHOYEeHMs pyHKumm areHta SNMP. OH
onpegenset atpnbyTbl coobwectsa n obnacte NMS, B KOTOpon paspeLleH goctyn Kk MIB.
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1.3.6. SNMPv3

SNMPv3 nepeonpegenset apxutektypy SNMP u BkntoyaeT yHkumm SNMPv1 n SNMPv2 B
cuctemy SNMPv3.

1.3.6.1. NMpuHUKMN paboTbl

AreHT NMS n SNMP saBnstotca obbvektamm SNMP. B apxutektype SNMPv3 06bektel SNMP
COCTOAT 13 MexaHusma (engine) SNMP u npunoxerHuin SNMP. MexaHnam SNMP ncnonb3syeTcs
ANA OTNpaBKM U MOSyYeHUst COObLLEeHUN, naeHTUmkaummnm n wndgpoBaHns nHdopmauuun, a
TaKke Ansa ynpasneHns JOCTYNoMm K ynpaenaeMbiM o6bektam. MpunoxeHna SNMP oTHocsTes K
BHYTPEHHUM npunoxeHnam SNMP, koTopble paboTaloT € UCNONb30BaHWEM  CryX0,
npegocrtasnsemMbix MexaHnamom SNMP.

SNMPv3v onpegendet, MmeeT nuM MNONb3oBaTeflb NPaBO MCMNOMb30BaTb 00bekTbl MIB,
ncnone3ys mogesnb 6e3onacHoOCTM Ha ocHoBe nornb3oBaTenen (USM). YpoBeHb GesonacHoOCTH
nonb3osatena NMS gomkeH GbITb Takum Xe, kak y nonb3oBatend SNMP, onpegeneHHoro B
yCTponcTBax, 4Tobbl ynpaBnsATb yCTPONCTBAMMU.

SNMPv3 T1pebyet, 4tobbl NMS nonydana vaeHtTudumkaTopbl MexaHuama areHta SNMP Ha
ycTponctBax, korga NMS ynpaendet yctponctBamu. SNMPv3 onpepenset MexaHu3Mbl
obHapyxeHus n cosgaHms otyetoB. Korga NMS He 3HaeT ngeHTudmnkaTopbl MEXaHM3Ma areHTa,
NMS mMoxeT cHa4yana oTnpaBuTb CoobLleHne 06 obHapyXeHUM areHTy, U areHT Bo3BpallaeT
oT4yeTHOe coobuleHne, cogepxawee uvaeHTUdUKaTop MexaHuama. [lodxe onepaumu
ynpaeneHnsa mexgy NMS n areHToM SOMKHbI UMETb NOEHTUMUKATOP MexaHM3Ma.

1.3.6.2. BesonacHoCcTb

SNMPv3 onpefensietr mexaHnam 6e30nacHOCTU AaHHbIX HA OCHOBE Mogenu 6e3onacHocTu n
ypoBHsi Ge3onacHocTu. B HacToswee Bpems mogenu 6GesonacHocTu BkmovakT: SNMPvL,
SNMPv2C 1 SNMPv3. SNMPv3 Bkntoyaet SNMPv1 n SNMPv2C B mogenb 6e3onacHocTu.

Mopaenu n ypoBHu 6esonacHoctn SNMPv1 n SNMPv2C

Moaenb YpoBeHb AyteHTncdpmkauua LucgppoBaHne OnucaHue
6e3onacHocTM 6Oe3onacHoOCTU
SNMPv1 noAuthNoPriv Nms Het [locToBepHOCTb JaHHbIX
ayTeHTudmKaumm noareepXxgaetcd yepes
ayTeHTUMKaUNMOHHOE NMS
SNMPv2c noAuthNoPriv Nmsa Het [locTtoBepHOCTb JaHHbIX
ayTeHTMdmKaumm noareepXxgaetcd yepes
ayTeHTUMUKaALNOHHOE NMS
Mopaenb 6e3onacHoct SNMPV3 u ypoBeHb 6€30MacHOCTH
Moaenb YpoBeHb AyteHTudukauma LWndposaHme OnucaHue
6e3onacHocTM 6Ge3onacHocTU
SNMPv3 noAuthNoPriv Mmsa nonb3oBatens | Het [locToBepHOCTb [OaHHbIX
noareepXgaeTcd 4epe3 UMA
nonb3oBaTtend
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Mopenb YpoBeHb AyteHTudpukaumsa LndposaHme OnucaHue

6e3onacHocTn 6Ge3onacHOCTH

SNMPv3 authNoPriv MD5 nnn SHA Het MpeoycmoTpeH MeXaHN3M
ayTeHTUMKaumMmnm OaHHbIX Ha
OCHOBe HMAC-MD5 nnm
HMAC-SHA

SNMPv3 authPriv MD5 nnn SHA DES MpepoctaBnseTca  MexaHu3Mm
ayTeHTUmKaummnm OaHHbIX Ha
OCHOBe HMAC-MD5 nnm
HMAC-SHA n MeXaHU3M
WMdpPoBaHMA  AaHHbIX  Ha
ocHoBe CBC-DES

1.3.6.3. UpeHTcpukaTop MexaHmama

NoeHTudmkaTtop mMexaHuama WCnonb3yeTcs Ans YHUKaNbHOW naeHTUdUKaumMm mexaHuama
SNMP. lMockonbky kKaxabih 06bekT SNMP BknovaeT TONbko oamH mMexaHnam SNMP, oguH
moayns SNMP opgHosHayHO wuaeHTuduumpyet obbekt SNMP B agomeHe ynpasneHus.
CneposatenbHo, areHT SNMPV3 Kak CyLHOCTb AOSDKEH UMETb YHUKanbHbI naeHTudukaTop
MexaHu3ma, To ectb SnmpEnginelD.

NaeHTudmkatop CTpyKTypa npeactaBnsiet cobo BOCbMU3HAYHYO CTPOKY (OKTET), COCTOSILLYIO
n3 5-32 6antos. RFC3411 onpegensiet hopmaT ngeHTndmrkaTopa MexaHmsma:

o [lepBble 4eTbipe 6GanTa ykasbiBalOT WOEHTUMPUKATOP YaCTHOMO MPEeanpUsTUS
(BblaenenHbin IANA) nocTaBlUMKa, KOTOPbIA Bblpa)aeTcs B LUeCTHaguaTepUYHOM
dopmare.

o [latbii 6anT ykasbiBaeT ocTaBluMeCs GanTbl:

. 3ape3epBMpPOBaHO.

: nocrniegHne YeTblpe 6anTa ykasbiBatoT agpec |IPv4.

: nocriegHue 16 6anToB ykasbiBaloT agpec IPv6.

: nocrnegHue wecTtb 6anToB ykasbiBatoT MAC-agpec.

: TEKCT, COCTOSALWMN M3 27 BanToB, oNpeaensieTcs Npon3BoguTenem.

[ ]
o~ W DNPEFE O

. LWecTHaduaTepuyHoe 3HavyeHue, cocTosilee 13 27 6anToB, KOTOPOe onpeaenseTcs
MOCTaBLLUNKOM.

e 6-127: 3ape3epBMpPOBaHO.
o 128-255: chopmaTbl, YKaszaHHbIE€ NOCTABLLUNKOM.

1.3.6.4. CBAA3aHHas KOHdUrypaums

Hactpownka MIB View u rpynnbl nonb3oBaTenemn
Mo ymonuyaHuto HacTpoeHo oauH MIB View, n goctynHbl Bce 06bekTbl MIB.
Mo ymonyaHuio rpynna nosib3oBaTenen He HacTpoeHa.

Komanga snmp-server view ncnonb3yeTcs Ans HacTpomrkun unu yaanernus MIB View, a komaHga
snmp-server group Ucnonb3yeTcd ANa HACTPOWKN UIn yaaneHus rpynnbl nonb3osaTernen.

MOXHO HacTpPOUTb OOHY UM HECKONMbKO MHCTPYKUUIA ANS yKas3aHUsA pasHbiX MMEH coobLLecTs,
4yTOObI CeTeBble YCTpoMCcTBa Mornun ynpaensatbcd NMS ¢ pasHbiMy pa3peLLeHnsaMu.
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HacTtpounka nonb3oBatens SNMP
Mo yMOIn4aHMK nosrb3oBaTeslb HE HAaCTPOEH.

KomaHaa snmp-server user ncnonb3dyetca ana HaCTpOIZKI/I nnn yaaneHund nofib3oBaTernd.
NMS MoXeT cBs3bIBaTbLCA C areHTOM, MCNoJib3ysA TONMMbKO aBTOPU30OBaAHHbIX nonb3oBaTenen.

Monb3oBatenb SNMPvV3 MoxeT yka3aTb YypoBeHb 6esonacHoctn (Tpebytotcs nn
ayTeHTUbMKaumsa 1 WwndpoBaHMe), anroputMm ayteHtudpukaumm (MD5 wnm SHA), naponb
ayTeHTUbMKaumm, naposnb WndpoBaHns (B HacTosiLee BpeMs A0CTyneH Tonbko DES) n naponbe
WwnppoBaHms.

1.4. KoHdurypauumsa

KoHdurypaums OnucaHue u KomaHaa
HacTponka ocHOBHbIX | (O6a3aTenbHbIN) Wcnonb3syeTtcs ans npegocTaBneHns
dyHkumn SNMP nonb3oBaTendam JocTyna K areHTy yepe3 NMS
enable service snmp-agent BkrtouaeT (PYHKLMIO areHTa
snmp-server community VcTaHaBnvBaeT UMS
ayTeHTUuurkaumm 1 paspeLleHve
Ha gocTyn
snmp-server user HacTtpavsaet nonb3oBarens
SNMP
snmp-server view HacTtpavnsaetr SNMP View
HacTpoiika ocHOBHbIx | SNMP-SErver group HacTtpavsaet rpynny
dyHkumn SNMP none3osartenen SNMP
Hacrpoiika ocHoBHbix | SNMP-server authentication HacTpavBaeT hyHKLWMIO 3aLLMUTbI 1
dyHkumn SNMP obHapyxeHus atak SNMP
snmp-server enable secret- HacTtpavBaeT npoBepky crioeapsi
dictionary-check naporen [Ans  COOBLUECTB U
nonb3oBaTernemn
Bkntoyenne dyHkummn | (OnumoHanbHo) McnonbayeTes onst Toro, 4Tobbl areHT MOr akTMBHO
oTnpaenaTb coobweHune trap B NMS
snmp-server host HactpaueaeTt agpec xocta NMS
snmp-server enable traps Mo3BonsieT  areHTy  akTUBHO
oTnpaenaTb trap-coobueHnss B
NMS
22
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YHKUMN areHTa

cnyxba areHTa He TpebyeTcs

KoHdurypauus OnucaHue u KomaHaa
snmp trap link-status BkntoyaeT yHKUMO  OTNpaBKu
coobwenna Link Trap Ha
NHTEpdenc
snmp-server system-shutdown | BknoyaeT QyHKUMIO OTNpaBKu
coobuweHna trap nepesarpysku
CUCTEMBI
snmp-server trap-source YkasblBaeT MCXOOHbIN agpec ans
oTnpaBkn coobLleHus trap
snmp-server trap-format | lNMo3BonseT coobueHuo  trap
private coaepXaTb 3aKkpbiTble Mons npuv
oTnpaBke coobLeHns
OKpaHMpoBaHue (OnuuoHanbHo) Ucnonb3yeTca ansa sawmTbl PyHKUMN areHTa, Korga

no snmp-server

3akpbliBaeT yHKUMIO areHTa

Hactpowka

napamMeTpoB
ynpasneHus SNMP

(OnuunoHanbHO) Wcnonb3yeTcss Onsi YCTAHOBKA WM U3MEHEHUS

napameTpoB ynpaeneHus SNMP

snmp-server contact

YcTaHaBnNMBaeT pexum KOHTakTa
ycTponcTea

snmp-server location

YcraHaBnusaet
MECTOMOSOXEHME YCTPONCTBA

Hactpowka

napameTpoB
ynpasneHus SNMP

snmp-server chassis-id

YcTaHaBnuBaeT CEpUNHbLIN HOMEP
ycTponcTea

snmp-server net-id

YcraHaBnusaeT nHpopmaumio NE
00 ycTponicTBe

snmp-server packetsize

N3ameHsieT makcuManbHyto OnuMHy
naketa

snmp-server udp-port

N3ameHaeT ngeHtudukatop nopra
UDP cnyx6bl SNMP

snmp-server queue-length

N3meHseT OnNuHYy
coobueHnn trap

ovepeau
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KoHdurypauus OnucaHue u KomaHaa

trap-coobLeHns

snmp-server trap-timeout M3ameHseT uHTepBan oOTnpaBku

1.4.1. HacTtpoinka ocHOBHbIX pyHKUun SNMP

1.4.1.1. 3dpheKkT KOHUrypauum

Pa3peu_||/|Tb nonb3oBaTtendamM OOCTYN K areHTy 4epes NMS.

1.4.1.2. Npume4yaHus

Mo ymonyaHuio Ha ceTeBbIX YCTPOMCTBAX He 3adaHo MMA ayTeHTudukaumm, 1 SNMPv1 nnn
SNMPv2C Henb3s ucnonb3oBaTb Ana goctyna Kk MIB ceTeBbix ycTponcTB. Korga 3agaHo nms
ayTeHTUMKaumMm, ecnum paspelleHve Ha AOCTyn He yKasaHo, paspelleHvMe Ha AOCTyn no

YMOJ4aHUIO NpeaocTtaBnAaeTCd TONMbKO ANA YTEHUA.

1.4.1.3. llarn HacTpounku

HacTtponka SNMP View
e OnuuoHanbHO

e SNMP View HeobxoOuMO HACTpOUTb MpPM UCNOMb30BaHUM MOLENW YnpaBneHus

AocTtynom Ha ocHose View (VACM).
HacTtpouka rpynnbl nonb3oBaTtenen SNMP
e OnuuoHanbHO

o [lpu ncnonbzosanmn VACM Heob6Xx0aMMO HACTpOUTL rpynny nonb3osatenen SNMP.

Hactponka umeHu ayteHTUdMKaLMM U npaB focTyna
o (O6s3aTtenbHbIN

o Vma ayteHTMdMKaumm AOOMKHO OblTb yCTaHOBMEHO Ha areHTte, ecnn SNMPv1 u

SNMPVv2C ncnonb3yrtoTcsa Anga ynpasneHns ceTeBbIMU YCTPONCTBAMN.
Hactpouka nonb3oBatensa SNMP
e ObgasaTtenbHbIn

e [lonb3oBatene pomkeH ObiTb YycTaHoBreH, korga SNMPv3 wucnonb3yetcda ans

ynpasneHnsa ceTeBbIMU YCTPONCTBaAMN.
BkrnroyeHne hyHKLMM areHTa
e  OnuuoHanbHoO

e [lo ymonuaHmio cyHKUMSA areHTa BkrtodeHa. Korga dyHKUMIO areHTa Heobxogumo

CHOBa BKJTHOUNTb MOCIE ee OTKMIoYEeHMsi, HE0OX0OUMO NCMOSb30BaTh 9Ty KOMaHAy.

1.4.1.4. NMpoBepka

3anyctute komangy show snmp, 4tobbl npoBepuTb PyHKUMIO SNMP Ha ycTponcTBax.
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1.4.1.5. CBsi3aHHble KOMaHAbI

HacTtpomnka SNMP View

KomaHpa snmp-server view view-name oid-tree { include | exclude }
Onucanue view-name: nvsa View
napameTpoB

oid-tree: o6bekTbl MIB, cBazaHHble € View, KOTopble 0TobpaxatoTcsi B BUAeE
nogaepesa MIB.

include: ykasbiBaeT, 4To nogaepeBo o6bekToB MIB BkntoveHo BO View.
exclude: ykasbiBaeT, YTo nogaepeso ob6bekTtoB MIB He BkntoveHo Bo View

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoactso no
NCMNomnb30BaHUIO

Ykaxute nma View n ncnonb3ymnte ero ang ynpasneHnsa Ha ocHose View

Hactponka r

pynnbl nonb3oBatenen SNMP

KomaHnga snmp-server group groupname { vl | v2c | v3 { auth | noauth | priv } } [
read readview ] [ write writeview ] [ access { ipv6 ipv6-aclname | aclnum |
aclname } ]

Onucanne v1| v2c |v3: yka3biBaeT Bepcuto SNMP.

napameTpoB

auth: coobLeHns, oTnpaBneHHble MONb30oBaTeNsAMU B rpynne, OOSKHbI
OblTb NMPOBEpPEHbI, HO KOHPMOEHUNANbLHOCTL AaHHbIX HEe TpebyeTca. 3Ta
KOHpurypaumsa gencremrtenbHa Tonbko ansa SNMPv3.

noauth: cooluweHns, oTnpaBnsiemble Monb3oBaTeNsAMU B rpynne, He
TpeOyT NPOBEPKN U KOHMUAEHUMANbHOCTU AaHHbIX. dTa KOHDUrypauus
genctButenbHa Tonbko ansg SNMPv3.

priv: coobLleHuns, oTnpaBnsieMble Nofib3oBaTeENsAMI B rpynne, HyXaaTcs
B npoBepke M o0b6sizaTenbHON KOoHUOEHUMANbHOCTU nepeaaBaeMbixX
OaHHbIX. OTa KoHMrypauusa gencreutenbHa Tonbko ans SNMPv3.

readview: cBsisbiBaeT ogHo View c¢ read-only (Tonbko 4YteHue).
writeview: cBs3biBaeT ogHo View c read/write (4TeHus/3anncum).

aclnum: ACL-Homep. YkasaHHbin ACL cBA3biBaeTCcss U ykasblBaeTCA
avanasoH IPv4-agpecoB NMS, ¢ koTopbix paspelueH goctyn k MIB.

aclname: wmss ACL. YkasanHbin ACL cBs3biBaeTcsas W YykasblBaeTcH
avanasoH IPv4-agpecoB NMS, ¢ koTopbix paspelueH goctyn k MIB.

ipv6-aclname: wuma ACL IPv6. VYkasanHbin ACL cBs3biBaetca u
ykasbiBaeTcsa ananasoH IPv6-agpecoB NMS, ¢ koTOpbIX paspelueH Aoctyn
kK MIB

Pexnm komaHa

Pexwum rnobanbHon koHUrypaumm
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PykoBoactso no
NCNOSb30BaHMIO

Cesxute onpeageneHHbIX nonb3oBaTtenen ¢ prI'II'IOI7I N CBAXUTE rpynny C
View. Nonb3oBaTenu B rpynne nmerT oAMHaKoBbIE NMpaBa AO0CTYyMa. Takum
06p830M, Bbl MOXXeTe onpeaesrintb, HaxogAaTca i ynpasidemMble OOBbEKTHI,
CBA3aHHbIE C onepau,meﬁ, B AO0nyCTMMOM [Ouana3oHe View. ,D,OCTyI'I
BO3MOXEH TOJIbKO K yrnpasisdeMbiM obbekTam B ananasoHe View

Hactpownka umeHu ayteHTUMKaLMKM U npaB focTtyna

KomaHpa

snmp-server community [ 0 | 7 ] string [ view view-name ] [[ro | rw ] [
host ipaddr ] ] [ ipv6 ipv6-aciname] [ aclnum | aclname ]

OnwucaHue
napamMmeTpoB

0: ykasblBaeT, 4YTO BXOAHas CTpoKa coobLLlecTBa SIBNAETCS CTPOKOW
OTKPbITOrO TEKCTA.

7: ykasblBaeT, YTO BXOOHasi CTpoka CooOLlecTBa SBMSIETCA CTPOKOW
3alLMdPOBaAHHOro TEKCTa.

string: cTpoka coobuiecTBa, akBUBaneHTHas naponto ceasn mexgy NMS un
areHtom SNMP.

view-name: yka3sbiBaeT ums View Ans ynpasreHusi Ha ocHose View.
ro: ykasbiBaet, 4To NMS MoXeT TonbKko untatb nepemeHHble MIB.
rw: NMS moxeT unTtatb 1 3anucbiBatb nepemeHHsle MIB.

aclnum: Homep ACL. YkasaHHbin ACL cBA3blBaeTCs M YykasblBaeTcH
avana3soH IPv4-agpecoB NMS, ¢ koTopbix paspeLueH goctyn Kk MIB.

aclname: uwms ACL. YkasaHnHbii ACL cBs3biBaeTcsa W YykasblBaeTCH
avana3soH IPv4-agpecoB NMS, ¢ koTopbix paspeLueH goctyn k MIB.

ipv6-aclname: ums ACL. YkasaHHbin ACL cBs3biBaeTCsl U yKasblBaeTcs
avnanasoH IPv6-agpecoB NMS, ¢ koTopbix paspelueH goctyn k MIB

Onucanne
napameTpoB

ipaddr: ces3biBaeT agpeca NMS n ykasbiBaeT agpeca NMS gns goctyna k
MIB

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
MCNONb30BaHMIO

OTa KomMaHOa sBRSIETCA MEpPBOM Ba)XHOWM KOMaHAOW [ONs1 BKIHOYEHUSI
dyHkumm areHTa SNMP. OH onpeaenseTt aTpubyThl coobLecTsa 1 obnactb
NMS, B koTOpOM paspelwleH goctyn k MIB.

YTtobbl oTkntounTb hyHKUMo areHta SNMP, 3anyctute komaHgy ho snmp-
server

Hactpouka nonb3oBatena SNMP

KomaHga snmp-server user username groupname { vl | v2c | v3 [ encrypted ] [
auth { md5 | sha} auth-password ] [ priv des56 priv-password ] } [ access
{ ipv6 ipv6-aclname | aclnum | aclname } ]

Onucaxune username: ums nosnb3oBaTens.

napameTpoB

groupname: yka3blBaeT MMA rpynnbl AnA nonib3oBaTtens.
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vl | v2c | v3: yka3biBaeT Bepcutio SNMP. Toneko SNMPv3 nogaepxvsaeT
Oonee no3gHne napameTpbl 6€30MacHOCTMU.

encrypted: ykasaHHbI pexum BBOAA Napons - BBOA 3aluM@pPOBaHHOMO
TekcTa. B npoTMBHOM cnyvae anst BBOAA UCMNOMb3yeTCs OTKPbITbIA TEKCT.
Ecnn BbiOpaH BBOA 3aLLMAPOBAHHOIO TEKCTa, BBEAUTE KIHOY, COCTOSILLIA
N3 HenpepbIBHbIX LWecTHaguaTepuyHbiXx undp. Knwoy ayteHTudukaumm
npotokona MD5 coctout wu3 16 0GantoB, a KMOY MPOTOKONa
ayteHTudpmkaumm SHA coctomt u3 20 6antoB. [Jga cumBona o6o3Ha4valoT
oauMH GanT. 3almngpoBaHHbIE KIHOYN AENCTBUTENbHbI TOMLKO AMsi 3TOro
MexaHu3ma.

auth: ykasblBaeT, NCNOSb3yeTcs N ayTeHTumkaums.
md>5: ykasblBaeT NPOTOKOM NPOBEPKN NOASIMHHOCTU MD5.
sha: ykasbiBaeT NpoTokos ayTeHTudmkaumm SHA.

auth-password: HacTpauBaeT CTPOKy napons (He 6ornee 32 CUMBOJIOB),
ncnonb3yemyro MNpoOTOKONOM ayTeHTudukaumm. Cuctema npeobpasyet
naposnu B COOTBETCTBYHOLLME KMHOUN ayTEHTUdDUKaLUK.

priv: ykasbiBaeT, UCNOMb3yeTCst M KOHPMAEHUMANBHOCTb.

des56: ykasbiBaeT ucnonb3oBaHve 56-6MTHOrO NpoTokona WMdpoBaHUA
DES.

priv-password: HacTpamBaeT CTpoOKy naponsa (He 6onee 32 cMMBOMOB),
ucnonb3dyemyro aAns wudgposaHunsa. Cuctema npeobpasyeT naponb B
COOTBETCTBYIOLLMI KINOY LLNPOBAHUS.

aclnum: Homep ACL. YkasaHHbin ACL cBA3biBaeTCca M ykasblBaeTcs
avana3soH IPv4-agpecoB NMS, ¢ koTopbix paspeLueH goctyn Kk MIB.

aclname: uwms ACL. YkasanHbii ACL cBs3biBaeTcsa W YykasblBaeTCH
avnana3soH IPv4-agpecoB NMS, ¢ koTopbix paspeLueH goctyn k MIB.

ipv6-aclname: wuma ACL IPv6. YkasanHbii ACL cBs3sbiBaetca u
yKasbiBaeTcst guanasoH |IPv6-agpecoB NMS, ¢ KOTOpLIX pas3peLleH gocTyn
kK MIB

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no

Hactponte wuHdopmaumo o nonb3oBatene, 4tobel NMS morna

NCNONb30BaHNIO | CBA3bIBATLCSA C areHTOM, UCMOMb3ys AOMYCTUMOrO Nonb3oBaTeNs.
IOns nonb3oBatens SNMPv3 MOXHO ykasaTb ypoBeHb ©Oe3onacHoCTw,
anropnt™ ayteHtndumkaumm (MD5 nnn SHA), naponb ayTeHTuduKaumm,
anropntv wndpoBaHusa (B HacTosiiee Bpems goctyneH Ttonbko DES) un
naponb LWMgpoBaHUS

BkrnroyeHne hyHKLMM areHTa

KomaHga enable service snmp-agent

Pexnm MpuBUNErMpoOBaHHLIN PEXNM

KOHpurypaumm

@ §) QTECH

MWP [OOCTYNHEE

27




PykoBoacTeo no Hactponke cepus QSW-6900

HaCTpOVIKa SNMP W
PykoBoacteo no | ta koMaHAa Ucnonb3yeTcs And BKAYeHua ¢yHkumn areHta SNMP
NCMOMNb30BaHUIO | YCTPOMCTBA

OToGpaxeHune uHcopmauum o coctosHum SNMP
KomaHga show snmp [ mib | user | view | group]| host | process-mib-time ]
OnucaHne mib: oToGpaxaeT wuHdopmauuo o SNMP MIB, nopgepxuBaemom B
napameTpoB cucteme.
user: otobpaxaeT nHdopmaumo o nons3osatene SNMP.
view: oTobpaxaeT nHgopmaumo o SNMP View.
group: otobpaxkaeT uHdopmMaumio o rpynne none3osatenen SNMP.
host: oTobpaxkaeT uHhopMaLmo 0 KOHUrypaumm Nonb3oBaTens.
process-mib-time: otobpaxaet y3en MIB ¢ Hambonblium BpeMeHeMm
obpaboTkm
Pexnm [MpuBUNErMPOBAHHBIN PEXUM
KOHUrypauum

Mpumep koHdurypaumm Hactpomka SNMP v1/2c

CueHapun:
NMS
Gio/1
IP:192.168.3.1/24
IP:192.168.3.2/24
PucyHok 1-5.
e NMS nogkniovaeTtca k areHTy 4depe3 Ethernet. IP-agpec areHta —
192.168.3.1/24, a IP-agpec NMS — 192.168.3.2/24.
e NMS oTtcnexuBaeT n ynpaensiet areHTom Yyepe3 SNMP v1 unn SNMP
v2c
e Koraa areHT HencnpaBeH Unn BO3HMKaeT owmbka, areHT MOXeT akTUBHO
coobLaTb COOTBETCTBYIOLLYIO MHbopMaumio B NMS
Larn e Hactponte 6GasoByo mHdopmaumio SNMP, Bkmoyas Bepcuio U MMs
HaCTPOMKK coobulecTea.
e Paspewntb NMS (192.168.3.2/24) otnpaenaTb Trap-coobLueHus.
e HactpownTe IP-agpec areHTa n yctaHosute IP-agpec nHtepderica Gi0/1
Ha 192.168.3.1/24
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AreHT

QTECH(config)#snmp-server community public rw
QTECH(config)#snmp-server host 192.168.3.2 traps version 2c public
QTECH(config)#snmp-server enable traps

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

MpoBepka e 3anyctute «komangy show running-config, 4Tt06bl OTOGpPA3UTL
MHoOpMaLMIO O KOHUTYypaLmMn YCTPOMCTBA.
e 3anyctute «komaHgy show snmp host, 4T06bI OTOOpPa3UTL
MHOpMaLMIO O XOCTE, HACTPOEHHYIO NoSb3oBaTeENeM
NMS B NMS, wucnonbaytowen SNMP v1/v2c, HacTpouTe umda coobuiecTtBa

yTeHusa/3anmcn, BpeMsi OXXMaaHusa u Bpemsl noBTopa. Bbl MoxeTe ncnonb3oBaThb
NMS ansa sanpoca 1 HaCTpOWKKM YCTPONCTRA.

NPUMEYAHUE: «koHdpurypaumm B NMS  gomkHbl  COOTBETCTBOBAaTb

KOHUrypauussm Ha YCTPOWCTBE; B MNPOTMBHOM Crflydae COOTBETCTBYOLLME
onepaumm He MOoryT ObITb BbINOSHEHbI

Hactpownka SNMP v3 (View no ymonyaHuio)

CueHapun:

NMS

Gio/1
IP:192.168.3.1/24

IP:192.168.3.2/24

PucyHok 1-6.

e NMS ynpaBndetr ceTeBbiMW YCTPOMCTBaMU (areHTamu) Ha OCHOBE
ayTeHTUrkaummn nonb3oBaTensa U pexmnma WndpoBaHud, Hanpumep,
NMS wucnonb3yeT userl B KayecTBe mmeHu nonb3oBaTens, MD5 B
KadecTBe pexumma ayTteHTudukaummn, 123 B KadecTBe napond
ayTeHTndmkaumm, DES56 B kadecTBe anropntma wndpoaHms u 321 B
KayecTBe naposb LWNgpoBaHUS.

e Bbl moxete nonyuuTtb goctyn ko Bcem y3nam MIB. («4TeHue no
yMOnyaHuio, 3anucb no ymonuyauuio» (“read default write default”)
yKasbIBaeT, 4To JOCTYyn Ko BceM y3rnam MIB Bo3MOXxeH.

e CeTeBble yCTpOMCTBA MOIFyT aKTMBHO OTNpaBnATb CooOWeHns
ayTeHTudpvmkaumm n wngposannsg 8 NMS

Warn
HaCTPONKK

e Hactpowte rpynny MIB. Cosgante rpynny «g1», Bblbepute Bepcuto
«v3», yCTaHOBUTE ypOBeHb 6e30MacHOCTU Ha pexunM ayTeHTuduKauum
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N WndpoBaHUa «privy, a TakkKe HacTpPoWTe paspeLleHnNs Ha YTeHue U
3anuck View «no ymonyaHuoy». «l1o ymonyaHuio» ykasbiBaeT, YTO BCe
y3nbl MIB MoryT 6biTb 4OCTYMNHbI.

e Hactponte nonb3oatens SNMP. Co3gante nonb3oBaTens ¢ UMEHEM
«userl» B rpynne «g1», Bblbepute «v3» B KayecTBe Bepcun W
yCTaHOBUTE peXmm ayTeHTudmnkaumm «md5Sy», naponb ayTeHTudmkaumm
«123», pexum wndgpoBaHna «DES56» n naponb wndgppoBaHusa «321».

e Hactponte agpec ysna SNMP. YcrtaHoBuTe agpec xocTa Ha
192.168.3.2, BbibepnTe «3» B Ka4yecTBe BepCUM, YCTAaHOBUTE YPOBEHb
©e30MacHOCTN Ha pexuMm ayTeHTUdMKaumMm n WndpoBaHnSa «privy U
CBSXUTE MMA nonb3oBaTens «userl». PaspewuvTte areHTy akTUMBHO
oTnpasnaTb coobueHns trap B NMS.

e Hactponte IP-agpec areHTa. YctaHoBuTe agpec uHtepdenca Gi0/1 Ha
192.168.3.1/24

AreHT QTECH(config)#snmp-server group g1 v3 priv read default write default
QTECH(config)#snmp-server user userl g1 v3 auth md5 123 priv des56 321
QTECH(config)#snmp-server host 192.168.3.2 traps version 3 priv userl
QTECH(config)#snmp-server enable traps
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

MpoBepka e 3anyctmte komaHgy show running-config, 4TOObI 0OTOGpPa3nTL

MHGOpMaLMIO O KOHGIUIypaL M YCTPONCTBA.

e 3anyctmute «komaHgy show snmp user, 4To6bl 0OTOOpPa3nTL
nons3osatens SNMP.

e 3anyctute komaHgy show snmp view, 4tobbl oTob6pa3nTe SNMP View.

e 3anyctute komaHgy show snmp group, 4toObl 0TOGpa3uTL rpynny
SNMP.

e 3anycmte «komaHgy show snmp host, 4T0GbI OTOOpPa3UTL
MHPOPMaLMIO O XOCTE, HACTPOEHHYIO MoSib30BaTeENEM.

e YctaHoBute MIB-6paysep

NMS SNMP v3 wucnonb3yetr MexaHuambl 6e3onacHOCTM ayTeHTudukaumm u

wndppoBaHmss. B NMS HacTponTe ums nonb3oBatens n BblbepuTe ypoBEHb
f©esonacHocTn. B 3aBucMMOCTM OT BbIOpPaAHHOIO YpPOBHSA Ge3onacHoCTU
HacTponTe pexuMm ayTeHTUpuMKauun, naponb ayTeHTUdUKaumMm, pPexum
LN poBaHMA 1 Naposb WudgposaHnda. KpomMe Toro, HacTporTe BpeEMS OXnaaHuA
n Bpemsi noBTopa. Bbl moxeTe ncnonb3oBatb NMS ans 3anpoca u HaCcTPOWKK
ycTpoucTea. [NogpobHee o koHuUrypaumm cm. PucyHok 1-7.

NMPUMEYMAHUE: «koHdpurypaumm B NMS  gomkHbl  COOTBETCTBOBATb
KOHUrypauusm Ha YCTPOWCTBE; B MPOTMBHOM Cry4ae COOTBETCTBYIOLLME
onepaumm He MOryT ObITb BbINOSTHEHDI
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HacTtpownka koHdurypauum SNMPv3 (ykasaHHbIN BUA)

CueHapun:

Gio/1
IP:192.168.3.1/24

NMS

IP:192.168.3.2/24

PucyHok 1-7.

NMS ynpaBndetr ceTeBbiMW YCTPOWCTBaMM (areHTamuM) Ha OCHOBE
ayTeHTUmkaummn nonb3oBaTensa U pexmnma WndpoBaHus, Hanpumep,
NMS wucnonb3yeT userl B kKayecTBe mmeHu nonb3oBaTens, MD5 B
KayecTBe pexvma ayTeHTudwukaumm, 123 B KayvecTBe napons
ayTeHTudpukaumn, DES56 B kavyecTBe anropytma wnposaHuna n 321 B
KayecTBe naposb LWNgpoBaHnS.

CeTeBble yCTPOMCTBA MOIYT YNPaBATb pa3peLLleHnaMn nonb3oBaTtenemn
Ha gocTyn K o6bektam MIB. Hanpumep, nonb3oBartenb ¢ umeHeM user
MOXeT YntaTb 06bekTbl MIB B cuctemHom yane (1.3.6.1.2.1.1) u moxeTt
3anuceiBaTb 06bekTbl MIB Tonbko B y3ne SysContact (1.3.6.1.2.1.1.4.0).

CeTeBble ycTpoWCTBa MOryT akTMBHO OTNPaBNATb COOOLUEHUS
ayTeHTudmkaumm n wndgposaHms 8 NMS

Warn
HaCTPOWNKK

Hactponte MIB View u rpynny MIB. Cosgante MIB View «view1y,
KOTOpOE BKMOYaeT cCBA3aHHbIi obbekt MIB (1.3.6.1.2.1.1); 3atem
cospgante MIB View «view2», KOTOpoe BKNOYAET CBSA3AHHLIN OOBEKT
MIB (1.3.6.1.2.1.1.4.0). Co3gante rpynny «g1», BblbepuTe Bepcuio
«Vv3», yCTaHOBUTE YpOBEHb 6e30MacHOCTM Ha pexnm ayTeHTUduKaLmmn
N WKPOBaAHNSA «pPriv» M HACTPOMTE paspelleHnst Ha 4dTeHne View
«view1» n 3anuck View «view2».

Hactponte nonb3osatens SNMP. CosganTte nonb3oBaTtens C UMEHEM
«userl» B rpynne «g1», Bblbepute «v3» B KayecTBe BepcuU W
YCTaHOBUTE peXnM ayTeHTUdMKaummn «mdS», naposb ayTeHTUdMKaLnm
«123», pexxum wndpposaHms «DES56» n naponb wudpoBaHns «321».

Hactponte agpec ysna SNMP. YcraHoBuTe agpec XxocTa Ha
192.168.3.2, BbibepuTe «3» B Ka4eCTBE BEPCUN, YCTAHOBUTE YPOBEHbL
©e30MacHOCTN Ha pexuMm ayTeHTUdMKaumMm n WndpoBaHNSa «privy U
CBSXUTE MMA nonb3oBaTensa «userl». PaspewuvTte areHTy akTUBHO
oTnpaenaTb coobweHune trap B NMS.

YcraHoBuTe IP-agpec areHTa. YcraHoBuTe agpec uHtepdenca Gi0/1 Ha
192.168.3.1/24

AreHt QTECH(config)#snmp-server view view11.3.6.1.2.1.1 include
QTECH(config)#snmp-server view view2 1.3.6.1.2.1.1.4.0 include

QTECH(config)#snmp-server group g1 v3 priv read view1 write view2

(@ arecy
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QTECH(config)#snmp-server user user1 g1 v3 auth md5 123 priv des56 321
QTECH(config)#snmp-server host 192.168.3.2 traps version 3 priv userl
QTECH(config)#snmp-server enable traps

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit

MpoBepka | 1.

3anyctute komaHgy show running-config, 4T06bI  OTOGpPaA3UTL
MHOpPMaLMIO O KOHUTYpaLMK YCTPONCTBA.

3anyctnte komangy show snmp user, 4Tobbl 0TOOpa3nTbL Nonb3oBaTens
SNMP.

3anyctute komaHay show snmp view, 4tobel oTobpasmute SNMP View.
3anyctute komaHay show snmp group, 4tobbl otobpasntb rpynny SNMP.

3anyctute komaHgy show snmp host, 4tobbl 0TOGpPasnTbL MHpOPMaLUIO O
XOCTe, HaCTPOEHHYIO Nofb30BaTENEM.

YcraHoBuTe MIB-6paysep

AreHT

QTECH# show running-config

!

interface gigabitEthernet 0/1

no ip proxy-arp

ip address 192.168.3.1 255.255.255.0

!

snmp-server view view11.3.6.1.2.1.1 include
snmp-server view view2 1.3.6.1.2.1.1.4.0 include
snmp-server user userl g1 v3 encrypted auth md5
TEBD6A1287D3548E4E52CF8349CBC93D priv des56
D5CEC4884360373ABBF30AB170E42D03
snmp-server group g1 v3 priv read view1 write view2
snmp-server host 192.168.3.2 traps version 3 priv userl

snmp-server enable traps

QTECH# show snmp user

User name: userl

Engine ID: 800013110300d0f8221120
storage-type: permanent active
Security level: auth priv

Auth protocol: MD5

Priv protocol: DES
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Group-name: g1

QTECH#show snmp view
viewl(include) 1.3.6.1.2.1.1
view2(include) 1.3.6.1.2.1.1.4.0
default(include) 1.3.6.1

QTECH# show snmp group
groupname: gl
securityModel: v3
securityLevel:authPriv
readview: viewl

writeview: view?2

notifyview:

QTECH#show snmp host
Notification host: 192.168.3.2
udp-port: 162

type: trap

user: userl

security model: v3 authPriv

YcraHoBuTe MIB-6pay3ep, BBeaute IP-agpec 192.168.3.1 B IP Address n userl
B none UserName, Bbibepute AuthPriv gna Security Level, Beegute 123 B
AuthPassWord, Bblbepute MD5 pana AuthProtocol n BBegute 321 B
PrivPassWord. HaxmuTte «Add Item» 1 Bbibepute eanHnuly ynpaeneHus, s
KoTopon Heobxogumo 3anpocutb MIB, Hanpumep, «System» Ha cnegyrowem
pucyHke. Haxmute Start. MIB 3anpawwuvBaeTtca Ans ceTeBbiXx YyCTpoucTs. B
HWXKHEW NaHenn Ha cnegyroLlem pUCcyHKe nokasaHbl pe3ynbTaTbl 3anpoca.
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gz Hib-Erowser g@@

File(F) Help(H)

TF Address 192 186 . 3 . 1 Communi ty Name Worcrepeaters |0 UserName nserl
Operation Type |Wallk A1l Sublten v Security Lewel |AuthFriv = Max-repetitions |0 AuthPassiord [#4#
Add Tten | Bemove Ttem| Clear Ttams| Delay(ns) [1000 AuthProtocel  [WDS v | ErivPassterd e

Dbject | Object Type | Object Value [
1.36.0.2.1.1

M r ¥ Use Somp¥3 Pretecel

Retwn Time | Operation | Objest Name | Objeat Type [ Object value [
09:15:55 Halk sysleser. 0 Display String QTECH 106G Eouting Switch(QSW-6900-56F) E. ..
09:15:58 Hall syslbjectID. 0 ObjID 1.3.6.1.49.1. 27514.1.1.10.1.41

09:15:53 Halk sysUpTime. 0 TimeTicks 0 day=s 16:17:07

09: 1558 Halle sysContact. O Display String

09:18:58 Halle sy=Hame. 0 Display String QTECHE

09:18:58 Hall sysLocation. 0 Display String
09:18:58 Hall sysServices.0 Integer T
09:18:58 Hall Error:OBJECT N0 ACCESS

Snmp Operation | Mib Monitor

1.4.2. BknroyeHue pyHKumumn Trap

1.4.2.1. dphbeKkT KOHUrypaumum

Paspewnte areHTy akTMBHO OTnpaBndATb coobuieHne trap B NMS.

1.4.2.2. llarn HacTpomnkKm

Hactpownka agpeca yana SNMP
e OnuyuoHanbHO

e Hactponte agpec xocta NMS, korga oT areHTa TpebyeTcs akTuBHasa oOTnpaBka
COOOLLIEHUNNA.

Bknro4yeHue areHTa Ansa akTMUBHOW OTnpaBKu coobweHus trap B NMS
e OnuuoHanbHO

e HacTponTe 3TOT 3MEMEHT Ha areHTe, Koraa oT areHTa TpebyeTcsi akTUBHasi OTnpaBka
coobuleHns trap B NMS.

Bknro4yeHue ¢pyHKUMM oTnpaBKu coobweHusa Link Trap Ha nHtepdence
e  OnuuoHanbHoO

e HactponTe 3TOT 3neMeHT B areHTe, Koraa coobuleHune link trap Heo6xogMmo oTnpasnTb
Ha MHTEepeNnc.

Bknro4yeHune ¢pyHKLUMM OTNpaBKM COOOLLIEeHUA trap 0 nepe3arpy3ke CUCTeMbl
e  OnuuoHanbHoO

e HacTtponTe 3TOT anemMeHT Ha areHTe, Kkoraa ot cucteMbl RGOS TpebyeTcs oTnpasuTb
coobuwenne trap B NMS, 4tOoGbl yBEOOMUTbL O nepesarpyske CUCTeMbl nepen
nepesarpyskon unm nepesarpyskon ycTpomncTsa.

YKasaHMe ucxogHoro agpeca ans otnpaBku coobweHus trap
e  OnuuoHanbHO
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o HaCTpOIZTe 3TOT 3NIEMEHT Ha areHTe, ecnM HeobxoAMMO MOCTOSAHHO WUCMONb30BaTb

roKarnbHbIN

IP-agpec B KadyecTtBe wucxogHoro agpeca SNMP ans obneryeHus

yrnpaBneHus.
BkniouyeHue coobueHus trap AN nepeHoca NUYHbLIX MONed Npu oTnpaBkKe

coobLeHun

e  OnuuoHanbHO

e HacTtpoiTe 3TOT anemeHT B areHTe, ecnv B cooblueHnn trap HeobxoamMmo nepegasaTh
npuBaTHble Nons.

1.4.2.3. NpoBepka

3anyctute komaHay show snmp, 4Tobbl 0TOBpa3nTb ctatyc SNMP.

3anyctute komaHgy show running-config, 4Tobbl 0TO6pPa3nTbL NHPOPMAaLMIO O KOHUrypauum

YyCTPOWCTBA.

1.4.2.4. CBA3aHHble KOMaHAbI

HacTtponka agpeca xocta NMS

KomaHga snmp-server host [ oob ] { host-addr | ipv6 ipv6-addr | domain domain-
name } [ vrf vrfname ] [ traps | inrorms ] [ version { 1 | 2c | 3 { auth |
noauth | priv } ] community string [ udp-port port-num ] [ notification-type

Onucanne oob: HacTpamBaeT BHenonocHyto cBase (OOB) pgna cepsepa

napameTpoB npegynpexgeHun (To ectb WHGOpPMauusa OTMNpaBnseTca Ha cepsep
npegynpexaeHun yepes nirepdenc MGMT).
host-addr: agpec xocta SNMP.
ipv6-addr: (IPv6) agpec xocta SNMP.
domain-name: gomeHHoe umsa xocta SNMP.
vrfname: HacTpanBaeT nvsa Tabnuubl nepeagpecaunn VRF

Onuncanne traps | inrorms: HacTpavBaeT XOCT ANs OTnpaBkM coobLleHus trap nnm

napameTpoB NMHGOPMALIMOHHOIO COOOLLEHMS.

version: Bepcus SNMP, koTtopast moxeT OblTb ycTaHoBreHa Ha V1, V2C
umnn V3.

auth | noauth | priv: yctaHaBnMBaeT ypoBeHb 6Ge3onacHoCTM Ans
norb3oBartenen V3.

community string: ctpoka coobwectsa unm nms nonb3osatens (V3).
port-num: HacTpamBaeT naeHTudmrkaTop nopta yana SNMP.

notification-type: Tmn coobLieHnii trap, KOTOpble akKTUBHO OTMNpPaBNsAOTCS,
Hanpumep, snmp.

Ecnv tun trap He ykasaH, oTnpaBnsoTca Bce coobLieHuns trap

Pexnm komaHa

Pexwum rnobanbHon KoHUrypaumm
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PykoBoactso no
NCNoNb30BaHNIO

OTa KomaHga ucnonb3yeTcsa ¢ KomaHgon snmp-server enable traps ang
aKTUBHOW oTnpaBku coobueHnn trap B NMS.

Bbl MoxeTe HacTpouTb pasnuyHble xocTbl SNMP  gns nonyyeHus
coobueHnin trap. XoCT MOXeT nogaepXuBaTb pasfnuyHble trap, nopTbl U
Tabnuubl nepeagpecaumn VRF. Ecnv HacTpoeH oguH 1 TOT e XOCT (nopT
n  koHdpurypauna VRF oguHakoBbl), nocrnegHas  KoHdurypaums
ob6beanHsieTcst ¢ NpeablayLWmMMmn KOHUrypauusamm, To ecTb Ansa OTnpaBKu
pasHbix trap-cooblieHnin Ha ogMH W TOT e XOCT Kaxablh pas
HacTpavMBaeTCcsa OAWMH TuN trap-coobLieHnin. 3T KoHUrypauum, HakoHel,
06beaNHEHDI.

B aton komaHge napameTp via MoxeT OblTb ykasaH TONbKO Torga, korga
BKNIoYeH napameTp oob. Kpome Toro, Henb3sa ncrnonb3opatb napameTp vrf

BkniouyeHue

areHTa Ans aKkTUBHOW OTnpaBKU coobleHus trap B NMS

KomaHpa

snmp-server enable traps [ notification-type ]

OnwucaHue
napameTpoB

notification-type: BkntoyaeT trap-yBegoMneHns Ond COOTBETCTBYHOLUMX
coObITUI, BKNOYas cneayoLume TUnbil:

snmp: BKMo4aeT trap-ysegomnenme ans codbitun SNMP.

bgp: BkntovaeT trap-yBegomnenune gns coboitnn BGP.

bridge: BkntovaeT trap-yBegomnenne ons cobbiTMin MocTa.

isis: BkroYyaeT trap-yBegomneHe ansa cobeitun ISIS.
mac-notification: BkrtoyaeT trap-ysegomneHue anga cobbitun MAC.
ospf: BknoyaeT trap-ysegomneHme ansa codbitun OSPF.

urpf: Bkntovaert trap-yBegomnenms anga coboitnin URPF.

VITp: BKNtoYaeT trap-yBegomnerne onsi coboitnin VRRP.

web-auth: BKMOYaeT cobbITn

BebG-ayTeHTUdMKaLmn

trap-yBegomMneHue ans

Pexum komaHg

Pexunm rnobanbHomn koHdurypauum

PykoBoactBo Mo

OTa KomaHaa OOMmKHa MCMonb3oBaThCA C KOMaHaoW snmp-server host,

NCMONb30BaHUI0 | YTOObI COOBLLEHNS trap MOXHO ObINIO aKTMBHO OTNPaBNATb
Bknro4yeHue ¢pyHKUMM oTnpaBKu coobweHusa Link Trap Ha nHtepdence

KomaHga snmp trap link-status

Pexnm Pexum koHdurypaunm nHtepderica

KOHpurypaumm
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PykoBoactso no

Ons nHtepcpericoB (MHTepdenc Ethernet, untepdpenc AP u nHTepdgenc

MCNnosib30BaHUIO

ucnonb3oBaHuto | SVI), korga ata yHkumna BkntoveHa, SNMP otnpasnsieT coobuenune Link
Trap, ecnu cTaTyc COeauHeHus Ha uHTepdencax wuameHsietca. B
npotmBHoM criyyae SNMP He oTnpaBnseT coobueHne

Bknro4yeHune cpyHKLUMM OTNpaBKM cOOOLLeHUA trap 0 nepe3arpy3ke cucTeMbl

KomaHga snmp-server system-shutdown

Pexum Pexum rnobanbHon koHdurypauum

KOHcpurypawmm

Pykoeogcteo no | Korga dyHKuMs yBegomneHus npu  nepesarpys3ke cuctembl SNMP

BkntoveHa, B NMS otnpasngetca coobueHue trap, 4tobbl yBEeAOMUTL O
nepesarpyske cuUcCTeMbl nepen nepesarpy3kon wunuM nepesarpyskon
yCTpoOKncTBa

Yka3zaHue uc

XO04HOro agpeca ans oTnpaBKU coobLweHun trap

KomaHga snmp-server trap-source interface

Onuncanne interface: ncnonb3yeTcs B kadecTBe MHTepderica onst UICXOQHOro agpeca
napameTpoB SNMP

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

PykoBoacteo no

Mo ymonyaHuio B KayecTBe UCXOOHOro agpeca ucnosnbayetcs IP-agpec

NCNonb30BaHUO | MHTepdheinca, Ha KoTopbin oTnpasndaTca naketel SNMP. [na obneryeHus
ynpaBneHns u naeHTudpukaumm 3Ty KOMaHgy MOXHO 3anyCTuTb, YTOObI
NOCTOSIHHO MCMNOSIb30BaTb OOMH fokanbHbIM IP-agpec B kayecTse
ncxogHoro agpeca SNMP

BknroyeHune coobLieHns trap AnNA nepeHoca NpUBaTHbLIX Nonen nNpu oTnpaBke
coob6LeHus

KomaHga snmp-server trap-format private

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

PykoBoactBo Mo
NCNOSb30BaHNIO

OTa KkoMaH4a MOXET UCMOSb30BaTbCs, YTOObLI MO3BONUTL COOBLLEHMIO trap
coaepxaTb MpuBaTHble NMonsi Npu oTnpaBke cooblieHns. B HacTtosiwee
BpeMs noaaepknBaemble NpuUBaTHbIE MOMS BKIHOYAKT BpeMsi reHepaumm
npeaynpexaeHuns. KoHKpeTHbIe TUMbl AaHHBIX U AMana3oHbl aHHbIX NONEW
cM. B QTECH-TRAP-FORMAT-MIB.mib
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1.4.2.5. Npumep KoHdUrypaumm

BknroyeHune cpyHKummn Trap

CueHapun:
Gio/1
IP:192.168.3.1/24
IP:192.168.3.2/24
PucyHok 1-8.
NMS ynpaenseT ceTeBbiMM YCTPOMCTBAMM (areHTamu) Ha OCHOBE pexuma
ayTeHTumkaumm coobllectBa, W CceTeBble YCTPOWCTBA MOIMYT aKTUBHO
oTnpasnaTb coobweHna B NMS
Warn 1. BbINOAHMUTE HAaCTPOWKY, YTOObI areHT MOr aKTUBHO OTNPaBNATL COOBLLEHNS B
HaCTPOMKK NMS. YctaHoBute agpec yana SNMP Ha 192.168.3.2, dhopmaT coobLeHums
Ha Version2c n nma ayTeHTUMKaumm Ha userl. BknouuTe areHT ans
aKTUBHOW OTMNpaBku coobueHunn trap.
2. YcrtaHoBuTe IP-agpec areHTa. YcTtaHoBuTe agpec uHTepdenca Gi0/1 Ha
192.168.3.1/24
AreHT QTECH(config)#snmp-server host 192.168.3.2 traps version 2c userl
QTECH(config)#snmp-server enable traps
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit
MpoBepka e 3anyctute «komangy show running-config, 4TOo6bl OTOGPA3UTL
MHGOpMaLMIO O KOHGIUrypaLmm yCTPONCTBA.
e 3anyctute komaHgy show snmp, 4tobbl oTobpasnTts ctatyc SNMP
AreHt QTECH# show running-config
ip access-list standard al
10 permit host 192.168.3.2
interface gigabitEthernet 0/1
no ip proxy-arp
ip address 192.168.3.1 255.255.255.0
snmp-server view v11.3.6.1.2.1.1 include
snmp-server location Moscow
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snmp-server host 192.168.3.2 traps version 2c userl
snmp-server enable traps

snmp-server contact QTECH.com

snmp-server community userl view vl rw al

snmp-server chassis-id 1234567890

QTECH#show snmp
Chassis: 1234567890
0 SNMP packets input
0 Bad SNMP version errors
0 Unknown community nhame
0 Illegal operation for community name supplied
0 Encoding errors
0 Number of requested variables
0 Number of altered variables
0 Get-request PDUs
0 Get-next PDUs
0 Set-request PDUs
0 SNMP packets output
0 Too big errors (Maximum packet size 1472)
0 No such name errors
0 Bad values errors
0 General errors
0 Response PDUs
0 Trap PDUs
SNMP global trap: enabled
SNMP logging: disabled
SNMP agent: enabled

1.4.3. 9kpaHnpoBaHue PyHKLUN areHTa

1.4.3.1. dphbeKkT KOHUrypaumum

3awmtnte hyHKUMIO areHTa, korga crykba areHTa He TpebyeTcs.

1.4.3.2. NMpumeyaHunsn
e 3anyctute kOMaHgy nNo snmp-server, 4Tobbl CKpbITb yHKUMIO areHTa SNMP, korga
cnyx6a areHTa He TpebyeTcs.

e B oTnuume oT KOMaHAbl 3KpaHMPOBaHWS, NOCHe 3anycka KomaHabl No enable service
snmp-agent Bce cnyx6bl SNMP Hanpsmylo OTKMOYaTCA (TO €CTb (PYHKUMS areHTa
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SNMP oTKMoYaeTcs, NakeT He NPUHMMAaeTCsl, a OTBETHbIA MakeT UMM MakeT trap He
OTNPaBNSOTCS), HO MHOPMaUWS O KOHPUIYpaLUM areHTa He aKpaHUpyeTcs.

1.4.3.3. Llarn HacTpounku

AKpaHupoBaHue pyHKunmn areHta SNMP ans yctponcTBa
e OnuuoHanbHO

e cnonb3yiTe 3Ty KOHGUrypaumio, YTobbl CKPbITb KOHUrypaumio Bcex cnyxb areHTa

SNMP.
OTKknroveHue

¢yHKumumn areHta SNMP ansa yctponcTtea

e OnuuoHanbHO

e YTOBbI HANPAMYIO OTKIMIOYNTL BCE CMNYXXObI, UCMOMb3yNTEe 3Ty KOHUrypauumio.

1.4.3.4. NpoBepkKa

3anyctute komaHay show services, YTobbl MPOBEPUTL, BKIHOYEHbI N cry»0bl SNMP.

3anyctute komaHay show snmp, 4Tobbl 0TOBpa3nTb ctatyc SNMP.

3anyctute komaHgy show running-config, 4Tobbl 0TO6pPa3nUTbL NHPOPMAaLMIO O KOHMUrypauum

YyCTPOWCTBA.

1.4.3.5. CBA3aHHble KOMaHAbI

AKpaHupoBaHue pyHKunm areHta SNMP ans yctponcTBa

KomaHpa

no snmp-server

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
MCNONb30BaHNIO

Mo ymonuanuo dyHkumst areHta SNMP oTtkntoveHa. Korga napameTpebl
areHta SNMP (Hanpumep, agpec y3na NMS, nmsa ayteHTuduKaumm u
paspelueHne Ha OOCTYN) YCTaHOBMEHbI, cnyx6a areHta SNMP BkntovaeTcs
aBToMatmnyeckn. Komanga enable service snmp-agent Takke [OMmKHa
OblTb 3anylleHa OgHOBPEMEHHO, 4Tobbl cnyxba areHta SNMP morna
pabotatb. Ecnn cnyxb6a areHta SNMP oTknioueHa mnn He 3anylweHa
KomaHga enable service snmp-agent, cnyxb6a areHta SNMP He
nencreyeT. 3anyctute koMaHgy no snmp-server, 4toObl OTKOYMTb
cnyx6bl areHta SNMP Bcex Bepcun, nogaepXnBaembliX YCTPONCTBOM.

[Mocne BbINOMHEHMST 3TOWM KOMaHObl BCEe KOHduMrypauum cnyxbbl areHta
SNMP akpaHupytoTca (TO €eCTb MOCne BbINOMIHEHNA KOMaHObl Show
running-config KoHdurypaumss He oTobpaxaetcsa. KoHdwurypaumm
BOCCTaHaBMMBAlOTCA MOCMe MOBTOPHOrO BKOYEHUS Cnyxbbl areHta
SNMP). Tllocne BbINONHEHWA KomaHAbl enable service snmp-agent
KoHdurypaumm areHta SNMP He skpaHupytoTcs

OTKno4YeHune

¢dyHKkummn areHta SNMP gnsa yctponcTBa

KomaHpga

no enable service snmp-agent

Pexum
KOHpurypaumm

Pexwum rnobanbHon KoHUrypaumm
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PykoBoacTtBo no | ATy KOMaHAy MOXHO MCNoNnb3oBaTb ANns oTkoyveHus cnyxby SNMP, Ho
NCNonb30BaHNO | OHa He ByaeT akpaHMpoBaTb NapameTpbl areHTa SNMP

1.4.3.6. Npumep KoHdUrypaumm

BkntoyeHune cnyx6b1 SNMP

CueHapun:
NMS
Gi0/1
IP:192.168.3.1/24
IP:192.168.3.2/24
PucyHok 1-9.
Mocne BkntoveHnsa cnyxbol SNMP n HacTporiku cepsepa areHta SNMP NMS
MOXeT MOoNyYnTb AOCTYN K yCTponcTBam Ha ocHoBe SNMP
Warun 1. Bkniwouute cnyx6y SNMP.
HacTpoVKW | 2 3apaiTe napameTtpbl Ans cepsepa areHta SNMP, ytobbl cnyx6a SNMP
BCTynuna B cuny
AreHT QTECH(config)#enable service snmp-agent
MpoBepka | 3anycTute komaHgZy show services, 4Tobbl NPOBEPUTL, BKIOYEHa nu cnyxba
SNMP
AreHT QTECH#show service
web-server : disabled
web-server(https): disabled
snmp-agent : enabled
ssh-server : disabled
telnet-server : enabled

1.4.4. HacTtpounka napameTpoB ynpaBneHuns SNMP

1.4.4.1. 3dphbeKkT KOHhUrypaumum

3apavite oCcHOBHble napameTpbl areHTa SNMP, BKMOYasa pPeXuMM KOHTaKTa C YCTPOMCTBOM,
MECTOMNONOXEHNE YCTPOMUCTBA, CEPUNHBIN HOMEP M NapameTpbl ANs OTNpaBKu trap-coobLueHus.
MonyuynB poctyn Kk napametpam, NMS MoXeT MOonyyYnmTb KOHTAKTHOE IMUO YCTpoWcTBa U
Jm3nyeckoe MEeCTOMONOXKEHNE YCTPOMUCTBA.
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1.4.4.2. lLlarn HacCTPOMUKMN

YcTtaHOBKa peXXmMa CUCTEMHOro KOHTaKTa
e  OnuuoHanbHO

° Korga KOHTaKTHbIN pPeXnM CUCTEMbI HeO6XO,EI,I/IMO N3MEHUTD, HaCTpOIZTe OTOT ANEMEHT
Ha areHrte.

HacTponka mecTtononoxeHus cucteMbl
e  OnuuoHanbHO

° Ecnu H606XOD,I/1MO M3MEHUTb pacrnonoXxeHne CUCTEMbI, HaCTpOIZTe OTOT 3NeMeHT Ha
areHrte.

YcTtaHOBKa CEpMUHOro Homepa CUCTeMbI
e OnuuoHanbHO

e Ecnn HeobxoanmMo N3MeHUTb CEPUINHBIN HOMEP CUCTEMBbI, HACTPONTE STOT SNEMEHT Ha
areHTe.

YctaHoBka nHcgpopmauum NE 06 yctpouncrtse

e OnuuoHanbHO

o Ecnu Heobxoanmo nameHunTb kog NE, HacTporTe aTOT 3fIEMEHT Ha areHTe.
HacTpomnka makcumanbHOM AnuHbl naketa areHta SNMP

e OnuuoHanbHO

o Ecnu HeobGXxoaMMO M3MEHNTb MaKCUMarbHYO AnvHy naketa areHta SNMP, HacTporiTe
3TOT ANEMEHT Ha areHTe.

Hactpownka naeHtudumkatopa nopta UDP cnyx6bl SNMP
e  OnuuoHanbHO

o Ecnu Heobxogmmo namennTb ngeHtndukatop nopta UDP cnyx6bl SNMP, HacTponTe
3TOT 3ANIEMEHT Ha areHTe.

Hactpoika gnuHbl oyepeamn coodLleHun trap
e OnuyuoHanbHO

e Ecnu HeobxooMMo HaAcTpOUTb pa3Mep Ouvepean COoOoOLWEeHW ans  ynpaBrneHust
CKOPOCTbHO OTMPaBKM COOBLLEHWIA, HACTPOWTE STOT ANIEMEHT Ha areHTe.

HacTpoika uHTepBana otnpaBku coobLieHus trap
e OnuyuoHanbHO

e Ecnu HeoGxoaMMO M3MeHUTb MHTepBan OTNpaBKM trap-coobLleHWsi, HacTponTe 3TOT
MYHKT B areHTe.

Hactpouka ynpaBneHus notokom SNMP
e  OnuuoHanbHoO

e Ecnu 6onbwoe konnyectBo nakeToB 3anpocoB SNMP npnBOANT K BbICOKOW 3arpyske
UM aona 3agady SNMP, HacTponTe ynpaBrieHme notokom SNMP, 4ToGbl orpaHnynTb
KOJIMYECTBO MAKETOB 3anpocoB, obpabaTbiBaeMbIX B CEKYHAY B Kaxkaon 3agade SNMP,
4YTOObI KOHTPONMpPOBaTL Ucrnonb3oBanne LM ansa sagad SNMP.

1.4.4.3. NMpoBepka

3anyctute komangy show snmp, 4tobbl 0To6pasuTb ctatyc SNMP.

3anyctute komaHgy show running-config, 4tobbl 0TO6pPa3nTbL NHPOPMALMIO O KOHUrypauum
YCTPOWCTBA.
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1.4.4.4. CBA3aHHbIe KOMaHAbI

YcTtaHoBKa pexnma CUCTEMHOIO KOHTaKTa

KomaHga snmp-server contact text
Onucanve text: cTpoKka, OnMchiBaloLLas PeXnM KOHTakTa cUcTeMbl
napameTpoB

Pexum komaHg

Pexwum rnobanbHon KoHUrypaumm

HacTponka mecTononoxeHus cMCTeMbl

KomaHga snmp-server location text

OnucaHue text: cTpoka, onMcbiBaKLLas CUCTEMHYIO MHAOPMaLMIO
napameTpoB

Pexnm Pexwum rnobansHon koHurypaumm

KOHUrypauum

YcTtaHoBKa c

epm7||-|oro HOMepa CUCTeMbl

KomaHpa snmp-server chassis-id text

Onucanne text: TeKCT cepunHOro HoMepa CUCTEMbI, KOTOPbIA MOXET COCTOATb U3 Lindp
napameTpos U CMMBOSIOB

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

PykoBoacteo no
MCNONb30BaHNIO

Kak npaBuno, cepumHbIn HOMEpP YCTPOMCTBA WUCMONb3yeTCA B KavecTse
cepuinHoro Homepa SNMP gna obnervyeHns uaeHTMdmkauum yCTponcTea

YcTtaHOBKa u

Hcdopmaumm NE o6 ycTponcrtee

KomaHga snmp-server net-id text

Onuncanne text: TeKkcT, KoTopbIn ucnonb3yetca Ansg ycrtaHosku koga NE yctpowncTsa.

napameTpoB TekcT npeacraBndaeT cobon CTPoKy, cogepxaluyto oT 1 oo 255 cMmBOMoB ¢
y4eTOM perncTpa u MoXeT BKroYaTb Npobenbl

Pexum MobBanbHbIN pexum

KOHpurypaumm

PykoBoacteo no
NCMNOMb30BaHUIO

YcraHoBuTe koa NE yctponcTtea
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HacTpomnka makcumanbHOM AnuHbI naketa areHta SNMP

KomaHga snmp-server packetsize byte-count

Onucanne byte-count: pasmep naketa ot 484 6anTt o 17 876 Gant
napameTpoB

Pexum Mmo6anbHbIN pexmum

KOHpurypaumm

Hactpownka naeHtudumkatopa nopta UDP cnyx6bl SNMP

KomaHga snmp-server udp-port port-num

Onucanwne port-num: ykasbiBaeT ngeHtudgukatop nopta UDP cnyx6bl SNMP, To ecTb
napameTpoB naeHTudmkaTop nopta NpoTOKoNa, KOTopbIn nonyvaeTt naketsl SNMP
Pexnm Mmo6anbHbIN pexum

KOHUrypauum

PykoBoactso no
NCMNOmMb30BaHUIO

Ykaxunte ngeHtuumkatop nopta npotokona ansa npuema naketos SNMP

Hactpoika gnuHbl oyepeamn coobdLleHnn trap

KomaHga snmp-server queue-length length

Onuncanne length: anuHa ovepean B ananasoHe ot 1 go 1000
napameTpos

Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

PykoBoacteo no
MCNONb30BaHNIO

Otperynupynte pasmep oyepegn coobuieHur, 4ToObl KOHTPONMpOBaTb
CKOPOCTb OTNpPaBKM COOBLLEHNN

Hactpoika uHTepBana otnpaBku coobLieHus trap

KomaHnga snmp-server trap-timeout seconds

Onuncanne seconds: MHTepBan (eanHuua namepeHus: cekynaa). [lnanasoH 3HaYeHuin
napameTpoB ot 1 go 1000

Pexnm Pexwum rnobanbHon koHUrypaumm

KOHpurypaumm

PykoBoacteo no
NCMNOMb30BaHUIO

HacTtporite wuHTepBanm oOTNpaBkM COOOLIEHMS, 4YTOObI KOHTPONMPOBATb
CKOPOCTb OTNpPaBKM coobLLEeHNS
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Hactpouka ynpasneHuss notokom SNMP
KomaHpa snmp-server flow-control pps [ count ]
Onucanue count: konn4yecTtBo nakeToB 3anpocoB SNMP, o6pabaTbiBaeMbix B CEKYHAY .
napamMmeTpoB [wnana3soH 3Ha4eHui coctasnsaeT ot 50 go 65 535

Pexum komaHg | Pexxum rmobanbHon KoHdurypaumm

PykoBogcteo

no | Ecnu 6onblwoe konnyecTBo naketos 3anpocoB SNMP npnBoanT K BbICOKOM

ncrnonb3oBaHuto | 3arpyske UM gna sagay SNMP, HacTponTe ynpasneHne notokom SNMP,

YTOObl OrPaHNYMTL KONMMYECTBO MaKeTOB 3anpocoB, obpabaTbiBaeMbiX B
cekyHnay B kaxkgon 3agadye SNMP, 4yTobbl KOHTPONMPOBaTbL UCMNONb30BaHNE
U ona sagpay SNMP

1.4.4.5. Npumep KoHdUrypaumm

HacTtpon
CueHapui:

Ka napameTpoB ynpasneHusa SNMP

NMS

Gi0/1
IP:192.168.3.1/24

IP:192.168.3.2/24

PucyHok 1-10.

NMS ynpaenseT ceTeBbiMM YCTPOMCTBAMM (areHTamMmuM) Ha OCHOBE peXxuma
ayTeHTupukaumm coobiectBa M MOXeT norfydyaTb 6a30Byl0 CUCTEMHYLO
nHdopMaumio 06 YCTpPOWCTBaX, HanNpuMep, PEXWM KOHTaKTa C CUCTEMOMN,
MECTOIMOSOXEHNE U CEPUNHBIN HOMEP

Warn 1. Bapante napameTtpbl areHta SNMP. YcrtaHoBuTEe MeCTOMOMOXeEHME
HaCTPONKK CUCTEMBbI, PEXUM KOHTaKTa N CEPUNHBIN HOMEP.
2. YcraHoBute IP-agpec areHTa. YctaHoBuTe agpec uHtepdpernica GiO/1 Ha
192.168.3.1/24
AreHt QTECH(config)#snmp-server location Moscow

QTECH(config)#snmp-server contact QTECH.ru
QTECH(config)#snmp-server chassis-id 1234567890
QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(config-if-gigabitEthernet 0/1)#exit
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MpoBepka

lMpoBepbTe NHOPMALMIO O KOHUTYpaLIMM YCTPONCTRA.

MpoeepbTe SNMP View 1 nHgopmaumto o rpynne

AreHT

QTECH# show running-config

ip access-list standard al

10 permit host 192.168.3.2

interface gigabitEthernet 0/1

no ip proxy-arp

ip address 192.168.3.1 255.255.255.0
snmp-server view v11.3.6.1.2.1.1 include
snmp-server location Moscow
snmp-server host 192.168.3.2 traps version 2c userl
snmp-server enable traps

snmp-server contact QTECH.ru
snmp-server community userl view v1 rw al

snmp-server chassis-id 1234567890

QTECH#show snmp view
vi(include) 1.3.6.1.2.1.1
default(include) 1.3.6.1
QTECH#show snmp group
groupname: userl
securityModel: v1
securityLevel:noAuthNoPriv
readview: vl

writeview: vl

notifyview:

groupname: userl
securityModel: v2c
securityLevel:noAuthNoPriv
readview: vi

writeview: vl

notifyview:
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1.5. MOHUTOPUHT
1.5.1. OTo6paxeHune
OnucaHue KomaHaa
OTtobpaxaeTt ctatyc SNMP | show snmp [mib | user | view | group| host]
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2. HACTPOUKA RMON
2.1. O630p

YpoaneHHbin MoHuTOopuHr cetu (RMON) HanpaBneH Ha pelleHne npobnem ynpaBneHus
nokanbHbiMu ceTamu (LAN) 1 yaaneHHbIMM cantamm ¢ UCNONb30BaHNEM OOHOW LIEHTpanbHON
Toykn. B RMON gaHHble MOHUTOPWHra CeTu COCTOAT U3 rpynnbl CTaTUCTUKN U MHANKATOPOB
NPON3BOAUTENBLHOCTU, KOTOPbIE MOXXHO MCMNOMNb30BaTh AN MOHUTOPUHIa MCMNOMNb30BaHUS CETH,
4yToObl OGNEerynTb NNaHMpoBaHWe ceTu, ONTUMU3ALMIO MPOU3BOAUTENBHOCTU U AMArHOCTUKY
ceTeBbIX OLLUNOOK.

RMON B OCHOBHOM ncnonb3yeTca ynpasidaoum yCTpOVICTBOM ana yoaneHHoro MOHUToOpUuHra
1 ynpasneHua ynpasidemMbiMn yCTpOVICTBaMM.

I'Ip0T0|(on bl U CTAaHOAPTDbI

e STD 0059/RFC 2819: nHdopmauunoHHas 6asa ynpaBneHus yaareHHbIM ceTeBbiM
MOHUTOPUHIOM.

e RFC4502: vHdopmaunoHHaa 6asa ynpasreHus yaaneHHbIM MOHUTOPUMHIOM CeTw,
Bepcusa 2.

e RFC 3919: ngeHtndukatopbl NpoToKoNa yaaneHHoro MoHuTopuHra cetm (RMON) ang
IPV6 1 MHOrOonpoTOKOMbHOM KOMMYTaumu no meTtkam (MPLS).

e RFC 3737: pykoBoacTteo IANA ansa moaynen MIB peecTpa yaaneHHOro MOHUTOPUHIa
(RMON).

e RFC 3434: pacwuvpeHua MIB ypganeHHOro MOHUTOpPWMHra AnA  CUrHarnos
npeaynpexaeHns 60rbLLION eMKOCTW.

e RFC 3395: cnpaBo4Hble paclmpeHust ngeHtugukartopa npotokona MIB yganeHHoro
MOHUTOPUHra ceTun.

e RFC 3287: pacwupeHua MIB yaaneHHOro MOHUTOpUHra ans anddepeHumpoBaHHbIX
cnyx6.

e RFC 3273: nHdopmaumnoHHaa 6asa ynpaBneHus yaaneHHbIM MOHUTOPMHIOM CEeTU Ang
CeTeln C BbICOKOW MNPOMYCKHOWM CMOCOBHOCTBLIO.

¢ RFC 2896: makpocbl ngeHTudmnkatopa npotokona MIB yaaneHHOro MOHUTOPUHIa CEeTH.

e RFC 2895: cnpaBoyHUK MO MaeHTUGUKaTopy npotokona MIB yaaneHHOro MOHUTOPUHra
ceTu.

2.2. NMpunoxeHunsa

MpunoxeHune OnucaHue

Cb6op ctatmctukm no nHdopmaumm | MNpumenaeT vYetbipe dyHkumn RMON K nHTepdgency ans
KOHTPONMPYEMOro MHTEPdIEeNnca MOHUTOPUHIa ceTeBOM CBA3N UHTEpdenca

2.2.1. C60p cTaTUCTUKMN NO MHpOPMaLIMN KOHTPONMpPYEMOro nitepcenca

2.2.1.1. CueHapun

®dyHkuna cratuctmkm RMON  Ethernet wcnonbdyetcs Ons MOHUTOPUHra  HaKOMMEHHOW
nHpopmaumm o6 mHTepdence, OYHKUUA CTaTUCTUKM UCTOPUN MCNONb3yeTCca A1 KOHTpons
KonuyectBa NakeToB WHTepdenca B KaxOoM WHTepBane MOHUTOPWUHra, a gYyHKUMS
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cuUrHanuaauum mcnonb3yeTcsa Ansi HEMEANEHHOrO NOSTyYeHUs] UCKIIOYEHN CYETUMKA NakeToB
UHTepdenca. Ha cnegytoliem pucyHke nokasaHa Tononornsa ceTu.

CeTb
NMS
Cepsep
— AreHTt
- GION 3.3.33
:_ EEEE BN HHHH
KoHconb

TepmuHan

PucyHok 2-1.

2.2.1.2. PasBepTbiBaHue

WHTepdenc oTtcnexusaetcs, 4TOObl HakannuMBaTb CTATUCTUKY MO KOMMYECTBY MNaKeToOB
nHTepdenca n cobnpatb CTaTUCTUKY NO KONMYECTBY MakeTOB W UCMOSNb30BAHUIO MPOMYCKHOW
cnocobHOCTM WHTepdherica B TeyeHWe uHTepBana MoOHuTOopuHra. Ecnn Ha wHTepdelice
NpouUCXOOUT WCKMIOYEHWEe KonuyecTBa MakeToB, B cucTemy ynpaeneHus ceTblo (NMS)
nepegaeTcs curHan npegynpexagerus. Knoyesble MOMeHTbl KOHdUrypauuun criegyrowime:

e Hactponte dyHkumio ctatuctukm RMON Ethernet Ha nHtepdelice.
e HactponTte pyHkumMo cTatnctmkn nctopum RMON Ha nHtepdenice.

e Hactponte Tabnuuy curHanoe npegynpexgeHns RMON n onpegenute gencrBusi no
obpaboTke cobbitui RMON B pexume koHdurypaumm. KoHTponmpyemble OGBLEKTDI
CUrHanoB npegynpexgeHun npeactaBnaioT cobon  3HayveHus uaeHTudumkaTopa
obbekta (OID) onpeneneHHbix nonen B ctatuctuyeckon Ttabnmue RMON Ethernet,
CKOH(pUrypmpoBaHHOM Ons MHTepgenca.

2.3. PyHKUUMN

2.3.1. basoBble KOHUenThbl

RMON onpegensiet Heckonbko rpynn RMON. [Mpoayktel QTECH nogaepxusatoT rpynny
CTaTUCTUKW, TPynny WCTOpUKM, TPYNMy TPeBOr W rpynny cobbITUA, KOTOpble OMNMUCbIBAKOTCA
cnegyowmm obpasom:

Fpynna cTaTUCTUKK

pynna CTaTUCTUKM MCNONb3yeTcs ANA MOHUTOpPMHra u cbopa CTaTUCTUKM NO MHOpMaumm o
Tpadmke uHTepdenca Ethernet, koTopas HakannMBaeTCss C MOMEHTa CO34aHus 3anucu Oo
Tekywiero BpemeHn. CTaTUCTUYECKME 3NEMEHTbl BKNIOYAT OTOpOLIEHHbIE NakeTbl AaHHbIX,
LuMpoKoBeLlaTernbHble NakeTbl AaHHbIX, OWWOKM MPOBEPKM LUKIIMYECKOrOo pe3epBMpPOBaHMUSA
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(CRC), 6onbwmre n manble 6nokn n aBapumn. Ctatuctnyeckne pesynbTaTbl COXPaAHSIOTCA B
cTaTucTnyeckon Tabnuue Ethernet.

pynna uctopun

Mpynna nctopumn ncnosnb3yeTcs Ans nepvoanyeckoro cbopa nHdopmMauum o ceTeBOM TpadmKe.
OH 3anucbiBaeT HaKoMMEHHbIE 3HAaYeHUst MHpOPMaLUM O CeTEBOM TpaduKe U UCNONb30BaHNM
MPOMYCKHOM CMOCOBHOCTM B TEYEHMEe KaXOoro MHTepBana W coxpaHsieT uUxX B Tabnuue
ynpaeneHus uctopvein. Bknioyaet B cebs aBe HebonbLuMe rpynmbi:

e [pynna HistoryControl ucnonb3yeTcst Anst yCTaHOBKN MHTepBarna BblIOOPKMU, UCTOYHUKA
[aHHbIX BbIOOPKM 1 OpYyroi ynpasnsioLuein nHpopmauuu.

e [pynna EthernetHistory npegoctaBnseT agMMHUCTpaTopam AaHHbIe UCTOPUK, BKIOYas
CTaTUCTUKYy Tpaduka CETEBOro CermMeHTa, NakeToB OLUMOOK, LUMPOKOBELLATENbHbIX
nakeToB, UCMONb30BaHUS U KONMYECTBa aBapui.

prnna curHanosB TpeBoru

pynna curHanos npegynpexgeHuin ncnonbadyeTtcs Ans HabnaeHna 3a ykasaHHbIM 00 bekToM
6a3bl ynpasnswowen nHdopmaumm (MIB). Korga sHadeHne obbekta MIB npeBbilaeT 3agaHHbIN
BEPXHUIM Mpeden WM Hwke 3adaHHOro HWXHero npegena, cpabartbiBaeT curHan TpeBoru,
KoTopbli 06pabaTbiBaeTcs kak cobbiTue.

Fpynna cobbiTui

Mpynna cobbiTnin Mcnonb3yeTca Ons onpegeneHus pexuma obpaboTkum cobbitun. Korpa
KOHTponupyeMbin ob6bekT MIB cooTBeTCTByeT YCMNoBuMSM TpeBOru, 3anyckaetca cobbiTve.
CobbiTe MmoxeT 6bITb 06paboTaHo B MOO60OM U3 CneayoLnX PeXxmmoB:

®  NONe: HUKaKuUX OenUCTBUN He npeanpuHMMaeTcA.

e log: MHMOpMauusa, OTHOCALWAACS K COObITUIO, 3anucbiBaeTcd B Tabnuvuy 3anucen
XXypHana, 4tobbl agMMHUCTpPaTOpPbl MOrNM NpocMaTpmBaTh ee B Noboe Bpems.

e snmp-trap: coobuweHue trap nepepaetcd B NMS, 4yT0Obl yBegomutb NMS o
BO3HUKHOBEHUW COBbITUSA.

o log-and-trap: mHdopmaumsa, oTHOcsAWasca K cobbiTMO, 3anucbiBaeTcs B Tabnvuy
3anucen xypHana, n B NMS nepegaetcs coobLieHune trap.

2.3.1.1. MprHUMN paboTbl

RMON nogaepxuBaeT HECKONbLKO MOHMUTOPOB M ABa MeToga cbopa gaHHbix. Cnocob 1. Ona
cbopa gaHHbIX ncnonb3yeTcs cneumanbHbin 30Hg RMON, n NMS mMoXeT Hanpsimyto nosnyyaTtb
BCcto mHcpopmaumo o MIB RMON un3 3oHga RMON. Cnoco6 2: areHTel RMON BCTpOeHbl B
CeTeBbIE YCTPONCTBA, YTOObI YyCTponcTBa umenu dpyHkumio nposepkn RMON. NMS ncnonbayet
OCHOBHbIE KOMaHAbl MPOCTOro NPoToKona ynpaeneHus ceTbto (SNMP) onst obmeHa gaHHbIMK C
areHTamn RMON v c6opa nHdopmaumm o6 ynpaBneHnn ceTbio. ATOT METOA, OAHAKO, OrpaHUYEH
pecypcamu yCTPOUCTBa, 1 cobrnpaeTca nHdopmauusa TonbKo 0 YeThbIpex rpynnax, a He 060 Bcex
AaHHbiXx RMON MIB.

Ha cnegytoliem pucyHke nokasaH npumep ceasm mexgy areHtamm NMS 1 RMON. NMS 4epes
areHtoB RMON, paboTarouwmx Ha YCTpoMCTBax, MOXeT nony4yatb MHdopmMaumio o6 obiem
Tpaduke, CTaTUCTUKE OLWMBOK WM CTaTUCTUKE NPOU3BOAMTENBHOCTM CerMeHTa ceTu, rge
HaxoguTCsa NHTepdenc ynpasnsemMoro CeTeBoro yCTpomcTaa, TeEM CaMbiM peanuays yganeHHoe
ynpasrieHne ceTeBbIMN YCTPONCTBAMM.
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NMS

2.3.1.2. 0O630p

PucyHok 2-2.

OcobeHHOCTb

OnucaHue

RMON Cratuctuka

Ethernet

CobuvpaeT HakonNUTeNbHO CTaATUCTUKY MO KONMMYEecCTBY MNaKeToB,
konuyectsy 6anToB U APYrMM  [a@HHbIM  OTCIEXMBAEMOro
nHtepcenca Ethernet

Cratuciuka  nctopumu

RMON

3anucbiBaeT KOMMYECTBO MakeToB, 6GanmToB M AOPYrMX [OaHHbIX,
nepedaHHbiX uHTepgencom Ethernet B TeyeHne HacTpOeHHOro
WHTepBana, n BblYMCNAET UCMOSb30BaHWE MOSOChl NPOMYCKaHUS B
TeyeHve 3TOro nHTepeana

Curnan
npenynpexxaeHus
RMON

Boibopka  3HAYEHWM  KOHTPONMPYEMbLIX  MEPEMEHHbIX  4vepes
onpedeneHHble  MPOMEXyTkn BpemeHW. Tabnuua  curHanos
npegynpexageHnn Ucrnonb3yeTcs B coveTaHun ¢ Tabnuuen cobbITuin.
Mpwn OOCTUXEHUU BEPXHEro nnm HWXHEro npegena
cooTBeTCcTBYlOWAa Tabnuua cobblTMA  MHUMUMMpPYeTCS  Ans
BbIMNOMHEHNA 06paboTKM CobbLITUI NNK 06paboTka He BbIMOSTHAETCS

2.3.2. RMON CTaTtuctuka Ethernet

2.3.2.1. MprHUMN paboTbl

dyHKkuma ctatnctukn RMON Ethernet HakonuTenbHO cobupaeT CTaTUCTMKY No MHopMmauumn o
ceTeBOM Tpadumke nHTepdgenca Ethernet ¢ MomeHTa co3gaHus 3anMcu 0o TEKYLLEro BPEMEHM.

2.3.2.2. CBA3aHHasA KOH(urypaums

Hactpowka cratuctnyeckmnx sanmcem RMON
e  OyHKumA ctatncTnkm RMON Ethernet no ymonyaHuio oTkno4eHa.

e 3anyctute komaHgy rmon collection stats, 4Tobbl co3gaTb 3anUcK CTaTUCTUKM
Ethernet Ha ykasaHHOM nHTepderice Ethernet.

e [locne ycnewHoro cosgaHna CTaTUCTUYECKUX 3anncen Ha yKasaHHOM WHTepdence
rpynna craTUCTMKM cobupaeT CTaTUCTUKY NO MHOopMauum O Tpaduke TekyLlero

nHTEepdemnca.

CraTtucTuyeckne 3remMeHTbl MPeAcTaBnsiloT coboN  nepemMeHHble,
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onpeaeneHHole B cTatuctudeckon Tabnmue RMON Ethernet, a 3anucaHHas
MHdopMaums npeacrtaBnseT cobon HakoMMeHHbIE 3HAYEHMSI NEPEMEHHBIX C MOMEHTaA
co3gaHusa ctatucTnyeckon Tabnmubl RMON 8o Tekywero BpeMeHu.

2.3.3. Ctatuctuka uctopmm RMON

2.3.3.1. MpuHUMN paboTbl

OyHKUMa cTaTucTukmn nctopmmn RMON 3anucbiBaeT HAaKOMMEHHYIO CTAaTUCTMKY MO MHGOpMaLmMn O
Tpaduke nHtepdenca Ethernet B TeueHne kaxgoro nHTepeana.

2.3.3.2. CBAi3aHHas KOHcurypaums

HacTponka KOHTPOnbHLIX 3anucen ncropum RMON
e OyHKUMA cTAaTUCTUKK NcTopMM RMON OTKIMoYeHa Nno yMOon4YaHumio.

e 3anyctute komaHagy rmon collection history, 4ToObl co3gaTb KOHTPOSIbHbIE 3aNUCK
nctopum Ha nHtepdgence Ethernet.

e [pynna nctropun RMON cobupaeT CTatMCTUKy MO NepemMeHHbIM, onpeneneHHbIM B
Tabnuue nctopum RMON, n 3anucbiBaeT HAKOMMAEHHbIE 3HAYEHUSI NMEPEMEHHbLIX B
TeyeHue Kaxxgoro nHrepeana.

2.3.4. CurHan npeaynpexaeHnsa RMON
2.3.4.1. MprHUMN paboTbl

OyHKUMa  curHanusaumm RMON  nepuogndeckm OTCNeXuBaeT W3MEHEHUA  3HAYeHWUn
nepemMeHHbIX CcurHanusauun. Ecnm 3HayeHne nepemMeHHOn npeaynpexaeHns gocturaet
3ajaHHOr0 BEpPXHEro nopora Wim HWKHEro nopora, 3anyckaeTcs COOTBETCTBYLlEe CobbiTne
ans obpaboTkn, Hanpumep, nepegaetca cooblieHne trap unu cosgaeTcd ofHa 3anucb B
Tabnuue xypHana. Ecnu HwKHee NOpOroBoe 3Ha4YeHME UMM BEPXHEEe MOPOroBoe 3HayeHue
OOCTUraeTCs HECKOSbKO pa3 nodpsa, 3anyckaeTcsa TONbKO OOHO COOTBETCTBYHOLLEE COObLITUE, a
apyroe cobbiTne 3anyckaetcs OO Tex nop, Noka He OyaeT OOCTMrHyTo obpaTHoe Noporosoe
3Ha4veHue.

2.3.4.2. CBA3aHHasa KOHdurypaums

Hactpoika Tabnuubl coobiTUN

o ®yHKuMs rpynnbl cobbiTii RMON OTKIoYeHa No yMO4YaHuLo.

e  3anyctute komaHgy rmon event, 4YTobbl HaCTpouTb Tabnuuy CobbITUNA.
HacTtpowka 3anucen npeaynpexaneHun

o DyHKUMS rpynnbl curHanoB npeaynpexaeHnin RMON oTkrtoueHa no yMOon4aHmio.

e 3anyctute koMaHgy rmon event, 4toObl HacTpouTb TabnMuy cobbITUIA, U 3anycTuTe
KomaHgy rmon alarm, 4toObl HacTpouTb Tabnumuy curHanoB npegynpexaeHnn RMON.

o  OyHkuma npeaynpexgeHnn RMON peanuayetcss Tabnuuen npeaynpexneHuin u
Tabnuuen cobbiTii BMmecTe. Ecnn coobuieHne trap gomkHO ObiTb MepegaHo Ha
ynpasensiollee YCTPOMCTBO B Ccryvyae cobbiTua  npegynpexaeHun, cHavana
HeobxoanumMo npaBuribHO HacTpouTb areHT SNMP. [nsa HacTpoiku areHTa SNMP cwm.
Hactponka SNMP.

e Ecnu ckoHmrypmpoBaHHbIi 0O6bEKT CUrHana npeaynpexaeHnin SBnaeTcs y3nom nong
B rpynne cratuctmkm RMON wunn rpynne wuctopun, yHkuma cratuctukm RMON
Ethernet nnn dyHkums ctatuctukm uctopmmn RMON gormkHa 6bITb HaCTpoeHa B NepByHo
odyepeab Ha KOHTponMpyeMom uHTepdence Ethernet.
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2.4. KoHdurypauusa

CTaTUCTUKU RMON
Ethernet

KoHdurypauus OnucaHue u KomaHaa
HacTtponka (ObsasatenbHbIl)  Wcnonb3dyetcs Ans  HakonuTenbHoro  cbopa

cTaTUCTUKM no nHdopmauumn o Tpadmke nHtepdenca Ethernet

rmon collection stats HacTtpauBaeT craTUcTMyeckue 3anmcu
Ethernet

Hactporika
CTaTUCTUKU _UCTOPUK
RMON

(ObGsazaTenbHbI)  Wcnonbayetcs gns  nepuogudeckoro  cbopa
cTaTUCTUYECKNX [AaHHbIX O Tpadumke wuHTepderica Ethernet wu
NCMNOMNb30BaHUN NPOMNYCKHOW CNOCOBHOCTM B TEYEHUE MHTEpBana

rmon collection history | HacTpanBaeT KOHTpOSfibHble  3anucu
ncropum

HacTtpovka curHana

(OBsazaTenbHbIN) Ncnonb3yeTca Ans KOHTPONS TOro, HaXOASATCH Nn

npegynpexaeHus N3MEeHeHWs JaHHbIX NepeMeHHOM B JONYCTUMOM AvanasoHe
RMON

rmon event HactpauBaeT 3annucu cobbitui

rmon alarm HacTtpanBaeT 3anucu npegypexgeHum

2.4.1. Hactpouka ctatuctukm RMON Ethernet

2.4.1.1. AdpdeKkT KoHdUrypaumm

MonyunTte HaKOMMEHHYKD CTaTUCTUKY MO WHoOpMauunm O TpadguKke KOHTPONMpyeEMOro
nHTepdenca Ethernet c MomeHTa co3gaHns 3annucu 4o TEKYLLEro BpeMeHu.

2.4.1.2. NMpumeyaHuns

OTa PyHKUMA HE MOXKET ObITb HACTPOEHA B PEXMME NAaKETHOW HACTPOWKN MHTepdeca.

2.4.1.3. LLlarn HacTpounku

Hactpouka cratuctnyeckux sanmcen RMON

e O0OsA3aTenbHbIN.

e Ecnu gnsa onpepeneHHoro mHtepdenca TpebyeTcs cTaTUCTMKA MU MOHUTOPWHI, ANs
3TOro nHTepdenca HeobxoaMMo HaCTPOUTb 3anucK ctatucTukm Ethernet.

2.4.1.4. NpoBepka

3anyctute komangy show rmon stats, 4tobbl 0T06pa3uTb cTtaTucTuky Ethernet.
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2.4.2. CBsi3aHHbIe KOMaHAbI

HacTtpounka ctatuctnyeckux sanmcen RMON

KomaHpa rmon collection stats index [owner ownername]
Onucanve index: ykasblBaeT MNOPSAKOBbIA HOMEpP CTaTUCTMYECKOM 3anucu Cco
napameTpoB 3Ha4YyeHuem B Anana3oHe oT 1 go 65 535.

owner ownername: ykasbiBaeT co3gaTens 3anucu, T. e. UMA Brnagenbsua,
KOTopoe npeacTaBnsaeT cobon CTpokKy M3 1-63 CUMMBOMOB C y4eTOM
perucrpa

Pexum komang | Pexum koHdurypaumm nHrepderica

PyKOBOD,CTBO no | 3HaveHns napamMmeTpoB CTaTUCTUYHECKOro BBOAa He MOryT ObITb MU3BMEHEHDI
MCrnoJsib3oBaHuto

2.4.2.1. Npumep KoHcpUrypaumm

Hactpounka ctatnctukn RMON Ethernet

CueHapui:

Cepsep

Tepmunan

PucyHok 2-3.

Kak nokasaHo Ha npeablgywiem pucyHke, areHT RMON nogkntodeH K cepBepy, U
NMS T1pebyet, 4TtoGbl rpynna ctatuctmkm RMON BbinonHAnNa craTtucTUKy
NPON3BOOUTENLHOCTM MO MOMYyYeHHbIM nakeTam uHTepdenca  Gi0/1.
AOMUHUCTPATOPbLI MOTYT MpPOCMaTtpuBaTbh CTAaTUCTUKY B Ntoboe Bpemsi, 4Tobbl
NMOHMMAaTb AaHHble O MOJIyYeHHbIX MakeTax uHTepderca U CBOEBPEMEHHO
NpUHMMaTb Mepbl 4N 06paboTKM CeTeBbIX UCKITHOYEHUI

Warn
HaCTPONKK

Hactponte sk3emnnsip  cTtatuctnyeckom  Tabnuubl Ha  umHTepdence
GigabitEthernet 0/1 gns cbopa ctaTUCTUKM NO TpaduKy 3TOro nHTepderca

ArenT

QTECH# configure terminal
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QTECH (config)# interface gigabitEthernet 0/1

QTECH (config-if-GigabitEthernet 0/1)# rmon collection stats 1 owner admin

Mpoeepka | 3anycTute komangy show rmon stats, 4tobbl 0To6pasnTb ctatucTuky Ethernet

AreHT QTECH# show rmon stats

ether statistic table:
index =1
interface = GigabitEthernet 0/1
owner = admin
status =1
dropEvents = 0
octets = 25696
pkts =293
broadcastPkts = 3
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0
packets640ctets = 3815
packets65To1270ctets = 1695
packets128To02550ctets = 365
packets256To5110ctets = 2542
packets512To10230ctets = 152
packets1024To15180ctets = 685

2.4.2.2. PacnpocTpaHeHHble OLMnOKK

3anuncu CTaTUCTUYECKOW Tabnuupl peKoHurypupytotcs
CKOH(OUIYPMPOBaHHbIE 3anNncy CTaTUCTUYECKON Tabnuupl.

2.4.3. HacTtpounka ctatuctmkm ucropmm RMON

2.4.3.1. dcpdekT koHduUrypaumm

nin

N3MEeHAI TCA

MonyynTe HaKOMMEHHy CTaTUCTMKY NO TpaduKy oTcrnexmBaemoro uHtepdgenca Ethernet u

MCNoib30BaHMIO NOJIOCbI NPONYCKaHNA B KaXXO0OM MHTepBane.
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2.4.3.2. NpumeyaHus

OT1a (byHKUMA He MOXET ObITb HACTPOEHA B PEXMME MaKeTHON HACTPOMKN MHTepdenca.

2.4.3.3. LLlarn HacTpounku

e (ObOgA3aTenbHbIN.

e Ecnu HeoGxogumo cobpaTb CETEBYIO CTATUCTMKY Ha yKa3aHHOM MHTepdeNnce, Ha 3TOM
NHTepgence O0MKHbI OblTb HACTPOEHBI KOHTPOIbHbIE 3anMcy uctopun RMON.

2.4.3.4. NpoBepka

3anycTtute komangy show rmon history, 4Tobbl 0TOBPa3NTL CTAaTUCTUKY FPYMMNbI UCTOPUMN.

2.4.3.5. CBA3aHHble KOMaHAbI

HacTpomnka KOHTPOnbHLIX 3anucen nctopum RMON

KomaHga rmon collection history index [owner ownername] [buckets bucket-
number] [interval seconds]

Onucanue index: ykasblBaeT NopsaKoBbIi HOMEP CTaTUCTUYECKOW 3anmcyu MCTopum

napameTpoB CO 3HaveHmeM B guanasoHe oT 1 go 65 535.

owner ownername: ykasblBaeT co3gaTtens 3anvcu, T. €. UMs Briagenbua,
KOTOpoe mnpeacTtaBnseTr cobon CTpoky M3 1—-63 CMMBOMOB C y4YeTOM
perucrpa.

buckets bucket-number: yctaHaBnueaeT emMkocTb Tabnuubl nCTopun, B
KOTOpPOW CyllecTByeT cTaTUcTU4eckas 3anucb MUCTOpUM, TO €eCTb
yCTaHaBnMBaeT MakcumarnbHoe konm4yecTtBo 3anucen (bucket-number),
KOTOPOE MOXET ObITb pa3MmeLLeHO B Tabnuue nctopun. 3HayeHune bucket-
number HaxoguTca B AmanasoHe oT 1 go 65535, a 3HayeHue no
ymornyanuio — 10.

interval seconds: ycTaHaBnNnBaeT CTaTUCTUYECKMIA MHTEPBAN B CEKyHAAX.
[wnana3oH 3HayeHun coctaBndet oT 1 cekyHabl go 3600 cekyHn, a
3HayeHue no ymondaHmo — 1800 cekyHn

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBogctBo no
NCNOSb30BaHMIO

3HayeHusi napamMeTpoB 3anucy CTATUCTUKUM UCTOPUM HEe MOryT ObITb
N3MEeHeHb!
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2.4.3.6. Mpumep KoHcuUrypaumum

Hactpouka ctatuctukm ncropum RMON

CueHapun:
Cepeep
Tepmunan
PucyHok 2-4.
Kak nokasaHo Ha npegbigyLiem pucyHke, areHT RMON nogkntouveH k cepBepy, U
NMS Heobxoaumo cobupaTb CTAaTUCTMKY MO NOMy4YEeHHLIM NakeTam uHTepdenca
Gi0/1 4yepes rpynny wuctopun RMON c¢ wuHTepBanom B 60 cekyHn, 4TOObI
KOHTPONMPOBAaTb CETb MU NOHMMATb aBapUNHbIE JaHHbIE
Warn HacTponte Tabnuuy ynpaeneHus nctopmen Ha nutepdence GigabitEthernet 0/1,
HacTporku | YToObl Nneproamyeckn cobmnpaTtb CTaTUCTUKY NO TpaduKy 3TOro MHTepdenca
AreHT QTECH# configure terminal
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# rmon collection history 1 buckets 5
interval 300 owner admin
MpoBepka | 3anyctute kKomaHay show rmon history, 4Tobbl 0TO6pa3nTb CTaTUCTUKY rPYNMbl
ncropum
AreHt QTECH# show rmon history
rmon history control table:
index =1
interface = GigabitEthernet 0/1
bucketsRequested = 5
bucketsGranted = 5
interval = 60
owner = admin
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stats =1

rmon history table:
index =1
samplelndex = 786
intervalStart = 6d:18h:37m:38s
dropEvents = 0
octets = 2040
pkts =13
broadcastPkts = 0
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

index =1
samplelndex = 787
intervalStart = 6d:18h:38m:38s
dropEvents = 0
octets = 1791

pkts =16
broadcastPkts =1
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

index =1
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samplelndex = 788
intervalStart = 6d:18h:39m:38s
dropEvents = 0
octets = 432

pkts = 6
broadcastPkts = 0
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

index =1
samplelndex = 789
intervalStart = 6d:18h:40m:38s
dropEvents = 0
octets = 432

pkts = 6
broadcastPkts = 0
multiPkts = 0
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

index =1

samplelndex = 790
intervalStart = 6d:18h:41m:38s
dropEvents =0

octets = 86734
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pkts = 934
broadcastPkts = 32
multiPkts = 23
crcAlignErrors = 0
underSizePkts = 0
overSizePkts = 0
fragments = 0
jabbers =0
collisions = 0

utilization =0

2.4.3.7. PacnpocTpaHeHHble OLMNOKH

3anucu Tabnuubl ynpaBneHWss UCTOpWEN HacTpauMBalTCA MOBTOPHO WM U3MEHSIOTCA
HaCTPOEHHbIe 3anucu Tabnuubl ynpaBneHUss UCTOPUEN.

2.4.4. HacTtpouka curHana npeaynpexaeHmna RMON

2.4.4.1. AdpdeKkT KoHdUrypaumm

I'Iepmop,mqecm I'IpOBepﬂVITe, HaxoOsaTCA N N3MEHEHNS 3HaYEHNI nepeMeHHbIX CUrHanmn3aunm B
npepgenax ykadaHHoro 4onyctmMoro amanasoHa.

2.4.4.2. NMpnmevaHunn

Ecnn coobuwenve trap pomkHO ObITb nNepegaHo Ha ynpasnsiowee YCTPOWCTBO MNpu
cpabatbiBaHUKN cobbiTua nNpeaynpexaeHus, areHT SNMP gormxeH 6bITb NpaBUbHO HACTPOEH.
[ns Hactponku areHta SNMP cm. Hactporika SNMP.

Ecnu curHanbHaa nepemMeHHas sBnsgeTca nepemeHHon MIB, onpegeneHHon B rpynne
cratnctmkn RMON wunum rpynne nctopun, dyHkumna ctatuctmkm RMON Ethernet nnun doyHkums
ctratuctmkn mctopum RMON pgorkHa ObiTb HAacTpOEHa Ha KOHTpPONMpyeMoM WHTepderice
Ethernet. B npotnBHOM crniyvae Tabnuua curHanoB npeaynpexaeHusi He dygeT cosgaHa.

2.4.4.3. LLlarn HacTpounku

HacTtpowka 3anucen coobiTUn

e ObgszaTtenbHbIn.

e 3aBepLinTe HACTPONKY B pexume rnobanbHOm KoHUrypaumm.
HacTtpowka 3anucen npegynpexaneHumn

e ObgszaTtenbHbIN.

e 3aBepLnTe HACTPONKY B pexume rnobanbHOm KoHUrypaumm.

2.4.4.4. NpoBepka

e 3anyctute komaHgy show rmon event, 4Tobbl 0TOO6pPa3nTbL Tabnuuy cobbITUN.

e 3anyctute komaHgy show rmon alarm, 4tobbl OTOGpas3vTb TabnMLUy CcuUrHanos
npeaynpexaeHun.
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2.4.4.5. CBA3aHHble KOMaHAbI

Hactpowka Tabnuubl cobbiTun

KomaHga rmon event number [log] [trap community] [description description-string]
[owner ownername]

Onucaxue number: yka3biBaeT Nopsi4KoBbIN HOMep Tabnuubl COObITUA CO 3HAYEHMEM

napamMmeTpoB B AnanasoHe oT 1 oo 65 535.

|Og: YKa3blBaeT Ha cobbiTne XypHana. Cuctema perncTtpunpyet
MHNUMNPOBaHHOE cobbITHe.

trap community: o6o3HavaeT coobweHune trap. Korga colbiTue
NHULMUpYeTCS, cMcTema nepegaet coobuyeHuve trap ¢ umeHem coobLecTsa
community.

description description-string: 3agaet nHdopmMaumio onnucaHusa cobbiTus,
TO eCTb CTPOKY onncaHus. 3HayeHne npeacrtaensget cobon cTpoky ot 1 go
127 cumBonoB.

owner ownername: ykasblBaeT co3gaTens 3anucu, T. e. UMSA BnagenbLua,
KOTOpoe npeacTtaBnseTr cobon CTpoky u3 1-63 CUMMBOMOB C Yy4eToOM
perncrpa

Pexum komaHpg,

Pexwum rnobansHon koHurypaumm

PykoBoacteo no
MCNONb30BaHNIO

MOXXHO WM3MEHUTb 3HAYeHUSI CKOHUIYPUPOBAHHLIX NapaMeTpoB 3anmcu
cobbITus, BKoYas Tun cobbiTus, UMs rpynnbl trap, onucaHue cobbiTust u
co3gaTens cobbITus

HacTponkar

pynnbl curHanoB npegynpexaeHnn RMON

KomaHga rmon alarm number variable interval {absolute | delta} rising-threshold
value [event number] falling-threshold value [event-number] [owner
ownername]

OnucaHue number: ykasblBaeT NOPSAOKOBbIN HOMEP 3anucuK curHana npegynpexaeHus

napamMmeTpoB CO 3HaveHmeM B guanasoHe ot 1 ao 65535.

variable: ykasbiBaeT nepemMeHHyl curHana npegynpexnoeHus, kotopas
npeacraenaet cobonm cTpoky M3 1-255 cuMBONOB WM NpeacTaBneHa B
dopmate c TOoukamum C ucnonb3oBaHmem OID ys3na (cdopmar:
entry.integer.instance  (3anucb.Uenoe  4YMCIO.9K3eMMNSApP);  NpUMep:
1.3.6.1.2.1.2.1.10.1).

interval: ykasbiBaeT WHTepBasn BbIOOPKM B CEKyHOAX M 3HadeHne B
anana3oHe ot 1 go 2 147 483 647.

absolute: ykasbiBaeT, 4TO TUN BbIGOPKM — BbIGOPKA aBCOMTHOrO
3HAYEeHWs1, TO €CTb 3HAYEHWUSI NEPEMEHHBIX U3BIEKAKOTCA HaNpsiMyto, Koraa
BpeMsi BbIOOPKM UCTEKIO.

delta: ykasbiBaeT, 4TO TUN BbIGOPKM — BbIGOpPKA U3MEHSOLWErocs
3HAYEeHNUs, T. €. UBMEHEHMS 3HAYEHWI NEPEMEHHbIX B Npeernax uHTepeana
BbIOOPKUN N3BNEKAOTCHA MO UCTEYEHUN BPEMEHUN BbIOOPKN.
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rising-threshold: yctaHaBnMBaeT BepxHuin npeaen Konmyectsa BblIGOPKM
(3Ha4yeHne) co 3HaveHMem B [AuanasoHe oOT —2147483648 po
+2 147 483 647.

event number: ykasblBaeT, YTO cCOObITUE C HOMEePOM cobbITUs event number
3anyckaeTcsl Npy OOCTMKEHUN BEPXHETO UMN HUXKHEro npeaena.

falling-threshold: yctaHaBnMBaeT HWXKXHUA Npeaen Konuyectsa BblOOPKM
(3HayeHne) co 3HadeHvemM B AmanasoHe oOT -—-2147483648 po
+2 147 483 647.

owner ownername: ykasblBaeT co3gaTens 3anucu, T. €. UMA BragenbLa,
KOTOpoe npeacTtaBnseTr cobon CTpoky u3 1-63 CUMBOMOB C Yy4yeToM
peructpa

Pexum komaHg,

Pexunm rnobanbHon koHdurypauum

PykoBoactso no
NCMNOmMb30BaHUIO

3HayYeHNs1 CKOHMUIrypupoBaHHbIX MapamMeTpoB 3anucu npeaynpexaeHni
MOryT OblTb W3MEHEHbl, BKIOYas MNepemMeHHble npeaynpexaeHvun, Tun
BbIOOpKW, co3gaTtenb 3anucu, WHTepBan BblGOPKW, BEPXHUA/HUXHUNA
npegen konmyecTea BblIOOPKN N COOTBETCTBYIOLLME TPUITEPHbIE COBLITUSA

2.4.4.6. Npumep KoHcpUrypaumm

Hactpouka curHana npeaynpexaeHua RMON

CueHapun:
Cetb
NMS
Cepsep

— AreHTt

— GiON ——— a— 3.3.3.3

:7 EEEE BN HHH

KoHcone

TepmuHan

PucyHok 2-5.

Mpeanonoxum, 41o SNMPv1 paboTtaeT B NMS, nms coobuiectsa, ncnonbsyemoe
ANA OCTyna K HacTponkaMm, aBnsieTcs obLeaocTynHbIM, ¢ atpubytom read-write,
a IP-agpec, ncnonesyembin NMS ans nonyyeHus coobwenni trap, — 3.3.3.3.
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Mpegnonoxum, 4to 3HayeHne OID nakeToB HEW3BECTHOro NPOTOKONa,
NOSTyYEeHHbIX KOHTponupyembiM UHTepdencom GigabitEthernet0/1, paBHO
1.3.6.1.2.1.2.2.1.15.3, pexum BbIBOPKM — OTHOCUTENBbHAA BblIOOpKA, a MHTepBan
BblGopkn — 60 cekyHa. Korga oTHocuTenbHoe 3HadeHne Bbibopkn 6onbiue 100
nnn meHble 10, cobbiTna 1 1 2 3anyckaloTca COOTBETCTBEHHO. B cobbitun 1
nepepaetcs coobuieHve trap, n cobbitne pernctpupyetca. B cobbitun 2
coObITUE TONBLKO perncTpupyeTcs.

Hactpowka areHta RMON 3aBepuieHa Ha TepmuHane. AreHT RMON nogkntoveH
K NMS un nogkntodeH k cepsepy vepes nHrepcenc Gl0/1. AreHt RMON porxkeH
KOHTPOSIMPOBATbL KONMYECTBO MaKeTOB HEM3BECTHOIO MPOTOKOMA, MOSTyYEeHHbIX
uHtepdencom GIO/1. WNHTepBan BbiOopkm coctaenset 60 cekyHn. Korga
abcontoTHoe 3HayeHne BbIGOpKM MeHbLLe 10, cCoBbITUE TONMBKO perncTpupyeTcs.
Korma abconioTtHoe 3HayeHue Bblbopku npesBbiwaer 100, cobbiTue
peructpupyetcs, u B8 NMS nepegaetca coobuieHue trap

LLarn e Hactponte agpec xocta gnga nony4eHnsa coobLeHun trap.
Eciipodid e Hactpoiite  rpynny  cobbitwit  ana  obpaboTkm  Tpurrepa
npegynpexaeHun.
e HactpownTte doyHKUMIO NpeaynpexaeHun
AreHT QTECH# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# snmp-server community public rw
QTECH(config)# snmp-server host 3.3.3.3 trap public
QTECH(config)# rmon event 1 description rising-threshold-event log trap
public owner admin
QTECH(config)# rmon event 2 description falling-threshold-event log owner
admin
QTECH(config)# rmon alarm 11.3.6.1.2.1.2.2.1.15.3 60 delta rising-threshold 100 1
falling-threshold 10 2 owner admin
MpoBepka e 3anyctute komaHgy show rmon event, 4Tobbl 0TOGpa3nTbL Tabnuuy
cobbITUN.
e 3anyctute komangy show rmon alarm, 4yToGbl 0TOGpa3uTL Tabnuuy
CUrHanoB NpeaynpexaeHnn
AreHT QTECH# show rmon event

rmon event table:
index =1
description = rising-threshold-event
type = 4
community = public
lastTimeSent = 0d:0h:0m:0s
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owner = admin

status =1

index = 2

description = falling-threshold-event
type =2

community =

lastTimeSent = 6d:19h:21m:48s
owner = admin

status =1

rmon log table:
eventindex = 2
index =1
logTime = 6d:19h:21m:48s
logDescription = falling-threshold-event
QTECH# show rmon alarm
rmon alarm table:
index: 1,
interval: 60,
oid =1.3.6.1.2.1.2.2.1.15.3
sampleType: 2,
alarmValue: 0,
startupAlarm: 3,
risingThreshold: 100,
fallingThreshold: 10,
risingEventindex: 1,
fallingEventindex: 2,
owner: admin,

stauts: 1

2.4.4.7. PacnpocTpaHeHHble OLMNOKH

e BaegeHHbIi OID oTcnexunsaemoro obbekta HeBepeH, NepemMeHHas, CoOOTBETCTBYHOLLASA
OID, He cyuwiecTByeT, Unn TUN He ABMNSETCA LernbiM YUCNOM Unu uenbim yucnom 6e3

3Haka.
e  BepxHuin nopor MeHbLle nnu paBeH HUXHEMY Nopory.
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2.5. MoOHUTOPWUHr
2.5.1. OToOpaxeHue

OnucaHue KomaHga

OtobpaxaeT BClO MHpOpMaUM O KOHdurypaumm | show rmon

RMON

OTobpaxxaeT cTtatucTnyeckyto Tabnuuy Ethernet show rmon stats

OTtobparkaeT Tabnuvuy ynpasneHus nctopuen show rmon history

OTtobpaxaeT Tabnuuy curHanos npegynpexageHun | show rmon alarm

OtobparkaeT Tabnmuy cobbiTnm show rmon event
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3. HACTPOUKA NTP
3.1. O630p

MpoTokon ceteBoro BpemeHu (NTP) — 3To NPOTOKON YPOBHSI MPUINIOXEHMI, KOTOPbIV NO3BONSET
ceTeBbiM YCTPOMCTBAM CUHXPOHU3MpPOBaTh Bpemsi. NTP no3BornsieT ceTeBbiM YCTPOMCTBaM
CUHXPOHM3NPOBaTb BPEMSI CO CBOMMMK CEpBEpaMM UMM UCTOYHMKaAMK YacoB M obecneuymBaeT
BbICOKOTOYHYIO KOPPEKLMIO BpEMEHM (pa3Huua Co CTaHAapTHbIM BpeMEHEeM COCTaBMsieT MeHee
OOHON MUIINUCEKYHOblI B NOKArnbHOM CETU M MEHEE HECKONbKUX OECATKOB MWUNIMUCEKYHO B
rnobanbHolit cetn). Kpome Toro, NTP MoxeT npegoTBpallaTb artakm C  MOMOLLbO
3alUNOPOBAHHOIO NOATBEPXKAEHUS.

B HacTosiwee Bpems yctponctea QTECH MoOXHO ncnonb3oBath Kak B kadyectBe NTP-knMeHTOB,
Tak n B KadectBe NTP-cepepoB. [pyrumn crnosamu, yctponctso QTECH wmoxert
CUHXPOHN3UpPOBaTbL BPEMSA C CEepBepoM BPEMEHU M UCMONb30BaTbCA B KadecTBe cepBepa
BpemMeHu Ans obecneveHns CUHXPOHM3aLUMM BPEMEHWN AN Apyrux ycTporcTs. Korga ycTponcTeo
QTECH ncnonb3yeTcd B Ka4ecTBe cepBepa, OHO NOAAEPKUBAET TOSBKO PEXMM O4HOaaPECHOro
cepsepa.

MpoToKonbl U cTaHAapThbI
RFC 1305: npoTokon ceTeBoro BpemeHu (Bepcus 3).

3.2. MNpunoxeHusn

MpunoxeHue OnucaHue

CuHXpOHM3aLMS B KadecTBe KfMeHTa ncnonbayeTcs YCTPOMCTBO,
BPEMEHM  HA  OCHOBE | CUHXPOHU3UpYIoLLEee BpeMs C BHELLUHUM NCTOYHUKOM YacoB. [ocne
BHELUHEro  3TaflOHHOrO | YCMeLHON CUHXPOHN3aLMM OH UCMONb3yeTCs B Ka4ecTBe cepBepa

NCTOYHMKA ana  obecnevyeHNs CUHXPOHM3AUMM BpeMeHu Ans  ApYrux
YCTPONCTB
CuHXpoHM3aLma YCTpONCTBO UCMNOMb3YeT fIoKarbHble Yacbl B KAYeCTBE HaOEXHOro

BPEMEHN Ha  OCHOBE | UICTOYHMKA 3TanoHHbix 4YacoB NTP, a Takke wucnonb3ayetcsa B
NIOKaNbHOro  UCTOYHMKA | KaYecTBe cepBepa Ans obecneyeHns CUHXPOHU3AUUN BPEMEHMN
3TalIoOHHbIX YacoB OnNs1 ApYrMX YCTPOWCTB

3.2.1. CUHXpPOHM3aUNAA BPEMEHM Ha OCHOBE BHELUHEro 3TaNlOHHOro
MCTOYHUKA YacoB

3.2.1.1. CueHapum
Kak nokasaHo Ha PucyHke 3-1

e DEVICE-A ucnonb3yeTtcs B KayeCTBe HaOeXHOro 3TafioHHOro UCTOYHMKA YacoB OnA
obecrnevyeHns CUHXPOHM3aLMN BPEMEHMW NS BHELUHWUX YCTPONCTB.

o DEVICE-B yka3sbiBaeT DEVICE-A B kavyectBe NTP-cepBepa 1 CUHXPOHU3NPYET BpeMs
c DEVICE-A.

e [locne ycnewHomn cuHxpoHnsaumm DEVICE-B obecneunBaeT CUHXPOHM3ALUNIO BPpEMEHN
ana DEVICE-C.
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Yctponcteo C YcTtponcteo B YcTtponcteo A
192.168.1.1
Gio/1 Gio/0
192.168.2.1 192.168.1.2

PucyHok 3-1.
3.2.1.2. Pas3BepTbiBaHue

HacTtponte DEVICE-B Ha peXuM BHELLHEro 3TafloHHOro NCToYHMKa YacoB NTP.

3.2.2. CUHXpOHU3aLUsAi BpPEMEHM Ha OCHOBe JIOKafiIbHOro MCTOYHUKA
3TaNoHHbIX YacoB

3.2.2.1. CueHapun

Kak nokasaHo Ha PucyHke 3-2, DEVICE-B ncnonb3yeT nokarbHble Yackl B Ka4eCTBE NCTOYHUKA
onopHbix YacoB NTP 1 obecneydnBaeT cuHxpoHusauuio Bpemenmn ans DEVICE-C.

Yerpomncteo C Yerponctso B

Gi0/1
192.168.2.1

PucyHok 3-2.

3.2.2.2. PazBepTbiBaHue

HacTtponte DEVICE-B Ha pexum nokanbHbIX 3TanoHHbIX YacoB NTP.
3.3. PyHKUUMU

3.3.1. ba3oBble KOHUenTbI

NTP-naket

Kak onpegeneHo B RFC1305, NTP wucnonb3yeT nakeTbl MNPOTOKOMAa MOoSfb30BaTENbCKMUX
patarpamm (UDP) ona nepegayn, a ncnonbdyemoli naeHtudpmkatop nopta UDP — 123.

Ha PucyHke 3-3 nokasaH dpopmaTt naketa CMHXpoHM3auumn BpemeHn NTP.
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0 7 15 23 31

LI | VN Mode Stratum Poll Interval | Precision

Root Delay (32 6uta)

Root Dispersion (32 6uta)

Reference Clock Identifier (32 6uta)

Reference Timestamp (64 6uta)

Originate Timestamp (64 6uta)

Receive Timestamp (64 6uta)

Transmit Timestamp (64 6uta)

Authenticator (onymoHansHo 96 6uTa)

PucyHok 3-3. dopmat naketa cMHXpoHu3auum spemenn NTP

o UVHaukaTtop cekyHabl koopauHaumm  (LI):  ykasbiBaeT 2-OMTHbIM  MHAMKATOP
OOMONHUTENBHON CEKYHAbI.

NMPUMEYAHUE: 00: ykasbiBaeT Ha OTCYTCTBME npegynpexgalowen wuHdopmaumm; 01:
yKasbIBaeT, 4YTo B npeablayLlien MuHyTe 61 cekyHaa; 10: ykasbiBaeT, YTO B NpeablayLen MMHyTe
59 cekyHg; 11: yka3bIBaeT, YTO Yacbl HE CUHXPOHU3NPOBAHDI.

e Homep Bepcun (VN): ykasbiBaeT 3-OMTHbIN HOmep Bepcum NTP. Tekywmn Homep
Bepcun — 3.

o Pexum (Mode): ykasbiBaeT Ha 3-OMTHbIN pabounin pexxum NTP.

NMPUMEYAHUE: 0: yka3biBaeT Ha OTCYTCTBUE onpedenenns; 1: ykasbiBaeT HA CUMMETPUYHYIO
aKTUBHOCTb; 2: yKa3blBaeT Ha CUMMETPUYHbIN Naccus; 3: yKka3blBaeT Ha KNWEHTAa; 4: yka3biBaeT
Ha cepBep; 5: ykasblBaeT Ha LUMpoKoBellaHue; 6: ykasbliBaeT ynpaBngaowy nHgopmaumio; 7.
3ape3epBMpPOBaHO.

e Stratum: ykasbiBaeT 8-6uTHbIN crnon (Stratum) nokanbHbix YacoB. 0: ykasbiBaeT Ha
oTcyTCTBME onpeaeneHus; 1: ykasbiBaeT master-uCTOYHMK 3TaNOHHbIX YacoB; Apyrue
3HAYEHWs: yKasbIBaoT Slave-UCTOYHMKN 3TanOHHbIX YacoB.

¢ Poll Interval (MHTepBan onpoca): ykasblBaeT UHTepBan onpoca (B cekyHaax), KOTOpbIN
npencraenseT cobon 8-6uTtHoe Lenoe vncro.

e Precision (TOYHOCTb): yKa3biBaeT TOYHOCTb BpeMeHu (B CeKyHAax) MeCTHbIX Yacos,
KoTopas npeacTtaensieT cobon 8-6uTHOE Lenoe vmcno.

¢ Root Delay (KopHeBas 3agepxka): ykasbiBaeT BpeMsi NPOXOXAeHWs Tyaa n obpaTHo 4o
master-ucTouHnKka 3TarloHHbIX 4YacoB, KOTOpOe npeactaBndeT cobow 32-paspsgHoe
uenoe 4mcno.
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e Root Dispersion (KopHeBasi gucrnepcusi): ykasbiBaeT camyk Oonbluyld pasHuuy oT
master-aTanoHHOro MCTOYHMKA TaKTOBOrO CUrHamna, KOTopbl npegcraBnseTr cobon
32-pa3pagHoe Lesioe 4Yncno.

o Reference Clock Identifier (MaeHTUdMKaTOP 3TANOHHbLIX YacoB): Yka3biBaeT 32-6UTHbIN
NOeHTUMKATOP UCTOYHMKA 3TaNOHHbIX YacoB.

o Reference Timestamp (3TanoHHass BpeMeHHass MeTKa): ykasblBaeT 64-OMTHyIO
BPEMEHHYI0 METKY, @ UMEHHO BPEMSI, KOTOPOE BbINo YCTAHOBMEHO UMW UCNPaBIEHO B
nocneaHnn pas.

e Originate Timestamp (McxogHas BpeMeHHasw MeTka): ykasblBaeT 64-OUTHy0 MeTKy

BpemMeHn, a WMMeHHO MeCTHOe BpemMsA, Korga OT KIMeHTa yxXxoauT 3anpoc Ha
CUHXPOHN3ALINO BPEMEHMN.

e Receive Timestamp (OTMeTka BpeMeHM NnonyyeHus): ykasoiBaeT 64-OMTHYIO OTMETKY
BPEMEHU, @ UMEHHO MECTHOEe BpPeMsi, Koraa nakeT 3anpoca CUHXPOHU3aUUN BpeEMEHN
nocTynaeT Ha cepBep.

e Transmit Timestamp (OTmeTka BpeMeHn nepenaymn): ykasbiBaeT 64-6UTHYO OTMETKY
BPEMEHU, 8 UMEHHO MECTHOE BPEMS, KOra OTBETHbIN NaKeT CUHXPOHN3aLUMK BPEMEHU
oTnpasnsieTcs ¢ cepeepa.

e Authenticator (OnumMoHanbHO): yKasblBaeT MHpoOpMaLUMIo Ans ayTeHTudukaumn.
NTP-cepBep
YCTPOWCTBO UCMOMb3yeT JoKanbHble Yacbl B KayeCTBE MCTOMHUKA 3TaNOHHbIX 4YacoB AN
obecneyeHns CUHXPOHM3aLUNN BpEMEHU ANS APYrNX YCTPOWCTB B CETW.

NTP-knueHT

YCTponcTBo ucnonbayetcs kak NTP-KnueHT, CUHXpoHuanpyowmnn spemsa ¢ NTP-cepBepoM B
ceTu.

Stratum (Cnown)

B NTP «stratum» mncnonb3yeTtca Afs onucaHusl NepexodoB OT YCTPOWCTBA K aBTOPUTETHbLIM
(ooctoBepHbiM) yacam. Cepsep NTP, stratum koToporo paBeH 1, MMeeT HenocpeacTBEHHO
NoAKIoYeHHbIe aTOMHbIE Yachl UMK Yackl ¢ paguoynpasneHnem; cepeep NTP, stratum KkoToporo
paBeH 2, norny4aeT Bpems OT cepBepa, Stratum koTtoporo paseH 1; cepsep NTP, stratum
KOTOpOro paeeH 3, nony4yaeTt Bpems OT cepBepa, Stratum KOTOpOro paseH 2; U Tak ganee.
CnepoBaTenbHO, UCTOYHMKN YacoB C Boriee HM3KMM stratum nmetoT 6onee BbICOKYH0 TOYHOCTb
Yyacos.

AnnapaTHble Yachbl

AnnapaTHble Yacbl paboTaloT Ha YacToTe KBapLEeBOro pe3oHaTopa yYCTPOMCTBA M NUTaOTCA OT
Oatapen ycrtpowncTtBa. [locrne BbIKITIOYEHNS YCTPOWCTBA anmnapaTHble 4Yacbl MPOAOHKalT
paboTaTb. [Nocne 3anycka yCTponcTBa OHO NOJly4YaeT MHpOpMaLMIo O BpEMEHM OT annapaTHbIX
4YacoB B BMAE NPOrPaMMHOr0 BpeMEHN YyCTPOUCTBA.

3.3.2. 0630p

OcobeHHOCTb OnucaHue

CUHXpOHM3aLMSA CeTeBble yCTPONCTBA CUHXPOHU3MPYHOT BPEMS CO CBOMMM CEPBEPaAMU UK
BpemMeHn NTP HageXHbIMW MCTOYHMKaAMW 4YacoB [Ons peanusauuMm  BbICOKOTOYHOM
KOppeKunn BpeMeHn
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Ocob6eHHOCTb | OnucaHue
AyTeHTudmkaumsa | AyteHTudukauna ¢ wudposaHnem naketoB NTP wmcnonbayetcs ans

Security NTP

npepnoTBpalleHnda nomex CUHXpoHU3auun BpeMeHU Ha yCTpOIZCTBe oT
HeHaaeXHbIX NCTOYHMUKOB 4YaCcoB

NTP-KOHTpOIb
goctyna

Cnmucok koHTponsa poctyna (ACL) wucnonbsyetcs ana  dunbTpaumu
NCTOYHMKOB Nony4yeHHbIx naketos NTP

3.3.3. CuHxpoHusauums spemeHun NTP

3.3.3.1. MpuHUMN paboTbl

CunxpoHusaumsa spemeHn NTP peanmsoBaHa nytem B3aumoaenctBua naketoB NTP mexay
KITMEHTOM U CepBEPOM:

o KnuneHT oTnpaBnseT NakeT CUMHXPOHM3AUUM BPEMEHW Ha BCE CepBepbl Kaxable 64
cekyhapbl. lNocne nonyveHnss nakeToB OTBETOB OT CEPBEPOB KIMEHT UNbTPyET U
BblOMpaeT nakeTbl OTBETOB CO BCEX CEPBEPOB W CUMHXPOHM3MPYET BpPeEMA C
onTUMarnbHbIM CEPBEPOM.

e [locne nony4yeHuss nakeTa 3anpoca Ha CUHXPOHU3ALIMIO BPEMEHM CEpPBEP UCMONb3yeT
nokanbHble Yacbl B KQ4eCTBe 3TaNOHHOIO MCTOYHMKA WU 3anornHsaeT uHdopmauuen o
NOKanbHOM BpeMEHM OTBETHbI NakeT, KOTOPbIN AOMKEH ObITb OTNPABNEH KIUEHTY, B
COOTBETCTBUW C TpebOOoBaHMAMY NPOTOKOMA.

Ha PucyHke 3-4 nokasaH dpopmaT naketa CMHXpoHM3auumn spemeHn NTP.

Yctponucteo B

Yctponcteo A

B Time: 19:30:20

A Time: 19:00:00

@

Originate Timestamp:
19:00:01

v

Y

@

Receive Timestamp:
19:30:23

@

Transmit Timestamp:
19:30:24

A

@ Maket NTP Request

A

@

Receive Timestamp:
19:00:06

(2) Naker NTP Response

PucyHok 3-4. MpuHuun pabotel NTP
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DEVICE-B (cokpalieHHO B) ucronb3yeTcd B KayeCTBe MCTOYHMKA ITaroHHbIXx YacoB NTP,
DEVICE-A (cokpalieHHo A) ucnons3yetcsi B kadecTse knneHta NTP, KOTOpbI CUHXPOHU3NpyeT
Bpems ¢ DEVICE-B. B MOMeHT BpeMeHU MecTHble Yackl A nokasbiBatoT 19:00:00, a MecTHble
yacbl B — 19:30:20.

1. A otnpasnsieT naket 3anpoca NTP. MecTtHoe Bpems (T0), Koraa nakeTt oTnpasnseTcs
n3 A, coctaenset 19:00:00 n 3anonHsaeTca B Originate Timestamp.

2. Tocne 2-cekyHOHOW ceTeBOW 3afepKkn MecTHoe Bpems (T1), koraa B nonyyaeT naket
3anpoca, coctapnseT 19:30:23 n 3anonHaeTca B Receive Timestamp.

3. B obpabatbiBaeT 3anpoc NTP 1 yepes cekyHay OoTnpasnsieT OTBeTHbIN nakeT NTP.
MecTHoe Bpems (T2), Koraa oTBETHLIN NakeT yxoauT u3 B, coctaenset 19:30:24 v
3anonHsetcsa B Transmit Timestamp.

4. Tlocne 2-cekyHOHOW ceTeBOW 3adepXkn A nony4aeT oTBETHbIM nakeT. MecTHoe Bpems
(T3), koraa oTBeTHLIN NakeT NpubbiBaeT B A, coctaendeT 19:00:06.

KOHerTHbIe pacyeTbl AnAd CMHXPpOHMU3aunn BpemMeHun crnenyruime:

e A nonyyaet pasHuuy Bo BpemeHn B 30 MuHyT n 20 cekyHa mexay B n A, ncnonbsys
dopmyny ((T1-TO)+(T2-T3))/2.

e A nonyvyaeT YeTbIpeXCEKYHOHYIO 3adepkKy MnakeTa Tyga m obpatHo mexgy A n B,
ncnonb3ys cdopmyny (T3-T0)-(T2-T1).
3.3.3.2. Pexxum pab6otbl NTP

e PexvM BHelIHen CMHXPOHN3aLmM Yacos

B 3TOM pexume yCTPOWCTBO MCMOMb3yeTcs M Kak cepBep, M Kak KnueHT. Mpu nonyveHun
3aMpoCOB Ha CUHXPOHM3ALMI0O BPEMEHM OT OPYrMX KIMEHTOB YCTPOMCTBO AOJBKHO CHavana
CUHXPOHM3NPOBAaTL BPeMS C yKka3aHHbIM CEPBEPOM M 06ecnevmTb CUHXPOHU3aLIMI0 BpEMEHWN NS
KIMWEHTOB MOCMe YCMNeLIHOW CUHXPOHM3aLINN.

o Pexnm oTcyeTa nokanbHbIX YacoB

B 3TOM pexume YCTPOMCTBO WUCMONb3yeT foKamnbHble 4Yacbl MO YMOSYaHUIO B KayecTBe
HaZeXXHOro NCTOYHMKA YacoB M 06ecnevmBaeT CUHXPOHN3ALMIO BPEMEHW HEMOCPEACTBEHHO AN
APYMUX KIMEHTOB.

3.3.3.3. CBsizaHHasA KOHdUrypauus
Hactpownka NTP-cepBepa
o  O®yHKuMa NTP no ymonuaHuio OTKo4eHa.

e 3anyctute KomaHgy ntp server, 4tobbl ykasatb NTP-cepBep (BHELUHWIA MCTOYHMK
3TalNOHHbIX YacoB), KOTOPLIN MOXeT BKITtounTbL NTP.

e [locne HacTpowKM yCTPONCTBO paboTaeT B PEXMME BHELLUHENO 3TarioHa 4Yacos.
CMHXpPOHU3aLUsA B peanibHOM BpeMeHMU

Mo ymMon4aHuo YCTPOMCTBO BbIMOSHAET CUHXPOHU3AUUIO BPEMEHU KaXable 64 ceKyHabl.
O6HoBNEeHMe annapaTtHbIX YacoB

e [lo yMmonyaHUO YCTPOWCTBO He OOHOBMSET CUHXPOHW3NPOBaAHHOE BpPeMsi [0
annapaTHbIX YacoB.

e 3anyctute komaHagy ntp update-calendar, 4TOOblI YCTPOWCTBO aBTOMATUYECKM
OBHOBNANO annapaTHbIe Yacbl KAXXAbIA pa3 Nocrne yCrneLwHom CUHXPOHN3aLUMmn BPEMEHMN.

Hactpownka ocHOBHbIX YacoB NTP
e [lo ymonyaHuio yCTPONCTBO paboTaeT B peXnMe BHELLHMX 3TaNOHHbIX YaCcoB.
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e 3anyctute komanay ntp master, YTobbl HACTPOUTb YCTPOMUCTBO HA PEXMM NOKANbHbIX
3TaroHHbIX YacoB.

3.3.4. AyteHtTucpukauma Security NTP

Uto6bl npepoTBpaTUTh 3noHamMepeHHoe noBpexaeHne cepsepa NTP, NTP wucnonbsyet
MexaHu3Mm ayTeHTuduKaumm, 4YTobbl NpPOBEPUTb, AEWUCTBUTENbHO N UHopMauma o
CMHXPOHM3aUNN BpeMeEHM NOCTynaeT ¢ 0ObSABMNEHHOrO cepBepa, U NPoOBEPUTL NyTb BO3BpaTa
nHpopmaumm, 4Tobbl 06ecneunTb MexaHn3m 3aLnTbl OT MOMEX.

3.3.4.1. MpnHUMN paboTbl

KnneHtT NTP un cepBep NTP HacTpoeHbl C 0OgHUM U TEM e KrtodoMm. [pu oTrnpaBke nakeToB
3anpoca v oTBeTa YCTPOMCTBO BbIYMCASET XELU-3Ha4YeHUS NakeToB C NOMOLLbIO anroputMa MD5
Ha OCHOBE yKas3aHHOro Knwo4va u copaepxumoro naketa NTP u 3anonHAeT xsil-3HavyeHusa B
UHdopmMaumm ayTeHTUdMKaumm naketa. MNpuHMMaroLwee yCTPONCTBO NpoBepseT, oTnpaBreHbl
nM  nNakeTbl [OOBEPEHHbIM YCTPOMCTBOM UMM  U3MEHEHbl HAa OCHOBE MHGOopMauun
ayTeHTudmKaumm.

3.3.4.2. CBsA3aHHaA KOHdUrypauus

Hactponka mexaHusma rnobanbHon ayteHTMduKauum Security ansa NTP
o [lo ymonuaHuo mexaHm3m NpoBepKn NoarIMHHOCTM Security NTP He BKIHOYeEH.

o 3anyctute komaHgy ntp authentication, 4ToObl BKIIOYMTL MEXAHU3M ayTEHTMdUKALNK
Security NTP.

Hactpouka rmob6anbHoro knto4a ayteHTudmkauum ana NTP
e [lo ymonuaHuto rnobanbHbIi KoY ayTEHTUMKALUKN HE HACTPOEH.

e 3anyctute komaHgy ntp authentication-key, 4TO6bl BKMAOUMTL rOOANbHbLIN KoY
ayTeHTudmkaumm NTP.

HacTtponka ngeHtudmkatopa rmnodanbHoO goBepeHHOro kno4a ans NTP
e [lo ymonuaHuto rmobanbHO OBEPEHHbIN KIOY HE HACTPOEH.

e 3anyctute komaHgy ntp trust-key, 4TOoObl HacTpoOUTb YCTPOWCTBO B KayecTBe
3TaNOHHOIO0 UCTOYHMKA YacoB, YTOObI NPEAOCTaBUTL AOBEPEHHbIN KIOY AN BHELUHEN
CMHXPOHM3aLMN BPEMEHMW.

HacTpoiika ngeHTMdukaTopa 4OBEepPEeHHOro Krnio4a Ans BHELWHero MCTOYHUKa
3TanoHHbIX 4YacoB

3anyctute KoMaHZy ntp server, 4YToObl ykasaTb BHELUHWMIA ITaNOHHbIA WCTOYHUK, a Takke
[AOBEPEHHBIN KMHOY 3TOr0 MCTOYHMKA CUHXPOHM3ALIMMN.

3.3.5. NTP-koHTpOnb goctyna
3.3.5.1. MpuHUMN paboTbl

Ob6ecnedbTe MUHUMAIbHYO Mepy 6e3onacHocTn, ncnonb3ys ACL.

3.3.5.2. CBA3aHHasA KOHdUrypauus

Hactpowka npaB ynpaBneHus goctynom ana cnyxo NTP
e [lo ymonyaHuio npaBsa yrnpasrneHus goctynom ana NTP oTcyTCTBYIOT.
e 3anyctute koMaHgy ntp access-group, 4Tobbl HacTpouTb Npasa goctyna ans NTP.
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3.4. KoHdmrypaums

KoHdurypauus

OnucaHve n kKomaHAaa

HacTporika oCHOBHbIX

(O6sizatenbHO) Wcnonb3yetcss gns  BkntodeHns NTP.  [Mocne

6es3onacHoctu NTP

yHkumn NTP BkrtoyeHnss NTP  ycTponcTBo paboTaeT B pexume BHELIHUX
3TarloHHbIX YacoB
ntp server HactpaneaeT NTP-cepsep
ntp update-calendar ABTOMaTU4ECKM obHoBnseT
annaparHble Yachbl
(OnuuoHankbHo) Mcnonb3yeTca ANg HAaCTPOWKN YCTPOMUCTBA Ha pPeXnm
NoKanbHbIX YacoB
ntp master HacTtpauBaeT master-yacel NTP
(OnuunoHankbHo) Mcnonb3yetca gns otkntodeHns NTP
no ntp OTkntovaeT Bce pyHKkumm NTP n
ouynMaeT BCe KOH(urypaumm
NTP
ntp disable OTknovaeT noslydeHne nakeToB
NTP c ykasaHHOro nHtepdenca
ntp service disable OTknovaet cnyxoy
CUHXPOHU3aunmn sBpemeHn NTP
HacTtponka (OnuuoHanbHO) Wcnonb3dyeTcss gnst  npegoTBpalleHust  MoOMeX
ayTeHTudmkaumm CYHXPOHM3aLUN BpEMEHN Ha YCTPONCTBE OT HEHAAEXHbIX UCTOYHMKOB

TAaKTOBOIo CUrHamna

ntp authenticate BkntovaeTt MexXaHU3M
ayTeHTudmkaumm security

Hactpoika
ayTeHTundunkaumn

6e3onacHoctu NTP

ntp authentication-key HacTtpauBaeT rnobanbHbIN KoY
ayTeHTudmKaumm
ntp trusted-key HacTtpanBaeT OOBEPEHHbIN KoY

Ona CUHXpOHU3aunn BpeMeHU

ntp server HactpanBaeT goBepeHHbIN KoY
ONs BHELWHero  3TarloHHOro
MCTOYHMKA CUHXPOHM3aLMUN
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KoHdurypauus OnucaHue u KomaHaa

HacTponka koHTpons | (OnuuoHanbHo) Wcnonb3yetca ans  unbTpaumm  UCTOYHUKOB

goctyna NTP nonyyeHHbix NTP-nakeToB

ntp access-group HacTtpauBaeT npaBa ynpaBneHus
poctynom ans NTP

3.4.1. HacTpoika ocHOBHbIX pyHKUMU NTP

3.4.1.1. 3chdeKT KoHdUrypaumm
Pexxvm BHelLHeN ONOPHOM YacToThbl

|/|CI'IOJ'Ib3yIZTe yCTpOIZCTBO B Ka4yectBe KIuneHTa AONld CUHXPOHU3aunnm BpeMeHUn OT
BHELUHEero 3TayloHHOro NCTO4YHMKa 4YacoB C NnoKalibHbIMX YacaMi.

lMocne ycnewHoW CUHXPOHM3aUMU BPEMEHW WCNOSb3ynTe YCTPOMCTBO B KayecTBe
cepsepa CUHXPOHM3aLMN BpeMEHU, YTOObLI 06ecneynTb CUHXPOHU3ALUMI0 BPEMEHN.

Pexxum oTcuyeTa fiokanbHbIX YacoB

Mcnonb3ynTe nokanbHbIE Yackl YCTPOMCTBA B KAYECTBE UCTOMHUKA 3TanoHHbIX Yacos NTP ang
obecneyveHnst CUHXPOHU3ALUN BPEMEHM.

3.4.1.2. NMpumeyaHun

B pexume KnmeHT/cepBep YCTPOWCTBO MOXHO WCMONb3oBaTb B KayecTBe cepsepa
CUHXPOHM3aLUMN BpeMeHU Ans oGecneyeHnss CUHXPOHU3aLMM BPeMeHW TOMbKO Mocne
YCMNeLLHOW CUHXPOHU3ALMM BPEMEHM C HAaOEXHbIM BHELUHUM UCTOYHUKOM YacoB.

Mocne HaCTPOMKM pexuma nokamnbHbIX 3TaNOHHbIX YacoB cuctemMa He 6yaet
CUHXPOHM3NPOBaTbL BPEMSI C UICTOYHMKOM YacoB ¢ Goree BbICOKUM stratum.

HacTporka nokanbHbIX YacoB B KadecTBe master-4yacoB (0COb6eHHO npu ykasaHuu
HWKHEro stratum) mokeT nepesanucaTtb AEWCTBYHOLMIM UCTOYMHUK 4YacoB. Ecnn aTa
KOMaH4a Mcnonb3yeTcs Afs HECKOMbKUX YCTPOMCTB B CETW, pasHUUa B Yacax Mexay
YCTPOMCTBaMM MOXET NPUBECTU K HECTaBMMbHON CUHXPOHM3aLUN BPEMEHU B CETU.

Mpexae 4Yem nokanbHble Yacbl OGyayT HACTpOeHbl B kKayecTBe master-4yacos, ecnu
CMCTEMA HUKOrga HEe CUMHXPOHMU3UPYET BPEMSI C BHELUHUM WMCTOYHMKOM 4acoB, BaM
MOXeT NoTpeboBaTbCs BPYUHYHO OTKaNMObpoBaTb CUCTEMHbIE Yackl, YTOObI yoeanTbcs B
OTCYTCTBMM YpE3MEPHON pa3HuLbl. [JONONHUTENBHbIE CBEAEHMS O PYYHOM KanmbpoBke
CMCTEMHbIX YacoB CM. B pasaene KOHUrypaumm CUCTEMHOIO BPEMEHU B PYKOBOACTBE
System Configuration.

3.4.1.3. lWarn HacTponku

Hactpownka NTP-cepBepa

(O6szaTenbHo) JomkeH ObiTb ykasaH XoTs 6bl OOMH BHELLUHWMIA UCTOYHWUK STaNOHHbIX
4yacoB (MOXHO HacTpouTb He Bornee 20 pasnMYHbIX BHELUHUX MCTOYHUKOB 3TarloHHbIX
4yacos).

Ecnn Heobxoaumo HacTtpouTb kntod NTP, Bbl AOMKHbI HACTPOUTbL ayTeHTUMKaumo
security NTP nepepn HacTtporikon cepBepa NTP.

ABTOMaTM4Yeckoe oOHOBMEHUe annapaTtHbIX YacoB

OnumoHanbHo.
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e [lo ymonuaHuio cucteMa o6HOBMSIET TONBbKO CUCTEMHbIE Yachl, HO He annapaTHbIe Yachbl
nocne ycrewHoW CUHXPOHM3ALIMN BPEMEHN.

L] Mocne HaCTpOIZKI/l 3TON KOMaHAbl cucTeMa aBTOMAaTUYECKU obHoBnsiET arnapaTtHble
Yachbl nocne yCI'IeLUHOIZ CUHXPOHM3aLUnnN BpEMEHMN.

HacTponka master-yacoB NTP

YTobbl nepekniynTb yCTpOIZCTBO B pPeXuM rnoKalibHblIX 3TaNlOHHbIX 4acCOB, BbIMOJIHUTE 3TY
KOMaHay.

OTknioyeHune NTP
e Y706kl OTKNIOUMTE NTP 1 0uncTuTb HacTponkm NTP, BbINONHUTE KOMaHgy no ntp.

e [lo ymonyaHuio Bce nHTepdencsl MoryT nonyyaTs nakeTol NTP nocne Bkntoyenns NTP.
YTto6b! oTkMounTe NTP Ansa ykasaHHoro uHtepdyenca, BoinoniHuTe komaHay ntp disable.

OTknroYeHue cnyx06bl CMHXpoHU3auumn BpemeHu NTP

NTP paboTaet B pexume knueHt/cepsep. Nocne Toro, kak yctponctso NTP cuHXpoHusmpyeT
BPEMSA C BHELWHUM HageXHbIM WUCTOYHMKOM YacoB, OHO CIYXXUT CEepBEepoM BpemMeHW Angd
npegocTaBneHnsa  cnyxbbl CUHXPOHM3auuMuM BpemMeHu. Ecnu  yCcTpoMCTBO MPOCTO  HYXHO
obcnyxuBaTb B kayecTBe knueHta NTP, HacTponTe komaHgy ntp service disable, 4Tobbl
OTKMIOYNTL CNYX0y CUHXPOHM3aLmn BpemeHn NTP.

3.4.1.4. NpoBepka

o 3anyctute komaHgy show ntp status, 4tobbl 0TOGpa3nTL KOHbUrypaumuo NTP.

e 3anyctute komaHay show clock, 4Tobbl NpoBepuTb, 3aBepLUeHa NN CUHXPOHU3aUNS
BPEMEHM.

3.4.1.5. CBsAA3aHHble KOMaHAbI

HacTponka NTP-cepBepa

KomaHga ntp server[ oob | vrf vrf-name]{ ip-addr | domain | ip domain | ipv6
domain}[ version version] [ source if-name] [ key keyid][ prefer] [ via
mgmt-name |

OnucaHue o0b: ykasbiBaeT, NpMBA3aH NN UCTOYHWUK STANTOHHbBIX YacoB K MHTepdency
napameTpoB MGMT.

vrf-name: ykasbiBaeT umsa VRF, npuBs3aHHOro K 3TasiloHHOMY MCTOYHUKY
4Yacos.

ip-addr: ykasbiBaeT agpec IPv4/IPv6 nctouHnka sTanoHHbIX YacoB

Onuncanne domain: yka3sbiBaeT gomeHHoe nms IPv4/IPv6 ncTouHMKa 3TanoHHbIX YacoB.

napameTpos version: yka3bieaeT Homep Bepcun NTP B gnanasoHe ot 1 Ao 3.

if-name: ykasbiBaeT Tun uHTepdpenca, Bkodas AggregatePort, Dialer
GigabitEthernet, Loopback, Multilink, Null, Tunnel, Virtual-ppp, Virtual-
template n VLAN.

keyid: ykasbiBaeT K4, WCMNOMb3yeMbll AN CBA3M C  UCTOYHWKOM
3TaNoHHbIX YacoB, B Anana3oHe oT 1 0o 4 294 967 295.

prefer: ykasblBaeT, MMeEeT IM WCTOYHWMK 3TarlOHHbIX 4acOB BbICOKMIA
npuopuTerT.
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mgmt-name: 3agaeT UCXOASALWNN NHTepdENC ynpaBneHmsa A5l NakeToB B
pexume oob

Pexum komaHg

Pexwum rnobanbHon koHUrypaumm

PykoBoactso no
NCNONb30BaHNIO

Mo ymonyaHuto cepeep NTP He HacTpoeH. KnueHTckaa cuctema QTECH
nogaepxuneaet B3ammopencteme o 20 NTP-cepeepoB. Bbl mMoxeTte
HaCTPOUTL KIOY MPOBEPKM MOLMMHHOCTU ANdA KaXaoro cepsepa (nocne
HacCTpoVkn rnobanbHOM NPOBEPKM MNOASMMHHOCTM M COOTBETCTBYHOLLENO
Kntoya), 4Tobbl MHULMMPOBATL 3aIMAIPOBAHHYIO CBA3b C CEpBEpaMM.

NMPUMEYAHMUE: ecnn Heob6X0aMMO HACTPOUTL KIKOY ayTeHTUdMKaLmm, Bbl
OOIMKHbI HacTpouTb ayTeHTudukauuio NTP security nepen HacTponkon
NTP-cepBepa.

Bepcus NTP no ymonyaHuio gns csasm ¢ cepeepom — NTP Bepcum 3.
Kpome Toro, Bbl MOXeTe HaCcTpOUTb MCXOAHbLIN UHTepdenc aAnsa nepenayn
NTP-nakeToB 1 ykasaTb, 4TO NTP-nakeTbl OT COOTBETCTBYIOLLENO cepBepa
MOryT BbITb MNOMy4YeHbl TONBLKO Ha NepegaroLlem nHrtepdence

O6HoBNeHMe annapaTHbIX YacoB

KomaHpa

ntp update-calendar

Pexum komaHg

Pexunm rnobanbHon KoHurypawumm

HaCTpOﬁKa JTOKAJIbHOIro UCTOYHUKA 3TAaNIOHHbIX YacoB

KomaHga ntp master[stratum]
Onucanne stratum: ykasblBaeT stratum fokarnbHbIX YacoB B guanasoHe ot 1 go 15.
napameTpoB 3HaueHue no ymonyaHuio — 8

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

OTtkntoyeHue NTP

KomaHpga

no ntp

Pexnm komana

Pexunm rmobanbHon koHdurypauum

PykoBoactBo Mo
NCNOSb30BaHMIO

OTy KOMaHAy MOXHO WCMOMb30BaTb AN ObICTPOro OTKMAYEHUS BCeX
dyHKun NTP 1 ounctkmn Bcex KoHgurypauum NTP

OTtknro4veHmne npuema naketoB NTP Ha nHtepdence

KomaHpga

ntp disable

Pexnm komaHa

Pexum koHdurypaunm nHtepdenica
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OTknoYeHne cnyx6bl CUHXPOHMU3aALMN BpeMeHU, npepoctaBnsiemon NTP

KomaHpa

ntp service disable

Pexxum komaHg,

Pexwum rnobanbHon koHUrypaumm

PykoBoacteo no
NCNONb30BaHNIO

OTa komaHAa oTkn4YaeT cnyxby cuHxpoHusaumm spemenn NTP. Nocne
HacTPOMKM  9TOM  KOMaHAbl  BHELUHME  YCTPOWCTBA  He  MOryT
CUHXpOHM3UpoBaTb Bpemss ¢ yctpouctBa NTP (3ta KomaHaa
noaaepXmnBaeTCH TONbKO B HEKOTOPLIX BEPCUSIX)

3.4.1.6. NMpumep KoHcurypaumumn

PeXunm BHeLWHMX 3TaNoOHHbIX YacoB NTP

CueHapwun:
Yctponcteo C YcTtponcteo B YcTtponcteo A
192.168.1.1
Gi 0/1 Gi 0/0
192.168.2.1 192.168.1.2

PucyHok 3-5.

DEVICE-B HacTpoeH Ha peXxum BHelLHen onopHon yactoTel NTP.

DEVICE-A uncnonb3yeTcsl B KQ4eCTBE UCTOYHMKA 3TaSNIOHHbBIX YacoB Ans
DEVICE-B.

DEVICE-C cunxpoHuaupyet Bpemsi ¢ DEVICE-B

LLlarn HacTpoikm

DEVICE-A HacTpamBaeT rnokasibHble 4acbl B KayecTBe WCTOYHMKA
aTanoHHbIX Yacos NTP.

DEVICE-B HactpamBaeT DEVICE-A B kayecTBe MCTOYHMKA 3TaNOHHbIX
4yacos.

DEVICE-C HacTtpanBaeT DEVICE-B B KauecTBe MCTOYHMKA 3TaNOHHbLIX
YyacoB

DEVICE-A

A#configure terminal
A(config)# ntp master
A(config)#exit

DEVICE-B

B#configure terminal
B(config)# ntp server 192.168.1.1
B(config)# exit

DEVICE-C

C#configure terminal
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C(config)# ntp server 192.168.2.1
C(config)# exit

MpoBepka

3anycTtute komaHay show ntp status Ha DEVICE-B, 4tobbl oTo6pasutb
KoHpurypaumio NTP.

DEVICE-B oTnpaBngeT nakeT CUHXpOHM3aumn Bpemexn Ha 192.168.1.1,
4yTO6bI CMHXPOHU3NpoBaTh Bpems ¢ DEVICE-A.

lMocne ycnewHon cuHxpoHusauun BpemeHn ¢ DEVICE-A DEVICE-B
MOXEeT OTBETUTb Ha 3anpoc CUHXpoHU3auun spemeHn ot DEVICE-C.

3anyctute komaHgy show clock Ha DEVICE-B u DEVICE-C, 4T06bI
NpPoOBEPUTb, YCNELLHO M BbIMOSTHEHA CUHXPOHU3ALINSA BPEMEHN

JlokanbHbIX peXUM 3TanoHHbIX YacoB NTP

CueHapwun:

YcTponcteo C YcTtponcteo B

Gi 0/1
192.168.2.1

PucyHok 3-6.

DEVICE-B HacTpavBaeT nokafibHble 4acbl B KadecTBe MWCTOYHMKA
aTanoHHbIX Yacos NTP.

DEVICE-C cunxpoHuaupyet Bpemsi ¢ DEVICE-B

Llarn HacTpoiku

DEVICE-B HacTpavBaeT rnokasibHble 4acbl B KayecTBe WCTOYHUKA
aTanoHHbIX Yacos NTP.

DEVICE-C HacTtpanBaeT DEVICE-B B KauecTBe MCTOYHMKA 3TaNOHHbLIX
YyacoB

DEVICE-B

B#configure terminal
B(config)# ntp master
B(config)# exit

DEVICE-C

C#configure terminal
C(config)# ntp server 192.168.2.1
C(config)# exit

MpoBepka

3anyctnte komangy show clock Ha DEVICE-C, 4yto6bl npoBepuThb,
YCMELUHO NN BbIMOJSTHEHA CUHXPOHU3aLMSA BPEMEHU
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3.4.2. HacTpouka ayteHTudukaumm 6esonacHoctn NTP

3.4.2.1. AhdeKT KoHUrypaumm

CMHXpOHM3auMH BpeMeHNn U3 HaaexXxHoro UCToYyHukKa 3TafioHHbIX 4YacoB

|/|CI'IOJ'Ib3yIZTe yCTpOI7ICTBO B Ka4yecCtTBe KIMeHTa AnA CUHXPOHU3auun BpeMeHU TOJIbKO U3
OOBEPEHHOIo BHELWHEro 3TafiloHHOro NCTo4YHMKa 4acoB C JNToKalibHbIMU YacaMu.

OGecneyeHue CUHXPOHU3aUunun BpemMmeHun anda noBepeHHoro yCTpOﬁCTBa

|/|CI'IOJ'Ib3yIZTe JToKalnbHblEe Yachbl yCTpOVICTBa B Ka4yeCTBe MCTOYHMKA 3TanoHHbIX 4YacoB NTP,
4yTOOLI 0GEecneYnTb CUHXPOHU3aLNO BpEMEHN TOJTIbKO A4 AOBEPEHHOIO yCTpOVICTBa.

3.4.2.2. NMpnmeyvaHun

Kntoun ayTeHTI/l(*)I/IKaLl,I/II/I KInneHTa n cepBepa OOJKHbI ObITb OANHAKOBLIMM.

3.4.2.3. lWarn HacTpouku

Hactponka mexaHusma rnobanbHoun Security ayteHTudukaumm gna NTP
o OObGs3aTtenbHbIN.

e [lo ymonuyaHuio yCTPOMCTBO OTKIHOYAET MexaHn3m Security ayTeHTudukaumun.
HacTtponka rmo6anbHoro krno4a ayteHTudukauum ana NTP

o OObGssartenbHbIn.

o [lo ymonuaHuio 4nsa yCTpomncTBa He HAaCTPOEH KoY ayTeHTUMKaL MK,
HacTponka rmobanbHO goBepeHHOro kn4a gna NTP

e  OnuuoHanbHo.

e UYT0obbl o06ecneunTb CUHXPOHWM3ALMIO BpEMEHUW ANA [OBEPEHHOro YCTPOWCTBA,
HeobXxoOMMO YyKa3aTb [OBEPEHHbIA KMKY MPOBEPKM MNOASIMHHOCTU C  MOMOLLbIO
naeHTudukaTopa Knova.

e  MOXHO HAacCTpPOUTb TONBKO OAMH AOBEPEHHbIN KINtoY. YKasaHHbIN KIToY ayTeHTudukaumm
OOJDKEH COOTBETCTBOBATbL KIHOYY JOBEPEHHOINO YCTPOMCTBA.

HacTtponka waeHTUdMKaTOopa Kno4va ayTeHTUdMKaumMmM Ansa  BHeELWHero
MCTOYHMKA 3TaNlOHHbIX YacoB

e  OnuyuoHarnkeHo.

e UYT0Bbl CUHXPOHM3MPOBATL BPEMS C AOBEPEHHbIM WMCTOYHUKOM 3TarlOHHbIX 4acos,
Heo6XoOUMO YyKa3aTb [OBEPEHHbIA KUY MPOBEPKM MNOASIMHHOCTU C  MOMOLLbIO
naeHTudukaTopa Knova.

e Kaxabl [OBEPEHHbIN WCTOYHMK 3TarlOHHbIX YaCOB COMOCTaBMSIETCA C  KNHOYOM
ayTeHTndmkaumm. Knoum ayteHTudmkaumm OoImkHblI ObiTb COrnacoBaHbl C KIo4Yamu
[OBEPEHHBIX NCTOYHNKOB 3TarlIOHHbIX YacoB.

3.4.2.4. NMpoBepkKa

e 3anyctute komaHay show run, 4tobbl npoBepuTb kKoHdUrypaumo NTP.

e 3anyctute komaHay show clock, 4Tobbl NpoOBEpPUTb, CUMHXPOHU3NPYETCA NN BPEMS
TONbKO C JOBEPEHHBIM YCTPONCTBOM.
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3.4.2.5. CBsAA3aHHbIe KOMaHAbI

BknroyeHne mexaHusma ayteHTUpUKauum Security

KomaHpa

ntp authenticate

Pexum komaHg

Pexwum rnobanbHon koHUrypaumm

PykoBoacteo no
NCNONb30BaHNIO

Mo yMOnyaHuMio KNMEHT He UCMNONb3yeT MEXaHU3M NPOBEPKM NOASIMHHOCTHU
rnobanbHon Security. Ecnn mexaHuam ayteHTudumkaumm Security He
ncnonb3yeTtcs, cBA3b He ByaeT 3awwmdpoBaHa. MobanbHOro nHankaTopa
Security He4oCTaTOYHO, YTOBbI NPEANONOXNTE, YTO CBA3b MEXAY KIMEHTOM
N cepBepoM peanu3oBaHa B 3alumMdpoBaHHOM Buae. [pyrue rnobanbHble
KINHOYK M KoY WinchpoBaHua Ans cepeepa Takke A0SKHbI BbITb HACTPOEHDI
ONs HULUMMPOBAaHWS 3alumMpOBaHHON CBSA3M MEXAY KIMEHTOM 1 CEPBEPOM

HacTtpownka kntoya rnob6ansHou ayteHTUUKauum

KomaHga ntp authentication-key key-id md5 key-string [enc-type]
Onuncanne key-id: ykasbiBaeT ngeHtnmkatop rnobanbHOro kroya ayTeHTnugmkaumm B
napameTpoB AnanasoHe ot 1 0o 4 294 967 295.

key-string: ykasbiBaeT CTPOKY Kntoua.

enc-type: (OnuMoHanbHO) ykasbiBaeT, 3amndpoBaH N BBeAEHHbIN KoY. 0
yKasblBaeT Ha OTCYTCTBME LWMUAPOBaHUA, a 7 yKasblBaeT Ha MpocToe
wndgposaHme. HacTponkoM NO YMOMYaHUIO HABNSETCA OTCYTCTBUE
wndgopoBaHns

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

Hactpoika poBepeHHoro knto4va ana NTP

KomaHga ntp trusted-key key-id
Onuncanne key-id: ykasblBaeT ngeHTudmkaTop JOBEPEHHOrOo KNniova B AnanasoHe ot 1
napamMmeTpoB 00 4 294 967 295

Pexnm komaHa

Pexunm rnobanbHon koHdurypauum

Hactpoika noBepeHHOro Krno4a Ansa BHELWHEro MCTOYHUKa 3TaNoOHHbIX YacoB
Cwm. pasgen «CBsizaHHble KOMaHgbI».
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3.4.2.6. NMpumep KoHcpuUurypauumn

AyTteHTUpUuKaumua Security

CueHapun:
Yctponcteo C YcTtponcteo B YcTtponcteo A
192.168.1.1
Gi 0/1 Gi 0/0
192.168.2.1 192.168.1.2

PucyHok 3-7.

e DEVICE-B HacTpoeH Ha paboty B pexume knueHt/cepsep NTP wu
npegoctaesnseT cnyxbol NTP, TpebGywowme npoBepkn MNoafIMHHOCTU
Security ana DEVICE-C. Kntoy ayTeHTUbmKaumm — «abcd».

e DEVICE-A ncnonb3syeTtcd B Ka4eCTBE UCTOYHUKA 3TaNOHHbLIX YacoB ANs
DEVICE-B.

e DEVICE-C cuHxponusmpyet sBpemsa ¢ DEVICE-B

LWaru e DEVICE-B HacTpanBaeT DEVICE-A B ka4yecTBe UCTOYHMKA 3TANOHHbIX
HaCTPOMKK Yyacos.

e DEVICE-C HacTpauBaeT DEVICE-B B kayecTBe MCTOYHMKA STANOHHBIX
YyacoB

DEVICE-B B#configure terminal

B(config)# ntp authentication-key 1 md5 abcd
B(config)# ntp trusted-key 1

B(config)# ntp server 192.168.1.1

B(config)# exit

DEVICE-C | C#configure terminal

C(config)# ntp authentication-key 1 md5 abcd
C(config)# ntp server 192.168.2.1 key 1
C(config)# exit

lMpoBepka e DEVICE-B otnpaBnsieT nakeT CMHXPOHM3ALMM BPEMEHU, CoaepKaLlmim
nHdopMmaumio 06 ayTeHTudmKauum, Ha agpec 192.168.1.1, 4TOobGBbI
CUHXpOHKU3MpoBaTb Bpems ¢ DEVICE-A.

e 3anyctute komaHgy show clock Ha DEVICE-B, 4to6bl npoBepuTb,
YCMELUHO NN BbIMOJSTHEHA CUHXPOHU3aLMSA BPEMEHU
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3.4.3. HacTpouka koHTponsa poctyna NTP

3.4.3.1. AhdeKT KoHUrypaumm

KoHTponb poctyna k cnyxbam NTP obGecneunBaeT MuHMManbHyio Mepy 6e3onacHocTu
(security). bonee ©e3onacHbiM MeTOAOM  SABMNSETCA  WUCMONb30BaHME  MeXaHu3Ma
ayTeHTUmkaumm NTP.

3.4.3.2. NMpumeyvaHusn

e B HacTosiwee Bpemsi cuctema He noaaepkmBaeT KOHTPOMbHbIN 3anpoc (Mcnosnb3yeTcs
ans ynpaeneHnss NTP-cepBepaMy ¢ NOMOLLbIO YCTPOWCTB YMNpaBieHUs CETbI, Takmx
Kak ycTaHOBKa MHOMKATOPa CEKyHAbl KOOpAMHALUMM MMM MOHUTOPUHI ero paboyero
COCTOSIHMSA). XOTS  COMoCTaBneHve npaBui  peanu3oBaHO B NpeabiayLien
nocnenoBaTenbHOCTU, HAKaKNE 3anpochl, CBSI3aHHbIE C YNPAaBNSIOLWLMMI 3anpocami, He
noAaepXKnBatTCS.

e Ecnu npaBuno ynpaeneHus AOCTYNOM He HacTPOEHO, BCe BUAbI AOCTYyNa paspeLleHbI.
Ecnn HacTpoeHo kakoe-nuGO MpaBWno ynpaBneHust OOCTYynoM, MoryT ObiTb
peanv3oBaHbl TOSbKO AOCTYMbl, pa3peLleHHbIe 3TUM MPaBUIIOM.

3.4.3.3. CBsA3aHHaA KOHdUrypauus

Hactpouka npaB goctyna ansa NTP
e  OnuuoHanbHo.

e 3anyctute KomaHgy ntp access-group, 4Ttobbl HaCTPOMTbL MpaBa YynpasBeHus
JocTynom u cooteeTcTBytowmin ACL ana NTP.

3.4.3.4. NpoBepka

3anyctute komaHay show run, 4Tobbl NpoBepuTb KOHGUrypaumo NTP.

3.4.3.5. CBsi3aHHbIe KOMaHAbI
Hactpoika npaB ynpaBneHus octynom ansa cnyxo NTP

KomaHga ntp access-group { peer | serve |serve-only | query-only }access-list-
number | access-list-name

OnucaHue peer: nos3BongeT 3anpawmBaTb BpeMA U YNpaBnATb 3anpocoMm Ans

napameTpoB nokanbHblx cnyx6 NTP, a Takke no3BonsieT fnokanbHOMY YCTPOWCTBY
CYHXPOHM3NPOBaTb BpeMs C YyAareHHOW CUCcTeMon (MoriHble npasa
pocTtyna).

serve: paspelaeT 3anpoC BPEMEHW W KOHTPOSbHbLIA 3anpoc Ans
nokanbHblx cnyx6 NTP, HO He no3BONSEeT IOKaNbHOMY YCTPOWCTBY
CUHXPOHN3NPOBATb BPEMS C yaareHHOW CUCTEMOWN.

serve-only: paspeluaeT TONbKO 3anpoc BPEMEHWU ANs NoKarnbHbIX Cryx6
NTP.

query-only: paspellaeT TOMbKO KOHTPOSbHbIA 3anpoc Ans JOKanbHbIX
cnyx6 NTP.

access-list-number: ykasbiBaeT Homep |IP ACL B gnanasoHe ot 1 go 99 n ot
1300 go 1999. lNMoagpobHee o Tom, kak co3gaTb IP ACL, cm. B pasgene
ACL&QoS Configuration/Hactpowka ACL.

3-82

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-6900

Hactporika NTP

access-list-name: ykasbiBaet nms IP ACL. NogpobHee 0 ToM, kak co3gaTb
IP ACL, cm. B pasgene ACL&QoS Configuration/Hactpoinka ACL

Pexum komaHg,

Pexwum rnobanbHon koHUrypaumm

PykoBoacteo no
NCNONb30BaHMIO

HacTponTe npasa ynpasneHusa goctyrnom NTP.

Korga noctynaet 3anpoc Ha goctyn, cnyx6a NTP conoctaensaet npasuna
B MOCNeAoBaTeNbHOCTM OT MWHWUMArNbHOIMO OrpaHuMdYeHust gocTtyna Ao
MaKkCMMarnbHOro  OrpaHuMyeHMs JocTyna M WUCNONb3yeT  nepBoe
cosnagaruee npasuno. CooTBeTCTBYIOLASA NOCeA0BaTENbHOCTL MOXET
ObITb peer, serve, serve-only, and query-only (peer, obcnyxmBaroLmi,
TONBbKO ANA 06CNYXMBaHUS U TOMbKO ANS 3anpoCcoB)

3.4.3.6. NMpumep KoHcurypaumumn

Hactpouka npaB ynpaBneHus goctynom NTP

Warn Paspewntb Tonbko yctponctsy ¢ IP-agpecom 192.168.1.1 oTnpaBnsaTe 3anpoc
HaACTPOMKN | CUHXPOHM3ALMN BPEMEHN HA NOKanbHOE YCTPOMCTBO

QTECH(config)# access-list 1 permit 192.168.1.1
QTECH(config)# ntp access-group serve-only

3.5. MOHUTOpPUHT

3.5.1. OTobpaxeHune

OnucaHue

KomaHaa

show ntp status

OtobparkaeT TekyLlyto nHdopmaumo NTP

3.5.2. OTnagka

NMPUMEYAHUE: cuctemMHble peCcypcbl 3aHAThI MPY BbiBOAE OTNAA04HOMN MHGopMaumun. Noatomy
OTKNtoYanTe OTNaaKy cpasy Nocne UCMosib30BaHMS.

OnucaHue

KomaHpa

debug ntp

BkritouaeT oTnagky

no debug ntp

OTknioyaeT oTnagky

@ §) QTECH

MWP [OOCTYNHEE

3-83




PykoBoacTeo no Hactponke cepus QSW-6900

HaCTpOVIKa SNTP W

4. HACTPOUKA SNTP
4.1. O630p

MpocTon npoTokos ceTeBoro BpemeHn (SNTP) — 370 ynpoLleHHasi Bepcusi NpoTokosia ceTeBoro
BpemeHn (NTP), koTopbln MCMOMNb3yeTCa ANA CUHXPOHU3ALMM 4YacoB KOMMbLIOTEPOB B
NHuTepHeTe. SNTP npumeHsieTca B cLeHapuvsx, r4e HeT HeobxoguMmMOoCTM MCMonb3oBaTh BCe
dyHKUMM NTP.

NTP ncnonb3yeT CNoXHbIN anropuTM 1 npeabasnseT 6onee Bbicokne TpeboBaHUA K cucteme,
Torga kak SNTP wucnonb3dyeT 6onee npocton anroput™M n obecneynmBaeT Goriee BbICOKYHO
npounssoauTenbHocTb. Kak npaBuno, ToyHocTe SNTP moxeT gocturatb 1 cekyHabl, 4TO
COOTBETCTBYET OCHOBHbIM TpeboBaHuAM GonblUMHCTBA cueHapueB. NMockonbky naketobl SNTP
aHanornyHbl naketam NTP, knmeHT SNTP, peann3oBaHHbIN Ha YCTPOMCTBE, MOSTHOCTbIO
COBMeCTUM C cepBepoM NTP.

MpoTokonbl U cTaHAapTbI
RFC 2030: npocton npoTokon ceteBoro BpemeHn (SNTP) Bepcumn 4 ana 1Pv4, IPv6 n OSI.

4.2. NMpunoxeHuns

MpunoxeHue OnucaHue

CUHXPOHM3aLMS BPEMEHN C | YCTPOMCTBO WCNOMb3YETCS KaK KIMEHT Afs CUHXPOHU3aumu
cepeepom NTP BpeMeHu ¢ cepsepom NTP

4.2.1. CuHXpoHM3aumsa BpemeHu ¢ cepeepom NTP

4.2.1.1. CueHapumn

Kak nokasaHo Ha PucyHke 4-1, DEVICE-B ncnonb3yeT fiokarnbHble Yacbl B KAYECTBE UCTOYHMKA
aTanoHHbIX YacoB NTP n obecneunsaeT cnHxpoHu3aumio Bpemexn ans DEVICE-C.

DEVICE-C ncnonb3syeTtcs kak knneHT SNTP ans cnHxpoHusaumm spemern ¢ DEVICE-B.

Yctponcteo C YcTtponcteo B

Gi 0/1
192.168.2.1

PucyHok 4-1.

4.2.1.2. PazBepTbiBaHne

o Yrkaxute DEVICE-B B kayecTtBe cepsepa SNTP gna DEVICE-C.
e Bknwunte SNTP gna DEVICE-C.

4-84
@ §) QTECH
MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-6900

HaCTpOVIKa SNTP W
4.3. DyHKUUUN

4.3.1. bazoBble KOHUeNnTbI

SNTP-naket

SNTPV4 paspaboTtaH Ha ocHoBe NTP 1 npu3BaH ynpoctuTb pyHKUMM NTP. OT0 He nameHsaeT
cneundmkaumm NTP n ncxogHyto peanusaumo NTP. ®opmat coobuenna SNTPV4 Ttakon xe,
kak y NTP, onpegeneHHbin B RFC1305, TonbKO HEKOTOPbIE NONSA AaHHbIX UHALWANMU3NPYIOTCS B
npeayCcTaHOBIEHHbIE 3HAaYEeHNS.

Kak onpegeneHo B RFC1305, SNTP wucnonb3yeT And nepefadm nakeTbl NpOTOKOMa
nonb3oBaTtenbckmnx gatarpamm (UDP), a ngeHtudmkatop ncnonbdyemoro nopta UDP — 123.

PucyHok 4-2 nokasbiBaeT hopMaT nakeTa CUHXpOHU3aLmm BpemerHn SNTP.

0 7 15 23 31

LI | VN Mode Stratum Poll Interval | Precision

Root Delay (32 6uta)

Root Dispersion (32 6uta)

Reference Clock Identifier (32 6uta)

Reference Timestamp (64 6uta)

Originate Timestamp (64 6uta)

Receive Timestamp (64 6uta)

Transmit Timestamp (64 6uta)

Authenticator (onymoHansHo 96 6uTa)

PucyHok 4-2. dopmat naketa CMHXpoHM3auun Bpemenn SNTP

e WVHoukatop cekyHabl koopauHaumm  (LI): ykasbiBaeT 2-OMTHbIA  MHAMKATOP
OOMNOMHUTENBbHOW CEeKYHAbI.
NMPUMEYMAHUE: 00: ykasblBaeT Ha OTCyTCTBME npeaynpexgawowen uHdopmaunn; 01:
yKasblBaeT, YTO B npeablayLien muHyte 61 cekyHaa; 10: ykasbiBaeT, 4TO B NpeablayLen MuHyTe
59 cekyHg; 11: ykasblBaeT, YTO Yacbl HE CUHXPOHU3NPOBAHLI.

e Howmep Bepcum (VN): ykasbiBaeT 3-6MTHbIM HOMep Bepcumn NTP/SNTP. Tekywmii Homep
Bepcun — 3.
e Pexvum (Mode): ykasbiBaeT 3-OUTHbIN paboumnii pexxum SNTP/NTP.

NMPUMEYAHMUE: 0: ykasblBaeT Ha OTCYTCTBUE onpedeneHns; 1: ykasbiBaeT Ha CUMMETPUYHYIO
aKTUBHOCTb; 2: yKa3blBaeT Ha CUMMETPUYHLIN NaccuBs; 3: yKasblBaeT Ha KNUeHTa; 4: ykasbiBaeT
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Ha cepBep; 5: YKa3blBaeT Ha LUMPOKOBELLAHNE, 6: YKa3blBaeT ynpaslidOLLyH I/IH(*)OpMaLI,I/II'O; 7:
3ape3epBnpoBaHo.

Stratum: ykasbiBaeT 8-OMTHbIM Stratum (cnom) nokanbHbIX 4acoB. 0: ykasbiBaeT Ha
OTCYTCTBME onpeaeneHus; 1: ykasblBaeT master-MCTOMHUK 3TaroHHbIX YacoB; Apyrue
3Ha4YeHUA: yKasblBalOT Slave-UCTOYHMKN 3TarOHHbIX YacoB.

Poll Interval (MHTepBan onpoca): ykasblBaeT MHTEpBan onpoca (B CEKyHOax), KOTOPbI
npeacrtaensieT cobon 8-6uTHoe Lenoe Ymcno.

Precision (TO4YHOCTb): yKa3sblBaeT TOYHOCTb BpemMeHM (B CeKyHAax) MEeCTHbIX 4acos,
KoTopasi npeacTasnseT cobon 8-6uTHoe Lenoe Yucro.

Root Delay (KopHeBas 3agepkka): yka3blBaeT BpeMS NPOXOXAEHNSA Tyaa u obpaTtHo Ao
MCTOYHMKA STarloHHbIX 4YacoB, KOTOpoe npeacTaBnsieT cobon 32-paspsgHoe uernoe
yucno.

Root Dispersion (KopHeBas gucnepcus): ykasbiBaeT camyko 60onblUyto pasHuuly oT
master-ucTouHnKa 3TaroHHbIX 4YacoB, KOTOPLIN npeactaBnsieT cobon 32-paspsgHoe
uenoe ymcno.

Reference Clock Identifier (MoeHTUdUKaTOp 3TANOHHBIX YacoB): ykasbiBaeT 32-OUTHbIN
NOEHTMAMKATOP UCTOYHMKA 3TANOHHbIX YacoB.

Reference Timestamp (OTanoHHas BpeMeHHass MeTKa): ykasblBaeT 64-O6uTHyto
BPEMEHHYO METKY, 8 UMEHHO BPEMsi, KOTOPOE ObINIo YCTAHOBIIEHO MM UCMPAaBIIEHO B
nocrnegHun pas.

Originate Timestamp (McxogHas BpemeHHas MeTka): ykasbiBaeT 64-OUTHy0 MeTKy
BPEMEHW, @ WMEHHO MeCTHOe BpeMs, Korga OT KMeHTa YXOoAuUT 3anpoc Ha
CUMHXPOHM3ALMIO BPEMEHW.

Receive Timestamp (OTmeTka BpemMeHM NonydeHust): ykasbiBaeT 64-0MTHYIO OTMETKY
BPEMEHW, @ MMEHHO MECTHOE BpEMs, Koraa nakeT 3anpoca CUHXPOHU3aLMN BPEMEHM
nocTynaeT Ha cepBep.

Transmit Timestamp (OTMeTka BpeMeHn nepegayn): ykasbiBaeT 64-OMTHY0O OTMETKY
BPEMEHW, @ UMEHHO MECTHOE BpeMsl, KorAa OTBETHbIN NakeT CUHXPOHMU3aLUM BPEMEHN
oTnpaBnsieTcsa ¢ cepsepa.

Authenticator (OnuuoHanbHo): ykasbiBaeT MHOPMaLUMIO NS ayTEHTMdUKaLUN.

4.3.2. O630p

OcobeHHOCTb OnucaHue

CuHXpOHM3aLMS CunxpoHunsupyet Bpemsa ¢ cepBepa SNTP/NTP Ha nokanbHoe
BpemeHn SNTP YCTPOWCTBO

4.3.3. CuHxpoHusauusa spemenun SNTP

4.3.3.1. MpuHUMN paboTbl

CuHxpoHusauusa BpemeHn SNTP peanu3ayeTtca nytem B3ammopenctsusa naketoB SNTP/NTP
MeXay KNMeHToM u cepBepoM. KnveHT oTnpasBnseT nakeT CMHXPOHU3aUMn BpEMEHU Ha cepBep
yepes3 onpedeneHHble NPOMEXYTKM BpeMeHu (Mo ymonyaHuio nondaca). ocne nonyveHus
OTBETHOro NakeTa OT cepBepa KIMEHT CUHXPOHN3NPYET BpeEMS.

PucyHok 4-3 nokasbiBaeT hopMaT nakeTa CUHXpoOHU3aLmm BpemeHu SNTP.
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| www.gtech.ru |
Yctponcteo A YcTtponctso B
ATime: 19:00:00 B Time: 19:30:20
Originate Timestamp: >
19:00:01 @
Receive Timestamp:
19:30:23
Transmit Timestamp: @ Maket NTP Request
p 19:30:24
@ (2) Naer NTP Response
Receive Timestamp:
v 19:00:06 v

PucyHok 4-3. MpuHuun pabotel SNTP

DEVICE-B (cokpawieHHO B) ucnonb3yetcda B KadeCTBE WMCTOYHMKA 3TanoHHbIX 4YacoB NTP,
DEVICE-A (cokpalwieHHO A) wucnonb3yetca B KadecTBe knueHta SNTP, koTopbin
CUHXPOHU3npyeT Bpema ¢ DEVICE-B. B MoMeHT BpeMeHW MecCTHble 4acbl A MnokasbiBatoT
19:00:00, a mecTHble Yackl B — 19:30:20.

1. A otnpasnsieT nakeT 3anpoca SNTP/NTP. MecTtHoe Bpems (TO), koraa naket
oTnpasnsetca u3 A, coctaensieT 19:00:00 n sanonHseTca B Originate Timestamp.

2. Tocne 2-cekyHOHOW ceTeBOW 3agepXKkn MecTHoe Bpems (T1), koraa B nonyyaeT naket
3anpoca, coctaensieT 19:30:23 u 3anonHseTca B Receive Timestamp.

3. B obpabatbiBaeT 3anpoc NTP 1 yepes cekyHay oTnpaensieT oTBeTHbIN nakeT NTP.
MecTHoe Bpems (T2), Koraa oTBETHLIN NakeT yxoauT 3 B, coctaensiet 19:30:24 u
3anonHdaeTcd B Transmit Timestamp.

4. Tlocne 2-cekyHOHOWN CETEBON 3aepku A nony4vaeT OTBETHbIM NakeT. MecTHoe Bpems
(T3), koraa oTBeTHLIN NakeT NpubbiBaeT B A, coctaBndeT 19:00:06.

KOHKpeTHble pacyeTbl AN CUHXPOHMU3ALMN BPEMEHM crieytoLme:

e A nony4vaet pasHuuy Bo BpeMeHu B 30 MUHYT 1 20 cekyHa mexay B n A, ncnonbsys
dopmyny ((T1-TO)+(T2-T3))/2.

e A nonyvyaeT YeTbIPEXCEKYHOHYIO 3adepKKy nakeTa Tyga u obpatHo mexagy A u B,
ncrnonb3ys dopmyny (T3-T0)-(T2-T1).
4.3.3.2. CBA3aHHaA KoHduUrypaumsa

BknioyeHune SNTP
e SNTP no ymonyaHuio OTKITHOYEH.
e 3anyctute komaHgy sntp enable, yTobbl BkMOUNTL SNTP.
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HacTtponka SNTP-cepBepa

o [lo ymonuaHuto cepep SNTP He HacTpoOeH.

e 3anyctute komMaHgy sntp server, 4Tobbl ykasaTb cepep SNTP.

Hactpouka uHTepBana cMHXpoHu3auuu BpemeHn SNTP

o [lo ymonuyaHuto nHTepean cuHxpoHusauum spemeHn SNTP coctasnseT 1800 cekyHA.
e  3anyctute KomaHay sntp interval, 4Tobbl ykazaTb UHTEPBAN CUHXPOHU3ALMN BPEMEHN.

4.4. KoHdurypauums

KoHdurypauus OnucaHue u KomaHaa
Hactponka SNTP (OBsazaTenbHO) Ncnonbayetca ansa sknoveHns SNTP
sntp enable BkntoyaeT SNTP
sntp server HacTtpausaet IP-agpec cepBepa
SNTP

(OnumoHanbHO)  Wcnonb3yetcs  ANA  HacTpoOMKM  MHTepBana
CUHXpoHM3auun sBpemern SNTP

sntp interval HacTtpauBaeTt WHTepBan
CUHXPOHM3aLmm BpemeHn SNTP

4.4.1. Hactponka SNTP
4.4.1.1. ddhceKkT KOHpUrypauum

KnneHt SNTP obpawaetca k cepBepy NTP uepes3 umkcnpoBaHHbIE MPOMEXYTKN BPEMEHM,
4YTOObI perynsapHO KOPPEKTUPOBAaTb Yachl.

4.4.1.2. NpumeyaHus

Bce Bpems, nonydyeHHoe 4epes cBA3b SNTP, sBnserca cpegHMM BpeMeHem o [ puHBMYy
(GMT). YT100blI NOMy4MTb TOYHOE MECTHOE BPEMS, BaM HEOOXOAMMO YCTaHOBUTb MECTHbIV
YacoBoOW Nosdc ans cornacoaHmsa ¢ GMT.

4.4.1.3. lWWarn HacTpounKu

BknioyeHune SNTP
(O6szaTenbHO) SNTP no ymMonyaHuio OTKIIOYEH.
Hactponka IP-agpeca SNTP-cepBepa
(O6s3atenbHo) Mo ymonyanuio cepeep SNTP/NTP He HacTpoeH.
Hactpoika nHtepBana cMHXpoHu3auuu BpemeHn SNTP
e  OnuuoHanbHo.
e [lo ymonyaHuMio yCTPOMCTBO CMHXPOHU3MPYET BPEMS Kaxable nonyaca.
NMpoBepka
3anyctute komangy show sntp, 4tobbl 0TO6pa3nTb NapameTpbl, CBA3aHHbIE C SNTP.
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4.4.1.4. CBA3aHHbIe KOMaHAbI

BknioyeHue SNTP

KomaHpa

sntp enable

Pexum komaHg

Pexwum rnobanbHon koHUrypaumm

PykoBoacteo no
NCNONb30BaHNIO

SNTP no ymonyaHuo OTKMAOYEH.

3anyctnte komaHay rnobanbHOM KoHUrypaumm no sntp enable, 4TobbI
oTkntounTL SNTP

HacTtponka IP-agpeca cepBepa SNTP/NTP

KomaHga sntp server [ oob ] ip-address [ via mgmt-name |
Onuncanne ip-address: ykasbiBaeT IP-agpec cepsepa NTP/SNTP. Mo ymonyaHuto
napameTpoB cepBep NTP/SNTP He HacTpoeH.

oob: ykasbiBaeT, 4To cepBep NTP/SNTP nogoepxuvBaeT BHELIHUN
NHTepdenc ynpaeneHus (MHTepgenc mgmt).

mgmt-name: 3agaeT UCXoAAWMUN MHTepdenc ynpaBneHns Ang nakeTtos B
pexume oob

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
MCNONb30BaHNIO

Mockonbky SNTP nonHocTbio coBmectuM ¢ NTP, cepBep MOXHO HAacTpoOUTb
kak obwienoctynHein cepeep NTP B UHTepHeTe.

Mockonbky nakeTbl SNTP aHanormyHbel naketam NTP, knueHT SNTP
nonHocteto coBmectum ¢ cepBepoM NTP. B WHTepHeTe cywectByet
mMHoxecTBo NTP-cepBepoB. Bbl moxeTe BbibpaTte NTP-cepBep ¢ Gonee
KOPOTKOW 3adepxkon B kayectBe SNTP-cepBepa Ha BalLEM YCTPONCTBE

HacTpoika uHTepBana CMHXpOoHu3aum BpemeHn SNTP

KomaHpa sntp interval seconds
Onuncanne second: yka3blBaeT UHTEpPBa CUHXPOHM3aLUKN BpeMEHN B AnanasoHe oT 60
napameTpoB 0o 65 535 cekyng. 3HaveHue no ymondaHmio — 1800 cekyHA

Pexnm komaHa

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
NCMNOMb30BaHUIO

3anycTtute 3Ty KOmaHay, YToObl yCTaHOBUTbL UHTepBan Ans knveHTa SNTP
OISl CUHXPOHU3auumn BpemeHun ¢ cepeepom NTP/SNTP.

NMPUMEYAHMUE: HacTpoeHHbIN 34eck MHTepBar BCTynaeT B CUIy He cpasy.
UToO6bl OH BCTYNUI B CUIY HEMEANEHHO, 3anycTuTe KomaHnay sntp enable

(@ arecy
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4.4.1.5. NMpumep KoHdUrypauum

CuHxpoHusauus spemeHn SNTP

CueHapun:

Yerpomncteo C Yerponctso B

Gi 0/1
192.168.2.1

PucyHok 4-4.

DEVICE-B ykasbiBaeT Ha cepBep NTP B UHTepHeTe.
DEVICE-C cunxpoHusupyet Bpems ¢ DEVICE-B

Warn
HaCTPOWKK

Bkntounte SNTP gns DEVICE-C n HacTponTe DEVICE-B kak NTP-cepsep

DEVICE-C

C#configure terminal

C(config)# sntp server 192.168.2.1
C(config)# sntp enable
C(config)# exit

lMpoBepka

e 3anyctute komaHgy show clock Ha DEVICE-C, 4tob6bl npoBepuTb,
YCMELUHO N BbIMOSTHEHA CUHXPOHU3ALMSA BPEMEHN.

e 3anyctute komaHgy show sntp Ha DEVICE-C, 4tobbl 0TOGpasuTb
cratyc SNTP n npoBepuTb, YCNELIHO SN HACTPOEH cepBep

4.5. MOHUTOPUHT

4.5.1. OTob6paxeHue

OnucaHue

KomaHaa

show sntp

OtobparkaeT napameTpbl, cBa3aHHble ¢ SNTP

4.5.2. OTnaagka

MPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI NPU BbIBOAE OTNagouYHOM MHopMauuu. Noatomy
OTKNtoYanTe OTNaAKy cpasy Nocne UCMosib30BaHMS.

OnucaHue

KomaHpa

debug sntp

BkntoyaeT otnagky
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5. HACTPOUKA SPAN-RSPAN
5.1. O630p

AHanusaTtop KoMMyTUpyembix MopToB (SPAN) npefHasHaveH Ans KONMPOBaHWS MaKeToB
yKasaHHOro mnopTa Ha [Jpyrol MopT KOMMyTaTopa, KOTOpblA MNOAKMOYEH K YCTPOMCTBY
MOHUTOPUHra ceTu, YTobbl 06ecneynTs MOHUTOPUHE CETU U YCTPaHEHWE Henonagok.

Bce Bxogsuwme n ucxogsilme nakeTbl UCXOOHOrO NopTa MOXHO oTcnexmBaTb depe3 SPAN.
Hanpumep, kak nokasaHo Ha cnegyoLlem pUCcyHKe, BCe nakeTbl HA NOPTY 5 coOnoCTaBnAsOTCA C
noptom 10, a aHann3aTop ceTu, NOAKMNOYEHHBIN K NopTy 10, nonyyaeT BCe NakeTbl, NPOXoAdLLme
yepes nopT 5.

/N

(1234567891011 12 ]

i

CeTteBor aHanuaarTop

PucyHok 5-1. Qk3emnnap koHdurypauun SPAN

®yHkumst SPAN B OCHOBHOM MPUMEHSIETCS B CLEHAPUSIX MOHUTOPWUHIa CeTU U YCTPaHeHUs
Henonagok, YToObl OTcnexuBaTh MHPOPMALMIO O CETU U YCTPaHSATL cOon B CETW.

YaoaneHHoin SPAN (RSPAN), pacwupeHne SPAN, nossonsieT yganeHHO KOHTPONMpoBaTb
Heckonbko ycTponcTtB. Kaxgbin ceaHc RSPAN ycTaHaBnvBaeTCsl B yKasaHHOW yOaneHHOW
VLAN. RSPAN npeogoneBaeT oOrpaHuM4eHuWe, COrMacHO KoTopomy mirrored-nopt m
mirroring-nopT OOJSPKHbl HaxOAUTbCA Ha OAHOM W TOM e YCTPOWCTBE, M MNo3sBonseT
mirrored-nNopTy HAXOAMTLCS HA PACCTOSIHUM HECKOSbKUX CETEBLIX YCTPOWCTB OT Mirroring-nopTa.
Monb3oBaTenu MoryT HabnogaTe 3a NakeTamn AaHHbIX yaaneHHoro mirrored-nopTa ¢ NMOMOLLbHO
aHanusartopa B LeHTpanbHOW CEpBEPHON.

CueHapum npumeHennsa RSPAN aHanornyHbl cueHapyam SPAN. RSPAN nossonser
nonb3oBaTensM NPoOBOANTE MOHUTOPUHI AAHHBLIX B PEXMME pearibHOro BpeMeHU, He HaxoasChb
B cepBepHoNn, YTo obecneumBaeT bonblioe yaobCcTBO ANs Nonb3oBaTeren.

VLAN SPAN (VSPAN) paccmaTtpuBaeT NOTOKN AaHHbIX HEKOTOPbLIX VLAN Kak MICTOYHUKN AaHHbIX
N 3epkanupyeTt UX Ha NopT HasHayeHus. KoHdurypaumsa aHanormyHa koHgurypaumm SPAN Ha
ocHoBe nopTtoB. VSPAN nmeeT cnegyrowme oCoO6eHHOCTH:

e VLAN, He sensatowasncsa yganeHHon VLAN, moxeT ObITb Yka3zaHa B Ka4eCTBE MCTOYHMKA
AaHHbIX VSPAN.

e HekoTtopble VLAN, koTopble He ABnstoTca yaaneHHsiMn VLAN, MoryT 6biTb yKasaHbl B
KayecTBe NCTOYHMKOB AaHHbIX VSPAN.

e Korga VLAN HacTpoeHa Kak UCTOYHUK AaHHbIX, MakeTbl MOryT OTpaxaTbCs TOSbKO B
HanpasneHun RX.
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5.2. NMpunoxeHus

MpunoxeHune

OnucaHue

SPAN Ha ocHOBe noToka

MOTOKM [OaHHbIX C  OnpedeSieHHbIMU  XapaKTepUCcTUKamm
Heobxoaumo oTCrnexuBaTb, Hanpuwvep, Heobxoaumo
OTCNexuBaTb MOTOKM [AaHHbIX, WCMOMb3YHOLME YyKa3aHHYH
NnonMTUKY cnmncka ynpasneHusa goctynom (ACL)

One-to-Many RSPAN

Heckonbko nonb3oBaTenen OOMKHbI OTCHeXumBaTb [JaHHble
OIHOrO M TOrOo e nopTa

OcHoBHbIE npunoXxeHus

RSPAN

MakeTbl Ha  WCXOQHOM  YCTPOMCTBE  3epKanupoBaHUs
HeobxoaMMO 3epKanupoBaTb Ha LENeBOe YCTPOWCTBO Ans
MOHMTOPUHTra

5.2.1. SPAN Ha ocHOBe noToKa

5.2.1.1. CueHapun

Kak nokasaHo Ha crieyoLiemM pUcyHKe, CeTeBON aHanM3aTop MOXHO HaCTPOUTb Tak, YTOObI OH
MOT OTCreXuBaTb BCE MOTOKN OaHHbIX, NepechbinaemMble KoMMyTaTtopoMm A Ha KommyTaTop B, n
onpegeneHHble NOTOKN AaHHbIX KOMMYyTaTopa B (Hanpumep, noTokn aaHHbix ¢ PC1 n PC2).

MicxoaHeln nopt

Gi 0/1

MK 1: 0000.0000.0001

MNopT Ha3Ha4YeHuA
KommyTtaTtop A Gi0/2

CeteBoun aHanuaartop

KommyTatop B

MK 2: 0000.0000.0002

PucyHok 5-2. Tononorusi npoctoro npunoxenns SPAN

0000.0000.0001 — ato MAC-agpec PCL1.
0000.0000.0002 — ato MAC-agpec PC2.

(@ arecy
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5.2.1.2. PasBepTbiBaHue

Ha npegblioyliem pucyHke HactponTe dyHkumMio SPAN Ha kommyTaTope A,
NOaKIMOYEHHOM K ceTeBOMY aHanusaTtopy, yctaHosuTe nopT Gi 0/1, nogkntoYeHHbIn K
kommyTaTopy B, B kadectBe ucxopgHoro nopta SPAN wn ycraHosute nopt Gi 0/2,
KOTOPbIA HanpsiMylo MOAKMIYEH K CeTeBOMY aHanusatopy, B kadecTBe MopT
Ha3Ha4eHus SPAN.

HacTtponTte SPAN Ha ocHOBe MOTOKOB (pa3peLueHbl TOSIbKO NOTOKM AaHHbIX PC1 n PC2)
ana ncxoaHoro nopta Gi 0/1 SPAN.

5.2.2. One-to-Many RSPAN

5.2.2.1. CueHapun

Kak nokasaHo Ha cnegytowem pucyHke, One-to-Many RSPAN moxeT ObiTb peanu3oBaH Ha
ogHom yctponcTtee, To ectb M MK 1, n MK 2 MOXXHO HacTpoOUTb AN9 MOHUTOPMHIa NepeaaBaemMoro
W NpuHMMaeMoro Tpaduka nopTa, NOAKMIOYEHHOrO K cepepy. MNMonb3oBaTenn MOryT BbINOMHUTD
COOTBETCTBYIOLLYIO HACTpPonKy (Hanpumep, yoaneHHyto VLAN n Loopback MAC-nopTta) gns
MOHUTOPMHIa NOTOKOB AaHHbIX, npoxogsawmnx Yyepes nopT Gi 4/1 Ha MK 1 n MK 2, Tem cambim
KOHTPOSIMPYS NOTOKMN OaHHbIX cepBepa.

Mopt Loopback

KommyTatop A

PucyHok 5-3. Tononorusa npunoxeHun One-to-Many RSPAN

5.2.2.2. PasBepTbiBaHue

Cospgante yganeHHyto VLAN Ha kommyTaTope A.

HacTtpoinTte kommyTatop A B KadecTBe McxogHoro yctpomctBa RSPAN u HacTpouTe
nopt Gi 4/1, KOTOpbIA HaANPsIMYHO MNOAKIIOYEH K CEPBEPY, B KAYECTBE MCXOOHOro nopTa
RSPAN. BibepuTe nopT, KOTOPbIA HAaXoanTcs B coctosstHuM Down, B JaHHOM npumepe
Gi 4/2, B kavecTBe BbixogHoro nopta RSPAN, go6aebTe 3TOT NopT B yaaneHHyto VLAN
n Hactponte Loopback MAC (3anyctute komaHgy mac-loopback B pexume HacTponkm
nHTepdenca).

[o6aBbTe nopTbl, HaNpsMyto noaknoyeHHble K MK 1 n MK 2, B yganeHHyto ceTb VLAN.
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5.2.3. OcHoBHbIe npunoxeHns RSPAN

5.2.3.1. CueHapum

Kak nokasaHO Ha crnegytouwem pucyHke, yHkuna RSPAN no3BonsieT ceTeBOMYy aHanusaTopy
KOHTponupoBatb STA, MOAKMOYEHHYD K KOMMYTATOpy WCXOOHOro ycTpouctea A, oOT
KOMMyTaTopa YCTpPOMCTBa HasHayeHust C OO KOMMYyTaTopa MPOMEXYTOYHOro ycTpoucTBa B.
O6bI4HO yCcTporcTBa MOryT 0OMEHNBaATLCA AaHHBIMUW APYT C APYrOM.

lMNpoMeXyTo4YHOE YCTPOWCTBO
KommyTtartop B

OO0wwmn nopt
Gi 0/2

O6wumi nopt
Gi 0/1

BbixooHown nopt McxogHbln nopt

McxogHoe yCTpoOMCcTBO
KommyTatop A

YCTPOWCTBO Ha3Ha4YeHus
KommyTtatop C

McxoaHoe nopt
Gi 0/1

Mopt Ha3HavyeHns RSPAN
Gi 0/2

MpomexyToyHoe
YCTPOWCTBO

Habnwopgaemsblin CeteBon
nonb3oBaTenb aHanusarop

PucyHok 5-4. basoas Tononorna npunoxeHmn RSPAN

5.2.3.2. PasBepTbiBaHue

o HactponTte yaaneHHyto VLAN Ha kommyTaTope A, KommyTtaTope B n kommyTtatope C.

e Ha kommytatope A HacTtponte nopT Gi 0/1, HanpsiMyto NOOKIMHOYEHHbIW K STA, B
KayecTBe MCXOAHOro nopTa, HacTtponTte nopT Gi 0/2, NOAKMYEHHbIN K KOMMYTaTopy B,
B KayeCcTBe BbIXOOHOro NMopTa MU HaCcTpoWTe (PYHKUMIO NEPEKIIOYEHNS ANSA BbIXOLHOMO
nopTa.

¢ Ha kommyTtatope B HacTtponte nopt Gi 0/1, nogkntoYeHHbIN K KOMMyTaTopy A, 1 NopT
Gi 0/2, nogkntoyeHHbI K komMmyTaTopy C, kak obuime nopTbl.

e Ha kommyTtatope C HactponTte nopt Gi0/1, mogKMYeHHbIN K KOoMMyTaTtopy B, B
KayecTBe 06LLEero McxogHoro nopTa, HactponTte nopT Gi0/2, NOAKTIOYEHHbIV K CETEBOMY
aHanusatopy, B KadecTBe nopTa HasHadeHuss RSPAN u HacTponte yHKUMIO
nepeksitodeHns onga nopta HasHadeHns RSPAN.

5.3. PyHKUUMN

5.3.1. ba3oBble KOHUenThbI

CeaHc SPAN

CeaHc SPAN — 3TO NOTOKM AaHHbIX MeXAy MCxoaHbiM nopToM SPAN M NOPTOM Ha3HaYeHus,
KOTOpblE MOXXHO WUCMOSb30BaTb A4S MOHUTOPUHIa nakeToB OQHOIMO UM HECKOSbKUX MOPTOB Ha
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BXoAe, Bbixoge mnn B obomx HanpaeneHusx. KommyTupyemblie MopThl, MapLpyTU3Npyemble
nopTbl K arpermpoBaHHble NopTbl (AP) MoryT 6biTb HACTPOEHbI KaK MCXOAHbIE NOPThl UKW NOPThI
Ha3HayeHnst ons ceaHcoB SPAN. lNMocne go6aeneHns nopToB komMMyTatopa B ceaHc SPAN
HopmanbHasa pabota KoOMMyTaTopa HE N3MEHAETCS.

Monb3oBaTenun MOryT Hactpoutb ceaHc SPAN Ha OTKMIHOYEHHOM nNOpTy, HO ceaHc SPAN
HeakTuBeH. CeaHc SPAN HaxoauTCs B akTUBHOM COCTOSIHUM TONbKO MOCHE BKITHOYEHUS nopTa,
Ha KOTOpom HacTpoeH ceaHc SPAN. Kpome Toro, ceaHc SPAN He BCTynaeT B cuiy nocne
BKITlOYeHNs1 koMMmyTaTopa. OH akTMBEH TOMbKO MOCIEe TOro, Kak NopT Ha3HayYeHUs HaxoauTCs B
paboyem coctosHuKn. [Monb3oBaTenu MOryT 3anyctutb komaHgy show monitor [session
session-num] ans otobpaxkeHust paboyero coctosiHust ceaHca SPAN.

MoTokn gaHHbIX SPAN
CeaHc SPAN oxBaTbIBaeT NOTOKU AaHHbIX B TPEX HanpaBneHnsX:

e BxogHble NOTOKM AaHHbIX: BCE NaKeTbl, NONy4YEHHbIE MCXOAHBLIM MOPTOM, KOMUPYIOTCS B
nopT Ha3HayeHus. MNMonb3oBaTenu MOryT OTCNEXMBATb BXOASILLNE NaKeTbl OOHOrO UMK
HECKONbKMX MWCXOAHbIX MnopToB B ceaHce SPAN. HekoTopble BXOAHble NakeThbl
NCXoQHOro noprta MoryT ObiTb OTOPOLUEHBbI MO HEKOTOPbLIM MpUYMHaAM (Hanpumep, B
uensax B6esonacHocTn nopTa). ATO He BNUAeT Ha yHKuMo SPAN, n Takue nakeTbl
No-NpexXHEMy 3epKanupyrTCsa Ha NOPT Ha3HaYeHUs.

e  BbIxoaHble NOTOKM AaHHLIX: BCE NakeTbl, nepefaHHble NCXOAHbBIM NOPTOM, KOMUPYKTCH
B NOPT Ha3HayeHus. [lonb3oBaTeny MoryT OTCnexvBaTb BbIXOAHbIE NAKETbl O4HOMO NN
HEeCKONbKUX MCXoAHbIX nopTtoB B ceaHce SPAN. [NakeTbl, nepegaBaemMble C OpYrnx
NMOPTOB Ha MOPT-UCTOYHUK, MO HEKOTOPbLIM NPUYMHAM MOTYT OblTb OTOPOLLEHBI, N Takue
naketbl He OyayT nepefaHbl Ha nopT-nonyyatens. dopmaTt BbIXOAHbLIX MAKETOB
NCXOAHOro NopTa MOXeT BbITb M3MEHEH MO HEKOTOpbIM Mpu4mMHaMm. Hanpumep, nocne
MapLpyTM3aumm y nakeToB, MNepefaBaemMblX U3 WCXOOHOro nopTa, M3MEHSTCH
MAC-agpeca ncroyHuka, MAC-agpeca nonydatens, ngeHtudpukatopsl VLAN 1 TTL, a
TaKxe nx popmartbl Nnocne KonMpoBaHUA B NMOPT Ha3Ha4eHUs.

e [IByHanpaBrieHHble MOTOKN AaHHbIX. [JByHanpaBneHHble MOTOKA AaHHbIX BKIHOYaoT
NMOTOKM BXOOHbIX JaHHbIX U MOTOKN BbIXOOHbIX AaHHbIX. B ceaHce SPAN nonb3osaTenu
MOryT OTCNEXMBaTb MOTOKM AaHHbIX OAHOMO MM HECKONbKUX MCXOAHbIX MOPTOB BO
BXOZAHOM W BbIXOOHOM HanpaBrieHUsIX.

UcxogHbin nopT

McxogHbldh NOPT HasblBaeTCs KOHTPONupyembiM rnopToM. B ceaHce SPAN NOTOKM OaHHbIX
NCXOAHOro MopTa OTCMEXMBAlTCA A5 CEeTEBOro aHanu3a u ycTpaHeHus Henonagok. B ogHom
ceaHce SPAN nonb3oBaTenu MOryT OoTCrnexuBaTb BXOAHbIE, BbIXOAHbIE U ABYHanpaBleHHble
NMOTOKWN OAHHbIX, 8 KONIMYECTBO UCXOOHbIX MOPTOB HE OrPaHUYEHO.

McxoaHbii MopT MMeEeT crieayolme 0CoBeHHOCTH:

e  /cxoaHblt NopT MOXET ObiTb KOMMYTUPYEMbIM MOPTOM, MapLUPYTU3MPYEMbLIM NOPTOM
Unu arperpyembimM rMopToMm.

o McxogHbin nopT He MOXeT OAHOBPEMEHHO UCMNOoNb30BaTbCA B KadecTtBe MnopTa
Ha3Ha4YeHus.

e  AcxOAOHbIN NOPT M NOPT Ha3HAYEHUA MOryT NpuHaanexatb ogHon u Ton e VLAN mnm
pasHbiM VLAN.

MopT Ha3HayeHun

CeaHc SPAN nmeeT oguH NOpPT Ha3HaYeHNs (Ha3biBaeMbli MOPTOM MOHUTOPUHIA) Ans npyema
nakeToB, CKOMMPOBAHHbLIX C UCXOL4HOrOo nopTa.

MopT HasHayeHUs NMeeT crieaytoLme XapakTepUCTUKA:
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o I'IopT Ha3Ha4YeHUst MOXeT ObITb KOMMYTUPYEMbIM NOPTOM, MapLUpyTU3NpyeMbIM MOPTOM
nnun arpermpyemMbiM NopToOM.

e [lopT HasHayYeHUs1 He MOXET OAHOBPEMEHHO UCMONb30BaTLCS B KAYECTBE MCXOOHOrO
nopTa.

5.3.2. 0630p

OcobeHHOCTbL OnucaHue

SPAN HacTpauBaeT 3epkannpoBaHue NopToB HA OOHOM YCTPONCTBE
RSPAN HacTpauBaeT 3epkannpoBaHue NOPTOB Ha pasHbIX YCTPOMCTBAX
5.3.3. SPAN

SPAN uncnonbsyeTcs Angd MOHUTOPMHIa NOTOKOB AaHHbIX Ha kKoMMmyTaTopax. OH KonupyeT Kagpbl
C OOHOro MopTa Ha ApPYron NopT KOMMYyTaTopa, NOLKIHYEHHbIN K CETEBOMY aHanuM3aTopy uim
aHanmsatopy RMON, 4yTo6bl npoaHanusmMpoBaTb CBA3b NopTa.

5.3.3.1. MpuHUMN paboTbl

Korga nopt nepegaet unu nonyyaet nakeTbl, SPAN nocne NpoBEpKN TOro, YTO NOPT HACTPOEH
Kak ncxogHoeli nopt SPAN, konupyeT nakeTtbl, NepedaHHble U MOfyYeHHbIE NOPTOM, B MOPT
HasHa4eHus.

e HacTtponka ncxogHoro nopta SPAN

Monb3oBaTensM HeobXxoauMMo ykaszaTb ugeHTudmkaTop ceaHca SPAN u ungeHTudmkatop
NCXOAHOro NopTa, YTobbl HACTPOUTbL NCXOAHbLIN NOPT SPAN, a Takke yCTaHOBUTb ONUMOHASbHbIN
anemeHT HanpasneHua SPAN, ytobbl onpedennTb HanpaeneHMe NOTOKOB AaHHbIX SPAN, unu
ykasaTtb nonutuky ACL ans sepkanupoBaHns orpeferneHHbIX NoTOKOB JaHHbIX.

e HacTtpoiika nopta HasHayeHus SPAN

Monb3oBaTensm HeobxoamMmo ykasaTb nageHtTudmkaTop ceaHca SPAN n nageHtndmkaTop nopta
Ha3HayeHus1, YTOObl HacCTpOUTb NOpPT Ha3HavyeHna SPAN, a Takke YCTaHOBUTb OMUMOHAIbHbIN
ANeMeHT (PYHKUMM nNepeknoyeHns, 4Ttobbl onpedenntb, crnegyeT NN BKIOYATb PYHKUMIO
nepeknioYeHnsa N PYHKUMIO yoaneHus Teros Ha nopte HasHadveHus SPAN.

5.3.3.2. CBsi3aHHasA KOHdUrypauus

dyHkumMa SPAN oTknoveHa no ymonyanuto. OH BKIHOYAETCH TONbKO NOCIe CO34aHusA ceaHca u
HacTporku ncxogHoro n uenesoro noptoB SPAN. CeaHc SPAN moxeT ObiTb cO34aH, Korga
HacTpoeH ncxogHbin nopT SPAN nnu nopT HasHa4YeHNs.

Hactpouka ucxogHoro nopta SPAN

CeaHc SPAN no ymonuyaHuto He wumeeT ucxogHoro nopta SPAN. [Monb3oBaTenu MoryT
3anyCTUTb CreayoLyo KomaHay Ans HAaCTPorku ncxogHoro nopta SPAN:

monitor session session-num source interface interface-id [ both | rx | tx ] [ acl name ]
B npeabigywien komaHae:

session-num: ykasbiBaeT wuaeHtudukatop ceaHca SPAN. KonmyecTBo nogaepxuBaeMbix
ceaHcoB SPAN 3aBucuT OT npoaykra.

interface-id: ykasbiBaeT ncxogHoli nopT SPAN, KOTOpbIN HEO6XO0ANMO HAaCTPOUTB.
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X: YyKasblBaeT, 4TO nocne HaCTpOV’IKM X OTCNeXuBarTCA TOJIbKO NakeTbl, MOoJly4YeHHbIe
MCXOOHbIM MOPTOM.

tX: ykasblBaeT, 4TO nocrne HaCTpOVIKVI tX oTcrnexmBarTCcA TONMbKO MNaKkeTbl, NnepefjaBaeMble
MCXOOHbLIM MOPTOM.

both: ykasbiBaeT, YTo nNakeTbl, NepefaHHbIE N MOSNTyYEHHbIE UCXOOHBIM NMOPTOM, KOMUPYIOTCS B
NopT Ha3Ha4YeHus 4ns MOHUTOPUHra nocrne Toro, Kak both HacTpoeH, To ecTb both BkntoyaeT rx
n tx. Ecnu HM oguH 13 napameTpoB rX, tx unu both He BbIGpaHbI, both BkntoYeH No ymonuanuio.

acl: onpegensiet nonmTtuky ACL. lNocne HacTporkn 3TOro napameTpa nakeTbl, pa3peLleHHble

nonutukon ACL Ha MCXOAHOM NOPTY, OTCNEXUBAKTCA. ATa PYHKUMS OTKIIOYEHA NO YMOMYaHUIo.
HacTponka nopTta HasHayeHus SPAN

CeaHc SPAN no ymonyaHuio He umeeT nopTta HasHadeHus SPAN. [Monb3osBaTtenn moryT

3anycTuUTb CNneayroLLyto KOMaHay A8 HacTporKu nopTta HasHadeHus SPAN:

monitor session session-num destination interface interface-id [switch ]

B npeabigyLien komaHge:

switch: ykasbiBaeT, YTO NOpT Ha3HavyeHnss SPAN nonyyaeT TOMbKO NakeTbl, 3epKannpoBaHHbIe
OT ucxogHoro nopta SPAN, n otbpacbiBaeT gpyrve naketbl, €Cnn 3Ta onums OTKIKYEHa, n
nosiydaeT Kak rnakeTbl, 3epkanuvpoBaHHble OT mucxogHoro nopta SPAN, Tak v naketbl OT
HEeMUCXOAHbIX MOPTOB, €CnuM 3Ta OnuuA BKMNKOYEHa, TO €CTb CBA3b MexXay 3TUM MOopTOM
Ha3HayeHWs u gpyruMm yCTpOMCTBaMK He 3aTparvBaeTcs.

Korga nopt HasHayeHnss SPAN HacTpoeH, COOTBETCTBYHOLWAA YHKUMS OTKMYeHa Mo
YMOIYaHUIo, ECr KOMMYTaToOp HE HaCTPOEH.
HacTponka SPAN Ha OCHOBe NOTOKa

OTa PyHKUMS OTKMOYEHa No ymon4yaHuio. MNMonb3oBaTenn MOryT BbINOSIHUTL KOMaHAy monitor
session session-num source interface interface-id rxacl acl-name gnsa HacTponkn SPAN Ha
OCHOBE MOTOKa.

O6paTnte BHMMaHWE Ha CriegyroLme MOMEHTbI MpU Ucnonb3oBaHun SPAN:
NPUMEYAHUA:
e [lopT HasHavyeHna SPAN mncrnonb3yeTca Ansa pacyeTta NpoToKosna CBA3YHLLEro gepesa
(STP).
e  SPAN HepocTyneH, ecrnv NCXo4HbIA NOPT UMK MOPT Ha3HaYeHUs1 OTKITOYEHbI.

e Ecnn VLAN (unm cnmcok VLAN) wucnonb3yetcs B kadecTBe WUCTOYHMKA SPAN,
ybeauTech, 4TO NOPT Ha3Ha4YeHUS UMeeT JOCTAaTOYHYO NPONYCKHYK CNOCOBHOCTL Ans
nony4veHus 3epkanmpoBaHHbix gaHHbiX VLAN (unm cnncka VLAN).

e He Bce npoaykTbl noadepXuBaloT Bce napaMeTpbl npeablaylimx KomaHg u3-3a
pasnuuuii Mexay NpoayKTaMu.

5.3.4. RSPAN

RSPAN MOXeT KOHTPONMMpOBaTb HECKONbKO  ycTponcTB. Kaxablih ceaHc RSPAN
ycTaHaBnMBaeTca B YykasaHHou yaaneHHon VLAN. RSPAN npeogoneBaeT orpaHuyeHue,
CornacHo KoTopomMy mirrored-nopT M MIrroring-nopT AOSMKHbI HAXOAMTLCA Ha OAHOM M TOM Xe
yCTPOWCTBE, M NO3BONSEeT mirrored-noOpTy HaxOAMTbCA HA PACCTOSHUM HECKOSbKMUX CeTeBbIX
YyCTPOWCTB OT Mmirroring-nopTa.

5.3.4.1. MpnHUMN paboTbl

YaoaneHHaa VLAN cosgaeTca Ond MCXOOHOro YCTPOMCTBA, MPOMEXYTOYHOro YCTpoMCTBa U
LeneBoro yCTpoMCTBa, BCe NOopThl, yyacTByowme B ceaHce RSPAN, fomkHbI ObITb JO6aBMNEHbI

97

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-6900

HaCTpOVlKa SPAN-RSPAN W

B yoaneHHyto VLAN. Mirrored-nakeTbl WMpoOKOBeLlaTeNnbLHO nepegatoTca B yaaneHHon VLAN
Takum obpasom, YTO OHM NepefarTCsl U3 UCXOQHOrO NMopTa UCXOQHOMO0 KOMMyTatopa B MOpPT
Ha3Ha4yeHW4d LeneBoro Kommyrtartopa.

e Hactponika yoaneHHon VLAN

MakeTbl M3 ncxogHoro nopta RSPAN wwuMpokoBellaTenbHO nepegatnTcs B yaaneHHyto VLAN,
YTOObI ObITb CKOMMPOBAHHBLIMWU C JNTIOKANbHOrO KOMMYyTaTopa Ha yAaneHHbIi kommyTaTop. opT
uctoyHuka RSPAN, nopT BbIiBoAa, reflection-nopT oTpakeHus, NOpThl Npo3pavyHoOn nepenaydu
NPOMEXYTOYHOrO yCTpoMCTBa (NOPT BBOAA MNAKETOB M MOPT BbIBOAA MPOMEXYTOYHOro
YCTPOWCTBA), MNOPT Ha3HA4YeHNs1 N NOPT BBOAA NOpTa Ha3HaYeHUs OOSMKHbI ObiTb A0OaBNeHbI B
yaaneHHyto VLAN. ®yHkuma RSPAN TpebyeT HacTponikn VLAN kak yaaneHHon VLAN B pexnme
VLAN.

e HacTtpolika ceaHca RSPAN

KoHdurypaums nopta UCTOMHUKA M nopTa HasHadeHnda RSPAN aHanorMyHa HacTtpouke noprta
NCTOYHUKA M nopTa HasHayeHna SPAN, HO naeHTudmukaTop mirroring-ceaHca, ykasaHHbIA BO
BpeMsi HACTPOKKK, OOMKEH BbITb naeHTMdMkaTopom ceaHca RSPAN.

e HacTtpoiika ncxogHoro nopta RSPAN

KoHdpurypauma wmncxogHoro nopta RSPAN Takas xe, Kak y ucxogHoro nopta SPAN, Ho
yKasaHHbI ngeHTudumkatop mirroring-ceaHca gormkeH ObiTb ngeHTugmnkaTtopom ceaHca RSPAN.

e Hactpowka BbixogHoro nopta RSPAN

BbIxogHom NopT pacnonoXeH Ha UCXOAHOM YCTPONCTBE U A0MMKeH BbITb A06aBreH B yaaneHHyo
ceTb VLAN. Mirrored-nakeTbl MCXOOHOrO MoOpTa TpaHCRVpYKTCa B 3Ty yaaneHHyio VLAN.
NcxogHoe ycTponcTBO nepefaeT nakeTbl MPOMEXYTOYHOMY KOMMYyTaTopy WM KOMMYyTaTopy
Ha3HayeHus Yepes BbIXOAHOW MopT.

e HacTtpoiika nopta HasHayeHuss RSPAN

Mpn HacTtpouke nopta HasHavyeHuss RSPAN HeobxogMmo ykasaTb uaeHTUdukaTop ceaHca
RSPAN, yganeHHyto VLAN 1 ums nopta, 4tobbl NakeTbl U3 MCXOAHOro nopTa KoNnMpoBanuch B
NnopT Has3Ha4eHus vYepes yganeHHy VLAN.

e Hactporka RSPAN Ha ocHOBe NOTOKa

RSPAN sBnsietca pacwmpeHmem SPAN 1 Takke nogaepXumBaeT 3epkannpoBaHME Ha OCHOBE
notokoB. KoHdurypauusa Takas xe, kak y notokoBoro SPAN. RSPAN Ha ocHOBe noToka He
BNUSAET Ha HOpPMarbHYIO CBA3b.

[Monb3oBaTenu moryT HacTpouTb ACL B HanpaBrneHuu BBOoJa MCXOAHOro nopta Ha UCXOO4HOM
yctponctee RSPAN. MNoagpepxnatoTcs ctaHgapTHele ACL, pacwumpeHHsle ACL, MAC ACL un
onpegensaemblie nonob3osatenem ACL.

Monb3oeaTenn Moryt HacTpouTb ACL nopTta B HanpaBfeHWW BBOAA WMCXOAHOroO nopTta Ha
ncxogHom yctponctee RSPAN u HacTpouTb ACL nopTa B HanpasfeHuM BbiBoda nopTa
Ha3Ha4yeHnd Ha uenesoM yctponctee RSPAN. Nonb3oBaTenu Takke moryt HacTpoutTb ACL ans
nexoadwero HanpaesneHus yganeHHon VLAN Ha ncxogHom kommyTtaTope RSPAN 1 HacTpouTb
ACL ansa BxogHoro HanpaeneHus yganeHHon VLAN Ha uenesom kommyTtaTtope RSPAN.

e Hactpoiika RSPAN One-to-Many

Ecnv noTokM AaHHbIX OAHOMO UCXOAHOro nopta HeoOGXOAMMO 3epKanMpoBaTb Ha HECKOSbKO
NOpTOB Ha3Ha4YeHUs, Nonb3oBaTeNn MOryT HacTpouTb ceaHc RSPAN, HAaCTPOUTb UCXOOHbIN NOPT
ceaHca RSPAN kak ncxogHbeii mirroring-nopT One-to-Many 1 BelbpaTth gpyron nopt Ethernet B
KayecTBe nopTta nepecbiikn. (BbIXOQHOW NOPT Ha YCTPOMUCTBE-UCTOYHUKE). Kpome Toro, pyHKUmMS
obpartHoin cesasMm MAC pgomkHa OblTb HacTpoeHa Ha nopTte nepecbinikn RSPAN B pexume
KOHpurypaumm nHtepdperica, oxungaemolnn BoixogHon nopT RSPAN u nopTt nepecbinkn RSPAN
AOIKHbI 6bITb fO6GaBneHbl B yaaneHHyto VLAN. 3atem mirrored-nakeTbl 3auuknmsatotcs (looped
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back) Ha nopTe nepecbinikn RSPAN, a 3aTem wWMpokoBeLlaTeNbHO NepeaarTcs B yaaneHHyo
VLAN, Tem cambim peanm3yd RSPAN One-to-Many.

5.3.4.2. CBaA3aHHaA KOHdUrypauusa

®yHkuna RSPAN oTkntoyeHa no ymonyaHuio. OH BKNIOYaeTCsl TOMbKO NOche co3fgaHnsa ceaHca
RSPAN un HacTponku yoaneHHon VLAN, ucxogHoro nopta RSPAN v nopta HasHavyeHnss RSPAN.

Hactpownka yaaneHHoun VLAN

Mo ymonyanuio ana RSPAN He ykasaHa yaaneHHas VLAN. lNonb3osBaTenn MoryTt 3anyctutb
komaHgy remote-span B pexume VLAN, 4yTo6bl HacTpouTb VLAN kak yganeHHyto VLAN. OgHa
yoaneHHaa VLAN cooTBeTcTByeT ogHoMy ceaHcy RSPAN.

HacTtpownka nucxogHoro ycrpounctsa RSPAN

OTa yHKLUMSA OTKMAOYEeHa no ymon4yaHuio. Nonb3oBaTtenn MoryT 3anyCtutb KOMaHgy monitor
session session-num remote-source B pexume rnobanbHOM KoHdUrypawmm, 4Tobbl HACTPOUTb
YCTPOMWCTBO B Ka4yeCTBe yaaneHHOro MCXo4HOro yCTponcTea ykasaHHOro ceaHca RSPAN.

HacTtpownka uenesoro yctpouctesa RSPAN

OTa yHKUMA OTKNOYEeHa No ymondaHuto. lNonb3oBaTteny MOryT 3anyCcTuTb KOMaHay monitor
session session-num remote-destination B pexume rnobanbHOW KoHdUrypaumm, 4Tobbl
HacTpouTb YCTPOMCTBO B KayecTBe YyAareHHOro LierieBoro YCTpPOMCTBA YKa3aHHOrO ceaHca
RSPAN.

Hactpouka ucxogHoro nopta RSPAN

NcxogHein nopT ceaHca RSPAN HacTpamBaeTca Ha MCXOOHOM ycTpouncTee. KoHdurypauus
Takas xe, kak y mcxogHoro nopta SPAN, HO HeobxogMmo ykasaTb MAeHTUUKATOp ceaHca
RSPAN. O1a yHKUMSA OTKAOYEHA MO YMOSTYAHWUIO.

Hactpoika BbIXOAHOro nopta Ha ucxoaHoMm yctponctee RSPAN

OTa (PyHKUMA OTKMOYEeHa No ymonyanuio. [Nonb3oBaTteny MoryT 3anycTuTb KomaHgy monitor
session session-num destination remote vlan remote-vian interface interface-name [ switch
] B pexume rnobanbHOM KoHdurypauumn, 4Tobbl HACTPOUTL BbIXOQHOW MOPT HA MCXOLHOM
yctponctBe RSPAN. Ecnu onuua switch ckoHdurypypoBaHa, BbIXOLHOW MNOPT MOXET
yyacTBoBaTb B OObIYHOM KOMMYyTauMW NAKeTOB AaHHbIX. [10 yMONYyaHuMIO OH He HacTpOeH.
BbixogHom nopT gomkeH ObiTb gobaeneH B yaaneHHyto VLAN.

HacTtpoika ueneBoro nopTa Ha uenesom yctpomctee RSPAN

OTa (PyHKUMA OTKMOYEeHa No ymonyaHuio. [onb3oBateny MoryT 3anyCcTuTb KomaHgy monitor
session session-num destination remote vlan remote-vian interface interface-name [ switch
] B pexume rnobanbHOn KOHUrypaumm, 4Tobbl HAaCTPOUTL MOPT Ha3HAYeHWUs Ha LeneBOM
yctporictBe RSPAN. Ecnn onums switch HacTpoeHa, NopT HasHa4YeHUs MOXeT y4acTBOBaTb B
0ObIYHON KOMMYTauMM NakeToB AaHHbIX. 10 yMonyaHuio OH He HacTpoeH. MopT HasHaveHus
OormkeH 6biTb JoOaBneH B yaaneHHyto cetb VLAN.

Mpwn ncnonb3zoeanm RSPAN obpaTnTte BHMMaHME Ha Criegyolmne MOMEHTHI:
NMPUMEYAHUA:

e VYpaneHHas VLAN pgomkHa OblTb HaACTpoeHa Ha KaXOaoM YCTPOWCTBE, WX
naoeHtndukaTopbl VLAN OomkHblI OblTb COrnacoBaHbl, U BCE MOPThI, y4acTBYOLINE B
ceaHce, JOMKHbl ObITb gobasneHsbl B VLAN.

e He pekomeHayeTtca gobasnaTe o6Lme nopTol B yganeHHyo VLAN.

e He HacTpavBanTe nOpPT, MNOAKMIOYEHHBLIA K MPOMEXYTOYHOMY KOMMYTaTOpy WK
KOMMyTaTOpy Ha3HayeHus, B kKauecTBe ncxogHoro nopta RSPAN. B npoTuBHoM criyvyae
Tpaduk B ceTU MOXET OKasaTbCs B Xaoce.
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5.4. KoHdurypauusa

dyHkumn SPAN

KoHdurypauma OnucaHue n komaHga
HacTtponka (O6si3aTenbHO) McnonbayeTcsa ansa cosgaHns SPAN
6a30BbIx

monitor session session-num source
interface interface-id [ both | rx | tx ]

HacTpanBaeT ucxofHbli nopT
SPAN

Hactporika
0a30BbIX

dyHkumn SPAN

monitor session session-num
destination interface interface-id[
switch]

Hactpaunsaet
Ha3Ha4vyeHnsa SPAN

nopt

monitor session session-num source
interface interface-id rxacl acl-name

Hactpaneaet SPAN Ha ocHoBe
rnoToka

monitor session session-num source
vlan vlan-id [ rx ]

YkasbiBaet VLAN B kayecTtBe
NMCTOYHMKa gaHHbIX SPAN

monitor session session-num source
filter vlan vlan-id-list

YKkasblBaeT HeKoTopble CeTu
VLAN B kayecTBe NCTOYHWUKOB
JanHbix ans SPAN

Hactpouika
OCHOBHbIX

dyHkumn RSPAN

(O6sasaTenbHo) Ncnonbayetca ons co3gaHna RSPAN

monitor session session-num remote-
source

HactpanBaeT wnaeHTundukaTop
ceaHca RSPAN un ykasbiBaet
NCXOAHOE YCTPOUCTBO

monitor session session-num remote-
destination

HactpanBaeT wnaeHtudunkaTop
ceaHca RSPAN un ykasbiBaet
LiernieBoe yCTpOUCTBO

remote-span

Hactpaunsaet
VLAN

yOaneHHyto

monitor session session-num source
interface interface-id [ both | rx | tx ]

HactpanBaeT mncxogHblh nopTt
RSPAN

monitor session session-num
destination remote vlan remote-vlan-id
interface interface-id [ switch ]

HactpanBaeT BbIxogHOM NOPT
Ha  WCXOOHOM  YCTpPOMCTBE
RSPAN vnn nopT HasHadeHust
Ha  UereBOM  YCTpPOMCTBE
RSPAN
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5.4.1. HacTtpowka 6a3oBbix ¢pyHkuun SPAN

5.4.1.1. 3hdeKT KoHUrypaumm

e HacTpoiiTe nopTbl UCTOYHMKA N HA3HaYeHus ans ceaHca SPAN.

° HaCTDOIZTe NOpPT Ha3HaAYeHUA OnA OTCleXunBaHUA nobBbIX NakeToB, nepegaHHbIX U
NoNy4YeHHbIX NCXOOHbIM NMOPTOM.

5.4.1.2. NMpumeyvaHun

Ecnu beHKLl,I/IFI KOMMYTaTopa OTKrMn4YeHa Ha nopTe Ha3Ha4deHud SPAN, nopT Ha3Ha4YeHud
nony4yaeTt TOJ1bKO mirrored-nakeTbl n 0T6paCbIBaeT apyrme nakeTbl, npoxoadlimne 4epea nopr.
Mocne Bko4YeHUS (byHKLl,I/II/I KOMMYTaTopa nopT Ha3dHa4YeHUA MOXeT NpUHMMaTb He mirrored-
nakeTbl.

5.4.1.3. lWarn HacTponku

HacTponka ceaHca SPAN
o  Pexum rmobanbHon KoHpurypaumm. ObasatensHbIN.

e  Bbl MoxeTe HacTpouTb ceaHc SPAN npu HacTpoike ncxogHoro nopta SPAN unv nopTta
Ha3HayeHus, unn npu Hactponke ykasaHHon VLAN unum HekoTopblix VLAN B kayecTBe
MCTOYHMKA OAHHbIX UM UCTOYHUKOB AaHHbIX SPAN.

Hactpouka ucxogHoro nopta SPAN
e Pexvum rnobanbHon koHpurypaumm. ObssaTenbHbIN.

o Bbl moxeTe BbIGpaTh HanpaeneHne SPAN npu HacTpowke ncxogHoro nopta SPAN. Oba
HanpaBneHNnsi HACTPOEHbI MO YMOMYaHUI0, TO ECTb OTCIIEXMBAKOTCA Kak nepegaBaemble,
Tak U NPMHUMaEMble NaKkeThbl.

HacTponka noprta HasHa4yeHuns SPAN
o  Pexum rmobanbHon koHpurypaumm. ObasatenbHbIN.

e CeaHc SPAN aKTuBeH, TOMbKO ecnn HacTpoeH ncxogHbin nopt SPAN (mnmn B kavectee
nctoyHuka gaHHolx SPAN ykaszaHa VLAN) 1 HacTpoeH nopT HasHayeHnsa SPAN.

5.4.1.4. NpoBepka

3anyctute komaHgy show monitor unm komangy show running, 4toObl npoBepuTb
KoHdurypaumio SPAN. B kadecTBe anbTepHaTMBblI NpOBEAMTE aHanu3 3axeBaTa NakeToB Ha
nopty HasHayeHuss SPAN u npoBepbTe, genctByeT nn oyHKums SPAN B COOTBETCTBUMM C
3axBaveHHbIMU NakeTamu.

5.4.1.5. CBA3aHHble KOMaHAbIl

Hactpouka ucxogHoro nopta SPAN

KomaHnga monitor session session-num source interface interface-id [ both | rx |tx]
Onuncanne session-num: ykasbiBaeT ngeHtudmkatop ceaHca SPAN.
napameTpoB

interface-id: ykasbiBaeT ngeHtTudukaTop nHtepderica.

both: ykasbiBaeT, 4TO NakeTbl BO BXOASLLEM U UCXOASLLEM HanpaBneHmsIx
OTCINEXMBAOTCA. DTO 3HAYEHME MO YMONYaHUIO.

I'X: yKa3blBaeT, YTO NakeTbl BO BXOOALLEM HanpaBiieHUN OTCIeXnBaroTCA.
tX: yKkasblBaeT, YTO NakeTbl B HANPaBlieHUW BbIBOJA OTCIEXUBAOTCA
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Pexum komaHg

Pexwum rnobanbHon KoHdUrypauum

HacTpounka nopTta Ha3HayeHuss SPAN

KomaHpa monitor session session-num destination interface interface-id[ switch]
Onucanwne session-num: ykasblBaeT ngeHtugukatop ceaHca SPAN.
napameTpoB

interface-id: ykasblBaeT ngeHtudukaTop nHtepdgenca.

switch: ykasbiBaeT, YTO (PYHKUMS MEpPeKnioYeHnss BKITOYEeHa Ha nopTe
Ha3HayeHuss SPAN. Mo ymonyaHuio OH OTKIOYEH

Pexum komaHg

Pexum rnobanbHon koHdurypauum

HacTponka SPAN Ha ocHOBe NOTOKa

Komanpa monitor session session-num source interface interface-id rx acl acl-
name

Onucanue session-num: ykasbiBaeT ngeHtudukatop ceaHca SPAN.

napameTpoB

interface-id: ykasbiBaeT ngeHtudukatTop nHrepdgenca.
acl-name: ykasbiBaet umsa ACL

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

YkasaHue VLAN B KayecTBe MCTOYHUKA AaHHbIX SPAN

KomaHga monitor session session-num source vlan vilan-id [rx]
Onuncanne session-num: ykasbiBaeT ngeHtudumkatop ceaHca SPAN.
napameTpoB

vlan-id: ykasbiBaeT ykasaHHbI ngeHTudpumkatop VLAN.
IX: yKasblBaeT, YTO MaKeTbl BO BXOAALLEM HanNpaBreHN OTCIEXMNBAOTCS

Pexum komaHg

Pexunm rnobanbHon KoHdurypauum

Yka3aHue HekoTopbiX VLAN B KauecTBe NCTOYHMKOB AaHHbIX SPAN

Komanpga monitor session session-num source filter vlan vlan-id-list
Onuncanne session-num: ykasbiBaeT ngeHtudumkatop ceaHca SPAN.
napameTpoB

vlan-id-list: yka3biBaeT HeKoTOpble yKa3aHHble naeHTudpmkaTopbl VLAN

Pexnm komaHa

Pexwum rnobanbHon koHUrypaumm
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5.4.1.6. NMpumep KoHcpuUurypauum

Hwxe B kayecTBe npumepa ucnonblyetcsa SPAN

CueHapun:
MK1 NnK2
PucyHok 5-5.
Warn e Kak nokasaHo Ha PucyHke 5-5, po6asbte noptel Gi 0/1 un Gi 0/2
HaCTPOWKM yctponcTtea A B ceTb VLAN 1.
e Cosgante SVI 1 n yctaHosuTte agpec SVI 1 Ha 10.10.10.10/24.
e YcraHoBute IP-agpeca NK 1 1 MK 2 Ha 10.10.10.1/24 n 10.10.10.2/24
COOTBETCTBEHHO.
e Hactponte SPAN ans yctponctea A n HactponTe nopTtbl Gi 0/1 n Gi 0/2
B KayecTBe MCXoOHOro nopta W nopta HasHaveHus SPAN
COOTBETCTBEHHO
A QTECH# configure
QTECH(config)# vlan 1
QTECH(config-vlan)# exit
QTECH(config)# interface vlan 1
QTECH(config-if-VLAN 1)# ip address 10.10.10.10 255.255.255.0
QTECH(config-if-VLAN 1)# exit
QTECH(config)# monitor session 1 source interface gigabitEthernet 0/1
QTECH(config)# monitor session 1 destination interface gigabitEthernet 0/2
Mpoeepka | 3anyctute KomaHay show monitor, 4To6bl NPOBEPUTL, NPABUITLHO N HACTPOEH
SPAN. MNocne ycnewHown HacTporku MK 1 oTnpaBnseT nakeTbl NPOBEPKM CBA3N
Ha SVI 1, a K 2 ocywiecTBnsseT MOHUTOPUHT C MOMOLLIbIO MHCTPYMEHTa 3axBaTa
nakeToB
A QTECH# show monitor
sess-num: 1
span-type: LOCAL_SPAN
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src-intf:

GigabitEthernet 0/1 frame-type Both
dest-intf:

GigabitEthernet 0/2

5.4.1.7. PacnpocTpaHeHHble OWNOKKN

e WpeHTudukaTop ceaHca, ykasaHHbIi NpW HacTpolike ucxogHoro nopta SPAN, He
COOTBETCTBYET MOEHTUMDUKATOPY, YKA3aHHOMY MPW HACTPOWKE MnopTa HasHadYeHus
SPAN.

o [loTepa nakeToB MOXET MPOU3ONTU, €CnNU nakeTbl nopTa ¢ GONbLIOK MPOMYCKHOW
CMOCOBHOCTLIO 3epKaNUPYOTCS Ha NOPT C Manon NPOMYCKHOW CNOCOBHOCTLIO.

5.4.2. HacTponka ocHOBHbIX pyHKLUMU RSPAN

5.4.2.1. 3hdeKT KoHduUrypaumm
e HacTtponTe uUCxXoAHbI MOPT M MOPT Ha3Ha4YeHUs Ha WCXOLHOM YCTPOWCTBE ceaHca
RSPAN 1 HacTpownTe NopT Ha3Ha4YeHUs Ha LierneBoM YCTPONCTBeE.

e HacTtponte nopT HasHayeHus Ha uerneBom ycTponctBe RSPAN ana otcnexwuBaHus
nobbIx NakeToB, KOTOPbIE NepeaatrnTCsa UMN NPUHUMAOTCA NCXOLHbLIM MOPTOM.

5.4.2.2. NMpumeyaHun

e Ecnn yHKUMA KOMMyTaTOpa OTKMKOYEeHa Ha nopte HasHadeHus RSPAN, nopTt
Ha3Ha4YeHUs nonyvyaeT ToNbKo mirrored-nakeTel U OTOpacbiBaeT ApyrMe nakeThbl,
npoxogsime Yepes nopT. [Nocne BKMYEHNS OYHKUMM KOMMYTaTopa NopT HasHa4yeHus
MOXeT NpuMHMMaTb He mirrored-nakeThbl.

e Bce noptbl, 3agenictBoBaHHble B RSPAN, O0mkHbl ObiThb A06GaBneHbl B yoaneHHyo
VLAN.

e VYpaneHnHas VLAN pomkHa ObiTb co3gaHa Ha MPOMEXYTOYHOM YCTPOWCTBE, U K
yaaneHHon VLAN gomkHbl ObiTb 406aBneHbl Npo3paYvHbie NOpThl Nepedayn.

5.4.2.3. lWarn HacTponku
Hactponka ceaHca RSPAN

o  Pexum rmobanbHon koHpurypaumm. ObasaTenbHbIN.

e OauH n TOT Xe uaeHTUdUKaTOp ceaHca HeobBXOAMMO HACTPOUTb Ha WCXOAHOM
yctponctee RSPAN n uenesom yctporctee RSPAN.

HacTtpownka ncxogHoro yctporictea RSPAN

e  Pexum rmobanbHon koHdurypauumn. Oba3aTtenbHbIN.

e VcnonbayeTca ans ykasaHus yCTPOMCTBA, KoTopoe byaeT KoHTponnpoBaTbcst RSPAN.
HacTtponka uenesoro yctponctea RSPAN

e Pexunm rmobanbHon koHpurypaumm. ObasaTtenbHbIN.

e VcnonbayeTcda AN ykasaHuA LerneBoro ycTporMcTea Ans BelBoga naketoB RSPAN.
HacTtponka ncxogHoro nopta RSPAN

e Pexunm rmobanbHon koHpurypaumm. ObasaTenbHbIN.
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3aBeplumMTe HacTpoOWKy Ha wucxogHom ycTtponctBe RSPAN. T[locrne HacTpomku
MOHUTOPMHI RSPAN MOXeT NpoBOANTLCA ANsi NakeToB ncxogHoro nopta RSPAN. Bebl
MoxeTe ykaszatb RSPAN gnsi MOHUTOpMHra naketoB yaaneHHon VLAN BO BXOAHOM
HanpaBreHnn, UCXOASLEM HanpasneHun unu B oBOMX HanpaBneHUsX WMCXOLHOro
nopta RSPAN.

Hactpowka BbixogHoro nopta RSPAN

Pexwum rnobanbHon koHdurypaumm. Ob6si3aTenbHbIN.

3aBepLumMTe HaAcTpPOWKy Ha wucxogHom ycTtponctee RSPAN. T[locrne HacTponku
mirrored-nakeTbl, NOfy4YeHHble nopTamun, gobaBneHHsiMM B yaaneHHyto VLAN, moryT
ObITb NepedaHbl Ha uenesoe yctponctso RSPAN yepes BbIXO4HOM NOPT.

Hactpowka nopTta HasHavyeHnsa RSPAN

5.4.2.4.

5.4.2.5.

Pexum rnobansHon koHdpurypauumn. ObssaTtenbHbIn.

3aBepLumTe HacTpoKky uenesoro yctponctea RSPAN. lNocne HacTponku uenesoe
yctponictBO RSPAN nepecbinaet 3epkarnbHble MakeTbl, MNOMyYeHHble nopTamu,
pobaBneHHbIMM B yaaneHHyto VLAN, Ha ycCTpOMCTBO MOHUTOpUHra 4epes nopT
HasHa4veHus.

lNMpoBepka

3anyctute komaHgy show monitor unu komaHgy show running, 4tobbl NPOBEPUTS,
ycnewHo nu HactpoeH RSPAN Ha KaxgoMm YCTpOWCTBE, UMW BbINOMHUTE 3axsBaT
nakeToB Ha LEeneBoM mirroring-nopTty Ha uenesom yctponctBe RSPAN, 4ToObl
NpoBepuTb, ABNSAIOTCA NN NaKeTbl, 3epKarMpoBaHHbIE C MCXOOHOro MopTa UCXOAHOro
yctponctea RSPAN, 3axBadeHbIMU.

CBsizaHHble KOMaHAbl

Hactpouka ucxogHoro yctpomncrtsa RSPAN

KomaHga monitor session session-num remote-source
Onuncanne session-num: ykasblBaeT ngeHtudunkatop ceaHca RSPAN
napameTpos

Pexum komang | Pexum rmobanbHon KoHurypaumm

Hactponka ueneBoro yctpounctesa RSPAN

Komanpga monitor session session-num remote-destination
Onuncanne session-num: ykasbiBaeT ngeHtudunkatop ceaHca RSPAN
napameTpoBs

Pexum komaHg | Pexxum rmobanbHon KoHurypaumm
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Hactpownka yananeHHou VLAN

KomaHpa

remote-span

Pexxum komaHg,

Pexum VLAN

Hactpouka ucxogHoro nopta RSPAN

KomaHpa monitor session session-num source interface interface-id [ both | rx | tx
1[acl acl-name]

Onucanwne session-num: ykasbiBaeT ngeHtndukatop ceaHca RSPAN.

napameTpoB

interface-id: ykasbiBaeT ngeHtudukatTop nHtepgenca.

both: YKa3bIBaeT, YTO NMakeTbl BO BXOAdALLEM N ncxogdlem HanpaBlieHnAX
OTCNEeXunBarTCcA. ATO 3HAYEHUE Nno YMOJ4aHuto.

I'X: yKa3blBaeT, YTO NakeTbl BO BXOAALLEM HanpaBiieHUN OTCleXnBatoTCA.
IX: yKa3blBaeT, YTO nakeTbl B HanpaBfieHX BbiBOAA OTCreXunBaloTCo.

acl-name: ykasbiBaeTt umsa ACL

Pexum komaHg

Pexwum rnobansHon koHUrypaumm

PykoBoacteo no
MCNONb30BaHNIO

KoHdourypaums Takas xe, Kak y ncxogHoro nopta SPAN, HO Heobxoaumo
yKkasaTb ngeHtndukatop ceaHca RSPAN

Hactpoika BbIXOAHOro nopta Ha ucxogHom yctponctee RSPAN

KomaHpa monitor session session-num destination remote vlan remote-vlan
interface interface id [ switch ]

Onuncanne session-num: ykasbiBaeT ngeHtudumnkatop ceaHca RSPAN.

napameTpoB

remote-vlan: ykasbiBaeT Ha yganeHHyto cetb VLAN.
interface id: ykasbiBaeT ngeHTudmkatop nHTepderica.
switch: ykasbiBaeT, y4acTByeT N1 NopT B KOMMyTaUuy NakeToB

Pexnm komaHa

Pexunm rnobanbHon koHdurypauum

HacTtpoika ueneBoro noprta Ha uenesom yctponctee RSPAN

KomaHnaa monitor session session-num destination remote vian remote-vlan
interface interface id [ switch ]
Onuncanne session-num: ykasbiBaeT ngeHtudmnkatop ceaHca RSPAN.
IRl Ok remote-vlan: ykasbiBaeT Ha yaaneHHyto ceTb VLAN.
interface id: ykasbiBaeT ngeHTudmkaTop nHTepdenca.
switch: yka3biBaeT, yyacTByeT fin NOPT B KOMMyTaLMKN NaKeToB
@) QTECH -

MWP [OOCTYNHEE




PykoBoacTeo no Hactponke cepus QSW-6900

Hactpownika SPAN-RSPAN

Pexum komaHg | Pexxum rnmobanbHom koHurypaumm

5.4.2.6. NMpumep KoHcpuUurypaumm

Hactponka One-to-Many RSPAN

CueHapun:

L

. Mopt MAC Loopback
McxogHoe yecTponcTBo

WexogHeid nopt  Kommytatop A
Fa 0/1

Cepsep

YCTPONCTBO Ha3Ha4YeHns
KommyTartop B

MopT HasHa4yeHun MNopT Ha3HauyeHusA
Fa 0/2 Fa 0/2

MK 1
PucyHok 5-6.

Larn e Kak nokasaHO Ha npeblayweM puUcyHke, HacTpouTe yaaneHHyo VLAN
HaCTPOMKK Ha kommyTaTope A, KommyTtaTtope B 1 kommyTatope C.

e HacTtponte ucxogHblim MopT, BbIXOAHOM MNopT M nopT loopback Ha

KoMmmyTaTope A.

e Hactponte nopt HasHa4yeHus Ha kommyTaTope B n kommytatope C

A QTECH# configure

QTECH(config)# vlan 7

QTECH(config-vlan)# remote-span

QTECH(config-vlan)# exit

QTECH(config)# monitor session 1 remote-source
QTECH(config)# monitor session 1 source interface fa 0/1 both

QTECH(config)# monitor session 1 destination remote vlan 7 interface fa 0/2
switch

QTECH(config)# interface fa0/2
QTECH(config-if)# mac-loopback
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QTECH(config-if)# switchport access vlan 7
QTECH(config-if)# exit

QTECH(config)# interface range fa0/3-4
QTECH(config-if-range)# switchport mode trunck

B, C

QTECH(config)# vlan 7

QTECH(config-vlan)# remote-span

QTECH(config-vlan)# exit

QTECH(config)# monitor session 1 remote-destination

QTECH(config)# monitor session 1 destination remote vlan 7 interface fa 0/2
QTECH(config)# interface fa0/1

QTECH(config-if)#switchport mode trunck

MpoBepka

3anyctute komaHgy show monitor wnu komaHgy show running Ha
KommyTaTope A, kommyTaTtope B n kommyTtatope C, 4tobbl NPOBEPUTD, YCNELLHO
nn HacTpoeH RSPAN

QTECH# show monitor
sess-num: 1

span-type: SOURCE_SPAN
src-intf:

FastEthernet 0/1 frame-type Both
dest-intf:

FastEthernet 0/2

Remote vlan 7

mtp_switch on

QTECH# show monitor
sess-num: 1
span-type: DEST_SPAN
dest-intf:

FastEthernet 0/2
Remote vlan 7

mtp_switch on

QTECH# show monitor
sess-num: 1
span-type: DEST_SPAN
dest-intf:
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FastEthernet 0/2
Remote vlan 7

mtp_switch on

5.4.2.7. PacnpocTpaHeHHble OWNOKKU

YpaneHHaa VLAN pgomkHa ObiTb  HacTpoeHa Ha  UCXOQHOM  YCTPOWMCTBE,
NPOMEXYTOYHOM YCTPOMCTBE M LIeNIEBOM YCTPOMCTBE, a uUX uaeHtudukatopsl VLAN
JOJTXHbI ObITb COrnacoBaHsbI.

[MoTepss NakeToB MOXeET NPOU3ONTW, eCnn nakeTbl nopta ¢ 60NbLUON NPOMYCKHOM
CMOCOBHOCTLIO 3ePKANUPYOTCA Ha MOPT C Manon NPOMYCKHOW CNOCOBHOCTHIO.

Onsa peannsaunmmn RSPAN One-to-Many Heo6xoaMmMo HaCTPOUTb HECKONBKO BbIXOAHbIX
nopToB.

5.5. MoHUTOpPUHr

5.5.1. OTobpaxeHue

OnucaHue KomaHpa

OtobpaxaeT BCE mirroring-ceaHcbl, | show monitor
CyLLlecTBylOLIME B CUCTEME

OTtobparkaeT yka3aHHbIN Mirroring-ceaHc show monitor session session-id

5.5.2. OTnagka

MPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI NPpU BbIBOAE OTNag04HOM HdopManmu. lNoatomy
OTKNtoYanTe OTNaaKy cpasy nocne UCMosib30BaHMS.

OnucaHue KomaHaa

[unana3oH oTnagku debug span
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6. HACTPOMUKA ERSPAN

6.1. O630p

WHKkancynmpoBaHHbIN aHann3aTop yaaneHHbIX KoMmmyTupyeMblx noptoB (ERSPAN) aBnseTcs
paclpeHnem aHanu3atopa yaaneHHblX koMMmyTupyembix noptoB (RSPAN). MNakeTbl AaHHbIX
SPAN 06bl4HbIX RSPAN MoryT nepegaBatbCsi TONbKO B npedenax ypoBHA 2 U He MOryT
npoxoanTb Yepes cetn Mapwpytusaummn. OgHako ERSPAN mMoxeT nepegasaTbh nakeTbl SPAN
Mexgy ceTaMn MapLupyTM3aLumu.

ERSPAN uHkancynupyet Bce nakeTbl SPAN B nakeThb! IP Yepes obLwmin TyHHEeNb MHKancynsaumm
Mapwpytmsaumm (GRE) n HanpaBnsieT Mx Ha NopT HasHadeHusa yctponctea RSPAN. Ha
criefyoLieM pUcyHke nokasaHa Tononornsa TUNMYHOro NPUNoXeHUs:

Maket Maket
GRE SPAN GRE SPAN

Maket
mirrored-gaHHbIX

t.
:
—

m > /{;;;;;}\ >
____

Maket
mirrored-gaHHbIX

PucyHok 6-1. Tononorusa TmnmMyHoro npunoxenust TyHHens ERSPAN GRE

YCTponcTBa Ha pUCYHKE UrpatoT ABe POSIN:

o  KomMmyTaTOp-UCTOYHMK. KOMMYTaTOP-UCTOYHMK OTHOCUTCS K KOMMYTaTOpy, B KOTOPOM
HaxoanTcs ncxogHeii nopt ERSPAN. OH konupyeT nakeTbl B UCXO4HbIN MOPT, BbIBOAUT
KONUM M3 BbLIXOOHOrO nopTta, WMHKancynupyeT ux B IP-nakeTbl M nepeHanpasnseT
IP-nakeTbl Ha KOMMYTaTOP Ha3HaYeHuUs.

e KommyTtatop HasHadeHus: KoMmyTaTop Has3HayeHWs OTHOCUTCA K KOMMYyTaTopy, B
KOTOpPOM Haxoamtcs nopT HasHadeHna ERSPAN. OH nomelaeT nonyyveHHble NakeThbl
SPAN 4epe3 nopt HasHadeHus SPAN, gekancynupyet ux B naketol GRE, a 3atem
nepecoiniaet naketel GRE Ha yCTPOMCTBO MOHUTOPUHra.

Ona peanunszaumn ERSPAN IP-nakeTbl ¢ GRE-nHkancynaumMen OOSmKHbI MMETb BO3MOXKHOCTb
HOpMarnbHO MapLUPYTU3NPOBaTLCA K LierieBoMy ycTponctey SPAN.

6.2. NMpunoxeHun

MpunoxeHune

OnucaHue

OcCHOBHbIE NMPUIOXeHUs

ERSPAN

MakeTbl Ha ycTponctBe-uctouyHmke SPAN  Heobxogumo
3epkanvpoBaTb Ha LieNieBOM YCTPOWCTBE AN MOHUTOPUHra

(@ arecy
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6.3. OcHoBHbIe npunoxeHna ERSPAN

6.3.1. CueHapum

Kak nokaszaHo Ha crnegywouwem pucyHke, ERSPAN nos3BonseTr ceTeBOMy aHanmsatopy
oTCnexuBaTb MNOSib3oBaTenen, MNOOKIOYEHHbIX K KOMMyTaTopy A WCXOOHOro YCTPOWCTBA.
O6bI4HO yCcTporcTBa MOryT 0OMEHNBaTLCA AaHHBIMU APYT C APYrOM.

lMNpoMeXyTo4YHOE YCTPOWCTBO
KommyTtartop B

OO0wwi nopt
Gi 0/2

O6wumi nopt
Gi 0/1

BbixooHown nopt McxogHbln nopt

McxogHoe yCTponcTBO
KommyTatop A

YCTPOWCTBO Ha3Ha4YeHus
KommyTtatop C

Mopt Ha3HaueHuns SPAN
Gi 0/2

McxogHoe nopt
Gi 0/2

Habnwopgaemsblin CeteBon
nonb3oBaTenb aHanusartop

PucyHok 6-2. Tononornsa ocHoBHbIX NpunoxeHun ERSPAN

6.3.2. PasBepTbiBaHue

e Ha kommyTaTope A HacTpouTe NOPT, HaANPSMYK MOAKMOYEHHBLIM K MONb30BaTeNsiM
(Gi 0/1), kaK ncxogHbld MOPT, @ NOPT, NOAKMHOYEHHbIM K kommyTatopy B (Gi 0/2),
HaCTPOWTE KaK BbIXOAHOM MOPT.

e Ha kommyTaTope B nopTbl, NOAKNOYEHHLIE K KOMMYyTaTopy A n kommyTtaTtopy C (Gi 0/1
" Gi 0/2), SABISIOTCH, COOTBETCTBEHHO, NHTepdencamm-y4acTHMKaMn
SVI-mHTepdencoB (BUpTyanbHOro MHTepdenca koMmmytaTtopa) ABYX CEIMEHTOB CETH,
obecneyvBas B3anumogencTeme Mexay AByms cermeHtamm IP-ceTu.

6.4. PyHKUUN

6.4.1. BasoBble KOHLUEeNThbl

Ceccusa ERSPAN

MakeTbl 4aHHbIX SPAN 06wmx RSPAN mMoryT nepegaBaTbCs TOMbKO B NpeAenax ypoBHS 2 N He
MOTyT NMPOXOAMUTb Yepe3 ceTn MmapwpyTtusaumm. OgHako 3epkanvpoBaHme ERSPAN nossonser
nepegaeaTtb naketsl SPAN mexgy cetammn mapuwpyTtudaumm. ERSPAN uHkancynupyet Bce
naketel SPAN B naketbl IP yepe3 TyHHenbs GRE u HanpasngeT ux Ha NOpT HasHa4eHus
yctponctBa RSPAN. ERSPAN MoxeT oTcnexuBaTb BXoAgdlive, ucxoasdwue U
JBYyHanpaBsfeHHble nakeTbl OAHOro UM HECKOMbKNX NOPTOB. Takue NopThl, Kak KOMMYTUPYEMbIN
nopT, MapLpyTusnpyemMbln NopT n arpernpyembii nopt (AP), MOXHO HacTpouTb B KavecTBe
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ncxogHoro nopta anga ceaHca ERSPAN. KommyTtaTop He 3aTparvBaeTcsa nocne gobasneHus
nopta B ceaHc ERSPAN.

UcxoaHbin nopTt

McxoaHbli nopT Takke HasbiBaeTCs KOHTponuvpyembiM nopTom. B ceaHce ERSPAN noToku
OaHHbIX MCXOOHOro NopTa OTCNEXUBAKOTCA A5 CEeTEBOro aHanmsa n ycTpaHeHus Henosnagok. B
pamkax ogHoro ceaHca ERSPAN nonb3oBatenu MoryT OTCIieXmBaTb BXOOHbIE, BbIXOOHLIE U
OBYyHanpaBfieHHble NOTOKN AaHHbIX, @ KONMYECTBO NCXOOHbIX MOPTOB HE orpaHn4eHo. NcxoaHbIn
nopT MMeeT crneayoLume 0COGEeHHOCTH:

L] McxoaHbin NOpPT MOXET ObITb KOMMYTUPYEMbIM NOPTOM, MapLIPyTU3NMpyemMbiM NOPTOM
nnun arpermpyemMbiMm nopToM.

o OH nogaepxXmBaet 3epKanimpoBaHMUE HECKOJIbKMX WMCXOOHbIX MOPTOB HaAa WUCXOAHOM
yCTpOIZCTBe Ha Ha3Ha4YeHHbl€ BbIXO4HbIE MOPThI.

e VicxogHbI NOPT M BbIXO4HOW MOPT HE MOryT ObiTb HA OAHOM M TOM Xe MOPTY; Korga
ucxogHein nopt SPAN gaBngeTca uHTepdencom ypoBHs 3, OTCREXMBAKOTCA NaKeThbl
YPOBHS 2 1 YPOBHS 3.

e Korga Heckornbko NMOPTOB OTCNEXMBAKOTCA B [IBYX HAMpaBeHUsIX, NakeT BBOAUTCS C
OHOro nopTa U BbLIBOAWUTCH C OPYroro. Tako MOHUTOPUHI CUYATAETCA KOPPEKTHbLIM,
€CIN KOHTPONMPYETCH TONbKO OJIMH NakerT.

o Korga crtatyc BKMOYEHHOro STP-nopTa HaxoAMTCA B COCTOSHUM  BIOKMPOBKM,
BXOALLNE U UCXOSALLME NaKeTbl HA NOPTY MOXHO OTCIeXMBaTb.

e lAcxodHbIM MOPT U NOPT Ha3HAYEeHUsT MOTyT NpUHaanexaTb ogHon n Ton xe VLAN unu
pasHbiMm VLAN.

6.4.2. 0630p

OcobeHHOCTbL OnucaHue

ERSPAN HacTtpaunsaet SPAN Ha pa3Hble MHTEPHET-NOPTbI

6.4.3. ERSPAN

MukancynupoBaHHbln ERSPAN sBndetca pacwwmpeHvem RSPAN. [MakeTbl gaHHbIx SPAN
obwmx RSPAN MoryT nepegaBaTtbhbCsi TOSTbKO B Mpeaenax ypoBHS 2 U HE MOTyT NPOXoauTb Yepes
cetn mapuwpyTtusaumm. OgHako ERSPAN moxeT nepegaBaTb nakeTol SPAN mexagy ceTamu
MapLupyTM3aunu.

6.4.3.1. MprHUMN paboTbI

Bce mirrored-nakeTbl nHkancynupytotcsa B IP-nakeTbl Yepes3 TyHHeNnb GRE v HanpaenawTcs Ha
NopT HasHa4veHnsa yctponcrea RSPAN.

Hactpownka ceaHca ERSPAN

Hactponte ERSPAN «kommyTatopa 1 pasnuyante aTpubytel kKommyTatopa ERSPAN
ycTporcTea. Bam Heob6xoaumo HasHaunTb naeHtudmkatop ceaHca ERSPAN 1 BOWTM B pexum
KoH(purypaumm ERSPAN nocne ycnewwHon HacTpOrKMN.

Hactpowka ncxogHoro noprta

Mocne Bxoga B pexum KoHdurypauum ERSPAN Bam Heo6xoouMMO ykasaTb MCXOLHbIA MOPT,
4yTOObI HAaCTpOUTb UcxoaHbIn NopT SPAN, 1 onpegennTb HanpaeBneHne NOTOKOB AaHHbIX SPAN
B COOTBETCTBUMN C AOMNONHUTENbHBIMU KOHUrypaumsammn HanpasneHns SPAN.
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BknroyeHue ceaHca ERSAN

Mo ymonyaHuio BkntoveHne ceaHca ERSPAN o3HavaeT BKrtoyeHue 3epkanuposaHng ERSPAN.
BcTynatoT B cuny TONbKO BKNOYEHHbIe ceaHcbl ERSPAN.

MHkancynauua ucxogHoro IP-agpeca

WHkancynauua ncxopgHoro IP-agpeca npegHasHadeHa Ans HacTpowku mcxopHoro IP-agpeca
WHKancynupoBaHHoro naketa GRE.

Mukancynsuus IP-agpeca HasHayeHusA

MHkancynaums IP-agpeca HasHavyeHus NpedHasHayeHa aAns HacTporku IP-agpeca HasHayeHus
WHKancynupoBaHHoro naketa GRE wn obGecneveHnss HOpManbHOW MapLUpyTM3aLMK MaKeToB
SPAN B ceTw.

Wukancynsauma IP TTL/DSCP

NHkancynupyinTte 3HavyeHusa BpeMeHmn xnsHm (TTL) n Touku koga anddepeHumnpoBaHHbIX yCnyr
(DSCP) IP-nakeToB.

HacTponka pexuma 3axBata

HacTtponTe pexum 3axsaTta (3epkanvpoBaTb Jin BECb NaKeT unn GanTbl 3arofioBKka MCXOAHOro
nakerta).

Hactpouka 4yacTtoTbl BbIGOPKU

HacTtponte 4actoTy BbIOOpKM (KONMMYECTBO MNAKeTOB Afd OAHOM onepauuu mirroring) ang
3epKanMpoBaHMsa Ha UCXOOHOM MOPTY.

vrf vrf-name

YkasblBaeT WMs BUPTyanbHOM MapwpyTtusaumu. PasnnyHble 3HaveHua BUpPTYyanbHOW
MapLUpyTM3aLmMn MOryT UMETb pasHble UCxobl ANA OAHOro 1 Toro xe IP-agpeca HasHavyeHus.

6.4.3.2. CBA3aHHasA KOH(urypaums

Mo ymonyaHuto SPAN oTkntoueH. OH BKIOYaETCsl TONbKO MOCe co34aHus ceaHca M HaCTPOMKK
nopta SPAN nctoyHuka, ncxogHoro IP-agpeca un IP-agpeca HasHayeHus.

Hactpownka ceaHca ERSPAN
QTECH(config)# monitor session session_num erspan-source

session_num:  ykasblBaeT, 4TO KOSINYECTBO  CEeaHCoB SPAN, nognepxmBaemMblix
naeHTudukatopamm ceaHcos SPAN, 3aBUCUT OT NpoaykTa.

Hactpowka ncxogHoro noprta
QTECH(config-mon-erspan-src)# source interface {single- interface | all } {[ rx | tx | both ]}
single_interface: ykasbiBaeT ncxogHoii nopt SPAN, KOTOPLIN HEOBXOANMO HACTPOUTb.

all: ykasbiBaeT, 4To ncxoaHbii nopt SPAN, nognexawmi HacTponke, siBnsieTcs rnobanbHbIM
MHTepencom, nogaepxXmMBarLLMM 3epkannpoBaHue.

X: yKa3blBaeT, 4TO Mnocne HaCTpOVIKM X OTCNnexmBarTCA TOJIbKO NakeTbl, MNOJly4eHHbIEe
MCXOAOHbIM NOPTOM.

tX: yKasblBaeT, 4TO nocre HaCTpOVIKVI tX oTcnexuBaloTCA TONbKO MaKeTbl, OTMpPaBlieHHbIE C
MCXOOHOro nopTta.

both: ykasbiBaeT, 4TO nocne Toro, kak both HacTpoeH, nakeTbl, OTNPABMAEHHbIE N NOJTyYEHHbIE
NCXOAHbIM MOPTOM, NMEepeadarTCs Ha MOPT Ha3HaYeHus Ons OTCreXuBaHusi, TO ecTb both
BKIIOYAIOT X U tX. Ecnv HKM rX, HU tX, HK both He HacTpoeHsl, both BkOYeHbI MO yMOn4YaHuio.
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HacTponka SPAN Ha OCHOBe NOTOKa

Mo ymonuanuio dyHKuMs oTkniodeHa. 3anyctute komaHgy QTECH(config-mon-erspan-src)#
source interface interface-id rx acl acl-name {sample}, 4to6bl HacTponTb SPAN Ha ocHoBe
NMOTOKOB M YacTOTbl BbIGOpKM (OnunoHansHo).

BknroyeHune ceaHca ERSAN
QTECH (config-mon-erspan-src)# shutdown

OTa KoMaHga vcnonb3dyeTca Ana oTKMoYeHusa 3epkanupoBaHma ERSPAN. ([lo ymonyaHwuio)
3anycTtute komangy no shutdown, 4toObl BKNMHOUMTL 3epkanmpoBaHme ERSPAN.

UHkancynsauusa IP-agpeca HasHa4yeHuUs
QTECH(config-mon-erspan-src)# destination ip address ip-address
ip-address: nHkancynupyerT IP-agpec Ha3Ha4YeHus.

MHkancynauua ncxogHoro IP-agpeca
QTECH(config-mon-erspan-src)# origin ip address ip-address
ip-address: nHkancynupyeT ncxogHsin IP-agpec.

Uukancynauusa IP TTL
QTECH(config-mon-erspan-src)# ip ttl ttl_value

ttl_value: HacTpauBaeT 3HayeHve TTL wuHKkancynupoBaHHoro IP-agpeca. 3HayeHnve TTL
HaxoauTcsa B AgnanasoHe ot 0 oo 255, a 3HayeHue No ymonyaHmio — 64.

Wukancynsauusa IP DSCP
QTECH(config-mon-erspan-src)# ip dscp dscp_value

dscp_value: HacTpamBaeT 3HadeHne DSCP ansa uHkancynmpoBaHHoro |IP-agpeca. 3HayeHue
DSCP HaxoguTtcsa B guanasoHe oT 0 go 63, a 3HavyeHuMe no ymondaHuo paBHO 0. DyHKums
BCTynaeT B CUSTY TOSbKO nocne HacTponkun gosepunsa DSCP Ha ncxogHom nopty SPAN.

Hactpouka pexunma 3axBarta
QTECH(config-mon-erspan-src)# capture-mode [ all | truncate ]

all: 3HayeHve nNo ymonyaHuio, ykasbiBatoLLee, YTO 3epKanmpyeTcsi BECb UCXOAHbIN MakeT.

truncate: ykasblBaeT, YTo 6alT 3arofioBka MCXOAHOTO MNakeTa 3epkanbHO oTpaxkeH. KoHkpeTHoe
KONM4yecTBO 6alTOB 3aronioBka, noanexalmx 3epkanvMpoBaHuio, OMNpeaenseTcsa  Yunom
npoaykra.

Hactpoika 4yacTtoTbl BbIGOPKU
QTECH(config-mon-erspan-src)# sampling-rate rate

rate: YkasblBaeT 3Ha4YeHne 4acToTbl BbibopkM B ananasoHe ot 1 go 1 000 000. Hanpumep, ecnn
yacTtoTa Bbibopku paBHa 100, ogmH nakeT BbibupaeTcs M3 100 nakeToB, TO eCTb KO3 HNLNEHT
BblGopku coctaBnseT 100:1. YacToTa BeIOOpKM MO yMmonyaHuio coctaBnseT 1:1, To ecTb BbiGopka
OCYLLIECTBIISAETCA U3 KaXKO0ro naketa.

OTa pyHKUMS AenCTBUTENbHA TONMbKO TOrAa, Korga Yyactota BblOOpKM HACTpPOeHa Ha NCXOL4HOM
nopty SPAN.

Mukancynauusa vrf vrf-name
QTECH(config-mon-erspan-src)# vrf vrf-name

vrf-name: ykasbiBaeT uma VRF (ak3emnnsapa mappyTtusaumm n nepecbinkun VPN).
NMPUMEYAHMUE: BO Bpems ncnonb3oBaHmsa obpatute BHMMaHue Ha cnegytowme npobnemsi:
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e [loaTBepauTe NOAKMOYEHME MaPLUPYTU3aLMM YPOBHSA 3 OT KOMMYTaTOpPa-UCTOYHUKA K
KOMMyTaToOpy-afpecarTy.

o ERSPAN HefocTyrneH, ecnn UCXoOHbIN NOPT OTKIOYEH.

e Ecnu ncxoaHbii nopT nnu nopT HasHadveHus aobaenaTca kK AP, UCXOOHLIN NOPT UNu
NopT HasHa4yeHusa BbIXoauT N3 ceaHca ERSPAN.

° N3-3a pa3J'II/I‘-II/1IZ npoaykTtoB He BCe NpoAyKTbl noagepXmBakdT BCE MapaMeTpbl
BblILLUEYNOMAHYTbIX KOMaHA.

6.5. KoHdurypauusa

KoHdurypauma OnucaHue n KomaHpa
HacTtpowka (ObGsazaTenbHbI)  Wcnonb3yeTcs Ons  Co3gaHUs  3epkannpoBaHus
OCHOBHbIX ERSPAN
byHKLMI
ERSPAN monitor session | HactpanBaeT wnaeHTMduKaTop ceaHca
erspan_source_session_num | ERSPAN wun BxoguT B  pexum
ber erspan-source KOHJUrypauum MCXO4HOro YCTpPOWCTBa
ERSPAN
source interface {single- | CBasbiBaeT ucxoaHoin nopt ERSPAN u
interface | all } {[ rx | tx | both | BbiGupaeT HanpaBneHne SPAN
1}
source interface { single- | HactpamBaetr wuctouHuk SPAN Ha
interface | all } rx acl acl-name | ocHoBe notoka pgns ERSPAN wu
[ sample] BKItOYaeT BbIOOPKY
shutdown OTkntovaeT 3epkanuposaHne ERSPAN
destination ip address | HactpauBaeT IP-agpec HasHayeHuns ans
ip_address notoka ERSPAN. Agpec pgomxeH 6biTb
agpecom nHTepdenca LLleneBoro
yCTponcTea
original ip address | HactpauBaet WHKancynnpoBaHHbIN
ip_address ncxogHein IP-agpec ans ERSPAN
ip ttl ttl_value (OnuuoHanbHO) HacTpamBaeT 3Ha4YeHue
TTL wmHkancynupoBaHHoro |IP-agpeca
ana ERSPAN
HacTtporika ip dscp dscp_value (OnuuoHanbHO) HactpanBaeT 3HaveHne
OCHOBHbIX nona DSCP  wuHkancynupoBaHHOro
IP-agpeca ans ERSPAN

(@ arecy
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KoHdurypauma OnucaHue n KomaHga

dyHkUMIA capture-mode [ all | truncate | (OnumoHanbHO) HacTpanBaeT pexum
ERSPAN ] 3axeaTa ans 3epKanMpoBaHus

MCXOOHOro nakeTa

sampling-rate rate (OnumoHanbHO) HactpauBaeT w4acTtoTy
BbIGOPKW ANt 3epkannpoBaHNs

HacTtpownka vrf vrif_name (OnumoHanbHo) HacTtpausaeTt ums VRF
OCHOBHbIX

byHKLMI
ERSPAN

6.5.1. HacTponka ocHoBHbIX hyHKUM ERSPAN

6.5.1.1. ekt KoHdUrypaumm

e RSPAN nossonsieT ceTeBOMy aHanm3aTopy oTCrnexmnsaTtb Nofib3oBaTenen.

e YcTpoKncTea MOryT HOpManbHO 0OMeHNBaTbLCA AaHHBIMU APYT C OPYIOM.

6.5.1.2. MpumeyaHusn

e EcnuuncxogHbii nopt gobasnsietcs K AP, MCXO4HbIV MOPT BbIXOAUT M3 ceaHca ERSPAN.

e [lormkHa ObITb 0becneveHa MapLlpyTM3aumst YPOBHS 3 OT KOMMYTaTOpa-UCTOYHMKA K
KOMMyTaTopy-agpecary.

6.5.1.3. Llarn HacTpomnkm

e Ceccus ERSPAN.
o  Pexum rmobanbHon koHpurypaumm. ObasaTenbHbIN.

e geHTudukaTtop ceaHca, HAaCTPOEHHbIN € fiokanbHbiM SPAN nnn RSPAN, He MoxeT
ncnonb3oBaTbca Ans ceaHca ERSPAN. Bongute B pexxum ERSPAN nocne HacTpoiiku.

UcxogHbin nopT
o  Pexum koHdurypauun ERSPAN. O6asaTenbHbIn.

e HanpaeneHne SPAN MOXHO BbibpaTb BO BpeMs HAcCTpPOMKn ucxogHoro nopta SPAN.
HanpaBneHve both no ymonyaHuio; TO eCTb OTCMEXMBAKOTCA Kak Npuem, Tak u
nepegaya nakeTos.

BknioyeHue ceaHnca ERSPAN
o Pexum koHdburypauun ERSPAN. Ob6a3aTtenbHbIN.

e [lo ymonyaHuio BkNtoYeHne ceaHca ERSPAN o3Ha4aeT BKIOYEHME 3epKannpoBaHUs
ERSPAN. BcTtynatoT B cuiy TONbKO BKINOYEHHbIE ceaHcbl ERSPAN.

MHkancynsaumua ucxoaHoro IP-agpeca

e Pexum koHdurypaumm ERSPAN.O65a3aTenbHbIN.

e VcnonbayeTcda Ana nHKancynsaumMm ucxodHblix IP-agpecos naketos SPAN.
MHkancynsauua IP-appeca Ha3HavyeHusA

e  Pexum koHdurypaumm ERSPAN. O65a3aTenbHbIn.
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o VcnonbayeTtca Ana nHkancynsaumm IP-agpecoB HasHayeHus naketos SPAN.
Uukancynsaumusa IP TTL/DSCP

o  Pexum koHurypauun ERSPAN. OnunoHanbHbIN.

o Vcnonbayetca Ans nHkancynsumm sHadeHun DSCP IP-naketoB SPAN.
HacTponka pexuma 3axBarta

o Pexum koHdurypauun ERSPAN. OnunoHanbHbIN.

° |/|CI'IOJ'Ib3yeTCFI and HaCTpOIZKI/I pexunMma 3axBaTta AO1d 3epKannpoBaHUA MCXOOHOro

nakeTa.

Hactpouka 4yacTtoTbl BbIGOPKU
o  Pexum koHdurypauun ERSPAN. OnunoHanbHbIN.

° |/|CI'IOJ'Ib3yeTCFI and HaCTpOIZKI/I 4acCToThl BbI60pKVI ONA 3epKannmpoBaHUA.

vrf vrf-name

o Pexum rmobanbHon KoHpurypaumm. OnunoHasnbHbIN.
e  OH ykasbiBaeT umsa VRF. VRF gomkeH cyliectsoBaTthb.

6.5.1.4. NpoBepka

3anyctute komangy show monitor unu komanHgy show running, 4To6bl NPOBEPUTH
koHurypauuto SPAN. Bbl Takke MoXxeTe NpOBECTN aHaNn3 3axaBaTta NakeToB Ha LieneBoM NopTy
SPAN n npoBepuTb, gencreyeT nn SPAN B COOTBETCTBUM C 3aXBaY€HHbIMM NakeTamu.

6.5.1.5. CBA3aHHbIe KOMaHAbI

HacTtponka ceaHca ERSPAN

KomaHga monitor session session_number erspan-source
Onucanne session_number: ykasblBaeT ngeHtndukatop ceaHca SPAN
napameTpoB

Pexum komaHg

Pexunm rnobanbHomn koHdurypauum

HacTtpoiika nucxogHoro nopra

KomaHga source interface { single-interface | all } {[ rx | tx | both ]}

Onuncanne single-interface: ykasbiBaeT ngeHtudgukaTop ceaHca SPAN.

napameTpos all:  ykasbiBaeT  rnobanbHble  MHTEPMENCH,  MOAAEPXKVBAIOLLME
3epKanupoBaHue.
both: mo ymonuaHuio oTcnexmBaeT kak BXOAsAWME, Tak M MUCXOoAsiume
nakeTbl

Onucaxve X: OTCNEXMBAET TOSNbKO BXOASALLME NAKETbI.

napameTpoB

tX: oTCnexxmBaeT TONbKO UCXoadALne nakeTbl

Pexnm komaHa

Pexum ceaHca ERSPAN
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HacTtponka SPAN Ha ocHOBe NOTOKa

KomaHpa source interface { single-interface | all } rx acl acl-name sample

Onucanwne single-interface: ykasbiBaeT umMsi HTEpdenca.

napameTpos all: ykasbiBaeT rnobanbHble WHTEPMENCbl, KOTOpble MOAAEPXKMBAKOT
3epKanvpoBaHve.

acl-name: ykasbiaeT umst ACL.
sample: ykasbiBaeT, BKoYeHa nu Bblbopka

Pexum komaHg

Pexum ceaHca ERSPAN

BkniouyeHue

ceaHca ERSAN

KomaHpa

shutdown

Pexum komaHpg,

Pexum ceaHca ERSPAN

MHkancynsaunsa ncxoagHoro IP-agpeca
KomaHga original ip address ip_address
Onuncanne ip_address: ykasblBaeT wucxogHbln |IP-agpec, KoTopbin Heobxogumo
napameTpoB WHKaNCynNMpoBaTb

Pexum komaHg

Pexunm ceaHca ERSPAN

Uukancynupyert IP-agpec HasHauyeHus

KomaHga destination ip address ip_address
Onuncanne ip_address: ykasbiBaeT IP-agpec HazHa4yeHusa ansa nHkancynsauum
napameTpoB

Pexum komaHg

Pexunm ceaHca ERSPAN

Hactpoika pexxnma 3axBaTa

KomaHga capture-mode [ all | truncate ]
Onuncanne all: ykasblBaeT, 4TO BECb UCXOAHbIN NaKeT 3epKanMpoBaH.
Rl ok truncate: GanT

yKasblBaeT, 4To 3arofioBka  MCXOOHOrO  naketa
3epkanvpoBaH. KoHKkpeTHoe Konm4yecTBo GaiiToB 3aronioBka, noasiexalumx
3epKanvMpoBaHuio, ornpeaensieTcs YANom NpoaykTa

Pexnm komaHa

Pexunm ceaHca ERSPAN
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HacTtpowka 4yacToTbl BbIGOPKMU

KomaHpa sampling-rate rate
Onucanwne rate: ykasbiBaeT TpebyemMyto 4acToTy BbIOOPKK
napameTpoB

Pexum komaHg,

Pexum ceaHca ERSPAN

UHkancynsaumsa IP TTL
KomaHga ip ttl ttl_value
Onucanwne ttl_value: HacTpamBaeT 3Ha4yeHue TTL nHkancynuposaHHoro IP-agpeca anga

napameTpoB

ERSPAN. [lnana3oH 3Ha4yeHun ot 1 oo 255

Pexxum komaHpg,

Pexum ceaHca ERSPAN

Wukancynsauna DSCP
KomaHga ip dscp dscp_value
Onuncanne dscp_value: HacTpauBaeT 3HadeHue nona DSCP wHkancynMpoBaHHOMO
napamMmeTpoB IP-agpeca ana ERSPAN. [InanasoH 3HadeHunn ot 0 go 64

Pexum komaHg

Pexunm ceaHca ERSPAN

HacTtponka VRF vrf-name

KomaHpa vrf vrf-name
Onuncanne vrf-name: ykasbiBaeT umsa VRF
napameTpoB

Pexum komaHg

Pexunm ceaHca ERSPAN
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6.5.1.6. Mpumep KoHcuUrypauumn

Hwxe B kayecTBe npumepa ncnonbsyetcsa SPAN.

CueHapun:

WMcxogHoe yCcTponcTBO
KommyTarop A

lMNpoMeXyTo4YHOE YCTPOWCTBO
KommyTtartop B

O6wumi nopt
Gi 0/1

OO0wwi nopt
Gi 0/2

BbixogHow nopt
Gi 0/2

McxogHeIn nopt

YCTpOWCTBO Ha3Ha4YeHus
KommyTatop C

McxogHoe nopt Mopt Ha3HaueHuns SPAN

Gi0/2 Gi 0/2
Habniopaemsiin Ceteson
nonb3oBarernb aHanusartop
PucyHok 6-3.
Warn Kak nokasaHo Ha PucyHke 6-3, Ha kommyTaTope A co3gante ceaHc ERSPAN 1 u

HaCTPOMKK | HACTPOMTE ero kak MICXO4HOE YCTPOMCTBO, a Gi 0/1 HAcCTpoNTE Kak MCXOLHbIN NOPT

SwitchA(config)#monitor session 1 erspan-source
SwtichA(config-mon-erspan-src)#source interface gigabitEthernet 0/1 both
SwtichA(config-mon-erspan-src)#origin ip address 10.1.1.2
SwtichA(config-mon-erspan-src)#destination ip address 12.1.1.2

SwtichA(config-mon-erspan-src)#vrf vrf-name

Mpoeepka | War 1. MNpoBepbTe KOHpUrypauno yCcTponcTea

SwitchA#show running-config

!

monitor session 1 erspan-src

source interface GigabitEthernet 0/1 both
origin ip address 10.1.1.2

destination ip address 12.1.1.2

vrf vrf-name
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War 2. MNMpoeepbTe nHpopmaumo ERSPAN yctponcTtaa.
SwitchA#show monitor
sess-num: 1 //ERSPAN Session
span-type: ERSPAN_SOURCE //ERSPAN source device
src-intf: //ERSPAN source port information
GigabitEthernet 0/1 frame-type Both TX status: Inactive RX status: Inactive
dest-intf: /ERPSAN output port information
GigabitEthernet 0/2
orgin ip address 10.1.1.2
destination ip address 12.1.1.2
destination capture mode all
SwitchA#show monitor
sess-num: 1
span-type: ERSPAN_SOURCE
src-intf:
GigabitEthernet 0/1 frame-type Both TX status: Inactive RX status: Inactive
dest-intf:
GigabitEthernet 0/2
orgin ip address 10.1.1.2
destination ip address 12.1.1.2
destination capture mode all
ip ttl 64
ipdscp0
sample rate 0

vrf vrf-name

6.5.1.7. PacnpocTpaHeHHble OLMnOKK
e /pgeHTudukaTtop ceaHca, UCMONb3yeMbIN ONs HACTPOWKK 3epkanunpoBaHuss ERSPAN,
HacTpaumBaeTcs ¢ nomoulbto RSPAN nnn LOCAL SPAN.

e COol B3auMOAencTBNst MapLUpyTU3aLUmm YPOBHS 3 Mexay KOMMYTaTOPOM-UCTOYHUKOM
N KOMMYTaTOPOM-TOsyYaTenem.
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6.6. MOHUTOPWHr

6.6.1. OTOOpaxxeHue

OnucaHue

KomaHpa

cucrteme

OtobpaxaeT Bce ceaHcbl SPAN B | show monitor

SPAN

OTtobpakaeT onpeaeneHHble ceaHchbl | Show monitor session session-id

6.6.2. OTnapgka

NMPUMEYAHUE: cuctemHble pecypcChl 3aHATbI NpY BbIBOAE OTNAag0uHON MHGopMaumn. Noatomy
OTKMNtoYanTe OTNaaKy cpasy nocne UCrosib30BaHUS.

OnucaHue

KomaHpa

[rana3oH oTnagku

debug span

(@ arecy
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7. HACTPOUKA SFLOW

7.1. O630p

sFlow — 3TO TexHomnorMss MOHUTOpPMHra CeTn, COBMECTHO paspaboTaHHas InMon, HP un

FoundryNetworks B 2001 rogy. Ota TexHonorus Obina crtaHgaptu3vmpoBaHa. OHa MoXeT
obecrneynTb MosiHble NOTOKM Tpadmka OT YPOBHA 2 A0 YPOBHS 4 M NPUMEHUM ANs aHanusa
Tpadmka B OYeHb OBonbLUION ceTn. JTa TEXHONorMs nomMoraeT nonb3oBaTensaMm AeTanbHo
aHanuanpoBaTb NPOU3BOAUTENBHOCTb, TEHAEHUUN U HanuMyne NoTOKOB CETEBOro Tpaduka B

pexmnme pearibHOro BpeMeHMN.

sFlow nmeeT crneayowme npenmyLLecTsa:

e Accurate: sFlow nogaepxuBaeTt TOUHbIA MOHUTOPUHI Tpaduka B rurabutHoOM cetn unm
ceTn ¢ Bbonee BbICOKOW NPOMNYCKHON CNOCOBHOCTHLIO.

e Scalable: oann konnektop sFlow MoXeT KOHTpoONMpoBaTb ThiCAYM areHToB SFlow u
obnagaeT BbICOKOW MacLLTabmupyemMocCThio.

e Low cost: areHT sFlow BCTpoOeH B ceTeBOE YCTPONCTBO, U €ro CTOMMOCTb HEBEMKA.
Cneuuncmkauma npotokona

e sFlow Bepcun 5
e RFC 1014

7.2. MpunoxeHus

TunuyHoe npuMmeHeHue

CueHapuu

MoHUTOPpUHI Tpaduka
NoKaslbHON ceTu

PaccmaTpuBanTe yCTpPOMCTBO Kak areHTa sFlow, BbinonHanTe
BblOOpKYy Tpadmka wuHTepdenca B nokanbHOM CEeTU U
oTnpaBnanTe partarpammbl sFlow konnektopy sFlow gns
aHanusa Tpaduka, TeM caMblM AOCTUras uenv MOHUTOPUHra
cetn

7.2.1. MOHNTOPUHr TpadmKa NOKarnbHON ceTn

7.2.1.1. CueHapui npunoxeHus

Kak nokaszaHo Ha PucyHke 7-1, 3anyctute koMmyTaTop A, KOTOPLIN CAYXWT areHTom SFlow,
BKIIOUNTE BbIOOPKY MOTOKA U BbIOOPKY cyeTumka Ha nopTy Te 0/1, oTcnexuBanTte Tpaduk B
cermeHTe cetn 192.168.1.0, nHkancynupynte gaHHble BbIGOPKM B gatarpammbl SFlow depes
perynsipHble NPOMEXyTKM BPEMEHW UMW NpK 3anonHeHnn bydepa n oTnpasnseT AaHHble sFlow
B konnekTop sFlow gns aHanusa Tpaduika.
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Konnektop sFlow

192.168.3.100

Te 0/3
KommyTartop A 192.168.3.1
EEEEEESN
Te 0/1 Te 0/2
192.168.1.1 192.168.2.1
PucyHok 7-1.

7.2.1.2. PasBepTbiBaHUe (hyHKLUN

e Hactponte agpeca areHta sFlow n konnektopa sFlow Ha kommyTaTope A.
e  Bknounte BbIGOPKY NOTOKa M BbIOOPKY cyeTynka Ha nopte Te 0/1 kommyTaTopa A.

MHorve cepBepHble nporpammbl nogaepxusatoT sFlow. Bl MoxeTe nonyynte nporpammHoe
obecneyveHue, nogaepxueatoLlee sFlow, no agpecy
http://www.sflow.org/products/collectors.php. MporpammHoe oGecnedeHne sflowtrend senseTcs
BecnnaTtHbIM.

7.3. PyHKUUMN

7.3.1. BasoBble KOHUeNnTbl

AreHT sFlow

AreHT sFlow BCTpoeH B ceTeBoe yCTponCcTBO. Kak npaBmio, O4HO CETEBOE YCTPOWCTBO MOXET
cnyxntb areHTom sFlow. AreHT sFlow MoXeT BbINOSHATL BbIOBOPKY NOTOKa M BbIGOPKY CcHETUMKA,
WHKancynuposaTb Bbl6OpOYHble OaHHble B AatarpaMmmbl SFlow n oTnpaBnsaTb AatarpamMmbl
sFlow konnektopy sFlow.

HaTtarpammbl sFlow nHkancynupytotca B UDP. Ha PucyHke 7-2 nokasaH dpopmaT gatarpammbl
sFlow.
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Ethernet head IP head UDP head sFlow datagram
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sFlow head flow sample Counter sample
7 " -l
P [ S~
e [ R
- 1 \ =~
e ! ' T~a -
-, ] ! =~
e 1 \ ~—
’ - ! ! Tes -~
-, 1 \ ~ - -
Flow sample head flow record Counter sample head Counter record Counter record
PucyHok 7-2. ®opmat gatarpammbl sFlow

OpHa nartarpamMmma sFlow moxeT coaepkatb OOHY UM HECKOJTIbKO Bbl60p0K NnoTOKa " Bbl60pOK

CcyYeTYyYUuKa.
32 duTta

Bepcua sFlow (2]4]5)

IP-Bepcus areHta/kommyTtaTopa (1=v4|2=v6)

IP-agpec areHTa (v4=4byte|v6=16byte)

WoeHnTudukarop cybareHta

MNopsaakoBbIM HOMED AaTarpamMmmeol

Bpemsa Ge3oTkaszHon paboTbl KOMMYTaTOpPa, MC

n BLIOOPOK B fararpaMmme

PucyHok 7-3. 3aronosok sFlow

Onucanune 3aronoska: sFlow:
OnucaHue

MNMone
sFlow-sepcusa. [HdoctynHbl Bepcum V2, V4 un V5. B
HacTosiwee Bpems QTECH nogaoepxmeaeT Tonbko V5

Bepcua sFlow
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Mone OnucaHue

IP-Bepcua areHTa/kommyTaTopa Bepcus IP-agpeca areHta sFlow

IP-agpec areHTa IP-agpec areHTa sFlow

NaoeHtudmkaTtop cybareHTa NaeHTndmkaTtop cybareHta

MopsaakoBbIn HOMep gaTtarpammbl | CepunHbIn HoMep aatarpammbl sFlow

Bpema 6e30TkasHoOM  paboTbl | [pOAOMKUTENBHOCTL OT MOMEHTA 3anycka KomMmyTaTopa
nepekno4varens 00 TeKyLero BpeMeHu

n BbIOOPOK B AaTarpamme Konuyectso Bbibopok B patarpamme sFlow. Opna
patarpamma sFlow mMoxeT cogepxaTb OOHY WK
HEeCKOIbKO BbIBOPOK NOTOKA U BbIBOPOK cyeTYMKa

Konnektop sFlow

Konnektop sFlow nonyyaet n aHanuaunpyet gatarpammy sFlow, otnpaeneHHyo areHTom sklow.
Konnektop sFlow moxeT 6biTb MK nnu cepeepom. MK nnn cepsep, Ha KOTOPOM YCTaHOBIIEHO
npuknagHoe nporpamMmmHoe obecneyeHne pAna aHanusa pgatarpamm  SFlow, MOXHO
paccmaTtpuBaTth Kak Konnektop sFlow.

BbiObopka noToka

Ha ocHoBe yka3aHHOW YacToTbl BbIBOPKM YCTPOMUCTBO areHTa SFlow BbinonHseT BbIGOPKY NoToKa
Tpadmka, NPOXOAALLEro 4Yepe3 WHTepdenc, BKIKOYas KOMMpoBaHME 3arofioBka MakeTa,
n3enedeHne 3aronoeka Ethernet n IP-3aronoBka nakeTa 1 Nofly4eHne nHopmMaumm o MapLupyTe
naketa.

7-126

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTBo no HacTtpoike cepus QSW-6900

HacTtpoiika sFlow

32

dopmaTt gaHHbIX BeIGopkK (20 bit enterprise & 12 bit format)
(standard enterprise 0, formats 1)

OnuHa Beibopkn, BanT

MopsakoBbIA HOMEP BbIDOPKA

Tun ID uctoyHuka
(0O=iflndex|
1=smonVlanDataSource)|
2=entPhysicalEntry)

3HaveHue nHgekca |ID uctouHuka

CKOpOCTE BbIOOPKN

Myn BbIOOPKK (NOMHOE KONMMYECTBO NAKETOR, KOTOPLIE MOTYT DbITh BEIOpaHhI)

OTBpackiBaHuA (NakeTbl OTOPOLLEHHBIE U3-33 HEXBATKN PECYPCOB)

Bxopn (SNMP iflndex BxoaHoro uHtepdenca, 0 ecrnv U3BeCTeH)

nepBLIN BUT yKa3biBAET MHOXECTBEHHbIE HANPaBNeHus,
KONMMYECTBO MHTEPMENCOB B OMTax Mnaglwero nopsaka

Beixog (SNMP ifindex BbixogHoro uHtepdenca, 0 ecrnv M3BecTeH)
broadcast n multicast ncnone3aytorcs cnegyrownm obpasom:

3anucu n*flow

PucyHok 7-4. 3aronoBok BbIGOpKN NOTOKA

CyeT4uK BbIOOPKMU

Mpn BbIGOpKE cyeTumka areHT SFlow nepuoguyecku nonyyaeT CTaTUCTUKY M AaHHble 06
ncnonb3oBaHum LM Ha ykasaHHOM wuHTepdence. CtaTtucTuka no WHTEpdency BKYaeT
KONMYeCTBO NakeToB, BXOOALWMX Yepe3 UHTepdenc, 1 KONMYECTBO NaKeToB, BbIBOAUMbIX Yepes

nHTepdeic.
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dopmaTt gaHHbIX BeibopkK (20 bit enterprise & 12 bit format)
(standard enterprise 0, formats 2)

OnuHa Beibopkn, BanT

MopsiakoBLIA HOMEP BLIBOPKA

Tun ID UCTOYHKMKA
(0O=iflIndex|
1=smonVlanDataSource|
2=entPhysicalEntry)

3HaveHue nHgekca |ID uctouHuka

3anucu n*counter

PucyHok 7-5. 3aronoBok BbIOOpKN cHeTYmKa

7.3.2. ®DYHKUMUM N OCOBEHHOCTHU

OcobeHHOCTbL = OnucaHue

Bbibopka OTtbupaeTt Tpadumk, npoxogsimi 4epes uHTEpdEnc, n oTnpasnseT
noToka MHKancynmpoBaHHyto gatarpammy sFlow konnektopy sFlow ons aHanusa
CyeTumk Meprnognyeckn oTnpaBnaTb CTAaTUCTUKY NO MHTEpdENCy B konnekTtop skFlow
BbiGopku ans aHanusa

7.3.3. BblObopka noToka

OT1bupaeT Tpadmk, npoxogsawmm 4vepes WHTepdenc, n oTnpaBnseT MHKANCyIIMPOBaHHYHO
patarpammy sFlow konnektopy sFlow gns aHanmsa.

7.3.3.1. MprHUMN paboTbI

Ha ocHoBe yka3aHHOW YacTOTbl BbIOOPKM YCTPOMUCTBO areHTa SFlow BbinonHseT BbIGOPKY NoToka
Tpadmka, NPOXOAALLEro 4Yepe3 WHTepdenc, BKMOYas KOMMpOBaHME 3arofioBka MakeTa,
n3ene4venne 3aronoeka Ethernet 1 IP-3aronoBka nakeTa v nofly4eHne nHopmMaumm 0 MapLupyTe
naketa. 3atem areHT sFlow nHkancynupyeT gaHHble BbIGOpKM NoToka B gatarpammy sFlow un
oTnpasnseT gatarpammy konnekropy sFlow anga aHanuasa.

7.3.4. CyeTuuk BbiGopKHU

Mepuoguyeckn oTnpasnseT CTaTUCTUKY NO MHTepdency B konnektop sFlow ans aHanuaa.
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7.3.4.1. MprHUUN paboTbl

AreHT sFlow perynspHO BbINONHAET onpoc nHTepdenca. Ona nHrepdgenca, nHTepaan BolGOpKM
cyeTyMKa KOTOPOro WuCTek, areHT SFlow nonyyaet craTUCTMKY NO 9TOMYy WHTepdency,
WHKancynupyeT CTaTUCTUKY B AaTarpammy sFlow 1 oTnpaenseT gatarpaMmmy Konnektopy sFlow
Ans aHanuasa.

7.4. KoHdurypauusa

AnemMeHT lNMpeanoxeHne u cooTBeTCTBYIOLWAA KOMaHAA
KOHduUrypaumm

HacTponka ocHoBHbIX | OBs3aTenbHas koHdwurypaumsi. YCTaHOBUTE KOMMYHMKALMOHHbIE
doyHKunm sFlow coeguHeHuns mexay areHTom sFlow n konnektopom sFlow

sflow agent {address | | HactpauBaeT agpec areHta sFlow
interface}

sflow collector collector- | HactpanBaeT agpec konnektopa sFlow
id destination

O6sa3aTenbHas koHpUrypauus. Bknounte BbIGOPKY NOTOKa U BbIBOPKY
cyeTyMKa

sflow counter collector | MNo3Bonsetr areHty sFlow oTnpaBnsaTb
cyeTymnkn BolbOpoK B KonnekTop sFlow

sflow flow collector Mo3songaet areHTy sFlow oTnpaBnsaTb
BblGOpKM NOTOKa B KonnekTop sFlow

sflow enable BkntovaeTt BbIOOpPKY sFlow  ans
MHTepgenca KoHpurypauum, TO €eCTb
BKItOYaeT BbIOOPKY cyeTumka 1 BbIGOPKY
noToka

Hactpowka [ononHutenbHasa koHdurypaumsi. 3agaeT onumMoHarsbHble aTpubyThl
OOMONHUTENBHbIX napameTtpos sFlow
napameTtpos sFlow

sflow collector collector- | HactpanBaeT MakcMmarnbHyl0  ANUHY

id max datagram-size patarpammsbl sFlow
sflow counter interval HacTtpauBaeTt WHTepBan BbIGOPKM
cyeTynka

sflow flow max-header | HactpanBaeT MakcumarnbHyl  OJMHY
3aronoBka MakeTa, KOMMPyemoro BO
BpeMsi BbIGOPKM NOTOKA
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AnemMeHT MNMpeanoxeHne n cOoTBETCTBYHOLAA KOMaHAa
KOHdurypaumm

sflow sampling-rate HacTtpaunBaeT 4acToTy BbIGOPKM NOTOKa
HacTtpowka sflow source {address | | HacTtpanBaeT ucxoaHein agpec sFlow
OONOSTHUTESbHbIX interface}
napameTpoB sFlow

7.4.1. HacTpouka oCHOBHbIX ¢pyHKLMK sFlow

7.4.1.1.

7.4.1.2.

7.4.1.3.

AdhekT KOHpUrypaumum
AreHT sFlow n konnekTop sFlow MoryT B3aMmoaencTBoBaTth ApYr C APYroM.

Tpaduk, npoxoasaLnin Yepes nHTepdenc, oTbrupaeTcs Ha OCHOBE 4YacTOThbl BbIBOPKM MO
YMOMYaHMWIO 1 OTNpaBnseTcs B konnekTop sklow gnsa aHanusa.

CraTtuctuka nHtepdenca nepmoanyeckn oTnpaenseTcs B konnekrop skFlow Ha ocHoBe
WHTepBana BbIGOPKM MO YMONYaHWMIO 451 aHanmaa.

MpumevaHun

Bbibopka noToka MOXeT BbITb HACTPOEHAa TOSBbKO Ha PU3NYECKMX MHTEpPEenCcaXx.

YTtobbl konnekTop sFlow mor aHanmsmMpoBaTb pe3ynbTaTthl BbIGOPKM NoToKa, TpebyeTcs
IP-agpec konnektopa sFlow Ha ycTponctee areHTta sFlow.

MeTon kKoHduUrypauum

HacTponka agpeca areHTta sFlow

Ob6ga3atenbHasi KOHUrypaumsi.
Mcnonbaynte komaHay sflow agent address ans HacTponku agpeca areHta skFlow.

Appec areHTa sFlow gomkeH 6bITb JONyCTUMbIM agpecoM. To ecTb agpec areHTta sklow
He [JOofmkeH ObITb MHOroagpecHbiM WNKU  LWIMPOKOBeLWaTeNbHbIM. PekomeHayeTcs
ncnonb3oBaThb IP-agpec yctponctea sFlow Agent.

CuHTakcuc sflow agent { address {ip-address | ipv6 ipv6-address }} | { interface {
KomMaHAabl interface-name | ipv6 interface-name }}

Onuncanne address: HacTpauBaeT |IP-agpec areHTta sFlow.

napameTpoB

ip-address: IPv4-agpec areHTa sFlow

ipv6 ipv6-address: IPv6-agpec areHTta sFlow.
interface: HacTpamBaeT uHTepdenc areHTa sFlow.
interface-name: uHtepdenc IPv4-agpeca.

ipv6 interface-name: nntepdeinic agpeca IPv6

Mo ymonuaHuio | Mo ymonyaHuio agpec areHTa sFlow He HacTpoeH

Pexum komaHg | Pexum rmobanbHom KoHurypaumm
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Wcnonb3oBaHue
KOHUrypauum

OTa KOMaHga ucnonb3yeTcs Ans HacTpoukn nons agent ip address B
BbIxogHoM gatarpamme sFlow. [JaTtarpamma, He CKOH(purypmpoBaHHasi C
3TVM nonem, He MoxeT ObITb BbiBeaeHa. Agpec areHta sFlow gomxeH 6biTb
agpecoMm xocta. Korga agpec, He ABRAWOWMACA XOCTOM (Hanpumep,
MHOroagpecHbI U LUMPOKOBELLATENbHbIN agpec), HACTPOEH B KayecTBe
agpeca areHTa sFlow, oto6paaeTcsa coobLieHne o cboe koHdurypaumn. B
KayecTBe apgpeca areHta sFlow pekomeHaoyetca HacTpouTb IP-agpec
ycTponctea sFlow Agent

HacTpounka agpeca konnekropa sFlow
o (ObsasaTtenbHasa KoHurypaums.
o Vcnonbayinte komaHay sflow collector ans HacTporikn agpeca konnektopa sklow.

e Appec konnektopa sFlow gomkeH ObiTb AeNCTBUTENBbHLIM agpecoMm. To ecTb agpec
konnektopa sFlow He gomkeH ObiTb MHOroagpecHblM WIN LUMPOKOBELLATENbHbLIM.
Konnektop sFlow gosmkeH cywectBoBaTb, U MapLUPYT K HEMY AOSMKEH ObITb AOCTYMEH.

CuHTakcuc sflow collector collector-id destination { ip-address | ipv6 ipv6_address }

KOMaHabl udp-port [ [ vrf vrf-name ] | [ oob ] [via mgmt mgmt-name ]] ] ]| [
description collector-name ]

Onuncanne collector-id: nogentndpmkatop konnekropa sFlow. lnanasoH ot 1 go 2.

napameTpoB

ip-address: IPv4-agpec areHTta sFlow. [lo ymonyaHunio OH He HAaCTPOEH.

ipv6 ipv6_address: IPv6-agpec areHta sFlow. [lo ymomnyaHuio OH He
HaCTpOEH.

udp-port: Homep listening-nopTf konnektopa sFlow.
vrf vrf-name: ums aksemnnsapa VRF. o ymonyaHuio OH He HacCTPOEH.

oob: oTtobpaHHble AdaHHble O Tpaduke BbIBOAATCA depe3 WMHTepdenc
ynpaeneHus. o ymonyaHuio 3TOT napameTp He HaCTPOEH.

via mgmt mgmt-name: nopt ynpasneHusi. 1o yMonyaHuio OH He HAaCTPOEH.

description collector-name: onucaHme KoHHekTopa sFlow. o ymonyaHuio
OH HE HaCTpPOeH

Pexum komaHg

Pexunm rnobanbHomn koHdurypauum

Mcnonb3oBaHue
KOHdourypaumm

OTa KOMaHga ucnonb3yeTca ANs HacTpouku agpeca konnektopa sFlow.
Apnpec konnektopa sFlow gormkeH ObITb agpecom xocta. Koraa agpec, He
SABNAOWNNCA XOCTOM (Hanpumep, MHOroaap€eCHbIN mnm
LUMpOKOBeLLaTenbHbI agpec), HAaCTPOeH B KayecTBe agpeca Konnekropa
sFlow, oTobparkaeTcsi coobLieHne o cboe koHpurypaumm. Coopmk sFlow
oTcnexusaeT pgatarpammy sFlow Ha ykasaHHom nopTy. [lpun HacTpoiike
napameTpa vrf JOfKeH CyLecTBoBaTb COOTBETCTBYOLWMI ak3emnnap VRF.
Mpun yoanenunn ak3emnnapa VRF agpec konnektopa sFlow 6ygeT yaaneH,
ecnun aToT ak3emnnap VRF Takke HacTpoeH ansa agpeca konnektopa sFlow.
Korga napameTp oob HacTpoeH, gatarpamma OTnNpaBnaeTCsl KOSNeKkTopy
sFlow yepes uHTepdenc ynpasneHus
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BknioueHue BbiBoAa BbiGopok sFlow B konnekrtop sFlow

O6si3aTenbHas KOHUrypauus.

Bbl moxeTe ucnonb3oBatb komaHgy sflow flow collector, 4To6bl NO3BONUTL areHTy
sFlow oTnpaBnsTh BbIOOPKK NoToka B konnekTtop sFlow.

OTa hyHKUMS OoMmKHa ObITb BKNOYEHa B MHTepdherce Ana oTnpaBkn BbIGOPOK NOTOKa
B KonnekTop sFlow. Kpome Toro, 4OMmKeH cylectBoBaThb KOMNekTop sklow, mapipyT K
HeMmy OorKeH ObITb 4OCTYneH, a IP-agpec cooTBeTCcTBYtOLWEro konnekropa skFlow 6bin
HacTpPOEH Ha yCcTponcTee areHTa sFlow.

CuHTakcuc sflow flow collector collector-id

KomMaHabl

Onucanne collector-id: noeHtTndumkaTtop konnekrtopa sFlow. [JuanasoH ot 1 oo 2
napamMmeTpoB

Mo ymonuaHuio | OTnpaBka BbIOOPOK NOTOKa B konnektop sFlow oTknoyeHa no ymonyaHuto

Pexum komaHg | Pexxum KoHdurypauumn nHtepgenca

Ncnonb3oBaHue | 9Ty KOMaHAy MOXHO UCMONb30BaTb ANA n3NYecknx nopTos, noptos SVIu
KOHUrypauum NOpTOB C AOMNOMHUTENBbHOW MapLUpyTU3aunen.

HaTtarpammbl sFlow MOryT BbIBOOUTLCA TOMBbKO B TOM Ciyyae, ecrniv gns
cooTBeTCTBYlLLEro konekropa sFlow HacTpoeH IP-agpec

BknioyeHne BbiBOAa BbIOOPOK cueTyMKa B Konnektop sFlow

Ob6ga3atenbHasi KOHUrypaums.

Bbl moxeTe ncnonb3osatb komaHay sflow counter collector, 4To6bl NO3BONNUTL areHTy
sFlow oTnpaensTb BbIOOPKM CHETYMKOB KonnekTopy sFlow.

OT0 QOMKHO BbITh BKIOYEHO B MHTEpPderice, YTOOblI OTNPaBNATb BbIOOPKN CHETUMKOB B
konnektop sFlow. Kpome Toro, gomkeH cywecTtBoBaTtb Konnektop sFlow, mappyT kK
HeMy OOJfmKeH OblTb JOCTYNeH, a IP-agpec cooTBETCTBYOLWEro Konnekropa sFlow 6bin
HaCTPOEH Ha ycTponcTBe areHta sFlow.

CuHTakcuc sflow counter collector collector-id

KoMaHAbl

Onuncanne collector-id: ngeHTudpmkaTop konnekropa sFlow. lnanasoH ot 1 go 2
napameTpoB

Mo ymonuaHmio | OTnpaBka cuyeTdnka BbIGOpoK B Komnektop sFlow oTkntodeHa no

yMOnYaHunto

Pexum komaHg | Pexum koHdurypaunm nHtepderica
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Wcnonb3oBaHue
KOHUrypauum

9Ty KOMaHAy MOXHO UCNonb30BaTh AN PU3NYECKMX NOpPTOB, NopToB SVI un
NopTOB C AOMOMHUTENBHOM MapLUpyTU3aumnen.

Hatarpammbl sFlow MoryT BbIBOAUTBCA TOMLKO B TOM criyvyae, ecnu ans
cooTBeTCTBYIOLLEro konnekropa sFlow HacTpoeH IP-agpec

BknroyeHne cyeTymkKa BbIOOPKM U BbIOOPKM NOTOKa
e Obsa3aTtenbHas koHpUrypauus.

e Bbl MOxeTe ncnonb3oBatb komaHay sflow enable, 4ToObl BKMOUYMTL BbIGOPKY NOTOKA M
BbIOOPKY CYETUYMKa Ha UHTepdeNnce.

° Ha npon3BoANTENIbHOCTb NepecCbISikKA VIHTepCbeIZCEl MOXET MNOBIMNATb BKITlOYEeHNe
Bbl60pKI/1 NOTOKa.

CuHTakcuc sflow enable [ ingress | egress ]

KOMaHabl

Onucanue ingress: Bkno4vaeT BblbopKy sFlow B HanpasneHwun Bxoaa.
napameTpoBs

egress: BknYaeT BbIbopKy sFlow B HanpaBneHun Bbixoaa

Mo ymonyaHuo

®yHKumA BbIBOpKM sSFlow Ha HTeperce No ymMonyaHuio OTKNIoYeHa

Pexum komaHpg,

Pexum koHdurypaumm nHtepdenica

Mcnonb3oBaHue
KOHdourypaumm

OTy KOMaHA4y MOXHO MCMOMb30BaTh ANSA BKOYEHUSA BbIODOPKM cyeTumka u
BblOOpKM noToka ansa umamyeckux nopTos, nopTtoB SVI M noptoB C
nogmapLupyTusaumen.

Ecnu napameTp HanpaBneHuWst He ykasaH, BkrtovaeTcs Bbibopka B 060mx
HanpaBrneHnsX.

Moptel SVI u nopTbl ¢ nogmaplpyTu3aumend nogaepXuBaloT TOSbKO
BXOAHOM napameTp

7.4.1.4. MeToA NpoBepKu

Ucnonb3aynte komangy show sflow gns otoGpaxeHus koHdwurypaumm sFlow u nposepbTe,
cornacyetcs nim otobpaxxaemas nHopmauus ¢ KoHpurypaumen.
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7.4.1.5. Mpumepbl KOHhUrypauum

HacTponka BbIOOpKM NOTOKa U BbIODOPKKU cyeTYMKa Ans areHTta sFlow
CeTeBoe OKpyXeHue:

Konnektop sFlow

192.168.3.100

Te 0/3
KommyTtaTtop A 192.168.3.1

Emm

A EEEERER
Te 0/1 Te 0/2

192.168.1.1 192.168.2.1

PucyHok 7-6.

Kak nokasaHo Ha PucyHke 7-6, 3anyctute kommyTaTop A, KOTOPLIN CRYXUT
areHToM sFlow, BknounTe BbIGOPKY MOTOKa M BbIBOPKY cyeTYMKa Ha MopTy
Te 0/1, otcnexuBante Tpadmk B cermeHTe cetn 192.168.1.0,
WHKancynupynte Tpaduk BblIGOpkM B gaTtarpammbl sFlow Ha udepes
perynsipHole MNpOMeXyTKA BpemMeHu unuM npu 3anornHeHun 6Gydpepa wu
oTnpaBnATb gatarpammel sFlow konnektopy sFlow ana aHanusa Tpaduka

MeTon e Hactpownte 192.168.1.1 B kayecTBe agpeca areHTta sFlow.

KOHcpUrypaumu e HacTpoiite 192.168.3.100 B kayecTBe agpeca konnektopa sFlow 1
n 6343 B KauecTBe HOMepa nopTa.

e Hactponte wuHTepdenc TenGigabitEthernet 0/1 gna BbiBoAa
BbIOOpPOK MOTOKa M BbIOOPOK cyeTyMka Ha konnektop sFlow 1 un
BKMOUNTE (PYHKUMIO BbIOOpKKM SFlow Ha aTom uHTepderice

MNepekntoyaTtens | QTECH# configure terminal

A QTECH(config)# sflow agent address 192.168.1.1

QTECH(config)# sflow collector 1 destination 192.168.3.100 6343
QTECH(config)# interface TenGigabitEthernet 0/1
QTECH(config-if-TenGigabitEthernet 0/1)# sflow flow collector 1
QTECH(config-if-TenGigabitEthernet 0/1)# sflow counter collector 1
QTECH(config-if-TenGigabitEthernet 0/1)# sflow enable
QTECH(config-if-TenGigabitEthernet 0/1)# end
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MeTon

Ncnonb3ynte komangy show sflow, 4tobbl npoBepuTb, cornacyloTcs nn

NPOBEPKU BbIXOAHblI€ AAaHHbIE KOMaHAbIl C KOH(bVIprGU,VIGVI

QTECH# show sflow
sFlow datagram version 5
Global information:

Agent IP:192.168.1.1

sflow counter interval:30
sflow flow max-header:64
sflow sampling-rate:8192

Collector information:

ID IP Port Size VPN

1 192.168.3.100 63431400

2 NULL 01400

Port information

Interface CID FID Enable

TenGigabitEthernet 0/1 11Y

7.4.2. Hactpouka gononHuTenbHbIX NnapameTpoB sFlow

7.4.2.1.

Ad ekt KOHpUrypaumumn

Bbl MOXeTe HacTpoUTb TOYHOCTb BbIOOPKM OaHHbIX, U3MEHMB COOTBETCTBYHOLUME aTpUbYThI
napameTpoB sFlow.

7.4.2.2.

MpumeyaHus

Ha npon3BoANTESIbHOCTb NepecChbIJIKM MOXET NOBJIUATL CITULLKOM HU3KaA YacTtoTa Bbl60pKVI.

7.4.2.3.

MeToAa KoHUrypaumum

Hactpoika makcMmanbHOW ANUHbI BbIXOAHOW AaTarpamMmmbl sFlow

[ononHuTtensHas koHUrypaums.

Bbl moxeTe wucnonb3oBatb komaHgy sflow collector gns HacTpolkum  OnuvHbI
patarpammbl sFlow, mnckntovasi 3aronoBok Ethernet, 3aronosok IP n 3aronosok UDP.
[aTtarpamma sFlow moxeT cogepxaTtb 04HY UM HECKOJTbKO BbIOOPOK MOTOKA U BbIGOPOK
cyeTumnka. Hactporka MakcumanbHOW ANWHbI BbIXOAHOW gartarpammbl sFlow moxer
NPUBECTU K TOMY, YTO KONMYEeCTBO gaTarpamm SFlow, BbiBOAMMBbIX Npyu obGpaboTke
onpedernieHHoro konmM4yecTtBa BblIOOPOK MOTOKa, OygeT oTnmMyaTbCa OT KONM4ecTBa
patarpamm sFlow, BbiBOgUMbIX Npyn 06paboTke TOro e KoNM4YecTBa NakeToB CHETUMKA.
Ecnn makcumanbHasa anuHa npesbiwaet MTU, BbixogHble gaTtarpammbl sFlow 6yayT
CErMeHTUPOBAaHbI.

(@ arecy
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CwuHTakcuc sflow collector collector-id max-datagram-size datagram-size
KOoMaHabl

Onucanne collector-id: noeHtTndnkaTop konnektopa sFlow. [lnanasoH ot 1 go 2
napameTpoB

max-datagram-size datagram-size: MakcumarnbHas ANWHA BbIXOOHON
pararpammel sFlow. JnanasoH ot 200 go 9000

Mo ymonyaHuo

3HauyeHue no ymonyanuo — 1400

Pexum komaHg,

Pexum rnobanbHon koHdurypauum

HacTponka 4yactoTbl BbIOOPKU NOTOKA
e [lononHutenbHasi KOHUrypaums.

e Bbl MoxeTe ucnonb3oBatb KomaHay sflow sample-rate ona Hactponku rnobansbHowm

4YacToThbl BbI60pKI/I NOTOKa.

KoHdburypaumst 4acTtoTbl BoIOOPKM NOTOKA MOXKET NOBMANATb HA TOYHOCTL BbIGOpKM SFlow.
Bbonee Hu3kaa 4yacToTa BbLIOOPKM O3HadaeT Gonee BbICOKYID TOYHOCTb M Gonbluee
notpebnenne LIN. Takum obpasom, Npom3BOAMTENBHOCTL NEpechiiku nHTepdenca

MOXET ObITb CHUXXEHa MPU HN3KOW YacToTe BbIGOPKN.

CuHTakcuc sflow sampling-rate rate

KOMaHAbl

Onucanne rate: yactoTta Bblbopkn sFlow. OgmMH nakeT BblIOMpaeTca M3 KaxabiX N
napamMmeTpoB nakeToB (N paBHO 3Ha4YeHuto ckopocTn). [nanasoH ot 4096 go 65 535

Mo ymonyaHuio

YacToTa BblbopkM rnobanbHOro notoka No ymonyaHuto coctaensaeT 8192

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

Mcnonb3oBaHue

KOHdourypaumm

OTa kKOMaHga NCNosb3yeTecs ANs1 HACTPOWKKN rNobanbHON YacTOThl BbIOOPKK
notoka sFlow, n BbiGopka notoka sFlow gns Bcex WHTepdencos
ncnonb3yeT 3Ty YacToTy BblOOPKK

HacTpoika makcumanbHOM ANMWHBbI 3aronoBKa NakeTa, KOoNnupyeMmoro Bo Bpemsi
BbIOOPKM NOTOKA

[ononHuTtenbHas koHdUrypaums.

Bbl mMoxeTe wucnonb3oBatb komaHay sflow flow max-header gna rnobanbHon
HACTPOWKM ONVMHbI 3arofioBKa nakeTa, KonmpyemMmoro Bo BpeMsi BbIDOPKM NOTOKa.

Monb3oBaTenn MOryT MCMNONb30BaTb 3Ty KOMaHAy ANS U3MEHeHus nHdopmaumm o
aatarpamme, oTtnpasngemon konnektopy sFlow. Hanpumep, ecnn nonb3oatens
GecnokouT 3aronoBok IP, aTOT nonb3oBaTenb MOXET 3agaTb AnvHY 56 6anTt. Bo Bpems

MHKancynsaumMm obpasuoB NoToka nepsble 56 Gantos naketa o6pas3LoB KONUPYIOTCA B
aatarpammy sFlow.

7-136

QTECH

MWP [OOCTYNHEE




PykoBoacTeo no Hactponke cepus QSW-6900

HacTtpolika sFlow

CwuHTakcuc sflow flow max-header length

KOMaHAbl

Onucaxve length: makcumanbHasi gnMHa KoNMpyemoro 3arorioBka naketa. [uanasoH
napameTpoB ot 18 oo 256

Mo ymonyaHuo

Mo ymonyaHuto AnnHa 3arofioBka nakeTta, KonMpyeMoro Bo BpeMsi BbIOOpKu
rnobanbHOro NOTOKa, coctasngdeT 64 banTa

Pexum komaHg,

Pexum rnobanbHon koHdurypauum

Ncnonb3oBaHue
KOHcpurypaumm

HactponTte makcnmanbHOe KONMMYeCcTBO OanTOB COOEPXKMMOro MakeTa,
CKOMMPOBAHHOIO K3 3arofioBka ucxogHoro naketa. CkonmpoBaHHoe
coaepXxmmoe 3anmncbliBaeTCqd B CreHepnpoBaHHYHO BbI60pKy

HacTponka nHtepBana BbIOOpPKHU

e [lononHuTenbHas KOHUrypaums.

o Bbl moxeTe ncnonb3osatb komaHgy sflow counter interval gnga HacTpownkuM MHTepBana
BbIOOpKM rnmobanbHOro cyeTymka.

o  Bknounte uHTepdenc BblIbopkn cueTymka, YTOObl OTNPaBMATb CTATUCTMKY MO HEMY B
konnektop sFlow ¢ nHTepsanom BblOOPKM.

CuHTakcuc sflow counter interval seconds

KOMaHAbl

Onucanne seconds: BpemeHHOW wHTepBan. [uana3oH coctasnser oT 3 [o
napamMmeTpoB 2 147 483 647. lamepseTca B CekyHOax

Mo ymonyaHuio

MHTepBan Bblbopku rnobanbHOro cyeTymka no ymonydaHuto coctaensiet 30
CeKkyHa

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

Mcnonb3oBaHue
KOHdourypaumm

OTa KoMaHda wucnonb3yeTcs AN HacTpouku rnobanbHoOro mHTepsana
BblGopkM cueTunka sFlow, n Boibopka cuyeTumka sFlow Bcex uHTepdencos
ncnonb3yeT 3TOT MHTepBar BblOOPK/

Hactpounka ncxogHoro agpeca sFlow
e [lononHuternbHas KoHUrypauusi.

e Bbl MoxeTe ucnonb3oBaTb uctodHuk sflow { address | interface } ana HacTpouku
ncxogHoro agpeca sFlow ncxogsawmx nakeTos.

KomaHga sflow source { address {ip-address | ipv6 ipv6-address }} | { interface {
interface name | ipv6 interface-name }}

OnucaHne address: HacTpanBaeT ncxoaHoi |P-agpec BbixogHbIx nakeToB sFlow.

napameTpoB
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ip-address: IPv4-agpec nctovHmka sFlow.
ipv6-address: IPv6-agpec ncrovHmka sFlow.
interface: HacTpaMBaeT UCXOOHbIN UHTEPENC BbIXOOHbIX NakeToB sFlow.

interface  name: wucxogHbln UHTepdenc sFlow (HacTpoeHHbIn C
IPv4-agpecom).

ipv6 interface-name: wucxogHblh wHTEpcenc sFlow (HacTpOEeHHbI C
agpecom IPv6)

Mo ymonyaHuo

Mo ymonuaHuio agpec uctoyHmnka skFlow (sFlow Source) — ato IP-agpec
NIOKanbHOro YCTPOMCTBA, KOTOPbIA MCMONb3yeTca ANA NPOBEPKN CBSA3U C
IP-agpecom Ha3HayeHud

Pexum komaHg,

Pexum rnobanbHon koHdurypauum

Wcnonb3oBaHune
KOHUrypauum

OTa KomaHga wucnonb3yeTca AN HacTporkum umcxogHoro IP-agpeca
BbIXO4HbIX MAaKeTOB. Ecnun ncxogHbin nHTepdenc ykasaH, nepBrUYHbIN agpec
nHTepcenca Oyget ucxogHbiM IP-agpecoMm BbIXOAHbIX nakeToB. Ecnu
NCXOAHBbIN NMHTEepdeNCc He ykasaH unu IP-agpec ncxogHoro nHtepdgenca
HeJOCTynNeH, Hanpumep, UHTepdenc OTKMYeH, ByaeT mMcnonb3oBaTbCcs
NCXOAHBIN agpec No YMOMYaHUIo

7.4.2.4. MeToa npoBepKu

e [posepbTe, NonyyeHa nu gatarpamma sFlow ¢ oGpasuamu noToka Ha Konnektope

sFlow.

e Vcnonbaynte komaHgy show sflow gna otobpaxeHuss koHdurypauum sFlow u
npoBepbTe, cornacyeTtcd nNn otobpaxkaemas nHdopmMaums ¢ KoHurypaumen.

7.4.2.5. NMpumepbl KOHUrypauum

Hactpoika gononHutenbHbIX napameTpoB sFlow

CeTeBoe e YcrtaHoBMTEe 4acToTy BblGOpkM notoka Ha 4096 B pexume
OKpY>XeHune rno6anbHOM KoHdUrypaumm.
e HacTponTe AnuHY 3arofnioBka nakeTa, KOMMpyemoro BO BpeMm4
BblOOpKM MoOTOKa, Ha 128 6GantoB B pexume rnodanbHon
KOHdourypaumm.
e YcTaHoBWTE MHTepBan Bbl6opkM paBHbIM 10 B pexume rnobanbHon
KOHGoMrypaumm
MeTog QTECH# configure terminal
KB G QTECH(config)# sflow sampling-rate 4096
QTECH(config)# sflow flow max-header 128
QTECH(config)# sflow counter interval 10
CeTteBoe e Cpenatb TaK, u4TOObl Tpaduk npoxoaun vepes uHTEPGENC
OKpY>XeHue TenGigabitEthernet 0/1.
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e [lpoBepbTe, ecTb N Tpaduk Ha MHTepdence TenGigabitEthernet
0/1 Ha sFlow Collector 1.

e Wcnonb3ynte komaHgy show sflow, 4tobbl npoBepuTb,
CornacytTcs N BbIXOA4HbIE AaHHbIE KOMaHAbl C KOHGUrypaumemn

MeTon QTECH# show sflow
MPOBEPKN sFlow datagram version 5
Global information:

Agent IP:10.10.10.10

sflow counter interval:10
sflow flow max-header:128
sflow sampling-rate:4096

Collector information:

ID IP Port Size VPN

1 192.168.2.100 6343 1400

2 NULL 0 1400

Port information

Interface CID FID Enable

TenGigabitEthernet 0/1 01Y

7.5. MOHUTOPUHT

7.5.1. OTOoGpaxeHune

PyHKUMA KomaHga

OTob6paxaeT koHurypaumto sFlow | show sflow
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8. HACTPOUKA NETCONF
8.1. O630p

MpoTtokon koHdurypaumm cetn (NETCONF) — 37O cOBepLUEHHO HOBbIM MPOTOKOS Ha OCHOBE
Extensible Markup Language (XML), npeanoxeHHbin padodven rpynnor NETCONF Lleneson
rpynnel no paspaboTtke WHTepHeTa (IETF) B 2003 rogy. Ero MoxHO wcnonb3oBatb Anis
HaCTPOMKN YCTPOMCTB, U3BMEYEHUS NapaMeTpoB, MOHUTOPUHT MU ynpaBneHne. STOT NPOTOKON
NPVHUMAET PEXMM CBSI3N KIMEHT/cepBep, B KOTOPOM NporpaMmma cepsepa npotokona pabortaet
Ha yCTpOWCTBe, a MporpaMMa KnuMeHTa npoTokona paboTaeT Ha knueHTax. dopmat XML
ncnonb3yeTcd B NakeTax 3TOro NpPoToKona, BKYasi BCe AaHHble KOHpurypaumm n coobeHns
npoTokona. MNMpotokon NETCONF coCcTOMT 13 YeTbIpeX YPOBHEN: YPOBHS COOEPXKMMOrO, YPOBHS
onepauui, ypoBHA yadaneHHoro BbidoBa npoueayp (RPC) 1 TpaHCNOpTHOro ypoBHS. YPOBEHb
KOHTeHTa npefacrtasnsetr cobon Habop OOBLEKTOB ynpaBrsiemMbiX AaHHbIX, U HA 3TOM YpOBHe
XPaHATCA AaHHble KOHUrypaLmm YCTPOMUCTB. YpoBEHb onepaumii — 310 6a30BbIi NPUMUTUBHBIN
Habop onepauun, npumeHsiembln kK RPC, Hanpumep, <get>, <get-config>, <edit-config> u
<delete-config>. YposeHb RPC npepoctaBnser MpoOCTON MEXaHW3M, He CBHA3aHHbIA C
TPaAHCMOPTHBIMW  MPOTOKOMAMM, W 3TOT MEXaHM3M OnpefenseT 9SMNeMeHTbl HEeKOTOpPbIX
coobuweHnin obpaTHon cBa3n 06 owmnbkax. TpaHCNoOpTHBIM ypoBeHb obecneunBaeT 6e3onacHbIn
TpaHcnopTHbIN kaHan. NMpotokon NETCONF nogaepxusaeT Secure Shell (SSH) (o6s3aTensHo),
Simple Object Access Protocol (SOAP) n Block Extensible Exchange Protocol (BEEP).

lNMpoTokonbl U cTaHAapTbI
e RFC4741: npotokon koHpurypaumm NETCONF.

o RFCA4742: ncnonb3oBaHune npotokona koHgurypaumm NETCONF yepes Secure Shell
(SSH).

o RFCA4743: ncnonbsoaHne NETCONF no npoTokony ApPOCTOro JocTyna K obbektam
(SOAP).

e RFCA4744: wcnonb3oBaHue npoTokoria NETCONF no npoTokosny paclmpeHHoro
obmeHa 6rnokamu (BEEP).

o RFC5277: yBegomneHus o cobbitnsax NETCONF.

e RFC5381: onbiT peanmsaumm NETCONF 4yepes SOAP.

o RFC5539: NETCONF yepea 6e3onacHOCTb TpaHCNOPTHOMO yYpoBHSA (TLS).

e RFC5717: RPC c yactnyHon 6nokuposkon ans NETCONF.

o RFC6022: cxema moHutopmnHra NETCONF.

e RFC6241: npoToKon KoHdUrypaumm ceTu.

o RFC6242: ncnonb3oBaHne NpoTokosa koHdurypaumm cetn Yepes Secure Shell.
e RFC6243: BO3MOXHOCTb MCNOSb30BaHMs 3Ha4yeHnn no ymondaxHmo ana NETCONF.
e RFC6470: cobbitns yBegomnerHmin NETCONF.

e RFC6536: mogenb ynpaenenus goctynom NETCONF (NACM).

o RFC4741 n RFC4742 3ameHeHbl Ha RFC6241 n RFC6242 cooTBETCTBEHHO.
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8.2. MNpunoxeHus
MpunoxeHune OnucaHue
Ynpasnenuve ceteBbiMY | MNonb3oBatenu oTnpasnaoT nakeTbl KoHUrypauun NETCONF

yctponctBamm NETCONF B dopmaTte XML Ha ycTponcTBa C NMOMOLLLIO MPOrpaMmMHOro
obecnevyeHna Ons ynpaBrieHUs CeTblo, YCTAHOBIEHHOrO Ha
KnneHt NETCONF gnga HacTponku yCTPOWCTB W ynpaBreHus
nmMm

8.2.1. YnpaBneHue ceteBbiMUu ycTponctBamm NETCONF

8.2.1.1. CueHapun

Kak nokaszaHO Ha puCyHKe HWKe, MOoNb3oBaTesiv MOryT MWCMNOMb30BaTb MNpPOrpaMmHoe
obecneveHne ansa ynpaeneHus ceteto NETCONF onga ynpaBneHus ceTeBbiMM yCTPONCTBAMU U
X MOHUTOPWHrA.

YCTponcTBO
(NETCONF-cepBep)

CeteBoe ynpaeneHue

nepcoHanom
(NETCONF-knueHT)

YCTPOUCTBO
(NETCONF-cepBep)

YCTPOWUCTBO
(NETCONF-cepsep)

PucyHok 8-1.

8.2.1.2. PasBepTbiBaHue

CtaHumsa ynpaBneHusi CeTbio U ynpaBnsieMble CeTeBble YCTPOMCTBA CBA3aHbl 4epe3 CceTu.
MpoTokon SSH gomkeH paboTaTb Kak Ha NporpaMMHOM obecneveHnn ans yrnpaeneHus CeThbio,
Tak 1 Ha ycTporcTBax. Ha cTaHumm ynpaBneHns ceTblo C NOMOLLbIO NPOrpaMMHOro obecneyeHns
ynpaenennsa cetbto NETCONF nonb3oBaTenu MOryT nonyuMtb AOCTyn K 06asaM OaHHbIX
KOHUrypauum n 6asam faHHbIX COCTOSIHUS Ha CeTeBbIX YCTPONCTBAX, NofnyvaTb yBe4OMMAEHUS
0 cobbITUAX, OTNPaBfEHHbIe C CeTeBbIX YCTPOMCTB, a Takke ynpaBnaATb M KOHTPONMpOBaTb
ceTeBble YCTPONCTBA.
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8.3. DyHKUUMn

8.3.1. ba3oBble KOHUeNnTbI

8.3.1.1. O6wue ycnoBus
o RFC: yganeHHbI BbI30B npoueayp.
e DM: mogenb OaHHbIX.

8.3.1.2. CTpyKTypa npoTokona

Ha pucyHke Hwke nokasaHa cTpykTypa npotokonia NETCONF.

YpoBeHb cofepxaHus

YpoBeHb UCNONHEHUSA

YpoeeHs RPC

TpaHCNOPTHLIA YPOBEHb

PucyHok 8-2. Ctpyktypa npotokona NETCONF

8.3.1.3. CeccnoHHOe coeauHeHue

e NETCONF yepes SSH

Cepsep otcnexusaeT nopt 830. MNMepen ncnonb3osaHmem npotokoria NETCONF HeobGxognmo
yCcTaHOBUTb KaHan SSH. YcrtaHoBka kaHana SSH (nogcuctema SSH, HasbiBaemasi hetconf)
TpebyeT ayTeHTMdMKauMM MoNb3oBaTeENsA M COrMacoBaHUs psga  anroputMOB nepedayn
(BKMOYasi corrmacoBaHWe KIMHOYEN, anropuTMm CKaTusi, anropuTM XELUMPOBaHWS, anropuTm
LWnpOBaHMSA 1 anropuTM NOANUCH).
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NETCONF-knueHt NETCONF-cepeep (yCTPONCTBO)
] YCTaHoBKa COEANHEHUA >—

< WMHuumanusayma SSH, ayHTeHTudukaums nons3oearens, >

yCTaHOBKa KaHana Cy60MCTeMbI

< Hello-naket
Hello-naket >
RPC-naket >

< RPC-reply-nakert

PucyHok 8-3. MNakeTbl, koTopbiMn o6MeHmBatoTcst B ceaHce NETCONF

8.3.1.4. O meH HabopamMn BO3MOXHOCTEN

Habopbl BO3MOXHOCTEN A0MKHbI ObITb 0OBMEHEHbI MOCcne Toro, kKak kKaHarn ycTaHoBreH. M cepsep,
N KIMEHT npefocTaBNsAlT CBOW peanu3oBaHHble Habopbl BO3MOXHOCTENW W UFHOPUPYIOT
BO3MOXHOCTU, KOTOPbIE HE MOHATLI UM He peanu3oBaHbl. Kaxabl peer JOMKeH nogaepueaTtb
Kak MuUHMMYM 0as3oBble BO3MOXHOCTWM npoTokona (urn:ietf:params:netconf:base:1.1). Ecnu
NETCONF-npoTtokon coBmecTMM C 0Oonee paHHeh Bepcuen npoTokona, peer [OfKeH
nogaepxmneatb 6a30ByH0 BO3MOXHOCTb (Urn:ietf:params:netconf:base:1.0) aTon paHHen Bepcuun.

lNMpoTokonbHbIE onepauuu

[ns onepaumoHHoro ypoeHsas NETCONF onpefeneHbl eBATb OCHOBHbIX MeTogoB paboThl, a
MeTOAbl onepauun criegyrowme: <get> n <get-config> — onepaumm nonyyeHus aHadveHus, <edit-
config>, <copy-config> n <delete-config>. config> — onepauumn HacTpownku, <lock> n <unlock> —
onepaumm 3awmTbl OT 6NOKUMPOBKN, NpefoCTaBNsAeMble B Clyyae napanfenbHbiX onepaummn Hag
KPUTUYECKMMKN pecypcammn ycTporcTBa (pavnamm koHdurypauum), a <close-session> n <Kill-
session> — onepauumm 3aBepLUeHns ceaHca.

e <get>: mony4yaeT AaHHblE O COCTOSIHUM U KOHAUrypaLmMmn yCTPONCTBA.

e <get-config>: nony4aet AOaHHble KOHMUrypauum Ha OCHOBe Yy3na unbTpaumum B
3anpoce RPC.

e <edit-config>: HacTpamBaeT yCTPOMCTBO Ha OCHOBE NPeaOCTaBMEHHOro onpeaeneHns
MOZenu AaHHbIX 1 aTpubyTtoB onepaumn. OauH BaxHbIM aTpubyT operation MOXHO
HacTpouTb Ha merge, replace, create, delete unm remove, a 3HayYeHue no
yMOn4YaHuio — merge.

e <copy-config>:  ckonupyeT  KOH(UrypaunMoHHbIn  cpbann, Hanpumep, copaa
akoHdUrypaums-kaHanaaT BakKOHUrypauMoOHHbIM - dpann, Konga akoHurypaums
3anycka B TEKyLLyl KOHUrypauuio n Hanuwutec apaboTatollyto KOHUrypaumio B
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CTapTOBYH KOHUrypauumo. T onepaumm KonnpoBaHus TpebytoTuenesble daiinbl Ans
NOAAEPXKKMBO3MOXHOCTb 3aMmnCHu.

<copy-config>: KonupyeTt Gann KOHcpurypauum, Hanpumep, Konupyet
KOHpurypaumio-kananaat B dhann KoHdurypaumm, KonupyeTt KoHdUrypaumio sanycka B
TEKYLUYI0 KOHUIypaLmilo N 3anucbiBaeT TEKYLLYH KOHdurypaumio B KOHpurypauuio
3anycka. [ns 3Tux onepaumi KOnNMpoBaHMsA Heobxoaumbl LenesBble hannsl,
nogaepXxmeatoLime BO3MOXHOCTb 3anuncu.

<delete-config>: yganget dann koHdurypaumm yCTponcTea. 3anylieHHbIn dann
KOHJUrypauum ycTponctea He MOXeT ObITb yaaneH.

<lock>: obecneunBaeT 3awmTy OT ONOKMPOBKN (harinoB KOHPUIYPaALMOHHBLIX AaHHbIX.
Korga knueHT nonyyaer AOCTyn (UnNu M3MeHeHue) harna [aHHbIX KoHdUrypaumm
YCTPOWCTBA, ApYyrMe KIMEeHTbl Unn KnueHTsbl, He oTHocAwmecs kK NETCONF (takve kak
SNMP unn CLI-knueHTbI), He MOryT Mony4nTb AOCTYN (MU U3MEHUTL) harn AaHHbIX
KOHcpurypaumm.

<unlock>: pa3bnokupyeT hain gaHHbIX KOHUrypaumuu.

<close-session>: 3akpblBaeT TEKyLMN CeaHc, BKo4yass ocBobOXAeHWe pecypcos,
cHATUe GNokMpoBKM N OTKNoYeHWe. Koraa BbinonHAETCsA aTa onepaums, Heob6xoanmo
ybeontbcs, 4TOo 0bpaboTka Tekywlen Ccnyxbbl 3aBeplleHa W HOBbIA 3anpoc He
obpabaTtbiBaeTcs.

<kill-session>: NpuvHyauMTENbHO 3aBepluaeT ceaHc (TeKyWwuin ceaHC He MoXeT ObiTb
3aBepLUeH), BKITHoYasa 0CBOBOXAEHNE PECYPCOB, CHATME BNOKNPOBKU M pas3beuHEHNE.
Mpn BbINONHEHUM 3TOW onepaumn Tekylwlasi crnyxba [ormkHa ObiTb MpekpalieHa, a
He3aBepLUEHHble CnyXbbl OMKHbI ObITb BO3BPALLEHbI B COCTOSIHME, NpeaLlecTByoLlee
obpaboTke cnyxbbl.

8.3.2. 0630p

OcobeHHOCTb

OnucaHue

O6meH Habopamu

Cepeep NETCONF w©n «knuMeHT B3aMMHO OTNpaBnsiT  Habopbl

BO3MOXXHOCTEW BO3MOXHOCTen Apyr papyry. Cepsep (yCTpoWcTBO) noaaepxvsaet
NETCONF 1.0 un NETCONF 1.1

<get> KnneHT nony4aeT gaHHbIE O KOHGMUrypaumm nnm CoOCTOAHNN YCTPONCTBA

<get-config> KnneHT nonyyaeT gaHHble KOHGUrypawumm ycTpomncTea

<edit-config>

KrnneHT naMeHsIeT gaHHble KOHGUrypawumm ycTponcTaea

<copy-config>

KnneHT konupyeTt cann KoHdurypauum Ha yCTporucTBe B Apyron camn
KOHGoMrypaumm

<delete-config>

KnvneHT yganseT KoHuUrypawumoHHbIN ann Ha yCTponcTee

<close-session>

KnueHT aktnBHO 3akpbiBaeT Tekywmmn ceaHc NETCONF ¢ ycTtporicTBom

<lock>

KnueHT 6nokmpyeT dann KoHurypaumm ¢ ycTponcTea
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Ocob6eHHOCTb  OnucaHue
<unlock> KnueHT pasbnokupyeT cdann KoHdurypawumm ¢ ycTponcTea

8.3.3. ObMeH HabopamMu BO3MOXHOCTEN

Knuent NETCONF un cepep NETCONF obmeHuBatoTCcsi CBOMMM Habopamu BO3MOXKXHOCTEWN
cpasy nocrne yctaHoBrneHus coegumHeHusi. OHM MOTyT BbINOSMHATL Nocrneyowme onepaumm ¢
OaHHbIMKM, TOMBbKO €Cnv OHW NoAAePKMBAlOT Ty e Bepcuto npotokoria NETCONF. dopmaTt
OTnpaBfsieMbiX NAKeTOB CrneayoLNNA:

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>
urn:ietf:params:netconf:base:1.1
</capability>
<capability>
Capability set 1
</capability>
<capability>
Capability set 2
</capability>

</capabilities>

<session-id>Session ID</session-id>

</hello>

NMPUMEYAHMUE: nakeT obmeHa BO3MOXHOCTSIMW, OTMPAaBMIEHHbIN OT KIMEHTa K cCepBepy, He
MOXET codepxaTb naeHTudunkaTop ceaHca (<session-id>).

Mpumep obmeHa Habopammn BO3MOXHOCTEN Ha cepBepe:

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>

<capability>urn:ietf:params:netconf.capability:writable-

running:1.0</capability>

<capability>urn:ietf:params:xml:ns:yang:ietf-yang-types?module=ietf-
yangtypes&amp;revision=2013-07-15</capability>

<capability>urn:rg:params:xml:ns:yang:rg-tacacs?module=rg-

tacacs&amp;revision=2016-10-25</capability>

<capability>urn:rg:params:xml:ns:yang:rg-interfaces?module=rg-

interfaces&amp;revision=2016-10-25</capability>

<capability>urn:ietf:params:xml:ns:yang:ietf-inet-types?module=ietf-

inettypes&amp;revision=2010-09-24</capability>
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<capability>urn:rg:params:xml:ns:yang:rg-openflow?module=rg-
openflow&amp;revision=2016-09-26</capability>

</capabilities>

<session-id>28</session-id>

</hello>

Mpnumep obmeHa HabopaMm BO3MOXHOCTEN Ha KINNEHTE:

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>

</hello>

8.3.4. <get>

OTa onepauus wucnonb3yetca ANA MNONYYEeHUS OaHHbIX KOHUrypauum unmM COCTOSIHUSA
YyCTPOWCTBA.

dopmaT nakeToB, OTNPABISAEMbIX KITMEHTOM, CreayoLnI:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<filter type="subtree">
Configuration data (or state data) filtering rule
<ffilter>
</get-config>
</rpc>
dopmaT nakeToB, BO3BpaLLAEMbIX CEPBEPOM, CrieayoLUN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
Acquired configuration data (or state data)
</data>
</rpc-reply>

Ecnv HM 04HO M3 NOOMHOXECTB JaHHbIX COCTOSAHUS Ha YCTPOMCTBE HE COOTBETCTBYET NpaBuny
dmnbTpaumm, yCTPOMCTBO BO3BPALLLAET NYCTON y3en AaHHbIX, NOKa3aHHbIN HUXe:

<?xml version="1.0" encoding="utf-8"?>

<rpc-reply message-id="message ID "
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>

</rpc-reply>
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8.3.5. <get-config>

OTa ornepauua ncnonb3dyeTcd And nonyvyeHnA AaHHbIX KOH(bI/IpraLI,I/II/I yCTpOI;lCTBa. OH nony4yaet
noaMHOXeCTBa [OaHHbIX KOH(bVIpraU,I/II/I Ha OCHOBE pa3JyiInvHbIX OTBETBMEHUN npasui
(.'bI/IJ'IpraLl,I/II/l, HO HE MOXeT NoNny4YnTb AaHHble O COCTOAHUN yCTpOIZCTBa.

dopmaT nakeToB, OTNPaBIIAEMbIX KITMEHTOM, CNeayLLnI:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter type="subtree">
Protocol filtering rules
</filter>
</get-config>
</rpc>
dopmaT nakeToB, BO3BPaLLAEMbIX CEPBEPOM, CrieayOLUN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx" xmlns="urn:ietf.params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
Acquired configuration data
</data>
</rpc-reply>

Ecnv HM ogHO M3 NOAMHOXECTB OaHHbIX KOHMUrypauun Ha yCTPOWCTBE He COOTBETCTBYET
npasunam unbTpaLmm, yCTPOMCTBO BO3BpaLLaeT NyCTOM y3en AaHHbIX, NOKa3aHHbIA HUXe:

<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>

</rpc-reply>
8.3.6. <edit-config>

OTa onepauus uvcnonb3yeTcsa AN pedakTMpoBaHWA  KOHUrypauum Ha  OCHOBeE
npenocTaBfeHHOro onpeaeneHns Modenu aaHHbiX u atpubytoB onepaunn. MNakeTtobl edit-config
cogepxart naTb aTpubyTOB Onepaunn, KOTopble Yka3aHbl B onnucaHnyi atpubyTta onepaumm ysna
KOHUrypauum B goctasrieHHbix XML-nakeTax. MaTe aTpubyToB cnegytowme:

merge: obbeanHAET OaHHble koHdUrypaumm B nakeTax edit-config, koTopble cogepxaTt 3TOT
aTpubyT, B yKasaHHbIN harn KoHdurypauumn yctponctea (mnu 6asy aaHHbIX). Ecnu gaHHble
KOH(Urypauum He CyLLEeCTBYIOT, OHW CO3al0TCsl HA OCHOBE AOCTABIIEHHOIO KOHTEHTA.

replace: ncnonb3yeT AaHHble KOHUrypaumm B naketax edit-config, KoTopble cogepxaTt aToT
aTpubyT, AN 3aMeHbl CBA3aHHOrO y3na [AaHHbIX KOHurypauum B yKasaHHOM painne
KOHUrypauum yctponctea (mnv 6ase gaHHbiX). Ecnv gaHHble KOHUrypaumm He CyLlecTBYHOT,
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OHM CO3[alTCA Ha OCHOBE [0CTaBIEHHOro KOHTeHTa. YcTtpoinctBa QTECH BpeMeHHO He
noadepXuBatoT 3Ty onepaumto. Ecnu Takonm aTpubyT AocCTaBneH, OH paccMaTpuBaeTcs Kak
aTpnbyT CNUaHWS.

create: cos3gaeT B ykasaHHOM cbanne AaHHbIX KOHdurypaumm (unv 6ase AaHHbIX) OaHHbIe
KoHGurypauum B nakeTax edit-config, koTopble cogepxat 3ToT aTpubyT. Ecnu aaHHble
KOH(purypaumm He CyLLeCTBYHOT, OHM CO3[4alTCA Ha OCHOBE OOCTaBIIEHHOrO KOHTEeHTa. Ecnu
AaHHble KOHMMUrypaumm yxe CyLIeCcTBYIOT, BO3BpalLlaeTCsl nakeT rpc-error, a Ter owwmnobku
yKasblBaeT, YTO AaHHbIE yXKe CYLLECTBYIOT.

delete: ynansaeT aaHHble KoHGUrypaumm B nakeTax edit-config, koTopble cogepxaT 3ToT aTpuoyT,
13 yka3aHHOro gpanna gaHHbIx KoHdurypaumm (unu 6a3bl gaHHbIX). Ecnu gaHHble kKoHdUrypaumm
yXKe CyLLeCTBYIOT, OHU yaanaTcsa HanpsMmyro. Ecnv gaHHble KOHUrypauum He CyLecTBYHOT,
BO3BpaLLaeTCH nakeT rpc-error, a Ter ownbKn ykasbiBaeT, YTO JaHHbIE OTCYTCTBYIOT.

remove: yganseT faHHble KoHdwurypauum B naketax edit-config, koTopble cogepxaT 3TOT
aTpmbyT, U3 ykasaHHoro danna AaHHblX KoHdurypauumn (unu 6asel AaHHbix). Ecnv gaHHblie
KOHpurypaumm yxxe CyLLeCTBYIOT, OHU yOansaTca Hanpamyo. Ecnu gaHHble koHduUrypaumm He
CYLLEeCTBYIOT, 3Ta onepaunsa nrHopmpyeTcs u Bosspallaetcsa oteeT OK.

dopmaT nakeToB, OTNPABISAEMbIX KITMEHTOM, CreayoLnIA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target> <running/> </target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
Configuration data
</config>
</edit-config>
</rpc>

Ecnun nakeT He coaepXuT y3en error-option, 3Ha4eHne 3Toro yana no yMonyaHuio paBHO Stop-
on-error, ykasbiBasi Ha TO, 4YTO, KakK TONMbKO KOH(Urypauusi ysna B MakeTe HeBepHa,
nocneagytowas KoHdurypaumsi B TOM XXe nakeTe OCTaHaBNMBAETCH U rpc-error Bo3BpallaeTcs.
Ecnu B nakeTe HeT yana test-option, 3HaueHWeM 3TOro y3na fno ymonyaHuio anseTcs test-then-
set. Ecnn nakeT He codepXuT y3en onepauum Mo yMOMYaHWio, 3Ha4YeHWEM ITOro yana Mo
yMOIYaHuto SIBNsieTcs merge.

dopmaT nakeToB, BO3BpaLLAEMbIX CEPBEPOM, CrieayoLNN:
<?xml version="1.0" encoding="utf-8"?>

<rpc-reply message-id="message ID "
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
Ecnu nakeT cogepxuT y3en error-option, oopmat 06bI4HO CriegytoLwmi:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target> <running/> </target>
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<error-option>behavior option in the case of a configuration error</error-option>

<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
Configuration data
</config>
</edit-config>
</rpc>

Y3en error-option siBNAeTcs y3anom tuna nepedncnenmsi. OH moxeT 6biTb YCTAaHOBMNEH B O4HO U3
cnefylowmx 3Ha4YeHWI:

stop-on-error:  HemeASIleHHO  OCTaHaBNMMBaeT  TEKyLyl orfepauuio  peaakTMpoBaHUA
KOHUrypauum npu BO3HUKHOBEHUW MEpPBOM OLWMOKM. ITO 3HAYEeHWe Mo YMOMYaHuio Ans
error-option. [laHHble KOHUrypaumm nepes owubKon B TeKyLleM nakeTe KOHUrypaumm yxe
BCTYNarT B CUITY.

continue-on-error: npogomkaet obpaboTKy AaHHbIX KOHUrypaumu, Oaxe ecnu BO3HUKaeT
owmnbka. OwmbKkn 3anucbiBalOTCHA, U NOCNe 3aBeplUeHnd Bcel o0paboTknm Bo3BpallaeTcs
coobueHne 06 owmnbke (To ecTb ANA BCex OMBOK KOHMrypaumm Bo3spaLlaeTcs rpc-error).

8.3.7. <copy-config>

OTa onepauusi UCNonNb3yeTcs AN CUHXPOHW3ALUMM HayvarbHOW KOHUrypauum c TekyLlewn
KOHUrypauuen.

dopmaT nakeToB, OTNPaBNAEMbIX KITMEHTOM, CNeayoLWNNA;
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:;params:xml:ns:netconf:base:1.0">
<copy-config>
<target>
<startup/>
</target>
<source>
<running/>
</source>
</copy-config>
</rpc>
dopmaT nakeToB, BO3BpaLLAEMbIX CEPBEPOM, CrieayoLNN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx" xmlns="urn:ietf:.params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.8. <delete-config>

OTa onepaumsa ncnonb3yeTca Ang yaaneHus HavanbHOW KOHUrypaumm yctponctea. Tekywias
KOHUrypauusa He MOXeT ObITb yaaneHa.

(DopmaT nakeToB, OoTnpaBideMbIX KITMEHTOM, CJ'Ie,EI,y}OLLl,I/IIZZ
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<?xml version="1.0" encoding="utf-8"?>

<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-config>
<target>
<startup/>
<[target>
</delete-config>
</rpc>
dopmaT nakeToB, BO3BPaLLAEMbIX CEPBEPOM, CreayHoLUnN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
8.3.9. <close-session>

OTa onepaums UCnonb3yeTcs AN 3aKpbiTUS TEKyLLero ceaHca, OCBOOOXAEHUS PecypcoB u
GNOKMPOBOK, M pa3pbiBa COeQUHEHNS.

dopmaT nakeToB, OTNPaBNAEMbIX KIIMEHTOM, CNeayoLWNNA;
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<close-session/>
</rpe>
dopmaT nakeToB, BO3BPaLLAEMbIX CEPBEPOM, CrieayoLLUN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx" xmlns="urn:ietf;params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.10. <lock>

CornacHo RFC6241, ata onepauuss ucnonb3yeTcs Ans OGrokumpoBkn 6asbl  AaHHbIX
KOHcurypaumm (dannoB koHdUrypaumm) n npegoTepalleHnsi OgHOBPEMEHHOIO W3MEHEHUsI
¢annoB KoHdUrypauum yCTPONCTBA HECKONbKMMWU MCTOYHMKaMu (Takumm kak CLI, SNMP n
Heckonbko ogHoBpeMeHHbIXx ceaHcoB NETCONF), 4ToObl mM3bexaTb HEHYXHbIX U3MEHEHUN
KOHdourypaumm. YCTPOMCTBO YynpoLllaeT 3Ty onepauuio U MOXET TOMbKO npenoTBpallaTb
OLHOBpPEMEHHblE MOAMMUKAUMM (BbINOSTHEHWE KOHUrypauum) W3 HECKOSNbKUX CeaHCcoB
NETCONF un obecneunBaet 6€30MacHOCTb MOAUMDMKALMN OAaHHBIX KOHPUrypaumu.

dopmaT NnakeToB, OTNPABSAEMbIX KITMEHTOM, CreayoLLNNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf.base:1.0">
<lock>

<target>
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<running/>
</target>
<flock>
</rpc>

dopmaT nakeToB, BO3BpaLLAEMbIX CEPBEPOM, CreaYOLLMNA:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.11. <unlock>

OTa onepauus ucnonb3yetca Ans pasdnokMpoBku 6asbl AaHHbIX KOHurypauumn (danns
KOHpurypaumu; 3gecb BbINOMHAETCSA KOHdurypauma Ha yctpoucTtse). <lock> u <unlock>
ABMATCA NapHbLIMU onepaunsamu.

dopmaT nakeToB, OTNPABISAEMbIX KITMEHTOM, CreayoLnI:
<?xml version="1.0" encoding="utf-8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<unlock>
<target>
<running/>
</target>
<funlock>
</rpe>
dopmaT nakeToB, BO3BpaLLAEMbIX CEPBEPOM, CrieayoLUN:
<?xml version="1.0" encoding="utf-8"?>
<rpc-reply message-id="xxx " xmlns="urn:ietf;params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.4. KoHdhurypauus

HacTtpoinTe napameTpsbl, CBA3aHHbIE C ayTeHTUdMKaumnen kaHana SSH, nepeg ncnonb3oBaHnem
NETCONF. Ona HacTtpownkn SSH cm. Security Configuration/HacTtponika SSH.

KoHdurypaumsa OnucaHue u KomaHga
HacTtpoika Candidate | (OnunoHanbHo) Wcnonb3yetcs Ons  HacTPOWKM  cepBepa
Capability NETCONF NETCONF, ytobbl OH Bo3Bpawan knneHty candidate capability

npu 0OMeHe BO3MOXHOCTSIMU C KITMEHTOM
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| www.gtech.ru
KoHdurypauus OnucaHue u KomaHaa
netconf capability | Bknioyaet candidate capability wn
candidate NOATBEP)KAEHHbIE BO3MOXHOCTHU
NETCONF
Hactporika rollback | (OnumnoHanbHO) Wcnonb3yeTca Ans  HACTPOWKM  cepBepa

capability NETCONF

NETCONF gns obpaTtHon cBsisau ¢ knneHTom o rollback-on-error
capability npu o6mMeHe BO3MOXHOCTAMMU C KITMEHTOM

netconf capability | Bkntouaet rollback-on-error capability
rollback NETCONF
HacTtpowka validate | (OnumoHaneHo) Wcnonb3yeTca [gns  HacTpOWKM  cepBepa

capability NETCONF

NETCONF ansa obpatHou cBa3u ¢ validate capability knneHTy npu
obmeHe capability ¢ knmeHTOM

netconf capability | Bkntovaet validate capability
validate NETCONF
Hactponka dyHkumoHana | (OnumoHaneHo) Mcnonb3yeTca Ansi  HacTpOWKM  cepBepa

moaynsa YANG

NETCONF Ha 10, 4TOobBbl OH He nepefasan obpaTHO aTpubyT
YHKLMM KNNEHTY Npn obmeHe capability ¢ knneHTom

netconf feature-

disable

OTkntovaeT dyHkumoHan NETCONF

HacTtpovka yBegomieHus
MHorux _ Bepcun  (Multi-
version) moayns YANG

(OnuuoHanbHO) WMcnonb3yeTca Ansi HACTPOWKWM cepBepa Ans
0o0ObsBNEHMs BCEX BEPCUMN BCEX NOOAEPXKMBAEMbIX MOAYIEN
YANG KnueHTy npu obmeHe BO3MOXXHOCTSAMMU C KITMEHTOM

netconf yang | HactpauBaeT pyHKLMM YBEOOMIEHUS O
multi-revision MHOrMx Bepcumax  moayns  YANG
NETCONF

8.4.1. HacTpouka Candidate Capability NETCONF
8.4.1.1. 3dhbdeKT KoHduUrypaumm

Cepeep NETCONF BosspawaeT candidate capability n confirmed-commit capability npy obmeHe
capability ¢ knneHtom NETCONF (4epes nakeTbl Hello u nakeTbl capability).
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8.4.1.2. lWlarn HacTponku

BkntouyeHue candidate capability n confirmed-commit capability NETCONF

KomaHga netconf capability candidate

Mo ymonuanmio | Candidate capability n confirmed-commit capability NETCONF Bkmto4eHbl
no yMOonyaHuio

Pexum komaHg | Pexxum rmobanbHon kKoHurypaumm

8.4.1.3. NMpumep KoHcurypauumn

BkntoyeHue candidate capability n confirmed-commit capability NETCONF
CueHapun:

NETCONF-knueHT

]

NETCONF-cepBep

PucyHok 8-4.

Warn Bkntounte candidate capability n confirmed-commit capability NETCONF
HaCTPOWNKK

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf capability candidate

QTECH(config)#

8.4.2. HacTpowmka rollback capability NETCONF
8.4.2.1. dhdeKT KoHduUrypaumm

Cepeep NETCONF BosBpawaeTt rollback capability npu obmeHe capability ¢ knneHTOMm
NETCONF (4epes nakeTtbl Hello n naketsl capability).

8.4.2.2. llarn HacTponku
Bknro4yeHue rollback capability NETCONF

KomaHga netconf capability rollback

Mo ymonuanuto | Rollback capability NETCONF BkntoyeHa no ymonyaHumio
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Pexum komaHg | Pexxum rnmobanbHom koHurypaumm

8.4.2.3. NMpumep KoHduUurypaumum
BkntoyeHue rollback capability NETCONF

CueHapun:
NETCONF-knueHT
NETCONF-cepeep
PucyHok 8-5.
Warn BkntounTe rollback capability NETCONF
HaCTPOWKU

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf capability rollback

QTECH(config)#

8.4.3. HacTpowmka validate capability NETCONF
8.4.3.1. AhdeKT KoHduUrypaumm

Cepeep NETCONF BosBpawaeT validate capability npu obwmeHe capability ¢ knneHToMm
NETCONF (4epes nakeTtbl Hello n naketel capability).

8.4.3.2. llarn HacTponku
Bknro4yeHue validate capability NETCONF

KomaHga netconf capability validate

Mo ymonuanuio | Validate capability NETCONF Bkrnto4eHa no yMonyaHuio

Pexum komang | Pexum rmobanbHon KoHurypaumm
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8.4.3.3. NMpumep kKoHdpuUurypauumn

Bknro4yeHue validate capability NETCONF

CueHapun:
NETCONF-knueHT
NETCONF-cepBep
PucyHok 8-6.
Warun BkntounTe validate capability NETCONF
HaCTPOMKK

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf capability validate

QTECH(config)#

8.4.4. HacTpouka ¢pyHkumoHana moayna YANG

8.4.4.1. dhdeKT KoHdUrypaumm

CepBep NETCONF He BosBpalyaeT atpmnbyT dpyHKkummn mogynsa YANG npu obmeHe capability ¢
knueHtom NETCONF (4epes nakeTbl Hello n naketbl capability).

8.4.4.2. llarn HacTponku

OTtknro4yeHue atpuobyTa cpyHkummn NETCONF

KomaHga

netconf feature-disable

Mo ymon4yaHuio

ATpunbyTt doyHkuMn NETCONF no ymon4aHuio OTKIHOYEH

Pexnm komaHa

Pexunm rmobanbHon koHdurypauum
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8.4.5. NMpumep KoHpUrypauumm
OTknroyeHune atpubyTta pyHkumn NETCONF

CueHapun:
NETCONF-knneHT
NETCONF-cepsep
PucyHok 8-7.
Warn OTkntounTe atprdyT hyHKumm moaynsa YANG
HaCTPOMKK
NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf feature-disable
QTECH(config)#

8.4.6. HacTtponka yBegomsneHMss MHorumx Bepcun (Multi-version) mopynsa
YANG

8.4.6.1. 3dhdeKT KoHduUrypaumm

Cepeep NETCONF obbsiBnsieT BCe Bepcum Bcex nogaepxmpaembix mogyrnen YANG Ha
ycTpouncTee npu obmeHe capability ¢ knmeHtom NETCONF (4epes nakeThl Hello).

8.4.6.2. NMpumeyaHun

¢ Komanga netconf yang multi-revision gomkHa ObiTb HacTpoeHa OO0 OObBbSBNEHMS
nakeTta capability (naketa Hello) cepeepa NETCONF.

¢ Komanga no netconf yang multi-revision gomkHa 6bITb HacTpoeHa A0 06bsBNEHUs
naketa capability (naketa Hello) cepeepa NETCONF, n oguH moayne YANG moxeT
00BbSABUTL TOMBbKO CBOK TEKYLLYH MOCMNEOHION BEepcuio B NakeTe yBeAOMIEHUst O
capability.

8.4.6.3. llarn HacTponku

Hactpoika yBegomneHuss MHorux sepcum moayns YANG

e OnuuoHanbHo.

e  OTa KOH(purypaumsa gormkHa 6biTb 3aBepLueHa o toro, kak cepsep NETCONF ob6bsasut
naket capability (naket Hello).

KomaHpga

netconf yang multi-revision

Mo ymonuanuo | YBegomneHue Horux Bepcui moayns YANG BKIHOYEHO N0 yMOMYaHuo
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Pexum komaHg | Pexxum rmobanbHon kKoHurypaumm

8.4.6.4. NMpumep KoHcuUurypaumumn
Hactpouka yBegomneHuss MHorux Bepcuu moayns YANG

CueHapun:
NETCONF-knueHT
NETCONF-cepeep
PucyHok 8-8.
Warun HacTtponTe yBegomneHune mHormx sepcumn moayns YANG
HaCTPOWKU

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf yang multi-revision

QTECH(config)#
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9. HACTPOUKA GRPC
9.1. O630p

YaaneHHbIn Bbi3oB npoueayp Google (QRPC) — 310 npoTokon yaaneHHoro Bbi3oBa Npoueayp,
paspaboTaHHbii Google ana paspaboTkum cepBepHbix nporpamm. [Mpy Bbi3oBe NoKanbHOWM
npouenypbl CerMeHT KoAda BbINOMHAETCA Ha foKanbHOM YCTPOMCTBE [ANS BbINOMHEHUS
onepaumn. [na RPC nonb3oBatenb CAyX0Obl M MNOCTaBLUMK MOTYT HaxXOAMUTbCA Ha pasHbIX
KOMMbloTepax, U KINEHTY HYXXHO TONbKO YBELOMUTb CEPBEP O BLINOSIHAEMOM onepauun. 3ToT
3anpoc Ha orepaumio OTNpaBfsieTcs Ha cepBep MO CETU, U cepBep BO3BpalLaeT pesynbtaT
BbIMOMHEHNS KITUEHTY.

gRPC ucnonb3yeT 6ydepbl npoTokona Ans peanvsauuu cepuanusaumm v gecepuvanusauum
OaHHbIX U UCNoNb3yeT MNPOTOKON nepefadn runeptekcta Bepcum 2 (HTTP/2) B kadecTtBe
NPoTOKONa nepefayvn AaHHbIX A5 NOBbILLEHWS NPON3BOAUTENBHOCTN.

MpoTokonbl U cTaHAapTbI
https://github.com/grpc/grpc

9.2. NMNpunoxeHus

MpunoxeHue OnucaHue

Tononorus One-to-one lMo3BonsgeT ogHOMY YCTPOWCTBY NepedaBaTb WHdOpPMaLMIo
gRPC Ha oguH cepBep

Tononorna One-to-many [Mo3BonseT ogHOMY YCTPOMUCTBY nepefdaBaTb WMHGOpMaLMIO
gRPC Ha HeckonbKko cepBepoB

9.2.1. Tononorusa One-to-one

9.2.1.1. CueHapum

OaHO NpoTecTMpoBaHHOE YCTPOMCTBO MOAKIKYEHO TOMBbKO K O4HOMY CepBepy M nepepaet
baHHble gRPC Ha cepBep, kak nokasaHo Ha PucyHke 9-1.

MK1

-

PucyHok 9-1. Tononorusa One-to-one

S: npoBepeHHoe ycTporcTBo Ans cboparnHpopmauusa RPC.
MK: gRPC-cepBep ansa npuemarnHgpopmaums RPC.

9.2.1.2. PasBepTbiBaHue

e Y6Gepgutech, yto PC1 poctyneH gns S.
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o  Bkmounte doyHkumio gRPC Ha S.
e Ha S HacTponTe cobbITuA, KOTOpble ByAyT NepeaBaTbCs Ha CepBep.

9.2.2. Tononorus One-to-many

9.2.2.1. CueHapun

OfHo NpoTecTMpoBaHHOE YCTPOMCTBO MOAKMOYEHO K HECKOSBbKMM cepBepam U OAHOBPEMEHHO
nepepaet gaHHble gRPC Ha cepBepbl, kak nokaszaHo Ha PucyHke 9-2.

nK2 MnK1

L]

S: npoBepeHHoe ycTponcTBo ana cboparnHdopmaumsa RPC.

PucyHok 9-2. Tononorua One-to-many

MK: gRPCcepsep ons npuemarmHgopmaumsa RPC.

9.2.2.2. PasBepTbiBaHue
o Ybegutechb, yto PC1l n PC2 goctynHbel ansa S.
o Ybegutech, uTto IP-agpeca PC1 n PC2 pasnnyatoTcs.
o  Bkntouunte cpyHKumto gRPC Ha S.
e Ha S HacTtponTe cobbiTus, kKoTopble ByayT NnepedaBaTbCsl HA CEpPBED.

9.3. PyHKUUMN

9.3.1. basoBble KOHLUeNnThbl

gRPC

gRPC — aT0 BblCcOKONpoOM3BOAUTENbHAsA MexXbasblkoBas cpega RPC ¢ OTKPbITbIM MCXOAHbLIM
KogoMm, paspaboTtaHHas Google. OH cooTBeTCTBYET NpoTokonam HTTP/2 u protobuf3.x.

Kanan
KaHan yctaHaBnmBaeTCcs Mexay YCTPONCTBOM U CEPBEPOM.
3arnywka
3arnywka — 370 06BbEKT, CO3[4aHHbIM BO BpeMsi MyNbTUMNNEKCUPOBAHUS KaHana.

NMPUMEYAHUE: JononHuTteneHble cBedeHus (o]] YCrnoBuAx gRPC CM.
https://github.com/grpc/grpc.
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9.3.2. O630p

OcobeHHOCTb

OnucaHue

BkntoyeHne dyHkummn gRPC

BkntovaeT cnyx0y gRPC Ha ycTponcTtee. YCTPOMCTBO MOXET
cnyxutb gRPC-cepBepoM Aanst nonyyeHus coobuieHun o
cobbITnAX ayTeHTudmKkaumm n cbopa AaHHbIX UMK CRYXUTb
gRPC-knueHTtom onga nepegayn gRPC-aaHHbIX

Noaopepykka yHKLUMK BXo4a U

Bbixoaa gRPC

MoaaepxvBaeT onepaLun Bxoaa v BbIXoAa, UHULIMMPOBaHHbIE
cepBepom

Tunbl cobbITUN,
nogaepxmnsaemble gRPC

MooaepxmBaet cobbITnA B peanbHOM
nepuoauyeckme cobbiTna n cobbiTna cbopa gaHHbIX

BpPEMEHMN,

[MprBA3Ka yKasaHHOIo
MHTEepdenca ana oTnpasku
naketoB gRPC

MpuBasbIBaeT ykasaHHbIM MHTEPdENC ANs OTNPaBKN NakeToB

[MpegBaputenbHas
HaCTpOMKa CEepPBEPOB U
COObITUN, HA KOTOPbIE HY>KHO
noanucaTtbcs

MpensapuTenbHO HacTpanBaeT cepBepbl U COObITUA, Ha
KOTOpble He0BX0AMMO NoANMCaTLCS

[NpenBaputenbHas
HacTponka uHdopmaumm o

nosib3oBaTendx and BXxona Ha

cepBepbl gRPC

MpeaBaputensHoO HacTpauBaeT MHGopMaLMIO o]
nonb3oBaTensx, BXOAALMX B CUCTEMY Ha cepBepax

9.3.3. Bknro4yeHue cpyHkummn gRPC

HacTtponte gRPC, 3anyctnte cnyxobl knmeHta gRPC n cepeepa gRPC, HacTpoiTe cobbiTus
ANA NOANUCKM NS YCTPOWCTBA U Nony4uTe cobbiTMe NOANUCKW, OTNpaBneHHoe AucneT4epom
NETCONF, 4to6bl 3aBepLINTb NPOLIECC CO34aHNSA OTYETOB O AaHHbIX gRPC.

9.3.3.1. MpuHUMN paboTbl

Cesasb gRPC cootBeTctBYeT npotokony HTTP/2. KnueHT mHMUMmMpyeT 3anpoc, u cepBep
OTBEYaeT Ha 3TOT 3anpoc, YTobbl 3aBepLNTb OAMH OOMeH AaHHbIMKU. 3anpoc AaHHbIX MOXET
ObITb MHULMNPOBAH TOSbKO KITMEHTOM, U OAUH OOMEH AaHHbIMWN LOITKEH 3aKaHYNBaTLCA OTBETOM

cepepa. CM. pUCYHOK HIXe.
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nTatom 06paboTkn gRPC-AaHHbIX

gRPC-cBA3b
LI ~
Otn

paenser COOGU.lEHI/Ie O COBbITUM 3daxsaTta

OtBevyaer

esyn
Pesynbratom Co0bLeHus o COBbITUM 3axBaTy

PucyHok 9-3. Cesasb gRPC

gRPC-knueHT

gRPC-cepsep

Hactponte dpyHkumio gRPC Ha ycTponctee S 1 3anyctute cnyx6bbl knneHta gRPC u
cepsepa gRPC.

YctponctBo S nony4vaet coobuieHne o cobbITMM 3axBaTa OT cepBepa M oTBevaeT
cepBepy pesynbTatoM coobLieHnst o cobblTuM 3axsaTa.

Cnyx6a cepBepa gRPC, HacTpoeHHass Ha yCTpomctBe S, OXugaeT nognucaHHoro
cobbITug, otnpaeneHHoro gucnetdyepom NETCONF.

Cnyx6a knneHta gRPC, HacTpoeHHas Ha yCTpoucTBe S, nepefaeT AaHHble gRPC Ha
cepep gRPC Ha ocHOBe nognuMcaHHOro cobbiTvst 1 oXmngaeT oTBeTa.

9.3.4. Noppepxka ¢pyHKuunM Bxoaa u Bbixona gRPC

gRPC nogaepxuBaeT onepauum Bxoaa v Bbixoaa, UHULUNPOBaHHbIE CEPBEPOM.

9.3.4.1. MpnHUMN paboTbl

e B CUCTEMY gRPC-knueHT

MHuyumpyeT coobLeHne 0 BXO

gRPC-cBA3b
> MK 1

I
POBOAMT noKarnbHyo ayTeHTUUKaLmio n oTeeyaer

PesyneTatamu Bxoga B cucTemy

PucyHok 9-4. Bxog B gRPC

gRPC-cepBep

e Hactponte dyHkumto gRPC Ha ycTponcTtee S u 3anyctute cny0y cepsepa gRPC.
e YcTpoMCTBO S nony4aeT coobLieHne 0 BXoAe B CUCTEMY, MHULIMMPOBAHHOE CEPBEPOM,

NPOBOANT FOKaNbHYH ayTEHTUMMKALIMIO U OTBEYaAET CEpBEpPY C pe3ynbTaToM BXOAa B
cucTemy.

e Cnyxb6a cepsepa gRPC, HacTpoeHHas Ha yCcTpoucTBe S, nonydaeT TOMbKO cobbiTuA

nonyyvyeHusa, MTHUUMNPOBAHHbIE ayTeHTVI(bVILI,VIpOBaHHbIMI/I cepBepamMun Bxoga.
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lieHWe O BXOAE B cucTeMy gRPC-knueHT

gRPC-cBA3b

v,
Aansaet HopMaLMIo 0 fNokanLHoI ayTeHTUMKaLmm

1 OTBevaer pesyneratamm BXOOa B cuctemy

PucyHok 9-5. Beixog n3 gRPC

gRPC-cepeep

o Hactponte dyHkumio gRPC Ha ycTponcTtee S u 3anyctute cny0y cepsepa gRPC.

e YcTponctBo S nonydaetr cooblieHne O BbIXOAE M3 CUCTEMbI, WMHULMMPOBAHHOE
cepBepoM, yaansieT fokanbHy coBnagatoLLyo MHPOopMaLmMIo 4nst BXoA4a B CUCTEMY U
OTBEYaeT cepBepy C pe3ynbTaToM BbiXo4a U3 CUCTEMBI.

o Cnyxba cepsepa gRPC, HacTpoeHHas Ha ycTponctBe S, 6onblie He nony4vaet
COObITUA NONYYEHNS, MHULMNPOBAHHBLIE OTKMOYEHHbIMU CEpPBEPaMU.

9.3.5. Tunbl cobbITUN, NoaaepxmnBaembie gRPC

gRPC noggepxuBaeT Tpu Tuna cobblTuin: cobblTUS B peanbHOM BpeMEHM, nepuoguyveckue
cobbITNA 1 cobblTnA cbopa AaHHbLIX.

9.3.5.1. MpuHUMN paboTbl

CobbiTna B peanbHOM BpemMeHu: CoOblTuA peanbHOro BPEMEHW UCMOMb3YT NOpor
cpabaTbiBaHMs cobbiTUs B kadecTBe ycnosust ans cbopa uHdopmaummn. Korga gocrturaertcs
nopor cpabartbiBaHusa cobblTus, YCTPOMCTBO cobupaeT MHOpMaUnio U nepenaet cobpaHHyto
nHdopmaLmio Ha cepsep.

Mepunognyeckne cobbitns. Hdopmaumsa o6 ycTponcTee cobmpaeTcd Ha OCHOBE BPEMEHHOIO
nHTepBana. Korga HacTynaeT uHTepBasn, YCTPOMCTBO cobupaeT mHdbopmauuio v nepepaet
cobpaHHyto MHpopMaumio Ha cepaep.

CobbiTna cbopa gaHHbIX: cobbiTe cbopa AaHHbIX WMHULUMPYETCS CepBepoM ANns 3anpoca
OaHHbIX 3a paa3. [Mocne nony4veHnsi coobLeHns yCTPOMCTBO cobmpaeT nHpopmauuio 1 nepegaet
cobpaHHyto MHpopMaumio Ha cepsep.

9.3.6. MNpuBA3ka ykazaHHOro nHtepdenca ana otnpaBkm naketoB gRPC

9.3.6.1. MpuHUMN paboTbl

Mocne Toro kak aucrnetdyep NETCONF oTnpaBnseT Ha ycTpoucTBo komaHay gRPC ans
cO3[daHusa KaHana, yCTPOWMCTBO CO34aeT COKeT nepen OTNpaBKOW MakeToOB Ha cepBep, YTOObI
BbIMOMHUTE Ofepaunio NPOBEPKU CBA3W ANA NPOBEPKM [OCTYNHOCTU MyTU. YCTPOMCTBO
oTnpasnseT nakeTbl gaHHbIXx gRPC Ha cepBep TOMbKo nMpu Hanudun nytu. o ymonyaHuio
CO3[aHHbIN COKET Crny4anHbiM 00pa3om NMpuBSA3bIBaeT MCXOOHLIN aapec nopTta YCTPOWCTBa Ans
oTnpaBkn ping-naketoB. Koraa cepsep nomny4yaeT TOMbKO MakeTbl C YKA3aHHOMO WCXOAHOro
agpeca, NyTb He MOXeT CTaTb JOCTYMNHLIM Nocre BbinonHeHns aenctena gRPC no ymonyaHuio,
1 nakeTbl AaHHbIX JRPC He MoryT 6bITb 3arpyeHbl.

MoaTomy npuBA3bIBaNTE yKa3aHHbIN UCXOAHbIN agpec Npy co3aaHmm cokeTa, 4Tobbl NpoBeEpUTL
AOCTYNHOCTb NyTU. Taknum obpasom, nakeTbl AaHHbIX gRPC MoryT 6biTb 3arpy>eHbl NpaBuiibHO.
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9.3.7. MpeanBapuTenbHaa HacTpoOWKa cepBepOB U COObLITUA, HA KOTOpbIle
HYXXHO noAanucaTbCcA

9.3.7.1. MpuHUMN paboTbl

YCTPONCTBO MOXET 3apaHee co3aBaTb CepBepbl M COObITUSA, HA KOTOPbIE HYXXHO NoanMcaTbes,
C MOMOLLIbIO KOMaHA, U MOXXHO CMOAENMPOBaTh KOHTPOMNNEp ANs yBeAOMIIEHMS YCTPOUCTBA O
cepBepax 1 cobbITMAX, HA KOTOpbIE HY>XHO noanucaTtbes, Yyepe3 NETCONF.

YCTPONCTBO MOXET yaansaTb cepBepbl M COObITUS, HA KOTOPbIE NOAMNMCaHbI, C MOMOLLIbIO KOMaHA,
UM MOXHO CMOLEeNnMpoBaTb KOHTPoOMMep ANs yBeAOMIEeHUs YCTPOWCTBaA O cepBepax u
CcobbITUSAX, Ha KOTOpble He noanucaHbl, Yepe3d NETCONF.

9.3.8. NpeaBapuTenbHas HacTpomMka MHcpopmMmaumum o nonb3oBaTenax And
BXxoAa Ha cepBepbl gRPC

9.3.8.1. NMpuHUMN paboTbl

YCTpOMCTBO MOXET 3apaHee co3aaBaTh Nofb3oBaTenei Ans Bxoaa Ha ayTeHTUULMPOBaHHbIE
cepBepbl C MOMOLLBI0 KOMaHA, Uy CepBep MOXHO UMUTUPOBATb, YTOObI MHULMMPOBATL 3anpoc
Ha BXOA, NPONTM ayTeHTUMKALMIO U COXPaHUTL MHGPOPMAaLMIO O MONb30BaTeNsX, BOWEALMX B
cucTemy.

YCTPOWCTBO MOXET yAansaTb NoNb3oBaTeNemn, BoweALWwmnX B CUCTEMY, HA ayTEHTUULMPOBAHHbIX
cepBepax C MOMOLLbIO KOMaHz, Ui MOXHO UMUTUPOBATb cepBep, YTOObI MHMLMMPOBATL 3anpoc
Ha BbIXO4 M3 CUCTEMbI U yAanuUTb MHpOpMaLUMIo O NOMb30BaTENNAX, BOLIEALINX B CUCTEMY.

9.4. KoHhurypauus

KoHdurypauus

OnucaHue u KomaHaa

BknroyeHne dyHKLUMK

aRPC

(ObGszaTenbHO) Wcnonbayetca gns BkouveHus dyHkuum gRPC.
Moanucka v npegocTaBrieHne OTYETOB O JaHHbIX NOA4epPXMBaKOTCS
TONbKO nocre BktoYeHus dyHkunn gRPC

grpc Cospgaer pexum gRPC nu
BKMtovaeT dyHkumo gRPC
HacTtponka pexnma | (OnumoHanbHo) Mcnonbayetcsa ans HaCTPOWKK pexuma
ayTeHTudmKkaumMm 1 | ayTeHTudmkaumm n atpubytoB ayteHTudmnkaumm cepsepa AAA ons
atpubyToB dyHkumm gRPC Bxoga v Bbixoga, korga TpebyeTtca ayTeHTudmkaums
ayTeHTudmkaumm npw BXo4e Ha cepsBep
cepsepa AAA ansa
yHKUMM _BXOOA ¥ | gythen login {local | | HactpausaeT peXUM
Bbixoga gRPC authentication mlist} ayTeHTUdMKALMM Ons BXOoZa Ha
cepBep
authen aaa-config {retry times | HacrtpauBaet KONnn4ecTBo
timeout second} MOBTOPHBLIX MOMbITOK Bxod4a W
BpemMs oXngaHus ans
ayTeHTudumkaumm cepeepa AAA
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KoHdurypauus OnucaHue u KomaHaa

HacTtpownka ™mnoB | (O6a3atenbHbin)  Mcnonb3yeTca Ans HacTPOWKM  yKa3aHHbIX
cobbITun noanMcaHHbIX cobbITUI

nogaepxmnBaemMbix

gRPC subscr realtime enable BknioyaeT Bce noanucaHHbie

cobbituas gRPC B peanbHom
BpEMEHMU

subscr sample enable

BkrnioyaeT Bce noanucaHHble
nepunogudeckne cobeitna gRPC

subscr-sample-interval interval

YcraHaBnusaeT WUHTepBan
TanMepa Ana  nepuoguyeckmx
cobbITnin

HaCcTpoKkKa cepBepoB

subscr-realtime-interval {all | YcranaBnuBaet Bpems
interval | realtime json-event | nogaBneHns  ana  coObITWIA
interval} pearibHOro BpeMeHu
MpuBA3ka yka3aHHOro | subscr-source-interface MpuBA3bIBaeT yKa3aHHbIN
nHTepdenca ans | interface type interface-number WHTepdenc  Ans  OTnpaBKu
OTnpaBku NakeToB naketoB gRPC
gRPC
[NpeanBapuTenbHas user-server ip-address port-id MpepBaputenbHO HacTpauBaeT

cepBepbl, KoTopble MoryT

nonb3oBartendx Aand

BXOo4a Ha cepBepbl

dRPCc

" coBbITUN, Ha noanMcbIBaTbCsA Ha CobbITUS

KOTOopble HY)>XHO

LG ViEs, |56 type json-event value value MpeaBapuTenbHO  HacTpauBaeT
cobbITUS ans noanmcKku
yKasaHHOro cepeepa

[MpeaBaputensHas user-client id user-name ip- | NpegBapuTenbHO HacTpavBaeT

HacTpouika address MHdOpMaLMIo O Nonb3oBaTensx,

nHdopmaumm o BOLLEALUNX B CUCTEMY CEPBEPOB

gRPC

9.4.1. Bknro4yeHue cpyHkumn gRPC

9.4.1.1. 3dbdeKT KoHduUrypaumm

BkntounTe cnyx6bl knueHta gRPC n cepeepa gRPC.

9.4.1.2. NMpumeyaHun

e Ob6ecneubTe ceTeBOE NOAKNIOYEHNE MEXAY YCTPOUCTBOM U CEPBEPOM.
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o VpeHTudmkatop nopta nokaneHoro cepsepa gRPC — 50 051.

9.4.1.3. lWarn HacTponku

Bknro4yeHune ¢pyHkumm gRPC
e O6GsAzaTenbHbIN.

e Bkniounte ddyHkumio gRPC Ha kaxgom ycTponcTBe B pexume  rnobanbHoun
KOHpurypaumm, ecnm He ykasaHo MHOE.

KomaHga grpc
Mo ymonyaHuio OyHKumna gRPC oTknoYeHa no yMmonyaHuo
Pexum komang Pexunm rnobanbHon koHdurypauum

PykoBogcteo no | VMcnonb3ynTe aTy KOMaHgy Angd co3gaHuna aksemnnspa gRPC, BkntoyeHus
NCMNOJSIb30BaHUIO dyHkumMn gRPC 1 nepexoaa B pexum HacTpolriku npouecca gRPC.

Cnyx6bl gRPC-knneHta n gRPC-cepBepa co3galoTcss O4HOBPEMEHHO,
korga skntoveHa pyHkuma gRPC. Knuentckaa cnyxba gRPC 3arpyxaet
JaHHble Ha cepBep, B TO BpeMmsa Kak cepBepHas cnyxba gRPC
aHanmanpyeT coobLleHnsa ayTeHTumKaLumMm n coobLleHns cbopa gaHHbIX,
OTNpaBrieHHble C cepBepa

9.4.1.4. NpoBepka

3anyctute komaHay show grpc status, 4Tobbl 0TOOpasnTL Bpems paboTbl NOCNE BKITHOYEHUS
dyHkumm gRPC.

9.4.1.5. Npumep KoHcpUrypaumm
NMPUMEYAHME: onncaHna Tonbko koHdurypaums, cesasaHHasa ¢ gRPC.

Bknro4yeHune ¢pyHkumm gRPC
CueHapun: ceTeBas cBa3b Mexay yctponcteom S n PC1 paboTtaet HopMmanbHO.

M1
HO/49 192.168.1.0/30

s [ 1

PucyHok 9-6. Tononorus One-to-one

Warn Bkntounte cyHkumnio gRPC.

HacTPOAKM | 44 crpoitte WAN-nopT

S S(config)# grpc
S(config-grpc)# exit
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c [ www.gtech.ru |

S(config)# interface HundredGigabitEthernet 0/49

S(config-if-HundredGigabitEthernet 0/49)# ip address 192.168.1.1
255.255.255.252

Mpoeepka | MponuHrynTe agpec cepeepa U NpPoBepbTE, MOXHO M YCMELUHO NPOMUHIOBaTb
agpec.
MpoBepbTe, BKkAoYeHa nn oyHkums gRPC

S S# show grpc status

9.4.2. HacTtpoika pexuma ayteHTUdUKaumm u atpmdbyToB ayTeHTU(pUKaLmn
cepBepa AAA pna ¢pyHkuun Bxoaa u Bbixoga gRPC

9.4.2.1. 3chdeKT KoHdUrypaumm

YcTaHOBUTE pexum ayTeHTudukauum gyHkumMm Bxoga u Bbixoga gRPC B pexum 6e3
ayTeHTuurkaummn, nokanbHyto ayTeHTudukaumio AAA nnu ayteHTudukaumio cepsepa AAA
(Bpems oxunaaHns U KONMYecTBO MOBTOPHbLIX MOMbITOK MOXHO HACTPOUTD).

9.4.2.2. NpumeyaHun

o [Ins ayTeHTUpMKaumm cepsepa AAA HeOOX0OMMO BKIHOUNTL PEXUM HOBOW MOLENN.
o  Pexum Ges ayTeHTMdUKaLmmn He pekomeHayeTcs.

e Hepe

KOMeHOYyeTCA UBMEHATb BpeMA OXXMAaHUA N KOJNMMYeCTBO NOBTOPHbIX MOMbITOK.

9.4.2.3. Llaru HacTpouku

Hactpouka pexnma ayteHTudmkaumm cpyHKuMmM Bxoaa n Bbixopaa gRPC
e  OnuuoHanbHbIN.

e  BbinonHuTe 3Ty HACTPOKKY NO Mepe HEO6X04MMOCTH.

¢ 3anyctute komaHgy authen login Ha TpebGyemoM yCTPOMNCTBE B PEXMME KOHpUIypauum
npouecca gRPC, ecrnu He ykasaHO MHOe.

KomaHga authen login {local | authentication mlist}
Onuncanne local: ncnonb3yet nokanbHyt0o 6MBNMOTEKY MMeEH norb3oBaTenen Ans
napameTpoB ayTeHTUmKaumm. ITo pexXmMm ayTEHTUMMKALMM NO YMOMYAHWUIO.

authentication: wncnonb3yeT ykasaHHbIA cnMcok cepBepoB AAA aOns
ayTeHTndmKaumu.

mlist: ykasbiBaeT nms cnmucka AAA

Pexum komaHz | JlokanbHbIA BXO HACTPOEH MO yMOM4YaHuIo, TO eCTb HAcTpoeHa KoMaHaa
no ymonyanuio | authen login local.

Pexwum koHdpurypaumm npouecca gRPC

PykoBoacteo

no | Mocne nonyyeHus 3anpoca Ha BXOA4 C CepBepa YCTPOWCTBO BblbMpaeT

NCMonb30BaHUIO | NMokanbHy ayteHTudukaumio AAA, ayteHTudukauunio cepsepa AAA nnu

pexum 6e3 ayteHTUukauum no Mepe HeobxogumocTtu. Korga

(@ arecy
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ayTeHTUMKaUMsS  MPOXOAWUT  YCMeLwHOo, YCTPOWCTBO  3anucbiBaeT
nHcpopMaLmio 0 nonb3oBaTterne AnA BXoda B cUCTeEMY, a uMeHHo IP-agpec
1 UMA Nonb3oBaTens cepeepa. YCTPOMUCTBO OTBEYaET TOMbKO Ha 3anpochl
COOLITUIA  MOMyYeHUs,  VHULMMPOBaHHbIE  ayTEHTU(PMLMPOBAHHBLIMM
cepBepamu

Hactpouka atpubyTtoB ayTeHTUdUKauum cepsepa AAA ansa pyHKUMM Bxoaa n

Bbixoga gRPC

e  OnuuoHanbHo.
¢  BbInonHuTe 3Ty HACTPOKMKY NO Mepe HeObXoaMMOCTH.
o He pekomeHOyeTCA U3MEHATb 3Ty KOHAUrypauuio Ha YCTPOWUCTBE, €CMM He ykasaHo

NHoe.
KomaHga authen aaa-config {retry times | timeout second}

Onucaxue retry: 3agaeTt KONMYECTBO MOBTOPHbIX NOMbITOK ayTEHTUdMKALMK cepBepa
napamMmeTpoB AAA.

times: ykasblBaeT KONMYECTBO NOBTOPHbLIX MOMbLITOK. 3Ha4YeHne konebneTcs
ot 1 go 100

timeout: ycTaHaBnvMBaeT BpeMs OXuaaHus aAnsa ayteHTudukaumm cepeepa
AAA.

second: ykasbiBaeT BpeMs OXuaaHus B ceKyHOax. 3Ha4yeHne HaxoguTcs B
ananasoHe ot 0 go 300, a 3HayeHne 0 ykasbiBaeT, YTO ayTeHTUdMKaLms
CuMTaeTcd HeydayHoOM Mocre nosiydyeHus cooblieHnss o6 ucteyveHun
BpeMeHun oxngaHus cepsepa AAA

Mo ymonyaHuio
Pexum komaHg

KonnyectBO MOBTOPHbIX MOMLITOK MO YMON4YaHWIO paBHO 1, a BpeMms
OXWAAHWSA MO YMOMYaHWNIO PaBHO 4 CekyHaaMm.

Pexunm koHdurypaumm npouecca gRPC

PykoBoacteo no
MCNONb30BaHNIO

Mcnonb3ynte 9Ty KOMaHOy QAnA HaCTPOMKM KONMMYecTBa MNOBTOPHbIX
NnoMbITOK ayTeHTUdMKauMm U BPEMEHUW OXWOAHUA AN pexuma
ayteHTMdomkaummn cepeepa AAA B cnyyae Bxoda Ha cepsep. He
peKOMeHAYeTCA U3MEHSTb KONTIMYECTBO NOBTOPHbIX NMOMBITOK MO YMOMYaHMIO
N BpemMsa oxuaaHus. bonblioe KoNM4ecTBO MNOBTOPHbLIX MOMbITOK WK
HenpaBuNbHOE BPeEMs OXMUAaHMS MOXeT npuBecTu K 6nokuposke AAA Ha
15 MmHYT (Bbl MOXETE 3anyCcTUTb koMaHAay clear aaa local user lockout all,
4yTOGbI CHATL GnoknpoBky AAA)

9.4.2.4. NpoBepkKa

3anyctute komangy show running, 4Tobbl NPOBEPUTL NPABUIBHOCTL KOH(UrypaLumm.

9.4.2.5. NMpumep KoHcpUrypaumm

NMPUMEYAHMUE: onnckiBaeTCcAa TONLKO KOHUrypauus, ceasaHHaa ¢ gRPC.

HacTtpouka pexnma ayteHTUdbmkaumm cpyHKuMM BXoaa un Bbixoga gRPC
CueHapun: CeTteBas cBa3b Mexay yctponcteoM S n PC1 ocywecTtBnsieTcs B 06bIMHOM pexume.
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HO/49 192.168.1.0/30

PucyHok 9-7. Tononorust One-to-one

Warun Bkntounte cpyHkumio gRPC.

HaCTPOMKM HacTtponte pexum HoBoM mopenun ayteHTudwumkaumm AAA n cnmcka mlist ¢
nmeHem test

S S(config)# grpc

S(config-grpc)# authen login authentication test

MpoBepka | [poBepbTe, NPABUILHO N COXpPaHeHa KOHUrypaums.

[MpoBepbTe, MOXHO N YCNELHO NPONUHroBaTb YCTPOUCTBO C NK-knueHTa.
MpoBepbTe, MoxeT nn MNK-kNMeHT NpoBOANTL ayTEHTUMUKaLMIO M AenaTb 3anvcu

S# show running
S# show grpc client

9.4.3. HacTtpo#ka TunoB cobbITUK, NnoaaepxuBaemMbix gRPC

9.4.3.1. 3hdeKT KoHdUrypaumm

BkntounTb BCe nognncaHHble cobbITUS peanbHOro BpeMeHU YCTPONCTBa.
BkntounTb BCe nognucaHHble nepuoanyeckme cobbiTust yCTPOMCTBa.
N3meHuTe Bpems Tanmepa Ansi NEPUOANYECKMX COObITUN.

9.4.4. NMNpnmeyaHus

CobbITusA, Ha KOTOpble NOANUCaH cepBep, BCTYNAOT B CUSY TOMBKO NOCHe TOro, Kak yka3aHHble
cobbITUS C NOANNUCKON HACTPOEHbI HA YCTPOWCTBE.

9.4.4.1. lWarn HacTponku

BknroyeHne nognmMckm Ha cobbITUA yCTpOUCTBa

O06sa3aTenbHbIN.

3anyctute komaHay subscr realtime enable, 4TO6bl BKNIOYMTL BCE MOAMUCAHHbIE
cobbITNSi peanbHOro BpeMeHW yCTPONCTBaA.

3anyctute komaHgy subscr sample enable, 4yTo6bl BKNIOYMTL BCE MNOAMUCaHHbIE
nepuoauyeckme cobbITUs YCTPONCTBA.

3anyctute komaHgy show grpc channel [ counter | gns otobpaxeHna cobbiTui
peanbHOro BpeMeHWU/NepuoanMYeckux COoObITUIA, MOAMMCAHHbIX CEPBEPOM, Unn Ans
oTOOpaXkeHns CTaTUCTUKN.
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KomaHga subscr [realtime | sample] enable
Onucanwne realtime: ykasbiBaeT nognmcaHHble cobbITUS B peanbHOM BPEMEHW.
napameTpoB

sample: YKa3blBaeT Ha noanncaHHble nepunoanvyeckune cobbITuS

Mo ymonyaHuo

Mognucka Ha cobbiTnsi B peanbHOM BpemeHM/neleop,queCKme coObITUS
OTKIKO4YEHA No yMosn4aHuo

Pexum komaHg,

Pexum koHdurypaumm npouecca gRPC

PykoBoacteo no
NCMNonb30BaHNIO

[Mocne HacTpoKrku COOBLITUA, Ha KOTOPbIE HYXHO nognucaTbeCs, npouecc
gRPC oxunpaet, noka pgucnetdep NETCONF oTnpaBut noanuvckm Ha
cobbiTne. Korga nonyydeHHoe cooblleHne O noanvMcke coBnagjaeTr C
nokanbHbIM cobbITnem, Tpedyowmm nognuckn, npouecc gRPC BkntovaeT
dyHKUMIO oTnpaBku gaHHbIX gRPC o cobbiTun Ha cepsep. lNMocne Toro, kak
oucnetyep NETCONF oTnpaBngdeT O0Tka3 oT Nognucku Ha cobbitne, ecnm
nony4yeHHoe coobLlieHne o0b oTkase OT NOAMNUCKN COBMNadaeT C NokKanbHbIM
cobbiTnem, Tpebytowmm nognuckn, npouecc gRPC oTkntovaeT OyHKUMIO
oTnpaskn aaHHbIX gRPC o cobbiTun Ha cepsep.

Ecnn npouecc gRPC He HacTpamBaeT nognucku Ha cobbiTve, npouecc
gRPC He BbinonHaeT HuWkakon obpaboTku npu NoryvyeHun noanucku Ha
cobbITna nnun otkasa ot nognuckn ot aucnetdepa NETCONF

HacTponka nHtepBana Tanmepa gns nepmoanyeckux coobiTum

OnuyuoHanbHo.
BbInonHuTe aTy HAaCTPONKY No Mepe HeobXoaUMOCT!.

3anyctute koMaHgy subscr-sample-interval Ha TpebyemMom yCTpoMCTBE B pexume
KOHoUurypaumm

npouecca QgRPC, 4T0GbI KM3MEHWUTb WHTEpBan Tanmepa And

nepuoanyeckmx cobbITUIA, ECNN HE yKa3aHO UHOoe.

KomaHga subscr-sample-interval interval
Onuncanne interval: ykasbiBaeT nokanbHO HaCTPOEHHbIN MHTepBan A OTYETOB O
napameTpoB nepuognyeckmx cobblTnsax B cekyHgax. 3HadeHne Bapbupyetcs oT 1 go

65 535, a 3HayeHuMe nNo ymonyaHuto pasHo 10

Mo ymonyaHuio

MHTepBan Tammepa MO YMONYaHUIO ANd MNepuogndeckmx cobbitui
NCNonb3yeTcs Mo yMOMYaHuto

Pexum
KOHdourypaumm

Pexum koHdurypaumm npouecca gRPC

PykoBoacteo o
NCMNOMb30BaHUIO

Mocne TOro, Kak nognMcaHHOe nepuoaunyeckoe cobbiTve YCTPOWCTBa
BkntoveHo 1 NETCONF  manager oTnpaBnser  noanvMcaHHoe
nepuoagnyeckoe cobbitne, npouecc gRPC 3anyckaeTr Tanmep
nepuognyeckoro cobbitnss n oTnpaensieT gaHHble gRPC Ha cepsep,
KOTOpbIN NoanucbiBaeTcst Ha cobbiTne. Korga nepuoanyeckoe cobbiTue,
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otnpasBnsemoe NETCONF manager, He coOepXuUT BpPEMEHHOrO
WHTepBana, WHTepBan TauWMepa onpegenseTcs KomaHoonm subscr-
sample-interval. Ecnu nepuoauyeckoe cobblTne, OTnNpaBnsemMoe
NETCONF manager, cooepXuT WHTepBan Taumepa, 9TOT WHTepBan
Tanmepa UMeeT NPEUMYLLIECTBEHHYIO CUMy

HacTponka BpemeHu nogaBneHns onsa coobITUN pearibHOro BPeMeHMU
e  OnuuoHanbHo.
e  BbInonHuTe 3Ty HACTpOIiKy Mo Mepe HeoBXoaUMOCTH.

e 3anyctute komangy subscr-realtime-interval Ha TpebyemMoM yCTpPOMCTBE B pexunme
KoHgurypauum npouecca gRPC, 4To6bl M3MEHUTb BpeMs nogasBreHust coObiTuin B
peanbHOM BPEMEHW, eCNN HE YKa3aHO MHOE.

KomaHnga subscr-realtime-interval {all interval | realtime json-event interval}
Onucaxue all: ykasbiBaeT, YTO KOH(Urypaumsa BNnsSeT Ha BCe COObITUS B pearibHOM
napameTpoB BPEMEHM.

realtime: ykasbiBaeT, 4YTO KOH(urypaumss BCTynaetr B Ccuny npu
onpeaeneHHoM cobbiTUM peanbHOro BpEMEHM.

json-event: ykasbiBaeT TMMN HACTPOEHHOIro CobbITUA B peanbHOM BPEMEHM.

interval: 3agaeT nHTepBan nogasneHus AnNs NpegocTaBrneHns OaHHbIX O
coObITUSAAX  peanbHOro BPEMEHM B  MUNMCEKyHAax. 3HadeHue
BapbupyeTca ot 1 go 1000000, n cobbiTMa peanbHOrO BPEMEHU MO
YMOSYaHMIO He NOAABNATCA

Mo ymonyaHuto CobbITnA B peanbHOM BpeMEHW He NOAABMSATCS N0 YMOMYaHMIO.
Pexnm Pexum koHdurypaumm npouecca gRPC
KOHdourypaumm

PykoBogcteo no | lMocne Toro, Kak YCTPOMCTBO aKTUMBMPYET MNognucaHHoe cobbiTne
MCNONb30BaHNIO | pearibHOro BpeMeHn, ecnu cpabaTbiBaeT NOpoOroBoe 3HaYeHne cobbITus,
reHepupylTCs NakeTbl peanbHOro BpeMeHU 1 OTNPaBnsioTCa Ha cepsep,
KOTOpbIA MoAnNUCbIBaeTCcss Ha cobbiTve. Korga noporoBoe 3HaveHue
cpabaTbiBaeT YacTo, 3a KOPOTKUA NMPOMEXYTOK BPEMEHU FreHepupyeTcs U1
oTnpasnseTcsa Ha cepsep BonbLUoe KONMYeCTBO NakeToB. [laHHbIe B 3TUX
naketax MoryT OblTb OAMHAKOBLIMWM, HO 06paboTka 3TUX MakeToB
3HaYMTENbHO YBENWYMBAET Harpysky Ha YCTPOWCTBO U cepBep. YTobbl
npegoTBpaTUTb 3TOT Crlydan, 3anycTtute KomaHgy subscr-real time-
interval ona nogaBneHWss reHepaumm HOBbIX MaKeToB AN COObITUI
peanbHOro BpEMEHU B TeYEHWe onpeaeneHHoro nepmoga BpeMeHm

9.4.4.2. NMpoBepka
e 3anyctute komaHgy show grpc subscr realtime, 4To6bl 0TO6pPa3nTb NOAMMCAHHbIE
cobbITMA B pearnibHOM BPEMEHM.

e 3anyctute komaHgy show grpc subscr sample, 4to6bl 0TOBpPa3nTL NognNMcaHHbIE
nepuogunyeckne coodbitus.
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e 3anyctute komangy show grpc channel [counter], 4yTobbl oTOBpasuTb IP-agpec,
noeHTndmkaTop nopTa n nognucaHHble cobbITMs cepBepa nnm oTobpasnTb pasnnyHyLo
CTaTUCTUKY.

9.4.4.3. NMpumep KoHcuUurypaumm

BknroyeHne noanmuckn Ha cobbITUA B pearbHOM BpeMeHU YCTPpOUCTBa
CueHapuii: ceTeBasi cBA3b Mexay ycTpoincteoM S n PC1 paboTtaeT HopMarbHo.

MK 1
HO/49 192.168.1.0/30

S [ ]

PucyHok 9-8. Tononorust One-to-one

Warun e  Bknounte dyHkumio gRPC (onyLueHo).

HaCcTponkn e YcTaHOBUTE COBbLITME peanbHOr0 BPeMeHN U3MEHEHUs KOHUrypaLmm

CLI, Ha KoTOpble HYXHO noanucaTbCs.

e Menegpkep NETCONF nognucbiBaetcs Ha CoOblTUE W3MEHEHUS
KoHpurypaumm CLI B peanbHOM BpeMeHH

S S(config)# grpc

S(config-grpc)# subscr realtime enable

Mpoeepka | 3anyctute komaHgy show grpc subscr realtime, 4To6bl OTO6pasnTbL
KONmM4ecTBO CepBEPOB, KOTOPbIE NOANUCANUCh Ha CobbITUE B peanibHOM BpeMeHU
n3meHeHust koHpurypauum CLI.

3anyctute komaHgy show grpc channel [counter], 4TO6bl OTOOpa3nTbL
IP-agpeca, naeHTMdMKaTOpbl MOPTOB U NOAMUCAHHbIE CODLITUA CEPBEPOB UMK
pasnMyHy CTaTUCTUKY

S S# show grpc subscr realtime

S# show grpc channel counter

Bknro4yeHne noanuckn Ha nepuoanyeckue coobITUA YyCTPOMUCTBA
CueHapuin: ceTeBas cBa3b Mexay ycTponctBom S n PC1 paboTtaet HopmarnbHoO.

MK 1
HO/49 192.168.1.0/30

s [ ]

PucyHok 9-9. Tononorua One-to-one
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Warn e  Bknwounte cpyHkumo gRPC (onyweHo).

HaCTpOuKy e Hactpoiite nepvoanyeckoe cobbiTve DCB PFC ans nognucku.

e MeHempxep NETCONF noanucbiBaeTca Ha nepuoanyveckoe cobbiTue
DCB PFC

S S(config)# grpc
S(config-grpc)# subscr sample enable

Mpoeepka | 3anycTute komaHay show grpc subscr sample, 4To6bl 0TOOPaA3UTL KONYECTBO
cepBepoB, KOTOpble NoAnucaHbl Ha nepuoandeckoe cobbite DCB PFC.

3anyctute komaHay show grpc channel [counter], 4TO6bl OTOOpa3uTL
IP-agpeca, naeHTudmkaTopbl NOPTOB M MOAMUCAHHbIE COBLITUS CEPBEPOB MK
pasnMYHyto CTaTUCTUKY

S S# show grpc subscr sample

S# show grpc channel counter

HacTponka nHtepBana Tanmepa ans nepuoanyecknx coobitum
CueHapun: ceTeBas cBa3b Mexay yctponcteom S n PC1 paboTtaet HopMmanbHO.

MK 1
192.168.1.0/30
H0/49

S [ ]

PucyHok 9-10. Tononorust One-to-one

Warn o Bknrounte dpyHkumo gRPC (onyweHo).

HacTpouku e YCTaHOBUTE MHTepBan AMNs NepUOANYECKOrO NOMyYeHUst NOAMMCAHHOIO

nepuogmyeckoro codbitnsa Ha 10 cekyHa

S S(config)# grpc

S(config-grpc)# subscr-sample-interval 10

MpoBepka | 3anycTnte NpUMEpPHYO0 KOMaHay show grpc subscr, 4Tobbl 0TOGPa3nTb MHTEpPBAn
Tanimepa Bcex NoAnMcaHHbIX NepUoanNYecKknx cobbiTum

S S# show grpc subscr sample
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Hactpoika BpemeHu nogaBneHnsa Ans coobITUM pearibHOro BpeMeHu
CueHapuii: ceTeBasi cBsi3b Mexay ycTpoincteoM S n PC1 paboTtaeT HopMarbHo.

MK 1
HO/49 192.168.1.0/30

s [ ]

PucyHok 9-11. Tononorust One-to-one

Warn e Bknwounte cpyHkumo gRPC (onyweHo).

HaCTpoMKN e YcTaHOBUTE BpeMsi nofdaeneHust Ha 500 Mc Anst BCeX MOAMUCAHHbIX
Cco0bITUIN B peanbHOM BpeMEHU

S S(config)# grpc

S(config-grpc)# subscr-realtime-interval all 500

MpoBepka | 3anyctute komaHgy show grpc subscr realtime, 4yTobbl 0TOGPa3NTL BpemMs
noJasrieHMs BCEX NOANMCaHHbIX COObITUIA B pearibHOM BpeEMEHM

S S# show grpc subscr realtime

9.4.5. MNpuBA3Ka ykazaHHOro nuitepdenca ansa ornpasku naketoB gRPC

9.4.5.1. 3hdeKT KoHduUrypaumm

gRPC ucnonb3yeT IP-agpec ykazaHHOro nHTepdgernca ans oTnpasku NakeTos.

9.4.5.2. NMpumeyaHun

o  (CBsI3aHHbIN UHTEPMdENC OOIMKEH ObITh BKITHOYEH.
o [1ns cBsi3aHHOro MHTepdenca Heobxoaumo HacTpouTb IP-agpec.

9.4.5.3. llarn HacTponku

MpuBA3Ka ykazaHHOro nHrtepcenca ana ornpaBku naketoB gRPC
e  OnuuoHanbHo.
e  BbinonHuTe 3Ty HACTPOKKY NO Mepe HeO6XoaMMOCTH.

e 3anyctute koMaHagy subscr-source-interface Ha TpebyemoM yCTPOMCTBE B pexunme
HacTponku npouecca gRPC, ecniv He yka3aHo MHoe.

9.4.5.4. NpoBepka

3anyctute komaHgy show running, 4tobbl NPOBEPUTHL NPABUITBHOCTb KOHMUIypauuu.
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9.4.5.5. CBAA3aHHble KOMaHAbI

MpuBsaska ykasaHHOro MHTepdpenca Ana otnpasku naketos gRPC

KomaHga subscr-source-interface interface-type interface-number
Onucanwne interface-type interface-number: ykasbiBaeT nmsi uHTEphenca
napameTpoB

Mo ymonyaHuo
Pexum komaHg,

gRPC cnyyaiiHbiM 06pa3om NpuBA3bIBAET UCXOAHbIV aapec Anst OTNPaBKu
nakeToB MO YMOYaHUIo.

Pexum koHdurypaumm npouecca gRPC

PykoBoacteo no
NCMNOMb30BaHUIO

Henctene gRPC no co3gaHuio kaHama no yMOSYaHWo 3akniovaeTcs B
Crny4aiHOM NpuBsI3KE agpeca WUCTOYMHWKA AN oTnpaBku naketoB. Koraa
cepBep MonyyaeT MakeTbl TOMbKO C YKasaHHOrO agpeca MCTOYHMKA,
pencreme gRPC no ymon4yaHuio He MOXET COOTBETCTBOBATb TpeboBaHUAM
npunoxexHmsi. B aTtom cnyyae 3anyctute Komangy subscr source-
interface, 4Tobbl ykaszaTb agpec NCTOYHUKA ANs OTNPaBKu NakeToB

9.4.5.6. Npumep KoHcpUrypaumm

NMPUMEYAHMUE: onvcbiBaeTCcsa TOMNbKO KOHUrypauus, cesasaHHas ¢ gRPC.

MpuBA3ka ykazaHHOro nHtepcenca ana ornpaBku naketoB gRPC
CueHapun: ceTeBas cBa3b Mexay ycTponcteom S n PC1 paboTtaet HopMarnbHO.

MnK1
HO/49 192.168.1.0/30
S 1
PucyHok 9-12. Tononorust One-to-one

Warn Bkntounte pyHkumio gRPC.
HACTPOMKN | Hacrpoiite WAN-nopT
S S(config)# interface HundredGigabitEthernet 0/49

S(config-if-HundredGigabitEthernet 0/49)# ip address 192.168.1.1

255.255.255.252

S(config-if-HundredGigabitEthernet 0/49)# exit
S(config)# grpc
S(config-grpc)# subscr-source-interface HundredGigabitEthernet 0/49
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Mpoeepka | MpoBepbTe, NPABUMLHO N COXPaHEHA KOHAUrypauus.

MponuHryinTe agpec cepsepa M NPOBEPbTE, MOXHO MM YCNELHO NPOMNMHIoBaTh
agpec.

MpoBepbTe, MOTYT N YCTPOWCTBO U CEpBEpP MNpaBUIbHO B3aUMOAENCTBOBATbL
[IPYT C APYrom

S S# show running

S# show grpc channel

9.4.6. NMpepBapuTenbHasas HacTpoOMKa cepBepoB U COOLITUWA, HA KOTopbie
HY>KHO nognucaTbCcA

9.4.6.1. 3chdeKT KoHUrypaumm

Mocne npeaBapuUTENbHOM HACTPOMKM CEPBEPOB M COOLITUIA, MoAanexawux noanucke, Ha
cepBepbl MOXHO OTNPaBMATb OTYEThI O CBA3aHHbIX cobbITMaXx gRPC.

9.4.6.2. NpumeyaHun

e Aapec u ngeHtudukaTop nopta cepBepa A0MKHbI ObITb AENCTBUTENBHBIMUN.
o  CobbITna n napameTpbl 4Ns NOSNUCKN SOMKHbI OblTb NPpaBUAbHLIMU U OENCTBYOLNMM.

9.4.6.3. LLlarn HacTpouku

MpenBapuTenbHaa HacTporKa cepBepa, KOTOPbIN MOXET NoANUCLIBaTLCA Ha

coobITnA

e ObOsA3aTenbHbIN.

KomaHga user-server ip-address port-id
Onuncanne ip-address: ykasbiBaeT IPv4-agpec cepepa.
napameTpoB

port-id: yka3biBaeT naeHTndmkaTop nopTta cepeepa

Pexum komaHg

Pexnm koHdurypaumm npouecca grRPC

PykoBoacteo no
NCNOSb30BaHMIO

Mcnonb3ynTte aTy KOMaHAy On8 NpeaBapuTenbHOrO CO34aHus yKasaHHOro
KaHana cepeepa u nepeknodeHnsa Ha Pexxum noanuckm cepeepa gRPC.

B aTOM pexunme MOXHO HacTpoOUTb COOLITUS KaHama, Ha KOTOpble HYXXHO
nognucaTbCes.

YCTPOWCTBO MOXET 3apaHee co3aaBaTb CEPBEPLI U COObITUSI, HA KOTOpbIE
HY>KHO MognucaTbCs, C MOMOLLBIO KOMaHg, MM MOXHO CMOZenvpoBaTb
KOHTpONnep Ans yBe4OMIIEHWSI YCTPOMCTBA O CepBepax U CoObITMAX, Ha
KoTOpble Hy>XHO nognucaTbes, Yepe3 NETCONF.

YCTPOWCTBO MOXET yAansiTb CepBepbl U COObITUS, Ha KOTOPbIE MOANNCAHbI,
C MNOMOLLbI KOMaHO, WM MOXHO CMOAENVpoBaTb KOHTpOMnep Ans
yBEOOMIIEHMS YCTPOWCTBA O CepBepax M COObITMAX, Ha KOTOpble He
nognucanbl, Yepe3 NETCONF
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MpeaBapuTenbHas HaCTPoOMKa COObLITUMA, Ha KOTOPbIE HYXKHO NoANUcaTbCA
e (ObOgA3aTenbHbIN.

KomaHga type json-event value value

Onucanwne json-event: ykasbiBaeT Tun cobbitus. MNMNogpobHee CM. B BbIBOAE KOMaHAbI
napamMmeTpoB show grpc subscr | include json

Onucanue value: HacTpavBaeT 3HayeHue napameTpa, T. €. MOPOroBoe 3Ha4YeHne Ans
napameTpoB cobblT B peanbHOM BPEMEHM W BPEMEHHOW UWHTepBan [Ans

nepuoanyeckmx cobbITuim

Pexum komang | Pexum nognucku cepeepa gRPC

PykoBogcteo no | Hactponte cobbitma n napameTpbl And NOAMNUCKM Ha KaHan, KoTopble
NCNONb30BaHUIO | 4OMKHbI cooTBETCTBOBAaTh KOH(purypauun B NETCONF

9.4.6.4. NpoBepka

e 3anyctute komMaHgy show running, 4Tobbl NMPOBEPUTL MPABUIIBHOCTL KOHUIrypaumm.
¢ 3anyctute komaHgy show grpc channel, 4yTobbl NpoBEPUTL NPaBUNTBHOCTL CEPBEPOB

1 coObITUI, Noanexallunx noanncke.
9.4.6.5. Npumep KoHcpUrypaumm
MPUMEYAHUE: onnckiBaeTcAa TOSMbKO KOHUrypauus, ceasaHHas ¢ gRPC.

NMpeaBaputenbHas HacTpoOWKa cepBepOB U COOLITUW, Ha KOTOPbI€ HYXHO
nognucatbcA

CueHapun: ceTeBas cBa3b Mexay ycTponcteom S n PC1 paboTtaet HopMarnbHO.

MK 1
HO/49 192.168.1.0/30

s [ ]

PucyHok 9-13. Tononorust One-to-one

Warn Bkntounte pyHkumio gRPC.

HACTPOUKN | Hacrpoitte kaHan.

HacTtponTe T1n noganuncku

S S(config)# grpc
S(config-grpc)# user-server 192.168.0.112345
S(config-grpc-us)# type 0x10000000 value 10
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Mpoeepka | MpoBepbTe, NPABUMLHO N COXPaHEHA KOHAUrypauus.

MponuHryinTe agpec cepBepa v NPOBepbTe, MOXHO NN YCNeLHO NPOMUHIoBaTh
agpec.

MpoBepbTe, MOTYT N YCTPOWCTBO U CEpBEpP MNpaBUIbHO B3aUMOAENCTBOBATbL
[IPYT C APYrom

S S# show running

S# show grpc channel

9.4.6.6. PacnpocTpaHeHHble OWnOKn

lMoporoBoe 3HadeHne ans cobbiTU B peanbHOM BPeEMEHM HaxoauTcs B AnanasoHe oT —1 go
100, BpeMeHHOW MHTepBarn Onsa nepnoamvyecknx cobbiTMn HaxoauTca B AvanasoHe ot —1 Oo
65 535, n Heo6x04MMO UCNOMNBb30BaTh CYLLECTBYHOLWMUI TUM. B NpOTMBHOM criydae KoHpurypaums
He BCTYNaeT B CUIY U HE COXPaHSETCH.

9.4.7. NpenBapuTenbHaa HacTpoMKka MHdopMauuMm o nonb3oBaTensax Ans
BXxoAa Ha cepBepbl gRPC
9.4.7.1. AhbdeKT KoHdUrypaumm

Mocne Toro, kak nHdopmaumsa o nonb3osaTtene Ans Bxoga Ha cepeep gRPC npeaBapuTensHO
HacTpoeHa, UHopmMauma MoxeT OblTb NPaBUbHO MOslyYyeHa Ans 3anpocoB cobbiTuii cbopa
aHHbIX, MHULMMPOBAHHbIX YKasaHHbIM cepBepom gRPC.

9.4.7.2. NMpumeyvaHun

e Agpec cepBepa OOMKeH ObiTb 4ENCTBUTENBHbIM.
o VpeHTudmkatop nonb3oBaTensl, BOWEALLEro B CUCTEMY, AOIMKEH OblTb YHUKANbHbLIM.

9.4.7.3. CBAA3aHHble KOMaHAbI

NpeaBaputenbHas HacTpouka WMHcopmauum O nosfib3oBaTensx BxoAda Ha
cepBep gRPC

e O0OsA3aTenbHbIN.

KomaHpa user-client id user-name ip-address
Onuncanne id: ykasbiBaeT naeHTUdUKaTop forMHa nosnb3oBaTens.
napameTpoB

user-name: ykasbiBaeT UMs NOfb30oBaTeNs (He CBA3aHHOEe ¢ GMGnMoTekon
AAA; MOXeT BbITb HE 3aperMcTpMpOBaHHbIM NOJIb30BaTENEM).

ip-address: ykasbiBaeT paspeLleHHbI agpec

Pexum komaHg | Pexum koHdurypaumm npouecca gRPC

PykoBoacTBo rno | YCTPOMUCTBO MOXET MpedBapuTenbHO co3faBaTb MNorb3oBaTenen ang
MCNONb30BaHMIO | BXOA4a Ha ayTeHTU(MUMPOBAaHHbIE CepBEPbl C MOMOLLBID KOMaHA, Wnu
cepBep MOXET b6bITb CMOAENUPOBAH A1 MHALMNPOBAaHMS 3anpoca Ha BXo[,
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NpoxXoxaeHund ayTeHTI/ICbI/lKaLl,I/IVI 7 COXpaHeHud I/IHd)OpMaLI,I/II/l (0}
nonb3oBaTendx, Boweaunx B CACTEMY.

YCTPOMCTBO MOXET yaanaTb nonb3oBaTenein, BOLIeAWMX B CUCTEMY C
ayTEeHTUULMPOBAHHBLIX CEpBEpPOB, C MOMOLLL KOMaHg, Wnu cepeep
MOXeT ObITb CMOAENUPOBaH ANs MHULMMPOBAHMS 3anpoca Ha Bbixon M3
CUCTEMbl W YyOaneHus uHdopMauum O MoNnb3oBaTensix, BOWEALWUX B
cuctemy

9.4.7.4. NpoBepka

o 3anyctute komaHgy show running, 4ToObl NPOBEPUTE NPABUNIBHOCTb KOHGUIYpPaLMN.

e 3anyctute komaHgy show grpc client, 4ToGbl oTOGpa3uTL uMHGOPMaUMIO O
nosib3oBaTensx, BOLWEALMX B CUCTEMY.

9.4.7.5. NMpumep KoHcurypaumumn
NMPUMEYAHMUE: onncbiBaeTcAa TONbKO KOHpMrypauus, ceasaHHasa ¢ gRPC.

NMpepBaputenbHas HacTpouMka WMHdOpMaUMM O MnoNb3oBaTensix BXoga Ha
cepBep gRPC
CueHapun: ceTeBas cBa3b Mexay ycTponcteom S n PC1 paboTtaet HopManbHO.

- -

s [ ]

MK 1
192.168.1.0/30

PucyHok 9-14. Tononorust One-to-one

Warn Bkntounte pyHkumio gRPC.
HACTPOVKN | HacTpoiiTe MHGbopMaLMIio O Nomnb3oBaTene ANs BXOAA Ha YKa3aHHbI cepsep
S S(config)# grpc
S(config-grpc)# user-client 12345 test-user 192.168.0.1
MpoBepka | NpoBepbTe, NPaBUBEHO NN COXPaHEHa KOHMUrypaums.
MponuHryiTe agpec cepeepa M NPOBEPbTE, MOXHO 1M YCMELHO NPOMNMHIoBaThb
agpec.
MpoBepbTe, MOXHO N MONY4YNTb MHOpPMALMIO AN 3anpoca cobbiTus cGopa
[AaHHbIX, UHULIMNPOBAHHOIO CEPBEPOM
S S# show running
S# show grpc client
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9.5. MOHUTOPWUHr

9.5.1. OumcTKa

NMPUMEYAHUE: BbinonHeHWe komanpg clear MOXeT MpMBECTUM K MOTEPEe XMU3HEHHO BaXKHOW
MHopMaumm n, Takum 06pasom, K npepbiBaHNO paboTbl Cryxo.

OnucaHue

KomaHpa

Ounwaer CTaTUCTUKY cepBepa,
KOTOPbIN MOXEeT MOANUCLIBAaTLCA Ha
cobbiTna gRPC

clear grpc channel [ip-address port-id] [counter]

OunwaeTr paHHble O NepuoanvecKkmnx
cobbITnax gRPC 1 cobbITnax peanbHOro
BpeEMEHMU

clear grpc subscr [sample] [counter]

9.5.2. OTOoGpaxeHue

OnucaHue

KomaHpa

Otobpaxaer |IP-agpec, wugeHTudmkaTop
nopTa v noanucaHHble cobblTua cepBepa nnm
pasnuyHble CTaTUCTUYECKNE AaHHbIE

show grpc channel [ counter ]

OtobpaxaeT WMHopMaLmIo o]
nonb3oBaTensax, BOLWEAWNX B CUCTEMY Ha
cepepax gRPC

show grpc client

OtobparkaeT Tekywee coctosiHne gRPC

show grpc status

OtobpaxaeT  cTaTycChbl N CTaTUCTUKY
noanNUcaHHbIX COBLITUIN HA YCTPOMUCTBE

show grpc subscr [realtime | sample]

9.5.3. OTnapka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI NPpU BbIBOAE OTNag04vHOM MHdopMaumu. Noatomy
OTKMNtoYanTe nepeknoyaTenb OTNaaku cpasy nocrie NCnofnb3oBaHuUs.

OnucaHue KomaHaa

Otnagka doyHkuum gRPC

debug grpc { all | event }
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10. HACTPOUKA IFA U PSR
10.1. O630p

AHanusaTtop BHyTpunonocHoro notoka (IFA) u otyeT ©O cTatuctuke naketoB (PSR)
oGecneynBatoT OYHKUNIO BbIBOPKM ANst BU3yanusaumm tpadumka. |IFA MOXHO ncnonb3oBaTb ANs
TOYHOrO onpeaenieHns NyTM 1 3aiepXXKu Nepechbiniki onpegeneHHoro Tpaduka, nHkancynaumm
Takon MHdopMaumm B nakeTbl NPOTOKoMa nonb3oBatenbcknx gatarpamm (UDP) u oTnpasku
nakeToB Ha cepBep KNMeHTa Ang aHanmsa. PSR MOXHO MCnonb3oBaTb 418 Nepuoguyeckon
BblOOpkn 6a3bl AaHHbIX ynpaeBneHusi (MIB) uHTepdperica M CTaTUCTUKM  UMHTepdenca,
WHKancynaumm tTakon nHdgopmauumn B naketbl UDP 1 0TNpaBkmn NakeToB Ha cepBep KIIMeHTa.

lNMpoTokonbl U cTaHAapTbI
CobcTBeHHbIN npoTokon QTECH.

10.2. NMpunoxeHusn

MpunoxeHue OnucaHue

Busyanusauus tpadvka OtbupaeTr Tpadmk wuHTepdenca B JOKaNbHOM CeTU WU
oTnpaBnsieT pesynbTtaTtbl BblIOOPKM Ha cepBep Ans aHanuaa
Tpadumka, 4Tobbl 4OCTUYL LIENN MOHUTOPUHIa CETU

10.2.1. Busyanunsauusa tpaduka

10.2.1.1. CueHapun

Kak nokasaHo Ha PuvcCyHke HWXe, pelueHue ANs Bu3yanusauum Tpaduka HacTpoeHo And
MOHUTOPMHIra obmeHa gaHHbIMK Mexay cepepamu 1 1 2. CeTeBble YCTPOUCTBA MEXAY ABYMS
cepBepaMn ynpoweHbl A0 Tpex YCTPOWCTB, MOKa3aHHbIX Ha PUCYHKe, a KOoHdurypauums
ONYLUEHHbIX MPOMEXYTOYHbIX YCTPOMCTB Takas Xe, Kak u nepeknoyatens 2. Boibopka IFA
BKMOYEHA Ha nepeknioyaTene 1, ycTponctee Hadvana Bblbopku. B naketbl BbiGopkn IFA
pobaensietcss none metagatbl (MD) Ha kommyTaTope Hadvana BblGOpkM 1, MPOMEXKYTOYHOM
nepekntodatene ycTpomMcTBa 2 W MepeknyaTtene KOHEYHOro YCTPOWCTBa BbliOopku 3
nocnegoBaTtenbHO, U KOMMYTaTop 3 oTNpaBndeT nakeTbl Ha cepeep IFA ons aHanmaa.

te0/13 te0/14  hu0/1 hu0/2 te0/15 te0/16

KommyTtarop 1 KommyTtatop 2 KommyTtarop 3
Cepsep 1 Cepsep 2

PucyHok 10-1.

10.2.1.2. Pa3BepTbiBaHue

e HactponTe loopback-nopt IFA Ha koMMmyTaTope 1 1 HacTpoWTE CBA3aHHbIV C BbIOOPKOW
IFA ACL, yacToTy Bblbopkn n none MD, koTopble ByayT 0o6aBnATbCA K Naketam Ha
UHTepdence BbIGOPKN.

e Ha kommyTaTope 2 HacTpouTe nHTepdenc Bolbopkm, 4ToObl 406aBUTL B NakeTbl None
MD.
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e Ha kommyTtatope 3 HacTpouTe WMHpopmMauuio O cepBepe U HacTpontTe uHTepdenc
BbIOOPKM, 4TOOLI 400aBUTL None MD B nakeThl.

e Hactponte Bbibopky PSR Ha niobom kommyTtatope ansa BbiBoga MIB u ctatuctukm
nHTepdenca BolOOPKN.

10.3. ®DyHKUUMU

10.3.1. ba3oBble KOHUeNnTbI

Mcnonb3ya ceTeBble YCTPOMCTBA B KayecTBE Y3MNOB U MHTEPdENChbl YCTPOWCTB B KayecTBe
OCHOBHbIX €4uHUL, BbIOOPKM, BU3yanuaaumst Tpadmka Ucnonb3yeT annapaTHble MUKPOCXEMb
ans BblGOPKM W OTNpaBKM MHGOPMaUMM O MNyTAX Nepecbuiku Tpaduka Ha cepsep ANs
MOHUTOpPUKHra Tpaduka. Takmm obpasoM, COCToAHME Tpadmka MOXHO OTCNEXUBATb B peXnme
peanbHOro BpeMeHU, a UCKIYeHnsa Tpadmka MOXHO CBOEBPEMEHHO NAEHTUMULMPOBATL, TEM
cambliM obecneymBasa HopmarbHYH U cTabunbHyto paboTy cetu. Bolbopka IFA 3akntodaetca B
nobaeneHum mHpopMauun O KOHKPETHOM Tpadmke, TakOM Kak MyTb U BPEMEHHas MeTKa, K
naketam, mHkancynauum naketoB B UDP-nakeTol n otnpaske UDP-nakeToB Ha cepBep Ans
aHanmsa. Bbibopka PSR 3akniovyaetcs B NepuMOAMYECKOM NPOCMOTPE WHgopmaumMm o
KOHKPEeTHbIX MHTepdencax.

10.3.2. O630p

OcobeHHOCTbL OnucaHue

Boibopka IFA O6pabaTbiBaeT nNakeTbl, NpoOXogslne Yyepes nHTepdencol, n oTnpasnsaeT
nX Ha cepsep ANns 06paboTku

Bolbopka PSR | Nepuognyeckn otnpasnser MIB, Oydcdep u gpyrylo  nHbopmaumio
MHTepgenca Ha cepeep

10.3.3. Bbibopka IFA

lMakeTbl, KOTOPbIE MPOXOAAT Yepe3 UHTepdencol, obpabaTbiBalOTCA M OTNPABNAOTCS Ha cepBep
anst obpaboTku.

10.3.3.1. NMpuHUKMN paboTbl

B KOHTpoONMpyemown ceTu HavaribHOE M KOHEYHOEe YCTpPOMCTBa MOHMTOpuHra IFA moryt 6biTbh
BblOpaHbl N0 Mepe HeOBXOONMOCTU, U MOXET BbiTb HECKONMBbKO MPOMEXYTOYHbIX YCTPOMCTB. Ha
Ha4anbHOM YCTPOMCTBE, KOraa nakeTbl NPOXoddaT Yepes nHTtepdgenc Boibopkn IFA, nHtepdeinc
BbINONHAEeT 00paboTky BbiGopkn IFA ona naketoB, cooTBeTcTBytowmx ACL, Ha ocHoBe
KOHcurypaumm Boidopkn nHTepdenca. ObpaboTka BknovaeT gobaBneHne 3aronoBka garyuka
INT (meTka gatuuka, gnvHa 3arpysku, SN n gpyras nHdopmaumsi) n nons MD (maeHTudpukatop
YCTPOWCTBA, MHpOpMaLMs O BXOAE/BLIXOAE M BPEMEHHAA MeTka Bxoga/Bbixoga). PyHkums IFA
ncnonb3yet loopback-nHtepdenc ons nepecbinki NakeToB, MOMEYEHHbIX 3arofloBKOM AaTymka
INT, yepes ncxogHoeii Bxog. None MD Takke Heobxogumo O00aBnATb K NakeTam, Korga OHU
NPOXOAAT Yepesd MPOMEXKYTOUYHbIE YCTPONCTBA U KOHEYHOE YCTPOMCTBO. KOHeYHoe yCTpoMCTBO
WHKancynupyet pesynbTaTbl Bbloopku IFA B nakeTsl UDP u otnpasnseT ux Ha cepsep IFA ons
aHanu3aa. NyTb 1 3agepxka Nepecbinikn onpeaeneHHoro Tpadumka MoryT 6bITb onpegeneHbl Ha
ocHoBe rnong MD u gpyron nHgopmauumn B naketax IFA.
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10.3.4. Bbibopka PSR

Mpun BbIGOpPKE PSR MIB 1 cTatncTnka HTEepdenca nepmoamyeckm OTNpaBniaoTca Ha cepeep.

10.3.4.1. NMpuvHUUN paboTbl

Bbibopka PSR npegHasHadeHa gns 3arpysku MIB (nHdopmauusa o6 yctponctee) n 6ydepHon
WHopMaumm (CocTodHMe wHTepdperica M CcTaTUCTUKa Nepedadn U MOMNyyYeHUsa MakeToB)
nHtepdenca Ha cepsep. [lo wuctevyeHnn wHTepBana BbIOGOpPkM PSR  Bbileyka3aHHas
nHpopmaumsa 06 nHtepdence nHkancynupyetca B UDP-nakeTbl 1 oTNpaBnsaeTcst Ha cepBep Ans
aHanusa.

10.4. OnucaHue npoaykKTa

NMPUMEYAHUE: B HacTOslllee BpeMss B KayecTBe KOHedyHoro ycrtponctea IFA MOXHO
ncnonb3oBaTb TONbKO ycTponctea cepumn QSW-6900-56F. MoaTomy TONMbLKO YCTPONCTBa cepun
QSW-6900-56F moryT wuHkancynupoBaTb naketbl Bblbopkn IFA  un  oTnpaBnsaTb
WHKaNCcynMpoBaHHbIE NaKeTbl HA YKa3aHHbIN cepBep.

NMPUMEYAHUE: B HacTosilLlee BpemMss B KadecTBe KOHe4yHoro yctpowuctsa IFA MOXHO
ncnonb3oBaTb TONbKO ycTponctea cepumn QSW-6900-56F. MoaTomy TONbLKO YCTPONCTBa cepumn
QSW-6900-56F nopaoepxuBaloT HACTPOMKY WMHOpMauMm O cepBepe, U MOXHO HacCTpOUTb
TOSMbKO OAMH CepBep.

NMPUMEYAHUE: B HacTosiee Bpemsi B kayecTBe HaudanbHOro ycrtponctsa IFA MoOxHO
ncnonb3oBaTb TONbKO ycTponctea cepmmn QSW-6900-56F. MoaTomy TONbLKO YCTPONCTBa cepumn
QSW-6900-56F nogaepxusatot kKoHdurypaumto IFA ACL ans seibopku.

NMPUMEYMAHUE: B HacTosilee BpeMs B KavecTBe HayanbHOro ycrtpouctsa IFA MOXHO
ncnonb3oBaTb TOMbKO ycTponctea cepun QSW-6900-56F. MoaTomy TOMbKO YCTPOMCTBA cepun
QSW-6900-56F nogaepxumBatoT koHUrypauuto xocTt-nopta IFA.

NMPUMEYAHMUE: B HacTosdwee Bpems ycTponcTtea cepum QSW-6900-56F He nogaepkmeatoT
GunbTpaumio nakeToB Bblibopky IFA.

10.5. KoHdurypauus

KoHdurypaums OnucaHue u KomaHaa

HacTponka ocHoBHbIX | (OBsizaTenbHo) Mcnonb3yetcsa Ans yCTaAHOBMEHWUSI COEAMHEHUS Y

dbyHkumn IFA obmeHa OaHHbIMW MEXOY KOHEYHbIM YCTPOMCTBOM BbiGOpok IFA n
cepBepom
ifa server server-name source HactpaunsaeT cepsep IFA
ifa send-server server-name HacTtpanBaeT nmsa cepsepa, Ha

KOTOPbIA OOSMKHbI OTMPaBNATLCA
nakeTbl IFA nHtepdeica

(O6s3aTtenbHO) Ncnonb3yeTcsa Ans BKNOYEHUSA yHKLUMM BbiGopky IFA

ifa set-loopback interface | HactpanBaeTt
interface name loopback-nHtepderic IFA
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KoHdurypauus

OnucaHve n kKomaHAaa

HacTporika oCHOBHbIX

byHkumn IFA

ifa acl

HactpaneaeT ACL, cBA3aHHbIN C
BblGopko IFA, un  vacTtoTy
BbIGOPKM

ifa set-header md

[JobaBnseT  none MD B
3aronoBoK NakeToB BblGopku IFA

(OnuunoHankbHo) Ncnonb3yeTca ang dounetpaumm nakeTtoB IFA

ifa filter enable

®dunbTpyeT naketbl IFA  Ha
nHTepdence

ifa host-port

HacTtpanBaeT wuHTepdenc kak
nopt cepsepa IFA

(OnumoHanbHO) Ncnonb3yeTca Ons HacTPOWKM agpeca yCTpomcTea

IFA

ifa set-yctponcTBo

HacTtpauBaeT agpec ycTponcrtea
IFA

HacTtporika OCHOBHbIX

dbyHkumn PSR

(ObGsazaTenbHO) Wcnonb3yeTcss ANs YCTAHOBNEHUS COEOMHEHUS W
obmeHa faHHbIMKM Mexay ycTponcTBoM BblGopkn PSR n cepsepom

PSR

PSr server server-name source

HacTtpauBaeT cepeep PSR

psr send-server server-name

HactpanBaeT ums cepBepa, Ha
KOTOPbIA OOSMKHbI OTMPaBNATLCS
PSR-nakeTbl MHTEpP(hENCa

(OnuuoHanbHO) Ncnonb3yeTcsa aAnsg HaCTPOMKM MHTEpBana nepenayn
W ONVHbI NakeTa nakeToB Bbl6opkn PSR

psr interval seconds

Hactpaunsaet BPEMEHHOWN
nHTepean gns Bbibopkn PSR

psr collect-interface numbers

Hactpaunsaet KOSIM4ECTBO
nHTEepdencos, MHpopmauua o
BbIOOPKE KOTOPbLIX AOIMKHA ObiTb
WHKancynMpoBaHa B nakeTbl PSR
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10.5.1. HacTtponka oCcHOBHbIX ¢pyHKuUun IFA

10.5.1.1. 3dphekT KOHbUrypauum

KoHeuHoe ycTpoicTBO BbiGOpKM IFA MoxeT 0GMeEHNBATLCSA AaHHBIMU C CEPBEPOM.

NHTepdbelic obpabaTbiBaeT nakeTbl, NpoxoAsilme 4depe3 WUHTepdenc, Ha OCHOoBe
YyacToThbl BbIOOPKM 1 OTNPaBnsieT NakeTbl HA cepBep Anst 00paboTKu.

10.5.1.2. lWlarn HacTpoOUuKu

Hactpouka cepBepa IFA

Ob6s3aTenbHbI.
HacTponTe nndopmanmio o cepsepe IFA Ha KOHEYHOM YCTPOWMCTBE.

HacTponte komangy ifa send-server server-name Ha ykazaHHOM UHTepdence Toro xe
KOHEYHOro yCTPOMCTBA, YTOObI MOXHO ObINIO MHKaNCyNMpoBaThb NakeTbl BbIGOpKM IFA 1
OTNPaBNATb UX Ha yKa3aHHbIN cepBep.

KomaHga ifa server server-name source ip-address port udp-port destination ip-

address port udp-port

Onucanue server-name: ykasbiBaeT ums cepsepa IFA.
napameTpoB

ip-address: ykasbiBaeT |Pv4-agpeca WCTOYHMKA W Ha3HayeHus AOns
WHKancynupoBsaHHbIX naketos IFA.

udp-port: yka3blBaeT nopT cepsepa

Mo ymonyanuio | Mo ymonyaxuio cepsep IFA He HacTpoeH

Pexum komang | Pexum rnobanbHon KoHurypawmm

PykoBoactBo no | Ota KomMaHda WCNoNb3yeTcs ANnd HACTPOMKUM MCXOOHOrO U KOHEYHOro
NCMOb30BaHUIO | aapecoB MHKaNCcynupoBaHHbix nakeToB IFA. Agpeca moryT 6bITb agpecamm

XocTa Tonbko. Koraa HacTpoeH agpec, He ABMALWMINCA XOCTOM (Hanpumep,
agpec MHOroagpecHoOn paccChbiflkM WNKU - LUMPOKOBELLATENbHbIA  afpec),
npounsonget cbon koHpurypaumm. Cepsep IFA oTcrnexmnBaeT HaCTPOEHHbIN
nopt

Hactpoika nmeHn cepBepa, Ha KOTOPbIA OOMKHbI OTNPABNATLCA NakeTbl IFA
MHTepcpenca

O06sa3aTenbHbIN.

HacTtponte komaHgy ifa send-server server-name Ha yka3aHHOM WHTepdence
KOHEYHOro YCTPONCTBa, YTOObI NnakeTbl BbIGOPKM IFA nHTEpdEca NHKANCynMpoBanuch
N OTAPaBNANMNCHL Ha YKa3aHHbIN cepeep.

MHdopmauus o cepBepe IFA gomkHa ObITb HAacTpoeHa Ha TOM XK€ KOHEYHOM
yCTponcTBe, YTOObI NakeTbl BbIBOPK/ IFA MOXHO BbISIO MHKaNCynMpoBaTh M OTNPAaBASATb
Ha yKasaHHbI cepBep.
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KomaHga ifa send-server server-name
Onucanwne server-name: ykasblBaeT um4 cepsepa IFA.
napameTpoB

Mo ymonuyaHuio | MakeTbl IFA He oTApaBRASTCA N0 YMOMYaHUIO

Pexum komaHg | Pexum koHdurypaumm nHtepderica

PykoBoacTBo no | 3Ty KOMaH4y MOXHO HAacTPOUTb TONLKO ANs dU3NYEeCKUX NopTOB M NOPTOB
ncnonb3oBaHuio | arperaumn (AP). MNMakeTbl MOryT oTnpaenaTbes Ha cepsep IFA Tonbko nocne
HacTpouku IP-agpeca cepsepa IFA

Hactpownka Loopback-uHtepdpenca IFA
o OObGsasaTtenbHbIN.

e Hactponte usnyeckmii NopT Ha HavarbHOM YCTpONCTBe B KavecTBe loopback-nopta
IFA ycTpouncTBa.

KomaHpa ifa set-loopback interface interface-name
Onucanue interface-name: ykasblBaeT nmMsa nHTepdenca
napamMmeTpoB

Mo ymonuanmio | Mo ymonuanuio loopback-nHtepdenc IFA He HacTpoeH

Pexum komang | Pexum rnobanbHon KoHurypawmm

PykoBoacTBO Mo | OTa kOMaHAa MOXHO HAaCTPOUTL TONbKO Ha OU3NYECKMX NopTax
MCNonb30BaHUO

Hactpounka ACL, cBfA3aHHOro ¢ Bbloopkon IFA, n YacToTbl BbIOGOPKU

e ObgszaTtenbHbIn.

e HactponTe npaBuna BolGOpKM Ha Ha4YanNbHOM YCTPOWCTBE.

e MeHblias YacToTa BbIGOPKM yKa3biBaeT Ha 6oree HM3KyH TOYHOCTb BbIGOPKM.

KomaHga ifa acl { id | name } rate rate
Onuncanne id: ykasbiBaeT ngeHtucgpukatop ACL.
napameTpoB

name: ykasbiBaeTt nvsa ACL.

rate: ykasblBaeT 4acToTy BbIOOpKM. 3HaYeHMe HaxoanTcsa B AnanasoHe oT 1
0o 65 535, a 3HayeHne no ymonyaxHuto — 1000

Mo ymonuaHuto | Beibopka IFA oTknioYeHa no ymosnyaHuo

Pexum komaHg | Pexum koHdurypaunm nHtepderica
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PykoBoactso no
NCNoNb30BaHNIO

OTy KOMaHOy MOXHO HacCTpoUTb TOSMbKO ANns (PU3MYecKkMx MNOopTOB WU
arperupyembix noptoB (AP). OH wucnonbsyetca ans Hactponkn ACL,
CBSA3aHHOTO € BbiGopkon IFA, n yactoTbl BeIGOpKK. [1ns ogHoro nHTepdenca
MOXHO HaCTPOUTb YeTbIpe npasunia BelIGOPKK, ncnonbayrowme pasHbie ACL
N 4acTOTbl BbIGOPKM

Ho6aBneHune nons MD B 3aronoBoK NakeToB BbIOOpPKU IFA
e O6GsAzaTenbHbIN.

e BbinonHnte 3Ty HacTpoMKy Ha MHTepdence ycTponcTBa, ANsa KoToporo Tpebyetcs
BblGopka IFA.

KomaHpa

ifa set-header md

Mo ymonyaHuo

Mo YMOJ4YaHUKO B NMNaKeTbl HE nobaensaetcs none MD

Pexum komaHg

Pexum koHdurypaumm nHtepenca

PykoBoacteo no
NCMNOmMb30BaHUIO

OTy KOMaHAay MOXHO HACTpPOWUTb TOMbKO Ans (U3MYEecKUx MOpTOB WU
arpervpyemsblix noptos (AP)

PunbTpaumua naketoB BbIOOpkU IFA Ha nHTepdence
e  OnuuoHarnbHo.

e BbinonHute 9Ty HacTponky Ha uHTepdbence yCTpoWCcTBa, Ans KoToporo TpebyeTtcs
BblGopka IFA.

KomaHpa

ifa filter enable

Mo ymonyaHuio

MakeTbl BbIGOPKM IFA No ymonyaHuio He pUNbTpyoTCS

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

OTy KOMaHAQy MOXHO HacTpouTb TONbKO ANA (PU3MYECKUX MNOPTOB U
arpermpyembix noptos (AP)

Hactpowka uHtepdenca B kauectse noprta cepsepa IFA
e OnuuoHanbHo.
e  BbINonHUTE 3Ty HACTPOKKY Ha MHTepdierice yCTPONCTBA, NOAKMOHYEHHOM K cepBepy IFA.

KomaHpga

ifa host-port

Mo ymonyaHuio

Hn ogmH mnHTepdenc He HACTPOeH B kayecTtBe nopta cepsepa IFA no
YMOJYaHWIO

Pexnm komaHa

Pexum koHdurypaumm nHtepderica

@ §) QTECH

MWP [OOCTYNHEE

186




PykoBoacTeo no Hactponke cepus QSW-6900

Hactpoiika IFA n PSR

PykoBoACcTBO MO | OTY KOMaHAYy MOXHO HAcCTpOUTb TONbKO ANnd U3MYeckux MopToB WU
nucrnonb3oBaHuto | arpermpyemoix noptoB (AP). MNopT cepBepa IFA MOXHO HAaCTPOUTb TOSMBKO
nocre HacTpowku cepeepa IFA

Hactpowka agpeca yctpouctsa IFA

e  OnuuoHanbHo.

e BbinonHnte 3Ty HacTpoWKy Ha MHTepdence ycTponcTBa, ANsa KoToporo TpebyeTtcs

BblGopka IFA.

Komanpa ifa set-device

Mo ymonuanuto | Agpec yctpouctea IFA no ymonyaHuioo He HacTpoeH

Pexum komang | Pexum rnobanbHon KoHurypawumm

10.5.1.3. NMNpoBepka

3anyctnute komaHay show run, 4tobbl oTOBpasvTb KoHUrypaumo IFA u npoBepuTsb,
COOTBETCTBYET N1 oTOBpakaemasi KOHpUrypauusa akTm4eckon KoHUrypaumm.

10.5.1.4. NMNpumep KoHdUrypaumm

Hactponka BbiGopku IFA

CueHapun:

te0/13

te0/14  hu0/1 hu0/2 te0/15 te0/16

KommyTtarop 1 KommyTtarop 2 KommyTartop 3
Cepsep 1 Cepsep 2
PucyHok 10-2.
Larn e Ha nauvanbHoM ycTponcTtBe switch 1 HacTponTe TenGigabitEthernet
HaCTPOMKK 0/1 B kavecTBe loopback-nHtepderica IFA, BkntounTte Bol6opky IFA Ha
MHTepdence Ha nyTM naketa M HaCTpouTe wWHTepdenc and
pobasnenna nonsa MD k nakeTtam.

¢ Ha npomexyTo4yHOM ycTponcTBe switch 2 HacTponTe nHTepdenc Ha
nyTW nakeToB., YTOObI 4OOaBUTL B NakeTbl none MD.

e Ha KoHe4HOM ycTponcTee switch 3 HacTponTe MHTEpdENC Ha nNyTu
naketoB, 4tobbl goGaBuTb none MD B nakeTbl M HaACTPOUTb
nHdopmaumto o cepsepe IFA

switch 1 QTECH# configure terminal
QTECH(config)# access-list 100 permit ip any any
QTECH(config)# ifa set-loopback interface TenGigabitEthernet 0/1

(@ arecy
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QTECH(config)# interface TenGigabitEthernet 0/13
QTECH(config-if-TenGigabitEthernet 0/13)# ifa acl 100 rate 100
QTECH(config-if-TenGigabitEthernet 0/13)# ifa set-header md

QTECH(config-if-TenGigabitEthernet 0/13)# interface TenGigabitEthernet
0/14

QTECH(config-if-TenGigabitEthernet 0/14)# ifa set-header md
QTECH(config-if-TenGigabitEthernet 0/14)# end

switch 2 QTECH# configure terminal
QTECH(config)# interface HundredGigabitEthernet0/1
QTECH(config-if-HundredGigabitEthernet0/1)# ifa set-header md
QTECH(config-if-HundredGigabitEthernet0/1)#interface
HundredGigabitEthernet0/2
QTECH(config-if-HundredGigabitEthernet0/2)# ifa set-header md
QTECH(config-if-HundredGigabitEthernet0/2)# end

switch 3 QTECH# configure terminal
QTECH(config)# ifa server serverl source 192.168.2.100 port 1000 destination
192.168.2.101 port 2000
QTECH(config)# interface TenGigabitEthernet 0/15
QTECH(config-if-TenGigabitEthernet 0/15)# ifa set-header md
QTECH(config-if-TenGigabitEthernet 0/15)# interface TenGigabitEthernet
0/16
QTECH(config-if-TenGigabitEthernet 0/16)# ifa set-header md
QTECH(config-if-TenGigabitEthernet 0/16)# ifa send-server serverl
QTECH(config-if-TenGigabitEthernet 0/16)# end

MpoBepka e 3anyctute kKomaHgy show run, 4Tobbl MPOBEPUTL, COOTBETCTBYET NN

oTobpaxaemas MHpopmaLmst KOHpUrypauun.

e Paspewmtb nepemavy naketoB, cooTBeTcTBytowmux ACL, ¢
TenGigabitEthernet 0/13 switch 1 n npoxoa 4Yepes ykasaHHble Bbille
nHTepdencel. lNpoBepbTe, nonyyaeT nu cepsep nNaketol IFA oT
switch 3 1 npaBuUIbHbI N OaHHbIE BbIOOPKM B NaKETax.

e 3anycmte komaHgy show ifa statistic gna oTobpaxeHus

CTaTUCTUKMN.
QTECH# show ifa statistic
Type acl  statistic(pkts) applied interface
sample-to-cpu 100 20426 TFO/1, TFO/3-4, TF0/29-34,

TF0/39, TF0/43, FO/45,
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TFO/47, Hu0/49, Hu0/51,
Hu0/53, Hu0/55, Ag255

sample-to-cpu 101 0 TF0/2
insert-md - 20586 Hu0/49

10.5.2. HacTtponka oCHOBHbIX (pyHKUMN PSR

10.5.2.1. 3dphekT KOHbUrypaumum

e KoHeuHoe ycTpoicTBO BbiGOpkM PSR MoXeT 06MeHMBaTLCSA AaHHLIMU C CEPBEPOM.

o  KoHeyHoe ycTponcTBo BbI6OpkM PSR oTnpasnseT ctatucTuky nHtepdenca Ha cepeep
B 3aBMCUMOCTW OT BPEMEHHOIO MHTEpPBarna BbIGOPKU.

10.5.2.2. NMpumeyaHus

Ou4eHb ManeHbK1i BpeMeHHOVI MHTEepBan BbI60pKI/I MOXET MOBIMUATb Ha NPON3BOANTENTIbHOCTb

nepecbInku.

10.5.3. llarn HacTpouku

HacTtpounka cepBepa PSR
o OObGszaTtenbHbIN.

e Hactponte KomMaHay psr send-server server-name Ha ykasaHHOM MHTepdence Toro xe
KOHEYHOro yCTpoNCTBa, YToObl NakeTbl BbIGOPKM PSR MOXHO ObIfo MHKancynuposaTth 1
OTNPaBNSATb HAa YKasaHHbIN cepBep.

KomaHga psr server server-name source ip-address port udp-port destination ip-
address port udp-port

Onuncanne server-name: ykasbiBaeT ums cepsepa PSR.

napameTpoB

ip-address:  ykasbiBaeT IPv4-agpeca MCTOYHMKA M nonyyaTens
MHKancynnpoBaHHbIX PSR-nakeToB.

udp-port: ykasblBaeT nopT cepsepa

Mo ymonyaHuio

Mo ymonuaHuio cepsep PSR He HacTpoeH

Pexnm komana

Pexunm rmobanbHon kKoHdurypauum

PykoBoacteo no
NCNOSb30BaHMIO

OTa KoMaHda WCnonb3yeTcs ANnA HACTPOMKUM MCXOOHOrO U KOHEYHOro
adpecoB NakeToB, MHKaNcynupoBaHHbiXx PSR. Agpeca moryT ObiTb TONbKO
agpecamu xocta. Koraa agpec, He SBrsoLLMIACS XOCTOM (Hanpumep, agpec
MHOroagpeCcHON pacCbifiki Uiv LUMPOKOBELLATENbHbBIA agpec), npom3onaeT
cbon koHpurypaumuc. Cepep PSR oTcnexmBeT HAaCTPOEHHbIV MOPT

HacTponka npeHtndukatopa cepBepa, Ha KOTOpbIA AOMKHbI OTNPaBNATLCA
PSR-nakeTbl uHTepdenca

e O0OsA3aTenbHbIN.
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e  WHdopmauus o cepBepe PSR pgomkHa ObiTb HAacTpoeHa Ha KOHEYHOM YCTPOWCTBE,
4yTOOblI MakeTbl BbIGOPkM PSR MOXHO ObINO WMHKancynupoBaTb UM OTNPaBnsiTb Ha
yKa3aHHbI cepBep.

KomaHga psr send-server server-name
Onucanwne server-name: yka3sbiBaeT nmsa cepeepa PSR.
napameTpoB

Mo ymonyaHuo

MakeTbl PSR He oTnpaBnsitoTca No yMonyaHuio

Pexum komaHg,

Pexum koHdurypaumm nHrepderica

PykoBoacteo no
NCMNonb30BaHNIO

OTy KOMaHOy MOXHO HacCTpoUTb TONMbKO ANs (PU3MYeCcKMx MNOpPTOB WU
arperupyembix nopToB. [lakeTbl MOryT oTnpaBnsatbCss Ha cepBep PSR
TONbKO nocne HacTponkn IP-agpeca cepeepa PSR

HacTtpoiika BpeMeHHOro uHTepBana ans Bbi6opku PSR

e  OnuuoHarnbHo.

o  dakTU4ecKMn MHTepBan nepegayy 3aBsucuT Ot 3arpy3ku L.

KomaHpa psr interval seconds
Onuncanne seconds: YykasblBaeT BpPEeMEHHOW WHTepBan B ceKkyHOax. 3HadeHue
napamMmeTpoB BapbupyeTcs oT 1 go 100, a 3Ha4YeHne N0 YMOMYaHUIO PaBHO 5

Mo ymonyaHuio

5

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
1MCNONb30BaHNIO

OTa komaHga uvcnonb3yeTca Anst HAacTPOWKM rnobanbHOro BPEMEHHOrO
uHTepBana pgna BbiGopkn PSR. Bbibopka PSR Bcex wuHTepdelricos
ncnonb3yeT 3TOT MHTepBan BbIGOPK/

Hactponka konuuyectBa umHTepcdencoB, MHPopmauuss o0 BbIOGOpPKE KOTOPbIX
DOJXKHa ObITb MHKaNCynMpoBaHa B nakeTbl PSR

e  OnuuoHanbHo.
e OTa KomaHga BnusieT Ha hakTMYecKyo annHy naketa PSR.

KomaHga psr collect-interface numbers
Onuncanne numbers: ykasblBaeT KONM4ecTBo MHTepdencoB. [nanasoH 3HavyeHnn ot 1
napameTpoB 0o 100, 3HayeHVe No yMmonyaHuio paBHo 1

Mo ymonyaHuio

3HayeHne no ymonyaHumio — 1

Pexunm komaHa

Pexwum rnobanbHon koHurypaumm
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PykoBoacTBo no | Ota koOMaHAa UCMOonb3yeTcs ANA HacTPOMKM KonmuyectsBa UHTepdencos,
NCNONb30BaHNIO | MHpoOpMaunMss O BblOOpPKE KOTOpbIX AOSMKHa ObiTb WHKaNCynMpoBaHa B
naketbl PSR

10.5.3.1. NMpoBepka

3anyctute komaHgy show run, 4Tobbl 0TOGpPa3nTb KOHdurypaumio PSR n nposBepuTsb,
COOTBETCTBYET N oTOBpakaemasi KOHUrypaumsa akTM4eckon KoHUrypaumm.

10.5.3.2. Npumep KoHdUrypaumm

Hactpouka BbiGopku PSR
CueHapun:

te0/13 te0/14  hu0/1 hu0/2 te0/15 te0/16

KommyTtarop 1 KommyTtartop 2 KommyTtarop 3
Cepsep 1 CepBep 2

PucyHok 10-3.

Warn e HactpownTte nHpopmaumio o cepsepe PSR Ha nobom ycTponcTee B ceTu
HaCTPOMKK 1 BKNtoumTe Bbibopky PSR Ha nHTepdgencax.

e YcTtaHoBuTe wuHTepBan Bblbopkm PSR Ha 10 cekyHg B pexume
rno6anbHoM kKoHdUrypaumm

Switch3 QTECH# configure terminal

QTECH(config)# psr server serverl source 192.168.2.100 port 1001 destination
192.168.2.101 port 2002

QTECH(config)# psr interval 10

QTECH(config)# psr collect-interface 2

QTECH(config)# interface TenGigabitEthernet 0/16
QTECH(config-if-TenGigabitEthernet 0/16)# psr send-server serverl
QTECH(config-if-TenGigabitEthernet 0/16)# end

MpoBepka e 3anyctute komaHgy show run, 4ToObl NPOBEPUTL, COOTBETCTBYET NN
oTobpaxkaemasi HopmaLmsi KOHUTYpaLMN.

e [lpoBepbTe, nony4yaeT §nM cepBep [AaHHble Bbibopkm PSR ot
nHtepcenca TenGigabitEthernet 0/16 switch 3 kaxxable 10 cekyHa
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10.6. MOHUTOPWUHr

10.6.1. OToGpaxxeHue

OnucaHue KomaHnga
OTobpaxaeT koHurypaumto IFA n PSR show run
OTtobpaxaeT cratuctuky IFA show ifa statistic
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11. ObWWAA NTHPOPMALIUA

11.1. NapaHTKsa u cepBuc

Mpouenypa n HeobxoanMble OENCTBUSA MO BONpOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMnUTbCS C MHCpOpMaLMen No Bomnpocam TecTupoBaHus 060pyaoBaHMSA MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

11.2. TexHn4yeckasa nogaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpocax, Kacawwmxcsi Hawero obopyaoBaHusi, TO
MOXKEeTe BOCMONb30BaTLCA Pas3fenoM TeXHUMYECKOW noaaepxku nonb3oBaTtenen QTECH Ha
Hawwem cante www.qgtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

11.3. AneKTpoHHaA Bepcusa AOKYMEHTa
Hata nybnukauumn 10.04.2025

https://files.qtech.ru/upload/switchers/QSW-6900/QSW -
6900_network_manage_config_guide.pdf
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