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1. HACTPOUKA MHTEP®ENCOB
1.1. O630p

MHTepcbelicbl BaxHbl ANs peanusaumm KOMMyTauuu [OaHHbIX Ha CeTeBbIX YCTPOMCTBAX.
Yctponctea QTECH nogoepxusatoT ABa Tuna MHTepencoB: usndeckne nopTbl U NIormyeckue
UHTepdencbl. dPusanyecknn MNOPT — I3TO annapaTHbIM MOPT Ha YCTPOWCTBE, Hanpumep,
nHTepdenc 100M Ethernet n nitepdenc Gigabit Ethernet. Jlornyeckuin nHtepdenc He ssnseTcs
annapaTHbIM MOPTOM Ha ycTponcTee. Jlornyeckui nHtepdpenc, Takon kak loopback-uHtepdenc
N TYHHENbHbIN MHTepdenc, MoxeT ObiTb CBA3aH C (PM3MYECKMM MOPTOM WU HE 3aBUCETb OT
Kakoro-nmbo cpmaunyeckoro nopta. [ina ceteBblX NPOTOKOMNOB (PU3NYECKME NOpThl U NOrnyeckne
NHTepdENChbl BLIMOMHSAIOT OOHY U Ty e (OYHKUMIO.

1.2. NMpunoxeHus

MpunoxeHune OnucaHue

KommyTauma paHHbix L2 | Peanu3oBaTb nepedady fAaHHbIX ypoBHA 2 (L2) ceTeBbIX

yepes

dmsnyecknin | yCTPOMCTB Yepes pusmyeckut nHTepdenc L2 Ethernet

uHTepdenc Ethernet

Mapwpytnsaumnsa L3 yepes | PeanmsoBaTb nepegadvy AaHHbiXx ypoBHA 3 (L3) ceTeBbix

domsnyeckumn NHTEpPdENc | ycTponcTs vepes cuandecknin nHtepderic L3 Ethernet

Ethernet

1.2.1. KommyTtaumsa aaHHbIX L2 yepe3s hnsnyveckum nHtepdenc Ethernet

1.2.1.1. CueHapum

SVI1 SVI1

192.168.1.1/24 192.168.1.2/24

GigabitEthernet  GigabitEthernet GigabitEthernet GigabitEthernet
1/0/1 2/01 2/0/2 3/01
EEEEEESN

m = **

KommyTartop A KommyTtartop B KommyTtartop C

PucyHok 1-1.

Kak nokaszaHo Ha PucyHke 1-1, KommyTtatop A, KommyTtatop B n Kommytatop C obpasytoT
NPOCTYIO CeTb Nepefayn AaHHbIX L2.

1.2.1.2. Pa3BepTbiBaHue

Mogknounte KommyTatop A K KommyTatopy B 4yepe3 cwusnyeckme noptbl
GigabitEthernet 1/0/1 n GigabitEthernet 2/0/1.

Mogkntounte kommyTatop Bk kommyTtatopy C 4yepe3d uanyeckme nopTbl
GigabitEthernet 2/0/2 n GigabitEthernet 3/0/1.

HacTtponte GigabitEthernet 1/0/1, GigabitEthernet 2/0/1, GigabitEthernet 2/0/2 w
GigabitEthernet3/0/1 B ka4ecTBe MarncTparnbHbIX NOPTOB.

22

@ §) QTECH

MWP OOCTYNHEE




PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpoiika nHtepgencos " www.gtechu |

Cospgante BUpTyanbHbIn MHTEpdenc kommyTtaTopa (SVI), SVI 1, Ha kommyTaTope A n
kommyTaTope C COOTBETCTBEHHO, U HacTponTe IP-agpeca U3 ceTeBOro cermeHTa ans
aByx SVI. IP-agpec SVI 1 Ha kommyTatope A — 192.168.1.1/24, a IP-agpec SVI 1 Ha
kommyTtaTope C — 192.168.1.2/24.

3anyctute komaHay ping 192.168.1.2 Ha komMyTaTope A 1 KomaHay ping 192.168.1.1
Ha komMmyTaTope C, 4ToObl peannsoBaTb NepeknovyeHne gaHHbIX Yepe3 kommyTaTop B.

1.2.2. MapwpyTtusaumsa L3 yepe3 dmusnyeckumn nHtepdeunc Ethernet

1.2.2.1. CueHapuun

GigabitEthernet  GigabitEthernet GigabitEthernet GigabitEthernet
1/0/1 2/0/1 2/0/2 3/0/1

Emmmmam °°

KommyTartop A KommyTtartop B KommyTtatop C

PucyHok 1-2.

Kak nokaszaHo Ha PucyHke 1-2, KommyTtaTtop A, KommyTtatop B n Kommytatop C obpasytoT
NPOCTYI0 CeTb nepefayvn AaHHbIx L3.

1.2.2.2. Pa3BepTbiBaHue

Mogkniounte kommyTatop A K kKoMmyTatopy B 4yepe3 dwmanveckme nopthbl
GigabitEthernet 1/0/1 n GigabitEthernet 2/0/1.

Mogkrounte kommyTatop B Kk kommyTtatopy C  4Yepe3 dmanyeckme mnopTbl
GigabitEthernet 2/0/2 n GigabitEthernet 3/0/1.

HacTtponte GigabitEthernet 1/0/1, GigabitEthernet 2/0/1, GigabitEthernet 2/0/2 w
GigabitEthernet3/0/1 B kauyecTBe MapLUpPyTU3NpyeMbIX NOpToB L3.

HacTtponte IP-agpeca u3 cermeHta cetn ansa GigabitEthernet 1/0/1 n GigabitEthernet
2/0/1. IP-agpec GigabitEthernet 1/0/1 — 192.168.1.1/24, a IP-agpec GigabitEthernet
2/0/1 — 192.168.1.2/24.

HacTtponte IP-agpeca u3 cermeHTta cetn ansa GigabitEthernet 2/0/2 n GigabitEthernet
3/0/1. IP-agpec GigabitEthernet 2/0/2 — 192.168.2.1/24, a IP-agpec GigabitEthernet
3/0/1 — 192.168.2.2/24.

HacTponTe 3anncb ctaTM4ecKkoro mapLipyTta Ha kommyTaTtope C, 4tobbl kommyTaTop C
MO HanpsiMyto obpaluatbea K ceTeBoMy cermeHTy 192.168.1.0/24. Hactponite 3anuch
CTaTM4eCcKoro MapLipyta Ha kommyTtatope A, 4Tobbl KommyTatop C MOr Hanpsmyto
obpawartbes kK cermeHTy cetn 192.168.1.0/24.

3anyctute komaHay ping 192.168.2.2 Ha komMyTaTope A n KomaHay ping 192.168.1.1
Ha KomMmyTaTope C, 4Tobbl peanm3oBaTb MapLupyTusaumio L3 yepes kommyTaTop B.

1.3. dyHKUUMN

1.3.1. ba3oBble onpeaeneHusn

Knaccudmkaumsa nHtepcpencon
1. WNHTepdencol Ha ycTponctBax QTECH gendarca Ha Tpy KaTteropum:

NHTepdenic L2 (koMmmyTaToOpbl UM MEXCETEBOW MOCT)
WuTepderic L3 (nogaepxmnBaeTcsa yctponcrteamm L3)
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2. O6wume nHtepdencol L2 nogpasgenatotca Ha cneaylowme TUnbl:
o [lopT kOMMYTaUMN
e Arperupyemsbin nopt L2 (L2 AP)

3. O6wwme nHTepdencol L3 nogpasgenaioTca Ha cneayrowme T1nbl:
o  MapLwpyTtuaunpyemolii nopt

e [lopT arperauun L3 (L3 AP)

e SVI

o Loopback-nHtepdenc

o  TyHHenbHbIN NHTEPhENC

MopTt kommyTauum (Switch Port)

MopT KOMMyTaUUN — 3TO OTAEMNbHLIN PUNYECKMIA NMOPT HA YCTPOWNCTBE, peanmayoLni TONbKO
QYHKUMIO KOMMyTaumm L2. TopT KOMMyTaumm MCnonb3yeTca Ans ynpaeneHus pusndeckumm
nopTamu u npoTokonamu L2, cBa3aHHbIMU C PUNYECKMMIN NOPTaMU.

MopT arperaunm L2 (L2 AP Port)

MopT arperaumm dopmupyetTca nyteM O6beOUHEHUS HECKONbKUX (U3NYECKNX MOPTOB.
Heckonbko hnanmyecknx kaHanoB MOryT 6biTb CBA3aHbl BMecTe, YTobbl chopMmpoBaTb NPOCTOMN
NOrnyecKkn kKaHan. AToT NOrMYeCKUn KaHan HasbiBaeTcs nopTom AP.

Ona kommyTtauumn L2 nopt AP 9KBMBaneHTeH MNOPTYy KOMMYyTauuu, KOTOPbIN oObeaunHseT
MPOMYCKHY0 CMNOCOBHOCTb HECKOMbKMX MOPTOB, TEM CaMbiM YyBeNuYMBas MPOMYCKHYHO
CcnocobHOCTbL coeanHeHus. Kagpebl, OTnpaBneHHble Yepes nopT AP L2, pacnpegensaioTca mexay
noptamu-yyactHukamm AP L2. B cnyyae cbos ogHoro kaHana-ydactHuka nopt AP L2
aBTOMaTMyecku nepefaeTt TpaduK Mo HeUCnpaBHOMY KaHany Ha Apyrve KaHanbl-y4aCTHUKM,
NnoBbIWas HageXXHOCTb COeAUHEHUNN.

SVI

SVI MOXHO ucnonb3oBaTb Kak WMHTepdenc ynpasfieHUs JloKanbHbIM YCTPOMCTBOM, 4epes
KOTOPbIA afMUHUCTPATOP MOXET ynpasnsaTb YCTPONUCTBOM. Bbl Takke moxeTe cos3paTtb SVI B
KadecTBe WHTepdienca LWwno3a, KOTOPbIA COMOCTaBNAETCs C BUPTYyalbHbIM UHTEPEENCOM
kaxxgon VLAN ans peanusauumn mapuwpyTtudauum vyepes VLAN mexay yctporctBamn L3. Bbl
MOXeTe 3anycTuTb komaHay interface vlan, ytobel co3gate SVI u HasHaunTb IP-agpec aTomy
MHTepdency aonst HacTporkn MmapwpyTta mexgy VLAN amu.

Kak nokasaHo Ha PucyHke 1-3, xocTbl B VLAN 20 moryT Hanpsimyto obLiaTtecs gpyr ¢ gpyrom 6es
yvacTtus yctponcts L3. Ecnm xoct A B VLAN 20 xo4eT ycTaHOBUTL CBSA3b ¢ XocTom B B VLAN
30, Heobxoaumo ncnonb3osaTtb SVI 1 3 VLAN 20 n SVI 2 ns VLAN 30.
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KommyTarop

[

.. | 192.168.65.1

XocT B".

.. VLAN20

PucyHok 1-3.

MapuwpyTtuamnpyembin nopt (Routed Port)

®dun3nyeckmi NopT Ha ycTponcTBe L3 MOXHO HAaCTPOUTb Kak MapLUPyTU3NpyeMbIA MOPT, KOTOPbIN
paboTaeT kak MHTepdenc wn3a gna kommyTtaumm L3. MapLpyTusmpyemblin NOpT HE CBS3aH C
KoHKkpeTHon VLAN. BMeCTo 3TOro 910 NpocTo nopT gocTyna. MapwpyTmsnpyemsivi NopT HENb3A
ncnonb3oBaTb ANa kommyTauum L2. Bbl moxeTe 3anyctutb komaHgy no switchport, 4tobbl
N3MEHUTb NOPT KOMMYTaLUUKN Ha MapLUpyTU3MpPYeMbI MOPT U Ha3HaunTb IP-agpec aTomy nopTy
Ana Hactponku mapwpyta. ObpaTtute BHUMaHWe, 4YTO nepen BbINOMHEHMEM KOMaHAbl NO
switchport Heobxoanmo yganuTb Bce pyHKUMM L2 nopTa KOMMyTaLuu.

NMPUMEYAHMUE: ecnn nopT siBnsieTcst NOpTOM-ydacTHMKoM AP L2 unu noptom DOT1X, KOTOpbLIN
He npowen ayTeHTUdUKauMio, Bbl He MOXeTe 3anyctuTb Komangy switchport wnm no
switchport ana HacTporkn nopTa KOMMyTaLUmn UN1 MapLLPYTU3MPyeMoro nopTa.

MopT AP L3 (L3 AP Port)

Kak 1 nopt AP L2, nopT AP L3 — 370 nornyeckuni nopT, 06 begUHSAIOLNN HECKOMBbKO (OU3NYECKNX
NMOPTOB-Y4aCTHUKOB. ArpermpoBaHHble NopThbl AOSMKHbI 6biTb NopTamu L3 Toro xe tuna. MNopt AP
YHKLMOHMPYET Kak nHTepdenc wiosa ans kommyTtauum L3. Heckonbko domanyecknx kaHanoB
00bEONHSAIOTCA B OOWH FIOTMYECKUWA, YTO YBENMYMBAET MPOMYCKHYK CMNOCOBHOCTb KaHana.
Kagpsbl, oTnpaBreHHble Yepea nopT AP L3, pacnpenenatoTcs mexgy noptammn-ydactHmkamm AP
L3. B cnyyae cbosa ogHoro kaHana-y4acTHuka nopt AP L3 aBTomMaTtuyeckn nepegaeT Tpaduk
HeucrpaBHOro KaHana Ha gpyrve KaHarnbl-y4acTHUKW, NOBbILWAsg HaAEeXHOCTb COeAMHEHWI.

MopT AP L3 Henb3s ucnonb3oBatb Ana KommyTauum L2. Bel MoxeTe 3anyCcTuTb koMaHay no
switchport, 4To6bl N3MeHUTL MNOPT AP L2, KOTOPbIN HE COAEPKUT MOPTOB-Y4aCTHUKOB, HA NOPT
AP L3, no6aBnTb HECKOJIbKO MapLUpPYTU3NPYEMLIX MOPTOB K 3TOMy nopTy AP L3, a 3atem
HasHa4nTb IP-agpec aTomy nopty AP L3 Ana HacTpourky MapLupyTa.

Loopback-untepcenc

WuTepdenc loopback — 9310 nokanbHbIM norvyecknini mHTepdenc L3, mogenupyembii
nporpaMmMHbIM  0becrneyeHnem, KOTOpbIN Bcerga Haxoautcss B coctosHum UP. TakeThl,
oTnpasrieHHble Ha loopback-uHtepgeic, obpabaTbiBaloTCs Ha YCTPONCTBE NOKanNbHO, BKNOYas
nHpopmaumio o mapuwpyTe. IP-agpec loopback-nHtepdenca MOXeT WCnonb3oBaTbCA B
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KayecTBe uaeHTudurkaTopa yCTponcTBa NpoTokona Mappytmnsaumm Open Shortest Path First
(OSPF) nnn B kayecTBe MCXOAHOr0 agpeca, UCMosib3yeMOoro nNpoTOKOSIOM MOrpaHMYHOro LW3a
(BGP) gna yctaHoBkun TCP-coeguHeHusa. [Mpouenypa HacTponku loopback-nHtepdperica
aHanormyHa HacTponke wuHTepdpenca Ethernet, ©n Bbl  MOXeTe  paccmaTpuBaTtb
loopback-uHtepdenc kak BupTyansHbeli UHTEpdenc Ethernet.

TyHHenbHbIN HTEepdenc (Tunnel Interface)

TyHHenNbHbIN MHTepdenc peanusyeT QYHKUMIO TyHHensA. 1o TyHHenbHoOMy WHTepdency
npoToKonbl Nepegayn (Hanpumep, IP) MoryT ncnonb3oBaTbCsa ANsi Nnepegadyn naketos foboro
npoTokona. Kak u gpyrue normyeckne nHtepdencol, TYHHENbHbIN MHTEPdENC Takke aBnseTcs
BMPTyanbHbIM MHTEPdENCoOM cucteMbl. BMecTo ykasaHusa kakoro-nvbo npoTokona nepegayn
UNU MpOTOKOMa 3arpy3kn TYHHErbHbIM WHTepdenc obecnedmBaeT CTaHOAPTHLIM PEXUM
nepefaun «todyka-touka» (P2P). CnepoBaTtenbHO, TYHHEmNbHbIN WHTEpdenc OomKkeH ObiTb
HaCTPOEH ANs KaXaoro OTAenbHOro kaHana.

1.3.1.1. O630p

Ocob6eHHOCTb OnucaHue

Komanabl  Hactponku | Bel moxeTe HacTpouTb aTpubyTbl, CBA3aHHbIE C MHTepdencom, B
uHTepdenca pexume KoHurypaumm nHtepdenca. Ecnn Bbl BoMaeTe B pexunm
HaCTPOMKK HEeCyLLEeCTBYIOLLEro  JIOrMyeckoro  uMHtepdenca,
nHTepdenc dyaet cosnaH

Onucanwne Bbl  MoxeTe HacTpouTb wuMsa  ans uHTepdenca, 4ToObI

nHTepdemnca M | naeHTuuumMpoBaTb UHTEPMENC N MOMOYb BaM 3aMOMHUTb (PYHKLMN

aaMUHNCTPATUBHbIN nHTEepgenca.

craryc Bbl Takke MoxeTe HacTpoUTb aAMWHUCTPATUBHBLIA CTaTyC
nHTepdenca

MTU Bbl MOXeTe HacTpouTb MakcumarbHyl eamHuuy nepegaym (MTU)

nopTa, 4YToObl OrpaHMYUTL ANMHY Kagpa, KOTOPbIA MOXeT ObiTb
MonyyYeH Unn oTrnpaBneH Yepes 3ToT NopT

[MponyckHas Bbl MOXXeTe HacTponTb NPOMNYCKHYI0 CNOCOBHOCTL MHTEpdelca
CnocobHOCTb

VHTepBan 3arpysku Bbl MOXeTe ykasaTb MHTepBan N4 pacyeta Harpy3ku nHrepdeinca
Carrier Delay Bbl moxeTte HactpouTb Carrier Delay ons mHTepdenca, 4tobbl

OTperynupoBaTb 3agepXKy, nocne KOTopou craTyc WHTepdenca
nameHutca ¢ Down Ha Up unu ¢ Up Ha Down

Monutumka Link Trap Bbl MOxeTe BKMIOUATE MM OTKNMIOYUTL QoyHKumio Link Trap Ha
nHTEepdemnce

[MOCTOAHCTBO uMHAEKCa | Bbl MOXeTe BKIMIOUNTL DYHKLIMIO COXPaHEHNA NHOEeKca nHTepdenca,
nHTepdemnca yToObl WMHOEKC WHTepdherica ocTaBancss HEU3MEHHbIM Mocre
nepesanycka ycTponcTaa
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Ocob6eHHOCTb

OnucaHue

MapLupyTusvpyembin
nopTt

Bbl MoOXeTe HacTpouTb hM3Myeckuin NopT Ha ycTtpoucTee L3 kak
MapLUpPyTU3MPYEMbI MNOPT, KOTOPLIN paboTaeT Kak WHTepdenc
Lwnto3a ansg kommyTtaumm L3

Arpervpyemsbivi nopt L3

Bbl MoXeTe HacTpouTb nopT AP Ha ycTponcTtee L3 kak nopT AP L3,
KOTOpbIN OYHKUMOHMPYET Kak MHTepdenc LWn3a angd KoMmyTaumm
L3

CkopocTb MHTEPdOENCa,
OYMNeKCHbIN PEXNM,
peEXnM yrnpasneHus
MOTOKOM U PEXUM
aBTOMAaTU4YECKOro
corfiacoBaHus

Bbl moxeTe HAaCTpPOUTb CKOPOCTb, ﬂyﬂﬂeKCHbIVI PeEXNM, pexumm
ynpasiieHNA NOTOKOM U PEXUM aBTOCOracoBaHUA MHTepcbeﬁca

ABTOMaTUYECKOE
onpegenexHve moayns

Ecnn gna ckopoctn nHtepderica yCTaHOBNEHO 3HaYeHne «ABTO»,
CKOPOCTb MHTEpdenca MOXeT perynupoBaTbCsl aBTOMaTU4eCKM B
3aBMCUMOCTW OT TMNa BCTABMIEHHOro MOAyNs

3almnLLEeHHbIN NopT

Bbl MOXeTe HAaCTPOUTb HEKOTOPbIE NOPTLI KaK 3allMLLEHHbIE NOPThI,
4TOObI OTKIIOUYNTL CBSA3b MeXAy 3TMMK nopTamu. Bbl Take MoxeTe
OTKIMIOYNTb MapLUPYTM3aLMio MeXay 3alLnLLEeHHbIMU NopTamMu

[NlopT BOCCTaHOBMEHUSA
Errdisable

lMocne oTkMYeHNs NopTa u3-3a HapyLleHWs Bbl MOXeTe 3anyCTUTb
KomMaHgy BoccTaHoBreHus errdisable B pexume rnobanbHon
KOHgUrypauum, 4T1obbl BOCCTAHOBUTL BCE MOPTbl B COCTOSAHMU
errdisable n BknoUYNTL 3TN NOPTHI

3awurta  nopToB
HecTabunbHOCTU

(flapping)

oT

Bbl MoxeTe HacTpouTb (byHKUMIO 3awmTbl nopToB oT flapping’a,
4yTOObI CUCTEMA MOrfia aBTOMATUYECKM NEPEBECTU MOPT B PEXMM
HapyLLeHus, Korga Ha nopTty npoucxoauT flapping

1.3.2. KomaHAabl HacTponkun nHtepdenca

3anyctute komaHay interface B pexume rnobanbHOW KOHUrypaumm AOns BXo4a B PEXMM
KOHcurypaumm nHtepdenca. Bel moxeTe HacTpontb atpnbyThl, CBSAI3aHHbIE C UHTEPdENCOM, B
pexnme KoHdurypauumn nHtepdenca.

1.3.2.1. NMpuHUKMN paboTbl

3anyctute komaHgy interface B pexunme rnobanbHOM KOHUIypaummn, 4ToObl BONTU B PEXUM
KOH(purypaumm wHtepdperica. Ecnu Bbl BoMOETE B PEXMM HACTPOMKM HeCYLLEeCTBYIOLIEro
normnyeckoro nHTepdenca, nHtepdenc byaet cosgaH. Bel Takke mMoxeTe 3anyCTuTb KOMaHay
interface range wvnu interface range macro B pexume rnobanbHOn KoHUrypaumm, 4Tobbl
HaCTpPOUTb AManasoH (MaeHTUMKaTopbl) MHTEpPdencoB. MHTepdencsl, onpeaeneHHble B O4HOM
AananasoHe, AOMKHbI ObITb OQHOMO TUMa N UMEeTb OOUHAKOBbLIE (DYHKLINN.

Bbl MOXeTe 3anyctutb koMaHgy no interface B pexvme rnobanbHOWM KOHUrypauum, 4Tobbl
yO0anuTb YKasaHHbIN JIormyecknin nHTepdenc.
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NMpaBuna Hymepauum nHtepcencon

B aBTOHOMHOM pexume wuaeHTudukaTop OU3MYECKoro nopta COCTOUT M3 OBYX YacTeu:
naeHTMdukaTopa crnoTta u ngeHtudgukaTopa nopta Ha cnote. Hanpumep, ecnu ngeHtudukatop
CcnoTa nopTa paBeH 2, a ugeHTudukaTop nopTa B crnoTe paseH 3, ngeHtudukatop nHrepdgenca
paBseH 2/3.

MpaBuna Hymepauum cnoToB crneaytowme: MoeHTndpukatop ctatuyeckoro crnota paseH 0, Toraa
Kak MOeHTUUKATOP AMHAMMYECKOro croTa (MoAaknioYaeMoro MoAynst Uiu NMHEWHOW KapThbl)
HaxoauTcsa B AvanasoHe oT 1 [0 Konu4yecTBa croToB. [1peanonoXum, Yto Bbl CTOUTE NULIOM K
naHenu ycTpouncTsa. [MHamu4yeckue croTbl HyMepyloTcs OT 1 nocrnenoBaTenbHO crepeam
Hasag, creBa HanpaBo U CBEPXY BHUS3.

M,D,eHTI/ICbI/IKaTOp nopTa B CInoTe HaxoguTcA B gnana3oHe OT 1 oo konuyecTtea NMOPTOB B CIIOTE U
HyMepyeTCA nocnenoBaTesibHO ClieBa Hanpaso.

NoeHtTudukatop nopta AP HaxoauTcs B AvanasoHe oT 1 o konudecTtBa noptoB AP,
noaAepPXXMBaeMbIX YCTPONCTBOM.

Naentudmkatop SVI — ato VID VLAN, cooTBeTCTBYIOLLEN 3TOMY SVI.

Hactpouka uHtepdencos B AnanasoHe

Bbl MOXXeTe 3anycTuTb KomaHgy interface range B pexume rnodanbHon KoHUrypawumm, 4toobl
O[JHOBPEMEHHO HACTPOUTb HECKOSbKO WHTepdencoB. ATpubYTbl, HACTPOEHHbIE B peXunme
KOHUrypauum nHtepdenca, npuMeHsTCA KO BCEM 3TUM MHTepdencam.

KomaHga interface range MOXeT MCNOMb30BaTbCA ANSA yKa3aHWA HECKOMNbKMX AuanasoHoB
NHTepdencos.

MapameTp macro mcnonb3yeTcs Afs HACTPOWKM Makpoca, COOTBETCTBYIOLLEro AuanasoHy.
[ononHuTtensHble cBegeHNA cM. B pa3sgesnie "HacTtporka mMakpocoB Anana3oHOB MHTepdenca”
HUXe.

[unanasoHbl MoryT ObiTb pasgeneHbl 3anaTbiMu (,).
Tunbl MHTEpPdENCOB BO BCEX AMana3oHaX, ykasaHHbIX B KOMaHae, A0MKHbI ObITb OAMHAKOBLIMM.
O6paTnte BHMMaHWe Ha bopmaT napameTpa range npuv 3anycke komangbl interface range.
[onyctnmel cneayowme popmathl AnanasoHOB MHTEPENCOB:

o FastEthernet yctpoiictBo/cnot/{nepssiin nopT} - {nocneaHuin nopt};

e GigabitEthernet yctpoicteo/cnoT/{nepesbiit NnopT} - {nocneaHuin nopTy;

e TenGigabitEthernet ycrpoiicteo/crnot/{nepsbiit nopT} - {nocneaHwuii NopT};

e FortyGigabitEthernet yctpoicTteo/cnot/{nepsbiin nopT} - {nocrneaHuii nopT};

e AggregatePort Aggregate-port ID (mageHTudukatop AP HaxoamTcsa B Auana3oHe oT
1 0o MakcuManbHOro konuyecTsa nopTtoB AP, nogaepXxnBaembiX yCTPONCTBOM. )

¢ vlan vian-ID-vlan-ID (napeHtudpukaTtop VLAN HaxoauTcs B AuanasoHe oT 1 go 4094.)

e Loopback loopback-1D (mgeHTudpmkaTop loopback HaxoamTcs B AvanasoHe oT 1 oo
2147 483647.)

e Tunnel tunnel-ID (noeHTUdMKaTOP TyHHENs HaxoauTcs B AuanasoHe ot 0 Ao
MaKCMMaribHOrO  KONMMYecTBa  TYHHENbHbIX  MHTEPdENCOoB,  MNOAAEPXMBAEMbIX
YyCTPOWCTBOM, MUHYC 1).

NHTepdelicbl B gMana3oHe MHTEPdENCOB AOMKHbI ObITb OAHOrO TUMNa, a UMeHHo, FastEthernet
unu GigabitEthernet.
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Hactpoinka makpocoB Anana3oHOB UHTepdenca

Bbl MOXeTe onpefenuTb HEKOTOpPblE MaKpOChl s 3aMeHbl AMana3oHoB UHTepdenca. MNpexae
YyeM UCMOMb30OBaTb MapaMeTp macro B koMaHge interface range, Bbl JOMXKHbI CHayana
3anyctutb komaHgy define interface-range B pexume rnobanbHoOn KoHUrypauum, 4Tobbl
onpeaennTb 3TN MakpoChI.

3anyctnte komaHay no define interface-range macro_name B pexume rnobanbHon
KOHgUrypauum, 4tobbl yaanuTb HACTPOEHHbIE MAKPOChI.

1.3.3. OnucaHue nHtepdenca u agMMHUCTPATUBHLIA CTaTyC

Bbl MOXeTe HacTpouTb UMS ANst UHTepdpenca, YTobbl aeHTUGULMpoBaTh MHTEPEENC U MOMOYb
BaM 3anoMHUTb PYHKLUMKN UHTepdenca.

Bbl MOXeTe BOWTU B PEXMM KOHurypauumn mHtepdenca, 4todbl BKNHOYATE UKW OTKNHOYNTD
UHTepgenc.

1.3.3.1. NMpuHUKUN paboTbl

OnucaHue uHTepdenca

Bbl MoOxeTe HacTpouTb UMSA MHTepdenca B 3aBUCMMOCTM OT Ha3HayeHuss WHTepdenca.
Hanpumep, ecnn Bbl XoTUTe HasHauuTb GigabitEthernet 1/1 ons  wuckn4YnMTENBHOMO
NCcnonb30BaHUA nonb3oBaTtenem A, Bbl MOXETE onncaTb UHTepdpeinc kak «Port for User A» (MNopT
Ansa none3osatens A).

AAMUHUCTPaATUBHbIN CTaTyCc UHTepdenca

Bbl MOXeTE HAacTPOUTb aAMUHUCTPATUBHLIN CTaTyC nHTepdenca, YTobbl OTKIOUNTL MHTEPdENC
no mepe HeobxoaumocTu. Ecnu mHTepdenc oTKIYeH, kagpbl He OyayT NpUMHUMAaTBLCH UK
OTNPaBNATLCS Yepes ATOT MHTepdenc, n nHTepdenc notepsaeT Bce cBou PyHKUUK. Bbl MOXeTe
BKNIOYMUTb OTKIIKOYEHHbLIN WHTEpPdEenNC, HacTpoMB aAMUHUCTPATMBHBIA cTaTyC UHTepdenca.
OnpepgeneHbl gBa Tuna agMUHUCTpPATMBHOIO cTaTtyca WuHTepdenca: Up u Down.
AOMUHUCTPATMBHLIA CTaTyC UHTepdenca — Down, ecnu uHTepdenc oTkmoydeH, n Up, ecnu
MHTEPMENC BKITOYEH.

1.3.4. MTU

Bbl moxeTe HacTpoutb MTU nopta, 4Tobbl OrpaHnunTb ANUHY Kaapa, KOTOpbIA MOXeT OblTb
NosyyYeH Unu oTrnpaBrieH Yepes 3ToT MopT.

1.3.4.1. NMpuHUKMN paboTbl

Koraa yepes nopt nepepaeTtcsi 60nbLION 06bEM AaHHbIX, MOTYT CyLLECTBOBaTb Kaapbl 60MnbLIEro
pasmMepa, 4YeMm cTangapTHbii kagp Ethernet. 3tot Tun kagpa HasbiBaeTcs Jumbo Frame.
MTU — 3To anunHa cermMeHTa AeNCTBUTENbHbIX AaHHbIX B kagpe. OH He BKMYaeT HaknagHble
pacxoabl Ha nHkancynsuuo Ethernet.

Ecnu nopT nony4aeT unu otTnpaenseT kagp, AnMHa KoToporo npesbiwaeT MTU, aToT kagp byaet
oTOpOLLEH.

MTU HaxoguTcs B guanasoHe oT 64 G6ant go 9216 GanT ¢ warom B 4YeTbipe Ganta. MTU no
ymonyanuio coctasnset 1500 Gant.

NMPUMEYAHMUE: komaHgoa mtu gencTByeT TOMbKO Ha punanyeckoM nopTty unu AP-nopry.
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1.3.5. NMponyckHass cnOCOBHOCTb

1.3.5.1. MpuHUMN paGoThbI

Komangy bandwidth MoxHO HacTpouTb Takum o6pa3om, 4TOObl HEKOTOpblE MNPOTOKOSbI
Mappytmsaumm (Hanpumep, OSPF) MOrnu BbIMUCASATL METPUKY MapLupyTta, a npoToKOn
pesepsupoBaHus pecypcoB (RSVP) Mor BbIUMCNATE 3ape3epBUPOBaHHYIO MOMIOCY NPOMYCKaHUS.
M3meHeHne nponyckHOM cnocoBHOCTM MHTepdherca He MNOBMMSIET Ha CKOPOCTb nepegayu
OaHHbIX U3NYecKoro nopTa.

NMPUMEYAHMUE: komanga bandwidth asnaetca napameTpomM mMapLupyTU3auumn n He BNUAET Ha
NPONYCKHY CNOCOBHOCTL (PU3NYECKOro KaHana.

1.3.6. UHTepBan 3arpysku

1.3.6.1. NMpuHUKMN paboTbl

Bbl MoXxeTe 3anyctutb KomaHay load-interval, 4Tobbl ykasaTb MHTepBarn Ans pacyeTa Harpy3ku
nHTepdenca. Kak npasuno, uHtepsan coctaBngeT 10 cekyHa,.

1.3.7. 3apepKKa nepecbIyiku

1.3.7.1. MpuHUKMN paboTbl

3agepkka nepechbinkn OTHOCUTCA K 3aaepiKke, MOCre KOTOPOW CUrHan oOHapyXeHNs NepechInkn
AaHHbIX (DCD) namensetcs ¢ Down Ha Up unu ¢ Up Ha Down. Ecnu ctatyc DCD nameHuTcs BO
BPEMS 3a[ePXKKN, cucTeMa NPOUrHOPUPYET 3TO N3MEHeHMe, YTOObI n3bexaTtb cornacoBaHus Ha
BEPXHEM KaHarnbHOM ypoBHe. Ecnn ansg aToro napameTtpa yCTaHOBEHO BonbLUOe 3HaYeHue,
noyTn Kaxxgoe nameHeHme DCD He BygeT ob6HapyxeHo. HaobopoT, ecnv napameTp YCTaHOBIMEH
Ha 0, kaxgoe mameHeHne curHana DCD 6ygeT oGHapyxmBaTbCs, YTO NpUBELET K MIIOXOoWn
cTabunbHOCTW.

NMPUMEMAHUE: ecnu nepecbinka DCD npepblBaeTcss B TeYEHWE OfUTENLHOMO BPEMEHW,
cnegyeT yCTaHOBUTb 3a4E€PXKKY NEPEChINKN Ha MeHbLUEee 3HaYeHe AN YCKOPeHNs CXoaumMocTu
TonosnorMn mnn mapwpyta. HaobopoT, ecnu Bpems npepbiBaHusA nepecbinikn DCD MmeHblue
BPEMEHM CXOOMMOCTM TOMOMOTMM WNW MapLupyTa, 3adepXka Mepecbiikn [oSpkHa ObiTb
yCTaHoBreHa Ha bonbliee 3HavyeHue, 4Tobbl n3bexaTtb flapping’a Tononorun unu mapLupyTa.

1.3.8. MonuTuka Link Trap

Bbl MOXeTe BKIIOUUTDL UK OTKNMoUMTb doyHKumio Link Trap Ha nHTepdence.

1.3.8.1. NMpuHUKMN paboTbl

Korga dyHkuma Link Trap Ha nHTepdence BKNOYEHA, NPOCTON NPOTOKON YNpaBieHUs1 CETbHo
(SNMP) otnpaenseT Link Trap’sl Npu n3MeHEHUM COCTOSIHUA CBA3M Ha HTepdelice.

1.3.9. NMNocToAHCTBO MHAEKca nHTepdenca

Kak 1 nmsa uHTepdenca, nHaekc unHTepdgenca Takke wmaeHtupuumnpyeTt uHtepdenc. lMNpu
cosfjaHun wuHTepdpenca cuctemMa aBTOMATMYECKM MNpuUcBamBaeT WUHTEPKENCY YHUKaNbHbIN
nHaekc. Ingekc nHtepgenca MoxXeT U3BMEHUTBLCS NOCne nepesarpyskn ycTponcTea. Bel MoxeTe
BKITOUNTb PYHKLMIO COXpaHeHNs nHaekca nHrepdenica, 4tobbl MHAEKC MHTepdernca octaBarncs
Hen3MeHHbIM nocre nepesanycka ycTponcTaa.

1.3.9.1. NMpuHUKMN paboTbl

lMocne BKIOMEHMSA COXpaHEHUst MHOeKca WHTepdenca MWHAEKC WHTepdenca ocTaeTcs
Hen3MeHHbIM Nnocrie nepesanycka yCTPonCTea.
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1.3.10. MapwpyTtusmpyembii nopTt

1.3.10.1. MpuHUMN paboThbI

dusnyecknit NOpT Ha yCTponcTBe L3 MOXXHO HAaCTPOUTb Kak MapLUPYTU3MPYEMBIN NOPT, KOTOPLIN
paboTaeT Kak MHTepdenc wn3a and kommytaumm L3. MapwpyTusmpyembii NopT Henb3s
ncnonb3oBaTb Ana koMMmyTauum L2. Bbl MoxeTe 3anycTuTb komangy no switchport, 4ToObl
N3MEHUTb MOPT KOMMYTaLMN Ha MapLLPYTU3NPYyEMbIA NOPT N Ha3HauuTb IP-agpec aTomy nopTty
ANna HacTponku mapwpyTta. Obpatute BHUMaHWE, YTO Nepen BbINOSTHEHMEM KOMaHAbl NO
switchport Heobxoanmo yganuTb Bce dyHKUMM L2 nopTa KOMMyTaLmw.

1.3.11. Arpernpyembiu nopt L3
1.3.11.1. NMpuvHUKUN paboTbl

Kak n B cnyyae ¢ mapLipyTMsmpyembiM NOPTOM YPOBHS 3, Bbl MOXeTe 3anyCTUTb KOMaHay Nno
switchport, 4To®Obl M3MEHWUTL MOPT arperauMm YpoBHS 2 Ha MOPT arperauumn ypoBHA 3 Ha
YCTPOMCTBE YPOBHA 3, a 3aTeM HasHaunTb IP-agpec aToMy MOpTy arperauumn ansi HaCTPONKM
MapwpyTta. ObpaTute BHMMaHWe, YTO Bbl 4OMMKHbI yoanutb Bce dyHKuum L2 nopTta AP nepepg
3anyckom komaHabl no switchport.

NPUMEYAHMUE: nopT AP L2 C 0AHMM Ui HECKOMBbKMMW NOPTaMnU-y4aCcTHUKaMN HEe MOXET ObITb
HacTpoeH kak nopT AP L3. ToyHo Tak e nopTt AP L3 c OAHMM wunmM HECKONbKMMU
nopTamMu-y4yacTHUKaMM Hemnb3s U3MeHUTL Ha nopT AP L2.

1.3.12. CKkopocTb MHTepdenca, AyNNeKCHbIA PEeXUM, PEXUM ynpaBrieHUs
NOTOKOM U peXXuM aBTOMaTM4YeCKOro cornacoBaHus

Bbl MOXeTe HacTpoUTb CKOPOCTb WHTepdienca, AYNMEKCHbIA PeXuM, PexuMm yrpasBneHus
NMOTOKOM 1 PEXMM aBTOMaTUYECKOro cornacoBaHus dmamdeckoro nopta Ethernet nnm nopta AP.

1.3.12.1. MpuHuMn paboTbl

CkopocTtb

Kak npaBuno, ckopoctb (puandeckoro nopta Ethernet onpegensertcs nytem cornacoBaHus C
peer-yctponctesoM. CorfnacoBaHHasi CKOPOCTb MOXET ObiTb MoboM CKOpOCTbio B Mnpegenax
BO3MOXHOCTEN WHTepdberica. Bbl Tawke MoxeTe HacTpouTb Iobylo CKOpOCTb B npegenax
BO3MOXHOCTEN nHTepderica ana dusndeckoro nopta Ethernet.

Korga Bbl HacTpauBaeTe ckopocTb nopTa AP, KkoHdurypauusi BnusieT Ha BCe €ero
nopTbl-y4acTHUKN. (Bce 3T NnopTbl-y4acTHUKM siBNstoTCs onandeckumm noptamu Ethernet.)

OynneKkcHbIN pexum

e [lynnekcHbin pexnm dmsnveckoro nopta Ethernet nnn nopta AP MOXHO HacTpouTb
cnegyowmm obpasom:

e YcTaHOBUTE [OYMNNEKCHbIN pexuM WHTepderica Ha MONMHOAYMIIEKCHLIN, 4YTOObI
NMHTepdenc Mor nony4yaTtb NakeTbl BO BpeMs OTMPaBKM NaKETOB.

e YCTaHOBUTE OYMIIEKCHBINA PEXMM MHTEpdEeNnca Ha NoNyAyneKCHbIn, YToobl MHTepderc
MOT Nofy4aTb UM OTNPaBASATb NakeTbl OQHOBPEMEHHO.

e YcTaHOBWTE [YMMEKCHbIA pexum UuHTepdenca Ha aBTocornacoBaHue, YToObl
OYrnekcHbIM pexnMm uHTepdperica onpegenanca nocpecTBOM aBTOCOrnacoBaHUA
Mexay nokanbHbIM MHTEPdENCOM U peer-uHTepdencom.

e Korpga Bbl HacTpamBaeTe AyNneKCHbIN pexum nopta AP, KOHUrypaums BNMsieT Ha Bce
ero nopTbl-y4acTHukK. (Bce aTn NOpPThI-y4aCTHUKN ABMAIOTCS PU3NYECKUMU NOpTaMm
Ethernet.)
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YnpaBneHne noTokom
[ns vnHTepdenca onpeaeneHsl ABa pexnma yrnpaBfeHns NOTOKOM:

CVYMMETPUYHBIA PEeXunM YnpaBrneHUs MOTOKOM: Kak MNpaBurio, MNocre BKIOYEHUS
ynpaeneHnsi NOTOKOM Ha UHTepdelice nHTepdenc obpabaTtbiBaeT NonyYeHHble Kagpbi
ynpaBneHnss NOTOKOM W OTNpaBnsieT Kagpbl YrnpaBneHust MOTOKOM, Korda Ha
UHTepdgerice BO3HMKaeT neperpyska. [lonyyeHHble W OTNpPaBneHHble  Kaapbl
ynpaeneHnsi NOTOKOM obpabaTbiBaloTCA OAUHAKOBO. OTO HA3bIBA€TCS CUMMETPUYHbLIM
PEXMUMOM YNpaBreHnsi NOTOKOM.

ACYMMETPUYHBIN PEXUM YNPaBEHUS MOTOKOM: B HEKOTOPbIX Cy4asix OXXMaaeTcsl, YTo
nHTepgenc Ha ycTporictBe OygeT obpabaTtbiBaTh MONyYeHHble Kaapbl yrnpaBreHus
MOTOKOM, YTOObI rapaHTUpoBaTb, YTO HW OAMH NakeT He OyaeT oTOpolleH K3-3a
neperpysku, 1 He OTNPaBNSATL Kaapbl yNpaBneHust TOTOKOM, YTOGbI U36exaTb CHUKEHNS
cKkopocTu ceTn. B aTom cnyyae HeobXoAuMMO HACTPOUTb ACUMMETPUYHbBIA PEXUM
ynpaBneHnss NOTOKOM, YToObl OTAENUTb Mpouleaypy NoryyYeHus Kagpos ynpaBreHus
NMOTOKOM OT MpoLeaypbl OTNPaBKM KaapoB ynpaBrieHUs! NOTOKOM.

Korga Bbl HacTpamBaeTe pexum ynpasreHus noTtokom nopta AP, KoHdurypauus
BNUSET Ha BCe €ero MnopTbl-y4yacTHUKU. (Bce 3TW nopTbl-y4aCTHUKU ABNSAOTCS
dunsndeckummn noptamu Ethernet.)

Kak nokasaHo Ha PucyHke 1-4, MNopT A yctponcTsa siBnsietca noptom uplink, a noptel B, Cn D
— noptamu downlink. Mpeanonoxum, 4To NOpT A BKIOYEH C (PYHKLUMAMM OTNPAaBKU U MNONyYeHNs
Kagpos ynpasneHnus notokoMm. lMopt B 1 nopt C nogknioyeHsl K pasHblM MeaSIeHHbIM CeTAM.
Ecnn 6onblwon o6bem gaHHbIX oTnpasnseTcd Yepes nopt B n nopt C, nopt B 1 nopt C 6yayt
neperpyxeHsbl, 1, cnegoBaTenbHO, Neperpyska NnponsongeT BO BXOASALWEM HanpasneHun nopra
A. Taknm obpasom, nopT A oTnpaeBnseT Kagpbl ynpaeneHnsa notokom. Korga uplink-yctponctso
OTBeYaeT Ha Kaapbl ynpasrieHNs NOTOKOM, OHO YMeHbLUaeT MNOTOK AaHHbIX, OTNpaBnseMblX Ha
nopT A, YTO KOCBEHHO CHWXXaeT CKOPOCTb ceTu Ha nopTy D. B aTo BpeMs Bbl MOXETE OTKIIHOYUTL
YHKLMIO OTNPaBKM KagpoB ynpasreHns NOTOKOM Ha nopTe A ans obecnevyeHns cnonb3oBaHns
NPOMNYCKHOM CNOCOBHOCTM BCEW CETW.

4—
@
Mopt B Mopt A
| semaaan - } !
@ Mopt C ®
Mopt D
@ Downlink-gaHHble, orpaHUYeHHbIE MO CKOPOCTH
J @ Downlink-gaHHble, OrpaHUYeHHbIE MO CKOPOCTK
- ©) @ CpegHue downlink-gaHHelie
@ Bonblwwe downlink-gaHHbIe
I

OTKNYaEeT YnpasneHne NoToKoM TX K
BKNIOYaeT YnpasneHue notokom Rx

PucyHok 1-4.
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Pexnm aBTOMaTM4e€CKOro corracoBaHus

e Pexum aBTOCOrnacoBaHusi MHTepderica MOXeT ObiTb BKMHOYEH WIN  BbIKIHOYEH.
CocTosiHMe aBTOCOrnacoBaHuUs MHTepdENca He MOSHOCTbIO IKBUBANIEHTHO PEXMMY
aBTOcornacoBaHus. CoOCTOsilHME  aBTOCOrNacoBaHUs  MHTepdeiica  COBMECTHO
onpedensieTcss  CKOpPOCTblO  WHTepdpeirca, [OynNeKCHbIM — PEXUMOM,  PEXMMOM
ynpaBneHnsi NOTOKOM M PEXUMOM aBTOCOrNacoBaHus.

e Korga Bbl HacTpamBaeTe pexuMMm aBTOMATMYECKOro cornacoBaHusi nopta AP,
KOHdUrypaumsa BCTynaeT B CWUly Ha BCexX ero rnopTax-yyacTHukax. (Bce atu
NOPTbI-y4aCTHUKN ABRAOTCA dmnsmyeckummn noptamm Ethernet.)

NMPUMEYAHUE: kak npaBumo, ecnu ckopocTb MHTepdenca, AYNSEKCHbIN PeXuM U pexum
yrnpaBneHns noTOKOM YCTaHOBMEHbI HA aBTOMATUYECKUIN PEXUM UK PEXMM aBTOCOracoBaHUA
UHTepdenca BKIKOYEH, COCTOSHME aBTOCOMMACOBaHUA MHTEpdENnca BKIOYEHO, T. €. (PyHKUMS
aBTOMaTMYeCKOro CornacoBaHusa nHTepdenca BrrtoveHa. Ecnv HUM ans ckopocTn uHTepdeica,
HW ONa pexunma gynnekca, HM Angd pexuma ynpasneHus MOTOKOM He 3aaHO 3HaveHue auto, a
peXMM aBTOCOracoBaHMs MHTepdEeNca BbIKITHYEH, COCTOAHME aBTOCOracoBaHus nHTepdenca
paBHo Off, T. e. yHKUNA aBTOCOrNacoBaHMs UHTepdienca BbIKNoYeHa.

NPUMEYAHUE: nns 100-merabuTHOrO ONTOBOSIOKOHHOIO nopTta yHKUMS aBTOCOrnacoBaHus
Bceraa OTKMNoYeHa, To eCTb COCTOosiHME aBTocornacosaHmsa 100-merabmMTHOro oNTOBONOKOHHOIO
nopTa Bcerga oTkNtoveHo. [ns rurabuTHoro megHoro nopta doyHKUMst aBTOCOrnacoBaHus Bcerga
BKIOYEHA, TO €CTb COCTOSIHME aBTOCOrnacoBaHusi rmMrabutHOro megHoro nopTta Bcerga
BKMIOYEHO.

1.3.13. ABTOMaTU4ecKoe onpegeneHme moayns

Ecnu ona ckopocTtn nHTepgenca yctaHoBneHo 3HavyeHne Auto, CKOPOCTb MHTepdhenca MoXeT
perynupoBaTbCa aBTOMaTUYeCKN B 3aBUCUMOCTU OT TUMa BCTABMEHHOrO MOAYIs.

1.3.13.1. MpuHuMn paboTbl

B HacTosiwee BpemMsa OyHKLMIO aBTOMaTUYECKOro 0BHapyXeHUst Mogyrnen MOXHO UCMNoMb30BaThb
ans obHapyxeHus Tonbko mogynen SFP n SFP+., SFP — 310 rurabuTHbIn Mogynb, TOraa Kak
SFP+ — 310 10-rnrabutHein mogynb. Ecnn BctaBneHHbIn moaynb SFP, nHtepderic pabotaeTt B
rmrabutHom pexume. Ecnv BctaBneHHbi Mmogyne SFP+, nHtepdenc pabotaet B 10-rurabmtHom
pexume.

NMPUMEYAHMUE: cdyHKUMA aBTOMATMYECKOrO OGHApPYXeHUs Mogyns OEeNCTBYET TOMNbKO Toraa,
Korga gons cKopocTun nHTepdenca yCcTaHOBMEHO 3HayeHne Auto.

1.3.14. 3awmweHHbIn nopT (Protected Port)

B HekoTOpbIX cpeaax npunoxeHuin TpebyeTcs, 4Tobbl CBA3b MeXay HEKOTOPLIMU NopTaMu Bbina
oTKntoYeHa. [1ns 3Toro Bbl MOXETe HAaCTPOUTbL HEKOTOPbLIE MOPThI Kak 3alUMLLEHHbIe MOPTbl. Bbl
TaKKe MOXeTe OTKIUMTL MapLUPYTU3aLUMIO MeXAY 3almLLEeHHbIMU MOpTaMK.

1.3.14.1. NMpuvHUKMN paboTbl

3awmeHHbIn NopT

Mocne Toro, kak NMopTbl HACTPOEHb! Kak 3alUMLLEHHbIE MOPTbI, 3aLMLLIEHHbIE NOPTbl HE MOryT
B3aMMOAENCTBOBAaTbL APYr C APYrom, HO MOryT B3aMMOLEWCTBOBAaTb C He3alULEeHHbIMM
nopTamu.

3alumLLeHHble NopThl paboTatoT B Nl06OM 13 ABYX pexxuMoB. B nepBom pexume kommyTaums L2
3abroknpoBaHa, HO pa3spelleHa MapLupyTu3aums Mexay 3aluweHHbIMU noptamu. Bo BTopom
pexume KoOMMyTaums L2 1 mapLupyTmMsaums 3abnokMpoBaHbl Mexay 3alyeHHbIMU NopTaMu.
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Ecnu sawueHHbIn nopT nogaepxuBaeT oba pexunma, no yMOMYaHU UCMoNb3yeTcsl NepBbli
PEXUM.

Korga aBa 3alyuiieHHbIX NopTa HAacTPOeHbl Kak napa 3epkanbHbIX (mirroring) NopToB, Kaapbl,
OTNpPaBNEHHbIE UMM MONYYEHHbIE UCXOAHBbIM MOPTOM, MOrYT ObiTb 3epKanupoBaHbl Ha MopT
Ha3Ha4eHus.

B HacTosiLee BpeMs B KayecTBe 3alUULLLEHHOro nopTa MOXHO HACTPOUTbL TOMbKO hU3NYECKUIA
nopt Ethernet mnu nopt AP. Korga nopT AP HacTpoeH Kak 3allMLLieHHbLIN MOopT, BCE €ro
NOPThbI-Y4aCTHUKN HACTPanBalTCA Kak 3alUuLLEeHHbIe MOPThI.

B.ﬂOKVIpOBKa Mapuwpytu3auumu L3 Mexay 3auueHHbIMU noptTamMm

Mo ymonyaHunio MappyTtmnsaumsa L3 mexay sawmieHHbIMn noptamm He 6nokmpyetcs. B atom
cnyyae Bbl MOXeTe 3anyCcTuTb KomaHay protected-ports route-deny, 4tobbl 3abnokuposaTb
MapLUPYTM3aLMIO MEXAY 3aLlMLLEHHBIMU NOPTaMMU.

1.3.15. MNopT BoccTtaHoBneHus Errdisable

HekoTopble MpPOTOKOMbI NOAAEPXKMBAOT DYHKLMIO BOCCTAHOBMEHMA nocne cbost nopta ans
obecneyeHna 6Ge3onacHOCTU U cTabunbHOCTM ceTu. Hanpumep, B npoTokone Ge3onacHoCTu
nopTta, Korga Bbl BKMOYaeTe 3awWmTy nopTa M HacTpavBaeTe MaKCMMarbHOE KONMYecTBO
agpecoB 06e3onacHOCTM Ans nopTa, cobbiTMe HapyleHust nopta reHepupyeTcsi, ecnu
KONMMYeCTBO aapecoB, MOMyYEHHbIX HA 3TOM MOPTY, MPEBbILAET MaKCUMarnbHOe KONMM4YecTBO
agpecoB 6e3onacHocTu. [lpyrme NpoTOKOMbl, Takne Kak NpoTOKon cBsadytowero gepesa (STP),
DOT1X, REUP wn vactbin flapping nopToB, noaaepXuBaloT aHanornyHble yHKUMKU, 1 noprT,
HapyLaloLwmin npasuna, byget aBTomaTUYECKN 3akpbIT Ans obecneyeHms 6e3onacHoCcTU.

1.3.15.1. NMpuHuMn paboTbl

[Mocne oOTKMIOYEHNs nopTa Ku3-3a HapyleHust Bbl MOXeTe 3anycTuTb komadgy errdisable
recovery B pexume rnobanbHon KoHurypaumm, 4Tobbl BOCCTAHOBUTL BCE MOPThI B COCTOSAHUU
errdisable v BKMOUYMTbL 3TV NOPTbI. Bbl MOXETe BOCCTAHOBUTL MNOPT BPYYHYIO UM aBTOMaTUYECKN
B Ha3HA4YeHHOEe BpeMsi.

1.3.16. PasgeneHue n o6veagmnHeHue noptoB 100G

1.3.16.1. NMpuHUKMN paboTbl

Mopt 100G Ethernet — 3TO NOPT C BbLICOKOW MPOMYCKHOM CNOCOOHOCTBLI. OH B OCHOBHOM
NCNonb3yeTcs Ha YCTPONCTBAX Ha YPOBHE KOHBEPreHUUN NN Ha YPOBHe sapa ANS yBenu4eHus
nponyckHomn cnocobHocTu nopta. PasgenexHne nopta 100G o3HavaeT, 4yto nopT 100G pasgeneH
Ha JyeTblpe nopTa 25G. B ato Bpems nopT 100G cTaHOBUTCHA HEQOCTYMHbBIM, @ YeTblpe nopTa 25G
nepechbinatT gaHHble He3aBucumo apyr ot gpyra. KombuHauua noptoB 100G o3HavaeT, 4To
yeTblpe nopta 25G ob6beamHeHbl B nopT 100G. B aT0 Bpemsi yeTblpe nopta 25G craHOBATCS
HegoCTynHbIMK, U Tonbko nopT 100G nepepaeT AaHHble. Bbl MoxeTe rMbko HacTpavBaTb
NPOMYCKHY CNOCOBHOCTb, KOMBUHMPYS UK pasgensas nopThbl.

1.3.17. SVI nnn cyouHTtepcdencHasn BbiIoGoOpKa

Mo ymonuanmto SVI unun cybuHTepdenc He noagepkuBaeT CTaTUCTUKY NaKeToB. Takas
MHpOpMaLMs, Kak KONMMYEeCTBO MAKETOB, MOMYYEHHbIX UMM OTNpaBreHHbIX yepe3 SVI unu
cybuHTEepdeic, a Takke CKOPOCTb OTNPABKW/NONYYEHNS NaKeToB, HEe MOXET ObiTb 0TOBpaxeHa.
Bbl MOXeTe BkoUMTb BbIGOpKy SVI nnu cybuHTtepdenca ans otobpaxeHnsa 3Ton CTaTUCTUKN.
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1.3.18. 3awmTa nopTtoB OT HectabunbHocTu (flapping)

Korma Ha nopty npoucxoguT flapping, BO3HMKaeT MHOro annapaTtHblX npepbiBaHUN,
notpebnsaowmx mHoro pecypcos LIM. C gpyron ctopoHsl, YacTein flapping nopTta nospexaaet
nopT. Bbl MOXeTe HacTponTb dhyHKUMIO 3awmThl oT flapping’a onga 3awmTbl NOpTOB.

1.3.18.1. NMpuHUKUN paboTbl

Mo ymonuaHuto cpyHKLmMA 3awmTbl nopToB OT flapping’a BkntoyeHa. Npu He06Xxo0AMMOCTU Bbl
MOXeTe OTKNIUUTb 3Ty (pyHKumo. Koroa Ha nopty npoucxogut flapping, nopt onpegenser
flapping kaxable 2 unm 10 cekyHa. Ecnu B TeveHne 2 cekyHa Ha nopTy npoucxoauTt flapping
WwecTb pas, YCTpoucTBO oTobpaxaeT noackasky. Ecnm HenpepbiBHO oTobpaxatotca 10
noackasok, T. e. B TedeHne 20 cekyHA NOCTOSHHO OBHapyxuBaeTcs flapping nopTos, nopT
nepexoanT B pexmm HapylweHus (NpuunHy HapyweHus nokaseiBaeT Link Dither). Ecriv B
TeyeHue 10 cekyHng Ha nopTy npoucxoauT flapping 10 pas, ycTponcTBo oTobpaxaeT NOACKa3Ky,
He NepeBoas MopT B PEXUM HapYLLUEHUS.

1.3.19. Syslog (cucTeMHbIN XypHan)

Bbl MOXeTe BKIIOUUTL MU OTKMIOUMTE OYHKLUUIO CUCTEMHOrO XypHarna, 4tobbl onpeaenuTs,
otobpaxaTtb v nHdopmaumio 06 N3MEHEHMSX NN UCKITIOYEHNAX UHTepdenca.

1.3.19.1. NMpuHUKMN paboTbl

Mpy HEOBXOOMMOCTUN Bbl MOXETE BKIHOUNTD UIKM OTKNIOUNTE OYHKLMIO CUCTEMHOIO XypHana. Mo
yMOnyaHuio 3Ta yHKUMA BkYeHa. Korga wHTepdenc CTaHoBUTCA HEeHOpMarnbHbIM,
HanpumMep, U3MeHsIeTCa cTaTyCc uHTepdenca, nnn nHTepdenc nonyvaeT Kagpbl owWnBOK, nnm
npoucxoaut flapping, cuctema otobpakaeT NogcKkaskn Angd yBegoMIeHNs: Nofb3oBaTesien.

1.3.20. Nmo6anbHbI MTU

Monb3oBaTenu MOryT ycTaHoBUTL rmobanbHbii MTU ana ynpaBneHns MakCcumManbHOW OfMHOWM
KagpoB, KOTOpble MOryT BblTb OTNPaBIEHbI U MOSTyYeHbl Yepes BCe NOPThI.

1.3.20.1. NMpuHuMnN paboTbl

Korga obmeH gaHHbIMK ¢ 60NbLUOK NPOMNYCKHOM CNOCOOHOCTLIO OCYLLECTBASIETCA Yepes MopT,
MOryT CyLLEeCTBOBaTb Kaapbl, ANMHA KOTOpbIX 6onblue, YeM y cTaHgapTHOro kagpa Ethernet, n
3TM Kaapbl HasbiBatoTCs jumbo-kagpamu. MTU ykasbiBaeT ANMHY AOMYCTUMbIX MONEN AaHHbIX B
Kagpe, 3a UCKIMOYEHMEM CNYyXeOHbIX AaHHbIX MHKancynaummn Ethernet.

Ecnu gnvHa kagpa, nonyyYyeHHOro unm OTNpaBfieHHOro MOpTOM, NpeBbIWaeT 3HaveHne MTU,
kagp 6ygeT oTbpoLueH.

3HauveHne MTU HaxoguTcst B guanasoHe oT 64 oo 9216 6awnt. LLar coctaenseT yeTbipe GanTa.
3HaveHue no ymonyanuo — 1500 GanT.

NMPUMEYAHUE: IP MTU aBTOMaTU4eCKM N3MeEHSAETCA Ha 3HavyeHne MTU kaHana uHtepdenca
npu nameHeHumn rnobanbHo ycTtaHoBneHHoro MTU kaHana.

NMPUMEYMAHUE: MTU wuHTepdenca wumeeT npuoputeT Hag rnobanbHeim MTU. [locne
HacTporku rnobansHoro MTU pgna MTU wHTepdbenica Henb3si YCTaHOBUTH 3HA4YEeHME MO
YMOJYaHMIO.
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1.3.21. MAC-agpec nHtepcenca

1.3.21.1. MpuHUMN paboThbI

Mo ymonyaHuio Kaxabii nHtepdenc Ethernet umeeT rmobanbHo yHukanbHein MAC-agpec. MNpu
Heobxogumoctn MAC-agpeca nHtepdgencos Ethernet moxHo namenntb. OgHako MAC-agpeca
B OZAHOM N TOW XXe NOoKanbHOW CETU OOIMKHbI ObiTb YHMUKANbHBIMMU.

YTto6bl HacTponTb MAC-agpec uHTepdenca Ethernet, BbinonHuTe komangy mac-address B
pexmme HacTponkn nHtepdenca:

NMPUMEYAHUE: koHdurypauua MAC-agpecoB MOXET MOBNUATb Ha BHYTPEHHIOK CBA3b B
nokanbHon cetu. oaTomy nonb3oBaTensaM pekoMeHayeTca He HactpaveBaTb MAC-agpeca
CaMOCTOSATENBHO, eCnn B 3TOM HET HEOBXOOUMOCTN.

1.3.21.2. CBA3aHHaA KoHduUrypaums

Hactponka MAC-appecoB ansa uHtepdencos
Mo ymon4yaHuio Kaxkabli MHTEpdenc nveeT rnobanbHo yHukanbHbin MAC-agpec.

Bbl MoxeTe 3anyctutb komMaHaoy mac-address mac-address B pexume KOHurypauuu
nHTepdenca, 4tobbl nameHnTb MAC-agpec nHtepdenca.

1.3.22. ®nar unkancynsauum VLAN Ha nHtepdencax

1.3.22.1. NMpuHUKUN paboTbl

BupTtyanbHas nokanbHasa ceTb (VLAN) npeactaenseT coborn nornmveckyto ceTb, pasgernieHHyo
Ha M3MYECKYl0 CeTb, U COOTBETCTBYET ceTu ypoBHs 2 B mogenu OSIl. B 1999 roagy IEEE
BbiNycTuUna npoekT npotokona 802.1Q gnd ctangapTusaumm peeHnsa no peanusaumm VLAN.

TexHonorna VLAN no3BosisieT ceTeBoMy agMUHUCTPATOPY pasaenvTb (PU3NYecKyto SIOKanbHYH
CeTb Ha HECKONbKO LmpokoBelaTenbHbix gomeHoB (Mnn VLAN). Kaxgaa VLAN cogepxuT
rpynny pabounMx cTaHUMh C OAMHaKoBbIMM TpeboBaHusiMn, u kaxgas VLAN umeet Te xe
aTpubyThl, 4TO N usnydeckas LAN. Tak Kak BUpTyanbHble CeTU NIOrMyeckn pasgeneHsl, paboyve
CTaHUUKN B OOHOWM N TOW e BUPTyanbHOW ceTu He obs3aTenbHO pasmMellaTb B O4HOM U TOM Xe
un3nyeckom NpoCTpaHCTBE, TO eCTb 3TU paboume cTaHuuMn MOryT NpuHaanexatb K pasHbiM
dm3n4eckuM cermeHTam fokanoHon cetn. MHoroagpecHsi U ogHoaapecHbin Tpadumk B VLAN
He 6yaeT nepeHanpaBnsaTbcs B Apyrne VLAN. 3To nomoraeT KOHTponvMpoBaTb Tpadwk,
CoKpallaTb MWHBECTMUMW B YCTPOWCTBA, YynpowaeT ynpaefneHne ceTbio W MNoBblLaeT
6e3onacHoCTb ceTu.

VLAN — 3TO NpOTOKOS, WCNOMb3yeMbIA AONs peLlleHust npobnem LUMpOKOBELLATENbHOM
(broadcast) nepegaun n 6esonacHoctn Ethernet. Bo Bpemsi nepegayn naketa kK kagpam Ethernet
pobaensietcss 3aronoBok VLAN. Kpome Toro, ngeHtudmkatopbl VLAN ucnonb3yorca ans
Knaccudukaumm nonb3oBaTtenen no pasHbiM paboynm rpynnam, 4tobbl orpaHnyYnTb 0OMEH Ha
YpOBHE 2 Mexay nonb3oBaTtensamu B pasHblx paboumx rpynnax. Kaxgasa paboyasa rpynna
npeacrtaensaet cobom cetb VLAN. Cetn VLAN MOXHO Mcnonb3oBaTth 4551 OrpaHn4eHnst obnactu
LUMpOKOBeLlaTeNbHOW paccbifikn U (popMMpoBaHUSA BUPTyanbHbIX pabounx rpynn  Aans
ANHAMNYECKOro ynpaBrieHNsa CeTSaMM.

UTto6bl obecneuntb cBA3b € xoctamm B VLAN, nonb3oBaTenn MOryT HacTpouTb cpnar
nHkancynaumm VLAN 802.1Q (npoTtokon VLAN) Ha nHTepdence unm cybuHtepdgence Ethernet.
B aTom cny4vae npu oTnpaBke NakeToB Yepe3 nHTepdenc Ethernet cooTBeTCTBYIOLLMI 3arofIOBOK
VLAN 6yget uHkancynupoaH. lNMpu nonyvyeHun naketoB 3aronoBok VLAN Oyanet yaaneH u3
naketa.
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1.3.22.2. CBA3aHHaA KoHduUrypaums

Hactpounka cdonara uHkancynsumm VLAN ansa nHtepcencoB
Mo ymonyaHuio npoTtokon nHkancynaummn 802.1Q oTKNOYEH Ana MHTepdencos.

Bbl MOXeTe 3anycTutb KomaHgy encapsulation dotlQ VianID B nHTepdencHoM pexmume ang
uHkancynaumm  802.1Q ana  wuHtepcbenca. VlanlD ykasbiBaeT WMHKaMNCynMpOBaHHbLIN
ngeHtngpukaTop VLAN.

1.3.23. Pexxum FEC uHTepdenca
1.3.23.1. NMpuHUUN paboTbl

Mpamoe ncnpasneHne ownbok (FEC) — aTo MeTog ncnpasneHns koaa owmnoKn, MCNonb3yoLWwmnin
cneayowmi npuHumn paboTel: oTnpasuTens AobasnaeT n3bbITOYHbIN KO NCNPaBieHns oWnbokK
K AaHHbIM AN otnpasBku. [pMeMHUK BbINONHAET obHapyxeHne ownboK B AaHHbLIX HA OCHOBE
KoAa ucnpasneHus owmnbok. Ecrniv obHapyxeHa owmnbka, nonyvartens ncnpasnset ownbky. FEC
ynydylwaeT Ka4eCTBO CUrHana, HO Takke Bbl3blBaeT 3afepxKy curHana. [onb3oBatenu moryT
BKITHOMATb UIN OTKOYaTh 3TY OYHKUMIO B 3aBUCUMOCTU OT pearibHOM CUTyaLuu.

PasnunyHble TMNbl NOPTOB NOAAEePXMBatOT pasHble pexumbl FEC. MopT 25 Mbut/c nogaepxunsaeT
pexum BASE-R, a nopt 100 '6ut/c noaaepxumsaet pexum RS.

1.3.23.2. CBAA3aHHaA KoOHduUrypaums

Hactpouka pexxuma FEC uHTepcenca

Mo ymonuaHuio pexum FEC oTkntodeH ans nopta 25 6ut/c, a BKAKOYEHUE UM OTKMNOYEHNE
pexuma FEC ansa nopta 100 6uT/c onpegensieTcs BCTaBNEHHbIM ONTUYECKUM MOAYIEM.

3anyctute pexum fec mode {rs | base-r | none | auto} B pexume nHtepdenca ans HacTPONKK
pexnma FEC Ha nHtepdence.

1.3.24. LUnkn BbIOOPKU CTaTUCTUKM NO nopTtam Ethernet

1.3.24.1. NMpuHuMn paboTbl

Linkn BeIBOpKM cTaTMCTMKKM NOpTOB Ethernet no ymonyaHuio coctaBnsieT 5 CekyHA, YTO O3HavaeT,
4YTO CcTaTUCTMKa uHTepdenca obHoBndeTcs kaxable 5 cekyHd. B cueHapusix C BbICOKMMMU
TpeboBaHMAMM K CTAaTUCTUKE B pearibHOM BpeMEHN MOXHO MPOAfnTb LMK BbIGOPKA.

NMPUMEYAHMUE: 6onee KOpoTKUI LUK BbIOOPKK yKa3biBaeT Ha bonee Bbicokoe NoTpebnexHne
NPOU3BOAUTENBHOCTM CUCTEMbI. [M03TOMY LMKN BbIGOPKN OOMKEH OblTb CKOPPEKTMPOBAH MO
mMepe HeobxogumocTn. Ecnn konnyecTBo mnsmdeckux noptos npesbiwaeT 500, pekomeHayeTcs
YCTaHOBUTb UMKI BblOopku 6onee 10 cekyHa.

1.3.24.2. CBA3aHHaA KoHduUrypauums

HacTtpouka uukna BbIGOpPKM CTaTUCTUKKN HA nopTax Ethernet
Linkn BeIGopkM cTatucTnkmn noptoB Ethernet no ymon4yanuioo coctaBnsieT 5 cekyHa,.

3anyctute komaHgy ethernet-port counter sample-period [ seconds | B pexume rnobansHon
KOHUrypauum, 4tobbl HacTpouTb LMKN BbIGOpKK Ha nopTax Ethernet.

1.4. OrpaHnyeHumn

e Ontunueckun nopt 10G: korga ontnyeckuit TpaHemeep 10G BCTaBnsieTCst B ONTUYECKNIA
nopt 10G, pexum aBTOCOrnacoBaHusl OoTkNo4daeTcd. Korga ontuyeckuii TpaHCcUBeEpP
1000M BcTaeneH B ontuyeckuin nopT 10G, pexum aBTOCOrfacoBaHWUsl BKIOYEH MO
YMOJYaHMIO.
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o Ontunyeckun nopt 40G: Korga onNTUYECKUIA TpaHCUBEP BCTaABMSAETCA B ONTUYECKUIA NOPT
40G, pexum aBTOCOrnacoBaHus OTkMNo4vaeTcd. Korga megHbin kabenb nNoakoyYeH K
onTtuyeckomy nopty 40G, BKNOYaEeTCa peXxXnm aBTOCOrNacoBaHus.

e [Ina npoagyktoB cepumn QSW-6910 MTU npeobpasyeTcsa B AnMHY NakeTa Ans pacyeTta B
ynnax. lNpeobpasoBaHHas AnvHa nakeTa, MCnonb3yemas Ans pacyeTta, Ha 26 6ant
(Bkntovas 14-6antoBbin 3aronoBok Ethernet, 4-6antoBbin FCS 1 gBa Tera) Gonblue
HacTpoeHHoro MTU.

o Korga nepeknioyeHne pexxmMmoB HaAcTpoeHo Ha nopTtax 25G QSW-6910 (port speed-
mode 10G/25G), pexumbl YeTbipex nocrnegoBaTternbHbIX NOPTOB HACTPOEHHOIO nopTa
N3MEHSATCH O4HOBPEMEHHO, N CKOPOCTb HE MOXET ObITb HAacTpoeHa Anst nopToB 25G.

o Ybepgutech, yto IP MTU, IPv6 MTU u Link MTU nHTepdencoB ypoBHst 3 yCTaHOBIEHDI
npasunbHo 1 IP/IPv6 MTU He npeBbiwaeT MTU nHtepdenca. NHtepdencebl ypoBHs 3
BKMOYaloT B ceba NopThl MapLUpyTU3aumm, nopTel arperaumm yposHs 3 n SVI.

1.5. KoHdurypauusa

KoHdurypaums

OnucaHue u KomaHaa

BbinonHeHne
OCHOBHBbIX
KOHdUrypawmm

(OnumoHanbHo) Wcnonb3yeTca Ans ynpasreHus KoHUrypaumsimu
nHTepdenca, Hanpumep, ANga cosganvs/yaaneHua nHTepdenca mnm
HaCTPOWKM onncaHns uHTepdenca

interface

Cospaetr vHTEPdENC U BXOAUT B PEXUM
KOHoMrypaumm cosgaHHoOro wuHTtepdpenca
Wnun 3agaHHoro nHTepdenca

interface range

BeoanTt guanasoH uHTepdencos, cosgaeT
3TOT MHTEpPenc (ecnn He co3gaH) n BxoguT
B pE€XNM HaCTPOMKM NHTepdenca

define interface-

range

Cos3gaeT Makpoc Ang ykasaHus guanasoHa
nHTEepgenca

snmp-server if-index
persis

BkrovaeT (yHKUMIO COXpaHEeHUs WHOEKca
UHTepdenca, 4tobbl MHOEKC WHTepdenca
ocTaBarcs HEN3MeHHbIM nocne
nepesarnycka yCcTponcraea

description

HactpanBaeT onucaHune uHtepdenca go 80
CAMBOSIOB B  pexuMMe  KOH(urypaumm
nHTEepenca

snmp trap link-status

HacTtpaueaet, otnpaenate nu link trap’sl
nHTEepgenca

shutdown

3akpbiBaeT nHTepdenc B
KOH(purypaumm nHtepdenca

pexume
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KoHdurypauus

OnucaHve n kKomaHAaa

BbinonHeHne

split interface

PasnenseT nopt 40G B pexxume rnobanbHoOm

OCHOBHbIX KOHGUrypauum
KOHpurypaumm
physical-port dither  HactpauBaeT 3awmty wuHTEpdenca ot
protect flapping’a B pexume rno6ansHon
KOHUrypauum
logging [link-updown | Mo3BonsieT BHOCUTb B XypHanbl
| error-frame | | tHpopmaumio o cocTosHMM uHTepdenca B
linkdither | res-lack- | pexvume rmo6anbHon kKOHUrypaumm
frame]
HacTtponka (OnuunoHanbHo) OH  wucnonb3yeTcd Ans  HacTpoWku  aTpubyToB
atpubyToB UHTepdenca
nHTepdemnca
bandwidth HacTpamBaeT nponyckHyl CrnocoBHOCTb
UHTepdenca B pexume KoHdUrypaumm
nHTepdenca

carrier-delay

HactpauBaet carrier delay uHTepdenca B
pexunme KoOHurypauum nHtepdenca

load-interval HacTpauBaeT uHTepBan pacyeTa Harpysku
nHTepgenca

duplex HacTtpauBaeTt OyrreKkcHbIn pexum
nHTEepenca

flowcontrol BknioyaeTr wunu  oTKMOYaeT  ynpasrieHune
NOTOKOM UHTepdenca

mtu HactpansaeT MTU unHTepdeinca

negotiation mode

HactpaunsaeTt
nHTEepenca

pexnm aBTOcCornacoBaHUA

speed

HacTtpanBaeT ckopocTb nHTEphenca

port speed-mode

HacTtpanBaeT CKOPOCTHOM peXxmum Ans nopta
25G

switchport

HacTtpanBaeT nHtepgenc kak nHtepdenc L2
B  pexume  HacTpomkm  uHTepdenca.
(BbinonHuTe KOMaHay no switchport, 4Tobbl
HaCTpPoOUTb MHTEPdENC Kak nHTepdgenc L3.)
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KoHdurypauus

OnucaHve n kKomaHAaa

Hactporika

atpubyToB
UHTEepdenca

switchport protected

HacTpanBaeT nopT Kak 3al1LLeHHbI NopT

protected-ports

brnokupyet wmapuwpyTtusaumio L3 mexay

routedeny 3alMLEHHbIMM  MOpTaMuU B pexume
rno6anbHOM KOHMUrypauum

errdisable recovery | BocctaHaBnuBaeT nNOpPT B COCTOSIHUM

[cause link-state] errdisable B pexume rnoGansHon
KOHUrypauum

route-sample enable | Bkniovaet YHKLMIO BbIGOpPKK
SVl/cybuHTtepdelica B pexnme

KOH(purypaumm nHtepdenca

mtu forwarding

YcTtaHasnusaeT rnobansbHein MTU n IP MTU

mac-address

Ycranaenusaet MAC-agpec nHtepderica

encapsulation dot1Q

Ycranaenusaet Ter VLAN ansa nHtepdenca

fec mode

HactpausaeT pexum FEC gns nHtepdenca

ethernet-port counter
sample-period

HacTtpauBaeT nepuog BbIGOPKM CTaTUCTUKK
ana nopta Ethernet

1.5.1. BbinonHeHue OCHOBHbIX KOHUrypaumm

1.5.1.1. 3dphbeKkT KOHhUrypauum

BOMOUTE B

CospanTte ykasaHHbIA FIOrMYEeCKUA MHTepdENC U BOMAUTE B PEXUM KOHurypauum
3TOr0  WHTepdenca wunu

PEXUM  KOHUrypaumm CyLLecTBYHOLLErO

hm3N4eCKoro Unn sIOrm4ecKoro nHTepdenca.

Cospante HEeCKONbKO YKa3aHHbIX JTIOTMYECKMX MHTEPdENCOB U BOMOUTE B PEXUM

KOHdurypaumm wuHTepdenca unu BOMOUTE B PEXUM KOHMUrypauumnm HECKONbKMX
CYLLECTBYHOLLNX OUBNYECKNX NN NOTNYECKUX NHTEPEENCOB.

nHdopmaumio 06 nHTepdeice.

MpumeyaHus

MHupekebl nHTepderica ocTaloTCa HEM3MEHHbBIMUW MOCSe nepesarpyskM yCTPOMCTBa.
HacTponTe onucaHmne nHtepdenca, Ytodbl NONb30BaTENM MOIMN HANPSMYO y3HaBaTb

Bkntounte nnu otknioumte dyHkumto link trap nHtepderica.
BKrouMTb MNK OTKAOYNTD NHTEPAIENC.
Pasgennte nopt 100G nnun o6beguHuTe YeTtbipe nopta 25G B nopt 100G.

CDopma KOMaHObl N0 MOXET MCNOoNb30BaThbCA ANA yaaneHUda yka3aHHOro norm4eckoro

UHTepdenca uUnm rorMyecknx MHTepdencoB B ykasaHHOM AmnanasoHe, HO He MOXeT
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HacTtpoiika nHtepgencos

ncnonb3oBaTbCA ONA yaaneHudA (*)VI3VI‘-I€CKOFO nopta wnn CbI/I3I/ILIeCKVIX nopToB B
YKa3aHHOM Anana3oHe.

o  ®opmy KomaHabl default MOXHO MCNONBL30BaTL B pEXMME HACTPOMKN MHTepdberica ans
BOCCTAHOBMEHMSI HACTPOEK MO YMOMYaHUIO yKa3aHHOrO (p13N4eCKoro nnm form4yeckoro
WUHTepdenca nnn nHTepdencoB B ykazaHHOM AnanasoHe.

1.5.1.3. llarn HacTpounku

Hactpouka ykazaHHOro uHtepdemnca

e Heobga3aTenbHbIN.

e 3anyctute 3Ty KOMaHAy, YTOObl CO34aTb OrMYECKU NHTEPMENC NN BONTU B PEXUM
HaCTPOMKM PU3NYECKOro NOPTa UM CYLLLECTBYIOLLLENO NOMMYECKOro nHTtepdenca.

KomaHga interface interface-type interface-number
Onucanwne interface-type interface-number: ykasbiBaeT TMn M HOMep WHTepdenca.
napameTpoB NHuTepdenc moxeT bbiTb huandeckum noptom Ethernet, AP-noptom, SVI

U1 NeTneBbIM NHTEPdENCOM

pexvm

KomaHaHbIn Pexwum rnobansHon koHdUrypaumm

PykoBoactso no
NCNOnb30BaHUIO

Ecnn normyeckun mHTepdenc elle He co3gaH, 3anyctute aTy
KOMaHgy, 4Tobbl co3gaTtb 3TOT UHTEPXENC U BONTU B PEXUM
HaCTPOWKK 3TOro uHTepdemnca.

Ona dwmsmyeckoro nopta wnM CyLLECTBYIOLLEro JIOrM4yeckoro
UHTepdenca BbINOMHUTE 3Ty KOMaHgy, YTOObl BOMTU B PEXNM
HaCTPOWKM 3TOro HTepdenca.

Wcnonb3aynte copmy KomaHObl N0, 4TOOblI yOanuTb yKa3aHHbIN
Normyecknn nHTepgenc.

Ucnonb3aynte ¢opmy komaHabl default gna BocctaHoBneHWs
HacTpoek MHTepdenca No yMONYaHUIO B pexmme KoHdurypaumm
nHTepdenca

Hactpoika uHtepdencoB B auanasoHe

e  OnuyuoHarnkeHo.

e 3anyctute 9Ty KOmaHAy, 4Tobbl CO34aTb HECKOSbKO FOrMYecKnx MHTEPdENCOB Wnn
BOWTM B PEXMM KOHUIypaLmUmM HECKONbKUX PU3NYECKUX NOPTOB UK CYLLECTBYIOLLMX
normyeckmx nHTepencos.

KomaHga interface range { port-range | macro macro_name }
Onuncanne port-range: yka3biBaeT TUN 1 naeTudumkaTop gnanasoHa nHtepgencos. 3Tn
napameTpoB nHTepdencbl MoryT ObiTb puandeckumu noptammu Ethernet, AP-noptam,

SVI nnu netneebiMu HTEPENCamMu.
macro_name: yka3blBaeT UM Makpoca AvanasoHa nHtepdenca
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HacTtpoiika nHtepgencos

KomaHgHbIn
pexnm

Pexwum rnobanbHon koHUrypaumm

PykoBoactso no
NCNONb30BaHMIO

e Ecnun norndeckne nHTepencel elle He co3naHbl, 3anycTute aTy
KOomaHZy, 4ToObl co3gaTb 3TV MHTEP(ENCHl U BONTU B PEXUM
HacCTpPOKMKM UHTepdenca.

e [Ina HecKkonbkMX U3MYECKUX MOPTOB WM CYLLECTBYIOLLNX
NOrnYecKknx nHTepencoB 3anycTute aTy KOMaHay, YToObl BONTU B
pexXMM HacTponkn nHtepderca.

e Wcnonb3synte dopmy komaHgbl default, 4yTo6GbHI BOCCTAHOBUTH
HacTPOMKM 3TUX WHTEP(ENCOB NO YMOMYaAHUK B pexume
KOHpurypaumm nHtepdenca.

e [lepeg wucnonb3oBaHMeM Makpoca 3anyctute Komangy define
interface-range, 4T06bl ONpefenuTb AManasoH uMHTepdenca Kak
UMS Makpoca B pexume rrnobanbHoM KoHdurypauum, a 3aTem
3anyctute komaHgy interface range macro macro_name, 4To6bl
NPUMEHNTbL MaKpOC

Hactpoika coxpaHeHusi uHgekca nHrepdenca
e  OnuuoHanbHo.

e 3anyctute a3ty

KOMaHZy, Koraa WHOEKCbl MWHTepdenca [OMKHbI OcTaBaTbCA

HEeU3MeHHbIMW Nocre nepesanycka yCTpoMCTBa.

KomaHpa

snmp-server if-index persist

Mo ymonyaHuio

Mo ymonyaHuio coxpaHeHne nHaekca nHTepdenca OTKNYeHo

KomaHgHbIn
PEXNM

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
MCNONb30BaHNIO

[Mocne BbINOMHEHUSA 3TOM KOMaHObl TEKYLIME NHOEKCHI BCEX NHTEPdENCOB
OyayT coxpaHeHbl, a nocrne nepesanycka YCTPOMCTBA WHOEKCbl He
n3meHATcs. Bbl MoxeTe mcnonb3oBatb dopMy No mnm oopMy KOMaHAabl
default, 4ToObl OTKNIOUNTL YHKLMIO COXpPaHEHMS HOEKCA MHTepdenca

Hactpowka onncaHusa nHtepdenca
e OnuuoHanbHo.
e 3anyctute 3Ty KOMaHAy, YTOObl HACTPOUTL ONUCaHNE UHTepdenca.

KomaHga description string
Onuncanne string: o603Ha4aeT cTpoky gnvHon o 80 cumBonoB
napameTpoB

Mo ymonyaHuio

Mo YMOIT4aHuo HEeT onncaHusA
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HacTtpoiika nHtepgencos

KomaHgHbIn
pexnm

Pexum koHdurypaumm nHtepderica

PykoBoactso no
NCNOoNb30BaHNIO

OTa KoMaHga mucnonb3yeTca AN HAacTPOMKM onmncaHus nHtepderica. Bl
MOXeTe ucnonb3oBatb opmMy no mnm gopmy komaHabl default, 4ToGbI
yoanuTb onucaHue nHtepdgenca

Hactpouka cdoyHkuum Link Trap uHtepdenca
e  OnuuoHanbHo.
e 3anyctute 3Ty KOMaHAy, 4Tobbl nony4uunTs link trap’sl yepe3 SNMP.

KomaHpa

snmp trap link-status

Mo ymonyaHuo

Mo ymonyaHuto pyHkuma Link Trap BkroyeHa

KomaHgHbIn
pexmm

Pexum koHdurypauum nHtepderica

PykoBoactso no
NCMNOmMb30BaHUIO

OTa KoMaHga wucronb3yetca Ans HacTpouknm dyHkumm Link Trap Ha
nHTepdence. Korga ata dpyHkuma skntodeHa, SNMP otnpasnseT link trap’sl
npu W3MEHEHMM COCTOSHMA CBA3M Ha uHTepdence. Bbl  moxeTe
ncnonb3oBaTb popmy no nnu dopmy komangbl default, 4Tobbl OTKNHOUNTD
dyHkumto Link Trap

Hactpoinka agMMHUCTpaTMBHOrO cTtatyca uHtepcenca

e  OnuuoHanbHo.

e  3anyctute 3Ty KOMaHAy, YTOObI BKIIOYUTL U OTKNIOYNTL NHTEPOENC.

e  HTepdenc He MOXeT OTNPaBnATbL UKW NoMy4YaTb NAKeTbl NOCe ero OTKIYeHNS.

KomaHga

shutdown

Mo ymonyaHuio

Mo ymon4yaHuio agMUHUCTPaTUBHLIN CTaTyCc nHTepdenca Up

KomaHaHbIn
pPeXnm

Pexnm koHdurypaumm nutepdenca

PykoBoactBo Mo
NCNOSb30BaHMIO

Bbl MoxeTe 3anyctutb komaHgy shutdown, 4Tobbl OTKNIOUNTE MHTEPAIENC,
unm komangy no shutdown, 4ytoObl BKIHOUNTE MHTEpPdENC. B HekoTopbIX
crny4vasax, Hanpumep, korga nHTepdenc HaxoguTca B COCToAHUN errdisable,
Bbl HE MOXeTe 3anyctuTtb koMaHgy no shutdown Ha uHTepdbeince. Bbl
MOXeTe MCMnosib3oBaTb popMmy nNo mnu dopmy komaHabl default, 4Tobbl
BKNIOYUTb MHTEpPenc

PaspgeneHune nopta 100G nnm o6begmnHeHme 4etbipex noptoB 25G B oguH NopT

100G

e  OnuuoHanbHo.

e 3anyctute aTy koMaHgy, 4Tobbl pazgenutb nopT 100G nnm o6beanHUTL YeThbipe nopTa
25G B oguH nopt 100G.
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HacTpolika uHTepdencos W
KomaHga [no] split interface interface-type interface-number
Onucanwne interface-type interface-number: ykasbiBaeT TMN KU Homep nopTta. [lopT
napameTpoB AosmkeH 6biTb noptom 100G

Mo ymonyaHuo

Mo YMON4YaHUIO NOpPThbl O6'beLl,I/IHeHbI

KomaHgHbIn
pexnm

Pexwum rnobanbHon koHUrypaumm

PykoBoactso no
NCMNomnb30BaHUIO

Bbl MmoxeTe 3anyctutb komaHay split, 4tobbl pasgenunts nopt 100G, unun
KomaHgy no split, ytobbl 06beanHUTL pasaenenHbi nopt 100G.

lMocne HacTporkM 3TOM koMaHAdbl OObIMHO TpebyeTcs nepesanycTuTb
NNHENHYIO KapTy UK Bce YCTPOMCTBO, YTOObI KOH(Urypauus BCTynuna B
cuny

Hactpouka SVI unu cbyHkUunmn BbIGOpKM cyOuHTepdhenca
e  OnuuoHanbHo.

e  3anyctute 3Ty KOMaHAy, 4Tobbl BKIHOYNTL PYHKLUMIO BIBOPKM SVI nnmn cybuHtepdenca.

KomaHpa

[no] route-sample enable

Mo ymonyaHuio

Mo ymonuanuio SVI nnu cybuHtepdenc He nogaepkuneaoT BolOOPKY

KomaHgHbIn
PEXNM

Pexunm koHdurypaumm nHtepdenca

Hactpouka 3awmTbl ot flapping’a noptoB
e  OnuyuoHarnkeHo.
e 3anyctute 3Ty KOMaHAy, 4ToObI 3awmnTnTh NOpT OT flapping’a.

KomaHga

physical-port dither protect

Mo ymonyaHuio

Mo ymonuaHuio 3awmTa ot flapping’a nopToB BKMoYeHa

KomaHgHbIn
pPeXnm

Pexunm rnobanbHon koHdurypauum

Hactpoika hyHKLUMMN CUCTEMHOrO XXypHana
e OnuuoHanbHo.

e 3anyctute 3Ty KOMaHay, YTOObl BKMOYMTb UM OTKMOUUTL (PYHKLMIO CUCTEMHOrO
XypHana Ha nHrepderice.
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KomaHga [no] logging [link-updown | error-frame | link-dither | res-lack-frame ]
Onucanwne link-updown: nevataeT nHgpopmauunto 06 N3MEHEHNN COCTOSHUS.
napameTpoB

error-frame: ne4yataeTt nHdpopmaumto 06 ownbke.
link-dither: BeIBOAUT MHpOpMaLMIO O NEePEKIIIOYEHNN MOPTOB.

res-lack-frame: nevataetr wHdopmauuo 06 owwnbke, NONyYeHHOWN
UHTepdencom, n3-3a HexeaTke pecypca

Mo ymonuaHuio | Mo ymonuaHmio yHKLNA CUCTEMHOrO XXypHarna BKNYeHa Ha nHtepderice

KomaHaHbIn Pexum rnobanbHon koHdurypauum
pexmm

1.5.1.4. NpoBepkKa

Hactpouka ykazaHHoro uHtepdemnca

3anyctnute komaHgy interface. Ecnv Bbl MOXeTe BOWTU B peXuM KOHUrypaumm
NUHTepdenca, KOHUrypaums BbIMOSHEHA YCNELIHO.

[nsa nornyeckoro nHTepdenca nocne BbINOMHEHNA KOMaHAbl NO interface 3anyctute
KomaHgy show running wnu show interfaces, 4tobbl NpoBEpPUTHL, CyLLECTBYET NN
nornyeckun nHTepdenc. B npoTMBHOM cryvae formvyeckun nHTepdenc yaanseTcs.

Mocne BbinonHeHus komaHabl default interface sanyctute komangy show running,
4yTobbl MPOBEPUTb, BOCCTAHOBMEHbI JIM  HACTPOMKM MO  YMOM4YaHuo  Ans
COOTBETCTBYIOLLErO MHTEepdenca. Ecnn ga, To onepaums npoLuna ycnewHo.

HacTponka uHtepcencoB B gnanasoHe

3anyctute komaHay interface range. Ecnv Bbl MOXETE BONTU B PEXUM KOHDUTypaLmMm
nMHTepenca, KOHpUrypaumnsa BolNONHEHA YCMELLHO.

Mocne BbinonHeHnsa komangbl default interface range 3sanyctute komaHgy show
running, 4tobbl NPOBEPUTb, BOCCTAHOBMEHbI M HACTPOWKM MO YMOMYaHU AN
COOTBETCTBYIOLWMX HTEpencos. Ecnn ga, To onepauma npoLuna ycneLiHo.

Hactpoika coxpaHeHus nHgekca nHrepdenca

lMocne BbinonHeHus koMaHabl snmp-server if-index persist sanyctute komangy write, 4toObl
COXpaHuTb KOHMrypauuto, nepesanycrTute yCTpoMCTBO 1 3anycTute kKomangy show interface,
4yTOObI NPOBEPUTL MHOEKC UHTepdenca. Ecnu nHoekc nHrepderica octaeTcs NPeXHUM nocne
nepesanycka, BKIo4aeTcsl COXpaHeHne nHaekca nHrepdenca.

Hactpouka doyHkuum Link Trap uHtepdenca

Yaoanute, a 3atem BCTaBbTe CETEBOM kabenb B PM3NYECKMIA NMOPT U BKITHOUNTE CepBep
SNMP. Ecnu cepBep SNMP nony4aeT link trap’sl, yHkuma Link Trap aktMBupoBaHa.

3anyctute cdhopmMy no komangbl snmp trap link-status. MIaBneknTte, a 3atem BCTaBbTe
ceTteBon kabenb B umanyeckmin nopT. Ecnu cepeep SNMP He nonyyaert link trap’sl,
dyHKums Link Trap oTkno4eHa.

Hactpoinka agMMHUCTpaTMBHOroO ctatyca uHtepdenca

BcrtaBbTe ceTeBol kabenb B (PU3NYECKUA MOPT, BKIIKOYUTE MOPT W BbLIMNOMHATE KOMaHOy
shutdown Ha aTom nopTy. Ecnm Ha kKOHCONM OTOBpPaXkaeTCA CUCTEMHbIN XXypPHar, Yka3blBatoLLMM
Ha TO, YTO COCTOsiHME MopTa M3MeHsieTca Ha Down, a uwHOukatop nopta He ropwTt, MnopT
oTkntoveH. 3anyctute komaHgy show interfaces n ybeguntech, 4To COCTOSIHWE WHTEpdenca
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nameHunocb Ha Administratively Down. 3atem 3anyctute komaHgy no shutdown, 4Tobbl
BKNIOYMTb MOPT. ECnn Ha koHcOnM oToGpaxaeTcsd CUCTEMHBIN XypHar, yKasblBalOLMW, YTO
COCTOsIHME nopTa nameHsieTcs Ha Up, a uHaMKaTop Ha rnopTe ropuT, NOPT BKITHOYEH.

PazpeneHne nnm o6beanHeHne nopta 100G

e 3anyctute komaHgy split Ha nopty 100G B pexume rnobanbHOM KOHUrypauum.
Y6enurtecb, YTO COOTBETCTBYIOLLMIA CUCTEMHbIN XXypHan oTobpaXaeTca Ha KOHCOMMW.
3anyctnte komaHgy write, 4ToObl COXpaHUTb KOHGUrypauuo, M nepesanycrTute
YCTPOMUCTBO WU JMHEWHYHD KapTy B COOTBETCTBMM C METOOOM, OMUCaHHbIM B
CUCTEMHOM XypHane. YeTtbipe nopta 25G MOXHO HacTpouUTb Kak nopThbl L2 unun L3, HO
pasgeneHHbin nopT 100G Henb3s HAaCTPOUTb Kak nopT L2 unn L3.

e 3anyctute komangy no split Ha pasgeneHHom nopTty 100G. Y6egutecb, 4TO
COOTBETCTBYIOLLUNA CUCTEMHbIN XypHan oTobpaxaetrca Ha koHconwu. 3anyctute
KomaHay write, 4Tobbl COXpaHUTb KOHUrypaumio, 1 nepesanyctute yCTpouCcTBO UK
NMHENHYIO KapTy B COOTBETCTBUM C METOAOM, OMUCAHHBbIM B CUCTEMHOM XXypHare.
YeTbipe nopta 25G Henb3sa HacTpouTb Kak nopTbl L2 unu L3, HO KOMOUHUPOBAHHbIN
nopT 100G MOXHO HaACTPOUTb Kak NnopT L2 unu L3.

Hactpouka SVI unu cyHKUum BbIGOpKM cyOuHTepdenca

3anycTtute komaHagy route-sample enable B pexume koHdurypaumm SVI nnm cybuHtepdenca.
3aTtem 3anyctute komaHgy show interface un ybeagmtecb, 4TO OTOBpakaeTcs KONMYECTBO
OTNpPaBMEHHbIX NN NOMYYEHHbIX MAKeTOB U CKOPOCTb OTMNPAaBKU/MONyYeHns nakeToB. 3anyctuTe
KomaHgy no route-sample enable. 3atem 3anyctute komangy show interface n ybegutecs,
YTO KOMMYECTBO OTMNPAaBMIEHHbIX UMM MOMYYEHHbIX NMAKETOB M CKOPOCTb OTMPaBKWU/MONy4YeHNs
nakeToB He oTobpaxatoTcs.

HacTpoiika 3awmThbl OT NepeKknioYeHns NopToB

3anyctuTte komaHgy physical-port dither protect B pexvme rnobansHom KoHuUrypaumm. Yacto
n3BnekamTe W BCTaBnsMTe ceTeBOW Kabenb B uanyecknii nopTt, 4TOObl MMUTUPOBATH
nepekntodeHne nopta. Yboegutech, YTO CUCTEMHDIN XXypHar, YKa3blBaloLWnMA Ha NepeknoyeHme
nopToB, oTobpaxaeTca Ha KOoHconwu. lNMocne Toro, kak Takon Syslog NOSIBUTCH HECKOSbKO pas,
cucTema npeanoxuT NepeBecTyn NopT B PEXMM HapyLLEHUs.

1.5.1.5. NMpumep koHdUrypaumm

HacTpoika oCHOBHbIX aTpubyTOoB MHTEphencos

CueHapu:
192.168.1.1/24 192.168.1.2/24
GigabitEthernet  GigabitEthernet
KommyTtartop A KommyTtartop B
PucyHok 1-5.
Warn e [logkniounte aBa yCTPOMCTBA Yepes NopTbl KOMMYyTaTOpa.
HaCTPONKK

e Hactponte SVI cooTBETCTBEHHO Ha ABYX YCTPOWCTBAaX U Ha3HaybTe
IP-agpeca n3 cermeHTa cetn Asym SVI.

e Bkniounte coxpaHeHue nHaekca nHtepdgenca Ha AByX YCTPONCTBaXx.
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e Bkmounte dyHkumio Link Trap Ha AByx yCTponcTBax.

e HacTtponte agMuMHUCTPATUBHLIM CTaTyCc WHTepdenca Ha AOBYX
yCTpOMCTBax

A A# configure terminal

A(config)# snmp-server if-index persist

A(config)# interface vlan 1

A(config-if-VLAN 1)# ip address 192.168.1.1 255.255.255.0
A(config-if-VLAN 1)# exit

A(config)# interface gigabitethernet 0/1
A(config-if-GigabitEthernet 0/1)# snmp trap link-status
A(config-if-GigabitEthernet 0/1)# shutdown
A(config-if-GigabitEthernet 0/1)# end

A# write

B B# configure terminal

B(config)# snmp-server if-index persist

B(config)# interface vlan 1

B(config-if-VLAN 1)# ip address 192.168.1.2 255.255.255.0
B(config-if-VLAN 1)# exit

B(config)# interface gigabitethernet 0/1
B(config-if-GigabitEthernet 0/1)# snmp trap link-status
B(config-if-GigabitEthernet 0/1)# shutdown
B(config-if-GigabitEthernet 0/1)# end

B# write

[MpoBepka | BoinonHnte npoBepky Ha komMmyTatope A M KommyTaTope B cnegytowmm
obpasom:

e 3anyctute komangy shutdown pgna nopta GigabitEthernet 0/1 n
npoBepbTe, OTKITIOYEHbl N GigabitEthern 0/1 n SVI 1.

e 3anyctute komangy shutdown Ha nopTy GigabitEthernet 0/1 un
npoBepbTe, OTNpasnseTca nu Trap-cooblieHne, ykasbiBatollee, 4YTO
3TOT MHTEPdENC OTKIHOYEH.

e [lepesanyctnte yCTPOMCTBO W MNpOBEPbTE, coBNagaeT N MHOEKC
GigabitEthernet 0/1 ¢ nHgekcom go nepesanycka

A A# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1 is administratively down , line protocol is DOWN
Hardware is GigabitEthernet, address is 08c6.b3.de9b (bia 08cé.b3.de%b)
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Interface address is: no ip address

MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Bridge, loopback not set

Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Rxload is 1/255, Txload is 1/255

Queue Transmitted packets Transmitted bytes Dropped packets Dropped bytes

0 0 0 0 0
1 0 0 0 0
2 0 0 0 0
3 0 0 0 0
4 0 0 0 0
5 0 0 0 0
6 0 0 0 0
7 4 440 0 0

Switchport attributes:
interface's description:""
lastchange time:0 Day:20 Hour:15 Minute:22 Second

Priority is 0

admin speed is AUTO, oper speed is Unknown

flow control admin status is OFF, flow control oper status is Unknown
admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Port-type: access

Vlan id: 1

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 0 bits/sec, 0 packets/sec

4 packets input, 408 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

4 packets output, 408 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

A# show interfaces vlan 1

Index(dec):4097 (hex):1001

VLAN 1is UP, line protocol is DOWN
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Hardware is VLAN, address is 08c6.b3.33af (bia 08c6.b3.33af)
Interface address is: 192.168.1.1/24

ARP type: ARPA, ARP Timeout: 3600 seconds

MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Rxload is 0/255, Txload is 0/255

B# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is administratively down, line protocol is DOWN

Hardware is GigabitEthernet

Interface address is: no ip address, address is 08cé.b3.de%b (bia 08cé6.b3.de9b)
MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Bridge, loopback not set

Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Rxload is 1/255, Txload is 1/255

Queue Transmitted packets Transmitted bytes Dropped packets Dropped bytes
0 0 0 0

0
0
0
0
0
0

O O O o o o

0
1

2
3
4
5
6
7

O O O 0o o o o
O O O 0o o o o

4 440
Switchport attributes:
interface's description:""

lastchange time:0 Day:20 Hour:15 Minute:22 Second

Priority is 0

admin duplex mode is AUTO, oper duplex is Unknown
admin speed is AUTO, oper speed is Unknown
flow control admin status is OFF, flow control oper status is Unknown

admin negotiation mode is OFF, oper negotiation state is ON
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Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF

Port-type: access

Vlan id: 1

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 0 bits/sec, 0 packets/sec

4 packets input, 408 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

4 packets output, 408 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

B# show interfaces vlan 1

Index(dec):4097 (hex):1001

VLAN 1is UP, line protocol is DOWN

Hardware is VLAN, address is 08c6.b3.33af (bia 08c6.b3.33af)
Interface address is: 192.168.1.2/24

ARP type: ARPA, ARP Timeout: 3600 seconds

MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Rxload is 0/255, Txload is 0/255

1.5.2. HacTtpouka aTpmbyToB nHTepcenca

1.5.2.1. 9dpheKkT KOHUrypaumum

Paspewmnte ycTpoWCTBY nogknioyaTeCa M OBMEeHMBaTbCA [AaHHbIMM C  OpYrMMuU

yCTpOWCTBaMUN Yepes NopT KOMMYTaLMN UM MapLUPYTU3NPYEMbIA NOPT.

HacTtponTe paanu4yHblie aTpmbyTbl MHTEpPENCa Ha YCTPONCTBE.

1.5.2.2. llarn HacTpounkKu

Hactpoika mapLpyTsanpyemoro nopra
OnumoHanbHo.

paboTaloLme Ha NopTy, He BCTYNarT B CUITY.

OTa koMaHga npyMeHMa K nopTy KoMmyTaumm L2.

QTECH

MWP OOCTYNHEE

3anycTtute aTy KOMaHay, YTobbl HACTPOUTL NOPT Kak MapLUpyTU3npyembli nopT L3.
Mocne Toro, Kak MOPT HACTPOEH Kak MapllpyTusnpyembiii nopT L3, npoTokonsl L2,
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KomaHpa

no switchport

Mo ymonyaHuio

Mo ymonyaHuto cpusmyeckuin nopt Ethernet aBnsetca noptom kKOMMyTaLmMm
L2

KomaHgHbIn
peXxnm

Pexum koHdurypaunm nHtepderica

PykoBoacteo no
NCMNomnb30BaHUIO

Ha yctponctee L3 Bbl MOXeTe 3anyCTUTb 3Ty KOMaHAy, YTOObl HACTPOUTL
nopT koMmyTaumm L2 B kKadecTBe MappyTtusnpyemoro nopta L3. Bebl
MOXeTe  3anycTuTb  KOMaHngy  switchport, YTOObI N3MEHUTb
MapLLpyTu3Mpyembln nopT L3 Ha nopT kommyTaumm L2

Hactpowka nopta AP L3
e HeobGsasaTenbHbIN.

e 3anyctute kOMaHgy no switchport B pexume koHdurypaumm uHtepdenca, 4toObl
HacTpouTb nopT AP L2 B kadectBe nopta AP L3. 3anyctute komangy switchport,
4yT06bI HacTpouTb NopT AP L3 B kavecTBe nopta AP L2.

e [locne TOro, Kak MOPT HACTPOEH Kak MapLupyTusnpyembin nopt L3, npoTokonbl L2,
paboTatoLne Ha NopTy, He BCTYNatT B CUNY.

e OTa KOMaHga npumeHuma K nopty AP L2.

KomaHpa

no switchport

Mo ymonyaHuio

Mo ymonuaHuio nopt AP sinsietcs noptom AP L2

KomaHgHbIn
PEXNM

Pexunm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

lMocne Bxoga B pexmm KoHdurypaumm nopta AP L2 Ha ycTtponcTtee L3 Bbl
MOXeTe 3anyCTuTb 3Ty KOMaHay, 4YTobbl HacTpouTb nopT AP L2 kak nopt
AP L3. lMocne Bxoga B pexum koHGurypaumm nopta AP L3 Bbl MoxeTte
3anyctuTb KomaHgy switchport, 4tobbl nameHntb nopt AP L3 Ha nopt
AP L2

HacTtpoika ckopoctu nitepdenca
e OnuuoHanbHo.
e Flapping nopToB MOXET NPOM30ATH, ECININ HACTPOEHHASH CKOPOCTL MOpTa U3MEHMUTCS.

e OTa KomaHga npumeHmmMa K dumsundeckomy nopty Ethernet unm nopty AP.

e OpoMH ” TOT Xe pPEexXMM CKOPOCTM [OSPKeH OblTb HACTPOEH Ha 4YeTblpex
nocnegoeartenbHbIX noptax 25 ut/c.
KomaHnga speed [ 10 | 100 | 1000 | 10G | 40G | 100G | auto ]
Onuncanne 10: ykasblBaeT, YTO CKOPOCTb UHTepdenca coctasnsaet 10 Méur/c.
IRl ok 100: yKa3blBaeT, YTO CKOPOCTb MHTepdeiica cocTaensieT 100 MéuT/c.
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1000: ykasbIBaeT, YTO CKOpOCTb MHTepdenca coctasnaet 1000 MéuT/c.
10G: ykasblBaeT, YTO CKOPOCTb MHTepdenca coctasnset 10 6ut/c.
40G: ykasblBaeT, YTO CKOPOCTb MHTepdenca coctaBnsieT 40 MouTt/c.
100G: yka3blBaeT, YTO CKOPOCTb UHTepdenca coctasnsaet 100 6ut/c

Mo ymonyaHuo

Mo yMOn4aHNUK CKOPOCTb MHTepd)eVlca yCTaHOBJ1IEHA aBTOMATU4YE€CKU

KomaHgHbIn
pexnm

Pexum koHdurypaunm nHtepderica

PykoBoacteo no
NCMNomnb30BaHUIO

Ecnn wnHTepcpeiic gaBnsetca nopTomM-yvyacTHMkoM AP, CKOpoCTb 3TOro
nHTepdenca onpepensietca ckopoctbto nopta AP. Korga wHTepdelnic
BbIXogMT M3 nopta AP, OH ucnonb3yeT COBCTBEHHYH KOHdMrypaumio
ckopocTn. Bbl moxeTe 3anyctutb show interfaces gna oTtoGpaxeHus
KOH(purypaumm ckopoctu. [lapameTpbl CKOPOCTM, [OOCTYMHble AOnis
nHTepdenca, 3aBuUcAT OT TunNa MHTepdenca. Hanpumep, Bbl He MoXeTe
YCTaHOBUTb CKOPOCTb nHTepderica SFP Ha 10 MouT/c.

NPUMEYAHUE: ckopocTb dmsmyeckoro nopta 40G moxeT ObiTb
yCTaHoBreHa Tonbko Ha 40 éuT/c nnm aBTomMaTU4eCKn

KomaHpa

port speed-mode [ 10G | 25G]

Onucanne
napameTpoB

10G: ykasblBaeT, YTO CKOpOCTb MHTepdenca coctasnseT 10 M6ut/c.
25G: yKkasbIBaeT, UTO CKOPOCTb MHTepdenca coctasnseT 25 Mout/c

Mo ymonyaHuio

CkopocTb nHtepderica no ymonyaxumio 25G

KomaHaHbIn
pexmm

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

Tonbko nopTbl 25 6uT/c nogaepXuBaroT 3TOT pexunm ckopoctn. OguH n ToT
XE€ PpEeXUM  CKOPOCTM  [OOfkKeH OblTb  HAacTpOeH Ha  YeTblpex
nocnegoBaTtenbHbIX noptax 25 ut/c.

NPUMEMAHMUE: tonbko nopThl 25 [OUT/C C OOMHAKOBBIM CKOPOCTHbLIM
PEXMMOM MOTYT NMPUCOEANHATLCSA K OQHOM U TOW Xe rpynne arperauuu.

NPUMEMAHME: 3anyck komaHgbl default interface He ounwaet
KOHMrypaumio pexxmma CkopocTu Ha nopTax 25 [out/c

HacTtpoika gynnekcHoro pexuma nirepdenca
e  OnuuoHanbHo.

e Flapping nopta MoxeT NPOU30WTM, €CNN HACTPOEHHbI AYNMEKCHbIN pexuM nopTta
N3MeHseTCs.

e OTa KOMaHaa npumeHuma K gouanyeckomy nopty Ethernet unum nopty AP.

@ §) QTECH

MWP OOCTYNHEE

52




PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpoiika nHtepgencos " www.gtechu |
KomaHga duplex { auto | full | half }
Onucanwne auto: ykasblBaeT Ha aBTOMaTUYecKoe MepeknioyeHne Mexay MNonHbIM
napamMmeTpoB OYynrneKcoM 1 nonyaynnekcom.

full: ykasblBaeT Ha NOMHbLIN Oynnekc.
half: ykasblBaeT Ha nonyaynnekc

Mo ymonyaHuo

Mo ymon4yaHuio AynneKkcHbIN pexxum nHtepdenca — aBToMaTU4eCKuim

KomaHgHbIn
pexnm

Pexum koHdurypaumm nHtepderica

PykoBoacteo no
NCNOmnb30BaHUIO

[ynnekcHbIn pexum wuHTepdenca csa3aH € TMNOM uHTepdenca. Bbl
MoXxeTe 3anyctutb show interfaces gng otobpakeHus KoHpurypauun
OYMMEeKCHOro pexuma

HacTtpoiika pexuma ynpaBrneHUsi NOTOKOM UHTepdelnca

e  OnuuoHarnbHo.

Kak npaBuno, pexum ynpaereHus NOTOKOM MHTepdenca no yMOMYaHUIO OTKITHOYEH.
[ns HeKOTopbIX NPOAYKTOB PEXUM YyNpaBieHNa MOTOKOM BKIKOYEH MO YMOMYaHMIO.

Mocne BKNMHOYEHNS ynpaBneHnsa NoTOKOM Ha MHTepdence kagpbl ynpaBneHnsi MOTOKOM
OyayT OTNPaBNATLCA UKW NPUHUMATBLCA AN PerynvpoBkM obbema AaHHbIX, Koraa Ha
MHTepence BO3HNKAET neperpyska.

Flapping nopTta MoXeT NpOW30NTH, €CNN HACTPOEHHLIN PEXUM YNpaBreHUsi NOTOKOM
nopTa U3MeHsieTcs.

OTa KomaHga npumMeHnma K pmsmyeckomy nopty Ethernet nnn nopty AP.

KomaHga flowcontrol { auto | off | on }
Onucaxve auto: ykasblBaeT Ha aBToMaTU4eckoe ynpasrieHne NOTOKOM.
napameTpoB

off: ykasblBaeT, YTO ynpaBrieHMe NOTOKOM OTKITHOYEHO.
0N: yKasbIBaeT, YTO yrNpaBreHne NOTOKOM BKITHOYEHO

Mo ymonyaHuo

Mo ymon4yaHuio yrnpaBfeHne NoTOKOM Ha MHTepence OTKNIOYEHO

KomaHgHbIn
pexmm

Pexnm koHdurypaumm nHtepdenca

HacTtpoika pexxnma aBTocornacoBaHus nHrepgenca

OnumoHanbHo.

Flapping nopta MoXeT NpPOW30OMTH, €CMN HACTPOEHHbI PEXMM aBTOCOrNacoBaHus
nopTa UsmeHsieTcs.

OTa koMaHga npuMmeHnMa k punsmyeckomy nopty Ethernet unu nopty AP.
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KomaHga negotiation mode { on | off }
Onucanwne ON: yKa3bIiBaeT, YTO PEXNM aBTOCOIMacoBaHUA BKIHOYEH.
napamMmeTpoB

off: YKa3blBaeT, YTO peXnm aBTOCOracoBaHUA BbIKITHO4YEH

Mo ymonyaHuo

Mo YMON4YaHNI0 peXXnm aBTOCOrnacoBaHuA BbIKIMKOYEH

KomaHgHbIn
pexnm

Pexum koHdurypaumm nHtepderica

HacTtponka MTU unHtepchenca
e OnuuoHarnbHo.

e  Bbl MoxeTe HacTpouTb MTU nopTta, 4ToGbl OrpaHnYnTb ANVHY Kaapa, KOTOPbIN MOXEeT
ObITb NMOMYYEH UMK OTNPAaBNEH Yepes 3TOT NopT.

e OTa KOMaHaa npumeHuma K douanyeckomy nopty Ethernet unum SVI.

KomaHpa mtu num
Onucanne num: 64-9216
napameTpoB

Mo ymonyaHuio

Mo ymonuanmio MTU mHTepdelica coctaBnsieT 1500 6ant

KomaHgHbin
peXnm

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
1MCNONb30BaHNIO

OTa KomaHga ucnonb3yetca ans Hactpoukn MTU umHTepdelica, TO ecTb
MaKcuMMarbHOW AfMHbI Kagpa OaHHbIX Ha KaHarnbHOM ypoBHe. B HacTosdwee
BpeMs Bbl MoxeTe HacTpouTb MTU Tonbko ans doumsmndeckoro nopra wnm
nopta AP, KOTOPbIN COAEPKUT OOUH UMM HECKONBKO NOPTOB-YYaCTHUKOB

Hactpownka rmo6ansHoro MTU
e  OnuyuoHarnbHo.

¢ [lonb3oBartenu MoryT yctaHoBUTb rnobanbHbii MTU u IP MTU, 4To6bl KOHTpONMpoBaTh
MaKCMMarbHyl0 OfIMHY KaapoB, KOTOpble MOryT ObiTb OTNPaBneHbl U NosyYeHbl Yepes

BCE MopThl.

o [logoepxka dunamyeckoro nopta Ethernet.

KomaHga mtu forwarding num
Onucanue num: 64-9216
napameTpoB

Mo ymonyaHuio

Mo ymonuanuto MTU nHTepderica coctasnsieT 1500 6ant
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KomaHaHbIn Pexwum rnobanbHon KoHUrypaumm
pexum

Pykosoacteo no | IP MTU aBTOMaTtmyecks wu3aMeHsieTca Ha 3HavyeHne MTU kaHana
NCNonb30oBaHWO | MHTepderica Npu nameHeHun rnobansHo yctaHoeneHHoro MTU kaHana

HacTpouka nponyckHoM cnocobHOCTU uHTepenca
e  OnuuoHanbHo.
e Kak npaBuno, nponyckHas cnocobHOCTb MHTepdenca paBHa CKOPOCTU MHTepdenca.

Komanpa bandwidth kilobits
Onucanne kilobits: 3HayeHne HaxoguTcs B AmanasoHe oT 1 go 2147 483647.
napameTpoB EovHnuen asnsetca kmnobut

Mo ymonuaHuto | Kak npaBunio, NponyckHas cnocobHOCTb UHTepdenca cooTBeTCTBYET TUMY
WUHTepdenca. Hanpumep, nponyckHas CnocoBHOCTb MO YMONYaHuo Ansd
dmsmyeckoro nopta Gigabit Ethernet coctaBnset 1000000, a gns
duandeckoro nopta 10G Ethernet — 10 000 000

KomaHgHbIn Pexum koHdurypaumm nHtepdenica
pexnm

Hactpouka 3apepxku nepecbiniku (Carrier Delay) ana nirepdenca
e  OnuuoHanbHo.

e Ecnu ckoHurypvpoBaHHas 3agepxka Nepecbiniki Bennka, M3MeHeHue COCTOSHUSA
NpPOTOKONa Mpu U3MEHeHUM (PU3NYECKOr0o COCTOSHUS MHTepdenca 3aHMMaeT MHOro
BpeMeHu. Ecnn ana 3agepxkn nepechbinikym ycTaHoBfeHO 3HadveHue 0, cocTosiHue
npoToKona W3MEHSIeTCA cpasdy >Xe Mnocrne W3MeHeHUs U3NYecKoro COCTOSHUSA
nHTepdemnca.

KomaHga carrier-delay {[milliseconds] num | up [milliseconds] num down
[milliseconds] num}

Onucanne num: 3HavyeHne Haxogutcsa B gmana3oHe ot 0 go 60. EguHnuen aensetcs
napameTpoB cekyHaa.

milliseconds: yka3biBaeT 3agepkKy nepecbinki. [lnanasoH sHadeHun ot 0
0o 60 000. EguHnuen namepeHuns iBAgeTCs MUSNINCEKYHAA.

up: ykasblBaeT 3agepxKy, nocne kotopon coctodHme DCD nameHsieTca ¢
Down Ha Up.

down: ykasbIBaeT 3agepxKy, nocne kotopon coctosHne DCD nameHsietcs
¢ Up Ha Down

Mo ymonuaHuio | Mo ymonuaHuoo 3afiepXka MNepechbinkyn Ana uHTepdenca cocTasnseT
2 cexkyHabl
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KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexnm

PykoBoactso no | Ecnn B KayecTBe efuHULBI U3MEPEHUS UCMOoNb3yeTcs MWUNncekyHaa,
NCMNOMb30BaHMIO | CKOHUIrypupoBaHHasa 3agepkka NepechIfikin A0MKHA ObITb LEeNbIM YACIIOoM,
kpaTHbIiM 100 MunnucekyHaam

Hactpowka uHTepBana 3arpy3ku nHtepcenca
e  OnuuoHanbHo.

e HacTpoeHHbIn WHTepBan 3arpys3ku BIIMSET Ha BbIYMCIIEHWE CPEAHEN CKOPOCTU
nepegayn NakeToB Ha UHTepence. Ecnn HaCTPOEHHbIN MHTEpPBan 3arpy3ku KOPOTKUN,
cpeaHsasa CKOpOCTb Nepeaayn naketoB MOXeET TOYHO OTpaxaTb M3MeHeHnsa Tpaduka B
peanbHOM BPEMEHW.

Komanpa load-interval seconds
Onucanne seconds: 3HayeHue HaxoauTcs B AwanasoHe ot 5 po 600. EguHunuen
napameTpoB ABNAeTCA CekyHaa

Mo ymonuaHuio | Mo ymonuyaHuio nHTepean 3arpysku nHtepdenca coctasnseT 10 cekyHa

KomaHgHbIn Pexum koHdurypaumm nHtepdenca
pexmm

Hactpouka 3awmuweHHoro noprta

e  OnuuoHanbHo.

e [lakeTbl L2 He MOryT nepecbinaTbCs Mexay 3alullieHHbIMU NopTaMMu.

e OTa KomaHga npumeHmMma K omsundeckomy nopty Ethernet unum nopty AP.

KomaHga switchport protected

Mo ymonyaumio | Mo ymonyaHuio 3alunieHHbIA NOPT HE HACTPOEH

KomaHaHbIn Pexnm koHdurypaumm nutepdenca
peXnm

BnoknpoBka MapwpyTtusaumm L3 mexay salmiieHHbIMA nopTamMm
e  OnuuoHanbHo.

e [locre HacTpOMKM aTOM KOMaHObl MapLipyTusaumusa L3 mexay 3alumiLeHHbIMM nopTamMu
OnoknpyeTcs.

KomaHga protected-ports route-deny

Mo ymonuaHuto | Mo  ymMonyaHuio pyHKUMA OnoKMpOBKM MaplipyTmsauun L3 mexay
3aLUMLLEHHBIMW NOPTaMmM OTKIIOYEHa
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KomaHgHbIn
pexnm

Pexwum rnobanbHon koHUrypaumm

PykoBoacteo no
NCNONb30BaHMIO

Mo yMOn4aH1Ui MapLlipyTtnsauuna L3 mMexay 3aluueHHbIMA NnopTaMn He
6J'IOKI/IpyeTCFI. B atom Cclniy4dyae Bbl MOXeTe 3anyCTuTb 3Ty KOMaHAy, 4yTOObI
3a6J'|0KI/IpOBaTb MapwpyTtunsaumio mexay 3allnieHHbIMn nopTamMmm

Hactpouka BocctaHoBneHUs nopTtoB errdisable
e  OnuuoHanbHo.

e [lo ymonyaHuto nopT ByaeT OTKMYEH M He ByLeT BOCCTAHOBIEH MOCME HapyLUeHUs.
Mocne HacTponkm BoccTaHoBrneHusa nopta errdisable nopt B coctoaHun errdisable
OyOeT BOCCTAaHOBMEH U BKITHOYEH.

KomaHga errdisable recovery [interval time | cause link-state]
Onuncanne time: ykasblBaeT BpeMsi aBTOMaTM4YECKOro BOCCTAHOBMEHMS. 3Ha4veHue
napameTpoB konebnetca ot 30 go 86 400. EanHmua cekyHabl.

link-state: BocCcTaHaBNMBaeT NOPT, KOTOPbIM OblN YCTAHOBMNEH B COCTOSIHNE
errdisable yHkUmen oTcnexmesaHusa coctosHuss REUP

Mo ymonyaHuo

Mo ymonuaHuio BoccTaHoBreHne nopta errdisable oTknto4YeHo

KomaHgHbIn
peXnm

Pexunm rnobanbHomn koHdurypauum

PykoBoacTteo no
MCNONb30BaHNIO

Mo ymonyaHunio nopt B cocToAHuM errdisable He BoccTaHaBnueaeTcs. Bhl
MOXeTe BOCCTAHOBUTb MOPT BPYYHYH WM 3anyCTUTb 3Ty KOMaHZy ANns
aBTOMAaTMYeCKOro BOCCTaHOBMEHUS NopTa

Hactponka MAC-appecoB ansa uHtepdencos
e  OnuyuoHarnkeHo.

o Ecnu ata doyHKUms TpebyeTcs, 3anycTute KomaHagy mac-address B pexxmme HacTpPOKKK
nHTepdemnca.

e [lo ymonuyaHunio MAC-agpeca nHtepdencoB UMeoT (PUKCUPOBaAHHbIE 3HAYEHUA.

Komanpa mac-address mac-address

Onuncanne mac-address: ykasbiBaeT gencreutensHbii MAC-agpec
napameTpoBs

KomaHaHbIn Pexum koHdurypaumm nHrtepderica

peXunm

Hactpouka cdonara nHkancynsaumm VLAN ansa nHtepdencoB
e  OnuuoHanbHo.

e Ecnu ata dyHKkums TpebyeTcs, 3anyctute komaHgy encapsulation dotlQ B pexume
KOHpurypaumm nHtepdenca.
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o [lo ymonuaHuto npotokon nHkancynauun VLAN oTKnoYeH ans uHTepgencos.
KomaHga encapsulation dot1Q VlanID
Onucanwne VlanID: ykasbiBaeT ngeHtudukatop VLAN. dunanasoH 3HaveHuin oT 1 go
napameTpoB 4094
KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexmm

Hactpouka pexxuma FEC nHtepdenca
e  OnuuoHanbHo.

o [lo ymonuanumio pexumm FEC oTknioyeH gnga nopta 25 Gut/c, a BKkNo4veHne wunu
oTKMoYeHne pexmma FEC gnsa nopta 100 Gut/c onpepensieTca BCTaBEHHbIM
ONTUYECKUM MOJyneM.

KomaHga fec mode {rs | base-r | none | auto}
Onucanne rs: Bknountb pexmm FEC ¢ nomowbto rs. lNoggepxmBaeTcss nopToM
napameTpoB 100 Iréut/c.
base-r: Bknountb pexum FEC c nomowbto base-r. MNMogoepxmBaeTcs
noptom 25 [GuT/c.
none: BkMoUMTb pyHKunio FEC.
auto: Bkno4veH unu BoiknoveH pexxum FEC, onpegensieTcst BCTaBEHHbIM
onTtuyeckum mogynem. MNogaepxmnaetca noptom 100 GuT/c
KomaHgHbIn Pexnm koHdurypaumm nHtepdenca
pexmm

HacTtpoika uukna BbIGOpPKM cTaTUCTUKKU Ha nopTy Ethernet
e  OnuyuoHarnkeHo.
o Llukn BbIGopkM cTaTncTukm noptoB Ethernet no ymonyanmioo coctaBnsieT 5 cekyHa,.

KomaHga ethernet-port counter sample-period [ seconds ]
Onucaxne seconds: eaMH1Ua N3MEPEHNS LMKa BbIOOPKK
napameTpoBs

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca

peXunm

PykoBoacteo no
NCMNOMb30BaHUIO

Bonee kopoTkmi uUMKN BbIOOPKM yKasbiBaeT Ha 0Gonee BbICOKOE
notpebneHve npou3BOAMTENBHOCTM cucTeMbl. [1oaToMy UMK BbIOOPKK
[OIKeH BbITb CKOPPEKTUPOBAH MO Mepe He0OX0aMMOCTH
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1.5.2.3. NpoBepka

e 3anyctute komaHay show interfaces, 4to6bl 0TOOpasnTb KOHUrypaumm aTpmbyToB
UHTepdencos.

KomaHpa

show interfaces [ interface-type interface-number ] [ description |
switchport | trunk ]

Onucanwne interface-type interface-number: ykasbiBaeT TMn 1 HOMep nHTepderica.

napameTpos description: ykasblBaeT onuMcaHue WHTepdenca, BKMYas cTaTyc
COeaUHEHUS.
switchport: ykasbiBaeT nHgpopmauuio o6 nHrepdence L2. 3tot napameTp
OEenCTByeT TONbKo And nHrepdenica L2
trunk: ykasbiBaeT MHpopMaLuio 0 MarucTpansHOM nopte. ATOT napameTp
OencTByeT Ana dmuanyeckoro nopta unum nopta AP

KomaHaHbIn MpuBunernpoBaHHbIN pexvm EXEC

pexmm

PykoBoacteo no
NCMNOMb30BaHUIO

Ncnone3ynte a1y komaHay 6e3 Kakux-nmbo napameTpoB 4515 oTobpaxeHus
OCHOBHOM MHopmaumm 06 nHTepdence

SwitchA#show interfaces GigabitEthernet 0/1
Index(dec):1 (hex):1
GigabitEthernet 0/1is DOWN, line protocol is DOWN

Hardware is Broadcom 5464 GigabitEthernet, address is 08cé.b3.de9%b (bia
08c6.b3.de9b)

Interface address is: no ip address

Interface IPv6 address is:

No IPv6 address

MTU 1500 bytes, BW 1000000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0
Medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Unknown

Admin speed is AUTO, oper speed is Unknown
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Flow receive control admin status is OFF,flow send control admin status
is OFF

Flow receive control oper status is Unknown,flow send control oper
status is Unknown

Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Bridge attributes:

Port-type: trunk

Native vlan:1

Allowed vlan lists:1-4094 //Allowed VLAN list of the Trunk port

Active vlan lists:1, 3-4 //Active VLAN list (indicating that only VLAN 1, VLAN
3, and VLAN 4 are created on the device)

Rxload is 1/255,Txload is 1/255

5 minutes input rate 0 bits/sec, 0 packets/sec

5 minutes output rate 0 bits/sec, 0 packets/sec

0 packets input, 0 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort
0 packets output, 0 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

e 3anyctute komangy show eee interfaces status, 4tobbl oToGpasuTb ctatyc EEE

nHTEepenca.
KomaHga show eee interfaces { interface-type interface-number | status }
Onuncanne interface-type interface-number: yka3biBaeT TMn n HomMep nHTepdenca.
napameTpos status: ykasbiBaeT ctatyc EEE Bcex nHTepdeiicos
KomaHaHbIn MpuBunernpoBaHHbIn pexum EXEC
pexunm

PykoBoacteo no
NCNOSb30BaHMIO

Ecnn wuHTepdenc ykasaH, oTobOpaxaetca crtatyc EEE ykasaHHoro
MHTepdenca; B NPpOTMBHOM crlydae otobpaxaeTtca coctosiHne EEE Bcex
nHTEpencon

1. OtoGpaxeHue ctatyca EEE GigabitEthernet 0/1.
QTECH#show eee interface gigabitEthernet 0/1

Interface : GioN
EEE Support: Yes
Admin Status : Enable
Oper Status : Disable
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Remote Status:

Trouble Cause :
Interface

EEE Support
Admin Status
Oper Status

Trouble Cause

GioN Yes
Disable

Gio/2 Yes
Gio/3 Yes
Gi0/4 Yes
Gio/5 Yes
Gi0/6 Yes
Gio/7 Yes
Gio/8 Yes
Gio/9 Yes
Gi0o/10 Yes
Interface

EEE Support

Admin Status
Oper Status

Trouble Cause

Disable

Remote Disable
YkasbiBaeT nHdopmauuo ob nHtepdeince
Yka3sbiBaeT, nogaepxumeaetca nm EEE
YkasblBaeT aAMUHUCTPATUBHBIN CTaTyC
YkasbiBaeT Ha paboyee coCTosiHNE

YkasbiBaeT MNpuynHy, no kotopon coctoaHne EEE
UHTepdenca sBnseTcss HeHopManbHbIM

2. OtobpaxeHue ctatyca EEE Bcex nHrtepdemncos.
QTECH#show eee interface status

Interface EEE Support Admin Status Oper Status Remote Status
Trouble Cause

Enable Disable Disable Remote
Enable Disable Unknown None
Enable Enable Enable None
Enable Enable Enable None
Enable Enable Enable None
Enable Enable Enable None
Enable Enable Enable None
Enable Enable Enable None
Enable Enable Enable None
Enable Enable Enable None

YkasbiBaeT nHdopmaunto ob nHtepdeince
YkasblBaeT, nogaepxumsaetca nm EEE
YKasblBaeT agMUHUCTPATUBHBIN CTaTyC
YkasbiBaeT Ha paboyee COCTOsIHWNE

YKasblBaeT MNpuUyMHYy, MO KOTOPOM COCTOSIHME
EEE vHTepdpeinca sisnaeTcs HeHOpMasbHbIM
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1.5.2.4. Npumep KoHdUrypaumm

HacTtpowka atpnbyToB nHtepcenca

CueHapun:

GigabitEthernet

KommyTtartop C

SVI1
192.168.1.3/24

KommyTarop A

SVI1
192.168.1.1/24

GigabitEthernet

oM

GigabitEthernet

0/2
GigabitEthernet GigabitEthernet

0/3 01

GigabitEthernet

0/1
KommyTartop B KommyTtatop D

SVI 1 Gi0 3 Gi0 1
192.168.1.2/24  192.168.2.2/24 192.168.2.1/24

0N

PucyHok 1-6.
Warn Ha kommyTaTtope A HacTpounTte GigabitEthernet 0/1 B kauecTBe pexuma
HaCTPONKK poctyna, a ugeHtudukatop VLAN no ymonuanmiwo — 1. HactpownTte
SVI1, HasHaubTe IP-agpec SVI 1 wn HactponTe MapuwpyT K
KommyTtaTopy D.
Ha kommyTaTope B HacTponTe GigabitEthernet 0/1 n GigabitEthernet 0/2
B KayecTBe TpaHKOBbIX MnopToB, a wuaeHtudpukatop VLAN no
ymonuyanmio — 1. Hactponte SVI 1 u HasHauybTe |IP-agpec SVI 1.
Hactponte GigabitEthernet 0/3 B kadecTBe MapLIpyTU3MpyemMoro noprta
M Ha3Ha4MTb aToMy nopTy IP-agpec n3 gpyroro cermeHTa ceTu.
Ha kommyTaTtope C Hactponte GigabitEthernet 0/1 B kayecTBe nopta
poctyna, a ugeHtudukatop VLAN no ymonuanmio — 1. HactponTte
SVI 1 n HasHaubTe IP-agpec ana SVI 1.
Ha kommytatope D Hactponte GigabitEthernet 0/1 B KadectBe
MapLIpyTU3NpyemMoro nopTa, HasHadbTe 3ToMy nopTty IP-agpec wm
HacTponTe MapLUpyT K KomMyTaTopy A
A A# configure terminal
A(config)# interface GigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)# switchport mode access
A(config-if-GigabitEthernet 0/1)# switchport access vlan 1
A(config-if-GigabitEthernet 0/1)# exit
A(config)# interface vlan 1
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A(config-if-VLAN 1)# ip address 192.168.1.1 255.255.255.0
A(config-if-VLAN 1)# exit
A(config)# ip route 192.168.2.0 255.255.255.0 VLAN 1192.168.1.2

B# configure terminal

B(config)# interface GigabitEthernet 0/1
B(config-if-GigabitEthernet 0/1)# switchport mode trunk
B(config-if-GigabitEthernet 0/1)# exit

B(config)# interface GigabitEthernet 0/2
B(config-if-GigabitEthernet 0/2)# switchport mode trunk
B(config-if-GigabitEthernet 0/2)# exit

B(config)# interface vlan 1

B(config-if-VLAN 1)# ip address 192.168.1.2 255.255.255.0
B(config-if-VLAN 1)# exit

B(config)# interface GigabitEthernet 0/3
B(config-if-GigabitEthernet 0/3)# no switchport
B(config-if-GigabitEthernet 0/3)# ip address 192.168.2.2 255.255.255.0
B(config-if-GigabitEthernet 0/3)# exit

C# configure terminal

C(config)# interface GigabitEthernet 0/1
C(config-if-GigabitEthernet 0/1)# port-group 1
C(config-if-GigabitEthernet 0/1)# exit

C(config)# interface aggregateport 1
C(config-if-AggregatePort 1)# switchport mode access
C(config-if-AggregatePort 1)# switchport access vlan 1
C(config-if-AggregatePort 1)# exit

C(config)# interface vlan 1

C(config-if-VLAN 1)# ip address 192.168.1.3 255.255.255.0
C(config-if-VLAN 1)# exit

D# configure terminal

D(config)# interface GigabitEthernet 0/1

D(config-if-GigabitEthernet 0/1)# no switchport
D(config-if-GigabitEthernet 0/1)# ip address 192.168.2.1 255.255.255.0
D(config-if-GigabitEthernet 0/1)# exit

A(config)# ip route 192.168.1.0 255.255.255.0 GigabitEthernet 0/1192.168.2.2
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MpoBepka

BbinonHnTe npoBepky Ha komMyTaTope A, kommyTaTope B, kommyTtatope C u
kommyTaTope D cnepgytom obpasom:

e Ha kommyTatope A nponuHrynte IP-agpeca uHtepdencoB Tpex apyrmx
KommyTaTopoB. Yb6eamtecb, YTO y Bac €CTb AOCTYN K TPEM ApYyrnm
KOMMyTaTopam Ha kommyTaTope A.

e Ybeautecb, 4TO KOMMyTatop B u kommytatop D m™oryT ObiTb
NPONUHroBaHbl B3aMMHO.

e YbGegutecnb, 4TO cTaTyC MHTepdenca NnpaBubHbIN

A# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is UP, line protocol is UP
Hardware is GigabitEthernet, address is 08c6.b3.de90 (bia 08cé6.b3.de90)
Interface address is: no ip address

MTU 1500 bytes, BW 100000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Admin medium-type is Copper, oper medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Full

Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Bridge attributes:

Port-type: access

Vlan id: 1

Rxload is 1/255, Txload is 1/255

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 67 bits/sec, 0 packets/sec

362 packets input, 87760 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

64
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363 packets output, 82260 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

B# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is UP, line protocol is UP
Hardware is GigabitEthernet, address is 08c6.b3.de91 (bia 08c6.b3.de91)
Interface address is: no ip address

MTU 1500 bytes, BW 100000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Admin medium-type is Copper, oper medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Full

Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Bridge attributes:

Port-type: trunk

Native vlan: 1

Allowed vlan lists: 1-4094

Active vlan lists: 1

Rxload is 1/255, Txload is 1/255

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 67 bits/sec, 0 packets/sec

362 packets input, 87760 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

363 packets output, 82260 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets
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C# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is UP, line protocol is UP
Hardware is GigabitEthernet, address is 08c6.b3.de92 (bia 08c6.b3.de92)
Interface address is: no ip address

MTU 1500 bytes, BW 100000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set
Keepalive interval is 10 sec, set

Carrier delay is 2 sec

Ethernet attributes:

Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Admin medium-type is Copper, oper medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Full

Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Rxload is 1/255, Txload is 1/255

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 67 bits/sec, 0 packets/sec

362 packets input, 87760 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

363 packets output, 82260 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

D# show interfaces gigabitEthernet 0/1

Index(dec):1 (hex):1

GigabitEthernet 0/1is UP, line protocol is UP

Hardware is GigabitEthernet, address is 08c6.b3.de93 (bia 08cé.b3.de93)
Interface address is: 192.168.2.1/24

MTU 1500 bytes, BW 100000 Kbit

Encapsulation protocol is Ethernet-Il, loopback not set

Keepalive interval is 10 sec, set
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Carrier delay is 2 sec
Ethernet attributes:
Last link state change time: 2012-12-22 14:00:48

Time duration since last link state change: 3 days, 2 hours, 50 minutes, 50
seconds

Priority is 0

Admin medium-type is Copper, oper medium-type is Copper
Admin duplex mode is AUTO, oper duplex is Full

Admin speed is AUTO, oper speed is 100M

Flow control admin status is OFF, flow control oper status is OFF
Admin negotiation mode is OFF, oper negotiation state is ON
Storm Control: Broadcast is OFF, Multicast is OFF, Unicast is OFF
Rxload is 1/255, Txload is 1/255

10 seconds input rate 0 bits/sec, 0 packets/sec

10 seconds output rate 67 bits/sec, 0 packets/sec

362 packets input, 87760 bytes, 0 no buffer, 0 dropped

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort

363 packets output, 82260 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

1.6. MOHUTOPUHT

1.6.1. OuymncTtka

NMPUMEYAHMUE: BbinonHeHne komMaHg clear MOXeET NMPUBECTU K NOTEPE XKU3HEHHO BaXkKHOW
MHdopMaumm 1, TakuMm 06pasom, K NpepbiBaHNIO paboThl crnyxo.

OnucaHue

KomaHaa

OunwaeT cuyeTumkmn ykasaHHoro | clear counters [ interface-type interface-number ]
nHTepdenca

Cb6pacbiBaeT

obopynoBaHnue | clear interface interface-type interface-number

nHTepdenca
OunwaeT cTaTUCTUKY clear link-state-change statistics [ interface-type
N3MeHeHus cTaTyca kaHana interface-number ]
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1.6.2. OToGpaxeHune

OTob6paxeHne koHcpurypaumumn nHtepcenca n cratyca

OnucaHue

KomaHpa

OTtobpakaeT BCHO UWHGOPMALMIO O
COCTOSIHUW M KOHbMrypaumm ykasaHHOro
UHTepdenca

show interfaces [ interface-type

interface-number ]

OT1obpaxaeT cocTosiHMe nHTepderica

show interfaces [ interface-type
status

interface-number ]

OTtobpaxaeT cratyc errdisable | show interfaces [ interface-type interface-number ]
UHTepdenca status err-disable
OTtobpaxaeT BpeMs nameHeHus | show interfaces [ interface-type interface-number ]

COCTOSIHUSA COEOUHEHUSI N KONMMYECTBO
yKa3aHHbIX MOPTOB

link-state-change statistics

OTtobpakaeT agMWHUCTPATUBHOE W
paboyee COCTOSIHWNE nopToB
KOMMyTauuMn  (HEMapLUPYyTU3NPYEMbIX
nopToB)

show interfaces [ interface-type
switchport

interface-number ]

OTtobpakaeT onucaHMe M COCTOSIHUE
yKasaHHOro nHTepdgenca

show interfaces [ interface-type
description

interface-number ]

OTobparkaeT CUYETUMKM  YKA3aHHOrO
nopTa, cpeau KoTopbiXx OToOpaxaemas
CKOPOCTb MOXET MMETb MOrpeLLHOCTb
+0,5%

show interfaces [ interface-type
counters

interface-number ]

OTtobpakaeT  KONMMYECTBO  MaKETOB,
yBEeIMYEHHbIX 3a MHTEpBan 3arpy3ku

show interfaces [ interface-type
counters increment

interface-number ]

OTtobpakaeT CTaTUCTUKY O nakeTax
owmnbokK

show interfaces [ interface-type
counters error

interface-number ]

OTtobpakaeT  CKOpPOCTb  OThnpaBKwu/
NnonyyeHnst NakeToB MHTEpPEeNca

show interfaces [ interface-type
counters rate

interface-number ]

OtobpaxxaeT  CKOpOCTb  OTnpaBKwu/
noriyyeHus nakeToB WHTepdenca Ha
13MYHECKOM YPOBHe. CkopocTtb
oTnpasku/npuema nakeToB Ha
dun3nyeckom ypoBHE OTHOCUTCH K
CKOPOCTU OTnpaBKu/npuema nakeToB,
coaepxalmnx MexkagpoBbIi MHTepBan

show interfaces [ interface-type
counters rate physical-layer

interface-number ]
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OnucaHue

KomaHpa

OTobpaxaeT cBoaKy uHdopmauun ob
UHTepdence

show interfaces [ interface-type interface-number ]
counters summary

OTtobpaxaeT ncnonb3oBaHune
NpPONyCKHOM CNOCOBHOCTN NHTEpdenca

show interfaces [ interface-type interface-number ]
usage

OTtobpaxaeT
nHdopmaumio o MTU

rno6anbHyto

show interface [interface-type interface-number ]
mtu forwarding

OT1obpaxaet MHGOpMaLMIO o6

nHTepdence SUubVLAN

show vlans

OTobpaxeHune nHpopmauumm o6 onTuyeckom moayrne

OnucaHue

KomaHpa

OTtobpakaeT OCHOBHYH MHGOpPMaLMIO
06 onTuyeckom Moayne ykasaHHOro
nHTepdenca

show interfaces [ interface-type interface-number ]
transceiver

OTtobpakaeT aBapuiiHble curHambl O
HencnpaBHOCTN OMTUYECKOro MoAyns
Ha ykasaHHOM wuHTepdence. Ecnu
oLnBoK HeT, oTobpaxkaeTcst «Noney

show interfaces [ interface-type interface-number ]
transceiver alarm

OtobpaxaeT JnarHoctunyeckme
3HavyeHus ONTUYEeCKOro Moayns
yKasaHHOro nHTepdgenca

show interfaces [ interface-type interface-number ]
transceiver diagnosis
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2. HACTPOUKA SINGLE FIBER
2.1. O630p

Single Fiber (SF) — aT1o dyHkums, paspaboTaHHas Ana yaooBNeTBOPEHUS 0cobbix TpeboBaHuii
TONbKO K MPUEMY NakeToB, HO HE K OTMNpaBKe NakeToB. B 06blYHbIX Cny4vasix, kKoraa ctaHgapTHbIe
yctponctea Ethernet B3aumogencTByloT pJdpyr C  APYroM C  MOMOLUBIO  ONTUYECKUX
npuvemonepeaaTynkos, Heobxoanmo MCNonb30BaTb ABYXBOJTIOKOHHbIE onTuyeckne
npuemMonepenaTtynkn, 4tobbl coeauMHEeHMEe CTano akTUBHbIM M NakeTbl MNepechbinannch
HopManbHO. HegocTtaTkoM, ojHaKO, SBMASIETCH TO, YTO puanyeckasi M3onsaums He MoxeT ObITb
rmagko AOCTUTHYTa B HanpasBfeHun nepefadn, kKorga craHgapTHble ycTponctBa Ethernet
OTNPaBNSAKT JaHHble 4Yepe3 OBYXWUNbHOE BOMOKHO. B pesynbTaTe peer-kommyTaTop MOXeT
nonyyaTtb Henpeackasyemble nakeTbl, BNUsALWME Ha 6e30MacHOCTL KoMMyTaTopa. [Ansa aTtoro
pexmm SF MoXeT BbITb HACTPOEH Ha hN3NYECKYIO N30NALMIO AaHHBIX B HaNpaBrieHum nepegaydm
ans obecneveHns 6e3onacHOCTM AaHHbIX. [lpuMeHeHne NoOpTOB pexuma SF He COOTBETCTBYET
cneunukaumnsam KaHanos cBa3n NopToB ycTponcts Ethernet. CnegoBaTensHo, Ang peanusauum
npuema SF HeobGXOAMMO MOAKMAYUTL OAHOXWUIBHOE ONTOBOMOKHO K RX-koHUY nopTa
KoMMyTaTopa, 4TobObl AaHHble C TX-KOHUA peer ONTMYEcKoro npuemonepegarynka MOrnm
NPUHUMATLCS HOPMAarsbHO.

2.2. NMpunoxeHus

MpunoxeHue OnucaHue
SF-npuem KoHel Rx nopta komMyTaTopa COeauHSeTCs C KOHLOM TX ONTUYECKOro

cnnnTtrtepa 4yepel3 OaAHOXUIbHOE BOJIOKHO

2.2.1. SF-npnem
2.2.1.1. CueHapun

KoHel Rx nopTta KoMMmyTaTopa MOAKMOYEH K KOHLY TX OMTMYECKOro CnnutTepa 4epes
OOHOXMNbHOE BOJIOKHO, @ KOHeL, RX ONTUYECKOro CNNUTTEpa He MOAKIMOYEH K KOHUY TX
MOAKIIYEHHOro KoOMMYyTaTopa Ans obecneyeHnst prUanyeckor N3onsaUun.

KommyTtartop OnTUYECKNA CNNUTTEP

PucyHok 2-1.

2.2.1.2. PasBepTbiBaHue

KommyTaTop MOXEeT TOJIbKO nony4yaTb MnakeTbl OT OMNTUYECKOro cnimtTepa, HO He MOXEeT
OTNpaBNATb NakeTbl HA ONTUYECKUN cnnnTTep.
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2.3. KoHdurypauusa

KoHdurypauus

OnucaHne n kKomaHaa

Hactporka pexwuma | (ObasaTenbHo) Ncnonb3yeTca ans HacTponkm pexmma SF

SE

transport mode { rx } HacTtpauBaeT pexum SF Rx

no transport mode BoccTtaHaBnusaeT pexunm no
yMOn4yaHuio, T.e. [ABYHanpasreHHbIN
pexum Rx/Tx ¢ AByMS BONIOKHaMU

2.3.1. HacTtpouka pexuma SF

2.3.1.1. AcpheKkT KoHDUrypaumm

HacTtponTe nopT KOMMyTaLMn 4Ns NoaaepKKkM TONbko pexnma SF 1 HanpaeneHus RX.

2.3.1.2. LLlarn HacTpounku

Hactponka pexuma SF
e ObgszaTtenbHbIn.

o Pexum SF cnegyeTt HacTpouTb Ha NOPTY, ANdA KoTtoporo Tpebyetcs dyHkuna SF RX,
€Crnn He yKa3aHo MHoe.

KomaHga transport mode {rx}
Onucaxune rX: ykasblBaeT pPeXuM, B KOTOPOM NMPUHUMAIOTCS TONbKO NakeTbl
napameTpoB

Mo ymonyaHuio

Mo ymonuaHuio pexmm SF oTkmnoveH

KomaHaHbIn
pexum

Pexnm koHdurypaumm nHtepdenca

2.3.1.3. NpoBepka

NMpoBepbTe KOH(puUrypauuto SF:
e [lpoBepbTe, HOPMasnbHO N1 paboTaeT NopPT, HA KOTOPOM HacTpoeHa yHKums SF Rx.

e [lpoBepbTe, OTKMIOYEHA M YHKUUS W3MyYeHUs cBeTa And nopTa, Ha KOTOPOM
HacTpoeHa oyHKuus SF Rx.

e Ybegurechb, 4YTO NOPT, HA KOTOPOM HacTpoeHa PyHKUMS SF RX, MOXET TONbKO NonyyaTb
nakeTbl, HO HE MOXeT OTNPaBnATb NakeThl.

(@ orecy
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2.4. MOHUTOPWHr

2.4.1. OToOpaxeHue

OnucaHue

KomaHpa

OTtobparkaeT nHdopmauuio o nopTe, Ha
KOTOpOM HacTpoeHa dyHKums SF Rx

show transport mode {rx}
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3. HACTPOUKA MAC-AJJPECA
3.1. O630p

Tabnuua MAC-agpecoB cogepxut MAC-agpeca, HoMepa UHTEP(ENCOB U MAEHTUUKATOPI
VLAN yCTpOMCTB, NOAKTHOYEHHbIX K JTOKarnbHOMY YCTPOUCTBY.

Korga ycTpoMCTBO nepecbinaeT nakeT, OHO HaxoauT BbIXOAHOM MOPT B CBOew Tabnuue
MAC-agpecoB B cootBeTcTBuM ¢ MAC-agpecom nonyyaTtens n wmaeHtudgukatopom VLAN
naketa.

Nocne aToro nakeT ctaHoOBUTCA unicast, multicast nnu broadcast.

NMPUMEYAHUE: atoT [OKyMeHT oxBaTbiBaeT AuHamudeckne MAC-agpeca, ctaTuyeckue
MAC-agpeca u otdhunbTpoBaHHble MAC-agpeca. CeefeHus o6 ynpasneHMm MHOroagpecHsIMu
(multicast) MAC-agpecamu cMm. B pasgene Multicast Configuration.

3.1.1. lMpoToKonbl U cTaHAAPTbI

e |EEE 802.3: MHOXeCTBEHHbIN AOCTYN carrier sense ¢ 06HapyXeHNneM CTONKHOBEHWUM
(CSMA/CD), meTog goctyna v cneumdukaumm usnyeckoro ypoBHS.

e |EEE 802.1Q: nokarnbHble ceTu C BUpPTYyasibHbIM MOCTOM.

3.2. MpunoxeHunsn

MpunoxeHue OnucaHue

N3yyeHne MAC-agpeca Mepecbinka  unicast-nakeToB C  MOMOLUbID  U3y4YeHus
MAC-agpecoB

YBeOgomnexHue 06 | OTcnexnBanTe W3MEHEHME YCTPOWCTB, MOAKMOYEHHbIX K
nameHeHnn MAC-agpeca CeTeBOMY YCTPOWCTBY, C TMOMOLUbO yBegomrieHuss o6
nameHeHmn MAC-agpeca

3.2.1. UsyyeHune MAC-appeca
3.2.1.1. CueHapum

O6bIYHO ycTponcTBO NopaepxmeaeT Tabnmuy MAC-agpecoB nyTeM AMHAMUYECKOTO U3yYeHus
MAC-agpecos. NMpuHumn paboTbl onucbiBaeTcs criegyowmm obpasom:

Kak nokasaHo Ha cneaytowem PucyHke, Tabnmua MAC-agpecoB kommyTaTopa nycta. Korga
nonb3oBatenb A CBA3blBAaeTCA C nosb3oBateneM B, OH oTnpaBngeT mnakeT Ha nopT
GigabitEthernet 0/2 kommyTaTtopa, a kommyTtatop y3HaeT MAC-agpec nonb3oBatens A u
coxpaHsieT ero B Tabnumue. lNockonbky Tabnunua He cogepxnt MAC-agpeca nonb3oBatensa B
KOMMyTaTOp TpaHCNUpyeT MnakeT Ha MopTbl BCeX MOAKMIOYEHHbIX YCTPOWCTB, KpoMe
nonb3oBartens A, BKMoyasa nonb3osaTtens B n nonb3osatens C.
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g
GigabitEthernet 0/2 GigabitEthernet 0/3 MonbaosaTens B
T l 08c6.b364.e9b6
< I sssmmmm °**
A e . N
GigabitEthernet 0/1

Monb3oBaTens A
08c6.b3ab.5af7

Monb3oBatens C
08c6.p3a39.f17f

PucyHok 3-1. War 1. Usyyenne MAC-agpeca
Tabnvua 1. Tabnuua MAC-agpecos 1

CraTtyc VLAN MAC-agpec UHTepdhenc

OuHamnueckun | 1 08c6.b3.5af7 GigabitEthernet 0/2

Koraa nonb3oBatenb B nonyyaeTt nakeT, OH OTNpaBnsieT OTBETHbIA MakeT nonb3oBaTento A
yepes nopT GigabitEthernet 0/3 Ha kommyTaTope. Nockonbky MAC-agpec nonb3oBatens A yxe
HaxoauTcsa B Tabnuue MAC-agpecoB, KOMMYTaTOp OTNPaBNSeT OTBETHBIN unicast-nakeT Ha NopT
GigabitEthernet 0/2 n ysHaeT MAC-agpec nonb3oBatens B. nonb3oBaTtens C He nony4aer
OTBETHbIN NakeT OT nonb3oBaTens B gnsa nonb3osatens A.

— 1

GigabitEthernet 0/2 GigabitEthernet 0/3 Monb3osaTens B
A e . Y <
GigabitEthernet 0/1

MNonb3oBatens A
08c6.b3ab.5af7

Monb3oBaTens C
08c6.pb3a39.f17f

PucyHok 3-2. War 2. Usyyenne MAC-agpeca
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Tabnwuua 2. Tabnuua MAC-agpecos 2
CraTtyc VLAN MAC-appec UHTepdenc
OuHamnueckun | 1 08c6.b3.5af7 GigabitEthernet 0/2
OuHamnyeckun | 1 08c6.b3.e9b6 GigabitEthernet 0/3

bnarogaps B3aMMoOenCTBMIO Mexay nonb3oBaTteneM A W nonb3oBaTeniem B kommyTtatop
y3HaeT MAC-agpeca nonb3oBatenda A u nonb3osatensa B. [locne 3atoro nakeTbl mexay
nonb3oBaternieM A u nonb3oBatenem B OyayT nepegasaTbCA MO unicast-paccobinike 6e3
nosy4yeHus nonb3osarenem C.

3.2.1.2. PasBepTbiBaHue

Bnarogaps nayyenno MAC-agpecoB KOMMYTaToOp YPOBHS 2 NepechinaeT nakeTbl Yepes unicast-
paccbinky, yMeHbLUas KonmyecTBo broadcast-nakeToB n Harpy3ky Ha ceTb.

3.2.2. YBepomneHue o6 nameHeHmum MAC-agpeca

YeegomnenHne o6 wuameHeHun MAC-agpeca npenocTaBnser MexaHu3M Anis  CUCTEMb
ynpaenenuns cetbto (NMS) ona oTcnexmnBaHus CMeHbl YCTPOMCTB, MNOAKTHYEHHbIX K CETEBOMY
YCTPOWCTBY.

3.2.2.1. CueHapun

D o

NMS AOMUHUCTPATOP
SNMP Trap

]

Monb3oBaTens A Monb3oeatens B

L KommyTtatop

PucyHok 3-3. YBegomnenune o6 nameHeHmmn MAC-agpeca

lMocne TOro, kak Ha YCTPOWCTBE BKIOYEHO yBedomreHne o6 uameHeHun MAC-agpeca,
YCTPOWCTBO reHepupyeT cooblieHne yBeOOMMEeHUd, Korga YCTPOWCTBO Y3HaeT HOBbIN
MAC-agpec nnu 3aBepLuaeT yctapeBaHune ndydeHHoro MAC-agpeca, n otnpasnsieT coobuieHve
B coobuieHnn SNMP Trap B ykasaHHyto NMS.

YBegomneHne o pobasneHnn MAC-agpeca ykasbiBaeT Ha TO, YTO HOBbIA Nonb3oBaTenb
nonyyaeTt AOCTyn K ceTw, a yBegomneHve o6 yaaneHun MAC-agpeca ykasblBaeT Ha TO, YTO
nonb3oBaTernb He OTNpaBnseT nakeTbl B TeYeHMe BpemMeHW ycTapeBaHus U 0BblMHO
nonb3oBaTterb BbIXOAUT U3 CETWU.
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Korga ceTeBoe yCTPOMCTBO NOAKMHOYEHO K HECKOMbKUM YCTPOMCTBAM, 38 KOPOTKOE BPEMSI MOXET
NPOUN3ONTN MHOXECTBO M3MeHeHMn MAC-aapecoB, YTo NpUBEAET K yBenMYeHuo Tpaduka. Ons
YMeHbLUEHMS Tpadhrka Bbl MOXETE HAaCTPOUTbL MHTEPBAS OTNPaBKN yBeAOMIEHWUI 06 M3MEHEHUN
MAC-agpeca. o ucTeyeHUn UHTepBana BCE YBEAOMIIEHMSl, CO3daHHble B TeYeHuWe 3TOoro
WHTEepBana, MHKancynmpyrTcs B COobLLEeHNE.

Korga yBegomneHue reHepupyeTcsl, OHO CoXpaHsieTcsl B Tabnvue UcTopun yBegomneHuin ob
nameHeHnn MAC-agpeca. ADMMHUCTPATOP MOXET y3HaTb nocreaHue nameHeHnss MAC-agpeca,
npoBepuB TabnuLy nctopumn ysegomneHuii aaxe 6es NMS.

NMPUMEMYMAHUE: ysepgomneHve 06 usmeHeHun MAC-agpeca reHepupyeTcs TOMbKO Anis
AnHamunyeckoro MAC-agpeca.

3.2.2.2. PaszBepTbiBaHue

Bknounte yeBegomneHne o6 mameHeHun MAC-agpeca Ha KOMMyTaToOpe YpPOBHSI 2, 4TOObI
oTCNnexuBaTbh U3MEHEHME YCTPOWMCTB, NOAKIOYEHHBIX K CETEBOMY YCTPOWCTBY.

3.3. PyHKUUM

3.3.1. basoBble onpegeneHus

OvwHamnuyeckun MAC-agpec
OuHamnyecknn MAC-agpec — aT10 3anuck MAC-agpeca, co3gaHHasi B npouecce nayyeHus
MAC-agpeca yCTPONCTBOM.

YcTtapeBaHue agpeca

YCTpPOMNCTBO 3arMoOMWHAET TOSIbKO orpaHndyeHHoe KonmyectBo MAC-agpecoB, a HeaKTUBHbIE
3anucu yaansiTca No Mepe ycTapeBaHus agpeca.

YCTpOnCTBO HauMHaeT npouecc yctapesaHus MAC-agpeca, korga nsyuut ero. Ecnun yctponctso
He nony4nT nakeT, cogepxawmi MAC-agpec nctodHmka, oHo yganut MAC-agpec us tabnuupl
MAC-agpecoB Mo UCTeYEHUN BPEMEHM.

MNepeagpecauus Yyepes unicast-paccbinky

Ecnn yctponcTteo HaxoanT B ceoen Tabnnue MAC-agpecoB 3annch, cogepxatuyto MAC-agpec
n VLAN ID nakeTa, a BbIXO4HOM NOPT YHUKaNeH, OHO OTNpaBUT NakeT HanpsiMyto yepes nopT.

MNMepecbinka yepe3 broadcast-paccbinky

Ecnn ycTponcTBo nonyvaeT nakeT, cogaepXxawunm agpec HasHadeHus ffffLffL.ffff nnn
HeOomno3HaHHbIN adpec HasHavyeHWs, OHO OTNPaBUT MNakeT 4epe3 Bce nopTbl B VLAN, oTkyga
npuwlen nakeT, KpoMe BXOAHOro nopra.

3.3.1.1. O630p

OcobeHHOCTb OnucaHue

Jinmnt anHamuyeckmx | OrpaHnyeBaeT konmyecTtBo anHamundecknx MAC-agpecoB B
agpecos ang VLAN VLAN

Jinmnt anHamuyeckmx | OrpaHnyeBaeT konunvecTBo avHammndecknx MAC-agpecoB Ha
agpecoB Ans nHrepdenca | nHTepdence
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3.3.2. lnmut ganHamunyeckux agpecos ana VLAN

3.3.2.1. MpuHUMN paboTbl

Tabnuua MAC-agpecoB C orpaHM4eHHON eMKOCTbio mcnonb3dyeTtcs Bcemun VLAN. Hactponte
MakcumarnbHoe konm4yecTBo AuMHammyecknx MAC-agpecoB ansa kaxagon VLAN, 4ToObl ogHa
VLAN He ncyepnana npoctpaHcTeo Tabnumubl MAC-agpecos.

VLAN MOXeT U3y4uTb TOSIbKO OrpaHUYeHHoe KonmyecTBo AnHamunydeckux MAC-agpecos nocrie
HacCTpoWnkn orpaHndeHus. MNakeTbl, NpeBbllLaOLWMe NMMAUT, NepeaatoTcs B broadcast-pexumme.

NMPUMEYAHUE: ecnu konuyecTtBo n3yveHHbIX MAC-agpecoB npesbillaeT IMMUT, YCTPONCTBO
npekpatut ndydeHne MAC-agpecoB 13 VLAN M He HayHET U3y4yeHne CHOBa, NMoKa YUCMO He
ynazeTt HWxXe nuMmnTa nocrne yctapesaHna agpeca.

NMPUMEYAHUE: Ha MAC-agpeca, CKONMpOBaHHble B KOHKPeTHyto VLAN, nvmuit He
pacnpocTpaHseTcs.

3.3.3. llumut gaMHammnyeckux agpecoB Ana nHtepdenca

3.3.3.1. MpuHUMN paboTbl

NHTepdenc MOXeT n3yunTb TOMbKO OrpaHUYEHHOE KONMYecTBo AnHamudecknx MAC-agpecos
nocrne TOro, Kak NUMUT HacTpoeHo. [lakeTbl, npeBbllAOWME NUMUT, NepesarTcs B
broadcast-pexume.

NMPUMEYAHUE: ecnu konuyecTtBo m3yveHHbIXx MAC-agpecoB npesbillaeT NMMUT, YCTPONCTBO
npekpatut nsydyeHne MAC-agpecoB ¢ nHtepdernca n He Ha4YHeT N3ydeHne CHOBa, NMoka YMCho
He ynageT HKe NnuMuTa nocne yctapeeaHus agpeca.

3.4. OrpaHn4yeHus

MpoaykTbl cepum QSW-6910 He n3y4daloT 1 He nepecbinatrT naketbl, y kotopbix MAC-agpeca
nctoyHuka n MAC-agpeca HasHaveHusi paBHbl 0.

3.5. KoHdumrypauumsa

KoHdurypaums OnucaHue u KomaHaa
HacTtponka (HeobszatenbHbin) OH ucnonb3yeTcs Ansi BKNKOYEHUS U3ydeHUst
ONHaAMUNYECKOro MAC-agpeca
MAC-agpeca
mac-address-learning HacTtpauBaeTt n3yyeHue
MAC-agpecoB rnobanbHO wnu
Ha nHTepdemnce
mac-address-table aging-time HacTtpauBaeTt Bpems
yCTapeBaHus ans
AnHammyeckoro MAC-agpeca
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ctatnyeckoro  MAC-
agpeca

KoHdurypauus OnucaHue u KomaHaa
HacTtpownka (OnumoHanbHo) OH wucnonb3dyetca ans npueaAskm MAC-agpeca

yCTpOVICTBa K NOpTYy KOMMYyTauuun

mac-address-table static HacTtpauBaeTt cTaTnyeckum

MAC-agpec

HacTtpornka MAC-
agpeca ans
dunbTpaunM NakeTos

(OnumoHanbHo) OH ucnonbayeTtcs Ansg unsTpauun nakeToB

mac-address-table filtering HactpanBaetr MAC-agpec ans

unbTpaLMn NakeToB

HacTtponka (OnuunoHanbHo) OH  uMcnonb3yeTca AONs  OTCREXMBAHUS CMEHbI

yBeZIOMNEHNS 00 | yCTPOMCTB, NOAKIHOYEHHbIX K CETEBOMY YCTPOWCTBY

NU3MeHeHuu MAC-

2alpste mac-address-table notification | Fno6anbHo HacTpausaet
yBegomneHne o6 uamMeHeHuu
MAC-agpeca

snmp trap mac-notification HactpamBaeT yBegomneHve o6

nameHeHun MAC-agpeca Ha
NnHTepdence

HacTtponka VLAN | (OnumoHanbHo) OH ucnonbadyetca ans Hactporikn VLAN ynpaBneHus

yrnpasnexHus onga | ans nopta AP

nopta AP

aggregateport-admin vlan HactpausaeTt VLAN ynpasneHus

aona nopta AP

HacTtpoinka doyHKuum

(OnuuoHanbHo) NcnonbayeTcs Ansd HACTPOMKM PYHKLMN perncTpaumum

MAC-agpecos

perncrTpaumm aBapuvHbIX cMrHanoB npun obHapyxeHun cmelleHns MAC-agpeca
aBapUHbIX CUrHanos

AlA CMEWEeHUA | mac.address-table  flapping-

MAC-agpeca logging

HacTtponka (OnuunoHanbHO) Wcnonb3yeTca AOnss HACTPOMKM  MaKCUMarbHOro
MaKcuMmMaribHOro KonuyecTea nsyyeHHolx MAC-agpecos

KonuyecTtsa

N3YHEHHBIX max-dynamic-mac-count count
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KoHdurypauus OnucaHue u KomaHaa

HacTponka (OnumoHanbHO) Mcnonb3yeTca Ons HacTpovikn meTtoga obpaboTku
oTOGpacbiBaHUA nakeToB, Korga kKonmyectBo u3ydeHHbix MAC-agpecoB npeBbllliaeT
NnakeToB, Korga | nMKUT agpecoB

KONmM4ecTBo

M3yHeHHbIX max-dynamic-mac-count

MAC-anpecos exceed-action forward | discard

npeBbllaeT  NMMUT

agpecos

3.5.1. HacTpounka auHamumnyeckoro MAC-agpeca

3.5.1.1. 3chdeKT KoHdUrypaumm

N3yuante MAC-agpeca guHaMM4yeckn 1 nepecobinante nakeTbl Yepes unicast-paccbiniky.

3.5.1.2. larn HacTponku

HacTtpownka usyyeHus rno6ansHoro MAC-agpeca

e  OnuuoHanbHo.

e Bbl MOXeTe BbINOMHUTL 3Ty HACTPOMKY, YTOObl OTKNIOUMTL rnobanbHoe u3yyeHve

MAC-agpecos.

o  KoHdurypauus:

KomaHga mac-address-learning { enable | disable }
Onucanne enable: BkntoyaeT udyyeruve rnobansHoro MAC-agpeca.
napameTpoB

disable: oTkntoyaeT nsyyeHune rnobansHoro MAC-agpeca

Mo ymonuanuio | Uayuenne rmobansHoro MAC-agpeca BKNOYEHO MO YMOYaHUIO

PEXUM

KomaHaHbIn Pexunm rnobanbHon koHdurypauum

NMPUMEYAHUME: no ymonuaHuio wusdyyeHue rnobanbHoro MAC-agpeca BkntouveHo. Korga
rnobanbHoe m3yyeHne MAC-agpecoB BKIOYEHO, KOHdurypauus mnaydeHmss MAC-agpecoB Ha
UHTepdence BCTynaeT B cuny; korga ¢yHKumMsa oTkmodeHa, MAC-agpeca He MoryT ObiTb

N3y4eHbl rmobarnbsHo.

Hactpouka nsyyeHna MAC-agpeca Ha nHtepdence

e OnuuoHanbHo.

e  Bbl MOXeTe BbINOMAHUTL 3Ty HAaCTPOMKY, YTOObI OTKNOUMTL M3ydyeHne MAC-agpeca Ha

nHTEepdemnce.

o  KoHdurypaums:
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KomaHpa

mac-address-learning

Mo ymonyaHuio

N3yueHne MAC-agpecoB BKITHOYEHO MO YMOMYaHUIO

KomaHgHbIn
peXxnm

Pexum koHdurypaumm nHutepgenca

PykoBoacTeo no
NCNONb30BaHMIO

BbINonHUTE 9Ty HACTPOMKY Ha UHTepdbence ypoBHSA 2, Hanpumep, Ha NopTy
KomMMyTauuu unu nopty AP

NPUMEYAHUE: no ymonyaHuio usyvyeHne MAC-agpecoB BknioveHo. Ecnn DOT1X, IP
SOURCE GUARD, wunu dyHkuua 6e3onacHOCTM nopta HacTpoeHa Ans noprta, u3yyvyeHue
MAC-agpeca He MOXeT ObITb BKIIOYEHO. YNpasreHne JOCTYNOM HEe MOXeT BbITb BKIOYEHO Ha
nopTy C OTKIMOYEHHbIM u3yyeHnem MAC-agpeca.

Hactpoika BpemMeHu ycTapeBaHuAa ans auHammyeckoro MAC-agpeca
e  OnuuoHanbHo.

e Hactponte Bpems yctapeBaHus ang guHamumyeckmx MAC-agpecos.

e  KoHdurypauus:

KomaHga mac-address-table aging-time value
Onuncanne value: ykasbiBaeT BpeMms ycTtapeBaHus. 3HadeHne pasHO nunbo 0, nnbo
napamMmeTpoB HaxoauTcsa B gmanasoHe ot 10 go 1 000 000

Mo ymonyaHuio

Mo ymonuanumio 300 cekyHa

KomaHgHbin
peXnm

Pexunm rnobanbHomn koHdurypauum

PykoBoacteo no
1MCNONb30BaHNIO

Ecnu yctaHoBneHo 3HaveHue 0, yctapeBaHne MAC-agpecoB OTKOYEHO, U
nayyeHHole MAC-agpeca He BygyT yctapeBaTtb

NMPUMEMAHUE: dakTtnyeckoe BpemMs ycTapeBaHUa MOXET OTnn4aTbCA OT HaCTPOEHHOro
3Ha4eHus, HO He Boree YeM B [Ba pa3a OT HACTPOEHHOro 3HAYeHUS.

3.5.1.3. NpoBepka

e [lpoBepbTe, 3anOMUHAET NN YCTPONCTBO anHammudeckme MAC-agpeca.

e 3anyctute

komaHgy show mac-address-table dynamic gns oTobpaxeHus

anHammnyecknx MAC-agpecos.

¢ 3anyctute koMmaHay show mac-address-table aging-time, 4Tobbl 0TOOpa3nTL BpeMs
ycTtapeBaHusa ansa guHamumyecknx MAC-agpecos.
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KomaHga show mac-address-table dynamic [ address mac-address | [ interface
interface-id ] [ vlan vian-id ]
Onucanue address mac-address: oTobpaxaeT MWHGOPMaUUIO O KOHKPETHOM
napamMmeTpoB anHammnyeckom MAC-agpece.
interface interface-id: ykasbiBaeT puanyeckmii nHtepdenc nnm nopt AP.
vlan vlan-id: otobpaxaeT auHammnyeckme MAC-agpeca B onpeneneHHon
VLAN
KomaHaHbIn MpuBunernpoBaHHbin pexxum EXEC/Pexum rnobanbHon koHdurypaumm/
pexum Pexunm HacTponkn nHtepderica
QTECH# show mac-address-table dynamic
Vlan MAC Address Type Interface
1 0000.0000.0001 DYNAMIC GigabitEthernet 1/1
1 0001.960c.a740 DYNAMIC GigabitEthernet 1/1
1 0007.95c7.dff9 DYNAMIC GigabitEthernet 1/1
1 0007.95cf.eeel DYNAMIC GigabitEthernet 1/1
1 0007.95cf.f41f DYNAMIC GigabitEthernet 1/1
1 0009.b715.d400 DYNAMIC GigabitEthernet 1/1
1 0050.bade.63c4 DYNAMIC GigabitEthernet 1/1
Mone OnucaHwue
Vlan YkaspiBaetT VLAN, B  KOTOpOM  Haxogutcsa
MAC-agpec
MAC-agpec YkasbiBaeT MAC-agpec
Twn YkasbiBaeT vn MAC-agpeca
NHTepdenc YkasblBaeT WHTEpPdENC, Ha KOTOPOM HaxoauTcs
MAC-agpec
KomaHga show mac-address-table aging-time
KomaHaHbIn MpuBnnernpoBaHHbin pexum EXEC/Pexum rnobanbHon koHdwurypaumm/
pexnm Pexnm HacTponkn nHtepdoenca
QTECH# show mac-address-table aging-time
Aging time : 300
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3.5.1.4. NMpumep KoHcpuUurypaumum

Hactpownka guHamuyeckoro MAC-agpeca
CueHapun:

Gi oM

PucyHok 3-4.

LWarn e  Bkniounte nsyyenne MAC-agpeca Ha nHtepdeiice.

HaCTPOMKN e HacTpoiitTe Bpemsi ycTapeBaHusi Ana amHamuyeckux MAC-agpecos Ha
180 cekyHa.

e VYpanute Bce aumHamundeckne MAC-agpeca B VLAN 1 Ha nopty
GigabitEthernet 0/1

QTECH# configure terminal

QTECH(config-if-GigabitEthernet 0/1)# mac-address-learning
QTECH(config-if-GigabitEthernet 0/1)# exit

QTECH(config)# mac aging-time 180

QTECH# clear mac-address-table dynamic interface GigabitEthernet 0/1 vlan 1

MpoBepka e [lpoBepbTe nayyeHne MAC-agpeca Ha uHTepdeice.
e [lokasaTb BpeMmeHs ycTapeBaHus gnst auHammudecknx MAC-agpecos.

e [lokasatb Bce guHammyeckme MAC-agpeca B VLAN 1 Ha nopty
GigabitEthernet 0/1

QTECH# show mac-address-learning

GigabitEthernet 0/1 learning ability: enable

QTECH# show mac aging-time

Aging time : 180 seconds

QTECH# show mac-address-table dynamic interface GigabitEthernet 0/1 vlan 1
Vlan MAC Address Type Interface

1 08c6.b3.1001 STATIC GigabitEthernet 1/1

3.5.1.5. PacnpocTpaHeHHble OWNOKKu

HacTponTte nsyvyeHne MAC-agpecoB Ha nHTepderice, npexae Yem HacTpansaTb MHTEpdEenc Kak
UHTepdEeNC YypoBHA 2, HaNnpuMep, Kak NopT KOMMyTaunm unu nopt AP.
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3.5.2. HacTpouka ctatnyeckoro MAC-agpeca

3.5.2.1. 3dhdeKT KoHUrypaumm

Ceskute MAC-agpec ceTeBoro yCTpomcTea ¢ MOPTOM KOMMYTaLuUN.

3.5.2.2. lWarn HacTpounku

Hactpouka cratnyeckoro MAC-agpeca

e  OnuuoHanbHo.

o Cesxnte MAC-agpec ceTeBOro ycTpomcTea C NOPTOM KOMMYyTaLMMK.
o  KoHdurypauums:

KomaHpa mac-address-table static mac-address vlan vlan-id interface interface-id
Onucanwne address mac-address: ykasbiBaeT MAC-agpec.
napamMmeTpoB

vlan vlan-id: ykasbiBaeT VLAN, B koTOpon HaxoguTcss MAC-agpec.

interface interface-id: ykasbiBaeT pusmnyeckmn nHtepdgenc nnmn nopt AP

Mo ymonyaHuo

Mo ymonuaHuio ctatndeckmii MAC-agpec He HacTpoeH

KomaHgHbIn
pexum

Pexum rnobansHon koHdurypaumm

PykoBoacteo no
MCNONb30BaHNIO

Korga kommyTaTop nonyYyaeT nakeT, cogepawmn ykasaHHbin MAC-agpec
B ykaszaHHon VLAN, nakeT nepecbinaeTcsa Ha CBsA3aHHbIN MHTepdenc

3.5.2.3. NpoBepka

e 3anyctute komaHay show mac-address-table static, 4ytobbl npoBepuTb, BCTyNMNa nu
B CUNY KOH(urypauus.

KomaHga show mac-address-table static [ address mac-address ] [ interface
interface-id ] [ vlan vian-id ]

Onuncanne address mac-address: ykasbiBaeT MAC-agpec.

ntelprElluiiels interface interface-id: ykasbiBaeT duanyeckuii HTepdeiic v nopt AP.
vlan vlan-id: ykaseiBaeT VLAN, B koTopon HaxoauTtca MAC-agpec

KomaHaHbIn MpuBnnernpoBaHHbin pexum EXEC/Pexum rnobanbHon koHdwurypaumm/

pexnm Pexnm HacTponkm nHtepdenica

QTECH# show mac-address-table static
Vlan MAC Address Type Interface

1 08c6.b3.1001 STATIC GigabitEthernet 1/1
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STATIC
STATIC

1 08cé6.b3.1002
1 08cé6.b3.1003

GigabitEthernet 1/1
GigabitEthernet 1/1

3.5.2.4. NMpumep KoHcuUurypaumumn
Hactpouka cratnyeckoro MAC-agpeca

B npuBegeHHOM Bbile npumepe B3anmocesasb MAC-agpecos, VLAN v nHTepcerncoB nokasaHa

B cneaytowen tabnuue.

Ponb MAC-agpec Uoentncpukatop UaeHtudukatop

VLAN MHTepdenca
Beb-cepBep 08c6.b332.0001 VLAN2 Gio/10
Cepsep 6a3bl | 08c6.b332.0002 VLAN2 Gio/11
AaHHbIX
AgmuHuctpatop | 08¢6.6332.1000 VLAN2 Gi0/12
CueHapui:

Beb-cepsep
Gi 0/10
Gi 0/11 Gi 0/5
Gi 0/12
Cepgep Da3sbl AaHHbIX
Mone3osaTtenu

AOMUHUCTPATOP

PucyHok 3-5.
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Warn e VYrkaxunte MAC-agpeca HasHadyeHus (mac-address).
HaCTPOMKK

e VYrkaxunte VLAN (vlan-id), rae Haxoasatca MAC-agpeca.
e  Ykaxute ngeHtudmkatopbl uHTEpdencos (interface-id)

A A# configure terminal

A(config)# mac-address-table static 08c6.b3.3232.0001 vlan 2 interface
gigabitEthernet 0/10

A(config)# mac-address-table static 08¢c6.b3.3232.0002 vlan 2 interface
gigabitEthernet 0/1

A(config)# mac-address-table static 08¢c6.b3.3232.1000 vlan 2 interface
gigabitEthernet 0/12

Mpoeepka | OTOGpaxeHme koHdUrypaumm ctatudeckoro MAC-agpeca Ha kommyTaTope

A A# show mac-address-table static

Vlan MAC Address Type Interface

2 08c6.b3.3232.0001 STATIC GigabitEthernet 0/10
2 08c6.b3.3232.0002 STATIC GigabitEthernet 0/11
2 08c6.b3.3232.1000 STATIC GigabitEthernet 0/12

3.5.2.5. PacnpocTpaHeHHble OWnOKn
HacTtponte ctatuyeckmn MAC-agpec nepen HacTPOWMKOW onpefesieHHOro nopta B KadecTse
MHTepdenca ypoBHs 2, Hanpumep, nopTa KoMMyTaTopa unu nopta AP.

3.5.3. HacTtponka MAC-agpeca ana counbTpaumm nakeToB

3.5.3.1. 3dhdeKT KoHduUrypaumm

Ecnu yctponcTtBo nomnyyaeTt nakeTbl, cogepxawmne MAC-agpec uctodyHuka unn MAC-agpec
Has3HayeHnd, YyKasaHHblIn B KayecTBe oOTdunbTpoBaHHoro MAC-agpeca, nakeThbl
oTOpacbIiBaloTCA.

3.5.3.2. llarn HacTponku

Hactponka MAC-appeca ans ¢omnbTpaumm naketToB
e  OnuuoHanbHo.

e  BbINOMHUTE 3Ty HACTPOWKY ANsa punbTpauum NakeTos.
o  KoHdurypauwms:

KomaHga mac-address-table filtering mac-address vlan vlan-id
Onucanue address mac-address: yka3biBaeT MAC-agpec.
Il el vlan vlan-id: ykasbiBaeT VLAN, roe Haxogutcst MAC-agpec
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Mo ymonyaHuio | Mo ymonyanuto punetpyembin MAC-agpec He HacTpoeH

KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
pexum

PykoBogcteo no | Ecnu yctponcteo nonyyaeT nakeTsbl, cogepxawme MAC-agpec nctovHuka
ucrnonb3oBaHuto | unn MAC-agpec HasHavyeHus!, yka3aHHbIA B KadecTBe OT(PUNbTPOBAHHOMO
MAC-aapeca, nakeTbl 0OTOpacbhIiBalOTCS

3.5.3.3. NpoBepka

e 3anyctute komaHgy show mac-address-table filter, u4t06bl OTOGpPa3nTL
oTdunbTpoBaHHbin MAC-agpec.

KomaHga show mac-address-table filter [ address mac-address ] [ vlan vlan-id ]
Onucanue address mac-address: ykasbiBaeT MAC-agpec.
napameTpoB

vlan vlan-id: ykasbiBaet VLAN, B koTopon Haxoautca MAC-agpec

KomaHaHbIn MpusunernpoBaHHbin pexum EXEC/Pexum rnobanbHon koHdwurypaumwm/
pexum Pexum HacTponku nHtepdenca

QTECH# show mac-address-table filtering
Vlan MAC Address Type Interface

1 0000.2222.2222  FILTER

3.5.3.4. NMpumep KoHcpUrypaumm
Hactponka MAC-appeca ans ¢omnbTpaumm naketToB

Warn o Yrkaxnte MAC-agpec HasHaveHus (mac-address) ans dounbTpauuu.

HacTPOIiKM e YkaxwuTe VLAN, B koTOpon Haxoasitcss MAC-agpeca

QTECH# configure terminal
QTECH(config)# mac-address-table static 08c6.b3.3232.0001 vlan 1

Mpoeepka | OTOGpa3uTe oThUNbLTPOBaHHYO koHGUrypaumo MAC-agpeca

QTECH# show mac-address-table filter
Vlan MAC Address Type Interface

1 08¢6.b3.3232.0001 FILTER
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3.5.4. HacTpownka yBegomnenms o6 nameHeHmn MAC-agpeca

3.5.4.1. 3dhbdeKkT KoHUrypaumm

OTtcnexuBanTte CMeHy yCTpOI7ICTB, NOAOKNHYEHHbIX K CETEBOMY yCTpOIZCTBy.

3.5.4.2. lWarn HacTponku

Hactpoinka NMS
e  OnuuoHanbHo.

e BbinonHnte 3Ty HacTpoinKy, 4ToObl No3Bonutb NMS nonyyatb yBegomneHus o6
nameHeHun MAC-agpeca.

o  KoHdurypauus:

KomaHga snmp-server host host-addr traps [ version {1 | 2c | 3 [ auth | noauth |
priv ] } ] community-string

Onuncanne host host-addr: ykasbiBaeT IP-agpec nonyyartens.

el EAT O 1| 2c | 3 [auth | noauth | priv ] }: ykaseisaeT Bepcuio coobiieHnin SNMP

TRAP. Bbl Takke MoOxeTe yKasaTb ayTeHTUUKaUMIO U YpPOBEHb
©es3onacHocTn ons naketos Bepcum 3.

community-string: ykasbiBaeT UMsi ayTeHTUduKaumm

Mo ymonuyanuio | Mo ymonyaHmio oyHKUNA OTKIHOYEHa

KomaHaHbIn Pexunm rnobanbHon KoHurypawmm
pexum

BkntoyeHne SNMP Trap

e OnuuoHanbHo.

e  BbinonHuTe 3Ty HacTponky ang otnpasku coobweHnn SNMP Trap.
o  KoHgurypaums:

KomaHga snmp-server enable traps

Mo ymonyanuio | Mo ymonyaHmio doyHKUNA OTKIHOYEHa

KomaHaHbIn Pexunm rnobanbHon koHdurypauum
peXunm

Hactpowka yBegomneHus o6 nsmeHeHuun rmo6ansHoro MAC-agpeca
e OnuuoHanbHo.

e Ecnu yBegomnerve o6 nameHeHnm MAC-agpeca oTkntodeHo rnobanbHo, oHo Byaet
OTKIMOYEHO Ha BCEX MHTEpencax.

o  KoHdurypauwms:




PykoBoacTeo no Hactponke cepus QSW-6910

Hactpoiika MAC-agpeca W

KomaHpa

mac-address-table notification

Mo ymonyaHuio

Mo ymonuyanuto yBegomneHve o6 mameHeHun MAC-agpeca OTKIHOYEHbI
rno6anbHoO

KomaHgHbIn
peXxnm

Pexwum rnobanbHon koHUrypaumm

Hactpouka yBegomneHust o6 nasmeHeHnn MAC-agpeca Ha nHtepcence
e  OnuuoHarnbHo.

e BbinonHute 3Ty HaACTPOMKY, 4TOOblI BKMHOYUTL YyBeAOMIIEHWME 00 UW3MeHeHUn
MAC-agpeca Ha nHtepdelice.

o  KoHdurypauums:

KomaHga snmp trap mac-notification { added | removed }
Onuncanne added: reHepupyeT yBegomneHme npu gobasneHmn MAC-agpeca.
napameTpoB

removed: reHepupyeT yBegomnenue npu yaaneHun MAC-agpeca

Mo ymonyaHuo

Mo ymonyanuo ysegomneHme o6 nameHennn MAC-agpeca Ha nHtepderice
OTKIMHOYEHO

KomaHgHbin
peXnm

Pexnm koHdurypaumm nHtepdenca

Hactpowka nHtepBana reHepauun yBeaomrneHmm o6 nameHeHmmn MAC-agpeca
M obbema nctopum yBeaomMmrneHmmn

e  OnuyuoHarnkeHo.

e  BbIinonHute 3Ty HACTPOWKY, YTOObI M3MEHUTbL MHTEPBan reHepaunn yseaoMmneHmn ob
nameHeHmn MAC-agpeca n o6bem NCTopmm yBe4OMITEHUIA.

o  KoHgurypaums:

KomaHga mac-address-table notification { interval value | history-size value }
Onuncanne interval value: (HeobsasaTenbHO) ykasbiBaeT MHTepBan ANd CO34aHus
napameTpoB yBegomneHnn o6 nameHennn MAC-agpeca. [lnanasoH 3HaveHun ot 1 oo

3600 cekyHa.

history-size value: yka3biBaeT MakCuMaribHOE KOJIMYECTBO 3anncen B
Tabnuue ncropum yeegomnennn. [nanason sHaveHun ot 1 go 200

Mo ymonyaHuio

MHTepBan no ymonyaHuio coctaBngeT 1 cekyHay. MakcumansHoe
KONMYeCTBO yBeJOMMNEHUN NO ymonyaHuio — 50

KomaHgHbin
pexum

Pexwum rnobanbHon KoHUrypaumm
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3.5.4.3. NpoBepka

e 3anyctute komaHgy show mac-address-table notification, 4To6bl npoBepuUTb,
nonyyaet nu NMS yBegomneHusa o6 nameHenmmn MAC-agpeca.

KomaHpa show mac-address-table notification [ interface [ interface-id ] | history ]
Onucanne interface: oTobpaxaeT KkoHdurypaumio yseaomneHnss o6 naMeHeHun
napameTpoB MAC-agpeca Ha Bcex nHtepdencax.

interface-id: oToGpa)kaeT koHduUrypaumio yBegomsieHns 06 M3MeHeHun
MAC-agpeca Ha ykaszaHHOM nHTepdence.

history: oTobpaxaet uctoputo ysegomnenuni o nameHenmn MAC-agpeca

KomaHaHbIn MpuBunernpoBaHHbin pexum EXEC/Pexum rnobanbHon koHdurypaumum/
pexum Pexunm HacTponku nHrepderica

PykoBoacteo no | OtobpaxeHne KoHdurypauum ysegomrneHns ob nameHeHun rnobanbHOro
ncnosnb3oBaHuio | MAC-agpeca.

QTECH#show mac-address-table notification
MAC Notification Feature : Enabled
Interval(Sec): 300

Maximum History Size : 50

Current History Size : 0
Mone OnucaHue

Interval(Sec) YkasbiBaeT WHTepBan reHepauum
yBegomneHun o6 nameHeHmn MAC-agpeca

Maximum History Size YkasbiBaeT MaKCcuMmaribHoe  KOJIM4YeCTBO
3anucen B Tabnuue Nctopumn yBe4OMIIEHUN

Current History Size YkasblBaeT TEKYLLEE KONNYECTBO 3anncen B
Tabnuue nctopum yBeAOMIIEHUN
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3.5.4.4. NMpumep KoHdpuUrypauumn

CueHapun:

192.168.1.10

( IP-ceTb

SNMP Trap

Gi 0/1

MNonb3oBartenu

PucyHok 3-6.

Ha PwucyHke nokasaHa vHTpaceTb npeanpuatus. lNonb3osatenu nogknwodvarTcs K A yepes

nopt Gi0/2.

BbINONHUTE HAacTpPoOrKy AN AOCTMXKEHUS crieayrowmx adhdeKkToB:

Korga nopt Gi0/2 y3HaeT HoBbii MAC-agpec wnn 3aBepluaeT yCTapeBaHWE W3YYEeHHOro
MAC-agpeca, reHepupyeTca yBegomneHme 06 namenennn MAC-agpeca.

Tem BpemeHem A oTnpasnseT yBegomnenune o6 nameHeHnm MAC-agpeca B coobweHmnmn SNMP
Trap B ykasaHHyto NMS.

B cueHapun, roe A NOAKMOYEH K HECKONbKAM MOMb30BaTENAM, KOHUrypaums MOXeT
npenoTBpaTUTb Benreck yeegomneHnin o6 nameHeHn MAC-agpeca 3a KopoTKOe BpeMS, YTOObI
YMEHbLUNTbL CETEBOW MOTOK.

Larn e  Bkniounte rmobanbHoe yBegomneHme o6 nameHennn MAC-agpeca Ha A
HaCTPOMKK n HacTpownTe yBegomrieHue 06 nameHeHun MAC-agpeca Ha nopty Gi0/2.
e Hactponte IP-agpec y3ana NMS wn Bkniounte A ¢ SNMP Trap. A
ceaAsbiBaeTca ¢ NMS yepes mapLupyTtmsaumio.
e HacTtponte wHTepBan OTNpaBkM YyBeAOMSIEHUA 06 UW3MeHeHWUn
MAC-agpeca Ha 300 cekyHg (no ymonyanuo 1 cekyHaa)
A QTECH# configure terminal

(@ orecy
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QTECH(config)# mac-address-table notification

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2)# snmp trap mac-notification added
QTECH(config-if-GigabitEthernet 0/2)# snmp trap mac-notification removed
QTECH(config-if-GigabitEthernet 0/2)# exit

QTECH(config)# snmp-server host 192.168.1.10 traps version 2c comefrom2
QTECH(config)# snmp-server enable traps

QTECH(config)# mac-address-table notification interval 300

MpoBepka e [lpoBepbTe, BKNOYEHO NKU rnobanbHO yBegoMsieHne 06 n3mMeHeHuu
MAC-agpeca.

e [lpoBepbTe, BKMHOYEHO nn yBegomrieHne o6 nameHeHnn MAC-agpeca
Ha nHTepdence.

e Otobpasnte MAC-agpeca nHTepdencoB u 3anyctute komangy clear
mac-address-table  dynamic  gna  vmuTaumMmM  yctapesLUMX
anHammyecknx MAC-agpecos.

e [lpoBepbTe, BKNKOYEHO NK rnobanbHOe yBegomsieHne 06 NU3MeHeHUM
MAC-agpeca.

e OTtobpasuTte uctoputo ysegomnenunin ob nameHeHnn MAC-agpeca

A QTECH# show mac-address-table notification

MAC Notification Feature : Enabled

Interval(Sec): 300

Maximum History Size : 50

Current History Size : 0

QTECH# show mac-address-table notification interface GigabitEthernet 0/2
Interface MAC Added Trap MAC Removed Trap
GigabitEthernet 0/2 Enabled Enabled

QTECH# show mac-address-table interface GigabitEthernet 0/2
Vlan MAC Address  Type Interface
08c6.b332.0001 DYNAMIC GigabitEthernet 0/2
QTECH# show mac-address-table notification

MAC Notification Feature : Enabled

Interval(Sec): 300

Maximum History Size : 50

Current History Size : 1

QTECH# show mac-address-table notification history

@ §) QTECH

MWP OOCTYNHEE

91




PykoBoacTeo no Hactponke cepus QSW-6910

Hactpoiika MAC-agpeca W

History Index : 0

Entry Timestamp: 221683

MAC Changed Message :

Operation:DEL Vlan:1 MAC Addr: 08c6.b332.0003 GigabitEthernet 0/2

3.5.5. Hactpouka VLAN ynpaBneHus ana nopta AP

3.5.5.1. 3dhdeKkT KoHUrypaumm

Bkntounte nopTt AP ans obpaboTkn naketoB u3 VLAN ynpaBreHus Kak nakeTbl ynpasreHus, a
13 VLAN, He OTHOCALLENCS K YNPaBEeHUIO, Kak NakeTbl JaHHbIX.

3.5.5.2. lWarn HacTpounku

Hactpounka VLAN ynpaBneHus ans nopta AP
e  OnuuoHarnbHo.

e BbinonHute 3Ty HacTporiky, 4Tobbl NopT AP MOr oTnuyaTb nakeTbl ynpaBneHus oT
NakeToB AaHHbIX.

e  KoHdurypauus:

KomaHga aggregateport-admin vian vlan-list
Onucanne vlan-list: ykasbiBaeT VLAN mnnu gnanasoH VLAN, pa3geneHHbIX 3HakoM «-»
napameTpoB

Mo ymonyauuio | Mo ymonyaxumio VLAN ynpasneHus He HacTpoeH ansa nopta AP

KomaHgHbIn
peXnm

Pexunm rnobanbHon koHdurypauum

Pykoeogcteo no | MopTt AP o6pabatkiBaeT nakeThl, nonyyeHHole n3 VLAN ynpasneHus, kak
NCNONb30BaHWIO | NakeTbl ynpaBrneHus

3.5.5.3. NpoBepka

Mopt AP oGpabaTbiBaeT naketbl M3 VLAN ynpaBneHusi Kak NakeTbl ynpaBneHns, a nakeTbl U3
VLAN, He OTHOCSLLENCS K yNpaBieHN0, — KaK NakeTbl AaHHbIX.

3.5.5.4. NMpumep KoHcpUrypaumm

Hactpowka VLAN ynpaBneHusa gnsa nopta AP

Warn
HaCTPONKK

Ykaxute VLAN ynpasneHuna ansa nopta AP

QTECH# configure terminal
QTECH(config)# aggregateport-admin vlan 1-20
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Mpoeepka | 3anyctute koMaHgy show running, 4To6bl 0TOGPa3NTL KOHUIYPaLMIO

3.5.6. HacTpouka npoBepku nepekntoyeHna MAC-agpecoB

3.5.6.1. AdhdeKT KOoHUrypaumm
MNMevaTaTb NpegynpexaeHue CUCTEMHOrO XXypHana, korga npovcxoaut flapping MAC-aapecos,
TO ecTb MAC-agpec nonagaet Ha 6onee 4yem oauH NopT 3a kopoTkoe Bpemsi B VLAN.

3.5.6.2. lWarn HacTponku
HacTtpowka npoBepku Flapping’a MAC-appecoB

e  OnuuoHarnbHo.

e HactponTe aTy KOHQUrypaumo ansa nevyatn aBapumnHOro cMrHana CMCTEMHOrO XXypHana
npu nameHeHnn MAC-agpeca.

o  KoHdurypaums:

KomaHnga mac-address-table flapping-logging

Mo ymonuaHuto | Mo ymonyaHuio yHKUMS OTKIoYeHa

KomaHaHbIN Pexwum rnobansHon KoHUrypaumm
pexunum

3.5.6.3. NpoBepka

e  3anyctute komaHgy show run, 4tobbl 0TO6pa3snTb KOHUrypaumio.

o PacnevaTtante cucTtemHbIn XXypHan, 4Tobbl npoBepuTh flapping MAC-agpecos.
3.5.6.4. NMpumep KoHcpUrypaumm

e Hactponika nedatn cuctemHoro xypHana npwu flapping’e MAC-agpeca

Warn Bkntountb nevatb cuctemHoro xypHana npwu flapping’e MAC-agpeca
HaCTPONKK

QTECH# configure terminal
QTECH(config)# mac-address-table flapping-logging

Mpoeepka | 3anyctute komaHgy show running, 4To6bl 0TOGPA3NTL KOHUTYPaLMIO

3.5.7. HacTpouka nonutuku 3awumTtbl ot Flapping’a MAC-agpecoB

3.5.7.1. 3dbdeKkT KoHduUrypaumm

Korga flapping MAC-agpecoB obHapyXeH Ha MOpTYy C HAaCTPOEHHOW MOMUTMKOW 3aliuTbl OT
Flapping’a MAC-agpecoB, nopt 6yaeT OTKIIOYEH.

3.5.7.2. MpumeyaHun

HormkHa 6bITb BKNOYEHa hyHKUMA 0bHapyxeHus Flapping’a MAC-agpecos.
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3.5.7.3. lWarn HacTponku

Hactpounka nonutuku 3awmTbl oT Flapping’a MAC-agpecoB
e  OnuuoHarnbHo.

e BobinonHute 3Ty onepaumio, 4To6bl nNpepoTBpatTuTh flapping MAC-agpecoB mexay
pasHbIMK NopTamu.

° BeinonHute 9Ty onepauntio Ha KOMMyTaTope.

KomaHga mac-address-table flapping action [error-down | priority priotiry-num]

Onucanwne error-down: ykasblBaeT NOMUTUKY, COrMacHO KOTOPOW MOPT OTKIOYaeTcs,
napameTpoB ecnu Ha nopTy obHapyxusaetca flapping MAC-agpecos.

priority priotiry-num: ykasbiBaeT MpUMOpPUTET MNOMUTUKN 3aKpbITUS nopTa.
3HaveHve no ymonyaHuto — 0 (cambll HU3KMIA NpUopUTET). 3HaYeHue
BapbupyeTcsa ot 0 oo 5. bonbluee 3HavyeHne ykasbiBaeT Ha Bonee BbICOKUIA
npuoputeT

Mo ymonuanumio | Mo ymonuaHuio byHKUMa 3awmThl oT Flapping’a MAC-agpecoB oTkmoveHa

KomaHgHbIn Pexum koHdurypaunm nHrepderica
pexum

PykoBogcteo no | CHayana pgommkHa ObiTb BktodeHa dyHKUuMs nposepku Flapping’a
ncnosnb3oBaHuio | MAC-agpecoB. B npoTUBHOM cryyae KoHgUrypauumsi He BCTYNUT B CUMY

3.5.7.4. NMpoBepka
3anyctute show run, 4Tobbl 3aNPOCUTb Pe3yNbTaT KOHUrypaLmu.

3.5.7.5. NMpumep KoHcpUrypaumm
Hactpowka nonutuku 3awmTbl oT Flapping’a MAC-agpecoB

Warn Bkntounte pyHkumio obHapyxeHus Flapping’a MAC-agpecos
HaCTPONKK

QTECH# configure terminal
QTECH(config)# mac-address-table flapping-logging

HacTponTe nonutuky 3awmTtbl oT Flapping’a MAC-agpecos.
QTECH(config)# interface GigabitEthernet 1/1

QTECH(config-if-GigabitEthernet 1/1)# mac-address-table flapping action
error-down

QTECH(config-if-GigabitEthernet 1/1)# mac-address-table flapping action
priority 2

Mpoeepka | 3anyctute show running Ha KOMMyTaTope, YTobbl 3aNPOCUTL KOHMPUIypaLuio
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3.5.8. HacTtpouka makcumanbHoro konumyectsa MAC-agpecoB, U3y4YeHHbIX
nopToMm

3.5.8.1. 3dhdeKT KoHUrypaumm

Tonbko orpaHn4eHHoe Kosim4eCcTBo ANHaMMNYEeCKNX MAC-a,D,peCOB MOXeT ObITb M3Yy4EHO NOpPTOM.

3.5.8.2. lWarn HacTponku

Hactpouka makcumanbHoro konnyectea MAC-aapecoB, U3y4YE€HHbIX MOPTOM
e  OnuuoHanbHO
o BbinonHuTe 3Ty onepaunto Ha KOMMYyTaTOpE.

KomaHga max-dynamic-mac-count count
Onucaxue count: ykasbiBaeT MakcMmarnbHoe konunyectBo MAC-agpecoB, M3y4YeHHbIX
napameTpoB nopTom

Mo ymonuanmio | Mo ymonuanuo konnvectBo MAC-agpecoB, M3YyYeHHbIX MOPTOM, He
orpaHunyeHo. lNMocne orpaHnyeHusa konmyectea MAC-agpecoB, U3yYeHHbIX
NopTOM, 1 NOCIe NPeBbILLEHNA MakcumarnsHoro konudyectsa MAC-agpecos,
nakeTbl ¢ ucxogHoix MAC-agpecoB nepechisialoTcsi M0 YMOTYaHNIO

KomaHaHbIN Pexum koHdurypaumm nHtepdenica
pexvm

3.5.8.3. NpoBepka

3anyctute show run, 4Tobbl 3aNpPOCUTb Pe3yNbTaT KOHUrypaLmu.

3.5.8.4. Npumep KoHcpUrypaummn
Hactpoinka makcumanbHoro konnyectesa MAC-aapecoB, U3y4YeHHbIX NOPTOM

Warun HacTtponte makcumansHoe konnvectso MAC-agpecoB, N3y4YeHHbIX MOPTOM
HaCTPONKK

HacTtponte makcumanbHoe konunvectBo MAC-agpecoB, M3y4YeHHbIX MOPTOM, U
Mepbl NPOTUBOAENCTBUSA B crnyyae, ecnu konmyectBo MAC-agpecoB npeBbillaeT
NNMAT.

QTECH(config)# interface GigabitEthernet 1/1
QTECH(config-if-GigabitEthernet 1/1)# max-dynamic-mac-count 100
QTECH(config-if-GigabitEthernet 1/1)# max-dynamic-mac-count exceed-action

discard

Mpoeepka | 3anyctute show running Ha KOMMyTaTope, YTobbl 3aNPOCUTL KOHMUIypaLuio
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3.5.9. HacTtpouka makcumanbHoro konumyectsa MAC-agpecoB, U3y4YeHHbIX
VLAN

3.5.9.1. 3dhdeKkT KoHUrypaumm

VLAN MOXeT N3y4nTb TOMbKO OrpaHN4YeHHoe KonmyecTBo aMHamuyecknx MAC-agpecos.

3.5.9.2. lWarn HacTponku

Hactponka makcumanbHoro konuyectea MAC-agpecoB, nsy4yeHHbix VLAN
e  OnuuoHanbHO
e BbinonHuTe 3Ty onepauuio Ha KOMMyTaTope.

KomaHga max-dynamic-mac-count exceed-action forward | discard
Onucanwne forward | discard: ykasbiBaeT, 4TO MakeTbl MepecbinalTCsa UK
napameTpoB oTbpacbiBatoTcd, korga konmyectBo MAC-agpecoB, m3yyeHHbix VLAN,

npeBbllUaeT npeanern

Mo ymonuanmio | Mo  ymonuyaHuto konmyectBo MAC-agpecoB, wu3yyeHHbix VLAN, He
orpaHunyeHo. [lMocne Toro, kak konuyectBo MAC-agpecoB, M3yYeHHbIX
VLAN, Oyget orpaHunyeHo, a makcumanbHoe konudectBo MAC-agpecos
NpeBbICUT NUMUT, NakeTbl ¢ ucxogHbix MAC-agpecoB nepecbinatTcs no
YMOSYaHUIO

KomaHaHbIn Pexnm koHdpurypaumm VLAN
pexum

3.5.9.3. NpoBepka

3anyctute show run, 4Tobbl 3aNpPOCUTb Pe3yNbTaT KOHUrypaLmu.

3.5.9.4. NMpumep KoHcpUrypaumm

e HacTtpoika makcmmanesHoro konuyectsa MAC-agpecoB, n3yyeHHbix VLAN

Warun HacTtponte makcumanbHoe konndectso MAC-agpecos, nay4veHHbix VLAN
HaCTPONKK

HacTtponte makcumanbHoe konmndectBo MAC-agpecoB, m3yudeHHbix VLAN, un
Mepbl NPOTUBOAENCTBUSA B crnyyae, ecnu konmyectso MAC-agpecoB npeBbillaeT
npegen.

QTECH(config)# vlan 2
QTECH(config-vlan)#max-dynamic-mac-count 100

QTECH(config-vlan)# max-dynamic-mac-count exceed-action discard

Mpoeepka | 3anyctute show running Ha KOMMyTaTope, YTobbl 3aNPOCUTL KOHMUIypaLuio
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3.6. MOHUTOPUHr

3.6.1. Ounctka

NMPUMEYAHMUE: BbinonNHeHWe KOMaHS clear MOXeT NPUBECTU K NOTepe BaXKHOW MHbopMauum n
npepbiBaHWO paboTbl Crnyxo.

OnucaHue KomaHaa

Oumwiaet amHammdeckme | clear mac-address-table dynamic [ address mac-address | [
MAC-agpeca interface interface-id ] [ vlan vilan-id ]

3.6.2. OTobpaxeHue

OnucaHue KomaHga

OtobpaxaeT Tabnmuy show mac-address-table { dynamic | static | filter } [ address
MAC-agpecoB mac-address ] [ interface interface-id ] [ vlan vlan-id ]
OtobpaxaeT Bpems show mac-address-table aging-time

ycTapeBaHus ons

ANHAMNYECKNX

MAC-agpecoB

OtobpaxaeT show mac-address-table max-dynamic-mac-count
MaKcuMMaribHOe KONM4eCcTBO
ANHAMNYECKNX
MAC-agpecoB

OtobpaxaeT show mac-address-table notification [ interface [ interface-id
KoHgurypauuto n nctoputo | | | history |

yBegomreHunn ob
nameHeHmn MAC-agpeca

3.6.3. OTnagka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI MPY BbIBOAE OTNagovHOn nHdopmaumn. Noatomy
OTKNtoYanTe OTNaaKy cpasy Nocne UCMosib30BaHMS.

OnucaHue KomaHpa

Otnagka pabotel MAC-agpeca debug bridge mac
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4. HACTPOUKA ATPETMPOBAHHOIO NMOPTA
4.1. O630p

ArpervpoBaHHbIi NopT (AP) ucnonbayeTcst 4ns 06beAMHEHNS HECKONbKMX (OM3NYECKMX KaHaMoB
B OOMH JOrMYECKUn KaHan ans yBenuyeHns npornyckHOM cnocoBHOCTU kaHana U MOoBbILLEHUS
HaOEeXHOCTUN COEAUHEHMSI.

MopT AP nopaepxueaeT 6anaHCMpoOBKY Harpy3ku, TO eCTb PaBHOMEPHO pacnpeaensieT Harpysky
mMexagy anemeHtamu coeauHeHus. Kpome Toro, nopt AP obecneumBaeT pesepBvpoBaHue
kaHana. Korga yyacTHuWK kaHana nopTta AP OTKNIOYeH, Harpyska, nepeHocMMasi KaHariom,
aBTOMaTMYECKN pacnpedenseTca mexay ApyrMMyu OYHKUMOHaNbHBIMW yYacTHUKaMU KaHana.
Y4yacTHUK kaHana He nepecsinaet broadcast- unu multicast-nakeTbl Apyrum y4acTHUKam kaHana.

Hanpumep, coeguHeHne wmexgy ABYMSI YCTPOMCTBaMWU MNOLAEPXKMBAET MaKCMMarnbHYH
nponyckHyto cnocobHocTe 1000 MouT/c. Korga cnyxebHbin Tpaduk, nepegaBaemblin No kaHany,
npesbiwaer 1000 M6uTt/c, n3bbITOUHbIM Tpaduk OyoetT oTOpackiBaTbcd. Ona pelleHus
npobrembl MOXHO MCNOMb30BaTh arperaumio NOpToB. Hanpumep, Bbl MOXeTe COeAUHUTb OBa
ycTponcTBa ceTeBbiMU Kabensmu M ob6beAMHUTb HECKOSIbKO KaHanoB And (opMuMpoBaHUA
FIOrMYeCcKoro kaHarna, cnocobHoro nepefasaTth AaHHbIE CO CKOPOCTLIO, kpaTtHor 1000 MowuT/c.

Hanpumep, ectb ABa yCTPONCTBA, COEANHEHHbIX ceTEBbIM kabenem. Korga cBssb Mmexay AByMs
nopTamMmm yCTPONCTB OTKIMOYEHA, CEPBUCHI, NepeaaBaeMble Mo KaHany, 6yayT npepeaHsbl. [locne
obbeanHeHnss MNOAKMIOYEHHBIX MOPTOB CEpPBUCHI He OyayT 3aTpPoHyThl, MOKa OCTaeTcs
NOAKMOYEHHbIM OOWH KaHan.

4.1.1. NpoToKonbl U cTaHAAPTbI

IEEE 802.3ad

4.2. MpunoxeHus

MpunoxeHus OnucaHue

Arperauma kaHanoB AP un | Mexgy YCTpOMCTBOM arperaumMmM M YCTPOWCTBOM  sapa
©anaHcMpoBKa Harpy3ku nepegaetcd 6onblIOE KOMMYECTBO MAKETOB, 4TO Tpebyet
Sonblien nponyckHon cnocobHocTn. YTobbl BbIMONHUTL 3TO
TpeboBaHne, Bbl MOXeTe 06beAMHUTb U3NYECKME KaHanbl
CBSA3N MexXxay YCTPOMCTBaMW B OAMH JIOMMYECKUI KaHan, 4yTobbl
yBEMWYUTb MNPOMYCKHYH CMNOCOBHOCTL KaHana, M HacTpouTb
npaBurbHbIN  anroput™M  6anaHCMpPOBKM  Harpys3ku  Ans
pPaBHOMEPHOro pacnpedeneHns paboden Harpy3km Ha Kaxabin
PU3NYECKUA KaHamn, TemM CcaMbiM yny4ywash WCnofb3oBaHue
NonocCkl MPONyCKaHNS

4.2.1. Arperauus kaHanoB AP n 6anaHcupoBKa Harpy3ku

4.2.1.1. CueHapum

Ha PucyHke 4-1 koMmmyTaTtop B3auMMOAEWCTBYET C MaplupyTusaTopom yepes nopt AP. Bce
yCTpoWCTBa B MHTpaceTn (Hanpumep, Aea K crnesa) ncnonb3yoT MapLupyTM3aTop B KayecTse
wno3a. Bece yctpownctBa B akcTpacetu (Hanpumep, Asa K cnpasa) oTnpaBnsaloT nakeTbl Ha
WHTEepHeT-yCTPOUCTBa Yepes MapupyTtmusatop ¢ MAC-agpecoM LmM3a B Ka4eCcTBe UCXOOHOTro
MAC-agpeca. Ytobbl pacnpegenntb Harpy3ky Mexay MapLipyTu3aTtopoM U OpYrumMu XocTamu
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Ha Apyrve KaHarnbl, HacTponTe GanaHcUpPoBKY Harpysku Ha ocHoBe MAC-agpecoB Ha3HaYeHus!.
Ha kommyTaTope HacTpoiTe GanaHCUpOBKY Harpy3ku Ha ocHoBe MAC-agpeca NCTOYHMKA.

BanaHc Harpy3sku BanaHc Harpyaku
Ha OCHOBe Ha OCHOBE
ncxogHoro MAC-agpeca MAC-appeca HazHayeHus

N
U

MopT arperauuu

PucyHok 4-1. Arperaums kaHanos AP n 6anaHcnpoBka Harpysku

4.2.1.2. PazBepTbiBaHne

e HacTtponte HanpsMylo  NOAOKMOYEHHbIE  MOPTbl  MEXAy  KOMMYTaTopoMm U
MapLUpyTU3aTOpPOM Kak nopT ctatudecku AP mnnu nopt AP npoTokona ynpasneHus
arperaumen kaHanos (LACP).

¢ Ha kommyTaTope HacTponTe anroput™ 6anaHCMpPOBKM Harpy3km Ha OCHOBE
MAC-agpeca UCTOYHUKa.

e Ha wmapwpyTtmMsatope HacTponTe anroput™M 6anaHCUPOBKM Harpys3kM Ha OCHOBE
MAC-agpeca Ha3Ha4eHus.

4.3. DyHKUUMU

4.3.1. basoBble onpegeneHus

CTtaTtuyeckum AP

Pexum ctatuyeckoro AP — 3TO pexum arperauym, B KOTOPOM (hu3nyeckne nopTbl HaNpsMyo
AobGaBnsioTca B rpynny arperaumn AP nocpeicTBOM PYYHOW HACTPOWKW, YTOObI MO3BONUTH
hm3anyeckum noptam nepechbinatb NakeTbl, KOraa NopThl HAXOAATCS B NPaBUIIbHOM COCTOSIHUM B
COCTOSIHAM KaHana v COCTOSIHUM NPOTOKONa.

MopT AP B pexnme ctatndeckoro AP HasblBaeTcsl ctatndeckum AP, a ero nopTbl-y4aCTHUKK
HasbIBalOTCA NopTaMu-y4acTHMKaMu ctatmdeckoro AP.

LACP

LACP — 370 npoTokon gMHaMmmn4yeckon arperaumm kaHano. OH obmeHnBaeTcs nHdbopmaumnen ¢
NOAKMOYEHHbIM YCTPOMCTBOM Yepe3 6rokun aaHHbIx LACP (LACPDU).

MopT AP B pexxume LACP HasbiBaeTca noptom AP LACP, a ero nopTbl-y4aCcTHMKN Ha3bIBaOTCA
noptamu-yyactHukamu AP LACP.

Pexum nopTta-yyacTHuka AP
JocTynHbl TpK pexuma arperaummn, a UMEHHO akTUBHbIN, NACCUBHBLIN U CTaTUYECKUNA.
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MopTbl-yyacTHMKM AP B aKTMBHOM  pexuMMe  WHMUMWPYIT  cornacoBaHne  LACP.
MopTbl-yyacTHMKM AP B NacCUMBHOM peXuMmMe OTBeYaloT TONMbKO Ha nonyyeHHole LACPDU.
MopTbl-yyacTHUKK AP B cTaTuyeckoMm pexume He otnpasnaioT LACPDU anga cornacosaHud. B
cnegywoulen Tabnuue nepeuncreHbl TpeboBaHns ONs pexuma peer-nopra.

Pexum nopta Pexum peer-nopra

AKTUBHBIN peEXMUM AKTUBHbIN UM MACCUBHBIV PEXUM
lMaccuBHbIN pexnum AKTUBHbIN peXnMm

CTaTudecknin pexum CraTtnyecknin pexmm

CocTtosiHue nopTa-y4yactHuka AP
,D,OCTyI'IHbI OBa Tuna COCTOAHUA NopTa-y4aCTHUKa AP:

o Korga nopT-y4acTHUK HaxoAUTCA B COCTOSHUMM Down, NOpT HE MOXEeT nepecbinatb
naketbl. OTOBparkaeTcs coctosaHne Down.

e Korga nopT-y4acTHMK HaxoguTcst B COCTOSIHUM Up 1 NPOTOKON CBA3M rOTOB, NMOPT MOXET
nepecbinatb nakeTbl. OToGpaxkaeTcs cocTosiHme Up.

CyllecTByeT Tpu B1AA COCTOSAHMA nopTa-ydacTtHuka LACP:

o Korga kaHan nopta OTKMOYEH, MOPT HE MOXeT nepeckinatb naketbl. OTobpaXkaeTcs
cocTtosiHne Down.

e Korga kaHan nopta Haxogutcs B cocTosHuM Up u nopT goGaBnsietcs B rpynny
arperaumm, otobpaxaetcsa coctosiHme bndl.

e Korga kaHan nopTa HaxoauTcsa B cOCTOsiHMM Up, HO NOPT NPUOCTAHOBIEH M3-3a TOro,
yT0 peer end He BktoYeH ¢ LACP unu atpnbyThl NOPTOB HECOBMECTUMbI C aTpubyTamm
master-nopta, oTobpaxaeTrca coctoaHue susp. ([MopT B COCTOSHUM SUSP He
nepeckinaeT nakeTbl.)

MPUMEYAHUE: Tonbko nonHoaynnekcHble NopTel nogaepXueatoT arperaumyio LACP.

NMPUMEMYAHME: arperaunsa LACP moxeT OblTb peanu3oBaHa TOMbKO Torga, Korga CKOpoCTy,
noaxodbl K ynpaBneHM0 MOTOKOM, TUMbl cpefbl U aTpubyThl YPOBHSA 2/3 MOPTOB-YYaCTHUKOB
COrnacoBaHsbl.

NMPUMEYMAHUE: ecnn Bbl M3aMeHuTe npegbligywive aTpubyTbl MOpTa-ydacTHMKa B rpynne
arperaumu, arperaumsi LACP 3aBepLumnTcs oLmnGKon.

NMPUMEYAHUE: nopTbl, KOTOPbLIM 3arpeLLeH0 NPUCOeanHATLCS UK BbIXOAUTb U3 nopTta AP, He
MOryT 6bITb gO06aBMNeHbI MK yganeHbl 3 ctatnydeckoro nopta AP nnmn nopta LACP AP.

Pexunm emkoctn AP

MakcumanbHoe KONMMYeCcTBO MOPTOB-yYAaCTHUKOB ABNAETCA (PUKCUPOBAHHBIM U paBHO
MakCUmaribHoMy KonuyecTtsy nopToB AP, YMHOXEHHOMY Ha MakCcuMalribHOe KONMU4ecTBO
NOPTOB-YY4aCTHUKOB, MNoAAepXMBaeMblXx OAHWM nopTom AP. Ecnu Bbl XOTUTE YBENUYUTb
MaKkcumaribHoOe Konn4ecTtBo noptoB AP, HEOBX0AMMO yMEHbLINTb MakCUMarbHOE KOSIMYECTBO
NMOpPTOB-Y4aCTHUKOB, nogaepXxusaemMblix ogHuMm noptom AP, n HaobopoT. 370 KacaeTtcs
KOHLEeNuUn pexumma nponyckHon cnocobHoctn AP. HekoTopble ycTponcTBa noaaepXumBaloT
HacTporky pexuma emkocTm AP. Hanpuwmep, ecnu cuctema nogaepxumsaet 16 384
nopTta-ydacTHuKa, Bbl MoxeTe BblbpaTtb pexumbl 1024 x 16, 512 x 32 u gpyrme pexumbl
nponyckHonm cnocobHoctn AP (MakcumanbHoe Konu4ectBo nopTtoB AP, yMHOXeHHOe Ha
MaKcMMaribHOe KONIMYeCTBO NOPTOB-Y4aCTHUKOB, NOAAEPKMBAEMbIX OOHUM nopToM AP).
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UpeHtncpukaTop cucremnl LACP

Mo ymonuyaHuio Bce nopTbl LACP Ha ycTponcTBe npuHaanexaT OOHOW U TOW Xe cucteme
arperauumu LACP.

OAHO yCTPOMCTBO MOXET ObiTb HACTPOEHO TONMbKO C OAHOM cuctemon arperaumm LACP.
Cuctema wuvgeHTMdMUMpyeTCa WOEHTUPUKATOPOM CUCTEMBbI, U Kaxgad cuctema umeet
npuopuTeT, KOTOPbLIM SBNSETCA HacTpauBaeMblM 3HayYeHueM. WpoeHTudukaTop Ccuctemsl
cocTouT n3 cuctemHoro npuoputeta LACP u MAC-agpeca yctpoucTtea. bonee Huskun
npuopuTeT CUCTEMbI yKasbiBaeT Ha 6Gonee BbICOKMIA NpuopUTET uaeHTUdmkaTtopa CUCTEMDI.
Ecnn cuctemHble npuoputeTbl ogMHakosbl, MeHblwnin MAC-agpec yCTPOMCTBa yKasblBaeT Ha
Gonee BbICOKMIA NpuopuTeT naeHTudmkatopa cucrtembl. Cuctema ¢ naeHtTugukatopom bonee
BbICOKOrO npuoputeTa onpegensiet coctodHne nopta. CocTosiHMe nopta CuUcTemMbl C
noeHTMdgukaTopoMm 0Oonee HU3KOro npuopuTeTa COOTBETCTBYET COCTOSAHMIO nopTa ©Gonee
BbICOKOIO npuopuTeTa.

NaenTtudpmkatop cucremsl LACP MOXHO HacTpouTb, korga LACP-nopThl HECKOSbKMX (MakCUMyM
YyeTblpex) He3aBMCUMbIX YCTPOWCTB OOSMKHbI cornacoBbiBaTbes ¢ LACP-nopTom onpegeneHHoro
ycTpouncTtBa (Hanpumep, LACP-nopTel ABYyX He3aBUCUMbIX ASW [AOMKHbI COrnacoBblBaTLCA C
LACP-noptom yctponctea NC). Bbl MoXeTe yCTaHOBUTb CUCTEMHbIE NOEHTU(UKATOPLI MOPTOB
LACP HesaBUCMMbIX YCTPOWCTB Ha oAuH W ToT xe MAC-agpec W HacTpouTb pasHble
ngeHTMdurkaTopbl YCTPOMCTB ANS peanu3auun HopManbHOro CornacoBaHus.

UpeHtTncpumkaTtop yctponctesa LACP

Naoentudmkatop yctponctea LACP MOXHO HacTpouTb, korga LACP-nopTbl HECKOMNbKMX
He3aBUCMMbIX YCTPONCTB AOMMKHbI cornacosatbecs ¢ LACP-nopTomM onpeaeneHHoro yCTpomucTea.
OH gomxeH BbITb HACTPOEH BMECTE C MAEHTUMPMKATOPOM CUCTEMBI.

NpoeHtndumkatop noprta LACP

Kaxgblh nopT uMMeeT HesaBucuMbIN npuopmuteT nopta LACP, «koTopbii 4BRseTcs
HacTpanBaeMbIM 3HadYeHneM. MoeHTudukatop nopra COCToUT M3 npuoputeTa nopta LACP u
HoMepa nopTa. MeHbwun npuopuTeT nopTa YykasbiBaeT Ha 6ornee BbICOKMA MNpPUOPUTET
naeHTudukatopa nopta. Ecnu npuoputeTel MOPTOB COBMagaldT, MeHbLUMA HOMep nopTa
ykasbiBaeT Ha 6onee BbICOKMI NpuopuTeT naeHtTudumkatopa nopra.

Master-nopt LACP

Korga guHamuyeckme nopThl-ydacTHUKN Haxogdtcd B coctosiHum Up, LACP BbiGnpaeTt oguH ms
3TMX MOPTOB B KayecTBe master-nopta Ha OCHOBE CKOPOCTEW W AYNNEKCHbIX PEeXUMOB,
NpuopuUTETOB MOEHTUMKATOPOB MOPTOB B [Pynne arperaumm n COCTOSAHUS 06beanHeHus
NMOPTOB-Y4aCTHUKOB B cocTosiHMM Up. TonbKo nopTbl, UMeloWwme Te e aTpubyTbl, 4TO ©
master-nopT, HaxoasaTcs B cocTosHuMM Bundle n yyacTByoT B nepecbinike AaHHbix. Korga
aTpmbyTbl noptoB uM3MmeHsiloTcd, LACP noBTopHO BbIOMpaeT master-nopT. Koraa HOBbIN
master-nopT He HaxoguTca B coctosiHum Bundle, LACP pgesarpervpyeT nopTbl-y4acTHUKA U
CHOBa BbIMNOJSHAET arperMposaHue.

MuHumManbHoOe KOniM4ecTBO NOPTOB-Yy4YacTHUKOB AP

AP MOXeT OblTb HacTpOoeHa C MUHUMAasibHbIM KOJIMYECTBOM MOPTOB-yvacTHMkoB AP. Korga
NopT-ydacTHUK BbIXOAUT W3 rpynnbl arperaumm AP, B pesynbTate 4ero KoNMyecTBO
NOPTOB-YYaACTHNKOB CTAHOBUTCA MEHblUEe MWHUMAaNbHOrO 4ucna, Agpyrue nopTbl-y4acTHUKU B
rpynne pasgenstTca (coctosHue «Downy). Korgaa nopT-yvaCcTHUK CHOBa NpUCOoeauHSAEeTCs K
rpyrnne, B pesynbTaTe Yero KormyecTBo NOPTOB-Yy4aCTHUKOB NpeBbillaeT MUHUMAarbHOEe YMCho,
NOpTbl-y4aCTHUKN B rpynne aBTomaTnyeckn obbegnHaoTca (coctosHne Up).

HeszaBucumsbie noptbl LACP

B 06bluHbIX cnyyasix HesaBucumble nopTel LACP ncnonb3yloTca Ans B3anMogencTBUS Mexay
KOMMyTaTopamu [OCTyrna M cepBepamu C AByMs ceTeBbiMM agantepamun. Ecrim OC He
npegBapuTenbHO YCTaHOBMIEHA MNpW 3anycke cepBepa C ABYyMA ceTeBbiMu KapTtamu, OC
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HeobXx0AMMO yCTaHOBUTbL Yepe3 YCTPOMUCTBO yaaneHHon yctaHoBkn PXE OS. [lo yctaHoskm OC
cepBep C [OBYyMS CeTeBbIMM ajantepamu He MOXeT BbIMOMHATbL cornacosaHue LACP c
yCTPOMCTBOM AOCTyNa, U MOXeT paboTaTb TONbKO OQUH ceTeBon aganTep. B aTom cnyyae nopt
Ha yCTpOMCTBE AOCTyna AOMKEH MMEeTb BO3MOXHOCTb aBTOMATUYECKN U3MEHSATLCHA Ha obLwui
dwmsmyeckun nopt Ethernet, 4ytobbl obecneuntb HOpPManbHYK CBSI3b MEXAYy CEPBEPOM W
yaaneHHbIM ycTponctBoM yctaHoBkm PXE OS. lNocne Toro, kak OC 6ygeT yctaHoBneHa u oba
ceTeBbIX agjanTtepa cMoryT 3anyckatb LACP, nopT Ha YCTpPOWCTBE AOCTyna OOIKEH UMeTb
BO3MOXHOCTb CHOBa BKItounTb LACP ansa cornacosaHus.

NMPUMEYAHMUE: HesaBucumble noptbl LACP moryT paboTtaTb Tonbko Ha ypoBHe 2. [locne
BKITIOMeHNs1 He3asucumoro rnopta LACP, ecnu HedaBucumbli nopT LACP He nony4yaeT nakeTthbl
LACP, oH aBTOMaTMyeCKn nepekroyaeTcs Ha obwun nopT Ethernet, KoTopbin aBTOMaTUYECKN
KOMUPYEeT CKOPOCTb, PEXUM Aynnekca, ynpasrneHue notokom u koHdurypaumo VLAN c nopta
AP, 4To6GbI 06ecneunTb BO3MOXHOCTM Nepeaapecaumm nopTos.

NMPUMEMAHUE: HeszaBucumbii nopt LACP aBTOMaTU4ecku nepeknodaeTcsa Ha obwmn nopt
Ethernet Tonbko B TOM criydae, ecnm oH He nony4aeT naketbl LACP B Te4yeHue yCTaHOBMNEHHOMO
nepuoga oxuganua. MNocne Toro, kak nopTt nonyvaet naketol LACP, OH cHOBa CTaHOBUTCA
noptom-yyactHukom LACP.

4.3.1.1. O630p
0O630p OnucaHue
Arperaums CraTtunyeckoe unm guHammyeckoe obbeanHeHne huandecknx kaHamnoB ans
KaHana peanusaumMm paclmMpeHNs MPOMYCKHOM CMNOCOBHOCTM W pe3epBHOro

KONMpoBaHUA KaHana

BanaHcupoBka | [mMBKo pacnpedensieT Harpysky BHYTpW Tpynnbl arperauum, UCronb3ys
Harpysku pasnunyHble MeToAbl 6anaHCUPOBKN Harpy3ku

4.3.2. Arperauma KaHana

4.3.2.1. MpuHUMN paboTbl

CywecTtByeT gBa Tuna arperaumm kaHanoB AP. OgnH — cTtaTudeckun AP, a gpyron —
OnHamuyeckasa arperauma yepes LACP.

CrtaTtnyeckum AP

KoHdpurypauus ctatudeckoro AP npocTta. 3anyctute komaHgy, YTobbl f06aBUTb ykasaHHbIN
dmanyeckuii nopt k nopty AP. lMocne npucoeauHeHust K rpynne arperaumm nopT-y4acTHUK
MOXeT nonyyaTb M nepefaBaTb AaHHble W yyacTBoBaTb B GanaHCMpOBKE Harpyskud BHYTPU
rpynnbi.

OuHamnyecknn AP (LACP)

Mopt ¢ nogpepxkon LACP otnpaenser LACPDU ans oObsBnNeHUst CBOEro CUCTEMHOIO
npuoputeTa, cuctemHoro MAC-agpeca, npuopurteta noprta, Homepa rnopTta 1 onepaunoHHOro
kntoya. Mpu nonyvyeHnn LACPDU oT peer end yCTPONCTBO CpaBHMBAET CUCTEMHbIE MPUOPUTETHI
ob6onx KOHLOB Ha OCHOBe uaeHTudukatopa cuctembl B nakete. KoHey c Gonee BbICOKAM
npuopuTeToM UAEHTU(PMKATOpa CUCTEMbl YCTaHaBnvMBaeT MOpPTbl B rpynne arperaumm B
cocTtosiHne Bundle Ha ocHOBe npuvopuTETOB MAEHTMdUKaTOpa nopTa B nopsake ybbiBaHus u
oTnpasnseT obHoBneHHbn LACPDU. lMpu nonyyennn LACPDU peer end ycTtaHaBnuBaet
COOTBETCTBYWOWME MOPTbl B cocTtosHMe Bundle, 4to6bl 06€ CTOPOHBLI NoAgepXuBanu
COrNacoBaHHOCTb, Korga MopT BbIXOOUT U3 rPYnnbl arperaumMm Unun rnpucoeuHAeTCcs K Hen.
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dnsnyecknin KaHan MoxeTt nepecbiyiatb NakeTbl TOJIbKO nocne gnHamMmm4eckoro O6'be}J,VIHeHVIFI
NOPTOB Ha obonx KOHLUax.

MNocne ob6beanHeHWss kaHanoB nopTbl-ydacTHMkM LACP nepuogmdeckn obmeHuBatoTCcs
LACPDU. Korga nopt He nonydaet LACPDU B ykasaHHOe BpeMsi, MPOUCXOAUT TanM-ayT, U
KaHanbl pasrpynnupoBbIBalOTCA. B 3TOM criyyae nopThbl-y4aCcTHUKM He MOryT rnepechinatb
naketbl. ECTb ABa pexvma Tanm-ayTta: ANWHHBLIR TauM-ayT U KOPOTKUA TanuMm-ayT. B pexume
ANUTENbHOro TarMM-ayTta nopT oTnpasBnseT nakeT kaxable 30 cekyHd. Ecnu oH He nonyyaet
naket oT peer end B TeyeHne 90 cekyH, MPOMCXOAUT TanM-ayT. B pexnme KOpoTKoro TarnmMm-ayTa
nopT oTnpasnsaeT nakeT kaxayto 1 cekyHay. Ecnv oH He nonyyaeT nakeT oT peer end B TeyeHue
3 cekyHA, npoucxoauT Taumm-ayT. (Bpems TanM-ayta no yMOMYaHWO B PEXMME KOPOTKOro
Tam-ayTa LACP coctaBnsaet 3 cekyHAbl. OTO 3HAYEHNE MOXHO U3MEHUTD.)

Mopt 1 MopT 4
EEEER " I_IopT2 I_IopTS EEEEEESR oo
EEEEERER EEEEEREN
KommyTatop A | Mopt 3 Mopt 6 KommyTaTtop B
MAC: 00d0.f800.0001 MAC: 00d0.f800.0002
CuctemHbIn npuopuTeT: 61440 CuctemHbIn npuopuTeT: 4096

PucyHok 4-2. LACP-cornacosaHve

Ha PucyHke 4-2 kommyTaTop A NOAKMOYEH K KOMMyTaTopy B yepes Tpu nopta. YcTtaHoBute
CUCTEMHbLIE MPMOPUTETHLI KOMMYyTaTopa A 1 kommyTtatopa B Ha 61 440 n 4096 coOTBETCTBEHHO.
Bkntounte LACP Ha noptax 1-6, YCTAHOBUTE PeXMM arperauum B aKTUBHbLIA PEXUM W
yCTaHOBUTE AN npuopuTeTa nopta 3HavyeHue no ymondaHuio 32 768.

Mpn nonyyenHnn LACPDU oT kommyTaTopa A koMmyTatop B oGHapyXmBaeT, 4TO OH uMeeT
boriee BbICOKMM MPUOPUTET uAeHTUUKaTOpa CUCTEMbI, YeM KOMMyTatop A (CUCTEMHbIV
npuoputeT koMmyTatopa B Bbiwe, yem y kommyTaTtopa A). KommyTtatop B ycTtaHaBnuBaet
nopt 4, nopt 5 n nopt 6 B coctodHne Bundle B 3aBUCMMOCTM OT MOpsiAka MPUOPUTETOB
noeHTMKaTopoB NOPTOB (MNKM B NOpsAKe BO3pacTaHWs HOMEPOB MOPTOB, €CNv NPUOPUTETHI
nopToB coBnagatoT). MNpu nonydyeHnn obHoeneHHoro LACPDU oT kommyTaTtopa B kommyTaTop A
obHapyxuBaeT, 4TO0 KoMmyTaTop B wumeeT 6o0nee BbICOKMW MNPUOPUTET CUCTEMHOIO
ngeHtTudukaTopa M yctaHaBnmeaeT nopT 4, nopT 5 u nopt 6 B coctosHne Bundle. 3atem
KomMyTaTop A Takke ycTaHaBnmBaeT nopT 1, nopT 2 n nopT 3 B cocTosHmne Bundle.

4.3.3. bBanaHcupoBKa Harpysku

4.3.3.1. MpuvHUMN paboTbl

MopTbl AP pa3gensitioT NOTOKM MakeToB C MOMOLLbIO anropuTtMOB GanaHCMPOBKM Harpysku,
OCHOBaHHbIX Ha XapaKkTepucTukax nakeToB, Takmx kak MAC-agpeca UCTOYHWKA U nonyyaTens,
IP-agpeca UCTOYHWMKA M MnonyyaTerns, a Takke HomMepa MOpPTOB WMCTOYHWKA M nonyyaTens
ypoBHa 4. [loTOK nakeToB C (PyHKUMEN COrfnacoBaHHOCTM nepedaeTcd N0 OOHOMY
KaHany-y4yacTHUKY, a pasHble T[OTOKA TMaKeTOB paBHOMEPHO pacnpefensiTcd Mo
KaHanam-yyacTHukam. Hanpumep, npu GanaHCUMpoBKE Harpy3km Ha OCHOBE WCXOOHbIX
MAC-agpecoB MakeTbl pacrnpefenialoTcd Nno KaHanam-y4acTHMKaM Ha OCHOBE MCXOLHbIX
MAC-agpecoB naketoB. [lakeTbl € pasHbiMM uUcxogHbiIMn MAC-agpecamu paBHOMEPHO
pacnpefendalTca No KaHanam-yyactHukam. [akeTbl ¢ MOEHTUYHBIM UcxogHeiM MAC-agpecom
nepecbInaTca Mo OAHOMY KaHany-y4acTHUKY.

B HacTosiLLee BpeMsi CyLLECTBYET HECKOMbKO PeXMMOB 6anaHCcMpoBKN Harpyskm AP:
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o MAC-agpec uctoyHmka nnu MAC-agpec Ha3HayeHus

o MAC-agpec ncrodHuka + MAC-agpec HasHa4eHus

e |P-agpec uctoyHuka nnu IP-agpec Ha3HayeHus

e |P-agpec uctoyHuka + IP-agpec Ha3HaveHns

o Howmep ncxogHoro nopTa ypoBHA 4 NN HOMEP nopTa HasHa4YeHUs YpOBHSA 4
o Howmep ncxogHoro nopTa ypoBHA 4 + HOMep nopTa HasHa4YeHUs ypoBHA 4

o IP-agpec ncToyHuka + HOMep nopTa UCTOYHMKA YPOBHSA 4

o |IP-agpec ncToyHuka + HoMep nopTa HasHa4YeHus ypoBHS 4

o |IP-agpec HasHayeHnsa + HOMep NopTa UCTOYHMKA YPOBHS 4

o |P-agpec HasHayeHusa + HOMep NopTa Ha3Ha4YeHUs YpoBHS 4

e |P-agpec UCTOYHMKA + HOMEpP NopTa UCTOYHWKA YPOBHA 4 + HOMep nopTa HasHaveHust
YypOBHSA 4

e |P-agpec Ha3HayeHMs + HOMep NopTa UCTOYHWUKA YPOBHSA 4 + HOMeEpP nopTa Ha3HaYeHus
YypoOBHSA 4

e |IP-agpec nctoyHuka + IP-agpec HasHayeHusi + HoMep NopTa UCTOYHUKA YPOBHS 4
e IP-agpec nctoyHuka + IP-agpec HasHayeHusi + HOMep nopTa HasHayYeHWst ypoBHS 4

e |P-agpec ucTtoyHuka + IP-agpec HasHadeHus + HoOMep nopTa UCTOYHUKA YPOBHA 4 +
HOMep nopTa Ha3HavYeHus ypoBHS 4

e [lopT naHenu Ansa BXxogsALWwmMX NakeTos

e MeTKM nakeToB MHOrOMPOTOKOMbHOW KOMMYyTaumn no metkam (MPLS)
e Onpoc nopTa uyneHa arperauum

e PacluMpeHHbIN pexmm

NMPUMEYAHUE: 6GanaHcupoBKka Harpy3km Ha ocHoBe IP-agpecoB unmM HOMEpPOB MOPTOB
nNpUMeHMa TONbKO K NakeTam ypoBHS 3. Korga ycTponcTBO, A5 KOTOPOro BKIKOYEH 3TOT MeTo.
BGanaHCMpOBKM Harpysku, noslydaeT nakeTbl YPOBHS 2, OHO aBTOMAaTUYECKU NepekrioyaeTcs Ha
MeToq 6GanaHCUPOBKU HArpy3Kkun no yMon4aHuio.

NMPUMEYMAHUE: Bce meToabl ©anaHCUMPOBKM Harpy3km WCMOMb3YOT anroputM  Harpysku
(anroputm xewwuposanusa (hash-anroputm)) gns pacyeTa KaHanoB-y4YacTHMKOB Ha OCHOBE
BXOAHbIX napameTpoB MeTodoB. BxogHble napameTtpbl BkntodaloT MAC-agpec MCTOYHUKA,
MAC-agpec HasHayeHusa, MAC-agpec wuctoyHuka + MAC-agpec HasHayeHus, [P-agpec
nctoyHuka, IP-agpec HasHayeHus, IP-agpec mnctodHuka + IP-agpeca HasHadeHud, IP-agpec
nctovyHuka + IP-agpec HasHadeHus + Homep nopTa YpoBHA 4 W Tak gdanee. Anroputm
rapaHTMpyeT, YTO NakeTbl C pa3HbIMU BXOAHbIMU NapaMeTpamMu paBHOMEPHO pacnpenensiTcs
Nno KaHanam-y4acTHMkam. OTO He O3HayaeT, YTO 3TW NakeTbl BCerga pacnpemaensitotcs no
pasHbIM KaHanam-y4actHukam. Hanpumep, npm 6anaHcupoBke Harpysku Ha ocHoBe IP-agpecoB
ABa nakeTa C pa3HbIMU UCXOAHBIMU U LeneBbiMK IP-agpecamm MoryT BbiTb pacnpegeneHbl no
OLHOMY ¥ TOMY e KaHany-y4aCTHUKY NOCPeaCcTBOM Bbl4YUCIIEHUN.

NMPUMEYAHMUE: pasHble NnpoayKTbl MOTYT NOAOEPKMBaTb pasHble anroputMbl 6anaHCMpOBKK
Harpysku.

PacwmpeHHas 6anaHCUpOBKa Harpy3Kku

PaclmnpeHHas 6anaHcmMpoBKka Harpy3ku no3BonsieT KOMOUHMPOBATL HECKOJSTLKO MOJIEN B Pa3HbIX
TMNax naketoB. OTW MOns BKIOYalT src-mac, dst-mac, 12-protocol u src-port B naketax
YpOBHSA 2, src-ip, dst-ip, protocol, 14-src-port, |4-dst-port u src-port B naketax IPv4, src-ip,
dst-ip, protocol, l4-src-port, |14-dst-port u src-port B naketax IPv6; top-label, 2nd-label, 3rd-
label, src-ip, dst-ip, vlan, src-port, src-mac, dst-mac, protocol, I14-src-port, 14-dst-port n 12-
etype B naketax MPLS; n vlan, src-port, src-id, rx-id, ox-id, fabric-id n dst-id B naketax FCoE.
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YCTPOMCTBO C paclMpeHHOW 6GanaHCUMpPOBKOM Harpyskum CHadana onpegenseTr  Tuvn
nepeaaBaeMblX MakeToB U BbINOMHAET GanaHCUPOBKY Harpy3km Ha OCHOBE yKa3aHHbIX NOMen B
naketax. Hanpumep, nopt AP BbiNONHAET 6anaHCMpPOBKY Harpy3kM Ha OCHOBE WCXOAHOro
IP-agpeca ans nakeTtoB, coaepXallinx NOCTOSIHHO MEHSIOLNACA ncxoaHbln IPv4-agpec.

NMPUMEYAHMUE: Bce meToabl 6GanaHCMPOBKM Harpy3km npMMeHMMbl K noptam AP ypoBHS 2 1
ypoBHA 3. Bam Heob6xoaumo HacTpouTb NpaBunbHble METOAbl pacrnpefernieHns Harpys3ku Ha
OCHOBE pasfMyHbIX CETEBbIX Cpen, YTOObI MONMHOCTLIO NCNONBb30BaTh NPOMYCKHY CNOCOBHOCTL
ceTn.

NMPUMEYAHMUE: BbiNONHATL pacluMpeHHyto 6anaHCMpOBKY Harpy3kuM Ha OCHoBe src-mac, dst-
mac u nong vlan B nakeTax ypoBHA 2, a Takke none src-ip B naketax IPv4. Ecnn Bxogawmmn
nakeT npeactaenseT cobon nakeT IPv4 ¢ NOCTOSIHHO MeHswmmMmes nexogHeim MAC-agpecom,
YIyYLlEeHHbIN anroputMm 6anaHcMpoBKN HE ENCTBYET, MOCKOMbKY YCTPONCTBO ByAeT BbINOMNHATb
©anaHCMpPOBKY Harpysku TONbKO Ha OCHOBE NMoM4d src-ip B nakete IPv4, oGHapy»KuB, 4TO OH NakeT
IPv4.

NMPUMEYAHUE: B pacwupeHHor 6anaHCMpOBKe Harpysku anroputm GanaHcupoBku MPLS
aencteyeTt Tonbko Ans naketoB VPN ypoBHa 3 MPLS, HO He gencteyeT and naketos VPN
ypoBHSA 2 MPLS.

YnpaBneHue 6anaHCMpOBKOMN XelU-Harpy3ku

BanaHcupoBKka xell-Harpysku nos3BonseT nosfb3oBaTensm rmbko ynpaenaTb GanaHCUMpPOBKOW
HarpyskM B pasnuyHblX cueHapusax. B Hactoswee Bpemsa QTECH npumeHsieT cnegyolime
byHKUMM ynpasneHns 6anaHCMpOBKON XeLU-HarpysKku:

o dakTOop HapyLleHUsa XewunpoBaHus: Tpaduk 4epe3 nopTbl AP xewwupyetca ans
6anaHcupoBku. [Ina AByX YCTPOMUCTB OAHOIO Tuna ByaeT paccunTaH OUH U TOT Xe NyTb
Ons 6anaHcMpoBKKN Harpy3Kku ans o4HOro 1 Toro e notoka. Npu pasesepTbiBaHMmM ECMP
OMH 1 TOT e NOTOK ABYX YCTPONCTB MOXeT ObITb cbanaHcMpoBaH Ans 0O4HOro 1 Toro
Xe LueneBoro ycTpowcTBa, YTO MPUBOAMT K Xew-nondpusaumn. daktop HapyLleHus
XeLUMpoBaHUSA UCNONb3yeTCH ANA BO3OENCTBUSA Ha anropuTm BanaHCMpOBKM Harpys3ku.
PasnunyHble akTopbl HapyweHWA HacTpaumBalTCA ANS PasHblX YCTPOWCTB, YTOObI
obecneynTb pasHble NyTW Ans O4HOMO U TOro Xe MoTOoKa.

e  Xel-CUHXpOHM3auusa: ana obecneveHnss 6€30NacHOCTU CETU Mexay BHYTPEHHEW U
BHELLHEW CEeTAMU pa3BepTbIBAeTCs knactep 6paHaMayapa Anst O4MCTKM Tpaduka. 10
TpebyeT, 4Tobbl uplink- n downlink-Tpadumk ceaHca nepegaBanucb Ha OQHO U TO Xe
YCTPOWCTBO B kractepe OpaHamayapa ans obpabotku. IP-agpeca MCTOYHMKA M
nonyyatensi, cogepxawmecs B uplink- n downlink-noTokax ceaHca, MeHsATCS
mectamu. [lloTtokm uplink- n downlink-kaHanoe ©yayT HanpaBnsATbCA Ha pasHble
OpaHamayapbl B knactepe OpaHOomayapoB Ha OCHOBE TpPagMLMOHHOIO anroputMma
XewmpoBaHus. DPyHKUMS  XeL-CMHXPOHM3auun rapaHtupyeT, 4to uplink- nu
downlink-noTokn ceaHca nepegaroTcs MO OAHOMY U TOMY e NMYTU.

e Pexum xew-anroputma: npumeHuTe Hanbonee NOAXOASLLNN PeXnM XeLl-anroputma K
pasnuyHomy TpaduKy, 4TOObI NpPU M3MEHEeHUN Tpaduka MOXHO OblNO COXpaHWUTb
OanaHc. Hanpumep, ecnn MAC-agpeca WCTOYHMKA W nonydatens MnoTokKa
yBenmumBaroTcs Ha 1 ogHOBPEMEHHO, HACTPOMTE anropuTM, OCHOBaHHbLIN Ha TOM, YTO
MAC-agpeca MCTOYHMKA M MonydaTtensa He MOryT noggepxveaTb GanaHc noToka. Ha
AaHHbBIN MOMEHT HEOBX0AMMO NPUMEHUTbL NOAXOASALLNN PEXUM XeLU-anroputma.

o Pexum nonyyeHna xelw-gpaktopa: B 3arorioBke kaxaoro naketa VXLAN, GRE v gpyrux
TYHHEIbHbIX NAKeTOB €CTb BHYTPEHHWUI U BHELLHUA YPOBHWU. MOXHO ykasaTb, 4TOObI
nonyynTb Xew-gakTop W3 BHYTPEHHEro WNM BHELUHEro YPOBHA ANA OOCTUXEHUS
nyywero adpekta 6anaHcnpoBkn. Hanpumep, B HEKOTOPLIX CLEHaApPUAX TyHHerbHbIe
nakeTbl UMEIOT OOMH U TOT Xe BHelHWin IP-agpec, HO pasHble BHYTpeHHue IP-agpeca.
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B aTom cnyyae BHyTpeHHUIA IP-agpec MOXHO ykasaTb B kadecTBe Xelu-chakTopa ans
onTUMM3aLMmM GanaHCMpPOBKM Tpaduka.

4.3.4. O6HapyxeHne BFD nopTa y4yacTHuka

4.3.4.1. MpuHUMN paboTbl

OGHapyxeHue fOByHanpaBreHHon nepecbinkn (BFD) — aTo npoTtokon, oGecneuvvBatoLumii
ObicTpoe o6HapyxeHune cboeB nytn. CormacHo RFC7130, npotokony LACP TpebGyetcs
3 cekyHabl Anst obHapyXeHMs 0TKa30B KaHana gaxe B peXxuMe KOPOTKOro tanm-ayTa. [lakeTbl,
nepeaaHHble HEMCMNPaBHOMY KaHany B TedeHue 3-CekyHOHOro nepuoga, oyayT notepsHbl. BFD
obecneumBaeT 6Gonee 6bicTpoe o6HapyxeHue cboeB. Bbl MoxeTe HacTpouTb BFD Ha
nopTax-yyacTHukax, YTobbl 0BbHapyxmBaTb cOON KaHana n nepekniyaTb Harpy3ky Ha gpyrue
KaHanbl-y4acTHUKN B criydae cbosi kaHana.

Mockonbky BFD — 3710 npoTokon ypoBHA 3, BaM Heobxoaumo HacTpouTe BFD Ha nopTtax AP
ypoBHs 3. BFD nopgpasgendetca Ha obHapyxeHue IPv4 n oGHapyxeHune IPv6, koTopble
obHapyxusatoT nytm IPv4 n IPv6 cootBeTcTBeHHO. Korga BFD obGHapyxmBaeT, 4ToO nyTb K
NopTy-y4acTHUKY He paboTaeT, nakeTbl He ByayT pacnpenenaTbCa Ha NOPT-y4HaCTHUK.

Mocne BkntoyeHnst BFD Ha nopTy AP ceaHckl BFD ycTaHaBnvBatoTCA Ha ero nopTax-yvyacTHUKax
B COCTOSIHUM MEPECHINKA HE3aBUCUMO.

4.4. OrpaHU4YeHUYeHuUs

e Kaxgbi AP npogykTtoB cepun QSW-6910 cogepXuT 40 BOCbMU NOPTOB-y4aCTHUKOB, U
KaXkgoe YyCTPONCTBO NO yMON4YaHuio nogaepkmeaet 4o 128 AP.

o Korga npogyktbl cepum QSW-6910 ncnonb3yoT 6anaHCMPOBKY Harpy3ku, OCHOBAHHYO
Ha MAC-agpece ncrounmka, MAC-agpece nonyyarens unm MAC-agpece UCTOYHUKA +
MAC-agpece nony4yartens, yCTpoMcTBa Takke UCNosb3ytoT none tuna Ethernet n none
VLAN unicast-nakeToB B kayecTBe KoadhpuuneHToB 6anaHCMpOBKN MO YMOSIYAHMIO.

4.5. KoHdurypauus

KoHdurypaums OnucaHue u KomaHaa
HacTtponka (ObGsazaTenbHO) McnonbayeTcss onst pyd4HOW HACTPOWKM arperauum
CTaTUYECKMX  MOPTOB | KaHanoB
AP
interface aggregateport Cospgaet nopt AP Ethernet

interface san-port-channel | Cosgaet nopt FC AP

port-group HacTtpauBaeTt craTnyeckue
NnopTbl-y4aCcTHUKN AP

HacTtpownka noptoB | (O6sa3atenbHO) Mcnonb3yetcs AN  AMHAMUYECKOW HACTPOWKM
LACP AP arperauum KaHanos
port-group mode HactpauBaet NOPTbI-y4aCTHUKN
LACP
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KoHdurypauus OnucaHue u KomaHaa
Hactporika noptoB | lacp system-priority HactpaunBsaet CUCTEMHbIN
LACP AP npuoputeT LACP
lacp short-timeout period HactpanBaeT Bpems TanmMm-ayTa

cuctembl LACP B pexunme KopoTKOro
Tanm-ayTa

lacp port-priority

HacTtpauBaeT npuoputeT nopTa

lacp short-timeout

HacTtpauBaetr pexum
TarM-ayTa Ha nopTy

KOPOTKOro

BkntodeHue LinkTrap

(OnumoHanbHo) McnonbayeTcsa Ang BkoyeHns LinkTrap

snmp trap link-status

Bkntovaetr o6bseneHne LinkTrap
ansa nopta AP

aggregateport member | BkntovaeT LinkTrap ans
linktrap nopToB-y4acTHUKOB AP
HacTtponka pexuma | (OnumoHanbHO)  Mcnonb3dyeTcss  ANd  HACTPOMKM  pexuma
GanaHcnpoBku BGanaHCMpOBKM Harpys3Kku Ans arperMpoBaHHOro kaHana
Harpysku
aggregateport load- | HactpauBaeTt anroputm
balance BGanaHCMpOBKM Harpysku ansa nopta
AP vnu noptoB-y4yacTHukoB AP
(OnumoHanbHO)  Wcnonb3yeTcss AN HaAcTpoWkM  npoduns
yny4dleHHon 6anaHCcnpoBKK Harpy3ku
load-balance-profile lMNepenmeHoBbIBaET npoduns
yny4yLeHHOM BGanaHcMpoBKU
Harpysku
12 field HacTtpauBaeT pexunm 6anaHcMpoBKu
Harpysku Ansi NakeToB YPOBHSA 2
ipv4 field HacTtpauBaeT pexum 6anaHcMpoBKu
Harpysku onsg naketos IPv4
ipv6 field HacTtpauBaeT pexunm 6anaHcMpoBKu

Harpysku ons naketos IPv6
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KoHdurypauus OnucaHue u KomaHaa
HacTtponka pexuma | mpls field HactpauBaeT pexum 6anaHCcMpoBKM
BanaHCcMpoBKM Harpy3ku ons naketos MPLS
Harpysku
trill field HactpauBaeT pexum 6anaHCMpoBKM
Harpys3ku ansa naketos TRILL
fcoe field HacTtpauBaeT pexum 6anaHCcMpoBKM
Harpysku ans naketos FCoE
(OnuunoHanbHO) Wcnonb3yetcda Ang  ynpaefeHus  NOSIMTUKON
©anaHCMpOBKN Harpys3ku
aggregateport hash- | HactpanBaeT rmbkui xew
elasticity enable
hash-disturb string HacTtpauBaeT koadhduLUMeHT nomex
(HapyLweHui) xelwa
hash-symmetrical [ipv4 | | HacTpavBaeT XeLu-CUHXPOHM3aLMIO
ipv6 | fcoe| on]
aggregateport hash-header | HactpanBaetr pexum nonydeHus
{inner | outer | inner-outer} | koaddpuuneHtTa GanaHCUpPOBKN ANs
TYHHEIbHOro naketa
HacTtponka pexuma | (OnumoHaneHo) MicnonbayeTcs 4 HAaCTPOMKM pexmnma npomnyCKHOM
emMkocTtn AP crnocobHoctn AP
aggregateport capacity K HactpavBaeT pexuvm nponyckHoOMn
mode cnocobHoctm AP B pexume
rnobanbHon KoHUrypawmm
Bkntoyenne BFD gns | (OnuuoHanbHo) OH ncnonbayetes ans BktodveHns BFD gonga nopToe-
nopToB-y4acTHukoB AP | ydacTHukoB AP
aggregate bfd-detect ipv4 | Bkntovaet IPv4 BFD ans
nopToB-yyacTHuKoB AP
HacTtpoika (OnumoHanbHo) OH ucnonb3yeTca ANa HACTPOMKN NOpTa-yvacTHUKa
NpeanoYTUTENbHOIO AP B kayecTBe NpeanoyTUTENBLHOro nopTta
nopra-y4yacrtHuka AP
aggregateport primary-port | HactpamBaeT nopt-yyacTHuk AP B
KayecTBe NpeanoyTUTENbHOro nopTa
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KoHdurypauus OnucaHue u KomaHaa
Hactpowka Aggregateport member | Hactpaneaet MUHUMarnbHoOe
MWUHUManbLHOro minimum KONU4eCcTBO NOPTOB-yyYacTHMKOB AP
KonunyecTsa

nopToB-y4yacTHuKkos AP

HacTtponka Aggregateport member | 3anyckaet nencreue, Korga
MWHUManbHOro minimum action KONMYeCcTBO MOPTOB-y4YacTHMKoB AP
KonuyecTBa B COCTOSIHUM Up MeHbLUE
nopToB-y4yacTHukoB AP MUHUMaIbHOro Konu4yecTtsa
(newnctsue) nopToB-y4YacTHUKOB AP

BkntoyeHne  doyHkumm | lacp individual enable BkntoyaeT (PyHKUMIO HE3aBUCMMOIO
HEe3aBUCUMOro  nopTa nopta LACP

LACP

4.5.1. Hactpounka ctatuyeckux noptos AP

4.5.1.1. 3 ekt KOHpUrypauum

e HacTtponte Heckonbko U3MYECKMX MOPTOB B Ka4yecTBe MOPTOB-y4acTHUKOB AP ans
peanusauuu arperaumm KaHanos.

e [lponyckHas cnocobHOCTL kaHana arperaLum paBHa CyMMe MPOMYCKHbIX CNOCOBHOCTEW
KaHanoB-y4acTHUKOB.

e Korga kaHan-yyactHuk nopta AP OTKMOYEH, Harpyska, MnepeHocuMasi KaHarom,
aBTOMaTUYECKM pacnpepensieTcs mMexay Apyrumm hbyHKLMOHANbHBIMM
KaHanamun-y4acTHUKaMu.

4.5.1.2. NMpumeyaHus

o K nopty AP MOXHO gob6aBntb TOMLKO hmnanyeckme nopTol.

e [lopTbl pasHblX TMNOB MeAua WUAN PEXUMOB NOPTOB He MOryT 6biTb AobaBneHbl K
OOHOMY U TOMY Xe nopTty AP.

e [lopTbl ypoBHA 2 MOXHO JOGaBUTb TONbKO K MOpTy AP ypoBHs 2, a NOPTbl YPOBHSA 3
MOXHO [06aBuTb Tonbko K nopTy AP ypoBHa 3. ATpubyTbl ypoBHs 2/3 nopta AP,
KOTOpble coaepaT NOpPTbl-y4aCTHUKN, HE MOTYT ObITb N3MEHEHDI.

e [locne pobaBneHnss nopTa k nopty AP aTpubyTbl nmopTa 3aMeHsiloTCa aTpubytamu
nopta AP.

e [locne ynanexus nopta u3 nopta AP atpubyTbl nopTa BOCCTAHaBMNMBAOTCS.

NMPUMEMYAHME: nocne pobaBnenna nopta k nopty AP artpubyTbl nopTa cornacywTtcs C
atpmbytamu nopta AP. [MosTOMy He BbINOSHAWTE HACTPOMKY MOPTOB-y4YacTHUKOB AP 1 He
NPUMEHSINTE HACTPOWKY K KOHKPETHOMY MopTy-ydacTtHuky AP. OpHako HekoTopble
KOHUrypauum (KOMaHabl BbIKMOYEHUS U OTCYTCTBUSA BbIKIKOYEHMSI) MOXHO HacTpouTb Ha
nopTax-yyactHukax AP. [pu nMcnonb3oBaHUU MOPTOB-y4YacTHUKOB AP npoBepbTe, MOXET nn
YHKLMSA, KOTOPYIO Bbl XOTUTE HACTPOUTb, BO3OEMNCTBOBATb HA KOHKPETHBLIA NOPT-y4acTHUK AP,
W NpaBUNbHO BbINOJTHUTE 3TY HACTPOWKY.
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4.5.1.3. Waru HacTpouKu

Co3paHue nopta AP Ethernet
e O6GsAzaTenbHbIN.
e  BbIinonHuTe 3Ty HACTPOWKY Ha YCTPOWCTBE C noaaepxkon AP.

KomaHga interface aggregateport ap-number
OnucaHue ap-number: ykasbiBaeT konmyecTBo nopTtoB AP
napameTpoB

Mo ymonyaHuo

Mo ymonyaHuio noptoB AP He co3aaHo

KomaHgHbIn
pexnm

Pexum rnobanbHon koHdurypauum

PykoBoacteo no

Utobbl cospgatb nopt AP Ethernet, 3anyctute komaHgy interfaces

Mcnonb3oBaHuO | aggregateport B pexume rnobanbHon koHdurypaumm. Ytobbl yganutb
ykasaHHbln nopTt AP Ethernet, 3anyctute komaHgy no interfaces
aggregateport ap-number B pexxume rinobanbHoOn KoHdurypaumm

NPUMEYAHUE: 3anyctute port-group, 4tobbl [06aBuTb uU3NYecknin nopt K MNopTy

cTtatudeckon AP B pexume KoHdurypauum nHtepdenca. Ecnv nopt AP He cyulecTByeT, OH
OyaeT co3faH aBToMaTUHECKMU.

NMPUMEYAHMUE: 3anyctute port-group mode, 4Tobbl 4o06aBUTL U3NYECKNA NMOPT K MOPTY
LACP AP B pexume KoHdurypauumn nHtepdpenca. Ecnm nopt AP He cylwecTByeT, OH GygeT
co3faH aBTOMaTUYeCKM.

NMPUMEMYAHMUE: dyHkuna AP gomkHa ObiTb HacTpoeHa Ha YCTpPOMCTBax Ha OBoMX KOHLAX
KaHana, a pexum AP gormkeH 6biTb ognHakoBbIM (cTaTudeckuin AP unu LACP AP).

HacTpoika nopToB-y4acTHMKOB cTaTu4yeckoro AP
e ObgszaTtenbHbIN.
e  BbINonHMTE 3Ty HACTPOMKY Ha YCTPOUCTBaXx € nogaepkkon AP.

KomaHga port-group ap-number
Onuncanne ap-number: ykasbiBaeT Homep nopta AP
napameTpoB

Mo ymonyaHuio

Mo ymMonyaHuWio HUKakMe nopTbl He [A06aBnAlTCA HWU K O4HOMY
ctaTnyeckomy AP

KomaHgHbin
pexum

Pexum HacTponkn nHtepdperica ykasaHHoro nopta Ethernet
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PykoBoacTBo no | Ytobbl AobaBuTb NOpThi-y4acTHUKN K nopTy AP, 3anyctute port-group B
NCMNOMb30BaHUIO | pPEXMMEe HacTpowku mHTepdenca. YTobbl yaanuTb MNOPTbI-y4acTHUKU U3
nopta AP, 3anyctute no port-group B pPexume KOHdurypauuu
UHTepdenca

NPUMEYAHMUE: ctatnyeckne noptbl-y4acTHUKM AP, HAaCTpPOEHHbIE Ha YCTPOMCTBaxX Ha o6omx
KOHLax kKaHana, AOMKHbl OblTb COrnacoBaHbl.

NMPUMEYAHUE: nocne TOro, Kak nopT-y4acTHWK BbIXOOUT M3 nopta AP, HacTpoukm no
YMOM4YaHMIO nopTa-yvyacTHMKa BOCCTaHaBnMBalTCA. PasnuuyHble (YHKUMW  NO-pasHOMY
obpabaTtbiBalOT HACTPOMKM MOPTOB-YHACTHMKOB MO yMOMYaHuo. PekomeHayeTcss NpoBepsTb U
noaTBep>KAaTb HACTPOMKK NopTa NOoCcne Toro, Kak MOPT-y4aCTHUK BbIXOAMT M3 nopTa AP.

NMPUMEYAHUE: nocne Toro, kak nopT-y4acTHUK BbIXOAMT 13 nopta AP, nopT oTkno4aeTcs ¢
NnomMoLLb KomaHabl shutdown, 4ToOblI n3bexaTb obpasoBaHus netenb. locne Toro, kKak Bbl
noaTeepauTe, 4TO TOMOMNOMMSA HopMmaribHas, 3anyctute no shutdown B pexxume kKoHdUrypaumm
UHTepdenca, 4Tobbl CHOBA BKITHOYUTL MOPT.

NMpeobpa3zoBaHue AP ypoBHA 2 B AP ypoBHA 3
e  OnuuoHarnbHo.

e Ecnu BaM HyXXHO BKIIOYUTL MapLupyTu3aumio ypoBHs 3 Ha nopte AP, Hanpumep, ans
HacTpoKku IP-agpecoB nnm 3anucen ctatMyeckoro MapLupyTa, npeobpasyinte nopt AP
ypoBHSA 2 B nopT AP ypoBHSA 3 1 BKOUMTE MapLupyTusaumo Ha nopte AP ypoBHS 3.

e BbinonHute 9Ty HACTPOWKY Ha YCTpOWCTBaxX C nogdepxkon AP, koTopble
nogaepXunBaroT (PYHKUMM YpOBHEM 2 U 3, TakMX Kak KOMMYyTaTopbl YPOBHA 3 wnn
KOHTposnepbl 6ecnpoBogHoro goctyna (AC).

KomaHpa no switchport

Mo ymonuanuio | Mo ymonuaHuio nopTel AP aBRaOTCS nopTamMu YpoBHS 2

KomaHaHbIn Pexnm HacTponkn nHtepgenca ykasaHHoro nopta AP
pexunm

PykoBoacteo no | ®yHkumsa AP ypoBHS 3 noaaepkvMBaeTcs TONbKO YCTPONCTBAMM YPOBHS 3
MCMonb30BaHUO

NMPUMEMAHUE: nopt AP, co3gaHHbIn Ha YCTPONCTBE YPOBHA 3, KOTOPOE He nogaepxuvBaeT
dOYHKUNIO YpOBHSA 2, aBnseTcs noptoM AP ypoBHst 3. B npoTtnBHOM cryyae nopt AP aBngaeTcs
noptom AP ypoBHS 2.

Co3paHue cybuHtepdenca AP Ethernet
e OnuuoHanbHo.

e Ha yctponctBe, noagepXuBalwLlWeM KoHurypaumio cybuHTepdpenca, 3anyctute
interface aggregateport sub-ap-number, 4to6bl co3aaTb cybuHTEpdeEnC.

e BhinonHute 9Ty HaCTpOWKy Ha YycTponctTBax C noggepxkon AP, KoTopble
noaaepXmnBaroT PYHKUNM YPOBHS 2 U YPOBHSA 3, HAarnpumep, KOMMYyTaTopbl YPOBHS 3.
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KomaHga interface aggregateport sub-ap-number
Onucanwne sub-ap-number: yka3biBaeT Homep cybuHTepderica AP
napameTpoB

Mo ymonyaHuo

Mo ymonuyaHuio H1Kakne cyomHTepdencebl He co3aaHbl

KomaHgHbIn
pexnm

Pexum HacTponkn nHtepdenca ykasaHHoro nopta AP

PykoBoacteo no
NCMNomnb30BaHUIO

Bam Heobxoammo npeobpasoBatb master-nopt nopta AP B NOpT ypoBHS 3
nepepn cosgaHnem cybuHtepdenca

4.5.1.4. NMpoBepka

e 3anyctute show running, 4tobbl 0TO6pa3snTbL KOHGUrypauuto.
e 3anyctute show aggregateport summary, 4Tobbl 0TO6pa3nTbL KOHMUrypaumo AP.

KomaHga show aggregateport aggregate-port-number [ load-balance | summary |

Onuncanne aggregate-port-number: ykasbiBaeT Homep nopta AP.

napameTpos load-balance: oTo6paxaeT anroputm 6anaHcMpoBKX HarpysKku.
summary: otobpaxkaeT CBOAKY NO KaXaoMy KaHany

KomaHgHbIn JTrobon pexxum

pexvm

PykoBoacteo no
MCNONb30BaHNIO

MHdopmauua obo Bcex noptax AP oTobpakaeTcsl, ecnn Bbl HE YKaxeTe
Homep nopTta AP

QTECH# show aggregateport 1 summary
AggregatePort MaxPorts SwitchPort Mode Load balance Ports

Agl 8 Enabled ACCESS dst-mac Gi0/2
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4.5.1.5. Mpumep KoHdUrypauumm

Hactpouka nopta ctatnyeckoun AP Ethernet
CueHapun:

KommyTtarop A KommyTtatop B
GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-3.

LLarn HacTporku e [lobasbTe nopthbl GigabitEthernet 1/1 n GigabitEthernet 1/2 Ha
kommyTaTtope A Kk nopTty 3 ctatnyeckoro AP.

e [lobaebte nopthbl GigabitEthernet 2/1 n GigabitEthernet 2/2 Ha
kommyTaTope B k nopTty 3 ctatnyeckoro AP

KommyTtatop A SwitchA# configure terminal
SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3

KommyTtatop B SwitchB# configure terminal
SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3

MpoBepka 3anyctute show aggregateport summary, 4Tobbl NPOBEPUTb, COAEPXKUT
nn nopt AP 3 nopTtbl-yyactHuku GigabitEthernet 1/1 u GigabitEthernet 1/2

KommyTatop A SwitchA# show aggregateport summary
AggregatePort MaxPorts  SwitchPort Mode Ports

Ag3 8 Enabled ACCESS Gi1/1,Gi1/2

KommyTatop B SwitchB# show aggregateport summary

AggregatePort MaxPorts SwitchPort Mode Ports

Ag3 8 Enabled ACCESS Gi2/1,Gi2/2
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4.5.2. Hactpouka noptoB LACP AP

45.2.1.

45.2.2.

45.2.3.

AdphekT KOHUrypaumum

Moakno4eHHble yCTpOIZCTBa BbIMNOJIHAKOT aBTOCOrNacoBaHne 4epes LACP Aanga
peannsaumnn gnHammn4eckoro O6'be,El,I/IHeHI/IFI KaHanos.

I'IponyCKHa;l CnocobHoCTbL kKaHana arperauunm paBHa CyMmMe nponycCKHbIX cnocobBHocTel
KaHanoB-y4aCTHUKOB.

Korpa KaHan-y4acCtHMK nopTta AP OTKNOYeEH, Harpyska, nepeHocMmMmasa KaHalom,
aBTOMaTU4YeCKn pacnpepnenaeTcd mMexay apyrmMm beHKLl,I/IOHaJ'IbeIMI/l
KaHanamMmun-y4aCtHMKamu.

LACP Tpebyetca 90 cekyHn ans obHapyxeHus cbos coeduMHEHUst B pexunme
ONMTENBHOIO OXnAaHUs U 3 CEKYHAbI B PEXMME KOPOTKOrO BPEMEHMU OXNOAHUS.

MpumevaHus

Mocne Toro, kak nopT BbliaeT ua nopta LACP AP, HacTporku nopTta rno ymonyaHuio
MOryT ObiTb BOCCTaHOBMEHbl. PasnunuyHble QyHKUMM no-pas3HoMy obpabaTbiBatoT
HacCTPOMKM MOPTOB-y4YaCTHUKOB MO YyMOnyaHuto. PekomeHayeTcs npoBepsTb U
noaTBep)aaTb HACTPOWKM MopTa Mocrne Toro, Kak MopT-y4aCTHUK BbIXOAMT U3 nopTa
LACP AP.

N3meHeHne cuctemHoro npuoputeta LACP MoOxXeT npuBecTM K TOMYy, 4TO
noptbl-y4acTHukn LACP 6yayT AesarpernpoBaHbl U cCHOBa 06beMHEHbI.

N3meHeHne npuoputeTa noprta-yvactHuka LACP MoXeT npuBecTu K gesarperauym v
NOBTOPHOMY O6bEANHEHWNIO APYTMX NOPTOB-Y4aCTHUKOB.

Larn HacTpoukun

Hactpowka noptoB-y4yactHukoB LACP

Ob6s3aTenbHbIN.
BbIinonHnTe 3Ty HACTPOMKY Ha YCTpPoUCTBax ¢ nogaepxkom LACP.

KomaHga port-group key-number mode { active | passive }
Onuncanne key-number: ykasbiBaeT kntod ynpasneHusa nopta AP. Opyrmmu cnosamu,
napameTpoB 310 Homep nopta LACP AP. MakcumanbHOe 3HayeHue 3aBUCUT OT

Konnyectsa noptoB AP, noaaepXXnBaembix yCTPONCTBOM.

active: ykasblBaeT, 4YTO MNOPTbl AaKTMBHO [J0OGABMAKTCA K NOPTY
OnHammnyeckoro AP.

passive: ykasblBaeT, 4YTO MOpPTbl MNAacCMBHO [00aBnslOTCA K MOPTY
OnHammnyeckoro AP

Mo ymonuanuio | Mo ymonyaHuio k ntobomy nopty LACP AP He gobaenstoTcs dounsndeckmne

nopTbl

pPEXUM

KomaHaHbIn Pexum koHdurypaumm nHtepenca ykazaHHoro pmsnyeckoro nopra

PykoBoacTBo no | Micnonb3ynTte aTy KOMaHAy B pexvmme KOoHdurypauum nHtepdgerica, 4toobbl
ncnonb3oBaHuo | 4ob6aBuTb NOPThI-y4acTHUKN K nopTy LACP AP
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NMPUMEYAHMUE: koHbUrypaumsa nopta-yyactHnka LACP Ha 060oux KOHLAxX kKaHana AofmkHa ObITb
COrnacoBaHHOM.

HacTtpounka ngeHtudumukaropa cucremol LACP
e  OnuuoHanbHo.

e Hactponte wugeHtudumkatop cuctembl LACP, korma LACP-nopTbl HECKONbKMX
(MakcMMyMm YeTbIpe) He3aBUCUMbIX YCTPOWCTB AOMMKHbI cornacoBaTtbes ¢ LACP-nopTom
onpegeneHHoro yctponcrea. Hactponte ngeHtudmkatop cuctembl LACP BmecTe ¢
naeHtTudukaTopom yctponctea LACP.

KomaHga lacp system-id system-id
Onucanne system-id: ykasblBaeT CUCTEMHbIN NOEHTUdMKATOP rpynnbl arperauumn. 9T0
napameTpoB nomkeH bbiTb agencrentensHbin MAC-agpec unicast-pacchinkm

Mo ymonuanmio | geHtudmkatop cuctemsl LACP — ato MAC-agpec um3ycTponctea no
YMOM4YaHUIo

KomaHgHbIn Pexum koHdurypaumm nHrepderica
pexum

PykoBogcteo no | Micnonb3dynte 3Ty KOMaHZy B pexume KOoHurypauun uHTepdenca ans
MCNONb30BaHNIO | HAaCTPOWNKM naeHTudgukaTopa cuctemsl LACP

Hactpownka naeHtndukartopa yctpoucrsa LACP
e  OnuuoHanbHo.

e Hactponte wuageHTudumkatop yctpomctea LACP, korga LACP-nopTbl HECKOMNbKUX
(MakcMMyMm YeTbIpe) HE3aBUCUMbIX YCTPOWCTB A0SMKHbI cornacoBaTtbes ¢ LACP-nopTom
onpegeneHHoro ycrponcrtea. Hactponte naentndukatop ycrtponcresa LACP BmecTte ¢
ngeHtngpmkatopom cnuctemol LACP.

KomaHpa lacp device number
OnucaHue number: ykasblBaeT uaeHTUMMKaATOp YCTPOWCTBa rpynnbl arperauuu.
napamMmeTpoB 3HaveHune Bapbupyetcs ot 0 o 3

Mo ymonuanmio | VigpeHTtudpomkatop yctporcrtea LACP no ymonyaHuto paseH 0

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexnm

PykoBoacteo no | Micnonb3ynte 3Ty KOMaHLY B pexume KoHdwurypauum mHTepdgenca ans
MCNONb30BaHNIO | HACTPOWMKM naeHTudukaTopa ycrporictea LACP

Hactpowka npnoputeTta cuctemsl LACP
e  OnuuoHanbHo.

e  BbInonHMTe 3Ty HAcCTPOIKY, Korga Bam HY)XXHO HAacCTPOUTL NPUOPUTET aeHTUdMKaTopa
cucteMbl. MeHbllee 3HayeHue YykasbiBaeT Ha 6ornee BbICOKMIA  npuopuUTeT
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naeHTuduKkaTopa CUCTEMbl. YCTPOMCTBO C Oonee  BbICOKMM  NPUOPUTETOM
naeHTudmkaTopa cuctemol BolonpaeT nopt AP.

e BbinonHute 3Ty HACTPOKMKY Ha ycTponcTeax ¢ nogaepxkon LACP.

KomaHga lacp system-priority system-priority
Onucanwne system-priority: ykasbiBaeT cucTeMHbln npuoputeTr LACP. [OuanasoH
napamMmeTpoB 3HayeHun ot 0 oo 65535

Mo ymonuyaHuio | Mo ymonuyaHuio cuctemHbln npuoputeT LACP paBeH 32 768

KomaHaHbIn Pexum rnobanbHon koHdurypauum
pexum

PykoBoactso no | Micnonb3ynte 3Ty KOMaHdy B pexume rnobanbHon KoHdurypauum ans
MCNONb30BaHNIO | HacTponkn cuctemHoro npuoputeta LACP. Bce aguHamuyeckue
KaHanbl-y4aCTHUKM  MMelT obwmn  cuctemHbin  npuoputeT LACP.
N3meHeHne cuctemHoro npuoputeta LACP noenvser Ha Bce
KaHanbl-y4acTHUKN. YTOObI BOCCTAHOBWUTbL HACTPOWKM MO YMOSYaHUIo,
3anycTtute no lacp system-priority B pexxume KoHpurypaumm nHtepdeica

Hactpoika npuoputeTa nopta-y4yactHuka LACP
e  OnuuoHanbHo.

e BbinonHuTe 3Ty HaACTPOWMKY, €CriM BaM HYXHO YyKasaTb NpuoputeT uaeHTudukatopa
nopta. MeHblwee 3HayeHWe ykasblBaeT Ha Oornee BbICOKMW  npuopuTeT
naeHTudukatopa nopta. NopT ¢ HaMBbICLUMM NPUOPUTETOM MAEHTUUKaTopa nopTa
Oypet BbIbpaH B kadecTBe master-nopTa.

e  BbINonHMTE 3Ty HAaCTPOWKY Ha yCcTponcTeax ¢ nogaepxkon LACP.

KomaHga lacp port-priority port-priority
Onuncanne port-priority: ykasbiBaeT npuopuTeT nopTa-ydyactHuka LACP. [QuanasoH
napamMmeTpoB 3HayeHur ot 0 go 65535

Mo ymonuaHuio | Mo ymonuyaHuio npuopuTteT nopTta-yydactHuka LACP paseH 32 768

KomaHaHbIn Pexnm koHdurypaunmn nHtepdenca ykasaHHoro omsamndeckoro nopra
pexnm

PykoBogcteo no | Micnonb3ynTte aTy koMaHay B pexume rnobarnbHon KoHurypauum, 4tobbl
NCMOSb30BaHUI0 | HACTPOUTL MpuopuTeT nopTa-ydactHuka LACP. [ns BoccTaHoBneHus
HacTpoeKk 3anyctute no lacp port-priority B pexume KoHurypauum
nHTepdenca

Hactpouka pexnma Tanm-ayta noptoB-y4acTHukoB LACP
e HeobGsa3aTenbHbIN.

e Ecnu Bam HyxXHO peanu3oBaTb ObBHapyxeHue cbosi kaHana B pearibHOM BpPEMEHM,
HacCTpouWTe pexuMm KOpoTkoro Tawm-ayta. LACP TpebGyetca 90 cekyHa Ans
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oGHapyxeHnsa cbos coeauHEHUA B pexnme ANUTenbHOro Tanm-ayTa U 3 CEeKyHAbl B
pexume KopoTKoro Tanm-ayTa. (Bpemsa TanM-ayta no ymMonyaHuio B pexmme KOpOTKOro
Tanm-ayTa LACP cocTtaBnset 3 cekyHObl. OTO 3HaYEHME MOXHO N3MEHUTD.)

e BbinonHute 9Ty HaCTpPOWKy Ha ycTpoucTBax C nogaepxkon LACP, Takux Kak
KOMMyTaTOpbl.

KomaHpa

lacp short-timeout

Mo ymonyaHuio

Mo ymonyaHuio pexvm TarmMm-ayta nopToB-y4acTHukoB LACP —
ONUTENbHLIN TaM-ayT

KomaHgHbIn
peXnm

Pexum koHdurypaumm nHtepderica

PykoBoacTeo no
NCMNOMb30BaHUIO

Pexnm Ta|7|M-ayTa nogaepXxXmBaeTcAd TOJIbKO d)l/l3|/|‘-IeCKI/IMI/I noptamu.

UT0o6bl BOCCTAHOBUTbL HACTPOWMKM NO YMOMYaHuUio, 3anyctute no lacp short-
timeout B pexume KoHUrypauum nHtepderica

Hactpoiika BpemeHM TalMm-ayTa CUCTEMbI

Tanm-ayTta

LACP B pexume KOPOTKOro

e  OnuuoHarnbHo.

e Hactponte aty dyHKUMIO, KOrga HeobXxoaMMO HacTpouTb TarM-ayT YCTPOMCTBa B
pexnme KopoTkoro Tamm-ayta LACP.

e HacTponTte aTy byHKUMIO HA YCTPOMUCTBaX, nogaepxusaroumx doyHkumnio LACP.

KomaHga lacp short-timeout period value
OnucaHue value: ykasblBaeT Bpems TarM-ayTa B peXume KOpPOTKOro Tamm-ayTa.
napamMmeTpoB 3HaveHue BapbupyeTcs oT 3 cekyHa 0o 90 cekyng

Mo ymonyaHuio

Tanm-ayT no yMOSMYaHUKD B pPexXumMe KopoTkoro Tanm-ayta LACP
cocTtaBnseT 3 cekyHabl

KomaHaHbIn
pexum

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
NCNOSb30BaHMIO

B pexume rnobanbHoM KOHdUrypauum 3anycTute KomaHgy, 4Tobbl
HacTpouTb TarM-ayT B pexumme kopoTkoro Tanm-ayta LACP. Bce rpynnbl
ANHAMNYECKNX KaHaNoB, HACTPOEHHbIE Ha YCTPOUCTBE, MMEOT OAMHAKOBbIN
Tanm-ayT B pexumme KopoTkoro Tamm-ayta LACP. MameHeHne 3HadeHusi
NnoBnuUsieT Ha BCe arperatHble rpynnbl Ha KommyTtatope. B pexume
KOHcurypaumm mHTepdenca sanyctute komangy no lacp short-timeout
period, 4yTobbl BOCCTAHOBUTbL TalMM-ayT B PEXMME KOPOTKOro Tanm-ayta
LACP o 3Ha4yeHus no yMon4aHuio

4.5.2.4. NMpoBepKa

e 3anyctute show running, 4Tobbl 0TOBPa3NTbL KOHUIrypauuto.
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e 3anyctute show lacp summary, 4To6bl 0TOGPa3NTL cocTosiHME kaHana LACP.

KomaHga show lacp summary [ key-number ]

Onucanue key-number: ykasbiBaeT Homep nopta LACP AP
napameTpoB

KomaHgHbIn JTobon pexxum

pexnm

PykoBoacteo no | MHdopmaumss o6o Bcex noptax LACP AP oToGpaxaetcs, ecnu Bbl He
NCMNomMb30BaHWIO | yKaxeTe key-name.

NaoeHTudmkatop cuctembl 1 naeHTndmkaTop yCcTponcTea otobpaxaeTcs,
€CInn HaCTPOEHbI

QTECH#show lacp summary
System 1d:32768, 0000.1236.54aa

Flags: S - Device is requesting Slow LACPDUs F - Device is requesting
Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.
Aggregate port 2:

System Id: 0000.1236.54aa Device num: 1

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State

Tel/0/1 SA down 32768 0x2 0x4001 0x45
Partner information:

LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State

Tel/0N SP 0 0000.0000.0000 0x0 0x0 0xO0
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4.5.2.5. NMpumep KkoHdUrypauum

Hactpownka LACP
CueHapun:

KommyTtarop A
GigabitEthernet 1/1

KommyTtatop B
GigabitEthernet 2/1

GigabitEthernet 1/2

MAC: 08¢6.b300.0001
CuctemHein npuoputeT: 4096

GigabitEthernet 2/2

MAC: 08¢6.b300.0002
CuctemHblin npuoputeT: 61440

PucyHok 4-4.

Warn
HaCTPOWKU

Ha kommyTaTope A ycTtaHoBuTe Ans cuctemHoro npuoputeta LACP
3Ha4veHue 4096.

Bkniouite  OMHaMMYecKyld — arperaumilo  KaHanoB  Ha  nopTax
GigabitEthernet1/1 n GigabitEthemet1/2 Ha kommyTaTope A 1 gobaBbTe
noptbl B nopT 3 AP LACP.

Ha kommyTaTope B ycrtaHoBuTe ans cuctemHoro npuoputeta LACP
3Ha4veHue 61 440.

BknouMte  OMHaAMMYECKyld — arperaumilo  KaHanoB  Ha  nopTax
GigabitEthernet2/1 n GigabitEthemet2/2 Ha kommyTaTope B 1 gobaBbTe
noptbl B nopT 3 AP LACP

KomMmmy-
Tatop A

SwitchA# configure terminal

SwitchA(config-if-range)# end

SwitchA(config)# lacp system-priority 4096
SwitchA(config)# interface range GigabitEthernet 1/1-2

SwitchA(config-if-range)# port-group 3 mode active

Kommy-
TaTop B

SwitchB# configure terminal

SwitchB(config-if-range)# end

SwitchB(config)# lacp system-priority 61440
SwitchB(config)# interface range GigabitEthernet 2/1-2

SwitchB(config-if-range)# port-group 3 mode active

MpoBepka

3anyctute komaHgy show lacp summary 3, 4To6bl NPOBEPUTL, COAEPXKUT NK
nopt 3 AP LACP nopTtbl-yyacTHukm GigabitEthernet2/1 n GigabitEthernet2/2

Kommy-

Tatop A System 1d:32768, 08c6.b3.0001

SwitchA# show LACP summary 3
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Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Aggregated port 3:
Local information:
LACP port Oper Port Port
Port Flags State Priority Key Number State
Gil/1 SA bndl 32768 0x3  0Ox1 0x3d
Gil/2 SA bndl 32768 0x3 0x2 0x3d
Partner information:
LACP port Oper Port Port
Port Flags Priority Dev ID Key Number State
Gil/1 SA 32768 08c6.b3.0002 0x3  Ox1 0x3d
Gil/2 SA 32768 08c6.b3.0002 0x3 0x2  0Ox3d
KomMmmy- SwitchB# show LACP summary 3
TETep System Id:32768, 08c6.b3.0002
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs.
A - Device is in active mode. P - Device is in passive mode.
Aggregated port 3:
Local information:
LACP port Oper Port Port
Port Flags State Priority Key Number State
Gi2/1 SA bndl 32768 0x3  0OxI 0x3d
Gi2/2 SA bndl 32768 0x3 0x2 0x3d
Partner information:
LACP port Oper Port Port
Port Flags Priority Dev ID Key Number State
Gi2/1 SA 32768 08c6.b3.0001 0x3  Ox1 0x3d
Gi2/2 SA 32768 08c6.b3.0001 0x3 0x2  0Ox3d
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4.5.3. BkntoyeHune LinkTrap

4.5.3.1. AdhdekT KOHpUrypaumum

Bkntounte cuctemy c LinkTrap ans otnpasku coobwenun LinkTrap npn nameHeHun kaHanoB

arperauuu.

4.5.3.2. lWaru HacTpouKu

BknioyeHue LinkTrap ans nopta AP
e HeobsasaTtenbHbli.

o Bkniounte LinkTrap B pexume HacTpoukm uHTepdenca. Mo ymonuvanuto LinkTrap
BkrtoveH. CoobueHna LinkTrap oTnpaBnsaoTCa NPy NU3MEeHEHUN COCTOSIHUSA KaHana nunu
npoTtokona nopta AP.

e BbinonHute 3Ty HACTPOKMKY Ha yCTPOUCTBax ¢ noaaepxkon AP.

KomaHpa

snmp trap link-status

Mo ymonyaHuo

Mo ymonyaHnuto LinkTrap BkrtoyeH

KomaHgHbIn
pexmm

Pexum HacTporikn nHtepdenca ykazaHHoro nopta AP

PykoBoacteo no
NCNOnb30BaHUIO

Mcnonb3ynTte 3Ty kKOMaH4y B pexume KoHurypaumm nHtepdenca, 4tobeol
BkNtoumnThb LinkTrap ans ykasaHHoro nopta AP. Nocne BkntoveHuna LinkTrap
coobueHna LinkTrap oTnpaBnaoTCca NpyM M3MEHEHUU COCTOSIHUS KaHana
nopta AP. B npotuBHOM cnyyae coobuieHus LinkTrap He oTnpaBnsitoTcA.
Mo ymonyanutio LinkTrap BkntodeH. YTobbl oTkntounth LinkTrap gns nopta
AP, sanyctute no snmp trap link-status B pexume KoHdUrypawumm
nHTEepenca.

LinkTrap Henb3sa BKAYNTL AN ONpedeneHHoro noprta-yyacTHuka AP.
Utobbl BkmtounTb LinkTrap ans Bcex nopTtoB-yyacTHukoB AP, 3anyctute
aggregateport member linktrap B pexunme rnobanbHoON KoHUIypaLmm

Bknro4yeHue LinkTrap ansa noptoB-y4acTHUKoB AP

e OnuyuoHarnkeHo.
e [lo ymonuanuto LinkTrap oTknoueH ans nopToB-ydacTHuKoB AP.

e  BbINonHMTE 3Ty HACTPOWMKY Ha YCTPOMCTBaAxX C nogaepxkon AP.

KomaHpga

aggregateport member linktrap

Mo ymonyaHuio

Mo ymonyaHuio LinkTrap oTkntoYeH ans noptoB-yv4actHMkoB AP

KomaHgHbIn
pPEXNUM

Pexwum rnobanbHon koHUrypaumm
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PykoBoactBo no | Micnonb3ynte aTy kOMaHay B pexvme rnobanbHON KOHdUrypauum, 4tobbl
ncrnonb3oBaHuto | BkNoUMTL LinkTrap ana Bcex nopToB-yyacTHUKoB AP. [lo ymonyaHuto

coobuwennsa LinkTrap He oOTnNpaBnstOTCA MpU M3MEHEHUU COCTOSHMSA
coeavHeHus nopToB-y4acTHMKoB AP. YTobbl oTkntounTb LinkTrap ans Bcex
noptoB-yyacTHukoB AP, 3anyctute no aggregateport member linktrap B
pexume rnobanbHOM KoHUrypaumum

4.5.3.3. NMpoBepka

e 3anyctute show running, 4to6bl 0TO6pPa3NTL KOHPUIYpaLMIO.

e [locne BknoyeHus LinkTrap Bbl MOXeTe OTCNexuBaTh 3Ty (OYHKUMIO Ha nopTax AP unu
NX NopTax-y4acTHMKaX C NOMOLLI0 NporpamMMHoro obecneyenus MiB.

4.5.3.4. NMpumep KoHhUrypauum

BkntoyeHue LinkTrap ans noptoB-y4acTHMKOB AP

CueHapun:

KommyTtartop A KommyTtatop B
GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-5.

Warn
HaCTPOWNKK

e [loGaBbTe nopTbl GigabitEthernet 1/1 un GigabitEthernet 1/2 Ha
KommyTaTope A K nopTty 3 ctatmnyeckoro AP.

e [lob6aBbTe nopTbl GigabitEthernet 2/1 un GigabitEthernet 2/2 Ha
kommyTaTope B k nopTty 3 ctatmnyeckoro AP.

¢ Ha kommyTtatope A otkmounte LinkTrap ansa nopta AP 3 u Bkntounte
LinkTrap ons ero nopToB-y4aCTHUKOB.

¢ Ha kommyTtatope B otknounte LinkTrap ansa nopta 3 AP 1 Bknounte
LinkTrap onst ero noptoB-y4acTHUKOB AP

KommyTta-
TOop A

SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3
SwitchA(config-if-range)# exit

SwitchA(config)# aggregateport member linktrap
SwitchA(config)# interface Aggregateport 3
SwitchA(config-if-AggregatePort 3)# no snmp trap link-status

KommyTa-
TOop B

SwitchB# configure terminal
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SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3
SwitchB(config-if-range)# exit

SwitchB(config)# aggregateport member linktrap
SwitchB(config)# interface Aggregateport 3
SwitchB(config-if-AggregatePort 3)# no snmp trap link-status

Mpoeepka | 3anyctute show running, 4Tobbl NPOBEPUTD, BKMOYeH nn LinkTrap anga nopTta

AP 3 n ero nopToB-y4acTHUKOB

KommyTa- SwitchA# show run | include AggregatePort 3
TOop A

Building configuration...

Current configuration: 54 bytes

interface AggregatePort 3

no snmp trap link-status

SwitchA# show run | include AggregatePort

aggregateport member linktrap

KommyTa- SwitchB# show run | include AggregatePort 3
Top B

Building configuration...

Current configuration: 54 bytes

interface AggregatePort 3

no snmp trap link-status

SwitchB# show run | include AggregatePort

aggregateport member linktrap

4.5.4. HacTtpomnka pexnma 6anaHCMpPOBKU Harpy3ku

4.5.4.1. ddhceKkT KOHpUrypaumum

Cuctema pacnpegensier Bxogdwme nakeTbl MO KaHanam-y4yacTHUKaMm, WCMosib3ys
yKasaHHbIA anropntm ©GanaHcupoBKM Harpy3ku. [1OTOK nakeToB C COrflacoBaHHON
dyHKUMEN rnepedaeTca MO OO4HOMY KaHany-y4yaCTHUKY, Torga Kak pasHble MOTOKM
nakeToB paBHOMEPHO pacnpefendlTca MNo pasHbIM - KaHanam. YCTPOWCTBO C
paclwmpeHHon 6anaHCMpPOBKOM Harpysku cHadvana onpegensieT Tun nepegaBaeMblX
NakeToB U BbINOSHAET GanaHCMPOBKY Harpy3kn Ha OCHOBE YKa3aHHbIX NOMen B NakeTax.
Hanpumep, nopt AP BbINOMAHsAeT GanaHCUMPOBKY Harpy3ksM Ha OCHOBE WCXOLHOrO
IP-agpeca onga nakeTos, cogepaLmx NOCTOSAHHO MEHSOLLNNCA NcxoaHbin IPv4-agpec.

B pacwupeHHOM pexume 6anaHCUpPOBKM Harpy3kM HacTponte KOIULMEHT
XeLl-Henonagok, YTobbl rapaHTMpOBaTh, YTO OOHM U Te e nakeTbl OT ABYX YCTPOWCTB
ofHoro Tuna ByayT pacnpeaensTbCa No pasHbiM KaHanam.

B pacwupeHHoM pexnme GanaHCUMPOBKM Harpy3ku BKIOUUTE XELU-CUHXPOHWU3ALMIO,
4yTobbl rapaHTMpoBaTb, 4YTO nakeTbl uplink- 1 downlink-kaHanoB ogHoro Tvna GyayT
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nepeaaBaTbCs MO OQHOMY M TOMY ke KaHany. Hanpumep, npu 6anaHcupoBKe Harpysku
Ha OCHOBE MCXOOHOro M uenesoro IP-agpecoB BKMOUUTE XeLU-CUHXPOHU3aLUMIO Ons
naketoB IPv4, 4ytobGbl rapaHTupoBaTb, 4TO naketbl IPv4 uplink- n downlink-kaHanos
OyayT nepegaBaTbCa NO OAHOMY M TOMY XXe NyTW.

4.5.4.2. MpumeyaHus
o PasnnyHble akTopbl Henonagok MOryT NPUBECTU K OOHOMY M TOMy Xe addekTy
Hernonazaok.
e BknounTte unm oTKNIYNTE Xel-cnHxpoHnsauuo ans IPv4, IPv6, FCoE 1 On no mepe
HeobXoANMOCTH.
4.5.4.3. Waru HacTpouKu
e Hactponka anroputma rinobanbHon 6anaHcMpoBKK Harpy3kmn nopta AP.
o (OnuuoHanbHO) BbINONHUTE 3Ty HACTPOWMKY, €CNNU BaM HYXXHO ONTUMWU3NPOBATb
©anaHCMpPOBKY Harpysku.
e BbinonHute 3Ty HACTPOKMKY Ha yCTPOUCTBax ¢ noaaepxkon AP.
KomaHga aggregateport load-balance { dst-mac | src-mac | src-dst-mac | dst-ip |
src-ip | src-dst-ip | src-dst-ip-l14port | enhanced profile profile-name }
Onuncanne dst-mac: ykasbiBaeT, 4YTO Harpyska pacnpegensietcs Ha OCHOBe
napameTpoB MAC-agpecoB Ha3Ha4YeHNa BXOASALLNX NaKeTOB.

Src-mac: ykasblBaeT, YTO Harpyska pacnpenenseTcss Ha OCHOBE UCXOAHbIX
MAC-agpecoB BXOOsALWMNX NAKETOB.

src-dst-ip: ykasblBaeT, 4TO Harpy3ka pacnpegenserca Ha OCHOBe
MCXOOHOro 1 KoHe4yHoro IP-agpecoB BXOAALLMX NaKeTOB.

dst-ip: yka3biBaeT, YTo Harpy3ka pacnpegensietcs Ha ocHose IP-agpecos
Ha3HaYeHMs1 BXOASALLMX MaKeToB.

Src-ip: ykasblBaeT, YTO Harpyska pacnpegensieTcs Ha OCHOBE WMCXOAHbIX
IP-agpecoB BXo4ALLMX NAKeTOB.

src-dst-mac: ykasblBaeT, YTO Harpyska pacnpefensietcs Ha OCHOBe
MAC-aapecoB UCTOYHUKA U NonyYaTens BXOASALLMX NaKETOB.

src-dst-ip-l4port: ykasbiBaeT, 4UTO Harpyska pacrnpenensietca Ha OCHOBe
ncxogHoro |P-agpeca wn |IP-agpeca HasHadeHWsl, a Takke HOMEpPOB
NCXOAHOro U LENEeBOro nopToB YPOBHS 4.

enhanced profile profile-name: ykasbiBaeT MMsA pacLIMpPEHHOro Npoguss
©anaHCMpOBKN Harpys3ku

Mo ymonuaHmio | banaHcupoBka HarpyskMm MOXeT oOcHoBbiBaTbcs Ha MAC-agpecax

NCTOYHUKA WM nony4yatensa (MPUMEHMMO K KommyTaTtopam), IP-agpecax
MCTOYHMKA W nonyyatens (MPUMEHUMO K L03am) Wnm  npodwune
pacwmpeHHor 6anaHCMpOBKM Harpy3ku (MPYMEHVMMO K KOMMYyTaTtopaMm C
nnHerHbIMKn kaptamn CB)

KomaHaHbIn Pexwum rnobanbHon KoHUrypaumm

pPEXUM
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PykoBoactso no
NCNoNb30BaHNIO

UToObl BOCCTAHOBUTH HACTPOMKM MO  YMONYaHWUIO, 3anyctute ho
aggregateport load-balance B pexxvume rnobanbHoOM KOHUrypaumu.

MoxHo 3anycTuTb aggregateport load-balance B pexume KoHcurypauum
UHTepdenca nopta AP Ha ycTpoMCTBax, KOTOpble MOAdep>KMBatoT
HacTpovky ©anaHCMpPOBKM Harpy3kM Ha KOHKpeTHoM nopty AP.
KoHdurypaumss B pexume KoHdurypaumm wuHTepdienca npeBanupyer.
UToObl OTKMIOYMTL anroputM GanaHCMPOBKM Harpysku, 3anyctute no
aggregateport load-balance B pexume koHUrypaumm nHtepdpeinca nopta
AP. lMocne atoro BCTynaeT B cuny anroputm 6anaHCUpOBKW Harpysku,
HaCTPOEHHbIN B pexume rinobanbHOM KoHUrypaumm.

MoxHo 3anycTuTb aggregateport load-balance B pexume KoHcurypauum
nHtepdenca nopta AP Ha yCTpOWCTBax, KOTOpble noadepXuBatoT
HaCTPOViKy 6anaHCMPOBKM Harpy3kM Ha KOHKpPETHOM nopTy AP

NMepenmeHoBaHue npoduna ynyyweHHON 6anaHCUPOBKU Harpy3ku

e [lo ymonyaHuio, ecnu yCTPOWUCTBO MNOAAEPXMUBaET pacluMpeHHyo 6anaHCupoBKy
Harpysku, cuctema cosgaeTt npoduiib C UMEHEM MO YMOMYaHWO ANS YIyyLIeHHON
BGanaHcMpOoBKM Harpy3ku. BeInonHUTe 3Ty HACTPOKKY, KOraa BaM HY>XHO NepeMMeHoBaTh
npodunb UM BOCCTAHOBWUTb HACTPOWKM MO yMOMYyaHuio. B ocTanbHbIX criy4asx
KOHUrypauus HeobasarternbHa.

e BbinonHuTe 3Ty HACTPOWKYy Ha YCTPOMCTBAX, MNOAOEPXKMBAIOLINX pPaCLUMPEHHYHO
BanaHCMpOBKY Harpysku, Takux Kak KOMMyTaTopbl arperaumMm u KoMmmyTaTopbl sapa.

KomaHga load-balance-profile profile-name
Onuncanne profile-name: ykasbiBaeT ums npodumns, KOTopoe MoXeT cogepxaTb Ao 31
napameTpoB cMMBoOna

Mo ymonyaHuio

Nmsa npocmnsa no ymonyanuio — default

KomaHaHbIn
peXmm

Pexunm rnobanbHomn koHdurypauum

PykoBoacteo no
MCNONb30BaHNIO

YTo6bl BONTU B peXnm npoduns no ymonyaHuio, 3anyctute load-balance-
profile default. Yto6bl nNEpenmeHoBaTb paCLUMPEHHBIN  NPOUNb
OanaHcupoBKM Harpysku, 3anyctute load-balance-profile profile-name.
Utobbl BOCCTAHOBUTL MMS NMpoduns No ymonyaHuto, 3anyctute default
load-balance-profile B pexume rnobanbHon koHUrypaumm. YTobbl
BOCCTAHOBUTb HACTPOWMKM GanaHCUPOBKM Harpy3kM MO  yMOM4YaHuio,
sanyctute default load-balance-profile profile-name B pexume
rno6anbHOM KoHdUrypaumm.

mobGanbHO noadep)XMBaeTcsl TONMbKO OAWH npodunb. [loxanyncrta, He
yoanante npocpunb. Ytobbl 0TOGpasuTb paclUMpeHHbI  NPouib
GanaHcmpoBKkM Harpysku, 3anyctute show load-balance-profile

HacTtpouka pexxnma 6anaHCMPOBKU Harpy3kKu nakeToB YPOBHA 2

e (OnuuoHanbHO) BbiNnonHWTE 3Ty HACTPOMKY, YTOObI yKasaTb pexum 6anaHCMpOBKM
Harpysku NakeToB YPOBHSA 2.
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e BbinonHMTE 3Ty HACTPOWKYy Ha YCTPOMCTBAX, MNOAAEPKMBAIOLIMX PaCLUMPEHHYIO
GanaHcUpPOBKY Harpysku, Takmx Kak KOMMyTaTopbl arperauum 1 KOMMyTaTopbl Sapa.

KomaHpa 12 field { [ src-mac ] [ dst-mac ][ |12-protocol ] [src-port ] [dst-port] }
Onucanwne Src-mac: ykasblBaeT, 4YTO Harpyska pacrnpefendetcd Ha OCHOBe
napameTpoB MAC-agpecoB NCTOYHMKA BXOAALLMX NAKETOB YPOBHSA 2.

dst-mac: ykasblBaeT, 4TO Harpyska pacnpegensieTcd Ha OCHOBe
MAC-agpecoB Ha3Ha4YeHWs BXOASLLMX MAKeTOB YPOBHS 2.

[2-protocol: ykasbiBaeT, 4To Harpyska pacnpeaensercs Ha OCHOBE TUMOB
NMPOTOKOIOB YPOBHSA 2 AN BXOAALLIMX NaKeTOB YPOBHSA 2.

src-port: ykasblBaeT, YTO Harpyska pacrnpegendetcd Ha OCHOBe nopTa
naHenun onda BXogAawmnx naketoB ypOBHA 2

Mo ymonyaHuo

Mo ymonyaHuio pexmm 6anaHCUpPOBKN Harpy3kyM NakeToB YPOBHSA 2 — Src-
mac n dst-mac

KomaHgHbIn
pexmm

Pexum koHdurypaumm npoduns

PykoBoacteo no
NCNomnb30BaHUIO

YT0ObLI BOCCTAHOBUTL HACTPOMKU MO YMON4aHuto, 3anyctute no 12 field B
pexume KoHdUrypauum npodpuns

Hactpouka pexxnma 6anaHcMpoBKU Harpy3ku naketoB IPv4
e  OnuuoHanbHo.

e BbinonHuMTe 3Ty HAcTPOKKy, YTOObI yka3aTb pexum GanaHCUMPOBKU Harpysku MakeToB

IPv4.

e BbINonHMTE 3Ty HACTPOWKY Ha YCTPOUCTBAX, MNOOAEPKMBAKOLLUNX pPaCLUMPEHHYHO
BGanaHCMpOBKY Harpysku, Takmx Kak KOMMYTaTopbl arperaumm n KOMmyTaTopbl sapa.

KomaHga ipv4 field {[ src-ip ] [ dst-ip ] [ protocol ] [ 14-src-port ][ 14-dst-port ] [ src-
port]}

OnucaHue Src-ip: ykasblBaeT, YTO Harpyska pacnpefensieTcs Ha OCHOBE WMCXOOHbIX

napameTpoB IP-agpecoB Bxogsawmx naketos |Pv4.

dst-ip: ykasbiBaeT, UTO Harpyska pacnpegensieTcs Ha ocHoBe IP-agpecos
Ha3Ha4vyeHust BXogsaLwmx naketos IPv4.

protocol: ykasblBaeT, YTO Harpyska pacnpegensercs Ha OCHOBE TUMOB
NPOTOKOMNOB BXOAALLMX NakeToB IPv4.

l4-src-port: ykasbiBaeT, 4YTO Harpyska pacnpegensietca Ha OCHOBe
HOMEPOB UCXOAHbIX MOPTOB YPOBHS 4 BXoAALMX nakeTos IPv4.

|4-dst-port: ykasblBaeT, 4TO Harpyska pacnpegensieTcs Ha OCHOBE HOMEPOB
NOpTOB Ha3Ha4YeHUs ypoBHA 4 Ana BXoAsdwmx naketos IPv4.

src-port: ykasblBaeT, YTO Harpyska pacnpefensierca Ha OCHOBe nopTa
naHenu ons Bxogswmnx naketos |Pv4
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Mo ymonyaHuo

Mo ymonuyaHuio pexvm 6anaHCcMpoBKWM Harpysku nakeTtos IPv4 — src-ip u
dst-ip

KomaHgHbIn
pexnm

Pexum koHdurypaumm npocmng

PykoBoacteo no
NCNONb30BaHNIO

YT106bI BOCCTAHOBUTL HACTPOMKM MO yMON4YaHuio, 3anyctute no ipv4 field
B pexxume HacTpomKu npodomns

Hactpouka pexxnma 6anaHcMpoOBKU Harpy3ku naketoB IPv6
e  OnuuoHarnbHo.
e  BbinonHute 3Ty HACTPOMKY, YTOObI yKasaTb pexmm 6anaHCMPOBKM Harpy3ku nakeToB

IPv6.

e BbinonHMTe 3Ty HACTpPOWKy Ha YCTPOWCTBAx, NOAAEPXKMBAOLMX ©GanaHCUPOBKY
Harpy3sku naketoB IPv6, Takux kak KOMMYTaTopbl arperaumMm n KOMMyTaTopbl sapa.

KomaHga ipv6 field {[ src-ip ] [ dst-ip ] [ protocol ] [ 14-src-port ][ I4-dst-port ] [ src-
port ]}

OnucaHue Src-ip: ykasblBaeT, YTO Harpyska pacrnpefensieTcsl Ha OCHOBE WMCXOLHbIX

napameTpoB IP-agpecoB Bxoasmx nakeTtos IPv6.

dst-ip: ykasbiBaeT, UTO Harpyska pacnpegensietcs Ha ocHoBe IP-agpecos
Ha3HaveHus BxogsaLwmx naketos IPv6.

protocol: ykasblBaeT, YTO Harpyska pacnpegensercss Ha OCHOBE TUMOB
NPOTOKONOB BXOAALLMX NakeToB IPV6.

l4-src-port: ykasblBaeT, 4TO Harpyska pacnpegensietcd Ha OCHOBe
HOMEPOB UCXOOHbIX MOPTOB YPOBHSA 4 BXO4ALMX NakeToB IPV6.

|14-dst-port: ykasbIBaeT, YTO Harpy3ka pacnpegensercs Ha OCHOBE HOMEPOB
NOPTOB Ha3Ha4YeHUs ypOBHSA 4 ons BXoaswmx naketos IPve6.

src-port: ykasblBaeT, YTO Harpyska pacrnpefensieTcsi B COOTBETCTBUU C
HOMepaMM UCXOOHbIX NOPTOB BXOAALLMX NakeToB IPv6

Mo ymonyaHuio

Mo ymon4yaHuio pexmm 6anaHCcMpOoBKM Harpyskm nakeTtoB IPv6 — src-ip u
dst-ip

KomaHgHbIn
pexmm

Pexnm koHdurypaumm npodomns

PykoBoacteo no
NCNOSb30BaHMIO

YTo6bl BOCCTAHOBMTL HACTPOMKM MO YMOS4YaHUIo, 3anyctute no ipv6 field
B peXnMe HaCTPOMKM Npouns

Hactpouka chakTopa Henonagok xewa
e  OnuuoHanbHoO

e Bbinonnute 3Ty onepaumio, 4Tobbl cbanaHcupoBaTb NakeTbl O4HOMO TuNa Yepes nopT
AP ons ycTponcTs ogHOro tuna.
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KomaHpa hash-disturb string
Onucanne string: YKa3blBaeT CTPOKY CMMBOJIOB, MWCMNOJIb3yEMYIO A5l pacdeTa
napameTpoB KOSd)d)I/ILWIeHTa Henonaaok xewa

Mo ymonyaHuo

Mo ymMon4yaHuro KOC-)CbeMLl,I/leHT Henonaaok Xewa He yCTaHOBI1EH

KomaHgHbIn
pexnm

Pexum koHdurypaumm npocmng

PykoBoacteo no
NCMNomnb30BaHUIO

UTobbl BOCCTAHOBUTL HACTPOMKM MO yMOn4YaHuo, 3anyctute no hash-
disturb B pexnme HacTporku npoduns

BknroyeHne unm oTkn4YeHue xXeww-CUHXPOoOHU3aumm
e OnuuoHanbHO

e BbinonHute aty onepaumto, 4ToObl yoeanTbes, 4To uplink- 1 downlink-noTokn nakeTos
OAHOro M TOro Xe Tuna nepegarTcs No OGHOMY U TOMY Xe NyTu.

KomaHga hash-disturb {ipv4 | ipv6 | fcoe| on }
Onuncanne ipv4: ykasbIBaeT, YTO XeLU-CUHXPOHU3aLumMs BKoYeHa angd naketos IPv4.
napameTpos

ipv6: yKasbIiBaET, YTO XELU-CUHXPOHN3aLMs BKNtoYeHa ansa naketos IPv6.
fcoe: ykasbiBaeT, 4To ona naketoB FCoOE BkMoveHa XeLu-CMHXPOHU3aLnS.

on: yka3blBaeT, YTO XeLl-CUHXPOHN3aLU A BKIMKOYEHa AA NakeToB B Moayne.
Pasnun4Hble Moaynn nogaepXKmBakoT pa3Hble TUMbl NaKeToB

Mo ymonyaHuio

YcTaHoBUTE ero no mepe HeobXxoanuMocCTy

KomaHaHbIn
pexum

Pexnm koHdurypaumm npodomns

PykoBoacteo no
1MCNONb30BaHNIO

Korga xel-cuHxpoHM3aums BktoveHa nsi naketor IPv4, IPv6 n FCoE no
mMepe HeobxogmmocTtu, ecnm uplink- n downlink-noTokn ogHOro M TOro e
TMMa NakeToB He OOJKHbI nepegaBaTbCA MO OOHOMY W TOMY Xe NyTw,
3anyctute oopmy NO 3TON KOMaHAbl B peXxnme KoHdurypaumm npodouns

Hactponka pexnma anroputma rnob6anbHoro 6anaHca tpacgumka Ha AP
e OnuuoHanbHo.
e BuinonHanTte a3ty onepauuio Npy u3MeHeHun Tpadimka, 4ToObl coxpaHuTb GanaHc

Tpadmka.
KomaHga aggregateport algorithm mode number
Onuncanne number: ykasbiBaeT pexum anroputma
napameTpoBs
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Mo ymonyaHuto | Pexum no ymonyaHuio 3aBuUCUT OT npodykta. BeinonHuTb KomaHgy show
aggregateport load-balance, 4to6bl NpoBEPUTEL HACTPONKM NO YMOMYaAHMIO

KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
pexum

PykoBoacteBo no | 3anyctute komaHgy no aggregate port algorithm mode B pexume
NCNonb3oBaHuio | rnobanbHOM  KOHdUrypauumn, 4YTobbl BOCCTAHOBUTbL HACTPOWKM MO
ymonyaHuio. 3anyctute komaHgy show running n show aggregateport
load-balance, 4To6bl NPOBEPUTL, BCTYNAET JIN OHA B CUITY

Hactponka pexuma nonyyeHus KoadcduumeHta 6OGanaHCUPOBKU ANA
TYHHENbHbIX NaKkeToB
e OnumoHanbHo. Mpw BbINONHEHUN GanaHCUPOBKM Harpy3ku UCMOSb3yTe 3Ty KOMaHAY,

YTOObI YKa3aTb pexunm noryvyeHuA KOS(*)(*)VILlI/IeHTa 6aJ'IaHCI/IpOBKI/1 Ona KOHKPETHbIX
TYHHEITbHbIX NaKkeToB, 4TOObI ONTUMN3NPOBATb 6aJ'IaHCI/IDOBKy Tpaq)w(a.

KomaHga aggregateport hash-header {inner | outer | inner-outer}
Onucanue inner: ykasbiBaeT BHYTPEHHWUI YPOBEHb B 3arofioBKE TYHHEMbHbIX NakeToB
napamMmeTpoB B Ka4YeCTBE UCTOYHMKA AN NonyyYyeHns koadduumeHTa banaHcMpoBKu.

outer: ykasblBaeT BHELUHUIA YPOBEHb B 3arofioBKE TYHHEIbHbIX NakeToB B
KayecTBe UCTOYHMKA ANS NoNyYeHus koaddmumeHTa 6anaHCpPoBKN.

inner-outer: ykasblBaeT KakK BHYTPEHHWA, TaKk W BHELUHWA YPOBHM B
3aronoBKe TYHHENbHbIX NaKeTOB B KayeCTBE WUCTOYHMKA ANl MOonyYeHus
KoadhpuumeHTa 6anaHCUpoBKU

Mo ymonyaHuio | KoHdomrypaums no yMonyaHuio 3aBMCUT OT NPOAYKTa

KomaHaHbIn Pexunm rnobanbHomn koHdurypauum
pexunum

PykoBoacteo no | Micnone3synte copmy default aTon komaHabl, 4TOObI BOCCTAHOBUTL PEXUM
NCNomnb30BaHWiO | cbopa AaHHBIX MO YMOMYaHMIO.

lMocne HacTpouku, ecnu kKomanga show running He oTobpaxaeT
KOHdoMrypaumio, CKOHOUIypupoBaHHbIA PeXnM coBnagaeT Co 3HAYEeHUEM
Mo YMOMYaHMIO.

NMPUMEYMAHUE: nopoepxuBaemMble napameTpbl KoHUrypaumm v TuUnbl
TYHHEIbHbIX MaKeToB 3aBUCAT OT NPOAYKTa

4.5.4.4. NMpoBepKa

e 3anyctute show running, 4To6bl 0TOBPa3NTbL KOHUIrypauuto.

e 3anyctute show aggregateport load-balance, 4To6bl 0TO6pa3nTb KOHGUrypauuo
GanaHCMpOBKM  Harpy3kM. Ecnu  yCcTpOMCTBO NOAAEPXKMBAET  KOHUrypaumio
GanaHcMpOoBKM Harpy3kun Ha onpegeneHHom nopty AP, 3anyctute show aggregateport
summary, 4tobbl 0TO6pa3nTb KOHMUIrypaLuuio.
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e 3anyctute show load-balance-profile, 4To6bl 0TOOpPa3nTL paclMpeHHbI NPoduUb
GanaHCMpOBKM HArpy3Kku.

KomaHga show aggregateport aggregate-port-number [ load-balance | summary |

Onucanwne aggregate-port-number: ykasbiBaeT Homep nopta AP.

fnapameTpos load-balance: oToGpaxaeT anroputm 6anaHcMpOBKW Harpy3Kku.
summary: otobpaxaeT CBOAKY NO KaXaoMy KaHany

KomaHaHbIn JTrobon pexxum

PEeXNM

PykoBoacteo no

MHdopmauua o Bcex noptax AP oTobpaxaeTcsd, ecrniv Bbl HE yKaxeTe

ncnonb3oBaHMio | Homep nopta AP
QTECH# show aggregateport 1 summary
AggregatePort MaxPorts SwitchPort Mode Load balance Ports
Ag1 8 Enabled ACCESS dst-mac Gi0/2
KomaHga show load-balance-profile [ profile-name ]
Onucanne profile-name: ykasbiBaeT uMsi npocurns
napameTpoBs
KomaHgHbIn JTrobon pexxum
pexunum

PykoBoacteo no
MCNONb30BaHNIO

OtobpakatoTcsl BCe paclMpeHHble Npoduin, ecrim He ykasaTb HOMep
npodouns

QTECH# show load-balance-profile module0
Load-balance-profile: module0

Packet Hash Field:

IPv4: src-ip dst-ip

IPv6: src-ip dst-ip

L2 : src-mac dst-mac vlan

MPLS: top-labe 12nd-label
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4.5.4.5. NMpumep KoHhUrypauum

HacTtpownka pexuma 6anaHcMpoOBKN Harpy3ku

CueHapun:

KommyTtarop A KommyTarop B

GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-6.

Warn
HaCTPOMKK

Hobasbte nopTtbl GigabitEthernet 1/1 u GigabitEthernet 1/2 Ha
kommyTaTope A k nopty 3 ctatuyeckoro AP.

[ob6aebTe noptbl GigabitEthernet 2/1 un GigabitEthernet 2/2 Ha
kommyTaTope B k nopTty 3 ctatmnyeckoro AP.

Ha kommyTaTope A HacTponTe 6anaHCMpOBKY HarpyskM Ha OCHOBE
MAC-agpeca ucTodHuka gng nopta 3 AP B pexume rrnobanbHom
KOHUrypauuu.

Ha kommyTaTope B HacTponTe 6GanaHCMpOBKY Harpysks Ha OCHOBE
MAC-agpeca HasHayeHuna gns nopta 3 AP B pexume rnobanbHom

KOHoUrypaumm

KommyTta-
TOop A

SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3
SwitchA(config-if-range)# exit

SwitchA(config)# aggregateport load-balance src-mac

KommyTa-
Top B

SwitchB# configure terminal

SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3
SwitchB(config-if-range)# exit

SwitchB(config)# aggregateport load-balance dst-mac

lMpoBepka

3anyctute show aggregateport load-balance,
KOHpurypauuto anroputma 6anaHcmMpoBKy Harpysku

YTOOBI

npoBepUTb

KommyTa-
Top A

SwitchA# show aggregatePort load-balance
Load-balance : Source MAC

@ §) QTECH

MWP OOCTYNHEE

131




PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa arpermpoBaHHOro nopta W

KommyTa-
Top A

witchB# show aggregatePort load-balance
Load-balance : Destination MAC

HacTtpoiika ynpaBneHus 6anaHCUMpPOBKOM XeLl-HarpysKku

CueHapun:

KommyTtarop A KommyTtarop B
GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-7.

Warn
HaCTPOWKU

e [lo6aebTte noptbl GigabitEthernet 1/1 n GigabitEthernet 1/2 Ha
KommyTaTope A K nopTty 3 ctatmnyeckoro AP.

e [loGaebTte noptbl GigabitEthernet 2/1 n GigabitEthernet 2/2 Ha
kommyTaTope B k nopTty 3 ctatmnyeckoro AP.

e Ha kommyTatope A OTKMIOUMTE XELU-CUHXPOHM3ALUMIO AN NakeToB
FCoE.

e Ha kommyTaTtope B OTKMOUMTE XELU-CMHXPOHM3AUMIO A1 NakeToB
FCoE.

e Ha kommyTaTope A HacTponTe KOI(PPULMEHT XeLl-Henonagok A.
e Ha kommyTaTope B HacTponTe KoappuLMEHT XeLl-Henonagok B.
e Ha kommyTaTope A BKIOUMTE MMOKUIA XELL.
e Ha kommyTtaTtope B BknounTe rmbkmnin xeLw

KommyTatop
A

SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3
SwitchA(config-if-range)# exit
SwitchA(config)#load-balance-profile
SwitchA(config-load-balance-profile)#no hash-symmetrical fcoe
SwitchA(config-load-balance-profile)#hash-disturb A
SwitchA(config-load-balance-profile) #exit
SwitchA(config)#aggregateport hash-elasticity enable

KommyTtaTtop
B

SwitchB# configure terminal

SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3
SwitchB(config-if-range)# exit
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SwitchB(config)#load-balance-profile
SwitchB(config-load-balance-profile)# no hash-symmetrical fcoe
SwitchA(config-load-balance-profile)#hash-disturb B
SwitchB(config-load-balance-profile)#exit
SwitchB(config)#aggregateport hash-elasticity enable

MpoBepka 3anyctute show running, 4To6bl NPOBEPUTL NPaBUSILHOCTL KOHMUIypaLmnm

4.5.4.6. PacnpocTpaHeHHble OWNOKKU

Monb3oBaTenb BKAOYAET XeLU-CUHXPOHM3aumo anga naketos IPv4, IPv6, FCoE n On. OgHako
KOHpurypaumsa He oTobpaxaeTcs, Koraa nonb3oBartenb 3anyckaet show running. 3To cBs3aHO
C TeM, YTO XelU-CUHXPOHM3auusa ans naketos IPv4, IPv6 n FCoE BknoveHa nNo ymonyaHuto.
Mocne Toro, Kak Nonb3oBaTeNlb OTKMOYMT YHKLMIO, 0TOBpasnTca koHdurypaums.

4.5.5. HacTpounka pexunma emkoctn AP

4.5.5.1. 3dhcekT KOHpUrypaumum

N3meHnTe MakcumarnbHoe KONnMuyecTBO HacTpauBaembix noptoB AP ©  MakcumanbHoe
KONMYECTBO NMOPTOB-YYaCTHUKOB B Kaxkaom rnopty AP.

4.5.5.2. NMpumeyaHus

e B cucteme yctaHoBneH pexum eMkocT AP no ymonyaHuto. Bbl moxeTe 3anyctuTb
KomaHgy show aggregateport capacity, 4ToObl 0TO6Pa3NTb TEKYLLNIN PEXNM EMKOCTMU.

e Ecnu tekywas koHurypaumsi (MakcMmanbHoOe Konm4ecTBo nopToB AP 1K KONMYEeCTBO
NOPTOB-Y4aCTHMKOB B KaxaoM nopTy AP) npeBbillaeT eMKOCTb, KOTOPY Heo6XoanMo
HaCTPOUTb, KOH(UIypaLMs peXxrmMma eMKOCTU 3aBEPLUNTCS OLUMOKON.

4.5.5.3. lWarn HacTpounku

Hactponka pexuma emkoctn AP
o (OnuuoHanbHO) BbINOAHNTE 3Ty HACTPOWKY, YTOOLI M3MEHUTbL eMKOCTb AP.

e BbinonHMTe 9Ty HACTPOWKY Ha YCTPOMCTBaX, MNOOAEPXKMBAOLWNX W3MEHEHNE
NPOMNYCKHOM cnOocoBHOCTM AP, Takmx Kak KOMMyTaTopbl S4pa.

KomaHga aggregateport capacity mode capacity-mode
Onuncanne capacity-mode: yka3biBaeT peXxmmMm eMKOCTU
napameTpoB

Mo ymonuaHmio | Mo ymMonuaHMIO peXmnmbl MNPOMYCKHOW cnocobHoctn AP 3aBUCAT OT
ycTponcTtBa. Hanpumep, 256x16 ykasbiBaeT, 4YTO YCTPOWCTBO UMeeT
Makcumym 256 noptos AP 1 16 NopTOB-y4aCTHUKOB B Kaxxaom nopty AP

KomaHaHbIn Pexwum rnobanbHoOn KoHUrypauum
peXunm
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PykoBoacteo no | B cucteme npeaycMoOTpeHO HECKOMBbKO PEXUMOB €MKOCTU Af1S1 YCTPOUCTB,
NCNONb30BaHNIO | NOAAEPKMBAKOLLMX HACTPOMKY pexmma emKocTU. YTobbl BOCCTaHOBUTH
HaCTPOKMKM NO yMOM4YaHuWIo, 3anycTuTe no aggregateport capacity mode B
pexume rnobanbHON KOHUrypauum

4.5.5.4. NMpoBepka

e 3anyctute show running, 4to6bl 0TO6pPa3NTL KOHPUIYpaLMIO.

e 3anyctute komaHay show aggregateport capacity, 4ToObl O0TOOpa3nTb TEKyLUWIA
pexum emkoctn AP 1 ncnonbsoBaHue emkoctn AP.

KomaHga show aggregateport capacity
KomaHgHbIn JTtobon pexnm
pexnm

QTECH# show aggregateport capacity
AggregatePort Capacity Information:
Configuration Capacity Mode: 128*16.
Effective Capacity Mode : 256*8.
Available Capacity : 128*8.

Total Number: 128, Used: 1, Available: 127

4.5.5.5. NMpumep KoHUrypaumum

HacTponka pexuma emkoctun AP

CueHapun:
KommyTtarop A KommyTtarop B
GigabitEthernet 1/1 GigabitEthernet 2/1
GigabitEthernet 1/2 GigabitEthernet 2/2
PucyHok 4-8.
Larn e [lobaebTe nopTbl GigabitEthernet 1/1 wu GigabitEthernet 1/2 Ha
HaCTPONKK KoMmmyTaTope A K nopTy 3 ctaTtnyeckom AP.

e [lobasbTe nopTbl GigabitEthernet 2/1 wn GigabitEthernet 2/2 Ha
KommyTaTope B Kk nopty 3 ctaTtuyeckon AP.

e Ha kommyTatope A HacTpouTe pexum MnpornyckHom crnocobHoctn AP
128x128.

e Ha kommyTatope B HacTpounTe pexum nponyckHom crnocobHoctn AP
256x64
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KommyTa- SwitchA# configure terminal
R0 /2 SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3
SwitchA(config-if-range)# exit

SwitchA(config)# aggregateport capacity mode 128*128

KommyTa- SwitchB# configure terminal
Top B SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# port-group 3
SwitchB(config-if-range)# exit

SwitchB(config)# aggregateport capacity mode 256*64

KOHUrypauuo pexmma emkoctn AP

Mpoeepka | 3anyctute komangy show aggregateport capacity, 4To6bI

npoBepuUTbL

KommyTta- SwitchA# show aggregatePort capacity
Top A AggregatePort Capacity Information:
Configuration Capacity Mode: 128*128.
Effective Capacity Mode : 128*128.
Available Capacity Mode : 128*128.

Total Number : 128, Used: 1, Available: 127

KommyTta- SwitchB# show aggregatePort capacity
o1 AggregatePort Capacity Information:
Configuration Capacity Mode: 256*64.
Effective Capacity Mode : 256*64.
Available Capacity Mode : 256*64.

Total Number : 256, Used: 1, Available: 255

4.5.6. BknoyeHne BFD ana noptoB-y4acTHUKoB AP

4.5.6.1. ekt KOHpUrypauumn

e Bkntounte BFD gns Bcex nopToB-y4aCTHMKOB YKaszaHHOro nopta AP.

e [locne BkntoueHnsa BFD ansa nopta AP kaxabli NOPT-y4acTHUK BbINONHAET BFD, 4To6bl
onpefennTb, criegyeT Ny pacnpefenaTb nakeTbl HA NOPT-y4aCTHUK ONSA peanusauuu
GanaHcupoBkM Harpy3ku. Korga BFD obHapyxmBaeT, YTO MOPT-YYaCTHUK OTKIIHOYEH,
nakeTbl He pacnpegenstoTca Ha nopt. Korga BFD obHapyxuBaeT, 4TO NOPT-y4aCTHUK

BOCCTaHOBMEH B COCTOsIHUM Up, NakeTbl CHOBa pacnpeaenstoTcs Ha nopT.
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4.5.6.2. MpumeyaHus

Mocne BkntoyeHna BFD ans nopta AP HacTpamBatoTcst ceaHcbl BFD. YUToObl ceaHchl
BCTYNUNKN B cuny, Bam Heobxoammo HacTpouTb napameTpbl BFD. [JononHutenbHble
csefeHunsa cM. B pasgerne Reliability Configuration Hactpownka BFD.

BkntoyeHne wunu  oTkniodeHne BFD  gna  ogHoro nopTa-yvactHuka AP He
nogaepxmeaeTtcd. Bbl OMKHBI BKAOYMTL Unn oTKNoYnTe BFD anga scewn rpynnbl AP.

TonbKo MOPThI-y4aCTHUKM B COCTOSAHUM Mepechifikn  BkoYeHsl ¢ BFD. Ecnu
NopT-y4aCTHUK HE HAXOOUTCS B COCTOSIHUM NEPECLINKN U3-3a TOro, 4YTo kKaHan unm LACP
He paboTaeT, ceaHc BFD Ha nopTy-y4acTHUMKY aBTOMaTUYECKN yaanseTcs.

Ecnn gocTyneH TONbKO OAMH MOPT-YYaCTHUK (B COCTOSIHUM MEPECHISNKKN), BCe NaKeThbl
pacnpegendaTca Ha 3ToT nopT. B atom cnyvyae BFD He paboTtaet. Koroa mmeetcs
Bonee ogHOro 4OCTYNHOro nopra-yvyactHuka, BFD cHoBa BCTynaeT B cury.

4.5.6.3. lWWaru HacTpouku

BknioyeHune BFD ansa noptoB-y4yacTHUKoB AP

(OnuunoHanbHo) Bkniounte BFD, ecnn BamM HyXHO onpegenuTb cborM Nyt Ha
nopTax-ydacTHMKax B MWUNMCEKyHOaX. Tpaduk No HeucnpaBHOMY KaHany Oyaer
nepekntoYeH Ha kaHanbl ApyrMx y4acTHUKOB B criydae cbos cBaau.

BbinonHuTe 3Ty HACTPOWKYy Ha YCTPOWCTBaX, KOTOpble MOALEPKMBAOT KOPPEnsuumio
AP-BFD.

KomaHga aggregate bfd-detect {ipv4 | ipv6} src_ip dst_ip
Onuncanne ipv4: BkntoyaeT IPv4 BFD, ecnu nopTt AP HacTpoeH ¢ agpecom IPv4.
napameTpoB

ipv6: BkntovaeT IPv6 BFD, ecnun nopT AP HacTpoeH ¢ agpecom IPv6

src_ip: ykasbiBaeT ucxogHoln IP-agpec, 1. e. IP-agpec, HaCTPOEHHbIN ANs
nopta AP.

dst_ip: ykasbiBaeT IP-agpec HasHayeHus, T. e. IP-agpec, HACTPOEHHbIN Ha
nopty peer AP

Mo ymonyanuio | Mo ymonyaxuio BFD oTkntoueH

KomaHaHbIn Pexnm koHdurypaumm nutepdenca ykasaHHoro nopta AP
pexum

Pykoeogcteo no | 1. Yto6bl ceaHcbl BFD Bctynunm B cuny, HeobGXoOuMO HacTpOUTb
NCMOosb30BaHNIO napameTpbl BFD. JononHuTenbHble cBegeHus cM. B pasgerne Reliability

Configuration HacTtporika BFD.
2. PaanuyHble NpoaykTbl MOryT NnogaepXmBath pasHole IPv4/IPv6e BFD.

3. [Onsa nopta AP mMoxHO BktounTb Kak IPv4 BFD, Ttak n IPv6e BFD, ecnu
OHM 06a NoaaepKMBaloTCS.

4. Tlocne BkntodeHns BFD gna nopta AP ceaHcel BFD aBTOMaTuyecku
HacTpamBalOTCA Ha ero NopTax-y4aCcTHUKax B COCTOSSHUW NEePeChINKA

4.5.6.4. NpoBepkKa

3anyctute show running, 4To6bl 0TOGPA3UTL KOHPUIYpaLMIO.
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e 3anyctute show interface aggregateport, 4yto6bl 0TOGpPa3nTL cocTosHMe BFD
NopTOB-y4aCTHUNKOB AP.

KomaHga show interface aggregateport ap-num
Onucanwne ap-num: ykasbiBaeT Homep nopta AP
napamMmeTpoB

KomaHgHbIn JTrobon pexxum

pexmm

QTECH# show interface aggregateport 11

Aggregate Port Informations:

Aggregate Number: 11

Name: "AggregatePort 11"

Members: (count=2)
GigabitEthernet 0/1 Link Status: Up Lacp Status: bndl BFD Status: UP
GigabitEthernet 0/2 Link Status: Up Lacp Status: susp BFD Status: Invalid

4.5.6.5. NMpumep KoHUrypaumum

BkntoyeHue IPv4 BFD ana noptoB-y4acTHUKoB AP

CueHapwui:
KommyTtartop A KommyTtartop B
GigabitEthernet 1/1 GigabitEthernet 2/1
GigabitEthernet 1/2 GigabitEthernet 2/2
PucyHok 4-9.
Larn o Bkniounte LACP gnsa noptoB GigabitEthernet 1/1 n GigabitEthernet 1/2
HaCTPONKK Ha kKommyTaTope A 1 gobasbTe nopThl B nopT 3 AP LACP.
o Bkniounte LACP gnsa noptoB GigabitEthernet 2/1 n GigabitEthernet 2/2
Ha komMmyTaTope B 1 gobasbTe nopThl B nopT 3 AP LACP.
e Hactpoute IP-agpec 1.0.0.1 ansa nopta AP 3 Ha kommyTatope A un
BkntoumnTe IPv4 BFD.
e Hactponte IP-agpec 1.0.0.2 gna nopta AP 3 Ha kommyTaTope B u
Bkntoumnte IPv4 BFD
KommyTa- SwitchA# configure terminal
[EEL SwitchA(config)# interface range GigabitEthernet 1/1-2
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SwitchA(config-if-range)# no switchport

SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# exit

SwitchA(config)# interface aggregateport 3
SwitchA(config-if-Aggregateport 3)# ip address 1.0.0.1
SwitchA(config-if-Aggregateport 3)# aggregate bfd-detect ipv4 1.0.0.11.0.0.2
SwitchA(config-if-Aggregateport 3)# bfd interval 50 min_rx 50 multiplier 3

KommyTa- SwitchB# configure terminal
Top B SwitchB(config)# interface range GigabitEthernet 1/1-2
SwitchB(config-if-range)# no switchport

SwitchB(config-if-range)# port-group 3 mode active
SwitchB(config-if-range)# exit

SwitchB(config)# interface aggregateport 3
SwitchB(config-if-Aggregateport 3)# ip address 1.0.0.2
SwitchB(config-if-Aggregateport 3)# aggregate bfd-detect ipv4 1.0.0.2 1.0.0.1

SwitchB(config-if-Aggregateport 3)# bfd interval 50 min_rx 50 multiplier 3

Mpoeepka | 3anyctute show run, 4ToGbl NPOBEPUTbL, BCTYNWUMA NN KOHUIypaLUs B CUITY.

3anyctute show interface aggregateport, 4ytobbl 0TO6pa3nTL coctosiHe BFD
nopToB-y4YyacTHUKoB AP

KommyTa- SwitchA# show run | include AggregatePort 3
Top A Building configuration...

Current configuration: 54 bytes
interface AggregatePort 3

no switchport

ip address 1.0.0.1

aggregate bfd-detect ipv4 1.0.0.11.0.0.2
bfd interval 50 min_rx 50 multiplier 3

SwitchA# show interface aggregateport 3

Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
Members: (count=2)
GigabitEthernet 1/1 Link Status: Up Lacp Status: bndl BFD Status: UP
GigabitEthernet 1/2 Link Status: Up Lacp Status: bndl BFD Status: UP
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KommyTa- SwitchB# show run | include AggregatePort 3
Top B

Building configuration...

Current configuration: 54 bytes
interface AggregatePort 3

no switchport

ip address 1.0.0.2

aggregate bfd-detect ipv4 1.0.0.2 1.0.0.1
bfd interval 50 min_rx 50 multiplier 3

SwitchB# show interface aggregateport 3

Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
Members: (count=2)
GigabitEthernet 1/1 Link Status: Up Lacp Status: bndl BFD Status: UP
GigabitEthernet 1/2 Link Status: Up Lacp Status: bndl BFD Status: UP

4.5.6.6.

1.
2.

PacnpocTpaHeHHble ownbku

Ecnn BFD BkntoyeH gns nopta AP 6e3 napameTtpos BFD, BFD He BcTynaeT B cuny.

Mocne Toro, kak BFD BkntoueH ans nopta AP, coceq BFD gomkeH 6biTb HAanpsmyto
noAxnoYeHHbIM noptom AP, BKMoYeHHbIM ¢ BFD.

4.5.7. HacTtporka npeano4vTuTesibHOro nopTta-y4actHumka AP

45.7.1.

AdrhbekT KOHUrypauum

HacTpoiTe nopT-y4yacTHUK B Ka4eCTBe NpeanovTUTENbHOro nopTa-yyacTtHuka AP.

Mocne HacTpoKKkM NPeanoYTUTENBLHOIO NopTa-y4yacTHUka naketol VLAN ynpaBneHnsa Ha
nopte AP nepeHanpaBndloTCA 3TUM NMOPTOM.

NMpumeyaHus

JononHuTtenbHble cBegeHna o HacTporke VLAN gnga ynpaeneHusi CM. B pasgene
HacTtpownka MAC.

[nsa opgHoro nopta AP MOXHO HacTpouTb TOSMbKO OAWH NpPeanoYTUTENbHbIN
MoOpPT-y4aCTHUK.

Mocne Toro, kak nopT-yv4acTHUK AP LACP HacTpoeH B KadecTBe NnpeanoyTUTesibHOro
noprta-y4yactHuka AP, ecnu cornacosaHne LACP Ha Bcex noptax-ydactHukax AP He
yaaeTcd, npeanoyvTUTENbHbIA MOPT aBTOMATUYECKU TOHWKaeTCAa [0 CTaTU4ecKoro
noprta-y4yactHuka AP.
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4.5.7.3. lWaru HacTpouku

HacTtpoiika npeanoyYTuTeNnbHOro nopTa-y4yactHuka AP

(OnumoHanbHO) BbINonHWTE 3Ty HACTPOMKY, 4YTOObI yKasaTb MNOPT-ydacTHUK AP,
npegHa3HayeHHbIN ANs nepecbinkn naketos ynpasneHns VLAN.

KoHdurypauma npumeHnma K [OBYXCUCTEMHbLIM cepBepaMm. Hactpowte nopr,
nogknoyeHHoln K ynpasneHnio NIC cepBepa, B KadecTBe MpeanovTUTENbLHOro
nopTa-y4acTtHuka AP.

KomaHnpa aggregateport primary-port

Mo ymonuanmio | Mo ymonyaHuMio, HM OOWH nopT-ydacTHMK AP He aBnsetcs

npegnovYTuTesribHbIM NOPTOM

KomaHaHbIn Pexnm HacTponkn nHtepdernica nopta-y4actHuka AP
pexmm

4.5.7.4. NpoBepkKa

3anycTtute show running, 4To6bl 0TOOBPA3UTL KOHPUTYpaLKIO.

3anyctute show interface aggregateport, 4Tobbl 0TOOPa3nTbL NPELNnOYTUTENbHbIN
nopT-y4yacTHUK AP.

KomaHga show interface aggregateport ap-num
Onuncanne ap-num: ykasblBaeTt Homep nopta AP
napameTpos

KomaHgHbIn JTrobon pexxum

pexum

QTECH# show interface aggregateport 11

Aggregate Port Informations:
Aggregate Number: 11
Name: "AggregatePort 11"
Members: (count=2)
Primary Port: GigabitEthernet 0/1
GigabitEthernet 0/1 Link Status: Up Lacp Status: bndl
GigabitEthernet 0/2 Link Status: Up Lacp Status: bndl
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4.5.7.5. NMpumep KoHhUrypauum

Hactpouka npeanoyTtutenbLHOro noprta-yyactHmka AP
CueHapun:

Cepsep

NIC 1 KommyTarop A

GigabitEthernet 1/1

TR

GigabitEthernet 1/2

NIC 2
YnaneHHbIn cepeep
PucyHok 4-10.
Warn e Bknounte LACP ansa noptos GigabitEthernet 1/1 n GigabitEthernet 1/2
HaCTPOWKU Ha kommyTaTope A n gobasbTe nopThl B nopT 3 AP LACP.
e Hactponte nopt GigabitEthernet 1/1 Ha kommyTaTope A B kavecTBe
npeanoyTUTENbLHOro nopTa.
e Hactponte VLAN 10 Ha kommyTaTope A B KayecTBe ynpasnstoLiemn
VLAN
KommyTta- SwitchA# configure terminal

Top A SwitchA(config)# interface range GigabitEthernet 1/1-2

SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# exit

SwitchA(config)# interface gigabitEthernet 1/1
SwitchA(config-if-GigabitEthernet 1/1) aggregateport primary-port
SwitchA(config-if-GigabitEthernet 1/1)# exit

SwitchA(config)# aggregateport-admin vlan 10

SwitchA(config)# interface aggregateport 3
SwitchA(config-if-Aggregateport 3)# switchport mode trunk
SwitchA(config-if-Aggregateport 3)#

Mposepka | 3anyctute show run, 4ToGbI NPOBEPUTL, BCTYNWMA NN KOHUTypauusi B cuny.

3anyctuTte show interface aggregateport, YTOObI oTobpasnTtb
NpPeAnoYTUTENbHbIN NOPT-y4acTHUK AP

KommyTa- SwitchA# show run | include GigabitEthernet 1/1
T Building configuration...
Current configuration: 54 bytes

interface GigabitEthernet 1/1
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aggregateport primary-port
portgroup 3 mode active

SwitchA# show interface aggregateport 3

Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
Members: (count=2)
Primary Port: GigabitEthernet 1/1
GigabitEthernet 1/1  Link Status: Up Lacp Status: bndl
GigabitEthernet 1/2  Link Status: Up Lacp Status: bndl

4.5.8. Hactporka MUHMManbHOro Konuyectsa MNOpPTOB-y4YacTHUKoB LACP

AP

4.5.8.1. ekt KOHpUrypaumum

MNMocne HACTPOMKM MWHUMANbLHOTO KOMUYecTBa MOPTOB-yYacTHMKOB AP rpynna arperaumu
BCTyMNaeT B CUIy TOMNbKO TOrAa, Koraa KonmyecTBO NOPTOB-YYaCTHUKOB GOrblle MUHUMANbHOMO

yuycna.

4.5.8.2. NpumeyaHus

Ecnu konuyectBo noptoB-yyacTHMkoB AP LACP gns rpynnel arperaumn LACP MeHbLue,
YyeM MWHMManNbHOE HAaCTPOEHHOe KONMYecTBO MOPTOB-yyacTHUKOB AP, Bce
NopTbl-y4acTHUKN AP HaxoasaTcst B COCTOSAHUM OTMEHbI NPUBSA3KN.

[Mocre HacTpOWMKM MUHUMANbHOrO KONMYecTBa MOPTOB-YYACTHUKOB cTaTuydeckux AP,
€Cfnn KONnM4yecTBO MOPTOB-YYACTHUKOB cTatuyeckux AP B coctodaHum Up MeHblue
MWHMMAaITbHOrO Yncria, NopTbl-y4acTHUKU cTaTudeckux AP B cocTodHun Up He MoryT
nepecbinatb AaHHble, a cooTBeTcTBYOWas AP He paboTtaeT. OgHako Ha COCTosHME
peera aTto He BnusieT. CnegoBaTenbHO, COOTBETCTBYOWME PYHKUNN AOSMKHbI BbITh
HaCTpPOEHLI Ha peer’e.

4.5.8.3. lWaru HacTpounkKu

HacTtpoiika MMHUManbLHOro KonnyecTBa NOPTOB-y4acTHMKOB AP

(OnuunoHanbHO) BbINOMHMTE 3Ty HACTPONKY, YTODOLI Yka3aTb MUMHMMAarbHOE KOJNTMYECTBO
NOpPTOB-y4YacTHMKOB AP.

KomaHga aggregateport member minimum number
Onucaxve number: ykasblBaeT MMHMManbHOE KOSIMYECTBO NOPTOB-y4aCTHUKOB
napameTpoB

Mo yMon4yaHuto Mo yMOI4aHntio MMHUMaribHOE KOJTN4eCTBO NOPTOB-Y4aCTHUKOB paBHO 1
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KomaHgHbIn
pexnm

Pexum koHdurypaunm nHrtepderica ykasaHHoro nopta AP

HacTtponka MMHUManNbLHOro KonmMyecTsa NOPTOB-y4acTHUMKOB AP (aencTteue)

e  (OnuuoHanbHo) BbinonHUTe 3Ty HAaCTPOWKY, Koraa KONMMYeCcTBO NOPTOB-y4aCTHUKOB AP
B COCTOSAAHMM Up MeHbLUE MUHMMAarbHOMO KorimyecTsa NopTOB-y4acTHUKOB AP.

KomaHga aggregateport member minimum action [shutdown]
Onucaxuve shutdown: oTkno4YaeT OObEAUHEHHbLIN MOPT, KOraa  KONMYECTBO
napameTpoB noptoB-yyactHukoB AP B cocTosHuM Up MeHblle MUHUManbHOro

KonunyecTtsa NOpTOB-y4yacTHUKoB AP

Mo ymonyaHuo

Mo yMOn4yaHn HNUKakoe DencTBune He 3anyckaeTcd

KomaHgHbIn
pexum

Pexum koHdurypaumm nHtepdenica ykasanHoro nopta AP

4.5.8.4. NpoBepkKa

e 3anyctute show running, 4Tobbl 0TOBPa3nTbL KOHUIrypauuio.

e 3anyctute

show interface aggregateport, 4T0GbI OTOGpPaA3NTL COCTOSIHME

NopTOB-y4YacTHMKOB AP.

KomaHga show interface aggregateport ap-num
Onuncanne ap-num: ykasblBaeTt Homep nopta AP
napameTpos

KomaHgHbIn JTrobon pexxum

pexunm

QTECH# show interface aggregateport 3

Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"
Members: (count=2)
GigabitEthernet 0/1 Link Status: Up Lacp Status: bndl
GigabitEthernet 0/2 Link Status: Up Lacp Status: bndl
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4.5.8.5. NMpumep koHhUrypauum

HacTtponka MuHMManbHOro Konu4yectBa nopToB-yyacTHuUkoB LACP AP c
KonnyecTtBOM NopTtoB-y4yacTHUKOB LACP AP MeHblue MMHUMaNbHOro Konnyecrtea
nopTtoB-y4yacTHukoB LACP AP

CueHapun:

KommyTtarop A KommyTtarop B
GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-11.

Warn
HaCTPOWKU

e Bxnounte LACP gnsa noptoe GigabitEthernet 1/1 n GigabitEthernet
1/2 na kommyTaTope A 1 fobasbTe nopThl B NopT 3 AP LACP.

e Bxnounte LACP ans noptoB GigabitEthernet 2/1 n GigabitEthernet
2/2 Ha kommyTaTope B n gobasbTe nopThl B nopT 3 AP LACP.

e Ha kommyTaTope A yCTaHOBUTE MUHMMArNbHOE KONUYECTBO NOPTOB-
y4acTHukoB nopta AP ¢ 3 Ha 3

KommyTtaTtop
A

SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# no switchport
SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# exit

SwitchA(config)# interface aggregateport 3

SwitchA(config-if-Aggregateport 3)# aggregateport minimum member 3

KommyTaTtop
B

SwitchB# configure terminal

SwitchB(config)# interface range GigabitEthernet 2/1-2
SwitchB(config-if-range)# no switchport
SwitchB(config-if-range)# port-group 3 mode active
SwitchB(config-if-range)# exit

SwitchB(config)# interface aggregateport 3

SwitchB(config-if-Aggregateport 3)# aggregateport minimum member 3

MpoBepka

e 3anyctmte show run, 4to0Gbl MpPOBEPUTb, BCTynNura nu
KOH(purypaums B cuny.

e 3anyctute show lacp summery, 4To6bl 0TOOpPa3nTL COCTOSHWUE
arpermpoBaHus Kaxgoro nopra-ydactHuka AP
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KommyTtaTtop SwitchA# show LACP summary 3

A System 1d:32768, 08c6.b3.0001

Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State

Gil/1 SA bndl 32768 0x3  0Ox1 0x3d

Gil/2 SA bndl 32768 0x3 0x2 0x3d
Partner information:

LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State

Gil/1 SA 32768 08c6.b3.0002 0x3  Ox1 0x3d
Gil/2 SA 32768 08c6.b3.0002 0x3 0x2  0x3d

HacTtpoka MMHMManbLHOro kKomnuyectBa noptoB-yyactHukoB LACP AP c¢
KonuyectBomM nopTtoB-yyactTHukoB LACP AP He MeHble MWHUMaNbLHOro
KonuyecTtBa noptoB-y4yacTHukos LACP AP

KommyTtartop A KommyTtartop B
GigabitEthernet 1/1 GigabitEthernet 2/1

GigabitEthernet 1/2 GigabitEthernet 2/2

PucyHok 4-12.

Warn e Bkniounte LACP ans nopToB GigabitEthernet 1M,
HaCTPOMKK GigabitEthernet 1/2 n GigabitEthernet 1/3 Ha kommyTaTope A n
pobaebTte nopthl B nopt 3 AP LACP.

o Bkntounte LACP ansa noptoe GigabitEthernet 2/1, GigabitEthernet2/2
n GigabitEthernet 2/3 Ha kommyTaTOpe B n gobasbTe nopThl B NOpT 3
AP LACP.

e YCcTaHoBUTE MUHMMAsIbHOE KONMUYECTBO MOPTOB-y4aCTHUKOB MopTa
LACP AP c 3 Ha 2
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KommyTtatop
A

SwitchA# configure terminal

SwitchA(config)# interface range GigabitEthernet 1/1-3
SwitchA(config-if-range)# no switchport

SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# exit

SwitchA(config)# interface aggregateport 3
SwitchA(config-if-Aggregateport 3)# aggregateport member minimum 2

KommyTtaTtop
B

SwitchB# configure terminal

SwitchB(config)# interface range GigabitEthernet 2/1-3
SwitchB(config-if-range)# no switchport
SwitchB(config-if-range)# port-group 3 mode active
SwitchB(config-if-range)# exit

SwitchB(config)# interface aggregateport 3

SwitchB(config-if-Aggregateport 3)# aggregateport member minimum 2

MpoBepka

3anyctute show run, 4To6bl NPOBEPUTL NPABUITLHOCTL KOHMUIypaLuuu.

3anyctute show lacp summery, 4Tobbl 3anpocuTb CTaTyC Kaxgoro
nopTta-y4yactHuka nopta AP

KommyTtaTtop
A

SwitchA# show LACP summary 3

System 1d:32768, 08c6.b3.0001

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State
Gil/1 SA bndl 32768 0x3  OxI 0x3d
Gil/2 SA bndl 32768 0x3 0x2 0x3d
Gil/3 SA bndl 32768 0x3 0x3  0x3d
Partner information:

LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State
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Gil/1 SA 32768 08c6.b3.0002 0x3  Ox1 0x3d
Gil/2 SA 32768 08c6.b3.0002 0x3 0x2  0x3d
Gil/3 SA 32768 08c6.b3.0002 0x3 0x3  0x3d

4.5.8.6. PacnpocTpaHeHHble OWnoKu

Konnyectso noptoB-yvyactHukos AP LACP B rpynne arperaumm LACP MeHblle, 4em
MWHUMasSibHOE HaCTPOEeHHOE KONMYecTBO MOpToB-y4acTHUKOB AP, rpynna arperaunmn LACP He
Haxo4uTCsa B COCTOSIHUM NPUBS3KN.

4.5.9. BknroyeHue ¢pyHKuUM HezaBucumoro noprta LACP

4.5.9.1. AdhcekT KOHpUrypaumum

4.5.9.2.

Mocne BkM4YeHMs yHKUMKM HesaBucumoro nopta LACP nopt-yyactHuk LACP
aBTOMATUYECKN MEHSIETCH Ha OBLLMIN PU3NYECKUA MOPT, ecnu NopT-y4acTHUK LACP He
nony4vaet nakeTtol LACP B TeuyeHue yCTaHOBIIEHHOIoO nepuoga BpeMeHU OXUOaHUS.
CocTosHue nopta-y4actHuka LACP nsameHseTtca Ha individual, n nopT-yyactHuk LACP
MOXET MpaBunbHO NnepecbinaTh NakeTbl.

Mocne Toro, kak nopT-ydacTHMk LACP nonyyaetr naketel LACP, OH cHoBa
nepekntovaeTcs Ha He3aBmcMbIn NOpT LACP ans BbINOMHEHNS COrnacoBaHns NakeTos
LACP.

Mepuropn Tanm-ayTa HE3aBMCMMOro NOpTa MOXXHO HAaCTPOUTL B KOHApUrypaumm.

MpumevaHunn

Mocne BkntoveHna pyHKUMM Hesasmucumoro nopta LACP nopTt-ydacTtHuk LACP He cpasy
namMeHnTca Ha obwmn dusmdecknin nopt. [MopT-yyactHuk LACP MeHsieTcs Ha
He3aBUCMMbIA NOPT (06LWMiA prnanYeckmii NOpPT) TONBKO B TOM Criydae, ecriv OH He
nony4yaet nakeTbl LACP B TeyeHWe yCTaHOBNEHHOro TanM-ayra.

KoHdurypauna nepuoga tanm-ayta ans Hesasucnmoro nopta LACP BnvsieT TONbKO Ha
Te NopTbl-y4acTHUKN LACP, KOTOpble He NpeBpaTUiUChL B HE3aBUCUMBbIE NOPTLI. [locne
HaCTpPOKMKM Nepuoga TanM-ayTa pacdeT nepmoaa Bo30OHOBUTCS.

B pexume agnutenbHoro tamm-ayta naket LACP otnpaensietca kaxgble 30 cekyHn.
Mepwuog Tanm-ayTa gormkeH ObiTb 6onbLue 30 cekyH, YTOObI HE BNUATL Ha HOpMaribHOe
cornacosaHne LACP. PekoMeHayeTcsl HAcTpoUTb Nepuon TanM-ayta Kak MUHUMYM B
OBa pasa bonblie nepuoga otnpaekm naketa LACP. B TeuyeHne kopoTkoro nepmoga
TanM-ayTa orpaHn4yeHnin Her.

4.5.9.3. lWaru HacTpounKu

Bknro4yeHune ¢pyHKkumnmn HesaBucumoro noprta LACP

OnumoHanbHo.

BbinonHute 3Ty onepaumto, YToOblI MOPT-y4aCTHUK arpernpoBaHHon rpynnel LACP mor
HOpMarbHO Mepechbiiatbh nakeTbl, Korga nopt-ydactHUK LACP He MOXeT BbIMOMHATL
cornacosaHve LACP.

KomaHga lacp individual-port enable

Mo ymonuaHuto | Mo ymonyaHuio yHkums Hesasmcumoro nopta LACP oTknoyeHa
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KomaHaHbIn Pexum koHdurypaunm nitepderica
pexnm

Hactpouka nepuona taum-ayrta ansa Hesasucumoro nopta LACP
e  OnuuoHanbHo.

° BbinonHute 9Ty onepauuto, Korga He3aBuCMMOMY MOpPTY LACP HeO6XO,EI,VIMO HaCTpOUTb
nepumoa Ta|7|M-ayTa.

KomaHga lacp individual-timeout period time
Onucanne time: nepvopg Tanm-ayTta. nanasoH 10-90, eanHnua namepeHus cekyHapl
napameTpoB

Mo ymonuanuto | MNepwuopa Tanm-ayta He3aBucumoro nopta LACP no ymonyaHuio coctaBnseT
90 cekyHg

KomaHgHbIn Pexunm rnobanbHon KoHurypawmm
pexum

4.5.9.4. NpoBepkKa

e 3anyctute show running, 4Tobbl 3aNPOCUTL COOTBETCTBYHOLLYIO KOH(MIypauuio.

e 3anyctmute show interface aggregateport, 4TOGbI 3anNPoOCUTb COCTOSIHME
nopTa-y4yactHuka AP.

KomaHga show interface aggregateport ap-num
Onuncanne ap-num: ykasbiBaet Homep AP
napameTpos

KomaHaHbIn Bce pexnmbl

pexunm

MNpencrtasnenve | QTECH# show interface aggregateport 3

KOMaHabl

Aggregate Port Informations:
Aggregate Number: 3
Name: "AggregatePort 3"

Members: (count=2)

GigabitEthernet 0/1 Link Status: Up Lacp Status: individual
GigabitEthernet 0/2 Link Status: Up Lacp Status: individual
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BknioyeHune dpyHKuMn HezaBucumoro nopta LACP
CueHapun:

NIC 1
GigabitEthernet 1/1

SETE

GigabitEthernet 1/2
NIC 2

Cepeep YeTpoicTBo goctyna Cetb YCTPOMCTBO yAANEHHOW
ycTtaHoeku OC

PucyHok 4-13.

Onuncanne Kak nokasaHo Ha PucyHke 4-13, cepep ncnonbsyeT NIC 1 n NIC 2 B kavecTBe
KOMMYHUKaUMOHHbIX NOPTOB Ana goctyna Kk noptam Gigabitethernet1/1 u
Gigabitethernet1/2 yctponictBa poctyna. B rpynny arperaumm LACP
pobasnstotca nopTel Gigabitethernet1/1 n Gigabitethernet1/2, Hanpumep,
nopt AP 3. Bbigensetcs koHkpeTHas VLAN, Hanpumep, VLAN 10. ®yHkuns
He3aBucumoro nopta LACP BkniouyeHa gns noptoB Gigabitethernet1/1 u
Gigabitethernet1/2. Ecnn OC He ycTaHOBneHa Ha cepBepe, corflacoBaHue
LACP wmexngy cepBepoM M YCTPOMCTBOM AOCTyMna He BbINOMNHAETCSA. B aTom
cnyyae nopTbl Gigabitethernet1/1 n Gigabitethernet1/2 yctponctea goctyna
MeHsITCA Ha obLwme usmyeckre nopTbl 1 aBTOMATUYECKN BbIAENSAOTCA AN
VLAN 10. CepBep ncnonb3yeT ceTeBylo KapTy 1 unm ceTeBylo kapTy 2 Ans
CBA3M C yganeHHbiM ycTponcTeom yctaHoBku OC. lNocne yctaHoekn OC
cepBep NOAKMYaETCH K YCTPONCTBY goctyna B pexume LACP

Warn e Bkniounte LACP gna noptoB  GigabitEthernet 1/1  u
HaCTPOMKK GigabitEthernet 1/2 Ha ycTponcTBe goctyna m gobaBbTe NopTbl B
nopt 3 AP LACP.

e Bkniounte ddyHkumo HesaBucumoro nopta LACP gna noptos
GigabitEthernet 1/1 n GigabitEthernet 1/2 Ha ycTpoicTBe goctyna.

e Bobigenute nopt AP 3 Ha ycTtponctee goctyna gnsa VLAN 10

KommyTatop SwitchA# configure terminal
A SwitchA(config)# interface range GigabitEthernet 1/1-2
SwitchA(config-if-range)# port-group 3 mode active
SwitchA(config-if-range)# lacp individual-port enable
SwitchA(config-if-range)# exit

SwitchA(config)# interface aggregateport 3
SwitchA(config-if-Aggregateport 3)#switch access vlan 10

SwitchA(config-if-Aggregateport 3)#
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I'IpOBepKa 38|'IyCTI/ITe show run, YTOObI NnpoBEPUTL NMPaBUIIbHOCTb KOHd)I/IpraLWIVI.

3anyctnte show lacp summery, 4TOObl 3anpocUTb CTATyC KaXKOoro
nopTa-y4yacTtHuka nopta AP

KommyTtatop
A

SwitchA# show LACP summary 3

System 1d:32768, 08c6.b3.0001

Flags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:

Local information:

LACP port Oper Port Port

Port Flags State Priority Key Number State

Gil/1 SA individual 32768 0x3  0Ox1 0x3d
Gil/2 SA individual 32768 0x3 0x2  0x3d
Partner information:

LACP port Oper Port Port

Port Flags Priority Dev ID Key Number State

Gil/1 SA 32768 08c6.b3.0002 0x3  Ox1 0x3d
Gil/2 SA 32768 08c6.b3.0002 0x3 0x2  0x3d

4.6. MOHUTOPUHT

4.6.1. Ouyncrtka

OnucaHue

KomaHga

OuunwaeTt ctatnuctuky naketo LACP Ha | clear lacp counters [key-number | interface-type
nopTy-y4yactHuke LACP interface-number ]

4.6.2. OToOpaxeHue

GanaHCcMpOoBKM Harpy3Kku

OnucaHune Komanga
OtobpaxaeT koHdpurypaumto | show load-balance-profile [ profile-name ]
paclmnpeHHoro npogoung
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OnucaHue KomaHga

OtobpaxaeT coctosHue arperaummn | show lacp summary [ key-number ]
LACP. Bbl MoOxeTe 0TOOpasuntb
nHpopmaumio 06 ykaszaHHOM NOpTy
LACP AP, ykazaB HOMep Knto4a

OTtobpaxaeT cratuctuky naketoB LACP | show lacp counters [ key-number ]
Ha nopTax-yyactHukax LACP. Bebl
MoXeTe oTobpasnte uHdopmaumio 06
ykaszaHHom nopty LACP AP, ykasaB
HOMep Kroya

OtobpaxaeT cBoaky wunm anroputMm | show aggregateport [ ap-number ] { load-balance
H6anaHcupoBkM Harpy3ku nopta AP | summary }

OtobpaxaeT pexum emkocTM K | show aggregateport capacity
ncnonb3oBaHue nopta AP

4.6.3. OTnaaka

NPUMEYAHMUE: cuctemHble pecypcbl 3aHATLI NPUY BbiBOAE OTNago4HOM MHdopmauun. Noatomy
OTKIoYanTe 0TNagKy cpasy nocrne Ucnosnb3oBaHus.

OnucaHune KomaHga

Otnagka nopta AP debug Ism ap

Otnagka LACP debug lacp { packet | event | database | ha | realtime | stm |
timer | all}
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5. HACTPOUKA VLAN
5.1. O630p

BupTyansHaa nokanbHaa cetb (VLAN) — 3TO normyeckas ceTb, CO3JaHHas Ha OCHOBe
dunsmnyeckon cetn. VLAN MOXHO pa3fnenntb Ha ceTu ypoBHS 2 mogenu OSI.

VLAN nmeeT Te XXe CBOMCTBA, YTO 1 00bl4Has LAN, 3a UCKMOYEHMEM OrpaHndeHnst prnan4eckoro
MecTononoxeHusi. Unicast-, broadcast- n multicast-kagpbl YpOBHA 2 nepecbinawnTca wu
nepepatotca BHyTpu VLAN, coxpaHss pasgeneHue Tpaduka.

Mbl MOXXeM onpegenuTb NopT kak y4acTHUK VLAN, n Bce TepMuHanbl, NOAKAOYEHHbIE K 3TOMY
nopTy, ABMASAIOTCA YaCTbio BUPTYanbHOW CeTU, KoTopas nogaepxmesaeT Heckonbko VLAN. Bam He
HY)XXHO (pm3anyeckm HacTpamBaTb CeTb MpuM  J00aBneHun, yJaneHum U U3MEHEeHUn
nonb3oBatenen. CeaAsb mexay VLAN ocyuwectBnsercsa depes YCTpoucTBa YpOBHA 3, Kak
nokasaHo Ha crnegytoLiem PucyHke.

VLAN 100

KommyTtatop A

MapwpyTuzaTtop

KommyTatop B

PucyHok 5-1.

5.1.1. NMpoTokonbl U cTaHAAPTbI
IEEE 802.1Q
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5.2. MNpunoxeHunsn

MpunoxeHune OnucaHue

M3onaumna VLAN Ha ypoBHe | UHTpaHeT pasgeneH Ha Heckonbko VLAN, peanuaylowwmx
2 n coegmnHenne VLAN Ha | M30n4UMi0 YPOBHSA 2 U B3aUMOCBA3b YPOBHSA 3 ApYyr C APYrom
ypoBHe 3 nocpeactsom |IP-nepeagpecaumm ¢ NOMOLLBID KOMMYTaTOpPOB
aapa

5.2.1. U3onauma VLAN Ha ypoBHe 2 n coeanHeHue VLAN Ha ypoBHe 3

5.2.1.1. CueHapun

WuTtpaHeT genntca Ha VLAN 10, VLAN 20 n VLAN 30, peanunsys nsonaumio ypoBHs 2 Apyr oT
apyra. Tpu VLAN cooteetctBytoT IP-nogcetam 192.168.10.0/24, 192.168.20.0/24 wn
192.168.30.0/24, peanunsysa B3anmMoCBA3b APYr C Opyrom nocpencrtsoMm IP-nepeagpecaumn ¢
NOMOLLbIO KOMMYTaTOPOB siApa YPOBHS 3.

....... . SVI10:192.168.10.1/24
SVI 20:192.168.20.1/24
SVI 30:192.168.30.1/24

KommyTatop D
Gi 0/2

TpaHk

N

VLAN 20 VLAN 30

KommyTtatop A KommytaTop C

| A

|  BbIxogHOE yCTPOWCTBO
VLAN 10 VLAN 20 VLAN 30 Il Kommyrarop Aapa
Il KommyTtaTtop Joctyna

PucyHok 5-2.

KommyTtatop A, kommyTtaTtop B 1 kommyTtaTop C sBNA0TCA KOMMyTatopaMmm 4OCTyna.

HacTtponte Tpn VLAN Ha OCHOBHOM KOMMYyTatope M MopT, NOAKIMHOYEHHbIA K KOMMYyTaTopam
JOCTyna, B KayecTBe MarnmctpanbHOro nopta W ykaxuTe crnucok paspeweHHblx VLAN ans
peanunsaumm n3onsaumnm ypoBHsa 2.
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HacTtponte Tpn SVI Ha OCHOBHOM KOMMYyTaTOpe, KOTOpble ABMNATCA MHTepdencamu Lwn3a
IP-noaceten, cooteeTcTByOWMX Tpem VLAN, 1 HacTpornTe IP-agpeca anga aTux nHTepdemncos.

Cospgante VLAN cOOTBETCTBEHHO Ha Tpex KoMMyTaTopax AOCTyna, HasdHadybTe NopThl JOCTYyNa
ans VLAN 1 ykaxute maructpanbHble NnopTbl KOMMyTaTopa sapa.

5.2.1.2. Pa3BepTbiBaHue
e Paspenute nHTpaceTb Ha Heckonbko VLAN, 4Tobbl peann3oBaTb U30MSALMIO YPOBHS 2
MeXay HUMK.

e Hactponte SVI Ha kommyTaTope 3-r0 ypOBHA AOf1S peanu3aummM CBA3W 3-T0 YPOBHSA
mexay cetamu VLAN.

5.3. PyHKUUMN

5.3.1. basoBble onpegeneHus

VLAN

VLAN — 3TO noruyeckasi ceTb, co3gaHHasa Ha ocHoBe uamdeckon cetu. VLAN nmeet Te xe
CBOWCTBA, 4TO 1 006bl4HasA LAN, 3a UCKTHOYEHNEM OrpaHNYEHNS PU3NYECKOrO MECTOMOSOXEHUS.
Unicast-, broadcast- n multicast-kagpbl ypoBHs 2 nepecbinatTca u nepegatotcsa BHyTpu VLAN,
COXpaHsasa pasgeneHue Tpaduka.

NMPUMEYAHUE: cetn VLAN, noggepxuBaemble npogyktamm QTECH, cooTBeTCTBYHOT
ctangapty IEEE802.1Q. lMNMopopnepxmBaetca He 6onee 4094 VLAN (VLAN ID 1-4094), cpeaun
koTopbIx VLAN 1 Henb3s yaanuthb.

NMPUMEYAHMUE: HacTpanBaemble naeHtudpmkatopbl VLAN HaxogsaTcs B gnanasoHe oT 1 go
4094.

NMPUMEYMAHUE: B crniydae HexBaTKM annapaTHbIX pPecypcoB cucTemMa BoO3BpallaeT
nHdopmaumio o cboe cosganHmst VLAN.

Pexum nopta

Bbl MOXeTe onpefennTb Kagpbl, KOTOPbIM paspeLlleHo NpoxoanTb Yepes nopT, n cetn VLAN, K
KOTOPbIM NPUHAASIEXNT MOPT, HACTPOMB PEXMM MNopTa.

Pexum nopra OnucaHue

Mopt moctyna (Access | MopT pgoctyna npuHagnexut Ttonbko ogHon VLAN, koTopas
port) yKa3sblBaeTCsl BPY4HYHO

MarucTtpaneHbin  nopT | MarnctpanbHbI NOPT Mo yMonyaHuto npuHagnexmnt scem VLAN
(Trunk port) (802.1Q) KOMMyTaTopa OOCTyna u MOXeT nepecbinatb kagpbl Bcex VLAN
nnn kagpbl paspeLueHHbix VLAN

Uplink-nopTt Mopt Uplink no ymonuanumio npuHagnexmt Bcem VLAN
KoMMyTaTopa OOCTyna 1 MOXeT nepecoinatb kagpbl Bcex VLAN 1
nomeyaTb Terom ucxogswmm tpacduk Native VLAN

M'6puaHbin nopt (Hybrid | TmbpuaHbii NopT No ymonyaHuio npuHagnexuT scem cetam VLAN
port) KOMMyTaTopa AOCTyna M MOXeT nepecbinatb Kaapbl BCEX ceTewn
VLAN un otnpaBnate kagpbl ceterr VLAN 6e3 TeroB. OH Takke
MOXET nepegaBaTb Kagpbl paspeLueHHbix VLAN
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Pexxum nopTa OnucaHue
CepBUCHbIN NOpT CepBucHbI NopT He ndydaeT MAC-agpeca 1 no yMOm4aHuo MOXeT
(Servicechain Port) nepecbinatb nakeTbl 13 ntobon VLAN. Kpome Toro, H1kakasa gpyras
KOHJUrypauus He gonyckaeTcs

5.3.2. 0630p

OcobeHHOCTL OnucaHue

VLAN VLAN nomoraeT peanusoBaTtb M30MALMIO0 YPOBHS 2

5.3.3. VLAN

Kaxpas VLAN umeeT HesaBucumbin broadcast-gomeH, a pasHbie VLAN M30nupoBaHbl Ha
YPOBHe 2.
5.3.3.1. MpuHUMN paboTbl

Kaxgasa VLAN umeeT HesaBucumbld broadcast-gomeH, a pasHble VLAN wmsonupoBaHbl Ha
YPOBHe 2.

N3onaumusa yposHsa 2: ecnn SVI He HacTpoeHbl Ans VLAN, VLAN nsonupoBaHbl Ha YpOoBHeE 2. 3TO
O3HayaeT, 4YTo nosib3doBaTenu B aTux VLAN He MoryT B3anmModencTsoBaTth Apyr C APYrom.

MexcoenuHeHnne ypoBHs 3: ecnn SVI HacTpoeHbl Ha kommyTatope ypoBHs 3 ansa VLAN, atu
VLAN moryT B3aMmogencteoBaTb ApYyr C APYroOM Ha YpOBHe 3.

5.4. KoHdurypauus

KoHdurypaums OnucaHue u KomaHaa

HacTponka 6asoBon | (O6s3aTenbHbii) OH ncnonbayetcs ond cosgaHusa VLAN
VLAN

vlan Beogut ngeHtndukatop VLAN

(OnuuoHanbHo) OH ucnonb3yeTcsa Ans HaCTPOWKK nopTa AocTyna ans
nepega4vn notokos n3 ogHon VLAN

switchport mode access OnpegensieT NopT Kak NopT AocTyna
YPOBHS 2
switchport access vlan HasHavaet nopt anst VLAN
add interface [o6aBnseT oanH NnopT AocTyna unm
rpynny Takux MOPTOB B TEKYLLYHO
VLAN
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KoHdurypaums OnucaHue u KomaHaa
(OnumoHansHo) OH ucnonbdyetcs Ans nepemmeHosaHus VLAN
name HasbiBaeT VLAN
HacTtpowka (O6s3aTenbHbin) OH ncnonb3dyeTca ANs HACTPOMKM nopTa B KayecTBe
MarnmcrpanbHoro MarucTpansHoro noprta
noprta

switchport mode trunk OnpegenseTt nopTt Kak
MarmcTpanbHbIi NOPT YPOBHS 2

(OnuuoHanbHo) OH ucnonb3yeTCca Ans HACTPOMKM MarmcrparnbHbIX
NopTOB ANs nepeaayn NoTokoB n3 Heckonbknx VLAN

switchport trunk allowed vlan | HactpanBaet paspeleHHble VLAN
ANA MarmcTpanbHOro nopta

switchport trunk native vlan YkasbiBaer Native VLAN ans
MarncTpanbHOro nopta

Hactponka  uplink-
nopTa

(O6szaTenbHbI) OH ncnonb3yeTcs M9 HACTPOMKM NMopTa B Ka4yecTBe
nopta Uplink

switchport mode uplink HacTtpausaeT nopTt kak uplink-nopT

(OnuuoHankbHo) Mcnonb3yeTcsa Anst BOCCTAHOBMNEHUS peXnma nopTta

no switchport mode BoccraHaBnueaeT pexunm nopTta

Hactponka
rMopuaHoro nopra

(Ob6szaTenbHbIn) OH uMcnonb3yeTcs ANs  HacTpOWKM MopTa  Kak
rmbpumaHoro nopTta

switchport mode hybrid HacTtpanBaeT nopT kak rmbpugHbIn
nopT

(OnuuoHanbHo) OH ncnonb3yeTcsa Ans nepegayn KagpoB HECKOJTbKUX
ceten VLAN 6e3 Teros

no switchport mode BoccTaHaBnueaeT pexunm nopTta

switchport hybrid allowed | HactpanBaeT pa3speweHHble VLAN
vlan ansi rmépuaHoro nopra

switchport hybrid native vlan | HactpanBaet VLAN no ymonyanuto
Aans rmépuaHoro noprta
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KoHdurypaums OnucaHue u KomaHaa
HacTtpowka (Obsi3aTenbHO) KMcnonb3dyeTca Ans HaAcTpOMKM nopTa B KayecTBe

CepBUCHOro rnopTa

CEepBUCHOro nopTa

switchport mode servicechain | HacTpanBaeT nopT kak CEepBMUCHbIN
nopt

5.4.1. Hactpouka 6aszosoun VLAN

5.4.1.1. 3chdeKT KoHdUrypaumm

VLAN wungeHtuduumpyetca wugeHtudpukatopom VLAN. Bbl moxeTe pobaenatb, yaansaTb,
nameHsTb VLAN ¢ 2 no 4094, Ho VLAN 1 cosgaeTca aBTOMaTUYECKN U HE MOXET BbITb yaaneHa.
Bbl MOXeTe HacTpouTb pexnm nopta n gobasuts unn yganute VLAN.

5.4.1.2. lWarn HacTponku

CospaHue n usmeHeHme VLAN
e (O0Oga3aTenbHbIN.

e B cnyyae HexBaTku annapaTHbIX peCypcoB cMcTeMa Bo3BpallaeT uHgpopmaumio o cboe
co3pgaHua VLAN.

¢ Vcnonbayinte komaHay vlan vlan-id, 4tobbl cozgate VLAN mnn Borth B pexxum VLAN.

o  KoHdurypauums:

KomaHpa vlan vlan-id
Onucanne vlan-id: ykasbiBaeT ngeHtndukatop VLAN B gnanasoHe oT 1 go 4094
napameTpoB

Mo ymonyaHuio

VLAN 1 cosgaeTtcd aBToMaTuyeckn U He MOXeT ObITb yaaneHa

KomaHaHbIn
pexum

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
NCNOSb30BaHMIO

Ecnn Bbl BBegete HoBbit wuageHTudmkatop VLAN, Oymetr cospaHa
cootBetTcTBytowass VLAN. Ecnm Bbl  BBegeTe  CyLUECTBYHOLLNI
noeHtndukatop VLAN, cooteetctByowass VLAN OygoeT m3ameHeHa. Bebl
MOXeTe ucnosnb3oBaTb KomaHgy no vlan vian-id gna yoanenna VLAN. K
HeypandembiM VLAN oTHocatcs VLAN1, VLAN, HacTpoeHHbIe C MOMOLLbIO
SVI, n SubVLAN

NMepenmeHoBaHne VLAN
e  OnuuoHanbHo.

e Bbl He moxeTe Ha3BaTb VLAN Tak Xe, Kak HasBaHa no ymonyaHuio gpyrad VLAN.

o  KoHdurypauwms:

(@ orecy
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Komanpga name vlan-name
Onucanue vlan-name: ykasbiBaet umsi VLAN
napameTpoB

Mo ymonyaHuo

Mo ymonyaHuto mmeHem VLAN gaBnsetca ee ugeHtudukatop VLAN.
Hanpumep, umsa no ymonuyanmio ans VLAN 4 — VLAN 0004

KomaHgHbIn
pexnm

Pexum koHdurypaumm VLAN

PykoBoacteo no
NCMNonb30BaHNIO

YT1o6bI BoccTaHoBUTL MMS VLAN no ymonyaHuio, ucnonb3ymte koMaHgy no
name

Ha3HauyeHue TeKyLlero noprta Agoctyna ykazaHHou VLAN
e  OnuuoHarnbHo.

e cnonb3ynte komMaHgy switchport mode access, 4Tobbl ykasaTb MOPTbl YPOBHA 2
(nopTbl KOMMYyTaTOpa) B Ka4eCcTBe NOPTOB AOCTYMA.

¢ VcnonbaynTte komaHgy switchport access vlan vilan-id, 4tobbl 4o6aBuTL NOPT 4OCTYNA
k onpegeneHHon VLAN, 4to6bl notokn 3 VLAN Mornuv nepegasaTbCs Yepes nopr.

KomaHpa

switchport mode access

Mo ymonyaHuio

MopT KOMMYyTaLMKN MO YMOMYaHUIO SIBNsSIeTCA NOPTOM AOCTyna

KomaHgHbIn Pexunm koHdurypaumm nHtepdenca
pexum

KomaHpa switchport access vlan vlan-id
Onuncanne vlan-id: ykasbiBaeT ngeHtuncpukatop VLAN
napameTpos

Mo ymonyaHuio

MopT goctyna pobaensietca kK VLAN 1 no ymonyanuio

KomaHgHbIn
pexmm

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
NCMNOMb30BaHUIO

Ecnn nopt HasHadeH HecywecTBytowen VLAN, VLAN OGyapet cosgaHa
aBTOMaTUYeCKn

[Ho6aBneHne nopta gocTtyna K Tekywen VLAN
e  OnuuoHanbHo.

e OTa KOMaHaa AeuCTBYeT TONbKO Ha NopT goctyna. MNMocne gobaeneHmsa noprta goctyna
K VLAN notoku VLAN mMoryT nepegasaTbCs Yepes rnopr.
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o  KoHdwurypauwms:

KomaHga add interface { interface-id | range interface-range }
Onucanwne interface-id: ykasblBaeT oguH nopT.
napameTpoB

interface-range: ykasblBaeT HECKObKO NMOPTOB

Mo ymonyaHuo

Mo ymonuaHuio Bce nopthl Ethernet yposHs 2 npuHagnexat VLAN 1

KomaHgHbIn
pexnm

Pexum koHdurypaumm VLAN

PykoBoacteo no
NCNonb30BaHUIO

B pexume koHdurypauum VLAN gobaBbTe onpefeneHHbi nopT 4ocTyna K
VLAN. OTa komaHga mmeeT ToT xe addekT, 4To M KomaHga switchport
access vlan vlan-id

NMPUMEYAHMUE: nns oByx komang gobasnenus nopta B VLAN koMaHaa, HACTpOeHHas nosxe,
nepesanuieT APYryo.

5.4.1.3. NpoBepka

e OTnpaBnanTe HeEMNOMEYEeHHbIE TETOM MaKeThbl HA NOPT AOCTyNa, U OHW TPaHCANPYIOTCS
B ceTn VLAN.

¢ Vcnonbaynte komaHabl show vlan u show interface switchport, 4ytobbl nposepuTsb,
BCTYynuna nu KoHUrypauus B cuny.

KomaHga show vlan [ id vlan-id ]
Onuncanne vlan-id: ykasbiBaeT ngeHtndgpukatop VLAN
napamMmeTpoB
KomaHaHbIn JTrobon pexxmum
peXnm
OTobpaxeHne QTECH(config-vlan)#show vlan id 20
KomaHp,
VLAN Name  Status Ports
20 VLANO020 STATIC Gio/1

5.4.1.4. NMpumep KoHcpUrypaumm

Hactpowka 6azoson VLAN u nopTta goctyna

Warn
HaCTPONKK

e Cospgante VLAN n nepenmeHynte ee.
e [lobasbTe nopt goctyna k VLAN. EcTb aBa noaxoga. OauH:

QTECH# configure terminal
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QTECH(config)# vlan 888
QTECH(config-vlan)# name test888
QTECH# (config-vlan)# exit
QTECH(config)# interface GigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3)# switchport mode access
QTECH(config-if-GigabitEthernet 0/3)# switchport access vlan 20

Opyron noaxoa nobasneHus nopta goctyna (GigabitEthernet 0/3) k VLAN20:
QTECH# configure terminal
SwitchA(config)#vlan 20
SwitchA(config-vlan)#add interface GigabitEthernet 0/3

MpoBepka

MpoBepbTe NPaBUNbHOCTL KOHUIypaLmm

QTECH(config-vlan)#show vlan

VLAN Name Status Ports

1VLANOOO1 STATIC

20 VLANOO20  STATIC Gi0/3

888 test888 STATIC

QTECH(config-vlan)#

QTECH# show interface GigabitEthernet 0/3 switchport

Interface Switchport Mode Access Native Protected VLAN
lists

GigabitEthernet 0/3 enabled ACCESS 20 1 Disabled
ALL

QTECH# show run
|

5.4.2. HacTponka marmctpanbHOro noprta

5.4.2.1. 3hdeKkT KoHduUrypaumm

TpaHK Unn marucTpanbHbI NOPT — 3TO KaHar ToYKa-To4YKa, COeQUHSAIOLNA OANH UM HECKOISTbKO
nHTepdencoB Ethernet ¢ apyrumm ceTeBbIMU YCTPOUCTBaMK (HanpuMmep, MapLlpyTM3aTopoM
NN KOMMYTaTOPOM), U OH MOXET nepeaaBaTb NOTOKN N3 HeCKoNbkMx VLAN.

MaructpaneHble yctponctea QTECH wucnonb3yoT cTaHgapT wHkancynaumm 802.1Q. Ha
cnegyowem PucyHke nokasaHa ceTb, MCMOMb3yoLLast MarmctpanbHoOe coequHeHne.
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KommyTaTop

TpaHk TpaHk

KommyTaTop

VLAN 1 VLAN 2 VLAN 3

PucyHok 5-3.

Bbl MOxeTe HacTpouTb NopT Ethernet unu arpermpoBaHHbIn NopT (MOAPOBHOCTM CM. B pa3sgene
HacTponka arpermpoBaHHOro nopTa) B Ka4eCTBe MarmcTpasnbHOro nopTa.

Bbl gormkHbl ykasaTb Native VLAN gnst maructpanbHoro nopta. NakeTtbl 6e3 Teros, nony4yeHHbIe
N OTMpaBrfeHHble M3 MarncTparbHOro nopTa, cuMTarTca npuHagnexawmmmn Native VLAN.
Naoentndmkatop VLAN no ymonyanuio (PVID B IEEE 802.1Q) aToro marmctpasnbHOro nopra
aBnseTca cobctBeHHbIM  maeHTudumkatopom VLAN. [lMpu atom kagpbl Native VLAN,
oTnpasnsieMble Yepes MarncTpanbHbIi NopT, He noMeyeHbl. Native VLAN no ymonyaHuio gns
mMaructpasibHoro nopta — 3to VLAN 1.

Mpn HacTponke MarucTpanbHOro kaHana ybeguTecb, YTO MaructpasnbHble MOpTbl Ha OBYX
KOHLIAaX kaHana ucnonb3yoT ogHy 1 Ty xe Native VLAN.

5.4.2.2. llarn HacTponku

Hactpo#ka maructpanbHoro noprta

e ObgszaTenbHbIN.

e HacTponTte marucTpanbHbIi NOPT ANS nepefayvn noTokoB U3 Heckornbkux VLAN.
e  KoHdurypaums:

KomaHga switchport mode trunk

Mo ymonuaHuio | Pexum no ymonyaHuio — Access (OoCTyn), KOTOPbIN MOXET ObiTb M3MEHEH
Ha Trunk (TpaHK)

KomaHaHbIn Pexum koHdurypaunm nHtepderica
peXunm

PykoBoactBo no | Ytobbl BOCCTaHOBUTbL 3HAYEHMS MO YMOSYaAHUIO AN BCEX CBOWCTB
NCNONb30BaHNIO | MarucTpanbHOro NopTa, MCNonb3ynTe kKomaHgy no switchport mode
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OnpeaeneHue paspelwweHHbIX VLAN ana maructpanbHOro nopra

OnuuoHarnbHo.

Mo ymonyaHuio marucTpanbeHbIn NopT nepenaet noTokn ua scex VLAN (o1 1 go 4094).
Bbl MOXXeTe HacTpouTb cnMcok paspelueHHblXx VLAN, 4Tobbl 3anpeTntb NpoxoxaeHve
noTokoB HekoTopbiX VLAN Yepes maructpanbHbIn NopT.

o  KoHdwurypauums:
KomaHpa switchport trunk allowed vlan {all | [add | remove | except | only ] } vlan-
list
Onucanne MapameTp vlan-list moxetr 6biTb VLAN unn Heckonbkumn VLAN, a
napameTpoB ngeHtndukatopel  VLAN  coeguHaloTcs no  nopsagky  dvepes M-

Hanpumep: 10-20.
all ykasbiBaeT paspelueHHble VLAN BkntoyatoT Bce VLAN;

add ykasbiBaeT Ha gobasneHue koHkpeTHon VLAN B cnivcok paspeLueHHbIX
VLAN;

remove ykasblBaeT yganeHue koHkpetHon VLAN 13 cnucka paspeLueHHbIX
VLAN;

except ykasbiBaeT Ha gobasneHne Bcex VLAN, kpome nepeymcrieHHbIX
VLAN, B cnncok paspeLueHHbix VLAN.

only ykasbiBaeT Ha pfobasneHve nepeudncneHHolx VLAN B cnmcok
paspeleHHbix VLAN, n yaganenune gpyrux VLAN n3 cnmcka

Mo ymonuaHmio | MarnctpaneHbin nopT 1 nopT uplink npuHagnexat scem VLAN

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBogcteo no | YUtobbl  BOCCTAHOBUTL  KOHGUrypaumio  MarumctpanbHOro nopta no
ncnonb3oBaHuo | ymorndanuio (all), ncnonbdymnte komanay no switchport trunk allowed vian

Hactpounka Native VLAN

OnuyuoHanbsHo.

MaructpanbHbi NOPT MOSlyYyaeT u OTNpaBrnseT TerMpoBaHHbIE UMW HETerMpoBaHHbIE
kagpbl 802.1Q. Kagpbl 6e3 TeroB nepegatot notokn n3 Native VLAN. Native VLAN no
ymonydanuio — VLAN 1.

Ecnn kagp copepxut wungeHtudmkatop VLAN Native VLAN, ero Ter Oyget
aBTOMATUYECKM YAanNeH Npu NPOXOXXAEHUN MarmcTparnbHOro nopTa.

KoHdurypauuns:

KomaHga switchport trunk native vlan vlan-id
Onuncanne vlan-id: ykasbiBaeT ngeHtundpukatop VLAN
napameTpoB

Mo ymonuanuto | VLAN no ymonyaHuio gnst marmctpansHoro n nopta uplink — ato VLAN 1
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KomaHgHbIn
pexnm

Pexum koHdurypaumm nHtepderica

PykoBoacTeo no
NCNOoNb30BaHNIO

YT1o6bl BoccTaHoBUTL Native VLAN marncTpanbHOro nopta 4o 3HadeHun no
YMOJYaHU1Io, Cnonb3ynte komangy no switchport trunk native vian

NMPUMEYAHMUE: korga Bbl yctaHaBnuaeTe Native VLAN nopTta kak HecyulecTtsytowlyto VLAN,
ata VLAN He 6ygeT co3gaHa aBTomaTtnyeckun. Kpome toro, Native VLAN MoxeT ObITb BHE cnncka
paspeweHHbix VLAN ana atoro nopta. B atom cnyyae notoku u3 Native VLAN He moryT
NPOXOANTb Yepes NopT.

5.4.2.3. NpoBepka

o OTnpaBnanTte naketbl C TeraMM Ha MarucTpanbHbI NOPT, U OHWU TPAHCIIMPYIOTCS B
npegenax ykasaHHbiX VLAN.

o Vcnonbaynte komaHabl show vlan u show interface switchport, 4ytobel nposepuTsb,
BCTynuMa nNu KoHdurypauus B cuny.

KomaHga show vlan [ id vlan-id ]
Onucanue vlan-id: ykasbiBaeT ngeHtndpukatop VLAN
napameTpoB
KomaHgHbIn JTrobon pexxum
pexmm
OTobpaxeHne QTECH(config-vlan)#show vlan id 20
KomaH[,
VLAN Name Status Ports
20 VLANO0O020 STATIC Gi0o/1
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5.4.2.4. NMpumep KoHcpurypaumm

Hactponka 6aszoBon VLAN pgna peanusauum uU3ONsLMM YPOBHA 2 U
B3aMMOAeMNCTBUA YPOBHSA 3

CueHapun:
SVI 10:192.168.10.1/24
Kommyrarop D SVI 20:192.168.20.1/24
Gi 0/2 Gi 0/4 SVI 30:192.168.30.1/24
I Gi 0/1 Gi 0/1 TpaHk
KommyTaTop A KommyTtatop B| zzasszs . KommyTaTop C m
VLAN 10 VLAN 20 VLAN 20 VLAN 30
L
| BbixogHoE ycTporcTBo
VLAN 10 VLAN 20 VLAN 30 Il Kommyratop anpa
Il KommyTtaTtop Joctyna
PucyHok 5-4.
Warn TpeboBaHus kK ceTu:
HaCTPONKK

Kak nokasaHo Ha PucyHke Bbiwe, nHtpacetb genmtca Ha VLAN 10, VLAN 20 u
VLAN 30, peanusya wusonsumio ypoBHA 2 gpyr ot gpyra. Tpu VLAN
COOTBETCTBYIOT IP-nogcetam 192.168.10.0/24, 192.168.20.0/24 "
192.168.30.0/24, peanun3yss B3aMMOCBS3b Apyr C [OPYroM MOCPEACTBOM
IP-nepeagpecaunun ¢ NOMOLLLI0 KOMMYTaTOPOB S4pa YPOBHSA 3.

KroueBble MOMEHTbI;

B cnepytowem npumepe onuvcaHbl 3Tanbl HAaCTPOMKM KOMMyTaTopa sgpa u
KoMMyTaTopa AocTyna.

e Hactponte Tpn VLAN Ha KomMyTaTOpe s4pa U NopT, NOAKMIOYEHHbIN K
KOMMyTaTopam OOCTyna, B Ka4eCTBE MarucTparbHOro nopta u ykaxure
cnncok paspelleHHbix VLAN ana peanusawumm nsonsumm ypoBHS 2.

e Hactponte TpM SVI Ha KommyTaTope sgpa, KOTOpble SABMAOTCA
UHTepdencamn wniosa IP-nogceten, cootseTcTBytowmMx Tpem VLAN, n
HacTponTe IP-agpeca onsa aTux MHTepgencos.
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e Cospgannte VLAN cOOTBETCTBEHHO Ha Tpex KoMmmyTaTtopax AocTyna,
HasHa4ybTe nopThl gocTtyna ans VLAN u ykaxuTte marnctpasbHble NnopTbl
KomMmMmyTaTopa <sgpa. B crnegywouwem npuMepe OnMucaHbl  3Tanbl
HacTpPOMKM KOMMyTaTopa A
D D#configure terminal

D(config)#vlan 10

D(config-vlan)#vlan 20

D(config-vlan)#vlan 30

D(config-vlan)#exit

D(config)#interface range GigabitEthernet 0/2-4
D(config-if-range)#switchport mode trunk

D(config-if-range)#exit

D(config)#interface GigabitEthernet 0/2

D(config-if-GigabitEthernet 0/2)#switchport trunk allowed vlan remove 1-4094
D(config-if-GigabitEthernet 0/2)#switchport trunk allowed vlan add 10,20
D(config-if-GigabitEthernet 0/2)#interface GigabitEthernet 0/3
D(config-if-GigabitEthernet 0/3)#switchport trunk allowed vlan remove 1-4094
D(config-if-GigabitEthernet 0/3)#switchport trunk allowed vlan add 10,20,30
D(config-if-GigabitEthernet 0/3)#interface GigabitEthernet 0/4
D(config-if-GigabitEthernet 0/4)#switchport trunk allowed vlan remove 1-4094
D(config-if-GigabitEthernet 0/4)#switchport trunk allowed vlan add 20,30
D#configure terminal

D(config)#interface vlan 10

D(config-if-VLAN 10)#ip address 192.168.10.1 255.255.255.0

D(config-if-VLAN 10)#interface vlan 20

D(config-if-VLAN 20)#ip address 192.168.20.1 255.255.255.0

D(config-if-VLAN 20)#interface vlan 30

D(config-if-VLAN 30)#ip address 192.168.30.1 255.255.255.0

D(config-if-VLAN 30)#exit

A#configure terminal

A(config)#vlan 10

A(config-vlan)#vlan 20

A(config-vlan)#exit

A(config)#interface range GigabitEthernet 0/2-12
A(config-if-range)#switchport mode access

A(config-if-range)#switchport access vlan 10

QTECH
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A(config-if-range)#interface range GigabitEthernet 0/13-24
A(config-if-range)#switchport mode access
A(config-if-range)#switchport access vlan 20
A(config-if-range)#exit

A(config)#interface GigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)#switchport mode trunk

MpoBepka e OtobpasuTte koHdurypaumo VLAN Ha kommyTaTope sapa.
e OrtobpaxeHne uHdpopmaumm o VLAN, Bknwovas uaeHTUdMKaTopbl
VLAN, nmena VLAN, cTtatyc 1 3a4eCTBOBaHHbIE MOPThI.
e  OtobpaxeHune coctoaHusa noptoB Gi 0/2, Gi 0/3 n Gi 0/4
D D#show vlan

VLAN Name Status Ports

1 VLANOOO1 STATIC Gi0/1, Gi0/5, Gio/é, Gi0/7
Gi0/8, Gi0o/9, Gi0/10, Gio/11
Gi0/12, Gi0/13, Gi0/14, Gi0/15
Gi0/16, Gi0/17, Gi0/18, Gi0/19
Gi0/20, Gi0/21, Gi0/22, Gi0/23
Gi0/24

10 VLANOO10  STATIC Gi0/2, Gi0/3

20 VLANOO20 STATIC Gi0/2, Gi0/3, Gi0/4

30 VLANOO30 STATIC Gi0/3, Gi0/4

D#show interface GigabitEthernet 0/2 switchport

Interface Switchport Mode AccessNative Protected VLAN lists

GigabitEthernet 0/2 enabled TRUNK1 1 Disabled 10,20
D#show interface GigabitEthernet 0/3 switchport
Interface Switchport Mode AccessNative Protected VLAN lists
GigabitEthernet 0/3 enabled TRUNKI1 1 Disabled 10,20,30
D#show interface GigabitEthernet 0/4 switchport
Interface Switchport Mode AccessNative Protected VLAN lists

GigabitEthernet 0/4 enabled TRUNKI1 1 Disabled 20,30
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5.4.3. HacTtpouka uplink-nopTa

5.4.3.1. 3hbdeKT KoHUrypaumm

Uplink-nopT o6bl4HO uMcnonb3yetca B cpege QinQ (ctaHpapt IEEE 802.1ad) n nogoGeH
MarmcTpasnbHoOMy nopTy. WX oTnuume coctouT B TOM, 4YTO nopT uplink nepegaeT TOMbKO
TerMpoBaHHble Kaapbl, a MarncTpanbHbli NOPT OTNpaBnseT HeTernpoBaHHble Kagpbl Native

VLAN.

5.4.3.2. lWarn HacTponku

Hactpouka uplink-nopTa
e ObgaszaTtenbHbIN.

e Hactponte uplink-nopT ans nepegayn MOTOKOB M3 HecKoNbkMx VLAN, HO MOXHO
nepedaBaTb TONbKO TErMpoOBaHHbIE Kaapbl.

o  KoHdurypauums:

KomaHpa

switchport mode uplink

Mo ymonyaHuo

Pexum no ymonyaHuio — Access (B0oCTyn), KOTOPbIA MOXHO U3MEHUTbL Ha
Uplink

KomaHgHbIn
pexmm

Pexum koHdurypaumm nHtepenca

PykoBoacteo no
MCNONb30BaHNIO

YT0Obl BOCCTAHOBUTHL 3HAYEHWsI MO YMOSYAHWKO ANsi BCEX CBOWCTB
uplink-nopTa, ncnonb3ynte KomaHgy no switchport mode

OnpeneneHue paspeweHHbIX VLAN ana maructpanbHOro noprta
e OnuuoHanbHo.

e Bbl MOXeTe HacTpouTb cnucok paspelleHHbiX VLAN, 4Tobbl 3anpeTuTb NPoXoxgeHue
noTtokoB HekoTopbix VLAN yepes nopT uplink.

o  KoHgurypaums:

KomaHga switchport trunk allowed vlan { all | [ add | remove | except | only ]}
vlan-list

Onuncanne MapameTp vlan-list moxetr 6biTb VLAN wnn Heckonbkmmn VLAN, a

napameTpoB noeHtudukatopel VLAN coeouHaloTcs MO nopsgky  Yepes -

Hanpumep: 10-20.
all ykasbiBaeT, 4to paspewleHHble VLAN BkntovatoT Bce VLAN;

add ykasbiBaeT gobasrneHune koHkpeTHo VLAN B CnMCOK paspeLueHHbIX
VLAN;

remove ykasblBaeT ygarneHue koHkpeTHon VLAN 13 cnucka paspeLueHHbIX
VLAN;

except ykasbiBaeT gobasneHune scex VLAN, kpome nepeumncneHHbix VLAN,
B crnncok paspeLleHHbix VLAN;
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only ykasbiBaeT pobGaBneHne nepeuncneHHblx VLAN B cnucok
paspeweHHbix VLAN n yoanenune gpyrmx VLAN 13 crnvcka

KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexunum

PykoBoacteo no
NCNONb30BaHMIO

YT06bl BOCCTAHOBUTL 3HAYEHUsI NO yMOnyaHuio ans paspeweHHbix VLAN
(all), ncnoneaynte komaHagy no switchport trunk allowed vian

HacTtpounka Native VLAN
e  OnuuoHarnbHo.

o Ecnu kagp cogepxut nagentncpumkatop VLAN Native VLAN, ero Ter He bygeT yaaneH
npu NpoxoxaeHun Yyepes nopT uplink. 3To NPOTUBOPEUUT TPAHKOBOMY NOPTY.

o  KoHdurypauus:

KomaHga switchport trunk native vlan vilan-id
Onucanue vlan-id: ykasbiBaeT ngeHtuncukatop VLAN
napameTpos

KomaHaHbIn Pexum koHdurypaumm nHtepenica
pexum

PykoBoacteo no
MCNONb30BaHNIO

UTtobbl BOCCTAHOBUTbL HACTpPOMKM Mo ymonuyauuio ans Native VLAN
uplink-kaHana, ucnonb3ynTte komaHgy no switchport trunk native vlian

5.4.3.3. NpoBepka

e OTtnpaenanTte nakeTbl C Teramu Ha uplink-nopT, N OHWM TpaHCNUPYOTCA B npegenax
yKasaHHbIX VLAN.

e Vcnonbaynte komaHabl show vlan u show interface switchport, 4yto6bl npoBepuTsb,
BCTyNunNa nun KoHuUrypaums B cuny.

KomaHga show vlan [id vlan-id ]
Onuncanne vlan-id: ykasbiBaeT ngeHtuncpukatop VLAN
napameTpoBs
KomaHaHbIn JTrobon pexxum
peXunm
OTtobpaxeHune QTECH(config-vlan)#show vlan id 20
KomaHz
VLAN Name Status Ports
20 VLANOO20 STATIC Gi0/1

@ §) QTECH

MWP OOCTYNHEE

168




PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpoiika VLAN W

5.4.3.4. NMpumep KoHcuUrypauum

Hactpouka uplink-nopTa

Warn Hwxe npuseaeH npumep Hactporikm Gi0/1 kak uplink-nopTa
HaCTPOMKK

QTECH# configure terminal

QTECH(config)# interface gi 0/1
QTECH(config-if-GigabitEthernet 0/1)# switchport mode uplink
QTECH(config-if-GigabitEthernet 0/1)# end

Mpoeepka | MNpoBepbTe NpaBUNBbHOCTL KOHUIypaLmm

QTECH# show interfaces GigabitEthernet 0/1 switchport
Interface Switchport Mode AccessNative Protected VLAN lists

GigabitEthernet 0/1 enabled UPLINK 1 1 disabled ALL

5.4.4. HacTpounka rubpunaHoro nopra

5.4.4.1. 3hbdeKT KoHdUrypaumm

MbpugHbIn nopT 0bbl4HO ucnonb3yetcsa B cpege SHARE VLAN. o ymonyaHuio rmbpugHbin
nopT coBnagaeT C MarncTpanbHbIM NOPTOM. VX oTnnyme cocTouT B TOM, YTO rMOPUAHBIN NopT
MOXeT oTnpaBnsaTb Kagpbl 3 VLAN, kpoMme VLAN No ymosiyaHuio, B HeTermpoBaHHOM ¢popmare.

5.4.4.2. LLlarn HacTpoukKu

Hactpowka ru6pmuaHoro nopra

e ObgszaTtenbHbIN.

e Hactponte rubpumaHbin NopT ANst nepegayn NoTokoB 3 Heckonbknx VLAN.
o  KoHgurypaums:

KomaHga switchport mode hybrid

Mo ymonuaHuio | Pexxum no ymonyaHunio — Access (QocTyn), KOTOpPbIi MOXHO M3MEHUTb Ha
Hybrid (rmbpngHbin)

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
peXnm

PykoBoactBo no | Ytobbl BOCCTAHOBUTbL 3HAYEHMSI MO YMOSYAHUIO AN BCEX CBOWCTB
NCNomnb30BaHWi0 | rMBpuaHoro nopTa, Ucnonb3dynTe KoMaHay no switchport mode

OnpeageneHue paspeweHHbix VLAN gna rubpugHoro nopra
e  OnuuoHanbHo.
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e [lo ymonyanuto rmbpugHbin nopt nepegaet notokn ns scex VLAN (o1 1 go 4094). Bol
MOXEeTe HaCTPOUTb CMMCOK paspelleHHbiXx VLAN, 4ToObl 3anpeTuTb NpPOXOXAeHue
notokoB HekoTopbix VLAN yepes rubpuaHbIn nopT.

o  KoHdwurypauums:

KomaHpa switchport hybrid allowed vlan [ [add | only ] tagged | [ add ] untaged |
remove ] vlan_list

Onucanwne vlan-id: ykasbiBaeT ngeHtudgpukatop VLAN

napameTpoB

Mo ymonyaHuo

Mo ymonuauuio MbpuaHbin nopT npuHagnexut scem VLAN. [Mopt
pobasnsetcs B VLAN no ymonyaHuio B HETErMPOBaHHOM BUAe M B gpyrue
VLAN B TermpoBaHHOM Buae

KomaHgHbIn
pexum

Pexum koHdurypaumm nHtepderica

HacTtpounka Native VLAN
e  OnuuoHarnbHo.

o Ecnn «xagp cogepxut wugeHtudukatop VLAN Native VLAN,

ero Ter Oyget

aBTOMAaTUYECKM yAaneH npu NpoxoxaeHun yepes rubpuaHbii nopT.

o  KoHdurypaums:

KomaHga switchport hybrid native vlan vlan_id
Onucanne vlan-id: ykasbiBaeT ngeHtundukatop VLAN
napameTpoB

Mo ymonyaHuio

Mo ymonuanumio Native VLAN — ato VLAN 1

KomaHaHbIn
pexum

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHMIO

YTtobbl BoccTaHoBUTBL ncxogHyto VLAN rmbpmngHoro nopta 4o 3Ha4eHun no
YMOM4YaHu1Io, Ucnonb3ynTte komangy no switchport hybrid native vlan

5.4.4.3. NpoBepka

e OTnpaBnaAnTe NOMEeYeHHble TeraMy NakeTbl Ha TMOPUAHBIN NOPT, U OHW TPAHCNNPYIOTCA
B npegenax ykasaHHbix VLAN.

e Wcnonb3ynte komanabl show vlan un show interface switchport, 4to6bl NpoBepUTb,
BCTYNuIia N KOHUrypaums B cuny.

KomaHga show vlan [id vlan-id ]
Onuncanne vlan-id: ykasbiBaeT ngeHtuncukatop VLAN
napameTpoB
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KomaHaHbIn JTro6on pexum
pPeXnMm
OTobpaxeHune QTECH(config-vlan)#show vlan id 20
KoMaHz
VLAN Name Status  Ports
20 VLANOO20 STATIC Gi0/1
5.4.4.4. NMpumep KoHdurypaumm
HacTponka rubpuagHoro nopra
Warn Hwxe npueeaeH npumep Hactponku Gi0/1 B kayecTBe rmbpmngHoro nopra

HaCTPOMKK

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# switchport mode hybrid
QTECH(config-if-GigabitEthernet 0/1)# switchport hybrid native vlan 3

QTECH(config-if-GigabitEthernet 0/1)# switchport hybrid allowed vlan
untagged 20-30

QTECH(config-if-GigabitEthernet 0/1)# end

MpoBepka | NpoBepbTe NpaBUNBHOCTL KOHUrypauum

QTECH(config-if-GigabitEthernet 0/1)#show run interface gigabitEthernet 0/1

Building configuration...

Current configuration : 166 bytes
interface GigabitEthernet 0/1
switchport

switchport mode hybrid
switchport hybrid native vlan 3

switchport hybrid allowed vlan add untagged 20-30

5.4.5. HacTpounka cepBMCHOro nopTa

5.4.5.1. 3dhdekT KoHduUrypaumm

B 00bI4HbIX Cny4asix CepBUCHBIN NOPT UCNONb3YEeTCH B cpeae nepeHanpasneHns yposHs 2. o
YMOJT4YaHMIO CePBUCHbIN NOPT He ndydaetT MAC-agpeca 1 MOXeT nepecbinaTtb nakeTbl U3 nobou
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VLAN. Kpome TOro, oH pa3sepTbiBaeTCs B NPO3paYHOM pexume ns nepeHanpasneHnsi NakeTos
YPOBHS 2 1 ypPOBHS 3.

5.4.5.2. lWarn HacTpouku

HacTpounka cepBMcCHOro nopra

e Ob6s3aTenbHbIN.

o BbinonHute 3Ty onepauuto, YTOOBbI HaCTpoOUTb NOPT B Ka4eCcTBe CEPBUCHOIO nNopTa.
o BbinonHute 9Ty onepauno Ha KOMMyTaTope.

KomaHga switchport mode servicechain

Mo ymonuanuio | Pexxum no ymonyaHuio — Access (goctyn)

KomaHaHbIn Mogenb KoHurypauum nHtepdenca
peXnm

PykoBogcteo no | Nepen nsameHeHnem nopra c nopTta 40CTyna, MarncTpanbHOro, rmopuaHoro,
ncnonb3oBaHuio | uplink nnu TyHHenbHoro nopta 802.1Q Ha CepBUCHBIA MOPT OYUCTUTE
Apyrve koHdurypauum nopTa 1 cHadana M3meHuTe NopT Ha NopT JOCTyna.
UT0o6bl BOCCTAHOBUTbL HACTPOMKM MO YMOSYaHUIo, 3anyctute no switchport
mode B pexvmMe KoHUrypaumm nHtepdenca

5.4.5.3. NpoBepka

CepBucHbin nopT He mayyaeT MAC-agpec, Korga naketbl C Teramu OTNpaBnsloTCs 4epes
cepBuCHbIN NopT. Kpome Toro, nakeTbl nepegarnTcs HE3aBUCUMO OT MEPEHOCUMOro Tera u oT
Toro, cosgaHa nn VLAN.

5.4.5.4. NMpumep KoHcpUrypaumm

HacTtpoika cepBucHoro noprta
MPUMEYAHUE: onnckiBaeTcAa TOSbKO KOHUrypaumus, oTHOCALLAACS K CEPBMCHOMY NOPTY.

Warn Hactponte nopt Gi0O/1 B kKa4ecTBe CepBUCHOIO nopTa
HaCTPONKK

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# switchport mode servicechain
QTECH(config-if-GigabitEthernet 0/1)# end

Mpoeepka | 3anyctute show run, 4Tobbl NPOBEPUTE NPABUITLHOCTbL KOHUIYypaLum

QTECH(config-if-GigabitEthernet 0/1)#show run interface gigabitEthernet 0/1

Building configuration...
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Current configuration : 166 bytes

interface GigabitEthernet 0/1
switchport

switchport mode servicechain

5.4.6. HacTtpouka yHacnegosaHHou VLAN ans He3aBucumoro nopra

5.4.6.1. 3hdeKT KoHduUrypaumm

OTY KOHhMrypauuio nogaep>xmeatT TONbKO MarmctapnbHble, uplink n rmbépugHesle nopTel. MNMocne
yKasaHua pacwmpeHHoro cnvcka VLAN maructpaneHoro mnm uplink-nopTa, korga aT1oT nopt
apnsetca AP, a nopT-y4acTHUK AP n3MeHeH Ha He3aBUCUMMbI MOPT, NOPT-YHACTHUK UCMONb3YyeT
pacwmpeHHbin cnucok VLAN, HacTpoeHHbin Ha AP, B kadecTBe cnucka paspelwieHHbix VLAN.
AHanornyHeiM o6pa3om, nocrie ykasanus paclumpeHHoro cnucka VLAN rubpugHoro noprta aTtoT
pacwmpeHHbI cnncok VLAN mcnonb3yeTcs B kKayecTBe cnvcka paspelueHHbix VLAN rmbpuaHoro
noprta-y4dacTHuka, a rMbpuaHbI NOPT-yYaCTHUK, U3MEHEHHbIN Ha HEe3aBWCUMBbIA MOPT, Takxe
Hacneayet cnmvcok TeroB VLAN ot AP.

5.4.6.2. lLlarn HacTponku

HacTtpowka yHacneposaHHou VLAN Ansa He3aBMCUMOro nopra
e O6GnAzaTenbHbIN.

e BbinonHute a3ty onepaumio Ha kommyTatope. B cueHapusx yctaHoBkm OC PXE
BbINONHUTE 3Ty onepauuto Ha AP.

KomaHga switchport individual-port extend-vlan vlan-list

Mo ymonyaunio | YHacnegoaHHasa VLAN He HacTpoeHa no yMomn4aHuio

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca nopta Kommyrtatopa
pexunum

PykoBoactBo no | Ytobbl OTKMOUNTE 3Ty PYHKUMIO, UCMONb3ynTe Komandy no switchport
ucnonb3oBaHuto | individual-port extend-vlan unu komangy default switchport individual-
port extend-vlan. 3Ty KOH(urypauuio noaoepXvMBalOT  TOJbKO
MarmcTpanbHble, uplink n rmépmngHble NopThbl

5.4.6.3. NpoBepka

3anyctute komangy show run, 4yToGbl NPOBEPUTL, CYLLECTBYET N Ha UHTepdence komaHda
switchport individual-port extend-vlan.

5.4.6.4. NMpumep KoHcpUrypaumm

Hactpownka yHacnegoBaHHoun VLAN ans He3aBMCMMOIO nopTa

NMPUMEYAHMUE: onuckiBaeTcs TONbKO KOHGUrypaums, oTHocALWaAcs K yHacnegosaHHeiM VLAN
He3aBUCMMbIX NOPTOB.
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Warn Hwxe npuBegeH npumep aToM KOMaHAabl:
HaCTPOMKK

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/1

QTECH(config-if-GigabitEthernet 0/1) switchport mode trunk
QTECH(config-if-GigabitEthernet 0/1) switchport individual-port extend-vlan 10

MpoBepka | 3anycTuTe komManAdy show run, 4ToGbl NIPOBEPUTL NPABUIBHOCTL KOHMUIypaLmm

QTECH(config-if-GigabitEthernet 0/1)#show run
Building configuration...
Current configuration : 166 bytes

interface GigabitEthernet 0/1

switchport individual-port extend-vlan 10

5.5. MOHUTOPUHT

5.5.1. OTobOpaxeHune

OnucaHune KomaHga

OtobparkaeT koHdurypauuio VLAN show vian

OTobpaxaeT koHdurypaumto nopTtoB @ show interface switchport
KOMMyTaTopa

5.5.2. OTnagka

NMPUMEYMAHUE: cuctemHble pecypcbl 3aHATbI MpW BbIBOAE OTMAA0YHON WHGOopMaLuu.
BbIknounTe oTnagku cpasy nocrie NCnosib30BaHus.

OnucaHue KomaHpa

Otnagka VLAN debug bridge vlian
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6. HACTPOUKA SUPER VLAN
6.1. O630p

Cynep BupTyansHas nokarnbHas ceTb (Super VLAN) — ato noaxof k pasgeneruio VLAN. Super
VLAN Takke Ha3biBaeTca arperaunen VLAN u npeacraBnsaeT cobon TEXHOMNOMMIO ynpasrneHus,
npegHasHadYeHHyo aong ontuMmmnsaumn |IP-agpecos.

Mcnonb3oBaHne Super VLAN MOXeT 3HauuTenbHO cakoHOMUTb IP-agpeca. Onga Super VLAN,
cocTosilen 13 Heckonbknx SubVLAN, HeoOGxoaMmo Ha3Ha4yMTb TOMbKOo oAuH IP-agpec, 4yto
3Ha4MTEeNIbHO 3KOHOMUT IP-agpeca 1 ynpowiaeT ynpasieHUe CeTbiO.

6.2. MpunoxeHue

MpunoxeHune OnucaHue

CoBmecTHOEe Cetn VLAN pasgeneHbl gng  peanusaumm  U30nsiLmm
ncnosnb3oBaHue opHoro IP- | nonb3oBatenen goctyna ypoBHA 2 (L2). Bce nonb3oBaTenu
wnto3a Heckonbknumn VLAN | VLAN cOBMECTHO MCMonb3yoT oavH IP-wnto3 ana peanusawmu
cBA3N ypoBHA 3 (L3) 1 cBA3M C BHELUHMMU CETAMM

6.2.1. CoBMecTHOe ucnosnib3oBaHue ogHoro |IP-wnr3a Heckonbknmu VLAN

6.2.1.1. CueHapum

Heckonbko VLAN mnsonuposaHbl Ha L2 Ha ycTponcTtee L3, HO nonb3oBatenu atux VLAN moryT
OCYLLEeCTBNATbL CBA3b L3 Apyr ¢ ApYyroM B OOHOM U TOM e CEerMeHTe CeTU.
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WHTepHeT

KommyTarop A

Super VLAN 2
SVI:192.168.1.1/24
Sub-VLAN 10, 20, 30

Gi 0/9

KommyTtatop B KommyTtatop C KommyTtartop D

)

VLAN 10 Y
VLAN 20 VLAN 30

192.168.1.10 ~ 192.168.1.50 ~
192 168.1.60 ~ 192.168.1.100 192.168.1.110 ~ 192.168.1.150

PucyHok 6-1.

KommyTaTtop A aBnseTcs LWA30M UM KOMMYTaToOpoM sgpa.
KommyTatop B, kommyTtatop C n kommyTaTtop D siBnsaroTcs koMMmyTaTopammn gocTyna.

Ha kommyTaTope A HacTpoeHbl Super VLAN n Heckonbko SUbVLAN, a nHtepdpenc L3 n IP-agpec
nHTepdenca L3 HacTpoeHbl gnga Super VLAN.

VLAN 10 HacTpoeH Ha kommyTatope B, VLAN 20 HacTpoeH Ha kommyTaTope C, a VLAN 30
HacTpoeH Ha kommyTaTtope D. Pasnn4yHble oTaensl KoMnaHnn HaxoaaTtca B pasHblx VLAN.
6.2.1.2. PasBepTbiBaHue

B uHTpacetn wncnonb3ynte Super VLAN, 4ToObl Heckornbko SubVLAN MOrmm COBMECTHO
ncrnonb3oBaTb oAuH IP-wnto3, a B 10 e BpeMsa VLAN Obifiv B3aMMHO U30NIMPOBAHbI HA YPOBHE
L2.

Monb3oBaTtenu B SUbVLAN moryT ocyecTBnaTb €Bs3b L3 yuepes wnio3 Super VLAN.
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6.3. DyHKUUMN

6.3.1. basoBble onpeaeneHns

Super VLAN

Super VLAN Takke HasbiBaetca arperaumen VLAN u npeacrtaBnsieT cobon TeXHOMNOruto
ynpaBneHuns, npeaHasHadeHHyo ana ontumusaumm IP-agpecoB. OH 06beanHseT HEeCKOmNbKO
VLAN B oamH cermeHT IP-cetn. B Super VLAN Henb3s pobaButb cusmyeckuii nopr.
BupTyanbHbein MHTepdenc kommyTtaTopa (SVI) ucnonb3yetcss Ans ynpaBneHuss obmeHom
AaHHbiMy mexay VLAN mexay SubVLAN. Super VLAN Henb3s mcnonb3oBaTb Kak OBbl4HYHO
VLAN 802.1Q, HO ee MOXHO paccMmaTtpuBaTb Kak nepsuyHyto VLAN ana SubVLAN.

SubVLAN

SubVLAN — 310 HesaBucumbin broadcast-gpomeH. SubVLAN’bl B3auMHO M30MMpPOBaHbl Ha
ypoBHe L2. [Nonb3osaTteny SubVLAN ogHown unun pasHbix Super VLAN B3aMOAenCTBYIOT Apyr
¢ apyrom yepes L3 SVI cBoux cobcTBeHHbIX Super VLAN.

ARP-npokcu

SVI L3 moxHo cosgaTb Tonbko angd Super VLAN. NMonb3oeaTtenu B SUbVLAN B3auMogencTeyoT
C nonb3oBaTensamMu B OpyrMx NoaceTtax Ton ke camonm Super VLAN mnu nonb3oBaTensmun B
OpYrMx cermeHTax cetu yepes npoken-cepeep ARP 1 L3 SVI Super VLAN. Korga nonb3oBaTenb
SubVLAN otnpaenset 3anpoc ARP nonb3oBatento gpyron SubVLAN, wnio3 Super VLAN
ncnonb3yet cBon cobcTBeHHbI MAC-agpec Ana oTnpaskv unun oTeeTa Ha 3anpockl ARP. OToT
npouecc Ha3sbiBaeTca ARP-npokecn.

Owvana3oH IP-agpecoB SubVLAN

B szaBucumoctn ot IP-agpeca wnto3a, HacTtpoeHHoro ans Super VLAN, MOXHO HacTpouUTb
awnanasoH IP-agpecoB gns kaxgon SubVLAN.

6.3.2. 0630p

OcobeHHOCTbL OnucaHue

Super VLAN Cospgante uHTepdenc L3 B kavectBe SVI, 4toObl MO3BOMMTL BCEM
SubVLAN coBMECTHO MCMONb30BaTb OAWNH U TOT Xe cermeHT IP-ceTu yepes
ARP-npokcu

6.3.3. Super VLAN

Monb3oBaTtensm Bcex SubVLAN Super VLAN moryT 6biTb HasHayeHbl IP-agpeca B O4HOM
AnanasoHe |IP-agpecoB, 1 OHM MOTYT UCMONb30BaTh OAMH U TOT Xe IP-wnto3. Yepes aToT w3
nonb3oBaTennm MOryT OCYLWECTBMATb 0OMeH gaHHbiMu mexay VLAN. HeT HeobxogumocTn
BblgenAaATb W3 ansa kaxkgon VLAN, 4To coxpaHsieT IP-agpeca.

6.3.3.1. MprHUKMN paboTbI

IP-agpeca B CETEBOM CEIMEHTE BblAENSOTCA pa3HbiM SUbVLAN, npuHagnexawym ogHOM 1 TOn
xe Super VLAN. Kaxgaa SubVLAN mnmeeT He3aBucumbii broadcast-gomeH VLAN, a pasHble
SubVLAN wu3onupoBaHbl gpyr oT gpyra Ha ypoBHe L2. Korga nonb3oBatensm B SubVLAN
HeobxoanMo BbINOSTHUTL CBA3b L3, IP-agpec SVI Super VLAN ncnonb3yeTtcs B kadecTBe agpeca
wnto3a. Takum obpasom, Heckonbko VLAN ucnonb3yloT oguMH M TOT Xe |P-wnio3, n Het
HeobXxoaMMOCTM HacTpamBaTh W03 ans kaxaon VLAN. Kpome Toro, ans peanusauum cessm L3
mexgy noacetamum VLAN mn mexgy SubVLAN u gpyrumm cermMeHTamm ceTm MCnonb3yeTcs
dyHKums ARP-npokecu Ansa nepecbinku n obpaboTkm 3anpocos 1 otBeToB ARP.
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CBa3b ypoBHA 2 SUbVLAN: ecnn SVI He HacTpoeH ans Super VLAN, SubVLAN Super VLAN
B3aMMHO M30NMPOBaHbl Ha ypoBHE L2, TO ecTb nosibaoBatenu B pasHbix SUbVLAN He moryT
obwaTtbes apyr ¢ gpyrom. Ecnu SVI HactpoeH anga Super VLAN, a wnto3 Super VLAN moxeT
dyHKLMOHMpPOBaTbL kKak ARP-npokcu, nonb3oBatenu B pasHbix SUbVLAN ogHon n Ton xe Super
VLAN wMoryT B3aumopfencrtsoBaTb Apyr C Apyrom. 3TO cBA3aHO € Tem, 4to IP-agpeca
nons3oarternen B pasHbiXx SUbVLAN OTHOCATCA K OQHOMY U TOMY e CEerMeHTy CeTu, U CBA3b
MexXxgy 3TMMM Mosib3oBaTensaMmn No-nNpexHemy paccMaTpmBaeTcH Kak cBA3b L2.

KommyHukaumsa L3 SubVLAN: ecnn nonb3oBatensam B SubVLAN Super VLAN Heobxoanmo
BbIMNOMHUTL CBA3b L3 Mexay cermeHTamu ceTu, wnio3 aton Super VLAN dyHKUMOHMPYET Kak
ARP-npoken ansa oteeta Ha 3anpockl ARP BMecTto SubVLAN.

6.4. KoHdurypauusa

AnemeHT OnucaHune n kKomaHaa
KOHduUrypaumm

Hactporka ocHoBHbIX | Oba3aTenbHbIN
dyHkumn Super VLAN

supervlan HacTtpauBaeTt Super VLAN

subvlan vian-id-list HactpanBaet SubVLAN

proxy-arp BknovaeT pyHkumMo ARP-npokeu

interface vlan vlan-id CospgaeT BupTyasnbHbIN MHTEpdenc ans
Super VLAN

ip address ip mask HacTtpauBaet I|P-agpec BupTyanbHOro
nHTepdemnca Super VLAN

OnyuoHanbHO

subvlan-address-range ykasbiBaeT AgunanasoH IP-agpecoB B
start-ip end-ip SubVLAN

6.4.1. HacTponka ocHOBHbIX ¢pyHKUuun Super VLAN
6.4.1.1. AcpdekT koHduUrypaumm

Bknitounte pyHkumio super VLAN n HacTponTe SVI ans super VLAN, 4Tobbl peann3oBaTb CBA3b
L2/L3 mexay SubVLAN yepes VLAN.

Monb3oBaTenn Bo Bcex SUbVLAN Super VLAN uncnonb3yoT oguH u TOT Xe |P-wno3. HeTt
HeobXoOMMOCTM yKasblBaTb CerMeHT cetn Ana kaxgon VLAN, B KOTOPOW COXPaHSIHOTCA
IP-agpeca.

6.4.1.2. NMpumeyaHunsn

Super VLAN He npuHaanexuTt kakomy-nmbo dusmdeckomy nopty. Takum ob6pasom, yCTpOMCTBO,
HacTpoeHHoe ans paboTbl ¢ Super VLAN, He MmoxeT obpabaTtbiBaTh NakeThbl, cogepXxalwime Ter
super VLAN.
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HormkHbl GbITb BKMOYEHbl Kak pyHkuma Super VLAN, Tak u yHkuma ARP-Npokcn kaxaomn
SubVLAN.

SVI n IP-agpec pomkHbl ObiTb HacTpoeHbl Ana Super VLAN. SVI — 310 BMpTyanbHbIf

UHTepdenc, Ncnonb3yemblin Ans CBsA3U nosnb3oBaTtenen Bo Bcex SUbVLAN.

6.4.1.3. LLlarn HacTpounku

HacTtpownka Super VLAN
e O6GsAzaTenbHbIN.
e B Super VLAN HeT duanyeckoro nopra.

o  OyHkumMa ARP-npokcn pomkHa ObiTb BKMAKOYMEHa. 3Ta (PyHKUMA BKIOYEHaA Mo
YMOMYaHMIo.

e Bbl MoXeTe 3anycTuTb koMaHay supervian, 4tobsl nameHnTs 06bl4HY0 VLAN Ha Super

VLAN.

e [locne Toro kak o6bl4Has VLAN ctaHeT Super VLAN, nopTbl, Ao6aBneHHble B 3Ty VLAN,
OynyT yoaneHsl n3 aton VLAN, nockonbky B Super VLAN He cylecTByeT (on3nyeckoro

nopra.

NPUMEYAHUE: Super VLAN pgencTBuTernbHa TOMbKO MOCME HACTPOMKU AOMOSTHATENbHbIX
VLAN gns aton Super VLAN.

NPUMEYAHMUE: VLAN 1 Henb3sa HacTpouTb kak Super VLAN.

NPUMEYAHMUE: Super VLAN He moxeT ObITb HacTpoeHa kak SubVLAN gpyron Super VLAN.
SubVLAN Super VLAN Henb3sa HacTpouTb Kak Super VLAN.

KomaHpa

supervlan

Mo ymonyaHuio

Mo ymonuanuio VLAN sBnsietca obwen VLAN

KomaHgHbIn
PEXNM

Pexunm koHdurypaumm VLAN

PykoBoacteo no
MCNONb30BaHNIO

Mo ymonyaHuio doyHkuma Super VLAN oTknoveHa.
B Super VLAN Henb3sa gobaeButb msmyeckuii nopT.

Kak Tonbko VLAN He siBnsieTca Super VLAN, Bce ee SubVLAN ctaHoBATCSA
00Obl4yHbIMU cTaTndeckumn VLAN

Hactpowka BuptyansHoro nHrepcenca gana Super VLAN
e ObgszaTtenbHbIn.
e B Super VLAN Henb3sa gobaentb unanyeckmit nopt. Bol MoxeTe HacTpontb SVI L3 ons

VLAN.

NMPUMEMAHUE: koroa Super VLAN KoHdwurypmpyetcs ¢ nomouwlbio SVI, OH Bblgensier
nHTepdenc L3 ansa kaxgon SubVLAN. Ecnn ana SubVLAN He BblgeneH nHtepdenc L3 ns-3a
HexBaTku pecypcos, SUbVLAN cHoBa ctaHoButca obwen VLAN.

Komanpa interface vlan vilan-id
Onuncanne vlan-id: ykasbiBaeT ngeHtundukatop Super VLAN
napameTpoB
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Mo ymonyaHuo

Mo ymonyaHuio HY1 oanH Super VLAN He HacTpoeH

KomaHgHbIn
pexnm

Pexwum rnobanbHon koHUrypaumm

PykoBoacteo no
NCNONb30BaHNIO

NHTepdenc L3 gomkeH ObITb HACTPOEH Kak BMPTyanbHbIA MHTepdenc
Super VLAN

Hactpouka wnto3a Super VLAN
e ObsszaTtenbHbIN.

o Lnto3 IP Ha SVI L3 HacTpoeH Kak NpoKcu-cepBep AN Bcex nonb3osatenen B SUbVLAN
OnA oTBeTa Ha 3anpocbl ARP.

KomaHpa ip address ip mask
Onucanue ip: ykasbiBaeT IP-agpec wnto3a Ha BUpTyanbHbI HTepdenc Super VLAN.
napameTpoB

mask: o6o3Ha4aeT macky

Mo ymonyaHuo

Mo ymonuyaHuio W3 He HacTpoeH ansa Super VLAN

KomaHgHbIn
pexum

Pexum koHdurypaumm nHtepdenica

PykoBoacteo no
MCNONb30BaHNIO

3anyctute 3Ty KOMaHgy, 4TtoObl HacTpouTb w3 gns Super VLAN.
Monb3oBaTtenu Bcex SUbVLAN Super VLAN COBMECTHO MUCMOMb3YOT 3TOT
Lno3

HacTponka SubVLAN
e (ObsA3aTenbHbIn.

o  ®dusmyeckne noptbl Moryt GbiTb AoGaeneHbl B SUbVLAN. SubVLAN Super VLAN
COBMECTHO MUCNonb3yloT agpec wnto3a Super VLAN n HaxogaTcs B O4HOM CErMeHTe

ceTn.

o OyHkumsa ARP-npokcn pomkHa ObiTb  BKIKOYEHa.

OTa QYyHKUMS BKOYEHA MO

YMOMYaHuIo.

e Bbl MoXeTe 3anyctuTtb kKomaHgy subvlan vlan-id-list, 4yTo6bl N3mMeHUTL 06bIYHYO VLAN
Ha SubVLAN Super VLAN. ®unsnyeckme noptbl MOryT ObiTb go6aeneHsl B SUbVLAN.

o KommyHukaums nonb3doartenen B SUbVLAN ynpaensietcs Super VLAN.

NMPUMEMYAHME: Bbl gomkHbl nameHntb SUbVLAN Ha obwyto VLAN, npexge 4em cmoxeTe
yoanutb 3Ty SUbVLAN, BbINONHMB KOMaHZy no vian.

NMPUMEYAHME: ogHa SubVLAN npuHagnexuT tonbko ogHon Super VLAN.

Komanpa subvlan vlan-id-list
Onucanue vlan-id-list: ykasbiBaeT Heckonbko VLAN B kavectBe SubVLAN Super VLAN
napameTpoB
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Mo ymonyaHuo

Mo ymonuanuto VLAN aBnsaetcsa obbiduHon VLAN

KomaHgHbIn
pexnm

Pexum koHdurypaumm VLAN

PykoBoacteo no
NCNONb30BaHNIO

NHTepdericbl nogkntoveHnsa moryT 6biTb fo6aBneHbl B SUbVLAN.

Bbl gomkHbl nameHnte SUbVLAN Ha obwyto VLAN, npexae 4yem cmoxeTte
yaanutb 3Ty SUbVLAN, BbInonHue komaHgy no vian [id].

Bbl He moxeTe HacTpouTb SVI yposHs 3 VLAN ana SubVLAN.

NMPUMEYAHUE: ecnn Bbl HacTpounu SVI yposHsa 3 ana Super VLAN,
nonsiTka Aob6aBneHuss gononHuTenbHbiXx SUbVLAN MoOXeT 3aBepLUnTbCS
Heyada4yen u3-3a HexBaTKN PECYPCOB.

NMPUMEYAHMUE: ecnu Bbl HacTpouTe SUbVLAN Ha Super VLAN, a 3atem
HacTpouTe SVI ypoBHs 3 VLAN ana Super VLAN, HekoTopble SubVLAN
MOryT cHoBa cTaTb 06wmmm VLAN 13-3a HEXBATKN PECYPCOB

Hactpoinka ARP-npokcu
o (ObGsazaTenbHO) PyHKUMA ARP-NpoKcy BKNHOYEHA MO YMOMYaHMIO.

e [lonb3oBatenn B SubVLAN moryT peanusoBaTtb cBA3b L2/L3 mexay BUPTyarbHbIMK
NoKarnbHbIMU CETAMM Yepe3 NPOKCU-CepBep LUMNt03a TOMbKO Nocre Toro, Kak dyHKUNS
ARP-npokcu BkoYeHa kak B Super VLAN, Tak n B SUbVLAN.

o [lonbsosatenu B SUbVLAN moryT obwaTbca ¢ nonb3oBaTtenamu gpyrnx VLAN Tonbko

nocne Toro, kak dyHkums ARP-npoken BkntodeHa kak B Super VLAN, Tak n B SubVLAN.

NMPUMEYAHUE: dyHkuma ARP-npokcn gormkHa 6biTh BkoveHa kak B Super VLAN, Tak u B
SubVLAN. B npotnBHOM crniydyae ata (pyHKUNSA HE AENCTBYET.

KomaHpa

proxy-arp

Mo ymonyaHuio

Mo ymonyaHmio doyHkumna ARP-NpoOKCK BKNKOYEHa

KomaHaHbIn
peXnm

Pexnm koHdurypaumm VLAN

PykoBoacteo no
NCNOSb30BaHMIO

Mo ymonyaHmio dpyHKuna ARP-NpOKCY BKINKOYEHA.

3anyctute 9Ty KomaHgy, 4Ttobbl BKMOUYMTb dyHKumio ARP-npokcn kak B
Super VLAN, Tak n B SubVLAN.

Monb3oBatenm B SubVLAN MoryT peanusoBatb cBa3b L2/L3 mexay
BMPTyanbHbIMW JTOKanbHbIMW CETAMW TONbKO MOCME TOro, Kak (PyHKUMS
ARP-npokcu 6yget BkntodeHa kak B Super VLAN, Tak n B SubVLAN

Hactpownka guanasoHa IP-agpecoB SubVLAN

e Bbl MoxeTe BblaenuTb AnanasoH IP-agpecos ans kaxgon SubVLAN. MNonb3oBaTtenu B
SubVLAN wmMoryT obwartbca ¢ nonb3oBatensmu gpyrux VLAN, Tonbko ecnu ux
IP-agpeca HaxogdATcsa B yka3aHHOM AnanasoHe.

e Ecnu He ykasaHo nHoe, BaM He HY)XHO HacTpauBaTb AvanasoH |P-agpecos.
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NMPUMEYAHME: IP-agpeca, AnHamudeckn Bblaensembole nonb3osarenam vyepe3s DHCP, moryt
He BXOOUTb B AManasoH BblgeneHHblx IP-agpecos. Ecnu IP-agpeca, BblaeneHHsle 4yepe3 DCHP,
He BXOOAT B YKasaHHbIN Auanas3oH, nonb3oBatenn B SubVLAN He moryT obuwaTbcs C
nonb3oBatensamu gpyrmx VLAN. MNoatomy GyabTe OCTOPOXHbI MPU UCNONb30BaHWM KOMaHAbI
subvlan-address-range start-ip end-ip.

NMPUMEMAHUE: nnanasoH IP-agpecos SubVLAN gomkeH HaxoAnTbCs B Npeaenax gvanasoHa
IP-agpecoB Super VLAN, kK kotopou npuHagnexut SubVLAN. B npotuBHOM crydvae
nonb3osatenyn SubVLAN He MOryT B3aMmogencTBoBaTh ApYr C APYroMm.

NMPUMEMAHUE: IP-agpeca nonb3oBatenen B SUbVLAN OormkHbl HaxoauTbCA B npegenax
AunanasoHa IP-agpecoB SubVLAN. B npoTuBHOM cny4yae nonb3oBatenu B SUbVLAN He cmoryT
B3aMMOAENCTBOBATL APYr C OPYrOM.

KomaHnga subvlan-address-range start-ip end-ip
Onucanwne start-ip: ykasbiBaeT HavanbHbIn IP-agpec SubVLAN.
napameTpoB

end-ip: ykasbiBaeT KOHeuYHbIn IP-agpec SubVLAN

Mo ymonuyaHuto | Mo ymonyaHuio avanasoH IP-agpecoB He HacTpoeH

KomaHaHbIN Pexwum koHdurypaummn VLAN
pexum

PykoBoacTeo no | OnumoHanbHo.

WCNONB3OBAHWIO | 3anycTute aTy komaHdy, 4TOGbl HAcTpouTb AvanasoH |IP-agpecos

nonb3oBaTtenen B SubVLAN.

IOwnanasoHbl |IP-agpecoB pasHbix SubVLAN Super VLAN He MoryT
nepekpbIBaTbCS APYr C APYroMm.

NMPUMEMAHMUE: ouanasoH IP-agpecoB SuUbVLAN gomkeH HaxoauTbCd B
npegenax guanasoHa |P-agpecoB SubVLAN, kK KOTOpOW MpUHaANexuT
SubVLAN. B npoTtuBHOM cnyyae nonb3oBaTtenu B SUbVLAN He cmoryT
B3aMMOAENCTBOBATL APYr C OPYrOM.

NMPUMEMAHMUE: nonb3oBatenn B SubVLAN moryT obwartbcs ¢
nonb3oBatenamu apyrnx VLAN Tonbko B TOM criydae, ecnu ux IP-agpeca
(anHamunueckun Bolgensemble Yeped DHCP nnu ctatnyeckn HaCTpOEHHbIE)
Haxo4sTCA B HACTPOEHHOM auanasoHe IP-agpecos.

NPUMEYAHMUE: IP-agpeca, Ha3Ha4vyeHHble yepe3 DHCP, moryT He BXoauTb
B HaACTPOEHHbIN guanas3oH |P-agpecoB. B 3ToM cny4vae nonb3oBaTenu
SubVLAN He moryT obwatbes ¢ nonb3oBatenamm gpyrix VLAN. MNostomy
OyabTe OCTOPOXHbI NPW NCMOMNBb30BaHMN 3TON KOMaHAbI

6.4.1.4. NpoBepka

Mocne Toro, kak kaxagas SubVLAN conoctaBneHa co wio3om Super VLAN, nonb3oBatenu
SubVLAN mMoryT oTnpaBnsaTb 3X0-3anpockbl ApYr APYry.
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6.4.1.5. Mpumep KoHcuUrypauumn

Hactponka Super VLAN B ceTu, 4yto6bl nonb3oBatenu B ee SubVLAN
MCNONb30Bann OAUH M TOT XK€ CerMeHT CeTU U COBMECTHO UCMNOJSIb30Basiv OANH U
TOT Xe |IP-wnto3 ans coxpaHeHus IP-apgpecoB

CueHapun:

MHTepHet

KommyTartop A

Super VLAN 2
SVI:192.168.1.1/24
Gi 0/9 Sub-VLAN 10, 20, 30

KommyTtarop D

KommyTtartop B

VLAN 10 N
192.168.1.10 ~ 192.168.1.50 VAN 20 192 1681:/11_;\?13902168 1.150
192.168.1.60 ~ 192.168.1.100 SR SEE
PucyHok 6-2.
LWarun BbinonHuTe cooTBeTCTBYOLLYI0 HAacTponky Super VLAN Ha kommyTaTope sigpa.
HACTPOUKN | 13 kommyTaTopax aoctyna HacTpoiTe obwme cetn VLAN, coOTBETCTBYIOLLME
SubVLAN Ha kommyTaTope sapa
A SwitchA#configure terminal

BBeaunte komaHnabl KOHUrypaumm, no ogHomn B ctpoke. KoHeu ¢ CNTL/Z.
SwitchA(config)#vlan 2
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 10
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SwitchA(config-vlan)#exit

SwitchA(config)#vlan 20

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 30

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 2

SwitchA(config-vlan)#supervlan

SwitchA(config-vlan)#subvlan 10,20,30

SwitchA(config-vlan)#exit

SwitchA(config)#interface vlan 2

SwitchA(config-if-VLAN 2)#ip address 192.168.1.1 255.255.255.0
SwitchA(config)#vlan 10
SwitchA(config-vlan)#subvlan-address-range 192.168.1.10 192.168.1.50
SwitchA(config-vlan)#exit

SwitchA(config)#vlan 20
SwitchA(config-vlan)#subvlan-address-range 192.168.1.60 192.168.1.100
SwitchA(config-vlan)#exit

SwitchA(config)#vlan 30
SwitchA(config-vlan)#subvlan-address-range 192.168.1.110 192.168.1.150
SwitchA(config)#interface range gigabitEthernet 0/1,0/5,0/9

SwitchA(config-if-range)#switchport mode trunk

MpoBepka | Ybeanutech, 4To ncxogHoin xocT (192.168.1.10) n koHe4HbIN xocT (192.168.1.60)
MOryT NPOBEpPUTL CBA3b APYr C APYroM
A SwitchA(config-if-range)#show supervlan
supervlan id supervlan arp-proxy subvlan id subvlan arp-proxy subvlan ip
range
2 ON 10 ON 192.168.1.10 - 192.168.1.50
20 ON 192.168.1.60 - 192.168.1.100
30 ON 192.168.1.110 - 192.168.1.150
6.4.1.6. PacnpocTpaHeHHble OMnOKK
LLnto3 SVIn IP He HacTpoeH ans Super VLAN. CnegoBatenbHo, NpomcxoauT cOor CBA3N Mexay

SubVLAN n mexgy SubVLAN v gpyrumm BUpTyanbHbIMU fOKaNbHbIMU CETAMM.

®dyHkuna ARP-npokcu  oTkniodeHa B Super VLAN wnm SubVLAN. CneposaternbHo,

nosib3oBaTesin

B SUbVLAN He moryT obwaTbcs ¢ nonb3oBaTtenamm gpyrmx VLAN.
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Iunana3oH IP-agpecoe SubVLAN HacTpoeH, Ho IP-agpeca, BblAeneHHble Nonb30oBaTensam, He
BXOOAT B 3TOT ANANa3soH.

6.5. MOHUTOPUHr

6.5.1. OToOpaxeHune

OnucaHue KomaHga

OTtobpaxaeT koHdpurypauuio Super VLAN show supervlan

6.5.2. OTnapka

NMPUMEYAHUE: cuctemHble pecypchbl 3aHATbI NpU BbIBOAE OTNago4vHon nHdgopmauun. MNMoatomy
OTKMNtoYanTe OTNaaKy cpasy nocne UCrosib30BaHuS.

OnucaHue KomaHpa

Otnagka Super VLAN debug bridge svlan
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7. HACTPOUKA PRIVATE VLAN
7.1. O630p

Private VLAN penut broadcast-gomeH ypoBHA 2 VLAN Ha HecKosnbKo nogaoMeHoB. Kaxabin
nogaoMeH cocTonT n3 ogHom napel Private VLAN: nepsuyHoin VLAN m BTopryHOM VLAN.

OauH gomeH Private VLAN MOXeT CcOCToATb U3 Heckonbkux nap Private VLAN, n kaxxgasa napa
Private VLAN npegcraBnset oanH cybgomeH. B gomeHe Private VLAN Bce napbl Private VLAN
NCNonb3yT OAHY U Ty Xe nepBuyHyto VLAN. BTtopudHble mnaeHtudukatopbl VLAN ans
NOoAOOMEHOB OTIMYAOTCS.

Ecnn nocraBwmk ycnyr BblgenseT ogHy ceTb VLAN Kakgomy nonb3oBaTento, KONMmM4ecTBO
nonb3oBaTternen, KOTOpoe MOXET MNoAOepXMBaTbCA MNOCTABLUMKOM YCIyr, OrpaHu4MBaeTcs,
NMOCKOSIbKY OOHO YCTPOWMCTBO noadepkusaeT He OGonee 4096 cetenn VLAN. Ha yctpoinctse
ypoBHs 3 kaxxgon VLAN BbloensieTca oguMH agpec NOACeTU U cepust agpecos, YTo NpUBoauT
K notepe IP-agpecoB. TexHonorus Private VLAN npaBuibHO pellaeT fBe npegbigyline
npobnemsl. Private VLAN B ganbHenLem Ans KpaTkocTn HasbiBaeTca PVLAN.

7.2. MpunoxeHus

MpunoxeHue OnucaHue

[MpymeHeHune PVLAN | MNMonb3oBaTenu npegnpusatua MoryT obwaTbcs Apyr ¢ ApYrom,
Mexay YCTPOMCTBAMU | HO B3auMMOLENCTBUE MOSfb30oBaTeNen Mexagy npeanpuatusaMm
YPOBHS 2 M305IMpPOBaHO

MpumeHeHre PVLAN Ha | Bce kopnopaTuBHbIEe NOMAb30BaTENN UCNOMB3YIOT OANH N TOT Xe
OHOM YCTPOWCTBE YPOBHSA | agpec Luto3a U MOryT B3anMOAEeNCTBOBaTb C BHELLUHEN CETHIO
3

7.2.1. NMpumeHeHne PVLAN mexay ycTponcTBaMum YPOBHSA 2

7.2.1.1. CueHapun

Kak nokasaHo Ha cnegywowem PucyHke, B onepauMOHHOM CeTUM ChyKObl XOCTMHra XOCTbl
KOprnopaTuUBHbIX NOSfib30BaTENEN MNOLKIMOYEHBI K CETM Yepe3 KoMMyTaTop A unm kommyTtaTtop B.
OcHoBHble TpeboBaHuWsa cnegyoLwme:

e [lonb3oBatenu npeanpusATUsS MoOryT obLiaTtbcs APYr C APYroMm, HO B3aMMonencTBue
nonb3oBaTenen Mexay NpeanpuaTUSIMU N30NMPOBaHO.

e Bce koprnopaTuBHble NONb30BATENM UCMONBb3YIOT OOWH U TOT e agpec Wio3a U MoryT
B3aMMOOENCTBOBATb C BHELLHEN CETbIO.
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WHTEepHeT

A: npeanpuatue A
B: npeanpuaTtue B
C: npeanpuaTtue C

CoobLuecTBo

. (community) .-
. VLAN100 -
CooBLLecTBO M3onuposaHHas
.. (community) VLAN 101

“UUAVLAN 100 el

PucyHok 7-1.

KommyTatop A n kommyTtaTop B sBndawTCcs koMMyTaTopamun goctyna.

PVLAN paboTtaet Ha ycTtponctBax. [lopTbl Ons MNOAKMNIOYEHUS YCTPOWUCTB LOSKHbI ObiTh
HaCTPOEHbl Kak MarucTpanbHble nopTbl, TO ecTb nopT Gi 0/5 kommyTtaTopa A n nopt Gi 0/1
KOoMMyTaTopa B HacTpoeHbl kak MarncTparbHble NOpThl.

Mopt Gi 0/1 pns noakniodeHust KommyTaTtopa A K WMo3y HeobxoaMmo HacTpouTb Kak
Hepa3bopuMBLIM MOPT (Promiscuous-nopT).

MopT Gi 0/1 Wwno3a MOXXHO HAaCTPOMUTL Kak MarncTparnbHbIn Unm rmépuaHeii nopt, a Native VLAN
asnsaetcsa ocHoBHon VLAN gns PVLAN.

7.2.1.2. PasBepTbiBaHue

e HactponTe Bce NpeanpudaTus Tak, YToObl OHM HaxogunMcb B ogHon n Ton xe PVLAN
(ocHoBHasg VLAN 99 B aTom npumepe). Bce kopnopaTusBHble NONb30BaTENW UCMOMB3YIOT
OINH U TOT Xe NnHTepdenc yposHa 3 yepes aTy VLAN ANns CBA3W C BHELLHEN CEThIO.

e Ecnu Ha npeanpuatTMn nMeeTca HECKOSTbKO MONb30BaTENbCKMX XOCTOB, pacrnpegenuTe
Nnosib30BaTENIbCKME XOCTbl pasHbIX npeanpuaTun no pasHeiM VLAN coobuectea. To
€CTb HacTpouTe MopThbl, MOAKMIOYEHHbLIE K XOCTaM nosib3oBaTernen npeanpudatus, B
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KayecTtBe MNMopToOB XOCTOB VLAN COO6LL|,eCTBa, 4yTOObI peann3oBaTtb B3anmoaencraeme
nonb3oBartenemn BHYTpU npeanpunaTnA, HO n3onmpoBaTtb B3anmMoaencTene
nonb3oBartenemn MeXay npeanpuAaTnamMmn.

Ecnu Ha npeanpusatum umeeTtcs TONMbKO OAWH MOMb30BATENbCKUMA XOCT, HACTpouTe
NopThbl, NOAKMIOYEHHbIE K NOMb30BaTENbCKMM XOCTaM Takux NpeanpuaTuii, Kak nopTsbl
XOCTOB u3onupoBaHHoi VLAN, 4TOoGbl peanu3oBaTb W30MNALMIO B3anMOAENCTBUA
nonb3oBaTene Mexay NpeanpuUaTUSMU.

7.2.2. MpnmeHeHne PVLAN Ha ogHOM ycTpoucTBe YPOBHA 3

Kak nokasaHo Ha cnegytowem PucyHke, B OnepaLMOHHOM CEeTU CNyXObl XOCTUHra XOCTbl
KOprnopaTuMBHbLIX MNOSMb3oBaTenen MNOAKIYATCA K CeTU 4yepesd kKoMmyTatop A YyCTpoMcTBa
ypoBHs 3. OcHoBHble TpeboBaHusa cnegyowme:

Monb3oBaTenu NpeanpuaTMs MoOryT obwaTtbcs Apyr ¢ APYrom, HO B3auMOAencTBue
nonb3oBaTenen Mexay nNpeanpuUaATUSMU N30NMPOBAHO.

Bce KopnopaTuBHbIE NOofib30oBaTesin MOTyT NONYYUTb OOCTYN K CEPBEPY.

Bce koprnopaTuBHble NONb30BaTENM UCMONBL3YIOT OOMH M TOT Xe agpec Wnio3a u MoryT
B3aMMO/JEeNCTBOBaTb C BHELLHEN CETbIO.

MHTEpHET

Cepéé'p .
KommyTaTtop A h

.. VLAN 10

WM3onuposaxHas . -

CoobLiecTBo
(community)

_____ A: npeanpuatue A
B: npegnpusatve B .-
C: npeanpusatue C
CoonecTBO D: npegnpuatue D
(community) -
. VLAN 20 _ ’

OcHosHas (primary) VLAN 2
SVI:192.168.1.1/2

PucyHok 7-2.
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KommyTaTop A aBnsietca KOMMYTaTOpOM LUJ1H03a.

Korga nonb3oBaTenbCkue XOCTbl MOAKMYEHbI K ogHoMy yctpowuctsy, nopt Gi 0/7 ans
NOAKIIOYEHNST K CepBepy HacTpavMBaeTCs KaK CryyYaviHbIi MopT, 4YTOObl KOprNopaTUBHbIE
nonb3oBaTeny MOrnv B3aMmoaencTBOBaTb C CEPBEPOM.

ConocTtaBneHune ypoBHS 3 OOMKHO ObiTb BbiNnosiHeHO B nepBuyHOn VLAN 1 BTOpnYHbIX VLAN,
4yTOObl NONBb30BATENM MOIMM B3aMMOAENCTBOBATL C BHELLHEN CEThIO.

7.2.2.1. Pa3BepTbiBaHue

e HacTtponTe nopT, KOTOPbIN HANPSMYIO NOAKIIOYEH K CepBepy, Kak Hepa3bopymBbin NopT.
lMocne aToro BCe KOpnopaTuBHbIE MOMb30BaTENM CMOryT B3aMMOOENCTBOBATb C
cepBepoM 4Yepes Hepa3bopunBbIi NOPT.

e Hactponte agpec wno3a PVLAN Ha ycTponcTtee ypoBHs 3 (kommyTaTtop A B 3TOM
npumepe) (B aTom npumepe ycraHosuTe agpec SVI VLAN 2 Ha 192.168.1.1/24) n
HacTponTe conocTtaBneHne wmexay nepsuyHon VLAN u BTOpuYHbIMM VLAN Ha
UHTepdenc yposHa 3. llocrne 3TOro BCe KOprnopaTMBHbIE MOMb30BaTENM CMOIyT
B3aMMOAENCTBOBAThL C BHELLHEN CETbIO Yepes agpec Lun3a.

7.3. PyHKUUMN

7.3.1. ba3oBble onpeaeneHusn

PVLAN

PVLAN nopaepxunsaet Tpu tvna VLAN: nepBuyHble VLAN, nsonuposaHHble VLAN n VLAN
coo0OLlecTBa.

HJomeH PVLAN umeeT Tonbko ogHy ocHoBHYO VLAN. BTopudHble VLAN peanusyloT n3onsumio
ypoBHs 2 B ToM e gomeHe PVLAN. CyuwecTtByeT gBa Tmna BTopuyHbIX VLAN.

MU3onupoBaHHasa VLAN
MopTbl B 0gHOM M Ton Xe msonupoBaHHoOWM VLAN He MOryT B3auMMHO yCTaHaBnmBaTb CBS3b
ypoBHs 2. lomeH PVLAN nmeeT TonbKo 04HY M3onmpoBaHHyto VLAN.

VLAN coobuectBa

MopTbl B ogHon VLAN coobLuecTBa MOryT ycTaHaBNMBaTb CBSA3b YPOBHSA 2 ApYr C APYrOM, HO He
MOIYT OCYLLECTBIATb CBA3b YPOBHs 2 ¢ nopTamu B apyrmx VLAN coobuiectea. [lomeH PVLAN
MoXeT umeTb Heckornbko VLAN coobulecTsa.

Accoumauumsa ypoBHAa 2 PVLAN

Mapbl PVLAN cyLiecTByHOT TOMbKO MOCne TOro, kak OyaeT BbINOMHEHa accounaumns ypoBHS 2
mexgy Tpemsa Tunamm VLAN PVLAN. 3aTtem nepeuyHast VLAN nmeeT ykaszaHHYH BTOPUYHYIO
VLAN, a sTopnydHasa VLAN nmveet ykasaHHyto nepsuyHyto VLAN. NepBuyHas VLAN 1 BTOPUYHbIE
VLAN HaxoasiTca B OTHOLUEHNAX «OOMH KO MHOTMM» (One-to-many).

Accoumauumsa ypoBHa 3 PVLAN

B PVLAN uHTepdenchl ypoBHs 3, TO €CTb KOMMYTUPYEMbIE BUPTYarbHble nHtepdericol (SVI),
MOryT GbITb co3gaHbl Tonbko B nepeunyHon VLAN. MNMonb3oBaTtenu Bo BTopudHom VLAN moryT
YCTaHOBUTb CBSA3b YPOBHSA 3 TONbKO MOCME TOro, Kak ByaeT BbiNOMIHEHa accoumaumns ypoBHA 3
mexgy BTopudHon VLAN un nepBuyHon VLAN. B npoTuBHOM crnyyae nonb3oBaTenu MoryT
OCYLLECTBMATb CBA3b TOJbKO Ha YPOBHE 2.

MopT coobwecTBa

MopTbl coobwectBa — 310 NopThl B ceTn VLAN coobulecTtea. MopTel coobwecTtsa B OQHOM
VLAN coobuiectBa MOryT B3aMMOAENCTBOBaTbL APYr C APYroM U MOryT B3avMOOENCTBOBaTb C
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Hepa3bopumBbIMK nopTamu. OHM He MOryT 0OMeHUBaTbLCA AaHHBbIMKU C NoOpTamMu coobLecTsa B
apyrmx VLAN coobLiecTtBa nnn n3onmpoBaHHbIMK NopTaMmu B nsonmposaHHom cetn VLAN.

Hepa3b6opumBbIn NOPT (Promiscuous-nopT)

HepasbopumBbie nopTel — 310 NopThl B nepauyHon VLAN. OHM MOryT B3ammMogencTBoBaTb C
no6bLIMM NopTamMu, BKMOYasi N30NIMPOBaHHbIE NOPThI M NOPThI coobLLecTBa BO BTOPUYHBLIX VLAN
Toro »xe pomeHa PVLAN.

NMPUMEYAHUE: B PVLAN SVI MOXHO co3gaBaTtb TOMbko B nepsuyHon VLAN, a SVI Henb3s
co3fgaBaTb BO BTOpMYHbIX VLAN.

NMPUMEYAHUE: noptel B PVLAN MOXHO MCMONb30BaTb B KayecTBE MOPTOB WCTOYMHUKA
3epKanMpoBaHusl, HO HeMb3s NCMNOSb30BaTh B KAYECTBE NOPTOB Ha3HAYEeHUS 3epKannmpoBaHus.

7.3.1.1. O630p

Ocob6eHHOCTb OnucaHue

N3onaumna yposHa 2 | MopTbl pa3nuyHbix Tuno PVYLAN MOXHO HacTpouTb Ana peanusauum
PVLAN v coxpaHeHue | B3auMOOENCTBUS U U30NSAUMM NPOMEXYTOYHbIX MOMb30BaTENbCKUX
IP-agpeca xoctoB VLAN

lMocne BLINOMHEHUSA COMOCTaBMEHUS YPOBHA 2 Mexdy nepBUYHON
VLAN un BTopuyHbiMM VLAN noggepxuBaeTcs TONbKO CBA3b
ypoBHs 2. Ecnn Tpebyetca cBA3b YpPOBHA 3, MONb3oBaTeNsaM
BTopuyHor VLAN Heobxoammo mncnonb3oBatb SVI nepsuyHon VLAN
ANS OCYLLECTBIEHNs CBSI3N YPOBHS 3

7.3.2. U3onauusa ypoBHsa 2 PVLAN n coxpaHeHue |IP-agpeca

[oGaebTe nonb3oBatenen B noggomeHbl PVLAN, 4To6bl M30nMpoBaTb CBSA3b Mexay
npeanpuaTUAMN N MeXxay KopnopaTuBHbIMA NOJSIb30BaTENAMM.

7.3.2.1. MprHUMN paboTbl

HacTtponte PVLAN, HacTpomTe accoumaumio ypoBHA 2 M accoumaumio YpoBHSA 3 mexay
ocHoBHOM VLAN wn SubVLAN PVLAN, a Takke HacCTpOWTE MOpPTbl, MNOAK/OYEHHbIE K
Nnosib30oBaTeNbCKMM XOCTaM, BHELLHUM CETEBbLIM YCTPOUCTBAM U CepBepam, Kak pasrmyHble TUMbI
noptoB PVLAN. Takum o6pa3om MOXET ObITb peann3oBaHo pasgeneHme NnoggoMeHoB U CBSA3b
nonb3oBaTenemn B NoggoMeHax C BHELLHEN CETbI0 U cepBepamMi.

OTHOWweHuA nepecbUIKM NaKeToB MeXay NopTaMun pa3HbIX TUNOB

BbixogHon nopTt Hepa3bopuuBbin | U3onupoBaHHbIM  lMopT
BXxogHow nopT nopt noprt coobuwecTtBa
HepasbopumBbii nopT MopaepxmBaeTtcs MooaepxmBaeTtcs MNopopepxmnBaeTcs
M3onmpoBaHHbIN NopT MopaepxmBaeTcs He noggepxnBaetca | He
noaaepxveaeTcs
MopT coobLecTBa MopaepxmBaeTcs He noggepxuBaetca | NoggepxusaeTcs
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BbixogHon nopTt Hepas6opumBbin = U3onupoBaHHbLIN MopT
BxoaHo# nopT nopt noprt coobuwecTBa
M30nmpoBaHHbIN MooaepxmBaeTcs He noonepxuBaetcs | NogoepxueaeTcs
MarmcTpasbHbI NopT (B
Ton e VLAN)
HepasbopuuBbliii MooaepxmBaeTcs MooaepxmBaeTcs MNoonepxnBaeTcs
MarmcTparsbHbI NopT (B
Ton e VLAN)
MarucTtpanbHbii  nopT | MNogaepxuBaeTca MooaepxmBaeTcs MNoonepxnBaeTcs
(B Tom xe VLAN)
U3meHeHnsa Tera VLAN nocne nepecbisikM NakeToB Mexay noptaMmu pasHbIX
TMnoB
BbixogHoun Hepa36opuuBbin  U3onupo- MopT Un kommy-
nopt nopt BaHHbIN coobuwecTBa TaTtopa
BxoQHou nopT MORH
HepasbopumBbin | &3 nameHeHumn bes bea nameHeHun CHaTtb Ter
nopTt N3MeHEeHUN
M3onupoBaHHbIN | Be3 nameHeHun HET OaHHbIX HEeT OaHHbIX CHaATb TEr
nopTt
MopT bes nameHeHumn HeT OaHHbIX Bbes namenenun CHaTb Ter
coobLlecTBa
N3onupoeaHHbin | [lobaBnsaeTca HEeT JaHHbIX [Job6aBnsetca Ter | [lobaBnsaeTca
MarncTpasibHbI | BTOPUYHbIN naeHTuguKaTopa | BTOPUYHBLIN
nopTt naeHTudukaTop VLAN Ter
(8 Toit xe VLAN) VLAN coobLlecTBa noeHTnduka-
Topa VLAN
Hepasbopumsbin | [lobaBnseTca JobaBnsietca | [JobaenseTcs JobaBnseTcs
MarncTpasibHbI | NepBUYHbIN TEr | NepBUYHbBIA TEr | NEPBUYHBIN  TEr | NEPBUYHbLIN
nopTt naeHTudukaTopa naeHTuduka- | naeHTudukatopa | ter
- VLAN, a Tter VLAN | Topa VLAN, a | VLAN a Ter | ngeHTMguKka-
B ToVi ke VLAN ; ’ ’
( ) ocTaeTtcH Ter VLAN | VLAN octaetca | Topa VLAN, a
HEN3MEHHbIM B | ocTaeTtcs HEN3MEHHBIM B | Ter VLAN
CeTW, OTNNYHOM OT | HEU3MEHHbIM B | CETU, OTIIMYHOWM | OCcTaeTcs
PVLAN ceTu, ot PVLAN HEeN3MEHHbIM
OTNMNYHOW  OT B cetu,
PVLAN OTNNYHOW OT
PVLAN
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BbixoaHon Hepa3bopuuBbin | U3onupo- MopT Un kommy-
nopt nopt BaHHbIN coobOLecTBa TaTtopa
BxoagHow nopT efpi
MaructpanbHbin | Jo6aBnsieTcs [HobGasneH [obGasneH Ter | [lobasnsietcs
nopT nepBUYHbIN Ter | N30nMpoBaH- naeHTudukaTopa | NEPBUYHBIN

B Tol e VLAN naeHTugukaTopa HbIN Ter | VLAN Ter
( ) VLAN naeHTudurka- coobLecTBa naeHTuduka-
Topa VLAN Topa VLAN

7.4. KoHdurypauusa

KoHdumrypauus

OnucaHue u KOMaHAa

HacTtporka OCHOBHbIX

dyHkumn PVLAN

BTOPUYHbIX VLAN

(ObsazaTenbHO) Mcnonbayetcs gns Hactpourku nepsuyHon VLAN un

private-vian

{community

Hactpauaet tn PVLAN

isolated | primary}

(O6sazaTtenbHbIn) OH ucnonb3yeTcd Afs HACTPOWKM accoumauumn
ypoBHs 2 mexgy nepsudHon VLAN u BTopuyHbiMmn VLAN PVLAN gns
dopmupoBanua nap PVLAN

private-vlan association {svlist |
add svlist | remove svlist}

HactpaunsaeTt accouuaumio
YPOBHS 2 Mexagy NepBUYHOMN
VLAN un sTopnyHbiMn VLAN ans
dopmupoBanna nap PVLAN

(OnuunoHanbHo) OH ncnonb3yeTtcs ans pacnpegeneHust
none3osartenen no nsonuposaHHo VLAN mnnn VLAN coobliecTtea

switchport mode private-vlian
host

HactpaunsaeT xoct-nopt PVLAN

switchport private-vlan host-  Cesa3biBaeT MNopTbl YpoBHS 2 C

association p_vid s_vid PVLAN wn Bblgensiet nopThbl
noAAoOMEeHam

(OnuuoHanbHO) Wcnonb3yeTcs Onsi  HaAcTpOMKM  MopTa  Kak

Hepa3bopunBOro nopTa

switchport mode private-vlan | HactpanBaeT  Hepa3bopuMBbIi

promiscuous nopT PVLAN
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KoHdurypauus OnucaHue u KomaHaa

switchport private-vlan | HactpauBaet nepsuuHyto VLAN,

mapping p_vid { svlist | add svlist | k KOTOpoW npuHagnexuT

| remove svlist } Hepa3bopumebii nopT PVLAN, u

cnucok BTopu4Hbix ceten VLAN.

MakeTbl PVLAN MoryT

nepenaBsaTtbCd U NpMHMMaTbCA
yepel3 3TOT MOPT TOJIbKO Mocre
BbIMOJIHEHUA HaCTDOIZKI/I

HacTtponka ocHoBHbIX | (OnunoHansHo) OH ncnonb3yeTcs ANsi HACTPOWKN CBSA3M YPOBHSA 3 AN

dyHkumn PVLAN nonb3oBartenen Bo BTopmyHon VLAN

private-vlan mapping { svlist | HactpauBaetr SVI nepBuyHOM
add svlist | remove svlist } VLAN 7 HacTpauBaeT
accoumaumio ypoBHsa 3 Mexay
nepsuyHon VLAN 1 BTOPUYHBLIMU
VLAN nocne co3panus PVLAN n
BbINOMTHEHNS accoumaumm
ypoBHss 2. [lonb3oBatenn B
SubVLAN moryT ycTaHaBnueaTb
cBA3b YypoBHA 3 uyepe3 SVI
nepsuyHon VLAN

7.4.1. HacTpouka ocHOBHbIX ¢pyHKunK PVLAN

7.4.1.1.

7.4.1.2.

Ad ekt KOHpUrypaumum

Bkntounte dopmunpoBaHue nogaomeHos PVLAN ans peanusaumm nsonauun mexay
npeanpuaTUAMnN N Mexay KopnopaTMBHLIMU NOSIb30BaTENAMM.

Peanunsynte conocTtaBneHne ypoBHA 3 Mexay Heckonbkumu BTOpUYHbIMU VLAN ©
nepsuyHor VLAN, 4yToGbl Heckonbko VLAN rcnonb3oBany oguH 1 ToT Xe IP-wnto3, Tem
caMbIM nomoras coxpaHuTb IP-agpeca.

MpumeyaHus

Mocne HacTpoiiku nepsuyHon VLAN n BTopuyHon VLAN nogaomeH PVLAN cywecTtsyeT
TONbKO NOCe TOro, kKak Mexay HUMu GyaeT BbINOfIHEHa accoumaums ypoBHS 2.

MopT, NOOKMIOYEHHBIN K XOCTY MWCMOMb30BaHWUS, [OOIMKEH ObiTb HACTPOEH Kak
onpeaenenHbii nopT PVLAN, 4ToObl XOCT NoNb3oBaTeNst NPUCOEMHANCA K NOAO0MEHY
Ons peanusaumn peansHoOW U3onaumnm Nonb3oBaTens.

MopT, NOOKIMIOYEHHBIA K BHELLHEN CETU, U NOPT, NOAKMIOYEHHLIN K cepBepy, OOMMKHbI
ObITb HACTPOEHbLI Kak Hepa3bopumBbie MOPTLI, 4TOOLI Upstream- n downstream-nakeTbl
nepecbinannce HopmasbHO.

Monb3oBaTenn Bo BTOpuYyHOM VLAN MOryT ycTaHOBUTb CBA3b YpOBHA 3 yepes SVI
nepsuyHon VLAN TOMNbKO Nocne Toro, kak 6yaeT BbINOSIHEHO CONOCTaBNeHe YPOBHS 3
Mexay BTopuyHon VLAN u nepsryHon VLAN.
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7.4.1.3. LLlarn HacTpounku
HacTtpownka PVLAN

Oba3aTenbHbIN.

Heobxoammo HacTpouTb nepsuyHyto VLAN n BTOpuyHyto VLAN. [Ba tnna VLAN He
MOryT CyLLIeCTBOBaTb HE3aBUCUMO ApYr OT Apyra.

3anyctute private-vlan { community | isolated | primary } gns Hactponku VLAN B
kadecTse nepsudHon VLAN gns PVLAN n gpyrux VLAN B kadecTBe BTOPUYHbIX VLAN.

KomaHpa private-vlan { community | isolated | primary }
Onucanwne community: ykaseiBaeT, 4to Tn VLAN — 310 VLAN coobLuiecTsa.
napameTpoB

isolated: ykasbiBaeT, 4yto TN VLAN — nsonuposanHas VLAN.

primary: ykasbiBaet, 4to TMn VLAN gBnsetca ocHoBHouM VLAN napebl
PVLAN

Mo ymonuanuto | Cetn VLAN saBnstoTca obbldHbIMKU ceTamn VLAN n He umetoT atpmubyToB

PVLAN

KomaHgHbIn Pexum VLAN

pexvm

PykoBogctBo no | Ota KomaHga ucnonb3yetcs ang ykasaHuda nepsmdHon VLAN 1 BTOPUYHbBIX
ucnonb3dosaHuio | VLAN PVLAN

Hactpomka accounauum ypoBHs 2 PVLAN

Ob6sa3aTenbHbIN.

Mogoomerbl PVLAN dopMupyloTCsl, a WM30NMPOBaHHbIE MOPThl, O6LWMe nopTbl ©
accoumaums ypoBHs 3 MOryT BbiTb HACTPOEHbl TOMBKO MOCre TOro, Kak accoumaums
ypoBHs 2 6ygeT BbinonHeHa mexay nepsnyHon VLAN n BTopudHbimmn VLAN PVLAN.

Mo ymonyaHuio nocne HacTpourku pasnumyHbix PVLAN nepsuyHble VLAN 1 BTOpUYHLIE
VLAN He 3aBucat gpyr oT gpyra. [lepsudHas VLAN umeet BTOpuyHyto VLAN, a
BTOopnyHasa VLAN mmeeT nepsuyHyto VLAN TOMbKO Mocne BbINOMHEHUA accoumaunm
YPOBHS 2.

3anyctuTe private-vlan association { svlist | add svlist | remove svlist } ons HacTponkn
MM oTMEHbl accoupnaumm ypoBHs 2 Mmexay nepsudHon VLAN u BTOpuyHbiMM VLAN
PVLAN. TlogaomeH PVLAN opmmpyeTca TOMbKO MNOCMe HacTPOWKM accouuaumnm
ypoBHs 2. NogoomeH PVLAN He cywecTByeT Nnocrie OTMEHbI accoumaumm ypoBHs 2.
Ecnn accoumaumsa ypoBHA 2 He BLINOMNHAETCA, Korga Ansg HacTPOWKW CBA3aHHbLIX nap
PVLAN wucrnonb3yloTCA  M30/MpPOBaHHble MOPTbl W Hepas3bopumBblie  MOPThI,
KOHUrypauus 3aBepumtcs oWwMBKON Mnn accoumaums mexagy noptamum u cetsMu
VLAN 6yaoeTt oTMeHeHa.

KomaHga private-vlan association { svlist | add svlist | remove svlist }
Onuncanne svlist: ykasbiBaeT cnucok BTopu4Hbix cetern VLAN, koTopble Heobxoaumo
napameTpoB CBSi3aTb UIN Pa3beauHUTb.

add svlist: pobaensieT BTopnyHble VLAN ons cBsi3biBaHMS.
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remove svlist: oTMeHsieT cBA3b Mexay svlist u nepsuyHon VLAN

Mo ymonuyaHuio | Mo ymonuanuto nepsuyHasa VLAN n sTopuyHaa VLAN He cBsa3aHbl

KomaHgHbIn OcHoHom pexum VLAN PVLAN
pexnm

PykoBoacTBO nMo | OTa KOMaH4a UCMonb3yeTca NS HAaCTPOMKN accoumaumn YPOoBHSA 2 Mexay
ncrnonb3oBaHuto | nepsudHor VLAN n BTopuyHbiMu VLAN anga popmuposaruna nap PVLAN.

Kaxpas nepBudHaa VLAN MoxeT OblTb CBsi3aHa TONMbKO C OAHOWM
n3onupoBaHHon ceTbto VLAN, HO MOXeT ObiTb CBAA3aHA C HECKONbKUMM
cetamm VLAN coobuiectBa

HacTtpownka accouunauum ypoBHs 3 PVLAN

Ecnu nonb3oBaTtenam B gomeHe BTOpuyHOM VLAN HeobGXOAMMO YyCTaHOBUTL CBSA3b
ypoBHs 3, HacTponTe SVI mHTepdernca yposHa 3 anga nepsuyHon VLAN, a 3atem
HacTpouTe accoumaumio ypoBHs 3 mexay nepsuyHon VLAN n BTopuyHbiMuM VLAN Ha
SVI.

Mo ymonyanuio SVI MOXHO HacTpouTb Torbko B nepsuyHon VLAN. BTopuyHble VLAN
He NoAAepPXMBatoT CBA3b YPOBHSA 3.

Ecnv nonb3oBatenam Bo BTopuyHOM cetn VLAN PVLAN HeobGxoaMMO yCTaHOBUTb
cBA3b ypoBHs 3, SVI nepsuyHon cetn VLAN HE06X0AMMO NCNONb30BaTh 4SS nepeaaym
n npvemMa nakeTos.

3anyctuTe private-vlan mapping { svlist | add svlist | remove svlist } ana HacTponku
UM OTMEHbI accoumnaumm ypoBHsa 3 mexay nepsudHon VLAN u BTopmyHbiMM VLAN
PVLAN. MNMonb3oeatenu Bo BTopudHoM VLAN MOryT ycTaHaBnmBaTb CBA3b YPOBHS 3 C
BHELLUHEN CEeTbl TOMbKO MOCMEe HaCTPOWKM accoumaumm ypoBHs 3. lMocrne oTMEHb
accoumaumm ypoBHsi 3 nonb3oBaTtenu BTopuyHon VLAN He MOryT OoCyLLeCTBNATb CBA3b
ypoBHs 3.

KomaHga private-vlan mapping { svlist | add svlist | remove svlist }
Onuncanne svlist: ykasbiBaeT cnmucok BTOpuYHbIX ceTer VLAN, Ons KoTopbix
napamMmeTpoB Heob6X0OMMO HacTPOUTb COMOCTaBMEHNE YPOBHSA 3.

add svlist: go6aensieT BTopudHbie cetn VLAN, koTopble OyayT CBsidaHbl C
MHTEpencom ypoBHs 3.

remove svlist: oTmeHseT BTOpudHble ceTun VLAN, cBsi3aHHble C
MHTEpdeNncom ypoBHa 3

Mo ymonuyauuio | Mo ymonyanumio nepsuyHas VLAN n stopuyHasa VLAN He cBsizaHbl

KomaHaHbIn Pexum koHdurypaunm nitepderica nepsmyHon VLAN
peXunm
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PykoBoactso no
NCNoNb30BaHNIO

CHavana Heobxoanmo HacTtpouTb SVI yposHsa 3 anst ocHoBHOM VLAN.
NHTepdpelicbl ypoBHS 3 MOXKHO HACTPOUTL TONbLKO B nepeuyHon VLAN.

Accounauma ypoBHS 2 [OMKHA BbIMOMHATLCA MeXOy CBS3aHHbIMU
BTopuyHbiMM VLAN 1 nepsuyHon VLAN

HacTponka nsonmpoBaHHbIX NOPTOB M NOPTOB coobLiecTBa
e [locne Toro, kak nepsnyHas VLAN un BtopudHble VLAN PVLAN, a Takke accoumaums

YPOBHS

2 HaCTPOEHHbI, BbloenunTte nopThbl yCTpOI7ICTB, NOAKINKOYEeHHbIX K

Nnonb3oBaTeNbCKUM XOCTaM, YTOObI yKa3atb noggoMeHbl, K KOTOPbIM MNpuHaanexar
norib3oBaTesibCKMe XOCThbl.

° Ecnun Ha npeanpuaTun nMeeTca TOJ1IbKO OAUH Nonb30BaTENbCKUIN XOCT, yCTaHoBuUTE
noprT, NOOKMIOYEHHbIN K NnoNib30BaTes1IbCKOMY XOCTY, KaK I/I3OJ'II/1pOBaHHbIIZ nopT.

° Ecnu Ha npeaonpuaTnmn nMmeeTca HECKOJIbKO MOJ1Ib30BATEINIbCKMX XOCTOB, YCTaHOBUTE
nopThl, NOAKIMIOYEHHbIE K NOJ1Ib30BATENIbCKMM XOCTaM, B Ka4eCTBE NOPTOB coobulecTea.

KomaHga switchport mode private-vlan host

switchport private-vlan host-association p_vid s_vid
Onucanue p_vid: yka3sbiBaeT ocHoBHOM naeHtudgumkatop VLAN B nape PVLAN.
napameTpoB

s_vid: ykasbiBaeT BTOpUYHbIN naeHtudukatop VLAN B nape PVLAN. lNopT
aBnsieTcss cBs3aHHbIM noptoM, ecnn VLAN aBnseTcs M30nMpoBaHHON
VLAN, n noptom coobuyectBa, ecnu VLAN saensetca VLAN coobliecTtBa

Mo ymonyaHuio

Mo ymonuaHuio wHTepdenc paboTaeT B pexume pgoctyna (Access);
Hukakue npmeaTtHble napbl VLAN He cBa3aHbl

KomaHgHbin
PEeXUM

O6e KomaHAbl BbIMOSHATCSA B PEXUME HACTPOMKN MHTepdheinca

PykoBoacteo no
MCNONb30BaHNIO

O6e npegbigywe komaHgbl Heob6xoaumo HacTpouTb. lNpexae vyem nopt
OyaeT HacTpOoeH Kak M30NIMPOBAaHHbLIA MOPT UMM Hepas3bopyuMBbIM MOPT,
pPEeXum nopTta AOMKEH ObITb HACTPOEH KaK PeXnM XOCT-NnopTa.

Ot napameTpa s_vid 3aBMCUT, HACTPOEH M MOPT KakK N30SIMPOBAHHbIN MNOPT
unu nopt coobLuecTea.

p_vid n s vid gomkHbl ObITb COOTBETCTBEHHO WAEHTUdUKATOPAMMU
nepsmnyHon VLAN u BTopmyHon VLAN B nape PVLAN, Ha koTopow
BbINONIHAETCH accoumaums ypoBHs 2.

OauH xocT-nopT MOXeET BbITb CBA3aH TONbKO ¢ ogHon napon PVLAN

Hactpoika Hepa3bopumBoro nopra

Tun PVLAN c 0gHVMM NOPTOM HE MOXeT obecneynmTb CUMMETPUYHYIO MEepPEChINIKYy upstream- n
downstream-nakeToB. [1opTbl 4Ns NOOKMIOYEHMS K BHELIHEN CeTU Unu cepBepy Heobxoaumo
HaCTPOUTb Kak Hepa3bopumBble NOPTbI, YTOOLI NONBb30BATENM MOIMM YCNELWHO NONYyYUTb AOCTYN
K BHELLUHEN CEeTU Unn cepeepy.
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KomaHpa

switchport mode private-vlan promiscuous
switchport private-vlan mapping p_vid{ svlist | add svlist | remove svlist }

no Kncnosb30-
BaHUIO

Onucanwne p_vid: yka3sbiBaeT ocHoBHOM naeHTtudpukatop VLAN B nape PVLAN.

fnapameTpos svlist: ykasbiBaeT BTOpuYHyto ceTb VLAN, cBsidaHHyi0 C Hepa3bopuvBbiM
noptoM. Mexay Hum n p_vid gomkHa ObITb BbINOMTHEHA accoLmauns YpOBHS
2.
add svlist: gobaensiet BTopnyHyto cetb VLAN, koTopasa Oyaet cBsisaHa C
NoOpPTOM.
remove svlist: oTmeHsaeT BTopnyHyto VLAN, CBSA3aHHYO C NOPTOM

Mo Mo ymonuyaHuio wHTEpdenc pabotaeT B pexume pfoctyna (Access);

YMOJTHaHUIO Hepa3bopuMBbIA NOPT He cBA3aH co BTopudHoM VLAN

KomaHgHbIn Pexunm koHdurypaumm nHrepderica

pexum

PykoBoacTteo Pexum nopTta gormKkeH ObITb HACTPOEH Kak Hepa3bopUmnBbIN PEXNM.

Ecnn nopT HacTpoeH kak Hepa3bop4mBbIN NOPT, OH AOMMKEH ObiTb CBA3aAH C
napamm PVLAN. B npotuBHOM cny4ae nOpT He MOXeT HeCcTUn unu
nepecbinaTtb CEPBUCHI.

OauH HepasbopumBbi MOPT MOXET OblTb CBSI3aH C HECKOSIbKMMKU napamu
PVLAN B npegenax ogHon nepeuydHon cetn VLAN, HO He MoxeT ObiTb CBA3aH
C Heckonbknmu nepeuyHbiMu cetamum VLAN

7.4.1.4. NpoBepka

3actaBbTe MNONb30BaTENbCKME XOCTbl, MOAKMOYeHHble K noptam PVLAN, nepepaBaTtb u
nony4atb MakeTbl B COOTBETCTBUM C nMpasunamun nepeagpecaummn noptoB PVLAN gnd
peanusaumm nsonauun. HactporTte accoumaumio ypoBHa 3, 4TOObl MONb30BaTENM B NEPBUYHOMN
VLAN un BTOopnyHbix VLAN ogHon n Tton xe PVLAN wmcnonb3oBanu oguMH 1 ToT xe IP-agpec
LUNH03a W OCYLLIECTBNSANN CBA3b YPOBHS 3.
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7.4.1.5. Mpumep KoHcuUrypauumn

MpumeHeHue Layer-2 PVLAN mexay ycTponctsamm

WHTEepHeT

A: npeanpuatune A
B: npeanpusaTtue B
C: npeanpuaTtue C

CoobLuecTBo
(community)

.. VLAN100 -
‘ CooBLLecTBO . M3onuposaHHas B
"+, (community) ... VLANT0T -
‘-_“v_V_LAN 100 Teelll.- .
OcHosHag (primary) VLAN 99
PucyHok 7-3.
Larn e Hactponte Bce npeanpusaTusi Tak, YTOObI OHM HaxoOWUNMCb B OOHOWN U

HaCTPONKK

Tom xe PVLAN (nepenyHas VLAN 99 B astom npumepe). Bce
KopropaTuBHbIE MOb30BaTENN UCNONb3YIOT OAMH U TOT Xe UHTepdenc
ypoBHsi 3 yepe3 aty VLAN ansi CBA3KU C BHELLHEN CETLIO.

Ecnun Ha npeanpmsaTm nMeeTcs HECKOITbKO MOJIb30BaTENbCKUX XOCTOB,
BblOENUTE Kaxpgoe npegnpusatme ans  otaensHon cetm VLAN
coobulectea (B 9TOM npumepe Ans npeanpusatis A BblOenuTe ceTb
VLAN coobuwectBa 100), 4Tt0Obl peanusoBaTb B3anmogencreve
nonb3oBaTenen BHyTpY NpeanpuaTMa n n3onmpoBaTb B3aMMoaencTame
nonb3oBaTenen Mexay npeanpuaTUsSMU.

Ecnu Ha npeanpuatMn ectb TOMbKO OOWH MONb30OBaTENbCKUMA XOCT,
BblAenuTe Takne npeanpusaTua B O4HYy 1 Ty e nsonuposaHHyto VLAN (B
3TOM Mpumepe HasHauvbTe npeanpuatua B n C gna usonvpoBaHHOM
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VLAN 101), 4to6bl M3onuMpoBaTb B3aMMOLENCTBME MONb3oBaTeNewn
Mexay npeanpuaTuamMm

SwitchA#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA(config)#vlan 99

SwitchA(config-vlan)#private-vlan primary

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 100

SwitchA(config-vlan)#private-vlan community

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 101

SwitchA(config-vlan)#private-vlan isolated

SwitchA(config-vlan)#exit

SwitchA(config)#vlan 99

SwitchA(config-vlan)#private-vlan association 100-101
SwitchA(config-vlan)#exit

SwitchA(config)#interface range gigabitEthernet 0/2-3
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 99 100
SwitchA(config-if-range)#exit

SwitchA(config)#interface gigabitEthernet 0/4
SwitchA(config-if-GigabitEthernet 0/4)#switchport mode private-vlan host

SwitchA(config-if-GigabitEthernet  0/4)#switchport  private-vlan  host-
association 99 101

SwitchB#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SwitchB(config)#vlan 99
SwitchB(config-vlan)#private-vlan primary
SwitchB(config-vlan)#exit
SwitchB(config)#vlan 100
SwitchB(config-vlan)#private-vlan community
SwitchB(config-vlan)#exit
SwitchB(config)#vlan 101
SwitchB(config-vlan)#private-vlan isolated
SwitchB(config-vlan)#exit
SwitchB(config)#vlan 99
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SwitchB(config-vlan)#private-vlan association 100-101
SwitchB(config-vlan)#exit

SwitchB(config)#interface gigabitEthernet 0/2
SwitchB(config-if-GigabitEthernet 0/2)#switchport mode private-vlan host

SwitchB(config-if-GigabitEthernet 0/2)# switchport private-vlan host-
association 99 101

SwitchB(config-if-GigabitEthernet 0/2)#exit
SwitchB(config)#interface gigabitEthernet 0/3
SwitchB(config-if-GigabitEthernet 0/3)#switchport mode private-vlan host

SwitchB(config-if-GigabitEthernet 0/3)# switchport private-vlan host-
association 99 100

SwitchB(config-if-GigabitEthernet 0/3)#exit

MpoBepka | MNpoBepbTe npaBunbHOCTb HacTponkn VLAN n nopTtoB, a Takke npoBepbTe
NpaBuUIibHOCTb Mepeagpecauuy MNakeToB B COOTBETCTBUM C npaBuriamu
nepeagpecauun nakeTon

A SwitchA#show running-config

!

vlan 99

private-vlan primary

private-vlan association add 100-101

!

vlan 100

private-vlan community

|

vlan 101

private-vlan isolated

!

interface GigabitEthernet 0/1

switchport mode private-vlan promiscuous
switchport private-vlan mapping 99 add 100-101
!

interface GigabitEthernet 0/2

switchport mode private-vlan host

switchport private-vlan host-association 99 100
!

interface GigabitEthernet 0/3
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switchport mode private-vlan host

switchport private-vlan host-association 99 100
!

interface GigabitEthernet 0/4

switchport mode private-vlan host

switchport private-vlan host-association 99 101
|

B SwitchB#show running-config

!

vlan 99

private-vlan primary

private-vlan association add 100-101
!

vlan 100

private-vlan community

!

vlan 101

private-vlan isolated
!

7.4.1.6. PacnpocTpaHeHHble OWNOKN

e Accoumaumsi ypoBHS 2 He BbiNoNHAeTcs mexay nepsudHon VLAN n BTopnyHbiMun VLAN
PVLAN, a cnucok noptoB VLAN He MoxeT O6biTb gobaBrneH npu HacTpouke
N30NMPOBaHHbIX NOPTOB, Hepa3bopUMBbLIX MOPTOB N OBLLMX NOPTOB.

e  OaunH XocT-NopT HE MOXET OblTb CBA3aH C HECKONbKMMKU napamu PVLAN.
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7.4.1.7. Mpumep KoHcuUrypaumum

NMpumeHeHune ypoBHa 3 PVLAN Ha ogHOM ycTpoucTee

WHTepHeT

Cepéé’p .
KommyTtatop A

[

CoobLecTBo M3onupoBaHHas .-’
) (community) ~VLAN 30.-°
.. VLAN1O .- o T — i || .o T ’
IR A: npeanpuatne A
B: npeanpusatve B .
C: npeanpuatne C
COOﬁLLLeC'_I'BO D: npeanpusatue D
(community) e
- VLAN 20 '
OcHoBHas (primary) VLAN 2
 SVI:192.168.1.1/24
PucyHok 7-4.
LWarun e Hactponte dyHkunio PVLAN Ha yctponcTtee (komMmyTatop A B 3TOM

HaCTPONKK

npumepe). [lononHuTenbHbIE CBEOEHNA O HAaCTPOWKe CM. B cOBETax Mo
HacTporke B pasgene [pumep koHdurypauumn «lMpumeHeHune Layer-2
PVLAN mexngy yctponctBammy.

YcTaHoBWUTE MOPT, KOTOPLIA HanpsIMyto MOAKMHOYEH K cepBepy (NopT
Gi 0/7 B aTom npumepe), kak Hepa3bopumBbii NopT. [locne aTtoro Bce
KOpnopaTMBHble  MOfb30BaTENM CMOryT  B3aMMOAENCTBOBATb C
CepBEPOM Yepe3 Hepa3bopumBbIv NMOPT.

Hactponte apgpec wnw3a PVLAN Ha ycTponctBe ypoBHA 3
(kommyTaTop A B 3TOM npumepe) (B 3TOM NpMMepe yCTaHOBUTE agpec
SVI cetn VLAN 2 Ha 192.168.1.1/24) n HacTpownTe oTOBpaxKeHue
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UHTepdenca yposHs 3 mexay ocHoBHon ceTbto VLAN. (VLAN 2 B aTOM
npumepe) n stopudHele VLAN (VLAN 10, VLAN 20 n VLAN 30 B aTOM
npumepe). lNocne aToro Bce KOpropaTUBHbIE MOMb3OBaTENU CMOryT

B3aMMOOENCTBOBAThL C BHELLHEN CETbIO Yepes3 agpec Ln3a

SwitchA#configure terminal

Beegute KomaHabl KOHUrypauum, no ogHon B ctpoke. KoHew, ¢ CNTL/Z.
SwitchA(config)#vlan 2
SwitchA(config-vlan)#private-vlan primary
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 10
SwitchA(config-vlan)#private-vlan community
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 20
SwitchA(config-vlan)#private-vlan community
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 30
SwitchA(config-vlan)#private-vlan isolated
SwitchA(config-vlan)#exit
SwitchA(config)#vlan 2
SwitchA(config-vlan)#private-vlan association 10,20,30
SwitchA(config-vlan)#exit
SwitchA(config)#interface range gigabitEthernet 0/1-2
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 2 10
SwitchA(config-if-range)#exit
SwitchA(config)#interface range gigabitEthernet 0/3-4
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 2 20
SwitchA(config-if-range)#exit
SwitchA(config)#interface range gigabitEthernet 0/5-6
SwitchA(config-if-range)#switchport mode private-vlan host
SwitchA(config-if-range)#switchport private-vlan host-association 2 30
SwitchA(config-if-range)#exit
SwitchA(config)#interface gigabitEthernet 0/7

SwitchA(config-if-GigabitEthernet  0/7)#switchport mode  private-vlan

promiscuous
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SwitchA(config-if-GigabitEthernet 0/7)#switchport private-vlan maping 2
10,20,30

SwitchA(config-if-GigabitEthernet 0/7)#exit
SwitchA(config)#interface vlan 2

SwitchA(config-if-VLAN 2)#ip address 192.168.1.1 255.255.255.0
SwitchA(config-if-VLAN 2)#private-vlan mapping 10,20,30
SwitchA(config-if-VLAN 2)#exit

Mpoeepka | MponuHrynte agpec wno3a 192.168.1.1 ¢ XoCToB Norib3oBaTenen B pasHbIX
nogaomeHax. Onepaums ping npowuna ycrneLwHo
A SwitchA#show running-config

|

vlan 2

private-vlan primary

private-vlan association add 10,20,30
|

vlan 10

private-vlan community

|

vlan 20

private-vlan community

!

vlan 30

private-vlan isolated

!

interface GigabitEthernet 0/1
switchport mode private-vlan host
switchport private-vlan host-association 2 10
!

interface GigabitEthernet 0/2
switchport mode private-vlan host
switchport private-vlan host-association 2 10
!

interface GigabitEthernet 0/3
switchport mode private-vlan host

switchport private-vlan host-association 2 20
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I

interface GigabitEthernet 0/4

switchport mode private-vlan host
switchport private-vlan host-association 2 20
|

interface GigabitEthernet 0/5

switchport mode private-vlan host
switchport private-vlan host-association 2 30
|

interface GigabitEthernet 0/6

switchport mode private-vlan host
switchport private-vlan host-association 2 30
!

interface GigabitEthernet 0/7

switchport mode private-vlan promiscuous
switchport private-vlan mapping 2 add 10,20,30
!

interface VLAN 2

no ip proxy-arp

ip address 192.168.1.1 255.255.255.0
private-vlan mapping add 10,20,30

I

SwitchA#show vlan private-vlan

VLAN Type Status Routed Ports Associated VLANs
2 primary active Enabled Gio/7 10,20,30

10 community active Enabled Gi0/1, Gi0/2 2

20 community active Enabled Gi0/3, Gio/4 2

30 isolated active Enabled Gi0/5, Gio/6 2

PacnpocTpaHeHHble OWnOKKu

e Accoumaumsa ypoBHA 2 He BblnosnHdAeTca B nepsuyHon VLAN u BTOpuYHbIX VLAN
PVLAN, a cBA3b YpOBHS 3 HE MOXeT ObiTb HAaCTPOeHa.

e  YCTpPOWCTBO MOAKMOYAETCH K BHELIHEN ceTU 0O HACTPOMKM accoumaumn ypoBHa 3. B
pesyrnbTate YCTPOMCTBO HE MOXET 0OMEHNBAaTLCA AAHHLIMU C BHELLHEN CEThIO.

e HTepdencbl Ona NOOKIOYEHUS K CepBepy W BHELWHEW CEeTU He HacCTpOeHbl Kak
Hepa3bopuMBbie MHTEPAENCHI, YTO NMPUBOANT K aCMMMETPUYHOW NepecbINike upstream-
n downstream-nakeTos.
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7.5. MOHUTOPUHr

7.5.1. OTOOpaxeHue

OnucaHue

KomaHpa

OTtobpaxaeT koHdpurypauuio PVLAN | show vlan private-vlan

7.5.2. OThapka

NMPUMEYAHMUE: cuctemHble pecypcChl 3aHATbI NPy BbIBOAE OTIag04HON MHdopMaumun. Moatomy
OTKMNtoYanTe OTNaaKy cpasy nocne UCrosib30BaHus.

OnucaHue

KomaHpa

Otnagka PVLAN

debug bridge pvlan
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8. HACTPOUKA MSTP
8.1. O630p

Spanning Tree Protocol (STP) — aTo npoTokon ynpasneHns ypoBHA 2. OH MOXeT He TOSbKO
BbIGOPOYHO BroKkMpoBaTh M3OLITOYHbIE KaHamnbl AfS YCTPaHEHUSA NeTenb YPOBHA 2, HO Takke
MOXeT co3faBaTb pe3epBHble KONUKN KaHanos.

Mogo6Ho MHOrMM NpoTokonam, STP nocTosiHHO 06HoBRsieTCA ¢ NpoTokona Rapid Spanning Tree
Protocol (RSTP) oo npotokona Multiple Spanning Tree Protocol (MSTP) no mepe pa3suTtus
ceTu.

[na Ethernet ypoBHs 2 mexay ABYMS fiokanbHbIMU ceTaMmn (LAN) MOXeT cyLlecTBOBaTb TONbKO
O[lHO aKTMBHOE coefuHeHne. B npoTnBHOM crnyvae nponsongeT LWMPOoKOBeLaTeNbHbIV LWTOPM.
[na noBbIWeHNa HaeXXHOCTU NTIOKarnbHOW ceTn HeoBXoAMMO YCTaHOBUTL pe3epBHbIN KaHarmn u
COXpaHUTb HeKOoTopble MyTW B pe3epBHOM COCTOsAHMU. Ecnn ceTb HeucnpaBHa M KaHan He
paboTaeT, Bbl AOMKHbI NEPEKNOYUTL Pe3epBHbIA KaHan B akTMBHOe cocTosiHue. STP moxeTt
aBTOMATMYECKN aKTUBMPOBATb pe3epBHbIM KaHan 6e3 kakmx-nubo pyyHbix onepauui. STP
No3BOSISIET YCTPOMCTBAM B JTOKarbHOW CETU:

e ObOHapyxuBaTb U 3anyckaTb fyudLlyto TOMOMOr1 AepeBa B fOKarbHOW CETH;

e YCTpaHsiTb HENnonagku n aBToMaTM4eckn OBHOBMNATbL TOMoOnornmM ceTu, 4YTobbl Bcerga
BblibMpanacb Hauny4llasi BO3MOXHasi TOMonorusa «aepesa.

Tononornsi nokanbHOW CEeTU paccyMTbiBaeTCsl aBTOMaTMYECKN Ha OCHOBE Habopa napameTpoB
MOCTa, HAaCTPOEHHOro agMUHUCTPATOPOM. Haunydiee «aepeBo» TONOMNOMM MOXHO MOMyYnTb,
NpaBuUibHO HACTPOUB 3TW NapameTpbl.

RSTP nonHoctbio coBmectum ¢ 802.1D STP. [llogobHo TpaguumoHHomy STP, RSTP
npegocTaenseT cepBucbl 6e3 netenb U C pe3epBUMpoBaHMEM. XapakTepusyetcsa ObiCTpown
CKOpoCTblo. ECniv BCce MOCTbI B floKanbHOM ceTn noggepxunsatoT npotokon RSTP v npaBunbHO
HacTpOeHbl agMUHUCTPATOPOM, AN MOBTOPHOrO CO3daHus «Aepesay» Tonororuu rnocne
N3MeHeHMs Tornonornm cetn TpebyeTtcsa meHee 1 cekyHabl (0kono 50 cekyHa npu NCnosnb3oBaHUm
TpaanunoHHoro npotokona STP).

STP n RSTP nmeloT cnegyowme gedekTbl:

e Murpaums STP npoucxoauT MegneHHo. [laxke Ha kaHanax Touka-To4Ka U rpaHUYHbIX
nopTax Ans NepeknoyeHnss MoPTOB B COCTOSIHME MEPECHINKM No-npexHemy TpebyeTcs
YABOEHHas 3a4epXKKka NepechISiku.

e RSTP mMoxeT ObICTPO KOHBEpPrmpoBaTb, HO MMEET TOT e HegocTaTok, 4To U STP:
nockonbky Bce VLAN B nokanbHOW CETU MCMOMb3YHT OAHO M TO Xe spanning tree,
naketol Bcex VLAN nepechbinatotcs no atomy spanning tree. CnegoBaTenbHO,
N30bITOYHbIE KaHalbl HENb3s1 3a00KMPOBaTb B COOTBETCTBUM C KOHKPETHbIMKU VLAN, a
TpadmK gaHHbIX HeNb3s cbanaHcupoBaTb Mexay VLAN.

MSTP, onpeaenenHbivi IEEE B 802.1s, ycTpaHsieT gedektbl STP 1 RSTP. OH He Tonbko 6bICTpo
KOHBEPrMpyeT, HO M MNO3BOSISIET nepecbiniate Tpaduk pasHbiX VLAN Mo COOTBETCTBYHOLUMM
nyTam, TeM cambiM obecneunBasi nyynin MexaHmam 6anaHcMpoBKM Harpy3ku Anst M30bITOYHbIX
KaHanos.

Kak npaeuno, STP/RSTP paGoTaeT Ha ocHoBe nopTtoB, a MSTP — Ha OCHOBE 3K3eMMNIISAPOB.
Ok3emnnap — 310 Habop n3 Heckonbkmx VLAN. CedasbiBaHue Heckonbknx VLAN ¢ ogHUMm
3K3EMMMSPOM MOXET CHU3UTb KOMMYHUKALMOHHbIE N3AEPXKKN N MCMOMb30BaHME PeCYPCOB.

Yctponctea QTECH nogaepxusatoT STP, RSTP n MSTP un cooTseTcTBYIOT cTaHgapTam IEEE
802.1D, IEEE 802.1w u IEEE 802.1s.
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8.1.1.1. NMpoTokonbl U cTaHAapThbI

e |EEE 802.1D: mocThl ynipaBneHus goctynom kK meamna (MAC).

e |EEE 802.1w: yacTb 3: MocTbl ynpasrneHusa goctynom k megma (MAC) — lNonpaska 2:
BbicTpas pekoHdurypauus.

o |EEE 802.1s: BupTyanbHble nokarnbHble ceT ¢ moctamu — [lonpaska 3: Multiple
Spanning Trees.

8.2. MNpunoxeHus

MpunoxeHune OnucaHue
Tononorus Dual-Core | B mMogenu wnepapxmyeckon CETEeBOM apXUTEKTYPbl PEXUM
MSTP+VRRP MSTP+VRRP ucnonb3yetca ana peanvsaumm n3bbITOYHOCTU U

6aJ'IaHCI/IDOBKI/I Harpy3km and noBblleHNnA  OOCTYMNMHOCTU
CUCTEMbI B CETU

TyHHens BPDU B ceteBon cpege QinQ TyHHenb Onoka AaHHbIX NPOTOKOMa
mocTta (BPDU) ucnonbsyetca ana peanusaumm npo3payvHomn
nepegayn naketoB STP Ha ocHOBe TyHHens

8.2.1. Tononorua Dual-Core MSTP+VRRP

8.2.1.1. CueHapun

TunuyHeim npumeHeHnem MSTP saensietca Dual-Core pewenne MSTP+VRRP. 370 pelleHne
ABNAETCA OTNIUYHLIM peLleHneM ANS NOBbILWEHUA AOCTYMNHOCTUM cUCTeMbl B ceTu. Mcnonbays
MOAENb nepapxn4eckon ceTeBON apxXMTEKTYpbl, OHA OObLIYHO OEenUTCA Ha TpPW YPOBHSA (YPOBEHb
a[pa, ypoBeHb KOHBEPreHUMn 1 ypoBeHb AOCTYMNa) Unv ABa ypoBHS (YPOBEHb siapa U YPOBEHb
poctyna). OHn obpa3sytoT 6a30BYy0 CETEBYH CUCTEMY AN NpedocTaBneHust ycnyrn obmeHa
OaHHbIMMU.

OCHOBHbIM NPENMYLLECTBOM 3TOM apXUTEKTYpbl SBMSETCH ee uepapxumyeckas CTpykTtypa. B
nepapxmyeckon CETEBOW apXMTeKType BCe MnokasaTenn MpOMyCKHOW  CMOCOBHOCTY,
XapakTePUCTUKN U (PYHKUMM CeTeBbIX YCTPOWCTB Ha KaXAOM YPOBHE ONTUMU3UPYIOTCH B
3aBMCUMOCTU OT MX PacrofioXeHUs B CEeTU W pofieil, YTO MOBbIWaeT UX CTabunbHOCTb U
AOCTYNHOCTb.
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[
corz \J Gor

Monb3oeaTtens 1 MNonb3oBarens 2

PucyHok 8-1. Dual-Core Tononorna MSTP+VRRP

Tononorusa pasgeneHa Ha ABa YPOBHS: ypoBeHb dapa (yctponctea A n B) n ypoBeHb goctyna
(yctponctea C n D).

8.2.1.2. PazBepTbiBaHue

e YpoBeHb sApa: HECKONbKO 3k3eMnnapoB MSTP HacTpoeHbl ANs  peanu3aumm
BGanaHcuMpoBKM Harpysku. Hanpumep, cospgaioTcs ABa ak3emnnsapa: aksemnngp 1 u
ak3emnnap 2. 3ksemnnsap 1 conoctaenset VLAN 10, a ak3emnnap 2 conocTtaBnser
VLAN 20. YctpowcTeo A aBnsieTtcd root bridge sksemnnsipo 0 n 1 (ak3emnnsp 0 — 3T0
CIST, koTOpbIM CywecTByeT No yMon4vaHui). YcTponcteo B sBnsietcs root bridge
ak3emnnsipa 2.

e YpoBeHb fagpa: yctpouctea A n B aBndawTcsa akTuUBHbIMKM ycTponctBamn VRRP
cooTtBeTcTBeHHO B ceTax VLAN 10 n VLAN 20.

e YpoBeHb JOCTyNa: HACTPOMUTE NOPT, HAaNpPsIMyto MNOAKMOYEHHbIN K TepmuHany (MK nnn
cepBepy), B kadectBe nopTa PortFast n Bkmouute 3awmty BPDU, 4t06bI
npegoTBpaTTb  OOCTYN  HeaBTOPM30BaHHbLIX MNONb3oBaTenerd C  HeneranbHbIX
YCTPOWCTB.

8.2.2. TynHenb BPDU
8.2.2.1. CueHapum

CeTb QinQ 00bIYHO OennTcsa Ha OBe 4YacTu: CeTb KNMEHTa U CeTb NOCTaBLMKa cepBucoB (SP).
Bbl moxeTe BkmtounTb BPDU Tunnel anga pacyeTta naketoB STP ceTu KnNMeHTa He3aBUCUMO OT
CeTun NocTaBLUNKa CEpPBUCOB, TEM CaMbiM NPeAOTBPATMB BNMsHUME nakeToB STP mexay ceTbto
KNMeHTa Ha ceTb NOCTaBLUMKa CEPBUCOB.
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CeTtb nocTaBLMKa CEPBUCOB

- MNposangep S1 MNposangep S2 ‘

Gi 0/5 Gi 0/5

KnueHnt S2

.\ knnenTa A1 knueHta A2 ) .-

CeTb KNnneHTa

PucyHok 8-2. Tononorusa TyHHenss BPDU

Kak nokasaHo Ha PucyHke Bbille, BEPXHAS 4acTb — 3TO CEeTb MOCTaBLUMKA CEPBMCOB, a
HWKHAS — ceTb knmeHTa. CeTb SP coctomT 13 aByx rpanuy, nposangepa (PE): Provider S1 un
Provider S2. KnueHntckasa cetb A1 n KnmueHtckasa cetb A2 — 3TO ABa canTa nonb3oBaTens B
pasHbIX permoHax. 3akasumk S1 n 3akasunk S2, ycTponcTBa OCTyna U3 CeTu 3akasdnka B ceTb
SP, nonyyatoT goctyn K cetn SP cooTBeTcTBEHHO Yepes Provider S1 n Provider S2.

Ucnonb3ays BPDU Tunnel, KnueHtckas cetb A1 n KnmeHTtckast ceTb A2 B pasHbIX perMoHax,
MOXXHO BbINOJSTHATL YHU(PMUMPOBaHHLIN pacyeT spanning tree B cetn SP, He BNusist Ha pacyeT
spanning tree B cetn SP.

8.2.2.2. PasBepTbiBaHue

e Bxntounte 6aszoBbin QinQ Ha PE (B aTom npumepe Provider S1/Provider S2), ytobbl
nakeTbl 4aHHbIX CETU KNMEHTa NepegaBannck B Npegenax ykasaHHon VLAN B ceTu SP.

e Bxnounte npospadHyto nepegavy STP Ha PE (npoBamgep S1/Provider S2 B aToMm
npumepe), 4Tobbl ceTb SP morna nepegaBaTbh naketbl STP ceTu KnMeHTa 4epes
TyHHesnb BPDU.

8.2.3. DyHKUUn

8.2.3.1. basoBble onpeaeneHns

BPDU

[ns co3gaHust cTabWibHOM CEeTU C OPEBOBUOHON TOMONOTMEN AOIMKHbI ObiTb BbINOJTHEHDI
crnegyoLwime ycnosus:
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o  Kaxagblh MOCT UMeeT yHUKamnbHbI nOeHTUdUKaTOp, COCTOALLMIA N3 NpuopuTeTa MocTa
n MAC-agpeca.

L] HaknagHble pacxoabl NyTK OT MOCTa K root brldge Ha3bIBalTCA CTOMMOCTbIO MYyTH root.

e VoeHTudukatop nopta COCTOUT U3 NpUopUTETa NOpTa U HoMepa nopTa.

MocTtbl o6bmMeHuBaoTCcs naketamm BPDU ansa nonyyenust uHpopmaumm, Heobxoaumon ans
YCTaAHOBIEHUSA HaUny4Lwen Tononorm «aepesay. AT NakeTbl UCMOMb3YHOT rPYNnoBon agpec
01-80-C2-00-00-00 (wecTHaguaTepuyHbIi) B Ka4ecTse agpeca nonydarens.

BPDU cocTtonT 13 crneayowmx afieMeHToB:

o VpeHTudmkatop root bridge, npegnonaraemMblii nokanbHbIM MOCTOM.

e  CTOMMOCTb MyTK root NnokasribHOro MocTa.

e Bridge ID (ngeHT1cmKaTop NoKanbLHoOro Mocra).

o Bospact coobleHuna (Bo3pacT nakeTa).

o VpeHTudmkatop nopta (ngeHTudunkaTop nopta, oTNpaBnALLIEro 3TOT NAKeT).

e Forward-Delay Time, Hello Time, Max-Age Time — napameTpbl BpeMeHU, yKasaHHbIe
B MSTP.

e [lpyrve dpnaru, Takve Kak dnaru, ykasblBalowpne Ha U3MEHEHUS TOMOMorMm cetu u
cTaTyc JloKkanbHoro nopra.

Ecnn moct nonyyaet BPDU ¢ 6onee BbICOKMM NPUOPUTETOM (MEHbLUMIA NOeHTUdUKaTop MocTa
n 6onee HM3kad CTOMMOCTb NyTW root) Ha NopT, OH coxpaHseT nHdopmaumo BPDU Ha aTtom
nopTy n nepegaeTt nHopmMaLuuio Ha BCe ocTarnbHble nopTel. Ecnn mocT nonyyaet BPDU c 6onee
HU3KNM NPUOPUTETOM, OH OTOpackIiBaeT MHOPMaLMIO.

Takon mexaHu3m Mno3BondeT nepegaBaTtb MHGopmauuio ¢ 6ornee BbICOKMM NPUOPUTETOM MO
Bcen ceTn. PeaynbTaTthl 06mMeHa BPDU cnegytowyme:

¢ B kaudecTtBe root bridge BbibupaeTca MocCT.

e  3a nckntoyeHnem root bridge, kaxabln MOCT MMeeT KOpHeBoW NopT (root-nopT), TO eCTb
nopT, obecneunBaroLLnMii KpaTyanwmim nyTb K root bridge.

o  KaxabIhi MOCT BblUMCIISIET KpaTyanwmin nyTb K root bridge.

o Kaxgas nokanbHasa ceTb MMeeT Ha3Ha4YeHHbIN MOCT, PacrofoXKeHHbIW Ha KpaTyanwem
nyTW MeXay NokanbHON ceTbto 1 root bridge. MNopT, npeaHa3Ha4YeHHbIN 48 COeaMHEHMS
MOCTa W NlokasnibHOM CeTU, Ha3bIBaeTCsl Ha3Ha4YeHHbIM NMOPTOM.

e  KopHeBoOM NOPT 1 Ha3HAYEHHbIN MNOPT NEPEXOAAT B CTATyC NEPECHISIKN.
UaeHtudumkatop mocrta

CornacHo |IEEE 802.1W kaxgblit MOCT UMEET YHUKanNbHbIA naeHTudunkaTop. AnropMtm spanning
tree BblGnpaeT root bridge Ha ocHoBe nageHTndnkatopa mocra. MaeHTndmkatop Mocta coctomT
13 BoCbMK BaMTOB, M3 KOTOPbLIX MocnegHue wecTb banTtoB aBnaotTca MAC-agpecom mocTa. B
€ro nepsbix ABYX 6anTax (Kak ykasaHo B criefytoLlen Tabnmue) nepseble YeTbipe OuTa ykasbiBaoT
npuopuTeT; nocrnegHue BoceMb OWMTOB YyKasbiBalOT uMAeHTUMKATOp cucTeMbl And
MCnonb3oBaHMs B paclupeHHoMm npoTtokone. B RSTP uaeHtudmkatop cuctembl paseH 0.
CniepoBaTesnbHO, NPUOPUTET MOCTA A0IMKEH ObITb LIENbIM YACOM, KpaTHbIM 4096.

but 3HayeHue
3HayeHue 16 32768
npvopuTteTa

15 16 384
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Bur 3HayveHue
3HayeHne 14 8192
npuopuTteTa

13 4096
NaeHTudmkatop 12 2048
cucTembl

11 1024

10 512

9 256

8 128

7 64

6 32

5 16

4 8

3 4

2 2

1 1

Tanmepbl spanning tree
Cnepytowe Tpu TaimMepa BMUSIOT Ha NPOM3BOAMTENBHOCTbL BCEro spanning tree:

e Hello timer (Tanmep NpnBETCTBMS): MHTEPBAI NeEpMoandeckon otTnpaeky naketa BPDU.

e Forward-Delay timer (Tanmep 3agep>xku NEPECHISIKM): MHTEPBA U3MEHEHMWSI COCTOSTHUS
nopTa, TO eCTb UHTEepBan nepexoga nopta U3 COCTOAHUS NPOCMYLIMBaHUSA B COCTOSIHNE
N3YYEHUS UM U3 COCTOAHNST U3YYEHUS B COCTOSIHME NepechIkn, korga RSTP paboTtaer
B pexume, coBmectumom ¢ STP.

e Max-Age timer (Tanmep MakcMmanbHOrO BO3pacTa): MakCMMallbHOE BPEMS >KU3HU
(TTL) naketa BPDU. Mo ncredyeHnn aToro BpeMeHn naket oTopacbiBaeTCs.

Ponu nopTtoB 1 COCTOAHUSA NOPTOB
Kaxxablii NopT urpaeT porib B CeTU, OTpaxas pasnnyHble (OyHKLWU B TOMOSIONMN CEeTH.

e KopHeBow nopT: nopT, obecneunsaroLLmin KpaTyanwmnim NyThb K root bridge.

e HasHayeHHbI NOPT: NOPT, WCNOMNb3yeMbIN KaXOOW MNOKanbHOW ceTblo  Ans
noakntoYeHns K root bridge.
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e  AnbTepHaTUBHbIN NOPT: anbTEPHATUBHbLIN NOPT KOPHEBOrO NopTa. Kak Tonbko KopHeBOM
nopT TEPSIET CUNY, anbTEePHATUBHbLIV NOPT HEMEAJIEHHO MEHSIETCSl Ha KOPHEBOM MOpPT.

e  Pe3epBHbIl NOPT: pe3epBHbIA NOPT Ha3Ha4YeHHoro nopTa. Korga MocT MMeeT ABa nopTta,
MOAKIMIOYEHHBIX K rOoKanbHOW ceTu, NopT ¢ Goree BbICOKUM NPUOPUTETOM SIBNSIETCS
Ha3Ha4YeHHbIM MOPTOM, a NopT ¢ Gonee HU3KUM NPUOPUTETOM SIBMSIETCA Pe3epBHbIM
NMOPTOM.

e OTKIMOYEHHbIV NOPT: HEAKTUBHBIN NOPT. ATY POSib UrpatoT BCe NMOPTbI C BbIKMHOYEHHLIM
pabo4YnM COCTOSIHUEM.

Ha cnepgyroLmx pucyHKax nokasaHbl ponv pasfnyHbIX NOPTOB:
R = kopHeBoW nopT D = Ha3Hau4eHHbIV NopT A = anbTepHaTUBHbIA NOPT B = pe3epBHbI NOpT
Ecnu He ykasaHo nHoe, NpMOpUTETLI NMOPTOB YMEHbLLLAOTCSA CrieBa Hanpaeo.

KopHeBoin mocTt
(Root bridge)

D D

OBLwee yCcTponcTBo

PucyHok 8-4.
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KopHeeown mocT
(Root bridge)

D B

Ob6uiee yCTpONCTBO

PucyHok 8-5.

Kaxabin NnopT MMeeT Tpu COCTOSAAHMSA, YKa3biBaloLme, cneayeT N nepecbinate NakeTbl AaHHbIX,
4YTOObI KOHTPONMPOBATL BCIO TOMOSIOMMIO Spanning tree.

e OrtOpacbiBaHMe: He nepecbinaeT MNoSyYeHHble MakeTbl U HEe y3HaeT MWCXOLHbIN
MAC-agpec.

e M3yyeHue: He nepecbinaeT NofyyeHHble nakeTbl, HO n3y4yaet MAC-agpec UCTOYHMKA,
YTO SIBMNSIETCSI NePEXOAHbIM COCTOSIHUEM.

e [lepechifika: nepecbinaeT NofyvYeHHble NnakeTbl U y3HaeT ucxoaHein MAC-agpec.

[ns ctabunbHOM TONONOMMN CETU TONbKO KOPHEBOW NMOPT U HA3HAYEHHbIN NOPT MOryT BONTU B
COCTOsIHME NepecblikKn, B TO BpeMsa Kak Apyrme nopTbl Bcerga HaxoAAaTca B COCTOAHWUN
oTOpacbiBaHus.

CyeTtyuk Hop-oB (Hop Count)

BHyTpeHHne spanning tree (IST) M MHOXeCTBEHHble 3K3emnnsipbl spanning tree (MSTI)
BbIUMCHAIOT, UCTEKAET N Bpems naketa BPDU, Ha ocHoBe MexaHnama Hop Count, noxoxero Ha
IP TTL, BmecTo Message Age n Max Age.

PekomeHayeTca 3anycTuTb KOMaHZy Spanning-tree max-hops B pexume rnobanbHom
KOHcpurypaumm, 4tobbl HacTpouTb Konuyecteo hop’oB. B pernmoHe kaxgbin pas, korga naker
BPDU npoxogut 4yepes ycTponcTBo oT root bridge, Hop Count ymeHbliaetcsa Ha 1. Korga Hop
Count ctaHoButca paBHbiM 0, Bpemsi naketa BPDU uctekaeT, n yctponcteo otbpacbiBaeT
naker.

Ytobbl ObiTb coBmecTumbiM ¢ STP n RSTP 3a npegenamu pernoHa, MSTP Takke coxpaHsieT
MexaHu3mbl Message Age n Max Age.

214

@ §) QTECH

MWP OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpovika MSTP W
8.2.3.2. 0630p

OcobeHHOCTb OnucaHue

STP STP, onpegenexHbin IEEE B 802.1D, ncnonb3dyeTtcs Ang ycTpaHeHus

d)l/l3|/|‘-leCKI/IX neTtesfib Ha KaHaribHOM ypOBHE B nokarnbHoOn ceTu

RSTP RSTP, onpenenenHbin IEEE B 802.1w, onTuMnampoBaH Ha ocHoBe STP
AnNsi ObICTPOW KOHBEPrEHLIMN TOMOMNOTUN CEeTU

MSTP MSTP, onpegeneHHbin IEEE B 802.1s, yctpaHsaeT gedektol STP, RSTP
n spanning tree ans kaxgon VLAN (PVST). OH MoXeT He Tonbko 6bICTpo
CXOOuTbCSA, HO M nepeHanpasnaTb Tpaduk pasnmyHbix VLAN no
COOTBETCTBYIOLLNM NYTAM, TEM CambIM obecrneynsas ny4dini MeXaHn3m
BanaHCcMpOoBKM Harpy3kn s n30bITOUHbIX KaHanoB

OononHuteneHble | MSTP BkntovaeT cnegytowme dyHkumm: PortFast, BPDU guard, BPDU
dyHkummn MSTP filter, TC protection, TC guard, TC filter, BPDU check Ha ocHoBe
ncxogHoro MAC-agpeca, BPDU filter Ha ocHoBe HegonyCTUMOW OSMHbI,
Auto Edge, root guard n loop guard

8.2.4. STP

STP wucnonb3yetcs Ons NpeaoTBpalLeHUs LUMPOKOBELLATENbHbLIX LUTOPMOB, BbI3BaHHbIX
neTnamMmu, n obecnevyeHns N30bITOYHOCTU KaHaMNOB.

8.2.4.1. MpnHUMN paboTbl

Ona Ethernet ypoBHs 2 mexay ABYMS JTOKanbHbIMW CETAMU MOXET CyLLLeCTBOBaTb TOMbKO OAWH
aKTMBHbIA KaHan. B nNpoTMBHOM criydae npousongeT LWupokoselwaTenbHbii WwTopMm. [Ong
MOBLILWEHNS HaAEXHOCTU JOKanbHOM cCeT HeobXOAMMO YCTaHOBUTb pPe3epBHbIA KaHan wu
COXPaHUTb HEKOTopble MyTW B pPe3epBHOM COCTOSIHUW. Ecnv ceTb HeucnpasBHa W KaHan He
paboTaeT, Bbl AOMKHbI NEPEKNOYUTL Pe3epBHbIA KaHan B akTMBHOE cocTosHue. STP moxeT
aBTOMAaTMYECKN aKTUBMPOBATb pe3epBHbIA KaHan 6e3 kakmx-numbo py4dHbix onepaumi. STP
No3BondeT yCTPONCTBaM B FTOKanbHOW CeTu:

e OGHapyXuTb 1 3aNyCTUTb Fy4LLYH TOMOMOMMIO «AepeBa» B NOKANbHOM CETU.

e  YCTpaHUTb HEnonagkym u aBToMaTM4eckM OBHOBWUTL ToMmonormito ceTu, YTobbl Bcerga
BblOMpanacb Hauny4llasi BO3MOXHas TOMOMOrMs «aepeBay.

Tononorus nokanbHOW CeTU paccyMTbiBAETCS aBTOMaTUYeckn Ha ocHoBe Habopa napameTpoB
MOCTa, HaCTPOEHHbIX aagMUHUCTPAToOpoM. Haunyuluee «aepeBo» TOMOMOrumM MOXHO MONyYnTb,
npaBuSIbHO HACTPOMB 3TW NapamMeTpbl.

8.2.4.2. CBsA3aHHasA KOHdUrypauus

Bknro4yeHue spanning tree
e [lo ymonyaHuo pyHKLMA spanning tree OTKMOYEHa.

e 3anyctute spanning-tree [ forward-time seconds | hello-time seconds | max-age
seconds ] ang BkntoveHns STP 1 HACTPOWMKN OCHOBHbIX aTpnbyTOB.
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e Bpewmsa nepecbinkn (forward-time) konebnetca ot 4 po 30. Bpemsi npuBeTcTBUSA
(hello-time) konebnetca ot 1 go 10. MakcumanebHoe Bpema (max-age) konebnetcs ot
6 oo 40.

NMPUMEYAHUE: BbinoOnHeHWe koMaHg clear MOXeT NPUBECTU K NoTepe XXM3HEHHO BaXKHOW
WHpopMaumm u, Takum oOpas3om, K npepbiBaHuio paboTbl cnyx6. [uanasoHbl 3HAYEHWN
forward-time, hello-time n max-age cBsizaHbl. ECnv U3MEHWUTb OANH U3 HUX, 3TO NOBMAMSET Ha ABa
OpyrMx guanasoHa. 3TU TpU 3HAYEHUS OOSDKHbI COOTBETCTBOBATb CrefyloLlleMy YCrOBUIO:
2x(hello-time + 1 cekyHaa) < max-age < 2x(Forward-Delay Time — 1 cekyHga). B npotusHoM
cny4vae KoHdurypaumsa He OyaeT BbiNonHeHa.

8.2.5. RSTP

RSTP nonHocTtbto coBmectum ¢ 802.1D STP. [llogoBHo TpaguumoHHomy STP, RSTP
npegocraBnseT cepBucbl 0e3 neTenb U C pe3epBUMpOBaHMEM. XapakTepuayeTcsl ObICTpoK
CKopocTblo. Ecnn Bce MOCTLI B NIOKaNbHOM ceTn nogaepxusatoT npotokon RSTP 1 npaBuUnbHO
HaCTpoOeHbl agMWHUCTPATOPOM, ANsl MOBTOPHOIO CO3daHus «adepeBa» TOMOMOrMM Mnocrne
Nn3MeHeHus Tononornm cetn Tpebyetca meHee 1 cekyHabl (0kono 50 cekyHa npu NCnorb3oBaHum
TpagnunoHHoro npotokona STP).

8.2.5.1. MpuHUMN paboTbl

BbicTpasa koHBepreHuusa RSTP

RSTP wumeeT cneumanbHylo (PyHKUMIO, TO eCcTb BbICTPO MNepeBoAuTb MOPTbl B COCTOSHUE
nepeagpecauuu.

STP nossonseTt nopTy BOUTU B COCTOsIHME nepecbinkn yepes 30 cekyHa (B ABa pasa Gornblue
Forward-Delay Time; Forward-Delay Time MOXHO HacTpouTb CO 3HAYEHMEM MO YMOSYaHMUIO
15 cekyHa) nocne Bbibopa ponu nopTta. Kaxabli pas, korga Tononorna M3MeHsIETCsl, KOPHEBOM
NopT M Ha3Ha4YeHHbIW MOPT, NMOBTOPHO BblOPaHHbIE KaXdbIM MOCTOM, NepexoasdT B COCTOSIHUE
nepechbinkn Yepes 30 cekyHa. Noatomy TpebyeTcst okono 50 cekyHa, YTobbl BCS TONOMOMMS ceTn
cTana gpeBoBUAHON.

RSTP cunbHO oTnuyaetca ot STP B npouecce nepecbinki. Kak nokasaHo Ha PucyHke 8-6,
kommyTaTop A otnpaensieT nakeT RSTP Proposal Ha kommyTatop B. Ecnn kommyTtaTop B
oBHapyX1BaeT, YTO NPUoOpUTET KOMMYyTaTopa A Bbille, OH BbibupaeT kommyTaTop A B KayecTBe
root bridge, a nopT, nony4varoLwmi NakeT, B KAYECTBE KOPHEBOIO NOpTa, NEPEXOANT B COCTOSHNE
nepecbIniki 1 3atemM oTnpaendeT NakeT nogTeepxaeHns (Agree packet) oT kopHeEBOro nopTta K
kommyTaTopy A. Ecnn HasHadeHHbI MOpT KOMMyTauum A cornacosaH, MnopT nepexoguTt B
COCTOsIHWE nepecbinkn. HasHaveHHbIi MopT KOMMyTauuu B MOBTOPHO OTMpaBnseT naket
Proposal gnsa pacwupeHus spanning tree no nopsgky. Teopetnyeckm RSTP  moxeT
BOCCTAHOBUTb CETEBYIO TOMOJSIOMMI0 «AepeBay» AN ObICTPON CXOAMMOCTU MOCMe U3MEHEeHUs
TONOJSIOMN CEeTW.
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KommyTarop A proposal . Kommytarop B

>

KopHegoi mocT HasHa4eHHbIn MmocT F=nepeckinka
(Root Bridge) agree g (Designated Bridge) R=kopHeBou nopr
D=Ha3Ha4eHHbIN NopT

A

proposal KommyTtatop C

v

PucyHok 8-6.

NMPUMEYAHME: onncaHHbIN BbILLE NPOLECC «PYKONOXaTUsI» peanuayeTcs TOMNbKO Torga, koraa
coeauHeHne Mexay nopTamMy HaxXOAUTCA B peXMME «Touvka-Tovka». YToObl AaTb yCTponcTBam
nonHyt ceobony OEeWCTBUIA, pEKOMEHOYETCS He BKNIOYaTb COEANHEHNE «TOYKa-TOYKa» Mexay

YyCTpPOMCTBaMM.

KopHeeown mocT
(Root bridge)

D B

O6uwee ycTponcTBO

PucyHok 8-7. lNpumMep coeguHeHNsa He «ToYKa-TouKa»
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KopHeBoi mocTt
(Root bridge)

O6Luiee yCTPOUCTBO

KopHeBown mocTt
(Root bridge)

O6Liee yCTPONCTBO

PucyHok 8-9. NMpnmep coenHeHUs «ToYKa-ToYKa»

CoBmMecTUMOCTb Mexay RSTP u STP

RSTP nonHocTtbio coBmectum ¢ STP. RSTP aBTOMatudeckn npoBepseT, noagepXvBaeT nn
NoaKIMtoYeHHbIn mocT STP unu RSTP, Ha ocHoBe nonyyeHHOro Homepa Bepcun BPDU. Ecnu
nopT nogkroyaeTcs K mocty STP, nopT nepexoauT B COCTOSHUE nepechbinku vyepesd 30 cekyHa,
4YTO HEe NO3BOSIAET NMOSTHOUEHHO ncnone3oBaTb RSTP.

Opyras npobnema MoXeT BO3HUKHYTb NpY COBMECTHOM UCMOMb30BaHWM NPOTOKONoB RSTP u
STP. Kak nokasaHo Ha cnegywowmx PucyHkax, kommytatop A (RSTP) nogknioyaeTcs K
kommyTaTopy B (STP). Ecnn kommyTatop A obHapyxuBaeT, YTO MOAKMYEH K MocTy STP, oH
oTnpasnseT nakeT STP BPDU. OgHako, ecnun kommyTaTtop B 3ameHeH kommyTtatopom C (RSTP),
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HO KOMMyTaTop A no-npexHemy otnpasnaeT naketol STP BPDU, kommyTatop C ByaeTt cuntatb
cebsi noakntoyeHHbIM K MocTy STP. B pesynbTate aBa yctponctsa RSTP pa6GoTtatot nog STP,
YTO CUIMBHO CHWXaeT 3PEKTUBHOCTb.

RSTP npepocTtaBndeT oyHKUMIO MUTpaLmMmM NPOTOKONa ANs NPUHYANTENBHOM OTNPAaBKM NAaKeTOB
RSTP BPDU (peer-mocTt gosmkeH nogaepxvBate RSTP). B atom cnyvae kommytaTtop A
npuHyantensHo oTnpaenseT RSTP BPDU, a 3arem kommyTtatop C oOHapyxuBaeT, YTO OH
nogkntoyeH k mocty RSTP. B pesynbtate aBa RSTP-ycTtponcTtBa paboTtaioT nog RSTP, kak
nokasaHo Ha PucyHke 8-11.

KommyTarop A
(RSTP) STP BPDU

4—

KommyTatop B

STP BPDU

PucyHok 8-10.

KommyTarop A KommyTtatop C
(RSTP) RSTP BPDU (RSTP)

‘—
RSTP BPDU

PucyHok 8-11.

8.2.5.2. CBsA3aHHasA KOHdUrypaums

e HacTpoika murpaummn npotokona

¢ 3anyctute komaHgy clear spanning-tree detected-protocols [ interface interface-id |,
4TOObI NPUHYANTENBHO NPOBEPUTHL BEPCUIO HA NOPTY. [ONONHUTENbHbIE CBEAEHUS CM.
B pasgene «CoBmecTnmocTb Mmexgy RSTP u STP» Bbiwe.

8.2.6. MSTP

MSTP ycTtpaHsieT gedektol STP 1 RSTP. OH MOXET He TONbKO ObICTPO CXOAUTLCHA, HO U
nepeHanpaenaTb Tpaduk pasnuyHbix VLAN 0O COOTBETCTBYHOWMM MyTsAM, TEM CaMblM
obecneymBas ny4ywnin mexaHn3am 6anaHcpoBKN Harpy3kn ansa n3bbITOYHbIX KaHaroB.

8.2.6.1. MpuHUMN paboTbl

Yctponctea QTECH nogaepxueatoT MSTP. MSTP — 35TO HOBLIM MPOTOKON spanning tree,
pa3paboTaHHbI HA OCHOBE TPaAMUMOHHbIX STP n RSTP un Bkntovaowmin MexaHmuam ObicTpon
nepecbinkn RSTP.

MockonbKy TpagMLUMOHHBIE MPOTOKOMbI Spanning tree He nMeloT oTHoweHus K VLAN, npobnembl
MOTYT BO3HUKHYTb B OrpedeneHHbIX CeTeBbIX TONOSOormsx:

Kak nokasaHo Ha PucyHke 8-12, ycTponctsa A n B Haxoasatca B cetu VLAN 1, a yctponictea C
n D — B cetn VLAN 2, o6pasys netnto.
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| www.qtech.ru_|
VLAN 1 VLAN 2
VLAN 1 VLAN 2

PucyHok 8-12.

Ecnu kanan ot yctponctea A K ycTponcTtsy B yepes yctpornictea C u D cTOUT MeHbLLUE, YeM KaHan
OT yCcTponcTBa A HanpsiMylo K yCTponcTBy B, cBsisb mMexay yctponctsom A n yctponctsom B
nepexoaut B COCTOsiHME oTbpacbiBaHus (Kak nokasaHo Ha PwucyHke 8-13). [lockonbky
yctporictBa C n D He BkmoyaloT VLAN 1 1 He mMoryT nepecbinatb naketbl AaHHbIX VLAN 1,
VLAN 1 yctponctea A He MoxeT obmMeHuBaTbcsa AaHHbIMU ¢ VLAN 1 ycTponcTtea B.

C

VLAN 2

VLAN 2

PucyHok 8-13.

MSTP paspabotaH ansa peweHus aton npobrnembl. OH gennt ogHy wmnu Heckonbko VLAN
YCTPOMCTBA Ha 3K3eMnnsgap. YCTPOMCTBA, HACTPOEHHbIE C OOHUM W TEeM Xe 3K3eMMNApom,
obpa3syloT pervoH MST ansa 3anycka HesaBMCMMOro spanning tree (HasbiBaemoro IST). Ota
obnacte MST, nogo6Ho 6onbLIOMY YCTPOMCTBY, peanuayeT anroputMm spanning tree ¢ gpyrumm
obnactamm MST ans co3gaHus NOSHOro spanning tree, HasbiBaeMoro obwuM spanning tree
(CST).

Ha ocHoBe aToro anropytma npvBefeHHas Bbille CEeTb MOXeT CopMMpOoBaThb TOMOSOIMIO,
nokasaHHyt Ha PucyHke 8-14 no anroputmy MSTP: ycTponctea A 1 B HaxogaTca B pernoHe
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MSTP 1, B KOTOPOM He BO3HMKaEeT neTenb, U, crneoBaTenbHO, HYU OOUH KaHamn He nepexoauT B
COCTOsIHME OTOpacbiBaHUA. OTO Takke OTHOCUTCA K pernoHy 2 MSTP. PermoH 1 un pervoH 2,
nogo6Ho AByM B0MbLIMM YCTPOMCTBAM C NETNSAMU, BbIOMPAIOT KaHan aAnsa nepexoaa B COCTOsHME
oTOpacbiBaHNA Ha OCHOBE CBSI3aHHOMW KOHburypauum.

Pervion MSTP 1 L Pervon MSTP 2!

'WLAN 1

PucyHok 8-14.

OT0 npepoTBpallaeT obpasoBaHMe neTeflb M obecneynmBaeT MPaBUITbHYKD CBA3b MeXay
ycTtponcteamu B ogHon VLAN.

PervoHanbHoe otaeneHue MSTP

Utobbl MSTP pabotan pomkHbiM obpasom, npaBurnibHO pasgenute pervoHsl MSTP n
CKOHUIYpUpYyNTE OQMHAKOBYIO MHAOPMauMo o koHdurypauum MST ans ycTponcts B 04HOM
pernoHe MSTP.

MHudopmauus o koHdburypauun MST BkntovaeT:

e Vmsa koHdurypauum MST: coctouT He bonee yem n3 32 6anToB Anst naeHTUduKaumm
pernoHa MSTP.

e Howmep Bepcum MST: coctouT n3 16 6uT ons naeHtTudukaumm permoHa MSTP.

e Tabnuua conoctaBneHus ak3emnnsapoB MST u VLAN: gna Kaxgoro yCTpoucTBa
cosgaeTtcs He bonee 64 ak3emMnNAPOB (C UX nAeHTMdUKaTopammn B guanasoHe ot 1 4o
64), a aksemnnsap 0 cywecTtByeT B ob6A3aTenbHOM nopsigke. Takum obpasom, cuctema
nogaepXmnBaeT MakcMMaribHOE KONMYecTBO ak3emnnaposB 65. lNonb3osaTenu moryt
HasHayaTtb oT 1 o 4994 VLAN, npuHagnexawmx pasHbiM aksemnnspam (ot 0 go 64)
no mepe HeobxogmmocTn. HeHasHayeHHble VLAN npuHagnexat ak3emnnsapy 0 no
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ymonyaHuio. B atom cnyyae kaxabii MSTI npepctasnsieT cobon rpynny VLAN u
peanuayeTt anroputM spanning tree MSTI, yka3aHHbIn B nakeTe BPDU, Ha KoTopbI He
snusaoT CIST n gpyrme MSTI.

3anycTtute komaHgy spanning-tree mst configuration B pexume rnobanbHoOM KOHUrypaumum,
4YTOObI BOWTK B pEXMM KOH(pUrypaumm MST ans HaCTPOMKN yKasaHHOW Bblille MHopMaumu.

BPDU MSTP HecyT ykasaHHyto Bbille nHhopmaumo. Ecnv BPDU, nony4YyeHHbIn yCTPONCTBOM,
COAEPXMT Ty Xe MHdopmaumo o koHdurypaumm MST, 4Tto M mHdopmaunsa ob ycTponcTsee,
CUMTaETCH, YTO NOAKMOYEHHOE YCTPOMCTBO NPUHAASIEXUT K TOMY e pernoHy MST, 4TO 1 OHO.
B npoTMBHOM Crny4ae 9TO OTHOCUTCA K MOAKMIOYEHHOMY YCTPOUCTBY U3 ApYyroro permoHa MST.

NPUMEYAHUE: Tabnuuy conoctaBneHuss ak3emnnsp-VLAN pekomeHayeTcss HacTpauBaTb
nocne otkntodeHns MSTP. lMocne HacTponkn cHoBa BkNouuTe MSTP, 4TOoObI O0b6ecneuynTb
CTabubHOCTb N KOHBEPrEHLMIO TONOSIOMMKN CETW.

IST (spanning tree B permoHe MSTP)

Mocne Toro, kak perMoHsl MSTP pasfeneHbl, Kaxabli pervoH BblOMpaeT He3aBUCUMbINA oot
bridge Ana kaxOoro aK3emnnsipa Ha OCHOBE COOTBETCTBYKOLUMX MapaMeTpoB, TakUX Kak
NpUOpPUTET MOCTA M NPUOPUTET NOPTA, HA3HAYaeT PO KaXXAOMY NOPTY HAa KaXXOOM YCTPONCTBE
1 yKasbiBaeT, HaX0OUTCSA NN NOPT B COCTOSIHMW NEPECHINKM UK 0TOpackiBaHUS B 3K3eMMIApPe Ha
OCHOBE ponv nopTa.

Uepes obmeH MSTP BPDU cosgaetcs IST, n kaxgblid 9K3eMNnsip MMeeT CBOM COOCTBEHHbIE
spanning tree (MSTI), B KOTOpbIX Spanning tree, cooTBeTcTBylOWee ak3emnnsapy 0 n CST,
eamMHoobpasHo HasblBaeTcs spanning tree obuwero ak3emnnsapa (CIST). To ecTb kaxablv
3K3eMNnsp NpeocTaBnseT eanHylo ceTeByto Tononormo 6e3 netenb ansa ceoux rpynn VLAN.

Kak nokasaHo Ha PucyHke 8-15, YcTtponctea A, B n C obpasytoT neTnto B pernoHe 1. YCTponcTeo
A nmeet HaumBbicwnin npuopuTteT B CIST (Ok3emnnsap 0) n noatomy BbibpaHO B KayecTBe root
pernoHa. 3atem MSTP nossonset kaHany mexgy A u C nepentn B COCTOsIHME OTOpachiBaHUSA
Ha ocHoBe Apyrux napameTpoB. CnegoBatenbHo, ansa rpynnbl VLAN aksemnnsapa 0 4OCTyMHbI
TOSbKO KaHarnbl 0T A o B n ot B go C, yto paspbiBaeT netnto aton rpynnbl VLAN.
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""" Pervon Root -

PucyHok 8-15.

Kak nokasaHo Ha PucyHke 8-16, yctponctBo B umeeT HamBbicluimn npuoputeT B MSTI 1
(3k3emnnsp 1) n noatomy BbIOMpaeTcsi B kayecTBe root pernoHa. 3atem MSTP nossonser
kaHany mexgy B u C nepenTtn B COCTOsIHME OTOpacbiBaHMS Ha OCHOBE APYrMX napameTpos.
Moatomy ansa rpynnbl VLAN Ok3emnnspa 1 gocTynHbl TONbKO kaHanbl oT A go B u ot A go C,
paspbiBasi neTnto aton rpynnsl VLAN.
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‘.\I.:’EI'I/IOH Root c

Pervon 1:MSTI 1

PucyHok 8-16.

Kak nokasaHo Ha PucyHke 8-17, yctponctBo C mMMeeT HaumBbiClwuiA npuoputeT B MSTI 2
(3k3emnnsip 2) n noatToMy BbiIOUpaeTcs B kayecTBe root pernoHa. 3atem MSTP nossonser
kaHany mexgy B u C nepentn B cOoCTOosiHME OTOpacbiBaHWS Ha OCHOBE ApYrvx rnapameTpos.
Moatomy ansa rpynnbl VLAN 3k3emnnapa 2 SOCTYMNHbI TONbKO kaHanbl oT B k C u o1 A Kk C,
paspbiBasi neTnto aton rpynnsl VLAN.
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PervioH Root -

Pervon 1:MSTI 2

PucyHok 8-17.

O6paTtnte BHMMaHue, 4To MSTP He nmeeT 3HauyeHus, K kakon VLAN npuHagnexut nopt. Takum
obpasom, nonb3oBaTeNM JOMKHbI HACTPOUTL CTOMMOCTb MYTU U NPUOPUTET COOTBETCTBYHOLLEIO
nopta Ha ocHoBe dakTnieckon koHdurypaumm VLAN, 4t0o6bl MSTP He npepbiBan
HenpaBWnbHbIE NETN.

CST (spanning tree mexay permoHamum MSTP)

Kaxabih permoH MSTP nogobeH 6onbiomy yctponctsy ans CST. PasnuyHble pernoHsl MSTP
obpasytT «agepeox» Tononormm bit-cetn, HasbiBaemoe CST. Kak nokasaHo Ha PucyHke 8-18,
YCTponcTeo A, y KOTOPOro naeHTUguKaTop Mocta HaMMeHbLUUI, BbiIOMpaeTcsa B KayecTBe root
Bo BceM CST un pervoHanbHoro root CIST B 3ToM permoHe. B pernoHe 2, nockomnbKy CTOMMOCTb
nyTun root ot yctponcTtea B Ao root CST aBnsieTca camon HU3KoW, yCTPOMCTBO B BbiGupaeTcs B
kavecTBe pernoHanbHoro root CIST B aToM pernoHe. Mo Tom e npuynHe yctponcteo C BiOpaHo
B KadecTBe pernoHaneHoro root CIST.
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ST Roo

PervoH 1

Pervion 2 PervoH 3

PucyHok 8-18.

PernoHanbHbii root CIST moxeT ObiTb HE YCTPOMCTBOM, Y KOTOPOro uaeHTMduKaTtop mMocTta
ABNAETCA HAUMEHbLUMM B PErnmoHe, HO yKkasbiBaeT YCTPOWCTBO, Af1 KOTOPOro CTOMMOCTb NyTw
root ot aToro pernmoHa o root CST aBnsieTca HAaMMEHbLUEN.

Ona MSTI kopHeBon nopT pervoHanbHoro root CIST umeeT HOBYK porib «master-nopr».
Master-nopT OeMCTBYET KaK UCXOOALLNIA NOPT AN BCEX IK3EMMMNAPOB U HAXOAUTCHA B COCTOAHUN
nepecbifikn Ans Bcex ak3emnnapoB. YUTobbl caenaTtb Tononormio 6onee cTtabunbHOW, Mbl
npegnaraem, 4ToGbl master-nopT Kaxgoro perMoHa K root CST Haxoguncst Ha TOM Xe
YCTPOWCTBE perMoHa, ecnm 3To BO3MOXHO.

CoBmecTuMocTb Mexay MSTP, RSTP n STP

Mogo6bHo RSTP, MSTP otnpaensietr STP BPDU ansa obecneveHus coBmectumocTn ¢ STP.
[ononHuTteneHble cBeaeHns cM. B pasgene [NpuHumn paboTsbl « CoBMecTuMocTb Mexay RSTP n
STP».

Mockonbky RSTP obpabatbiBaeT BPDU MSTP CIST, MSTP He Hy>HO oTnpasnaTe BPDU RSTP
Ans obecneyeHns COBMECTUMOCTU C HUM.

Kaxxgoe yctponcteo STP nnn RSTP npeacraenset cobon oTaenbHbIN pervoH n He obpasyet
OLMH W TOT € PErMOH HN C KaKUMK YCTPOMCTBaMM.

226

@ §) QTECH

MWP OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa MSTP W

8.2.6.2. CBsAzaHHaA KOHdUrypauusa

HacTtpounka STP
o [lo ymonuaHuto pexunm STP — 310 pexum MSTP.
e 3anyctute spanning-tree mode [stp | rstp | mstp], 4TOObI N3MEHUTL pexum STP.

8.2.7. DononHuTtenbHble PyHKunn MSTP

[ononHuTteneHble dyHKUmMM MSTP B ocHOBHOM BKrtoyatoT nopT PortFast, PDU guard, BPDU
filter, TC guard n guard. [JononHuTenbHble QYHKUUMM B OCHOBHOM WCMOMb3YOTCA ANS
pa3BepTbiBaHUA KoHdurypaumn MSTP Ha oOcHoBe TOMOMOrMM CeTU W XapakTepUCTUK
nNpunoxeHuin B cetn MSTP. 370 NoBkIWaeT CTabunbHOCTb, HAAEXHOCTb U BO3MOXHOCTU 3aLUUThI
oT atak MSTP, otBevas TpeboBaHnsaM npunoxeHnn MSTP B pasnnyHbIX CLLEHAPUSX KIMEHTOB.

8.2.7.1. MpuHUMN paboTbl

PortFast

Ecnn nopTt ycTponcTBa HanpsMyrd NOAKMKYAETCss K CeTeBOMY TepMuHany, 3TOT nopT
HacTpanBaeTcs kak nopt PortFast gns npsmoro nepexoga B coctosiHue nepecbinku. Ecnn nopt
PortFast He HacTpoeH, nopTy Heobxoaumo nogoxaaTtb 30 cekyHA, 4ToObl BOMTM B COCTOSHME
nepecbinku. PucyHok 8-19 nokasbiBaeT, kakne NopTbl yCTPONCTBA MOXHO HAaCTPOUTb Kak NMopThbl
PortFast.

PortFast BkntoveH

|

PucyHok 8-19.

Ecnu nopt PortFast no-npexHemy nonyyaet BPDU, ero pabo4ee coctosiHne PortFast (Port Fast
Operational State) 6ygeT OTKNOYEHO, 1 NOPT NepenaeT B COCTOSTHUE NEPECHINIKM B COOTBETCTBUN
€ 0BbIYHbIM anroputmom STP.

BPDU Guard
BPDU Guard MmoxeT ObITb BKMOYEHa rnobdanbHo unm Ha nHtepderice.

PekomeHayeTca 3anyctuTb komaHgy spanning-tree portfast bpduguard default B pexume
rnobanbHOM KOHdurypauum, 4tobbl BrMOYUTL rnobanbHyto BPDU Guard. Ecnu PortFast
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BKIIOYEH AN nopTa Unm 3TOT NOPT aBTOMATUYECKM UAEHTUMUMPYETCS Kak NorpaHnYHbIA NopT,
3TOT MOPT NEPexoauT B COCTOSIHME OTKIMOYEHUS M3-3a OLUMOKM, YTODObl yKasaTb Ha OLIMOKY
kOHdUrypaumm cpasy nocre nonydeHnsi BPDU. B To e BpeMsi NopT OTKMHOYEH, YTO yKasbiBaeT
Ha TO, YTO CEeTEeBOE YCTPOMCTBO MOXET ObiTb 06aBNeHO HeaBTOPU30BaHHbLIM NOMb30BaTENEM
ANst U3MEHeHNS TOMOorMmn CeTU.

Takke pekoMeHOyeTCsa 3anyCTuTb KoMaHgy spanning-tree bpduguard enable B pexume
KoOHGUrypauum nHtepdgenca, 4tobel Brkntoumte BPDU Guard Ha nopTy (He3aBMCMMO OT TOro,
BKItoyeH PortFast nnu Het Ha nopTy). B aTom cnyvae nopT nepexoauT B COCTOSIHUE OTKIMIOYEHUSA
n3-3a owmbkn cpasy nocne nonyvyexHus BPDU.

BPDU Filter
BPDU Filter MOXXHO BKIKO4YMTbL rnobanbHO UNu BKITKOYMTL Ha MHTepdence.

PekomeHayeTca 3anycTtuTb koMaHngy spanning-tree portfast bpdufilter default B pexume
rnobanbHOM KoHUrypaumm, 4tobbl BKNOUMTE rnobaneHbin BPDU Filter. B aTom cniyvae nopt
PortFast He nony4aeT u He oTnpaenaeT BPDU, NoaToMy XOCT, NOAKMIOYAOLLMIACA HANpAMYyHo K
nopty PortFast, He nony4yaet BPDU. Ecnn nopT meHseT cBoe paboyee coctoaHne PortFast Ha
Disabled nocne nony4enns BPDU, dounbTp BPDU aBTOMaTU4EeCKM NepecTaeT JeNCTBOBAT.

Takke pekomeHOyeTcs 3anycTuTb koMaHZy spanning-tree bpdufilter enable B pexume
KOHUrypauum nHtepdpenca, 4tobbl BKNoUMTL punbTp BPDU Ha nopTy (He3aBUCMMO OT TOro,
BKMtoYeH unu HeT PortFast Ha nopTy). B aTom cnyyae nopT He nonyyaeT u He oTrnpasnseT BPDU,
a HanpsMyto NepexoauT B COCTOSHME NEePEChISTKU.

TC Protection

TC BPDU — at0 nakeTbl BPDU, Hecywme TC. Ecnn kommyTaTop nosiyd4aeT Takue nakeTbl, 9TO
yKasblBaeT Ha U3MEHEeHne TONonornm ceTu, u KoMmmyTaTop yaanut tabnuuy MAC-agpecos. [ns
KOMMYTaTOpOB ypoOBHS 3 B 3TOM Ccriydae MoAyrb nepeajpecaumMm CHOBa BKYaeTcd, a
coctosiHMe nopta B 3anucn ARP umnameHsieTcs. Korga kommyTtaTop MNoOABepraeTcsl atake C
nomoLbo nogaeneHblx TC BPDU, OH 4acTo BbINOSMHAET BbllleykasaHHble onepaunn, Bbi3biBas
OonbLUYO Harpy3Kky 1 Bnmss Ha CTabuibHOCTL ceTu. YTobbl NpeaoTBpatuTh 3Ty Npobnemy, Bbl
MoxeTe BkrntounTb TC Protection.

TC Protection mMoxeT OblTb BKOYEHA WM OTKMAOYEHA TONMbKO rnobanbHo. ATta dyHKUMS
OTKITHOYEHA MO YMOSYaHWIO.

Korga TC Protection BkntoueHa, kommyTtaTtop yaandet TC BPDU B TeueHune 3agaHHoOro nepmoga
(06bl4HO 4 cekyHabl) MOCNe NX NONy4YeHnst N OTCreXnBaeT NonydyeHne kaknx-nmbo naketos TC
BPDU B Te4deHune atoro nepuoga. Ecnu yctponctso nonydvaet naketoel TC BPDU B TeyeHue
3TOro nepuoda, OHO yganseT UX Mo UCTEYEeHUM ITOro nepumoga. ATO MOXeT NpenoTBpaTUTb
yacToe yganeHue yctponcTsom 3anuncen MAC-agpecos 1 3anncen ARP.

TC Guard

TC Protection obecneunBaeT yganeHne meHee gnHammdHbix MAC-agpecoB u 3anmcen ARP,
Korga B ceTu reHepupyetcs 6Gonbloe konudectBo naketoB TC. OgHako YCTPOWCTBO,
nony4yatowiee nakeTbl atak TC, No-nNpexHemy BbINOSTHAET MHOXECTBO onepaunin No yaaneHuio,
1 naketbl TC MOryT pacnpoCTpaHATLCS, 3aTparmeas BClo CeTb. [1onb3oBaTenn MoOryT BKIHOYNTL
TC Guard, 4yTtoObl NpegoTBpaTUTL pacnpocTpaHeHne naketoB TC rno6anbHO MM No MopTy.
Ecnn TC Guard BknoyeHa rnobanbHO wvnu gns nopTa, MNOPT, nonydalowun naketol TC,
dunbtpyet 3T naketbl TC unu naketol TC, co3gaHHble UM camunm, 4TOBbl naketbl TC He
pacnpoCTpaHANnCb Ha Apyrne noptbl. ATO MOXET 3¢P(PEKTMBHO KOHTPONMPOBATbL BO3MOXHbIE
aTtakm TC B ceTn ons obecneyeHns ctabunbHocTn ceTn. B yacTHOCTK, Ha yCTporCTBax ypoBHSA 3
aTa yHKUMs MoXeT adpdeKkTMBHO npegoTBpawarth flapping ycTponcTtBa ypoBHS gocTtyna u
npepbiBaHMe OCHOBHOIO MapLupyTa.

NMPUMEYMAHUE: npu HenpasBunbHOM wucnonb3oBaHun TC guard cBA3b Mexay CceTamu
npepbiBaeTCs.
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NMPUMEYAHUE: pekomeHayeTca BkYaTb 3Ty (PYHKUMIO TOSbKO MPU MOSTYYEHUN B CETU
HerneranbHbIX NakeToB atak TC.

MPUMEYAHME: ecnn TC Guard BkntoveHa rnobanbHo, HYM OAMH NopT He nepenaeT naketbl TC
Apyrmm. Ota OYHKUMSA MOXKET ObiTb BKIMOYEHA TONMbKO Ha MOPTATUBHBLIX YCTPOMCTBaX AOCTynNa.

NMPUMEYAHUE: ecnn Ha nopTy BkntoveHa TC Guard, nponucxogaT U3MeHeHUs1 TONOMornm, u
nakeTbl TC, Nony4eHHble NOPTOM, He ByayT pacnpoCTPaHATLCS Ha Apyrve NopTbl. ATY PYyHKUMIO
MOXHO BKITHOUUTL TONbKO Ha uplink-nopTax, oco6eHHO Ha NnopTax siapa KOHBEPreHLmu.

TC Filter

Ecnn TC Guard BkrntoyeHa gng noprta, NopT He nepecbinaet naketel TC, NOMy4YeHHble ©
CreHepupoBaHHbIE MOPTOM, Ha ApyrMe nopTbl, BbIMNOMHAOLME BbIYMCEHNE Spanning tree Ha
ycTponctee. Korga coctosiHue nopta naMeHdeTca (Hanpumep, ¢ GrIOKMPOBKM Ha NepechIniky),
nopT reHepupyeT naketsl TC, ykasbiBas, 4TO TONOMIOMMA MOrfna U3MEHUTLCS.

B atom cnyyae, nockonbky TC Guard npepgoTspallaeT pacnpocTpaHeHue naketoB TC,
YCTPOMCTBO MOXeT He ounmcTuTb MAC-agpeca nopTta Mpy U3MEHEHUU TOMOMorMu CeTU, YTO
npuBeaeT K OLLUMOKE NepechInku JaHHbIX.

Utobbl pewntb aTy npobnemy, Beoautcsa TC Filter. TC Filter He obpabaTbiBaeT naketbl TC,
nony4yeHHble noptamu, a obpabaTteiBaeT nakeTbl TC Npy HOpMaribHbIX U3MEHEHUAX TOMOMOIMN.
Ecnu BkntoyeH TC Filter, MoxxHO nsbexatb npobrnemMbl yaaneHusa agpeca, ¥ OCHOBHOM MapLUpyT
He BygeT npepbiBaTbCS, KOraa nopTbl, HE BKNOYEHHbIE C NOMOLLbLO PortFast, 4acTto BbIXogaT u3
CTPOS, a 3anMcy OCHOBHOMO MapLupyta MOryT CBOEBPEMEHHO OOHOBMATLCA MPU U3MEHEHWUU
TONOSIOMNN.

NPUMEYAHMUE: no ymonyaHuio TC Filter oTknoyeH.

MpoBepka ncxogHoro MAC-agpeca BPDU

lMpoBepka wucxogHoro MAC-agpeca BPDU npegoTBpawaeT 3NoHaMepeHHylo aTtaky
KommyTaTopoB naketamu BPDU wu HeHopmanbHyto paboty MSTP. Korma kommyTatop,
NOOKITHOYEHHbIN K MOPTY Ha KaHane «ToYka-TouKa», onpenerneH, Bbl MOXeTe BKITHOUNTb NPOBEPKY
ncxogHoro MAC-agpeca BPDU, 4to6bl nonyydaTb naketel BPDU, oTnpaBneHHble TOSbKO
peer-koMMyTaTopoM, W oOTOpacbiBaTb BCe oOCTanbHble naketbl BPDU, Tem cambim
npegoTBpallas BpeAoHOCHbIe aTaku. Bbl MoxeTe BKNIOUYNTL NpoBepky ncxogHoro MAC-agpeca
BPDU B pexume koHdbUrypaumm uHtepdenca ans onpegeneHHoro nopta. OanH nopT MoxeT
dunbTpoBaTh TOoNbko oanH MAC-agpec. Ecnu Bbl 3anyctute komaHgy no bpdu src-mac-check,
4YTOObI OTKNIOYNTL NpOoBepKYy ncxogHoro MAC-agpeca BPDU Ha nopTy, nopT 6ygeT nonydartb
BCce naketbl BPDU.

BPDU Filter

Ecnn onuna Ethernet BPDU npesbiwaeTt 1500, ator BPDU 6yget oT6poLueH, 4to npegotepatut
nony4yeHne Hegonyctumbix naketos BPDU.

Auto Edge

Ecnn HasHaueHHbIW nopT ycTponcTtBa He nonyvaet BPDU ot downlink-nopta B TedeHue
onpegeneHHoro nepuoga (3 CekyHObl), YCTPOMCTBO paccmaTpuMBaeT CETEBOE YCTPOWCTBO,
NOOKIMIOYEHHOE K HasHayeHHOMY [MOpTYy, HacTpauBaeT MOPT KaK MOrpaHuyHbIn NopT U
nepeknioyaeT MnopT HanNpsMyl. B COCTOsiHME nepecbinikn. [lorpaHnyHbin  nopt 6ygeT
aBTOMaTMYeCKN NOeHTUPUUMPOBAH KaK HE NOrpaHNYHbIA NOPT nocse nonyyveHuss BPDU.

Bbl MOXeTe 3anyctuTb kKomaHay spanning-tree autoedge disabled, 4Tobbl oTkNOUMTL Auto
Edge.

OTa yHKUMS BKITOYEHA MO YMOSYaHUIO.

NMPUMEYAHMUE: ecnn Auto Edge KOHNUKTYeT C HAaCTpPOeHHbIM Bpy4dHyto PortFast, npuoputet
UMeeT py4yHasi HacTpovKa.
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NMPUMEYAHUE: nockonbKy aTa yHKUMS uUCnonb3yeTcs Ans ObICTPOro COrnacoBaHUSA U
nepeagpecaunm mexagy HasHavyeHHbIM nopTtoM u noptom downlink, STP He nopaepxuBaeT aTy
dyHKUMo. Ecnn HasHa4eHHbIM NOpPT HaXoOUTCA B COCTOSAHUM MepechInku, KoHdurypaumnsa Auto
Edge He genctByeT Ha aTOT nopT. TpebyeTcs TONbKO NPy NOBTOPHOM BbIMOSIHEHUUN BbICTPOro
corracoBaHusi, HanpuMep, Npu yaaneHu n NoAKNIYeHN ceTeBoro kabens.

NMPUMEYAHUE: ecnn ana nopta BkroYeH ¢unetp BPDU, nopT HanpsmMyko nepexoguTt B
COCTOSIHWE NEPECHISIKN N HE NOEHTUMPULNPYETCSH aBTOMATUYECKM KakK MOrpaHUYHbIN NOpT.

NMPUMEYAHMUE: sta pyHKUMS NPUMEHSIETCA TOMNBKO K HA3HAYEHHOMY NOpPTY.

Root Guard

B cTpykType ceTu root bridge n pesepsHbin root bridge obbl4HO pasgeneHbl Ha OAMH M TOT Xe
pernoH. MN3-3a HenpaBunNbHOW HACTPONKN OBCNYXMBAKOLLEro nepcoHana unm 3fioHaMepeHHbIX
atak B ceTu root bridge moxeT nonyynTtb MHopmMaumio 0 KoHduUrypaumm ¢ 6onee BbICOKMM
npuopnuTeETOM N TEM CaMbiM MNEPEKMNIOYUTBCSA Ha pe3epBHbIA root bridge, 4To npuBegeT K
HEKOPPEKTHLIM M3MEHEHNsM Tononornn cetn. Root Guard AomkeH pewmnTb 3Ty npobnemy.

Ecnu gna nopta BkntodeHa Root Guard, ero ponv BO Bcex 3K3eMnnsipax NpUMEHSATCA Kak
Ha3HaYeHHbIN NoOpT. Kak ToNbKO NOPT NONy4nT MHOpMaLmIo 0 KOHdUrypaumm ¢ 6onee BbICOKAM
npUopnTETOM, OH BXOAMT B HECOBMECTUMOE C root (bnokmpytoLlee) coctosHue. Ecnn nopt He
nony4yaeTt MHpopMaumio 0 KOHdUrypauum ¢ 6onee BbICOKMM NPUOPUTETOM B TEYEHME Nepuoaa,
OH BO3BpaLLAETCH B UICXOAHOE COCTOSIHME.

Ecnn nopt nepexoguT B cocTosiHne 6nokMpoBkM u3-3a Root Guard, Bbl MOXeTe BPY4YHYHO
BOCCTaAHOBUTb MOPT B HOpMaribHOE COCTOsiHWE, OTKMuYMB Root Guard Ha 3TOM NopTy wunu
OTKITOUMB 3alMTy spanning tree (3anyctuB spanning-tree guard none B pexXume HacTPOMKK
UHTepdenca).

NMPUMEYAHME: ecrnn Root Guard ncnonb3yeTca HenpaBunbHO, CETEBOE coeanHeHne GyaeT
npepsaHo.

NMPUMEYAHMUE: ecnn 3awmTa root BkMOYeHa AN HEHa3Ha4YeHHOro nopTta, 3TOT nopT OyaeT
NPUMEHEH KaK Ha3Ha4YeHHbIN NopT K nepenget B coctosHne BKN. 310 ykasbiBaeT Ha TO, 4TO
nopT NepexoauT B COCTOSIHNE B6OKMPOBKM U3-3a ro0t-HECOrNacoBaHHOCTH.

NMPUMEMAHUE: ecnu nopt nepexoanT B coctoaHne BKN n3-3a nonyvyeHna nHgopmauumn o
KOH(purypaumm ¢ 6onee BbiCOKMM npuoputetoM B MSTO, aToT nopT OyaeT nepeBedeH B
cocTtosHne BKN BO Bcex oCTarbHbIX Crny4yasax.

NMPUMEYAHME: Root Guard 1 Loop Guard He moryT gencTeoBaTb Ha MOPT OAHOBPEMEHHO.

Loop Guard

N3-3a cboss oaHOHaNpaBfiEHHOro KaHama root-nopT WNu pesepBHbIM NOPT CTaAHOBUTCA
HasHa4yeHHbIM MOPTOM U MepexoguT B COCTOSAHWE Mepecblsiku, ecnn oH He nonyyvaet BPDU,
Bbl3blBas ceTeByto neTnio. Loop Guard gormkeH npegoTBpatuTb 3Ty Npobnemy.

Ecnn nopt ¢ Loop GuardHe nony4vaeT BPDU, nopT nepeknoyaeT CBOK poJib, HO OCTaeTcs B
COCTOSIHUM OTOpacbiBaHMs 40 TEX Nop, noka He nonyyunTt BPDU u He nepecunTaeT spanning tree.

NMPUMEYAHUE: moxHo Bkntountb Loop Guard rmo6anbHo nnu gns nopta.
NMPUMEYAHME: Root Guard n Loop Guard He moryT gencTeoBaTb Ha NMOPT OAHOBPEMEHHO.

NMPUMEYAHMUE: nepen nepesanyckom MSTP Ha nopTy nNOpT nepexoauMT B COCTOSHWE
6nokupoBkn B Loop Guard. Ecnu nopt no-npexHemy He nonyyaet BPDU nocne nepesanycka
MSTP, OH CTaHOBUTCS Ha3HaYeHHbIM MOPTOM U NEepexoauT B COCTOAHME nepechbiriku. Noatomy
pekoMeHayeTCca onpeaennTb NPUYUHY, MO KOTOPOW NOPT NEPEXOAUT B COCTOSAHNE BIOKMPOBKU B
Loop Guard, n yctpaHnTb OLNBKY Kak MOXXHO ckopee nepea nepesanyckom MSTP. B npoTMBHOM
cny4vae nocre nepesanycka MSTP Tononorusi spanning tree Bce paBHO CTaHET HEHOPMAITbHOM.
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MNMpo3payHasn nepenaya BPDU

B IEEE 802.1Q MAC-agpec nonydatensa 01-80-C2-00-00-00 BPDU wncnonb3yeTcs B KayecTBe
3apesepBUPOBAHHOrO agpeca. To ecTb YCTponcTBa, coBmecTumble ¢ |IEEE 802.1Q, He
nepecbinatT nonyyeHHble naketol BPDU. OpHako ycTponctBam MoOXeT noTpeboBaTbCs
npospadvHas nepepada naketos BPDU npu chaktuyeckom passepTbiBaHuM ceTtu. Hanpumep,
ecnu STP oTkntoYeH Ha YCTPOMCTBE, YCTPOMCTBO AOSDKHO NPO3padHO nepegaBaTb MakeThbl
BPDU, 4Tt0oObl spanning tree mexay ycTporcTBaMm Oblfo NpaBUbHO paccynmTaHo.

NMPUMEYAHME: npo3payHasa nepegava BPDU oTknoyeHa no yMonyaHuio.

NMPUMEYAHMUE: npospadHas nepegada BPDU BcTynaeT B cuny Tonbko Torga, korga STP
OTKIoYeH. Ecnu Ha ycTpoKrcTBe BKIOYEH NPoTokon STP, OHO He nepefaeT Npo3payHo nakeThbl
BPDU.

TyHHenb BPDU

Cetb QinQ 06blMHO pgenuTca Ha f[Be 4acTu: ceTb KnmeHta u ceTb SP. [lpexae 4yem
nonb3oBaTenbCkMi nakeT BonaeT B ceTb SP, oH mHkancynupyetca terom VLAN cetn SP, a
Takke coxpaHsieT ucxogHoin Ter VLAN B KayecTBe faHHbIX. B pesdynbTaTe naket cooepxuT ase
meTkn VLAN gna npoxoxaeHust yepes ceTb SP. B cetn SP nakeTbl nepedatoTcs TONbKO Ha
ocHoBe Tera VLAN BHeluHero ypoBHs. Korga naketbl nokuagaoT ceTb SP, Ter VLAN BHeLLHero
YPOBHA yoandeTcs.

®dyHKUMA npos3payHouM nepepdayunm naketoB STP, a wMmeHHO TyHHenb BPDU, wmoxet
ncnonb3oBaTbCd ANs peanusaumm nepedadm naketoB STP mMexay KIMEHTCKOM ceTbio 6es
Kakoro-nmbo BnusaHmnd Ha cetb SP. Ecnu nakeT STP, oTnpaBnieHHbIN U3 KIMMEHTCKOW CETU, BXOOUT
B PE, PE meHseT MAC-agpec HasHayeHus naketa Ha MnpuMBaTHbIN agpec OO0 TOro, Kak naket
Oypet nepeHanpaeneH ceTbto SP. Korga naket gocturaet PE Ha peer end, PE nameHsieT
MAC-agpec HasHa4vyeHus Ha obLwenocTynHbln (public) agpec n Bo3BpalLaeT NakeT B KITMEHTCKYHO
ceTb Ha peer end, peanuaysi npo3payvHyto nepegadvy no cetm SP. B atom cnyyae STP B ceTu
KNueHTa paccuuTbiBaeTcs He3aBUCMMO OT STP B ceTu nocTaBLMKa CEPBUCOB.

8.2.7.2. CBA3aHHaA KOHdUrypauus

HacTtponka PortFast
o [lo ymonyanuto PortFast oTknoudeH.

e B pexnme rmobanbHon koHdUrypaumm 3anyctute komaHgy spanning-tree portfast
default, utobbl BkMOUMTL PortFast Ha Bcex mopTax, U KOMaHgy no spanning-tree
portfast default, 4Tobbl oTKNIOUNTL POrtFast Ha Bcex nopTax.

e B pexunme koHGurypaumm mHtepdenca sanyctmte komaHagy spanning-tree portfast,
yTOObI BKMOUNTL PortFast Ha mopTy, u KomaHgy spanning-tree portfast disabled,
4yTOObI OTKNOUMTL PortFast Ha nopTy.

Hactpownka BPDU Guard

e BPDU Guard oTknio4eHa no yMmon4yaHuio.

e B pexnme rmobanbHOM KOHUrypaumm 3anyctute KomMaHagy spanning-tree portfast
bpduguard default, ytobbl BkmtounTe BPDU Guard Ha Bcex mopTtax, M KOMaHgy no
spanning-tree portfast bpduguard default, ytobbl oTknNtOUNTE BPDU Guard Ha Bcex
noprax.

e B pexume koHurypauum nHtepdenica sanyctmte komaHgy spanning-tree bpduguard
enabled, 4tobbl BkntouMTb BPDU Guard Ha nopTy, U KoMaHgy spanning-tree
bpduguard disabled, 4Tobbl oTkntounTe BPDU Guard Ha nopTy.

Hactpownka BPDU Filter

e [lo ymonuyanuio BPDU Filter oTkntoveH.
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e B pexume rnobanbHOM KOHUrypaumm sanyctute KOomaHay spanning-tree portfast
bpdufilter default, ytobbl Bkntounte BPDU Filter Ha Bcex mopTtax, n KOmMaHay no
spanning-tree portfast bpdufilter default, 4yto6bl oTkntounts BPDU Filter Ha Bcex
nopTax.

e B pexume koHdurypauumn nHtepdenca sanyctute KomaHay spanning-tree bpdufilter
enabled, 4to6bl BkNoUMTE BPDU Filter Ha nopTy, n kKoMaHgy spanning-tree bpdufilter
disabled, 4To6bl oTkNtOuNTL BPDU Filter Ha nopTy.

HacTtpounka TC Protection
e TC Protection no ymon4aHuto OTKIOYEHa.

e B pexume rnobanbHoOM KOHUrypaumm 3anyctute KomaHgy spanning-tree tc-
protection, 4Tobbl BKNtoUMTL TC Protection Ha Bcex nopTax, M kOMaHay No spanning-
tree tc-protection, yTobbl OTKMOUMTEL TC Protection Ha Bcex nopTax.

e TC Protection MoxeT ObITb BKMHOYEHA UMK OTKIKOYEHA TONbKO rnobanbHo.
BknroyeHne TC Guard
e TC Guard no ymonyaHuo OTKINoYeHa.

e B pexume rnobanbHOM KOHdUrypauum 3anyctute KomaHwgy spanning-tree tc-
protection tc-guard, 4To6bl BknounTb TC Guard Ha Bcex nopTtax, U KomaHgy no
spanning-tree tc-protection tc-guard, 4tobbl oTkNtOUNTE TC Guard Ha Bcex nopTax.

o B pexume koHdurypaumm nHtepdenca sanyctute KomaHgy spanning-tree tc-guard,
4yT06bI BKMOUMTL TC Guard Ha nopTy, U KOMaHAy no spanning-tree tc-guard, 4To6bI
oTknmtounTb TC Guard Ha noprTy.

Hactpownka TC Filter
e [lo ymonuanuto TC Filter oTknto4YeH.

e B pexume koHdburypaummn nHtepdenca sanyctute Komangy spanning-tree ignore tc,
4yTO6bI BKMOUMTL TC Filter Ha nNopTy, 1 KOMangy Nno spanning-tree ignore tc, 4To6bI
OTKMIOYUTb €ro Ha MopTy.

Bknro4yeHune npoBepkn nucxogHoro MAC-agpeca BPDU
e [lpoBepka ncxogHoro MAC-agpeca BPDU oTkrno4eHa no yMonyaHuio.

e B pexnme koHdurypauum umHTepdenca sanyctute komangy bpdu src-mac-check
H.H.H, 4ToObI BKtounTb NpoBepky ucxogHoro MAC-agpeca BPDU Ha nopTy, n komaHay
no bpdu src-mac-check, 4Tobbl OTKNOUMTL €€ Ha NOpPTY.

Hactpowka Auto Edge
o Auto Edge OTKMOYEH NO YMOMYaHMUIO.

e B pexunme koHdurypaumm nHtepdenca sanyctute komaHgy spanning-tree autoedge,
yTOGbI BKMOUMTL Auto Edge Ha nopTy, n kKomaHgy spanning-tree autoedge disabled,
4YTOObI OTKMIOYNTL €ro Ha MopTy.

Hactpownka Root Guard
o [lo ymonuaHutio Root Guard OTKIHoYeH.

e B pexume koHburypmpoBaHusi uHTepdenca BbINONMHUTE KOMaHAy Spanning-tree
guard root, 4tobbl BkNOUMTL Root Guard Ha mopTy, U KOMaHAy NoO spanning-tree
guard root, 4ToGbl OTKMIOYMTL €€ Ha NOpPTy.

Hactpownka Loop Guard
e Loop Guard no yMOn4YaHuo OTKITHOYEH.

e B pexume rnobanbHOM KOHUrypaumm 3anyctute Komangy spanning-tree loopguard
default, ytTobbl BkNtounTb LOoop Guard Ha Bcex nopTtax, M kKomaHgy Nno spanning-tree
loopguard default, 4Tobbl OTKMIOUYNTL €€ Ha BCeX NopTax.

Q
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B pexume KoH(purypauumn uHTepdenca sanyctute KomaHgy spanning-tree guard
loop, 4TOGLI BKMOUNTL Loop Guard Ha nopTy, n kKomMaHdy no spanning-tree guard
loop, 4TOBbI OTKNIOYMTL €€ Ha MOPTY.

HacTpounka npo3payHoun nepegaym BPDU

Mpo3payHasa nepenava BPDU oTkmnoveHa No yMON4aHuio.

B pexwume rnobanbHon koHdUrypaumm 3anyctute komaHagy bridge-frame forwarding
protocol bpdu, 4To6bl BKNOUNTL Npo3payHyto nepegady BPDU, n komanagy no bridge-
frame forwarding protocol bpdu, 4To6bl OTKNIOUNTL €e.

Mpo3payHasa nepepada BPDU BcTynaeT B cuny TOMbKO Toraa, korga STP OTKAYeH.
Ecnn Ha ycTporcTBe BKkoYeH NpoTtokon STP, OHO He nepegaeTt npo3payvyHO NakeThbl
BPDU.

Hactponka BPDU-TyHHens

TyHHenb BPDU no ymMon4aHuIo OTKMOYEH.

B pexume rnobanbHOM KOoHurypauuu 3anyctute komaHgy lI2protocol-tunnel stp,
yT106bI rNobanbHO BkMOYMTL BPDU-TyHHENb, n koMaHngy no I2protocol-tunnel stp,
4YTOObI rNOGaNEHO OTKNKYNTDL ErO.

B pexume koHdurypauum mHTepdpenca sanyctute komangy l2protocol-tunnel stp
enable, yTobbl BKMtoUNTE BPDU-TyHHENb Ha nopTy, 1 koMaHay no I2protocol-tunnel
stp enable, 4TOObLI OTKIOYNTL €r0 Ha NOPTY.

TyHHenb BPDU pencTtByeT TONbKO B TOM Criydae, €CniM OH BKIOYEH KaK B pexume
rnobansHOM KOHUrypauun, Tak n B pexxume KoHurypauum nHtepdgenca.

8.3. KoHdumrypauus

KoHdurypaums OnucaHue u KomaHaa
Bkntoyenne STP (O6sazaTenbHO) NcnonbayeTca ans BknodeHna STP
spanning-tree Bkntoyaet STP n HacTpauBaeT
OCHOBHbIE aTpUOyThI
spanning-tree mode HacTtpauBaeT pexum STP
HacTtponka (OnuuoHanbHO) Ncnonb3yeTcsa ans COBMECTMMOCTU C YCTPOMCTBaMM

coBMmecTuMocTu STP | KOHKYpPEHTOB

spanning-tree compatible | Bkntovaet pexum
enable COBMECTMMOCTM nopTa

clear spanning-tree detected- | BbinonHsiet obasaTenbHyo
protocols nposepky Bepcuun ans BPDU

Hactpounka pervoHa | (OnunoHaneHo) Mcnonb3yetcsa ansg Hactponkn permoHa MSTP

MSTP

spanning-tree mst configuration | Bxog B pexvum KoHdurypauum
MST

(@ orecy
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KoHdurypauus

OnucaHve n kKomaHAaa

BknroyeHne ObicTpon
KoHBepreHumn RSTP

(OnuuoHanbHo) OH ncnonb3yeTes NSl HACTPONKN TOro, SBMSETCH Nu
TUN COeQUHEHWS NOpTa COeAMHEHNEM «TOYKaA-TOYKa»

spanning-tree link-type

HaCTpaVIBaeT TN KaHana

Hactporika
NpUopuTETOB

(OnumoHanbHO)  Mcnonb3yetca  AnNs  HACTPOMKM  npuopuTeTa

KOMMyTaTopa unv npuoputeTta noprta

spanning-tree priority HacTtpauBaeTt npuoputeT
KoMMyTaTopa

spanning-tree port-priority

HacTtpauBaeT npuoputeT nopTa

yucna hop-oB  ans
naketa BPDU

Hactpowka (OnuuoHanbHO) Ncnonb3ayeTcsa Angd HACTPOMKM CTOMMOCTU NyTW nopTa
CTOMMOCTM _NYTW K | UNIM MeToda pacdeTa CTOMMOCTM NyTU MO YMOSYaHUIO
nopTy
spanning-tree cost HacTtpanBaeT CTOMMOCTb MyTU
nopta
spanning-tree pathcost method | HactpanBaet MeTon pacyeTta
CTOMMOCTM MYTW NO YMOSYaHUIO
HacTtponka (OnuuoHanbHo) OH mcnonb3dyeTcss ANd HAaCTPOWKM MaKCUMarbHOro
MakcrMMasibHOro yncna hop’os naketa BPDU

spanning-tree max-hops

HactpaunsaeTt MakcumarsnbHoe
KonmyectBo  hop’oB  naketa
BPDU

BknoyeHne dyHKLNN,
cBsa3aHHbIX ¢ PortFast

(OnuuoHankeHo) UcnonbayeTes ans
c PortFast

BKNIOYEHUS (PYHKUWNI, CBA3AHHBIX

spanning-tree portfast

BkntoyaeTt PortFast

spanning-tree portfast | Bkntoyaet BPDU Guard Ha Bcex
bpduguard default nopTax

spanning-tree bpduguard | Bkntoyaet BPDU Guard Ha nopTy
enabled

spanning-tree portfast | Bkntoyaet BPDU Filter Ha Bcex

bpdufilter default

nopTax
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OnucaHve n kKomaHAaa

spanning-tree
enabled

bpdufilter

BkntovaeT BPDU Filter Ha nopTty

BknroyeHne dyHKLUNA,

cBa3aHHbIX ¢ TC

(OnuuoHanbHo) UcnonbayeTcs Ansa BKNOYEHUST (PYHKLUMIA, CBA3AHHbBIX

cTC

spanning-tree tc-protection

BkntoyaeT TC Guard

spanning-tree tc-protection tc-
guard

Bkntoyaer TC Guard Ha Bcex
nopTax

spanning-tree tc-guard

BkntoyaeT TC Guard Ha nopTty

spanning-tree ignore tc

BkntovaeTt TC Filter Ha nopTy

BknoyeHue
MPOBEPKU MNCXOOHOro

MAC-agpeca BPDU

(OnumoHanbHo) Mcnonb3yeTca Ans BKIIOYEHUS MPOBEPKU MCXOLHOMO

MAC-agpeca BPDU

bpdu src-mac-check

BkntoyaeT npoBepKy MCXOLHOro
MAC-agpeca BPDU Ha nopTy

Hactponka Auto

Edge

(OnuuoHankbHo) Mcnonb3yeTca ans

HacTponkn Auto Edge

spanning-tree autoedge

BknovaeT Auto Edge Ha nopTy.
OTa dyHKUMA BKNOYEHa Mo
YMOSYaHUo

BkntovyeHne dyHKLUNA,
cBsi3aHHbIX ¢ Guard

(OnuunoHanbHO) Wcnonbadyetcs Ans BkoveHus dyHkumn  Guard

nopToB

spanning-tree guard root

BkntouyaeT Root Guard Ha nopTty

spanning-tree loopguard default

BkntoyaeT Loop Guard Ha Bcex
nopTtax

spanning-tree guard loop

BkntoyaeT Loop Guard Ha nopTty

spanning-tree guard none

OTkntovaeTt
nopra

dyHkumto  Guard
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KoHdurypauus OnucaHue u KomaHaa
BknoyeHne (OnumoHanbHO)  Mcnonb3yeTcs  ANS  BKMKYEHUS  NPO3payvHom
npo3pa4vyHou nepegayn BPDU
nepenayn BPDU
bridge-frame forwarding | Bkntovaet npo3payvHyto
protocol bpdu nepenadvy BPDU

Bkntovenne ~ BPDU- | (OnuuoHansHo) Wcnonb3yetca ansa BknoveHnsa TyHHens BPDU
TYHHens

I2protocol-tunnel stp BknioyaeTr  TyHHenb BPDU
rnobansHo

I2protocol-tunnel stp enable Bknioyaet BPDU-TyHHENb Ha
nopTty

I2protocol-tunnel stp tunnel- | HacTtpanBaet Npo3paYvHbIN

dmac agpec nepegadn TyHHens BPDU

8.3.1. BknrouyeHue STP
8.3.1.1. 3chdeKT KoHduUrypaumm

e Bkntounte STP rmobanbHO 1 HAaCTpONTE OCHOBHbIE aTpUOyThI.
e Hactponte pexum STP.

8.3.1.2. NpumeyvaHun
e STP no ymonuyaHuto oTKMoYeH. [locne BkMtodeHnss STP ycTpOMCTBO HavvHaeT
paboTtaTtb ¢ STP. YcTponcteo ncnonbsyet MSTP no ymonuanuio.
e  Pexum STP no ymonyaHuio — pexmum MSTP.

e STP un npospayHoe coeanHeHne mHoxecTBa kaHanoB (TRILL) ueHTpa o6paboTku
AaHHbIX HE MOTYT ObITb BKIHOYEHBI OAHOBPEMEHHO.

o [lapameTpbl Tanmepa STP BCTynatoT B Cuny TOMbKO TOrAa, korga yCTpoMcTBO BbiOpaHo
B kayecTBe root bridge spanning tree. To ecTb napameTpbl Tanmepa He root bridge
OOJTKHbI MCMONb30BaTb 3HAYEHMs TarmMepa root bridge.

8.3.1.3. llarn HacTponku

BknroyeHue STP
e ObgszaTtenbHbIn.
e Ecnu He ykasaHo MHoe, BKtounte STP Ha KaXKgoM YCTPOMCTBE.

e 3anyctute spanning-tree [ forward-time seconds | hello-time seconds | max-age
seconds ] ang BkntoveHns STP 1 HACTPOWMKM OCHOBHbIX aTpUBYTOB.

MPUMEYAHME: BbinonHeHne koMaHg clear MOXeT MPUBECTU K NOTEPE XKU3HEHHO BaXKHOW
MHdopMaumMm 1, Takmm obpasom, K npepbiBaHMIO paboTbl cepBUCOB. [uana3oHbl 3HAYEeHWUN
forward-time, hello-time n max-age cesizaHbl. ECniv 13MEHUTL OANH M3 HUX, 3TO NOBNMSIET Ha ABA
ApyrMx avanasoHa.OTu Tpy 3HAYeHMS OOSDKHbl COOTBETCTBOBATb CriedylLlemy YCIOBUIO:
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2x(Hello Time + 1 cekyHga) < Max-Age Time < 2x(Forward-Delay Time — 1 cekyHpa). B
NPOTUBHOM Cry4ae TOMoMnorMs MoXeT cTaTb HeCTabunbHOW.

KomaHga spanning-tree [ forward-time seconds | hello-time seconds | max-age
seconds | tx-hold-count numbers]

Onucanwne forward-time seconds: ykasblBaeT MHTEPBas U3MEHEHNSA COCTOAHNS NopTa.

napameTpoB 3HauveHve BapbupyeTcs oT 4 oo 30 cekyHA. 3Ha4YeHue No yMONyaHuio —

15 cekyHA.

hello-time seconds: ykasblBaeT WUHTepBan, 4Yepe3 KOTOPbIA YCTPOMCTBO
otnpasnset naket BPDU. [OuanasoH 3HayeHun ot 1 go 10 cekyHa.
3HayeHne no yMonyaHmo — 2 cekyHabl.

max-age seconds: yka3blBaeT caMoe ASIMHHOE BpeMs Xun3Hu naketa BPDU.
3HauveHve Bapbupyetcs oT 6 oo 40 cekyH. 3Ha4YeHUe No yMonyaHuto —
20 ceKkyH[,.

tx-hold-count numbers: ykasbiBaeT MakcumarnbHoe konundectso BPDU,
oTnpaBnsiemMblx B cekyHay. [uanas3oH 3HayveHun ot 1 go 10. 3HayeHue no
yMosnyaHui — 3

Mo ymonyaHuo

STP no ymonyaHuio OTKNoYeH

KomaHgHbIn
pexmm

Pexum rnobansHon koHdurypaumm

PykoBoacteo no
MCNONb30BaHNIO

[wnana3soHbl 3HavyeHun forward-time, hello-time 1 max-age cBsizaHbl. Ecnn
N3MEHUTb OOWMH M3 HUX, 3TO NOBMMSET Ha ABa APYrMx AvanasoHa.OTun Tpu
3HayYeHUs LOSMKHbl COOTBETCTBOBATb crieaytowemy ycrnosuio: 2x(Hello
Time + 1 cekyHga) < Max-Age Time < 2x(Forward-Delay Time — 1
cekyHaa). B npoTmBHOM crnyyae Tononornst MOXeT cTaTb HeCTabunbHom

Hactpowka pexuma STP
e  OnuyuoHarnkeHo.

e CornacHo poAacTBeHHbIM cTaHgapTam npotokona 802.1, STP, RSTP n MSTP B3aumHo
COBMECTMMbl U He TpebylT HacTponku agmuHucTpaTopoM. OaHako yCTpoWcTBa
HEKOTOPbIX NOCTaBLUMKOB He paboTalT B COOTBETCTBMM CO CTaHgapTamu npoTokona
802.1, yTO MOXeT npmBecTn K HecoBmecTumocTu. MNMoatomy QTECH npepoctaBnsaeT
aAMUHUCTPATOPY KOMaHAy NepekniounTb pexxum STP Ha Gonee HU3KY BEPCUIO, ECIN
YCTPONCTBA OpYyrnx npomssoauTenen HeCoBMeCTUMbI ¢ ycTponcteamn QTECH.

e 3anyctute spanning-tree mode [ stp | rstp | mstp ] ana nameHeHusa pexvma STP.

KomaHga spanning-tree mode [ stp | rstp | mstp ]
Onuncanne stp: npoTtokon spanning tree (IEEE 802.1d)
napameTpoB

rstp: npotokon OeicTporo spanning tree (IEEE 802.1w)
Mstp: NPOTOKON MHOXECTBEHHOrO spanning tree (IEEE 802.1s)

Mo ymonyaHuio

3HayeHne no ymonyaHmo — mstp

@ §) QTECH

MWP OOCTYNHEE

237




PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpovika MSTP

KomaHgHbIn
pexnm

Pexwum rnobanbHon KoHUrypaumm

PykoBoacTeo no
NCNOoNb30BaHNIO

OpgHako yCTpOMCTBaA HEKOTOPbIX MNOCTaBWMKOB He pabotaioT B
COOTBETCTBUM CO cTaHaapTamu npotokona 802.1, 4TO MOXeT NPUBECTU K
HecoBMecTUMOCTW. Ecnu  ycTponcTBa  Apyrmx  NpovsBoauTenemn
HecoBmecTUMbI ¢ ycTponcTBamn QTECH, 3anyctute aTy komaHgy, 4Tobbl
nepekniounTb pexmnm STP Ha 6onee HU3KyH BEPCUIO

8.3.1.4. NpoBepka

OTtobpasnte koHUrypauuto.

8.3.1.5. CBsizaHHble KOMaHAbI

HacTponka STP

KomaHpa

spanning-tree [ forward-time seconds | hello-time seconds | max-age
seconds | tx-hold-count numbers]

OnwucaHue
napameTpoB

forward-time seconds: ykasbiBaeT MHTepBas U3BMEHEHNSA COCTOSIHWUS rnopTa.
3HauveHne BapbupyeTca oT 4 oo 30 cekyHA. 3HaYeHMe No YMOMYaHUI —
15 cekyHA

hello-time seconds: ykasbiBaeT WUHTepBasn, 4Yepe3 KOTOPbIA YCTPOWMCTBO
otnpasnser naket BPDU. [OuanasoH 3HauyeHun ot 1 go 10 cekyHa.
3HayeHne Mo YMONYaHuio — 2 CeKyHAbl.

max-age seconds: ykasblBaeT cambli anunHHbin TTL naketa BPDU. 310
3HayeHue konebnetca ot 6 0o 40 cekyHa. 3HadeHMe MO YMOSYaHU —
20 cekyHq.

tx-hold-count numbers: ykasbiBaeT MakcumarnbHoe konundectso BPDU,
oTnpaeBnsiemMblx B cekyHay. [uanasoH 3HauveHun ot 1 go 10. 3HaveHue no
yMornyaHuio — 3

KomaHaHbIn
peXnm

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
NCNOSb30BaHMIO

Iwnana3oHbl 3Hadennn forward-time, hello-time, and max-age cBsi3aHbl.
Ecnv namennTb 0anH 13 HUX, 3TO NOBNUSIET Ha ABa APYrnX AnanasoHa. ATu
TPU 3HAYEHUS AOMKHbI COOTBETCTBOBATL CreAyoLLEMY YCIOBUIO:

2x(Hello Time + 1 cekynga) < Max-Age Time < 2x(Forward-Delay Time — 1
CeKyHAa)

B npoTuBHOM cny4ae TOMOMOrMst MOXET CTaTb HeCcTabwunbHOW, U
KoHgurypauus He Byaet paboTatb
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Hactpouka pexuma STP

KomaHpa spanning-tree mode [ stp | rstp | mstp ]
Onucanue stp: npotokon spanning tree (IEEE 802.1d)
fnapameTpos rstp: npotokon 6bIcTporo spanning tree (IEEE 802.1w)
MStp: NPOTOKON MHOXeCTBeHHOro spanning tree (IEEE 802.1s)
KomaHaHbIn Pexwum rnobanbHon KoHUrypaumm
pexvm

PykoBoacteo no
NCMNOMb30BaHUIO

OpgHako yCTpOMCTBa HEKOTOPbIX MNOCTaBLIMKOB He paboTawT B
COOTBETCTBUM CO cTaHaapTamu npotokona 802.1, 4TO MOXET NPUBECTU K
HecoBMmecTumMocTn. Ecnn  ycTpomctBa — OpyrMx  npoussBoguTenemn
HecoBMeCTUMbI ¢ ycTponctBamn QTECH, 3anyctute aTy Komanay, 4YToObl
nepekntounTb pexxum STP Ha 6onee HU3KyHo BEpPCULO

8.3.1.6. Npumep KoHcpUrypaumm

BkntoyeHne STP n HacTponka napameTpoB Tanmepa

CueHapui:
G on G o0/2
G 0/ G o0/2
PucyHok 8-20.
Warn Bkntounte STP n yctaHoBute pexxum STP Ha STP Ha ycTpoicTBax.
HacTpoukm HacTpoiitTe napameTpbl TaiiMepa root bridge DEV A crnegyiowwmm
obpasom: Hello Time =4 ¢, Max Age = 25 c, Forward Delay =18 ¢

DEV A War 1. Bkntounte STP n yctaHosute pexxum STP Ha STP.

QTECH#configure terminal
BBeaunte komaHabl KOHUrypaumm, no ogHomn B ctpoke. KoHeu ¢ CNTL/Z.
QTECH(config)#spanning-tree
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QTECH(config)#spanning-tree mode stp

LWar 2. HacTtponTe napameTpsbl Tanmepa root bridge DEV A.
QTECH(config)#spanning-tree hello-time 4
QTECH(config)#spanning-tree max-age 25
QTECH(config)#spanning-tree forward-time 18

DEV B

Bkntounte STP n yctaHosute pexum STP Ha STP.
QTECH#configure terminal

Beegute KomaHabl KOHUrypauum, no ogHon B ctpoke. KoHeuw, ¢ CNTL/Z.
QTECH(config)#spanning-tree
QTECH(config)#spanning-tree mode stp

MpoBepka

3anyctute komaHgy show spanning-tree summary, 4TOObl OTOGpPa3UTb
TOMOMOrM spanning tree n napameTpbl KOHUrypauum npoTokona

DEV A

QTECH#show spanning-tree summary

Spanning tree enabled protocol stp
Root ID Priority 0

Address 08c6.b3.3344

this bridge is root

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Bridge ID Priority 0
Address 08c6.b3.3344

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Desg FWD 20000 128 False P2p
Gi0/1 Desg FWD 20000 128 False P2p

DEV B

QTECH#show spanning-tree summary

Spanning tree enabled protocol stp
Root ID Priority 0
Address 08c6.b3.3344

this bridge is root
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Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Bridge ID Priority 32768
Address 08c6.b3.78cc
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Altn BLK 20000 128 False P2p Bound(STP)
Gio/1 Root FWD 20000 128 False P2p Bound(STP)

8.3.2. Hactpouka coBmectumoctu STP

8.3.2.1. AhdeKT KoHduUrypaumm

8.3.2.2.

BkntounTte pexmMm COBMECTMMOCTU nopTa, 4Tobbl peann3oBaTb B3aMMOCBA3b MEXAy
yctporictBamym QTECH u ycTporcTBamu gpyrnx noCTaBLUUKOB YCIYT.

Bknounte murpaumio npoTtokona, YToObl BbIMNOMHUTL NPUHYAUTENBHYK MPOBEPKY
Bepcumn, 4Tobbl NOBMAUATL HA COBMECTUMOCTb Mexay RSTP n STP.

MpumevaHunn

Ecnv ona noprta BKNOYEH pexXuMM COBMECTUMOCTW, 3TOT nopT O6yaeT pobasBnsTb
pasnuyHyto nHdopmaumio MSTI B nognexawmn otnpaske BPDU Ha ocHoOBe TekyLlero
noprta, 4ToObl peanu3oBaTb B3aMMOCBA3b Mexay yctpouctBamm QTECH wu
yCTpoMCTBaMu ApYyrMx NOCTaBLUMKOB YCIyT.

Mpn BKMOYEHMM COBMECTUMOCTM Ha nopTy ybeauTtecb, 4TO AnNs MNopTa ykasaHa
npasunbHas nHdopmauna o6 obpeske (trimming information) VLAN. PekomeHayeTcs
HacTpouTb cornacoBaHHble cnmuckn VLAN gnst nopToB Ha 060MX KOHLAX kaHana.

8.3.2.3. llarn HacTpounku

BkrnoyeHune pexmma COBMeCTUMOCTU Ha NOPTY
OnuyuoHanbsHo.

Hactpownka murpauum npotokona

OnumoHanbHo.

Ecnu peer-yctponcteo nogaepxusaet RSTP, Bbl MOXeTe BKOYNTL NPOBEPKY BEPCUM
Ha NoKanbHOM YCTPONCTBE, YTOObI ABa yCcTponcTBa 3anyckanm RSTP.

8.3.2.4. NpoBepka

OTobpasnte koHUrypaumio.
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8.3.2.5. CBfizaHHble KOMaHAbI

BknroyeHune pexnma COBMECTUMOCTU Ha NOPTY

KomaHpa

spanning-tree compatible enable

Mo ymonyaHuio

Pexnm coBMECTMMOCTM OTKMNIOYEH Ans nopTta no ymon4vaHuro

KomaHgHbIn
peXxnm

Pexum koHdurypaumm nHtepgenca

PykoBoacteo no

Ecnu ans nopta BKIIIOYMEH pEeXMM COBMECTUMOCTU, ITOT MNOPT 6yp,eT

Ncnonb3oBaHuo | 4ob6aBndaATb pasnuyHyto mHgopmauuio MSTI B nognexawmn oTnpaske
BPDU Ha ocHoBe Tekywiero noprta, Ytobbl peanu3oBaTb B3aMMOCBSA3b
mexay yctporctBamm QTECH n yctponctBammn apyrnx noCcTaBLLUMKOB YCyr

BknoyeHne murpauum npoTokona

KomaHga clear spanning-tree detected-protocols [ interface interface-id ]
Onuncanne interface interface-id: ykasbiBaeT nopT

napameTpoB

KomaHgHbIn MpuBunernpoBaHHbIn pexum EXEC

pexvm

PykoBoacteo no
MCNONb30BaHNIO

OTa KoMaHaa ucnonb3yeTcs Ans Toro, YTobbl 3acTaBUTb NOPT OTMNPABNATb
nakeTol RSTP BPDU v BbINOMAHATL UX NPUHYAUTENBHYIO NPOBEPKY

8.3.2.6. Npumep

BknioyeHune
CueHapun:

KOHcpUurypaumm
coBmecTumMocTu ¢ STP

G 0/2

G 0/2

PucyHok 8-21.
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Waru e Hactponte aksemnnsapbl 1 n 2 Ha yctporctBax A u B n conocrasbTe
HaCTPOMNKK akzemnnap 1 ¢ VLAN 10, a aksemnnsap 2 ¢ VLAN 20.

e Hactpownte Gi0/1 n Gi0/2, 4ToGbl OHM NpUHaZNEexanM CoOOTBETCTBEHHO
VLAN 10 n VLAN 20, n Bkntoumte coBMectTumocTb ¢ STP
DEV A War 1. Hactponte ak3emnnsapbl 1 M 2 u conoctaBbTe ak3emmnapbl 1 n 2
cootBeTcTBeHHO ¢ VLAN 10 1 20.
QTECH#configure terminal
BeeguTte komaHabl KOHGUIypaumm, no ogHoun B ctpoke. KoHel ¢ CNTL/Z.
QTECH(config)#spanning-tree mst configuration
QTECH(config-mst)#instance 1vlan 10
QTECH(config-mst)#instance 2 vlan 20
War 2. Hactponte VLAN, K KOTOpPOW NPUHAONEXUT MOPT, U BKIOYUTE
STP-coBMeCTUMOCTb Ha NopTy.
QTECH(config)#int gi 0/1
QTECH(config-if-GigabitEthernet 0/1)#switchport access vlan 10
QTECH(config-if-GigabitEthernet 0/1)#spanning-tree compatible enable
QTECH(config-if-GigabitEthernet 0/1)#int gi 0/2
QTECH(config-if-GigabitEthernet 0/2)#switchport access vlan 20
QTECH(config-if-GigabitEthernet 0/2)#spanning-tree compatible enable
DEV B BbinonHute Te xe gencteusa, 4yto n ana DEV A
MpoBepka | 3anyctute kKomaHgy show spanning-tree summary, 4ToObl NPOBEPUTH
npaBUIIbHOCTb pacyeTa TonosorMm spanning tree
DEV A QTECH#show spanning-tree summary
Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 32768
Address 08c6.b3.78cc
this bridge is root
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Bridge ID Priority 32768
Address 08c6.b3.78cc
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
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Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Desg FWD 20000 128 False P2p
Gio/ Desg FWD 20000 128 False P2p

MST 1 vlans map : 10
Region Root Priority 32768
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.78cc

Interface Role Sts Cost Prio OperEdge  Type

MST 2 vlans map : 20
Region Root Priority 32768
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.78cc

Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Desg FWD 20000 128 False P2p

DEV B

QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 32768

Address 08c6.b3.78cc

this bridge is root

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
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Bridge ID Priority 32768
Address 08c6.b3.3344
Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Interface Role Sts Cost Prio OperEdge Type
Gi0/2 Altn BLK 20000 128 False P2p
Gio/1 Root FWD 20000 128 False P2p

MST 1 vlans map : 10
Region Root Priority 32768
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.3344

Interface Role Sts Cost Prio OperEdge Type

Gi0/1 Root FWD 20000 128 False P2p

MST 2 vlans map : 20
Region Root Priority 32768
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.3344

Interface Role Sts Cost Prio OperEdge Type

Gi0/2 Root FWD 20000 128 False P2p
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8.3.3. Hactpouka pernoHa MSTP

8.3.3.1. AdhdeKkT KoHUrypaumm

HactponTte permoH MSTP, 4ToGbl onpeaenuTb, Kakne yCTpOMCTBA NpUHaAnexart K ogHOMY n
TOMY e permoHy MSTP 1 Tem cambiM NOBUATL HA TOMOSMOMMIO CeTHU.

8.3.3.2. NMpumevaHusn

UToObl HECKONBKO YCTPOWCTB NPUHaZnexanu K ogHOMY M TOMY Xe pernoHy MSTP,
HacTpouTe AN HUX OQHO M TO Xe UMSA, HOMep Bepcum n Tabnuuy conocTaBreHus
ak3emnnsapos u VLAN.

Bbl moxeTe HaCTpPOUTb BUPTYyasibHbl€ JTOKalibHbl€ CETU OAIA 3K3eMMNnApoB C O no 64, a
3aTeM OoCTaBLUMEeCA BUPTYalibHbIE JTOKallbHbIE CETU 6yD,yT aBTOMaTU4YeCK1 Bblaes1eHbl
Ana aKk3emnndapa 0. OgHa BUPTYyarbHasa NoKkalibHada CeTb NPUHAONEXUT TONTbKO OAHOMY
IK3eEMMNNAPY.

Tabnuuy conoctaBneHns ak3emnnap-VLAN pekomeHayeTcs HacTpauBaTb nocre
oTkntoyeHuss STP. lMocne HacTponku cHoBa BkMwuuMTe MSTP, 4tobblI O0b6ecneuynTb
CTabunbHOCTb N KOHBEPIEHLMIO TONOSIOMMK CETW.

8.3.3.3. larn HacTpounku

Hactpouka permnoHa MSTP

OnuuoHanbHo.

HacTtponTe permoH MSTP, ecnv HECKONBbKO YCTPOMUCTB AOSMKHbI NPUHaANeXaTb OAHOMY
pernmoHy MSTP.

8.3.3.4. NpoBepka

OTtobpasnte koHGUrypaumio.

8.3.3.5. CBsA3aHHble KOMaHAbI

Bxopa B pexxum HacTpouku permoHa MSTP

OnuyuoHanksHo.

HacTtpoinTe permoH MSTP, ecrnv HECKOSTbKO YCTPONCTB AOSMKHbI NpUHaanexaTbs O gHOMY
permoHy MSTP.

3anyctute KomaHgy spanning-tree mst configuration, 4Tobbl BOWMTU B peXum
KOHourypaumm MST.

3anyctute kKomaHay instance instance-id vlan vlan-range, 4ToObl HacTpoOUTb
conocrtaesneHve MSTI-VLAN.

3anycTtute koMaHgy hame name, 4To6bl HacTpouTb nms MST.
3anycTtute koMaHay revision version, 4ToGbl HACTPOUTL HOMep Bepcun MST.

KomaHga spanning-tree mst configuration
KomaHaHbIn Pexwum rnobanbHon koHurypaumm
peXunm

PykoBoactso no | 3anycTtute aTy KoMmaHay, 4Tobbl BONTU B pexunm koHdurypaumm MST
NCMNOMb30BaHUIO

246

QTECH

MWP OOCTYNHEE




PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpovika MSTP

Hactpouka conoctaBneHus aksemnnspa n VLAN

KomaHpa instance instance-id vlan vlan-range
Onucanwne instance-id: ykasbiBaeT ngeHtudukatop MSTI B guanasoHe ot 0 fo 64.
napameTpoB

vlan-range: ykasbiBaeT ngeHtudukatop VLAN B gnanasoHe ot 1 go 4094

Mo ymonyaHuo

Conoctaenenne ak3emnnap-VLAN no ymonyaHuio takoso, 4to Bce VLAN
HaxogaTca B ak3emnnspe 0

KomaHgHbIn
pexnm

Pexum koHdurypaumm MST

PykoBoacteo no
NCMNonb30BaHUIO

YTtobbl fobasutb rpynny VLAN B MSTI, BeinonHUTE 3Ty KOMaHAay.
Hanpuwmep,

instance 1 vlan 2-200: po6asnset VLAN 2—200 k ak3emnnspy 1.
instance 1 vlan 2,20,200: go6aenset VLAN 2, 20 n 200 k ak3emnnspy 1.

Bbl MmOXeTe ncnonb3oBatb hopMy NO 3TOM kOManabl Ans yaanenus VLAN
n3 aksemnnspa. YaanenHole VLAN aBTOMatuyecku nepeHanpaBnsoTcs B
aksemnnsp 0

HacTponka umenmn Bepcum MST

KomaHpa name name
Onucanne name: ykasbiBaeT umsa MST. OH cocTonT makcumym m3 32 6antos
napameTpoB

Mo ymonyaHuio

Nms no ymonyaHuio npeacraensieT cobor nNycTyro CTPOKY CUMBOJIOB

KomaHaHbIn
pexum

Pexum koHdurypaumm MST

Hactpownka Homepa Bepcun MST

Komanpga revision version
Onuncanne version: ykasbliBaeT Homep Bepcun MST B gnanasoHe ot 0 go 65 535
napameTpoB

Mo ymonyaHuio

Homep Bepcum no ymonyaHumo — 0

KomaHgHbin
pexum

Pexwum koHdpurypaumm MST

(@ orecy
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8.3.3.6. NpoBepka

e OtobpasunTe KOHUrypaumio.
e 3anyctute komaHgy show spanning-tree mst configuration, 4ytobbl oTOGpa3nTbL
KOHpurypaumio permoHa MSTP.

8.3.3.7. NMpumep KoHdurypaumumn

BknroyeHne MSTP pana poctmxeHuss OGanaHCUpoBKU Harpyskm VLAN B
Tononorum MSTP+VRRP

CueHapun:
A AP1 AP1 B
A
C GO0/3 D GO0/3
Monb3osatensb 1 Monb3oBaTtens 2
PucyHok 8-22.
Warn e Bkntounte MSTP u co3garite ak3emnnspbl 1 n 2 Ha kommyTaTopax A, B,
HaCTPONKK CubD.
e Hactponte kommyTaTop A B kadecTBe root bridge ansa ak3emnnsipos 0 n
1, a kommyTaTop B — B KavecTBe root bridge ans aksemnnspa 2
e Hactponte kommyTaTop A B kadecTtBe master-yctponctea VRRP ans
cetenn VLAN 1 1 10, a kommyTaTtop B — B kKayecTBe master-yctpomncraa
VRRP gnsa cetn VLAN 20
A LWar 1. HactponTte VLAN 10 1 20 1 HacCTponTe NOPTbl KaK MarMcTpanbHble NopThl.

A(config)#vlan 10

A(config-vlan)#vlan 20
A(config-vlan)#exit

A(config)#int range gi 0/1-2
A(config-if-range)#switchport mode trunk
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A(config-if-range)#int ag 1
A(config-if-AggregatePort 1)# switchport mode trunk

War 2. Bkntounte MSTP 1 cosganTe ak3emnnspbl 1 u 2.
A(config)#spanning-tree
A(config)# spanning-tree mst configuration
A(config-mst)#instance 1vlan 10
A(config-mst)#instance 2 vlan 20

A(config-mst)#exit

LWar 3. HacTtponTe kommyTaTop A B kadecTBe root bridge akzemnnapos 0 n 1.
A(config)#spanning-tree mst 0 priority 4096
A(config)#spanning-tree mst 1 priority 4096
A(config)#spanning-tree mst 2 priority 8192

LWar 4. Hactpounte npuoputetsl VRRP, 4To6bI KOMMYTaTOp A MOr AencTBoBaTb
kak master-yctponctBo VRRP B cetn VLAN 10, n Hactponte IP-agpec
BMpTyanbHoro wrto3a VRRP.

A(config)#interface vlan 10

A(config-if-VLAN 10)ip address 192.168.10.2 255.255.255.0
A(config-if-VLAN 10) vrrp 1 priority 120

A(config-if-VLAN 10) vrrp 1ip 192.168.10.1

War 5. YctaHosute ans npmoputeta VRRP 3HaveHne no ymonyanuto 100, 4Tobbl
KommyTaTtop A MOr fenctBoBaTb Kak pesepBHoe YycTtponctBo VRRP gns
VLAN 20.

A(config)#interface vlan 20
A(config-if-VLAN 20)ip address 192.168.20.2 255.255.255.0
A(config-if-VLAN 20) vrrp 1ip 192.168.20.1

War 1. HactponTte VLAN 10 1 20 1 HacTponTe NOpTbl Kak MarucTparbHble NOpThI.
B(config)#vlan 10
B(config-vlan)#vlan 20
B(config-vlan)#exit
B(config)#int range gi 0/1-2
B(config-if-range)#switchport mode trunk
B(config-if-range)#int ag 1
B(config-if-AggregatePort 1)# switchport mode trunk
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War 2. Bkntounte MSTP 1 co3ganTe ak3emnndapbl 1 v 2.
B(config)#spanning-tree
B(config)# spanning-tree mst configuration
B(config-mst)#instance 1 vlan 10
B(config-mst)#instance 2 vlan 20

B(config-mst)#exit

LWar 3. HacTtponte kommyTaTop A B kadecTBe root bridge aksemnnspa 2.
B(config)#spanning-tree mst 0 priority 8192
B(config)#spanning-tree mst 1 priority 8192
B(config)#spanning-tree mst 2 priority 4096

War 4. HacTtpownTte IP-agpec supTyanbHoro wnio3a VRRP.
B(config)#interface vlan 10
B(config-if-VLAN 10)ip address 192.168.10.3 255.255.255.0
B(config-if-VLAN 10) vrrp 1ip 192.168.10.1

War 5. YctaHosute ans npuoputeta VRRP 3HaveHne 120, ytobbl KommyTaTop B
MOr AencTBoBaTb Kak pesepBHoe yctponcteo VRRP ana VLAN 20.

B(config)#interface vlan 20

B(config-if-VLAN 20)vrrp 1 priority 120

B(config-if-VLAN 20)ip address 192.168.20.3 255.255.255.0
B(config-if-VLAN 20) vrrp 1ip 192.168.20.1

War 1. Hactponte VLAN 10 1 20 1 HacTponTe NopTbl Kak MarncTpanbHbl€ NOPThl.
C(config)#vlan 10
C(config-vlan)#vlan 20
C(config-vlan)#exit
C(config)#int range gi 0/1-2

C(config-if-range)#switchport mode trunk

LWar 2. Bkntounte MSTP 1 cosganTte ak3emnnsapbl 1 n 2.
C(config)#spanning-tree
C(config)# spanning-tree mst configuration
C(config-mst)#instance 1 vlan 10

C(config-mst)#instance 2 vlan 20
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C(config-mst)#exit

War 3. Hactponte nopt, coeguHsaowmn yctponctso C Hanpsmyo C
nons3oBartensmu, kak nopt PortFast n sBknounTe 3awmuty BPDU.

C(config)#int gi 0/3
C(config-if-GigabitEthernet 0/3)#spanning-tree portfast
C(config-if-GigabitEthernet 0/3)#spanning-tree bpduguard enable

D BbinonHute Te ke gencTeus, 4to n ansa ycrponctea C

MpoBepka e 3anyctute KomaHgy show spanning-tree summary, 4Tobbl MPOBEPUTL
NnpaBuUITbHOCTb pacyeTa TonosorMm spanning tree.

e 3anyctute komaHgy show vrrp brief, 4To6bl NPoBEPUTL, YCNELIHO NN
Co3aHbl OCHOBHbIe/pe3epBHble ycTporicTBa VRRP

A QTECH#show spanning-tree summary
Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 4096
Address 08c6.b3.3344
this bridge is root
Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec
Bridge ID Priority 4096
Address 08c6.b3.3344

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Interface Role Sts Cost Prio OperEdge Type
Agl Desg FWD 19000 128 False P2p
Gi0/1 Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p

MST 1vlans map : 10
Region Root Priority 4096
Address 08c6.b3.3344
this bridge is region root
Bridge ID Priority 4096
Address 08c6.b3.3344
Interface Role Sts Cost Prio OperEdge Type
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Agl Desg FWD 19000 128 False P2p
Gi0/1 Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p
MST 2 vlans map : 20
Region Root Priority 4096

Address 08c6.b3.78cc

this bridge is region root
Bridge ID Priority 8192

Address 08c6.b3.3344
Interface Role Sts Cost Prio OperEdge Type
Agl Root FWD 19000 128 False P2p
Gi0/1 Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p

B QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 4096

Address 08c6.b3.3344

this bridge is root

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Bridge ID Priority 8192

Address 08c6.b3.78cc

Hello Time 2 sec Forward Delay 15 sec Max

MST 1 vlans map : 10
Region Root Priority 4096

Address 08c6.b3.3344

Age 20 sec

Interface Role Sts Cost Prio OperEdge
Agl Root FWD 19000 128 False
Gi0/1 Desg FWD 200000 128 False
Gi0/2 Desg FWD 200000 128 False
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this bridge is region root
Bridge ID Priority 8192
Address 08c6.b3.78cc

Interface  Role Sts Cost Prio OperEdge Type
Agl Root FWD 19000 128 False P2p
GioN Desg FWD 200000 128 False P2p
Gi0/2 Desg FWD 200000 128 False P2p

MST 2 vlans map : 20

Region Root Priority 4096
Address 08c6.b3.78cc
this bridge is region root

Bridge ID Priority 4096
Address 08c6.b3.78cc

Interface Role Sts Cost Prio OperEdge Type

Agl Desg FWD 19000 128 False P2p

GioN Desg FWD 200000 128 False P2p

Gi0/2 Desg FWD 200000 128 False P2p
C QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : 1-9, 11-19, 21-4094
Root ID Priority 4096

Address 08c6.b3.3344

this bridge is root

Hello Time 4 sec Forward Delay 18 sec Max Age 25 sec

Bridge ID Priority 32768
Address 08cé6.b3.00ea

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio Type OperEdge
Fa0/2 Altn BLK 200000 128 P2p False
Fa0/1 Root FWD 200000 128 P2p False
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MST 1 vlans map : 10
Region Root Priority 4096
Address 08c6.b3.3344

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.00ea

Interface Role Sts Cost Prio Type OperEdge
Fa0/2 Altn BLK 200000 128 P2p False
Fa0/1 Root FWD 200000 128 P2p False

MST 2 vlans map : 20
Region Root Priority 4096
Address 08c6.b3.78cc

this bridge is region root

Bridge ID Priority 32768
Address 08c6.b3.00ea

Interface  Role Sts Cost Prio Type OperEdge

Fa0/2 Root FWD 200000 128 P2p False
Fa0/1 Altn BLK 200000 128 P2p False

D OnyuwieHo

8.3.3.8. PacnpocTpaHeHHble OWNOKKu

o  KoHdmrypaumm pernoHa MST HecoBMeCTUMbI € Tononornen MSTP.

e VLAN He co3galoTcsd OO TOro, Kak Bbl HACTPOUTE COMOCTaBNeHne Mexay 3K3eMrniispom
n VLAN.

e YcTponcteo 3anyckaet STP unn RSTP B Tononorum MSTP+VRRP, HO Bbluucnser
spanning tree B COOTBETCTBMM C anropuTMamm pasHbiX permoHos MST.

8.3.4. Bkno4yeHune 6bIcTpon KoHBepreHuun RSTP

8.3.4.1. 3dhdekT KoHduUrypaumm
HacTtponTe Tnn kaHana, 4Tobbl 06ecnevnTb BbICTPy0 cxoaumMocTb RSTP.
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8.3.4.2. NpumevaHusn

Ecnu tTmn coegmHeHusa nopta — coeguHeHne «Touka-Touka», RSTP moxeT 6bicTpo
cxoauTbcs. [lononHuTenbHble cBeaeHnst cM. B pasgene [lpuHumnn paboTtel «BeicTpas
KoHBepreHumss RSTP». Ecnn Tvn  coeguHeHWss He HacTpoeH, YCTPOWCTBO
aBTOMaTMYeCKN ycTaHaBnuBaeT TUM COeAUHEHUS B 3aBUCMMOCTW OT AYMieKCHOro
pexuma nopta. Ecnv nopT HaxoauMTca B MOMHOAYMNMEKCHOM peXume, YCTPOMUCTBO
yCTaHaBnvMBaeT TUN COEAMHEHNA «Toyka-Touka». Ecnm  nopT Haxogutca B
nonyaynnekCHOM pexume, YCTPOMCTBO YCTaHaBnMBaeT TUN coeAnHeHus kak shared
(06wun). Bbl Takke moxeTe NPUHYAUTENbHO HACTPOUTb TUM COEAMHEHUS, YTOObI
ornpenennTb, ABNAETCH N CoOeaUHEeHNE NnopTa CoOeANHEHNEM «TOYKa-TOYKay.

Tun coegnHeHnsa nopTta CBA3aH CO CKOPOCTbK U AYMNNEKCHbIM PEeXMMOM. Ecnn nopT
HaxoAuTcA B nonyayniekCHOM pexume, Tun coeuHeHNA ABndaeTcA shared.

8.3.4.3. lWarun HacTpounku

Hactpouka Tuna kaHana
OnuuoHanbHo.

8.3.4.4. NpoBepka

OTobpa3suTte KOH(Urypauuto

3anyctute komaHgy show spanning-tree [mst instance-id] interface interface-id, 4ToObI
oTobpasnTb KOHMrypauuto spanning tree nopTta.

8.3.4.5. CBA3aHHble KOMaHAbI

HacTpounka TMna kaHana

KomaHga spanning-tree link-type [ point-to-point | shared ]
Onuncanne point-to-point: NpuMHYAUTENbHO HacTpavBaeT TWUM CBA3W MNopTa Kak
napameTpoB «TOYKa-TOYKa».

shared: npuHyaMTENbHO HAacTpamMBaeT TUN CCbISIKM NopTa kak shared

Mo yMosn4yaHuro Ecnu nopT HaxoAuTCA B MNOJNIHOAYIMJIEKCHOM pexunme, Tun coeanHeHunsa

nopta — «Toyka-Touka». Ecnu nopt Haxogutcss B MONyaynieKkCHOM
pexume, TN coegmHeHus nopTa asnsetcd shared

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexXunm

Pykoeogcteo no | Ecnu Tmn coegmMHeHnst nopta — CoeanHeHne «Todka-Touka», RSTP moxeT
NCMONb30BaHUIO | OLICTPO cxoamTbesa. Ecnm Tmn coeguHeHust He HacTpPOeH, YCTPOWCTBO

aBTOMaTU4Yeckn YycTaHaBnMBaeT TUM COeAVMHEHUS B 3aBUCMMOCTU OT
AYNNeKCHOro pexuma nopra
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8.3.4.6. NMpumep KoHdpuUurypauumn

BkntoyeHue 6bicTpon KoHBepreHuun RSTP

Warn YcTaHoBuTe ANs nopta TUM CBSA3U «TOYKa-TOYKa»
HaCTPOMKK

QTECH (config)#int gi 0/1
QTECH(config-if-GigabitEthernet 0/1)#spanning-tree link-type point-to-point

Mpoeepka | 3anyctute komaHgy show spanning-tree summary, 4ToObl 0TOOPa3nTL TUN
CBSA3M nopTa

QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 32768

Address 08c6.b3.78cc

this bridge is root

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Bridge ID Priority 32768
Address 08c6.b3.3344

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost Prio OperEdge Type

Gi0/1 Root FWD 20000 128 False P2p

8.3.5. HacTpounka npuopurteToB

8.3.5.1. 3hdeKkT KoHduUrypaumm

e HactponTte npuoputeT kOMmyTatopa, 4Tobbl onpedennTb YCTPOMCTBO Kak root Bcen
CeTu 1 onpeaennTb TOMOSOrni0 BCEW CETMU.

e HactponTe npnoputeT nopTa, YToObl ONpeaenTb, Kakon NOpT NepexoguT B COCTOSIHME
nepecbIsku.

8.3.5.2. MpumeyaHun

e PekomeHOyeTCcs yCTaHOBWUTb NPUOPUTET OCHOBHOMO YCTPOWCTBA BbllE (HA MeHbluee
3Ha4veHune) ansa obecneyeHnsa ctabunbHOCTU Been ceTu. PasHbiM ak3emnnspam MOXHO
Ha3Ha4uTb pasHble MPUOpPUTETbI KOMMYTATOpPa, YTOObI KaXabl 3K3EMNNsap 3anyckarn
He3aBuCUMbIn STP Ha OCHOBE Ha3HaYeHHbIX MPUOPUTETOB. YCTPOMCTBA B pPasHbIX
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permoHax wucnone3ytloT npuoputeT Tonbko CIST (ok3emnndap 0). Kak onucaHo B
ngeHtTudmkaTope MOCTa, MNPUOPUTET KOMMYyTatopa umeeT 16 AOMOMHUTENbHbIX
3HadeHun: 0, 4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36 864,
40960, 45056, 49 152, 53248, 57 344, 61440. OHM ABNAOTCA UENbIMX YMcnamm
KpaTHbIMK 4096. 3HayeHne no ymonyaHuio — 32 768.

Ecnu aea nopTta noaknoyeHbl kK obLeMy yCTPOMCTBY, YCTPOUCTBO BbiOMpaeT nopT ¢
Gornee BbLICOKMM MPUOPUTETOM (MEHbLUEE 3HAYeHWE) AN nepexoda B COCTOsIHME
nepecbInkv 1 NopT ¢ 6onee HU3KUM NpuopuTeToM (GonblUee 3HaYeHUe) ans nepexoaa
B COCTOsSIHME oTOpacbkiBaHus. Ecnv gBa nopTta MMeT OAMHaKOBLIA MPUOPUTET,
YCTPOWCTBO BbIGUPAET MOPT C MEHbLUMM MAEHTUDUKATOPOM MnopTa Ans nepexoaa B
COCTOsiHVME Nepeaapecaunn. Bbl MOXeTe Ha3HaAYNTL pasHble NPUOPUTETLI MOPTOB Ans
pasHbIX 3K3IEMMMAPOB Ha MOPTY, YTOObI KaXabli KIEMMMAP 3anyckan He3aBUCUMBbIN
STP Ha OCHOBe Ha3HaYeHHbIX MPUOPUTETOB.

MogoGHO npuopuTeTy KOMMYyTatopa, MpuvopuTeT Mnopta Takke wumeeTr 16
JononHuTenbHbIX 3HadYeHnn: 0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160, 176, 192,
208, 224, 240. OHM 4BNAKOTCA UENbIMKU 4YnCrnamu KpaTHbiMM 16. 3HaveHne no
ymon4aHuio — 128.

M3MeHeHHbI npuopuTeT nopTa AeNCTBYET TOMbKO Ha YKa3aHHbIN NopT.

8.3.5.3. larn HacTpounku

HacTtpoiika npuoputeTa KOMMyTaTOpa

OnuuoHanbHo.
YT0o6bl NI3MEHNTL o0t UM TONOSOIMI0 CETU, HACTPONTE NPUOPUTET KOMMYyTaTOpa.

HacTpoiika npuoputeTa nopTa

OnuyuoHanbHo.

YT0Obl M3MEHUTb NPEeANOYTUTENBHbBIM NOPT, BXOASALLMIA B COCTOSIHNE Nepeagpecaumu,
HacTponTe NpuopuTeT NnopTa.

8.3.5.4. NpoBepka

OTob6pa3sunTte KOH(pUrypaumio

3anyctute komaHgy show spanning-tree [mst instance-id] interface interface-id, 4ToObI
oT0OpasnTb KOHUrypauuo spanning tree nopTa.

8.3.5.5. CBsA3aHHble KOMaHAbI

HacTpoiika npuopuTteTa KOMMyTaTOpa

KomaHga spanning-tree [ mst instance-id ] priority priority
Onuncanne mst instance-id: yka3biBaeT naeHTUMKaATOP 3K3eMNspa B AvanasoHe oT
napameTpoB 0 po 64.

priority priority: ykasbiBaeT npuoputeT KommyTtatopa. Ectb 16
HeoOsa3aTenbHbIX 3HavYeHun: 0, 4096, 8192, 12 288, 16 384, 20 480, 24 576,
28 672,32 768, 36 864, 40 960, 45 056, 49 152, 53 248, 57 344, 61 440. OHu
SABMAIOTCA LenbiMn Yncnamm KpatHbiMm 4096

Mo ymonuyaHuio | 3HayeHne no ymonyanuio Ans instance-id pasHo 0, a aons priority — 32 768
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KomaHgHbIn
pexnm

Pexwum rnobanbHon KoHUrypaumm

PykoBoacTeo no
NCNOoNb30BaHNIO

HacTpoiTe npuoputeT koMMyTaTopa, YToObl ONpPeaenuTb YCTPOMCTBO Kak
root Bcer ceTu 1 onpeaennTb TOMOMOruio BCel cetu

HacTpounka npuoputeTa nopra

KomaHga spanning-tree [ mst instance-id ] port-priority priority
Onucanne mst instance-id: yka3sbiBaeT ngeHtTudukaTop aK3emnsspa B gManasoHe oT
napameTpoB 0 no 64.

port-priority  priority:  ykasbiBaeT npuoputeTr nopta. Ectb 16
Heobs3aTenbHbIX 3HadveHun: 0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160,
176, 192, 208, 224, 240. OHu kpaTHbI 4096

Mo ymonyaHuo

3HayveHue instance-id no ymonyanuo pasHo O.
3HayeHwue priority no ymonyaHuio pasHo 128

KomaHgHbIn
pexum

Pexum koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

Ecnu B pervoHe Bo3HUKaeT NeTnsi, NpeanoYTuTesisHee Ncnonb3oBaTth NOpPT
c Gonee BbICOKMM MPUOPUTETOM N1 NEpexoa B COCTOSIHUE MEPECHINKM.
Ecnn gBa nopTta MMelT oAMHAKOBLIA MpUOpUTET, BbiOUpaeTcs MnopT C
MEHbLUIMM  UAOEHTU(MKATOPOM MopTa, 4YTOObl BOWTM B  COCTOSIHUE
nepecbInku.

3anycTuTe 3Ty kKOMaHay, 4Tobbl onpeaenvTb, Kakol NopT B NeTne pernoHa
NepexoauT B COCTOSIHUE NePECHINKM

8.3.5.6. NMpumep HacTpomnkmn

HacTpoiika npuopuTteta nopra

CueHapun:

G 0/2

G 0/2

PucyHok 8-23.

@ §) QTECH

MWP OOCTYNHEE

258




PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa MSTP W

Warn
HaCTPOMKK

e Hactponte npuoputeT mocTta Tak, 4ytobel DEV A crtan root bridge
spanning tree.

e Hactpownte npuoputeT Gi0/2 Ha DEV A paBHbiM 16, 4To6bl Gi0/2 Ha
DEV B MoxHo0 6bIno BbiIbpaTh B KAYECTBE KOPHEBOrO nopTa

DEV A

War 1. Bkntounte STP 1 HacTponTe NpuopuTeT MOCTa.
QTECH(config)#spanning-tree
QTECH(config)#spanning-tree mst 0 priority 0
LWar 2. HactpownTte npuoputet Gi 0/2.
QTECH(config)# int gi 0/2
QTECH(config-if-GigabitEthernet 0/2)#spanning-tree mst 0 port-priority 16

DEV B

QTECH(config)#spanning-tree

MpoBepka

3anyctute komaHgy show spanning-tree summary, 4ToObl 0OTOGpPa3nTbL
pesynbTaT BblYMCIEHUA TOMOMOMKN spanning tree

DEV A QTECH# QTECH#show spanning-tree summary
Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 0
Address 08c6.b3.3344
this bridge is root
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Bridge ID Priority 0
Address 08c6.b3.3344
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Interface Role Sts Cost Prio OperEdge Type
Gi0/2 Desg FWD 20000 16 False P2p
Gi0/1 Desg FWD 20000 128 False P2p
DEV B QTECH#show spanning-tree summary

Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 0

Address 08c6.b3.3344

this bridge is root

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
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Bridge ID Priority 32768
Address 08c6.b3.78cc

Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface  Role Sts Cost Prio OperEdge Type
Gi0/2 Root FWD 20000 128 False P2p
GioN Altn BLK 20000 128 False P2p

8.3.6. HacTponka cTOMMOCTU NYTU K NOPTY

8.3.6.1.

8.3.6.2.

Ad ekt KOHpUrypaumum

HaCTpOIZTe CTOMMOCTb NYTU NOPTa, YTOObI onpeaennTtb CoOCToAHME NepechblJiKKn nopTa u
TOMOJSIOrMI0 BCEW CETH.

Ecnu ctommocTb NyTy nopTa UCNonNb3yeT 3Ha4YeHMe Mo YMOSYaHWI0, HACTPONTE METOoA
pacyeTa CTOMMOCTM NyTK, YTOObI MOBNUATL HA pe3ynbTaT pacyeTa.

MpumevaHun

YCTponcTBo BblbMpaeT NopT B Ka4eCcTBE KOPHEBOrO MOpTa, €Criv CTOMMOCTb NyTu OT
aToro nopta go root bridge HaumeHblwada. CnegoBaTenbHO, CTOMMOCTb NYTU K NOPTY
onpegenseT KOPHEBOW MOPT fokanbHOro ycrpomctsa. CTOMMOCTb NyTW K MOPTY MO
YMOSMYaHMIO paccynTbiBaeTCsl aBTOMATUYECKM Ha OCHOBE ckopocTu nopTta (Media
Speed). NopT ¢ 6onee BbICOKOW CKOPOCTLIO OyAeT UMETb HU3KYH CTOMMOCTb NYTMW.
lMockonbKy 3TOT MeTod MOXeT paccuuTaTb Havbonee Hay4Hyl CTOMMOCTb MyTW, He
N3MeHanTe CToMMOCTb NyTM 6e3 HeobxoaumocTu. Bbl MOXeTe HasHaunTb pasHble
CTOMMOCTM MyTWU ANSA pasHbIX 3K3EMMNMSPOB Ha MOpTy, YTOObI KaXAblA 3dK3emMnnsap
3anyckan He3aBucuMbIn STP Ha OCHOBe Ha3Ha4YeHHOW CTOMMOCTU NYTW.

Ecnn ctoumocTb nNyTM nopta MCMonb3yeT 3HavyeHuMe MO YMONYaHuIo, YCTPOWCTBO
aBTOMAaTMYECKN BbIYUCIIIET CTOMMOCTb NYTWN NOpTa Ha OCHOBE cKkopocTy nopTta. OgHako
IEEE 802.1d-1998 n IEEE 802.1t onpenensaioT pasHyto CTOMMOCTb MyTU OS11 OOHON M
TOWM XXe CKOpPOCTM KaHana. 3HayeHue npeacraBnseT cobon KOpoTKoe Leroe Yucro B
ananasoHe ot 1 oo 65 535 B 802.1d-1998 u AnvHHOE Lenoe Y1ciio B AnanasoHe ot 1
no 200 000 000 B IEEE 802.1t. CToumocTb nNyTu arpermpoBaHHoro nopta (AP) nmeet
nga pewennsa: 1. PeweHne QTECH: ctoumocTb nytn nopta * 95 %; 2. PelweHue,
pekomMeHOoBaHHOe B cTaHgapTtax: 20 000000 000/daktnyeckas  npomnyckHas
cnocobHocTb KaHana AP, roe dhaktnyeckas nponyckHasi crnocoOHOCTb kaHamna AP =
nponyckHas CnocobHoCTb nopTa-y4yacTHuka x KONMYeCcTBO aKTUBHbIX
NMOPTOB-YYaCTHUKOB. AAMWHUCTPATOp [OOIDKEeH YHUUUMpOBaTb METOA4 pacyeTa
CTOMMOCTM NyTM BO Bcen ceTu. CTaHAapTOM MO YyMOMYaHWIO SABMSETCA NPUBaTHbIV
CTaHOapT ONUHHBIX LenblX Yyncen.

B cnepytowen Tabnuue ykasaHa CTOMMOCTb MyTW, aBTOMaTU4YeCKN HAacTpoeHHasi Anist
pa3HON CKOPOCTU kaHana B ABYX peLUeHUsIX.

Ckopoctb | NopT IEEE 802.1d IEEE 802.1t IEEE 802.1t
nopra (kopoTKMI) (BNWHHBIN) (BNUHHBIN cTaHOapT)
10M O6wmn nopt 100 2000000 2000000
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AP 95 1900 000 2 000 000+linkupcnt
100M O6wwnin nopt 19 200 000 200 000

AP 18 190 000 200 000+linkupcnt
1000M O6wwnin nopt 4 20000 20000

AP 3 19000 20 000+linkupcnt
10000M | O6wwmK nopt 2 2000 2000

AP 1 1900 20 000+linkupcnt

e CraHpapT ANWHHbIX uenbix yucen QTECH wucnonb3yetcs no ymondanuo. [Mocne
N3MEHEHNS PeLLIEHUs] Ha peLleHne CTOMMOCTU MyTU, peKOMEHA0BaHHOE CTaHaapTamu,
CTOMMOCTb NyTU AP U3MeHSIeTCs B 3aBUCHMOCTU OT KONMYeCTBa NOPTOB-Y4aCTHUKOB B
cocTosiHuM UP. Ecnu cTOMMOCTb NyTWM nopTa WU3MEHUTCS, TOMONIOMMsl CeTU Takke
N3MEHUTCH.

o Ecnu AP saensetcs ctatudeckon, linkupcnt B Tabnvue — 3TO KOMMYECTBO aKTMBHbIX
noptoB-yyacTHukoB. Ecnn AP aenaetca AP LACP, 1o linkupcnt B Tabnvue — aTto
KONMM4YecTBO MOPTOB-YYaCTHUKOB, Nepecbinawwmx AaHHble AP. Ecnn HU oguH 13
nopTtoB-yyactHnkoe B AP He nogHumaeTtcs, linkupcnt paseH 1. T[Mogpo6Hyto
nHdopmaumio o AP n LACP cm. B Hactponka AP.

e  /I3meHeHHasi CTOMMOCTb MyTV NopTa AeNCTBYET TONMbKO Ha NopT RX.

8.3.6.3. LLlarn HacTpouku

Hactpowka ctoumocTu nyT nopTta
e  OnuyuoHarnkeHo.

e YToObl ONpenenuTb, Yepes Kakor NopT UMK MO KaKoMy MyTH Ny4dlle NPOXOAUTE NakeTam
[AaHHbIX, HACTPOWTE CTOMMOCTb NyTW nopTa.

Hactpoika meToaa pacyeta CTOMMOCTU NYTU NO YMOSYaHUIO
e  OnuyuoHarnkeHo.

e YroObl M3MEHUTb MeTon pacyeTa CTOMMOCTM MyTW, HACTpPOWTe MeTop pacyeTa
CTOMMOCTM NYTW MO YMOJSYaHMIO.

8.3.6.4. NpoBepka

OTob6pa3uTte KOHcUurypauumio.

3anyctute komaHgy show spanning-tree [mst instance-id] interface interface-id, 4ToObI
oT0Opa3snTb KoHdUrypauuo spanning tree nopta.
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8.3.6.5. CBAi3aHHble KOMaHAbI

HacTtpoiika ctoumMocT! nyTH K nopTy

KomaHga spanning-tree [ mst instance-id ] cost cost
OnucaHue mst instance-id: yka3sbiBaeT ngeHTugmkaTop ak3emnnspa B AvanasoHe oT
napameTpoB 0 no 64.

cost cost: ykasblBaeT CTOMMOCTb NyTW B AnanasoHe ot 1 go 200 000 000

Mo ymonyaHuo

3HauyeHue no ymonyaHuto instance-id pasHo 0.

3HayeHVe Mo YMOMYaHUK pPaccyMTbiBAETCA aBTOMATUYECKU Ha OCHOBE
CKOpPOCTU NnopTa.

1000 M6ut/c — 20000
100 M6uT/c — 200 000
10 M6ut/c — 2 000000

KomaHgHbIn
pexum

Pexum koHdurypaumm nHtepdenica

PykoBoacteo no
NCNonb30BaHUIO

Bonblee 3HavyeHWe cost ykasbiBaeT Ha 6onee BbICOKY0 CTOMMOCTb NyTu

HacTpoiika MmeToaa pacuyeTa CTOMMOCTM NYTU MO YMOMYaHUIO

KomaHga spanning-tree pathcost method { long [ standard ] | short }
Onuncanne long: ucnonb3yeT CTOMMOCTb NyTW, ykasaHHyto B 802.1t.
napameTpoB

standard: Mcnonb3yeT CTOMMOCTb, PacCUMTaHHyld B COOTBETCTBMU CO
cTaHgapToM.

short: ncnonb3yeT CTOMMOCTb NMyTH, ykasaHHyto B 802.1d

Mo ymonyaHuio

CtoumocTb nyTu, ykasaHHas B 802.1t, ncnonb3yeTtcs No ymMonyaHuto

KomaHgHbIn
pexmm

Pexunm rmobanbHon koHdurypauum

PykoBoacteo no
NCNOSb30BaHMIO

Ecnn cTtoumocTb nyTM nopTa MCronb3yeT 3HayeHue Mo YMOSMYaHuio,
YCTPOWCTBO aBTOMATUYECKM BblYMCIISET CTOMMOCTb MyTK NopTa Ha OCHOBe
CKOpOCTM nopTa
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8.3.6.6. NMpumep kKoHdpurypauumn

HacTtpoiika ctrommocT nyTi nopra

CueHapun:

G oM G 0/2

G 01 G 0/2

PucyHok 8-24.

Warn
HaCTPOWKU

e Hactponte npuoputeTr MocTta Tak, 4ytobbl DEV A ctan root bridge
spanning tree.

e Hactponte ctoumocTtb nytn Gi 0/2 Ha DEV B pasHon 1, utobbl Gi 0/2
MOXHO 6bINo BbIOpaTh B KAYECTBE KOPHEBOIO NopTa

DEV A

QTECH(config)#spanning-tree
QTECH(config)#spanning-tree mst 0 priority 0

DEV B

QTECH(config)#spanning-tree
QTECH(config)# int gi 0/2
QTECH(config-if-GigabitEthernet 0/2)# spanning-tree cost 1

lMpoBepka

3anyctute komaHgy show spanning-tree summary, 4ToGbl 0TOGpPa3nTbL
pe3ynbTaT BblYMCNEHUS TONOMOMMK spanning tree

DEV A

QTECH# QTECH#show spanning-tree summary
Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 0
Address 08c6.b3.3344
this bridge is root
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Bridge ID Priority O
Address 08c6.b3.3344
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Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Interface Role Sts Cost Prio OperEdge  Type
Gi0/2 Desg FWD 20000 128 False P2p
Gio/ Desg FWD 20000 128 False P2p

DEV B

QTECH#show spanning-tree summary
Spanning tree enabled protocol mstp
MST 0 vlans map : ALL
Root ID Priority 0
Address 08c6.b3.3344
this bridge is root
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec
Bridge ID Priority 32768
Address 08c6.b3.78cc
Hello Time 2 sec Forward Delay 15 sec Max Age 20 sec

Interface Role Sts Cost  Prio OperEdge Type

Gi0/2 Root FWD 1 128 False P2p
Gi0/1 Altn BLK 20000 128 False P2p

8.3.7. HacTpouka makcumanbHoro ymcna hop-os ana naketa BPDU

8.3.7.1. AhdeKT KoHduUrypaumm

HacTtponTte makcnmanbHoe uncno hop-os naketa BPDU, 4ytoObl namennts TTL BPDU 1, Takum
obpas3om, NoOBANATL Ha TOMOJIOTUIO CETMU.

8.3.7.2. NMpumeyaHun

MakcumanbHoe uncno hop’os onst naketa BPDU no ymonyanuio paeHo 20. Kak npaBuno, He
PEKOMEHAYETCS UBMEHATb 3HAYEHWNE MO YMOSYaHMIO.

8.3.7.3. llarn HacTponku

Hactpoinka makcumanbHoOro Kkonmyecrtsa hop-oB

(OnuunoHanbHO) Ecnn TomomnorMsi cetM HacTonbko Benuvka, 4to naket BPDU npeBblwaeT

YCTa@HOBIIEHHbIE MO yMon4yaHuio 20 hop'os,

KonuyecTteo hop’os.

8.3.7.4. NpoBepka

OTobpasnte koHUrypaumio.

pekomeHayeTca WU3MeHUTb MaKCumalribHoe

QTECH

MWP OOCTYNHEE
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8.3.7.5. CBsi3aHHble KOMaHAbI

HaCTpOVIKa MakKCUMaJribHOro Kosfimn4yectBea hOp-OB

KomaHga spanning-tree max-hops hop-count
Onucanwne hop-count: ykasblBaeT KONMMYECTBO YCTPOWUCTB, Yepe3 KOTopble MPOXoanT
napameTpoB BPDU, npexae 4yem oH 6yget otbpolueH. OH BapbupyeTcs oT 1 go 40

Mo ymonyaHuio | 3HayeHue No ymon4yaHuo ans cyetymka hop’os pasHo 20

PEXUM

KomaHgHbIn

Pexum rnobanbHon koHdurypauum

Pykoeogcteo no | B permoHe BPDU, otnpaBnsembli root bridge, BkntovaeT KonmyecTBo
ucnonb3oBaHuto | hop’oB. Kaxgbin pas, korga BPDU npoxognt yepes yCTPOMCTBO OT root

bridge, cyetunk hop’oB ymeHbllaetca Ha 1. Korga cuyeTtymk hop’oB
cTtaHoBuTCA paBHbiM 0, Bpems oxuaaHus BPDU mncTtekaeT, n yCcTponcTBo
oTOpacbiBaeT naker.

OTa KomMaHga ykasblBaeT KONMYEeCTBO YCTPOWCTB, vepes3 koTopble BPDU
npoxoauT B peruwoHe, npexge 4em 6yaeT oTOpoweH. KM3meHeHne
MaKkcuMMaribHOro konnyectsa hop’oB NOBNUSET Ha BCe 3K3eMMNNSAPbI

8.3.7.6. NMpumep KoHcpUrypaumm

HacTponka makcumanbHoro umcna hop’os ansa nakera BPDU

LLarn YcraHoBuTE MakcumarsbHoe konndectBo hop’os gns naketa BPDU Ha 25
HaCTPOWNKK

QTECH(config)# spanning-tree max-hops 25
Mpoeepka | 3anycTute komangy show spanning-tree, 4Tobbl 0TO6pPa3nTb KOHMUIypaLuuto

QTECH# show spanning-tree
StpVersion : MSTP
SysStpStatus : ENABLED
MaxAge : 20

HelloTime : 2
ForwardDelay : 15
BridgeMaxAge : 20
BridgeHelloTime : 2
BridgeForwardDelay : 15
MaxHops: 25
TxHoldCount : 3
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PathCostMethod : Long
BPDUGuard : Disabled
BPDUFilter : Disabled
LoopGuardDef : Disabled

###### mst 0 vlans map : ALL
BridgeAddr : 08c6.b3.3344

Priority: 0

TimeSinceTopologyChange : 2d:0h:46m:4s
TopologyChanges : 25

DesignatedRoot : 0.08c6.b3.78cc
RootCost : 0

RootPort : GigabitEthernet 0/1
CistRegionRoot : 0.08c6.b3.78cc
CistPathCost : 20000

8.3.8. BkntoyeHue pyHKLUUN, cBA3aHHbIX ¢ PortFast

8.3.8.1.

8.3.8.3.

Ad ekt KOHpUrypaumum

Mocne Toro, kak PortFast BkntoyeH Ang nopTa, NOPT HANpPAMY NepexoanT B COCTOSHNE
nepecbinkn. OgHako, MockornbKky paboyee cocTosiHue PortFast oTkniovaeTcs n3-3a
nonyyeHns BPDU, nopT MoOXeT npaBufbHO 3anycTuTb anroput™ STP n BOWTU B
COCTOSIHWE NEPECHISTKA.

Ecnu 3awmta BPDU BkntoveHa gnga nopTa, NOPT NepexoauT B COCTOSAHUE OTKHOYEHUS
n3-3a owmnobkm nocne nonyyeHna BPDU.

Ecnu onsa nopta BknoveH punsTp BPDU, nopT He oTnpasnseT 1 He nonyvyaet BPDU.

MpumeyaHus

mobanbHas BPDU Guard BcTynaeT B cuny TONbKO B TOM crniyvae, ecnm PortFast
BKIHOYEH Ha MopTy.

Ecnn BPDU Filter BkntoueH rmo6anbHo, NopT ¢ nogaepkkon PortFast He oTnpaBnsieT u
He nonyyaeT BPDU. B aToM cnyyae XOCT, NOOKMIOYaLWMNCS Hanpsamyo K NopTy C
nonaepxkon PortFast, He nony4aeT HMKakmx BPDU. Ecnn nopt meHseT cBoe pabovee
coctosiHne PortFast Ha Disabled nocne nonyyenns BPDU, dwunstp BPDU
aBTOMaTMYeCKU BbIXOOMUT U3 CTPOS.

Mmo6aneHbin BPDU Filter gencteyeT Tonbko Torga, korga PortFast BkrntoveH Ha nopry.

LWarn HacTponku

BknioyeHue PortFast

OnumoHanbHo.

Ecnu nopT nogknovaeTca HanpsaMyto K ceTeBOMY TepMUHary, HacTpoMTe 3TOT NOPT Kak
nopt PortFast.
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BknrwoyeHune BPDU Guard
e  OnuuoHarnbHo.

e Ecnu nopTbl yCTPONCTB NOAKIOYAOTCH HANPSMYIO K CeTEBBIM TepMUHanam, Bbl MOXeTe
Bkntounte BPDU Guard Ha aTux noptax, 4tobbl npegoTBpatuTb aTtakm BPDU,
BbI3blBaloLlMe aHoManuu B TonosiorMn spanning tree. MNopT, BKMAOYeHHbI ¢ BPDU
Guard, nepexoguT B COCTOsIHME OTKMOYEHMSsT U3-3a owmnbkM nocne nonyyexHms BPDU.

o Ecnu nopTbl yCTPONCTB NOAKMOYAOTCS HANPSIMYIO K CETEBbIM TEPMUHANam, Bbl MOXeTe
BkNounTb BPDU Guard, 4Ttobbl npenoTBpaTtnTb 0OpasoBaHWe neTenb Ha nopTax.
Mpeanockinkon siBNsieTca 1O, 4TO ycTpomcTBo downlink (Hanpumep, xab) mMoxeT
nepecsiath naketol BPDU.

BknrouyeHune BPDU Filter
e  OnuuoHarnbHo.

e  YT06bI NpenoTBpaTUTL BNNAHME aHOMarbHbIX NaketoB BPDU Ha Tononoruto spanning
tree, MoXHO BKNtoUMTE BPDU Filter Ha nopTy ons punbTpaumm aHoMmasbHbIX NakeToB
BPDU.

8.3.8.4. NpoBepka

OTob6pa3uTte KOH(pUrypauuto.

3anyctute komaHgy show spanning-tree [mst instance-id] interface interface-id, 4ToObI
oTobpasnTb KOHMrypauuto spanning tree noprta.

8.3.8.5. CBA3aHHble KOMaHAbI

HacTtponka PortFast

KomaHga spanning-tree portfast

Mo ymonuyauuio | PortFast oTkntodeH ana nopta no yMmonyaHuio

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexunm

PykoBogcteo no | Nocne Toro, kak PortFast BkntoyeH ans nopta, NopT HaNpsMyo nepexoant
NCNONb30BaHNIO | B COCTOSIHME nepecbinkn. OgHako, NOCKONbKy paboyvee cocTtosiHne PortFast
OTKMtoYaeTcs 13-3a nonyyeHns BPDU, nopT MoxeT npaBunbHO 3anycTuUTb
anropnt STP 1 BoT B COCTOSIHNE MEPECHINKN

Hactpownka BPDU Guard gnsa Bcex nopToB

KomaHga spanning-tree portfast bpduguard default

Mo ymonuanmio | BPDU Guard rnmobanbHo OTKIHo4YeHa N0 yMOM4YaHUIo

KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
peXunm
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PykoBoactso no
NCNOSb30BaHMIO

Ecnu BPDU Guard BkntodeHa ans noprta, NOPT NepexoauT B COCTOSHUE
OTKMYEeHUs n3-3a owmnbkn nocne nonydyeHns BPDU. 3anyctute komaHay
show spanning-tree, 4Tobbl 0TO6pPa3nTb KOHUIrypaLmio

Hactpownka BPDU Guard ansa nopta

KomaHpa

spanning-tree bpduguard enabled

Mo ymonyaHuio

BPDU Guard oTknto4eHa Ha nopTy Mo YMOMYaHUio

KomaHgHbIn
peXnm

Pexum koHdurypaummn nHtepdenca

PykoBoacteo no
NCMNOMb30BaHUIO

Ecnu BPDU Guard BkntodeHa ang noprta, NOPT NepexoauT B COCTOSHUE
OTKINIOYEHUA 13-3a ownbkM nocne nonyyenms BPDU

Hactpownka BPDU Filter ana Bcex noptoB

KomaHpa

spanning-tree portfast bpdufilter default

Mo ymonyaHuo

Mo ymonuanuio BPDU Filter rmo6anbHO OTKAO4YeH

KomaHgHbIn
PEXNM

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
MCNONb30BaHNIO

Ecnu BkntoyeH BPDU Filter, cooTBeTCTBYOLME NOPThI HE OTAPABASOT U HE
nonyyatot BPDU

Hactpownka BPDU Filter ana nopta

KomaHga

spanning-tree bpdufilter enabled

Mo ymonyaHuio

Mo ymonuanuio BPDU Filter gna nopTa OTKMO4YEH

KomaHaHbIn
pPeXnm

Pexnm koHdurypaumm nutepdenca

PykoBoacteo no
NCNOSb30BaHMIO

Ecnn ansa nopta BkntodeH BPDU Filter, nopT He oTnpaBnseT v He nony4vaeT
BPDU
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8.3.8.6. NMpumep koHdpurypauumn

Bknro4yeHune PortFast Ha nopTy

CueHapun:
DEV A DEV B
G 0/3
PucyHok 8-25.
Warn Hactponte Gi 0/3 DEV C B ka4ecTtBe nopta PortFast u skniounte BPDU Guard
HaCTPONKK
DEV C QTECH(config)# int gi 0/3
QTECH(config-if-GigabitEthernet 0/3)# spanning-tree portfast
%Warning: portfast should only be enabled on ports connected to a single host.
Connecting hubs, switches, bridges to this interface when portfast is
enabled,can cause temporary loops.
QTECH(config-if-GigabitEthernet 0/3)#spanning-tree bpduguard enable
Mpoeepka | 3anyctute komaHgy show spanning-tree interface, 4Ttobbl 0TO6pPa3UTHL
KOHdourypaumio nopta
DEV C QTECH#tshow spanning-tree int gi 0/3
PortAdminPortFast : Enabled
PortOperPortFast : Enabled
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PortAdminAutoEdge : Enabled
PortOperAutoEdge : Enabled
PortAdminLinkType : auto
PortOperLinkType : point-to-point
PortBPDUGuard : Enabled
PortBPDUFilter : Disabled

PortGuardmode : None

###### MST 0 vlans mapped :ALL
PortState : forwarding

PortPriority : 128
PortDesignatedRoot : 0.08¢c6.b3.3344
PortDesignatedCost : 0
PortDesignatedBridge :0.08c6.b3.3344
PortDesignatedPortPriority : 128
PortDesignatedPort : 4
PortForwardTransitions : 1
PortAdminPathCost : 20000
PortOperPathCost : 20000
Inconsistent states : normal

PortRole : designatedPort

8.3.9. BknroyeHue hyHKUUN, cBA3aHHbIX ¢ TC

8.3.9.1. 3dhdeKT KoHduUrypaumm

Ecnn gns nopta BkntoyeHa BPDU Filter, nopt ygansaet naketel TC BPDU B TeuyeHue
3aJaHHOro0 BpeMeHn (0b6blMHO 4 CeKyHObl) Mocne ux MnofnyyYeHus, npegoTepallas
yoaneHue 3anncen MAC n ARP.

Ecnn TC protection BkrtoyeHa, nopT, nony4atrowmi naketol TC, dunbTpyeT naketsbl TC,
NofnyyeHHble WM  CreHepupoBaHHble MM  caMuMm, 4Tobbl naketel TC He
pacnpocTpaHanucb Ha gpyrme noptbl. Takum o06pa3om, BO3MOXHble atakm TC
appeKkTBHO NpeaoTBpaLLatoTCcs, YTOObI NoAAepXXMBaTh CTabUIBbHOCTb CETH.

TC Filter He obpabaTtbiBaeT nakeTbl TC, nony4veHHble noptamu, a obpabaTbiBaeT
naketbl TC Npy HOPMarnbHbIX U3BMEHEHUSAX TOMOMOTUN.

8.3.9.2. MpumeyaHun

PekomeHayeTtca Bkntovatb TC Guard TONbKO Npv NOMyYeHUU B CETU HEOOMNYCTUMbIX MaKeTOB
atakn TC.
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8.3.9.3. Warmn HacTpounku

BkntoyeHune TC Protection

e  OnuuoHarnbHo.

e TC Protection no ymon4aHuto OTKIOYEHa.
BknroyeHune TC Guard

e  OnuuoHanbHo.

e TC Guard no ymonyaHuo OTKINoYeHa.

e YroObl (unbTpoBaTb nakeTbl TC, MOMyyYeHHble WM CreHepupoBaHHble WK3-3a
N3MEHeHUI Tonosnornu, Bbl MoXeTe BkMtounTb TC Guard.

BknroueHune TC Filter
e  OnuuoHarnbHo.
o [lo ymonuanuto TC Filter oTkntoYeH.

e YT06blI OTUNbLTPOBaTL NakeTbl TC, NOMNy4YeHHbIE MOPTOM, Bbl MOXeTe BKMunTb TC
Filter Ha nopTy.

8.3.9.4. NpoBepka

OTobpasnte KoHUrypaumio.

8.3.9.5. CBA3aHHble KOMaHAbI

BkniroyeHue TC Protection

KomaHpa

spanning-tree tc-protection

Mo ymonyaHuio

TC Protection no ymon4yaHuio OTKITHOYEHa

KomaHgHbIn
PEXNM

Pexunm rnobanbHon koHdurypauum

Hactpownka TC Guard gnsa Bcex nopTtoB

KomaHpa

spanning-tree tc-protection tc-guard

Mo ymonyaHuio

TC Guard rnobanbHO OTKMIYEHA N0 YMOMYaHUIO

KomaHgHbIn
pPeXnm

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no
NCNOSb30BaHMIO

Bkntounte TC Guard, 4tobbl NpeaoTBpaTUTh pacnpocTpaHeHne naketos TC

Hactpownka TC Guard gnsa nopra

KomaHpga

spanning-tree tc-guard

Mo ymonyaHuio

TC Guard oTKnYeHa Ha NOPTY MO YMOMYaHUIO
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KomaHgHbIn
pexnm

Pexum koHdurypaunm nitepderica

PykoBogcteo no | Bkntounte TC Guard, 4Tobbl npegoTBpaTUTh pacnpoctpaHeHue naketos TC
NCMNOSb30BaHUIO

Hactpouka TC Filter ansa nopTa

KomaHpa

spanning-tree ignore tc

Mo ymonyanuto | Mo ymonyanuio TC Filter oTkntoyeH

KomaHgHbIn
peXnm

Pexum koHdurypaumm nHtepderica

Pykoeogcteo no | Ecnu gns nopta BkntoyeH TC Filter, nopT He obpabaTbiBaeT NonyvYeHHble
ncnonb3oBaHuto | naketol TC

8.3.9.6. NMpumep HacTpomnkmn

BknroyeHune TC Guard Ha nopTy

Warn Bkntounte TC Guard Ha nopTty
HaCTPONKK
QTECH(config)#int gi 0/1
QTECH(config-if-GigabitEthernet 0/1)#spanning-tree tc-guard
Mpoeepka | 3anyctute komangy show run interface, 4to6bl 0TOGPa3NTL KOHUrypaumo TC

Guard nopTa

QTECH#show run int gi 0/1

Building configuration...

Current configuration : 134 bytes

interface GigabitEthernet 0/1
switchport mode trunk

spanning-tree tc-guard

8.3.9.7. PacnpocTpaHeHHble OWNOKKu

Ecnm TC Guard wnu TC Filter HacTpoeHbl HeNpaBUIIbHO, MOXET BO3HWKHYTb OLIMOKa npwm
nepechblrike NakeToB CETEBOro yCTponcTaea. Hanpumep, Nnpy naMeHeHUn TOMnorornm ycTpomcTeo
He MOXeT CBOEBPEMEHHO o4ncTUTb MAC-agpec, YTO NpMBOAUT K OLUIMGKaM nepechbIsiki NakeTos.
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8.3.10. BkntoyeHne npoBepku ucxogHoro MAC-agpeca BPDU

8.3.10.1. AdpdeKkT KoHUrypaumm

BknitounTb npoBepky ncxogHoro MAC-agpeca BPDU. Nocne aToro ycTporncTBO NoslyvaeT TOMbKO
naketel BPDU c wucxogHeiM MAC-agpecom, saBnaiowmmca ykasaHHbiM MAC-agpecom, u
oTOpacbiBaeT apyrue naketol BPDU.

8.3.10.2. MpumeyvaHusn

Korga kommyTaTtop, NOOKMIOYEHHbIA K NMOPTY KaHana «To4ka-ToYkay», onpefeneH, Bbl MOXeTe
BKITOUNTL npoBepky ucxogHoro MAC-agpeca BPDU, 4ToGbl KOMMyTaTOp nosfy4van nakeThbl
BPDU, oTnpasBneHHble TONbKO Peer-koMmMyTaTopomMm.

8.3.10.3. Warn HacTpounku

Bknro4yeHune npoBepku ucxogHoro MAC-agpeca BPDU
e  OnuuoHanbHo.
o [lo ymonuanuto nposepka ucxogHoro MAC-agpeca BPDU oTkntoyeHa.

e YT06bl NpenoTBpaTMThL 3NoHaMepeHHble ataku BPDU, Bbl MOXeTe BKIMOUYUTb NPOBEPKY
ncxogHoro MAC-agpeca BPDU.

8.3.10.4. NpoBepka

OTobpasnte KoHpUrypaumio.

8.3.10.5. CBsizaHHble KOMaHAbI
Bknro4yeHune npoBepku nucxogHoro MAC-agpeca BPDU

KomaHpa bpdu src-mac-check H.H.H
Onuncanne H.H.H: ykasbiBaeT MAC-agpec. YCTPOMCTBO MONy4yaeT TOSIbKO MaKeTbl
napameTpoB BPDU c atum agpecowm, sensawowmnmes ncxogHseiM MAC-agpecom

Mo ymonyaxuuio | Mo ymonyaHuio npoeepka ncxogHoro MAC-agpeca BPDU oTkntoyeHa

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexunum

PykoBogcteo no | Npoeepka NCXOAHOro MAC-agpeca BPDU npegoTBpallaeT
NCMNOSb30BaHMIO | 3rTOHAMEPEHHYI0 aTaky KoMmyTaTopoB naketamm BPDU 1 HeHopMarnbHyto
paboty MSTP. Koroa kommyTaTtop, NOAOKIIOYEHHBLIA K MOPTY Ha KaHane
«TOYKa-TOYKa», onpedeneH, Bbl MOXeTe BKMYUTb NPOBEPKY WUCXOAHOrO
MAC-agpeca BPDU, 4tobbl nonyyatb naketel BPDU, oTnpaBneHHbie
TONbKO peer-koMmyTaTopoMm, M oTbpacbiBaTb BCE OCTanbHble MNaKeTbl
BPDU, Tem cambiM npegoTBpaLlas Bpe4oOHOCHbIE aTaku.

Bkl MOXeTe BKMIOUNTL npoBepky ncxogHoro MAC-agpeca BPDU B pexume
KoHJurypauum nitepdpenca ana onpegenenHoro nopta. OanH nopt MoxeT
dunbTpoBaTh Tonbko oauH MAC-agpec
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8.3.10.6. NMpumep kKoHpuUurypauumn

BknrouyeHue npoBepku ucxogHoro MAC-agpeca BPDU Ha nopTy

Warn Bkntountb npoBepky ucxogHoro MAC-agpeca BPDU Ha nopTy
HaCTPOMKK

QTECH (config)#int gi 0/1
QTECH(config-if-GigabitEthernet 0/1)#bpdu src-mac-check 08c6.b3.1234

Mpoeepka | 3anyctute komangy show run interface, 4tobbl 0TOBpPa3NTL KOHGUrypaLmio
spanning tree nopTta

QTECH#show run int gi 0/1

Building configuration...

Current configuration : 170 bytes

interface GigabitEthernet 0/1
switchport mode trunk
bpdu src-mac-check 08c6.b3.1234

spanning-tree link-type point-to-point

8.3.10.7. PacnpocTpaHeHHble OWnOKN

Ecnu onsa nopta BkodeHa npoBepka ucxogHoro MAC-agpeca BPDU, nopT nonyyvyaeTt TONbKO
naketel BPDU ¢ HacTpoeHHbIM MAC-agpecom, sasnswowmmca ucxogHeim MAC-agpecom, u
oTOpacbIBaeT Bce ocTanbHble nakeTsl BPDU.

8.3.11. HacTpomka Auto Edge
8.3.11.1. 3chdeKkT KoHduUrypaumm

Bkntounte Auto Edge. Ecnm HasHayeHHbI NOPT He nofy4vaeT Hukakmx BPDU B TeueHue
3afjlaHHOro BpeMeHn (3 cekyHAObl), OH aBTOMaTU4eCKN UOEHTUMUUMPYETCA Kak NOrpaHUYHbIN
nopt. OgHako, ecnu nopT nonyyaet BPDU, ero paboyee coctosHue Port Fast ctaHoButCS
OTKITHOYEHHbIM.

8.3.11.2. NMpumeyaHumn

o Ecnu He ykasaHo nHoe, He oTkmovanTe Auto Edge.

e [lo ymonyaHunio nNopT aBTOMaTUYECKU UOEHTUMPUUMPYETCA KakK MOrpaHuUYHbIN NopT u
nepexoanT B COCTOSIHME MEepPechbIniki, eCnu HasHa4yeHHbIW MOpT He MonyyaeT HUKaKuX
BPDU B TedyeHue 3 cekyHa. Ecnv B ceTn npoucxoauT noTepsa NakeToB UMW 3afiepXkka
naketoB TX/RX, pekoMmeHayeTcs oTknounTb Auto Edge.

8.3.11.3. llarn HacTponku

Hactpownka Auto Edge
e OnumoHarnbHo.
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e Auto Edge BKIMOYEH NO YMOMYaHMIO.

8.3.11.4. NpoBepka

OTob6pa3snte koHUrypaumio.

8.3.11.5. CBA3aHHble KOMaHAbI

Hactpounka Auto Edge

KomaHpa

spanning-tree autoedge

Mo ymonuanuio | Auto Edge BKntoYeH N0 yMOn4aHuo

KomaHgHbIn
peXnm

Pexum koHdurypaumm nHtepderica

PykoBogcteo no | Ecnu  HasHayeHHbIn MNOPT  ycTponctBa He nonyvyaetr BPDU ot
ucnone3oBaHuio | downlink-nopta B TeyeHue onpegerneHHoro nepuwoga (3 CekyHAbl),

YCTPOUCTBO paccmatpuBaeT CeTeBOe YCTPOMCTBO, MOAKMIOYEHHOE K
Ha3HayYeHHOMY MOpTy, HacTpamBaeT MOPT Kak MOrpaHUYHbLIA MNOpPT W
nepeknioYyaeT MnopT HanpsMyk B COCTOSIHWE nepecbinikn. [MorpaHuyHbIN
nopt BygeTt aBTOMaTUYECKN MAEHTUMULMPOBAH KaK He MOrpaHUYHbIN NOPT
nocrne nony4vexHns BPDU.

Bbl MoxeTe 3anyctuTb kOMaHay spanning-tree autoedge disabled, 4ToObl
oTknounTb Auto Edge

8.3.11.6. NMpumep KoHcpUrypaumm

OTtknro4yeHue Auto Edge Ha nopTty

QTECH(config)#int gi 0/1
QTECH(config-if-GigabitEthernet 0/1)#spanning-tree autoedge disabled

lMpoBepka

3anyctute kKomaHgy show spanning-tree interface, 4Tobbl 0TOOpasnTb
KOHpurypaumto spanning tree nopta

QTECH#show spanning-tree interface gi 0/1

PortAdminPortFast : Disabled
PortOperPortFast : Disabled
PortAdminAutoEdge : Disabled
PortOperAutoEdge : Disabled
PortAdminLinkType : point-to-point
PortOperLinkType : point-to-point
PortBPDUGuard : Disabled
PortBPDUFilter : Disabled
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PortGuardmode : None

###### MST 0 vlans mapped :ALL
PortState : forwarding

PortPriority : 128
PortDesignatedRoot : 0.08¢6.b3.3344
PortDesignatedCost : 0
PortDesignatedBridge :0.08c6.b3.3344
PortDesignatedPortPriority : 128
PortDesignatedPort : 2
PortForwardTransitions : 6
PortAdminPathCost : 20000
PortOperPathCost : 20000
Inconsistent states : normal

PortRole : designatedPort

8.3.12. BkntoyeHue pyHKLUUN, cBA3aHHbIX ¢ Guard

8.3.12.1. AdhdeKkT KoHduUrypaumm

e Ecnu gna nopta BkntoyeHa Root Guard, ero ponu Bo Bcex ak3eMnnsapax npuMeHsaTcs
Kak HasHadeHHbI nopT. Kak Tonbko nopT nonydaet nHopmMaumio 0 KoHUrypaumm ¢
Bornee BbICOKMM NPUOPUTETOM, OH NEPEXOANT B HECOBMECTMMOE C root (bnoknpytoLee)
cocTtosiHue. Ecnun nopT He nonyyaeT HopMaLmio 0 KoHUrypauum ¢ 6onee BbICOKAM
npuopuTETOM B TEeYeHMe nepuoaa, OH BO3BpaLLaeTCs B ICXOOHOE COCTOSIHUE.

e U3-3a cbos1 ogHOHaNpaBneHHOro KaHamna KOpPHEBOW UM pe3epBHLIN NMOPT CTAHOBUTCS
Ha3Ha4YeHHbLIM NOPTOM U NEPEXOAUT B COCTOSIHUE MEPEeCLINKN, eCcnn OH He nonyyaeT
BPDU, Bbi3biBas ceTeByto neTtnto. Loop Guard gormkeH npegoTepatutb 3Ty npobnemy.

8.3.12.2. NMpumeyaHun

Root Guard n Loop Guard He MoryT 4e/CTBOBaTb Ha NOPT OAHOBPEMEHHO.

8.3.12.3. llarn HacTponku

BknrwovyeHue Root Guard
e OnuuoHanbHo.

e Root bridge moXeT nony4nTb koHdUrypaumio ¢ 6onee BbICOKMM NPUOPUTETOM M3-3a
HenpaBUNbHOM HACTPOMKN OBCNYXMBaIOLLMM NEePCOHANoOM WM BPEeOOHOCHbIX aTak B
ceTun. B pesynbTaTte Tekywmi root bridge moxeT noTepsATb CBOK POfb, YTO NpMBEAET K
HEKOPPEKTHbIM M3MeHeHuaAM Tononormni. YTobbl NpegoTBpatMTb 3Ty nNpobnemy, Bbl
MOXeTe BKIounTb Root Guard Ha ykaszaHHOM MOpTYy YCTPOMCTBA.

Bknro4yeHue Loop Guard
e  OnuuoHanbHo.

e Bbl MoxeTe BknmtounTb Loop Guard gns nopta (kOpHEBOro nopTa, master-nopta unm
AP), yTobbl NpegoTBpatTTL cHOM B nonyyeHun BPDU, oTnpaBreHHbIX Ha3Ha4YeHHbIM
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MOCTOM, YTO MOBbLILLIAET CTAOUNBLHOCTb yCTpOVICTBa. B NPOTMBHOM Clny4yae U3MeHUTCAH
TOMosornAa cetTun, 4To MOXeT NpmnBeCcTn K BO3HMKHOBEHWUIO MNMETIN.

OTknro4veHue Guard
e  OnuuoHanbHo.

e Guard oTKMYeHa No YMOYaHuIo.

8.3.12.4. NpoBepka

OTob6pasnte KoHUrypaumio.

8.3.12.5. CBA3aHHble KOMaHAbI

BknioyeHue

Root Guard

KomaHpa

spanning-tree guard root

Mo ymonyaHuo

Mo ymonuyaHuio Root Guard oTknoYeHa

KomaHgHbIn
pexmm

Pexum koHdurypaumm nHtepdenca

PykoBoacteo no

Ecnn Root Guard BknoveHa, Tekywmin root bridge He nameHuTca M3-3a

MCMNoJIb30BaHUIO Henpanu'leoﬁ KOH(*)I/IpraLl,I/II/I NN HE3AaKOHHbIX MAaKeTHbIX aTak
BknroyeHune Loop Guard ansa Bcex nopToB
KomaHga spanning-tree loopguard default

Mo ymonyaHuio

Loop Guard no ymonuyaHuio oTkroYeHa

KomaHaHbIn
peXnm

Pexunm rnobanbHomn koHdurypauum

PykoBoacteo no

BkntoueHue Loop Guard Ha KOpHEBOM UK pe3epBHOM NOPTY NPeaoTBpaTUT

NCMOMb30BaHUIO | BO3MOXHbIE METNM, Bbi3BaHHbIE cboem nonyyeHms BPDU
Bknro4yeHune Loop Guard nopra
KomaHga spanning-tree guard loop

Mo ymonyaHuio

Loop Guard no ymon4aHuo OTKITHOYEHA

KomaHgHbIn
pPEXNM

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
NCMNOMb30BaHUIO

BkntoyeHne Loop Guard Ha KOpHEBOM U pe3epBHOM MOPTY NpeaoTBpaTUT
BO3MOXHbI€ NeTnu, Bbi3BaHHble cboem nonyyenns BPDU
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OTtknroveHue Guard

KomaHga spanning-tree guard none

Mo yMonn4yaHuto Guard oTknoYeHa no ymMmon4yaHuto

KomaHaHbIn Pexum koHdurypaunm nHtepderica
peXxnm

8.3.12.6. NMpumep KoHcpuUurypaumum
Bknro4yeHune Loop Guard Ha nopTy

CueHapun:
G 0N G 0/2
G oM G 0/2
PucyHok 8-26.
Warun e Hactponte DEV A B kayecTtBe root bridge, a DEV B — B kayecTtBe He
HaCTPOMKK root bridge spanning tree.
e Bkntounte Loop Guard Ha noptax Gi 0/1 n Gi 0/2 yctponctea DEV B
DEV A QTECH(config)#spanning-tree
QTECH(config)#spanning-tree mst 0 priority 0

DEV B QTECH(config)#spanning-tree

QTECH(config)# int range gi 0/1-2
QTECH(config-if-range)#spanning-tree guard loop

Mpoeepka | 3anyctute komaHgy show spanning-tree interface, 4Ttobbl 0TO6pPa3nTL
KOHpurypaumto spanning tree nopta

DEV B QTECH#tshow spanning-tree int gi 0/1
PortAdminPortFast : Disabled
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PortOperPortFast : Disabled
PortAdminAutoEdge : Enabled
PortOperAutoEdge : Disabled
PortAdminLinkType : auto
PortOperLinkType : point-to-point
PortBPDUGuard : Disabled
PortBPDUFilter : Disabled
PortGuardmode : Guard loop
###### MST 0 vlans mapped :ALL
PortState : forwarding

PortPriority : 128
PortDesignatedRoot : 0.08¢6.b3.78cc
PortDesignatedCost : 0
PortDesignatedBridge :0.08c6.b3.78cc
PortDesignatedPortPriority : 128
PortDesignatedPort : 17
PortForwardTransitions : 1
PortAdminPathCost : 20000
PortOperPathCost : 20000
Inconsistent states : normal
PortRole : rootPort

QTECH#show spanning-tree int gi 0/2
PortAdminPortFast : Disabled
PortOperPortFast : Disabled
PortAdminAutoEdge : Enabled
PortOperAutoEdge : Disabled
PortAdminLinkType : auto
PortOperLinkType : point-to-point
PortBPDUGuard : Disabled
PortBPDUFilter : Disabled
PortGuardmode : Guard loop
###H#HH MST 0 vlans mapped :ALL
PortState : discarding

PortPriority : 128
PortDesignatedRoot : 0.08c6.b3.78cc
PortDesignatedCost : 0
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PortDesignatedBridge :0.08c6.b3.78cc
PortDesignatedPortPriority : 128
PortDesignatedPort : 18
PortForwardTransitions : 1
PortAdminPathCost : 20000
PortOperPathCost : 20000
Inconsistent states : normal

PortRole : alternatePort

8.3.12.7. PacnpocTpaHeHHble OWNOKKU

Ecnn Root Guard BknoyeHa Ha KOpHEBOM MopTy, master-nopty unn AP, nopT mMoxeT ObiTb
3abnoknpoBaH HeNpPaBUITbHO.

8.3.13. BkntoyeHue npo3spayHoun nepenayum BPDU

8.3.13.1. 3chdeKkT KoHdUrypaumm

Ecnn STP oTknoYeH Ha yCcTpOWCTBE, YCTPOMCTBO AOMMKHO NPO3payHO nepedaBaTb NakeTbl
BPDU, 4Tt0obbl Spanning tree mexay ycTpocTBaMm ObINo NpaBuiibHO paccynTaHo.

8.3.13.2. NpumeyaHusn

lMpospayHasa nepenada BPDU BcTynaeT B cuny TOMbKO Toraa, korga STP oTknoyeH. Ecnn Ha
YCTPOWNCTBE BKMOYEH NpoTokosnn STP, oHO He nepefaeT Npo3padHo nakeTsl BPDU.

8.3.13.3. Llaru HacTponku

BknioyeHne npo3payHon nepegaun BPDU
e  OnuyuoHarnkeHo.

e Ecnu STP oTknto4eH Ha yCTpONCTBE, KOTOPOMY HEODXOAMMO NpPo3padHO nepedaBaTb
naketbl BPDU, BkntounTe npospaynyto nepegady BPDU.

8.3.13.4. NpoBepka

OTtobpasnte koHGUrypaumio.

8.3.13.5. CBsA3aHHblIe KOMaHAbI

Bknro4yeHune npospayHoun nepenayum BPDU

KomaHga bridge-frame forwarding protocol bpdu

Mo ymonyaHuuio | MNMpospayHasn nepegada BPDU oTkno4eHa No yMonyaHuio

KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
peXunm
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Pykosogcteo no | B IEEE 802.1Q MAC-agpec nonyyatens 01-80-C2-00-00-00 BPDU
NCMOMNb30BaHUIO | UCMONb3YeTCA B KayecTBe 3ape3epBMPOBaHHOIO agpeca. To ecTb
ycTponctea, coBmectumble ¢ IEEE 802.1Q, He nepeckbinaloT nonyyeHHble
naketbl BPDU. OagHako ycTponctBam MoxeT noTpeboBaTbCA nNpo3padHas
nepegaya naketos BPDU npu daktnyeckom pasBepTbiBaHUM CETW.
Hanpumep, ecnm STP oTknoveH Ha yCTPOMCTBE, YCTPOWCTBO [OOJTKHO
npo3payHo nepepasatb nakeTol BPDU, 4To6bl spanning tree mexay
yCTponrcTBaMu ObIfio NpaBUITbHO pacCcYnTaHo.

Mpo3payHasa nepepada BPDU BcTynaeT B cuny Tonbko Torga, koraa STP
oTkntoYeH. Ecnn Ha ycTponcTtee BkAoyeH npoTokon STP, oHO He nepenaeT
npo3apa4vHo nakeTsl BPDU

8.3.13.6. NMpumep KoHpuUurypaumumn

BknroyeHne npo3payHon nepegaun BPDU
CueHapun:

STP STP

DEV A DEV B DEV C

PucyHok 8-27.

STP BknoyeH Ha DEV A n DEV C, Ho oTkntodeH Ha DEV B

LWarn Bkntounte npospadvHyto nepegady BPDU Ha DEV B, 4t06bl MOXHO Obinio
HacTporku | NpaBurbHO paccuntate STP mexay DEV An DEV C

DEV B QTECH(config)#bridge-frame forwarding protocol bpdu

MpoBepka | 3anyctute Komandy show run, 4Tobbl NPOBEPUTL, BKMOYEHA N Npo3payHast
nepegada BPDU

DEV B QTECH#show run

Building configuration...
Current configuration : 694 bytes

bridge-frame forwarding protocol bpdu

8.3.14. BkntoyeHue BPDU-TyHHensA
8.3.14.1. 3dhdekT KoHduUrypaumm

Bkntounte TyHHenb BPDU, u4toGbl naketel STP 3 ceTu KnAvMeHTa MOrmM npo3payvyHo
nepefasaTbCA Mo ceTn nocTaBLimka yenyr. Nepenaya naketoB STP Mexay CeTbio KMMeHTa He
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BnusieT Ha ceTb SP, noaTtomy STP B ceTu KNueHTa paccumMTbiBaeTCa He3aBucnumo ot STP B ceTu
SP.

8.3.14.2. NMpumeyvaHusn

TyHHenb BPDU genctByeT TONbKO B TOM Criyvae, eCriv OH BKIOYEH KaK B pexunme rnobanbHom
KOHpurypaumu, Tak n B pexmme KoHpurypauumn nHtepdeinca.

8.3.14.3. llarn HacTpounku

BknroyeHne BPDU-TyHHens

(OnumoHanbHo) B cetn QinQ MOXHO BKNMOUMTb TyHHenb BPDU, ecnn STP Heobxogmmo
paccuvTbiBaTb OTAENBHO MEXAY CeTAMU KIUEHTOB U ceTsamu SP.

8.3.14.4. NpoBepka

3anyctute komaHgy show I2protocol-tunnel stp, 4To6bl OTOOPA3UTL KOHUIypaLuIo TYHHENS
BPDU.

8.3.14.5. CBsiI3aHHble KOMaHAbI

Hactpouka TyHHens BPDU B pexume rno6anbHON KoHduUrypaumm

KomaHga I2protocol-tunnel stp

Mo ymonyaHuto | TyHHens BPDU no ymonyaHuio OTKNIOYEH

KomaHgHbIn Pexunm rnobanbHon koHdurypauum
pexvm

PykoBogcteo no | TyHHenbs BPDU genctByeT TONbKO B TOM Ciyyae, €Cifiv OH BKIKOYEH Kak B
NCNONb30BaHNIO | pexuMe rrnobanbHOW KOHUrypaummn, Tak M B pexuMme KOHdurypaumm
nHTepdenca

Hactpoika TyHHens BPDU B pexXume HacTpouku nHtepcenca

KomaHga I2protocol-tunnel stp enable

Mo ymonyaumio | TyHHenb BPDU no ymon4aHuio oTKo4eH

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
peXunm

PykoBogcteo no | TyHHenb BPDU gencrtByeT TONbKO B TOM Ciny4vae, eCrfiv OH BKIOYEH KakK B
NCNONb30BaHNIO | pexuMe rnobanbHOW KOHUrypaummn, Tak M B pexuMme KoHdurypaumm
nHTepdenca
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Hactpouka agpeca npo3payHoun nepeaaym TyHHensa BPDU

KomaHga I2protocol-tunnel stp tunnel-dmac mac-address
Onucanwne mac-address: ykasbiBaeT agpec STP ana npospayHor nepegayu
napameTpoB

Mo ymonyaHuo

MAC-agpec no ymon4yaxuio — 01d0.f800.0005

KomaHgHbIn
pexnm

Pexum rnobanbHon koHdurypauum

PykoBoacteo no
NCNonb30BaHUIO

Ecnun naket STP, oTnpaBneHHbIN U3 KNUeHTCKon ceTu, noctynaet B PE, PE
meHsieT MAC-agpec Has3Ha4yeHusi nakeTa Ha NpMBaTHbLIA agpec A0 TOro, Kak
nakeT OyaeT nepeHanpasneH ceTbto SP. Korga naket gocturaet PE Ha peer
end, PE unameHsetr MAC-agpec HasHayeHnsa Ha obwenoctynHeii (public)
agpec v BO3BpallaeT MakeT B KMMEHTCKYO ceTb Ha peer end, peanuays
npospadHyto nepegadvy no cetm SP. OTOT npuBaTHLIN agpec sBnseTcs
agpecom npospadHon nepegaym TyHHensa BPDU.

[ononHuTteneHble agpeca npo3padHon nepefadn naketos STP BkioyvaoT
01d0.f800.0005, 011a.a900.0005, 010f.e200.0003, 0100.0ccd.cddo,
0100.0ccd.cdd1 1 0100.0ccd.cdd2.

Ecnu apgpec npospayHon nepegpadnm He HacTtpoeH, BPDU Tunnel
ncnonb3yet agpec no ymondaruo 01d0.f800.0005
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8.3.14.6. NMpnmep HacTpoMnKun

BknroyeHne BPDU-TyHHens

CueHapun:
CerTb NocTasLMKa CepBUCOB
’ Mpoeagep S1 MNpoeangep S2
Gi 0/1 Gi 0/10
kKnunenTa A1 KnneHTa A2

CeTb KnneHTa

PucyHok 8-28.
Larn e Bknounte 6a3osbii QiNQ Ha PE (B aaHHoM npumepe MpoBangep S1/
HaCTPOMKK MpoBangep S2), 4ToObl NakeThbl AaHHbIX CETU KIMEHTA NepedaBannchb

B VLAN 200 B cetn SP.

e Bkniounte npospauvHyto nepegady STP Ha PE ([Mpoearngep S1/
MpoBangep S2 B aToM npumepe), UTobbl ceTb SP Morna nepegaBatbh
nakeTbl STP ceTn knneHTta 4yepes TyHHenb BPDU

MpoBangep | War 1. Cosgante VLAN 200 B cetn SP.
=L QTECH#configure terminal
BeenuTte komaHabl kKOHUrypaumm, no ogHom B ctpoke. KoHeu ¢ CNTL/Z.
QTECH(config)#vlan 200
QTECH(config-vlan)#exit

War 2. Bkntounte 6a3oBbii QINQ Ha nopTy, NOAKNHOYEHHOM K CETU KIMEHTa, U
ucrnionesynte VLAN 20 ong TyHHennpoBaHus.

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel
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QTECH(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan 200

QTECH(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel allowed vlan
add untagged 200

LWar 3. BkntounTe npo3payHyto nepegady STP Ha nopTy, NOAKITHOYEHHOM K CETU
KIMeHTa.

QTECH(config-if-GigabitEthernet 0/1)#(2protocol-tunnel stp enable
QTECH(config-if-GigabitEthernet 0/1)#exit

War 4. Bkniounte npo3padHyto nepegadyy STP B pexume rnobanbHOM
KOHcpurypaumum.

QTECH(config)#12protocol-tunnel stp

War 5. Hactponte Uplink-nopT.
QTECH(config)# interface gigabitEthernet 0/5
QTECH(config-if-GigabitEthernet 0/5)#switchport mode uplink

MpoBangep | HactponTe MNpoBangep S2, BLINONHUB TE Xe OeNCTBUA

S2

MpoBepka MpoBepbTe NpaBUNLHOCTL KOHUrypaumm TyHHens BPDU.
lMpoBepbTe KOHMMUrypaumo TyHHernbHOro nopta, nposepus: 1. Tun nopta —
dotlg-tunnel; 2. VLAN c BHewHum Terom cornacyetcss ¢ Native VLAN u
pobaensetca B cnucok VLAN TyHHenbHoro nopta; 3. [lopT, KoTopbiv
obpawaetca k cetn SP, HacTpoeH kak nopT Uplink

Mposangep | LWar 1. NpoBepbTe NpaBubHOCTb KOHUrypaumm TyHHens BPDU.

S1

QTECH#show |2protocol-tunnel stp

L2protocol-tunnel: stp Enable
L2protocol-tunnel destination mac address: 01d0.f800.0005
GigabitEthernet 0/1 [2protocol-tunnel stp enable

LWar 2. MNMpoeepbTe NpaBUibHOCTL KOHUrypauumn QinQ.
QTECH#show running-config
interface GigabitEthernet 0/1
switchport mode dotlg-tunnel
switchport dotlg-tunnel allowed vlan add untagged 200
switchport dotlg-tunnel native vlan 200
[2protocol-tunnel stp enable
spanning-tree bpdufilter enable
!
interface GigabitEthernet 0/5

switchport mode uplink
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MpoBangep | MNpoBepbTe kKoHGUrypaumio MNpoeangepa S2, BLINOMHUB Te Xe OeNCTBUS
S2

8.3.14.7. PacnpocTpaHeHHble OWnO6KU

B cetn SP nakeTbl BPDU MoryT KOppekTHO npo3payHo nepedaBaTbCs TOMbKO B TOM Criydae,
ecnu agpeca npo3payHon nepenaydn TyHHensa BPDU cornacosaHbl.

8.4. MOHUTOPWUHr

8.4.1. Ounctka

NMPUMEYAHUE: BbinonHeHWe komMaHg clear MOXeET NPUBECTU K NOTepe XXM3HEHHO BaXKHOW
MHopMaLmMK U, TakuM 06pa3om, K NpepbiBaHUIO paboThl Cryxo.

OnucaHue KomaHga

Ounwaetr crTaTUCTUKY nakeToB., | clear spanning-tree counters [ interface interface-id ]
OTNPAaBIiEHHbIX W MNOMYYeHHbIX
Yyepes nopT

Ounwaer WHopMaLmIo 00 | clear spanning-tree mst instance-id topochange
nameHeHumn Tononormum STP record

8.4.2. OToOpaxeHune

OnucaHune KomaHga

OtobpaxaeT napameTpbl MSTP un | show spanning-tree
NHGOPMaLMIO O TONONOrMKM spanning tree

OTobpaxaeT konmMyecTBO oTnpaBneHHbix | show spanning-tree counters [ interface
N nony4yeHHbIx naketoB MSTP interface-id ]

OtobpaxaeT ak3emnnspol MSTP un | show spanning-tree summary
COOTBETCTBYIOLL MM craTyc
nepeagpecaumm nopTos

OtobpaxaeT nopThbl, koTopble A show spanning-tree inconsistentports
3abnokunpoBaHbl ¢ nomollbo Root Guard
unu Loop Guard

OTobpaxaeT koHdurypaumio pernoHa | show spanning-tree mst configuration
MST

OtobpaxaeT wuHdopmaumto MSTP 06 | show spanning-tree mst instance-id
aK3emnnsipe
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OnucaHue

KomaHpa

OtobpaxaeT wHdopmauuto MSTP 00
3K3eMnnsipe, CoOOTBETCTBYOLLEM MOPTY

show spanning-tree mst instance-id interface
interface-id

OTobpaxkaeT  U3MeHeHus
rnopTa B aK3emnnspe

Tonosnornm

show spanning-tree mst instance-id

topochange record

OtobpaxaeT uHdbopmauuo MSTP o060
BCEX 3K3eMnnsipax, COOTBETCTBYHLLMX
nopTy

show spanning-tree interface interface-id

OTtobparkaeT Bpems nepeagpecaumm

show spanning-tree forward-time

OTobpaxaet Bpemsa Hello

show spanning-tree hello time

OTtobpaxkaeT mMakcumarnbHOe KONM4eCcTBO
hop’os

show spanning-tree max-hops

OTtobpakaeT mMakcumarnbHOE KONM4eCcTBO
naketoB BPDU, oTnpaBnsieMbix B CeKyHAOy

show spanning-tree tx-hold-count

OTtobpaxkaeT mMeToa pacyeta CTOMMOCTM
nyTm

show spanning-tree pathcost method

OTtobpaxkaeT uMHGOPMaUMIO O TyHHene
BPDU

show [2protocol-tunnel stp

8.4.3. OTnagka

MPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI MPpY BbiBOAE OTIago4HON MHGopmaumn. Noatomy
OTKMNoYanTe nepeknoyaTens OTNagku cpasy nocne NCcrnonb30BaHuUS.

OnucaHue

KomaHga

OTnapka Bcex STP

debug mstp all

Otnagka MSTP Graceful Restart (GR)

debug mstp gr

Otnagka nony4veHus naketos BPDU

debug mstp rx

Otnagka oTnpaBku naketos BPDU

debug mstp tx

OTtnapka cobbitna MSTP

debug mstp event

Otnagka Loop Guard

debug mstp loopguard

(@ orecy
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OnucaHue

KomaHaa

Otnagka Root Guard

debug mstp rootguard

Otnagka state machine obHapyxeHust MocTa

debug mstp bridgedetect

OTtnapgka state machine nHdpopmauum o nopte

debug mstp bridgedetect

Otnagka state machine murpauum npoTokona nopTa

debug mstp protomigrat

OTnagka nameHeHus Tononorum MSTP

debug mstp topochange

Otnagka npuHumatowen state machine MSTP

debug mstp receive

Otnagka state machine nepexoga ponu nopta

debug mstp roletran

Otnagka state machine nepexoga cocTosHUA nopTta

debug mstp statetran

Otnagka state machine otnpaskn MSTP

debug mstp transmit
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9. HACTPOUKA GVRP
9.1. O630p

MpoTtokon pernctpauun VLAN GARP (GVRP) — aTto npunoxeHune npotokona Generic Attribute
Registration  Protocol (GARP), wucnonb3yemoe Ans AWMHAMUYECKOW  HACTPOMKU U
pacnpoctpaHeHus yneHcTea B VLAN.

GVRP ynpouyaeT HacTponky n ynpasrneHne VLAN. OTO CHMXaeT Harpy3Ky Ha py4Hyto HaCTpomrKy
VLAN n nob6asneHne nopTtoB B VLAN, a Takke CHMWKaeT BEPOSITHOCTb OTKIIOYEHUST CETU N3-3a
HecornacoBaHHoOM KoHurypaumm. C nomowbio GVRP Bbl MOXETE AMHAMUYECKM NOAOEePKNBATD
VLAN un pobGaenatb/ygansate noptbl B/M3 VLAN, 4ToObl 0b6ecneunTtb nogkntoveHne VLAN B
TONonoruun.

9.1.1. NpoToKosbI U cCTaHAAPTDI

CraHgaprt IEEE 802.1D
Cranpapt IEEE 802.1Q

9.2. NMNpunoxeHus

MpunoxeHue OnucaHue

KoHdurypauna GVRP B | CoegnHute gBa koMmyTtaTtopa B NnokanbHylo ceTb (LAN) wu
NoKaslbHON ceTu ocyLlecTeuTe cuHXpoHusaumo VLAN

TyHHenbHoe npunoxeHue | Micnonb3ynTe (OyHKUMIO TyHHeEnst GMOKOB AaHHbIX MpOTOKona
GVRP PDU GVRP (PDU) gnsa npospayHon nepegaymn naketoB GVRP yepes
TYHHenb B ceTeBor cpeae QinQ

9.2.1. KoHdurypauma GVRP B nokanbHoun cetu

9.2.1.1. CueHapum

Bkntounte GVRP u yctaHoBuTe ans pexuma pernctpaumm GVRP 3HaveHne «Normaly, 4ToObl
3aperncTpupoBaTb M OTMEHUTb PerMcTpaumio BCeX AMHAMMYECKNX N ctaTtndecknx ceten VLAN
MeXay YCTPOMCTBOM A 1 YCTPOUCTBOM F.
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Ycrtponctso C

[ririzizoe HHHHHES : " HEHR

Ycrponucteo A Yctpoincteo B Ycrponcteo E Ycrponcteo F

Yerpomncteo D

PucyHok 9-1.

Yctponcteo A, YctponcTteo B, Yctponcteo C, Ycrpowncteo D, Ycrtponcteso E u Yctponcteo F
ABNATCA KOMMyTaTtopamu. MopTbl, NOAKMOYEHHbIE MeXAy OBYMsi YCTPOMCTBAMMW, SABNSATCS
TPaHKOBbIMU NOPTaMMU.

Ha Yctpownctee A u Yctponctee F HacTponTe ctatnyeckme VLAN, ncnonb3yemblie gns CBS3K.

Bkntounte GVRP Ha Bcex kommyTaTopax.

9.2.1.2. PazBepTbiBaHue

e Ha kaxgom ycTpoucTse BKIoUMTEe OyHKUMKM co3ganna GVRP un guHamudeckon VLAN,
a Takke ybeguTtecb, YTo anHamudeckne VLAN MOXHO co3gaBaTb Ha NPOMEXYTOUHbIX
YCTPOWNCTBAX.

e Ha YctpowncTtee A n Yctponctee F HacTponTe ctatndeckme VLAN, ncnonb3yemole ons

cBasu. Ycrtponcteo B, YctponmctBo C, YcrtponctBo D wm Ycrtponctso E Oyayr
anHamuyeckm nsyyatb VLAN vepes GVRP.

NMPUMEYAHUE: pekomeHayeTcs BKMIHOUMTL NPOTOKOS spanning tree (STP), utobbl nsbexartb
neTernb B TOMNOSIOTMN CETU KINEHTA.

9.2.2. TyHHenbHoe npunoxeHue GVRP PDU
9.2.2.1. CueHapum

CeteBasa cpega QinQ ob6blMHO OenuTcsa Ha ceTb KIIMEHTa M ceTb noctaBwmka ycnyr (SP).
dyHKkuma TyHHens GVRP PDU nossonsieT nepenaeath nakeTbl GVRP mMexay ceTsiMu KNMEHTOB
6e3 BnusiHus Ha ceTn SP. PacueT GVRP B KNMEHTCKMX CETAX OTAESNIEH OT pacyeToB B ceTsax SP
6e3 nomex.
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CeTtb nocTaBLMKa CEPBUCOB

- MNposangep S1 MNposangep S2 ‘

Gi 0/5 Gi 0/5

KnueHnt S2

.\ knnenTa A1 knueHta A2 ) .-

CeTb KnueHTa

PucyHok 9-2. Tononornsa TyHHesNbHbIX NpunoxeHun GVRP PDU

PucyHok Bbliwe nokasbiBaeT ceTb SP n ceTb knueHta. CeTb SP cogepxut Provider Edge (PE)
ycTponcTtBa [MNpoeangep S1 un MNpoeangep S2. KnueHtckasa cetb A1 1 Knnentckasa cetb A2 —
3TO ABa KaHana O4HOro 1 TOro Xe KIMeHTa B pasHbiX MecTax. AGOHEHT S1 n ABOHeHT S2 — 310
YCTPOMCTBA MOOCTyNna B KIMEHTCKOW CeTW, KOTOpble MNOAKMIoYeHbl K cetun SP  yepes
MpoBangepa S1 un MNpoBargepa S2 COOTBETCTBEHHO.

®OyHkuma TyHHenss PDU GVRP nossonsdet knuneHtckom cetu A1 n knueHtckon cetn A2
BbIMNOMHATL YHUMUMpoBaHHbi pacyeT GVRP B ceTu noctaBLuMKka ycnyr, He BNUSASA Ha pacudeT
GVRP B ceTn noctasLUmKa yCnyr.

9.2.2.2. PasBepTbiBaHue

e Bxntounte 6asoBbin QinQ Ha PE (MNpoeangep S1 u lNpoeangep S2) B cetn SP ans
nepenayn NakeToB OaHHbIX U3 CETU KNMeHTa Yepes ykasaHHyto VLAN B ceTn SP.

e Bknounte npospadnyto nepegadvy GVRP Ha yctponctBax PE ([Mposanmgep S1 u
MpoBangep S2) B cetn SP, 4toObl NO3BONUTL ceTM SP TyHHenupoBaTb nakeTbl GVRP
N3 CEeTU KNMEHTa C NOMOLL b0 OYHKUUK TyHHennpoBaHna PDU GVRP.

9.3. PyHKUUMN

9.3.1. ba3oBble onpeaeneHusn

GVRP

GVRP — ato npunoxeHne GARP, ncnonb3dyemoe Onsd peructpaumm n OTMEHbI perncrpauuu
aTpubyTtoB VLAN B cnegylowmx pexummax:
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e Korga nopt nonyyaet obbsasneHve atpubyta VLAN, nopt peructpupyeTt aTpubyTbl
VLAN, cogepxawumecsa B 06bsiBrieHnn (To ectb nopt npucoegnHutcsa Kk VLAN).

e Korga nopt nonyyaer obbsaBneHve oT3biBa atpubyta VLAN, nopt oTmeHsieT
peructpaumio atpubyTtoB VLAN, cogepxalumxcs B 06bABNeHUM (To eCTb NOPT BbIXOAUT
n3 VLAN).

3 O6baBneHue
YcTponcteo A anmﬁyTa YctponcTeo B

ObbaBnexHune
OT3bIBa aTpubyTa

PucyHok 9-3.

OvHammnueckas VLAN

VLAN, KOTOpyld MOXHO OMHAaMM4YeCKn cos3gaBaTb M ydandtb 6e3 HeobXxooumMOoCTU pPy4vHOW
HaCTPOKKK, Ha3biBaeTca anHammyeckon VLAN.

Bbl mMoxeTe BpyyHyto npeobpasoBatb AnHamudeckyto VLAN B crtatmyeckyto VLAN, HO He
HaobopoT.

State machine npoTokona ynpaBnsaeT npucoeguHeHnem nNopToB K guHammyeckum cetam VLAN,
Co3faHHbiM Cc nomowpbto GVRP. Tonbko MaructpanbHble MOpPThbl, KOTOpPbIE MNOMy4varoT
obbasneHne atpubyta GVRP VLAN, moryT npucoeauHAtTbcs K aTum VLAN. Bbl He moxeTe
BpYy4YHyto 4o6aBnATb NopTbl B AnHamudeckne VLAN.

Tunbl coobLWeHnn
(1) CoobeHune Join

Korga obbekT npunoxeHna GARP HageeTcs, 4To gpyrme oobektbl GARP 3apernctpupyroTt ero
aTpmbyTbl, OH oTnpasuT coobLieHne Join. Korga o6bekt GARP nonydaet coobuieHune Join ot
apyroro obbekta unm TpebyeT, 4Tobbl Apyrme o6beKTbl 3aperncTpupoBann ero cratmdeckme
aTtpmbyTbl, OH oTnpaenseT coobweHne Join. CyuwecTtByeT pgBa Tuna coobLleHnn o
npucoegnHeHnn: JoinEmpty n Joinin.

e Coob6uweHnne JoinEmpty: ncnonbdyetca Anst o6bsBNeHMS HE3apermcTpuMpoBaHHOMO
atpubyTa.
e  Coob6ueHne Joinin: ncnonbayetcs ans o6bsaABNEHNST 3apEerMCTpMpoOBaHHOIo aTpubyTa.
(2) CoobuieHne Leave
Korga o6bekT npunoxenna GARP HageeTcs, 4To apyrne oobektel GARP 0OTMEHAT pernctpaumio
ero atpubyTtoB, oH oTnpaBuT cooblieHne Leave. Korga o6bekt GARP nony4vaet coobueHue
Leave oT gpyroro o6bekta unm TpebyeT, 4Tobbl Apyrne o6beKTbI OTMEHUIN PETMCTPALIMIO €0

CTaTU4eCKM OTMEHEHHbIX aTpubyToB, OH oTnpaBuT coobuweHne Leave. CyuwlecTByeT aBa Tvna
coobLeHnsa o Beixoge: LeaveEmpty n Leaveln.

e Coob6LleHne LeaveEmpty: ncnonb3yeTtcs ans OTMEHbI pernctpaumm
He3aperMcTpupoBaHHOro aTpmobyTa.

e CoobueHne Leaveln: ncnonb3dyeTtca AN OTMEHbI PErMcTpaumnm 3apermcTpMpoBaHHOIO
aTpubyTa.

(3) Coobwenne LeaveAll

Kaxxgbih 06bekT npunoxeHus GARP 3anyckaeT ceov Tanmep LeaveAll Bo Bpems 3anycka. Korga
Tanmep UcTekaeT, 0ObekT oTnpaensaeT coobuieHne LeaveAll ana oTMeHbI pernctpauum Bcex
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aTpubyToB, 4TOOLI NO3BONUTL ApyrMM o6bekTam GARP nepepernctpupoBaTb aTpnbyThl. Koraa
o6bekT npunoxenns GARP nonydaeT coobuieHne LeaveAll oT gpyroro o6bekTa, OH Takke
oTnpaenseT coobuweHue LeaveAll. Tarimep LeaveAll nepe3anyckaeTcsi npu NOBTOPHOW OTMpaBke
coobLieHna LeaveAll, 4Tobbl MHULMMPOBATL HOBbLIN LIMKII.

Tunbl TanmepoB

GARP onpegenseT YeTbipe Taumepa, UCMOoNb3yeMbIX AN yNpaBneHus OTnpaBKo cCoobLeHNIA
GARP.

(1) Tanmep Hold

Tanmep Hold ynpaenseTt otnpaskon coobweHnn GARP (Bkntoyasa coobuieHunsa Join u Leave).
Korga o6bekT npunoxerHnsa GARP n3mMeHseT cBon atpubyThl nnu nonyyaet coobuweHne GARP
OT Apyroro obbekTa, OH 3anyckaet Taumep Hold. B TeyeHue nepmoga Tanm-ayta OObEKT
npunoxeums GARP uHkancynupyet Bce coobweHus GARP, koTopble [OSMKHbI ObITh
OTMpaBneHbl, B NakeTbl, BO3MOXXHOE Maroe KOfIMYeCcTBO NakeToB, U OTrnpaBnsaeT nakeTbl, Korga
Tanmep nctekaet. ATO YMeHbLUAET KONMMYECTBO OTMNpPaBNAeMbIX NaKeTOB U 3KOHOMUT pecypchl
NPOMNYCKHOM CMOCOBHOCTMW.

(2) Tanmep Join

Tanmep Join ynpaensieT oTnpasBkon coobuieHnn Join. Nocne Toro kak 06bekT NpUnoXeHus
GARP oTtnpaensiet coobiieHme Join, OH OXugaeT OAWH MHTepBan TanMm-ayTa Tanmepa Jaoin,
4yTObbl Y6EeanTbCs, YTO coobLleHne O MPUCOeAUHEHUN HadEeXHO nepenaHo Opyromy obbekTy.
Ecnn obbekt npunoxeHna GARP nonyyaeTt coobuwieHue Joinin ot gpyroro obbekta go
NUCTeYeHns BpeMeHu Tammepa, OH He OyadeT MOBTOPHO OTNPaBnAaTb coobueHwe Join; B
NPOTMBHOM Crlyd4ae OH MOBTOPHO OTNpaBuT coobuleHne Join. He kaxabin aTtpubyT umeet
cobCTBEHHBIV Tarimep Join, HO Kaxabi 06bekT npunoxeHns GARP nmeeTt ogunH Tanvep Join.

(3) Tanmep Leave

Tanmep Leave ynpaBnseT 0OTMeHoM pernctpaumm atpmbyta. Koraa ob6bekt npunoxeHus GARP
HajeeTcs, 4YTO Apyrne OObeKkTbl OTMEHSIT perucTpauuio OJHOro M3 ero aTtpubyToB, OH
oTnpasnsieT cooblieHne Leave. [pyrne obbekTbl, nonyunslume coobuieHme Leave, 3anyckaroT
Tanmep Leave. Peructpaumss atpubyta OyaeT OTMEHeHa TOMbKO B TOM Cry4vae, ecrnv 3Tu
00bekTbl He Nosy4aT coobLeHnsa Join, conocTaBneHHOro ¢ atpnubyTom, B TeHEHNE TanM-ayTa.

(4) Tanmep LeaveAll

Kaxabih ob6bekT npunoxennsas GARP 3anyckaeT cBov cobCTBeHHbI Tanmep LeaveAll npwu
3anycke. Korga tarimep uctekaet, o6beKT oTnpaenseT coobieHne LeaveAll, 4yToGbl no3BonnTb
apyrmm obbektam nepepernctpupoBaTtb atpmbyTel. 3atem Tanmep LeaveAll nepesanyckaercs,
YTOObI MHULUMMPOBATb HOBbLIW LIMKII.

Pexumbl oobaBneHna GVRP

GVRP nos3sonsieT KoMmyTaTtopy MHOOPMMPOBaTb APYrMe NOAKMNIOYEHHbIE YCTPOMUCTBA O CBOMX
VLAN 1 MHCTPYKTMPOBaTb PEEer-yCTpoMCTBO O co3gaHuM KOHKpeTHbiXx VLAN n gobaBneHun
nopTtos, nepegarowmx naketol GVRP, B cootBeTcTBYIOWMNE VLAN.

HocTtynHbl aBa pexnma obbsaeneHna GVRP:

e Pexumm Normal: ycTponcTBo M3BHe 06baBnsAeT nHdopmaumio o ceoen VLAN, Bktovas
OnHammnyeckme n ctatndyeckne VLAN.

e Pexum Non-applicant: ycTponcTBO He 00bsABNSAET N3BHE MHGOpMauumo o ceoenn VLAN.
Pexunmbl peructpauumn GVRP

Pexum pernctpaumm GVRP ykasbiBaeT, obpabartbiBaeT nM KOMMyTaTop, KOTOPbIA nonyyaeT
naket GVRP, nigopmaumio o VLAN B nakete, Hanpumep, AMHaMnyeckm cosgaeT Hosyo VLAN
n pobaBnsieT NopT, KOTOpbIN nony4yaeT nakeT, B VLAN.

HocTtynHbl ABa pexunma perunctpaumm GVRP:
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e Pexum Normal: o6paboTka nHgopmauum VLAN B nonyyeHHom nakete GVRP.

e Pexum Disabled: HeT 06paboTkm nHpopmaumm VLAN B nonyyeHHoMm nakete GVRP.

9.3.1.1. O630p
Ocob6eHHOCTb OnucaHue
CVHXPOHM3aLus OunHamunyeckn cozgaeTt VLAN n pobasnset/yaanset noptbl B/u3 VLAN,
nHpopmaumm VLAN | 4TO CHWXaeT Harpy3ky Ha pydHYH HacCTPOMKY M BEPOSATHOCTb
BHYTPW TOMOJSIOrNMU oTkntoveHuns VLAN n3-3a oTcyTCTBMA KOHpUrypauum

9.3.2. CuHxpoHusaumsa nHpopmauum VLAN BHYTpU TONOsMormm

9.3.2.1. MpuHUMN paboTbl

GVRP — aT10o npunoxeHne GARP, ocHoBaHHOe Ha pabovem mexaHmame GARP. GVRP
noggepxuBaeT AMHAMUYECKYIO PermcTpaumoHHyo uHgopmaumio VLAN Ha ycTponctese U
pacnpocTpaHseT 3Ty MHPOpPMaUMIoO Ha Apyrne yCcTpoucTBa. YCTpPoUCTBO ¢ nogaepxkon GVRP
nonyyaeTt perucTpaumoHHyo uHdopmaumo VLAN oT Apyrux YCTPOMUCTB M OUHAMWUYECKU
oOHOBMSET perucTpaumoHHyto  uHdopmaumio  nokanbHor VLAN.  YCTpOWCTBO Takke
pacnpocTpaHseT nHdopmaumio o pernctpauum nokanbHon VLAN Ha apyrve ycTponcTea, YTobbl
BCE YCTpPOMCTBA B CeTU MOOAEpXUBanuM COrnacoBaHHylo uHdopmaumio o cetn VLAN.
PernctpaumonHas nHohopmauma VLAN, pacnpoctpaHsemas GVRP, BknoYaeT HacTPOEHHYH
BPYYHYIO CTaTUYECKYI0 PEerucTpauMoHHYI0 WHOPMaLUMI0 Ha JIOKanbHOM YCTPOWCTBE W
ANHAMWNYECKYI0 PErMcTpaLmOoHHY0 MHpOpMaLMIO OT APYrnX YCTPOMCTB.

MUHdopmaumoHHoe 06 baBneHne BHewHen VLAN

MarnctpaneHblin nNopT Ha YycTponctBe c nogdepxkon GVRP nepuognyeckn cobupaet
nHcopmaumio 0 VLAN BHyTpu nopTta, Bkmodasd VLAN, K KOTOpPbIM MaructpanbHbii NopT
npucoeanHsieTca unu otcoeanHaetca. CobpaHHaa nHgopmaums o VLAN uHkancynmpyeTcs B
naketT GVRP gns oTnpaBkM Ha peer-ycTpoucTBo. [locne Toro, kak marmcrtpanbHbld MOPT Ha
peer-ycTponcTee nonyyaeT nakeT, OH npuHuMmaeT uHdbopmauuio o VLAN. 3atem Oyagyt
OMHaMuyeckn cosgaHbl cootBeTcTByloWwMEe VLAN, a MarnctpanbHbii NOPT MPUCOEaNHUTCH K
cosgaHHbiM VLAN mnnu seingeT ua gpyrmx VLAN. [JononHuTteneHble cBegeHmsi 06 nHdopmauum
o VLAN cMm. B npuBe4eHHOM BblilLE ONUCaHMK TMnoe coobweHnn GVRP.

9.3.2.2. CBsAi3aHHble KOHUrypaumm

GVRP OTKno4YeH no yMmosn4yaHuio.
e 3anyctute [no] gvrp enable, 4Tobbl BKNIOUNTL MK oTKMOUMTL GVRP.

Mocne BkntoyeHnss GVRP Ha ycTponcTee yCTpOMCTBO oTnpaBnseT naketel GVRP, cogepxalume
nHcopmaumio o VLAN. Ecnu npotokon GVRP OTKMAOYEH Ha YCTPOWCTBE, YCTPOWMCTBO He
otnpaenseT naketel GVRP, cogepxawme wnHdopmauuio o VLAN, n He obpabatbiBaeT
nony4eHHole naketbl GVRP.

Perucrtpauusa n otmeHa perunctpauum VLAN

Mpn nonyyeHnn naketa GVRP kommyTatop onpegenset, cnegyet nun obpabatbiBaTb
nHdopmaumio VLAN B nakete B COOTBETCTBUM C PEXUMOM pernctpaumm cOOTBETCTBYIOLLErO
nopta. [ononHuTenbHble CBeAEHUA CM. B MPUBEOEHHOM BbIlle OMUCaHUN  PEXMMOB
pernctpaunn GVRP.
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9.3.2.3. CBsAi3aHHble KOHhUrypauum

e Ecnu GVRP Bknto4veH, nNopT B pexume Trunk no ymMon4aHUIO akTusuMpyeTcs C
OnHamuyeckon peructpaumen VLAN.

e  YT10Obl BKNIOUMTL AnHaMmyeckyto permctpaunto VLAN Ha nopTy, BbINOMHUTE KOMaHay
gvrp registration mode normal. YToGbl OTKNIOYNTL OUHAMUYECKYHO PErnCTpaumio
VLAN Ha nopTty, BbINOMHMUTE KOMaHAy gvrp register mode disable.

e Ecnu guHamnyeckaa peructpaumss VLAN BkniouveHa, guHamundeckne VLAN OyayT
CO3[aHbl Ha NoKanbHOM YCTPOWCTBE, Koraa nopT nonyunt nakeT GVRP, cogepxalimmn
nHdopmaumio o VLAN, oT peer end.

o Ecnu guHamunyeckasn pernctpauma VLAN oTkntodeHa, anHamudeckad VLAN He 6ygeTt
co3faHa Ha fnokaribHOM yCTpoucTBe, Korga nopt nony4ut naket GVRP ot peer end.

KoHdurypauus OnucaHue u KomaHaa
HacTtpowka (Ob6sazaTenbHbIn) OH  ucnonb3yetca ana  BkaodeHns GVRP  wu
OCHOBHbIX _YHKUMA | AuHamu4yeckoro co3gaHunsa VLAN
GVRP n
CMHXDOHM3aLNN gvrp enable BkntoyaeT GVRP
nHdopmaummn VLAN
gvrp  dynamic-vlan-creation | BkniovaeT OnHamu4yeckoe
enable co3gaHue VLAN
switchport mode trunk MepekntoveHne B pexum

maructpanbHoro nopta. GVRP
OencTeyeT ToSbKo B pexunme Trunk

switchport trunk allowed vlan | MNMo3eonsiet Tpaduky ns scex VLAN

all NpoxXoanTb
Hactporika gvrp applicant state HactpanBaeT pexvm o6bsBneHus
OCHOBHbIX _(QYHKLINI nopta. Pexum Normal ykasbiBaet
GVRP i Ha oObsABNeHNe uHdOpMaUUN O
CUHXPOHU3aLINN VLAN un3BHe nyTtem OTMpaBKu
nHdopmaumm VLAN naketa GVRP. Pexum

Non-applicant ykasbiBaeT, 4TO He
cnegyeT o6bABNATE MHOpPMaLMIO
o VLAN n3BHe

gvrp registration mode HacTtpauBaeTt pexum permcrpauumn
nopta. Pexum Normal ykasbiBaeT
Ha o0paboTky wuHdoOpMauun o
VLAN B norfyyYyeHHOM nakeTe
GVRP, Hanpumep, OuMHaMmn4eckoe
cosgaHne VLAN wn pobasneHue
noptos B VLAN. Pexum Disabled
yKasblBaeT, 4TO He cneayet
obpabaTtbiBaTb MHdopMaLmIo
VLAN B nonyyeHHom nakete GVRP
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KoHdurypauus OnucaHue u KomaHaa

(OnuunoHanbHo) Ucnonb3yeTcs Ans HACTPOWMKM TalMeEpPOB U pexunma
perncTpaumm n pexmnma oobsiBneHns nopta

gvrp timer HactpauBaeT Tanmepsl
HacTtponka (OnuunoHanbHo) OH wncnonb3yeTcss AN HaCTPOWMKM  MpO3padvHoOn
Npo3pavyHou nepegayn GVRP PDU
nepenayu GVRP
PDU bridge-frame forwarding | BknioyaeT npospayHyto nepegady
protocol gvrp GVRP PDU

Hactponka dyHkummn | (OnumoHansHo) OH ncnonb3yeTca ANs HACTPOUKA (PYHKUMU TyHHENSs

TyHHens GVRP PDU | PDU GVRP

I2protocol-tunnel gvrp BkntovaeT dyHkumio TyHHenss PDU
GVRP B pexume rnobanbHom
KOHUrypaumm

[2protocol-tunnel gvrp enable | BkntoyaeTt cpyHKkumo TyHHens PDU
GVRP B pexunme koHdUrypaumm
NUHTepdenca

[2protocol-tunnel gvrp tunnel- | HactpanBaeT agpec npo3payHom
dmac nepegauu, MCNoSib3yeMbli
dyHKumen TyHHens GVRP PDU

9.4. KoHhurypauus

9.4.1. Hactpoka OCHOBHbIX ¢yHKUMKU GVRP 1 CUMHXpOHMU3auuUn

9.4.1.1.

9.4.1.2.

nHdopmauum VLAN

AdrhbekT KOHUrypauum

OuHamnuecku cosgaeatb/yaanaTtb VLAN n gobaenaTte/yganate noptel B/u3 VLAN.

CuHxpoHnsmpyeT uHdopmaumio VLAN mexagy ycTponcTtBamu, 4tobbl obecrneunTb
HOpPMarbHYK CBSA3b BHYTPY TOMOSOMMK.

CokpallaeT Harpy3ky Ha py4Hyt0 HacTpowvKy u ynpowaeT ynpasrneHue VLAN.

MpumeyaHus

GVRP gomxkeH 6biTb BKNOYEH Ha 060MX NOAKMOYEHHbIX YCTporcTBax. NMHdopmaums
GVRP nepepgaeTcsa TONbKO N0 MarnctpanbHbiM kKaHanam. Nepegasaemas nHopmaums
copepXuT mHdopmaumio 06o Bcex cetax VLAN Ha Tekylem yCTpOWCTBE, BKIOYast
OnHamuyeckm nadydeHHble cet VLAN u cetn VLAN, HaCTpOEHHbIE BPYYHYIO.

Ecnn STP Bknto4eH, TONbko MOpTbl B cocTtosHunM Forwarding ydacteyioT B GVRP
(Hanpumep, nonyyatoT n oTnpasnaT PDU GVRP) n nonyyatoT nHgopmaumio 0 CBoen
VLAN, pacnpoctpaHsemyio GVRP.
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e Bce noptbl VLAN, nobaeneHHble GVRP, aBnsaoTCca NOMeYeHHbIMU TeraMmu nopTamMu.

o Cucrema He coxpaHsieT UHgopmauuio o VLAN, KoTopas AMHaAMUYECKU Wn3yyaeTcs
GVRP. NHdopmauma GyaeT notepsiHa Npy nepesarpy3ke YCTPONCTBA U HE MOXET ObITb
COXpaHeHa BPYYHYI0.

e Bce ycTpoinicTBa, KOTOpbIM HeO6X0aUMO 0OMeHMBaTbCs MHdopmaumnen GVRP, 4OMmKHbI
noaaepXmneaTthb cornacoBaHHble Tanmepbl GVRP (Tanmep Join, Taimep Leave n Tanmep
Leaveall).

e Ecnu STP He Bknto4veH, BCe AOCTYMNHble nopTbl MoryT yyacteoBaTb B GVRP. Ecnu
BKITIOYEHO OAHO spanning tree (SST), TONbKO MOPTblI B COCTOSIHAM NEPECHINKU
(Forwarding) B KoHTekcTe SST ydacTteyioT B GVRP. Ecnu BKMOYEHO HECKONbKO
spanning tree (MST), GVRP moxeT paboTtaTb B KOHTEKCTE spanning tree, KOTOpomy
npuHagnexut VLAN1. Bbl He MoxeTe ykasaTb OPYron KOHTEKCT spanning tree ans
GVRP.

9.4.1.3. lWarn HacTpouku

BkntoyeHne GVRP

e OO6Gsi3aTenbHbIN.

o Tonbko ycTponcTtea ¢ nogaepxkon GVRP moryT obpabateiBaTth nakeTsl GVRP.
Bknro4vyeHne auHammyeckoro cosgaHusa VLAN

e O6GsiI3aTenbHbIN.

e [locne BknoveHus anHammudeckoro cosganHms VLAN Ha ycTponcTee ycTponcTeo byaer
OnHammyeckn cosgasatb VLAN npu nonyveHmm coobieHnn GVRP Join.

HacTponka TtanmeposB
e OnuuoHankeHo.

e CyuwecTtByeT Tpu Taimepa GVRP: Ttanmep Join, Tanmep Leave n Ttanvep Leaveall,
KOTOpble NCMONb3YTCA AN YyNpaBneHnst UHTepBanamu oTnpaBkn COOOLLEHWIA.

e B3auMMOOTHOLUEHUS WHTEepBanoB TaMMepa criedylline: MHTepsan Tavmepa Leave
[ormkeH ObiTb B Tpy unn 6onee pas Gonblue, Yem MHTEpBan Tanmepa Join; MHTepBan
Tanmepa Leaveall gomxkeH 6biTb 6onblue, Yem MHTepBan Tanmepa Leave.

e Tpu Tanmepa ynpaensatTcs state machine GVRP 1 MoryT 3anyckaTbCsa Apyr ApYyrom.
HacTtpoika pexxnma o6bsABNeHns nopra

e  OnuyuoHarnkeHo.

e [locTynHbl gBa pexuma obbasneHns GVRP: Normal (no ymonyaHuio) n Non-applicant.

e Pexmm Normal: ykasblBaeT, YTO YCTPONCTBO U3BHE 00bABNSAET MHAOOPMAaLMIO O CBOEN
VLAN.

¢ Pexum Non-applicant: ykasbiBaeT, YTO YCTPOWCTBO He OOBbSABNSAET N3BHE MHOPMaLUMIO
o ceoen VLAN.

Hactpouka pexuma permctpauum nopra

e OnuuoHanbHo.

e [loctynHbl ABa pexuma permctpaumm GVRP: Normal n Disabled.
MepeknoyeHne B peXXMm MarucTpanbHOro nopra

e ObgszaTtenbHbIn.

e GVRP genctByeT TOMbKO Ha NOpThl B pexume Trunk.
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9.4.1.4. NpoBepka

3anyctute komangy show gvrp configuration, 4To6bl NPoBEPUTL KOHUIYpaLuIo.
MpoBepbTe,

HacTpoeHa nn pguHammyeckast VLAN, u COOTBETCTBYKOLMA MNOPT

npucoeanHaeTcs kK VLAN.

9.4.1.5. CBsAA3aHHbIe KOMaHAbI

BkniouyeHue

GVRP

KomaHpa

gvrp enable

Mo ymonyaHuio

Mo ymonyaHuio GVRP BbIknoueH

KomaHgHbIn
peXnm

Pexunm rnobanbHon koHdurypauum

PykoBoacteo no

GVRP MOXHO BKMOYMTb TOMBKO B pexunme rnobanbHoOn KoHdurypauumu.

ncnonssoBaHunio | Ecnun GVRP He BknoyeH rnobansHo, Bbl BCE PaBHO MOXETe YCTaHOBWUTb
apyrvme napameTpbl GVRP, HO HacTponks napamMeTpoB BCTYNAT B CUMy
TonbKo nocre 3anycka GVRP
BknroyeHune auHamuyeckoro cosngaHusa VLAN

KomaHpa

gvrp dynamic-vlan-creation enable

Mo ymonyaHuio

Mo ymonyaxuio gnHamuyeckoe cosgaHne VLAN BbIkntoYeHo

KomaHgHbIn
PEXNM

Pexunm rnobanbHon KoHurypawmm

PykoBoacteo no
MCNONb30BaHNIO

Korga nopT nony4daet coobuienne Joinin unm JoinEmpty, ykasbiBatowiee Ha
HecywecTBytowyto VLAN Ha nokanbHom ycTtponctee, GVRP moxet
cosgaTtb aTy VLAN B 3aBMCUMOCTM OT KOH(pUrypaumm aTon KoMaHgbl

NMPUMEMAHUE: napameTpbl guHamudeckon VLAN, cosgaHHon yepe3 GVRP, HeNb3a U3MEHUTb

BPYYHYIO.

Hactpowka TanmepoB

KomaHga gvrp timer {join timer-value | leave timer-value | leaveall timer-value }
Onuncanne timer-value: 1-2 147 483 647 mc
napameTpoB

Mo ymonyaHuio

Tanmep Join: 200 mc, Tanmep Leave: 600 mc, Tanvep Leaveall: 10 000 mc

KomaHgHbin
pexum

Pexwum rnobanbHon KoHUrypaumm
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PykoBoactso no
NCNoNb30BaHNIO

MHTepBan Tanmepa Leave pOormkeH ObiTb B Tpu pasa Gonblle, 4em
WHTepBan Tanmepa Join.

MHTepBan Tammepa Leaveall gomkeH ObiTb Gonblue, 4eM WHTepBan
Tanmepa Leave.

EavHuuen BpemeHn 9BnsaTCaS MUNNUCEKYHAbI.

B peanbHon ceTn pekomeHayoTCa crneayoLlme nHTepeansl Tanmepa:
Tanmep Join: 6000 mc (6 c)

Tanmep Leave: 30000 mc (30 ¢)

Tanmep Leaveall: 120 000 mMc (2 MUHYTbI)

Y6eautecb, 4to Hactponkn Tanmepa GVRP Ha Bcex B3auMMOCBSA3aHHbIX
yctporctBax GVRP cornacoBsaHbl; B npotMBHoM crniydae GVRP moxeTt
paboTaTb HeENpaBUbLHO

HacTpoiika pexnma o6bLABNEeHnA nopTa

KomaHga gvrp applicant state { normal | non-applicant }
Onucanue normal: ykasbiBaeT, 4TO NOPT BHELWHe 06baBnseT nHgopmaumio o VLAN.
napameTpoB

non-applicant: ykasbiBaeT NopT He OOBLABMSET WU3BHE WHOPMAaLMIO O
VLAN

Mo ymonyaHuio

Mo ymonuyaHuio noptam paspeLleHo oTnpaesndate yBegomnerHme GVRP

KomaHgHbin
peXnm

Pexnm koHdurypaumm nHtepdenca

PykoBoacteo no
MCNONb30BaHNIO

OTa KkoMaHga Ucnonb3yeTcs Ans HAaCTPOMKN pexmnma obbsasnenns GVRP
nopTta

HacTpoiika pexuma perucrpauum nopra

KomaHga gvrp registration mode { normal | disabled }
Onucaxve normal: ykasbiBaeT, 4YTO TMOPTYy paspelleHo MNPUCOEaNHATLCA K
napameTpoB anHamuyeckon VLAN.

disabled: ykasbiBaeT, 4TO MOPTY HE pas3peLleHO MNPUCOEAUNHATLCS K
anHammnyeckon VLAN

Mo ymonyaHuio

Ecnn GVRP Bknto4veH, nopT B pexume Trunk No yMon4aHuo akTUBMpyeTcs
C AMHamunyeckon pernctpaumen VLAN

KomaHgHbin
pexum

Pexum koHdurypaunm nHtepderica
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PykoBoacTBO no | OTa KOMaH4a UCMomnb3yeTca Ars HAacTporku pexuma pernctpauun GVRP
NCnonb30BaHUO | nopTa

9.4.1.6. NMpumep KoHduUurypaumumn

BknioyeHne GVRP B Tononoruum u aAunHamuyeckoe obcnyxmBaHue VLAN wu
B3aumooTHoweHue VLAN-nopT

CueHapun:

G 0/1 G 0/2 G 0/3 G 0/1

PucyHok 9-4.

Warn
HaCTPOWKK

e HakommyTatope A n kommyTtatope C HactpourTe VLAN, ncnonssyemole
ONSA CBSA3M B CETU KITMEHTA.

e Bknwounte dyHkumn cosgaHua GVRP u guHammyeckon VLAN Ha
KommyTaTope A, kommyTtaTope B n kommyTaTope C.

e HacTtponte nopTbl, NOOKMHOYEHHbIE MEXAY KOMMyTatopamu, Kak
MarmcTpasbHble NopTbl U yoeantecn, 4To cnnckn VLAN MarmcTpanbHbIxX
NOPTOB BKMOYAKT KOMMYyHMKaumMoHHble VLAN. [lo ymonyaHuio
MarmcTpasibHbIM NOPT nponyckaeT Tpadmk n3 Bcex cetenn VLAN.

e PekomeHayeTtca Bknountb STP, 4ToObI M30exaTb neTenb

1. Cosganite VLAN 1-200, ncnonb3ayemyto s CBSA3M B CETU KIMEHTA.
A# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
A(config)# vlan range 1-200

2. Bkntounte dyHkumm cosganna GVRP 1 gnHamuyveckom VLAN.
A(config)# gvrp enable
A(config)# gvrp dynamic-vlan-creation enable

3. HacTtponTe nopT, NoAKMOYEHHbIN K KOMMYTaTopy B, Kak MmarmctparnbHbIv NOpT.
Mo ymon4yaHuio MarmcTpanbHbli NOpT nponyckaeT Tpaduk n3 Bcex ceten VLAN.

A(config)# interface gigabitEthernet 0/1
A(config-if-GigabitEthernet 0/1)# switchport mode trunk

4. Hactponte pexum OObSBMEHUS U PEXUM PerucTpauum marmctpanbHOro
nopta. Pexum Normal wncnomnb3yeTcsa Mo YMOMYaHWKO, U €ero He HYXHO
HacTpavBaTb BPY4HYIO.

A(config-if-GigabitEthernet 0/1)# gvrp applicant state normal
A(config-if-GigabitEthernet 0/1)# gvrp registration mode normal
A(config-if-GigabitEthernet 0/1)# end
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KoHdurypaums Ha kommyTaTope C Takasi e, kKak U Ha KommyTtaTtope A

1. Bkntounte cyHkumm cosgaHma GVRP n guHamumyeckon VLAN.
B# configure terminal
B(config)# gvrp enable
B(config)# gvrp dynamic-vlan-creation enable

2. Hactpoiite nopTbl, NogkntoYeHHbIe kK koMmyTaTopy A 1 kommyTaTopy C, kak
mMarucTpanbHble NopThbl.

B(config)# interface range GigabitEthernet 0/2-3
B(config-if-GigabitEthernet 0/2)# switchport mode trunk

MpoBepka

MpoBepbTe npaBUNbHOCTL KOHpurypauum GVRP Ha Kaxgom YCTpPOWCTBE.
MpoeepbTe, 4To VLAN 2-100 guHammyeckum cosgatoTcs Ha KommyTtatope B u
npucoegnHaotca nm nopt G 0/2 n nopt G 0/3 Ha kommyTtatope B «
anHammnyecknm VLAN

A# show gvrp configuration

Global GVRP Configuration:

GVRP Feature:enabled

GVRP dynamic VLAN creation:enabled

Join Timers(ms):200

Leave Timers(ms):600

Leaveall Timers(ms):1000

Port based GVRP Configuration:

PORT Applicant Status Registration Mode

GigabitEthernet 0/1 normal normal

B# show gvrp configuration

Global GVRP Configuration:

GVRP Feature:enabled

GVRP dynamic VLAN creation:enabled

Join Timers(ms):200

Leave Timers(ms):600

Leaveall Timers(ms):1000

Port based GVRP Configuration:

PORT Applicant Status Registration Mode
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GigabitEthernet 0/3 normal normal
C C# show gvrp configuration

Global GVRP Configuration:

GVRP Feature:enabled

GVRP dynamic VLAN creation:enabled

Join Timers(ms):200

Leave Timers(ms):600

Leaveall Timers(ms):1000

Port based GVRP Configuration:

PORT Applicant Status Registration Mode

GigabitEthernet 0/1 normal normal

9.4.1.7. PacnpocTpaHeHHble OLWNOKKU

e [lopTbl, NOOKMIOYEHHbIE MEXAY YCTPONCTBAMMW, HE HAXOAATCA B pexume Trunk.

e Cnmckn VLAN nopToB, NOLKITHOYMEHHbIX MeXZy ycTponmcTBamu, He BkmtovatoT VLAN,
ncnonb3yemble ONs CBA3U B CETU KITMEHTA.

e Pexumbl obbaBneHns GVRP n pexumbl perncrpauum MaructpanbHbiX MOPTOB He
ycTaHoBneHbl Ha Normal.

9.4.2. Hactpouka npo3padHoun nepegayum GVRP PDU
9.4.2.1. 3hdeKT KoHdUrypaumm

Paspewaet yctponctesam npo3pavHo nepegasatb kagpbl PDU GVRP, 4tobbl peanu3oBaTb
HopManbHbIM pacdeT GVRP mexay yctponcteamu, korga GVRP He BKIOYeH.

9.4.2.2. NMpumeyaHun

lMpospayHasn nepegadya GVRP PDU BcTynaeT B cuny Tonbko Torga, korga GVRP OTKMOYEH.
Mocne BkntoyeHnsa GVRP ycTponcTtea He GyayT npo3payvHo nepegasaTb kagpbl GVRP PDU.
9.4.2.3. llarn HacTponku

Hactpouka npo3payHon nepegaum GVRP PDU

e  OnuuoHanbHo.

e BbINonHUTE 3Ty HACTPOKMKY, €CAM BaM HYXXHO paspelnTb YCTpoNCTBaM Npo3payvyHo
nepenasaTtb kagpbl PDU GVRP, korga GVRP oTkntoyeH.

9.4.2.4. NpoBepkKa

3anycTtute komaHgy show run, 4ToObl NPOBEPUTDL, BKOYEHA NN Npo3padHasn nepegadva GVRP
PDU.
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9.4.2.5. CBsAA3aHHbIe KOMaHAbI

HacTtpounka npo3payHoun nepegaym GVRP PDU

KomaHpa bridge-frame forwarding protocol gvrp
KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
pexum

Mo ymonyaHuio | Mo ymonuyaHuio (yHKUMA OTKAOYEHa

Pykoeogcteo no | B ctanHpgapte IEEE 802.1Q MAC-agpec HasHayeHus 01-80-C2-00-00-06
ncnonb3oBaHuio | 3apesepBupoBaH ans PDU GVRP. Yctporictea, coBmectumble ¢ |IEEE
802.1Q, He nepecbinatoT nonyyeHHole kagpbl GVRP PDU. OgHako npwu
haKTM4YeCcKOM pas3BepTbiBAHUN CETWM YCTPOMCTBAM MOXeET notpeboBaTbCs
npo3spadHas nepegada kagpos GVRP PDU gns peanusaumm HopmarsbHOMo
pacyeta GVRP mexgy yctporictBamu, korga GVRP He BKntodeH.

Mpo3payvHasn nepegadya GVRP PDU BctynaeT B cuiny TONbKO Toraa, korga
GVRP otkntoveH. [locne BkntodeHna GVRP ycTtponctBa He 6OyayT
npo3spayHo nepegasatb kagpsl GVRP PDU

9.4.2.6. Npumep KoHcpUrypaumm

HacTponka npo3payHoun nepegaum GVRP PDU
CueHapun:

STP STP

DEV A DEV B DEV C

PucyHok 9-5.

Bkntounte GVRP Ha DEV A n DEV C. (DEV B He Bkntovaetcs ¢ GVRP)

LWarn HacTtponte npospadHyto nepegady GVRP PDU Ha DEV B ans peanusauuu
HacTporku | HopmanbHoro Pacueta GVRP mexay DEV A n DEV C

DEV B QTECH(config)#bridge-frame forwarding protocol gvrp

Mpoeepka | 3anyctute kKomaHay show run, 4Tobbl NPOBEPUTL, BKMOYEHA N Npo3payHast
nepenaya GVRP PDU

DEV B QTECH#show run

Building configuration...
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Current configuration : 694 bytes

bridge-frame forwarding protocol gvrp

9.4.3. HacTtpouka cpyHkuum TyHHenss GVRP PDU
9.4.3.1. 3hdeKT KoHdUrypaumm

Mpo3payHo nepepasanTe nakeTbl GVRP Mexay ceTsMn KNMeHToB Yepes TyHHenu B ceTsx SP,
He BNuada Ha ceTh SP, n Tem cambiM oTaensanTe pacdetbl GVRP B ceTsx KNMEHTOB OT pacyeToB
B ceTax SP.

9.4.3.2. NMpumeyaHusn

®yHkumna TyHHenss PDU GVRP BcTynaeT B CUny Nocrne ee BKIMIOYEHUA B pexume rrnobarnsHom
KOHcpurypaumm n pexxmme koHdurypaumm nitepderica.

9.4.3.3. lWarn HacTpounku

Hactpouka pyHkuum TyHHena GVRP PDU

(OnuunoHanbHO) BbinonHUTE 3Ty HACTPOWKY, eCriv BaM HYXHO pa3genuTtb pacyet GVRP mexay
CeTaAMU KNMEHTOB M CETAMM NocTaBLmKa ycnyr B cpege QinQ.

9.4.3.4. NpoBepka

3anycTtute komaHgy show I12protocol-tunnel gvrp, 4To6bl NPOBEPUTL KOHUIypaumo TyHHENs
GVRP PDU.

9.4.3.5. CBsAA3aHHble KOMaHAbI

Hactponka dyHKuum TyHHenupoBaHusa PDU GVRP B pexume rnobanbHou
KOHcpUurypaumm

KomaHga I2protocol-tunnel gvrp

Mo ymonyanuio | o ymonyaHuio oyHKUMA OTKNOYEHa

KomaHaHbIn Pexunm rnobanbHomn koHdurypauum
pexunm

PykoBogcteo no | dyHkums TyHHenupoBaHus GVRP PDU Bctynaetr B cuny nocne ee
NCNONb30BaHNIO | BKIOYEHUSA B pexnme rnobanbHOM KOHUrypauum m pexmme HacTPOWKU
nHTepdenca

Hactpounka dpyHKuumn TyHHenupoBaHusa GVRP PDU B pexume KOHcpurypaumm
MHTepcpenca

KomaHga [2protocol-tunnel gvrp enable

Mo ymonuaHuio | Mo ymonyaHuio PyHKUNA OTKMoYeHa
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KomaHgHbIn
pexnm

Pexum koHdurypaunm nitepderica

PykoBoacteo no
NCNONb30BaHMIO

®yHkuna TyHHenuposaHns GVRP PDU Bctynaetr B cuny nocrne ee
BKIIOYEHNS B pexnme rnobanbHON KOHUrypaumm n pexume HacTpOMKu
UHTepdenca

Hactpouka agpeca npo3payHoun nepenaum TyHHena PDU GVRP

KomaHga I2protocol-tunnel gvrp tunnel-dmac mac-address
Onucanwne mac-address: ykasbiBaeT agpec GVRP, wucnonb3yembii npo3pavyHou
napameTpoB nepegaven

Mo ymonyaHuo

Mo ymonuanuio agpec 01d0.f800.0006

KomaHgHbIn
pexum

Pexum rnobansHon koHdurypaumm

PykoBoacteo no
NCNomnb30BaHUIO

NPAMEYAHUE:

B npunoxenunn tyHHena GVRP PDU, korga naket GVRP u3 knueHTcKon
cetn BxoauT B PE B ceTn SP, MAC-agpec Ha3Ha4yeHns naketa naMeHseTcs
Ha npuBaTHbIN agpec A0 TOro, Kak nakeT nepeHanpaensieTcs B ceTb SP.
Korga naket gocturaet peer PE, MAC-agpec HasHaudeHnsa naMeHsieTcst Ha
obwenocTynHbln - agpec, npexge 4Yem nakeT 6Oyger oTnpaeBneH B
KIMEHTCKYO CeTb Ha gpyromMm koHue. Takum obpasom, naket GVRP moxeT
ObITb Npo3payHo nepegaH no cetn SP. lMpuBaTHbLIN agpec — 3TO agpec
npo3padvHor nepegayun, ncnonb3yembln pyHkumen TyHHenss GVRP PDU.

NMPUMEYMAHUE: nonana3oH agpecoB Ansa npo3payHor nepefayv nakeTos

GVRP: 01d0.f800.0006, 011a.a900.0006

€cnv agpec npo3payHoM nepefadn He HaCTPOEH,
ncnonbdyetcs agpec rno ymonyanuo 01d0.f800.0006

(@ orecy
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9.4.3.6. NMpumep KoHdpuUurypauum

Hactpounka oyHkuum tyHHena GVRP PDU

CueHapun:
CeTtb nocTaBLMKa CEPBUCOB
) MNposangep S1 MNposangep S2
Gi 0/5 Gi 0/5
Gi 0/1 Gi 0/10
KnueHt S2
kKnnenTa A1 KnneHTa A2
CeTtb KnueHTa
PucyHok 9-6.

Larn e Bknounte 6a3oBbin QinQ Ha PE (Mposanaep S1 u MNposangep S2) B
HaCTPONKK cetm SP gnsa nepegaun nakeTtoB AaHHbIX U3 CETUM KNMEHTa 4epes

VLAN 200 B ceTn SP.

e Bkniounte npospadHyto nepegadyy GVRP Ha yctponctBax PE
(Mpoeangep S1 u MNMpoeangep S2) B cetn SP, 4tobbl NO3BONNTL CETU
SP TyHHenupoBaTb nakeTbl GVRP u3 ceTn knMeHTa C MOMOLLbBLO
dyHKUMKM TyHHenupoeaHusa PDU GVRP

MpoBangep | War 1. Cosgante VLAN 200 B cetn SP.
=L QTECH#configure terminal

BeenuTte komaHabl kKOHUrypaumm, no ogHom B ctpoke. KoHeu ¢ CNTL/Z.
QTECH(config)#vlan 200
QTECH(config-vlan)#exit

LWar 2. BkntounTe 6a30Bbir QinQ Ha NopTy, NOAKMOYEHHOM K CETU KIMeHTa, ANs
TYHHENUPOBAHNA AaHHbIX U3 ceTu knneHTa Yepes VLAN 200.

QTECH(config)#interface gigabitEthernet 0/1
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QTECH(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel
QTECH(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan 200

QTECH(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel allowed vlan
add untagged 200

War 3. Bkntounte npospayHyto nepegady GVRP Ha nopTy, MNOAKMOYEHHOM K
CEeTU KIIMEHTa.

QTECH(config-if-GigabitEthernet 0/1)#12protocol-tunnel gvrp enable
QTECH(config-if-GigabitEthernet 0/1)#exit

LWar 4. Mo6anbHo BKNoYMTE NPO3payHyto nepegadvy GVRP.
QTECH(config)#(2protocol-tunnel gvrp

War 5: HactpownTte uplink-nopr.
QTECH(config)# interface gigabitEthernet 0/5
QTECH(config-if-GigabitEthernet 0/5)#switchport mode uplink

MpoBavpgep | KoHdurypaums Mposangepa S2 aHanornyHa koHgurypaumm Nposargepa S1
S2
MpoBepka e [lpoBepbTe NpaBubHOCTL KOHMUrypauun TyHHens GVRP PDU.
e [lpoBepbTe, NPaBUNBHO NN HACTPOEH TyHHeNbHbIM nopt. ObpaTute
BHMMaHuVe Ha criegytollee:
1. Twn nopta — dotlg-tunnel.
2. VLAN c BHewHum Terom asnsietca Native VLAN n gobaBnsietcsa B CNUCOK
VLAN TyHHenbHOro nopra.
3. lMopTtbl Ha PE B HanpaeneHuun uplink HacTpoeHbl kak nopTbl uplink
Mposangep | 1. MNpoBepbTe NpaBUbHOCTL KOHGUrypaumm TyHHens GVRP PDU.
S1

QTECH#show |2protocol-tunnel gvrp

L2protocol-tunnel: Gvrp Enable
L2protocol-tunnel destination mac address: 01d0.f800.0006
GigabitEthernet 0/1 [2protocol-tunnel gvrp enable

2. NpoBepbTe NpaBUbHOCTL KOHMUrypaumumn QinQ.
QTECH#show running-config
interface GigabitEthernet 0/1
switchport mode dotlg-tunnel
switchport dotlg-tunnel allowed vlan add untagged 200
switchport dotlg-tunnel native vlan 200

[2protocol-tunnel gvrp enable
!
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switchport mode uplink

interface GigabitEthernet 0/5

MpoBanaep
S2

MpoBepka y NMpoBangepa S2 Takas xe, Kak n y MNpoeangepa S1

9.4.3.7. PacnpocTpaHeHHble OLNOKKU

B cetn SP npo3payHble agpeca nepenadn He HacCTpoeHbl nocnenoBaTesibHO, YTO BIIUAET Ha

nepenadvy kagpos GVRP PDU.
9.5. MOHUTOPUHr

9.5.1. OumncTKa

NMPUMEYAHMUE: BbinonHeHWe komaHa clear MOXET NPUBECTU K MOTEpPE XM3HEHHO BaXXKHOW
MHdopMaLmm 1, Takum 06pasom, K NpepbiBaHUIO paboThl Crnyxo.

OnucaHue

KomaHpa

O‘-IVILLI,aeT CHETYMKM NOPTOB

clear gvrp statistics { interface-id | all }

9.5.2. OTOoGpaxeHune

OnucaHue

KomaHga

OTtobpakaeT cHeTUMKM MOPTOB

show gvrp statistics { interface-id | all }

OtobpaxaeT Tekywmn ctatyc GVRP

show gvrp status

OTtobparkaeT TeKyllylo KOHUrypawumo

GVRP

show gvrp configuration

OTtobpaxaeT uMHOPMaUMO O QYHKLN
TyHHens GVRP PDU

show I2protocol-tunnel gvrp

9.5.3. OTnapka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI NpY BbiBOAE OTIagovHOM nHopmauun. NMoatomy
OTKNtoYanTe OTNaaKy cpasy Nnocne UCMosib30BaHMS.

OnucaHue

KomaHpga

BkntovaeT otnagky cobbitnas GVRP

debug gvrp event

BkntovaeT otnagky tanmepa GVRP

debug gvrp timer
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10. HACTPOUKA LLDP
10.1. O630p

MpoTokon o6HapyxeHus kaHanbHoro yposHs (LLDP), onpegeneHHbin B ctaHpapTe |EEE
802.1AB, wucnonb3dyeTca Ans O6GHapyXeHust TOMOSMOTMW W BbISIBIEHUSA  TOMOSOrMYECKUX
n3ameHeHui. LLDP mnHkancynupyeT nokanbHyt MHopmaumio 06 ycTponcTBe B OM0KM SaHHbIX
LLDP (LLDPDU) B dchopmate Ttun/anuHa/aHadveHne (TLV), a 3atem otnpasnsetr LLDPDU
cocegam. OH Takke xpaHut LLDPDU ot cocefen B 6ase ynpasnsiowen nHgpopmauum (MIB),
4yTOBbI K HAM MOrNna obpawaTscs cuctema yrnpasneHus cetbio (NMS).

C nomowibto LLDP NMS MoxeT y3HaTb O TOMOMOrMM, Hanpumep, Kakue nopTbl YCTPOWCTBa
NOOKIMHOYEHbI K APYIMM YCTPONCTBaM M ABNSAOTCS NIU CKOPOCTU N AyNIEKCHbIE PEXUMbI Ha 060MX
KOHUAX KaHana nocrnegoBaTernbHbIMU. AOMUHUCTPATOPbl MOryT ObICTPO OBHapyuTb W
YCTPaHWUTbL HEUCNPAaBHOCTb Ha OCHOBE MHbopMaLuni.

QTECH LLDP-coBmecTMMOE YCTPONCTBO CNOCOOHO 0OHapyXuTb coceaen, Koraa peer asnseTcs
OLHUM M3 CreayoLLmX:

e YcTponcTBo, coBmectumoe ¢ QTECH LLDP.

e YctpouctBo Endpoint, koTopoe cooTBeTcTByeT cTaHgapTy Link Layer Discovery
Protocol-Media Endpoint Discovery (LLDP-MED).

10.1.1. NMpoToKosbl U cTaHAAPTDbI

e |EEE 802.1AB 2005: o6HapyXeHne BO3MOXHOCTM MOAKMIOYEHMS yNpaBneHnsa JOCTYNoM
K CTaHUMsM 1 cpedam

e ANSI/TIA-1057: npoTokon OOHapyXeHUsi KaHanbHOTO YPOBHA [OS1I1 OKOHEYHbIX
Megua-yCcTponuCTB

10.2. NMpunoxeHun

MpunoxeHue OnucaHue

OT1obpakeHne ToNoaornm Heckonbko kommyTtaTopoB, YyctponctBo MED u NMS
pa3BepPHYTbI B TOMOSIOrMN CETU

MpoBegeHve obHapyxeHnus  [Ba KOMMyTatopa MOAKMOYEHbI HampsMmyl, u  Oyaer
oLnbokK oToOpaxaTbca HenpaBuIibHas KoHdurypaumus

10.2.1. OToGpaxxeHme ToNONOrum

10.2.1.1. CueHapuu

Heckonbko kommyTaTopoB, ycTponctso MED 1 NMS pasBepHyTbl B TONOSIOrMN CETU.

Kak nokaszaHo Ha crnegywowem PucyHke, dyHkuma LLDP BkniodeHa nNo ymonyaHuio, wu
AOMONHUTENbHaA HacTporka He TpebyeTcs.

e KommyTatop A 1 kommyTaTop B 0GHapyxMBatoT, YTO OHU SBMSIOTCSH COCEAAMMU.

e KommyTtatop A obHapyxumBaeT coceagHee MED-ycTponcTBo, TO ecTb IP-TenedoH, yepes
nopt GigabitEthernet 0/1.

e NMS obpaiaetcs kK MIB kommyTaTtopa A.
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NMS

KommyTtatop A

KommyTtartop B

IP-tenedoH

PucyHok 10-1.

KommyTtatop A, KommyTaTop B un IP-tenedon nogaepxmsatot LLDP n LLDP-MED.

LLDP Ha nopTax kommyTaTopa paboTaeT B pexume TxXRX.

WuTepean nepegaun no npotokony LLDP coctaenseT 30 cekyHa, a 3agepxka nepegadvm no
YMOJTYaHUIO COCTaBnseT 2 CeKyHAb!.

10.2.1.2. Pa3BepTbiBaHue

e 3anyctute LLDP Ha kommyTaTope, 4ToObl peanm3oBaTb OOHapyXeHne cocenen.

e 3anyctute npocTor nNpoTokon ynpaeneHus cetbto (SNMP) Ha kKommyTaTope, 4TOObI
NMS nonyyana u ycTaHaBnueana wuHdoOpMaumo, oOTHocdwytoca Kk LLDP, Ha
KOMMyTaTope.

10.2.2. NMpoBeneHne o6HapyXeHUA ownb0okK

10.2.2.1. CueHapuu

[Ba kommyTaTopa noAgknoyeHbl Hanpsamyo, u  0OyaeTr oTobpaxaTbCa HenpasBuibHas
KOHdourypaums.

Kak nokasaHo Ha crneaytowem PucyHke, dyHkumst LLDP n doyHkumnsa obHapyxeHus owmnbok LLDP
BKITHOMEHbI NO YMOMYaHWIO, U OOMNOMHUTENbHAs HacTpovika He TpebyeTcs.

Mocne Toro kak Bbl HACTPOUTE BUPTyanbHYt0 fokanbHyo ceTb (VLAN), CKOPOCTb nopTa 1 pexvm
Aynnekca, arperaumio KaHamnoB M MakcuManbHyl eguHudy nepegaym (MTU) nopta Ha
kKommyTaTope A, ByaeT BblgaHo coobuieHune 06 owmnbke, ecnmn KOHUrypaumsa He COOTBETCTBYET
KOHpurypauum Ha kommyTtaTope B, n HaobopoT.
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KommyTtatop A KommyTtartop B
Gi 0/1 Gi 0/1

PucyHok 10-2.

KommyTtatop A n KommyTatop B nogaoepxmsatot LLDP.

LLDP Ha noptax kommyTatopa paboTtaeT B pexume TxRX.

MHTepsan nepegaun no npotokony LLDP coctaensaet 30 cekyHa, a 3agepxka nepegadum no
YMOSYaHMIO COCTaBNAET 2 CeKyHAbl.

10.2.2.2. Pa3BepTbiBaHue

3anyctute LLDP Ha kommyTaTope, YTobbl peanu3oBatb ObHapyxeHne cocenen n 0ObHapyXuTb
HencnpaBHOCTbL KaHana.

10.3. PyHKUUMN

10.3.1. ba3oBble onpeaeneHusn

LLDPDU

LLDPDU — 2370 610K AaHHbIX MPOTOKONa, MHKanCynvpoBaHHbIi B nakeT LLDP. Kaxabin
LLDPDU npeactaensieT cobor nocnegoBaTensHOCTb CTPykTyp TLV. Konnekums TLV coctout
n3 Tpex obsasarenbHbix TLV, psga HeobasaTenbHbiX TLV 1 ogHoro End Of TLV. Ha cnegytowiem
PucyHke nokasaH popmat LLDPDU.

. ) . Heobs3a- Heobn3sa- End of
Chqﬁ‘f\lls - P'(I)'E\}D Tlm?”tg/we TenbHbIA TenbHbin | LLDPDU
TLV TLV TLV
M M M M

PucyHok 10-3. dopmaTt LLDPDU

Ha npeablgyiem PucyHke:

e M ykasbiBaeT oba3atensHbIn TLV.

e B LLDPDU TLV uageHtndmkaTtopa wacecn (Chassis ID), TLV ngeHTndmkatopa nopta
(Port ID), TLV Bpemenn xmn3Hu (Time To Live) n End Of LLDPDU TLV sBnstoTcs
obsi3atenbHbiMU, @ TLV gpyrmx TLV aBnsatTcs Heobsa3aTenbHbIMN.

Popmat uHkancynsauum LLDP

MakeTbl LLDP moryT 6bITb MHKancynuMpoBaHbl B AByX dopmatax: Ethernet Il n npotokonsl
poctyna k nogcetn (SNAP).

Ha cnepyowem PucyHke nokasaH dopmat naketoB LLDP, uHkancynnpoBaHHbIX B popmarte
Ethernet II.
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Destination Source

Address Address Ethertype LLDPDU FCS

PucyHok 10-4. ®dopmart Ethernet Il

Ha npegblgywem PucyHke:

e Agapec HasHayeHusa (Destination Address): ykasbiBaeT MAC-agpec HasHaudeHus,
KoTopbi aBnsaeTcs multicast-agpecom LLDP 01-80-C2-00-00-0E.

o VcxogHbin agpec (Source Address): ykasbiBaeT mcxogHbin MAC-agpec, KOTOpPbIN
asnsetcsa MAC-agpecom nopra.

o Ethertype: ykasbiBaeT Tvn Ethernet, koTopbin paBeH 0x88CC.
e LLDPDU: ykasbiBaeT 610k AaHHbIX npoTokona LLDP.
e FCS: ykasblBaeT nocrieoBaTesibHOCTb NPOBEPKN Kaapa.
Ha PucyHke Huxe nokasaH coopmaT naketoB LLDP, nHkancynupoBaHHbIX B doopmaTe SNAP.

Destination Source SNAP-encoded
Address Address Ethertype LLDPDU FCS

PucyHok 10-5. dopmat SNAP

Ha npegblgyliem PucyHke:
e Agpec HasHauyeHusa (Destination Address): ykasbiBaeT MAC-agpec HasHaudeHus,
KoTopbIn aBnsieTcsa multicast-agpecom LLDP 01-80-C2-00-00-0E.

e VcxogHbn agpec (Source Address): ykasbiBaeT mcxogHbin MAC-agpec, KOTOpbIN
sasndaeTcsa MAC-agpecom nopra.

e SNAP-encoded Ethertype: ykasbiBaeT Tun Ethernet nnkancynsiumm SNMP, To ecTb AA-
AA-03-00-00-00-88-CC.

e LLDPDU: ykasbiBaeT 6510k gaHHbIX npoTokona LLDP.
e FCS: ykasblBaeT nocregoBaTesibHOCTb MPOBEPKN Kaapa.
TLV
TLV, nHkancynupoBaHHble B LLDPDU, MOXHO pasgenutb Ha ABa Tuna:

e basosble TLV ynpasneHus
e CneundmyHble TLV opraHunsaummn

Bbasoeble TLV ynpaBneHus npenctaBnsitoT cobon Habop 6asoBbix TLV, mcrnonb3yembix ans
ynpaenenns cetbto. CneuudpmyHble TLV opraHmsaumm onpegensiTca  cTaH4apTHbIMU
opraHusauMsaMM u OpYyruMu  ydpexaeHusamu, Hanpuvmep, opraHusauua IEEE 8021 wu
opraHusaums IEEE 802.3 onpenensioT cBon cOOCTBEHHbIE Konnekumm TLV.

BbasoBble TLV ynpaBneHus

Baszosas konnekums TLV gna ynpaeneHnsa coCTouT u3 AByx TunoB TLV: o6ga3atenbHbix TLV u
Heobs3aTenbHbIX TLV. Ob6a3atenbHbin TLV gomkeH cogepxatbesi B LLDPDU ans ob6bsiBreHus,
a HeobsizaTenbHbIN TLV cogepxmntcs BbiIBDOPOYHO.
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B cneaytowien Tabnuue onmcaHbl 6a3oBble TLV ynpasneHus.

Tun TLV

OnucaHue

Ooba3aTenbHbIN/
HeoOA3aTenbHbIU

End Of LLDPDU TLV

YkasbiBaeT OkoH4aHve LLDPDU, copepxut
nBa banTa

ObasaTenbHbIN

TLV wunaeHTMduKaTOpa
wacen (Chassis ID
TLV)

NaeHTudmumnpyeT yCTPONCTBO C
MAC-agpecom

ObasaTenbHbIN

TLV wungeHTMduKaTOpa
nopta (Port ID TLV)

UaeHTudmumnpyet
LLDPDU

nopT, OTNPaBNAOLLNNA

OnumoHanbHbIN

TLV BpemMeHn XWN3HU
(Time To Live)

YkasbiBaeT BpeMsi xu3Hu (TTL) nokansHom
nHdopmaumm o cocene. Korga ycTponcTtso
nonyyaet TLV, cogepxawmi TTL 0, oHO
yaansietT nHdopmaumio o0 coceasax

Obsa3aTenbHbIN

TLV onucaHna nopTta
(Port Description)

YkasblBaeT AeckpunTop nopTa,
oTnpasnswowero LLDPDU

Heobsa3atenbHbIN

TLV wumeHn cuctemsbl
(System Name)

OnucbiBaeT UMsi yCTponcTBa

HeobsasatenbHbIN

TLV onucaHus | YkasblBaeT OnMcaHue yCTPOWCTBa, BKNtodasa | HeobsizaTenbHbIn
cUCTEMbI (System | Bepcuto obopynoBaHug, BEPCUIO
Description) nporpaMmmMmHoro obecneveHus n nHdpopmaumo

00 onepaumoHHon cnucteme
TLV BO3MOXHOCTEN | OnucbiBaeT OCHOBHbIE PYHKLMKM YCTponcTBa, | Heoba3aTenbHbIN
cuUcTeMbl (System | TakMe kak (PyHKUMM MOCTa, MapLipyTusaumm
Capabilities) n relay
TLV agpeca | Yka3blBaeT agpec ynpaeneHusi, KoTopbi | HeoGsasaTenbHbin
ynpasneHunsa COLEPXKUT MOEHTUUKaATOP WHTEepdenca wu
(Management Address) | ngeHtudukatop obbekra (OID)

NMPUMEYAHMUE: kommyTaTtopbl QTECH, coBmectumble ¢ LLDP, noggepxusatoT o6bsBneHne
6asosoro TLV ynpaeneHus.

Cneuncumynbie TLV opraHmsauum

PasnnyHble opraHnsaumm, tTakme kak IEEE 802.1, IEEE 802.3, IETF n nocTaBLuKN YCTPOWCTB,
onpegenaoT onpegeneHHsblie TLV ana o6baBneHnsa KOHKpeTHON nHpopmMaumm o6 yCTponcTeax.
Mone opraHM3auUMOHHOIO YHWKanbHOro uaeHTudpukatopa (OUl) B TLV wucnonb3yetcs Ans
pasnuMyeHnsa pasnuyHbIX opraHnsauuin.

e CneundmyHble TLV opraHuMsaumi 4BnsOTCA HeobsisaTenbHbIMM UM BbIGOPOYHO
o6basnaoTca B LLDPDU. B HacTosilee BpeMs CylecTBYeT Tpu Tvna o6LenpuHATBLIX
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TLV Ons KOHKpeTHbIX opraHu3auuin: TLV ons KOHKpeTHbIX opraHu3aumin IEEE 802.1,
TLV ana KOHKpeTHbIX opraHnsaumn IEEE 802.3 n TLV ana LLDP-MED.

B cneaytowien Tabnuue onucbiBatotca TLV gnst KOHKpPeTHbIX opraHn3aumi IEEE 802.1.

Tun TLV OnucaHue

TLV ngentucpmkatopa VLAN nopTta YkasbiBaeT ngeHtndgpukatop VLAN nopta

TLV nopta wun wnaeHTudpukatopa Protocol | YkasbiBaeT mgeHTudmkatop Protocol VLAN

VLAN nopTa

TLV nmeHn VLAN Yka3sbiBaeT uma VLAN nopTa

TLV noeHtndpunkaumm npotokona YkasblBaeT TN NpPoToKoNa, NoaaepXxXneaembin
nopToMm

NPUMEYAHUE: kommyTtaTopbl QTECH, coBmectumble c¢ LLDP, He otnpasnstoT TLV
naeHTMdmKaLumm NpoToKona, Ho Nosy4YarT 3ToT TLV.

IEEE 802.3 CneuundunyHbie TLV opraHnsaummn
B cnepytowen Tabnuue onuckiBarotca TLV onst KOHKpeTHbIX opraHmnsaunin IEEE 802.3.

Tun TLV OnucaHue

Kondurypaums MAC/PHY//CtaTtyc TLV YKkasblBaeT CKOPOCTb W AYMNAEKCHbLIN PEXUM
nopTa, a Takke HeobXoaAMMOCTb NOAAEPXKKM U
BKJTHOYEHUSA aBTOCOrNacoBaHus

TLV nutaHus yepes MDI YKasbiBaeT MOLHOCTb WCTOYHMKA MUTaHUS
nopTta
TLV arperaumn kaHanos YKasblBaeT eMKOCTb arperauum KaHanos nopTta

N TeKyllee COCTodaHne arperaumn

TLV makcumarnbHoOro pasmepa kagpa YKkasblBaeT MakcumarnbHbI pasmep Kagpa,
nepegasaemMoro nopTom

NMPUMEMYAHME: yctponctea, coBmectnmble ¢ QTECH LLDP, nogoepxwuaioT oObsiBNeHue
TLV, cneundunyHbix ansa opraHmnsauumn IEEE 802.3.

LLDP-MED TLV

LLDP-MED — 310 pacwwupeHne LLDP Ha ocHoee IEEE 802.1AB LLDP. 3710 nossonsiet
none3oBatenam YyoobHO pasBepTbiBaTe ceTb Voice Over [P (VolP) n oGHapyxnBaTtb
HencnpasHocTU. OH MpeaocTaBnsAeT MPUMOXKEHUS, BKMOYas MOMMTUKM KOHUrypaumm cetw,
obHapyxeHne ycTpoucTB, ynpasneHne POE un ynpaeneHne pecypcamu, OTBevarwoLlime
TpeboBaHMAM HU3KOM CTOMMOCTU, 3PAEKTUBHOIO YyNpaBreHns 1 NPOCTOTbl pa3BepThiBaHUS.

B cneaytowen Tabnuue onmcanbl TLV LLDP-MED.
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Tun TLV OnucaHue

TLV Bo3amoxHocTen LLDP- | YkasbiBaeT Tun TLV LLDP-MED, wuHkancynupoBaHHbIN B
MED LLDPDU, w»n Tnn ycTponctea (YCTPOMCTBO CETEBOro
NOOKIMIOYEHNA WM OKOHEYHOE YCTPOMCTBO), a Takke
HeobxoaumocTb noaaepkkn LLDP-MED

TLV ceTeBOM MNOMAUTUKM Ob6bsaBnsieT KOHcburypaumo nopToB VLAN,
noAepKMBalOLLYI0O TUN MNPUNOXEHUSA (HanpuMmep, ycnyru
nepeaayu roroca unv Buaeo) n NHpopmMaLmio o npuopuTeTe
YPOBHS 2

TLV naeHTudumkaumm HaxoauT n naeHTnnumMpyeT okoHeYHOEe YCTPOMUCTBO
MECTOMNOMOXEHUS

PacwuvpeHHbin TLV nutanns | ObecneymBaeTt 6onee npoaBMHYyTOE yNpaBrieHne NMTaHnem
yepes3 MDI

O6opynosaHue — TLV YkasblBaeT annapaTtHyto Bepcuto yctponctea MED
annapaTHoOW Bepcuu

O6opynoBaHne — TLV YkasblBaeT Bepcuio npowwmneku yctponctesa MED
BEPCUM NPOLLNBKM

O6opynosaHne — TLV YkasbiBaeT BEPCUIO nporpamMmMHoOro obecneyeHns
BepCcuUn NporpamMmmMHoOro yctponctesa MED

obecneyveHus

O6opynoBaHne — TLV YkasblBaeT cepunHbIn Homep ycTponctea MED

CepurHOro Homepa

O6opygpoBaHue — TLV YKkasblBaeT Ha3BaHWe npomnssoauTena yctponcrsa MED
Ha3BaHWA NpousBoauTens

O6opynoBaHne — TLV YkasbiBaeT nms moayns ycrponcrtea MED
Ha3BaHUsA Moaenu

O6opynoBaHne — TLV YkasbiBaeT ugeHTudgukatop obwbekta yctponctea MED,
naeHtudmkatop obbekTa ncnomnb3yembln  Ans ynpaBreHus pecypcamu n
OTCNneXxuBaHNs 06BHEKTOB

NMPUMEYAHMUE: LLDP-coBmecTumble ycTtponctBa QTECH nogaepxvBaioT obbsasneHne TLV
LLDP-MED.
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10.3.2. O630p

OcobeHHOCTbL OnucaHue

Pexum paboTbl | HacTpamBaeT pexum nepenaym n npuema naketos LLDP
LLDP

MexaHun3m [Mo3BongeT HanpsaMyl MNOAKIHOYEHHBIM YCTPOMCTBAM, COBMECTUMbIM C
nepegaun LLDP | LLDP, otnpaenate naketbl LLDP peery

MexaHu3m lMo3BonsdeT HanpsMy MNOAKMIHYEHHLIM YCTPOMCTBAM, COBMECTUMbIM C
npvema LLDP LLDP, nonyyatb nakeTbl LLDP oT peer’a

10.3.3. Pexxum pa6otbi LLDP

Hactponte pabounin pexum LLDP, 4ToObl yka3aTb pexum nepegadm n npyema naketos LLDP.

10.3.3.1. NMpuHUKUN paboTbl

LLDP obecneumBaeT Tpu pexunma paboThbi:
e TXRx: nepepaet v npuHnmaet LLDPDU.
e Rx Only: npyHumaet Tonsko LLDPDU.

e  Tx Only: nepegatotca Tonbko LLDPDU.

Mpn nameHeHnn pexmma paboTtbl LLDP nopT vHuumanmanpyeT npoTtokon state machine. Bebl
MOXeTe YCTaHOBUTb 3adepXKy uHuumanusaumm nopTta, 4ToObl NpefoTBpaTUTb MOBTOPHYHO
WHULManM3aumio nopta n3-3a 4acTbiX UBMEHEHUI pexnma paboTsl LLDP.

10.3.3.2. CBA3aHHaA KoHduUrypaums
HacTponka pexuma pabotbl LLDP
Pexum pabotbl LLDP no ymonyaHuto — TXRX.
Bbl moxeTe 3anyctuTtb komaHgy lldp mode, 4To6bl HAacTpouTh pexum paboTel LLDP.

Ecnu yctaHoBneH pexum paboTbl TXRX, yCTPONCTBO MOXET Kak nepefasaTtb, Tak U NpMHUMaTL
naketbl LLDP. Ecnun gna pexuma paboTbl ycTaHOBNEHO 3HayYeHne Rx Only, yCTpoMCTBO MOXET
NpUHUMaThL Tonbko nakeTbl LLDP. Ecnn yctaHoBneH pexum paboTbl Tx Only, yCTPONCTBO MOXET
nepegaeaTb Tonbko naketbl LLDP. Ecnun paGounii pexkmm OTKMOYEH, YCTPOMCTBO HE MOXET
nepegasaTb UnNu npuHumaTh LLDP-nakeTobl.

10.3.4. MexaHu3m nepepaun LLDP

MakeTbl LLDP nHdopmupytoT peer'sl 06 nx cocegax. Koroa pexum nepegaym LLDP oTmeHeH
WIn OTKITIOYEH, NakeTbl LLDP He moryT GbITh NepegaHbl coceasnm.

10.3.4.1. NMpuvHUKMN paboTbl

LLDP nepuogudeckn nepegaeT naketbl LLDP npu paboTe B pexume TXRx nnu Tx Only. MNpu
U3MeHeHuM uHdopMauunm o rnokanbHoM YycTponctBe LLDP HemegneHHo nepepaet
LLDP-nakeTbl. Bbl MOXXeTe HacTpouTb BpeMsi 3agepxku, YTobbl n3bexaTb YacTonm nepenadn
naketoB LLDP, BbI3BaHHbIX YaCTbIMW U3MEHEHUSMW NIOKaNbHON MHGOPMaLMN.

LLDP npepocrtaBnseT gsa Tuna nakeTos:
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e CraHpapTHbin nakeT LLDP, koTopbl cogoepXuT WHGopMaumio o6 ynpaeneHun u
KOHUrypauum nokanbHOro ycTponcTaa.

e Shutdown-nakeT: korga pexum paboTbl LLDP oTknto4eH unu nopT BbIKNOYEH, OyayT
nepegaeaTbcs naketbl Shutdown LLDP. MNakeT Shutdown coctont 13 Chassis ID TLV,
Port ID TLV, Time To Live TLV u End OF LLDP TLV. TTL B Time to Live TLV paBeH 0.
Korga yctponcteo nonyyaeT nakeT LLDP Shutdown, oHO cuuTaeT uHgopmauumio o
cocefle HeAENCTBUTENBHOM U HEMEOEHHO yaanseT ee.

Koraoa pabouuii pexxum LLDP nameHsietcs ¢ disabled nnu Rx Ha TxRx unn Tx, nnu, koraa LLDP
oBGHapyx1BaeT HOBOro coceaa (T. €. yCTPONCTBO nony4yaeT HOBbIN nakeT LLDP, a nigopmaums
0 cocefie He COXpaHsieTCsa NoKanbHO), 3anyckaeTcst MeXaHn3m ObICTPOW nepeaayn, 4Tobbl coceq
ObicTpo y3Han uHdopmauuo 06 ycTponctee. MexaHmsm ObICTpoOM nepedavn no3sonsdeT
YCTPOWCTBY NepeAaBaTb HECKONbKO nakeToB LLDP ¢ nHtepsanom B 1 cekyHay.

10.3.4.2. CBAA3aHHaA KOHduUrypaums

HacTtpounka pexuma pab6otbl LLDP
Pexum paboTtbl no ymonyaHmio — TXRX.

3anyctute komangy lldp mode txrx nnm lldp mode tx, 4ToObl BKNIOYMTL PYHKUMIO Nepeaayv
naketoB LLDP. 3anyctute komaHgy lldp mode rx wnm no lldp mode, 4ToBbl OTKMOYNUTL
dyHKUMIO Nepenaym naketos LLDP.

YTo6bI BKNOUMTL NpremM naketoB LLDP, yctaHoBute pexum pabotbl TXRX nnn Rx Only. Ecnu
Ansa pexvma paboTbl yCTaHOBNEHO 3HaveHne Rx Only, yCTpOMCTBO MOXET NpUHUMATh TONbKO
naketbl LLDP.

HacTponka 3apgepxku nepegaum LLDP
3apepxka nepegaydn LLDP no ymonyaHuio coctaBnseT 2 CekyHAbl.
3anyctute komaHgy lldp timer tx-delay, 4ToObl U3MEHUTL 3agepkKy nepegayun LLDP.

Ecnn ana 3agepXky ycTaHOBMNEHO OYeHb MarieHbKOoe 3HadeHwe, Yactas CMeHa rloKarbHOW
MHdopMaLmMn BbI30BET YacTyo nepegadvy naketos LLDP. Ecnu ana 3agepxku yCTaHOBMEHO
OYeHb Gonblioe 3HayeHuwe, naket LLDP He moxeT ObiTb nepenaH, gaxe ecnv fokanbHas
MHdopMaLna N3MeHeHa.

Hactpowka uHtepBana nepegaum LLDP
WHTtepean nepegayn LLDP no ymonyaHuto coctaensieT 30 CeKkyHa.
3anyctute komaHay lldp timer tx-interval, 4To6bl N3MEHUTL MHTEpPBan nepegayn LLDP.

Ecnu wnHTepBan ycCTaHOBMEH Ha O4YeHb MareHbKoe 3HayeHue, nakeTbl LLDP moryt
nepepasaTbCs YacTo. Ecnv ans nHtepsana 3agaHo o4eHb 6onbLIOe 3HAaYEHNE, peer MOXeT He
OBHapYXUTb NoKanbHOe YCTPOMNCTBO BOBPEMSI.

Hactpownka TLV gnsa o6baBneHus

Mo ymonuaHuio uWHTEepdency paspelweHo obbaenATb TLV Bcex TunoB, Kpome Location
Identification TLV.

3anyctuTte komaHay lldp tlv-enable, ytobbl n3meHUTL 0ObsABNAeMble TLV.
Hactpouka cueTtymnka 6bicTpon nepegaum LLDP
Mo ymonuyaHuto 6bICTpO nepegatoTcs Tpu naketa LLDP.

3anyctute komaHagy lldp fast-count, 4ToGbl M3MEHUTE KONUYECTBO ObLICTPO nepeaaBaemMblX
naketos LLDP.
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10.3.5. MexaHu3m npuema LLDP

YCTPOMCTBO MOXET 0OHapy»uUTb coceaa v onpeaennTb, cregyeT M CocTapuTb MHGOPMaLMIO O
cocefie B COOTBETCTBUM C NOSTydeHHbIMU naketamu LLDP.

10.3.5.1. NMpuHUKUN paboTbl

YCTponCcTBO MOXET nony4vaTtb naketbl LLDP npu pabote B pexume TxRx unm Rx Only. MNMocne
nonyyeHus naketa LLDP ycTpONCTBO BbINONHAET NPOBEPKY OOCTOBEPHOCTU. [locne Toro, kak
nakeT NpoXoauT NPOBEPKY, YCTPONCTBO NPOBEPSIET, COAEPXKUT NN NakeT MHpopmaLmio 0 HOBOM
cocefle wUnM O CyLecTBYIOLLEM cocede, WU COXpaHsaeT WHGopMaLMio O cocede FOKarbHO.
YcTponcTtso yctaHaBnueaeT TTL nHpopmaumm o coceasax B COOTBETCTBUM CO 3HaYeHnem TTL
TLV B nakete. Ecnn 3HadeHne TTL TLV paBHo 0, nHdopmaumsa o coceasix HemMeasrieHHO
ycTapeBaer.

10.3.5.2. CBsAA3aHHaA KoHduUrypaums
HacTtponka pexuma pa6otbl LLDP
Pexwum paboTtel LLDP no ymonyaHuio — TXRX.

3anyctute komaHay lldp mode txrx vnm lldp mode rx, 4ToBbl BKMIOYUTL PYHKUMIO Npuema
naketoB LLDP. 3anyctute komaHgy lldp mode tx wnm no lldp mode, 4TOGbI OTKMOYMTL
dyHKUMIO Npuema nakeTtos LLDP.

YTo6bI BKNOYMTL NpremM naketoB LLDP, yctaHoBuTe pexum pabotbl TXRX nnn Rx Only. Ecnu
YCTaHOBIEH pexmM paboTbl Tx Only, yCTPONCTBO MOXET nepegaBaTb TONbKo naketol LLDP.

10.4. KoHurypauus

KoHdurypauus OnucaHue u KomaHaa

Hactponka dyHkuum | (OnumoHanbHo) Wcnonb3yeTcss Onsi BKAKYEHUS WKW OTKITHOYEHUS
LLDP dyHkumm  LLDP B pexunme rnobanbHonm KoHdurypauum unm
KOHoUrypaumm nHtepdenca

lldp enable BkntovaeT pyHkumo LLDP

no lldp enable OTkntovaeT dyHkumto LLDP

Hactponka pexuma | (OnumoHanbHo) Mcnonb3yeTca ansd HacTponkn pexxuma pabotel LLDP
paboTtbl LLDP

lldp mode {rx | tx | txrx } HacTtpanBaet pexum paboThl
LLDP

no lldp mode Bbikntoyaet pabounn  pexunm
LLDP

Hactponka TLV ana | (OnuuoHanbHo) OH ncnonb3yeTcs Ansg HacTponkm obbasnsembix TLV
o6baBneHus

lldp tlv-enable HacTtpauBaeTt TLV ans
o0bsaBnNeHus
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KoHdurypauus

OnucaHve n kKomaHAaa

no lldp tlv-enable

OTtmeHnsieT TLV

HactpanBaet agpec

(OnuuoHanbHO) Ucnonb3yeTca AnNs HAacTPOMKU agpeca ynpaBreHus,

MHOXUTEeNna TTL wu
MHTEpBana nepegavu

WHTepBana nepegayu

ynpasneHus Ans | koTopbi 6yaeT o6baABnATbCA B naketax LLDP
0bbaBneHus
ldp management-address-tlv | HactpanBaeT agpec ynpaBneHus
[ip-address] ans obbaBneHus B naketax LLDP
no lldp management-address- | OTMeHseT agpec ynpaBneHus
tiv
HacTtpowka (OnuunoHanbHO) Ucnonb3yeTcsa ANs HACTPOMKU KONMYecTBa ObICTPO
nepegasaembix naketos LLDP
Ildp fast-count value HacTtpanBaeT cuyeTumk ObICTPbIX
nepenay LLDP
no lldp fast-count BocctaHaBnueaet 3HadeHne Mo
YMOSYaHUIO cyeTymka ObICTpbIX
nepegay LLDP
HacTtpownka (OnumoHanbHo) Wcnonb3yeTcss AN HacTporkn MHoxuTena TTL wn

Ildp hold-multiplier value

HactpanBaeT MHOXuTENb TTL

no lldp hold-multiplier BocctaHaBnuBaeT  MHOXMWTENb
TTL no ymonyaHuo

[ldp timer tx-interval seconds HacTtpauBaeTt WHTepBan
nepegayn

no lldp timer tx-interval BoccranaBnueaet WHTepBan

nepegayun no ymosnyaHuo

HacTpoiika

(OnuunoHanbHo) Ncnonb3yetcs Ans HacTPOMKN BPEMEHW 3a4EpPKKM

ana nepegaym naketos LLDP

[ldp timer reinit-delay seconds HacTtpauBaeTt 3aepxKy
nepegaun
no lldp timer reinit-delay BoccranaBnueaet 3aepXKKy

nepegadu no ymondaHuo

@ §) QTECH

MWP OOCTYNHEE

319




PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpolika LLDP

KoHdurypauus

OnucaHve n kKomaHAaa

(OnuunoHanbHO) Ncnonb3yeTca Ans HacTPOWKM BPeMEHMU 3aLepiKKu
ans namumanusauumn LLDP Ha nro6om nHtepdelice

Ildp timer reinit-delay seconds HacTtpauBaeTt 3aepXKKy
NHULManM3aumm
no lldp timer reinit-delay BoccTtaHaBnusaet 3aepXKKY

nHUumanm3aunm no ymornd4aHuo

Hactponka dyHKLUN
Trap LLDP

(OnuunoHankbHo) VcnonbayeTcsa onst HacTporikn yHkuum LLDP Trap

[ldp notification remote-change
enable

BkntovaeT pyHkumio LLDP Trap

no Ildp notification remote-

change enable

OTkntovaeT dyHkumto LLDP Trap

[ldp timer notification-interval HactpauBaet WHTepBan
nepegayn LLDP Trap
HacTtponka dyHkuuu | no  lldp timer notification- | BocctanaBnusaeT WHTepBan
Trap LLDP interval nepegaunm LLDP  Trap no
YMOSYaHUo
Hactponka dyHkunmn | (OnumoHanbHo)  Ucnonb3yetcda  ans HaCTpPOMKN  PyHKLUUK
obHapyxeHus obHapyxeHus owmnbok LLDP
ownbok LLDP
lldp error-detect BkntovaeTt dyHKLMIO

obHapyxeHus owmnbok LLDP

no lldp error-detect

OTknovaet PYHKLMIO
obHapyxeHus owmbok LLDP

Hactporika dopmarta

mHkancynaumm LLDP

(OnuuoHanbHo)  Wcnomnb3dyeTca  anst HacTponkn  dopmata
nHkancynauumn LLDP
lldp encapsulation snap YcraHaBnueaeT dopmart

nHkancynsumm LLDP Ha SNAP

no lldp encapsulation snap

YcTaHaBnueaet dopmart
nHkancynsaumm LLDP Ha Ethernet
I
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OnucaHve n kKomaHAaa

Hactporika ceTeBoun

nonutukm LLDP

(OnuunoHanbHO) Wcnonb3yeTcs ANd HACTPOMKUM CETEBOW MOSTIUTUKM

LLDP

Ildp  network-policy
profile-num

profile

HactpanBaeT ceTeByl0 NOMUTUKY
LLDP

no lldp network-policy profile
profile-num

Ypanser
LLDP

CETEBYID  MOMUTUKY

HacTtpoiika  agpeca

Civic

(OnuuoHarnbHo)
yCTpoKncTBa

WcnonbayeTca

ana  Hactpomkm agpec  Civic

{ country | state | county | city |
division | neighborhood | street-
group | leading-street-dir |
trailing-street-suffix | street-
suffix | number | street-number-
suffix | landmark | additional-
locationinformation | name |
postal-code | building | unit |
floor | room | type-of-place |
postal-community-name | post-
office-box | additional-code }
ca-word

HactpaunBsaet Civic

yCTpOnCTBa

agpec

HacTtpovika agpeca

Civic

no { country | state | county |
city | division | neighborhood |
street-group | leading-street-dir
| trailing-street-suffix | street-
suffix | number | street-number-
suffix | landmark | additional-
location-information | name |
postal-code | building | unit |
floor | room | type-of-place |
postal-community-name | post-
office-box | additional-code }
ca-word

Ypanset agpec Civic ycTponcTea

HacTtporika

Teﬂe@OHa

3KCTPEHHOW Crny>X0bl

HoMepa

(OnuunoHanbHo) Ucnonb3yeTcsa Onsi HACTPOWMKM HOMeEpa SKCTPEHHOM

cnyx6bl ycTponcTea

Ildp location elin identifier id
elin-location tel-number

HacTtpanBaeT 3KCTPEHHbIN HOMEP
TenegoHa yctponcTea

no lldp location elin identifier id

Yaoanaetr  OKCTPEHHbIN
TenegoHa yctponcTea

HoMep

(@ orecy
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KoHdurypauus OnucaHue u KomaHaa

Hactponka dyHkummn | (OnunoHansHo) Wcnonb3yetca Ans UrHOPUpOBaHUS OBHapyKeHWUs
UrHopvpoBaHus PVID
obHapyxeHusa PVID

lldp ignore pvid-error-detect BkntovaeT dYyHKUMIO
WrHOPUPOBaHUA  OBHapyXeHus
PVID

no lldp ignore pvid-error-detect | OTkntoyaeT dYyHKUMIO
WUrHOPUPOBaHUA  OBHapyXeHus
PVID

10.4.1. HacTtpowka cpyHkuum LLDP
10.4.1.1. 3dbchbekT KOHbUrypaumum

BkntounTe unun otkntounte oyHKumio LLDP.

10.4.1.2. NpumeyaHuns

YTto6bl dhyHKUMs LLDP gencteBoBana Ha uHtepdgerice, Heobxoammo BKMIOUNTL oyHKumo LLDP
rnobansHO 1 Ha HTepdence.

10.4.1.3. lWUarn HacTpomnkKm

e  OnuyuoHankeHo.

e Hactponte ¢dyHkumio LLDP B rnoGanbHOM pexume unm B pexume KoHdurypauum
nHTepdenca.

10.4.1.4. NMNpoBepka
MNokasaTb ctatyc LLDP
o [lpoBepbTe, BKNtoYeHa Nun pyHKUMA LLDP B pexunme rnobanbHOn KOHMUIypaumu.
e [lpoBepbTe, BKtOYeHa Nnn pyHKums LLDP B pexume koHpurypaumm nHtepdenca.
10.4.1.5. CBAA3aHHble KOMaHAbI
BkntoyeHune pyHkumm LLDP

KomaHga lldp enable
KomaHaHbIn Pexunm rnobanbHon koHdurypauun/pexmm KoHdburypaumm nirepderica
pexnm

PykoBoacteo rno | ®yHkuma LLDP BcTynaetT B cuny Ha WHTepdence TOMbKo Mocrne ee
NCMNOMb30BaHUIO | BKIMIOYEHWS B  pexume rnobanbHon  KOHUrypauum wn  pexvve
KOHpurypaumm nHtepdenca
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OTknioyeHune cyHkuum LLDP
Komanpga no lldp enable
KomaHaHbIn Pexwum rnobanbHon KoHpUrypauum/pexmm KoHdurypaumm nHtepdenca
pexnm

10.4.1.6. Npumep KoHdUrypaumm

OTknioyeHune pyHkuum LLDP

Larn

HaCTPOMKK

OtkntounTte doyHkumio LLDP B pexxume rnobanbHOn KoHpUrypaumm

QTECH(config)#no lldp enable

Mpoeepka | OToGpaxaeT rnobanbHbi ctatyc LLDP

QTECH(config)#show lldp status
Global status of LLDP: Disable

10.4.1.7. PacnpocTpaHeHHble OWnNOKHN

Ecnn cdoyHkuma LLDP BknitoyeHa Ha nHTepdence, HO OTKIOYEHA B pexXmnme rnobarnbHom
KoHdourypaumm, pyHkums LLDP He genctByeT Ha nHTepdence.

MopT MOXeET y3HaTb MakCMMyM NATb Coceaeun.

Ecnu coceg He noppepxuBaeT LLDP, HO moAgkniyeH K YCTPOMCTBY C MOOAEPKKOWN
LLDP, nopT MoxeT nosny4nTb nHdopmauuio 06 yCTpoONCTBE, KOTOPOE HE NOLKITHYEHO K
NOPTY HaNPAMY0, MOCKOSbKY cocel MOXeT nepeckinaTbh naketbl LLDP.

10.4.2. HacTtpouka pexuma pabotbl LLDP

10.4.2.1. 3dochekT KOHhUrypaumum

Ecnu Bbl ycTaHoBuTE pexnm paboTbl LLDP Ha TXRX, MHTepdenc MoxeT nepedasatb U
nonyyaTtb NakeTbl.

Ecnn Bbl yctaHoBuTe pexum pabotbl LLDP Ha TX, mHTepdenc MOXEeT TOSbKO
nepeagasaTb NakeTbl, HO HE MOXET NPUHUMAaTb NakeTbl.

Ecnu Bbl ycTaHoBUTE pexnm paboTel LLDP Ha RX, HTepdenc MOXeT TOSbKO NonyyaTb
nakeTbl, HO He MOXeT nepefaBaTb NakeTbl.

Ecnn otkntounTts pexnm paboTel LLDP, nHTepdenc He MOXeT HW MpuHUMMAaTb, HK
nepeagasaTb NaKeThbl.

10.4.2.2. NMpumeyaHuns

LLDP paGoTtaeTr Ha dwmanyeckux noptax (mopTtax-ydactHukax AP pgns nopTtoB AP).
CTteknpoBaHHbie NopTbl 1 NopThl VSL He nogaepxuveatoT LLDP.

10.4.2.3. lUarn HacTpoOMnKu

OnumoHanbHo.
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e YcTtaHoBuTe pabouni pexum LLDP Ha Tx unn Rx no mepe He06XOANMOCTMU.

10.4.2.4. NMpoBepka

OTobpaxeHne nHdopmaumm o ctatyce LLDP Ha nHTepderice.

° HDOBepre, BCTYNUNa nun KOHd)I/IpraLl,I/IFI B cuny.

10.4.2.5. CBA3aHHble KOMaHAbI

HacTponka pexuma pa6otbl LLDP

KomaHga [ldp mode {rx | tx | txrx }
Onucanne rx: npuHumaeT Tonbko LLDPDU.
MElptEhi i el tx: nepegaeT Tonbko LLDPDU.

txrx: nepegaet un npuHumaet LLDPDU
KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexmm

PykoBoacteo no
NCMNOmMb30BaHUIO

Utobbl LLDP BcTynun B cuny ansa mHtepderica, o6s3atenbHO BKIHOUUTE
LLDP rno6ankHo n yctaHoBute pexum pabotel LLDP Ha nHTepderice Ha
Tx, Rx nnn TxRx

OTknioveHue pexuma pabotbl LLDP

KomaHpa no lldp mode
KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBoacteo no
MCNONb30BaHNIO

Mocne oTkntoyeHns pexuma padoTtel LLDP Ha uHTepdence nHtepgenc He
nepegaet U He NpuHUMaeT nakeTbl LLDP

10.4.2.6. NMpumep koHdUrypaumm

HacTtpouka pexunma pabotbl LLDP

@ §) QTECH

MWP OOCTYNHEE

LWarun YcraHoBuTe pabounin pexkum LLDP Ha Tx B pexume KoHpurypauum nHtepdenca
HaCTPONKK
QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp mode tx
MpoBepka | OTobpasute nHdopmauum o ctatyce LLDP Ha uHTepdeice
QTECH(config-if-GigabitEthernet 0/M#show  lldp  status interface
gigabitethernet 0/1
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Port [GigabitEthernet 0/1]
Port status of LLDP : Enable
Port state :UP
Port encapsulation : Ethernet Il
Operational mode : TxOnly
Notification enable :NO
Error detect enable :YES
Number of neighbors :0
Number of MED neighbors : 0

10.4.3. HacTtpouka TLV ana o6baBneHus

10.4.3.1. dpchekT KOHbUrypauum
HacTtponte tnn ob6basnsemblx TLV, 4yTobbl ykazate LLDPDU B naketax LLDP.

10.4.3.2. NMNpumeyaHuns

Ecnu Bbl HacTpanBaeTe napameTp all ana TLV OCHOBHOro ynpasrneHus, cneumpuyHbIX
TLV opranunsauum IEEE 802.1 n cneuudpuyHbix TLV opranHusaumm IEEE 802.3,
o6bABNAOTCA BCe HeobasaTenbHble TLV 9TUX TUNOB.

Ecnn Bbl HacTpanBaeTe napameTtp all gns TLV LLDP-MED, ob6bsasnsawTca Bce TLV
LLDP-MED, kpome Location Identification TLV.

Ecnn Bbl xotute Hactpoutb LLDP-MED Capability TLV, cHavana HacTtponte LLDP
802.3 MAC/PHY TLV; Ecnu Bbl xoTuTe oTMeHuTb LLDP 802.3 MAC/PHY TLV, cHayana
oTMmeHuTe LLDP-MED Capability TLV.

Ecnn Bbl xotnte Hactpoutb TLV LLDP-MED, Hactponte LLDP-MED Capability TLV
nepeq Hactponkon gpyrux tunos TLV LLDP-MED. Ecnv Bbl XO0TUTE OTMEHUTb TLV
LLDP-MED, otmenuTte TLV Capability LLDP-MED nepeg otmeHon TLV gpyrux Tvnos
LLDP-MED. Ecnu yCTpOMUCTBO MOAKMOYEHO K IP-TenedoHy, KOTopbi nogaepxueaeT
LLDP-MED, Bbl moxeTe HacTpouTb Network Policy TLV ansa otnpaBku KoHurypauum
nonnTUKM Ha IP-TenedoH.

Ecnu yctponcTteo nogaepxmaeT pyHkunto DCBX no ymonyaHumio, noptamMm yCTpomncTea
Mo yMOS4YaHUo He paspeLueHo 06baBnATb cneundundHble TLV oprannsauunn IEEE 802.3
n TLV LLDP-MED.

10.4.3.3. lUarn HacTpouKu

OnumoHanbHo.
Hactponte Tnn TLV ans o6baBneHnsa Ha nHtepdence.

10.4.3.4. NMpoBepka

OTobpasute koHpurypaumm TLV, koTopble ByayT 06baBneHbl Ha MHTepdence

lMpoBepbTe, BCTyNua nu kKoHurypaumsa B cuny.
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10.4.3.5. CBsAA3aHHbIe KOMaHAbI

Hactpownka TLV gna o6baBneHus

KomaHga Ildp tlv-enable { basic-tlv { all | port-description | system-capability |
system-description | system-name } |dotl-tlv { all | port-vlan-id |
protocol-vlan-id [ vlan-id ] | vlan-name [ vilan-id ] } |dot3-tlv { all | link-
aggregation | mac-physic | max-frame-size | power } | med-tlv { all |
capability | inventory | location { civic-location | elin } identifier id |
network-policy profile [ profile-num ] | power-over-ethernet } }

Onucanwne basic-tlv: ykasbiBaeT TLV OCHOBHOIO ynpaBneHus.

napameTpoB

port-description: ykasbiBaeT TLV onucaHus nopta.
system-capability: ykasbiBaeT TLV CUCTEMHBLIX BO3MOXHOCTEN.
system-description: ykasbiBaeT TLV onucaHnsa cuctemel.
system-name: ykasbiBaeT TLV UMeHU cuctemsl.

dotl-tlv: ykasbiBaeT cneundpuyHble TLV opraHnsauum IEEE 802.1.
port-vlan-id: ykaseiBaet TLV ngeHtndpukatopa nopta VLAN.

protocol-vlan-id: ykaseiBaetr TLV wugeHTudpukatopa VLAN nopta wu
npoTokorna.

vlan-id: ykasbiBaeT TLV ungeHtudpukatopa VLAN nopta v npotokona B
ananasoHe oT 1 go 4094.

vlan-name: ykasbiBaeT TLV umeHn VLAN.

vlan-id: ykasbiBaeT nms VLAN B grnanasoHe oT 1 go 4094.

dot3-tlv: ykasbiBaeT cneunduyHble TLV opraHusauunu IEEE 802.3.
link-aggregation: ykasbiBaeT TLV arperaumm kaHanos.
mac-physic: ykasbiaeT TLV koHdburypaummn/coctosiis MAC/PHY.
max-frame-size: ykasbiBaeT TLV MakcumarnbHOro pasvepa kagpa.
power: yka3sbiBaeT TLV nutanusa yepes MDI.

med-tlv: ykasbiBaeT LLDP MED TLV.

capability: ykasbiBaeT TLV Bo3mMoxHocTen LLDP-MED.

inventory: ykasbiBaeT TLV ynpaBreHusiy pecypcamun, KOTOPbIN COAEPXKUT
Bepcuo annapaTHoro obecneveHus, Bepcuio BcTpoeHHoro MO, Bepcuto
nporpaMmmHoro obecneyenuns, SN, Ha3BaHMe NpPOM3BOAUTENS, Ha3BaHWe
MOAynNa 1 naeHTudgmkaTop obbekTa.

location: ykasbiBaeT TLV ngeHTudmkaumm MecTtononioxXeHus.

civic-location: ykasbiBaeT MHpopmauuio o6 agpece Civic M MNOYTOBYHO
nHdopmaumio.

elin: ykasbiBaeT HOMep TenedoHa 3KCTPEHHOWN CryXObl.

id: ykasbiBaeT naeHTUdnkaTop NONMTUKM B gnanasoHe oT 1 go 1024.
network-policy: ykasbiBaeT TLV ceTeBoW NOMUTUKN.

profile-num: ykasbiBaeT TLV ceTeBon nonuTtunkm B ananasoHe ot 1 go 1024.
power-over-ethernet: ykasbiBaeT paclumpeHHbin TLV nutaHusa Yyepes MDI
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KomaHaHbIn Pexum koHdurypaunm nitepderica
pexvm
OtmeHa TLV

KomaHpa no lldp tlv-enable {basic-tlv { all | port-description | system-capability |
system-description | system-name } | dotl-tlv { all | port-vlan-id |
protocol-vlan-id | vlan-name } | dot3-tlv { all | link-aggregation | mac-
physic | max-frame-size | power } | med-tlv { all | capability | inventory
| location { civic-location | elin } identifier id | network-policy profile [
profile-num ] | power-over-ethernet } }

Onucanwne basic-tlv: ykasbiBaeT TLV OCHOBHOIO ynpaBneHus.

napameTpoB

port-description: ykasbiBaeT TLV onucaHus nopTa.
system-capability: ykasbiBaeT TLV CUCTEMHbLIX BO3MOXHOCTEN.
system-description: ykasbiBaeT TLV onucaHnsa cuctemsl.
system-name: ykasbiBaeT TLV UMeHU cuctemsl.

dotl-tlv: ykasbiBaeT cneundpuyHble TLV opraHnsauuu IEEE 802.1.
port-vlan-id: ykaseiBaeT TLV ngeHtudpukatopa nopta VLAN.

protocol-vlan-id: ykaseiBaetr TLV wugeHTudpukatopa VLAN nopta wu
npoTokona.

vlan-name: ykasbiBaeT TLV umeHn VLAN.

dot3-tlv: ykasbiBaeT cneundunyHble TLV opraHnsaummn IEEE 802.3.
link-aggregation: ykasbiBaeT TLV arperaunm kaHasnos.
mac-physic: ykasbiaeT TLV koHdburypaummn/coctosiis MAC/PHY.
max-frame-size: ykasbiBaeT TLV MakcMmarnbHOro pasvepa kagpa.
power: ykasbiBaeT TLV nutaHusa yepes MDI.

med-tlv: ykasbiBaeT LLDP MED TLV.

capability: ykasbiBaeT TLV Bo3mMoxHocTen LLDP-MED.

inventory: ykasbiBaeT TLV ynpaBneHusi pecypcamu, KOTOPbIA COOEPXUT
BEpcuMo annapaTHoro obecneyeHus, Bepcuto BcTpoeHHoro 1O, Bepcuto
nporpaMmmHoro obecneyenuns, SN, Ha3BaHMe NpPOM3BOAUTENS, Ha3BaHWe
MOAynNa 1 naeHTudgukaTop obbekTa.

location: ykasbiBaeT TLV ngeHTndmkaumm MectononioxXeHus.

civic-location: ykasbiBaeT MHpopmauuio o6 agpece Civic M MNOYTOBYHO
nHdopmaumio.

elin: yka3biBaeT HoMmep TenedoHa SKCTPEHHON CITyX0bbl.

id: ykasbiBaeT naeHTUdnkaTop NONMTUKM B gnanasoHe oT 1 go 1024.
network-policy: ykasbiBaeT TLV ceTeBov NOMUTUKMN.

profile-num: ykasbiBaeT TLV ceTeBon nonuTnk1 B ananasoHe ot 1 go 1024.
power-over-ethernet: ykasbiBaeT paclumpeHHbin TLV nutaHmsa Yepes MDI

(@ orecy
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KomaHgHbIn
pexnm

Pexum koHdurypaunm nitepderica

10.4.3.6. Npumep KoHdUrypaumm

HacTtpounka TLV ansa o6baBneHus

Warn OTtmeHuTe cneundmnyHble TLV opraHusauum IEEE 802.1 naeHtndgpukatopa VLAN
HacCTpPOMKM | NopTa 1 NpoTOKoNa
QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#no lldp tlv-enable dotl-tlv protocol-
vlan-id
Mpoeepka | OTOGpaxeHue KoHdurypaumm LLDP TLV B pexmme koHdurypaumm nHrepdernica

QTECH(config-if-GigabitEthernet  0/1)#show lldp tlv-config interface
gigabitethernet

0N
LLDP tlv-config of port [GigabitEthernet 0/1]
NAME STATUS DEFAULT

Basic optional TLV:

Port Description TLV YES YES
System Name TLV YES YES
System Description TLV YES YES
System Capabilities TLV YES YES
Management Address TLV YES YES

IEEE 802.1 extend TLV:

Port VLAN ID TLV YES YES
Port And Protocol VLAN ID TLV NO YES
VLAN Name TLV YES YES

IEEE 802.3 extend TLV:

MAC-Physic TLV YES YES
Power via MDI TLV YES YES
Link Aggregation TLV YES YES
Maximum Frame Size TLV YES YES
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LLDP-MED extend TLV:
Capabilities TLV YES YES
Network Policy TLV YES YES
Location Identification TLV NO NO
Extended Power via MDI TLV YES YES
Inventory TLV YES YES

10.4.4. HacTtpauBaeT agpec ynpaBrieHUs1 Ana oo bABMNeHus

10.4.4.1. 3dphekT KOHbUrypauum

e Hactponte agpec ynpaeneHus ans obbsasneHns B naketax LLDP B pexxume HacTponku
UHTepdenca.

e [locne TOro, Kak agpec ynpaBrieHUsl, KOTOPbIN AOMKEH OblTb OOBLABNEH, OTMEHEH,
ajgpec ynpaeneHua B naketax LLDP 3aBMCUT OT HACTPOEK NO YMOSTYaHUIO.

10.4.4.2. NMNpumeyaHuns

LLDP paboTaet Ha hmsmyeckmx noptax (noptbl-y4acTHmku AP onsa noptoB AP). CTekMpoBaHHble
nopTsl 1 nopTbl VSL He noaaepxusatoT LLDP.

10.4.4.3. lUarn HacTpoOUKu

e  OnuuoHanbHo.

e Hactponte agpec ynpaeneHus ans obbsisneHns B naketax LLDP B pexxume HacTponku
nHTepenca.

10.4.4.4. NpoBepka

OTo6paxeHune nHcpopmauyum LLDP Ha nokanbHOM uHTepdence
[MpoBepbTe, BCTyNUia nu KoHguUrypawuusi B cuny.
10.4.4.5. CBsizaHHble KOMaHAbI

Hactpowka agpeca ynpaBrneHus ans oobaBneHus

KomaHga lldp management-address-tlv [ ip-address ]

Onuncanne ip-address: ykasbiBaeT agpec ynpaBneHusi, KoTopbin Byaet ob6bsaBreH B
napameTpoB nakete LLDP

KomaHaHbIn Pexnm koHdurypaumm nHtepdenca

peXnm

PykoBoacteso no | Agpec ynpasneHus no ymonyaHuto obbsaABnsieTca yepes3 naketol LLDP.
ucrionb3oBaHuo | Agpec ynpaesneHus — 310 IPv4-agpec mMuHumanbHon cetn VLAN,
nogaepxnsaemon noptom. Ecnn ana VLAN He HacTpoeH agpec IPv4, LLDP
NpoAdoINKaeT Nouck cooTBeTcTByoLlero IP-agpeca.
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Ecnu agpec IPv4 He HangeH, LLDP vweT IPv6-agpec muHumansHom VLAN,
KOTOPbIA NoAAepXUBAETCHA NOPTOM.

Ecnun agpec IPv6 He HanpeH, loopback-agpec 127.0.0.1 ncnonbayetcs B
KayecTBe agpeca ynpasneHus

OTMeHa agpeca ynpaBrieHus

KomaHga no lldp management-address-tlv
KomaHaHbIn Pexum koHdurypaumm nHrepderica
pexum

PykoBogcteo no | Agpec ynpasfieHna no ymonyaHuto obbsasnsieTcs yepes naketol LLDP.
nucrnonb3oBaHuo | Agpec ynpaeneHus — 3710 |IPv4-agpec muHumanbHon cetn VLAN,

nogaepxneaemon noptom. Ecnn ana VLAN He HacTpoeH agpec IPv4, LLDP
npogorkaeT NoMUck cooTeeTcTBylowero IP-agpeca.

Ecnun agpec IPv4 He HangeH, LLDP nwet IPv6-agpec MuHumansHon VLAN,
KOTOpbIN NOAOEPKMBAETCS NOPTOM.

Ecnn agpec IPv6 He HangeH, loopback-agpec 127.0.0.1 ncnonbayetcs B
KayecTBe agpeca ynpasneHus

10.4.4.6. NMpumep koHdUrypauumm

Hactpoika agpeca ynpaBneHus ansi oobaBneHus

Warn
HaCTPOWNKK

YctaHoBuTe agpec ynpasneHus 192.168.1.1 Ha nHTepdeince

QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp management-address-tlv 192.168.1.1

OTtobpasnte kKoHUrypauuo Ha nHTepdence

QTECH(config-if-GigabitEthernet 0/1)#show lldp local-information interface
GigabitEthernet 0/1
Lldp local-information of port [GigabitEthernet 0/1]

Port ID type : Interface name

Port id : GigabitEthernet 0/1
Port description : GigabitEthernet 0/1
Management address subtype Jipva
Management address :192.168.1.1
Interface numbering subtype :ifIndex
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Interface number

Object identifier

802.1 organizationally information
Port VLAN ID

Port and protocol VLAN ID(PPVID)
PPVID Supported

PPVID Enabled

VLAN name of VLAN 1

Protocol Identity

802.3 organizationally information
Auto-negotiation supported

Auto-negotiation enabled

10BASE-T half duplex mode

Power-via-MDI device type
Power-via-MDI power source :
Power-via-MDI power priority
Power-via-MDI power value

Model name :

PMD auto-negotiation advertised :
full duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode,

01

01

:YES

:NO

: VLANO0OO1

:YES
:YES
1000BASE-T full duplex mode, 100BASE-TX

Operational MAU type : speed(100)/duplex(Full)
PoE support :NO

Link aggregation supported :YES

Link aggregation enabled :NO

Aggregation port ID :0

Maximum frame Size :1500

LLDP-MED organizationally information
:PD

Local

Model name

10.4.5. HacTtpouka cuyeTuymka bbicTpon nepegaum LLDP

10.4.5.1. 3dochekT KOHhUrypauum

HacTponTe konunyecTtBo 6GbICTPO NnepegaBaemblx naketoB LLDP.

10.4.5.2. lLUarn HaCTpOMKMU

e  OnuuoHanbHo.
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e Hactponte konuyectBo naketoB LLDP, koTopble ObICTpO nepeaarwTcs, B pexume
rno6anbHOM KOHMUrypauuu.

10.4.5.3. NMpoBepka

OTobpaxeHne rnobanbHon nHgopmaummn o ctatyce LLDP.

° HDOBepre, BCTYNuUna nu KOHd)MpraLlVIFI B cuny.

10.4.5.4. CBA3aH

Hbleé KOMaHAbI

Hactpouka cyeTtyuka 6bicTpoun nepeaaum LLDP

Komanpa Ildp fast-count value
Onucanne value: ykasbiBaeT konuyectBOo naketoB LLDP, kotopble 6bICTpO
napameTpoB nepepatotcd. [inanasoH 3HavyeHun ot 1 o 10. 3HavyeHre no ymonyaHumo 3
KomaHaHbIn Pexunm rnobanbHon koHdurypauum
PEXUM

BoccTtaHoBneHue cyetymka 6bictpoun nepenaum LLDP no ymonyaHuio
KomaHpa no lldp fast-count
KomaHaHbIn Pexunm rnobanbHon koHdurypauum
pexum

10.4.5.5. NMpumep koHdUrypauumm

HacTponka cuetumka 6bicTpon nepegayum LLDP

Warn YcraHoBuTe cuyeTumk GbicTpon nepegaym LLDP Ha 5 B pexunme rnobGanbHom
HaCTpPoOWKM | KOHGMrypaumm

QTECH(config)#lldp fast-count 5

Mpoeepka | OToGpaxeHue rmobanbHon nHdopmaumm o ctatyce LLDP

QTECH(config)#show lldp status
Global status of LLDP : Enable

Neighbor information last changed time :

Transmit interval :30s
Hold multiplier 14
Reinit delay :2s
Transmit delay :2s
Notification interval :5s
Fast start counts :5

@ §) QTECH

MWP OOCTYNHEE

332




PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpolika LLDP

10.4.6. Hactpouka mHoxutenst TTL n MHTepBana nepegaym

10.4.6.1. dpheKkT KOHbUrypauum

HactponTte MHOXUTeNb TTL.
HacTtpownTe nHtepsan nepegaym naketos LLDP.

10.4.6.2. lUarn HacTpOUKu

OnuuoHanbHo.
BbInonHATL HACTPOWKy B pexume rnobanbHON KoHUrypauum.

10.4.6.3. NMpoBepka

OTtobpaxxeHne nHgpopmarmm o ctatyce LLDP Ha nHTepdence.

10.4.6.4. CBsA3aH

MpoBepbTe, BCTyNMNa fn KOHUIypaums B cuny.

Hbleé KOMaHAbI

HacTponka mHoxutena TTL

KomaHga Ildp hold-multiplier value

Onucanue value: ykasbiBaeT MHOXUTenb TTL. 3HadyeHue Bapbupyetca ot 2 go 10.
napameTpoB 3HayeHue no ymonyanmio — 4

KomaHgHbIn Pexunm rnobanbHon koHdurypauum

peXunm

PykoBoacteo no

B nakete LLDP 3HauyeHne TLV Time To Live paccunTbiBaetca no

ncnonb3oBaHuo | cnegyrowen dgopmyne: TLV Time to Live = mHoxuTenb TTL X nHTEepBan
nepefayn naketa + 1. CrniegoBatenbHO, Bbl MOXeTe U3aMeHnTb TLV Time to
Live B naketax LLDP, HacTpomB MHOXuTenb TTL
BoccTtaHoBneHue mHoxuTtensa TTL no ymonyaHuio
KomaHga no lldp hold-multiplier
KomaHaHbIn Pexunm rmobanbHon kKoHdurypauum
pexum

PykoBoacteo no
NCNOSIb30BaHNIO

B nakete LLDP 3HauyeHue TLV Time To Live paccuuTtbiBaetTca no
cnepyowwen dopmyne: TLV Time To Live = mHoxuTenb TTL X nHTepBan
nepegayn naketa + 1. CnegosaTtenbHO, Bbl MOXeTE U3mMeHuTb TLV Time To
Live B naketax LLDP, HacTponB mHOXuTenb TTL
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HacTpounka uHTtepBana nepega4yv
Komanpga Ildp timer tx-interval seconds
Onucanwne seconds: YykasblBaeT WHTepBan nepedayn naketa LLDP. [dnanasoH
napameTpoB 3Ha4yeHnnoT 5 go 32 768
KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
pexmm

BoccTtaHoBneHue MHTEepBana nepegavun no ymonvdaHuro

KomaHga no lldp timer tx-interval
KomaHaHbIn Pexum rnobanbHon koHdurypauum
pexnm

10.4.6.5. NMpumep koHdUrypaumm

Hactponka mHOXuTensa TTL n nHtepBana nepepayiv

Warun YctaHoBuTEe MHOXUTENb TTL Ha 3 n uHTpesan nepegayn Ha 20 cekyHa. TTL
HaCTPOMKM | MHpOPMALIMM NTOKANbHOIo YCTPOMCTBA O coceasx coctaBnseT 61 cekyHay

QTECH(config)#lldp hold-multiplier 3
QTECH(config)#lldp timer tx-interval 20

Mpoeepka | OToGpaxeHue rnobanbHon nHdopmaumm o ctatyce LLDP

QTECH(config)#lldp hold-multiplier 3
QTECH(config)#lldp timer tx-interval 20
QTECH(config)#show lldp status

Global status of LLDP : Enable

Neighbor information last changed time :

Transmit interval : 20s
Hold multiplier 03
Reinit delay 1 2s
Transmit delay :2s
Notification interval :5s
Fast start counts 13
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10.4.7. HacTpouKa 3agepXxku nepepauim

10.4.7.1. dpheKkT KOHbUrypaumm

HacTtponTe Bpemsa 3agepxkm ans nepegaym naketos LLDP.

10.4.7.2. llarn HacCTpOUKMU

OnuuoHanbHo.
BbinonHuTe HacTpoKKy B pexmme rnobanbHon KoHUrypaumu.

10.4.7.3. NMpoBepka

OTtobpaxeHune rnobanbHon nHGopmaumm o ctatyce LLDP.

10.4.7.4. CBA3aH

MpoBepbTe, BCTyNMNa fn KOHUrypaums B cuny.

Hbleé KOMaHAbI

HacTponka 3agepxkm nepegaum

KomaHga Ildp timer tx-delay seconds

OnucaHue seconds: ykasblBaeT 3afepXKy nepegadyn. 3HauyeHue Bapbupyetcs 1 go
napameTpoB 8192

KomaHgHbIn Pexunm rnobanbHon koHdurypauum

pexum

PykoBoacteo no

Korga nokanbHasa nHdopMaumss 06 yCTpONCTBE M3MEHSIETCS, YCTPOMUCTBO

MCNoMb30BaHMIO | HeMedrneHHo nepegaeT nakeTbl LLDP cBoum cocegam. Hactpownte
3afepXxKy nepegadm, 4Tobbl NpefoTBpaTUTL YacTylo nepedadvy nakeToB
LLDP, BbI3BaHHYO YaCTbIMW U3MEHEHUSIMU FIOKanNbHOW MHGOPMaLmMn
BoccTaHoBRneHue 3aepXkKu nepegayv no yMonyaHuio
KomaHga no lldp timer tx-delay
KomaHaHbIn Pexunm rnobanbHon koHdurypauum
pexum

PykoBoacteo no
NCNOSb30BaHMIO

Korga nokanbHasa uHdopmMaumsi 06 yCTpONCTBE M3MEHSIETCS, YCTPOMUCTBO
HemeaneHHo nepepaeT nakeTol LLDP ceBoum cocegsim. HactponTte
3afepXxKy nepegadm, 4tobbl NpegoTBpaTUTL YacTylo nepedadvy nakeToB
LLDP, BbI3BaHHYO YacTbIMW U3MEHEHUSIMU FIOKanNbHOW MHGOpMaLmn

10.4.7.5. NMpumep koHdUrypaumm

HacTpoiika 3agepxku nepeaaum

Warn
HaCTPONKK

YcTtaHoBuTe 3afepXKy nepegadn Ha 3 cekyHabl

@ §) QTECH

MWP OOCTYNHEE

335




PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpolika LLDP

QTECH(config)#lldp timer tx-delay 3

MpoBepka

OTobpaxeHne rnobanbHon nHgopmaumm o ctatyce LLDP

QTECH(config)#show lldp status
Global status of LLDP : Enable
Neighbor information last changed time :

Transmit interval :30s
Hold multtiplier t4h
Reinit delay :2s
Transmit delay :3s
Notification interval :5s
Fast start counts 13

10.4.8. HacTpouKa 3agep>XXkvm nHUMLuanum3aumm

10.4.8.1. dohekT KOHbUrypaumum

HacTtponTe Bpems 3agepxku onst nuuumanmsaumm LLDP Ha nto6om nHtepdece.

10.4.8.2. lLUarn HacTpomnkKm

e OnuuoHankeHo.

e Hactponte Bpems 3agepxku ang nimumanusauum LLDP Ha nobom nHtepdgence.

10.4.8.3. NMNpoBepka

OtobpaxeHune rnobanbHon nHdopmaumm o ctatyce LLDP.

e [lpoBepbTe, BCTYNMNA N KOHUrypauus B cuny.

10.4.8.4. CBA3aHHbIe KOMaHAbI

HacTpoiika 3agepXxku MHALManusaumm

KomaHga [ldp timer reinit-delay seconds

Onucaxne seconds: ykasblBaeT 3a4epXXKy UHMUManusaumn. JuanasoH 3Ha4yeHun ot 1
napameTpoB 0o 10 cekyHg

KomaHaHbIn Pexunm rnobanbHon koHdurypauum

peXunm

PykoBoacteo no

pexuma paboTbl nopTa

HacTtponTte 3agepxky wHUUmManusauMm Ansg npegoTBpalleHuss 4acTomn
MCMOMb30BaHMIO | UHMUManM3auun state machine, BbI3BAHHOW YacTbiMKM W3MEHEHUSIMU
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BoccTtaHoBneHuWe 3agepXKkv UHULManu3auum no yMon4aHuro
KomaHpa no lldp timer reinit-delay
KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
pexum

PykoBoacTeo no | HacTpointe 3amepxKy WHAUMANM3auMm AOns npefoTBpalleHnst 4acTou
NCMNOMb30BaHMIO | MHUUManM3auuM state machine, BbI3BaHHOW YacTbIMU U3MEHEHUAMMU
pexuma paboTbl nopTa

10.4.8.5. NMpumep KoHdUrypaumm

HacTponka 3agep>Xku uHMumMmanmsauum

Warn YcTaHoBuTE 3a4epXKKy UHULManM3aumm Ha 3 cekyHabl
HaCTPOMKK

QTECH(config)#lldp timer reinit-delay 3

Mpoeepka | OToGpaxeHue rnmobansHon nHdopmaumm o ctatyce LLDP

QTECH(config)#show lldp status
Global status of LLDP :Enable

Neighbor information last changed time :

Transmit interval :30s
Hold multiplier 14
Reinit delay :3s
Transmit delay 1 2s
Notification interval :5s
Fast start counts 13

10.4.9. HacTtpownka cyHkuum Trap LLDP
10.4.9.1. 3dochekT KOHhUrypauum

HacTtponTe nHtepsan aons nepegaum Trap-coobwenun LLDP.

10.4.9.2. lUarn HacTpOUKu

BkntoyeHune pyHkumm Trap LLDP

e  OnuuoHanbHo.

e  BhbinonHuTe HaACTpoOKKy B pexxMMe HacTPOnKN nHTepdenca.
Hactpowka uHtepBana nepegaum Trap-coobweHun LLDP
e  OnuuoHanbHo.

e  BbinonHnTe HaCTPONKy B pexume rnobanbHON KOHUrypauum.
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10.4.9.3. NMpoBepka

OTo6paxeHne nHdopmauum o cratyce LLDP
e [lpoBepbTe, BKNtoYeHa N1 pyHKuma Trap LLDP.

o [lpoBepbTe, AEWACTBYET NIM HACTPOMKa MHTepBana.

10.4.9.4. CBsA3aHHbIe KOMaHAbI

Bknro4yeHue cpyHkuun Trap LLDP

KomaHga Ildp notification remote-change enable
KomaHaHbIn Pexum koHdurypaumm nHrepderica
pexum

PykoBoacteo no
NCMNonb30BaHNIO

Trap-coobuweHna LLDP nossonsgeT yCTPOWCTBY OTMNPaBAsATb JIOKaNbHYHO
nHdopmaumio LLDP (Hanpumep, obHapyxeHne cocefa M HEUCNPABHOCTb
kaHana cBa3u) Ha cepsep NMS, 4Tobbl agMUHUCTPATOPLI MOMMK y3HaTb O
NPoOn3BOAUTESTLHOCTU CETU

OTtknro4yeHue cpyHkumum Trap LLDP

KomaHga no lldp notification remote-change enable
KomaHaHbIn Pexunm koHdurypaumm nHtepdenca
pexum

PykoBoacteo no
MCNONb30BaHNIO

Trap-coobuwenna LLDP nossonsieT yCTPOWCTBY OTMNpPaBAATb JOKarbHYHO
nHdopmaumio LLDP (Hanpumep, obHapyxeHue cocefa M HEUCNPABHOCTb
kaHana cedasn) Ha cepeep NMS, 4To6bl agMUHUCTPATOPLI MOFMM Y3HaTb O
Npon3BOAUTENBHOCTU CETH

Hactpowka uHtepBana nepegaum Trap LLDP

KomaHga [ldp timer notification-interval seconds

Onuncanne seconds: ykasblBaeT WHTepBan Ans nepegaym Trap-coobuwenun LLDP.

napameTpoB 3HaveHne BapbupyeTtcsa oT 5 0o 3600 cekyH. 3Ha4YeHWe No yMOYaHUIo
5 cekyHg

KomaHaHbIn Pexunm rnobanbHon koHdurypauum

peXunm

PykoBoacteo no
NCMNOMb30BaHUIO

HactponTe nHtepsan nepegayn Trap LLDP, 4To6bl npegoTBpatTb YacTyto
nepegavy coobweHun Trap LLDP. N3meHeHna LLDP, obHapyxeHHbie B
TeyeHve 3Toro nHTepsana, byayt nepeaaHsl Ha cepsep NMS

(@ orecy
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BoccTtaHoBrneHue uHtepBana nepegaum Trap LLDP
KomaHpa no lldp timer notification-interval
KomaHaHbIn Pexwum rnobanbHon koHUrypaumm
pexum

PykoBoacteo no | Hactpownte nHtepsan nepegaym Trap LLDP, 4ToGbl npeaoTBpaTnTh YacTyro
ncnonb3oBaHuio | nepegadvy coobuwerun Trap LLDP. NameHeHns LLDP, o6HapyxeHHble B
TeyeHne 3Toro nHTepeana, 6yayt nepeaaHsl Ha cepsep NMS

10.4.9.5. NMpumep KoHdUrypaumm

BknroyeHne cyHkumm Trap LLDP u HacTpouka uvHTepBana nepepauuv Trap
LLDP

Warun Bkntounte doyHkumio Trap LLDP u yctaHoBuTe nHTepBan nepegayun Trap LLDP
HacTpovikn | paBHbIM 10 cekyHaam

QTECH(config)#lldp timer notification-interval 10
QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp notification remote-change enable

Mpoeepka | OToGpakeHue nHdopmaumm o coctosiHum LLDP

QTECH(config-if-GigabitEthernet 0/1)#show lldp status
Global status of LLDP : Enable

Neighbor information last changed time :

Transmit interval :30s
Hold multiplier 14
Reinit delay 1 2s
Transmit delay 1 2s
Notification interval :10s
Fast start counts 13

Port status of LLDP : Enable
Port state :UP

Port encapsulation : Ethernet Il
Operational mode : RxAndTx
Notification enable :YES
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Error detect enable :YES
Number of neighbors :0
Number of MED neighbors  : 0

10.4.10. HacTtpounka ¢pyHKuUM obHapyxeHusi owundok LLDP
10.4.10.1. 3dpheKkT KOHUrypauum

e  Bknounte dyHkumMI0 06HapyxeHus owmbok LLDP. Korga LLDP o6HapyxuBaeT oLmnbKy,
OHa perncTpupyeTcs.

e Hactponte dyHKumMIO 0BHapyxeHua owmnbok LLDP ana onpegeneHus KoHgurypauum
VLAN Ha oboux KoHUax KaHana, COCTosaHMS nopTa, oblien koHdurypaumm nopta,
KOHpurypaumm MTU n netens.

10.4.10.2. lHarn HacTpounku

e  OnuuoHarnbHo.

e Bknounte unu oTKMouMTE (PYHKUMIO OBHapyxeHus owunbok LLDP B pexume
KOHUrypauum nHtepdenca.

10.4.10.3. NpoBepka
OTtobpakeHne nHgopmaumm o cratyce LLDP Ha nHTepdelice

e [lpoBepbTe, BCTYNMNAa N KOHUrypauus B cuny.
10.4.10.4. CBAA3aHHble KOMaHAbI

BknroyeHne cpyHKLUMM OOHapyxeHuAa owmbok LLDP

KomaHpa Ildp error-detect
KomaHaHbIn Pexnm koHdurypaumm nHtepdenca
pexum

PykoBogcteo no | dyHkumMs obHapyxeHusi owmnbok LLDP 3aBucut ot onpegenerHbix TLV B
ncrnonb3oBaHuio | naketax LLDP, koTopbiMn oOMeHMBalOTCA yCTpOWCTBa Ha 06OMX KOHLAX
kaHana. CnegoBaTenbHO, YCTPONCTBO AOIMKHO 00bABUTL NpaBuribHble TLY,
4yTOGbI 06ecneunTb QYHKUMIO OBHapyxeHus ownbok LLDP

OTknro4veHune pyHKuMnN o6HapyxeHns owmnbok LLDP

KomaHga no lldp error-detect
KomaHaHbIn Pexnm koHdurypaumm nitepdenca
pexnm

PykoBoactso no | dyHkumnsa obHapyxeHuns owmnbok LLDP 3aBucut oT onpegenenHbix TLV B
ncnonb3oBaHuio | naketax LLDP, kotopbiMn obmeHuBatoTCA ycTporcTBa Ha 06omx KoHuax
kaHana. CnegoBaTtenbHO, yCTPONCTBO AOSMKHO 06bsBUTL NpaBurbHble TLV,
4yT0bbl 06ecnevnTb PyHKUNIO 0B6HapyxeHus owmnbok LLDP
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10.4.10.5. Npumep KoHdUrypaumm
BknioyeHune pyHKLUMM OOHapyxeHus owmnbok LLDP

Warun Bknounte  dyHkumio  obHapyxeHus owmubok LLDP  Ha
HacTporku | GigabitEthernet 0/1

NHTepdence

QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp error-detect

Mpoeepka | OTOGpaxeHue nHcopmaumm o ctatyce LLDP Ha nHTepderice

QTECH(config-if-GigabitEthernet 0/1)#show lldp status interface
gigabitethernet 0/1
Port [GigabitEthernet 0/1]
Port status of LLDP : Enable
Port state :UP
Port encapsulation : Ethernet Il
Operational mode : RxAndTx
Notification enable :NO
Error detect enable :YES
Number of neighbors :0
Number of MED neighbors : 0
10.4.11. HacTtpouka chopmaTta uHkancynsiumm LLDP
10.4.11.1. 9dpheKkT KOHUrypaumm
HacTtponte chopmaT uHkancynsumm LLDP.
10.4.11.2. lLlarn HacTpounKu
e  OnuyuoHarnkeHo.
e HactponTte popmat nHkancynaumm LLDP Ha nHTepgeiice.
10.4.11.3. NpoBepka
OtobpaxxeHne nHgopmaumm o cratyce LLDP nHtepdelica.
e [lpoBepbTe, BCTYNMNA N KOHUrypauus B cuny.
10.4.11.4. CBsAA3aHHbIe KOMaHAbI
YctaHoBKa ¢popmaTa uHkancynsiumm LLDP Ha SNAP
KomaHnga lldp encapsulation snap
KomaHaHbIn Pexum koHdurypaunm nHtepderica
pexmm
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Pykosoacteo no | MIPUMEYAHUE: «koHpurypaumsa dopmaTta wuHkancynsumm LLDP  Ha
NCMNOMb30BaHWIO | YCTPOMWCTBE M ero coceasax AomkHa ObITb COrnacoBaHHON

BoccTtaHoBneHue chopmata uHkancynauum LLDP no ymonuanuto (Ethernet I1)

KomaHga no lldp encapsulation snap
KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexum

Pykosoacteo no | MIPUMEYAHUE: «koHpurypaums dopmaTta wuHkancynaumm LLDP  Ha
NCNONb30BaHNIO | YCTPOWCTBE U ero coceasax JoImkHa ObITb CornacoBaHHON

10.4.11.5. Npumep KoHdUrypaumm
YctaHoBKa cpopmaTa nHkancynsumm LLDP Ha SNAP

Warun YcTtaHoBuTe chopmat nHkancynauum LLDP Ha SNAP
HaCTPOWKU

QTECH(config)#interface gigabitethernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#lldp encapsulation snap

Mpoeepka | OTOGpaxeHue nHcopmaumm o ctatyce LLDP Ha nHtepdelice

QTECH(config-if-GigabitEthernet 0/1)#show lldp status interface
gigabitethernet 0/1

Port [GigabitEthernet 0/1]

Port status of LLDP : Enable
Port state :UP

Port encapsulation :Snap
Operational mode : RxAndTx
Notification enable :NO
Error detect enable :YES
Number of neighbors :0

Number of MED neighbors :0

10.4.12. HacTtpomnka ceteBon nonutukm LLDP

10.4.12.1. 3dpheKkT KOHUrypauum

e Hactpowute cetesyto nonutnky LLDP.

e Ecnu yctponcteo noaknoyeHo K IP-tenedoHy, koTopbin nogaepxveaet LLDP-MED,
Bbl MOXeTe HacTpouTb TLV ceTeBOM NONUTUKN AN nepefayun KoHUrypaumm normTmuku
Ha IP-TenedoH, 4To no3sonuT IP-TenedoHy n3aMeHnTb Ter 1 QoS ronocoBbIX NOTOKOB.
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B pononHeHue k ceTeBoi nonutuke LLDP BbINONMHWTE Ha YCTPOWCTBE crneayloLume

warun: 1.

Bkntounte dyHkumio Voice VLAN un gobaBbTe nopT, NOAKMHOYEHHbIN K

IP-TenedoHy, B Voice VLAN. 2. HacTpoinTe nopT, NOAKMOYEHHbLIN K IP-TenedoHy, Kak
JoBepeHHbI nopT QoS (pekoMmeHayeTca AgoBepeHHbIn pexum DSCP). 3. Ecnn gns
nopTta Takke BkrtodeHa ayTeHTudunkaums 802.1X, HacTporTe 6e3onacHbIv kaHan ans
naketoB u3 Voice VLAN. Ecnu IP-TenedoH He nogaepxusaet LLDP-MED, Bkntounte
dyHkumto Voice VLAN u BpyyHyto gobasbte MAC-agpec IP-tenecoHa B cnvcok OUI
Voice VLAN.

o [1ns HacTpouku pexxuma gosepus QoS cm. ACL&QoS Configuration/HacTpoika IP QoS;
AN HacTporkn 6e3onacHoro kaHana cM. ACL&QoS Configuration/HacTtpovika ACL.

10.4.12.2. llarn HacTpoMnKun

e  OnuuoHarnbHo.
e HactponTte ceteyto nonutuky LLDP.

10.4.12.3. NpoBepka

OTtobpakeHne KoHurypauum ceteBon nonutukn LLDP.

e [lpoBepbTe, BCTynuna fiv KOHUIrypauns B cuny.

10.4.12.4. CBA3aHHble KOMaHAbI

HacTponka ceteBon nonutukm LLDP

KomaHga lldp network-policy profile profile-num

Onucanne profile-num: ykasblBaeT wuaeHTUdukaTop ceteBon nonutukn LLDP.
napamMmeTpoB 3HaveHune Bapbupyetcs ot 1 go 1024

KomaHgHbIn Pexunm rnobanbHon koHdurypauum

pexvm

PykoBoacteo no
MCNONb30BaHNIO

3anycTuTte 3Ty KoMaHay, YToObl NepenTn B pexnm ceteBon nonutnkm LLDP
nocrie ykasaHusa ngeHtudgukatopa nonmuTukn.

Mocne Bxoaa B pexum ceteBor nonntukm LLDP 3anyctute komaHgy { voice
| voice-signaling } vlan ans HacTponku onpedeneHHon ceTeBon NONUTUKN

YpaneHue ceteBon nonutuku LLDP

KomaHga no lldp network-policy profile profile-num

Onuncanne profile-num: ykasbiBaeT wuaeHTUdukaTop ceteson nonutukn LLDP.
napameTpoB 3HaveHue Bapbupyetcs ot 1 go 1024

KomaHaHbIn Pexum koHdurypaumm nHtepderica

peXunm
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PykoBoactBo no | 3anycTtute aTy KomaHay, 4Tobbl nepenTn B pexum ceteon nonutunkn LLDP
NCMOMNb30BaHUIO | NOcne ykasaHna naeHTugunkaTopa nosiMTuky.

lMocne Bxoaa B pexuvm ceteBou nonutuky LLDP 3anyctute komanay { voice
| voice-signaling } vlan ans HacTponku onpegesieHHON ceTeBON NOSIUTUKK

10.4.12.5. Npumep KoHdUrypaumm

HacTponka ceteBon nonutukm LLDP

Warn YcraHoBute TLV ceteBon nonutuknm paeHeiM 1, 4T106bI naketbl LLDP
HacTporku | obbaBnsanucb noptom GigabitEthernet 0/1 n yctaHosute naeHtudukaTop VLAN
ana ronocooro npunoxeHnsa Ha 3, COS Ha 4 n DSCP Ha 6

QTECH#config

QTECH(config)#lldp network-policy profile 1
QTECH(config-lldp-network-policy)# voice vlan 3 cos 4
QTECH(config-lldp-network-policy)# voice vlan 3 dscp 6
QTECH(config-lldp-network-policy)#exit
QTECH(config)# interface gigabitethernet 0/1

QTECH(config-if-GigabitEthernet 0/1)# lldp tlv-enable med-tlv network-policy
profile 1

lMpoBepka | NokaszaTb KOHUrypauuto ceteson nonnutuku LLDP Ha nokansHOM yCTponcTee

network-policy information:
network policy profile :1
voice vlan 3 cos 4

voice vlan 3 dscp 6

10.4.13. HacTpouka agpeca Civic
10.4.13.1. 3dphbeKkT KOHhUrypauum

Hactponte agpec Civic ycTpowncTea.
10.4.13.2. lLlarn HacTpounkKu

e OnuuoHanbHo.
e  BbinonHute 3Ty HACTPOWKY B pexnme koHpurypaumm LLDP Civic Address.

10.4.13.3. NpoBepka

MokasaTtb agpec civic LLDP nokanbHOro yctpomncrea
lMpoBepbTe, BCTyNua nn kKoHurypaumsa B cuny.
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10.4.13.4. CBsi3aHHble KOMaHAbI

Hactpouka agpeca civic yctpouctsa

KomaHpa

Hactpovika agpec civic LLDP. Vcnonb3ynTte onuuio no, 4Tobbl yaanuTb

afapec.

{ country | state | county | city | division | neighborhood | street-group
| leading-street-dir | trailing-street-suffix | street-suffix | number |
street-number-suffix | landmark | additional-location-information |
name | postal-code | building | unit | floor | room | type-of-place | postal-

community-name | post-office-box | additional-code } ca-word

OnwucaHue
napamMmeTpoB

country: ykasblBaeT KOA CTpaHbl, COCTOSILMA M3 OByX cumeonos. CH

o3Ha4aeT Kutan.

state: ykasbiBaeT, Uto TMn CA paBeH 1.

county: ykasbiBaeT, 4To T1n CA paBeH 2.

city: ykasbiBaeT, 4to Tmn CA — 3.

division: ykasbiBaeT, 4yto TMn CA paBeH 4.
neighborhood: ykasbiBaeT, 4uto TMn CA paBeH 5.
street-group: ykasbiBaeT, 4To Tmn CA paBeH 6.
leading-street-dir: ykasbiBaeT, 4yto T1n CA paseH 16.
trailing-street-suffix: ykasbiBaet, yto TN CA — 17.
street-suffix: ykasbiBaeT, yto Tn CA — 18.

number: ykasbiBaeT, 4To TN CA — 19.
street-number-suffix: ykasbiBaeT, 4to Tvn CA paseH 20.
landmark: ykasbiBaet, yto Tn CA — 21.

additional-location-information: ykasbiBaeT, 4to Tun CA — 22.

name: ykasbliBaeT, 4yto Tnun CA — 23.
postal-code: ykasbiBaeT, 4To Tn CA — 24.
building: ykasbiBaeT, yto TN CA — 25.

unit: ykasbiBaeT, 4to Tin CA — 26.

floor: ykasbiBaeT, uto Tun CA — 27.

room: ykasbiBaert, 4to Tun CA — 28.
type-of-place: ykasbiBaet, uto Tin CA — 29.
postal-community-name: ykasbiBaeT, 4To T1n CA paseH 30.
post-office-box: ykasbiBaeT, uto Tn CA — 31.
additional-code: ykasbiBaeT, uyto Tmn CA — 32.
ca-word: ykasblBaeT agpec

KomaHgHbIn
pPEXNUM

Pexwum koHdurypauum LLDP Civic Address
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PykoBoactso no
NCNOSb30BaHMIO

Mocne Bxoga B pexum KoHdurypaumm LLDP Civic Address HacTtpouTte
agpec civic LLDP

YpnaneHue apgpeca civic yctpoucTtsa

KomaHga no { country | state | county | city | division | neighborhood | street-
group | leading-street-dir | trailing-street-suffix | street-suffix | number
| street-number-suffix | landmark | additional-location-information |
name | postal-code | building | unit | floor | room | type-of-place | postal-
community-name | post-office-box | additional-code }

KomaHaHbIn Pexum koHdurypaumm LLDP Civic Address

pexum

PykoBoacteo no
NCMNonb30BaHUIO

lMocne Bxoga B pexum KoHdurypaumm LLDP Civic Address HacTponTe
agpec civic LLDP

Hactpouka Tuna yctponucrtea

KomaHga device-type device-type
Onuncanne device-type: ykasblBaeT TN ycTporcTBa. 3HayeHune Bapbmpyetcs ot 0 go 2.
napameTpoB 3Ha4yeHue no ymonyanuto 1.
0 ykasbIBaeT, 4YTO TMn ycTponctea — cepeep DHCP.
1 ykasblBaeT, 4TO TUN YCTPOMCTBA — KOMMYyTaTop.
2 yKasblBaeT, 4YTo Tun ycTponctea — LLDP MED
KomaHgHbIn Pexunm koHurypaunmn agpeca civic LLDP
pexunm

PykoBoacteo no

Mocne Bxoga B pexum koHpurypauum LLDP Civic Address HacTponTte tmn

MCMNOSb30BaHUIO | YCTPOUCTBA
BoccTtaHoBRneHue Tuna yctponcrea
KomaHga no device-type
KomaHaHbIn Pexum koHdurypaumm LLDP Civic Address
pexnm

PykoBoacteo no
NCNOSb30BaHMIO

Mocne Bxoaa B pexunm koHdburypauumn LLDP Civic Address BoccTtaHoBUTE
HaCTPOMKM NO YMONYaHMIO
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10.4.13.5. Npumep KoHduUrypaumum

Hactpouka agpeca civic yctpouctsa

LLarn YctaHoBuTb agpec nopta GigabitEthernet 0/1 cneaytowmm obpasom: ykaxuTe
HacTporku | cTpaHy RU, ropog Moscow u noyToBbIn nHgekc 121471

QTECH#config

QTECH(config)#lldp location civic-location identifier 1
QTECH(config-lldp-civic)# country RU
QTECH(config-lldp-civic)# city Moscow
QTECH(config-lldp-civic)# postal-code 121471

Mpoeepka | OToGpasuTe agpec civic LLDP nopta GigabitEthernet 0/11

civic location information:
Identifier :1

country :RU

device type 1

city :Moscow

postal-code :121471

10.4.14. HacTtponka HomMmepa TenecoHa IKCTPEHHOU CIyXObl

10.4.14.1. 3dpheKkT KOHhUrypaumum

HacTtponTe Homep TenedoHa 3KCTPEHHON Cry»x0bl YCTPONCTBA.

10.4.14.2. lLlarn HacTpoOMnKun

e OnuyuoHarnkeHo.

e  BbinonHuTe 3Ty HACTPONKY B pexume rinobanbHOn KoHdurypaumm.
10.4.14.3. NpoBepka

OtobpaxeHne Homepa TenedoHa IKCTPEHHOM CRNYXObl NOKanbHOro
ycTpoucTBa

[MpoBepbTe, BCTyNUIa nNu KoHgUrypauus B cuny.

10.4.14.4. CBsAA3aHHbIe KOMaHAbI
Hactpoika Homepa TenecdoHa IKCTPEHHOW CNyXObl yCTPOMUCTBA

KomaHga [ldp location elin identifier id elin-location tel-number
Onuncanne id: ykasblBaeT maeHTudumkaTtop HoMmepa TenedoHa IKCTPEHHOM CryXObl.
napameTpoB [nana3oH 3HayeHun ot 1 go 1024.
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tel-number: ykasbiBaeT Homep TenedgoHa IKCTPEHHOW  cnyxbbl,
cogepxawmn ot 10 go 25 cnmeonos

KomaHgHbIn
peXxnm

Pexwum rnobanbHon koHUrypaumm

PykoBoacteo no
NCNONb30BaHMIO

3anycTtute 3Ty KOMaHgy, YToObl HACTPOUTbL HOMEpP TenedoHa SKCTPEHHOW
Cnyx0bl

YnaneHue Homepa TenedoHa 3KCTPEHHON CNYXObl yCTpoOUCTBa

Komanpa no lldp location elin identifier id

Onucanwne id: ykasblBaeT ngeHtudukaTop Homepa TenegoHa IKCTPEHHOW Cry>KObl.
napameTpoB [nana3oH 3HaueHurnot 1 go 1024

KomaHgHbIn Pexum rnobansHon koHuUrypaumm

PEXUM

10.4.14.5. Npumep KoHcpUrypaumm

Hactpoika Homepa TenecdoHa 3IKCTPEHHOW CNyXObl yCTPpOMUCTBA

Warn YcTaHoBuTe Homep TernedoHa SKCTpeHHOM cry»0bl nopTa GigabitEthernet 0/1 Ha
HacTponkun | 84954718118

QTECH#config
QTECH(config)#lldp location elin identifier 1 elin-location 84954718118

0/1

Mpoeepka | OTOGpaxeHMe HoMepa TenedoHa 3KCTPeHHoW cnyxbbl nopta GigabitEthernet

elin location information:

Identifier :1
elin number : 84954718118

10.4.15. HacTtpownka cpyHKLMN UTHOpupoBaHUa obHapyxeHus PVID

10.4.15.1. 3dphbeKkT KOHhUrypauum
WrHopupyeTt obHapyxeHue PVID.

10.4.15.2. lLlarn HacTpoMnkKun

e  OnuuoHanbHo.

o B cooTtBeTCcTBUMM C TEeKYLIMM COCTOAHNEM Bbl6epI/ITe, cnenyeT nn BKINKYUTb beHKLl,VIIO.
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10.4.15.3. Np

OTtobpaxxeHune

oBepka

nHdopmaumm LLDP.

e [lpoBepbTe, coBnagaeT nu coctosHue obHapyxeHus PVID B rmobanbHom LLDP c
BaLLien KoHdUrypaumen.

10.4.15.4. CBA3aHHble KOMaHAbI

UrHopupoBaHue obHapyxeHus PVID

KomaHga Ildp ignore pvid-error-detect
KomaHaHbIn Pexum rnobanbHon koHdurypauum
pexnm
PykoBoactso no | Micnonb3synTte KomaHay, YTobbl nrHopupoBaTb obHapyxeHue PVID
NCNONb30BaHNIO
10.4.15.5. Npumep KoHcpUrypaumm

Hactpowka dyHKUUKN nrHopupoBaHusa obHapyxeHusa PVID

HaCTPOWKU

Warun NrHopupyeTt obHapyxeHune PVID B pexume rnobansHon KoHdurypauum

QTECH#config
QTECH(config)#lldp ignore pvid-error-detect

Mpoeepka | MNMokasaTb rnobanbHyto nHdopmaunsa LLDP

uijie(config)#show lldp status

Global status of LLDP : Enable

Neighbor information last changed time :
Transmit interval : 30s

Hold multiplier: 4

Reinit delay : 2s

Transmit delay : 2s

Notification interval : 5s

Fast start counts : 5

Igore PVID error detect : YES

10.5. MoHm

TOPWHI

10.5.1. OuyucTka

MPUMEYAHME: BbinonHeHne komMaHg clear MOXeET MPUBECTU K NOTEPE KU3HEHHO BaXKHOW

MHopMaumm n, Takum o6pasom, K npepbiBaHNO paboTbl Cryxo.
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OnucaHue

KomaHpa

Ouunwaet ctatucTuky LLDP

clear lldp statistics [ interface interface-name ]

Ounwaet nHdopmaumo o cocegax LLDP

clear lldp table [ interface interface-name |

10.5.2. OToGpaxeHue

OnucaHue

KomaHpa

OtobpaxaeT wHpopmaumto LLDP  Ha
floKanbHOM YCTpPOMCTBE, KoTopas OyaeT
opraHmsoBaHa kak TLV wn otTnpaBneHa
coceasam

show lldp local-information [ global | interface
interface-name |

OtobpaxaeT agpec civic LLDP nnn Homep

show Ildp location { civic-location | elin-

TenedgoHa 3KCTPEHHOW cnyx6bl | location } { identifier id | interface interface-
fIoKanbHOro yCTponcTea name | static }

OtobpaxaeT wuHdopmaumto LLDP o | show Ildp neighbors [ interface interface-name
cocepe ] [ detail ]

OtobpaxaeT koHdurypaumio ceteBon | show Ildp network-policy { profile [ profile-num

nonuntnkn LLDP nokanbHoro yctponctea

] | interface interface-name }

OtobpaxaeTt ctatucTtuky LLDP

show lldp statistics [ global | interface

interface-name |

OTtobparkaeT MHGOPMaUMO O COCTOSIHUM
LLDP

show lldp status [ interface interface-name |

OTtobpaxaeT KOHGUrypaumio TLV,
KOoTopble  JOIMKHbl  ObiTb  0OBbABNEHDI
nopTom

show lldp tlv-config [interface interface-name ]

10.5.3. OTnapgka

NMPUMEYAHUE: cuctemMHble pecypcbl 3aHAThI MPY BblIBOAE OTNagovHon nHdopmaumn. Noatomy
OTKNtoYanTe OTNaaKy cpasy Nocne UCMosib30BaHMS.

OnucaHue

KomaHaa

Otnagka o6paboTku owmnbok LLDP

debug lldp error

Otnagka o6paboTku cobbitun LLDP

debug lldp event
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OnucaHune KomaHga

Otnagka o6paboTkn «ropsiiero» pesepBHoro konnposanusa LLDP | debug lldp ha

Otnagka npuema naketos LLDP debug Ildp packet

Otnapgka state machine LLDP debug lldp stm
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11. HACTPOMKA QINQ
11.1. O630p

QIinQ ucnonb3yeTca Anst BCTaBky Tera o6LeaocTynHom BupTyanbHon nokanbHon cetu (VLAN)
B nakeT ¢ TeroM npmeatHon VLAN, 4Tobbl paspewnTb nepeaady naketa ¢ ABOVHbIM TEFOM MO
ceTu noctasLuka ycnyr (SP).

Monb3oBaTtenu B ropoackon cetn (MAN) gomxkHbl GbiTe pasgeneHsl ¢ nomolwbto VLAN. IEEE
802.1Q nopaepxmBaeT Tonbko 4094 VLAN, 4Tto He goctaTtoyHo. bnarogapsa uHkancynsumm c
OBOMHbIM Terom, npegoctasndemon QinQ, naket nepegaeTcs No cetTm SP Ha OCHOBe
YHUKanbHoro BHelwHero tera VLAN, HasHayeHHOro obLedoCcTynHon ceTbto. Takum obpasom,
MOXXHO MOBTOPHO McCMnonb3oBaTth npuBaTHble VLAN, 4TO yBENNUMBAET KOMMYECTBO OOCTYMHbIX
TeroB VLAN n obecneymBaeT NpocTyo PyHKLUMIO BUPTyarbHOM npmuBaTHOW ceTn ypoBHS 2 (VPN).

PucyHok 11-1 HwKe nokasbiBaeT NpouecCc BHeApeHud [BoWHOro Tera. Bxog B ceTb SP
HasbiBaeTca noptoMm dotlg-tunnel wnu cokpalleHHO TyHHeNbHbIM nopToM. Bce kagpebl,
nocTtynatowme Ha rpaHuubl nposangepa (PE), cuMtatotca HenoMeveHHbIMK Teramn. Bee Teru,
Oyab TO kagpbl 6e3 Teros Unu Kagpbl ¢ Teramm KnneHTckon VLAN, MHKaNCynupyoTca ¢ Teramm
cetn SP. NpeHtudukatop VLAN cetn SP — 310 naeHtndpumkatop VLAN no ymonyaHuio ans
TYHHESIbHOro nopTa.

Source
Address
Destination Length/ Frame Check
Address EtherType Sequence
DA | SA | Len/Etype Data FCS Kagp Original Ethernet
i i P~ T~ T
1 1 1 ~ S~ S~ RN
1 1 1 > o S~ S~ S~
1 1 1 ~ = S~ S~
| | | ~ T~ ~ e ~ .
Kagp |IEE 802.1Q u3
Et T: Len/Et
DA | SA ype ag en/etype Data FCS KIMEHTCKOM CETH
| i :-\\\ ‘\\\ \\\\ \\\\ \\\
1 1 1 ~ o ~ - ~.
1 1 1 - ~ . ~ o ~ o ~ o
1 1 1 ~ o ~ o ~ . ~ o ~.
\ , \ -~ ~. ~_ ~ -~
DA | SA Etype Tag Etype Tag Len/Etype Data FCS

Kagp ¢ OBOWHBIM TErOM
B CTPYKTYpE
nocTaBLiuka cepeurca

PucyHok 11-1. VIHKancynaums BHELWLHEro Tera

11.1.1. NMpoToKosbl U CTaHAAPTbI
IEEE 802.1ad
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11.2. NMpunoxeHus

MpunoxeHune

OnucaHue

BHenpeHve VPN ypoBHS 2 ¢
nomoLlblo 6asosoro  QinQ
Ha OCHOBE MOPTOB

[aHHble nepepatoTes OT kKnveHTa A n knueHta B k peer end’y
6e3 koHpnukToB B ceTn SP, gaxe ecnu AaHHble NOCTynarT 13
oaHom u Ton e VLAN

BHeapeHune arperauum
VLAN ans pasnnYHbIX
CEPBUCOB nocpeacTBoM

conoctasnennsa VLAN

PasnnyHble notokn Tpadmka cepsucoB (PC, IPTV u VolP)
nepegatotca Yepes pasHbie VLAN. Cetn VLAN obbeaunHstoTcs
B KamnycHown cetu, noatomy Tonbko ogHa VLAN ncnonb3syetcs
ANsa nepefadv ogHUX N TEX XXe NOTOKOB Tpadmka CepBUCOB, YTO
no3BonsieT 3KOHOMUTL pecypcbl VLAN

Peanusaumsa npo3pavHou
nepegaym ypoBHA 2 Ha
OoCcHoBe QinQ

KnneHTtckas cetb A 1 KnueHTckasa ceTb B B pasHbix obnacTsx
MOTYT BbINOSTHATL pacyeT e4MHOro NPOTOKOMa MHOXECTBEHHOMO
spanning tree (MSTP) unu passeptbiBaHne VLAN B ceTu SP, He
3aTparmeagd ceTtb SP

11.2.1. BHeapeHue VPN ypoBHS1 2 ¢ nomMmolibio 6azoBoro QinQ Ha ocHoBe

nopTos

11.2.1.1. CueHapun

SP npepoctasngeT ycnyry VPN knneHTy A n knueHTy B.

o  KnuneHTt A n knneHT B npuHagnexar k pasHbiM VLAN B ceTn SP 1 obecneymBatoT CBA3b
yepes cooTeeTcTBYlOWME VLAN SP.

e Cetn VLAN KnmneHta A n KnueHta B npospauynbl ana cetn SP. Cetn VLAN MOXHO
ncnosnb3oBaTb NOBTOPHO 6€3 KOH(INKTOB.

e  TyHHenbHbIA NOPT MHKaNcynupyeT cobctBeHHbI Ter VLAN B kaxabii nakeT. [akeThbl
nepegatotca vepes Native VLAN no cetn SP, He 3atparmBas VLAN KnueHta A un
KnneHta B, Takum obpasom peanmsyda npoctyto VPN ypoBHs 2.
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Knnent A2

Knuent A1

o CeTb nocTaBLUMKa CEPBUC
TyHenb Gi0/1
VLAN 10

TyHene Gi0/NM
VLAN 20

VLAN 10/20
TPID=0%9100

I'Ipoaaﬁ,u,ep B
TyHenb Gio/2

I‘Ipoaaﬁ,u,ep A
TyHenks Gi0/2

Gi0/5 Uplink
-/ VLAN20

Gi0/5 Uplink
VLAN20  N(©

Knuent B1 Knunent B2

PucyHok 11-2.
KnueHt A1 n KnneHT A2 aBnstoTcs koHevHbIMK kKnneHTamu (CE) ansa cetn KnuenTa A. KnveHT Bl
n Knuent B2 aBnsatotca CE ana cetm KnmuedTa B.

Mposangep A n Mpoeangep B asnsatoTtcs PE B cetn SP. KnueHT A 1 KnneHTt B nonyyatot goctyn
K ceTn SP yepes Nposangepa A v lNposangepa B.

JwnanasoH VLAN KnnenTta A ot 1 go 100.
JunanasoH VLAN Knnenta B o1 1 go 200.

11.2.1.2. Pa3BepTbiBaHue

o  Bkntounte 6asosbi QinQ Ha PE anga peanusaumn VPN ypoBHSA 2.

e UMpeHnTudmkatopel npotokona Tteros (TPID), ncnonb3yemMmbie MHOTMMM KOMMYyTaTopamm
(skrtovan kommyTaTtopbl QTECH), ycrtaHoBneHbl Ha 0x8100, HO kOMMyTaTOpbl
HEKOTOpbIX MOCTaBWMKOB He wucnonb3ytoT 0x8100. B nocnegHem crniydyae Bam
HeobxoaumMo M3mMeHuTb 3HaveHne TPID Ha nopTtax Uplink PE Ha 3Hauyenus TPID,
Ncnosb3yemble CTOPOHHUMW KOMMYyTaToOpaMMu.

e HacTtponte pennukauuio NPUOPUTETOB M COMOCTaBIEHWE MPUOPUTETOB AN Knacca
obcnyxueaHms (CoS) Ha TyHHeNbHbIX NopTax PE, a Takke HAaCTponTe pasHble NONNTUKN
QO0S anst pasHbiX NOTOKOB Tpadnka cepBncoB (MogpobHocTu cm. B pasgene ACL&QOS
Configuration/HacTtporika Qo0S).

11.2.2. BHegpeHue arperaumm VLAN aOna  pasfnMyHbIX CepBUCOB
nocpeancTtBom conoctaBneHua VLAN

11.2.2.1. CueHapum

PasnunyHble NoTokM Tpadhuka cepBMCOB pa3HbIX NMob3oBaTenet pasaeneHbl B ceT kamnyca.

e PasnuyHble NOTOKM Tpadmka cepBUCOB nepegaroTcsa depes pasHble ceT VLAN Ha
JOoMallLHeM Lunose.
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o OaHu n Te Xe NOoTOKM Tpad)vn(a cepBnCOB OT pa3HbIX nornb3oBaTtenen pa3gendarTcd Ha

KOMMYTaTOpeE Ha 3Taxe.

L] OaHM 1 Te Xe NMOTOKM Tpad)I/IKa cepBnCOB OT pas3HbIX nonb3oBaTtenen OTNpaBJIAIOTCA

KOMMYyTaTOpPOM Kamryca 4Yepes ogHy eanHcTBeHHyo VLAN.

PC

=N VLAN 10

OdomawHuin wnos 1

VLAN 11

VLAN 10 <-> VLAN 100
VLAN 11 <=> VLAN 101
VLAN 12 <—> VLAN 102

VLAN 100, 200 <—> VLAN 1000
VLAN 101, 201 <=> VLAN 1001
VLAN 102, 202 <-> VLAN 1002

VLAN 12

Gi 0/1 Gi 0/1
KommyTtatop KommyTaTop
Ha aTaxe B Kamnyce

VLAN 10 <—> VLAN 200
VLAN 11 <—=> VLAN 201
VLAN 12 <=> VLAN 202

L= VLAN 10

VLAN 11

OdomawHui wnos 2

VLAN 12

PucyHok 11-3.

PC, IPTV n VolP — 310 pasHble nonb3oBaTefNlbCkUe CEPBUCHI.

DHCP-cepeep

KommyTaTtop A n KommyTtatop B sBRASOTCS LWNO30BLIMU YCTPOUCTBAMM PasHbIX NOSib3oBaTeNen.

KommyTtatop C — komMMyTaTop Ha aTaxe.
KommyTatop D — 3TO KaMnyCHbIN KOMMYTaTOp.

11.2.2.2. Pa3BepTbiBaHue

e Ha pomalwHux wWnio3ax HacTpoWTe BUPTyalnbHble JOKanbHblE CETU AN pasHbIX

cepBuCOB, 4TOObI pas3genuTb MOTOKM Tpadmka cepBucoB. Hanpumep, HactpowTte
VLAN 10 gnsa cnyx6bel PC, VLAN 11 gnsa IPTV u VLAN 12 gna VolP.

e Ha noptax komMmMyTaTopa Ha aTaxe (kommyTaTtop D), NOAKNIOYEHHOrO K YCTPOMCTBAM

JoMallHero wnw3a, HactpouTe conoctaBneHve VLAN gna pasgeneHusi noTokoB
Tpadmka cepBMCOB pa3sHbIX Nosfib3oBaTeNen.

e Ha kamnycHom kommyTaTtope HacTpouTe conocTtaBneHve VLAN ana pasgeneHus

NOTOKOB Tpadmka CepBUCOB.

e B npegblaywiem paseepTbiBaHUM pasnnyHble NOTOKM Tpaduka CepBUCOB AN pa3HbIX

nonb3oBaTtenen 6binv pasgeneHsb.
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11.2.3. Peann3auua npo3pavyHon nepegaym ypoBHs 2 Ha ocHoBe QinQ

11.2.3.1. CueHapuun

I'Ipo3pal-|Haﬂ nepenada ypoBHA 2 MeXxay KNMMeHTCKUMU CeTAMU HE BIUAET Ha CETb SP.

MakeTbl YPOBHA 2 B CETAX KINEHTOB npo3paYyHbl AnA ceten SP un MOTYT nepenaBaTbCA
mMexay CeTAMU KImeHToB 6e3 BO34enCcTBUsA Ha ceTn SP.

Cetb nocrtaslKa cepeucoB

- MNposangep S1 MNposangep S2

Knnent S2

.\ knueHTa A1 knueHta A2 ) .-

CeTb KnneHTa

PucyHok 11-4.

KnneHt S1 n KnueHnt S2 nmetot goctyn k cetn SP vepes MNMpoeangepa S1 m MNMpoeangepa S2.

MpoBangep S1 n MNpoBangep S2 BKNHOYEHBI C NPO3paYHON nepedaven ypoBHs 2 rnobaneHo, a
noptbl Gi 0/1 1 Gi 0/10 nogaepxmMBatoT NPO3paYHylo Nepenady ypoBHs 2.

11.2.3.2. Pa3BepTbiBaHue

Ha noptax PE (IMpoeangep S1 u lNpoBangep S2), nogkntoveHHbIX K KnneHty S1 u
KrnneHty S2 cOOTBETCTBEHHO, HACTPOMTE MPO3padvHylo0 nepegady YpoBHA 2 Mexay
KNmneHTCKon ceTbto A1 1 KNneHTckom ceTbio A2 6e3 BNnsiHMA Ha ceTb SP.

HacTponTe npo3payHyto nepegady STP Ha ocHoBe TpebGoBaHUn Nonb3oBaTens, YToobI
peanu3oBaTb NPO3payvHylo nepegadvy naketos 6rnoka gaHHbIX NpoTokona mocta (BPDU)
Mexay ceTblo KnveHTa A1 u ceTblo knMeHTa A2 ¥ BbINOMHUTE BbIYUCIEHNS
yHUuunposaHHbix MSTP B ceTn SP.

HacTtponTe npo3payHyto nepegady npotokona perucrtpaumm VLAN GARP (GVRP) Ha
ocHoBe TpeboBaHMI NoNb3oBaTens AMs peanu3aunm Npo3payvyHon nepenayvv nakeTos
GVRP wmexagy cetamm knveHToB A1 M ceTaMu KNMEHTOB A2 U OUHAMWYECKOW
KoHpurypaumm VLAN B ceTsX KNMEHTOB Yepes ceTb SP.

(@ orecy
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11.3. DyHKUUMU

11.3.1. ba3oBble onpeaeneHns

Basic QinQ (BasoBbin QinQ)

HacTtponTe 6a30Bbin QiNQ Ha TyHHenbHOM NopTy K HacTponTe Native VLAN gns nopta. MakeTsl,
BXoAsLME B MOPT, UHKANCYNUPYOTCS BHELUHUMU Teramu, cogepxalimmmn naeHtudpukatop Native
VLAN. BasoBbin QinQ He pasgenser noTokum Tpadmka CepBMCOB M HE MOXET rnbko
WHKancynupoBaTb nakeTbl Ha ocHose VLAN.

TPID

Ter kagpa Ethernet coctont n3 yetbipex nonen: TPID, npnoputeT nonb3oBaTens, MHAUKaTOP
kaHoHun4yeckoro coopmata (CFl) u nageHtudgukatop VLAN.

Mo ymonuanuio TPID paBeH 0x8100 B cootBeTcTBuM ¢ IEEE802.1Q. Ha kommyTatopax
HeKkoTopbIx npoussogutenen ans TPID yctaHoBneHo 3HaveHne 0x9100 unu gpyrue 3HayveHus.
KoHdurypaums TPID HanpasneHa Ha 710, 4T06bI TPID nepecbinaemMblx nNakeToB 6binm
coBmecTuMbl ¢ TPID, nogaepxusaemMbiMyM CTOPOHHUMW KOMMYTaTOpamu.

OTo6pakeHne NPUOPUTETOB U pensiMkKauumsa npuopuTeTa

3HaveHne no ymonuvaHuo User Priority B Terax kagpos Ethernet paBHo 0, 4YTO ykasbiBaeT Ha
perynsapHble NOTOKW. Bbl MOXeTe yCTaHOBWTb 3TO Mnofie, YToObl 06ecneyunTb NPUOPUTETHYHO
nepegady onpegeneHHbiXx naketoB. Bbl MoxeTe ykasaTb NpuopuTeT NoNnb3oBaTens, 3ajas
3Ha4veHne CoS B nonutuke QOS.

Pennukauua npuoputeTta: ecnu cetb SP npegoctaenseT nonutuky QoS, cOOTBETCTBYHOLLYHO
ykaszaHHon COoS BO BHYTPEHHEM Tere, Bbl MOXeTe pennuuupoBaTb COS BHYTPEHHEro Tera BO
BHELIHUA Ter, 4TOObl BKMOYUTL MPO3padHyld nepedayvyy Ha oOcHoBe nonuTukm QOS,
npegocraBnsieMomn cetbio SP.

ConocTtaBneHMe NpuMOpuUTETOB: ecnu ceTb SP npefoctaBnseT pasnuyHble nonutukn QoS,
COOTBETCTBYIOLLME YKa3aHHbIM 3Ha4eHuaM COoS Ons pasnuyHbliX MOTOKOB Tpaduka cepBUCOB,
Bbl MOXETE COMocTaBnUTb 3Ha4YeHne COS BHYTPEHHEro Tera co 3HadeHnem CoS BHeLLHero Tera,
4yTObbl 0becneunTb NPeanoYTUTENbHYI0 nepedady MOTOKOB Tpaduka CepBUCOB Ha OCHOBE
nonntnk QoS, npeaocTasnsembix ceTblo SP.

MNMpo3payHas nepenayva ypoBHA 2

MakeTbl STP 1 GVRP MoryT BniusTb Ha Tononoruio cetn SP. Ecnn Bbl X0TUTE yHUMLUMPOBaTL
TOMNOJIOMNIO ABYX KITMEHTCKMX CeTen, pasfeneHHblx ceTbto SP, He BNnsas Ha Tononoruio cetn SP,
npospayHo nepegasante naketol STP 1 GVRP 13 ceten KNnMeHToB rno cetn SP.

11.3.2. O630p

OcobeHHOCTb OnucaHue

Basosbii QINQ HacTpauBaeT TyHHerbHbIN NOPT U yKasbiBaeT, NOMeYaloTCHa N1 nakeTbl
Teramu, oTnpasnsiemble ¢ nopTa

ConocTtasneHue 3ameHsieT BHYTPEHHWEe Tern MakeToB BHELWHMMW Teramu, a 3aTem

VLAN BOCCTaHaBMNMBaeT BHELUHWE Tern BO BHYTPEHHUE TErnm Ha OCHOBE TEX Xe
npasun
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Ocob6eHHOCTb OnucaHue

KoHdburypaums Mo ymonuyannto TPID paseH 0x8100 B cooTtBeTcTBMM ¢ IEEE802.1Q. Ha
TPID KOMMyTaTopax HekoTopbix NponssoanTenen TPID BHELLHMX TEroB MMEIOT
3HayeHne O0x9100 wnu pgpyrve 3HadveHus. Koudurypauma TPID
HanpaerneHa Ha TO, 4T0Obl TPID nepecbinaembix nakeToB Obinn
coBmecTuMbl ¢ TPID, nogaepXxnsaembiMn CTOPOHHUMU KOMMYTaToOpamm

Pennukauna MAC- | B Selective QinQ Ha ocHoBe ACL wugeHTudmkatopsl VLAN ans
agpecoB MAC-agpecoB, KOTopble U3y4aloT KOMMYyTaTopbl, NpuHaanexaT Native
VLAN. Ecnu npeo6GpasoBaHne VLAN peanunsoBaHo Ha ocHoBe ACL,
nocrne nosly4eHns nakeToB OT peer end’a NnokasnbHbIA KOHEL, MOXET He
3anpocntb MAC-agpeca, 4to npuBeget k cnygy. Ytobbl pewmntb 3Ty
npobnemy, npegocrtaenseTca pennukauma MAC-agpecoB  ans
pennukaumm MAC-agpecoe Native VLAN B VLAN, roe Haxogutcs
BHELLHUN Ter

[MpospayHas MepenaeT nakeTbl 2-ro ypoBHS MeXAy CETMU KIMEHTOB 6e3 BNUAHNA Ha
nepegaya ypoBHg | cetn SP

2

Pennvkauus Ecnn cetb SP npepoctaenser nonutuky QOS, COOTBETCTBYHOLLYHO

yKka3aHHOMy 3HayeHuto COS BO BHYTpPEHHEM Tere, Bbl MOXeTe
pennuumpoBaTtb COS BHYTPEHHEro Tera BO BHELUHWMWA Ter, 4TOObI
BKMIOYMTb MNpO3payvHyld nepegadvyy Ha oOcHoBe nonmuTukn  QoS,
npegocTaBreHHon ceTblo SP

ConocTtaBneHuve Ecnm cetb SP npegoctaBnseTr pasnuyHble  nonuTuknm QoS
COOTBETCTBYKOLLME 3afaHHbIM 3Ha4YeHnsM CoS ans pasnuyHbIX NOTOKOB
Tpaduka CepBUCOB, MOXHO COMOCTaBUTb 3HadeHne COS BHYTPEHHEro
Tera co 3HadeHnem CoS BHewHero Tera, 4ToObl 00ecnevynTb
npeanoyTUTENbHYIO Nepeadady NoTOKOB Tpadmka CepBMCOB Ha OCHOBE
nonutuk QoS, npegocTaBnaembix ceTb SP

11.3.3. Ba3oBbI QinQ

BaszoBbin QINQ MOXHO ucronb3oBaTh Ana peanu3auum npocton VPN ypoBHS 2, HO eMy He
XBaTaeT rMOKOCTU NpY MHKaNCYNALUUN BHELLIHUX TEroB.

11.3.3.1. NMpuHUKMN paboTbl

Mocne Toro, Kak TYHHesbHbIA NOPT NOSlyYyaeT nakeT, KOMMyTaTop Ao6aBnseT K NakeTy BHELLUHWIA
Ter, cogepxawmn wmageHtudukatop VLAN no ymonyanuio. Ecnn nonyyeHHbld nakeT yxe
cogepxut Ter VLAN, OH MHKaNcynupyeTcsa Kak NakeT ¢ ABONHbLIM Terom. Ecnun y Hero HeT Tera
VLAN, oH pobaengetcs ¢ Terom VLAN, cogepxawum naeHtundgpumkatop VLAN no ymonyaHuio.

11.3.4. ConoctaBneHue VLAN
11.3.4.1. NMpuHUKMN paboTbl

BHYTpeHHWIA Ter nakeTa 3aMeHsieTCsl BHELUHUM Terom, YTo Mo3BOSNSeT nepefaBaTb NakeT Ha
OcHoBe Tononornv oblienocTynHo cetn. Korga nakeT nepefaeTcss B KIMEHTCKYHO CETb,
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BHELUHWI Ter BOCCTaHaBMMBAETCA A0 MCXOOQHOro BHYTPEHHEero Tera Ha OCHOBE TOrO XKe rnpasuna.
ConocrtaeneHne VLAN noagepiXmneaet cnefyruiee npaBsnio CONoOCTaBlieHUA:

o ConocrtaeneHne VLAN 1:1: usmeHseT wuaeHtudpumkatop VLAN Ha ykasaHHbIN
ngeHtngpukaTop VLAN.

e ConocTtaBnenus VLAN 1:1 Pexum 1

ConoctaeneHve VLAN 1:1 B OCHOBHOM MPUMEHSIETCA Ha KOMMYyTaTopax Ha aTaxax Ans
ncnonb3oBaHus pasHbix VLAN aOna nepegadn ogHUMX M TeX Xe CEepPBUCOB OT pasHbIX
nosnib3oBaTtenemn, kak nokasaHo Ha PUCyHke Huxe.

. Hacrpoiika nonutukm conocraenenna VLAN 1:1
| BO BXOOSALLEM N UCXOAALLEM HaMpPaBNeHUaX 1

MopT uplink

v

¢ MopTt downlink

MoTtok downlink

PucyHok 11-5.

e Hactponte downlink-nopT ¢ nonutukon conoctaesneHns VLAN BO BXogsiLleMm
HanpasneHun, YTobbl CONOCTaBUTbL BHYTPEHHUI Ter uplink-noToka ¢ BHELLHUM TEroM.

e Hactponte nopt uplink ¢ nonutukon conoctaeBneHna VLAN B wucxogswem
HanpasneHun, 4Tobbl conocTaBuTb BHewHWn Ter downlink-noToka € WCXOOHbIM
BHYTPEHHUM TETOM.

e ConocTtasneHusa VLAN 1:1 Pexum 2

J/ Hactporka nonutmnkm \ J/ HacTtpoiika nonnTmkmn .
I
! conoctasnenna VLAN 1:1 | ‘L conoctaenenma VLAN 1:1 |
. BO BXOAsLUEM HanpasneHuu ! . BO BXOAsLLEM HanpaeneHun !
N e e e e e e e e e e e e e e e o e _{ - ~ - r _________________ -

] I

I !

] I

I ! .

I ' MopT uplink

MopTt downlink

PucyHok 11-6.

e Hactponte downlink-nopt ¢ nonutukon conoctaeneHnss VLAN BO BXogsiLLeEM
HanpasrneHnn, 4Tobbl CONOCTaBUTbL BHYTPEHHWUI Ter uplink-noToka C BHELUHUM TEroMm.

e [1ns downstream-noTOKOB AAHHbLIX HACTPOWTE NopT uplink ¢ MONUTUKON CONOCTaBIEHNS
VLAN BO Bxogsiwem HanpaeneHun K BHelwHemy Tery downlink-noToka ¢ McxogHbIM
BHYTPEHHUM TEFOM.
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11.3.5. KoHdourypauusa TPID

11.3.5.1. MpuHUMN paboThbI

Ter kagpa Ethernet coctouT n3 Yetbipex nonen, a umeHHo: TPID, User Priority, CFl u VLAN ID.
Mo ymonuanuto TPID paBeH 0x8100 B cooteBeTcTBUM ¢ IEEE802.1Q. Ha kommyTaTopax
HekoTopbIX npoussoguTenen TPID BHeWwHWX TeroB umerot 3HadeHne 0x9100 wnn gpyrue
3HayeHus. OyHKkuma koHdurypaumm TPID nossonseT HacTpouTb TPID Ha nopTax, KoTopble
3ameHAaT TPID BHewHux TeroB VLAN B naketax HacTpoeHHbiMn TPID gna peanusauuu
coBmecTtumocTtn TPID.

11.3.6. Pennukauna MAC-agpecoB
11.3.6.1. NMpuHUKUN paboTbl

B Selective QinQ Ha ocHoBe ACL MAC-agpec, nomnyyeHHbld KOMMYTaTOpOM, MPUHAANEXUT
Native VLAN. TyHHenbHbIA NOPT nomMevaeT nakeT yKasaHHbIM BHELUHUM WOeHTUOUKaToOpoM
VLAN Ha ocHoBe nonutukn Selective QinQ. MNpu nonyyYyeHnn OTBETHOIO NakeTa, CoaepXaLlero
TOT e Ter BHewHen VLAN, TyHHenbHOMYy nopTy He ygaetca Hautu MAC-agpec BO BHELLHEN
VLAN, nockonbKy oH HaxoguTca B Native VLAN, 4To Bbi3bIBaeT donya.

CeTb nocTaBLyMKa CEPBMCOB

VID=5 VID=5
MAC HasHa4yeHua=MAC-A MexogHbin MAC=MAC-A

VID=3
MexogHbin MAC=MAC-A

CeTb KnneHTa

PucyHok 11-7.

Ha PwucyHke Bblle KnMeHTCKasi ceTb MOAKMIYEHa K TYyHHENbHOMY MOpPTy KOMMyTaTtopa.
HacTtpoeHHbin ¢ Native VLAN 4, TyHHenbHbIV NOPT NoMeYvaeT nakeT ¢ ucxogHbim MAC-agpecom
kKak A BHewHen VLAN 5. lNpu nonydeHun naketa ¢ BHYTpeHHUM TeroM VLAN 3 1 nucxogHbim
MAC-agpecomMm A koMmyTaTop noMmeyaet nakeT BHelwHe VLAN 5. [ockonbKy NOpT HACTPOEH C
Native VLAN 4, MAC-agpec A usBecteH VLAN 4. [Mocne nonyyeHuss OTBETHOro naketa
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kommyTaTop mwet MAC-agpec A B VLAN 5, nockonbKy BHELHWI Ter naketa cogepxnt VLAN
ID 5. OgHako MAC-agpec A He n3yyeH VLAN 5, Bbi3biBas nya.

Bbl MOXeTe HacTpouTb TyHHemnbHbIM NopT Anda pennukauum MAC-agpeca Native VLAN Bo
BHewWwH VLAN, 4yToObl M3GexaTb HenpepbiBHOrO MoTtoka naketoB u3 cetn SP. Bbl Takke
MOXeTe HacTpouTb TYHHEnbHbIN NopT Ana pennukauun MAC-agpeca BHewHen VLAN ans
BHewHero Tera B Native VLAN, 4TtoObl nsbexatb HenpepbiBHOrO nyauMHra nakeToB M3
KNWEHTCKOWN CEeTU.

11.3.7. NMpo3payHan nepenayva ypoBHs 2

11.3.7.1. MpuHUUN paboTbl

DyYHKUMA Npo3payHOn Nepedaymn YpoBHA 2 NpeaHasHayeHa s peanusaumm nepegadm nakeTos
YPOBHS 2 MexXAy KIMMEHTCKUMU ceTamu 6e3 BnusHMs Ha ceTu SP. Korga nakeT ypoBHsS 2 u3
KnueHTckon cetu noctynaet B PE, PE nameHsetr MAC-agpec HasHauyeHns nakeTa Ha NpuBaTHbIN
agpec nepen nepecobinkon naketa. Peer PE wunameHsetr MAC-agpec HasHayeHust Ha
obueaocTynHbIN agpec, YToObl OTNPaBUTbL MaKeT B KIMEHTCKYKD CeTb Ha APYroM KOHLeE,
peanusyd npo3padHyto nepenavy B cetn SP.

11.3.8. Pennukauusa npuopurteTta

11.3.8.1. NMpuHUKMN paboTbl

Ecnn cetb SP npepoctaenseT nonutuky QOS, COOTBETCTBYHOLLYIO YKasaHHOMY MPUOPUTETY
nonb3oBatens (CoS) Bo BHyTPEHHEM Tere, Bbl MOXeTe pennuumpoBaTb COS BHyTpPEHHEro Tera
BO BHELWHUN Ter, 4yToObl obecneynTb MNpPO3payHyro nepegady Ha OCHoBe nonmTukn QOS,
npegocTaBreHHon ceTbio SP.

11.3.9. ConocTaBneHue npuopuTteTa

11.3.9.1. MNpuHUMN paboTbl

Ecnu cetb SP npepoctaBnsieT pasnunyHble nonutuku QOS, COOTBETCTBYKWOLWME 3adaHHbIM
3HaveHuaM COS ansa pasnuyHbiX NOTOKOB Tpaduka cepBUCOB, MOXHO COMOCTaBUTb 3HaYeHue
CoS BHyTpeHHero Tera co 3HadeHmem CoOS BHelwHero Tera, 4ToObl o0b6ecneunTb
NpeanodTUTENbHYID Mnepefadyy noTOKOB Tpadmka CepBUCOB Ha OcHOBe nonuMTtuk QoS,
npegoctaBndemMblx ceTbto SP.

11.4. OrpaHnyeHue

MpoaykTtbl cepun QSW-6910 nogaepxmnBatoT YeTbipe rnobanbHblX 3HaYeHUs naeHTudukaTopa
npotokona TteroB (TPID). OgHo n3 3Hadennn TPID gomkHo GbiTb 0x8100, a ocTarnbHble Tpu
ABNATCA CNyYariHbIMU.

11.5. KoHdhurypauus

KoHdurypaumsa OnucaHue u KomaHga

HacTtpoiika QinQ Ob6sa3aTenbHbIN

switchport mode dotlg-tunnel | HactpamBaeT TyHHENbHbIA NOPT
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KoHdurypauus

OnucaHve n kKomaHAaa

switchport dotlg-tunnel
allowed vlan { [ add ] tagged
vlist | [ add ] untagged vlist |
remove vlist }

fo6asnser VLAN K TyHHenbHOMY
nOpTYy B  TErMpoBaHHOM  UNn
HETEermpoBaHHOM pexume

switchport dotlg-tunnel native
vlan VID

Hactpausaet VLAN no ymon4yaHuto
AN TYHHenNbHOro rnopTa

HacTtpowika TPID

(OI'ILI,I/IOHaJ'IbHO) |/|CI'IOJ'Ib3yeTCFI ana peanusalmm CoBMeCTUMOCTU C

TPID

frame-tag tpid tpid

HactpauBaetr TPID Tera kagpa.
Ecnu Bbl XOTUTE YCTAHOBUTBL €0 Ha

0x9100, HacTpounTe KomaHay
frame-tag tpid 9100. Mo
yMOM4aHuio TPID umeert
LecTHaauaTepPUYHbIN dopmar.

Bam Heobxogmmo HacTpoutb 3Ty
YHKLMIO Ha BbIXOQHOM MOPTY

Hactpouika
BHYTPEHHE/BHELLH

en NOJINTUKAN

MoanduKaLmMm TEroB

(OnuuoHanbHo) OH wncnonb3dyeTcsl Ofs1 HACTPOMKA  BHELLUHUX U
BHyTpeHHUX TeroB VLAN nakeToB, nepepaBaembix no cetam SP, B

3aBNCUMOCTU OT TONOJIOTUN CETU

VLAN

dotlqg relay-vid VID translate
local-vid v_list

HacTtpauBaeTt NONNTUKY ans
N3MEHEHNS NnaeHTMMKaTOpOB
VLAN BHeELWIHNWX TEeroB Ha OCHOBE
BHELUHMX TEroB

dotlg relay-vid VID translate
inner-vid v_list

HacTtpauBaeTt NONUTUKY ans
N3MEeHEeHUS NOeHTMMKaTOpOB
VLAN BHeELWHNX TEroB Ha OCHOBE
BHYTPEHHNX TEroB

VID
vid

dotlg new-outer-vlan
translate old-outer-vlan
inner-vlian v_list

HacTtpauBaeTt NOSNINTUKY ans
N3MEeHEeHUS NOeHTMMKaATOPOB
VLAN BHeELWHWX TEeroB Ha OCHOBE
BHELUHUX N BHYTPEHHUX TEIOB
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KoHdurypauus OnucaHue u KomaHaa

HacTtpownka (OnumoHanbHo) Wcnonb3dyeTca And npumeHeHus nonutukn  QoS,
conocTaBnexHus obecneunBaemonn ceTbto  SP, nocpeocTBOM  pennukauun - C
NpUOpUTETOB M | NpUOpUTETOM

pennvkaumun

NpYIOpUTETOB inner-priority-trust enable PennuuupyT 3Hauenue nons User

Priority Bo BHyTpeHHem Tere (C-
TAG) B none User Priority
BHeLWHero Tera (S-TAG)

(OnuuoHanbHO) Wcnonb3yetca Ana npuMmeHeHna nonutukn QoS,
obecneumBaemon ceTblo SP, nyTemM conoctaBneHns npuopmnTeToB

dotlg-Tunnel cos inner-cos- | 3agaeT 3HadeHne nona  User
value remark-cos outer-cos- | Priority B0 BHewHem Tere (S-TAG)
value Ha ocHoBe nonsa User Priority BO
BHyTpeHHeM Tere (C-TAG)

HacTtpownka (OnumoHanbHO) Mcnonb3yeTcs Ans Npo3payHor nepefayn nakeToB
Npo3paYyHomn MSTP n GVRP Ha ocHoBe TOMOMOrMM CEeTU KINWEeHTa, He BNusAs Ha

rnepenayv yposHsa 2 | Tononoruto cetn SP

I2protocol-tunnel stp BkntoyaeT npospayvHyto nepegady
STP B pexume rnobanbHomn
KOHoUrypaumm

I2protocol-tunnel stp enable BkntoyaeT npospavHyto nepegady
STP B pexunme KoHUrypauum
UHTepdenca

I2protocol-tunnel gvrp BkntoyaeT npospavHyto nepegady
GVRP B pexume rnobanbHomn
KOHoMrypaumm

I2protocol-tunnel gvrp enable | BknioyaeT npo3padHyio nepegady
GVRP B pexume KoHdUrypaumm
nHTepdenca

I2protocol-tunnel { STP | GVRP | HacTpanBaeT npo3payHblii agpec
} tunneld-mac mac-address nepegayn

NMPUMEYAHUA: obpaTute BHMMaHWe Ha cnegyrolme orpaHnyeHns npu Hactporike QinQ:

e He HacTpauBanTe MapLIpyTU3MpPYyEMbIA NOPT B KAYECTBE TYHHESTLHOro nopTa.
e He BknovanTte 802.1X Ha TYHHENbLHOM MOPTY.
¢ He Bknovante dyHKumo Port Security Ha TyHHENbHOM NOpPTY.

e Korga TyHHenbHbIM NOPT HACTPOEH KaK WMCXOAHbIN MOPT aHanu3atopa yAaneHHbIX
koMmmyTupyembix noptoB (RSPAN), oTcnexvsarlTca nakeTbl, BHELUHUE Tern KOTopbIX
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cogepxaTt maeHtngukatopsl VLAN, cooTBeTcTBylOWME uaeHTUdMKaTtopam RSPAN
VLAN.

e Ecnu Bbl xotute conoctaButb ACL, NpUMEHEHHbIh K TYHHENbHOMY MOPTY, C
naeHtudpukatopamm VLAN BHYTPEHHUX TErOB, UCMOMb3YNTE KMoYeBOe CroBO inner.

e HacTpoliTe BbIXOOAHOW MOPT KIMEHTCKOW CEeTW, NOAKIKYEHHOM K ceTu SP, Kak nopt
uplink. Ecnn Bbl HacTpanBaete TPID BHelwHero Tera Ha NopTy ¢ nogaepxkon QinQ,
yCTaHOBUTE Takoe Xe 3HavyeHue gnga TPID sBHelwwHero Tera Ha nopTy Uplink.

o [lo ymonuaHuio MakcumanbHas egnHuua nepegayun (MTU) gns nopta coctaBnseT
1500 GanT. MNMocne nobaeneHuns BHelwiHero Tera VLAN nakeT CTaHOBUTCH Ha 4eTbipe
6anTa gnvHHee. PekomeHayeTcsa yBenuuntb MTU nopTta B cetax SP kak MUHUMYM [0
1504 6anTos.

o [locne BkMOYeHUA nopTta KOMMyTatopa € nomolbld QinQ HeobxoaMMO BKIHOUUTL
coBmecTHoe ncnons3oBaHne SVGL nepea skntoveHnem IGMP snooping. B npoTueBHomM
cnyyae IGMP snooping He ByaeT paboTaTtb Ha NOPTY ¢ nogaepxkon QinQ.

11.5.1. HacTpowka QinQ
11.5.1.1. 3dbchekT KOHbUrypaumum

BHegpute VPN ypoBHs 2 Ha ocHoBe nonuntunkm QinQ Ha 0CHOBE MOPTOB.

11.5.1.2. NMNpumeyaHus

He pekomeHayeTca HacTpamBaTh Native VLAN marnctpansHoro nopta Ha PE B kavyectse VLAN
Mo YMOM4YaHWUIO, MOCKONbKY MarcTpanbHbli NOPT yaansieT Tern, cogepxalumne naeHtndumnkatopsl
Native VLAN, npu oTnpaBke NakeToB.

11.5.1.3. lWWarn HacTpomnkm

Hactpo#ka TyHHenbHOro nopTta
o (ObGszaTenbHO) HacTponTe TYHHENbHLIN NOPT B peXUME KOHUrypaumm nHtepdenca.

e 3anyctute komaHgy switchport mode dotlg-tunnel B pexmme KoHurypauum
NMHTepdenca, 4Tobbl HACTPOUTL TYHHENbHbINA MOPT.

KomaHga switchport mode dotlg-tunnel

Mo ymonyaHuio | Mo ymon4yaHuio TYHHESbHbIN NOPT HE HACTPOEH

KomaHaHbIn Pexnm koHdurypaumm nutepdenca
peXnm

Hactpownka Native VLAN
e ObgszaTtenbHbIn.
e Hactponte Native VLAN gnst TyHHenbHOro nopTa.

e [locne HacTpouikn Native VLAN go6asbTte ee B cnmcok VLAN TyHHenbHOro noprta B
HETErMpOBaHHOM PEXUME.

e 3anyctute komangy switchport dotlg-tunnel native vian VID B pexume
KoHurypauum nitepdenca, 4tobol HacTpouTb VLAN No yMOnyaHuio Ans TYHHEbHOro
nopra.

e Ecnn Native VLAN pobaensietca B cnmcok VLAN B HeTErmpoBaHHOM peXume,
ncxopsme nakeTbl Yepe3 TyHHEINbHbIM NOPT He nomevatoTcs Teramu. Ecnm Native
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VLAN pob6asnsetcs B cnncok VLAN B TErMpoBaHHOM pexume, ucxoadlime nakeTbl
yepe3 TYHHErnbHbIN MNOPT nomevarTcs uaeHTngukatopom Native VLAN. YToGbl
obecneunTb Nnepeaadyy no uplink- n downlink-kaHanam, no6asbTe Native VLAN B cnncok
VLAN B HETEMMPOBAHHOM peXnMe.

Komanpga switchport dotlg-tunnel native vian VID
Onucanwne VID: ykasbiBaeT ngeHtudpukatop Native VLAN. 3HauyeHne BapbupyeTcs OT
napameTpoB 1 0o 4094. 3HayeHne no ymonyaHmio — 1

Mo ymonuanuio | Mo ymonuyanuio Native VLAN — 3710 VLAN 1

KomaHaHbIn Pexum koHdurypaumm nHtepderica
pexnm

PykoBoactso no | Micnonbsynte aTy komaHay ansa Hactponku VLAN cetn SP
NCNOmnb30BaHUIO

Ho6aBneHne VLAN Ha TYHHeNbHbIA NOPT
e O6GnAzaTenbHbIN.

e [locne HacTpoviku Native VLAN gobasbTe ee B cnucok VLAN TyHHeNbHOro nopTa B
HeTerMpoBaHHOM pexume.

e Ecnu QinQ Ha ocHOBE NOPTOB BKIOYEH, BaM He HY>KHO fobaenaTte VLAN ceTu knneHTa
B cnncok VLAN TyHHesnbHOro nopra.

e Ecnn BkntoveH Selective QinQ, nobaebTe VLAN knueHTckon cetn B cnucok VLAN
TYHHENbHOro nopTa B TErMMPOBaHHOM UMW HETETMPOBaHHOM peXume B 3aBUCMMOCTU OT
TpeboBaHu.

e 3anyctute komangy switchport dotlg-tunnel allowed vian { [ add ] tagged vlist |
[ add ] untagged vlist | remove vlist } B pexume koHdurypaumm nHrtepderica ans
pobaeneHus VLAN B cnncok VLAN TyHHenbHoro nopta. [Npu nony4YeHMn nakeTos m3
cooTBeTcTBYOWMNX ceTen VLAN TyHHenbHbI nopT gobaBnsetr wunu yganseTr Tern B
3aBMCUMOCTM OT HACTPOEK.

KomaHga switchport dotlg-tunnel allowed vlan { [ add ] tagged vlist | [ add ]
untagged vlist | remove vlist }

Onuncanne vlist: ykasbiBaeT cnncok VLAN Ha TyHHENbHOM nopTy
napameTpoB

Mo ymonuaHmio | Mo ymonuanuto VLAN 1 pobaenseTtcsa B cnmcok VLAN TyHHenbHOro nopra
B HeTernposaHHoM pexume. Opyrne VLAN He gobaensitotces

KomaHaHbIn Pexum koHdurypaunm nHrtepderica
pexnm
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PykoBoacTBO no | Micnonb3yinte 3Ty komanay, 4Tobbl fo6asute unu ypanute VLAN Ha
MCnosnb30BaHUO | TyHHENbHbIN NOPT U ykaxuTe, ByayT nu ncxoaswime nakeTbl TErMpoBaHbl
U HerT.

Ecnu 6asoBbit QinQ BkMoveH, gobaBbTe Native VLAN B cnncok VLAN
TYHHEIbHOro NnopTa B HETEMMPOBAHHOM pPEXUME

11.5.1.4. NMpoBepka

NMpoBepbTe KOH(pUrypaLUo TYHHENbHOro noprTa.
MpoBepbTe, NPaBUIIbHO I HACTPOEH TYHHESbHBIN MOPT HA KOMMYyTaTOpeE.
11.5.1.5. NMpumep KoHdUrypaumm

Hactpouka 6a3zoBoro QinQ ans peanusauum VPN ypoBHA 2
CueHapun:

Knuent A1 Knnent A2

TyHene Gi0/M1
VLAN 20

Gi0/5 Uplink "\ _TYHene Gio/2

VLAN20 N

TyHenb Gi0/1
VLAN 10

VLAN 10/20 Mposaiinep B

TPID=0%x9100

I'Iposaﬁ,u,ep A
TyHens Gi0/2

Gi0/5 Uplink
-/ VLAN20

KnueHTt B1 KnueHt B2

PucyHok 11-8.

Warn e HactpowTte TyHHenbHble NopTbl Ha PE n nogkntounte CE K TyHHENbHbIM
HaCTPOMKK nopTam.

e Hactponte cetn Native VLAN ansi TyHHemNbHbLIX NOpPTOoB U gobOaBbTe
Native VLAN B cnuckn VLAN TyHHENbHbIX MOPTOB COOTBETCTBEHHO B
HeTerMpoBaHHOM pexume.

e Hactponte VLAN B ceTsx KITMEHTOB B COOTBETCTBUM C TpeboBaHMAMMU.

NPUMEYAHUE: kommyTaTopkl ¢ nogaepxkorn QinQ nHkancynupyoT BHELLHWE
Tern B nakeTbl AN nepegayu no cetm SP. NMoaTomMy BaM He HYXHO HacTpavBaTb
knueHtckmne VLAN Ha PE.

NMPUMEYAHUE: TPID no ymonyaHuioo paBeH 0x8100 B COOTBETCTBUMM C
IEEE802.1Q. Ha HekoTOpbIX CTOPOHHUX KOMMYyTaTopax ansa TPID yctaHoBneHo
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apyroe 3HadeHue. Ecnv Takne kKoMMyTaTophbl pasBepHyThl, yctaHoBuTe TPID Ha
nopTtax, MOAKMOYEHHbIX K CTOPOHHWM KOMMyTatopam, 4Tobbl peanu3oBaTb
coBmectumocTb TPID.

NMPUMEYMAHUE: ecnn PE nogkntodeHbl Yepe3 maructpasnbHble NOpTbl UMu
rmbpuaHble nopTbl, He HacTpamBanTe cetn Native VLAN gnsi marmctpanbHbIX
unu mbpugHbix noptoB B kKadectBe cetem VLAN no ymonyaHuio Ans
TYHHEIbHbIX NOPTOB. MarnctpanbHble NOpThl UK rMOpUAHbIE NOPThI yaANsaoT
Term VLAN, copepxawme wungeHtudmkatopbl Native VLAN, npu otnpaske
nakeToB

MpoBanaep
A

LWar 1. Cosgante VLAN 10 n VLAN 20 B cetn SP, 4T0oObI pa3gennTtb AaHHble
knueHTta A n knuenTa B.

ProviderA#configure terminal
BBegute komaHabl KOHUrypauum, no ogHon B ctpoke. KoHew, ¢ CNTL/Z.
ProviderA(config)#vlan 10
ProviderA(config-vlan)#exit
ProviderA(config)#vlan 20
ProviderA(config-vlan)#exit

LWar 2. Bkntounte 6a30Bbin QIiNQ Ha NopTy, NOAKITHOYEHHOM K CeTu KnueHTa A,
4yT106bI Ucnonb3oBaTb VLAN 10 ansg TYHHENMpoBaHUS.

ProviderA(config)#interface gigabitEthernet 0/1
ProviderA(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel

ProviderA(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan
10

ProviderA(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel allowed
vlan add untagged 10

War 3. Bkntounte 6as3oBbii QiNQ Ha NOpTy, NOAKIHOYEHHOM K CETU KNueHTa B,
4yT06bI Ncnonb3oBatb VLAN 20 ansa TyHHENMpPOBaHUA.

ProviderA(config)#interface gigabitEthernet 0/2
ProviderA(config-if-GigabitEthernet 0/2)#switchport mode dotlg-tunnel

ProviderA(config-if-GigabitEthernet 0/2)#switchport dotlg-tunnel native vlan
20

ProviderA(config-if-GigabitEthernet 0/2)#switchport dotlg-tunnel allowed
vlan add untagged 20

LWar 4. Hactponte Uplink-nopT.
ProviderA(config)# interface gigabitEthernet 0/5
ProviderA(config-if-GigabitEthernet 0/5)#switchport mode uplink

War 5. NameHnte TPID ncxopswmx naketoB Ha nopty Uplink Ha 3HauyeHue
(Hanpumep, 0x9100), pacno3HaBaeMoe CTOPOHHUMW KOMMYyTaTopamMm.

ProviderA(config-if-GigabitEthernet 0/5)#frame-tag tpid 9100
Lar 6. HacTtponTte npoBangep B, BbINOMHMB TE Xe AeNCTBUS
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MpoBepka

KnueHt A1 oTnpasBnsieT nakeTt, cogepxawwmn wnaeHtudukatop VLAN 100,
npefHasHadeHHbIn ons knueHta A2. MNMakeT 4vepes lNpoBangepa A nomeyeH
BHELLHMM TEerom, ykasaHHbIM TYHHENbHbIM NOPTOM. [akeT, KoTopbIn JOoCTUraeT

KnneHta A2, cogepxut ncxogHein ngeHtugpukatop VLAN 100.
MpoBepbTe, NPaBUNBHO NN HACTPOEH TYHHENbHbLIA NOPT.

MpoBepbTe, NpaBunbHO N1 HacTpoeH TPID

MpoBanaep
A

ProviderA#show running-config

interface GigabitEthernet 0/1

switchport mode dotlg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 10
switchport dotlg-tunnel native vlan 10

spanning-tree bpdufilter enable

!

interface GigabitEthernet 0/2

switchport mode dotlg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 20
switchport dotlg-tunnel native vlan 20

spanning-tree bpdufilter enable

!

interface GigabitEthernet 0/5

switchport mode uplink

frame-tag tpid 0x9100

ProviderA#show interfaces dotlg-tunnel

Native vlan: 10
Allowed vlan list:1,10,
Tagged vlan list:

Native vlan: 20

Allowed vlan list:1,20,

Tagged vlan list:
ProviderA#show frame-tag tpid
Ports Tpid

Gio/5 0x9100
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Mpoeangep | MNposepbTe MNpoBangep B, BLINONHUB Te Xe AencTBuA
B

11.5.1.6. PacnpocTpaHeHHble OLWNOKN
¢ Native VLAN He gobasnsietca B cnucok VLAN TyHHeNbHOro nopta B HETEMMPOBAHHOM
pexume.

e [Ina nopTa, NOAKTHOYEHHOIO0 K CTOPOHHEMY KommyTaTtopy, TPID koToporo He paseH
0x8100, He HacTpoeH TPID. B pesynbTaTte nakeTbl He MOryT ObiTb pacrno3HaHbl
CTOPOHHMM KOMMYTaTOpPOM.

11.5.2. Hactpouka TPID
11.5.2.1. 3dphekT KOHbUrypauum

HactpoiTe TPID'bl B Terax Ha ceTeBbiX ycTponcTBax SP, 4Tobbl peannsoBaTb COBMECTUMOCTb
c TPID.

11.5.2.2. NMNpumeyaHuns

Ecnn PE nogknioyeH K CTOPOHHEMY KOMMyTaTopy, Ha koTopom TPID He paBeH 0x8100, Bam
Heobxoanmo HacTpouTb TPID Ha nopTy PE, NOAKMOYEHHOIO K CTOPOHHEMY KOMMYTaTOpYy.

NMPUMEYAHMUE: He yctaHaenueante gns TPID nioboe m3 cnegyowmx 3HadeHun: 0x0806
(ARP), 0x0200 (PUP), 0x8035 (RARP), 0x0800 (IP), 0x86DD (IPv6), 0x8863/0x8864 (PPPOE),
0x8847/0x8848 (MPLS). , 0x8137 (IPX/SPX), 0x8000 (IS-IS), 0x8809 (LACP), 0x888E (802.1X),
0x88A7 (knactepbl) 1 0x0789 (3apesepsuposaHo QTECH).

11.5.2.3. lUarn HacTpomnkm

e Ecnu PE nogkrtoyeH K CTOPOHHEMY KOMMYyTaTopy, Ha kotopom TPID He paseH 0x8100,
BamM Heobxoanmo HactpouTb TPID Ha nopTy PE, NOAKMOYEHHOro K CTOPOHHEMY
KOMMyTaTOpy.

e TPID MOXHO HacTpOUTb B peXume KOHurypauum wuHTepdenca u B pexume
rmobanbHOM koHdurypaumm. B cnegyowem npumepe  UCMONb3YeTCa  PEeXnUM
KOHdourypaumm nHtepdenca.

HacTtponte komaHgy frame-tag tpid 0x9100 B pexume koHdurypaumm mHtepderica, 4toobl
namenntb TPID Ha 0x9100.

KomaHga frame-tag tpid tpid
Onuncanne tpid: ykasbiBaeT HoBoe 3HayeHune TPID
napameTpoB

Mo ymonuanmio | 3HauyeHue TPID no ymonyaHuio — 0x8100

KomaHaHbIn Pexum koHdurypaunm nHtepderica
pexnm
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Pykosogcteo no | Ecnu PE nogknioyeH kK cTOpoHHEMY KOMMyTaTopy, Ha kotopom TPID He
ncnons3osanuio | 0x8100, wucnonb3ynte 3Ty KOoMaHay Ans Hactpoukn TPID Ha noprty,
NOAKIMIOYEHHOM K CTOPOHHEMY KOMMYyTaTopy

11.5.2.4. NMpoBepka

MpoBepbTe, HacTpoeH nun TPID.

11.5.2.5. Npumep KoHdUrypaumm
Hactpowka TPID Ha nopTy

LWarn Hactponte TPID Ha nopTy.
HacTponkn QTECH(config)# interface gigabitethernet 0/1
QTECH(config-if)# frame-tag tpid 9100

Mpoeepka | OToGpaxeHue TPID Ha nopTy.
QTECH# show frame-tag tpid interfaces gigabitethernet 0/1
Port tpid

Gi0/1 0x9100

11.5.3. Hactpoka BHyTpeHHeW/BHewHen MOSIUTUKM MoaudumKkauum Teros
VLAN

11.5.3.1. 3drchbekT KOHhUrypaumum

M3meHnTe BHELHWe unm BHYTpeHHWE TEern B COOTBETCTBUN C ('paKTVI‘-IeCKVIMVI TpGﬁOBaHVIFIMVI K
ceTn.

11.5.3.2. NMNpumeyaHunsn

NMPUMEMAHUE: nonutukn moandukaumm TeroB AeWCTBYHT TOMbKO Ha MopThbl AOCTyna,
MarmcTpasnbHble NopThl, TMbpuaHbie nopTel M Uplink-nopTol.

NMPUMEMAHUE: nonutnkn moamdumkaumm TeroB B OCHOBHOM MCMNOSb3YOTCA ONS U3MEHEHUS
BHYTPEHHNX N BHELLUHUX Teros B ceTn SP.

NMPUMEYAHME: ecnn nakeT coOTBETCTBYET ABYM unn 6onee nonutukam Selective QinQ Ha
ocHoBe ACL 6e3 npuopuTeTa, BbINOMHAETCS TONMbKO OAHA nonuTuka. PekomeHayeTcsa ykasaTb
npuopuTeT.

11.5.3.3. lUarn HacTpouKu

Hactponka nonutuku gna mameHeHusa wmaeHTudpmkatopoB VLAN BHELHUX
TeroB Ha OCHOBE BHYTPEHHUX Teros

e  OnuuoHanbHo.

e  BbinonHute 3Ty HacTpoKiKy, 4Tobbl 3MeHUTb naeHTudmkaTopbl VLAN BHELWHMX TEros
Ha ocHoBe naeHTugukatTopoB VLAN BHYTPEHHUX TErOB.
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o Bbl MOoxeTe namMeHuTb naeHtudpukaTopsl VLAN BHELWHMX TEroB B nakeTax, KOTOpble
BXOOAT B NOPTbl A4OCTyNa, MarmctpanbHble nopTbl, rmbpuaHbie nopTel n Uplink-nopTsl,
Ha ocHoBe uaeHTudukaTopoB VLAN BHYTPEHHNX TEMOB B 3TUX NakeTax.

KomaHga dotlq relay-vid VID translate inner-vid v_list
Onucanwne VID: ykasbiBaeT uamMeHeHHbIn ngeHtudukatop VLAN BHelLHero Tera.
napameTpoB

v_list: ykasbiBaeT ngeHtudukatop VLAN BHyTpeHHero Tera

Mo ymonyaHuo

Mo yMON4YaHUIO NOJINTUKa HE HACTpoeHa

KomaHgHbIn
peXxnm

Pexum koHdurypaumm nHrepderica

HacTtponka nonutuku ans uameHeHusi naeHtudukatopos VLAN BHELWHUX
TeroB Ha ocHoBe naeHTugpukatopoB VLAN BHELWHUX U BHYTPEHHUX TeroB

e  OnuuoHanbHo.

e  BbInonHuTe aTy HaCTpoOnKy, YTOObl M3MeHUTb naeHTdunkatTopbl VLAN BHELLHUX TErOB
Ha ocHoBe ngeHTudukatopos VLAN BHYTPEHHMX U BHELLUHUX TErOB.

e Bbl MoxeTe namMeHnTb naeHtudukatopbl VLAN BHELHUX TEroB B MakeTax, KOTopble
BXOOAT B NOPThl A4OCTyNa, MarmctpanbHble nopTol, rMbpuaHblie nopTel 1 Uplink-nopTsl,
Ha ocHoBe ngeHTudukatopos VLAN BHYTPEHHMX M BHELLHUX TErOB B 3TUX NakeTax.

KomaHpa dotlg new-outer-vlan new-vid translate old-outer-vlan vid inner-vlan
v_list

Onuncanne new-vid: ykasbiBaeT nameHeHHbI nageHtudmkatop VLAN BHeLLHero Tera.

napameTpoB

vid: ykasbiBaeT ncxogHoi ngeHtngpukatop VLAN BHeLLHero Tera.
v_list: ykasbiBaeT ngeHtudmkatop VLAN BHyTpeHHero tera

Mo ymonyaHuio

Mo ymonyaHuio NonuTMKa He HacTpoeHa

KomaHaHbIn
peXmm

Pexnm koHdurypaumm nHtepdenca

HacTtponka nonutukun ansa uameHeHus unpeHtTudumkatopoB VLAN BHELHUX
TeroB Ha OCHOBE BHELUHUX TeroB

e OnuuoHanbHo.

e  BbinonHuTe aTy HacTponKy, YToObl N3MeHUTb naeHTndunkatopbl VLAN BHELIHUX TErOB
Ha ocHoBe 3Tux ngeHtudunkatopos VLAN.

e Bbl MOoxeTe namMeHuTb naeHtndukatopbl VLAN BHELLHMX TEroB B nakeTax, KOTopble
BXOAOAT B NOPThbl AOCTyNa, MarucTpanbHble NopThl, rmbpuaHblie nopTel 1 Uplink-nopTbl
Ha ocHoBe 3Tux ngeHtudunkatopos VLAN.
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KomaHga dotlq relay-vid VID translate local-vid v_list
Onuncanwne VID: ykasbiBaeT namMeHeHHbIn ngeHtudukatop VLAN BHelLHero Tera.
napameTpoB

v_list: ykasbiBaeT ncxoaHoli naeHtudpumkatop VLAN BHelwHero Tera

Mo yMon4yaHuo Mo yMOn4yaHU NoJINTUKa HE HAaCcTpoeHa

KomaHgHbIn
pexnm

Pexum koHdurypaumm nHtepderica

11.5.3.4. NMpoBepka

HDOBepre, D,eIZCTByeT n KOHCbI/IpraLl,I/ISI N NSMEHAET JIN NOPT Tern B NOJIy4YeHHbIX NakeTax Ha
OCHOBE NOJINTUKWN.

11.5.3.5. NMpumep koHdUrypaumm

Hactponka nonutuku ans mnameHeHus wmnaeHtTudukatopoB VLAN BHeLWHUX
TeroB Ha OCHOBe BHeLIHUX Teros

Warn e HacTponte nonuTMkn mogudukaumm BHYTPEHHUX/BHELUHWX TEeros Ans
HaCTPOWKK nopTta B COOTBETCTBUM C hakTU4eCKkummn TpeboBaHNsIMN K CETH.
e B cneaywowem npumepe nokasaHo, Kak U3MEHWUTb WAEHTUdUKaTOPbI
VLAN BHeWHMX TeroB Ha OcCHOBe BHewHux TeroB wun ACL
COOTBETCTBEHHO. [JONONHUTENbHbIE CBEAEHUS O APYIUX NOMIUTUKAX CM.
B OMMCaHUK BbiLle.
e HactpownTe nonuTuky Ansa nameHeHuns teros BHewHen VLAN Ha ocHoBe
TeroB BHewHen VLAN.
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if)# switchport mode trunk
QTECH(config-if)# dotlq relay-vid 100 translate local-vid 10-20
e HacTponTe NonuTKKy Ansa nameHeHust BHewwHux teroB VLAN Ha ocHoBe
cnmckos ACL.
QTECH# configure terminal
QTECH(config)# ip access-list standard 2
QTECH(config-acl-std)# permit host 1.1.1.1
QTECH(config-acl-std)# exit
QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if)# switchport mode trunk
QTECH(config-if)# traffic-redirect access-group 2 outer-vlan 3 in
MpoBepka e [IpoBepbTe, BNUAET NN KOHUIypaumsa Ha rnopr.
o [lpoBepbTe, U3MEHSET nn NopT naeHTndukaTopbl VLAN BHELLHMX TErOB
B MOSyYEHHbIX NakeTax Ha OCHOBE HAaCTPOEHHOW MOSIUTUKM
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11.5.4. Hactpoka conocTtaBfieHUs1  MPUOPUTETOB U  pennukKauum
npuopuTeToB

11.5.4.1. dphekT KOHbUrypauum

o Ecnu cetb SP npepocrtaBndetr nonutuky Qo0S Ha ocHoBe nons User Priority
BHYTPEHHErO Tera, HaCTPoMTe pennmKauuilo NPUOPUTETOB, YTOOLI NPUMEHUTL NOMUTUKY
QOS K BHellHemy Tery.

e Ecnu cetb SP npepoctaenaet nonutuky Qo0S, ocHoBaHHyK Ha none User Priority
BHYTPEHHEro Tera, HaCTpoWTe COMOCTaBNEeHWe NPUOPUTETOB, YTOObI MPUMEHUTL None
User Priority, npegocraBsneHHoe ceTbtlo SP, K BHELLHeEMY Tery.

11.5.4.2. NMpumeyaHus

NMPUMEYAHUE: TONbKO TYHHENbBHbIA MNOPT MOXHO HACTPOUTb C pennukaumen npuopuTeTos,
KOTOpbI UMeeT Boree BbICOKUI NPUOPUTET, YeM AoBepeHHbIN QOS, HO Bonee HM3kuin, Yem QoS
Ha ocHoBe ACL.

NMPUMEYAHUE: pennukauma npuvopuTeTOB M COMOCTaBIEHWE MPUOPUTETOB HE MOryT ObiTb
OAHOBPEMEHHO BKITHOYEHbI HA O4HOM MOPTY.

NMPUMEYAHUE: TOnMbKO ANA  TYHHENBbHOrO MOpTa MOXHO HACTPOUTb COMoCTaBreHue
npuopmuTeToB, KOTopoe npeobnagaeTt Hag QoS.

NMPUMEYAHMUE: KoHUrypaumsa conoctaBneH1s NpUopuTETOB HE BCTYNaeT B CUIY, ECINU PEXUM
AOBEPUS He HacTpoeH (HUMKOMY He [OBEepsieT) UMM pexunm [O0Bepus He COOTBeTCTByeT
COMoCTaBMEHNO NPUOPUTETOB.

11.5.4.3. lWUarn HacTpomnkm
o Tonbko ana TyHHesIbHOro nopta MOXHO HaAaCTPpOUTb CONOCTaBlieHUe NpnopuTeToB Uin
pennukaumio NpuopuTeTOoB.

e HacTponTe pennukauuo NpUopmuTeTOB ANS NPUMEHEHNSA BHYTPEHHEN NONMTUKM QOS Ha
OCHOBe Teros, NpegocTaBnseMon ceTblo SP.

e Hactponte conocTtaBrneHne npuopmuTeETOB, YTOObI HacTpouTb none User Priority
BHeLwHero Tera VLAN Ha OCHOBE BHYTPEHHEIO Tera n rmbko NpuMeHuTb NonuTuky QoS.

e  YT10Obl BKMOUMTL pENMMKALMIO NPUOPUTETOB, 3anyCcTuTe KoMaHay inner-priority-trust
enable Ha TyHHeNbHOM NOPTY.

e YT10Obl BKMOUYMTL COMOCTABMEHNE MPUOPUTETOB, 3anycTnte komaHay dotlg-Tunnel
cos inner-cos-value remark-cos outer-cos-value Ha TyHHENbHOM MOPTY.

inner-cos-value u outer-cos-value HaxogaTca B AnanasoHe ot 0 go 7.

NMPUMEYAHUE: ecnu conoctaBneHne NpUopmuTeToB HE HACTPOEHO, NCMOSb3yeTCA creaytoLlee
conocTtasneHne NpUopuUTETOB:

inner pri o 1 2 3 4 5 6 7

outer pri o 1 2 3 4 5 6 7

PucyHok 11-9.
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KomaHga inner-priority-trust enable

Mo yMon4yaHuo Mo yMOn4aHUo pennkauna npuoputTeToB OTKMOYeHa

KomaHaHbIn Pexum koHdurypaummn nHtepdperica

pPEeXNM

KomaHga dotlg-Tunnel cos inner-cos-value remark-cos outer-cos-value
Onucanwne inner-cos-value: yka3biBaeT 3HayeHne CoS BHYTPEHHEro Tera.
napameTpoB

outer-cos-value: ykasbiBaeT 3HadeHne CoS BHELLHEro Tera

Mo yMon4yaHuo Mo yMon4yaHu conocrtasrieHne npnopnuTeToB OTKIMKOYEHO

KomaHgHbIn Pexum koHdurypaumm nHrepderica
pexum

11.5.4.4. NMNpoBepka

3anyctute komaHngy show inner-priority-trust interfaces type intf-id u komangy show
interfaces type intf-id remark, 4To6bl NpoBEpPUTL, AENCTBYET NN CONOCTaBIIEHNE NPUOPUTETOB
U pennukaunsi NpUopuTETOB.

11.5.4.5. NMpumep kKoHdUrypaumm
Hactpoika conoctaBneHust NpUOpUTETOB U penfiMKauum npMopmuTeToB

Warun e YrtoBbl CcOXpaHuTb  npuopuTeT  naketa, BaMm  Heob6xooumo
HacCTpOWKu pennuuMpoBaThb NPUOPUTET BHYTPEHHErO Tera B MakeTe Ha BHELLUHWUIA Ter
Ha TYHHENbHOM MOpTY.

e Yt06bl NMBKO YNpaBnsTb NPUOPUTETOM NAKETOB HA TYHHENIBHOM MOPTY,
Bbl MoOXeTe [006aBnsTb K MNakeTam BHELWHWE Tern C pasHbiMu
npuopuTeTaMmm Ha OCHOBE NPUOPUTETOB BHYTPEHHUX TErOB B NakeTax.

HacTtpoinTe pennunkauuio NpnopuTeToB.
QTECH(config)# interface gigabitethernet 0/1
QTECH(config-if)#mls qos trust cos
QTECH(config-if)# inner-priority-trust enable
QTECH(config)# end

HacTtpoinTe conoctaBneHne npMopuTeTOB.
QTECH(config)# interface gigabitethernet 0/2
QTECH(config-if)#dotlg-Tunnel cos 3 remark-cos 5

MpoBepka | OToGpakeHWe KOHUrypaumm npuopuTteTa nopTa.
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[MpoBepbTe, BKNIOYEHA NN pennnKaLmnio NPUOPUTETOB HA TYHHENBHOM NOPTY.
QTECH# show inner-priority-trust interfaces gigabitethernet 0/1
Port inner-priority-trust
Gi0/1 enable

OTo6pakeHne conocTaBneHust NPUOPUTETOB, HACTPOEHHOTO ANS TYHHENbHOro
nopTa.

QTECH# show interfaces gigabitethernet 0/1 remark

Ports Type From value To value

11.5.4.6. PacnpocTpaHeHHble OWNOKN
Cwm. «[IpumeyaHus».

11.5.5. HacTtpo#ka npo3pa4yHoun nepenaym ypoBHs 2

11.5.5.1. 3drchekT KOHbUrypaumum

Mepenasante nakeTbl 2-ro0 YpOBHSA NPO3payvHoO, HE BiMss Ha ceTb SP 1 ceTb KnneHTa.

11.5.5.2. MpumevaHun

NMPUMEYAHME: ecnu npoTtokon STP He BKMAOYEH, HEO6XOANMMO BbINONHUTL KOMaHgy bridge-
frame forwarding protocol bpdu, 4To6bl BKMHOUNTL NpO3paydHyto nepegady STP.

NMPUMEYMAHUE: npospayHas nepepada, BKIKOMEHHas And nopTta, BCTynaeT B CUMY TOMbKO
nocrne TOro, Kak oHa OygeT BkntoveHa rnobanbHo. Korga Ha nopTe AeWcTBYyeT npo3padHast
nepegaya, nNoptT He yyacTByeT B BblYMCNEHWM COOTBETCTBYKOLIEro npoTtokona. Ecnn nopt
nonyyaet naket, MAC-agpec  HasHayeHus  KOTOPOro  SIBNSETCH  cneumanbHbIM
broadcast-agpecom, oH onpegensieT, YTo Npom3oLna ceTeBasi olunbka, n otbpackiBaeT NakerT.

11.5.5.3. lUarn HacTpouKu

Hactpoika npo3payHon nepenaum STP
e (O6Gsi3aTenbHO, ECN BaM HYXXHO Mpo3payHo nepenaeartb nakeTol BPDU vepes STP.

e Bknounte npospadHyto nepegady STP B pexume rnobanbHom KoHdurypauum u
pexnme KoHdurypauumn nHtepdenca.

e 3anyctute komaHgy l2protocol-tunnel stp B pexume rnobanbHOM KOHUrypauuu,
4YTOObI BKMIOYMTL NPO3padvHyto nepegayvy STP.

e 3anyctute komaHgy I2protocol-tunnel stp enable B pexume KoHdurypauum
nHTepdenca, 4Tobbl BKIIOYMTL NpO3payHyto nepegadvy STP.

KomaHga I2protocol-tunnel stp

Mo ymonuanuto | Mo ymonyaHuio npo3payHas nepegada STP oTknoveHa
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KomaHaHbIn Pexwum rnobanbHon koHdUrypaumm
pexum
KomaHpa I2protocol-tunnel stp enable

Mo ymonyaHuio

Mo ymonyaHuio npo3payHas nepegada STP oTknoyeHa

KomaHgHbIn
peXnm

Pexum koHdurypaumm nHtepderica

HacTpounka npo3pavyHoun nepegaum GVRP

o O6sasaTtenkbHO, ecnn BaMm HyXXHO Npo3padHo nepegasath nakeTsl GVRP.

e Bkmounte npospayHyto nepepgady GVRP B pexume rnobansHon KoHdurypaumm u
pexume KoHUrypaumm nHTepdenca.

e 3anyctute komaHay |2protocol-tunnel gvrp B pexunme rrnobanbHOW KOHUrypaumm,
4yTOObI BKMOUNTE Npo3padHyto nepegavy GVRP.

e 3anyctute komaHay I2protocol-tunnel gvrp enable B pexume HacTponku
nHTepdenca, 4Tobbl BKIIOYNUTL Npo3payvHyto nepegavy GVRP.

KomaHnga I2protocol-tunnel gvrp
Mo ymonuaHuio | Mo ymonuaHuio npospadHada nepegada GVRP oTkntoveHa
KomaHgHbIn Pexunm rnobanbHon koHdurypauum
pexunum
KomaHga [2protocol-tunnel gvrp enable
Mo ymonuaHuio | Mo ymonuaHuio npospadHada nepegada GVRP oTkntoveHa
KomaHaHbIn Pexnm koHdurypaumm nutepdenca
peXunm

Hactpoika npo3payHoro agpeca nepegaiu

e  OnuuoHanbHo.

e HacTpoiTe npo3payHbIi agpec nepenaydn.
KomaHga [2protocol-tunnel { stp | gvrp } tunnel-dmac mac-address
Onuncanne mac-address: ykasblBaeT afgpec, WCMosnb3yembli [Afis  Npo3payvyHomn
napameTpoBs nepegayun nakeTos
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Mo ymonyaHuo

Mo ymonuyaHuto nepsble Tpyu OanTa Npo3pavyHOro agpeca nepejadn —
01d0f8, a nocnegHune Tpu 6anmta — 000005 n 000006 ana STP n GVTP
COOTBETCTBEHHO

KomaHgHbIn
pexnm

Pexum koHdurypaunm nHtepderica

PykoBoacteo no
NCNONb30BaHNIO

NMPUMEMAHMUE: nnsa STP goctynHel cneaytowme agpeca: 01d0.f800.0005,
011a.2a900.0005, 010f.e200.0003, 0100.0ccd.cdd0, 0100.0ccd.cdd1 wu
0100.0ccd.cdd2. [Ona GVRP pocTynHbl  criegywowune  agpeca:
01d0.f800.0006 1 011a.a900.0006.

MPUMEMAHUE: ecnn apgpec npo3padHon nepegayn He HacTPOEH,
NCNONb3YTCA HACTPONKN NO YMOMYaHMWIO

11.5.5.4. NMpoBepka

3anyctute komaHay show |2protocol-tunnel stp n komaHgy show |2protocol-tunnel gvrp,
4TOObI NPOBEPUTL, NPABUITLHO NN HACTPOEH adpec NPo3pavyHon nepeaaydn.

11.5.5.5. NMpumep koHdUrypaumm

B cneaytowem npMmepe nokasaHo, kak HaCTpoOuUTb Npo3payHyto nepegady STP.

HacTponka npo3pavuHoun nepegaum STP

CueHapun:

- Mpoeargep S1

"o\ knueHTa A1

CeTtb nocTaBLUMKa CEPBUCOB

Mpoeangep S2 R

Gi 0/5 Gi 0/5

Knnenta A2 ) .-

PucyHok 11-10.
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Warn
HaCTPOMKK

e Ha PE (MNpoangep S1 u lNpoBangep S2) BKOYUTE NPO3padHyto
nepegadvyy STP B pexvume rnobanbHOM KOHMUrypaumm v pexumme
KOHpurypaumm nHtepdenca.

e [Ipexge Yyem BKMOUYMTL Npo3payvHyto nepepady STP, Bknounte STP B
pexume rnobanbHOM KoHdUrypaumm, 4Tobbl KOMMYTaTOpbl MOMM
nepeceinatb naketol STP

MpoBanaep
S1

LWar 1. Bkntounte STP.
bridge-frame forwarding protocol bpdu

War 2. Hactponte VLAN gnsi npo3padHon nepegayun.
ProviderS1#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ProviderSi(config)#vlan 200
ProviderSi(config-vlan)#exit

LWar 3. Bkntounte 6a3oBbi QINQ Ha NopTy, NOAKITIOYEHHOM K CETU KIUEHTA, U
ncnone3ynte VLAN 200 ans TyHHENMpoBaHUS.

ProviderSi(config)#interface gigabitEthernet 0/1
ProviderSi(config-if-GigabitEthernet 0/1)#switchport mode dotlg-tunnel

ProviderSi(config-if-GigabitEthernet 0/1)#switchport dotlg-tunnel native vlan
200

Lar 4. BkntounTe npospayHyto nepegady STP Ha nopTy, NOAKNIOYEHHOM K CETU
KnneHTa.

ProviderSi(config-if-GigabitEthernet 0/1)#12protocol-tunnel stp enable
ProviderSi(config-if-GigabitEthernet 0/1)#exit

War 5. Bkmounute npospadvHyo nepegadyy STP B pexume rrnobansHoun
KOHdourypaumm.

ProviderSi(config)#(2protocol-tunnel stp

LWar 6. Hactponte Uplink-nopT.
ProviderSi(config)# interface gigabitEthernet 0/5
ProviderSi(config-if-GigabitEthernet 0/5)#switchport mode uplink

MpoBanaep
S2

HactpoiTe lNpoBargep S2, BbINOMHUB Te Xe OENCTBUSA

lMpoBepka

War 1. lNpoBepbTe, BKMOYEHA NKU Npo3payHas nepegada STP B pexume
rno6anbHOM KOHUrypaumm N pexnme KoHUrypauumn nHtepgenca.

ProviderS1#show [2protocol-tunnel stp

L2protocol-tunnel: Stp Enable
GigabitEthernet 0/1 12protocol-tunnel stp enable
LWar 2. MNMpoBepbTe KOHGUrypauumo, NpoBepus:
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e Twn nopta — dotlg-tunnel.

e VLAN c BHewHnm Terom cornacyetcsa ¢ Native VLAN n gobaenseTtcs B
cnucok VLAN TyHHernbHoro nopra.

e [lopT, kOTOpbIN O6paLLaeTcs kK ceTn SP, HacTpoeH kak nopT Uplink.
ProviderS1#show running-config

interface GigabitEthernet 0/1

switchport mode dotlg-tunnel

switchport dotlg-tunnel allowed vlan add untagged 200
switchport dotlg-tunnel native vlan 200
[2protocol-tunnel stp enable

spanning-tree bpdufilter enable

!

interface GigabitEthernet 0/5

switchport mode uplink

11.5.5.6. PacnpocTpaHeHHble OWNOKN

e  STP He BKNIOYEH B pexnme rnobanbHON KoHpuUrypaumu.

o [lpospayHas nepenaya He BKOYEHA B peXMME rNMobanbHON KOHUIypaumm n pexmme
KOHdourypaumm nHtepdenca.

11.6. MOHUTOPUHT

11.6.1. OToGpaxeHune

OnucaHue KomaHaa

OtobpaxaeT, ABnaeTcd nn show dotlg-tunnel [ interfaces intf-id ]
yKa3aHHbI/ NOPT TYHHENbHbIM

nopTOMm

OTtobpaxaeT KoHdUrypaumio show interfaces dotlqg-tunnel

TYHHENbHOro nopTa

OTto6paxaeT conoctasnenne VLAN | show interfaces [ intf-id ] vlan-mapping
Ha nopTax

OTto6paxaeT koHdurypaumto TPID | show frame-tag tpid interfaces [ intf-id ]
Ha nopTax

OTobpakaeT koHpUrypaumo show inner-priority-trust
pennukaumm npuopuTeToB
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OnucaHue KomaHga
OTobpakaeT koHuUrypaumto show interface intf-name remark

conocTaBlieHnA NpnopmnTeToB

OTtobpaxaeT KoOHUrypaLuio show mac-address-mapping
pennukaumm MAC-agpecos

OTobpakaeT koHurypaumto show [2protocol-tunnel { gvrp | stp }
nNpo3payvHor nepegaymn ypoBHS 2

11.6.2. OTnagka

NMPUMEYAHUE: cuctemHble pecypchl 3aHATbI NPU BbIBOAE OTNaao4vHon nHdgopmaumn. MNoatomy
OTKMNtoYanTe OTNaaKy cpasy nocne UCrosib30BaHUS.

OnucaHue KomaHpa

Otnagka QinQ debug bridge qging
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12. HACTPOUKA HASH-CUMYNATOPA
12.1. O630p

HASH-cumynatop — 3710 nporpamma, kotopaa ummntupyeT HASH-anroputm kommyTartopa.
Cumynstop HASH nopaepxuBaeT pexvmMmbl 6anaHCMPOBKM Harpysku arpermpoBaHHOro nopra
(AP).

Cumynsatop AP HASH umntnpyet anroputm HASH ana pacyeta nopta-yyactHuka AP gns
nepecbisiki NakeToB Ha OCHOBE MONs nakeTa, pexmnma 6anaHCMpPOBKM HAarpysku M ykasaHHOW
nHdopmaumm AP. PesynbTaT pacyeTa COOTBETCTBYET peanbHOMY NopTy nepeagpecaumu.

NMPUMEYAHMUE: ecnu Bbl HacTpanBaeTte AP Ha KommyTaTope, ucnonb3ynte cumyndarop AP,
4YTO6bI BbIMUCNTE MNOPT-y4acTHUK AP ond nepecbinikv NakeToB., yKasas rnone nakeTa.

CI/IMyJ'IFITOp HASH mMoXxHO mncnosnb3oBaTb Ans OTCAeXmneaHna n MOHUTOPUHIra Nyt nepecbiyikn
YKa3aHHbIX NMakeTos, obneryas ynpasneHue nonb3oBatendamMmm n yctpaHeHne Henonaaok.

12.1.1. NMpoToKosbl U CTaHAAPTDI
IEEE 802.3ad

12.2. NMpunoxeHus

MpunoxeHue OnucaHue

Cumynatop AP HASH O6beanHeHne HecKONbkUX U3NYECKMX KaHarnoB B OOWH
norn4yecknn — 3pdeKTUBHbBIN cNOcob yBENMUYUTL NPOMYCKHYHO
CnocobHOCTb NopTa M NOBLICUTL HAAEXHOCTb KOMMYyTaTopa L3.
[MakeTbl nepecbIalOTCA MO (PU3NMYECKOMY  KaHany B
COOTBETCTBMM C anroputMom BanaHcupoBKn Harpysku. Pacyet
cumynaTopa AP no3sonsieT nonb3oBaTensiM NpoBepsTb CCbINKY
Ha y4yacCTHUWKa, KOTopasi CNy>XUT OPUEHTUPOM Ans YyCTpaHeHWUs
HenonagaokK 1 passepTbiBaHUS TONOSOMK

12.2.1. CumynaTtop AP HASH
12.2.1.1. CueHapuu

C nomouwbto cumynatopa HASH Bel MOXXeTe paccumTaTtb NOpT nepecbinikn AP ¢ 6anaHCMpoBKON
Harpysku.

e banaHcupoBka Harpy3km AP: cepBep C ABymMsl ceTeBbiMu kapTamu (dual-NIC)
oObeaMHeH B OAWMH JOTMYECKUA KaHan Ansi COBMECTHOMO MCMOSb30BaHMSA MOTOKA
Tpadmka CEPBUCHBIX JAHHbIX.

e Bbl gOmKHbI 3HATb, Kakasi ceTeBas kapTa Ha cepBepe nony4vaeT nakeTbl ¢ IP-agpecamu
HasHaveHnsa 2.2.2.1/24, 4.4.4.1/24 wn 9.9.9.1/24, otnpaBneHHbiMn ¢ uplink-nopTa
cepsepa.
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CepBu1CHbIN Mogynb (A)
08:¢6:b3:00:00:02

12.2.1.2. Pa3BepTbiBaHue

e [lopTbl, coeauHsioWME cepBep C [ABYMSI CETEBbIMM

Cepsep/lTK

routing port: 1.1.1.1/24

Cepeep Dual NIC/TIK

PucyHok 12-1.

AP100:
SVI2:2.2.2.1/24
SVI499: 4.4.4.1/24
SVI1999: 9.9.9.1/24

CepsucHbIN Mmogynb (B)
08:¢6:b3:00:00:03

kapTamm n QSW-6910,

obbeauHsitoTcs B AP ansi COBMECTHOrO UCMOoNb30BaHMs NOToka Tpaduka CepBUCHbBIX

JaHHbIX.

e Wcnonb3dynte VLAN 2, VLAN 499 wn VLAN 999 ana pasgeneHus cetm wu

npenoctaBneHna pas3finyHbiX TMNOB CEPBUCOB.

e Bbl MoxeTe onpegenuTb MopT nepecbinkn ¢ 6HanaHcMpoBkoW Harpyskn AP Ha
QSW-6910 B COOTBETCTBUN C XapaKTepucTukamu nakeTa.
NPUMEYAHUE: dyHKuna naketa moxeT 6bITb IP-agpecom uctoynumka (Source IP), IP-agpecom
HasHa4yeHus (Destination IP), ncxogHsiM noptom L4 (Source L4 port) unn noptoM HasHayveHus

L4 (Destination L4 port).

(@ orecy
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12.3. DyHKUUMU

12.3.1. ba3oBble onpeaeneHns

AP

AP — 3TO nornM4yecknin nopT, COCTOALMMA U3 HECKONbKUX uandeckux noptoB. AP MOXHO
pasgenntb Ha ctatudeckne n guHammyeckne (LACP AP) B 3aBUCMMOCTM OT NPOTOKOMA MM Ha
AP L2 1 L3 B 3aBUCUMOCTN OT XapaKTepUCTUK NopTa.

L2 AP

L2 AP — 9aTO normyecknin nopT, COCTOSALMK U3 HECKOMbKUX NOpTOB L2 € OA4MHaKoOBbIMU
dyHKUMAMN L2,

L3 AP

L3 AP — 3TO normM4yeckum MopT, COCTOALUMA U3 HECKONbKUX MOpToB L3 C OAMHAKOBbLIMU
dyHKumsmn L3.

Pexxum 6anaHcUMpOBKU Harpysku

MakeTbl nepecbinawTca MNOPTOM-y4yacTHUKOM AP Ha OCHOBe ero pexuma 6anaHCMpOBKM
Harpy3ku. [locTynHbl criegyoLime pexumbl 6anaHcnpoBky Harpy3ku AP:

o MAC-agpec ncrouHmka/MAC-agpec nony4vatens (Src-mac/Dst-mac)
e MAC-agpec ncroyHuka + MAC-agpec HasHa4vyeHus (Src-dst-mac)

e |P-agpec uctodHukal/lP-agpec HasHauyeHusa (Src-ip/Dst-ip)

e |P-agpec uctovHuka + IP-agpec HasHaveHus (Src-dst-ip)

e |P-agpec uctodHunka + IP-agpec HasHavyeHna + NCXoaHbIN nopT L4 + nopT HasHadeHus
L4 (Src-dst-ip-l4port)

e [lopT naHenu BxogsLmMX NakeTos
o  PaclumpeHHbIN pexum (pacLUMpPEHHbIN)
e  HASH-cumynaTtop
HASH-cumynatop — aTo nporpamMmma, kotopast umutupyet HASH-anropntm kommyTaTopa.
Quintuple

Quintuple oTHocuTCs K ucxogHomy IP-agpecy, IP-agpecy HasHayeHus, NPOTOKONY, UCXOLHOMY
nopty L4 n nopty nonyyatens L4.

O630p

O630p OnucaHue

Cumynatop AP | BbluucnseT nopT-yvacTHUK AP Ans nepechbisikiu NakeToB B COOTBETCTBUU C
HASH norieMm nakeTa, pexmmom OanaHCUMpoBKM Harpy3km AP 1 yka3aHHOW
nHdopmaumen o AP

12.3.2. Cumynsatop AP HASH

Cumynatop AP HASH wucnonb3yeTtca Ans pacyeTta nopTa-ydactHuka AP Ons nepecbisikv
nakeToB MyTeM ykasaHUA nons naketa.

12.3.2.1. NMpuvHUKUN paboTbl

Cumynatop HASH wmutmpyetr anropyt™m HASH Ha kommyTaTope. [lpouecc pacyeta
GanaHcMpoBKM Harpy3km AP Ha KOMMYTaToOpe COCTOUT M3 CreayoLmX LWaros:
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LWar 1 LWar 2 Lar 3
HacTtponka npne3oBarens:
arpefayms anropuTm: AP/ECMP:
GanaHCcMpoBKW Harpyskn | XOR/CRG+nonnHOM '+ NOJCHET YHACTHUKOB
src-ip/dst-ip... | |

l !
| ! BuiGop
I | y4yacTHuKa
! 1 .
! ! forwarding
| ! member
! ' o ie.ge0/1

3aronoBok naketa X !

(makc. 128 Gantos) 3arongeok Ib Koy b

——» Buibop nons T » BblaucneHve —

| HASH : forwarding
! nextho
| I P » ie1.1.1.10
. \
I 1
! |
! 1
! 1
! |
! |
! |

War 1. Beibop nons.

BGanaHCcMpOBKM Harpy3Kku.

e B kauectBe HASH-haktopoB BLIOMpalTCA pasHble

PucyHok 12-2.

lNons wu3BnekawTCa B COOTBETCTBUMM C HaCTPOEHHbIM pPEXMNMOM

nona B 3aBUCUMOCTMN OT

HaCTPOEHHOro pexuma 6anaHCMpPOBKU Harpy3Ku:

Pexnm 6anaHcupoBknM HASH-c¢akTOop

Harpy3km

Src-mac MAC-agpec NCTOYHUKA

Dst-mac MAC-agpec Ha3Ha4yeHns

Src-dst-mac MAC-agpec nctoyHuka n MAC-agpec HasHayYeHus

Src-ip IP-agpec ncToYHuKa

Dst-ip IP-agpec HasHaveHust

Src-dst-ip IP-agpec uctoyHuka un IP-agpec HasHayeHus

Src-dst-ip-l4port IP-agpec nctouHnka u IP-agpec HasHa4YeHusi, UCXOAHbIV
nopt L4 n nopT HasHa4veHna L4
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Pexnm 6anaHcupoBkM HASH-cakTOp

Harpysku

Enhanced Mons wm3BnekawwTca B COOTBETCTBUM C npodunem

68ﬂ8HCI/IpOBKI/I Harpys3ku.

Mcnone3ynte komaHay show load-balance profile profile-
name ans oToOpaxeHMs BCeX MOnen nakeTos,
COOTBETCTBYIOLLMX NOAAEPKMBAEMbIM TUNAM NaKeTOB

NMPUMEYAHUE: cumynatop AP HASH nopaepxvmBaeT pexumbl 6anaHCUpPOBKM Harpy3ku src-
mac, dst-mac, src-dst-mac, src-ip, dst-ip, src-dst-ip, src-dst-ip-l4port u Enhanced.

NMPUMEYAHUE: BbibpaHHble koaddmumeHTel HASH aona 6anaHcmpoBku Harpy3ku AP MmoryT
pasnuMyaTbCAa B 3aBMCUMOCTU OT NPOAYKTA.

War 2. BoluncneHne HASH.

e  Anroputm HASH mncnonbayetcs ons Beluncrexms knova HASH Ib (knto4 6anaHcnpoBku
Harpysku) Ha ocHoBe KoadhdmumeHta HASH, BbiOpaHHOro Ha ware 1. Anroputmbl
HASH pasnuyaiotca B 3aBUCUMOCTW OT PasfiyHbIX KOMMYTaTopoB, Takux kak XOR,
CRC n CRC+scramble.

e Cumynartop HASH nmutupyet anropyut™ HASH Ha kommyTaTtope.
LWar 3. Bbibop y4YacTHuKa.

Pasgennte Homep ydacTHuka AP Ha HASH Ib-kntoy, a octaTok npeacrtaenseT cobon nHOekc
nopta nepecbinkn. HOeKC yHukaneH ana kommyTtatopoB cepum QTECH BCM (Bkntovas
KOMMyTaTop sapa u kommyTaTop goctyna). CnegosaTenbHO, er0 MOXHO MCMNoMb3oBaTh ANS
noeHTudnKaumm nopTa nepechbInku.

12.3.2.2. CBA3aHHaA KoHduUrypaums

OTobpaxeHue pesynbTata pacyeta cumynstopa AP

lMonb3oBaTenuM MoryT nNpoBepuTb NOPT Nepeagpecaumn IPv4 AP ¢ 6anaHCUMpOBKOW Harpysku,
ykasaB yHkumto Quintuple naketoB IPv4.

lMonb3oBaTenu MoryT nNpoBepuTb NOPT Nepeagpecaumn IPv6 AP ¢ 6anaHCUMpOBKOW Harpysku,
ykasaB yHkumto Quintuple naketoB IPv6.

NMPUMEMAHUE: cumynsatop AP HASH nogaepvBaeT CUMYMAUWMOHHBLIM pacyeT TOSbKO AN
nepechISikK unicast-nakeTos.

12.4. KoHdurypauus

KoHdurypauumsn OnucaHue u KomaHga

OTobpaxeHne nopta | OnumoHanbHO

nepeagpecauun AP c
OanaHCMPOBKOM

show aggregate load-balance to | Otobpaxaetr IPv4 AP nopt
Harpyskn interface aggregateport ap-id ip | nepeagpecaumm c
[source source-ip] [destination = 6anaHCUPOBKOWM Harpy3Kku
dest-ip] [ip-protocol protocol-id]
[14-source-port src-port] [I4-dest-
port dest-port]
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KoHdurypaums OnucaHue u KomaHaa

OtobpaxeHne nopta | show aggregate load-balance to | Otobpaxaetr IPv6 AP nopt

nepeagpecauum AP c | interface aggregateport ap-id | nepeagpecauum c
©anaHcMpoBKoW ipv6 [source source-ip] | 6anaHCUPOBKOW Harpy3ku
Harpysku [destination dest-ip] [ip-protocol

protocol-id] [l4-source-port src-
port] [I4-dest-port dest-port]

show aggregate load-balance | OtobpaxaeT nopT
interface interface-type interface | nepeagpecauun AP ypoBHS 2 C
number to interface | GanaHCMPOBKOWM Harpy3Kku

aggregateport ap-id forward [L2 |
L3] mac [src-mac source-mac]
[dst-mac dest-mac] [vlan vian-id]
[etype value]

12.4.1. OToGpaxeHme nopTta nepeagpecaumm AP ¢ ©OanaHcUpoBKOM
Harpysku

12.4.1.1. 3dpchekT KOHhUrypauum

OTtobpakeHne nopTa-yvacTHuka AP onst nepechiniku nakeTos.

12.4.1.2. MpnumevaHun

o Cumynatop xewmpoBaHuss AP paboTaeT Ha OCHOBe pexmnma 6anaHCUMPOBKM Harpysku
AP. Tlloatomy cHadana wucnonb3ynWTe KoMaHdy arpermposaHHOM ©anaHCTPOBKM
Harpysku, 4Tobbl HACTPOUTL pexmMMm 6anaHCcMpoBKK Harpy3ku AP.

o Cospante AP 1 gobaBbTe NOPTbI-y4aACTHUKMN.
NMPUMEMAHUE: cm. pasgen Hactponka arperMpoBaHHOro nopTa.

12.4.1.3. lUarn HacTpouKu
OtobpaxeHne nopta nepeagpecaumm AP ypoBHA 2 ¢ GanaHCUpPOBKOMU
HarpysKu
e MOHUTOPMHI NYTU NEPECLISTKN U YCTPAHEHNE HeNonagok.
e Bpegute komaHay, YTOObI 0TOOpPa3nTbL NOpPThI Nepeagpecaunm AP Ha KomMyTaTope.
OTtob6paxeHue noprta nepeagpecauumn IPv4 AP ¢ 6anaHCUPOBKON Harpy3Ku
To ke, 4TO 1 BbILLE.
OTtobpaxeHue noprta nepeagpecauumn IPv6 AP ¢ 6anaHCMPOBKON Harpy3Ku
To ke, 4TO 1 BbILLE.

12.4.1.4. NMpoBepka
e [lpoBepbTe KOHUIypaUmIo, MPONYCTMB peanbHbin Tpaduk. OTMeTbTE U 3anuwimTe NopT
nepecbIsku.

e [poBepbTe, COOTBETCTBYET N pearbHbId MOPT nepeagpecauuy oTobpaxaemomy
noprTy.
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12.4.1.5. CBsAA3aHHbIe KOMaHAbI

OTtoGpaxeHMe nopTa nepeagpecauum AP ypoBHA 2 c GanaHCUpOBKOWM

Harpy3ku

KomaHpa

show aggregate load-balance interface interface-type interface-number
to interface aggregateport ap-id forward [L2 | L3] mac [src-mac source-
mac] [dst-mac dest-mac] [vlan vian-id] [etype value]

MapameTp

interface interface-type interface-number: Bxogawun Tpaduk.
aggregateport ap-id: ngeHtudukatop AP HasHa4YeHus.
forward [L2 | L3]: pexxum nepecbIriku YpoBHS 2 U ypoBHA 3.
src-mac source-mac: MAC-agpec UCTOYHMKA.

dst-mac dest-mac: MAC-agpec HasHayeHus.

vlan vlan-id: ngeHtndukatop Tera.

etype value: Tun naketa Ethernet

KomaHgHbIn
pexmm

MpueunernpoBaHHbin pexunm EXEC/pexum rnobanbHon KoHdurypauum/
pexum KoHdUrypauun nHtepderica

OTob6paxeHue nopTta nepeagpecauumn IPv4 AP ¢ 6anaHCUPOBKON Harpy3Ku

KomaHpa

show aggregate load-balance interface interface-type interface-number
to interface aggregateport ap-id forward [L2 | L3] ip [source source-ip]
[destination dest-ip] [ip-protocol protocol-id] [I4-source-port src-port] [14-
dest-port dest-port]

MapameTp

interface interface-type interface-number: Bxogawun Tpaduk.
aggregateport ap-id: ngeHtudukatop AP HasHaudeHus.
forward [L2 | L3]: pexxum nepecbIfnikn ypoBHS 2 Ui YPOBHS 3.
source source-ip: IPv4-agpec NCTo4YHUKA.

destination dest-ip: IPv4-agpec HasHa4eHus.

ip-protocol protocol-id: wngeHTudukatop IP-npotokona. Hanpumep,
naeHtTndmkaTopbl npotokonoB TCP n UDP paBHbl 6 1 17 COOTBETCTBEHHO.

|4-source-port src-port: naeHTMdmKkaTop NCXogHoro nopta L4.
|4-dest-port dest-port: ugeHTMdukaTop NopTa HasHadeHna L4

KomaHgHbIn
pPeXnm

MpuBnnernpoBaHHbin pexum EXEC/pexum rnobanbHon koHdwurypaumm/
pexnm KoHdurypaunmn nHtepdenca
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OToGpaxeHue nopTa nepeagpecaumm IPv6 AP ¢c 6anaHCUPOBKOMW Harpys3ku

KomaHga show aggregate load-balance interface interface-type interface-number
to interface aggregateport ap-id forward [L2 | L3] ipv6 [source source-ip]
[destination dest-ip] [ip-protocol protocol-id] [I4-source-port src-port] [14-
dest-port dest-port]

MapameTp interface interface-type interface-number: Bxogawun Tpaduk.
aggregateport ap-id: ngeHtudgukaTop AP HasHaveHus.
forward [L2 | L3]: pexxum nepecbIriku YpoBHS 2 U ypoBHA 3.
source source-ip: IPv6-agpec UCTO4YHUKA.

destination dest-ip: IPv6-agpec HasHa4eHus.

ip-protocol protocol-id: wngeHTudmkatop IP-npotokona. Hanpumep,
naeHtndmkaTopbl npotokonoB TCP n UDP paBHbl 6 1 17 COOTBETCTBEHHO.

l4-source-port src-port: naeHTudmkaTop NCXogHoro nopta L4.
l14-dest-port dest-port: ngeHTMdukaTop Nnopta HasHayveHus L4

KomaHaHbIn MpueunernpoBaHHbin pexum EXEC/pexum rnobanbHon koHdwurypaumm/
pexum pexum KoHdUurypauumn nHtepderica

12.4.1.6. PacnpocTpaHeHHble OWNOKKN

o Cumynatop AP HASH He nopgepXmBaeT HACTPOEHHbIN pexum BanaHCUpPOBKU
Harpysku.
o  Tekywinin KOMMyTaTOp He nogaepxmsaeT cumynsatop AP HASH.

e AP He co3faHa unm He NMeeT NOPTOB-YHaCTHNKOB.

12.4.1.7. Mpumep KoHdUrypaumm

OtobpaxeHune nopta nepeagpecaumm AP ypoBHA 2 ¢ GanaHCUpPOBKOMU
Harpysku

Warn HacTtpaunBaeT pexum 6anaHCUpoOBKM Harpy3sKku.
HaCTPOMKM QTECH# configure terminal

QTECH(config)# aggregateport load-balance dst-mac
QTECH(config)# show agg load-balance
Load-balance : Destination MAC

QTECH# end

Mpoeepka | 3anycTtute KomaHay show aggregate load-balance to, 4To6bl 0TO6pa3nTb NOpT
nepeagpecauum AP B cCOOTBETCTBMM C NakeTom dmac.

e OrtobpaxaeT nopT nepeagpecaumn ¢ banaHcMpoBKon Harpyskn AP ans
nakeToB, NpeaHa3HadeHHbIx anss MAC-agpeca 08¢6.b300.0002.

QTECH# show aggregate load-balance interface gigabitethernet 0/1to interface

aggregateport 1 forward L2 mac dst-mac 08c6.b300.0002
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aggregateport load-balance mode : Destination MAC
balance to port : GigabitEthernet 0/47

e OrtobpaxaeT nopT nepeagpecaumm ¢ banaHcMpoBKown Harpyskn AP gns
nakeToB, NpeAHa3HaveHHbIX ana MAC-agpeca 08¢6.b300.0003.

QTECH# show aggregate load-balance interface gigabitethernet 0/1to interface
aggregateport 1 forward L2 mac dst-mac 08c6.b300.0002

aggregateport load-balance mode : Destination MAC

balance to port : GigabitEthernet 0/48

e Ecnn ykasaHHbn AP He uMMeeT MOPTOB-YYaCTHWUKOB, MOPT
nepeagpecaumm otobpaxaetcs kak NULL.

QTECH# show aggregate load-balance interface gigabitethernet 0/1to interface
aggregateport 1 forward L2 mac dst-mac 08c6.b300.0002
aggregateport load-balance mode : Destination MAC

balance to port :
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Hactpowvika HASH-cumynsatopa

CeTeBoe OKpyXeHue:

Cepeep/NK

routing port: 1.1.1.1/24

AP100:
SVI2:2.2.2.1/24
SVI499: 4.4.4.1/24
SVI1999: 9.9.9.1/24

CepeuCHLIN Moaynb (A) CepsucHbIN Mmoaynk (B)
08:¢6:b3:00:00:02 08:¢6:b3:00:00:03

Cepgep Dual NIC/TIK

PucyHok 12-3.

OTob6paxeHne nopta nepeagpecauum IPv4 AP ¢ 6anaHCMpPOBKOMN Harpy3Kku

Warn
HaCTPONKK

HacTtponTe pexvm 6anaHCUpOBKM Harpysku.
QTECH# configure terminal
QTECH(config)# aggregate load-balance dst-ip
QTECH(config)# show agg load-balance
Load-balance : Destination IP
QTECH# end
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MpoBepka

Wcnonb3ynte komaHay show aggregate load-balance to gna oto6paxeHus
nopTa nepeagpecaumm AP.

e OtobpaxeHne nopta nepecbinkn AP ¢ 6anaHCMpOBKOW Harpysku Ans
nakeToB, NpeAHa3Ha4YeHHbIX ansa IP-agpeca 2.2.2.2.

QTECH# show aggregate load-balance interface gigabitethernet 0/1 to interface
aggregateport 1 forward L3 ip destination 2.2.2.2

aggregateport load-balance mode : Destination IP

balance to port : GigabitEthernet 0/47

e OtobpaxeHne nopTa nepecbinkn AP ¢ 6anaHCMpPOBKOW Harpysku gns
nakeToB, NpeAHa3HauYeHHbIx ana IP-agpeca 4.4.4.4.

QTECH# show aggregate load-balance interface gigabitethernet 0/1to interface
aggregateport 1 forward L3 ip destination 4.4.4.4

aggregateport load-balance mode : Destination IP

balance to port : GigabitEthernet 0/48

e Ecnn ykasaHHbin AP He wWMeeT MNOPTOB-YYaCTHWKOB, MNOPT
nepeagpecauunn otobpaxkaetcs kak NULL.

QTECH# show aggregate load-balance interface gigabitethernet 0/1to interface
aggregateport 1 forward L3 ip source 1.1.1.1
aggregateport load-balance mode : Destination IP

balance to port :
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13. ObWWAA NTHPOPMALIUA

13.1. NapaHTNAa u cepBuc

Mpouenypa n Heobxoanmble AEVWCTBUSA MO BONpoOcam rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMnUTbCs C MHGpOPMaLUMen No BonNpocam TeCTUpoBaHMs 060pya0BaHMSA MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

13.2. TexHn4yeckasa nogaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpocax, Kacawuwmxcs Hawero obopygoBaHusi, TO
MO)KETe BOCMONb30BaTbCA Pas3fenioM TeXHUMYECKoN noaaepxku nonb3oBaTtenen QTECH Ha
Hawwem cante www.qgtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

13.3. AneKkTpoHHaA Bepcusa AOKYMEHTa
Hata nybnukauumn 21.04.2025

https://files.qtech.ru/upload/switchers/QSW-6910/QSW-
6910_ethernet_switching_config_guide.pdf
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