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1. HACTPOUKA IP-AJIPECOB U CEPBUCOB
1.1. O630p

IP-npoTtokon (Internet Protocol) oTnpaBnseT nakeTbl NonyyYaTesnto OT UCTOYHWKA C MOMOLLbIO
NOrM4ecKkMx agpecoB no npoTtokony IP. Ha ceTeBom ypoBHE MapLUpyTU3aTopbl NepechinatT
nakeTbl Ha ocHoBe |IP-agpecos.

1.1.1. MpoToKonbl U cTaHAAPTbI

e RFC 1918: pacnpeneneHne agpecoB B YacTHbIX IP-ceTax.
e RFC 1166: Homepa B NIHTepHeTe.

1.2. NMNpumeHeHne

NMpumeHeHune OnucaHue

Hactponka |IP-agpeca ansa | [iBe noaceTn oGMeHMBaKOTCS AaHHbIMWU Yepes3 OauH
CBA3N NMHTepdenc KommyTaTopa

1.2.1. Hactpouka IP-agpeca ans cBA3un

1.2.1.1. CueHapumn

KommyTtatop nogkntodeH Kk nokanbHonm cetu (LAN), pasgeneHHoOWm Ha fBa CerMeHTa ceTu
(noacetn), a umeHHo: 172.16.1.0/24 n 172.16.2.0/24. KoMmnbloTepbl B OBYX CErMeHTax ceTu
(nogceTn) moryT obmMeHnBaTbCA AaHHBIMU C IHTEPHETOM Yepes3 KOMMYTaTopbl, @ MeXay ABYMs
cerMmeHTamm ceTv (NOACETAMM) KOMMbIOTEPLI MOryT OOMEHMBATLCA AaHHBIMU OPYT C APYrOM.

Vian 1
172.16.1.1/24
172.16.1.0/24 172.16.2.1/24

172.16.2.0/24

PucyHok 1-1. Hactpolika IP-agpecos

1.2.1.2. HacTtpouka
e Hacrtponte agBa IP-agpeca Ha VLAN1. OguH siBnsieTcss ocHoBHbIM IP-agpecom, a
apyro — BTOpU4HbIM IP-agpecom.

e Ha xoctax B cermeHTe cetn 172.16.1.0/24 yctaHoBuTe wnto3 Ha 172.16.1.1; Ha xocTax
B noacetn 172.16.2.0/24 yctaHoBuTe W03 Ha 172.16.2.1.
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1.3. KnrouyeBble 0COOEHHOCTH

1.3.1. ba3oBble KOHLUEenuun

1.3.1.1. IP-agpec

IP-agpec coctouT 13 32 6ut B ABOMYHOM dhopmaTe. [Ans obneryeHnst HaNMcCaHUs N oNMcaHns
IP-agpec 06bIMHO BhblpaXkaeTca B aecatnyHonm cdopme. lMpu gecsatuyHom genexun, IP-agpec
OENUTCA Ha YeTbipe rpynnbl ¢ BOCEMbIO BuTamu B Kaxaow rpynne. [JuanasoH 3HavyeHun ons
Kaxkgomn rpynnel coctaengeT oT 0 go 255, a rpynnel pasgensioTcsa cumsosiom ".". Hanpumep,
192.168.1.1 — IP-agpec, BblpaXXeHHbIN B 4eCATUYHOM dhopMmaTe, rpynnbl (OKTEThI) pa3geneHbl
TOYKaMM.

IP-agpeca ucnonb3yoTca ana coegmHeHns Ha yposHe IP. 32-6uTtHein IP-agpec cocTouT ua aByx
yacTen: agpec cetu u ysen. Micxoaa na aHadeHnin nepBbiX HECKOTbKUX BUTOB B CETEBOW YacTy,
ucnonb3yemble IP-agpeca MOXHO pa3genuTb Ha YeThbipe Knacca.

[Ona apgpeca knacca A Haubonee 3HadnmbiM Outom sBnsetca 0. 7 6ut ob6osHauvaroT
naoeHTudukatop cetn, a 24 6uta obo3HavalT nokanbHbIM agpec. B obuwen cnoxHoctu
cyuwlectByeT 128 ceten knacca A.

8 16 24 32
IP-agpec knacca A 0 Network ID Host ID
PucyHok 1-2.

[ns agpeca knacca B gsyms Hanbonee 3HaummbiMm Gutamm asnatotca 10. 14 6ut o6o3HavaoT
ngeHtndukatop cetm, a 16 6GuT obo3HayalT nokanbHbI agpec. B obuwen cnoxHocTn
cywecTtByeT 16348 ceTten knacca B.

8 16 24 32
IP-agpec knacca B 1 0 Network ID Host ID
PucyHok 1-3.

[ns agpeca knacca C Hanbonee 3Ha4YMMbIMn BuTaMn aBnatTCcsa nepeble Tpy 6uta 110. 21 6ut
obo3HavalT mgeHTudumkatop cetu, a 8 OuT ob6o3Ha4valT fokanbHbIM agpec. B obwen
cnoxHocTtu cywectyeT 2 097 152 ceTen knacca C.

8 16 24 32

IP-agpec knacca C 1 1 0 Network ID | Host ID

PucyHok 1-4.

[nsa agpeca knacca D nepsble YeTbipe Hanbonee BaxHbIXx 6Guta — 1110, a gpyrme — agpec
MHOroagpecHon nepegayu.
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8 16 24 32

IP-agpec knacca D 1 1 1 0 MynbTukacT agpec

PucyHok 1-5.

NMPUMEMYAHMUE: agpeca c nepBbiMy YeTbipbMsi Hanbonee 3Ha4YMMbiMn Gutamm 1111 He moryT
ObITb Ha3Ha4YeHbl. DTV agpeca HasbiBalOTCA agpecamm knacca E n 3apesepBrpoBaHbI.

Korga IP-agpeca mnaHupyloTCs BO BpeMSI MOCTPOEHUSI CETU, OHM OOIMKHbI HasHayaTbCa Ha
OCHOBE CBOWCTBa co3faBaemon ceTn. Ecnu ceTb gomkHa GbITb nogkntodeHa K MIHTepHeTy,
nonb3oBatenn [JomkHbl obpatuTbcs 3a |P-agpecamyn K COOTBETCTBYIOLIEMY areHTCTBY.
WHTepHeT-Koprnopaumsa no npucBoeHHbIM nmeHam n Homepam (ICANN) sBnseTca KOHe4Hou
opraHu3saumen, OTBETCTBEHHOM 3a Ha3HadeHue |IP-agpecoB. Ecnn ceTb, KOTOpyto HEOBXO0OUMO
co3aTb, ABMSETCH BHYTPEHHEN NoKanbHOM CEeTbIo, MOMNb30BaTENSAM HE HYXXHO NofaBaTb 3asBKYy
Ha IP-agpeca. Tem He MeHee, IP-agpeca He MoryT ObITb Ha3Ha4YeHbl crydYanHbiM obpasom. [Ana
paboThbl NOKanbHOM CeTM pPEeKoOMEHAyeTCs Ha3HadaTb BblOeNeHHble IoKalnbHble CeTeBble
agpeca, ykasaHbl Hke B Tabnuue.

[aHHasa Tabnuua nepedncnseT 3ape3epBMpOBaHHbIE U AOCTYMHbIE agpeca.

Knacc Ovana3oH agpecosB CraTtyc
CeTb knacca A 0.0.0.0 - 0.255.255.255 3apesepBrpoBaHbl
1.0.0.0 - 126.255.255.255 LocTynHbI

127.0.0.0 - 127.255.255.255 3apesepBnpoBaHbl

CeTb knacca B 128.0.0.0 - 191.254.255.255 [ocTynHbl

191.255.0.0 - 191.255.255.255 | 3apesepBupoBaHbl

CeTtb knacca C 192.0.0.0 - 192.0.0.255 3apesepBnpoBaHbl

192.0.1.0 - 223.255.254.255 [ocTynHbl

223.255.255.0 3ape3epBrpoOBaHbI
223.255.255.255

Cetb knacca D 224.0.0.0 - 239.255.255.255 MynbTukacT-agpec
Cetb knacca E 240.0.0.0 - 255.255.255.254 3ape3epBrpOBaHbI
255.255.255.255 LLinpokoseLLaTenbHbIn agpec

Tpw guanasoHa agpecoB NpegHa3HayYeHbl And nokanbHbIX ceTen. AT agpeca He UCNONb3YTCA
B WHTepHeTe. Ecnu cetn, KOTOpbIM Has3HayeHbl 3TM agpeca, OOMKHbl ObiTb MOAKIMOYEHbI K
WHuTepHety, oatn IP-agpeca pomxHbl 6biTb npeobpasoBaHbl B  OENCTBUTENbHbIE
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WHTEpHEeT-agpeca, K npumMmepy, ¢ nucnono3osaHmem texHonormm NAT. B cnegyowen tabnuue
nepevncrieHbl aManasoHbl YacTHbIX agpecoB. YacTHble ceTeBble agpeca onpegeneHsl B RFC
1918.

Knacc Ovana3oH agpecosB CraTtyc

CeTb knacca A 10.0.0.0 - 10.255.255.255 1 ceTb knacca A
CeTb knacca B 172.16.0.0 - 172.31.255.255 16 ceTen knacca B
Cetb knacca C 192.168.0.0 - 192.168.255.255 | 256 ceTten knacca C

HasHaueHue IP-agpecos, noptos TCP/UDP u gpyrux kogos cm. B RFC 1166.

1.3.1.2. Macka noaceTtu

Macka nogcetu Takke npencraBsnseTt cobon 32-paspsagHoe 3HadeHne. buTtbl, OeHTUULMPYIOT
IP-agpec kak ceteBow agpec. butbl IP-agpeca, cooTBeTcTBYylOLWME BUTaM Macku noaceTw,
3Ha4yeHMs KoTopbiX 1, ABMNAKOTCS CeTeBbIM agpecoMm, a 6uTbl IP-agpeca, cooTBeTCTByOLLME
ouTtam, 3HaveHus koTopbix 0, ABNAOTCA agpecom xocTa. Hanpumep, ansa ceten knacca A macka
nogcetn coctaenseT 255.0.0.0. Wcnonb3ys Mackm nogcetv, MOXHO pasfenuTb CeTb Ha
HEeCKonbKO noaceTen. IATO O3Ha4yaeT WCMNOfb30BaHWME HEKOTOpbIX OMTOB agpeca xocTa B
KayecTBe CeTEBOro agpeca, YTO CHKAET KONIMYECTBO XOCTOB M YBENMYNBAET KONIMYECTBO CETEN.

1.3.1.3. lUnpokoBewaTenbHbIN (Broadcast) naker

LLinpokoBelyaTenbHble NakeTbl OTHOCATCA K NakeTam, npegHasHayeHHbIMU 1151 BCEX XOCTOB B
dusmyeckon cetn. Obopygosanme QTECH nopoepxmBaeT gBa TuNa LIMPOKOBELLATENbHbIX
nakeToB:

1. LWwupokoselyaTtensHasa pacchlyika, Mpyu KOTOPOW BCe y3ribl B yKa3daHHOW CeTU SABASIOTCS
nonyyatensMu NakeTos, a Bce OBUTbI XOCTa agpeca Ha3HaYeHNs UMELOT 3HaYeHne
paBHoe 1.

2. OrpaHuyeHHas LWMpoKoBeLLaTenbHas pacchisika, Mpy KOTOPON BCe y3nbl BO BCEX
ceTax ABNSATCA NnonyyaTensMm nakeTos, a Bce 32 buTta agpeca HasHauYeHUs UMerT
3HayeHune pasHoe 1.

1.3.1.4. NakeT ICMP

Mpotokon ICMP (Internet Control Message Protocol) — cetesoi npotokon B cteke TCP/IP
npegHasHadYeHHbIM Ons nepegayn ynpaensowmMx coobuleHnin mexay yanamm IP n ceteBbiMu
ycTporcTBaMu. B OCHOBHOM OH Mcnonb3yeTcs AN yBeAOMIIEHNSI COOTBETCTBYHOLNX YCTPOUCTB
0 HewTaTHoM paboTe ceTu.

1.3.15 TTL

Time to Live (TTL) — 3TO KONMYeCTBO ceTeBbIX cermMeHToB (hop-0B), kKOTOpblE NakeTbl MOryT
NpOWTK OO TOro, Kak 6yayT otopoleHsbl. TTL — 310 3HaveHue B IP-nakete. OH coobLliaeT ceTu,
cnegyeT nun otbpackiBaTh NakeTbl, TaKk Kak NakeTbl OCTAOTCA B CETU B TeYEeHWe ANIMTENbHOMo
BpemeHu. C kaxapIM Larom, nepexoaoM OT y3na K yany, 3HavyeHue TTL GyaeTt ymeHbLlaTbCcsa Ha
1, korga 3HayeHve TTL cTtaHeT paBHbIM HYMIO, NakeT ByaeT OTOPOLLEH.
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1.3.2. KntoyeBble 0COBEHHOCTU

DPyHKUMA OnucaHue
IP-agpec IP-npoTokon, MoxeT paboTaTb B WHTepdperice Tonbko Mocne

HacTpounku nHTepdenca c IP-agpecom

ObpaboTka Anpeca LUMPOKOBELLLIaTENBbHOM pacchbInkn HaCTPOEHBI "
LLIMPOKOBELLATENbHbIX | LLIMPOKOBELLaTENbHbIE NaKkeThbl NepeckinalnTcs U obpabaTtbiBaloTCs
(Broadcast) naketoB

OT1npaBka naketoB | NMakeTbl ICMP oTnpaBnsiTcs M NPUHUMAOTCSH, UCMNONb3YITCA Ans
ICMP ONarHOCTUKN CeTun

OrpaHuyeHne OTa dyHKUMA npefoTBpallaeT atakm Tuna "otkas B obcnyxusaHun"
ckopoctn nepegayuu | (DoS)

MnakeToB oLunboK

ICMP

IP MTU HacTponka makcumanbHoro pasvepa nepegasaemoro naketa (MTU)

ans IP-naketoB B uHTepdence

IP TTL Hactponka TTL ogHoagpecHbIX MakeToB M LUMPOKOBeLLaTeNbHbIX
nakeToB

MapLipyT ucTovHMKa | MapLupyTbl ICTOYHMKA NPOBEPEHDI
IP (IP_Source routing)

1.3.3. IP-agpec

IP-agpeca npucsavsatoTCa MHTEpPAENCy cneayLwmmm cnocobamm:
1. Hactpownka IP-agpecoB Bpy4Hy!O.
2. Monyuenue IP-agpecos yepes DHCP.
3. [lonyyeHue IP-agpecosB nocpencTeom cornacosaHus PPP.
4. 3aumctBoBaHue IP-agpecoB apyrnx MHTEPdENCOB.

OTn nogxoabl B3aMMHO UCKMoYatoT apyr gpyra. lNpu HacTponke HOBOro noaxoAa Ang nonyvyeHus
IP-agpeca crapbii IP-agpec GyaeT nepesanucaH.

Mogpo6GHee o nonyyennn IP-agpecoB 4Yepe3 DHCP cm. B rmaee 4 «HacTtponka DHCP». [lanee
onucaHbl TpU gpyrnx nogxoga K nony4veHuo |IP-agpecos.
1.3.3.1. HacTpouka IP-agpeca ansa nHrepcenca

YCTponcTBO MOXET nony4aTtb U oTnpaBnATb IP-nakeTbl TONbKO Mocre Toro, Kak Ha yCTponCTBe
HacTpoeH IP-agpec. IP-npoTokon moxeT paboTaTb TONbKO Ha UHTepdence, C HACTPOEHHbIM |P-
agpecom.

1.3.3.2. HacTpouka Heckonbkux IP-agpecoB ansa nHtepdenca

O6opynosaHne QTECH nopgepxvBaeT KoHUrypaumio ¢ Heckonbkummn IP-agpecamun B ogHOM
WHTepdence, OOWH U3 KOTOPbIX HABNAeTCA nepBuyHbIM IP-agpecom, a gpyrme —
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OONMONMHNTENbHbIMA IP-a/J,pecaMVl. TeOpeTI/I‘-IeCKVI KONnM4ecTBO OONOJTHUTETIbHbLIX |P-aﬂpeCOB He
OorpaHm4eHo. OpaHako gononHUTenNbHLIE IP-a,u,peca OOJDKHbI NpUHaaneXatb K pa3HbIM NMOACETAM,
M nogceTn He OOJMKHbI NepecekaTbCdA C paHee Co3aHHbIMU IP-a,u,pecaMM. I'IpV| NOCTPOEHUN CETU
BTOPU4YHbIE IP-a/J,peca 4acCTO UCNOJb3YyHTCA B crieayrowmnx cnyvyanx:

e B ceTtn HegocTaTOvHO afgpecoB XocToB. Hanpumep, TpebyeTca ogHa ceTb knacca C ana
Has3HayeHnss 254 apgpecoB nokanbHoW cetn. OpHako, €CnM KONMMYEeCTBO XOCTOB
npesblwaeT 254, ogHon cetn knacca C HegocTtaToyHo, U TpebyeTcs gpyras ceTb
knacca C. B aTom cnyyae Heob6xooMmo ncnonb3oBatb ABe ceTu. [loaTomy TpebyeTcs
oonbLlue IP-anpecoB Ha MHTepdelnce.

e MHorne crapble CeTM OCHOBaHbl Ha CETAX 2-f0 YPOBHSl, OOBbEAUHEHHbLIX MOCTaMu
(ethernet bridge), 6e3 noacetein. MoxHO Mcnonb3oBaTb gononHUTeNbHbIEe |IP-agpeca
ONA YNyYlWeHnsa cetu A0 MapLUpyTU3MPYEMOWM Ha OCHOBE 3-r0 YpoBHS. [na kaxgon
noaceTn 04HO YCTPOMCTBO HACTPOEHO € ogHUM IP-agpecom.

e Ecnu gBe noacetn ogHOM CETUM U3OMMPOBaHbI APYronM CEeThbio, MOXHO MNOOKIYUTL
M30NMPOBaHHbLIE NOACETW, CO34aB MNOACETb W3ONMPOBAHHOM CETM U  HaCTPOUB
JononHuTenbHbln agpec. OgHa nogceTb He MOXET BbITb HACTPOEHa Ha AByX unu 6onee
UHTepdencax ycTponcTaa.

MonyyeHune IP-agpecoB nocpeacTBom cornacosaHusa PPP
NMPUMEYAHUE: OTa komaHda nogaepxmBaeTcst TONbKO B MHTepdencax "Touka-Touka".

Bnarogaps aton KoHdurypauum nHtepdenc "Touka-touka" npuHnmaeT IP-agpec, HasHa4YeHHbIN
OAHOpPAaHroBLIM Y3710M NOCPEACTBOM cornacoBaHusa PPP.

3anmcTBOBaHMe IP-agpecoB us gpyroro nHtepdenca

Mo ymonuanuto nHtepderic 6e3 HacTpoeHHoro IP-agpeca. KomaHnga ip unnumbered nossonsiet
3anmcTBoBaTh IP-agpec ¢ gpyroro nHtepdenca Ha JaHHOM YCTPOUCTBeE.

NMPUMEYAHUE: moxHO 3aumcTtBoBaTbhb IP-agpeca wuHTepdgencos Ethernet, nHTepdenicos
TyHHenen wun loopback-nHtepdencos. OgHako 3T WHTEpENCbl He MOryT 3auMMCTBOBaTb
IP-agpeca apyrmx nHTepgencos.

NMPUMEYAHUE: 3aumcTtBoBaHHble IP-agpeca He MoOryT ObiTb 3aMMCTBOBaHbl Ha OpYyrou
nHTEepdeic.

NMPUMEYMAHUE: ecnu 3aMMcTBOBaHHbLIM MHTEpdEeNC MMeeT Heckomnbko IP-agpecoB, MOXHO
3aMMCTBOBaTb TOSIbKO OCHOBHOW IP-agpec.

NMPUMEMYMAHMUE: IP-agpec opgHoro wHTepdenca MOXeT OblTb MNPUCBOEH HECKOMbKUM
nHTEepdencam.

NMPUMEMAHUE: 3aumcTBoBaHHble IP-agpeca Ha WHTepdience Bcerga corfnacyrTcd ¢
IP-agpecamn nHtepderca, ¢ KOTOPOro OHN BbINK 3aMMCTBOBaHLI.

1.3.3.3. CBAA3aHHasA KOHcumrypaums
HacTponka nHrepdeiica c ogHum unm donee IP-agpecamn.

o [lo ymonuyaHuto IP-agpec nHtepdoernca He HaCTPOEH.
¢ KomaHnga ip address ucnonb3dyetca ans HacTporkn IP-agpeca nHrepdelica.

e [locne HacTporku IP-agpeca n npoBepkn Ha obHapyxeHue KOHMNMKTOB MHTepderic
MOXHO UCMNONb30BaTh 415 CBA3MN.

e Komanga ip address ip-address mask secondary MOXeT WCMoNb30oBaTbCA AN
HaCTPOWMKN HECKOSbKNX BTOPUYHbIX IP-agpecos.

Monyyenwne IP-agpeca nocpeactsom cornacosaHnsa PPP.
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o [lo ymonyaHuio uHTepdenc He MoXeT nonyunTs IP-agpec nocpeacTBOM COrnacoBaHus
PPP.

o KomaHnpa ip address negotiate wncnonb3dyeTcsa ANs HACTPOWMKM COrfacoBaHuWs
IP-agpeca B nHTepdence "tTouka-touka".

3aumctBoBaHue IP-agpeca n3 gpyroro uHTepdgeica.

o [lo ymonuaHuio IP-agpec uHTepgenca He HaCTPOEH.

o KomaHnga ip unnumbered MOXeT MCMONb30BaTLCA A5 3auMcTBOBaHus IP-agpecos u3
OpYyrux nHtepdencos.

1.3.4. O6paboTka wupokoBeLwaTenbHbIX (Broadcast) naketoB

1.3.4.1. NMpuHUKUN paboTbl

Broadcast genutcsa Ha aBa trna. OguH — 3TO OrpaHMYeHHas LWMPOKoBeLLaTenbHasa paccbinka
¢ IP-agpecom — 255.255.255.255. T[lockonbKy paccbifika Takoro Tuna 3anpeLleHa
MapLUpyTu3aTopamMu, OHa Ha3biBAeTCA LUMPOKOBELLATENBHOM NOKanbHOM pacchbinkon. Opyron
npMmMep — HanpaBfeHHas LUMpOKoBeLlaTensHasa paccbinka. Bce 6utbl xocta — 1, Hanpumep,
192.168.1.255/24. lnpokoselyaTenbHble nakeTbl ¢ aTuMK IP-agpecamu moryT 6biTb NepenaHbl
Ha MapLupyTm3aTope.

Ecnn |IP-ceTeBble YyCTpPOMCTBA NEpPeECHLINalT OrpaHNYeHHble LUMPOKOBELLATENbHbIE MaKeThI
(IP-agpec HasHadeHna — 255.255.255.255), ceTb MOXeT ObITb neperpyxeHa, 4YTo CUMbHO
BnuseT Ha NPON3BOANTESILHOCTb ceTu. 3710 0b6CcTOATENBCTBO Ha3blBaeTcH
LwnpokoBeLlaTenbHbiM (broadcast) wrtopmom. YcTponcTBa npegnaratoT HECKONbKO Moaxo40B
ONS OrpaHMYEeHUs LUMPOKOBELLATENbHbIX LUTOPMOB B NOKaNbHOW CETM U NpenoTBpalleHns
HenpepbLIBHOMO pacnpocTpaHeHus LMpoKoBeLlaTenbHbIX LWTopMoB. CeTeBble YCTpOWCTBA
BTOPOro YPOBHA, TakMe Kak MOCTbl M KOMMYTaTOpbl, MepecbirialoT M pacnpoCTpaHsAT
LUMpoKoBeLLaTenbHble LUTOPMbl, HE MMeS BO3MOXHOCTU X OTCNeaunTb.

JTyuwinin cnoco6 nsbexaTb LUMPOKOBELLATENBHOMO LUTOPMa — Ha3HaunTb LUMPOKOBeLLaTeNbHbIN
agpec KaxaouW ceTu ANs HanpaefieHHOW LUMPOKOBeLLaTenbHOM paccblinku. [ns aToro
IP-npOTOKON A0SMKEH MCMOSb30BaTb HAaNPaBEHHYHO LUMPOKOBELLLATESbHYIO PaCChIfiKy.

Mogpo6GHee o wWnpokoBeLwlaTenbHbIX WTopmax cm. B RFC 919 n RFC 922.

HanpaBneHHble LUMpOKOBeLLaTeNbHble MakeTbl OTHOCATCH K LUMPOKOBELLATENbHbIM NakeTam,
npegHasHa4YeHHbIMU NS KOHKPEeTHOW noaceTu. Hanpumep, nakeTbl C agpecoM HasHauyeHus
172.16.16.255 HasbiBalOTCA HanpaBneHHbIMU LUMPOKOBELLATEeNbHbIMM NakeTamu. OgHako, y3en,
KOTOPbI reHepupyeT 3TOT NakeT, He ABMNSeTCS y4aCTHUKOM NoACceTn Ha3Ha4YeHus.

Mocne nonyyeHus HanpaBfeHHbIX LUMPOKOBELLATENbHbIX MakeToB  YCTPOWCTBA, He
NOAKMIOYEHHbIE HaNpPsIMyt0 K MOACETM Ha3HayeHus, nepecbinarT naketbl. [locne Toro kak
HanpaBrieHHble  LUMPOKOBeLlaTernbHble  NakeTbl  AOCTUralwT  YCTPOWCTB,  HaNpsaMyio
NOAKMIOYEHHBIX K MOACEeTW, yCTpoWcTBa NpeobpasyloT HanpaBneHHble LuMpoKoBeLlaTesnbHble
nakeTbl B OrpaHWYeHHble LMpoKoBellaTenbHble naketbl (IP-agpec HasHavenHna —
255.255.255.255) n nepenatoT nakeTbl BCEM y3riaM B MOACETN HA3HAYEHMS HA YPOBHE KaHana.

1.3.4.2. CBAA3aHHasA KOH(umrypaums

HacTpoiika IP-agpeca wimpokoBeLllaTenbHOW pacchbIsiku.

e [lo ymonyaHuio IP-agpec wmnpokoBellaTenbHON pacchiniku UHTepdenca coctasnseT
255.255.255.255.

e YT06bl OnMpenenuTb LIMPOKOBELLATENbHbIE MAKETbl APYrMX adpecoB, MCNONb3ynTe
Komangy ip broadcast-address B pexxume KOHdUrypauumn nHrepgeinca.

I'Ieperana HanpaBJieHHbIX LWMpOKOoBeLlaTelIbHbIX NAaKeTOB.
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e [lo ymonyaHuto HanpaBneHHble LUMPOKOBELLaTENbHbIE MNakKeTbl He MoryT ObiTb
nepecnaHbl.

e Ha ykasaHHOM UHTepence MOXHO BbINONHUTL KOMaHAy ip directed-broadcast, 4Tobbl
BKITHOMUTb NEPECHISIKY NakeToB HanpaBneHHOM LWMPOKoBeLlaTeNbHON Pacehinku. Takum
obpa3oM, WHTepdenc MOoXeT nepecbinaTb HanpaefeHHble LUMPOKOBeLLaTerbHble
nakeTbl B HanpsMyl MOAKMIOYEHHbIE ceTu. LUnpokoBellaTenbHble nakeTbl MOryT
nepegaBaTbCs B NOACETU Ha3HayeHUsa 6e3 BNUSHUS Ha Nepechbiniky ApYrmx naketos
HarnpasieHHOW LUMPOKOBELLATENBHON PACCHINKN.

o B wnHTepcheinice moxHO onpegenuTb cnMcok KoHTponsa goctyna (ACL) gna nepepadn
ornpeneneHHbIX HanpaefeHHbIX LUMPOKOBEeLLATENbHbIX NakeToB. [locne onpeaeneHus
ACL-cnucka nepecbinarTcs TOMbKO HanpaBleHHbIE LUMPOKOBELLATENbHbIE NaKeThl,
cooTBeTcTBYoWme ACL-cnncky.

1.3.5. OTnpaBka naketoB ICMP

1.3.5.1. NMpuHUKUN paboTbl
Coo06ueHue o HepocTynHocTM npoTokona ICMP

Yctponctso nony4yaet IP-nakeTbl, npegHasHayeHHble eMy, U nakeTbl cogepxat IP-npoTtokon,
KOTOpbI He MOXeT b6biTb 0bpaboTaH yCTPOMCTBOM. YCTPOMCTBO OTnpaBnseT cooblueHne o
HegocTynHocTu npotokona ICMP Ha ncxogHbIn xocT. Kpome Toro, ecriv yCTPOWCTBO He 3HaeT
MapLUpyT ANS NepecbIfikM NakeToB, OHO TaKxXe OTNpaBnseT coobLieHne 0 HeJOCTYNHOCTHN XocTa
ICMP.
Coo6uweHue nepeHanpaBneHus ICMP

WHorga mapLupyT MoxeT OblTb MeHee onTUMarbHbIM, MO3TOMY YCTPOWCTBO NepechinaeT nakeThbl
C wuHTepdhenca, KOTOpbIM nonyyaeT nakeTbl. Ecnu ycTpomMcTBO oOTnpaBnseT nakeTbl C
MHTepdenca, Ha KOTOPOM OHO Mofy4vaeT nakeTbl, ycTponcTeo otnpasnseT ICMP-cooblieHne o
nepeHanpaBfieHnn Ha UCTOYHUK, NH(POPMUPYS MCTOYHUK O TOM, YTO LUMIO3 SBNSETCH OPYrum
YCTPOMCTBOM B TOM e nogcetn. Taknm o6pa3omM, UCTOYHMK OTNpaBnseT nocrneaywme nake bl
no onTUMarbHOMY NyTW.

CoobuweHune otknuka macku ICMP

MHoraoa ceteBoe ycTpomcTBO oTnpaensieT coobuweHne ICMP Address Mask Request ans
nonyyeHus Mackum nogcetn. CeTeBoe YCTPOWCTBO, Monyvawuwee AaHHoe coobuleHue,
oTnpasnseT oTBeTHoe coobueHne ICMP Address Mask Reply.

1.3.5.2. CBsAA3aHHasA KOHcumrypaums
BkritoueHune coobuieHns o HegocTynHocTu npoTtokona ICMP.
o [lo ymonuaHuto dyHkums npotokona ICMP cooblieHrne 0 HegOCTYNMHOCTM BKIMOYEHA Ha
nHTEepdemnce.

e  YTOObl OTKNIOYNTDL UM BKIMIOYNTL PYHKLMIO, MOXHO MCMONb30BaTbk KOMaHgy [no] ip
unreachables

BkritoueHune coobuieHus nepenanpasnexmsi ICMP.
e [lo ymonuaHuio dyHKUMA coobweHna nepeHanpaenedms |CMP  BknoyeHa B
nHTEepdemnce.
e  Bbl MmOxeTe ncnonb3oBatb komaHay [no] ip redirects, 4ToObl OTKIOUYUTL U BKIIOYNTD
YHKLMIO.
BkntoyeHne otBeTHOro coobuieHuns macku ICMP.

e [lo ymonuaHuto B mHTEpdence BkMoYeHa yHKUMS oTBeTa Ha coobuweHus ICMP
Address Mask Request.
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e MoxHo ncnonb3oBaTb kKoMaHAy [no] ip mask-reply, 4TOBbl OTKMOYUTL UMW BKMKOYUTL
dYHKUMIO.

1.3.6. OrpaHM4yeHue CKOpOCTH nepegaym naketoB owmnbok ICMP

1.3.6.1. NMpuHUKMN paboTbl

OT1a byHKUMA orpaHn4MBaeT CKOPOCTb Nepedaymn nakeToB owmbok ICMP gns npegoTepalleHus
DoS-aTtak ¢ TOMOLLBI0 anropuTMa MapkUpoBKK KOHTENHepa.

Ecnun IP-naket Heobxogmmo dparmeHtTupoBaTtb, HO 6ut Don’t Fragment (DF) B 3aronoeke
YyCTaHOBIIEH Ha 1, YCTPONCTBO OTNpaBnsieT NakeT HeJoCTyNHOCTN HasdHaveHus ICMP (koa 4) Ha
XOCT UCTOYHMKA. ATOT nakeT owmnbok ICMP ucnonesyetca ansa obHapyxeHna MTU-nytu. Mpu
HanMuuM CcnuwKom Gonblioro komuyectsa Apyrnx naketosB owwnbok ICMP  HeBO3MOXHO
OTNpaBUTb NakeT HegoCTynHoCcTN Ha3HadveHusa ICMP (kog 4). B pesynbtate npoucxoaut cbown
dyHKLMM 0OHapyxeHna MTU-nyTtu. Ytobbl nsbexartb aTon npobrnembl, HEOBXOANMO OrpaHNYUTb
ckopocTb nepegayn naketoB ICMP c cooblieHnem o HeQOCTYNHOCTM agpeca HasHaveHus u
apyrmx ICMP-nakeToB oWMBOK COOTBETCTBEHHO.

1.3.6.2. CBAA3aHHasA KOH(urypaums

HacTponka ckopocTn nepefadm ans ¢ cooblieHMeM O HedOCTYMHOCTU agpeca HasHadeHus
ICMP, nunuumnposanHbeix 6utom DF B IP-3aronoeke.

e CkopocTtb nepegayun no ymondanuo cocrtasndet 10 nakeTtos kaxable 100 mc.

e KomaHngy ip icmp error-interval DF MOXHO Mcnonb3oBaTtb Ansi HACTPONKN CKOPOCTU
nepegayu.

HacTpoWka ckopocTu nepegaydv gpyrmx naketos owmbok ICMP.
e CkopocTb nepegauun no ymonvaHuo coctaensiet 10 naketoB kaxablie 100 mc.

o Komangy ip icmp error-interval MOXHO McCnonb3oBaTbh A5 HACTPOMKM CKOPOCTU
nepegauu.

1.3.7. IP MTU
1.3.7.1. NMpuHUKMN paboTbl

Ecnn naket IP npeBbiwaetr pasmep IP MTU, nporpammHoe obecneyeHue komMmyTaTopa
dparmeHTMpyeT nakeT. [na Bcex yCTPONUCTB B OAHOM (PU3NYECKOM CErMEHTE CeTU 3Ha4vyeHune
MTU pomkHo ObiTb ogumHakoBbiM. Ha o6opymoBanun QTECH moxHo Hactpouts MTU
coeguHeHun gns nHtepdencos. MNMocne nameHenms MTU Ha mHTepdencax 6yaet nameHeH IP
MTU wuHTepgencos. IP MTU unHTepcbencos aBTomMaTMyeCckn nogaepxunsaeT COOTBETCTBME C
MTU mnHtepdenca. OgHako npu HacTponke IP MTU nHrepdericos 3HaveHne MTU nHrepdericos
He N3MEHMUTCH, HET 00paTHOM aBTOMAaTUYECKON HACTPOMNKM.

1.3.7.2. CBA3aHHasA KOHcumrypaums
YctaHoBka IP MTU.

e [lo ymonuyanuto IP MTU nHtepdeiica coctasngaet 1500.
e KomaHgy ip mtu MoxHO ncnone3oBatb Anga yctaHoskn MTU naketa IP.

1.38.IPTTL
1.3.8.1. NMpuHUKMN paboTbl

IP-nakeT nepepaeTca C agpeca UCTOMHMKA Ha adpec HasHavyeHus vyepe3 MapLupyTM3aTopbl.
Mocrne ycTtaHoBku 3HaveHus TTL, OHO ymeHblIaeTca Ha 1 Kaxabli pa3 npu npoxoxaeHuu
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IP-naketa yepe3 maplipytusatop. Korga sHaveHne TTL nagaeT OO Hyns, MaplipyTv3aTop
oTGpacbiBaeT nakeT. ATO NpedoTBpallaeT GeckoHeuHylo nepegady GecrnonesHbiX NakeToB U
noTepto NPOMYCKHOM CNOCOGHOCTY.

1.3.8.2. CBsAA3aHHas KOHcurypaums
YctaHoska IP TTL.

o [lo ymonuaHnuio IP TTL nHtepcperica coctaBnseT 64.
e KomaHgy ip ttl MoxHO ucnons3oBaTtb Ana yctaHosku IP TTL nHtepdenca.

1.3.9. MapwpyT uctoyHuka IP (IP Source routing)

1.3.9.1. NMpuHUKUN paboTbl

O6opynosaHne QTECH noppepxuBaet IP Source routing. Korga ycTponcTBo nony4vaer
IP-nakeT, OHO NPOBEPSAET Takmne onuumn Kak source route, loose source route, and record route B
3aronoBke IP-naketa. 911 onuuu noapobHo onucanHel B RFC 791. Ecnn ycTtponcteo
obHapyxuBaeT, 4YTO B nNakeTe MPUCYTCTBYET OMnuusi, OHO OTBEYAET, €CNn YCTPOMCTBO
obHapyxmBaeT HegonyCTUMYIO ONuUMIo, OHO oTnpasnseT coobweHue ICMP 06 owmnbke onuumn Ha
agpec UCTOYHKUKA M 3aTeM OTOpackiBaeT NakerT.

Mocne BkntoYeHna Source routing B nakeT IP gobasnaeTcsa onunsa MapLipyTa MCTOYHMKA, YTOObI
NpoBEpPUTb MPOMNYCKHY CMOCOBHOCTb OMpedesieHHON ceTM UM MNoMouYb naketam o6onTh
HeucrnpaBHyto ceTb. CTOUT y4ecCTb, YTO 3TOT MapamMeTp MOXET NPUBECTU K CETEBbIM aTakam,
TaKkMM Kak nogMeHa agpeca UCTOYMHUKa 1 nogmeHa IP.

1.3.9.2. CBA3aHHasA KOH(urypaums
HacTtponka IP Source routing.

o [lo ymonuanuio cpyHkuma IP Source routing BkrtovyeHa.

e KomaHgy ip source-route MOXHO MCMOMb30BaTb AMS BKOYEHUA UNU OTKIOYEHUS
dOyHKUMN.

1.4. HacTtpouka

Hactponka OnucaHne n kKomaHaa

HacTtponka IP- | (OGsizaTenbHo) Wcnonb3yetcss ansa  HacTpovkn IP-agpeca  w
agpecoB MHTepdenca | paspeLleHus 3anycka npotokona IP B nHtepgence

ip address Bpyu4Hyto HacTpanBaeT IP-agpec nHtepdeinca
ip address | lNonyyaeTt IP-agpec uHTepdenca nocpeacTteoM
negotiate cornacosaHus PPP

ip unnumbered 3anmcTByeT IP-agpec u3 gpyroro nHtepdenca
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Hactponka OnuncaHune n komaHaa
Hactponka nepegauu | (ONMUNOHAJIBHO) Wcnonb3ayetca pgnsa  yctaHoBkn IP-agpeca
LUMPOKOBELLATENTbHOW | LUMPOKOBELLATENIbHOM  pacCbiikKM U BKIKOYEHUA  nepegaym
paccbiku HanpasBfeHHOW LWUMPOKOBELLATENBHOMN PACChIKK
ip broadcast- A HactpauBaet IP-agpec wmpokoBeLaTenbHON
address paccbInkn
ip directed- | BkntovaeTt nepepadvy HanpaBneHHOM
broadcast LUMpPOKOBeLLaTENbHOM pacChbifku
HacTtponka (OMUUOHAINBHO) Wcnonb3yeTca [Ans  BKAYEHUS MNEPECHITKN

nepecbinkm ICMP

nakeTtoB ICMP

ip unreachables

BkntovaeT coobuweHns HegocTtynHoctn ICMP m
coo0bLeHNsa HeQOCTYNMHOCTU XOcTa

ip redirects BkntoyaeT coobueHusa nepeHanpasneHus ICMP
ip mask-reply BkntoyaeT oTBeTHbLIE cOOBLLEHMS mackn ICMP
Hactporika ckopoctu | OnumoHanbHo
nepegauu nakeToB
owwnbok ICMP ip icmp error- | HactpauBaet CKOpPOCTb nepeaaun
interval DF HEOOCTMXUMBIX ICMP-nakeTos,
WHULMMPOBaHHbIX ©uTtom DF B 3aronoBke
IP-agpeca

ip icmp error-
interval

HactpavBaeT cKkopocT nepegayyn nNakeToB
owunbok ICMP un nakeToB nepeHanpaBrneHus
ICMP

YcTaHOBKa 3Ha4YeHus
IP MTU

(OMUMOHAINBHO) Wcnonb3yetca pgns Hactporkn MTU IP B
nHTepdemnce
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ip mtu YcTaHaBnuBaeT 3Ha4yeHue IP MTU
YcraHoBka 3HadveHus | (ONMUMOHAJIBHO) Ncnonb3ayeTtcs ans HaCTPOWKM TTL
IPTTL O4HOaLpPECHbIX MAKeTOB U LUMPOKOBELLATE NbHbLIX NaKeToB
ip ttl YcTaHaBnmnBaeT 3HayeHue TTL
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Hactponka OnuncaHune n komaHaa

Hactponka IP_Source | (OINMUNOHAJIBHO) Wcnonb3yetca Ana  MNpPoBEPKM  UCTOYHMKOB
routing MapLupyToB

ip source-route | BkntoyaeT doyHKkumto IP source routing

1.4.1. Hactpouka IP-agpecoB nHtepcenca

1.4.1.1. Pe3ynbTaT KOHdUrypaumm

HacTponka IP-agpeca nHtepdenca ansg CBA3HOCTH.

1.4.1.2. 9Tanbl KOHdUrypaumm
Hactpowka IP-agpeca nHtepdenca.

e OBASATEJNBHO.

e  BbinonHnTe HacCTPONKy B pexxume KoHUurypauum nHtepdeica L3.
Monyyenne IP-agpeca nHTepgenca nocpeacteom cornacosanns PPP.

e OINUMOHAIBHO.

e Ecnu Ha nHTepdeice "Touyka-Touka" He HacTpoeH |IP-agpec, nonyuute |IP-agpec ¢
nomoLbto cornacosaHnsa PPP.

¢  BbInonHuTe HacTpoliky B pexmme KoHdurypaumm nutepdpeinca L3.
3aumctBoBaHue IP-agpecoB 13 gpyroro nHrepdgenca.

e OlNUMNOHANBHO.

e Ecnu Ha nHTepdence "Toyka-Touka" He HacTpoeH IP-agpec, sammctBynTe IP-agpec ns
Apyroro nHtepdemnca.

¢  BbinonHuTe HacTpoKKky B pexmme KoHdurypaumm nitepdenica L3.

1.4.1.3. NpoBepka KoH¢pUrypaumm

BeinonHute komaHgy show ip interface, 4tobbl NpoBepuTbL pesynbTar.

1.4.1.4. CBA3aHHble KOMaHAbI

Hactponka IP-agpeca uHtepcenca Bpy4Hyo

KomaHga ip address ip-address network-mask [ secondary ]
Onuncanne ip-address: 32-6uTHbIn IP-agpec ¢ 8 butamu gns kaxxgon rpynnel. IP-agpec
napameTpoB BblpaXkaeTcs B 4ECATMYHOM chopmaTe, a rpynnbl Pa3aensatoTcst TOYKOM (.).

network-mask: 32-6utHast macka cetu. 3HayeHne 1 ykasbiBaeT Ha OuUT
mMacku, a 0 — Ha 6uTt xocta. Kaxable 8 6ut obpasytot ogHy rpynny. Macka
ceTn BblpaxaeTcsa B OecaTudHoM dhopmaTe, a rpynnbl pasgensaTcs
TOYKOM (.).

secondary: BTopu4HbIn IP-agpec
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Pexvnm
KOHUrypauum

Pexum koHdurypaunm nHtepderica

MonyyeHune IP-agpeca nHTepdenca nocpeactesom cornacosaHusa PPP

KomaHga ip address negotiate
Pexum Pexum koHdurypaunm nHtepderica
KOHUrypauum

3anmcTBOBaHuMe IP-agpecoB us gpyroro nHtepdenca

KomaHga ip unnumbered interface-type interface-number

Onucanwne interface-type: Tmn nHTepdenca.

napameTpos interface-number: naeHTUdMKaTOP MHTEpdeiica

Pexnm Pexum koHdurypaumm nHtepenca

KOHUrypauum

BcTpoeHHas Unnumbered-uHtepdenc o3HayaeT, 4YTO UHTEepdENC BKIOYEH C
nogckaska IP-npoTokonom 6e3 HasHayeHHoro IP-agpeca. Unnumbered-uHtepdenc

[OIKeH ObITb CBA3aH C MHTEpPdENCOM, KOTOPOMY HasHayeH IP-agpec. [ina
IP-nakeTa, cosgaHHoro Ha unnumbered-uHtepdence, IP-agpec
MCTOYHMKA nakeTa saBnsetca IP-agpecom cBs3aHHOrO WHTepdenca.
Kpome ToOro, npowecc npoTokona mMapLupytusaumm onpegenseT, cnegyeT
nm OTNpaBnsATb nakeT obHoBneHus MapLupyTa Ha
unnumbered-nHTEpPdENC B COOTBETCTBUM CO cBOMM IP-agpecom. Ecnu Bbl
XO0TUTe ucnonb3oBatb unnumbered nHTepderic, obpatnte BHUMaHNE Ha
crnegyoLme orpaHNYeHns:

UHTepdeiic Ethernet He moxeT GbITb HACTPOEH Ha
unnumbered-nHTepdeic.

Korga nocnegoBatenbHbii MHTEpdenc nikancynmpyet SLIP, HDLC, PPP,
LAPB n Frame-Relay, nocnegosatenbHbln MHTEP(ENC MOXHO HACTPOUTb
Ha unnumbered-uHTtepdenc.

Mpun nHKancynsaumm nocpeacTBoM relay, TonbKo NHTepdenc "Toyka-Toyka"
MOXeT ObITb HACTPOEH Kak UHTepdenc 6e3 Homepa. NHTepdenc AnX.25
He MoxeT BbITb HAaCTPOeH kak unnumbered-nHtepdenc.

KomaHga ping He MOXeT MCMnonb30BaTbCA A5 NPOBEPKM MPaBUIbHOCTU
paboTtel unnumbered-uHTEpdENnca, Tak Kak unnumbered-uHTepdenc He
HacTpoeH IP-agpec. OgHako cocTtosaHmne unnumbered-nHtepderica MoXXHO
oTcnexuBaTb yaaneHHo ¢ nomoLlbio SNMP.

XornogHbI 3anyck yCcTpoMcTBa C MOMOLLBIO unnumbered-uHTepdenca
HEBO3MOXEH
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1.4.1.5. Npumep KoHdUrypaumm

HacTtponka IP-agpeca gns uHtepcenca.

OTanbl HacTtponte IP-agpec 192.168.23.110 255.255.255.0 Ha wuHTepdence
KOHpurypaumm GigabitEthernet 0/0
QTECH#configure terminal
QTECH(config)#interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)# no switchport
QTECH(config-if-GigabitEthernet ~ 0/0)#ip  address  192.168.23.110
255.255.255.0
MpoBepka BeinonHute komaHgy show ip interface, 4ytobbel npoBepuTb pesynbtat
KOHcpurypaumm

QTECH# show ip interface gigabitEthernet 0/0

GigabitEthernet 0/0

IP interface state is: UP

IP interface type is: BROADCAST

IP interface MTU is: 1500 IP address is:
192.168.23.110/24 (primary)

Mony4yeHune IP-agpeca B nHtepdence "Touka-touka" nocpeacTtsom cornacosaHus PPP

OTanbl MonydeHwne IP-agpeca B nHTepdence "Todka-Touka" nyTem CorriacoBaHus
KOHdourypaumm

QTECH(config)#int virtual-ppp 1

QTECH(config-if-Virtual-ppp 1)#ip address negotiate
MpoBepka BbinonHuTe komaHay show run, 4tobbl NpoBEPUTL pesynbTaT
KOHdourypaumm

QTECH#show run interface virtual-ppp 1
Building configuration...

Current configuration: 48 bytes

interface Virtual-ppp 1

ip address negotiate
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1.4.2. HacTtpoinka nepegaym WMpoOKoBeLlaTerIbHOW pacCbIfKn

1.4.2.1. Pe3ynbTaT KOHdUrypaumm

YcTtaHoBuTe LIMpokoBelwaTeneHbin agpec uHTepdenca Ha 0.0.0.0 n BknouuTe nepepady
HanpaBnNeHHOW LUMPOKOBELLATENbHON PaCChINKN.

1.4.2.2. 9Tanbl KOHUrypaumm

Hactpowka IP-agpeca wimpokoBellaTenbHOW pacchifku.

(ONMUMOHAIIBHO) HekoTopble cTapble XOCTbl MOryT WMAEHTUUUMPOBATL TOMBLKO
LUIMPOKOBELLATENbHbIN agpec 0.0.0.0. B 3TOM crnyyvae yCTaHOBUTE
LUMpoKoBeLlaTenbHbIn agpec Lenesoro nHtepdgenca 0.0.0.0.

BbINonNHUTE HACTPOWKY B pexxume KoHdurypaumm nHtepderica L3.

BkntoyeHune nepegadu Hal'lpaBJ'IeHHOIZ LUMpOKOBeU.laTeﬂbHOI‘;I PaCCbIJIKWN.

(ONMUMOHANBHO) Ecnn HeobOXoaAMMO  paspewmTb  XOCTYy  OTNpaBnATb
LUMpoKOBeLLlaTenbHble NakeTbl BCEM XOCTaM AOMEHa, B KOTOPOM OH OTCyTCTBYeT,
BKITOUUTE Nepeaadvy HanpaBneHHOW LUMPOKOBELLLATENbHOM PacChIfKu.

BbInonHuTe HacTpoKKy B pexmme KoHurypauum nHtepdenca L3.

1.4.2.3. NpoBepka KoHcpUrypauumm

BeinonHute komaHgy show running-config interface, 4to6bl NpoBepUTL pesynbTarT.

1.4.2.4. CBA3aHHble KOMaHAbI

HacTponka IP-agpeca wmnpokoBeLwaTenbsHON pacCbINnku

KomaHga ip broadcast-address ip-address

Onuncanne ip-address: wmnpokoBeLaTenbHbIn agpec IP-cetu

napameTpoBs

Pexnm Pexnm koHdurypaummn nHtepdenca

KOHdourypaumm

BcTpoeHHas O6bl4HO agpec  HasHaveHust  mMpokoBewlaternbHbiX  IP-nakeTtoB
nofckaska cocTaBrnseT Bce 1, 4To BblpaxaeTcs kak 255.255.255.255. MNporpammHoe

obecnevyeHne KOMMyTaTopa MOXET reHepupoBaTh LUMPOKOBELLaTeNbHbIE
naketel ¢ gpyrmmun |IP-agpecamn nocpegctBOM — onpederieHns  wm
NpUHUMaTb COBCTBEHHbIE LUMpOKOBeLLaTernbHble nakeTbl n
LUMpoKoBeLlaTenbHble NakeTbl ¢ agpecom 255.255.255.255

Paspemel-wle nepecbiNyikKn HanpaBJlieHHbIX LUMPOKOBeLWlaTeJibHbIX NaKeToB

KomaHga ip directed-broadcast [ access-list-number ]
OnucaHne access-list-number: Homep cnucka goctyna, B ananasoHe ot 1 go 199 un
napameTpoB ot 1300 pgo 2699. lMocne onpegenexHnss ACL-cnucka nepechinakTca

TOSbKO HanpasfeHHbIe LIMPOKOBELLATENbHbIE MAKeTbl, COOTBETCTBYIOLIMNE
ACL-cnucky
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Pexum Pexum koHdurypaunm nHtepderica
KOHUrypauum
BcTpoeHHas Ecnun komaHga no ip directed-broadcast BeinonHsaeTca Ha nHTepdece,
noackaska nporpammHoe obecneyeHne KoMmyTaTopa oOTOpacbiBaeT nakeTbl

HanpaBneHHOW LLUMPOKOBELLATENbHOW pacchifikK, NonyyYeHHble u3 directly
connected cetu

1.4.2.5. Npumep KoHdUrypaumm

OTanbl Ha wHtepcdperice GigabitEthernet 0/1 yctaHoBUTEe agpec HasHayeHus
KOHcpurypaumm naketoB [P wwnpokoBewaTensHon paccbinkm Ha 0.0.0.0 u BknouuTe
nepegady HanpasfieHHOWN LWMPOKOBELLATENbHON PaCChISKU.

QTECH#configure terminal

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
QTECH(config-if-GigabitEthernet 0/1)#ip broadcast-address 0.0.0.0
QTECH(config-if-GigabitEthernet 0/1)#ip directed-broadcast

MpoBepka BeinonHute komaHay show ip interface, 4Tobbl NpoBepuUTL pesynbTarT.
KOHEUTypaLmy QTECH#show running-config interface gigabitEthernet 0/1
ip directed-broadcast

ip broadcast-address 0.0.0.0

1.4.3. Hactpowuka nepecbinku ICMP

1.4.3.1. Pe3ynbTaT KOH(pUrypaumm

Bknitounte coobuennsa ICMP o HegocTynHocTu, coobweHuns nepeHanpasneHus ICMP n Address
Mask Reply Ha nHTepdence.

1.4.3.2. 9Tanbl KOHdUrypaumm
BknitoueHune coobweHms ICMP o HegoCcTynHOCTMK.

e [lo ymonuaHuto coobuenns ICMP o0 HegOCTYNHOCTU BKIOYEHDI.

e (ONMUMOHAIBHO) Komangy no ip unreachables MoXxHO wucnonb3oBaTb AN
OTKITHOYEHUS coobLweHun o HegocTynHocTu ICMP.

e  BbINOMHMUTE HACTPOMKY B pexmnme KoHdurypaummn nHtepdenca L3.
BkritoueHune coobuwieHunn nepeHanpaenennsa ICMP.

e [lo ymonuyaHuto coobieHnsa nepeHanpasneHusi ICMP BknoYeHsbl.

e (OMNUMOHAJITBHO) KomaHay no ip redirects MOXHO MCMNONb30BaTh ANS OTKMOYEHUS
coobLleHnn nepeHanpasneHusi ICMP.

e  BhbinonHuTe HacTporky B pexmume kKoHurypaummn nHtepdemnca L3.
BkntoyeHne oTBeTHbIX coobLLeHnn o macke ICMP.

e [lo ymonyaHuto BkNoYeHbl coobuieHns ICMP Address Mask Reply.
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e (OMNUMOHAITBHO) KomaHay no ip mask-reply MoXHO ncnonb3oBaTh 4515 OTKIMOYEHUA
coobuwennn ICMP Address Mask Reply.

e BhbInonHuTe HaAcTpoKKy B pexxmme KOHurypauum nHtepdenca L3.

1.4.3.3. NpoBepka KOH(pUrypaumum

Bbinonnute komaHagy show ip interface, 4tobbl NpoBEpUTL pe3ynbTarT.

1.4.3.4. CBA3aHHble KOMaHAbI

BkntoyeHune coobuerHusa ICMP o HepgocTynHOCTU

KomaHga ip unreachables
Pexum Pexum koHdurypaumm nHrepderica
KOHcpurypawmm

BknroyeHune coobuieHun nepeHanpasneHmsa ICMP

KomaHga ip redirects
Pexunm Pexum koHdurypaumm nHtepdenca
KOHUrypauum

BknroyeHune ICMP Address Mask Reply

KomaHga ip mask-reply
Pexnm Pexnm koHdurypaumm nHtepdenca
KOHdourypaumm

1.4.3.5. NMpumep koHdUrypaumm

OTansl
KOHdourypaumm

Bkntounte coobueHus ICMP 0 HegoCTynHOCTU, coodLLeHus
nepeHanpasnerHnsa ICMP n ICMP Address Mask Reply Ha nHTtepderice
gigabitEthernet 0/1

QTECH#configure terminal

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
QTECH(config-if-GigabitEthernet 0/1)# ip unreachables
QTECH(config-if-GigabitEthernet 0/1)# ip redirects
QTECH(config-if-GigabitEthernet 0/1)# ip mask-reply

MpoBepka
KOHpurypaumm

BbinonHute komaHay show ip interface, 4Tobbl NpoBepUTL pe3ynbTaT

@ §) QTECH

MWP [OOCTYNHEE

35




PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpolika IP-agpecoB 1 cepBucoB W

QTECH#show ip interface gigabitEthernet 0/1
GigabitEthernet 0/1

ICMP mask reply is: ON

Send ICMP redirect is: ON

Send ICMP unreachabled is: ON

1.4.4. HacTtpoinka ckopocTu nepenaym naketoB owwn6ok ICMP

1.4.4.1. Pe3ynbTaT KOHdUrypaumm

HacTpowka ckopocTtu nepegayn nakeTtos omndok ICMP.

1.4.4.2. dTanbl KOHdUrypaumm

HacTpowka ckopocTtu nepegaym ans naketoB ICMP Destination Unreachable, MHUUMMpOBaHHbLIX
outom DF B IP-3aronoske.

e OlINUMOHAIIBHO.
e  BbinonHnTe HacTpPonKy B pexume rnobanbHON KOHUrypauuu.
HacTponka ckopocTu nepegaydv naketos gpyrux owmbok ICMP.

e OlINUMOHAIIBHO.
e  BbinonHnTe HacTponKy B pexume rnobanbHON KOHUrypauuu.
1.4.4.3. NpoBepka KoH¢pUrypaumm

BeinonHuTte komaHgy show running-config, 4ToGbl NpoBepUTL pesynbTar.

1.4.4.4. CBA3aHHble KOMaHAbI

HacTtponka ckopoctv nepepaum pana naketoB ICMP Destination Unreachable,
MHULUMUPOBaHHbIX 6uTtom DF B IP-3aronoBke

KomaHga ip icmp error-interval DF milliseconds [bucket-size]
Onuncanne milliseconds: uukn OBHOBMEHUS KOHTeVWHepa TOkKeHoB. [lnanasoH
napamMmeTpoB 3HauyeHun coctaenseT o1 0 go 2 147 483 647, a 3Ha4eHNe No yMON4aHuio

coctaenaer 100 mc. Ecnm 3HaveHve paBHO 0, CKOpOCTb nepedayun
naketoB ownbok ICMP He orpaHunyeHa.

bucket-size: KONMYECTBO TOKEHOB, COAEPXKALLMNXCS B KOHTEMHEPE TOKEHOB.
IOnana3oH 3HavyeHun coctaBnaer or 1 pgo 200, a 3Ha4yeHue o
ymonyanuio — 10

Pexnm Pexunm rmobanbHon koHdurypauum

KOHpurypaumm

BcTpoeHHas OTa yHKUMS orpaHuMYMBaEeT CKOPOCTb nepedayn naketos owmnbok ICMP

noackaska ana npegotepawieHna DoS-aTak ¢ MOMOLbIO anropuTMa KOHTEnHepa
TOKEHOB.
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Ecnu IP-nakeT Heobxoammo cparmeHTnpoBaTth, HO 6utT DF B 3aronoBske
ycTaHoBreH Ha 1, ycTponcTBo oTnpasndet naket ICMP destination
unreachable (kog 4) Ha xocT uctoyHuka. AToT Ko ICMP mncnonbsyeTcs
ans obHapyxernus MTU no nytn cnegoBanus. lNMpy Hanuumm crnmikom
fonblworo konmmyectBa Apyrux naketoB ownbok ICMP HeBO3MOXHO
otnpaBuTb naket ICMP destination unreachable (kog 4). B pesynbtaTte
npoucxoauT cbon yHKkuMM obHapyxeHns MTU no nytu cnepoBaHus.
UTto6bl M3GexaTb aTon npobnembl, HEO6XOOUMO OrpaHUYUTb CKOPOCTb
nepegayn naketoB destination unreachable v gpyrmx ICMP-nakeToB
OLLINMBOK COOTBETCTBEHHO.

PekomeHayeTca yCTaHOBUTL Ans npouecca 0OHOBNEHUS YNCIIO KpaTHOe
10 mc. Ecnu ansa npouecca 06HOBNEHUS YCTAHOBMEHO 3HaYeHne BornbLue
0 n MeHbwe 10 Mc, TO dakTU4YecKkM npoucxoauT OOHOBNEHUE
anutenbHocTbto 10 mMmc. Hanpumep, ecnu 4vactota 06GHOBREHUSA
yCTaHOBMEHa Ha ogHO OOHOoBMeHMe 3a 5 Mc, hbakTudeckada 4acroTa
obHoBneHna coctaBndaeT 2 obHoBneHna 3a 10 mc. Ecnn unkn obHoBNEHUS
He sBnsieTca kpaTHbiM 10 MC, TO (pakTUYeckn BCTyNaloLWUn B CUMY LUK
obHOBMNeHVUss aBToMatuyeckn npeobpasyetcs B KpaTHeil 10 mMcC.
Hanpumep, ecnun yactota 06HOBMNEHUS yCcTaHOBMNEHa Ha 3 0BHOBEHNS 3a
15 mc, bakTnyeckasa yactota 06HOBNEHUS cocTaBnseT 2 06HOBMNEHMS 3a
10 mc

HacTponka ckopoct nepenaum Apyrux naketo owmnook ICMP

KomaHga ip icmp error-interval milliseconds [bucket-size]

Onucanne milliseconds: uukn O0OHOBMEHUSI KOHTEWHepa TOkeHoB. [nanasoH

napamMmeTpoB 3HayeHun: ot 0 0o 2 147 483 647, a 3HaveHme no ymonydaHmio — 100 (mc).
Ecnn 3HauyeHune paBHo 0, ckopocTb nepedaymn naketoB owmnbok ICMP He
orpaHuyeHa.
bucket-size: KonM4YECTBO TOKEHOB, COAEPXALLMXCS B KOHTEMHEPE TOKEHOB.
JunanasoH 3HayeHun coctaBnser or 1 pgo 200, a 3HayeHuMe no
ymosnyanuio — 10

Pexnm Pexunm rnobanbHomn koHdurypauum

KOHdourypaumm

BcTpoeHHasi OTa (pyHKUMSA orpaHMYMBaET CKOPOCTb nepedaym nakeTtoB owmnbok ICMP

noackaska ana npegotepawieHna DoS-atak ¢ MOMOLWbIO anropuTMa KOHTEnMHepa

TOKEHOB.

PekomeHayeTca ycTaHOBUTBL ANs npouecca 06HOBMEHUSA YMCMO KpaTHOe
10 mc. Ecnn ansa npouecca o6HOBMNEHNS] YCTAaHOBNEHO 3HA4YeHNe 6onbLue
0O n meHbwe 10 Mc, TO aKTUYECKM MPOMCXOAMT OOHOBIEHNE
anutenbHocteto 10 mc. Hampumep, ecnn  4yactota OGHOBNEHUS
yCTaHOBMEeHa Ha ogHo O6HOBNEeHWe 3a 5 Mc, (hakTuyeckas vacrtoTa
obHoBneHusa coctaBnseT 2 obHoBneHusa 3a 10 mc. Ecnn unkn obHoBREHUS
He aBndeTca KpaTHbIM 10 MC, TO (pakTUYeckn BCTynaroLuUn B CUIY LUKN
oBGHOBMNeHMst aBTOMaTudeckn npeobpasyetcs B KpaTHeii 10 wMcC.
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Hanpumep, ecnun yactota 0GHOBMNEHMS yCTaHOBNEHa Ha 3 0GHOBNEHUSA 3a
15 Mc, dhakTnyeckasi Yactota 0OHOBMNEHUS COCTaBNsIET 2 OOHOBIEHUS 3a
10 mc

1.4.4.5. Npumep KoHdUrypaumm

OTansl
KOHUrypauum

YcTaHoBUTE ckOpoCTb nepenayn naketoB ICMP destination unreachable,
Ans Kotopbix aktmBupoBaH 6wt DF B IP-3aronoeke go 100 nakeTtoB B
CeKyHAy, a CKOpOCTb nepegayun apyrmx naketoB owwmbok ICMP go 10
nakeToB B CEKyHAy

QTECH(config)# ip icmp error-interval DF 1000 100
QTECH(config)# ip icmp error-interval 1000 10

MpoBepka
KOHUrypauum

BeinonHute komaHgy show running-config, 4tobbl NpoBepuUTL pesynbTaTt

QTECH#show running-config | include ip icmp error-interval
ip icmp error-interval 1000 10

ip icmp error-interval DF 1000 100

1.4.5. YcTaHoBKa 3Ha4yeHun IP MTU

1.4.5.1. PesynbTaT KOH(pUrypaumum

Hactpownte IP MTU nakeTa.

1.4.5.2. 9Tanbl KOHUrypaumm

o (ONMUMOHAINBHO) Ecnn IP MTU B3anMMocBsA3aHHbIX UHTEPdENCOB OTNN4YaeTCcs OT
YCTPONCTB B OAHOM (PM3MNYECKOM CErMeHTe ceTu, ycTaHosuTe ansa IP MTU ognHakoBoe

3Ha4yeHune.

o  BbInonHuTe HacTpoliky B pexmme kKoHdurypaumm nutepdpeica L3.

1.4.5.3. NpoBepka KoH¢pUrypaumm

BreinonHuTe komaHay show ip interface, utobbl NpoBepuTL pesynbTar.

1.4.5.4. CBsA3aHHbIe KOMaHAbI

YcTtaHoBKa 3HavyeHus IP MTU

KomaHga ip mtu bytes

Onuncanne bytes: IP MTU naketa. [Juana3oH 3HadyeHun ot 68 go 1500 Gant
napameTpoBs

Pexnm Pexum koHdurypaumm nHtepderica

KOHpurypaumm
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1.4.5.5. Npumep KoHdUrypaumm

OTanbl KoHUrypaumm YcraHoBute gnsa  napametpa  MTU  IP-nHTepdeica
GigabitEthernet 0/1 sHaveHne 512 b

QTECH#configure terminal

QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# no switchport
QTECH(config-if-GigabitEthernet 0/1)#ip mtu 512

MpoBepka KoHpurypauum BeinonHute komaHgy show ip interface, 4toObl NpoBepnTb
pesynbTart

QTECH# show ip interface gigabitEthernet 0/1
IP interface MTU is: 512

1.4.6. YcTaHOoBKa 3HayeHus IP TTL

1.4.6.1. Pe3ynbTaT KOHdUrypauum

N3meHseT 3HadyeHne TTL IP-uHTepdpenca.

1.4.6.2. 9Tanbl KOHdUrypaumm

e  ONUMOHAJIBHO.

¢  BbInonHuTe HacTpoliky B pexmme KoHdurypaumm nutepdpeica L3.
1.4.6.3. NpoBepka KoH¢pUrypaumm

BeinonHuTte komaHgy show running-config, 4toGbl NnpoBepUTL pesynbTar.

1.4.6.4. CBA3aHHble KOMaHAbI

YcTtaHoBKa 3HavyeHus IP TTL

KomaHpa ip ttl value
Onuncanne napameTpos value: 3HayeHue TTL. uana3oH 3HayeHun ot 0 oo 255
Pexnm koHdurypaumm Pexunm rmobanbHon KoHdurypauum

1.4.6.5. NMpumep koHdUrypaumm

OT1anbl KoHUrypaumm YcTtaHoBuTe TTL ogHoaapecHbIx naketoB Ha 100

QTECH#configure terminal
QTECH(config)#ip ttL 100
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MpoBepka BbinonHute komaHgy show running-config, 4tobbl NpoBepuTh
KOHcpurypaumm pesynbTat

QTECH#show running-config
ip ttL 100

1.4.7. Hactpouka IP Source routing

1.4.7.1. Pe3ynbTaT KOHdUrypaumm

BkntoveHune nnu otkniodeHne dyHkumm IP Source routing.

1.4.7.2. Tanbl KOHdUrypaumm

o [lo ymonuanuto cpyHkuma IP Source routing BkrtoveHa.

o (ONMUMOHAIBHO) KomaHngy no ip source-route MOXHO MCMNONb30BaTbh AN
OTKIOYeHUs pyHkuum IP Source routing.

1.4.7.3. NMpoBepka KoHcpUrypauumm

BbinonHuTe komaHay show running-config, 4Tobbl NnpoBepuTb pesynbTar.

1.4.7.4. CBA3aHHble KOMaHAbI

HacTpownka IP Source routing

KomaHpa ip source-route
Pexnm Pexum rnobanbHon koHdurypauum
KOHdourypaumm

1.4.7.5. NMNpumep koHdUrypaumm

OTanbl KOHUrypaumm BkriovaeT oyHKUMIO MapLupyTa UCTOYHKUKA IP

QTECH#configure terminal
QTECH(config)#no ip source-route

MpoBepka BbinonHute komaHgy show running-config, 4tobbl NpoBepuTb
KOHdourypaumm pesynbTaT

QTECH#show running-config

no ip source-route
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1.5. KoHTponb cocTosiHUA

1.5.1. OTo6paxeHune

OnucaHue

KomaHpa

OtobpaxaeT IP-agpec nHtepdelica

show ip interface [interface-typeinterface-number |

brief]

OTtobpaxaeT Tabnuuy nepecobinku

show ip route [ address [ mask]]

OtobpaxaeT cTaTtucTMKy Tabnuupl
nepechbINKu

show ip route summary

OTobpaxaeT ctatucTuky |IP-nakeToB

show ip packet statistics [total | interface-name]
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2. HACTPOUKA ARP
2.1. O630p

B nokaneHon cetn (LAN) kaxxgoe ceteBoe ycTponcTBo IP umeet aBa agpeca:

1. JlokanbHbin agpec (MAC-agpec). NockonbKy fiokanbHbIM agpec COAEPXKNTCS B
3aronoBke Kagpa ypoBHSA kaHana gaHHblx (L2), ato agpec L2. TeM He MeHee, OH
obpabaTtbiBaetca nogypoBHem MAC Ha L2 n, Takum 06pa3omM, 0ObIYHO Ha3biBaeTCs
MAC-agpecomMm. MAC-agpeca npeactaBnsioT ceTeBble ycTponcTaa IP B nokanbHbIX
ceTsax.

2. CeteBon agpec. CeteBble agpeca B VIHTepHeTe npeactaBnaAnT cobon ceTeBble
ycTpoucTBa IP, a Takke ykasblBaloT CETU, B KOTOPbIX HAXOOSATCS YCTPOWCTBA.

B nokaneHoun cetn gBa IP-ycTponcTea MoryT B3auMo4encTBoBaTh APYr C APYroM TONbKO nocne
TOro, kak 6yayTt msydeHbl 48-6utHble MAC-agpeca oboux yctpomcTs. lpouecc nonyveHus
MAC-agpeca Ha ocHoBe |IP-agpeca HasbiBaeTca ARP (address resolution protocol). CywecteyeT
OBa Tuna nNpoTOKONOB paspelleHns agpecos: 1) lNpoTokon onpegenexHvs agpeca (ARP);
2) npo3payHbiv (proxy) ARP.

ARP 1 npo3spayHbin (proxy) ARP onucaHbl cootBeTcTBeHHO B RFC 826 n RFC 1027.

MpoTtokon ARP ucnonb3yetca ans npueaskn MAC-agpeca k IP-agpecy. Npu BBoge IP-agpeca
MOXHO y3HaTb cooTtBeTcTBytowmin MAC-agpec yepes ARP. lMocne nonyveHns MAC-agpeca
conoctasneHve IP-MAC 6yaet coxpaHeHo B kewe ARP ceteBoro ycrtporncrtea. C NoMoLLbO
MAC-agpeca IP-ycTporCTBO MOXeT MHKancynuposaTb Kagpbl L2 n 0TNpaBnsiTb UX B NOKarbHYO
ceTb. Mo ymonuanuto naketol IP 1 ARP Ha yposHe Ethernet nnkancynmpytotcs B kagpbl Ethernet.

2.1.1. NMpoToKonbl n cTaHaapThbl

¢ RFC 826: npoTtokon npeobpasoBaHus agpecos Ethernet (ARP)

e RFC 1027: ncnonb3oBaHne npoTtokosia ARP ona BHeApeHUs Npo3payHbiX LWIH30B
nogceTu

2.2. NMpumeHeHue

MpumeHeHne OnucaHue

ARP B nokasnbHOW ceTu Monb3oBaTenb 3anomuHaeT MAC-agpeca apyrmx
nonb3oBaTenemn B TOM e cermeHTe cetn Yepe3 ARP

[Mpos3payHas nepepjaya Ha | C  nomowbid  npo3padyHoro  (proxy) npotokona ARP
OCHOBE MpoTokona Proxy | monb3oBaTenb  MOXeT  HanpsiMyld  CBsi3blBaTbCA  C
ARP Nonb30BaTENsAMU B APYron CETU, HE 3Has!, YTO OHa CyLLeCTByeT

2.2.1. ARP B nokanbHoOM ceTu

2.2.1.1. CueHapun
MpoTtokon ARP TpebyeTcsa BO Bcex nokanbHbIX ceTax IPv4.

¢ [lonb3oBaTento Heobxoanmo y3HaTe MAC-agpeca apyrmx nonb3osaTtener ¢ NOMOLLbIO
npotokona ARP, 4yTobbl yCTaHOBUTbL C HUMM CBA3b.
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E: 192.168.23.5/24

C: 192.168.23.3/24 D: 192.168.23.4/24

PucyHok 2-1.
A — 9TO MapLupyTmsaTop.
B — kommyTaTtop. OH OeNCTBYeT Kak LUMo3.
C, D n E aBnsatoTcsa xoctamu.
2.2.1.2. OnucaHwue

Bkntounte npotokon ARP B nokanbHon ceTn, YTobbl peanu3oBaTb conocTtasneHme IP-MAC.

2.2.2. Npo3spayHasa nepeanaya Ha ocHoBe npoTtokosna Proxy ARP

2.2.2.1. CueHapun
BbinonHseTca npo3padHasn nepegada gaHHbIX Yepes ceTb IPv4 LAN.

o  Bxntounte Proxy ARP Ha maplipyTtusaTtope, 4Tobbl 06ecneynTb NpsMyo CBS3b MeXay
nonb3oBaTensiMu B pasHbIX CErMeHTax CeTHu.

A

GE 0/0:10.0.1.2/24 |asusssns ** GE 0/0:10.0.2.2/24

A m—

C:10.0.2.1/24

)

B: 10.0.1.1/24

PucyHok 2-2.
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A — aTo MapLupyTusatop, coegunHsaowmin ase LAN.

B n C aBnsaioTca xoctamu B pa3HbiX NoaceTAax. ,D,J'IFI HNUX HE HAaCTPOEH L3 NO YMOJTYaHUIO.

2.2.2.2. OnuncaHue

Bkntounte Proxy ARP Ha wno3e noacetu. locne HACTPOMKM LUNKO3 MOXeT BbICTynaTb B
KayecTBe proxy-cepBepa Ans MogknoveHus xocta 6e3 mHdopmauum O maplipyte M ans
nonyyeHus MAC-agpecos IP-nonb3oBaTenen B opyrnx nogceTsx.

2.3. KnroyeBble 0COOEHHOCTH

2.3.1. 0O630p

PyHKUMA

OnucaHue

Cratundeckmn ARP

lMonb3oBaTenu MoryT Bpy4Hyto ykasaTb conoctasrneHue |IP-MAC, 4Tobbl
npegoTBpaTUTb pacrno3HaBaHMe YCTPONCTBOM HeEBepPHbIX 3anucen ARP

ATtpnodytel ARP

Monb3oBaTenu MoryT ykasaTb Taum-ayT 3anucu ARP, Bpems w
WMHTepBan NoBTOpHOM nepedayun 3anpoca ARP, a Takke MakcumansHoe
KOJNIMYECTBO HepaspeLLeHHbIx 3anucen ARP

Trusted ARP

Trusted npotokon ARP ncnonb3yetcs ana npegoTepalleHnsi NOAMEHbI
ARP

Gratuitous ARP

Gratuitous ARP wucnonbadyetcd pansi obHapyKeHust KOHNMKTOB
IP-agpecoB n paspelueHns nepugepunHbiM ycTporncTBam ObHOBNATL
3anvcn ARP

Proxy ARP

Proxy-cepsep oTBeyaeT Ha 3anpocbl ARP oT gpyrMx ycTpoucts B
pa3sHbIX NoaceTaAX

Local Proxy ARP

Proxy-cepep oTBeyvaeT Ha 3anpocbl ARP oT gpyrMx yCTPOWUCTB B TOW
Xe noaceTtu

OnpegeneHve
HagexHoctn ARP

O6HapyxeHne HegocTynHbIX cocegHux yanoe (NUD) ncnonesyetcsa ans
TOro, Ytobbl ydoeanTbca B TOM, YTO NpaBUIiIbHOM M3yyeHum 3anmcen ARP

IP Guard Ha ocHoBe

ARP

MoxHo 3apaTb konmyecTBo IP-naketoB ans 3anycka otbpoca ARP,
yTOObLI NpegoTBpaTUTb oOTnpaBky Ha CPU Gonbworo konuyecTtea
HEeN3BECTHbIX 0gHOaAdpecHbIX (unknown unicast) nakeToB

[MpeobpasoBaHue
3anpocoB ARP B
3anpochbl
ayTeHTudmkaumm
VLAN

YCTpOMNCTBO HEe nepefaeT LuMpokoBellaTesibHble 3anpockl ARP B
3anpocbl ayteHTudukaumm VLAN, u4Tobbl COKpaTUTb KONMYECTBO
LnpokoBeLlaTenbHblx 3anpocos ARP B ceTu

@ §) QTECH

MWP [OOCTYNHEE

44




PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa ARP W
2.3.2. Ctatnyeckumn ARP

Cratnyeckne 3anucm ARP MoryT ObiTb HacTpPOEHbl BPYYHYK WM Ha3HaYeHbl CEpBEPOM
ayTeHTUrKkaumm. HacTpoeHHble Bpy4YHyto 3anmcu npuoputeTHee. Ctatndeckui ARP moxeT
npenoTBpaTnTb 06y4YeHne yCTpOMCTBOM HEBEPHbIX 3anucen ARP.

2.3.2.1. MpnHUMN paboTbl

Ecnu HacTpoeHbl ctatudeckne 3anucn ARP, yCTPOMCTBO He BbINOMHSAET akTUBHOe 06HOBNEHWE
3anucen ARP, 1 atn 3anncu ARP cyLlecTBYOT NOCTOAHHO.

Korga ycTponcTBo nepeckbinaeT naketbl ypoBHA 3, ctatudeckuin MAC-agpec nHkancynupyeTtcsa
B 3arosnioBok Ethernet B kauectBe MAC-agpeca HasHayeHus.

2.3.2.2. CBAi3aHHas KOHcurypaums

BkntoyeHune ctatuyeckoro ARP.

BeinonHute komaHgy arp [vrf name] ip-address mac-address type B pexume rnobansHown
KOHpurypaumm, 4tobbl HacTpouTb ctaTudeckne 3anmcn ARP. o ymonuaHuio ctaTudeckas
3anucb ARP He HacTpoeHa. [Mlonb3oBaTenn MoryT cBa3aTb cTaTudeckue 3anmcm ARP ¢
otaenbHbiMn obbektamm VRF wunu rnobanbHeim obbektom VRF. Wukancynsaums ARP
nogaepxnsaet Tonbko TN Ethernet Il, kotopbin npeactaeneH ARPA.

2.3.3. ATpubytbl ARP

Monb3oBaTenu MoryT ykasaTb TanM-ayT ARP, nHTepBan 1 Bpems NOBTOPHOW nepefayn 3anpoca
ARP, a Takke makcumanbHoe konm4yecTso 3anucenn ARP Ha nHtepdelice.

2.3.3.1. MpuHUMN paboTbl
Tanm-ayT ARP

Tanm-ayT ARP npumeHsieTcst TONbKo K guHaMmmyeckn obydyeHHbim conoctaeneHmsm IPMAC. TMo
NCTeYeHNn BpeMeHn oxuaaHusa 3anucn ARP yCcTpoMCTBO oTnpasBnseT nakeT Oo4HOagpeCHOro
ARP-3anpoca, 4Tobbl onpegennTb, HAXOAUTCH NN KOHEL, O4HOPAHIroBOro y3na B onepaTuBHOM
pexnme. Ecnn oH nonyyaeTt oteeT ARP CO CTOpOHbI y3na, oH He ygandeT aTy 3anucb ARP. B
NPOTMBHOM Cfly4ae yCTPOMCTBO yaanuT daHHyto 3anncbk ARP.

Ecnn gona napametpa ARP timeout 3agaHo MeHbllee 3HadeHue, Tabnuua conocTaBreHus,
xpaHsiwascs B kew ARP, 6onee TouHa, HoO ARP notpebnseTt 6onbLue NponyckHON cnocobHOCTH
ceTu.

UHTepBan n Bpemsi NOBTOpHOM nepepaym sanpoca ARP

YcTponcTBo nocnegoBatensHo oTnpasnsaeT 3anpocbl ARP ans paspewenuns IP-agpeca Ha
MAC-agpec. Yem kopode MHTEpBarn MOBTOPHOW nepedayun, Tem ObicTpee paboTaeT NpOTOKON.
Uem Gonblue pas BbINONHAETCA NOBTOpHas nepegayva 3anpoca ARP, Tem Gonblue BEPOATHOCTb
YCNELHOro peLweHnst u Tem 6onblue OygeT noTpebnate nonoca nponyckaHnsa ARP.

MakcumanbHoe KOnmuyecTBO Hepa3spellueHHbIX 3anucen ARP

B nokanbHom cetn atakm ARP n ckaHMpoBaHMe MOryT MPUMBECTUM K MOSIBNEHWUIO GONbLLIOro
KonuyecTtBa HepaspelleHHbIX 3anucen ARP, reHepupyembix LWINIO30M. B pesynbtaTe w3 He
moxeT obyyatbcs MAC-agpecam nonb3oBatenen. Ytobbl npefoTBpaTUTb Takue artaku,
nosib3oBaTenn MoryT HacTpoUTb MakCUMaribHOe KONMM4eCTBO HepaspelleHHbIX 3annucen ARP.
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2.3.3.2. CBsi3aHHas KOHdurypauums

HacTpowka Tanm-ayta ARP

3anyctute komaHgy arp timeout seconds B pexume KoHdurypauum uHtepdenca, 4tobbl
HacTpouTb TanMm-ayT ARP. Mo ymonyaHuio Tanm-ayt coctaenseT 3600 cekyHg. Bbl moxeTte
N3MEHUTb ero B 3aBMCUMOCTU OT CUTYaLIMMW.

HacTpoWnka nHtepBana n BpeMeHn NoBTOPHON nepenayn sanpoca ARP.

e BowinonHuTte komaHay arp retry interval seconds B pexuvme rnobanbHOM KOHUrypaumm,
4yTOObl HaACTPOUTL WMHTEpBan MNOBTOPHOM nepefavn 3anpoca ARP. WHTepsan no
ymornyaHuio coctaensieT 1 cekyHay. Bbl MoxeTe M3MeHUTb ero B 3aBUCUMOCTU OT
cuTyaumm.

e BbinonHute komaHay arp retry times number B pexvme rnobanbHOM KOHUrypauum,
4YTOObI HACTPOUTL BpeMsi NOBTOPHOW nepedayun 3anpoca ARP. o ymonyaHuio Bpems
NOBTOPHOWM Nepeaayun pasHo 5. Bbl MOXeTe N3MEHUTbL ero B 3aBUCUMOCTU OT CUTyaLuu.

HacTponka makcMmanbHOro Konvyectsa HepaspelleHHbix 3anmcen ARP.

BbinonHuTe komaHay arp unresolve number B pexume rnobanbHON KOHurypauum, 4tobbl
HaACTPOMTb MaKCMMarnbHOE KONMMYEeCTBO HepaspelleHHbix 3anmcen ARP. 3HauenHne no
YMOJSYaHMIo — MakcumansHoe Konnyectso 3anucen ARP, noaaepxmBaemblx yCTPONCTBOM. Bbl
MOXEeTe N3MEHUTb €ro B 3aBUCMMOCTU OT CUTYyaLnn.

2.3.4. Trusted ARP
2.3.4.1. MprHUMN paboTbl

B kauvectBe Tmna cneumanbHbix 3anucen ARP B Ttabnuuy ARP pobaenstoTcss LOBEpPEHHble
sanncn ARP gna npepotBpawleHus nogaenkm ARP. [dosepeHHble 3anvcu ARP  umetoT
XapaKTepUCTUKN KaK cTaTU4eCcKux, Tak n guHammudeckmx sanucen ARP, ¢ npuoputeTom BhiLle,
yeM y amHammyeckmnx s3anmcen ARP n Huxe, Yem y ctaTudeckux 3anncen ARP. Trusted ARP
UMeeT MexaHn3Mm ycTapeBaHusi, aHanormyHbli mexaHmamy guHammudeckoro ARP. Korga 3anuck
ARP ycTapeeT, yCTpOWCTBO akTUMBHO oTnpaBnseT nakeT 3anpoca ARP, 4tobbl onpenenutsb,
CywlecTBYeT /i1 COOTBETCTBYIOLWNA Nofb3oBaTenb. Ecnv nonb3oBaTens oTnpaBnsdeT OTBET,
YCTPOWCTBO CYMTAET MNONib3oBaTens akTMBHbIM M OBHoBNseT Tanm-ayT ARP. B npoTMBHOM
cnydvae yctponcteo yganut 3anmce ARP. Trusted ARP nmeeT xapakTepucTuku cTaTu4ecKkoro
ARP, 10 ecTb ycTponctBo He 3anoMuHaeT nakeTbl ARP gns obHoBneHnss MAC-agpeca wm
naeHTudukaTopa nHTepdenca s 3anncm ARP.

Korga nonb3oBaTtenb NepexoavT B onepaTUBHBIN PeXnM, cepBep ayTeHTUdMKaummn nonydyaet
HagexHoe conoctaeneHne IP-MAC nonb3oBaTens yepes KomMyTaTop gocTyna n gobasndet
noBepeHHble 3anMcn ARP B w03 nonb3oBaTens. OTOT Npouecc npo3padeH ansi ceTeBoro
agMuHUCTpaTopa 1 He BNUSAeT Ha paboTy aaMUHMUCTpaTopa No YNpaBreHUIo CEThHO.

Tak kak goBepeHHble 3anmMcn ARP nocTynaloT 3 NoASIMHHBIX UCTOYHUKOB M HE OBHOBNSAIOTCS,
OHU MOryT adhpekTnBHO NpegoTBpaTNTb Nogaenky ARP, HaueneHHyo Ha LWino3.

2.3.4.2. CBA3aHHasA KOHdurypaums
BkritoueHue trusted ARP.

e 3anyctute KkomaHAy service trustedarp B pexxume rnobanbHOM KOHUrypauum, 4tTobbl
BkMounTh trusted ARP. [JaHHas yHKLMS BbIKMOYEHA MO YMOSTYaHUIO.

e Bbinonunte komangy arp trusted user-vlan vidl translated-vlan vid2 pgns
OOBEPEHHOro nonb3oBaTend B pexume rnobanbHOW  KOHdurypauum, 4ToObI
peanusoBaTb nepeHanpasneHe VLAN. [laHHaa yHKUNS BbIKITFOYEHa MO YMONYaHuIo.
Ecnu BupTyanbHas nokansHas ceTb, KOTOPYHO BbIABUHYN cepBep, oTrnnyaetcs oT VLAN
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B  AOBepeHHOm 3anucu ARP, nosfb3oBaTensam HeobxoaMmo BKIMOYUTb
nepeHanpaeneHue VLAN.

e 3anyctute komaHay arp trusted aging B pexume rnobanbHON KOHUrypaumm, YTobbl
BKMoYNTL yctapeBaHne ARP. [lo ymonuaHnuio pgosepeHHble 3armucu ARP  He
ycTapeBaioT.

e 3anyctute komaHagy arp trusted number B pexxume rnobanbHOM KOHUIypaumm, YTobbl
HacCTPOUTb E€MKOCTb JoBepeHHbIX 3anmcen ARP. 3HayeHne no ymMoOnyaHuio paBHO
nonosuHe obLLer emkocTu 3annucent ARP. Bbl MoXeTe U3MeHUTb ero B 3aBMCUMMOCTU OT
cuUTyaumu.

2.3.5. Gratuitous ARP

2.3.5.1. MpnHUKMN paboTbI

MakeTbl Gratuitous ARP npepgctasnsioT cobon ocobbii Tun naketoB ARP. B Gratuitous
ARP-nakete IP-agpeca WCTOYHMKA W HasHayeHus sBnsTcs |IP-agpecamu nokanbHOro
ycTpouncTea. Gratuitous ARP-nakeTbl UMET ABa Ha3HaYeHus:

1. O6HapyxeHue koHnukTOB IP-agpecos. Ecnu yctporctso nony4vaet Gratuitous
ARP-nakeT n obHapyxuBaeT, 4To IP-agpec B nakeTe Takon Xe, Kak 1 ero
cobceTBeHHbIN IP-agpec, oHo oTnpaenseT oteeT ARP, 4Tobbl yBegOMUTL Apyroe
YCTPOWCTBO O KoHGnmkTe IP-agpecos.

2. O6HoeneHne ARP. Mpu nameHeHnn MAC-agpeca Ha uHTepdencax ycTpomcTeo
oTnpasnseT Gratuitous ARP-nakeT Ansa yBeAoMneHns pyrux yCTpoucTs Ans
obHoBneHus 3anucen ARP.

YcTtponcteo MoxeT nonydvatb Gratuitous ARP-nakeTbl. NMocne nonyveHuss HENPOBEPEHHOIO
ARP-nakeTa yCTpOMCTBO NPOBEPSIET, CYLLECTBYET NIN COOTBETCTBYHOLLASA AMHAMNYECKasi 3anncb
ARP. Ecnn ga, yctponcteo o6HoenseT 3anmcb ARP Ha ocHoBe nHopmaLumm, cogepkallencs B
Gratuitous ARP.

2.3.5.2. CBAi3aHHasa KOHdumrypaums

BknouyeHune Gratuitous ARP.

3anyctute komaHgy arp gratuitous-send interval seconds [number] B pexxume KoHdUrypaumum
nHTepdenca, 4todbl BkNouNTh Gratuitous ARP. o ymonyaHuio 3Ta OyHKUMS OTKIOYEHA Ha
nHTepdencax. O6bI4HO 3Ty YHKUMIO HEOOXOOUMO BKMIOYUTbL B MHTEpdence wnio3a, 4Ytoobl
nepuogmyeckn o6HoBnATe MAC-agpec wWn3a Ha HWKECTOSWMX YCTPOMCTBAX, 4TO
npegoTepallaeT nogaenky Wno3sa ApyrumMu nonb3oBaTensamu.

2.3.6. Proxy ARP
2.3.6.1. MprHUMN paboTbI

BkritoueHne npotokona Proxy ARP, moxeT nomoub xocTy 6e3 mHdopMaumm o MapLupyTte
nonyuntb MAC-agpeca nonb3oartenen IP B gpyrnx nogcetsx. Hanpumep, ecnm ycTponcTEO,
nony4yatowee 3anpoc ARP, Haxoant ncxogHeln IP-agpec B gpyrom cermeHte cetu oT IP-agpeca
Ha3Ha4yeHNa U 3HaeT MapLlpyT OO agpeca HasHayeHud, yCTponcTBo oTnpasnseT otBeT ARP,
cogepxawmn cobcteeHHbIn MAC-agpec Ethernet. Bot Tak paboTtaet Proxy ARP.

2.3.6.2. CBA3aHHasA KOHdumrypaums
BkntoyeHne Proxy ARP.

e 3anyctute KomaHay ip proxy-arp B pexume KoHdurypaumm uHTepdpenca, 4tobbl
BKITOUNTL Proxy ARP.
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o ,D,aHHaFI d)yHKU,I/IFI BbIKIMKO4YeHa no ymon4aHuio.

2.3.7. Local Proxy ARP
2.3.7.1. MprHUMN paboTbl

MpoTtokon Local Proxy ARP nossonseT ycTponcTBy BbICTynaTtb B kadecTBe Local Proxy ARP B
nokanbHou cet VLAN (obwen cetn VLAN unn nogcetn VLAN).

Mocne BknoveHns npotokona Local Proxy ARP ycTponcTBO MOXET MOMOYb MONb3oBaTesNsam
nonyute MAC-agpeca Apyrux nonb3oBaTenen B TOW e noacetn. Hanpumep, ecnu Ha
YCTPOMCTBE BKIOYEHa 3alumMTa nopToB, MOMb3oBaTenv, MOAKMYEHHbIe K pa3HbiM nopTam,
nsonupytotca Ha ypoeHe 2. [locne BkntodeHus npoTokona Local Proxy ycTpowcTso,
nonyvatowee 3anpoc ARP, BbicTynaeT B kadectBe Local Proxy ARP-cepBepa ans oTnpasku
otBeta ARP, copepxawero cobctBeHHbln MAC-agpec Ethernet. B atom cnyvae pasHble
nonb3oBaTeny B3aMMOAENCTBYIOT APYr C APYrom Mo MapLupytam ypoBHs 3. BoT Tak pabotaet
npotokon Local Proxy ARP.

2.3.7.2. CBAi3aHHas KOHcurypaums
BkntoveHune npoTtokona Local Proxy ARP.

e 3anyctute komaHgy local-proxy-arp B pexume KoHurypaumm uHtepdenca, 4tobbl
BKIoUNTL Local Proxy ARP.
e [laHHasa pyHKUMSA BbIKNOYEHA MO YMOSYaHWIO.

e OTa KOMaHaa noaaepXuBaeTcs TONbKO Ha BUPTYyarbHbIX MHTepdencax kommytatopa
(SVI).

2.3.8. OnpepeneHue HapgexHocTn ARP

2.3.8.1. MpuHUMN paboTbl

KomaHga arp trust-monitor enable ncnonb3yetcs ans BkModeHUa dyHKuuoHana anti-ARP
spoofing, 4ToGbI NpegoTBPaTUTL NoNagaHue U3NUWHMX GecnonesHbix 3anucen ARP B pecypchl
ycTponcTtBa. lNocne BkntoyeHus onpeneneHns HagexHoctn ARP Ha uHTepdence 3 ypoBH4,
YCTPOWCTBO MONy4YaeT C 3TOro nHTepdenca naketol 3anpocos ARP:

Ecnu cooTtBeTcTBYlOWAA 3anncb He CyLlecTBYeT, YCTPOMCTBO CO3faeT AUHAMUYECKYHO 3anuncb
ARP n BbinonHsaetr NUD 4epes 1-5 cekyHa. To ecTb, YCTPOMCTBO Ha4yMHAET BbINOSHATD
ycTapeBaHue HegaBHO BblydeHHbIX 3anucer ARP n otnpaensieT Unicast-sanpoc ARP. Ecrnin
YCTPOWCTBO MoflyyaeT nakeT obHoBrnenuss ARP OT ogHOpaHroBoro ysna B Te4eHMe Cpoka
yCcTapeBaHWUs, OHO COXpaHseT 3anncb. B npoTnBHOM criyyae 3anuck byaeT yaanexa.

Ecnu cooTtBeTcTBYlOWas 3anmcb ARP cyuwectsyeT, NUD He BbINOnHAeTCA.

Ecnn MAC-agpec B cywiecTBytoLlen 3anucy gunHammyeckoro ARP 06HOBMEH, YCTPONCTBO Takke
BbinoniHseT NUD.

MockonbKy aTa yHKuua gobasnsieT CTPOryto npouenypy NoaTBEPXKAEHMS B NpoLecc obyyeHns
ARP, oHa BnusieT Ha 3 eKTUBHOCTL 00y4eHnst ARP.

Mocne otkntoveHuna aton dyHkumm NUD He TpebyeTca ans obyyeHus n o6HOBNEHWS 3anucen
ARP.
2.3.8.2. CBA3aHHasA KOH(urypaums

BkntoueHune obHapyxeHus trusted ARP.

BbinonHuTe komaHay arp trust-monitor enable B pexume koHdurypauumn nHrepdgenca, 4tobbl
BKMIOYNTE onpefeneHve HagexHoctu ARP. [laHHas yHKUNA BbIKNIOYEHa MO YMOSTYaHUIo.
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2.3.9. IP Guard Ha ocHoBe ARP

2.3.9.1. MprHUKuN paboTbl

Mpw nonyyeHun IP-nakeToB, agpec Ha3HaAYeHUs1 KOTOPbIX HEM3BECTEH, KOMMYTATOP HE MOXET
nepecbinaTtb UX 1, crieqoBaTenbHO, OOMKEH OTNpaBuTb MX Ha LM ans paspeluenns aapecos.
Mpw oTnpaBke 60ONbLIOro KonM4yecTBa Takux nakeTo Ha LI npoueccop 6yaeT neperpyxeH, 4To
NOBNMSIET Ha Apyrue crnyxbbl KOMMyTaTopa.

Mocne BkntoveHus IP Guard Ha ocHoBe ARP, kommyTaTop, nony4yatowwmi naketsl 3anpoca ARP,
NnoaCYMTBLIBAET KOSIMYECTBO NaKkeToB, B KOTOPbIX IP-agpec HasHavyeHMs nonagaeT B 3Ty 3anuchb
ARP. Ecnn 3TO 4nCcno paBHO HAaCTPOEHHOMY 4MCy, KOMMYyTaToOp yCTaHaBnMBaeT 3anucb 00
YCTPOWCTBE B annapaTtHOM obecneyeHnn, 4tobbl obopyaoBaHne He nepenano nakeTtbl C 3TUM
IP-agpecom HasHayeHna Ha UlM. lNo 3aBepweHun paspelleHns agpeca KoOMMyTaTop
npoAdosrKkaeT nepecbinaTtb NakeTsbl ¢ 3TUM IP-agpecom HasHa4veHus.

2.3.9.2. CBsAi3aHHas KOHcurypaums
BknitoueHue IP Guard Ha ocHoBe ARP.

e BrinonHute komaHay arp anti-ip-attack B pexume rnobanbHon koHUrypaumm, 4toobl
HacTpouTb kKonnyecTBo IP-nakeToB Ang 3anycka copoca ARP.

e [lo ymonuaHmo KommMyTaTop OTOpacbkiBaeT coOTBeTCTBYyOLWYO 3anuce ARP nocne
Nony4YeHns Tpex HEU3BECTHbIX OAHOAAPECHBIX MAKeTOB, COAEPXKALLMX OOUH U TOT Xe
IP-agpec HasHa4eHus.

2.3.10. NpeobpasoBaHue 3anpocoB ARP B 3anpocbl ayteHTudukauum VLAN

2.3.10.1. MpuHUMN paboTbl

B pexume ayteHTUMKaumm wnto3sa Bce nogcet B Super VLAN no ymonyanuto ssnstotcs VLAN
ayTeHTudomkaumn. [lonb3oBatenim B ceTu ayTeHTudukaumm VLAN  OOMKHBI  MPOUTH
ayTeHTMdmKaumio onsa goctyna Kk cetu. lNocne ayteHTUMKaummM Ha YCTPOMCTBE cCO3JaeTcs
cratTnyeckasa sanucb ARP. lNoatomMy npu goctyne K ayTeHTUMUUMPOBAHHOMY MOSib30BaTeNto
YCTPOWNCTBY He Hy>XHO oTnpaBnAatb 3anpockl ARP B VLAN ayTteHTuUdukaummn. Ecnm ycTponcteo
NblTaeTca NoNy4nTb JOCTYN K nonb3osaTtensam B VLAN ¢ ncknoveHnem ayteHTugukaummn, emy
HY>XHO oTnpaBnATb 3anpockl ARP Tonbko B VLAN ¢ ncknoveHnem ayteHTUmkaumu.

B pexnme ayTeHTUdMKaUMK LWIM03a aTa OYHKUMA BKAKOYEHA Ha YCTPOWMCTBE MO YMOSYaHUIO.
Ecnn ycTponctBy TpebyeTca [OCTyn K MOMb3oBaTensM C  MWCKMOYEHWSIMU B CETU
ayTeHTudomkaummn VLAN, oTKOuMTE 3TY PYHKLMIO.

2.3.10.2. CBA3aHHasA KOH(urypaums
MpeobpasoBaHue 3anpocoB ARP B 3anpockl ayteHTudunkaumm VLAN.

e 3anyctute KkomaHgy arp suppress-auth-vlan-req B pexume KoHUrypauum
NMHTepdenca, 4Tobbl He oTNpaBnsaTb 3anpockl ARP B ceTn ayteHTudukaumm VLAN.

e [laHHas doyHKUMS BKIIHOYEHA MO YMOSTHaHUIO.
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2.4. HacTtpouka

Hactponka OnucaHue u KOMaHAa
BknioyeHne (ONMUMNOHAIIBHO) Wcnonb3yetcs Ana  BKKOYEHUA  CTaTUYECKOW
ctatndeckoro ARP | npuasku IP-MAC
arp BkntoveHne cratndeckoro ARP
HacTtpowka Monb3oBaTenn MoOryT ykasaTb Tanm-ayT ARP, uHTepBan n Bpems
aTtpubytoB ARP noBTOpHOM nepedadn 3anpoca ARP, a Takke MakcumanbHoe
KONMYECTBO HepaspeLleHHbIx 3anmcen ARP
arp timeout HacTtponka tanm-ayt ARP
HacTpownka arp retry interval Hactporka wHTepBan MOBTOPHON
aTpubytos ARP nepepayn 3anpoca ARP
arp unresolve HacTtpouika MaKcmaribHoOro
KonuyecTtea HepaspeLLEHHbIX
3anucen ARP

Bkntoyenne trusted | (ONMUMNOHAJIBHO) NcnonbsyeTca ans 3awmTsl oT nogaenkun ARP
ARP

service trustedarp Bkntouenne gosepeHHoro ARP

arp trusted user-vian Bkntoyenne nepeHanpasneHus
VLAN npu gob6aBneHnn goBepeHHoOn
3anucu ARP

arp trusted aging Bkntouenne [OBEpPEHHOro

yctapeBaHus ARP

arp trusted Hactpoika eMKOCTU [OBEpEHHbIX
3anucen ARP

BknitoyeHune (OMNMUMNOHAINBHO) Wcnonb3yeTcs aona oO6OHapyXeHust KOHMINKTOB
Gratuitous ARP IP-agpecoB M no3BonsieT nepudepuinHbiM YCTponcTBamM OOHOBMSATb
3anvcn ARP
arp gratuitous-send interval BkntoueHune Gratuitous ARP

Bkntoyenne Proxy | (ONMUUMOHAJIBHO) Wcnonb3yeTca AOns  BbINOMHEHUS  YHKUMK
ARP npospayHoro (proxy) cepsepa And otBeTa Ha 3anpocbl ARP ot
YCTPOWCTB B pasnmyHbIX NOACETAX

ip proxy-arp BkntoyeHune Proxy ARP




PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa ARP W
Hactponka OnucaHune n kKomaHaa
BknoyeHve (ONMUMNOHAIIBHO) Wcnonb3yetcs Ons  BbINOSHEHUA  OYHKUNN
npoTtokona  Local | npo3pa4Horo (proxy) cepsepa Ans oTBeTa Ha 3anpockl ARP oT gpyrmx
Proxy ARP YCTPOWCTB B TOW e nogceTn

local-proxy-arp BkntoyeHne Local Proxy ARP

Bknioyenve (ONMUMOHAJIIBHO) Wcnonb3yetca Ana  ogHOAAPECHOW PaCChbINKv
onpegeneHuns naketoB ARP-3anpocoB, 4Tobbl yb6eguTbcsa B TOM, YTO MpPaBUSIbHO

HagexHocTn ARP BBeAeHbl 3anucu ARP

arp trusted-monitor enable BkntoyeHne onpeaeneHns
HapexHocTu ARP

BkntoyeHve (ONMUMOHAJIIBHO) Wcnonb3yetca ans npegoTBpalleHns OTnpaBKu
3aLUnUThI IP- | 6onblworo konunyectaa IP-nakeToB Ha LIl

aZlpecoB Ha OCHOBe

ARP arp anti-ip-attack Hactponka konudectBa IP-nakeTtoB

Ans 3anycka cépoca ARP

[MpeobpasoBaHue (OMNMUMNOHAINBHO) WNcnonbayetca gnsi Toro, 4Ytobbl He OTNpaBNATb
3anpocoB ARP B | 3anpockl ARP B cetn ayteHTndgpukaumm VLAN

3anpochbl

ayTeHTMDVKaUMY arp suppress-auth-vlan-req MpeobpasoBaHue 3anpocos ARP B
VLAN 3anpocbl ayTeHTUdmkaunmn VLAN

2.4.1. BknroyeHue ctatnueckoro ARP

2.4.1.1. PeaynbTaT KOH(pUrypaumum

Monb3oBaTenn MOryT BpyYHyH YkasaTb conoctaeneHue IP-MAC, 4tobbl npemoTBpatuTbh
pacno3HaBaHMe YCTPOMCTBOM HeBepHbIX 3anncen ARP.

2.4.1.2. NMpumeyaHunsn

lMocne HacTponkn ctaTuyeckon 3anmcn ARP kommyTtatop L3 3anomuHaeT domsnyeckuin nopr,
cootBeTcTBYoWMn MAC-agpecy B cratuudeckon 3anmcu ARP, npexge 4em BbINOMHATb
MapLUpyTM3aumio.

2.4.1.3. dTtanbl KOH(Urypaumum
HacTpoika ctatnyeckux 3anncen ARP.

e  OnuuoHanbHo.

e MoxHo HacTpouTb cTtatudeckyto 3anucb ARP ana npusasku IP-agpeca yctpouctsa
Bocxogswero notoka k ero MAC-agpecy, 4ToGbl npegoTBpaTUTb U3MEHEHMEe
MAC-agpeca, BbidaBaHHOe atakamu ARP.

e Hactporka cratnyeckmx 3anucern ARP npoumsBoantcs B pexume rnobanbHOn
KOHpurypaumu.
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2.4.1.4. NpoBepkKa KOH(pUrypaumm

Bbinonnute komaHay show running-config, 4ytobbl npoBeputb pesynbrtat. nu 3anyctute
show arp static, 4Tobbl NpoBepuTb, co3gaHa N Tabnuua kewa cratudeckoro ARP.

2.4.1.5. CBA3aHHble KOMaHAbI

HacTpowka ctatnyeckux 3anncen ARP.

KomaHga arp [vrf name | oob] ip-address mac-address type
Onucanne vrf name: ykasbiBaeT ob6bekt VRF. lMapameTp name ykasbiBaeT uUMs
napameTpoB obbekta VRF.
00b: HacTpauBaeT cTtatmyeckyto 3anmcb ARP ana Management-nopTa.
ip-address: ykasbiBaeT IP-agpec, conoctaBneHHbin ¢ MAC-agpecom,
KOTOPbIN UMEET YEThIPEXTOYEUHbIN AECATUYHBLIN hopMmar.
mac-address: ykasbiBaeT agpec L2, coctoawmn ns 48 6ut.
type: ykasbiBaeT Tmn wmHkancynsaumm ARP. Ona uHTepdpenca Ethernet
Krnto4eBoe CNoBo arpa
Pexnm Pexwum rnobansHon koHduUrypaumm
KOHUrypauum
BcTpoeHHas KommyTtaTtopa 3anpawmBaeT 48-6utHbin MAC-agpec Ha ocHoBe
noackaska 32-6utHoro IP-agpeca B Tabnuue kewa ARP.

MockonbKy  GOMNbLUIMHCTBO XOCTOB  MNOAOEPXMBAOT  OUHAMUYECKOe
paspeweHne ARP, o6bldHO cTatnyeckoe conoctaeneHne ARP  He
HacTpoeHo. Wcnonb3ynmte komaHgy clear arp-cache pns o4ymcTkm
OnHammyeckmnx 3anmcen ARP

2.4.1.6. Npumep KoHcpUrypaumm

CueHapun Tononoruto cetn (PncyHok 2-1)
OTansbl HacTtponte ctatnuyeckyto 3anmcb ARP Ha B, 4TOObl CTaTM4eCKn CBs3aTb
KOHdourypaumm IP-agpec A ¢ MAC-agpecom.

QTECH(config)#arp 192.168.23.1 001F.CE22.334B arpa
MpoBepka 3anyctute komaHgy show arp static, 4Tobbl 0TOGpPasnTb CTaTUYECKYHO
KOHdoUrypaumm 3anuncbk ARP.

QTECH(config)#show arp static
Protocol Address  Age(min) Hardware Type Interface
Internet 192.168.23.1 <static> 001F.CE22.334B arpa

1 static arp entries exist
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2.4.1.7. TUNU4YHbIE OLNOKU

HesepHbint MAC-agpec B ctatudeckom ARP.

2.4.2. HacTtpouka atpuoytos ARP

2.4.2.1. PesynbTaTt KOHpUrypaumm

lMonb3oBaTenu MoryT ykasaTb TanM-ayT ARP, uHTepBan 1 Bpems NoBTOPHOW nepeaayn sanpoca
ARP, a Takke MakcMmarnbHOe KONMYeCcTBO HepaspelleHHbIx 3anucen ARP.

2.4.2.2. dtanbl KOHcUrypaumm

HacTtponka Tanm-ayta ARP.

OnuuoHanbHo.

B nokanbHOM ceTu, ecnn nonb3oBaTesib Yyacto nepexogut B online/offline pexwum,
pekomeHOyeTCcs yCcTaHOBUTbL Manoe BpemMda oxuaaHna ARP  gnsa  yganeHus
HeKoppeKTHbIX 3anmcen ARP kak MOXHO ckopee.

Hactponte Tarim-ayT ARP B pexume KoHurypauumn nHtepdenca.

HacTtponka nHtepsana v BpemeHn noBTOpHOW nepefayn 3anpoca ARP.

OnuuoHanbHo.

Ecnn ceteBble pecypcbl HeOgoOCTaTOYHbI, PEeKOMeHAyeTCH YCTaHOBWUTb WHTepBan
noBTOpHOW nNepenaym 3anpoca ARP 6ornbLlunM, a Bpems NOBTOPHOW nepefayn manbim,
4YTOObI CHM3UTL NOTPebNEeHNe NPOMYCKHOM CNOCOOHOCTU CETM.

HactponTte wuHTEepBan n BpemMs NOBTOpPHOW nepefayn 3anpoca ARP B pexume
rno6anbHOM KoHdUrypaumn.

HacTtpoika MmakcumanbHOro KonmyecTsa HepaspelueHHbIx 3anucen ARP.

OnuyuoHanbHo.

Ecnu ceTeBbIx pecypcoB He4OCTAaTOMHO, PEKOMEHOYEeTCH YCTaHOBUTb MakCMMarsbHoe
KONMYeCTBO HepaspelleHHblx 3anmcenn ARP, 4Tobbl cHM3MTL NoTpebneHne nomochl
nponycKaHus ceTu.

HacTtponTte makcMmanbHOE KONM4YecTBO HepaspelleHHbiX 3anucen ARP B pexume
rno6anbHOM KoOHUrypaumu.

2.4.2.3. NpoBepka KOHUrypaumm

3anyctute komaHay show arp timeout ansa otobpakeHus Tanm-ayTa BCeX MHTEPEENCOB.

BeinonHuTte komaHay show running-config, 4tobbl 0oTo6pasnTe MHTEPBAI M BpeMsi MOBTOPHOWN
nepeayn sanpoca ARP, a Takke MakcuMmaribHOE KOfIMYECTBO HepaspeLUleHHbIx 3anncen ARP.

2.4.2.4. CBA3aHHbIe KOMaHAbI

Hactponka tanm-ayta ARP

KomaHga arp timeout seconds

Onucanue seconds: ykasblBaeT BpeMSA OXMAaHusa B CeKyHAaax B AnanasoHe oT 0 go
napameTpoB 2 147 483. 3HayeHne no ymonyanumio: 3600

Pexnm Pexum koHdurypaumm nHtepderica

KOHpurypaumm
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HacTpoitka ARP | www.gtech.ru |
BcTtpoeHHas Tanm-ayT ARP npvmeHaeTcs TONbKO K AMHAMUYECKUM COMOCTaBMEHUSM
rnoackaska IP-MAC. Yem meHblue 3HadveHne ARP timeout, Tem ToyHee Tabnuua

cornocTaeneHus, xpansuiasica B kel ARP, Ho ARP notpebnsiet 6onblue
NpPOMyCKHOM CNOCOBHOCTUN ceTn

HacTpounka nitepsana v BpeMeH1 NOBTOPHOU nepepnaym 3anpoca ARP

KomaHga arp retry interval seconds

Onucanwne seconds: ykasblBaeT WHTepBan MNOBTOPHOM Mepedayn 3anpoca ARP B
napamMmeTpos cekynaax B guanasoHe oT 1 go 3600. 3HayeHue no ymonyaxuio: 1

Pexum Pexunm rnobanbHon koHdurypauum

KOHUrypauum

BcTtpoeHHas Ecnn yctponcteo yacto otnpasnseT 3anpocbl ARP, n ato BnuaeTt Ha
nogckaska NPON3BOAUTENBHOCTb CETU, MOXHO YCTaHOBUTb Oonee AnuTenbHbIN

WHTepBan MOBTOpHOM nepefaum 3anpoca ARP. Yb6egutecb, 4to 3TOT
WHTepBan He npesblwaeT Tanm-ayT ARP

HacTtpoika makcumanbHOro KonuyecTsa HepaspeLleHHbIX 3anucen ARP

KomaHpa arp unresolve number

Onucanne number: yka3biBaeT MakCMMaribHOe KONMMYeCTBO HepaspeLleHHbIX 3anucen
napameTpoB ARP B gnanasoHe ot 1 go 8192. 3HaueHne no ymonyaHuio: 8192

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTtpoeHHas Ecnmn B Tabnuue kewa ARP cywectByeT 06onbllOe KONMMYECTBO
noackKaska HepaspeLleHHbIX 3anncen, KoTopble Yepes HEKOTOPOoe BpPeMS OCTalTCH B

Tabnvue, pekoMeHAyeTCs UCNoNb30BaTh 3Ty KOMaHAY ANS OrpaHnYeHns
Konn4yecTBa HepaspeLueHHbIx 3anmcen ARP

2.4.2.5. Npumep KoHcpUrypaumm

CueHapun Tononoruto cetn (PncyHok 2-1)
STanbl e YcraHoBuTe Bpems oxumpgaHma ARP Ha 60 cekyHo Ha nopte
KOHpurypaumm GigabitEthernet 0/1.

e YcTaHOBUTE WHTEepBan MNOBTOpHOM nepegayn 3anpoca ARP Ha
3 ceKkyH[.

e YcTaHOBUTE BpeMS NOBTOPHOM nepenaym 3anpoca ARP paBHbIM 4.

e YCTaHOBMTE MaKcumarnbHOE KONMYECTBO HepaspeLlUleHHbIX 3anucen
ARP paBHbim 4096
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QTECH(config)#interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)#arp timeout 60
QTECH(config-if-GigabitEthernet 0/1)#exit
QTECH(config)#arp retry interval 3
QTECH(config)#arp retry times 4

QTECH(config)#arp unresolve 4096

MpoBepka
KOHUrypauum

e 3anyctute komaHay show arp timeout, 4ToObl 0TOOpPa3nTb TaimayT
UHTepdenca.
e Buinonnute komaHgy show running-config, 4Tobbl oTO6pa3nTL

WHTepBan u Bpemsa MOBTOPHOW nepefadn 3anpoca ARP, a Takke
MakCcumarnbHOe KONnM4ecTBO HepaspeLleHHbIX 3anncen ARP

QTECH#show arp timeout

Interface arp timeout(sec)
GigabitEthernet 0/1 60
GigabitEthernet 0/2 3600
GigabitEthernet 0/4 3600
GigabitEthernet 0/5 3600
GigabitEthernet 0/7 3600

VLAN 100 3600

VLAN M 3600

Mgmt 0 3600

QTECH(config)# show running-config
arp unresolve 4096
arp retry times 4

arp retry interval 3

2.4.3. BknroyeHue trusted ARP

2.4.3.1. PeaynbTaT KOH(pUrypaumm

LLnto3 3awmiweH ot noggenkn ARP.

2.4.3.2. dtanbl KOH(Urypaumum

Bkntoumte trusted ARP B pexxume rnobanbHON KoHUrypauum.

2.4.3.3. NpoBepka KOHhUrypaumm

3anyctute komangy show arp trusted, ytobbl 0TO6pasnTb AoBepeHHble 3anucn ARP.

@ §) QTECH

MWP [OOCTYNHEE

55




PykoBoacTeo no Hactponke cepus QSW-6910

Hactpolika ARP

BbinonHuTte komaHay show running, 4Tobbl NPOBEPUTL, KOHPUTYpaLMIO.

2.4.3.4. CBA3aHHble KOMaHAbI

BknroyeHue trusted ARP

Komanpa service trustedarp

Pexum Pexwum rnobanbHon koHUrypaumm

KOHUrypauum

BcTtpoeHHas Trusted ARP — 370 (pyHKUMA 3aumThl OT nogMeHbl ARP
noackaska

BkniouyeHune nepeHanpasneHus VLAN npu go6aBneHum gosepeHHoun 3anucu ARP

KomaHga arp trusted user-vlan vidl translated-vlan vid2

Onucanue vid1l: ykasbiBaeT naeHtudukatop VLAN, HaCTpOEHHbIN Ha cepBepe.
fnapameTpos vid2: ykasbiBaeT naeHTudukaTop neperanpasneHHoro VLAN

Pexnm Pexwum rnobansHon koHdUrypaumm

KOHUrypauum

BcTpoeHHas OTa koMaHAa AeNcTBYeT TOMbKO Mocre BKMoYeHus npoTtokona Trusted
NnoAcKa3ka ARP. 3Ta komaHga MOXeT BblTb NPUMEHEHa TOMbLKO B TOM Crly4ae, ecnm

BMpTYyanbHas nokanbHasi CeTb Ha CepBepe OTNNMYaeTcsi OT BUPTyarnbHOM
nokanbHown cetn B 3anucu Trusted ARP

OTobpaxeHue aoBepeHHbIX 3anucen ARP

KomaHga show arp trusted [ip [mask]]

Onuncanne ip: ykasbiBaeTca IP-agpec. Otobpaxatotca 3anncn ARP ans ykasaHHoOro

napameTpoB IP-agpeca. Ecnu ykasaHo kno4yeBoe crnoBo trusted, oTobpaxatroTcs
TONbKO goBepeHHble 3anncn ARP. B npoTuBHOM crydae oTobparkaroTcs
3anuncu HegoeepeHHoro ARP.
mask: otobpaxatotcs 3anucu ARP B IP-nogceTtu. Ecnu ykasaHo KnoveBoe
cnoeBo trusted, oTobGpaxatTcs TONbKO OoBepeHHble 3anucu ARP. B
NPOTUBHOM Cilydae oTobparkatoTcst 3anucu HegosepeHHoro ARP

Pexnm MpuBnnernpoBaHHbin EXEC pexnm

KOHdourypaumm
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YpaneHue aoBepeHHbIX 3anucen ARP

KomaHga clear arp trusted [ip [mask]]

Onucanwne ip: ykasbiBaetcsa |IP-agpec. Otobpaxatotcsa 3anucu ARP ykasaHHoro IP-

napameTpoB agpeca. Ecnu ykasaHo kntoyeBoe cnoBo trusted, oTob6paxaroTcs TOMNbKO
aoBepeHHble 3anucn ARP. B npoTuBHOM cnyyae oTobpaxatoTcst 3anucm
HepoBepeHHoro ARP.
mask: oTtobpaxatotca 3anucu ARP B IP-nogcetn. Ecnu ykasaHo
KnoyeBoe crnoso trusted, oTobpaxaloTCs TONbKO AOBEPEHHblE 3anucu
ARP. B npotuBHoM cnydae otobpakatoTca 3anucu HegosepeHHoro ARP

Pexum MpueunernpoBaHHbin EXEC-pexmm

KOHcpurypaumm

BcTpoeHHas lMocne BbINONHEHWs koMaHdbl clear arp trusted ana yganeHnsa Bcex

nogckaska AoBepeHHbIx 3anucen ARP Ha kommyTaTtope nonb3oBaTenyM MOryT He

nony4vnTb OOCTYN K CeTU.

PekomeHagyeTca wucnonb3oBatb KomaHgy clear arp trusted ip gns
yoaneHusi ykasaHHon gosepeHHon 3anucu ARP

BknioyeHne noBepeHHoro yctapesaHmsa ARP

KomaHga arp trusted aging

Pexnm Pexum rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas Mocne wucnonb3oBaHUs 3TOW KOMaHObl AoBepeHHble 3anvcn  ARP
noackaska HauMHaT ycTapeBaTb, C age-time TakMM xe, Kak Ona OUHaMUYEeCcKoro

ARP. [1na HacTpOMKM BpEMEHU YCTapeBaHMUs MOXHO 3anyCTUTb KOMaHOy
arp timeout B pexxume koHdUrypaumm nHrepdenica

Hactponka emkocTn goBepeHHbIX 3anucen ARP

KomaHnga arp trusted number

Onuncanne number: MMHMManbHoe 3HaveHne pasHo 10. MakcmanbHoe Yncno — ato

napameTpos €MKOCTb, nogaepxvBaemasi yCTponctBoM, MnHyc 1024. Mo ymon4yaHuio
MaKcuMMaribHOe KOJSIM4eCcTBO AOBEPEHHbIX 3anncenn ARP paBHO NonoBuHe
obuwen emkocTtn 3anncen ARP

Pexnm MpuBnnernpoBaHHbin EXEC-pexnm

KOHpurypaumm

BcTtpoeHHas UToObl 9Ta KOMaHAa cTtana AoCTynHa, cHavyana Bknounte Trusted ARP.

nofckaska [osepeHHble 3anmcn ARP u gpyrve 3anvcu COBMECTHO MCMOSb3yHT

onepaTtuBHyto namaTb. Ecnu gosepeHHble 3anvcn ARP 3aHMMaloT MHOro
MecTa, MOXEeT He OCTaTbCA MecTa Ansa AunHamunyeckmx 3anmcen ARP.
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3apanTte konuyectBo 3anucent ARP B cooTBeTCTBUM ¢ HEOOXOAMMOCTLIO.
He 3apaBanTe cnnwkom OonblLUoe 3HaYeHne

2.4.3.5. Mpumep KoHcuUrypaumm

CueHapun Tononorusa cetn (PucyHok 2-1)

OTanbl KoHUrypaumm e Bkniounte Trusted ARP.
e Bkniounte nepeHanpaenexHme VLAN.
e Bkniounte yctapeBaHue Trusted ARP.

e YcTaHOBWUTE MakcMMaribHoe KonuyecTtBo 3anucen Trusted
ARP paBHbiM 1024

QTECH(config)#service trustedarp

QTECH(config)#arp trusted user-vlan 2-9 translated-vlan 10
QTECH(config)#arp trusted aging

QTECH(config)#arp trusted 1024

MpoBepka e BbinonHute komaHgy show running-config, 4TOOGbI
KOHUrypauum NpoBepPUTb KOHMUrypaLuio

QTECH(config)# show running-config
service trustedarp
arp trusted user-vlan 2-9 translated-vlan 10

arp trusted aging arp trusted 1024

2.4.3.6. TUNUYHbIE OLLNOKU

Ecnu trusted ARP oTkntoyeH, HasHayeHusa 3anmcent ARP HEBO3MOXHO.
2.4.4. BknroveHune Gratuitous ARP

2.4.4.1. PeaynbTaT KOH(Urypaumm

NHTepdelc nepuognyeckn otnpaeBnsaeT HesanpolweHHble nakeTsl ARP.

2.4.4.2. dtanbl KOH(Urypaumum

e  OnuuoHanbHo.

o Korga kommyTaTop BbICTYNaET B KA4eCTBeE LW03a, BKounTe B nHTepderce Gratuitous
ARP, yTo6bI ApyrMe nonb3oBaTenyn He MOrMK NoABEPrHyTbCA NnogmeHe ARP.

e Bknounte Gratuitous ARP B pexxume KoHurypauum nHtepgenca.

2.4.4.3. NMpoBepka KOHUrypaumm

3anyctute komaHgy show running-config interface <name>, 4to6bl NPoBEPUTL, YCNELLHO NK
BbINOSTHEHA KOH(UIYpauus.
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2.4.4.4. CBA3aHHbIe KOMaHAbI

BkntoueHune Gratuitous ARP.

KomaHga arp gratuitous-send interval seconds [number]

Onucanwne seconds: ykasblBaeT UHTepBan gns otnpasku Gratuitous ARP 3anpocos.

napameTpoB EaovHuua namepenns - cekyHabl. [JuanasoH sHavyeHun ot 1 go 3600.
number: ykasbiBaeT KONNMYECTBO OTNpaBneHHbIX Gratuitous ARP 3anpocos.
3HayeHue no ymonyanuio: 1. flnanasoH 3HaveHun ot 1 go 100

Pexnm Pexum koHdurypaunm nHtepderica

KOHcpurypaumm

BcTtpoeHHas Ecnu ceTeBor nHTepenc ycTporcTea BbICTyNaeT B KaYecTBe LWn3a Ansg

noackaska nocneayrLwmx YCTPOMUCTB, HO YCTPOWCTBO, PacCMOfIOXEHHOEe HwmKe Mo
NOTOKY, NpeTeHOQyeT Ha pofb LWM03a, BKAYMTE Ha WHTepdence
Gratuitous ARP, 4To6bl gaHHOE YCTPONCTBO 06bABUIIO cebst HaCToALNM
LLUNHO30M

2.4.4.5. Npumep KoHcpUrypaumm

CueHapun Tononorusa cetn (PucyHok 2-1)
OTansbl HacTtponte untepdenc GigabitEthernet 0/0 Ha otnpaBky Gratuitous ARP
KOHdUrypaumm nakeTa kaxable 5 cekyH

QTECH(config-if-GigabitEthernet 0/0)#arp gratuitous-send interval 5
MpoBepka BbinonHute komaHay show running-config interface, 4tobbl NnpoBepuUTb
KOHpurypaumm pesynbtat

QTECH#sh running-config interface gigabitEthernet 0/0

Building configuration...

Current configuration : 127 bytes
!

interface GigabitEthernet 0/0
duplex auto

speed auto

ip address 30.1.1.1 255.255.255.0

arp gratuitous-send interval 5
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2.4.5. BknroyeHue Proxy ARP

2.4.5.1. PesynbTaTt KOHUrypaumm

YcTponcTBO BhICTyNaeT B kavecTBe Proxy ARP ans oteeTa Ha nakeTbl ARP-3anpocos oT gpyrux

rnofb3oBaTeneun.

2.4.5.2. NpumeyaHus

Mo ymonyaHuio npoTtokon Proxy ARP oTkntouveH.

2.4.5.3. dtanbl KOH(Urypaumum

e  OnuuoHarnbHo.

e Ecnu nonbsosateno 6e3 uHpopmMauum O MaplipyTe HeobXoaMMO MOny4uTb
MAC-agpeca IP-nonb3oBaTenen B gpyrux nogcerax, Bknounte npotokon Proxy ARP
Ha YCTpOMUCTBE, YTOObI YCTPOMCTBO MOIMO BbIMNOMHATE POfib MPO3PAYHOro (proxy)
cepBepa ans otnpaBku otBeToB ARP.

o  Bkntounte Proxy ARP B pexnme KoHpurypauumn nHtepdgenca.

2.4.5.4. NpoBepka KOHUrypaumum

3anyctute komaHgy show ip interface <name>, 4Tobbl NPOBEPUTL pe3ynbTarT.

2.4.5.5. CBA3aHHbIe KOMaHAbI

BkntoyeHue Proxy ARP.

KomaHpa

ip proxy-arp

Pexunm koHdurypaumm Pexunm koHdurypaumm nHtepdenca

2.4.5.6. Npumep KoHcpUrypaumm

CueHapun Tononorusa cetn (PucyHok 2-1)
OTansbl Bkntounte Proxy ARP Ha nopTe GigabitEthernet 0/0
KOHdourypaumm
QTECH(config-if-GigabitEthernet 0/0)#ip proxy-arp
MpoBepka BbinonHute komaHay show ip interface, 4tobbl NpoBepUTL pe3ynbTaT
KOHdourypaumm

QTECH#show ip interface gigabitEthernet 0/0
GigabitEthernet 0/0

IP interface state is: DOWN

IP interface type is: BROADCAST

IP interface MTU is: 1500 IP address is:

No address configured
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IP address negotiate is: OFF
Forward direct-broadcast is: OFF
ICMP mask reply is: ON

Send ICMP redirect is: ON

Send ICMP unreachable is: ON
DHCP relay is: OFF

Fast switch is: ON

Help address is: 0.0.0.0 Proxy ARP is: ON
ARP packet input number: 0
Request packet :0

Reply packet :0

Unknown packet :0

TTL invalid packet number: 0
ICMP packet input number: 0

Echo request :0
Echo reply 0
Unreachable 0
Source quench :0
Routing redirect 0

2.4.6. BknroyeHune npotokona Local Proxy ARP

2.4.6.1. PesynbTaT KOH(pUrypaumum

YcTponcTteo BbicTynaeT B kavecTBe Local Proxy ARP gnsa otBeta Ha nakeTbl ARP-3anpocoB oT
OpYyrMx nonb3oBaTenen B TOW e NoACeTH.

2.4.6.2. NMpumeyaHunsn

MpoTtokon Local Proxy ARP nogaepxusaetcs Tonbko B SVI.

2.4.6.3. dTtanbl KOH(Urypauum

e  OnuuoHanbHo.

e Ecnu nonb3oBaTenb, NOAKMYEHHbIN C UCNONb30BAHUEM U30MSAUMM MOPTOB, OOSMKEH
YCTaHOBUTL CBA3b C nonb3oBaTtensmm B cet VLAN, BKNOYMTE Ha YCTPOWCTBE
npoTokon Local Proxy ARP.

e  Bxnounte Local Proxy ARP B pexume koHdUrypaumm nHrepderica.

2.4.6.4. NMpoBepka KOHhUrypaumum

3anyctute komangy show run interface <name>, 4tobbl NpoBEpUTL pe3ynbTaT.

2.4.6.5. CBA3aHHbIe KOMaHAbI

BknitoueHune npoTtokona Local Proxy ARP.
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KomaHga local-proxy-arp
Pexum Pexum koHdurypaumm nHtepderica
KOHUrypauum

2.4.6.6. Mpumep KoHcpuUurypaumum

CueHapun Tononorusa cetn (PucyHok 2-1)
OTanbl Bkntounte npotokon Local Proxy ARP Ha untepdeince VLAN 1
KOHcpurypawmm

QTECH(config-if-VLAN 1)#local-proxy-arp

MpoBepka BbinonHute komaHay show running-config interface vlian 1, 4to6bl
KOHUrypauum npoBepuTb pesynbTat

QTECH#show running-config interface vlan 1

Building configuration...

Current configuration : 53 bytes

interface VLAN 1
ip address 192.168.1.2 255.255.255.0 local-proxy-arp

2.4.7. Bknro4veHue onpepeneHna HagexHoctu ARP

2.4.7.1. PeaynbTaT KOH(pUrypaumm

BkntioyaeT onpegenerHne HagexHoctn ARP. Ecnun yctponcTteo, nonyyatouiee nakeT 3anpoca
ARP, He HaxoguT coOoTBETCTBYHOLLYK 3anmcb, oHO BbinonHsaeT NUD. Ecnnm MAC-agpec B
cyulecTBytowen anHammyeckonm 3anncu ARP OBHOBMEH, YCTPOMCTBO HEMEAOSIEHHO BbIMOSIHAET
NUD pnsa npegotepalleHnsa atak ARP.

2.4.7.2. NMpnmeyaHunsn

MockonbKy aTa yHKuua gobasnsieT CTPOryto npouenypy NoaTBEPXAEHMS B NpoLecc obyyeHns
ARP, oHa BnusieT Ha 3 eKTUBHOCTL 00y4eHnst ARP.

2.4.7.3. dTtanbl KOH(Urypauum

e  OnuuoHanbHo.

e Ecnu tpebyetca obyyeHne sanucam ARP, BknwouMTe Ha yCTPOWCTBE OnpedeneHue
HagexHocTn ARP. Ecnu ycTpoincTsy, nonyyarouemy naket 3anpoca ARP, He yaaeTtcs
HaWTU COOTBETCTBYIOLLYIO 3anucb, HeOBXOOAMMO OTNPaBUTb NakeT OAHOAAPECHOro
3anpoca ARP, yTo6bl NpoBEpUTL, CyLLECTBYET NN O4HOPAHrOBbIA KOHEYHbIN y3en. Ecnn
Ja, ycTpoucTBo 3anoMumHaeTt 3anuce ARP. B npoTtMBHOM crniyyae yCTpOMCTBO He
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3anomuHaet 3anuce ARP. Ecnn MAC-agpec B 3anucn ARP nsMmeHdaeTcsl, yCTPOMUCTBO
HemeaneHHo BbiNoNHUT NUD ans npegotepaleHns nogaenkm ARP.

o  Bknounte onpegeneHne HagexHoctTn ARP B pexunme KOHUrypaummn nHtepdenca.

2.4.7.4. NpoBepka KOH(pUrypaumm

3anyctute komangy show running-config interface <name>, 4To6bl NPOBEPUTL Pe3ynbTar.

2.4.7.5. CBA3aHHble KOMaHAbI

BkntoueHne obHapyxeHus goBepeHHocTn ARP.

KomaHga arp trust-monitor enable

Pexum Pexum koHdurypaumm nHrepderica

KOHUrypauum

BcTpoeHHas e Bknounte a1y dyHkumo. Ecnu cooTtBeTcTByowas 3anvce ARP
noackaska cywecteyeT n MAC-agpec He OGHOBNSIETCSH, YCTPOWCTBO He

BbinonHaeT NUD.

e Bxnounte a3ty dyHkumio. Ecnu MAC-agpec cyliecTBytoLLen
OnHammyeckon 3anucn ARP oBHoBMEH, YCTPONCTBO HEMEOIEHHO
BbinonHseT NUD.

e [locrne OTKMIOYEHUs 3TOW (PYHKLMW YCTPOWUCTBO HE BbINOMHAET
NUD gnga obyyenns nnm obHosnenuns sanncen ARP

2.4.7.6. Npumep KoHcpUrypaumm

CueHapun Tononorusa cetn (PucyHok 2-1)
OTansbl Bkntounte onpegenexue HagexHoctn ARP Ha nopTe GigabitEthernet 0/0
KOHdourypaumm

QTECH(config-if-GigabitEthernet 0/0)#arp trust-monitor enable
MpoBepka 3anyctute komaHgy show running-config interface, 4tobbl NpoBepUTL
KOHdourypaumm pesynbTaTt

QTECH#show running-config interface gigabitEthernet 0/0
Building configuration...

Current configuration : 184 bytes

!

interface GigabitEthernet 0/0

duplex auto

speed auto

ip address 30.1.1.1 255.255.255.0
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arp trust-monitor enable

2.4.8. Bknro4veHue 3awmThbl IP-agpecoB Ha ocHoBe ARP

2.4.8.1. PesynbTaTt KOHpUrypaumm

Korga npoueccop nonyyaeT ykazaHHOE KONMYeCTBO MakeToB, B KOTOpbIX IP-agpec HasHavyeHus
npucytcteyet B 3anucsax ARP, Bce nakeTbl ¢ atum |P-agpecom HasHadeHus He OyayT
oTnpasrneHsbl Ha LI Bnocnencteuum.

2.4.8.2. dtanbl KOH(Urypauum

e  OnuuoHarnbHo.

e [lo ymonyaHuto, yCTaHOBMIEHO 3Ha4YeHWe TpPWU HEU3BECTHbIX OAHOALPECHbIX NakeTa.
Monb3oBaTenn MOryT BbINOMHUTL 3Ty KOMaHAy, YTOObl HACTPOUTL KONMYECTBO NAKETOB
ans 3anycka copoca ARP. [Nonb3oBaTenu Takke MOryT OTKIHOUUTE 3TY PYHKUUIO.

e Hactpoute IP-3awmnty Ha ocHoBe ARP B pexxume rnobansHomn koHdurypaumn.

2.4.8.3. NpoBepka KOHUrypauum

BeinonHuTe komanay show running-config, 4tobbl NpoBepuUTL pesynbTar.

2.4.8.4. CBA3aHHbIe KOMaHAbI

BknitoueHue 3awmnTtbl IP-agpecos Ha ocHoBe ARP.

KomaHga arp anti-ip-attack num

Onuncanne num: ykasblBaeT konuyectBo IP-naketoB ansg 3anycka cbpoca ARP.

napamMmeTpoB [wnana3soH 3HauveHuin ot 0 go 100.
0 ykasbIBaeT Ha T0, 4YTO IP-3awmTa Ha ocHoBe ARP oTknoveHa. 3HayeHne
no ymosnyaHumio: 3

Pexnm Pexnm koHdurypaumm nHtepdenca

KOHdourypaumm

BcTpoeHHas Ecnn annapaTtHbIX pecypcoB OOCTATOYHO, BbIMOSHWUTE KOMaH4y arp anti-

noackaska ipattack num, 4TOoGbLI ycTaHOBUTL Konu4decTBo IP-nakeTtoB Ans 3anycka
cbpoca ARP Ha Hebonblwoe 3HaveHuMe. Ecnu anmapaTHbIX pecypcoB
HegOCTaTOYHO, BbIMOMHMTE KOMaHAy arp anti-ip-attack num, 4Tobbl 3agaTb
bonbwoe konuyectBo IP-naketoB pgns 3anycka cbpoca ARP, wnu
OTKMOUNTE 3TY PYHKLUNIO

2.4.8.5. Npumep KoHcpUrypaumm

CueHapun Tononorusa cetn (PncyHok 2-1)
OT1anbl Bkntounte 3awmty IP Ha ocHoBe ARP Ha B.
KOHGUrypaLmu QTECH(config)#arp anti-ip-attack 10
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MpoBepka BbinonHute komaHgy show running-config, 4tobbl NpoBepUTL pe3ynbTaT
KOHcpurypaumm

QTECH#show running-config
Building configuration...
Current configuration : 53 bytes
arp anti-ip-attack 10

2.4.9. Npeob6pasoBaHue 3anpocoB ARP B 3anpocbl ayteHTudmukaumm VLAN

2.4.9.1. PesynbTaTt KOHpUrypauum

YCTponcTBo He oTnpasnseT naketol 3anpoca ARP B cetn ayteHTudumkaumm VLAN.

2.4.9.2. NpumeyaHus

OTa dyHKUMA NnogaepxmBaeTca Tonbko Ha SVI.

2.4.9.3. dTtanbl KOH(Urypauum

e OnuuoHanbHo.

e B pexume ayteHTUbMKaLMK LWIMO3a YCTPOUCTBO NO YMOMYAHMUIO HE OTMPaBseT NakeThbl
3anpoca ARP B cetn ayteHtudpumkaumm VLAN. Ecnn yctponctsy Heobxoommo
oTnpasnTb NakeTobl 3anpoca ARP B cetn ayteHTuukaumm VLAN, BbINONHUTE KOMaHOy
no arp suppress-auth-vlian-req, 4tobbl OTKMHOUNTL 3TY YHKLMIO.

e  BbINOMHUTE 3Ty HAaCTPOMKY B peXxnume KOHurypauum nHrepenca.

2.4.9.4. NMpoBepka KOHUrypaumum

3anyctute komaHay show run interface <name>, 4ToObl NPOBEPUTL pe3ynbTar.

2.4.9.5. CBA3aHHbIe KOMaHAbI

MpeobpasoBaHune 3anpocoB ARP B 3anpockl ayTeHTudunkaumm VLAN.

KomaHga arp suppress-auth-vlan-req
Pexnm Pexnm koHdurypaumm nHtepdenca
KOHdourypaumm

2.4.9.6. Npumep KoHcpUrypaumm

CueHapun Tononorusa cetn (PnucyHok 2-1)

OTansbl Otkntounte mHTepdenc VLAN 2 oT nepepaudm 3anpocoe ARP B cetu
KOHpurypaumm ayteHTupumkaumm VLAN.

QTECH(config-if-VLAN 2)#no arp suppress-auth-vlan-req

65

@ §) QTECH

MWP [OOCTYNHEE




PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa ARP W
MpoBepka 3anyctnte komaHagy show running-config interface <name>, 4TOOGbI
KOHUrypauum npoBepuTb pesynbTaT

QTECH#show running-config interface vlan 2

Building configuration...

Current configuration : 53 bytes

interface VLAN 2
ip address 192.168.1.2 255.255.255.0

no arp suppress-auth-vlan-req

2.5. KOHTpOonb cocTosiHUSA

2.5.1. OuncTka

BbinonHeHne komaHg clear MOXeT NPUBECTU K NOTEPE BAXXHOM MHApOPMALIMK 1, cnegoBaTenbHo,

npepbiBaHWIO paboTbl Cnyxo.

OnucaHue

KomaHpa

Ounwaetr gmHammnyeckne ARP-3anucu. B pexume | clear arp-cache
ayTeHTMdMKaumn Wwnosa gnHammyeckue sanmcn ARP
B ceTax ayTeHTMdmkaumm VLAN He ouuwaroTca

2.5.2. OToGpaxeHune

OnucaHue

KomaHaa

OtobpaxaeT Tabnuuy ARP B
nogpobHom Bnae

show arp [detail] [ interface-type interface-number | [vrf
vrfname] [ip [mask] | mac-address | static | complete |
incomplete ]

OtobpaxaeT Tabnmuy ARP

show ip arp [ vrf vrf-name ]

OtobpaxaeT Tabnmuy
noBepeHHbIXx ARP

show arp [detail] trusted [ip [mask]]

OTtobpaxaeT cyeTumk
3anucen ARP

show arp counter

OTobpaxaeT TanmayT
OnHammyeckux 3anmcen ARP

show arp timeout
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2.5.3. OThapka

CucremMHble pecypcCbl MCNONbL3YHTCA AOnd BbiBOAA OoTnago4Homn I/IHd)OpMaLI,I/II/l. I'IoaTomy,
OTKIKO4YMTE OTNaaKy cpady nocrie Ncnosib3oBaHUA.

OnucaHue KomaHaa

BkritoyaeT oTnagky debug arp
OTNPaBKN 1 NONyYeHUs
naketoB ARP

BknitoyaeT oTnagky debug arp event
co3daHusa n yganeHus
3anucen ARP
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3. HACTPOUKA IPV6
3.1. O630p

Mo mepe ObicTporo pas3puTUs WMHTepHeTa M ucYepnaHuMs agpecHoro npoctpaHcTea [Pv4,
orpaHunyeHus IPv4 ctaHoBsiTcs Bce Gonee oyeBuMaHbiMU. B HacToswee Bpemsi npoBeneHo
MHOXECTBO UCCNe0oBaHUN MU NPakTUK NO MHTEPHET-NPOTOKOMY cneaytowero nokonexus (IPng).
Pabouas rpynna IPng B coctaBe rpynnbl paspaboTynkoB no npoektupoBaHuio MHTepHeTa (IETF)
paspaboTtana npotokon IPng ¢ nmeHem IP Bepcum 6 (IPv6), koTopbii onncan B RFC 2460.

3.1.1. OcHOBHbI€e (pyHKLUMN
Bonblwe agpecHoe NPOCTPaHCTBO

Mo cpaBHeHuto ¢ 32-6uUTHLIM agpecom IPv4 anuHa agpeca IPv6 yBenuumsaetca oo 128 owur.
Takum o6Gpa3om, agpecHoe MpoCTpaHCTBO MMeeT okoro 2!28 appecos. IPv6 wucnonbayet
nepapxmyecknin pexmMm pacnpegeneHmsa agpecoB ANA NOAAEPXKKM Ha3HadYeHust agpecoB
HEeCKOJTbKNX noAceTen N3 oCHOBHOM ceTn VIHTepHET B NOACETb MHTPACEeTMW.

YnpoueHHbIn oopmaT 3aronoBKa nakeTta

lMocKonbKy MpMHUMN NPOEKTUPOBaHMS 3arofioBka naketa IPv6 3akntodaetcsa B MUHMMU3ALUM
N3OepXXeK 3arofioBka nNakeTa, HEKOTOpble HEKMYeBble MNOMAst M AOMNOMHUTENbHbIE MOMS
yAanstoTCA U3 3aronoBka nakeTa B paclUMPEHHbIA 3aronoBok naketa. MoaTomy, xoTa AnvHa
IPv6-agpeca B 4YeTblpe pasa npesbiwaeT anuHy IPv4agpeca, 3aronosok naketa IPv6 Bcero
BABoe Oonble 3aronoska naketa IPv4. 3aronoBok naketa |IPv6 pgenaet nepecbinky Ha
ycTponcTtBax 6Gonee addekTuBHOW. Hanpumep, npu OTCYTCTBUM KOHTPONbHOW CyMMbl B
3aronoBke naketa IPv6 yctponctsy IPv6 He Hy>xHO obpabaTtbiBaTh oparMmeHThl (pparmeHTaums
BbINONIHAETCH MHULNATOPOM).

AdpekTMBHAA nepapxuyeckas agpecaumsi U CTPYKTypa MapLupyTusauum

IPv6 ncnonb3yeT MexaHu3M KOHBEPreHUUn 1 onpeaensieT rmbkyo nepapxmyeckyro agpecaumio
N CTPYKTYpy Maplipytu3aumu. Heckonbko ceTelh Ha OOHOM YpOBHEe MNpeacTaBrieHbl B Buae
eaMHOro CeTeBOro npedukca Ha BOCXOASLLEM YCTPOMCTBE, YTO 3HAYMTENbHO COKpallaeT
KONMUYECTBO 3anuceil maplipyTusaumm, obCcnyMBaembliXx YCTPOMCTBOM, a Takke HaknagHble
pacxofbl Ha MapLUPyTM3aLMO U XpaHEHUE YCTPOMCTBA.

MpocToTta ynpaBneHus: Plug and Play (PnP)

MpoTtokon IPv6 npepoctaBnseT yHKUMM aBTOMATUYECKOro OBHApPY>XEHUS 1 aBTOMaTU4YECKON
HaCTPOVKMN ANS YNpOLWEeHWUs ynpaBneHuss M OBCnyXuBaHuUs ceTeBblX Y3roB. Hanpumep,
obHapyxeHune cocegen (ND), obHapyxenne MTU, obbseneHns mapwpyTtusatopa (RA),
3anpocbl mapwpyTtusdatopa (RS) u TexHonormn aBTomMaTUYECKOM HACTPOMKW NpenoCTaBrsioT
conyTtcTBytowme yenyrm ans PnP. B yactHocTn, IPV6 npeanaraet gBa Tuna aBToMaTUYECKOM
HaCTPOMKX: aBTOHACTpPOMKa C COXPaHEHMEM COCTOSAHMS U aBTOHACTponka 6e3 coxpaHeHus
coctosiHusa. B IPv4 npotokon amHamudeckon koHdurypauum xocta (DHCP) BbinonHsieT
aBTOMaTMYeCKYo HacTponky IP-agpeca xocTa 1 cBA3aHHbIX C HAM napameTpoB. IPv6 HacnenyeT
3Ty cnyxby aBTomMaTtuyeckon HacTponkum wu3 |IPv4 un HasbiBaeT ee aBTOHACTPOMKOW C
oTcnexuBaHnem coctosiHnsa (cm. DHCPvB). Kpome Toro, IPv6 Takke npegnaraeTt ycnyry
aBTOMaTM4eCKON HACTPOWKM 6e3 coxpaHeHUst COCTOSIHMSA. Mpyn aBTOMaTUYECKON HaAcTpolke 6e3
COXpaHEeHUs COCTOSIHUSA XOCT aBTOMAaTUYeCKU MoslyyaeT NoKanbHbIM agpec kaHana, npedukc
aZpeca nokanbHOro yCTponCcTBa M Apyrve CBA3aHHble KOHUrypaumm.

Be3onacHocTb

B kauyecTtBe gononHuTenbHOro npotokona pacwupenus IPv4 npotokon IPSec (Internet Protocol
Security) aBnaeTtca 4yactbto npotokona IPv6 ons obecneyeHnsa 6e3onacHocTn naketoB IPv6. B
HacTodwee Bpems npotokon |IPv6 comepxuT ABa MexaHu3ma: 3arofioBOK ayTeHTudukaumm
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(Authentication Header, AH) 1 nHkancynMpoBaHHas nonesHas Harpyska cucteMbl 6e3onacHoCcTu
(Encapsulated Security Payload, ESP). 3aronoBok ayteHTudukauum obecneynsaet
LEenoCTHOCTb AaHHbIX U ayTeHTuduumpyeT IP NCTOYHMKOB NakeToB, YTOObl rapaHTUpPOBaTh, YTO
nakeTbl NPOUCXOAAT OT Y3roB, OnpedeneHHbIX agpecamu McTovHuka. ESP obecneuvBaet
WwndppoBaHMe OaHHbIX AN peanu3aunm CKBO3HOro LWndypoBaHuUS.

YnyJyweHHasa nogaepxka QoS

HoBoe none B 3aronoBke naketa IPv6 onpegensietr cnocob vaeHtTudmkaumm n obpaboTkm
notokoB pAaHHbIX. [lone Flow Label B 3aronoeke naketa IPv6 wucnonb3yetca Aang
ayTeHTudmkaumm notoka AaHHbIX. Mcnonb3ys aTto none, IPv6 no3sonsieT nonb3oBaTensm
npegnaratb TpeboBaHWA K KavyecTBY CBA3W. YCTPOMCTBO MOXET uaeHTuduumpoBaTb BCe
nakeTbl, NpUHagnexawme onpegeneHHoOMy MOTOKY [OaHHbIX, Ha OCHOBE 3TOr0 MNond u
obpabaTbiBaTb 3TN NakeTbl B COOTBETCTBUMN C TpebOBaHMAMKM NOMNb30BaTeNS.

HoBbIn npoTokon Ana B3aMmMoaenucTBUA C COCEAHUM Y3IIOM

MpoTokon obHapyxeHua cocegHux ysnos IPv6 (NDP) ucnonb3yet ceputo nakeToB NpoToKona
coobueHnn ynpaesnerus VHtepHetom Bepcum 6 (ICMPV6) ana peanusauum MHTEPaAKTUBHOMO
ynpasrneHns cocegHnMn yanamm (yanamm no ogHomy kaHany). IPv6 ncnonbdyet NDP-nakeTsbl u
appekTmBHble ND-nakeTbl MHOroagpecHoOn/ogHOaApPECHOW PacCbIKM  BMECTO NaKeToB
obHapyxeHns MaplipyTmsatopa C MPOTOKOSIOM paspelleHuss aapecoB Ha  OCHOBe
LuMpokoBeLlaTenbHon paccbinkn (ARP) 1 npoTtokonom ynpaeneHus coobweHnamn sepcun 4
(ICMPv4).

PacwupsaemocTtb

Bnarogaps Bbicokon pacumpsieMocty pyHkummn IPv6 moryT 6biTb Ao6aBneHbl B pacLUMpeHHbIN
3arofioBoK nakeTta nocrie 3aronioska naketa IPv6. B otnunuune ot IPv4, 3aronosok naketa IPv6
MOXeT nogaepxusatb 6onee 40 6ant napameTtpoB. [ns naketa IPv6 anuHa paclumpeHHoro
3arofnioBka nakeTa orpaHM4yeHa ToSbKO MakcuMaribHbIM KONIM4eCTBOM BanT B nakeTe.

3.1.1.1. NMpoToKosnbl U CTaHAAPTbI

o RFC 4291 — apxuTtekTtypa agpecauum IP Bepcum 6.

o RFC 2460 — cneumndukaums HTEpPHeT-NpoTokona, Bepcus 6 (IPv6).

o RFC 4443 — npotokon ICMPv6 gns npotokona NHTepHeTa Bepcum 6 (IPv6).

e RFC 4861 — obHapyxeHue cocegen ans IP sepcum 6 (IPv6).

e RFC 4862 — aBTomaTu4deckas HacTpoika IPv6-agpeca 6e3 coxpaHeHUs1 COCTOSIHUS.
¢ RFC 5059 — uckntoveHune 3aronoBkoB mMmapLipyTtusaumm tmna 0 B IPV6.

3.2. MpumeHeHne

MpumeHeHune OnucaHue

Cesasb Ha ocHoBe agpecoB | [1ea K obmMeHMBaOTCA AaHHLIMW OPYT C OPYrOM C MOMOLLbIO
IPv6 agpecos IPv6

3.2.1. CBa3b Ha ocHoBe agpecoB IPv6

3.2.1.1. CueHapum

Kak nokasaHo Ha PucyHke 3-1, y3en 1 u y3en 2 obmMeHMBaOTCA OaHHbIMW ApPYyr C APYrOM C
nomoLubto agpecos IPV6.
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2000 : :2/64
LWno3 2000 :: 1

1000 : :1/64 m 2000 : :1/64 -

1000 : :2/64
o3 1000 : : 1

[

XocT 1

Xoct 2

PucyHok 3-1.

3.2.1.2. OnucaHue

XOCTbl MOTMyT MCMONb30BaTb PEXMM aBTOMaTMYEeCKOM HACTpPOWKM agpeca 0e3 coxpaHeHus
COCTOSIHUA N HasHaveHue agpeca no DHCPv6. MNocne HacTponkm agpecoB y3nbl MOryT
obmeHuBaTbCs AaHHBIMW APYr C APYroM C NoMoLlbto agpecos IPv6.

3.3. KnouyeBble 0COOEHHOCTU

3.3.1. O630p

PyHKLUMA

OnucaHue

dopwmaT agpeca IPv6

dopmart IPv6-agpeca genaet IPv6 6onee KpynHbIM agpecHbIM
npoctpaHcTBOM ©n  ©onee mmMbKMM  NpeacTaBUTENBCKAM
NoAXoA0M

Twun agpeca IPv6

IPv6 onpegenseT ceTeBble NPUMOXEHMS] HA OCHOBE afpecoB

dopmaT 3aronoBka nakerta

IPv6

IPv6 ynpowiaeT oMKCMPOBaHHbIE U pacCLUMPEHHbIE 3arofloBKU
nakeToB [Ans MOBbIWEHUs 3deKTnBHOCTN 0BpaboTkn wu
nepecbIfikv NakeToB AaHHbIX YCTPONCTBA

IPv6 PMTUD (Path MTU
Discovery)

XOCT guHaMmnyeckn obHapyXmBaeT n HacTpaneaeT pasmep MTU
Ha NyTW nepegayvv AaHHbIX, 9KOHOMSA pecypCbl MapLUpyTM3aTopa
1 noBbiwasn apdekTnBHOCTbL ceTn IPV6

OOHapyxeHue cocenemn

IPv6

OyHkumm  ND  BkmtovyaloT obHapykeHne MapLupyTusaTopa,
obOHapyxeHne npedgukcoB, obOHapyxeHMe napamMeTpoB,
aBTOHACTPOWKY agpeca, paspelweHve agpeca (Hanpumep,
ARP), onpegeneHvne cnepgyolwero nepexoda, obHapyxeHue
HegocTynHocTM cocegHero y3na (NUD), oGHapyxeHne
ayénupyowmxcs agpecos (DAD) n nepeHanpasneHune

MapLipyT uncrtodnuka |IPv6
(IPv6 Source Routing)

OTa (pyHKUMS UCNonb3yeTcsl AN yKa3aHUs NMPOMEXYTOYHbIX
y3MOB, 4epe3 KOTopble MakeT MpoxoauT MO NyTW K agpecy
HasHayeHuns. ATo aHanormdyHo onuusam |Pv4 loose source
routing u loose record routing

(@ arecy
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DPyHKUUA OnucaHue

OrpaHnyeHune ckopocTu | OTa dyHKUmMA npegoTBpalLaet DoS-aTaku
oTnpaBku cooblieHnn ob
owubkax ICMPv6

OrpaHuyeHve  nepexofa @ OTa yHKUMA NpenoTepallaeT 6ecnonesHyo 0aHoaapecHyHo
1Pv6 nepenady NakeToB Mo CEeTU U NOTepto NPOMYCKHOW CNOCOGHOCTH
ceTu

[Mpeobpa3soBaHune n3 | B pexvme ayTeHTU(DMKaumMM WNO3a yCTPOMUCTBO He nepegaet
otnpaskn naketoB NS B | nakeTbl NS B ceTu ayTeHTudmkauum VLAN
cetun ayTeHTMdumKaumm
VLAN

Wno3 no ymonyanumo B | LUN03 no ymonyaHuio HacTpoeH B UHTepdhence ynpaBneHus
nHTepderice yNpaBneHns | gnsi  cosgaHus Maplupyta Mo yMONYaHui  Ans 9Toro
nHTepdenca

3.3.2. ®opmaT agpeca IPv6

Agpec IPv6 npeactaeneH B dopmaTte XXXXXXX:X: XX, rae X — 370 4-3Ha4vHoe
LwecTHaguaTepuyHoe ymcno (16 6uTt). Kaxxgbin agpec coctomT u3 8 Lenbix yncen, scero 128 6ut
(kaxxgoe uenoe YNCno CoaepXuT 4 WwecTHaguaTepuyHbiX UMdpbl, a Kaxgas uudpa cogepxut
yeTblpe 6uTa). Hwke npmBegeHbl Tpu gonycTumblx agpeca IPve:

2001:ABCD:1234:5678:AAAA:BBBB:1200:2100
800:0:0:0:0:0:0:1
1080:0:0:0:8:800:200C:417A

OTu uenble yMcna SABnsTCA WecTHaguaTepmnyHbiMu, rage ot A go F o6osHadvaet ot 10 go 15.
Kaxxgoe uenoe uncno B agpece OOIMKHO ObiTb NpeacTaBreHo, 3a UCKITIOYEHNEM HyNEN B Havarne
Kaxkgoro uenoro uncna. Ecnn IPv6-agpec cooepXXuTt CTPOKy Hyrnen (kak nokasaHoO Ha BTOPOM U
TpeTbeM MpMMepax BbIlE), TO AN OTOOpaXKeHUs1 3TUX HYFEN MOXHO UCMONb30BaTb OBOWHOE
asoeTtoume (::). To ectb, 800:0:0:0:0:0:0:1 moxHo npeacTaBnTb kak 800::1.

[lBoeToume o3Ha4aeT, YTO STOT agpec MoXeT ObITb paclumMpeH 4o nonHoro 128-6utHoro agpeca.
Mpwn Takom nogxode, Tonbko ecnn 16-6uTHble Lenble yncna umetot Bce 0, MX MOXHO 3aMEHNTb
OBOMHbIM ABoeTouMeM. [1BOMHOE OBOETOYME MOXET UCMonb3oBaTbCa B IPv6-agpece TOSMbKO
enHOXabl.

B cmewaHHon cpege IPv4/IPv6 agpec umeeTt cmellaHHoe npeacrasneHve. B agpece IPv6 ons
npencraeneHus IPv4-agpeca MoXxHO ncnonb3opatb Miagwme 32 6uta. 3toTt agpec IPv6 moxeT
OblTb MpedcTaBneH B CMeLWaHHOM Buge, To ectb XXX X:X:X:d.d.dd, roe X — aTo0
LwecTHaguaTepmyHoe uernoe uucro, a d — 8-paspsgHoe gecsitudHoe 4ucno. Hanpumep,
0:0:0:0:0:0:192.168.20.1 gsnseTtca gonyctumbiM agpecoMm IPv6. Ero MOXHO cokpaTtutb [0
:2:192.168.20.1. TunnyHbIMKN NpUnoxeHusamn aenatoTcs agpeca IPv6, coBmectumble ¢ IPv4, n
agpeca IPv6, npussizaHHble Kk IPv4. Ecnn nepBbie 96-6uT nmetoT agpec 0 B IPv4-coBMeCTMMOM
IPv6-agpece, aTOT agpec MoxeT 6biTb npeacraeBneH kak ::A.B.C.D, Hanpumep ::1.1.1.1. B
HacTosilee BpeMsa agpeca, coBMecTumble ¢ IPv4, oTmeHeHbl. Agpeca IPv6, npuBsa3aHHble K
IPv4, npeactaBneHbl kak :FFFF:A.B.C.D gna npegcrtaeneHus agpecoB IPv4 B kadectBe
agpecoB IPv6. Hanpumep, agpec IPv4 1.1.1.1, conocTtaBneHHbln C agpecom |Pv6,
npeactaendetcs kak ;:FFFF:1.1.1.1.
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Mockonbky IPv6-agpec pasgeneH Ha [fgBe 4actu: npedukc noacetm v mnaeHTUukatop
nHTepdenca, oH MOXeT ObITb NpeACTaBneH B BUAE agpeca C AOMNOMHUTENbHBIM 3HAa4YEHNEM B
COOTBETCTBMM C METOAOM BbIAENEeHNs adpecoB, TakMM kak GecknaccoBas MeXOoMeHHas
mapwpyTtnsauus (CIDR). JononHutenbHoe 3HaveHue ykasblBaeT, CKONbKO BUTOB (npedmkca
noaceTn) B agpece COOTBETCTBYET CETEBOM YacTu. To ecTb, agpec yana IPv6 cogepxuT anuny
npedukca. AnuHa npedukca oTtaeneHa oT agpeca IPv6 koconm depTton. Hanpumep, B
12AB::CD30:0:0:0:0/60 anuHa npecpukca, ncnonb3yemoro ans mMapLipytusaumu, coctasnsieT
60 6uT.

3.3.2.1. CBsizaHHaA KOHdUrypauus
Hactpowka IPv6-agpeca.

e [lo ymonuaHuio B MHTEpdencax He HacTpoeH IPv6-agpec.
e BbinonHute komaHgy ipv6 address, 4tobbl HacTpouThb IPV6-agpec Ha uHTepdeiice.

o [locne HacTpOMKM XOCT MOXET OOMEHNBATBLCHA OAHHBIMU C APYIMMW MONb30BaTENSAMM,
ncnonb3ys HacTpoeHHbin IPv6-agpec Ha ocHoe DAD.

3.3.3. Tun appeca IPv6
RFC 4291 onpegensieT Tpy TMna agpecos |PV6:

e OpHoagpecHbin (Unicast) agpec: uaeHTudukatop ogHoro wuHtepdenca. [lakeTsl,
npegHasHavYeHHble Ans  OAHOAApPEeCcHOro agpeca, OTNpPaBNslTCA B MHTEPAENC,
yKasaHHbI Mo 3TOMY afpecy.

e Agpec MHoroagpecHon paccbinku (Multicast): naeHTudukaTop rpynnbsl MHTEpdENCoB
(MHTepdericbl 06bIYHO NpUHaANexaT pasHbiM y3nam). MakeTbl, NpeaHa3HavYeHHble Ans
MHOroagpecHoro agpeca, oTnpaBnsloTCA Ha BCe MHTEP(EenChbl, BKIIOYEHHbIE B 3TOT
agpec.

o Appec Anycast: naeHTndmkaTop rpynnel MHTEpdenca. lNakeTol, npegHas3HavYeHHbIe And
agpeca B nobom crnyvyae, oTNpaBAalTCA Ha OOUH UHTEpPMENC, BKITHOYEHHBIA B 3TOT
agpec (bnwkanwmnin nHTepdenc B COOTBETCTBUN C NPOTOKOSNIOM MapLUpyTu3auun).

NMPUMEYAHMUE: IPv6 He onpenensieT agpeca LWMPOKOBeLLaTENTbHOW PaCChISKM.
OTu Tpu TMNa agpecoB onucaHbl criegywmm obpasom:

e Unicast-agpeca

Unicast-agpeca genstcs Ha nsaTb TMNoB: unspecified agpec, loopback agpec, link-local agpec,
site-local agpec, and global unicast-agpec. B HacTosilee Bpems site-local-agpec oTmeHeH. 3a
ncknoveHmem unspecified, loopback wun link-local, Bce ocTanbHble agpeca dBnAATCA
rno6anbHbIMK Unicast-agpecamu.

¢ Unspecified (HeonpeneneHHbIN) agpec

Unspecified agpec 0:0:0:0:0:0:0:0, koTopbli 06bIMHO COKpalleH Ao ::. OH umeeT gee obwime
uenu:

1. Ecnwu npu 3anycke y3na He ykasaH unicast-agpec, OH UCMOoSb3yeT HeonpeaeneHHbIN
aZpec B KayecTBe MCXOOHOro agpeca Ansa otnpasku naketa RS anga nonyyeHuns
npeduKcHOM MHopMaLumm OT LW3a U, TakuM 00pa3oMm, reHepauum unicast-agpeca.

2. Ecnu gnga xocta HacTpoeH IPv6-agpec, ycTponcTBo onpeaenseT, KOHPNUKTyeT nu
agpec ¢ agpecamu gpyrmx XoCTOB B TOM e CerMeHTe CEeTU U UCMOoNb3yeT
HeonpeaeneHHbI aapec B Ka4eCcTBe MCXOOHOro agpeca Anst OTnpaBKku nakeTa
3anpoca cocegen (NS) (ananornyHo ARP-nakeTy).

e Loopback-agpec
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Anpec obpaTtHon cBsisu 0:0:0:0:0:0:0:1, koTopbI 0ObLIMHO cokpalleH Ao ::1. [MogoBbHo
IPv4-agpecy 127.0.0.1, Loopback-agpec 06bI4HO MCNONb3yeTCs Y3NoM AN OTNpaBKn NakeToB.

e Link-local agpec
dopmaT nokanbHoOro agpeca kaHana:

10 But 54 tuta 64 buta

1111 1110 10 0 HHTepdenc ID

PucyHok 3-2.

lNokanbHbIM agpec kaHana ucrnonb3yeTcss B OAHOM CeTeBOM KaHane Ans HasHadeHus
noeHTMdgukaTopoB xoctam. Agpec, maeHtuduumpyetca nepseiMm 10 Gutammn B npedmkce,
ABNAETCA JOKanbHLIM aApecoM KaHana. YCTPOMCTBO HUKOrga He nepecbiiaeT nakeTbl, B
KOTOPbIX agpec WCTOYHMKA WKW  Ha3HayYeHUs COOEpPXWUT JoKanbHbIN  agpec KaHana.
MpomexyTouHble 54 6uta B agpece saensawTca 0. lNMocnegHne 64 OGuTa npenctaBnsioT
naeHTUUKaTop MHTEpdeNca, KOTOPLI NO3BOMNSAET OAHOM CeTU NoaknoYaTh 2%4-1 yanos.

e Site-local agpec
dopmar site-local agpeca:

10 6ut 54 duta 64 buta
1111 1110 11 Subnet ID WHTepdenc ID
PucyHok 3-3.

Site-local agpec ncnonb3yeTca Ans nepegayn gaHHbIX B npedenax ceTn. YCTPOMCTBO HUKOrga
He nepecbifiaeT NakeTbl, B KOTOPbIX aApec MCTOYHUKA UIM Ha3HauYeHus cogepxuT site-local. To
€CTb, 3TW NakeTbl MOryT ObITb NepeagpecoBaHbl ToNbKO BHyTpM LAN. Takme agpeca aHanornyHbl
yacTHbIM agpecam |IPv4, takum kak 192.168.0.0/16. RFC 3879 otmeHnun site-local agpeca.
HoBble agpeca He noggepxuBatoT nepeble 10 OMT B KadecTBe npedumkca U CUMTAKOTCS
rnobanbHbIMM oAHOadpecHbiMM agpecamu. CyulecTBylowmMe agpeca MOryT npogoskaTb
ncnosb3oBaTh ATOT NpeguKc.

e [nobanbHbIN Unicast agpec
dopmat rnmobanbHoro unicast agpeca:

n 6ut m But 128- n- m- 6ut
Global Routing Prefix Subnet ID WHTepdeiic ID
PucyHok 3-4.

Cpeaw rmobanbHbIx unicast agpecos cywecTtsyeT Tvn IPv4-BCcTpoeHHbIX agpecos IPv6, Bkntoyas
IPv4-coBmecTumMble agpeca IPv6 u IPv4-conoctaBneHHble agpeca IPv6. OHu ncnonb3yotes ans
coeauHeHnsa mexay yanamu IPv4 n yanamu IPV6.
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®opmart IPv6-agpeca, coBmecTtumoro ¢ IPv4, cnegytowmit:

80 bur 16 but 32 buta
0000.....cccc.ceeeennnn. 0000 0000 IPv4-anpec
PucyHok 3-5.

dopmart IPv6-agpeca, conoctasneHHoro ¢ IPv4, cnenyowmi:

80 but 16 6ut 32 buta
0000......cccoeeeii, 0000 FFFF IPv4-appec
PucyHok 3-6.

IPv6-agpeca, coBmectumble ¢ IPv4, B OCHOBHOM MCMNONb3YOTCH B aBTOMATUYECKUX TYHHENSX.
Y3nbl B aBTOMaTUYECKNX TYHHENAX nogaepxmeatoT kak IPv4, Tak n IPv6. icnonb3ya atn agpeca,
yctponctBa IPv4 nepegaiot naketol |IPv6 yepes TyHHenu. B HacToswee Bpemsa agpeca IPv6,
coBmecTuMble ¢ IPv4, oTMeHeHbl. IPv6-agpeca, conoctaBneHHble ¢ IPv4, ncnonbayrotcd yanamu
IPv6 ansa goctyna k Tonbko IPv4 yanam. Hanpumep, ecnv npunoxexuve IPv6 Ha xocte IPv4/IPv6
3anpawmBaeT paspelleHMe Ha MMSA xocTa ToNnbko ans IPv4, cepBep UMeH AuHaMWyecku
reHepupyet agpec IPv6, npuesasaHHbii K IPv4, n Bo3BpalLaeT ero npunoxexuto IPv6.

e Apgpeca multicast
dopmaTt multicast-agpeca IPv6:

| 8 [4]4] 112 bits |

 — S +
11111111 flgs|scop| group ID |

 — S +

MepBLI 6ANT B agpece — BCe eAnHULbI, NpeacTaBndaowwmne agpec multicast.

e [lone dnara

lMone dhnara cocTonT N3 YeTbipex OUToB. B HacTosLWwee BpemMs Yka3biBaeTCS TONIbKO YETBEPThIN
OuT, yKasbiBalOWMN, SBNAETCA NU 3TOT agpec M3BeCTHbIM agpecoMm multicast paccbinku,
Ha3Ha4eHHbIM opraHoM |IANA (Internet Assigned Numbers Authority), nnn BpemeHHsIM agpecom
MHOroaZpeCHOM pacchifiki B onpegeneHHoM cueHapuun. Ecnu dnar nmeet 3HayeHne 0, aToT
agpec sIBMsieTCA M3BECTHbIM agpecom multicast. Ecnn donar umeet 3HaveHne 1, 3TOT agpec
SIBNSieTCA BpeMeHHbIM agpecom multicast paccbinku. OctanbHele Tpy dnara 3ape3epBnpoBaHbl
Ansa ncnonb3oBaHusa B byayLiem.

¢ OOnactu

Mone SCOPE cocTtonT u3 YyeTbipex GUTOB, yKasbiBalowmx Anana3oH multicast nepegaun. To
eCTb, rpynna multicast paccbinkvm BKMOYAET NOKanbHbIA y3en, foKarbHbIA KaHar, JTOKambHbIN
y3en v nobon y3en B rnobansHon agpecHon obnactu IPv6.

e [lone nageHtudukaTopa rpynnol
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NaoeHtudmkaTtop rpynnbl coctouT ua 112 6ut ans ngeHtudmkaumm rpynnesl multicast paccbinku.
MpoeHTudmkatop multicast paccbifikm MOXeT NpeAcTaBnaTb pasfnuuyHbie rpynnbl Ha OCHOBE
nonen dnara u obnacTtu oencTBuS.

Apnpeca mHoroagpecHou paccbinku IPve nmetot npedumke FF00::/8. OanH agpec MHoroagpecHom
paccbinkn IPv6 06blMHO naeHTMduumpyeT nHTepdencbl Ha HECKONbKMX pasHbix y3anax. MNocne
OTNpaBKM NakeTa Ha agpec multicast paccbinkvu NakeT nepeckbiiaeTca Ha NHTepPenChl Kaxaoro
y3na, ykasaHHOro no atomy agpecy multicast paccbeinku. Onga yana (xocta unu yctpomcTea)
Heobxoaumo [obaBuTh criegytowme agpeca multicast paccbinku:

1. multicast agpec ons Bcex y3rnoB foKanbHOro kaHana, 1o ectb FF02::1.

2. Aapec multicast paccbiniku y3na, npeaBapuTenibHO UCNPaBAeHHbIN C
FF02:0:0:0:0:1:FF00:0000/104.

Ecnu y3en asnsieTcsa yCTPOMCTBOM, OH Takke JormkeH bbiTb AobaBneH k multicast agpecam Bcex
YCTPOWCTB B NIOKaNbHOM kaHane, To ectb, FF02::2.

Agpec multicast paccbinku ans 3anpawmBaeMblX Y3roB COOTBETCTBYET ajgpecy unicast.
Heobxogumo p[obaButb cCoOOTBETCTBYHOWMI agpec multicast paccbuikm  gns  Kaxgoro
HacTpoeHHOro agpeca unicast. Agpec multicast paccbuikym [ns  3anpalinBaembiX Y3SoB
npedukca FF02:0:0:0:0:1:FF00:0000/104. OcTanbHble 24 6UT COCTOAT U3 HAUMEHEE 3HAYNMbIX
24 6ut unicast. Hanpumep, ecnn agpec unicast paccbinkun FE80::2AA:FF:FE21:1234, agpec
multicast paccbinku 3anpawmneaemblx y3nos FF02::1:FF21:1234.

Apgpec multicast paccbinkm gnsa sanpalimBaembiX y3rnoB 00blMHO ucnonb3yetcd B naketax NS.
dopmaT agpeca:

Apnpeca IPv6 unicast u anycast

Prefix Wutepaeiic ID
|
- . : 24 buta |
CooteetcTByOWMA multicast-agpec 3anpalliMBaeMblX Y3N0B & - -----=---------- »i
A 4 A 4
FF02 0 1 FF Lower 24
PucyHok 3-7.

Anpeca anycast

MNopo6bHO MHOroagpecHbIM agpecam, agpec anycast Takke MOXeT COBMECTHO UCNOSb30BaThbCA
HeCKONbkUMK y3namn. PasHuua 3akniovaeTcs B TOM, YTO TONbKO OAMH y3ern B agpece anycast
nonyyaeTt nakeTbl AaHHbIX, @ BCE Yy3Mbl, BKMOYEHHblE B agpec MHOroaapecHOW pacChIfKy,
nony4yaroT nakeTbl AaHHbIX. [ockonbKy agpeca B ntobom opmaTe BblAenaTca A8 06bIYHOMO
oAHoagpecHoro npocTpaHcTea IPv6, oHM MMeloT oguHakoBble dhopmaTbl C O4HOAOPECHbIMMU
agpecamu. Kaxgpin ydacTHUK B nobom agpece OOMmkeH ObiTb HACTPOEH SIBHbIM obpasom ans
obneryeHus pacnosHaBaHud. Agpeca Anycast MOryT OblTb Ha3Ha4YeHbl TONIbKO YCTPOMCTBAM U
He MOTyT UCMOMb30BaTbCA B KAYE€CTBE apeCcoB MCTOYHMKA NAKETOB.

RFC 2373 nepeonpegensiet agpec B nobOM crnyyae, HasblBaEMbIi agpecoM MoAcCeTU
MapLpytusatopa. PucyHok 3-8 nokasbiBaeT dopmaT agpeca anycast-router. Takon agpec
cocTtouT 13 npedukca noaceti n cepun 0 (MO nHtepdenca).

Mpedukc noaceTv onpeaensieT ykasaHHYH CCbINKy (noaceTb). MakeTbl, npegHa3HavYeHHble Ans
agpeca anycast mapwpyTtusaTopa nogcetu, 6yayT nepecbinatbCA Ha YCTPOWCTBO B 3TOW
noacetn. Agpec anycast mapwpyTmusaTtopa 06blMHO UCMOMb3YEeTCA NPUNOXEHNEM Ha y3ne Ans
CBSI3U C YCTPOMCTBOM B yaarneHHOu noaceTu.
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dopmar anycast-agpeca nogceT mapLipyTusaropa
) n euTt v 128-n but R
Subnet Prefix <+ -1--» 0000..0000
PucyHok 3-8.

3.3.3.1. CBs3zaHHaA KOHUrypauus
Hactpowka IPv6-agpeca.

e [lo ymonuaHuio B MHTEpdencax He HacTpoeH IPv6-agpec.

e BruinonHute komangy ipv6 address, 4Tobbl HacTpouTb unicast agpec IPv6 n agpec
uHTepdenca B nobom cnyyae.

e [locne Toro, kKak MHTEPENC BKIOYUTCH, OH aBTOMATUYMECKUM MPUCOEONHUTCA K
COOTBeTCTBYIOLLEN rpynne multicast.

3.3.4. ®opmarT 3aronoBka naketa IPv6

PucyHok 3-9 nokasbiBaeT chopmaT 3arosioBka naketa IPv6.

-
Bepcus Knacc Tpaduka | MeTka notoka
[invHa NonesHom Harpysku | Crneayowmii 3aroroBok I OrpaHuyeHne nepexonos
s
s
| 7z
rd
s
,/
— L ALpec NCToYHMKA —
rd
- L7 40 okTeToB
s
'
rd
rd
s
rd
e
e
//
— e ALpec HasHa4yeHua —
//
s _
7
rd
I

CneayoLmMi 3aronoBok

" MepemeHHas
HopMaLMA O 3arofloBKE paclUMpeHmns AAMHa
YacTb AaHHbIX
P 32 outa _
PucyHok 3-9.
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3aronoeok naketa IPv4 coctonT 13 Yyethbipex 6anTt. 3aronosok naketa IPv6 coctont ns 40 6ant
o6beanHeHHbIX No BoceMb 6anT. 3aronoBok naketa IPv6 coaepxuT cneayowme nons:

o Bepcunsa
9710 none coctount n3 4 6ut. B agpece IPv6 aTo none A0MKHO ObiTh 6.

o Knacc Tpaduka
OT1o0 none coctouT M3 8 6uT. B aTOM none ykasbiBaeTca cnyxba, npegocraBnsieMas 3TmM
nakeTom, kak n B none TOS B agpece IPv4.

e MeTka noToka

3710 none coctout 13 20 6GUT and I/ID,eHTI/ICbI/IKaLl,MM nakeToB, NpuHaanexawmx ogHomMmy n Tomy
Xe MNOTOKY YycCnyr. OauvH y3en MOXeT BbICTynatb B Ka4deCTtBe WCTOYHMKa nepepadvn ans
HECKOJTIbKMX MNOTOKOB O6CJ'Iy)KVIBaHVIF|. MeTka noToka u agpec WCTOYHMKaA OOHO3HA4YHO
I/Iﬂ,eHTI/ICbI/ILLI/IpyI'OT OWNH MOTOK O6CJ'Iy)KI/IBaHI/IFI.

o [InnHa NonesHom Harpysku

OT0 none cocTouT U3 16 61T, BKMOYas ANUHY NOMNE3HOM Harpy3kun nakeTa un AfvHY pacluMpeHHbIX
napameTpoB IPv6 (ecnu goctynHo). To ecTb, OH BKMNtoYaeT AnnHy nakeTa IPv6, kpome 3aronoBka
naketa IPv6.

o Cnepyowwmin 3aronoBokK

B aToM none ykasbiBaeTCs TMN NPOTOKOSIA B MOSe 3arofioBka nocne 3aronoska naketa IPv6. Kak
n B none Protocol (Mpotokon) B 3aronoBke IPv4-agpeca, none Next Header (Cneaytowmi
3arofiloBOK) MCNONb3yeTCH A8 yKasdaHUs Toro, UCNonb3yeT N BepxHuin cnomn npotokon TCP nnn
UDP. OH Takke MOXeT UCnosib30BaTbhCH AN YKa3aHUs Hannuus 3aronoska pacwmperus IPv6.

o  OrpaHunyeHune nepexogos (Hop Limit)
910 none coctout 13 8 6ut. lMNpn Kaxgon nepecbiiaeMon YCTPONCTBOM MakeTHOW nepefave
3HayeHne nonga ymeHbllaeTtcs Ha 1. Ecnu 3HaveHue nonga gocturaet 0, 3TO0T naket OygeTt
yoaneH. 31o noxoxe Ha none Lifetime B 3aronoeke naketa IPv4.,

e Agpec UCTOYHMKA
9710 none coctout n3 128 6UT 1 ykasbiBaeT agpec oTnpasnTens B nakete IPv6.

e Appec HasHayeHusi
9710 none coctount n3 128 6uT N ykasbiBaeT agpec nonyyarens B nakete IPve6.

B HacTtosiwee Bpems IPv6 onpegenseT cnegyrowme 3arofioBK1 pacLUMPEHNIA;
o [lapameTtpbl nepexoga (Hop-By-Hop)

OTOT 3arofnoBOK pacLUMPEHUs OOSMKEH CreaoBaTth 3a 3arofioBkom naketa IPv6. OH coctouT 13
AaHHbIX NapameTpoB, KOTOPble HEOOXOAMMO NPOBEPUTL Ha KaXXaAoM y3rne no nyTu.

e [MapameTpbl MapLIpyTU3aUum (3aronoBok MapLipyTusauum Tuna 0)

OTOT 3arofloBOK BHYTPEHHEro HOMepa yKasblBaeT y3rbl, Yepe3 KOTopble nakeT npoxoauTt OT
NCXOAHOro agpeca Ao agpeca HasHaveHus. OH COCTOUT U3 agpecHoro Cnmncka y3nos passerby.
HavanbHbIn agpec HasHavyeHna B 3arofioBke naketa IPv6 — 370 nepBbIn agpec cpeaum agpecos
B 3arofioBke MapLlpyTu3aumu, HO He KOHeYHbI agpec HasHavyeHusa naketa. [locne Toro, kak
y3er, COOTBETCTBYIOLMUN agpecy Has3HadyeHUsa B 3arorioBke naketa IPv6, nony4aeTt nakeT, OH
obpabaTbiBaeT 3aronioBoK naketa IPv6 1 3aronoBok mapLupyTuM3auum n oTnpasBnsieT nakeT Ha
BTOPOW agpec, TpeTun agpec, u Tak ganee B CN1CKe 3arofioBKOB MapLupyTusaumm 4o Tex nop,
MoKa nakeT He AOCTUrHET KOHEYHOro agpeca HasHavYeHus.

o  ®parmMeHT

NcxogHbin y3en ncnonb3yeT 3TOT 3arofloBOK pacluMpeHus Ans parmeHTaumm nakeToB, AnvHa
koTopbIx npesbiwaeT MTU nytu (PMTU).
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e [lapameTpbl HA3HA4YeHUS

OTOT 3arofloBOK paclUMpeHust 3aMeHsaeT nonst napameTtpos IPv4. B HacToswee Bpems none
napameTpbl Ha3Ha4YeHUst MOXeT ObiTb 3anOfHEHO TOMbKO LEeMbIM YMCIOM, KpaTHbiM 64 6uT
(Bocemb 6anT), ecnm 3TO HeobXoAMMO. JTOT 3arofloBOK BHYTPEHHEro HOMepa MOXeT
ncnonb3oBaThCa ANA nepeaayn nHopmauumn, KOTopyro ByaeT NPoBEPSATL y3er Ha3HaYeHNs.

e  BepxHuin cnon 3aronoeka

OTOT 3arofloBOK paclUMpeHusi yKasblBaeT Ha MPOTOKOS, UCMOMb3yeMbli Ha BEPXHEM YpPOBHE,
Hanpumep, TCP (6) n UDP (17).

Ewe aBa 3aronoeka pacwmpenns AH n ESP 6yayT onucaHbl B pasgene Hacmpotika IPSec.

3.3.5. IPv6 PMTUD (Path MTU Discovery)

Mopo6Ho obHapyxenunto MTU nyTtu IPv4 (PMTUD), IPv6 PMTUD nossonseT XocTy AMHaMUYeCK/
obHapyxuBaTb U perynupoaTb paamep MTU Ha nyTn nepegayum gaHHbix. Ecnv gnvHa naketa
OaHHbIX, KOTOPbIV A0MMKEH ObITb OTNPaBneH XoCcToM, npesbiwaetT PMTU, y3en camocToATENBHO
BbINOMHSAET doparMeHTaumio nakeToB. Takum obpasom, yCTponcTBy IPv6 He HyXXHO BbINONHATL
dparMeHTaumo, 3KOHOMUTb PECYPCbI YCTPOMCTB M NOBbIWATL 3QHEKTUBHOCTL ceTh IPV6.

MTU1500 MTU1480 MTU1400

Maket 1500 Gant

v

MakeT ICMPV6 cogepxuT CrMLLKOM
MHoro 6anTos, mapLupyt MTU1480

A

Maket 1480 Gant

v

Maket ICMPV6 cogepXuT CrMLKOM
MHoro 6anTtos, mapwpyt MTU1400

A

MakeT 1400 6anT

v

PucyHok 3-10.

Kak nokasaHo Ha PucyHke 3-10, ecnv gnvHa nakeTta, KOTOpbI JOSMKEH OblTb OTNPaBeH XOCTOM,
npesbiwaeT MTU, mapwpyTtusaTop otbpacbiBaeT 3TOT NakeT M OTNPaBNSET HA XOCT coobLLeHne
ICMPv6 Packet Too Big, cogepxawee PMTU. NMocne atoro xocT dparMeHTMpyeT nakeT Ha
ocHoBe HoBoro PMTU. Takum o6pasom, MaplipyTnsatopy He HYXHO BbIMOJHATb
dparmMeHTaunio, 3T0 SKOHOMUT PECYPChl MapLLpyTM3aTopa 1 nosblwaTe 3GEKTUBHOCTL CETU
IPV6.

3.3.5.1. CBaA3aHHaA KOHdUrypauus
HacTtpoika MTU IPv6 nntepderica
e [lo ymonyaHuio MTU IPv6 coctasnseT 1500 Ha uHTepdeice Ethernet.
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e UYr0oObl yMeHbWUTb TpaduK, BbI3BAHHbLIN OTOPAKOBKOWM MNakeToB, Heobxooumo
YCTaHOBUTbL NpaBusibHoe 3HayveHune MTU B COOTBETCTBUM C PaKTUHECKOW CEeTeBOW
cpenown. BeinonHute komaHgy ipvé mtu, 4tobbl namennts MTU IPV6-uHTepdeiica.

3.3.6. ObHapyxeHue coceneu IPv6

Mpotokon NDP saBngeTcsas OCHOBHOW 4acTbio npoTokona IPv6. Ero OCHOBHblE dyHKUUK
BKMOYaloT obOHapyxeHue maplupyTM3aTopa, OOHapyxeHue npeduKkcoB, OOBHapyXeHune
napamMeTpoB, aBTOHACTPOWKY ajpeca, paspelueHue agpeca (Hanpumep, ARP), onpeaeneHne
cnegyouwero nepexoga, NUD, DAD u nepeHanpasnenve. NDP onpegenseT nsaTb nakeTos
ICMP: RS (tun ICMP: 133), RA (tun ICMP: 134), NS (aHanorn4yHo 3anpocy ARP, tun ICMP:
135), NA (aHanornyHo oteeTy ARP, Tuny ICMP: 136), ICMP Redirect (tun ICMP: 137).

Bce BbilwenepeuncneHHole naketbl ICMP nmelT OaHy Uiy HECKOSMbKo onuuin. B HekoTopbIx
cnyyasx 3Tm onuuu ABNATCA HeobA3aTeNbHbIMW, HO B OPYrMX Criyvasx OHWU SABMATCA
cywlectBeHHbIMU. B ocHoBHOM NDP onpegensiet nate onuuin: MNMapameTp agpeca UCXOQHOro
ypoBHS cBA3KW, Type=1; napameTp agpeca UEeneBoro YpOBHA CBA3W, Type=2; napameTp
uHdopmaumm npedmnkca, Type=3; napameTp 3arofioBka nepeHanpasnexus, Type=4; MTU
Option, Type=5.

Pa3pelueHue agpecoB

Korga ysen nbiTaeTcsa yCTaHOBUTb CBSA3b C APYIMM Y3NOM, y3en OOSPKeH Mony4vuTb agpec 2
YypOBHS y3na, otnpasue eMy nakeT NS. B aTom nakeTe agpecom HasHauyeHus saBnsieTca agpec
MHOroaapecHON pacchbifiku y3na, CooTBeTCTBYOWMI IPV6-agpecy yana HasHavyeHus. 3TOT nakeT
TaKKke CoOOepPXUT agpec YpPOBHA kaHana ucxogHoro ysna. Nocne nonyyveHust atoro naketa NS
KOHLIeBOW y3en nosiydaeT OTBeTHbI nakeT NA, B KOTOPOM agpecoM HasHayeHus sBnseTcs
ncxogHbln agpec naketa NS, To ecTb agpec ypoBHS KaHana 3anpawmBaemoro yana. llocne
nonyyeHms atoro naketa NA ucxogHbI y3en MoOXeT obMeHMBaTbCA AaHHbIMU C Y3rOM
Ha3HayeHus.

PucyHok 3-11 nokasblBaeT NpoLecc paspeLlleHns agpecos.

O6HapyxeHue cocenen IPv6 (naket neighbor solicitation)
A B

] ]

lcmp6 Type=135
Scr=A
Dst=B'’s Solicited-node Multicast
Data=A’s Link-layer Address

v

Query=What is B’s link-layer address? lcmp6 Type=136
P Scr=B
N Dst=A

Data=B’s Link-layer Address

A B Tenepk rotoBbl K 06MEHY AaHHBIMM.

A
v

PucyHok 3-11.
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NUD

Ecnn Bpemsa gocTtynHoOCTM coceda MCTekno, HO TpebyeTcsi oTnpaBuTb unicast naket IPv6,
yCTpOMCTBO BbinonHaeT NUD.

Mpw BbinoniHeHMn NUD ycTporCcTBO MOXET NPOoAoImKaTh nepeckbinaTtb nakeTobl IPV6 coceny.
DAD

UTtoObl y3HaTb, YHMKaneH nu agpec IPv6, HacTpoeHHbI AnA XOcCTa, YCTPOWCTBO [AOSMKHO
BbinonHnte DAD, otnpaBuB nakeT NS, B koTopoMm wucxoaHbln agpec IPv6 gaeBnsieTcs
HeonpeaeneHHbIM.

Ecnun yctponctBo oGHapyXuBaeT KOH(IWKT agpecoB, ANs 3TOro agpeca ycTaHaBnvMBaeTcs
COCTOsIHMEe OybnupoBaHud, 4TOOblI YCTPOMCTBO He nosydano naketbl IPv6 ¢ Takum agpecom
Ha3Ha4yeHus. B To e Bpems YCTPOMCTBO Takke 3anyckaeT TanMMmep Ansa atoro gybnupyrolero
agpeca, 4tobbl nepuognveckn BbinonHATb DAD. Ecnn npy nNoBTOPHOM OBHapy»XeHuu
KOH(pNuKTa agpecoB He 0BHaPYXEHO, 3TOT agpec MOXKHO UCMOMb30BaTb.

MapwpyTusartop, lNpecukc n O6Hapyx eHue napameTpoB
YCTpOnCTBO Nepmnognveckn otnpasnseT naketel RA BceM nokasnbHbIM y3ram KaHana.
PucyHok 3-12 nokasbiBaeT npouecc oTnpaBku naketa RA.

O6HapyxeHue cocegen IPv6 (naket router advertisement)
A B

CoobuyeHune

router advertisement (RA)

[
>

lcmp6 Type=134

Scr=Link Local Address of Router

Dst=Multicast Link Local Address of All Nodes FFO02 : : 1

Data=Including Options, Router Life Span, Address Prefix List and some
Other Information for Automatic Configuration of Hosts

PucyHok 3-12.
MakeT RA 00ObIl4HO COOQEPXUT CcrieaytoLee CooepXMmMoe:

e  OawnH nnn Heckonbko NpedukcoB IPv6-agpecoB (Mcnonb3yeTcd aAng onpeneneHns no
KaHany nnm aBTomaTU4eCKon HacTporkn agpeca 6e3 coXxpaHeHUs1 COCTOSHUS).

e [lenctButenbHOCTb Npedmkca agpeca IPv6.

e MeTog aBTOMATUYECKOW HACTPOMKM XOCTa (C COXpaHEHMEM COoCTosaAHMs unn 6e3
COXpPaHEHUs COCTOAHMS).

e WHdopmaumsa o6 ycTponcTBe No ymonyaHuio (Hes3aBMCUMO OT Toro, paboTaet nuv
YCTPOMCTBO MO YMOSYaHWIo; ecrniv Aia, TO Takke BKNoYaeTca nHTepsan ans 4encTeum B
KayecTBe yCTPOMCTBA NO YMOJTYaHMIO).

e [lpyrag wuHdopmauus, npepocTaBndemas And KoHdurypauum xocTta, Hanpumep,
orpaHuyeHne nepexonoe, MTU u nHTepean noetopHon nepegaym NS.
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MakeTbl RA Takke MOryT MCNOMNb30BaTbCA B Ka4ecTBe OTBETOB Ha nakeTbl RS, oTnpaBneHHble
xoctoM. C nomouwblo naketoB RS XoCT MoXeT nonyyntb aBTOMAaTUYECKM HACTPOEHHYHO
MHpopMaumio cpasy nocrne 3anycka, a He xgaTtb, noka RA-naketbl GygyT oTnpasneHbl
yCTponCTBOM. ECcnun Anga BHOBb 3anyLLEeHHOro XOCTa He HACTpPoeH unicast agpec, To B KadyecTse
ucxogHoro agpeca B nakete RS xocT BkntovyaeT HeonpegeneHHeln agpec (0:0:0:0:0:0:0:0). B
NPOTUBHOM Cfyyae XOCT UCNOMb3yeT HAaCTPOEHHbIM unicast agpec B KayecTBe MCXOOHOMO U
multicast agpeca Bcex NnokanbHbIX YCTPONCTB MapuwpyTtusauum (FF02::2) B kavyecTBe agpeca
HasHayeHuns B nakete RS. B kayectBe oTBeTa Ha nakeT RS nakeT RA wucnonb3ayeT agpec
NUcToYHUKa naketa RS B kayecTBe agpeca HasHaveHus (ecnv agpec UCTOYHMKA He yKasaH, OH
ncnonb3yeTt agpec MHOroagpecHoOM paccehIfku Bcex fokanbHbIxX y3nos (FF02::1).

B nakete RA MoxHO HaCTpOuUTb cnenywme napameTpbl:

e RA-uHTepBan: uHTepBarn oTrnpaBku naketa RA.

e RA-cpok crnyx6bl: CpoK crny0bl MapLLpyTU3aTopa, TO €CTb, AENCTBYET NN YCTPONUCTBO
B KayecTBe MapLupyTu3aTopa no yMOnyaHuIo Ha NloKkarnbHOM KaHarne, a Takke MHTepBsar
BbIMNONHEHNS (DYHKLMIA MapLUpyTM3aTopa No YMOMYaHuIo.

o [pedwmkc: npedukc agpeca IPv6 B nokanbHou ccbiike. OH uMcnonb3yetca Ans
aBTOMaTM4ecKoro onpegeneHnsa agpeca B pexume on-link unv aBTOMaTU4eCckomn
HacTpovikn agpeca ©e3 coxpaHeHWs COCTOSIHUA, BKMOYas Apyrve KoHdurypaumm
napamMmeTpoB, CBA3aHHblE C NPEedUNKCOM.

e WHTepBan NS: nHtepsan noBTopHOM nepedayun naketoB NS.
o Bpema oxugaHua: nepuod, Korga YCTPOWMCTBO paccMaTpuBaeT COCEOHWUA  y3en,

AOCTYNHOro nocrie obHapyXeHus cobbITUS NOATBEPXKAEHUSI OOCTYNHOCTU COCEOHEro
y3na.

o  RA-hoplimit: numuT naketa RA, ncnonb3ayembin 4151 yCTaHOBKW OrpaHMyeHns nepexoqa
X0ocTa ANnsa oTrnpaBku 0QHOAAPECHOro nakeTa.

e RA-mtu: MTU naketa RA.

e Managed-config-flag: nony4aeTt nu xocT 3T0T NakeT RA agpec yepes3 aBTOHACTPONKY C
OTCNEeXMBaAHNEM COCTOSAHMS.

e  Other-config-flag: ncnoneayet nu xoct, nonydarowmn 31oT naket RA DHCPv6 ans
nony4veHus apyron nHdopmaumm, kpome IPv6-agpeca ans aBTomatuyeckon HaCTPOMKU.

HacTponTe ykasaHHble Bbille NapamMeTpbl NPy HAacCTponke atpmbyToB nHtepderica IPv6.

lMNepeHanpaBneHue

Ecnn mapwpyTtumsaTtop, nonydatowmi naket |IPv6, Haxoant 6onee adhdekTMBHBIN cnegyowwmi
nepexog (next hop), oH otnpaenseT naket ICMP Redirect, ytobbl coobwmnTb y3ny o Gonee
yaayHbIX nocriegylowmnx nepexogax. XocT OygeT Hanpsmyk oTnpaensaTe naket |IPv6 B
cnegyowmn pas Ha 6onee ny4ywnm nepexoq.

MakcnmanbHoe KonmMyecTBO HepaspeLleHHbIx 3anmcen ND

e MoXHO HacTpoUTb MakcuUMasrbHOE KONMYECTBO HepaspelleHHbIX 3anmncen ND, uTobbl
npegoTeBpaTUTb co3daHne HepaspelleHHblx 3anucen ND B ceTeBbiXx cerMeHTax
3M0YMBbILLIIEHHUKOM, 3aHUMaOLLMM N30bITOYHOE NPOCTPAHCTBO NaMATH.

MakcmmanbHoe KonmMyecTBO 3anmcen obyveHnsa coceagen B HTepaerice

e Bbl MOXeTe HacTpOUTb MaKCUMMarbHOE KONMMYeCTBO 3anucen obyyeHuss cocepden Ha
nHTepdence, 4TobbI NPeOTBPATUTL NONagaHne aTak coceaHux yanos Ha ND 3anucu n
NPOCTPaHCTBO MaMATU YCTPOMCTBA W MOBMAUATL Ha 3(PEMEKTUBHOCTL NEPECHITKN
YCTPOWCTBA.
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3.3.6.1. CBsAzaHHaA KOHdUrypauusa

BkritoueHue nepeHanpasneHus IPv6

Mo ymonuaHuto naketbl nepeHanpasneHns ICMPv6 moryT 6GbiTb OTnpaBneHbl Ha
nHTepdenceol IPv6.

BbinonHuTe komaHgy no ipv6 redirects B pexume koHUrypaumm nHtepdenca, 4toobl
3anpeTuTb MHTEepdency oTnpaenaTe naketol Redirect.

Hactpowka IPv6 DAD

Mo ymonyaHuio nHTepdenc otnpaenseT ogmH naket NS ans seinonHeHus IPve DAD.

3anyctute komaHgy ipve nd dad attempts value B pexume KoHUrypaumm
nHTepdenca, 4Tobbl HacTpouTb Konm4vecTBo naketoB NS, nocnegoBaTenbHO
otnpasneHHbix DAD. 3HayeHne 0 ykasbiBaeT Ha oTkntoveHne DAD gns agpecos IPv6
Ha 3TOM NHTepdelnce.

BbinonHute komaHay no ipv6 nd dad attempts, 4Tobbl BOCCTAHOBUTL KOHGUIypaLmio
Nno yMOJS4aHuto.

Mo ymonuyanuio ycTtponcteso BbinonHaeT DAD no gybnupyowmmes agpecam IPv6
Kaxkgble 60 cekyHq,.

BeinonHute komaHgy ipv6 nd dad retry value B pexume rnobanbHON KOHbUrypauum,
4yT06bI HacTponTb UHTepBan DAD. 3HayeHne 0 ykasbiBaeT Ha oTkntodeHne DAD ans
YCTPOWCTBA.

BeinonHute komangy no ipvé nd dad retry, 4tobbl BOCCTaHOBUTbL KOH(pMrypauuio no
YMOSYaHMIO.

HacTtpowka JoCTynHOro BpemeHun cocegHero yana

Mo ymonuaHuio anga cocegHero yana IPv6 yctaHoBneHo 3HadeHne 30 cekyHa.

BbinonHute komanay ipv6 nd reachable-time milliseconds B pexvme koHpUrypaumm
UHTepdeiica, YToGbl M3MEHUTL BPEMS], B TEYEHME KOTOPOro MOXHO AOCTUYb coceaa.

HacTpoika BpemeHu ycTapesLlen KoHdurypawumm cocefa

Mo ymonuaHuio BpemMs ycTapeBaHusa KoHdurypaumm ans cocegHero ysna IPv6
ycTaHoBrneHo 1 yac. 1o ucteyeHun atoro BpemeHun yctponcteo BoinonHseT NUD.

3anyctute komaHgy ipv6 nd stale-time seconds B pexume KOHUrypaumu
NHTepdenca, YTobbl N3MEHNTb BPEMSA yCTapeBaHusa cocena. Hactpownka nHgpopmaumm
npedwukca

Mo ymonyaHuio npedukc B nakete RA Ha nHTepdence — ato NpedmKc, HaCTPOEHHbIN
B KOMaHAe ipv6 address uHTepdenca.

BeinonHute komanay ipv6 nd prefix B pexume koHurypaumm mHtepdgenca, 4tobbl
[obaBnTb UNK yganutb npedurkebl U napameTpbl NPedUKCoOB, KOTOPbIE MOTYT ObITb
00bsABNEHDI.

BkntoyeHune/oTkntoueHne nogasnexHma RA

Mo ymonyaHuio nHtepdeinc IPv6 He oTnpasnseT nakeTbl RA.

3anycTtuTe KomaHgy no ipv6 nd suppress-ra B pexunme KoHUrypaumm nHtepgenca,
yTOObI OTKIIOUMTL NoaasneHne RA.

HacTpoika MakcumMarnbHOro KonmyecTsa HepaspeLleHHbIx 3anmcen ND

3HayeHne no ymonuaHuo 0, ykasbiBawllee Ha OTCyTCTBME oOrpaHuyeHun. OHa
orpaHMyeHa TONbKO MPOMYCKHOW crnocobHocTeio BBoga ND, noggepxueaemon
YCTPOWCTBOM.
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e 3anyctute komaHgy ipv6é nd unresolved number B pexume rnobanbHou
KOHUrypauum, 4tobbl OrpaHnyYnTb YNCNO HepaspeLLeHHbIX cocenen. Nocne Toro kak
3anMcu NpeBLICAT 3TO OrpaHWyeHune, YCTPOWCTBO He OyaeT akTMBHO paspellatb
nocnegyrouime naketol.

HacTponka makcumansHoro konmyectsa 3anucen ND, nofnyyeHHbIX B nHTEpdence

o 3anyctute KomaHay ipv6 nd cache interface-limit value B pexume KoHurypaumm
nHTepdenca, 4YToObl OrpaHUYMTbL KONMMYECTBO COCeden, KOTOpble Y3HanM Ha
UHTepdence. 3HavyeHne No ymonyaHuto 0, ykasblBatoLLlee Ha OTCYTCTBUE OrpaHUYEeHnI.

3.3.7. MapwpyT ncrouynuka IPv6 (IPv6 Source Routing)
3.3.7.1. MpnHUMN paboTbl

AHanorn4yHo onumsim source route, loose source route, un record route IPv4, 3aronosok IPv6
ncnonb3yeTca ANs yka3aHus NPOMEXYTOYHbIX Y3510B, Yepe3 KOTOpbIe NakeT NPOXOAUT NO NyTH K
agpecy HasHadeHunda. OH ucnonb3yeT cnegyowmi oopmar:

OauH Bant OauH Bant OpawuH Bant OpauH 6ant
- nnHa
Cnenyowmin pacﬂwpeHHoro Tun mMapwpyTa = 0 OcraBlunecs
3aronoBoOK 33rONOBKA CErMeHThI

JaHHble, OTHOCALLIMECH K KaXaoMy TUMY MapLupyTa

PucyHok 3-13.

MNMone Segments Left ucnonb3yetca AnNs ykasaHWs KONMMYeCTBA MPOMEXYTOYHbIX Y3IIOB,
yKa3aHHbIX B 3arofloBKe MapLupyTu3aummn nakeTa, KOTOpbIA JOMMKEH NPOWTU OT TeKyLLero yana
[0 KOHEYHOro agpeca HasHaueHus.

B HacTosiLee Bpems onpeaeneHsl ABa Tvna mapwpyTtm3aumm: 0 n 2. 3aronoBok MapLipyTM3aumm
Type 2 wucnonb3yetca pAgns mobunbHom cBs3n. RFC 2460 onpegenset 3aronoBoOK
Mapwpytmnsaumm Type 0 (aHanormyHo onuMmM MapLupyTMsaumm cBobogHOro MctodHuka IPv4).
dopmart 3aronoeka mapLupytusauum Type 0:
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OauH Bant OauH Bant OpauH Gant OauH 6ant
_ OnuHa
Crenyiowumi paciumpeHHoro | Tvn maplpyTa = 0 OcrasLumecs
3aronoBoK CErMeHTbI
3aronoska
3apezepBupoBaHO
Apnpec 1
Appec N

PucyHok 3-14.

B cnegywwem npumepe onucbiBaeTCcsl NPUMEHEHME 3arofioBka Maplupytusaummn Type 0
(PucyHok 3-15).

1000 ::2

[::] 1000 : :1 1001 : 1 1002 : 1

1003 ::2
XocT 1 MapwpyTtusarop 1 MapwpyTtusartop 2 MapwpyTtusatop 3 XocT 2

PucyHok 3-15.

Host 1 otnpaBnsaeT Host 2 nakeT, yka3sbiBalOLLMA NPOMEXYTOYHbIE Y3Mbl MapLupyTUu3aTop 2 u
mMapwpyTmusatop 3. B cnegyiowen tabnuue nepedncrneHbl U3MEHEHNA Momneun, CBA3aHHble C
3aronoskoM IPv6 1 3aronoBkoM MapLupyTM3aLmm B NpoLecce nepechisiky.
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Y3en Monsa B 3aronoBke IPv6 Monsa, cBA3aHHbIe C 3aroyIoBKOM
nepenayu mapuwpyTa Type 0
Host 1 Source address=1000::2 Segments Left=2

Destination address=1001::1 Address 1=1002::1 (Agpec Router 3)
(Aopec Router 2) Address 2=1003::2 (Agpec Host 2)
Router 1 No change
Router 2 Source address=1000::2 Segments Left=1
Destination address=1002::1 Address 1=1001::1 (Aapec Router 2)
(Aopec Router 3) Address 2=1003::2 (Agpec Host 2)
Router 3 Source address=1000::2 Segments Left=0
Destination address=1003::2 Address 1=1001::1 (Aapec Router 2)
(Aopec Host 2) Address 1=1002::2 (Agpec Router 3)
Host 2 No change

Mpouecc nepecbinkn BbINOMHAETCA cnegyowmm obpasom:

1. VYsen 1 otnpaBnsieT NakeT, B KOTOPOM afpeCcoM Ha3Ha4YeHUs sIBNSeTCA aapec
MapLupytmnsatopa 2 1001::1, 3aronoBok MapLpyTtusaumm tuna 0 3anonHseTcd
agpecom maplpytusatopa 3 1002::1 n agpecom y3na 2 1003::2, a 3Ha4yeHne nons
Segments Left cermeHTOB paBHO 2.

2. MapwpyTtusatop 1 nepecbinaeT aTOT NAKeT HA MapLIpyTUu3aTop 2.

3. MapuwpyTtusatop 2 nameHsieT agpec HasHa4vyeHus B 3arosnoske IPv6 Ha agpec 1 B
3arofioBke MapLupyTtusauun. To ectb, agpec HazHa4YeHs CTaHOBUTCSA aApecom
1002::1 mapwpyTtusaTopa 3, agpec 1 B 3arofioBke MapLipyTu3auum CTaHOBUTCS
agpecom maplupytmnsatopa 2 1001::1, a 3Ha4eHne NeBoro Nons CEerMmeHToB
cTaHoBuTcsa 1. MNocne BHECEHMSA N3MEHEHMIN MApLUPYTM3aTop 2 NepechbinaeT nakeT Ha
MapLupyTmsartop 3.

4. MapuwpyTtunsaTtop 3 U3MeHsIeT agpec HasHavyeHus B 3aronoske |IPv6 Ha agpec 2 B
3aronoBke MapLupyTusaummn. To ecTb, agpec Ha3Ha4YeHUs CTaHOBUTCHA aapecoMm yana 2
1003::2, agpec 2 B 3arofiloBke MapLLUpyT1U3auumn CTaHOBUTCS aapecom
mMapwpytmnsatopa 3 1002::1, a 3Ha4eHne neBoro nons cermeHToB ctaHoBuTcs 0.
[Mocne BHeECEHNSA N3MEHEHUI MapLUpyTM3aTop 3 NepecbisiaeT NakeT Ha y3en 2.

3aronoeok mapwpyTtursaumm Type 0 MoXeT ncnonb3oBaTbCcsa ANnd MHMUMnpoBaHusa DoS-aTak. Kak
nokasaHo Ha PucyHke 3-16, yzen 1 oTnpaBnseT nakeTbl Ha y3en 2 co CKopocTbio 1 Mout/c n
yaansieT 3arofioBOK MapLupyTu3aumm, 4tobbl Bbl3BaTb HECKONbKO neTenb ObpaTHOW CBS3U
Mexagy mapupyTtu3atopoM 2 1M mapuwpyTtusatopom 3 (50 pa3 ¢ mapuwpyTtmusaTopa 2 Ha
MapLpyTmsaTop 3 1 49 pas ¢ mapwpyTmsaTtopa 3 Ha MapLipyTusaTop 2). B aTo Bpems 3arofioBok
MapLipyTM3aumMmn cosgaet addekT ycuneHusa tpaduka: "50 Méut/c ¢ mapwpyTtmnsatopa 2 Ha
mMapwpytmnsatop 3 n 49 M6ut/c ¢ mapwpyTm3atopa 3 Ha MapwpyTusatop 2." WM3-3a aton
npobnembl 6e3onacHoctu RFC 5095 oTMeHmn 3aronoBok mapupyTtusauumn Type 0.
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49 MbwuT/c
4_

oA 1001 ::2 1001 ::1 1002 ::2 1002 ::1 1003::1 1003::2

_. _b

—
1 Mbut/c 50 Mout/c 1 Méut/c
Xoct 1 MapwpyTtuzatop 1 MapwpyTtusaTop 2 MapuwpyTtuzatop 3 Xocr 2
Ipv6 Packet XocT 1 nockinaet nakeTsbl Ha XocT 2 yepe3 MapLupyTtusartop 2,
Source Address 1000::2 MapwpyTtusatop 3, Mapwpytusartop 2, MapwpyTtusartop 3....
Destination Address 1001:1 Kaxpabii naket nockinaetca 50 pas ua MapwpyTtusartopa 2 B
MapwpyTtusaTop 3 1 49 pas u3 MapwpyTtusartopa 3 B

Segments left in the Type 0 MapwpyTtnsarop 2

Routing Header: 100
Address 1: 1002::1
Address 2: 1001::1
Address 3: 1002::1
Address 4: 1002::1

Address 99: 1002::1
Address 100: 100:3::2

PucyHok 3-16.

3.3.7.2. CBAA3aHHaA KOHdUrypauus
BkrnitoueHne mapLipyTtmsaumm nctovHmka (Source routing) IPv6

e  3aronoBok mapLupyTtusaumm Type 0 He nogaepXMBaeTCs Mo YMONMYaHUIO.

e 3anyctute koMaHgy ipv6 source-route B pexume rnobanbHon KoHUrypawumm, 4tToobl
BKIOYNTb MapLUPYyTU3aLMi0 UCTOYHMKA IPV6.

3.3.8. OrpaHu4yeHue CKoOpocTu oTnpaBKu coobleHnn o6 owmnodkax ICMPv6

3.3.8.1. MpuHUMN paboTbl

Y3en HasHauyeHus UNn MNpPOMEXYTOYHbIN MapLlpyTu3aTop oTnpaBnseT coobuweHna ICMPV6,
4YTO6bI COOBLWNTE 06 oLMBKaX, BO3HUKLLUMX BO BPEMS MEPECLIKN U Nepedayvm NakeToB AaHHbIX
IPv6. B ocHOBHOM cyLLeCcTBYeT YeTblpe Tuna coobLueHnin o6 owmnbkax: Destination Unreachable,
Packet Too Big, Time exceeded n Parameter Problem.

Mpn nonyyeHun HeBepHoro naketa IPv6 ycTpomcTBO oOTOpachiBaeT NakeT M OTNpaBnsieT
coobuieHne o6 ownbke ICMPv6 Ha ncxogHbin agpec IPv6. B cnyyae dos atak Ha nakeTbl IPv6
YCTPOMWCTBO MOXET HEMPEPbLIBHO OTBEYaTL Ha coobLueHns o6 owmnbkax ICMPV6 oo Tex nop, noka
pecypchbl YCTPOWCTBA HE ucYepnaHbl W, TakMM obpasom, He OyayT OOMKHbIM 0Opasom
npegocTtaeBnaTbCca ycnyrn. [Ona peweHns atom npobrnembl MOXHO OrpaHuyvMTb CKOPOCTb
oTnpaeBku coobueHnn o6 owmnbkax ICMPV6.

Ecnu gnnHa nepecbinaemoro naketa IPv6 npesbiwaet MTU IPv6 ncxogsawero nHtepgeiica,
MapLipyTM3aTop otbpacbiBaeT aToT naket IPv6 n otnpasnseTr obpatHo coobuwenne ICMPV6
Packet Too Big Ha wucxogHbin agpec IPv6. 3710 coobuweHne o6 ownbke B OCHOBHOM
ncnonb3yetca B npouecce IPv6 PMTUD. Ecnu ckopocTb oTnpaBku coobLieHnrn o6 owwmnbkax
ICMPV6 orpaHnyeHa n3-3a 4pe3MepHoro Konm4ecTsa Apyrmx coobuieHmn o6 owmnbkax ICMPVE,
coobuwenns ICMPv6 Packet Too Big moryT 6bITb 0OTUNLTPOBaHbI, YTO NpuBeaeT k cboro IPv6
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PMTUD. NoaTtomy pekomMeHAyeTCcs OorpaHuyYnTb CKOPOCTb OTnpaBku naketoB ICMPV6 criviikom
GonbLWMMK COOOLLEHNAMN HE3ABUCUMO OT ApYrnx coobieHnn o6 owmnbkax ICMPV6.

HecmoTpst Ha TO, 4TO nakeTbl nepeHanpaeneHnsa ICMPv6 He sBnsitoTca coobuleHnsMn o6
owmnbkax ICMPV6, pekomeHOyeTca OrpaHn4nTb MX KONMMYECTBO BMECTe C coobLieHuamu ob
owmnbkax ICMPV6, 3a nckntoyeHnem coobuieHnin Packet Too Big.

3.3.8.2. CBsizaHHaA KOHdUrypauus
HacTtpoika ckopocTt oTnpaeku naketa ICMPV6 crnviikom 6onbLumx coobLLeHni

o YacrtoTta no ymonyanuto coctaendet 10 Ha 100 mc.

e 3anyctute komaHgy ipv6 icmp error-interval too-big, 4To6bl HacTpouTb CKOPOCTL
otnpaskn ICMPVv6 Packet Too Big coobLueHunn.

HacTponka ckopocTu oTnpasku gpyrmx coobuieHunin o6 owmnbkax ICMPV6

e YacrtoTta no ymonyanuto coctasndet 10 Ha 100 mc.

e BbinonHute komaHay ipv6 icmp error-interval ana HacTpPOWKM CKOPOCTU OTMNpaBku
apyrmx coobuieHunin 06 owmnbkax ICMPV6.

3.3.9. OrpaHuyeHune nepexopna IPv6(IPv6 Hop Limit)
3.3.9.1. MpuHUMN paboTbl

MakeT gaHHbIX IPV6 npoxoamnt yepes3 mapLlpyTu3aTopbl OT MCXOOHOrO agpeca M agpeca
Ha3HayeHus. Ecnn HacTpoeH NUMUT nepexofa, OH YMEHbLUAaeTCs Ha eOUHULY MNpU KaKoom
NPOXOXOEHNN NakeTa Yepes3 mapLipytusaTtop. Korga orpaHnyeHve nepexona yMeHblUIaeTcsa oo
0, mapLupyTm3aTop oTOpackiBaeT nakeT, YTobbl NPeaoTBpPaTUTL HEOrPaHNYEHHbIE BO3MOXHOCTU
nepegayn ©GecrnonesHoro naketa nNoO CeTM W NoTepu MPOMNYyCKHOM CnoCOBHOCTU ceTw.
OrpaHnyeHmne nepexoga aHanornyHo TTL IPv4.

3.3.9.2. CBA3aHHaA KOHdUrypauus
HacTponka npegena onepauun IPv6

¢  OrpaHuyeHune nepexoga IPv6 no ymonyaHuio s yCTpomcTea cocTaBnsieT 64.

e BbinonHute komaHay ipv6 hop-limit, ytobbl HacTpouTb orpaHnyeHne nepexoga IPv6
0N yCTponcTea.

3.3.10. NMpeobpazoBaHue u3 oTrnpaBku naketoB NS B ceTn ayteHTUDMKaumumn
VLAN

3.3.10.1. MprHUMN paboTbI

B pexume ayteHTnmkaumm wo3sa Bce noacetn VLAN B Super VLAN no ymonyaHuio BnsA0TCs
cetamm VLAN gns ayteHTudpumkauuun. NMonb3osatenu B cetn ayteHTudumkaunum VLAN OOmKHbI
NPONUTN ayTeHTuduKaum ans goctyna K cetu. llocne ayTeHTUdMKaUMM Ha YCTPOWCTBE
cosgaetca crtatmdeckas 3anucb ND. [lMoatomy npu pgocTtyne K ayTeHTUduumMpoBaHHOMY
Nnosib3oBaTento YCTPONCTBY He HyXHO oTnpaBnAtb nakeTbl NS B VLAN ayteHTudmkauuun. Ecnin
YCTPOWCTBO MblTaeTCcAa Nony4YnTb A0CTyn K nonb3oBatensam B VLAN 6e3 ayTeHTMduKaumm, emy
HY>KHO oTnpaBnATb 3anpocbkl NS Tonbko B VLAN 6e3 ayTteHTudmkaumm.

B pexume ayTteHTudmkaumm wno3a QyHkumMa npeobpasoBaHus naketoB NS B cetn
ayteHTudpmkaumm VLAN BKOYEHa Ha yCTPOMCTBE NO ymonyaHuio. Ecnn yctponctey TpebyeTca
AOCTYyN K Monb30BaTensM, He WUCNONb3YKLWMM ayTeHTUdUKaUMIo, B CeTU ayTeHTuduKaumm
VLAN, oTknounTe 3Ty oyHKUMIO.
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3.3.10.2. CBsizaHHaA KOHdUrypauusa

BkntoveHune yHKkumm npeobpasoBaHusa na otnpasku naketoB NS B ceTn ayteHTudmkaummn VLAN

e 3anyctute komaHgy ipv6 nd suppress-auth-vlan-ns B pexume KoHUrypauum
nHTepdenca, YTobbl BKMOUNTL OYHKLMIO Npeobpa3oBaHns n3 otTnpaekmn naketoB NS B
cetn ayteHTudmnkaumm VLAN.

o  [laHHbIN hyHKLMOHAM BKIKOYEH MO YMOMYaHMIO.

e OTa (PYHKUUA NOAAEPXKMBAETCHA TONLKO Ha BUPTYyarnbHbIX MHTEpdencax KoMMmyTaTopa
(SVI) n pencrtByeT TOMbLKO B pexnme ayTeHTUdUKaLUK LWM3a.

3.3.11. Wnto3 no ymonyaHuio B uHTepcpence ynpasreHns

3.3.11.1. MpnHUMN paboTbl

N3 no ymonuyaHuio HacTpoeH B WHTepdelce ynpaBreHust s co3daHusi maplupyta no
YMOMYaHWIo Ang 9Toro uHTepdenca.

3.3.11.2. CBsizaHHasA KOHdUrypauus

HacTtponka wrnto3a no ymonyaHuio B MHTepdence ynpasneHus

e BbinonHute komaHagy ipv6 gateway ipv6-address B pexume KOHUrypaumu
NMHTepdenca, 4Tobbl HACTPOUTDL LLIMKD3 MO YMOMYaHUIO B UHTEpPence ynpaBneHus.

e [lo ymonuaHuio B MHTEpdence ynpasneHnst HE HACTPOEH LUMHO3 MO YMOSTYaHWIO.

3.4. HacTpouka

Hactponka OnucaHne n KomaHaa

Hactponka IPv6- | (OBA3ATEJIbBHO) Wcnonb3yetca gnsi HacTpovku agpecoB IPv6 wn
agpeca BKItoYeHuns IPv6

ipv6 enable BkntovaeT IPv6 B nHTepdence
ipv6 address HacTtpausaeT unicast-agpec IPv6
nHTepenca

Hactponka IPv6 | (ONMUMOHAIBbHO) Ncnonb3yeTca Ans BKIKOYEHUS nepeHanpaBneHus
NDP IPv6 Ha nHTepdence

ipv6 redirects BkntoyaeT nepeHanpaeneHme IPv6 Ha
nHTEepence

(OMUMNOHAINBHO) UcnonbayeTcs ana BktoyveHns DAD

ipv6 nd dad attempts HacTtpauBaeT Konn4ecTBo
nocrnegosaTtenbHbIX NakeToB NS,
oTnpaeneHHbIx DAD
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Hactponka OnucaHue u KOMaHAa
(OMUUOHAINBHO) UcnonbayeTca ona HacTponkn napameTpos ND
ipv6é nd reachable- | Hactponka ooCTynHOro BpemMeHu coceaHero
time y3na
ipv6 nd prefix Hactporika npecukca agpeca, kKotopbivi byget
06baABNATLCA B NakeTe RA
Hactponka IPv6 | ipv6 nd suppress-ra BkntovaeT nogasnenHne RA Ha nHtepdelice
NDP

(OMUMOHANBHO) UcnonbayeTcs AnNa HACTPONKM MakCUMarnbHOro
Konn4yecTBa HepaspeLlleHHbIx 3anmucen ND

ipv6 nd unresolved

HacTtpauBaeT MakcMManbHO€E KOfM4ecTBO
Hepa3spelueHHbIx 3anmcen ND

(OMUMOHAINBHO) WNcnonb3yeTca Ana  HACTPOWKM  MakKCUManbHOro
KOSiMyecTBa cocefemn, Noy4YeHHbIX Ha nHTepdence

ipv6 nd cache

interface-limit

HacTtpauBaeT MakcMManbHO€E KOfM4ecTBO
cocefen, NonyyYeHHbIX Ha uHTepdence

Hactponka MTU

(OMUMNOHAINBHO) NcnonbayeTtca ans orpaHndenna MTU naketoB IPv6,

IPv6 Ha | OTNpaBfeHHbIX Yepes NHTepdENC
nHTepdemnce
ipvé mtu HacTtpausaet MTU IPv6
BknitoyeHune (OMUMNOHAINBHO) WcnonbayeTcs ANs  BKOYEHMS  MapLUpyTu3auum
MapLlipyTa ncroyvHuka IPv6
ucrovHuka IPv6
ngttS_ SOUICe | jhy6 source-route HacTpoiika ycTpoicTBa [Ansi nepechinku
outin nakeToB |IPv6 ¢ 3aronoBkomM MapLupyTusaumm
HacTponka OnumoHanbHO
CKOpOCTH
OTNpaBKu ipvé  icmp error- | HacTtponka CKOpPOCTM OTNpaBkM MaKeToB
coobueHnn 06 | interval too-big ICMPV6 cnvwkom 60nbLLUMX COOBLLEHNI
ownbkax ICMPv6
ipv6 icmp error- | HacTtporka CcKOpOCTM OTNpaBkM  OpYrux
interval coobueHnn o6 owmnbkax ICMPv6 n naketoB

nepeHanpaenennsa ICMPv6

(@ arecy
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Hactponka OnucaHune n kKomaHaa
HacTtpowka (OMUUOHAINBHO) Ucnonb3yeTcs Ons orpaHUYEHUsT Ynucna Nepexonos

3Ha4yeHus IPv6 | ogHoagpecHbIX nakeToB IPv6, oTnpaBneHHbIX Yepes nHtepdenc
Hop Limit

ipv6 hop-limit HacTtpouka orpaHndeHus nepexopa IPv6

Bkntovenne/sbikn | (ONMUMNOHAJIBHO) Ncnonb3yeTcs ong orpaHnyYeHust OTrnpaBku MakeToB
toyeHne dyHkumm | NS B cetn ayteHTUbmkaumm VLAN B pexxume ayTeHTUdMKaLmn LWnosa

OTKa3a oOThnpaBKu

nakeTos N\?LAI\BI ipv6 nd suppressauth- | Bknovyaet nogasrneHne
cemm vlan-ns LuMpoKoBeLaTenbHon paccoinku NS B ceTsx
ayTeHTudmKaLmm

ayteHTucpmkaumm VLAN
HacTtpowka (ONMUMOHAINBHO) Ucnonb3yeTca Ans HACTPOWKK LLAO3a MO YMOSTYaHUIO
LNto3a no | B MHTepderice ynpaBneHus
YMONYaHu1Io B
WHTEPQENCE ipv6 gateway HacTporka wno3a nNo  yMOM4YaHWio B
ynpasneHns ipv6-address UHTepdeiice ynpaeneHus

3.4.1. HacTtpouka IPv6-agpeca

3.4.1.1. PeaynbTaT KOHUrypauumm

HactponTte IPv6-agpec nntepderica ons peanmsaumm ceteBon cessm IPv6.

3.4.1.2. dtanbl KOH(Urypaumm
BknitoueHune IPv6 Ha nHTepdelice

e (ONMUMOHAIBHO) Ecnun Bbl XOTUTE BKOYMTL NOAAEPKKY NMPOTOKONa 6€3 HACTPOMKM
agpeca IPv6, BbinonHuTe KomaHgy ipv6 enable.

HacTtponka unicast-agpeca IPv6-nHtepdenca

e O0Osa3aTenbHO.

3.4.1.3. lNpoBepkKa KoHdUrypaumm

3anyctute komaHay show ipv6 interface, 4Tobbl NpoBepUTb, OENCTBYET M HACTPOEHHbLIN
agpec.

3.4.1.4. CBA3aHHble KOMaHAbI

BknrouyeHune IPv6 Ha nHtepcpence

KomaHga ipv6 enable
Pexnm Pexum koHdurypaunm nHtepderica
KOHpurypaumm
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BcTpoeHHas
noackaska

MpoTtokon IPv6 MOXHO BKMIOYUTL Ha MHTepdence ABymMsA cnocobamu:
1) BbiNofiHEHWE KOoMaHAbl ipv6 enable B pexume HacTpOMKU
UHTepdenca; 2) HacTponka agpeca IPv6 Ha nHtepdeice.

NMPUMEYMAHUE: ecnu wuHTepchenc cBA3aH C  MYMbTUMNPOTOKOSbHBIM
o6bektoMm VRF, HacTpoeHHbiM 6e3 cemenictBa agpecoB IPv6, IPv6 He
MOXeT ObITb BKMNOYEH HA 3TOM MHTepdence. IPv6 Ha sTom nHTepdelice
MOXHO BKITIOYMTb TOSbKO MOCNEe HacTpOrKM cemencTea agpecos IPv6 ang
MHoronpoTokosnibHon VRF.

Ecnn IPv6-agpec HacTpoeH Ha wuHTepdence, IPv6 aBTomaTuUdecku
BKMtOYaeTCA Ha 3TOM uHTepdperice. B aTom cnyyvae npoTtokos IPv6 Henb3s
OTKITOUYUTb, AaXKe ecnu Bbl BbINOMHAETE KOMaH4y no ipv6 enable

HacTtpomka unicast-agpeca IPv6 uHtepcpenca

KomaHpa

ipv6 address ipv6-address / prefix-length
ipv6 address ipv6-prefix / prefix-length eui-64
ipv6 address prefix-name sub-bits / prefix-length [ eui-64 ]

OnwucaHue
napameTpoB

ipv6-address: ykasbiBaeT agpec IPv6, KOTopbIi 4OSMKEH COOTBETCTBOBATL
dopmaty agpeca, onpegeneHHomy B RFC 4291. PasgeneHHoe fBOeTOUMEM
(:), kaxpoe none apgpeca coctout mM3 16 6GUT M nNpencraBneHo
LecTHaauaTepUYHbIMNU CUMBOJSTAMM.

ipv6-prefix:  ykasbiBaeT npedukc agpeca IPv6, «koTopbii  QOMmKeH
COOTBETCTBOBaTb (hopmaTy agpeca, onpegeneHHomy B RFC 4291.

prefix-length: ykasbiBaeT gnuHy npedwmkca agpeca IPv6, To0 ecTb yacTb,
npeacraBnsaLLyo ceTb B agpece IPv6.

prefix-name: ykasblBaeT UMs yHUBEpCarnbHOro npedukca. YKasaHHbIN
yHMBepcarnbHbll  NpednKC ucrnonb3yetTca Ans  co3gaHus  agpeca
nHTepdenca.

sub-bits: ykasbiBaeT GuTbl cybnpedmkca n 6uTbl XocTa agpeca, KoTopble
OOIMKHbI OblITb 06beanHeHbl ¢ npedukcamu, NpegocTaBieHHbIMN 0BLLMM
npedguKcoM, YkasaHHbIM C napameTpom prefix-name. 3To 3HauvyeHue
oObeanHsAEeTCAa C yHMBepcamnbHbiM NPedUKCOM Ans COo3daHus agpeca
MHTepdenca. 3To 3HaAYeHME OOIMKHO ObiTb B dopme, ykaszaHHom B RFC
4291.

eui-64: ykasbiBaeT co3gaHHbli IPv6-agpec, cocToswmi U3 HAaCTPOEHHOrO
npedukca agpeca n 64-6utHoro nageHTdmkaTopa nHTepdgenca

Pexum
KOHdourypaumm

Pexnm koHdurypaumm nHtepdenca
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BcTpoeHHas
noackaska

NMPUMEYMAHUE: ecnu wuHTepcenCc CBA3aH C  MYNbTUMPOTOKOSIbHBIM

o6bektoM VRF, HacTpoeHHbIM 6e3 cemencTtBa agpecoB IPv6, agpec IPv6 He
MOXeT ObITb HacTpoeH pAna 9aT1oro uHTepdenca. |IPv6-agpec 3aTtoro
MHTEpdenca MOXHO HaCTPOUTbL TOSMbKO MOCNEe HAaCTPOMKM CeMeNncTBa
agpecos IPv6 gns mHoronpoTtokonsHon VRF.

Ecnu nHtepdenic IPv6 co3gaH M HaxoauMTCcsi B COCTOSIHUM FOTOBHOCTM,
cucteMa aBTOMATUYECKM CO3JaeT foKarnbHbI agpec KaHamna Ansg aToro
UHTepdenca.

IPv6-agpec uHTepdphernica Takke MOXeT ObiTb CO34aH C  MOMOLLBIO
YHMBEpCcanbHoOro mexaHnama npedukco. To ectb IPv6-agpec = Universal
prefix + Sub prefix + Host bits. YH1BepcanbHbI TpednKc MOXHO HaCTPOUTb,
BbINONHMB KOMaHZy ipv6 general-prefix wnyv BbINOMHMB  (PYHKUMIO
obHapyxeHus npecukcoB knueHta DHCPV6 (cm. pasgen 5. Hacmpodlka
DHCPv6). Sub prefix + Host bits yana 3agatotca napametpammn sub-bits n
prefix-length B komaHge ipv6 address.

Ecnu BbI 3anyckaeTte komaHay no ipv6 address 6e3 ykasaHus agpeca, Bce
agpeca, HaCTpOeHHble BPY4Hyto, OyayT yaaneHsbl.

UToObl ydanuTb HACTPOEHHbLIN agpec, BbINOMHUTE KOMandy no ipv6
address ipv6-prefix/prefix-length eui-64

3.4.1.5. Npumep KoHcpUrypaumm

HacTponka agpeca IPv6 B nHtepdelrice

OTanbl Bkniounte IPv6 Ha wuHTepcperice GigabitEthernet 0/0 un pobaebTte
KOHpurypaumm IPv6-agpec 2000::1 B nHTEpPdENC
QTECH(config)#interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)#ipvé enable
QTECH(config-if-GigabitEthernet 0/0)#ipvé address 2000::1/64
MpoBepka BeinonHute komaHay show ipv6 interface, utobbl yoeauTbes, 4To agpec
KOHcbUrypaumm ycnewHo gobasneH B nHtepgenc GigabitEthernet 0/0

QTECH(config-if-GigabitEthernet 0/0)#show ipvé interface
gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):

Mac Address: 00:00:00:00:00:00

INETé: FE80::200:FF:FE0O:1 [ TENTATIVE ], subnet is FE80::/64
INET6: 2000::1 [ TENTATIVE ], subnet is 2000::/64

Joined group address(es):

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
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ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

3.4.2. HacTpowuka IPv6 NDP

3.4.2.1. PeaynbTaT KOH(pUrypaumm

HacTponte atpnbyTbl, cBasaHHble ¢ NDP, Hanpumep, Bkntounte nepeHanpasneHne IPv6 n DAD.

3.4.2.2. NMpumeyaHun

MNMopasneHune RA BkntoYeHO Ha nHTepdercax no ymonyaHuo. Ytobbl HAaCTPOUTL YCTPOMUCTBO ANs
oTnpasku naketoB RA, BbINnonHUTEe KoMaH4y No ipv6 nd suppress-ra B pexume KOHUrypaumm
nHTepdenca.

3.4.2.3. dtanbl KOH(Urypauum
BkrnitoueHune nepeHanpasneHus IPv6 Ha nHtepderice

o (ONMUMNOHANBHO) nepeHanpasneHne IPV6 BKMOYEHO NO YMOSYAHUIO.

e  YT00ObI OTKNIOUNTL NepeHanpasneHue IPv6 Ha nHTepdence, BbINOMHUTE KOMaH4y NO
ipv6 redirects.

HacTponka konnyectBa nocnegoBaTenibHbIX NakeTtoB NS, oTnpaBneHHbIx BO Bpemsi DAD

e  OnuyuoHankeHo.

e  YT00bI 3anpeTuThb BKNtodeHne DAD anga agpecos IPv6 Ha nHTepdence nnm nameHnTb
KonmyecTBo nocnegoBaTenbHbix nNaketoB NS, otnpaBneHHblx DAD, BbinonHute
KomaHay ipv6 nd dad attempts.

HacTpoika JocTynHoro BpemMeHu cocegHero yana

e OnuyuoHarnkeHo.

o [1ns naMeHeHus OCTYMHOro BpEMEHM cocea BbINoNHUTe komaHay ipv6 nd reachable-
time.

HacTponka npedwmkca agpeca ansa oobsierneHus B nakete RA

o [lo ymonuaHuio npedukc B nakete RA Ha nHTepgence — aTo Npeukc, HACTPOEHHbIN
B KOMaHAe ipv6 address uHTepdeica.

e (HeobsizatenbHo) BuinonHute komanay ipv6 nd prefix, ytobel gob6aBnTb N yoganntb
npeduKcbl 1 NnapaMeTpbl NPedUKCOB, KOTOPbIE MOTYT ObITb OO BABNEHbI.

BkritoueHue/BbikntoveHne nogaeneHus RA Ha nHrepdelice
e  OnuuoHanbHo.

e  YT106bl HACTPOUTL YCTPOWCTBO ANSA OTNPaBKkM NakeToB RA, BbINONHUTE KOMaHAy No ipv6
nd suppress-ra.
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HacTtpoika MakcumarnbHOro KonmyecTsa HepaspelleHHbIx 3anmcen ND

OnuuoHarnbHo.

Ecnu un3-3a ckaHupylowmnx atak cosgaetcs 60mnblLuoe KONMMYeCcTBO HepaspeLleHHbIX
3anucen ND, BbinonHuTe komaHay ipvé nd unresolved, 4Tobbl OrpaHMYMTL YUCNO
HepaspeLleHHbIX coceaen.

HacTponka makcumansHoro konmyectsa 3anmncen ND, nonyyeHHbIX B HTepderice

OnuuoHanbHo.

Ecnn konmnyectBo xocToB IPV6 KOHTpONupyeTcs, BbINONHUTE koMaHay ipv6 nd cache
interface-limit, 4ToBGbl OrpaHNYMTL KOMYECTBO cocenen, 0bydYeHHbIX Ha MHTepdeNnce.
OT0 npegoTBpawaeT nonagaHve aTak, noslyd4eHHbIX C NOMOLLbIO (PYHKLUN U3yYeHus
ND, B NpOCTPaHCTBO NaMATK U BIIMSIET HA NPOU3BOANTENBHOCTb YCTPOMCTBA.

3.4.2.4. NpoBepkKa KoHhUrypauum

BbinonHute cnepgywouime kKoMmaHabl And npoBepkKn npaBuiibHOCTU KOHCbI/IpraLI,I/II/IZ

show ipv6 interface interface-type interface-num: nposepbTe, AENCTBYIOT NN Takue
KOHpurypauum, kak yHKLUSA nepeHanpaBneHuns, Bpemst OCTYNHOCTU coceaHero yana
n nHtepsan otnpaskm NS.

show ipv6 interface interface-type interface-num ra-inifo: nposepbTe NpaBUbHOCTb
npedukca n gpyron nHopmauumn, HacTpoeHHon ans naketos RA.

show run

3.4.2.5. CBsAA3aHHble KOMaHAbI

BknroyeHne nepeHanpaBneHus IPv6 Ha uHtepdence

KomaHpa ipv6 redirects

Pexnm Pexnm koHdurypaumm nHtepdenca

KOHdourypaumm

BcTpoeHHas Bce coobuweHnss o6 owwmbkax ICMPv6 nepegatoTca ¢ OrpaHMYeHHON

nockaska cKkopocTbio nepegayun. Mo ymonyanuio 10 — makcumanbHoe Konmy4ecTBo
coobuieHnin 06 owmnbkax ICMPv6 nepegasaembix B cekyHay (10 nakeTtos
B ceKkyHay)

HacTtpomnka konuyecTtBa nocnenoBaTefibHbIX naketoB NS, oTnpaBrneHHbIX BO Bpemsi
DAD

KomaHga ipv6 nd dad attempts value

Onuncanne value: ykasbiBaeT konn4yectso naketoB NS

napameTpoBs

Pexnm Pexum koHdurypaunm nHtepderica

KOHpurypaumm
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BcTpoeHHas
noackaska

Mepen HacTpolikon agpeca IPv6 Ha nHtepderice Heo6Xo0ANMO BKIIOYNTb
DAD. 3atem agpec HaxoguTCca B NpeaBapuTernibHOM COCTOsiHUMM. Ecnu
DAD He o6GHapyxuBaeT KOH(NUKTa agpecoB, 3TOT agpec MOXHO
ncnonb3oBaTb. Ecnn oBHapyXeH KOHGNUKT agapecoB U naeHTudukatop
UHTepdenca atoro agpeca wucnonb3yet EUI-64, Ha 3Tom KaHane
CyLLecTBylOT aAybnupylowme agpeca YpoBHs cBA3W. B atom cnydvae
cuctemMa  aBTOMaTUYEeCKM — OTKMOYaeT  3ToT  uHTepdenc  ansa
npegoTBpaLLeHns onepawmmn, cBadaHHbIX ¢ IPv6 Ha aTom nHtepderice). B
3TO0 BpemMs HeobXxoOuMO HACTpPOUTb HOBLI agpec M nepes3anycTuTb
nUHTepdenc, 4todel cHoBa BktounTb DAD. Korga nHrepdenc nepexogut
N3 COCTOSHUA BHM3 B cocTosiHne BBepx, DAD cHoBa Bkntovaetca ans
agpecoB B 3TOM UHTepdence

HacTpoitka BpemeHM [OCTYNMHOCTU COCeaHero y3na

KomaHnoa ipv6 nd reachable-time milliseconds

Onucanne milliseconds: ykasbiBaeT BpeMsi AOCTYMHOCTM coceda B AnanasoHe ot 0

napameTpos o 3600000. EgnHnua uamepeHuss — MunnucekyHga. 3HadeHue no
ymonyanuio — 30 ¢

Pexnm Pexum koHdurypaumm nHtepenca

KOHpurypaumm

BcTpoeHHas YCTpONCTBO OBHapyXMBaeT HEOOCTYMHbIX COocenen B COOTBETCTBUMU C

noackaska HacCTPOEHHbIM BpPEMEHEM JocTyna. Yem kopode HaCTpOEHHOE BpeMms

Joctyna, Tem ObicTpee YCTPOMCTBO OOHapyXMBaeT HedOCTYMHbIX
cocefen, Ho TeM Gorblue OHO NOTPebNsSeT Nonocy NPOMyckaHUs CeTn U
pecypcbl ycTpoicTBa. MoaToMy He pekomMeHOyeTcs ycTaHaBnmBaTb 3TO
3Ha4YeHUe CrMLLKOM MasieHbKUM.

HacTpoeHHoe 3HauyeHne ob0bsBndetca B nakete RA un  Takke
ncnonb3yeTtcs Ha ycTponcTtee. Ecnn 3HaveHne paBHo 0, Ha ycTponcTBeE
He yKasaHO BpeMs JOCTyna, U peKkoMeHOyeTCs UCNOoMb30BaTh 3HAYeHune
Mo YyMOSYaHWIO

Hactponka npecukca agpeca ansa o6bsaBneHunsa B nakete RA

KomaHga ipv6 nd prefix {ipv6-prefix/prefix-length | default} [ [ valid-lifetime { infinite
| preferred-lifetime } ] | [ at valid-date preferred-date ] | [infinite {infinite |
preferred-lifetime}]] [no-advertise] | [[ off-link ] [ no-autoconfig ]]

Onuncanne ipv6-prefix: ykasbiBaeT ungeHtudukatop cetn IPv6, koTopbin [OMmKeH

napameTpoB COOTBETCTBOBaTbL hopmaTy npeacTtasnenns agpeca B RFC 4291.

prefix-length: ykasbiBaeT pgnuHy npedumkca apgpeca IPv6. [epeg
npedukcom Heobxoaumo fo6aBuUTb KOCyo 4epTy (/).

valid-lifetime: ykasbiBaeT neprog, B Te4EHME KOTOPOro XOCT, MOSyYaloLmi
npedukc naketa RA, cuutaet npedukc AonyctumbiM. [OuanasoH
3Ha4eHur oT 0 o 4 294 967 295. 3HayveHne no ymonyanuto: 30 aHen.
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preferred-lifetime: ykasblBaeT nepuod, B TeYeHUE KOTOPOro XOCT,
nonyvatowmn npedmkc naketa RA, cuntaeT npedukc A0NYyCTUMbIM.
[wnanasoH 3HayeHunn ot 0 0o 4 294 967 295. 3HayeHne No ymonyaHuwo: 7
OHeNn.

at valid-date preferred-date: ykasbiBaeT ponyctumylo gaty w
npegnoyYnTaembln CpokK, HaCTpoeHHbIN Ana npedukca RA. McnonbsyeTcs
dopmaT dd+mm+yyyy+hh+mm.

infinite: ykasblBaeT Ha To, YTO nNpeduKc aenctenteneH Hascerga. default:
yKasblBaeT, 4TO MCMonb3yeTca KoHdurypauuss napameTpoB Mo
YMOJYaHMIO.

no-advertise:  ykasbiBaeT, 4YTO npedmKkc He  obObsABNsAeTcs
MapLIPyTU3aTOPOM.

off-link: ecnn npecdukc agpeca HasHavyeHns B nakeTe IPv6,
OTNpaBfiEHHOM XOCTOM, COBMagaeT C HACTPOEHHbIM MNpPeUKCOoM,
ycTponcTBO ByaeT paccmaTpuBaTth afipec Ha3HayYeHUs Mo TOW e CCbIfke
N HenocpenCcTBEHHO [OCTYMNeH. OTOT napamMeTp YKasblBaeT, YTOo ITOT
npedukc He TpebyeT onpeaeneHna no kaHany.

no-autoconfig: ykasbiBaeT, 4To npedmkc B naketre RA, nony4yeHHOM
XOCTOM, HE MOXET WCMOoNb30BaTbCA ASI9 aBTOMATUYECKOM HAaCTPOWKM
agpeca

Pexnm Pexum koHdurypaumm nHtepenca

KOHdourypaumm

BcTpoeHHas OTy KOMaHOy MOXHO ucronb3oBaTb A1 HacTPOWKW napameTpos,
noackaska CBSI3aHHbIX C KaxablM NpedUKCOM, BKITIOYas BO3MOXHOCTb O6bABEHUS

atoro npedwmkca. o ymonyaumio nakeT RA wucnonb3yeT npedmkc,
HaCTPOEHHbIN C MOMOLLBIO KOMaHAbl ipv6-agpeca. 3anyctute KomaHgy
ipv6 nd prefix, 4ToGblI 4OBaBUTL Apyrve npedguKcol.

Boinonunte komangy ipvé nd prefix default, 4To®Obl HacTpouTb
napameTpbl MHTepdenca no ymonyaHmo. To ectb, ecnu npu gobasneHnn
npedukca He ykasaH HW OOWH MapameTp, UCMoNb3ynTe napameTpbl,
HacTpoeHHble B koMaHge ipv6 nd prefix default no ymonuaHuio B
KadecTBe napameTpoB HOBOro npedukca. KoHgurypaumm napameTpoB Nno
YMOSYaHUIO OTMEHATCA Mocre Toro, Kak Ans npedwukca byaeT ykasaH
napameTp. To ecTb, Npy ncnonb3oBaHun kKomaHabl ipv6 nd prefix default
Nno YMONYaHUO AN U3MEHEHMS HAacTPOeK NapaMeTpoB MO YMOSYaHUIO,
TOSNbKO nNpeduKC, HaCTPOEHHbIN AN W3MEHEHWA MapamMeTpoB MO
YMOJTHaHUIO N KOHUrypauum npegukca, oCtaeTcsa NPeXxXHNM.

at valid-date preferred-date: MmoxHO ykasaTb gonycTumMyto gaty npedumkca
AByms criocobamu: 1) ykasaHne OUKCUPOBAHHOIO BPEMEHN A5 KaXKO0ro
npedukca B nakete RA; 2) ykasanme cpoka. Bo BTopom wmeTtoge
JencTBuTenbHasa gata npedwukca B Kaxxaom nakete RA ymeHbLuaeTcs Ao
0
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BknrouyeHune/BbiknovyeHne nogaeneHna RA Ha uHTepdence

KomaHga ipv6 nd suppress-ra

Pexum Pexum koHdurypaunm nHtepderica

KOHUrypauum

BcTtpoeHHas UTto6bl BKNtoUMTb NnogasneHme RA Ha nHTepderice, BbINONHUTE KOMaHAy
noackaska ipv6 suppress-ra

HacTtpoiika MakcuManbHOro KonM4yecTsa HepaspelueHHbIX 3anucen ND

KomaHga ipv6 nd unresolved number

OnucaHue number: yka3biBaeT MakCuMaribHOE KONMYeCTBO HepaspeLleHHbIX 3anucen
napameTpoB ND

Pexnm Pexwum rnobansHon koHUrypaumm

KOHUrypauum

BctpoeHHas YTobbl npenoTBpaTuTbL cosfaHue 6onbwnm KOnmM4yeCcTBOM
nogckaska HepaspeweHHbIX 3anucen ND ¥ 3aHMmaloWwux pecypcbl BBOAA

3M0YMbILUIIEHHMKAMM, MOXHO OFpaHN4YUTb KONNYECTBO HepaspeLueHHbIX
3anucen ND

Hactponka makcumanbHoro konuyectea 3anucen ND, nonyyeHHbIX B uHTepdence

KomaHga ipv6 nd cache interface-limit value

OnucaHue value: ykasblBaeT MaKCMMaribHOE KOMMYECTBO COCEOHUX YCTPOWCTB,
napamMmeTpoB NOJTyYEHHbIX MHTEPdENCOM

Pexnm Pexnm koHdurypaumm nHutepdenca

KOHdourypaumm

BcTtpoeHHas OrpaHnyeHne konunyectBa 3anucenn ND, nonyyeHHbIX B WMHTEpdenice,
noAckaska MOXeT MpedoTBpaTUTb aTaku 3royMbILNEHHNKOB-cocegen. Ecnn ato

YNCIIO He OrpaHMYEeHo, Ha YycTpoucTBe OydeT cos3gaHo 6Gonblioe
Konuyectso 3anucen ND, 3aHMMaroLWmx CrvLLKOM MHOIO MeCTa B MaMATu.
HacTpoeHHoe 3HayeHre JOMKHO BbITb paBHO MK BonbLue YMicna 3annucen
ND, nony4eHHbIX MHTEphencom. B npoTMBHOM criydae KOHurypaumus He
BCTynuT B cuny. KoHdwurypauma 3sasucut oT emkoctn BBoga ND,
nogaepXnBaemMon ycTponcTBOM
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3.4.2.6. NMpumep KoHcpuUurypauumn

BknioyeHune nepeHanpaBneHus IPvé Ha nHTepdpence

OTansbl Bkntounte nepeHanpasneHve IPv6 Ha uHTepdpeice GigabitEthernet 0/0
KOHUrypauum

QTECH(config-if-GigabitEthernet 0/0)#ipvé redirects
MpoBepka BbinonHute komaHgy show ipv6 interface, 4tobbl NnpoBepuTb pesynbTaT
KOHUrypauum

QTECH#show ipvé interface gigabitEthernet 0/0

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):
Mac Address: 00:00:00:00:00:00
INETé: FE80::200:FF:FE0O:1 [ TENTATIVE ], subnet is FE80::/64
Joined group address(es):
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND retransmit interval is 1000 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

Hactpomnka IPv6

DAD

OTanbl HactpoinTte uHTepdbenc gna otnpaskm DAD Tpex nocnegoBaTefbHbIX
KOHUrypauum nakeTtoB NS

QTECH(config-if-GigabitEthernet 0/0)# ipvé nd dad attempts 3
MpoBepka BbinonHuTte komaHay show ipv6 interface, 4tobbl NnpoBepuTh pesynbTat
KOHpurypaumm

QTECH#show ipvé interface gigabitEthernet 0/0

@ §) QTECH

MWP [OOCTYNHEE

98




PykoBoacTeo no Hactponke cepus QSW-6910

HacTtpolika IPV6

interface GigabitEthernet 0/0 is Down, ifindex: 1, vrf_id 0
address(es):

Mac Address: 00:00:00:0:00:00

INET6: FE80::200:FF:FE0O:1 [ TENTATIVE ], subnet is FE80::/64
Joined group address(es):

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 3

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>
ND router advertisements live for 1800 seconds
QTECH(config-if-GigabitEthernet 0/0)#

HacTponka nHdo

opmauuun npedumkca B nakete RA

OTanbl [ob6aebTe npedmkec 1234:/64 k nntepdency GigabitEthernet 0/0
KOHdourypaumm

QTECH(config-if-GigabitEthernet 0/0)#ipvé nd prefix 1234::/64
MpoBepka BbinonHute komaHgy show ipv6 interface, 4tobbl NnpoBepuThL pesynbTaTt
KOHdourypaumm

QTECH#show ipvé interface gigabitEthernet 0/0 ra-info
GigabitEthernet 0/0: DOWN (RA is suppressed)

RA timer is stopped

waits: 0, initcount: 0

statistics: RA(out/in/inconsistent): 0/0/0, RS(input): 0
Link-layer address: 00:00:00:00:00:00

Physical MTU: 1500

ND router advertisements live for 1800 seconds

ND router advertisements are sent every 200 seconds<160-240>
Flags: IM!O, Adv MTU: 1500

ND advertised reachable time is 0 milliseconds

ND advertised retransmit time is 0 milliseconds
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ND advertised CurHopLimit is 64

Prefixes: <total: 1>

1234::/64(Def, CFG, vltime: 2592000, pltime: 604800, flags: LA)

HacTponka naketoB RA ansa nony4yeHus npedumkcoB u3 nyna npedukcon

KOHpurypaumm "ra-pool"

OTanbl HacTponTe nakeTbl RA Ha nonyyeHue npedukcos 13 nyna npecgukcos

QTECH(config-if-GigabitEthernet 0/0)#peel default ipvé pool ra-pool

KOHUrypauum

MpoBepka BbinonHuTe komaHay show run, 4tobbl NPOBEPUTL pe3yrnbTaT

QTECH(config-if-GigabitEthernet 0/0)#show
gigabitEthernet 0/0

Building configuration...

Current configuration : 125 bytes

interface GigabitEthernet 0/0 ipvé enable

no ipvé nd suppress-ra peel default ipvé pool ra-pool !

OT1knoyeHue nogasneHusa RA

OTanbl OTkntounTte nogasneHne PA Ha nHtepdenice
KOHdourypaumm

QTECH(config-if-GigabitEthernet 0/0)# no ipvé nd suppress-ra

KOHdourypaumm

MpoBepka BeinonHuTte komaHay show run, 4tobbl NPOBEPUTL pe3yrnbTaT

QTECH(config-if-GigabitEthernet 0/0)#show
gigabitEthernet 0/0

Building configuration...

Current configuration : 125 bytes

interface GigabitEthernet 0/0
ipvé enable

no ipvé6 nd suppress-ra!
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HacTtpomnka makcumanbHOro KonuyecTsa HepaspeLeHHbIX 3anucen ND
OTanbl YCTaHOBUTE MaKCMMarbHOE KONMMYECTBO HepaspelleHHbiX 3anucen ND
KOHpurypaumm paBHbiM 200
QTECH(config)# ipvé nd unresolved 200
MpoBepka BbinonHute komaHgy show run, 4tobbl NpoBEPUTL pe3ynbTaT

KOHUrypauum

QTECH#show run

ipvé6 nd unresolved 200
|

Hactponka makcumanbHoro konuyectea 3anucen ND, nonyyeHHbIX B uHTepdence

OTansl YcTaHoB/TE MakcumanbHoe konmyectBo 3anucer ND, nonydeHHbIX Ha
KOHpurypaumm nHTepdence, pasHbim 100

QTECH(config-if-GigabitEthernet 0/1)# ipvé nd cache interface-limit
100

MpoBepka BbinonHuTe komaHay show run, 4tobbl NpoBEpPUTL pesynbTaT
KOHdourypaumm

QTECH#show run
I interface GigabitEthernet 0/1

ipvé nd cache interface-limit 100
!

3.4.3. HacTtpounka MTU IPv6 Ha uHTepdence

3.4.3.1. PeaynbTaT KOHUrypaumm

B COOTBETCTBMM CO CXEMOW CETU, HACTPOWTE KOPPEKTHBIN agpec IPv6, 4tobbl n3bexaTtb notepun
MakeToB.

3.4.3.2. NMpumeyaHumn

MTU IPv6 nHtepderica gomkeH ObiTb MeHbLle unn paseH MTU-unTepdenca. OnanasoH IPv6
MTU coctaBnsieT ot 1280 go 1500.

3.4.3.3. dtanbl KOH(uUrypaumum
Hactpoika MTU IPv6 nntepderica

e  OnuuoHanbHo.
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o Ecnu muHumanbHbln pasmep MTU B UHTepHeTe meHbwe MTU IPv6-uHTepdeiica,
Ncnonb3ymnTe aTy KOHUrypaumo ansa ycraHosku npasunsHoro MTU-uHTepdelica.

3.4.3.4. NpoBepkKa KoHhUrypauum

e 3anyctute komaHgy show run wnu show ipv6 interface, 4TOo6bI NpPOBEPUTH
NpaBuUNbHOCTb KOHUIypaLmK.
e 3axsart fiokasribHO OTNpaBneHHbIX nakeToB IPV6G, AnuHa koTopbix npesbiwaeT MTU IPv6.

Pes3ynbTaT 3axBaTa NakeToB Noka3biBaeT, YTo nakeT IPv6 doparmeHTpoBaH Ha OCHOBE
MTU IPv6-uHTepdeinca.
3.4.3.5. CBAi3aHHble KOMaHAbI

HacTtpownka MTU IPv6-uHTepdenca

KomaHga ipv6 mtu bytes

Onucanwne bytes: ykasbiBaet MTU naketa IPv6 B gmanasoHe ot 1280 go 1500.
napameTpoB EovHmua namvepenuns — 6ant

Pexnm Pexum koHdUrypaumm nHtepenca

KOHUrypauum

3.4.3.6. NMpumep KoHcpUrypaumm
Hactponka MTU IPv6-uHTepdenca

OTanbl NameHute IPv6 MTU-unTepdeiica GigabitEthernet 0/0 Ha 1300
KOHdourypaumm

QTECH(config-if-GigabitEthernet 0/0)#ipvé mtu 1300

MpoBepka BbinonHute komaHay show ipv6 interface, 4tobbl NnpoBepuThL pesynbTaTt
KOHdourypaumm

QTECH(config-if-GigabitEthernet 0/0)#show ipvé interface

interface GigabitEthernet 0/ is Down, ifindex: 1, vrf_id 0 address(es):
Mac Address: 08:¢c6:b3:f1:17:61

INET6: FE80::2D0:F8FF:FE22:3347 [ TENTATIVE ], subnet is FE80::/64
INET6: 1020::1 [ TENTATIVE ], subnet is 1020::/64
INETé: 1023::1 [ TENTATIVE ], subnet is 1023::/64

Joined group address(es):

MTU is 1300 bytes

ICMP error messages limited to one every 100 milliseconds

ICMP redirects are enabled
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ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND retransmit interval is 1000 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds<160-240>

ND router advertisements live for 1800 seconds

3.4.4. BknoyeHne mapuipyTta uctouHuka IPv6 (IPvé Source Routing)

3.4.4.1. PesaynbTaT KOH(pUrypaumm

RFC 5095 otmeHun 3aronosok Mmapupytusaumm tuna 0. Yctponctea QTECH no ymonuanuio He
NOAAEPXKUBAIOT 3aronoBOK Mapwpytusaumm Tuna 0. AgMUHUCTPATOP MOXET BbINOMHUTL
KOMaHay ipv6 source-route B pexume rnobanbHOM KOHUrypaumm, 4Tobbl BKINKOYMTL MapLUpyT
nctoyHuka IPve.

3.4.4.2. dtanbl KOH(Urypaumum
BkrnitoueHne maplipyTta nctovHuka (Source routing) IPve

e OnuuoHanbHo.

o  YT10Obl BKNIOYNTE MapLUPYT UCTOYHMKA IPV6, BEINONTHUTE KOMaHAy ipv6 source-route.
3.4.4.3. NpoBepkKa KoHdUrypauumm

YCTPONCTBO MOXeT AOMKHbIM 0Bpa3om nepechbiniaTb NakeTbl C 3arofloBKOM MapLupyTusaumm
Type 0.

3.4.4.4. CBA3aHHble KOMaHAbI

BkritoueHne mapLipyTtmsaumm nctovHmka IPve

KomaHga ipv6 source-route

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas Mockonbky 3aronoBok Tuna 0 MOXeT npuBecT K atakam DoS Ha

noAackaska YCTPOWCTBO, YCTPOMCTBO He nepecbinaeT naketol |IPv6 ¢ 3aronoBkom
MapLupyTM3aumm rno ymosndanuio, a obpabarbiBaet naketsl IPv6, cam no
cebe ABNAACL KOHEYHbIM adpecoM Ha3Ha4YeHUs U 3arofloBKOM
MapLpyTtmsauum tuna 0

3.4.4.5. NMpumep KoHcpUrypaumm

BkritoueHne MapLipytmsaumm nctovHuka IPv6

OTansbl BkniounTb MapLupyTnsaumio nctodHmnka IPve
KOHpurypaumm
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QTECH(config)#ipvé source-route

MpoBepka BbinonHute komaHgy show run, 4tobbl NpoBEPUTL pesynbTaT
KOHcpurypaumm

QTECH#show run | inc ipvé source-route ipvé source-route

3.4.5. HacTpomnka ckopocTu oTripaBku coobweHnm o6 owmnbkax ICMPv6

3.4.5.1. PeaynbTaTt KOHhUrypauum

HacTpowka ckopocTtu oTnpasku coobuieHmin 06 owmnbkax ICMPV6.

3.4.5.2. dtanbl KOH(Urypaumum

HacTpowka ckopocTtun otnpasku naketa ICMPV6 crnivwikom 6onbLumMx coobLeHui

OnuuoHanbHo.

Ecnn yctponctBo nony4aeT MHOXeCTBO naketoB I[IPv6 ¢ pgnvHom nakerta,
npesblwatowen IPv6 MTU mncxogsdwero nHtepdenca, n, Takum odpasom, otnpasnseT
bonbwoe konunyectBo ICMPv6 Packet Too Big cooblieHun, koTopble notpebnsatoT
MHoro pecypcos LI, 3anyctute komangy ipv6 icmp error-interval too-big ¢ cnuwkom
OonblWMM MHTEPBanom OLwWKnboK, YTOObl OrpaHN4YMTb CKOPOCTb OTMNPaBkM 3TOro
cooOLleHns ob oLunbke.

HacTpoika ckopocTu oTnpasku apyrmx coobLueHnin o6 owmnbkax ICMPv6

OnuyuoHanbHo.

Ecnu ycTpocTBO NonydaeT MHOXECTBO HeBanNuAHbIX nakeToB IPv6 1, Taknm ob6pasom,
reHepupyeTt MHoro coobuieHmin o6 owmnbkax ICMPv6, BbinonHuTe koMaHgy ipve icmp
error-interval, 4ToObl OrpaHNYNTL CKOPOCTb OTNPAaBKM COOOLWEHUn 06 owwmnbkax
ICMPv6. 3Ta komMaHda He BnvsieT Ha ckopocTb oTnpaBku ICMPv6 Packet Too Big
COOOLLIEHUNNA.

3.4.5.3. lNpoBepkKa KoHdUrypauumm

BeinonHute komaHgy show running-config, 4toGbl NnpoBepUTL pesynbTar.

3.4.5.4. CBsAA3aHHble KOMaHAbI

Hactponka ckopoctn otnpaBku naketa ICMPv6 cnuwkom 6onblumx coobeHnmn

KomaHga ipv6 icmp error-interval too-big milliseconds [bucket-size]
Onuncanne milliseconds: ykasbiBaeT nepuog OH6HOBMEHUSA KOHTEWHepa MapKepoB B
napameTpoB ananasoHe ot 0 pgo 2147483647. EgouvHMua  unamepeHuss —

MUNIMceKyHaa. 3Hadvenne no ymonyanuto: 100. Ecnu 3HayeHne paBHo 0,
CKOPOCTb OTNpaBkn coobweHun o6 owmnbkax ICMPv6 He orpaHuyeHa.

bucket-size: ykasbiBaeT KONMMYECTBO MapKEpPOB B KOHTEWHepe Ans
MapkepoB B avanasoHe ot 1 go 200. 3HayeHne no ymonyaHuo — 10

Pexum
KOHpurypaumm

Pexwum rnobanbHon koHUrypaumm
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BcTpoeHHas
noackaska

Ons npepotBpawieHns DoS-aTak uCNOMNb3ynTe anroputM KOHTEWHepa
MapKepoB, 4TOObl OrpaHUYMTb CKOPOCTb OTNpPaBkM cooblieHnn o6
owmnbkax ICMPV6.

Ecnn gnuHa nepeckbinaemoro naketa IPv6 npeBbiwaer MTU IPv6
ncxoasiwero mHTepdenca, mapLupytusaTop oTOpacbiBaeT 3TOT NakeT
IPv6 n otnpaBnsiet obpaTHo coobuweHne ICMPv6 Packet Too Big Ha
ucxogHbn agpec IPv6. 310 coobuieHne 00 owwmnbke B OCHOBHOM
ncnonb3yetca B npouecce IPv6 PMTUD. Ecnu gpyrme coobieHmsa o6
ownbkax ICMPV6 saBnsoTCca 4Ype3MepHbIMU, HEBO3MOXHO OTMPaBUTb
naket ICMPv6 Packet Too Big, yto mpueoaut Kk cboto IPv6 PMTUD.
MoaToMy peKkoMeHAYeTCA OrpaHu4MTb CKOPOCTb OTMpaBKX MNaKeToB
ICMPv6 Packet Too Big He3aBucumo oT gpyrux coobLueHuin 06 owmbkax
ICMPV6.

lMockonbKy TOYHOCTb Tammepa coctasnseTr 10 McC, pekomeHgyeTtcs
YCTaHOBUTb MHTEpBan OOHOBMEHWS KOHTEMHepa MapkepoB Ha Luenoe
ymcno, kpatHoe 10 mc. Ecnn neprop 06HOBNEHNA KOHTENHEPA MapPKEPOB
HaxoauTca B guanasoHe oT 0 go 10, dakTuyeckmii nepmod oGHOBNEHUSA
cocrtasngeT 10 mc. Hanpumep, ecnun ckopocTb OTMNPaBKn yCTaHOBMEHa Ha
1 kaxgble 5 mMc, gBa coobueHna o6 owmnbkax OTNPaBNATCA KaKable
10 mc B peanbHbIX cuTyaumsx. Ecnv nepuon obHOBNEeHWA KOHTenHepa
MapKepoB He 4BASEeTCA UenbiM  4ucroMm, KpaTHeim 10 mMc, OH
aBToMatMyeckm npeobpasyetcsa B Lenoe 4ucro, kpatHoe 10 mMc.
Hanpumep, ecnn gns CKOpOCTM OTMPaBKM YCTAaHOBMEHO 3HayeHue 3
kaxxgble 15 mc, gBa knova obHoBnsAwTca kKaxable 10 MC B peanbHbIX
cUTyaumsx

HacTponka ckopocTt oTnpaBku apyrux coobueHuim o6 owmnbkax ICMPv6

KomaHga ipv6 icmp error-interval milliseconds [bucket-size]

Onuncanne milliseconds: ykasbiBaeT nepuog OBHOBMEHUSA KOHTEMHEpa MapKepoB B

napamMmeTpoB ovnanaszoHe ot 0 pgo 2147483647. EgnHMua  um3MepeHnsa —
MUNMcekynga. 3HadyeHune no ymonyanuio — 100. Ecnv 3HayeHne paBHO
0, ckopoCTb OTnpaBku coobeHnn o6 owmnbkax ICMPV6 He orpaHudeHa.
bucket-size: ykasbiBaeT KONMMYECTBO MapKEPOB B KOHTEMHepe Ans
MapkepoB B gnanasoHe ot 1 go 200. 3HayeHne no ymon4yaHmio — 10

Pexnm Pexunm rmobanbHon KoHdurypaumm

KOHdourypaumm

BcTtpoeHHas [ns npepotBpaweHus DoS-atak ucnonb3ynTe anroputM KOHTErHepa

noackaska MapKepoB, 4TOObl OrpaHM4YnTb CKOPOCTb OTMNpaBku cooblieHnn 06

owunbkax ICMPV6.

lMockonbKy TOYHOCTL Tammepa coctaBngeT 10 Mc, pekoMmeHgyeTcs
YCTaHOBUTb WMHTEpBan OOHOBMEHUS KOHTEWHepa MapKepoB Ha uenoe
yuncno, kpatHoe 10 mc. Ecnn neprnog 06HOBNEHNSA KOHTENMHEPA MapKeEPOB
HaxoauTcsa B ananasoHe oT 0 go 10, daktudecknn nepmod 06HOBNEHNSA
coctasngeT 10 mc. Hanpumep, ecrnn ckopoCTb OTNPaBKM YCTaHOBMNEHA Ha
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1 kaxable 5 mc, aBa coobleHnsa o6 owmnbkax oTnpaBnaTcsa kaxablie 10
MC B peanbHbiX cuTyauusx. Ecnv nepuvoa oBGHOBNEHMS KOHTEMHepa
MapKkepoB He SBNAeTcs LUenbiM 4Yucrnom, kpaTtHeiMm 10 McC, OH
aBTOMaTM4eCKn npeobpasyeTca B Lenoe uucno, kpatHoe 10 mc.
Hanpumep, ecnn ansa cKopoCTM OTNPaBKM YCTaHOBMNEHO 3Ha4yeHue 3
kaxable 15 mc, aBa knoya obHoBnsiloTCA Kaxable 10 Mc B peanbHbIX
cUTYyaumsx

3.4.5.5. NMpumep KoHcpuUurypaumumn

HacTpowka ckopocTtu oTnpaBku cooduieHnin o6 owmndkax ICMPv6

OTanbl YCTaHOBMTE CKOPOCTbL OTMNPABKM CNULLKOM BonbLuoro coobuieHna ICMPv6
KOHpUrypauum Ha ypoBHe 100 nakeToB B cekyHAy, a Angd apyrux coobiueHni o6 owmbkax
ICMPVv6 — Ha ypoBHe 10 nakeToB B CEKYHAY

QTECH(config)#ipvé icmp error-interval too-big 1000 100
QTECH(config)#ipvé icmp error-interval 1000 10

MpoBepka BbinonHute komaHgy show running-config, 4Tobbl NpoBepuTb
KOHpu1rypaumm pesynbTat

QTECH#show running-config | include ipvé icmp error-interval
ipvé icmp error-interval 1000 10

ipvé icmp error-interval too-big 1000 100

3.4.6. HacTpounka 3Ha4yeHus IPv6 Hop Limit

3.4.6.1. PeaynbTaT KOHUrypauum

HacTpoiiTe KonvMyecTBO NepexodoB OOHOAAPECHOro naketa [Ans  npeaoTBpalleHust
HeorpaHM4YeHHOW Nepeaayn nakeTa.

3.4.6.2. dtanbl KOH(Urypaumm
HacTponka npegena onepauun IPv6

e  OnuuoHanbHo.

e YT106bl M3BMEHNTb KONMYECTBO NEPEXOAOB OAHOAAPECHONO NaKeTa, BbINOSIHUTE KOMaHAY
ipv6 hop-limit value.

3.4.6.3. lNpoBepka KoHdUrypauumm

e BuinonHute komangy show running-config, 4Tto6bl npoBepuTb NPaBUIIBHOCTb
KOHpurypaumm.

e 3axBaT ogHoagpecHbIx nakeToB IPv6, oTnpaBneHHbix xocTom. PesynbTaTt 3axBaTta
nakeToB MOKa3blBaeT, YTO 3HAYEHME NOMA orpaHMyYeHnsa nepexona B 3aronoske |IPv6
COBMagaeT C HACTPOEHHbIM OrpaHNYEHNEM Nepexoaa.
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3.4.6.4. CBAA3aHHble KOMaHAbI

HacTponka npegena onepauun IPv6

KomaHga ipv6 hop-limit value

Onucanwne value: ykasblBaeT KONMMYECTBO MEpPexofoB OOHOAAPECHOro MakeTa,
napameTpos OTNpPaBIEHHOro YCTPOMCTBOM. [luanasoH 3HaveHun ot 1 go 255

Pexum Pexwum rnobanbHon KoHdUrypaumm

KOHcpurypawmm

3.4.6.5. NMpumep KoHcurypaumumn

Hactpowka npeaena xonos IPv6

OTanbl N3meHuTe orpaHnyeHme nepexoga IPv6 yctponctea Ha 250
KOHUrypauum

QTECH(config)#ipvé hop-limit 250

MpoBepka BbinonHute komaHgy show running-config, 4Tobbl NpoBepuTb
KOHpurypaumm pesynbTaT

QTECH#show running-config ipvé hop-limit 254

3.4.7. Bkno4yeHue/BbIKnoYeHMe hyHKLMUM OTKa3a oTrpaBKu naketoB NS B
cetn VLAN ayteHTUdUKaLnUmn
3.4.7.1. PeaynbTaT KOHUrypauumm

BkritoueHne wunu OTKMOYEeHMe dyHKUMKM OTkasa oTnpaBku naketoB NS B cetm VLAN
ayTeHTudmkaumm B SVI.

3.4.7.2. MpumeyaHun

KoHdburypaums nogoepxmaeTcst TONbko B SVI n eNCTBYET TONBLKO B PEXMME ayTEHTUdMKaLUK
Lno3a.
3.4.7.3. dtanbl KOH(Urypauum

BkritoueHune/BbikntoveHne  pyHKUMKM  OTka3a oTtnpaBkm naketoB NS B cetm  VLAN
ayTeHTMdmKaumm

e  OnuuoHanbHo.

e B pexume ayTeHTUdMKaLMKM LWIHO3a BbINOMHWTE KOMaH4y no ipv6é nd suppressauth-
vlan-ns, 4Tob6bl YCTPOMCTBO MOrNo oTnpaBnatb naketel NS B cetn VLAN
ayTeHTudmKauunm.

3.4.7.4. NMpoBepkKa KoOHdUrypauumm

BbinonHuTte komaHay show running-config, 4Tobbl NpoBepunTb NPaBUITLHOCTE KOHUIypaumu.
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3.4.7.5. CBAA3aHHble KOMaHAbI

BkritoueHue/BbiknoveHe  yHKUMKM  OTKa3a oTtnpaBkm naketoB NS B cetm  VLAN

ayTeHTudmkaumm
KomaHga ipv6 nd suppress-auth-vlan-ns
Pexum Pexum koHdurypaumm nHtepderica
KOHUrypauum
BcTpoeHHas [nsa oTKNoYeHUs 3ToN PyHKUMM MCnornb3ynte oopmy NO AaHHON
noackaska KOoMaHabl

3.4.7.6. Mpumep KoHcuUurypaumum

OTkntoveHne dyHKUMM oTkasa oTnpaskm naketoB NS B cetn VLAN ayTeHTUdmkaumm

OTanbl Otkntounte yHKUMIO OTkasa otnpaBku naketoB NS B cetn VLAN
KOHUrypauum ayTeHTudukaumm

QTECH(config-if-VLAN 2)#no ipvé nd suppress-auth-vlan-ns
MpoBepka 3anyctute komaHgy show running-config interface vian 2, 4to6bl
KOHUrypauum npoBepuTb pesynbTat

QTECH#show running-config interface vlan 2 no ipvé nd suppress-
auth-vlan-ns

3.4.8. HacTpoiika wno3a no yMon4yaHuio B UHTepdelice ynpaBneHus

3.4.8.1. PeaynbTaT KOHUrypauumm

HacTtponTte wno3 no ymonyaHuio B WHTepderice ynpaeneHusa. CosgaeTcsi maplipyT Mo
YMOSIYaHUIO, MpU 3TOM MUCXOOAWMN UHTepdenc aBnseTca MHTepdencoM ynpasBneHus, a
cneaylowm nepexon — HaCTPOEHHbIM LLSTHO30M.

3.4.8.2. NMpumeyaHun

KoHurypauma nogaepKmBaeTcs TONbKo B MHTEpdENce ynpaBnieHns.

3.4.8.3. dtanbl KOH(uUrypaumm

HacTpoiika wnto3a no yMmosiyaHuio B MHTepdence ynpasneHus

e  OnuuoHanbHo.

e Y706bl HACTPOUTL MaPLLPYT MO YMOJSYAHMIO AN UHTepdenca ynpaBneHns, BoINoHUTE
KomaHgy ipv6 gateway.

3.4.8.4. NpoBepkKa KoHdUrypaumm

BbinonHuTte komaHay show running-config, 4Tobbl NpoBepnTb NPaBUITLHOCTb KOHMUIrypauuu.
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3.4.8.5. CBsizaHHble KOMaHAbI

HacTtpoiika wno3a no ymonyaHuio B UHTEPAENce ynpaBneHus

KomaHga ipv6 gateway ipv6-address

Pexum Pexum koHdurypaunm nHtepderica

KOHUrypauum

BcTpoeHHas OTa KoMaHAa nogaepXmnBaeTcs TONbKO B MHTepdence yrnpasneHus
noackaska

3.4.8.6. NMpumep KoHdurypaumum

HacTponka wo3a no yMon4yaHuio B UHTepence ynpaeneHus.

OTansl YcTaHoBUTL LWMKO3 N0 YMOYaHuo nHTepdenca ynpasnexHms Ha 2000::1
KOHUrypauum

QTECH(config)# interface mgmt 0
QTECH(config-mgmt)# ipvé gateway 2000::1

MpoBepka 3anyctute komangy show running-config interface vlan 2, 4toGbl
KOHUrypauum npoBepuTb pesynbTat

QTECH#show running-config interface mgmt 0

Ipvé gateway 2000::1

3.5. KoHTponb cocTosiHuA

3.5.1. OuncTrka

BHUMAHMUE: BbIMONTHEHME KOMAH[ CLEAR MOXET MPVBECTU K MOTEPE BAXHOW
NHOOPMALINU U, CITIEOOBATEJIbHO, MNMPEPLIBAHNIO PABOTbI CIYXB.

OnucaHue KomaHaa

Ounwaet pguHamunyeckm | clrear ipv6 neighbors [ vrf vrif-name ] [ oob ] [interface-id]
N3yYeHHble cocegHve
obnactu
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3.5.2. OTobpaxeHue

IPv6-nHTepdelica

OnucaHue KomaHaa
OTtobpaxeHne show ipv6 interface [[interface-id] [ra-info] ] [brief
MHopmaLm [interface-id]]

OTtobpakeHune
nHdopmMaLmm 0 coceae

show ipv6 neighbors [vrf vrf-name] [verbose] [interfaceid]

[ipv6-address] [static] [oob]

OT1obpaxaet
WHdopmaumio B Tabnuue
MapLpyTusaumm IPv6

show ipv6 route [vrf vrf-name] [ static | local | connected |

bgp | rip | ospf | isis ]

3.5.3. OTnapgka

NPUMEYAHUE: cuctemHble pecypcbl 3aHATbl MpUM BblBOAE OTMAgOYHOW MHMOPMaLnN.
[MoaTomy, OTKMOUMTE OTNAL0UHBIA KOMMYTATOP Cpa3y NOCIe UCMOMb30BaHNS.

OnucaHue

KomaHpa

BknouyeHwe gebar
coobwweHnn 3anmcn ND

debug ipv6 nd
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4. HACTPOUKA DHCP
4.1. O630p

MpoTokon guHamuyeckonm koHgwurypaumm xocta (DHCP) — ato npotokon LAN, Ha 6ase
nonb3oBaTtenbckux gatarpamm (UDP) ana anHammyeckoro HasHavyeHus ceTeBbix |IP-agpecos u
COMyTCTBYIOLLMX NapameTpoB.

DHCP pabotaet B pexume knuneHT-cepep. DHCP-knneHT oTnpaBnsieT Ha cepBep
DHCP-3anpoc Ha nony4deHue IP-agpeca v apyrux koHdurypauun. Ecnv knueHt DHCP v cepsep
DHCP HaxogsTtcsa He B ogHOM noaceTn, To ang nepecbinkn 3anpoca DHCP n oTBeTa Ha nakeTbl
Tpebyetcsa DHCP Relay.

4.1.1. MNMpoTokonbl U cTaHAapPThbI

o RFC2131: npoToKON AMHAaMUYECKOM KOHMUIypaLmm XocTa.
o RFC2132: napameTtpbl DHCP n pacwmpernsa noctaBwmka BOOTP.
o RFC3046: onuus nHdopmaumm o petpaHcnatope DHCP.

4.2. NMpumeHeHue

NMpumeHeHne OnucaHue

[NpenoctaBneHne cnyx6bl | HasHavaeT IP-agpeca knneHTam B flokanbHOW CceTu
DHCP B fiokanbHOW cetu

BknroyeHue knneHta DHCP Bkntounte knnent DHCP

MpumeHenune npasuna AM Ha | MNMpumeHeHne DHCP-cepepa B cpeae Super VLAN
cepeepe DHCP

Hactponka DHCP Relay B | B npoBogHoW ceTy nonb3oBaTenn U3 pasHbiX CErMEHTOB CETH
MPOBOAHOW CETU 3anpawwmsatoT |IP-agpeca

MpumeHeHne npaeuna AM Ha | B cetn Super VLAN nonb3oBaTenu n3 pasHbiX CErMEHTOB
DHCP ceTu 3anpaimBatoT IP-agpeca

4.2.1. NpepoctaBneHue cnyx6l DHCP B nokanbHOM ceTtn

4.2.1.1. CueHapum
HasHaubTe IP-agpeca yeTbipeM nNonb3oBaTeNAM fIOKanbHOW ceTu.

Hanpumep, HasHauvbTe IP-agpeca nonb3oBatenam 1, 2, 3 n 4, Kak nokasaHO Ha creayloLlem
PucyHke.

e YeTblpe nonb3oBaTeNs NOAKIIOYEHBI K cepBepy S yepes yctponctea A, B, Cu D.
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Monk3sosartens 3 MonbsoeaTtens 1

MNonb3oBarens 2

PucyHok 4-1.
S — 370 ncxoadwmn w3, paboTtatowmii kak DHCP-cepsep.

A, B, C n D gBnaiTca kKomMmyTaTtopamu [JOCTyrna, KOTOpble MO3BOMSAT OCYLEeCTBNATb
npo3payHyto nepenayvy Ha ypoBHe 2.

Nonb3oBaTenb 1, nonb3oBaTenb 2, nonb3oBaTeNb 3 W nonb3oBaTenb 4 ABRAKTCSA
nonb3oBaTensAMu JIoKaribHOM CeTW.

4.2.1.2. OnucaHue

o Bknounte cepsep DHCP Ha cepsepe S.
e Hactponte npospauHyto nepegady VLAN ypoBHsa 2 Ha A, B, C n D.

o [lonbsoBatenb 1, nonb3oBaTenb 2, Nonb3oBaTenb 3 U Nonb3oBaTenb 4 UHULUUPYIOT
3anpocsbl knneHta DHCP.

4.2.2. BknoyeHue knueHta DHCP

4.2.2.1. CueHapum

[ns HasHadveHus IP-agpecoB nonyunite goctyn k kommyTtatopam A, B, C u D Ha cepsepe S
3anpoca nokanbHOn CeTHu.

Hanpuwmep, skntounte DHCP Client Ha unTtepdencax A, B, C u D gnsa 3anpoca IP-agpecos, kak
nokasaHo Ha criegytowiemMm PucyHke.
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PucyHok 4-2.

S — 3T0 ncxogsawmn Wwnto3, pabotarowmin kak DHCP-cepsep.
A, B, C nu D gaBngaTca KoMMyTatopamu AOCTyna C BKMOYEHHbIM knneHtom DHCP Ha
nHTepdencax.

4.2.2.2. OnucaHue

o  Bkntounte cepsep DHCP Ha cepBepe S.
e  Bkmounte DHCP-knuneHT Ha nHtepdeincax A, B, C n D.

4.2.3. NMpumeHeHue npasuna AM Ha cepBepe DHCP

4.2.3.1. CueHapumn

Kak nokaszaHo Ha PucyHke 4-3, cosgante Super VLAN, HacTponTe npasunio AM un BknouuTe
cepsep DHCP Ha ocHoBHOM komMmyTaTope A. B — kommyTaTop arperauun, C — koMmmyTaTop
poctyna n D — ycTtponcteo becnpoBogHoro gocryna. TpeboBaHusa nepeydncrieHbl HXeE:

e [lnHamundeckoe HasHa4veHue |IP-agpecoB Ha ocHoBe VLAN 1 nopTa.
e HasHauaTtb IP-agpeca ctatndeckun Ha ocHose VLAN.
e [InHamundeckoe HasHa4veHue |IP-agpecoB Ha ocHoBe npasusiia AM no ymonyaHuio.
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Super VLAN

BecnpoBogHLle
TEPMUHAanbI

MpoBoaHeble
TEPMUHANDI

L]

PucyHok 4-3. NpumeHeHne npasuna AM Ha cepsepe DHCP

A — 3TO OCHOBHO€E YCTPOUCTBO.

B — ycTponcTeo arperauuu.

C — 3TO YCTPOMCTBO NPOBOAHOIO AOCTyna.

D — aT0 ycTponctso 6ecnpoBogHOro 4ocTyna.

4.2.3.2. OnucaHue

e Hactpownte npasuno AM, skntounTte cepeep DHCP u cosgante Super VLAN Ha A.

e Cospante VLAN Ha B 1 C gnsa npo3spayHon nepegaym naketoB DHCP oT npoBogHbIX
nonb3oBartenen Ha A anga 3anpoca IP-agpecos.

e Bknounte dyHkumto 6ecnpoBogHon cBA3n Ha D ans npospadHon nepegayv NakeToB
DHCP ot 6ecnpoBoaHbix nonb3oBaTenen Ha A and 3anpoca IP-agpecos.

4.2.4. Hactpouka DHCP Relay B npoBogHOM ceTn

4.2.4.1. CueHapum

Kak nokasaHo Ha cnegytowem PucyHke, kommyTtaTopbl C 1 D aBnsioTca yctponcteamm goctyna
ansa nonb3oatenen B cetax VLAN 10 n VLAN 20 cootBeTcTBeHHO. KommyTtaTop B aBnseTcs
LUO30M, @ KOMMYTaTOp A — OCHOBHbIM YCTPOUCTBOM. TpeboBaHus nepeymcneHbl HUXe:

Kommytatop A pabotaetr B kadectBe DHCP-cepBepa nnsa AuHaMU4eckoro HasHadeHus
IP-agpecoB pasnnyHbIX CEFMEHTOB CETU MOSb30BaTeNsAM B padnnyHbix ceTsx VLAN.

Monb3oBaTtenu B ceTsix VLAN 10 n VLAN 20 guHamnyecku nonydatot IP-agpeca.
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KommyTatop A DHCP-cepsep

KommyTatop B DHCP Relay

KommyTaTop C KommyTtatop D

DHCP-knuneHT

PucyHok 4-4. DHCP Relay
KommyTatopbl C n D siBnsioTcs ycTponcTesamum gocTyna.
KommyTtaTtop B aBnseTcs Wno3oMm.
KommyTaTtop A 9BnsieTcst OCHOBHbLIM YCTPOWUCTBOM.

4.2.4.2. OnucaHue
e HactponTte cBs3b YpOBHSA 2 Mexay kommyTtatopom B n kommyTtatopom C, a Takke
Mexay kommytaTopomM B 1 kommyTtaTopom D.
¢ HakommyTatope B ykaxuTte agpec cepsepa DHCP n BkntounTte dpyHkumio DHCP Relay.

e Ha kommyTtatope A cosgante nynbl agpecoe DHCP ana VLAN 10 m VLAN 20
COOTBETCTBEHHO U1 BKItounTe cepeep DHCP.

4.2.5. NpumeHeHne npasuna AM Ha DHCP Relay
4.2.5.1. CueHapum

Kak nokaszaHo Ha PwucyHke 4-5, A — ato cepsep DHCP, B — oOCHOBHOM KOMMyTaTtop,
HacTpoeHHbIn Ha Super VLAN, npasuno AM u petpaHcnsumio DHCP, C — kommyTtartop
arperaummn, D — kommyTaTop goctyna n E — yctponcteo 6ecnpoBogHoro goctyna. TpebosaHus
nepeyYncrieHbl HUXe:

e Ha ocHoBaHuu npasuna AM-nopTta VLAN-areHT petpaHcnsumm DHCP BuiGupaeT agpec
noacetn B kadecTBe Giaddress nakeToB peTpaHCnAUMM U NepechinaeT Ux Ha cepBep
DHCP ans 3anpoca IP-agpeca knmeHTa.
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e B cootetctBum ¢ npasunom AM no ymondaxuio areHt petpaHcnaumm DHCP BbiGupaeT
agpec noaceTu B Ka4decTBe agpeca Af1s peTpaHCnaumMmM nakeToB 1 NepechinaeT ux Ha
cepsep DHCP ans 3anpoca IP-agpeca knueHTa.

DHCP-cepsep

Super VLAN

BecnpoBogHble
TepMUHanbI

lMpoBoaHeble
TEPMUHAnbI

OF B e

PucyHok 4-5. NpumeHeHne npasuna AM Ha DHCP Relay

A — 3TO OCHOBHOE YCTPOWCTBO.

B — 3TO OCHOBHOE YCTPOMCTRO.

C — 3TO YCTPOWCTBO arperauuu.

D — 9TO YCTPOMCTBO NPOBOAHOIO AOCTYyNa.

E — 310 ycTporicTBo 6GecnpoBogHOro gocTyna.

4.2.5.2. OnucaHue

e  Bkntounte cepsep DHCP Ha A.
e Hactponte npasuno AM, skntounte DHCP Relay n cosganite Super VLAN Ha B.

e Cospante VLAN Ha C n D gnsa npo3payHon nepegaym naketoB DHCP oT npoBOAHbIX
nonb3oBaTtenen B B ans 3anpoca |IP-agpecos.
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e Bknounte cdbyHkumio 6ecnpoBofHoON cBA3M Ha E gns npo3payHon nepefadn nakeToB
DHCP ot 6ecnpoBoaHbix nonb3oBaTenen B B ons 3anpoca IP-agpecos.

4.3. KnroyeBble 0COOEHHOCTU

4.3.1. ba3oBble KOHUenuumn
CepBep DHCP

Ha ocHoBe RFC 2131 DHCP-cepsep QTECH HasHauvaeT IP-agpeca knneHTam u ynpasngaet
atumm IP-agpecamum.

Knuent DHCP

Knuent DHCP nossongeTt ycTponcTBY aBTOMaTuyecku nonydvath IP-agpec n KoHdurypauum c
cepsepa DHCP.

DHCP Relay

Ecnu knueHt DHCP un cepsep DHCP Haxogsatca He B OQHOW MOACETU, TO ANS NEPECLINKM
3anpoca DHCP v oteTa Ha nakeTbl TpebyeTca DHCP Relay.

ApeHpa

ApeHga — 93TO nepuod BpemMeHu, YykasaHHbin DHCP-cepsepom ana knveHta Aang
ncnonb3oBaHuA HasHauveHHoro IP-agpeca. IP-agpec aktuBeH npu apeHge ¢ knneHtom. lMepea
ncTevyeHnem cpoka apeHabl KnneHTy HeobxoamMmo oBHOBUTL apeHay Yepes cepBep. Korga cpok
apeHabl UCTEKaeT Unu yaansaeTcs ¢ cepBepa, apeHia CTaHOBUTCA HEAQKTUBHOW.

UcknioyeHHbIN agpec

McknioyeHHbIn agpec — 310 IP-agpec, KOTOpbIN He Ha3HavaeTcs knneHTam cepsepom DHCP.
Myn appecoB

Myn agpecos — 310 Habop IP-agpecos, koTopble DHCP-cepBep MOXET Ha3HauYNTb KIMEHTAM.
Onuumsa

Onuna — aTto napameTp, 3agaHHbin cepsepom DHCP npu obecnyxueanum knveHta DHCP npu
npuceoeHun agpeca. Hanpumep, obwenocTynHbii napameTp BkNodaeTt B cebsa IP-agpeca
wnio3a no ymonyanuwo (mapwpytmsatopa), WINS-cepsepa n DNS-cepsepa. DHCP-cepBep
Nno3BoNiieT HacTpaneaTb ApyrMe napameTpbl. XoTa 60MbLIMHCTBO NapaMeTpoB onpeaeneHsl B
RFC 2132, MOXXHO Ao6aBuTb Nornb3oBaTeNbCKNE NapameTpsbl.

4.3.2. O630p
PyHKUMA OnucaHue
Cepeep DHCP Bkntounte cepsep DHCP Ha ycTpoWcTBe, U OH MOXET AMHAMUYECKN

HasHa4vaTb |IP-agpeca n nepegaBatb KoHbUrypauumn knneHtam DHCP

Arent DHCP Relay | Bkntounte dyHkumio DHCP Relay Ha ycTpowWcTBe, M OH MOXET
areHt nepecbinate 3anpocel DHCP un otBeyaTb Ha MakeTbl B pPasHbIX
cermMeHTax cetu

KnueHnt DHCP Bkntounte DHCP-KNMeHT Ha yCTPOMCTBE, N OH MOXET aBTOMaTUYECKN
nony4yatb IP-agpeca n koHdurypauun ¢ DHCP-cepsepa
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DPyHKUUA Onucanue

Mpasuna AM Bkntounte npasuno AM Ha ycTpoWCTBE, M OHO MOXeT HasHayaTb
IP-agpeca B COOTBETCTBUM C NPaBUiiomM

4.3.3. CepBep DHCP

4.3.3.1. MpuHUMN paboTbl
MpuHunn pa6otsl DHCP

Nonb3oBaTens

]

DHCP-cepeep

Discover l""""" ]

Offer

v

A

Request

v

Ack

A

PucyHok 4-6.
XocT 3anpawwmBaeT IP-agpec vyepe3 DHCP cneaytowum obpasom:

1. XocTt nepegaet naket obHapyxeHus (discover) DHCP gns noucka cepsepos DHCP B
ceTun.

2. DHCP-cepBep otnpaensieT Broadcast/Unicast nakeT (Ha ocHoBe nakeTa xocTa).
cogepxawmn IP-agpec, MAC-agpec, nmsi gjomeHa n apexgy (offer).

3. Xoct nepegaet naket 3anpocos DHCP ansa odwmumanbsHoro 3anpoca IP-agpeca
(request).

4. DHCP-cepep otnpaenseT Ha xocT nakeT DHCP ACK unitcast ons nogreepxoeHus
3anpoca.

NMPUMEYMAHUE: DHCP-knueHT moxeT nonyyatb naketel DHCP OFFER oT Heckonbkux
cepepoB DHCP, Ho 06bl4HO OH NpuHMMaEeT Tonbko nepBbii nakeT DHCP OFFER. Kpome Toro,
agpec, ykasaHHbii B nakete DHCP OFFER, He oGsa3aTenbHo Ha3HavaeTcsi. Bmecto 3Toro oH
coxpaHsieTcst cepeepoMm DHCP go tex nop, noka KnueHT He oTnpaBuT popmarbHbIi 3anpoc.

Utobbl opmumanbHo 3anpocutb IP-agpec, knneHt nepenaet naket DHCP REQUEST, 4TtoGbl
Bce DHCP-cepepbl, nocbinawwme naketel DHCP OFFER, mornmn nonyuuTb NakeT wu
ocBoboanTb IP-agpeca, npeanoxeHHsle B OFFER.

Ecnn naker DHCP OFFER cogepXuT HegonycTuMble napameTpbl KOHUrypauuu, KrveHT
oTnpasnseT Ha cepsep nakeT DHCP DECLINE, 4yTo6bl OTKNOHUTbL KOH(Urypaumtio.

Ecnn Bo BpeMs neperoBopoB KNNEHT He oTBevaeT Ha nakeTbl DHCP OFFER BoBpemsi, cepBepbl
oTnpasAT knueHTy naketsl DHCP NAK, 1 KnneHT NOBTOPHO MHMLUMUPYET npoLiecc.

Bo Bpems noctpoenHus cetn cepseppl QTECH DHCP obnagatot cneagyrowmmm
npenmyLecTBamu:
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e YnpouleHHas KoHdurypaumsa. OuHamudeckoe HasHadeHue IP-agpecoB 3HauuMTenbHO
ynpoLLaeT HaCTPOWNKY YCTpPOMNCTBA.

o LleHTpanusoBaHHoe ynpaBneHue. KoHurypauuio HeCKONbKUX MnoaceTen MOXKHO
N3MEHUTb, NPOCTO U3MEHMB KOHUrypaumo cepsepa DHCP.

Myn appecoB

lMocne Toro kak cepBep MofyvaeT NakeT 3anpoCOB KMMEHTa, OH BblGMpaeT AoNyCTUMbIA Nyn
agpecoB, onpefensetr pocTynHeli IP-agpec u3 nyna nocpeacteom PING wu nepepaet
KOHUrypaumto nyna n agpeca knueHty. MHpopmauma o6 apeHae coxpaHaeTcs nokanbHO Ans
NpoBEepK/ AENCTBUTENBHOCTM NpY BO30OGHOBNEHUN apeHabl.

Myn agpecoB MOXeT UMEeTb crneaytoLime napameTpbl KOHUrypauum:
e [mnanasoH |IP-agpecoB, KoTOpbIM npeacTaBndeT cobor guanasoH [OCTYMHbIX
IP-agpecos.
e Appec wnto3a. lNogaepxmBaeTtcsa He bonee 8 agpecos LLUMNK30B.
e DNS-agpec. lNoaaepxmaeTtcsa He bonee 8 agpecos DNS.

e Cpok apeHfbl, yBEOOMIISOLWMIA KITMEHTOB O TOM, KOr4a UM HY)XXHO NONyYnTb agpec u
3anpocuTb NpPoaSieHne cpoka apeHabl.
KoHTponb coctosiHua VRRP

B cueHapun npoTokona pesepBrnpoBaHus BupTyaneHoro mapwpytusatopa (VRRP) yctponictea
QTECH, noggepxusatowme DHCP, npegoctaBnaioT KOMaHOy AN MOHUTOPUHIA COCTOSIHUS
nHtepdenca VRRP. B wuHTepdence, HacTpoeHHOM Ha wucnonb3oBaHue agpeca VRRP wu
moHutopuHra VRRP, DHCP-cepeep o6pabaTbiBaeT Tonbko nakeTbl 3anpocos DHCP-knneHToB
n3 nHtepdgenca B pexnme Master, a gpyrme naketbl oTbpackiBatoTca. Ecnn agpec VRRP He
HacTpoeH, DHCP-cepBep He otcnexuBaer coctodaHne VRRP u Bce naketsl DHCP
obpabatbiBatoTcs. KoHTponb coctosiHus VRRP HacTpanBaeTcst TONbKO Ha MHTepdencax ypoBHS
3. o ymOn4aHu1Io OH OTKIOYEH, @ UMEHHO, TOSMbKO rMaBHOE YCTPOMUCTBO obpabaTtbiBaeT crnyxoy
DHCP.

HasHauyeHue IP-agpeca Ha ocHoBe VLAN, nopTtoB v Anana3soHa IP

Mocne pasBepTbiBaHNA nyna IP-agpecoB ykasaHHbIM guanasoH IP-agpecoB HasHadaeTcs Ha
ocHoBe ceten VLAN n noptoB. CyLuecTByeT Tpy cueHapust:

1. [nmobanbHasa kKoHUrypaumsi.
2. KoHdurypaums Ha ocHoBe ceTen VLAN, noptoB 1 agnanasoHa IP-agpecos.

3. CouetaHnue: 1 1 2. B cueHapun 1 agpeca HasHavaroTcsa rnobanbHo. B cueHapun 2
ajgpeca B ykazaHHOM gmanasoHe |P HasHa4aloTCA TOSbKO KITMEHTaM yKa3aHHbIX CeTen
VLAN n noptoB. B cueHapum 3 knneHTam ykasaHHbix ceteri VLAN n noptoB
Ha3HavalTCHa agpeca B yka3daHHOM guanasoHe IP, a gpyrum knneHtam — rnobanbHble
agpeca no yMosyaHuio.

4.3.3.2. CBA3aHHaA KoHduUrypaumsa
Mmo6ankHoe BknoveHne DHCP-cepeepa

e [lo ymonuaHmto DHCP-cepBep oTKO4YEH.

e 3anyctute komaHgy service dhcp, 4Tobbl Bknountb cepsep DHCP.
HacTponka nyna agpecos

e [lo ymonyaHwio nyn agpecoB He HaCTPOEH.

e Bbinonnute komangy nyna ip dhcp pool, 4tobbl HacTpouTb AnanasoH IP-agpecos,
w03 n DNS.

e Ecnu nyn agpecoB He HacTpoeH, aapeca He ByayT HasHaYeHb!.
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4.3.4. AreHT DHCP Relay

4.3.4.1. MpuHUMN paboTbl

IP-agpec HasHayeHuss nakeToB 3anpocoB DHCP — 255.255.255.255, n ot naketbl
nepecbinatTca B noacetu. [ns HasHaveHus |IP-agpeca no cermeHTam cet Heobxoamm areHT
peTtpaHcnaumm DHCP. AreHT peTtpaHcnsaumm DHCP nepepaet nakeTtsl 3anpocos DHCP cepsepy
DHCP wn nepecbinaet naketbl otBeta DHCP knunenty DCHP. Arent DHCP Relay cnyxut
peTpaHcnaTopoMm, nogknovaemoim K knneHty DHCP u cepsepy DHCP pasnuyHbIX CerMeHToB
ceTn, nyTeM nepecoinkm naketoB 3anpocos DHCP n nakeTtoB otBeTa DHCP. B pexume Client-
Relay-Server ynpaBneHue IP-agpecamun B HECKONbKMUX CEFMEHTaX CETU OCYLLECTBMASETCH TOSNbKO
ogHum DHCP-cepBepom. Cm. PUCYHOK Huxe.

DHCP-cepsep
30.0.0.2

DHCP Relay
30.0.0.1/16

AN 10.0.0.1/16 / AN 20.0.0.1/16 !
“~__  VLAN10 -7 S~ VLAN20  _-~

PucyHok 4-7. CueHapun DHCP Relay

VLAN 10 n VLAN 20 cootBetctBytoT cermeHtam 10.0.0.1/16 n 20.0.0.1/16 coOTBETCTBEHHO.
Cepeep DHCP c IP-agpecom 30.0.0.2 Haxogutca B cermeHTe 30.0.0.1/16. [na ynpaBneHus
anHammyeckumn IP-agpecamm B cetsix VLAN 10 n VLAN 20 cepeepom DHCP Heobxogumo
BKMOUNTb peTpaHcnsiumm DHCP Ha wnto3e n HacTtpouTb IP-agpec 30.0.0.2 ansa cepeepa DHCP.

Undopmaumsa o petpaHcnaTope DHCP (onuusa 82)

Kak onpegeneHo B RFC3046, moxxHO Ao6aBnTb NnapameTp A5 YKasaHus ceTeBon MHdopmauum
knneHta DHCP npwu BeinonHennn DHCP Relay, 4yto6bl cepsep DHCP mor HasHavaTh IP-agpeca
pasnuyHbIX NPUBUNErNA HA OCHOBE Bonee ToYHOW MHGOPMauuK. STOT NapameTp Ha3biBaeTCs
onuna 82. B Hactoswee Bpems yctponctea QTECH nogoepxuBaloT 4eTblpe CXembl
NMHOpPMaLMKM O penenHbIX areHTax, KOTopble ONMcaHbl COOTBETCTBEHHO cneayroLwmm obpasom:

1. Onuwusa nudopmaumm o dot1x: ITa cxema AormkHa ObITb peanu3oBaHa c
ayteHTudpukaumen 802.1X. AreHt petpaHcnaumm DHCP cdopmupyeT nogonumio
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naeHTudmkaTopa uenun Ha ocHose npusunerni IP n ngentudukatopa VLAN knneHTa
DHCP. ®opmaT napameTpa nokasaH Ha cnegytollem PucyHke.

Twun nogonuyuu OnuHa lMNpuBunerus VLAN ID
1 4 0001 0065
1 6ant 1 banT 2 banta 2 banTa

PucyHok 4-8. dopmat napameTpa

2. WHopmaums areHTa peTpaHcnsaumm B onumm 82: 3ta cxema Crnyxut 6e3 koppensaumm
¢ apyrumm mogynamm npotokosioB. AreHT DHCP Relay dopmupyeT onumio 82 Ha
OocHoBe dhm3myeckoro noprta, nony4yatowlero naketol 3anpocos DHCP, u MAC-agpeca
ycTpovncTtea. PopmaT napameTpa nokasaH Ha criegytowiem PucyHke.

Tvn nogonumm AnuvHa VLAN ID Cnort Mopt
1 4 0065 01 02
1 Bant 1 6ant 2 banta 1 Bant 1 6ant

PucyHok 4-9. N aeHTudmkaTop uenun areHTa

Twun nogonuum OnvHa MAC-agpec ycTporcTBa
2 6 00D0OF8123456
1 bant 1 Ganr 6 baiiToB

PucyHok 4-10. YpganeHHbIn naeHTndunkaTop oneparopa

3.  Onums nHdopmaumn o petpaHcnatope VPN: OT1a cxema gomkHa 6biTe peanv3oBaHa
¢ dpyHKumoHanom MPLS VPN.
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DHCP-knuneHT 1
VPN Department |

192.168.4.1/
fa0/1/
VPN Department |
AreHt DHCP Relay
192.168.197.248

DHCP-knueHT 2
VPN Department Il

192.168.4.1/
fa1/1/
VPN Department Il

DHCP-cepeep
192.168.197.251

PucyHok 4-11. MNMpunoxeHne B cpege MPLS VPN

Kak nokasaHo Ha PucyHke 4-11, B cpege MPLS VPN knueHt DHCP 1 nogkntoyveH k fa0/1 yepes
relay areHta DHCP 1 DHCP Client 2 Ha fa1/1. UnTepdencel fa0/1 n fa1/1 oTHocATcs K pa3HbiM
VRFs. DHCP Client 1 n DHCP Client 2 nonyvatot IP-agpeca 4yepe3 DHCP. CornacHo
nnaHmpoBaHuto cetn, VPN Department | n VPN Department || HaxogaTcs B ogHOM cerMmeHTe
192.168.4.0/24. B atom cnyyae o6blyHOe npunoxeHne DHCP He MoxeT yaooBneTBOpuUTb
notpebHocTn. [na nogaepxkun petpaHcnaumm DHCP B cpege MPLS VPN BBoguTtca option vpn,
KoTopas BKIoYaeT Tpu nognapameTpa, a umeHHo VPN-ID, Subnet-Selection n Server-ldentifier-
Override.

VPN-ID: korga areHT peTpaHcnsumm DHCP nonydaet naket 3anpoca DHCP, oH
pobaenset uHdopmaumio o VPN, koTtopyto knmeHT DHCP HaxoguT B nakete, B
kavyectBe onuun. DHCP-cepeep coxpaHdet VPN-ID B oTBeTHOM nakeTe, a areHt
peTtpaHcnaumm DHCP nepecbinaeT nakeT Ha cooTBeTcTBYOWMIA VRF B cooTBETCTBUM C
onumen. dopmaT NnapameTpa nokasaH Ha criegyoiem PucyHke.

Twun nogonuun OnuHa Twun VPN-ID
_____________ |
151 N+1 0 VPN-ID vnn nmsa VRF |
_____________ J

1 Bant 1 Bant 1 BGanT N BaiToB

PucyHok 4-12. VPN-ID

Subnet-Selection: B koHBeHUMOHanNbHou peTpaHcnauum DHCP  wmHdopmauusa o
KnueHTckom cetm un agpeca cepBepa DHCP u areHta petpaHcnsuum DHCP
ykasbiBaeTcs B none gateway address [ giaddr ]. B cpege MPLS VPN 3apgante giaddr
Ha IP-agpec nHTepdenca areHta DHCP Relay, nogkntoyenHoro k cepsepy DHCP,
4yTobbl CepBep MOr HanpsMyk B3aMMOAeWCTBOBaTb C areHToM Relay. Kpome Toro,
MHpopMaumsa 0 NoaceTn KNMeHTa ykasbiBaeTcsa B napameTpe Subnet-Selection (Beibop
nogcetn). PopmaT napameTpa nokasaH Ha crniegytouiem PucyHke.
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Twun nogonuum OnwvHa Beibop noaceTtu
150 4 COA80CO00
1 Gant 1 Bant 4 BanTa

PucyHok 4-13. Beibop nogcetn

e Server-ldentifier-Override: B cpeae MPLS VPN nakeTbl 3anpocoB oT knueHta DHCP He
MOryT BbITb OTrpaBneHbl Hanpsamyto Ha cepsep DHCP. Arent DHCP Relay ucnonssyet
3Ty onuuiw aAns nepegaum uHdopmaumm uHTepdenca, CBA3bIBAKOWMN  areHT
peTtpaHcnauun n cepeep DHCP. Koraa cepBep otnpaBnsieT 0TBETHOE coobLleHne, 3ToT
napameTp nepeonpedensiet napameTp Server-ldentifier. Takum ob6pasom, KnNueHT
DHCP otnpaBnseT nakeTbl areHTy petpaHcndauun DHCP, a areHT peTtpaHcnaumm DHCP
nepeckbinaet nx Ha cepsep DHCP. ®opmaT napameTtpa nokasaH Ha criegyoLllem

PucyHke.
Twun nogonuun OnuHa Server-id Override
150 4 C0A80400
1 6ant 1 Gant 4 banTa

PucyHok 4-14. Server-ldentifier-Override
UpeHTndmkatop cepeepa npoeepkn DHCP Relay

B cpege DHCP ansa cetn pasBepThiBaeTcs Heckonbko cepBepoB DHCP, yto obecneunsaet
pesepBupoBaHne cepepa ans obecneyeHnsa 6ecnepebonHomn paboTbl ceTu. MNocne BKNoYEHNS
aTon yHkumn naket 3anpoca DHCP, oTnpaBneHHbIN KIWMEHTOM, COAEPXWUT napamMmeTp
noeHtTndukaTopa cepsepa, ykasbiBawowmi cepsep DHCP. YTto6bl obneruntb Harpysky Ha
cepBepbl B onpeferieHHbIX cpegax, Heobxoanmo BKNIOYNTE 3Ty yHKUMO Ha Relay areHte, ans
OTNpaBKM NakeTa Ha ykasdaHHbI cepeep DHCP, a He Ha Bce cepBepbl DHCP.

MopaBneHue petpaHcnauun DHCP
Mocne HacTporkn komangbl IP DHCP Relay Suppression Ha nHtepdelice nakeTbl 3anpocoB
DHCP, nony4eHHble Ha nHTepdence, byayT oThmnnbTPOBaHbI, a gpyrue nakeTol 3anpocos DHCP
OyoyT nepecbinaTbCcA.
4.3.4.2. CBA3aHHaA KOHduUrypaumsa
BknrouyeHune petpaHcnsaumm DHCP
e [lo ymonyanuo coyHkuna DHCP Relay oTtkntoveHa.
o [Inga BkntoveHus petpaHcnaumn DHCP mMoxHO BbINONHUTL KOMaHay service dhep.
e [lepen Havanom paboTbl Heobxoammo BknoumTs DHCP Relay.
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HacTtponka IP-agpeca ansa cepsepa DHCP

o [lo ymonuaHuio ansa cepsepa DHCP He 3agaH oTcnexuBaembli IP-agpec.

e MoxHo BbINONMHUTL koMaHay ip helper-address gna Hactpowvku IP-agpeca ans
cepeepa DHCP. IP-agpec MOXHO HacTpouTb rnobanbHO Unn Yepes NHTepdENC YpOoBHS
3. MoxHo HacTpouTb He bonee 20 IP-agpecos DHCP-cepBepa.

o Korga nHtepdenc nonyyaeT nakeT 3anpocoB DHCP, koHurypauusa cepsepa DHCP Ha
nHTepdence npeobnagaeT Hag KoHUrypaumemn, HacTpoeHHon rnobanbHo. Ecnn Ha
nHTepdence He HacTpoeH agpec DHCP-cepeepa, OyaeT ncnonb3oBaTbes rnobansbHo
HacTpoeHHbIn DHCP cepeep.

BknrouyeHne onummn DHCP 82
o [lo ymonuaHnuto onumss DHCP 82 oTkntoveHa.

o [na BknouveHus onumm DHCP 82 moxHO 3anyctutb komaHgy ip dhcp relay
information option82.

BkntoyeHne DHCP Relay Check Server-ID

o [lo ymonuaHuio ngeHTnurkatop cepsepa nposepkn petpaHcnauum DHCP oTknoyeH.

e MoxHo 3anyctutb komangy ip dhcp relay check server-id, 4tobbl BkntoumMts DHCP
Relay Check Server-id

BknioyeHne nopasneHus petpaHcnauum DHCP

o [lo ymonuaHuto dyHKuMs nogaenenunsa peTpaHcnsumm DHCP oTknioyeHa Ha Bcex
nHTepdencax.

e MoxHo 3anyctutb komaHgy ip dhcp relay suppression, 4yToObl BKMOYMTL €e B
nHTEepemnce.

4.3.5. Knuent DHCP
4.3.5.1. MpuvHUKMN paboTbl

DHCP-knueHT nepegaet naket obHapyxeHnsa DHCP nocne Bxoga B coctosiHue Init. 3aTtem oH
MOXET MONy4YnTb HecKosfbko naketoB npeanoxeHnn DHCP. OH BbiOMpaeT oavH M3 HUX W”
oTBe4vaeT Ha cooTteeTcTBYlowmin DHCP-cepBep. [Nocne aToro oH OTnpaenseT NakeThbl 3anpoca
Ha npoarieHne apeHabl B NpoLecchl BO30OHOBEHNSA 1 NOBTOPHOM NPUBA3KM Nepunoaa ctapeHus
ANA 3anpoca Ha npofneHne apeHabl.

4.3.5.2. CBA3aHHaA KoHduUrypaums
BknroyeHune knueHta DHCP B nHtepcpence

e [lo ymonuaHuto knueHT DHCP oTkntoveH.

e B pexumme HacTponkm uHTepdenca MOXHO 3anycTuTb KomaHay ip address dhcep,
4106kl BKMtounTe DHCP Client.

e YT1006bI BKNOUNTL cnyx6y DHCP, Heobxoaumo Bktounts DHCP Client.

o KoHdwurypaumsa mcnonb3dyetcss Ha UHTepdence ypoBHA 3, Hanpumep, Ha SVI wunu
MapLUpyTU3MpyeMbIX NopTax.

4.3.6. Npasuna AM
4.3.6.1. MpuHUMN paboTbl

MpaBuno AM onpegnensieT ananasoH |IP-agpecos, Ha3Ha4vyeHHbIX knneHTam DHCP B pasnmyHbIx
cetax VLAN u noptax. Ero moxxHO ucnonbs3oatb anst 6eictpon ngeHtndpukauum VLAN v nopTta
HencnpasHoro knueHta DHCP u addekTnBHOro HasHadeHus agpecoB. [locrie HacTpomnku
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npasuna AM Bce knveHTsl DHCP n3 3aganHon VLAN v nopTel MoryT nony4ats |IP-agpeca. Ecnu
npasuno AM He HacTpoeHo, cylecTByeT [Ba CriefyoLmx cny4as: ecnv 3agaHo npasvuno AM
Mo yMomn4aHuio, KNueHT nony4yaet IP-agpec n3 agnanasoHa no ymonyaHuio; ecnv npasurio AM no
YMOJTHaHUIO HE HAaCTPOEHO, KINMEHT He CMOXeT nonyyunTs IP-agpec.

4.3.6.2. CBA3aHHaA KoHdUrypaums

HacTtpomnka npaBuna AM B pexume rmobanbHon KoHduUrypaumm

e B pexwnme rnobanbHom KoOHpUrypaumm BoinonHMTe Komangy address-manage, 4ToObl
BOWTW B PEXNM KOH(purypauumn npasun AM.

e  Bbinonnute komaHay match ip default, 4Tobbl HacTpouTb Npasuno AM nNo ymonyaHuio.

e BbinonHute komaHgy match ip, 4tobbl HacTpouTb npasurio AM Ha ocHoBe VLAN u
nopTta unu nopTta B OTAENbHOCTH.

4.4. Hactpounka

4.4.1. Hactpounka cepepa DHCP

HacTtponka

OnucaHue u KomaHaa

HacTtpovka agmHammnyeckoro

IP-agpeca

(OB6sasaTenbHo) Ucnonbayetca gns sknoveHnss DHCP-cepeepa
OnNs AMHaMmmndeckoro HasHadveHus IP-agpeca

service dhcp Bkntoyaet DHCP-cepBep

ip dhcp pool HacTponka nyna agpecos

network HacTtponka HomMmepa ceTn n mackm
nogcetu nyna agpecos DHCP

(HeobsizaTenbHo) cnonb3yeTcsa Ans HACTPOWKN CBOWCTB nyna
agpecos

@ §) QTECH

MWP [OOCTYNHEE

default-router HacTtponka wn3a KneHTa no
YMOSYaHWUIo

lease HacTtpoika apeHabl agpeca

next-server HacTtpowka agpeca TFTP-cepBepa

bootfile HacTponka 3arpy3odHoro davna
KnneHTa

domain-name HacTtponika [OOMEHHOIO  UMEHMU
KnueHTta

dns-server HacTtpoika cepBepa OOMEHHbIX
NMeH
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IP-agpeca

Hactponka OnucaHune n KomaHaa
HacTtporika anHamunyeckoro | netbios-name-server HacTponka WINS-cepBepa

NetBIOS

netbios-node-type

Hactponka tvna ysna NetBIOS Ha
KnneHTte

lease-threshold

HacTpoiika nopora cpabaTbiBaHus
curHanusauum ansa nyna agpecos

option HacTtpoika napameTpa, 3agaHHOro
none3oBartenem
pool-status BkntoyeHne unu oTknodeHme nyna

aapecos

HacTtpovka cTaTuyeckoro
IP-agpeca

(Heobs3aTenbHO) MicnonbayeTca Ans CTaTmyeckoro HasHaveHus

IP-agpeca knneHty

ip dhcp pool HacTponka nmeHu nyna agpecos
" nepexoa B pexnm
KOHdUrypauum nyna agpecos

host Hactponka |P-agpeca n macku

noaceTn XocCTta KinneHTa

hardware-address

HacTtpownka annapaTtHoro agpeca
KnuneHTta

client-identifier

HacTtpowka YHUKaNbHOro
naeHTuguKaTopa KnneHTa

client-name

HacTtponka uMmeHn knmeHTa

Hactpovka npasuna AM
ans cepsepa DHCP

(Heobs13aTenbHO) OH MCNONb3yeTcsl ANl HaCcTPOWMKM CBOWCTB

DHCP-cepBepa

ip dhcp excluded-
address

HacTtpowka Ncknio4YeHHOro
IP-agpeca

ip dhcp force-send-nak

HacTtponka 00s13aTENbLHOrO
otBeTa NAK cepsepom DHCP

ip dhcp monitor-
vrrpstate

HacTtpoika MOHUTOpUHra
coctosHua VRRP
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HacTtpownka

OnucaHve n kKomaHAaa

Hactporika npasuna AM
ana cepsepa DHCP

ip dhcp ping packets

HacTponka BpemeHu
9xo-3anpoca

ip dhcp ping timeout

HacTtpouka Tanm-ayTa ping

ip dhcp server arpdetect

Hactponka DHCP-cepsepa ang
obHapyxeHus nonb3oBaTens B
aBTOHOMHOM pexume

HacTtpornka rnobanbHbIX
ceovictB DHCP-cepBepa

(Heobs3aTenbHO) OH Mcnonb3yeTcs Afs HAacTPOMKM npaBuna

AM cepsepa DHCP

match ip default

HacTponka npasuna AM no
YMOMYaHWIO

match ip ip-address

Hactporka npasuna AM Ha
ocHoBe VLAN v nopta

4.4.2. Hactpounka DHCP-peTpaHcnaumm

Hactponka

OnucaHue u KomaHaa

Hactporika
dyHkumn DHCP

OCHOBHbIX

(OBsazaTenbHO) Mcnonb3yeTcss AN BKIAOYEHUS peTpaHCchisumm

DHCP

service dhcp

BknoveHne peTpaHcnsaumm
DHCP

ip helper-address

HacTtpowka IP-agpeca cepsepa
DHCP

Hactponika DHCP Relay
onumu 82

(Heobs3aTenbHO) OH MCMONb3yeTcsa AN Ha3Ha4YeHUs KIMeHTam
IP-agpecoB C pasHbiMM MpuBUIIETMAMW B COYETaHUU C
nHdopMaumen o usndeckom nopte. ATy YHKUMIO Henb3s
ncrnonb3oBaTb BMecTe ¢ komaHgou dhcp option dotlx

ip dhcp relay
information option82

Bkntouenne onuumn DHCP 82
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HacTtpownka

OnucaHve n kKomaHAaa

HacTtporka MPOBEPKMU

Server ID gnga DHCP Relay

(HeobGs3aTtenbHO) OH ucnonb3yeTcs Ans TOro, 4tobbl areHT
DHCP Relay nocbinana naketbl 3anpocoB DHCP Tonbko Ha
yKasaHHbI cepBep

ip dhcp relay check | [MosBonsert areHTy

server-id petpaHcnaumm DHCP
OTNPaBrsaTb NakeTbl 3anNpocoB
DHCP TOnbKoO Ha ykasaHHbIN
cepsep

HacTtporka noaasneHus

DHCP

(Heobs3aTenbHO) OH uMCNONb3yeTcsa Ans  3awmTbl NakeToB
3anpocoB DHCP Ha nHtepdelice

ip dhcp relay | BknioyaeTt nogasneHve
suppression peTtpaHcnsaummn DHCP

4.4.3. Hactpouka knueHta DHCP

HacTtponka OnucaHue u KOMaHAa

DHCP

HacTtponka «knueHTa | (O6s3aTenbHO) OH Ucnonb3yeTcs Ans BkntodeHus knueHta DHCP

ip address dhcp | O6ecneunBaeT uHTepdenc Ethernet,

MHKancynupoBaHHbIN HTepdenc PPP/HDLC
nnn FR-nHKancynnpoBaHHbIN MHTEPdENC Ans
nony4eHus IP-agpecos yepe3 DHCP

4.4.4. HacTtponka guHamuyeckoro IP-agpeca

4.4.4.1. Pe3synbTaTt KOHdUrypaumm

MpepoctaeneHne Bcem knmeHtam DHCP ycnyr DHCP, Bkniovas HasHadeHune IP-agpecoB m

LLJ1HO30B.

4.4.4.2. NMpumeyaHus

DHCP-cepBep u peTtpaHcnauua DHCP coBMeCcTHO MCnonb3yoT cnyxebHyto koMaHay service
dhcp, HO ycTpoOCTBO HE MOXET o4HOBpeMEHHO paboTtaTtb kak DHCP-cepBep 1 peTpaHcnaTop.
Ecnu ycTponcTtBo HacTpoeHO C AOMYyCTUMbIM MyriOM agpecoB, OHO OEWNCTBYET Kak cepBep U
nepecbinaeT nakeTbl. B NpOTMBHOM cryvae OH CryXWT B KayecTBe relay-areHTa.

4.4.4.3. dtanbl KOHMUrypauum

BknroueHne DHCP-cepBepa

e (O6szatenbHo. OH obecneumBaeT gMHaMmn4ieckoe HasHadeHne IP-agpecos.

e 3anyctute komaHgy service dhcp B pexvme rnobanbHOM KOHUrypaumu.

(@ arecy
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HacTtpoiika nyna agpecoB

e Ob6gasartenbHo. OH ncnonb3yeTcsa ansa cosganvs nyna IP-agpecos.
e 3anyctute komaHgy nyna ip dhcp pool B pexunme rnobansHoOn KOHMUIypaumu.
HacTpounka ceteBoro Homepa u mackum noaceTtu nyna agpecos DHCP

e Ob6gaszartenbHo. OH onpegensaeT Avana3oH AMHaMUYECKM Ha3Ha4YaeMblX aapecoB.
o BbinonHute KomaHgy network B pexxume koHdurypaumm nyna agpecos DHCP.
HacTtpouka wnio3a KnueHTa no yMmon4aHuio

e  OnumoHanbHo. OH ncnonb3yeTcsa ANa HaCTPOMKN aapeca Lwnio3a.
o 3anyctute komaHay default-router B pexxume koHpurypaumm nyna agpecos DHCP.
HacTpowka apeHabl agpeca

e  OnumoHanbHo. OH ucnonb3yeTca Ansa HacTpounku apeHabl IP-agpeca, kotopas no
YMOM4YaHuI0 cocTaBnsieT 24 vaca.

e BrinonHute KomaHAy lease apeHnabl B pexunme KoHburypauum nyna agpecos DHCP.
HacTtpouka agpeca TFTP-cepBepa

e  OnumoHanbHo. OH ncnonb3yeTca ansa HacTponku agpeca TFTP-cepeepa.
o BbinonHute KomMaHgy next-server B pexunme koHpurypauum nyna agpecos DHCP.
HacTtpoinka AOMEHHOro MMeHu KnueHTa

e  OnumoHanbHo. OH ncnonbayeTcs AN9 HAaCTPONKM AOMEHHOIO UMEHM KITMEHTA.
¢ BbinonHute komaHgy domain-name B pexume koHdurypauum nyna agpecos DHCP.
Hactponka DNS

e  OnumoHanbHo. OH ncnonbayeTcs ansa HacTponkn agpeca DNS.
o BrbinonHute komaHgy dns B pexume koHdurypaumm nyna agpecos DHCP.
Hactponka WINS-cepBepa NetBIOS

e  OnumoHanbHo. OH ncnonbayetcs gnga Hactponkm agpeca WINS-cepsepa NetBIOS.

e 3anyctute komaHgy netbios-name-server B pexume KoHurypauum nyna agpecos
DHCP.

Hactponka tTnna y3na NetBIOS Ha knueHTe

e  OnumoHanbHo. OH ncnonbayeTcs angd HacTponkm Tuna yana NetBIOS.

e 3anyctute komaHgy netbios-name-type B pexume KoHdurypauum nyna agpecos
DHCP.

HacTponka nopora aBapMrnHOro curHana ans nyna agpecoB
e OnumoHanbHo. OH wucnonb3yetcss ONs  YNPaBMEHUS KOJNMMYECTBOM  JIN3MHIOBbIX

cornawenun. MNpn goctmxeHun noporosoro 3HadeHus (90 % no ymonuyanuio) Byaet
pacnedaTtaH curHan TpeBorw.

e BuinonHute komangy lease-threshold B pexume koHdurypaumm nyna agpecos DHCP.
HacTpowka napameTpa, 3a4aHHOro nosib3oBaTenem

e OnuwmoHanbHo. OH ncnonb3yeTcsa ANs HACTPONKU MOSb30BaTENbCKUX NapameTpoB.
e BbinonHute komaHgy option B pexume KoHpurypaumm nyna agpecos DHCP.
BknroyeHue nnu oTknoYeHne nyna agpecos
e  OnuwmoHanbHo. OH ncnonb3yeTca ANg BKIYEHUS Ny OTKMoYeHns nyna agpecos. 1o
YMOMYaHWIO AaHHasA PYHKUMS BKIIOYEHa.
e BobinonHute koMaHay pool-status B pexume koHdpurypauumn nyna agpecos DHCP.
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4.4.4.4. NMpoBepka KoOHUrypaumm

MoagkntoveHne knneHta DHCP n cepesepa DHCP.

e [lpoBepbTe, NonyyYaeT N KNUEHT KOHUrypaumm Ha cepBepe.

4.445. CBA3aHHble KOMaHAbI

BkniouyeHne DHCP-cepBepa

KomaHpa service dhcp

Pexum Pexum rnobanbHon koHdurypauum

KOHcpurypawmm

BcTpoeHHas Bkntounte cepsep DHCP wn petpaHcnauuio DHCP. DHCP-cepsep u
nojckaska peTtpaHcnaumio DHCP coBMecTHO uCnonb3ylT cnyxebHy komaHay

service dhcp. Ecnu ycTpoMCTBO HACTPOEHO C AONYCTUMbIM MyrioM
aZpecoB, OHO JENCTBYET Kak cepBep M nepechbinaeTt nakeTbl. B npotueBHoOM
Crnyyae OH CINyXWUT B Ka4eCTBe PenenHoro areHta

HacTponka nyna agpecoB

KomaHga ip dhcp pool dhep-pool

Onuncanne pool-name: ykasblBaeT UMs Nyna agpecos

napameTpos

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas Mepen HasHadeHnem |P-agpeca KNMeHTy HeobXoguMMO HaCTPOUTb UMS
NnoAcKaska nyna agpecoB 1 BONTU B pexum KoHdurypauum nyna agpecos DHCP

HacTponka ceteBoro Homepa u macku nogcetu nyna agpecos DHCP

KomaHga network network-number mask [low-ip-address high-ip-address]

Onuncanne network-number: ykasbiBaeT Homep ceTu nyna IP-agpecos.

ntelprElluiiels mask: yka3blBaeT Macky noaceTu nyna IP-agpecos. Ecniv macka noaceTu
He onpeaerneHa, NPMMEHSETCsl ECTECTBEHHAA Macka NoaceTu

Pexnm Pexum koHdurypaummn nyna agpecoe DHCP

KOHdourypaumm
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BcTpoeHHas
noackaska

[ns HacTpoMkn AMHAMUYECKOrO HasHa4YeHUs aapecoB Heobxoammo
HaCTPOUTb CETEBOW NOEHTUUKATOP 1 MaCKy NOACETU AN nyna agpecos,
4yTobbl NpegoctaBuTb cepeepy DHCP ananason agpecos. |IP-agpeca B
nyne HasHavalrTCca B yKka3aHHOM nopsgake. Ecnv agpec HasHayeH wnnu
CyllecTBYyeT B LENeBOM CermMeHTe ceTu, cneaywowmi agpec bypet
npoBepsATbCs A0 Tex nop, Nnoka He OyaeT HasHayeH OEeNCTBUTENbHbIN
agpec.

BecnposogHoe ob6opynoBaHne QTECH npegoctaBnsier [OCTynHble
CerMeHTbl CeTW, YyKasblBas HayanbHbIl W  KOHEYHbIW agpeca.
KoHdurypaumss He aBndetca AononHuTenbHoW. Ecnv HavanbHbii 1
KOHEeYHbI agpeca He ykasaHbl, OyayT HasHayaTbca Bce IP-agpeca B
CerMeHTe ceTu.

Onsa ob6opygosaHna QTECH apgpeca HasHavalTCsd Ha OCHOBE
dm3ndeckoro agpeca M wmaeHTuukaTopa knmeHta. Takmm obpasom,
OLHOMY KNMEeHTy He OyaeT HasHayeHo OBe apeHabl U3 OoAHOoro nyna
agpecos. B crnyyae Tononornyeckon M3BbLITOYHOCTU MeXAY KITMEHTOM M
CcepBepoM HasHadeHue agpeca MoOXeT ObiTb HE BbIMOSTHEHO.

UToObl Mn3bexaTb Takux cboeB, aAMWHUCTPaAToOpy ceTu Heobxoammo
npenoTBpaTnTb U3bbITOYHOCTL MyTEW B MOCTPOEHUW CeTW, Hanpumep,
nyTeM HACTPOMKN PU3NYECKMX KaHASOB UK CeTeBbIX MyTen

HacTtpouka wnio3a KnueHTa no yMmon4aHuio

KomaHga default-router address [address2...address8]
Onuncanne address: ykasbiBaeT IP-agpec wnto3a no ymonyaHuio. Hactponte xots 6bl
napameTpoB oavH IP-agpec.
ip-address2...ip-address8: (OMNUMOHAINIBHO) MOXHO HacTpouTb He
bornee 8 wno3oB
Pexnm Pexum koHdurypaumm nyna agpecos DHCP
KOHdourypaumm
BcTtpoeHHas Hactponte wnio3 KAMeHTa NO yMoOnyaHuoo, U cepBep Oyger
NnoAcKa3ka npefocTaBnsaATb KOHUrypaumio Wwo3sa K KnveHTy. IP-agpeca wro3a no

YMOJT4aHUIO N KIMneHTa AO0JKHbl HaXO0ANTbCA B OofHOW ceTn

HacTpoiika apeHabl agpeca

KomaHga lease {days [hours] [ minutes] | infinite}
Onuncanne days: onpegenseT apeHay B OHAX.
napameTpoB

hours: (Heo6a3aTenbHO) onpegenseT apeHay B Yacax. Onpegenvrte gHu
[0 Yyacos.

minutes: (HeobsizaTenbHO) onpegensieT CPOK apeHdbl B  MUHyTax.
OnpegenvTe OHN 1 Yacbl O MUHYT.

infinite: onpegeneHne HeorpaHMYEHHOW apeHabl
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Pexum Pexum koHdurypaumm nyna agpecos DHCP

KOHUrypauum

BcTtpoeHHas ApeHpa IP-agpeca no ymondaHuio, HasHadeHHoro cepsepom DHCP,
noackaska cocTaensieT 1 aeHb. Korga cpok apeHabl UCTeKaeT B Gnivkaniliee Bpems,

KNMMEHTY HeobXoaumo 3anpocuTb MPOAneHue apeHabl. B npoTueBHOM
cnyyae IP-agpec He MoXeT GbITb MCMONb30BaH MOCINE UCTEYEHNUSI CPOKa
apeHnbl

HacTpownka 3arp

y304HoOro danna Ha KnmeHTe

KomaHnga bootfile filename

Onucanne file-name: onpenenseT umsa 3arpy3oyvHoro danna

napameTpoB

Pexnm Pexwum koHdurypaumm nyna agpecos DHCP

KOHUrypauum

BcTpoeHHas 3arpy304Hbli hansi — 3TO 3arpy3oyHbIn harn obpasa, MCNoNb3yeMbln
nogckaska npu 3anycke knueHta. O6blMHO davn asnaetca OC, 3arpyxeHHou

knueHtom DHCP

HacTpoiika 4OMEHHOro UMeHU KNneHTa

KomaHpa domain-name domain

Onucanne domain-name: onpegenseT JoMeHHoe uMs kneHta DHCP

napamMmeTpoB

Pexnm Pexum koHdurypaumm nyna agpecos DHCP

KOHdourypaumm

BcTpoeHHas Mo>xHO 3agaTb UMS oMeHa onda knueHTa. Korga KnneHT nonyyaeTt gocTyn
noAckaska K CEeTU Yepes nMms XocTa, UMsi AomeHa gobaBnsaeTcd aBToMaTUYECKN st

3aBepLleHna nMeHn XocTta

Hactponka DNS

KomaHga dns-server { ip-address [ ip-address2...ip-address8 |
Onuncanne ip-address: onpegensiet IP-agpec DNS-cepsepa. Hactponte xotsa Obl
napameTpoB oavH IP-agpec.
ip-address2...ip-address8: (OMNUUOHAJIBHO) MOXHO HacTpouTb He
6onee 8 DNS-cepsepoB
Pexnm Pexwum koHdurypauumn nyna agpecos DHCP
KOHpurypaumm
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BcTpoeHHas
noackaska

Ecnu knnueHT nony4aeT 4OCTYN K CETEBLIM pecypcam Yepes MMsi AoMeHa,
HeobxoamMMo HacTpoutb DNS-cepBep aAns paspelueHnst UMeHV oMeHa

HacTtpouka WINS-cepBepa NetBIOS

KomaHga netbios-name-server address [address2...address§]
Onucanne address: onpegensieT IP-agpec WINS-cepBepa. Hactponte xoTs Obl 0AMH
napameTpoB IP-agpec.
ip-address?...ip-address8: (OMNUMOHAINIBHO) MOXHO HacTpouTb He
6onee 8 WINS-cepsepoB
Pexum Pexum koHdurypaummn nyna agpecos DHCP
KOHUrypauum
BctpoeHHas WINS — 310 cnyx6a 4OMEHHbIX MMEH, C NOMOLLbI0 KOTopown ceTb Microsoft
nogckaska TCP/IP paspewaet uma NetNBIOS Ha IP-agpec. Cepsep WINS — aTo

cepsep Windows NT. Npu 3anycke WINS-cepsepa oH nonyyaeT 3anpoc
Ha peructpaumto ot WINS-knmeHTa. Korga KMMEHT BbIKMHOYaeTCs, OH
oTnpasnseT coobuieHne 06 0cBOBOXKAEHUN UMEHM, YTOObLI KOMNbIOTEPBI B
6a3e gaHHbIX WINS 1 B ceTu Obinin cornacoBaHHbIMU

Hactponka tTnna y3na NetBIOS Ha knueHTe

KomaHpa netbios-node-type type
Onucanne type: onpegensiet Tvn y3na NetBIOS ¢ nomoLbo 0gHOro U3 criegyroLmnx
napameTpos noaxonos.
1. WecTtHaguaTtepuyHoe yncno ot 0 go FF. [locTynHbl TONbKO criegyowime
3Ha4eHus.
e b-node
e p-node
e m-node
e 8 anga h-node
2. CumBOrbHas cTpoka.
e b-node ang wmpokoBeLaTeNbHOro yana
e p-node ANs O4HOPAHrOBOrO y3na
e m-node Ansi CMELUaHHOro y3na
e h-node ansa rmbpugHoro pexmma
Pexnm Pexwum koHdurypauumn nyna agpecos DHCP
KOHpurypaumm
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BcTpoeHHas
noackaska

CywectyeT yeThlpe Tnna yanos NetBIOS knueHTta Microsoft DHCP.

1. lWwpokoBewartenbHbii y3en. [nsa Takoro ysna paspelleHve UMeH
NetBIOS 3anpalunBaeTcs Yyepes LMPOKOBELLATENbHYIO PaCChISIKY.

2. ¥Y3en opHopaHroBon cetn. KnueHT oTnpaBnsieT 3anpoc Ha
paspelueHne Ha WINS-cepsep.

3. CmewaHnHbln y3en. KnveHT nepegaeT 3anpoc Ha paspelleHve wu
oTnpaBnsieT 3anpoc Ha pa3pelueHne Ha WINS-cepBep.

4. TvbpugHbin y3en. KnueHT oTnpaBnseT 3anpoc Ha paspelueHne Ha
WINS-cepBep. Ecnn oTBeT He nonydeH, knueHT GygeT nepegaBaTb
3anpoc Ha paspeweHue. Mo ymonyaHuo onepaumMoHHas cucTema
Microsoft aBngaetca wupokoBewaTenbHbiM N TMOPUAHBIM  Y31I0M.
Ecnn cepsep WINS He HacTpoeH, aTo WnpokoBeLaTenbHbin y3en. B
NPOTUBHOM Crlydae 3TO rmMopuaHbIN y3en

HacTpounka napameTpa, 3agaHHOro nonb3oBaTesiem

KomaHga option code { ascii string | hex string | ip ip-address }
Onucanne code: onpegenseT kog onuun DHCP.
EfeEliE e ascii string: onpegensiet cTpoky cumsonos ASCII.
hex string: onpeagensieT wWecTHaguaTepUYHy0 CUMBOJTbHYIO CTPOKY.
ip ip-address: onpegenseT IP-agpec
Pexnm Pexum koHdurypaumm nyna agpecos DHCP
KOHdourypaumm
BcTtpoeHHas DHCP nossonsieT nepegaBatb MHGOPMALUNIO O KOHUTypaLmm XocTy no
noackaska cetm  TCP/IP. TMMaketel DHCP cogepxar none napameTpa,

onpegendemMoro  Coaep>KUMOro. DHCP-knueHT [JoimkeH  uMeTb
BO3MOXHOCTb nony4datb naket DHCP ¢ BO3MOXHOCTbIO nepeHoca He
MeHee 312 6ant. Kpome TOro, pmkcnpoBaHHOE Mofe AaHHbIX B NakeTe
DHCP Takke Ha3blBaeTCH onuuen.

B ©OecnpoBogHon nokanbHo cetn knmeHT DHCP Toukm pgoctyna
OMHamuyeckn 3anpawmBaeT |P-agpec ceTu nepemeHHoro Toka. Ha
cepBepe DHCP moxHO HacTponTb koMaHay option, ykasae agpec AC

BknioyeHue Mnu oTKNOYEHUe nyna agpecoB

KomaHga pool-status {enable | disable}
Onuncanne enable: BknoYeHne nyna agpecos.
napameTpoBs .

disable: oTknioyeHne nyna agpecos.

Mo ymonyaHuio AaHHas OYHKUMS BKNIOYEHa
Pexnm Pexwum koHdurypauumn nyna agpecos DHCP
KOHpurypaumm
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BcTtpoeHHas O6opynosaHne QTECH npegoctaBnseT komaHgy Anst
rnoackaska BKMOYEeHNS/0TKoYeHUs nyna agpecos DHCP

4.4.4.6. NMpumep KoHdUrypauum

HacTtpoiika nyna agpecoB

SAT1ansbl e OnpepgenuTte ceTb Nyna agpecos.

KOHCp1rypaumm e CermeHT cetvt 172.16.1.0/24.

e Lln3 no ymonyaxnmio — 172.16.1.254.

e ApeHpa agpeca — 1 geHb.

e [lnanasoH MUCKNYeHHbIX agpecoB oT 172.16.1.2 0o 172.16.1.100

QTECH(config)# ip dhcp excluded-address 172.16.1.2 172.16.1.100
QTECH(dhcp-config)# ip dhcp pool net172
QTECH(dhcp-config)# network 172.16.1.0 255.255.255.0
QTECH(dhcp-config)# default-router 172.16.1.254
QTECH(dhcp-config)# lease 1

MpoBepka e BobinonHnte komangy show run  gna  oTobpakeHus
KOHoUrypaumm KOHoUrypaumm

QTECH(config)#show run | begin ip dhcp

ip dhcp excluded-address 172.16.1.2 172.16.1.100
ip dhcp pool net172

network 172.16.1.0 255.255.255.0
default-router 172.16.1.254

lease 1

4.4.5. Hactpomnka ctatuyeckoro IP-agpeca

4.4.5.1. PesynbTaTt KOHduUrypaumm

HasHaubTe koHkpeTHble IP-agpeca n koHurypauuto onpegeneHHsiM knneHtam DHCP.

4.4.5.2. dtanbl KOHMUrypauum
HacTpoiika umeHu nyna agpecoB U nepexon B peXuM KOHuUrypaumm nyna aapecos

e O6gasatenbHo. OH ncnonb3yeTcsa Anga co3gaHusa nyna IP-agpecos.
e 3anyctute komaHgy nyna ip dhcp pool B pexume rnobansHOn KOHMUIypaLmm.
Hactponka IP-agpeca n Mmacku noaceTu KnueHTa
e O6gsatenbHo. OH ucnonb3yeTca ANA HACTpouku ctatudeckoro IP-agpeca v macku
nogceTwu.
e BbinonHute komaHgy host B pexume koHpurypaumm nyna agpecos DHCP.
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HaCTpoﬁKa annapaTHOro agpeca KruneHTa

e  OnumoHanbHo. OH ncnonbayeTcs ang HacTponkn agpeca MAC.
e BhinonHuTe annapaTHyto KoOmMaHay hardware B pexxume KOHurypauum nyna agpecos

DHCP.

HacTponka yHukanbHoro naeHtMdukatopa KnmeHTa

e OnumoHanbHo. OH ucnonb3yeTca ONs HAaCTPOMKM CTaTUYecKoro uaeHTudukaTopa
nons3osatens (UID).

o 3anyctute komaHay client-identifier B pexxume koHdurypaumm nyna agpecos DHCP.
HacTponka umeHu KnmeHTa

e OnumoHanbHo. OH ncnonb3yeTcs ANg HAaCTPONKM CTaTUYECKOro MMEHN KIMEHTa.
o 3anyctute komaHay host-name B pexume koHdurypaumm nyna agpecos DHCP.

4.4.5.3. NMpoBepka KoHdUrypaumm

MpoBepbTe, Nony4yaeT nNu knueHT IP-agpec, koraa oH HaxoouTCst B oNepaTUBHOM PeEXUME.

4.45.4. CBA3aHHble KOMaHAbI

HacTponka nyna agpecoB

KomaHga ip dhcp pool dhep-pool

Onuncanne pool-name: ykasblBaeT UMs nyna agpecos

napameTpoB

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas Mepen HasHayeHueMm |P-agpeca KMEHTY HeobXxoaMMo HacTpouUTb MMS
noackaska nyrna agpecos U BOUTWU B PEXUM KOHUrypauumn nyrna agpecos

MpuBsaska IP-agpeca Bpy4HyrO

KomaHga host ip-address [ netmask ]

client-identifier unigue-identifier

client-name name
Onuncanne ip-address: onpegenseTt IP-agpec knneHta DHCP.
napameTpoB

netmask: onpegensieT macky nogcetu knneHta DHCP.

unique-identifier: onpegensaetr annapatHbin MAC-agpec (Hanpumep,
aabb.bbbb.bb88) n wnpeHtndukatop (Hanpumep, 01aa.bbbb.bbbb.88)
knueHta DHCP.

name: (HeobasaTenbHO) onpeaenseT UMs KnNMeHTa, UCNorb3ysi CUMBOSIbI
ASCII. ms He BkntoYaeT nms gomeHa. Hanpumep, Ha3oBuTe XoCcT mary,
a He mary.gtech.ru
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Pexum Pexum koHdurypaumm nyna agpecos DHCP

KOHUrypauum

BcTpoeHHas MpuBaska agpeca o3HavaeT conoctaeneHune IP-agpeca n MAC-agpeca
noackaska knueHTta. CywlecTByeT fBa BMAa NPUBS3KN aapecoB.

1. Cratunyeckas npussiska. [MpmBsA3ka Bpy4HYO MOXET paccMaTpmBaTbCs
Kak cneumanbHbli nyn agpecos DHCP ¢ ogHum agpecom.

2. OunHamnyeckoe npuBsaska. DHCP-cepBep AuMHamMuyecks HasHavaeT
knueHTy IP-agpec n3 nyna npu nony4yeHumn 3anpoca DHCP, cosgasas
cBasb mexay IP-agpecom n MAC-agpecom KnneHTa.

UTo6bl HacTpouUTb NPUBA3KY BPYy4YHYH), HEeoOXxoaMmo onpeaenvTb nyn

XOCTOB, a 3ateM YykasaTb IP-agpec wn annapatHbll agpec unu

naeHtndukaTop knneHta DHCP. AnnapatHein agpec — ato MAC-agpec.

MpeHTndukatop KnueHTa BKNOYaAEeT TUM CETEBOrO0 Hocutensd wu

MAC-agpec. KnneHt Microsoft o06blMHO uMAaeHTUMUMPYETCS NO

naeHTudmkaTopy knueHTta, a He no MAC-agpecy. Kogbl TMNOB cpef cM. B

pasgene [lapameTpbl npoTokona paspeweHns agpecoB (Address

Resolution Protocol Parameters) 8 RFC 1700. Kog tuna Ethernet-ctaHuum

01

4.4.5.5. NMpumep KoHUrypauum

OvHamunyeckun nyn IP-apgpecoB

OTansl
KOHdourypaumm

e Hactponte nyn agpecos VLAN 1 c IP-agpecom 20.1.1.0 u mackomn
nogcetn 255.255.255.0

e Lno3 no ymonyanno — 20.1.1.1
e Bpems apeHabl — 1 geHb

QTECH(config)# ip dhcp pool vlani
QTECH(dhcp-config)# network 20.1.1.0 255.255.255.0
QTECH(dhcp-config)# default-router 20.1.1.1
QTECH(dhcp-config)# lease 100

lMpoBepka
KOHdourypaumm

BeinonHuTte komaHgy show run gns otobpaxeHus KOHUrypaumm

QTECH(config)#show run | begin ip dhcp
ip dhcp pool vlant

network 20.1.1.0 255.255.255.0
default-router 20.1.1.1

lease 100
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MNMpuBn3ka (lease) cTaTucTUYECKH
ST1ansbl e Agpec xocta— 172.16.1.101, a macka nogcetn — 255.255.255.0.
KOHcpurypaumm e KMmsa xocta — Ivan.qgtech.ru

e N3 no ymonyanuio — 172.16.1.254
e Mac-agpec: 00d0.df34.32a3

QTECH(config)# ip dhcp pool lvan

QTECH(dhcp-config)# host 172.16.1.101 255.255.255.0
QTECH(dhcp-config)# client-name Ivan

QTECH(dhcp-config)# hardware-address 00d0.df34.32a3 Ethernet
QTECH(dhcp-config)# default-router 172.16.1.254

MpoBepka e Bobinonnute komangy show run gns otobpaxeHusa kKoHurypaumm
KOHUrypauum

QTECH(config)#show run | begin ip dhcp

ip dhcp pool lvan

host 172.16.1.101 255.255.255.0

client-name Ivan

hardware-address 00d0.df34.32a3 Ethernet
default-router 172.16.1.254

4.4.6. HacTtponka npasuna AM ansa cepsepa DHCP

4.4.6.1. Pe3synbTaTt KOHdUrypaumm

HasHaubTe IP-agpeca B cootBeTCTBMM C npasuinom AM Ha ocHoBe nopta u VLAN.

4.4.6.2. NpumeyaHus
O6opynosaHne QTECH nogaepxuvsaeT koHpurypaumio npasmn AM Ha nHtepdgencax Ethernet,
GB, FR, PPP n HDLC.
4.4.6.3. dtanbl KOHMUrypaumm
HacTpoiika ynpaBneHus agpecamu

e (OO6sizaTenbHo. Borante B pexnm ynpaeneHus agpecamu.

e 3anyctute komaHay address-manage B peXume HaCcTPOWKKU YrpaBeHnst agpecamu.
Hactpowka npasuna AM

e  (O6sizatenbHo. HacTtponte npaeuno AM Ha ocHoBe nopTa n VLAN.

e BbinonHuTe kKOMaHZy match ip B pexkMme HacTpPOWKK ynpaBneHus agpecamu.

4.4.6.4. NpoBepka KoHduUrypauumm

lMpoBepbTe, nony4awT N KNuMeHTbl B pasHbix ceTtax VLAN u noptax OencTBUTErbHble
IP-agpeca.
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4.4.6.5. CBA3aHHbIe KOMaHAbI

HaCTpOﬁKa Aunana3oHa no ymon4aHuro

He HacTpoeHa, IP-agpeca 6yayT HasHa4aTbCs 0ObIYHLIM 0Bpa3oMm

KomaHga match ip default ip-address netmask

Onucanwne ip-address: onpegensdet IP-agpec.

EfeEl O netmask: onpegeneHne Macku noaceTv

Pexnm Pexwum ynpaBneHusa agpecamu

KOHcpurypaumm

BcTpoeHHas Mocne HacTpoukn Bcem knneHtam DHCP HasHavatoTca |IP-agpeca wus
noAckaska AnanasoHa no ymondaHuto Ha ocHoBe VLAN 1 nopTa. Ecnu ata komaHaa

HasHaueHue puHamuyeckoro IP-agpeca Ha ocHoBe VLAN n nopTta
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KomaHga match ip ip-address netmask interface [add/remove] vlan vian-list
Onuncanne ip-address: onpegensdet IP-agpec.
napameTpos netmask: onpeaenexve macku noaceTy.
interface: onpegendeTt nmsa nHTepdenca.
add/remove: pobasnenune unu yaganenue onpegenerHon VLAN.
vlan-list: ykasbiBaeT nsgekc VLAN
Pexum Pexum ynpaeneHusa agpecamu
KOHdourypaumm
BcTtpoeHHas Mocne HacTtponkn knneHtam DHCP HasHauvawTtca IP-agpeca w3
NnoAcKaska AunanasoHa agpecoB no ymon4daHuo Ha ocHose VLAN n nopta
HasHa4yeHue ctaTnyeckoro IP-agpeca Ha ocHoBe VLAN
KomaHga match ip ip-address netmask [add/remove] vlan vian-list
Onuncanne ip-address: onpegensert IP-agpec.
lldpakeTpDOB netmask: onpefeneHne Macku noaceTy.
add/remove: gpobasnenune unu yoanenue onpegeneHHon VLAN.
vlan-list: ykasbiBaet nHgekc VLAN
Pexnm Pexum ynpaBneHus agpecamu
KOHpurypaumm
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BcTpoeHHas B Super VLAN «knueHTy MoxeT ObiTb Ha3HayeH (OUKCUPOBAHHbIN
NnoAckaska cTaTn4eckui agpec He3aBUCUMO OT Toro, B kakor Super VLAN HaxoguTtca

KNueHT. He HyHO HacTpauBaTb npasuno AM anga atoro IP-agpeca Ha
ocHoBe Bcex nogaceTten VLAN 1 nopToB, a TONbKO HAcTpanBaTb NpaBuio
AM Ha ocHoBe VLAN. 3T0 npaBuio SeMCTBYET TOMbKO ASS Ha3Ha4vyeHus
cTaTMU4ecKoro agpeca

4.4.6.6. NMpumep KoHdUrypauum
Hactpounka npaBuna AM

OTanbl e HacTponTe npaBmmno N0 ymonyaHuio.
KOHGpUrypaumu e Hacrtpoiite npaBuno Ha ocHose onpeaeneHHon VLAN + nopt +
AvanasoH afpecos.

e HacTtponTe npaBurio Ha OCHOBe oOrnpeferieHHOro avanasoHa
VLAN-agpecos

QTECH(config)# address-manage

QTECH(config-address-manage)# match ip default 172.50.128.0
255.255.128.0

QTECH(config-address-manage)# match ip 10.1.5.0 255.255.255.0
Gi5/3 vlan 1005

QTECH(config-address-manage)# match ip 10.1.6.0 255.255.255.0 vlan
1006

MpoBepka BbinonHuTe komaHay show run ans otobpakeHnss KoHpurypaumm
KOHdourypaumm

address-manage

match ip default 172.50.128.0 255.255.128.0
match ip 10.1.5.0 255.255.255.0 Gi5/3 vlan 1005
match ip 10.1.6.0 255.255.255.0 vlan 1006

4.4.7. HacTtpounka rnob6anbHbix cBoncte DHCP-cepBepa

4.4.7.1. PesynbTaTt KOHduUrypaumm

Bkntounte cepBep ¢ onpeaeneHHbIMU OYHKUMAMK, Hanpumep, ping v npuHyamtensHbin NAK.

4.4.7.2. NMpumeyaHus

HacTtpoiika komaHabl MOXeT NPUBECTM K UCKIMIOYEHMSIM Ha pYrnx cepeepax.

4.4.7.3. dtanbl KOHMUrypauum
HacTponka ncknro4yeHHoro IP-agpeca

e OnuuoHanbHOo. HacTpoilTe HeKkoTOpble agpeca WM OuanasoHbl agpecoB  Kak
HEOOCTYrHbIE.
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e 3anyctute

komaHgy ip dhcp excluded-address B pexume rnobanbHOM

KOHpurypaumu.
HacTponka o6sa3atensHoro otBeta NAK

e  OnumoHanbHo. CepBep oTBEYaeT Ha HeEBepPHLIN 3anpoc agpeca ¢ naketom NAK.
e 3anyctute komaHgy ip dhcp force-send-nak B pexxmme rnobanbHon KoOHUrypauum.
HacTtpounka moHuTtopuHra coctossiHusa VRRP

e OnumoHanbHo. [locne HacTtporkn naketel DHCP obpabGaTbiBaloTcs rnaBHbIM

cepBepomM.
o 3anyctute

komaHgy ip dhcp monitor-vrrp-state B pexume rnobanbHOM

KOHcpurypaumm.
HacTponka BpeMeHu nuHra

e OnumoHanbHo. [poBepbTe OOCTYNHOCTL agpeca C MOMOLWbBK Komanabl ping. o
YMOIYaHuio: 2.

e BbinonHute komaHgy ip dhcp ping packet B pexume rnobansHon KoHUrypaumm.
HacTtpouka Tanm-ayta Ping

e OnumoHanbHo. [NpoBepbTe OOCTYNHOCTb agpeca C MOMOLWbK KomaHabl ping. Mo
YMOS4YaHMI0 yCTaHOBNEHO 3HaveHme 500 mc.

e 3anyctute komaHgy ip dhcp ping timeout B pexunme rnobanbHO KOHGUIypaumm.
[deTekTpoBaHne aBTOHOMHOIoO OGHapyXeHMUA nonb3oBaTens

e Hactponte DHCP-cepsep, 4Tobbl OnpeaenuTb, OTKIIOYEH NN KNNEHT. Ecnn KNneHT He
NnoAKnoyaeTcs K CeTU B TeYeHne onpeaeneHHoro nepuoga BpemMmeHun, To yaeT nonyyex
aZpec, Ha3HaYeHHbIN KITNEHTY.

e 3anyctute KomaHgy ip dhcp server arp-detect B pexxume rnobanbHOM KOHUrypawumu.

4.4.7.4. NMpoBepkKa KoHduUrypauumm

3anyctute komaHay dhcp-server n npoBepbTe KOHUIypaLuio BO BpEMS Ha3Ha4YeHUs agpeca.

4.4.7.5. CBA3aHHble KOMaHAbI

Hactponka ncknro4veHHoro IP-agpeca

KomaHga ip dhcp excluded-address low-ip-address [ high-ip-address |

Onuncanne low-ip-address: ykasbiBaeT HavanbHbIM IP-agpec.

napameTpoB high-ip-address: ykasbiBaeT koHeuHbIl IP-agpec

Pexnm Pexunm rnobanbHomn koHdurypauum

KOHdourypaumm

BcTtpoeHHas Ecnun He ykasaHo nHoe, DHCP-cepBep HasHauvaeT Bce agpeca n3 nyna

nojckaska IP-agpecoB knueHtam DHCP. Ytob6bl 3apesepBupoBaTb HEKOTOPbIE
agpeca (Hanpumep, apfpeca, YXe Ha3HadeHHble cepBepy wnu
yCTponcTBaM), HEOBX0ANMMO HaCTPOUTb 3TU agpeca Kak UCKIOYEHHbIE.
Ons HaCTPOWKK DHCP-cepBepa pekomeHayeTtcs HaCTpOUTb
WCKIMIOYEHHbIE agpeca, 4Tobbl M30exaTb KOHMIMKTa adpecoB U
COKpaTUTb BpeMsi 0BHapY>XeHNSA BO BpEMSsI Ha3HaYeHWsi agpecos
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HacTponka o6sa3atensHoro otBeta NAK

KomaHga ip dhcp force-send-nak

Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypaumm

BcTtpoeHHas B WLAN DHCP-knueHT 4acto nepemeLlaeTcs M3 0OQHON CEeTU B APYrylo.
noackaska Koroma DHCP-cepBep nonyyaeT 3anpoc Ha npoafieHve apeHabl oT

KnuneHTa, HO OBGHapy>XMBaEeT, YTO KMMEHT nepecekaeT CeTEeBOW CErMeHT
Unu CpoK apeHabl uctek, oH otnpasnseT naket NAK, 4tobbl notpeboBaTb
OT KnuMeHTa nonydyeHne IP-agpeca cHoBa. 3TO npegoTepawaeT
NMOCTOSIHHYKO OTMNPaBKy KIMEHTOM MaKeTOB 3anpocoB A0 MNOBTOPHOro
nonyyeHus IP-agpeca nocrie ucte4eHnsa BpeMeHn OXXnaaHus.

CepBep otnpasndetr naket NAK Tonbko npu oBHapyXeHun 3anucu
apengbl knueHTa. Korga DHCP-knueHT nepecekaeT cetb, DHCP-cepBep
He MOXeT HanTK 3anucCb apeHabl KNneHTa n He BygeT oTBevaTb NakeToM
NAK. KrnveHT MOCTOSHHO OTnpaBnseT nakeTbl 3anpoCoB, Npexae 4Yem
cHoBa nonyuntb |P-agpec nocrne uWCTeYeHUst BPEMEHU OXMOaHWA.
CnepoBaTenbHo, nonyyeHune IP-agpeca 3aHMMaeT MHOIMO BpeMeHU. 970
Takke npoucxoguT, korga cepsep DHCP TepsieTr apeHngy nocne
nepesanycka u KInveHT 3anpalumBaeT NpoaneHune apeHabl. B atom cnyyae
MOXHO HacTpouTb KoMaHay, 4Tobbl cepsep DHCP mor oTBeTUTL NakeTom
NAK, gaxe ecnv OH He MOXET HaWTU 3anNUCb apeHabl, YTObbI KNMEHT Mor
ObicTpo nonyuntb IP-agpec. O6patnte BHMMaHWe, 4YTO KOMaHga Mo
YMOM4YaHMIO OTKMoYeHa. YTo6bI BKMOUMTL €ro, B LUMPOKOBELLATENBHOM
OOMEHE MOXHO HacTpOUTb TONbko oamH cepeep DHCP

Hactponka BpemMeHu nuHra

KomaHnga ip dhcp ping packets [ number ]

Onuncanne number: (OMNMUMNOHAJBHO) ananasoHbl ot 0 go 10. 0 ykasbiBaeT Ha TO,

napameTpoB YTo CPYHKUMS ping OTKMoYeHa. [lo ymonyaHuio wucnonb3yeTca [nBa
3axo-3anpoca

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

BcTtpoeHHas Mo ymonuanuio, korga DHCP-cepeep HasHadvaeT IP-agpec u3 nyna, oH

noAckaska ABaxabl 3anyckaeT komaHay Ping (oavH nakeT 3a pa3). Ecnun oTBeTa Her,

cepBep NpuHMMaeT aapec Kak HepaboTaloLWii U Ha3HaYaeT ero KIneHTy.
Mpwv HanMunM oTBETa CepBep NPUHUMAET aapec Kak 3aHATbIN U HasHavyaeT

apyrov agpec

@ §) QTECH

MWP [OOCTYNHEE

142




PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa DHCP W
HacTpowka Tanm-ayta Ping
KomaHga ip dhcp ping timeout milliseconds
Onucanwne milli-seconds: ykasbiBaeT Bpemsi, Heobxogmmoe cepsepy DHCP ansa
napamMmeTpoB OXnaaHusa oTBeTa Ha axo-3anpoc. 3HavyeHue Bapbupyetca ot 100 mc go
10000 mc
Pexum Pexwum rnobanbHon koHUrypaumm
KOHpurypaumm
BcTtpoeHHas Mo ymonyanuio, ecnn DHCP-cepBep He nonyyaet oteeT Ping B TeueHne
noAckaska 500 mc, IP-agpec cTaHOBUTCA AOCTYMNHbIM. Bbl MOXeTe HacTpouTb BpeMS
oXuaaHua Ons otTBeTa cepsepa

4.4.7.6. NMpumep KoHhUrypauum
HacTtpouka Ping

OTanbl e YCTaHOBWUTE KONMYECTBO 3X0-3aMpOCOB Ha 5.

KOHUrypaumm e YcraHoBuTe Taiim-ayT ping Ha 800 mc

QTECH(config)# ip dhcp ping packet 5
QTECH(config)# ip dhcp ping timeout 800

MpoBepka BbinonHuTe komaHay show run gns otobpaxeHus KoHUrypaumm
KOHdourypaumm

QTECH(config)#show run | begin ip dhcp
ip dhcp ping packet 5
ip dhcp ping timeout 800

Hactponka ncknio4veHHoro IP-agpeca

ST1ansbl HacTtponte pamanasoH wuckmioueHHbix |P-agpecoB oT 192.168.0.0 mo
KOHdourypaumm 192.168.255.255

QTECH(config)# ip dhcp excluded-address 192.168.0.0 192.168.255.255

MpoBepka BbinonHuTe komaHay show run gns otobpaxeHusa koHUrypaumm
KOHdourypaumm

QTECH(config)#show run | begin ip dhcp
ip dhcp excluded-address 192.168.0.0 192.168.255.255
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4.4.8. Hactpounka ocHoBHbIX hyHKkuumn DHCP Relay

4.4.8.1. PesynbTaT KOHhUrypaumm

PasBepTbiBaHME AMHaAMUYECKOro ynpaerneHus [P-ceTamMu B pexunme KnMeHT-cepeep Ans
obecneyeHus cBa3n mexay knneHtom DHCP n cepsepom DHCP, koTopble HaxogaTcsa B pasHbIX
cerMeHTax ceTu.

4.4.8.2. MpumeyaHus

Ona  BkntoveHna  petpaHcnsaumm DHCP  HeoGxogaMmo  HacTpouTb  OAHOALPECHYH
MapLupyTusaumio IPv4 B cetu.

4.4.8.3. dtanbl KOHhUrypauum
BkniouyeHune petpaHcnaumum DHCP

o ObgaszaTernbHo.
e Ecnu He ykazaHo nHoe, Heobxoaumo BkUNTL yHKunio DHCP Relay Ha ycTpoincTse.
Hactpownka IP-agpeca ansa cepepa DHCP

e (ObgasaTernbHo.
e Heobxogmmo HacTpouTb IP-agpec ansa cepsepa DHCP.
4.4.8.4. NpoBepkKa KoHduUrypaumm

MpoBepbTe, Nnonyyaet nu knneHT IP-agpec yepe3 DHCP Relay.

4.4.8.5. CBA3aHHble KOMaHAbI

BknroyeHune petpaHcnsauum DHCP

KomaHpa service dhcp
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm

Hactponka IP-agpeca gnsa cepsepa DHCP

KomaHga ip helper-address { cycle-mode | [ vrf { vif-name }] AB.C.D }
Onuncanne cycle-mode: ykasbiBaeT, 4To nakeTbl 3anpocoB DHCP nepecbinatotcs Ha
napameTpoB Bce cepepbl DHCP.

vrf-name: ykasbiBaeT nmsa mapwpytmsaumm un nepecbinkm VPN (VRF).
A.B.C.D: ykasbiBaeT IP-agpec cepepa

Pexnm Pexunm rnobanbHon KoHdurypaumm/pexmm KoHdurypaummn nutepderica
KOHpurypaumm
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BcTpoeHHas
noackaska

OTY (PYHKLMIO MOXKHO HACTPOUTb Ha HTepence YpPoBHS 3, Hanpumep, Ha
MapLUpyTU3MpyemMble MOPThbl, MOPTbl TOYKM JocTyna ypoBHA 3, SVI u

nHTepdenc obpaTHOM CBA3N.

HacTpoeHHbI nHTepgenc AomkeH ObiTb 4OCTYNEH Yepe3 04HOAAPECHYHO

MapLupyTmsaumo IPv4

4.4.8.6. NMpumep koHdUrypauum

HacTtpouka petpaHcnauun DHCP B npoBOgHOM nogKnoveHun

CueHapun:

.

DHCP-knnenT

DHCP Relay Agent

DHCP-cepsep

PucyHok 4-15.

OTansl
KOHUrypauum

e  Bknounte knueHt ¢ DHCP, ytobbl nonyunts IP-agpec.

e Bknwounte dyHkumio DHCP Relay Ha areHTe peTtpaHcnaumm

DHCP.
e Hactponka cepsepa DHCP

Bkntounte knneHt ¢ DHCP, 4yTobbl nonyyuunts IP-agpec

Bkntounte petpancnaumio DHCP.
QTECH(config)# service dhcp

Hactponte rmobaneHbin IP-agpec cepsepa DHCP.
QTECH(config)# ip helper-address 172.2.2.1

HacTtpownTe IP-agpec nopTta, NOAKAOYEHHOMO K KITUEHTY.
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if)# ip address 192.1.1.1 255.255.255.0

HacTtpownTe IP-agpec nopTta, NogKMOYEHHOIO K cepBepy.
QTECH(config)# interface gigabitEthernet 0/2

QTECH(config-if-gigabitEthernet  0/2)# ip address
255.255.255.0

172.2.2.2

Bkntounte cepsep DHCP.
QTECH(config)# service dhcp

HacTponTe nyn agpecos.
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QTECH(config)# ip dhcp pool relay
QTECH (dhcp-config)#network 192.1.1.0 255.255.255.0
QTECH (dhcp-config)#default-router 192.1.1.1

HactponTte IP-agpec nopTa, nogkntoyeHHoro K Relay areHTy.
QTECH(config)# interface gigabitEthernet 0/1

QTECH(config-if-gigabitEthernet  0/2)# ip address 172.2.2.

255.255.255.0
MpoBepka MpoBepbTe, NnonyyaeT nu knneHT IP-agpec.
KOHdpurypaLm e [lpoBepbTe, NnonyyaeT nu knneHT IP-agpec.
e [lpoBepbTe KOHUrypauuto petpaHcnsumm DHCP
A YcTponcTeo nonb3oBaTtens nony4vaet |IP-agpec
B Mocne Bxoga B areHT petpaHcnsaumn DHCP BbinonHute komanay show

running-config B npuBunermposaHHom pexnme EXEC, 4T06bI
oTobpasnTb KoHurypauuio DHCP Relay.

QTECH# show running-config
service dhcp

ip helper-address 172.2.2.1

!

interface GigabitEthernet 0/1

ip address 192.1.1.1 255.255.255.0
|

interface GigabitEthernet 0/2

ip address 172.2.2.2 255.255.255.0
!

4.4.8.7. TUNNYHbIE OLLUNOKHN

e HeepHas KoHdUrypauus ogHoagpecHon mapupyTtmsauum IPv4.,
o  O®yHkums DHCP Relay oTkntoueHa.

e MapwpyTtusauua wmexgy areHtom peTpaHcnsaumm DHCP wn cepeepom DHCP He
HacTpoeHa.

e [1ns cepeepa DHCP He HacTpoeH IP-agpec.
4.4.9. Hactpouka DHCP Relay onuuu 82

4.4.9.1. Pe3ynbTaTt KOHduUrypaumm

C nomouwbto areHTa petpaHcnaumm DHCP cepeep moxeT 6onee TouHO HasHayaTb IP-agpeca ¢
pa3sHbIMM NPUBUNEMMAMW KITMEHTAM HA OCHOBE MHGOPMAaLMKN O NapamMeTpe.

146

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-6910

Hactpoiika DHCP

4.4.9.2. NMpumeyaHus
Heobxoanmo BkNtouMTb PyHKUMIO peTpaHcnsummn DHCP.

4.4.9.3. dtanbl KOHhUrypauum
BknroyeHne oCHOBHbIX PyHKUMN peTpaHcnauum DHCP

e (Ob6sA3aTenbHo.

e Ecnu He ykasaHo nHoe, Heobxoammo BkNtouMTb yHKumMo DHCP Relay Ha ycTpolicTse.

BknrouyeHne onummn DHCP 82
o [lo ymonuaHuto onumss DHCP 82 oTkntoveHa.

e MoxHo 3anyctuTb Komanay ip dhcp relay information option82, 4To6bl BKMOUYNTL UK

oTkntounts DHCP Option 82.

4.4.9.4. NMpoBepka KoOHdUrypaumm
MpoBepbTe, NonyyaeT nu kNneHT IP-agpec B COOTBETCTBMM C onuuen 82.

4.49.5. CBA3aHHble KOMaHAbI
BkntoyeHne onumun DHCP 82

KomaHnga ip dhcp relay information option82
Pexunm Pexum rnobansHon koHdurypaumm
KOHdourypaumm

4.4.9.6. Npumep KoHUrypaumum
BkntoyeHune onumun DHCP 82

ST1ansbl BkntoyeHne onunn DHCP 82
KOHdourypaumm

QTECH(config)# ip dhcp relay information option82

KOHdourypaumm running-config B NpPUBUNErMPOBAHHOM  pEXMME
oTo6pa3nTb KoHdurypauuio DHCP Relay

MpoBepka Mocne Bxoga B areHT peTpaHcnauun DHCP BbinonHuTe komaHgy show

EXEC, u4TOObI

QTECH#show ru | inclip dhcp relay
ip dhcp relay information option82

4.4.9.7. TUNWYHbIE OLLUNOKHN

Basosble dyHKkunn petpaHcnsauun DHCP He HacTpoeHbl.
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4.4.10. Hactpouka nposepku Server ID ansa DHCP Relay

4.4.10.1. PesaynbTaT KOH(pUrypaumm

Mocne HacTtpowkn ip dhcp relay check server-id areHt DHCP Relay nepecbinaet nakeTbl
3anpocoe DHCP Tonbko cepBepy, ykasaHHOMY KomaHgow option serverid. B npoTvBHOM
cnyyae oHW nepecobinarTca Ha Bce cepeepbl DHCP.

4.4.10.2. MpumeyaHun

Heobxoanmo BkntounTb 6a3oBble yHKUMM peTpaHcnsaumm DHCP.

4.4.10.3. dtanbl KOHhUrypaumm
BkntoyeHne DHCP Relay Check Server-ID

o [lo ymonuaHuio ngeHTnurkatop cepsepa nposepkn petpaHcnauum DHCP oTkntoyeH.

e MoxHo 3anyctutb komangy ip dhcp relay check server-id, 4tobsl Bkntounts DHCP
Relay Check Server-id.

4.4.10.4. NpoBepka KoHduUrypauumm

Y6egutech, yto areHT DHCP Relay otnpasnset nakeTol 3anpocos DHCP Tonbko Ha cepsep,
yKasaHHbI koMaHgow option server-id.

4.4.10.5. CBA3aHHbIe KOMaHAbI

HacTponka ngeHtndmkatopa cepepa npoBepku petpancnsauymum DHCP

KomaHga ip dhcp relay check server-id
Pexnm Pexunm rnobanbHon KoHurypaumm
KOHdourypaumm

4.4.10.6. NMpumep KoHUrypaumum
Hactponka ngeHtndmkatopa cepepa npoBepku petpaHcnsaumm DHCP

OTanbl o Bknitouenne DHCP Relay. (MponyweHo).
KOHcpurypaumm e Bkmouute DHCP Relay check server-id Ha nHTepdeiice

QTECH# configure terminal
QTECH(config)# ip dhcp relay check server-id

MpoBepka Mocne Bxoaa B areHT peTpaHcnauun DHCP BbinonHuTe komaHgy show
KOHpurypaumm running-config B npuBunermpoaHHom pexume EXEC, 4T0o6bI
oTo6pa3nTb KoHdurypauuio DHCP Relay

QTECH# show running-config | include check server-id

ip dhcp relay check server-id
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4.4.10.7. TUNN4YHbIE OLULMOKN

Basosble dyHkuMK peTpaHcnauun DHCP He HacTpoeHbl.
4.4.11. Hactpouka nogasneHusa DHCP Relay

4.4.11.1. Pe3aynbTaT KOH(pUrypaumm

Mocne HacTponkn komaHgbl ip dhcp relay suppression Ha uHTepdence naketsl DHCP
Request, nony4eHHble Ha 3TOM UHTEpdence, ByayT oTunbTpoBaHbl, a naketel DHCP Request
C Apyrnx nHtepdercos OyayT nepecbinaTbes.

4.4.11.2. MpumeyaHun

Heobxoanmo BknounTh 6asoBble oyHKUMM peTpaHcndauun DHCP.

4.4.11.3. dtanbl KOHhUrypauum
BknroyeHne nogasneHus petpaHcnauum DHCP
Mo ymonyaHuio pyHKUmMA nogaeneHus petpadcnsaumm DHCP oTknoyeHa Ha Bcex nHtepdencax.
e MoxHO BbINONHUTL KOMaHAy ip dhcp relay suppression, YTOObl BKNIOYUTL (OYHKLNIO
DHCP Relay Suppression.
4.4.11.4. NpoBepkKa KoHduUrypauumm

MpoBepbTe, OTUNLTPOBaHbI 1M NakeTbl 3anpocos DHCP, nonyyeHHble Ha nHTepdelce.

4.4.11.5. CBA3aHHble KOMaHAbI
Hactponka nogaBneHna DHCP-peTpaHcnaumm

KomaHga ip dhcp relay suppression
Pexnm Pexunm koHdurypaumm nHtepdenca
KOHdourypaumm

4.4.11.6. NMpumep KoHUrypaumum
Hactponka nogaBneHna DHCP-peTpaHcnauum

OTanbl e HacTponka ocHOBHbIX pyHKUMIN peTpaHcnsaumm DHCP.
KOHcpurypaumu e Hacrtpoiika nogaenexusi petpaHcnsumm DHCP Ha uHTepdeiice

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# ip dhcp relay suppression
QTECH(config-if-GigabitEthernet 0/1)#end

QTECH#
MpoBepka Mocne Bxoaa B areHT peTtpaHcnauun DHCP BbinonHuTe komaHgy show
KOHUrypauum running-config B npuBunermposaHHom pexmme EXEC, 4Tto6bl

oTobpasnTb koHurypaumo DHCP Relay
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QTECH# show running-config | include relay suppression
ip dhcp relay suppression
QTECH#

4.4.11.7. TUNUYHbIE OLLUUOKU

Bbasosble yHKUMM peTpaHcnauum DHCP He HacTpoeHbl.
4.4.12. Hactpouka knmeHta DHCP
4.4.12.1. PeaynbTaT KOH(pUrypaumm

Bkntounte DHCP-knueHT Ha ycTponcTBe, 4TOObl OH AMHamudeckn nonydumn IP-agpeca wm
KOHcpurypaumu.

4.4.12.2. MpumevaHus

O6opynosaHne QTECH noppoepxuBaeT koHdurypaumio knneHta DHCP Ha wuHTepdencax
Ethernet, FR, PPP n HDLC.

4.4.12.3. dtanbl KOHhUrypauum

3anycTtute komaHay ip address dhcp Ha nHTepderice.

4.4.12.4. NpoBepkKa KoHduUrypauumum

MpoBepbTe, NnonyyaeT Ny nHTepdenc IP-agpec.

4.4.12.5. CBA3aHHbIe KOMaHAbI

Hactponka knunenta DHCP

KomaHga ip address dhcp
Pexnm Pexnm koHdurypaumm nHtepdenca
KOHdourypaumm
BcTpoeHHas e ObopynoBaHue QTECH nogaepxveaet  AMHaMuyeckoe
noackaska nony4yeHue IP-agpecos Yepes nHtepdenc Ethernet.
¢ OObopynoBaHue QTECH nogaepxumBaet  AUMHaAMUYECKOE
nony4eHue IP-agpecos yepes WMHKancynmpoBaHHbIN

PPP-unTepdeinc.

¢ OObopynoBaHue QTECH nogaepxumBaet  AUMHaAMUYECKOE
nonyyeHve IP-agpecos nocpeacTesoMm nHTepdenca,
MHKancynmposaHHoro FR.

e O6opynoBaHue QTECH nogaepxumBaet  AUHaAMUYECKOE
nosiyyeHve IP-agpecos nocpeacTeom nHTEepdenca,
nHkancynuposaHHoro HDLC
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4.4.12.6. NMpumep KoHhUrypauum
Hactponka knuneHta DHCP

KOHpurypaumm

ST1anbl 1: Bkntounte nopt FastEthernet 0/0 ¢ DHCP, 4to6bl nonyunTtsb IP-agpec

QTECH(config)# interface FastEthernet0/0
QTECH(config-if-FastEthernet 0/0)#ip address dhcp

MpoBepka 1: BeinonHute komaHay show run gnga otobpaxeHus koHUrypaumm
KOHcpurypaumm

QTECH(config)#show run | begin ip address dhcp ip address dhcp

4.5. KOHTpOnb COCTOSIHUA

45.1. Ouncrtka

BHUMAHUE: BbLINONHEHME KOMAHO OYUCTKM MOXET TMPUBECTW K TOTEPE

BAXXHON MHOOPMALM U MPEPLIBAHNIO CINYXKB.

OnucaHue KomaHpa

Yaanenue npuessku clear ip dhcp binding { address | *}
agpeca DHCP

Oumnaet KOHPNNKT clear ip dhcp conflict { address | *}
agpecos DHCP

Yagansiet ctaTUCTuky clear ip dhcp server statistics
cepsepa DHCP

Ypoanset ctatuctuky | clear ip dhcp relay statistics
peTtpaHcnauumn DHCP

OuuncTtka cTaTncTukn clear ip dhcp server rate
Npov3BOAUTENBHOCTU
DHCP-cepBepa

4.5.2. OTobpaxeHue

OnucaHune KomaHnga
OTobpaxeHne apenapbl | show dhcp lease
DHCP
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OnucaHue KomaHga

OtobpaxeHnne IP-agpecos, | show dhcp manual
HaCTPOEHHbIX BPY4YHYHO

OTtobpaxeHne cokeToB | show ip dhcp socket
DHCP

OTtobpaxeHne HasHayveHHbIX | show ip dhcp binding
IP-agpecos

OTtobpaxeHne crtatuctukm | show ip dhcp server statistic
cepsepa DHCP

OTtobpaxeHne cratuctukm | show ip dhcp relay statistic
peTpaHcnaumm DHCP

OTtobpakeHune show ip dhcp conflict
KOHSTMKTYIOLLMX aApecoB

4.5.3. OTnagka

NMPUMEYMAHUE: cncTteMHble pecypcCbl MCMOMNb3YHTCA NPU BbIBOAE OTNagoyYHON MHGOpMaLmn.

MoaToMy, OTKIOYMTE OTNAAKY Cpady MOCMe UCMONMb30BaHMS.

OnucaHune KomaHaa

Otnagka areHta DHCP debug ip dhcp server agent
Otnagka ropsayero debug ip dhcp server ha
pe3epBHOMO KOMMPOBAHWS

DHCP

OTtnagka nynoB agpecoB debug ip dhcp server pool
DHCP

Otnagka DHCP VRRP debug ip dhcp server vrrp
Otnapgka Bcex cepBepoB debug ip dhcp server all
DHCP

Otnagka naketoB DHCP debug ip dhcp client
Otnagka cobbiTuin | debug ip dhcp relay
peTtpaHcnauun DHCP

@ §) QTECH

MWP [OOCTYNHEE

152




PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa DHCPV6 W

5. HACTPOWUKA DHCPV6
5.1. O630p

MpoTokon aguHammyeckon KoHurypauum xocta gns IPv6 (DHCPV6) — aTO NpOTOKOS, KOTOPbLIN
nossonset cepsepy DHCP nepegasatb KoHpurypauum (Hanpumep, agpeca IPv6) yanam IPv6.

Mo cpaBHeHWO C ApyrMMuM MeTogaMu pacnpefeneHus agpecos IPv6, TakMumu Kak pydyHasd
HacTporka W aBTOMaTuyeckasi HacTpolka agpecoB 6e3 coxpaHeHusi cocTosiHusi, DHCPv6
obGecrneuvBaeT pacnpedeneHne agpecoB, AenerMpoBaHve npeduKCoB M pacnpeneneHve
napamMmeTpoB KOH(urypauuu.

° DHCPv6 — aTO NPOTOKOJZT C OTCnexXmnBaHMem COCTOAHUA ONA aBTOMaTM4YeCcKom
HaCTpOIZKI/I ajgpecoB, a TakKkxe nobaeneHus, n NMOBTOPHOIo MCNonb3oBaHNA CeTeBbIX
agpecos, KOTOprIZ no3BondeT 3anncbiBaTb BblAeNeHHble agpeca n onTuMnU3npoBaTb
ynpaslieHne CeTblo.

o Vcnonbays npedukc genermposaHns DHCPv6G, ceTteBble yctponctBa uplink moryT
Ha3Ha4aTb npedmkcbl agpecoB ceTeBbiM ycTporcTBaMm downlink, koTopble peanuays
rMMOKY0O aBTOMaTMYECKY0 KOHUIypaLmio Ha YPOBHE CTaHUMM U rMOKoe ynpasreHune
aApEeCHbIM NPOCTPAHCTBOM CTaHLUMMW.

e HasHayeHue napameTtpa koHurypaumm DHCPV6 pewaet npobnemy, npu KOTOpow
napameTpbl He MOryT ObiTb MOMy4YeHbl C MOMOLLBIO MPOTOKOMA aBTOMATUYECKOW
HaCTpOViKM agpecoB 6e3 coxpaHeHUsi COCTOSHUSA, U HasHadvaeT agpeca DNS-cepeepoB
1 MMeHa JOMEHOB XOCTaM.

¢ DHCPvV6 — 3TO NpOTOKOS, OCHOBaHHLIN Ha Mogenu knneHt-cepeep. Knnent DHCPv6
ncnonb3yetcs Ansi nonyveHus pasfinyHbiX KoHdurypaumn, a cepsep DHCPvV6
ncnonb3yeTcs And npegoctaBneHnst pasnuyHbix KoHdurypauun. Ecnv knneHt DHCPV6
n cepsep DHCPV6 He noakntoveHbl K 04HOMY CETEBOMY KaHany (O4WMH U TOT XKe CErMEHT
ceTu), OHM MOryT B3aMModencTBoBaTb ApPYr C [JPYroM C MOMOLLbIO areHTa
petpaHcnaumm DHCPVE.

Knnent DHCPvV6 o6bivHO 06HapyxmBaeT cepsep DHCPV6, pesepBupys agpeca MHOroagpecHon
paccbinku B kaHane, noatomy knmeHT DHCPv6 n cepeep DHCPV6 gomkHbI MEeTb BO3MOXHOCTb
HanpsiMyl0 B3aMMOAEWCTBOBATb APYr C OPYroM, TO €CTb OHW [OSKHbl OblTb pasBepHyTbl B
npegenax o4HOro KaHana. ATo MoXeT NPUBECTU K HeyaobcTBaM B ynpaBneHum, 3KOHOMUYECKUM
cbosam (ons kaxgowm nogcetn passepHyT cepeep DHCPV6) n HeygobctBam npu o6HOBRAEHMN.
dyHKUMa areHTa peTtpaHcnsaumMm DHCPv6 mMoxeT pewmnTb 3TM Npo6riemMbl, NO3BONSASA KITMEHTY
DHCPv6 otnpaenate nakeTbl Ha cepeep DHCPvV6 no gpyromy kaHany. AreHT peTpaHcnsiumm
DHCP vacTo pa3BepTbiBaeTCH B kaHane, rae Haxogutes knmeHT DHCPV6, n ucnonbsyetcsa ons
peTpaHcnauMn nakeToB B3aumogencteus mexgy knneHtom DHCPv6 n cepsepom DHCPV6.
AreHT peTpaHcnsumm DHCP npo3paveH gna knneHta DHCPVG.
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L]

Cetb 3 _—

DHCPv6 Relay Agent =
DHCPv6-cepsep

L]

DHCPvV6-knueHT

PucyHok 5-1.

5.1.1. lMpoToKonbl U cTaHAAPTbI

RFC3315: npoTokon gnHammnyeckon koHdurypaumm xocta ans IPv6.

RFC3633: napameTpbl npedukca IPv6 ansg npotokona AMHaMUyecKon KOHUrypauum
xocTta (DHCP) Bepcum 6.

RFC3646: napameTpbl koHdwurypaumm DNS gna  npotokona AvHaMUYeCKOW
KOoHpurypaumm xocta gns IPvé (DHCPV6).

RFC3736: cnyxx6a DHCP 6e3 coxpaHeHunsa coctosHua ons IPv6.

RFC5417: ynpaBneHne wu Hactponka onuum DHCP KoHTponnepa pgoctyna K
becnpoBoaHbiM Toukam goctyna (CAPWAP).

5.2. NMpumeHeHue

NMpumeHeHne OnucaHue

3anpoc/HasHavyeHne Knnent DHCPv6 3anpawwuBaeTr agpeca c cepepa DHCPV6.

agpecos u Cepeep DHCPvV6 HasHavaeT agpeca u napameTpbl KOHUrypauum

napameTpoB knueHty DHCPv6

KOHdburypaumm

3anpoc/BblaeneHune Knnent DHCPV6 3anpawwunBaeT npedukc ¢ cepsepa DHCPV6.

npedgukca Cepeep DHCPv6 npuceanBaeT npedukc knmeHty DHCPV6, a 3atem
knueHt DHCPV6 HacTtpamBaeT agpeca IPv6 ¢ nomouibio 3TOro
npedwukca

AreHT Relay DHCPv6 Relay wucnonbsyetca ans obecnedeHus CBA3N MexXay

knueHtom DHCPvV6 1 cepeepom DHCPV6 no pasHbiM kaHanam
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5.2.1. 3anpoc/Ha3Ha4yeHUe agpecoB U NapamMeTpoB KOH(Urypauum

5.2.1.1. CueHapun

B noacetn knueHt DHCPV6 3anpawwuBaet agpeca ¢ cepsepa DHCPv6. Cepsep DHCPv6
Ha3Ha4aeT agpeca U napameTpbl KoHpurypauum knneHty DHCPV6.

Kak nokasaHo Ha PucyHke 5-2:

e CepBep DHCPvV6 HacTpoeH ¢ agpecamu IPv6, DNS-cepBepamun, 4OMEHHbIMU UMEHaMW
N opyrumu napameTpamm KoHduUrypauum, Kotopble He06X0aAMMO BbIAENUTD.

e Xoct paboTtaeT kak knneHT DHCPv6 ans 3anpoca agpeca IPv6 ¢ cepeepa DHCPV6.
Mocne nonyyeHus 3anpoca cepsep DHCPvV6 BbiGrpaeT 4OCTYNHbIN agpec n Has3HavaeT
ero XocrTy.

o XocT Takke MoxeT 3anpocutb DNS-cepsep, uma gomeHa un apyrue napameTpbl
KoHcpurypaumm ¢ cepsepa DHCPVG.

.

L

DHCPv6-cepeep

]

DHCPvV6B-knueHT

PucyHok 5-2.

5.2.1.2. OnucaHue

¢ 3anyctute knneHT DHCPV6 Ha xocTe B nogceTtun, YTobbl nonyunTb agpec IPv6 n gpyrue
napameTpbl.

e 3anyctute cepeep DHCPvV6 Ha ycTtponctBe m HactpouTte IPv6-agpec v pgpyrue
napameTpbl, 4To6bl HasHaunTb IPv6-agpec n napameTpbl.

5.2.2. 3anpoc/BbiaeneHune npedukca

5.2.2.1. CueHapum

Kak nokasaHo Ha PucyHke 5-3, uplink-yctponcteo (PE) Bbigenset npedgwmkc IPv6-agpeca ans
yctporictea downlink (CPE). CPE reHepupyeT HOBbI npeduKkc agpeca Ans BHYTPEHHEN
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noaceTm Ha OCHOBe MonydYeHHOro npedwmkca. XocCTbl BO BHyTpeHHen nogcetm CPE
KOoHpurypupytotca ¢ agpecamu dyepes Router Advertisement (RA), ncnonbays HoOBbIN npeduke
agpeca.

e PE npepocrtaBnset cnyx0y genermpoBaHusa npedukca B kayectse cepsepa DHCPV6.

e CPE szanpawwuBaet npedukc agpeca u3 PE B kadectBe knueHta DHCPvV6. [Mocne
nonyyeHus npecdmkca agpeca CPE reHepupyeT HOBbIM npedukc agpeca Ang
BHYTPEHHEN noaceTn un oTnpaensaeT coobuieHmne RA xoctam BO BHYTPEHHEN NOACETW.

o  XOCTbl BO BHYTPEHHEN NnoaceTu, B KoTopor Haxoautca CPE, HacTpanBatoT cBou agpeca
Ha ocHoBaHuKM coobleHns RA, otnpaeneHHoro CPE.

B
N
EIHEE T
PE CPE 1 F
c
=N
PucyHok 5-3.

B kauvectBe cepsepa DHCPv6 Provider Edge (PE) paboTtaeTr cepBep nocTaBLUMKa AN
npegocTaBneHnst NpeduKCoB, a Takke Ha3bIBAETCA MapLUPYTM3aTOPOM ANs AeNernpoBaHus.

Knunentckoe obopynosaHue (CPE) paboTtaet kak knneHT DHCPV6 gns 3anpoca npeduKkcoB u
TakKe Ha3blBaeTCH 3anpaluvBaoLLMM MapLIpyTM3aTOpPOM.

A, B 1 C aBnsatoTCcsa pasnnyHbiMU XOCTaMu.

5.2.2.2. OnucaHue

e 3anyctute cepBep DHCPv6 Ha PE, 4tobbl BHegpuTb cnyxby genermpoBaHus
npedwukca.
¢ 3anyctute knneHT DHCPV6 Ha CPE, 4to6bl nonyunTb npedumKcbl agpecos.

e PaseepHute IPv6 ND mexagy CPE n xoctamu, 4tobbl HacTpouTb agpeca y3roB B
nogcetun yepes RA.

5.2.3. AreHT Relay
5.2.3.1. CueHapum

AreHt DHCPV6 Relay npoussogut petpaHcnsaunio DHCPV6 nakeToB mexay KIMEHTOM W
cepBepomM.

Kak nokasaHo Ha PucyHke 5-4:
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e YcTponcteo 1 BKMOYeHO ¢ nomolybto areHta DHCPv6 Relay v npegHasHavyeHo Ans
3001:2.

e YCTpPOMCTBO 2 XOYeT MNepechiniaTb NakeTbl Ha Apyrue cepBepbl yepes cepsuc Relay
cnegytoulero yposHs. Bknounte areHT DHCPV6 Relay Ha ycTponcTBe 2, ycTaHoBUTE
agpec HasHadeHuns FF02::1:2 (Bce cepBepbl U agpeca MHOroagpecHon paccehbiriku
Relay) n ykaxute nHrepgenic Bbixoga B kadectse nHtepdenca yposHs 3 gi 0/1.

YcTpoicTeo 2

DHCPv6-knueHT

DHCPv6-cepBep

YeTporcTeo 1

3

1) Wnwo3 L3, skntodeHHbIn ¢ DHCPvE Relay Agent
2) YcrtpowncTteo goctyna L2, BknioyeHHsIn ¢ LDRA
3 ) Wnwo3 L3, sknoyeHHsIn ¢ DHCPvE Relay Agent

PucyHok 5-4.
5.2.3.2. OnucaHune

o Bkntounte arent DHCPvV6 Relay Ha ycTponcTtee 1 n ykaxunte agpec 3000::1.
o Bkntounte arent DHCPvV6 Relay Ha ycTponctee 2 u ykaxute agpec kak FF02::1:2.

5.3. Kno4yeBble 0COOEHHOCTU

5.3.1. ba3oBble KOHUenuumn
DUID

YHukanbHbin ngeHtudukatop DHCP (DUID) waeHtndmumpyet yctponcteo DHCPv6. Kak
onpegeneHo B RFC3315, kaxxgoe yctponcteo DHCPV6 (knueHT, Relay nnun cepeep DHCPVG)
DOIMKHO MMeTb ngeHtudukatop DUID, koTopbli ncnonb3yeTcs Ans B3anMHON ayTeHTUdMKaLMn
BO Bpems obmeHa coobiennsimm DHCPVG.

RFC3315 onpegensieT Tpu Tuna DUID:

e DUID ocHoBaH Ha agpece ypoBHs cBsa3u nntoc Bpems (DUID-LLT).

e UpeHtndukatop DUID, HasHa4yeHHbI MOCTaBLUMKOM Ha OCHOBE KOpNopaTMBHOrO
Homepa (DUID-EN).

e Agpec yposHs kaHana (DUID-LL).
Yctpovictea QTECH DHCPV6 ncnonbaytot DUID-LL. Ctpyktypa DUID-LL cneaytowas:
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0 1 2 3
01234567890123456789012345678901

3 hardware type (16 6uT)

link-layer address (M3ameHsemas anvHa)

PucyHok 5-5.

3HauveHns DUID-LL, Hardware type wu Link-layer address: 0x0003, 0x0001 (c ykasaHuem
Ethernet) 1 MAC-agpeca ycTponcTea COOTBETCTBEHHO.

Accouuauusa ngeHtucdumkauum (1A)

Cepsep DHCPV6 BbigendaeT cnyx6bl npoBepkn NogiaMHHOCTN B UHTepHeTe knneHtam DHCPV6.
Kaxgas |A yHukanbHO oOHapyxwuBaeTcs wuaeHTudukatopoMm accouuauum xoctos (lAID).
WoeHtudmkatopbl IAID reHepupytoTca  knueHtamu DHCPV6. Mexagy |A wn  knueHtamu
yCTaHaBrMBaeTCHa CONocTaBneHne «0AMH K ogHOMY». |A MOXeT cogepXaTb HECKOSbKO aapecos,
KOTOpble MOryT ObITb BblAefeHbl KNMEeHTOM ApyruM uHTepdencam. IA moxeT cogepxaTb OOUH
13 crieqyowmx TUNOB afapecos:

o HeBpemeHHble agpeca (NA), a uMeHHO rnobarnbHble YHUKanbHbIe agpeca.
o BpemeHnHble agpeca (TA), KoTopble Bps4, 1 NCNONb3YHOTCA.
o [lenernpoBaHue npedukca (PD).

B 3aBucumocTn ot Tuna agpeca, |A knaccudmumpytotea no IA_NA, IA_ TA n IA_PD (tpu tvna
IA). QTECH DHCPvV6 nogaepxwusatoT Tonbko IA_NA n IA_PD.

MpuBsska

DHCPv6 binding — aTo ynpasnsemas nHdopmaumoHHasa CTpykTypa agpeca. [laHHble NpuBs3sku
agpecoB Ha cepeepe DHCPv6 3anucbkiBatoT |A u gpyrme koHUrypaumm Kaxkgoro KrimeHTa.
KnueHT MOXeT 3anpocuTb HECKONbKO NPMBA30K. [JaHHble MpMBA3KM adpecoB Ha cepBepe
npencraeneHbl B BUuae Tabnuupl NpuBaskn agpecoB ¢ ngeHtudunkatopammu DUID, IA-Type m
IAID. MNpuBsaska, cogepxalas kKoHgurypaumm, ncnonb3yeT B kadectBe nHgekca DUID.

Kondnukr DHCPv6

Korga npowucxoauTt kKOHGMMKT agpeca, BblgeneHHoro knveHty DHCPV6, knueHT oTnpaBnsieTt
naket Decline, uto6bl yBegomnTb cepeep DHCPV6. 3atem cepBep gobaBnsaeT agpec B CNMCOK
KoHcnukToB agpecoB. CepBep He OyaeT HasHadaTb agpeca B CMMCOK KOH(NMKTOB agpecos.
CepBep nogaepxueaeTt NpocMOTpP U yaaneHne nHgopmauum ob agpece B CNUCKe KOH(ITMKTOB
agpecos.

Tun nakeTta

RFC3315 npegycmatpusaet, uto DHCPV6 ncnonb3yet noptel UDP 546 u 547 gna obmeHa
naketamun. B yactHocTn, knneHt DHCPV6 ucnonb3yet nopt 546 Ansg nonyyeHus nakeTos, a
cepsep DHCPv6 n arent DHCPV6 Relay ucnonb3ytoT nopt 547 and nonyyeHus nakeToB.
RFC3315 onpepenseT crnegylowme TUnbl NAaKeTOB, KOTOPbIE MepeaalnTcs Mexay CepBepoM,
knueHTom 1 areHtom DHCPV6 Relay:

e [lakeTbl, KOTOpble MOryT ObITb OTNpaBneHbl knneHTom DHCPvV6 Ha cepeep DHCPVG,
BkMovaT B cebsa Solicit, Request, Confirm, Renew, Rebind, Release, Decline n
Information-request.
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e [lakeTbl, kOTOpble MOryT ObITb oTnpaeneHsl cepepom DHCPV6 knueHty DHCPVE,
BKrtovatoT B cebsa Advertise, Reply and Reconfigure.

e [lakeTbl, KOTOpblE MOryT GbITb OTNpaBneHbl areHTom DHCPv6 Relay apyromy areHty
DHCPv6 Relay nnn cepsepy DHCPV6, BkntovatoT Relay-forward.

e [lakeTbl, KOTOpble MOryT GbITb OTNpaBneHsl areHTom DHCPv6 Relay apyromy areHty
DHCPvV6 Relay nnu cepsepy DHCPVG6, skntoyatoT Relay-reply.

NMPUMEYAHUE: cepsepbl QTECH DHCPV6 He nogaepxmBatoT nakeT Reconfigure.

NMPUMEMAHUE: knuentel QTECH DHCPv6 He nopgepxvBatoT naketel Confirm and
Reconfigure.

5.3.2. 0630p
PyHKUMA OnucaHue
3anpoc/BblaenexHue OuHamnyeckoe nonyyveHue/BbigeneHme agpecos IPv6 B ceTu B
agpecos pexume KnneHT-cepeep
3anpoc/sblaenexHve OuHamunyeckoe nonyyeHue/BbigeneHune npedukcos IPv6 B ceTn B
npedukca pexMme KnneHT-cepBep
Cnyx6a 6es | lNpepocTtasnseT cnyx0y koHdUrypaumm 6e3 coxpaHeHns
COXPaHEHNA COCTOAHUA | COCTOAHMA AN XOCTOB B CETU
Cepsuc Relay Mpepoctasnsaet cnyxby cepsepa DHCPV6 ons xocToB B

pasnNUYHbIX CETAX C MOMOLLBIO CrYX0Obl peTpaHcnaumum

5.3.3. 3anpoc/BbiaeneHne agpecos

Knnent DHCPV6 moxeT 3anpawwumnBaTb agpeca IPv6 ¢ cepsepa DHCPVG.
lMocne HacTponkn ¢ gocTynHbiMM agpecamn cepeep DHCPV6 moxeT npegoctaBndTb agpeca
IPv6 xocTtam B ceTu, 3anucbiBaTb BbiAeNEHHbIe agpeca 1 ynydlwaTb ynpaBeHne ceTbio.

5.3.3.1. MpuHUMN paboTbl

CeteBble xocTbl cnyxaT knueHtamm DHCPv6 u cepBepamn DHCPvV6 agns peanusauumn
pacnpegeneHns agpecoB, OOHOBMNEHWS, MNOATBEPXKAEHWUS, BbiMyCcka WM OPYrMx onepauun
nocpeacTtBom o6MeHa CooBLEHNAMMN.

OOMmeH 4-x coobLeHumn
Ha PucyHke 5-6 nokasaH npouecc oOMeHa YeThbIipex CoObLLEHNN.
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DHCPv6-knneHT
DHCPv6-cepsep

- Solicit

\ 4

Advertise

Request

v

Reply

A

PucyHok 5-6.

o Knnent DHCPV6 otnpasnseTr coobuwleHne Solicit, agpec HasHa4yeHUsi KOTOPOro
FF02::1:2, a HOMep nopTa Ha3HadeHnss — 547 B NokanbHOW CeTu ANg 3anpoca agpeca,
npedukca U HasHayeHus napameTpoB KoHdurypaumm. Bce cepepbl DHCPV6 nnn
areHTbl DHCPV6 Relay B lumpokoseLlaTensHOM AOMEHe nosfy4daT coobLueHme 3anpoca.

e [locne nony4veHuss coobuieHnss 3anpoca cepsep DHCPv6 otnpasut coobuieHue
Advertise B pexnme oOHOaAOPECHOW PacCbliKKM, €CriM OH CMOXET npesocTaBUTb
MHdopMaLmMIo, 3anpoLlleHHy0 B coobuieHun 3anpoca. B cooblieHnn obbasneHus
yKasaHbl agpec, npedukc 1 napameTpbl KOHpUrypaumn.

o Knnent DHCPv6 moxeT nonydaTb coobuleHne Advertise ¢ HECKONbKUX CepBeEpPOB
DHCPv6. MNocne Bbibopa Hanbonee noaxogsawero cepsepa DHCPv6 knneHt DHCPv6
oTnpasnseT coobweHne Request ¢ agpecom HasHavyeHust FF02::1:2, a Homep nopTa
HasHayeHna — 547 aOna 3anpoca agpeca, npedukca M HasHavyeHna napameTpoB
KOHdourypaumm.

e [locne nony4yeHnsa coobweHus Request cepeep DHCPvV6 co3gaeTt npmBaA3Ky NOKanbHO
n oTnpaensieT coobweHne Reply B pexnme ogHoagpecHom pacchinki. B coobuieHnn
ONa oTBeTa cogepxaTcs agpec, npedukc U napameTpbl KOHUrypauuu, KoTopble
cepep DHCPv6 6ymet HasHauyaTb knuneHty DHCPv6. Knnent DHCPV6 nonyvaet
agpec, npedukc wnnu napameTpbl KOHUrypauum Ha OCHOBE WHopmMauun B
cooOLleHnn oTeeTa.

O6GmeH ABYMSA cOOOLEeHnaAMH

O6meH OByMsA COOGLLEHUAMM MOXET ucrorb3oBaTbca Ans 6ornee ObICTPOro 3aBepLUEHUS
HaCTpOWKK agpecoB, NpedunKcoB U napameTpos Ans kneHtoB DHCPVG.

DHCPv6-knueHT

L]

DHCPv6-cepsep

Solicit
L (Rapid-commit)

A\ 4

Reply

A

PucyHok 5-7.
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Knnent DHCPv6 oTnpaBnsieT cooblieHne 3anpoca, aapec Ha3Ha4yeHust KOTOporo
FF02::1:2, a HoMep nopTa Ha3HadYeHns — 547 B NokanbHOW ceTu Ang 3anpoca agpeca,
npedukca M HasHadeHus napameTpoB kKoHdurypaumm. CooblieHne o xogaTamncree
COAEPXKMT ObICTPYHO hMKCaLMIO.

Ecnun cepeep DHCPV6 nogaepxusaet gyHkumo Obictpon dmkcaumm (rapid commit),
cepsep DHCPV6 cosgaeT npuBA3Ky nokanbHO M OTnpaBnsieT coobuieHne oTeBeTa B
pexume OAHOaApecHOW pacchifikn. B coobuweHnn gnst otBeTa coaepxaTtcs agpec,
npeduKkc 1 napameTpbl KOHUrypaumm, kotopble 6yayT HazHaveHbl knneHty DHCPV6.
Knuent DHCPV6 3aBepLuaeT HaCTpOViKy Ha OCHOBE MHbOpMaLmn B COOBLLIEHMN OTBETA.

OGHoBMeHue 1 NepenpuBA3kKa

CepBep DHCPV6 npepocTtaBndeT ynpasnsawowmin agpec un obHoeneHHble T1 n T2 B IA
coobLeHnsa, otnpasneHHoro knmeHty DHCPVG.

DHCPv6-cepsep

Ty S —

v

Request Reply Renew Reply

DHCPv6-knueHTt

PucyHok 5-8.

Knnent DHCPv6 oTnpaBut MHoroagpecHoe coobuieHne Renew Ha cepsep DHCPv6E
anst obHoBNeHus agpeca n npedukca Yepes T1 cekyHa. CoobuieHne Renew cogepxut
ngeHtndpukatop DUID cepsepa DHCPV6 n nHdopmauuio 1A, KoTopyto Heob6xoammo
OBHOBUTL.

Mocne nonyyeHus cooblieHns o Bo3obHoBneHnn cepeep DHCPV6 nposepsieT, paBHO
nn 3HadyeHne DUID B coobweHun o Bo3obHoBneHun 3HadeHutio DUID nokanbHoOro
yctponctBa. Ecnm pa, 10 cepep DHCPV6 o6HOBnsieT nokamnbHyt MNpuUBSI3KY W
oTnpasnseT cooblweHne Ans OoTBeTa B pexume OOHOAAPEeCHOM paccbinku. B
coobueHnn anga oTBeTa cogepxatcs HoBble T1 1 gpyrme napameTpsbl.
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DHCPv6-cepsep

rvPevrygy OSSR

Request Reply Renew Reply Renew Rebind
) «—T1—> Bpems
DHCPv6-knuneHT < T2 »
PucyHok 5-9.

e Ecnu nocne otnpaekun knneHtom DHCPV6 coobuieHns o BO306HOBEHMM Ha cepsep
DHCPv6 otBeT He nonyyeH, knueHT DHCPV6 otnpasut Ha cepsep DHCPvV6
MHOroagpecHoe cooOLieHVe O NMOBTOPHOW MpuBSA3Ke AN NepenpuBa3kM agpeca U
npedukca nocrne NcTeveHnst cCpoka gencrtena T2.

e [locne nonyyeHus coobueHns Rebind cepsep DHCPV6 (BO3MOXHO, HOBbIM CepBep
DHCPv6) otnpaenseTr coobuieHne C OTBETOM B COOTBETCTBMU C COAEPKUMBLIM
coobueHns Rebind.

Release
Ecnn xknnenty DHCPvV6E Tpebyetcss ocBobogutb agpec unu npedukc, knnenty DHCPv6
Heobxognmo oTnpaBuTb coobuleHne Release Ha cepsep DHCPvV6, 4Tobbl yBEegoMnTh cepBep

DHCPv6 06 ocBobGoxageHun agpeca nnu npedumkca. Takum obpasom, cepeep DHCPV6 moxeT
Ha3Ha4nUTb 3TN agpeca u npedukcol apyrum knneHtam DHCPV6.

DHCPv6B-knneHTt

— DHCPv6-cepeep
= P
D - Release

5 Reply

A

PucyHok 5-10.

e [locne nonyyeHus coobuweHuns Release cepsep DHCPV6 yaandeTt cooTBeTCTBYOLME
NPUBA3KN Ha OCHOBE aapecoB MM NpedurKCcoB B COOOLLEHNM pennsa u oTrnpaBnsaeT
OTBETHOE Co0obLLeHMe C napameTpoM cocTosaHMSA kKnneHTy DHCPV6.

MoareepxaeHune (Confirmation)
Nocne nepexoda K HOBOWM CCbifike (Hanpumep, nocne nepesanycka) knmeHT DHCPv6 otnpasuT

coobuwenne Confirm Ha cepsep DHCPV6 no HOBOW ccbifnike, YTOObI NPOBEPUTbL, AOCTYMNHbLI NN
ncxogHble agpeca.
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DHCPV6B-knueHT

L]

DHCPv6-cepsep

Hoeas cchlinka S
sssnnnnnm **

- Confirm !

A 4

Reply

A

PucyHok 5-11.

o [locne nonyyeHua coobweHnsa o noaTeepxaeHun cepsep DHCPVG BbinonHsaeT
noaTBepP)KAeHMe Ha OCHOBe MHopMaunn o aapece B COOOLEHUN O NOATBEPKOEHNN
n oTnpaensieT coobLeHne ¢ 3anpocoMm, B KOTOPOM MMEETCS OMNLMSA COCTOAHMS, KITUEHTY
DHCPv6. Ecnu 3anpoc He byaeT nogreepxaeH, knmeHt DHCPV6 MmoxeT MHMumMmMpoBaTh
HOBbI 3aMNpOoC Ha BblAeNeHne agpecos.

KoHdnukr DHCPV6

Ecnu knneHt DHCPV6 oBHapyxunBaeT, 4YTo BbieNeHHble agpeca Obinn NCnonb30BaHbl B KaHane
nocrne 3aBepLUeHus BblgeneHnsa agpecos, knneHt DHCPv6 otnpaensieT coobuweHune Decline,
4yT06bI YyBegoMuTb cepBep DHCPV6 o koHdbnukTe agpecos.

DHCPv6-knneHT
DHCPv6-cepeep

- Decline '

v

: Reply

A

PucyHok 5-12.
Knnent DHCPV6 cogepxut nigopmaumio |1A o kKoHpnukTyrowmx agpecax B coobuieHnn Decline.

e [locne nony4veHnss coobwenns Decline cepep DHCPv6 nomevaeTr agpeca B
coobueHnn Decline kak "oTKNoHeHHbIE" 1 He OyaeT pacnpeaensaTb 3TM agpeca. 3aTem
cepeep DHCPv6 oTtnpaBnsaeTt coobuwieHne Reply ¢ napamMeTpoMm COCTOSIHUS KIMEHTY
DHCPv6. MoxHO Bpy4HYI yOoanuTb agpeca, MOMeYEHHbIE KakK « OTKIOHEHHbIEY, YTObbI
obnerynTb NOBTOPHOE BblAeneHue.

5.3.3.2. CBsi3aHHasA KOHdUrypaums
BknroueHune ¢pyHkuun cepsepa DHCPv6 B uHtepdence

¢ [lo ymonyaHuo nHTepdenc He BkNoYeH ¢ yHkumen cepsepa DHCPVG.
e MoxHO BbINOMHUTL KOMaHAy ipv6 dhcp server, 4ytobbl BkNoUnTb yHKumno DHCPV6
Server ona nHtepdelica.

NMPUMEYMAHUE: dyHkuma cepsepa DHCPV6 pomkHa 6biTb BKMOYEHA Ha WHTepdewnce
ypOBHSA 3.
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BbigeneHune agpecoB 4yepe3 cepsep DHCPv6

o [lo ymonyaHuto Ha cepBepe DHCPV6 oTcyTCcTBYET Nyn KOHUrypaumm U He HacTPOEHbI
agpeca on4d BblaeneHus.

o [1ns cosgaHusa nyna KoHUrypaumMm MOXHO BbIMOMHUTL KoMaHay ipv6 dhcp pool.

e  MoxHO BbINONHUTL KOMaHAy iana-address, 4To6bl HACTPOUTL agpeca ANs BblAeneHus,
a TaKke npegnoyYTUTEnNbHbIE 3HAaYeHMs cpoka cnyxbbl preferred lifetime u Tekywero
cpoka cnyx6bl valid lifetime.

YpaneHue KoHDNUKTYOWMX aapecoB Yepes cepeep DHCPv6

e [lo ymonyaHmio cepBep DHCPv6 He BbIMOMHAET OYUCTKM OBHapPY>KEeHHbIX
KOH(PNUKTYIOLMX aapecoB.

e MoxHO BbINONHUTL KOMaHAy clear ipv6 dhcp conflict ANA 04UCTKM KOHMMMKTYHOLLNX
aZpecos, 4YToObI 3TN agpeca MOXHO ObIfio CNONBL30BaTbL NMOBTOPHO.

5.3.4. 3anpoc/BbiaeneHune npedukca

HacTponka goctynHbeix npedukcos Ha cepsepe DHCPV6. Vicnonbays npedukc genernpoBaHuns
DHCPvV6, ceTteBble ycTpouctBa uplink MoryT HasHayatTb npeduKCbl agpecoB CeTeBbIM
ycTtporictBam downlink, KoTopble peanuays rmbkyto aBTOMaTUYECKy0 KOHUIypaumio Ha ypoBHe
cTaHuuu 1 rmbkoe ynpasneHne agpecHbIM MPOCTPAHCTBOM CTaHLUMM.

5.3.4.1. MpuHUMN paboTbl

CeTeBble YCTPOWCTBA HUCXOASLWEro KaHamna cnyxaTt knueHtamum DHCPv6 pgns obmeHa
coobueHnammn ¢ cepeepom DHCPV6 ons peanusaumm onepaumi allocation, update, release u
apyrmx onepaumii. CeteBble ycTponctBa downlink nony4yatoT, OGHOBNSAT, CBA3bIBAOT U
ocBoboxgalT npedukcbl C MOMOLLbID MexaHuama obmeHa CcOOBLLUEHUSMW, aHaNOrMYHOro
MexaHuamy pacnpegeneHns agpecoB. OgHako HasHadeHve MpedUKCoB OTnMYaeTcs OT
Ha3HayYeHWs1 agpecoB B CriedyoLmxX acnekTax:

Mpn obmeHe coobleHnsiMn C UCMONb30BaHMEM JenermpoBaHnsa npedukca, coobLueHus
noATBEPXKAEHUSA N OTKIIOHEHMSI HE UCMOMb3YHTCS.

Ecnn knnent DHCPV6 nepexoguT Ha HOBYHO CCbINKY U eMy HeO6X0AMMO NpPoBEpPUTb, OCTYMNHA
M unHopmauusa npedukca, OH BbINONHAET NOATBEPXAEHME MnocpeacTBoM obmeHa
coobueHnammn Rebind n Reply.

Tun IA B pasnunyHbix coobweHmax — IA_PD.

NMPUMEYAHMUE: ona obmeHa coobLLeHNsIMU C UCMOSb30BaHNEM AeNErMpoBaHus npedukca cum.
pasgen 3anpoc/BblaeneHne agpecos.

5.3.4.2. CBsA3aHHasA KOHdUrypaums
BknrouyeHune pyHkuun cepsepa DHCPv6 B nHtepdence

e [lo ymonyaHuto cpyHkumoHan DHCPvV6 cepBepa He BKIHOYEH Ha MHTepdence.

e MoxHo BbINONHUTL KOMaHAy ipv6 dhcp server, 4ToGbI BKMOYMTE yHKUMo DHCPV6
Server ona nHtepdelnica.

NMPUMEYAHMUE: dpyHkuma cepsepa DHCPV6 genictByeT TONbKO Ha nHTepdence ypoBHSa 3.

DenerupoBaHue npedcukcoB cepBepa DHCPv6
e [lo ymonyanuio Ha cepsepe DHCPV6 HeT koHdurypaumm nyna n npedmKcoB.
e [Inda KoHMrypaumm nyna MOXHO BbINONHUTL KoMaHay ipv6é dhcp pool.

e MoxHo BbINONHUTE koMaHay prefix-delegation, u4ToGbl Ha3HauMTb YyKasaHHble
npedunKcbl KOHKpeTHOMY knueHTy DHCPV6.
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e MoxHo 3anyctutb komaHay prefix-delegation pool, 4Tobbl HacTpouTb NyN NPeUKCOB
TakMMm obpasoM, 4TOObl BCce npeduKchl, 3anpolleHHble knneHtom DHCPV6, Obinu
BblAeneHbl U3 3Toro nyna.

5.3.5. Cnyx6a 6e3 coxpaHeHUs1 COCTOSAHUA

Ecnun knueHty DHCPV6 TpebytoTca Tonbko napameTpbl KoHdurypaumm, cnyxéa DHCPv6 6e3
COXpPaHEHUS COCTOSIHUS MOXET WCMNONb30BaTbCA ANS MNOMyYeHWs CBS3aHHbIX MNapameTpoB
KOH(purypauum, KOTopble HEBO3MOXHO MOMyYUTb C MOMOLLLIO MPOTOKONa aBTOMaTU4YeCKOM
HacTponkn agpecoB 6e3 coxpaHeHns cocToaHUs, Hanpumep, agpeca DNS-cepsepa.

5.3.5.1. MpuHUMN paboTbl

CeTeBble xocThl cnyxaT knueHtamm DHCPV6 ana obmeHa coobLueHnsmn ¢ cepsepom DHCPv6E
4ns nonyveHns u o6HOBMNEHWS NapamMeTPOB KOHUrypauum.

O6MeH coolBLEHNAMM C NOMOLLIO CNYXObl 63 coxpaHeHUss COCTOAHUSA

DHCPv6B-knneHTt
DHCPv6-cepeep

Information-request

v

Reply

A

PucyHok 5-13.

Knnent DHCPV6 oTnpaBnseTt coobuieHne 3anpoca uHdopmaumm Ha cepsep DHCPv6 ans
3anpoca coobuieHnin 6e3 coxpaHeHuss cocTosAHMs. OObIMHO 9TO COOOLLEHWE He COoOepPXUT
noeHtndpukatop DUID ykasaHHoro cepsepa DHCPV6.

Cepeep DHCPV6 otnpasnsieT knmeHTty DHCPvV6 coobuleHne ¢ napameTpammn koHdurypaumm.

5.3.5.2. CBsA3aHHasA KOHdUrypauus
BknroyeHune pyHkuun cepsepa DHCPv6 B nHtepdence

¢ [lo ymonuaHuto nHtepdenc He BkItoYeH ¢ yHkumen cepeepa DHCPV6.

e MoxHo 3anyctutb komaHay ipv6 dhcp server, 4yToObl BKMOYUTL WIM OTKMIOYUTb
dyHkumto DHCPv6 Server onsa nHrepdelica.

NMPUMEYAHMUE: dbyHkumusa cepeepa DHCPV6 genctByeT TONbko Ha UHTepdence ypoBHs 3.
Cnyxb6a 6e3 coxpaHeHusi cocTossHuA cepBepa DHCPv6

e [lo ymonuaHuto Ha cepBepe DHCPV6 oTcyTcTBYET Nyn KOHUIypaumMm U He HaCTPOEHDI
napameTpbl KOHUrypauuw.

e [Inda co3paHus nyna KoHUrypauum MOoXHO BbIMOMHUTL kKoMaHay ipv6é dhcp pool.
e [Ina pobasneHus DNS-cepBepa MOXHO BbINOAHWUTL KOMaHAy dns-server.

e  Y106bl 0OGABUTL MMSA AOMEHA, MOXHO BbINONTHUTBL KOMaHAy domain-name.

e MoxHo 3anycTuTb KomaHay option52, 4ytobel fobasuTb IPv6-agpec AC CAPWAP.
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5.3.6. DHCPv6 Relay

Korga knueHt DHCPvV6 n cepsep DHCPV6 HaxogoaTcs no pasHbiM kaHanam, knueHT DHCPV6
MOXeT nepeaaBaTh CBA3aHHble cooblieHna Ha cepeep DHCPV6 4epes areHTa peTpaHcnauum
DHCPv6. CepBep DHCPvV6 Takke nepepaet otBeT knmeHty DHCPV6 u4epes areHTa
peTpaHcnaunmn.

5.3.6.1. MpuHUMN paboTbl

Mpn nonyyeHmm coobuieHnss ot knneHta DHCPvV6 areHt petpaHcnaumm DHCPV6 cospaet
coobuweHne Relay-forward. 3710 cooblieHne coaepXuUT MCXogoHOe CoOoOLleHMe OT KrueHTa
DHCPV6 1 HekoTopble napaMeTpbl, 406aBNEHHbIE areHTOM peTpaHCALUMN.

3aTem areHT peTpaHcnauum oTnpasndeT coobuieHne Relay-forward Ha ykasaHHbI cepBep
DHCPvV6 unu ykasaHHbIn agpec MHoroagpecHomn paccbinikn FF05::1:3.

Mocne nonyyeHna coobweHna Relay-forward cepsep DHCPV6 wu3BnekaeT ucxogHoe
coobuieHne ns knneHta DHCPV6G ons obpaboTku. 3atem cepsep DHCPV6 chopmumpyeT OTBET Ha
nucxogHoe coobuieHre, uHKancynupyet oTeBeT B coobuieHun Relay-Reply v otnpasnsiet
coobuweHne Relay-Reply areHty DHCPV6 Relay.

Mocne nonyyennsa coobleHns Relay-Reply areHT petpaHcnsaumm DHCPV6 nssnekaeT ncxogHoe
coobuieHune ¢ cepsepa DHCPvV6 ons o6paboTkm 1 nepecbinaet coobuieHne knnenty DHCPV6.

Mexay knueHtom DHCPV6 1 cepsepom DHCPV6 paspelueHbl MHOroypoBHeBble Relay areHTbl.
AreHT petpaHcnauum DHCPv6

DHCPVB-knmeHT

A

A

«

% DHCPv6 Relay DHCPv6 Relay DHCPv6-cepsep
; T Request _ Relay-Forward N Relay-Forward _
Reply ! ~ Relay-Reply : Relay-Reply

PucyHok 5-14.

AreHT peTpaHcnaumn DHCPV6 BbINONHAET MHKANCYNALMIO U AeKancynsauuio coobLweHnn mexay
knueHtom DHCPV6 n cepeepom DHCPV6 onst obecneyenns cesasm mexagy knmeHtom DHCP V6 m
cepsepom DHCPV6 no pasHbIM kaHanam.

5.4. HacTtpouka

Hactponka OnucaHne n KomaHaa

Hactponka cepsepa | (O6s3aTenbHO) MCNoNb3yeTcsa AN co3aaHus nyna KoHpurypaumm
DHCPv6

ipv6 dhcp pool HacTtporika nyna koHdurypaumm ons
cepeepa DHCPv6
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HacTtpownka

OnucaHve n kKomaHAaa

(HeobGs3aTenbHO) ncnonb3yet

CA Ond Ha3HavYeHunAa agpecoB

iana-address prefix

HacTtponka npedurkcoB agpecos,
KoTopble OyayT BblAeneHbl  Ha
cepsepe DHCPv6

(HeobGs3aTenbHO) ncnonb3yet

CA Ond Ha3HavYeHud I'Ipe(bI/IKCOB

prefix-delegation

HacTtpoika npedunkcoB crtaTUdecku
NPUBSA3aHHbIX adpecoB Ha cepsBepe
DHCPv6

prefix-delegation pool

Hactponka cepsepa DHCPv6 ans
BblaeneHus npedukcos n3
nokanbHoro nyna npedukcos

ipv6 local pool

HacTponka NoKanbHoro nyna
npedwukcos IPv6

(Heobs3aTtenbHO) wucnonb3yeTcd Ans  HasHadyeHus napameTpoB

KOHGoUrypaumm

dns-server

HacTponka DNS-cepBepa Ha
cepsepe DHCPv6

domain-name

HacTtponka umeHn gjomeHa cepeepa
DHCPV6

option52

Hactponka |Pv6-agpeca CAPWAP

AC Ha cepBepe DHCPv6

(ObGsazaTenbHO) Mcnonb3yeTcss Ans  BKNOYeHUs cnyxbbl cepeepa

DHCPV6

ipv6 dhcp server

Bkntoyenne cnyxo6bl cepsepa
DHCPv6 Ha nHtepdence

Hactpoiika DHCPvV6

Relay

(ObGsizaTenbHO) ucnonb3yeTca ANsA  BKNOYEHUst ChyxObl areHTta

peTtpaHcnauun DHCPV6

ipv6 dhcp relay destination

HacTtpoika dyHKunn areHta
peTtpaHcnaunum DHCPv6E
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5.4.1. HacTtpouka cepepa DHCPv6

5.4.1.1. PeaynbTaT KOH(pUrypauum

Uplink-ycTponcTBO MOXeT aBTOMaTMYecKM HasHavatb agpeca DHCPV6, npedukcbl K
napamMeTpbl KOHpUrypauum yCTPONCTBY HUCXOLALLEro KaHana.

5.4.1.2. NMpnmeyvaHun
e [Ina npepoctaBneHus cepBepHon cnyx6bl DHCPV6 HeobxoamMmo ykasaTthb nyn cepeepa
DHCPV6.
e Mg nyna He MoXeT BbITb CAINLLIKOM OSTUHHbIM.
e [lpu BkntoyeHun cnyxoebl cepeepa DHCPV6 Heobxoanmo ykasaTb nyn.

e JTa KoHGMrypaumsa noaaepmBaeTcss TOMbKO ANs BUPTyanbHOrO WHTepdenca
KommyTaTopa (SVI), mapLipyTnanpyemMmoro nopta u arpermposaHHoro nopta L3 (AP).

5.4.1.3. dTtanbl KOH(Urypaumum
Hactponka nyna cepsepa DHCPv6

e (O0bGasaTenbHoO.

e [Ecnu He ykazaHO uMHOe, HeobxoauMmo HacTpouTb nyn cepsepa DHCPV6 Ha Bcex
YCTPOMWCTBAax, KOTOpble JOMMKHbI 06ecneunTb cnyxOy cepsepa DHCPV6.

Hactponka npecurkcoB agpecoB, KOTopble 0yayT BbiaeneHbl Ha cepepe DHCPv6

e OnuuoHanbHo.

e [Ina npepocTaBneHus cnyxObl pacnpegeneHvnss agpecoB HeobxoaMMo HaCTpOUTb
npeduKcbl aapecoB, KoTopble OyayT BblAeneHbl Ha BCEX YCTPOMCTBAaX, KOTOpble
OOIKHbI NpegocTaBnTb crnyx0y cepeepa DHCPVE.

Hactponka npecukca ctatnyeckux agpecoB Ha cepBepe DHCPv6

e  OnuuoHankeHo.

e UYtoObl npepmoctaBUTb CnyXOy AenerMpoBaHns NpedUKCOB ANs  CTaTUYecku
NpUBA3aHHbIX aapecoB, HEOOXOAMMO HACTPOUTL NPECUKCHI CTAaTUYECKN NPUBS3AHHbIX
aJpecoB Ha BCeX YCTPOWCTBaX, KOTOpble AOSKHbI MpenocTaBuTb Crnyxby cepeepa
DHCPV6.

HacTtponka cepBepa DHCPv6 ans BbigeneHuMa npedmKCOB M3 nyna noKanbHbIX
npedukcon
e  OnuyuoHankeHo.

e [Ina npepocTtaBneHuns cnyxbbl generMpoBaHns npeduKCoB HEOOXOAMMO YykasaTb
nokanbHbI Ny NPedUuKCOB Ha BCEX YCTPOMCTBAX, KOTOPbIM TpebyeTcst NpeaocTaBuTb
cnyxby cepsepa DHCPV6.

HacTponka nyna npedumkcoB Local IPv6

e  OnuuoHanbHo.

e [Ins npepocTaBneHus cnyxobl genermpoBaHus NpeduKCoB 4Yepes3 Nyn npeduKkcos
Heo6XxoOuMO ykasaTb NOKanbHbI Nyn MNpeduKCOB Ha BCEX YCTPOWMCTBAX, KOTOpble
AOJDKHBI NpegocTaBuTb cnyxby cepeepa DHCPV6.

Hactponka DNS-cepBepa Ha cepBepe DHCPv6
e  OnuuoHanbHo.

e Yt00bl Bbigenntb DNS-cepBepbl, Heobxogmmo HacTpouTb DNS-cepeep Ha Bcex
YCTPOWCTBAX, KOTOpble OOSMKHbI NpegocTaBnTb cryby cepsepa DHCPV6.

168
@ QTECH
MWUP NOOCTYMHEE




PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa DHCPV6 W

HacTtpounka nmeH nomeHoB Ha cepBepe DHCPv6

e  OnuuoHarnbHo.

¢ YT10Obl HA3HAYMTb AOMEHHbIE MMEHA, HeoB6X0aMMO HAaCTPOUTb UMEHa OMEHOB Ha BCEX
YCTPOWCTBaX, KOTOpble OOSMKHbI NpegocTaBnTb cryxby cepsepa DHCPV6.

Hactpouka IPv6-anpeca CAPWAP AC Ha cepBepe DHCPv6
e  OnuuoHarnbHo.

e  YT100bl BblaenuTb MHpopmauuo CAPWAP AC, Heobxoanmo HacTpouTh IPv6-agpec
CAPWAP AC Ha Bcex yCTponcTBax, KOTopble OOSPKHbI MpeaocTaBuTh Criyxby cepsepa
DHCPV6.

BknroyeHune cnyx6bi cepBepa DHCPv6

e (ObOasaTenbHo.

e Ecnn He ykazaHO WHOe, Heobxoammo BKMYUTL cnyxby cepsepa DHCPV6 Ha
onpeaeneHHbIX MHTepdencax Bcex YCTPONCTB, KOTOPbIE AOMMKHbI 06ecneynTb Cnyxoy
cepsepa DHCPV6.

5.4.1.4. NpoBepkKa KoOHdUrypauumm

Cepeep DHCPV6 Bbigenset agpeca, npeduKCbl UM napaMmeTpbl KOHUrypaumm onsa KnveHTa
DHCPV6.

e  KnueHt DHCPvV6 nonyyaet Heob6xoammMyo MHopMauumio.
e Cepsep DHCPV6 ycnelwHo co3gaeT fokanbHy NpUBSA3KY.

5.4.1.5. CBA3aHHble KOMaHAbI
Hactponka nyna koHc¢urypauum cepsepa DHCPv6

KomaHga ipv6 dhcp pool poolname

Onucanue poolname: ykasblBaeT WMS oOnNpegensemMoro nonb3oBateneM nyna

napamMmeTpoB DHCPv6

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas BbinonHute komaHay ipv6 dhcp pool, 4ytobbl co3gatb nyn cepsepa

noackaska DHCPv6. lMocne HacTpoOWkuM 3TOW KOMaHAbl MOXHO BOWTU B PEXUM
KoHdurypaumm nyna DHCPv6, B KOTOPOM MOXHO HacCTpOUTb Takue
napamMeTpbl nyna, kak npedmkc n DNS-cepsep.
lMocne co3gaHua nyna KoHdumrypauum cepeepa DHCPv6 moxHOo
BbIMNOMHNTL KOMaHAy ipv6 dhcp server, YtoObl CBSI3aTb Myn CO Cryxoomn
cepBepa DHCPv6 Ha nHTepdence
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Hactponka npedukca agpeca IA_NA gnsa cepsepa DHCPv6

KomaHga iana-address prefix ipv6-prefix/prefix-length [ lifetime { validlifetime |
preferred-lifetime } |

Onucanwne ipv6-prefix/prefix-length: ykasbiBaet npedukc agpeca IPv6 n gnvHy

napameTpoB npedukca.
lifetime: ycTaHaBnuBaeT [ONYCTUMOE BpeMs agpeca, Ha3Ha4YeHHOro
KNMeHTy. OTO KMYeBOe CroBO AOIMKHO BbiTb HAcTpoeHo BMecTe ¢ valid-
lifetime (mencTBuTENbHBIM CpOKOM  cnyx6bl) wu  preferred-lifetime
(NnpeanoYTUTENBLHLIM CPOKOM CryX6bl).
valid-lifetime: ykasbiBaeT gonyctumoe BpemMsi agpeca, HadHa4YeHHOro
KNNEHTY.
preferred-lifetime: ykasbiBaeT BpeMs, Korga agpec HasHa4yaeTCH KIMEHTY B
nepBylo odepeab

Pexnm Pexum koHdurypaumm nHtepenca

KOHUrypauum

BcTpoeHHas BbinonHnte komaHay iana-address prefix, 4Tobbl HacTponTb NpeduKehbl

noackaska agpecoB |IA NA pgna cepsepa DHCPvV6, HekoTopble U3 KOTOPbIX

BblAeN1eHbl KIMMEHTY.

Mpn nonyyeHnn 3anpoca Ha agpec |IA_NA ot knneHTa cepsep DHCPV6
BblOMpaeT OOCTYMHbIM agpec B COOTBETCTBUM C AMana3oHOM aapecoB
IA_NA 1 HasHayaeT agpec KnueHTy. Ecnu KNneHT He mncnonb3yeT aToT
agpec, cepsep DHCPv6 nomevaeT aTOT agpec Kak LOCTYNHbIA Ansd
APYroro KrnveHTa

HacTponka npecukca ctaTniecku npuBA3aHHbIX agpecoB Ha cepBepe DHCPv6

KomaHga prefix-delegation ipv6-prefix/prefix-length client-DUID [ lifetime ]
Onuncanne ipv6-prefix/prefix-length: ykasbiBaeT npedwmkc agpeca IPv6 u anuHy
napameTpos npedukca.
client-DUID: ykasbiBaeT ugeHtudgukatop DUID knuneHTa.
lifetime: ycTtaHaBnvMBaeT BpeMsi, B TEYEHME KOTOPOrO KIMEHT MOXET
MCMNosb30BaTh 3TOT NpedinKe
Pexnm Pexum koHdurypaumm nyna DHCPv6
KOHdourypaumm
BcTpoeHHas Bbl MoxeTe 3anyctutb komangy prefix-delegation, 4To6bl Bpy4HyHO
noackaska HacTpouTb cnncok npedukco ansa |IA_PD knueHTa n ykasaTb JonycTUMoe

BpeMs A5 3TUX NpeduKcos.

Wcnone3ynte napametp client-DUID gnsa ykasaHusa KrveHTa, KOTOpoMy
Ha3HayeH npedukc agpeca. lNpedukc agpeca bygeT Ha3Ha4YeH NnepBomy
IA_PD knueHTa.

(@ arecy
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Mocne nonydeHuss 3anpoca Ha npeduKkc agpeca OT KIMeHTa cepsep
DHCPv6 npoBepsieT, AOCTyMHa Nu crtatuyeckas npuedaska. Ecnv ga, 1o
cepep DHCPV6 Hanpsmyio Bo3BpallaeT CTaTUYecKylo npuBAsky. B
npotmeHom cnyyae cepsep DHCPvV6 Bbigenset npedukc agpeca u3
OpYroro UCTovHuka npecdumkca

Hactponka cepBepa DCHPv6 ans BblgeneHus npedukCoOB M3 nyna noKalbHbIX

npedukcos
KomaHga prefix-delegation pool poolname [lifetime { valid-lifetime | preferred-
lifetime } ]
Onucanwne poolname: ykasblBaeT MMSA OMpPedeneHHoro nosnb3oBaTeneMm nyna
napamMmeTpoB nokanbHbIX NpedurKcoB.
lifetime: yctaHaBnuBaeT gonyctumoe Bpems npedumkca, HasHa4YeHHOro
KNUEHTY. DTO KroveBoe CIoBO AOMMKHO BbiTb HACTPOeHo BMecTe ¢ valid-
lifetime (menctBuTenbHbiM CpokoM cnyxbbl) un  preferred-lifetime
(NpeanoYTUTENBLHBLIM CPOKOM CITyX0bbl).
valid-lifetime: ykasbiBaeT gonyctumoe Bpems npedmkca, Has3Ha4YeHHOro
KNUEHTY.
preferred-lifetime: ykasbiBaeT BpeMsi, B Te4eHMe KOTOpOoro npedukc
NPEeNMYLLECTBEHHO Has3Ha4YaeTCs KINEHTY
Pexum Pexum koHdurypaumm nyna DHCPv6
KOHdourypaumm
BcTpoeHHas BoinonHnte komangy nyna  generMpoBaHus  npedukcoB, 4YTOObI
noackaska HacTpouTb nyn npedukcoB gns cepsepa DHCPv6 gns BbigeneHus

npedukcoB knueHtam. Komanga ipv6 local pool ucnonb3yetca ans
HaCTpoWKKX nyna npecuKcos.

Mpn nonyyeHun 3anpoca Ha npedukc OT knueHta cepsep DHCPv6
BblOMpaeT OOCTyNHbI npedukc u3 nyna npedukcoB W HasHadaet
npedurKc KNMeHTy. Ecnu KNnMeHT He Mcnonb3yeT 3TOT NpeduKke, cepeep
DHCPv6 nonyvaeT npedukc

Hactponka nyna npedukcoB Local IPv6

KomaHga ipv6 local pool poolname prefix/prefix-length assigned-length
Onucaxve poolname: yka3biBaeT UMS NOKarbHOro nyna npeduKkcos.
napameTpoBs , ,

P P prefix/prefix-length: ykasbiBaeT npedumkc n gnmHy npedukca.
assigned-length: ykasbiBaeT onuHy npedukca, Ha3Ha4YeHHOro
nonb3oBaTento

Pexnm Pexwum rnobanbHon koHUrypaumm
KOHpurypaumm

@ §) QTECH

MWP [OOCTYNHEE

171




PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa DHCPV6 W
BcTpoeHHas BbinonHute komangy ipv6 local pool, 4Tobbl co3gaTh NoOKanbHbIA Nyn
noackaska npecukcoB. Ecnm cepsepy DHCPv6 Tpebyetca penernpoBaHue

npednKCoB, MOXHO 3anycTuTb komaHay prefix-delegation pool, 4yTobbl
yka3aTb NokanbHbIi Nyn npedukcoB. [locne aTtoro npedmkcbl ByayT
BblAeneHbl N3 yKazaHHOro fokanbHoro nyna npedukcoB

HacTtpounka DNS-cepBepa Ha cepBepe DHCPv6

Komanpa dns-server ipv6-address

Onucanne ipv6-address: ykasbiBaeT IPv6-agpec DNS-cepBepa

napameTpoB

Pexvnm Pexwum koHdurypauum nyna DHCPV6

KOHUrypauum

BcTpoeHHas [na HacTponkn Heckonbkux agpecoB DNS-cepBepoB MOXHO 3anyCcTuTb
nogckaska KomaHngy dns-server Heckonbko pa3. Hosbii agpec DNS-cepsepa He

nepesannceiBaeT cTapble agpeca DNS-cepsepos

HacTtpouka nmeH nomeHoB Ha cepBepe DHCPv6

KomaHpa domain-name domain

Onucanne domain: onpegenseT umMsi LOMeHa, KoTopoe ByaeT BblAeNeHO
napamMmeTpoB norb3oBaTento

Pexum Pexum koHdurypaumm nyna DHCPv6

KOHdourypaumm

BcTpoeHHas YTobbl co3aaTh HECKOSIbKO JOMEHHBLIX MMEH, MOXHO 3anyCTUTb KOMaHOy
noackaska domain-name  Heckonbko pa3. HoBoe OoMeHHOE uMMHA  He

nepes3anncbiBaeT CTapble JOMEHHble NMeHa

Hactponka onuum 52 Ha cepBepe DHCPv6

KomaHga option52 ipv6-address

Onuncanne ipv6-address: ykasbiBaeT IPv6-agpec AC CAPWAP

napameTpoBs

Pexnm Pexum koHdurypaumm nyna DHCPv6

KOHpurypaumm

BcTtpoeHHas MoxHO 3anycTuTb kOMaHgy option52 anga HacTpovikn agpecos IPv6 ons
nojckaska Heckonbkux CAPWAP AC. Hoebin agpec CAPWAP AC IPv6 He

nepesanncbiBaeT cTapble agpeca IPv6
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BknroyeHune cnyx6bl cepBepa DHCPv6

KomaHga ipv6 dhcp server poolname [rapid-commit] [preference value]
Onucanwne poolname: ykasblBaeT MMA onpefensemoro nosib3oBatenem nyna
napameTpoB KoHpurypaumm DHCPVG.
rapid-commit: no3BonsieT BbINONHATL 0OMEH ABYMSA COOBLLEHMAMMU.
preference value: HacTporka npuoputeta coobuieHns advertise B
aunana3soHe oT 0 go 255. 3HayeHne no ymonyaxumio — 0
Pexum Pexum koHdurypaumm nHtepderica
KOHUrypauum
BcTpoeHHas 3anyctuTte komaHay ipv6 dhcp server, 4tobbl BkNouMTh cryk6y DHCPV6
noackaska Ha nHTepdence.

Mpn HacTponke kroyeBoro cnosa rapid-commit obmeH gByms
COOOLLEHNSAMN C KITMEHTOM paspeLleH BO BpeEMS Ha3Ha4YeHus1 NpednKkcoB
adpecoB M Opyrmx koHdurypaumi. lNocne HacTpoOrKM 3TOro KHo4eBOro
cnoBa, ecnu coobLleHne 3anpoca OT KIMEHTa COAEPXUT napameTp
rapid-commit, cepsep DHCPvV6 otnpaBut coobueHne oTBeTa
HanpsiMyto.

Ecnv ana napameTpa preference yctaHoBneHo 3HavyeHue, He pasHoe 0,
coobuleHne advertise, otnpaeneHHoe cepsepom DHCPV6G, cogepxut
napameTp HacTtponkn. lNone preference BnusieT Ha BbLIGOP cepBepa
knueHtoM. Ecnn coobuleHne advertise He cogoepXWT 3TOro Monsd, TO
3HayeHne preference cumtaetca 0. Ecnm 3HauveHue preference,
NOSTy4YEHHOE KITMEHTOM, PaBHO 255, KNNEHT HEMELNEHHO OTNpPaBsaeT Ha
cepBep 3anpoc Ha nonyyeHne KoHUrypaumin.

DYyHKUMN  KNUeHTa, cepBepa WU peTpaHcnaumm DHCPv6 asndtoTca
B3anmoucknovatowmmn. VIHtepdenc MoxeT OblTb HACTPOEH TOMbKO C
OAHON PyHKUMEN OQHOBPEMEHHO

5.4.1.6. NMpumep KoHcpUrypaumm

Hactponka cepepa DHCPv6

OTansl
KOHdourypaumm

e HactponTe nyn koHdurypaumm ¢ nmeHem "pool1".
e Hactponte npedukc agpeca IA_NA ansa cepsepa DHCPV6.

e HacTponTe npeduKcbl cTaTU4eckn nNPUBA3aHHbLIX agpecoB Ha
cepeepe DHCPv6.

e Hactponte gpea DNS-cepBepa.
e Hactponte nmsa gomeHa.
e Bknounte cnyx6y cepsepa DHCPV6 Ha uHTtepdence

QTECH# configure terminal
QTECH(config)# ipvé dhcp pool pooll
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QTECH(config-dhcp)# iana-address prefix 2008:50::/64 lifetime 2000
1000
QTECH(config-dhcp)#prefix-delegation 2008:2::/64
0003000100d0f82233ac

QTECH(config-dhcp)# dns-server 2008:1:1
QTECH(config-dhcp)# dns-server 2008:1::2
QTECH(config-dhcp)# domain-name example.com
QTECH(config-dhcp)#exit

QTECH(config)# interface GigabitEthernet 0/1
QTECH(config-if)# ipvé dhcp server pooll

MpoBepka 3anyctuTte komangy show ipvé dhcp pool, 4Tobel 0TO6pasnTL CO3naHHbIN
KOHUrypauum nyn KoHdurypauum

QTECH# show ipvé dhcp pool
DHCPvé pool: pooll
Static bindings:
Binding for client 0003000100d0f82233ac
IA PD prefix: 2008:2::/64
preferred lifetime 3600, valid lifetime 3600
IANA address range: 2008:50::1/64 ->
2008:50::ffff:fffffff.ffff/64
preferred lifetime 1000, valid lifetime 2000
DNS server: 2008:1:1
DNS server: 2008:1::2

Domain name: example.com

5.4.1.7. TUNUYHbIE OLLNOKU

YKazaHHOe UM nyna CRULLKOM AfIMHHOE.
KonnuecTBo nynoB KoOHUrypaLmm NpeBbIlLIaeT CUCTEMHOE orpaHuyeHne (256).

KoHturypauma BbINOMNHAETCA Ha ApYyrux UWHTepdencax, Kpome WuHTepdenca
kommyTaTopa Virtual Interface (SVI), mapLpyTnampyemoro nopta u arpermpoBaHHOro
nopta L3.

KonnuectBo nHTEpdEncoB, HACTPOEHHbIX CO crnyxbon cepeepa DHCPV6, npeBbiwaeT
CUCTEMHOE orpaHuyeHne (256).

YKkasaHHOe 3HadeHue cpoka cnyxbbl valid lifetime MeHbwe 3Ha4YeHus
npegnoyTUTEenbHOrO cpoka cnyxbbl preferred lifetime.

YkasaH HegonycTumbin agpec IA_NA.
KonuyecTtBo gnana3oHOB aapecoB NpeBbIaeT cUCTeMHoe orpaHuydeHue (20).

Mpn HacTporke npedUKCoB CTaTUYECKU MPUBA3AHHbLIX a[dpecoB YKa3aHHble
naeHtudukaTopsl DUID cnnwkomM AnNvHHbIE.
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e KonunyectBo npedmnKCoOB CTaTUYECKN MPUBSA3AHHLIX aApecoB MNPEBbLILLAET CUCTEMHOE
orpaHvnyeHne (1024).

e Ecnu HacTpoeH nokanbHbIn nyn NpeduKcoB, ykasaHHOEe 3HayYeHne cpoka crnyxobl valid
lifetime meHbLUe 3HaYeHMs1 NpeanoYTUTENBbHOrO cpoka cnyxbbl preferred lifetime.

o Konnyectso DNS-cepBepoB npeBbIlWaeT cucteMHoe orpaHnyeHne (10).
o  KonnyectBo MMeH JOMEHOB NpeBbILaeT cucTteMHoe orpaHnyeHue (10).
o KonnuyectBo agpecos option52 npeBbilaeT cucteMHoe orpaHudeHme (10).

5.4.2. Hactpouka DHCPv6 Relay

5.4.2.1. Pe3aynbTaT KOH(pUrypaumm

AreHT peTtpaHcnaumm DHCPvV6 moxeT ObiTb HAcTPOEH Ha pacnpegeneHve agpecos,
aenervpoBaHue npeuKcoB 1 pacnpeneneHne napameTpos, YTobbl obecneunTb CBSA3b Mexay
knueHtom DHCPV6 1 cepBepoM No pasnnyHbIM KaHanam.

5.4.2.2. NMpnmevaHusn

Heobxogumo ykasaTb agpec HasHadeHus. Ecnum agpec HasHayeHusd sBnsieTcss agpecom
MHoroagpecHon paccbinikv (Hanpumep, FF05::1:3), HeobxoaMMo Takke ykasaTb WUHTepdenc
BbIxoga.

5.4.2.3. dtanbl KOH(Urypauum
HacTponka yHkummn areHta petpaHcnsaumm DHCPv6

e ObOsa3aTenbHoO.

e Ecnu He ykasaHO MHOe, HEOOXOAMMO HACTPOUTb YHKLUMIO areHTa peTpaHcnauum
DHCPv6 Ha Bcex ycTponcCTBax, KOoTopbiM TpebyeTcsi obGecneunTtb cnyxby areHta
petpaHcnaumm DHCPV6.

5.4.2.4. NpoBepkKa KoHdUrypauumm

e Knnent DHCPv6 n cepeep DHCPV6 oGmeHMBaOTCA COOOLLEHUAMM 4vepes3 areHTa
peTpaHcnAumn.
o [lpoBepbTe, BKNIOYEH N MHTEpdenc ¢ nomoLbio pene DHCPV6.

e [lpoBepbTe, MOXeT nu areHT peTtpaHcnaumm DHCPv6 nonyyats n oTnpaensitb
coooLLeHus.

5.4.2.5. CBsAA3aHHble KOMaHAbl

Hactponka ¢yHkunm areHTa petpaHcnsauum DHCPv6

KomaHga ipv6 dhcp relay destination ipv6-address [interface-type
interfacenumber]

Onuncanne ipv6-address: yka3blBaeT agpec HasHa4YeHusi onepaTtopa peTpaHcnauuu.

napameTpoB

interface-type: ykasbiBaeT TMn nHTEpdenca HasHa4yeHus
(HeobGsA3aTenbHO).

interface-number: ykasbiBaeT HoMep UHTepdenca HasHa4YeHus
(HeobGsA3aTenbHO)
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Pexum Pexum koHdurypaunm nHtepderica
KOHcpurypaumm
BcTpoeHHas Bce naketel DHCPvV6 OT KIMEHTOB, MOMyYeHHble WHTepdencom,
nozackaska aKTUBMPOBaAHHLIM hyHKUMen peTpaHcnauum DHCPV6, nHkancynupytotca
N OTNPaBAITCA MO yKa3aHHOMY agpecy HasHayeHus (MK HECKOMbKUM
agpecam HasHayeHus) Yyepes ykasaHHbl nHtepdenc (ONMUMNOHATIBHO)

5.4.2.6. NMpumep KoHcuUurypaummn
HacTtponka DHCPv6 Relay

OTanbl YKaxute WHTepdenc, BKAYEHHBIN CNyxbon peTpaHcraumMm Aans
KOHcpurypauum nepecbInky nonyveHHbIx naketos knneHta DHCPV6 Ha ykasaHHbIN agpec
Ha3Ha4eHna Yepes ykasaHHbIN nHTepdenc (Heobs3aTensHO)

QTECH#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)#interface vlan 1

QTECH(config-if)#ipvé dhcp relay destination 3001::2
QTECH(config-if)#ipvé dhcp relay destination ff02::1:2 vlan 2

MpoBepka BoinonHute komangy show ipv6 dhcp relay destination all, 4ToGbI
KOHdourypaumm 0TOOpasnTb HAaCTPOEHHbIE afgpeca HasHa4YeHus

Interface:VLAN 1

Destination address(es) Output Interface
3001::2
ff02::1:2 VLAN 2

5.4.2.7. TUNUYHbIE OLLNOKU

KoHdurypaumusa BbimonHAETCA Ha ApYrux uHTepdberncax, Kpome uHTepdenca KoMmmyTtartopa
Virtual Interface (SVI), mapwpyTuanpyemoro noprta 1 nopTa Touku goctyna L3.

5.5. KOHTponb cocTtosiHuA

5.5.1. OuncTtka

NMPUMEYAHME: BbinONHEHME KOMaH clear MOXeT NPUBECTU K NOTepe BakHOW MHOopMaumn
N, cnegoBaTtenbHO, NpepbiBaHNI0 paboTbl Cryxo.

OnucaHune Komanga
Oumnwaet npueaskm DHCPv6 clear ipv6 dhcp binding [ ipv6-address |
Ouunwaet ctatnuctuky cepeepa DHCPv6 clear ipv6 dhcp server statistics
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OnucaHue

KomaHpa

cepsepe DHCPv6

Yoanset KOHGMMKTyOWMEe ajpeca Ha

clear ipv6 dhcp conflict { ipv6-address | * }

DHCPV6

Ynanset cTaTtUCTMKy OTMPaBMEHHbIX W
MOSy4YeHHbIX MaKeTOB MNOCre BKIOYEHUS
Ha TEKyLleM YCTPOWCTBE peTpaHCnALUM

clear ipv6 dhcp relay statistics

5.5.2. OTobpaxeHue

OnucaHue

KomaHpa

OTtobpaxaet DUID
yCTPOWCTBa

show ipv6 dhcp

OTobpaxaeT NpuBSA3KY
afpecoB Ha cepBsepe
DHCPV6

show ipv6 dhcp binding [ ipv6-address |

OtobpakaeT uHTepdemnc
DHCPv6

show ipv6 dhcp interface [ interface-name ]

OtobpaxaeT nyn DHCPv6

show ipv6 dhcp pool [ poolname ]

OtobpaxaeT
KOHONMKTYIOLWME agpeca
DHCPV6

show ipv6 dhcp conflict

OTtobpakaeT CTaTUCTUKY Ha
cepsepe DHCPv6

show ipv6 dhcp server statistics

OtobpaxaeT agpec
HasHa4yeHust areHTa
peTtpaHcnauun DHCPv6

show ipv6 dhcp relay destination { all | interface-type
interface-number }

OTtobpaxaeT CTaTUCTUKY
OTNPaBIiEHHbIX U
NONy4YeHHbIX NaKeToB
nocrie BKIOYEHWS Ha
yctpounctee pene DHCPv6

show ipv6 dhcp relay statistics

OtobparkaeT nokarbHbIi
nyn npedwukcos IPv6

show ipv6 local pool [ poolname ]
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5.5.2.1. Otnapka

NMPUMEYAHUE: cucteMHble pecypcbl 3aHATbl MNPy BbIBOAE OTMNAA0YHOM WHGOpMaLMK.

I'IoaTomy, OTKIO4YNTE OTrNaaKy cpasy nocrie NCnojib3oBaHUA.

OnucaHue

KomaHpa

Otnagka DHCPv6

debug ipv6 dhcp [ detail ]
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6. HACTPOUKA DNS
6.1. O630p

Cuctema pgomeHHbix mmeH (DNS) — aTo pacnpegeneHHass 6asa fgaHHbIX, cogepkallas
COMNoOCTaBNeHVs Mexay AOMEHHbIMM umeHamu n IP-agpecamn B WHTepHeTe, 4yTo obnerdyaet
nonb3oBaTtenam octyn B MHTepHeT 6e3 HeobxoammocTu 3anomuHath IP-agpeca, goctyn K
KOTOPbIM HanpsiMyto ocyllecTBnsieTcs KomnotoTepamu. NMpouecc nonyveHus IP-agpeca vepes
COOTBETCTBYIOLLEE NMSA XOCTa Ha3biBaeTCA paspelleHneM MMEeHU JOoMeHa (Unu paspeLlleHnem
MMEHN XocTa).

6.1.1. NMpoToKosnbl U cTaHAAPTHI

e RFC1034: noMeHHblE MEeHA — MOHATUA U BO3MOXHOCTN.
e RFC1035: nOMeHHble MMeHa — peanu3aums u cneundukaums.

6.2. MpumeHeHne

NMpumeHeHne OnucaHue

CraTtunyeckoe paspelueHve | PaspelueHne 4OMEHHbIX UMEH BbINOSTHAETCS
OOMEHHOIo MMmeHu HenocpeacTBeEHHO HA OCHOBE COMOCTaBlEHNUA UMEHN JOMEHa
n IP-agpeca yctponcTtea

OuHamunyeckoe paspelieHve | OuHamndeckn nonydaeT IP-agpec, conocTaBneHHbIN C
Q4OMEHHOro MeHu AOMeHHbIM nmeHeM, oT DNS-cepBepa B ceTn

6.2.1. CTaTn4yeckoe paspeLueHme JOMEHHOro MMeHMU

6.2.1.1. CueHapum

o [lpenBaputenbHO 3agjanTe COOTBETCTBME Mexay MMeHem gomeHa u |IP-agpecom
yCTponcTBa.

e [lpn BbINONHEHWM Onepauuin ¢ OOMEHHbIMU uMeHamu (Hanpumep, Ping u Telnet) ¢
NMOMOLLBIO MPUKNAAHbIX MporpaMmm, cuctema MoXeT paspewuTtb |P-agpec 6e3
NOAKIMIOYEHNs K cepBepy B CETU.

6.2.1.2. OnucaHue

lMpeaBapuTenbHO 3aganTe COOTBETCTBME MeXOy MMeHeM fomeHa u IP-agpecom ycTponcTsa.
6.2.2. lnHaMmu4yeckoe paspeLieHme JOMEHHOro UMeHH!

6.2.2.1. CueHapun

e DNS-cepBep pa3BepHyT B CeTU 4118 NPeAoCTaBreHns Cnyx0bl JOMEHHbIX UMEH.
e ma gomeHa "host.com" pa3BepHyTO B CETW.
e YctpoucTteo-A npumensetcs kK DNS-cepsepy ana umexHn gomeHa "host.com".
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===

10.1.1.2/24 DNS-cepsep
192.168.31.206/24

Host.com

YcTtponcteo A
192.168.1.27/24

]

PucyHok 6-1. [InHamun4deckoe paspelleHne uMeHn JOMeHa

6.2.3. PasBepTbiBaHus

PassepHute DNS-cepBep B kadyectBe DNS-cepsepa yctponctsa A.
6.3. KntoueBble 0COGEHHOCTHU

6.3.1. BaszoBble KOHUenuuu

DNS

DNS coctouTt 13 npeobpasosatensa u DNS-cepsepa. DNS-cepBep XpaHUT CONOCTaBNEHUS UMEH
AomeHoB 1 IP-agpecoB BCcex y3roB B CeTU U peanusyeT B3aMMHoe npeobpasoBaHve VMMeH
nomeHoB n IP-agpecoB. VaeHTndpukatopsbl noptoB TCP 1 UDP DNS mmetoT 3HayeHne 53, n
00bI4HO ncnonbayetca nopt UDP.

6.3.2. KnrouyeBble 0COBEHHOCTH

PyHKUMA OnucaHue
PaspelueHne umeHn | IP-agpeca nony4alTCs Ha OCHOBE [OOMEHHbIX WMEH C
domeHa DNS-cepBepa nnu nokanbHon 6a3bl AaHHbIX

6.3.3. PaspelwwieHne uMeHU AOMeHa

6.3.3.1. MprHUMN paboTbl
Pa3spelueHune cTaTU4eCKOro UMEeHU JoMeHa

CtaTudeckoe paspelleHne MMeHN AOMEHA 03HAYaET, YTO NOMb30BaTENb NpeaBapUTENbHO
3ajjaeT COOTBETCTBUNE MeXay uMeHeM aomMeHa 1 IP-agpecom Ha yctponcTse. pu BbINONTHEHUM
onepauui ¢ AOMEHHbIMU UMeHamu (Hanpumep, Ping 1 Telnet) ¢ nomoLblo NpUKNagHbIx
nporpamMmm, cuctema MoxeT paspelwmnTb IP-agpec 6e3 nogknioveHns K cepBepy B CETU.
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OuHamnyeckoe pa3pewieHne nMeHn QoMeHa

[duHamnyeckoe paspelleHne JOMEHHbIX UMEH 03Ha4aeT, YTo Npu BbIMOMHEHUM NOMb3oBaTeENeM
onepaumi C [OMEHHbIMW WMEHaMW 4epe3 MpUKNagHble nporpaMmbl NpeobpasoBaTenb
DNS-cuctembl 3anpawmBaeT y BHewHero DNS-cepsepa IP-agpec, conocTaBneHHbI C
OOMEHHbLIM NMEHEM.

Mpoueaypa AMHaAMU4YECKOro paspeLlueHMA AOMEHHbIX UMEH:
1. Monb3oBaTtenbckas npuknagHas nporpamma (Hanpumep, Ping nnn Telnet) 3anpawwuvBaeT
IP-agpec, conoctaBneHHbIN ¢ 4OMEHHbIM MeHeM, n3 DNS-npeobpasoBaTtens cuctems.

e [lpeobpasopatenb DNS cHavana 3anpalwmnBaeT AMHaMmMyeckuii kell. Ecnv ums npomeHa
B AUHAMN4YeCKOM Kellle He nctekno, DNS-npeobpasoBaTenb Bo3BpallaeT UMsi IOMEHaA
B MPUNOXEHUE.

e [Ecnn cpok penctBua Bcex AOMEHHbIX UMeH uctekaet, DNS-npeobpasoaTtenb
MHULMMPYET 3anpoc Ha npeobpasoBaHne JOMEHHbIX MMeH IP-agpecoB BO BHELLHWK
DNS-cepBep.

2. lMocne nony4yenus oteeTta oT DNS-cepBepa, DNS-npeobpasoBaTerb kelmpyeT n nepegaeT
OTBET NPUIOXKEHMIO.

6.3.3.2. CBAA3aHHasa KOHdurypaums
BknioyeHune paspelueHUs MMeHU AoOMeHa

e [lo ymonyaHuio paspeLleHne JOMEHHbIX MMEH BKMHYEHO.

e 3anyctute koMaHay noucka ip domain-lookup, 4TO6GbI BKNIOYUTL WUMAN OTKIHOYUTb
paspeLleHe UMeHV JOMeEHa.

HacTtponka IP-agpeca, conocTtaBneHHOro ¢ CtTaTu4eCKMmM JOMEHHbIM UMEHEM
e [lo ymMOnyaHUIO He HAaCTPOEHO COMOCTaBeHNe MMeHN JomeHa u IP-agpeca.

e Bbinonuute komaHgy ip host, 4ToGbl ykasaTb IPv4-agpec, conocTaBreHHbI C
JOMEHHbIM UMEHEM.

Hactponka DNS-cepBepa
o [lo ymonuaHuio DNS-cepBep He HAacTpoeH.
e BobinonHute komangy ip name-server, 4Tobbl HacTpouTb DNS-cepBep.

6.4. Hactpouka

Hactponka OnucaHne n KomaHaa
HacTtponka OnumoHanbHO
CTaTU4eCKOro
paspeLleHns , _
ip domain-lookup BkntoueHne paspelueHus

OOMEHHOIo UMeHu

AOMEHHbIX UMEH

ip host Hactpornka  agpeca IPv4,
COMOCTaBIIEHHOTO C WMEHEM

AOMeHa
181

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-6910

Hactporia DNS | wwwatech.ru |
Hactponka OnucaHune n kKomaHaa
Hactporika OnunoHanbHO
ONHAMNYECKOro
paspeLlleHust _ _
[IOMEHHOTO UMEHM ip domain-lookup BkntoyeHune paspelueHus
AOMEHHbIX UMEH
ip name-server KoHpurypupyet DNS-cepsep

6.4.1. HacTpomka cTaTu4yeckoro paspeLueH1uss LJOMEHHOro UMeHu

6.4.1.1. PeaynbTaT KOH(pUrypauum
CpencTBo BbiAeneHns curHana cuctembl paspeluaet IP-agpec, conocTtaBneHHbli C MMEeHeM
[IOMEeHa Ha NokanbHOM YCTPOMICTBE.
6.4.1.2. dTanbl KOH(Urypaumm
BknroyeHune paspeLieHnUss UMeHU AoMeHa

e DyHKUMA pa3peLleHns UMEHN AOMEHA BKIOYEHA MO YMOSYaHMIO.

e Ecnu ata pyHKUMA OTKNOYEHA, pas3peLleHe CTaTM4ecKoro MMeH1 OMeHa He BCTynaeT
B Cuny.
Hactponka agpeca IPv4, conoctaBNneHHOro ¢ MMeHeM JOMeHa

(OBszaTenbLHO) NUcnonb3yemble AOMEHHbIE UMEHA OOIMKHbl ObiTb HACTPOEHbI C MPMBSA3AHHBIM
IP-agpecom.
6.4.1.3. NpoBepka KOHUrypaumum

o  BbinonHute komaHgy show running ans npoBepkn KOHUIypaLmn.

e BbinonHute komangy show hosts, 4ToGbl NPoOBEPUTL COOTBETCTBME MEXAY MMEHEM
nomeHa u IP-agpecom.

6.4.1.4. CBA3aHHbIe KOMaHAbI
Hactponka agpeca IPv4, conoctaBNneHHOro ¢ MMeHeM JOMeHa

KomaHga ip host host-name ip-address

Onuncanne host-name: ykasblBaeT ums JoMeHa.

ntelprElluiiels ip-address: ykasbiBaeT conocTaBneHHbIi IPv4-agpec
Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm
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6.4.1.5. Mpumep KoHcuUrypauumn

HacTtpoiika paspelueHusi CTaTUMeCKOro MMeHU foMeHa

OTanbl KoHUrypaumm YctaHoBuTe IP-agpec cTaTM4eckoro [OOMEHHOro UMEHU
www.test.com Ha 192.168.1.1 Ha ycTponcTBe

QTECH#configure terminal
QTECH(config)# ip host www.test.com 192.168.1.1
QTECH(config)# exit

MpoBepka KoHpurypauum BoinonHute komangy show hosts, 4tobbl npoBepuThb,
HacTpOeHa N 3anncb CTaTUYECKOro MMEHN JOMEHaA

QTECH#show hosts Name servers are:

Host type Address TTL(sec)

www.test.com static 192.168.1.1 -—

6.4.2. HaCTpOﬁKa AVHaMn4yeckoro paspeweHmnda JOMeHHOro MMeHu

6.4.2.1. PeaynbTaT KOH(pUrypaumum
MpeobpasoBaTtenb cuctembl paspewaet IP-agpec, conocTaBneHHbId C JOMEHHLIM UMEHEM
yepe3 DNS-cepsep.
6.4.2.2. dTanbl KOH(Urypauum
BknioyeHune paspeLueHUs MMeHU AOMeHa

o Pa3pemeHme MMEeHN JOoMeHa BKITHOYEHO MO YMO4YaHUIo.

e Ecnu ata dyHKUMA OTKMHOYEHa, AMHAMUYECKOe paspelleHue OOMEHHbIX UMEH He
BCTynaeT B cuny.

Hactponka DNS-cepBepa

(O6sazaTenbLHO) YTOOLI CMONBL30BaTh AUHAMMUYECKOE pa3peLleHne MMEH JOMEHOB, HEOBX0ANMO
HacTpouTb BHewwHMn DNS-cepsep.

6.4.2.3. NpoBepka KOHUrypaumm

BbinonHuTe komaHay show running ans npoBepku KOHUIypaLumi.

6.4.2.4. CBA3aHHbIe KOMaHAbI

Hactponka DNS-cepBepa

KomaHnga ip name-server [ oob ] ip-address [ via mgmt-name ]
Onuncanne ip-address: ykasbiBaeT IPv4-agpec DNS-cepsepa.
Il el oob: ykasbiBaeT, 4yto DNS-cepBep [OCTyMeH Yepe3 BHEMONOCHbIN

nHTepdenc ynpaeneHus (MHTepdenc ynpaBneHums).
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via: HacTponka nHTepdernca ynpasneHns BbIXO40M.

ONd NakeToB B pexxmme oob

mgmt-name: ykasbiBaeT MHTepd)eVIC ynpaeiieHna MCXOOHbIMU BblSOBaAMU

Pexum Pexwum rnobanbHon koHUrypaumm
KOHpurypaumm

6.4.2.5. Mpumep KoHcpuUrypaumm
HacTpoiika AMHaMM4YecKoro paspeLlleHUs UMEeHN AOMeHa
CueHapun

DNS-cepsep
192.168.10.1

YCTpOncTBO //‘\

PucyHok 6-2.

YcTponcTBO paspeluaeT gomeHHoe nms Yyepe3 DNS-cepsep (192.168.10.1) B ceTn.

192.168.10.1

OTanbl KoHUrypaumm YcraHosuTe IP-agpec DNS-cepBepa Ha yCTpOMCTBE paBHbIM

DEVICE#configure terminal
DEVICE(config)# ip name-server 192.168.10.1
DEVICE(config)# exit

nn DNS-cepBep

MpoBepka KoHUrypauum 3anyctute komaHgy show hosts, 4Tobbl NpoBepuTb, yKkasaH

192.168.10.1 static

Host type Address
TTL(sec)

QTECH(config)#show hosts Name servers are:

6.5. KoHTponb cocTosiHUSA

6.5.1. OuncTka

NMPUMEYAHUE: BbinonHeHWe KOMaHAbl OYUCTKM BO BpeMsa paboTbl YCTPOWCTBA MOXET

NPUBECTU K NOoTepe AaHHbIX UNW faxe NpepbiBaHMI0 Cyxo.
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OnucaHue KomaHaa
Ounwaet Tabnuuy kewa clear host [ host-name |
OANHAMNYECKNX UMEH
XOCTOB

6.5.2. OToOpaxeHune

OnucaHue KomaHaa

OTtobpaxeHune napameTtpoB | show hosts [ host-name ]
DNS

6.5.3. OTnapgka

NMPUMEYAHMUE: cuctemHble pecypcCbl UCMOMb3yTCA MPU BbIBOAE OTNagoyHOM MHpopMaumu.
MNoaTtomy, oTkNOYMTE OTNAAKY cpasy nocre UCnorb3oBaHUs.

OnucaHue KomaHpa

Otnagka doyHkunm DNS debug ip dns
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7. HACTPOUKA CEPBEPA FTP
7.1. O630p

®yHKUMOHAN NO3BOMsieT YCTPOWCTBY BbIMNONHATL (pyHKumn FTP-cepBepa. Takum obpasom,
nonb3oBatenb MOXeT nogknunte FTP-knueHT k FTP-cepBepy wn 3arpysutb pannbl no
npoTokony FTP.

lMonb3oBaTenb MOXeT mcnonb3oBaTb yHKUMOHan FTP-cepeepa And NpPOCTOro MnoslyYyeHus
danno., Taknx Kak channel syslog, ¢ ycTpoOMCTBa M KONMMPOBaHUSA hannoB B hanioByto cucTemMy
yCTpOKCTBa no npoTtokony FTP.

7.1.1. NMpoToKosbI U CTaHAAPTDI

o RFC959: npoTtokon nepegaun annos (FTP).
o RFC3659: pacwmpenus gna FTP.

o RFC2228: pacwumpeHus 6esonacHoctn FTP.

e RFC2428: pacwwupennsa FTP gns IPv6 n NAT.
¢ RFC1635: kak ncnonb3oBatb aHOHUMHbIN FTP.

7.2. MpumeHeHne

NMpumeHeHne OnucaHue

MpepocTtaBneHne cnyx6bl | MpepoctaBnsieT  cnyxbbl  3arpyskM U 3arpyskM  Ans
FTP B nokanbHowu cetu nonb3oBartensi B niokansHon cetn (LAN)

7.2.1. NpepnocTtaBneHune cnyxo6bl FTP B nokanbHou ceTtn

7.2.1.1. CueHapun
MpepocTasneHne ycnyr 3arpy3kv U ckadmMBaHWs 4515 NONb30BaTens B fIOKanbHOW CeTU.
Kak nokasaHo Ha PucyHke 7-1, FTP-cepBep BKNHOYEH B NTOKanNbHON CeTH.

e Ha G u S BkntoueH dyHkumnoHan FTP-cepepa.
e [lonb3oBaTenb MHULMUPYET 3anpoc Ha 3arpy3ky no npotokony FTP.

[Nonb3oBarenb

G S
a0 EEEEEESR P
S EEEEEESN EEEEEESR
PucyHok 7-1.

G — 3TO Wno3.

S — 970 KOMMYyTATOP.
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7.2.1.2. OnuncaHue

o Ha G skniovaeTtcsa pyHkunoHan FTP-cepeepa.

e Kak kommyTaTop ypoBHA 2, S obecneumBaeT (PyHKUMIO NpO3payvyHON nepenayn Ha 2
YpOBHe.

7.3. KnrouyeBble 0COOEHHOCTU

7.3.1. ba3zoBble KOHUenuuu
FTP

FTP — 9To cTtaHgapTHbIA NPOTOKOM, onpeaeneHHbln ceTeBon pabouen rpynnon IETF. OH
peanusyeT nepedadvy annoB Ha OCHOBe MpoTokona ynpaerneHus nepegaden (TCP). FTP
Nno3BonseT nonb3oBaTento nepefasatb dannbl Mexay OBYMSA CEeTEBbIMW KOMMbHOTEPAMU U
SIBMAeTCs pacnpocTpaHeHHbIM crnocobom nepenayn dannoe B NHTepHeTe. Kpome Toro, FTP
npegocraBnseT Takme (OyHKUMN, Kak BXO4 B CUCTEMY, 3anpoc no kaTanory, pabota ¢ annamm
n gpyrve yHkuum ynpaesneHus ceaHcom. Cpean cemenctaa npotokonoB TCP/IP FTP asnseTtca
NPOTOKONIOM NPUKNagHOro ypoBHS M ucnonedyeT nopTtel TCP 20 u 21 ana nepegayn. MNMopt 20
ncnonb3yeTcsa Ansa nepedayvv gaHHblX, a nopt 21 ucnonb3yetcd Ans nepegayv ynpasnsatoLmx
coobueHnin. OcHoBHble onepaunn FTP onucaHbl B RFC959.

ABTOpM3auua nonb3oBaTens

Ona nogkniovernnss FTP-knnenta k FTP-cepBepy HeoGXO0aAMMO MMETb YYETHYH 3anuchb,
paspeweHHyto FTP-cepsepoMm. To ecTb, Nonb3oBaTesle MOXET MOfb30BaTbCA YCnyramu,
npegocrtaensembiMn FTP-cepBepom nocne Bxoda Ha FTP-cepeep ¢ nmeHem nonb3oBatens u
naponem.

Pexumbl nepenaymn channos FTP
FTP nogaepxuBaeT ABa pexuma nepenayuv gamnnos:

o Pexum nepegaun tekcta (pexkxum ASCII): OH ncnonbayeTtca onsa nepegadm TEKCTOBbIX
dannos (Hanpumep, dannos .txt, .bat n .cfg). IToT pexnm oTnnyaeTca oT BONYHOIO
pexuma npu obpaboTke BO3BpaTa KapeTkM M nepeBoga cTpokn. B pexume ASCII
BO3BpaT KapeTKM N CTPOKa CMEHSIOTCS Ha fokanbHble cumBosibl CRC, Hanpumep, \n B
Unix, \r\n B Windows n \r B Mac. Npegnonoxmm, 4to Konmpyembin dann coaepxuT TekcT
ASCIl. Ecnn ypaneHHbin koMnbloTep He paboTtaeT nog ynpasneHuwem Unix, FTP
aBToMaTtmyeckn npeobpasyeT dopmat danna B COOTBETCTBMM C TpeboBaHMsIMU
yAaneHHoro KomnbetoTepa.

e [1Bon4HbIN pexum nepegayn: OH ncnonb3lyeTcs 4ns nepegayun nporpaMmMmHbixX annos
(Hanpumep, channos .app, .bin n. btm), Bkntouvasa ncnonHaemole dansbl, cxaTble annbl
n cannbl n3obpaxxkeHnn 6e3 obpaboTkn OaHHbIX. Takum o06pa3om, ABOMYHBIA PEXUM
obecneumBaeT bonee GbICTpyto Nepenady Bcex hannos n 6onee HagexHyo nepegady
dannos ASCII.
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Pa6ouune pexumbl FTP

FTP obecneunBaeT gBa pabounx pexunma:

FTP-cepeep FTP-knueHT
21 1026 1027
Cmd Cmd Data

® ® ® ®

—
©) I
I
I
| ©)
PucyHok 7-2.
FTP-cepeep FTP-knuent

20 21
Data Cmd
® 2024 ® ® ®

® ‘®/

PucyHok 7-3.

e PucyHok 7-2 nokasbiBaeT aktmBHbii pexum (PORT). FTP-knueHT ucnonb3yeTt nopt
1026 onsa nogknoveHus Kk FTP-cepeepy Yepes nopt 21. KnneHT oTnpasnseT KoMaHabl
yepes 3TOT KaHan. lNepea nonyyeHneM AaHHbIX KIMEHT oTnpaBngeT komaHay PORT Ha
aTom kaHane. Komanga PORT cogepxut nHcdopmauuio o nopte kaHana (1027) knneHta
Ansa nonyyenus AaHHbix. Cepeep ucnonb3yeT nopT 20 Ans NOAKMIOYEHUSA K KIMEHTY
yepes3 nopt 1027 ons cos3gaHus KaHana gaHHbIX ONs npuema n nepefayvv OaHHbIX.
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FTP-cepBep [OOMKEH YCTaHOBUTb HOBOE COEAMHEHWE C KMMEHTOM Ans nepenayv
OaHHbIX.

e PucyHok 7-3 nokasbiBaeT naccuBHbii  pexum (PASV). Tlpouecc cosgaHusi
ynpaBnsawLwWero kaHana adHanorndyeH npoueccy B pexume PORT. OpgHako nocne
YCTaHOBIIEHUA COeANHEHNS KITUEHT oTnpasnsaeT komangy PASV, a He komaHgy PORT.
Mocne nonydeHns komanabl PASV FTP-cepBep BkMo4aeT MOPT BbICLLEro Kracca
(2024) B cnyyanHOM nopsigke W yBeOOMINSET KIMeHTa O TOM, YTO AaHHble OyayT
nepegaHbl Ha aTOT nopT. KnueHT wucnonb3yet nopt 1027 ana nogknioveHus
FTP-cepepa 4yepes nopt 2024. 3atem KnIMEHT M cepBep MOryT nepefasatb U
NpUHMUMaTb OaHHble No 3ToMmy KaHany. B atom cnyvyae FTP-cepBepy He HyXHO
yCTaHaBnMBaTb HOBOE COEUHEHNE C KITMEHTOM.

MoppepxnBaemble komaHabl FTP

lMocne nonyyeHus 3anpoca Ha nogkntodeHne no npotokony FTP cepeep FTP Tpebyet ot
KNueHTa NnpegocTtaBuTb MMS NOSNb30BaTENs M Naponb Angd ayTeHTudukauuu.

Ecnn knuMeHT npoxoguT npoBepKy nognuMHHOCTM, KomaHabl FTP-knveHTa MoryT ObiThb
BbINOMHEHbI ANnga onepauui. JocTynHble komaHabl FTP-knneHTa nepeyncneHbl HUXe:

ascii delete mdelete mput quit send
bin dir mdir nlist recv size
bye mget rename system
cd get mkdir passive type
cdup mis put rmdir user
close Is pwd

[ns nonyyennsa nHgopmaumm 06 ncnonb3oBaHMK 3aTUX kKomaHg FTP-knueHTa cMm. JOKYMEHT no
FTP-knneHnty. Kpome TOro, mMHorme KknmeHTckme uHcTpymeHTbl FTP (takne kak CuteFTP wu
FlashFXP) nopoepxuBatoT rpadudeckun wuHTepdenc nonb3oBaTtens. OTU WMHCTPYMEHTbI
ynpoLuaT onepaunm, ocBoboxaasi Norib3oBaTenen oT HACTPOnKn komang FTP.

7.3.2. 0630p

DyHKUMSA OnucaHune

Bkntoyenne dyHkumm | MNMpegoctaBnseT yHKUMKM 3arpy3kn, CKaudmMBaHWA, OTOOpaXkeHwus,
FTP-cepBepa co3gaHnsa 1 yaaneHus gainos ans knneHta FTP

7.3.3. Bknro4yeHue ¢pyHkuumn FTP-cepBepa
7.3.3.1. MprHUMN paboTbI

OcHoBHOWM npuHUMN  paboTbl onucaH B npeabigywen rnaee. Ycrpouctea QTECH
npegocTaBnaloT cnyx6bl FTP nocne HacTporkun MMeHW Nonb3oBaTens, napons WU kKatanora
BEPXHErO YPOBHS.
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7.3.3.2. CBAi3aHHas KOHdurypauums

BkntoueHne dyHkumn FTP-cepsepa B rnobanbHom macwrtabe PyHkuma FTP-cepepa no

YMOJT4aHUIO OTKIO4YeHa.

3anyctute komanay ftp-server enable, 4Tobbl BkMtounTL hyHKUMO FTP-cepBepa.

Mepen ncnonb3oBaHnem FTP-cepBepa HEOGX0AMMO BKIHOUYUTL €ro rnobansHo.

HaCTpOﬁKa UMEeHU nonb3oBaTesiA, Naposia U KaTtasniora BepxHero ypoBHA

Mo yMOn4yaHni HeT aBTOPMU30BaHHOIO Nosib3oBaTend Ui Katanora BepxHero ypoBHA.

3anyctute komanapl ftp-server password, ftp-server username u ftp-server topdir, 4To6bI
YCTaHOBUTb aBTOPM3MPOBAaHHbIV NOSb30BaTESb M KaTanor BEPXHEro ypoBHS.

Tpu BblEenepedncrieHHble KoHurypaummn aBnaTcs obssatenbHbiMKU; B NPOTMBHOM Ccryyae
dyHkumMoHan FTP-cepBepa He MOXET ObITb BKITHOYEH.

7.4. HacTtpouka

HacTtponka

OnucaHue u KomaHaa

HacTtporika 0CHOBHbIX OYHKLININ

(ObsizaTenbHO)  OH
FTP-cepBepa

ncnonb3yeTcsd

angd BKJ1HOHMEHUA

ftp-server enable

BkntoyaeT pyHKUmto
FTP-cepBepa

ftp-server login timeout

HacTtpownka Tanm-ayTta
Bxoga ansa ceaHca FTP

ftp-server login times

HacTtpowka gonyctumoro
Konu4yecTtsa BXOAOB B
cucTemy

ftp-server topdir directory

HacTtpoika kaTanora
BEpPXHero ypoBHS
FTP-cepBepa

ftp—server username
username

HacTtponka nmeHu
nonb3oBaTens

ftp-server password [type]
password

HacTtpoika napons

OnumoHanbHO

ftp-server timeout time

HacTpownka Tanm-ayta
npoctosa FTP-ceaHca
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7.4.1. HacTpoika OCHOBHbIX (pYHKLIMW

7.4.1.1. PesynbTaTt KOHUrypaumm
Cospavite FTP-cepBep, 4To6bl NnpegoctaButb FTP-cnyx6bl gns FTP-knueHTa.

7.4.1.2. NpumeyaHus

° HeOGXOD,I/IMO HaCTpPOUTb MMA NOJNb30BaTeENd, Naposib U KaTarnor BepXHEro ypoBHA.

° YTobbl cepBep 3aKpblyl HECTaHOAPTHYHO CeCCUo B TedeHne OorpaHun4eHHOro nepuona
BpeMEHN, HeO6XOD,I/IMO HaCTpPOUTb TaVIM-ayT NMPOCTOA CcecCun.

7.4.1.3. dTtanbl KOH(Urypauum
BknroyeHune pyHkuun FTP-cepBepa

e (ObOasaTenbHo.

e Ecnn He ykazaHO wuHoe, BkMuMTe dyHKUMo FTP-cepBepa Ha  Kaxaowm
MapLupyTmsaTope.

HacTtpoika katanora BepxHero ypoBHsi

e (ObGasaTenbHoO.

e Ecnu He ykasaHo MHOe, HacTpoWTe OUPEKTOPUID BEPXHEro YPOBHS B KayecTee
KOPHEBOro KaTtarnora Ha KaxaoM mapLipytusaTope.

HacTponka nmeHn nonb3oBaTens U napons AnAa Bxoaa B CUCTEMY

e (ObOasaTenbHoO.
o [InvHa MMeHW NoNb30oBaTENSs M Naponsi OrpaHnYeHa.
HacTponka BpemMeHu oxuaaHua Bxoaa ana ceaHca FTP

e OnuuoHanbHo.

e Ecnu KNMeHT OTKNIOYEH OT cepBepa U3-3a OWMOKM MU OPYrMX HewwTaTHbIX MPUYUH,
FTP-cepBep MOXeT He 3HaTb, YTO TMOMNb3oBaTeSlb OTKMOYEH W NpodosikaeT
nogoepxmeatb coegumHeHne. CnepgoBatenbHo, FTP-coeguMHeHMe 3aHATO  Ha
OnuUTenbHOEe BpeMsA, U cepBep He MOXEeT OTBeyaTb Ha 3anpocbl Bxoga JApyrux
nonb3oBartenemn. 3ta KOHMUrypaumsa MoXeT rapaHTUpPOoBaTh, YTO ApYrue nonb3oBaTenu
CMOryT nogknountbcsa kK FTP-cepBepy B TedeHWe onpeneneHHoro nepuoga BpemeHu
NPy BO3HUKHOBEHUM OLLIMOKN.

7.4.1.4. NMpoBepka KOHUrypauum
Mogkrounte FTP-knneHT K FTP-cepBepy.

e [lpoBepbTe, NOOKMOYEH NN KITUEHT.
e [lpoBepbTe, HOpManbHO N paGoTaloT onepauu Ha KIeHTe.

7.4.1.5. CBA3aHHbIe KOMaHAbI

BknoyeHune cyHkuum FTP-cepBepa

KomaHga ftp-server enable
Pexnm Pexwum rnobanbHon KoHUrypaumm
KOHpurypaumm
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BcTpoeHHas
noackaska

KnneHT He mMoxeT nonyuutb goctyn Kk FTP-cepBepy, ecnu He HacTpoeH
BEPXHUI YpPOBEHb KaTanora, MMeHW nonb3oBatens n napons. MNoatomy
pekoMeHOyeTCs HacTpouTb BEPXHUW YpPOBEHb KaTanora, WMeHU
nonb3oBaTenst M naponsa Ansa Bxoda B CUCTeMy, 0OOpaTMBLUNCL K
nocregylowmnm rnasam nepeg nepBbiM BKIOYEHNEM CINYXObI

HacTtpoiika gonycTumoro KkonmyecTsa permctTpaumm

KomaHga ftp-server login times times

OnucaHue times: ykasblBaeT [JOMyCTUMOE KOMUYECTBO BXOAOB B CUCTEMY B
napameTpoB ananasoHe ot 1 go 10

Pexum Pexum rnobanbHon koHdurypauum

KOHUrypauum

BcTpoeHHas [onyctumoe KonmyecTBO BXOAOB COOTBETCTBYET KOMMYECTBY MOMbITOK
nogckaska NpoOBEpKN Y4YeTHbIX 3anucen BO Bpemsa ceaHca FTP. 3HayeHne no

yMon4aHmio — 3, 4YTO O3Ha4yaeT, YTo ceaHc GygeT mpepBaH, ecnu Bbl
BBeJEeTEe HEBEPHOE MMsI NOMb3oBaTenNs Uy naponb Tpu pasa, u gpyrue
nonb3oBaTeny CMOryT NepenTn B onepaTuBHBIN PEXNM

HacTponka BpemMeHM oxXuaaHusa Bxoaa anda ceaHca FTP

KomaHga ftp-server login timeout timeout

Onucanne timeout: ykasbiBaeT BpeMs OXngaHusa BXoga B CUCTEMY B AManasoHe oT 1
napameTpoB 00 30 MUHYT

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTtpoeHHas Tanm-ayT Bxoga O3Ha4yaeT MakCUMarnbHYK NPOOOSHKNTENBHOCTL ceaHca
nofckKaska C MOMeHTa ero cosgaHus. Ecnv Bbl He nporgeTe NOBTOPHYIKO NMPOBEPKY

napors BO Bpemsi TalM-ayTa Bxofa B cUCTeMy, ceaHc OyaeT npepsaH,
4yTOObI ApYyrMe nofb3oBaTeny Morfv BONTU B CUCTEMY

HacTponka kaTa

nora BepxHero ypoBHsi FTP-cepBepa

KomaHga ftp-servertopdir directory

Onuncanne directory: ykasblBaeT nyTb AOCTYyMNa nosib3oBaTens
napameTpoBs

Pexnm Pexwum rnobanbHon KoHUrypaumm
KOHpurypaumm
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BcTpoeHHas
noackaska

Ecnv BepxHui katanor cepsepa ycTaHoBneH Ha "/syslog", FTP-knueHT
MOXeT Mony4uTb AOCTYN TONbKO K dpavnam v kKatanoram B KaTarnore
"/syslog" Ha ycTponcTBe nocrne Bxoga B cuctemy. M3-3a orpaHMyeHun B
KaTarnore BEpPXHero ypoBHS KIMMEHT HE MOXEeT MonacTb B KaTanor Bblille,
yem "/syslog"”

HacTtpounka umeHn nonb3oBaTens Ans Bxoga Ha cepBep

KomaHnaa ftp-server username username

Onucanne username (Mma nonb3oBaTens): ykasbiBaeT MMS MOMb30BaTesNs
napamMmeTpoB

Pexum Pexunm rnobanbHon KoHurypaumm

KOHcpurypaumm

BctpoeHHas FTP-cepBep He nogaepXvmBaeT aHOHWMHbBIA BXOL B CUCTEMY, NMO3TOMY
noackaska HEeoBX0OMMO HaCcTPOUTb UMS NMOSb30BaTeNS.

Mms nonb3oBaTtens coctont u3 64 cuMBOMOB, BKIIOYas OykBbl, LMMPLI U
cumBorbl 6e3 npobernos

HacTponka nmeHn nonb3oBaTens v napons AnA BXxoaa Ha cepBep

KomaHga ftp-server password [type] password
Onuncanne type: O uwnu 7. 0 o3HayaeT, YTO Mapofnb He 3awmndpoBaH (B Buae
napameTpos OTKPbITOro TEeKCTa), a 7 yKkasblBaeT Ha TO, YTO Naporib 3angpoBaH (TEKCT
wndpa).
password: yka3biBaeT naporb
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm
BcTtpoeHHas Maponb cocTouT Tonbko M3 Byke unu undp. MNMpobenbl B Ha4ane n koHue
noackaska napons urHopupytoTcs. [Npobenbl BHYyTPU Naponsa paccMaTpuBaloTCs Kak

YyacTb napons.

[Maponb B BUAE NpoCTOro Tekcta coctouT u3 1-25 cumsonos. Naponbe anga
LN poBaHNA COCTOUT U3 4—52 CMMBOSOB.

MmeHa nonb3oBaTtenen 1 naponv AormKHblI coBnagatb. MOXHO HACTPOUTb
He 6onee 10 nonb3oBaTeneu

HacTtponka Tanm-ayta npoctos ansa ceaHca FTP

KomaHga ftp-Server timeout time
Onucaxune time: ykasbiBaeT BpeMs OXWOAHWA NpPoCTos B AuanasoHe ot 1 go
napamMmeTpoB 3600 MuHYT
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Pexum Pexwum rnobanbHon koHUrypaumm
KOHUrypauum
BcTtpoeHHas Tanm-ayT npoCTOA ceaHca OTHOCUTCA K MNPOAOSPKUTENBHOCTU OT
noackaska OKOHYaHus onepaumn FTP o Havana cnefylollen onepaumm B ceaHce

FTP. lMocne Toro, kak cepsep oTBe4yaeT Ha komaHdy FTP-knueHTta
(Hanpumep, nocrne nonHon nepefayn danna), cepBep HauynMHaeT oTcHeT
BpEMEHM MPOCTOA W OCTaHaBNUBAETCA NPU MOMyyYeHUn cnepytoLlen
komaHabl FTP-knueHTa. oaToMmy HacTpomka TanMM-ayTa MNpoCTosl He
BNUSIET HA HEKOTOpPbIE TPYAOEMKUE onepauun nepegaydn amnnos

OToOpaxeHMe COCTOAHMA cepBepa

KomaHga show ftp-server
Pexum MpuennernpoBaHHbin EXEC pexnm
KOHUrypauum
BcTpoeHHas BbinonHuTe a1y KOMaHAy, 4Tobbl 0TO6pa3uTb coctosiHne FTP-cepeepa
noackaska
OTtnapka
KomaHga debug ftp-server pro/err
Pexnm MpuBunernpoBaHHbin EXEC-pexmm
KOHdourypaumm
BcTpoeHHas BbinonHute aTy KOMaHgy, YToObl OTNaXMBaTb COOBLLEHNSA/OLWNOKM
MoACKa3ka FTP-cepBepa

7.4.1.6. NMNpumep KoHcpUrypaumm

CosgaHue FTP-cepBepa B cetn IPv4

OTanbl e BknoyaeT doyHKUMO cepBepa FTP.
KOHCpUrypaumm e HacTpoiiTe KaTanor/cMCTEMHbIN KypHAN BEPXHErO YPOBHSI.
e YcTaHOBUTE MMSA NOMb30BaTENA Ha USEr 1 Naposib Ha password.

e YcTaHOBUTE 4SS TaM-ayTa NPoCTOsl ceaHca 3Ha4YeHne 5 MUHyT

QTECH(config)#ftp-server username user
QTECH(config)#ftp-server password password
QTECH(config)#ftp-server timeout 300
QTECH(config)#ftp-server topdir /
QTECH(config)#ftp-server enable
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MpoBepka e Buinonnute «komangy show ftp-server, 4toObl NpoBEPUTH
KOHcpurypaumm pesynbTat

QTECH#show ftp-server

ftp-server information

enable: Y

topdir : /

timeout: 30min

username config : Y
password config : Y
transfer type: ASCII
control connection : N

port data connection : N
passive data connection: N
QTECH#

7.4.1.7. TUNUYHbIE OLLNOKU

e Mg nonb3oBaTtens He HaCTPOEHO.
e [laposib He HacTpoeH.
e Kartanor BepxHero ypoBHSi HE HaCTPOEH.

7.5. KOHTponb cocTtosiHuA

7.5.1. OTOoGpaxeHune

OnucaHue KomaHaa

OTobGpaxaeT koHdurypaumto @ show ftp-server
FTP-cepBepa

7.5.2. OTnapka

NMPUMEYMAHUE: cuctemHble pecypcbl 3aHATbl MpW BbIBOAE OTNAd0OYHONM WHGOpMauumun.
MoaTomy, oTKNOUUTE OTNAAKY Cpa3y Nnocne UCrnosib30BaHUS.

OnucaHune KomaHnga

Otnagka cobbiTuii owmnboK debug ftp-server err
FTP-cepsepa

Otnagka cobbiTuin coobLLIEHNIA debug ftp-server pro
FTP-cepsepa
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8. HACTPOUKA KINUEHTA FTP
8.1. O630p

MpoTtokon nepenayn annos (FTP) aensetca npunoxexHmem TCP/IP. YcTaHOBMB HageXHoe n
coeguHeHune TCP mexay FTP-knueHTOM 1 cepBepoM, NOMb30BaTeSNlb MOXET NONYYUTb AOCTYN K
yoaneHHOMY KOMMbIOTEPY, HA KOTOPOM 3anyLleH FTP-cepsep.

Knuent FTP obGecneuvBaeT nepegady dannos mexay yctponctesom u FTP-cepBepom no
npoTokony FTP. MNonb3oBaTens MCNOMNb3YeT KNUEHT ANd OoTnpaBkM koMaHabl Ha cepsep. Cepaep
OTBeYaeT Ha KoMaHay U OTnpaBnseT pe3ynbTaT BblMOAHEHNsS KNeHTy. C NOMOLLbI0 KOMaHAHOrO
B3aMMOAENCTBMS MNOSb3oBaTeNb MOXET npocMmaTpmBaTtbh (pannbl B KaTanore cepsepa,
KonunpoBaTb bainnbl C yaaneHHOro KOMMbTEPa Ha NoKanbHbIA KOMMLIOTEP MW NepedaBaTb
nokanbHble dhannbl Ha yAaneHHbIN KOMMbITEP.

Mpotokon FTP npegHasHayeH ans obnerdeHnss obmeHa dhannamm nporpaMm/gaHHbIX W
NnooLlpeHnsa yaaneHHon paboTel (C nomowpbko nporpamm). [lonb3oBaTenssM He HYXHO
©ecnokouTbCs O PasnMuUAxX Mexay pasnuyHbiIMM cucTemMamu ansioB Ha pasHbliX XOCTax.
[aHHble nepepatoTca achbdekTuBHbIM 1 HagexHbIM obpasom. FTP obecneumsaeT GesonacHoe
yoaneHHoe ynpasneHue cdannamu.

FTP-knueHtol QTECH oTnuyarotca ot ctaHgapTHeix FTP-knueHTOB, KOTOpblEe paboTalT C
WHTepPaKTUBHLIMW KOMaHgamn. BMecTo 3Toro BBeAnTE KOMaHAy Copy B UHTepdience kKoMaHgHOM
CTPOKM, YTOObI BbINOMHWUTL MHCTPYKLMKU NO NOAKMHOYEHUIO YNIPaBNEHUS, Takme Kak open, user u
pass. Nocne ycTaHOBKM ynNpaBnsoLLErOo COeAMHEHNS HAaUYMHAEeTCA npouecc nepedaydv ainnos,
a 3aTeMm yCTaHaBnNMBaeTCsl coeanHeHne Ansi nepegayun unv 3arpysku ansnos.

8.1.1. NMNpoTokonbl U cTaHAAPTbI
RFC959: npoTtokon nepeaayn cdannos (FTP).

8.2. NpumeHeHue

MpumeHeHne OnucaHue

3arpyska rokanbHoro | JlokanbHble U yaaneHHble dainbl AOMKHbI ObiTb NepeaaHbl,
danna Ha _ ynanedHbli | Hanpumep, AN 3arpysku rokanbHoro daina Ha yaaneHHbIn
cepee cepsep

3arpyska danna c | IlokanbHble N yganeHHble annbl JOMKHbI OblTb NepegaHbl,
yOaneHHoro cepeepa Ha | HanpuMmep, Ang 3arpy3kn dawnna ¢ yganeHHoro cepsepa Ha
NnokanbHoe YCTPONCTBO nokarnbHoe YCTPOMCTBO

8.2.1. 3arpy3ka nokanbHoro ¢panna Ha yaaneHHbI cepBep

8.2.1.1. CueHapum

JNlokanbHble W yaaneHHble pannbl OOMKHbI ObiTb MepedaHbl, Hanpumep, Ans  3arpy3ku
nokaneHoro hanna Ha yganeHHbl cepBep.

Kak nokasaHo Ha PucyHke 8-1, pecypcbl MCNONb3YTCS TONBbKO B CETW.
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FTP-cepeep

FTP-knuenT

PucyHok 8-1.

8.2.1.2. OnucaHue
o  Bkntounte 3arpysky dannos Ha FTP-knueHTe.
o  Bknitounte 3arpysky dannos Ha FTP-cepsep.

8.2.2. 3arpys3ka paina c yaaneHHOro cepBepa Ha fiokaribHoe yCTPOMCTBO

8.2.2.1. CueHapun

JlokanbHble 1 yganeHHble dhannbl AOMKHbI OblTb NepenaHbl, Hanpumep, Angd 3arpysku danna ¢
yAaneHHoro cepsepa Ha nokarnbHoe YyCTPOWUCTBO.

Kak nokasaHo Ha PucyHke 8-2, pecypcCbl NCNOSb3YHTCH TOMbKO B CETHU.

FTP-cepsep

FTP-knneHT

PucyHok 8-2.

8.2.2.2. OnucaHue

e  BkntouuTe 3arpysky cannos Ha FTP-knneHTe.
e  BkntouunTe 3arpysky cannos Ha FTP-cepsepe.

8.3. KnouyeBble 0COOEHHOCTH

8.3.1. ba3oBble KOHUenuumn
3arpyska ¢annos FTP
3arpyska annos ¢ FTP-knueHTa Ha FTP-cepsep.
CkauuBaHue c¢amnos FTP
3arpyska annos ¢ FTP-cepepa Ha FTP-knueHT.
Pexum nopgknioyeHna FTP
FTP-knueHT n FTP-cepBep MOryT ObiTb NOAKIOYEHBI B @KTUBHOM UM MACCUBHOM PEXMME.
Pexum nepegaum no FTP

lMepepava paHHbIX Mexay FTP-knueHTom n FTP-cepBepom BO3MOXHA B OBYX pexumax: B
TekctoBoM (ASCII) n 4BOMYHOM (ABONYHOM).
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YkasaHue IP-agpeca uHTepcenca uctouHuka gns nepegaym no FTP

KnueHT FTP HacTpoeH Ha ncnornb3oBaHue ncxogHoro IP-agpeca anga cesasu ¢ FTP-cepsepom.

8.3.2. 0630p

DPyHKUUA OnucaHue

3arpyska dannos FTP 3arpyska (pannos ¢ FTP-knueHTa Ha FTP-cepBep
CkauvBaHve dannos FTP 3arpy3ska annos ¢ FTP-cepBepa Ha FTP-knneHT
Pexum nogkntoyenus FTP YkasblBaeT pexum coeanHeHnsa mexay FTP-knueHTom u

FTP-cepsepom

Pexum nepegayv no FTP YkasbiBaeT pexum nepegadn mexagy FTP-knveHTom n
FTP-cepsepom

YKasaHue IP-agpeca | Hactponka ncxogHoro IP-agpeca FTP-knveHTa anga ce43u ¢
nHTepdenca UctodHuka ang | FTP-cepeBepom
nepegaum no FTP

8.3.3. 3arpy3ka c¢annos FTP

FTP nossonset 3arpyxatb annsl. 3anyctute FTP-knneHT n FTP-cepBep 0gHOBPEMEHHO ”
3arpysute pannel ¢ FTP-knnenTa Ha FTP-cepsep.

8.3.4. CkauuBaHue cannos FTP

FTP nossonset ckaunBatb annbl. 3anyctnte FTP-knneHT n FTP-cepBep 0gHOBPEMEHHO ”
3arpysute pannel ¢ FTP-cepeepa Ha FTP-knneHT.

8.3.5. Pexxum nogknioveHus FTP

FTP pomkeH ucnonb3oBatb ABa coeguHeHus TCP: oguH kaHan ynpaBneHus (komangHoe
COeOWHEHMNE), KOTOpbIA UCMofb3yeTca Ana nepefadn komaHg mexgy FTP-knueHToM wu
CEepBEPOM; OpYron kaHan nepegadnm OaHHbIX WCMOSb3yeTcs AONs nepegaun Unu 3arpysku
JaHHbIX.

CoeaunHeHne ynpaBneHus: HekoTopble NMPOCTble CeaHCbl JOCTYMHbI TOMbKO C YNPaBMsOLWMM
noaknioveHneM. KnmeHT otnpasnseT komaHay Ha cepBep. [locne nonyyeHus KoMaHabl cepBep
otnpaensetT oTBeT. (PncyHok 8-3).
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FTP-cepeep FTP-knueHT

Control created

B
L

"

PucyHok 8-3.

A

CoeanHeHune ynpaBneHus n nepegada aaHHbix: Koraa KnnMeHT oTnpaBnsaeT KOMaHay Ha 3arpysky
UNu 3arpy3ky AaHHbIX, HEOOXOAMMO YCTaHOBWUTb, KaK ynpaBnsawwee CcoefuHeHue, Tak U
coeavHeHne anga nepegaydv AaHHbIX.

FTP nopgoepxuBaeT ABa pexuma nepefayvv gaHHbix: aktmeHbel (PORT) n naccusHbii (PASC).
Mpun ycTaHOBNEHUM COeAMHEHUS ANg nepeaadm AaHHbIX UCMOMb3YTCA pasHble PEXUMbI.

e AKTUBHbIN pexunm

B atom pexume FTP-cepBep akTtMBHO noakntodaeTca K FTP-knueHTy npu ycTaHoBReHUK
coevHeHUA ANnd nepefayn AaHHbIX. ATOT PEXUM COCTOUT U3 YeTblpex Tanos.:

KnneHT ncnonbayeT ncxogHoln nopt 5150 ons cBasu ¢ cepBepom Yepes nopT 21, Kak nokasaHo
Ha PucyHke 8-4, 4yTOObl OTMpaBMTb 3anNpoC Ha MNOAKMIYEHNE U COOOWMTL cepBepy, YTO
ncnosnb3yemblin NOpT — nopT 5151.

Mocne nony4veHust 3anpoca cepeep oTnpasnseT otBeT OK (ACK). O6MeH gaHHbIMK Mexay
KNMMEHTOM M CepBEPOM yNpaBnsieT curHanusaumnen Yepes KOHCOSMbHbIE NOPTHI.

Cepsep noseonseT nopty 20 B KA4ECTBE UCXOOHOrO NopTa OTNPaBnAaTb AaHHbIE HA nopT 5151
KnneHTa.

KnneHT oTnpaendaet oTBeT. [lepegayva gaHHbIX 3aBepLUaeTcs.
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FTP-cepeep FTP-knueHT

Mopt 20 Mopt 21 Mopt 5150 Mopt 5151
Data Command Command Data
® ® ® ®
151 @

Ly

Q@ ok
5\_%\.
—— —ta channeT—»

@ Ok |

AL

PucyHok 8-4. AktnBHbIN pexum (PORT)

e [laccuBHbIN pexum

FTP-cepeep FTP-knueHT

Mopt 20 Mopt 21 Mopt 5150  Mopt 5151
Data Command Command Data
® Mopr 3268 ¢ o * *
Data pasv 5151
® /
@ ok

@ Datachanne! 7| ——
| @ patachamnel

i ® 3268

PucyHok 8-5. NaccmBHbIN pexxum (PASV)

OTOT pexuMMm 4acto 3ajaeTcsa KOMaHgou passive. [locne ycTaHOBNEHUS COeauHeHVs Ans
nepegayn gaHHoix FTP-cepBep noakntoyaeTca K knneHTy FPT naccMBHO. OTOT peXxum cocTouT
N3 YeTbIpex 3Tanos:

B naccvBHOM pexume KIMEHT MHMLMAnNn3npyeT CUrHanbHoe coeguHeHne ynpasnenns. KnumeHt
ncrnonb3yeT ucxoaHbln nopT 5150 Ana noaknoveHUs K cepBepy Yepes nopT 21, kak NokasaHo Ha
PucyHke 8-5, n 3anyckaeT komaHgy passive, 4Tobbl 3anpoCuTb Nepexon cepBepa B PeXum
PASV.
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CepBep cornawaetcst Bontu B pexum PASV, BblbvpaeT Homep nopTa, npesbiwatowmi 1024,
crny4variHbim 06pa3om n coobLiaeT HOMep nopTa KINEHTY.

Mocne nonyyeHnsa coobLueHnsa KnMeHT ncnonbdyeT nopt 5151, kak nokasaHo Ha puc. 15, ana
CBs3U C cepBepoM 4epes nopt 3268. 3aeck nopT 5151 aBndeTcs MCXOOHLIM NOPTOM, a NoOpT
3268 — NOpTOM Ha3Ha4YeHUSI.

Mocne nonyyeHus cooblieHns cepeep oTnpaenseT AaHHble n otBedaeT ACK (OK).

MNMocne ycTaHOBMNEHWs COEAMHEHUs AN Nepefayn OaHHbIX MOXHO BbIMOMHWUTL 3arpysky U
ckaymBaHue ainos. Kpome Toro, MoOXHO BbINOMHUTbL HEKOTOPbIE onepaLun ¢ dainomM cepsepa
N3 KNueHTa.

NMPUMEYAHUE: coeanHeHne ynpasneHus onsa nepegjadn komaHg v obpaTHou cBA3W Bcerga
NPUCYTCTBYET, TOorga Kak CoeduHeHue pAns nepefadm [OaHHbIX YCTaAHOBMEHO MO Mepe
HeobxoaumocTn. Tonbko knueHT FTP nveeT npaBo BbIOMpaTh M ycTaHaBnmBaTth pexum PASV
unn PORT. FTP-knneHT oTnpaBnseT koMaHay Ans YCTaHOBIEHUS COEAUHEHUSA C OaHHbLIMM.
FTP-knuenTel QTECH no ymonyaHuio ucnons3syot pexum PASV.

8.3.6. Pexxum nepepaum no FTP

FTP npepoctaBnser gsa pexuma nepegadn: tekctoBbln (ASCIl) n gsomyHbin (Binary). B
HacToswee Bpema FTP-knuenTtel QTECH nopgaepxunBatoT kak ASCII, Tak u ABONYHBIN peXUMBbI
1 No ymonyaHuio ucnons3sytot pexxum BINARY.

e Pexum ASCII

Pasnnune mexay pexumamu ASCIl n Binary 3akniodaetcs B o6paboTke Bo3BpaTa KapeTku u
nepesoga ctpoku. B pexmme ASCIl Bo3BpaT kapeTkm M NepeBOd CTPOKM U3MEHSAIOTCS Ha
rniokanbHbIM cMmBoS Bo3BpaTa kapeTkn (CRC), Hanpumep, \n B Unix, \\n B Windows u \r B Mac.

e [IBOUYHBIN peXxmnm

[BOMYHLIN peXUM MOXET MCMNoSb3oBaTbCA AMS nepefadn MCnosHAeMblX (hannoB, CKaTbIX
dannoB 1M dannos m3obpaxeHun 6e3 obpaboTkM AaHHbIX. Hanpumep, TekcToBbii hann
Heobxoanmo nepeHecTn M3 Unix B Windows. Npu ncnonb3oBaHMm BOUYHOIO pexnma paspbiB
cTpokm B Unix He GygeTt npeobpasoBaH mn3 \r B \r\n; noatomy B Windows aToT dhann He umeet
CTPOK W oOTOBpaxaeT MHOro YepHblX KBagpatoB. Takum 06pas3om, OBOUYHBLIA PEXUM
obecneumBaeT Gonee ObiCTpyto Nnepenady Bcex annos n 6onee HagexHyo nepedavy dannos
ASCII.

8.3.7. Yka3aHue IP-appeca nHtepcenca nctouHuka gna nepegaydum no FTP

KrnneHTt FTP HacTpoeH Ha mncnonb3oBaHne ncxogHoro IP-agpeca ansa ceasu ¢ FTP-cepsepom.
Takum obpasom, knneHT FTP nogknoyaeTcs K cepBepy U COBMECTHO UCMONb3yeT annbl ¢
cepBepoM No ykaszaHHOMY ucxogHomy IP-agpecy.

8.4. HacTtpouka

Hactponka OnucaHne n KomaHaa

HacTtponka ocHoBHbIX | (OBa3aTenbHO) MCnonb3yeTcsa Ang HacTPonkM dyHkumn FTP-knneHTta

dbyHKLUMI

copy flash 3arpyska thanna

copy ftp CkaumBaHue dhanna
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Hactponka OnucaHue u KOMaHAa
HacTtponka (ONMUMOHAIBHO) ncnonb3yeTca anst HACTPOWkN paboyero pexxmma
OOMNOSTHNTENbHbIX FTP-knneHTa
byHKLMI
ftp-client port YcTaHaBnNuBaeT pexum MNoaKnoYeHus

Ha akTuBHbIN (port)

ftp-client ascii YcTaHaBnuBaeT pexnm nepenayn
ASCII

ftp-client source-address | HacTtpamBaet wucxogHbin |IP-agpec
knueHnTta FTP

default ftp-client BocctaHaBnuBaeT  HaCTpOMKM MO
YMOMNYaHMIO, a WMEHHO, PEeXuM
noaKkntoYeHns yCTaHOBIEH Ha

naccuHbln (PASV), pexum nepegaum
Ha OBOWYHBLIM N ucxoaHbin IP-agpec
yoaneH

8.4.1. HacTtponka OCHOBHbIX (PYHKLUW

8.4.1.1. PeaynbTaT KOHUrypaumm

Peanusaumsa 3arpysku 1 ckadmsaHusa dhannos.

8.4.1.2. NpumeyvaHun

O6paTtnTe BHMMaHWe Ha hopmaTbl KOMaHA A4S 3arpy3kv U CKaunmBaHUS.

8.4.1.3. dTtanbl KOH(Urypaumum
3arpy3ka ¢anna

e  OTa KoHdurypaums sensietcs obsi13atenbHon, ecnm Heo6xoaAnMo 3arpy3nTb ann.

e Hactponte URL-agpec FTP B kayectBe agpeca HasHayeHWd KoMaHObl COpYy B
npusunernposaHHom pexume EXEC.

CkauuBaHue channa

e  Ota KoHdurypaums siensieTcst 06s13aTenbHON Npu 3arpy3ke danna.

o Hactponte URL-agpec FTP B kayecTtBe agpeca WCTOYHMKA KOMaHObl COpPY B
npusunernpoeaHHom pexume EXEC.

8.4.1.4. NMpoBepkKa KoHdUrypauumm

o [lpoBepbTe, cyllecTByeT Nnu 3arpyxeHHbl barin Ha FTP-cepBepe.
o [lpoBepbTe, cyLlecTBYET Nu 3arpyXeHHbl harn nNo agpecy HasHayYeHus.

202
@ QTECH
MWUP NOOCTYMHEE



PykoBoacTeo no Hactponke cepus QSW-6910

HaCTpOVIKa knueHta FTP W

8.4.1.5. CBAi3aHHble KOMaHAbI

3arpyska c¢anna

KomaHpa

copy flash:[ local-directory/ Jlocal-file
ftp: /lusername:password@dest-address[ /remote-directory |
/remote-file

OnwucaHue
napamMmeTpoB

local-directory: ykasblBaeT Katanor Ha nokanbHOM ycTponcTtee. Ecnn oH
He yKasaH, yKasblBaeT Ha TEKyLLMI KaTanor.

local-file: ykasbiBaeT nokanbHbIn dpann gns 3arpysku.

username: ykasblBaeT MMsi Nonb3oBaTensa ansa gocryna k FTP-cepsepy,
cocTosiemy 13 He bonee 32 6anT 1 UCKNOYas Takne pasgenutenmu, Kak /
: @ v npoben. 3ToT NapameTp ABngeTca ob6a3aTenbHbIM.

password: ykasblBaeT napornb Ans goctyna k FTP-cepBepy, COCTOALLMI He
bonee yem n3 32 GanT M UCKMKOYaa Takue pasgenurtenu, kak / @ @ u
npoben. AToT napameTp ABNseTcs 0b6a3aTeNbHbIM.

dest-address: yka3biBaeT |IP-agpec ans FTP-cepsepa.

remote-directory: ykasbiBaeT kaTanor Ha cepeepe.

remote-file: nepemmeHoBbIBaeT chann Ha cepeepe.

NMPUMEYAHUE: Ha ycTponctBe pJomkeH ObiTb C€O34aH  Kartanor,
ykasaHHbli B none local-directory. OTa komaHga He co3gaeT kaTanor
aBTOMaTU4YECKU

Pexum
KOHdourypaumm

Pexunm rnobanbHon koHdurypauum

BcTtpoeHHas
noackaska

BbinonHute a3ty komaHgy, 4toObl 3arpy3uTb davn ¢ dnew-namaTu
nokaneHoro yctponctea Ha FTP-cepsep

3arpy3ka ¢anna

FTP

KomaHga copy ftp:/lusername:password@dest-address[ /remote-
directory]/remote-file
flash:[ local-directory/ Jlocal-file
Onuncanne username: ykasbiBaeT M4 rnonb3osaTensa ang gocryna Kk FTP-cepsepy,
napamMmeTpoB cocTosiLLemMy 13 He bornee 32 GanT u UCKIToYasa Takue pasnenutenu, Kak /

: @ v npoben. 3ToT NapameTp ABnAeTca 06a3aTenbHbIM.

password: ykasblBaeT naposb ansg gocrtyna k FTP-cepsepy, coctoswmin
He Bonee 4Yem 13 32 BGanT N UCKMOYadA TakMe pasgenuTenu, Kak / : @ v
npoben. ATOT napamMeTp ABNsSeTcs 06a3aTENbHbIM.

dest-address: ykasbiBaeT IP-agpec ana FTP-cepsepa.
remote-directory: yka3blBaeT KaTanor Ha cepBepe.

remote-file: ykasbiBaeT dpann onsa sarpysku.
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local-directory: ykasblBaeT kaTasnor Ha JlokanbHOM YCTPONCTBe. Ecnun OH He
yKasaH, yKasblBaeT Ha TEKYLLMI KaTanor.
local-file: nepevmeHoBbIBaET dhans B floKkanbHOW hneL-namaTy.

NPUMEYMAHUE: Ha ycTponcTBe p[omkeH ObITb CO34aH Kartarnor,
ykasaHHbli B none local-directory. Ota komMaHga He cosgaeT kaTanor
aBTOMaTU4ECKN

Pexum Pexwum rnobanbHon koHUrypaumm

KOHUrypauum

BcTtpoeHHas BbinonHute 9Ty komaHgy, 4Ttobbl 3arpy3ntb dpanmn ¢ FTP-cepeepa Bo
noackaska dneL-namATb NnokanbHOro ycTpoucTaa

8.4.1.6. NMpumep KoHcuUurypaumumn

3arpy3ka ¢anna

OTanbl 3arpyaute nokanbHbii dann local-file B gomawHuni katanor home
KOHpurypawmm yCTpOMCTBA B KOpHEeBOW kaTtamor root FTP-cepBepa C uMeEHeEM
nonb3oBartend user, naponem pass u IP-agpecom 192.168.23.69 u
nmeHem darina remote-file
QTECH# copy flash: home/local-file
ftp://user:pass@192.168.23.69/root/remote-file
lMpoBepka lMpoBepbTe, cywecTByeT N hann yganeHHoro anna Ha FTP-cepBepe
KOHdourypaumm

CkauuBaHue cpanna

OTanbl 3arpysute davin remote-file n3 kopHeBoro katanora root FTP-cepsepa ¢
KOHdourypaumm UMeHeM rnonb3oBaTens user, naponem pass u IP-agpecom 192.168.23.69
B JOMaLLHMI KaTanor home ycTtponcTtea n coxpaHute dann kak local-file
QTECH# copy ftp://user;pass@192.168.23.69/root/remote-file flash:
home/local-file
MpoBepka MpoBepbTe, cywecTtByeT nu cann remote-file B gomawHem katanore
KOHdourypaumm home dnew-namamm

8.4.1.7. TUNUYHbIE OLLNOKU

dopmaTbl kKOMaHA, 4NS 3arpy3kn U CKauMBaHUS HEBEPHbI.
HeBepHoe Mmsi nonb3oBaTens Unu naporsib.
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8.4.2. HacTpouka AononHUTeNnbHbIX (PYHKLUN

8.4.2.1. PeaynbTaT KOHpUrypauum

YcTaHoBUTE pexuMbl MOAKMIOYEHMS U Nepefayvn 1 HacTPorTe ucxodHbiv IP-agpec knveHTa ans
3arpysku 1 ckaumBaHus pannos.

8.4.2.2. NMpnmeyvaHun

Ecnun Heobxogumo HacTpouTb knneHT FTP Ha ocHoBe VRF, cHavana ykaxuTte VRF.

8.4.2.3. dtanbl KOH(Urypaumm
YcTaHOBKa pexxuma noaknroyeHus B aktusHoe (Port)

e  OnuuoHarnbHo.
e HactponTte pexum noaknodeHns FTP.
YctaHoBuTe pexum nepenayum B ASCII

e  OnuuoHarnbHo.
e Hactponte pexum nepegaum FTP.
Hactponte ucxogHoinn IP-agpec knueHta FTP

e OnuuoHanbHo.
e Hactponte ucxogHoin IP-agpec knmeHta FTP.
BoccTtaHOBNeHMe HaCTPoOeK NO YMONYaHUIo

e  OnuuoHankeHo.
e BoccTtaHoBUTe HacTponku knneHTa FTP no ymonyaHuto.
8.4.2.4. NMpoBepKa KoHdUrypauumm

BbinonHute komaHgy show run, 4tobbl NPOBEPUTL pe3ynbTarT.

8.4.2.5. CBsAA3aHHble KOMaHAbI

YcTtaHOBKa pexuma nogknioyeHus B aktuBHoe (Port)

KomaHga ftp-client [ vrf vrf-name ] port

Onuncanne vrf vrf-name: ykasbiBaeT VRF

napameTpos

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas BbinonHute aTy KOmMaHAy, 4YTOObl YCTAHOBUTL PEXMM MOAKMYEHUS Ha

nojckaska aktmBHbIi (PORT). o ymonyaHuio MCnonb3yeTcd MaCcCUBHBIN PEXUM
nogknoyenns (PASV)
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HacTtponte ucxopgHoin IP-appec knueHta FTP

KomaHpa ftp-client [ vrf vrifname ] source-address {ip-address | ipv6address}

Onucanue vrf vrf-name: ykasbiBaeT VRF.

TEjes et ip-address: ykasbiBaeT IPv4-agpec nokanbHOro MHTepdeica.
ipv6-address: ykasbiBaeT IPv6-agpec nokanbHoro nHTepgeinca

Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypaumm

BcTpoeHHas BoinonHnte aty komaHay, 4tobbl HacTtpouTb IP-agpec uHTepdenca

noacka3ka KNueHTa onga noaknoyeHus kK cepsepy. Mo ymonyaHuio ansa KnneHta He

3agaH nokaneHbIn IP-agpec. BmecTo atoro mappyT BelbupaeT IP-agpec
ANA KnMeHTa

YcTtaHoBuTe pexxum nepenayum B ASCII

KomaHnga ftp-client [ vrf vrf-name ] ascii

Onucanue vrf vrf-name: ykasbiBaeT VRF

napameTpoB

Pexnm Pexunm rnobanbHon koHdurypauum

KOHdourypaumm

BcTpoeHHas BbinonHute aty KomaHgy, 4todbl ycTaHoBUTb pexum nepegaydm ASCIL. Mo
noackaska YMOM4YaHUIO UCMOoNb3yeTcs ABOUYHBIA pPeXnM nepegayn

BoccTaHOBREeHUe HacTpoeK No YMOMYaHUIO

KomaHga default ftp-client [ vrf vrf-name ]

Onuncanne vrf vrf-name: ykasbiBaeT VRF

napameTpos

Pexnm Pexunm rmobanbHomn koHdurypauum

KOHdourypaumm

BcTtpoeHHas BbinonHnte 9Ty KOMaHgy, 4TOObI BOCCTAHOBUTH HACTPOWMKM MO
noackaska YMOSIYaHUIO, @ MWMEHHO, PEeXUM MOAKMIYEHUS, YCTAHOBIEHHbIN Ha

naccueHbln (PASV), pexum nepegadm pBouyHOro koga u IP-agpec
NCTOYHMKA yaaneH
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8.4.2.6. NMpumep kKoHdpuUurypauum

HacTtpounka gononHUTenbHbIX (PyHKLUN

OTanbl KoHUrypaumm e YcTaHoBWUTE pexum nogkntoveHus FTP k nopTy.

e YcTaHoBute pexum nepegayun ASCII.

e YcraHoBute IP-agpec ncroyHmnka Ha 192.168.23.167.
e YcTaHoBUTE pexum nogkntoveHus vif 123 Ha noprT.

e YcTaHoBute pexum nepegadu vif 123 8 ASCII

QTECH# configure terminal

QTECH(config)# ftp-client ascii

QTECH(config)# ftp-client port

QTECH(config)# ftp-client source-address 192.168.23.167
QTECH(config)# ftp-client vrf 123 port

QTECH(config)# ftp-client vrf 123 ascii

QTECH(config)# end

MpoBepka KoHdUrypauum 3anyctnte kKomangy show run Ha ycTpouctee, 4TOObI
npoBepuTb, AENCTBYET NN KOHUIypauus.

QTECH# show run

!

ftp-client ascii

ftp-client port

ftp-client vrf 123 port

ftp-client vrf 123 ascii

ftp-client source-address 192.168.23.167
I

8.4.2.7. TUNUYHbIE OLLNOKU

e cxogHbin IP-agpec He aBnsieTcst nokaneHbiM IP-agpecom.
e [lepepn HacTporkon komaHabl ftp-client vrf HacTponTe kKomangy vrf.

8.5. KoHTponb cocTtosiHuA

8.5.1. OToOpaxeHune

OnucaHue KomaHnga

OTobpakaeT koHpUrypaumo show run
FTP-knneHTa
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8.5.2. OTnaaka

NMPUMEYAHUE: cucteMHble pecypcbl 3aHATbl MNPy BbIBOAE OTMAAOYHOM WHGOpMaLMK.
[MoaToMy, OTKMNOUMTE OTNAAKY cpasy nocre UCNonb30BaHUS.

OnucaHue KomaHaa

Otnagka FTP-knueHTa debug ftp-client
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9. UHCTPYMEHTbI TECTUPOBAHUA CETEBBbIX
COEAMHEHUM

9.1. O630p

CpeacTea TeCTMpPOBaHUS ceTen CBA3N MOXHO UCMOMb30BaTh AN NPOBEPKN MNOAKMOYEHUS CETH,
a TaKkKe 4nsi aHanm3a n obHapyxeHusa HencnpaBHocTen ceTn. CpeacTBa TECTUPOBAHMSA CETEBbIX
KOMMYHUKaUMA BKIHOYaOT B cebs MHCTPyMeHTbl npoBepkn naketoB B MHTepHeTe (PING) u
Traceroute. Ping ucnonbsyetca Ons NPoOBEpPKM COeOUHEeHUs U 3agepxkn ceTu. bonblias
3a/iepxKa ykasblBaeT Ha 6onee HM3Kyt0 CKOpOCTb ceTu. PyHKums traceroute nomoraeT y3HaTb
TOMOMOMM (PMU3MYECKUX M NIOTMYECKUX KaHaNOB M CKOPOCTb Nepedayvn AaHHblX. Ha ceTteBom
YCTPOMUCTBE MOXHO BbINOMAHUTE KOMaHAbl ping wu traceroute, 4ToObl McCnonb3oBaTb ABa

MHCTPYMEHTa COOTBETCTBEHHO.

9.1.1. NpoToKosbI U cCTaHAAPTDI

o RFC792: npoTtokon coobiieHui ynpasneHms NHTepHeTOM.
e RFC4443: npotokon ICMPv6 gns npotokona WHTepHeTta Bepcumn 6 (IPV6).

9.2. NpumeHeHne

NMpumeHeHne OnucaHue

TectupoBaHve cBAsHocTy | CeTeBOe YCTPOMCTBO M y3en HasHayeHUs MOAKMHYeHbl K
End-to-End IP-ceTV 1 HacTpoeHbl ¢ IP-agpecamu

TecT mMapuipyTa xocta CeTeBoe YCTPOMCTBO W Yy3er Ha3Ha4YeHUs MOAKMYEHbl K
IP-ceTn n HacTpoeHsbl ¢ IP-agpecamun

9.2.1. TectupoBaHue ceaAsHocTn End-to-End

9.2.1.1. CueHapum
Kak nokaszaHo Ha PucyHke 9-1, ceTeBoe yCTpomncTBO A 1 LieneBor XocT B noakntoyeHsl k IP-ceTn.

Ecnu ceteBoe ycTpOMCTBO U LENeBON XOCT MoAkntoyeHbl K IP-ceTu, Lenbio Tecta CKBO3HOMO
NOAKMYeHNs ABNSeTCS NpoBepka BO3MOXHOCTU Nepedayn |IP-nakeToB Mexay ABYMS KOHLAMM.
LleneBon xocT MoxeT 6bITb CaMMM CETEBLIM YCTPOMCTBOM. B aTOM criyuae TecT nogkroyeHus
npegHasHadeH ans NpoBEPKM CETEBOro UHTepdenca n koHdurypaumm TCP/IP Ha ycTponicTee.

PucyHok 9-1.

9.2.1.2. OnucaHue

BbinonHuTe dyHKUUIO ping Ha CETEBOM YCTPOWMCTBE.
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9.2.2. TecT mapLupyTa XocTa

9.2.2.1. CueHapun
Kak nokasaHo Ha PucyHke 9-2, ceTeBoe yCTPOMUCTBO A 1 LieneBomn XOCT B nogkntoyeHsl K IP-ceTn.

Ecnn n ceteBoe yCTPONCTBO, M LIENEBOM XOCT NOAKMOYeHb! K IP-ceTn, TeCcT MapLupyTa xocTta
HanpasfeH Ha NPOBEPKY LUSHO30B (MM MapLUPYyTU3aToOpOB), Yepes KOTopble NPoxoadaT IP-nakeThbl
Mexay OBYMSI KOHUaMu coeuHeHusi. Kak npaBuno, LeneBon XOCT HaxoAUTCS He B TOM Xe
cermeHTe IP-ceTu, 4TO N ceTeBOE YCTPOMUCTBO.

PucyHok 9-2.

9.2.2.2. OnucaHue

BbInonHuTe (PyHKLMIO TPACCUPOBKM HA CETEBOM YCTPOWCTBE.

9.3. KnrouyeBble 0COOEHHOCTU

9.3.1. O630p
PyHKUMA OnucaHue
Ping-Tect MpoBepbTe, AOCTyneH nu ykasaHHblh agpec IPv4 wnn IPv6, un

oTo6pasnTe COOTBETCTBYIOLLYH MHGOPMALMIO

[MpoBepka TpaccupoBkn | OToBpasnTe WNH3bl, Yepes KOTopble NPOXOAAT nakeTbl IPv4 nnn
IPv6 npu nepegaye oT UCTOYHUKA K agpecaTy

9.3.2. Ping-TecT
9.3.2.1. MpuHUMN paboTbl

MHCTpyMeHT ping oTnpaensieT coobuwieHne 3anpoca npotokona ICMP Ha y3en HasHa4deHus,
yToGbl 3anpocuTb coobuweHne ICMP Echo Reply. Takum o6pa3om, WMHCTPYMEHT ping
onpegenseT 3aepXKy N coeanHeHne Mexay ABYMS CeTEBbIMU YyCTPOMCTBaMM.

9.3.2.2. CBsizaHHasA KOHduUrypauus

BbinonHuTe komaHay ping.
9.3.3. NpoBepka TpaccUpoBKU

9.3.3.1. NMpuHUMN paboTbl

WHcTpymeHT traceroute ucnonb3yet none Time to Live (TTL) B 3aronoskax ICMP- nu
IP-coobwennn ons tecta. CHayana cpefcTBo traceroute Ha ceTeBOM yCTPOWCTBE OTNpaBnsaeT
ICMP-coobuwenne ¢ TTL 1 Ha ysen HasHadeHus. [locre nonyyeHus cooblieHnsa nepsblv
MapLupyTusaTtop Ha nytM ymeHblwaeTr TTL Ha 1. Mo mepe Toro, kak TTL craHoButca O,
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MapLipyTm3atop cbpacbiBaeT nakeTbl U Bo3BpawaeT coobuweHne ICMP Time exceeded Ha
ceTeBoe YCTponCTBO. Nocne nony4yeHusa atoro coobLieHns cpeacTso traceroute o6HapyxuBaer,
YTO 3TOT MapLUPYyTM3aTOp CyLIECTBYET Ha AaHHOM NyTK, a 3aTeM OTMpaBNAeT nakeT 3anpoca
ICMP c TTL 2 Ha y3en Ha3Ha4yeHuns anst oOGHapy>xeHnsa BTOpOro MapLupytmsatopa. Kaxabin pas,
Koraa MHCTpyMeHT traceroute yeenuumBaet TTL B coobweHum 3anpoca ICMP Ha 1
oBGHapyx1BaeTcs elle OOUH MapLlpyTusaTtop. OTOT npouecc NoBTopsieTca A0 Tex Mnop, noka
nakeT OaHHbIX He AOCTUrHeT yana HasHadeHus. [locne Toro kak naket AOCTUrHET yana
Ha3HayeHus, y3en Bo3BpawaeT coobuweHne ICMP Echo Bmecto coobuwenuss ICMP Time
Exceeded Ha ceTeBoe yCTpOMCTBO. 3aTeM WHCTPYMEHT traceroute 3aBepliaeT TecT WU
oTobpakaeT NyTb OT CETEBOro YCTPOMCTBA K Y3y Ha3HayYeHus.

9.3.3.2. CBsizaHHaA KOHdUrypauus

BbinonHuTe KomaHgy traceroute.

9.4. HacTtpouka

HacTtponka OnucaHune n kKomaHaa
Ping-Tect (Heobs13aTenbHO) ncnonb3yeTcs ans NpoBepkn 4OCTYNHOCTU agpeca
IPv4 nnv IPv6
ping BeinonHsaeT cdpyHkumio Ping
[MpoBepka (Heobs13aTenbHO) ucnonb3yeTcsa Ansi oToOpaXkeHus L30B8, Yepes
TpaccnpoBKu KoTopble npoxoddaTt nakeTbl IPv4 nnu IPv6 npu nepegave n3s NCTouHMKa
B Ha3Ha4yeHue
traceroute BuinonHsaeT gyHkumio
traceroute

9.4.1. Ping-TecT

9.4.1.1. PeaynbTaT KOHUrypauumm

lMocne BbINOSIHEHMS ping-TecTa Ha CETEBOM YCTPOMCTBE MOXHO Y3HaTb, MOAKMNKYEHO Nn
ceTeBOe YCTPOMCTBO K Y3My HasHayeHus M MOXHO Nnv nepefaBaTb MakeTbl MexXay CeTeBbIM
YCTPOMCTBOM M Y31OM Ha3HayeHus.

9.4.1.2. NMpumeyaHuna

Ha ceTeBOoM ycTponcTBe JOMmKeH ObITb HAacTpoeH IP-aagpec.

9.4.1.3. dTtanbl KOH(Urypauum

e  YT100OLI NPOBEPUTDL, OOCTYNEH Nnn agpec IPv4, ncnonb3ynte komaHay ping IPv4.
e  Y106bl NpOBEPUTDL, JOCTYNEH Nu agpec IPv6, ncnonb3dynte komaHay ping IPv6.

9.4.1.4. NMpoBepkKa KoOHdUrypauumm

BbinonHuTe komangy ping, 4Tobbl OTOOPa3NTb COOTBETCTBYIOLLYI WMHAPOPMALUO B OKHE
nHtepdenca komaHgHom ctpokum (CLI).
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9.4.1.5. CBAA3aHHblIe KOMaHAbl

Ping IPv4

KomaHpa

ping [oob | vrf vrf-name | ip] [address [via mgmt-name ] [length length ]
[ntimes times] [timeout seconds] [data data] [source

source] [df-bit] [validate] [detail] [interval millisecond]]

OnwucaHue
napamMmeTpoB

oob: ykasbiBaeT ucnonb3osaHne MGMT-uHTepdenca Kak MCTOYHMKA.
OTO0T napameTp Heobxoanmo HactpouTb, ecnu nopt MGMT ykasaH B
KayecTBe MCXOAHOro nopTta.

vrf-name: ykasbiBaeT nmsa mapupyTtunsaumm n nepecbinkn VPN (VRF).
address: ykasbiBaeT agpec IPv4 HasHayeHnsa nnu nmsi SOMeHa.
mgmt-name: yka3biBaeT nopt MGMT B pexnme OOB.

length: ykasbiBaeT annHy naketa AaHHbIX. [lnana3oH 3HayeHum ot 36 Ao
18 024. invHa no ymonyaHuio — 100.

times: ykasblBaeT KONUYeCTBO 3anpocoB. [lnanasoH 3HaveHun ot 1 go
4294 967 295

seconds: ykasblBaeT BpeMs oxuaaHus. 3HavyeHue BapbupyeTcsa ot 1 go
10 cekyHA.

data: yka3sbiBaeT AaHHble B nakeTe. [laHHble - 3TO CTPOKa pa3mMepom OT
1 po 255 6anT. lNo ymonyaHuio CTpoka nmeeT 3Ha4veHune "abed".

source: ykasblBaeT UcxogHbln agpec |IPv4 nnm nopT-UCcTOYHMK NakeTa.
Appec nHtepdenca obpaTHon ceasn, Hanpumep, 127.0.0.1, He MoxeT
Mcnonb30oBaTbCH B KaYeCTBE UCXOAHOIo agpeca.

df-bit: HacTponka 6uta DF IP-agpeca. Ecnu ansa 6uta DF yctaHoBneHo

3HayeHue 1, naket He oparMeHTMpoBaH. o ymonyanuo 6ut DF nveet
3Ha4veHue 0.

validate: HacTpolka NpOBEpPKN OTBETHOIO NakeTa.

detail: HacTponka oTobpaxeHus coobueHns Echo Reply (axo-oTBeT)
nogpo6bHo. o yMomnyaHuio MCrnonb3yeTcs TOMbKO BOCKMMLUATENbHbIN
3HakK (1) n Touka (.).
millisecond: ykasblBaeT MHTEpBan OTMNpPaBKM nNaketa ping. 3HadeHue
Bapbupyetca oT 10 mc go 300000 mc. WHTepBan No yMOSyaHuio
coctasnseT 100 mc

Pexum
KOHdourypaumm

B pexume User EXEC MOXHO BbINONMHUTL TONMbKO ©a30BY0 (OYHKLMIO
ping. B pexume Privileged EXEC MOXHO BbINOMHUTL pPacLUMPEHHYHO
dyHKUMIO ping.

B apyrmx pexvmax HacTpOMKM MOXHO BbIMOMHUTL KOomandy do ans
BbIMOMHEHNA  pacluMpeHHoM  yHKuMM  ping. [Ona  nonyyeHus
OOMNOSTHUTENbHON  UHOPMaLMM O KOHdUrypauum CM. onucaHue
komaHgbl do
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Mcnonb3oBaHue Mpu BbINONHEHMN OYHKLUMM ping OTOOpaXkaeTca nHopmMaumsa ob oTeeTe
KOHpurypawmm (ecnn TakoBOW MMeeTCH), a 3aTeM BbIBOAWUTCA COOTBETCTBYHOLLAA

cratuctuka. C noMoLLbio (PyHKLMKW pacLUMPEHHOro ping MOXHO YKa3saTb
KOSNIMYECTBO, ANMHY U BpeMs OXunaaHus nakeToB And otnpasku. Kak 1 B
6asoBon pyHKUMM ping, OygeT BbIBOOMTBCS COOTBETCTBYHOLLAA
cTaTucTuka.
YT106bl MCNONbL30BaTh UMA AOMEHa, HEOOXOAMMO CHayana HacTpOUTb
cepBep foMeHHbIX MeH (DNS). MNMoagpobHee o0 HacTpoike cM. B pa3gene
Hactponka DNS
Ping IPv6
KomaHga ping [vrf vri-name | [oob] ipv6] [address [ via mgmt-name ]
[length length ] [ntimes times] [timeout seconds] [data data]
[source source] [detail] [interval millisecond] [out-interface
interface]]
Onuncanne napameTpos oob: ykasbiBaeT ucnonb3oBaHne MGMT-uHTepdenica kak

NCTOYHMKA. DTOT NapameTp HeobBXoOUMO HACTPOUTb, €CNn
nopt MGMT ykasaH B kayeCTBe MCXO4HOro nopTa.

vrf-name: ykasbiBaeT nmsa VRF.

address: ykasbiBaeT agpec |IPv6 HasHayeHus wmnu ums
AOMeHa.

mgmt-name: ykasbisaeT nopT MGMT B pexnme OOB.

length: ykasbiBaeT pfgnvHy nakeTa [GaHHbiX. [uanasoH
3HayeHun ot 16 go 18 024. [innHa no ymon4yaHuto — 100.

times: ykasblBaeT KONMMYECTBO 3anpocoB. [lnanasoH
3Ha4YeHun ot 1 oo 4 294 967 295.

seconds: ykasblBaeT Bpems  oxugaHus.  3HaveHue
BapbupyeTca ot 1 go 10 c.

data: ykasbiBaeT gaHHble B nakeTe. [aHHble - 3TO CTpoka
pasmepom oT 1 go 255 Gant.

source: ykasblBaeT WcxodHbln agpec IPv6 wnn nopt-
MCTOMHMK  nakeTa. Apgpec wuHTepdenca loopback,
Hanpumep::1, He MOXeT WCMNoNnb30BaTbCA B KayecTse
NCXOAHOro agpeca.

detail: HacTponka oTobpaxeHusa coobweHus Echo Reply
(axooTBET) Nogpo6Ho. Mo ymonyaHuio NCnonb3yeTcs TONbKO
BOCKMUATENbHbIN 3HaK (1) n Touka (.).

millisecond: ykasbiBaeT WMHTepBan OTNpaBKM MNaketTa ping.
3HayeHwne Bapbupyetcs oT 10 mc go 300 000 mc. MHTepBan
no ymonyanuo coctasnset 100 mc

@ §) QTECH

MWP [OOCTYNHEE

213




PykoBoacTeo no Hactponke cepus QSW-6910

MHCprMeHTbI TECTUPOBaAHUA CETEBbLIX coeguHeHnn W

Pexum koHdurypaumm

B pexvnme User EXEC MOXHO BbINOSTHUTL TONbKO 6a30Byt0
dyHKumo ping IPv6. B pexume Privileged EXEC moxHO
BbIMOMHUTB paclUMpeHHY0 OYHKUMIO ping IPV6.

B opyrmx pexumax HacTPONKM MOXHO BbIMOMHWUTbL KOMaHAOy
do ansa BbINOMHEHWA pacluMpeHHon dyHKUuK ping. Ons
nony4yeHns AoNONHNTENBHOM NHPOPMAaLLMKM O KOHdUTrypaumum
CM. onucaHue komaHgbl do

Wcnonb3oBaHue
KOHUrypauum

Mpn BbINONHEHMM QyHKUMKM ping [IPv6 oTobpasuTcs
nHdopmMaums 06 oTBeTe (ecnm TakoBON UMEETCS), a 3aTeM
OyneT BbiBeAEHa COOTBETCTBYOLLASA CTaTUCTMKA.

C nomowpto IPV6 QyHKLMM pacLUMPEHHOro ping MOXHO
yKasaTb KONM4eCcTBO, ANVHY 1 BPEMS OXMAAHUS NaKeToB AN
otnpaskn. Kak n B 6asoBon IPv6 dyHkumn ping, Oyget
BbIBOANTBLCS COOTBETCTBYHOLAA CTaTUCTMKA.

YT100blI MCnonb3oBaTb MMSA JOMeHa, HeobxoaMMO cHadana
HacTpouTb DNS. MNMogpo6bHee o HacTporike cM. B pasgene 6
Hactponka DNS

9.4.1.6. Npumep KoHcpUrypaumm

BbinonHeHue 6asoBoun hyHKuuu Ping

OTanbl KoHUrypaumm

B npusunernposaHHom pexxmme EXEC BbinonHUTE kKoMaHgy
ping 192.168.21.26

Common ping command:
QTECH# ping 192.168.21.26

Sending 5, 100-byte ICMP Echoes to 192.168.21.26, timeout is
2 seconds:

< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/10 ms

Detailed ping command:
QTECH#ping 192.168.21.26 detail

Sending 5, 100-byte ICMP Echoes to 192.168.21.26, timeout is
2 seconds:

< press Ctrl+C to break >

Reply from 192.168.21.26: bytes=100 time=4ms TTL=64
Reply from 192.168.21.26: bytes=100 time=3ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64
Reply from 192.168.21.26: bytes=100 time=1ms TTL=64
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Reply from 192.168.21.26: bytes=100 time=1ms TTL=64

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/2/4 ms

MpoBepka KoHUrypaumm

OTnpaBbTe NATbL NakeToB pa3mepom 100 6anT Ha yKka3aHHbIN
IP-agpec, n nHcpopmaumsa o6 oreeTe byaeT otobpaxkaTbcs B
yKka3aHHoe BpeMs (2 ¢ no ymonyaHuio). [lanee BbIBOAUTCSH
cTaTucTuka

BbinonHeHne pyHKUUM pacumpeHHoro Ping

OTanbl KoHUrypaumm

B npuBunermposaHHom pexmme EXEC BbINONHUTE KOMaHAOy
ping 192.168.21.26. Kpome Toro, ykaxure AfVHY, KOSTIMYECTBO U
BPEMS OXMAaHUA NakeToB

Common ping command:

QTECH# ping 192.168.21.26 length 1500 ntimes 100 data ffff
source 192.168.21.99 timeout 3

Sending 100, 1500-byte ICMP Echoes to 192.168.21.26, timeout
is 3 seconds:

< press Ctrl+C to break >

T T AT,

Success rate is 100 percent (100/100),
min/avg/max = 2/2/3 ms Detailed ping command:

ping 192.168.21.26 length 1500 ntimes 20 data ffff source
192.168.21.99 timeout 3 detail

Sending 20, 1500-byte ICMP Echoes to 192.168.21.26, timeout
is 3 seconds:

round-trip

< press Ctrl+C to break >

Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:
Reply from 192.168.21.26:

bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=2ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
bytes=1500 time=1ms TTL=64
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Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=3ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64
Reply from 192.168.21.26: bytes=1500 time=1ms TTL=64

Success rate is 100 percent (20/20), round-trip min/avg/max
=1/1/3 ms

MpoBepka KoHUrypauumn

OtnpaebTe geaguaTtb 1500-6anMToBbIX NakeToB MO yKa3aHHOMY
IP-agpecy, n nHgopmauma ob oTeeTe (€Cnm TakoBOW UMeETCH)
Oypet oTobpaxaTtbcs B ykasaHHoe Bpems (MO ymon4yaHuwo 3 ).
[anee BbIBOANTCA cTaTUCTUKA

BbinonHeHue ¢pyHkumm Common Ping IPv6

OTanbl KoHUrypaumm

B npusunermposaHHom pexunme EXEC BbINonHUTE KOMaH4y
ping ipv6 2001::1

Common ping command:
QTECH# ping ipvé 2001:1

Sending 5, 100-byte ICMP Echoes to 2001:1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max
=1/2/10 ms

Detailed ping command:

QTECH#ping 2001::1 detail

Sending 5, 100-byte ICMP Echoes to 2001::1, timeout is 2
seconds:

< press Ctrl+C to break >

Reply from 2001::1: bytes=100 time=Ims

Reply from 2001::1: bytes=100 time=Ims

Reply from 2001::1: bytes=100 time=Ims

Reply from 2001::1: bytes=100 time=Ims
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Reply from 2001::1: bytes=100 time=1ms

Success rate is 100 percent (5/5), round-trip min/avg/max
=1/1/1 ms

MpoBepka KoHpurypauum OTnpaBbTe NATbL NakeToB pa3mepom 100 6anT Ha yKka3aHHbIN
IP-agpec, n nHcpopmaumsa o6 oreeTe byaeT otobpaxkaTbcs B
yKkasaHHoe BpeMs (2 ¢ no ymonyanuio). [lanee BbiBOAUTCA
cTaTucTuka

BbinonHeHne dyHKUun pacwmpeHHoro Ping IPv6

OTanbl KoHUrypaumm B npusuneruposaHHom pexume EXEC BbInonHMTE komaHay
ping ipv6 2001::5. Kpome TOro, ykaxute AfVHY, KONIMYECTBO U
BPEMS OXMAaHUA NakeToB

Common ping command:

QTECH# ping ipvé 2001:5 length 1500 ntimes 100 data ffff
source 2001::9 timeout 3

Sending 100, 1500-byte ICMP Echoes to 2000:1, timeout is 3
seconds:

< press Ctrl+C to break >
EEEE LT T R T T T T L

Success rate is 100 percent (100/100), round-trip min/avg/max
= 2/2/3 ms Detailed ping command:

QTECH#ping 2001:5 length 1500 ntimes 10 data ffff source
2001::9 timeout 3

Sending 10, 1500-byte ICMP Echoes to 2001:5, timeout is 3
seconds:

< press Ctrl+C to break >
Reply from 2001:
Reply from 2001:
Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001::
Reply from 2001:
Reply from 2001:
Reply from 2001:

5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5: bytes=1500 time=1ms
5

: bytes=1500 time=1Ims
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Success rate is 100 percent (10/10), round-trip min/avg/max =
1/1/1 ms

MpoBepka koHpurypaummn | OtnpaBbTe cTo 1500-6anTOBbLIX NAKETOB MO YKa3aHHOMY agpecy
IPv6, n nHcopmauma o6 oteseTe (ecnm TakoBon umeeTtcs) byaet
oTobpaxaTbCs B yKazaHHOe BpeMs (no ymonyanuio 3 c). [anee
BbIBOANTCA CTAaTUCTMKA

9.4.2. NMpoBepKa TpaccUpoOBKU

9.4.2.1. PeaynbTaT KOH(pUrypaumm

lMocne BbINONHEHNSA NnpoOBEpPKN TpaCCUPOBKN Ha CETEBOM yCTpOI‘ilCTBe MO>XHO y3HaTb O TONOJI0rMn
MapLlpyTtmniaumm mexny ceteBbiM yCTpOVICTBOM M Yy3INOM Ha3Ha4YeHnA, a TakKe O Wk3ax, 4yepes
KOTOpbI€ NMaKeTbl OTMNPaBJIAIOTCA C CETEBOIO yCTpOVICTBa Ha y3eJl Ha3Ha4YeHnA.

9.4.2.2. NMpnmeyvaHusn

CeTeBoe yCcTpONCTBO AOMKHO BbITb HAaCcTpoeHo Ha IP-agpec.

9.4.2.3. dtanbl KOH(Urypauum

o YT100blI OTCNEauTbL MapLipyT, nNo KotopomMmy OyaeT cneposatb nakeT IPv4 Ha ysen
Ha3HayeHus, BbINONHUTE KoMaHAay traceroute IPv4.

e YT10Obl OTCNEoUTbL MapLIpyT, No KotopoMmy OygeT cnepoatb nakeT IPv6 Ha ysen
Ha3Ha4yeHu4, BbIMONHUTE KOMaHAy traceroute IPv6.

9.4.2.4. NpoBepKa KoHdUrypauumm

BbinonHuTe koMaHay traceroute, 4Tobbl 0TOGPa3NTL COOTBETCTBYIOLLYIO MHAOPMALINIO B OKHE
MHTepenca KoMaHLHOW CTPOKN.

9.4.2.5. CBAA3aHHble KOMaHAbI

Traceroute IPv4

KomaHga traceroute [oob | vrf vrf-name | ip] [adress [ via mgmt-name
] [probe number ] [source source] [timeout seconds] [ttl
minimum maximum]]

Onuncanne napameTpos oob: ykasbiBaeT ucnonb3oBaHne MGMT-uHTepdenca kak
WCTOYHMKA. DTOT MapameTp HeobGXoOMMO HACTPOUTb, €Cin
nopt MGMT ykasaH B ka4eCTBe MCXOQHOro nopTa.

vrf-name: ykaswiBaet nvs VRF.

address: ykasbiBaeT agpec IPv4 HasHayeHust unu umms
AOMeHa.

mgmt-name: yka3biBaeT nopt MGMT B pexnme OOB.

number: ykasblBaeT KONM4ecTBO 3anpocoB. [nanasoH
3Ha4YeHun ot 1 go 255.

source: ykasblBaeT ucxogHbld agpec IPv4  wnnu
NopT-UCTOUHMK NakeTa. Agpec WHTepdenca obpaTHoOn
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cBa3n, Hanpumep, 127.0.0.1, He MOXeT MCnonb30BaTbCs B
KayecTBe MCXOAHOro agpeca.

seconds: ykasblBaeT BpeMs  OXuaaHus.  3HayeHue
BapbupyeTca ot 1 go 10 c.

minimum maximum: yKasblBaeT  MUHUMansHoe 7]
MakcumarnbHoe 3Hadvenus TTL. dnana3oH 3HadeHui oT 1 oo

255
Pexum koHdurypaumm B nonb3oBaTtenbckom EXEC-pexunme MOXHO BbINOSHUTD
TOSLKO 6asoByto dYHKLMIO TPacCUpPOBKU. B

npusunernposaHHbii EXEC-pexxmume MOXHO BbINOMHUTL
pacLUMpeHHyto hyHKUMIO traceroute

Mcnonb3oBaHue
KOHUrypauum

KomaHnga traceroute ucnonb3yeTtcs Ansi NPOBEPKN CETEBOIO
NOAKMOYEHNS U TOYHOTO ONpPeaeneHnst HEMCNPaBHOCTM MpWU
BO3HWKHOBEHUM HeucnpaBHOCTU. YToObl MCNonb3oBaTh UMS
JoMeHa, Heobxoammo cHavana Hactpoutb DNS. MNogpobHee
O HacTpovike cMm. B pasgene 6 Hacmpoika DNS

Traceroute IPv6

KomaHga traceroute [ vrf vrf-name | [ oob ] ipv6 ] [ address [ via mgmtname ] [
probe number ] [ timeout seconds ] [ ttl minimum maximum ]
Onuncanne 00b: ykasbiBaeT nokanbHoe ynpasreHne. IToT napameTp Heobxoanmo
napameTpos HacTpouTb, ecnu nopT MGMT ykasaH kak NopT UCTOYHMKA.
vrf-name: ykasbiBaet nms VRF.
address: ykasbiBaeT agpec IPv6 HasHauyeHus nnu nmsi SOMeHa.
mgmt-name: ykasbisaeT nopT MGMT B pexnme OOB.
number: yka3biBaeT KONMYeCTBO 3anpocoB. [vana3oH 3HadYeHun oT 1 0o
255.
seconds: ykasblBaeT BpeMs oxXngaHus. 3HadyeHme Bapbupyetcs oT 1 oo
10 c.
minimum maximum: ykas3blBaeT MWHMMANbHOE W MakCcMmaribHoe
3Ha4veHua TTL. InanasoH 3HaveHun oT 1 go 255
Pexnm B pexume User EXEC MOXHO BbINONMHUTL TONbKO ©a30BY0 dOYHKLMIO
KOHcpurypauum traceroute IPv6. B npwuBunermposaHHom pexunme EXEC MoxHO
BbINOSTHUTb paclMpeHHyo yHKUuto traceroute IPv6
Mcnonb3oBaHne KomaHpa traceroute IPv6 wucnonb3yetcd OnNs NpPOBEpKM CeTeBOro
KOHcburypauum NOAKMIOYEHUA W TOYHOro onpefeneHud Mecta HeucrnpaBHOCTU Npu

BO3HWKHOBEHMM HeucnpaBHOCTU. YTOObI mcnonb3oBaTb MMsi AOMEHa,
Heobxoaumo cHauvana HactpouTb DNS. NogpobHee o HACTPoONKe CM. B
pasgene 6 Hacmpotika DNS
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9.4.2.6. NMpumep KoHcpuUurypaumumn

BbinonHeHue dyHkumnm Traceroute

OTanbl KoHUrypaumm

B npusuneruposaHHom pexume EXEC BbinonHUTE kKOMaHay
traceroute 5.134.219.3

QTECH#traceroute 5.134.219.3

< press Ctrl+C to break >

Tracing the route to 202.108.37.42
1192.168.12.1 0 msec 0 msec 0 msec
2192.168.9.2 0 msec 4 msec 4 msec
3192.168.110.1 16 msec 12 msec 16 msec

4***

55.134.219.3 12 msec 28 msec 12 msec

Mpeablgywimn pesdynbTaT TecTa nokasblBaeT, YTO CeTeBOe
YCTPOWCTBO MoOflydaeT pJoctyn K xocty 5.134.219.3,
nepegasas naketbl 4Yepe3 wno3bl 1-4. Kpome TOro,
oTobpaxaeTca Bpemd, Heobxogumoe Ans  goctyna K
KaXkgomy L3y, a w3 4 HemcrnpaBeH

BbinonHeHune dpyHkuun Traceroute IPv6

OTansl
KOHdourypaumm

B npusunernposaHHom pexume EXEC BbinonHuTe koMaHay traceroute
ipv6 3004::1

QTECH# traceroute ipvé 3004:1
< press Ctrl+C to break >
Tracing the route to 3004:1

1

2
3
4

3000:1 0 msec 0 msec 0 msec
3001:1 4 msec 4 msec 4 msec
3002:1 8 msec 8 msec 4 msec

3004:1 4 msec 28 msec 12 msec

Mpeablgywmin pesynbTaT TecTa nokasbliBaeT, YTO CETEBOE YCTPOMCTBO
nonyyaet goctyn K xocTy 3004:1, nepenaBas nakeTbl Yepes LWo3bl 1-4.
Kpome TOro, ortobpaxaetcsa Bpemsi, HeobxoguMmoe nAns goctyna K
KaXkgoMmy LUSo3y
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10. HACTPOUKA TCP
10.1. O630p

MpoTokon ynpaeneHnsa nepegadven gaHHblx (TCP) — 3TO NpOTOKOMN TPaHCNOPTHOrO YPOBHS,
obecneynBatoLLmMi HageXHble criyXbbl, OpMEHTMPOBAaHHbIE HA nogkntoveHne u IP, ona ypoBHs
NPUNOXEHWNA.

MoTokM MexceTeBbIX AaHHbIX B 8-OMTHbIX OanTax nepenarTca C YPOBHSA MPUMIOXKEHMS Ha
ypoBeHb TCP, a 3aTemM dparMeHTMPYIOTCA Ha CerMeHTbl NakeToB Haanexawen AnvHbl Yyepes
TCP. MakcumanbHbln pasmep cermeHta (MSS) o6bl4HO oOrpaHu4MBaeTCcsi MakCUMarbHbIM
pasmepomMm nepepasaemoro 6noka (MTU) Ha ypoBHe kKaHana gaHHbiX. lMocne aToro nakeTbl
OTNpaBnsAKTCS Ha ypoBeHb IP, a 3aTem Ha ypoeHb TCP nonyyatens no ceTu.

Utobbl NpegoTBpaTUTL NOTEPK MaKeToB, Kaxabi 6anT naeHTUdmnunpyeTca no nopsakoBbiM
Homepam 4eped TCP, uyto obecneuvBaeT nonyyYyeHne MakeToB, MpeAHasHaYeHHbIX Ans
OofHOpaHroBoro y3na. locne nonyyeHus naketa nony4vartenb OTNpaBnseT oTBeTHbIN nakeT TCP
ACK. Ecnun otnpasutenb He nonyyaet ACK-nakeTbl B TedeHue pasymHoro BpemeHn RRT,
COOTBETCTBYIOLLME NAKETHI (MPeAnONnoXUTENBHO NOTEPSHHbIE) OyayT NnepenaHbl MOBTOPHO.

e [lpoTtokon TCP ucnonbsyeTt yHKUNIO KOHTPOSTbHOM CyMMbI A1 NPOBEPKM LIENOCTHOCTU
AaHHbIX. Kpome Toro, Ans npoBepkn AaHHbLIX MOXHO MCMOSb30BaTh ayTeHTUdUKaumo
Ha ocHoBe MDS.

e [Ina obecneyeHns HageXHOCTM MCMOMb3yOTCA MexaHu3mM obpaTHOM nepegaqv Mo
TanmayTy U MexaHu3m obpaTHOWM CBA3N.

e [poTOKON CKOMb3ALLEro OKHa MCNonb3yeTcs Anst ynpaBneHust notokamu. Kak ykasaHo
B [MpoTokone, HeMaeHTUMULMPOBAHHbLIE TPYMMbl B OKHE OOSMKHbI ObiTb nepeaaHsbl
MOBTOPHO.

10.1.1. NMpoToKONbI U cTaHAAPTDI

e RFC 793: npoToKos ynpasrneHna nepegaden.
e RFC 1122: TpeboBaHus K MHTEPHET-XOCTaM — YPOBHU CBSA3MN.
e RFC 1191: obHapyxeHne MTU nyTtn.

e RFC 1213: ynpaBnsiemasa 6a3a gaHHbIX Ofsi CETEBOr0 aAMUHUCTPMPOBAHNS HA OCHOBE
TCP/IP: MIB-II.

¢ RFC 2385: 3awuTta ceaHcoB BGP ¢ nomouubto onumu nognmucn TCP MD5.

e RFC 4022: 6a3a ynpasnstoLien nidopmauumn gnsa npoTokona yrnpasneHnst nepedaden
(TCP).

10.2. NpumeHeHue

MpumeHeHune OnucaHue

Ontumumnsaums Ytobbl n3bexatb dparmeHTaumm naketoB TCP Ha kaHane ¢

npoussoauTensHoctn TCP | HeGonblumm  MTU, BknodeHo o6HapyxeHne MTU nyTu
(PMTUD)

O6HapyxeHue ucknoyennsa @ TCP nposepseT, paboTaeT MM O4HOPAHrOBbIV y3en
coeavHenusa TCP HOpManbHO
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10.2.1. OnTMmusauma npoussoauTeribHoctn TCP

10.2.1.1. CueHapun

Hanpumep, coeanHeHne TCP yctaHaBnueaeTca mexay A u D, Kak nokasaHo Ha crnefyroLlem
Pucynke. MTU kaHana mexay A n B coctasnget 1500 6ant, 1300 G6ant mexgy B n C, u
1500 6ant mexgy C n D. [ns onTummnsaumm npoussBogutensHoctn nepegaunm TCP cnepyet
nsberatb pparmeHTaumm naketoB mexay B n C.

A GEO/1 B GEO0/2 c GEO/2
GEO/M GEO/M GEO/M

PucyHok 10-1.

A, B, C n D aBnaotca mapLpytusaTopamu.

10.2.1.2. OnucaHue
Bkntounte PMTUD Ha A n D.

10.2.2. O6HapyXeHune ucknryeHmsa coegnHeHmnsa TCP

10.2.2.1. CueHapun

Hanpumep, Ha cneagytwowem PucyHke nonb3oBaTenb BXOAUT B cucTeMy 4epes telnet, HO
paboTaeT HenpaBwnbHO, Kak MokasaHO Ha cnegywowem PucyHke. B cnyyae Ttanm-ayta
nosTtopHon nepenaymn TCP coeanHeHune nonb3osatend TCP ocTaeTcs B TeYeHne OnMTensHoro
BpemeHu. Takmm ob6pasom, TCP keepalive moxeT ObiTb ucnonb3oBaH Ans ObicTporo
obHapyxeHus ncknoyeHnsa coegmHeHmns TCP.

Loopback0

[Nonb3oBaTens

PucyHok 10-2.

A — 31O MapLpyTm3aTop.

10.2.2.2. OnucaHue

Bkntounte nogaepxky TCP keepalive Ha A.
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10.3. KnroyeBble 0COOEHHOCTU

10.3.1. ba3oBble KOHLUeNnuMu

fot—t—f—t—t—

®dopwmart 3aronoska TCP

0
0123456

1 2 3
890123456789 012345678901

~J

+

_+_

+

I R e L S et et L e

Source Port | Destination Port | +—+—+—F+—F+—-t+—-F—-F—-F—-+—-+—-+-
+—t—F—F—t—t—F—t—t—F—F—t—F—F—t—F—F—+—+—F+—F+ | Sequence
Number | =+ttt —F—t—F—F—t—F—F—t—F—F—F—F—F—F—F—+—F—+—+—

fot—t—f—t—t—

+

-+-+ | Acknowledgment Number |  +-+-

A et e A R et S

Data | [UIAIPIRI|IS|F] |
Offset| Reserved |R|C|S|S|Y|TI] Window |
| |[GIKIH|T|IN|N| [ e e e e e e e e e A o

e st S

\ Checksum | Urgent Pointer | A=ttt —t—t—+-
i e e e e A e e e e e s s Options
| Padding | A-t-t-t—t—F—F—F—F—Ft—F—t—t-t-t—t—t—t—t—t -ttt
Fot—t—t—t—t | data | +=t—t—t—t-+-t-+-+-

e e et S

Source Port (McxogHbIM nopT) — 310 16-paspsgHbI HOMEP UCXOLHOMo nopTa.

Destination Port (MopT Ha3HavyeHus) — 910 16-paspsgHbLIN HOMEpP MopTa
HasHa4vyeHwus.

Sequence Number (MopsgkoBbIn HOMep) — 3TO 32-OMTHLIN NOPSAAKOBLIA HOMED.

Acknowledgment Number (Homep nopartBepxpeHuns) — 370 32-OMTHLI HOMeEp,
KOTOpbIA onpefenseT crneayrLwmin NopaakoBbli HOMEP, KOTOPbIA OOMMKEH MONyyYnuTb
nonyyarenb.

Data Offset (CmewweHne AaHHbIX) — 3TO 4-pa3psigHOE YNCIO, yKasbiBatowee obluee
KonuyecTteo Gantos B 3aronioeke TCP (onuus BkoYeHa), pasgeneHHoe Ha 4.

But pnara — 6 6ut. URG: none cpo4Horo ykasatens siensetcs 3Hadummbiv; ACK: none
noaTBEPXOEHMST sABNsieTCA 3HauMMbiM; PSH: ykasbiBaeT Ha dyHkumo push; RST:
cbpacbiBaet TCP-coeamHeHne; SYN: CUMHXPOHM3MPYET MOPSAKOBLIA  HOMEP
(yctaHaBnmBaeT TCP-coeguHeHue); FIN: ©Oomnblle HeET [aHHbIX OT OTNpaBUTENS
(3akpbiBaeT TCP-coeanHeHune).

16-6MTHOE 3HayeHWe OKHa WCNonb3yeTcA AN ynpasneHus notokamu. B Hem
yka3blBaeTcs 06beM AaHHbIX, KOTOpble MOryT nepefaBaTbC M3 OOHOPAHIOBOro y3na
mexay naketamm ACK.

Checksum (KoHTponbHas cymma) — 3710 16-paspsgHas KOHTPOfbHasa cymma.

Urgent Pointer (Yka3aTtenb CpOYHbIX AaHHbIX) umeeT 16-paspsaHy0 BEPCUIO U
nokasblBaeT KOHEL, CPOYHbIX AAHHBIX, YTOObI MOXHO ObINO NPOAOIKUTE NPEPBaHHbIE
NOTOKM AaHHbIX. [Mpu ycTaHoBke 6uta URG AaHHble Nony4varoT NpUOpUTET Hag Apyrumu
NOTOKaMMu LaHHbIX.
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TpexcTopoHHAA TexHonorna TCP Handshake

e [lpouecc TpexcTopoHHero kBuTMpoBaHua TCP BbinonHsaeTcs cneayowmm obpasom:
1. KnueHT oTnpaBngaeT Ha cepaep nakeT SYN.
2. Cepsep nony4vaet nakeT SYN u otBevaeT naketom SYN ACK.
3. KnueHt nony4yaet nakeT SYN oT cepsepa u otBevaeT naketom ACK.

° Mocne TPEXCTOPOHHErro KBUTUPOBAHUA KIMMEHT U cepBep YyCnewHO NOAKIMHYeHbl U
FOTOBbI K Nepenadvye AaHHbIX.

10.3.2. O630p

PyHKUMA OnucaHue

HacTtporika TanMm- | Hactponka Tanm-ayTa oXugaHusi OTBETHOrO naketa nocrie oTnpaBku
ayta SYN naketa SYN vnn SYN ACK

Hactpovka pasmepa
OKHa

HacTponka pasmepa okHa

HacTtpoiika  cbpoca

OoTnpaBKWX NMNakeToB

HacTtponka otnpaBku naketoB cbpoca TCP nocne nonyyeHus
coobLeHnin nopTa BHe JOCTyna

Hactponka MSS

Hactponte MSS ansa nogkntoverHnsa TCP

O6HapyxeHnne MTU

nyTn

Hangute HammeHbwumn MTU Ha nytm nepegaum TCP n
oTperynupyinte paamep naketoB TCP Ha ocHoBe 3atoro MTU, 4ToObl
nsbexartb pparmeHTaLmm

TCP Keepalive

MpoBepbTe, paboTaeT fiv OAHOPAHIOBbLIN Y3en HOpManbHO

10.3.3. HacTtpounka Tanm-ayta SYN

10.3.3.1. NMpuHUKMN paboTbl

CoeaunHeHne TCP ycTaHaBnvMBaeTCs MOCre TPEXCTOPOHHEro KBMTUpoBaHus: OTnpasBuTenb
otnpaenseT nakeT SYN, nonyyatens oteevaeT naketom SYN ACK, a 3arem oTnpaBuTernb
oTBevaeT naketom ACK.

e Ecnu nonyvatenb He otBevaeT Ha nakeT SYN ACK nocne Toro, kak oTrnpaBUTENb
otnpaenseT naket SYN, oTnpaBuTens npogoskaeT nepegasaTtb nakeT SYN B TeueHue
onpegeneHHoro BpeMeHu unm 4o ctTedeHus nepvoga Tanm-ayTa.

e Ecnu nonyyatenb otBeTuT Ha nakeT SYN ACK nocre Toro, kak oTnpaBuTeNb OTNPaBuT
naket SYN, HO oTnpaBuTenb He OTBeTUT Ha nakeT ACK, nonydatens npogornkaet
nepenaeaTb nakeT SYN ACK B TeueHne onpedeneHHoro BpEMEHN UM OO UCTEYEHUS
nepvoga Tanm-ayTa. (1o npoucxoaut B cnyyae gnyaa SYN.)

10.3.3.2. CBA3aHHaA KOHduUrypaums
HacTtpounka Tanm-ayta TCP SYN

e Tanmm-ayt TCP SYN no ymonyaHuio coctaenseT 20 CeKyHA.
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e 3anyctute kKomaHgy ip tcp synwait-time seconds B pexume rrnobanbHomn
KoHgUrypauum, 4tobbl HactpouTb Tanm-ayT SYN B gnanasoHe oT 5 go 300 cekyHa.

e B cnyyae dnyaa SYN cokpaweHne Bpemern oxungaHna SYN cHukaeT notpebneHve
pecypcoB. OgHako oHa He paboTaeT npu HenpepbiBHOM conyae SYN. Ecnn ycTponcTBo
aKTUBHO 3anpalunBaeT NoAKMYEHNE K BHELLHEMY YCTPONCTBY, HanpumMep, ¢ MOMOLLbIO
telnet, cokpaweHne BpemeHn oxmaaHms SYN cokpallaeT BpemMsi OXuaaHus
nonb3oBartens. B nnoxon cetn MOXHO npoanuTb Bpems oxunaaHna SYN.

NPUMEYAHUE: B Bepcun 11.0 nnu 6onee nosaHen oHa npumeHseTcs kak kK TCP IPv4, Tak u k

TCP IPVG6.

10.3.4. HacTtpouka pa3mepa OKHa

10.3.4.1. NMpuHUUN paboTbl

[laHHble 13 OAHOPAHroBOro yana KewwupyTcsa B npuHumatowem ©Oydgepe TCP un 3atem
cunThbiBalOTCA MNpunoxeHnamu. Pasmep okHa TCP ykasbiBaeT pasmep cBob6ogHOro mecrta B
npuHumatoem bycepe. [Ana nogknodeHns 6onbwnx 06bEMOB OaHHbIX C LUMPOKOW MONOCON
NPoONyckaHus yBenu4eHne pasmMepa OKHa 3HA4YMTENbHO MOBLIWAET MNPOU3BOAUTENBHOCTD
nepegayn gaHHbix no npotokony TCP.

10.3.4.2. CBA3aHHaA KOHduUrypaums
Hactponka pasmepa okHa

e 3anyctute komaHay ip tcp window-size size B pexume rrnobanbHON KOHUrypauum,
4yTOObl HacTpouTb pasmep okHa oT 128 po (65535<<14) Gant. 3HayeHue Mo
ymonyaHuio — 65 535 6ant. Ecnn pasmep okHa npeBblwaeT 65 535 6anT, yBenmyeHune
OKHa ByaeT BKNIOYEHO aBTOMaTUYECKU.

e Pasmep okHa, 0O6bSBMNEHHbIM OOHOPAHrOBOMY Y3ny, SBNSETCS MEHbLUMM 3HayYeHUeM
MeXay HaCTPOeHHbIM pa3mMepoM OkKHa U cBOBOAHBIM MPOCTPAHCTBOM MPUHUMAIOLLEro
Oydepa.

NMPUMEYAHME: B Bepcun 11.0 nnn 6onee nosgHen oHa npumeHsieTcs kak kK TCP IPv4, Tak n k
TCP IPv6.

10.3.5. HacTpouka copoca oTnpaBKu NakeToB

10.3.5.1. NMpuHUKMN paboTbl

Ecnn TCP-coeanHeHune, K KOTOPOMY NPUHALNEXNUT NakeT, He MOXET ObITb MAEHTUOULNPOBAHO,
TO npu nepegadve TCP-nakeToB NPpUNOXEHNAM NOKasnbHbIN KOHEL, OTNpaBndeT nakeT copoca Ha
y3en ang npekpawenus TCP-coeanHeHns.

3NOyMbILLMAEHHUKA MOTYT MCNONb30BaTbh COOOLEHMS O HeJOCTYMHOCTU nopTa ANd aTtaku Ha
YCTPOWNCTBO.

10.3.5.2. CBA3aHHaA KoHduUrypaums

HacTponka otnpaBkn naketoB copoca TCP nocne nonyyYeHuss coOBLIEHNA O HEOOCTYNMHOCTH
nopta

Mo ymonyaHuio BKItoYeHa pyHKLMSA oTnpasku naketoB copoca TCP npu nonyyeHun coobLyeHni
O HeOCTYMHOCTM nopTa.

BbinonHuTe komaHgy no ip tcp send-reset B pexume rnobanbHOM KOHUrypaumm, 4Tobbl
OTKNIOYMTL OTNpaBKy nakeToB cbpoca TCP npu nonyyeHnn coobLLeHnn O HeAOCTYNMHOCTM NopTa.
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lMocne BKMOYEHUA 3TOM (byHKLl,VIVI 3N10YMbIWNEHHUKN MOryT WCMNOJ1b30BaTb COO6LLI,GHVIFI (0)
HeOOCTYNHOCTU NOPTa ANA aTakmn Ha yCTpOIZCTBO.

NMPUMEYAHMUE: B Bepcum 11.0 nnm 6onee nosgHern oHa npumeHsieTcsa kak kK TCP IPv4, Tak n k
TCP IPv6.

10.3.6. Hactpounka MSS
10.3.6.1. NMpuHUKUN paboTbl

MSS o3HauyaeT o0wmMii 06beM gaHHbIX, coaepxalmxca B cermeHTe TCP, 3a UCKMOYeHneM
napameTpoB TCP.

TpexcTopoHHee pyKonoXaTue OCYLWEeCTBRsSeTCs NOCpeacTBoM cornacoBaHms MSS. O6e
CTopoHbl gobaensatoT onumto MSS k naketam SYN, ykasbiBas Ha HanbonbLLMi 06bEM OaHHbIX,
KOTOpbI MOXeT 00paboTaTh NoKanbHbIA KOHEL, @ UMEHHO, 00beM AaHHbIX, pa3peLleHHbIX OT
ogHopaHroeoro yana. Obe cTopoHbl NpuHMMaoT MSS MeHbLLero pasmepa Mexay HUMWU, Kak
o6bABMEeHHy0 MSS.

3HauveHne MSS paccuuTbiBaeTcd creaylowmm obpasom:

o |IPv4 TCP: MSS = pasmep 3aronoBka ucxogswero nHrepderica MTU IP (20 6anT),
pasmep 3aronoska TCP (20 6anT).

o |Pv6 TCP: MSS = pasmep 3aronoska IPv6 MTU nytu (40 6anT), pasamep 3aronoska TCP
(20 GanT).
NPUMEYAHMUE: B Bepcuun 11.0 unm 6onee nosgHen oHa npumeHsieTcs kak kK TCP IPv4, Tak n K
TCP IPVv6.

NMPUMEYAHME: adhdekTnBHasa cuctema MSS npegcraBnsieT cobom MeHbLLYIO CUCTEMY MeXaY
paccyMTaHHON CUCTEMOWN U CKOHPUIYPUPOBAHHOW CUCTEMOMN.

NMPUMEYAHME: ecnn coeanHeHne nogaepxmeaeT onpegeneHHble onumm, To n3 s3HavyeHms MSS
cnegyert BblMECTb ANUHY onuum (C y4eToM cMeLleHns gaHHbiX data offset). Hanpumep, 20 6ant
ans pangpkecta MD5 (c ydeTom cmelleHus gaHHbix data offset) gomkHbl ObiTb BbIMTEHBLI M3
MSS.

10.3.6.2. CBA3aHHaA KoHduUrypaums
Hactponka MSS

e 3anyctute koMaHgy ip tcp mss max-segment-size B pexume rnobanbHon
KOHpurypaumm, 4tobbl 3agate MSS. [InanasoH coctaensiet ot 68 go 1000 6awnt. Mo
ymonyaHmio MSS paccuntbiBaeTtcs Ha ocHoBe MTU. Ecnun HacTpoeHa cuctema MSS,
adppeKkTMBHAsA cnctemMa npeacraBnsieT CoO60N MEHbLUYH CUCTEMY MEXOY pacCYNTaHHON
CUCTEMOM N CKOHAOUIYPUPOBAHHOW CUCTEMOWN.

e Cnuwkom manas cuctema MSS cHuxaeT Npon3BoaANTENBHOCTL TpaHCcMmUccn. MoXHO
noebicuTb Nnepegavy TCP, yBennume MSS. Beibepute 3HaueHne MSS, ncnonesys MTU
nHTepdenca. Ecnm nepBbii Gonblwe, naketel TCP OyaoyT dparmeHTUMpoBaHbl, U
Npou3BOANTENBHOCTb Nepeaayn OyaeT CHKeHa.

10.3.7. ObHapyxeHue MTU nyTtu
10.3.7.1. NMpuHUKMN paboTbl

O6HapyxeHne MTU nytn, npegycmoTtpeHHoe B RFC1191, ncnonbsyetcs ang obHapyxeHus
HanmeHblero MTU B nytn TCP, 4tobbl n3bexatb dparmeHTaumMm n noBbiCUTb KOIMPUUMEHT
NCNonb30BaHWs NOnockl nponyckaHus cetn. MNpouecc obHapyxenna MTU nytn TCPv4 onucaH
HUXe.
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e VictouHuk otnpaensaet TCP-nakeTbl ¢ 6utom Don’t Fragment (DF), ycTaHOBNEHHbIM BO
BHelwHeM IP-3aronoske.

o Ecnu 3HayeHne MTU ucxogswero nHtepgenca mappytusatopa B nytm TCP MeHbLue,
yem anuvHa IP-nakeTa, nakeT 6yaeTt yaaneH, a nakeT ownbok ICMP, nepepatowwmii aToT
MTU, 6ygeTt oTnpaBneH B UCTOYHMK.

e [lpu aHanu3e naketa owmnbok ICMP nctoyHuk nonyvaeTt HanmeHbwun MTU B nytu
(nyte MTU).
Pa3amep nocreayoLlmx cerMeHToB AaHHbIX, OTNpPaBneHHbIX UCTOYHUKOM, He npeBbicuT MSS,

KOTOPbI paccunTbiBaeTcs cneayowmm obpasom: TCP MSS = Path MTU — pa3mep 3aronoska
IP — pa3smep 3aronoska TCP.

10.3.7.2. CBA3aHHaA KoOHduUrypaums
BknioueHne obHapyxeHus MTU-nytun
Mo ymonuyaHuio obHapyxeHne MTU-nyTn OTKIHOYEHO.

3anyctute komaHgy ip tcp path-mtu-discovery, 4to6bl BKMOUMTE PMTUD B pexunme
rnobanbHon koHdurypaumn. B Bepcum 11.0 unm 6onee nos3gHen oHa NPUMEHSETCA TOMBKO K
npotokony IPv4 TCP. PMTUD TCPv6 BKrto4eH NOCTOAHHO N HE MOXET ObiTb OTKIHOYEH.

10.3.8. TCP Keepalive
10.3.8.1. NMpuHUKMN paboTbl

Bbl moxeTe Bkntounte TCP keepalive, 4tobbl npoBepuTb, paboTaeT M OQHOPAHroBbIA Y3en
HopmanbHOo. Ecnn TCP-koHeu He oTnpaBnsieT nakeTbl Ha OPYroM KOHeL B TedeHue
onpeaeneHHoro nepuvoda BpemMeHn (a MMeHHo nepuoga 6e3gencteuns), NocrnegHuii HaumHaeT
HEeCKOJ1bKO pas nocrnenoBaTenbHO OTNpaBnsaTh nakeTbl keepalive Ha nepBbIn. ECrin OTBETHLIN
naket He nonyyeH, TCP-coegnHeHne cuntaeTcs HeakTUBHBLIM, @ 3aTEM 3aKPbITbIM.

10.3.8.2. CBA3aHHaA KoHduUrypaums
BkntouyeHne Keepalive

o [lo ymonuanuio TCP keepalive oTknoueH.

¢ 3anyctute komaHgy ip tcp keepalive [interval numl] [times num2] [idle-period num3]
B pexume rnobanbHon koHdurypaumm, 4tobbl Bknounte TCP keepalive. Onncanue
napameTpa cM. B pa3gene CBa3aHHble KOMaHabI.
NMPUMEYAHME: B Bepcun 11.0 nnm 6onee nosgHen oHa npumeHsieTcs kak kK TCP IPv4, Tak u K
TCP IPv6.

NMPUMEYAHMUE: s1a KOMaHOa npumMmeHsieTcs kak k cepepy TCP, Tak 1 K KITMEHTY.
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10.4. HacTtpouka

HacTtpownka

OnucaHve n kKomaHAaa

Ontnmmsaumsa
MPOn3BOAUTENBHOCTU

ICcP

(ONMUMOHANBHO) ncrnosnbayeTcs ans onTumMmsaumnu
npousBoauTenbHOCTU coeamnHeHus TCP

ip tcp synwait-time HacTponka TanmMm-ayTa ans
coeaguHeHus TCP

ip tcp window-size HacTtpouika pasmepa okHa TCP

ip tcp send-reset Hactporka oTnpaBky nakeTos
cbpoca TCP nocne nonyyeHns
COOOLIEHNN, HeOOCTYMNHbIX Ans
nopTa

ip tcp mss Hactpouka cuctembl MSS ans
nogknoyeHnsa no npotokony TCP

ip tcp path-mtu-discovery BkntoyaeT o6HapyxeHmne MTU
nyTu

O6HapyxxeHue
VCKMOYEeHUS

(HeobsizaTenbHO) ucnonb3yeTcsa Ans  onpefeneHus  Toro,
paboTaeT M 0 QHOPAHIOBLIN y3en HOpMarbHO

coeanHenusa TCP

ip tcp keepalive BkntoyaeT TCP keepalive

10.4.1. OnTmusaumua npoussoguTenbHocTun TCP

10.4.1.1. Pe3ynbTaT KOH(pUrypaumm

O6ecne4veHne ontumarnbsHonm npomnssoanTensHocTn TCP v npegoTepalleHne pparmeHTauum.

10.4.1.2. NMNpumeyaHunsn

HepocTtynHo.

10.4.1.3. OTanbl KOHUrypaumm
Hactponka tanm-ayta SYN

e  OnuuoHanbHo.

e Hactponte ero Ha 06oux koHuax coeguHeHus TCP.
Hactponka pasmepa okHa TCP

e  OnuuoHanbHo.

e HactponTe ero Ha 06oux koHuax coegnHeHus TCP.

HacTtponka otnpaBku naketoB cb6bpoca TCP nocne
HeAOCTYNMHOCTU NopTa.

e  OnuuoHanbHo.

nosiy4eHuss coobweHnun o
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e HactponTe ero Ha 06oux koHuax coeamHeHus TCP.

HacTtponka MSS

e  OnuuoHarnbHo.
e HactponTe ero Ha 06oux koHUax coeanHeHust TCP.
BknroyeHune obHapyxeHusa MTU-nyTtn

e  OnuuoHanbHo.

e HactpornTe ero Ha 06oux koHuUax coeanHeHust TCP.

10.4.1.4. NMpoBepka KoOHdUrypaumm

HepocTynHo.

10.4.1.5. CBA3aHHble KOMaHAbI

HacTtpouka tanm-ayta SYN

KomaHga ip tcp synwait-time seconds

Onuncanne seconds: ykasbiBaeT Bpemsa oxugaHua naketa SYN. [duanasoH

napameTpoB coctaenseT oT 5 go 300 cekyHa. Mo ymonyanuio: 20 cekyHa

Pexnm Pexwum rnobansHon koHdurypaumm

KOHpurypawmm

BcTpoeHHas B cnyyae donyga SYN cokpawieHne BpemeHn oxungaHmsa SYN cHuxaeT

nofckaska notpebneHne pecypco. OgHako oHa He paboTaeT npu HenpepbiBHOM
dnyne SYN. Ecnv yCTpoOMCTBO akTUBHO 3anpaluvMBaeT MoAKMoYeHne K
BHELWHEMY YCTPOWCTBY, Hanpumep, ¢ nomowbio telnet, cokpalieHue
BpemeHun oxxmagaHnss SYN cokpallaeT BpeMs oxugaHus nonb3osartens. B
NSIOXOMN CETU MOXHO NPOANuTb BpeMsi oxmnaaHna SYN

Hactponka pasmepa okHa TCP

KomaHga ip tcp window-size size

Onuncanne size: ykasbiBaeT pa3mep okHa TCP. [nanasoH coctasnset ot 128 go
napameTpoB (65 535 << 14) 6anT. 3HavyeHne no ymonyaHuo — 65 535 Gant

Pexnm Pexunm rmobanbHon koHdurypauum

KOHdourypaumm

HacTtponka omnpaBku naketoB cbpoca TCP nocne nony4YeHMA CcOOOLEHMA O
HeAOCTYNMHOCTU NopTa

KomaHga ip tcp send-reset
Pexnm Pexwum rnobanbHoOn KoHUrypauum
KOHpurypaumm
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BcTpoeHHas Mo ymonuaHuio BknoYeHa yHKUMSt OTnpaBkM naketoB copoca TCP npu
noackaska nony4yeHun coobLLeHnn 0 HeAOCTYNHOCTM NopTa

Hactponka MSS

Komanpa ip tcp mss max-segment-size

Onucaxve max-segment-size: ykasblBaeT MaKkCMMarsibHbli pa3Mep CermMeHTa.

napameTpoB HnanasoH coctaBnsget ot 68 go 10000 Gawnt. MNo ymonyaHuo MSS
paccunTbiBaeTca Ha ocHoBe MTU

Pexum Pexum rnobanbHon koHdurypauum

KOHcpurypaumm

BcTtpoeHHas OTta KkomaHga onpegenser MSS pna yctaHoBnenus ceasu TCP.

noAckaska CornacoBaHHass MSS gna HOBOro coeAuHeHUs1 JOMmKHa OblTb MEHbLLE,

yem MSS. Ecnu Bbl XO0TUTE yMeHbWUTb MSS, BbINONHUTE 3Ty KOMaHAy.
B npoTrMBHOM criyyae He BbINOSTHANTE HAaCTPONKY

Hactponka o6HapyxeHusa MTU nytm

KomaHga ip tcp path-mtu-discovery [ age-timer minutes | age-timer infinite]
Onucanne age-timer minutes: ykasblBaeT MHTepBan AMs HOBOro npobupoBaHus
napamMmeTpoB nocne obHapyxeHua MTU nytu. OuanasoH coctaBndget ot 10 go 30
MUHYT. 3Ha4yeHre No ymonyaHuio — 10 MUHYT.
age-timer infinite: nocne obHapyxenna MTU nytn npobupoBaHue He
peann3oBbliBaeTCs
Pexnm Pexunm rnobanbHon koHdurypauum
KOHdourypaumm
BcTpoeHHas PMTUD — aTo anroputm, onmcaHHbin B RFC1191, HanpaBneHHbI Ha
noackaska NnoBbILWeHne KoahULUMEHTA NCNOSb30BaHUS NoMoCkl NponyckaHud. Mpu

npumeHeHunn npotokona TCP k nakeTHon nepedade AaHHbIX 3Ta hyHKLMS
MOXeT cnocobCTBOBATL MOBLILLEHNIO NPON3BOANTENBHOCTM NEpeaayn.

Ecnn MSS, vcnonbdyemas Ons NOOKMIOYEHUS, MEHbLUe, YeM MOXeT
obpaboraTtb ogHopaHroBoe coeauHeHue, To MSS Gonblero pasmepa
OyaeT ucnonb3oBaTbCA KaKAbl pa3, Korga uctedeT BpemMsi TarmMepa.
Tanmep ycTapeBaHusi npencraBnsieT cobon BpPEMEHHOW MHTepBarn, B
TeyeHne kotoporo TCP ouenmBaetr MTU nytm ¢ nomowbio 6Gonee
kpynHon MSS. [lMpouecc obHapyxeHusi ocTaHaBnMBaeTcs, ecrnv nmbo
cuctema otnpaeBnsemon MSS umeeT TakoM ke pasmep, Kak
cornacoBaHHasi OAHOpPaHroBas ceTb, NMOO MNOnb3oBaTeNb OTKIOYUIT
Tanmep Ha MapLupyTmusatope. [ng oTKNioYeHNs TamMmepa ycTaHoOBUTE ero
Ha infinite
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10.4.1.6. NMpumep KoHdUrypaumm

BknroyeHune obHapyxeHusa MTU nytm

OTanbl Bkntounte PMTUD ansa coeanHeHusa TCP. BeiGepnte HacTporiku Taimepa
KOHcpurypauum BO3pacTa o yMosi4aHuio

QTECH# configure terminal

QTECH(config)# ip tcp path-mtu-discovery

QTECH(config)# end
MpoBepka 3anyctute komaHgy show tcp pmtu, 4tobbl otobpasuTts IPv4 TCP PMTU
KOHUrypauum

QTECH# show tcp pmtu
Number Local Address  Foreign Address PMTU
1 192.168.195.212.23 192.168.195.112.13560 1440

3anyctute komaHay show ipv6 tcp pmtu, 4tobbl otobpasnte IPv6 TCP
PMTU

QTECH# show ipvé tcp pmtu
Number Local Address  Foreign Address PMTU
1 1000::1:23 1000::2.13560 1440

10.4.2. O6HapyXeHune ucknrvyeHmsa coegnHeHmnsa TCP

10.4.2.1. Pe3ynbTaT KOH(pUrypaumum

MpoBepbTe, paboTaeT N O4HOPAHIOBbLIN y3eST HOPMaribHO.

10.4.2.2. 3Tanbl KOHUrypaumm

BknitoueHne TCP Keepalive

e  OnuuoHanbHo.

10.4.2.3. CBA3aHHbIe KOMaHAbI

BknitoueHne TCP Keepalive

KomaHga ip tcp keepalive [interval num1] [times num2] [idle-period num3]
Onuncanne interval numl: ykasbiBaeT WHTEpBan OTnNpaBkM nakeToB keepalive.
napameTpoB OwnanasoH coctaBngeT oT 1 00120 cekyHa. o ymonyaHuio: 75 cekyHa.

times num2: ykasblBaeT MakcumanbHOEe BpeMs OTNPaBKM MNaKETOB
keepalive. inanasoH coctasnset oT 1 go 10. No ymonyaHuio: 6.
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idle-period num3: ykasblBaeT BpeMd, Korga OOHOPAaHroBblA y3en He
OTNpasrseT NakeTbl Ha JOKanbHbLIA KOHeL, OHO cocTasnseT oT 60 go
1800 cekyHAa. 3HayeHue No ymonyanuio coctasnsaeTt 15 MuHyT

Pexum Pexwum rnobanbHon koHUrypaumm

KOHcpurypaumm

BcTpoeHHas Bbl moxeTe Bkntounte TCP keepalive, 4tobbl npoBepuTb, pabotaeT nm

noackaska OAHOPAHroBLIN y3en HopmanbHO. [aHHas dyHKUMSA BbIKNOYEHaA MO
YMOMYaHMIo.

Mpegnonoxum, 4To nosnb3oBaTenb BKNoYaeT yHKumio keepalive TCP ¢
HacTpoMkaMmn WHTEpBana, BpPeMeHun un nepuoga 6GesgencrTBus Mo
ymon4yaHuio. onb3oBaTesnib He MonyvYaeT NakeTbl OT APYroro KOHua B
TeyeHne 15 MUMHYT, a 3aTeM HayMHaeT OoTnpaBnATb nakeTbl Keepalive
Kaxkgble 75 cekyHn B TedeHue 6 pas. Ecnn nonb3oBaTenb He nony4vaet
naketoB TCP, coeanHeHne TCP cuutaetca HeakTUBHbIM W 3aTeM
3aKpblBaeTcsA

10.4.2.4. NMNpumep koHduUrypaumm

BknitoueHne TCP Keepalive

OTanbl KoHUrypaumm Bknounte dyHkumo keepalive TCP Ha ycTponctBe C
WHTepBanom interval n nepuogom 6eagencreusa idle-
period, ycTaHOBNEHHbIM Ha 3 MUHYTbl M 60 cekyHq
COOTBETCTBEHHO. Ecnu nocne 4eTbipex NomnbITOK OTrpaBKu
nakeToB keepalive nonb3oBaTenb He nony4vaet naketos TCP
C Apyroro koHua, coegnHeHue TCP cuntaeTcs HeakTUBHbLIM

QTECH# configure terminal

QTECH(config)# ip tcp keepalive interval 60 times 4
idleperiod 180

QTECH(config)# end

lMpoBepka KoHUrypawmm Monb3oBaTenb BXOOUT B CUCTEMY YCTpoMCTBa Yepes telnet,
a 3aTteM BbIKIOYAET foKanbHOEe YCTPOMCTBO. 3anycrturte
KomaHgy show tcp connect Ha yganeHHOM YCTPOWCTBE,
4YTOOLI NPOBEPUTL, KOorga OyaeT yganeHo coeanHeHne IPv4
TCP
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10.5. KoHTpoOnb cocToAAHUS

10.5.1. OToGpaxeHue

OnucaHue

KomaHpa

OT1obpakeHne OCHOBHOWM
MHdopmMaumm o
coeanHeHun IPv4 TCP

show tcp connect [local-ip a.b.c.d] [local-port num] [peer-ip
a.b.c.d] [peer-port num]

OT0bpaxeHne CTaTUCTUKN
coeanHeHus IPv4 TCP

show tcp connect statistics

OT1obpaxeHue MTU TCP
IPv4

show tcp pmtu [local-ip a.b.c.d] [local-port num] [peer-ip
a.b.c.d] [peer-port num]

OTtobpakeHune
nHpopmaumm o nopte TCP
IPv4

show tcp port [num]

OTtobpakeHne 0CHOBHOM
MHpopmaumm o
coeaguHeHun IPve TCP

show ipv6 tcp connect [local-ipv6 X:X:X:X::X] [local-port
num] [peer-ipv6 X:X:X:X::X] [peer-port num]

OTtobpaxeHne CTaTUCTUKM
coeanHeHus IPve TCP

show ipv6 tcp connect statistics

Otobpaxenne MTU TCP
IPv6

show ipv6 tcp pmtu [local-ipv6 X:X:X:X::X] [local-port num]
[peer-ipv6 X:X:X:X::X] [peer-port num]

OTtobpakeHune
nHdopmaumm o nopte TCP
IPv6

show ipv6 tcp port [num]

10.5.2. OTnapgka
NMPUMEMAHUE:

CUCTEMHbIE pEecypcCbl 3aHsATbl MPW BbIBOAE OTNAZOYHOM MHGOpMauuK.

MoaToMy, OTKIOYMTE OTNAAKY Cpasy MOCMe UCMOMb30BaHMS.

OnucaHue

KomaHpa

OTtobpaxaeT oTnagoyHyto
MHdopmaumio o
TCPnaketax IPv4

debug ip tcp packet [ in | out] [local-ip a.b.c.d] [peer-ip
a.b.c.d] [global | vrf vrf-name] [local-port num] [peer-port
num] [deeply]

OtobpaxaeT
MHdopMaLmo No oTnagke
coeguHenus IPv4 TCP

debug ip tcp transactions [local-ip a.b.c.d] [peer-ip a.b.c.d]
[local-port num] [peer-port num]
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OnucaHue KomaHaa

OTobpakaeT OTNagoyHyo debug ipv6 tcp packet [in | out] [local-ipv6 X:X:X:X::X] [peer-

nHpopmaumio o TCP- ipv6 X:X:X:X::X] [global | vrf vrf-name] [local-port num] [peer-
naketax IPv6 port num] [deeply]
OTtobpaxaeT debug ipv6 tcp transactions [local-ipv6 X:X:X:X::X] [peer-

WHdopMaLMIO MO OTnaake ipv6 X:X:X:X::X] [local-port num] [peer-port num]
coeauHenus IPve TCP
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11. HACTPOUKA NMPOTOKOIA IPV4/IPV6 REF
11.1. O630p

Ha ycTponcteax, KOTOpble He NOAAEepXKMBAOT anmnapaTHyl nepecbinky, nakeTbl |IPv4/IPv6
nepeckinakTca nporpaMmmHo. [ns ontummsaumMm Npou3BoanMTeENbHOCTM NepechIsiki Ha OCHOBEe
nporpammHoro obecneveHnsa, obopymoBaHne QTECH wucnonb3yeTr 3akcnpecc-nepechbisiky
IPv4/IPv6 ¢ nomoLubio doyHKumMoHana REF.

REF noppepxvBaet aBe Tabnuubl: Tabnuuy nepecbinkn u tabnuuy cmexHoctu. Tabnuua
nepecbifiku UCNoNb3yeTcsl ANA XpaHeHus MHdopmauun o MapupyTe. Tabnuua CMexHOCTH
ocHoBaHa Ha Tabnuue ARP n Tabnuue cocegen IPv6 1 cogepxmut nHopmauuio o nepesanucu
ypoBHA 2 (MAC) ansa crnepyrowlero nepexoaa.

REF wucnonbayetcsa Aons akTMBHOro paspelueHuss next hop-os n peanusaumm 6anaHcUpoBKK
Harpysku.

11.2. MNpumeHeHne

NMpumeHeHne OnucaHue
BanaHcmnpoBka Bo Bpemsi ceTeBow maplpytusauum, korga npedukc mapupyTa
Harpysku CBA3aH C HecKonbkuMu cregyrowmmn nepexogamn, REF moxet

peanu3oBaTb 06anaHCUpPOBKY  HarpyskM  Mexay  HECKOSbKUMM
cnegylowmmn nepexogamu

11.2.1. BanaHcupoBKa HarpysKku

11.2.1.1. CueHapun

Kak nokasaHo Ha PucyHke 67, npedwmkc maplipyta cBa3aH ¢ TpemMsa next hop-amu Ha
Mapwpytmnsatope A, a umeHHo: Link 1, Link 2 n Link 3. MNo ymonuanmio REF peanuayet
©anaHcMpoBKy Harpy3kum Ha ocHoBe IP-agpeca HasHadeHusi. BanaHcupoBKa Harpyskm MoXeT
ObITb peanu3oBaHa Takke Ha ocHoee IP-agpeca nctoyHuka n IP-agpeca HasHauyeHus.

PucyHok 11-1.
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A — 9TO MapLupyTMU3aTop, Ha KoTopoM BbinonHaeTca REF.
B, C n D — nepepgatoLme ycTponcTBaa.

11.2.1.2. OnucaHue

3anyctute REF Ha maplpyTusaTtope A.
11.3. KntouyeBble 0COOBEHHOCTHU

11.3.1. Ba3oBble KOHUenuMu

REF IPv4/IPv6 BKkntoyaeT cneaytoLlme OCHOBHbIE MOHATUS:
Tabnuua mappyTusauum

B Tabnuue mapwpytmsaumm IPv4/IPv6 cogepxatca MaplipyTbl K onpegeneHHbIM MecTam
Ha3Ha4yeHus u ceefeHus o Tononorun. Bo Bpems nepechiniku naketo REF IPv4/IPv6 BeibupaeT
nyTn Nnepegayn NnakeToB B COOTBETCTBUM C Tabnuuen MmapLipytusamm.

CocepnHum ysen

CocegHuin y3en coaepXuT MHGOPMaLMIO O BbIXOAHOM UHTepdence 0 MapLupyTU3NpyeMblxX
naketax, Hanpumep, Ccriegylowmin nepexoq, cregywowmnn obpabaTtbiBaeMbli KOMMNOHEHT U
MHKaNCynsAuMio Ha ypoBHe kaHana. Korga nakeT comocTaBfneH C COCeAHUMM Y3roM, MakeT
WHKancynupyeTcs M 3aTeM nepecbinaetcs. [Ana 3anpoca nm 0OHOBREHUS CMEXHYy Tabnuuy
Yy3MOB 4acTo OpraHu3ylT B XxewTtabnuuy. Ons noagepxku ©anaHCMpOBKM Harpysku npu
MapLupyTU3aLum nHcpopmaums o cnegyrowem nepexoge ynopsigodeHa B 3anucu 6anaHcnpoBKku
Harpysku. CocegHuin y3en He MOXeT coaepxaTb nHopmavnmio o next hop. OH MOXET cogepxaTtb
MHOEKCbl CrneayloLlmx KOMMOHEHTOB (HanpuMmep, ApyrMe HWHerHble KapTbl U KapTbl C
HECKONbKUMM CEPBUCHBIMW KapTami), koTopble byayT obpabaTbiBaThCs.

AKTUBHOe pa3pelueHue

REF nopgpepxumBaeT paspelueHue criegytowlero nepexoga. Ecnm MAC-agpec cnepytoLlero
nepexoga HeussecteH, REF 6ygeT akTMBHO paspewaTb cnegywowmi nepexoq. IPv4 REF
3anpalunBaeT paspelleHne cregytowero nepexoga ona mogynsa ARP, a IPv6e REF npumeHseT
ND-mofyrnb K paspeLueHuto.

MyTb nepeagpecauum naketToB

MakeTbl MepecbinaloTcsl Ha ocHoBe agpecoB IPv4/IPv6. Ecnn ykasaHbl agpeca IPv4/IPv6
NCTOYHMKA N HA3HAYeHWs1 NakeTa, onpeaensaeTca nyTb NEPEeCchISIkK 3TOro naketa.

11.3.2. MonnTnKN 6anaHCUpPOBKU Harpy3Ku

BanaHcuMpoBka Harpysku HacTpoeHa Ha pacnpeferieHMe Harpysku Tpaduka mexay
HECKOIbKMMW CETEBLIMM KaHanamu.

11.3.2.1. NMpuHUKMN paboTbl

Mo ymonyaHuto kOMMyTaToOp nogaepXuBaeT NONUTUKM GanaHCUMpPOBKW Harpy3km Ha OCHOBE
IP-agpecoB Ha3HayeHus. B mogenu REF npedukc maplipyTa cBasaH ¢ HeckonbkMn Next Hop,
ApYyrMmmn cnosamu, 3TO MapLipyT C HeCKOnbkMMK nyTamun. MapwpyTt 6ygeT cBasaH ¢ Tabnuvuen
GanaHcMpoBKM Harpy3kn n 6anaHCUPOBKOM Harpyskum Ha ocHoBe Beca. Ecnu naket IPv4/IPv6
COOTBETCTBYET 3anucn 6anaHCMpOBKM Harpy3kn, OCHOBAHHOW Ha CamMOM AfIMHHOM COBMageHun
npedukco, REF BbinonHseT pacyeT xawa Ha ocHoBe |IPv4/IPv6-agpeca nakeTa u BblbupaeT
nyTb ANSA NEePEeCbISIKM NakeTa.
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11.4. HacTtpouka

Mo ymonuaHuio KOMMYyTaTop noadepXkuBaeT GanaHCUPOBKY Harpysks Ha OCHOBE aapecoB
HasHadeHus. BbinonHuTe crnegytowme KOMaHabl Anst KOHTPOMS! COCTOSIHUS.

11.4.1. OTo6paxeHune ctaTucTukn naketoB REF

CraTtuctmnka REF-nakeToB BknoyaeT B cebsi KONMYECTBO nepecbliaeMblX NAKeToB N KOJIN4eCTBO
OT6pOLLIeHHbIX NnakeToB MNO pPa3HbiM MpPpUYNHAM. MoxxHo onpenennTb, 6y}J,yT N NaKkeThbl

nepecbinaTtbCAd B COOTBETCTBUN C

OXXngaHnAamMn, OT06pa3I/IB N OYNCTUB CTaTUCTUKY REF-nakeTosB.

KomaHpa

OnucaHue

show ip ref packet statistics

OTtobpaxaeT ctatucTuky naketos IPv4 REF

clear ip ref packet statistics

YpanseT ctatuctuky naketos IPv4 REF

show ipv6 ref packet statistics OTtobpaxaeT cTtatucTuky naketos IPv6 REF

clear ipv6 ref packet statistics

YpanseT ctatuctmky naketos IPv6 REF

11.4.2. OToGpaxeHne nHpopmMaLumum 0 CMeXHOCTHU

[ns otobpaxeHuns nHdopmauum

O CMEXHOCTU MOXXHO BbINOJTHUTb cheayruime KoMaHOobl:

KomaHaa OnucaHue

show ip ref adjacency [glean | local || OtobpaxaeT yaganeHHble  CMEXHOCTH,
ipaddress | {interface interface_type nokarnbHble CMEXHOCTH, CMEXXHOCTHU
interface_number ) | discard | statistics] yKasaHHoro IP-agpeca, CMEXHOCTW,

CBsi3aHHble C yKasaHHbIM MHTepdencom, n
BCe CMeXHble y3nbl B IPv4 REF

address | (interface

show ipv6 ref adjacency [glean | local | ipv6- | OTobpaxaeT ydaneHHble  CMEXHOCTW,

interface_type | nokanbHble CMEXHOCTU, CMEXHOCTU

interface_number) | discard | statistics] ykaszaHHoro agpeca |IPv6, cmexHocTy,

CBsi3aHHble C YKasaHHbIM MHTepcencom, n
BCe cMexHble y3nbl B IPv6 REF

11.4.3. OToGpaxeHune nHop

opmauumn 06 aKTUBHOM paspeLleHun

Ona otobpaxeHns Next Hop-oB, KoTopble HEOOXOAMMO paspeLlnTb, MOXHO BbINOMHUTL

cneaylowme KoMaHabl:

KomaHpa

OnucaHue

show ip ref resolve-list

OTo6GpaxeHne cneayroLlero nepexoga A paspeLleHms

show ipv6 ref resolve-list

OTobpaxenne Next Hop onsi paspeluenns
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11.4.4. OTo6paxeHue nHcpopmaumm o NyTu nepeagpecauum naketTos

MakeTbl NepecbinaldTcsd Ha ocHoBe agpecoB IPv4/IPv6. Ecnn ykasaHbl agpeca IPv4/IPv6
WUCTOYHUKA WU Ha3Ha4YeHus nakeTta, onpenensieTcs NyTb Nepechbiikn 3TOro naketa. BoinonHute
cnefylowme KOMaHObl W YKaxuTe agpeca MCTOYHMKaA W HasHadeHuna [Pv4/IPv6 nakeTa.
OTobpakaeTcsa NyTb NEPECHLINKN NakeTa, HanpumMep, nakeT oTbpackiBaeTcsl, OTNpPaBnAeTCcAa Ha
LM nnu nepecbinaetcs. Kpome Toro, otobpaxkaeTtcsi MHTepdEenc, KOTOPLIN NepechinaeT NakerT.

KomaHpa

OnucaHue

show ip ref exact-route [oob | vrf vrf_name]
source-ipaddress dest_ipaddress

OTobpaxaeT nyTb NepecbInk1 naketa. oob
yKasblBaeT BHEMOJIOCHYHO CETb yrpaBneHns

show ipv6 ref exact-route [oob | vrf vrf-name ]
src-ipv6-address dst-ipv6-address

OTtobpaxaeT nyTb Nnepechiiku naketa IPV6.
oob  ykasbiBaeT BHEMOSIOCHYKD  CeTb
ynpaBneHus

11.4.5. OTo6paxeHune nHpopmaumm o mapwpyrte B Tabnmue REF

Ona oTtobpaxeHus uHdpopmaumm o mapwpyte B Tabnuue REF BbinonHute crnegywouwme

KomMaHabl:

KomaHpa

OnucaHue

show ip ref route [vrf vif_name] [default | {ip
mask}| statistics]

OTobpaxeHne nHgpopmalmm o MapLupyTe B
Tabnuue REF IPv4. MapameTp default
yKa3blBaeT MapLUpyT Mo yMOMYaHuo

show ipv6 ref route [vrf vrf-name ] [
default | statistics | prefix/len ]

OTobpaxeHne nHpopmaLmm o MapLupyTe B
Tabnuue REF IPv6. MNapameTp default
yKa3biBaeT MapLUPyT MO YMOMYaHUIO

(@ arecy
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12. ObWUAA NTHPOPMALIUA

12.1. NapaHTKAa u cepBuc

Mpouenypa n HeobxoanMble OENCTBUSA MO BONpOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMopgaepxka» —> « apaHTUNHOE OBCAYKMBAHNE ».

O3HakoMnUTbCS C MHCpOpMaLMen No Bomnpocam TecTupoBaHus 060pyaoBaHMSA MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHne Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

12.2. TexHn4yeckasa nogaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpocax, Kacawwmxcsi Hawero obopyaoBaHusi, TO
MOXEeTe BOCMNOMb30BaTbCA pa3denomM TexHudeckon nopgdepxkm nonb3oBaTenen QTECH Ha
Hawem cante www.gtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

12.3. AneKTpoHHaA Bepcusa AOKYMEHTa
Hata nybnukauumn 16.04.2025

https://files.qtech.ru/upload/switchers/QSW-6910/QSW-
6910 _ip_address_app_config_guide.pdf
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