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HaCTpOVIKa ACL W

1. HACTPOMKA ACL
1.1. O630p

Cnmncok koHTpona goctyna (ACL) Takke HasblBaeTcs CNMCKOM ocTyna unn 6panamayapom. B
HEeKOTOpbIX JOKyMeHTax 3TO Aae HasbiBaeTcs dunbTpaumen naketoB. ACL onpegenset
npaeuna, onpegensawoowme, cnegyeT nv nepecbinate MnuM otbpackiBaTb NakeTbl LaHHbIX,
npubbiBatoLLme Ha NHTEpPdENC ceTun.

ACL knaccucmumpytoTes no yHKUMAM Ha ABa Tuna:

e  Security ACL: ncnonb3yoTcs Ans ynpasrneHns NoTokamu AaHHbIX, KOTOPbIM pa3peLleHo
NpoOXoanTb Yepe3 CETEBOE YCTPOWCTBO.

o ACL kayecTtBa obcnyxmBaHna (Q0S): ncnonbayroTes Ang knaccudmkaumm n oépadoTku
NOTOKOB AAaHHbIX MO NPUOPUTETY.

ACL HaCcTpamBarTCA NO MHOTMM MNMpU4NHaM. K 0CHOBHbIM npny4nHam OTHOCATCA:

o KoHTponb goctyna Kk cetn: anga obecneveHnsa ceteBor 6e30nacHOCTU onpenenstoTcs
npasuna, orpaHWyMBalolmMe [OOCTyn MnoNb3oBaTenen K HEKOTOpbIM  cryxbam
(Hanpumep, paspeleH goctyn Tonbko K WWW un cnykGam 3neKTPpOHHOM MOuThbI, a
[ocTyn K gpyrum crniykbam, Takum kak Telnet, 3anpelleH) nnn nonb3oBatenen ans
Joctyna k crnyxbam B ykasaHHbIA Nepuog BPEMEHWU, UMK pas3pelumTb OOCTYM K ceTu
TOJIbKO onpeaeneHHbIM XOCTaM.

e Qo0S: ACL Q0S uncnonb3aytoTcs na npenMyLLLeCTBEHHOM Knaccndumkaumm n obpaboTku
Ba)XHbIX MOTOKOB AaHHbIX. [lononHuTenbHble cBeaeHust 06 ncnons3oeaHnm ACL QoS
cM. B Hactporika QOS.

1.2. MpunoxeHusn

MpunoxeHue OnucaHue

KoHTposib _gocTtyna B | B kopnopaTtMBHOM ceTW MNpaBa AOCTyna K CeTUM KaXKAoro otaena,
KOprnopaTMBHOW CeTU Hanpumep, npaBa AdOCTyna K CepBepaM W paspelleHust Ha
ncnonb3oBaHue cpeacTs obLeHus (Takmx kak QQ 1 MSN), OOMmKHbI
KOHTPOSNIMPOBATLCHA B COOTBETCTBMM C TpeboBaHMsIMU

1.2.1. KoHTponb AocTyna B KOpNnopaTUBHOWN CeTU

1.2.1.1. CueHapum

NHTepHeT-BMPYCbl MOXXHO HanTK noBctoay. MNoaTomy Heob6xoaMmo 6noknpoBaTh NOPThI, KOTOPLIE
4YacTo MCMonb3ylTCA BMpycamu, Ans obecneyeHus 6Ge30nacHOCTM CeTu NpeanpusaTUs
cnegyowmm obpasom:

e PaspelwnTb OCTYN K cepBepy TOMbKO BHYTPEHHUM (K.

e 3anpetuTb KoMmmMbloTepam HedUHaAHCOBOrO oOTAena [JAOCTyn K KoMMbloTepam
hMHaHCOBOrO oTAena u 3anpeTuTb KOMMbOTEPAM HeuccriefoBaTenbCKUX OTAENoB
[AOCTYN K KOMMNbOTEPAM OTAENa UCCNEeA0oBaHNIA U pa3paboTok.

e 3anpetuTb COTPyAHMKaM OTAena wuccrnegoBaHni U pas3paboTok  MCMONb30BaTb
cpeacTea vata (Takue kak ICQ n Skype) B pabouee Bpemsi ¢ 09:00 go 18:00.
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PykoBoacTBo no HacTtpowke cepus QSW-7600

HacTpofica ACL

WHTeprer

MapLupyTtmsarop
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FTP-cepsep

192.168.4.100 G2/1:192.168.5.1

G2/48 KommyTatop A
L] : =

(="
SV16:192.168.4.2 G2/2

Cnown agpa

CepBep AaHHbIX

TpaHk
o 3apnnaram

SVI4:192.168.4.1
Gor24 KommyTatop B Cnow arperayumn

192.168.4.101

G0/22
SVI2:192.168.1.100

G0/23 SV15:192.168.3.100

SVI3:192{168.2.100

Cnown goctyna

8VI1:192.168.1.1 7 Toank |Fo/a
KommyTatop C | 2
FO/1

SVI1:192.168.3.1

o)
=

]

19216813 192.1682.3

KoHcTpykTOpCKuii oTaen "~ +--0000.0000.0002
PUHAHCOBLIN OTAEN

192.168.2.2

192.168.1.2
- 0000.0000.0001

OT1aen MapkeTuHra

PucyHok 1-1.

KommyTtatop C Ha ypoBHe goctyna: nogkrnodeH K [NK kaxgoro otaena n Kk kommytatopy B Ha
YPOBHe arperauuun 4yepes rurabutHoe ONTOBOMOKHO (PEXUM TpaHkKa).

Kommytatop B Ha ypoBHe arperaummn: Heckomnbko BUpTYyarnbHbIX nokanbHbix ceten (VLAN)
pasgenerbl. OgHa VLAN onpegeneHa ans ogHoro otgena. 3t VLAN nogkmoyeHbl K
KommyTaTopy A Ha ypoBHe fapa yepe3 10-rmrabmutHoe ONTOBOMOKHO (PEXUM TpaHKa).

KommyTaTop A Ha ypoBHe siapa: OH NOAKIIOYEH K Pa3nnyHbIM cepBepaM, Takum kak cepsep File
Transfer Protocol (FTP) n cepep Hypertext Transfer Protocol (HTTP), a Takke Kk VIHTepHeTy
Yyepes GpaHamayapbl.
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PykoBoacTeo no Hactponke cepus QSW-7600

HaCTpOVIKa ACL W

1.2.1.2. Pa3BepTbiBaHue

e Hactponte pacwmpeHHbin ACL Ha nopT G2/1 ansa dunbTpauum NaketoB AaHHbIX, TEM
caMblM 3aWUTUB CeTb OT BUPYCOB. OTOT MOPT PacnofioXeH Ha ycTponctee 6a3oBoro
YPOBHSA (KOMMyTaTOp A) 1 UCNonb3yeTcs ANa nogknioyeHns kommyTtartopa A K uplink-
nopty G2/1 maplpyTtumsaTopa.

e PaspewmTte [ocTyn K cepBepaMm TOMbKO BHyTpeHHuM [1K n 3anpetute poctyn K
cepsepam BHewHUM (K. OnpegenuTe n npMeHnUTe paclUMpeHHbIE CNUCKA yNpaBneHus
poctynom (ACL) IP k G2/2 wnn BupTyanbHomy uHTepdency kommyTtatopa (SVI) 2,
KOTOPbIA UCNONb3yeTcs ANs MOAKMIYEHUS KomMyTaTopa A K YCTPOMUCTBY UMK cepBepy
YPOBHS arperauuu.

e 3anpetuTe B3aWMHbLIA OOCTYN MeXOy YKkasaHHblMu oTgenamu. Onpegenute u
NPUMEHNTE paclMpeHHbIE CNUCKU KOoHTpons pgoctyna IP Ha GO0/22 wn GO0/23
KommyTaTopa B.

e Hactponte n npumennte pacwupeHHble IP ACL Ha ocHoBe BpemMeHu Ha SVI 2
KommyTaTopa B, 4Tobbl 3anpeTuTb OTAENY UccrefoBaHun 1 paspaboTok NCNoSb3oBaTh
cpencTtea vata (Takue Kak ICQ u Skype) B Te4eHne onpedeneHHoro nepmoaa BpeMeHM.

1.3. dyHKUUMN
1.3.1. OCHOBHbIe NOHATUA

1.3.1.1. ACL
ACL BkntoyatoT 6a3oBbie ACL n aunamunyeckune ACL.

Mpn HeobxooumMocTn Bbl MOXeTe BblbpaTh GasoBble unu guHamundeckne ACL. Kak npasuro,
6asoBble cnnckn ACL moryT cooTBeTcTBOBaTh TpeboBaHnsam 6eszonacHoctn. OgHako OnbITHbIE
XaKepbl MOFyT UCMONb30BaTb ONpeaerieHHoe nporpaMMHoe obecneyeHne ans gocTyna K ceTu.c
nomowbio  noameHbl IP-agpeca. Ecnn  ucnonb3ytotca  guHamundeckme  cnmckn  ACL,
nonb3oBatenam npegnaraetcsa nNponTn wuaeHTUpUkaumio nepeg AOCTYNOM K CETU, 4TO
npegoTBpaLLaeT BTOPXKEHWE XakKepoB B CeTb. Takmm ob6pasom, Bbl MOXETE WUCMONb3oBaTb
anHammyeckme ACL B HeKoTOpbIX BaXHbIX 06nactax, 4ToObl rapaHTUMpoBaTb CETEBYHO
©e3onacHoCTb.

NMPUMEMYMAHUE: nogomeHa IP-agpeca — HeoTbemnemasi npobnema Bcex ACL-cnuckos,
BkMovasa anHammyeckne ACL-cnucku. Xakepbl MOryT Mcnonb3oBaTb nogaenvHble |P-agpeca
OnNs JOCTyna K CeTM B TeYeHMe CpoKa AENCTBUSA ayTEHTUMDUUMPOBAHHBLIX MAEHTUMKATOPOB
none3oBartenen. [Ons peweHus aTton npobrnembl AOCTynHbl ABa MeToga. OAMH U3 HUX —
YCTaHOBUTb MEHbLLEE BPEMS MPOCTOsI A4OCTYNa Nonb30BaTesNsl, YTO YCIOXHAET NPOHUKHOBEHUE
B ceTn. [pyron — wundpoBaHMe ceTeBbiX OaHHbIX C MCMONb30BaHMeM mnpoTtokona IPSec,
KOTOpbIV rapaHTUPYET, YTO BCE AaHHble OyayT 3awmdpoBaHbl MpY NOCTYMMEHNN HA YCTPOWCTBO.

ACL o6bl4HO HacTpamBalTCA Ha CneayLnx CETEBbIX YCTPONCTBAX:
e YCTpOWCTBa MeXay BHYTPEHHEN CETbIO M BHELLHEN CeTbio (Hanpumep, VIHTepHeT).
e  YCTpOWCTBa Ha rpaHuue 4ByX CErMEHTOB CETU.

e YCTpoKcTBa, NOAKMOYEHHbIE K KOHTPOMIMPYEMbIM NOPTaM.

YT1BepxaeHus ACL OOMKHbI BbIMOMHATLCHA B CTPOrOM COOTBETCTBUM C UX NOCIeA0BaTeNbHOCTLIO
B ACL. CpaBHeHMe Ha4mMHaeTcs ¢ NepBoro yTeepxaeHns. Kak Tonbko 3arofioBOK Naketa gaHHbIX
coBnagaet c yTeepxaeHnem B ACL, nocnegyrlowme yTBepXaeHusi UrHopupyTcsa u 6onblue He
npoBepAlTCS.
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1.3.1.2. ACL BBoga/BbiBOAA, WAGNOH Nona dunbTpauum 1 npasuna

Mpn nonyyeHun naketa Ha WHTepdence yCTPOMCTBO MPOBEPSieT, COOTBETCTBYET MM NakeT
kakon-nnbo 3anuncu ynpaeneHns goctynom (ACE) Bo BxogHom ACL atoro uHtepdpenca. lMNepea
OTNpaBKOW MakeTa 4Yepe3 UHTepdenc YCTPOMCTBO MNPOBEPSIET, COOTBETCTBYET NM nakeT
kakomy-nmbo ACE B BbixogHom ACL aToro nHtepdelica.

Korga onpegeneHbl pasHble npasuna punbTpaumm, BCe K TONbKO HEKOTOPbLIE NpaBuia MoryT
NpUMeHsITbCA oaHoBpeMeHHO. Ecnn nakeT cootBeTcTBYeT ACE, aTOT nakeT obpabaTtbiBaeTcs B
COOTBETCTBMM C NOMUTUKON 4ENCTBUI (paspeLumnTb Unu 3anpeTnuTtb), onpeaeneHHon B atom ACE.
ACE B ACL ugeHTMdbmumpytoT nakeTol Ethernet Ha ocHoBe cnefylowwmx nonen B nakeTtax
Ethernet:

Mons ypoBHs 2 (L2):

e  48-6uTtHbIn MAC-agpec uctovHuka (cogepxawmin Bce 48 6uT).
e  48-6uTtHbIn MAC-agpec Ha3HayeHus (cogepxalwimmn sce 48 6uT).
e 16-6utHOe none Tuna L2.

e [longa yposHs 3 (L3).

o [lone ncxogHoro IP-agpeca (MOXHO ykaszaTb BCe 3Ha4YeHus ncxogHoro IP-agpeca unu
MOXHO UCNoNb30oBaTb NOACETb ANS onpeaeneHnst Tuna NoTOKOB AaHHbIX).

o [lone IP-agpeca HasHayeHnsa (MOXHO yKasaTb BCe 3HauveHus IP-agpeca HasHa4vyeHus
NN MOXXHO MCNONb30BaTb NOACETL A5t ONpeAeneHns Tuna NOTOKOB AaHHbIX).

e [lone Tuna npoTtokona.
e [longa yposHs 4 (L4).

e  YKasblBaeTCsl UCXOOHbIN UK KoHeuYHbIn nopT TCP, nubo ob6a, nubo ykasaH guanasoH
NCXOAHOro U KOHEeYHOro nopTa.

e YkasbiBaeTcs nmbo mcxogHein nopt UDP, nubo nopT HasHauyeHus, nubo oba, nnbo
yKasaH guanasoH MCXOL4HOro Ui KOHEYHOro nopTa.

Monsa dunbTpaumm OTHOCATCA K MOMNAM B NakeTax, KOTOpble MOXHO WCMonb30BaTh Ans
naeHTMdurKauumn unu knaccudmkaumm nakeTos npu cosgadum ACE. LLa6bnoH nonsa dpunetpaumn
npegcraeBnseT cobon komOMHaumio 3Tux nonen. Hanpumep, npu co3gaHum ACE nakeThbl
MAEHTUDULMPYIOTCA U KNnacCUUUMPYOTCS Ha OcHoBe nons IP-agpeca HasHayeHust B KaXaom
nakete; npu co3gaHun gpyroro ACE nakeTbl MaeHTUUUUPYIOTCA N KnaccuguumnpyroTcs Ha
OCHOBe nons ucxogHoro IP-agpeca n nons ncxogHoro nopta UDP B kaxagom nakete. [1Ba ACE
NCMonb3yT pasHble WabnoHbl Nonen unsTpauun.

lMpaBnna OTHOCATCA K 3Ha4yeHusM nonen B wabnoHe nons dunbtpaumm ACE. Hanpumep,
cogepxumoe ACE Bbirmsgnt crneaytowmm obpasom:

permit tcp host 192.168.12.2 any eq telnet

B sTom ACE wabnoH nons dpunbTpaummn npeacraensaet cobor KomOmMHaumo crnegyowmx nonen:
none wucxogHoro IP-agpeca, nosie IP-npoTokona W nore nopta HasHadeHna TCP.
CooTBeTcTBYIOWME 3HAYEHUS (NpaBuna) cnegyowme: ncxogHoin IP-agpec = Host 192.168.12.2;
IP-npoTtokon = TCP; lNopT Ha3HaveHnst TCP = Telnet.
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| IP-npotokon: = TCP F
| WexogHen IP-agpec: = host 192.168.12.2 |~
| Mopr TCP: = eq telnet H

v :
| nencteme: = permit

PucyHok 1-2. AHann3 ACE: permit tcp host 192.168.12.2 any eq telnet

NMPUMEYAHUA:

WabnoH nona dunbTpaumm MoXeT OblTb komMOGuHaumen nonen L3 wn L4 wnm
KOMBUHaumen Heckonbknx nonen L2. OpHako wabnoH nona dunbTpaunm
cTaHgapTHOro mnu pacwmnpeHHoro ACL He moxeT BbITb koMBuHaumen nonen L2 n L3,
KomOunHaumen nonen L2 u L4 wnn kombuHauwen nonen L2, L3 n L4. Y100bI
ncnonb3oBaTb kKoMOmHaumo nonen L2, L3 n L4, Bbl MOXeTe NCNOSMb30BaTh 3KCMNEPTHbIE
ACL.

SVI, cBasaHHbIM co cnmckamm ACL B wmcxogsdwem HanpasrneHuwn, nogaepxmsaeT
ctaHgapTHbl IP, pacwupeHHbin IP, pacwupeHHbin MAC n akcnepTHbin ACL. Ecnn
pacwumpeHHbin MAC nnun akcnepTHbli ACL HacTpoeHbl Ha cooTBeTcTBUE MAC-agpecy
Ha3Ha4YeHWs N NPUMEHSIETCS K ucxogswwemy HanpasneHun SVI, cooteetcraytowmn ACE
MOXHO HacCTPOWUTb, HO OH He BCTYNWUT B cuny. Ecnn HacTpoeH paclmpeHHsin [P nnu
akcnepTHbI ACL cooTtBeTcTBYeT IP-agpecy HasHayeHus:, HO IP-agpec Ha3HaveHus1 He
BXOAMWT B AnanasoH IP-agpecos nogcetn cBasaHHoro SVI, HacTpoeHHbIn ACL He moxeT
BCTYNUTb B cuny. Hanpumep, npegnonoxmm, yto agpec VLAN 1 — 192.168.64.1
255.255.255.0, cosgaH pacwupeHHbin IP-cnucok ACL, n ACE — deny udp any
192.168.65.1 0.0.0.255 eq 255. Ecnn stor ACL npumeHsieTca K ucxogswemy
nHtepcdency VLAN 1, ACL He MoXeT BCTynuTb B cuny, nockonbky IP-agpec
Ha3Ha4eHus He HaxoguTca B IP-agpece nogcetn ananasoH VLAN 1. Ecnu ACE nveet
3HayeHue deny udp any 192.168.64.1 0.0.0.255 eq 255, ACL MoxeT BCTYynuUTb B CUIY,
nockonbky |P-agpec HasHayeHust HaxoguTcs B AumanasoHe |P-agpecoB noacetu
VLAN 1.

Ha kommyTtaTtope, ecnn ACL NpUMEHSI0TCA K UCXO4SLLEMY HanpaBneHuto on3ndeckoro
nopta unu arpernposaHHoro nopta (AP), ACL MoryT punbTpoBaTb TOMbKO XOPOLLUO
N3BECTHblE NakeTbl (04HOaAPECHbBIE UM MHOroaApecHbIe NAaKeTbl), HO HE HEM3BECTHbIE
ofiHoaApecHble NakeTbl. TO eCTb AN HEN3BECTHbBIX UMW LUMPOKOBELLATENbHbLIX NakeToB
ACL, HacTpoeHHbIE B UCXOASLLEM HanpasneHnn nopTa, He AENCTBYIOT.

Ha kommyTaTtope, ecnu BxogHon ACL n DOT1X, rmobanbHas npuesaska IP+MAC, port
security n IP source guard aBndalTCca o6WMMKM ONA BCEX MOPTOB, paspeluarlme u
3anpewatowwme no ymondaHuio ACE He BCTynaloT B cuny, HO Apyrve sanpeljaroime
ACE Bsctynatot B cuny.

Ha kommyTaTtope, ecnu BxogHor ACL 1 Q0S coBMECTHO UCMONb3YIOTCA, paspeLuaroLlne
ACE He BcTynawT B cuny, BCTynawt B cuny gpyrue 3anpewawouwme ACE, a
3anpewatowme ACE no ymornyaHuio BCTynaeT B Curly rnocre BCTyrnreHd B cuny QoS
ACE.

@

13

QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-7600

HaCTpOVIKa ACL W

e Ha kommyTatope Bbl MOXeTe 3anycTUTb KOMaHAy norgos-security compatible,
Nno3BoNsAOLWYD  paspelwatowmm u  3anpewarowmm ACE  BcTynaTb B cuny
oaHoBpeMeHHO, koraa BxoaHon ACL n DOT1X Ha ocHoBe nopTa, rmobanbHas npmesiska
IP + MAC, port security u IP source guard ncnonb3yoTcst COBMECTHO.

e Ecnu ACE pob6aensitotca B ACL, a 3atrem komMyTatop nepesanyckaetca nocne
npumeHeHns ACL k Bxogswemy HanpasneHumto Heckonbkux SVI, ACL moxeT He
HaCTPOUTLCS Ha HeKoTopbIX SVI U3-3a orpaHNMYeHHON annapaTHOM EMKOCTH.

o Ecnu akcnepTHbIn ACL-CNUCOK HACTPOEH M NPUMEHSAETCS K MCXOOSLLEMY HanpasneHuto
UHTepdenca, a Hekotopble ACE B atom ACL-cnvcke cogepxaT WHdopMauuio o
cooTBeTCcTBMM L3 (Hanpumep, IP-agpec n nopt L4), non-IP-nakeTkbl, OTNpaBnsemMble Ha
YCTPOMUCTBO C 3TOr0 WHTEepdperica, He MOryT YynpaBndaTcd paspeLllarwmmmn  un
s3anpewatowmmmn ACE B atom ACL.

e Ecnu ACE ACL (IP ACL wnu aKkcnepTHbIM pacwupeHHbin ACL) HacTpoeHbl Ha
COOTBETCTBME MNOMSAM, OTNIMYHBIX OT L2 (Takmm kak SIP n DIP), ACL He OencTByeT Ha
TermpoBaHHble nakeTbl MPLS.

Utobbl nonb3oBatenyu MOrnM nydwle udydaTtb Tekyuwlee coctosiHue ACL Ha ycTponcTBe, Bbl
MOXeTe onpeaennTb, cneayeT Ny ykasbiBaTb NapamMeTp BegeHus xypHana ACL kak Tpebyembin
npu gobaeneHmn ACE. Ecnu ykasaH 3TOT napameTp, XXypHanbl BbIBOAATCS Npu oBHapyXeHun
naketoB, cooTtBeTcTBYOWMNX ACE. XypHanbl ACL oTtobpaxatoTcss Ha ocHoBe ACE. To ectb
YCTPOWCTBO nepuoanyeckm otobpaxaet 3anmcn ACE C coBnaslUMMW NakeTamMym N KONMYECTBO
COBMaBLIMX NakeToB. [pumMep XypHana BbIrMaguT cregyowmm obpasom:

*Sep 9 16:23:06: %ACL-6-MATCH: ACL 100 ACE 10 permit icmp any any, match 78
packets.

YTOObl KOHTPONMMPOBATL KONIMYECTBO XXYPHANoB W 4YacToTy BbiIBOAA, Bbl MOXeTe HaCTPOUTb
WHTepBan obHOBMEHUs XXypHana cooTBeTcTBeHHO ans ACL IPv4 n ACL IPv6.

NMPUMEYAHUA:

o ACE, cogepxawunh napameTp BedeHus >xypHana ACL, noTtpebnser ©Gonblie
annapaTHbIX pecypcoB. Ecnn Bce HacTpoeHHble ACE copepxaT 3TOT napameTp,
emkocTb ACE ycTponcTBa ByaeT yMeHblLUeHa BOBOE.

e [lo ymonuyaHuio uWHTepBan OOGHOBMEHMS XypHana paBeH 0, TO eCTb XypHamn He
BbIBOAMTCS. [Nocne ykasaHus napameTpa BeaeHus xxypHana ACL B ACE Heobxoanmo
HaCTPOUTb MHTepBar O6HOBNEHNS XypHana Ans BbIBOAA COOTBETCTBYIOLLMX XXYPHAIIOB.

o [Inga 3anucu ACE, cogepxallen napameTp BegeHus xxypHana ACL, ecrnv 3a ykasaHHbIN
MHTepBan He HangeHo HM OQHOro NakeTa, XXypHasi ConocTaBfiEHNsI NaKeToB, CBSA3aHHbIN
c aton 3anucbto ACE, BbiBOAUTBCA He OygeT. Ecnn coBnagawowme naketbl OyayT
HandeHbl B yKazaHHOM UHTepBare, XypHarbl CONoCTaBfeHnst NakeToB, OTHOCALLMECS K
atomy ACE, OyayT BbiBEOEHbI MO UCTEYeHUN nHTepBana. Konvyecteo coBnagaromx
naketoB — 3T0 obulee KONMMYeCcTBO MNakeToB, cooTBeTcTByOWMX ACE B TeueHue
3aJaHHOro MHTEepBana, TO eCTb nepuvoga OT npedblayliero BbiBOAa XXypHana no
TEKyLEero BbiBoAaA XypHana.

e Tonbko KOMMYyTaTOpPbl NoAAePXNBaOT OYHKUNIO BeaeHus xypHana ACL.

1.3.1.3. CyeTuyuKun conocrtaBneHus naketos ACL

[ns peanusaumn ynpaerneHnst CETbIO MONb3oBaTeENSM MOXeET NOTpeboBaTbCs Y3HaTb, ECTb NN Y
ACE «kakvne-nmbo coenagawowme naketbl U CKONMbKo nakeToB coBnano. ACL npegocTaBnsoT
CYETYUKM COOTBETCTBUS MakeToB Ha ocHoBe ACE. Bbl MoXxeTe BKMOYUTb UM OTKIIHOYUTb
CYETUMKM conocTaBneHus naketos ans Bcex ACE B ACL, koTopbii MoxeT 6biTh IP ACL, MAC
ACL, akcnepTHbim ACL unmu IPv6 ACL. Kpome TOro, Bbl MOXeTe 3anyCcTuTb KOMaHay clear
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counters access-list [ acl-id | acl-name ] ans cbpoca cuyeTtumkoB ACL ans HoBOro aTtana

CTaTUCTUKN.
NMPUMEYAHUA:

e [Ins BkntoveHusi cdeTumkoB ACL TpebyeTcst Gonblie annapaTHbIX 3anvceit. B kpaiiHem
criyqyae 3TO cokpaTuT BaBoe konunyectBo ACE, KOTOpble MOXHO HAcTpOUTb Ha

YCTPOWCTBE.

L] Tonbko KOMMYTaTopbl NOAAOEPXNBAKOT CHETHMKU COMOCTaBNEHUA NakeToB ACL.

1.4. O630p
Ocob6eHHOoCTb OnucaHue
IP ACL KoHTponupyinTe Bxogswme nnm mcxogsawue naketol IPv4 ycTponctea

Ha ocHoBe MHbopmauun L3 nnu L4 B 3aronoske naketa IPv4

PaclumpenHsin  ACL
MAC-agpecoB

KoHTponupynTe BxogsaLwme unm ncxogsuime naketol L2 ycTponcTea Ha
OCHOBe MHdopmauun L2 B 3aronoeke naketa Ethernet

OKCNEePTHbIN
pacwumpeHHbin ACL

O6bveanHute IP ACL u pacwupeHHbin ACL MAC B 9KcnepTHbIN
pacwupeHHbin  ACL, KOTOpbIA KOHTponupyeT (paspelsaetr wunm
3anpelaeT) BXogslWMEe MM UCXOAsWwMe nakeTbl YCTPOMCTBA,
NCcNonb3ys O4HO U TO Xe NpaBuIio Ha OCHOBe MHdopmauumm L2, L3 n L4
B 3arosioBke naketa

IPv6 ACL KoHTponupynTe Bxogswme nnm mcxogawme naketol IPv6 ycTponctea
Ha ocHoBe MHdopMaumn L3 nnu L4 B 3aronoske naketa IPv6

ACL80 HacTtponTe coBnagatowime nond n Macky Ansa cueHapues, B KOTOPbIX
PUKCUpOBaHHbIE  coBMNagaroLme nons He  COOTBETCTBYIOT
TpeboBaHMsIM

[MepeHanpaBneHue lMepeHanpaBuTb BXxOAsLIME MaKeTbl YCTPOMCTBA, COOTBETCTBYHOLIME

ACL ACE, Ha ykasaHHbIA NcXogawmm nHTepdenc

[(noGanbHbIN
Security ACL

Cpenante Tak, ytobbl ACL gencreoBan BO BXOASLLIEM HanpaBneHUn
BCex uHTepencos BMecTo npumeHeHna ACL K KaxxgomMmy MHTepgency

KaHan Paspewntb naketam o06x0oauMTb MPOBEPKY MPUITOXEHUA KOHTpPONS

©e3onacHocTH poctyna, TakMmx kak DOT1X wu BeG-ayTeHTudpmkauma, ans
yOoBneTBopeHns TpeboBaHnin HEKOTOPbIX OCOBbLIX CLeHapueB

ACL Paspewntb nonb3osatenam B ogHon VLAN obuiatbcsa gpyr ¢ 4pyrom

MapLupyTmMsaTopa

Svi
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Ocob6eHHOCTb OnucaHue

BegeHve xypHana | BeiBoguTb XypHanbl conocTtaBneHna naketoB ACL C 3agaHHbIM
ACL WHTEpPBANoOM B COOTBETCTBUM C TpeboBaHuamK. XKypHanbl nomoratoT
nonb3oBaTensM Yy3HaTb pes3ynbTaT COMOCTaBMEHUS MakeToB C
ykasaHHbIM ACE

1.4.1. IP ACL

IP ACL peanusyeT yCOBEpLUEHCTBOBAHHbIA KOHTPOMNb BXOASALLMX U ucxogawmnx IPv4-nakeTtos
yCTPOMCTBa. Bbl MOXeTE paspeLlunTb Unu 3anpeTuTb BBOA onpeneneHHbIX naketos IPv4 B ceTb
B COOTBETCTBMM C (hakTudecknmm TpeboBaHmsaMn 4ns ynpaBneHus goctynom IP-nonb3oBartenemn
K ceTeBbIM pecypcam.

1.4.1.1. NMpuHUKUN paboTbl

Onpepgenute pag npasun IP-goctyna B IP ACL, a 3atem npumenuTte IP ACL BO BxoasaLem nnm
nucxogsdwem  HanpaeneHun uHTepdpenca wnuM  rnobanbHO.  YCTPOUCTBO  MpoBepseT,
COOTBETCTBYIOT NN BXOsLWME UM mcxogswme naketbl IPv4 npaBunam, M COOTBETCTBEHHO
nepecninaeT unm 6noknpyeT 3T NakeTbl.

YT106bI HacTponTb IP ACL, Heo6x0anMOo ykasaTb yHUKanbHoe uMms nnn ngeHtndukatop ana ACL
npoToKona, 4Todbl MPOTOKON MOI OAHO3HAYHO naeHTunumposaTth kaxabin ACL. B crneaytowlen
Tabnuue nepedncrieHbl NPOTOKOfbI, KOTOPble MOryT WCNOMb30BaTb WAEHTUMKATOPLI Ans
naeHTudpukaumm ACL, n gnanasoH naeHTupnkaTopos.

MpoTokon Ovana3oH ngeHTudmkaTopos
CrangapTtHbin IP 1-99, 1300-1999
PacwuunpeHHbin IP 100-199, 2000—-2699

Bbasosble cnnckn ACL BkntovaroT ctaHgapTHble IP ACL u pacwmpenHbie I[P ACL. CtaHgapTHble
npasuna, onpeaeneHHole B ACL, cogepxat cnegyiowime coBnagatoLime nons:

e ucxogHeln IP-agpec;

e IP-agpec nony4vatens;

e Howmep IP-npoTokona;

e unaeHTMdmkaTop ncxogHoro nopta L4 nnu tmn ICMP;

e unaeHTMdmKaTop nopTa HasHavyeHus L4 unm kog ICMP.

CrangaptHb IP ACL (ouanasoH mageHtudmkatopos: 1-99, 1300-1999) mucnonb3yetca ans
nepecbinkn nnv 6110KMPOBKM NAKeTOB HA OCHOBE MCXOAHOro IP-agpeca, Toraa kak pacluMpeHHbIN
IP ACL (amanasoH ngeHtndpukatopon: 100—-199, 2000—-2699) ncnonb3yeTcs A4S NEPECHINKA NN
GrIOKMPOBKN NakeTOB HA OCHOBE KOMOWHAaLMK NpeablayLnx coBnagaroLwmx nonen.

Ona otgenbHoro ACL MOXHO MCMoONb3oBaTb HECKONbKO He3aBuUcMMbIX npasun ACL ang
onpegeneHnsa HeckomnbkMx Npasun. Bce npaBuna ccbinatoTca Ha OAUH U TOT XKe naeHTudukaTop
U UMK, NO3TOMY 3TU ONepaTopbl CBA3aHbl 0 aHUM U Tem xe ACL. OgHako 6onbLuee Konmy4ecTBo
npasuS1 03Ha4YaeT, YTO CTAHOBUTCA BCe TpyaHee untaTb 1 noHnmatb ACL.

NMPUMEYAHMUE: nns npoaykTtoB mapLupyTu3auum none conoctasnenuns koga ICMP B npasune
ACL He penctByeT ans naketos ICPM, tun ICPM kotopbix paBeH 3. Ecnm kog ICPM gns
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conoctaensaembix naketos ICMP HacTpoeH B npasune ACL, pesynbTtaT conoctasneHns ACL ans
Bxogsawmx naketoB ICMP yctponctea, y kotoporo Tun ICPM 3, moxeT otnunyaTtbcs OT
oXungaemoro pesynbsraTta.

1.4.1.2. CKpbiTO€E npaBusio «3anpeTutb BeCb Tpaduk»

B «koHue kaxporo IP ACL HaxoguTCa CKpbITOe npaBuio «3anpeTuTb Becb Tpadumky.
CnepoBatenbHO, ecny NakeT He COOTBETCTBYET KakoMy-nmbo npasuny, naket OyaeT OTKIOHEH.

Hanpuwmep:
access-list 1 permit host 192.168.4.12

OT1oT ACL paspeliaeT TOMbKO MakeTbl, OTNPaBNEHHbIE C XOCTa-UCTOYHMKA 192.168.4.12, un
3anpeLaeT nakeTbl, OTNPaBfieHHbIE CO BCEX APYIMX XOCTOB. OTO CBA3AHO C TEM, YTO B KOHLE
atoro ACL HaxoauTca crieqyroLlee npasuiio: CNMCoK AocTtyna 1 3anpellaeT Bce.

Ecnn ACL cogepXuT TONbKO CRneayroLLyto MHCTPYKUMIO:
access-list 1 deny host 192.168.4.12
MakeTbl, OTNPaBneHHbIe ¢ Ntoboro xocTa, OyAyT OTKMNOHEHbLI NPY NPOXOXAEHUN Yepes 3TOT NopT.

NPUMEYAHUE: npu onpepeneHun ACL HeobxoaMMo yuuTbiBaTb MakeTbl OBHOBREHWUN
MappyTmusaumu. Mockonbky B koHUe ACL cyllecTByeT CKpblITOe MpaBuio «3anpetuTb BeCb
TpaduKk», BCe NakeTbl OOHOBMNEHMSA MapLUPyTM3aLMmn MOryT ObiTb 3abrIOKMPOBaHbI.

1.4.1.3. BxogHasa nocrnegoBaTenbHOCTb NpaBun

Kaxxgoe HoBoe npasuno pobaensietcs B koHel ACL v nepeq npaBuioM MO YMOJTYAHWUIO.
BxoaHas nocneposaTenbHocTb Npasun ACL o4eHb BaxkHa. OH onpegenseT NpUopuTeT KaXKaoro
onepatopa B ACL. [Mpu NpUHATUN peLLeHns 0 Nnepecbisike nnmn 60KMPOBKE MAaKETOB, yCTPONCTBO
CpaBHMBaeT NakeTbl C MpaBunamMu Ha OCHOBe MNocrefoBaTenbHOCTU, B KOTOPOW CO34aroTCs
npasuna. MNocne obHapyxeHUsa coBrnagaroLlero npasuna YCTPOMCTBO He MnpoBepsieT Apyrue
npasuna.

Ecnu npaBuno cosgaHo v 3anpelyaeT Becb Tpadumk, BCe nocnenywowne npasuna He byayTt
NpoBepsITLCS.

Hanpumep:
access-list 101 deny ip any any
access-list 101 permit tcp 192.168.12.0 0.0.0.255 eq telnet any

lMepBoe npaBuno 3anpewaeT Bce |P-naketbl. [MosTomy nakeTbl Telnet oT xocta B ceTn
192.168.12.0/24 6yoyT OTKNOHeHbl. [locne Toro, Kak yCTPOMCTBO OBHApPYXWUT, YTO NakeThbl
COOTBETCTBYIOT NEpBOMY MpaBurny, OHO Bornblue He NpoBepsieT nocreaylwmne yTBepKaeH s
npaswuna.

1.4.1.4. CBA3aHHasA KOHdurypaums

Hactpowka IP ACL
Mo ymon4yaHuio Ha ycTporcTBe He HacTpoeH IP ACL.

3anyctute komaHay ip access-list { standard | extended } {acl-name | acl-id} B pexume
rno6anbHon KoHdUrypaumm, 4Tobbl co3gaTb CTaHOAPTHLIN UK pacwmnpeHHbin IP ACL n BonTn
B CTaHOAPTHbIA UNK pacwmnpeHHbIn pexxum IP ACL.

Ho6aBneHne ACE B IP ACL

Mo ymonyaHuio BHOBb co3faHHbIn IP ACL cogepxuT ckpbiThit ACE, 3anpeLiatoLuin Bce nakeThbl
IPv4. 3101 ACE CKpbIT OT nonb3oBaTtenen, Ho BCTynaeT B cuny, koraa ACL npumeHsieTcs K
nHTepdency. To ectb Bce nakeTbl IPv4 ByayT otbpoLueHbl. NoaTomy, ecnv Bbl XOTUTE, YTOObI
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YCTPOWCTBO Nosy4arno unun oTnpaensno onpeaeneHHble nakeTbl IPv4, no6aebTe Heckonbko ACE
B ACL.

Ona ctangaptHoro IP ACL go6asbte ACE cnegyrowmum obpasom:

e HesaBucmmo OT Toro, siBnsieTcsa nu ctangapTHbeln IP ACL MMeHOBaHHbLIM MM YUCTTOBLIM
ACL, Bbl MOXeTe 3anyCTUTb CrefyloLyo KoMandy B ctaHgapTHoMm pexunme [P ACL,
yTOoObI f0OaBUTL ACE:

[ sn]1{ permit | deny } {host source| any | source source-wildcard } [ time-range time-range-
name ] [log ]

o [1ns HymepoBaHHoro ctaHgapTHoro IP ACL Bbl Takke MOXeTe 3anyCTUTb CReaytoLLyio
KomMaHay B pexume rnobanbHon KoHurypaumm, 4tobel fobasnts ACE:

access-list acl-id { permit | deny } {host source| any | source source-wildcard } [ time-range
tm-rng-name ][ log ]

o [1nsa pacwwupeHHoro IP ACL Bbl MOxeTe gobasutb 3anmucu ACE cnegyrowmm obpasom:

e HesaBncumo oT TOro, sBnsieTca nu pacwupeHHoin I[P ACL mMMeHOBaHHbIM UNu
HYMepoBaHHbIM, Bbl MOXETe 3anyCTUTb Creaylollylo KoMaHay B pexume
pacwumpeHHoro IP ACL, ytobbl fo6asuts ACE:

[ sn]{ permit | deny } protocol{host source| any | source source-wildcard } {host destination|
any | destination destination-wildcard }[ [[ precedence precedence ] [ tos tos]] | [dscp dscp] [ecn
ecn] ] [fragment] [time-range time-range-name] [ log ]

e [Ina HymepoBaHHoro pacwmpeHHoro IP ACL Bbl Takke MOXeTe 3anyCTUTb CreayoLLyto
KOMaHay B pexume rrnobarnbHon kKoHdurypauum, 4tobel fobasuts ACE:

access-list acl-id { permit | deny } protoco{host source| any | source source-wildcard } {host
destination| any | destination destination-wildcard }[ [[ precedence precedence ] [ tos tos]] |
[dscp dscp] [ecn ecn] ] [fragment] [timerange time-range-name] [ log ]

MpumeHeHune IP ACL

Mo ymonyanuto IP ACL He npuMMeHsieTCa HU K Kakomy uHTepdoency, To ectb IP ACL He
dunbTpyeT BXogswWwme n ucxoaswme IP-nakeTbl yCTpONCTBA.

3anyctute komaHay ip access-group { acl-id | acl-name } { in| out } B pexume HacTponku
MHTepenca ona npMMeHeHUsa ctaHgapTHoOro mnn pacwupeHHoro IP ACL K ykasaHHOMY
nHTEepency.

1.4.2. PacwunpeHHbin ACL MAC-agpecoB

PacwunpeHHbin ACL MAC peanmsyeT YCOBEpPLUEHCTBOBAHHbLIA KOHTPOMb Hag BXOOSALUMMU U
NCXOAALWUMM NakeTaMuM Ha OCHOBe 3arofioBkoB L2 nakeToB. Bbl MoxeTe paspelwatb wvnu
3anpeLlaTtb BXo4 onpeferieHHbIX NakeToB L2 B ceTb, TEM CaMbIM 3aluLLas ceTeBblE PecypCbl
OT aTaK Unun KOHTPONUPYysa AOCTYN Nonb3oBaTernemn K ceTeBbIM pecypcam.

1.4.2.1. NMpuHUKMN paboTbl

Onpegenute ceputo npasun goctyna MAC B pacwmpeHHom ACL MAC, a 3aatem npumenunte ACL
K BXOASALWEMY WM UCXOOALWEMY HanpaBneHuto uHTepdenca. YCTPOUCTBO MpOBEpPSET,
COOTBETCTBYIOT 1M BXOAdAWME WNW UCXOoJAWMe nakeTbl MpaBunaM, U COOTBETCTBEHHO
nepecbinaeT unn 6NoKMpyeT 3TV NakeTbI.

YUTto6bl HacTpouTb pacwupeHHbein ACL MAC, Heobxogumo ykasaTb YHMKanbHOE WUMSA UMK
noeHtTndukaTop ans atoro ACL, 4ytobbl ogHo3Ha4yHO naeHTuduumpoaTs ACL. B cneaytoulen
Tabnvue nepeuyncneHbl OuanasoHbl  UMOEHTUAUKATOPOB, KOTOpble  MAEHTUUUNPYIOT
pacwmpeHHbie ACL MAC.
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MpoTokon Ovana3oH ngeHtudnkaTopos
PacwupeHHbin ACL MAC 700-799

TunuyHble npaBuna, onpegeneHHsle B pacwmpeHHom ACL MAC, BknoyaroT:
e uncxogHbin MAC-agpec;
o MAC-agpec HazHa4YeHUs;
e TN npotokona Ethernet.

PacwupeHHbin ACL MAC (gmanasoH wugeHtudukatopos: 700-799) wucnonbsyetca ansg
dunbTpaLmm naketoB Ha ocHoBe MAC-agpeca UCTOYHMKA unn nonyvatens u Tuna Ethernet B
nakeTtax.

,D.J'IFI OoTAeJs1IbHOro pacLnpeHHOoro ACL MAC MOXHO MUCnosnb3oBaTb HECKOSIbKO HEe3aBUCUMbIX
npaBun ACL ans onpeaneneHnda HeCKOJNMbKMX npasurn. Bce npasuiia ccblflatoTCAa Ha OANH N TOT
xXe I/ID,eHTI/l(*)I/IKaTOp nnn nMa, N0O3TOMYy 3TN nNpasuia CBA3aHbl O AHUM N TEM XKe ACL. Ognako
fonbLuee KONNMYECTBO npaswui o3HavyaeT, YTO CTaHOBUTCA BCE TpyaAHEe YNTaTb U MOHUMATb ACL.

NMPUMEYAHMUE: ecnn ACE B pacwupeHHom ACL MAC He onpegeneHbl cneumanbHO Ang
naketoB IPv6, 10 ecTtb Tvn Ethernet He ykasaH unu 3HaveHue nons Tuna Ethernet He paBHO
0x86dd, pacwmpeHHbin ACL MAC He cdounbTpyeT nakeTbl IPV6. Ecnn Bbl xoTuTe chunbTpoBaTh
nakeTbl IPV6, ncnonb3dymnte pacwmpeHHsin ACL IPV6.

1.4.2.2. CKpbiTO€ npaBuso «3anpeTutb BeCb Tpaduk»

B koHue kaxgoro pacwumpeHHoro ACL MAC HaxoguTcs CKpbITOE NpaBuUSio «3anpeTuTb BeCb
Tpaduk». CriegoBaTenbHO, eCnv NakeT He COOTBETCTBYET KakoMy-nubo npasuny, nakeT dyaet
OTKIMOHEH.

Hanpumep:
access-list 700 permit host 08¢6.b300.0001 any

O10T ACL paspeluaeT TonbKo nakeThbl oT xocta ¢ MAC-agpecom 08¢6.b300.0001 n 3anpewyaet
nakeTbl OT BCEX OCTarbHbIX XOCTOB. OTO CBA3AHO C T€M, YTO B KOHUe 3aTtoro ACL HaxoguTcs
cnegymwllee npaeuno: access-list 700 deny any any.

1.4.2.3. CBAA3aHHasA KOHdurypaums

Hactpouka pacwmpeHHoro ACL MAC
Mo ymon4yaHuio Ha YCTPOMUCTBE He HacTpoeH pacmnpeHHbin ACL MAC.

3anyctute komaHgy mac access-list extended {acl-name | acl-id } B pexvume rnobanbHomn
KOHdourypaumm onst cosgaHma pacwmpeHHoro ACL MAC 1 nepexoda B peXuMM pacluMpPeEHHOro
ACL MAC.

Ho6aBneHne ACE B pacwumpeHHbin ACL MAC

Mo ymonyaHuMio BHOBb CO3A4aHHbIN pacwmpeHHbin ACL MAC cogepxuT ckpbiTbin ACE,
3anpewatowmii Bce naketbl L2. 31oT ACE CKpbIT OT NONb30BaTeNen, HO BCTyNaeT B CUIY, koraa
ACL npumeHsieTcsa K nHtepdency. To ectb Bce nakeTbl L2 6yayt otbpowleHsl. Moatomy, ecnm
Bbl XOTUTE, YTOObI YCTPONCTBO NOMy4ano Ui oTnpaBnsano onpeaeneHHble nakeTobl L2, nobasbTe
Heckonbko ACE B ACL.

Bbl moxeTe gobaentb ACE B paclumpeHHbin ACL MAC cnegytowmm ob6pasom:

e HesaBucumo oOT TOro, sBndeTcsa NnuM pacwmpeHHein ACL MAC MMeHOBaHHbIM Unn
HymepoBaHHbIM ACL, Bbl MOXeTe BbINOMNHUTL CNeaylLlWyln KOMaHOy B pexume
pacwmpeHHoro ACL MAC, 4tobbl gobaente ACE:
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[sn}{ permit |deny }Hany|host src-mac-addr}{any|host dst-mac-addr}[ethernet-type][cos cos ]
[inner cos] [ time-range tm-rng-name]

e [1ng pacwmpeHHoro ACL ¢ HymepoBaHHbIM MAC-agpecoM Bbl Takke MOXeTe 3anyCcTUTb
crneayoLLyto KoMaHay B pexume rrnobanbHon KoHdurypauum, 4tobel nodasute ACE:

access-list acl-id{ permit |deny Hanylhost src-mac-addri{any|host dst-mac-addr}{ethernet-
type][cos cos ] [inner cos] [ time-range time-range-name]

NMpumeHeHune pacwmpeHHoro ACL MAC

Mo ymonyaHuio pacumpeHHsln ACL MAC He NpUMEHSIETCS HU K KakoMy MHTepdency, To eCcTb
co3faHHbIN pacwmpeHHbin ACL MAC He cunbTpyeT Bxogswme nnu ucxogawme naketbl L2
YCTPOWCTBA.

3anyctuTte KomaHay mac access-group { acl-id | acl-name }{in| out } B pexxume koHpurypauum
nHTepdenca ona npumeHeHns paclumpeHHoro ACL MAC k ykazaHHOMY MHTepdency.

1.4.3. AKkcnepTHbIN pacwmpeHHbIn ACL

Bbl MOXeTe cos3gaTb 3KCNepTHbIA paclumpeHHbin ACL onga conoctasneHnsa nHdopmauum L2 un
L3 B nakeTtax, MUCMoOmnb3ys OOHO U TO Xe NpaBurio. SKCNEepTHbIM paclumpeHHsin ACL MOXHO
paccMmaTtpuBaTtb kak kombuHauuo 1 pacwmpenue IP ACL n pacwupenHoro ACL MAC, notomy
4YTO 3KCNEepTHbIN pacwmpeHHbin ACL moxeT cogepxatb ACE kak B IP ACL, Tak n B
pacwmpeHHom ACL MAC. Kpome Toro, VLAN ID MOXHO yka3aTb B pacLUMPEHHOM 3KCMEPTHOM
ACL gnsa cdounbTpauumn nakeTos.

1.4.3.1. NMpuHUKMN paboTbl

Onpegenute psag npasun OCTyna B 3KCnepTHOM paclumpeHHoM ACL, a 3atem npumeHnTte ACL
BO BXOAdALEM WM UCXOOALWEM HanpasfneHun wuHTepdenca. YCTPOUCTBO MpoOBepPSeT,
COOTBETCTBYIOT 1M BXOAdALME WNW UCXOOALWME nakeTbl npaswunam, W COOTBETCTBEHHO
nepecbinaeT unn 6NokMpyeT 3TU NakeTbI.

[lns HacTponkM akcnepTHOro paclumnpeHHoro ACL HeobxooMmo ykasaTb YyHUKANbHOE UMS Uin
ngeHtTndukaTop angd atoro ACL, 4toObl MPOTOKOS MOI O4HO3HAYHO NOEHTUDNLNMPOBATL KaXdbli
ACL. B crneaytowen Tabnuue nepedncrneHbl OManasoHbl MOeHTUUKATOPOB pacLUMPEHHOrO
akcnepTHoro ACL.

MpoTokon OvanasoH ngeHtTudmkaTopos

OKcnepTHbIN pacwmpeHHbin ACL 2700-2899

Korga cosgaeTcsa  93KcnepTHbld  pacwupeHHbln  ACL, onpegenedHHble npasuna  MoryT
NPUMEHSTLCA KO BCEM NakeTam. YCTPOWCTBO onpedensieT, crnegyet nNu nepecbinatb vnm
GrnokupoBaTb nakeTbl, NPOBEPSAS, COOTBETCTBYIOT NI NAKETbl 3TUM Npasuniam.

TunnyHble NpaBuna, onpegeneHHble B aKCnepTHOM paclumpeHHom ACL, BKntoyatoT:

e  BCS MHopmaums B 6asoBom ACL 1 pacwumpeHHom ACL MAC;

o ungeHtndumkatop VLAN.

OkcnepTHbI pacwmpeHHbii ACL (gnanasoH mngeHtudukatopos: 2700-2899) npencrasndaet
cobon kombnHaumo 6asosoro ACL 1 pacwmpenHoro ACL MAC 1 moxeT omnbTpoBaTb NakeTbl
Ha ocHoBe naeHTudgukatopa VLAN.

[na oTtpenbHOro pacwupeHHoro akcnepTHoro ACL  MOXHO MCMOfb30BaTb  HECKONbKO
He3aBUCUMMbIX NpaBun Ans onpefeneHna HecKonbkuMx npaswn. Bce npaBuna ccbinatTcs Ha
OQINH U TOT e MAEHTUUKaATOP NN UMS, NO3ITOMY 3TU Npasuna cBA3aHbl OAHUM 1 TeM ke ACL.
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NMPUMEYAHMUE: ecnu npaBuna B akcnepTHOM paclumpeHHoM ACL He onpefeneHsl cneynasnbHO
ans naketoB IPV6, To ecTb He ykasaH Tun Ethernet unu sHadeHne nonga tuna Ethernet He paBHO
0x86dd, akcnepTHbIn paclupeHHblin ACL He dunbTpyeT nakeTbl IPv6. Ecnu Bbl XoTuTe
dunbTpoBaTh NakeTbl IPV6G, ncnonesynte pacwmperHsin ACL IPV6.

NMPUMEYAHMUE: none UDF B 3kcnepTHOM pacwmpeHHom ACL npoaykta ueHTpa obpaboTku
AaHHbIX SABMNSETCA HacTpaumBaembiM nonem. [lonb3oBaTeny [OMKHbI HACTPOUTb YPOBEHb
npoTtokona, cMmelleHue (offset), AaHHbIE U Macky.

1.4.3.2. CKpbITO€E npaBusio «3anpeTutb BeCb Tpaduk»

B KoHLE kaagoro akcnepTHOro paclumpeHHoro ACL HaxoauTcsi CKpbITOe NpaBuio «3anpeTuTb
Becb Tpadmk». CnegoBaTenbHO, €Crnv NakeT He COOTBETCTBYET KakoMy-nnbo npaBuny, naket
OyOeT OTKINOHEH.

Hanpuwmep:
access-list 2700 permit 0x0806 any any any any any

O10T ACL paspeluaeT Tonbko naketel ARP ¢ Tunom Ethernet 0x0806 n 3anpelyaeT Bce apyrue
TUMNbl NAKeTOB. JTO CBA3aHO C TeM, YTO B KOHLUe 3Toro cnucka ACL cyulecTByeT cneayoLmi
oneparop: access-list 2700 deny any any any any.

1.4.3.3. CBAA3aHHasA KOHcurypaums

HacTponka akcneptHoro pacwupeHHoro ACL
Mo ymon4aHuto Ha yCTPOMCTBE HE HACTPOEH pacLUMPEHHbI akcnepTHbI ACL.

3anyctute komaHgy expert access-list extended {acl-name | acl-id } B pexume rnobanbHon
KOHUrypaumm ans co3gaHusa akcrnepTHoro pacwmpeHHoro ACL u Bxoda B 3KCMEPTHLIN
pacwmpeHHbin ACL-pexum.

[Hob6aBneHne ACE B paclumMpeHHbIn 3KkcnepTHbin ACL

Mo ymon4aHmio BHOBb CO34aHHbIA 9KCMEPTHbIN paclumpeHHbin ACL cogepXuT ckpbiTbin ACE,
3anpewatowmin Bce naketbl. ATOoT ACE CKpbIT OT nosfb3oBaTenen, HoO BCTynaeT B CUny, korga
ACL npumeHsieTca Kk nHtepdency. To ecTb Bce nakeTbl L2 ByayT oTOpouwleHbl. [loaTtomy, ecnn
Bbl XOTUTE, YTOObI YCTPONCTBO NOMy4ano nnv oTnpaBnano onpeaeneHHble nakeTobl L2, nobaebTe
Heckonbko ACE B ACL.

Bbl moxeTe go6aente ACE B pacluMpeHHbIn akcnepTHeIn ACL cnegyowmm obpasom:

e HesaBnCKMMO OT TOro, ABMSETCA NN paclIMPEHHbIA 3KCnepTHbIN ACL MMeHOBaHHbLIM Uinn
NPOHYMEPOBaHHbIM, Bbl MOXeTe 3anyCTUTb Cnefylowyld KoMaHgy B pexume
pacLumpeHHoro akcneptHoro ACL, utobbl fo6asute ACE:

[sn{ permit |deny }[protocol| [ethernet-type][ cos[out] [inner in]]] [[VID [out][inner in]]] {source
source-wildcard | host source | any}{host source-mac-address|any } {destination destination-
wildcard | host destination | any} {host destination-mac-address | any} [[precedence
precedence][tos tos] | [dscp dscp] [ecn ecn] ] [fragment] [range lowerupper] [[udf udf-id header
pos value mask ] | [ int-flag ]] [time-range time-range-name]]

e [Insa HymMepoBaHHOIO paclmnpeHHoro akcnepTHoro ACL Bbl Takke MOXeTe 3anyCTuTb
CrneayoLLylo KOMaHay B pexume 3KCnepTHOro pacwumpeHHoro ACL, 4ytobbl o6aBuTb
ACE:

access-list acl-id{ permit |deny }[protocol| [ethernet-type][ cos[out] [inner in]]] [[VID [out][inner
in]]] {source source-wildcard | host source | any}{host source-mac-address|any } {destination
destination-wildcard | host destination | any} {host destination-mac-address | any}
[[precedence precedence][tos tos] | [dscp dscp] [ecn ecn] ] [fragment] [range lowerupper] [[udf
udf-id header pos value mask ] | [ int-flag ]] [time-range time-range-name]]
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MpumeHeHMe akcnepTHOro pacwmpeHHoro ACL

Mo ymonyaHuio aKCnepTHbIN pacumpeHHbin ACL He NPUMEHSIETCS HX K OOHOMY MHTepdency, To
€CTb CO3[jaHHbIA 3KCNepTHbIN pacwmpeHHbin ACL He dunbTpyeT BXOAdLWME UIn ucxogsime
naketbl L2 nnu L3 ycTtponcrea.

3anyctute komaHgy expert access-group { acl-id | acl-name } { in] out } B pexxmume HacTpoOrKu
nHTepdenca, YTobbl NPUMEHUTL SKCMEPTHbIN paclumpeHHbii ACL K ykazaHHOMY MHTepdelncy.

1.4.4. 1IPv6 ACL

ACL IPv6 peanuayeT YCOBEPLUEHCTBOBAHHLIN KOHTPOMb Hag BXOASWMMM U UCXOASILLMMM
naketamu IPv6 yctpoiictBa. Bbl MoxeTe paspelmTb Unv 3anpetutb BBOA OnNpeaeneHHbIX
naketoB |IPv6 B ceTb B COOTBETCTBUM C haKTUYECKMMU TpeboBaHMAMU AN KOHTPONs AoCTyna
nonb3oBaTtenei IPv6 k ceTeBbIM pecypcam.

1.4.4.1. NMpuHUKUN paboTbl

Onpegenute psg npasun goctyna IPv6 B ACL IPv6, a 3atem npumeHnte ACL BO BXo4ALEM UMK
ncxogsiem HanpasneHnn nHTepenca. YCTponcTeo NnpoBepsieT, COOTBETCTBYIOT NN BXoAdLLME
unu ncxogswme nakeTol IPv6 npaBunam, n cOOTBETCTBEHHO MepechiiaeT unm GrokupyeT atn
nakeThbl.

YT106bI HacTpouTb ACL IPV6, Bbl AOMKHbI yKa3aTb YHUKanbHoe ums ans atoro ACL.

NMPUMEYAHME: B otnnume ot IP ACL, pacwmpeHnHoro ACL MAC 1 akCnepTHOro pacluMpeHHoro
ACL, Bbl MOXeTe ykasaTb TOMbKO UMsI, HO HEe ngeHTudunkatop ansa cosgaHHoro ACL IPve.

NMPUMEYAHMUE: Tonbko oguH IP ACL, wnm oguH pacwupeHHbin ACL MAC, unu oguH
3KCNEepTHbIN paclumpeHHbin ACL MOXeT OblTb NPUMEHEH K BXOASILLEMY WKW UCXOASILLEMY
HanpasneHuo nHTepdgenca. Kpome Toro, MOXXHoO NpUMeHUTL ewle oauH ACL IPV6.

1.4.4.2. CKkpbiTO€ NnpaBuno «3anpeTutb Becb Tpaduk»

B koHue kaxgoro cnucka ACL IPV6 HaxoguTcsl CKpbiTOe NpaBuiio «3anpeTuTb BeCb Tpaduk
IPv6». CrnepoBaTtenbHO, €CNU NakeT He COOTBETCTBYET Kakomy-nvbo npasuny, naket byget
OTKIMOHEH.

Hanpumep:
ipvé access-list ipv6_acl
10 permit ipv6 host 200::1 any

O10T ACL paspeluaeT Tonbko naketbl IPv6 oT xocta-uctovHmka 200::1 1 3anpeliaeT nakeThbl
IPV6 OT BCex OoCTasbHbIX XOCTOB. OTO CBSI3aHO C TEM, YTO B KOHLIE 3TOr0 Cnucka ynpasneHus
OOCTYMNOM ecTb criegytowee npaeuno: deny ipvé any any.

XOoTs CnMcoK ynpasneHuss JoctyrnomMm IPv6 no ymonyaHuio COAEPXWUT CKpbITOe NpaBusio
«3anpeTntb Becb Tpaduk IPv6», oH He unbTpyeT naketbl ND.

1.4.4.3. BxogHas nocrnenoBaTefibHOCTbL NpaBun

Kaxxgoe HoBoe npaBuno pobaensietcss B koHely ACL u nepeg onepatopom npasBuia Mo
ymonyaHuio. BxogHas nocnegosatenbHOCTb onepaTopoB B ACL ouyeHb BaxHa. OH onpegenset
npuopuTeT Kaxxgoro onepatopa B ACL. Npun onpeneneHuun Toro, cnegyeT Ny nepecsiniate Unm
GnokupoBaTb nNakeTbl, YCTPOMCTBO CpaBHMBaeT MakeTbl C MpaBufiamMuM Ha OCHOBE
nocregoBaTenbHOCTU, B KOTOPOM co3farTca onepaTtopbl npasun. [locne obHapyxeHus
coBMagaroLLero orneparopa npasuna yCcTpomcTBoO He NpoBepseT ApyrMe onepaTopbl npasuna.

Ecnu onepatop npaBuna co3gaH M paspewaeT Becb Tpaduk IPv6, Bce nocneaywowmne
onepartopbl He ByayT NpoBEPSATLCS.
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Hanpuwmep:

pvé access-list ipvé_acl
10 permit ipvé6 any any
20 deny ipvé host 200:1 any

lMockonbKy nepBoe yTBepXAeHue npasuna paspellaeT Bce nakeTbl IPv6, Bce nakeTbl IPV6,
oTnpasneHHble ¢ xocta 200::1, He COOTBETCTBYIOT MOcCnenylowemy npasuny oOTkasa C
nopsigkoBbiM HomepoMm 20 1, cnegoBaTernbHO, He ByayT OTKMNOHEHbI. [ocne Toro, kak yCTPOMCTBO
OBGHapY>XUT, YTO NakeTbl COOTBETCTBYIOT MEPBOMY YTBEPXAEHWIO npaBuna, oHO Gonblie He
npoBepsieT nocreayLine yTeepXxaeHnda npasuna.

1.4.4.4. CBAA3aHHasa KOHcuUrypaums

HacTponka ACL IPv6
Mo ymonyaHuio Ha ycTponctee He HacTpoeH ACL IPv6.

3anyctute KomaHay ipv6 access-list acl-name B pexume rnobanbHOM KoHUrypaumm, 4Toobl
cosgatb ACL IPv6 n Bontu B pexkum ACL IPV6.

Jdo6aBneHue ACE B ACL IPv6

Mo ymonuyaHmio BHOBb co3faHHbii ACL IPV6 cogepxuT HesBHbii ACE, 3anpeljarolimn Bce
naketbl IPv6. 3ToT ACE CcKpbIT OT nornb3oBaTenemn, Ho BCTynaeT B cuny, korga ACL npumeHsieTcs
K nHTepency. To ectb Bce nakeTbl IPV6 6yayT otbpoLleHbl. [loaTomy, ecnu Bbl XOTUTE, YTOObI
YCTPOMCTBO MOMyYarno unv OTnpaBnsano onpenereHHble naketol IPV6, nobaBbTe HECKOmbKO
3anucen ACE B ACL.

BeinonHuTe cnegytowyto komaHgy B pexume IPve ACL, ytobbl fobasuts ACE:

[sn] {permit | deny }protocol{src-ipv6-prefix/prefix-len|host src-ipv6-addr| anyHdst-ipv6-pfix/pfix-
lenlhost  dst-ipv6-addrlany} [range lower upper] [dscp dscp][flow-label flow-
label][fragment][time-range tm-rng-name] [ log ]

NMpumeHeHne ACL IPv6

Mo ymonyaHuto ACL IPv6 He npumeHsieTcs HM K OQHOMY UHTepdeincy, To ecTb cnucok ACL IPv6
He (bunbTpyeT BXoAsLme 1 ncxogswme naketol IPv6 yctponcTsa.

3anyctute komaHgy ipv6 traffic-filter acl-name { in| out } B pexume KoHdburypaumm
nHTepdenca anga npumeHennsa ACL IPv6 k ykazaHHOMY MHTepdency.

1.4.5. ACL80

ACL80 oTHOCHKTCA K 9KkcnepTHOMY paclumpeHHomy ACL 1 Takke HasbiBaeTCs MNOSb30BaTESTbCKUM
ACL. OH cdumnbTpyeT nakeTbl Ha ocHoBe NepBbix 80 GanToB Kaxgoro naketa. Cpean atmx 80
6anT nona SMAC, DMAC, SIP, DIP n ETYPE B nakeTe aBnsa0Tca 06s3aTenbHbIMU, @ OCTalnbHble
16 6anTOB MOXHO yKa3aTb.

1.4.5.1. NMpuHUKMN paboTbl

MakeT cocTonT 13 Heckonbknx 6anToB. ACL80 no3BonseT conocTaBnsTh yka3aHHble 16 6antos
no 6utam B nepebix 80 Gantax naketa. Jltobon 6ut 16-6aMTOBOro NONA MOXET ObITb YCTAHOBINEH
B 3HayeHne (0 unu 1), ykasbiBatowee, cpaBHuBaeTca nu 6ut. Mpu domnbTpaumm noboro Ganta
YUMTBIBAOTCA TPU paKTopa: COAEPKMMOE COBMNagatoLLEero nons, Macka coBnaaroLLero nons u
HayanbHasi NO3NuUMs Ans conocTaeBneHus. buTbl cogepXmmoro cosnagaroLLero nons HaxogaTcs
BO B3aMMHO OAHO3HAYHOM OTHOLLEHWM OTOBpaxeHus ¢ BuTamm Macku coBnagaroLero nons.
MpaBuno dunbTpauum ykasbiBaeT 3HadeHne cpunbtpyemoro nons. WabnoH nons dunbTpaumm
yKasblBaeT, cregyet nu (punbTpoBaTb COOTBETCTBYHOLLEE Mone B npasune gunstpauuu. (1
yKasbIBaeT, 4To O1T, yKaszaHHbIV B NpaBuie punbTpauum, 4ormkeH coBnagatb; 0 ykasbiBaeT, YTo
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OuT, ykasaHHbIN B NpaBune unbtpaumm, He cCooTBeTCcTBYyeT.) CnegoBaTenbHo, koraa TpebyeTca
COOTBETCTBME OnpeaeneHHomy OuTy, Bbl JOIDKHbI YCTAHOBUTbL COOTBETCTBYHOLWMN OUT B 1 B
wabnoHe nona dunbTpaumn. Hanpumep, ecnn 6ut yctaHoBneH B 0 B wabnoHe nons
dunbTpaLmmn, HM 0aNH OUT HE COOTBETCTBYET HE3ABMCMMO OT TOrO, Kakow BUT yKasaH B npaBune
dunbTpaLmu.

Hanpuwmep,
QTECH(config)#expert access-list advanced name
QTECH(config-exp-dacl)#permit 08c6b3123456 ffffffffffff 0
QTECH(config-exp-dacl)#deny 08c6b3654321 ffffffffffff 6

Monb3oBaTenbckuit ACL conoctaBnseT nobon 6ant n3 nepsbix 80 6anToB B kagpe AaHHbIX L2
B COOTBETCTBUM C OMpedenieHneM nonb3oBaTenis U COOTBETCTBYIOLWMM 0OpasoMm unbTpyeT
nakeTbl. YTo6bl NpaBMbHO UCMONb30BaTh Nosnb3oBaTenscknuin ACL, Bbl 4OMMKHBI UMETb rnybokoe
NOHUMaHME CTPYKTYpbl hperima aaHHbix L2. Hke nokasaHbl nepsble 64 6anTa kagpa AaHHbIX
L3 (kaxxgaa byksa npeacTtaBnsieT cobon LecTHaguaTepUYHOEe YUCHOo, a Kaxable ABe OyKBbl
npeacTaBnAaAlT OANH 6anT):

AA AA AA AA AA AA BB BB BB BB BB BB CC CC DD DD
DDDDEEFFGGHHHHHHIITJI KK LL LL MM MM

NN NN OOPPQQQQRRRRRRRRSSSSSSSSTTTT

UU UU VV VV VV VW WW WW WW WW XY ZZ aa aa bb bb

B cnepytowen Tabnuue onncaHo 3HayYeHNE N CMeELLLEHNE KaXaon OYKBbI:

BykBa 3HaueHue CwmeweHne bykBa 3HaveHue CwmelueHue

A MAC-agpec 0 O None «Time To |34
Ha3Ha4eHust Live» (TTL)

B McxogHbin 6 P Homep npotokona | 35
MAC-agpec

C Mone tera VLAN 12 Q IP checksum 36

D OnnnHa Kagpa | 16 R MNcxoaHbin 38
JaHHbIX IP-agpec

E Mone  «Destination | 18 S IP-agpec 42
service access point» nony4yartens
(DSAP)

F Mone Source service | 19 T TCP-nopt 46
access point (SSAP) NCTOYHUKA

G Mone Cntl 20 U MopT HasHaudeHusa | 48

TCP
H Mone Org Code 21 \ CepunHbii Homep | 50
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BykBa 3HaueHue CmelweHne bykBa 3HauyeHue CwmelleHue
I WHkancynupoBaHHbl | 24 Wt Mone 54

M TN OaHHbIX noaTBepXKaeHus

J Howmep Bepcum IP 26 XY OnuvHa 3aronoeka | 58
IPw
3ape3epBUpoBaH-
HbIN BUT

K Mone TOS 27 Z 3apes3epBupoBaH- | 59
Holh BUT un Out
dnaros

L [OnnHa IP-naketa 28 a Mone pa3vepa 60
OKHa

M ID 30 b Pa3HoobpasHbIi 62

N Mone chnaros 32

B npuBegeHHON Bbllwe Tabnuue CMeLleHne Kakgoro nonsg — 3T0 CMELUeHMe 3Toro nons B
TernpoBaHHoM nakete 802.3 SNAP. B nonb3oBaTensckom ACL Bbl MOXETE MCNONb30BaTb MAcKy
npasuna M cMmelleHne BMecTe, 4ToObl n3Bneyb nwbon 6ant ns nepebix 80 GanToB Kagpa
OaHHbIX, CcpaBHUTbL GanT C npaBunom, HacTpoeHHbiM B ACL, a 3ateM oTdunbTpoBaTb
coBnajaroLume Kagpbl AaHHbIX Ana ganbHenwen obpaboTkn. WHanBmMayansHble npasuna moryT
ObITb HEKOTOPbIMU (PMKCMPOBaHHBIMWU aTpnbyTammn gaHHbIX. Hanpumep, 4Tobbl NONYy4nTb BCE
naketbl TCP, Bbl MOXETE onpegenuTb NpaBuno kak «06», macky npaeuna kak « FF» n cmewleHnne
Kak «35». 3aTem yCTpOMNCTBO MOXET COBMECTHO UCNOSb30BaTh MAacky npasuna 1 cMeLleHne gng
N3BMNeYeHnss CoO4epPXUMOro nons Homepa npotokona TCP B nony4yeHHOM Kagpe OaHHbIX U
CpaBHEHWSI U3BMEYEHHOro COAEPXXUMOrO C NpaBuIioM s NonyyeHus Bcex naketos TCP.

NMPUMEYAHUE: Tonbko kommyTaTopbl nogaepxusatot ACLS8O0.

NMPUMEYAHUE: ACL80 nogaepxmBaeT counbTpaumio naketos Ethernet, 803.3 SNAP n 802.3
LLC. Ecnu 3Ha4veHust nonen ot DSAP fo cntl yctaHoeneHsl Ha AAAAO3, ACL ncnonbsyetcsa ans
dunbTpaumm naketoB SNAP 803.3. Ecnin 3HadeHns nonen ot DSAP go cntl yctaHoBneHb! Ha
EOE003, ACL ucnonbayetcsa ans cdunstpauumn naketoB 803.3 LLC. 3HaueHnne nons cntl Henb3s
HacTpouTb aAnsa dpuneTpauun naketoB Ethernet.

NMPUMEYAHME: ACL80 MOXHO HacTpouTb Ofisi CpaBHEHMSI NakeToB ¢ Nobbiv 13 16 6anTos.
Ecnn 16 6anToB yke NCNonb3yTes, Hemnb3a HacTponTe ACE ons cpaBHEHNS NAKeTOB C NOMSIMU
B NtoObIX apyrmux 6antax.

1.4.5.2. CBA3aHHasA KOH(umrypaums

HacTtpouka akcnepTtHoro pacwupeHHoro ACL
Mo ymonyaHuio aKcnepTHbIM pacwmpeHHblin ACL He HaCcTpOeH Ha YCTpOMCTBe.

3anyctute komaHagy expert access-list advanced acl-name B pexume rnobansHoOn
KOHUrypauum, 4tobbl CO34aTh ISKCMEpPTHbIN paclmpeHHbii ACL 1M BOWTM B 9KCNEPTHbIN
pacwmpeHHbIn pexmnm ACL.
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Ho6aBneHune 3anncen ACE B aKCnepTHbIN paclumpeHHbIn cnucok ACL

Mo ymonyaHuio BHOBb CO34aHHbIN 3KCMEPTHbIN paclumpeHHblin ACL coaepXuT CKpbITOe Npasuso
ACE, sanpeltatoiyto Bce naketbl. ITOT ACE cKpbIT OT Nonb3oBaTerien, HoO BCTynaeT B Cuny,
korga ACL npumeHsieTcs K MHTepdency. To ecTb Bce nakeTbl L2 6yayT oTbpoLueHbl. [1oatomy,
€Ccrnun Bbl XOTUTE, YTOObl YCTPOWCTBO MONy4Yano Mnu OTNpaBnsano onpeferneHHble nakeTbl L2,
pobasBbTe Heckonbko 3anucen ACE B ACL.

o 3anyctute komangy [sn] { permit | deny } hex hex-mask offset B akcnepTHOM
pacmpeHHoMm pexnme ACL, 4tobbl fo6aBuTb ACE B aKCnepTHbIN paclumpeHHbin ACL.

MpumeHeHMe akcnepTHOro pacwmpeHHoro ACL

Mo ymMonYaHuo 3KCNepTHbIN pacluMpeHHbIn ACL He NPUMEHSIETCS HU K KakoMy UHTepdency, To
€CTb CO3[1aHHbIi 3KCNEPTHBIN pacluMpeHHbii ACL He unbTpyeT BXoasLiuMe MM UCXoasLme
nakeTbl YCTPOMCTBA.

3anyctute komaHay expert access-group acl-name { in| out } B pexume KoOHpurypauum
NUHTepdenca, 4Tobbl MPUMEHUTL IKCNEPTHbIM paclumpeHHbin ACL K ykazaHHOMY UHTepdency.

1.4.6. NepeHanpaBneHne ACL

MNMepeHanpaBneHne ACL nos3BonsieT YCTPOWCTBY aHanM3npoBaTb MOMyYEHHblE MakeTbl WU
nepeHanpaBnaTb NakeTbl Ha YyKa3aHHbI MOPT ANA nepecbinkn. YTtobbl aHanuanpoBaTb
onpedeneHHble BXOAsALWME nNakeTbl YCTPOWCTBA, Bbl MOXETe HacTpouUTb  (OYHKLUIO
nepeHanpaeneHns ACL [na nepeHanpaBneHWsi MNakeToB, OTBeYawWwmx npaBunam, Ha
yKa3aHHbI/ NOPT 1 3axBaTa NakeToB HA 3TOM MOPTY ANA aHanuaa.

1.4.6.1. NMpuHUKMN paboTbl

Mpussxkute gpyryto NoNnTUKY ACL K MHTEpPdIENCY N YKaXNTE BbIXOAHOW LleNneBon MHTepdenc
Ona Kaxxgonm nonuTukn. MNMpm npueme nakeToB Ha 3TOT MHTEPdENC YCTPOMUCTBO NocreaoBaTeibHO
nwet nonutukn ACL, npuBsidaHHble K 3TOMy MHTepdiency. Ecnm nakeTbl COOTBETCTBYIOT
KpUTEPUSAM, ONMMCaHHbLIM B OnpeaeneHHon NonnTuke, yCTPOMCTBO NepeHanpasnseT nakeTbl Ha
MHTepdenc HasHayeHus, YKasaHHbIl B MOMUTUKE, TEeM CaMbiM MepeHanpasnas nakeTbl Ha
OCHOBe Tpaduka.

NMPUMEYAHUE: Tonbko kKoMMyTaToOpbl NogaepxmeatoT yHKUMO nepeHanpaeneHuns ACL.

NMPUMEMAHUE: nepeHanpasneHne ACL gencTtByeT TONbKO BO BXOASLLEM HanpaBneHuu
nHTepdemnca.

1.4.6.2. CBA3aHHasA KOHcurypaums

Hactpownka ACL

Mpexge 4yem HacTpamBaTb nepeHanpasneHne ACL, HacTtponTe ACL. [onosiHuTenbHble
cBefeHna o HacTponke ACL cM. B Npeaplaywmnx onncaHmnax Hactponkn ACL.

Ho6aBneHne ACE B ACL

Mogpo6GHee o Tom, kak gobaenaTtb 3anncn ACE B ACL, cm. B npeabigywimx onncanmsx IP ACL,
pacwmpeHHoro ACL MAC, akcniepTtHoro pacwmpeHHoro ACL vnun ACL IPv6.

Hactpowka nepeHanpaBneHus ACL
Mo ymonuyaHuio nepeHanpasneHune ACL Ha yCTPOWCTBE HEe HACTPOEHO.

3anyctute komaHay redirect destinationinterface interface-name acl {acl-id | acl-name } in B
pexnme koHdburypauum nHtepdenca ans HacTponku nepeHanpasneHnst ACL.

NMPUMEMAHUE: dbyHkumio nepeHanpasneHnss ACL MOXHO HacTpOUTb TOSIbKO Ha MHTepdence
Ethernet nnn Touke goctyna.
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1.4.7. TnobanbHbIN Security ACL

YTtobbl cooTBETCTBOBaTL TpeboBaHMAM pa3BepTbiBaHUs 6e3onacHocTu, ACL Ha ocHoBe NOPTOB
yacTO HacTpauBaeTcss Ha UNbTpPaUMIO BUPYCHbIX MNakeTOB W MONyYeHUEe MakeToB C
onpedeneHHbIMN  XapakTepucTukamu, Hanpumep, nakeToB, atakytowmx TCP-nopt. B
rnobGanbHOM CeTeBOW cpeae CyLeCTBYHT pasfnnyHble BUPYCHbIE MNakeTbl, WU MNPU3HaKK
naeHTUMKaUMmM BUPYCHbIX NAKeTOB Ha KaXX40M NOPTY MAEHTUYHbI UITK CXOXW. [03TOMY 06bIYHO
co3naeTtcss ACL. lMocne pobGaeneHuss B ACL 3anpeuwatwwero ACE ans conoctaBneHus
BUPYCHbIX curHaTtyp cnucok ACL Ha OCHoBe MOpPTOB MNPUMEHSIETCA K Kaxgomy MnopTy
KoMMyTaTopa Ans dunbTpauumn BUPYCHbIX NaKeTOoB.

Heyno6bHo ucnonb3oBatb ACL Ha OCHOBE MOPTOB B aHTMBUPYCHbIX CLEHApUsiX, TakKMM Kak
dunbTpaLms BUPYCOB, MO ABYM npuyuHam. Nepeas npuymHa 3akntodaetcda B ToM, 4To ACL Ha
OCHOBE NOPTOB HEOBXOANMO HACTPOUTb OM1S KaXO0ro nopTa, YTo NPMBOAUT K NOBTOPSAOLLENCA
HaCTpoOWVKe, HU3KOM MPON3BOAMTENBLHOCTM Oonepauui N Ype3mepHoMy noTpebneHuo pecypcos
ACL. BTopas npuuvMHa 3akniodaetcss B TOM, 4TO dyHKUMS ynpasneHua pgoctynom ACL
ocnabneHa. lMockonbky ACL Ha oOcHOBe nopta ucnonb3yetca ana dunbTpauuu BUPYCOB,
OCHOBHble yHKUuuM ACL, Takme Kak orpaHudeHve OOGHOBMEHWUs Maplupyta U OrpaHuyeHue
[O0CTyna K CeTu, He MOryT BbITb MCMOMNb30BaHbl AOMKHBIM 06pasoM. MobaneHbIn Security ACL
MOXXHO MCNONb30BaTh ANd rNobanbHOro pa3BepThiBaHNSA 1 3alMThl OT BUPYCOB, HE 3aTparnsasi
ACL Ha ocHoBe MopTOB. 3anyCcTvB BCEro O4HY KOMaHay, Bbl MOXeTe 3acTaBuTb rnobanbHbIN
Security ACL gencrteoBaTb Ha Bcex nHTepdgencax L2. HanpoTtus, ACL Ha OCHOBE nopTa AOSmKeH
ObITb HACTPOEH Ha KaXaAoM NHTepdence.

1.4.7.1. MpuHUKUN paboTbl

MoGanbHbin Security ACL pgenctByeT Ha Bcex uHTepdencax L2. Ecnv HacTpoeHbl wn
rnobanbHbin Security ACL, n ACL Ha oOcHoBe nopToB, BCTynawT B cuiy oba. [lakeTbl,
cooTBeTcTBYOLWMe rnobansHomy Security ACL, HanpsiMyo oT(UNbTPOBLIBAKOTCH Kak BUPYCHbIE
naketbl. lakeTbl, KOTOpble HEe COOTBETCTBYIOT rrnobanbHoMy Security ACL, no-npexHemy
KoHTponupytotca ACL Ha ocHoBe nopToB. Bbl MoxeTe OTKNoUMTL rnodanbHbin Security ACL Ha
HEKOTOpbIX NopTax, YTobbl 3TK NOPThI HE KOHTPONUpoBanuck rnodanbHeiM Security ACL.

NMPUMEYAHMUE: rnobanbHbii Security ACL B OCHOBHOM ucCMonb3yeTcs Ans unbTpauum
BupycoB. Taknm obpasom, B ACL, cBA3zaHHOM ¢ rnobanbHbiM Security ACL, BCTynatoT B cuny
ToNbKo 3anucm ACE ¢ 3anpeTtom, a cnnuckn ACE ¢ paspelleHnsMn He 4eENCTBYIOT.

NMPUMEYAHMUE: B otninume ot 6e3onacHoro ACL, npumeHsieMoro K nopTy, rnobanbHbi Security
ACL He cogepxnt ACE no ymonyaHuio «3anpetntb Becb Tpaduk», TO €CTb paspelleHbl Bce
nakeTbl, He cooTBeTCcTBYlOWME ACL.

NMPUMEYAHME: rno6anbHbii Security ACL moxeT gencteoBaTb Kak Ha nopTy L2, Tak u Ha
MapLUPyTU3MpyeMOM MopTy. TO eCTb OH AEWCTBYET Ha BCE criegyrolime Tunbl NOPTOB: NOPT
[ocTyna, marucTpanbHbii nopT, nopt hibird, mapwpyTtnanpyemein nopt 1 AP (L2 nnm L3).
Mmo6anbHbI Security ACL He BnnsaeT Ha SVI.

NMPUMEYAHMUE: Bbl MOXETE OTKMIOUMTL rNobGanbHbi Security ACL Ha oTaenbHOM hrnanyeckom
nopty nnn AP, HO He Ha nNopTy-y4yacTHuke AP. MobGanbHbin 3awmweHHbIn ACL nogaepxmBaeT
TOSNbKO CBsI3aHHbIA cTaHaapTHeIM ACL IP, pacwmpeHHbin ACL IP, pacwmnpeHHsin ACL MAC un
3KCMEPTHbIN paclumpeHHbIn ACL.

1.4.7.2. CBA3aHHasA KOHcurypaums

Hactpownka ACL

Mpexge 4yem HacTpauBaTb rnobanbHbin Security ACL, HacTponTe ACL. [ononHuTernbHble
cBefieHna o HacTponke ACL cM. B npedblayLumx onncaHmsx Hactpomku ACL.
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Ho6aBneHne ACE B ACL

HononHuTtenbHble cBegeHnss o Tom, kak fobasutb 3anncn ACE B ACL, cM. B npeablayLimx
onucaHusix IP ACL.

HacTtpownka Security ACL
Mo ymonuyaHuto Ha yCTPOMCTBE He HacTpoeH rnobanbHbin Security ACL.

3anyctute komaHgy {ip |mac |Expert } access-group acl-id {in | out } B pexvume rnobanbHon
KOHgUrypauum, 4tobbl BKNOYMTL rnobanbHbii Security ACL.

HacTtpouka akckno3nBHoro uHtepdenca rnobansHoro Security ACL

Mo ymonyaHuo 3KCKMN3MBHbLIM UHTepdenc ana rnobansHoro Security ACL Ha ycTponcTtee He
HaCTpOEH.

3anyctute komaHgy no global ip access-group B KOHGwurypaumm wuHTepdenca, 4ToObl
OTKIMOUYNTL rnobanbHbi Security ACL Ha ykasaHHOM UHTepdence.

1.4.8. KaHan 6e3onacHoCcTU

B HeKoTOpbIX CUeHapusaX MPUMOXKEHUA NakeTbl, OTBeYalolmMe HEKOTOPLIM XapakTepucTukam,
MOIYT HYXXOaTbCs B 06x04e NpOBEpOK NPUOXKeHUI yrnpaeneHms goctynom. Hanpumep, nepeg
nposepkon noanuHHoctn DOTL1X nonb3oBaTensM paspeluaeTcs BXOAUTb Ha YKa3aHHbIN
BebG-canT anga 3arpy3ku KnueHTa npoBepku nognmHHoctm DOTLIX. Ona aTorM uenum MOXHO
ncnonb3oBaTb kaHan Security. Korga komaHga HacTpowKM kaHana Security BbIMOMHAETCS Ans
npumeHeHus 6esonacHoro ACL rnobanbHo unu Kk nHtepdericy, atot ACL CTaHOBUTCS KaHanom
Security.

1.4.8.1. NMpuHuMn paboTbl

KanHan ©esonacHoctn Takke sinsietcss ACL n mMoxeT ObiTb HacTpoeH rrnobanbHo unu gns
ornpegeneHHoro nHtepgenca. lNpu nocTynneHun Ha WMHTepdenC nakeTbl NPOBEPSTCA Ha
kaHane 6esonacHocTu. Mpn cobniogeHnm ycnosuin COOTBETCTBMS KaHamna 6e30nacHOCTU NakeThbl
HanpsMyl0 MOCTynalT Ha KoMMyTatop 6e3 npoXOoXOEeHWs KOHTPONS [OCTyna, Takoro Kak
6esonacHocTb nopta, Beb-ayteHTUMKaums, 802.1x n npoeepka IP-MAC binding. 'mo6aneHo
npuUMeHsieMbli kaHan 6e30MacHOCTM AEUCTBYET Ha BCEX MHTepdencax, KpomMe SKCKI3NBHbIX
nHTEepencos.

NMPUMEYAHME: 3anpewatowme ACE B ACL, KOTOpbIA NpUMeHsieTcs K kaHany 6e3onacHocTy,
He BCTynatoT B cuny. Kpome Toro, aToT ACL He cogepXuT CKpbITOro npaeuna «3anpetuTb BeCb
Tpadmk» B KoHue ACL. Ecnu nakeTbl He COOTBETCTBYHOT YCMNOBWAM COOTBETCTBMA KaHana
6e30nacHOCTN, OHM MPOBEPSATCA MO NpasuriamMm ynpasfeHus JOCTYNMOM B COOTBETCTBUWU C
COOTBETCTBYIOLLMM MPOLECCOM.

NMPUMEYMAHUE: Bbl MOXeTe HacTpOUTb A0 BOCbMM 3KCKIO3MBHBIX WHTEpdencoB Aangd
rno6anbHoro kaHana 6esonacHocTn. Kpome Toro, Ha aTMX SKCKMO3NBHBLIX MHTEpdENcax Herb3asa
HaCTpOMTL KaHan 6e30nacHOCTM Ha OCHOBE MHTepdenca.

NMPUMEYAHMUE: ecnn kaHan 6e3onacHOCTM NpUMEHSIETCS K MHTEpdENCy, Korga CcyllecTByeT
rnobanbHbIN KaHan 6e3onacHOCTU, 3TOT rrnodanbHbIV KaHan 0e3onacHOCTU He BNUSeT Ha 3ToT
nHTepdeic.

NMPUMEYAHMUE: ecniv kK nHtepdency NpUMEHSAIOTCH U PEXMUM MUTPUPYeMon ayTeHTudmnkaumm
Ha OCHOBe nopTa, U KaHan 6e3onacHoCTH, kaHan 6e30MacHOCTM He OENCTBYET.

MPUMEYAHMUE: ACL IPv6 Henb3sa HAacTpouTb B Ka4eCcTBe KaHana 6e3onacHoCTu.

NMPUMEYAHMUE: Tonbko KOMMyTaTOpbl NoAAepXKMBalOT 6Ge30nacHbIN KaHarn.
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1.4.8.2. CBAA3aHHasa KOHcurypaums

HacTtponka ACL

lMepen HacTpoukon kaHana GesonacHocTn HacTponTe ACL. [dononHuTenbHble CBeAEHUs O
HacTporke ACL cM. B NpeablayLmnx onmcaHmnsix HacTponkmn ACL.

Jdo6aesneHne ACE B ACL

MogpobHee o Tom, kak gobasnsatb ACE B ACL, cm. B npegpiaywmx onucanusx IP ACL,
pacwmpeHHoro ACL MAC nnu akcnepTHoro pactlumpeHHoro ACL.

Hactpouka kaHana 6e3onacHocTu Ha HTepdence
Mo ymonyaHuio Ha nHTepdence yCTponCcTBa He HAaCTPOEH KaHan 6e3onacHoOCTU.

3anyctute KomaHaoym security access-group {acl-id | acl-name } B pexume HacTpOMKU
UHTepdenca ang HacTPoOnKN kaHana 6e3onacHOCTM Ha MHTepdence.

HacTponka rmobanbHOro kaHana 6e3onacHocTu
Mo ymon4aHuio Ha YCTPONCTBE He HAcTPOeH rnobanbHbIN kKaHan 6e3onacHoCTu.

3anyctute komangy security global access-group {acl-id | acl-name } B pexume
KOHpurypaumm nHtepdpenca ansg HacTponkn rnobanbHoro kaHana 6e3onacHocTu.

HacTtpoika 3Kckn3uBHOro WHTepdenca pAOna KaHana rnobanbHomn
6e3onacHoCTU

Mo ymMOnYaHuIO SKCKMO3MBHLIN UHTepdenc gna rnobanbHoro kaHana 6e30MacHOCTU Ha
YCTPOWCTBE HE HACTPOEH.
3anyctnte komaHgy security uplink enable B pexume HacTpovku uHTepdenca, 4TOoObI

HaACTPOUTb YKa3aHHbIN UHTEPdENC B KauyeCTBE IKCKMO3MBHOIO MHTEpdenca rnobanbHOoro
KaHana 6e3onacHocTu.

1.4.9. ACL mapuwpyTtusatopa SVI

Mo ymonuanuio ACL, npumeHsaemMbln K SVI, Takke BNUAET Ha nakeThbl L2, nepeckinaemMble BHYTPU
VLAN, 1 naketbl L3, nepecbinaemsie mexgy VLAN. CnegoBaTenbHO, y NOfnb3oBaTenen B 04HOM
n Tor e VLAN MoxeT He nonyunTbes obatbes gpyr ¢ gpyrom. [loatomy npeaycMoTpeH MeToa
nepeknoveHuns, tTak yto ACL, npumeHsiemblnn K SVI, gencTByeT TOMbKO NpU MapLupyTMsaumnm
naketos mexgy VLAN.

1.4.9.1. NMpuHUKMN paboTbl

Mo ymonyaHmio doyHkuma ACL mapwpyTtusatopa SVI oTknodeHa, 1 ACL SVI genctsyeT Ha
naketbl L3, nepeckinaemble mexay VLAN, n naketbl L2, nepeckinaemble BHyTpy VLAN. lNMocne
TOro Kak doyHkumsa ACL mapupyTtusatopa SVI BkntoveHa, ACL SVI gencTtByeT TONbLKO Ha NakeTbl
L3, nepecbinaembie mexay VLAN.

NMPUMEYAHME: Tonbko kommyTaTopbl nogaepxmeatoT ACL mapwpyTtmsatopa SVI.

1.4.9.2. CBA3aHHasA KOH(urypaums

Hactpownka ACL

Mepepn HacTpomkon ACL mapwpyTtusatopa SVI HactpouTe n npumeHnte ACL. lononHuTernbHble
cBefieHna o HacTponke ACL cM. B npedblayLumx onncaHmsx Hactpomku ACL.

Ho6aBneHne ACE B ACL

MogpobHee o Tom, kak gobaensate ACE B ACL, cm. B npegpigywmx onucanusx IP ACL,
pacwmpeHHoro ACL MAC, akcnepTtHoro pacwmpeHHoro ACL vnun ACL IPv6.

29

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-7600

HaCTpOVIKa ACL W

NMpumeHeHne ACL

[ononHuTtenkeHble cBeAEHNS O TOM, Kak npuMeHsTb ACL, cM. B npeablaywmnx onncaHusax IP ACL,
pacwupeHHoro ACL MAC, akcnepTHoro pacwmpeHHoro ACL unu ACL IPv6. Mpumennte ACL B
pexume koHdurypaumm SVI.

Hactpounka ACL mapwpyTtusartopa SVI

3anyctute komaHgy svi router-acls enable B pexume rnobanbHoOW KoHUrypaumm, 4ToObI
BkntounTb ACL mapupyTtmsaTtopa SVI, 4tobbl ACL, npumeHsiembint K SVI, gencteoBan TONbKo Ha
nakeTbl, Nepeckbinaemble Ha L3, a He Ha nakeTbl, NepecbinaemMble Ha L2 BHyTpu VLAN.

1.4.10. BepeHune xypHana ACL

BepneHune xypHana ACL ucnonb3ayetca ang otcnexmnsaHna Tekywero coctoaHna ACE B ACL u
npegocraBneHns Heobxoanmon nHpopmaumm Ans NIaHoBoro 0BCnyXnBaHus, U oNTMMM3aunn
ceTu.

1.4.10.1. NMpuHUUN paboTbl

YUToObI nyylle y3HaTb Tekywee coctosHue cnnuckoB ACL Ha yCTpOWCTBe, Bbl MOXeTe ykasaTb,
cnegyeT nu ykasbiBaTb NapameTp BedeHus xypHana ACL npu gobasneHun ACE. Ecnu ykasaH
3TOT NapameTp, XypHanbl BbIBOAATCA Npu oBHapyxeHun nakeTtos, cooTBeTcTByloWmX ACE.
Kypranbl ACL otobpaxatoTca Ha ocHoBe ACE. To eCTb YCTPOMCTBO Nepnogndeckn otobpaxaet
3anucu ACE c coBnaBLUMMM MakeTaMu U KOSIMYECTBO COBMaBLUMX nakeToB. [Npumep XypHana
BbIrNg4UT cregyowmm obpasom:

*Sep 9 16:23:06: %ACL-6-MATCH: ACL 100 ACE 10 permit icmp any any, match 78
packets.

UT06bl KOHTPONMPOBAaTb KONMMYECTBO >KypHANIOB M 4YacTOTy BbiBOAA, Bbl MOXETe HacTpOUTb
NHTepBan o6HOBNEHWS XXypHana.

NMPUMEYAHMUE: ACE, cogepxawmin napameTp BegeHus xxypHana ACL, notpebnseT b6onblue
annapaTHbIX pecypcoB. Ecnu Bce HacTpoeHHble ACE cogepxat aToT napameTp, eMkocTb ACE
ycTpovncTBa ByaeT yMmeHblUeHa BOBOE.

NMPUMEYAHUE: no ymonyaHuto nHTepean oOHOBNEHMs XXypHana paBeH 0, TO eCTb XXypHarn He
BbIBOAMTCS. [Nocne Toro, kak napameTp BegeHus xypHana ACL ykasaH B ACE, Bam Heobxoammo
HacCTPOMTb MHTEpPBan OOHOBMEHNS XypHana Afs BbiBOA4A CBSA3aHHbLIX XKypHaroB; B MPOTUBHOM
cny4vae >ypHanbl He BbIBOOATCS.

NMPUMEMAHUE: ans 3anucm ACE, cogepxallen napameTtp BegeHus xypHana ACL, ecnu 3a
yKasaHHbIA WHTepBan He HaugeHO HW OAHOro MakeTa, >XypHan COMoCTaBfEHUA NakeToB,
CBA3aHHbIN ¢ aToNM 3anucbio ACE, BbiBOOUTLCS He OyaeT. Ecnu coBnagatowume naketol 6yayT
HandeHbl B YKa3aHHOM MHTepBane, XypHarsbl COMOCTaBMeHNS NAaKeTOB, OTHOCSLUMECS K 3TOMY
ACE, 6yaoyT BbiBEOEHbI MO UCTEYEHUN NHTepBana. KonnyecTeo coBnagaromx nakeTtoB — 3710
obuLee KonmM4ecTBo NakeToB, cooTBeTCTBYOWMX ACE B TedeHne 3agaHHOro MHTepBana, 10 eCcTb
nepuoga oT npegbiayLero BbiBo4a XypHana 4O TeKyLWero BbiBoga XypHana.

NMPUMEYAHUE: Tonbko KOMMyTaTOpbl NogaepXusaroT PyHKUMIO BegeHnd xypHana ACL.
NMPUMEYAHUE: napameTp BegeHns xypHana ACL MOXHO HacTpouTb Tornbko ans IP ACL nnu
IPv6 ACL.

1.4.10.2. CBA3aHHaA KOHduUrypaums

Hactpownka ACL

Hactponte ACL nepen Hactponkon ACE, cogepxawmx napameTp BedeHus xypHana ACL.
[ononHuTteneHble cBegeHusa o HacTponke ACL cMm. B npeablayLmnx onucaHmsax Hactponkm ACL.
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Ho6aBneHne ACE B ACL

JononHuTtenbHble cBeaeHus o ToM, kak gobasnuTb ACE B ACL, cM. B npeablayLmx OnnMcaHnsax
IP ACL 1 IPv6 ACL. ObpaTtnte BHUMaHUe, 4To NapamMeTp BeaeHus xxypHana ACL JomkeH ObiTb
HaCTpPOEH.

Hactpouka uHTepBana o6HOBNEeHUA XypHana
3anyctute komaHay {ip | ipv6} access-list log-update inerval time B pexume KoHurypauum
ONs HACTPOWKM MHTepBana BbiBoAa XypHanos ACL.

NMpumeHeHne ACL

[ononHuTtenkeHble CBEOEHNA O TOM, Kak NpuMeHsTe ACL, cM. B npeabiayLmx onmcanuax IP ACL
n IPv6 ACL.

1.4.11. CYeTUYMKU conoOCTaBNeHUA NakeToB

B gononHeHue K XypHanam ACL cyeTyMKn conoctaBfieHUs1 NakeToB npeaocTtaBnAaloT ewe oaunH
BapumaHT angd nnaHoBOro O6CJ'Iy>KI/IBaHI/IFI n ontTuMn3auunm ceTn.

1.4.11.1. NMpuvHUUN paboTbl

[na peanusaumm ynpasneHns ceTblo Nonb3oBaTensdam MOXeT NoTpeboBaTbCs y3HaTb, €CTb NN B
ACE kakve-nmbo coBnagarolime nakeTbl U CKOMbKO nakeToB cosnano. ACL npepoctaBnsitoT
CYETYMKM COMOCTaBneHnsa naketoB Ha ocHoBe ACE. Bbl mMoxeTe BKMIOYUTb UNU OTKITOYAUTH
CUYETYMKM cornocTaBreHns nakeTos Ang Bcex 3anucen ACE B ACL. Korga nakeT cooTBeTCTBYET
ACE, cooTBeTCTBYIOLLMI CHETUMK yBEenuunBaeTca Ha 1. Bl moxeTe 3anyctuTb clear counters
access-list [ acl-id | acl-name ] ana c6poca cyetumnkoB Bcex ACE B ACL ans HoBoro payHaa
CTaTUCTUKMN.

NMPUMEYAHMUE: ona skntodeHnss cyetdmkoB ACL TpebyeTtca Gonblue annapaTtHbiX 3anncen. B
KparvHeM cry4ae 9TO cokpatuT BABoe KonmyectBO ACE, KOTOpble MOXHO HacTpOUTb Ha
yCTpOnUCTBE.

MPUMEYAHUE: Bbl MOXeTe BKNIOYNTb cHETUYMKM conocTaBnenus naketos B IP ACL, MAC ACL,
akcnepTHoM ACL unn IPv6 ACL.

NMPUMEYAHUE: Tonbko KOMMYyTaTOpPbl NOAOEPXMBAIOT CHETUMKM conocTaBneHuns naketos ACL.

1.4.11.2. CBA3aHHaA KOHduUrypaums

Hactpownka ACL

HacTtponte ACL nepep Hactponkon ACE, cogepxawwmx napameTp BedeHus xypHana ACL.
[ononHuTtensHble cBegeHna o HacTponke ACL cM. B npeablayLmnx onncaHmnax Hactpouku ACL.

Ho6aBneHne ACE B ACL

[ononHuTteneHble cBegeHust 0 ToM, Kak gobaeutb 3anucm ACE B ACL, cm. B npegbigyLumx
onucanmsax ACL. O6patute BHUMaHMEe, YTO nNapameTp BedeHus xypHana ACL pormkeH ObiTb
HacCTpOeH.

Bknro4yeHne c4eTYMKOB COBMNaAeHUsA NakeToB

YUTto6bl BKNIOYNTL cHETUMKM conocTaBreHust naketos B I[P ACL, MAC ACL vnnu akcneptHom ACL,
3anyctute komaHgy {mac | expert | ip} access-list counter { aclid | acl-name } B pexume
rno6anbHOM KOHUrypaumm.

UToObl BKMOUNTE CYETUMKM conocTaBneHus naketoB B ACL IPv6, 3anyctute komaHay ipv6
access-list counter acl-name B pexuvme rnobanbHOM KoHbUrypaumm.
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NMpumeHeHne ACL

[ononHuTtenkeHble cBeAEHNS O TOM, Kak npuMeHsTb ACL, cM. B npeablaywmnx onncaHusax IP ACL,
pacwmpeHHoro ACL MAC, akcnepTHoro pacwmpeHHoro ACL vnun ACL IPv6.

OuncTtka c4eTYMKOB COBMNaAEeHMA NaKkeToB

3anyctute komaHgy clear counters access-list [acl-id | acl-name ] B npuBunermposaHHOM
pexume EXEC onsa copoca cHeTYMKOB COMOCTABMNEHNS NaKeToB.

1.4.12. Pexxum conocTtaBneHusi pparMeHTUPOBaHHbIX NaKeToB

B pexume conoctaeneHus doparMeHTUpoBaHHbIX naketoB ACL MOXeT ocyllecTBnsTb bonee
TOYHbIN KOHTPOIb HaA PparMeHTUPOBAHHLIMU NaKeTaMMm.

1.4.12.1. NMpuHUKMN paboTbl

IP-nakeTbl MoOryT ObITb (pparmeHTUpoOBaHbl Mpwu nepegade no cetn. Korga npoucxoaut
dparmMeHTauna, TONbKO MNepBbIN (bparMeHT nakeTa COAePKUT MHGopMaumio L4, Takylo Kak
Homep nopta TCP/UDP, tun ICMP un kog ICMP, a gpyrve dpparMeHTUpoBaHHble NakeTbl He
cogepxaTt wuHcopmauuto L4. o ymonuaHuto, ecnu ACE cogepxut dnar dparmeHTa,
UNbTPYOTCA parMeHTUPOBaHHbIE MakeTbl, kpome nepsBbix (pparmeHToB. Ecnn ACE He
cogepxut dnara dparmeHTa, UIbLTPYHTCS Bce (parMeHTMPOBAHHbIE MNakeTbl (BKo4vasi
nepeble parMeHTbl). B 4ONONHEHME K 3TOMY pexuMMy COMocCTaBfeHus pparMeHTUPOBaHHbIX
NakeToB MO YMONYaHUIO NPeaOCTaBNSAETCH HOBbIV PEXUM COMOCTaBNeHNs: parMeHTUPOBaHHbIX
naketoB. Bbl MoOXeTe nepeknwyaTbCad Mexgy ABYMSA pexvMmMamn  CconocTaBneHus
dhparMeHTMPOBaHHbLIX NakeToB NO Mepe HeobxoauMocTu B ykaszaHHOM ACL. B HoBoM pexume
cornocTaBneHns parMeHTMpoBaHHbIX nakeTos, ecniu ACE He cogepxuTt cnara dpparmeHTa u
nakeTbl (pparMeHTUpOBaHbl, MepBble parMeHTbl CPaBHUBAKTCA CO BCEMWU MNONAMMU
conocTtaeneHusa (Bkniodas uHgopmaumio L3 n L4), onpepeneHHeimn B ACE, a pgpyrue
dparMeHTUpOBaHHbIE MaKeTbl CPaBHUBAKTCA TOMbKO C MHGOpMauUMen, OTnuyHou oT L4,
onpegenenHon B ACE.

NMPUMEYAHUE: B HOBOM peXume conocTaBieHnsa (pparMeHTUpoBaHHbIX nakeTos, ecnu ACE
He cogepXxuT hnara oparmeHTa, a genctene «PaspewnTby», 9ToT TN ACE 3aHMmaeT bonblue
annapaTHbIX 3anucen. B kpanHem criyyae 9TO YMEHbLUMT BOBOE KONMYECTBO annapaTHbIX
3anucen. Ecnun YcraHoeneHo (Established) HacTtpoeHo ana dounbtpauum cdnara TCP B ACE,
Oyget 3aHATo Gonblue annapaTHbIX 3anncen.

NMPUMEYMAHUE: ACL BpemMeHHO He [OencTByeT BO BpeMs NEepeKNioyYeHus pexuma
conocTtasneHns parMeHTUPOBaHHbIX NAKETOB.

NMPUMEYAHUE: B HOBOM peXxume cornocTaBreHnsa (pparMeHTUpoBaHHbIX nakeTos, ecnu ACE
He cogepxXuT dnara pparmeHTa, Heobxo4MMo CpaBHUTbL MHAOpMaLMio L4 nakeToB, u JencTeue
«PaszpewmnTby, ACE npoepsieT nHdopmaumio L3 n L4 nepsBblx ¢oparMeHTOB MNaKeTOB WU
npoBepsaeT TONbKO MHopmaumio L3 apyrux dparmMeHTMpoBaHHbIX naketoB. Ecnn BbiGpaHo
aenctere «3anpetntb», ACE npoBepsieT TOMNbKO nepBble pparMeHTbl NakeToB U UrHopupyeT
apyrve oparMeHTUpOBaHHbIE NaKeThl.

NMPUMEYAHUE: B HOBOM peXxume conocTaBreHnsa pparMeHTUpoBaHHbIX nakeTos, ecnu ACE
cogepxut donar gparmeHTta, ACE npoBepsaeT TONbKO hparMeHTUpOBaHHbIE MAKETbl, HO He
nepBble hparMeHTbl NakeToB, HE3aBMCUMO OT TOro, siBnseTca nu gencrene B ACE «Paspewmntb»
nnun «3anpeTuTby.

MPUMEYAHUE: Tonbko pacwmpeHHbin [P ACL 1 3KCnepTHbin pacwunpeHHbin  ACL
noaaepXunBaloT NepeEKoYeHe MexXay ABYMS peXMMaMu CONOCTaBneHnsa hparMeHTUPOBaHHbIX
MakeToB.

NMPUMEYAHUE: TONMbKO KOMMYyTaTOpbl MOAAEPXMBAOT PUIbTPaUUIo parMeHTUPOBaHHbIX
MakeToB.
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1.4.12.2. CBA3aHHaA KOHdUrypaums

HacTtponka ACL

MogpobHee o ToMm, kak HacTpouTb ACL, cMm. B npeabiaywmx onucanHunsax IP ACL 1 akcnepTHOro
pacwmpeHHoro ACL.

Jdo6aesneHne ACE B ACL

HononHuTtenbHble cBeaeHus o ToM, kak gobaButb ACE B ACL, cM. B npeablayLmx onucaHnsax
IP ACL n akcnepTHoro paclumpeHHoro ACL. O6paTtute BHMMaHue, 4To Heobxoammo nobaBuTb
napameTp dparmeHTa.

I'IepeKnloquMe pexnmMma conoctaBlieHUs (bparMGHTVIpOBaHHbIX naketoB

3anyctute komangy [ no ] {ip | expert} access-list new-fragment-mode { acl-id | acl-name } B
pexume rnobanbHOM  KOHdUrypauum aOns  nNepeknoyeHns pexmma  COnocTaBleHus
dhparMeHTMpoOBaHHbIX NAKETOB.

MpumeHeHne ACL-cnucka

MogpobHee o0 ToMm, kak npumeHsTb ACL, cM. B npeabiayLumx onncanHmax IP ACL n akcnepTHOro
pacwmpeHHoro ACL.

1.5. OrpaHnyeHus

1. B npoaykrax cepun QSW-7600 ACL, NpuMEHEeHHbI K BXOASALIEMY HanpaBfeHuto, He
nogaepxmsaet conoctasneHne «NEQ» Ha noptax yposHs 4 ons naketoB TCP u UDP, a
ACL, NpMMEHeHHbIN K UCXOAsALWEeMY HanpaBneHuto, NogaepXnBaeT TONbKO CONOCTaBreHne
«EQ» Ha nopTax yposHs 4 aons naketos TCP n UDP.

2. ACL IPv6, HacTpoeHHble Ha npoaykTax cepun QSW-7600, nogaepmMBatoT CONOCTaBNeHNE
no crnegyrowmm nonam: protocol, sip, 14_src, dip, 14_dst, dscp, u flow_label. ACL IPv6
nogaepXnBaeT CoNoCTaBeHNE TONbKO Ha OCHOBE Cneayowmx AByX rpynn nonen:

e protocol, sip, 14_src, 14_dst, dscp, flow_label, range
e protocol, dip, 14_src, 14_dst, dscp, flow_label, range

o ACL He MOXeET ucnonb3oBaTtb Bce nons ans conocraeneHus. Kpome toro, ACL IPV6 He
noagePXneatoT HX COMOCTaBIEHNE MO (PpparMeHTY, HX COMOCTaBIEHNE MO METKE NOTOKa
B UCXOAsLLEM HanpaBieHUN.

o Korga anga IP-agpeca ncroynmka u IP-agpeca HasHadeHns HeobxXxogumMo COMoCTaBUTb
TONbKO cTapwune 64 GuTa (GnNMHa Macku MeHblle UNn paBHa 64), nogaep)xmBaeTcs
conocTaeneHune ¢ nomoubio IPv6 5-tuple.

3. B npogykrax cepum QSW-7600 Security ACL, npumeHsiemble K SVI, 3apeKTMBHbI kak Anis
naketoB BHYTpu VLAN, nepecbinaembix MOCTamu, Tak U ONA MaKeToB MapLipyTusauum
mexay VLAN. B pesynbTtate nonb3oateny B VLAN He MoryT o6MeHMBaTbLCA OaHHbIMM.

4. Tpoayktbl cepun QSW-7600 He moryT naeHtudpuumpoBatb none dnara dpparMeHTa B
naketax IPv6. Ecnn ACL IPv6 cogepxuT donar coparmeHTa, onar pparmeHTa urHopmpyetcs
npy CONOCTaBIEHNN NaKeToB. OTO 3KBUBANEHTHO OTCYTCTBUIO doriara pparmeHTa B CnMckax
ACL, n cornocrasrieHMe BbINONHAETCA AN BCEeX MNakeToB, BKMOYas nakeTbl MepBoro
dparmeHTa 1 nakeTbl He NepBoro parmMeHTa.

5. lMpoagyktbl cepun QSW-7600 noodepXuBaroT NepeknioyYeHne pexmnma CcornoctaBneHus
naketoB dparmMeHToB, Korga npUMeEHSATCA pacwmpeHHble ACL IP unn akcnepTHble
paclmpeHHble ACL.

6. B npogyktax cepun QSW-7600 ACL 80 nogaepxuBaeT TOSMbKO creayowme obumne nons:
MAC-agpec Ha3HayeHnda, MAC-agpec uctoyHuka, VID, ETYPE, Homep npoTtokona IP, agpec
IPv4 uctodHmka, agpec IPv4 HasHayeHud, uaeHTudukaTop nopTa HasHa4vyeHus,
naeHTudukaTop nopta nctoyHuka, Tun ICMP u kog ICMP.
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1.6. KoHdurypauusa

dnemeHT
KOHduUrypaumm

OnucaHve n kKomaHAaa

HacTtpownka IP ACL

(OnuuoHanbHo) OH ucnonbayeTtca Ana punsTpaummn naketos IPv4

ip access-list standard

HacTtpauBaet ctangapTHbin IP ACL

ip access-list extended

HacTtpansaeT paclumpeHHbin IP ACL

permit host any time-range log

[Job6aenset paspewatowmn ACE B
cTaHgapTHbIn IP ACL

deny host any time-range log

[obaenset 3anpewarowmn ACE B
ctaHgapTHeii IP ACL

permit host any host any tos
dscp

precedence time-

range log

fragment

[obaenset paspewatowmn ACE B
pacwmpeHHbin IP ACL

HacTtpownka IP ACL

deny host any host any tos
dscp precedence fragment
time-range log

Ho6Gaenset 3sanpewatrowun ACE B
paclmpeHHsin IP ACL

ip access-group in out

lNpumeHseT  cTaHOapTHbIN
paclumpeHHsin IP ACL

nnn

HacTpoiika
pacLUMPEHHOro

ACL MAC

(OnuuoHanbHo) OH ucnonbayeTtcs ans punbTpaumm naketos L2

mac access-list extended

HacTtpanBaet pacwmpeHHbin ACL
MAC

permit any host any host cos
inner timerange

HoGaenseTr paspewatowmnn ACE B
pacwmpeHHbin ACL MAC

deny any host any host cos
inner time-range

[obaenset 3anpewatowmnn ACE B
pacwmpeHHbin ACL MAC

mac access-group in out

MpumeHsieT ACL

MAC

pacLUMPEHHBbIN
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AnemMeHT OnucaHue u KomaHaa
KOHdurypaumm
HacTtponka (OnuuoHanbHo) OH ucnonbayeTtca Ana punsTpaummn naketos L2 n L3
9KCMEepPTHOro
QEICLLHI S AEn expert access-list extended HacTpauBaeT 3KCNepTHbIN
ACL paclumpeHHbin ACL
permit cos inner VID inner host | lo6aBsnseT paspewatowmii ACE B
any host any 3KCNEPTHbIN paclumpeHHbin ACL
host any host any precedence
tos fragment
range time-range
deny cos inner VID inner host | [lobaenseT 3anpelwarwowmn ACE B
any host any SKCMepTHbIM pacwmpeHHbin ACL
host any host any precedence
tos fragment
range time-range
expert access-group in out MpumeHsieT SKCMepTHbIN
pacLumpeHHbin ACL
HacTtponka (OnuuoHankbHo) Mcnonbayetca ons dounbTpaumm nakeToB IPv6
pacLIMPEHHOro
ACL IPv6 ipv6 access-list Hactpausaet ACL IPv6
permit host any host any range | lobaBnsiet paspelwwatowmi ACE B
dscp flowlabel fragment time- | ACL IPv6
range log
deny host any host any range  [Ho6aBnsiet 3anpewatowmn ACE B
dscp flowlabel fragment time-  ACL IPv6
rangelog
ipv6 traffic-filter in out MpumensieT ACL IPv6
Hactponka ACL80 | (OnumoHanbHo) Micnonb3yeTca ansg HacTPOnKM nonen ona ounbtpaumm
naketoB L2 n L3
expert access-list advanced HacTtpauBaeTt 9KCMNEePTHbIN
pacmnpeHHbin ACL
permit Hobaenset paspewatowmun ACE B
3KCNEPTHbIN pacluMpeHHbIn ACL
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ractpoiia ACL v atechu
AnemMeHT OnucaHue u KomaHaa
KOHdurypaumm
deny HobGaensieT 3anpewarowmn ACE B
3KCNEePTHbIN pacumpeHHbin ACL
expert access-group in out MpumeHseT AKCNepTHbI
pacLumpeHHbin ACL
HacTtpowka (OnuuoHanbHO) WUcnonb3yeTcs AnNa  nepeHanpaBreHust MakeTos,
nepeHanpasneHns | COOTBETCTBYIOLLMX NpaBuiam, Ha yKkasaHHbIn NHTepdenc
ACL
redirect destination interface | HactpausaeTt nepeHanpasneHne
aclin ACL
Hactpouka (OnuuoHanbHo) Ucnonbayetca gnga Toro, ytobbl ACL BCTYynun B cuny
rnobansHou rno6anbHo

Security ACL

ip access-group in out MpumeHseT rnobanbHbI  Security
ACL B pexume rnobansHon

KOHUrypauum

no global ip access-group HacTtpauBaeTt UHTepdenc Kak
3KCKITHO3UBHbIN nHTepdemnc
rnobaneHoro Security ACL B pexume

HaCTPOWnKN nHTepdenca

Hactpowka
KaHana

©e3onacHocTU

(OnuunoHanbHo) Wcnonb3dyetca  ans TOro, YTOOBbI nakeTbl,
COOTBETCTBYIOLLME HEKOTOPbIM XapakTepucTukam, Mornum obxoanTb
NPOBEPKM MNPUITOXKEHWA KOHTpOMA gdocTyna, Takux kak DOT1X n
BebG-ayTeHTUdMKaUnA

BkntoyaeT kanan ©6e3onacHocTM B
pexnme KoHdurypaumm nutepdenca

security access-group

BkntoyaeT kaHan ©6e3onacHocTM B
pexume rnobanbHOn KoHdUrypaumm

security global access-group

security uplink enable HacTtpauBaeTt UHTepdenc Kak
3KCKITHO3UBHbIN nHTepdemnc
rnobanbHOro kaHana GesonacHocTu

B peXunme HacTponku nHTepdenca
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HacTtpoiika ACL W
AnemMeHT OnucaHue u KomaHaa
KOHdurypaumm
HacTtponka (OnuuoHanbHO) NcnonbayeTca Ang HacTporku koMmeHTapues ana ACL
KOMMEHTapueB unn ACE, 4to6bl nomnb3oBaTenu MOMMM Nerko naeHTUMUMpoBaThb
ana ACL dyHkumn ACL unu ACE
list-remark HactpauBaeT KoMMeHTapuin ans

ACL B pexume KoHcurypaummn ACL

access-list list-remark HactpanBaeT koMMmeHTapuin ans
ACL B pexume rnobanbHom
KOHcpurypaumm

remark HactpanBaeT KomMmeHTapun aOns

ACE B pexvme koHdurypaumm ACL

1.6.1. HacTtpouka IP ACL
1.6.1.1. dphbeKkT KOHhUrypaumum

Hactponte u npumenute IP ACL Kk nHTepdency, 4Tobbl KOHTPONMPOBATbL BCe BXoAslMe U
ncxogdwmne naketbl IPv4 atoro uHTepdenca. Bol moxeTe paspewmnTs unm 3anpetutb BXOA
onpegeneHHblx naketoB IPv4 B ceTb, 4TObbl KOHTpONMpoBaTb AocTyn IP-nonb3oBaTtenen K
ceTeBbIM pecypcam.

1.6.1.2. lLUarn HacTpomnkm

HacTtpouka IP ACL

o (OGsizatenbHo) Hactponte IP ACL, ecnn Bbl XOTUTE KOHTPONMpOBaTb LOCTYN
nonb3oBaTtenen IPv4 k ceTeBbIM pecypcam.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpoOWCTB [OCTyna, arperauyv n ggpa B
3aBUCMMOCTU OT pacnpegenenus nonb3oatenien. IP ACL pgenctsyeT TOSMbKO Ha
NoKanbHOM YCTPONCTBE M He BNUSIET Ha Apyrne yCTpomucTBa B CETU.

Jdo6aBneHue 3anmncen ACE B IP ACL

(OnuuoHanbHo) ACL mMoxeT cogepxaTb HOMb unuM Heckonbko 3anucen ACE. Ecnn ACE He
HacTpoeH, Bce Bxoasdwme IPv4-nakeTbl YCTPONCTBA MO YMOSYaHUIO OTKITOHSOTCS.

MpumeHeHue IP ACL

o (OGsazaTenbHo) Mpumenute IP ACL K ykazaHHOMY MHTepdENCy, ECNK Bbl XOTUTE, YTOObI
atot ACL Bctynun B cuny.

e Bbl mMoxeTe npumeHntb IP ACL K ykasaHHOMY WHTepdency YCTPOWCTB AOCTyna,
arperaumm n sgpa B 3aBUCUMOCTM OT pacnpeneneHns nonb3osartenen.

1.6.1.3. NpoBepka

e cnonb3ynte cnegytowme metToabl, YTobbl NpoBepnTL BNUsiHUE KoHdurypauun IP ACL:

e 3anyctute komaHgy ping, 4tobbl ybeantbcs, yto IP ACL gencTByeT Ha yka3aHHOM
uHTepdence. Hanpumep, ecnu IP ACL HacTpoeH Ha 3anpeT JocTyrna K XOCTy C
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yKasaHHbIM IP-agpecom unm xoctam B ykasaHHOM auanasoHe |P-agpecos, 3anyctuTe
KOMaHAay ping, 4To6bl y6eanTbCsl, YTO XOCTbl He MOTYT ObITb YCMELIHO NPOMNMHIOBaHbI.

e [lonyuuTe OOCTyn K CBA3aHHbIM cCeTeBbiM pecypcaMm, 4Tobbl ybeauTtbes, yto IP ACL
OEenCTByeT Ha yKasaHHOM nHTepdperice. Hanpumep, goctyn B IHTepHET unu Joctyn K
pecypcam FTP B ceTn yepes FTP.

1.6.1.4. CBA3aHHble KOMaHAbI
HacTtpouka IP ACL

KomaHga ip access-list { standard | extended } {acl-name | acl-id }
Onucanne standard: ykasblBaeT, 4TO co3faH ctaHgapTHein IP ACL.
napameTpoB

extended: ykasbIBaeT, 4TO co3faH paclumpeHHbin IP ACL.

acl-name: ykasblBaeT MMA CTaHOAPTHOro unu pacwumpeHHoro IP ACL. Ecnn
3TOT napamMeTp HacCTpoeH, co3gaeTcsa WMeHoBaHHbIn  ACL. Wms
npegcraesnget cobon ctpoky oT 1 go 99 cumsonos. mss ACL He MoxeT
HauymHaTbCA € umdp (0-9), «in» nnn «outy.

acl-id: ykasblBaeT naeHTugmkaTop, KOTopbI OAHO3HAYHO NAEHTUdUUMpPYyeT
cTaHOapTHbIM unu pacwmpenHoi IP ACL. Ecnu aTOT napameTp HacTpoeH,
cospaeTcs HymeposaHHbi ACL. Ecnn cospaetca ctaHgapTHeii IP ACL,
ananasoH 3HavyeHun acl-id coctaBngeT 1-99 n 1300-1999. Ecnun co3paeTtcs
pacwmpeHHbin IP ACL, guanasoH 3HadeHui acl-id coctaBnaet 100-199 un
2000-2699

Pexum komang | Pexum rmobanbHoin koHdurypaumm

PykoBoacteo no | 3anyctute 3Ty KomaHgy, 4TOObl HAcCTpoOUTb CTaHAAPTHbIA - UMK
NCNosb3oBaHuIo | pacumpeHHbin IP ACL 1 BOMTK B peXnM KOHpUrypaumm ctaHgapTHOro unm
pacwmpeHHoro [P ACL. Ecnu Bbl XOTUTE KOHTPONMpOBaTb AOCTYN
nonb3oBaTenen K CeTeBbIM pecypcam, npoBepad ucxogHbl IP-agpec
KaXxgoro nakeTa, HacTpouTe cTaHgapTHein IP ACL. Ecnn Bbl xoTuTe
KOHTpONMpoBaTb AOCTYM Nosib3oBaTernen K ceTeBbIM pecypcam, NpoBepss
IP-agpec ncToyHuKa nnu nonyyaTens, HOMep NPOTOKONa 1 NOPT UCTOYHMKA
unu nony4datens TCP/UDP, HacTponTe pacLUuMpEeHHbIA CMIMCOK ynpaBneHns
poctynom [P

Ho6aBneHune 3anncen ACE B IP ACL
e [lobaBbTe 3anncu ACE B ctaHgapTHein IP ACL.

Mcnonb3ynTte nobon ns cnegyowmx metogo ansa gobaenennsa sanucern ACE B cTaHOapTHbIN
IP ACL:

KomaHga [ sn]{permit | deny }{host source | any | source source-wildcard } [ time-
range time-range-name ] [ log]

OnucaHue sn: ykasbiBaeT nopsakoBbii Homep ACE. 3HavyeHne HaxoauTcs B Anana3oHe
napameTpoB oT 1 0o 2147483 647. 3TOT NOpPSOKOBLIA HOMEP onpeaensieT NpuopuTeT
aTon 3arvcn ACE B ACL. MeHbLuMIA NMOPSAOKOBLIA HOMEpP YKasbiBaeT Ha
6onee Bbicoku npuoputeT. ACE c 6onee BbICOKMM npuopuTeTom Byaet
npeanoyYTUTENBHO NCMONBb30BaTLCA AN CONOCTaBNeHns naketos. Ecnu Bbl
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He ykaxeTe nOPSAKOBbIN Homep npu pobaesnenHnn ACE, cuctema
aBTOMaTM4YeCKn MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupaweHnio (no ymonyanuio 10) nnoc NopsiAKOBLIN HOMEpP MocneaHero
ACE B Tekywem ACL. Hanpumep, ecnu nopsgkoBbli HOMeEp nocrnegHemn
3anucn ACE paBeH 100, nopsigkoBbIi HOMeEp BHOBb 400OaBnEHHOM 3anuncu
ACE 6ygeTt no ymonyanuto paseH 110. Bbl MmoxeTe HacTpouTb npupatleHue
C MOMOLLLIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE sBnsieTcs paspewatowwnm ACE.
deny: ykasbiBaeT, YTo ACE gaBnseTtca 3anpewatowmm ACE.

host source: ykasbiBaeT, 4TO IP-makeTbl, OTNpaBfieHHble C XOCTa C
yKasaHHbIM UCXoaHbIM IP-agpecom, unbTpyroTes.

any: ykasbiBaeT, 4Tto IP-nakeTbl, oTnpasneHHoble ¢ nwboro yana,
uUnbTpyOTCA.

source source-wildcard: ykasbiBaeT, 4Tto |P-nakeTbl, OTNpaBneHHble C
XOCTOB B YKa3aHHOM cermeHTe IP-ceTu, punbTpytoTes.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM anana3oHoMm. ACE BCcTynaeT B cuny TOMbKO B Npefenax 3Toro
BpeMeHHOro AuanasoHa. llogpobHee O BpeMeHHOM AuanasoHe CM. B
PYKOBOACTBE MO HaCTPOWKe BPEMEHHOro AvanasoHa.

log: ykasbiBaeT, 4TO XypHanbl OyayT nepuoandeckm BbIBOOUTLCS, €Crv
OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
cBefeHns o XXypHanax cM. B pasgene «Begenue xypHana ACL» B aTom
OOKYMEHTE

Pexum komaHg

CrangapTHbI pexunm koHdurypaumm IP ACL

PykoBoacTteo no

3anyctute aTy KomaHgy, 4Tobbl gobasuTb 3anucu ACE B cTaHgapTHOM

ncnonb3oBaHuo | pexunme Hactporkn IP ACL. ACL MoxeT 6biTb MMEHOBAHHBLIM UMK
HymepoBaHHbIM ACL
KomaHga access-list acl-id { permit | deny } {host source | any | source source-

wildcard } [ time-range tm-rng-name] [ log ]

Onucanne
napameTpoB

acl-id: ykasbiBaeT wugeHTMduKkaTop NpoHymepoBaHHoro ACL. OH
OoAHo3Ha4Ho ugeHTMduumpyet ACL. lnanasoH 3HaveHun acl-id: 100-199 n
1300-1999.

permit: ykasbiBaeT, 4to ACE siBnisieTcsi paspewatowmm ACE.
deny: ykasbiBaeT, Uto ACE gaBnsietca 3anpewatowmm ACE.

host source: ykasbiBaeT, 4TO IP-nakeTbl, OTNpPaBfEeHHble C XOocTa C
yKasaHHbIM NCXodHbIM IP-agpecom, punbTpyroTCS.

any: ykasbiBaeT, 4To IP-nakeTbl, oOTnpaBneHHble ¢ nwboro yana,
dunbTpyoTCA.

source source-wildcard: ykasbiBaeT, 4TO IP-nakeTbl, OTMpaBneHHble C
XOCTOB B YKa3aHHOM cermeHTte IP-ceTun, unbTpytoTCS.

@ §) QTECH

MWP [OOCTYNHEE

39




PykoBoacTeo no Hactponke cepus QSW-7600

HacTtpoiika ACL

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM aAvana3oHoM. ACE BCTynaeT B cury TOMbKO B peferiax 3Toro
BPeMeHHoro avanasoHa. [logpobHee o BpeMeHHOM [AuanasoHe CM. B
PYKOBOACTBE MO HAaCTPONKE BPEMEHHOro AnanasoHa.

log: ykasblBaeT, YTO XXypHanbl OyaoyT NEpUOAMYECKU BbIBOAMTLCS, €cnuv
OyaoyT HangeHbl nakeTbl, cooTBeTcTBylowme ACE. [ononHutenbHble
CBeleHVs1 0 XXypHanax cM. B pasgene «BeneHue xypHana ACL» B aTom
AOKyMEHTe

Pexum komaHg,

CrangapTHbI pexunm koHdurypaumm IP ACL

PykoBoacTtBo no
NCMNomb30BaHUIO

3anyctute 9Ty KOomMaHgy, uJT06bl  gobaButb  3anMcn  ACE B
NPOHYMepoBaHHbIN cnucok ACL IP B pexunme rnobanbHOn KoHUrypawmm.
Ee Henb3sa ucnonb3oBaTtb Ana gobaeneHus 3anucen ACE B MMEHOBaHHbIN
cnucok ACL IP

e [lob6abTe 3anucu ACE B pacwmpeHHbin IP ACL.

Ncnonb3ynte nobon n3 cnegyrowmx metogos ans gobasnenus sanncen ACE B paclumpeHHbii
CNUCOK ynpasneHusa goctynom IP:

KomaHga [ sn]{ permit | deny } protocol {host source | any | source source-wildcard
} {host destination | any | destination destination-wildcard } [ [ precedence
precedence [tos tos ] ]| dscp dscp] [ fragment ] [ time range time-range-
name][log ]

OnucaHue sn: ykasblBaeT nopsakoBbli HoMep ACE. 3HavyeHne HaxoanTcs B Anana3oHe

napamMmeTpoB oT 1 0o 2147483 647. STOT NOPALKOBLIA HOMEP onpeaenseT NpuopuTeT

aton 3anucn ACE B ACL. MeHblwnn NopsgkoBbii HOMEP YKa3blBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BLICOKMM npuoputeTom Gyaet
npeanoyTUTENbHO NCMOSBb30BaTLCA ANA CONOCTaBneHnsa naketos. Ecnuv Bbl
HEe YyKaxeTe MOpPsAKOBbIN Homep npu gdobGaBneHnn ACE, cuctema
aBTOMaTM4YECKM MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupaweHuno (no ymonyanuio 10) nnoc NopsaKoBbIM HOMEP MOCHeaHEro
ACE B Tekywem ACL. Hanpumep, ecnu nopagkoBbli HOMep nocrneaHen
3anucn ACE paseH 100, nopsgkoBbIM HOMEP BHOBb A406aBNeHHOW 3anucu
ACE 6ygeTt no ymon4yanuto paseH 110. Bbl MOXeTe HacTpouTb NpupaLleHne
C MOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE siBnsieTcs paspewatowmm ACE.
deny: ykasbiBaeT, Uto ACE gaBnsietca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep IP-npoTokona. [nanasoH 3HadeHn oT 0 go 255.
Ona obneryeHna wucnonb3oBaHUs CUCTEMa NpefocTaBnsdeT  YacTo
nucnonb3yemble  COKpalleHWs Ons  3aMeHbl  KOHKPETHbIX  HOMEepOoB
npoTokonoe IP, Bkntovas eigrp, gre, icmp, igmp, ip, ipinip, nos, ospf, tcp n
udp.

host source: ykasbiBaeT, 4TO IP-nakeTbl, OTNpPaBfEHHble C XOCTa C
yKasaHHbIM NCXodHbIM IP-agpecom, punbTpyroTCS.

source source-wildcard: ykasbiBaeT, 4TO IP-nakeTbl, OTMpaBneHHble C
XOCTOB B YKa3aHHOM cermeHTte IP-ceTn, punbTpytoTCS.
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Onucanwne host destination: ykasbiBaeT, 4To IP-nakeTbl, OTrpaBnseMble Ha XOCT C
I'IapaMeTpOB yKa3aHHbIM |P-ap,peCOM Ha3Ha4YeHn4d, CbI/IJ'Ipry}OTCFI. ECJ‘IVI HaCTpoeHO

KnoyeBoe croeo any, IP-nakeTbl, oTnpaBnsiemble Ha nbOM XOCT,
dunbTpyoTCA.

destination destination-wildcard: ykasbiBaeT, 4To IP-nakeTbl, oTNpaBngemble
Ha y3nbl B yka3aHHOM cermeHte |IP-ceTn, ounbTpytoTcs.

any: ykasblBaeT, 4YTo IP-nakeTbl, OTnpaBnsemble Ha ntobor XOCT Unu ¢ Hero,
dunbTpyoTCA.

precedence precedence: ykasblBaeT, YTo |IP-nakeTbl C yka3aHHbIM MonemM
npuopuTeTa B 3aronioBke UNbTPYIOTCS.

tos tos: ykasbiBaeT, 4TO IP-nakeTbl C yka3aHHbIM nonem tuna cnyxosl (TOS)
B 3arorioBke hunbTPYTCS.

dscp dscp: ykasbiBaeT, 4TO IP-nakeTbl C yka3aHHbIM nonem dcsp B
3aronoske punbTpytoTCS.

ecn ecn: ykasblBaeT, 4YTo IP-nakeTbl C yka3aHHbIM MOMeM ecn B 3arofloBke
PUNLTPYOTCS.

fragment: ykasbiBaeT, 4TO (PUNLTPYIOTCH TOMNbKO PparMeHTUPOBaHHbIE
IP-nakeThbl, 32 UCKITOYEeHEM NepBbIX (dparMeHTOB.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM gnanasoHoMm. ACE BcTynaeT B cuny TOMbKO B nNpegenax 3Toro
BpeMeHHOro AuanasoHa. [logpobHee O BpemMeHHOM [uanasoHe CM. B
PYKOBOACTBE MO HaCcTPOWKe BPEMEHHOro AnanasoHa

log: ykasbiBaeT, 4TO XypHanbl OyayT nepvogudeckm BbIBOOUTBLCS, €CIu
OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
cBefeHns o XXypHanax cM. B pasgene «BegeHnue xypHana ACL» B aTom
OOKyMeHTe

Pexum komaHg

PacwunpeHHbIn pexum koHpurypaumm IP ACL

PykoBoacTteo no

3anyctute aTy komaHay, 4Ytobbl gobasnte ACE B pacCLUMPEHHLIN PEXUM

ncrnonb3oBaHuto | HacTponkn IP ACL. ACL moxeT GbiTb MMEHOBAHHLIM UM HYMEPOBAHHbLIM
ACL

KomaHga access-list acl-id { permit | deny } protocol {host source | any | source
source-wildcard } {host destination | any | destination destination-wildcard }
[ [ precedence precedence [ tos tos ] ] | dscp dscp] [ fragment ] [ time-
range time-range-name ][ log ]

Onuncanne acl-id: ykasbiBaeT wugeHTudukatop npoHymepoBaHHoro ACL. OH

napameTpoBs oaHo3Ha4vHo naeHTudnumpyet ACL. inanasoH 3HadeHuin acl-id: 100199 u

2000-1999.

sn: ykasbiBaeT nopsakoBbii Homep ACE. 3HavyeHne HaxoauTcs B Anana3oHe
oT 1 0o 2147483 647. JTOT NOPSAOKOBLIN HOMEP OonpeaenseT NpuopuTeT
aTon 3arvcn ACE B ACL. MeHbLuMIA NMOPSAOKOBLIA HOMEpP YKasbiBaeT Ha
6onee Bbicoku npuoputeT. ACE c 6onee BbiCOkMM npuoputeTom Byaet
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npeanoyYTUTENBHO NCMOMBb30BaTLCA ANS CONOCTaBNeHns naketos. Ecnu Bbl
He yKaxute nopsakoBbli Homep npu pobasneHun ACE, cuctema
aBTOMaTMyecku MpUCBOUT  MOPSOKOBbIA  HOMEpP, KOTOpbIM  paBeH
npupawenunio (no ymonyanuio 10) nnoc NopsiAKoBbIN HOMEpP MocnegHero
ACE B Tekywem ACL. Hanpumep, ecnv nopsgkoBbli HOMeEpP nocrneaHemn
3anucn ACE paeeH 100, nopsiakoBbii HOMEP BHOBb Ao6aBneHHOW 3anmciu
ACE 6ygeTt no ymonyanuto paseH 110. Bbl MmoXxeTe HacTpouTb NpupatleHue
C MOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE sBnsieTcs paspewatowwmm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsetca 3anpewatowmm ACE.

protocol: ykasbiBaeT HoMep IP-npoTtokona. 3HadeHne HaxoauTca B
ananasoHe ot 0 go 255. [na obnerdyeHns nMcnonb3oBaHUA cUCTEMA
npegocTaBnsgeT 4acTO MCMOoSib3yemble  COKpalleHus Ans  3aMeHbl
KOHKpeTHbIX HoMepoB |IP-npoTokona, BkMnwyasa eigrp, gre, icmp, igmp, ip,
ipinip, nos, ospf, tcp u udp.

host source: ykasbiBaeT, 4TO IP-makeTbl, OTNpaBfieHHble C XOCTa C
yKa3aHHbIM ncxogHbIM IP-agpecom, unbTpyoTCs.

source source-wildcard: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBNEHHblE C
XOCTOB B YKa3aHHOM cermeHTe IP-ceTu, unbTpytoTes.

host destination: ykasbiBaeT, 4To IP-makeTbl, OTNpaBnAsieMble Ha XOCT C
yKkasaHHbiM IP-agpecom HasHayeHus, dunbTpytotca. Ecnn HacTpoeHo
KnoyeBoe croBo any, IP-nakeTbl, oTnpaBnsgemble Ha nbon XocT,
mnbTpyoTCA

Onucanne
napameTpoB

destination destination-wildcard: ykaabiBaeT, 4To IP-nakeTbl, OTNpaBngemble
Ha y3Ibl B YKa3aHHOM cermeHTe IP-ceTu, ounbTpyroTCS.

any: ykasblBaeT, 4To IP-nakeTbl, OTnpasnsemble Ha nobor XOCT Unn ¢ Hero,
dunbTpytoTCS.

precedence precedence: ykasbiBaeT, 4To IP-nakeTbl C yKa3aHHbIM MOSeM
npuopuTeTa B 3arofioBke punbTpyoTCS.

tos tos: ykasbiBaeT, 4UTo IP-nakeThbl ¢ ykasdaHHbIM nofnem Tuna cnyxobl (TOS)
B 3arosfoBke (punbTpyoTCS.

dscp dscp: ykasbiBaeT, 4to IP-makeTbl C ykaszaHHbIM nonem dcsp B
3aronoske pUNbTPYHOTCS.

ecn ecn: ykasblBaeT, 4YTo IP-nakeTbl C yka3aHHbIM NOfieM ecn B 3arofloBke
dumnbTpytoTCA.

fragment: ykasbiBaeT, 4TO PUNBLTPYIOTCA TONbKO PparMeHTUPOBaAHHbIE
IP-nakeTbl, 3a UCKNIOYEHMEM NEPBbLIX (PparMeHTOB.

time-range time-range-name: ykasbiBaeT, 4To 9T0T ACE cBsi3aH C
BpeMeHHbIM ananasoHoMm. ACE BCTynaeT B CUITy TONbKO B Npedernax aToro
BpEMEHHOro AuanasoHa. [logpobHee O BpemMeHHOM AuanasoHe CM. B
PYKOBOZCTBE MO HAaCTPOMKe BPEMEHHOrO AnanasoHa.

log: ykasbiBaeT, 4TO XypHanbl OyayT nepuoanyeckun BbIBOAUTLCH, €Chu
OyayT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [ononHuTenbHble
cBefeHus o XypHanax cMm. B pasgene «Begenve xypHana ACL» B aTom
OOKYyMeHTe
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Pexum komaHg,

PaclunpeHHbIn pexum koHdurypaumm IP ACL

PykoBoacTtso no
NCNONb30BaHNIO

3anyctute 3Ty  KOmaHgy, 4TOObl pgobaButb 3anmcn  ACE B
NPOHYMEePOBaHHbIN CNMCOK KOHTpOnsa gocTtyna IP B pexvume koHduUrypaumm
pacLUMPEHHOro cnucka KoHTpons goctyna IP. Ee Henb3sa ucnonb3osaTth AN
pobasnerHna 3anucen ACE B MMEHOBaHHbI PaCLUMPEHHbLIA  CMMUCOK
KOHTponsa goctyna IP

MpumeHeHue IP ACL

KomaHga ip access-group { acl-id | acl-name }{in | out } [reflect]
Onucanwne acl-id: ykasbiBaeT, 4TO K WUHTepdpency Oyaoer  NpUMEHATbCA
napameTpoB NPOHYMEPOBAHHLIN CTaHAAPTHLIN UK paclwmpeHHbIn IP ACL.

acl-name: ykasblBaeT, YTO K UHTepdency byaeT NnpMMeHEH UMEHOBAHHbIN
CcTaHdapTHbIA nNu pacmpeHHsin IP ACL.

in: ykasbiBaeT, 4t0 3TOT ACL «KoHTponupyeT Bxogdawwue IP-nakeTbl
nHTepdenca.

out: ykasbiBaeT, 4to 3T0T ACL KOHTponupyeT ucxoaswme IP-nakeThbl
nHTepdenca.

reflect: ykasbiBaeT, 4TO pednekcrBHbii ACL BKMOYEH

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

O1ta komaHga 3actaBnsieT |IP ACL pgenctBoBaTb Ha Bxogsdwuve Wnu
ncxoadilmne nakeTbl yKkasaHHOro nHTepdenca

1.6.1.5. NMpumep koHdUrypaumm

Criegyiowun npumep KoHMrypaumm onmcbiBaeT TONbKO KOHdUrypaumn, ceasanHble ¢ ACL.

Hactpounka IP ACL ana 3anpeTta otaenam, Kpome oMHaHCOBOro oTtaena, Ha
AOCTYyn K cepBepy (puHaAHCOBLIX AaHHbIX

CueHapun:
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CepBep (PMHAHCOBLIX
OaHHbIX

12.1.1.1/24

10.1.1.1/24

e 1011224 e MA1224 0

MK2

©11.1.1.1/24

PUHAHCOBLIN OTAEN KOHCTPYKTOPCKUIA OTAEeN

PucyHok 1-3.

Warn o
HaCTPONKK

HacTtpownTte IP ACL.
Job6asbTe 3anucu ACE B IP ACL.

Mpumennte IP ACL K wucxogsdwlemy HarnpasneHuio WHTepdenca,
coeavHsoLero cepep PUHAHCOBBIX AaHHbIX

SW1 swl(config)#ip access-list standard 1
swl(config-std-nacl)#permit 10.1.1.0 0.0.0.255
swl(config-std-nacl)#deny 11.1.1.1 0.0.0.255
swl(config-std-nacl) #exit

swl(config)#int gigabitEthernet 0/3
swl(config-if-GigabitEthernet 0/3)#ip access-group 1 out

MpoBepka o

Ha K otgena wnccnemoBaHuii u pa3paboTOK MPOMUHIYNTE cepBep
(PUHAHCOBLIX AaHHbIX. Yb6eauTechb, YTO onepauus NpoBEPKN CBA3U He
yaanaco.

Ha T[1K dwuHaHcoBoro otgena nponuvHrynte cepBep (OUHAHCOBbLIX
AaHHbIX. Y6eauTech, 4TO onepaunsa NpoBEPKU CBA3M NPOLLNA YCNeLHO
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Swi swl(config)#show access-lists

ip access-list standard 1
10 permit 10.1.1.0 0.0.0.255
20 deny 11.1.1.0 0.0.0.255

swl(config)#show access-group
ip access-group 1 out
MpumeHsieTca Ha uHTepgence GigabitEthernet 0/3

1.6.2. HacTtpouka pacwupeHHoro ACL MAC
1.6.2.1. 3dphbeKkT KOHbUrypauum

HacTtponTe u npumerute pacwmpeHHbii ACL MAC K nHtepdeincy, 4Tobbl KOHTPONMPOBAaTbL BCE
Bxogsuwme u ucxogswme naketol IPv4 atoro uHTepdenca. Bbl MoxeTe paspewmtb Unm
3anpeTuTb BBOA OMpedefieHHbIX nakeToB L2 B ceTb, 4TOObl KOHTpOSNMpoOBaTb AOCTYN
nonb3oBaTernen K ceTeBbIM pecypcam Ha OCHOBE nakeToB L2.

1.6.2.2. Llarn HacCTpPOMNKMN

HacTponka pacwmpeHHoro ACL MAC

o (ObGszaTenbHo) HacTponTe pacwmpeHHbin ACL MAC, ecnu Bbl XOTUTE KOHTPONMpOBaTh
AOCTYyn nonb3oBaTenen K CeTeBbIM pecypcaM Ha OCHOBe 3arofioBka nakeTta L2,
Hanpumep, MAC-agpeca [NK kaxgoro nonb3oBaTens.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpOWCTB [OCTyna, arperauun n ggpa B
3aBMCMMOCTUM OT pacnpegeneHna nons3osatenen. PacwmpenHsin ACL MAC gencreyeTt
TOMbKO Ha NOKanbHOM YCTPOMCTBE U HE BNUSAET Ha Opyrue yCTponcTea B CeTH.

Ho6aBneHune 3anucen ACE B pacwmpeHHbin ACL MAC
(OnuuoHanbHo) ACL mMoxeT cogepxaTb HOMb Mnu Heckonbko 3anucen ACE. Ecnn ACE He
HacTpoeH, Bce Bxogswme L2 Ethernet-nakeTbl yCTpOMCTBa NO YMOMYAHMIO OTKITOHSIFOTCS.
NMpumeHeHue pacwmpeHHoro ACL MAC

o (OGsizaTenbHo) MpnmennTe pacwmpeHHbin ACL MAC K ykazaHHOMY MHTepdency, ecnu
Bbl XOTUTe, 4TOObI 3TOT ACL BCTYNUN B cuny.

e  Bbl MOXeTe NpnMeHnTb paclumpeHHblin ACL MAC K ykazaHHOMY MHTepdbency YyCTPOMCTB
AOCTyna, arperauun n sapa B 3aBUCMMOCTU OT pacnpeaeneHns nonb3oBartenen.

1.6.2.3. NMpoBepka

e |cnonb3ynte cregywowme MeTogbl Ona  nNpoBepkn  adhekToB  KoHdwurypaumm
pacwmpeHHoro ACL MAC:

e Ecnu pacwupeHHbin ACL MAC HacTpOeH Ha paspelueHne Unu 3anpeT HEeKOTOPbIX
IP-nakeToB, 3anyctuTe KomaHagy ping, 4tobbl npoBepuTb, AencTteytoT nn ACE atoro
ACL Ha ykaszaHHOM uHTepdence. Hanpumep, pacumpeHHsin ACL MAC HacTpoeH ans
npegoTepalleHns npvema |P-nakeToB uHTepdencom yctponctea (tun Ethernet —
0x0800), Ans NpoBepKN BbINOSHUTE KOMaHAy ping.
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Ecnn pacwupeHHbin ACL MAC HacTpoeH Ha paspelueHue Unu 3anpeT HEKOTOpPbIX
nakeToB, OTNMYHbIX OT IP (Hanpumep, naketoB ARP), Takxe 3anyctute komaHay ping,
4yTobbl nNpoBepuTb, AenctBytoT nu ACE atoro ACL Ha yka3aHHOM uHTepdelice.
Hanpumep, 4Tt06bl OTunbTpoBaTh NakeTbl ARP, BbinoNHWTE komaHway ping Ans
NPOBEPKMU.

Bbl Takke MoxeTe cos3gatb MNakeTbl L2, oTBevawlme HeKOTOpbIM YyKasaHHbIM
XapakTepucTnkam, 4tobbl NpoBepuTb, AeNCTBYET N pacmpeHHbin ACL MAC. Kak
npasuno, nogrotosbTe Asa [1K, co3gante mn otnpaBbTe nakeTbl L2 Ha ogHom [1K,
BKITOYMTE 3axBaT nakeToB Ha gpyrom (1K n npoBepbTe, nepechbinarTcs N nakeThbl
OO0JMKHBbIM 06pa3oM (nepecbinarTcs unm 6noKMpyTCsl) B COOTBETCTBUM C ENCTBUEM,
ykasaHHbIM B ACE.

1.6.2.4. CBA3aHHaA KomaHAaa

Hactpouka pacwmpeHHOro cnucka koHtpons gocrtyna MAC

KomaHga mac access-list extended {acl-name | acl-id }
Onuncanne acl-name: ykasbiBaeT ums pacwmpeHHoro ACL MAC. Ecnn aTtoT napameTp
napamMmeTpoB HacTpoeH, co3gaetca uMmeHoBaHHbIN ACL. Wms npeacraenseTr cobou

ctpoky oT 1 go 99 cumsonoB. ma ACL He MOXeT HauMHaTbCA C UMdp
(0-9), «in» nnu «out».

acl-id: ykasblBaeT naeHTUdrKaTop, KOTOPbIN OAHO3HAYHO UaeHTUMUUMpYyeT
pacwupeHHbin ACL MAC. Ecnn 3TOT napameTp HacTpoOeH, cosgaeTtcs
HymepoBaHHbIn ACL. [InanasoH 3HadeHun acl-id — 700—799

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 3Ty komaHgy, 4Ytobbl HacTpouTb pacwmpeHHbin ACL MAC wu
BOWUTM B pexumm koHdurypaumm paclumpeHHoro ACL MAC. Bbl moxeTte
HacTpouTb pacwmpeHHein ACL MAC pgna  ynpasreHus [OCTYrnom
nonb3oBaTenen K CeTeBbIM pecypcam MNyTeM MNpoBepkn MHpopmauun L2
Ethernet-naketoB

HNo6aBneHne ACE B pacwumpeHHbin ACL MAC
Mcnonb3ynte nobon n3 cnegyowmx MetogoB ansa gobaeneHus 3anucen ACE B paclumpeHHbii

ACL MAC:

e [lobaBbTe ACE B paclumpeHHbI pexnm koHgurypaumm ACL MAC.

KomaHga [sn] { permit | deny } {any | host src-mac-addr} {any | host dst-mac-addr}
[ethernet-type] [cos cos [inner cos ]] [ time-range tm-rng-name ]

Onuncanne sn: ykasblBaeT nopsakoBbii Homep ACE. 3HavyeHne HaxoanTca B Anana3oHe

napameTpoB oT 1 0o 2147483 647. 3TOT NOPAAKOBLIN HOMEP OonpeaensieT NpuopuTeT

aton 3arvcn ACE B ACL. MeHbLUMIA NMOPSAOKOBLIA HOMEpP YKasblBaeT Ha
6onee Bbicoku npuoputeT. ACE ¢ 6onee BbiCOkMM npuoputeTom Byaet
npeanoyTUTENbHO NCNOSBb30BaTbLCA ANA CONOCTaBneHnsa naketos. Ecnv Bbl
He yKaxeTe nopsakoBbii Homep npu pobasneHun ACE, cuctema
aBTOMATM4YECKM MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupawennto (no ymonyanuo 10) nAc NopsaKoBbIA HOMEP NOCneaHero
ACE B Tekywem ACL. Hanpumep, ecnu nopsakoBbldi HOMep nocrnegHemn
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3anucn ACE paeeH 100, nopsiakoBbii HOMEP BHOBb A0OaBNeHHOW 3anmciu
ACE 6ygeTt no ymonyanuto paseH 110. Bbl MmoXeTe HacTpouTb NpupatleHue
C MOMOLLBIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE sBnsieTcs paspewatowmm ACE.
deny: ykasbiBaeT, YTo ACE gaBnsetca 3anpewatowmm ACE.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble c nwboro xocTta,
GunbTpyoTCA.

host src-mac-addr: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBreHHbIe C XOCTa C
yKasaHHbIM ncxogHeiM MAC-agpecom, hunbTpytoTcs.

any: ykasblBaeT, 4YTO NakeTbl L2, oTnpasBnsemble Ha mnwboOn XOCT,
GuUnbTpyoTCA.

host dst-mac-addr: ykasbiBaeT, 4To IP-nakeTbl, OTApaBngdemMble Ha XOCT C
ykasaHHbIM MAC-agpecom HasHadeHus1, punbTpytoTCS.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
PUNLTPYOTCS.

COS COS: ykasblBaeT, 4YTO nakeTbl L2 € ykasaHHbIM nonem knacca
obcnyxmBaHMA (COS) BO BHELUHEM Tere punbTpyroTCs.

inner cos: ykasblBaeT, 4YTO nakeTbl L2 C ykasaHHbIM MofemM coS BO
BHYTPEHHEM Tere PurbTPyTCS.

time-range time-range-name: ykasbiBaeT, 4To 3T10T ACE cBSizaH C
BpeMeHHbIM anana3oHom. ACE BcTynaeT B cuiy TONbKO B Npeaenax aToro
BPEMEHHOro gmanasoHa. [MogpobHee O BpeMeHHOM [AuanasoHe CM. B
PYKOBOZCTBE MO HACTPOWKE BPEMEHHOTO AMana3oHa.

Pexum komaHg

PacwunpeHHbIn pexum koHdpurypauum ACL MAC

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute aTy komaHgy, 4YTobbl go6asnte ACE B pacCLUMPEHHbIN pPeXum
KoHdurypaumm ACL MAC. ACL MoOXeT OblTb MMEHOBaAHHbIM WU
HymepoBaHHbIM ACL

e JlobaBbTe

ACE B pacwwupeHHbin ACL MAC B pexume rinobanbHom KoHuUrypaumm.

KomaHga access-list acl-id { permit | deny } {any | host src-mac-addr} {any | host
dst-mac-addr} [ethernet-type] [cos cos [inner cos]] [ time-range tm-rng-
name |

Onuncanne acl-id: ykasbiBaeT wugeHTUdukatop npoHymepoBaHHoro ACL. OH

napamMmeTpoB ofHO3Ha4Ho ngeHtudunumnpyet ACL. [inanasoH 3HaveHun acl-id: 700-799.

permit: ykasbiBaeT, 4to ACE siBnisieTcsi paspewarowwmm ACE.
deny: ykasbiBaeT, 4To ACE saBnsieTcs 3anpeldatowmm ACE.

host src-mac-addr: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBneHHbIE C XOCTa C
yKasaHHbIM ncxogHeiM MAC-agpecoM, ounbTpyoTCA.

hostsource: ykasbiBaeT, 4TO IP-nakeTbl, OTNpaBneHHble C XOCTa C
yKasaHHbIM ncxogHeiM MAC-agpecoM, ounbTpyoTCA.
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OnmcaHme any: yK83bIBaeT, YTO NakKkeThbl L2, OTI'IpaBJ'IFleMbIe Ha J'IPO6OI?1 XOCT,
napamMmeTpoB PunbTpyoTCA.

host dst-mac-addr: ykasbiBaeT, 4Yto IP-nakeTbl, OTApaBngdemMble Ha XOCT C
ykasaHHbIM MAC-agpecoM HasHayeHus, punbTpyoTcs.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
GunbTpyoTCA.

COS COS: yKa3blBaeT, YTO NakeThbl L2 c YKa3aHHbIM noJieM COS BO BHELLHEM
Tere d)I/IJ'IpryI'OTCFI.

inner cos: ykasblBaeT, 4YTO NakeTbl L2 ¢ ykasaHHbIM MONEM COS BO
BHYTPEHHEM Tere OUNbTPYHTCS.

time-range time-range-name: ykasbiBaeT, 4YTo 3T70T ACE cBsiI3aH C
BpeMeHHbIM ananasoHom. ACE BCTynaeT B Cuny TOMbKO B Npeaenax 3Toro
BpEMEHHOro [guanasoHa. [Ons nonyvyeHus nogpobHon uHdopmaumm o
BPEMEHHOM [uana3oHe CM. B PYKOBOACTBE MO HACTPOMKE BPEMEHHOrO
AnanasoHa

Pexum komaHpg,

Pexwum rnobansHon koHdurypaumm

PykoBoacTtso no
NCMNomnb30BaHUIO

3anyctute 3Ty KomaHgy, 4tobbl gobaeuTb 3anucu ACE B pacluMpeHHbIn
ACL c¢ HymepoBaHHbIM MAC-agpecom B pexume rnobansHon
KOH(purypaumm. Ero Henb3a wucnonb3oBatb Ana gobasneHna ACE B
MMeEHOBaHHbIN pacmpeHHbin ACL MAC

MpumeHeHune pacwmpeHHoro ACL MAC

KomaHga mac access-group { acl-id | acl-name } {in | out }
Onuncanne acl-id: ykasblBaeT, 4YTO K WHTepdency OyaeT MpUMEHEH pacLUMpeHHbIN
napameTpoB HymepoBaHHbIn MAC IP ACL.

acl-name: ykasblBaeT, YTO K UHTepdency 6yaeT NpMMEHEH UMEHOBAHHbIN
pacwmpeHHbin IP ACL MAC.

in: ykasbiBaeT, 4To 3T0T ACL KOHTponupyeT BXxoaswme naketbl L2
nHTEepenca.

out: ykasbliBaeT, 4To 3TOT ACL KOHTponupyeT wucxogdwme naketbl L2
nHTepdenca

Pexnm komaHa

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
NCNOSb30BaHMIO

OTa komaHga 3actaBnseT pacwwupeHHbin ACL MAC pewncrteBoBaTb Ha
BXOASLLME UIM UCXOASLMNE NaKeTbl YKa3aHHOIo MHTepdenca

1.6.2.5. NMpumep koHdUrypaumm

Cnepylowuin npumep KOHUrypauum onmcbiBaeT TONbKO KOHUrypauum, cesasaHHble ¢ ACL.
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Hactpouka pacwmpeHHoro ACL MAC ans orpaHu4eHusi pecypcoB, AOCTYMHbIX

noceTUTensm
CueHapun:

Cepeep UHAHCOBLIX ./

MAC: 00c6.b300.000d

g Cepeepbl

O6LLeCTBEHHbIN CepBep

JaHHbIX .
: MAC: 00c6.b300.000c

MHTepHeT

MK2

PaboTHuKK Mocetutenu
PucyHok 1-4.
LWarun e Hactponte pacwumpeHHbin ACL MAC.
HacTpomkm e [lo6aBbTe ACE B paciumpeHHbIii ACL MAC.
o [lpumeHuTe pacwumpeHHbin ACL MAC K ucxogswemy HanpasfeHuo
UHTepdenca, NOAKITHOYEHHOTO K 30HE AN noceTutenen, 4tobbl
nocetmtensMm Obin  paspeweH goctyn B WHTepHeT w©n K
o6LeaoCTynHOMY CcepBepy KOMMaHWW, HO 3anpeweH JOocTyn K
cepBepy QMHAHCOBbLIX AAHHbIX KOMMNaHuW. TO eCcTb noceTutenu He
MOryT nonyunTb JocTyn K cepeepy ¢ MAC-agpecom 00¢6.b300.000d
Swi swl(config)#mac access-list extended 700
swl(config-mac-nacl)#deny any host 00c6.6300.000d
swl(config-mac-nacl)#pemit any any
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swl(config-mac-nacl) #exit
swi(config)#int gigabitEthernet 0/2
swl(config-if-GigabitEthernet 0/2)#mac access-group 700 in

MNpoBepka e Ha komnbloTepe noceTUTens NPONUHIynTe cepBep (UHAHCOBbLIX
AaHHbIX. Y6eamTech, Y4To onepauusi NpoBepKU CBSA3U He yaanach

e Ha komnbloTepe nocetTuTens NPONuHryiTe cepeep 06LLEAOCTYNHOrO
pecypca. Yb6eautecb, 4YTO oOnepauusi NPOBEPKM CBA3M Mpoluna
ycreLlHo.

e Ha komnbtoTepe noceTntens NoaknoumMTech K UHTepHeTy, Hanpuvep,
nocetute Beb-cant QTECH. Ybeantecb, 4to BEG-CTpaHULy MOXHO
OTKPbITb

SW1i swl(config)#show access-lists

mac access-list extended 700

10 deny any host 00c6.b300.000d etype-any
20 permit any any etype-any
swl(config)#show access-group

mac access-group 700 in

Applied On interface GigabitEthernet 0/2

1.6.3. HacTpownka akcnepTHOro pacwmupeHHoro ACL

1.6.3.1. dphbeKkT KOHUrypaumum

Hactponte wn npuMeHUTE OKCMepTHbIM pacwupeHHbln ACL Kk  wuHTepdpency, 4ToObI
KOHTPONMPOBaTb BXOAsLIME U UCXoAsLmMe NakeTbl MHTepdenca Ha ocHoBe UHopmaumm L2 n
L3, a Takke paspeluaTb UNu 3anpeLlaTtb BBOA onpeaernieHHbIX NakeToB B ceTb. Kpome Toro, Bbl
MOXEeTe HaCTpOUTb IKCMEPTHbIM pacwmpeHHbin ACL Ang ynpasneHus Bcemun naketamm L2 Ha
ocHoBe VLAN, 4TOoObl paspewunTb Wnn 3anpeTuTb AOCTYN MOoNnb3oBaTenerd B HEKOTOpbIX
CerMeHTax CeTu K ceTeBbiM pecypcaM. Kak npaBuro, Bbl MOXeTe MCNOoSb30BaTh 3KCNEPTHLIN
pacwmpeHHbin ACL, ecnn Bbl xoTute BKoUNTbL ACE IP ACL 1 pacwupenHoro ACL MAC B oguH
ACL.

1.6.3.2. LLlarn HacTpounku

Hactpouka akcnepTHoro pacwupeHHoro ACL

o (OGsizaTenbHo) HacTtponte akcnepTHbIM pacwupeHHbln ACL, ecnn Bbl XxOTUTE
KOHTpONupoBaTb AOCTYM Nosib3oBaTenen K ceTeBblM pecypcamM Ha OCHOBE 3arorioBka
naketa L2, Hanpumep, naeHtndgpukatopa VLAN.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ans ycTpoWCTB [OCTyna, arperauum n ggpa B
3aBMCUMOCTM OT pacrnpeaeneHns nonb3oBaTenen. OKCNEPTHbIA pacumpeHHbin ACL
OEeNCTBYeT TONbKO Ha JIoKarbHOM YCTPOWCTBE W He BIMSET Ha Opyrve ycTpoucTBa B
ceTn.

Ho6aBneHune 3anucen ACE B 3KCNepTHbIN paclumpeHHbin ACL

(OnuuonanbHo) ACL mMoxeT cogepxaTb HOMb unvM Heckonbko 3anucenn ACE. Ecnim ACE He
HaCTPOEH, BCe BXOASALLME NaKeTbl yCTPONCTBA MO YMOSYAHMIO 3anpeLleHbI.
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1.6.3.3.

NMpumeHeHMe 3KcnepTHOro pacwmpeHHoro ACL

(O6si3atenbHo) [MpuMeHuTe 3KCnepTHbIM  pacwmpeHHbin  ACL K ykazaHHOMY
nHTepdency, ecnm Bbl XoTuTe, YTOOLI 3TOT ACL BCTYNUN B Cuny.

Bbl MoXeTe nNpMMeHWTb 3JKCNEepTHbI paclumpeHHbln ACL BO BXogsLEM WK
NcxodsLLemM HanpasfeHUN yKkasaHHOro MHTepdeiica YCTPOMUCTB AOCTYyNa, arperaumm u
aapa B 3aBUCUMOCTU OT pacnpeeneHns nonb3oeaTtenen.

MpoBepka

Mcnonb3ynte cnegywowme wmeTtogbl Ana npoBepkn addekToB  KoHdurypauum
akcnepTHoro paclumpeHHoro ACL:

Ecnu B akcnepTHoM pacwmpeHHom ACL HacTpoeHbl NpaBuna goctyna Ha ocHose |P
ANs paspelleHns Unu 3anpeTta HekoTopblx IP-nakeToB, 3amnycTuTe KoMaHnay ping,
YTOObI NPOBEPUTL, AEUCTBYIOT K 3TW NpaBuna.

Ecnv npaBuna poctyna Ha ocHoBe MAC-agpecoB HacCTpOeHbl B 3KCMEPTHOM
pacwmpeHHom ACL ans paspeLueHns unm 3anpeta HeKoTopblx nakeTos L2 (Hanpumep,
naketoB ARP), Takke 3anyctute KomaHnay ping, 4tobbl npoBepuTb, AencTeytoT N ACE
atoro ACL Ha ykasaHHOM WHTepdence. Hanpumep, 4tobbl oTuUnbTpOoBaTh NakeTbl
ARP, BbINoONHUTE KOMaH4y ping Ans NnpoBeEpKU.

Ecnn npasuna goctyna Ha ocHoBe ngeHtudukatopa VLAN HacTpoeHbl B 3KCNEPTHOM
paclumpeHHoM ACL ang paspeLueHnst unmn sanpeTta HEKOTOPbIX NakeToB L2 B HEKOTOPbIX
cerMeHTax ceTu (Hanpumep, ANA npegoTBpaweHns obmeHa [daHHbIMU - Mexay
nons3oBatensamu VLAN 1 n VLAN 2), nponuHrynTte NK VLAN 2 Ha MK VLAN 1. B cny4yae
cbos onepauum ping npasuna BCTynawT B CUSTY.

1.6.3.4. CBA3aHHaA KomaHAaa

HacTponka akcneptHoro pacwupeHHoro ACL

KomaHga expert access-list extended {acl-name | acl-id }
Onuncanne acl-name: ykasblBaeT UMS 3KCMepTHOro pacwwmpeHHoro ACL. Ecnn aTtoT
napameTpoB napameTp HacTpoeH, co3gaeTtcsa nmeHoBaHHbIn ACL. NMs npeactaBndet

cobon cTpoky oT 1 oo 99 cumeonos. Mima ACL He MOXET HauMHaTbCS ¢ Lndop
(0-9), «in» nnn «outy.

acl-id: ykasbiBaeT ngeHTndmkaTop aKcnepTHoro paclumpeHHoro ACL. Ecnu
3TOT NapaMeTp HacTpoeH, co3faeTca HymepoBaHHbln ACL. [dnanasoH
3Ha4eHun acl-id: 2700-2899

Pexum komang | Pexxnum rmobanbHon koHdurypaumm

PykoBoactso no | 3anyctute aTy KoMaHay, 4Tobbl HACTpouTb paclumpeHHbii ACL n BONTU B
MCMNOSIb30BaHMUIO | PEXUM KOHUIypaLmUmM aKCNEPTHbIX paclumpeHHbIXx ACL

Ho6aBneHune 3anucen ACE B 3KCNepTHbIN paclumpeHHbin ACL

Ncnone3ynte nobon n3 cnegyrowmx metogos, 4tTobbl obaBute 3anucu ACE B 9KCNepTHbIN
pacwmnpeHHbin ACL:

[ob6aebTe ACE B 3KCNepTHOM paclUMpeEHHOM pexnme KoHdurypaumm ACL.
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KomaHga [sn] { permit |[deny } [protocol| [ethernet-type] [ cos[out] [inner in]]] [[VID
[out] [inner in]]] {sourcesource wildcard | hostsource | anyKhost source-
mac-address|any } {destination destination-wildcard | host destination | any}
{host destination-mac-address | any} [[precedence precedence][tos tos] |
[dscp dscp] [ecn ecn] ] [fragment] [range lowerupper] [[udf udf-id header

pos value mask ] | [int-flag] ] [time-range time-range-name]]
OnucaHue sn: ykasbiBaeT nopsakoBbii Homep ACE. 3HavyeHne HaxoanTcsa B Ananas3oHe
napameTpoB oT 1 00 2147483 647. STOT NOPSALKOBLIA HOMEP onpefenseT nNpuopuTeT

aton 3anucn ACE B ACL. MeHbLuMiA NMOPSAKOBLIN HOMEP YKasblBaeT Ha
6onee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTom byaet
npeanoYTUTENBHO NCMONb30BaTLCA AN CONOCTaBNEHMS NakeToB. Ecnu Bbl
He YyKaxeTe MOPSAKOBbIA Homep npu pobaesneHnun ACE, cuctema
aBTOMaTM4yecku MPUCBOUT  MOPSOKOBbIA  HOMEP, KOTOpbIM  paBeH
npupawenno (no ymonyanuio 10) nnoc NOopsiAKoBbIN HOMEpP MocneaHero
ACE B Tekywem ACL. Hanpumep, ecnv nopsigkoBbii HOMEpP MocnenHen
3anucu ACE paBeH 100, nopsakoBbii HOMEpP BHOBb A06aBMNEHHOW 3anucu
ACE 6yaet no ymonyanuio paseH 110. Bl MmoXxeTe HacTpouTb NpupatleHue
C MOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE siBnsietca paspewwatowmnm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep IP-npoTokona. [lnanasoH 3HadeHui oT 0 oo 255.
Ona obneryeHna wucnonb3oBaHuUs CcUCTEMa MpefocTaBnsdeT  4acTo
nucnonb3yemble  COKpalleHWs Ofs  3aMeHbl  KOHKPETHbIX HOMepoB
npoTokonos IP, Bkntovas eigrp, gre, icmp, igmp, ip, ipinip, nos, ospf, tcp n
udp.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
dunbTpytoTCS.

COS out: ykasblBaeT, YTO nakeTbl L2 ¢ yka3aHHbIM NOSiEM COS BO BHELUHEM
Tere punbTpyrOTCA.

COS inner in: ykasbiBaeT, YTO nakeTbl L2 C yka3aHHbIM Mnofem CoS BO
BHYTPEHHEM Tere punbTPyTCS.

VID out: ykasbliBaeT, 4To nakeTbl L2 ¢ ykasaHHbiM nonem VLAN ID BoO
BHELLHEM Tere punbTpyoTCS.

VID inner in: ykasblBaeT, 4TO MakeTbl L2 C YyKasaHHbIM MOJfEM
naeHTudukatopa VLAN BO BHYTPEHHEM Tere ounbTPyOTCS.

source source-wildcard: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBNEHHbIE C
XOCTOB B YKka3aHHOM cermeHTe IP-cetn, hunbTpytoTcA.

host source: ykasbiBaeT, 4TO |IP-makeTbl, OTNpaBlEHHble C XOCTa C
yKasaHHbIM ncxogHbliM IP-agpecom, ounbTpyroTCS.

any: ykasbiBaeT, 4To IP-nakeTbl, oOTnpaBneHHble ¢ nwboro yana,
dunbTpyoTCA.

host source-mac-address: ykasbiBaeT, 4YTO IP-nakeTbl, OTNpaBneHHbIE C
X0CTa C yKasaHHbIM ncxogHeim MAC-agpecoMm, (punbTpytoTcs.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwbon XocT,
dunbTpyoTCA.
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destination destination-wildcard: yka3biBaeT, 4To IP-nakeTbl, OTNpaBnsiemMble
Ha y3nbl B yka3aHHOM cermeHTe |IP-ceTn, hunbTpyroTcs.
host destination: ykasbiBaeT, 4To IP-nakeTbl, OTNpaBnsiemMble Ha XOCT C
yKasaHHbIM IP-agpecom Ha3HavyeHusi, PUnbTPyoTCS.
any: ykasbiBaeT, 4TO IP-nakeTbl, oTnpaBnsiemble Ha nOGOM XOCT,
GunbTpyoTCA.
host destination-mac-address: ykasbiBaeT, 4Yto |P-nakeTbl, OTNpaBneHHbIe
Ha XOCT C YkasaHHbIM MAC-agpecom HasHavyeHus, OUnbTPYHTCA.
any: ykasbiBaeT, 4TO nakeTbl L2, oTnpaBnsiemble Ha nobOWM XOCT,
GunbTpyoTCA.
precedence precedence: ykasblBaeT, YTo |IP-nakeTbl C yka3aHHbIM nonem
npuopuTeTa B 3arofioBke ouUnbTPyTCS.
Onuncanwne tos tos: ykasbiBaeT, 4TO |P-nakeTbl ¢ yKka3aHHbIM MosfieM tos B 3arorioBke
napameTpoBs GunbTpyoTCA.

dscp dscp: ykasbiBaeT, 4to IP-makeTbl C ykaszaHHbiIM nonem dcsp B
3aronoske punbTpytoTCS.

ecn ecn: ykasblBaeT, 4To |P-nakeTbl C yKa3aHHbIM MOfieM ecn B 3arosfioBke
PUNLTPYOTCS.

fragment: ykasbiBaeT, 4TO PUNLTPYIOTCH TOMNbKO PparMeHTUPOBaHHbIE
IP-nakeThbl, 32 UCKITOYEeHEM NepBbIX (dparMeHTOB.

udf udf-id header pos value mask: ykasbiBaeT HacTpamMBaemble Nossi.
int-flag: ykasbiBaeT, 4To none dnara int naketoB punbTpyeTCs.

time-range time-range-name: ykasbiBaeT, 4To 3T0T ACE cBsi3aH C
BpeMeHHbIM anana3oHom. ACE BCcTynaeT B cuiy TONbKO B Npeaenax 3Toro
BPEMEHHoro AmanasoHa. [MogpobHee O BpeMeHHOM [AuanasoHe CM. B
PYKOBOZACTBE MO HACTPOWKE BPEMEHHOIO AnanasoHa

Pexum komaHg

OKCNEePTHbIN pacLUMPEHHBIA peXxnm KoHdurypauum ACL

PykoBoacTteo no
1MCNONb30BaHNIO

3anyctute 39Ty KomaHgy, 4tobbl gobaBuTtb 3anmcu ACE B akCnepTHOM
pacluMpeHHOM pexume koHdwurypaumm ACL. ACL moxeT ObiTb
MMEHOBaHHbLIM U HyMmepoBaHHbIM ACL

e [lobaBbte ACE B o9KkcnepTHbii pacwumpeHHbin ACL B pexume rnobanbHon
KOHdourypaumm.

KomaHpga

access-list acl-id{ permit |deny }[protocol| [ethernet-type][ cos[out] [inner
in]]] [[VID [out][inner in]]] {source source-wildcard | hostsource | any}{host
source-mac-addresslany } {destination  destination wildcard |
hostdestination | any} {host destination-mac-address | any} [[precedence
precedence][tos tos] | [dscp dscp] [ecn ecn] ] [fragment] [range
lowerupper] [[udf udf-id header pos value mask ] | [int-flag] ] [time-range
time-range-name]]
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OnwucaHue
napamMmeTpoB

acl-id: ykasbiBaeT wugeHTMdUuKaTop NpoHymepoBaHHoro ACL. OH
OAHO3Ha4yHo naeHTMdumumpyet ACL. [lnana3oH 3HadeHun acl-id ot 2700 go
2899.

permit: ykasbiBaeT, 4to ACE aBnsieTcs paspelwatowwnm ACE.
deny: ykasbiBaeT, YTo ACE gaBnsetca 3anpewatowmm ACE

protocol: ykasbiBaeT Homep IP-npotokona. 3HayeHue HaxoguTca B
pgunanasoHe ot 0 pgo 255. [ns obneryeHust Ucnonb3oBaHUS cuUcTema
npegocTaBnsieT 4acTo  WUCMOMb3yeMble  COKpalleHWs AN 3aMeHbl
KOHKpeTHbIX HoMepoB |IP-npoTokona, BkmwYasa eigrp, gre, icmp, igmp, ip,
ipinip, nos, ospf, tcp 1 udp.

ethernet-type: ykasbiBaeT, 4To naketbl L2 ykasaHHoro Ttuna Ethernet
GuUnbTpyoTCA.

OnwucaHue
napamMmeTpoB

COS out: ykasblBaeT, YTO NaKkeThbl L2 c YKa3aHHbIM MoJieM COS BO BHELLHEM
Tere CbI/IJ'IpryI'OTCﬂ.

COS inner in: ykasblBaeT, 4YTO nakeTbl L2 C ykasaHHbIM nosiem COS BO
BHYTpPEHHeM Tere ounbTpytoTCA.

VID out: ykasblBaeT, 4TO naketbl L2 c ykasaHHbIM noriem VLAN ID Bo
BHELUHEM Tere ounbTPYTCS.

VID inner in: ykasblBaeT, 4TO nakeTbl L2 C yKkasaHHbIM nonem
naeHTndpmkatopa VLAN BO BHyTPEHHEM Tere (punbTpyoTCA.

source source-wildcard: ykasbiBaeT, 4TO |P-nakeTbl, OTMNpaBri€HHblE C
XOCTOB B yKka3aHHOM cermeHTe IP-cetn, hunbTpytoTcA.

host source: ykasbiBaeT, 4T0 IP-makeTbl, OTNpaBfieHHble C XOcCTa C
yKasaHHbIM ncxogHbelM IP-agpecom, ounbTpyrTCA.

any: ykasblBaeT, 4To IP-nakeTbl, oTnpasneHHoble ¢ nwboro yana,
dunbTpytoTCS.

host source-mac-address: ykaabiBaeT, 4TO |P-nakeTbl, OTNpaBfeHHbIE C
XOCTa C yKasaHHbIM ncxogHoeiM MAC-agpecom, unbTpyroTCA.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwobon XocT,
dumnbTpytoTCA.

destination destination-wildcard: yKasbIBaeT, yTo IP-nakeTbl,
oTnpaBnsieMble Ha y3nbl B yKazaHHOM cermeHTe IP-ceTu, unbTpytoTes.

host destination: ykasbiBaeT, 4yTOo IP-nmakeTbl, OTNpaBnsieMble Ha XOCT C
yKasaHHbIM IP-agpecomM HasHa4vyeHus, punbTpyoTcs.

any: ykasblBaeT, 4TO |IP-nakeTbl, OTnpaBnsemble Ha nboOM XOcCT,
dumnbTpytoTCA.

host destination-mac-address: ykasbiBaeT, 4To |P-nakeTbl, OTNpaBneHHbIe
Ha XOCT C ykasaHHbIM MAC-agpecom HasHavyeHus, OUnbTPYHTCA.

any: ykasblBaeT, 4TO nakeTbl L2, oTnpaBnsemble Ha nwbon XocT,
dunbTpyoTCA.

precedence precedence: ykasbiBaeT, YTo IP-nakeTbl C yKa3aHHbIM MONeM
npuopuTeTa B 3arofioBke punbTpyoTCS.
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OnvlcaHme tos tos: yKaSbIBaeT, YTo |P-I‘IaKeTbI C yKa3aHHbIM nonem tos B 3aroJioBKe
napamMmeTpoB PunbTpyoTCA.

dscp dscp: ykasbiBaeT, 4to IP-makeTbl C ykasaHHbIM rnonem dcsp B
3aronoske punbTpytoTCS.

ecn ecn: ykasblBaeT, 4YTO IP-nakeTkbl C yKa3aHHbIM MOfiemM ecn B 3arosioBke
GunbTpyoTCA.

fragment: ykasbiBaeT, 4YTO (UNbLTPYIOTCA TOMbKO (pparMeHTUPOBaHHbIE
IP-nakeTbl, 32 UCKNOYEHMEM NEPBLIX hparMeHTOoB.

udf udf-id header pos value mask: ykasbiBaeT HacTpamMBaemble Nossl.
int-flag: ykasbiBaeT, 4To none dnara int naketoB punbTpyeTCs.

time-range time-range-name: ykasbiBaeT, 4To 3T0T ACE cBfi3aH C
BpeMeHHbIM anana3oHom. ACE BcTynaeT B cuny TONbKO B Npeaenax 3Toro
BPeMeHHoro AuwanasoHa. lMogpobHee O BpeMEHHOM [uanasoHe CM. B
PYKOBOZCTBE MO HACTPOWKe BPEMEHHOIO AnanasoHa

Pexum komaHg

Pexwum rnobansHon koHUrypaumm

PykoBoacTteo no
NCMNOmMb30BaHUIO

3anyctute 3Ty KomaHgy, 4Ytobbl gobasutb 3anmcn ACE B HyMepOBaHHbLIN
3KCMepTHbIN pacwmpeHHbin ACL B pexxume rnobanbHomn KoHdurypauun. Ero
Henb3sa ucnonb3oBaTh ANA gobaeneHusa 3anucern ACE B MMeHOBaHHbIN
3KCMEepPTHbIN pacwmnpeHHbin ACL

NMpumeHeHMe 3KcnepTHOro pacwmpeHHoro ACL

KomaHga expert access-group { acl-id | acl-name }{in | out }
Onuncanne acl-id: ykasblBaeT, 4YTO K MHTepdency byoeT nNpMMeEHeH HyMepOBaHHbIN
napameTpoB 3KCMepTHbIN paclumpeHHbin ACL.

acl-name: ykasblBaeT, YTO K UHTepdency 6yaeT NpMMEHEH UMEHOBAHHbIN
AKCMEepPTHbIN paclumpeHHbIn ACL.

in: ykasbiBaeT, 4T0 3T0T ACL KOHTponupyeT BXxoaswme naketbl L2
nHTepdenca.

out: ykasbliBaeT, 4To 3TOT ACL KOHTponupyeT wucxogdwme naketbl L2
nHTepdenca

Pexnm komaHa

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
NCNOSb30BaHMIO

OTa KoMaHa 3acTaBnsieT 3KCNepTHbIA paclimpeHHbin ACL gencteoBaTth Ha
BXOASLLME UIM UCXOASLMNE NaKeTbl YKa3aHHOIo MHTepdenca

1.6.3.5. NMpumep koHdUrypaumm

Cnepyowuin npumep KOHUrypauum onmcbiBaeT TOSNIbKO KOHdUrypauum, cesdaHHble ¢ ACL.
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Hactpoika akcnepTHoro pacwupeHHoro ACL ansi orpaHM4YeHUsi pecypcoB,
AOCTYNHbIX NOceTUTeNAM (TpebyeTcs, YTOObI MOCETUTENMU U COTPYAHUKUN HE MOTTN
obwaTtbcs Apyr ¢ APYrom, noceTuTenu MOrNM MNOAyYMTb AOCTYNn K cepBepy
06LeAOCTYNHbIX PeCcypcoB, HO He K cepBepy PMHAHCOBbLIX AaHHbIX KOMMAHUN.)

CueHapun:

g Cepeepbl

CepBep (PUHAHCOBLIX . ", OBLIECTBEHHBI CepBep
AaHHbIX ' '
10.1.1.1/24 10.1.1.2/24

NHTEpHET

MK2

PabotHukm: VLAN 2 Mocetutenu: VLAN 3

IP-cermeHT: 192.168.1.0/24 |P-cermenT: 192.168.2.0/24
LLnto3: 192.168.1.1/24 LLnto3: 192.168.2.1/24
PucyHok 1-5.

Warn
HaCTPONKK

HacTtpoiTe akcnepTHbIN pacwmpeHHbin ACL.

[ob6aebTe ACE, 4uTobbl 3anpeTuTb NakeThbl, oTnpasndemblie ¢ 1K B 30He
ans nocetutenen (VLAN 3) Ha INK cotpygHukos B VLAN 2.

Hob6asbte ACE, 4TOobGbl 3anpeTuTb noceTUtensM OOCTyn K cepBepy
PMHAHCOBbIX AaHHbIX KOMNAHUN.

[ob6aebTe ACE, 4T06bl paspelunTb BCE NAKETHI.

Mpumennte ACL K BXxoAsduwemy HarnpasreHulo  uHTepdenca
KOMMyTaTopa, KOTOPbIA NOAKITOYaETCA K rOCTEBON 30HE

(@ arecy
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Swi swl(config)#expert access-list extended 2700
swl(config-exp-nacl)#deny ip any any 192.168.1.0 0.0.0.255 any
swl(config-exp-nacl)#deny ip any any host 10.1.1.1 any
swl(config-exp-nacl)#pemit any any any any
swl(config-exp-nacl)#exit

swl(config)#int gigabitEthernet 0/2
swl(config-if-GigabitEthernet 0/2)#expert access-group 2700 in

I'IpOBepKa ° Ha KOMMblOTEPE NOCEeTUTENA nponlery|7|Te cepBep CbI/IHaHCOBbIX
OaHHbIX. Yoeantech, 4To onepauna npoBepKn CBA3N He yaanach.

e Ha komnbloTepe nocetuTens NponuHrymTe cepsep o6LeaoCTYNHOro
pecypca. YoeauTecs, 4TO onepauus ping npotusa ycrneLHo.

e Ha TK nocetutena nponuHroBaTb agpec wmo3a 192.168.1.1
coTpyaHuka. Ybegurtech, 4TO onepauus NpoBEPKN CBA3N He yaanach

MpoBepka e Ha komnbloTepe noceTuTens NoaKNoYMTeCh K VIHTEpHETY, Hanpumep,
nocetute Beb-cant QTECH. Y6eautecb, 4TO BeB-CTpaHMLY MOXHO
OTKpbITb

SW1 swl(config)#show access-lists

expert access-list extended 2700

10 deny ip any any 192.168.1.0 0.0.0.255 any
20 deny ip any any host 10.1.1.1 any

30 permit ip any any any any

swl(config)#show access-group
expert access-group 2700 in
MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.4. Hactpowuka pacwupeHHoro ACL IPv6

1.6.4.1. dphbeKkT KOHUrypauum

HacTtponte n npumennte ACL IPV6 k nHTepdency, 4Tobbl KOHTPONMPOBATh BCE BXOASLINE U
ncxogdwmne naketbl IPvS atoro uHTepdenca. Bol moxeTe paspewmnTs unm 3anpetutb BXOA
onpeaeneHHbix naketoB IPv6 B ceTb, 4TOObI KOHTPONMpPOBATL OOCTYN nonib3oBartenen IPv6 k
ceTeBbIM pecypcam.

1.6.4.2. LLlarn HacTpoOMKMn

Hactpouka cnucka koHTpons gocrtyna IPv6

e (O6sasatenbHo) Hactponte IP ACL, ecnu Bbl xOoTUTE, 4TO6bI NONBL30BaTenu IPv4 nvenn
AOCTYN K CETEBLIM peECypcam.
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Bbl moxeTe HacTtpoutb aToT ACL Ans yCTpPOWMCTB [OCTyna, arperauMm n sgpa B
3aBUCMMOCTU OT pacnpeaeneHus nonb3osatenen. Cnucok ACL IPv6 oencTByeT TomMbKo
Ha fokarbHOM YCTPONCTBE U He BNUSAET Ha Apyrve yCTPONCTBa B CETH.

Jdo6asneHue 3anncen ACE B ACL IPv6

(OnuuoHanbHO) ACL mMoxeT cogepxaTb HOMb MUnuM Heckonbko 3anucen ACE. Ecnn ACE He
HacTpoeH, Bce Bxoaswme IPv6-nakeTbl YCTPOMCTBA MO YMOMYAHUIO OTKIOHSHOTCS.

MpumeHeHue ACL IPv6

1.6.4.3.

1.6.4.4.

(O6si3aTenbHo) MpumeHnTe ACL IPV6 k ykazaHHOMY MHTepdency Ha yCTPOMCTBE, eCIu
Bbl XOTUTE, 4TOBbLI 3TOT ACL BCTYNMN B cuny.

Bbl MOXXeTe NpUMEHNTb CNUCOK ynpaBneHns AocTynom IPv6 Kk ykazaHHOMY nHTepdency
YCTPOWCTB AOCTyna, arperaumm wu sgpa B 3aBUMCMMOCTM  OT  pacnpegeneHus
rnosfib3oBaTenemn.

MpoBepka

Wcnone3ynte cnegyowme metoapl, 4To6bl NPOBEPUTL BNUSHME KOHUIypauun cnmcka
ynpasneHusa goctynom IPv6:

3anyctute koMaHay ping, 4tobbl ybeauTtbes, 4to cnucok ACL IPv6 gencTtByeT Ha
yKaszaHHoM uHTepdence. Hanpumep, ecnn ACL IPv6 HacTpoeH Ha 3anpeTt XOCTy C
yKasaHHbIM IP-agpecom unm xoctam B ykaszaHHOM AmanasoHe agpecoB IPv6 goctyn Kk
ceTu, 3anycTute komaHgy ping, 4Tobbl y6eanTbCs, YTO XOCTbl HE MOTYT BbITb YCNeLwHOo
NMPOMUHIOBaHBbI.

MonyynTe QOCTyN K CeTeBbIM pecypcam, Hanpumep, nocetute Beb-cant IPv6, 4ToObI
nposepuTb, gencteyeT nm cnmcok ACL IPv6 Ha ykaszaHHOM nHTepdence.

CBsAzaHHaaA KOMaHAa

Hactpowka cnucka koHTponsa aoctyna IPv6

KomaHpa ipv6 access-list acl-name

Onuncanne acl-name: ykasblBaeT UM CTaHAapTHOro unu pacwmpeHHoro IP ACL. Nms
napamMmeTpoB npegcraeBngaeT cobon ctpoky oT 1 go 99 cumeonos. imss ACL He MoxeT

HaumHaTbCs ¢ umdp (0-9), «in» nnn «out»

Pexum

komaHg | Pexum rmobanbHol koHdurypaumm

PykoBogcTBo no | 3anyctute 3Ty koMaHgy, 4Tobbl HacTtpouTb ACL IPv6 n BOWTM B pexum
MCMNoSib30BaHMIO | HAacCTporkn IPv6
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[Do6aBneHune 3anucen ACE B cnucok ACL IPv6
YTto6bl ounbTpoBath nakeTbl TCP unu UDP, go6asbTe 3anncu ACE B ACL IPV6 cnegyowmm

obpasom:

KomaHga [sn] {permit | deny } protocol {src-ipv6-prefix/prefix-len | host src-ipv6-addr
| any} {dst-ipv6-pfix/pfix-len | host dst-ipv6-addr | any} [op dstport | range
lower upper ] [dscp dscp] [flow-label flow-label] [fragment] [time-rangetm-
rng-name][log]

OnucaHue sn: ykasbiBaeT nopsakoBbii Homep ACE. 3HavyeHne HaxoauTcsa B Ananas3oHe

napameTpoB oT 1 00 2147483 647. STOT NOPALKOBLIA HOMEP onpefenseT NpuopuTeT

aton 3anucn ACE B ACL. MeHbLuMiA NMOPSAKOBLIA HOMEP YKasblBaeT Ha
6onee Bbicokun npuoputet. ACE ¢ 6onee BbICOKMM npuoputeTom byaet
npeanoyTUTENbHO NCMOMBL30BaTLCA AN1A CONOCTaBeHns nakeTos. Ecnu Bol
He ykaxeTe nopsakoBbln Homep npu pobasneHun ACE, cuctema
aBTOMaTM4YeCKN MNPUCBOUT  MNOPSOKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupawenno (no ymonyanuio 10) nnoc NOpsiAKoBbIN HOMepP MocnegHero
ACE B Tekywem ACL. Hanpumep, ecrnv nopsakoBbli HOMEpP MocrneaHen
3anucn ACE paseH 100, nopsgkoBbii HOMEP BHOBb A406aBNEHHON 3anucu
ACE 6yaet no ymonyanuio paseH 110. Bl MmoXxeTe HacTpouTb npupatleHue
C MOMOLLLIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE sBnsietca paspelarowmm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep npoTokona IPv6. [nanasoH 3HadeHun ot 0 go
255. [Ina obnerdyeHust MCMNONb30BaHUS CUCTEMA MPEedoCTaBNseT 4acTo
ncnonb3yemble COKpalleHUs HOMepoB npoTokonoB IPv6 Ans 3amMeHbl
KOHKpPETHbLIX HOMEPOB NpoTokosioB IP, Bkntoyag icmp, ipv6, tcp 1 udp.

src-ipv6-prefix/prefix-len: ykasbiBaeT, 4to IP-makeTbl, oTnpaBnsgemble C
XOCTOB B YKa3aHHOM cermeHte ceTtu IPv6, omnbtpytoTcs.

host src-ipv6-addr: ykasbiBaeT, YTo NakeTbl IPV6, oTnpaBreHHbIe C XocTa C
yKasaHHbIM ncxogHbelM IP-agpecom, ounbTpyroTCS.

any: ykasblBaeT, 4To naketbl IPv6, oTnpaBnsemble c nwoboro xocTa,
dunbTpytoTCA.

dst-ipv6-pfix/pfix-len: ykasbiBaeT, 4To nakeTbl IPV6, oTNnpaBneHHbIE C XOCTOB
B yKa3aHHOM cermeHTte ceTtu IPV6, pmnbTpytoTcs.

host dst-ipv6-addr: ykasbiBaeT, 4To nakeTbl IPV6, oTnpaBnsiemble Ha XOCT C
yKasaHHbIM IP-agpecomM HasHa4vyeHus, unbTpyoTcs.

any: ykasblBaeT, 4To naketbl IPv6, oTnpaBnsemble Ha nwbon XocT,
dumnbTpytoTCA.

op dstport: ykasbiBaeT, 4To naketbl TCP nnn UDP cunbTpytoTCcsa Ha OCHOBE
HOMepa nopTa HasHadeHus L4. 3HavyeHne napameTpa op MoXeT 6biTb eq
(paBHO), neq (He paBHO), gt (6onbLue) unu It (MeHbLLe).

range lower upper: yka3biBaeT, 4To naketbl TCP unn UDP ¢ Homepom nopTa
HasHayeHus L4 B ykazaHHOM AnanasoHe PuUnbTpyoTCS.

dscp dscp: ykasbiBaeT, 4To nakeTbl IPV6 C ykasaHHbIM nonem dcsp B
3aronoBke PUNbLTPYHOTCA.
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OnucaHue flow-label flow-label: ykasbiBaeT, 4to naketbl IPvV6 C ykasaHHbIM nonem
napameTpoB METKM NOTOKa B 3arofioBke unbTPYHTCS.

fragment: ykasbiBaeT, 4YTO (PUNBLTPYIOTCA TOMbKO (pparMeHTMPOBaHHbIE
nakeTbl IPV6, kpome nepBbiX pparMeHToB.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM aAvana3oHoM. ACE BCTynaeT B cury TOMbKO B peferiax aToro
BPeMeHHoro avanasoHa. [logpobHee o BpeMeHHOM [AmanasoHe CM. B
PYKOBOACTBE MO HAaCTPOMKe BPEMEHHOro AnanasoHa.

log: ykasblBaeT, 4TO XXypHanbl OyaoyT NEPUOAMYECKU BbIBOOAUTLCS, €CIn
OyaoyT HanoeHbl nakeTbl, cooTBeTcTBylowme ACE. [ononHutenbHble
CBeleHVs 0 XypHanax cM. B pasgene «BeneHue xypHana ACL» B aTom
[OKyMEHTe

Pexum komaHg,

Pexum koHdurypaumm IPv6 ACL

PykoBoacTteo no
NCMNomnb30BaHUIO

3anyctnte 9Ty KomaHay, 4Tobbl gobaButb 3anvcn ACE B pexume
koHdurypauun ACL IPv6

o YT100bl OoThunbTpoBaTh nNakeTbl IPv6, 3a ucknoveHvem naketoB TCP unn UDP,
pobasbTe 3anncu ACE B ACL IPv6 crneayowmm obpasom:

KomaHga [ sn ] { permit | deny } protocol { src-ipv6-prefix/prefix-len | host src-ipv6-
addr | any } { dst-ipv6-pfix/pfix len | host dst-ipv6-addr | any } [ dscp dscp ]
[ flow-label flow-label ] [ fragment ] [ time-rangetm-rng name ] [ log ]

OnucaHue sn: ykasblBaeT nopsakoBblii Homep ACE. 3HavyeHne HaxoauTcs B AuanasoHe

napamMmeTpoB oT 1 0o 2147483 647. STOT NOPALKOBLIA HOMEP onpeaenseT NpuopuTeT

aton 3anucn ACE B ACL. MeHblwnn NopsgkoBbiIi HOMEP YKasblBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BLICOKMM npuoputeTtom Gyaet
npeanoyTUTENbHO NCMOSBb30BaTLCA ANA CONOCTaBneHnsa naketos. Ecnv Bbl
HEe YyKaxeTe MOpPsAKOBbIN Homep npu pobaBneHun ACE, cuctema
aBTOMaTM4YECKM MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
nopsigkosomy Homepy nocnegHero ACE B Tekywem ACL nnwoc 4ucno
npupawennsa (no ymonyaumio 10). Hanpumep, ecnv NopsiaKOBLIA HOMEpP
nocnegHen 3anucu ACE paBeH 100, MOpsiAKOBbIN HOMEP BHOBb
pobaeneHHon 3anucu ACE 6yageTt no ymonyanuio paseH 110. Bl moxeTe
HaCTPOUTb NpupaLLeHe.

permit: ykasbiBaeT, 4to ACE siBnisieTcsi paspewatowmm ACE.
deny: ykasbiBaeT, Uto ACE gaBnsietca 3anpewatowmm ACE.

protocol: ykasbiBaeT Homep npoTokona IPv6. 3HadeHne HaxoguTcs B
ananasoHe ot 0 go 255. [na obnerdyeHns ncnonb3oBaHUA cUcTeMa
npegocTaBnseT YacTo UCNONb3yeMble COKpaLLEeHUs HOMEPOB MPOTOKOSIOB
IPv6 ons 3ameHbl KOHKPETHbIX HOMEpPOB MpPOTOKONOB IP, Bkno4as icmp,
ipv6, tcp 1 udp.

src-ipv6-prefix/prefix-len: ykasbiBaet, 4to IP-nakeTbl, OTnpaBnsiemMble C
XOCTOB B YKa3aHHOM cermeHTte ceTu IPV6, ounbTpytoTcs.
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host src-ipv6-addr: ykasbiBaeT, 4To nakeTbl IPv6, oTnpaBreHHbIe ¢ XocTa C
yKasaHHbIM cxogHbIM IP-agpecom, unbTpyoTCS.

any: ykasblBaeT, 4To naketbl IPv6, oTnpaBnsiemble ¢ noboro xocTa,
GunbTpyoTCA.

dst-ipv6-pfix/pfix-len: ykasbiBaeT, 4to nakeTsbl IPV6, OTNpaBrieHHbIE C XOCTOB
B YKa3aHHOM cermeHTte cetu IPV6, punbTpytoTcs.

host dst-ipv6-addr: ykasbiBaeT, 4TO nakeTbl IPV6, oTnpasnsemslie Ha XOCT C
yKa3aHHbIM |IP-agpecom HasHaveHusi, punbTpyroTCS.

any: ykasbiBaeT, 4To naketbl IPv6, oTnpaBnsiemble Ha nobon XocT,
GunbTpyoTCA.

dscp dscp: ykasbiBaeT, 4TOo nakeTbl IPv6 ¢ ykasaHHbiM nonem dcsp B
3aronoske punbTpytoTCS.

flow-label flow-label: ykasbiBaeT, 4to naketbl IPv6 C ykasaHHbIM nonem
METKW MOTOKa B 3arofioBke UIbTPYHOTCS.

fragment: ykasbiBaeT, 4TO PUNLTPYIOTCA TOMNbKO PparMeHTUPOBaHHbIE
nakeTbl IPV6, kpome nepBbIX PparMeHTOoB.

time-range time-range-name: ykasbiBaeT, 4to 3T70T ACE cBf3aH C
BpeMeHHbIM ananasoHoMm. ACE BCcTynaeT B cuny TOMbKO B Npefenax 3Toro
BpeMeHHoro AuanasoHa. [logpobHee O BpemMeHHOM [uanas3oHe CM. B
PYKOBOACTBE MO HAaCTPOMKe BPEMEHHOIo AnanasoHa.

log: ykasbiBaeT, 4TO XypHanbl OyayT nepumoauyeckn BbIBOAUTLCS, €Chn
OyoyT HamgeHbl nakeTbl, cooTBeTcTBytowme ACE. [JononHuTenbHble
cBefeHns o XXypHanax cM. B pasgene «Begenue xypHana ACL» B aTom
OOKYyMeHTe

Pexum komaHg

Pexum koHdurypaumm IPv6 ACL

PykoBoacTteo no
MCNONb30BaHNIO

3anyctute 3Ty koMaHgy, 4Ttobbl gobaBuTb 3anmcn ACE B pexume
KoHdourypaumm ACL IPv6

MpumeHeHne ACL IPv6

KomaHga ipv6 traffic-filter acl-name {in | out }
Onuncanne acl-name: ykasbiBaeT ums ACL IPv6.
napameTpoB

in: ykasbiBaeT, 4yto 3T0T ACL KOHTponupyeT Bxogswue naketbl IPv6
nHTEpenca.

out: ykasbiBaeT, 4yto 3TOT ACL KOHTponupyeTt ucxogdwuve nakeTbl |IPv6
nHTepdenca

Pexnm komaHa

Pexum koHdurypaumm nHrtepderica

PykoBoacTteo no
NCMNOMb30BaHUIO

OTta komaHpga 3actaBnsdeTr ACL IPv6 peinctBoBatb Ha Bxogsdlme Wnu
ncxogsLine nakeTbl ykasaHHOro UHTepgenca
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1.6.4.5. Npumep KoHdUrypaumm

Hactponka ACL IPv6 pna 3anpeta Aoctyna oTtaena uccnegoBaHUM wU
pa3paboTtok (R&D) kK BuneocepBepy

CueHapun:

Bugeocepsep

200::1

MK2

dUHaAHCOBLINM OTAEN KOHCTPYKTOPCKUIA OTAEeN
PucyHok 1-6.
Warn e Hactponte ACL IPV6.
HaCTPOVKK e [lo6aBbTe ACE B ACL IPV6, 4TOGbl MpefoTBpaTUTL AOCTYN K
BMAEOCEPBEPY.
e [Jlo6aebte ACE B ACL IPV6, 4To6bI paspewnTb Bce nakeTsbl IPV6.
e [lpumenute ACL IPV6 K BXogsulemy HanpasneHuio uHTepdenca,
NOAKIMIOYEHHOro K 0TAeNy nccneaoBaHnin n paspaboTok
SW1 swl(config)#ipvé access-list dev_deny_ipvévideo

swl(config-ipvé-nacl)#deny ipvé any host 200::1
swl(config-ipvé-nacl)#permit ipvé any any

swl(config-ipvé-nacl)#exit

swl(config)#int gigabitEthernet 0/2

swl(config-if-GigabitEthernet 0/2)# ipvé traffic-filter dev_deny_ipvévideo in
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MpoBepka Ha lNK otaena R&D nponuHrosatb Bugeocepsep. Ybeantech, YTO onepauus
NPoBEpPKM CBA3M He yaanach

Swi swl(config)#show access-lists

ipvé access-list dev_deny_ipvévideo
10 deny ipvé any host 200::1
20 permit ipvé any any

swl(config)#show access-group
ipvé traffic-filter dev_deny_ipvévideo in
MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.5. Hactponka ACL80

1.6.5.1. dphbekT KOHhUrypauum

Ecrnm IP ACL, pacwwupeHHbin ACL MAC, akcnepTHbii pacwupeHHsin ACL n ACL IPv6 ¢
bUKCUPOBAHHBLIMM  MONSIMA  COMOCTaBIIEHNA HE MOryT COOTBETCTBOBATb TpeboBaHMAM,
HacTponTe ACL80 ansa HacTponkn nonen naketa, KOTopble HEOHXO4MMO CONOCTaBUTb.

1.6.5.2. lUarn HacTpounkm

HacTponka akcneptHoro pacwupeHHoro ACL

o (ObGsizaTenbHo) HacTponte aKkCnepTHbIM pacwupeHHbln ACL, ecnn Bbl XOTUTE
peanusoBaTb QyHkuMio ACL80. lNMogpobGHee O TOM, Kak HaCTPOUTb 3SKCMEPTHbIN
pacwmpeHHbin ACL, cM. B COOTBETCTBYIOLNX ONUCAHNAX.

e Bbl mMoxeTe HacTpouTb aTOoT ACL Ana ycTpoWCTB [OCTyna, arperauun n sgpa B
3aBMCUMOCTM OT pacrnpegeneHns nonb3oBaTenen. OKCNepTHbIN paclumpeHHbin ACL
OEeNCTBYeT TOMbKO Ha foKanbHOM YCTPOMUCTBE M HEe BRWSAET Ha Opyrue yCTpoOUCTBa B
ceTu.

Ho6aBneHune 3anucen ACE B 3KCNepTHbIN paclumpeHHbin ACL

(O6szaTenbHo) [obaebTe 3anncu ACE B akcnepTHbI pacumnpeHHbin ACL, 4ToGbl HAacTpouTb
COOTBETCTBYIOLWMNE nonsi. Ecnn B akcnepTHbIM pacwmnpeHHbin ACL He gobaBneHa HM ofHa
3anmcb ACE, 3anpewatowme 3anucn ACE GyayTt otOpacbiBaTb BCE NAKeTbl MO YMOJTYaHUIO.
[ononHuTtenbHble cBegeHusa o Tom, kak AobaBuTe ACE B 9KCNepTHbIN paclUMPEHHbIN CINCOK
ACL, cMm. B COOTBETCTBYIOLLUX ONMUCAHUSAX.

NMpumeHeHne akcnepTHOro pacwmpeHHoro ACL

o (OGsizatenbHo) [lpMMeHMTE SKCMEPTHbIM pacwupeHHbin ACL K yKazaHHOMY
MHTepdency, ecnm Bbl XoTuTe, YTobbl 3TOT ACL BCTYNMN B cuny.

e Bbl MOXeTe NMPpUMEHNTb 9KCNEpPTHLIN paclmpeHHbIin ACL K ykazaHHOMY WHTepdercy
YCTPOWCTB AOCTYNa, arperaumm u sagpa Ha OCHOBe pacrnpeaeneHus nonb3oBartenen.

1.6.5.3. NpoBepka

e Vcnonb3aynte cnegywowme wmeTtoabl ONA  npoBepkn 3ddeKkToB  KoHdurypauum
aKcnepTHoro pacwumpeHHoro ACL.:
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e 3anyctute komMaHgy ping, YToGbl NPOBEPUTL, BCTYNWUMMW NN B CUIY HACTPOMKW.

e CospanTte naketbl, cooTBeTcTBYtOWME ACE, 4TOOLI NpOBEpUTL, AencTBYIOT N ACE.

1.6.5.4. CBsi3aHHble KOMaHAbI

HacTpounka akcneptHoro pacwupeHHoro ACL

KomaHga expert access-list advanced acl-name
Onucanwne acl-name: ykasbiBaeT WMs 3KCnepTHOro pacwupeHHoro ACL. Uwms
napameTpoB npeactaensieT cobon ctpoky oT 1 go 99 cumeonos. Nma ACL He moxeT

HaymHaTbCs ¢ umdp (0-9), «in» nnu «out»

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

PykoBoacTtBo no
NCMNomnb30BaHUIO

3anycTuTe 3Ty KOMaHAay, YTOObl HACTPOUTL SKCNEPTHbIV pacluMpeHHbIN ACL
N BOWTW B PEXMM KOH(pUrypaLmum aKCnepTHbIX paclumpeHHbix ACL

Ho6aBneHune 3anucen ACE B aKCNepTHbIN paclumpeHHbin ACL

KomaHpa

[sn] { permit | deny } hex hex-mask offset

OnwucaHue
napameTpoB

sn: ykasblBaeT nopsiakoBbli Homep ACE. 3HavyeHne HaxoanTcsa B AnanasoHe
oT 1 go 2147483 647. DTOT NOPSAAKOBLI HOMEpP onpefenseT npuoputeT
aton 3anucn ACE B ACL. MeHblwnn NopsgkoBbiIi HOMEP YKasblBaeT Ha
bonee Bbicokun npuoputet. ACE ¢ 6onee BLICOKMM npuoputeTtom Gyaet
npeanoyTUTENbHO NCMOSMBb30BaTLCA AS1S CONOCTaBeHns nakeToB. Ecnu Bbl
He YyKaxeTe MOPSAKOBbIN Homep npu pobaeneHun ACE, cuctema
aBTOMaTM4YeCKNn MNPUCBOUT  MNOPSAKOBbIA  HOMEpP, KOTOpPbIN  paBeH
npupaweHuno (no ymonyanuio 10) nnoc NopsgKoBbIM HOMEP MOCHeaHero
ACE B Tekywem ACL. Hanpumep, ecnu nopagkosbini HOMep nocrnenHemn
3anmcn ACE paseH 100, nopsigkoBbii HOMEpP BHOBb A4o6aBneHHOM 3anmcu
ACE 6yget no ymon4yanuto paseH 110. Bbl MOXeTe HacTpouTb NpupaLleHne
C MOMOLLbIO KOMaHAbI.

permit: ykasbiBaeT, 4to ACE siBnsieTcst paspewatowmnm ACE.
deny: ykasbiBaeT, UTo ACE gaBnsietca 3anpewatowmm ACE.

hex: ykasblBaeT Nonb3oBaTeNbCKOe NpaBuIio CONOCTaBIEHNUS, BblpaXXeHHOe
B LLECTHagUaTepuyHoM dopmate, Hanpumep, 08c6b300.

hex-mask: ykasblBaeT COOTBETCTBYIOLLYIO MacKy

Onucanne
napameTpoB

offset: ykasbiBaeT HayanbHy0 NO3NUMIO conocTaeneHnsd. Hanpumep, ecnu
coBragawulee cogepxmmoe — 08c6b300, coenagatowasi macka
00ff0000, a HavanbHas nosvuma — 6, cpaBHuBaetTca MAC-agpec
Ha3HayeHnss Kaxgoro naketa. Bce nakeTbl, y KOTOpbIX BTOpon 6Gawt
MAC-agpeca HasHadeHus paBeH d0, cooTBeTcTBYOT aTOMYy ACE

Pexnm komaHa

OKCNEepPTHbIN pacLUMPEHHbIN pexnm koHgurypaumm ACL
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PykoBoacTtso no
NCNoNb30BaHNIO

3anyctnte 3Ty komangy, 4Tobbl gobaBuTb 3anncu ACE B 3KCMNEpPTHbIN
pacLUMpPEHHbIN pexxuM kKoHdurypaumm ACL

MpumeHeHMe akcnepTHOro pacwmpeHHoro ACL

KomaHga expert access-group acl-n {in | out }
Onucanwne acl-id:  ykasbiBaeT, 4YTO K uWHTepdency OyaeT nNpUMEHSITbCA
napameTpoB NPOHYMEPOBAaHHbIN 3KCMEPTHbIN pacLuMpeHHbii ACL.

acl-name: ykasbiBaeT, 4YTO K WHTepdency OyaeT NpUMEHATHCH
WMEHOBAHHbIN SKCMEPTHbIN paclumpeHHbii ACL.

in: ykasbiBaeT, 4to 3TOT ACL KOHTpONMpyeT BXoaswue naketbl L2
UHTepdenca.

out: ykasbiBaeT, 4To 3TOT ACL KOHTponupyeT wucxogdwime naketbl L2
UHTepdenca

Pexum komaHpg,

Pexum koHdurypaumm nHtepenca

PykoBoacTteo no
NCMNOmMb30BaHUIO

OTa KomMaH[a 3acTaBnseT SKCnepTHbIN pacmpeHHbin ACL aencTBoBaTh Ha
BXOASILLME UM NCXOASLLME NAKETbl yKa3aHHOro nHTepdenca

1.6.5.5. NMpumep koHdUrypaumm

Criegylowumn npumep KoHdMrypawumm onucbiBaeT TOSNbKO KOHGUrypaumm, cessaHHble ¢ ACL.

Hactponka ACL80 pnsa orpaHu4eHUMs pecypcoB, AOCTYMHbIX MOCeTUTENsM
(TpebyeTcs, 4TOOLI NOCETUTENN U COTPYAHUKU HE MOTTIM OOLLAaTLCA APYT C APYrOM,
noceTuTenun MOrnu NOsly4YuTb JOCTYN K cepBepy obLeanoCcTyrnHbIX pecypcoB, HO
He K cepBepy (hpMHaAHCOBbLIX AaHHbIX KOMMaHUN).
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CueHapun:
g Cepeepbl
Cepeep MHAHCOBLIX ./ O6LLeCTBEHHbIN CepBep
NaHHbIX : |
10.1.1.1/24 10.1.1.2/24

NHTEpHET

MK2

PabotHukm: VLAN 2 Mocetutenu: VLAN 3

IP-cermeHT: 192.168.1.0/24 IP-cermenT: 192.168.2.0/24
LWnto3: 192.168.1.1/24 Lnio3: 192.168.2.1/24
PucyHok 1-7.
LWarun e HacTponTe akcnepTHbIN paclumpeHHbin ACL.
HaCTpOVKK e [lo6aBbTe ACE, 4TOGbI 3anpeTuTh NakeTbl, oTnpaensieMble ¢ MK B 30He
ans nocetutenen (VLAN 3) Ha INK cotpygHukos B VLAN 2.
e [JlobaBbte ACE, 4TOObI 3anpeTuTb MOCETUTENSM OOCTYMN K CEpBeEpy
(PUHAHCOBbIX JAHHbBIX KOMMNaHUN.
e [Jlo6aebte ACE, 4TObbI paspelnTb BCE NAKETHI.
e [lpumeHnte ACL K BXoAdweMy HarpasreHul  UHTepdenca
KOMMyTaTopa, KOTOPbI NOAKTYAETCH K rOCTEBOWN 30HE
SW1i swl(config)#expert access-list advanced acl80-guest
swl(config-exp-dacl)#deny 08C6B3 FFFFFF 42
swl(config-exp-dacl)#deny 0A010101 FFFFFFFF 42
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swl(config-exp-dacl)#permit 0806 FFFF 24
swl(config-exp-dacl)#permit 0800 FFFF 24

swl(config-exp-dacl)#exit

swi(config)#int gigabitEthernet 0/2

swl(config-if-GigabitEthernet 0/2)#expert access-group acl80-guest in

MpoBepka

Ha KOMMblOTEPE NOCETUTENA I'IpOI'II/IHFyIZTe cepBeep d)I/IHaHCOBbIX
OaHHbIX. yGGD,I/ITer, YTO onepauunsa NpoBepPKU CBA3N HE yaanachb.

Ha komnbloTepe nocetuTtenst NponuHrynTe cepsep o6LeaoCTynHOro
pecypca. YbeauTech, 4To orepauus ping npousa ycrneLHo.

Ha TK nocetutena nponuHroBaTb agpec wnwo3a 192.168.1.1
coTpyaHuka. Ybeautech, 4TO onepauus NpoBEPKU CBA3WN He yaanach

MpoBepka

Ha komnbloTepe noceTutens noakniouuTech K VIHTepHeTy, Hanpumep,
nocetnte Beb-cant QTECH. Y6eautecb, 4YTO BeO-CTpaHWLy MOXHO

OTKPbITb

SwWi1

swl(config)#show access-lists
expert access-list advanced sss
10 deny 08C6B3 FFFFFF 42

20 deny 0A010101 FFFFFFFF 42
30 permit 0806 FFFF 24

40 permit 0800 FFFF 24

expert access-group acl80-guest in

MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2

1.6.6. HacTtponka nepeHanpaBneHunsa ACL

1.6.6.1. dphbeKkT KOHUrypaumm

HacTtponte dyHkumio nepeHanpaeneHus ACL Ha ykaszaHHOM MHTepdence, 4Tobbl Hanpsmyto
nepeHanpaeBnaTb ykasaHHbIE NakeTbl HA MHTepdence NnNn Ha Bcex nHTepdencax Ha ykasaHHbIn

nopT 4Ns AanbHenLwen nepecoIsiku.

1.6.6.2. LLlarn HacTpounku

Hactpownka ACL

o (OGsizaTenbHo) YToOblI peanunsoBaTb nepeHanpasnenne ACL, HeobxoamMmo cHavana
HacTpouTb ACL, Hanpumep, pacluMpeHHbln IP-agpec, pacumpeHHblin MAC-agpec nnm
3KCNepTHbIN paclumpeHHbin ACL. [lononHuTenbHble cBeaeHns o Hactponke ACL cm. B
COOTBETCTBYIOLLMX ONUCAHNSX.

e Bbl moxeTte HacTpoutb aTtoT ACL And ycTpoucTB AOCTyrna, arperaumm u fgpa B
3aBMCUMOCTM OT pacnpegernieHus nonb3oBatenen. ACL IPv6 genctByeT TONbKO Ha
nokanbHOM YCTPOWCTBE N He BNUSET Ha ApYyrne yCTpomucTBa B CETU.
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Ho6aBneHne ACE B ACL

(OnuunoHnanbHO) ACL mMoXeT cofepxaTb HOMb unuM Heckonbko 3anucenn ACE. Ecnn ACE He
HacTpoeH, byHkumna nepeHanpasneHma ACL HegocTynHa. NogpobHee o Tom, kak fobasnte ACE
B ACL, CM. B COOTBETCTBYHLLMX OMUCAHUSIX.

HacTpounka nepeHanpaBneHmna ACL

e (OGsasatenbHo) Bkntounte nepeHanpasneHve ACL Ha ykasaHHOM MHTepdbence, ecnu
Bbl XOTUTE peann3oBaTb nepeHanpasneHne ACL.

e  Bbl MOXeTe HacTpouTb byHKUMIO NepeHanpaeneHnss ACL Ha ykasaHHOM UHTepdelice
YCTPOWCTB AOCTYNa, arperaummn 1 sapa Ha oCHOBe pacnpeaeneHus nonb3oBaTenei.

1.6.6.3. NpoBepka

OTnpaBbTe nakeTbl, cooTBeTCTBYOWME ACE, Ha NopT, rae BKMYeHo nepeHanpasneHune ACL, a
3aTeM Kcnonb3yiTe nporpaMmmMHoe obecneydeHne Ans 3axBaTa NakeToB Ha MOPTY Ha3HaYeHus,
4YTOObI NPOBEPUTL, AEUCTBYET NN DYHKUUS NepeHanpasneHms ACL.

1.6.6.4. CBA3aHHaA KomaHAaa

HacTpoiika cnucka KoHTponsa goctyna

MogpobHee o ToM, Kak HacTpouTb ACL, cM. B npeablaywmnx onmcaHmnax IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwmpeHHoro ACL unn ACL IPV6.

Jdo6aBsneHne ACE B ACL

MogpobHee o Tom, kak gobaenaTtb 3anncu ACE B ACL, cm. B npegbigyimx onucanmsax IP ACL,
pacwmpeHHoro ACL MAC, akcniepTHoro paclumpeHrHoro ACL unn ACL IPv6.

HacTponka nepeHanpaBneHmna ACL Ha nHrepcence

KomaHga redirect destination interface interface-name acl {acl-id | acl-name } in
Onucanne interface interface-name: ykasblBaeT WMs MopTa HasHayeHus Ang
napameTpoB nepeHanpasrneHus.

acl-id: ykasbiBaeT ngeHtndpumkatop ACL.
acl-name: ykasbiBaeT umsi ACL.
in: ykasblBaeT, YTO BXoAsLMe nakeTbl MHTepdenca nepeHanpaBnsanTCcs

Pexnm komaHg | Pexxum KoHdurypaumm nHtepdenca

PykoBoacteo no | 3anyctute 9Ty komMaHgy, 4ToObl nepeHanpaBuTb BXoAsWME MakeThbl
ncnonb3oBaHuio | MHTepdenca, cooteeTcTByowme ACE, Ha nopT HasHayeHua Aans
DanbHeNLWeN nepechbIsikun

1.6.6.5. NMpumep koHdUrypaumm

Cnegylowuin npumep KoHurypawuum onvcbiBaeT TONbKO KOHUrypauum, cesasaHHble ¢ ACL.
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BknroyeHne nepeHanpaBneHua ACL Aansa nepeHanpaBfieHUs MakKeToB,
oTnpaBneHHbIX ¢ xocta 10.1.1.1, Ha yCTPOUCTBO 3axBaTa NnakeToB Af1A aHanu3a

CueHapun:

Bupneocepsep

10.1.1.100/24

10.1.1.1/24 (3axBar nakeToB)

PucyHok 1-8.

Warn
HaCTPOWNKK

e Hactpausaert IP ACL.

e [Jlo6aebte ACE B IP ACL, 4TOObI paspelnTb OTNPaBKY NaKeToB C XOCTa
10.1.1.1.

¢ Bkniounte nepenanpasnenne ACL Ha nopty Gi 0/1 n yctaHoBuTe nopt
Ha3HayeHus Ha Gi 0/2

SW1

swl(config)#ip access-list standard 1
sw1 (config-std-nacl)#permit host 10.1.1.1
swl(config-std-nacl) #exit
swl(config)#int gigabitEthernet 0/1

swl(config-if-GigabitEthernet 0/)# redirect destination interface
gigabitEthernet 0/2 acl 1

lMpoBepka

3axeaT naketoB Ha [1K 2. [NponuHrynTte Buaeocepsep Ha K 1. Ybeantecn, 4to
3anpockl ICMP, otnpaeneHHble ¢ K 1, nepexsaTtbiBatotcs Ha 1K 2

SwW1

swl#show access-lists
ip access-list standard 1
10 permit host 10.1.1.1

swl#show redirect interface gigabitEthernet 0/1
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acl redirect configuration on interface gigabitEthernet 0/1

redirect destination interface gigabitEthernet 0/2 acl 1in

1.6.7. HacTtpounka rnmo6anbHomn Security ACL

1.6.7.1. 3dpheKkT KOHUrypauum

Hactponte rnobanbHbii  Security ACL, 4T0o6bl npenoTBpatMTb AOCTYN  BHYTPEHHUX
KOMMbIOTEPOB KOMMaHMM K HE3aKOHHbIM Beb-camTam unu npeaoTBpaTUTb aTaky BMPYCOB Ha
BHYTPEHHIOK CETb KOMMNaHUW. Bbl Takke MOXeTe HaCTPOUTb SKCKITHO3MBHbIE UHTEPdIENCHI, YTOObI
paspewmnTb onpegeneHHbIM oTaeniaMm KoMnaHum AoCTyn K BHELWHMM Be6-canTam.

1.6.7.2. LLlarn HacTpounkKun

HacTponka ACL

o (Ob6sazaTenbHo) HacTtponTte IP ACL, ecnu Bbl XOTUTE rNobarnbHO 3aUTUTb BHYTPEHHIO
ceTb. [JononHutenbHble CBedeHWss O MeTode HaCTPOMKM CM. B COOTBETCTBYHOLLMX
onucaHusx.

e Bbl moxete HacTpouTb atoT ACL Ansg ycTpoWCcTB [ocCTyna, arperaumm n sgpa B
3aBMCUMOCTKN OT pacnpeneneHus nonb3osatenen. KoHdurypauum AencTBYOT TOSbKO
Ha NoKanbHOM YCTPONCTBE U HE BNUSIOT Ha ApYyrMe YyCTPOMCTBaA B CETMU.

Jdo6asneHue ACE B ACL

(OnuunoHanbHO) ACL mMoxeT cogepxaTb HOMb unuM Heckonbko 3anucen ACE. Ecnn ACE He
HaCTPOEH, 3TO 3KBMBANEHTHO TOMY, YTO rmobanbHbIn Security ACL He cywectsyeT. lNogpobHee
0 ToM, Kak gobaBnTtb ACE B ACL, CM. B COOTBETCTBYIOLLNX ONMUCAHUSIX.

Hactpouka rmo6anbHoro Security ACL

o (ObGsizaTenbHo) Bkntounte ¢yHKUMO rnobanbHon ©6e30nacHOCTWU, ecnv Bbl XOTUTE,
4yTO6bI rnobaneHbIn Security ACL BCTynunum B cuny.

o Bbl MoxeTe HacTpouTb rmobaneHbIn Security ACL gnga ycTponcTs gOCTyna, arperauum
1 94pa B 3aBMCUMOCTU OT pacnpeeneHnst nonb3oBaTenemn.
1.6.7.3. NpoBepka
Bo BHyTpeHHeln ceTu, 3awmiieHHon rmnobanbHbiM Security ACL, nponuHrynte Beb-cant mnm
YCTPOWCTBO, 3anpeLleHHble ACE, 4Tobbl npoBepuTb, AeicTBYET Nn rnobanbHein Security ACL.
1.6.7.4. CBA3aHHas KOMaHAa

Hactpownka AC
[ononHuTenbHble CBeAEHNA 0 METOAEe HAaCTPOWKKM CM. B Npeablaymx onncaHmnax ACL.

Ho6aBneHne ACE B ACL
[ononHuTenbHble CBeAEHNA O METOAE HAaCTPOWKKM CM. B nNpeablayLmx onncaHnax ACL.

Hactpowka rmob6anbHoro Security ACL

KomaHga {ip | mac | expert } access-group acl-id {in | out }
Onuncanne acl-id: ykasbiBaeT ngeHtudukatop IP ACL.
IRl ok in: pUNbTPyeT BXOASILLME NAKETbI YCTPOMCTBA.
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out: ounbTpyeT ncxoasine nakeTbl yCTpoMUCcTBa

Pexum komaHg | Pexxum rmobanbHon koHdurypaumm

PykoBoacteo no | 3anyctute 3Ty komaHgy, 4ToObl BKNMOUMTbL rnobanbHbii Security ACL,
ncnonb3oBaHuto | 4YTo6bLI ACL fencTBoBan Ha Bcex UHTepdencax L2 yctponcrea

HacTtpouka akckno3nBHro uHtepdenca rnobansHoro Security ACL

KomaHga no global ip access-group

Pexum komaHa | Pexuvm koHurypaumm nHtepdenca

PykoBoacTteo no | 3anyctute aTy KoMaHay, 4Tobbl aHHynmpoBaTth rmobanbHeii Security ACL
NCMNOMb30BaHWIO | Ha yKa3aHHOM nHTepdeice

1.6.7.5. NMNpumep koHdUrypaumm

Cniegylowmn npumep KoHUrypawumm onucbiBaeT TOSNIbKO KOHGUrypaumm, cessaHHble ¢ ACL.

HacTtpoiika rmo6anbHoro Security ACL ansa npefgoTepalleHus gocTyna otaena
nccnenoBaHUiA U pa3paboToK K cepBepy oTAena NpoAax, HoO paspelueHnus AocTyna
oTaena npogax K aToMy cepBepy

CepBsep oTAena npoaax

10.1.1.3/24
o3
10.1.1.1/24
Gi 0/4
SVI1:10.1.1.1

MnK2

)
2

Q2

o|w

NS

L)

SVIM:11.1.1.1
TIK1 — }
oo [ ] - KoHcTpykTopckuin otaen 2: VLAN 3
nk2 - -—-ef nk2 - IP-cermenT: 13.1.1.0/24
L D » Wrnios: 13.1.1.1/24

Ortpen npogax: VLAN 1 KoHcTpykTtopckun otgen 1: VLAN 2
IP-cermenT: 11.1.1.0/24 IP-cermeHT: 12.1.1.0/24
Wnwo3: 11.1.1.1/24 LWnwo3: 12.1.1.1/24

PucyHok 1-9.
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Warn e HactponTte pacwumpeHHbin IP ACL «ip_ext_deny_dst_sale_server».
HaCTPOMKK

e [lobaBbTe ACE, KOTOpbIA 3anpeljaeT YCTPOWCTBY MepechbinaTb
nakeTbl Ha y3en HasHa4veHus 10.1.1.3/24.

e Hactponte ACL «ip_ext _deny dst sale_server» kak rno6anbHbi
Security ACL.

e HacTponTe uHTepenc, HanpaMyo CBA3aHHbIA C OTAENOM Npoaax, B
KayecTBe 3KCKIM3MBHOro nHTepdenca rnobanbHoro Security ACL

SW1 swi(config)#ip access-list extended ip_ext_deny_dst_sale_server
swl(config-ext-nacl)# deny ip any host 10.1.1.3
swl(config-ext-nacl)#exit

swl(config)#ip access-group ip_ext_deny_dst_sale_server in
swl(config)#int gigabitEthernet 0/1

swl(config-if-GigabitEthernet 0/1)# no global ip access-group

MpoBepka e Ha TK oTtgena npogax nponvHroBaTb cepBep OTAena Mpoaax.
Y6enutech, 4TO onepaumsa ping npoLusia yCcneLHo.

e Ha komnbioTepax otaena R&D 1 n otgena R&D 2 nponuHroeaTb
cepBep oThena npogax. Yoeantech, 4To onepaumm NpoOBEPKM CBA3N
He BbIMNOJIHAKTCSA

swl#show access-lists
ip access-list extended ip_ext_deny_dst_sale_server
10 deny ip any host 10.1.1.3

swl#show running

ip access-group ip_ext_deny_dst_sale_serverin
!
!

1.6.8. HacTtponka kaHana 6e3onacHocTH

1.6.8.1. dphbeKkT KOHUrypauum

Hactponte kaHan ©6e3onacHocT, 4ToObl nMakeTbl, OTBevYawowue npasunam KaHana
6e3onacHoCTn, MOrnM 06xoanTb NPOBEPKM NPUMOXEHMI KOHTPONSA AocTyna. Hactponte kaHan
6e3onacHOCTW, ecnv NpunoXeHne ynpasneHns Joctynom (Hanpumep, DOT1X) BKNHOYEHO Ha
uplink-uHTepdernice nonb3oBaTens, HO MOMbL30BATENIO AOJPKHO ObITb pa3pelleHO BXOAUTb Ha
Beb-canT Anda 3arpys3kum HeKOoTopbIX pecypcoB (Hanpumep, 3arpyskm MO QTECH) nepepg
ayTteHTudumkaumen DOTLX.
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1.6.8.2. Llarn HacTpounku

HacTtponka ACL

e (OGsazatenbHo) Hactponte ACL nepea HacTpoMKoW kaHana ©6e30nacHOCTW.
[ononHuTenbHble CBEAEHMSI O METOAE HAaCTPOMKN CM. B NPeAblAYLLMX ONUCAHUSX.

e Bbl MoxeTe HacTpouTb aToT ACL Ansi yCTpoWCTB AOCTyna, arperauumM v sgpa B
3aBUCUMOCTU OT pacnpefeneHus nornb3oBaTtenei. KoHdurypaumm OencTByoT TOMbKO
Ha NoKanbHOM YCTPOMCTBE U He BINUSIIOT Ha ApYyrMe YCTPoCTBa B CETU.

Jdo6aesneHne ACE B ACL

(OnuunoHanbHO) ACL mMoXeT cogepxaTb HOMb MUnuM Heckonbko 3anucen ACE. Ecnn ACE He
HacTpoeH ans ACL, 3TO SKBMBaneHTHO TOMYy, 4YTO KaHan 6e30MmacHOCTU He BCTynaeT B Cuny.
MogpobHee o ToM, kak aobasnte ACE B ACL, CM. B COOTBETCTBYHOLLMX ONUCAHNUSX.

Hactpouka kaHana 6e3onacHOCTU Ha yKazaHHOM UHTepdence unum rnodanbHO

e HactponTe kaHan 6e3onacHOCTM Ha UHTepdelice, ecnn Bbl XOTUTE, YTOObI 3TOT KaHan
6e3onacHoctn pabotan Ha uHTepdence. HacTtponte rnobGanbHbIA  KaHan
Oe3onacHoOCTU, ecnn Bbl XOTUTE, 4YTODObI ITOT KaHan ©Oe3onacHOCTU AencTBOBan
rno6ansHO. Bbl AOMKHBI HACTPOUTL KaHan 6e3onacHOCTU Ha OCHOBE UHTepdenca nunm
rnobanbHbI kKaHan 6e30nacHOCTU.

e Bbl MOXxeTe HacTpouTb kaHan 6e3onacHOCTM ANnd YCTPOWCTB [OCTyna, arperauum u
Aa[pa B 3aBUCMMOCTM OT pacnpeaeneHus nonb3osaTenen.

HacTtpoika 3Kckno3uBHOro WHTepdenca pAOna KaHana rnobanbHomn
6e3onacHocTn

(OnuunoHanbHO) HacTponTe WHTEpENC Kak IKCKNH3MBHBbIN MHTEpdenc ans rrnobanbHoro
kaHana ©e3onacHOCTW, €ecnu Bbl HEe XOTUTe, 4YToObl rrnodanbHbIM KaHan 6e3onacHoCTU
OencTBoBar Ha 3ToOM uHTepdence.

HacTpoiika npunoxeHus KOHTponsa gocTyna

o (OnuuoHanbHO) Bbl moxeTe BKMOUMTL pyHKUMo DOTLX munm Beb-ayTeHTudmKaumm
ANs NpoBepku PyHKUMM KaHana 6e3onacHoCTw.

e Bbl MOXeTe HacTpouTb (PYHKUMIO yrpaBfeHus AOCTYNoM Ha YCTPOWCTBax AOCTyna,
arperaumu n sgpa B 3aBUCMMOCTU OT pacnpenerieHns nonb3oBaTenen.

1.6.8.3. NpoBepka

Ha TK, Haxogdawemca nog KOHTPOSieEM MPUITOXKEHUSA YrpaBreHust OOCTYNOM, MPOMNUHIYNTe
pecypchl (YCTPOMCTBA UK CepBepbl), KOTOPbIM pa3peLlleHo 06XxoauTb NPOBEPKY MPUIOXEHUS
ynpasrieHns 4oCTynoMm, 4Tobbl NPoOBEPUTL KOH(PUrypaLuuio kaHana 6e3onacHOCTU.

1.6.8.4. CBsiI3aHHaA KOMaHAa

Hactpownka ACL

Mogpo6GHee o ToMm, Kak HacTponTb ACL, cM. B npeablaywmux onmcanmnax IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwmpeHHoro ACL unn ACL IPv6.

Ho6aBneHne ACE B ACL

Mogpo6GHee o Tom, kak gobaenaTtb 3anncu ACE B ACL, cm. B npeabigywmx onucanmsx IP ACL,
pacwmpeHHoro ACL MAC, akcnepTtHoro pacwmpeHHoro ACL vnun ACL IPv6.
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Hactpomka kaHana 6e3onacHocTu Ha nHTepdence

KomaHga security access-group {acl-id | acl-name }
Onucanne acl-id: ykasbiBaeT ngeHtugpumkatop ACL, HaCTpoeHHOro B Ka4ecTBe KaHana
napameTpoB 6e3onacHocTu.

acl-name: ykasbiBaeT umsa ACL,
6e3onacHocTu

HaCTpOEHHOro B Ka4decCTBe KaHana

Pexum komaHg

Pexum koHdurypaumm nHtepderica

PykoBoacTteo no
NCMNOMb30BaHUIO

3anycTuTe 3Ty KomaHay, 4ToObl HACTPOUTb ykasaHHbIi ACL B KayecTBe
kaHana 6e30MacHOCTN Ha yka3aHHOM UHTepdeince

HacTponka rmobanbHoOro kaHana 6e3onacHocTu

KomaHga security global access-group {acl-id | acl-name }
Onuncanne acl-id: ykasbiBaeT ngeHtngpmkatop ACL, HaCTpoeHHOro B Ka4ecTBe KaHana
napameTpoB 6e3onacHocTw.

acl-name: ykasbiBaeT ums ACL,
BesonacHocTn

HAaCTpOeHHOro B Ka4yecCcTtBe KaHana

Pexum komaHg

Pexunm rnobanbHon KoHdurypauum

PykoBoacTteo no

3anyctuTe 3Ty komaHZy, 4Tobbl HAacTpouTb ykasaHHbIi ACL B kavecTBe

NCcnonb30BaHUo | rnobanbHOro kaHana 6e3onacHoOCTy
HacTtpomka 3KCKNO3MBHOro uHTepcdenca Ana KaHana rnodGanbHom
6e3onacHocTn
KomaHga security uplink enable

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
NCNOSb30BaHMIO

3anyctute 9Ty KOMaHgy, 4ToObl HacTpOUTb yKasaHHbIA WHTepdenc B
KayecTBe 3KCKIM3MBHOro MHTepdenca rnobansHoro kaHana 6e3onacHoCTH

1.6.8.5. NMpumep koHdUrypaumm

Criegyiowjun npumep KoHUrypaumm onmcbiBaeT TONbKO KOHdUrypauum, cessaHHble ¢ ACL.

@ §) QTECH

MWP [OOCTYNHEE

74




PykoBoacTeo no Hactponke cepus QSW-7600

HacTpofica ACL

BknioyeHne ayteHtTMpukaumm DOTLIX M HacTpomka KaHana 6e30macHOCTM,
yTOObI NONb30OBaTeN MOrNU 3arpyxatb nporpammHoe obecnevyeHne QTECH c
cepBepa oo ayreHTMdUKaumm
CueHapun:

Cepsep nporpaMmmHoro
obecneyeHus
10.1.1.2/24

lWmo3: 10.1.1.1

SVI10.1.1.1 | Gi 0/4
SW1 | sasas
SVIi11.1.1.1 | Gi0/1

U

Ycrponctea, nogaepxkmeatowme Dot1x: VLAN 1
IP-cermenT: 11.1.1.0/24
Wmos: 11.1.1.1/24

PucyHok 1-10.

LWarun e HacTponTe akcnepTHbIN paclumpeHHbln ACL "exp_ext_esc".

HacTpomkm e [lo6aBbTe ACE, uTo6bl pa3pelumTb Mepechbiniky NakeToB Ha y3en
HasHa4veHns 10.1.1.2.

e [Jlo6aebte ACE, utobbl paspewntb naketsl DHCP.
e [Jlo6aebte ACE, uToObl paspewntb naketol ARP.

e Ha uHTepdeiice, raoe BknoveHa ayTeHTUukaumsa DOTLX, HacTpounTte
ACL «exp_ext_esc» B Ka4ecCTBe kaHana 6esonacHocTu
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SW1

swl(config)#expert access-list extended exp_ext_esc
swl(config-exp-nacl)# permit ip any any host 10.1.1.2 any
swl(config-exp-nacl)# permit 0x0806 any any any any any
swl(config-exp-nacl)# permit tcp any any any any eq 67
swl(config-exp-nacl)# permit tcp any any any any eq 68
swl(config)#int gigabitEthernet 0/1

swl(config-if-GigabitEthernet 0/1)# security access-group exp_ext_esc

MpoBepka

e Ha TIK otmena npogax nponuHroBaTb CepBep OTAena npoaax.
Y6enutech, 4TO onepaumsa ping npoLusia ycneLHo.

e Ha«komnbioTepax otaena R&D 1 notaena R&D 2 nponuHrosaTth cepsep
oTaena npojax. Ybegoutecb, 4TO onepaumm MNPOBEPKM CBSA3U He
BbINONHATCA

swl#show access-lists

expert access-list extended exp_ext_esc
10 permit ip any any host 10.1.1.2 any

20 permit arp any any any any any

30 permit tcp any any any any eq 67

40 permit tcp any any any any eq 68......

swl#show running-config interface gigabitEthernet 0/1

KoHdurypaumsa nocTpoeHus. ..
Tekywasn KoHdurypauus: 59 6ant

nHTepdenc GigabitEthernet 0/1

security access-group exp_ext_esc

1.6.9. Hactponka ACE Ha ocHOBe BpeMeHHOro guana3soHa

1.6.9.1. OdphbeKkT KOHUrypauum

HacTtponte ACE Ha ocHOBe BpPeMEHHOIO AnanasoHa, eCrnn Bbl XOTUTe, 4Tobbl HekoTopble ACE
BCTyrnann B CUMNY WX CTAHOBWUIIUCb HEAEWCTBUTENLHBIMU B YKa3aHHbIA Nepuos BpeMeHW,
Hanpumep, B HEKOTOPbIX BPEMEHHbIX Auana3oHax B Te4yeHue Headenw.

1.6.9.2. lLlarn HacTpounkun

Hactpownka ACL

e (O6sasatenbHo) Hactponte ACL, ecnu Bbl xoTuTe, 4tobbl ACE BCTynanu B cuny B
yKka3aHHOM Auana3oHe BpeMeHu. [lononHnTenbHble CBEAEHWS O METOAE HACTPOMKM CM.
B NpeabiayLUMX ONMCaHUsX.
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e Bbl mMoxeTe HacTpouTb aToT ACL Ansi ycTpoWcTB AOCTyna, arperauumM v sgpa B
3aBUCUMOCTW OT pacnpefeneHus nonb3oBaTtenei. KoHpurypaumm oencTeyoT TONbKO
Ha NoKanbHOM YCTPOMCTBE U He BINUSIIOT Ha ApYyrMe YCTPOCTBa B CETU.

Ho6aBneHne ACE c ykazaHHbIM AnanasoHOM BpeMeHuU

(O6si3aTenbHO) Ykaxute BpeMeHHOM Amanas3oH npu gobaesneHun ACE. [Ona nonyyexus
noapo6bHon MHopMaumMm O TOM, Kak HAaCTPOUTb BPEMEHHOW Auana3oH, CM. PYKOBOACTBO MO
HaCTpoVike, CBA3aHHOE C BPEMEHHbIM Auana3oHoM.

NMpumeHeHne ACL

e (OGsasatenbHo) Mpumennte ACL K ykasaHHOMY MHTepdeNncy, eCnn Bbl XOTUTE, YTOObI
ACE BcTynanu B cuny B yka3aHHOM AuanasoHe BpeMEHM.

o Bbl mMoxeTe npumeHutb IP ACL K ykasaHHOMY MHTepdency YCTPOWCTB AOCTyna,
arperauuv 1 sgpa B 3aBUCMMOCTM OT pacnpeaeneHns nonb3oBaTenen.

1.6.9.3. NMpoBepka

B AwanasoHe BpeMeHW, B TeYeHWe KOTOpPOro HacTpoeHHblh ACE BCTynaeT B Cuny unm
CTaHOBUTCHA HeOEeWCTBUTESNbHbIM, 3anycTuTe KomaHay ping wniu  cosgamTe  NakeThl,
cootBeTcTBYyoWmne ACE, 4ytoObl npoBepuTb, BCcTynaet nn ACE B cuiy unmM CTaHOBUTCS
HeOencTBUTENbHbIM.

1.6.9.4. CBaA3aHHaA KomaHAaa

HacTtponka ACL

[ononHuTteneHble cBegeHMs 0 KoMaHgax HacTponku ACL cm. B 6onee paHHUX onucanuax IP
ACL, pacwmpeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL unm ACL IPv6.

HNo6aBneHne ACE ¢ ykazaHHbIM AnanasoHOM BpeMeHU

[ononHuTteneHble cBegeHMs o komaHgax Hactporku ACE cm. B 6onee paHHMX onucaHuax IP
ACL, pacwmpeHnHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL unm ACL IPv6.

NMpumeHeHne ACL

[ononHuTenbHble cBegeHNs 0 kKomanae Ansa npumeHeHns ACL cMm. B 6onee paHHMX ONUCaHUAX
IP ACL, pacwmpeHHoro ACL MAC, akcnepTHoro paclumpeHHoro ACL nnu ACL IPv6.

1.6.9.5. NMpumep koHdUrypaumm

Criegylowmn npumep KoHdUrypaumm onucbiBaeT TOSNTbKO KOHGUrypaumm, cesdaHHble ¢ ACL.

77

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-7600

HacTtpoiika ACL

Ho6aBneHne ACE ¢ yka3zaHHbIM BpeMeHHbIM AMana3oHOM, YTOObI pa3pewmTb
oTaeny uccrneaoBaHuM u paspaboTok pgoctyn B UHTepHetr ¢ 12:00 pgo 13:30

Kaxxabin aeHb

CueHapun:

MapwpyTtusaTtop
Gi 0/21P:110.1.1.2

ABapUHbIA LLINKO3 I "l WHTEepHeT
EEEEEERER

Gi0/111.1.1.2

svi2:11.1.1.1 Gi0/2

SW1 | seeeaas =

SVEE11.1.1.1 | Gi 01

KoHcTtpykTopckuin otaen: VLAN 1
IP-cermenT: 10.1.1.0/24
Wnwo3: 10.1.1.1

PucyHok 1-11.

Warn
HaCTPONKK

HacTtponte BpemMeHHOW Ouana3oH C MMEHEeM «access-internet» u
nobaBbTe 3anucb BpeMEHHOro auanasoHa mexagy 12:00 m 13:30
KaXKObI OEHb.

Hactponte IP ACL "ip_std internet_acl".

[ob6aebTte ACE, 4TOGbI paspelunTb NakeTbl C UCXOAHbIM IP-agpecom
B ceTeBoM cermeHTe 10.1.1.0/24, n ceBsxute atoT ACE c yacoBbiM
NosicoM «access-internety».

[obaebTe ACE pns 3anpeTa NakeToB € UCXodHbiM IP-agpecom
cermeHTa cetn 10.1.1.0/24. JocTtyn k NHTepHeTy 3anpeLleH, kpome
KaK B YKasaHHbIN nepuo BpeMeHu.

[ob6aebTe ACE, 4To6bl paspelnTb BCE NAKEThI.

(@ arecy
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e [lpyumeHute ACL K wucxogswlemy HanpaereHuio uHTepdenca,
NOAKMNIYEHHOrO K KOMMYTaLUVWOHHOMY LLUMIO3Y

SW1

QTECH(config)# time-range access-internet

QTECH(config-time-range)# periodic daily 12:00 to 13:30
QTECH(config-time-range)# exit

swl(config)# ip access-list standard ip_std_internet_acl
swl(config-std-nacl)# permit 10.1.1.0 0.0.0.255 time-range access-internet
swl(config-std-nacl)# deny 10.1.1.0 0.0.0.255

swl(config-std-nacl)# permit any

swl(config-std-nacl)# exit

swi(config)#int gigabitEthernet 0/2

swl(config-if-GigabitEthernet 0/2)# ip access-group ip_std_internet_acl out

MpoBepka

e B npomexyTtke Bpemenu ¢ 12:00 go 13:30 nocetute Beb-cant QTECH
Ha [MK oTtmena wuccnegoBaHui u paspaboTok. Ybegutecb, 4TO
Be6-CcanT MOXXHO OTKPbITb B OObIYHOM pexume.

e BHe pgumanasoHa Bpemenn c¢ 12:00 go 13:30 nocetute BebG-cant
QTECH Ha MK oTtgena nccnegoeaHnin n paspaboTok. Yoeantecn, 4To
Be6-canT He MOXeT ObITb OTKPbIT

SW1

swl#show time-range

time-range entry: access-internet (inactive)
periodic Daily 12:00 to 13:30

swli#tshow access-lists

ip access-list standard ip_std_internet_acl

10 permit 10.1.1.0 0.0.0.255 time-range access-internet (inactive)
20 deny 10.1.1.0 0.0.0.255

30 permit any

swl#show access-group
ip access-group ip_std_internet_acl out
MpumeHsieTca Ha uHTepdence GigabitEthernet 0/2
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1.6.10. Hactpouka kommeHTapueB ana ACL

1.6.10.1. dphekT KOHbUrypauum

Ecnu BO BpemM4A O6CJ'Iy)KVIBaHVIFI cetn MmHorne ACL HaCTpPOEHbI 0e3 kaknx-nnbo KOMMEHTapues,
BnocneacTtBnnm 3T CNMCKM CITI0XKHO pPa3iminynTb. Bbl moxeTe HaCTpoOuUTb KOMMEHTapuUn And ACL,
4YTOObI nydule NoHATb npeanofiaraemoe ncnosjib3oBaHne ACL.

1.6.10.2. lUarn HacTpoOUuKu

HacTtpomnka ACL

o (ObGsizatenbHo) Hactponite ACL nepes HacTpovkon kaHana 6e3onacHoOCTU.
JononHuTenbHble CBEAEHNSI O METOAE HAaCTPOMKN CM. B NPeAblAYLLMX ONUCAHUSX.

e Bbl MoxeTe HacTpouTb 3ToT ACL Ans yCTpOWCTB AOCTyna, arperauvm v sgpa B
3aBUCUMOCTY OT pacnpeaeneHus nonb3oBaTtenei. KoHdburypaumm oencTByroT TOMbKO
Ha NoKanbHOM YCTPOMCTBE U He BINUSIOT Ha ApYyrve YCTPoCTBa B CETU.

Hactpounka kommeHTapueB ans ACL

(OnumoHanebHo) Hactponte kommeHTapuu ana ACL, 4Ttobbl ynpocTuTb ynpasBneHve wu
NoHMMaHue HacTpoeHHbIX ACL.

Jdo6asneHne ACE B ACL

(OnuunoHanbHO) ACL mMoxeT cogepxaTb HOMb unuM Heckonbko 3anucen ACE. Ecnn ACE He
HaCTPOEH, 3TO 3KBMBAIIEHTHO TOMY, YTO KaHan 6e3onacHocTu He gencTeyeT. NogpobHee o Tom,
kak gobasntb ACE B ACL, CM. B COOTBETCTBYHLLMX ONUCAHUSAX.

HacTtponka kommeHTapueB ana ACE
(OnuunoHanbHo) YT06bI 06MErYynTb NoHMMaHue HacTtpoeHHoro ACL, Bbl MOXeTe HacTpouTb

kKommeHTapum gna ACE B gonosHeHne K kommeHTapusam ana ACL.
1.6.10.3. NMNpoBepka

3anyctute Ha yCcTpomcTBe komangy show access-lists, 4Tobbl 0TOGpasuTb KOMMEHTapuu,
HacTpoeHHble ansa ACL.

1.6.10.4. CBA3aHHaA KoMaHAaa

Hactpownka ACL

Mogpo6GHee o ToM, Kak HacTpouTb ACL, cM. B npeablaywux onmcanunax IP ACL, paclumpeHHoro
ACL MAC, akcnepTHoro pacwmpeHHoro ACL unn ACL IPV6.

Hactpoinka kommeHTapusa gna ACL

Mcnonb3ynte nobon M3 cnegylowmx OByX METOOOB ANI9 HACTPOMKM KOMMEHTapus Oris
ykasaHHoro ACE B ACL.:

KomaHga [sn] remark comment
Onuncanne comment: yka3blBaeT KOMMeHTapui. 3HayeHue npeacTaBnseT cobown
napameTpoB ctpoky ot 1 go 100 cumsonos. KommeHTapun anuHHee 100 cumBonos

Oynet obpesaH ao 100 cMmBonoB.
sn: ykasbiBaeT ngeHtndgukatop ACE

Pexum komaHg | Pexxum koHdurypaumm ACL
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PykoBoacTteo no

3anyctuTe aTy komaHgy, YToObl HACTPOUTL KOMMEHTapUI NS yKa3aHHOW

ncrnionb3oBaHuto | 3anucn ACE B ACL. Ecnn sn He HacTpoeH, KOMMEHTapun HacTpansaeTcs
ans nocnegHen ACE

KomaHpa access-list acl-id sn-remark comment

Onucanwne acl-id: ykasbiBaeT ngeHtungpukatop ACL.

napameTpoB

comment: ykasblBaeT KOMMeHTapui. 3HadyeHue npencrasnsieT cobomn
ctpoky ot 1 go 100 cumsonos. KommeHTapun gnuHHee 100 cumBonoBs
Oynet obpesaH go 100 cumeonos.

sn: ykasbiBaeT ngeHtndpukatop ACE

Pexum komaHg

Pexum koHdurypaumm

PykoBoacTteo no
NCMNOmnb30BaHUIO

3anyctute 3Ty KomaHgy, YToObl HACTPOUTbL KOMMEHTapUn AN yKasaHHOW
3anucn ACE B ACL. Ecnin sn He HacTpoeH, KOMMEHTapuin HacTpanBaeTCca
ansa nocnegHen ACE

Jdo6aBsneHne ACE B ACL

MogpobHee o Tom, kak gobaenaTtb 3anncu ACE B ACL, cm. B npegbigywmnx onucarmsx IP ACL,
pacwmpeHHoro ACL MAC, akcniepTHoro paclumpeHHoro ACL unn ACL IPv6.

HacTponka kommeHTapueB gna ACE
Mcnonb3ynte nobon 13 crnegyowmx Asyx METOAOB, UTOObI HaCTponTb kKoMMeHTapu ons ACE:

KomaHpa remark comment
Onuncanne comment: yka3blBaeT KOMMeHTapui. 3HayeHue npegcTaBnseT cobown
napamMmeTpoB ctpoky oT 1 go 100 cumsonos. KommeHTapun gnuHHee 100 cumBonoBs

Oypet obpesaH go 100 cumeonos

Pexum komaHg

Pexum koHdurypaummn ACL

PykoBoacTteo no

3anycTtuTe 3Ty komMaHay, YToObl HACTPOUTb KOMMEHTapUI ANs yka3aHHOro

ucrnonb3oBaHuto | ACE

Komanpa access-list acl-id remark comment
Onuncanne acl-id: ykasbiBaeT ngeHtngukatop ACL.
napamMmeTpoB

comment: yka3blBaeT KOMMEHTapui. 3HayeHune npeacTaBnseTr cobown
ctpoky ot 1 go 100 cumsonos. KommeHTapuin anuHHee 100 cumBOnoB
O6ynet obpesaH go 100 cumBosnos
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Pexum komaHg | Pexxum rmobanbHon koHdurypaumm

PykoBoacTtBo no

mncnonb3osaHuo | ACE

3aI'IyCTI/ITe 3Ty KOMaHAay, YTOObI HacCTpouUTb KOMMeHTapVIIZ Ona yka3aHHoro

1.7. MOHUTOPUHr

1.7.1. OuymncTKa

OnucaHue KomaHga

OuniiaeT cHeTUNKMN
conocTtaBrneHunsa naketos ACL

clear counters access-list [ acl-id | acl-name ]

Ouniiaer cYeTUYMKK
COOTBETCTBYHOLLMX
3anpewatowmmm ACE

NaKkeToB,

clear access-list counters [acl-id |acl-name ]

1.7.2. OToGpaxeHue

OnucaHue

KomaHga

OtobpakaeT ocHoBHble ACL

show access-lists [ acl-id | acl-
ame | [summary]

OtobpaxaeT 3anucu ACE nepeHanpaBneHus,
npues3aHHble K YyKasaHHOMY WHTepdbency. Ecnu
MHTEpENC  He yKasaH, oTobpaxatoTcs ACE

nepeHanpasBneHusi, NpMBs3aHHbIe KO BCEM NMHTEpdencam

show redirect [ interface

interface-name |

OtobpaxaeT KoHdurypauumn ACL,
nHTEpency

NPUMEHEHHbIE K

show access-group [interface
interface-name |

OtobpaxaeT koHdurypaumm IP ACL, npuMEHEHHble K
nHTEpency

show ip access-group [interface
interface-name |

OtobpaxaeT pacwmpeHHble koHdurypaumm ACL MAC,
NPUMEHEHHbIE K MHTEPdENCY

show mac access-group
[interface interface-name |

OTobpakaeT aKcnepTHble paclUMpeHHbIE KOHUrypauum
ACL, npyMeHeHHble K nHTepdency

show expert access-group
[interface interface-name |

OTobpaxaeT KoHGpurypaumm ACL IPV6, NnpMMeHeHHble K
UHTepdency

show ipv6 traffic-filter [interface
interface-name |
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OnucaHue KomaHga

OtobpaxaetT wuHpopmaumto TCAM wunmn  ykasaHHyto  show acl res [ dev dev-num [ slot
nHpopmaumio TCAM slot-num]]

1.7.3. OTnapka

CucrtemMHble pecypcCbl 3aHATbI NMpPpU BbiBOOE OoTnago4Hom MHd)OpMaLl,I/IVI. I'IoaTomy OTKNKO4nTE
OTNnafKy cpasy nocne ncnofib3oBaHUA.

OnucaHue KomaHga
OTtnapgka paborTatoulero npouecca ACL debug acl acld event
Otnagka knuentoB ACL debug acl acld client-show

Otnaaka cnnckoB ACL, co3naHHble Bcemn | debug acl acld acl-show
knueHtamn ACL
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2. HACTPOUKA QOS
2.1. O630p

KauecTtBo 0b6cnyxmBaHusa (QoS) no3sonsieT o6ecneunTb XopoLune BO3MOXKHOCTN 06CyKnBaHUA
AN yKasaHHOW ceTu C UCNOMb30BaHMEM Pa3fINYHbIX TEXHONOMMIN MHAPACTPYKTYpPbI.

Korpa nponyckHas CNocoBHOCTL CeTH AOCTaTo4Ha, BCe NOTOKN OaHHbIX MOTYT ObITb npaBuJibHO
06p860TaHbl; Korga npoucxoauT neperpys3ka cetn, BCe NOTOKU AaHHbIX MOryT ObITb OT6p0LlJeHbI.
YTobbl YAOBNETBOPUTb Tpe6OBaHVIF| nonb3oBaTenen K pPa3nnyHbIM NMPUNIOXKEHNAM N Pa3rM4HbIM
YPOBHAM Ka4yecCTBa O6CJ'Iy)KVIBaHVI$|, CceTb [AOJPKHa MMEeTb BO3MOXHOCTb pacnpeaendatb u
nnaHMpoBaTb pecypCbl Ha OCHOBE Tpe6OBaHI/IIZ nonb3oBaTtenen n obecnevnBaTtb pas3nn4yHble
YPOBHU Ka4vecCTBa O6CJ'Iy)KI/IBaHVI$| Ana pas3rinyHblX NOTOKOB AAHHbIX. B yactHoCcTU, ceTb MOXeT
06pa6aTbIBaTb BaXHbl€ NakeTbl JaHHbIX B peXunme pearibHoro BpemeHun C bonee BbICOKUM
nNpUopmnuTeToOM M O6pa6aTbIBaTb nakeTbl HE B pearibHOM BpEMEHU U obLmne nakeTbl AaHHbIX C
donee HN3KNM NPUOPUTETOM N OaXKe 0T6paCbIBaTb nakeTbl AaHHbIX NMPpU Neperpy3ke ceTun.

Ncnonb3yembii TpaguUMOHHBIMU CETAMU «YyYLLNMA» MexaHu3Mm nepeagpecauun 6onblie He
MOXeT yOoBNeTBOpATbL TpeboBaHnaAM, 1 Toraa Bo3HnkaeT QoS. YcTponcTtea ¢ nogaepxkon QoS
obecneumBaloT kayecTBo nepegaym QoS. MNMpuopuTteT nepegavm MOXeT ObITb HA3HAYEH NOTOKaM
AaHHbIX TWMa, 4Tobbl MOEHTUOUUMPOBATL BAXXHOCTb MOTOKOB AaHHbIX. 3aTeM ycTpoucTea
NPeaoCTaBnAOT NONNTUKN NEPECHINKM ANS PasnuYHbIX NMPUOPUTETOB, YMEHbLLEHWUSI NEPErPY3KM
N apyrme mMexaHusmbl Ans NpeaocTaBneHns cneumanbHblX YCNyr nepegayn anst 3Tux noTOKoB
AaHHbIX. CeTeBoe OKpyxeHue, HacTpoeHHoe ¢ QOS, MoxeT obecneunTb NpeackasyeMoCcTb
Npou3BOAUTENBHOCTN CeTU, AheKTMBHOE pacnpeneneHe nponyckHOM CNOCOBHOCTM CeTu U
pa3yMHOe 1CMOoSib30BaHNE CeTEBbIX PECYPCOB.

2.2. NMpunoxeHun

MNMpunoxeHue OnucaHue

OrpaHnyeHme ckopocTu OcHOBbIBasACb Ha pasnnyHbiX TpeboBaHUAX K OBCMY>XMBAHWIO
nHTepdemnca + KamnycHom ceTu, obecnedbTe YynpaBrieHNE CKOPOCTbIO M
nepemMapKkMpoBka npuopuTeTHyto 0o6paboTKy ucxogsdwero Ttpaduka ydebHoro
npuoputeTa Kopnyca, nabopaTtopuin n o6LLEXNTUSA

M3meHeHne npuoputeta + | ObecneunTtb NPMOPUTETHYIO 06pabOoTKy U KOHTPOSb MPOMYCKHOWM
NaHMpoBaHWe oYepeam CNocoBHOCTM AnsA Tpadmka BHYTPEHHEro AOCTyNa Kk cepBepam
npeanpusaTUs

2.2.1. OrpaHnyeHue CKOpoOCTU UHTepdenca + nepemMapkMpoBKa npuopurteTa

2.2.1.1. CueHapun

YTto6bl cOOTBETCTBOBATDL CIY>KeOHbIM TpebOBaHMSIM HOpMarbHOro 00y4YeHMs, LWKONa BblABUraeT
cnegyowme TpeboBaHus:

e OrpaHuunBante Tpaduk goctyna B UHTepHeT go 100 MB n otbpackiBante nakeTbl
CBEpX nMmMmuTa.

e  OrpaHuumBanTe ucxogawmn Tpaduk 3gaHus obwexmntna go 50M n otbpacbiBanTte
nakeTbl CBEpPX NMMMUTA.
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e OrpaHuymnBanTe CKOpPOCTb NakeToB C npuoputetom DSCP 7, OTnpaBneHHbIX U3
na6opatopuii meHee 20M, n nameHute npnoputeTel DSCP ansa aTux NnakeToB, CKOPOCTb
KoTopbIx npeBbiwaeT 20M, Ha 16.

e  OrpaHuumBanTe ncxoaawmn Tpaduk yyebHoro kopnyca go 30M otbpacbkiBanTe nakeTbl
CcBepX numuTa.
YyebHble 30aHms
192.168.194.0/24
M
Go/2 % IabopaTtopHble 3naHus
J 192.168.195.0/24

ObuwexuTtre
192.168.196.0/24

192.168.193.1 Kommytatop A G071
G0/24

WHTepHeT

PucyHok 2-1.

LWkona nopkntoyaet GigabitEthernet 0/24 kommyTtaTtopa A K WHTepHeTy B uplink-kaHane wu
nogkrtoyaeT GigabitEthernet 0/1, GigabitEthernet 0/2 n GigabitEthernet 0/3 kommyTaTopa A K
yuyebHomy kopnycy, nabopatopun (192.168.195.0) n kopnycy obwexutmns (192.168.196.0) B
downlink-kaHane cooTBETCTBEHHO.

2.2.1.2. PasBepTbiBaHue

e Hactponte orpaHuyeHme ckopoctn uHTepdenca QoS pns uHTepdenca GO0/24
KoMmmyTaTopa A ans nogknodeHna K HTepHeTy. HacTponTe orpaHMyeHue CKOpOCTuU
QoS aAnga nakeToB, OTNPaBNAEMbIX U3 OBLLEXNTUA Ha KOMMYyTaTope A.

e YCTaHOBUTE OrpaHM4YeHMe CKOpPOCTM OS89 naketoB C npuoputetom DSCP 7,
oTnpasnsiemMbix U3 nabopatopun, Ha 20M u nepemapkmpynte npuoputet DSCP gns
NakeToB, BbIXOOALMX 3a Npedernbl OrpaHNYeHns cKopocTu, Ha 16.

e Hactponte orpaHuyeHne ckopoctn QOS Ans nakeToB, OTNpaBfsieMbiX U3 y4yeBGHOro
Kopnyca Ha kommyTaTtope A.

2.2.2. \ameHeHue npuoputeTa + nraHMpoBaHune o4yepeau

2.2.2.1. CueHapun

HacTtpoinTte nepemapKkupoBKy MPUOPUTETOB W MMaHUPOBaHME o4yepeden B COOTBETCTBMM CO
cnegyowmmmn TpeboBaHnsaMU:

e Korga otgen uccnegoBaHuin u pas3paboTok M 0TAEN MapKeTUHra nony4varoT 4OCTyn K
cepsepam, NpMopuTeTbl NAKETOB CepBepa crneayroLme:
NoYTOBbLIN cepBep> hannoBbLIN CEPBEP> CEPBEP 3anpOCOB O 3apnnaTe.

e HesaBucumo OT TOro, Korga oTaen KagpoB nosfyyvaeT goctyn k WMHTepHeTy wnu
cepBepam, koMmmyTaTop obpabaTbiBaeT COOTBETCTBYHOLUME MaKeTbl C HaWBLICLUMM
NPUOPUTETOM.

e [lockonbky npu paboTe KoMMyTaTopa 4acTO BO3HUWKAET neperpyska ceTtu, Ans
obecneveHnss ©GecnepebonHon paboTbl ©OusHeca HeobxoaMMO WCMONbL30BaTb
nnaHvposaHne odvepean WRR ana nnaHvpoBaHua IP-naketoB And  OTOEnNoB
nccnepoBaHun 1 paspaboTok, U MapKkeTUHra Ang AoCTyna K novtoBov 6ase AaHHbIX,
dannoBon 6ase AaHHbIX U Ga3e AaHHbIX 3anpocoB O 3apaboTHOM NnaTe Ha OCHOBE
CoOoTHOWeHusa 6:2:1.
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KOHCTpYKTOPCKMA oTAEN
CepBep 3anpocoB 0 3apnnaTe

MHTepHeT

192.168.10.1

GO/1 G0/24 MoyToBLIA CepBep

192.168.10.2

L

KommyTarop A

dannoBbIn cepeep

192.168.10.3

a

PucyHok 2-2.

Otgenbl uccnegoBaHuin n pas3paboTok, MapKeTMHra M ynpasfeHns NepcoHaniomMm nosy4yaroT
poctyn K wuHtepcpericam GigabitEthernet 0/1, GigabitEthernet 0/2 n GigabitEthernet 0/3
kommyTatopa A cooTBeTcTBeHHO. CepBep 3anpocoB O 3apnnarte, MNOYTOBbIN cepBep U
dannoBbIN cepBep nogkntoyeHsl kK GigabitEthernet 0/23 kommyTaTopa A.

2.2.2.2. PasBepTbiBaHue

e Hactponte 3HayeHus CoS NOTOKOB AaHHbLIX 19 AOCTYNa K pa3HbiM cepBepam, YTobbI
rapaHTMpoBaTtb, YTO KOMMyTaTop ObpabaTbiBaeT nakeTbl AN pa3HblX CEepBepoB C
pasHbIMK NpYopuUTETaMM.

e YcTaHoBUTe 3HadeHne COS uHTepdhenca No ymMon4yaHuio Ha KOHKPEeTHOe 3HayeHue,
4yTOObl rapaHTMpoBaTb, 4YTO KOMMYyTaTop OOpabaTbiBaeT nakeTbl, OTNPaBIEHHbLIE
OTAEerIoM ynpaBfieHWsi NepPCOHaNoM, C HaMBbICLLMM NPUOPUTETOM.

e Hactponte nnaHupoaHune ovepeam WRR, 4Tobbl rapaHTMpoBaTh, YTO NAKeTbl JAHHbIX
nepegaroTcd B onpegeneHHOM COOTHOLUEHUN KONNYECTBa.

2.3. OcobeHHOCTH
2.3.1. OcHOBHasA KOHUenuus

2.3.1.1. DiffServ

Pexum gudpdepeHumpoBaHHbix yenyr (DiffServ) — ato cuctema IETF, Ha ocHoBe koTopon QoS
peanusyetca B npogyktax QTECH. Cwucrema DiffServ knaccuduumpyet Bce NakeThl,
nepegaBaemMble B CeTW, MO pasHbIM Tunam. NHdopmaums o knaccudukaumm BKNoYeHa B
3arofiloBKM NakeToB ypoBHewn 2/3, Bkntoyasa npuoputetbl 802.1P, IP n IP DSCP.

B cetun, coBmecTtumon c DiffServ, Bce ycTponctsa NpMMEHSIOT OL4HY U Ty XXe MOMAUTUKY CyXObl
nepegayn K nakeTam, COAEepXalym OOUHAKOBYIH MHGOpMaumMio O Knaccudpuvkaumm, wu
NMPUMEHSIIOT pasHble MONMTUKM CRAyXObl nNepedayn K naketam, cogepkaliMMm pasfnydHyo
MHdopMaumio o knaccudmkaumm. MIipopmaums o knaccudukauum naketos nmbo HasHavaeTcs
XOCTaMu Unm Apyrmmmn yCTporucTBamm B ceTu, NMbo Ha3HayaeTCca Ha OCHOBE PasnMyHbIX NOANTUK
NPUNOXEHUA UMW Pa3fINYHOrO COAEPXKMMOro naketoB. Ha ocHoBaHMM KnaccuduKaumoHHOM
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I/IHd)OpMaLl,I/lI/I, CO,EI,Gp)KGLLl,GVICFI B NnakeTtax, yCTpOIZCTBO MOXET npeanoctaBiiATb pa3Hble
NnpUoOpUTETLI Nepeaayn and pa3HbiX NOTOKOB NMNakeToB, pe3epBnNpoBaThb NOJIOCY NPONyCKaHuA Ond
onpegeneHHbIX MOTOKOB MNaKeToB, OT6paCbIBaTb onpegeneHHble naketbl C bonee HU3KUM
NPUOPUTETOM UIN BbINOJTHATL HEKOTOPbLIE ApYyrne nencrTeuns.

2.3.1.2. NpuoputeT 802.1P (PRI)

Mpuoputetr 802.1P pacnonoXeH B 3arofloBke naketa ypoBHs 2 ¢ 3aronoskoM 802.1Q un
NCnonb3yeTcs B CUeHapusax, rae 3arofioBKM YPOBHA 3 He HY)XHO aHanuanpoBaTtb, a QoS
Heo6xoouMo peannsoBaTb Ha YpoBHE 2.

3aronoBok
Anpec Anpec 802.1Q OnuHal [akHble FCS
a3Ha4yeHusa | UCTOYHMKAE Tvn (CRC-32)
: TPID | TCI
6 banToB 6 banTtoB 4 GanTta 2 banTa 46~1500 6aiToB 4 banTta

PucyHok 2-3. CTpykTypa nakeTta ypoBHS 2

Kak nokasaHo Ha pucyHke Bblwe, 4-6anTtoBbii 3aronoBok 802.1Q cogepxuT 2-6anToBbIN
ngeHtndukaTop npotokona Tera (TPID), 3HavyeHne kotoporo paBHO 0x8100, n 2-6antoByto
ynpaensoLyto nHdopmaumto tera (TCI). MNepsbie Tpu 6uta TCI ykasbiBatoT npuoputet 802.1P.

2.3.1.3. MpuopwuteT IP (IP PRE) u npuoputetr DSCP

Mpuoputetbl IP-naketoB onpegenstTca npuoputetamn IP PRE n DSCP. [llone Tuna
obcnyxusanus (ToS) 3aronoska IPv4 coctout 13 8 6utoB; roe nepeble Tpu OUTa ykasbiBatoT
npuopuTteT IP (IP PRE) B gnanasoHe ot 0 oo 7. RFC 2474 nepeonpegendet none ToS 3arosoBka
IPv4, KoTopoe Ha3sbiBaeTcs nonem guddepeHumpoBaHHbix yenyr (DS). MNpuopnteT Toukn koga
anddepeHumnpoBaHHbix yenyr (DSCP) onpeaensieTcs nepsbiMun 6 6Gutamm (6utel oT 0 o 5) nonga
DS v nepsbiMn 6 Gutammn nons knacca tpaduka B 3aronoeke IPve6.

Bur: 0 1 2 3 4 5 6 7 Bur: 0 1 2 3 4 5 6 7
Baitr Baitt IPv4 ToS
IPva ToS Mpwuoputet|Tun CepeucaMBZ Bant IPv6 DSCP Cu

Traffic Class

RFC1122 RFC1349 [omkeH RFC2474 B Tekyumi
OblTb MOMEHT

%ﬁ—) HOMb He Mcnonb3yeTcs

RFC791 (ToS)

PucyHok 2-4. Pacnonoxenue npuoputeToB IP PRE n DSCP B naketax IPv4/IPv6
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2.3.1.4. CoS
Knacc o6cnyxmanna (CoS). MNMpoayktel QTECH npeobpasyoT NpruopuTeThl NakeTOB B 3HAYEHUSA
CoS, u4tobbl wnaeHTMUUMPOBATL JNOKanbHblE MPUOPUTETbI NaKeToB U ONpeaenstb
naeHTMdrKkaTop BXO4HOW odepeam, Koraa naketbl OTNPaBNSATCSA C BbIXOAHOIO MHTEpdenca.
2.3.2. 0630p
Oco6eHHOCTb | OnucaHue
Knaccudurkauus Knaccudumkauma nOTOKOB MCMNONb3yeT onpedeneHHble npasuna gns
NOTOKOB naeHTMdmKaLunm NnakeToB C O4MHAKOBLIMU XapaKTeEPUCTUKaMN N ABNAETCA
NpPeanoChISIKOM U OCHOBOW ANA pasnnyeHns CeTeBbIX CNyx6
[MpuoputetHas MomevaeT npuopuTETbl NAKETOB  YKasaHHbIMW  3HAYEHUSAMU U
MapK1MpoBKa N | CONOCTaBMSAET 3HAYEHUS C COOTBETCTBYHOLLUUMM 3HAYeHnAMn CoS
conocraBneHune
KoHTponb KoHTponupyeT cneundmkaumio Tpaduka, MOCTynawwero B CeTb,
Tpacduka orpaHmumBaeT TpadmK B pa3yMHbIX npedenax n otbpacbiBaeT Tpaduk 3a

npegenamm nMMuTa NN N3MeHsIeT NPUOpUTET Tpadmka

YnpasneHue
neperpyskamm

OnpepgenseT nocnegoBaTenibHOCTb NAKETOB AaHHbIX, OTNPaBseMbIX C
NHTepdenca, Ha OCHOBE MPUOPUTETOB MAKeTOB AaHHbIX U ybexaaeTcs,
YTO KIYeBble ycnyrM MoryT ObiTb 00paboTaHbl BOBpeMs, korga
BO3HMKAET neperpyaka

MpepoTBpalieHve | OTcnexvBaeT WUCMNOMb30BaHNE OYepean BLIXOQHOrO WHTepdoenca wn
neperpysku CHWXXaeT Harpysky Ha ceTb, aKTMBHO OTOpacbiBas nakeTbl W perynuvpys

ceTeBoW Tpaduk Npn neperpyske cetu

2.3.3. Knaccudumkaumsa noTtokos

Knaccudukaumsa noTokoB ucnonb3yeT onpeaeneHHble npasuna ans MaeHTMdukaumm nakeToB C
OOVHAKOBBLIMW XapaKTEpPUCTMKaMM U SABNSIETCA NPEeAnOCbIIKON U OCHOBOW ANsl pasnuyeHus
ceTeBbIX cnyxo6. MNpaBuna knaccmgumkaumm NOTOKOB MCMONb3YHTCA Anst TOro, YTobbl pasnuyaTb
pasHble MakeTbl B CETU U 3aaBaTh pasHble napameTpbl QOS Ans NakeTOB Ha Pa3HbIX YPOBHSX
obcnyxuneaHus.

2.3.3.1. MprHUMN paboTbl

MpaBunammn knaccudukaumm nNOTOKOB MOryT ObITb conocTtaBneHve npuoputetoB PRE wunu
DSCP IP-nakeToB unu knaccngukaumsi naketos nyTem naeHTUMMKaumm cogepxmmoro nakeTa c
nomowbio ACL. Bbl MoOXeTe onpefenutb NPUBA3KY MeXOy HECKONbKUMU MOTOKaMn U
nosegeHneM MOTOKOB, UCMOMb3ys KOMaHAbl AN OpMUPOBAHUA MOMUTUK, KOTOPbIE MOXHO
NPUMEHSATb K MHTepdencam ans knaccudukaumm n o6paboTkn NOTOKOB.

MonuTtuka KavyecTBa 06CNYyXMBaHUSA
Monutrka QOS COCTOMUT M3 TPEX BIEMEHTOB: KIlacc, NoBeAeHNe NoToKa 1 NoNUTHKA.

e Knacc

Knacc naeHTudumumpyeT MOTOKM M COOEPXUT UMS Kracca M npasuna knacca. Bbel moxeTte
onpeaennTb Npasuna Knacca, Ucnonb3ysi KoMmanabl Ang Knaccugukaumm NakeTos.
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e [loBegeHune notoka

MNMoBeaeHne noTtoka onpenensieT gencteus QoS, npeanpuHMMaeMble AN NakeToB, BKMHOYas
MapKMPOBKY MPUOPUTETOB M KOHTPOSb Tpaduka Ans NakeToB..

e [lonutuka

MnuTuka cBA3bIBAET KOHKPETHBIA KNacC M KOHKPETHOE MOBeAEeHWe NOToKa W BKHYaeT UMS
NOSIMTUKN, UMEHa CBA3aHHbIX KlacCoB W noBefeHne noTtoka. Bbl MOXeTe cBA3aTh yKasaHHbIN
Knacc n nosegeHme noToka ¢ NOMOLLLIO NOANTUKM QOS M NPUMEHUTb MOMUTUKY K OOHOMY UMK
HEeCKonbKUM UHTepdencam.

pynna nornyeckux nHrepcdencos QoS

Bbl MOXeTe ykasaTb psa UHTEpPdENCOB B Ka4yecTBe rpynnbl Aormyeckmx uHtepdencos QoS
(Bkntovasa kak AP, Tak n uHTepcdencol Ethernet) n cesizaTb NONUTUKM C FPYMMNon NOrMYecKnx
UHTepdencos ans obpabotkm Qo0S. BosbmeM, K Npumepy, OrpaHuU4eHne CKOpoCTU Ans
NMOTOKOBOro nosefeHus. [Ns nakeToB, OTBEYalLMX YCIOBUAM OrpaHUYeHWs CKOpPOCTU, BCe
UHTepdencbl B OOHOW rpynne fornmvyecknx WMHTepencoB COBMECTHO WUCMOMb3YKT Moocy
NpOnycKaHus, yKasaHHYHo B NOMUTUKE.

2.3.3.2. CBAi3aHHasa KOHdurypaums

Co3paHue knacca
Mo yMOon4aHuio Knacc He onpeaeneH.

Bbl MoxeTe 3anyctutb komaHgy class-map, 4Tobbl co3gaTb KnacC M BOWMTU B PEXUM
KOHUrypauum knacca.

CootBeTcTBUMe ACL
Mo ymonyaHuio npasuna ans Knacca He onpegesieHobl.

B pexume KoHUrypaumm knacca Bbl MOXeTe 3anycTuTb KOMaHay match acess-group, 4Ttobbl
onpegennTb NpaBuIio knacca kak cooTtseTcTBytowee ACL. CHayana Heobxoaumo cosgaTtb
npasuna ACL.

Co3paHue NoNUTUKKU
Mo ymonyaHuio nonuTuka He onpegenexa.
Bbl MOXeTe 3anyctTutb koMaHay policy-map, 4Ttobbl co3gaTte MOAUTUKY U BONTU B PEXUM
HACTPOWKN NOSNNTUKMN.
CBsA3biBaHMe Knacca
Mo ymonyaHuto NonnTMKa He CBA3aHa HU C O4HUM KIacCOM.
B pexume KoHcurypauum nonmvTUKA Bbl MOXETEe 3anyCTuTb komaHngy class, 4Ttobbl cBA3aTb
KSflacc 1 BOUTU B peEXNM KOHdMrypaumn Krnacca nonnTUKK.
NMpuBA3Kka noBegeHUs NOTOKA
Mo ymonuyaHuto Knacc He NPUBS3aH HW K KAKOMY NOBEAEHMIO NOTOKA.

B pexume koHdUrypaumm kracca MOSIMTUKA Bbl MOXETE 3anyCTUTb KOmaHgy Set, 4ToObl
n3mMeHnTb 3HadeHnsa CoS, DSCP vnu VID yka3zaHHOro rnotoka; rge s3HavyeHne CoS Haxogutcs B
ananasoHe ot 0 go 7, 3HayeHne DSCP — B guanasoHe ot 0 go 63, a 3Ha4yenue VID — B
AananasoHe oT 1 go 4094. Bbl MoxeTe 3anycTuTb KomaHay police, 4Tobbl OrpaHuy4nTb
MPOMYCKHY CnocOBHOCTb U 0bpabaTbiBaTb NOTOKM 3a Npedenammn orpaHNYeHNs Ans yKasaHHbIX
NoToKOB. [lnana3oHbl OrpaHMyeHuin NPOMYCKHOM CNOCOBHOCTH onpeaensanTca NPpoaYyKTaMMu.

HacTtpowka rpynnbl norm4yecknx nitepcencos

pynna norudecknx wuHTepdencos He onpegerneHa, M MO YMONMYaHUIO WHTepdenc He
AobaBnsieTca HM B O4HY rpynny JIOrMYyeckux MHTepdencos.
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B pexume rnobanbHoW KOHUrypauum Bbl MOXeTe 3anycTuTb komaHnay Vvirtual-group ans
co3faHua rpynnbl fiormyecknx uHTepdencos. B pexume koHdurypaumm wmHtepdpernca Bbl
MOXeTe 3anyCTUTb KoMmaHgy virtual-group, 4tobbl 406aBUTL UHTEPEENC B rpynny NOrMYecKmx
UHTepdencosB. Ecnn ata rpynna nornvyecknx nHTepdencoBs He cosfaHa, Bbl MOXeETe co3aTb
rpynny nornyecknx nHtepdencos n aobaesutb HTepdenc B rpynny. Bol moxeTe co3gaTb 128
rpynn normyeckux nHTepdencos B guanasoHe oT 1 oo 128.

NMpumeHeHMe NONUTUKN K UHTepdency
Hukakas nonuTuka He NPUMEHSIETCS K MHTEPMECY MO YMOMYaHuIo.

B pexume koHurypaumm nHtepderica Bbl MOXeTe 3anyCcTUTb KoMaHAay service-policy, 4ToObl
NPUMEHNTL NOMUTUKY B HanpasneHuax BBoAa/BbiBoga WMHTepderica. B pexume rnobanbHon
KOHpurypaumm Bbl MOXETE 3anyCcTUTb KOMaHAy service-policy, 4Tobbl NPUMEHUTL MNOMUTUKY B
HanpaBneHusx BBOAa/BbIBOAA BCEX MHTEP(ENCOB.

2.3.4. NMpuoputeTHaa MapKupoBKa U conocTtaBrieHue

MpropuTeTbl MCMOMbL3YTCA A1 MapKUPOBKW 3anfiaHMPOBAHHbLIX «BECOB» MNaKeToOB WNn
nNpuopuUTETOB MNAaKeTOB Mpu nepecbifnike. PasHble Tunbl MakeToB WMET pasHble TuMbl
npuvoputeToB, Bktodas npuoputetol 802.1P(PRI), IP PRE u DSCP. MapkupoBka W1
COrnocTaBfeHne MNpUoOpUTETOB OTHOCATCA K MapKMpPOBKE MPUYOPUTETOB MakeTOB yKas3aHHbIMW
3HaA4YEeHMAMMN N COMOCTAaBIIEHUIO 3TUX 3HAYEHNIA C COOTBETCTBYOLLMMN 3HaYeHusmMu CoS.

2.3.4.1. MpnHUMN paboTbl

lMocne TOro, Kak MOTOKM AaHHbIX MakeToB BXOOAT B MHTep(enc YyCTpOWCTBa, YCTPOWCTBO
Ha3HavaeT NpMopuTETHI NaKkeTaMm Ha OCHOBE peXxuma A0BepUs, HACTPOEHHOro ANs NHTepdenca.
Hwxe onncaHbl HECKONBKO pexnmoB gosepus (trust mode):

o Korga pexum gosepusi nHTepdenca untrust, 4To o3HavaeT HegoBepume K nHopmauum
0 npuopuTeTe, NepegaBaeMou B NakeTax:

N3meHuTe 3HayeHne CoS B COOTBETCTBUM CO 3HadyeHMeM CoS no ymondaHuio (0, KoTopoe
HacTpauBaeTcs), Tabnuuen conoctaBneHna CoS-DSCP u Tabnuuen conoctaBneHus
DSCP-CoS vHTepchenca n noMmectuTe nakeTbl B 04epean Ha OCHOBE OKOHYaTeNbHOro 3Ha4YeHus
CoS. [nga BbixogHbix naketoB ¢ Terom 802.1Q npuoputeT naketa OygeT WM3MEHEH Ha
cooTBeTCcTBYloLEee 3Ha4YeHne CoS.

o Korga pexum gosepusa nHtepdenca trust CoS:

Ona naketoB ¢ Terom 802.1Q n3ameHuTe 3Ha4yeHne COS B COOTBETCTBUM CO 3HayeHueMm PRI,
Tabnuuen conoctasneHnss CoS-DSCP u tabnuuen conoctaBneHnss DSCP-CoS n nomecTtute
nakeTbl B 04EPEAN Ha OCHOBE OKOHYaTENbHOro 3HavyeHnst CoS. [1ns BbIXOAHbLIX MAKETOB C TErOM
802.1Q npuoputeT NakeTa OydeT N3MEHEH Ha COOTBETCTBYOLLEE 3Ha4YeHne CoS.

[na naketoB 6e3 Tera 802.1Q nameHnTte 3Ha4yeHne CoS B COOTBETCTBMM CO 3Ha4YeHnem CoS no
ymonyaHuio (0, koTopoe HacTpamBaeTcsd), Tabnuuen conoctaeneHna CoS-DSCP u tabnuuen
conoctaBneHns DSCP-CoS nHTepgenca n noMectuTe nakeTbl B 0Mepean Ha OCHOBE KOHEYHOTO
3HaueHus CoS. [Ins BbixogHbiX NakeToB ¢ Terom 802.1Q npuopuTeT naketa byaeT naMeHeH Ha
COOTBeTCTBYKLLEee 3Ha4YeHne CoS.

o Korga pexum gosepus nHtepgenica trust DSCP:
[ns nakeToB, oTNMYHLIX OT IP, 06paboTka Takas xe, kak n ans trust CoS.

Onsa IP-naketoB nameHute 3HavyeHne CoS B COOTBETCTBMU CO 3HadeHmem DSCP naketoB u
Tabnuuen conocraBneHns DSCP-CoS u nomectute nakeTbl B O4YepeaM Ha OCHOBE
OKoHYaTenbHoro 3Ha4yeHusi CoS.

o Korga pexum gosepua nHtepdetiica trust IP PRE:
[ns nakeToB, OTNMYHbLIX OT IPv4, o6paboTka Takas xe, kak n ans trust CoS.
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Ons naketoB IPv4 nonyunte n usmeHute npuoputet DSCP nakeToB B COOTBETCTBUWU CO
3HauyeHveM IP PRE nakeToB n Tabnuuen conoctasneHus IP-PRE-DSCP, nonyuute 3HaveHve
CoS B cooTBeTCTBUMN ¢ Tabnuuen conoctaBneHns DSCP-CoS, a 3aTemM noMecTute nakeTtbl B
oyepenm Ha OCHOBe KOHe4Horo 3HayeHus CoS.

° Korpa pexum gosepua U npuMmeHaemMas noJinTnuka MHTepcbeﬁca pa60Ta+0T BMecCTE!

Koroa pexum OoBepust U npuMmeHsiemasi nonuTuka mHTepdenca paboTaloT BMECTe, Pexunm
AoBepus nMeeT Bonee HU3KNIN NPUOPUTET, YEM NONUTKKA, U NpuopuTeT COS MOXHO NOMY4YUTb B
COOTBETCTBUM ¢ Tabnuuen conoctasneHna DSCP-CoS.

Ecnu Kk nHTepdency NpMMeHaeTca NonmTrka, HO B NOSIMTUKE HET KOHdMrypaumm ansa naMeHeHus
3HayeHun DSCP un CoS, obpabotka O6ymeT BbIMNOMHATLCS HA OCHOBE peXxuma [oBepus
UHTepdenca.

2.3.4.2. CBAi3aHHas KOHdurypauums

HacTponka pexuma gosepus nHrepdenca

Pexum nosepus nHrtepderica no ymonyaHuio — HeoBepue.

B pexnme HacTponkm nHtepdenca sanyctute komangy mls qos trust, 4tobbl UISMEHUTb PEXMM

nosepus. Pexxumom gosepus MoxeT ObiTb trust CoS, trust DSCP wunu trust IP PRE.
Hactpouka 3HayeHus CoS no ymon4yaHuio ansa mHtepdenca

3HauveHne CoS no ymonyaHuo gns nHtepdenca pasHo 0.

B pexume KoHdurypauum nHtepdenca sanyctute komaHgy mls qos cos, 4ToObl U3MEHUTb

3HayeHne CoS no ymon4yaHuo aons nHtepdenca, KoTopoe HaxoguTcs B agnanasoHe ot 0 go 7.
MapkupoBKa npuoputeTa NOTOKOB

Mo ymonyaHuo NpMopuTeTbl NOTOKOB HE NepeMapKknpyoTCs.

B pexume KoHpurypauum knacca nonnuTnkn 3anycTute kKomaHgy set, Ytobbl UIBMEHUTL 3HaYEHUS
CoS, DSCP un VID notokoB. 3HadyeHne CoS HaxoauTtcs B AuanasoHe ot 0 go 7, 3HayeHue
DSCP — B gnanasoHe ot 0 go 63, a 3HayeHue VID — B gmnanasoHe ot 1 go 4094.

HacTtponka conoctaBneHusa CoS-DSCP

Mo ymonyaHuio 3HaveHust CoS 0, 1, 2, 3, 4, 5, 6 n 7 otobpaxatotcsa Ha 3HadeHna DSCP 0, 8, 16,
24, 32,40, 48 n 56 cooTBETCTBEHHO.

3anyctute komaHay mls qos map cos-dscp, 4Tobbl HacTpouTb conoctaeneHne COS-DSCP.
3HavyeHne DSCP Haxogutca B AnanasoHe ot 0 go 63.

Hactpouka kapTbl DSCP-CoS

Mo ymonyanuto DSCP 0-7 conoctaensaTcsa ¢ CoS 0, DSCP 8-15 conoctaenstoTtea ¢ CoS 1,
DSCP 1623 conocTtaBnatotca ¢ CoS2, DSCP 24-31 conoctaBngatwTtca ¢ CoS 3, DSCP 32-39
conoctaBnstTcss ¢ CoS 4, DSCP 40 go 47 conoctaenenHbl ¢ CoS 5, DSCP 48 pgo 55
conocTtaBneHbl ¢ CoS 6, a DSCP 56 go 63 conoctaeneHbl ¢ CoS 7.

3anyctute komaHgy mils gqos map dscp-cos, 4ToObl HacTpouTb conoctaeneHme DSCP-CoS.
3Ha4yeHune CoS HaxoguTcsa B gnanasoHe oT 0 go 7, a 3HavyeHne DSCP — B gnanasoHe ot 0 go
63.

2.3.5. KoHTtponb Tpaduka

KoHTponupyinte cneundukaumioo tpaduka, noctynarLllero B ceTb, orpaHnyMBanTe Tpaduk B
pasymMHbIX npegenax u otbpacbiBavte Tpaduk 3a npegenaMmm nMMUMTa WM U3MEHANTe
npuoputeT naketoB. Kpome TOro, MOXHO KOHTponmMpoBaTb OO Tpaduk uMHTepdenca, a
Tpaduk 3a npegenamun nummTa d6yageT oTbpachiBaTbCA.

91

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-7600

HaCTpOVIKa QO0S W
2.3.5.1. MpuHUKuN paboTbl

KoHTponb Tpadhmka ncnonb3yeTcs Ans OTCRexuBaHnsa cneundumkaumm Tpadguka, NocTynatLlero
B CETb, M BbINOMHEHNS NPedyCTaHOBIEHHbIX OEWCTBUIA MO KOHTPOMKO Ha OCHOBE PasfivyHbIX
pe3ynbTaToB OLEHKN. TN AENCTBUSE MOTYT ObITh:

e [lepecbinka (Forwarding): o6bI4HO NepeckbinaeT nakeTbl B Npeaenax numuTa Tpaduka.
e OrtbpacbiBanne (Discarding): oTbpacbiBaTb NakeTbl, NPEBbILLAIOLLINE NUMUT TpadhuKa.

° N3meHeHne npunopnteTta wn nepeagpecaund: U3IMeHAeT MNpUuopuTeTbl MakeToB 3a
npegenamMmm nmMmnTa Tpaq)vn(a, a 3aTeM nepeHarnpaBnAaeT nakeThbl.

Hanpsimyto oT6pacbiBaTb NakeTbl 3a nNpegenammn obero nuMmmnTa Tpaduka nHTepderica.

2.3.5.2. CBsAi3aHHas KOHdurypauums

Hactpouka gencteus npuv npeBbilleHUU NUMUTa Tpaduka

Hukaknx oencreum, KOTOpbl€ OOJTKHbI BbINOJTHATLCA MPU NpeBbILLEHNN NMMMUTA Tpacbvn(a, no
YMOJT4aHUO HE HACTpPOEHO.

B pexume KoH(purypauum knacca NONUTUK 3anycTute komaHngy police, 4tobbl HaAcTpouTb
aencTteue, KoTopoe ByaeT BbIMONHATLCS NPU NPEBbLILLEHNN NMMUTa Tpaduka, Ha oTbpacbkiBaHWe
Tpadhmka 3a NMMUTOM UM U3MeHeHue 3HadeHus CoS, unum 3HadveHmsa DSCP. [QuanasoH
orpaHuyeHnsa Tpaduka onpegendetca npoayktamu. Korga Tpadmk npeBbllwaeT AMMUT, Bbl
MoXeTe n3aMeHuTb 3HavyeHme CoS B ananasoHe ot 0 go 7 n 3HavyeHne DSCP B auanasoHe ot 0
Jo 63.

HacTponka o6wero numuTta Tpachuka ana nHtepcpenca
O6Lwmin nuMUT Tpadmka Ans MHTepdenca no yMony4aHuio He HaCTPOEH.

B pexume HacTponkm mHTepdenca sanyctute komaHgy rate-limit, 4yTobbl HacTpouTb ObLLMIA
nmMmnT Tpaduka Ana nHTepdgenca B HanpasfeHnsax BBoAa M BbiBoda. [ManasoH orpaHuyeHus
Tpadmka onpegenseTcs NpoayKTaMu.

2.3.6. YnpaBneHue neperpyskamu

Korga ckopocTb npuema nakeToB npeBbillaeT CKOPOCTb OTMPaBKM MAKeTOB, Ha WUHTepdence
OTNpaBkM BO3HUKAeT neperpyska. Ecnv gna xpaHeHuss 9TUX NakeToB He NpefocTaBrieH
[oCTaTouHbI Bydbep, nakeTbl MOryT ObiTb NMOTepsHbl. MexaHn3am ynpaBreHus neperpyskon
onpegensdeT nocrnegoBaTenbHOCTb MaKeTOB AaHHbIX, KOTOpble AOMKHbI ObiTb OTNpPaBfeHbl C
nHTepdenca, Ha OCHOBE MPUOPUTETOB MaKeTOB AaHHbIX. PYHKUUSA ynpaBrieHUs neperpyskon
NMo3BONSIET KOHTPONMpOBaTb Meperpysky, MoBbiwas NpuoOpUTETbl BaXHbIX MaKeTOB AaHHbIX.
Korga npovicxoguT neperpyska, BadkHble MakeTbl AaHHbIX OTApaBnslTca ¢ 6onee BbICOKUM
npuopuTeToM, YTOObLI 06EeCneyYnTs CBOEBPEMEHHYIO peann3aLumio KIoyYeBbIX YCNyr.

2.3.6.1. MprHUMN paboTbI

MexaH13M nrnaHMpoBaHUs odepean UCnosb3yeTcs Anst ynpaBreHus neperpyskon, U npouecc
BbIFMAANUT crieayowmm o6pasom:

e [locne TOro, Kak Kaxablin nakeT NnpoxoamuT BCO 06paboTky QOS B kKOMMyTaTOpe, nakeT
HakoHeL rnosiy4aet 3HaveHune CoS.

e Ha BbixogHOM  uHTepdence  YCTPOMCTBO  Kraccuduuupyet  nakeTbl Mo
COOTBETCTBYIOLLUNM o4YepeasaM OTrnpaBK/ Ha OCHOBe 3HayeHnn CoS.

e BbixogHom wuHTepdenc BbIOMpaeT MakeTbl B Oo4Yepean Ansd OTnpaBkM Ha OCHOBE
pasnuyHbIX NONMTMK nnavvpoBaHusa (SP, WRR, DRR, WFQ, SP+WRR, SP+DRR,
SP+WFQ).
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Monutuka nnaHnpoBaHusA

Monutnkn nnaHnpoBaHua ovepenen sknodatoT SP, WRR, DRR, WFQ, SP+WRR, SP+DRR u
SP+WFQ.

lMnaHupoBaHme co CTpornm npuoputeToM (Strict-Priority (SP)) o3HavyaeT nnaHMpoBaHue
nakeToB CTPOro B COOTBETCTBUM C MAEHTU(MKaTopamn ovepenun. Kaxabin pas nepes
OTNpPaBKOW NakeToB NPOBEPSINTE, ECTb NN B 0Yepenmn C NepBbiM NPUOPUTETOM NaKeThl
ans otnpaekun. Ecnu ga, nakeTbl B 3TON o4epenmn OTNpaBnsoTCa nepebiMnU. Ecnun Her,
npoBepbTe, €CTb N NakeTbl B 04epeamn CO BTOPbLIM npuoputeTtoM. Cnegynte Tem xe
npasunam AN nakeToB B APYrMx ovepeasix.

lNMnanmpoBaHme Weighted Round Robin (WRR) o3HavyaeT nnaHvpoBaHue odepenen no
oyepenmn, 4toObl rapaHTMpoBaTb, YTO BCE O4Yepean UMEKT onpeferneHHoe Bpems
obcnyxusanusa. Hanpumep, nutepgenc 1000 Mout/c umeet 8 BbIXOAHBIX ovepenen.
WRR HacTpauBaeT B3BelleHHoe 3HadeHue (5, 5, 10, 20, 20, 10, 20 u 10, koTOpbIE
yKasbIBalOT MPOnopLMu MOMyYeHHbIX PEeCcypcoB) ONs Kaxaon odepegun. ITOT MeToq
NfaHMPOBaHUA rapaHTUpPYeT, 4YTO o4vepean C CaMbIM HU3KUM npuopmuteTom Oyaet
Ha3HayeHa nornoca nponyckaHns He meHee 50 MOuTt/c, 4TO nNO3BONUT M3bexaTb
obcnyxkusaHms nNakeToB B OYepeau C CaMbIM HU3KUM MNPUOPUTETOM B TeYeHue
ONUTENBbHOro BPEMEHM NMPU UCMOMb30BaHNN MeToAa NiaHnpoBaHusa SP.

MNMnaHuposaHue Deficit Round Robin (DRR) noxoxe Ha WRR, HO NnpyMeHsieT BecoBble
3Ha4yeHMs Ha OCHoBe 6GanToB, a He Ha OCHOBE BPEMEHHbIX MHTEPBAIIOB.

MnanupoBanne Weighted Fair Queueing (WFQ) obecneunBaeT AMHAMUYECKYIO W
cnpaBeanuByo OpraHM3aLmio ovepeam n NpUMEHsIeT B3BELLEHHbIE 3HAYEHMSI HA OCHOBE
6anToB, aHanornyHo DRR. lNpu obHapyxeHun nycton oyvepeanm DRR HemeaneHHo
nepengeT K crnegyowen odyepean Ans nepenayn. Ecnn oyepeanb nponyckaeT CBoe
BpeMsi nepegayn, ovepenb AOIDKHA XA4aTh CeayrLero pasa, Yto aBngeTcs pasHuLen
mexay WFQ n DRR; cnegosaTtenbHo, WFQ 6onblie noaxoguT ans o6paboTkm nakeTos
JaHHbIX NepeMeHHon AnnHbl, Yyem DRR.

MnannpoBaHne SP+WRR o3HayaeT HacTpowKky nnaHupoBaHuss SP gna ogHom wnu
HEeCKOJSIbKMX odepeden OTMApaBKM M HACTPOWKY nnaHvpoBaHna WRR gnsa gpyrux
oyepepnen. Cpeaun ovepenen SP TonbKO nocrne oTnpaBku BCeX NakeToB B ovepean SP
C NepBbIM NPUOPUTETOM MOTYT ObITb OTNPaBMEeHbl NakeTbl B odepean SP co BTOpbIM
npuoputetom. Cpean oyepegen SP n WRR TonbKko nocre oTnpaBky NakeToB BO BCEX
oyepenax SP MoxHO oTnpaBnATb NakeTbl B ovepeasx WRR.

lMnaHmpoBaHne SP+WFQ o03Ha4aeT HACTPOMKY NnaHMpoBaHma SP ans ogHoM mnu
HECKOSIbKMX oYepeden oTnpaBkM W HacTpownky nnaHuposaHus DRR ans gpyrux
oyepenen. Cpean ovepeen SP ToONbKO Nocne oTnpaBku BCex NakeToB B ovepean SP
C NepBbIM NPUOPUTETOM MOTyT ObITb OTNPaBMeHbl NakeTbl B odepean SP co BTOpbIM
npuoputetom. Cpeaun ovepegen SP n DRR Tonbko nocrne oTnpaBky NakeToB BO BCEX
oyepeadax SP MOXHO OTNpaBnATb NakeTbl B ovepensax DRR.

lMnaHnpoBaHne SP+WFQ o03Ha4aeT HACTPOMKY NnaHuMpoBaHua SP ans ogHoM mnu
HECKOSIbKMX o4Yepedenn OTApaBKM M HacTpowky nnaHupoBaHns WFQ gns gpyrux
ovepenen. Cpean ovepenen SP TOnNbKO Nocne oTrnpaBku BCEX NakeToB B oyepean SP
C NepBbIM NPUOPUTETOM MOTYT ObITb OTNPaBfEeHbl NakeTbl B odepean SP co BTOpbIM
npuoputetomM. Cpean ouyepegenn SP n WFQ Tonbko nocrne oTnpaBky NakeToOB BO BCEX
oyepeadax SP MOXHO OTnNpaBnATb NakeTbl B ovepensax WFQ.

2.3.6.2. MHoroagpecHasi ouepeab QoS

B HekoTopbIX MpoAayKTax oyepeau WHTepdenca noapasfendlTcs Ha OAHoadpecHble U
MHoroagpecHble ovepeaun. Ectb 8 ogHoagpecHbIx ovepenen. Bce n3BecTHble ogHoaapecHbIe

nakeThbl

nonagatT B COOTBETCTBYHOLLME O[HOAOPECHble o4Yepeau AN nepecblikn B
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COOTBETCTBMM C X Npuoputetamn. CyliecTByeT oT 1 40 8 ouepenelt MHOroagpecHon pacehInku
(B 3aBMCMMOCTM OT MNpOAYKTOB. HekoTopble NPOAYKTbI He MOAAEpXuBalT o4vepeam
MHOroaapecHoO paccbinkn). 3a UCKMYEHNEM U3BECTHBIX OAHOAAPECHbIX MakeToB, BCe NakeTbl
(Hanpumep, LUMpoKoBellaTeNbHble MakeTbl, MHOrOaApecHble NakeTbl, HEW3BECTHble
o4HOaApecHble NakeTbl U 3epkarnbHble NakeTbl) NonaaarT B COOTBETCTBYHOLLME MHOroaApecHble
oyepean ANA MNepecbinkM B 3aBUCUMOCTM OT UX npuoputeToB. ogoBbHO ofgHoadpecHbIM
oyepenam, Bbl MOXXeTe HACTPOUTb COMOCTaBreHne NPUOPUMTETOB U anropuTMbl NNaHUPOBaHUSA
Ans MHoroagpecHbix odepegen. KomaHaoa Cos-to-Mc-Queue MOXeT MCnonb3oBaTbCs Ans
HacCTPOWKM COMOCTaBMNeHMs MNPUOPUTETOB C OYepedsaMyM MHOroaapecHoOn paccbinki. B
HacTosillee BpeMs MHOroaapecHble odepean noaaepXkuBaloT anropuTMbl nrnaHMpoBaHus SP,
WRR n SP+WRR.

2.3.6.3. Monutuka nnaHmpoBaHua u round robin weight ana BbIXoaHbIX oyepeaen
Ha uHTepdence

Monutnkn nnaHmpoBaHus M round robin weight ana BbIXOAHbIX ovepeden OCHOBaHbl Ha
rnobanbHbIX KOHUrypaumsx. HekoTopble MPOAYKTbl MNOAAEPXKUBAKOT Kak rrobarnbHble
KOHpurypaumm, Tak n KoHurypauum Ha ocHoBe uHTepdenca. KoHdwurypaumm Ha ocHoBe
nHTepdenca nvetoT boree BbICOKUA NPUOPUTET, YeM rnobanbHble KoHurypaumu. MmobansHas
nonMTuKa NnaHMpoBaHua paboTaeT ¢ COOTBETCTBYOLWMNM rnobanbHbiM round robin weight, Torga
Kak uHTepdencHasa nonvtuka nrnaHupoBaHusa paboTtaeT ¢ nHTepdercHeiM round robin weight.
Ecnu HacTpoeHa Tonbko rnobanbHas NonuMTuKa NiaHMpoBaHUA UNW NONUTMKA NNaHUPOBaHUSA
nHTepdenca, HO He HaAcCTpoeHbl cooTBeTCcTByOWMe round robin weight, round robin weight no
ymonyanuio 6yayTt pabotatb € NOANTUKON NIIaHMPOBAHNA.

2.3.6.4. NponyckHasa cnocoBHOCTbL o4vepeam

HekoTopble NpoayKTbl MO3BONSAT HACTpanBaTb rapaHTUPOBAHHYIO MUHUMAITbHYIO MPOMYCKHYHO
CMOCOBHOCTb WM OrpaHUYEHHYK MakCMMarbHYH MPOMYCKHY CNOCOBHOCTL Ans odepenm.
Ouepeab, HacTpoOeHHasi C rapaHTUPOBAHHOW MWHWUMANbHOM MNPOMYCKHOM CNOCOBHOCTLIO,
rapaHTuMpyeT, YTO MPOMNyckHas CMOCOOHOCTb Ans 9TOM ouvepean He MeHblue HaCTPOEHHOro
3HayeHus1. Oyepeab, HaCTPOEHHAd C OrpaHNYEHHON MaKCMManbHOW NPONYCKHOM CNOCOBHOCTLIO,
rapaHTuMpyeT, 4TO MPOMNyCcKHas CNoCOBHOCTb ANA 3TOW ovepeaun He MpeBbllaeT HaCTPOeHHoe
3HavyeHMe, a nakeTbl, BbIXxoAdWMe 3a npegensl MPONYCKHOW crnocobHocTu, OyayT
oTbpacbiBaTbCs. OrpaHMYeHNs NPOMYCKHOM CMOCOOHOCTU ANs o4vepeden OgHOaApeCHON W
MHOroagpecHOW pPaccChbIfikKu HacTpamBalOTCA BMECTE Ha HEKOTOpbIX MpodyKTax, Torga kKak Ha
HEKOTOPbIX APYyrMx npoaykTax OHW HacTpauBalTca oTaenbHo. Kpome TOro, Hekotopble
NpoAdyKTbl MO3BOMSAT HacTpamBaTb MPOMYCKHYH CMOCOBHOCTb TONbKO ANA OO4HOAAPECHbIX
oyepenen.

2.3.6.5. Oyepenb ECN

bnarogapsi codetaHutio TexHonormn WRED 1 TexHonorum siBHOro yBeoMIieHnsa o neperpyske
(ECN) oKOHeYHOe yCTPOMCTBO MOXET BOCNPUHMMATL Neperpysky cetn 1 yBegoMMAsATb UCXOOQHOe
YCTPONCTBO O neperpyske. Nonyums yeBegomreHne, NCXogHoe YCTPOMCTBO CHWXKAET CKOPOCTb
OTNpaBKu NakeToB, YTOObLI NPeaoTBPaTUTL NeperpysKy.

e 06e dyHkumm ECN n WRED pomkHbl OblTb HACTpPOEHbl ANns BKNKOYEHUA OYHKLUK
ouvepean ECN.

e [locne BkntouveHnsa yHkumn ovepeagn ECN (a umenHHo none ECN B naketax
yctaHoBrneHo B 01 nnn 10), npu neperpyske ovyepeamn ycTponctso meHseT none ECN
Ha CE (11), BMecTO cniyyanHoro otbpacbeiBaHnsa naketos no wabnoHy WRED.

e [locne BkntoyeHnsa oyHkUMM odepean ECN ycTponcTBo ycTaHaBnueaeT ans nong ECN
3HavyeHne CE TOMbKO TOraa, Korga CKOpOCTb Nepedayun naketoB OOCTUraeT HWXKHEro
nopora oTbpacbiBaHus, ykasaHHoro B wabnoHe WRED.
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2.3.6.6. CBsizaHHasa KOHdurypauums

Hactpounka conoctaBneHus CoS-ouyepeau

Mo ymonuaHuto 3HayeHus CoS 0, 1, 2, 3, 4, 5, 6 1 7 conocTtaBnstoTca ¢ ovepegamu 1, 2, 3, 4, 5,
6, 7 1 8 COOTBETCTBEHHO.

3anycTtute koMaHay cos-map priority-queue, 4Tobbl HACTpouTb conocTaBneHne CoS-oyepeamn.
3HayeHne CoS HaxoauTcs B avanasoHe oT 0 oo 7, a 3HaYeHue ovyepean — B AvanasoHe oT 1
Jo 8.

HaCTpOVIKa MNOJIMTUKU NNaHUPOBAaHUA OANA o4yepeau BbiBoAAa

Mo ymMonuyaHuio MNONUTMKa NNaHUMpoBaHus AN rnobanbHon oyepean BbiBoga — WRR, a
NonMTMKa NNaHNpoBaHWsa ANs nHTepdenca He HacTpoeHa.

3anyctute komaHay mls qos scheduler, 4ToObl HACTPOUTL MONUTUKY NNAHUPOBAHUS BbIBOAA
anga odepeaun. HactpaneBaemble NONUTUKM NnaHnpoBaHus BrktovaT SP, WRR 1 DRR. Bbl Takke
MOXeTe 3anyCTUTb KOMaHAy priority-queue, 4To6bl HACTPOUTL NONUTUKY NAHNPOBAHKS Kak SP.

HacTtpouka round robin weight, cooTBeTCTBYIOLWEro NOSIUTUKE NITAHUPOBaHUA
WRR ana oyepeau BbiBOAA.
Mo ymonuyaHmio Bec rnobanbHOM ovepean unm odepeam Ha OCHOBe MHTepdenca coctaBnsieT
1:1:1:1:1:1:1:1.
3anyctute komaHgy wrr-queue bandwidth, 4TOGbI HacTpouTb round robin  weight,

COOTBETCTBYIOLNA NONUTUKE nnaHupoBanns WRR gns BeixogHowm ovepean. Hactpaneaembin
AnanasoH Beca onpeenseTcs NpogyKTaMmu.

Bonee BbicoKknin BeC 03HavaeT bornee onuMTenbHoe BpeMs BbiIBOAA.

HacTtpouka round robin weight, cooTBeTCTBYIOLWEro NOUTUKE NNTaHUPOBaHUA
DRR gnsa oyepeau BbiBOAa

Mo ymonuyaHmio Bec rnobanbHOM ovyepean unm odepean Ha OCHOBe MHTepdenca cocTaBnsieT
1:1:1:1:1:1:1:1.
3anyctute komaHgy drr-queue bandwidth, 4ToObl HacTpouTb round robin  weight,

COOTBETCTBYIOLWMIA nonutuke nnaHuposaHma DRR ansa BeixogHonm oyvepeaun. HactpanBaembin
AnanasoH Beca onpegensieTcst NpogyKTaMmu.

Yewm Bbilwe Bec, TeM Gonblue 6anToB NaketTa MoXeT ObITb OTNpaBeHo.

HacTtpouka round robin weight, cooTBeTCTBYIOLWEro NOSIUTUKE NNTAHUPOBaHUA
WFQ ans oyepeau BbiBoAa

Mo ymonuyaHuio Bec rnobanbHOM o4Yepean UM oYepeam Ha OCHOBe MHTepdenca coctaBnsieT
1:1:1:1:1:1:1:1.
3anyctute komaHgy wfg-queue bandwidth, 4TO0GLI HacTpoutb round robin weight,

COOTBETCTBYIOLLMI NONUTUKE nraHnpoBaHna WFQ onga BbixogHoW odvepeaun. HacTtpanBaembin
AnanasoH Beca onpegenseTcsa npoaykTramu.

Yewm Bbiwe Bec, TeM bonblue 6anToOB Naketa MoXeT ObITb OTNpaBeHo.

Hactpoika nponyckHOM cnOCOGHOCTU AN ovepenum

3anyctute KomaHgy (OS queue, 4YTOObl HACTPOUTb TrapaHTUPOBAHHYD MWHUMAanbHYHO
MPOMYCKHYK0 CMOCOBGHOCTE M OrPaHUYEHHYID MaKCUMarnbHYKO MPOMYCKHYK CMOCOBHOCTbL AN
Kaxgon oudepean. 3HayeHne odepean Bapbupyetcs oT 1 go 8, a rapaHTMpoBaHHas
MUHUMAarbHas NPONYCKHast CNOCOBHOCTb M OrpaHNYeHHble Anana3oHbl 3HaYEH MakCUManbHON
MpOMyCKHOM CNOCOBHOCTM onpefensaTca npogyktamu. ogaepxvmBaemMble TuMbl ovepenem
onpeaensanTcs NPoayKTaMu.
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Hactpowka ouepeau ECN

3anycTtute kKomMaHay qOS queue queue_num ecn, 4yTobbl BkNounTe ECN gna Bcex oyepenen.
(dvnanasoH oyepeaun: ot 1 oo 8).

2.3.7. NMpepnoTBpalleHne neperpysku

OT1cnexuBanTte UCMNONb30OBaHNE oyepean BbIXOOHOIo MHTepd)eVlca N CHWXanTe Harpy3Kky Ha
CeTb, akKTUBHO OT6paCbIBa$I nakeTbl U perynmpys ceTeBon Tpacbvu( npu neperpyske cetu.

2.3.7.1. MpuHUMN paboTbl

YMeHbLnTEe neperpysky, adPeKkTMBHO OTCnexumBass ceTeBoW Tpaduvk U  NpPOrHo3vpys
BO3HWKHOBEHWE neperpy3kn. [lakeTbl Heobxogumo oTbpacbiBaTb, 4TOObl YMEHbLUNTH
neperpy3ky. MNonutnkn otbpaceiBaHms BkmovatoT B ceba Tail-Drop, Random Early Detection
(RED) n Weighted Random Early Detection (WRED).

2.3.7.2. Tail-Drop

TpaavMuMOHHbIE NONMUTUKN NoTepy nakeToB BkMtodatoT Tail-Drop. Tail-Drop adpdpektmBeH ns
BCero Tpadmka n He MOXET pasnmyaTb YpoBHM 0bcnyxunsaHusa. Korga BosHukaeT neperpyska,
nakeTbl AaHHbIX B XBOCTe odepean byayt otbpackiBaTbCs 40 TEX NOP, NOKa neperpyska He bygeT
yCcTpaHeHa.

2.3.7.3. RED n WRED

XocTbl, ucnonbaytowme TCP, ymeHbLlaT CKOPOCTb OTNpPaBKX MakeToB B OTBET HAa MacCOBYH
notepto naketoB. [locne ycTpaHeHWs Neperpyskn XOCTbl YBENUYMBAKOT CKOPOCTb OTMPaBKU
naketoB. Takum obpasom, Tail-Drop mMoxeT Bbi3BaTb rrnodanbHyo cuHxpoHunsaumio TCP. Korga
oyepenb 0OHOBPEMEHHO OTOpacbkiBaeT Heckornbko TCP-nakeToB, Heckonbko TCP-coeguHeHuin
OAHOBPEMEHHO BXOASAT B COCTOSIHUE YMEHbLLEHMS NEPErpy3KM N MEANEHHOrO 3anycka, a Tpadmk
COKpaLlaeTca 1 koppektupyetcs. Nocne ycTpaHeHns 3aTOpoB MOTYT NOSIBUTBLCS MUKU Tpaduka.
lMpouecc NOCTOsIHHO NOBTOPSIETCS, CETEBON TpadhmK BHE3AMHO YBENMYMBAETCS N YMEHbLLAETCS,
a NMHenHbIN Tpaduk Bcerga konebneTca mexagy MUHUManbHbIM U MakCUManbHbIM 3HAYEHUSIMUA.
Korga nponcxoanTt rnobanbHas cuHxpoHmsaumst TCP, nponyckHast CocoBHOCTb cCoegMHEHMS He
MOXeT ObiTb MCMONb30BaHa [AOMKHbIM 00pa3oM, 4YTO MPUBOOUT K MNOTEPE MPOMYCKHOWM
CNocobHOCTH.

YTtobbl n3bexatb aT0ro 06CTOATENBLCTBA, Bbl MOXETE MCMNOSb30BaTh MOSIMTUKY OTOpachbiBaHUSA
naketoB RED/WRED. 3Ta nonutuka obecneymBaeT MEXaHW3M CryyYanHoOro oTbpacbiBaHUSA
nakeToB, 4TO MoO3BOMSAET wu3bexartb rnobanbHoOM cuHxpoHmsaumm TCP. Korga nakeTtbl
TCP-nogkntoyeHnsa otbpacbiBalOTCa U OTNpaBnsAlTCA ¢ Bonee HU3KOW CKOPOCTbI, MakeThbl
apyrmx TCP-nogknioyYeHnin No-npexHeMy oTnpaBnsitoTcs ¢ 6onee BbICOKOW CKOPOCTbO. Takum
obpasom, Bcerga ectb TCP-coeonHeHus, nakeTbl KOTOPbIX OTMPAaBMAOTCS C Oonee BbICOKOW
CKOPOCTbIO, YTO YBENMYNBAET NUCMNONb30BaHME NPOMYCKHOM CNOCOBHOCTU NINHNN.

Mpun ncnonbsosaHnn WRED MOXHO yCTaHOBUTb HUXXHEE NOPOroBOE 3HaYEeHNE U MakCUManbHYHO
BEPOSATHOCTb OTOpackiBaHUA Ans ovepean. Korga anvHa odepenm MeHbLUe HUXKHEro MoporoBoro
3HayeHusi, WRED He oTGpacbkiBaeT nakeThbl. Koraa gnvHa ovepeamn Haxogmtcs Mexay BEPXHUM
N HKHUM NoporoBbiMn 3HadveHusamu, WRED oTGpackiBaeT nakeTbl Cny4YyanHbiM 06pa3om (4em
fbonblie AnvHa oYepeau, TEM Bblle BEPOSTHOCTb OTOpackiBaHuA nakeToB. CyulecTByeT
MaKkcumarbHasi BEpPOSITHOCTb OTOpacbiBaHus). Korda anvHa odepeau npeBblllaeT BepxHee
noporosoe 3HadeHne, WRED oTOpacbiBaeT MakeTbl C MaKCMMalbHOW BEPOSATHOCTBIO
oTOpacbIBaHMs.

B otnuume ot RED, WRED wucnonb3yeT npuoputeTbl, YTOObl pa3nuyatb NOAUTUKA OTMEHbI.
RED — at0 ocobbii npumep WRED. Korga Bce 3HaueHust CoS mHTepdenca conocTaBreHbl C
OOHMMMU N TEMU XKEe HKHUMUN N BbICLUMMK NMOpPorosbiMu 3HadeHnamm, WRED ctaHosutcs RED.
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2.3.7.4. CBai3aHHasa KOHdurypauums

Bknioyenue cpyHkunmn WRED
MonuTrka oTGpackiBaHMA NakeToB No ymonyaxHuio — Tail-Drop.
Bbl MOXeTe 3anycTtuTb komMaHAgy queueing wred, 4ToObl BKOUNTL pyHKLmo WRED.

HacTpowka HMXHero nopora

Korga nogaepxusarotca 2 rpynnbl HUKHUX MOPOroB B MPOLEHTax, 3HaYeHUs1 No yMOMYaHuo
paBHbl 100 1 80 (konmMyecTBO rpynn NOPOroB onpeaenseTcs npoaykramm). Hekotopble NpoayKTbl
noaaepXmnBatoT HaCTPOMKY B s4enkax (3HavYeHne no yMmondaHuo onpeaenseTca npogykramu).

B pexume koHdurypaumm wuHTepdenca Bbl MOXETe 3anyCTUTb KOoMaHgy Wwrr-queue
random-detect min-threshold, 4ToGbl HACTPOUTL HWXHME MOPOrM B NPOLEHTaxX AN NakeTos,
oTbpacbiBaembix WRED B kaxgon odepeaun. 3Ha4eHne ovepeam HaxoamTcst B AnanasoHe oT 1
0o 8. HmxHuin nopor Haxoautecs B AnanasoHe ot 1 go 100.

B pexume koHdurypaumm wuHTepdenca Bbl MOXETe 3anyCTUTb KOoMaHgy Wwrr-queue
random-detect min-threshold cell, 4yTobbl HACTPOUTL HWXKHME MOPOrN B €ANHULIE AYENKN ONS
nakeToB, oTopacbkiBaeMbix WRED B kaxaoi odepeaun. [JuanasoH 3Ha4YeHUI o4epean 3aBUCKT OT
NpoAdyKTOB.

HacTponka BepxHero nopora

Korga nopgpgepxumBaroTca 2 rpynnbl HXKHUX MOPOroB B MPOLEHTax, 3HA4YeHUS Mo YMOMYaHWo
paBHbl 100 n 100 (konm4yecTBO rpynn MNOPOroB onpefensieTca npogykramm). HekoTopble
NpoadyKTbl NOOAEPXUBAKT HACTPOWKY B A4verKkax (3HayeHve Nno yMOomn4yaHuo onpepensercs
npoaykramu).

B pexnme KoHGurypauum uHTEpgEenca Bbl MOXeTe 3anyCTUTb KOMaHZy Wwrr-queue
random-detect max-threshold, 4yTo6bl HacTponTb ©onee BbICOKME MOPOrK B MPOLEHTax Ans
naketoB, otbpacbiBaembix WRED B kaxgon ouvepeaun. 3HaveHue odepenm HaxoguTcs B
ananasoHe oT 1 go 8. BepxHuin nopor HaxoguTca B AnanasoHe OT MUHUMAasbHOIO 3Ha4YeHus
HWXKHEro nopora 40 MakCMMaribHOr0 3Ha4YEHUS1 BEPXHEro nopora.

B pexnme KoHGUrypauum uHTEpgEenca Bbl MOXeTe 3anyCTUTb KOMaHZy wrr-queue
random-detect max-threshold cell, ytobbl HacTpouTb Gonee BbiICOKME MOPOrM B eauHuLe
AYenkn ans naketos, oTopackiBaembix WRED B Kaxgon odepean. 3HadeHue oudepeau
HaxoauTcsa B gnanasoHe ot 1 0o 8. BepxHuin nopor HaxoguTcsi B AgnanasoHe OT MMHMMAanbHOro
3HAYEHUS HUXKHEro nopora 4o MakCMMarbHOro 3Ha4YeHUs1 BEpPXHEro nopora.

Korga anvHa ovepeaun meHbLue HmkHero nopora, WRED He oTOpacbkiBaeT nakeTbl. Korga gnvHa
oyepenmn HaxoguTCsl MEXAY HWKHUM M BEPXHUM NOPOroBbiMu 3HaveHmamn, WRED oTbpacbiBaeT
nakeTbl CnyyYavHblM 06pa3om.

Hactpoika makcMmanbHON BEPOATHOCTU OTOpacbiBaHUA

Korga nopaepxuvsatoTcs 2 rpynnbl MakCcuMmaribHbIX BEPOSTHOCTEN OTOpachiBaHUSA, 3HAaYEHUs NO
ymonyaHmio paBHbl 100 m 80 (konmn4yecTBO Trpynn MOPOroBLIX 3HAYEHWUA OnpenenseTcs
npoayktamu).

B pexnme KoHgurypauum uHTEPpdENca Bbl MOXeTe 3anyCTuTb KOMaHZy Wwrr-queue
random-detect probability, 4yToObl HacTpouTb MakcMmarnbHble BEPOSITHOCTU OTOpachiBaHUSA
naketoB, otbpacbiBaembix WRED B Kaxgonm odepegun. 3HaveHMe oyepeam HaxoouTcsa B
AananasoHe ot 1 go 8. MakcumarnbHasi BEpOSATHOCTb OTOpachiBaHMA HAXOOUTCA B AMana3oHe OT
1 po 100.

KoppekTupoBka cpegHen ANUHbI ouepeaun ANs BepOATHOCTU OTOpacbiBaHUA

Korga nakeTbl nepecbinatotcd, WRED onpegensieT BepOSTHOCTb OTOpacbiBaHMS Ha OCHOBE
cpeaHein AnnHbI BbIXOOHOW o4yepeaun.
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Korga anuHa o4yepean HaxoauTCcAa Mexay HUWXHUMM NnoporomMm U BEPXHUMM TMOPOrom, WRED
Ha4vynHaeT CﬂyHaIZHbIM o6pa30M OT6paCbIBaTb naketbl. bonee anuHHas oyepeab npmBoanT K
Oonee BbICOKOW BEPOATHOCTU OT6paCbIBaHI/IF|, KOTOpaA MeHblue MaKkcuMarnbHON BEPOATHOCTU
OT6paCbIBaHI/IF-|. Korga anuHa oyepean npesbillaeT BerHI/IIZ nopor, nakeTbl OT6paCbIBalOTCFI Cc
MaKkcuMarbHOM BEPOATHOCTbIO OT6paCbIBaHVIFI.

Mo ymonyaHuio cpeaHsia AnvHa ovepeam onpenensieTcs npoaykramu. Bbl MoxeTe HacTpouTb
NHTepBan BbIOOPKM M BEC OTOpPAacbIBAEMbIX MAKETOB, YTOObI NOBNUATL Ha pe3ynbTaT pacyeTa
cpenHen ANVHbI oYepean.

Bec BbIGOpKK yKasbiBaeT BECOBOM KOIPMULMEHT BbIGOPOYHBLIX OOHOBNEHMI AaHHbIX. BonbLunin
BeC BblOOpKM yKasbiBaeT Ha 6Gonee AnuTenbHbIM WHTEpPBan OOHOBMNEHWUSI CpedHen OfMHbI
oyepenm m GonblLUyO CpedHo AnvHY odvepeaun. B pexume koHpurypaumm mHtepdenca Bbl
MOXeTe 3anycTuTb koMaHgy wrr-queue random-detect sample-weight, 4ToGbl HacTpouTb
BecoBon koaddumUMeHT BbIOOPKM ANs Kakaown ovepeaun. [Quana3oH 3Ha4YeHWn onpenensieTcs
npoayKkTamu.

Hactpouka conoctaBneHuss CoS-nopora

Mo ymonyaHuio Bce 3HayeHuss CoS coOnoCTaBMSIOTCS C NEepBOW rpynmnoi NOPOroBbIX 3HAYEHUN
(KonM4ecTBO NOPOroBbIX rPYNMN onNpeaensieTcs NPoAyKTaMm).

B pexume koHdurypauum nHtepdenca Bbl MOXeTe 3anyCcTUTb KOMaHOy Wrr-queue cos-map,
yTOObI HacTpouTb conoctaereHune rpynnbl CoS ¢ noporoMm. 3HaveHne COS HaxoguTcs B
AnanasoHe ot 0 OO 7, a KONMMYeCTBO MOPOroBLIX rpynn onpegensetcsa npogykramu. MoxHo
HacTpoOUTb HECKONbKO rpynn ©Gonee HU3KMX MNOPOroBblIX 3HAYEHWN U MaKCUMarbHbIX
BeposTHOCTeN oTbpackiBaHns. HacTpoms conoctaeneHue rpynnbl CoS ¢ NOporom, Bbl MOXeTe
BblOpaTh SEMCTBYIOLLYIO NOPOroBylO rpynny, COMNOCTaBMEHHYIO CO 3HavyeHnem CoS, Hanpumep,
CoS 0 conoctaBnsieTcst ¢ NnepBor noporosow rpynnoun, a CoS 1 conocrtaBnsaeTcs CO BTOPON
noporosow rpynnon. Ecnn naketol CoS 0 n 1 gobaensatoTcs B ovepenb 1 Ans nnaHMpoBaHUs,
naketbl CoS 0 o6pabaTbiBalOTCA HAa OCHOBE HWMXHUX MOPOrOBbIX 3HAYEHUA U MaKCUMarbHbIX
BEPOATHOCTEN OTOpachiBaHUSA B NepBoK rpynne, a naketbl CoS 1 obpabaTbiBaoTCA Ha OCHOBE
HWXXHUX MOPOTrOBbIX 3HAYeHUN UM MaKcumaribHbIX BEpPOSITHOCTENW OTOpacbiBaHWA BO BTOPOW
rpynne.

Korga Bce 3HayeHnsa CoS uHTepdenca conocTtaBneHbl C OOHOW U TOM Xe rpynnon noporoBbIX
3HaveHun, BktodeHHbIn WRED ctaHoButcs RED.

2.3.8. OToOpaxeHune n KoHcurypaumsa oyepeamn
Mo ymOn4aHmIo pexmm oTobpaXKeHUs U HAaCTPOWKN BCEX oYepenen Ha yctponctee — 1-8.

MU3meHeHne oToOpaxeHus ovyepeau n pexmma KoHdurypaumm

B pexunme rnobanbHon KoHUrypaumm Bbl MOXETE 3anyCTUTb kKOMaHAay qos-queue compatible
enable, 4ToObl M3MEHUTb OTODpaXXeHMe ovepeamn U PeXnm KOHUrypaumm BCex ovepeden Ha
ycTponctee Ha 0—7.

2.3.9. UameHeHUe npuopuTeTa NaKkeToB

Mo ymonyaHuio NnpuopuTeT NakeTa U3MeHSeTCA Ha TOT, KOTOPbIA HACTPOEH Ha YCTPOWCTBE, Koraa
nakeT oTnpasnsieTca c ycTponcTea. Hanpumep, oTnpaBnseTtca naket L2 ¢ npuoputetom 4.
HanpaBneHve Bxoga CBA3aHO C MONMMTUKOM conocTtaeBneHus (policy-map). Ecnu naket
COOTBETCTBYET Nnonutuke, 3HadeHme CoS B nakeTe ycTaHaBnvmBaeTcsa paBHbiM 2. Korga nakeT
nepexeBaTbiBaeTCs Ha BbIXo4e, NPMOpUTET NakeTa paBeH 2.

OTKnoYeHne U3MeHeHUA npuopuTteTa naketToB

B pexvme rnobansHOM KOHUIypaumm 3anyctnte komangy mls qos comment disabled, 4Tobbl
OTKMNIOYMTb N3MEHEHUE NpUopUTETa NakeTa, T. €. Korga NnakeT OTNpaBNAeTCs C yCTPONCTBA, ero
nNpuopuTeT TaKOM Xe, KaK 1 Npu oTrnpaBke nakeTa Ha YCTPOMCTBO.
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2.4. OrpaHnyeHus

e  Trust mode QOS Henb3s HacTpouTb Ha SVI.

o [Ina npoayktoB cepun QSW-7600 uneHbl rpynnbl fOMMYECKUX MOPTOB AOSMKHbI
HaxXoAUTbCA Ha OQHOM YCTPOWUCTBE.

e  OnemeHTbl, AoGaBnsieMble B rpynny NOMMYeckux NopToB, AOSHKHbI OblTb (hU3NYECKUMM
nopTamu unu arpervpyemMbiMu noptamu (AP).

o 3anpewatowas 3anncb B ACL, cooTBeTCTBYIOLWAas class-map, He 4eNCTBYeT.
o [poaykTtel cepun QSW-7600 He nogaepxumeatoT moandmkaumio VID.

o Korga QoS npumeHsieTcs K UCXOASLLEMY HanpasneHuto, NpoaykTel cepumn QSW-7600
NM3MeHsloT 3HadeHne DSCP gns naketoB, MPOMyckHas CAOCOBHOCTb KOTOPbIX
npesbllLaeT orpaHUYeHne, HO COXpaHsT 3HadeHne CoS HemsmeHHbIM. Korgaa QoS
NPUMEHSAETCA K BXOAALWEeMY HarnpasneHuto, npoayktel cepum QSW 7600 mnameHsioT
3HayeHne DSCP u 3HadyeHne COS ansa nakeToB, MPOMycKHas CNOCOBHOCTbL KOTOPbIX
npesbILLaeT orpaHnyeHne.

o [Mpoayktbl cepumn QSW-7600 nameHstoT Kak 3HadeHne DSCP, Tak u 3HavyeHne CoS gns
nakeToB, NMPOMyCKHasi CNOCOOHOCTb KOTOPLIX MpeBbiaeT numuT. locne ycTaHOBKK
none-tos npoaykTel cepum QSW-7600 He nameHsoT 3HadyeHne DSCP npu nsmeHeHum
3HaveHna CoS.

o [Mpoayktbl cepum QSW-7600 He nogaepXkmBatoT onuuio none-tos npu HacTponke CoS.

e B npogyktax cepun QSW-7600 orpaHu4eHne npomnyckHOM CrnocoOBHOCTU OCHOBaHO Ha
daKkTU4YEeCKOM  MNPOMYCKHOM  CMOCOOHOCTM,  BKMKOYas  Harpysky, Co34aBaemylo
npeambynon n MexkagpoBbiM MHTepBanom. MNpeambyna 1 mMexkagpoBbIi MHTepBar,
nepegaBaemblie B Kagom nakeTe, 3aHnmatot 20 6anTos.

o [lpogyktel cepumn QSW-7600 nogaepxumealoT MUHUMASbHYIO CTeneHb AeTanu3aumm
orpaHumyeHnsa ckopoctn 8 kbut/c. CTeneHb peTanusaums OrpaHUYEHUs CKOPOCTU
3aBMCUT OT HACTPOEK OrpaHuYeHnsa ckopoctu. B crnegytowen tabnuue nepedncneHsi
B3aMMOCBSA3U MEeXOY OrpaHUYEHNSMN CKOPOCTU U CTEMNEHBIO AeTanum3auumm.

[lnanasoH orpaHnyeHus
CKOPOCTU

oT 64 kbuT/c oo
2 [6ut/c

oT 2 dut/c go
4 [outlc

oT 4 'out/c po
8 [but/c

CTteneHb getanusaumm

8 kbut/c

16 kbuT/c

32 kbut/c

[lnanasoH orpaHnyeHus
CKOPOCTU

oT 8 out/c go
16 Iéut/c

oT 16 6uTt/c Oo
32 [out/c

oT 32 ['6ut/c oo
40 I'éuT/c

CteneHb getanusauumn

64 kbut/c

128 kbuTt/c

256 kbut/c

e [Ina BTOpOro napameTpa (BCnneck Tpaduka) B NOSIMTUKE OrpaHnYeHnsa ckopoctu QosS,
ecnn 3HayeHwe napameTpa CNULIKOM Maro, akTudeckas CKOPOCTb MOXeT ObITb
ype3MepHO Maron B criydae Bchnecka Tpaduka. Ecnv 3HavyeHne napameTpa CrnLLKOM
BENUKO, hakTuyeckas CKOpPOCTb MOXET ObITb cnnwkomM 6onbLion. Npu HeobxoanmocTu
Bbl MOXXETE UCNONb30BaTh CreAyoLLYy0 PpEKOMEHOyeMYO KOHpUrypaumio:

o (1) Ecnu HacTpoeHHOe orpaHuyeHMe CcKopocTM MeHblwe 1024
pekoMeHayemoe 3HadyeHue pa3mepa naketa coctasnset 1024 kout.

o (2) Ecnu ckoHdurypupoBaHHoe orpaHudeHne ckopoctn meHble 10 240 kbuT/c,
PEKOMEHAYETCS1 YCTaHOBUTb 3HAYEHME pa3Mepa MnakeTa TakMM Xe, Kak
OFPaHUYEHNEe CKOPOCTW, WM  UCMOSMb30BaTb MaKCUMaribHOEe  3HayeHue

KouT/c,
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(nonyctumoe 3HayeHve pasmepa naketa NpOAYKTOB MOXET ObiTb MeHbLUe YeMm
10 240 k6uT).

o (3) Ecnu HacTpoeHHbin npegen ckopoctv npesbiwaeT 10240 kbuT/c,
pekomMeHOyeTCs yCTaHOBUTb 3HaYeHWe pasMmepa nakeTta paBHbIM MakCUMarsibHO
OONYCTUMOMY 3HAYEHUIO AN YCTPOoUCTBA.

[lns BTOpOro napameTpa B NONUTUKE OrpaHNYeHnsi ckopoct QOS, Korga orpaHuyeHne
CKOPOCTM OTHOCUTENBHO BESIMKO, BTOPOM NapameTp HeobGXoAMMO CKOPPEKTUPOBaTb
COOTBETCTBYHOLMM 06pa3oM. B npoTMBHOM crnyyae npeden CKOPOCTU MOXET OblTb
HETOYHbIM.

Ons noptoB 10G unu 40G pekoMeHayeTCHa YCTaHOBUTbL MOPOr CKOPOCTU paBHbIM 32 nnu
bornbLue.

MpoaykTbl cepun QSW-7600 nopaepxuBatoT npumMeHeHwe nonutuk (policy map) K
ncxoasiemy HanpasIieHuUto.

Korga nonutuka npumeHsaetca Kk AP npoayktos cepum QSW-7600, nopTbl-yneHbl AP
OOIMKHbI COOTBETCTBOBATbH CrefylowemMy YCnoBuo, 4YTOObl CKOH(UIypupoOBaHHOE
OorpaHuMyeHne NPomnyCcKHOM CNOCOBHOCTM BbINIO MPONYCKHOW CMNOCOBHOCTLIO, COBMECTHO
ncnonb3yemon BceMu noptamu-dneHamm AP: nopTbl-yneHbl AP AOMmKHbI NpyHagnexar
OAHOMY 1 TOMY e ycTponctey QSW-7600.

B npoayktax cepmum QSW-7600 class-map gomkHa 6biTb cBA3aHa ¢ ACL, noatomy Bce
orpaHuyeHnsd, HacTpoeHHble B ACL, goctynHbl ans dyHkumm QoS. MNogpobHee cm.
Hactpownka ACL.

MonnTUKN HeNb3a NPUMEHATL K SVI.

MonuTukn MoryT ObITb HAacCTPOEHbl B HanpasBneHUW BbiBoda, HO He MoryT ObiTb
HacTpoeHbl Ha AP.

MonnTUKN, HAaCTPOEHHbIE B HaNpaBneHnn BblBoAa, He NOAAEPXKUBAIOT NepeMapKnpoBKy
3HayeHnss CoS naketoB. 3HayeHne COS nakeToB He MepemMapkupyeTcs npu
nepemapkuposke 3Ha4yeHns DSCP nakeTos.

QoS He noaaepxunBaeTcs Ans rpynn forMyeckux NopToB B HAMPaBeHNM BbiBOAA.

MopTbl BUpTyanbHoro kommyTupyemoro kaHana (Virtual Switching Link (VSL))
npoayktoB cepum QSW-7600 ncnonb3yoT anropMTM nnaHunposaHusa Strict Priority (SP)
+ Deficit Round Robin (DRR) no ymonuanuio. O4epeab 7 NpuHMMAaET nnaHnpoBaHue
SP, a Beca gpyrux oyepenen paBHbl 1, YTO HE MOXET ObITb M3MEHEHO NOSb30BaATENAMMU.

Hanpumep, noptbei-yyactHukn VLAN 1 cogepxat Gi0/1, Gi/2, Gi0/33 n Gi0/34, a orpaHudeHne
ckopoct QoS B 10 Mout/c npumeHsietcs kK VLAN 1. daktnyeckoe orpaHuyeHMe CKOpPOCTU
nakeToB, nepegasaembix Gi0/1, Gi/2, Gi0/33 n Gi0/34 dakTnyeckn coctaenstot 20 MouTt/c. Gi0/1
n Gi/2 wcnonb3yoT orpaHudenmne ckopoctn 10 Mo6ut/c, a Gi0/33 n Gi0/34 pasgensioT
orpaHuyeHne ckopoctu ewe 10 Méut/c.

Bbl MOXxeTe 3anyckaTb TONMbKO KOMaHgy show run, 4ToObl NMPOBEPUTHL, BKIHOYEHA NN
dyHkumss WRED rnobanbHo.

HWXHMI nopor 1 MakcumarnbHasi BEpPOATHOCTb OTOpackiBaHWS ovepean o6pasyroT OaHy
rpynny koHdurypaumm WRED. KonuyecTBo nogaepXmBaemMblx rpyrnn KoHgurypauum
WRED 3aBucut oT orpaHmnyeHus. MNMpoaykrel cepmm QSW-7600 nogaepxmsatoT go 120
rpynn KoHdpurypauun WRED.

He pekomeHgyeTcsi, 4TOObl HACTPOEHHOE KONMM4YecTBO rpynn KoHdurypauum WRED
npesbiwano 120. JononHutensHble rpynnbl KoHdurypauun WRED moryT npuBecTn K
HenpasunbHoM paborTe.

Ecnu HwxHuin nopor paseH 100 %, doyHkuna WRED oTkntouyeHa.

(@ arecy
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o [MpoaykTtebl cepun QSW-7600 noggepXuBatoT HACTPONKY CONOCTaBMeHUs OU3NYECKNX

NopTOB.

o  AAMMHMUCTpATOPbLI MOryT HacTpouTb conocTtaBneHuns DSCP-CoS n CoS-threshold gns
peanusaumn conoctasneHna DSCP-threshold.

o  AAMWHUCTPATOPbLI MOrYT HAacTpouTb conocTtaBrneHus CoS-threshold n CoS-queue gns
peanusaumm conocTtaneHus queue-threshold.

2.5. KoHdurypauusa

KoHdurypaums OnucaHue u KomaHaa
HacTtpowka (OnuuoHanbHO) Wcnonb3dyeTcs Ana  co3gaHud  mMHdopmMaumm o
Knaccudumkaumm Knaccudumkaumm notoka
NOTOKOB
class-map CospaeTt knacc
match access- | CootsetcTtBue npasunam ACL
group
policy-map CospgaeT nonuTuky
class AccouuupyeT knacc
police HacTtpanBaeT numMUT NpOMNyCcKHOM CnocoBHOCTH
Ons1 NOTOKOB U gencTene no obpaboTke nakeToB
3a NIMMUTOM
set HactpavBaeT noBefeHne AN U3MEHeEHUs
3Ha4eHun CoS, DSCP un VID noTtokoB
virtual-group CospgaeT rpynny norMvyecknx UHTepdencoB wu
pobasnsieT nMHTepdencobl B rpynny fOrnMYeckmx
MHTEepgencon
service-policy MpumeHsieT NONUTUKY K NHTEpdelicy
HacTponka (OnuuoHanbHo) OH wncnonb3yeTcss Ana  HacTpowmku trust mode,
MapKMPOBKK U 3Ha4yeHns COS MO YMOMYaHWIO M PasfnyHbIX COMOCTaBNEeHWA AnS
oTOoOpaxeHust UHTepdenca
NpuopuUTETOB ANs
. mls qos trust M3meHsieT trust mode nHTepdeiic
mls qos cos N3meHseT 3HayeHne COS no ymon4yaHuio Ans
nHTEepenca
mls qos map cos- | HactpanBaeT conoctaBneHme CoS-DSCP
dscp
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KoHdurypauus

OnucaHve n kKomaHAaa

Hactporika
MapK1UpPOBKU v

oTobpaxxeHns

npnopunuTeToB and

NnakeToB

mls  gos
dscp-cos

map

HacTtpanBaeT conoctasneHne DSCP-CoS

Hactporika
orpaHuyeHus

CKOPOCTU
MHTEepdemnca

(OnumoHanbHo) OH

ncnonb3yetca AOnd HaCTpOVIKM orpaHmnyeHund

CKOpOCTU Anda nHtepdenca

rate-limit

HacTtpauBaeTt numuT Tpadmka ons uHtepdgenca

Hactporika
ynpaeneHus
neperpyskamu

(OnuuoHanbHo) OH
CoS-queue, NONUTUK

ncnonb3yeTca ANs HACTPOMKM CONOCTaBMEHUS
nraHuposaHuna ovepegen n round robin weight

priority-queue
cos-map

HacTtpauBaeT conoctaeneHme CoS-queue

priority-queue

HacTtpauBaeT nonvMTuKy nraHMpoOBaHUA BbiBOAA
onga ovyepeam Ha SP

mls qos scheduler

HacTtpanBaeT nonuTuky nnaHMpoBaHWsi BbiBOAA
Anst oyepeau

wrr-queue HacTtpauBaeTt round robin weight,

bandwidth COOTBETCTBYIOLUNA  MONUTUKE  MfaHUPOBaHMUS
WRR anga BbIXO4HOW oyepeamn

drr-queue HacTtpauBaeTt round robin weight,

bandwidth COOTBETCTBYIOLUNA  MONUTUKE  MflaHUPOBAHMUS
DRR gn4a BeIxogHoOW o4yepeamn

wfg-queue HacTtpauBaeTt round robin weight,

bandwidth COOTBETCTBYIOLUNA  MOMUTUKE  NNAHUPOBAHMUS
WFQ ans BbIxogHOW ovepeam

gos queue HacTpavBaeT rapaHTMpOBaHHY0 MWHUMAanbHYHO

MPOMYCKHYD CMOCOBHOCTb M OrpaHUYeHHyto
MaKCUMarnbHYK MPOMYCKHY CMOCOBHOCTb Ans
ouepeam

gos queue ecn

BkntovaeT cpyHkumo ovepean ECN
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Hactpofixa A0S | wwwtechru |
KoHdurypauus OnucaHue u KomaHaa
HacTtponka (OnuuoHanbHo) OH Mcnonb3yeTca ANs NpeaoTBpaLLeHUs neperpysku
npeaoTBpaLleHus CeTM NyTeM HACTPOVKM OTOpacbiBaHNS NaKeToB
neperpyskm
gueueing wred BkntovaeT pyHkumio WRED
wrr-queue HactpanBaeT BecC BbIOOpKM NakeToB, KOTOpbIE
random-detect 6yayT otbpackiBaTbcst WRED
sample-weight
wrr-queue HacTtpaunBaeT HWkHee NoporoBoe 3HayeHue ans
random-detect nakeToB, oTbpacbiBaeMbix WRED
min-threshold
wrr-queue HactpavBaeT BepxHMIA NOpoOr Ans NakeToB,
random-detect oTbpacbiBaeMbix WRED (B npoLeHTax)
max-threshold
wrr-queue HactpavBaeT HWXHWIA nopor Ans NakeToB,
random-detect oTbpacbiBaeMblx WRED (B auenkax)
min-threshold cell
wrr-queue HactpanBaer ©onee BbICOKMA nopor Aand
random-detect nakeToB, oTbpacbiBaeMbix WRED (B siuenkax)
max-threshold
cell
wrr-queue HactpavBaeT MakcumarnbHyld  BEPOSITHOCTb
random-detect oTbpacbiBaHus NnakeToB, oTbpacbiBaeMbIX
probability WRED
wrr-queue  cos- | Hactpaumeaet conoctaBneHue threshold-CoS
map
HacTtpownka (OnumoHanbHO) Mcnonb3yeTca Ansa yCTaHOBKM pexunma oTobpakeHus
oTobpaxeHus oyepenn 1 HaCTPOKMKKM BCeEX ovepeaen Ha yctpounctee Ha 0—7
oyepea U pexum
HacTpomku qos-queue BkriouaeT oToOBpaxeHMe ouepean W pexum
compatible enable | koHuUrypaumm Bcex ouepenen Ha yCTpOMNCTBE Ha
0-7
OTkntoyeHve (OnumoHanbHo) Wcnonmb3dyeTca  ana  OTKIOYEHUA  U3MEHEHUs
N3MeHeHus npuopuTeTa naketa
npuopuTeTa NakeTos
mls qos remark | OTknioyaeT M3aMeHeHne npuopuTeTa NakeToB
disable
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2.5.1. Hactpouka knaccudukaumm noToKkoB

2.5.1.1. ekt KoHDUrypaumm

o CospanTe Knacc 1 conoctaBbTe Npasuna Knaccudpukauuu.

o Cospante nONUTUKY, MNPUBSKMTE MNOBEOEHUS Kracca M MNoToKa W CBSXKUTE C
UHTepdencom.

2.5.1.2. MNpumeyaHus

° MmeHa knaccoB 1 NONNTUK He MOTYT coAep>aTb oonee 31 cumBona.

o  KoHdwurypaumm mHTepdernca onyckarT TONbKO KOHdurypaummn uHtepdenca AP u
Ethernet. HekoTopble nNpoayKTbl NOAOEPXMBAKOT MOMAUTUKKA, MNPUMEHSEMbIE K
UHTepdencam SVI ¢ nomouwlblo komaHabl service-policy. Korga un dusmyeckue
UHTepdencol, N UHTepdencbl SVI HacTpPOeHbl C MOMOLUBID MNOMUTUK, MpUOpUTET
M3MYECKUX MHTEPEENCOB BbILLE, YeM Y MHTEpPencos SVI.

e Ecnu 3anyctutb KomaHgy service-policy B pexume rnobanbHon KoHUrypaumm,
NonNUTUKN ByayT NPUMEHSATLCH KO BCEM MHTepdencam, KOTopble MOXHO HacTpouTb C
NMOMOLLIbIO MOMUTUK.

2.5.1.3. LLlarn HacTpounku

Co3paHue knacca n conoctaBneHue npasun ACL
o HeobGsazaTenbHbIN.

e Cospante knacc. B pexunme koHdburypaumm knacca conoctaBbTe ACL, IP PRE wnu
DSCP.

Co3paHue NoNUTUKKU
e HeobssaTenbHbIN.

e Cospante nonutuky. B pexume KoHUrypauum nonuTvKM NPUBSHKUTE MoBeaeHue
Krnacca v noToka.

Co3paHue rpynnbl Norm4yeckux nHTepcgencoB n gobasneHne MHTepdencos B

rpynny normyeckux uHtepcencos

¢ Heobs3aTenbHbIN.

e Cospante rpynny normdecknx uHTepdencos n gobaBbTe MHTEpdENCHl B rpynny
NOrMyecKknx MHTepgENCoB.

NMpumeHeHMe NoNUTUKK K MHTepdency
e HeobGsa3aTenbHbIN.

o  CBSXMTE HACTPOEHHYIO NONINTUKY C YKa3aHHbIM MHTEPENCOM UIK FPYMMNON NOrMyYecKnx
nHTEepencos.

2.5.1.4. NpoBepka

e 3anyctute KomaHgy show class-map, 4ToGbl NPOBEPUTDL, YCAELLHO M CO3A4aH Kacc U
YCMELIHO NN CONOCTaBNEHbI NpaBuna.

e 3anyctute komaHgy show policy-map, 4ToGbl NpoBepuTb, YCMELWHO NM co3daHa
NoNUTMKa 1 yCnewHo N CBA3aHbl MOBeAeHNE Krnacca 1 NoToka.

e 3anyctute komaHgy show mls qos interface, 4To6bl NpOBEpPUTbL, CBA3aH U
MHTEepENC C NOSTIUTUKON.

e 3anyctute komaHgy show virtual-group, 4To6bl NpoBepuTb MHTEPdENCHI B rpynne
NOrMYecKknx MHTEpPgENCoB.
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3anyctute komaHgy show mls qos virtual-group, 4Tob6bl NPOBEPUTbL, CBA3aHa nu

rpynna norMyeckoro uHTepgenca ¢ nonnTUKOMN.

2.5.1.5. CBA3aHHaA KoMaHAaa

Co3paHue knacca

KomaHga class-map class-map-name
OnucaHue class-map-name: ykasbiBaeT MMS co3gaBaemoro knacca. MimMsi He moxeT
napameTpoB copepxatb 6onee 31 cumBona

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

CootBetctBUEe ACL
KomaHga match access-group access-list-number
Onucanue access-list-number: ykasbiBaeT Homep crnvcka ACL, KOTOPbIN JOSMKEH ObITb
napameTpoB conocTaBneH

Pexum komaHg

Pexum koHdurypaumm knacca

Co3paHne NoNMUTUKU

KomaHga policy-map policy-map-name
Onucanne policy-map-name: ykasbiBaeT UMs co3gaBaemMon nonuTukn. ma He moxet
napamMmeTpoB cogepxaTb 6onee 31 cumBona

Pexum komaHg

Pexunm rnobanbHon koHdurypauum

CBsA3biBaHMe Knacca

KomaHpa class class-map-name
Onuncanne class-map-name: ykasbiBaeT UMS Kracca, KoTopbln ByaeT cBa3aH
napameTpoB

Pexnm komaHa

Pexnm koHdurypaumm nonmTukm

MpuBAska noBeaeHUn ans nameHeHusi 3HadyeHun CoS, DSCP m VID noTokoB

KomaHga set { ip dscp new-dscp | cos new-cos [ none-tos ]}
Onuncanne ip dscp new-dscp: nameHsieT 3HayeHne DSCP noTokoB Ha new-dscp B
napameTpoB AnanasoHe ot 0 go 63.

COS New-cos: u3MeHsleT 3HadeHne CoS NOTOKOB Ha NEW-COS B AvanasoHe
otr0po7.
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none-tos: He wu3MeHdAeT 3HayeHne DSCP nakeToB nNpu M3MEHEHUU
3Ha4yeHuda CoS nakeTos.

vid new-vid: namexHset VLAN ID notokoB Ha new-vid B gnana3oHe oT 1 oo
4094

Pexum komaHg

Pexum koHdurypaumm knacca

MpuBa3ka nMMMTa NPONYCKHOM CNOCOOHOCTU ANs NOTOKOB U AEUCTBUA NO
o6paboTke NakeToB, NPeBbIWAKLWUX NTUMUT

KomaHga police rate-bps burst-byte [ exceed-action { drop | dscp new-dscp | cos
new-cos [ none-tos ]} ]

Onucanwne rate-bps: ykasblBaeT orpaHuMyeHne MNpOoMyCKHOW CMOCOBHOCTM B CeKyHay

napameTpoB (k6uT). [IMana3oH 3Ha4YeHW onpeaensdeTca NpoayKkTamu.

burst-byte: ykasbiBaeT oOrpaHMyeHMe Ha NaKkeTHbIN Tpadumk (KBanT).
[wnanasoH 3Ha4eHuI onpenensieTca NnpoayKkTamu.

drop: otbpacbiBaeT nakeTbl 3a Npegenamm NPonyckHoOM CNOCOBHOCTM.

dscp new-dscp: nameHsiet s3HadeHne DSCP gns nakeToB, BbIXOASLLMX 3a
npegensl NoNockl NponyckaHns, Ha new-dscp B gnanasoHe o1 0 go 63.

COS New-cos: naMeHsieT 3HaveHne CoS nakeTos, BbIXOAALIMX 3a Npeaensb
nonockl NPOMnyckaHus, Ha New-cos, B AnanasoHe ot oT 0 Ao 7.

none-tos: He wu3MeHseT 3HayeHMe DSCP nakeTtoB nNpu M3MeEHeHUn
3HayeHna CoS nakeTos

Pexum komaHg

Pexnm koHdurypaumm knacca

Co3paHue rpynnbl Norm4yeckux nHtepcgencos n nobasneHue nHtepcgencos B
rpynny nornyeckux nHrepdemcon

KomaHga virtual-group virtual-group-number
Onuncanne virtual-group-number: ykasbiBaeT HOMep rpynnbl FIOrMYeCcKoro nHTepdenca
napamMmeTpoB B AuanasoHe o1 1 ao 128

Pexnm komaHa

CospganTte rpynny mnoOrnM4Yecknx WUHTEPENCOB B pexmme rrnodanbHON
KOHcurypaumm, nobasbte MHTEPKENC B rpynny NOrMYeckux nHTepdemncoB
B pexume KoHurypaumm wuHTepdencos. Ecnum rpynnbl  NOrMYECKnX
WHTEepencoB He CyLlecTByeT, HeoOXOoAMMO CHavana cos3gaTb rpynny
norn4ecknx uHTepdencoB, a 3atem pobaBuTb UHTepdencbl B rpynmny
nornyeckmx nHtepdencos

NMpumeHeHne nonUTUKM K HTepdency

KomaHga service-policy {input | output } policy-map-name
Onuncanne input: npMMeHeHne Ansa Bxoasawero Tpaduka nHtepdenca.
napameTpoB
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output: npumeHeHWe Ang ucxoasuero Tpaduka nHTepgenca.
policy-map-name: yka3sblBaeT UMSA MNOANTUKU, MPUMEHEHHOWN K UHTepdency

Pexum komaHa | Pexum koHdurypaumm mHtepdenca/Pexum rnobanbHom KoHdurypauuu/

Pexnm rpynnbl norm4eCknx nopTtoB

2.5.1.6. Mpumep KoHcpuUurypaumum

Co3paHue YyeTbipex KnaccoB NoTokoB u conoctaBneHue ACL, IP PRE n DSCP

Warn
HaCTPOMKK

e Cospante npasuna ACL.
e CospganTe YeTblpe knacca noTokoB 1 conoctaebTe ACL, IP PRE n DSCP

QTECH# configure terminal
QTECH(config)# access-list 11 permit host 192.168.23.61

QTECH(config)# class-map cmapl
QTECH(config-cmap)# match access-group 11
QTECH(config-cmap)# exit

MpoBepka

MpoBepbTe NpaBUIbHOCTL CO3A4aHHbIX NpaBun ACL 1 npaBun NOTOKOBOTO knacca

QTECH# show access-lists
ip access-list standard 11
10 permit host 192.168.23.61

QTECH# show class-map
Class Map cmapl

Match access-group 11

2.5.2. HacTponka MapKMpOBKU U OTOOpaXXeHMsA NPUMOPUTETOB AJIA NaKeToB

2.5.2.1. ekt kKoHdUrypaumm

e HactpownTe trust mode n 3Ha4yeHne CoS no ymon4yaHuio angd nHrepdernica.
e HactponTe conoctasneHmna CoS-DSCP n DSCP-CoS.
e Hacrtporika kayecTBa 06CnyXnBaHus

2.5.2.2. MpnmeyaHunsn

KoHcpurypaumm nHtepgenca gonyckaroT TONbKO KoHdurypauun nHtepdgenca AP n Ethernet.

2.5.2.3. LLlarn HacTpounku

HacTtpouka trust mode n sHayeHna CoS no ymon4yaHuio onsa nHrtepcdgenca
e HeobGsa3aTenbHbIN.
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o B pexunme koHurypauum mHTepdgenca Hactponte trust mode n 3HavyeHne CoS no
yMon4aHuio anga nHrepdetnica.

Hactpounka conoctaBneHumn CoS-DSCP u DSCP-CoS
e HeobGsa3aTenbHbIN.

e HacTponTe pasnuyHblie CoONocTaBneHus.

2.5.2.4. NMpoBepka

e 3anyctute komangy show mls qos interface, 4tobbl oTOGpasuTb trust mode wu
3HadeHne COS no ymon4yaHuio ansa nHrepdenca.

e 3anyctute kKomangy show mls gos maps, 4Tobbl OTOOpasMTb CONOCTaBEHUS
Co0S-to-DSCP n DSCP-to-CoS.

2.5.2.5. CBA3aHHaA KomaHAaa
HacTponka untepdenca trust mode

KomaHga mls qos trust { cos | ip-precedence | dscp }
Onuncanne CO0S: HacTpauBaeT uHTepdenca trust mode k CoS.
napameTpoB

ip-precedence: HacTpamBaeT nHTepdenca trust mode Ha IP PRE.
dscp: HacTpauBaeT nHtepderica trust mode k DSCP

Pexnm komang | Pexum KoHdurypauum nHtepdenca

Hactpouka 3HayeHus CoS no ymon4vyaHuio ansa nHrtepdenca

KomaHpa mls qos cos default-cos
Onucanne default-cos: HacTpanBaeT 3Ha4yeHne CoS no ymon4aHuio B guanasoHe ot 0
napameTpoB 0o 7. 3HayeHune no ymonyaHumio — 0

Pexnm komaHg | Pexxum KoHdurypaumm nHtepdenca

Hactpownka CoS-to-DSCP map

KomaHga mls qos map cos-dscp dscp1...dscp8
Onuncanne dscp7....dscp8: ykasbiBaeT 3HadeHna DSCP, conoctaBrneHHble Cco
napameTpoB 3HayeHuamm CoS. 3HaveHns CoS no ymonyaHuio 0—7 oTobpaxarTcsa Ha

DSCP 0, 8, 16, 24, 32, 40, 48 n 56 cooTBeTCcTBEHHO. 3HayeHne DSCP
HaxoauTcst B gmanasoHe ot 0 go 63

Pexum komaHg | Pexxvm rmobanbHon koHurypaumm
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Hactpounka DSCP-to-CoS map

KomaHga mls qos map dscp-cos dscp-list to cos
Onucanwne dscp-list: ykasbiBaeT cnmcok DSCP, conocTaBneHHbIn co 3HadeHuamn CosS.
napameTpoB DSCP 0-7 no ymon4yaHuto conoctaensawTtcd ¢ CoS 0, DSCP 8-15

conocTtaBnsatTcsa ¢ CoS 1, DSCP 16-23 conocTtaensatoTca ¢ CoS 2, DSCP
24-31 conoctaBnatotcs ¢ CoS 3, DSCP 32-39 conocTtaenstoTtcs ¢ CoS 4,
DSCP 40-47 conoctaBnsietcsa ¢ CoS 5, DSCP 48-55 conocrtaBnsdeTcsa c
CoS 6, a DSCP 56-63 conoctaBndetcd ¢ CoS 7. 3HayeHne DSCP
HaxoauTcs B AnanasoHe oT 0 oo 63.

COS: ykasbiBaeT 3HaueHus CoS, conocTtasneHHble ¢ DSCP-cninckoMm, B
AvanasoHe ot ot 0 go 7

Pexum komang | Pexxum rmobanbHon koHdurypaumm

2.5.2.6. Npumep KoHcpUrypauumm

HacTtpouka trust mode n aHadyeHnsa CoS no ymonyaHuio ans nHtepdenca

Warn
HaCTPOWKU

e K/ameHuTe trust mode nHTepdpenca gigabitEthernet 0/0 Ha DSCP.

e W3vmeHute 3HaveHne COS nNO ymon4yaHuw gnd uHTepdenca
gigabitEthernet 0/1 Ha 7

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/0
QTECH(config-if-GigabitEthernet 0/0)# mls qos trust dscp
QTECH(config-if-GigabitEthernet 0/0)# exit
QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# mls qos cos 7
QTECH(config-if-GigabitEthernet 0/1)# exit

MpoBepka

Y6eautecnb, uTo trust mode n 3HadeHne COS Mo yMOMYaHUIO YCNELLHO HACTPOEHbI
ana nHTepdeiica

QTECH# show mls qos interface gigabitEthernet 0/0
Interface: GigabitEthernet 0/0

Ratelimit input:

Ratelimit output:

Attached input policy-map:

Attached output policy-map:

Default trust: dscp

Default cos: 0

QTECH# show mls qos interface gigabitEthernet 0/1
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Interface: GigabitEthernet 0/1
Ratelimit input:

Ratelimit output:

Attached input policy-map:
Attached output policy-map:
Default trust: none

Default cos: 7

Hactpouka conoctaBneHnm CoS-to-DSCP n DSCP-t0-CoS

Warn e Hactponte CoS-to-DSCP ansa conoctaenexmsa CoS 0,1, 2, 3,4,5,6n7
HaCTPOMNKK ¢ DSCP 7, 14, 21, 28, 35, 42, 49 1 56 cOOTBETCTBEHHO.

e HactponTte DSCP-to-CoS ans conoctaBnenuss DSCP 0, 1,2, 3un 4 c CoS
4unDSCP 11,12,13n14c CoS 7

QTECH# configure terminal

QTECH(config)# mls qos map cos-dscp 7 14 2128 35 42 49 56
QTECH(config)# mls qos map dscp-cos 0123 4 to 4
QTECH(config)# mls qos map dscp-cos 111213 14 to 7

MpoBepka | MpoBepbTe, BCE N COMOCTaBIEHNS YCNELHO HAaCTPOEHbI

QTECH# show mls qos maps cos-dscp

cos dscp

7

14
21
28
35
42
49
56

~N o O N WON &, O
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QTECH# show mls qos maps dscp-cos

dscp cos dscp cos dscp cos dscp cos
0 4 1 4 2 4 3 4

4 4 5 0 6 0 7 0

8 1 9 1 10 1 n 7
12 7 13 7 14 7 15 1

16 2 17 2 18 2 19 2
20 2 21 2 22 2 23 2
24 3 25 3 26 3 27 3
28 3 29 3 30 3 31 3
32 4 33 4 34 4 35 4
36 4 37 4 38 4 39 4
40 5 41 5 42 5 43 5
44 5 45 5 46 5 47 5
48 6 49 6 50 6 51 6
52 6 53 6 94 6 95 6
56 7 57 7 58 7 59 1
60 7 61 7 62 7 63 1

2.5.3. HacTpounka orpaHM4eHusi CKOpoCcTu nHTepdenca

2.5.3.1. AcpheKkT KoHUrypaumm

HacTtponte numut Tpaduka gns nHtepdgenca.

2.5.3.2. NMpumeyaHunsn

KoHdurypaums nogaepxuneaeTcsa Tonbko nHTepdencammn Ethernet.

2.5.3.3. LLlarn HacTpounku

Hactpownka numuTa Tpacduka ana mHtepdenca
e HeobGsasaTenbHbIN.
e HacTpoiTe orpaHnyeHme Ha Tpaduk U nakeTHbIN Tpaduk ons nHrepdenca.

2.5.3.4. NpoBepka

3anyctnte komaHgy show mls qos rate-limit, 4tobbl OTOGpPas3uTb WHpOpMaumio 06
OrpaHNYeHn CKOPOCTU ANst MHTepdenca.
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2.5.3.5. CBA3aHHaA KomaHAaa

HacTpomnka numuTta Tpaduka ana nHrepdenca

KomaHga rate-limit { input | output } bps burst-size
OnucaHue input: ykasbiBaeT HanpaBneHne BBoda nHtepderica.
napameTpoB

output: ykasblBaeT HanpaBrieHne BbiBoAa HTepderica.

bps: ykasbiBaeT orpaHM4eHne NponyckHOM CMocoBHOCTM B cekyHay (KouT).
[manasoH 3Ha4eHui onpeaensieTcs NPoAyKTamu.

burst-size: ykasbiBaeT orpaHuyeHne Ha Bcnneck Tpaduka (k6anT).
[wnanasoH 3Ha4eHuin onpegenseTca Nnpoaykramu

Pexum komang | Pexum koHdurypaumm nHtepgenca

2.5.3.6. Mpumep KoHcuUrypaumumn

TunuyHoe npUMeHeHne — oOrpaHuMYeHue CKOpPoCTU WHTepdenca +
nepemMapkupoBKa npuopuTeTa

Warn
HaCTPOWKU

e [Ins goctyna B VIHTEpHET C MCMNonb30BaHUEM BbIXOOHOTO MHTepdenca
HaCTpoWTe orpaHuyeHne ncxoaswero Tpaduka Ha nHtepderice G0/24, a
TaKxKe yCTaHOBUTE OrpaHuyYeHne nosockl nponyckaHnsa Ha 102 400 kbut/c
N orpaHudeHmne Bcnnecka Tpaduka Ha 256 K6anT B cekyHAy.

e [Ins 3g0aHnsa obLEXMTUS HAaCcTPOMUTE OrpaHNYeHne BXxodsllero Tpaduka
Ha mHTepdence GO/3, a Takke YCTaHOBUTE OrpaHUYEHWE MNPOMYCKHON
cnocobHoctn Ha 51200 kbuTt/c 1 orpaHudeHne Bcnnecka Tpadumka Ha
256 KONT B cekyHAay.

e [1ns yyeBHOro 3gaHus HaCTpoMTE OrpaHuYeHne Bxoasiiero Tpadmka Ha
uHTepdence GO/1, a Takke YCTaHOBUTE OrpaHUYEHUE MNPOMNYCKHOM
cnocobHoctn Ha 30720 kbuT/c 1 orpaHudeHne Bcnnecka Tpadmka Ha
256 kbGanT B cekyHay.

e [Insa naGopaTtopun cosganTte knacc cmap_dscp7 ans COoOTBETCTBUSA
npuoputety DSCP 7, cospanTe nonutuky pmap_test ana csBdaAsm C
cmap_dscp7, npuBs>kMTe NoBefeHne NoToka ANA U3MEHEHUS 3HayYeHus
DSCP gna nakeToB, CKOpPOCTb KOTOpbiXx npeBbiwaetr 20M Ha 16,
npumeHnTe pmap_test k uHTepdency G0/2, n HacTponTe nHTEpPdENC Ha
nosepue DSCP

QTECH# configure terminal

QTECH(config)# interface gigabitEthernet 0/24
QTECH(config-if-GigabitEthernet 0/24# rate-limit output 102400 256
QTECH(config-if-GigabitEthernet 0/24)# exit

QTECH(config)# interface gigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3# rate-limit input 51200 256
QTECH(config-if-GigabitEthernet 0/3)# exit

QTECH(config)# interface gigabitEthernet 0/1
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QTECH(config-if-GigabitEthernet 0/1# rate-limit input 30720 256
QTECH(config-if-GigabitEthernet 0/1)# exit

QTECH(config)# class-map cmap_dscp7

QTECH(config-cmap)# match ip dscp 7

QTECH(config-cmap)# exit

QTECH(config)# policy-map pmap_test

QTECH(config-pmap)# class cmap_dscp7
QTECH(config-pmap-c)# police 20480 128 exceed-action dscp 16
QTECH(config-pmap-c)# exit

QTECH(config-pmap)# exit

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2# service-policy input pmap_test
QTECH(config-if-GigabitEthernet 0/2)# mls qos trust dscp
QTECH(config-if-GigabitEthernet 0/2)# exit

MpoBepka

e [lpoBepbTe, ycCMewWHO W  HACTPOEHO OrpaHW4YeHue  CKOPOCTU
nHTepdenca.

e Ybegutecb, 4TO KNacC M MNOMMTUKA YCMELHO CO34aHbl M YCMELIHO
NpPUMeHeHbI K uHTepdency

QTECH# show mls qos rate-limit
Interface: GigabitEthernet 0/1

rate limit input Kbps = 30720 burst = 256
Interface: GigabitEthernet 0/3

rate limit input Kbps = 51200 burst = 256
Interface: GigabitEthernet 0/24

rate limit output Kbps = 102400 burst = 256
QTECH# show class-map cmap_dscp7

Class Map cmap_dscp?7
Match ip dscp 7
QTECH# show policy-map pmap_test

Policy Map pmap_test

Class cmap_dscp7

police 20480 128 exceed-action dscp 16
QTECH# show mls qos interface gigabitEthernet 0/2
Interface: GigabitEthernet 0/2
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Ratelimit input:

Ratelimit output:

Attached input policy-map: pmap_test
Attached output policy-map:

Default trust: dscp

Default cos: 0

2.5.4. HacTtpo#ka ynpaBrneHus neperpyskamm

2.5.4.1.

2.5.4.3.

Ad ekt KOHpUrypaumum
HacTtponTe conoctaeneHne CoS-to-queue.

HacTtponTe nonuTtuky nnaHupoBaHua 1 round robin weight ansa seixogHon ovepeau.

HacTpoiTe rapaHTUpPOBaHHYldO  MMWHMMArnbHYH  MPOMYCKHYH  CMOCOGHOCTb
OrpaHMYeHHY0 MakCMMarnbHY NPOMYCKHY CNOCOGHOCTL ANs oYepeau.

Bkntounte pyHkumio ovepean ECN.

MpumevaHun

KoHdpurypaumsa nHtepdenca gonyckaetcs TonbKo Ha uHTepdencax AP n Ethernet.

O6e dpyHkumn ECN 1 WRED pomxHbl OblTb HacTpOeHbl Af1S BKOYEHUA YHKUMK

oyepean ECN.

Larn HacTpoukn

KoHdurypupoBaHue conoctaBneHnn CoS-to-unicast n CoS-to-multicast

OnuyuoHanbHo.

HacTtponTe conoctaesnenna CoS-to-queue. B npogykrax, noggepxmearowmx ovepeam

MHOroaapeCcHON paccbifik1, MOXXHO HAacTpoUTb conoctaeneHme CoS-to-multicast.

Hactpoika nonutuk nnaHupoBaHnusa n round robin weight ana ogHoaapecHbIX
M MHOroagpecHbIX BbIXOAHbIX ovepenen

OnuyuoHanbsHo.

HacTtponTte nmonntuky nnaHMpoBaHUS Ons ovepenum BbiBoga u uameHute round robin
weight. B npogykTax, nooaepXxuBaroLmx odepean MHOroaapeCcHOM PacChifiki, MOXHO
HacCTPOUTb MOMUTUKM NraHMpoBaHusa K kKoadduumeHTtsl round robin weight gns

oyepenen MHoroagpecHoOM pacChISiku.

HacTtponka rapaHTUpOBaHHOW MMHMMaNbHOW MNPOMYCKHOW CMOCOOHOCTU M
OrpaHM4eHHOW MaKCUManbHOW NPONYCKHOW CNOCOOHOCTU ANnsA ovyepeaum

OnumoHanbHo.

HacTpoiTe rapaHTUpOBaHHYlO  MWHMMAsnbHYO  MPOMYCKHYH  CMOCOBHOCTbL
OrpaHMYeHHY0 MakCcMMarnbHY NPOMYCKHY CNOCOBGHOCTL ANs ovepeaum.

Bknro4yeHune oyepean ECN

OnumoHanbHo.
Bkntounte cpyHkumio ovepean ECN.
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2.5.4.4. NMpoBepka

e 3anyctute komaHgy show mls qos queuing, 4Tobbl 0TOGPa3NTL MHGOPMaLMIO 06
odepeam BbIBOAA.

e 3anyctute komaHgy show mls qos scheduler, 4yToGbl 0TOGPaA3UTL MNONUTUKY
nraHMpoBaHKs NS odepean BbiBOAA.

e 3anyctute komaHgy show qos bandwidth, 4TOGbI 0TOGpPa3nTL NPOMYCKHYHO
crnocobHoCTb o4yepean.

2.5.4.5. CBA3aHHaA KoMaHAaa

Hactpounka CoS-to-Queue map

KomaHga priority-queue cos-map qid cosO [ cosl [ cos2 [ cos3 [ cos4 [ cosh [ cos6 [
cos7]]]1111]

Onucanne gid: ykasblBaeT uaeHTUMKaTOp o4vepean, KoTopbli Heobxoaumo

napameTpoB CconocTaBuUTb, B anana3oHe oT 1 go 8.

cos0~cos7: ykasbiBaeT 3HayeHusa CoOS, KoTopble [OMMKHbl ObiTb
conocTasneHsbl ¢ gid. 3HadeHnsa CoS no ymonyaHuio 0~7 conocraensatoTcA
c ouepeasmn 1~8. [lnanasoH 3HaveHn ot 0 go 7

Pexxum komaHpg,

Pexwum rnobansHon koHUrypaumm

HacTpoiika nonuTMkn nnaHMpoBaHuA ons ovyepenm Bbioga B SP

KomaHpa

priority-queue

Pexum komaHg

Pexunm rnobanbHomn koHdurypauum

HacTpoiika nonuTnkn nnaHMpoBaHusA Ans ouyepeamn BbiBoAa

KomaHga mls qos scheduler {sp | rr | wrr | drr | wfq }
OnucaHue Sp: yCTaHaBnuBaeT anropmMTM NiaHMpoBaHWs Ans odepean BbiBoga Ha SP.
PRIk rr: yCTaHaBMBAET anropuTM MaH1poBaHus Ansi o4epeam BbiBoaa Ha RR.

WIT: yCTaHaBnuBaeT anroputM NraHUpOBaHUA ANa ovepedu BbiBOAa Ha
WRR.

drr: ycTtaHaBnuBaeT anroputM MNNaHNpoBaHWA O oYepean BbiBoda Ha
DRR.

wfq: ycTaHaBnuBaeT anropuTm NnaHMPOBaHWUS O ovepean BbiBoga Ha
WFQ

Pexnm komaHa

Mmo6anbHbIN/MHTEPENCHBIN PeXUM KOHUrypaumm
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Hactponka nonutukm nnaHmpoBaHusa u round robin weight ana BbIxoaHOWM

ovepeau
KomaHga {drr-queue | wrr-queue | wfg-queue } bandwidth weightl...weight8
Onucanwne drr-queue: HacTpamsaeT round robin weight, cooTBeTCTBYIOLLMI NONUTUKE
napamMmeTpoB nnaHmpoBaHua DRR anga BbIXogHOW ovepean.

wrr-queue: HacTpamaeT round robin weight, COOTBETCTBYHOLLMI NONUTUKE
nnaHnpoBaHua WRR ans BbixogHon ovepeau.

wfg-queue: HacTpauBaeT round robin weight, COOTBETCTBYIOLLMI NONUTUKE
nnannposanns WFQ A BbIXOAHOW ovepeau.

weightl...weight8: yka3biBaeT Bec ovepeaen ¢ 1 no 8. [lnanasoH 3Ha4YeHUN
onpegendetca npogyktamu. 3HadeHne 0 ykasblBaeT, 4YTO ouvepenb
nucnonb3yet anroputMm nnaHupoBaHms SP. Bec no ymonyaHuio ansg
rnobanbHbIX/MHTEPdENCHLIX ovepenen coctaenseT 1:1

Pexum komaHg

Mmo6anbHbIN/MHTEPdENCHBIN PeXnM KoHUrypaumm

HacTtponka rapaHTMpoBaHHOW MMWHMMaNbHOW MNPONYCKHOW CMOCOOHOCTU U
OorpaHM4eHHOW MaKCUMasribHOW NPONYCKHOW CNOCOOHOCTU ANA ovyepeaum

KomaHga gos queue queue-id bandwidth { minimum | maximum } bandwidth
OnucaHue gueue: HacTpauBaeT rapaHTUPOBAHHYD MWHUMArbHYK MNPOMYCKHYHO
napameTpos CMOCOBHOCTb UIM OrPaHNYEHHYI0 MaKCUMarbHYH MPONYCKHYIO CNOCOBHOCTb
ONA  YyCTPOMCTB, KOTOpble MO3BOMAT HacTpauBaTb OrpaHUYeHus
NPOMNYCKHOM CMOCOBHOCTM Kak Ans  OgHoagpecHoW, Tak u  gns
MHOroaZipecHon ovepeau.
queue-id: ykasblBaeT MaeHTUUKATOP ouvepean, KOTopbin Heobxoaumo
HacTpouTb, B AnanasoHe ot 1 4o 8
Onuncanne minimum bandwidth: ykasblBaeT rapaHTUPOBaHHYD MWHUMAasbHYIO
napamMmeTpoB NPOMNYCKHY CnocobHOCTb, KOUT/C. [Quanas3oH 3HaveHu onpegensiercs

npoayktamu. o ymonyaHuto oH He HacTPOEH.

maximum  bandwidth: yka3biBaeT OrpaHM4YEHHYI0  MaKCUMaIbHYHO
NPOMYCKHY CcrnocobHOCTb, KOUT/C. [Ouanas3oH 3HavyeHu onpegensiercs
npogyktamu. o ymonyaHuio OH He HacTPOEH

Pexnm komana

Pexnm koHdurypaumm nitepdenca

Bknro4yeHune oyepean ECN
KomaHga gos queue gqueue-id ecn
Onuncanne gueue-id: naeHTudmkaTop odepean. vanasoH: ot 1 oo 8
napameTpoB

Pexnm komaHa

Pexum koHdurypaumm nHrtepderica
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PykoBoacTteo no
NCNOSb30BaHMIO

0O6e gyHkumn ECN n WRED pomkHbl GbiTb HAaCTPOEHbI A1 BKIHOYEHMS
dyHKUMK ovepeamn ECN

2.5.4.6. Mpumep KoHcuUrypaumum

HacTtponka conoctaBneHus

CoS-to-queue U3MeHeHue

nnaHupoBaHus u ee round robin weight

MNOJINTUKHN

Warn
HaCTPOMKK

° HacTponTe conoctaBneHue CoS-to-queue Ha conocTasneHve 3HaYeHun

CoS0,1,2,3,4,5,6 n7covepeaamn 1,2,5,5,5,5,7n8.

e HacTtpoliTe nonMTUKy NnaHMpoBaHUsA BbiBoAda Ans odepean Ha DRR u

round robin weight Ha 2:1:1:1:6:6:6:8

QTECH# configure terminal

QTECH(config)# priority-queue cos-map1255557 8
QTECH(config)# mls qos scheduler drr
QTECH(config)# drr-queue bandwidth 21116 6 6 8

MpoBepka

MpoBepbTe, ycnewHo nuM co3gaHo conocTaeneHne CoS-to-queue, a Takke
YCMELHO NN HACTPOEHbl NOMMTMKA MIaHMPOBAHUSA BbIXOAHbLIX AaHHbIX M round

robin weight ansa ouepean

QTECH# show mls qos scheduler
Global Multi-Layer Switching scheduling

Deficit Round Robin

QTECH# show mls qos queueing

CoS-to-queue map:

Cos qid
0 1
1 2
2 5
3 5
4 5
5 5
6 7
7 8

wrr bandwidth weights:

qgid weights
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00 N o8 O N WO

1
1
1
1
1
1
1

drr bandwidth weights:
qid weights

00 ~N o8 O~ WN /T
o~ O O & /=N

wfq bandwidth weights:
qid weights

0 N o8 Ol &~ W N/

Bknro4yeHune oyepean ECN

Warn
HaCTPONKK

Bkntounte ECN B ouepeam 1 nHtepdenca gigabitEthernet 0/1

QTECH# configure terminal
QTECH(config)# queueing wred
QTECH(config)# interface gigabitEthernet 0/1
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QTECH(config-if-GigabitEthernet 0/1)# qos queue 1 ecn
QTECH(config-if-GigabitEthernet 0/1)# exit

Mposepka | 3anyctute komaHagy show run, 4yTobObl NpoBEpPUTL pesynbTaTt

TunuyHoe npumMeHeHWe — nepemMapkKkupoBKa npuoputeTtoB + nriaHUpoBaHue

ouyepenm
Warun Cospante ACL ana gocTyna K pasnuyHbIM cepBepaMm W cospanTe
HaCTPOWKM Knacchbl Ana cootseTcTens atum ACL.

CospanTe NONUTUKN s CBA3M C KacCcaMm N YKaKUTE HOBbIE 3HaYeHUs
CoS ans nakeTtoB, obpallalomxcsa K pasnmyHbiM cepsepam. CBsxuTe
3HayeHna CoOS ¢ BXOAHbIMW  MHTepdencamm [na  oTAenoB
nccnegoBaHum 1 pa3paboTok, MapKeTUHra U HaCTPoNTe MHTepPdENChI Ha
nosepue CoS.

HacTtponte 3HayeHue COS no ymonuyanuioo ana umHtepdenca otgena
ynpaBreHns nepcoHasioM Ha HauvBbICWIMW npuoputeT 7, 4TOObI
rapaHTupoBaTtb, 4YTO MakeTbl OT OTAena ynpaefeHus MepcoHanom
OTNPaBAAKTCS C HAMBLICLLUMM MPUOPUTETOM.

HacTtponTte nonutuky nnaHupoBaHust BbiBoga Ha WR u round robin
weight Ha 1:1:1:2:6:1:1:0 gns oyepegen. T0 O3HAYAET, YTO aNrOPUTM
nraHMpoBaHua SP ucnonb3yeTcd Ans NakeToB oThena ynpasieHus
nepcoHariom, a naketbl otaena R&D v oTaena MapkeTuHra onsa gocrtyna
K no4ytoBon 6ase gaHHbIX, dpannoBon 6ase AaHHbIX M 6ase gaHHbIX

3anpoca 3apnnaTbl NaHMPYTCS HA OCHOBE COOTHOLUEHNS 6:2:1

QTECH# configure terminal

QTECH(config)# ip access-list extended salary
QTECH(config-ext-nacl)# permit ip any host 192.168.10.1
QTECH(config-ext-nacl)# exit

QTECH(config)# ip access-list extended mail
QTECH(config-ext-nacl)# permit ip any host 192.168.10.2
QTECH(config-ext-nacl)# exit

QTECH(config)# ip access-list extended file
QTECH(config-ext-nacl)# permit ip any host 192.168.10.3
QTECH(config-ext-nacl)# exit

QTECH(config)# class-map salary
QTECH(config-cmap)# match access-group salary
QTECH(config-cmap)# exit

QTECH(config)# class-map mail
QTECH(config-cmap)# match access-group mail
QTECH(config-cmap)# exit
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QTECH(config)# class-map file
QTECH(config-cmap)# match access-group file

QTECH(config)# policy-map toserver

QTECH(config-pmap)# class mail

QTECH(config-pmap-c)# set cos 4

QTECH(config-pmap-c)# exit

QTECH(config-pmap)# class file

QTECH(config-pmap-c)# set cos 3

QTECH(config-pmap-c)# exit

QTECH(config-pmap)# class salary

QTECH(config-pmap-c)# set cos 2

QTECH(config-pmap-c)# end

QTECH(config)# interface gigabitEthernet 0/1
QTECH(config-if-GigabitEthernet 0/1)# service-policy input toserver
QTECH(config-if-GigabitEthernet 0/1)# mls qos trust cos
QTECH(config-if-GigabitEthernet 0/1)# exit

QTECH(config)# interface gigabitEthernet 0/2
QTECH(config-if-GigabitEthernet 0/2)# service-policy input toserver
QTECH(config-if-GigabitEthernet 0/2)# mls qos trust cos
QTECH(config-if-GigabitEthernet 0/2)# exit

QTECH(config)# interface gigabitEthernet 0/3
QTECH(config-if-GigabitEthernet 0/3)# mls qos cos 7

QTECH(config)#wrr-queue bandwidth 11126110
QTECH(config)#mls qos scheduler wrr

MpoBepka

e [lpoBepbTe, ycnewHo nu cosgaHbl cnuckn ACL ©M ycnewHo nm
accoummpoBaHsbl Krnaccbl co cnnckamun ACL.

e [lpoBepbTe, yCNEeLwWwHO N1 co3aaHbl NOMUTUKKN, YCMELHO NM NPUBS3aHbl
Knaccbl U noBedeHVe NOTOKOB M YCMELIHO N NPUMEHEHbI NONIMTUKN K
nHTEepencam.

e [lpoBepbTe, yCNELWHO NN HACTPOEHO 3Ha4YeHne COS no ymonyaHuo Ans
NHTepdenca 1 NpaBuUIbHO NN HACTPOEHbI MONUTMKA MIIAHMPOBAHUS U
round robin weight

QTECH# show access-lists
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ip access-list extended file
10 permit ip any host 192.168.10.3

ip access-list extended mail
10 permit ip any host 192.168.10.2

ip access-list extended salary
10 permit ip any host 192.168.10.1

QTECH# show class-map

Class Map salary

Match access-group salary
Class Map mail

Match access-group mail
Class Map file

Match access-group file

QTECH# show policy-map

Policy Map toserver

Class mail

set cos 4

Class file

set cos 3

Class salary

set cos 2
QTECH# show mls qos interface gigabitEthernet 0/1
Interface: GigabitEthernet 0/1
Ratelimit input:
Ratelimit output:
Attached input policy-map: toserver
Attached output policy-map:
Default trust: cos

Default cos: 0
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QTECH# show mls qos interface gigabitEthernet 0/2
Interface: GigabitEthernet 0/2
Ratelimit input:

Ratelimit output:
Attached input policy-map: toserver
Attached output policy-map:
Default trust: cos
Default cos: 0
QTECH# show mls qos interface gigabitEthernet 0/3
Interface: GigabitEthernet 0/2
Ratelimit input:
Ratelimit output:
Attached input policy-map:
Attached output policy-map:
Default trust: none
Default cos: 7
QTECH# show mls qos scheduler
Global Multi-Layer Switching scheduling
Weighted Round Robin
QTECH# QTECH#show mls gos queueing
CoS-to-queue map:
Cos qid
0 1
1 2
2 3
3 4
4 5
5 6
6 7
7 8
wrr bandwidth weights:
gid weights
1 1
122
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2 1

3 1

4 2

5 6

6 1

7 1

8 0

drr bandwidth weights:
gqid weights

1 1

2 1

3 1

4 1

5 1

6 1

7 1

8 1

wfq bandwidth weights:
qid weights

1 1

2 1

3 1

4 1

5 1

6 1

7 1

8 1

2.5.5. HacTponka npenoTBpaLleHuUsi neperpysku

2.5.5.1. AdpdekT KoHUrypaumm

e HacTpoiTte HMXHee n BepxHee noporosoe 3HavyeHne ana WRED. Korga gnnHa nakeTtos
B OYepean MeHbLLE HMKHEro Noporoeoro 3HaveHusi, WRED He oTOpacbiBaeT nakeThbl.

e HacTtponte makcumarnbHyt0 BepOSTHOCTb OTOpacbiBaHus. Korga AnuHa nakeToB B
o4yepenn HaxoOUTCH MEXOY HWKHAM U BEPXHMM MOporosbiMy 3HadveHnamu, WRED
oTOpacbiBaeT nakeTbl cnyyYamHolM o6pasoMm. HacTpavBaeTcda MakcumanbHas
BEPOSATHOCTb OTOpachbIBaHNSA NAKeTOB.
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e HacTtponTe conoctaeneHne CoS-to-threshold.

2.5.5.2. NpumeyaHusn

KoHdburypaumm nHtepdenca gonyckaroT ToNbKo KoHdurypaumm nHtepdgenca AP n Ethernet.

2.5.5.3. LLlarn HacTpounku

Bknioyenue cpyHkunmn WRED

e  OnuuoHarnbHo.

e [lpn HeobxoanmocTu BkntounTe yHkumo WRED.
HacTponka HuXXHero noporoBoro 3Ha4eHus

e  OnuuoHarnbHo.

e [lpn HEOBXOOMMOCTIN HACTPONTE HMKHEE NOPOroBOE 3HAYEHNE.
HacTponka BepxHero nopora
e  OnuuoHanbHo.

o [lpn HeobxogmMmocTu HacTponTe 6onee BbICOKMIA MOPOT.
HacTponka makcumanbHOM BEepPOATHOCTU OTOpacbiBaHUA
e  OnuuoHarnbHo.

e [lpn Heo6XOANMMOCTM HACTPOWTE MakCUMaribHY0 BEPOSATHOCTb OTOpackiBaHUS.
KoppekTupoBKa cpeaHen AnMUHbI oYepeau Ansi BepOATHOCTU OoTOpacbiBaHUA
e  OnuuoHanbHo.

o [lpn HEOBXOAMMOCTM HAaCTPONTE MHTEpPBAI BbIOOPKM N BEC CPeHEN ANNHBI 0Yepean.
HacTponka conoctaBneHusa CoS-to-threshold

e OnuuoHanbHo.

o [lpun HeobBxogmmocTn HacTponTe conocTtaeneHne CoS-to-threshold.

2.5.5.4. NpoBepka

¢ 3anyctute komaHay show queuing wred interface, 4To6bl 0TOGPa3nTL KOHUIypaLUnLo

WRED.

e 3anyctute komangy show gos wred-ecn statistics, 4Tobbl 0TOOpPa3nUTL CTAaTUCTUKY
nakeToB, oTopoweHHbIx WRED, 1 nakeToB, noMe4yeHHbIx ECN.

2.5.5.5. CBA3aHHaA KomaHaa

BkntoyeHne yHkummn WRED

KomaHpga

queueing wred

Pexnm komana

Pexunm rmobanbHomn koHdurypauum

HacTtpowka HMxHero nopora (B npoueHTax)

KomaHga wrr-queue random-detect min-threshold queue_id thrl [ thr2 ]
Onuncanne queue_id: ykasbiBaeT uAaeHTUUKATOP oyepean nONs uHTepdenca B
napameTpoB AvanasoHe ot 1 go 8.
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thrN: MoaoaepxmBaeT 2 rpynnbl HWKHUX MOPOroB, B AuanasoHe oT 1 go
yKasaHHOro BEpXHero nopora

Pexum komaHg,

Pexum koHdurypaunm nHtepderica

PykoBoacTteo no
NCNONb30BaHMIO

Mockonbky MakcMMmarbHoe 3HayYeHue [aOuanasoHa KOoHdurypauum paBHO
TEKyLLeMY BEpxXHemy nopory, Heobxoaumo o06paTUTb BHMMaHWe Ha
HaCTPOWKY BEPXHErO Nopora Npu HACTPOIKE HUKHEro nopora.

lMoporoBoe 3HadeHne Ans nakeToB, oTopackiBaeMbix WRED, MoxeT ObITb
HacTpoeHO B npoueHTax wunu sadenkax. [lpeobnagaet nocneaHwn
CKOHOMIYpUPOBaHHLIN PEXNUM

Hactpownka BepxHero nopora (B npoueHTax)

KomaHga wrr-queue random-detect max-threshold queue_id thrl [ thr2 ]
Onuncanne queue_id: ykasblBaeT WuOeHTUUKATOP O4vYepean Ha uHTepdence B
napameTpoB AnanasoHe ot 1 fo 8

Onucanve thrN: nognepxvBaet 2 rpynnbl 6ornee BbICOKMX MOPOroB, HayMHas OT
napameTpos yKasaHHOro HmxHero nopora go 100

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHNIO

MockorbKy MWHMMarbHOE 3Ha4YeHWe HACTPOEHHOro AuanasoHa paBHO
TEKYLLEMY HWKHEMY MOopory, HEOGXOAMMO YYUTbIBaTb HWXKHWUIA MOPOr npwu
HacTpoiike BepXHEro nopora.

lMoporoBoe 3HadeHne anga nakeTtos, oTopacbiBaeMbix WRED, MoxeT ObiTb
HaAacTpPOEHO B nMpoueHTax wunu suenkax. [lpeoGnagaet nocnegHwin
CKOH(UIYpUPOBaHHLINA PEXUM

HacTtpoika HMmxHero nopora (B siuemkax)

KomaHga wrr-queue random-detect cell min-threshold queue_id thrl [ thr2 ]
Onuncanne gueue_id: ykasbiBaeT uaeHTUUKATOP ouvepean Ha WuHTepdence B
napameTpoB AuanasoHe ot 1 go 8.

thrN: nogaepxuBaeT 2 rpynnbl HWKHUX MOPOroB, B AuanasoHe oT 1 go
yKa3aHHOro BepxHero rnopora. 3HayeHue Mo yMONYaHuio onpeaensieTcs
npoaykTamu

Pexnm komaHa

Pexnm koHdurypaumm nHtepdenca
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PykoBoacTteo no
NCNOSb30BaHMIO

,D,OCTyI'IHOCTb 3TOM KOMaHAbl onpependeTca npoaykramu.

MockonbKy MakcMMarnbHOe 3Ha4YeHue [AuanasoHa KOoHdurypauum paBHO
TEKyLLleMY BepxHemy nopory, Heobxoaumo o06paTUTb BHMMaHWe Ha
HaCTPOWKY BEPXHErO Nopora Npy HACTPOMKE HIKHEro nopora.

lMoporoBoe 3HadeHne Ans nakeToB, oTopackiBaeMbix WRED, MoxeT ObiTb
HaAacTpOeHO B TnMpoueHTax wunu s4Yenkax. [lpeobnagaet nocneaHui
CKOHOUIYpUPOBaHHLIN PEXNM

Hactpownka BepxHero nopora (B fsyenkax)

KomaHga wrr-queue random-detect cell max-threshold queue_id thrl [ thr2 ]
OnucaHue gueue_id: ykasblBaeT uaeHTUUKATOP o4vepean Ha WHTepdence B
napameTpoB OunanasoHe oT 1 go 8.

thrN: nopgepxusaeT 2 rpynnbl Gonee BbLICOKMX MOPOroB, HayMHas oOT
YCTAHOBIIEHHOTO HWXHEro ropora M 3akaHuyvMBasi MakCMMarbHO BbICOKUM
MOPOroMm.

3HayeHue Mo yMonyaHuio onpeaensieTcs npoayKramm

Pexum komaHg

Pexum koHdurypaumm nHtepenca

PykoBoacTteo no
MCNONb30BaHNIO

JocTynHOCTb 3TOM KOMaHAbl onpeaenseTcs NPoayKTamMu.

Mockonbky MWHMMAarnbHOE 3HayeHWe [uanas3oHa KoHUrypauum paBHO
TEKyLLEeMY HWXHEMY Mopory, HEOGXOAMMO YYMTbIBaTb HVXKHWUIA MOPOr npu
HacTpoWKe BepXHero nopora.

lMoporoBoe 3HaveHne ang nakeTtos, oTbpackiBaembix WRED, MoxeT ObiTb
HacTpOEHO B npoueHTax wunu sadenkax. [lpeobnagaetr nocnegHwin
CKOH(PUTYPUPOBAHHLINA PEeXUM

Hactpoika makcMmanbHOW BEPOATHOCTU OTOpacbiBaHUA

KomaHga wrr-queue random-detect probability queue_id probl [ prob2 ]
Onuncanne gueue_id: ykasblBaeT uAeHTUUKATOP oyepean nONs WHTepdenca B
napameTpoB AuanasoHe ot 1 go 8.

probN: noggoepxvBaeT 2  rpynnbl
oTOpacbiBaHus B guana3oHe oT 1 go 100

MaKCUMaribHbIX BepOFITHOCTeIZ

Pexnm komaHa

Pexnm koHdurypaumm nHtepdenca

BeC BbIOOpPKMU

KoppekTupoBka cpefgHen ANUHbI oYepeaun AN BepOATHOCTU OTOpacbiBaHUA —

KomaHga wrr-queue random-detect sample-weight queue_id weight
Onuncanne gueue_id: ykasblBaeT uaeHTMUKATOP ouvepean Ha wuHTepdence B
napameTpoB AvanasoHe ot 1 go 8.
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weight: ykasbiBaeT koappuumeHT Beca B gnanasoHe ot 0 go 15. AnanasoH
3HaAYE€HUN MOXET BapbMpOBaTbLCA B 3aBUCMMOCTM OT NpoAyKTa

Pexum komaHg,

Pexum koHdurypaunm nHtepderica

PykoBoacTteo no
NCNONb30BaHMIO

,D,OCTyI'IHOCTb 3TON KOMaHAbl onpependeTca npoaykramu.

lMOoCKONbKY HaCTPOEHHbIN WHTEpBan BbIOOPKM BNUSET Ha YHKUMIO
otopacbiBaHnas WRED B pexume KoHdurypauum uHTepdenca,
peKkoMeHAyeTCsA HaCTPOUTb MHTepBan BbIGOPKM NOCe BEPXHErO U HUXKHETO
NnoporoB Ans naketoB, KoTopble 6Oyayt otbpackiBatecs WRED.
Mcnonb3ynte aTy KOMaHOy BMecTe C KOMaHAOW HACTPOWKW MHTepBana
BblGOpKM Oons nakeTtoB, oTopackiBaeMbix WRED, 4To6blI TOYHO HACTPOUTL
dyHkumMo oTbpackiBaHns WRED

Hactpouka conoctaBneHuss CoS-to-threshold

KomaHga wrr-queue cos-map threshold_id cosl [ cos2 [ cos3 [ cos4 [ cos5 [ cos6 |
cos7[cos8]11]11111

Onuncanne threshold_id: ykasbiBaeT ngeHtudmnkaTop rpynnbl NOPOros B AnanasoHe OT

napameTpoB 1 po 2. NoggepxuBatoTca ABe rpynnbl NOPOros.

cos7...cos8: ykasbiBaeT 3HayeHna Co0S, KoTopble [OOMXKHbl ObiTb
COMoCTaBneHbl C MOpPOroBon rpynnon, B aumanasoHe ot 0 pgo 7. [lo
YyMOSi4aHuio Bce 3HadeHuss COoS CconocTaBnsAlTCA C MepBOM MOPOroBou
rpynnown

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

2.5.5.6. Npumep KoHcpUrypaumm

BknroyeHne cdyHkuun WRED n HacTpoMKa HMXKHEro noporoBoro 3HayeHwus,
MaKCMManbHOW BEPOATHOCTM OoTOpacbiBaHUsA u conoctaBneHnsa CoS-to-threshold
(npu ycnoBum, 4TO ANA NPOAYKTa CyLLUeCTBYeT 2 rpynnbl MOPOroBbIX 3HAYEHUN)

Warn
HaCTPONKK

e  Bknounte doyHkumio WRED.

e HacTponTe HWXHME MOpPOroBble 3HayeHuUss Ona odepean 2
nHTepdenca gigabitEthernet 0/2 Ha 10 n 20.

e HacTtponte 6Gonee BbiCOKME MOPOroBble 3HAYEHUA ONA odepean 2
nHTepdenca gigabitEthernet 0/2 Ha 60 1 90.

e Hactpovite MmakcMManbHble BEPOATHOCTM OTOpacbiBaHUSA  Ans
oyepeam 2 nHtepdenca gigabitEthernet 0/2 Ha 60 n 80.

e HactponTte 3HauveHusa CoS 0, 1, 2 n 3 Ha nHTepdence gigabitEthernet
0/2, 4ToBbl NCNONB30BaTbL NOPOrOBYHO rpynny 2

QTECH# configure terminal
QTECH(config)# queueing wred
QTECH(config)# interface gigabitEthernet 0/2

(@ arecy
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QTECH(config-if-GigabitEthernet 0/2)# wrr-queue random-detect min-
threshold 2 10 20

QTECH(config-if-GigabitEthernet 0/2)#wrr-queue random-detect max-
threshold 2 60 90

QTECH(config-if-GigabitEthernet  0/2)#  wrr-queue  random-detect
probability 2 60 80

QTECH(config-if-GigabitEthernet ~ 0/2)#  wrr-queue  random-detect
probability 2 60 80

QTECH(config-if-GigabitEthernet 0/2)# wrr-queue cos-map 20123

MpoBepka MpoBepbTe, BkNOYeHa nuM  yHkuma WRED, ycnewHo nv HacTpoeHb!
NMoporoBble 3HA4YeHMUs W YCMNewWHO I HacTpoeHo cornocTtaeneHne CoS-to-
threshold

QTECH# show running-config

Building configuration...

Current configuration : 1654 bytes

version 11.0(1C2B1)(09/11/13 00:16:26 CST -ngcf78)

queueing wred

QTECH# show queueing wred interface gigabitEthernet 0/2

Qid max_cell_1 min_cell 1 max_1 min_1 prob_1
max_cell_2 min_cell 2 max_2 min_2 prob_2

1 120000 120000 O O 0 120000 120000 1 1 1

2 120000 120000 60 10 60 120000 120000 90 20 80
3 120000 120000 120000 120000
4 120000 120000 120000 120000
5 120000 120000 120000 120000
6 120000 120000 120000 120000
7 120000 120000 120000 120000
8 120000 120000 120000 120000

O O O o o o
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MpoBepbTe nakeTbl, oTOpoLueHHble WRED, n naketbl, nomeveHHble ECN.

QTECH#show qos wred-ecn statistics

Wred ecn stats result:
Port

WredDropped

EcnSended

TFGigabitEthernet 0/1

TFGigabitEthernet 0/2
TFGigabitEthernet 0/3
TFGigabitEthernet 0/4
TFGigabitEthernet 0/5
TFGigabitEthernet 0/6
TFGigabitEthernet 0/7
TFGigabitEthernet 0/8
TFGigabitEthernet 0/9
TFGigabitEthernet 0/10
TFGigabitEthernet 0/11
TFGigabitEthernet 0/12

O O O 0O 0O 0o oo o o o o

2.5.6. HacTponka oToOpaxxeHnsa oyepeamn U pPeXxnm HaCTPOUKMN

2.5.6.1. AdpdekT kKoHUrypaumm

HacTtponte oToOpakeHMe odepean W pexum KOHUrypaumm, 4YToObl WM3MEHUTb PEXUM
oTOoOpaXkeHns1 1 KOHUIypaumm Bcex odepeaen Ha yctponctee ¢ 1-8 Ha 0—7.

2.5.6.2. NMpumeyaHunsn

lMocne HacTponkn OTOBpaXKeHUss ovepeaun U pexmma KOHurypaumm HaCTpOEHHbIe KOMaHAbl,
OTHOCSLLMECS K 0Mepean, U3SMEHSAIOTCA aBTOMaTUYECKU.
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2.5.6.3. LLlarn HacTpounku

YcTaHoBKa oTOOpaxeHUsi oyepeau U pexuma KoHdpurypaumm Ha 0-7
e  OnuuoHarnbHo.

e [py HEOGXOAMMOCTM yCTaHOBUTE OTODpaXKeHNe odYepean 1 PEXUM KOoHUrypauum Ha
0-7.

2.5.6.4. NpoBepka

3anyctute komangy show running-config, 4Tobbl 0TOGPa3nNTL KOHGUIypaLUK.

2.5.6.5. CBA3aHHaA KomaHAaa

YcTaHOBKa OTOOpaxeHUs oyepeam u pexmma KoHdgpurypaumm Ha 0—7

KomaHga gos-queue compatible enable

Pexum komang | Pexxum rmobanbHon KoHdurypaumm

2.5.6.6. Npumep KoHcpUrypaumm

YcTaHOBKa oTOGpaxeHUs ouepeau u pexmma KoHdurypauum Ha 07

LWarn Bknountb rnobanbHbin QOS
HaCTPOWKU

QTECH# configure terminal
QTECH(config)# qos-queue compatible enable

MpoBepka | NpoBepbTe, yCNeLwHo nn BbINONIHEHA KOHMUIypaums

QTECH# show running-config

Building configuration...

Current configuration : 1654 bytes

version 11.0(1C2B1)(09/11/13 00:16:26 CST -ngcf78)

2.5.7. OTKNOYEeHNe N3MEHEeHNsA NpuopuTeTa NakeToB

2.5.7.1. ddpdeKkT kKoHdUrypaumm

MNMocne Toro, Kak M3MEHeHVWe npuopuTeTa naketa OTKIYEHO, NPUOPUTET MakeTa MNpu ero
OTNpaBKe C yCTPOWCTBa ByaeT TakuM e, kak npu oTnpaBke naketa Ha yCTPOWCTBO.

2.5.7.2. dTanbl HACTPOMUKMN

OTKNOYeHne N3MeHeHUs1 NnpuopuTeTa NakeToB
e Heobga3aTenbHbIN.
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HacTtpoiika QOS W

e YTOObl yOEANTLCSH, YTO NMPUOPUTET NakeTa Mpu OTNPaBKe C YCTPOMCTBA TaKOW e, Kak
npu OTNpaBKe Ha YCTPOWCTBO, OTKIOYMUTE U3MEHEHNE NpMOpUTETA MakeTa.

2.5.7.3. NpoBepka

3anyctute komangy show running-config, 4Tobbl 0TOGPa3nNTL KOHGUIypaLUK.

2.5.7.4. CBA3aHHaA KoMaHAaa

OTKnYeHne U3MeHeHUA npunoputeTa naketToB

Komanpga mls gos remark disable

Pexum komang | Pexxum rmobanbHon KoHdurypaumm

2.5.7.5. MNpumep

OTKnoYeHne U3MeHeHUA npunoputTeTa naketoB

Warun OTKNIOYMTL N3MEHEHME NpUopUTETA NaKeToB
HaCTPOWKU

QTECH#configure terminal
QTECH(config)#mls qos remark disable

2.6. MOHUTOPUHT

2.6.1. OuncTrka

OnucaHune KomaHga

Oumnctutb CcTaTUCTMKY nakeToB, | clear qos wred-ecn statistics [ interfaces interface-id |
oTopoweHHbix WRED, 1 nakeTos,
nomeyveHHbIx ECN

2.6.1.1. OToGpaxeHue

OnucaHue KomaHpa

OtobGpaxaeT uHdopmaumo o | show class-map [ class-map-name ]
Krnaccmdumkaumm noTokos

OtobpaxaeT uHdopmaumo o | show policy-map [ policy-map-name [ class class-map-
nonutuke QoS name ] |

OtobpaxaeT normmTuky, | show policy-map interface interface-id
NPUMEHEHHYI0 K NHTepdency
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OnucaHue KomaHga

OtobpaxaeT wuHdpopmaumo o  show virtual-group [ virtual-group-number | summary]

rpynne NOrnYeCcKnx
UHTepdencos

OtobpaxaeT nonutuky, | show mis qos virtual-group [ virtual-group-number |
NPUMEHEHHYI0 K rpynne | policers ]

NOrM4ecKnx MHTEpdencos

OTtobpaxaeT pasnuyHble | show mls gos maps [ cos-dscp | dscp-cos | ip-prec-
cornocTaBneHus dscp ]

OTtobpaxkaeT uHpopmauutio o6 | show mis qos rate-limit [ interface interface-id |
orpaHvyeHun CKOpOCTU
nHTepdenca

OtobpaxaeT ouyepeab QoS, | show mls qos queueing [ interface interface-id |
NONMUTUKY  MNAHUPOBaHUA MU
nHpopmaumto o round robin
weight

Otob6paxaeT wuHdopmaumo o | show mls qos scheduler [ interface interface-id ]
nnaHMpoBaHNM BbIXOOHOM
oyepeamn

OtobpaxaeT koHdurypaumm | show queueing wred interface interface-id
WRED

OTobpaxaeT nHcbopmaumio QoS | show mlis qos interface interface-id [ policers ]
nHTepdenca

OtobpaxaeT uHdopmauno o show qos bandwidth [ interfaces interface-id ]

NPOMNYCKHOM CnocobHOCTH
nHTepdenca
OtobpaxaTb ctatuctuky | show qos wred-ecn statistics [ interfaces interface-id ]

naketoB, oTbpoleHHbIXx WRED,
M NakeToB, NoMeYyeHHbiXx ECN

2.6.1.2. OTnapka

NMPUMEYAHMUE: cucteMHble pecypchl 3aHATLI MPU BbiBOAE 0TNago4YHON nHpopmauum. lNoatomy
OTKNOYMTE OTNAaAKy cpasy nocne UCnosfb30BaHus.
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HacTtpoiika QOS
OnucaHune KomaHga
OtnaxuBaeTt 6ubnunoteky QoS debug gos lib [ event | message ]
OtnaxuBaeT cepep cBA3n QoS debug gos server [ event | message ]

OtnaxuBaet o06paboTky nonb3oBaTenbckux | debug qos mis
KomaHg QoS

OtnaxuBaeT KoHpurypauum VMSUP debug gos vmsup
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3. HACTPOUKA MMU
3.1. O630p

Bnok ynpaBneHus namsatbto (MMU) o3HauaeT, 4To Oydhep MuKpocxembl pacnpegensiercs
pa3yMHO, 4TOObl KOMMYTaLMOHHOE 060pPyAOBaHME MOTTIO Ny4Lle CnpaBnsTbCA CO BCEMU BUAAMMU
NakeTHbIX NMOTOKOB.

MoTokn He cTabunbHbl BCE BPEMS, U B CETU CYLLECTBYIOT pasfninyHble NakeTHble NoToku. [pu
cTabuMnbHOM CEeTEBOM MOTOKE M AOCTAaTOYHOM MPOMYCKHOM CNOCOBGHOCTU BCE MOTOKU AaHHbIX
oGpabaTbiBatoTCA nyylle; Koraa B CETU CyLLECTBYOT NakeTHble MOTOKM, NOTOKN AAHHbLIX MOTYT
ObITb OTOpPOLUEHbI, [aXe €ecnv CPedHsil CKOPOCTb MOTOKA He MPEeBbILWAET MNPOMYCKHYHO
CMOCOOHOCTb.

lMakeTbl gaHHbIX, NOCTYNalLMe Ha KOMMYyTauuoHHoe obopyaoBaHMe, coxpaHaTcsa B Bydepe
KOMMYyTaLUMOHHOIro obopynoBaHusa nepeq nepecbinkon. OBbIMHO NakeTbl AaHHbLIX OCTalTCA B
Oydepe Ha KOpOTKOE BpEMSA M MEPECLINAKTCHA 3a MUKPOCEKYHAbI; MPWM HanNuUyunm nakeTHOro
NnoToKa, ecrnn MrHOBEHHas CKOPOCTb MaKeTHOro MoToKa MpeBbIaeT BO3MOXHOCTU 006paboTku
KOMMYTaLMOHHOro 006opyaoBaHud, nakeTbl OaHHbIX, KOTOpble He MOryT 6biTb 06paboTaHbl
BoBpemsi, OyayT HakannmMBaTbCA B KOMMYTaLUMOHHOM 0OOpyaoOBaHWM, M NOTEpPs MNakeToB
nponsongeT, Kak Tonbko Oydepa okaxeTcs HepocTtatoyHo. B atom cnydae MMU MOXHO
Ncnonb3oBaTb AN15 pasyMHON HacTponku Bydepa u BbigeneHms pasnmyHbiX pasmepoB bydepa
05151 COOTBETCTBYIOLLNX CNYXO C Lenbio onTumMnusauum cetu.

3.2. MNpunoxeHusn

MpunoxeHue OnucaHue

HacTponka npunoxenunsa c | Npeanpuatuio TpebyeTtca pocrtatoyHo OGonblion Oydep B
bonbwum  Gydbepom  Ha | cnyxbe SkyDrive, 4ToObl M3GexaTb NOTEpU MNAKETOB Ans
OocHoBe ncxogsulen | NOToka crnyxobl

oyepeau

3.2.1. HacTpouka npunoxeHus ¢ 6onbLunm 6ycgepom Ha oCHOBe UCXoasLLen
ouyepenm

3.2.1.1. CueHapum

Mpeonpuatnio Tpebyetcs goctatouHo Gonblion 6ydep B cnyxbe SkyDrive, 4ToGbl n3bexaTb
noTepu NakeToB A1 MOTOKA CIy»0bl.

Kak nokasaHo Ha crnegylowem pucyHke, obopygoBaHue A MOAKMYEHO K 5 knneHTam u 35
cepBUCHbIM cepBepam, rae 15 CcepBUCHBLIX CepBepOB BUMPTYanuanpyroT 15 uHTepdencHbix
cepBepoB.

OCHOBHOW CEPBUCHbIN NOTOK BbIMMSANT CNeayroLwmm obpasom:

o  KnMeHTCKun cepBep OTNpaBnsaeT NnakeT 3anpoca Ha OpOHTEHA-CEpPBEp.
o  ®poHTeHa-cepBep oTNpaBnAeT NonyyYeHHbIM NakeT 3anpoca Ha CepBUCHBLIN cepBep.

e [locne nonyyeHnsa naketa 3anpoca CEpBUCHBLIA cepBep OTNpPaBnaeT OTBETHbLIN nakeT
poHTEHA-CcepBepy.

o [lonyums oTBETHLIN NakeT, (PPOHTEHA-CEePBEP OTMNPAaBIISET ero KNMeHTCKOMY cepBepy.

e [locne nonyyeHnst OTBETHOIO NakeTa KIMEHT yKa3bIBaeT, YTO CeaHC yCrneLHO Cco3aH.
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B oTom cepBuCHOW MoOAenu CyLecTBYEeT pexuMm nepefaynm notoka «MHOrve K OZHOMY»
(many-to-one):

MoToKK 3arpocoB HECKOJIbKUX KITMEHTOB OTNPaB/ATCA Ha OAUH cprHTeH,u,-cepBep.

[MOTOKM 3anpOCOB HECKONbKUX (PPOHTEHA-CEPBEPOB OTNPABMAOTCA Ha OOWH
CEPBUCHbIV cepBep.

MOTOKM OTBETOB HECKOSIbKMX CEPBUCHBIX CEpBEPOB OTNPaBMAOTCA Ha OAWH
dpoHTEH-CEpBEp.

[MOTOKM OTBETOB HECKOMBbKNX (PPOHTEHA-CEPBEPOB OTNPABAIOTCA OQHOMY KIMEHTY.

OTW NOTOKN NepeaarTcs B OCHOBHOM Yepe3 obopyaoBaHue A, 4TO Nerko NpMBOAUT K Neperpyake
cetn. Takyto npobnemy MOXXHO UCMpPaBUTb, HACTPOMB Ha 06opyaoBaHuK GonbLion Bydep.

CepBUCHbLIN cepBep
(MHTEPMENCHLIN)
Knnent

KnueHt A

CepBUCHLIN

Knuent

[

PucyHok 3-1.

3.2.1.2. PasBepTbiBaHue

Bo Bcex cnyxebHbix noptax (a UMEHHO, MopTax, COEANHAOLLINX KITMEHTOB C CepBepamm)
HacTpounTe obwmi Bydep ouepeamn, B KOTOPON cepBrC HACTpoeH Ha 100 %.

Bo Bcex cepBUCHbIX MOpTax HACTPOWTE MUHWMANbHOE 3Ha4YeHWe rapaHTUPOBaHHOMO
Oydepa Hencnonblyemom ovepean.

Bo Bcex Heucnonb3dyemblx MNopTtax HACTpOWTE  MWHMManbHOE  3Ha4yeHue
rapaHTUpoBaHHbIX BydepoB BCex ouepenen.

KoHKpeTHyIo kKoHdUIypaumio cM. B NpumMepax KoHdurypauumn B pasgene KoHdurypaums.

3.3. OcobeHHOCTH

3.3.1. ba3oBble KOHUenTbI

3.3.1.1. Avyenka (Cell)

Averika npeacrtaBnseT cobon OydepHyro eamHuly, T. €. MUHUManbHYK €AMHULY XpaHeHus
KOMMYTaLUMOHHbIM oBopyAoBaHMEM nakeToB. Pasmep KaXaon S4Yerkn 3aBuCUT OT MpoayKTa.

135

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-7600

OamH nakeT MOXET MCMNOoSb30BaTb HECKOMbKO AYEEK, a 0gHa A4verika MOXEeT MCMOofb30BaTbCsA
TOJ1IbKO O4HUM MaKeToM.

3.3.1.2. 'pynna nopToB

Bce nopTel, duamyeckn npuHagnexawime O4HOMY 4uny KOMMYyTauuu, BMeCTe HasblBalTCH
rpynmnor nopToB, B rpynne nopToB ynpasBnsdetca Gydep KOMMyTaumoHHOro obopyaoBaHUS.
BosbmeM, K npumepy, nnaty, B 3TON BEPCUN OBE MUKPOCXEMbI NepeKntoveHns, No3TOMy eCTb
ase rpynnel noptoB. lMNMepBble 20 NOpTOB NpuMHagnexaT K rpynne noptoB 1, a ocTtanbHble 20
NopTOB NpMHaAnexaT K rpynne nopTos 2.

3.3.1.3. Ucxopsawasn ovyepeab

Ouyepean Ha BbiIxo4e MNOPTOB AENSATCS Ha OfHOAApPecHble M MHOroagapecHble ovepeau
(konnMyecTBO oYepenen 3aBnUCUT OT NpoaykTa). Jlormyeckn MMKpocxema nepekntoyeHns gennTcs
Ha BxoA (ingress) (Bxogsilee HanpaeneHue) n BbiIxod (egress) (Mcxodsuiee HanpasneHue).
BbixogHas odyepeab HaxoauTCA B HanpaBneHun Bbixoaa. Npexae Yem nakeTbl OTNpaBATCA M3
BblIXO4a, AN HMX HeoBXoAMMO BbIMOSHUTL OMepauuio MOCTAHOBKM B OYepedb B BbIXOOQHOW
odyepean. B HekoTOpbIX HalwmMx NpoAyKTax peanu3oBaHO yrnpasrneHue Gydepom Ha OcHOBe
BbIXO4HOM o4Yepeu.

Bbixon (egress)

Ouvepenp 1

Ovepenpb 2
Ouepensb ...
Ouepenb 8

Yun

PucyHok 3-2.

B HacTosiLee Bpems cyLecTByeT TpM TUNa Mogenen NCxXoasalumx ovepenen:

e Ha BbIxoge mmeeTtca 8 ogHoagpecHbIX odepenen n 8 MHOroagpecHbiX o4vepenen.
XOpOoLLO N3BECTHblE OAHOAAPECHbIE MaKeTbl CNeayT 3a 0gHOaAPECHOW o4Yepeabto, a
BCE OCTalbHbIE€ NaKeTbl CrIeAyoT 3a MHOroagpeCHOM o4YepenbHo.

e Ha Bbixoge umeeTcsa 8 oaHoagpecHbIX oyepeden M 4 MHOroagpecHblX o4vepeamu.
XOpOoLLO N3BECTHblE OAHOAAPECHbIE MaKeTbl CNeayT 3a 0gHOaAPECHOW o4Yepeabto, a
BCE OCTalbHbIE NakeTbl CreayoT 3a MHOroaapecHom ovepenbHo.

e Ha Bbixoge Bcero 8 ouepegen, ©0e3 pasrpaHUYEeHMst Ha OOHOAOPECHbIE W
MHOroagpecHble odepeau.
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HACTPOWKA MMU

3.3.2. 0630p

OcobeHHOCTb

OnucaHue

Hactporika
oydepa

Bydep perynupyetcs Ha OCHoBe oyepeaun. 3T1o ocHoBa MMU

Hactporika

MOHUTOPWHIa
oydepa

MoHUTOPUHT Bydhepa hakTUYEeCKn 03HaYaeT MOHUTOPUHI UCMOMb30BaHMS
eMKocTun Bydepa, 4To obneryaet HacTponky Gydepa

Hactporika
nogcyeTa
oyepeam

Mony4yeHHble " OTNpPaBreHHble nakeThbl KayKaom oyepeau
noAcYMTLIBAKOTCS, 4TOObI MOXHO ObINo nerko otobpasuTb pesynbTaT
HacTporkn Bydepa

3.3.3. HacTpowuka 6ycepa

PerynnpoBka 6ydepa o3HavaeT, YTO ouepeab Kaxxaownm cnyxobl meeT pasHble pasmepbl bydepa
3a CYeT HEeKOTOpPOW HacTponkm Bydepa ouvepean, Tak 4YTO Kaxgasa cnyxba obpabaTbiBaeTcs
no-pasHoMmy, a cry6bl C pasHbIMU NpUopuUTETaMM 0OCNYKNBAKTCH NO-PasHOMY.

3.3.3.1. MpuHUMN paboTbl

Pabounn mexaHu3m KelwwMpoBaHUSA B annapaTtHOM obecneyvyeHun

UTto kacaeTcs annapaTHoro obGecneuveHusi, 6ydep ynpaBnsieTcs B HanpaBneHun BBoda W
BbiBoga. MexaHnam o6paboTku nokasaH HUXe.
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HACTPOVIKA MMU
Packets enter the Packets enter the ocutput
S Allocate buffer to packets [P process b

v 4 L
waiﬂ the packe(; Obtain the output queue
incoming port an that packets will enter and

information of port information of port group

group where the where the outgoi s
incoming port is grrapo

buffer usage of curres
port is smaller
than the guaranteed buffer

Fhe buffer usage of curre
queue is smaller

it of current po

e shared buffer usage of curren

PorT is smaller than the shared buffer
limit of current port)

and (the shared buffer usage of

current port group is smaller than

the shared buffer limit of current

he shared buffer usage of curren
Queue is smaller than the shared
buffer limit of current queue)
and (the shared buffer usage of
current port group is smaller
the shared buffer limit of curgefit

port group)

Yes

h 4

Packets enter the
output
queue for queuing

v

Packet loss due to ingress Packets are output
4 Packet loss du? to egress from the switch and
congestion congestion buffer is released
PucyHok 3-3.

Bo Bpemsi ynpaBneHuss 6ydepom HanpaerieHve BBOAA YCTaHaBMMBAETCA HA MaKCUMarbHoe
3HayeHue, 4ToObI NPegoTBPaTUTL MOTEPHO NAKETOB B HAaNpaBneHn BBOAA M 06ecneynTb NoTepro
nakeToB B HanpaBfeHun BblBoAa. Taknm o6pa3oM, KOPPEKTMPOBKa HE OTKpbIBaeTCst Anst Oydepa
B HanpaeneHun Beoaa, a CLI obecneunBaeT KOppeKTUPOBKY Bydbepa TONbKO B HanpaeneHum
BbIBOAA, BKIMOYasi rapaHTUpoOBaHHbIN Bydep ovepeam n obwmn Oydep odepean. Hactpovika
Oydepa HacTpamBaeT rapaHTMpPOBaHHbIA nopor Gydepa u nopor obwero dydepa oyepenen,
4yTOObI BbIAENATE pasnMyHble pa3vepbl bydepa ans ouepenen.

FapaHTMpoBaHHbIN Gydep

MapaHTMpoBaHHbLIN Gydep Takke Ha3bIBAETCH 3KCKMIO3MBHbIM Oydepom. 3Ta yactb Gydepa
pacnpegendetca nNo Kaxgonm oudepegun. [apaHTupoBaHHbIM Oydep ovepean MOXeT
MCNonb30BaTbCA TOMbKO 3TOW o4vepedbto. 10 ymonuaHuMioo 4na Kaxaon oyepeauv BbloenseTcs
bUKCUPOBaHHbIN rapaHTUPOBaHHbIM Bydep. JTa 4acTb oyepean MNO3BONSET ITOM oyepeam
nepecbinaTtb NakeTbl C HOPMaribHOM CKOPOCTbIO NMMHUKN NPY CTaburbHOM MOTOKE.

CoBwmecTHbIN Oychep (Shared buffer)

B obuiem Bydepe rpynnbl NOPTOB OCTaBLLAACA YacTb NpeacTaBnaeT cobon obLunin COBMECTHbIN
Oydep nocne BblveTa rapaHTMpPOBaHHOIO Bydepa kaxaon ovepean. CoBMecTHbIN Bydep moxeT
NCMNonb30BaTbCsA BCEMU ovepeasmn. [NoporoBoe 3Ha4YeHNE COBMECTHbIX OYepeaen MOXeT ObiTb
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YCTAHOBIEHO [ANA KaXaow odepean. ITOT MOPOr OrpaHMyYMBaeT MakCuMarnbHbid 06beMm
COBMeCTHOro 6Oydepa, KOTOpbIM MOXET MCMonb3oBaTbCsA 3TOM oyepepto. Korga cymma
CcoBMeCTHOro bydepa, HaCTPOEHHas ANs KaXKAoW ovYepeam B rpynne NnopToB, NPEBbILAET 06LLYyH0
COBMECTHYIO oyepeab rpynnbl NOPTOB, MPUMEHAETCS MEXaHU3M 3anonHeHus Bydepa "nepBbim
npuwen — nepsbiM 06CnyxeH".

3.3.4. HacTpouka moHuTOopuHra 6ycepa

MoHuTopuHr Gydhepa peanuayeT MOHUTOPMHI OObemMa WCMONb30BaHUA Kaxaow odepean u
COBMECTHbI Bydepa C uenbio obecnevyeHns NoaaepPXKKM AaHHbIX ANA ONTUMU3auMKM CeTU U
pa3ymHon koHurypaumm dydepa.

3.3.4.1. MpuHUMN paboTbl

MoHUTOpPUHI Gydbepa MCMONb3yeT PexuMm onpoca AONs PerynspHoro CyYUTbiBaHUs obbema
ncnonb3oBaHus bydepa kaxaon odepeam 1 cuTyaLun UCnonb3oBaHUA COBMeCTHoro bydepa u
OTOOpaxXeHnst cuUTyauum UCMonb3oBaHUA Oydepa Tekywiero obopyaoBaHUs B pexume
peanbHOro BpeMEeHM.

Mopor npeaynpexaeHnsa ucnonb3oBaHusa bydepa rpynnbl NOpPTOB
Korga vcnonb3oBaHune Bydhepa rpynnbl NOPTOB MpeBbIAeT 3TOT MOPOr, CUCTEMHbINA XypHar
Oyoet pacneyaTaH, YToObl HANOMHUTL NONb30BATESIO.

Mopor npeaynpexaeHns o6 ucnonb3oBaHun 6ydepa oyepeaun
Korga ucnonb3oBaHne Oydepa oyvepeam npeBbilaeT 3TOT MOPOr, CUCTEMHbIN XypHan oyaet
pacnevyaTaH, YTOObI HANOMHUTL MOMNb30BaTENNIO.

MHTepBan BbIGOPKN AaHHbLIX MOHUTOPUHra oydepa

BydepunsoBaHHble faHHble MOHUTOPUHIA OTOMpPatoTCS C onpeaeneHHbIM MHTePBarioM, KOTOpPbIN
MO>XHO HAacCTPOWUTb B COOTBETCTBUM C TpeboBaHUAMM Nonb3oBaTens.

3.3.5. HacTpomnka noacyeTta ovyepeau

MoacyeT oyepeden oTcnexmBaeT AaHHbIE O MEPECHISIKE U NoTepe NakeToB KaXaon ovepenm,
4yTOObI 0GecrneunTb MNOAAEPKKY AaHHbIX ASI ONTUMM3AUMM CETUM MU pPasyMHOWN KOHMUrypauum

Oydepa.
3.3.5.1. MpuHUMN paboTbl

Ouepeab nepexoauMT B pexuM onpoca ANst  PerynsipHoro CYUTbLIBAHUS  KONMYeCTBa
nepeagpecoBaHHbIX nakeToe/konuMyectsa  GawnToB n konunyecTea NOTEPSHHbIX
nakeToB/konuyecTBa GanWTOB Kaxgow ovyepean, a 3aTeM Ucronb3yeT AaHHble ANs pacdeTa
Ka)xgoro Buaa CTaTUCTUKU ovepeam.

OnoBelleHne o0 NoTepe NakeToB B oyepeau

YCTPOMCTBO aHanuManpyeT CTaTUCTUKYy MO OTOPOLUEHHbIM nNakeTam, 4Tobbl onpeaenuTb,
NPOMCXOAMT NN NoTeps NakeToB B odepeaun. [ocrne noTepu naketoB B O4epean YCTPOWCTBO
oToOpaxaeT npegynpexaeHne o rnoTepe nakeToB B COOTBETCTBUM C  KOHdUrypaumem
npenynpexaeHns o notepe nNakeToB..

YacToTa onoBelueHuUs o noTepe NaketToB B o4yepeaun

Tonbko N npegynpexaeHuii o notepe NakeToB MOryT 0TOOpaxaTbCs B TEUEHNE OnpeaeneHHoro
nepvoga T. Bbl moxeTte HacTpouTb nepuog (T) u konuyectso npegynpexaeHuni (N), 4Tobbl
HacTpouTb oToBpakeHne npegynpexaeHnii o NoTepe NakeTos.
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HACTPOWKA MMU W
3.4. KoHdmrypaums
KoHdwurypauma | OnucaHue v KomaHAaa
Hactporika (OnumoHanbHo) OH ucnonb3yeTcst AN HacTponkm Gydepa
bydepa
mmu gueue-guarantee HacTtpaunBaeT rapaHTMpoBaHHbIN Bydep
mexoasiuen ovepeam
mmu queue-threshold HacTtpauBaeTt obLwmn Oydep
nexoasiuen ovepeam
mmu pg-guarantee HactpauBaet rapaHTUPOBaHHbIN
BxoaHowm bydep PG
mmu ingress-threshold HacTtpauBaeTt obLwmn Oydep
Bxogsduwlero PG
mmu headroom-threshold HacTtpauBaet pasmep 6ydepa 3anaca
Ha ocHose PG
mmu pg-headroom HacTtpauBaeTt pa3smep bydepa
rnobansHOro 3anaca
HacTtponka (OnuuoHankbHo) Mcnonb3yeTtcsa onst HacTporikm Bydepa
MOHUTOpPVHra
Bydepa mmu usage-warn-limit HacTpanBaeT moporoBoe 3HauveHue
p p
onoseLleHns ncnorb3oBaHnsa Bydepa
mmu sample-period HactpanBaetr  wuHTepBan  BbliGOpKK
AaHHbIX MOHUTOPWHra Bydepa
Hactporika mmu cut-through HacrtpaunBaet peXum nepegaun
pexuma cut-through
Hactpoika mmu gueue-loss-warn | HactpanBaeT onoselleHne O noTepe
npegynpexaenus o | {unicast| multicast} nakeToB B odepeau
noTepe NakeTos
mmu gueue-loss-warn | HactpanBaeTt 4yacToTy
frequency npeaynpexaeHun o notepe NakeTos

3.4.1. HacTpowuka 6ycepa

3.4.1.1. 3bdeKT KoHduUrypaumm

e Hactponte

rapaHTMPOBAHHbIN

Bydep,

Mcnonb30BaThb TOMbKO 3Ty YacTb Bydepa.

YTOObI

oyepeab Morna COBMECTHO

(@ arecy
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e HacTtponte coBMecTHbin Oydep, 4TOObI KOHTPONMpPOBaTb OOBLEM WCMONb30BaAHUSA
o6uiero 6ydepa ovepeaun.

3.4.1.2. NMpumeyvaHun

KoHdurypaumsa nHrepderica MoxeT ObiTb BbINOMHEHA TONbKO Ha (OU3NYECKOM NOPTY.

3.4.1.3. lWarn HacTponku

Hactpouka rapaHTupoBaHHOro 6ycepa ncxogsueun ovyepeau
e  OnuuoHanbHo.

o B pexume koHUrypaumm nHtepenca ncnonb3ymte KomaHgy mmu gqueue-guarantee,
4YTOObI HACTPOUTL rapaHTUPOBaHHbIM Bydep ANda Kaxgon odepean n ybeamTbCs, YTo
OnanasoH KoHdurypauumn dydepa 3aBUCUT OT NPOSYKTa.

e Vcnonbaynte komaHabl no unm default, 4Tobbl BOCCTaHOBUTL 3HayYeHne Bydepa no
YMOMYaHMIo.

KomaHga mmu queue-guarantee output { unicast | multicast } [queue-id1 [queue-
id2 [queue-idN] ] set value

Onucanue output: BeINONHAET yrnpasneHue bygepom B ncxogsiien odepeau.

fnapameTpos unicast: BbIMONHSET ynpaBneHne Oydepom B WCXomsllen ouepeam

O4HOaApecHOM nepenayn.

multicast: BbINOMHSAET ynpasneHue Oydepom B umcxogsilen odepeau
MHOroaZipeCHOM pPaccCbISIKu.

gqueue-id: naeHTndmkaTop odepean B ananasoHe ot 1 go 8.

value: KOnM4ecTBO rapaHTUpoBaHHbIX OydepoB, B sYelikax; AvanasoH
3aBUCUT OT NpoayKTa

Mo ymonuyaHuuio | o ymMonuYaHuio ANs Kaxgon odepean BblaendeTcs (OUKCUMpPOBaAHHOE
KONMYECTBO rapaHTUpPOBaHHbIX OydepoB. KoHkpeTHas KoHdurypauus
3aBMCUT OT NPOAYyKTa

Pexnm komang | Pexxum KoHdurypaumnm nHtepdenca

PykoBogcteo no | OdhdeKTMBHOCTL 3TOW KOMaHAbl 3aBUCUT OT NPoAyKTa
NCNOSb30BaHMIO

Hactpoika coBmecTHOro oydepa ncxoasiien oyepeam
e OnuuoHanbHo.

e Vcnonbaynte komaHabl o unm default, ytobbl BoccTaHOBUTL 3Ha4YeHne Bydepa no
YMOJYaHuIo.

KomaHga mmu queue-threshold output { unicast | multicast } [queue-idl [queue-
id2 [queue-idN] ] set thr%

Onucanne output: BbINOMHSET ynpaBneHue 6ycepom B UCXOAsLLEN ovepeau.
napameTpoB

141

@ §) QTECH

MWP [OOCTYNHEE



PykoBoacTeo no Hactponke cepus QSW-7600

unicast: BbINOMHAET ynpaBreHne OydepoMm B UCXOOALEN oOyepean
OAHOaApPECHOW PACChLISIKU.

multicast: BbinonHseT ynpaeBneHve OydepoM B UCXoAsLen odepeam
MHOroaZpeCcHOM PacChbISKu.

queue-id: naeHTUMKaTOp OYepeau, B amanasoHe ot 1 go 8.
thr%: npoueHT, B AManasoH ot 1 go 100

Mo ymonuaHuio | Mo ymMonyaHuIO Kaxgon odepegu HasHadaeTcsa MOpPOroBoe 3HadeHue
NCnonb30BaHNsi COBMEeCTHoro Bydepa. OTOT nopor npeactaenseT cobou
npoueHT. MeTog pacdeTa MakcMmanbHO JOCTYMNHOrO COBMECTHOro Bydepa
Ons odepeaun cnegyloLwmi:

MakcnmanbHO [OCTYMHbIA COBMECTHbIM Bydep ana odepeam = obuee
KONM4ecTBO COBMECTHbIX BydhepoB rpynmnbl MOPTOB * NOPOroBoe 3Ha4YeHVE B
npoLeHTax

3HauveHue no YMOJN4YaHNKO 3aBUCUT OT NpoAYyKTa

Pexum komaHg | Pexuvm koHurypaumm nHtepdenca

PykoBoacTeo no | AeKTMBHOCTb 3TON KOMaHAbl 3aBMCUT OT NPOAYKTa
NCNOmnb30BaHUIO

Hactpowka BxogHoro rapaHtumHoro 6ycgepa PG
e OnuuoHanbHo.
o Vcnonbaynte komaHgbl no unm default, 4Tobbl BOCCTaHOBUTL 3HayYeHne Bydepa no

YMOSYaHuIo.
KomaHga mmu pg-guarantee pg { priority -id1 [priority-id2 [priority -idN] } set value
Onuncanne priority -idN: Homep Bxoasuwen PG.
napameTpoB

value: rapaHTMpOBaHHOE 3Ha4YeHne KoHurypaumm dydepa

Mo ymonyaHuto | 3HaYyeHre Mo yMOMYaHWUKo 3aBUCUT OT NpoayKTa

Pexnm komaHg | Pexum koHdurypaumm nHtepdenca

PykoBogctBo no | OdhdheKTMBHOCTL 3TOM KOMaHAbl 3aBMCUT OT NPOAyKTa
NCNOSb30BaHMIO

Hactpowka coBmecTHOro oycepa Bxoaswero PG
e  OnuuoHanbHo.

e Wcnonb3ynte komaHabl No unu default, 4yToGbl BOCCTAaHOBUTL 3Ha4YeHne Gydepa no
YMOYaHuIo.
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KomaHga mmu ingress-threshold pg [pg-id0 [pg-id1 [pg-id N] ] set thr%
Onucanwne pg-idN: ngeHTUdMKaTOp NPUOPUTETHOM rPYMMbI.
napameTpoB

th%: obwun coBmecTHbIN Bydep X NMOPOroBoe 3HavyeHWe B MpoLeHTax =
MaKcMMarnbHO AOCTYNHbIN Bydep ans ovepean

Mo ymonyaHuo

3HauveHue no yMOn4aH1K 3aBUCUT OT NpOoAYKTa

Pexum komaHg,

Pexum koHdurypaumm nHtepderica

PykoBoacTteo no
NCMNonb30BaHNIO

1. OddeKkTMBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoayKTa.

2. KoHdurypaumss BcTynaet B Ccuny, TOMbKO €Cnv  ynpaereHue
noTokoMm/ynpaBneHne MOTOKOM Ha ocHoBe npuopuTteta (PFC) He
BKITHOYEHO.

3. 3HauyeHWe, HacTpoeHHOe nonb3oBaTerneMm, oTobpaxaeTca npu
BbIMONIHEHNM KOMaHObl Show run, aaxe ecnu 3HavyeHne, HacTPOEeHHoe
nonb3oBaTenem, ABMNAeTCA 3Ha4YeHNEM MO YMONYaHUIO

Hactpouka 3anaca BxogHoro 6ydepa PG
e  OnuuoHanbHo.

e Vcnonbaynte komaHgbl no unm default, 4Tobbl BOCCTAHOBUTL 3HayYeHne Bydepa no

YMOSYaHuIo.

KomaHga mmu headroom-threshold pg [pg-idO [pg-idl [pg-id N] ] set value
Onucanne pg-idN: ngeHTUnKaTop NPUOPUTETHOM rPYMNbI.

napameTpoB

value: noporoeoe 3HavyeHne 3anaca, NamMepAaeTcA B sYemnkax

Mo ymonyaHuio

3HayeHune No yMonyaHuio 3aBUCUT OT NPOAYKTa

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
MCNONb30BaHMIO

1. OddeKkTMBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoaykKTa.

2. 3HauyeHMe, HaCTpPOEHHOEe nonb3oBaTenieMm, oOToOpaxaetrca npu
BbIMOMHEHNM KOMaHAbl Show run, gaxe ecnu 3Ha4YeHue, HaCTPOEHHOoe
nonb3oBaTenem, SABMsAeTCst 3HAYEHNEM MO YMOJTHAHMIO

Hactpoika nopora ynpaBneHusi NOTOKOM
e OnuuoHanbHo.

e Vcnonbaynte komaHabl o unm default, ytobbl BocCcTaHOBUTL 3HaYeHne Bydepa no

YMOJYaHuIo.

KomaHga mmu xoff-threshold pg [pg-idO [pg-id1 [pg-id N] ] set thr%
Onuncanne pg-idN: nageHTUrKaTop NPUOPUTETHOM rPYMNbI.
napameTpoB
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value: noporoeoe 3Ha4YeHne 3anaca, n3aMmepAaeTcAd B AYenkax

Mo ymonyaHuio

3HauyeHue no YMOJN4YaHNKO 3aBUCUT OT NpPOAYKTa

Pexxum komaHg,

Pexum koHdurypaunm nHrtepderica

PykoBoacTteo rno
NCNONb30BaHNIO

1. OddeKkTMBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoayKTa.

2. KOHd)I/IpraLI,I/Iﬂ BCTynaeT B CuUiy, TOJNIbKO €Clii BKIMKOYEeHO ynpaBrieHune

notokom/PFC.

3. Ecnu ynpaesnenune notokom/PFC He BkntodeHo, nopor obuiero 6ydepa

PG cooTBeTcTBYET 3HayeHuo ingress-threshold.
4. 3HayeHue, HaCTpPOeHHOe nornb3oBaTeneM, oTobpaxaeTcs

npu

BbIMNOSTHEHNN KOMaHAbl ShOw run, gaxe ecnu 3HayeHue, HaCTpOeHHOoe

nonb3oBaTesieM, ABNAEeTCA 3Ha4eHNeM no ymon4aHuo

HacTpoika nopora BocCTaHOBIIEHUS YNpaBfieHUSA MOTOKOM
o HeobGsazaTenbHbIN.
e Vcnonbaynte komaHgbl no unm default, 4Tobbl BOCCTaHOBUTL 3HayYeHne Bydepa no

YMOJYaHMIO.
KomaHga mmu xon-threshold-offset pg [pg-idO [pg-id1l [pg-id N] ] set value
Onucanne pg-idN: ngeHTUunKaTop NPUOPUTETHOM rPYMMbI.

napameTpoB

value: noporoeoe 3HavyeHne 3anaca, NamMepAaeTcA B sYemnkax

Mo ymonyaHuio

3HayeHWe No yMOnyaHuio 3aBUCUT OT NPOAYKTa

Pexum komaHg

Pexnm koHdurypaumm nHtepdenca

PykoBoacTteo no
1MCNONb30BaHNIO

1. OddeKkTMBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoaykKTa.

2. KoHdurypaumusa BctynaeT B CUny, TOMbKO €CIv BKIOYEHO ynpaBneHue

notokom/PFC.
3. 3HaueHue, HaCTpOeHHOe nonb3oBaTeniem, oOTobpaxaeTcs

npu

BbIMOMHEHNM KOMaHAbl Show run, gaxe ecnu 3Ha4YeHve, HacTPOEHHOe

nonb3oBaTesieM, ABNAeTcAa 3Ha4eHnem no ymosn4aHmo

HacTtpowka nopora rnmo6anbHoro 3anaca

e  OnuuoHanbHo.
e Vcnonbaynte komaHabl o unm default, 4tobbl BOoCcCTaHOBUTL 3HayeHne Oydepa no

YMOJYaHuIo.
KomaHga mmu pg-headroom set value

Onucaxve value: noporoBoe 3Ha4yeHue 3anaca, M3amMepseTca B S4enkax
napameTpoB
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Mo ymonyaHuo

3HauyeHue no YMON4YaHNKO 3aBUCUT OT NpPOAYKTa

Pexum komaHg,

Pexum koHdurypaunm nHtepderica

PykoBoacTtso no
NCNONb30BaHNIO

1. OddeKkTMBHOCTb 3TON KOMaHAbl 3aBUCUT OT NpoayKTa.

2. KOHd)I/IpraLI,I/Iﬂ BCTynaeT B CuUiy, TOJIbKO €Clli BKIMKOYEeHO ynpaBrieHune

notokom/PFC.
3. 3HayeHue, HacCTpoeHHoe nonb3oBaTenem, oTobpaxaeTcs

npu

BbINOSTHEHNN KOMaHAbl ShOw run, gaxe ecrnv 3HayeHue, HaCTpOEeHHOEe

nonb3oBaTesieM, ABNAEeTCA 3Ha4eHNeM no ymon4aHuo

3.4.1.4. MNpoBepka

Mcnonb3ynte komaHgy show running, 4tobbl NpoBepuTb, YCNELWHO N HacTpoeH MMU noa
COOTBETCTBYIOLLNM UHTEPENCOM.

3.4.2. HacTtpouka MmoHuTOpuUHra 6ycepa

3.4.2.1. AhdeKT KoHduUrypaumm

e HacTtponTe noporoBoe 3HayeHWe OMOBELLEHMSA UCMOonb3oBaHUA Bydepa ansa rpynnbl
nopToB. >KypHan npegynpexageHun dygeT pacneyaTaH, Korga ncnonb3osaHue bydepa
rpynnbl NOPTOB MPEBLICUT 3TO HACTPOEHHOE 3HAYEHME.

e HacTtponTe noporoBoe 3HayeHWe npeaynpexgarLwero curHana Wcnonb3oBaHUA
Oydepa ansa ouepean. MNpegynpexgaroLwnin curHan xxypHana 6yaeT pacneyaTaH, korga
ncnonb3oBaHue Bydepa ovepean NPeBbLICUT 3TO HACTPOEHHOE 3HAaYeHMe.

e Hactponte wmHTepBan BbIGOPKM AaHHLIX MOHUTOPUHra. HwkHWI cnon npousBoguT
BbIOOPKY 1 coobLuaeT faHHble B COOTBETCTBUM C HACTPOEHHBIM MHTEPBaroM.

3.4.2.2. NpumeyaHun

KoHdburypaums nHtepdenca MoxeT ObiTb BbINOSIHEHA TONBKO HA OU3NYECKOM MOPTY.

3.4.2.3. llarn HacTponku

Hactpoika nopora onoBelieHMsA 06 ucnonb3oBaHMmn bydepa rpynnbl NOPTOB
e  OnuyuoHarnkeHo.

e B pexume rmobanbHom koHMUrypaumm ncnonb3ynTe KomaHgy mmu usage-warn-limit,
4yTOObI HAaCTPOMTbL MOpOr npepynpexaeHns o6 ucnonb3oBaHuM Oydhepa Ansa rpynnbl

NnopTOB.
e Vcnonbaynte komaHabl o unm default, yTobbl BOoCcCTaHOBUTL 3HaYeHne Oydepa no
YMOJYaHuIo.
KomaHga mmu usage-warn-limit set value
OnucaHne value: npoueHT, B gManasoHe oT 1 go 100
napameTpoB
Mo ymonuyaHuio | 3HayeHne no ymonyaHuni paBHO 0, 4YTO YykasblBaeT HaA TO, 4TO
npeaynpexaeHne He coobliaeTcs
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Pexum komaHg | Pexxum rmobanbHon KoHdurypaumm

PyKOBOLI,CTBO no | Jta KOHd)I/IpraLI,I/IFI D,eI7ICTByeT Ana Bcex rpynn nopToB
MCnoJsib3oBaHuo

HacTpoiika nopora npegynpexaeHusa o6 ucnonb3oBaHuu 6ydepa ouepeamn

OnuuoHanbHo.

B pexume koHpurypuposaHus nHtepdenca komaHgy mmu usage-warn-limit { unicast
| multicast } [queue-idl [queue-id2 [queueidN] ] set value gnsa HacTponku nopora
npegynpexaeHus o6 ncnonb3oBaHun bydepa Ang Kaxagon odepean.

Ucnonbaynte komangbl no wnu default, 4TOoBGbI BOCCTAHOBWUTL HACTPOWKY MO
YMOJYaHMIO.

KomaHga mmu usage-warn-limit { unicast | multicast } [queue-idl [queue-id2

[queue-idN] ] set value

Onucanue unicast: BbINoONHAET ynpasneHne 6ydepoMm B ucxogdwen o4depeaum
napameTpoB 0OHOaApPEeCHON PacCbIfKn.

multicast: BbINOMAHAET ynpasneHue Oydepom B umcxogsilen odepeau
MHOroapeCcHON pacCbisiku.

queue-id: naeHTndmkaTop ovepean B agnanasoHe ot 1 go 8.
value: npoueHT, B gManasoHe oT 1 go 100

Mo ymonyaHuio | 3HayeHve no ymonyaHuio paBHo 0, 4YTO ykasblBAaeT Ha TO, YTO

npeaynpexaeHve He coobluaeTcs

Pexnm komang | Pexum KoHdurypaumm nHtepdenca

Hactpoika uHTepBana BbIGOPKU AAHHbIX MOHUTOPUHra

OnuyuoHanksHo.

B pexume rnobanbHon KOHdurypauum ucnosb3ynte komManHgy mmu sample-period
{ buffer-counter | queue-counter } value ans HacTponku NHTEpBana BbIbOPKN AaHHbIX
MOHUTOPVHra Ans Kaxaomn ovepeau.

Mcnonb3ynte komaHgbl no wnu default, 4To6GbI BOCCTAHOBWUTL HACTPOWKY MO
YMOJYaHuIo.

KomaHga mmu sample-period { buffer-counter | qgueue-counter } value

Onuncanne buffer-counter: konnyecTso 3aHATbIX Bydepos.

ntelprElluiiels queue-counter: KONMWYeCTBO OTMPABMEHHLIX W YAANeHHbIX 3anucen B
oyepean.

value: nHTepsan BbIGOPKM B CEKyHAAX

Mo ymonuaHuto | NHTepBan BbIGOPKM NO YMONYaHUIO COCTaBNSAET 5 cekyHa
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Pexum komaHg,

Pexwum rnobanbHon KoHUrypaumm

3.4.2.4. MNpoBepka

e Vicnonb3synTte komaHay show running, 4Tobbl NpoBEpPUTL, YCNELHO N HacTpoeH MMU
non COOTBETCTBYIOLLUMM UHTEP(ENCOM.

e Vcnonb3ynte kKomaHgy show queue-buffer, 4yTo6GbI nNPOBEPUTL YCMELUHOCTb
KOHcpurypaumu.

3.4.2.5. NMpumepbl KOHDUrypauum

Hactponka noporoBoro 3Ha4veHus npeaynpexaaroLwero CUrHana
ucnonb3oBaHusa bydepa Ha OCHOBE rpynnbl NOPTOB
Warn Ha kommyTaTOope HacTpoWTe MoporoBoe 3HayeHue aBapuMHOro curHana
HaCTPOMKK ncnonb3oBaHua bydepa gnga rpynnel nopTos Ha 80 %

QTECH# configure terminal
QTECH(config)# mmu usage-warn-limit set 80
QTECH(config)#

MpoBepka lMpoBepbTe, ycCnewHo 5nn CKOHUIypMpoBaH MOpor npeaynpexaeHns
ncnonb3oBaHusa bydepa

QTECH# show run

mmu usage-warn-limit set 80

ncxoasuien oye

HacTtpoiika npepgena npeaynpexaeHus ucnonb3oBaHUA 6Gydepa Ha ocHOBe

eaun

LLlarn HacTponku

HacTtponTe nopor npeaynpexaeHus ncnonb3osaHus dydepa kak 70 % B
oyepenax ogHoadpecHomn paccoiikm 6 n 8 nopta 1/1 Ha KomMMmyTaTOpe

QTECH# configure terminal
QTECH(config)# int tel/1
QTECH(config-if)##mmu usage-warn-limit unicast 6 8 set 70

lMpoBepka

MpoBepbTe, MNpaBWbHO JM  HACTPOEH MOPOr  NpeaynpexaeHus
ncrnonb3oBaHusa 6ydepa

QTECH#show queue-buffer interface gigabitEthernet 0/9

Dev/slot Port-group Total-shared(%) Guarantee-used(%) Share-used(%)
Available(%) Warn-limit(%)

1/- 1 74.527 0.0822 14.7615
85.1562 NA

Interface GigabitEthernet 0/9:
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| www.gtech.ru |

Type Queue Admin-shared(%) Total-used(%) Available(%) Warn-limit(%)
Peak-usage(%) Peak-time

Unicast 1 (default) 7.4836 0.0103 NA
7.5041 2015/7/14 20:7:14

Unicast 2  (default) 0.0000 7.4938 NA
0.0000 NA

Unicast 3 (default) 0.0000 7.4938 NA
0.0000 NA

Unicast 4 (default) 0.0000 7.4938 NA
0.0000 NA

Unicast 5 (default) 0.0000 7.4938 NA
0.0000 NA

Unicast 6  (default) 0.0000 7.4938 70%
0.0000 NA

Unicast 7  (default) 0.0000 7.4938 NA
0.0000 NA

Unicast 8 (default) 0.0000 7.4938 70%
0.0000 NA

Multicast 1 (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 2  (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 3  (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 4  (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 5  (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 6  (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 7  (default) 0.0000 7.4938 NA
0.0000 NA

Multicast 8 (default) 0.0000 7.4938 NA
0.0000 NA

Hactpoika uHTepBana BbIGOPKU AaHHbIX MOHUTOPUHra

Warn
HaCTPONKK

HacTtponTte uHTepBan BbIOOPKN OAHHbIX MOHUTOPWUHra B PEXMMe rrobanbHON

KOHpurypaumm

QTECH# configure terminal
QTECH(config)# mmu sample-period buffer-counter 8

QTECH(config)# mmu sample-period queue-counter 10
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Mpoeepka | MNMpoBepbTe, NPABUMLHO NN HACTPOEH UHTEPBA BbIGOPKM

QTECH# show run
mmu sample-period buffer-counter 8

mmu sample-period queue-counter 10

3.4.3. HacTpouka pexuma cut-through

3.4.3.1. AhdeKT KoHduUrypaumm

Bknitounte doyHkumio cut-through, 4tobbl yMEHbLUMTL 3a4epXKKY Nepechbifiki NakeToB..

3.4.3.2. NMpnmevaHusn

(DyHKLl,I/II'O NOoOKN4YeHnd cut-through MOXHO HaCTpPOUTb TOJIbKO Ha cbmamqecmx nopTtax.

3.4.3.3. lWarn HacTpounku

Hactpowka rapaHTunHoro 6ydepa

OnuuoHanbHo.

B pexunme koHurypaumm nHtepdenca sanyctute komangy mmu cut-through, 4tobsl
BKMOUNTE OyHKUMIO gocTyna cut-through Ha nHtepdelice.

Wcnoneb3ynte komaHvabl no wnu default, 4ToObl BOCCTAHOBUTL HACTPOMKY MO
YMOMYaHuio.

KomaHpa mmu cut-through

Mo ymonuanuio | Mo ymonyaHmio pexum cut-through otknroyeH

Pexnm komaHg | Pexum KoHdurypaumum nHtepdenca

PykoBogctBo no | OdhdeKTMBHOCTb 3TOM KOMaHAbl 3aBUCUT OT NPoAyKTa
NCNosb30BaHMIO

3.4.4. HacTpouKa npeaynpexneH1sa o notepe naketTos

3.4.4.1. 3bdeKT KoHduUrypaumm

BkntounTb/BhIKNIOUNTE rNobanbHOE NpegynpexaeHne o NoTepu nakeToB ovepeaen Ans
BCEX MHTEepP(eNCHbIX oYepenen.

BKNIOUNTL/BLIKNIOYNTL OMOBELLEHNE O MOTEPE MAKETOB B O4Yepeau Ha MHTepdence.
MpuopnTeT 3TON KOHUIypauun Beilwe, YeM y rnobanbHON KoHdurypauuu.

HacTtpoiiTe yacToTy curHanoB npenynpexneHuss o rnotepe MakeToB Tak, 4YTobbl B
nepvog T oToGpakanocb Tonbko N cMrHanoB TPEBOrM O NOTepPe NaKeToB.

3.4.4.2. NMpumeyaHun

OTYy YHKUMIO MOXHO HACTpPOUTb B pexume rrnobanbHOM KOHUrypaumm m B pexume
KOHpurypauumn nHtepdenca.
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3.4.4.3. lWarn HacTponku

Hactpoika onoBelleHMA O NoTepe NakeToB

OnuuoHarnbHo.

B pexume rnobanbHOM KOHdUrypauum unm koHdpurypaumm mHTepdpernica sanyctute
KomaHgy mmu queue-loss-warn {unicast | multicast} [gid1 [qid2 [qidN] ] ] {on | off}
AN BKNIOYEHNA/OTKAOYEHUA DYHKLUKM ONOBELLIEHMST O MOTEPEe NakeToB B odepesX.

Ncnonb3ynte komanabl no wnm default, 4TobGbl BOCCTAaHOBUTL KOHMrypauuio no
ymMon4yaHuio. OYyHKUNA ONoBELLEHUS O NOTEPE NaKeTOB MO YMOMYaHUIO OTKITHOYEHa.

KomaHga [no] mmu queue-loss-warn {unicast | multicast } [gid1 [gid2 [qidN] ] ] {on
| off}

Onucaxue unicast: ykasbiBaeT Ha O4HOaAPECHYI0 oYepeb.

napameTpoB

multicast: ykasblBaeT ovyepeab MHOroaapeCcHON pacChIfKu.
gid: ykasblBaeT naeHtudmkaTop odepean.

oN: BKIIKOYAET CMrHanM3aumio 0 NoTepe nakeToBs.

off: oTkno4YaeT onoBeLleHre 0 NOTepPe NAKETOB

Mo yMosn4yaHuo (DyHKLI,I/IFI onoeeLlleHnA O noTepe nakeToB No yMOosn4aHUIo OTKIOYeHa

Pexum komang | Pexxnm rmobanbHOn KOHUrypaumm n pexmm KoHdurypaumm nHtepdenca

PykoBogcteo no | OdhdhekTBHbIN cnocob aTon KoMaHabl 3aBUCKT OT NPOAYKTa
NCNOSb30BaHMIO

HacTpoiika YacToTbl OnoBeLieHUs 0 NoTepe NakeToB

OnuyuoHanbHo.

B pexume rnobanbHon koHdwUrypaumm sanyctute KomaHgy mmu gueue-loss-warn
frequency cycle valuel times value2, 4yToGbl HAaCTPOUTb 4YacTOTYy OMOBELLEHUS O
noTtepe NakeTos.

Mcnonb3aynte komaHgbl no wnu default gna BoccTtaHoBneHUs KoHdurypauum no
YMOSYaHMIo.

KomaHga [no] mmu queue-loss-warn frequency cycle valuel times value2
Onuncanne valuel: ykasbiBaeT nepuoa oTobpaxeHns TpeBorv NoTepu NakeTos..
napameTpoB

value2: ykasblBaeT KONMMYECTBO aBapUiiHbIX CUMrHANoB O MoTepe NakeToB,
KOTOpblE MOryT OTOGpaXxaTbCs 3a Nnepunos

Mo ymonuanuto | Mo ymonyaHuio B TeyeHne 60 cekyHa MoxeT oTobpaxatbca go 30

npeaynpexaeHnii o notepe NakeToB

Pexum komaHg | Pexxuvm rmobanbHon koHdurypaumm
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HACTPOWKA MMU

MCrnoJsib3oBaHuO

PykoBoacteo no | OhdeKTMBHOCTb 3TOW KOMaHAbl 3aBUCUT OT NPOAyKTa

3.5. MOHUTOPUHr

3.5.1. Ounctka

NMPUMEYAHUE: BbinonHeHne komMaHabl clear Bo Bpemsi paboTbl 0OOpyaoBaHWs MOXET
NpUBECTUN K NpepbIBaHN0 06CNYXMBaHWS U3-3a NOTEPU BaXKHOW MHAPOPMaLIUN.

OnucaHue

KomaHpa

OunilaeT 3HayeHne cyeTymnka odepean

clear queue-counter

Ounilaetr MCTOpUYECKOE MUKOBOE  3HA4YeHue
Oydepa ncxoasdien ovepem

clear mmu queue-buffer peaked

Ounwaetr wuctopuyeckoe MNUKOBOE  3HAYEHUe
BxogHoro bydepa PG

clear mmu pg-buffer peaked

OumwaeT KoNMYeCcTBO pas, Korga 3aHATbin Oydep
npesblLLaeT Nopor NpeaynpexXaeHns

clear mmu usage-warn-count

3.5.2. OTobOpaxeHune

OnucaHue

KomaHga

OtobpaxaeT wuHpopmaumio 06 MCnonbL3oBaHUK
Oydepa nHtepderica naHenn

show queue-buffer interface

OTtobpaxkaeT wHdOpMaUMIo cYeTYMKa ovepeau
MHTepdenca naHenu

show queue-counter interface

OtobpaxaeT wuHpopmaumio 06 MCnonbL3oBaHUK
Oydepa BxogHoro PG

show pg-buffer interface
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O6was nHdopmauus | wwwtechru |
4. ObLUAA UHOOPMALIUA

4.1. NapaHTUA n cepBUC

Mpouenypa n HeobxoanMble OENCTBUSA MO BONpOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMNopgaepxka» —> « apaHTUNHOE 0BCNYKMBAHNE ».

O3HakoMnUTbCS C MHCpOpMaLMen No Bomnpocam TecTupoBaHus 060pyaoBaHMSA MOXHO Ha canTe
QTECH B pasgene «[logaoepxka» —> «B3atb o6opyaoBaHue Ha TECT».

Bbl MoXxeTe HanucaTtb HanpAaAmMyto B CJ'Iy)K6y cepsuca no SJ'IeKTpOHHOI;I noyTte sc@gtech.ru.

4.2. TexHn4yeckas nogaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpocax, Kacawwmxcsi Hawero obopyaoBaHusi, TO
MOXKETe BOCMONb30BaTbCA pa3ferioMm TeXHMYeckon noaaepXku nonb3oBaTenenn QTECH Ha
Hawwem cante www.qgtech.ru/support/.

TenedoH TexHnuyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn ocuc +7 (495) 477-81-18

4.3. AneKTpoHHas Bepcusa AOKyMeHTa
Hata nybnukauuun 22.04.2025

https://files.qtech.ru/upload/switchers/QSW-7600/QSW-7600_ACL_QoS_config_guide.pdf
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