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1 OMistes2C O SNMP W
11 dvvut [ sSSNDMP
1.1.[BL St6

) esflss?  f toisGasdjsdd CINMMPl ' lsQdz fMis OdzH Otsls s ds REGIESD o dzj dzd W
o OockMmls] 108MMESHO] | otjdv¥, {smMisd Ck &dscdj {
SNMP, SNMP % OCIlsdyj mMSd MsOdz MlsOdm Otelstsds bk te@o dzj ded ™ )]

Cchtstes? oL OddBsMewL Oagdzr And s fHtgO o teddL 8BNMP, R i S kzj o &2
OHBJ dzgd MistcOlststc Bsy jIs toj OdzdL s9 Ols! thdeseodz j WEkdzeS ydd

fMjlkjor R EkLd&OR, CodidecktOyd®” Mmjlsd, tBdOtkyjdd,]
fesfkmCds? Mishsedshisd, O OGSy dsddsstedds J k§t
1§ tcfm §NMP

] dOflsswh jj otejdw §SHHJELYdoBNMBMY fdzj Hizes hdj ojtefmd.
T SNMPvl: f jtee O ts¥ dydSNIP,dzOW Y te jj HofndRFCRUEOY o
T SNMPV2C:Gcrn dlIsj CIsztc© [IBHMPERs drpQizdwdomiztmiaity, S§ tcj HJ dzj dzdzO
9 RFC1901.
1 SNMPv3: SNMPv3 sBJ M judoOj MWizgzR e 6fd BJj L OMdesMmis
dgHjdelsdW¥W S Oydd d hdWtseo OdzgdW HOdedz = .
1. [BiMmMfjyjdedj btets, yYlstsBr HOdzdzr | daj B" dzd f§ tsSHHj dzO0
2. [BifMfjuddedd HiteiHOYd HOdzdzr = dL dzjcOdz dz" = dMmlstsyd
3. zdWtetso Odzadj] fOCjlstseo d B iMfjyjddj StsdeW dHj deyd Odz' d

1111 g€ s d MlsOdzn OtglsT
1 RFC1157.) tsfiss? fosksStd itcOodj ddw fjls!'s ( SNMP

1T RFC1901.J e jHjdzedj ©® SNMPv2 dz20 .sfmqdesej MmMtstseh j Mise O
1 RFC2578.4lstclzClskztc® dde% stedsOydd EftcOodzj dedw, o tefpdw
T RFC2579.v j Cfplstseor j MmMtsec dzOh j dgdWw Hdzv SMI v 2

T RFC341l.¢terndlsj SlsztcO Wz dbEdmMBPudzCIskztc z§ cOo dzj dzd W

Management Protocol (SNMP).

f RFC3412. (B OB&ICO d GkfwOoCO fMoseh jdd?2 HA& §sh
fjls’ & (.SNMP)

f RFC3413.) o dztsy j dzdv fesmisses fockbsScdko. Mjkjosct |

1 RFC3414.f t5H j dz B j L SAEG Miedydgtsalj ftsd L tso0lsjdj2 (USM
fesmssets (sl sdO ftcOsdjddy fjlks's (SNMPv3)

1 RFC3415. [ SH jdz EftOodzj dedw H ts\idwi{ (VEADS MYZO H e dztyf stgjts ) Is
feslssCsdz0 kftOodj ddy fMjlk:s (SNMP)

1 RFC3416.] jtefdw 2 ftsksCsd d & tfj 86w i O o fit sHj
fjls: & (.SNMP)

1 RFC 3417. s 6O dzm stelsdz' | MftsmisOodzj dzedw Hdv fteshiste
fjilk: s (.SNMP)

1 RFC 3418. 1 OL O EftO@odvwsh j2 dJdiitsttdOydd (Ml B) Hd
EftcOo dzj dzgdw fjls: & ( SNMP)

1 RFC3419.v j Cfilstso ' | Mise dzOM j dzd W HHodpiy Sote O dzfff stelsdz' 7 O
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1 OMlstes2 C O SNMP W

1.2.1 tod dztsy j ded W

1 tod dzsy J ded J {fdMmOdd J

VitcOodzidedi Jo' dujlsjorj kmses2fmlseO kftwOo dws
EMmistets2 Mlso O RISNMD® sfdse j SNMP

1210 0o dzj dzifg " dd skflstes? flso O BYMPzO sMdzse j
1.211. 4y j dzOted 2

IsL) &jds o SOy Mmise
Cdestosdzd olz j Is W

J fddiittd MmdjuHkzs " 4RY E@dMizdzsE MY ud
fsd3sh ! SNMRjlsjotsets d5j daj HY j 6O

t dimiz dzs ¢

Ad L st fjl§etsyids, Stttk d dj sBRsSHIBs kftcOs dvis! .
) s6 L bt MisOdyd™ k0o dzj dedw fjls: v .

1.21.2.{ OL 9 jtelsr 9 Odzd |

dlsOdzydw EZftcOodzj dzdw fyj s & fsHEC d&z¢ yojlsmw ¢ Ef§ftcOo dz
MsOdzydd EftOodzjdzdw Mmjls! ¥ ftsdz LsoOlsjdzd § sdzzyosr Is
EftcOo dzjMIBY v dd@ Mmjlsjorn Ekmlstes2Mmiso ORSNME ] f sezf @Y Is .
Mstseh j dzad v, OCIsd o daets slsf tcOo dzv j d3" § fMjlsj o o3 Efmiste
Bsdzd sstcddze © Milsjorn Ekfmstes?2 Mise .

13.AE2dSydd

1311 0L s j Cwdzyj flIst
SNMP8 « sts fteslstsSCtsdz fted S ZOH dese s b tcB/S.detf, MEMBSEB®: §d2 s
yomilsj 2:

T SNMP-d3j dzj HXYd t6 fjlsd

1 SNMP-OC j dzls

T MIB

{ M GBESSOL 00jls oL Odd&smawL ! &jyHE (RMMSHIs B0 | b ts 6
bftcOo dzj dedw fyjls! s .
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1 OMlstes2 C O SNMP W

B3anmocBasb

Hencrteue
‘_
AreHT
YBeaomMneH Mei >

[ dink d& <

SNMP-o3j dzj HY 4 &6 M Isd

vjljos? GSHMPRY jiss MdMmsj 30, SclksEOv EFfeOodvjls (
s dzsSNYPd 5OSC Y j dzONMS.e O Isfyw

SNMP-O ¢ j dzls

0cCj BNMP (HOM) jOCjdis) st fsceOBBds] 84 MYJ uj ddy,
EftcOodw j 3" &7 EfMlstets? flse OR). dadf jdz tstiseoty QUED 4sC &z O f tsjdezeud te ts o
Bsddlssted dzd © d NS O ofdzj jdefley 9 ¥ j sy jls OCIkdodzs tsisf
NMS.

MIB

MB& { Iss dde¥ sted3dOydtsdzdzOY BOL O EZftcOodzj dzdv o dtelslzOdz! dzt
EmMlstets?2 flseo O fMsH j oy Ols d30zts G 5 15 HAddiswL iEy @iz d . H jydiEssBY d y d
CsdeS toj Isdzr 2 B dzs € 1§ tcOo dzjStiddPy MIB) tefjiH ds dztf OB ji s tseH tcj o 59 (
djtOtendyj MSks MmMstckzSClkztclkz. vLd © Hjtjoj GBBL ZOYOH
dlstesC O ydWt dBsyjls dhmfsd LtsoOls! MW  HdzWw & dzdiSOD dz' dats =
EftcOodzj dedw Mmtej Hd M MBjtfotd jrH MitsiPoteltsdjfilpls oftse 52 dzOB Ste dH
Miljoern kMbtets2 Misse .

Oenctene
NMS >

B
YBegomMmneHuve
4l

<
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| Oflses2 ¢ O SNMP

| joint-iso-ccitt (3) |

| identified organization (3) |

dod (6)

| internet (1) (1.3.6.1) |

/

| directory (1) |  [mgmt (2)| | experimentel (3) | | private (4) | | security (5) | | srmpv (6) |
| mib-2(1)(1.36.1.21) | lenterprise s (1) (1.3.6.1.4.1)]
| system (1) | |interface (2)| | at(3) | | ip(4) | [icmp(5)| | tcp(6) | |udp (7) | | egp (7) |

{dMdaEtj osodHdzOY djwOBRJdUI NSOV MisekSisk

132.5df" ©fjOyd?

{ftejnjdjdts "jMmis! bdft)de]duwdnyBoy®y dsda@n Hdlstsd dzo

ts ) dzESNWIP:

1 Getrequest NMSdL odzj SOjIs tsHdzts ddzd dzj MCtsdz €58 L dzOyd dzgd

1 Get-next-request: NMS dL o dzj COjIs L dzOyj dzd f OtcOd3] Istc ©
dzj MSsdz Sdd3d § O ORI stcORB Bls Ocj dzls O.

1 Getbuk: NMSdL odzj § O ls L dzOyj dzd?2 fOttOd3j stetso  d1L
Set-request: NMS s OdzOo dzd o Oj Is tsHdes ddzd dzj MS Bdzd € ts

=

1 Getresponse: @5 j dzls oBLotOh Ojls Hdets ddzd dzj MEBdz €t
Cosltster | ftol HMisOQoadzwe s M2 fjttOydd d Jslksojls

0OG j dzlsMB. o

 Trap: G5 j dals OSCIsdodzts ®lsf teOo dzv jIs )ts NMS jsdzdsits d3, Y lsudssts

fesdmMisHdls.

1 jtor j yjibrtj f OC] KMMS-O=lldisds & Iffivindzj Hdzdj Ho O 1 OF j

Ocj dzMSdfl 1 R{ [ v &) SNMPvL  dzj Y SHH ] 6 d o Ogt-bulkiptf ¢ fptOdias ¥
sfdmre0jlb sfjttoOydd.
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{ECsotsHMmisets 5 dzOMEEE2S |

1 Ofstets2C O SNMP

fd tedw

QSW

Mpouecc ynpasneHusa SNMP

get-request

Mpouecc areHTa SNMP

.l UDP-nopt 161

get-response

o
-

get-next-request

»¢ UDP-noprt 161

get-response

”l
l

set-request » UDP-nopr 161
< get-response
UDP-nopt 162 o4 trap
t dMeassdyf’ §OC jlsses SNMP
sted S§jtOydd, OMYBEEOEdEds), d Sfjtoydd ko jlko

UDP-f stelsj [ G IcOpg,w o' ff s@zlzy Qaizj dals s, WOR-tzts 46 gzO 1 Gz@ .

133. [ BL 516

[MtB j dzdets [ § d MOdzd j

I Mmdetsa dz" | |[¢G6Jj dzs SNMP dzOMmlsteOdo O Ismw dzO MmJlsj o

WlzdzC ydd S ssmdzseoder « WkdzCyd2, bOSdms S0O0¢ L Of tet
CsdW dezigPigsdy 5B dzOtelzy j dadj daj M O
J B sfisd

SNMPv1l d SNMPvli d SNMPv2C dfmitsd Lksls Otq

SNMPv2C ts ) dztsapmunity, 9Cdzg yow dosvw Ol jc@sdty q9
HsfMiskz

SNMPv3 SNMPv3 fjteijftejHjdvjls Ottrndlsj Slskztek
WEdzC ydd BjLBH OMdesiisd, 9 Cdzs yow (sts
fsdz LsoaOlsjdzj?2 d dBsH | bzkz{ tedf tc GO djisdy]f
dbterdlsj SlsEtc® SNMPv3 ZJ o Cdzg yoOjls
SNMPv2C

1.34. [ dats o dz" §

1.341.) oddzydtf tOB®iS’

t OB tsyd?

lLOddsHj2Mise dj

sy i

GNBIP f & tiels 5 B ezl sls o j Is dz' oy

WEdS ydd SNMP

f OCJ IsOddf Mifgddz SNMS O € Is d B Hzif tc © 9 @ jj dBl®OW tc [ofif" dzé Ger¥equest,

Get-next-request, Get-bulk d Set-request. p ¢ j dzls sz yO,j Is

otsL 9 tcOGaDrpdponse. R dzSeEl®O @Glgd o dzts tsis ff to O ardpvf] Idn s B Mdgdded |

LOftesfmr
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L OMls 6 SAMPO S [ wwwgtech.ru_|

Inform @ NMS. NMS dzj dzkz ) dzts tsls e j Y Ols trap,dzOdztd tsdz jB t8 B Aias(Hj  di3ts o | to dzlz
slkolpflem. | fteskdodsdd MkzzyOj Ocj dzs ¢ slefsmstcdzs SIS teOo C

1342.d9 VL OdzdzOVY CtsdzW JeztceOydw
CWOdzdte®ojOd dzd SIsC dzt y SR OcG J dzls O
1 5 [k d3ts dzy O dzd sSNMPzodg€Cdz duyd dz0O .
s s 3O dzea @mp-serverd M sdz' L zj Isfw Hdzv sINMEzE yj degdv OG j dzls O
s s 30 dze éhable servicesnmp-agentd mMf sdz! L zjIsmw Hd&VW {ftow Bsects siIsC dzv
SNMP.
1 OMstes?2C O tsmdztso dz SNMPOtc O3] Istets 9
15 Ed@iscdzyOdeds ddaW sted3Oydvw 5 tejydd3y S tsdzlsOC s B jfgdsiigs j o3r
Ldzj d3gd dzlsj EMNEXGSRINGI®. (vjted2 dzf 2 dis@FR6 Of s dyO® thofiyDdia] dz(
Hdzd dzO0 f OC j IsO 1Ol Sz7dfs dey@RdEG, © dH j P Wsd & @stedn Ofdastg Is @ d
fydzkz y BNMP 8 161.
s s &3O dam@p-server contact M sdz' L 2 Ismw Hdv dOddf's s Y ds i dedzs dz
tejdBO CtsdalsOCIs0O.
s ts 3O dzHs@mp-server location dMmf sdz L 2] Isfmw H dzw dZOMmlstets?2 €
B4 Mistsy sdztsy j dzd W M Mmlsj B .
s 5 B3O dgAn@-server chassis-idd M sdz' L 2j Isfmw Hd&v dOmMlstes2¢d Mmjted 2 «
dozd otMmMmisOdztse dzj ded W L dzOyJ dedw (65 bk d@sdzyOdsds .
s ts dzC@@NmMp-server packetsize M sdz! L 2] Ismw H dzw dZOMmMlstets2 ¢ d dBOC
fOCi O O jdlsO dqdzd otsMmMmisOdetse dzj degdWw L dzOyd dedw (5 Lk Bts
s 5 &3O dgaMp-server net-id d M sdz L 2§ Ismw Hdzv dz2OMstes?2Cd ddzd EHC
Mdlsjotsds { dzj o3j delsy EZMmMistets?2 Mise O.
s s 30O dgAn@p-server udp-port d M sdz L zjlsmMw Hdzw EMilsOdiDPY tclf @) dzls d
mMdzzy 8NMP  dzd o tsmMmisOdztso dzj ded v L dzOyj dzdv 5 EZdssdzyOdaed s .
1 OMstes2C O OHENMRO EL dzO
1 58 EZd3tsdzy © BYMP d2js friflsO M iIs te 5§ dz.
s s 3O dgamp-server host MY sdz! L zj Isw HdzWw dzOfNMSs 2 (a0 @Hstds|tsfite®
Ocjdzls OCIsdodets SlsftcOQodzw jIs fMtstseh jdzdw, d EZENMPdzv 1 EH Odz
mMetseh jddwva, GkfttOodvwj B » dO nBMBSNMHI,BGﬂzt@dCBdtg@B hf dtc2d
f stels, gisw Oklkjdsd¥decoydd ddzd ftd Lo Ol dz . ClsO
snmp-server enabletrapsH dz%v OCIsd o dzs? sls{ tdr@poNNIS. MstsB " j dad 2
VLIMsOdzso C O f Otc O3] Istdtap Mtstse h j dad W
15 Zdii3sdzaMBRSE] ttOLtejh j dzats OF Is drapdss Ssid {] tal@fépozvols &z dzC y o v
silstf tcOolLthk{ Trap-mMtstse M j dad W dzO ddzls j oW j 2 MmJ o Cdz¢ ygJ dz0O,
trap-ssefydets fjtejL OctelzL € Mmdtmsf)is s tsjsdedizr ydefdzO dzj B Is
yomlsdzetsy ¢ tsdzj .
18 kEdtsdzyOds ¥ ® GC0OyJjfMmlsoej d i~ SHREBKE 5] O H dedzlin Ote Wdj i} finodz
Coslstster 2 tlsftcOo dBNMEEMWY f OC jIsT
It kEdtsdzyOds ® Hdzfitz@ B Sjudedc Bl @pdzv j s s jltBg OdD fsdf tcOo €
Mstse h j dediyts fiflsr GaopdzVj jCldz. dBHO0
s s 3O dgangp-server enabletraps d Mt sdz! L zjIlsmw Hdzvw o Cdzt yj dzdw d dzd
HdzZw OCIsdo desRstsis i jo GoNMIE.r a p
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1 OMlstes2 C O SNMP W

s s 3O demr@p trap link-status d MY sdz' L 2jIsfqw Hdzw oCdzt yidedfd ddzd s
slsf Qo ¢ d Mmunkdrapjded] wd dzlsj teW J 2 Md .

s 5 3O dani@p-server trap-source dMmMf sdz! LEzjlsMmw Hddzv ESCOLOdY dhmat
slsftcOoCd MstsBh jdzd?2 ddzd Hdzv oMMmisOdesoe dzj dzdwv L dzOy 4 dz
s 5 3O dzan@p-server queue-length dmMf sdz' L 2§ Ismw H dzw Cegpuzise §d |
MtssBh | dzdddzdt rHadpy o sMMisOdeso dzj degdwW L dzgOyd dedvw 5 E d@B3sdzyC
s s 3O dan@p-server trap-timeout d MY sdz! L 2] Ismw H dzw EmlsOdzso € d ddz
trap-Mtstseh jdzgdw ddzd Hdzw o sMMisOdese dzj dgdWw L dzOyJ dedv 5 E
sts B3O dzan@p-server trap-format private d My sdz/j smqw Hd&zv BEMsOdstso € d d dzd
ZdzC ydd ¢ jidafjodgdstpi® Ef Rap-ytstseh jdzedd fted jeBs tlsftcOoCj.
ts d3O dsmr@p-server system-shutdown d i sdz' L 2 j Isfpw  Hdzw o Cdzt yj dedv ¢
FdzC ydd wsfistf o Cdidifvj tdjrra®c ez €d MmdMmilsd d3r .

135, SNMPv 1l dPvZENM

SNMPv1 SNMPV2C dMmf sdz! L s Is Otrndlsj Cikztclz B LB OMdasMmisd
(community-based). OHBddd MistOIstste, Colstster 2 d3ts MBSO Goj ' dflstodzdzw Is
scteOded yj dz fzlsjd3s sftcd HYy dzj dedWw OHtE MO ~tsMIsO d dd3j dzd

13511 eddzydf OBl

SNMPvlI @NMPV2 tftcjHjdvels, dd&ijjls dzd OHMB]dd MistceOlstste 1 to
MIB, dmf sdzr L v dd&iv Oklsj dzlsdW d ¢ ONMSIH ts drjdgats  Griadse jif d@lsHORsd
dqazj dzj i3 OkzlsjdaelsdW¥W dSOydd, tstfitejHjdzjdeder &5 9 EMmlstets? Mise O
SNMPV2CH sB Q9 dz¥ j Is d3j = O dzget-luf3lk ¢ f gste Py dodi@ON Ols! B isdzjjj f SH
sdffssBh jHmB 2 s dde&E jzf tcOo dzw s h s OB Yz Gesbblzyd® . |
or fsdzdgy § sfpw  Hdzw fsdzzyj dzdw oMy dJdaWstedsOydd dL Is¢
Ctsdzd yj Mlso © H Odzdzr R LO 0oL, YlstsBr Zd3d dz' M  Is! s
t Ofmhiddedz” | oL d3tsy desflsd GESNMOERBBC dzt 3O s OMh dtoj dzd j
shdetS H&v tOL ddyd ddy IsISNEBRvl sh ds s6h e RO B BishisC
ssdz? ¢ts sHddz CSsH tshdBSd. vjitfjte! hdBSd By ds tLOL
Mdilsd dsclls M gdesdsotodsy WwOBtsYdy MisOdzyINMPVL § HHH ] 6
SNMPV2C, OGNMESH sdzy jdz ddsj Is! oL ddtsy desfls: o SNMiEG Wdd y d o ts
SNMPV2Cd oL oatcOf Ols! fOCjlsr Mlse jlsmisekzs hdr o jteind?2.

1.352.1 jL s OMmdzesmls
[Hdzs dsv Oklsjdsd¥dcoydd ddjjls MdzjHks hdj OlwdsllsT
1 uvtsd €t yb jztzRead-only): ftoj HsMIsQoa dzw jIs tOL " j dzd § dzO
f4tcj B3 MBHEZY OolststedL o Odzder = t©OBtYdn MisOdzyd?2 1
1 vlisj QY d(Read-write): ftoj HBMISOo dzj dzdj ©WOL Wy M jdzdw dzO
fjtoj Bj MBHEY OoltedL o Odzdzr 7 ©WOBEWIR MsOdyd2 Lk
1353 49V L OQdgdzO" CwdaW qekztcOydw

1 OMstes2C O dqd3j dz Oklsj dzZsdW¥WdSOydd d ftcOo HBMIsk
tOLtejnNjdedjy d2O© HEsMbskzy 6 kERsdyOdds HAvd bBigghk ¢ o &3] &
Yls g dzgd § .

s s &3O dan@p-server community d M sdz! L 2§ Ismw Hdzw dz2OMmistets?2 ¢ d ddzd
Oklsj dalsd W d ¢ OYdjddzdd” ta@ taijsmiskz{ .

ClsO CBOAZHO wWodzw jlsfqw  jtcoats?2 o Oy dats? € tsdASDINMA 52 da dzv ¢
sftcjHjdzvjls OltcdBlzlsr MMKh jofn € as e s de@MNAB] M j dz2 H s

==

=W
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1 OMistes2C O SNMP W
1.3.6. SNMPv3

SNMPV3 ff jtoj S tj Hj dzv j BNMO G D b 1§ jo laytOtg tis SNVP\EZS §NMPV2  ©
fd ls SNpEV3.

1.36.1.) tddzydtf tOBSIST

0 ¢ j NS  SNMP W o dzw 5 s fyw

H dzw
sO¢ Y J

9 dzlz Is tc j dazdzd 3

slsf 0o C d

H dzw

q

f sdzlz yJd ded v
i tcOo dzj dzd W
f tc PNMPy | de B IR ter |

Hefskf sd ¢

foj HisMIsOo dzv j ds' R SNIP.¢ Odzd L d3ts o3

SNMPV3v tsfftcj Hj dzw j Is,
dmf sdz L zw
f sdz' L ts9 KMSjHARVdZY | dz
EmMstes?2 Mise OnR

SNMPv3

5B dzOtclz ) j dad W
NMS dstsy j 5 MdzOyOdz0 slkiftds dls:
st jddj,
L tcOo dzj dzd NMSH[j YQiclkzj dzls 5 d5 H ts dzy dz'

slsyd Isdzts §

BEH J

Yylstser

dd&d 4 Is
oz
Bl Is!

EftcOo dzv Is

&d f tsd

OB tslsOE Is

s SNMPS s D 5P te & qIBIYRVE £ &3 | SAMEr
s Mmis 5wl -~ @dzdaengs®) SNMP d  § tod dztsGNMEzd 3§ ~ O dz§NMBJ MY tsadz! L Iz § Is W
st M j dad 2  dz¥ftsitg BBYF df.C O
k2 f SNMP tizhs giztigfols GB | § ¢
dmyf sdz L

f

L ©60ls j6E i MK tsOo

BjL s Ofdzsfls JSMEO wftedsmaj jdz' § B L LSt 00T
5OCdd 3 J, SNMBS tif tafj sid dz telpd@sis jt
Efstes? flso Odd .

st B 2 j SNMS 1 Istzz @ HzP dzls d % o Cde) Ittalzd @ aOLBNEP dzO
Eilstes? flso ORMS LSfEatoalzy j Is

d

1.36.2.1 jL s Ofdetsfls

SNMPV3

Etctso dzv

SftejHjdvjls d3jnOddL ds
BjLGY OMdasmisd. I
SNMPV2C d SNMPv3. SNMPv3

E f) sSBIMRVE) Is os@dsdj. H j dzv j Is
ML H ONAMSYZ) & I8 EOlg tso .d H S SESHIICHE(R IS O ,
ftstsedlslaed j S@C julldzOdstzy g
MtsHj texd"yjQded s gl d W 6§ PO d
d d3dig ‘= Oflafj dBO W d € Ols s te

BjLGY OMdaslsd
ZOMmisswh j j

9 C dz¢SH@Rvls SNMPv2C o d3tsH j dz

H Odzdz' ~
9 tcj dBSNMRBBIS H | dzd

[sHjdd d btte dd SYMPE] GRHMRSICS |

[ BH ] dz! Victse j dz s dzZlsdWd zdWetseo Ok [ f d MOdzd J
BjLBY OMcBjL s OMdz
SNMPv1 noAuthNoPriv R 3w 14 1Is [ sMistse J tcdats M ls
OklsjdasdWd¢ fsHIso jtey HOJ Ismw
Oklsj dzZsd¥% d ¢ Oyd s
SNMPv 2 fi noAuthNoPriv R d3W 14 1s [ Bistse | tcdzts s
OklsjdasdWd¢ fsHIso jtey HOJ Isfmw
Oklsj dzsd¥% d ¢ Oyd s
[ SH J dz BJ L BISOMPIAS s Jztetse j dz BJLBY OmMdasMmisd
[ sH j dz! Vietse jdg@ olzlsjdEsdWd zdWtcsea O [ dMOdzd §
BJLBfOM(BjL Y OMmc
SNMPv3 noAuthNoPriv RABY fdz L5 JIs [ BMistse j tcdzts s
ftsHIse Jtey HOJ Isw
ftsdz L tso Olsj dzw
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[ SHj dz! Victseo jdz@ dklsjdzlsdW¥Wd zdWteso O [ dMOdad 4
BJLBIOM(BjLBY OMmc

SNMPv3 authNoPriv MD5 ddzd SH1 Jls 1t HEMdEs

Is tedf jdZ ©
Oklsj dsd%¥ S Oydd
tsfdzts o j “MIMA C
HMAC-SHA

SNMPv3 authPriv MD5 d dzd SH DES ltj HisSM O
w
w

|
HMAC-S H A q
hdWtctso Oded W
tsfydzts o j-DESB C

1.363.RH j dzlsd W d TP E ®zd L B0

RHj dzls Plsdlg) - Odzdd figPs dz! L 2 j sfW  H v k& dzd S O desjdZs@dzd o wiPdzls
SNMP. 1 tmMStsdr Ck ¢ GNMP ®¢ derel QijSlds Is s dz' % GsdzdBNMg,dz 834 d dz
BsHEZEBNMP SHdzsL dzOydets dHj dzlsdy dSYMRs o j IsH tsteRg idzj S s f e O o dzj
4 dzj Hise Olsj dzv EABIPV3 O & jPtels dztsHiplslzy | dz2 d d34 Is ! Zded € Odz! dz" 2 dH,
Bj - Odzg L 8@ SinigEnginelD.

RHj dzls d W qf§ Otsksqdfs iz o ls 0o dzv g ts i) fdsch s BPSUTELISE Is | B)slssw h 2
qLi32 BOREM#I11l SLjHjdVjlk WottdkOls dHjdsd¥dC OO d

T Yjtcar j YdIsr teg BO2ISO dJHYOQOIsasd@: Is y Odnis datzle s ftcd
(9" HJ dzj BNX)2 ftsMisOeah SO, Colsster 2 9" O O Isw ¢
WistedzOlsj .

lwisr 2 BO2Is ECOL" 90 s BMsOah djMmw BO2IST :

0: LOtjL jtcodtotseo Odzts.

lLifsmdzj Hdedj yYdIsrtcj BO2LIPV4AEZCOLT 908 Is OHtej M

2: fomMdzjHded] 16 BO2IA/E. EZSCOLT 908 Ils OHtj M
fsmdzj Hdzd § h j Mis! B OVNAE®8 tcf MOL ™ 9 OF Is

4:l5f S Mls, MsmMsswhd?2 L 27 BO2ktses, fftjHjdvjlshmw

5: hjfMlsdzOH YOl edydetsy L dzOyj dedj, Mmehmsswh jj dL
fsfMlsOoh ¢ sds.

T 6i1127: LOtjL jtcodtetseo Odats.
1 128i255: WsttdkOlk' , sl @a OdRz B.

1364 u09 WL OdgdzOV" CwdaW qekztcOydw

1 OMistcttMBMew d tedz ff ffftsdz! L ts9 Olsj dzj 2
1 58 ZditsdzyOdzad® dfQMiB\Gas,j dztf sBsBMISEZY d MBMj eI jClIsT
1t EdisdzyOdeds ctekzff O ftsdz' LsoaOlsjdzj?2 dgj deOMmlstetsj dzO.
s 5 3O damnP-serverviewd M sdz! L 2J Ismw Hdzv dzO M BB Eiews d Od d&ds d3owzb @@
snmp-servergroupd My sdz! L 2j Ismw Hdzw dOMlstets2 Cd ddzd EkHOdzj ded W
[ sy dets dzOfMlstetsdls! SHdze ddzd dzj MEsdzr S5 ddzmlstezCyd2 Hd
Yylstse' Mmjlsjor j kMmilstots?2 fylsHMS fd3tcdddzdlz’ Zhfdtc @aOdzvicly 'h fy wdad W d3d .

=4 =4 =4 =4 -4 4 -4
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1 Ofes2 C O § sdz' BN OIs | dzw
I EdsdzyOdeds fsdz' L s90Isj dzr dai dzOMmilstetsy dz.
sts 30 dsn@p-serveruserd Mff sdz L 2jIsfqw Hd&v dOMstets?2Cd ddzd EHOdM
NMSditsy jIs MeawL " 9 Ols! Mw M OG ] @aslsEse d J i ®dizizn &o O s jsdlz X .ts
1 sdz! L ts9 O8BNME3 B JIs ZI£ ©ts € Jjsdz BJLBY OMdzsMmisd ( Ists,

Oklsjddsd¥decoydwy d hdWteseOdzdj) , MDBzC Stehil)dz OfGstig txigs d ¥
Oklsjdsd¥deoydd, §Ottsd hdWtese Oddw ( oDESO fids svOtgtgdzio t
hqWtetso Odad v .

14 ssdW detcOydW

ssd dezeO [ fdMOddj d € tdkOdH O

1 OMstets2 €O (([BYWL Ol dz ezl sdz! L 2] is tigw ftcl HisM
WEdzC yd?2 SNIfsdz LtsoOlsjdzvdy HsMiskEf © ¢ Oc¢j dzlskz
enable service snmp-agent 1 Cdzs yOjls WkdeS ydse
snmp-server community ViNlsOdzOe dzd © O Is
Okzlsj dzlsdW¥WdsOydd ¢
dZzO0 HBMiszy
snmp-server user 1 OMtcOdo Of Is i1
SNMP
snmp-server view 1 OMistcOd o O jView S NMF
snmp-server group 1 OMlstcOdo O] Is

fsdzt L s Olsjdzj 2 SN

snmp-server authentication 1 OfmMsteOd @i Hgdy L C
5B d&zOtelzy j dzd v OO

snmp-server enable secret- 1 OfsteOdo Ojls ftotse
dictionary-check f Otcts dzj 2 H dzw fi) &
fsdzl LtsoOlsj dzj 2

1 Cdzs yidedi V({4 yd tsdzGrdf wizls') L BV IsStSE s, Ylstser C
slsf tc Oofgiytdse' h | dzdoj NMSa p
snmp-server host 1 OMlstcOdo Oj Is OH e
snmp-server enable traps I sLodzw j Is 06 j dz
slsf tcOo deapliystse N | da
NMS
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stsdzW JetcOV [ f dMOdzedy d € s8d3OdzH O

snmp trap link-status ]l Cdzge yO,  Is Wz dz€ ydf

fI]tStSBthZqW Link
ddzlsj oW § 2 M
snmp-server system-shutdown |1 € dz¢ yOj Is Wiz dzC yd

Mstsen jddwyjteyja®c
mdmlsd ar

snmp-server trap-source

VLEOL " 90jIs dMmrtsHC
Slsf tcCrptLtgs N j ded vt

snmp-server trap-format

] 5L o ts dz*ijtslds Bedj t

ZftcOo dzj ded W

private MtsH j o) Ols LOCter |

sftcOo ¢y MssBM jC

CCteOdzdtetso O(( J § yd sdzGrdpfdsst)! L iedgzls My Oh disr W zdzS yd
WedzSydd Oc¢ , MzzyBO OcGjdalsO dzj IstejBlzjIsmw

no snmp-server 1 OCt" 904 Is Wikzdz§ yco

1 0Mtes?2C O | ([ ydsdOrzniflasgz L 2§ Ismw H dzw z mls O dat
fOttORR] stetso | f OO Isteso bk tcOo dzj dzdvw S NMP

snmp-server contact

v fiyls O dz@jde] ote j 3 d d3
Eflstes? filse O

snmp-server location

Lfls OdzOe dzd ® O] Is

B Mssf sdsy j ddi

snmp-server chassis-id

UMl OdzOo dzd o O Is fj
Eflstes? fllso O

snmp-server net-id

Uil Od&Os &zdo O Is d d

sB EMmlstcts2 Milso j
snmp-server packetsize RL d3d deQ dsfny ddgz © dz'  dzlz
fOCils
snmp-server udp-port RLOJdgw jIs dHj dzlsd W
UDP fmd&zkzxB"™ SNMP
snmp-server queue-length RLd3j dgv j Is H dzd dzlz
mMsseh jded2 trap
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st dekzeo [ dMOdd] d S tsdiOdzH O

1 OMistets?2 ¢ O snmp-server trap-timeout RL A3 dzgv § Is ddzls j tco
fOtcOdzj stetso trap-imstsB h j ded v

ZftcOo dzj dzd W

1411 OMstc2S0 shmdssd & WkdSyd2 SNMP

1411.C%% jCl CtdWdekztwoydd
{OLtjhdls! f(sd Lo OlsjdvdNMSSTiszy € Oc¢jdlsk yjtejt

14121 od &j YO dzd ¥

15 EdsdyOdds &0 Mikjern kmbts?hlsydd,SHMPvL Od®@dzs d
SNMPV2C dzj dz' LW dMitsd L 5o OMBMY &y o i BEMkmE@® SO fMise. sGEHC
OklsjddsdWdSoOyqq, JjMmdd ©OLEjhjddj d&O Hshsky dj bk
P s dzyOded® f§toj HsMsOo v jlsw lssd S Hdv ylsj ded" .

1413.206¢d dzOfMltes?2 S d
| Ofistets2 € OViewrN MP

1 [fydEcdOd ds.
1 SNMP View dzj sBRSHJ &t d&OfMsesdls! feod dhfsd L so Od
Hsfszf s5d du@w /A o j

Offlstes2C 0O ctekzffr fsd LsoOlsjdj?2 SNMP

[T ydsdod dts.

1 tod d MY tsd VAGMMDdEBER sH d Bs dzOMistetsdls: cSBIMA§ & f 5 dz
Ofmistets2C 0 dRBIdd SO Hdzlf § Qo HEsMlsk] O
[BYLOj d d 2.

RABY Oklsjdsd¥deoydd Hsdjds B ls! ESNMPvzS oddzj dzts
SNMPV2Cd M sdz' L 2% sfW Hdw bkfwOody ded™ Milsjor & kMl

OMlstces?2C 0O ftsdz! L s Olsj dzv S NMP

[BWLOljd d 2.

1 sdz LsoOlsjdz Hisdyjdz BT Is! SNMPWBls @At dzj uaz j ST e H D
EftcOodzj dedw Mmiljor &3 kfstes? fMise O®RJ .

Cdzé yj dedd WekdzSydd OGJ dalsO

[ yddOd dzts.

I1s EdsdzyOded® WEdS ydvw 0OcGj dglsO 9 € dzs yJ dzO. StSGHO
fMdeso © o Cdzs ydils' Htsmdzj Jjjg lsCdzs yj dedw, dzgjsBrtSH(C
14.14.) tets9 JtcC O

1 Of ZMmis d Isizh Hfow ep@p, YlstsBr  totso j SYMP dzO Hzdetlsuedss?2 lso OR .

= —a —~ —a _a ~

= —a ~

S

= =
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SNMP

1415 49w L Odzdz J

¢ ts RO dzH '

1 Ofls to sSSNRIFView

s sd3OdzH O

snmp-server view view-name oid-tree { include | exclude }

qd mOded J

{1
f OO Iste

view-name:

d\dsw
oid-tree: tBI j ClIsT
fsHHjttj 90O MIB.

include: € OL " 9 O] Is,
exclude: € OL " 9 O] Is,

MI B Viewn o ‘¢ is® dziizs g O fsds Is iy

ulsts fSHHjt] ot ts\Hew]
usts fSHHjj o Vg

{dxdd3 ¢6

{idd cdzsBOd des? SCosd dekwoydd

{t £C 5o tsH
My sd L &

LS OYdls Vewds"d My sdz' LE2Ij jaE Hdv View s

1 OMmistets

2C0 cbkffr fosd LsoOlsjdj2 SNMP

s s BOdzH O

snmp-server group groupname { vl | v2c | v3 { auth | noauth | priv } } [
read readview ] [ write writeview ] [ access { ipv6 ipv6-aclname | aclnum |
aclname } ]

vl| v2c |v3: ECOLTroa0OjlIs
auth: fistsB h j dzd v ,

o jtemdy SNMP.

s tcOodzj dedz” J ftsdz L ts9
Brls/ o jtejdsr , dets CtsdeW dHJ deyd Odz! dz
CodWdekzteOydw Hj2flsadlsj dz' dzO Istsdz! € s
noauth: fistsB M j dzd v , sSkif c@&sdzv j 8 Ols j dzv d&3d
stcjBlztIs ftoetso jteCd d CtsdeW dHj deyd Odz' dat
Hj2MlsoedlIlsj dz# d&zZO Issdz § 5 HdZYW SNMPv 3.

priv:fiissB f j dedw, lsftcOQodzw jd3r §j f§dzr L soC
) ftotse jt6€ j d sSBWYWL Ols] dz dats 2 Ctsdatv d 1
HOdzdzC B O Ctsdet dektecOyYydw HJ2Mlso dlsj dz¢ dzC

readview: frp W L r oty dstiew fpread-only ( Istsdz! € 5. Ylsj dzd J
writeview: fjo w L r o Oigvismrasdivagte (Yls j dzd v /)L O d i d

aclnum: ACL-dzts d3j tc . LEOL Odzgdzr 2 ACL Mo wLr
HJOf OL s@H PMoMNMSIstster = tcOLtej" jdz H
aclname: d &aL. LS OL Odzdz" 2 ACL fMewLr oC
HJOf OL s@HcpPMEes NMS, 1 Ctltster o tOL t

ipv6-aclname: d d3w ACL IPv6. v & OL Odzdz 2 ACL Mo
FCOLTr 90 sy HOBELYPMsdz NRIGE tc B)L € jslsjsdz’
¢ MIB

tidxdd3 ¢

{iNdd cdsBOd des? CtdN dekwoydd
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teSsotsHmMuowydlsy tejHjdddeder » ftsdz! Ltso Olsj dzj =

dmf sdz L 5 View. 1 tsdz' L 859 0OIsjdzd o© ctelzftfj dqdzdjv s s+
sSBteOL tsd3, o' Bsy J Is 208 tfsta JvUsjinded Isizd 2 4 to (
Mo w L Odadz" § M fjtOydy 2, 9 \Miew.f iz fylsd
oL By Jdz ssdz €58 €& bEftcOQodzvw j dgied3 tsBI §

1 0OMstes2C 0O dqdizsd dzd Oklsj dlsdWdsOydd d fwOs

s B3O dzH © | snmp-server community [ O | 7 ] string [ view view-name ] [[ro | rw ] [
host ipaddr ] ] [ ipv6 ipv6-aclname] [ aclnum | aclname ]

J1dmOdsd j O: ECOL" 90] Is, Ylsts o n BH dzOW Mistets € O

f OtcOd3j Istc sSIsCtg" ssets Isj CMisO.
7. KEOLT 90] Is, Yylsts o~ sH dzOW Mtes¢ ©
L Oh dW tsts o0 dedgtfcemis ©.
string: iiste s € © Mtsse M jMlso ©, 1 Codo Odzj dzls dzO
OGj dzstsdz SNMP.
view-name: EZC OL " oa\@ewl dzf &3z §f tc © 9 dzj dzdWiew.dzO fs
rn:ELoLrea0jls, ykt NMS &ty jl Istsd ¢ 1
rw.NMS &y jls ydlols!: d L Of dByr 9 Ols+ { j
aclnum: dzsdzj o6 ACL. VLEOL Odadz" 2 ACL ig]
HJOf OL s@HEcpPMEes NMS, ) Ctltster 7 tOL t
aclname: d &aL. LS OL Odzdz" 2 ACL fMewLr ocC
HJOf OL s@HEcpPMEes NMS, f Ctltster n tOL t
ipv6-aclname: d3¢f ACL. VS OLOdgdz" 2 ACL MmeawLrL' o
HJOf OL s@HEpPMBO NMS, f Ctltster n tOL t
ipaddr: MmMewL '™ 90jls OHt]jMO NMS d ECOL'™ 9
MIB

tddds S5 {ddds cdzsB Odz! dets? S sdzW dezteOydd

t Z2CSotsHM CISOSd§OdzH O W o dzv § Isyw fJtcots? 9 Oy dzts 2

dmMfsdzr L s WkdeS ydd Ocj dzZsO SNMP. [dz sftejHjdzwjls
NMS, o CGlttets? t©OLWKJ"N jdz HisMmiskzy € M
YyIssB" lsCdz¢ ydls: WEkdzCyde 0O¢ | ddsn® srdnf-V
server

1 OMstes2C 0O ftsdzr L s Olsj dzv SNMP

ss 3O dzH O snmp-server user username groupname { vl | v2c | v3 [ encrypted ] [
auth { md5 | sha} auth-password ] [ priv des56 priv-password ] } [ access
{ ipv6 ipv6-aclname | aclnum | aclname } ]

JfdMOded j | username:ddzv f tsdz' L 59 Olsj dzW .

fOLOMBI BB goupname: ¢ O®OjIs &Y Gtk HEY §d L
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vi|jv2c|v3: ECOL" 90jls ojtimds SNMP. uvBd
Bsdzj J YtsLHdd] OO Ister BJL S OMmdats

encrypted: I OL Odzdzr 2 teiyddz o9B8B® i Ohcd iy
sj¢MsO. 1 fHteslsdodasds Mz yo©j HIEZW2 a8,
( Mdzd or BtcOdz 99tsH L Oh dWtcso Odzdesets Is |
gL dzj f toj t87j edg’'dZDH yOls ytdof tedzr ns dz y Okls
fteslssS skz® MD5 fsflstsdl dL 16 B
Oklsjdsd¥dsOydd SHA Mmthistsdls dL 20 |
sHJO2Is. | Oh W tcts o GudedR Mjls o ¢ dgsj dad dz' Is ts
Bj mOdzd L BO

auth: k€ OL r 90jls, dMmfsd L kjlsmMw dd Okl c
mds: XL OL " 90jls ftosbsCtsd ftetso jteCd f tsHO
shaazCOL T 90]jIs ftoslssCtsdz Oklsj dzlsdW d & Oy«

auth-password: ZOoMmlstceOdo Oj s Metstzij § O s dyy
dmf sdz L zj Bz ® foslssSCsdzsd3 Oklsj dzisd W d
f Otesdzd o MmMtstslse jlsMmlsokze hdj Cdz6 yd Okl
priviE€ OL r 80jls, dMmfsd LEzjlsmw dd ¢ tsd?W
des56: zCOL " 90jIs dMf scHzf stz Otled f BB C s d
DES.

priv-password: ZOoMmlste©Odo OjIs MlstetsC k2 f Otets dzW
dmf sdz L zj Bz ® H dzw hdWttseo Oded W . g d M
Motslse jIsMlsoze h 2 Cdzg y "dWtctse Odaed v .
aclnum: dzts d3jAsC L . VEOL Odgdz" 2 ACL foewLr ¢
HJOf OL s@HEcpPMEes NMS, f Ctlststetfr Ctc®U

aclname: d &aL. LS OL Odzdz" 2 ACL fMewLr ocC
HJOf OL s@HcpPMEes NMS, f Ctltster n tOL t

ipv6-aclname: d d3W ACL IPv6. v € OL Odzdz 2 ACL o
ECOLTr 90y HPOEPMtsdz NMEE6 M (it
¢ MI B

tdNdd3 S5/t ddd3 cdzsB Odz! des?2 S sdWdekzteOyYydd

tECtsotsHm | OMistes?2 Is ddeW stedzOyd ¥ ts fsdz L s9 O

dmMf sdzr L s MoawL ™ 90! Mw M O dzlstsdz, dMmisdzr L 2w H
rdzv fsdz? LsoOlsjdzv SNMPv3 dBsydts ¢
Odzc stodzldsdg B W d S Oydd ( MD5 ddzd SHA) ,
OdzestedIlsds hdWtetseo Odzdw (o dzOMlsswh jj
f Otetsdz? h qWteso Oded W

l Szt yjdedd WeEkEdCSydd Ocj dzls©

s sd30dzH © | enable service snmp-agent

tdda3 ltcdoddzj cdtctseo Odzdz” 2 tej ) d d3

Csdev de Izt

MWP [OOCTYNHEE
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[ ECsotHM O CH®RORHO dhMitsd Lkzjlhy HdkY o6 d
s L so OkMistes? Mise O

[sBtOYjdd] daistdOoydd & fehmssYddd SNMP

s 3O dzH © | show snmp [ mib | user | view | group| host | process-mib-time ]

JfdMOdzed j mib: HstsBtcOY O Is ddzW stedsOydes HH j BN WB OGN
fOLOd] ste Md Misj d3 .

user:dssB Oy Oj s dqdaV stedzsOyde 8 ftsdz L 59 (
view.: s sB O Oj Is ddeW stcdMeywds s S NMP
group:IstsBtcOy Oj Is dda¥ sted3sOyde s ctelzt § J
host: s 5B O OjIs JdaW sted3Oyds s CtsdeW de kz

process-mib-time: stsB e W OkL jd&z MI B 3 d&zOdB TS
sBtcOBtSISC d

ltcdoddzj cdtetse Odedz 2 toj 3 d 3
Gzt

lteddij to € t5deWW qio@Mplas2d¢ © SNMP v1/ 2c
4y dzGted 2

=o
2&

NMS

— Gi0/1
IP:192.168.3.1/24

IP:192.168.3.2/24

{ d Mk das¢
z0¢d T NMS {§sHSCd yOjlkfv ¢ OetjiRdBHt j\j t@X
O s te & 192. 168. 3.0K/©2 4, INGISILES.3.2/24.
1 NMS Glidjyde0jl d kfcOodvjl Ocj d

v2c
1T sBGHO OG6jdzls dzj dMftcOo jdz ddzd o 5L dzd ¢
MssBh Ols! Mstslse jIlsMmisekzs My d dzW stc 3O
T 10MmMtes?2 sk s @uUAStstcdsOyds SNMP, 9 ¢ dzt
mMssBh j Mlse O.
1 tOLtejhdls: NMS (192.168. 3int2YyB2N4j)dzd

1 1 0fmMstets20Hjtc jIiP OG j dzls © d-O iz fg s ) dztf dzlf b b W
2O 192.168.3.1/ 24
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¢ G J dals

QTECH(config)#snmp server community public rw
QTECH(cofig)#snmp - server host 192.168.3.2 traps version 2c public
QTECH(config)#snmp server enable traps

QTECH(config)#interface gigabitEthernet 0/1
QTECH(configif-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(configif-gigabitEthernet 0/1)#exit

l totso j

flsqlsj  Shsvs@ugnizg-config, yYlksB' Bk
thEOydy 5 CsdVdekzieOoydd bkfsts?
flsqlsj  ShHewkOsamiz host, ylssB ' s I
thkOydy 5 Asmisj, d&Omsts] dzdzk s

NMS

S, dmisd Lkzshj2 SNMP vi/v2gifls

I'rofdmd, otj " ) JIHOdaftyy jdls jo ted] figh
v LOftesMO d &OMtks2Cd kMt il

b1 REsdeW deztcOyd d ) NMS H tsdzy dz

[
dekwOydwd dz® Ekmstes2mlsej; o {6
Oydd dsj' dys'cztisdzazf dg'

1 Ofls tc SSNKIRV3 (View f 5 & dsts dzy O dzd * )

4y dzOte d 2

NMS

— Gi0/1
IP:192.168.3.1/24

IP:192.168.3.2/24

[ dink d& <

1 NMS bftOodvwjls Mjlkjor &dd bkMmlsts2mls
Oklsjdsd¥dsOydd fsd LsoOljdv d ]
NMS dMmf sdz'sielzjlls 9 COyjMmlseaj dd3j dad
COud mise § ted 3 d BO Zisj dzsdWwdsoydd,
Oklsjddsd¥dsOydd, DES56 o COyjMmise,
COyjMmlsaj §OLsd hditss Odedw.

T 17 &syilkj fsdkkzydls! dHsfkskzf S o
s dzyOdzPy d ! 5 & @eadylefdadf wete default”)

K OLT 90jls,skylsts sHdffpj 65 kL zOds MI B ot
' b)

h

1 wijlkjorj EfMtes2mlss® d&sckls 0OCIlds
OklsjddsdWdsOydd d "dWteso Oded” o NM
z0¢d 1 10Msts2lsj cwkfflkz M B. usLHORISHjI
&ZOfls to t cv3ie, bkfsOdsodls] bktseojd' BjL S OMN
29

@® ) QTECH

MWP [OOCTYNHEE



i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

1 OMlstes2 C O SNMP W
dq hdWttse Odzdw ¢prive, O sOCYJ dzOfy
LOf dVigw ¢ f 5 [z d3ts dzy O dzd ® ¢l B8 kEd&tsdzyoO
ELdzr MI B dBsekls B"Is! HtsMisk{ dzr .

T 1 0Mstes?2Ilsj fdz L 580 I8 O VYSJSMM;RIZJL$9®
cuserle 9 Gtk { J ¢cgl 9" BJjtdls|
szr]IsOdz,tsaq’ISJ tod 1 dd3 OIzls;dzlquq’Cqu’q’
¢cl23é, wixdizwvh gOESSHSOGEzd d f OtctsdB2léh

1T 1 OMmMtets?Isj OHtj M L dzO SNMP. v dpa@
192.168. 3. 2, orBjtedlsj ¢3é o COYd
BJLEBYOMdesmisd dzO oy dds Oklsj dalsdWwde®
mMewydlsj d azw ftsdz! L 59 Olsj dzw cuserl
tsisff tc O ofgiytdse M jtrdgdow N MS .

1 1 Oflstets 2AHjte jITP Oc¢ j dzls O .0 Husfj 10 diszsdg e j 2
192.168.3.1/24

¢ G J dzls QTECH(config)#snmp server group g1 v3 priv read default write default
QTECH(config)#snmp server user userl g1 v3 auth md5 123 priv des56 321
QTECH(config)#snmp server host 192.168.3.2 traps version 3 priv userl
QTECH(config)#snmp server enable traps

QTECH(config)#interface gigabitEthernet 0/1
QTECH(configif-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(configif- gigabitEthernet 0/1)#exit

l etso J T 100 kMmilsdlsj Shisvaz Quisniizg-config, YlstsesIstsB tg
dgdzW stedzsOyds 5 CsdW JelkzteOydd EMmistets?

T 1O0fEkMmisdlsj Shew; Osamfz  user, Yylstser ts ks
ftsdzr L soa Olsj d&zv S NMP.

T 10fEkMmisdlIsj stow sh@pardy, yYlstse' slstB WiOw.

T 10fEkMmisdlsj sRowdg®npHdgzoup, Ylstser slstsB t6

SNMP.

1 Of z2fplsd &€ sd3O sz snmp host, YlstsB ' sl

ddeh stedsOyde B rtsMmilsj, dzOMistetsj dzdzlz ¥

T uvMmilsOdzts o dastg O MU Bts

=

NMS v 3 dgmfsdzr Lkzj Is d3d »~ Odzd L d3’ BJLB
tso Odzd W . ] NMS dzOfplstes2Ilsjy dd3v § sd
f Omdets iy lOp.d Md dBsyls d S 9" BlcOdzdzts G t5
tets2Isj eidd3z Oklsj dzsdWdsoydd, i C
5o Odzd% d fOLsd hdWtseoOddYy. stkcd
g BY fise ldto@i.lsj dMfsdz L tseo Oy NMS
s2lintstetOsB dzj §] S Ctddgkz@&@®Ydd M.

Yol REsEdW dezteOyd d ) NMS H ts dzy dz
CkzteOyYydwv s dzO@ EMmlstets?2 Miso j ; ) f tots
ydd dzj dBsckzls B st o' ff tsdzdzj dz

S S 0+az

& =" SESWWS'U

— g Tos=z =z
oar-

g~ R g® 70

= G
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1 Ofstets2C O SNMP

1 Offstes2S O Csda ¢k tcOydfdz'SNMPFB) (2¢Ol

#4YyJ dzGted 2

NMS

IP:192.168.3.1/24

Gio/1

IP:192.168.3.2/24

t diniz azg& ¢

COyJj mlse
Olzlsj dals d W

COyJj mlse
T wilbjor

Is d W

T NMS EftOs dv
Oklsj dals d W
NMS dMmf sd L

5 ydlsOl! ©BI jCIst MI B o Mmdflsj

JIs Mmiljoer dzgd Emistets?2 Mis
de¢oydd ftsdz Lsa0Olsjdzv d toyj
Eils userl o COoyd miss j
J ey N ddBO Oklsjdsdidscoydd,
deoydd, DES56 o COyjMmbkej
J fOtetsdzr hdWttseo Odad W .
EmMstes2 Mlsoa O dGidsckzls EZ§tcOo dzw I
Y ¢ Bi jCIlsOd3 MI Bz 1O dzd di

O+ ©BI JCIr MI B Itsdz? Cts o L

Efstes2flso ® dsckls 0OClsds
dSOoydd d hdWwseOdd” o NM

z 0¢d T 1 0Mmistets?
dzO fls te Csttets
MI B (1.

cVviewle

192.168.3.1/24

d
fMtsL H O2 IsYiewMIVvB ew?2 é ,

cv3e, dzzedl®] ke jd@ BjL S OMdshlsd
d hditseoOddw cprive d dzOMlstss Visw

T 1 0Mtes?2Ilsj] foodz L soOIlsj dzv SNMP. gL
cuserle ) Ctelzd t j cgle, 9arBjtedld,
EmMlsOdzsoadisy tdydd3 Oklsj dzesdW¥W dSOydd
¢cl23eée, twjydd "dWteso Odzdw ¢ DES5 6 €e.

T 1 OMmMbtes2Isj OHtej M L dzO SNMP. v Ml
192.168. 3. 2, orBjtedlsyj ¢3é o COYd
BjLtsf OMmMdesfils d 3dz@Okzsj delsdW d S Oydd d b
fMewydlsj d azw ftsdz L s Olsj dzw cuserl
sistf tc O ofgiyvtdse h jtrdgoj] N MS .

1 uimsOdzso-@istEj HhPOGj dzsO. uvMmOdatsa dlsj ¢

Is\iiew M| B tc Iz
9 ¢ dzt YO

1] Ml B. \bew/LcHvO 2elss

74

s fMmewL Odzdz 2 sBi J
e Colststetsj o € dz¥ y
1.1.4.0). d4tSLHO2L

3.6.1. 2.

&ieve O i e 2 & .

¢ G4 dzls QTECH(config)#snmp server view view 1 1.3.6.1.2.1.1 include
QTECH(config)#snmp server view view2 1.3.6.1.2.1.1.4.0 include
QTECH(config)#snmp server group gl v3 priv read viewl write view2
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QTECH(config)#snmp server user userl g1 v3 auth md5 123 priv des56 321
QTECH(config)#snmp server host 192.168.3.2 traps version 3 priv userl
QTECH(config)#snmp server enable traps

QTECH(config)#interface gigabitEthernet 0/1
QTECH(configif-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(configif-gigabitEthernet 0/1)#exit

) e jl ) OfkMmisdls Gskeoeig © damnkzing-config, YlssB ' s I
ddV sted5OYdy © CsdVdekwOydd kmlses?ilse

2. 10fkfmisdlsj slowmds@mpuker, vy’ GlsBOL d!
SNMP.

3. 100 Efmisdls shomdpdpaidy, yYlssB' ©lsse Wew.dIls!

1 Of 2fisdlsj shossp@pzgremp, ylsse' SlsBBLOL dIs

5.1 0fkfmisdlsj skowdgOnehdst, ylsse' SlsB®OL dls
nsflsj, &OMstes, ddzk® §od L 5o Olsj dzj 5.

6. v fyls Odats o cFestg O MU Bte

»

¢ G J dzls QTECH# show running config

!

interface gigabitEthernet 0/1

no ip proxy-arp

ip address 192.168.3.1 255.255.255.0

!

snmp-server view viewl 1.3.6.1.2.1.1 include
snmp-server view view2 1.3.6.1.2.1.1.4.0 include
snmp-server user userl gl v3 encrypted auth md5
7EBD6A1287D3548E4E52CF8349CBC93D priv des56
D5CEC4884360373ABBF30AB170E42D03
snmp-server group gl v3 priv read viewl write view2
snmp-server host 192.168.3.2 traps version 3 priv userl
snmp-server enable traps

QTECH# show snmp user

User name: userl

Engine ID: 800013110300d0f8221120
storage - type: permanent active
Security level: auth priv

Auth protocol: MD5

Priv protocol: DES
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Group-name: gl

QTECH#show snmp view
viewl(include) 1.3.6.1.2.1.1
view2(include) 1.3.6.1.2.1.1.4.0
default(include) 1.3.6.1

QTECH# show snmp group
groupname: g1
securityModel: v3
securityLevel:authPriv
readview: viewl

writeview: view?2

notifyview:

QTECH#show snmp host
Notification host: 192.168.3.2
udp- port: 162

type: trap

user: userl

security model: v3 authPriv

L fls ©dzts © destg O VU PBedco | H-@ #stg 198 768.3.1 o IP Address d userl
9  dudmrName, 9" B jAuttilsiy H dz6ecurity Level, 9 9 J 1§
AuthPassWord, 9" B J MDblsy dzvAuthProtocol d 9 9 Jj H3Us §
PrivPassWord. 1 Oy d¥fljjemé d o' B j todIs f tcPw dizjzdizd
Clsstets?2 dzj 5B n SH J B3tsdzQ O dedsPysielne  MOB dzj ¢
tc d iz deSQ . d3d Htart. MI B LOftONdoe OjlIsmw H dzw

dzedy dzj 2 § Odzj dzd dz2O Mdzj HiEze h jd&3 tedmizdzC j

33

@ §) QTECH

MWP [OOCTYNHEE



{ECsotsHMmisets 5 dzOMEEE2S |

1 Offlss2¢ O SN
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fjtedw QSW

File(F) Help(H)

gz Hib-Erowser

B

IF Address

192 188 . 3 . 1 Communi

Hon-repeaters [0 UzerHame userl
Operation Type |Wallk A1l Sublten v Security Lewel |AuthFriv = Max-repetitions |0 AuthPassiord [#4#
Add Tten | Bemove Ttem| Clear Ttams| Delay(ns) [1000 AuthProtocel  [WDS v | ErivPassterd e

Objact

| Object Type | Object Value [

1561211

Clear List r ¥ Use Somp¥3 Pretecel

Retwn Time | Operation | Objest Name | Objeat Type [ Object value [
09:15:55 Halk sysleser. 0 Display String QTECH 106G Eouting Switch(QSW-6900-56F) E. ..
09:15:58 Hall syslbjectID. 0 ObjID 1.3.6.1.49.1. 27514.1.1.10.1.41

09:15:53 Halk sysUpTime. 0 TimeTicks 0 day=s 16:17:07

09: 1558 Halle sysContact. O Display String

09:18:58 Halle sy=Hame. 0 Display String QTECHE

09:18:58 Halle sysLocation. O Display String

09:18:58 Halk sysServices. Integer T

09:18:58 Hall Error:DBJECT HO ACCESS

Snmp Operation | Mib

Monitor

1421 C dz¥ yj dzd j

WeageS y d d

1421.CW%jiClk CtdWdcekzttOoyd
{OLBjNdl] Ocjdsk OMisdsdzs dagdsNMB.0 @ qzv Is -
1.422.206d dzOfMtets? ¢ d

1 OMstcs2C 0O OHtjMO kL dzZO SNMP
9 [fydtdzOdz dzts.

1 10Mmsks?

Is d

O H KNS

MssBh j ded 2 .

S

= =4

1 Ofistets 2

¢ dzs ud dzd J
[fyddod dts.

Is d

O¢ j dzls

L Istsls

Mtstse n j dzde'NM$.r a p
WEdC ydd tilsf thiblTap ddOtsgBds j dzf vy 2 M J

S

= =

1 Ofilstets2

¢ dzs ud dzd J
[fydcdOd dfs.

Is d

LIstsls

ZO ddzsj el j 2.
W dzS y dfipfs Sl i @for Y § 89 L Oc kL € fdMmls

S

= =4

1 Ofls et 2

Cc

COLOd]j

=

¢ dzs ud dzd J
[fydcdod dats.

Is d

L Istsls

[fydcdzod dts.

O Hdzw

B0 s Ocjds0O bktjBljlshw

OGSl & gete] v BIMF a@o C d

Ldzj Bjdzs dzO Ocjdasj, SCBGHO I O

L dzj o teise o jlidRdEp das B R BEG &P Oo dIs

L odzj d3j dzls dzO RG@S]lsdsl B, [z j dstina'H Gs Isty l4c Ofg
mMetseh j dd jo NMB,ap ylstse r
fJjtojLOGEcZz qdzd f jtojL OctekzL $82 kMt Mise O.

dMricHdscts OHBEBEOMNjdfYssf@Po Cd

o jHBXBR]Is! s fjtjLOGtlzL
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1 10Mbtes2lsj LIl 1 dzj igj dzgs dz®@ Ocjdglsj, JMmdzd dzj 58
&S Od WO o COUjMsej dSNMEHHIEEG 5 & B0 ji6g WOz |
EftcOo dzj dzd v .

] @z yj deiftptsB N j ded WH dawr affpj toj des MO dzd ydz" = Y tsdzj 2 ¢
e M j dad v

T [fydsdzod dfs.

f 10MmMstets21Isj 1 Istsls 1 dzj d3jfidslds B | Qlat{gdgizts grmatpy dgf $ j toj H O«

ftocd o Olydgrdgv .

14231 tectso 6§ O
1 Of EfisdIlsj sHowep@zH bylstsB ' BlstsB SAMR{Is! fMisOlskzf
1 OFf M6 ¢ BY dholw running-config, yYlsse" BGlstsBtOL dIs! dJda stcd3Oyd s
Emstes? Mise O.

1424 49 WL Odgdz" §j Ct5d30dzH T
1 OfMstcs2C O OHWMEO FtsMmisO

s sd3O dzH © | snmp-server host [ oob ] { host-addr | ipv6 ipv6-addr | domain domain-
name } [ vrf vifname ] [ traps | inrorms ] [ version { 1 | 2c | 3 { auth |
noauth | priv } ] community string [ udp-port port-num ] [ notification-type

oob: d®MlstcOdo Oj Is o dz] f sSdztsmdzlz® oty oL@
fj T Meedy M) ddistdaoyd" fisty
ftoj Hiztf toj Uy JedecfiXels j W j 2 9 MGMT) .
host-addr: O H tc 7 f§ fr) BNMP.

ipv6-addr: (IPv6) O H tc § f§ fif GNMP.

domain-name: Hts d3j dzdftsizi% s ff BNMP.

vrfname: dzOMistc O  aE® Pls dzdfy 'tc j OH tc ](MROYJ
traps | inrorms: d®@MistcOdo OjIs ~tsMmls HAzv GIsf t6C
d dz¥¥ tstc 30 y d tsdzdztd ¢ slzdfly .
version: 8 ehdw S NMP, ColsttcOY &Y jls BT [
ddzd V3.

auth | noauth | priv: EMisOdzOe dzd 9 O 4 Is Ftotse j d
fsdz LsoOIlsjdzj?2 V3.

community string: filstc s ¢ © MtstsBh j Misoe © ddzd d dzgw
port-num: dzOMistcOd o O lds tscfeH jf delsedsWod z@ dzO S NI

notification-type: I f Mt jdzd2 tr ap, Clstster
&ZOf tedd3j s, s nmp.

{ Mdzd Isdf trap dzgj ESOLOdz ®GlsfftcOo dzws

ot
o=
5
o=
& O
=Y
&5 &

{iddd St iydd cdzseOd ds?2 SCsdWdckeoydd
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SNMP

{ S tso tsH
gy sd L &

ClsO CdROdzH BJ MY i CstpSdepwetsénable traps H dz!
OCIsdodzs? BBEEEOP zdp? NMSap

1 Bsy 4 Isg ZOMistetsd Is ! teOL dzd ydz §
MssBh j dzad 2 mitsfiHsp @Bsy i Is f sHH ] tetafd, 0 Ofsts ts
sOBddy" f§jtj OHtj MOydd VRF. > jnd&t igas
d Stdidckzeoydw VRF tHdd&OCBso" ) ,
Bl jHdY jlsMY ) §tejH HEN B CtdW dck
tcOL dz' -~ -Mssmhpj dzd 2 O tHdd d Is s Is
ZOMisteOd o O Ismw -fistetewld jsdfdf? .t rCalpd ¢ sdav
sB J HJdzj dzr .

I 12 € t5d30dzHvja dBSQ i B3 B IS ths
oCdzt yi dz f QobOdyg tstedzy Istse s, dzj dz2 L W gy

Al

ZCOLOdz Is

1€ dzs g

H dzW

) Ocj dzsO OSslsE & geEa] v s NS o § d

s s BOdzH O

snmp-server enable traps [ notification-type ]

d mOdzd J
©Odj Iste

«t 99—

H dzw
sdgr :
SNMP.
BGP.

notification-type: oS dzt Y Oj Iskz otj Haspdzj dzd W
e kg2, o¢ds yow fMmdzjHkshdj

snmp: o Ctdg-gdjj Hsts d3dmjdedzd jitse " Isd 2
bgp: oCuapn®j istsd3dajdded jftsB " Isd 2
bridge: ¢ dz¢ y @apiz o § H 5 d3dBjddzdftsB " ISd2 dBsMisO.
isis: ¢ dz¢ y @gpilk o j H tsd3drjddrd jmseB T Isd2 | SI S.
mac-notification: 8¢ dz¥ y ®aplk o j H s d3dajdded jMtsB " Isd 2
ospf: o€ dz¢ y @aplz o § H S d3drjddad jMsB T Isd2 OSPF.
urpf: o€ dz¢ yOj oty Haspldzy dzedW Hdzv MtsB' Isd 2
o Gzl o P § sidgfdgjdzy MtsBr Isd2 VRRP.

web-auth: ¢ dzt YO  rap-z 9 j H tsd3dzj dadf gzW ME
9 j-B®kIsjdzsd¥WdSsoydd

)1

M

U
VITp:

{iNdd cdksBOd ds? CtdN dekwoydd

CO CdBOdHO HBsdzy dZzO0 d MY tsdsnmisse®ds hdgty
Ylstsitstse h | dzdys ytdeatps 'Ofzlsd o dets siIsf tc O o dzw

| dzd

WEedeC ydd tist thidle Tap ddOs g sizds j dzfy 2 i J

snmp trap link-status

tdidds Ssd dekzteOydd ddalsjte¥j2mo
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{ £C 5o tsH
g sd L &

rdzv ddglsjeWj2mese

SVI), SBCHO {0 W
Trap, jMmdod MsokkMm
feslsdo desds Mz yoOj S

1€ dzs uj

dzq § W Iz dzS vy dipfs Sl i i@fors df [ &p L OctelzL C j

s sd3OdzH O

snmp-server system-shutdown

—
;s
=3
gs
&
@
g
&

{idd cdztsBOd des? SCsddekwoydd

o
SN
=g
G a
ﬁ_(‘ﬂ
v
L
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Wz dzS ydw

cf o jHBABA| ddw fted ]
dz¥ Y4 dz0, )

tc

Is

NMS tls{ tc Omagzy j e s ' siss
JLOctlzL €] mdmisd 3’ f 4 tedHY Jtelte O
w2 Mo O

LCOL Odzd J

dMAisHdGEeE OHBEEON i sEkfBPo s d

snmp-server trap-source interface

interface: dintf sdz! L 2j Ismw 9
SNMP

COyd mseaj ddzlsj tet

tdxdds tddxdd3 cdztss @izt e B O
CsdW de lzte
t2CtsotsHM 1l 5 EdsdzyOded® o COydmisej dMmn tsH dAsides
dmMf sdz L s ddalsj eW j 2 MO dZO0 Ctlter 2 BGlsf cOo dzv ¥ IS
EftcOodzjdzdv d dHjdsdWdsOydd bk ¢t
f smis sW dzdzts dmtf sdz L d&sOBdz @sdcg ] P o ¢
gMmrtsHdtsets OHtj MO SNMP
Il Cdze yjipteeh j dgdudzvr § p te ff tizf iy O Istfias dzj 2
Mstseh j dd W
s sd3O dzH © | snmp-server trap-format private
tdda3 tdNdd3 cozsB Odz! dgs?2 CtsdWdelkzteOydd
Csdev de Izt
t2CtsoatsHM ClsOBROHO dBsy jIs M sdz! L 5o Chfp tfipvh, j degl
dmf sdz? L 5 MtsH J eyfGdafo Olsfds g §tod lfttOosj Mts
otcj BB G tSHH] ot OQIdtsgy o C dzt yOs s o ts
ftodHEZf oy Y Hg HalpP tcj Isdz" § Isdfr HOdzdzr = d
fmMd3. oCHRAP-FORMAT-MIB.mib
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14251 eddjtc CodW dekwoOydd

IS dzs g ded j WTeageC yd d
#4YyJ dzGted 2

Gio/1

IP:192.168.3.1/24
IP:192.168.3.2/24

[ dink da& <

NMS EftcQoadzwjls fMMmilsjoer s EkMmistets? Milse Odzqd
Okzlsjdsd¥dsoydd Mstseh j Mise O, d ¢ kfigj Is P8
slsftcOa dzv Is! MmMtstsB M jdzd™ © NMS

z0cd 1. 1" fsdzdedIlsj deOMlstets?2 Cz, ylstsB' 0OCc¢j dzls it

dzO M ls tc NMS. uvfpsOdzsoadlsj OHtejfp kL d&zO SNMP dzO
&ZzO0 Version2c d ddiw Okl jldglsgfW sy d@
O¢ lsdft®? tsls firpds@oBSdj dzgd?2 tr ap

2. uiMsOdso Plajej HP OB @Mso dlsj OHtej f d dak
192.168.3.1/24

¢ ¢ J dzls QTECH(config)#snmp server host 192.168.3.2 traps version 2c userl
QTECH(config)#snmp server enable traps

QTECH(config)#interface gigabitEthenet 0/1

QTECH(configif- gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(configif- gigabitEthernet 0/1)#exit

l etso j T 100dkMmilsdlsj Shisvaz Quimniizg-config, Ylstse ' sk
ddeV stcdzsOyde 5 CsdWdekztcOydd bkfmbtts?
T 1O0fEkMmisdlsj show dp@pzH ylstser SlstsBtcOL dIs!

¢ ¢ j dzls QTECH# show running config

ip access- list standard al

10 permit host 192.168.3.2

interface gigabitEthernet 0/1

no ip proxy-arp

ip address 192.168.3.1 255.255.255.0
snmp-server view vl 1.3.6.1.2.1.1 include
snmp-server location Moscow
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snmp-server enable traps

snmp-server host 192.168.3.2 traps version 2c userl

snmp-server contact QTECH.com
snmp-server community userl view v1 rw al
snmp-server chassis -id 1234567890

QTECH#show snmp
Chassis: 1234567890
0 SNMP packets input

0 Encoding errors

0 Get-request PDUs

0 Get-next PDUs

0 Set-request PDUs

0 SNMP padkets output

0 No such name errors

0 Bad values errors

0 General errors

0 Response PDUs

0 Trap PDUs
SNMP global trap: enabled
SNMP logging: disabled
SNMP agent: enabled

0 Bad SNMP version errors
0 Unknown community name
0 lllegal operation for community name supplied

0 Number of requested variables
0 Number of altered variables

0 Too big errors (Maximum packet size 1472)

143.CCtcOdzd totso Odzd J

1.431.C% W jCtsdzf e zteOyd
1 Ohdisdlsj W% ikzdSyde

14321 tod d3gj yOdzed W

0OG J dzls O,

WedCydd Oc¢j dzlsO

CBEHO MdzzyBO 0OCGj dzZsO dzj

1 10fkfmisdlsj né sdyPskrvdr, ylsse' MCr ! BEMRS y§EscOO] d
iz B O Oc¢jdadsO dzgj IstejBlzjlsw.
1 1 sbdaduyd istQddEofHedf€hnd] L Of kopaable Sew/i® dzH '

snmp-agent 9 ) j

fn dZENMP dzO0 ff to W d3lz &

5lsC dz¥ you siyw (s
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1 OMlstes2 C O SNMP W

SNMP tsls € dzé yOj lsfw, f OCkifisy , dzjO frdsfodidlaid j2 ta®O&i Is d dzg
slsfeOodzw s Isfw) , dots gl SteckOYqW (o dfqutbgiabids e Oy d d

1433.20¢d dzOftes? ¢ d

CLOoded todzdd 0 W zdQayddfhldP H dzv bk fMlstets?2 fise O
9 [§ydtdOdz dzts.

1 RfMitsd L2k bk Csdidckttoyds, ybkse' MCtrl: ¢
SNMP.

[IsC dz¢ yj ded j W &z dzSSNNNIR[H @26 | eifsl®tc 52 lse O
9 [§ydtdzOdz dzts.
f vyitsB' dzOftew Bz¥ tslsCdz¥ ydls: ofj Mmkkyer, dhftsd L

1434.1 tetso jt6C O

100 Efisdlsj shawkOdme ylstse' o jtedls! , SEMR yj dr dzd )
1 Of Mmisdlsj sHow ap@pdzH Zylsse ' lssBSAMR{Is! MIsOIskzm

1 Of EMmisdIsj skowm dgOrdmg-zonfiy, yYlstsB' GltsBeOL dls! ddgf steROY(*
Eflstes? Mlse O.

1435 u9 VWL Odedz" § S BdB3OdzH T

CC o Odzq o p OWizz dz€ y d JSNEIR H dizls Oz flls e 52 flls o O

s sdzO dzH © | no snmp-server

{iddd St iydd chseOd ds? Ssd¥dckzeoydd

CsosHM I s EiisdzyOdds WEkdSydw Ocj dzsO SNMP
fsdz Ls OcjdzZlsO SNMP ( dzOf ted d3J to, OHtej M kL dzC
tOLicjhjdd] O HtsMiskzy) EMlsOdase dzj dz" ,
Qo lssdi3OIs d yd Mm< enables s=ogi@alzn@p-agent IsOC Y § H
BI Is LOf M j dzO tHdse toj o3 dadzts, Ylstser
tcOB slsOIs’ . { Mdzd Mz B O ©OGJ dzls©O S NMF
¢ s &30 danéble service snmp-agent, Mz B O ©Ocj dzl
HJ2MlsozQYszmisdlIlsj b tssdgBpdserizer, Yylstse ' s
MzkyxB"™ OGjdZs® SNMP ofmin ojtemMd?2, {§t
Il sfmdzj orf fsdzdgj dedv 1 Ists?2 S tsdB3OdzH T ofmj
SNMP Ct6Oded twlz s shpts (3 fipdzyd 4" f tsdzdzj ded ghow ¢
running-config S tdaW JeztcOydw dzj SlstsBtc Oy C
otsmiisOdzO o dzd 9 O Isyw i sfdzj f colsttcdatsc
SNMP) . 1 sfdzj 9" s dzdzjabize vservi€es gp@pzagent
Codet dezteOydd Oc | dzlsi@@EHMMP dzj + CtcOdz

[1sC dzv y jWozddgS yd  ONMPdzls® Eflstes? flse O

s sd3OdzH O | no enable service snmp-agent

&
d m

{iNdd cdsBOd des? CdW dekwOydd

n—
7

X
g5
=&
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1 OMlstes2 C O SNMP W

(S coHM Clsk Csd&OdH 2 sy des  dSfipiS mitdpgififezk 9 ls & 15 it
M sd L 5 5dz0 dzj | & mrOlis tefc@udsds] Iste© O N Y Bzl

1436.1 cdd3i e SsdW JekzteOydd
]l Cdzs yjdedd Mmazzysr SNMP
4 YyJ dzOted 2

NMS

AreHT

EEEE ER HH GIO/1
IP:192.168.3.1/24 ;

IP:192.168.3.2/24

{ gk &<

) sfjdzj o C dzs yj dedw fzeysr SNMP d d&zOflstet
By jls fskzuydls! Hehskf $ bkffsts? ks Od

z0cd 1. 1 Szt ydilsj fMazzy sl SNMP.
ZOMistet 2 |, OHO2] HOLO®jIster HdY Mjteo jte® Ocj d
oMk ddzO o Mmddk

¢ ¢ J dzls | QTECH(config)#enable service snmp-agent

ltetso jte) Of EMisdIsj skowdgdmieedz ylstsB' ftese jtedls: | €
SNMP

¢ G j dzls | QTECH#show service
web- server : disabled
web- server(https): disabled
snmp-agent : enabled
ssh-server : disabled
telnet-server : enabled

1441 Oflsts260 §OLOR)sess bkftcOo dzj dgd® SNMP

1441.CWWjChk CodWdekwoydd

1 OHO2Is] Ghdssd j § GNMPE] DE ¢ QO dzlded y 5 CsdadsOC IsO  f
Bidsf sty jddi EMss2Mmiss O, Mjttd?2ds 2 vaplfEtes ] QL Od]
) sz yde HEeMiskf NMY @EPiHs s®dgz ydls' §sdlsOCIsdas dzd -
WdLqujmMSts) djMmssfsdsyjdd] kfkts2imss 0.
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1442.2 06 d dzOfstes?2 S d
LMkOdsa SO tojydiO fMdfsj ddzscts SsdsOC O

1
1

1

=

T

{ fud & dzBdz

SEEHO CtdsOCIdy 2 tjydd Mmdmisj r dzgjsBRsHdBE dL
&ZO Ocj dzsj .

OfMstes2C0 &j sl sdsy j ddw fdhlsj &

{fydtdod ds.

{ Mdzd dzj sBrtsHd®BE dL &J ddls! ©WOMYsdsyjddy MdMmisi d
Oc¢ j dzlsj .

VMIsOdeso €O Mjted2 detse s detsdz s © Mdmisd d3r

)l
)l

v
il
il
1
il
il

= —a ~

= —a ~

= —a ~

—

[ UysizO dz' dzts

[ fdzd dzj sBRBH&E dLdj ddls! Mjtd2dr 2 desdsjte Mmdfls,
Oc¢ j dzlsj .

MsOdss $O dai steOydd NE B bkfjlstes s j

[fydtdod ds.
[ Mdzd dzj 5B S t5H d d3ts NE[ L dggOlfsla ts 20stgH L Istsls 4 dzj oBj dals  dzO

OfMlstes?2C 0 &GOS Md BOd dis2 HSKHEZ §0O0CjlkO0 Oc¢j dlso

[fydtdod ds.

[Mdzd dzjsBRSHdBE dL d&j dadls' BOS f)d GAMR! dzbiz® fi) Is tiztf Gzls j 1
Listsls L dzj d3j dgls O Oc j dalsj .

OfMlstes?2C O dHJj dzlsd ¥ QOMipdRLOSNME ts ls O

[T ydsdod dts.

[ Mdzd dzj sBRtsHddBE L dgj dzd Is! UDP i jiztizls GNMPS Ote@igls tf sk ls P
Listsls 4lsizj ) dOc j dals j .

OMistes2 S O H dd df & s i

[T ydsdod dts.

[ Mdzd dzj sBRBHJ®BES &OMstesdl! ©OL®&jE GujtjHd f
e ssfmls! ¢ skfwOoCd Moseh jdd?2, &OMbts2lk] ksl

OfMlstes?2C 0O ddisj o HOs s sAEOo €

[T ydtsdod dts.

[ Mdagj sBrSHJ B dL d3j dzd Is ! Hfaef) stss Ogzdztf s f tc @OMtftes2 Is
fdeCls o Oc¢j dalsj .

Ofstes2C 0 kfttOodj dzgdw slstsCtsdg SNMP

[fuydcdOdz dats.

( Mdzd BtSdzr "5 € tsdzd yj fls SEMPHf @Cdjolsssiod st A teots fifiigos 52 |
! Hdzv SBSNMROYdzOfistets2Isi k1§ tc OSNMP,dzd i Is tff B5'Is 516 ¢ 3O dzd Y
Cdzdyj Msots fOCjlstso LOftosMmtse, tBOB OISNMPO,j d3Fr = ¢
Ylstspr Ctdlstesdzdtetseo Ols! M s$XMP.tso Odzadj A1 HddzW L Ol

1.443.) tetso j 8C O
1 0 Efisdlsj shomepdpgn byls s’ lsse SAMR[Is! fills Olsk f)

1 Of EMmisd Isj sKhow dgBrdmg-zonfig, ylstser lssBtOL dIs! JdW stcdzZOYd ¥
Emstets? Mise O.
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1444. 49V L Odzdz" §

¢ s BOdzH '

VLiNsOdzsoa €O o ddi30 MdMmisj didzsets CBdzlsOC IsO
s sd3O dzH © | snmp-server contact text
[fdMOded j textilstesC O, HdMr o0 hOw twjyxdd3 CsdlsOC
f OcOd3] Ists
tdddd3 S5t ixdds cdzsB Odz' delgd d S szt e 2t ©
1 O0Mstes2C 0O i3 Missf sdztsy J dedwv MmMdMmisg d3r
s B3O dzH © | snmp-server location text
JTdmMOded j textfilstesC O, GfdMmr o0 h Ow MmMdMmisj d3dzizs d dz
f OcOd3d Ists
tdxdds tdxdds cdzsB Odz! dets?2 S sdW JelzteOydd
CsdW delzts
VLMisOdzso €O Mjted2 detsets desdzj e © Mdmisj d3r
s sd3ZOdzH © | snmp-server chassis-id text
JTdmOdzed J textlyg S Mils Mjted2dtsets detsadZj 6O MdMmlsj dzr , ¢
f OtcOd3d Iste d dzd Mmd dzo sdzts
tdndads tddds cdzsB Odz! dets?2 S BsdaW JezteOydd
CsdeW de lzte
teSBotsHM s O¢ (t.Oo d dzts, Mjted2der 2 desdzj e EMmistet
dmMfsdz L 5 M BAzse s desdZy 6O SNMP HdzW 5B dzj Gy dzd ™
VLiNsOdzso € © d dzNBKezEOydldcs? Miso j
s sd3OdzH © | snmp-server net-id text
JfdMmMOded j text:lg € Mls, Ctlstster 2 dmMftsd L k24 smw H dw
f OO Ists vy SMis ftej HMISOodzv jIs NBBIY HistelsChlets I
Pydlssd3 tejcdmlstc® d disydls o Cdz¢ yols:
tdndds | &zsB Odz! dz' 2 6 Ndd3
CtsdzW de zte
teCtsotsHmumlsOdzsodilsy S€t8H NE Ekfmlstes?2 Mise O
dmf sdz? L ts
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1 OMmistets

200 BOS Mg BOd dats2  H KB

s sd3OdzH O

snmp-server packetsize byte-count

byte-count: O L d3j 6 § OC jIs©O BIs8A4B84B@®PRIS HTS

| &zZsB Odz! dz" 2 6y dd3

260 dHj dzlsd ¥ QOMipdRsOSNME (s Is O

snmp-server udp-port port-num

port-num: EZSCOL'" 9 0QjlIs
dH] dZsdW S Olstste § ts

DR Ofsdeicy § s ©S

HJ IsZB oW
kO fecksS sdkO, Stk

| &zsB Odz! dz" 2 6y dd3

S tsotsHM
dmf sdz L s

VS OYdls] dHjdsd¥dC Ottt EttlsO fBlssC

MWP [OOCTYNHEE

1 OfMstets?2 € O H dzd di ts &8 taiggaii2d
s B3O dzH © | snmp-server queue-length length
JfdMmMOded j [ length: HdAzddzO0 tsyjteiHd o HJOJOL Az s
f OtcOd3J Ists
tddd3 tdNdd3s cazsB Odz! des?2 SCtsdWdelkzteOydd
Csdev de Izt
tECtsotsHM [stejekdzdekz2Ils] ©GOLBjt BujtejHd Mtstss
dmMfsdz L s MitsbsMslsftcOoCd Mtseh j dad 2

1 OMtets?2C O ddzlsj tco HEzOB S istfafE ®o ¢ d
s sd3O dzH © | snmp-server trap-timeout seconds
JfdMOdzd j  seconds:ddzls j to Odz ( JHJddyO dL B3 tej dedw : i
fOtcOdRBj Iste sIs 1 HEts 1000
t i das tdNdd3 cdzsB Odz! des? CtsdW JekzteOyd
Csdev de Izt
tzCtsoatsHMm| OMistets?2 Is j Jdzs jtco Oz BlsftceOoCd Mistss
dmMfsdz L s MEstesMmis! BwlsftcOot¢d Mtseh j ddw
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L OfMEs2C0 bitOodj dzd” §ssStd SNMP

s B8O dzH © | snmp-server flow-control pps [ count ]

[ dMmOded j count:Ssdzd uj flsots § OCqy IsSSMMR ,0 fticasdE@s Ols ' o O
f OOi) Iste 1 Of OL sdz L dzOYj dzgd 2 MsBHIEOo dzw jIs tsls 50

tiqdad S/t jdd cdspOd ds?2 SsdYdekzteoydd

t S tsotsHm [ Mdzd BBdZ hts5] Ctsdzdyd Mseats f OCjIstsa L G
dmMfsdzr L 5L OGtkzL €j A} HA&Y L OH Oaf tSONDMER], dzddpO friflsstds
Ylstser s6cteOded ydls: Csdzd yd Mseats fOCJIs
My SkedzHkz 9 COYHB2 LOHOYjJ] SNMP, ylsts
Al Hdzw L OHOY SNMP

14451 eddj 6 ComdWdekwoOydd

1 OMtets?2C O f OOd3] Istc BNMPEZf tc @9 dzj dad W
4y dzGted 2

NMS

Gi0/1
IP:192.168.3.1/24

IP:192.168.3.2/24

t d ik daog
NMS bfwOodvjls Mmjilkjor dd Ekfmsts?mlse Odg
OklsjddsdWdSOyqq Mmesseh jmse® d dsyjls
ddaf sSteBOYdy B kMsts2mlse OF, &Ofteddj te
Bd Mis sl 5dzts Wi Jtdd?ide 2 fipzts d3d te

20¢d |1 1OHO2Is] (OwWO®]skr O & SNMP d&j f)

ZOMmistet Mmdmisjd', tjydd ScdsOSkO d fMmjtd?2d 2

2. UMsOdzso Plajej NP O HEB@so dlsj OHtej i d dzk
192.168.3.1/24

¢ G4 dzls QTECH(config)#snmp server location Mosco w

QTECH(config)#snmp server contact QTECH.ru

QTECH(config)#snmp server chassis -id 1234567890
QTECH(config)#interface gigabitEthernet 0/1

QTECH(configif- gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0
QTECH(configif- gigabitEthernet 0/1)#exit
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Jso jto() eso jto! Is] dadistedOyds & SsdVdcktoydd
) etso j 6! s jVieBHMPdal StesOyds & ctolzf f j

¢ GJ dals QTECH# show running config

ip access- list standard al

10 permit host 192.168.3.2
interface gigabitEthernet 0/1

no ip proxy-arp

ip address 192.168.3.1 %6255.255.0

snmp- server location Moscow

snmp- server enable traps

snmp-server contact QTECH.ru

snmp- server chassis -id 1231567890

snmp-server view vl 1.3.6.1.2.1.1 include

snmp-server host 192.168.3.2 traps version 2c userl

snmp-server community userl view v1 rw al

QTECH#show snmp view
vl(include) 1.3.6.1.2.1.1
default(include) 1.3.6.1
QTECH#show snmp group
groupname: userl
securityModel: v1
securityLevel:noAuthNoPriv
readview: vl

writeview: v1

notifyview:

groupname: userl
securityModel: v2c
securityLevel:n oAuthNoPriv
readview: v1

writeview: v1

notifyview:
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1.5. ] tsdzd Is ts tc  dz@
151. [ ssBtcOY j dad j

{fdMmOded J s 53O dzH O

I IssBteO) Oj Is fls show snmp [mib | user | view | group| host]
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1 OfMbtes2¢ ® RMON R
21 ¢vut [ sSBBMON
21. [ BL BBte

VHOdzj dedz 2 osts dzqf Is RMOKYze dz@®f s @o dbj dz 2O toj h j
IS Odz dzr a3 LA s Bt H @ dzj dedz’ B MO0 M dMyfsd Lse Od
ksyS RMONH Odzdz' | dsdzdststeddzc ©® fjlsd Mshmsswls L ctlzf
fesdLoHdlsj dz desflsd, Stk j doyds nfsd Lse Ol! H

UlstsB' el ¢ ZOkdiese Odzdj fMjlsd, flsdddLOyds fsdL
fjlsjor R shdesC.

RMONo Gfdzsodesds dmisd LizjlsMy EfwOodvshdd kEfsts? fise
d ZfwOodzj ded™ EftOodw j s i3 Lkfstes? flso O] .

) el sd d MlsOdH OtslsT

STD O0059/RFC 2819: ddzif St Qo BOLO bf§tOsdj dedW bHOL d
B dzd Is 5 to.d dz@ 5 o

RFC4502: ddz¥¥ ste 30 yd sdzdzOW B OL O kZ{ftcOodzj dedwWv kH Odzj dedzr d3 dsts ok

RFC 3919:gv j dzls % d C Olsste’ (el sdzO kH OdRMEAMS cHitvaREdzd s &t
Bhsc st sd ds?2 S cHBEBROYd] 5 &SSOk (

RFC3737: 1z C 5o S HANAS 2" o5t MEBdBjj 2 Miste © [k H Odzj dzdzts REONES dzd Is s ts

RFC 3434: tOfh dtoj M 'L H Odzj dzdzs € 5 s dzq Is 5t d dECed H &z G20 § S j iz
Bsdz M52 j &S sMlsd

RFC 3395 fif Qo tsydz j ©OMM e dzd™  d H j dzls MIB dEHOsxjedddzts ¢ & & |
B datsd dzc @ M Is
RFC 3287: O fh d tc JMIB"H O dzj dedzs ¢ 5 s dzd ssted dzc © HdzW  H.q W ¥ j 6] dz

RFC 3273: ddz% ste 3Oy d sdzdzO% B OL O EftcOodzj dgdV¥ EHOdzj dedgr d3 Bis
o' MsC 2 fesfkmCdts?2 MY st dshls: b

RFC2896: ®&OCtEsm' dHj dalsd MBL® etmias cits sligssigiusdss d dzc © )
RFC 2895:fiff tO@o sydzd § Gt o Hj dzls o WMIB Mg zdzdfteststs 50§ &sidrfds ts te d dz@

22.1 tod dztsy j ded

dzd J f totsB

Vtod dztsy § ded {fdMmOdad J

uBste MsOldMisdSd (lteddjdvjls yjlrtej WkdSydd F
Cddstesddicl | Bcets (Boddlsstddzc® Mijlsjos2 Mmowed

221l.uBtte MsOdMsdSd 5 ddW stedsOydd € tsdzlstetsdzd

221.1.64 Y] dzOtsd 2

Az dzS ydw  fls BHEND Etfegndt d i ©dz' L
d deitassOydd B ddalsjteWw j2Mmj, W
Csddujmlse® §OCjlkse ddasj ol
MdedOddL Oydd dmfsd Lkjlshw
qdzls j ol j D@udzj HEY b glzfsj tff §S OL O

J Isfw H dzw d3ts dzd Is ts te d dzG ¢
dCydw MmisOoldmisdsd dmlist
20O ) COYHBSA ddzlsj o
dzv  dzj d3j Hdzj dzdztsG s f tSdzlz v
0]

z
74
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( Cetb )
Cepgep
= AreHTt
- GO
E ammmm mm G
KoHconb
TepmuHan
t MMk &k ¢
2212.1 OL 9 jtels' 9 Odzd §
Rdzls j e j 2 kidiydoeojlsmy, ykts' dOCOfdds Ols! fls0O

dazls j o j 2O d MedOl! mMsOkdhisdStk & StEffuphael t
My shMesedshisd dqdidsjeWj2MO o Isjujddj ddzsjtes OkO isd
fesdmMisndls dmMCds yjddj SsddujfmssO §0OC]ISNMS) o M
fieiHOismMyYtehded@Eyngdzdyj o' J RBsdid dls’ CtsdV JebkzteOydd

1 10Mmsts22ls] ¥ isded)ts @MONMEE®@NetdzO ddalsj oW j 2 M .

T 10fMbtets21Isy WhkdC yde fn BNONGEDIs ofSdzfs J defiy Ig 9 ting d
1 10Mmbtes?ls] Me@uzpfimspH 2§ o) RMONIZH " t6j H j dzd s Hj 2 flse
SBOBSISC ) RYONoOldR yddi3j StdideckeOoydd. stdstsd
¢ dzOdzts o  f o R U tfetg HofHsjOdz dzv s s MtsB 2 L OYj dedw

sBi j COBD) (S tej Hjdzj dzdzr R fsdzj 2 o FRMORK GEthemdtyj S 2
Metsdlt ektedetso Odzdats? Hzw daasj oW j 2 MO.

23.ANE2dzS ydd

231.1 0L s j Ctsdzgyj st

RMON sfftcj Hj dzVv jIs dzgj if REAN. C 5] todstsl @TERH § SHHJ
Mis@PwIsd < d, ctezffz dMmsstedd, cozffz Istoj
Mz HEe h dd3 tsBtLOL t5d3:

Lez2ff O MisOlsdmisd ¢ d
Jef § O MlsOlsdmisdSd dmMytsd LEzjlmMvw Hdbv Bsddlststedde O d
sStcOW dSj ddzelEjhasrtej 2 ifGslststcOW  dzOS Off dzd offdg LisHi@dzdfy  d3tOdf jo dglsC
sjSkhjets otjdijdd. uwlOlsdmisdujmMSdj + dzj dgj dalsr o ¢ dz¥ y
hdesCtso jhOjd dz" §j f0OCjIst HOdzde'd uj S0 e ® d tof tofstBg €
(CRC), BSd hdj d ®KRO&OKJ dudstdsdf mesd uj MSdj tjLlzd sOIsT
fyldsaf s  Wj M S ts Etheméts dzd y j
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Lty f O dimiststedd
Jteff O dMmbststedd dMytsd Lizjlshmw HoY fjtedsHdyd MEsets M
Jdz LOfdMm"r 90 Is dzOS s dzj dede’ § L dzOyYJ dedvV ddaW sted3Oydd s
ftostf 2MC dats 2 M smMse desmisd o IszOU J dflzd Jn 5 FOQ desjclss dfRizls p ts
EftcOo dzj dzd v IdShdestsuc@jjl® .o fMjBY Hoj dajBtsdz hdj ctekzf§r :
1 | tekztfHjs@ryControld Mtf sdz! L z2jIsMw Hddzv EMlsOdatseoCd ddzlsj tco O
HOdzdzr 7 o' BsteCd d Htekets?2 bEftOodvwsh j2 dda¥¥ Sted3Oyc¢
4 tolz fEfhE@metHistoryf to j H 5T ls O o dzvfj kstc @lIs tel3d Qatfd ) 1O wzdze g S ozt Y OW
MsOIsdMmMisdSkz bLttOWdCO MmMiljosets Mmjcedj dzls O, fOCils

fOCjkso, dMicd L so@u@Ed? S sddyj mlse O
Lt f O MdeckzOkss Istejotsed

| S fifdos zOdzs o toj Hozff ey dpHL WEqI@MW  H 2w dzOB dzf Hj ded W L O
BOL' EfwOodws hj2 MBlY se®&@y®J L (20 WiBddgj ot 6" QijClds @ OH O dzdz
pjtended? fiHjdz qdzd dedyj L OHOMzdzsCEt dzdydaj €65 18] H,
ClsSte’ 2 SBEOBOKT 90w COC M’ Isdj .

Jzf § © M Isd?2?
leeff© MmMtsBr Isd?2 dmy sdz! L 24 sy d3@ dzts B s By 1514 fizj pebw " Ided -
Ctodzlstetsdzd telz j d3"MIB frigseS Isjoljldsmiso 2 jIs EMmMdazsedwds Istej o scd, |
stsBrIsdjy d@tsydls BrIs! tBttOBISOds o dsBtsds dqL Mmdzj Hize M

 none: dzedSOCdE Hj2Milsed?2 dzj GtejHYtedded BOj Ismw .

1 logg ddWsedOoydy, Sldshvh Oomnme 0L kises Is§Op dd O d
N ZtedzOdzO®, YlktsB' OHBJddmscOltt’ &scdkd §Esihdolsisd

1 snmp-trap: Mstseh j dzd J§f J teg aPJ SNIMB, oylstse T’ z oNMS t=i3d Is ¢
otsLdzd Cdztseo jdzdd MmtsBr Isdw.

1 log-and-trap: ddst stedzOydw, Slsdzsmwh Owfpw ¢ MmtsBr Isdsy ,
LOY dMmj 2 > k tiMSdgor j HOffetdsting'h j dzd § tr ap

231.1.1 eddzydlf tOBSiST

RMONf sHHjt)y doOjls dzj MCBsdz! Ct5 dsdzgdlststese d Ho O d3j IstsH
MBtstc® HOdzdz' » dMf sdz' L & IRWON, iy fPSyeftOidg’ Isdz" RO fLtayvddglz ¥ ff ts dzl
o fms d dgW tstc AJAR| BMONTE L dzH EBRMON. df siMse RMONGecH] Isipdsts | dz' )

Mikbjorj EMbtts2Mmlses ©, yYlkte'r kflstcsRMPE.oN®IS q fikf tzdz' V¥ Iz §z26 y
shdsodz | CSROZHT ftosMissets f tcBNMB)C xR 6 ecd®p di) dad @ dzdyg'
OGj dzlsRMBNd MBtstcO® ddeW stedBOyYydd t©B Efcis®o dgj tred , sk dzOC s,
toj MetemMOBsd Lkftets2mlsea ©, d MtsBdtcOjlsmw JdW stcedZ3Oydw Ists
H O dzdARMON MIB.

10 MdziHEkeh jd&3d tedmMikzdzC ] 0L Odz f MMSHRMON)NEMSLU] tedgjLy H Iz
0G¢ J dzRMON, OB tslsO h dn dzOBtmiikds sP Hdze QA s ¢ d dzW stedzOyd s
stcOWde<j, MsOlsdMmisd ¢ j sh dets¢ d MmlsOlsdmisd¢j ftetsdL o
ZOr sHdIsfmw ddzlsjteW j2Mm EftcOodzv j BBsets Mjlsjotets EMmistets?2 |
EftcOQodzjdzdj Mmjlsjor &3d EMmtets2 Mise Odzd .
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1 Oflstes2 ¢ ® RMON

NMS

L]

(I

Cepsep
AreHt Iﬁ

[ dmz st
2312. [ BL G

{Mse j dedzsls [ § d M Odzd J

RMON s@lsdmMutsBdtcOjls dOSCsfdlsj dz dzs fMilsOlsdfMmisd
Ethernet Ctsdzd yj Mo iz BOkk f a3 ¢ O dzHzlc d3 tsls fr
dgdzls j oW j 2 MO Et hernet
dlsOIsdMmisdS O |1 Of dMmr a ©j Is Ctsdzd yj Mo ts fO¢jIstse,
RMON f4Jtcd HOdzdzr R ddzlsj oW j 2 Msd3 EQ fiplets 5 jec

ddzls j s OdzO, d eo"ydfmdzvjlk dMf sd Lt
sjujdedj 1 Issets ddzlsj tco OdzO
ud 6 dzO dz l " BBt O L dzOyd dzd 2 Csdzlstesdzd ez j d
fteinbfteiyHd st H]dddagsidykzsed ot d3j dAfd ¢ dz@
RMON ftoj HEf toj iMIdBE2 L 2j sy o MmMByd IsOdzd
1 tod HsfMisd Y 4 ded d 9Jtndz G5 d dz
Meslse jIsMlseo zs h Ow IsOB dzd y O M
or f sdzdzj dedv tBKOBtSISSd MtsBr Isd2 ddz

232 RMONIs®@IsdmMlsd¢ ©® Et hernet

23211 eddzydlf tOBSIST

Az dzC ydw  fi) SRMON Etleqi6t qz0C s dlsj dz des M dOjls MisOkdmisds
fjlsjotd lStcOW d¢ [FEthefridld) tefsdii@® © ML HOddY LOfdnd Hi Is

2322. 49V L OdzdzOVY CsdeW dJeztcOydw

1 Ofes260 MisOlsdmiSdRMONS 2 L Of dfyj 2
1 AkdCydv flRVON Biledi@ fits b it dyOded s d¥ yj dz0.

T 1o EkMmisdlsj rhdad30ltzetinn stats, Ylstser MtsL HOIs! LOY dMmd
Ethernet dzO 2 ¢ OL Odzdets d3 Etherisef oW j 2 i

1 1tmdj Emfjhdscts MsLHOddY MsOlkdmlsduj MSda L Of
CokfifOolsdmisdSCd MsedeOjls MsOldmisdSk (5 dd¥ st
ddzls j 6% j 2O. wlOldmisdyj MSdj < dzj d3j delst ftoj Higls
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1 Oflstes2 ¢ ® RMON

SftejHjdjdd j o MsolsdnRMON] BEemdt, @ s dzdouyfid i) O dzdzC
ddzf SteBOyYdY ftojHmsOodvw jls mMoe 2 dOCTY i dadalj dzls @
ML HOddY Misolsdfls RMONYES s 2Is jsOBhdidays o ) d3j dad .

233.ulkOldmisd¢O dflsstedd RMON

23311 teddzydlf OB

AzdS ydv filsOls d IRMON GO s sac@ fls dzOC s dzj dedz s Ols g fls df §
stcOW dSj d dzEthae®tp? is@ yj dzdj SO HBE ddalsjtco OckzO.

2332. 40" L OhdzC sd Oy dW

1 Oftes?2C O ¢ tsdzlstets daf fgds € RGNS d iy j 2
1 Akd€yd™ MmisOlsd RMONEs Jdgisjcdgd § 5 [ dsts dzyOdad ¥ .

1 10fkfmisdlsj rMoe dg@egtidn history, Ylsse' ML HOK! Csdstsd
dMmis stz®@d d dels § tEthgrietn j

T 1te2ff O dRMONUYSE JteOjdMmidptds {5 f j e d3j dzdz” o5, s tc,
s OB dzd Yy § gRViBNstedd L OfdMmr e ©Ojls dzOC s dzj dzdz | L dz0
sjujdedjy SCOYHBSEts ddzlsj tco OdzO.

23.4.4dc dz@dzj H 4 toj ) RMOYE] W
23411 teddzydy] OB GBI

Alzdzgs ydw mdcdMfl. DygdsHdud Mcd Slsfmdzj yde Oj Is dL dgjc
fdt 3 digl cdzOadzd L Oyd d . ( Mdzd L dz® teji cedzdf to JY>prHegigEsididzdatg Is

LOHOdEzZsGts o jtendy s §stesc® ddzd dzdydzj 665 §stescO, L
Hdzv ©B®OBBISCd, dzOf toff ©3 s, | dfdjifedidh Of s i O Isw  osH dzO® L
IsOB dzd yd Y ztgdg@rfO dzdesdejsp s 5L d2OyYd dzedy ddzd o jtemndaj d ¢
HeMisdeOj MY djMisd St ©OL SHEBYH, LOfEMSOjkmY It
Hiekes) Mserilsd) LOfEMCOjlMY Ht kjn sk, (SO0 daj

L dzO Y dzq § .

2342. 49V L OdzdzOVY CsdeW deztcOydw

1 OMsE®2 IsOB dzd yr M Isd 2

1 AndzCydvw ctekztf RMONfstsEdds 3 dz0 5 bk BsdzyOdzd © .

1 1Ofkfmisdlsy rmosegndzn ylstser dzOfMistesdls! IsOB dzdykz MmMtse "’

1 OMstes2C 0O LW tR] Y HJ dad 2

T Aedz2€ ydvw ctokzt ftcj Rdd dz® REGNIE]SS dzt yJ dzO0 § &5 Ek d3ts dzyOdzd

1 1YOfkfmisdlsj rord@uizH Zylstse " dOMistetsdIls! IsOBdzd ykz Mmtss
¢ s 3O demolz alarm, yYlstse' dOMistesdIs! ff k@ s dzd ol RNQPNEIAER dzts o

T AbkdS yffej Hizy toj YRVOMQ) Odzd L 2§ IsTw  lseQ Bidzdf Wpjj A ch § dzd 2
sOBdzdyj? M’ Isd?2 Misde M fdzed H lpszds B ' 1O dztsy jdE H
EftcOo dzv e h jj Emlstcs? Mise s of to jfrpdiAAf e jy H JfifdaEE® Yo
dzf sBrtsHd B f§ tcOo d dz' dztSNMROMdeWe tsdE® ff) Is O ASMMP Pds.J dzls ©
1L OMlstets2 ¢ O SNMP

1 (fMdzd MSCdW Jeztod totso Odzdetcd Hile itcj QY fa] Pz L dzsd3
o ctlkzffj MmMRMOBId] Ctelzf ) dmiststedd, RMOMC ydw

Ethernetd dzd W k2 dz€ yd v fls O lSRMB 1 € dpy dg® sesclf'd zOMmiste s dzO
BYUJBjH! 0 Cdistetsddtihgmesds ddzisj eW j 2 fj
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24 stdW dclzeOydw
St dekeO1 [ dMOddj d StEOdH o

1L OMstets?2 € O
MisOIsdMmisd & d
Ethernet

({BWLOIsj§ dz' dz" 2) R sdz' L 2] Isfmw H
MisOdMmMisd¢d I dqdaW sted3Oydd t tcOW ¢

rmon collection stats 1 OMmistc©d o Oj Is MisOIsdm
Ethernet
1 OfmMlstets?2 € O ({BWLOIsj dz' dz" 2) R sdz L 2j Isfmw H C
MIsOIsdMmisdS d MisOlsdmisdyd MS¢dn HOdzdz" ~¥W J8B MAstc@W dh¢
RMON gmMf sdz L soOdedd s z2MC des? MY sMisB C
rmon collection history |1 OfmMistcOdo O] Is Cdzlstet
dimsstedd
1 OfmMlstets?2 € O ({BWLOIsj dz' dz" 2) RiMfsdz L z2j Ismw  H dzw
ftejHEt{teiyH, dL d3j daj dad W H Odzdzr 7 ff jtoj d3j dedats?2 o Ht
RMON
rmon event 1 OMstcOdoaOjIs LOYdmd
rmon alarm 1 OfmMistcOd 9 O] tfstc L HOWf t jipd H

2411 Offlsties26 0 MOldmisdSd RMON Ethernet

2411.CW W jCls
) s ud s

&OS s dzj dedzlz ¥
q dzls j ol FtRefp@fy dstsdsj dzls © ML H Oded W

¢ s daf s Iz ts ©

MlsOldmisdSE {6

LOYdfld HEG IsjCkh

24.1.2.1 ted d3j yOdzed W

ClsO WikdSygw

dzaj dsY jls Brils! dOMlstesj dzO o t6j  ddij

2413.206d d&Ofistets? S d

1 OMstesBOB®dMIsdyj M JRMONOY d i j 2
T [BYWLOIsjdz dgr 2.

T  mdzd

H dzw
LIssetts dqdzlsj oW j 2 MO dzgj sBrtsHd it dEOdetcs d Is ¢

sftejH]jdzj dzgdetse s ddalsjteW j2MO Istcj B L2
L O

24141 5o j 8¢ O

1 O Efisdlsj sHowm s@uimtadrs,

Ylstser
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1 Ofstes2¢ 0O
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RMON

242. 49V L Odzadz" j

1 OMmistets

CtsdEOdzH
2¢0 fMisOldmMisdRMONS R L Of dfmj 2

s sd3OdzH O

rmon collection stats index [owner ownername]

qd mOded J

{1
f OO Iste

index: KEOLT 90jl fBEWHCESo" 2 descBj ek

LdOyJddjds © HdOYf O6G3IBIsdzj tsIs 1 HEsS 65
owner ownername: EO®@j"Ms MtsLHOIj &Y L O dmd,
Colststets g ftcd HMNIsOo dzw j Is 163 B 52 dzemtisdetise: |
tej edMilstc O

fdxdd3 ¢6

tdyxdds SsdVW JelztecOydd ddzlsj e j 2 MO

H

s
1L

|
ts

CBso
f sdz

t &
dm

1 Oy dzd" § OwO®Rj stese MsOdmisdyj MS s¢

24211 tegj 6 CwddekeOoydd
260 f)RUIGNHHeTE d

1 OMmistets
4y dzGted 2

KoHconb

L]

TepMmuHan
t dimkz && ¢
sO¢C fsCOLOdts &0 ftojHr HEMN jd&3 ted Mz dzs j ,
NMS stcjBEZjIs, Ylstse r Ctozf f © MisOIsdmidq:
ftosdLotsH dIsj dz' dztsfyls d fts f sdzlz 4 dedz’ o3
HBJdzd MistcOIstster Bsekzls ftosMdzOlsted o Ols f
f sdzd BBOIs H Odzdz" | s §dzkzyj ddz - f OC j Is(
ftod ded 3OIs+ d3j o7 HdzW BEOBBISd Mjlsjor n
z0cd 1 OfMmistets2 Is j 1 CL j Bt dzw te MisOlsdMmisdyj ME ts2
dZzOMmistet Gi gabi t Et hernet 0/ 1 Hdzv MBBKO MISOIdMm
¢ ¢ J dzls QTECH# configure terminal
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QTECH (config)# interface gigabitEthernet 0/1
QTECH (configif- GigabitEthernet 0/1)# rmon collection stats 1 owner admin

) eso j &) OFf EMisd s sHow s@uatas, ylstse' ShtswOL dls!

¢ ¢ J dzls QTECH# show rmon stats

ether statistic table:
index=1
interface = GigabitEthernet 0/1
owner = admin
status = 1
dropEvents =0
octets = 25696
pkts = 293
broadcastPkts = 3
multiPkts = 0
crcAlignErrors =0
underSizePkts =0
overSizePkts =0
fragments =0
jabbers =0
collisions =0
packets64Octets = 3815
packets65T01270ctets = 1695
packets128To2550ctets = 365
packets256To5110cts = 2542
packets512T010230ctets = 152
packets1024T015180ctets = 685

2422.t O tesMisteOdzj dzdz’ j thdBC(

1 0 dmd MisOlsdmisd yud Ms 52 sOB dzd yr toj CsdzV de ztod tot
MisdWdekzedtetso Odzdz" § L O dMmMd MIlsOsdMmisdud M2 IsOBdzdyr

2431 Oflstes2¢ 0 MisOlsdmisdSd dmsstedd RMON

2431.CWWiClk CodWdckteoydd

1 sdzeydlsy dzOC s dzj degdzz® MlsOIsdmisdS ke s 2dp@Ehendet ¢ slsmdz
dmMf sdz' L soa Oded® sdzsmr HtesfzMSCOddy o COYHBER ddasj tco
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2.432.) tod d&3j Y Odzd W

ClsO

Wl dzS ydw

Bzj @y jl B! dOMstetsj &ZO o toj >y ddsj

2433.20c¢d dzOMtets2 ¢ d
T [BwWLOljd dr 2.

1 [(fqdzd dzj sBrRtsH BB MtsBOIs!
ddzls j oW j 2 M j

Mdlsjolks

H 5 dzy dz' Bf Is!

2434.) tso j6C O

106 fmisdlsj stos ig@uAstory,
2435 49V L Odzdz §

Yylstse" ®slssBteOL dlIs!

¢ ts RO dzH '

1 OMstes2 C O C tsdzlstctsdrd figds SRANGN] d i j 2
s sdizZOdzH O rmon collection history index [owner ownername] [buckets bucket-
number] [interval seconds]
JUidmMOdedj | index: X OL" 90j s BsteWHCBO" 2 dsdizj e MO
f OO IsteemMts L dzOyj ded j &3 9 HJ BFOL sdzy Bl 1 HTES
owner ownername: ECOLTo90OjIs MBSLHOI] dzv L Of
Colststets g ftoj HMNIsOo dzv j Is T 6fts B fis @ d3offdlsimst®HE

tjecdmlseo.

buckets bucket-number: EMisOdzOo dzd o O Is J &3¢ tsmls

Clststots 2 mMkh jMsolzjls MisOIlsdMmisd yj M¢ C
EMlsOdzOo dzd o Oj Is &BOS d d30 dz! dats ucked-tmudaoen),
tShtstets] Bsy jls BT Is! tOL d3j M j dets o butké@-s
number d®- sH dIsfw o HJOf OL BEY, BB 1 dzG
E d3ts dzy OddzD

interval seconds:
[ dOf OL tsdz
L dzOud deq §

EMlsOdzOe dzd o Oj s MisOlsd Mmlsd yj
LdzOyj dzd 2 MesMmlsOe dzv j Iy Slsdz
i 5 Oz HRsQY Ofgz € Iz dzH

tdxdad ¢d

tdyxdds SsdW JelztecOydd ddzlsj W j 2 MO

1 dz0ud ded v
dL d3j dzj dz’

f OOdjlstese L Ofdmg Msolsd
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| OMises2¢ O RMON

2436 tddijte SsdVdckeoydd

1 OMtets2C O MisOIsd MMPN dMmissted d
#4YyJ dzGted 2

Cepeep

TepmuHan
t Iz &k ¢

sOC YsCOLOd O ftjHr HEMj BB tdMmizdzs § ,

NMS dzj sBrtsHddBs MsB JtcOIs! MsOIsdmisd S &z

Gi 0/1 yJtejtL Ctelzf iz dmiststed d RGNz fiyle

Codelstotsdzd tetsef Ol s dzbf fzs@Is! ©Oo Oted 2 dg" § H Odadz"
z0cd 1 OMmstets?2Ilsy OByl kfttOodzj dzdWw dMmilststed | !
dzOMmistet YylstsB ' fjtedsHdyj M¢d MsBdtcOls! MisOIsdMmlisd

¢ ¢ J dzls QTECH# configure terminal
QTECH(conif)# interface gigabitEthernet 0/1

QTECH(configif- GigabitEthernet 0/1)# rmon collection history 1 buckets 5
interval 300 owner admin

ltetseo j t) Of EMmisd Isj sHow dp@muiiskory, yYlstsB' BGlssBKOL dls!
dimiststed d

¢ ¢ J dzls QTECH# show rmon history

rmon history control table:
index =1
interface = GigabitEthernet 0/1
bucketsRequested =5
bucketsGranted =5
interval = 60
owner = admin
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stats =1

rmon history table:
index=1
samplelndex = 786
intervalStart = 6d:18h:37m:38s
dropEvents =0
octets = 2040
pkts =13
broadcastPkts = 0
multiPkts = 0
crcAlignErrors =0
underSizePkts =0
overSizePkts =0
fragments = 0
jabbers =0
collisions =0
utilization = 0

index =1
samplelndex = 787
intervalStart = 6d:18h:38m:38s
dropEvents =0
octets =1791

pkts = 16
broadcastPkts = 1
multiPkts = 0
crcAlignErrors =0
underSizePkts = 0
overSizePkts =0
fragments =0
jabbers =0
collisions =0
utilization = 0

index =1

QTECH
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samplelndex = 788
intervalStart = 6d:18h:39m:38s
dropEvents =0
octets = 432

pkts = 6
broadcastPkts = 0
multiPkts = 0
crcAlignErrors =0
underSizePkts = 0
overSizePkts =0
fragments = 0
jabbers =0
collisions =0
utilization =0

index=1
samplelndex = 789
intervalStart = 6d:18h:40m:38s
dropEvents =0
octets =432

pkts = 6
broadcastPkts = 0
multiPkts = 0
crcAlignErrors =0
underSizePkts = 0
overSizePkts =0
fragments =0
jabbers =0
collisions =0
utilization = 0

index =1

samplelndex = 790
intervalStart = 6d:18h:41m:38s
dropEvents = 0

octets = 86734

QTECH

MWP [OOCTYNHEE

59




i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

pkts = 934
broadcastPkts = 32
multiPkts = 23
crcAlignError s =0
underSizePkts = 0
overSizePkts =0
fragments = 0
jabbers =0
collisions =0
utilization = 0

2437.1t OmMftesMistcOdzj dede § BhdB S [
100 did IlsOBdzdyr" EftcOodzj degdw dMiststedj?2 dOMistcOdo OF Is
ZOMmstetsj dzde' § L OYdMmd IsOBdzdyr EftcOodzj dedw dMmlsstedy 2.

2441 Ofmlstets? € O it jcHEAOIHO] 3 RMOMEd W
2441.CWWjiClk CmdWdcekteoydd

) jedsHdUiMSd fesejtw2ls), dzORERw I§f)s
ftejH] ZOR ECOLOMESEs HsfkzhMisdBses HJ

24421 tod d3j yOded W

[ Mdtsseh jdd jHstmaas B' ! fjtejHOds &O EkfteOodwshj
MtcOB OIsT 9 Oded ff ez I W H P BNMESH sdz)y j dz B" Is! f§ tcOo d dz! dzts
[ dzv  dzOMls te ts 2SNP fiPdg. jOdgs@® 52 € © S NMP

{ Mdzd Md e dzOdz! dzOW fjtoj d3j dedzOW MIB, 0 dzts § sy j difjjdimigsR] dzelzts 2«
MisOlsd MMPN ddzd ctelzffj dmiststedd, RMaNALthedet d dzt OB Y xS o § o
MisOlsd Misd ¢ d RMPN IsitstaizhglzO! B z28Mistetsj dz0 dz0 C s dzlstesdzd telz j d3t
Ethernet. |1 ftotslsd o degsdz fMmdzkz y Off tc Js ©& fizgf jy Py etz lzts HtsL H O dzO.

2443.2 06d &OMistes?2 ¢ d
1 Ofes2¢0 LOfdMmj2 M’ Isd2
1 [BWLOljd d 2.
1 100 jthdls] dOMsEs2Sk o ©jyddj ¢dssOd ds2 S dl
1 OfMistets2 C O § O wf InfHtgy jdid
1 [BWLOljd d 2.
1 100 jthdls] dOMsEs2Sk o ©jyddj ¢dossod ds2 S cdl

J dzj dafla’ &&j dgj dzdiz0 da
Of OL s5dz0.

24441 5o j 8¢ O

T 10fkMmilsdlsj sHow i3@meVént, yYlssB' tlstsBteOL dIs! I[sOBdzd ykz

T 1O0dEkMmisdlsj shdsvdy@dsy Elarm, Ylstse " sSlstsBtcOL dlIs! Is ©B dzd
ftejHizftej Xy Hjdd?
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2445 9V L Odzgdz’ | C Sd3OdzH "
10Mstes2C O IsOBdzdy" Mt Isd?2

s ts

B3O dzH O

rmon event number [log] [trap community] [description description-string]
[owner ownername]

{4
{0

dz

qmo
6 O dd

qd
Is to

number: £ OL " 9 OjIs ftewHECBBOTr 2 desdzjtc IsOB
® HJOYOLtsdzi53&Is 1 HB 65

log: ECOLT™ o OfftlsB r HdzPJ ) Iz te dz0O dzO . gdMmls
dded yddtetse Odedetsj MmtsB ' Isd § .

trap community: tB 5L dzOy®@Bptse n j dad J ssap O
ddzdyddtelzj Isw, ) dhiesty eSO dednjte gtesPagigs d3 M ts
community.

description description-string: LOHOJIs ddaW stc di3OtsB ™ IS
sts jMmls! MtesClk sfdmMOddw. | dOyj dzdd
127 fMmdd3e sdztso .

owner ownername: ECOLTr 90jIs MBLHOIjdv L OY
Clsstetsy ftod HMNIsOo dzv j Is 163 B Y d3antsdetse |
tej edMlstcO

tdNdd3 cazsE@dN s tcOyd d

[ sy dets dL d3j dad Is LdzOyd dedvw MmMSCtsdW delzts
s Isdw, oCdz¢ yov Isdy typss " usidd' O diddz”
MsLHOIsj dzv Mmtse T Isdw

200 ¢tk e indd dQ dROted 2

rmon alarm number variable interval {absolute | delta} rising-threshold
value [event number] falling-threshold value [event-number] [owner
ownername]

number: X OL " 90jIs ftstcWHSCtsomMdc dz®@BPtctf tcPH i
M LdOyjddjd3 9« HGOYOBBdzy tslIs 1 HTES

variable: £ OL " 9 Oj Is f Jj fgg 3gz@edzl f toj H 2zt € js)
ftcj HMNlsOo dzv j Is MisB RSB 5 Mnidjafxifods dztfe o o
W stedzOls J i Istsy< Odzd Lig! dmfsdz L 59 O
entry.integer.instance (L O d fm+ . yJj dzts ydgmdzsq cf
1.3.6.1.2.1.2.1.10.1).

interval: £ OL " 90jls dJdAsjtcoOdz o' BSteCd o
HJ Of OL tsdzj 187183B4TH 5 2

absolute: £ OL "™ 9 O] Is, Ylsts dsdoffr B BB Btc C@B
L dzOygd dedv, Ists jfls! L dzOyj ded™ fJtej d3j d
otcj 3w or BtteCd dMmilsj ¢ dzts.
delta: £ OL M 90, Is, Yylsts Gddfr Bl ®c CHfL d3j
LdzOyjdedv, Is. j. dLd3j dzgj dedw L dzOyj dzd 2
o' B¢ d dLodzj COtIsmw 5 dMmisj yud ddd o

QTECH
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1 Oflstes2 ¢ ® RMON

+2 147 483 647

+2 147 483 647

©jcdmisteco

rising-threshold: EMlsOdzOe dzdo OjIs o j ter dzd 2
(L dOyJ ded § )YzOUfigtslzd J O3 @ HdJ 0Y191483E4 8 s

owner ownername: ECOLT 90jIs MBLHOI] d&zw
Colststots | ftcj HMMIsOo dzw j Is 163 B 52 dzemtisdetise: |

eventnumber: i OL "r 9 Oj Is, vyl Mmtse " Isd gverfjnuorieit
LOfEMSC O sy ftod HeMisdyjddd
falling-threshold: EMisOdzOo dzd @ Oj Is dad 3 dzd 2
(L dzQef J ) Mt LdzOyj ded j &3 9012 HLAQH GL8tS3e

94 tondzj G

f tc

f 6

LOY

tiddd St iydd chseOd ds? StdW dckweoydd

t ECsoswstam ) d&Z2OyJ dzgdv MCBsde de ktod tots a @dzagn] tf Gtg Gdg
dimf sdz’ L 5| di3sselzls Brils! L &gjdzj d" ,  ofSteigs nOfic | i Hids
9" BistcC d, ftsL HOIs j dz! LOY dMmd,
ftojHjdZz CSsdzd yd Misoa © or B sclStdd & ¢ Jifjstsls Hs i

d dzls j te

2446 tdBjtt SsdVdckeoydd

1 Ofls to HPRCALZO ZO o j H Iz RMQNY H j dzd W
4y dzOte d 2

Sl prrrraer—

KoHconb

TepmuHan

t Ik &% ¢

ltoj HY Bz dd3, Yyt SNMPv1l ttOBBISOjIs
Hdzw HtsMiskf © € dzOMmistets? ¢ Odg, d3," ofigzw Q Idstdnmrites|s
0O PR sdz' L 2 &3 2 NMS fptskys M jidayI 3RS

9

NI
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ltod HY sSdztsy d o3, Ylsts L dzOyd dzd J§ Ol D fO¢
f sozlz yd dedz’ ~ Codzstetsdzdtelz j d3r d3 ddzlsj oW § 2 fi
1.3.6.1.2.1.2.728 t8tcA$ls & Mdolg pdfdgiz@"Y o' Bt
o' BtHC60 Mj CkdzH. sBEHO lsdesMmdlIlsj dz' dats g
dgdzd o3 dzr hj 10, mMeerlsdw 1 d 2 LOfEME
fjtiHOMsigB M jdzed,J dr @B IsdJ tej edMmisted te
M sdy CIsstej edMmistedtelzj Isyw .
1 OfMstets?2C O OGj dzZsO®O RMON L Qo jteh j dzO dzO Is
¢ NMS d fsHSCds yjdz ¢ Mmjtco j ok u;tz; d d
Cdzstetsdzd tetso Ols ¢ Csdzd yd Msoats § OC jIstse  dzj
dqdzlsj oW j 2 MSdR daBlj G Trdstc§ § MsMisOodzv jIs 6
OBfMisdzs Isdetsy L dzOyd dedj o' BtteSCd dgjder hjy 1
SBGEHO OB Mtsdzt Is dats | L dzOy4d dzd J o BtsteC d
tcj edMmMistcdtelzj smMw, d o NMStrdpjtej HOJj Isfqw M
z0Gcd 1T 10Mtes2Isj OHtej Mz §isdfs® sk dgztzdRsdzr a p
ZOMmiset ¢ | ofsts?2 s Ctokf k& e’ Isd2 Iste de
ftejnizftejyHjdd?
T 1OmMstes?Isy Wizjdeblydej 3 H § dad 2
d G4 dzls QTECH# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# snmp server community publi ¢ rw
QTECH(config)# snmp server host 3.3.3.3 trap public
QTECH(config)# rmon event 1 description rising threshold -event log trap
public owner admin
QTECH(config)# rmon event 2 description falling-threshold - event log owner
admin
QTECH(config)# rmon alarm 11.3.6.1.2.1.2.2.1.15.3 60 delta risithgeshold 100 1
falling - threshold 10 2 owner admin
l teso § 1T 1O kMmisdlsj sKowdgtolzrewEnt, Yylstspr wlstsBtcC
M Isd2.
T 1O EkMmisdlsj sKowwditoderalarm, Ylstspr slstsB 6 G
MdedzOdzseo ftoj Hzftej yHj dzad 2
b G J dzls QTECH# show rmon event

rmon event table:
index =1
description = rising - threshold - event
type = 4
community = public
lastTimeSent = 0d:0h:0m:0s

@ §) QTECH
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1 Oflstes2 ¢ ® RMON

owner = admin
status =1

index = 2

description = falling - threshold - event
type =2

community =

lastTimeSent = 6d:19h:21m:48s
owner = admin

status = 1

rmon log table:

eventindex = 2

index =1

logTime = 6d:19h:21m:48s
logDescription = falling - threshold - event

QTECH# show rmon alarm
rmon alarm table:

index: 1,

interval: 60,
oid=1.3.6.1.2.1.2.2.1.15.3
sampleType: 2,
alarmValue: 0,
startupAlarm: 3,
risingThreshold: 100,
fallingThreshold: 10,
risingEventindex: 1,
fallingEventindex: 2,
owner: admin,
stauts: 1

2447.t OMf tesMistcOdzj dzdzr § hdBSC
19 JojHjdaDRIsmdzj ydoOj dsets tsBI jCIsO dgj o j toj dg,

OID, dzj
LdzOC 0.

T 1jten dzq 2

fezh jMmisekzjls, ddd Isqdf dzj

WSdZWJISfI']W

f stotstgd dig@e jhdg ddd 4 dzj Bz f stese kz.

@ §) QTECH

MWP [OOCTYNHEE

64

c =
—. 0.
g8
Qo O



{ECsotsHMmisets 5 dzOMEEE2S |
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fjtedw QSW

25.[ tsdzd Is ts tc  dz@
251. [ stsBtc Oy j dad j

{fdMmOded J

s sdi3OdzH O

I IstsBtcOY OjIs ofmr ddat sted3Oy
RMON

show rmon

[ssBEEOYOjls MisOlsdmisduj MCEk

show rmon stats

JIssBicOY O s IsOBdzdykz EfttOs

show rmon history

[ssBtOY Ojfspf@ez@dzse ] HE

show rmon alarm

JIstsBicOY O s IsOBdzdykz Mt k

show rmon event
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1 OfMstes2¢ O NTP e
31 vt [ BNSTOP
31.[ BL tsSte

lteslssCtsdz My Isj oNTB)S Lolstdg] df jtedtsds (¢ fstda] dztcysp df@lstster 2 f SL 9 tS¢
Milsjor @3 EMmMistts2 Mise O3 Md dNERsHzy L af todzw Pl ‘d3f flif)jisdg'ts.2 Mis o O
Mdder tetsdzd L Jtetso Ols!  otcj Y M Motsddd Mmjtece jteOBBd ddzd
or Mo slssydzze Cstetej Cyde otej d@3gj dzd (tcOL dzd yO MmMts Mmis OdzH
sHdts?2 i3 dzdzd j CzdzHr 9 dsCOd des?2 Mmjlsd d d3j daj J dzj
dzsB Odz! dzts 2 Mdlsd) . NTB tagsigij Is Is tffetdsi, H Slso tcOh Ols ! Os0O¢d
LONdWtctso Odzdegse s f tsHIso j oy H j dad W .
Il dOmistswh j i o tc] GBPECHdgtsHcds® fifsipfOs dz! L 59 OISNTPE @ j azls&S® Y J fr
sO¢ d ) CNIRt) nts® jitcts o . [ ekze d d&zd fn dzeQTECHd ks kg figlstets 2
MdidestsdzdL Jtetso Ols ! otcj By fp Mijtejtesds otej d&d3ided d dMY &
otej d3j ded HdzW tBJMYjujdd MddntesddL Oydd ot d3j dzd H dz
QTECHd MYy sdz! L jlsw o COyjfmlej Mijtco jtcO, BGds §SHHJ tBY(
fjtco j 0.

ot sdz" d MisOdzH OtelsT
RFC 1305: ftetslstsCtsdz Mjlsjotsets atej d3j ded (o j tefpdw 3)

32.1 tod dztsy j dzd W

lteddztsy jdedg [§dmOdzdJ

uddzmtetsdzd L Oyd| ) Conj Ml ¢ dzdj dals O dmfsdz L k)

o tej ki ded 20 Mddemrtetsdzad L Jtezs h jj otej ddv f) odgj " dz

o dzj h dzj ¢ s Lk jhdets?2 MddzmitesdedL Oydd tdz dmy

dMmistsyded € O H dzw tsBJd MY 4 yd ded v Mddezmtetsdzd L Oyd
Efmlstets? filse

sddzmntetsdzdL Oydumstes2mMisoes dmfsd Likjls dst od d

otej d3j dzd ZO dMmlssyded O 1 IsOdztsdedz’ 7 yYOfmtses NTF

S Odz dzls @ fs COoyjfmlsej MmjteojteO® wH dpd dz s fsidafl § @y

L sOdztsdzdz’ 7 YO HEY Htezedrh kbt flse

321l.eddemtetsdzd L Oydw ote] d3j dzd dzO smdzts o § o dzd
d f s ts y dpdesinds o
3211.4Yyj &zOtsd 2
s 0¢ f t5C O Phgirs8izO
1 DEVICEAdMisd LEjlsfv o COyYjMmise | mde@Hydaeds g&v | Is O dzt
B MY jujddy MddrtesddL Oydd otoj dj dd HdV odzj" ded -

1 DEVICEBEGSC OL '™ DBV/CE-As § OyNFPsipjjtco j O d MddzntetsdzdL d tok
fDEVICE-A.

1 1 sMdj Ehfjh ds? PEICESSdEGmMFYyddo Ojls MddresddL Oy
H dZDEVICE-C.
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L OhbEs2to NTP | wwwgtechru |
Yerpomncteo C Yerponctso B Yctponcteo A
192.168.1.1
Gio/1 Gi0/0
192.168.2.1 192.168.1.2

t o iyt @al.
32.12.{ OL o jtels’ o Odzd §
1 Ofyls tc DEMGE-B dz0 o jojdijdd dzj ¢ 5 | Is Odzts dedzs ¢ BITR Mls s ydzd € © YO

3224 ddem tetsdzd L Oyd W o tej d3 dzd dzO shdzts o § dzts €
1 IsOdzsdzdz" = YOMmtsoe

3221.uYyj dzOted 2

SOC  5C OL PUisGUPEVICEBd M sdz! LEjls &sCOd d j yOffr o €
s stedy & NTPQmE=ms j M j udo Oj s fd dzn tots REVICEL] * ot dsj dzd H d

Yctponcteo C YcTponcteo B

Gi0/1
192.168.2.1

t Iz && ¢
3.222.1t OL 9 jtclsr 9 Oded J
1 Ot OEMCEB RO tjydd dsCOd dr 7 NTPsOdztsdzdzr 7 yOftse
33.Akdz¢ ydd

331.1 0L s j Ctsdgyj fIsr

NTP-f OC j Is
sOC ftejHjREGCIBS, NP dMisd Lkjls §0Cjlsr (ks sdO
HOSOCWUDRE HdY §jtejHOYd, O dMmfsd LEyoRd212H,j didsdW d &
10 M &8ss 0L Odz WstedkOls §OCjls0 MNT@S csdedL Oydd o] &j
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0 7 15 23 31

LI | VN Mode Stratum Poll Interval | Precision

Root Delay (32 6uta)

Root Dispersion (32 6uta)

Reference Clock |dentifier (32 6uta)

Reference Timestamp (64 6uTa)

Originate Timestamp (64 6uTa)

Receive Timestamp (64 6uta)

Transmit Timestamp (64 buta)

Authenticator (onymoHansHo 96 BuTa)

{ Mz GR A SteBOl §0C 50 fddm ehldzdL Oydd o ts] dgj dac

1T RdzHJ S Olstste My SkzdH"™ (LIFssthd@OuyB@sdz 2 2 e d ¢ O
Hist sdzded B § dig'j &tz dzH ™ .
fRI{ 1 Y1érR [ :0 0 : ECOL" 90, Is dzO slsmizlsmilse dJ ftcJ HEZ toj ) H
COL" 90, ybts o ftojH HEN jJ2 dBddzlsy 61 Mmj CkdzHO; 1
9 MjSkdH; 11: ECOL"90jls, vyt yofpr dagj MddemtetsdedL d-

T 1sB3jte o jMbingdd 2¢ OL B Gfd 2 3 dats dzj WTP.oujjtelihdd 2  des d3j te
o § tofrpd 3

T tdyddpde) ESCOLT o-OJIsdzdzd BOBSHNGR g 4 dd3

1fIRITYVIORTO: ECOLTM90jls dzO tlsmklsMmlsedj tftjHJ dzj dedWw ;
OCIsdodzetsfyls: ; 2: ECOLT 90j s de®@ Ond dgdij dste dqaadz ¢2dzdtj QibtshEf o
Z0 Mmjteoajte; 5: EZCOL"'90jlk dO hdsSsejhoddj; 6: k¢
LOtj L jtcodJtcse Odzts.

1 Stratum: ¢ OL "-edlg dgf) @Bs(Stratum) dzts € Odz! dzf = yYyOMmtsoe . 0: ¢
slsmizlsMlsedy Yt HJ dzjnulzsfer-¢f gt ydzdkC OL EQGCHipkaia tclz ¢ d J
LdzOyj ded v : Eléaveod mle®ydd ¢ d { IsOdztsdzdz”" = yoOmtsoe .

1 Pollinterval R dzls j tco Odz): sfn€tMO 0 OjIs ddzlsjtco Oz sftesMO (o
ftcj HiMls O dz¥v jHs] BB jts 2y j8dzts § yd Mdzts.

1 Precision (vt sYdzEMisEC OL T 9 Oj Is Istsyedstsfiplg € zezte PHEZ) dzdfizj ls dz" -
CslsstcOW f toj H Mis GBoddlvdgds) frusiBda=j 8y d fydzts .

f RootDelay (s stedzj 8 O DL OHZISEN T D OjIs otcj d3v fJtotsn Y Hj dad W
master-d Mistsydzed O 1 sOdzsdadz” = YOMBso, ¢ s otOts v H fizts j H M
yd dzts§  ud fmdzts.

1
iz
5

Y
C
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1 Root Dispersion (s stedzi © OW  H)J Mtz L ©fg  wk¥] IsB D O cdzdsslz
master-t IsOdzsdzdzscts dMlstsydzd ¢ O IsOCIstsatse s Mmd e dzOdzO,
2-tcOL teWHdets] yYJj dzsi ydmdzs.

1 Reference Clock Identifier R H j dzls 8 € O1 IsOdztsdzdz" EC QOB P 3 2
dHJ dzlsd ¥ d ¢ Ousdiadie @Cpilisizdz” = yOMmBe

1 Reference Timestamp (€ Is O dzts dzdzO W o toj d3) dzdz @ O L d3joBOK] Bsdzlz 6 4
otej dzj dadzz® d3i sCkz, O dd3j dzdzts otcj d3w, CtSlststetsj BT d
fsmdzj Hdzd 2 tOL .

1 Originate Timestamp (R - S H dzOW o tocj d3): dzdd®OY O Ld3 jedsHjlSdslzlz 6 4 3] IsC Iz
o ted d3j dzd , O dd3j dedets 3 Mls dats § otej d@3v , CsGHO Bl
Mddem tctsdzd L Oyde o tej d3j dad .

1 Receive Timestamp ([ sd3j IsC O otcj d3j ded If S@azy@ Celflzz 6 4 SIsd3j Is € |
otej &3y dzd, O dJd3j dedes 3j Misdesj otcj BY, CtSEeHO H0OCjls
fsmMiskf O 6] d20 MmJ tc

1 Transmit Timestamp ([ s d3j IsC O o tcj 3 dzd EC 0O jr HBCERJIIezz 6 4 SIs d3j Is € |
otej d&3j dzd, O dd3j dedets 3 Misdesj ot6j BY, CSCHO Slso jls
slsftcOoadzv jIsiqw ) Mjte jtcO.

1 Authenticator ( [ § ydgsdzOdzz €z®) " 9 Oj Is dJdaW stedzOyde Hdzw Oklsj

NTP-lmjco J to

uistes2Misots dMysd Lkjls d&sSod d j! sy dagl i o0 Yy dgis o |
sBj M jujddw MmMddemtesdedL Oydd otcj d3j ded HdzWw HtEkzedr Ekfgls:

NTP-C dzd j dzls

viNstes2 Mise s d MY BIER-CLdzd]jjlsdiEley, Shptdzn tetsdaed L NGR-f ) f @ | to tiody o9
fd lsd.

Stratum (¢ dzts)?
] NTP ¢stratume dMmf sdz LEkzjlsmw Hdw tfdmOdedVv Ofsjlstsjtcitishjtisodz ts s
(H Ml twaz) BOMO @3 j ANTR, tetratum C slststese s t0Oo j dz 1, gdsd d Is dzaj
fsHCdzs yj dedz" §j] Obtsdgder § yOMmr ddzd yOMNTP, dyratteXHdstdAdfttasG dzj
tcOQo j dff 2z yOj Is o toj d3w strilen CfifgjlddotgitasGs  tc © 9 j MEP, Istratunm j teo j to
Cslstesets t©0Oo jdz 3, f 5 dzlz ysBatu C astsjsdgts 6 sls cfBp pazj 2O, d |
ddzj HS9 Olsj dz dets, dMlstsyded C dstraty@fizg c ' Btsdzj §J ez & dgs s
yomese .

Of § O'Ojs day Of’
b f OOIsdz" § yYoOm' w©WOBBIOs IS dO yYoOMmlstslsy GCoOttyj asEeB o
BOOtjd EmMbttts?2 mise O. 1 sfmdzj or Cdzs yg dzq v EmMlstets?2 Miso
cOBBISOIs! . 1 tsMmdzy LOTEMCO EMtes2MmMiso O tdts sz yOj s
yomsediw] ftosctOdR@Bdtsets otcj di3dj dzd EMmlstets? Mise O.

332. [ BL Btc

{ e j dzdets [ f d Odad §

HddZntGlSdZCfLHJISJSr ZmMstets2 Misoa © Mddzmrtetsdzd L qtelz® Is
te ] d3j dzd N dzOH § 3 dzr disofs y dgdnS O d3d Yyoftse H dzW tej Od
Ctetej Sydd otej d3j dzd
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1 OMstes2 O NTP W

[MtsB j dzdets [ § d M Oded §

dbzlsjidzZsdWdolzlsj delsdWdsOydwy fp hdWteseoOdedjd3 f OF

Security NTP ftoj Hslso tcONgjdad Wi dfde- tstsdzd L Oydd o ted d3d
dzj dzZOH j ) dg" 7 dMlssyded C s YOMtso

NTP-C sdzlstets(u f M€ ¢ tsdzls to ts dzw HsfmMszf © (ACL) d

Hisfqlskzf O dMmlssydzed ¢ so f SLdpdsusjodzdsl TRP § O

333.uddzmtetsdzd L Oydw
33311 teddzydf tcOBSIST

o dzm totsdzd L Oy d "TPotdg) jAiglgddedts o OdzO  f kz1Is j d3

Cdzdjdzstsds d Mmj o j totsds:

otej dzgj dzd NTP

oL OdNEB E3) 3 ko d v

1 sdzdj dzs tftcOQodwjls 0Cjls MddammtesdzdL Oydd otej d3d «
mMd SkdaHr . 1 sfdzy  sdzbpydsdepw ssO Cfiy jistido] tetisle € dzd J dzls
9orBdtOjIs fOCilsr slso jIstso nts ofmjn hjtco jtetso

sflsdkOd dr &3 fj o j tctsd.

l sfdzj 4§ sdzlz g ded v
EsCOd df § yofpr

TS Od detsds otej d3j dzd tslso j Isdz 2

fOCjO LOftesMO o0 MmdditesddL O

Couj Mo j 1 IsOdts dfddaastds daPiyls s Q dac
fOCjls, SColBEN2 HE

9

fsslso jlsMisodd M ktcjesoOddW i §slsts tdo.

1 dmMz@AfsS OL Odz

W s ted3

YctponeTeo A

A Time: 19:00:00

@

v

Ols fOCjIsO MNTEr tesdedL Oydd otej d3j

YcTponcteo B

B Time: 19:30:20

Y

Originate Timestamp:
19:00:01

Receive Timestamp:

@

19:30:23

F

A

@

Receive Timestamp:
19:00:06

Transmit Timestamp:

iz st oddydly OB ST

®

@ Maket NTP Request
19:30:24

(2) Naker NTP Response

NTP
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DEVICE-B ( MsC tc ONB) dzdgthtf sdz L 2jIsfqv o COyd Mlsoj oNifssydzd ¢ C
DEVICE-A( MtsC tcOM) deddigf sdz! L 2 j Isfqpw o NIR) y S fipldsasjic ' Q dzdnid dids @ s dzd
otcj BDEVICE-B. | di3jglels o tej d3j dzad dBAMBUOy " ay®¥ls 19: 00: 00,
Yo fmmBa 19:30:20.
1. AslsftcOoadzv jiIs f ONTH.Is [LjOfistaissiT® pcj BB O  OC Il st
dA, mMmisOoedw jiIs 19 : 00 Ogdatediimes@thds dzdzv j Isfqw o
2. 1 smdzind 2 zdzn dets?2 M Is§ o Rzt O HoJEig Hotwd Bitgdsr yOj s ¢ OC §
LOftetsmMO, MtsMmisOe dzv j Is 1 9ReBelve Tnestathp.L Of sdzdzgw j Isfqw o
3. BsBtcOBOIsT 9 OJNBPd Ofjtetdsi. MJj SkdzHE Sl tcONT&Y jIs slseo |
[ dMmsdats] BYJ BE S(GHO tslso jlsdzB? fMBHis®o B FisdE 9 B0 :
L Cdfdzdzv j ISTRamsmibTimestamp.

4. Y sfdefj 8 dHdzs? Miljos?2 LOHjBYSH ¢ fodzyojls s
(MT3), CBCHO tlso jlsdy 2A {§ Gftsifids Gfotaidvaj" o GLj%s 090 : 0 6 .

stodeStejlsdy j twOMyjlsr wHdw MddemtesddL Oydd otej dij dad fdzj
1 AfsdzyOjl tOL dzd pz 300t dydiaiglzdsi ded 2 0B dfAj € i fipf sdgjj v B W
W s te dBlz ETOYH({2-T3))/2.
1 AfsdizyOjls yjlsrtejamj CkdzHdalzs L OHJjtey CAGIBRS jIsO |
dmf sdz' L v W3F@ER-®#y (
3332t jydd3 tcONTRIST

T tdidNdd odzgj "dzj 2 MmddzmtesdzdL Oydd yoOmtse
I 13 tojyddifs HipEtsed? hlkg smw d COC fMmjteo j to, d ¢O¢
LOftestse dzg® MmddzmrtetsdzdL Oyds otcj d&3j dzd ls Htekzedrn € dzd
Mdder tetsdzd L Jtetso Ols! otej Y ) ZCOL Odeds’ &3 Mjteo jtotsds d tsB
Cdzd j dzstso fsfpdzy EMf j"hdets?2 MddemtesdzedL Oydd

T tdddz slsfipyj O dzsCOdz d' = yYoOfmtse
J LIstsds toj Xy dd3 Emstes2Mlsots dMfsd Lizjls dzsCod dz |
ZOH jydese s dMssyddé 0 yoOmse d tBiMfjyde Ojls Mmddzr tots dac
Hteczednmn Cdzdj dzlstso .

3333. 49V L OdzdzOY CtsdW e kzteOydw
1 Ofmistets? C-19] T Pte O
T AEGBYNTPits bdsdyOdds ls¢ds yj &o.

1 10fkMmisdlsj nfptses@etzy Lylstse’ NPB) @Bj© (odzjh dd2 dfl
IOk dg@iso ), Clsser 2 NBBY jIs oCd¥ ydls!

T 1 sMmd @OMsts2¢d khmsts2flsots ©OBBOjl o twjxddj
sddzmntetsdzdL Oydw o toj Odz' desdy3 o toj d3j dad
1z s dzyOded® bkfflstes2fMmisots of fsdzda” jIs MddemtetsdedL Oyds ot
[Bdetso dzj dzdj Of f OtcOlsdzgr = yYyOMmBso
1 168 bhskyOodds bfkts2fikots daj teBdasodzv jls Mg dzn
Of f OteOlsdzr 7 YOMBGoe .
T 1o Ekmisdlsj it dgtdldee-dalendar, Ylstse ’ Emistets?2 Mise s Qo ls
sBEld dzv dzts Of f OteOlsdz”" § yYyoOmr COYH'™ 2 ©LOL §Mmdzi kMY
1 OMstes?2C O tshdeseo dz" = yYyoOfmtse NTP

1 165 EdsdyOdds bhsts2miss s M sOaEEGOMGH. Y dd] o da
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T 10fkMmisdlsj n mds@uzH ylstse ' dzOMstesdls! Lkfkts2fsot d
U ls O dzts dzdg s . 4 O

3.34.0 zls j dzls d ¥ dSecurjtg§ NTP

vyissB' ftjHkotOldl! L dtsdzOdj toj dztER) NTP txfofifdf jtsier ju dec jls
BjnOddL &5 Oklsjddsd¥dsoydd, uybkte' (s jtedls’, Hj 2
Mddzn tesdzgd L Oydd otej &gj ded §sMlskzfOjls ) BBl Wo dyQimAsc s f
ozt stedkOYydqd, ulsse' BjMYjyudlk' &joO0ddLd LOhdlsr s
33411 eddzydf OB’

sdzd JNER  fyj tNTB tEOMistetsj dzr f) tSHddds d Isjds 34 §dzs ytsds.
LOftesMO d ko jk0 kmstsdBEg ks §ORdGsEE #j HMBREH 1
@O Ghdss | clkC Cd®dads  MsH,] OR Gs ¢ ©F § Qi O yZ dfv o
JdV sedsOydqd OklsjdsdWdcoydd §0Cj0O. ) twddddBOs hjj ki
&d §0OCjIsr Hso joj dede d5 EMmlstes2misosd ddzd L d3) daj d
Oklsjdasd¥% dSoydd.

3342 v 9w L OdgdzOVY CBdWdekztcOydw
1 OMistc =i} iCr@ dzd L BZO ¢ dzsB O dz! dgts 2 Sedmiity HEENTPJ ¢ Oy d d
T 168 Ed®sdyOdds dj R OdzdL o5 f Setusty NTR dzj § &8 dz¢ dgjiztzi s d

1T 10fkmisdIlsj ntp suthndimatron, yYlstser o Cdz¥ ydls! do3i mn OdzdL d3 ©
Security NTP.

1 OMstes2C 0O ¢dtsBOd dsEts § dzs g®TPOLIsj dzlsd ¥ dS Oydd
1 15 EdcdzyOdeds ¢ dztsBOd? d 2 Sdzfy Okljdadsd¥dsoydd

T 1O0fkMmisdlsj nfptsaig@eaizichtion-key, Ylstser o ¢ dzt ydis: G dzsB Od
Oklsj dzsd ¥ NEPOyd d

1 OMmis te sRHCjGzIs W d SAOdREsEe@dz! dzts H 59 | toj dzdd8T®Pts € dz¥ yO ¢
1 165 EdsdzyOddt ¢dtss Od dagj HO fjlsyg Ezlaiz?2 © dzs y
T 10fbkmisdlsj rpstBkey ylkse' d&OMsesdls! Ekfkes?fls
LIsOdzsdzdese 5 dMmistsydzd € © yofmtse, vybter ftojHBMIsOs d
Mddem tctsdzd L Oydd o tej dzj dzd .
1 OMstes2C O dHjdsdW S OBic® Htso jtoj dzdetsets € dzt yO
1 Is Odzts Bzdzy OMts o

1 Of Efmisdlsj nfprseg@ettzi Eylstse’ ECOL O odzj" dzd?2 1 Is Oczts dadz’
Hso jtoj dede 2 Cczvy | et dhssyddso fddlesddL Oydd.

335 NTPC Sdzstetsdzr HEMlsky O

33511 ddzydf ©OBTGIST
{BdMmyJy Isj B3dded 3Odz! dalz¥ 3j telz ABL L s Ofdzesfisd, dMmY tsdz |
335249V L OdzdzOY CtsdWdekzteOydw
1 Ofplss2 €O o bkfteOodzj dzdwVv HNE RISk sd3 Hdzw Mmaozizy B
1 15 EdsdyOdsd® §Oo 0 L tc ONTRA SAfIs fqlsdylsizlf s5d5 H dzv
T 106 kfisdls nt acds@signdap, yYlstse' &OMstesdls: MIBOo O H i
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34.sdW JekteOydw
stsdeW JetcOV [ f dMOdzedy d € Bd3OdzH O
1 OfMstets?2C 0O 1 ([ BYWL Ols]j dz' dzts) RMftsdz L 2§ Isfmw H dzw
WizdzC yd?2 NTIloCdzs ygj dedw NTP EmMstes?2 Mise s tc O Bdft=R
1 s0dztsdzdz” = YOMmtso
ntp server 1 OfMmistc ©d o Ghj jlstc oNjTtd
ntp update-calendar bolssBOISdyd MS d
Of f OteOIlsdz" § yYyomr
({0 ydsdadytfdstsly) LHzdgews mdzOMistets?2 € d EMmist
s Odz dzf » yYyoOfmtse
ntp master 1 Oflis tc © dnaskefj- O M N
({fuydsdadids) L zjshY HdY sI5Cd yj
no ntp JIsCdzs yojls ofmj W
sydh 04 Is oMy ¢t
NTP
ntp disable JIsCdzt yojls ¢ sdzizy
NTP f ECOL Odzdzts G !
ntp service disable JIsCdzs yo, Is
Mddzmtectsdzd L Oydd o1
1 OfmMlstets?2 € O s dzO de'ndztis)dz! L ZHjde"pw f toj H SIS Lo Of j

OkIlsjdadsdW d < ¢
BJL S Ofndzatsml

({ddyd
fddm tesdzd L Oyd d
50C kst

ptej Bj ded 20 EMlstet? f
pEs Mmdd dOdo

ntp authenticate ] Cdzt yo, s
Okzlsj dzls d W de€udty d d
ntp authentication-key 1 OfMlstcOdo O Is ¢ dzts
Okzlsj dzZsdWwdsOydd
ntp trusted-key 1 OMistcOdB ©J t67) BrdzS «
Hdzw Mmddertetsdzd L Oy

ntp server

1 OfMistcOd o O jlstizda 5D ¢
H dzW odzj hdzgj gts
dMmlssydzed ¢ © fd dzn ts°
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st dekzeo [ dMOdkd] d S tsdiOdzH O

L OMses260 | ([fydsdoendgtsz L 2jlshy  Hdv  Wdd k
Hsmlszf O NT|§sdkyj ddfDSN BB

ntp access-group 1 OfmMistcO©d 9 OJ
HsMiskz{ ts H

)
a5

3411 Ofbtes2C 0 thdsed & WkdSyd2 NTP

3411.CWWjiChk StdVdcktoyd

tdiNdds adej hdzgj 2 BYfstedas?2 yYyOMmlssise
T RMitsdz LE2I] EMbts2Mmisats o COyjMmlsaj Cdzdj dalsO ¢
odzej hdzj 65 1 sOdzsdzdzséts dMlssydzd O yOMse M dzsC Odz «
T 1tsfmdzj kMmfjhdts?2 MmMddemtetsdedL Oydd otej d3j ded d My sdz
i o jteO Mmddzm tetigeded Oy tsstcj s jMyjudls’ Mmddzn tetsded
tiddd3 slimyjlsO d&sSOd dr » yYyoOfmte
RMtsdz L Z2Is] dsCOd d& § yOfm' kMmstes2mise © HNTPHRAY] Mise j
sBd MY Jujddy MddrtetsddL Oydd otej d3j dzqd .

34121 ted &34 yOded W

T 1 twixddhy Cddjds/ mMjtsjtec EMistes? fls ofO yuBhsde i e
Mddemtetsded L Oydd otej &g dzd Hdzw B MY Jyjddy Mddntt
EMmyf jhdets?2 MddemtetsdzdL Oydd otej d3dj dzd ) dzOH j 3 dz@ o3 9o dz,

7 1 tsMmdzj Zzomistets?2 € d tc J i dligtizts detg® Bes dz'fi] Mis § d30  dzd
Mddzm tctsdzd L d tets 9 O sy daft€ jsak' ufP mdsfls ) steatardzj § o' MsC d o3

T 1O0Mtes?2 0O dstodz df » mMaents® Mmoo C(OCoyypsjodedzts § tod
dzd 3 dzjsteatem)  d3tsy jIs  f j teH j Off lefeogs f 8 ydzd ¢ yOMmtse. [ M
CsdBOdZH O dMitsdz' L 2§ smw Hdzw dzj MEBdz! Cdnrn J2fHskcts?2 Mls
EmMistcs2Mlso OB Btsy ils ftedeojMmilsd € daj MisOB ddz! daets?2

T 1teiYH) Yz dzsCOdzr dzr j yofygr B Iz Hmiadter-yd2anislete s J jd&n dzde
mMdMmisj BO dd s HO dzaj MddentetsdedL qelzjls otej 3w M o
Bsydls fslstej Btso Ols’ fp'tc waclaydzizfy d fipdsjCd@dEd) yOMmr , ylbst
slsmizlsmMisodd yYted L di3j tedes?2 tcOL dzgdyr . 1 s sdzded s j dz' dz .
mMdMmilsj disdzr = YOfmse Mdz. © wWOLHJjdz Std¥dekzttOydd M
System Configuration.

3413.206d dOMmMIstets?2 ¢ d
1 OMmMstets? C-®] NI Ptc ©
T ([ rOlsj dz¢ dzts) [ sdzy § dz2 BT Is¢ FCOLOdz ~tslsw BT SH d dz
yomse ( Bsy des dzOMmlstetsdIls! dzj BBAdZjJ 20 t©WOL dzd ydz' -
yomese ) .

T [ fidd dzj sBOtSHJ®Bs dBOMstasdsH s ®yddgy ZOMssdls: Okl
security NTPYf j toj H dzOMmistcjsRATB2 fMmj tco

bolssBBOISduj MS ] BBdsesdjdd] Off OttOlsdz" » YOfMmBso
T {fuydtdOd dats
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1 158 EdisdzyOdeds fMdMmilsj BO BB dZV jIs Istsdz €5 fdMmlisj d3d
fsmdzy EMmf jhdats?2 MddemtesdedL Oydd otej d3d ded .
1 1 sfdz d&OMtets2C¢d Its?2 CtBBOdzHT MdMmlsj BO O lstsBOI
Yyofffsmdzi bk jh des?2 MddemtetsdzdL Oydd otej d3j dzd .
1 OMmis tc mPasSt&®-yOMmMtse NTP
YIstsB T fJtej Cdzs ydls: zmis tets 2 flstoldO dids Gy iytfods  dats C{GHr deef Is-j
CsBOdH Iz .
I sCdzs yjdedd NTP
T vistse" wlsWNEd disyd MisdIs! NUED fls tc tf IsUaflzd Is fo nfpts di30 dzH Iz
T 168 EdsdzyOduais j shj2Mm" Bsckls WRGgsaEds ' o @GRS dzd W
vyissB" GlsNEEBHggs 'ZC OL Odzdzse s d dzls j teW j 2 m@disabde. § s dzdzd
JIsCdzt yjdzedd Mmadzzy " Mddem et L Oydd otej d3j dzd
NTPtcOBtsSIsOjls o tjyddd SdzdJ dels/ MmJ tco j TP MY tzf) tefs/detizg dsts,
otej W M odzjh dzedds dzOH Y de" B dMissydedSsds yYOfmtse, dats
ftoj HisMIsOo dzj dzd W fMdzizy B T Mddzmr etsdzdL Oydd otej d3d dzd . [
sBfdzz )y d 9 Ols 9 C ONTPMIs algo M B tiztf 2 Hzlptp SepviB® disable, Ylstser
slsC dzt ydls! dgitaztydedz. @)qdd NTB.tcj d3j dzd

34141 ctso J 6C O
1T 1O kfmisdlsj sHow diPsmius, yYlstser tlstsBtcOL dWTP. CtsdW dc kzteC
T 1O0fkmisdlsj sfomdg@adzgH Zylstse ™ ftotseo jtodls! |, L Oo § teh j dzO
9tcj d3j dad .
341509 WL Odzdz’ | C Sd3OdzH "
1 OMmMstets? C-®] BT Ptc ©

s sd3O dzH © | ntp server[ oob | vrf vrf-name]{ ip-addr | domain | ip domain | ipv6
domain}[ version version] [ source if-name] [ key keyid][ prefer] [ via

mgmt-name |
[ dMOded j oob: ECOLT 90jls, ftedowL Ocdzn dzdy Gif)figdodzlayjdae
f OtcOd3j Is tc| MGMT.
vif-name: £ OL " 9 Oj s d i}fo W ROFdzdzststls & 1 Is O dzt
yomte

ip-addr: € OL " 9 OjIs OHtejf | PV OB Wz § fis®f
domaini:tk X OL F 9 OjIs HBA] dzdesd Mgy dzf P04/ b O
version: EZCOL" 90jls desdsitc o jtemdd NTP o

if-name: X OL " o O dzlis  j 2, P& dz¥ u@dgregatePort, Dialer
GigabitEthernet, Loopback, Multilink, Null, Tunnel, Virtual-ppp, Virtual-
template d VLAN.

keyid: € OL T 9 0Oj Is ¢ dzs y, dmyf sdzr L &fjfplly sy oz
L sOdzsdzdz" » yOMEEOYT OL S24961285. 1 HEs 4

prefer. € OL " 9 Ojdd3j j § flsxfy dzd € 1 Is O dztsedzdh ¢
ftedtstedlisj Is.
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NTP

mgmt-name: LOH OjIs dMmMatsHwh d2 ddzsj W ji2f Ek

teiyddj oob

tdddd3 S5 { ixdds cdzsB Odz! dets? S wsdzW JekzteOydd

tCsoatsuMml B EdRtsdzyOdeds MmJtco j toe sNEAYR dazjin ¢ @SS Qe

dmMfsdz L S|y sSHHjtydoOj s 9L OddtsH j Minjswedjjtctse s 2
&ZzOMmstetsd Is ¢ Cdzg y fHtetseo jteCd ¢ tsH dzd dadzts fn)
ZOMstets?2 ¢ d GcdzsBOdz! dzts?2 ftese jteGd ¢ S5t
Cdzs yo), ybter dqddyddttse Ols! L OMdW ot
1t RIVO) RMdzd dzj sBRrtsHd B dZ2OMistcsdIls? ¢
H 5 dzy dz' ZzOMmistets d Is Oz Is gedalstyl ff §f € Pry d 2O N
NTP-j teo j 6 O.
lJtwmdw NTP 5 EdRtdyOdds & &M PmoowjLtaf
stetsdzy e, or dByily d&OMstesdls! df
NTP-f OC jlsse d ECOfOBjIsr ysts MERBIso j Isf
Bsclzls BrIs! fodzizyjd' btd ¢t d&O §jtJ

I Bdzso dzj dzdji Of f OteOlsdz"r = YOMtso
s sd3O dzH © | ntp update-calendar
tddds S5 {ddds cdzsB Odz! dets? Sz delkzteOydd

1 Ofls tc ERECE dz' dely & 15 | dzdsCERzdZ"

yomese

s sd3OdzH O

ntp master[stratum]

d MOded §

{1
f OLOdj Iste

stratum: ¢ OL stratunjdss ¢ ©Odz! dz' -
1 2Oy ded § § 5 &Z&tsdzyOded ®

yomse o

HJ ¢

tdidxdd3 ¢6

{iNdd chksBOd des? CodWN dekwoydd

[1s¢ dzs y

J dzd §

NTP

s sd3OdzH O

no ntp

tddxdd3 ¢

tiNddi3 cdasRO&sdal e zteOyYdd

t S BOoBHM
dmfsdz L 5

Gk Ctsd0d bz
Wl dzC yd 2

By dets M tsdzt L s9 Ols! H
NTP d tsydfmlsS¢d efmjr SCStdWdck

J Is€ dze y

J ded §

fiod INERdzQ OF gessmY § 2

s sd3OdzH O

ntp disable

tddxdd3 ¢

tiddd3 Ssdaf e te@UPd ddzlsj oW j
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{I8Cdzs yidedd Mmzkys"™ MddemtesdedL Oydd oNIPd3j dzd,

s sd3O dzH © | ntp service disable

tiddds St idd chsBOd dzs? StsdW dekeoOydd

{ECBotHM SO StEBORHO G ds yOjls Mmdzysk ddn
i sd L 5 dzOfMstes2 S d Llsts?  hCdedfigO dzH b fls otsRj fyls o ©
Mddntesdzd L etso Ols ptej kY M kHsdBBE
fSHHjteydoOj sy ktsd Ct o dzj Slstser A

34160 tdBjtc St dekzeoydd

tdNdd edej hdedn 3B @B -
4y dzGted 2

Yctponcteo C YcTponcteo B YcTtponcteo A
192.168.1.1

Gi 0/1 Gi 0/0
192.168.2.1 192.168.1.2

{ gk s <

DEVICE-B dzOfplstetsj dz dzO toj ydd3 odzj " dzj 2 5

DEVICE-A dMmisd L EkjlshYfb s q @D arslizgy O
DEVICE-B.

DEVICE-C fMmddzitetsdzdL qezjls -Btej v f; DEVI

z0Ocd dzOMmly DEVICE-A dzOMmilstcOd o O Is dzs € Odz! dz" | yofm!
L IsOdztsdzdz = PyoOmse NT

DEVICE-B dzOMmisteOd 9 OjAls oD ESVA jfFisldsoyjdzd ¢ © ¢
yomte

DEVICE-C d&zOMmilsteOd o O 4Bls oD EQVO iffifsldsoyjdzd € © ¢
yomese

DEVICE-A A#configure terminal
A(config)# ntp master
A(config)#exit

DEVICE-B B#configure terminal
B(config)# ntp serv er 192.168.1.1
B(config)# exit

DEVICE-C C#configure terminal
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C(config)# ntp server 192.168.2.1
C(config)# exit

ltetso j oG O

1 0f EfMisdlsj sKow i satus dz@EVICE-B, vylstse' sk
CsdW dekwOyds NTP.

DEVICEB sl 6OQo v jIs § OC jls fqd dzn tc 92468.1A Yy
s’ MddttesddL (REVEDA! ot &Y

) sfdzj kMY jh des? fd dzn e ts dREVIORA] DEVISHsE
By jls skojlsdls! &0 L Oftesh MHEIEEES dzd
1 0f EfMlsdlsj shawdg®dkHdzODEVICE-B ¢ DEVICE-C, yls
fetse jtodls: , kMY gz d® pd dz8 ot tedzt Oy d W

[ 5C Odz' tizj § dids O dzts dada® 1 BIBP

4y dzGted 2

Yerponcteo C Yerponcteo B

Gi 071
192.168.2.1

[ dink G

DEVICE-B d&OflstcOdo Ojls dsCOd d j yOf
L sOdztsdzdzr 7 yOfmtse NTP.

DEVICE-C MmddzitetsdzdL dtezjls -Btej v f; DEVI

z0cd dzOfml

DEVICE-B dZzOMmilstcOd o O Is dzs € Odz! dz" | yofm!
1 IsOdztsdzdz' = yYyoOfmtse NTP.

DEVICE-C d&zOMmilsteOd o O 4Bls oD EQVO iffifsldsoyjdzd € © ¢
yomese

DEVICE-B B#configure terminal
B(config)# ntp master
B(config)# exit

DEVICE-C C#configure terminal

C(config)# ntp server 192.168.2.1
C(config)# exit

l etso jt6C O

1 Of 2fisdlsj shdwdatodde 20 DEWI,CEylstse’
M jhdts dzd o' f Sdzdzj dz0 fd dzm tetsdzd L Oy
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| www.gtech.ru |
3421 Ofistes2C 0 Okljdsd¥dcoydd BjLtf Ondshlsd
3421.CWWjClk Codidektoydd

sddzrtosdzgdL Oydw edz@p gy detfctfL dMistsyded € © 1 Is Odzts dzdzr -
RMysdz L 22Isj EfMsts2msots o COyjMmoj Cddj dads® Hdzw
Htso jtoj dedzse s o dzjhdzj 65 1 sOdzsdzdzse s dMmlssydzed 0 yOmse

{BdMfjuidd] MddemtesdedL Oydd otej d3j dzgd Hdz¥W HES9 |t
RMY Sz LoAsXi0jdz: dzr j YoM’ kfbts2fss® o §Ouj MNEB] dJht
YystsB' w©ByMYfjudls: MddhttsddL Oyds otj ddj dzd ktsd St Hd
34221 tod d&3j yOdad W
sdzv ud Oklsjdsd¥deoydd CddjdsO d fjtkej©wd Hisdyd BT
3423.206d d&OmMlstets?2 ¢ d

1 OMstcts?2 C O 3 - Oz dg@umtyislz Is j dzlsd W ¢ ONJ&@ d H dzw

T [BWLOIj d dgr 2.

1 15 Edsdyodd® bkilsts?flso tSedarityiOdzslsy @iglslef WdgjSOQudEdL.

1 OMistets?2 C O G dztsB Odz! detséts C dzs Yy®TROEZIsj dzsdW d S Oydd

T [BWLOIj dz dgr 2.

1 15 Edsdyodd® Hd&v Ehktes2mlss O daj dOMstts dz € dzv y

1 OMiste@EGAEdzsB Odz! des HBso jtoj dMERG S € dztb yO H dzv

T {fydsdOd dts

1 vylstseT sBj MY j ydls: Mddem tetsdzd L Oy d otcd d3d dzqd H dzW
dzj sBrsHd B ECOL Ols! Htse J toj dzdz" 2 Cdzry ftetso j el
qHjdZsdW dS Olsst® € dz yO.

T [y ds &OMlstesdls: ksd € ©HJdzHS o de¥j wzd® R1s jCdis duit d
Hisdzy j dz Mtstslse jIsMiseatseo Ols! Cdzg ye HBso jtoj dedetse s Ezfist

1 OMstes?2 € O dHjdsdW S Ottt O Cdz¢ yO Okzlsj dzsd W d

d fls 5y dzdsCOQzts dzdz' = Yy OMmtse

T [ ydtsdod dzts

1 vylstsB" Mddemn tcsdzdL Jictso Ols g iy Js B dzdhS tsHdfs o 4 s Q) dizsaizdy -
dzj 5B » S HACAER Ols ! Htso § toj dadz 2 Cdzry fwetsoajteldd 4§+
qHjdZsdW S Olsst® € dzv yO.

T sO)HT?2 Hiso § toj dzdz" 2 dfMmilstsyded ¢ 1 Is O dzts dzdz" ~ yomse
ObklsjddsdWdSOydq. sdzyd Okljdsdy¥dsoydd HEdyd
Htso jtojdzdz" » dMlssydzd S s 1 IsOdzsdzdz" = yoOMmsso .

3424150 j 166 O

1 10fkMmisdlsj st dziElsse’ ftoso jtod SNTPS sdf E 6Oy ¥

1T 1OfkMmisdlsj sBowdgOckH z YlstsB ' ftotso jtodlIs! |, fd dem tets dzd L
btsd? Ct5 f] Hiso jtoj dade’ O3 EZMlstets? flse fsd.
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3425. 09V L Odzdz’ | C BSd3OdzH "
Il Cdzs yidzedd dBi-~OdedL 30 GBélerjfydzlsd W d ¢ O0ydd

s 83O dzH © | ntp authenticate

tiddds St idd chsBOd dzs? StsdW dekeOydd

CsotsHM 1l 85 Ed@sdzyOdeds Cdzdj dzls dzj dMmytsdz L k2] Is
f sdz' L 5| ¢ dzts B O dz'Sefaify. { Mdzd d3j -~ Odzd L d3 Coedaritydazp
dmfsdzr LzjIlsmw, MmewrLs dzj BREuzsk L @ ¥
Securitydzj HisMilsOlstsydets, vylstser ftejHYtsdzEY
d Mito jtesdz tcj OdzdL 59 OdzO ©® L Oh dW tetso (
Cdz# yd d SCdzty hdWtcseo OQdzdw Hdzw Mmjtco j to
Hdzw ddzd yddtetse Odzdw L Oh d W tedge) PaAdAsE  d o

&
d M

1 Offstes2S 0O Cdzv yO CdzsB Odz' dzgs?2 Obklsj dzsd W d S Oydd

s 3O dzH © | ntp authentication-key key-id md5 key-string [enc-type]

dmoOdzed j key-id: ECOLT 90jIs dH]j dzsdW¥W S Olsste 6 dzsB O
cOdiRj Istecl Hd OFf OL sdzj 2BA967PI5H 5 4

key-string: EZS OL " 9 Of tksQiplstcsC [z

enc-type: ( [ f ydtsdz@&'Odzts o Oj Is, L Oh JWtctso Odz
FCOLTr 90jIls dO wtlsmizlsmilse dj h dWtetseo Odzd
hdgWtseo Odzd § . 1 OfMstets? C 52 RS E d3ts dzy
hdWtcseo Oded W

ot o
o=

tdndd S5/t ixdd ¢ dztss Oidrf ctiist@ O §dfscflz
1 OMistes2C O HB9 j o) dzgddI@ 5 & dzv8 yO H dzW

s sd30 dzH © | ntp trusted-key key-id

[§dMOded j keysid: ECOL  90jls dHjdesd¥ C OBt HEBo jto
fOLOd) st HE 294 967 295

tiddd S/t iddd cdiseOd ds?2 Stdidckwoydd

1 OfMistes?2 €O HBo J to]HipEMs GasdzjShdazjudds dldn@sdetyddef €0 YO Mmts
#d3. ©WOLHJjdZ cuowlLOdedzr | Ct5dBBOdzHT €.
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3426 bd it Scdidekzieoydd
okl dzls d % dSequjty v

#4YyJ dzGted 2
Yctponcteo C YcTponcteo B YcTtponcteo A
192.168.1.1
Gi 0/1 Gi 0/0
192.168.2.1 192.168.1.2
t MMk @& ¢

1 DEVICE-B dzOflstcth dztc OB slskz o toj 3 d d&3d ¢d
ftcj Hsdgl Pl Mdzzy BT NTP, stej BEZ® M dj
Security H &zPEVICE-C. s dzt¢ y Olkzlsj delscdaVbdcSd@y d

1 DEVICE-A dMisd Lkjlshdnes§ddgdsiely O dzEz
DEVICE-B.

1 DEVICEC fddzmtetsddL dtelzjls Btej k™ ) DEV

z0aGcd 1 DEVICE-B dzOMmistc ©d a0B-Als 9 D EWI mslsayjzd ¢ O ¢
zOMmls tc t yomte
1 DEVICE-C dzOfistce©Od o OBls oD E\OI|QHssafzd ¢ © ¢
yomte

DEVICE-B B#configure terminal

B(config)# ntp authentication -key 1 md5 abcd
B(config)# ntp trusted -key 1

B(config)# ntp server 192.168.1.1

B(config)# exit

DEVICE-C | C#configure terminal

C(config)# ntp authentication - key 1 md5 abcd
C(config)# ntp server 192.168.2.1 key 1
C(config)# exit

l otso j t 1 DEVICEBGlsftcOodzw jls §0OCjls Mddemtetsded L O
ddaW stedzOyd s sB ObklsjdzasdWdsoady., 1,dz
fnd dzr tetsdzd L d tets o MENICE-A.tc j d3W )

T 1O kMmisdlsj skowds®dkHdzODEVICE-B, Ylstse r it
Efmf jhdts dzd o' §f sdzdzj dzO Mmddem tetsdzd L Oy
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3431 Offlstes2C 0 Ctdstetsdy HEMiskzfO NTP

3431.CWWjChk StdWdekzteoydd

s ts dzls to ts dz HsMiskzf ATP GsB iz j 5 PaBO | Is sd3d dgg iz s dtfipdzts i ls
(security). 1 tsdzj j BJ LY OMdz o3 d3d StsH 53 weodzw j Isfpw dmy t
Oklsj dzlsd ¥ NPOyd d

3.432.1 tod d3j yOdzd ™

1 1 dzOfplstswh jji otejdw MdMmisj 5O daj ftSHHjY Joa0Ojls 5
Hdzw kY tcONT®Ndzdc™ j cOd3d M ¢ sdi3sh @ v Migjclksem,ls o ls @Y ok
COSC EmMsPdasd COIststcO M € & dzHd dzd$ sdstecad{lsiEtaydidfe J 6 5 &
mMemilstsw dzd v ) . MBIsw mMsf sMmisOo dzj dzd | ftcOo dadz toj
fsmdzj HS89 Olsj dz' desfilsd, dd&cOSdy LOftesMmr, MoWwL Odzds
fsHHjteydo O Isipw .

1T (mMdzd  tcOB@alak] dzdv HEMiskzf tsdz dzai dzOMIstetsy dets, o MmJ
[ mdzd dzOMmis tc 5 jdatfts 5 € G Ac®jo d dzts Z§tcOo dzj dzd W HsMiskz{
tcj OdzdL so Odz" Istsdzt €5 HEsMiskfr, tOLtj" jdzdzr § 1 Isdd3

3433. oW L OdgdzOV CBdWdekztcOydw

1 Ofbes2S 0 fteOo NTBfsE] O H dv

7 {fuydtdod das
T 1 0f E1f)ls d9sts d3ndipH dccess-group, Yylstse ' dZzOMmilstets d Is ¢ ftcOo O
HsMisfsd3 d MssBELHISANER & M d 2

3434.) totso j 66 O
100 Efmisdlsj shom O dzils s’ oo jtod SNTPS sdzf Oy d ¥

3435. 09V L Odzdz’ | C Sd3OdzH "
1 OfMbtes2S 0O 0o bkftcOo dzj ded W NIPsflsly s H dzv ) dzlz

s sd3OdzH © | ntp access-group { peer | serve |serve-only | query-only }access-list-
number | access-list-name

dz

0] peer: fsLotsdzv j Is LOf tcOh do Ols! o tcj d3w
B4

d 4

Stcl dztsC Odzt dgr = Mmdzey e NTP, O OS¢y ftsL
Mddzr tetsdzed L Jtetso Ols! dzjodedptiyy il Mk ji BGs?2
HsMiskzy ©) .

serve: tcOLtejNOJjIs L Of tots o tcj d3j dzd d
zts ¢ Odz' dz" - fmdzizy B NTP, dzts  dzj fsL 9
Mddzr tetsdzd L Jtetso Ols! otej 3B M EH Odzj dadets 2
serve-only: tcOLtjhOjls kd St L O tctsfB dntdz
NTP.
guery-only: cOLtj"NOjls btd ¢t Ctdlstetsdz d
fMdzzy e NTP.

access-list-number:2C OL " 9 O] Is AddsadzjHed QPO L tsdz] ts

1300 Hts 1999. 1tHttsBdzjIp AGL, Isfgds, & C
ACL&QoS Configurationf O fls tc ACLSE O

{fdm
f OO
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1 Offstets2 ¢ O NTP

access-list-name: 2 ¢ OL " g GIPACL.} sHicsBdzj J B Istsd

I P ACL,

Md3.A Col &EQDLSH jCdzjn f i gur at i on/ 1 (

{idd cdztsBOd des? SCod dekwOydd

1 Oflstes?2l) f©Oo0 bkfwOodj ddy HEhMskz] s

SEEHOEY Bl

LOf tets dzO

o fsMmdzjHse Olsj d dasflsd

Hsfmisk g,
s

B ded BOdz! ¢

BOC Md BOdz dets G s
Mo f OHOE N | j

ftcOo d dzts .

5¢tOdzd g dzd ™

ussise j sl okisy i

B ' Ispeer, serve, serve-only, and query-only (peer ,

mdziz B
HisMmlis Iz t

s B fdziz

ktsdz Ct5 Hdkw GBMdzEYy o Odzdw)  bksd S H

3436.) edijte SsdVdekeoydd

1 Oflstes2C O 0o EftOoNER dzdv HEMskY 5

z0cd
dz0 fiyls to t

{ OLjhdls!

s dz €5 -Onfids dfsddf) Islo92 . fif 618P 1. 1

fddes tetsdzd L O ydf ddz®@ tedetesy @alz' dats §

Eflses? ko s

QTECH(config)# accesslist 1 permit 192.168.1.1
QTECH(config)# ntp access group serve - only

3.5.[ tsdzd Is ts to  dz@
351. [ IstsBtcOY j dad J

{fdmOdad J

s sdi3OdzH O

show ntp status

[sBB®BOYOjls IsjCkhizs

ddzW stedzOyd®

352 [ lsdzOH S O

1t RIrT Y &)Mimls digdz"

slsC dzé 402 sy

to J f)Aftachyf" oL" @deHIg"
SlsdzOH ¢k MiOL E f shdzj

sls ZOH sydzats 2 dz¥ s te ok

dimf sdz’ L so Odad v .

{fdmOdzd J

s sdizOdzH O

debug ntp

1 Sz yOjls tlsdOHS &

no debug ntp

[5Cdzs yOjls BlsdzOHCE
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1 OMistes2C O SNTP W
410 dvut [ BSNHT P
41.[ BL tSt6

ltesmMists?2 foslssCtsdz MRNEP)d sts ] fedddulste § twdd@ W ils
otcj 3y AP) ( Sl 2 dmf sdz' L 2j Isfyw H dzw ) d dzn tc ts dzd
Rdzls j dANSR f ted d3j dzv j sfqw o Mmyj dzOted v A, GHJ dajls dzj tsB
W Iz dzC IWNGR[
NTPdff sdz! Lzjls Mdzsy dzr 2 Odzesstedlsds d ftojHI ¥ofipf fipls] &
SSCHOSNT®EMsdz LEkjls Btsdzij ftohmiss?2 Odetstedlsds d
ftiosdLotsHdIlsj dz' detsfyls . s OSNTR t3® g g tzts ,H sfgts g dz@ fgds © s s
Mstslse jIsMisolzjls tMmMdesodz” d3 Istcj Bso Oded W d3 B s5dz' SNTRMIso ©
0dzOdzts'c d Y d@AS JNTRA 3 ¢ dzdfSNTRIs tcj Odzd L ts9 Odzdz" 2 dzO@ Efmistets?2 Mls
e 3f Misdd3 MNTRJ oo j 53

leslssCtsdzr d MIsOdzH OtglsT
RFC2030:ftesists? fsltss sd MINTP)o tocsts fip e vdsl P ddp!.

42.1 tod dztsy § dzd W

Azl
Wﬁ'

Vtod dztsy § ded {fdmOdad J

sddzl esdzdL Oydv umlstes2mlsots dMisd LkjlsMvy ¢OC
fjte jtetsds NTP |otej d&3jdd M Mmjtes jtetsd NTP

421l dddzmtesdzdL Oydw otej 3dided M Mjteco jtosdg NTP

4211.4Yyj dzOted 2

s0OC f t5C O PisdeUAHEVICEB M sdz' L 2jls dsS Od d j yoOfyr o &
1 Is O dzts dzdz" NTPYO fiiBej Mt j udo Oj Is fd dzm o s REVICENL] ¥ o tcj dzgd dzgd H
DEVICE-Cd fff sdz' L Iz j Is fiyw SNTRCdz'C chgfcfj dadlste ts dzd L © WDE\YCEsBts j d3j dzd )

YcTtponcteo C YcTponcteo B

Gi 011
192.168.2.1
t dikz dzk ¢

4212.1t OL 9 jtelsr 9 Odzd j

T vVC Oy ®EYCE-Bo € OYj Mlso JSNTRH dDFWIE-C.
T 1€ dz¢ ySNSB H iZBEVICE-C.
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1 Ofstets2CO® SNTP

43.A 2dzS ydd

431.1 0L 89" j CBdzyg st
SNTP-f ©C j Is

SNTPV4 ©OL OB ts5ls OdNTEzD iydase Qdz & § to s YERT Is /S I§¥s foigda ddg j Is
Mg Jjuydh dNCPyd dd ME s H dzz s wNTR.zdA ©mdi®ls 7 SNTBVM | dsdd% 52 ¥ 4§ ,
COCNTR, GftejH,j dRFOAdZ 5,0 tsdz' S5 dzj Cslster j § sdzv H Odzdz |
ftoj HEMisOdzatso dzj dzdz’ § L dzO g dzd W .

SOC ftjH jRECIBES, SNTP dMfsd Lijls H&vOCHjst Pyl s s d
fsd Lso Ols QO ME@BBH( O dH,j dsdi¥ dC Olstste UDFaEB.L | BEc

{ Mz BEESCOLT 90jls WstedOls §0OCjIsO SNGRm tesdzdL Oydd otej

0 7 15 23 31

LI | VN Mode Stratum Poll Interval | Precision

Root Delay (32 6uta)

Root Dispersion (32 6uta)

Reference Clock Identifier (32 burta)

Reference Timestamp (64 6uta)

Originate Timestamp (64 6uTa)

Receive Timestamp (64 6uta)

Transmit Timestamp (64 6uta)

Authenticator (onymoHansHo 96 BuTa)

tdmMzdzB S st@s § O0Cj IO Mddem s &NTPOYdd o tej d3j ded

1 RdHJC Olstste My Skdzn" (LIfststelr § @Oym@l§ dz" Pd2H ¢ Ols st
Hist sdzdzad Is j dz' dats? fj ClzdgH '

1t rRI{T Y G AOO: ECOLTr 90jls dzO wlsfizlsMmisea dJ ftojHEZytcj )H
ECOLro90jls, ybt o fftejH" HENMN j2 d&dlekkzIs\ylste 1o Mmijt€ jzrzHHOZ M j1X
59 MjSkdm; 11: ESCOLMo90Ojls, vyl yomr da Mdder tetsdedL
1 13 e o Me)ipd dz ((OL-8 ¢ 1©dzls? 3dzts BINEP/INJRedfJ Y zh d2 desd3yj to
o J te frpd &
T t 4 dMdpde): ZC OL ~BodQsjdis 23 tc OB ts §NYTP/NTP] 3 d o
1t RITYOI®RY :ECOL rplOffislsfigisoe dj tejHjdzjdedw; 1: ESOLT 8
OCIsdodetsfls: ; 2: ECOLT 90jls dzO Mddidzj sted ydzr 2 § OMmMmdoe ;
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1 OMistes2C O SNTP W

2O Mjtajte; 5: EZCOL"90jls dzO hdutsCtseajhOddj; 6: ECC
LOtcjL jtcodtose Odzts.

1 Stratum: ¢ Olb r-8Bdlg dzStiatum (M dzs zts € Odzr dz" = yYyOMmtsoe . 0: [
skfmkzlsfmisedd ftejHJ dinkster- M4 ydzfOL T Is @dzts drdls Re o fiy
Ldz2Oyd dzd v : E&A&Od ) ls ©Y & © dzts dzd@ s o .

1 Pollinterval R dzls j tc9 Odz): S fAE€OMO 0 Oj Is d dzls j tc oHORIZ )15 ff teCSijOIs to T o
ftoj Hifls Oo dzw jHs] lddstBjts 2y J8dzts §  y d fdzts .

1 Precision (v sYydzfmlskzC OL T 9 0jIs Itsydesmls! otej d3j dzed (o My
ClststcOW f toj H fyls GBoddlvdgdsi frusiBdej 8y d ) dzts .

1 RootDelay(s stedzj © OW ) OHzSHH T @ OjIs otcj &Y ff totsh iysH j dad W
dgmstsydzd 0 1 sO0OgsRWEIsstcsPmtfac i H Mis-BDdzc ) Is dzy s B 53 2B
ud fydzts.

1 Root Dispersion (s stedzj © OW  H)J Mtz E ©fg d wkXjslds dfg ® tgO L dzdsslz
master-d Mistsydzed € © {1 lsOdzts Rdg'lsAs ey @Mt e j H iy ls @eDdzcjV Ist dzfg th B 1S
yd dztsg  ud fmdzts.

1 Reference Clock Identifier (R H j dzls W diClOdetcdzdz F QP s -8 @ s zr 3 2
dHj dzZsd W d ¢ Olststd IsoChmpiisizgezd-¢ QU OMtso

1 Reference Timestamp (€ Is O dzts dzdzO W o toj d3) dzdz Q@ O L d3joBOE] Bsdzlz 6 4
otej d3j dedzz® BRI IsCE, O dqd3j dedes otcj i3BvW, Clststetsy BT d
f sfpdzded 2 tcOL .

1 Originate Timestamp (R - SH dzOW o tocj d3): dzdd®OY O Ld3 jedsjli€kslzlz 6 4 3] IsC Iz
o tcj d3j dzd , O dd3j dedzts d3d Mis dzts otcj d3wv, CsEHO Bls
Mddemtctsdzd L Oyde o tej d3gd dzd .

1 Receive Timestamp ([ sd3j sC O otcj d3j ded W S@az"yp Gal$ldzz 6 4 slsd3j Is ¢ |
otcj dj,dz © dd3j dedets 3 Mlsdesy otcj W, CBEHO FOCjlIs L
fsmMskzf OjIs dzO Mmjteo j to.

1 Transmit Timestamp ([ sd3j sC O o tcj d3j dzd K< jOa jr HBGHYIIEziz 6 4 tsIs d3j Is € |
otcj d&3j dzd, O dd3j dgdes 3 Misdets] otcj BBY, CBGHO Blso jIst
tslstf tc @9 dzwhjj ldcfipwj tch .

1 Authenticator ( [ f ydtsdzOdzz @z®) r 9 Oj Is JdeW stcedzOyds Hdzv Oklsj

432.[ BL BBt

{MB j ddetsfi [ § d MOdzd §

g dzrntetsdzd L (& den tetsdizg IS teo toj d3W Lg! Mjtce j O SNTI
otcl dgi dzd S|lkfMmstets?2 Mise ts

433. dddzmntesdzdL Oydw otej d&3j dzad SNTP

43311 teddzydtf tcOBSIST

sddznesdzdL OydSNTP tsj @ideq zj sfw fklsjd oL OBEEINIR fjlso d W
BjyHE Cddjdadstsds  Mjteojtesds,. sddjdds sSlsfeOodvjls §0OC
Wdtejr BftejHjdjdd | ftoodkiybkls¢d otjdidd (§t bkdsdy
Slso jlsdzscts §OC 50 ls MjtojtcO Cdzdj dals Mddzl tesdedL d tolz j |

{ M GBEECOL 90jls W tedOl 0S5O NGl tesdzdL Oydd ot
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1 Ofstets2CO® SNTP

| www.gtech.ru |
YCTPOWNCTBO A ‘ YCTpoiicTBO B
ATime: 19:00:00 B Time: 19:30:20
Originate Timestamp: >
19:00:01 @
Receive Timestamp:
19:30:23
Transmit Timestamp: @ Maket NTP Request
19:30:24
© (2) Naxer NTP Response
Receive Timestamp:
v 19:00:06 v

t Mz d& T teddzydy t©OB®IST SNTP

DEVICE-B ( MsC tcONB) dzdgthtf sdz L 2jIsfqv o COyj Mlsej dNifissydzd € C
DEVICE-A ( MsCteOM Adzdztsd M sdz! L 2§ Isfw ) ¢ ONTP,Mis oCits Is Stz dz
Mddemtetsdzd L d oz JOEVICGE®,] d3W fists o3 dzls  oldede d3jj dzdPOfifs L fOL ¥ 0 OF Is
19: 00: 00, O @&fM&EIRRQG yOfr
1. AslsftcOQo dzv jIs ff CBNTPENTR. O] tg thfilp@lzs JTO p toj BB H O § OC j Is
slstf tcOo dzw A Isfifiytsfigfls © o dzw j Is 1 9 : 0 0 Oidatedrimes@ithgs dzdzw j Is i w

2. 1 shdzainj 8dzn dets?2 Mmilsjots?2 L OHTk) ¢ d BigdshirB dg® j Iso i OEY
LOftesmMO, MMmisOe dzv j Is 1 9ReBelve TinRestaghp.L Of sdzdzgw j Isfqw o

3. BsBtcOBOIsr 9 OJNBPd O jtetdsj. Mj SEdzgHE Slsf cONTE&Y jIs slso j
[ iMisdets] MWRYJ BECS(CHO Blso jlsdzB) MBMHEsO®o R FiIsdE 9d B0 :
L Of tsdzdz™ Tréngmit Timestamp.

4. )V Sidznj 8 dHdzs? fMilsjots?2 LOHjYSd ¢ §odkzyojls s
(T3), CscHO BGlojlsdr 2A § Gfifids Qotasj ko GLj9ds 000 : 0 6 .
stsdeStejIsder § tOMydlilsr Hozw MddzmrtesdzdL Oydd otej d3j dzd Mmazj |

1 AfsdkyOjls ©OLddyk ot & o3 65j b S b & A, dJkipfzdcz L 2w
% s to dskz EETOXH{T2-T3))/2.

1 AfsdzEyojl yjbrtejrfmjSClzdHdlzs LOHjtey SEAJIBRCj IO |
dmf sdz L v TRFGER-dEE (
4332 d9W L OdzgdzgO" CtsdW e kzteOydw
I Cdzs yjdedj SNTP
T SNTP s kzdisdzyOded® tsls€ dz¢ yj da
T 10fkfMmisdlsj siipedblazd zylstse ™ HNTRE yd Is!
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1 Ofyls & SNTP O

1 Offistets2 € @ JSANBTjPe O

T 16 k& d&sdyo ddSNTHmEt odz@d s te ts | dz.

1 1OfkMmisdlsj sipse@eizt bylstse ' S OBNTR:! fjtee jto

1 OMstets?2 C O dqdzlsj tco OzO Mddemr etsdzdL Oydd otej d3j dzd €
1 165 EdsdzyOdds ddisjtce Odz ) SMNIPHtsdgds 9@sqailopj s gk dzd

T 10fkMmisdlsj sApssdedn Z ylstss' ECOL Ok! ddisjteo Oz fd dzn t

4. scdl e tcOydW

ssd dezeO [ fdMOddj d € tdkOdH O

1L OMtetSRTPO | ([ BWL OIS dzX dalg) sy mdzv L o ¢ dzs yJ dedw ¢

sntp enable ] Cdzg yoO4Jls SNTP

sntp server 1 OMstcOd ey tsj M P
SNTP

({0 yd sdzOdr iy dz! L 2§ Ismw H dzw dzO fn |

Mddem tetsdzed L Oydd otej d&3j dzgd SNTP

sntp interval 1 OfmMistc©Odo O] Is
Mddzmtetsdzd L Oydd o1

4.4.1.1 Ofyls tc SNTPO

4411.C% %Sl SCtdidekzieoydd

s dzd j SBBP 5B Oh O kMW  NTPiyjmjjiekl §C Mdese Odeder j fesdsj bk
UlssB' Gjckdvieds S(sticjSkdiess Ol yOf" .

4412.1 od d3d yOdzd W

Imd otej B, § sdzkzyj dBHEl Wiotegvlj sy W ftej Hdzd d3 o tej 3§ dzj ¢
(GMT) . YIstsB " i ts dzlzdgdfipls dztslg s yedatsyj d3v 903 dzgj sBRBHJ®Bs k1
YOMBse 2 W HoGMISE ZOMEe Oded v

4413.20¢d dOMsts?2 s d
1 Cdze yjdzdy SNTP
([BWL Ol SNEPtlets) L Bs dzyOded ¢ tIs € dzv yj dz.
1 Ofis tc HR-@ 1Ot j FINDP-fiy j tco j tc O
({BWLOIjd dets) 1t EZINERINIPdz{ ¢ z®f) ke $ jodz.
1 OMiste@2ddzls j co OdzO fMddemr tesdzedL Oydd otej d3j dzed SNTP
T [fydtsdod dts

1 165 bEdsdyOdds Ebhkses2mlses MdditsddL dtkjls otj dv
l etso j 8GO

1 O 2MmisdIsj sHowmenpezH I lssB ™ lstsBtcOL dls! § O8NIBRj Istc” , Mo w L
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1 OMistes2C O SNTP W
4414 69 W L Odedz" jJ § BdBOdzH '
]l Cdzg yjdedy SNTP
s sd3OdzH O | sntp enable
t i) R BOdt JddB cdizsB Odz! dets?2 CsdW dekzteOydd
{ECtsotsHM SNTP 5 EdsdyOdds lsS ds uj dz
dMyBd L5, ogfphmisdlsj CtBOdHE ¢ dtss Gudsnteableg s dais
slsC dzs ydls! SNTP
1 OMstc@R-@c | MO M SNTFP/NTPO
s sd3O dzH © | sntp server [ oob ] ip-address [ via mgmt-name ]
[ dMOdzed j ip-address: ECOL'™ ®@jsl§ M| Mjteo jtc® NTP/ SNT
f OtcO3j Iste| jtco jtc NTP/ SNTP dzgj dzOfistetsj dz.
oob: ECOLTr 90] Is, ylsts mjtco j to NTP/ SI
dqdzls jteW j 2 EZitcOo dzj mgght). ( ddalsj teW j 2 M
mgmt-name: LOHOj s dMeaHY (i dHh GEePoiz] ddw
tejydd3y oob
tdddd3 StdddB3 cdzsB Odz! des?2 CsdW JekzteOydd
teSCsotsHmMl sMEtsdzr CE2 SNTP § sdzdesfls! 8 Mmtse dzgj Mis d d
dmMf sdz L 5|CO0¢ tBh jHBMIskzfdzr 2 Mjteajte NTP o Rdas
I smMétsdz S22 f0OC] st SNTER s OdgO &g Pd y d& d
f sdzdztsfls ! & mMseodzgi Misddz fp Mjtee jtetsds N
Bdzts  j Mis o-fgj thNeT jPic 5 0 . 1 Bsy J i cof) BB
CteslsC 52 L @HQugifisto2iin pPINM TR O dzO@ 9 Oh j o
1 OMstes?2C O ddelsj tco OdzO Md degnBERIZ L Oyd d
s §30 dzH O sntp interval seconds
JfdMOded j second: X OL " 90OjIs ddzlsj tco Odz Md dentetsdzd L Oyd
f OOy Iste HEE 5 P Slz.deH) dzOyJ ded § f B 1EBRHAR Urdad ©
tdddd3 S tdfdd3 6cdzsB Odz! des?2 S sdW JekzteOydd
teSsotsHm ) Of EMisflsfsdizBdzH 2z, ylstss" EMlsOdztse dIs!
dmf sdz L s|Hdzw MddemrtesdedL Oydd otcj dsj dzd fy Mmj teo j tc
1t R YO 1dBEMmIstetsj dgdz" 2 LHjM ddzlsjtco Odz
YyIssB" tsdzg efqlszfddz o Mmddzk dzj dzsmpdenatdezts
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@® j) QTECH

MWP [OOCTYNHEE

ot d3j dad



i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

1 Ofstets2CO® SNTP

44151 edkjte Ssdidekzeoydd

s dBtctsdzedL Oydw otcj dsj dgd SNTP
#4YyJ dzGted 2

Yctponcteo C YcTponcteo B

Gi 01
192.168.2.1

[ gk des

DEVICE-C Mdder tetsdzd L qtelzj s -Btej dzw M

DEVICE-B EZCOL'M90jls O fMmjtajte NTP o Rdsj

DEVI CE

O ls t6 &

20¢d |JGCdydlsj SNTP -G def BREWBEEIR|SCOEMNEE t

DEVICE-C C#configure terminal

C(config)# sntp server 192.168.2.1
C(config)# sntp enable

C(config)# exit

l teso j (& T 1ot kemisdlsj skhowdg®@dkidzO DEMWI,CEylstss " ]
M jhdets dzd o' f sdzdzj dzg© Mmddem tetsdzd L Oy
T 7O0fkmisdlsj shawdsbtgzid2 DEV-CCE ylstssr ts

MlsOlskfm SNTP d ftse jtdls:, EkMmfjh dats
45. [ sdzd Iststc d dzG
451. [ IstsBtc Oy j dad j
{fdmodd J s 53O dzH O
show sntp [ lIstsBtcOY O s fOteOdjIster , Mo w L Odzd

452 [ lsdzOH S O
1t RIrT YO 1gMlsj d3dz” j toj MEtemr L Odagwisr f tod

9" o SHY IS Is dZzO H t

sISC &z Y02l BlkOHSE MEOLE §smd) JhNfsd Lse Odd" .

{1 dMmOde | s 5O deH O

debug sntp ]l Cdzt yojls BlsdzOHC E
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51 vt [ B5SSPPA-RS PAN

51.[BL BBtc

b dzOdzd L Olstste S dRBzIsd BRANSG F toff Bd@saOYj dz HdkY C(sfdss
ZCOLOddzsets lsO dz0 Hikzets?2  tsis®dzs Qg dgaklz & O ldztdipdsAg, ts 2
Bsddststeddze © Mjlsd, ybktss' BjMfjudls' &csddlssteddze My |
IfMmj eoasuwhdj d dmasuwhdj §0O0Cjlr dMotH dSEAS. §stlsO
10fteddB3i te, COC fsCOLOds @O fdzjHbksh jd& tedmbkzdeSiy , o fMmj
fstelstsds 10, O OdzOdzdL Olstste MjIlsd, G HCdy yjdede 2 C f Stel
yjtejL Yl 5.

[1234567891011 12

\

CeTteBoi aHanuaartop

t ik SSL jf vt Csd dekteOydd SPAN

Az dzS SIPAN & thdese detsds ftedd3d dzv § Isqw o {1 dz@te dirvfisls tcdistazcfid
dzj f sdzOH ¢, ylstser lsmdzj ¥ doOls! dJdW stedgdOydes t Mmjlsd d
U HOdzj dz8BPAN (RSPAN) , tcOMh BRANdzd jf sL otsdzV jIs bkHOdzj dedets € sd
dzj MEsdzr ¢ 5 EMistets? Mils RSPANSEOMIs10 RO ofigigd@ddfj Isfpw o  EC OL O dzda
VLAN. RSPAN f fgtsHBsdzj 8 Oj Is scteOdzd yj dzd j , mifmdeed-fz®@fizs d ¢ sls
mirroring-f s te is ts dzy dz' ZOR sHdIs! Mw ZzO tHdtsd J stsd3 X4 z
mirrored-f stodz@r sSH IS MW dzO tcOfMmMmistsw dzd d dzj ) Misrdengstshte. I Isj o '
1 sdz L ts9 Olsj dzd Bsc 21§ jdsCGedzds HGSzdZ LoOnilrpr€dD iz daddz8 c s f s d3sh ¢
Odz0Odzd L Olg s tlzD tc ® dry'j det® 2 1o dzts 2
4YyJ dzOted d i tc RBPAM] @zdz® dzts G d y dz MSPANZORSPANGB Y sL o sdzW j Is
fsdz LsoOjdzvd3 ftesotsHdIls! dsdzdlssteddze HOdzdzr = 9 6 (d
ofMjtco jlcdzgB Ml YydoOjls Bsdzr hsj] EHtBflsots Hdzv ftsdz L Bo
VLAN SPAN (VSPAN) tOffdiOlsted o O s { tslsts VAN & @ Czdz| ] Is tizj| €266 & ¢ tor @
d jusC Odddtetfg dzO G tstels dzOL dzgOyJ dzdw . s sdzi d ¢ BSRANHEY 0dzOd
smdseo ] (VBRANG&] jIs Mmdzj HEzE hEfjls ds:ftsB j dzdz
T VLAN, dzj wodzws h OwW fiyrANZ H @Gtiny fzlzs@ " Is! ECOL OdzO o € Oy
H O dzda7SPAN.
T 14StsdMeAN] Clster j dzgj Yo dzv VUARY dgsicOalls dedgr sk 2 € OL
COyd Mo j dMmlssyPRBEANse H Odzdz" ~
1 stsceNANB&ZOMstesj dz20 CO¢ dhmssydzdEls H®IEADD ¥ O ls ' igr¢ j bsts oz
ZOf tc @0 dRk.dzd d
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1 Oflstets? ¢ ®RSPAR AN

52.1 ted dztsy j ded W

1 tod dzsy J ded J {fdMmOded J

SPAN dzO0 fshdetse } slssCd HOdedzr & i} ©tejHj dzj decz
dzj 5B R GHJ &GS slsfdzj ¥ do Ols! 5B 7 tsdaC
slsfdzj ¥ do Ol §wrlstsSd HOddz 7,

fsddlsdSt MfdMSO kfwOodj dd” HE

One-to-Many RSPAN 14dMEBdz $5 fsdz L 859 Olsy dzj 2 H S dzy
SHdets d Isets Y j BtlsO

I Mmdzts e dg" j§ ftc(} OCjIst dzO dMmn tSH dats &3 Emistets?

RSPAN dzj sBrSHd®BS L jEOdzdtctse Ols dz0

B dzd Is 5 t6 d dzc O

521.SPAN &0 thdsse | kst O

5211 vy &zOtcd 2

SOC YsCOLOdets dzgO MdzjHEsh jd3 tedmizdeS j, Milsjots?2 0dzOdzd L
Bse Blsmdzj ¥ do Ol oMmj f ©8OF W] jH O ddgdzd@EStEddgB|ls Otf s tc
SftejHJdzj dedz' § ¢ slstsC d HBYdde® frtc (idigjdizlz IfOIIRBE@PCY).O dzdz = )

MopT Ha3Ha4YeHns
KommyTtartop A Gi 0/2

WexoaHeli nopt ;

Gi 0/1 CereBoi aHannsaTop

MK 1: 0000.0000.0001 MK 2: 0000.0000.0002

MBS cfsdscdY fosmssets foddsyjddy SPA

0000.0000.0001 0 + Ists NDAGo pP@1.
0000.0000.0002 0 + Ists NDACGo pP@2.
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52.12.1 OL o j 6ls’ o Odzd j

T 10 ftjH HEN j&B tedmizdSj  SPHN e s § s didizdsmOusdsts
f6SHS dzv yj dzdjtods dz RO dzd L Olsstelz, Gi @ ik O dzf 5 6 B gz ¥ fs tetiz’
CsBzls@ststoz COyj Mo j d HRANHIMSE fisls Ofdasolsd@s 0/2, § 5t s
Clstster 2 Ofwdks f§oHCd yid € Milkjosdz OdO
O L dzO ygPadd v

T 1 0MstBRANBO shdsse | § tlsEL i sEz O ste ff s BALY HC2H O dzdz’ R
Hdzv dMF SH &ZGIOESPAR KIS O

5.2.2. One-to-Many RSPAN

52214y &zOtcd 2

SOC (sCOL O dO ndpDrekoMajydRSRAYN fdssdgg Js, B 5! tj OdzdL o
SHdsdE Ehses2Misej, Iss jMmis! d }s 1, d }s 2 dsEpds oo
d fodddB0j Bscts LOWdCO §sElsO, §BHS M yj dases ¢ Mjt
sl jlsMisozy h by  &OMistes?2 S & VUANZG fdoppagk MAC-Y bsrs@da)) dzdptzdr™
Bsdzd ssted dz¢ O fslstsC e HOdzdz 7 Gidy s OH W N2, 1 Isufjcig j O dyf
¢ Sdzlsdotsly § slssCd HOddr & fjtoj O,

Mopt Loopback

KommyTartop A

"._‘.I'IK1 Ynanendaa VLAN MnK2

tdmMz&ES s sdzte v § Ooedo=Mpgy®FPAN
5.222.1t OL 9 jtolsT 9 Odzd J

T eBLHO2Is] & VIbBrjz@dzk ts 3d3lzAs Olstste

1 10fMes2l] CAGEELOAEESs ] JMEcHREPANS] FGBBER s o O
fotedsd/ 1, Colster 2 dOftow Bz §oHCdd yjd & fjtese j tof
RSPAN. Jlrejtdlsj f§tls, Csltt’ Dowgd: s HifBdgdzs d5  fisdhds
Gidal 2, o SOYjMlsej RESPAN, HHiASEE®o flasjic ISOs s Is WA IS o I+
d &0 lstoepRaskiMAC( L Of s d Is macleo@dkelz 6 3 &) dzOflstets:
ddzls j 6% j 2 O) .

1 1rsBOo'Isj fwlsr, dOftwdkzs §HCd yj ddVEANG 1 s 1
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523 [fdesodz j ftodatsy jdzd” RSPAN

523.1.4VYj dzOted 2

SOC (SCOLOdS dO fdjHE* RERAN € 6 ik dzezy j s W Iy gz® ) gtz O dac
Cdalstots dzd (SEA Olsf 5HC dzé yj dedzz® € SRk Obtth, JHE sH da
CEBBzISOBEO kst @BHE0 ¢ BBV GE® { tisdj > kBs 5y dzts 6 t
[Br ydzs EMlsts2Mso0 dsclkls SeBdj dzdo Ols! M% HOdedz B HEl

lMNpoMeXyTo4YHOE YCTPOWCTBO
KommyTtartop B

O6wwmi nopt
Gi 0/1

OO6Lwwmin nopt
Gi 0/2

BbixogHOM nopt
Gi 0/2

WcxogHbln nopt
Gi 01

McxopHoe yeTpolcTBO (i oivas .1 000 [eeesess YCTPONCTBO Ha3Ha4YeHUs
Kommytatop A [ ======= =} | mem=e=s ™ KommyTatop C
4
WcxogHoe nopt : MopT Ha3HavyeHns RSPAN
Gi 0/1 | Gi 0/2
|
-—-eo| lMpomexyToyHOE
Lo
Habniogaemslii CeteBoi
noneL30BaTenb aHanusatop

{ MBS 1 OL 5o OW st 5 ZSRSEAN  tod dzsy j dzd 2

5.23.2.t OL 9 jtolsT 9 Odad Jj

1 10Mbtes?ls] RAANROEZEGHSd3dGEZAs O IS tistekiiz B P sSegdkk K01 t 6 j

1 10 Ctdkdkkhodsics? sGi 0f B@pls dzOf W dkzy  § tSAL dzvoyj dede
COuyjMmlse) dMOoGHGSES BB @, dgHhlStes g ddf B, ¢ €6
o COYjflsoj orrncHdGscs (sl d dOMses2ls] WkdSy
fsElso.

1 10 SchBB@BBEES? G0 Afselsf 5HS d¥ yj dedz’ A, Cd € gkl Is ¢
GO/ 2, f§BHCH yj ddr T, SC O dysselis®Js sfctzicls ' .

1 10 S cddkk KOG cs? s G0 fsklsf sH S d yj ddz 2 B,C oS & ddst
COoyjflseoj BN jdE MR GH dzts G0 /42t to A H Cpd fiplsjtaistd” 2] CFf &
OdOddL Olsstelz, o COyYj flso RSPAR tfc Is @20 fifiie ®i20syjj dzdf ¥ dzS
fjtjCdd ujdzd™ Hzw (RSBANO dzOL dzOj dzd v

53.AkdS ydd

53.1.1 OL tseor j Ctsdzyj fIsr
uj Odzfy SPAN

) OSRANS { sts ftslstsCd HOdzdz 7 ) 3 BRANdME Sstesd 0K KB
Clster j oy des dMisd LsoO! Hi' EsddsstddeO § OS]l
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rAasH] ddzd o wBsdn @O ©®b dzj dgPeh tokz ks ¢ sdsiz I 4
fsteksOctE ¢ dicsh OuddP)j (Bscbkls BT ls! dOfsies d' COC dMAsH
dzOL dzOyj dzd v H &®AN.fnj OEAMdzp HEBB Oo dzj dzdW f Stels tsSPAN ts dizd3lz Is (
st EOd O ©OB&kO SshhBkzlsOststd dj dqL dj dgvjlsimw.

l Sdz' LS9 Olsj dzd d3ts cfifzj IO BRPANMAs@® s b s § dzé yJ dzdets d5  f tSBANEZ ,  dzfs
dzj OCIsd o j dBPAN4EGERdEH d Isfqw & OC Ik do detsdy MsMmisswdedd Istsdz €
Z0 Colsttetsds dz0 IPBRANS | g tcig 5P dzfis SSPAN dzjiy j Ofddzf Oj s o Md dzkz
pCdzt Yjdedv CHEBBzSOBLO. [dsBEkdo fF@Sistdickts ddt da@ yj d
cOBBYj &3 MmMisswdzd. 1 tsdz L 5o Olsj dzshowdgmonilols [sess@ifi iz fyls d Is
session-num] Hdzv SlstsBtOY j dzdWv tcOB sSHRANES MsMmistswdzdw MJ OdzfC
1 5ls 5 @ @ dzdz’SPAN
4 j OBMPNGR o Ols’ olOFS HiPEZDZ = o Itejn dzOf tOo dzj dad v A :
 InSHASISEEHOdd n: ofMmj §0O0Cjlkr, ftodzyjdd j dmatsk
fstels dzOL dzOyj dzdv. 1 tsdz' LsoOlsjdzd BwBsekzls tlMmdzjyde
dzj NS tsdzr $dn dMRtHdzr R SPANcls s j Sosls thig 'Ofzjp m SH dz' j
dMrRcHdEEE otk dBockls dp bt tothhg v dzgd ( dzOt
yjdzvn BjLBfOMdsmisd fottks0). SRAANS, dif BO&dj s Q&)
f & to] ¥ daj B3AZdLgiHFCIOdz0 f Stels dzOL dzO Yy dad v .
T JricHdslEsdf HOdzedz" 2: ofMmj §OSjlsr, fjtejHOdzdzr j dMmn

9nBBH], 9

9 ftstols dzOL dz0Oyj deddv . 3 alatls Litdofifdsjjy d @ Ols! o A tsH dzr §

dzj MStsdzr SR dMotsHdZ o SPANs tolss®C jols ' ) j Qdifgij H O0 O 8" §
fstelstse efisstyeds C, 5 dzj Slstster &3 ftedyud OB Bsclkls
fOCjilkr dzj BEHEL § jftesjdQddls j dzO. § 151553500 CojrisAstwH d
dMrcHdses (sklsO &syjls Brils! dLdjdjde 5 daj Clsts

BOLh cklsdL Oydd bk §0Cjktses, §jtjHOo0Ojd & dL
MAC-OH tcj MO d MHACOBIS 0 § t5dkz yols | dzv , VLAMGTES d ¥9d S Ols t
kOS] R WstdOlno Offdy ¢ sldicezOL Oy dad ™ .

T 1 9kdzOff tc Qo dig st @ dzdlfr - . [ o Iz dzO fecOplozy @edetlz’j = § o ¢ dzé YO
{56 ofntHM & Is&Eds 8 &H K@ HOdEPANY sz i js@ @fyj dd
Bsckls wlhdkfEeOBtds @ tHdscs ddkd dj fSsd Sdn
ontSH ds®sHdB B dzOf tcOo dzj dzd W = .

RMrBBHdZ 2 (tstels

RMOGBHA 2 fstls dzOL ' 9 0j kMW € tsdzls to ts 8RN If JsdsSaO dfds s & d.
dMicHdGseE §otlsO slidydo0s sy HAY Mjlkjoscs OdzOdd
] OEPANf sdz L s Olsj dzd dBsekls tslsMmdzj 3 d oHOdskz dz@frtds@iodelzjj dzdz’ 9,
fclsECHOdMG &, O Coddyjmkets MicsHd & f(Stlstse daj GCKC
RMABHA 2 §tels dBjjlk MdjHkzshdj shssej ddshsd:

1 RfMAtHd 2 ol dBsyjls Brls! CoBBzdqilz] B3r B §slsts
ddz@ctej etz Br.d3 § stclstsd
1 RfMatsHdz 2 fstcls dzj By j s st adle toff Wz dedztsS Odyfj tnts de'j
dzOL dz0yj ded v .
f RMABHM 2 (s d il dzOL dOyj ded Vv d3eMiANS didic  dzO H
tc OL dAVL&N.
1 stels dzOL dzOyj ded W
HjOBMANd BB j s SHdz fstels dzOL dzOyj dedw ( dzOL T 9 Oj 3" 2 f ste
fOCjlses, MitfdiosoDdfdstfls@ o Mn SHdes@

) sls dzOL dzOYj dedv d3j jls MdzjHkshdj ROwOSkjtdhlsdsSd:
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1 1l dzOL dzOyj dzd ™ sy jls BT ' SodBzlsdikj dr & § sHl
q@ctjcdikj & & §clssd

1 1 tels dzOL dgOY  ded ™ dzj By jls GHSe o] B dhs d 0 sd
fsels0.

532. [ BL Bt6

{MBsj dedz [ {d MOded |

SPAN 1 Ofistc Od o @jdds oUpfOME Stclsso dz0 ©Hdesd
RSPAN 1 Oflstc O de@ jOlszquafgo Adstelstso 20 ©OL dzr & Iz
5.3.3. SPAN

SPANd iidfdz! L 2§ smw H dzV¥v (slissEE] ISHS@oifddzcrO dgO C BBz SO BteO~ . [
fl SHdsets ftlsO dzZO Httkzets?2 el (SBBRzlSOLSLO, §fHEC
OQdzOkzdL BM@&Ngz YylstsB" ftecOdzOdzdL Jteso Ols+ MeawirL ! stelsO.

53311 tddzydyf tOBTSIST
stsEHO el fjtcjuyd@@Plsl f GRANY st ftetso jteCd Istsets, Yt
CO¢ dMmMrntsH®PAN, i Belfdtclzjls §O0Cjlsr, fitiHOdd §j d §td
dzOL dzOy 4 dzd v .

1 10Mbtes?2C 0O dhmrSPAllsse s f stels O
Il sdz LtsoOljdwds dgj sBrtsHddBsS EZCOL CHPAN qddHHzE el % P& BB ts
dnr sHdtse s fstelsO, vylsser dEPHN o] Bs'O Chyifij m tzifndpdObsiatz® Hitdsldz" 2
1 dzj d3j dzls dzOySPAN dzjudedse ¥ S toj H | dzd a5 Is ROt © GRRENE dzcffjdzdf
¢ OL Oy tAGLdadd'd COgiiztf ®OEEd v i toj H Sz @zdzH © daflz” - .

T 10Mstes? €O § sdzdf WPANZOL dzO Y J
Il sdz LtsoOlsjdzwdz dzj sBrsHJ @S k¢ OSPANG dfm j ddsdiW € Olststs i
dZOL dzOyj dzd v, yYbtser dOMistSBANS' Of ts®I€ X ¢z0O ik GG @ Halz® Hzis eizr 2
L dzj o3 dzls WEkdzCydd 4ted Cdzs yg dedw, YlstsB’ sftejHjdzdls! ,
f4ted Gjddedfyr d WEdzC yd® EHOdMz] dedw IsjSBANe dzO f Stelsj dzOL dzC

5332.d 9V L OdzdzOY CtsdWdekzteOydw

Az dzC GEANGISC dzd yj dz0 5 s dzyOdzdys . [dz o C s yOj sMv ksd
GOMstes2Cd dMocHMGSEE SPANY, &) GREMESY FHlsBs Is! ML HOd,
GOMistetsj df o ME &ML &z § stcls dzOL dzOyj ded v .

1 Offstes2S 0 dMosSERANEES  StelsO

uj OdERAN 5 bk dtsdzyOdzds dzj dd3j J ISSPANME Bisdtsdtse @lsjodz®
LOf EMmisdls: MdjHEs "5 Cs®BOdHE HABPANZOMISts2 Cd dMatsHdz

monitor session session-num source interface interface-id [ both | rx | tx ] [ acl name ]
lftcjHr HERSDOzH |

session-num: ECOLTr 90j1Is dHJ dzls JSPHAN. O Isgdstisdzdfyjj ndzfig @ f SHH j o) (
Mid OdzBRADIL Oo dMdIs tsIs fsHEZCISO.

interface-id: ECOLTr 90jIs JdEPANH A BIs HtdstRls dzj sB - tSHd B3 dzOMmistetsd

(
d
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rx: ECOL T g0julsts  f sdzj rx dedsisigts2dtodoO s Is ipw Stsdzs ¢85 §OCjIsr
dmMratsHdz d3 f tstelstsds.
tx: L OL T 9 0j Is, Ylsts f txedg iy depOyfigflotdy AsChifr  ssdzr €5 § OCjIsr
dmMrBBHdZ B § Stolstsds.
both: £ OL " 90j s, ybts §0O0¢Cjlsr, fjtcjHOdzdz J d ¢ tsdglrypdadz |
fstels dzOL dzgOYj ded W H dzv  d3ts dzopistis dz@ fids ©ts i tzfyoids ssIsgziglis® ¢ OC
dgtx. [ mdzd dzd tsHJ darxdtx d dzifoth @zg3j B o B 8@y ¢, dzs yj dz § 5 bk di3ts dzy O
acl: wBftejHjdv] BCLf stz 2 dzOMistes2Cd { Issetsy f Pazd@uzj stc©
fsdzd SACLEHAD dMrHdEERE § stelsk, lsmdj YdeOelsmw. ClsO Wk dz
1 OMstes2C 0O f stels OSP&AOL dzOy J dzd v
g4 j OdAAN f 5 E d@3tsdzyOded ® dzj d d3d 4 Is SPANS tc IS1Ots daizQ Ltstz@Dusjj ddzffv  d3
LOf EMmisdlsy Mmdzj Hize h s CtsdB3BOdzH 2 H IMSPAROMIstets2 € d f sStcls O
monitor session session-num destination interface interface-id [switch ]
Il ftejHrHkh j2 Ctd3OdzH J :
switch: ESOL" 9 0j s, ylstsSPARcts dzidz®® f40 yl§ Halpw § tsC @ @2 g 58 O dzdz’
sls dMmnr SH dzSPAN, f HftclssBtcOMr 9 OjIs Htekzed) HOCdzisyj dzQ ,mdzd
fsdzz yoOj s € OSj tfiCLdgdec 58 O dzdi'ny S H dzsBRAN, f Sl o J OCjIsT
dzj d fnm tsH dz2" A fstclstse, dmdzd 110 fydw 9 ¢ dzt yg dz0O, Is ts
oL dzOyJ dzdv d HtkzeddBd bkmMktes2mMlso O3 dzj L OlstcOcedo O] Is
SBSGEHO {(stels dBPANIZ@Q j) tzth thjsds,lso j Isfylse z¥ h Ow wlkdC ydw s ls
EdissdzyOdeds, JMmdzd S sRBBEzISOLtste dzj dzOMistetsy dz.
1 OMIstc SSPANDIZO BMdzseo j § BIstsC O
ClsO WEkdS ydqvw ilsCdzt yd &0 s kEZdssdzyOdzd® . 1 tsdronittse Ols j dzd
session session-num source interface interface-id rxacl acl-name Hdzv  dzO fy ISSBASN? 2@
shdzse § fslsts$ 0.

[ BtcOIsdlsy odzedd30dedd dzO Mmdzj HEze h J SENGZ] dzlsT ftcd dMmf sdz
1t RIT YO RC:
1 1 ls dzOL BPANJdgdiws dz! L 2 Isiw Hdzv ©OMYUd sO fslstsC B
(STP).
1 SPANdzj Htsiskf jdzg, JMmMdzd dmrtsHdz 2 §slsr Jdzd ¢ tstels  da

T ( Mdz¥LAN (ddzd MWIARSS dMmYf sdz! Lz2jlsmy o ¢ GRANMIse ] d
EBjHdljifm!, ybsts {stls dOLdEOyYyjddY ddikBijls HMisOt
f s ozlz y § joze[ MPteits o O dadd dedd/LAN (  dzd MMVMLAND S ©

T 14 oMy ftiocsHEZGCIsT fsHHjtey do Ot s © M OOt
cOL dzdyd?2 ®&BjyHE ftesHEZSISOXR].

5.3.4. RSPAN

RSPAN sy jls Ctdsttddtse Ol B MSsd $c RIPANES?2 flso .
EflsOdz0o dzd o O sMw o ¢ GILANIRSEBAN {lteyOdsjeiddg®20 j 5 56 tc O dzq
e zOmdes Misddsd tsdganindringf Stols H B dy dF W ZEZOs isdilszsis d st
Efmistes2 Mise j, dirofetif Biskd j GORSHd! MY dz0 ©OMMIstsw dzd
kfils to 5 2 fiplsreringeflss o s O

53411 eddzydlf tcOBfSIS’

VHOd) dMEEN fiEL HOj IsfY Hd&Y dhMosHbsSEs Ekhtes2mss ©,
yjd&zj osets kMt fls &a,0 fdsh jz ¢  tREMAN, fHitOHdsipr B ' ls! HEGB
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o [kH OdzjviaddzMirrored-f OC jIsT h detsCse jh Olsj dz dats  § jJVIGANH O Is fiyw
kOCdd BBEOLd, ykts sdd §jejHoskshy L (MESHGSES
@ZOL dzOyj dzd v yj dzj ose¢ts CBBBzIsOEE®O.

T 1 0Mstctl Oz daN?
1 0Cjlsr dL dMiBRERENSE G GEEON Olsj dz dets § j o] HAAK Y o &
Wbt BTl MOtfdtetse Odedz’ B f) dsC Oz desets C BBz O
dilssy®PAE f stels  geflestisnifOstcls iSOy j dzdv, §elsr d fosL to
fesdjylssydses bkhkts2Mso0® (fsl oosHO (0 ko
Emstes2Miseo O) , ftkls dOL d2Oyj dzdv d sl sotHO fiselsO
EHOd AN AL dRSBANStj B2 j Is d20AM @R ClfH OWtANAzZsR | 3 d &)
VLAN.

T 1 0fls to th3 DERGPAN

W dekzteOydy ftels0 dlsisy dRSPAN GidzOdeste |s{Q) daR0 LAEBANS jtedsR s
sydzd €O d § tscEHAN, dzQirtsdzOdun) Jdzglsnefribh§-19 Js @ dzfn O, 2COL Odzdz"
Y dzOMlstets?2Cd, HBd jdz B" ISRSPAM. j dzlsdW d C Olststetsdz fiyj O

Is
J
1 1 0fmMtets?2C 0 d 5hREPIMS G ts
deq’GIztGqu’W d f) CRSPARISIE BC Of's ek O, COC bk SPANGHdSC s
COL Odedzr 2 dH jnizteiihy-if § Oteis®@ Htsdzy jdz Brls! dHjBIPIN. d C Olstst
1 1 0fmMbtets2C O o' nRBRBNG s ff Stels O
Il " atsHdzs? Ystels tOMY sdztsy j dz dzOdzyf jinde e déds'ds HztnEs@sasdz jinds 99 I«
fnd ISVLAN. Mirrored-f ©C j Isr dimrtsHdzsets f BStels O Istc Odef ANz E Isw
RMMABHMd] Lkffstets2fsots f jtejHOjIs f0O0Cjlsr ftosdi ) kzlstsydst
ZOL dzOyj dedwVv ydtejL o asHdB? ftkls.

1 10fMbtets2C 0O ff tsteclsKBPABDL dzOyj dzd W
1t dzOMlstets?2 € f ts5tc RSPANIaR) Sz F affdss ¢ OL Ols dH jdalsd W d
RSPAN, EHOdzyldNHs By §stelsO, ylkstser 0S¢ jlsr dL dfMmn SH dat
fstels dzOL dzOyJ ded v WEABNJ L [ZH Odzj dzdzlz &

1 1 0fMmlis tc BRIFARAzO s ) distdsoj$ Of

RSPAN W o dzv j Isfpw  tc O ipPANtfj dis(@Sdy § f SH H jCdefoteRgielO dzQ tets Mdztso j
fslsCtse. stdWW dckztcOydwls SSEEPAN. RSPAN D € s figdissip t§ SzEy
odzdw jIs dz0 detsted3ZOdzt dgz¥ Mo w L ! .

Il sdz LtsoOlsj dzd RBsAGlD dHDOMlictOBDdIg ' dzdd o99BHO ddMrSHMSEE |

Eilstcs2RGBAN] 1 SHHj ey do OF IsfWACIH) s QuigHi® afl<RIdgAG ACL d
SftjHjdv,d j §cAELL o Olsj dzj o3

N-'m

Il sdz! LtsoOlsj dzd RBsABUSY afdstcds 20 tcQo dzj dzgdd o©99tHO dMma
MR tHdsd L IMRSBANG S 6z Mls bBLdfsttls® o &OfwOodyj ddd o o
GO L dzO ydp@edyj dzj o td3 REPAM s 2 frpdsde’ jL 5o Ols j dzd s OC AGL HBRG 2 |5 dz

diMatsHWh j &5 dzOf tcOo dl ArO EHNDdsjHddzsE) CRSRAM I s EAOE)s jo ts  Is
ACLHd" o RtSHBGSEE d&Of tcO VN v Yz ez oz dgdz® BIRMNE s Ols s 16

1T 1 O0Mmls tc RSPAK One-to-Many

(Mdzd SlsfisCH Odzdzr = tSHdzsE s d M- SH dzs GidsS Ofdisls® dif) sSdzh B8 § &its
f steclsse dzOL dzOyj dzdv, f sdz' L 5o ORSPARY dEOHOHBE sdBHIsdHd IsH d
i OJESRAN € O ¢  d ) ~ntsrronizg-P s tilme-to-Manyd o' BtcOls! HEEEd §tstcls
COYyp M stels© g jted M dz€d. (or nmdzptsY dAfiStgly . dz@ tolisidg tc s Ay |
sBtcOls dats 2 MAGoH' I defy dzO B ' Is! ZOMmistets j dzO BEPANfastots j Y dfdiitc J M
CsdWdekteOydd ddzlsj teW j 2 MO, GREFPADG Y Btcb'r § FREPBI? dz§ Ftcls
Htsdzy dzr BT Is! o SB ©O dzlyldiBilr ¢ | Orsrjod-f ©OC j Is f ¢ dz@ g O(fodpdylv
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back) zO0 f stelsj YHSBAND™ ®Cd Olj d3 N qiesCse jh Olsjd des §JtejH
VLAN, Isj d5 MOds dRSBAN@dEdta-Nary.

5342.490WL OdzdzO" SdVN qebkteOydw

Al dzC REPANGISC dzd U j 20 § 5 b dsts dzy Ol . Is {cldz Cots dfmfifilzj ML H C
RSPANG dzOflstets2 € d VUAN,O dzfj fipfdasR dztREPANH S E s @ s O dzARSRBE | dzd v

1 OfMstes?2 € O bk wioMit) dzdzts 2

158 EdisdzyO RSPAN HzgzW 2GC OL Odz0 HMAND dzjldsdd® WL s Ols j dzd Bsclzls
¢ s 30O demibate-span o  toj Y\LAN, IsBB " dzO iIMEANSLASS! Bk H O jANzdzkz f H dzO
FHOdz] M@ stslse jIsflsozj s BRSPME R Mj Odzmiz

1 OMstes2C O dMmn SH dZBRSPANMIStcE2 Mise O
ClsO WEdSydw tlsCds yj dz0 5 EZisdazyOdsds . ] samnitas 9 Ols j dzd
session session-num remote-source 9 to j ydfddgB Odz! dzs?2 CdW JekteOydd, yle
EmMistcs2mlsots 8 COyiMmlse] EZHOAd] ddtsets dMmMrRSRAMSGE EMmistts:

1 OMstes2C 0O yJ dzj 9 s RESPARMIstes?2 Mise O
ClsO WEdS ydw lsCds yj dz0 5 EZisdazyOdsd:s . ] saomnitas 9 Ols j dzd
session session-num remote-destination o tod ) d d3d G dizsB Odz! dzts 2 CtsdaW d 6 L
zOomlstetsd Is EmMstcts2mlsots o COyYJ Miso § ZHOdzj dzgdzse 5 yJ dzj
RSPAN.

1 OMstes2C 0 dMrn SREBBNES f StelsO
RMrtHdz 2 § SREPAN)ZOMR@OJo O sfqw  dz0 dMrBHdBEER Yemistets?2
sO¢COw yij, COSC [z SPAN: ts Hizists cdig] sSiBHUslH@ i3 ¢ OL Ols! dHJ dak
RSPAN. GCIlsO WEkdSydw lsCdz yj 20 5 EdisdzyOdzd b .

1 OMstes2C O 9" nsHdBGE S ff StelsO© dzRSPAM - sH dzsd3 EZMmistet
ClsO WEdS ydw lsCds yj dz0 5 EdisdzyOdzds . ] saomnitas 9 Ols j dzd
session session-num destination remote vlan remote-vian interface interface-name [ switch
] 9 tjyddhj cdzsBOdz dzts? CtsdaWdqeobkzteOydd, Yylstse ' dzOm s t
ZMmis tc ts2 REPAN. ( sy dswitch MEsdeW Jeoz®@dte®d GdgH dzts 2 f stcls d
Fyom®dtses o« BM ydzs?2 CtsdBBkzlsOydd §O0Cjlstseo HOdzdz - . 1
] " AasHdts? fstels Hitsdzy jdz BT Is!VLANSBOo dzj dz © [kH Odzj dzdziz &

1 OMstes2C 0O yjdzj osets fstels©O® dRBPAN] dzj o tsdz EMmistets 2 f
ClsO WEkdSydw lsCds yj dz0 5 EisdzyOdzd:s . 1 samnitas 9 Ols j dzd
session session-num destination remote vlan remote-vian interface interface-name [ switch
] 9 twiddzy cdzsBOdz! dets?2 CwsdaWdqeokzteOydd, Yylstser dzOmls te
Emilstc s 2RBRAN] [ M dzdfr swwtEhydfOMis O j flastcls dzOL dzOyj ded v Bsy j Is |
sBYdes? CtsBBBzOYdd fO0Cjlsses HOdzdz = . 15 Ed@isdzyOdeds t
Htsdzy J dz BT Is! HEBB OO dzj d¥LAN. zH Odzj dzdzze M4 Is!

lted dMmf sdzRSERANBazeEPIsdIs] o dzd d30dzdjy dzO fdzj Hize P dj dBsdid
1t RI{[TYO®)RC:
T UHOOdMz] dzdOW H tsdzy dzO BI Is ZOMistots j dzO ZO dRE Oy HBM

dHJ dalsd W d VOABIitess'dzy dzf B ' Is! Mise dzOmMseo Odz" , d ofpd 1t
fnj Odej, HEBdYy d BTVEAN. HiSBOo9 dzj d&' o
T 14 tdltd3j dzHlzjlsmw HtsBOs dzvliIs! WANJdj ftstlsr o BkEHOC
T 14 ZOMistcOdo O 1s§ fstecls, f sHCdzs yg dadz 2 ¢ fdj

CsBBlzlsOlssigzdd2OL &0 O] Miso j RIPAN: & H dztf &its IS o dds @ ) o2
kteOWdS o Milkd dsyjlk BCOLO! MW o ROBMm].

99

@ §) QTECH

MWP [OOCTYNHEE



t ¢ tsotsHMlsots s dzOMBEOEBE2C ] MJtedw QSW

54stdYdeckztOydw

ssdzv e kzte [ f MOdzedy d S BdBBOdzH O

1 OMlstets2CC( BYLOI] dz des) RMtsdzr L2 Ismw Hdzvw MtsL

BOLtso'" A

Wiz dzE ud2 S monitor session session-num source 1 OMscOdo O Is dMm
interface interface-id [ both | rx | tx ] SPAN
monitor session session-num || OfMilstceOdo O] Is
destination interface interface-id] dzOL dzOyJ dzdw SPA
switch]

monitor session session-num source
interface interface-id rxacl acl-name

1 OMmls tsOq’aOJIs SP/
fslssC 0O

interface interface-id [ both | rx | tx ]

monitor session session-num source v ¢ OL T 98 0OjIls VLAN
vlan vlan-id [ rx ] dmilstsydzed $ © H Odzdz’
monitor session session-num source |V S OL " 9 O] Is dzj ¢ ts
filter vlan vlan-id-list VLAN 9o €COvyd fmlse
HOdzdzr = HdA&Y SPAI
1 OMlstes2CC( [ BYLOI] d des) RMytsdz! L 2§ Ismw Hdzw Mmts
sMdets o dzr =
Wiz dzE ud2 F monitor session session-num remote- 1 OfmMstcOdo ©OjIs dH
source fMd Ozl ® RSPAN (
dmrtsHdzts] EMilstetss
monitor session session-num remote- || OMistcOdo OjIs dH
destination fMd Ozl ©® RSPAN (
Yy dzj otsy kMt f
remote-span 1 OfmMistcOd o O] Is
VLAN
monitor session session-num source |1 OfMlste©Odo OjIs d MM

RSPAN

monitor session session-num
destination remote vlan remote-vlan-id
interface interface-id [ switch ]

1 OMlstcOdo OjIs or
dz© dfmn tsH dats 3
RSPAN ddzd ¢ tstels
dz0O Yyj dzj o s »
RSPAN
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5411 OmMstes2 ¢ 0 BOLBBa " n WEERZKE yd2 SPAN

5411.C% % jCls CodWdekzioydd

1 10Mstes2ls) sl dhssyddS O SPANEZOL dzOyj dzd v H dzv ]

1 10?2l §tEls dOL @OYj ddw Hdv slshdjy de Odedw
fsdyj dzdzr ° dhMosHd & § Stels s ds.

5.4.1.2.) tod d&3j YO dzd ™

[fdd WEdSydy SCodEkzlsOlsstO lsC d PANZO (s s § wzos jdz0 dg |

f Sk O smismaEy ©C jIs'  SkB®OM' 80jls Hikedj §0OCjIsr,

) sidzj oCd yjded" WkdSydd CsBBksOlsic0 f sEioredzOL dz0 Y j

fOCjlsr .

54.13.2 06 d Oflstets2 ¢ d

1 Offstes2C O fj OdzZh® SPAN
1 (j3ydds CcizsBOd dzgs? SdWdekieOydd. [BWL Olsj dz dzr 2.
1 11 sy lsjdszOMfigRagitcd dOmbts? ¢ | SPANG daf st t ks@ Is

ROL O dzd v, ddzd ftod WWARKE tz? 6zj ¢ WEAR®BOR@SF Mo j
dissyddC O HOdd & dddSRARMISsydzdCse H Odzdz o

1 OMbtets?2C O dMratsHdtses f stclsO® SPAN
T tiNdd cdzsBOdz! cets? St ekteOydd. [BWL Okj d dzF 2.
1 117 d&tsyjlj o BteOIsSPANAD ¢ Odz@Aflsizd 52 € j JIPANS H dEmBOs  f s
RO e Oo dzj dzgd " &OMstetsj dz 5 EZdRsdyOdds, bkt jhk!
sO¢ d fteddd B3Oj B j JfOSjlIsr.
1 OMtets?2C O ff stcls OSPEAOL dzOyj dzd v
T tddd3 cdzsB Odz! dzts? CwsdeW JekzteOYdd. [BYWL OIS dzt dgr 2.
T 4OdBPANOSCIsdo jdz, bkitd St jfdd EPBKEEEd o NG 6y i)k
d fls sy dzd C OSPANDRIAID ROMY) J &OMstets ] dz ff SRAN. dzOL dzO | dz
5414.1 tctso j 6 ¢ O
106 2fMmisdlsj dhowkOdmiter d dzd S sdsDogH unning, ybktser ftse jtec
CtdV e ZtSPANG s | ¢ OudpfidsjotgdzOds dor fesojHdl] OdOdzdL L
fstelskz dzOL SBON fdzdfMetso j te! Isj, Hj2MsIPEN & it s & sz jod€ ylsfor
LOR9o Oy dzdzr &3  OC j IsOd3] .
541509V L Odzdz" §| S BSdOdzH "

1 Offstes2S 0 dMosSESRANEES  StelsO

s s 3O dzH © | monitor session session-num source interface interface-id [ both | rx |tx]

JHdMmOdzad j|session-num: £ OL " 90OjIs dHJj dzlsdW S Olstste fj Odz
f OO ISB jnerface-id: kL OL T 90 jIs dHjdsd¥ SOt d dzls j te
both: £ OL " 9 0jIs, ylsts f0O0CjIsr ot orntHWH
sSlsmdzi ydoe Os Isfiw. Clsts LdzOyddzedj 6 Edfs
IXx:E XL OL 90, Yyt f0Cjlsr o oaatsHWH jd
tX: £ OLr90Ojls, vyt §0Cjlsr o dOftcOo dzj
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tdxdds S5tdydds 6cdzse Odz! dets?2 S sdW JelzteOydd
1 OMstes2C O ftelsO dzOL dzOyJ dzgdw SPAN
s B3O dzH © | monitor session session-num destination interface interface-id[ switch]
JfdMOdzd j session-num: L OL "™ 90jIs dHJj dzZsdW dSCOlsste M Odz
§OLOd) SE jnerface-id: kX OL T 00jls dHjdsdW S Oltste d dzls | te
switch: £ OL ™ 8 Oj Is, Yylsts WkdzC ydw ¢4jtej Cdz
dZzOL dzOyj dzgdwv SPAN. 16 E@tsdyoOdd: sd
td Y CdBsd300t Jdd3 6 dzsB Odz! dets?2 SCsdeW JezteOydd
1 OMstes2C O SPAN sis@@Stsmdztse §
s sd3O dzH © | monitor session session-num source interface interface-id rx acl acl-
name
I dMOdzed j session-num: L OL "™ 90j s dqHJj dzsdW S Olsste fMj Odz
OO ISE jnerface-id:kt OL " 8 O 5 (OIS telts JRHFE] &Y j 2 1 O.
acl-name: ESCOL" 90jls da&svw ACL
tdxdd3 S5tddd3 cdzsB Odz! dets?2 SCsdeW JezteOydd

LEOL OHz4N o

COoujMmisej dMmistGRABNS O H Odzdz =

s B3O dzH © | monitor session session-num source vian vian-id [rx]
[ dMmOded j session-num: £ OL " 90jls dH | e QHOOBREBN.
fOLOBI SE yanjd: k. OLr 90j s COL Odzdzr 2 dHjdelsdW dCOls
IXx:E XL OLTr 90, Yyt f0Cjlsr o oatsHWH | d

tdddd3 C5/tdydd3 cdzsB Odz! dets? CwsdaW debkzteOydd

VLEOL Odzd | dpjMIANSE GRYj Misa j dhMissysZdd so H O
s sd3O@ dzH © | monitor session session-num source filter vlan vian-id-list
J 1 dMmOdzad j|session-num: £ OL " 90OjIs dHJj dzlsdW S Olstste fj Odz
fOLOd) ISE yanidlist LCOL' 90 jls dzj SSlste’ j bCOL Odedz
tdddd3 St dydd3 cdzsB Odz! dets?2 CtsdaW dekzteOydd
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54160 tdkjtc Std¥deckzieoydd

1 dxd o € OueiditiyetgiO o Y SSRAN 2 § Isfw
#4YyJ dzGted 2

{ d k8¢
Z0c(q 1 sOC (sCOLQdPL BHBP HBBOD ! 5] (Els
dzO s tc & Efsts2Mmise® A o Mmjl! VLAN 1.

f a8 HO2Isj SVI 1 d kEmMsOdssadlsjy OHtj M

I vMmMsOdtso-PlspjH® 1s 1 d 1s 2 dO 10.
mMetslse j sMmise j dzdzts .

T 1 OMmMtes2lsj SPAN Hdvw EfmMlstets2Mmlso® A
o CoOyd Mo j dMmetSH dztsG 5 f stcls © d
Metslse j sMise j dzdzts

¢ QTECH# configure

QTECH(config)# vlan 1

QTECH(configvlan)# exit

QTECH(config)# interface vlan 1

QTECH(configif- VLAN 1)# ip address 10.10.10.10 255.255.255.0
QTECH(configif- VLAN 1)# exit

QTECH(config)# monitor session 1 source interface gigabitEthernet 0/1
QTECH(config)# monitor session 1 destination interface gigabitEthernet 0/2

ltecso jte) Of EMmMisd Isj sHowag@hdeH,z ylstser ftetso jtodls! , § &
SPAN. 1 sfndzy kM j"h des?2 dzOfMlstets2Cd 1 s 1
dZzO SVNsl12 @&fMmkzh jMlsodw jIls d@sddIiststed dzc M
f OCjIstse

() QTECH# show monitor
sess-num: 1

span-type: LOCAL_SPAN
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src-intf:

GigabitEthernet 0/1 frame- type Both
dest-intf:

GigabitEthernet 0/2

5417.1 OMf tetsistcOdzj dzdz’ § thde¢d

T RHjdsdWdCOltste My Qdhfos d d®mleksi2 ¢ j SMNSH A s
Mstslse jlsMisoakzjls dHjddsdWdSObstelz, ZCOL Odetlzts 3z 1f o
SPAN.

T 1skjtew §OCjkto dsyjls fsdLs2lsd, jhdd (0S¢l
M shtse dets GO ol We® § sels M BOds?2 §esfkzms ds2 0y

5421 Ofstes2C 0 tfhdtsodr 7 WYkdtyd?2 RSPAN

5421.CWW jiClk StdWdckteoydd
1 10Mbtes?2ls] dMrsHd 2 okl d §okls dOL dOyj v d
RSPANG dzOMmlstets2lsj § skl dzOL dzOuj dd™ O yjdjotsd ki

1 10Mbtets?2lj el dzOL dzOyj dzd v RIBAN myge'tzj & Is figdzjzsinds de@ded
@B’ 5 fOC ks, Cltstrj §jtejHOs smw ddd 4 ted dad d5

54221 ted &34 yOded W

T (mMdzd WERB ydqw C(sBiizkOlststcO® sls¢ dzt REREN, dPstefsstcls
ZzOL 2Oy ded v f s dzbmip@rgdsf OB s C=f lsBteOMr 9 0j s HEk
ftesrtsHwhd) ydttjL sbbdigifd CshizilpPhEwo §sStols
Bsy J s f tod gadidpee-f Oz s' .

T Ifmj sl , L OH j REPON, S otOEzllz] gz oB ' Is! HitsB 09 dzj dz )
VLAN.

T VHOdz] dAdzZAN HEsSdzYy d2ZO BT Is! MELHOZO dO ftesdd y klstsyd
EHOdz] eidhld sdzy dz@ BT s i BB yrp'festclsr f jtoj HOYC .

5423.206d d&OMIstets?2 ¢ d
1 OMstes?2 ¢ O fmj Ozl ® RSPAN
T tddd3 cdzsB Odz! dzts? CsdeW JekzteOYdd. [BWL Ol dz¢ dgr 2.
T JHddz d Issls x| dHj dZlsdW¥W S Olstste Mj Odglm©® dzgj sB - SH
Emlstc s2RBBANG yYJ dzj o sd3 EZRSBANG?2 flse j
1 OfMstes2C 0O dMrtsHdsets kEMistets2Misa © RSPAN
T tdiydds cdzsB Odz! daets?2 CwsdeV dekzteOydd. [BYWL Olsj dzt dzg 2.
1 Ry sdz' LHzdpis M C OL Odedw EMistets2 Miso ©, CISRIBAN] BEIzZHj L
1 OfMstets?2 C O yjdzjotsets kMmMistes2Mlsa © RSPAN
T tdidds cdzsB Odz! dzts?2 CwsdeW dekzteOydd. [BYWL Olsj dzt dg" 2.
1T RMf sdz LHzggIs M C OL Odzdw yj dzj o e s HIDMIf ORIPBMEDO H v o
1 OMstets?2C O dMrtsHdzsets fstelsO RSPAN
T tdidds cdzsB Odz! dets?2 CwsdeW dekzteOydd. [BYWL Olsj dzt dg" 2.
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{ECsotHMisets 5 ZzOMEEOB2SC,] Mjtdw QSW
1 100jthdlsj dzOMists2Cl 20 REFANH dz8 ds fi) dzji Is teEOXNiplces,s

dts dzd |s SRSPABGGESY j s fesotsHdls! Mw Hdv § GRSAANS o] ' MR & H

By jlsj EZRSOANGHsEY ssdzdlststed dzd © f OMLANSESt &2 T ©wixjzalipts
@O teOo dzj dzgdd, dMAEBHWH jd3 &OfwOodzj dedd ddzd o B
f ts e RSPAN.

1 OMstets?2C O 9" antsHMzsGts fselsO RSPAN

T tiNdd cdzsBOdz dets? Swdt dekteOydd. [BWLOkj d dzF 2.
T 100jtehdlj d&OMEs2CE &O REFAN.H dz8 ds i dzii) s teodisldcos);
mirrored-f OC jIs', fodizyjddz | (tclsOid, NI, o dfs ciddds dizqd
Brils: f§jtejnOds dz0 vy jRERMNGSj tifflsetTfishaas? § stols.
1 OMtes2C 0 fstielsO dzOL dzOyj dzdv RSPAN
T tiNdd cdzsBOdz dets? St dekteOydd. [BWLOkj d dzF 2.
T 1 0o0jthdlsj dz@fgd§etsTisl HRSEBAR M as@ydzj dOMtes2Cd 1

Eilstes2 REPAN § jtoj M’ &zOjls L jwCOd d@j (0SS jlkr, f
HiSBOo dzj dgde’ 3 © VAN degrs bistes?2Mlsots dsddsstcd

dzOL dzOu j dzd v .
54241 eso j 6C O

1 Of 2flsdlsj skow dgenitmr i dzd € ts df@wzrubkning, ylstse' fise jedls! |
&d &OMBEPBY dz0 S Oy H B d [ Mistc s diptedolsij, Ld@Edp Ods' (0C j sso
mirroringf Stelskz  dz0@ Yy j dzj o REPAN,Miswis®Eiso § ttso j todls! , Wodws Is
L j € Odzd to thp Oy §H dzs e 5 § SlsO d RSPAN, ZOE B Olfjldzs 52 fls o O

5425 09 WL Odzdz’ | C Sd3OdzH "
1 Ofstes?2C O dMAtH @ZERIPAEMistes? flse O

s sd3OdzH O

monitor session session-num remote-source

{1 dMmMOdzd J
f OLOdj Iste

session-num: XL OL " 9 OjIs dqHJj dzZsdW < Olstste

Mmd Odz

tdxdd3 ¢6

{iNdd cdksBOd ds? CtdN dekwoydd

1 OfMmistets

200 Yy, iz BEEOZRBPAN

s sd3OdzH O

monitor session session-num remote-destination

{1 dMmOdzd J
f OLOdj Ists

session-num: € OL " 9 OjIs dHj dzZsdW dS Olststs

i Ode

tdddd3 St dydd3 cdzsB Odz! dets? CsdaW debkzteOydd
1 OMlstets?2 C O EZHOdMzj dedes?2 VL AN
s sdzO dzH © | remote-span
tddxdd3 St dxdds VLAN
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{ECsotsHMmisets 5 dzOMEEE2S |

fjtedw QSW

1 OMtets2C O dMatsHdses f stclsO® RSPAN

s sd3O dzH © | monitor session session-num source interface interface-id [ both | rx | tx
1[acl acl-name]

JfdMOdzd j session-num: L OL "™ 90jIs dHJj dzsdW dSCOlsste M Odz

f OO S8 jnerfaceid: L OL T 90O jIs dHjdsd¥ JCOltste d dzlsj te
both: € OL " 90jIs, ybs §O0¢jlsr o o©nBHWH
slsmdzi ydo Os Isfqw. Clsts L dzOyd dzedd 65 Edts
X:LOLro90jls, ykts §O0¢Cjlsr ots onBBHWH jd
txX: L OL " 90jls, ylbts §0O0¢jlsr o dOfttOo dzj &
acl-name: ESCOL'" o @fls dqdizv A

tdddd3 S5/t Jydd3 cdzsB Odz! dzets? CtsdaW deobkzteOydd

S tsotsHM
dmf sdz L s

ssdVdezeoydWw
ECOL Ols!

kOCOW yj, S$OC k dMA)
qHjdZsd® S Ot fj Odz® RSPAN

1 OMmistets

2C0 o' nHdSCEE §StolsO dzRSPAN R H dats &

s s BOdzH O

monitor session session-num destination remote vlan remote-vian
interface interface id [ switch ]

{fdmodadJ
f OO Ists

session-num: X OL " 9 OjIs dHJj dzsdW ¢ Olsste M Odz
remote-vlan: EC OL'" 90OjIs dzO EkHOdzj dzdzz® fj Is!
interface id: £ OL " 9 OjIs dHjdzelsdWdSOlstste ddzls | to

switch: £ OL " 9 Oj s, kEyOMmlelkjls dd {tstels o

tdxdd3 ¢6

{iNdd cdksBOd des? CdW dekwoOydd

1 OfteERiSdR) o ¢t fsiclsO dzO yj BIPANE kst ?

s sd3O dzH © | monitor session session-num destination remote vlan remote-vian
interface interface id [ switch ]
J 1 dMmOdzad j|session-num: £ OL " 90OjIs dHJj dzsdW¥WdSOlstste fj Odz
fOLOMBI 5B gmptevian: ECOLT 90j s dz® bkHOd ddze s fyj Is?
interfaceid: I OL r 9 OjIs dHjdasdW¥W dSC Olstste  dzls | t6
switch: £ OL " 9 0OjIs, kyOMmlelkjls dzd {tstcls o
tdxdds S5/t dydods dzeztles @ SCtsdeW dJelkzteOydd
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1 Oflstets? ¢ ®RSPAR AN

54260 tdkjtc Std¥deckzieoydd

1 O Mmlis tc ChE-tG-Many RSPAN
#4YyJ dzGted 2

L]

. Mopt MAC Loopback
McxogHoe yecTponcTeo

McxogHein nopt  KommyTartop A
Fa 0/1

Cepsep
YCTPOMCTBO HA3HAYEHNA (oo ...
KOMMyTaTOpB llllllllllllllll
MopT Ha3Ha4eHus MNopT Ha3HayYeHus
Fa 0/2 Fa 0/2
MnK 1
t d Mk 8z& €
z0a6d T sO¢ sCOLOd dZO0 ftejH" HEMNj BB tedMmizdz
dzOMmis te & zO0 C BBzl OBkl OBistcy sSB d CsdB3d@3kzlsOlst
T 1OmMlstets? Is§ dmnr BHM 2 fstels, loopbiadk Hiztz
CodizBzIsOlsstcy A.
T 1OmMstes?2lsy sl dzOL dzOyd dedw dzO & 503
¢ QTECH# configure

QTECH(config)# vlan 7

QTECH(configvlan)# remote - span

QTECH(configvlan)# e xit

QTECH(config)# monitor session 1 remote source
QTECH(config)# monitor session 1 source interface fa 0/1 both

QTECH(config)# monitor session 1 destination remote vlan 7 interface fa 0/2
switch

QTECH(config)# interface fa0/2
QTECH(configif)# mac - loopback
QTECH(configif)# switchport access vlan 7
QTECH(configif)# exit
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QTECH(config)# interface range fa0/3-4
QTECH(configif-range)# switchport mode trunck

B, C QTECH(config)# vlan 7

QTECH(configvlan)# remote -span

QTECH(configvlan)# exit

QTECH(config)# manitor session 1 remote - destination

QTECH(config)# monitor session 1 destination remote vlan 7 interface fa 0/2
QTECH(config)# interface fa0/1

QTECH(configif)#switchport mode trunck

) et j ) Of Efisdlsj  ShovzOumitar o dzd S ts dshdee zunning  dzG
Csdis@lsstej] A, CtdRBkkOkttj B d ¢ sddkzlso
& &Ofmistetsj dz RSPAN

() QTECH# show monitor
sess-num: 1

span-type: SOURCE_SPAN
src-intf:

FastEthernet 0/1 frame- type Both
dest-intf:

FastEthernet 0/2

Remote vlan 7

mtp_switch on

B QTECH# showmonitor
sess-num: 1

span-type: DEST_SPAN
dest-intf:

FastEthernet 0/2
Remote vlan 7
mtp_switch on

o QTECH# show monitor
sess-num: 1

span-type: DEST_SPAN
dest-intf:

FastEthernet 0/2
Remote vlan 7
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mtp_switch on

5427.1 OMf tetsistcOdzj dzdz’ § thde¢d

T UVHOdMzj dzddOAN H s dzy daD" IS dZzOMmistets j dzO dzO dmn SH dsd
ftosdBi ylstsydesds kEfmstes2Mmlseoy d yjdzj osdy KEiANts?2 Mise
Hsdzy dz@ BrM sy MtecdzOMse Odz .

1T Iskjtew fOCjlstse W@yl fsdL s2isd, dfmdzd 4 OCjIsr
M smtse dzs)EO&zd gl s 820 § stels M Cdidds I fsthts it ls+ & .

T 1 dv toj OdgIPANQheto-Manydzj 5B R BHJd @I dzOMistetsd s dzj ME 50
fsclsso .

5.5.f tsdzd Is ts tc  dz@
551. [ IstsBtc Oy j dad J

{fdmoOdad J s 5O dzH O

JIstsBtcOY O Is
alzlfh

mir@ring-n § © dz' show monitor
iz § fmls J

di o Mmdmisd

[ IssBtcO) O Is mMRr@ingdped® d2 show monitor session session-id

552. [ sdzOH S O

1t RITYOITRIs] dgdz" j toj Mkt L Odgwisr ftcd of otsH| tsSlsdzOH 't
slsCdzg yollsy tlsdzOHCk MteOLEkz §ftMmd dMftsd L s Oded W .

{fdmOdzd J s 53O dzH O

r dOf OL sdz tsls dzO debug span
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1 OfMbtes2¢O® ERSPAN R
6.1 vt [ BESRSPAN
6.1.[ BL Btc

RdzS Of Mz dzq te s © O dzdas 2 Iz HOEAR gz O 5 € ts B33tz Is ERSBANGT & o §izts (¢ Is o
©OMmh dij dzd j &5 OdzOdzd L O 56O [ H Odzj dz®SFAN)S. 5 BAYUsjqlec’ | 1ei® &dz
SPAN tsB " YORSPAN dstsckzls § jtejHOoOls! MW Istsd? S5 o Gtoj Hj dzO
fesisHdls! yjttjL Mmjlsd d&ERSPAaNzASSH L GY dfdi.toj HORGREB § OC j I
BiyHE Mikwdhd &BOLhtkzlsdL Oydd.

ERSPAN d dz§ Of flz dzd sz j SSPANTD}] ffGEMDiFtej L ©BMN g2 Iskdzdaj & d dz€
BOh ekzlsd IGRE)d d (dzOf eOo v jIs drn dz0 {f tstclRSPAHQL daO@ j dzd v
fMdzj HEs W j o8 edmMEzdeS ] S O0dz0c® Hisd essFddw sdf dy

Maket MNaket
GRE SPAN GRE SPAN
.; ﬁ;g\ .; [ EEEEEESN e
‘ ’ lllllll
Maket MakeT
mirrored-aaHHbIX mirrored-gaHHbIX

]

{dMz&@Es s sdscdYy Isdfdyudscts foddsyddy sk ddzj d
uMbtes2Miso O dzO tedMmkdSj JdcetOsls Hoj tisdzd:

1 stsBBzls@bEYyddS. sohiirkt@dstsessdshdlsny ¢ ¢ sBikzls
ZODsHdBR®Hd ERIPANcls [dz Csfdljls §OC il o dMEtsH
Csfdd dL o' ioHdGsEB 1 StelsdP-§ OF gelsOf fipk dotf et j 820 (S0
P OC T &0 StdBkkOktt dzOL dzOyj ded v .

1 sthBklsOktste &OndGBls@EsE dOL Oy ddY slsdsihdls v
(St EBHEB MY f stols ERSPANEZO [ jdazds Bj " Oj Is 1 tsdzlz \ j dzdz'
SPANYjtejL fstels GPANGZOH] &OY Mk dzdtlk j ISRE(S Oo L PBY Bls
fjtjMmr O] IGRE@O jIshlstes2 Mo s dsdedssted dzg O.

[ dzv o] OZzERSPANJIH OC j SGRE-fdzS Of M dzv yd j 2 Hsdzy defyls ¢ dsj Is

GsteBOd ds &Oh tklsdL Jieso Ols' PPANE yj dzj o sBz EMlstes? fls:

6.2.1 tod dztsy j dzq

1 tod dztsy § ded {fdMmOdad J

[ Mmdzs o dzr j fic() OCjIsr 2O ks Rdistjj SPAN
ERSPAN Lj 6C Oz s od@® y,j dzj o s EMmlstes? flse
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63 [Mdzso dz | Gtod dzsy j dzdw ERSPAN

631 ¢ yd dzOted ?

SOC (sCOLOds dO fdj BERSPAN] s Ltedsigr gelsj , Mjlsj o sz O dac
slsfdzj ydoOls! fd Lo 0Ol dj 2, f 5 iy ysHddds cis Sk 6 s &8sk
[ BT Ydzgts Iz ) lahasts2fisls os@® 3 dzd © Ols! MW HOdzder s HiekzeE ) HikE s

lMNpoMeXyTo4YHOE YCTPOWCTBO
KommyTtartop B

O6wwmi nopt
Gi 0/1

OO6Lwwmin nopt
Gi 0/2

BbixogHOM nopt
Gi 0/2

WcxogHbln nopt
Gi 01

WcxogHoe ycTpOMGTBO L ooneee 1 (oooois YCTPONCTBO HasHa4YeHus
Kommyratop A [ ====®=®* ~ ) [ me=s==e=s ° KommyTartop C

WcxogHoe nopt Mopt Ha3HaueHuns SPAN

Gi 0/2 Gi 0/2
Habniopgaemsiin CeteBon
noneL30Barens aHanusarop

MR sdscdy thdseods & fddsyjdd2 ERSP
6.3.2.t OL o jtolsr o Odzd J

1 10 CohBzhOmtscs2ls) (sels, &Oftewdks §oHCd yj d
Gio/ 1), COC dinteHdf Stclsf,sefssH ¢ dz¥ Uj @@ 08, ¢ sk
ZOMstes2ls) COC of NcHdE?2 (Gils.

1 10 CodBzBPuskj, §oHCd yj dderAld CC il e
d G 0/2), Wog dzw s Is fyw msssaJBﬁ}Bm@wmquOdpﬁdzl
SVI-d dzls j W j(Refifswls z Odz dzts ¢ © § dzlesiistz Srebiigic Of) j ¢ d3j, dzls s fr
sBdMfJjudoOV oL OddBsH]j2Misedj IRHIMsid Hokd&W MmJ e did

6.4. A Zd2S ydd

6.41.1 OLtseor j Ctsdzyj st

4 j i ERSPAN
) OC jIsT  HSPABHE BT RSPANGSCG LI § jtjHOo Ol! W kssd €6 o 6
Bsclkls fosisHdls! yjtjL. MjHsEO St fob@@pP o dsd o s dv j Is
fjtjHOD Ols! SPANDG stz fj Isw s 50 BRSBANSH dz0Qififlz dzq oz j Is o
fOCjBPAN o f OCIP ) tej L Is BRER] d2dzOf Qo dzv jIs dn 20 f stels

Emistets?2 RSPAN. ERSPAN tsy j Is slsfdzj ¥ d o Ols 9 RBHY d ],
Hslzdzoqtecmdz;dzdzf' fOC il BHdsets dqdozd dj Mitsd ¢drn f stol
f stels BOwh zlsdL JOEFHRE Tl gD  Bsy s &ZOMistsdls: o
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dmMrtsHdzsc s  Stcls ERSRAKEY @5 Bdn®OIstste dzj L OlstcOcdo Oj Ismw
i tstclsfp] ©BEISPAN.
RMraBBHdZ 2 (tstels

RMMArHd 2 ftstels OCY ] dOL'™ 9 0j Isfiqw ¢ s dEREPAAN Gz T3r o3
HOdzdzr = dMrtHdet fotclsO tlsfMmdzj ydJo Os Isfqw Hdzw MJlsj 956
tcOdBC OF BH MSERSPANJ ®&difi® 5o Olsj dzd dBsclzls tslisdydy siH{deOjs! d o
HozdzOf Qo dzj dedz’ § §tlssS¢d HOdzdzr =, O € tsdzd ur fipdseHsdz’dMr St
fstels ddisj jIs fmdzj vz M dj tMmtse j dedetsmis( :

1 RfMotsHdz 2 el dsyils Brils! CtsBBBkzlsdtokzj di3r i3 §f stelsts
daz@ctejcdtelz &3'. &3 f stclstsd

1 [dz2 IHH]j YO ORPOdg] MSsd Cdrn dMeatHd = fstolstse
Emstes2 Mlseo j dzO dzOL dzOyj dedz’ § o' ntsHdz § ftstelsr .

T RfMMatsHdz 2 ftstels d o' atsHdzs? (tels dzg dBsebkls BT Is!
dfmn tsH dz" 2SPANSMealsdzY j Isfqw  ddzlsj teW J 2 Msd3 Eteseodzw 3, BIs
Ftesodzw 2 d Eteseodaw 3.

1 steHONSAdsdz S5 Y tclstse GlsMmdzy ¥do O Ismw o Heolks dzOf
SHdzsets fstelsO d o' o@YisIW ditBdzdfildctizicdsdzds . My IsOJ Is mw
ifMmdzd CStdstesdzdtclzj Isiw Istsdz €5 BSHddz f OCjIs.

1 stseHO fMisOlkzf &TPdrss@jisdzazisE Hsd Is v ) MsMmistsw dzd d B
onBHE] d dMmrHWE'djdd Of stelslz ditsy dzts tslsfmdzj ¥ d o Ols! .

T RMatsHdz 2 Yol d ¢l dzOL dzOyd dzd w  dzsviANg didte d dzOH
tc OL dAVLEEN.

642. [ BL St6

{Mmtse j dzdz [ § d M Odzed j

ERSPAN 1 OfistOdo Ol lszOS R L dz' Jf ftells’j todzj Is

6.4.3. ERSPAN
R dz§ Of Mk dzq tc ERSDABZY 8 dzv j Is "  tc O RSBAN,] dzch jJOK j IsT SRANdzdz' 7
s5Bh RSPANGSG LIS § jtojHOo Ols! MW Issdz! €65 ® ftojHj &ZOR bkiso

fMilsd dBOLh telzlsdL ERFIPAN BEH AOC Hj 6 H O o SPBN dPNACE] Isthj Isw d&3d
BOh eklsdL Oyd(d.

6.431.1 tddzydlf tOBSIST

I fjnirrored-f ©C jIs7 o dzS Of MB-EOC sls MW & jGRE & k& deef 2O o dzw ¥ Is fiyw
fstels dzOL dzOyj dzdREPANMIstets2 fls e O

1 Ofistets2 § O ERSPANIZM O
| Ofis e SERSPAN C sz s O8O d ©OL dzduy0o2ls] CRSBANBLEIS™ G
b2 Miseo . ] O® dzj sBRtHJ B dzOL ZEREFANG  pHsj2dslsld Yod Sted) Isi
Cdgl ¢ ZERBRANG sMdzj kM jh des?2 dzOflstes? € .

1 Ofstes?2 60 dMosHbGses  stelsO
) sfdzj o©RBHO o o> ERSPANSOAD Bc BAE®@BEGEHJ B G OL Ok:
UlssB' dzOMstesdls |SPANT s ey tef B dzdls' dzOf ©Oo BPAR] ] 1§ 15
o Mtstslo jlsmisodd f Hf sdddlsj d' d BEPANSdY ¢ 2Oy dw &q

f
Is
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i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

I Cdze yg ded § ERPADdzM O

15 ERsdyOdds o ¢ CERSPANDS) HOMOEIFO o C de @ dzdad 1§ BREBAN.
I kg 08 s o fMddzk Is gy OUERSPANGY v j dzdz j

RdzC Of M dzv yd v PIOM Y @GOG &

RdzS Of Mz dzw yq W IPeOimAety Hds clftste | H dzOL dzO Y j dz®  H dzv IP-@iOMnjisig@ 2 € d
JizS Of Mz e teso OBBREBCE s  OC j 5O

Rd&zC Of Mz dP-@Hwj MO dzOL dzOyJ dzd W
RAzC Of Mz @Oy MO dzOL dzOyd ded v ff .o H dzOIP-@Gz@ tg j BpO elz@ry dz@Q j) bz
ddzC Of Mz dzd e s 9 O dAGRECE ®BOICTISIOYJ ded W dzeSte 3O dz! dzts?2 BO" ol
SPANe i lsd.

R d&zC Of Mk d™TJd/BSCP
RAzC Of Mz dzdtelz21Isy L dzOyj &Ly dopbtgiubzd S @IJHEW W j o] dzyd te
(DSCP) IP-f OC j Istso .

1 OMstes?2C 0O tqjyQ@lsigd® L O
1 OfmMstets21Is] to ) BOZPEBHBR] (a2 jfgC §O0CJils ddzd BO2Isr L C
fO0Cis0O) .

1 OMstes?2C O 9Oy
1 OfmMbtets2Is] nyOBEEEE sdzd yd Mlsets § OC j Istso mirdaing) s HAAR?? S
LJ ©<€ Odzd tovs od@lzdd M- SH Az A3 § Stelskz.

vrf vrf-name
LEOab®jls d dzw 9 dclslzOdz! dzts?2 BOth tckzlsdL Oydd . t OL dzd y
BOh ckzlsdL Oydd disce kzfigsn Hiuzy ey &8O dztize {P-Odi tclg HdOs dzPj dzOyJ dzd
6.432. 49V L OdzdzOVY CsdW dJekztcOydw
1 58 Zd3isdzG@Ades ¢ dzs yJ dz. [ dz 9 Cadz¢ yoOjIsmw Issdz €5 f tsmdzy M
f scBRANJ Mistsydzd ¢ O, IRUHAdsiHI@Ocds ] MO dzOL dzOyJ dzd v .

1 OMstes2 ¢ O MJ OdzlmM©O® ERSPAN
QTECH(config)# monitor session session_num erspan-source
session_num: ECOLTra0Ojls, Ylsts C s dPAN, s o fsts H HNjj tddfrptadj d3*
dHj dzlsd W dC Olststc BEAEN, Mi O dzbffgtgtisH sdsls O .

1 OMstes2C O dMrntsHdBets f stels O
QTECH(config-mon-erspan-src)# source interface {single- interface | all } {[ rx | tx | both ]}
single_interface: EZCOL " 9 0OjIs Jd3PANH & s Htdstlls dzj 5B~ 5H d B dzOMls te
all: ECOL" 90 1Is, Yls tSPAlIN - EisaBAR d A sdg®BMmistes2 ¢ j, WwWodzw jlIlsfw
ddzls j oW j 2 s, § SHHGWOAPEYS QdB L j
rx: £ OLr 90j s, Ylsts f ordgis i dzOMddcG2 IS ffw stsdzs €8 fOCjIsr
dmMratsHdz d3 f tsteclstsas.

x: £OLT 90jls, vyt { &ifdkndEzqifbwssdiy bkosd ¢t (S s,
dMosHEGses §sSilso.

both: € OL " 9 Oj s, ylsts tHothipde)if ldeatssifa ¢ L1OC, tlsftcOo dzj dzdz' §j d
dmrtsHdz &3 § tstels tsds, fjtoj HOB v dz20 f tstels dzOLbd® yj ded v
o C dzv y@¥tx. [ fded, dedd bOeghdzj dzOMls bothjodkrdzs yif &2 & dsts dzy O dzd & .
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i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

1 Ofnls tc sSSPANIZO fsfdasls 5 S @

1 Ed@icdzyOdede W kdz$ gy s ¢ dey yQIEEGHOatHigimon-erspan-src)#
source interface interface-id rx acl acl-name {sample} , ylstsB " GPANISZOG dSldydzs o |
ftsls o€ 5 YOdylseststt { d yd tsdzOdz dats)

16 dzs yj dgg o dERSAN

QTECH (config-mon-erspan-src)# shutdown
ClsO Ctdi3OdHO dMhf sdz' L 2] s MW Ofdis dzw O BRERAME [ dz¢v Iz d3fs dzy O dzd
1 Of EMisd s ndshugddzsy 2 yYlstsB ™ 9 Gedzs@dids! OERGPAN.
Rd&zC Of Mk dP-@Htw j dg®L dzO y J dzd v
QTECH(config-mon-erspan-src)# destination ip address ip-address
ip-address: ddz¢ Off Mz ddgf-@ieig Jsf) dzOL dzOyj ded W .

R dzC Off Mk dimkds'H diis@Hste j ) ©
QTECH(config-mon-erspan-src)# origin ip address ip-address
ip-address: ddz¢ Off Mz dzd tc iz j ISP-Q@HNE jisfi.dz" 2
RdzC Of Mezdzw ydw | P TTL
QTECH(config-mon-erspan-src)# ip ttl ttl_value
ttl_ value: d®MmistcOdo OJj Is TTdz@ gz R jn z dzd tc SR OHizeshig Gs. 1 @Ry dzd J
ZOAtsHdIsMw © HJOYOLEtdz] BIs 0 HtS02685, 0O Ld&Oyjddi {t
Rd&zC Of mMzdzw ydw | P DSCP
QTECH(config-mon-erspan-src)# ip dscp dscp_value
dscp_value: d®@fistc©d 9 O Is DSCROHYdpWdzd d dzS O f M iz dztPOm de@ dpd2ts ¢ t5 dzO y 4 da
DSCP dzOr tsH sy o HdOfOLBdzy tsIs 0 HEts 63, 0O L dzOy4 dzd
oMmMskf OjIs o Mmddzkz Istd Kasj RERAZD dO)F Ish HZBREAN.fiscls Iz
1 OMiste @R HAPHBOR 9 Ol O
QTECH(config-mon-erspan-src)# capture-mode [ all | truncate ]
all: L dOyjdedj (65 EZBsdzyOdsdy tc{iBETQYusihdmO: L sHds® OS]l
truncate: I £ OL " 9 OjIs, yYlkts BO2Is LOctsdzca C O dMrtsHdsets §OCJ
Csdzd yd Mo 5 L BORME®HE O, f ch iy P& @z s to] HJ dzv | Isfyw v
fesHECISO.
1 OfMis tc BREMI IS 'B stc € d
QTECH(config-mon-erspan-src)# sampling-rate rate
rate: ¢ OL " 9 Oj Is L dzOyj dedinjigf SupO frHsdsWstff O Lo @O0 BB . 1| @t tcdf d3j to, J
Yomssle@la ©Oo®AOJUNDOGTOCiIls 9" BdtcOjlsmfwy L 100 fOC]Ist
o BIsC d MMmMisOodzv jIs MOEC dl . tv Ofdstisde PO ded ¥ MtsMisQo dzw jIs 1:
smkh jMmMlsodzv jIsqw dL COYHBGEB f0O0CjI0O.

(O WkdCydw Hj2Mmlsedlsj d dzO Isssds €S &5 O @O & te@zs G O
f 15 tc BRAN.

RdzC Of Mz d&zv ydnamev r £ v r f
QTECH(config-mon-erspan-src)# vrf vrf-name

vif-name: £ OL " 9 OJMRF &1 j B dzv tc© BOteh cklsd L,MBN)dd d ¢ jtej iyr dz
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{ECsotHMisets 5 ZzOMEEOB2SC,] Mjtdw QSW
1t RIrT YO asr 9otej dBY dMfsd Lso Odzdw tsBteOlsdlsj o dzd &3O dzd J

T 1tsHlse jteHdIsj] dfdgH (R clzlsdL Oydd bktectseddgis s3dydagls OC €d
Ctsdizd3lz Is Dlsittotg ) Ols Iz .
T ERSPANdzj Hisfplsizf j dz, JMdzd dMmrtsHdy 2 §tels sIsC dzs yj dz
T (Mdzd dMmerHdz 2 §stels ddzd f tstecls ARZO LddeERusiHOEg W2 HYtSBidde
f stels dzOL dzOyd dedv o ERSBANdIs dL MmJ OdzlmO
T RELO tOL dfdousHXz G Ists9 dzd oMy fesHEZGCIST
orhjkzfsd3w dzzlsr 7 € tsd3OdzH .
65 stsdW e ztcOydW
ssdWdeckzte [ dMOdedy d S tsdBOdzH O

1 OMlstets2CC( [ BYWL O)AR filf s dz! L EHdrnw ML H O dRdr] tc oy
sfdztso dz" 7 | ERSPAN
Wz dz€ yd?2
ERSPAN monitor session |1 OfMlstcOdo Ojls dHJ dzlsg
erspan_source_session_ num |ERSPAN d 9ntBHdIs
ber erspan-source CsdaW e ztcOyYdd dfmatsH
ERSPAN
source interface {single- sow L™ 90Ojls dfMmntsHdzr 2
interface |all } {{rx |[tx |[both e " BJtcOj Is dzOff tc ©o dzj dzo
1}
source interface { single- |1 OfMistcOdo O Is dmlstsyc
interface | all } rx acl acl-name | sfdzts o fsls ts§ OdzW ERSPZ
[ sample] 9Cdz¢ yojls o"Bstelklz
shutdown JIsCdzt yOJ Is 19 PAA QP dzdE BE
destination ip address | OfMiIstc O d e@Hjtdsj i PdzOL dzO
ip_address fslstsC O ERSIBAN. Htsdy
OHtj M ddzlsj teW j 2 M
EmMistes?2 Mise O
original ip address |1 OfMlstc©Odo O Is d dz¢ O
ip_address dMmMrtsHdZOR WG] M HAY ERS

ip ttl ttl_value

fyd sdz@ 2mdste)0d o O4 Is
L  ddz Of Mk dzd =@ 1 © i
w ERSPAN

@ §) QTECH

MWP [OOCTYNHEE

115

fsHHjtYd



i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

stsdtdekzte [§dMOddj d € tsdOdzH O

1 Ofmistets?2 € € ip dscp dscp_value ({1 yd st dz@ d@mndste)tsy oLOEO 1
sfdets o dz" = f ts dzw DSCP ddzC Of fr
Wiz dzS yd2 IP-OHtej MO Hdvw ERSPAN
ERSPAN
capture-mode [ all [truncate | ( [ f yd 5 zOpzOfplscOd o O I
] LOR90OO H d&z'¢ O dzd g
dgmMrtsHdsets § OCjs0O
sampling-rate rate ({TydsdzOdD sty O 0 OJ Is
o' BstUaf j o Odzd te s 9 O dac

vrf vrf_name ({0 yd cdz@ @mndsts)0d 9 O Is

651.1 OMtes2C O dtsodzy » Wkdlyd2 ERSPAN

6511.CWWjChk Stdidekzteoydd

T RSPANfGSLotdY jls MilkjokhBsOdpokdp Ot sd L 5o Olsj dzj
T uvists2Mlso O dsckls dstdOd ds sBdj ddo Ol MW H Odzdz

6.5.1.2.1 tod d3j Y O dzd W
1 (M dhocHdr 2 §CEAP, HERDB AN By sGls oERSRAM.dS dL
1 Isdydz®@ Brls! BJMYjUj O BOEh izl dL @udss | t§ Ddz'C
C sz Is O ls@sadzj MOls Iz .
6.5.13.2 06 d &OMistes?2 ¢

1 4 J f)MERSPAN.
T tiNdds cdzsBOdz! dets? SCtdW JqekzteOydd. [BWL Ol dz dg 2.

T RHjdSdY SOt Mj OdMO, dO iPBANS]RBPAN, ) dzjzts 656 oz d'
dMisd Lo Ols! ) ERSPARY] ©)F OdE6H0O o t©j3ydd ERSPAN {§ sfd

RMrBBHA 2 (tstels

T tddds SsdWdekzteOydd ERSPAN. [BWL QOlsj dz' dg 2

1T 1 0ftcOo dGPANM[BSY dzts o' BtcOls! ot otcj d3¥ dzOBRAIS2Cd
1 Of 0o dzjotladtits E dBsdzyOdzd ® ; sts j fls sisfmdzj y do O Is
fjtejHOYO JOCjIste.

]l Szt yjdzedd mMJj Odzm©® ERSPAN

7 tiddds SsdWdekteOydd &R&PAN. [BWL OIlsj

1 165 EdsdyOdd: o ¢ ZERSPABYEL dERVEIEMO o ¢ deOupjddmtgfovOL | to
ERSPAN.] sk O ls o Mmddk kod' St oCd* yjdd j Mj Odn:

RUzZC Of Mz dzw ydv JPhitey GOt | P
1 tjidk Csd¥dckwOydd ERSPAN. [BYWL Olsj d dz 2
T rRMY{ sdz' LHzdeWs dfvdzS O iz dzv YRFAH te ji)f§ 16 @ EAJPRNS o
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i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

RdzC Of Mz dzw@tyj iy @ dzOL dzOyJ ded W

T tidds SsdWdezteOydd ERSPAN. [BWL OIlsjdz' dgr 2

1T RMf sdz LHzQgWs M dzC Of IR R ezt Jythfo dzOL dzOyYgPddfv f OC jIsso

Rd&C Of mMezdzw ydqw | P TTL/ DSCP

T tdiddds SsdW dezteOy ff d & &OFzZA k.

T rRMY sdz LHzdes i dz& O F M udrdapRCP (R-YaDE | SRAN.

1 OMstes2C 0O tjddzO L Or o 0O

T tiddds SsdW dekzteOyt i d & &S &A 8k 2

1 R tsdz’ L & gz MWwzOMistes2Cd toj ¥ d BA OzPeb'® B & ) m 2w dzta ¢ i
fOCji0O.

1 OMstes?2C O 9Oy

7T tiddds SsdW dekzteOytf i d & &S &A 8k 2

1 RMY sdz’ LHzdpdsfiflstets?2 € d o YOt tct O dzd tztb®w O

vrf vrf-name

T tiddds cdztse Odz! dats? [ Y tmjapisdiaOinias @z @ d .

T [Jd2 S OL " oWRF.IVRRJHdYYdzY j dz MEzh j Mise s Ols .

6.5.1.4.) etso j 6 O
100 Efmisdlsj showk@dpiter d &zd € s dsBod munning, YlssSe' o j toc
CEd e BN ISOCY ] By jlj ftsejmisd OdzOddL L O 9 OO
SPANd ftese jtodls! , SPANGNIshpttsldse jdffilso dd ) L OF o Oy dedz’ d&d
6515409V L Odzdz" | C Sd3OdzH "

1 OMlstes26¢ 0O fMj Okzlm® ERSPAN

s B3O dzH © | monitor session session_number erspan-source

I dMmOdzed j session_number:k £ OL " 9 OjIs dHJjdzsdW dC Olstste iy (
f OcOd3] Ists

{iddd St iNdd chseOd ds? Stdidczeoydd

1 Offstes2S0 dMoSHEGESEE § SilsO

s s 3O dzH © | source interface { single-interface | all } {[ rx | tx | both ]}

[ dMmOded j single-interface: ESOLT" 90jls dinj GdHdd SOBNTG
fOLOd] st 4. ECOL 90 Is ¢ s Oz dzr q dzls j t
L J ®6zd tcdzg O.

both: 5 bkdsdyOdds slhdajydeojls ¢O¢
fOCjlsr

rx: tlsfmdzj ydoeOjlIls Issdzr $ts antsHWh dj §0OC
tx: tlmdzijyxdoeOjls kd ¢t dmatsuwh dj {0
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tCtsotsHMlsots 5 ZOMIBEOB2S ] Mmjtedw QSW
1 Ofyls tOs ERS P AN [ Wwgtechru |
tdodds Ssd3it Jyxdd3 Mj OdzmO® ERSPAN
1 OMstets?2 C O SPAN tds@sCtOndzse §
s sd3O dzH © | source interface { single-interface | all } rx acl acl-name sample
J § dMmOded j| single-interface: EZSOL" 904 Is dd3vw ddzlsd W j 2 MO.
FOLOBISE 5. pLcoLro0jls chseOd d j ddis] g0
Ld e @dzo Odzd §
acl-name: ESCOL" 90jIs ddisv ACL.
sample: £ OL " 90 Is, oCdz¢ yjdzO dzd o" Bst6C O
fdndd3 ¢ ixdd3 mj OdzmM©O ERSPAN
l Cdzs yjdedy My Odzm©® ERSAN
s sd3OdzH © | shutdown
tdxdd ¢/t ixdda mj OdMO ERSPAN
RdzC Of Mzdzw ydw dJPRtey @O ts | P
s s 3O dzH © | original ip address ip_address
dmOdzd j|ip_address: £ OL "™ 9 Oj Is d f Ao Hedz' 2 CRslstster 2

{1
f OLOdj Iste

S Of Mz dzd tes o Ols

tdxdd3 ¢6

tdxdds Mj ©dzlm©G ERSPAN

R dzC Of M

b dzd © jol i)l BzOL dzO Y j dzd W

s sd3OdzH O

destination ip address ip_address

{1 dMmMOdzd J
f OLOdj Ists

ip_address: X OL " 9 GQ@istc ] B dzOL dzOy j dzd v

Hdzw d

tdixdd3 ¢

tdindds mj ©dzlm©® ERSPAN

1 OfmMistets

2C0 tjddBO L ORoOIsO

s sd3OdzH O

capture-mode [ all | truncate ]

{1 dMmOdzd J
f OLOdj Ists

al: £ oL r 9 0] Is,

truncate: KL OL '™ 9 O] Is, Y Is s dztsBo & 2CAs
LJteCOdzdtotsodg to j sdets] S tsdzd yJ mise ts
L tc®@dzo OQdedtsf tcj Hj dzv j Isfyw

Ylsts @Iy Jste[ G dechiteis 20 dz
dLfriets H dz

udysd fesHiz

B O2
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{ECsotsHMmisets 5 dzOMEEE2S |

1 Ofstes2¢ 0O

fjtedw QSW

ERSPAN

tdxdg ¢6

tdidds mj OO ERSPAN

1 OMmistets

2¢0 aO0ftESGI

s sd3OdzH O

sampling-rate rate

{fdMmOdd J
f OO Iste

rate:C OL "I Ot j Bz j B3zt yYOMIstslskz

o' B¢

fdxdd3 ¢6

tdddds iMj ©dzlmO® ERSPAN

R dzC O fn

Edvw ydw | P TTL

s 53O dzH O

ip ttl ttl_value

{§dmoOdedJ
f OO Ists

ttl_value: d®fistc Od o Oj Is L dzOyj dzd

ERSPAN. O OL tsdz L dzOyj ded 2 tsls 1

TTL -Odide§ PO
HtS 255

tdxdd3 ¢6

tdydp Odzm©O® ERSPAN

R dzC Of M

bdv ydw DSCP

s B3O dzH O

ip dscp dscp_value

{1 dMmMOdzd J
f OLOdj Iste

dscp_value: d®@MlstcOdo OjIs L dzOyj dzd J
IP-OHtej MO Hdzv [ HOYMAN.d L dZzOyj dzd 2

i tsdzw D

tsls O

tdxdd3 ¢6

tdndds mj ©dzlm© ERSPAN

1 OfMmistets

2 C\@f-nEnkeF

s s dign O

vrf vrf-name

{1 dMmMOdzd J
f OLOdj Iste

vif-name:z€ OL " 90jIs dd&3w VRF

tdixdd3 ¢

tdindds mj ©dzlm©® ERSPAN
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i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

| OMistes2¢ O ERSPAN

6516.) tddijte SsdWdekeoOyd(d

1dxd o COujfmbej Y§d8PAMO dMmftsd LEzjIshw
#4YyJ dzGted 2

MNpomexyTo4yHOE YyCTPOMUCTBO
Kommytarop B

O6wwmi nopt
Gi 0/1

O6wwmin nopt
Gi 0/2

BbixogHon nopt
Gi 0/2

WcxogHbln nopt

McxogHoe yCTpoOMCTBO
KommyTtatop A

YCTPOWCTBO HA3Ha4YeHUs
KommyTatop C

McxonHoe nopt Mopt Ha3HavyeHunss SPAN

Gi 0/2 Gi 0/2
Habnwogaembli CeteBoi
nonbL3o0Barenb aHanusaTop

{ dink G’ <

zO0cd |sOSC {56 O Pigisgo dz0 ¢ shBBzlsOlste] A ML H
ZOMistet dzOMistes2lj jets SOC dmMosHds] khmsts?msot

SwitchA(config)#monitor session 1 erspan -source

SwtichA(config- mon- erspan- src)#source interface gigabitEthernet 0/1 both
SwtichA(config- mon- erspan- src)#origin ip address 10.1.1.2
SwtichA(config- mon- erspan- src)#destination ip address 12.1.1.2
SwtichA(config- mon-erspan- src)#vrf vrf -name

lteso jWz0c 1o jtol s SCtdW¥dektwOydy kMt Miss O

SwitchA#show running - config

!

monitor session 1 erspan-src

source interface GigabitEthernet 0/1 both
origin ip address 10.1.1.2

destination ip address 12.1.1.2
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i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

vrf vrf - name

ZOG lZtso jto! Is] dqdWtstedsOyd® ERSPAN bkfMmistts
SwitchA#show monitor
sess-num: 1 //ERSPAN Session
span-type: ERSPAN_SOURCE //ERSPAN source device
src-intf: //ERSPAN source port information
GigabitEthernet 0/1 frame-type Both TX status: Inactive RX status: Inactive
dest-intf: /ERPSAN output port information
GigabitEthernet 0/2
orgin ip address 10.1.1.2
destination ip address 12.1.1.2
destination capture mode all
SwitchA#show monitor
sess-num: 1
span-type: ERSPAN_SOURCE
src-intf:
GigabitEthernet 0/1 frame-type Both TX status: Inactive RX status: Inactive
dest-intf:
GigabitEthernet 0/2
orgin ip address 10.1.1.2
destination ip address 12.1.1.2
destination capture mode all
ip ttl 64
ip dscp O
sample rate 0
vrf vif - name

6.5.1.7.1 OfMftetsflstcOdzj dzdz" § tsh B S
1 RHjAsdYJC O fMj O0dho, dnf s t%@ds OERBREN, d&zOMst
ZOMistcOdo O IsfwRSP A/Ns dsfsced “L OCAL SPAN.

T eBts?2 oLOdABtsHj2Mlsodw GO tckzlsdL Oydd-digetsydzy ¢ 8 d3d3,
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dopmaTt gaHHbIX BbIbopkK (20 bit enterprise & 12 bit format)
(standard enterprise 0, formats 1)

OnuHa BbiBopkn, 6anT

MopaakoBbIin HOMEP BbIDOPKK

Twun ID nctoyHuKa
(O=ifindex|
1=smonVlanDataSource)|
2=entPhysicalEntry)

3Ha4yeHune nHaekca 1D ncroyHuka

CKopOoCTb BbIOOPKK

Myn BLIBOPKK (NONHOE KONMMYECTBO NAKETOB, KOTOPbLIE MOTYT ObiTk BbIOpaHbI)

OTBpackiBaHuA (NakeTbl OTOPOLLEHHBIE 13-38 HEXBATKW PECYPCOB)

Bxopn (SNMP iflndex exoaHoro uHtepdenca, 0 ecrnv U3BECTEH)

Beixog (SNMP ifindex BbixogHoro uHtepdenca, 0 ecrnv n3secTeH)
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KONMMYECTBO MHTEPMENCOB B OMTax MNaaLwero nopsaaka

3anucu n*flow

t Mz @&6§ Oc e BBH SESC O
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Jed o' BB®BS] MusMwdSGdedfdins §odkzyojls MMl
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fOCjlsO. | OdFlpvis] RCQidip zdiclz j Is H O dsds CjG® @ds @ asteFtbfesd] ts

s O ortIgase 2 O BBz sRonE Bt OdzOdzdL O.

734. 4 YyJ Isuyd B st €
1 jtedtsHdUj MS ¢ ledsafldafChplzf'S 2 5 C dsditstj tERnjssifdr ® zOdkdL O.

7-128

@ §) QTECH

MWP [OOCTYNHEE



{ECsotsHMmisets 5 dzOMEEE2S |

1 Ofstes2¢ 0O

sFIl ow

fjtedw QSW

73411 eddzydyf OB GIST

0 ¢ jsElews j ¢ Iz dzv to dzts

fMyj syd <o

H dzw

74 st dekeOydW

9" fsdzdew j Is i tetsfy d daloilstgWitgio2OmD .o " redEMe Cc
Ctlststets ¢ sFlowd fits gz Yy O jOxs j ipls Ols d s d € k&
ddz€ Of Mz dzd ez j Is HDls Ols deiPleRafiz] Zts s §f tc Qe Qjclde O 3t dzdz sKldw ts tc Iz
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udp-port [ [ vrf vrf-name ] | [ oob ] [via mgmt mgmt-name ]] 1] | [
description collector-name ]

collector-id: dHj dzsd S Gz BlecsicO P OWBsd IS
|p-address: IPv4d-OH tc Pt | dow. ) 5 EZdRsdzyOdeds tsdz d
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o' BCd fElESC
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1

10 HowdsHdls) d dsfls:

fited Mr &z€d ddalsj oW jRIMO Bs

o' BtCd flSBCO.

¢ d dzls OC ) d| sflow enable [ ingress | egress ]

C tsd30 dzH

[ dMmOded j ingress:of dz¢ yOjls or BsteSEz sFlow 8 dzOf tcO©
fOLOd) 5B ggress:o¢ dzs yOjls o' BCE sSFlow o d&zOfkOs

1 5 ks dzy

ANzdzC ydw eorBtsteCd sFlow dzO0 ddalsj teW j 2

tdxdd ¢6

tdydds SsdW JelztecOydd ddzlsj e j 2 MO

RMf sdzt L 5
CsdW de lzte

Ck CtdOdzHlz dsydes dMytsd Lso O Hd
o' BBEESCd §olBCO Hdv WdLduj MSdE gyt
fsHBOGh tllsdL Oydj 2.

[ fMdzd § OOk ste dzOf tcOo dzj dzd W
%O 600 dzj ded W T .

1 slsr SVI 8 (oskOw tbEEH@YEH Yo O |
pnBSHMBES?2 §OLOd) st

dzi ECOL

7.41.4.0 j 5SH

RMY Sd L 22 Is j shéwssti@wdzH dzv
e zomk j Ismw

feso j 66 d

SlssB Oy j dz@v dsFlawdely izt j 6! s
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1 OMlstes2C O sFI ow W

74151 edijte’ ScdVdckteoydd

1 Offstes2S 0O o' BteSqd obsCO d of BeloWw d fMyuj sydScC
wilbjot) BCtkyj dd

Konnektop sFlow

192.168.3.100

Te 0/3
KommyTartop A 192.168.3.1
.........
.......
Te 0/1 Te 0/2
192.168.1.1 192.168.2.1
t dfk @6 S
SOC B oAb 2B LOfbkMmisdlsj S tBEEIOIst
OGjdzstsdz sFl ow, oCdz¢ ydlsy orBtstellkz §t
Te 0/1, tbkhdjydeoo2ls] Ikeo¥%ds o
ddzC Of Mz tek2 s jB SIEEGH OB Ocols OdsdF | ow  dz
Cjebdvtedy j ftosdjybklsCd otsj dgj ded d dz
Sl tOoHIHSOC OB ow Csddj stk sFI o
[ jsBH 1 10Mmlstes?2lsj 192.168.1.1 o COyYjMmls
CsdWdelziel ¢ | offstes2ls] 19 2 A6j8M ISBs. jICOBrtDj &IOS tdd

d 6343 9 COydifmseaj dsdfEi O f stelsO
T 1 O0Mbtes?2Isj gqdzsjteW j2f TenGigabi
oretetsC HsktsCO d of Btz C G Is
oCdzt ydilsjy wWkdzCyde oeoresteé¢d sFIl ow

1 Jtj €dz¢g vy QTECH# coffigure terminal

o QTECH(config)# sflow agent address 192.168.1.1
QTECH(config)# sflow collector 1 destination 192.168.3.100 6343
QTECH(config)# interface TenGigabitEthernet 0/1
QTECH(configif- TenGigabitEthernet 0/1)# sflow flow collector 1
QTECH(configif- TenGigabitEthernet 0/1)# sflow counter collector 1
QTECH(configif- TenGigabitEthernet 0/1)# sflow enable
QTECH(configif- TenGigabitEthernet 0/1)# end
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1 OMlstes2C O sFI ow W

[ jlstsH

RMY tsdzr L 22 Is jshdvtstisvgzh ylstsB ™ ftetse jtedIs!
ftotso jteCd or n

SHAF | HOddy jodfisE@deoy dff 2€

QTECH# show sflow
sFlow datagram version 5
Global information:

Agent IP: 192.168.1.1
sflow counter interval:30
sflow flow max - header:64
sflow sampling -rate:8192
Collector information:

ID IP Port Size VPN

1 192.168.3.100 6343 1400

2 NULL 0 1400

Port information

Interface CIDFID Enable

TenGigabitEthernet 0/1 11Y

7421 Offstes26C 0 Hefsdddlsjd d & §0LO®k)stess s F

7421.CWWiCk CtdWdcecktoydd

Ir By jlj dOMbtsdl! ksydtshmis: of BsteSd HOdd 7, dL
f OO d3j &lovs o

74221 o d d3j yOdad ™
10 fdejedsHdgsmis! fjted M dz€d By ils ¢ o dafwaseste Mdizd " € sd
7423.f jlssH Ssdidekztoydd

1 Ofstes2C O &OS g BOd dats 2 H Ot dzts GEYUEE s H dzts 2
1 refsdddls]d oY Csdidckieoydy.

T 1 Bsy d sy dmy sdz' L sHoWIsceollecfors qg@atzH Z dzOMistets?2 € d H dz
HOISOG tcGRidy ME dzt YyOWw L Gthamdtiso O Wzt o 5O 6 sdHOPs 5 €
sOc OFpasisy J Is MsH j ey Ol tSHdk Jdd dj MStsd ¢ o
JIsyd¢o. 1 OMstets?2 C O BOS Md BFOOR @S CRipdglatfts] j o F - S+
doeifMmlsd ¢ Iz, H Qs®c tCBkged Yy Bsdg' = tcod BtcOB
tej Hj dzj dzgdese s S tsdzdyj Mlso © or BBt BksC O, B Iz
sOc o3 9" aosHd®E' = ftod BBLOBBISS ] gt WIS O sd

dzd dOC fd B3O dz' dzOw  HMEEY,dz09 "{f ActHERMSQE jcl®Fdgus B 2 H Iz Is

r ©
fny
i to
s
HO
t M
Mi cdzj dzldf tcts 9 O
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fjtedw QSW

sFIl ow

sflow collector collector-id max-datagram-size datagram-size

collector-id: dH j desd¥% S Ot € tsddj stk

max-datagram-size datagram-size: BOSC Md BBO dz' dzOW
HOBOGEORE ow. dgf §6f @08 Hts 9000

s F
H

1 5 EdG3tsdzy

1 2O dedJ ¢ 5 & #360dzy O dzd

fdxdd ¢6

{idd cdztsBOd des? SCosd dekwOydd

1 Ofls tc BREFEs G Is T

o ssisC @

T rsftsdzddlsj d' dzov C(sd¥declkzteOydw.
T I dBsyjld M sdz Lstoav@&Emplefated3@alzy HzOMistcs2 € d ¢ dzis B (
Yyomlstsisr 4 rsastst€ O
1 scdWdockzgoOmgwlsr o stc€DO] i3sy jIs f 5o dajwest sFiR Is sy dzt
15dzj i dOMEOBISO osLedDO) s BBdjJ of MsClke Istsydss
fslstejBdzy dedg A1 . vO0Cddz tBtOL 503, fesdLosHdIlsj dz
Byl B! Mddig] QO L st ¢
¢ d dzls O ¢ fd| sflow sampling-rate rate
CtsdzOdzH '
JTdmMOded j rate: PMIsslsO o BtsteSd sFI ow. JHddz f OF
f OOd3d Ists f OC jIstso (n tOodzats L dzOyJ dedé MCEBi BT
Is Edsdzy Y OMistsls© &'dasB@OUd dastc@ ffus sz dists dzyOdzd &
tdddd3 S5t Jydd3 cdzsB Odz! dets?2 CtsdeW dekzteOydd
RMfsdz LS| CISO CBOdZHO My tsdzr L 2§ Isfw Hdzw dzOMmists
CesdWdebkts f sss¢ O sFIl ow, d o' Bt O bSO
dmfsd Likjls {lsEcS\yOmlsslskz or Bfs

1 Offstes2 S O &OSC Md O dzts 2

Hdzddzr LOGetdkzsaC O ff OC

oretetd st O

T

T 1

dzOfMmls to
1 sdzd L
HOIOG
BJ MYt
d dz¢ Of
HOIOG

T

[ 5§ Sdzdzd Is j dz dzOW
B JIsd

CodV dekzisoydw .

dmf sdz’ L sfow flow Max-tsaden B dzv
s52¢d H&zddzr LOGtsdzsEaCO fOCjIO, SCtfdkzj @dtsct
s90Isjdzd dBsekls dMfsd Lo Ols+ LIsk SCtdi30dzH Iz
FOBBIST tcOo dzv | di3ts SFlow.ts dzplz® § ts 6 Wi tc, J mMdzd ¢ sdz
Ctsdls IPOcldAsls sthtsdz! L s90Olsjdz2 dBsy jls L OHOIs!
mMzdzwy ydd BttOL Yis® H GklsEdd HiQkpls @ BtOL ytse
e <P idgt3

G dztsB Odz! dats :

H

@ §) QTECH

MWP [OOCTYNHEE

7-136



i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

1 OMistesdoW0O s F

| www.gtech.ru_|
¢ d dzls O ¢ fmd| sflow flow max-header length
Ctsd3gOdzH '
JT1dmOdzed j length: &BOSC Md 3Odz' dzOW Hdzd dz0 St Jolzj d3tse
f OtcOd3j Iste| sIs 18 HEtS 256

15 bdsdy ! s EdsdyOdd® Hddd
CizsB Odz! dzgsEts f t5lsts€

0 tOfE dsteittsjo RO tf O£ Is
O, MmemMkOsdvjl 64

tifdad St jydds cizsBOd das?2 SsdW dektwOydd

RMIBdz L5 Ofistes2lj EOCMdBOd ds) SCsddyjmlsss
Codf dektis MSC sy qieso Odzdzsc s L L OCBdkse CO  dOigetis
MsHjteydBs] LOYdMmr o Of lsfpw sor sifsigSdi ©d te

1 OMstes2C 0O dqdzlsj co OdzO o'" BsSteC d

1 1 sftsdddlsj d dov C(sd¥deckztcOydvw.

T 17 dBsyjlsj dMftsd sfewdisnter terdgbdgar dzOfmistets2 S d  d dzls §
9rBtsteCd cdzsBOdz! desets Myjlsyde< o.

T 1 Cadydlsy ddasd e j2MOo " psts®8qd MBIlERHAYIs! MisOIlsdm
C sdzdzj SFowl ddzls j tco Odkesds o' BSES .

¢ d dzls ©C i d| sflow counter interval seconds

CtsdzOdzH '

{ ¥ dMmOdzed j | seconds: 9 tcJ d3j dzdzts 2 ddzls j tco Odz. r O OL
f OtcOdBj Iste| 2 147 48BI3RBHEWjIsmMwy o Mmj Ckdzn OR

1t Edsdzy rRdzlsj tco Odz 9" BtsteC d G dzsB Odz! detsets fyd s
fnj ¢ & dzH

{iddd St iNdd chseOd ds? Stdidczteoydd

RMfsdz Ls5|CIsO CsBOdHO dMytsd Lkjlsmywy Hdd&Y dOM
CsdWdektloresteSCd MyudbsydcoO sFlow, dMmpkpt BEUE Di
dmftsdzr Lijls tIstsls ddzlsj tco Odz 9" BsStS

1 OMstes?2C O dMrtsHMSEts OHtj MO sSsFI ow
T I sftsdddlsjd @OV Csdidckzttoydw.

1 17 &syjlj dhfsd L sewdaddredsibnefazd § 1 dzv  dzOflses2 S d
d Mo SHdES ¢ SSFGWRESiEH v h § 7 § OCj sso .

s sd3OdzH © | sflow source { address {ip-address | ipv6 ipv6-address }} | { interface {
interface name | ipv6 interface-name }}

address: dzOMistcOd o OO Wiz Halzr RBHdzr = O
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1 Ofstes2¢ 0O

ot 5 dZOMBEB2C] fMjtedw QSW

sFlow [ wwwgtech.ru_|

ip-address: IPv4-OH te j il dMissyudzd O sFl ow
ipv6-address: IPv6-OH tc j ) d fisAew.dzd € © s

interface: d&zOMstcOdJo OjIs dMAaHdr 2 ddzlsj W j
interface  name: din~ tsH dzr 2 Jqdzlsj oW § 2 M sFl o
IPv4-OH tg § M)tsd3)

ipv6 interface-name: dmnr SHdz" 2 ddzlsj teW j 2 sF
OHtej Mtsdg | Pv 6)

1 5 EdG3tsdzy

1 5 bt dzQOwg(fy dzi B ®y s(FlbvoSource) 8 | Is5-OH B
IS Od desets Ehmstes2 Mo O, Coktster 2 d
IP-OHtcj Misd3 dzOL dzOy4d dzd v

{dxdd ¢6

{idd cdztsBOd des? SCsddekwoydd

R sdzt L 5
CodWdezte

(kO CtBOdHO dhmisd LEkjlshmY Hdv-OHC
or OSHdr & §OCjlsoe. [Mdd dMAsHd 2 ddz
qdzls j 6% j 2 MO B kzHj 5O Hofdyjoifssidgtz” o5 FI &PH dz' ¢
dMmosHdy 2 ddzlsj el j 2 -Caito jlf OF MPRiAS HiddEIE ¢
BjHsMisEY j &2 dOfteddjte, dJdidsjte¥j2fm
qirtHdy 2 OHE]M §6 [ dssdyodd?s

7.42.4.0 j 5sH

T ltse j
sFlow.

T RN sz
ftotso j

7.425.) o d o3

fese j 66 d

©!lsj, f=@kQjaekl sscOL yodkd {dklEE Ot dzO

I LE2Isj shévs fDuziilzzy  lstsB Oy j ded v  Flovdzd d ¢ & tc O

! lsj, MBekOmkzjlshmY & SlksBiEOy Oj BOW
' Ctd¥dekteoydd

1 Ofbtes2S 0 HEf sdddlsj d siol § Oodkj sttt o

@ §) QTECH

MWP [OOCTYNHEE

dldlsjotsy T uviMis Odzats audldjs tsls Iz of Bl @ d2O 4096
sCtelzy J da GdzsB Odz! dets? S deW JekzteOYydd.
T 1 0Mbtets?2Isj Hdzddzke L OctsdzsaC O fOC
o BtsteC d fslssC O, dzO 128 B Ok
CedWdekzteOydd.
T uvimsOdesoadlsj ddzlsjtcoOdz 9" BstcC d tcO¢
CedWdekzteOydd
[ J IstsH QTECH# configure terminal
> BaE g E 2] QTECH(config)# sflow sampling-rate 4096
QTECH(config)# sflow flow max- header 128
QTECH(config)# sflow counter interval 10
dllsjotsy T &HJ dZOIs! sO¢, Ylstser stcOW d ¢ i tc
sCtolzy j da TenGigabitEthernet 0/1.
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1 OMlstes2C O sFI ow

fd tedw

QSW

Q= =i

pjtel Isj,

dz0
sdz LE2Is
ZOME s Isfiyw

d mis:
sFl ow Coll ector
showdz Giipm Iz

&d IstOW ¢

1.
Ylstser

drdO dadz" ~jts HCAE diO dzH "

zO0

gt
m ¢

[ JIstsH
ftcso j t6€ (

ID IP

2 NULL
Port information

Interface

Global information:
Agent IP: 10.10.10.10
sflow counter interval:10

1 192.168.2.100

TenGigabitEthernet 0/1

QTECH# show sflow
sFlow datagram version 5

sflow flow max - header:128
sflow sampling - rate:4096
Collector information:

Port Size VPN
6343 1400
0 1400

CID FID Enable
o1y

75.] sdad Is s tc  dzG
751. [ stsBtc Oy j dad j

ANzdzC ydw

s s 3O dzH O

[ssB®BOYOjls Cwdat de

show sflow
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8.1 ¢ouvut [ sBNSEOT CONF

8l[BL BBtc

ltoslssCsdz CtsdeW d GNETWOONE § 1 Istftsqg j toh j dedes datseo " 2 ftotslsts€
Extensible Markup Language (XML) , ftod Hdztsy § dzdzr 2 tINBEBOONR R dzfictz f ff 52
CtoZftlf s tOL OB BISS j (IERF)zS jotcdZ B3 G sSH Iz. [ G5 sy des
&ZOMmMstets2 ¢ d kMt Mise, d, 1035 dizd 1§ js dzd "dae fde) tai@df jiels tftots s f o ts
ftedddB3OjIs tej ydd3 MeawrL d SCdzdj dzls/ mMjteo jte, o Ctslststesd {1
zO0 EfMmlstets?2 Mmilse j , O fteSeOBBO Cddj dlsO § esIXMME sdzO o
dmftsdzr LEjlsmMw o HOCJISOR 1 stsets floBlsSS sdOMNSEES dzy W
fotslssC sdzO. NETEBNS Hh&Hdztsdls dL yjbsrtejnr ktesodzj 2: ktctso dz
sfjteOyd?2, tetso dzv [kH Odzj dzd2BG s Jo lste<Ded {f ffstictiswigsie iste (e S5 9
Ctsdzlsj dzlsO ftoj HiNlsOo dy g ils] ChiYfret©OD dzdzPeistEe HOdzdz" -, 4 d dzO
~ntcOdzv Isipw HOdzdz" | StsdW dekzteOydd Biistss Bl dso r @t tf dejf digd Ist
OB tstc i jtcOyd?2, tRBC dizOdz'tc [ diggdre>, <€get-config>, <edit-config>
<delete-config> . VictSBRCHA tcj HisMIsOo dzw § Is ftotsmists 2 d3d =~ Odzd L d3,
Stc Oz tstc lff dztsdgds ¢ ts dzO d3d d LIstsls B3 nOdzdL d3 tSftej HJ dzv
Motseh jdzd?2 tBKOIdts?2 Mowrd BB BhdBSCOR. uvtOdht sStolsdz
sStcOdzf tstels dzr 2 § ONEOCEONF § tiorsHs jst€ sfEmudeSkell (SSH) (B W L Ols j dz' dat
Simple Object Access Protocol (SOAP) Btpck Extensible Exchange Protocol (BEEP).

) tslsCsd d fMisOd Otslse
1 RFC4741: ftetslstsCtsdz Ctd¥ deztwOydd NETCONF

1 RFCA742: df sd L 5o Oded j ¢ totslssC MEPOONE 1§ jizts FesureteShell d d
(SSH).

 RFCA743: i sdz' L HETGENF & (oS tdk §oohBcg&lsadnls
(SOAP).

RFCA744: i sdz' L 5o Odzd ] NEICOMFSE 58 2@ tslssC sdk ©OMN d 6
5B d3j 20 B BEEPP i3 (

RFC5277: 1 j H sd3dzj ded v tNETOOBIF. Isd W

RFC538L:tf F Is tocj O dAJETGOINE f j tc $QAP.

RFC5539: NETCONFyJ tej L BJj Lt Omdatsmlis! s8N stelsdzscts [zt
RFC5717: RPCf yOfisd ydzets?2 B izNETG@NE9 € 52 H dzw
RFC6022: fif j 30 ®Bsdzdlststeddz¢ © NETCONF

RFC6241: fteslstsCtsdz S tsdgW dekteOydd MmJ Isd
RFC6242:dnf sdz' L so Odzedj HtetslstsC sdzO ¢ SedzlfedStekt.tc Oydd mjls
RFC6243:otsL dBtsy detsls: M sdz! L so OdedW L dMETGOMHE[ 2 5 [ B
RFC6470:fisB " sd% ko jHdRdzj dzd2 NETCONF

RFC6536: d3sH j dz2 k1§ tcOo dzj dBEFCONRS(MACK)Y ts d3

RFC474RFQB 742 L O RECOR 4 REZp 242 Mmistslse jlsfise j dzdats.

=

=4 =4 =4 =4 4 4 4 -4 -4 -8 -9
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82.1 tod dztsy j dzd W

1 tod dzsy J ded J {fdMmOded J

L ttOo dzj dzd J 1 sdz LsoOlsj dzd BfwOodvels §OC Ik
Emscs? lse Odd & W skdOlsj XML d© Ekflstes?2mlse O
sBJjMyjuiddy HdA LkftOsdj ddv fi
sdzdjdZls NETCONF Hdzv dzOfls tots 2 Sz
d di3d

8210 w0Oodzj dzdj Mjlsjor 5 kMmsws2mlseo Odkd NETCO

8211wy dzOted 2

s O¢ fsCOL Odets dzO@ tod iz dzl § dzd ¥ J fsd L 5o Olsj dzd B
sBifMfjudddj HdzY ENEJLO@NE]WMIM] BEYficOo dzj dzedv Mmjlsj o' di3d
dr dmsdedlststed dzc O.

YCTPOWCTBO
(NETCONF-cepeep)

CeteBoe ynpaeneHue

nepcoHanom
(NETCONF-KnneHT)

YcTponcTteo
(NETCONF-cepeep)

YCTPOWCTBO
(NETCONF-cepeep)

t iz &k ¢

8.21.2.t OL 9 jtolst 9 Odad Jj

slsOdzydw bfwOodzj ded™ fjls' s d EfwOodv,jdrj Mmjljorj
) tlssSSHezs dzy j d2 OBl O COC d20 fesctORBdsd B ) MY j
kOS¢ d &Oo PRMseE®MiBlsOdydd EZftOodj degdw Mmjls! ¢ f f tsdgtsh
b tcOo dzj dzd "NETGPNF sz L 50 Ols j dzd scelkls § sdzydls! Hsls
(¥ dekteOydd d BOLOd HOMd 2 Mshstswddw &0 Mjlsjer A
s MeBrilsdwn, tls{ g dZ diddnl§tc P Migpls © OS] kftcOs dzvl
fMjlsjorj EfMbktes2miss 0.
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83.AlzdzC ydd
8311 0L B9 jJ SCBBdyd fIst

8311.[BNhdj EfMmdzsedw
T RFC: BEHOdzj dzgdz" 2 o' Ltseo sy Hizts
T DM: BBtsH j dz'. H Odzdz A
831l2. ulstezC skt ff tetslstsC 5dzO
10 tedimlzdzC ] ddyd T 8COL OBRBTCONRckz C sktcO f tesilssC tsdzO

YpoBeHb coaepXaHus

YpOBEHb UCNONHEHWA

YpoeeHb RPC

TpaHCNOPTHLIN YPOBEHb

{ Mz BRG skt fslssCsdzO NETCONF

83.13.4j Mindtsdedzts j Mtsj Hd dzj dzd §

T NETCONFyjtejL SSH

oG lehdzj ¥ dfas@isls 830. 1 jtejn My sENETEONTdaf 5@ - i § Esis € s
Odzs o d IsSSH.C O Uz KO dzts o CIBH € P 2@ P I$BH, BOLZOL ™ o M@ W

Bkjlk Obklkjdlsd¥dcOydd §sd Lso0lsjdv d MsedOmss.
&y yOw fMscdkzOmMse Odedj Sdzs yj?2, Odestedlsd fmyolsdw,
tc

o Odzd ¥ d OdzetstedlIsd3 'I‘SHUdff]Cf)
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1 OMistets2 CONFNET C " www.atech.ru |
NETCONF-knueHT NETCONF-cepBep (yCTPOWCTBO)
| YCTaHoOBKa COEOUHEHWUA >—

< MHnumanusayma SSH, ayHTeHTMdMKaumns nonb3oBartens, >

yCTaHOBKa KaHana cyocmctemsl

< Hello-naket
Hello-naket >
RPC-naket >
< RPC-reply-naket

{dfMk B8 OCjlsr, Culter i Bdj ddeo O Ishw o fj Odaf

8314.[Bdi3j dz dzOBtstc OB o L d@Bsy detsMmisj 2

1 OBBBte’ oL @3y dztsMmisj 2 Htsdydzr Br sy B3 daj dz8 § tsfpdzj ISk
d GCdzdjdals fYtoj HisisOo dz®y ® dizdz" fijo SdRO BldSjicd dzd @ 5L d3tsy dets Mmls j 2
oL i3y dztsmisd, Ctslstster § daj § tsdzv st peef dztf dzgzj dztcf ®HzH § B9 @ elzC
coc¢ B3 dzd 3z s B OL SO ™ | o 5L gisigtidardnyis:detcotif faasdsltd §. t5 dg@zd (
NETCONFff tetslstsC tsdz fso d3j Misdd3 M B tsdzje fs Is S QuarEdH 2s dzp jj de fnd | -
fsHHjtey do Ols! B OL o wtiethparamszeigaidtbdsts?.0)(Ists?2 t©Odzdzj 2 9 J tof
lteslssCtsdz! dz § tfJjtwOydd
[ dzv i j tceOyd s dzlEICONF sty ttog) devj dzj dz' HjowWlis! smdatseo dz" =~ d3d
B ssHT Y jOyd? gepdzjdetsonfigfd sfd tOydd ¢ sdkzyj dmy L dzOy,
config>, <copy-config> dielete-config>. config>d sif j tOyd d dzAdghstc wididckP,0 <
stf jteOydd LOMdl"r s BdztsCdtesaCd, ftojHsSMIsOoadzw j 5" j o
Ctedisdud MEdBd toj MzteMOd3d Uztdpsitertse? ntds@ dlofseftges SoP@izOdth <
session>0 s JtcOydd L Oojth jddy Mmj Odnho.

1 <get>:f sz yOjls HOdzdzr | 5 MesMmisswdedd d StsdWdekzteOyd

1 <get-config> : fsdzz yOjls HOdzdz § CsdWdekzteOydd dzO sy
L Of tc RAC)

1 <edit-config>: dzOMmls tc Gscfeats@ jilds o lisf) dzO thdzse j fJtoj HisMIsOo dzj «
BsHjdzd HPdALEdBERZISB G jweOydd. Jperdtom dp©ydas 2 Ol
dzO M ls tc ts d lariergedz@place, create, delete d dzdremove, O LdzOyJ dzd j
E d3ts dzy Gddatjesrge.

1 < py-config>: ff s Jelzjls Ctsdz¥ d ¢ Iz to Oy flaOdide’ 13 jctphi O2 dz,
0¢ tsda¥ d ¢ Et@zHdd"H O Is 9 0CsdW de z2tc Oy tsdgdzr 2 W02 dz, ¢
LOfEMCO o IjSbkhksy CtdidelkzteOydr d dOfdhdlsi m
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fMlsOklsso bk CmdW dekwOyds. Sikd s§jtOoydd CsfdesscC

fsHHjtey CdotsL d3sy.detsMmis! L O dMmd

1 <copy-config>: Sfdtelzg Is w0O2dz CsdW JezteOydd,
CsdWdez€OdafH Ols o W O2
sj CEhky CodWVWdekztcOyds

& CodVdekzeoydd, Ssfidel]
d LOfdMmr e0jl IjCikhize

LOfEMCO. dv 1lkd: s§jeOoydW < sfdigms @dzd ¥ O2dkg

fsHHjtydo O hd] oL@y dshmis! LOfdMmd.

1 <delete-config>: EHOdY jls WO2d CodidckzeOoydd Lkfkts?flks
(s qezteOydd khmsts2fso O dzj By jls BT 5! EkHOM d
1 <lock>sBjMfjudoeOjls LONdlsk sk BdsSdusetd W02 dse
SBEHO CfdEfdidas®jls Hshmiskzy (ddd dLdjdgjdedj) WO22d

Efmstes2flso ®, Hkzaed) Cddjddsr ddzd € dzq g dals' ,
SNMP ddz§ dzGlitizls™ ), dzj dsckl fodkzydls: Hshskzy
Csd¥ dezteOyd(d.

T <unlock>:tcOL B dzsC dtelz § Is7 A OR tstriziH doctiaitc Oy d d .
1 <close-session>: L OCter 90jIs Isj Ckhd2 md Odzm, 9 ¢ dzs yow

fMdwIsdj] BsSdteseoCd d BlSds yjddj. steHO or fftsdzd

EBiHdI! Mw, Yylsts tBtcOBSISCO IsjCkzhj?2 mdzzy B '
sSBtcOB OIS 9 O Isfw .

1 <kill-session>: f ted dzz H s j dz' des L Q9 j teh Oj Is
LOo jtoh jdg), oCdzt yow wMmotsBtsyHJ dad
lted orftosdd ddd (Is?2 fjttOydd Is
dzj L O9 jteh jdedz" | Mdzzy B' HBO d" MMk
sBtcOBtSISC ] Mdzzy BT .

832. [ BL BG

©j MEtehse ,

{ e j dzdets [ §f d MOdzd j

[ B3] dz dzOBu jteo jto NETCONF d C dzd § dzls oL Oddé
oL RBtsy dztsfijio sL dzgsy dets s j 2 Hiclkz G Hits ttodsi2 . Is autg ) tc o Jf ts
NETCONF 1.0 d NETCONF 1.1

<get> sdzd jdals fszZzyOjls HOdd | & Stdidceckt
<get-config> sdzd j dzgs f sz yOjls HOdzdzr | SCd2W JekztcOyY
<edit-config> s dzd jodelscj dev@dedz’ | CtdW dekwOydd kMt

<copy-config> skdjdds Csfdukjls ¥02d Cod¥deckeoydd
Csdl dekzieOoydd

<delete-config> | s dzd j dzls EHEOMWddsz tcOydisdzdzr 2 W O2 dz dzO &

<close-session> |sdzd j dzgls OCIsdodes L OCter 90jIs IsjSkhd2

<lock> sdzd j dzls BsCdukjls WOk dGsbs@hEe DeoOy(d
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{ e j dzdes [ f d MOded j

<unlock> sddjdzds ©OLBESS ok jls MEOM s €A o @ I to

833.[Bdj &z ZOB O] oL By dshlsj 2

s dzd j NESCONF d f)j GNEJGONF tsB d5j ded 0 O% sfyw Mo tsd & dzOB 5t O dzq
fMieOL z ftmdj knsOdtse dj ddw Misj Hddizgedts " § fzd SREE@KJ ¢
HOdzdz' B, Iktsd €t jMdzd tded §SHHJ oy NETTOMF. sk st gOIs j o
slkfcOod jd' 7 §OC jlsso MmdzjHE® h 2 :

<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>
urn:ietf:params:netconf:base:1.1
<[capability>
<capability>
Capability set 1
</capability>
<capability>
Capability set 2
</capability>
</capabilities>
<session-id>Session ID</session id>
</hello>

1t RITYO) RS j s BB d20 oL ditsy desflsw &3, tsilsf tcOo dzj dzdz 2
Wsyjls MeHjEy Ok dHj ddsshbionddd)s stc fj Odzi O

lteddij o tsBdB dzO OB BtcOBRB oL @Iy desMmisj 2 dzO Mmjteo j to] :
<hello xmins="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>

<capability>urn:ietf:params:netconf:capability:writable -
running:1.0</capability>

<capability>urn:ietf:params:xml:ns:yang:ietf- yang- types?module=ietf-
yangtypes&amp;revision=201307- 15</capability>

<capability>urn:rg:params:xml:ns:yang:rg- tacacs?module=rg-
tacacs&amp;revision=2016 10 25</capability>

<capability>urn:rg:params:xml:ns:yang:rg-interfaces?module=rg-
interfaces&amp;revision=2016- 10 25</capability>

<capability>urn:ietf:params:xml:ns:yang:ietf- inet- types?module=ietf-
inettypes&amp;revision=2010 09- 24</capability>
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<capability>urn:rg:params:xml:ns:yang:rg- openflow?module=rg-
openflow&amp;revision=2016 09- 26</capability>

</capabilities>

<session-id>28</session-id>

</hello>

lteddij 6 tsB A3y dzO dzOB St O BY dze Jsdzlelzjsy des s j 2 dzO

<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.0</capability>
</capabilities>

</hello>

8.3.4. <get>

(O fjwoOoydy dhmisd Lkzjlhy Hd¥ §odkzyj dd” HOd -
Eflstcs@.1ls

ABted3Ols § OCjlstso, GlftcOodwjdd" n Sdzdj dzlstsdz, Mmdzj HEz¥ h 2
<?xml version="1.0" encoding="ut8"?>
<rpc message-id="xxx " xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get config>
<filter type="subtree">
Configuration data (or state data) filtering rule
<ffilter >
</get- config>
<frpc>
ANBtocd3Ols f OCjIstse, otLottONOjdigr » Mjtce jtoesdy, MmdzjHlze h 2
<?xml version="1.0" encoding="utf8"?>
<rpc-reply message-id="xxx " xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<data xmiIns="urn:ietf:params:xml:ns:netconf:base:1.0">
Acquired configuration data (or state data)
</data>
<frpc-reply>

fMdzd dzed BHds dL §tsHBdsY JjMise HOdMd - Mhissw ddw dzO
qdz' kteOydd, bimses2fisoBL §ter a0 GiOF BL @ dzdgisds 2 dzd ¥ |

<?xml version="1.0" encoding="utf8"?>

L

<rpc-reply message-id="message ID "
xmins="urn:ietf:params:xml:ns:netconf:base:1.0">

<data xmins="urn:ietf:params:xml:ns:netconf:base:1.0"/>
</rpc-reply>
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8.3.5. <get-config>

(kO BfjtOydy dmisd Lkzjlshmy Hdv (sdkzuyj ddy HOHdr 7 §t
fsHBRSY jMise © HOdzdz @ Stsda ¢ zteOydiEls o Do ddf galkB of fiz o C
W seOydd, ds daj Bsyjls fskzydls! HOdd | & fehssw

Asted3OlIs f OCjIsse, BGlfttOodvwjd3r n Cdzdj dalstsd3z, MmdzjHEzs h d2
<?xml version="1.0" encoding="utf8"?>

<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get config>
<source>
<running/>
</source>
<filter type="subtree">
Protocol filtering rules
<fiilter >
</get- config>
<lrpc>
ABtedzOls § OCjIstsa, oBLOWGONO]j " n Mitco jtetsdy, MdzjHlze hd2
<?xml version="10" encoding="utf- 8"?>
<rpc-reply message-id="xxx" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
Acquired configuration data
</data>
</rpc-reply>

[ Mdzd ded GHds dL § sHddesy jyinlsfe dao0 didh ISt sQusledi ¢ Ldgi0 fi
fcOo Ok ¥ dd seoydd, bkilsttskisdsH o diizs Boh Odds A zdadss

<?xml version="1.0" encoding="utf8"?>

<rpc-reply message-id="xxx " xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<data xmins="urn:ietf:params:xml:ns:netconf:base:1.0"/>

</rpc-reply>

8.3.6. <edit-config>

ClsO fjtoydw dMfsd L kjlshw H dzw 6jHOCIsdtetso Oded W
ftoj HsMIsOo dzj dzgdesets tSftej HJ dzj dedwVw d3sH § dzd +H CGedmEgonfig d Olste
fsH jy Ol fwis! ObtdBbklsts®L Oz @Y dEd . HNDE O tcl® Iz s O

Codl L ORE s Oo Xt z®@S I ISOR. 1 wls! OlstedsBllstss fdzj Hizs h

merge: Bl jHddzW jIs HOdzdz' | € sddlit€anfigicOGEse’ jf ORNFis PEY OL
OtdBbkl, o ECOLOdMI 2 W02d Stdideczedydd niedgls teOXthgs
CdW dekzteOydd dzgj fbkh jMmlsoksls, tdzd ML HOs sMw dO shdz

replace: dMmftsdz Likzjls HOdzdz jJ € sedi-cpafig, tc ONYEIEts tor ji CEgHSGEy O ks
OltedB Izls, H dzw L Od3j dzr Mo w L Odzdzets @ ts ZL d&zO HOdzdz = Cts
Cdzdec®ydd EMmlstes2Mlsa ® (ddzd BOLJ HOdedz n) . [ fdzd HOd
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sdzd MEBLHOY kMY dzO0 Ghdss | HEHsOs dTERKESCES) df ks dzsjo .
fSHHjY o0l 1k fjwOydy. [Mmdd kOCs2 Obwdekl H
Oltedeizls fdzdw dzq v .

create: MBLHOjIs o EZCOLOddsdE W0O02dj HOdD =~ SC(tdidekztO
CodWdektcOydd editcotffi@C | @B tster j fMsH jtoy Ol 1 Issls OlstcdB
CsdWdekzteOydd dai MmEh jMmsokzels, dd MtLHOE MY dO
HOdzdz § € sdaW d § k2 tdhpafdidinlste s Is, o 5L orpe@®fo) j IsSG W Is ifdOC sk dB ¢
ECOOjd, ylsts HOdd § kxj Mmkhjmsoaksls

delete: EHOMY jls HOddz j € tsdaitfaorifigs © ¢ dsds tsoe ' fjO Mslsi@ ey Ols 4 Is t
L EZCOLOdzdzsets W02 &zO HOdzdzy 7 CtdW JetcOYdel § G Om @ *
Eyj Mmkh jmlsoksls, dd bkHOd s kMY dOftw ks . [ Mdd HOC
oL OO Of Isrcterradf,0CQ ds j ¢ s GO, Bt HOdd j slikzisls:

remove: EHOMY jls HOddz j € tsdzl edd-todi@yd s ios e QC jieaa] oy Ol
OB, dL ESOLOMGESES ¥02d&O HOdMD - Csdidcztoydd
CsdW dekeOydd kxj Mmkh jmoksls, w©dd EHOd s shw dOf v
fizh jMlsokzels, 150 §jteOydy Jcdstddickjksnv d ostLotOh O
ASthOls §0OC e, isfdg0oifgaj g B § Ad j dzls s

<?xml version="1.0" encoding="utf8"?>

<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit config>
<target> <running/> </target>
<config xmins:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
Configuration data
</config>
</edit- config>
<Irpc>

( Mdzd § OCJ s digL jéperoptimmy d Is dzO yJ dzif j df@sls tizdigss dzy O dzdtep- tc O 9 dzts
on-error, ECOLT o OW &z0 Ists, ybst, COCdzoIs Hfdd CCjHs | ¢ tdedgWod]ctda
fsmdzj Hizs h OV Ctsde¥ d gz W@EMs jo GldsddnR-erdad o ©L dsthi®@h O j Isyw .
( Mdzd o  OF gitissj-optiag,ls LizdzO yJ dzd § dgP®s Isksdstsdg® dizd § tiedirthen-

set. { Mdzd §O0C il dzj B dsti & EdisdzyOdzd:® , L dz0y4d dad
Z 3ssdzyOdzed & Yhergey j Ismw

ABted3Ols f OCjIstso, otwtEEPM @zfsH BEs Mg Bo J
<?xml version="1.0" encoding="utf8"?>

<rpc-reply message-id="message ID "
xmins="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
<frpc-reply>
{ Mdzd § OCJj s fmterg-aptod,ls WetgddOls BT Yydes Mmdzj HEze b 2
<?xml version="1.0" encoding="ut 8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit config>
<target> <running/> </target>
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<error-option>behavior option in the case of a configuration error</error -option>

<config xmiIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
Configuration data
</config>
</edit- config>
<lrpc>

L L jedor-optionw o dzv | stips e O f jtoj udmdzj dedw. J[dz sy jls BT IS¢
fdzj Hizs " g8 L dzOyj dzd 2 :

stop-on-error: dzj d3j H dzj dzdzts sMisOdz0o dzd 9 Oj Is sjSkhzs st J
Codt Jekz@®Yddo sL dzed S dzso j dzdd  jteots?2 whdeSd. Clts L d
error-option. [ Odedz’ | StdWdekzteOydd fjtjH BhdBSB2 o IjClkz
ofMlskf O s o fddl.

continue-on-error: ftiosHisdZy OjIs tBttOBtSIsSCE HOdMzdzr 7 SCtdWdekztcO
shdeCO. Sdhd®fdmr 9 O Ismw , d ftmdzj LOo jth jddw oMM
mMsseh jddj B BhdBS¢) (It jMmis! HdMAW o fMmj apcerog.B 5¢ € tsdz
8.3.7. <copy-config>

(O Bfjttoydw dhfsd Lkzjlhy Hdv MmMdditesddL Oydd don
Csd ekteOydy 2.

ANBBOIs § OCjIstso, BlsfttOQodzw jd3r » Cdzdj dzlstsdz, Mmdzj Hikzs h d2:
<?xml version="1.0" encoding="utf8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy config>
<target>
<startup/>
</target>
<source>
<running/>
</source>
</copy- config>
<frpc>
ANBtedz3Ols § OCjIstsa, otLOotONOjdBi3r n Mijtco jtetsdz, MmMdzjrHlzs h 2
<?xml version="1.0" encoding="utf8"?>
<rpc-reply message-id="xxx" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.8. <delete-config>

(O tfjtoydy dhnfsd Lk jyodr ds@v S iseddskEoydkd bkosists?2
CodW dekwoydy dzj dsyjls Brls! EkHOM d&O.

AsttdEOls §OC jlstse, GlftcOodv jd & Sddj dstsd, MdjHkshd?2
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<?xml version="1.0" encoding="u#8"?>

<rpc message-id="xxx " xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete- config>
<target>
<startup/>
<[target>
</delete- config>
<lrpc>
ANBtediOls § OCjIstsa, otLOottOhN Oj BB n Mitco jtetsdy, MmMdzjHlz¥ h 2
<?xml version="1.0" encoding="u#8"?>
<rpc-reply message-id="xxx " xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.9. <close-session>

(O ©fjttOydw dhMisd Lkjlmw HdY LOCtk kdw IsjCkhjcet
BzsC qigthots©OL tcr 9 O Mtsj Hd dgj dad W .

ABted3Ols § OCjlstses, GlftcOQodwjd3" n Sdzdj dzlstsdz, Mmdzj HEz¥ h 2
<?xml version="1.0" encoding="utf8"?>
<rpc message-id="xxx" xmlns="urn:ietf:params: xml:ns:netconf:base:1.0">
<close- session/>
<frpc>
ANBtecdzOls f OCjIstse, otsLottOMNOjdi3gr » Mjtce jtosdy, MmdzjHlze h 2
<?xml version="1.0" encoding="utf8"?>
<rpc-reply message-id="xxx" xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.10. <lock>

4 56 dzZOMREARS 2 4 1, 1 Is0O sfJteOydw dmfsdz L 2 Isfmw H dzw B
CsdWdekzteOydd (WO2dtse Cttd¥WdebkzteOydd) d ftojHSlso tcON
WO2dse SCtdWdekzteOydd EkEmtes2Mmise © dzj M €©dg' SNMRZd d Mists
dzi MCtsdz S8 tSHdztso to ] METRENF), ygisO®izhEa B § y Olss! ddzjdsielaz] ddzd 2
CedWdqekzteOydd. viMstets2 Misots Ekftetsh Ojls 1k ®fjttOyds
SH s o toj d3j dadz" J BsHdWdSOydd (or ff sdzdzj dzd J CsdeW d ¢ z to ¢
NETCONFd tBjMmMfjuydeOjls BjLBfOMdsMmis! ®&BsHd¥WdSOydd HOdM
AN dBOls f OCjIstso, GlsftcOQodzv j d&3r » S dzdj delstsdz, fMmdzj Hizs h 2

<?xml version="1.0" encoding="u#8"?>

<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<lock>

<target>
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<running/>

</target>
</lock>
<lrpc>
ANBStcd3Ols fOCjlsse, oL aftcOMEzj cg'zB "R o j tofs
<?xml version="1.0" encoding="u#8"?>
<rpc-reply message-id="xxx " xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

8.3.11. <unlock>

CsO fjttOydw dmfsdz L 2 Ismw H dzw cOLBEsCdso ¢ d B OI
CsdW deztcOydgr § tadadgvi'ls mpw Ctsda¥ d ¢ z tc Oy dlack> dz@unlixkpls te 52 M ls
Woo dz¥ 8 Is fglyr diH@ i o ©dgd
ABted3Ols § OCjlstso, GlftcOodwj 3" n Sdzdj dzlstsdz, Mmdzj HEz¥ h 2
<?xml version="1.0" encoding="ut8"?>
<rpc message-id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<unlock>
<target>
<running/>
</target>
</unlock>
<frpc>
ANBtocd3OIls f OCjIstse, oftLottOMNOjdigr » Mjtce jtosdy, MmdzjHlze h 2
<?xml version="1.0" encoding="utf8"?>
<rpc-reply message-id="xxx " xmins="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

84.stsdzW¥W d 6 ks Oy d

1 OMmMstets?21Isy § OwOd3d Iste” , Mo wL Odzdz" $SHiN Ot j HzZlsd M S &y d 58
NETCONF.1 dzv dzOMis tc ts 2 Sefurity Satfigiyationf OMistes2 € O SSH

ssdVdeeoyd ' [fdmoOddi d € tsdOdH O

1 OfMmistets 2 Candidate | ( { § yd s dz0 de'indtis)dz! L kzH dgfinw dzOMistets?2 € «
Capability NETCONF NETCONF, Yylstse " tsdz o tcandidae 'capaailitye
ftcd BB dzf oL By detsMmisw B ) € dzc

8-151

@ §) QTECH

MWP [OOCTYNHEE



tECtsotsHMlsots s dZOMBEGE2C ] Mitedw QSW
ssdWdekzeOydV[fdmMOdedy d S tsd3OdzH O
netconf capability | 1 € dz¢ y Odafglidate capability d
candidate fSHIse j teyjH J dzdztsL dstsy d
NETCONF
1 OfMmistets? € @ollback | ( { §f yd s dz0 de'idtis)dz! L 2§ Isfpw Hdvind tezd]
capability NETCONF NETCONF Hozv GBiKOIsdzs? frpibaak-gn-efrpr

capabilityf o B d3j dzj o 5L Sgiopyjdetidsh s W d3d

netconf
rollback

capability | 1 € dz# y @ojlblack-on-error capability

NETCONF

1 OMmilstets 2 & @alidate
capability NETCONF

({0 ydtdzOdndzis)dz! L zydemv deOfistets2 € ¢
NETCONFH dzv s B tc O Is dzsalidatly eapabildy € figzd j dzls
5B d3j agjability ) € dzd j dzls 5 d3

netconf capability | 1 € dzs& y O Igalidate capability
validate NETCONF
1. OMmls te SWRCdEE yd@ ( { § yd s dzO dz'indgtis)dz! L 2y dginw dzOMistets2 € ¢
Bt H ZYANG NETCONF dz0 Ists, Ylstser sdz dzj
WilzdeC Goaff § dzls 2§ teodpaldity B3] &zfzd J dzls 5 d3
netconf feature- | [ Is € dzt Yy O Ists dz@EZECONF
disable

1 OMstes2C O k9
d3dzts ¢ doni teFn d(Multi-
version) BsH &z dzv Y £

({7 yd tsdzOrtdn fddssdz! L |8 gz8 MwdzOMistets?2 €
sBl Wodzjfdgf® @ tefnd?2 ofmjn fSHH]
YANG Cdzdjdzslz fted tsBd3d dzi o 5L BBfs

netconf yang (1 Ofmistc O f &z @zkddzch j H s d3dx]
multi-revision dBZdzts 6 d n o J dptdnfbv Bw
NETCONF

8.4.1.1 OMmls tc ChRd@ate Capability NETCONF
8411.CW¥WjiCl CBdWdeckzteOydd

¢ j tc 9oNEECONF o 5L o tc Odamjddse capability d confirmed-commit capability f tctf B d3j dzj

capability f)S dzdizls SNETCONF (yj o ©S jHello f OS jcspability).
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8412.z2z06d dzOMlstes?2 ¢ d
1 € dz¢ 4y J daddjdate capability d confirmed-commit capability NETCONF

s sd3O dzH © | netconf capability candidate

1 s [k d3ts dzy| Candidate capability d confirmed-commit capability NETCONF o € dz¥ fy
i otz d3ts dzy O dz(d

tiqdad S/t jydds cdzsBOdz dags?2 SsdW dekteOydd

84131 ttdkjtc Stddekzeoydd

1 € dz¢ 4y J daddjdate capability d confirmed-commit capability NETCONF
4y dzGted 2

NETCONF-knueHTt

z0cd 1l € dz¢ ychmljpate capability d confirmed-commit capability NETCONF
@ mlistets

NETCONF-cepeep

{ dink sk

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf capability candidate
QTECH(config)#

8.4.2.1 OMmlis tc g@ll®adk capability NETCONF

8421.CWWjCIls CsdWdekzteOydd
# Jj tco NETCONF o tsL o tc O frabhpdk capability tf tc ds B d3j dajpability i) ¢ dzd j dzls s d3
NETCONF (y j teff ©C jHello df O ¢ jclpability).
8422.206d dzOMlstes?2 ¢ d
1 € dz& yj dadbsck capability NETCONF

s s 3O dzH © | netconf capability rollback

1 &z d3ts dzy O ¢ Rollback capabiity NET CONF o Cdzs yj dzgO@ 5 [k d3stsdzy
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| OMistes2¢ O NETCONF

tiddds St idd cdsBOd dzs? StV JekwOydd

84231 ttdkjtc Std¥dekzieoydd

1 € dz¢ yJ dzdbsck capability NETCONF
#4YyJ dzGted 2

NETCONF-knueHTt
NETCONF-cepeep

[ dink &’

z0cd 1 € dz# ymhllback capability NETCONF
dzOMmis tc t

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf capability rollback

QTECH(config)#

8.4.3.1 OMmls tc validade capability NETCONF

8431.CWW JjCI CodWdelkzteOydd
t Jj tco NETCONF o tsL o tc O hvdlidale capability tf tc ds B d3j dajpability i) ¢ dzd j dzls s d3
NETCONF (y j teff ©C jHello df O ¢ jclpability).
8432.206d dzOMlstes?2 ¢ d
1 € dz# yj dalidhpte capability NETCONF

s sd3O dzH © | netconf capability validate

1 5 [k d3ts dzy  Validate capability NETCONF o € dzs yff tiz@ts dzy O dzd

tiddd S/t iddd cdiseOd ds?2 Stdidckwoydd
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| OMistes2¢ O NETCONF

84331 teddijte ScdWdekeoydd

1 € dz¢ yJ dajdpte capability NETCONF
#4YyJ dzGted 2

NETCONF-knueHTt
NETCONF-cepeep

[ dink bk <

z0c&d |1 € dze yehlsgte capability NETCONF
dzOs s 2

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf capability validate

QTECH(config)#

8.4.4.1 Ofls to WNLAE y d ©dz6 ezlz EANG

8441.CWWiSlk StdVdecktoydd

4 j o) METCONF dzjo 5L o tc OO O t ¥ Iz zC wfsth ZYIANG § to t§ B d3j agjability f)
C dzq j dAESEONF (W j teff ©S jHello g O¢C jopability).

8.442.70¢d d&OMlts? Cd
[1sCdzs yjdedj Olsted s BETOONFE dzC yd g

s Bd30 dzH O netconf feature-disable

165 EdsdzyColstede zls Wz dzS Y df &N ETde0iy O dzd & t51s § dzs 1

tdxdds Stsdt jdds cdzsB Odz! des? StsdWdelkzteOydd
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8451 ddkjtc CtdldebkicOoyd(d

J I8¢C dzt yJjOdsdigid B 2 Is ©  WNETEONK d
#4YyJ dzGted 2

NETCONF-knueHT

20c¢d | [lCd ydlsglOBieds ydqd EsHEzZdY YANG
O ls te &

NETCONF-cepeep

t diniz 8B ¢

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf feature-disable

QTECH(config)#

8.4.6.1 OMss2¢ 0 ko j dkbztzezg Fzth® (Multi-version) &t H k& dzv
YANG

8461.CWWjiClk StdWidckieoyd

tjtco NETCONF 81 Wo dz6é fnls o jtemdd eofMmMjr §SHH] ®ANGO®RQ d3" 7«
Emistes?2 Mise j apapilitysip dfj ddej INEROONE ( uJ tod L HeY. j IsT

8.4.6.2.1 tod d3j Yy Odzd v
1 s s d30dpet@onf yang multi-revision H ts dzy €20 IselzO M Is tc 51 jsdz® W o dzj dzd W
f OS jcdmpability (f OS jHel®) iy j o o NETGONF.

1 s tsd30dge Getconf yang multi-revision H sdzy dzO B ' s+  dzCefij IsMeatsdy jdeldd H
f OC jchpa@bilty (f 0C jIsO Hell o) MmMjtteajt® NETCONF, d fH
B Wl Issdz S5 foftss sj Sy f§fMmdzjHdess o jtemds
capability.

8.463.20¢d d&OMistets?2 S

1 Oflstets?2 O ko jdpcsigdr]jndzdiestioHnz dANG

1 [fydsdOd ds

1 CO CHd¥dektOydw HisdydO B! LNESGOWFIHE Hz® sufts st
{ O dagsbility ( § © Hglls.

s sd3O dzH © | netconf yang multi-revision

15 Edsdy ve jH s ddpsdgn 2afkjsefpdz? YANG o € dzé uj dzts
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| OMistes2¢ O NETCONF

tiddds St idd cdsBOd dzs? StV JekwOydd

84641 tdkjtc St dekzieoydd

1 OMlistc HR9C M s d3dzy ded Vv  3dztsa3tE[H- Iz BAN® iy d 2
#4YyJ dzGted 2

NETCONF-knueHTt

]

NETCONF-cepeep

[ dink ba& <

zOGd |1 OMmbtes2ls] kodgdztsalfif dafieigdz? YANG
o mistets

NETCONF | QTECH# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
QTECH(config)# netconf yang multi revision

QTECH(config)#
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1 OfMlstes2¢® gRPC e |
91 bt [ sGRIP C
91.[BL BBtg

VHOdzj dzdz' 2 o' Iz tSwoglf (gRPQ)oH! Ists ftetslssCtsdz ZHOAz] dedetse s o7 |
©tOL OB 5 lsGuigle’ RdzY ©OL ©OBBISd Mjteojtody ° fosdcOdd.
ftesyjHEter mMjedjdzs CtHO or f sdzday j Isfyw 20 dzts € Odz' dzt
57 jcOYddRPC f etz L 50 Ols j dz'  fdehyeS s Gzt lsd@O n sH g ls! fw

Ctdf ! ¢ lsjteOn, d Cdzdj dalslz dzzy dets bsdz Ct5 ko jHBBIL! ]
LOftetsf) o0 6§ jteOyds slftOodvjlknw o0 Mitejtt ft ]
o' f sdzdzj dzdw S dzd j dzls bz .

gRPCd My tsdz' Lzjls BRWJjtt' ftdeOEYHdzwdOdg) Ogdd d HJ M
HOdzdzr 7 d dmisd Likjls fesksSsd §j E6iwor)d d§Pmsnkt
flosbsCtsdzO §jtejHOUd HOMMG 2 HAY ftorh jddw fsdLoSH.

] elsts € 5 dzr d MIsOdzH OtclsT
https://github.com/grpc/grpc

9.2.1 tod dzts W dzd

Vtod dztsy § ded {fdmOdad J

v s 5 dzt®ceefd one I sLeosdzvjls SSHdtBz EMmlstes2Mmlsskz
gRPC &0 Hddz Mjtca jts

v s 5 dzt®redomany I sLodw jIs GHohsREz tigmBe®R Mis edixz!
gRPC dz0 dzj MSCBsdz! ¢t Mjtco jtetso

9.2.1. v s s dzts@hg-to-one

9.21.1.4Yj dzOtsd 2

[Hds fslsjmsqite Oddesj kMmlstes2flsots §&HS d yj des ssdz
HOdZd@RPC 20 Mj oo j ts, € O€d ffis@DL Odes dzO

MK 1

-

t d Mk &2k 6 5§ 5 dz®Beeforone

S: ftse jtojdzdets] Efplstes2Mmlsots HdzvW MBtcOcdd stcd3Oydw R
1 sgRPCfjtco jto HdzWw ftodj di3O0G.ddaW stedsOydw RPC

9.21.2.t OL 9 jtolst 9 Odad
T vBjHdIsj fRCLH tydsz f jSdz H dzw
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1 OMlstes2 €O gRPC W

T 1Cdzs ydlsj WRRRUAGSR] b
1 1 &5dzOMmbstes2lsj MsBrIsdw, Ctlktste’ j BEZHEI fjttjHOs Ols

9.2.2. v s s dztsC@he-to-many

9.221.4 yj dzOted 2

[Hdes el Misdoso Odzdetsj bEMstes2flsots §HS & yjdts § dgj
fjtcjHOjls gRRCAAED jjteo jter , S QSJ Mjiz8RGiL Odzs  dzO

NnK2 MK 1

]

S: ftotseo jtoj dedets] EMmbtts2Mmlsets Hdzw MBBKOGcddaW stcdzOydw R
l1s: gRPCMmjteajtc Hd&zY ftoedj BOcddW stedsOydw RPC
9.222.1t OL 9 jtelsT 9 Odzd J

T vBjHJdIs]j IRCL dPQasHsdNz ff dz" S.H dzv

1 vBJHJdIs] fiP-QH tBBOdPC2tc OL dzd YO8 Isfiyw .

T 1 Cdz® udisj YRRZUAR] ¢
1 | BdzOflstets2lsj MmtsBr sdw, Cwlstste’ j BEZHEI fjtj HOo Ols

9.3.A ZdzS yd d

931.1 0L s j Ctdzyj flIst

gRPC
gRPC 3 { s o' MsCsftesdL o sHJIls] dz dzGRPC figj i€ to" & s og® ' ) & ji K
CoHBE, ©OL c@egels OdzOMsElss jIsflso BITH 2iptafsisiEL s dzO d
s OdzO dz
sOdzOdz EMsOdOs dzdo Oj Isw d&jyHE EMmlstes2Mmlseatsds d Mmjtce j to
1 O¢ dzzh € O
1 OC dzkd $ B Bl jCIls, MBLHOMMD 2 ot otj kY drd Isd{f dj S fiy

1t RITY®O)R[HSY Sdzded Isj dz' dz § Mo J Hzjfdefs'e d WgRPE fn 3.
https://github.com/grpc/grpc.

t dMkz && 6 s {§ s dz®cedgormany
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fCsosHMIsoats s

1 Offlss2¢ O gRPC

932.[BL 516

I MsB j dzdzts My ls !

1 Cdz¥ yidedj W deS

GOMBEB2S | Mjtedy QSW
[ www.gtech.ru_|

{fdmOded j

1 Cdzs yOjls gRREE Blstes2 Mise j . v Mls

fazzy dls! Mg BRPEEtsd HAEY §dzyjoc

ftserlsgwn Okkjdsd¥dsoydd d i
gRPCC dzq j delstsds H v HIOjded® Gd g RP

] SHH Y CO WEAdSISHHjteydoO s s jttOydd o~ tsHO
9 ' o sgRPC fnd tcdspe

vdfr fMmtseriIsd?2, I SHHjtY o Oj Is MmMtser Isdw 9 t
t[ISHHJthq’anHOdy'g’Jtsq’tqulu'fr]Eq"g fHsser sdw mMB Bte
liedow L €O EZCOLClIdowLr 90jIs S OL Odzdz” 2 ddzlsj oW
ddzls j W j 2 MO H dzw

fO¢ | tRPE

fsdz! Lts9g Olsj dzw o
i tco pgRPC

ltcjHO OtcdlIlsj dz dzC1 tcj Ho Otcd Isj dz' dzts fggOtfds jot©'d © @ Isfts
ZOMistets2 CO Mjtco Cslstste’ j dzj sBASHI®BES fsHY dMOls:
mMtsBrisd?2, dO ¢

fsHf dMOIs+ fyw

ltcjHO OtcdlIlsj dz dzC1 tcj Ho Otcd Isj dz' dzts dz{ figd¥ ts O Q) s
ZOfmistets?2 € O ddzWf ftsdz? Ls9aOlIsjdzwrn, ontBHWHhdA o Mmd

9.3.3.1 C dzs yj dzd j
1 Ofyls & gRAC,

LOf kMmisdlsj

WkdSydd gRPC
1) dgRACad'

fifej difg RRIACO dzO My ls easR? s W Mts

Hdzv fsHfdMmMSed Hdzv EmMbtes2mMlso® d ftsdizydlsj MmMser Isdj
NETCONF, ylstse"™ L Oo jthdls! ftesyjmm HGRPCHOddWw sy lstse
93311 tddzydy tcOBTSIST

# oW LgRPC Mtsslse jIsMiso zj SHTTPleEIs s §Eaifly dzs ddedyddtekzjls L O
slso j y®@j Is stgls L Of tetsf, ylsser L Osjtehdls! BHJdz BB A& d
Bfls! dddyddieseOdz ssdz! ¢ 5 Cdzdj dzlssdz, d SHddz B BBJ dz

fj o jued. tod Mk desS

ded % 4 -

@ §) QTECH

MWP [OOCTYNHEE
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L OMbEB2:0 gRPC

paboTku gRPC-AaHHbIX

 Oreevact ¢ pesyneraron OOPOTE S e
Mepenaet gRPC-paHHbIe

gRPC-cBA3b

gRPC-KknueHT

gRPC-cepBep

MK 1

Ornpasnser coobuieHne o cobbiTum 3axBarta

OtBevaer

e3yn
pesynsratom coobueHuns o COBLITUM 3axBarTa

t Mz @& & ow gRPy
1 10Msts?2lsj $RPCALAJEMsEc8dMsOfEzmisdls] fdRRG] € dzd j
fj o jRPO.

T vMses28)EBREyOjls Moseh jddj] & mMss'lkdd LOReOkO
Mjwojtel jLbd Osd Msseh jddY & MsB' sdd L OR o

1 wdzzy B O f)gRRC, GONIstets | dzdzOW  dzGS, I fiply et D so j§f sH Y d MO
fsB' sdWw, GlftOs dzj EZMEFEBNFH d MY j U] ok

1T wdzzy B O C gRPQ dzlsddOMistets j dzdzOW Sz0O {17 fitplg te 2] igRPE @2Qedz" |
N ogRRC dzO0 Mdzseo | T sHfdMOddesets M Isdw d By dHO
934.1 BHH JtY § O WEkd yoddr odRBG © (
gRPCf sHH jtey doOjls B jttOydd o~rtsHO d of atsHO, ddzdyddtet
93411 tddzydy tcOBTSIST

WHuuyunpyeT coobuieHne o Bxoae B cucTemy gRPC-knueHT

/

gRPC-cBa3b

M
POBOAMT NokarnkbHyo ayTeHTUMKaLmio u oTeeyaer

pesynsrartamm BX0aa B cnctemy

itz nsH © gRPC

T 1 0fmMtes?2 s JREAERA JEZMIsteBP Mis@Of & s d linjj toiy @gRBES Iz

1 vt 29ylswddz yOjls Mstseh jddj B osntsHj o MmMdmisj Bz,
ftosotsHdls dzsC Odz dzzs Oklsj dasdWdSOydes d Blse jyojls
dMisj iskz.

T vy B O MYRPE,j t@OMistetsj dzdzOV &0 (AfipAG R jfiids olgtsdz! C 5 f
f sdzz Wy, dzcff dzd yd dtctso Odedz' § Oklsj dzZsd¥W¥ dydtetse Odzdz” &3d

gRPC-cepBep
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1 OMlstes2 €O gRPC W

e B cucTemy gRPC-knueHT

MHnumumpyeT coobuierve O BXO[,

gRPC-cBa3b

Y
Aanset uHpopmaumio o NoKanbHoI ayTeHTumkaLymm

1 OTBEevaer pesynsratamm BXOOa B cuctemy

tdmz@&sTr "sH dL gRPC

T 10Msts?2lsj JREAERAdEM B Mis@fzmisdls] MGRPCBE Mj teo j

1 vibtets? Blyostsz yGsjes " fldzdj o' AtHj dL MM &,
fjto jtotsd, EHOMYjls d&sCOd dlkz¥ Mo OHO hzs ddal 5
slso j yOjls Mjttojtl M tjLld sOsd o' AsHO dL MmdMl

1 swdzzyBO MgRAC] GQAOMISEE | dzdzOw B kRt Mk §cdk
ftser Isdw ff szzdpjdzEiwse Odzdz’ § I dzs yj dzdzr B Mjteo j toC

935.vdffr MmMsB'" Isd?2, YSHHJtYJoOJdB" 4 gRPC

ORPCf sHH jtYdoOjls Isted IsdfO Mtse' Isd?2: e Isdw o t6j C
Msersdv d infgisasOls . dzdz’ -

93511 eddzydf tcOB SIS’

stsB" Isdw o tcj Odz! dzfgsip ' ls 6V 3 jtaigdO dz! dese s dzb o 3ls dzdf S G B Y
McOB OIs" 9 OdzgdwVY MBBr Isdw © GCOydmlsey EmMdzsedw HMzw MBS
f stese McOB OIS 9 Odegdw™w MBBT s W, EmMstcs2MmMlsets MsBdicOJ Is
ddzt stedsOydes dz0 Mmjteo j 6.

) jedsHdujMSd) Mmsersdw. RrRdYSteBOydYsipdes azji) sdsts 2 dyjs dzdzts
qdzls j 6o OO. sGEHO dZOMsky Ojls ddasjteo Oz, EMistes?2 mlse s
e cOdedzlz ¥ qdalf SteBOYdY O fjteo jto.

utsBr Isdw HW@dede'®Ase " Isdj HifdeifCEzd yd dJelzj smw Mjteo jtetsds HC
HOdzdzr @ L O ©OL. 1thd (ckzypdiss sk ddgYy sz igog 6o ot
MsBtoOdadzz s ddeW¥ stedzOYyds dzO fjtco j to.

936.) tdoWLGCO COLOMESEE ddidsj ol j 2 igRPCH v ©Isq

936.1.1 eddzydlf tOBSIS’

1 smdzy btses CONETGOMBEEBgPBdZY jIs d2O E Mis tgRPCiHsdats € 5 a3
MtsL HOdzdw € OdzO dzO, Z s to t5j2tdnjlsHe tsts Idifftsta GaCejtds?  fiffts@® Gy jlsls o dzO
o' f tsdzdzd Is ¢ s jtcOYyds fteseo jteCd MmoavwerL d H dzw ftotseo jt6C d
slsftcOodzv jIs § OQRAC dzOH Cipgdig onj tc6 Istsdz! €5 ftod dzOdzdydd |
ML HOdzdzr 2 MBCjls Mz yoO2 dz" d3 tsB . OL tsdis tdflsdd olin I9 R fiids odCn
tsistf tcOpng-f OC j stso . SSEHO Mmjto jte fodkkzyoOjl bd ¢ O
OHtej MO, Ylis! doj &yl MOl HEMsHRREYDS Yisiigdigy Cedzdtf ts5
d §0O0CjIsr gRPOdegz" s lzls BrIs! L Octekzy j dz .

I st sz ftedow OdzazOd s MBSOOz 2 OHtej M fted MsLHOddd M
HsMiskzf dets fipis@ ¢ dfdg IswB. tcOL sd3, § OCjIsr HOdedgr » gRPC dBsclkzls

gRPC-cepsep
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1 OMlstes2 €O gRPC W

937.1 cj Ho OtedIsj dzt dzOW dz2OMstes2C O Mjtco jse (
dzizy dzts fsHE MOl fyw

93711 6ddzydy tOBIST

Vhstc2Miso s BEHEISHOOBOML fHjttojter d Mse' sdw, &O Cls:

fl s s CoiOdH, ddod Goyds hEsSH] ddtss 0! §Sdistets

Mjtoa jtcOR d Mtserlsdwn, dO Csls

SNETCONEZ 3 dzs §f sHY d M OIs+ f

Vists2Miso s By jls ZHOd IS shHEb jcfcqfifOdsdy i 6 k&

ddzd By dts
B sqwa,

fdstsH j dzd etso Ols
@O Sttt j NEJCOMAS H

9381 tejHo Oteqdlsj dz' dzOW dzOMls
9N BSHO dzO fgRRECo j to°

93811 tddzydy tOBTSIST
viMstes2Misots @Y JIs L OtOdz] 4
mMite jter M fdi@tshi & Csdi3OdH, (
&zZzO o~tsH, ftets22ilsd OklsjdzZsdWw d& O
fdmlsj Gkz.

Vigtcs2Mlso s sy jIs EZHOMVIS!

C s dzls to s dzdzj o

ML HO9 Ols

fsd L 5o Olsj dzj 2,

H dzw
fdmOde , udtedlL

6s2C0 dd¥ stekOYdd

zo j Htsd3dz

t

fsd Ltso Olsj dzj 2
dzd fmjte jtc Btsydits Jd3dlsd
yde d MrteOdzdls! dJda¥ tste

9 tsh th'

{

Mjtco jteOrR M foodshi & Cod3OdH, ddzd Bsy dets d B ls cf totso Ols !
2O o' AtsH dL MdMmlsjd d EHOd]' dJdWsttdOoyds  §d’ L
94.stsdzW e ztcOYydw
ssdzv e teOYy [ dMOdzdy d ¢ tsd3OdzH O
1 Cdz¥ ugj ded j ({BWLOIls jrd fdisdy! L mjgdsmwe C dzs yJ dad W Wk
gRPC I sHfdMEB®] sMIisOo dzj dzdd lsyj stse
ssdz €5 1 tsupjdafpd o SWEdz¢ ydd gRPC
grpc aSLHO]Is ted Y dd3
9 G dz¢g yWogdsC yde gRF
1 0Mstes?2C 0O | (JfydsdOdn fdffstsdz’ L 2 H w ZOMmistes?2 €
OkzlsjdzZsdW dS (Oklsj dlsd¥WdSOydd d Oltcdekzlsse Oklsj
OlstcdB zlIsts o WEdz2¢ ydd gRPC 9atsHO d or asHO,
OkzlsjdzZsdWdC(ftcd omnBH] dgO Mmjtco jtc
fnitco j BB H dz
Wiz de udd 8 1 quthen login {local | 1 Ofstc@x o O} toj
9 n BEREC authentication mlist} Oklsjdsd¥W ds oydd
fmd teo § te
authen aaa-config {retry times | |1 OfMilstcOd o O, Is
timeout second} fsolsstcdz n s ls
ot j d3V 53 d H Odzq
Oklsjdzsd¥dsoydd
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i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

1 OMlstes2 €O gRPC W

ssdt e zteOy [ dMOdedj d € tdOdzH O

1 OMstets2 CGse|( [ BYWL Olsj dz2 dz" 2) RMYf sdzr L 2] Isw H

mMsB " Isd 2, fsHf dMOdedz’ = MtsB ' Isd 2

fsHHjtey ds O,

aRPC subscr realtime enable 1 Cdzs yoO, Is o mJ 1
fmMsBr sdw gRPC )
ot j d3j dad

subscr sample enable ]l Cdz6 yOJls o fmj dzr §

fitedsudud mMcdi M

subscr-sample-interval interval | v ffls OdzOo dzd @ Oj Is
IsO2 di3j tcO H dzw gJ

mMser Isd?2
subscr-realtime-interval {all ' vMlsOdzOo d&zd 9 O Is
interval | realtime json-event ff sH ©o dzj dzd v H dzw
interval} tcj Odz! detsets otej d3j ¢
ltedeaw L € O tsiztf subscr-source-interface ltcdovwLrr 9a0Qjls
ddzls j oW | 2 fn O | interface type interface-number ddzlsj W j 2 M H dzw
slsftcO9o & d foOoCjlktses gRPC
gRPC

l ol HO Oted Isj | user-server ip-address port-id ltcjHO OtedIsj dz' dzts

dZzOfmilstets?2 € © fMd tco j tor , Clstst
d fMtsB " Isd 2 fsHfdMmr e Ols! Mw dz
Cslstster j
{sHidmOls: M) type json-event value value ltejO@BdIs] dz¥ dzts daC
Mtser Isdw H dzw

ZCOLOddzse s M tco,

ltciHO OtedIsj (user-client id wuser-name ip-|} tcj Ho OtcedIsj dz' dzts

ZOMmistets?2 ¢ © | address ddW stcd3Oyds s fts
ddat steds@ud d osh jHhdna o MmdMmls
ftsdz Lts9 Olsj i gRPC

9 ntsHO dzO

gRPCfn

941.1 Cazs yjdzedj W kdSydd gRPC
9411.CW % jCls CodWdekztoydd
I Cazt ydlsd Mdzlz ygRPC ot diylid tcpREE O
9.4.1.2.1 tod &) O dzd v
T {BdMmfdu sy Miljotsy YoHCd yjddd &BidxHEZ bEfistts? Ml
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{ECsotsHMmisets 5 dzOMEEE2S |

1 Offlss2¢ O gRPC

fd tedw

QSW

1

94.13.20c¢d dOflstes?2 ¢
1€ dzs g ded d
T [BwWLOljd dr 2.
T 1Cd ydlsj W GRRC yHoe

WikdzZC ydd gRPC

COYHBM

Eflses? Mo j

RHjdZsdU S Ot s GRPCOBOMKSE S fj o j 60O

o ted

Cosd¥ dezteOydd,

J mdzd  dzj

S OL Odzs ( dzts j .

s sd3OdzH O

grpc

1 5 bk dsts dzy C

AbzdzC ydw

g RPC tslsk dgis agy @zed 4

tdxda ¢od

tddd3 ¢ dztsB Odz! dzts?

CodW JekzteOydd

fECsosHMERMy Bdz L 221

L Iskz

¢ SO dzH Iz

H dzw
9

ML HO

dMfsd L s

@S ydd gRPC d fjtejntsHO

iy dd3 da

ABT

§RFC SO 4] GRPEO MisL H®OB Jsdgl ¢

iz
dzlz

SGHO 9Cdz¢ yj dzO W kdzC ydqw
O dzdz" J z0 MmJteo j te, )
OdZdL dtezjls Mstseh j ddWw
Is f l Mjtco jtcO

tc ©O9 dzj dzdz" |

gRPC. sdzdJ
Is ts 9 tcj d3w ¢
Oklsj dzZsd W d € O

9.4.1.4.1 tes9 j 6C O

1 Of Efisdlsj skow dgPaimiatus,
% &z dzS gHRC.

94151 teddisjtc StV deckieoOydd

Yylstser

1 I RIT YOI [MORZO ksd ¢t Csdidekeoydw,

IS dzs g ded §
84 yJj dzothdlej o Ow

W deS ydd

fho w L !

gRPC

192.168.1.0/30

slssBtcOL dlIs!

otcj Zv tOBBIS!

e w L OdzdzOw

d34 ) H PCEitnGHectsI? Misle tsdgs Sdz3@dz! dzts .

MK 1

HO0/49
(i L
t I Mk 826 6 s § 5 dz®Beeforone
z0Ocd ]l Cdz¢ ydlsy WekdSyde gRPC.
dzOfls to

1 Ofis 2 Isf A N

S(config)# grpc
S(config- grpc)# exit
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i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

1 OMlstes2 €O gRPC W

S(config)# interface HundredGigabitEthernet 0/49

S(config-if- HundredGigabitEthernet 0/49)# ip address 192.168.1
255.255.255.252

) et ju) esfddeiz2ls] OHtjMm Mitkejtd d fsoejtk' s
OHtsj f.

lesojted Isj, oCdzs yj dg© dzd W EZzdz2Cydw gRPC

S S# show grpc status

9421 OMlstets?2C O tjydd3O Oklsj dzlsd¥dSOydd d Oltqd
i tco ABODHAEY EdzC ydd o9~SHOgRPCo'"™ AtsH O

9421.C¥ W jCls CoudWdekzeoydd

Lils Odzts o d s j O kdsjjyesdd W qUCAEEAH{ o R SHO gREC @' LEMEA B J L
Oklsj dzlsd¥,d S &y g @ @tz delg dzls d & PAOG P Is j dzls d ¥ difj Ao diABD
(otoj " SydHOdY d Ctddujfses (csbftd & §ofrlssS d&

9.4.2.2.) tod d3j YO dzd ™
1 v Oklsj dzlséi 66 PAPRE s SHd B ¢ d* ydls! tojydds dats
T tidNdds BjL ObklsjdsdidCoOoydd daj tof CSsd3jdHizjIsmw.
T 14 ©iSCtdjdeH iz Ismw @HEy @ezdsw b eCjisgrd yd Mlsets fsolstste

0423.20¢d &OMistets?2 S

1 OMbtes2C0 tijyddiBO0 Oklsj dtp ¥ € 0QJd gRPEEE G
9 [fydtdzOdz dzr 2
9 lrfsdddlsj iz d@OmMbbts2Slk ft &®jtj daj 5BRHJBSMISC

T 10fkfisdls; akhei@ized® kstojBbkj dcdk hsts2Msoj o (o] )
fetsyjogRRE j Mdzd dzj ECOL Odets ddatsy .

s sd3O dzH © | authen login {local | authentication mlist}

[ d mQidz local: dmMf sdz' Lzjls dzsC Odz' dzlz & BdBdd 515
f OtcOd3 Istc| Okzlsj dzls W d ¢ &Y i ddz IS jlsdsls W ff & O g s dzy O dzd ©
authentication: dmfsdzr LEjIs £COL Odadzr 2 Mt
Okzlsj dzsdWw d ¢ Oydd .

miist. EZCOLTro90Ojls dizvw MfdmcO AAA

tdddd3 Ctf sCOdz dgr 2 ontH dOMmstetsj dz 5 EdBRsdyo
fftskz d3ts dzy O d authen login local.

tixd® SsdWdekzteOydd ftetsyj MmM® gRPC

) s §sdzuyjdd® LO0fteshO d&O oRtH f
S dzsC Odz dzk® Oklsj dals d W  SGAGEROYAAA i) @®lplg |
o}

t 2C o tSH
dif sdz L q
ey dd3 BJL OklsjdisdWdscoOydd 6  &j
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i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

1 OMlstes2 €O gRPC W

sj dzZsdW dse oyqw ftesatsHdls MY 4 " dets
stedzOyds 5 fdz LtsoOIlsjdzi Hdzvw Oty
di3v ftsdz LsaOljdzv Mite jtcO. uvIPEEE
BN Isd 2 f sdzlz yJ ded v , ddzd yd d tets o O dzdz

0)4
d daW
d

f s
fmd

i o j o O]

1 OMstes?2C 0O ObtedBlkzisss Oklsj AAAGMalC G lpdaf yigjdtc o Ris®
9" n sgRPC

9 [fydtdzOdz dzts

9 Jlrfsdddls] {lkz dOmMbts2Clk ft dBjtj djtsBAatHdBsMIS

1 1d WLiECBBRjdHEZ]jIsMHY L &3] dvdk0 k&gt £ASledjc,z tc OMmdiqd d
ddaets j .

s sd3O dzH © | authen aaa-config {retry times | timeout second}

[ dMmOded j retry: lOHOjls Csddujfsots fsolssted & § 4§
f OtcOdsj Is o AAA.

times: XL OL " 90jIs CtsdzdyjmMsots ftsolsstedz = t
514 H <00

timeout: EMlOdZOos dzdeo Ojls otj 3% ) dH Oded W
AAA.

second: EZCOLT 90jls oatcj &Y tsydHOdzdw o M
HJOf OLtsdzgj ©Is 0 Hts 300, O L dOyJ dzdj

Mudlsojismw  daj b Oufiasdlz yff sdf v fMtstse " j dz
otej 3y dzd Y dHOdzdwY MJjteo j O AAA

15 Ed@sdzystsdzdyj mMsets fsolttedy o Y lsss
fiydd S BAdHOdRIY (5 b &t dyotdn Qo dts 4
tixdd StcdWdekzteoydd ftotsyj MmO gRPC

tCtsotsHmMRftsdz L Z21Is§ 1 Iskz Csd3OdzH Iz H dzw dzO M Is

dmfsdz L s s sORIsj dsdw d§ Oyagj d3j ded 53 dHOdzd W
Okzlsjdsd¥dseoydd mMjtejtcd® AAA ) fndz
o] CBd3d dgHlzj Ismw L o3y dgw Is+ S tsdzd yd mMlse ts
d ot YJHOEWSEZdqyUpiisbtt] o lsstcdz
dzj f tcOo ddz! desy otcj BW BYJHOddW dBsyjls
15 d3ddzkzls (o d313>14Is;clea@&alztdqﬁlq’sksrilocl&)m@o
Ylstspr Mmdawls! BdsSCdeseatlz AAA)

94241 659 j 6S O

1 Of s dls | sHow cgonipg.z \ lststets o | WE@o d ' desfls’ Ctd e kzteoyd
94251 ttdBjtt Ctdldektoydd

1 fRIT Y &)HEd:Mr o O tledg¥Cstsizly d s e Oy W, gRPE.Y L OdzdzOV

1 OMstes2C 0O i B3O Oklsj dzelsdW¥WdsOyddgRPEdzS ydd o nt
Hyj ZOEI9] o OV Mo w L' s bd kAGls s@ffjshej fjlso dzw j kv o B
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i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

1 Offlss2¢ O gRPC

HO/49 192.168.1.0/30

t dz d&BE v 51 s dz®Gedgorone

z0¢d |IGCds ydlsy WkdSydy gRPC.

qd3j dzgj @3 t est

S S(config)# grpc
S(config- grpc)# authen login authenticati on test

) cSo j k) Bo jte! Isj, fwOodd des dzd MsntOda 20 S &
1o jt! Isj, sy ds d&d k" ds {6 ds®
) ese o Isj, ofisdrq jsdzlszdf Btso sHdls! Olklsj dzls W

S S# show running
S# show grpc client

943.1 OMistets?2 SO I " Isd 2, fsHHjteydJoaOjd3d" = gRPC
9431.CWW jCIs SsdWdekzteOydd
T 1 Sdzs ydls+ ofmj YHfdmMOdeder § MBB' ISV toj Odz! dzsG 5 9t

T 1 Saydls: ofmy YoHYdmMOdzdz § fJjtedsHdud MEdd MsB’ Is
T RL®Bjddls] otkjd" O2dj©e0 HEY §jtedsHdujMSdn fMEB"

9.4.4.1 tod d3gd yOded w

usB’ Isdw, dzOsKfsEis@®dzjmiftto jtc, ofMmskyfOsls o MmMddkz ksd ¢
fserlsdw ) §sHfdmMSs? &OMstesj d' dO kfsts?2mise .

9.4.4.1.7 0¢d d&OMistets?2 S d

Il Cdzs yjfizsgf dMSd dz2OkzmMsesBifiise O

T {BWLOIj dz dgr 2.

T 1O0fEkMmisdlsj stbsa;@editine enable, Ylstser o ¢ dz¢ ydis: ofmj 1t
mMeBlsdw toj Odz! detsets otej 3 dzd EkMmMlstes?2 Mise O.

T 1o EkMmisdlsj slbsas@ample enable, Ylstse " 9 ¢ dz¢ ydis: o fMmJ it
fitedsHdud MSdy MmMtserilsdw EkEMmistes2 Mise O.

1T 1 Of & MmlI€dslsj@dzhow grpc channel [ counter | Hdzv GlssBteOY J dzdWw M

ted Odz’ desets oted o3 dzd/  J tod tsHINMiChpRdE ~~  fifijsi B olgj dtets o3, § ]
slstsBOy j dzdv MisOkdmisdsd.
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tCtsotsHMlsots 5 ZOMIBEOB2S ] Mmjtedw QSW

1 Ofss2 ¢ O gRPC ol
s B3O dzH © | subscr [realtime | sample] enable

[ dMOded j realtime:l S OL " 90Ojls fsHY dMOdzdz j MmB' IsdW
fOLOdB S8 gample: L OLr 90jIs 2O §HY MO j §jtds
1t EdRtsdzy ) SHY dMS ®Bdd®d) o toj Odz datscE o tej dgj dzd /

slsCdzt yj dz0 5 EdRsdzyOdzd ®

tixd® Ssd¥dekzteOydd ftotsyj MO gRPC

I sdzy dzOMistets?2 Gap Misdssed 3, dzz ) dzs  ff ustsi
gRPC BBYdHOjIs, i s5C0O0 HdMYT J Isyf teH §NENT
M sdistseHO § sdzlz yJ dadzts § mMtstse M j dzd J
ZzsC Odz dgf s Mtse ' Isd J 3, stcj Bz h dd3 § SH{
WEdC ydys thkfttOoaCd HOdd -~ gRPC s Mmtss
HdMYy Jlsyjte NETCONBISEOY tc®b dig@ks® djfs d dJ
fsdzz yj dzdztsj MmMssBh jddj B BISECOL | Gl
fpserisdjd3, btejskehddz fsHfdmntd, ftfs
SsftcOoaCd HOddzZ = gRPC 8 mMtser Isdd dzO

( Mdzd §Jtesyd MM gRPC fdeH § di@@istcOdle Pf st
gRPC dzj o' GEWOAGE BEOB IS df H] das
e’ sd¥ dqdzd skCOLO ©l fsHidmSd sl

OfMlstes?2C O ddidsj o OkO 0O &) 60O
[fydcdOd dts

1 H dzw
1
1 Jlricdddls] ks dOmMbts2Ckz 5 &k
1

fiwedsHdud M

dzj sBRBBHJ BsMIS

1 Of EMmisdIsj sdObsazeadzpldzinterval dzOstcj Bz j d3sd3 kMistets2 Milso j ¢

Csd¥ dekzieOyd(d
fdtedsHdyd M&dn

9RRESs \ | Wiitos

MeerIsd?2, JMmdd da

dL d&3d ded Is ¢
S OL Odzes ( dztsj .

ddzlsj tco Odz

s sd3OdzH O

subscr-sample-interval interval

{1
f OLOMi) skt

dmOdzd j interval: £ OL T 9 Oj Is
fdtedsHduimédn MtsBr IsdW¥n o

65535, O L &zOyj dzd J

EsC Od dzts  dzO s to ts | s |
MjCkdiok
f5 Ik dstsdyodd

o

1 5k dsts dzy ¢

Rdzs j oo Oz 502 &5j 60O
dmfsd LEjlshw

s
{5 kdsdyodd:®

E s dzyOdzd s H

tdxdds tddxdd3 Ssdat JezteOgRPG ftetsyj MO

CsdeV d G zte C

t S tsotsHMIg) sMdzd sts@6 5, CO¢C YHY dMmOdadzts § fJtd

dmMf sdzr L 59 9 C dzv yJ dzts d NETCONF manager s
fdtedsHdud MEs] s Isdj, ftetsygd M
fitedsHdyud MSsets MserIsdw d slsti tcOotalz
Celstster 2 Y sHfdMmr 0] Ismw d&O MtsB' IsdJ .
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t ¢ tsotsHMlsots s dzOMBEOEBE2C ] MJtedw QSW
1 Offstets2 C® gRPC T
Slsf tcOo dzv j d3ts 4 NETCONF manager, C

ddzlsj tco OdzO,
sample-interval. { pdzd fitedsrHdyud MS 5§
NETCONF manager, Mgddste ddzlsj co Odz sO2
SO2 B O ddi3j s ftoj dd3zh j Mise j dzdzlz &

ddzls j oo Oz

O2 &) 6O subycts,

fts
B34 to
fnd

Ofists s 2

1
1
1
1

CO otcjdsjdd §sHODM ddw H v

[T ydsdod dts
17§ tsdzdzq Is j
) Of EfMisdlsj sEbscz@alzimie-interval dz0 Istej B Iz | B3t e3j &z B)ls s 3 i s3]

CsdeV 6 Zte Oy d d gRP; t5 Y e
toj Odz! dzsdz o tej 3 dzqd ,

Llsk dOMmstes2SCk § d&jtej dzj B

: dL d&3j ded Is’
d Mdazd dzj

e’ Isd?2

9 tcj d3w
ZCOL Odets ddatsy .

tG

ntsHddBEms

f sHO9 C

s s BOdzH O

subscr-realtime-interval {all interval | realtime json-event interval}

q mOded |

{1
f OO skt

al:. L oL " 9 O] Is,
o tcj d3d dzd .

realtime: L OL M 9 Q) Is, Ylsts CodeW e 2tcO
sftejHjdzj dgdetsdz MsBT Isdd .tcj Odz! dels@ s
json-event:
interval: LOH O jIs ddzlsj tco Odz 1 tsH @rplsddig deedw
fMtsBr sdwanA tcj Odz' dztsc s ot d3d dzd
90Ot dqiolzjIlsfmw 0B O A, HE fMsB" IsdwW
Z3ssdzyOdzeds dzy § tSHOo dzw ¥ Isiyw

tc

Wlsts  Cztf iz ¢ OO g Y dNtsB T

ECOLro0jk Isdf dOMstt] ddbasds

ydqw
9 o

HHOE!
9
J O

e tsBr Isdw
tdndd Chstadydd sy MmO gRPC

9 toj Odz! detsdz o tej dzj dad dzj

f sH

1 sdzj sts@ s, co¢
toj Odz dzsegts otej dzj ded, J Mdzd MtcOB OIs
GJjdzgitedlkze simpvy fOCJils" ] Odz' dzsG 5

Coslstster 2 f sitfrd mdz® Oniiss " Isd 4 . sts¢
McOBOIsTr 90jIs yofmlsts, L O CtsteslsC d2
Slsf tcOo dzw j Isfpw  dzO Mmjteoa jtc Btsdz hts5§
fOCJils0OA Bsc kzls BI Is!
LdzOydisd dz' dzs ko jizdSua o @Q Is iz igd®ts 2
ftocj HBlIso tcOIsd Is 1 Istsls MMmdzlz y@abscr-read®
interval H dzw f sHOo dzj dzd v Gjdaj tOYydd

tcj Odz! detsets otej d3gj ded o Isj ud dzd d

Eflstes? filso &

O¢C Isc

SHJdzZOC tsor o3,

sfftej H

"9 0
9tcj
HO
1 te
Cts

Iso s
tinzef)
dzts o

9.4.42.1 tes0 j 6C O

T

T

1 O 2MmisdIsj sKowdg@czubrscr realtime,
M Isdw
1 Of Mmisdlsj sKRowd3Pdzaubscr sample,
fdtedsHdud MCdJ

Ylstser slstsB to
tcj Odz! dztsdz o toj d3j dzd .

Ylstse "

9

slstsB 6
e’ lsqw.

OL dIs¢ f st

OL dlIs: st
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i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

1 OMlstes2 €O gRPC W

T 1O0fkMmilsdlsj showdgtpdziclannel [counter], Yylstser ts dRs@ Het®jL fif ,Is ¢
dH j dzsd W d Steds@s tef ffssH f  MOdzdz” j MmtsB' Isdw Mjtees jtocO d
MisOlsdMmMisd ¢ Iz

94431 tdBftsdt e ztwOYdd
ICdzs yjdedj §msHEdmMSd dzO0 MsB' Isdw o tj Od desds o &
wyj ZOBIR] 8 OW Mo w L dj ) H EPCLBHSIE Gyjsls Sds SEAdz! dzts .

MK 1
192.168.1.0/30
HO0/49

S [

t d iz &2& © s ts dz®deeforone

z 0¢ d 1 JCdsydlsj Wbk yds gRPC (Bfkhjds) .
ZoMmst ¢ ymsodseodlsj Mse'Isdj tjOd dset ot
CLLdzO Ctlstster j dzzydets § SHY dMOIs! fmw
T [jdzainy]te NETCONF fsHf dMmr 8 ©j Ismw
CtsdeW YUY EOCLI o toj Odz! detsds o toj d3j dad

S S(config)# grpc
S(config- grpc)# subscr realtime enable

ltctseo jtww) Of 2Mmisd Is g shovws@oze subscr realtime, Ylstser s ks
Csdzd yd Msoats Mijtco jtese, CRisicid joff ®e dds s
dL d3j dzgj dedw CtsdWdelkzteOydd CLI .

1 0 2MmisdIsj sheendz @rdzH Zzhannel [counter], Ylstser s ks
IP-OHtej MO, JH] dzZsdW d ¢ Olsster  stelsseo d i
cOL dzd ydzz ¥ MlsOIsdmisd ¢ 2

S S# show grpc subscr realtime
S# show grpc channel counter

ISdsyjddj fosnHfdmSd doO {§ jdd tzdndsueitsiydsje Otse " s
4 YyJj dzotdlej o OW Mo w L ! d3j ) HEPCLtE)GacESIY Misle tsdls SR dz! dzts .

M1
192.168.1.0/30
H0/49

S [

t d Mk 2% 6 s s dz®Beeforone
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i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

1 Offlss2¢ O gRPC

z0c(d T 1 Cdz¢ ydilsy wWkdzCyds gRPC (

DCB PFC

EOMBBE ¢ | omists2ls) §jtdsHdud NS mjd e esHgdljnC
1 [jdeiHyite NETCONF { tsHtffjdtddf ®HAdj UsjfifiyC tsc

S kh j dats) .

S S(config)# grpc
S(config- grpc)# subscr sample enable

1 0 EMmisdIsj shiendz @rdzH zhannel [counter],

©OL dzd ydzz ¢ MlsOlsdmisd S &z

ltetse j o) Of 2Mmis d Is jzsHow geirdambscr sample, ylstsB' lstsBKOL
mMite jtetse, Cwlstster | 1 sHjYHO ddhts glz0Is f jj toldf &

P-OHtsj MO, dHjdsd¥dC Ottt fstlsse d §1

Yylstser sk

S S# show grpc subscr sample
S# show grpc channel counter

1 Ofbes2C 0 Jdajdgjord@zidey § jtedsHdujMSdn Me' Isq
oY dZOEIR) o O% fewL ! dj 3 H EPCEiEGEsESK G)jsls s SEQdz dats .

NnK1
HO/49 192.168.1.0/30
R L
t d Mk &Cu s § ts dz®regorone
z0cd T JCdz¢ ydlsy WwWekdCyds gRPC (sflzhjdzs) .

fitdsHdui MSses HEEdEdW

OMBEE ¢ umlsodse dls| Hdks jfigac@dsn d uj MC et f 5z

&0 10 f)

S S(config)# grpc
S(config- grpc)# subscr -sample-interval 10

ltoso jt) Of Eflsdlsjy ftedjtodzs § tsBOdzH Iz
sO2&BjtcO® ofMmjnrmn YoHYdMOdE Bt

show grp
BdsHd U

S S# show grpc subscr sample
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i S SotHMisots 5 dZOMBEOBE2C ] fMmjtd”w QSW

1 OMlstes2 €O gRPC W

1 OfMtes260 otj di3jdd §sHOodzjdzdw HA&W MBT 5d2 t8
4y dZOEBIR] o OF e wL ! dsj 3 H EPCLiE@BasESK G)jsls s SEQdz dzts .

MK 1
192.168.1.0/30
H0/49

s [

t d ik &KlCy s § ts dz®gegorone

z0cq T 1Cdydlsj WkdSyds gRPC (sfkhjds).
dz0fls to & T uMmilsOdesoadlsjy otcj 3" §tsHOodzj dzd™ dg® °
M Isd2 o tj Odz detsd3 o tcj d3j deq

S S(config)# grpc
S(config- grpc)# subscr - realtime -interval all 500

ltcse jte) Of EMmisd Isj sKRowdgfpdzeubscr realtime, Ylstser slstsB t6
fsHOodzj dzgdwv ofMmMjrm fHYfdMOdzder = MtsB ' Isd 2

S S# show grpc subscr realtime

9451 tcdo WL ¢ O DLl el j 2 MO H&" GEPEOsCd { C

9451.CWWjiCl SCtdW¥dekteOydd
gRPCO MY sdz/IR-BHtsj ) S OL Odzdesc s ( dzls j OKjASHED . H dzv SIS 6Oo ¢

9.452.) ted d3j yOdad W
1 doWL Odgdg" 2 daalsjteW j2fm Htsdzyjdz B Is! o€ dzs i da.
T 1 v fow.L Odgdasets ddzlsj oW j 2 iy OP-@j tsjsff.cH d &5 dzOMstesd |
9.453.206d dzOMbtets?2 ¢ d
ltedow L SO EZ2COL Odzdetsets ddalsj ol j 2 igRPCH dzv  tsIsf s Oo € ¢
7 {fuydsdzOdz’ dzts
T Jrisdddlsj (ki &@OMsts2Sk §t &jt] djsBRtHJBEMHIS

1T 1 0O0f 2ldnjs d € s ds@er{source-interface dz0 Istcj Bz j d3sds kMmMistets?2 Mise §
ZoMmstets?2¢d sy MMO gRPC, JMmdzd dzgj ESCOL Odets ( dzts,

9454.) totso j 8¢ O
1 Of Efisqlsj sowdgtnipg,z ysse' o jtdls! §wOodd dsfmls! Ct
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1 OMlstes2 €O gRPC W

9455. 09 WL Odzdz’ | C Bd3OdzH "
ltcdowLCO ECOLOdzdztse s d dadojStafy JROFRPGHEY Sisf to

s B3O dzH © | subscr-source-interface interface-type interface-number

I § dMmOdzd j | interface-type interface-number:z € OL " G dzls j oW j 2 MO
f OOd3] Ists

15 kZdtsdzy gRPCindzz 402 dz' &3 5Bt OL 53 ftedowLl '  90jls d
tiyde ¢ O §65 dsayodd:® .
tixd® Ssd¥ dekzteOydd ftotsyj mM® gRPC

t S tsotsHMmr j2AMsoady 9gRPC it MLHOdd® ¢ OdzOdzO
dmf sdz L 5| Mz yO2dets?2 HtedoawiL € OHtej MO dMmilssyded
Miwojte TodZEyOjls JO0C jlIsr Is s dz' € Iists yfigzac
Hj2Mlsed] gRPC ft kdisdzyOdeds dzj Bty j
ftoddztsy 4 ded W . ] LIstsd3 Mmdziz yOgubscr Gdfulectls
interface, Ylstser ECOL OI! OHtj M dMmlssydzed <

9456.) tddijte Ssddektoydd
1t RIT Y &) o0tedve s ¢t d dpwa GRR@GOY

ltedoWLCO EZCOL Odzdzetsets ddzlsj oW j 2 igRPCH dzv  tslsff 5O o € ¢
BYj ROEIR] o OW fowL ! &)y H PCRiGESE Mjsls tdgs SEAdz dats .

MK 1
HO/49 192.168.1.0/30

s [ 1

t d Mk &Cu s § ts dz®redorone

z0cd ] Cdze ydqBkzdzC ydes gRPC.
dZOMISLE., oistets?2 st ts WA N

S S(config)# interface HundredGigabitEthernet 0/49

S(config-if- HundredGigabitEthernet 0/49)# ip address 192.168.1.
255.255.255.252

S(config-if- HundredGigabitEthernet 0/49)# exit
S(config)# grpc
S(config- grpc)# subscr -source -interface HundredGigabitEthernet 0/49
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1 OMlstes2 €O gRPC W

) etso jk) eso jte! Isj, fOodd dets dzd MR teOdzj dz® S s
) esfddekz2ls] OHtjf Mijto jwd® d fsojte!ls
OHtj .

leso jto! Isj, dsckls & bkfsts2fses d My
Hiek ¢ BEHE G

S S# show running
S# show grpc channel

946.1 tj Ho Oted Isj dz' dzOW dZOMIStLs2C O Mjte jse (
dzzy dzts f sHY dMOIst Mw
946.1.CWWjCls CdWdelzteOYydd
1 sfpdzy fHtoiHoOtedlsj dz' des?2 dzOfplstets2Cd Mmjteo jtetse  fMtse
Mjtco jtor dBsydets tslstf tcOo dzw B! ftsls WRALW ~ts Mo W L Odzdz
9.4.6.2.1 tod d3j yOdad v
T oHtejfM d dHjdsdW¥dSObtte fstlsO Mjto jte® HEdyd BT
1 usB' Isd¥w d §fOLOdBjlste’ Hd&W §sHYdMSd Htdp ddide '’ Is!
9.463.2 06d dOMIstets2 ¢ d

J6jHo Otedlsj dz dzOY dzOftes2C0 Mjtko j®, Stlster 2
e’ lsqw
1 [BWLOj & d 2.

s s 3O dzH © | user-server ip-address port-id

dmOdzed j|ip-address: kS OL'™ 9-@ytsj MPitco j tcO.
port-id: ESCOLT"™ 90Ojls dHjdzZsdWdSOlstste §f stelsO

tdddd3 E/tdndd Codai JezOgRPG Jesyj MMO

sHMRMfsdz LEEZOUtZBE Hdzv ftojHO OtedIsj dz' dat
'L C0dOdZO Mitke j O d {fjded & dff e flafffy S qizOMmJ
Il 1lssd3 iy 3y By dts dzOMmlstetsdlIls! Mts.
fsHf dMOIs! Mmw .

VviMstets2 Mlsots sy jIs L OOdzjj MtsLHO9 Ols!
dzz sdz f sHf dMOIs! Mw fl fdishi s ¢ s5d30dzt
Codelstetsdzdzj 6 HdzW ko jHitsd3dzj dedW Ekflstets?2 {
Cslsster j dgzydets f sHf dMOI! Mw, yjtejLr N
viNfstes2Mlsots sy jls ZHOYISY Mmjteo jtor
l fsdish s C s 3O dzH i A3t Hizid dzd dgtisp @ts ¢ ¢ s
FojHBRIZ] dzddv EfmMbtes2MmMisea® s Mmjtcoar’j jcOH
fsHfdmOds , yjtejL NETCONF
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1 OMlstes2 €O gRPC W

ltejHo Otedlsj dz dzO Wi teim0 fjdsde@s 2SS s ter j  dzzy dgts  f sH § )
T [BwWLOLjd d 2.

s sd3O dzH © | type json-event value value

{ ¥ dmOdzd j json-event: ECOL" 90jIs Isdf MmtsBrIsdw. 1 BBHTte
f OtcOd3] Is tg show grpc subscr | include json

Odzed j | value: dzOMls©OdoOjls L dzOyj dedj §OwOd]Ists
Bjlste s 5d2 o t©jOd dsd otj dijdd
fdtedsHdud MEdn MsBr Isd?2

tdddd3 ¢ tdxdd §sHfdméd Miwejtwd® gRPC

SHM | Ofistes?2lsj M’ lsdw d §OLO®R S H "
L HBd dF feslse jlsflsoseOls! Cwdlt dekwOyd

9464.1 tctso j ¢ O
T 10fkfmisdlsj sfowmgnipg,z Yk’ ftoso jtedl’ OO qdd . datsfl
1 1O0fkfmisdlsj skom ggPaphdnnel, ylstse' s jtedls! 0o dd d

d M Isd2, §ftHdjyxO0hdr toHfdmEj.

94651 tdd3j o SsdWdekzteOydd

1t RITYO)Hd:Mr 90 jIsmvw Istsdz! € tho ¥ dNEROBcOYyd v,
ltcjHO Otcd Isj dz¢ dzOW ZOMstes2 €O Mjtco jtesobkzydlesmtse ’

fsHfdmoOls: mw

Y] ZOEIIR] o OW few L dj N H EPCLtnNGHEs Mjsle s SR dz! dzts .

MK 1
192.168.1.0/30

S [

t d Mk &k3Cu s ts dz®eedoone

z0Ocd ]l Cdz¢ ydlsy WekdSyde gRPC.
ZOMBS©E, omsws2lsj ¢ Odod.
1 Ofistes2ls] Isdf §onf dmSd

S S(config)# grpc
S(config- grpc)# user -server 192.168.0.1 12345
S(config- grpc-us)# type 0x10000000 value 10
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1 OMlstes2 €O gRPC W

lteso jul teso jte! Isj, JwOoddz dets dzd MtsmtcOdzj dzO G ts
ltesfddzelz2Isy OHtifm Mijtto jttO® d e jte!ls
OHtej M.

ltetso jto! Isd ,d dgdEsiidds2dglseos d Mo jte JtOo
Htcze M Httkzc A

S S# show running
S# show grpc channel

9466.t OMf tctsistcOdzj deder § thde ¢ d

l stesetsots] LdzOyjdedj Hdzw MtsB' Isd2 o toj Odz' dzisldy Hoe j 5 C

100, otcj d3j dedzets? ddzlsjtco Odz Isd? zPG i e My M SYLH iRy 0L 5

65 53§ dzjtsBosHd®BsS dMfsd Lo Ol! fMEkh jMlsekshd2 Isd1.

dzi oMk Ojls o Mddzkz d daj MhtOdy j Ismw.

947.1 cj Ho Oted Isj dz! dzOW ZOMlstes?2 C O ddzW stedBOYdd ¢
9ntSHO dzO0O MYRRCO | toT

9471.CWWJCI CdWdekzteOydd
IsmMdzy biets, COC ddWtsttdZOydw 6 { tsdgRPGYotdjlsHjodt) tc dHlsigWdz! odat
ZzOMmilstetsj dzO, ddz stedzdOydw dBEsyjls BrIs! {f tdi@esd dendiaistc @ ts dziz
Odzdzr ~rddzd yddtctseo Odzdz = EZCERP@dzdzr 3 M tco j A
94.7.2.1 ted d3j yOded w

1 ¢Htedm Mjtco jtcO HBMYJjde 3 Is! HJjIAMIsodIsy dz! dz

T RHjdZsdWdSCOlstste fsdz LsoaOIsjdzv, otshjHhjets o MmMdMmis,

9473. d9 WL Odzdz § C BSAd3OdzH T

ltcjHO Otedlsj dz' dzO% (zOMstets2C O ddWstedBOydd © s
f)j tc o gREBC
T {BYLOIsjd dg" 2.

s s 3O dzH © | user-client id user-name ip-address

{1 dMmod j id:IX QLo OjIs dH | dzlsdftcPfoR rsictse Ols j dzw .

IJ’OJ‘QOd&JIS“Suser—name: ECOLr 90jIs ddzw ftsdz L so Olsj dzw
AAA; dBs jIs Brls!y dzj L Otejecdfmisted td.tso Odadzr
ip-address: kS OL'M 90Ojls tOLtejh jdedzg" 2 OHtej f

tdndds S/t idd3 SsdVdekzteOydd ftotsyj MmO gRPC

it zCshlsais vistes2Misots sy jIs HtojHoOtedlsj dz2 des
dmfsdz' L sloarntsHO d20 Oklsj ddsdWdydiese Odzdzr §j fj teo
mMjtco jto sy jls B Is! Md3sH j dzdtetseo Odz H dzw
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1 OMlstes2 €O gRPC W

fesaByH] dd" Okzlsj dsd¥dscoydd d d e
fsd LsoOlsjdva, ohjuhdni o MdMhisj &k.
Lvistes2Mlsots dsYjls EZHOdYIS! fd Lso0
Oklsj dzsdWdydtese Odzdzr = Mmjto jtetso, M
Bsydls BrIs! MBsSH] zdtese Odz Hdzv  dded yd
fdMmlsj " d EHOdMj ddY JddisotdsQyrfd s ¢
fdmlsj Bk

94.74.1 cts9 J 6¢ O
T 1O0fkmisdlsj sHowignirg,z yYlsse' Htotseo jtedls! ff tcOo ddz' datsfls
1T 1ot emisdlsj shenzQgze lient, Ylstser slssBteOL d s d dz¥ ts

fcdz LsoaOlsjdzvw i, ethjHhdr o Mmdmlsj iBz.

94751 tedd3jtc S JekztcOyYydd

1t RITYO)Hd:Mrjas@w Issdzt S5 Ctsdalf d e zgBRRGIdY, MowL OdzdzOW i
ltej HO Oted Isj dz¢ dzOW ZOMstets2 C O dqdeWw stedzOydd s

fhd tc 9 gREC

4 yJ dzOthdl@j o OW Mmew L+ d3j Y H EPCEt@GHsEsI® jsle tsdls tSd3@dz! dzts .

MnK 1
HO/49 192.168.1.0/30

s [

t d ik sty st dzts cOofiecto-one

z0cd ]l Coz¢ ydlsgy WekdSyds gRPC.
dZOMBLE, ofses2ls] ddisStdoyds & fsd Lo Olsj dj

S S(config)# grpc
S(config- grpc)# user -client 12345 test-user 192.168.0.1

lteso j) teso jte! Isj, fwOodd dets dzd MBRtcOdzj dzO Cts
lesfddzck2lsj OHtjM Mjojtd d ftse jte!ls
OHtej M.

lteso jto' Isj, dsyds o §sdkzydls: ddY Hed
HOdzdz" rddzed yddtctso Odzdesects fMj tco j o d

S S# show running
S# show grpc client
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teCtsotsHMmisots 5 dzZOMBEOE2C ] Mitedw QSW

1 Oflstets2¢O® gRPC T

95. ] sdzd Istste d dzc

951. [ ydfMmis§ O

1t RIT YO) Bt sdzdz] Wt gOdmar d3tsy jIs ftedoe j Misd € f¢wlsjted dI
JqdW sted3Oydd d, ©OCdd3 tsBtOLBAR, & fHtojtcr oOdzd® tOBBIST
{1 dMmOded J s 830 dzH O

Judh oJils MisOIsd Mmlis d ¢ clear grpc channel [ip-address port-id] [counter]

Colstster 2 (SRS f SH

mese" sdvw gRPC

Jydhi®Jj H Odzdz | ts ff j| clear grpc subscr [sample] [counter]

mMesB" sdves gRPC d MmMtSE

o tcj d3j ded

952. [ stsBte Oy j dad |

{7 dmodzd J s s d30dzH O

JIstsBtcOY O 4G+ te j IMP d H j dz show grpc channel [ counter ]

fsesO d Y d oy e

eOL dzd yde" § MlsOldMmisdui

I IssBtcO) Oj Is d dz¥ s te d3| show grpc client

fsdz Ltso Olsj dzv n otsh jHT

hjteo jtcOr gRPC

] IssBteOyOjIs Isj ¢ EMGRPL Mmts show grpc status

JIstsBtcOY O Is MisOIlskzMmr show grpc subscr [realtime | sample]

f SH Y dMmOdzdz" ~dz0n tskBf ldstetR2 )

953. [ sdzOH C O

1t RIr Yo 1fRMiIs d3dz" j toj MEtemr L Odgwisr ftod ofr atsH BlsdzOHt
SlsCdzt yo2lsjy fjtej Cdzs yolsj dzz wslsdzOHSd MeOL k2 §mdi dhf

{fdmOdzd J s sd30dzH O

[ s 2@ Wiz dzShgFPC

debug grpc { all | event }
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{8 OY ddd 5LdBOyd" [ www.gtech.ru

10.f1z0R 1A LS OARC

10.1. 4 Ots O dzls dj “c o df fij)

lesyjHEteO d djsBosHd® j Hj2Msedw ft osftsmMOd Ot
tcOLHjdzJ ¢l SIPHUDGHA®Red 2 dzts| tse Mdzzy d @ Odzd J

{LdOCsBdIs! MY M ddt stedBOYydJi2 ¢ ot tc O dzsls jdifs difd=olsq
QTECH o ©OLHjdz T2 UGHH) sB@®iczH c80dd | dzO Isj fls

1T sy jlsj dzOf dmOls! &Oftew dks o fdky=@qdhites MO 1§ s

10.2. 6 j 7 dzd WlfEHa# ] 5y § O

[ Mdzd 903 dzj sBrtsHd®Bs MHj2Mlsedj o otftesmOR, COMmC
Bsydlsy otsmMitd Lso0Ols! MW ©OLHJjdasdE Ijrddyd MEs2 fSH
dzOh j d&3 fv@wW.dsech.ru/support/.

Ujdzj W BEdujMCBs? foHH,]©E8BY +7 (495) 269
AjddsteOdz dzr 2 W RL¥87 (495) 477

10.3.C dzj S stets dzdz@W o j tefpdV HEC kdsj dzls ©
[ OO { kB @Y02.L005 g

https://files.qtech.ru/upload/switchers/QSW-7600/QSW -
7600_network_manage_config_guide.pdf
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