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1. ʅɸʉʊʈʆʁʂɸ SNMP 

1.1. ʆʙʟʦʨ 

ʇʨʦʩʪʦʡ ʧʨʦʪʦʢʦʣ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ (SNMP) ʩʪʘʣ ʩʪʘʥʜʘʨʪʦʤ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ RFC1157 
ʚ ʘʚʛʫʩʪʝ 1988 ʛʦʜʘ. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ, ʧʦʩʢʦʣʴʢʫ ʤʥʦʛʠʝ ʧʦʩʪʘʚʱʠʢʠ ʧʦʜʜʝʨʞʠʚʘʶʪ 
SNMP, SNMP ʬʘʢʪʠʯʝʩʢʠ ʩʪʘʣ ʩʪʘʥʜʘʨʪʦʤ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ ʠ ʧʨʠʤʝʥʠʤ ʢ ʩʨʝʜʝ, ʚ 
ʢʦʪʦʨʦʡ ʚʟʘʠʤʦʩʚʷʟʘʥʳ ʩʠʩʪʝʤʳ ʨʘʟʣʠʯʥʳʭ ʧʦʩʪʘʚʱʠʢʦʚ. ʀʩʧʦʣʴʟʫʷ SNMP, ʩʝʪʝʚʦʡ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʨʝʘʣʠʟʦʚʘʪʴ ʦʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ, ʪʘʢʠʝ ʢʘʢ ʟʘʧʨʦʩ ʠʥʬʦʨʤʘʮʠʠ ʦ 
ʩʝʪʝʚʳʭ ʫʟʣʘʭ, ʢʦʥʬʠʛʫʨʘʮʠʷ ʩʝʪʠ, ʦʙʥʘʨʫʞʝʥʠʝ ʥʝʠʩʧʨʘʚʥʦʩʪʝʡ, ʧʣʘʥʠʨʦʚʘʥʠʝ 
ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʤʦʥʠʪʦʨʠʥʛ ʠ ʫʧʨʘʚʣʝʥʠʝ ʩʝʪʴʶ. 

ɺʝʨʩʠʠ SNMP 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʚʝʨʩʠʠ SNMP: 

¶ SNMPv1: ʧʝʨʚʘʷ ʦʬʠʮʠʘʣʴʥʘʷ ʚʝʨʩʠʷ SNMP, ʦʧʨʝʜʝʣʝʥʥʘʷ ʚ RFC1157. 

¶ SNMPv2C: ʘʨʭʠʪʝʢʪʫʨʘ ʫʧʨʘʚʣʝʥʠʷ SNMPv2 ʥʘ ʦʩʥʦʚʝ community, ʦʧʨʝʜʝʣʝʥʥʘʷ 
ʚ RFC1901. 

¶ SNMPv3: SNMPv3 ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʣʝʜʫʶʱʠʝ ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʫʪʝʤ 
ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ. 

1. ʆʙʝʩʧʝʯʝʥʠʝ ʪʦʛʦ, ʯʪʦʙʳ ʜʘʥʥʳʝ ʥʝ ʙʳʣʠ ʧʦʜʜʝʣʘʥʳ ʚʦ ʚʨʝʤʷ ʧʝʨʝʜʘʯʠ. 

2. ʆʙʝʩʧʝʯʝʥʠʝ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠʟ ʣʝʛʘʣʴʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʜʘʥʥʳʭ. 

3. ʐʠʬʨʦʚʘʥʠʝ ʧʘʢʝʪʦʚ ʠ ʦʙʝʩʧʝʯʝʥʠʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ. 

1.1.1. ʇʨʦʪʦʢʦʣʳ ʠ ʩʪʘʥʜʘʨʪʳ 

¶ RFC 1157. ʇʨʦʩʪʦʡ ʧʨʦʪʦʢʦʣ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ (SNMP). 

¶ RFC 1901. ɺʚʝʜʝʥʠʝ ʚ SNMPv2 ʥʘ ʦʩʥʦʚʝ ʩʦʦʙʱʝʩʪʚʘ. 

¶ RFC 2578. ʉʪʨʫʢʪʫʨʘ ʠʥʬʦʨʤʘʮʠʠ ʫʧʨʘʚʣʝʥʠʷ, ʚʝʨʩʠʷ 2 (SMIv2). 

¶ RFC 2579. ʊʝʢʩʪʦʚʳʝ ʩʦʛʣʘʰʝʥʠʷ ʜʣʷ SMIv2. 

¶ RFC 3411. ɸʨʭʠʪʝʢʪʫʨʘ ʜʣʷ ʦʧʠʩʘʥʠʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨ ʫʧʨʘʚʣʝʥʠʷ Simple Network 
Management Protocol (SNMP). 

¶ RFC 3412. ʆʙʨʘʙʦʪʢʘ ʠ ʦʪʧʨʘʚʢʘ ʩʦʦʙʱʝʥʠʡ ʜʣʷ ʧʨʦʩʪʦʛʦ ʧʨʦʪʦʢʦʣʘ ʫʧʨʘʚʣʝʥʠʷ 
ʩʝʪʴʶ (SNMP). 

¶ RFC 3413. ʇʨʠʣʦʞʝʥʠʷ ʧʨʦʩʪʦʛʦ ʧʨʦʪʦʢʦʣʘ ʩʝʪʝʚʦʛʦ ʫʧʨʘʚʣʝʥʠʷ (SNMP). 

¶ RFC 3414. ʄʦʜʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʦʩʥʦʚʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ (USM) ʜʣʷ ʚʝʨʩʠʠ 3 
ʧʨʦʩʪʦʛʦ ʧʨʦʪʦʢʦʣʘ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ (SNMPv3). 

¶ RFC 3415. ʄʦʜʝʣʴ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʥʘ ʦʩʥʦʚʝ View (VACM) ʜʣʷ ʧʨʦʩʪʦʛʦ 
ʧʨʦʪʦʢʦʣʘ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ (SNMP). 

¶ RFC 3416. ɺʝʨʩʠʷ 2 ʧʨʦʪʦʢʦʣʴʥʳʭ ʦʧʝʨʘʮʠʡ ʜʣʷ ʧʨʦʩʪʦʛʦ ʧʨʦʪʦʢʦʣʘ ʫʧʨʘʚʣʝʥʠʷ 
ʩʝʪʴʶ (SNMP). 

¶ RFC 3417. ʊʨʘʥʩʧʦʨʪʥʳʝ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʜʣʷ ʧʨʦʩʪʦʛʦ ʧʨʦʪʦʢʦʣʘ ʫʧʨʘʚʣʝʥʠʷ 
ʩʝʪʴʶ (SNMP). 

¶ RFC 3418. ɹʘʟʘ ʫʧʨʘʚʣʷʶʱʝʡ ʠʥʬʦʨʤʘʮʠʠ (MIB) ʜʣʷ ʧʨʦʩʪʦʛʦ ʧʨʦʪʦʢʦʣʘ 
ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ (SNMP). 

¶ RFC 3419. ʊʝʢʩʪʦʚʳʝ ʩʦʛʣʘʰʝʥʠʷ ʜʣʷ ʪʨʘʥʩʧʦʨʪʥʳʭ ʘʜʨʝʩʦʚ. 
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1.2. ʇʨʠʣʦʞʝʥʠʷ 

ʇʨʠʣʦʞʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤʠ 
ʫʩʪʨʦʡʩʪʚʘʤʠ ʥʘ ʦʩʥʦʚʝ SNMP 

ʉʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ ʫʧʨʘʚʣʷʶʪʩʷ ʠ ʢʦʥʪʨʦʣʠʨʫʶʪʩʷ ʥʘ 
ʦʩʥʦʚʝ SNMP 

1.2.1. ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ ʥʘ ʦʩʥʦʚʝ SNMP 

1.2.1.1. ʉʮʝʥʘʨʠʡ 

ɺʦʟʴʤʝʤ ʚ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʘ ʩʣʝʜʫʶʱʠʡ ʨʠʩʫʥʦʢ. ʉʝʪʝʚʦʝ ʫʩʪʨʦʡʩʪʚʦ A ʫʧʨʘʚʣʷʝʪʩʷ ʠ 
ʢʦʥʪʨʦʣʠʨʫʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʩʝʪʝʚʦʛʦ ʤʝʥʝʜʞʝʨʘ SNMP. 

 

ʈʠʩʫʥʦʢ 1-1. 

A ð ʵʪʦ ʩʝʪʝʚʦʝ ʫʩʪʨʦʡʩʪʚʦ, ʢʦʪʦʨʳʤ ʥʝʦʙʭʦʜʠʤʦ ʫʧʨʘʚʣʷʪʴ. 

ʇʂ ð ʵʪʦ ʩʪʘʥʮʠʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ. 

1.2.1.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ 

ʉʪʘʥʮʠʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ ʧʦʜʢʣʶʯʘʝʪʩʷ ʢ ʫʧʨʘʚʣʷʝʤʳʤ ʩʝʪʝʚʳʤ ʫʩʪʨʦʡʩʪʚʘʤ. ʅʘ 
ʩʪʘʥʮʠʠ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʦʣʫʯʘʶʪ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʘʟʝ 
ʫʧʨʘʚʣʝʥʠʷ (MIB) ʥʘ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚʘʭ ʯʝʨʝʟ ʜʠʩʧʝʪʯʝʨ ʩʝʪʠ SNMP ʠ ʧʦʣʫʯʘʶʪ 
ʩʦʦʙʱʝʥʠʷ, ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʝʤʳʝ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ, ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠ 
ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ. 

1.3. ʌʫʥʢʮʠʠ 

1.3.1. ɹʘʟʦʚʳʝ ʢʦʥʮʝʧʪʳ 

SNMP ð ʵʪʦ ʧʨʦʪʦʢʦʣ ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ, ʨʘʙʦʪʘʶʱʠʡ ʚ ʨʝʞʠʤʝ C/S. ʆʥ ʩʦʩʪʦʠʪ ʠʟ ʪʨʝʭ 
ʯʘʩʪʝʡ: 

¶ SNMP-ʤʝʥʝʜʞʝʨ ʩʝʪʠ 

¶ SNMP-ʘʛʝʥʪ 

¶ MIB 

ʈʠʩʫʥʦʢ 1-2 ʧʦʢʘʟʳʚʘʝʪ ʚʟʘʠʤʦʩʚʷʟʴ ʤʝʞʜʫ ʩʠʩʪʝʤʦʡ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ (NMS) ʠ ʘʛʝʥʪʦʤ 
ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ. 
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ʈʠʩʫʥʦʢ 1-2. 

SNMP-ʤʝʥʝʜʞʝʨ ʩʝʪʠ 

ʉʝʪʝʚʦʡ ʤʝʥʝʜʞʝʨ SNMP ð ʵʪʦ ʩʠʩʪʝʤʘ, ʢʦʪʦʨʘʷ ʫʧʨʘʚʣʷʝʪ ʠ ʢʦʥʪʨʦʣʠʨʫʝʪ ʩʝʪʴ ʥʘ 
ʦʩʥʦʚʝ SNMP ʠ ʪʘʢʞʝ ʥʘʟʳʚʘʝʪʩʷ NMS. 

SNMP-ʘʛʝʥʪ 

ɸʛʝʥʪ SNMP (ʜʘʣʝʝ ð ʘʛʝʥʪ) ð ʵʪʦ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʨʘʙʦʪʘʶʱʝʝ ʥʘ 
ʫʧʨʘʚʣʷʝʤʳʭ ʫʩʪʨʦʡʩʪʚʘʭ. ʆʥ ʦʪʚʝʯʘʝʪ ʟʘ ʧʦʣʫʯʝʥʠʝ, ʦʙʨʘʙʦʪʢʫ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʧʘʢʝʪʳ 
ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʫʧʨʘʚʣʝʥʠʷ ʦʪ NMS. ɸʛʝʥʪ ʪʘʢʞʝ ʤʦʞʝʪ ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʷ ʚ 
NMS. 

MIB 

MIB ð ʵʪʦ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʘʟʘ ʫʧʨʘʚʣʝʥʠʷ ʚʠʨʪʫʘʣʴʥʦʡ ʩʝʪʴʶ. ʋʧʨʘʚʣʷʝʤʳʝ ʩʝʪʝʚʳʝ 
ʫʩʪʨʦʡʩʪʚʘ ʩʦʜʝʨʞʘʪ ʤʥʦʛʦ ʠʥʬʦʨʤʘʮʠʠ. ʏʪʦʙʳ ʦʜʥʦʟʥʘʯʥʦ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ 
ʢʦʥʢʨʝʪʥʳʡ ʙʣʦʢ ʫʧʨʘʚʣʝʥʠʷ ʩʨʝʜʠ ʧʘʢʝʪʦʚ SNMP, MIB ʠʩʧʦʣʴʟʫʝʪ ʜʨʝʚʦʚʠʜʥʫʶ 
ʠʝʨʘʨʭʠʯʝʩʢʫʶ ʩʪʨʫʢʪʫʨʫ. ʋʟʣʳ ʚ ʜʝʨʝʚʝ ʦʙʦʟʥʘʯʘʶʪ ʢʦʥʢʨʝʪʥʳʝ ʝʜʠʥʠʮʳ ʫʧʨʘʚʣʝʥʠʷ. 
ʉʪʨʦʢʘ ʮʠʬʨ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʫʥʠʢʘʣʴʥʦʡ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʩʠʩʪʝʤʳ ʙʣʦʢʘ 
ʫʧʨʘʚʣʝʥʠʷ ʩʨʝʜʠ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ. MIB ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ 
ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ. 
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ʈʠʩʫʥʦʢ 1-3. ɼʨʝʚʦʚʠʜʥʘʷ ʠʝʨʘʨʭʠʯʝʩʢʘʷ ʩʪʨʫʢʪʫʨʘ 

1.3.2. ʊʠʧʳ ʦʧʝʨʘʮʠʡ 

ʆʧʨʝʜʝʣʝʥʦ ʰʝʩʪʴ ʪʠʧʦʚ ʦʧʝʨʘʮʠʡ ʜʣʷ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʤʝʞʜʫ NMS ʠ ʘʛʝʥʪʦʤ ʥʘ 
ʦʩʥʦʚʝ SNMP: 

¶ Get-request: NMS ʠʟʚʣʝʢʘʝʪ ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʠʟ ʘʛʝʥʪʘ. 

¶ Get-next-request: NMS ʠʟʚʣʝʢʘʝʪ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ ʨʷʜʦʤ ʩ ʦʜʥʠʤ ʠʣʠ 
ʥʝʩʢʦʣʴʢʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʦʪ ʘʛʝʥʪʘ. 

¶ Get-bulk: NMS ʠʟʚʣʝʢʘʝʪ ʧʘʢʝʪ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʠʟ ʘʛʝʥʪʘ. 

¶ Set-request: NMS ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʘʛʝʥʪʘ. 

¶ Get-response: ʘʛʝʥʪ ʚʦʟʚʨʘʱʘʝʪ ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ, 
ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʦʧʝʨʘʮʠʠ ʚ ʦʪʚʝʪ ʥʘ ʪʨʠ ʦʧʝʨʘʮʠʠ, ʚʳʧʦʣʥʝʥʥʳʝ 
ʘʛʝʥʪʦʤ ʚ NMS. 

¶ Trap: ʘʛʝʥʪ ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʝʪ ʩʦʦʙʱʝʥʠʝ, ʯʪʦʙʳ ʫʚʝʜʦʤʠʪʴ NMS ʦ ʪʦʤ, ʯʪʦ 
ʧʨʦʠʩʭʦʜʠʪ. 

ʇʝʨʚʳʝ ʯʝʪʳʨʝ ʧʘʢʝʪʘ ʦʪʧʨʘʚʣʷʶʪʩʷ NMS-ʘʛʝʥʪʫ, ʘ ʧʦʩʣʝʜʥʠʝ ʜʚʘ ʧʘʢʝʪʘ ʦʪʧʨʘʚʣʷʶʪʩʷ 
ʘʛʝʥʪʦʤ NMS. (ʇʈʀʄɽʏɸʅʀɽ: SNMPv1 ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʦʧʝʨʘʮʠʶ Get-bulk.) ʈʠʩʫʥʦʢ 1-4 

ʦʧʠʩʳʚʘʝʪ ʦʧʝʨʘʮʠʠ. 
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ʈʠʩʫʥʦʢ 1-4. ʊʠʧʳ ʧʘʢʝʪʦʚ SNMP 

ʊʨʠ ʦʧʝʨʘʮʠʠ, ʚʳʧʦʣʥʷʝʤʳʝ NMS ʥʘ ʘʛʝʥʪʝ, ʠ ʦʧʝʨʘʮʠʠ ʦʪʚʝʪʘ ʘʛʝʥʪʘ ʦʩʥʦʚʘʥʳ ʥʘ 
UDP-ʧʦʨʪʝ 161. ʆʧʝʨʘʮʠʷ trap, ʚʳʧʦʣʥʷʝʤʘʷ ʘʛʝʥʪʦʤ, ʦʩʥʦʚʘʥʘ ʥʘ UDP-ʧʦʨʪʝ 162. 

1.3.3. ʆʙʟʦʨ 

ʆʩʦʙʝʥʥʦʩʪʴ ʆʧʠʩʘʥʠʝ 

ʆʩʥʦʚʥʳʝ 
ʬʫʥʢʮʠʠ SNMP 

ɸʛʝʥʪ SNMP ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʥʘ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚʘʭ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ 
ʦʩʥʦʚʥʳʭ ʬʫʥʢʮʠʡ, ʪʘʢʠʭ ʢʘʢ ʟʘʧʨʦʩ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʝʪʝʚʳʭ ʫʟʣʘʭ, 
ʢʦʥʬʠʛʫʨʘʮʠʷ ʩʝʪʠ, ʦʙʥʘʨʫʞʝʥʠʝ ʥʝʠʩʧʨʘʚʥʦʩʪʝʡ ʠ ʧʣʘʥʠʨʦʚʘʥʠʝ 
ʝʤʢʦʩʪʠ 

SNMPv1 ʠ 
SNMPv2C 

SNMPv1 ʠ SNMPv2C ʠʩʧʦʣʴʟʫʶʪ ʘʨʭʠʪʝʢʪʫʨʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ 
ʦʩʥʦʚʝ community, ʚʢʣʶʯʘʷ ʠʤʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʨʘʟʨʝʰʝʥʠʝ ʥʘ 
ʜʦʩʪʫʧ 

SNMPv3 SNMPv3 ʧʝʨʝʦʧʨʝʜʝʣʷʝʪ ʘʨʭʠʪʝʢʪʫʨʫ SNMP, ʘ ʠʤʝʥʥʦ ʨʘʩʰʠʨʷʝʪ 
ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʢʣʶʯʘʷ ʤʦʜʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʦʩʥʦʚʝ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʤʦʜʝʣʴ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʥʘ ʦʩʥʦʚʝ View. 
ɸʨʭʠʪʝʢʪʫʨʘ SNMPv3 ʫʞʝ ʚʢʣʶʯʘʝʪ ʚʩʝ ʬʫʥʢʮʠʠ SNMPv1 ʠ 
SNMPv2C 

1.3.4. ʆʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ SNMP 

1.3.4.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʈʘʙʦʯʠʡ ʧʨʦʮʝʩʩ 

ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʧʦ ʧʨʦʪʦʢʦʣʫ SNMP ʷʚʣʷʝʪʩʷ ʦʪʚʝʪʥʳʤ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝʤ (ʦʙ ʦʙʤʝʥʝ 
ʧʘʢʝʪʘʤʠ ʩʤ. ʈʠʩʫʥʦʢ 1-4). NMS ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʝʪ ʘʛʝʥʪʫ ʟʘʧʨʦʩʳ, ʚʢʣʶʯʘʷ Get-request, 
Get-next-request, Get-bulk ʠ Set-request. ɸʛʝʥʪ ʧʦʣʫʯʘʝʪ ʟʘʧʨʦʩʳ, ʚʳʧʦʣʥʷʝʪ ʦʧʝʨʘʮʠʠ ʠ 
ʚʦʟʚʨʘʱʘʝʪ Get-response. ʀʥʦʛʜʘ ʘʛʝʥʪ ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʝʪ ʩʦʦʙʱʝʥʠʝ trap ʠ ʩʦʦʙʱʝʥʠʝ 
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Inform ʚ NMS. NMS ʥʝ ʥʫʞʥʦ ʦʪʚʝʯʘʪʴ ʥʘ ʩʦʦʙʱʝʥʠʝ trap, ʥʦ ʥʝʦʙʭʦʜʠʤʦ ʚʝʨʥʫʪʴ ʘʛʝʥʪʫ 
ʦʪʚʝʪ Inform. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʘʛʝʥʪ ʧʦʚʪʦʨʥʦ ʦʪʧʨʘʚʣʷʝʪ ʩʦʦʙʱʝʥʠʝ Inform. 

1.3.4.2. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʕʢʨʘʥʠʨʦʚʘʥʠʝ ʠʣʠ ʦʪʢʣʶʯʝʥʠʝ ʘʛʝʥʪʘ SNMP 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʫʥʢʮʠʷ SNMP ʚʢʣʶʯʝʥʘ. 

ʂʦʤʘʥʜʘ no snmp-server ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʘʛʝʥʪʘ SNMP. 

ʂʦʤʘʥʜʘ no enable service snmp-agent ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʷʤʦʛʦ ʦʪʢʣʶʯʝʥʠʷ ʚʩʝʭ ʩʣʫʞʙ 

SNMP. 

ʅʘʩʪʨʦʡʢʘ ʦʩʥʦʚʥʳʭ ʧʘʨʘʤʝʪʨʦʚ SNMP 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʥʬʦʨʤʘʮʠʷ ʦ ʨʝʞʠʤʝ ʢʦʥʪʘʢʪʘ ʩʠʩʪʝʤʳ, ʨʘʩʧʦʣʦʞʝʥʠʠ ʩʠʩʪʝʤʳ ʠ ʩʝʪʝʚʦʤ 
ʵʣʝʤʝʥʪʝ ʫʩʪʨʦʡʩʪʚʘ (NE) ʧʫʩʪʘ. ʉʝʨʠʡʥʳʡ ʥʦʤʝʨ ʧʦ ʫʤʦʣʯʘʥʠʶ ð 60FF60, ʤʘʢʩʠʤʘʣʴʥʘʷ 
ʜʣʠʥʘ ʧʘʢʝʪʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ð 1572 ʙʘʡʪʘ, ʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ UDP ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ 
ʩʣʫʞʙʳ SNMP ð 161. 

ʂʦʤʘʥʜʘ snmp-server contact ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʣʠ ʫʜʘʣʝʥʠʷ ʩʠʩʪʝʤʥʦʛʦ 

ʨʝʞʠʤʘ ʢʦʥʪʘʢʪʘ. 

ʂʦʤʘʥʜʘ snmp-server location ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʣʠ ʫʜʘʣʝʥʠʷ 

ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʩʠʩʪʝʤʳ. 

ʂʦʤʘʥʜʘ snmp-server chassis-id ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʝʨʠʡʥʦʛʦ ʥʦʤʝʨʘ ʩʠʩʪʝʤʳ 

ʠʣʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʂʦʤʘʥʜʘ snmp-server packetsize ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʤʘʢʩʠʤʘʣʴʥʦʡ ʜʣʠʥʳ 
ʧʘʢʝʪʘ ʘʛʝʥʪʘ ʠʣʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʂʦʤʘʥʜʘ snmp-server net-id ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʣʠ ʫʜʘʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʩʝʪʝʚʦʤ ʵʣʝʤʝʥʪʝ ʫʩʪʨʦʡʩʪʚʘ. 

ʂʦʤʘʥʜʘ snmp-server udp-port ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ UDP-ʧʦʨʪʘ 

ʩʣʫʞʙʳ SNMP ʠʣʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʅʘʩʪʨʦʡʢʘ ʘʜʨʝʩʘ ʫʟʣʘ SNMP 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʭʦʩʪ SNMP ʥʝ ʥʘʩʪʨʦʝʥ. 

ʂʦʤʘʥʜʘ snmp-server host ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʘʜʨʝʩʘ ʫʟʣʘ NMS, ʥʘ ʢʦʪʦʨʳʡ 

ʘʛʝʥʪ ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʝʪ ʩʦʦʙʱʝʥʠʷ, ʠʣʠ ʜʣʷ ʫʜʘʣʝʥʠʷ ʫʢʘʟʘʥʥʦʛʦ ʘʜʨʝʩʘ ʫʟʣʘ SNMP. ɺ 
ʩʦʦʙʱʝʥʠʷʭ, ʦʪʧʨʘʚʣʷʝʤʳʭ ʥʘ ʭʦʩʪ, ʤʦʛʫʪ ʙʳʪʴ ʧʨʠʚʷʟʘʥʳ ʚʝʨʩʠʷ SNMP, ʧʨʠʥʠʤʘʶʱʠʡ 
ʧʦʨʪ, ʠʤʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ. ʕʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩ ʢʦʤʘʥʜʦʡ 
snmp-server enable traps ʜʣʷ ʘʢʪʠʚʥʦʡ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʡ trap ʚ NMS. 

ʋʩʪʘʥʦʚʢʘ ʧʘʨʘʤʝʪʨʦʚ ʩʦʦʙʱʝʥʠʷ trap 

ʇʦ ʫʤʦʣʯʘʥʠʶ SNMP ʥʝ ʨʘʟʨʝʰʝʥʦ ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʪʴ trap-ʩʦʦʙʱʝʥʠʝ ʚ NMS, ʬʫʥʢʮʠʷ 
ʦʪʧʨʘʚʢʠ Link Trap-ʩʦʦʙʱʝʥʠʷ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʚʢʣʶʯʝʥʘ, ʬʫʥʢʮʠʷ ʦʪʧʨʘʚʢʠ 
trap-ʩʦʦʙʱʝʥʠʷ ʦ ʧʝʨʝʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ ʦʪʢʣʶʯʝʥʘ, ʘ trap-ʩʦʦʙʱʝʥʠʝ ʥʝ ʥʝʩʝʪ ʣʶʙʦʝ 
ʯʘʩʪʥʦʝ ʧʦʣʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚ ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ ʘʜʨʝʩʘ ʠʩʧʦʣʴʟʫʝʪʩʷ IP-ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ, ʥʘ 
ʢʦʪʦʨʳʡ ʦʪʧʨʘʚʣʷʶʪʩʷ ʧʘʢʝʪʳ SNMP. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʠʥʘ ʦʯʝʨʝʜʠ ʩʦʦʙʱʝʥʠʡ trap ʩʦʩʪʘʚʣʷʝʪ 10, ʘ ʠʥʪʝʨʚʘʣ ʦʪʧʨʘʚʢʠ 
ʩʦʦʙʱʝʥʠʷ trap ʩʦʩʪʘʚʣʷʝʪ 30 ʩʝʢʫʥʜ. 

ʂʦʤʘʥʜʘ snmp-server enable traps ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʠʣʠ ʦʪʢʣʶʯʝʥʠʷ ʘʛʝʥʪʘ 

ʜʣʷ ʘʢʪʠʚʥʦʡ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ trap ʚ NMS. 
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ʂʦʤʘʥʜʘ snmp trap link-status ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʠʣʠ ʦʪʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ 

ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ Link Trap ʥʘ ʠʥʪʝʨʬʝʡʩʝ. 

ʂʦʤʘʥʜʘ snmp-server trap-source ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʠʩʭʦʜʥʦʛʦ ʘʜʨʝʩʘ ʜʣʷ 
ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʡ ʠʣʠ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʂʦʤʘʥʜʘ snmp-server queue-length ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʜʣʠʥʳ ʦʯʝʨʝʜʠ 

ʩʦʦʙʱʝʥʠʡ trap ʠʣʠ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʂʦʤʘʥʜʘ snmp-server trap-timeout ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠʥʪʝʨʚʘʣʘ ʦʪʧʨʘʚʢʠ 

trap-ʩʦʦʙʱʝʥʠʷ ʠʣʠ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʂʦʤʘʥʜʘ snmp-server trap-format private ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠʣʠ ʦʪʢʣʶʯʝʥʠʷ 

ʬʫʥʢʮʠʠ ʧʝʨʝʥʦʩʘ ʧʨʠʚʘʪʥʳʭ ʧʦʣʝʡ ʚ trap-ʩʦʦʙʱʝʥʠʠ ʧʨʠ ʝʛʦ ʦʪʧʨʘʚʢʝ. 

ʂʦʤʘʥʜʘ snmp-server system-shutdown ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʠʣʠ ʦʪʢʣʶʯʝʥʠʷ 
ʬʫʥʢʮʠʠ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ trap ʧʝʨʝʟʘʛʨʫʟʢʠ ʩʠʩʪʝʤʳ. 

1.3.5. SNMPv1 ʠ SNMPv2C 

SNMPv1 ʠ SNMPv2C ʠʩʧʦʣʴʟʫʶʪ ʘʨʭʠʪʝʢʪʫʨʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʦʩʥʦʚʝ ʩʦʦʙʱʝʩʪʚʘ 
(community-based). ɸʜʤʠʥʠʩʪʨʘʪʦʨ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ ʦʧʝʨʘʮʠʠ ʩ MIB ʘʛʝʥʪʘ, 
ʦʛʨʘʥʠʯʝʥ ʧʫʪʝʤ ʦʧʨʝʜʝʣʝʥʠʷ ʘʜʨʝʩʘ ʭʦʩʪʘ ʠ ʠʤʝʥʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (ʩʪʨʦʢʘ ʩʦʦʙʱʝʩʪʚʘ). 

1.3.5.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

SNMPv1 ʠ SNMPv2 ʦʧʨʝʜʝʣʷʶʪ, ʠʤʝʝʪ ʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʧʨʘʚʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʙʲʝʢʪʳ 
MIB, ʠʩʧʦʣʴʟʫʷ ʠʤʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʀʤʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ NMS ʜʦʣʞʥʦ ʩʦʚʧʘʜʘʪʴ ʩ 
ʠʤʝʥʝʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʦʧʨʝʜʝʣʝʥʥʳʤ ʚ ʫʩʪʨʦʡʩʪʚʘʭ. 

SNMPv2C ʜʦʙʘʚʣʷʝʪ ʤʝʭʘʥʠʟʤ ʦʧʝʨʘʮʠʠ Get-bulk ʠ ʤʦʞʝʪ ʚʦʟʚʨʘʱʘʪʴ ʙʦʣʝʝ ʧʦʜʨʦʙʥʳʝ 
ʪʠʧʳ ʩʦʦʙʱʝʥʠʡ ʦʙ ʦʰʠʙʢʝ ʥʘ ʫʧʨʘʚʣʷʶʱʫʶ ʨʘʙʦʯʫʶ ʩʪʘʥʮʠʶ. ʆʧʝʨʘʮʠʷ Get-bulk 
ʚʳʧʦʣʥʷʝʪʩʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʚʩʝʡ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʪʘʙʣʠʮʳ ʠʣʠ ʧʦʣʫʯʝʥʠʷ ʙʦʣʴʰʦʛʦ 
ʢʦʣʠʯʝʩʪʚʘ ʜʘʥʥʳʭ ʟʘ ʨʘʟ, ʯʪʦʙʳ ʫʤʝʥʴʰʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʦʪʚʝʪʦʚ ʥʘ ʟʘʧʨʦʩʳ. 
ʈʘʩʰʠʨʝʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʦʙʨʘʙʦʪʢʠ ʦʰʠʙʦʢ SNMPv2C ʚʢʣʶʯʘʶʪ ʨʘʩʰʠʨʝʥʠʝ ʢʦʜʦʚ 
ʦʰʠʙʦʢ ʜʣʷ ʨʘʟʣʠʯʝʥʠʷ ʪʠʧʦʚ ʦʰʠʙʦʢ. ʆʜʥʘʢʦ ʚ SNMPv1 ʜʣʷ ʦʰʠʙʦʢ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ 
ʪʦʣʴʢʦ ʦʜʠʥ ʢʦʜ ʦʰʠʙʢʠ. ʊʝʧʝʨʴ ʦʰʠʙʢʠ ʤʦʞʥʦ ʨʘʟʣʠʯʘʪʴ ʧʦ ʢʦʜʘʤ ʦʰʠʙʦʢ. ʇʦʩʢʦʣʴʢʫ ʚ 
ʩʝʪʠ ʤʦʛʫʪ ʩʫʱʝʩʪʚʦʚʘʪʴ ʫʧʨʘʚʣʷʶʱʠʝ ʨʘʙʦʯʠʝ ʩʪʘʥʮʠʠ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʝ SNMPv1 ʠ 
SNMPv2C, ʘʛʝʥʪ SNMP ʜʦʣʞʝʥ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʧʘʢʝʪʳ SNMPv1 ʠ 
SNMPv2C ʠ ʚʦʟʚʨʘʱʘʪʴ ʧʘʢʝʪʳ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʚʝʨʩʠʡ. 

1.3.5.2. ɹʝʟʦʧʘʩʥʦʩʪʴ 

ʆʜʥʦ ʠʤʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʘʪʨʠʙʫʪʳ: 

¶ ʊʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ (Read-only): ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʯʪʝʥʠʝ ʚʩʝʭ 
ʧʝʨʝʤʝʥʥʳʭ MIB ʜʣʷ ʘʚʪʦʨʠʟʦʚʘʥʥʳʭ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʫʧʨʘʚʣʝʥʠʷ. 

¶ ʏʪʝʥʠʝ-ʟʘʧʠʩʴ (Read-write): ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʨʘʟʨʝʰʝʥʠʷ ʥʘ ʯʪʝʥʠʝ/ʟʘʧʠʩʴ ʚʩʝʭ 
ʧʝʨʝʤʝʥʥʳʭ MIB ʜʣʷ ʘʚʪʦʨʠʟʦʚʘʥʥʳʭ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ ʫʧʨʘʚʣʝʥʠʷ. 

1.3.5.3. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʅʘʩʪʨʦʡʢʘ ʠʤʝʥ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʧʨʘʚ ʜʦʩʪʫʧʘ 

ʈʘʟʨʝʰʝʥʠʝ ʥʘ ʜʦʩʪʫʧ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʚʩʝʭ ʠʤʝʥ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ ð ʪʦʣʴʢʦ 
ʯʪʝʥʠʝ. 

ʂʦʤʘʥʜʘ snmp-server community ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʣʠ ʫʜʘʣʝʥʠʷ ʠʤʝʥʠ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʨʘʟʨʝʰʝʥʠʷ ʥʘ ʜʦʩʪʫʧ. 

ʕʪʘ ʢʦʤʘʥʜʘ ʷʚʣʷʝʪʩʷ ʧʝʨʚʦʡ ʚʘʞʥʦʡ ʢʦʤʘʥʜʦʡ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ ʘʛʝʥʪʘ SNMP. ʆʥ 
ʦʧʨʝʜʝʣʷʝʪ ʘʪʨʠʙʫʪʳ ʩʦʦʙʱʝʩʪʚʘ ʠ ʦʙʣʘʩʪʴ NMS, ʚ ʢʦʪʦʨʦʡ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ MIB. 
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1.3.6. SNMPv3 

SNMPv3 ʧʝʨʝʦʧʨʝʜʝʣʷʝʪ ʘʨʭʠʪʝʢʪʫʨʫ SNMP ʠ ʚʢʣʶʯʘʝʪ ʬʫʥʢʮʠʠ SNMPv1 ʠ SNMPv2 ʚ 
ʩʠʩʪʝʤʫ SNMPv3. 

1.3.6.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ɸʛʝʥʪ NMS ʠ SNMP ʷʚʣʷʶʪʩʷ ʦʙʲʝʢʪʘʤʠ SNMP. ɺ ʘʨʭʠʪʝʢʪʫʨʝ SNMPv3 ʦʙʲʝʢʪʳ SNMP 
ʩʦʩʪʦʷʪ ʠʟ ʤʝʭʘʥʠʟʤʘ (engine) SNMP ʠ ʧʨʠʣʦʞʝʥʠʡ SNMP. ʄʝʭʘʥʠʟʤ SNMP ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʜʣʷ ʦʪʧʨʘʚʢʠ ʠ ʧʦʣʫʯʝʥʠʷ ʩʦʦʙʱʝʥʠʡ, ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ, ʘ 
ʪʘʢʞʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʢ ʫʧʨʘʚʣʷʝʤʳʤ ʦʙʲʝʢʪʘʤ. ʇʨʠʣʦʞʝʥʠʷ SNMP ʦʪʥʦʩʷʪʩʷ ʢ 
ʚʥʫʪʨʝʥʥʠʤ ʧʨʠʣʦʞʝʥʠʷʤ SNMP, ʢʦʪʦʨʳʝ ʨʘʙʦʪʘʶʪ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʣʫʞʙ, 
ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʤʝʭʘʥʠʟʤʦʤ SNMP. 

SNMPv3v ʦʧʨʝʜʝʣʷʝʪ, ʠʤʝʝʪ ʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʨʘʚʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʙʲʝʢʪʳ MIB, 
ʠʩʧʦʣʴʟʫʷ ʤʦʜʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʦʩʥʦʚʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ (USM). ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʧʦʣʴʟʦʚʘʪʝʣʷ NMS ʜʦʣʞʝʥ ʙʳʪʴ ʪʘʢʠʤ ʞʝ, ʢʘʢ ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ SNMP, ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʚ 
ʫʩʪʨʦʡʩʪʚʘʭ, ʯʪʦʙʳ ʫʧʨʘʚʣʷʪʴ ʫʩʪʨʦʡʩʪʚʘʤʠ. 

SNMPv3 ʪʨʝʙʫʝʪ, ʯʪʦʙʳ NMS ʧʦʣʫʯʘʣʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʤʝʭʘʥʠʟʤʘ ʘʛʝʥʪʘ SNMP ʥʘ 
ʫʩʪʨʦʡʩʪʚʘʭ, ʢʦʛʜʘ NMS ʫʧʨʘʚʣʷʝʪ ʫʩʪʨʦʡʩʪʚʘʤʠ. SNMPv3 ʦʧʨʝʜʝʣʷʝʪ ʤʝʭʘʥʠʟʤʳ 
ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʩʦʟʜʘʥʠʷ ʦʪʯʝʪʦʚ. ʂʦʛʜʘ NMS ʥʝ ʟʥʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʤʝʭʘʥʠʟʤʘ ʘʛʝʥʪʘ, 
NMS ʤʦʞʝʪ ʩʥʘʯʘʣʘ ʦʪʧʨʘʚʠʪʴ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʙʥʘʨʫʞʝʥʠʠ ʘʛʝʥʪʫ, ʠ ʘʛʝʥʪ ʚʦʟʚʨʘʱʘʝʪ 
ʦʪʯʝʪʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʩʦʜʝʨʞʘʱʝʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʤʝʭʘʥʠʟʤʘ. ʇʦʟʞʝ ʦʧʝʨʘʮʠʠ 
ʫʧʨʘʚʣʝʥʠʷ ʤʝʞʜʫ NMS ʠ ʘʛʝʥʪʦʤ ʜʦʣʞʥʳ ʠʤʝʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʤʝʭʘʥʠʟʤʘ. 

1.3.6.2. ɹʝʟʦʧʘʩʥʦʩʪʴ 

SNMPv3 ʦʧʨʝʜʝʣʷʝʪ ʤʝʭʘʥʠʟʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ ʥʘ ʦʩʥʦʚʝ ʤʦʜʝʣʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 
ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʤʦʜʝʣʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʢʣʶʯʘʶʪ: SNMPv1, 
SNMPv2C ʠ SNMPv3. SNMPv3 ʚʢʣʶʯʘʝʪ SNMPv1 ʠ SNMPv2C ʚ ʤʦʜʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʄʦʜʝʣʠ ʠ ʫʨʦʚʥʠ ʙʝʟʦʧʘʩʥʦʩʪʠ SNMPv1 ʠ SNMPv2C 

ʄʦʜʝʣʴ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʋʨʦʚʝʥʴ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʐʠʬʨʦʚʘʥʠʝ ʆʧʠʩʘʥʠʝ 

SNMPv1 noAuthNoPriv ʀʤʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʅʝʪ ɼʦʩʪʦʚʝʨʥʦʩʪʴ ʜʘʥʥʳʭ 
ʧʦʜʪʚʝʨʞʜʘʝʪʩʷ ʯʝʨʝʟ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʦʝ ʠʤʷ 

SNMPv2ʩ noAuthNoPriv ʀʤʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʅʝʪ ɼʦʩʪʦʚʝʨʥʦʩʪʴ ʜʘʥʥʳʭ 
ʧʦʜʪʚʝʨʞʜʘʝʪʩʷ ʯʝʨʝʟ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʦʝ ʠʤʷ 

ʄʦʜʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ SNMPv3 ʠ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʄʦʜʝʣʴ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʋʨʦʚʝʥʴ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʐʠʬʨʦʚʘʥʠʝ ʆʧʠʩʘʥʠʝ 

SNMPv3 noAuthNoPriv ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʅʝʪ ɼʦʩʪʦʚʝʨʥʦʩʪʴ ʜʘʥʥʳʭ 
ʧʦʜʪʚʝʨʞʜʘʝʪʩʷ ʯʝʨʝʟ ʠʤʷ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 
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ʄʦʜʝʣʴ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʋʨʦʚʝʥʴ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʐʠʬʨʦʚʘʥʠʝ ʆʧʠʩʘʥʠʝ 

SNMPv3 authNoPriv MD5 ʠʣʠ SHA ʅʝʪ ʇʨʝʜʫʩʤʦʪʨʝʥ ʤʝʭʘʥʠʟʤ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʘʥʥʳʭ ʥʘ 
ʦʩʥʦʚʝ HMAC-MD5 ʠʣʠ 
HMAC-SHA 

SNMPv3 authPriv MD5 ʠʣʠ SHA DES ʇʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʤʝʭʘʥʠʟʤ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʘʥʥʳʭ ʥʘ 
ʦʩʥʦʚʝ HMAC-MD5 ʠʣʠ 
HMAC-SHA ʠ ʤʝʭʘʥʠʟʤ 
ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʥʘ 
ʦʩʥʦʚʝ CBC-DES 

1.3.6.3. ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʤʝʭʘʥʠʟʤʘ 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʤʝʭʘʥʠʟʤʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʥʠʢʘʣʴʥʦʡ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʤʝʭʘʥʠʟʤʘ 
SNMP. ʇʦʩʢʦʣʴʢʫ ʢʘʞʜʳʡ ʦʙʲʝʢʪ SNMP ʚʢʣʶʯʘʝʪ ʪʦʣʴʢʦ ʦʜʠʥ ʤʝʭʘʥʠʟʤ SNMP, ʦʜʠʥ 
ʤʦʜʫʣʴ SNMP ʦʜʥʦʟʥʘʯʥʦ ʠʜʝʥʪʠʬʠʮʠʨʫʝʪ ʦʙʲʝʢʪ SNMP ʚ ʜʦʤʝʥʝ ʫʧʨʘʚʣʝʥʠʷ. 
ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʘʛʝʥʪ SNMPv3 ʢʘʢ ʩʫʱʥʦʩʪʴ ʜʦʣʞʝʥ ʠʤʝʪʴ ʫʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʤʝʭʘʥʠʟʤʘ, ʪʦ ʝʩʪʴ SnmpEngineID. 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʩʪʨʫʢʪʫʨʘ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʚʦʩʴʤʠʟʥʘʯʥʫʶ ʩʪʨʦʢʫ (ʦʢʪʝʪ), ʩʦʩʪʦʷʱʫʶ 
ʠʟ 5ï32 ʙʘʡʪʦʚ. RFC3411 ʦʧʨʝʜʝʣʷʝʪ ʬʦʨʤʘʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʤʝʭʘʥʠʟʤʘ: 

¶ ʇʝʨʚʳʝ ʯʝʪʳʨʝ ʙʘʡʪʘ ʫʢʘʟʳʚʘʶʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʯʘʩʪʥʦʛʦ ʧʨʝʜʧʨʠʷʪʠʷ 
(ʚʳʜʝʣʝʥʥʳʡ IANA) ʧʦʩʪʘʚʱʠʢʘ, ʢʦʪʦʨʳʡ ʚʳʨʘʞʘʝʪʩʷ ʚ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʤ 
ʬʦʨʤʘʪʝ. 

¶ ʇʷʪʳʡ ʙʘʡʪ ʫʢʘʟʳʚʘʝʪ ʦʩʪʘʚʰʠʝʩʷ ʙʘʡʪʳ: 

¶ 0: ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʦ. 

¶ 1: ʧʦʩʣʝʜʥʠʝ ʯʝʪʳʨʝ ʙʘʡʪʘ ʫʢʘʟʳʚʘʶʪ ʘʜʨʝʩ IPv4. 

¶ 2: ʧʦʩʣʝʜʥʠʝ 16 ʙʘʡʪʦʚ ʫʢʘʟʳʚʘʶʪ ʘʜʨʝʩ IPv6. 

¶ 3: ʧʦʩʣʝʜʥʠʝ ʰʝʩʪʴ ʙʘʡʪʦʚ ʫʢʘʟʳʚʘʶʪ MAC-ʘʜʨʝʩ. 

¶ 4: ʪʝʢʩʪ, ʩʦʩʪʦʷʱʠʡ ʠʟ 27 ʙʘʡʪʦʚ, ʦʧʨʝʜʝʣʷʝʪʩʷ ʧʨʦʠʟʚʦʜʠʪʝʣʝʤ. 

¶ 5: ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʝ ʟʥʘʯʝʥʠʝ, ʩʦʩʪʦʷʱʝʝ ʠʟ 27 ʙʘʡʪʦʚ, ʢʦʪʦʨʦʝ ʦʧʨʝʜʝʣʷʝʪʩʷ 
ʧʦʩʪʘʚʱʠʢʦʤ. 

¶ 6ï127: ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʦ. 

¶ 128ï255: ʬʦʨʤʘʪʳ, ʫʢʘʟʘʥʥʳʝ ʧʦʩʪʘʚʱʠʢʦʤ. 

1.3.6.4. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʅʘʩʪʨʦʡʢʘ MIB View ʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʥʘʩʪʨʦʝʥʦ ʦʜʠʥ MIB View, ʠ ʜʦʩʪʫʧʥʳ ʚʩʝ ʦʙʲʝʢʪʳ MIB. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʛʨʫʧʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʝ ʥʘʩʪʨʦʝʥʘ. 

ʂʦʤʘʥʜʘ snmp-server view ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʣʠ ʫʜʘʣʝʥʠʷ MIB View, ʘ ʢʦʤʘʥʜʘ 
snmp-server group ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʣʠ ʫʜʘʣʝʥʠʷ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʄʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʦʜʥʫ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʠʥʩʪʨʫʢʮʠʡ ʜʣʷ ʫʢʘʟʘʥʠʷ ʨʘʟʥʳʭ ʠʤʝʥ ʩʦʦʙʱʝʩʪʚ, 
ʯʪʦʙʳ ʩʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ ʤʦʛʣʠ ʫʧʨʘʚʣʷʪʴʩʷ NMS ʩ ʨʘʟʥʳʤʠ ʨʘʟʨʝʰʝʥʠʷʤʠ. 
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ʅʘʩʪʨʦʡʢʘ ʧʦʣʴʟʦʚʘʪʝʣʷ SNMP 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʥʘʩʪʨʦʝʥ. 

ʂʦʤʘʥʜʘ snmp-server user ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʣʠ ʫʜʘʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

NMS ʤʦʞʝʪ ʩʚʷʟʳʚʘʪʴʩʷ ʩ ʘʛʝʥʪʦʤ, ʠʩʧʦʣʴʟʫʷ ʪʦʣʴʢʦ ʘʚʪʦʨʠʟʦʚʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʇʦʣʴʟʦʚʘʪʝʣʴ SNMPv3 ʤʦʞʝʪ ʫʢʘʟʘʪʴ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʪʨʝʙʫʶʪʩʷ ʣʠ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʠ ʰʠʬʨʦʚʘʥʠʝ), ʘʣʛʦʨʠʪʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (MD5 ʠʣʠ SHA), ʧʘʨʦʣʴ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʧʘʨʦʣʴ ʰʠʬʨʦʚʘʥʠʷ (ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ DES) ʠ ʧʘʨʦʣʴ 
ʰʠʬʨʦʚʘʥʠʷ. 

1.4. ʂʦʥʬʠʛʫʨʘʮʠʷ 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

ʅʘʩʪʨʦʡʢʘ ʦʩʥʦʚʥʳʭ 
ʬʫʥʢʮʠʡ SNMP 

(ʆʙʷʟʘʪʝʣʴʥʳʡ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ 
ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʜʦʩʪʫʧʘ ʢ ʘʛʝʥʪʫ ʯʝʨʝʟ NMS 

enable service snmp-agent ɺʢʣʶʯʘʝʪ ʬʫʥʢʮʠʶ ʘʛʝʥʪʘ 

snmp-server community ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʠʤʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʨʘʟʨʝʰʝʥʠʝ 
ʥʘ ʜʦʩʪʫʧ 

snmp-server user ʅʘʩʪʨʘʠʚʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷ 
SNMP 

snmp-server view ʅʘʩʪʨʘʠʚʘʝʪ SNMP View 

snmp-server group ʅʘʩʪʨʘʠʚʘʝʪ ʛʨʫʧʧʫ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ SNMP 

snmp-server authentication ʅʘʩʪʨʘʠʚʘʝʪ ʬʫʥʢʮʠʶ ʟʘʱʠʪʳ ʠ 
ʦʙʥʘʨʫʞʝʥʠʷ ʘʪʘʢ SNMP 

snmp-server enable secret-
dictionary-check 

ʅʘʩʪʨʘʠʚʘʝʪ ʧʨʦʚʝʨʢʫ ʩʣʦʚʘʨʷ 
ʧʘʨʦʣʝʡ ʜʣʷ ʩʦʦʙʱʝʩʪʚ ʠ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ  (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʘʛʝʥʪ ʤʦʛ ʘʢʪʠʚʥʦ 
ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʝ trap ʚ NMS 

snmp-server host ʅʘʩʪʨʘʠʚʘʝʪ ʘʜʨʝʩ ʭʦʩʪʘ NMS 

snmp-server enable traps ʇʦʟʚʦʣʷʝʪ ʘʛʝʥʪʫ ʘʢʪʠʚʥʦ 
ʦʪʧʨʘʚʣʷʪʴ trap-ʩʦʦʙʱʝʥʠʷ ʚ 
NMS 
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ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

snmp trap link-status ɺʢʣʶʯʘʝʪ ʬʫʥʢʮʠʶ ʦʪʧʨʘʚʢʠ 
ʩʦʦʙʱʝʥʠʷ Link Trap ʥʘ 
ʠʥʪʝʨʬʝʡʩ 

snmp-server system-shutdown ɺʢʣʶʯʘʝʪ ʬʫʥʢʮʠʶ ʦʪʧʨʘʚʢʠ 
ʩʦʦʙʱʝʥʠʷ trap ʧʝʨʝʟʘʛʨʫʟʢʠ 
ʩʠʩʪʝʤʳ 

snmp-server trap-source ʋʢʘʟʳʚʘʝʪ ʠʩʭʦʜʥʳʡ ʘʜʨʝʩ ʜʣʷ 
ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ trap 

snmp-server trap-format 
private 

ʇʦʟʚʦʣʷʝʪ ʩʦʦʙʱʝʥʠʶ trap 
ʩʦʜʝʨʞʘʪʴ ʟʘʢʨʳʪʳʝ ʧʦʣʷ ʧʨʠ 
ʦʪʧʨʘʚʢʝ ʩʦʦʙʱʝʥʠʷ 

ʕʢʨʘʥʠʨʦʚʘʥʠʝ 
ʬʫʥʢʮʠʠ ʘʛʝʥʪʘ 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʱʠʪʳ ʬʫʥʢʮʠʠ ʘʛʝʥʪʘ, ʢʦʛʜʘ 
ʩʣʫʞʙʘ ʘʛʝʥʪʘ ʥʝ ʪʨʝʙʫʝʪʩʷ 

no snmp-server ɿʘʢʨʳʚʘʝʪ ʬʫʥʢʮʠʶ ʘʛʝʥʪʘ 

ʅʘʩʪʨʦʡʢʘ 
ʧʘʨʘʤʝʪʨʦʚ 
ʫʧʨʘʚʣʝʥʠʷ SNMP 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠʣʠ ʠʟʤʝʥʝʥʠʷ 
ʧʘʨʘʤʝʪʨʦʚ ʫʧʨʘʚʣʝʥʠʷ SNMP 

snmp-server contact ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʨʝʞʠʤ ʢʦʥʪʘʢʪʘ 
ʫʩʪʨʦʡʩʪʚʘ 

snmp-server location ʋʩʪʘʥʘʚʣʠʚʘʝʪ 
ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ 

snmp-server chassis-id ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʩʝʨʠʡʥʳʡ ʥʦʤʝʨ 
ʫʩʪʨʦʡʩʪʚʘ 

snmp-server net-id ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʠʥʬʦʨʤʘʮʠʶ NE 
ʦʙ ʫʩʪʨʦʡʩʪʚʝ 

snmp-server packetsize ʀʟʤʝʥʷʝʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ 
ʧʘʢʝʪʘ 

snmp-server udp-port ʀʟʤʝʥʷʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ 
UDP ʩʣʫʞʙʳ SNMP 

snmp-server queue-length ʀʟʤʝʥʷʝʪ ʜʣʠʥʫ ʦʯʝʨʝʜʠ 
ʩʦʦʙʱʝʥʠʡ trap 
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ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

ʅʘʩʪʨʦʡʢʘ 
ʧʘʨʘʤʝʪʨʦʚ 
ʫʧʨʘʚʣʝʥʠʷ SNMP 

snmp-server trap-timeout ʀʟʤʝʥʷʝʪ ʠʥʪʝʨʚʘʣ ʦʪʧʨʘʚʢʠ 
trap-ʩʦʦʙʱʝʥʠʷ 

1.4.1. ʅʘʩʪʨʦʡʢʘ ʦʩʥʦʚʥʳʭ ʬʫʥʢʮʠʡ SNMP 

1.4.1.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʘʟʨʝʰʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʜʦʩʪʫʧ ʢ ʘʛʝʥʪʫ ʯʝʨʝʟ NMS. 

1.4.1.2. ʇʨʠʤʝʯʘʥʠʷ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʥʘ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚʘʭ ʥʝ ʟʘʜʘʥʦ ʠʤʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʠ SNMPv1 ʠʣʠ 
SNMPv2C ʥʝʣʴʟʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʜʦʩʪʫʧʘ ʢ MIB ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ. ʂʦʛʜʘ ʟʘʜʘʥʦ ʠʤʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʝʩʣʠ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʜʦʩʪʫʧ ʥʝ ʫʢʘʟʘʥʦ, ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʜʦʩʪʫʧ ʧʦ 
ʫʤʦʣʯʘʥʠʶ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʪʦʣʴʢʦ ʜʣʷ ʯʪʝʥʠʷ. 

1.4.1.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʢʘ SNMP View 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ SNMP View ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʤʦʜʝʣʠ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ ʥʘ ʦʩʥʦʚʝ View (VACM). 

ʅʘʩʪʨʦʡʢʘ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ SNMP 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ VACM ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʛʨʫʧʧʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ SNMP. 

ʅʘʩʪʨʦʡʢʘ ʠʤʝʥʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʧʨʘʚ ʜʦʩʪʫʧʘ 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʀʤʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʦʣʞʥʦ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʦ ʥʘ ʘʛʝʥʪʝ, ʝʩʣʠ SNMPv1 ʠ 
SNMPv2C ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ. 

ʅʘʩʪʨʦʡʢʘ ʧʦʣʴʟʦʚʘʪʝʣʷ SNMP 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʇʦʣʴʟʦʚʘʪʝʣʴ ʜʦʣʞʝʥ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ, ʢʦʛʜʘ SNMPv3 ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 
ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ. 

ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ ʘʛʝʥʪʘ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʫʥʢʮʠʷ ʘʛʝʥʪʘ ʚʢʣʶʯʝʥʘ. ʂʦʛʜʘ ʬʫʥʢʮʠʶ ʘʛʝʥʪʘ ʥʝʦʙʭʦʜʠʤʦ 
ʩʥʦʚʘ ʚʢʣʶʯʠʪʴ ʧʦʩʣʝ ʝʝ ʦʪʢʣʶʯʝʥʠʷ, ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʫ ʢʦʤʘʥʜʫ. 

1.4.1.4. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʬʫʥʢʮʠʶ SNMP ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ. 
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1.4.1.5. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʅʘʩʪʨʦʡʢʘ SNMP View 

ʂʦʤʘʥʜʘ snmp-server view view-name oid-tree { include | exclude } 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

view-name: ʠʤʷ View 

oid-tree: ʦʙʲʝʢʪʳ MIB, ʩʚʷʟʘʥʥʳʝ ʩ View, ʢʦʪʦʨʳʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʚʠʜʝ 
ʧʦʜʜʝʨʝʚʘ MIB. 

include: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʦʜʜʝʨʝʚʦ ʦʙʲʝʢʪʦʚ MIB ʚʢʣʶʯʝʥʦ ʚʦ View. 

exclude: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʦʜʜʝʨʝʚʦ ʦʙʲʝʢʪʦʚ MIB ʥʝ ʚʢʣʶʯʝʥʦ ʚʦ View 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʋʢʘʞʠʪʝ ʠʤʷ View ʠ ʠʩʧʦʣʴʟʫʡʪʝ ʝʛʦ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʥʘ ʦʩʥʦʚʝ View 

ʅʘʩʪʨʦʡʢʘ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ SNMP 

ʂʦʤʘʥʜʘ snmp-server group groupname { v1 | v2c | v3 { auth | noauth | priv } } [ 
read readview ] [ write writeview ] [ access { ipv6 ipv6-aclname | aclnum | 
aclname } ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

v1| v2c |v3: ʫʢʘʟʳʚʘʝʪ ʚʝʨʩʠʶ SNMP. 

auth: ʩʦʦʙʱʝʥʠʷ, ʦʪʧʨʘʚʣʝʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʚ ʛʨʫʧʧʝ, ʜʦʣʞʥʳ 

ʙʳʪʴ ʧʨʦʚʝʨʝʥʳ, ʥʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʜʘʥʥʳʭ ʥʝ ʪʨʝʙʫʝʪʩʷ. ʕʪʘ 
ʢʦʥʬʠʛʫʨʘʮʠʷ ʜʝʡʩʪʚʠʪʝʣʴʥʘ ʪʦʣʴʢʦ ʜʣʷ SNMPv3. 

noauth: ʩʦʦʙʱʝʥʠʷ, ʦʪʧʨʘʚʣʷʝʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʚ ʛʨʫʧʧʝ, ʥʝ 

ʪʨʝʙʫʶʪ ʧʨʦʚʝʨʢʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ. ʕʪʘ ʢʦʥʬʠʛʫʨʘʮʠʷ 
ʜʝʡʩʪʚʠʪʝʣʴʥʘ ʪʦʣʴʢʦ ʜʣʷ SNMPv3. 

priv: ʩʦʦʙʱʝʥʠʷ, ʦʪʧʨʘʚʣʷʝʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʚ ʛʨʫʧʧʝ, ʥʫʞʜʘʶʪʩʷ 

ʚ ʧʨʦʚʝʨʢʝ ʠ ʦʙʷʟʘʪʝʣʴʥʦʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʝʨʝʜʘʚʘʝʤʳʭ 
ʜʘʥʥʳʭ. ʕʪʘ ʢʦʥʬʠʛʫʨʘʮʠʷ ʜʝʡʩʪʚʠʪʝʣʴʥʘ ʪʦʣʴʢʦ ʜʣʷ SNMPv3. 

readview: ʩʚʷʟʳʚʘʝʪ ʦʜʥʦ View ʩ read-only (ʪʦʣʴʢʦ ʯʪʝʥʠʝ). 

writeview: ʩʚʷʟʳʚʘʝʪ ʦʜʥʦ View ʩ read/write (ʯʪʝʥʠʷ/ʟʘʧʠʩʠ). 

aclnum: ACL-ʥʦʤʝʨ. ʋʢʘʟʘʥʥʳʡ ACL ʩʚʷʟʳʚʘʝʪʩʷ ʠ ʫʢʘʟʳʚʘʝʪʩʷ 

ʜʠʘʧʘʟʦʥ IPv4-ʘʜʨʝʩʦʚ NMS, ʩ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ MIB. 

aclname: ʠʤʷ ACL. ʋʢʘʟʘʥʥʳʡ ACL ʩʚʷʟʳʚʘʝʪʩʷ ʠ ʫʢʘʟʳʚʘʝʪʩʷ 

ʜʠʘʧʘʟʦʥ IPv4-ʘʜʨʝʩʦʚ NMS, ʩ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ MIB. 

ipv6-aclname: ʠʤ ̫ ACL IPv6. ʋʢʘʟʘʥʥʳʡ ACL ʩʚʷʟʳʚʘʝʪʩʷ ʠ 

ʫʢʘʟʳʚʘʝʪʩʷ ʜʠʘʧʘʟʦʥ IPv6-ʘʜʨʝʩʦʚ NMS, ʩ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ 
ʢ MIB 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 
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ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʉʚʷʞʠʪʝ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʛʨʫʧʧʦʡ ʠ ʩʚʷʞʠʪʝ ʛʨʫʧʧʫ ʩ 
View. ʇʦʣʴʟʦʚʘʪʝʣʠ ʚ ʛʨʫʧʧʝ ʠʤʝʶʪ ʦʜʠʥʘʢʦʚʳʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ. ʊʘʢʠʤ 
ʦʙʨʘʟʦʤ, ʚʳ ʤʦʞʝʪʝ ʦʧʨʝʜʝʣʠʪʴ, ʥʘʭʦʜʷʪʩʷ ʣʠ ʫʧʨʘʚʣʷʝʤʳʝ ʦʙʲʝʢʪʳ, 
ʩʚʷʟʘʥʥʳʝ ʩ ʦʧʝʨʘʮʠʝʡ, ʚ ʜʦʧʫʩʪʠʤʦʤ ʜʠʘʧʘʟʦʥʝ View. ɼʦʩʪʫʧ 
ʚʦʟʤʦʞʝʥ ʪʦʣʴʢʦ ʢ ʫʧʨʘʚʣʷʝʤʳʤ ʦʙʲʝʢʪʘʤ ʚ ʜʠʘʧʘʟʦʥʝ View 

ʅʘʩʪʨʦʡʢʘ ʠʤʝʥʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʧʨʘʚ ʜʦʩʪʫʧʘ 

ʂʦʤʘʥʜʘ snmp-server community [ 0 | 7 ] string [ view view-name ] [ [ ro | rw ] [ 
host ipaddr ] ] [ ipv6 ipv6-aclname] [ aclnum | aclname ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

0: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚʭʦʜʥʘʷ ʩʪʨʦʢʘ ʩʦʦʙʱʝʩʪʚʘ ʷʚʣʷʝʪʩʷ ʩʪʨʦʢʦʡ 
ʦʪʢʨʳʪʦʛʦ ʪʝʢʩʪʘ. 

7: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚʭʦʜʥʘʷ ʩʪʨʦʢʘ ʩʦʦʙʱʝʩʪʚʘ ʷʚʣʷʝʪʩʷ ʩʪʨʦʢʦʡ 
ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ. 

string: ʩʪʨʦʢʘ ʩʦʦʙʱʝʩʪʚʘ, ʵʢʚʠʚʘʣʝʥʪʥʘʷ ʧʘʨʦʣʶ ʩʚʷʟʠ ʤʝʞʜʫ NMS ʠ 

ʘʛʝʥʪʦʤ SNMP. 

view-name: ʫʢʘʟʳʚʘʝʪ ʠʤʷ View ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʥʘ ʦʩʥʦʚʝ View. 

ro: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ NMS ʤʦʞʝʪ ʪʦʣʴʢʦ ʯʠʪʘʪʴ ʧʝʨʝʤʝʥʥʳʝ MIB. 

rw: NMS ʤʦʞʝʪ ʯʠʪʘʪʴ ʠ ʟʘʧʠʩʳʚʘʪʴ ʧʝʨʝʤʝʥʥʳʝ MIB. 

aclnum: ʥʦʤʝʨ ACL. ʋʢʘʟʘʥʥʳʡ ACL ʩʚʷʟʳʚʘʝʪʩʷ ʠ ʫʢʘʟʳʚʘʝʪʩʷ 

ʜʠʘʧʘʟʦʥ IPv4-ʘʜʨʝʩʦʚ NMS, ʩ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ MIB. 

aclname: ʠʤʷ ACL. ʋʢʘʟʘʥʥʳʡ ACL ʩʚʷʟʳʚʘʝʪʩʷ ʠ ʫʢʘʟʳʚʘʝʪʩʷ 

ʜʠʘʧʘʟʦʥ IPv4-ʘʜʨʝʩʦʚ NMS, ʩ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ MIB. 

ipv6-aclname: ʠʤʷ ACL. ʋʢʘʟʘʥʥʳʡ ACL ʩʚʷʟʳʚʘʝʪʩʷ ʠ ʫʢʘʟʳʚʘʝʪʩʷ 

ʜʠʘʧʘʟʦʥ IPv6-ʘʜʨʝʩʦʚ NMS, ʩ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ MIB 

ipaddr: ʩʚʷʟʳʚʘʝʪ ʘʜʨʝʩʘ NMS ʠ ʫʢʘʟʳʚʘʝʪ ʘʜʨʝʩʘ NMS ʜʣʷ ʜʦʩʪʫʧʘ ʢ 
MIB 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʕʪʘ ʢʦʤʘʥʜʘ ʷʚʣʷʝʪʩʷ ʧʝʨʚʦʡ ʚʘʞʥʦʡ ʢʦʤʘʥʜʦʡ ʜʣʷ ʚʢʣʶʯʝʥʠʷ 
ʬʫʥʢʮʠʠ ʘʛʝʥʪʘ SNMP. ʆʥ ʦʧʨʝʜʝʣʷʝʪ ʘʪʨʠʙʫʪʳ ʩʦʦʙʱʝʩʪʚʘ ʠ ʦʙʣʘʩʪʴ 
NMS, ʚ ʢʦʪʦʨʦʡ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ MIB. 

ʏʪʦʙʳ ʦʪʢʣʶʯʠʪʴ ʬʫʥʢʮʠʶ ʘʛʝʥʪʘ SNMP, ʟʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ no snmp-
server 

ʅʘʩʪʨʦʡʢʘ ʧʦʣʴʟʦʚʘʪʝʣʷ SNMP 

ʂʦʤʘʥʜʘ snmp-server user username groupname { v1 | v2c | v3 [ encrypted ] [ 
auth { md5 | sha } auth-password ] [ priv des56 priv-password ] } [ access 
{ ipv6 ipv6-aclname | aclnum | aclname } ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

username: ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

groupname: ʫʢʘʟʳʚʘʝʪ ʠʤʷ ʛʨʫʧʧʳ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. 
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v1 | v2c | v3: ʫʢʘʟʳʚʘʝʪ ʚʝʨʩʠʶ SNMP. ʊʦʣʴʢʦ SNMPv3 ʧʦʜʜʝʨʞʠʚʘʝʪ 

ʙʦʣʝʝ ʧʦʟʜʥʠʝ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

encrypted: ʫʢʘʟʘʥʥʳʡ ʨʝʞʠʤ ʚʚʦʜʘ ʧʘʨʦʣʷ - ʚʚʦʜ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ 
ʪʝʢʩʪʘ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʜʣʷ ʚʚʦʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʦʪʢʨʳʪʳʡ ʪʝʢʩʪ. 
ɽʩʣʠ ʚʳʙʨʘʥ ʚʚʦʜ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ, ʚʚʝʜʠʪʝ ʢʣʶʯ, ʩʦʩʪʦʷʱʠʡ 
ʠʟ ʥʝʧʨʝʨʳʚʥʳʭ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʳʭ ʮʠʬʨ. ʂʣʶʯ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʧʨʦʪʦʢʦʣʘ MD5 ʩʦʩʪʦʠʪ ʠʟ 16 ʙʘʡʪʦʚ, ʘ ʢʣʶʯ ʧʨʦʪʦʢʦʣʘ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ SHA ʩʦʩʪʦʠʪ ʠʟ 20 ʙʘʡʪʦʚ. ɼʚʘ ʩʠʤʚʦʣʘ ʦʙʦʟʥʘʯʘʶʪ 
ʦʜʠʥ ʙʘʡʪ. ɿʘʰʠʬʨʦʚʘʥʥʳʝ ʢʣʶʯʠ ʜʝʡʩʪʚʠʪʝʣʴʥʳ ʪʦʣʴʢʦ ʜʣʷ ʵʪʦʛʦ 
ʤʝʭʘʥʠʟʤʘ. 

auth: ʫʢʘʟʳʚʘʝʪ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʣʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. 

md5: ʫʢʘʟʳʚʘʝʪ ʧʨʦʪʦʢʦʣ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ MD5. 

sha: ʫʢʘʟʳʚʘʝʪ ʧʨʦʪʦʢʦʣ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ SHA. 

auth-password: ʥʘʩʪʨʘʠʚʘʝʪ ʩʪʨʦʢʫ ʧʘʨʦʣʷ (ʥʝ ʙʦʣʝʝ 32 ʩʠʤʚʦʣʦʚ), 
ʠʩʧʦʣʴʟʫʝʤʫʶ ʧʨʦʪʦʢʦʣʦʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʉʠʩʪʝʤʘ ʧʨʝʦʙʨʘʟʫʝʪ 
ʧʘʨʦʣʠ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʢʣʶʯʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

priv: ʫʢʘʟʳʚʘʝʪ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʣʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ. 

des56: ʫʢʘʟʳʚʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 56-ʙʠʪʥʦʛʦ ʧʨʦʪʦʢʦʣʘ ʰʠʬʨʦʚʘʥʠʷ 

DES. 

priv-password: ʥʘʩʪʨʘʠʚʘʝʪ ʩʪʨʦʢʫ ʧʘʨʦʣʷ (ʥʝ ʙʦʣʝʝ 32 ʩʠʤʚʦʣʦʚ), 

ʠʩʧʦʣʴʟʫʝʤʫʶ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ. ʉʠʩʪʝʤʘ ʧʨʝʦʙʨʘʟʫʝʪ ʧʘʨʦʣʴ ʚ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʢʣʶʯ ʰʠʬʨʦʚʘʥʠʷ. 

aclnum: ʥʦʤʝʨ ACL. ʋʢʘʟʘʥʥʳʡ ACL ʩʚʷʟʳʚʘʝʪʩʷ ʠ ʫʢʘʟʳʚʘʝʪʩʷ 

ʜʠʘʧʘʟʦʥ IPv4-ʘʜʨʝʩʦʚ NMS, ʩ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ MIB. 

aclname: ʠʤʷ ACL. ʋʢʘʟʘʥʥʳʡ ACL ʩʚʷʟʳʚʘʝʪʩʷ ʠ ʫʢʘʟʳʚʘʝʪʩʷ 
ʜʠʘʧʘʟʦʥ IPv4-ʘʜʨʝʩʦʚ NMS, ʩ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ MIB. 

ipv6-aclname: ʠʤ ̫ ACL IPv6. ʋʢʘʟʘʥʥʳʡ ACL ʩʚʷʟʳʚʘʝʪʩʷ ʠ 

ʫʢʘʟʳʚʘʝʪʩʷ ʜʠʘʧʘʟʦʥ IPv6-ʘʜʨʝʩʦʚ NMS, ʩ ʢʦʪʦʨʳʭ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ 
ʢ MIB 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʅʘʩʪʨʦʡʪʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʣʴʟʦʚʘʪʝʣʝ, ʯʪʦʙʳ NMS ʤʦʛʣʘ 
ʩʚʷʟʳʚʘʪʴʩʷ ʩ ʘʛʝʥʪʦʤ, ʠʩʧʦʣʴʟʫʷ ʜʦʧʫʩʪʠʤʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɼʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ SNMPv3 ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ, 
ʘʣʛʦʨʠʪʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (MD5 ʠʣʠ SHA), ʧʘʨʦʣʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, 
ʘʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ (ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ DES) ʠ 
ʧʘʨʦʣʴ ʰʠʬʨʦʚʘʥʠʷ 

ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ ʘʛʝʥʪʘ 

ʂʦʤʘʥʜʘ enable service snmp-agent 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ 
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ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʕʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ ʘʛʝʥʪʘ SNMP 
ʫʩʪʨʦʡʩʪʚʘ 

ʆʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ SNMP 

ʂʦʤʘʥʜʘ show snmp [ mib | user | view | group| host | process-mib-time ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

mib: ʦʪʦʙʨʘʞʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ SNMP MIB, ʧʦʜʜʝʨʞʠʚʘʝʤʦʤ ʚ 
ʩʠʩʪʝʤʝ. 

user: ʦʪʦʙʨʘʞʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʣʴʟʦʚʘʪʝʣʝ SNMP. 

view: ʦʪʦʙʨʘʞʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ SNMP View. 

group: ʦʪʦʙʨʘʞʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʛʨʫʧʧʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ SNMP. 

host: ʦʪʦʙʨʘʞʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

process-mib-time: ʦʪʦʙʨʘʞʘʝʪ ʫʟʝʣ MIB ʩ ʥʘʠʙʦʣʴʰʠʤ ʚʨʝʤʝʥʝʤ 

ʦʙʨʘʙʦʪʢʠ 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ 

ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ ʅʘʩʪʨʦʡʢʘ SNMP v1/2c 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 1-5. 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

¶ NMS ʧʦʜʢʣʶʯʘʝʪʩʷ ʢ ʘʛʝʥʪʫ ʯʝʨʝʟ Ethernet. IP-ʘʜʨʝʩ ʘʛʝʥʪʘ ð 
192.168.3.1/24, ʘ IP-ʘʜʨʝʩ NMS ð 192.168.3.2/24. 

¶ NMS ʦʪʩʣʝʞʠʚʘʝʪ ʠ ʫʧʨʘʚʣʷʝʪ ʘʛʝʥʪʦʤ ʯʝʨʝʟ SNMP v1 ʠʣʠ SNMP 
v2c 

¶ ʂʦʛʜʘ ʘʛʝʥʪ ʥʝʠʩʧʨʘʚʝʥ ʠʣʠ ʚʦʟʥʠʢʘʝʪ ʦʰʠʙʢʘ, ʘʛʝʥʪ ʤʦʞʝʪ ʘʢʪʠʚʥʦ 
ʩʦʦʙʱʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ NMS 

¶ ʅʘʩʪʨʦʡʪʝ ʙʘʟʦʚʫʶ ʠʥʬʦʨʤʘʮʠʶ SNMP, ʚʢʣʶʯʘʷ ʚʝʨʩʠʶ ʠ ʠʤʷ 
ʩʦʦʙʱʝʩʪʚʘ. 

¶ ʈʘʟʨʝʰʠʪʴ NMS (192.168.3.2/24) ʦʪʧʨʘʚʣʷʪʴ Trap-ʩʦʦʙʱʝʥʠʷ. 

¶ ʅʘʩʪʨʦʡʪʝ IP-ʘʜʨʝʩ ʘʛʝʥʪʘ ʠ ʫʩʪʘʥʦʚʠʪʝ IP-ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ Gi0/1 
ʥʘ 192.168.3.1/24 
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ɸʛʝʥʪ QTECH(config)#snmp- server community public rw  

QTECH(config)#snmp - server host 192.168.3.2 traps version 2c public 

QTECH(config)#snmp- server enable traps  

QTECH(config)#interface gigabitEthernet 0/1 

QTECH(config- if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0 

QTECH(config- if-gigabitEthernet 0/1)#exit  

ʇʨʦʚʝʨʢʘ ¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show running-config, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 
ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp host, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʭʦʩʪʝ, ʥʘʩʪʨʦʝʥʥʫʶ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

NMS ɺ NMS, ʠʩʧʦʣʴʟʫʶʱʝʡ SNMP v1/v2c, ʥʘʩʪʨʦʡʪʝ ʠʤʷ ʩʦʦʙʱʝʩʪʚʘ 
ʯʪʝʥʠʷ/ʟʘʧʠʩʠ, ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʠ ʚʨʝʤʷ ʧʦʚʪʦʨʘ. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ 
NMS ʜʣʷ ʟʘʧʨʦʩʘ ʠ ʥʘʩʪʨʦʡʢʠ ʫʩʪʨʦʡʩʪʚʘ. 

ʇʈʀʄɽʏɸʅʀɽ: ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ NMS ʜʦʣʞʥʳ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ 

ʢʦʥʬʠʛʫʨʘʮʠʷʤ ʥʘ ʫʩʪʨʦʡʩʪʚʝ; ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 
ʦʧʝʨʘʮʠʠ ʥʝ ʤʦʛʫʪ ʙʳʪʴ ʚʳʧʦʣʥʝʥʳ 

ʅʘʩʪʨʦʡʢʘ SNMP v3 (View ʧʦ ʫʤʦʣʯʘʥʠʶ) 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 1-6. 

 ¶ NMS ʫʧʨʘʚʣʷʝʪ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ (ʘʛʝʥʪʘʤʠ) ʥʘ ʦʩʥʦʚʝ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʨʝʞʠʤʘ ʰʠʬʨʦʚʘʥʠʷ, ʥʘʧʨʠʤʝʨ, 
NMS ʠʩʧʦʣʴʟʫʝʪ user1 ʚ ʢʘʯʝʩʪʚʝ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, MD5 ʚ 
ʢʘʯʝʩʪʚʝ ʨʝʞʠʤʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, 123 ʚ ʢʘʯʝʩʪʚʝ ʧʘʨʦʣʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, DES56 ʚ ʢʘʯʝʩʪʚʝ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ ʠ 321 ʚ 
ʢʘʯʝʩʪʚʝ ʧʘʨʦʣʴ ʰʠʬʨʦʚʘʥʠʷ. 

¶ ɺʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʫʟʣʘʤ MIB. (çʯʪʝʥʠʝ ʧʦ 
ʫʤʦʣʯʘʥʠʶ, ʟʘʧʠʩʴ ʧʦ ʫʤʦʣʯʘʥʠʶè ("read default write default") 
ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʫʟʣʘʤ MIB ʚʦʟʤʦʞʝʥ. 

¶ ʉʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ ʤʦʛʫʪ ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ ʚ NMS 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

¶ ʅʘʩʪʨʦʡʪʝ ʛʨʫʧʧʫ MIB. ʉʦʟʜʘʡʪʝ ʛʨʫʧʧʫ çg1è, ʚʳʙʝʨʠʪʝ ʚʝʨʩʠʶ 
çv3è, ʫʩʪʘʥʦʚʠʪʝ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʨʝʞʠʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
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ʠ ʰʠʬʨʦʚʘʥʠʷ çprivè, ʘ ʪʘʢʞʝ ʥʘʩʪʨʦʡʪʝ ʨʘʟʨʝʰʝʥʠʷ ʥʘ ʯʪʝʥʠʝ ʠ 
ʟʘʧʠʩʴ View çʧʦ ʫʤʦʣʯʘʥʠʶè. çʇʦ ʫʤʦʣʯʘʥʠʶè ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚʩʝ 
ʫʟʣʳ MIB ʤʦʛʫʪ ʙʳʪʴ ʜʦʩʪʫʧʥʳ. 

¶ ʅʘʩʪʨʦʡʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ SNMP. ʉʦʟʜʘʡʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʠʤʝʥʝʤ 
çuser1è ʚ ʛʨʫʧʧʝ çg1è, ʚʳʙʝʨʠʪʝ çv3è ʚ ʢʘʯʝʩʪʚʝ ʚʝʨʩʠʠ ʠ 
ʫʩʪʘʥʦʚʠʪʝ ʨʝʞʠʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ çmd5è, ʧʘʨʦʣʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ç123è, ʨʝʞʠʤ ʰʠʬʨʦʚʘʥʠʷ çDES56è ʠ ʧʘʨʦʣʴ ʰʠʬʨʦʚʘʥʠʷ ç321è. 

¶ ʅʘʩʪʨʦʡʪʝ ʘʜʨʝʩ ʫʟʣʘ SNMP. ʋʩʪʘʥʦʚʠʪʝ ʘʜʨʝʩ ʭʦʩʪʘ ʥʘ 
192.168.3.2, ʚʳʙʝʨʠʪʝ ç3è ʚ ʢʘʯʝʩʪʚʝ ʚʝʨʩʠʠ, ʫʩʪʘʥʦʚʠʪʝ ʫʨʦʚʝʥʴ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʨʝʞʠʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ çprivè ʠ 
ʩʚʷʞʠʪʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ çuser1è. ʈʘʟʨʝʰʠʪʝ ʘʛʝʥʪʫ ʘʢʪʠʚʥʦ 
ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʷ trap ʚ NMS. 

¶ ʅʘʩʪʨʦʡʪʝ IP-ʘʜʨʝʩ ʘʛʝʥʪʘ. ʋʩʪʘʥʦʚʠʪʝ ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ Gi0/1 ʥʘ 
192.168.3.1/24 

ɸʛʝʥʪ QTECH(config)#snmp- server group g1 v3 priv read default write default  

QTECH(config)#snmp- server user user1 g1 v3 auth md5 123 priv des56 321 

QTECH(config)#snmp- server host 192.168.3.2 traps version 3 priv user1 

QTECH(config)#snmp- server enable traps  

QTECH(config)#interface gigabitEthernet 0/1 

QTECH(config- if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0 

QTECH(config- if-gigabitEthernet 0/1)#exit  

ʇʨʦʚʝʨʢʘ ¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show running-config, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 
ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp user, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 

ʧʦʣʴʟʦʚʘʪʝʣʷ SNMP. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp view, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ SNMP View. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp group, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʛʨʫʧʧʫ 

SNMP. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp host, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʭʦʩʪʝ, ʥʘʩʪʨʦʝʥʥʫʶ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. 

¶ ʋʩʪʘʥʦʚʠʪʝ MIB-ʙʨʘʫʟʝʨ 

NMS SNMP v3 ʠʩʧʦʣʴʟʫʝʪ ʤʝʭʘʥʠʟʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ 
ʰʠʬʨʦʚʘʥʠʷ. ɺ NMS ʥʘʩʪʨʦʡʪʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʚʳʙʝʨʠʪʝ ʫʨʦʚʝʥʴ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʳʙʨʘʥʥʦʛʦ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʥʘʩʪʨʦʡʪʝ ʨʝʞʠʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʧʘʨʦʣʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʨʝʞʠʤ 
ʰʠʬʨʦʚʘʥʠʷ ʠ ʧʘʨʦʣʴ ʰʠʬʨʦʚʘʥʠʷ. ʂʨʦʤʝ ʪʦʛʦ, ʥʘʩʪʨʦʡʪʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ 
ʠ ʚʨʝʤʷ ʧʦʚʪʦʨʘ. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ NMS ʜʣʷ ʟʘʧʨʦʩʘ ʠ ʥʘʩʪʨʦʡʢʠ 
ʫʩʪʨʦʡʩʪʚʘ. ʇʦʜʨʦʙʥʝʝ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʤ. ʈʠʩʫʥʦʢ 1-7. 

ʇʈʀʄɽʏɸʅʀɽ: ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ NMS ʜʦʣʞʥʳ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ 

ʢʦʥʬʠʛʫʨʘʮʠʷʤ ʥʘ ʫʩʪʨʦʡʩʪʚʝ; ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 
ʦʧʝʨʘʮʠʠ ʥʝ ʤʦʛʫʪ ʙʳʪʴ ʚʳʧʦʣʥʝʥʳ 
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ʅʘʩʪʨʦʡʢʘ ʢʦʥʬʠʛʫʨʘʮʠʠ SNMPv3 (ʫʢʘʟʘʥʥʳʡ ʚʠʜ) 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 1-7. 

 ¶ NMS ʫʧʨʘʚʣʷʝʪ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ (ʘʛʝʥʪʘʤʠ) ʥʘ ʦʩʥʦʚʝ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʨʝʞʠʤʘ ʰʠʬʨʦʚʘʥʠʷ, ʥʘʧʨʠʤʝʨ, 
NMS ʠʩʧʦʣʴʟʫʝʪ user1 ʚ ʢʘʯʝʩʪʚʝ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, MD5 ʚ 
ʢʘʯʝʩʪʚʝ ʨʝʞʠʤʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, 123 ʚ ʢʘʯʝʩʪʚʝ ʧʘʨʦʣʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, DES56 ʚ ʢʘʯʝʩʪʚʝ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ ʠ 321 ʚ 
ʢʘʯʝʩʪʚʝ ʧʘʨʦʣʴ ʰʠʬʨʦʚʘʥʠʷ. 

¶ ʉʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ ʤʦʛʫʪ ʫʧʨʘʚʣʷʪʴ ʨʘʟʨʝʰʝʥʠʷʤʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 
ʥʘ ʜʦʩʪʫʧ ʢ ʦʙʲʝʢʪʘʤ MIB. ʅʘʧʨʠʤʝʨ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʩ ʠʤʝʥʝʤ user1 
ʤʦʞʝʪ ʯʠʪʘʪʴ ʦʙʲʝʢʪʳ MIB ʚ ʩʠʩʪʝʤʥʦʤ ʫʟʣʝ (1.3.6.1.2.1.1) ʠ ʤʦʞʝʪ 
ʟʘʧʠʩʳʚʘʪʴ ʦʙʲʝʢʪʳ MIB ʪʦʣʴʢʦ ʚ ʫʟʣʝ SysContact (1.3.6.1.2.1.1.4.0). 

¶ ʉʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ ʤʦʛʫʪ ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ ʚ NMS 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

¶ ʅʘʩʪʨʦʡʪʝ MIB View ʠ ʛʨʫʧʧʫ MIB. ʉʦʟʜʘʡʪʝ MIB View çview1è, 
ʢʦʪʦʨʦʝ ʚʢʣʶʯʘʝʪ ʩʚʷʟʘʥʥʳʡ ʦʙʲʝʢʪ MIB (1.3.6.1.2.1.1); ʟʘʪʝʤ 
ʩʦʟʜʘʡʪʝ MIB View çview2è, ʢʦʪʦʨʦʝ ʚʢʣʶʯʘʝʪ ʩʚʷʟʘʥʥʳʡ ʦʙʲʝʢʪ 
MIB (1.3.6.1.2.1.1.4.0). ʉʦʟʜʘʡʪʝ ʛʨʫʧʧʫ çg1è, ʚʳʙʝʨʠʪʝ ʚʝʨʩʠʶ 
çv3è, ʫʩʪʘʥʦʚʠʪʝ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʨʝʞʠʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʠ ʰʠʬʨʦʚʘʥʠʷ çprivè ʠ ʥʘʩʪʨʦʡʪʝ ʨʘʟʨʝʰʝʥʠʷ ʥʘ ʯʪʝʥʠʝ View 
çview1è ʠ ʟʘʧʠʩʴ View çview2è. 

¶ ʅʘʩʪʨʦʡʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ SNMP. ʉʦʟʜʘʡʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʠʤʝʥʝʤ 
çuser1è ʚ ʛʨʫʧʧʝ çg1è, ʚʳʙʝʨʠʪʝ çv3è ʚ ʢʘʯʝʩʪʚʝ ʚʝʨʩʠʠ ʠ 
ʫʩʪʘʥʦʚʠʪʝ ʨʝʞʠʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ çmd5è, ʧʘʨʦʣʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ç123è, ʨʝʞʠʤ ʰʠʬʨʦʚʘʥʠʷ çDES56è ʠ ʧʘʨʦʣʴ ʰʠʬʨʦʚʘʥʠʷ ç321è. 

¶ ʅʘʩʪʨʦʡʪʝ ʘʜʨʝʩ ʫʟʣʘ SNMP. ʋʩʪʘʥʦʚʠʪʝ ʘʜʨʝʩ ʭʦʩʪʘ ʥʘ 
192.168.3.2, ʚʳʙʝʨʠʪʝ ç3è ʚ ʢʘʯʝʩʪʚʝ ʚʝʨʩʠʠ, ʫʩʪʘʥʦʚʠʪʝ ʫʨʦʚʝʥʴ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʨʝʞʠʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʰʠʬʨʦʚʘʥʠʷ çprivè ʠ 
ʩʚʷʞʠʪʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ çuser1è. ʈʘʟʨʝʰʠʪʝ ʘʛʝʥʪʫ ʘʢʪʠʚʥʦ 
ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʝ trap ʚ NMS. 

¶ ʋʩʪʘʥʦʚʠʪʝ IP-ʘʜʨʝʩ ʘʛʝʥʪʘ. ʋʩʪʘʥʦʚʠʪʝ ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ Gi0/1 ʥʘ 
192.168.3.1/24 

ɸʛʝʥʪ QTECH(config)#snmp- server view view 1 1.3.6.1.2.1.1 include 

QTECH(config)#snmp- server view view2 1.3.6.1.2.1.1.4.0 include 

QTECH(config)#snmp- server group g1 v3 priv read view1 write view2 
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QTECH(config)#snmp- server user user1 g1 v3 auth md5 123 priv des56 321 

QTECH(config)#snmp- server host 192.168.3.2 traps version 3 priv user1 

QTECH(config)#snmp- server enable traps  

QTECH(config)#interface gigabitEthernet 0/1 

QTECH(config- if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0 

QTECH(config- if-gigabitEthernet 0/1)#exit  

ʇʨʦʚʝʨʢʘ 1. ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show running-config, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 
ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ. 

2. ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp user, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ 

SNMP. 

3. ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp view, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ SNMP View. 

4. ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp group, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʛʨʫʧʧʫ SNMP. 

5. ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp host, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ 
ʭʦʩʪʝ, ʥʘʩʪʨʦʝʥʥʫʶ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. 

6. ʋʩʪʘʥʦʚʠʪʝ MIB-ʙʨʘʫʟʝʨ 

ɸʛʝʥʪ QTECH# show running- config 

! 

interface gigabitEthernet 0/1  

no ip proxy- arp 

ip address 192.168.3.1 255.255.255.0 

! 

snmp- server view view1 1.3.6.1.2.1.1 include 

snmp- server view view2 1.3.6.1.2.1.1.4.0 include 

snmp- server user user1 g1 v3 encrypted auth md5 

7EBD6A1287D3548E4E52CF8349CBC93D priv des56 

D5CEC4884360373ABBF30AB170E42D03 

snmp- server group g1 v3 priv read view1 write view2 

snmp- server host 192.168.3.2 traps version 3 priv user1 

snmp- server enable traps  

QTECH# show snmp user 

User name: user1 

Engine ID: 800013110300d0f8221120 

storage- type: permanent active 

Security level: auth pri v 

Auth protocol: MD5 

Priv protocol: DES 
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Group-name: g1 

QTECH#show snmp view 

view1(include) 1.3.6.1.2.1.1 

view2(include) 1.3.6.1.2.1.1.4.0 

default(include) 1.3.6.1 

QTECH# show snmp group 

groupname: g1 

securityModel: v3 

securityLevel:authPriv  

readview: view1 

writeview: view2  

notifyview: 

QTECH#show snmp host 

Notification host: 192.168.3.2 

udp- port: 162 

type: trap 

user: user1 

security model: v3 authPriv  

ʋʩʪʘʥʦʚʠʪʝ MIB-ʙʨʘʫʟʝʨ, ʚʚʝʜʠʪʝ IP-ʘʜʨʝʩ 192.168.3.1 ʚ IP Address ʠ user1 
ʚ ʧʦʣʝ UserName, ʚʳʙʝʨʠʪʝ AuthPriv ʜʣʷ Security Level, ʚʚʝʜʠʪʝ 123 ʚ 
AuthPassWord, ʚʳʙʝʨʠʪʝ MD5 ʜʣʷ AuthProtocol ʠ ʚʚʝʜʠʪʝ 321 ʚ 
PrivPassWord. ʅʘʞʤʠʪʝ çAdd Itemè ʠ ʚʳʙʝʨʠʪʝ ʝʜʠʥʠʮʫ ʫʧʨʘʚʣʝʥʠʷ, ʜʣʷ 
ʢʦʪʦʨʦʡ ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʨʦʩʠʪʴ MIB, ʥʘʧʨʠʤʝʨ, çSystemè ʥʘ ʩʣʝʜʫʶʱʝʤ 
ʨʠʩʫʥʢʝ. ʅʘʞʤʠʪʝ Start. MIB ʟʘʧʨʘʰʠʚʘʝʪʩʷ ʜʣʷ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ. ɺ 

ʥʠʞʥʝʡ ʧʘʥʝʣʠ ʥʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ ʧʦʢʘʟʘʥʳ ʨʝʟʫʣʴʪʘʪʳ ʟʘʧʨʦʩʘ. 
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1.4.2. ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ Trap 

1.4.2.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʘʟʨʝʰʠʪʝ ʘʛʝʥʪʫ ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʝ trap ʚ NMS. 

1.4.2.2. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʢʘ ʘʜʨʝʩʘ ʫʟʣʘ SNMP 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʅʘʩʪʨʦʡʪʝ ʘʜʨʝʩ ʭʦʩʪʘ NMS, ʢʦʛʜʘ ʦʪ ʘʛʝʥʪʘ ʪʨʝʙʫʝʪʩʷ ʘʢʪʠʚʥʘʷ ʦʪʧʨʘʚʢʘ 
ʩʦʦʙʱʝʥʠʡ. 

ɺʢʣʶʯʝʥʠʝ ʘʛʝʥʪʘ ʜʣʷ ʘʢʪʠʚʥʦʡ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ trap ʚ NMS 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʅʘʩʪʨʦʡʪʝ ʵʪʦʪ ʵʣʝʤʝʥʪ ʥʘ ʘʛʝʥʪʝ, ʢʦʛʜʘ ʦʪ ʘʛʝʥʪʘ ʪʨʝʙʫʝʪʩʷ ʘʢʪʠʚʥʘʷ ʦʪʧʨʘʚʢʘ 
ʩʦʦʙʱʝʥʠʷ trap ʚ NMS. 

ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ Link Trap ʥʘ ʠʥʪʝʨʬʝʡʩʝ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʅʘʩʪʨʦʡʪʝ ʵʪʦʪ ʵʣʝʤʝʥʪ ʚ ʘʛʝʥʪʝ, ʢʦʛʜʘ ʩʦʦʙʱʝʥʠʝ link trap ʥʝʦʙʭʦʜʠʤʦ ʦʪʧʨʘʚʠʪʴ 
ʥʘ ʠʥʪʝʨʬʝʡʩ. 

ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ trap ʦ ʧʝʨʝʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʅʘʩʪʨʦʡʪʝ ʵʪʦʪ ʵʣʝʤʝʥʪ ʥʘ ʘʛʝʥʪʝ, ʢʦʛʜʘ ʦʪ ʩʠʩʪʝʤʳ RGOS ʪʨʝʙʫʝʪʩʷ ʦʪʧʨʘʚʠʪʴ 
ʩʦʦʙʱʝʥʠʝ trap ʚ NMS, ʯʪʦʙʳ ʫʚʝʜʦʤʠʪʴ ʦ ʧʝʨʝʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ ʧʝʨʝʜ 
ʧʝʨʝʟʘʛʨʫʟʢʦʡ ʠʣʠ ʧʝʨʝʟʘʛʨʫʟʢʦʡ ʫʩʪʨʦʡʩʪʚʘ. 

ʋʢʘʟʘʥʠʝ ʠʩʭʦʜʥʦʛʦ ʘʜʨʝʩʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ trap 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 
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¶ ʅʘʩʪʨʦʡʪʝ ʵʪʦʪ ʵʣʝʤʝʥʪ ʥʘ ʘʛʝʥʪʝ, ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʧʦʩʪʦʷʥʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʣʦʢʘʣʴʥʳʡ IP-ʘʜʨʝʩ ʚ ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ ʘʜʨʝʩʘ SNMP ʜʣʷ ʦʙʣʝʛʯʝʥʠʷ 
ʫʧʨʘʚʣʝʥʠʷ. 

ɺʢʣʶʯʝʥʠʝ ʩʦʦʙʱʝʥʠʷ trap ʜʣʷ ʧʝʨʝʥʦʩʘ ʣʠʯʥʳʭ ʧʦʣʝʡ ʧʨʠ ʦʪʧʨʘʚʢʝ 
ʩʦʦʙʱʝʥʠʷ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʅʘʩʪʨʦʡʪʝ ʵʪʦʪ ʵʣʝʤʝʥʪ ʚ ʘʛʝʥʪʝ, ʝʩʣʠ ʚ ʩʦʦʙʱʝʥʠʠ trap ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʜʘʚʘʪʴ 
ʧʨʠʚʘʪʥʳʝ ʧʦʣʷ. 

1.4.2.3. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʩʪʘʪʫʩ SNMP. 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show running-config, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʫʩʪʨʦʡʩʪʚʘ. 

1.4.2.4. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʅʘʩʪʨʦʡʢʘ ʘʜʨʝʩʘ ʭʦʩʪʘ NMS 

ʂʦʤʘʥʜʘ snmp-server host [ oob ] { host-addr | ipv6 ipv6-addr | domain domain-
name } [ vrf vrfname ] [ traps | inrorms ] [ version { 1 | 2c | 3 { auth | 
noauth | priv } ] community string [ udp-port port-num ] [ notification-type 
] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

oob: ʥʘʩʪʨʘʠʚʘʝʪ ʚʥʝʧʦʣʦʩʥʫʶ ʩʚʷʟʴ (OOB) ʜʣʷ ʩʝʨʚʝʨʘ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ (ʪʦ ʝʩʪʴ ʠʥʬʦʨʤʘʮʠʷ ʦʪʧʨʘʚʣʷʝʪʩʷ ʥʘ ʩʝʨʚʝʨ 
ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ MGMT). 

host-addr: ʘʜʨʝʩ ʭʦʩʪʘ SNMP. 

ipv6-addr: (IPv6) ʘʜʨʝʩ ʭʦʩʪʘ SNMP. 

domain-name: ʜʦʤʝʥʥʦʝ ʠʤ ̫ʭʦʩʪʘ SNMP. 

vrfname: ʥʘʩʪʨʘʠʚʘʝʪ ʠʤ ̫ʪʘʙʣʠʮʳ ʧʝʨʝʘʜʨʝʩʘʮʠʠ VRF 

traps | inrorms: ʥʘʩʪʨʘʠʚʘʝʪ ʭʦʩʪ ʜʣʷ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ trap ʠʣʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʩʦʦʙʱʝʥʠʷ. 

version: ʚʝʨʩʠʷ SNMP, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ V1, V2C 

ʠʣʠ V3. 

auth | noauth | priv: ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ V3. 

community string: ʩʪʨʦʢʘ ʩʦʦʙʱʝʩʪʚʘ ʠʣʠ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ (V3). 

port-num: ʥʘʩʪʨʘʠʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ ʫʟʣʘ SNMP. 

notification-type: ʪʠʧ ʩʦʦʙʱʝʥʠʡ trap, ʢʦʪʦʨʳʝ ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʶʪʩʷ, 
ʥʘʧʨʠʤʝʨ, snmp. 

ɽʩʣʠ ʪʠʧ trap ʥʝ ʫʢʘʟʘʥ, ʦʪʧʨʘʚʣʷʶʪʩʷ ʚʩʝ ʩʦʦʙʱʝʥʠʷ trap 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 
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ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʕʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩ ʢʦʤʘʥʜʦʡ snmp-server enable traps ʜʣʷ 

ʘʢʪʠʚʥʦʡ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʡ trap ʚ NMS. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʨʘʟʣʠʯʥʳʝ ʭʦʩʪʳ SNMP ʜʣʷ ʧʦʣʫʯʝʥʠʷ 
ʩʦʦʙʱʝʥʠʡ trap. ʍʦʩʪ ʤʦʞʝʪ ʧʦʜʜʝʨʞʠʚʘʪʴ ʨʘʟʣʠʯʥʳʝ trap, ʧʦʨʪʳ ʠ 
ʪʘʙʣʠʮʳ ʧʝʨʝʘʜʨʝʩʘʮʠʠ VRF. ɽʩʣʠ ʥʘʩʪʨʦʝʥ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʭʦʩʪ (ʧʦʨʪ 
ʠ ʢʦʥʬʠʛʫʨʘʮʠʷ VRF ʦʜʠʥʘʢʦʚʳ), ʧʦʩʣʝʜʥʷʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 
ʦʙʲʝʜʠʥʷʝʪʩʷ ʩ ʧʨʝʜʳʜʫʱʠʤʠ ʢʦʥʬʠʛʫʨʘʮʠʷʤʠ, ʪʦ ʝʩʪʴ ʜʣʷ ʦʪʧʨʘʚʢʠ 
ʨʘʟʥʳʭ trap-ʩʦʦʙʱʝʥʠʡ ʥʘ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʭʦʩʪ ʢʘʞʜʳʡ ʨʘʟ 
ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʦʜʠʥ ʪʠʧ trap-ʩʦʦʙʱʝʥʠʡ. ʕʪʠ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʥʘʢʦʥʝʮ, 
ʦʙ̡ʝʜʠʥʝʥʳ. 

ɺ ʵʪʦʡ ʢʦʤʘʥʜʝ ʧʘʨʘʤʝʪʨ via ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥ ʪʦʣʴʢʦ ʪʦʛʜʘ, ʢʦʛʜʘ 
ʚʢʣʶʯʝʥ ʧʘʨʘʤʝʪʨ oob. ʂʨʦʤʝ ʪʦʛʦ, ʥʝʣʴʟʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʘʤʝʪʨ vrf 

ɺʢʣʶʯʝʥʠʝ ʘʛʝʥʪʘ ʜʣʷ ʘʢʪʠʚʥʦʡ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ trap ʚ NMS 

ʂʦʤʘʥʜʘ snmp-server enable traps [ notification-type ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

notification-type: ʚʢʣʶʯʘʝʪ trap-ʫʚʝʜʦʤʣʝʥʠʷ ʜʣʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 
ʩʦʙʳʪʠʡ, ʚʢʣʶʯʘʷ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ: 

snmp: ʚʢʣʶʯʘʝʪ trap-ʫʚʝʜʦʤʣʝʥʠʝ ʜʣʷ ʩʦʙʳʪʠʡ SNMP. 

bgp: ʚʢʣʶʯʘʝʪ trap-ʫʚʝʜʦʤʣʝʥʠʝ ʜʣʷ ʩʦʙʳʪʠʡ BGP. 

bridge: ʚʢʣʶʯʘʝʪ trap-ʫʚʝʜʦʤʣʝʥʠʝ ʜʣ̫ ʩʦʙʳʪʠʡ ʤʦʩʪʘ. 

isis: ʚʢʣʶʯʘʝʪ trap-ʫʚʝʜʦʤʣʝʥʠʝ ʜʣʷ ʩʦʙʳʪʠʡ ISIS. 

mac-notification: ʚʢʣʶʯʘʝʪ trap-ʫʚʝʜʦʤʣʝʥʠʝ ʜʣʷ ʩʦʙʳʪʠʡ MAC. 

ospf: ʚʢʣʶʯʘʝʪ trap-ʫʚʝʜʦʤʣʝʥʠʝ ʜʣʷ ʩʦʙʳʪʠʡ OSPF. 

urpf: ʚʢʣʶʯʘʝʪ trap-ʫʚʝʜʦʤʣʝʥʠʷ ʜʣʷ ʩʦʙʳʪʠʡ URPF. 

vrrp: ʚʢʣʶʯʘʝʪ trap-ʫʚʝʜʦʤʣʝʥʠʝ ʜʣʷ ʩʦʙʳʪʠʡ VRRP. 

web-auth: ʚʢʣʶʯʘʝʪ trap-ʫʚʝʜʦʤʣʝʥʠʝ ʜʣʷ ʩʦʙʳʪʠʡ 
ʚʝʙ-ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʕʪʘ ʢʦʤʘʥʜʘ ʜʦʣʞʥʘ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩ ʢʦʤʘʥʜʦʡ snmp-server host, 
ʯʪʦʙʳ ʩʦʦʙʱʝʥʠʷ trap ʤʦʞʥʦ ʙʳʣʦ ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʪʴ 

ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ Link Trap ʥʘ ʠʥʪʝʨʬʝʡʩʝ 

ʂʦʤʘʥʜʘ snmp trap link-status 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ 
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ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʣʷ ʠʥʪʝʨʬʝʡʩʦʚ (ʠʥʪʝʨʬʝʡʩ Ethernet, ʠʥʪʝʨʬʝʡʩ AP ʠ ʠʥʪʝʨʬʝʡʩ 
SVI), ʢʦʛʜʘ ʵʪʘ ʬʫʥʢʮʠʷ ʚʢʣʶʯʝʥʘ, SNMP ʦʪʧʨʘʚʣʷʝʪ ʩʦʦʙʱʝʥʠʝ Link 
Trap, ʝʩʣʠ ʩʪʘʪʫʩ ʩʦʝʜʠʥʝʥʠʷ ʥʘ ʠʥʪʝʨʬʝʡʩʘʭ ʠʟʤʝʥʷʝʪʩʷ. ɺ 
ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ SNMP ʥʝ ʦʪʧʨʘʚʣʷʝʪ ʩʦʦʙʱʝʥʠʝ 

ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ trap ʦ ʧʝʨʝʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ 

ʂʦʤʘʥʜʘ snmp-server system-shutdown 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʦʛʜʘ ʬʫʥʢʮʠʷ ʫʚʝʜʦʤʣʝʥʠʷ ʧʨʠ ʧʝʨʝʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ SNMP 
ʚʢʣʶʯʝʥʘ, ʚ NMS ʦʪʧʨʘʚʣʷʝʪʩʷ ʩʦʦʙʱʝʥʠʝ trap, ʯʪʦʙʳ ʫʚʝʜʦʤʠʪʴ ʦ 
ʧʝʨʝʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ ʧʝʨʝʜ ʧʝʨʝʟʘʛʨʫʟʢʦʡ ʠʣʠ ʧʝʨʝʟʘʛʨʫʟʢʦʡ 
ʫʩʪʨʦʡʩʪʚʘ 

ʋʢʘʟʘʥʠʝ ʠʩʭʦʜʥʦʛʦ ʘʜʨʝʩʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ trap 

ʂʦʤʘʥʜʘ snmp-server trap-source interface 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

interface: ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʠʩʭʦʜʥʦʛʦ ʘʜʨʝʩʘ 
SNMP 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚ ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ ʘʜʨʝʩʘ ʠʩʧʦʣʴʟʫʝʪʩʷ IP-ʘʜʨʝʩ 
ʠʥʪʝʨʬʝʡʩʘ, ʥʘ ʢʦʪʦʨʳʡ ʦʪʧʨʘʚʣʷʶʪʩʷ ʧʘʢʝʪʳ SNMP. ɼʣʷ ʦʙʣʝʛʯʝʥʠʷ 
ʫʧʨʘʚʣʝʥʠʷ ʠ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʵʪʫ ʢʦʤʘʥʜʫ ʤʦʞʥʦ ʟʘʧʫʩʪʠʪʴ, ʯʪʦʙʳ 
ʧʦʩʪʦʷʥʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʜʠʥ ʣʦʢʘʣʴʥʳʡ IP-ʘʜʨʝʩ ʚ ʢʘʯʝʩʪʚʝ 
ʠʩʭʦʜʥʦʛʦ ʘʜʨʝʩʘ SNMP 

ɺʢʣʶʯʝʥʠʝ ʩʦʦʙʱʝʥʠʷ trap ʜʣʷ ʧʝʨʝʥʦʩʘ ʧʨʠʚʘʪʥʳʭ ʧʦʣʝʡ ʧʨʠ ʦʪʧʨʘʚʢʝ 
ʩʦʦʙʱʝʥʠʷ 

ʂʦʤʘʥʜʘ snmp-server trap-format private 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʕʪʘ ʢʦʤʘʥʜʘ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ, ʯʪʦʙʳ ʧʦʟʚʦʣʠʪʴ ʩʦʦʙʱʝʥʠʶ trap 
ʩʦʜʝʨʞʘʪʴ ʧʨʠʚʘʪʥʳʝ ʧʦʣʷ ʧʨʠ ʦʪʧʨʘʚʢʝ ʩʦʦʙʱʝʥʠʷ. ɺ ʥʘʩʪʦʷʱʝʝ 
ʚʨʝʤʷ ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ ʧʨʠʚʘʪʥʳʝ ʧʦʣʷ ʚʢʣʶʯʘʶʪ ʚʨʝʤʷ ʛʝʥʝʨʘʮʠʠ 
ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ. ʂʦʥʢʨʝʪʥʳʝ ʪʠʧʳ ʜʘʥʥʳʭ ʠ ʜʠʘʧʘʟʦʥʳ ʜʘʥʥʳʭ ʧʦʣʝʡ 
ʩʤ. ʚ QTECH-TRAP-FORMAT-MIB.mib 
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1.4.2.5. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ Trap 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 1-8. 

 NMS ʫʧʨʘʚʣʷʝʪ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ (ʘʛʝʥʪʘʤʠ) ʥʘ ʦʩʥʦʚʝ ʨʝʞʠʤʘ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʦʦʙʱʝʩʪʚʘ, ʠ ʩʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ ʤʦʛʫʪ ʘʢʪʠʚʥʦ 
ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʷ ʚ NMS 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

1. ɺʳʧʦʣʥʠʪʝ ʥʘʩʪʨʦʡʢʫ, ʯʪʦʙʳ ʘʛʝʥʪ ʤʦʛ ʘʢʪʠʚʥʦ ʦʪʧʨʘʚʣʷʪʴ ʩʦʦʙʱʝʥʠʷ ʚ 
NMS. ʋʩʪʘʥʦʚʠʪʝ ʘʜʨʝʩ ʫʟʣʘ SNMP ʥʘ 192.168.3.2, ʬʦʨʤʘʪ ʩʦʦʙʱʝʥʠʷ 
ʥʘ Version2c ʠ ʠʤʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʘ user1. ɺʢʣʶʯʠʪʝ ʘʛʝʥʪ ʜʣʷ 
ʘʢʪʠʚʥʦʡ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʡ trap. 

2. ʋʩʪʘʥʦʚʠʪʝ IP-ʘʜʨʝʩ ʘʛʝʥʪʘ. ʋʩʪʘʥʦʚʠʪʝ ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ Gi0/1 ʥʘ 
192.168.3.1/24 

ɸʛʝʥʪ QTECH(config)#snmp- server host 192.168.3.2 traps version 2c user1 

QTECH(config)#snmp- server enable traps  

QTECH(config)#interface gigabitEthernet 0/1 

QTECH(config- if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0 

QTECH(config- if-gigabitEthernet 0/1)#exit  

ʇʨʦʚʝʨʢʘ ¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show running-config, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 
ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʩʪʘʪʫʩ SNMP 

ɸʛʝʥʪ QTECH# show running- config 

ip access- list standard a1 

10 permit host 192.168.3.2 

interface gigabitEthernet 0/1  

no ip proxy- arp 

ip address 192.168.3.1 255.255.255.0 

snmp- server view v1 1.3.6.1.2.1.1 include 

snmp- server location Moscow 
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snmp- server host 192.168.3.2 traps version 2c user1 

snmp- server enable traps  

snmp- server contact QTECH.com 

snmp- server community user1 view v1 rw a1 

snmp- server chassis - id 1234567890 

 QTECH#show snmp 

Chassis: 1234567890 

 0 SNMP packets input 

 0 Bad SNMP version errors 

 0 Unknown community name 

 0 Illegal operation for community name supplied  

 0 Encoding errors  

 0 Number of requested variables  

 0 Number of altered variables  

 0 Get- request PDUs 

 0 Get- next PDUs 

 0 Set- request PDUs 

 0 SNMP packets output  

 0 Too big errors (Maximum packet size 1472) 

 0 No such name errors  

 0 Bad values errors  

 0 General errors  

 0 Response PDUs 

 0 Trap PDUs 

SNMP global trap: enabled 

SNMP logging: disabled 

SNMP agent: enabled 

1.4.3. ʕʢʨʘʥʠʨʦʚʘʥʠʝ ʬʫʥʢʮʠʠ ʘʛʝʥʪʘ 

1.4.3.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɿʘʱʠʪʠʪʝ ʬʫʥʢʮʠʶ ʘʛʝʥʪʘ, ʢʦʛʜʘ ʩʣʫʞʙʘ ʘʛʝʥʪʘ ʥʝ ʪʨʝʙʫʝʪʩʷ. 

1.4.3.2. ʇʨʠʤʝʯʘʥʠʷ 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ no snmp-server, ʯʪʦʙʳ ʩʢʨʳʪʴ ʬʫʥʢʮʠʶ ʘʛʝʥʪʘ SNMP, ʢʦʛʜʘ 

ʩʣʫʞʙʘ ʘʛʝʥʪʘ ʥʝ ʪʨʝʙʫʝʪʩʷ. 

¶ ɺ ʦʪʣʠʯʠʝ ʦʪ ʢʦʤʘʥʜʳ ʵʢʨʘʥʠʨʦʚʘʥʠʷ, ʧʦʩʣʝ ʟʘʧʫʩʢʘ ʢʦʤʘʥʜʳ no enable service 
snmp-agent ʚʩʝ ʩʣʫʞʙʳ SNMP ʥʘʧʨʷʤʫʶ ʦʪʢʣʶʯʘʶʪʩʷ (ʪʦ ʝʩʪʴ ʬʫʥʢʮʠʷ ʘʛʝʥʪʘ 
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SNMP ʦʪʢʣʶʯʘʝʪʩʷ, ʧʘʢʝʪ ʥʝ ʧʨʠʥʠʤʘʝʪʩʷ, ʘ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ ʠʣʠ ʧʘʢʝʪ trap ʥʝ 
ʦʪʧʨʘʚʣʷʶʪʩʷ), ʥʦ ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʘʛʝʥʪʘ ʥʝ ʵʢʨʘʥʠʨʫʝʪʩʷ. 

1.4.3.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʕʢʨʘʥʠʨʦʚʘʥʠʝ ʬʫʥʢʮʠʠ ʘʛʝʥʪʘ SNMP ʜʣʷ ʫʩʪʨʦʡʩʪʚʘ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʥʬʠʛʫʨʘʮʠʶ, ʯʪʦʙʳ ʩʢʨʳʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ ʚʩʝʭ ʩʣʫʞʙ ʘʛʝʥʪʘ 
SNMP. 

ʆʪʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ ʘʛʝʥʪʘ SNMP ʜʣʷ ʫʩʪʨʦʡʩʪʚʘ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʏʪʦʙʳ ʥʘʧʨʷʤʫʶ ʦʪʢʣʶʯʠʪʴ ʚʩʝ ʩʣʫʞʙʳ, ʠʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʥʬʠʛʫʨʘʮʠʶ. 

1.4.3.4. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show services, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʚʢʣʶʯʝʥʳ ʣʠ ʩʣʫʞʙʳ SNMP. 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʩʪʘʪʫʩ SNMP. 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show running-config, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʫʩʪʨʦʡʩʪʚʘ. 

1.4.3.5. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʕʢʨʘʥʠʨʦʚʘʥʠʝ ʬʫʥʢʮʠʠ ʘʛʝʥʪʘ SNMP ʜʣʷ ʫʩʪʨʦʡʩʪʚʘ 

ʂʦʤʘʥʜʘ no snmp-server 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʫʥʢʮʠʷ ʘʛʝʥʪʘ SNMP ʦʪʢʣʶʯʝʥʘ. ʂʦʛʜʘ ʧʘʨʘʤʝʪʨʳ 
ʘʛʝʥʪʘ SNMP (ʥʘʧʨʠʤʝʨ, ʘʜʨʝʩ ʫʟʣʘ NMS, ʠʤʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ 
ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʜʦʩʪʫʧ) ʫʩʪʘʥʦʚʣʝʥʳ, ʩʣʫʞʙʘ ʘʛʝʥʪʘ SNMP ʚʢʣʶʯʘʝʪʩʷ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʂʦʤʘʥʜʘ enable service snmp-agent ʪʘʢʞʝ ʜʦʣʞʥʘ 

ʙʳʪʴ ʟʘʧʫʱʝʥʘ ʦʜʥʦʚʨʝʤʝʥʥʦ, ʯʪʦʙʳ ʩʣʫʞʙʘ ʘʛʝʥʪʘ SNMP ʤʦʛʣʘ 
ʨʘʙʦʪʘʪʴ. ɽʩʣʠ ʩʣʫʞʙʘ ʘʛʝʥʪʘ SNMP ʦʪʢʣʶʯʝʥʘ ʠʣʠ ʥʝ ʟʘʧʫʱʝʥʘ 
ʢʦʤʘʥʜʘ enable service snmp-agent, ʩʣʫʞʙʘ ʘʛʝʥʪʘ SNMP ʥʝ 
ʜʝʡʩʪʚʫʝʪ. ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ no snmp-server, ʯʪʦʙʳ ʦʪʢʣʶʯʠʪʴ 
ʩʣʫʞʙʳ ʘʛʝʥʪʘ SNMP ʚʩʝʭ ʚʝʨʩʠʡ, ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʫʩʪʨʦʡʩʪʚʦʤ. 

ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʵʪʦʡ ʢʦʤʘʥʜʳ ʚʩʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʣʫʞʙʳ ʘʛʝʥʪʘ 
SNMP ʵʢʨʘʥʠʨʫʶʪʩʷ (ʪʦ ʝʩʪʴ ʧʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ show 
running-config ʢʦʥʬʠʛʫʨʘʮʠʷ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ. ʂʦʥʬʠʛʫʨʘʮʠʠ 

ʚʦʩʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʧʦʩʣʝ ʧʦʚʪʦʨʥʦʛʦ ʚʢʣʶʯʝʥʠʷ ʩʣʫʞʙʳ ʘʛʝʥʪʘ 
SNMP). ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ enable service snmp-agent 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʘʛʝʥʪʘ SNMP ʥʝ ʵʢʨʘʥʠʨʫʶʪʩ ̫

ʆʪʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ ʘʛʝʥʪʘ SNMP ʜʣʷ ʫʩʪʨʦʡʩʪʚʘ 

ʂʦʤʘʥʜʘ no enable service snmp-agent 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 
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ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʕʪʫ ʢʦʤʘʥʜʫ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʩʣʫʞʙʫ SNMP, ʥʦ 
ʦʥʘ ʥʝ ʙʫʜʝʪ ʵʢʨʘʥʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʘʛʝʥʪʘ SNMP 

1.4.3.6. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɺʢʣʶʯʝʥʠʝ ʩʣʫʞʙʳ SNMP 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 1-9. 

 ʇʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ʩʣʫʞʙʳ SNMP ʠ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʘ ʘʛʝʥʪʘ SNMP NMS 
ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʥʘ ʦʩʥʦʚʝ SNMP 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

1. ɺʢʣʶʯʠʪʝ ʩʣʫʞʙʫ SNMP. 

2. ɿʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʩʝʨʚʝʨʘ ʘʛʝʥʪʘ SNMP, ʯʪʦʙʳ ʩʣʫʞʙʘ SNMP 
ʚʩʪʫʧʠʣʘ ʚ ʩʠʣʫ 

ɸʛʝʥʪ QTECH(config)#enable service snmp- agent 

ʇʨʦʚʝʨʢʘ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show services, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʚʢʣʶʯʝʥʘ ʣʠ ʩʣʫʞʙʘ 

SNMP 

ɸʛʝʥʪ QTECH#show service 

web- server : disabled 

web- server(https): disabled  

snmp- agent : enabled 

ssh- server : disabled 

telnet - server : enabled 

1.4.4. ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʫʧʨʘʚʣʝʥʠʷ SNMP 

1.4.4.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɿʘʜʘʡʪʝ ʦʩʥʦʚʥʳʝ ʧʘʨʘʤʝʪʨʳ ʘʛʝʥʪʘ SNMP, ʚʢʣʶʯʘʷ ʨʝʞʠʤ ʢʦʥʪʘʢʪʘ ʩ ʫʩʪʨʦʡʩʪʚʦʤ, 
ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ, ʩʝʨʠʡʥʳʡ ʥʦʤʝʨ ʠ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʦʪʧʨʘʚʢʠ trap-ʩʦʦʙʱʝʥʠʷ. 
ʇʦʣʫʯʠʚ ʜʦʩʪʫʧ ʢ ʧʘʨʘʤʝʪʨʘʤ, NMS ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʢʦʥʪʘʢʪʥʦʝ ʣʠʮʦ ʫʩʪʨʦʡʩʪʚʘ ʠ 
ʬʠʟʠʯʝʩʢʦʝ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘ. 
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1.4.4.2. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʋʩʪʘʥʦʚʢʘ ʨʝʞʠʤʘ ʩʠʩʪʝʤʥʦʛʦ ʢʦʥʪʘʢʪʘ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʂʦʛʜʘ ʢʦʥʪʘʢʪʥʳʡ ʨʝʞʠʤ ʩʠʩʪʝʤʳ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ, ʥʘʩʪʨʦʡʪʝ ʵʪʦʪ ʵʣʝʤʝʥʪ 
ʥʘ ʘʛʝʥʪʝ. 

ʅʘʩʪʨʦʡʢʘ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʩʠʩʪʝʤʳ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʨʘʩʧʦʣʦʞʝʥʠʝ ʩʠʩʪʝʤʳ, ʥʘʩʪʨʦʡʪʝ ʵʪʦʪ ʵʣʝʤʝʥʪ ʥʘ 
ʘʛʝʥʪʝ. 

ʋʩʪʘʥʦʚʢʘ ʩʝʨʠʡʥʦʛʦ ʥʦʤʝʨʘ ʩʠʩʪʝʤʳ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʩʝʨʠʡʥʳʡ ʥʦʤʝʨ ʩʠʩʪʝʤʳ, ʥʘʩʪʨʦʡʪʝ ʵʪʦʪ ʵʣʝʤʝʥʪ ʥʘ 
ʘʛʝʥʪʝ. 

ʋʩʪʘʥʦʚʢʘ ʠʥʬʦʨʤʘʮʠʠ NE ʦʙ ʫʩʪʨʦʡʩʪʚʝ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʢʦʜ NE, ʥʘʩʪʨʦʡʪʝ ʵʪʦʪ ʵʣʝʤʝʥʪ ʥʘ ʘʛʝʥʪʝ. 

ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʡ ʜʣʠʥʳ ʧʘʢʝʪʘ ʘʛʝʥʪʘ SNMP 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ ʧʘʢʝʪʘ ʘʛʝʥʪʘ SNMP, ʥʘʩʪʨʦʡʪʝ 
ʵʪʦʪ ʵʣʝʤʝʥʪ ʥʘ ʘʛʝʥʪʝ. 

ʅʘʩʪʨʦʡʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʨʪʘ UDP ʩʣʫʞʙʳ SNMP 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ UDP ʩʣʫʞʙʳ SNMP, ʥʘʩʪʨʦʡʪʝ 
ʵʪʦʪ ʵʣʝʤʝʥʪ ʥʘ ʘʛʝʥʪʝ. 

ʅʘʩʪʨʦʡʢʘ ʜʣʠʥʳ ʦʯʝʨʝʜʠ ʩʦʦʙʱʝʥʠʡ trap 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʨʘʟʤʝʨ ʦʯʝʨʝʜʠ ʩʦʦʙʱʝʥʠʡ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 
ʩʢʦʨʦʩʪʴʶ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʡ, ʥʘʩʪʨʦʡʪʝ ʵʪʦʪ ʵʣʝʤʝʥʪ ʥʘ ʘʛʝʥʪʝ. 

ʅʘʩʪʨʦʡʢʘ ʠʥʪʝʨʚʘʣʘ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ trap 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʠʥʪʝʨʚʘʣ ʦʪʧʨʘʚʢʠ trap-ʩʦʦʙʱʝʥʠʷ, ʥʘʩʪʨʦʡʪʝ ʵʪʦʪ 
ʧʫʥʢʪ ʚ ʘʛʝʥʪʝ. 

ʅʘʩʪʨʦʡʢʘ ʫʧʨʘʚʣʝʥʠʷ ʧʦʪʦʢʦʤ SNMP 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɽʩʣʠ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ ʟʘʧʨʦʩʦʚ SNMP ʧʨʠʚʦʜʠʪ ʢ ʚʳʩʦʢʦʡ ʟʘʛʨʫʟʢʝ 
ʎʇ ʜʣʷ ʟʘʜʘʯ SNMP, ʥʘʩʪʨʦʡʪʝ ʫʧʨʘʚʣʝʥʠʝ ʧʦʪʦʢʦʤ SNMP, ʯʪʦʙʳ ʦʛʨʘʥʠʯʠʪʴ 
ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ ʟʘʧʨʦʩʦʚ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʚ ʩʝʢʫʥʜʫ ʚ ʢʘʞʜʦʡ ʟʘʜʘʯʝ SNMP, 
ʯʪʦʙʳ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʎʇ ʜʣʷ ʟʘʜʘʯ SNMP. 

1.4.4.3. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show snmp, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʩʪʘʪʫʩ SNMP. 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show running-config, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʫʩʪʨʦʡʩʪʚʘ. 
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1.4.4.4. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʋʩʪʘʥʦʚʢʘ ʨʝʞʠʤʘ ʩʠʩʪʝʤʥʦʛʦ ʢʦʥʪʘʢʪʘ 

ʂʦʤʘʥʜʘ snmp-server contact text 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

text: ʩʪʨʦʢʘ, ʦʧʠʩʳʚʘʶʱʘʷ ʨʝʞʠʤ ʢʦʥʪʘʢʪʘ ʩʠʩʪʝʤʳ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʩʠʩʪʝʤʳ 

ʂʦʤʘʥʜʘ snmp-server location text 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

text: ʩʪʨʦʢʘ, ʦʧʠʩʳʚʘʶʱʘʷ ʩʠʩʪʝʤʥʫʶ ʠʥʬʦʨʤʘʮʠʶ 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʋʩʪʘʥʦʚʢʘ ʩʝʨʠʡʥʦʛʦ ʥʦʤʝʨʘ ʩʠʩʪʝʤʳ 

ʂʦʤʘʥʜʘ snmp-server chassis-id text 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

text: ʪʝʢʩʪ ʩʝʨʠʡʥʦʛʦ ʥʦʤʝʨʘ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʩʦʩʪʦʷʪʴ ʠʟ ʮʠʬʨ 
ʠʣʠ ʩʠʤʚʦʣʦʚ 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʘʢ ʧʨʘʚʠʣʦ, ʩʝʨʠʡʥʳʡ ʥʦʤʝʨ ʫʩʪʨʦʡʩʪʚʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ 
ʩʝʨʠʡʥʦʛʦ ʥʦʤʝʨʘ SNMP ʜʣʷ ʦʙʣʝʛʯʝʥʠʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ 

ʋʩʪʘʥʦʚʢʘ ʠʥʬʦʨʤʘʮʠʠ NE ʦʙ ʫʩʪʨʦʡʩʪʚʝ 

ʂʦʤʘʥʜʘ snmp-server net-id text 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

text: ʪʝʢʩʪ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʜʘ NE ʫʩʪʨʦʡʩʪʚʘ. 
ʊʝʢʩʪ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʪʨʦʢʫ, ʩʦʜʝʨʞʘʱʫʶ ʦʪ 1 ʜʦ 255 ʩʠʤʚʦʣʦʚ ʩ 
ʫʯʝʪʦʤ ʨʝʛʠʩʪʨʘ ʠ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʧʨʦʙʝʣʳ 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɻʣʦʙʘʣʴʥʳʡ ʨʝʞʠʤ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʋʩʪʘʥʦʚʠʪʝ ʢʦʜ NE ʫʩʪʨʦʡʩʪʚʘ 
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ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʡ ʜʣʠʥʳ ʧʘʢʝʪʘ ʘʛʝʥʪʘ SNMP 

ʂʦʤʘʥʜʘ snmp-server packetsize byte-count 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

byte-count: ʨʘʟʤʝʨ ʧʘʢʝʪʘ ʦʪ 484 ʙʘʡʪ ʜʦ 17876 ʙʘʡʪ 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɻʣʦʙʘʣʴʥʳʡ ʨʝʞʠʤ 

ʅʘʩʪʨʦʡʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʨʪʘ UDP ʩʣʫʞʙʳ SNMP 

ʂʦʤʘʥʜʘ snmp-server udp-port port-num 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

port-num: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ UDP ʩʣʫʞʙʳ SNMP, ʪʦ ʝʩʪʴ 
ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ ʧʨʦʪʦʢʦʣʘ, ʢʦʪʦʨʳʡ ʧʦʣʫʯʘʝʪ ʧʘʢʝʪʳ SNMP 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɻʣʦʙʘʣʴʥʳʡ ʨʝʞʠʤ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʋʢʘʞʠʪʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ ʧʨʦʪʦʢʦʣʘ ʜʣʷ ʧʨʠʝʤʘ ʧʘʢʝʪʦʚ SNMP 

ʅʘʩʪʨʦʡʢʘ ʜʣʠʥʳ ʦʯʝʨʝʜʠ ʩʦʦʙʱʝʥʠʡ trap 

ʂʦʤʘʥʜʘ snmp-server queue-length length 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

length: ʜʣʠʥʘ ʦʯʝʨʝʜʠ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 1000 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʆʪʨʝʛʫʣʠʨʫʡʪʝ ʨʘʟʤʝʨ ʦʯʝʨʝʜʠ ʩʦʦʙʱʝʥʠʡ, ʯʪʦʙʳ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ 
ʩʢʦʨʦʩʪʴ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʡ 

ʅʘʩʪʨʦʡʢʘ ʠʥʪʝʨʚʘʣʘ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ trap 

ʂʦʤʘʥʜʘ snmp-server trap-timeout seconds 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

seconds: ʠʥʪʝʨʚʘʣ (ʝʜʠʥʠʮʘ ʠʟʤʝʨʝʥʠʷ: ʩʝʢʫʥʜʘ). ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 
ʦʪ 1 ʜʦ 1000 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʚʘʣ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ, ʯʪʦʙʳ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ 
ʩʢʦʨʦʩʪʴ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʷ 
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ʅʘʩʪʨʦʡʢʘ ʫʧʨʘʚʣʝʥʠʷ ʧʦʪʦʢʦʤ SNMP 

ʂʦʤʘʥʜʘ snmp-server flow-control pps [ count ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

count: ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ ʟʘʧʨʦʩʦʚ SNMP, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʚ ʩʝʢʫʥʜʫ. 
ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʩʦʩʪʘʚʣʷʝʪ ʦʪ 50 ʜʦ 65535 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɽʩʣʠ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ ʟʘʧʨʦʩʦʚ SNMP ʧʨʠʚʦʜʠʪ ʢ ʚʳʩʦʢʦʡ 
ʟʘʛʨʫʟʢʝ ʎʇ ʜʣʷ ʟʘʜʘʯ SNMP, ʥʘʩʪʨʦʡʪʝ ʫʧʨʘʚʣʝʥʠʝ ʧʦʪʦʢʦʤ SNMP, 
ʯʪʦʙʳ ʦʛʨʘʥʠʯʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ ʟʘʧʨʦʩʦʚ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʚ 
ʩʝʢʫʥʜʫ ʚ ʢʘʞʜʦʡ ʟʘʜʘʯʝ SNMP, ʯʪʦʙʳ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 
ʎʇ ʜʣʷ ʟʘʜʘʯ SNMP 

1.4.4.5. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʫʧʨʘʚʣʝʥʠʷ SNMP 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 1-10. 

 NMS ʫʧʨʘʚʣʷʝʪ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ (ʘʛʝʥʪʘʤʠ) ʥʘ ʦʩʥʦʚʝ ʨʝʞʠʤʘ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʦʦʙʱʝʩʪʚʘ ʠ ʤʦʞʝʪ ʧʦʣʫʯʘʪʴ ʙʘʟʦʚʫʶ ʩʠʩʪʝʤʥʫʶ 
ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʩʪʨʦʡʩʪʚʘʭ, ʥʘʧʨʠʤʝʨ, ʨʝʞʠʤ ʢʦʥʪʘʢʪʘ ʩ ʩʠʩʪʝʤʦʡ, 
ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʠ ʩʝʨʠʡʥʳʡ ʥʦʤʝʨ 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

1. ɿʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʘʛʝʥʪʘ SNMP. ʋʩʪʘʥʦʚʠʪʝ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ 
ʩʠʩʪʝʤʳ, ʨʝʞʠʤ ʢʦʥʪʘʢʪʘ ʠ ʩʝʨʠʡʥʳʡ ʥʦʤʝʨ. 

2. ʋʩʪʘʥʦʚʠʪʝ IP-ʘʜʨʝʩ ʘʛʝʥʪʘ. ʋʩʪʘʥʦʚʠʪʝ ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ Gi0/1 ʥʘ 
192.168.3.1/24 

ɸʛʝʥʪ QTECH(config)#snmp- server location Mosco w 

QTECH(config)#snmp- server contact QTECH.ru 

QTECH(config)#snmp- server chassis - id 1234567890 

QTECH(config)#interface gigabitEthernet 0/1 

QTECH(config- if-gigabitEthernet 0/1)#ip address 192.168.3.1 255.255.255.0 

QTECH(config- if-gigabitEthernet 0/1)#exit  



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʥʘʩʪʨʦʡʢʝ ʩʝʨʠʷ QSW-7600 

ʅʘʩʪʨʦʡʢʘ SNMP  

46 

 

 

ʇʨʦʚʝʨʢʘ ʇʨʦʚʝʨʴʪʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ. 

ʇʨʦʚʝʨʴʪʝ SNMP View ʠ ʠʥʬʦʨʤʘʮʠʶ ʦ ʛʨʫʧʧʝ 

ɸʛʝʥʪ QTECH# show running- config 

ip access- list standard a1 

10 permit host 192.168.3.2 

interface gigabitEthernet 0/1  

no ip proxy- arp 

ip address 192.168.3.1 255.255.255.0 

snmp- server view v1 1.3.6.1.2.1.1 include 

snmp- server location Moscow  

snmp- server host 192.168.3.2 traps version 2c user1 

snmp- server enable traps  

snmp- server contact QTECH.ru 

snmp- server community user1 view v1 rw a1 

snmp- server chassis - id 1234567890 

 QTECH#show snmp view 

v1(include) 1.3.6.1.2.1.1 

default(include) 1.3.6.1 

QTECH#show snmp group 

groupname: user1 

securityModel: v1 

securityLevel:noAuthNoPriv  

readview: v1 

writeview: v1 

notifyview: 

groupname: user1 

securityModel: v2c 

securityLevel:n oAuthNoPriv 

readview: v1 

writeview: v1 

notifyview: 
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1.5. ʄʦʥʠʪʦʨʠʥʛ 

1.5.1. ʆʪʦʙʨʘʞʝʥʠʝ 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

ʆʪʦʙʨʘʞʘʝʪ ʩʪʘʪʫʩ SNMP show snmp [mib | user | view | group| host] 
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2. ʅɸʉʊʈʆʁʂɸ RMON 

2.1. ʆʙʟʦʨ 

ʋʜʘʣʝʥʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʩʝʪʠ (RMON) ʥʘʧʨʘʚʣʝʥ ʥʘ ʨʝʰʝʥʠʝ ʧʨʦʙʣʝʤ ʫʧʨʘʚʣʝʥʠʷ 
ʣʦʢʘʣʴʥʳʤʠ ʩʝʪʷʤʠ (LAN) ʠ ʫʜʘʣʝʥʥʳʤʠ ʩʘʡʪʘʤʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʜʥʦʡ ʮʝʥʪʨʘʣʴʥʦʡ 
ʪʦʯʢʠ. ɺ RMON ʜʘʥʥʳʝ ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʠ ʩʦʩʪʦʷʪ ʠʟ ʛʨʫʧʧʳ ʩʪʘʪʠʩʪʠʢʠ ʠ ʠʥʜʠʢʘʪʦʨʦʚ 
ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʝʪʠ, 
ʯʪʦʙʳ ʦʙʣʝʛʯʠʪʴ ʧʣʘʥʠʨʦʚʘʥʠʝ ʩʝʪʠ, ʦʧʪʠʤʠʟʘʮʠʶ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʠ ʜʠʘʛʥʦʩʪʠʢʫ 
ʩʝʪʝʚʳʭ ʦʰʠʙʦʢ. 

RMON ʚ ʦʩʥʦʚʥʦʤ ʠʩʧʦʣʴʟʫʝʪʩʷ ʫʧʨʘʚʣʷʶʱʠʤ ʫʩʪʨʦʡʩʪʚʦʤ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ 
ʠ ʫʧʨʘʚʣʝʥʠʷ ʫʧʨʘʚʣʷʝʤʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ. 

ʇʨʦʪʦʢʦʣʳ ʠ ʩʪʘʥʜʘʨʪʳ 

STD 0059/RFC 2819: ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʘʟʘ ʫʧʨʘʚʣʝʥʠʷ ʫʜʘʣʝʥʥʳʤ ʩʝʪʝʚʳʤ 
ʤʦʥʠʪʦʨʠʥʛʦʤ. 

RFC4502: ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʘʟʘ ʫʧʨʘʚʣʝʥʠʷ ʫʜʘʣʝʥʥʳʤ ʤʦʥʠʪʦʨʠʥʛʦʤ ʩʝʪʠ, ʚʝʨʩʠʷ 2. 

RFC 3919: ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʧʨʦʪʦʢʦʣʘ ʫʜʘʣʝʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʠ (RMON) ʜʣʷ IPv6 ʠ 
ʤʥʦʛʦʧʨʦʪʦʢʦʣʴʥʦʡ ʢʦʤʤʫʪʘʮʠʠ ʧʦ ʤʝʪʢʘʤ (MPLS). 

RFC 3737: ʨʫʢʦʚʦʜʩʪʚʦ IANA ʜʣʷ ʤʦʜʫʣʝʡ MIB ʨʝʝʩʪʨʘ ʫʜʘʣʝʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ (RMON). 

RFC 3434: ʨʘʩʰʠʨʝʥʠʷ MIB ʫʜʘʣʝʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʜʣʷ ʩʠʛʥʘʣʦʚ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ 
ʙʦʣʴʰʦʡ ʝʤʢʦʩʪʠ. 

RFC 3395: ʩʧʨʘʚʦʯʥʳʝ ʨʘʩʰʠʨʝʥʠʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʨʦʪʦʢʦʣʘ MIB ʫʜʘʣʝʥʥʦʛʦ 
ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʠ. 

RFC 3287: ʨʘʩʰʠʨʝʥʠʷ MIB ʫʜʘʣʝʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʜʣʷ ʜʠʬʬʝʨʝʥʮʠʨʦʚʘʥʥʳʭ ʩʣʫʞʙ. 

RFC 3273: ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʘʟʘ ʫʧʨʘʚʣʝʥʠʷ ʫʜʘʣʝʥʥʳʤ ʤʦʥʠʪʦʨʠʥʛʦʤ ʩʝʪʠ ʜʣʷ ʩʝʪʝʡ ʩ 
ʚʳʩʦʢʦʡ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʴʶ. 

RFC 2896: ʤʘʢʨʦʩʳ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʨʦʪʦʢʦʣʘ MIB ʫʜʘʣʝʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʠ. 

RFC 2895: ʩʧʨʘʚʦʯʥʠʢ ʧʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ ʧʨʦʪʦʢʦʣʘ MIB ʫʜʘʣʝʥʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʠ. 

2.2. ʇʨʠʣʦʞʝʥʠʷ 

ʇʨʠʣʦʞʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ʉʙʦʨ ʩʪʘʪʠʩʪʠʢʠ ʧʦ ʠʥʬʦʨʤʘʮʠʠ 
ʢʦʥʪʨʦʣʠʨʫʝʤʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ʇʨʠʤʝʥʷʝʪ ʯʝʪʳʨʝ ʬʫʥʢʮʠʠ RMON ʢ ʠʥʪʝʨʬʝʡʩʫ ʜʣʷ 
ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʝʚʦʡ ʩʚʷʟʠ ʠʥʪʝʨʬʝʡʩʘ 

2.2.1. ʉʙʦʨ ʩʪʘʪʠʩʪʠʢʠ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ʢʦʥʪʨʦʣʠʨʫʝʤʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

2.2.1.1. ʉʮʝʥʘʨʠʡ 

ʌʫʥʢʮʠʷ ʩʪʘʪʠʩʪʠʢʠ RMON Ethernet ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʥʘʢʦʧʣʝʥʥʦʡ 
ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʥʪʝʨʬʝʡʩʝ, ʬʫʥʢʮʠʷ ʩʪʘʪʠʩʪʠʢʠ ʠʩʪʦʨʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʢʦʥʪʨʦʣʷ 
ʢʦʣʠʯʝʩʪʚʘ ʧʘʢʝʪʦʚ ʠʥʪʝʨʬʝʡʩʘ ʚ ʢʘʞʜʦʤ ʠʥʪʝʨʚʘʣʝ ʤʦʥʠʪʦʨʠʥʛʘ, ʘ ʬʫʥʢʮʠʷ 
ʩʠʛʥʘʣʠʟʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʝʤʝʜʣʝʥʥʦʛʦ ʧʦʣʫʯʝʥʠʷ ʠʩʢʣʶʯʝʥʠʡ ʩʯʝʪʯʠʢʘ ʧʘʢʝʪʦʚ 
ʠʥʪʝʨʬʝʡʩʘ. ʅʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ ʧʦʢʘʟʘʥʘ ʪʦʧʦʣʦʛʠʷ ʩʝʪʠ. 
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ʈʠʩʫʥʦʢ 2-1. 

2.2.1.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ 

ʀʥʪʝʨʬʝʡʩ ʦʪʩʣʝʞʠʚʘʝʪʩʷ, ʯʪʦʙʳ ʥʘʢʘʧʣʠʚʘʪʴ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʢʦʣʠʯʝʩʪʚʫ ʧʘʢʝʪʦʚ 
ʠʥʪʝʨʬʝʡʩʘ ʠ ʩʦʙʠʨʘʪʴ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʢʦʣʠʯʝʩʪʚʫ ʧʘʢʝʪʦʚ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʨʦʧʫʩʢʥʦʡ 
ʩʧʦʩʦʙʥʦʩʪʠ ʠʥʪʝʨʬʝʡʩʘ ʚ ʪʝʯʝʥʠʝ ʠʥʪʝʨʚʘʣʘ ʤʦʥʠʪʦʨʠʥʛʘ. ɽʩʣʠ ʥʘ ʠʥʪʝʨʬʝʡʩʝ 
ʧʨʦʠʩʭʦʜʠʪ ʠʩʢʣʶʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʧʘʢʝʪʦʚ, ʚ ʩʠʩʪʝʤʫ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ (NMS) 
ʧʝʨʝʜʘʝʪʩʷ ʩʠʛʥʘʣ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ. ʂʣʶʯʝʚʳʝ ʤʦʤʝʥʪʳ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʣʝʜʫʶʱʠʝ: 

¶ ʅʘʩʪʨʦʡʪʝ ʬʫʥʢʮʠʶ ʩʪʘʪʠʩʪʠʢʠ RMON Ethernet ʥʘ ʠʥʪʝʨʬʝʡʩʝ. 

¶ ʅʘʩʪʨʦʡʪʝ ʬʫʥʢʮʠʶ ʩʪʘʪʠʩʪʠʢʠ ʠʩʪʦʨʠʠ RMON ʥʘ ʠʥʪʝʨʬʝʡʩʝ. 

¶ ʅʘʩʪʨʦʡʪʝ ʪʘʙʣʠʮʫ ʩʠʛʥʘʣʦʚ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ RMON ʠ ʦʧʨʝʜʝʣʠʪʝ ʜʝʡʩʪʚʠʷ ʧʦ 
ʦʙʨʘʙʦʪʢʝ ʩʦʙʳʪʠʡ RMON ʚ ʨʝʞʠʤʝ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʂʦʥʪʨʦʣʠʨʫʝʤʳʝ ʦʙʲʝʢʪʳ 
ʩʠʛʥʘʣʦʚ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʟʥʘʯʝʥʠʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 
ʦʙʲʝʢʪʘ (OID) ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʦʣʝʡ ʚ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʪʘʙʣʠʮʝ RMON Ethernet, 
ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʦʡ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ. 

2.3. ʌʫʥʢʮʠʠ 

2.3.1. ɹʘʟʦʚʳʝ ʢʦʥʮʝʧʪʳ 

RMON ʦʧʨʝʜʝʣʷʝʪ ʥʝʩʢʦʣʴʢʦ ʛʨʫʧʧ RMON. ʇʨʦʜʫʢʪʳ QTECH ʧʦʜʜʝʨʞʠʚʘʶʪ ʛʨʫʧʧʫ 
ʩʪʘʪʠʩʪʠʢʠ, ʛʨʫʧʧʫ ʠʩʪʦʨʠʠ, ʛʨʫʧʧʫ ʪʨʝʚʦʛ ʠ ʛʨʫʧʧʫ ʩʦʙʳʪʠʡ, ʢʦʪʦʨʳʝ ʦʧʠʩʳʚʘʶʪʩʷ 
ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

ɻʨʫʧʧʘ ʩʪʘʪʠʩʪʠʢʠ 

ɻʨʫʧʧʘ ʩʪʘʪʠʩʪʠʢʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʩʙʦʨʘ ʩʪʘʪʠʩʪʠʢʠ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ʦ 
ʪʨʘʬʠʢʝ ʠʥʪʝʨʬʝʡʩʘ Ethernet, ʢʦʪʦʨʘʷ ʥʘʢʘʧʣʠʚʘʝʪʩʷ ʩ ʤʦʤʝʥʪʘ ʩʦʟʜʘʥʠʷ ʟʘʧʠʩʠ ʜʦ 
ʪʝʢʫʱʝʛʦ ʚʨʝʤʝʥʠ. ʉʪʘʪʠʩʪʠʯʝʩʢʠʝ ʵʣʝʤʝʥʪʳ ʚʢʣʶʯʘʶʪ ʦʪʙʨʦʰʝʥʥʳʝ ʧʘʢʝʪʳ ʜʘʥʥʳʭ, 
ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʝ ʧʘʢʝʪʳ ʜʘʥʥʳʭ, ʦʰʠʙʢʠ ʧʨʦʚʝʨʢʠ ʮʠʢʣʠʯʝʩʢʦʛʦ ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ 
(CRC), ʙʦʣʴʰʠʝ ʠ ʤʘʣʳʝ ʙʣʦʢʠ ʠ ʘʚʘʨʠʠ. ʉʪʘʪʠʩʪʠʯʝʩʢʠʝ ʨʝʟʫʣʴʪʘʪʳ ʩʦʭʨʘʥʷʶʪʩʷ ʚ 
ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʪʘʙʣʠʮʝ Ethernet. 
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ɻʨʫʧʧʘ ʠʩʪʦʨʠʠ 

ɻʨʫʧʧʘ ʠʩʪʦʨʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʠʦʜʠʯʝʩʢʦʛʦ ʩʙʦʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʝʪʝʚʦʤ ʪʨʘʬʠʢʝ. 
ʆʥ ʟʘʧʠʩʳʚʘʝʪ ʥʘʢʦʧʣʝʥʥʳʝ ʟʥʘʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʝʪʝʚʦʤ ʪʨʘʬʠʢʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 
ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʚ ʪʝʯʝʥʠʝ ʢʘʞʜʦʛʦ ʠʥʪʝʨʚʘʣʘ ʠ ʩʦʭʨʘʥʷʝʪ ʠʭ ʚ ʪʘʙʣʠʮʝ 
ʫʧʨʘʚʣʝʥʠʷ ʠʩʪʦʨʠʝʡ. ɺʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʜʚʝ ʥʝʙʦʣʴʰʠʝ ʛʨʫʧʧʳ: 

¶ ɻʨʫʧʧʘ HistoryControl ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠʥʪʝʨʚʘʣʘ ʚʳʙʦʨʢʠ, ʠʩʪʦʯʥʠʢʘ 
ʜʘʥʥʳʭ ʚʳʙʦʨʢʠ ʠ ʜʨʫʛʦʡ ʫʧʨʘʚʣʷʶʱʝʡ ʠʥʬʦʨʤʘʮʠʠ. 

¶ ɻʨʫʧʧʘ EthernetHistory ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʜʘʥʥʳʝ ʠʩʪʦʨʠʠ, ʚʢʣʶʯʘʷ 
ʩʪʘʪʠʩʪʠʢʫ ʪʨʘʬʠʢʘ ʩʝʪʝʚʦʛʦ ʩʝʛʤʝʥʪʘ, ʧʘʢʝʪʦʚ ʦʰʠʙʦʢ, ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʭ 
ʧʘʢʝʪʦʚ, ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠ ʢʦʣʠʯʝʩʪʚʘ ʘʚʘʨʠʡ. 

ɻʨʫʧʧʘ ʩʠʛʥʘʣʦʚ ʪʨʝʚʦʛʠ 

ɻʨʫʧʧʘ ʩʠʛʥʘʣʦʚ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʙʣʶʜʝʥʠʷ ʟʘ ʫʢʘʟʘʥʥʳʤ ʦʙʲʝʢʪʦʤ 
ʙʘʟʳ ʫʧʨʘʚʣʷʶʱʝʡ ʠʥʬʦʨʤʘʮʠʠ (MIB). ʂʦʛʜʘ ʟʥʘʯʝʥʠʝ ʦʙʲʝʢʪʘ MIB ʧʨʝʚʳʰʘʝʪ ʟʘʜʘʥʥʳʡ 
ʚʝʨʭʥʠʡ ʧʨʝʜʝʣ ʠʣʠ ʥʠʞʝ ʟʘʜʘʥʥʦʛʦ ʥʠʞʥʝʛʦ ʧʨʝʜʝʣʘ, ʩʨʘʙʘʪʳʚʘʝʪ ʩʠʛʥʘʣ ʪʨʝʚʦʛʠ, 
ʢʦʪʦʨʳʡ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʢʘʢ ʩʦʙʳʪʠʝ. 

ɻʨʫʧʧʘ ʩʦʙʳʪʠʡ 

ɻʨʫʧʧʘ ʩʦʙʳʪʠʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʨʝʞʠʤʘ ʦʙʨʘʙʦʪʢʠ ʩʦʙʳʪʠʡ. ʂʦʛʜʘ 
ʢʦʥʪʨʦʣʠʨʫʝʤʳʡ ʦʙʲʝʢʪ MIB ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʫʩʣʦʚʠʷʤ ʪʨʝʚʦʛʠ, ʟʘʧʫʩʢʘʝʪʩʷ ʩʦʙʳʪʠʝ. 
ʉʦʙʳʪʠʝ ʤʦʞʝʪ ʙʳʪʴ ʦʙʨʘʙʦʪʘʥʦ ʚ ʣʶʙʦʤ ʠʟ ʩʣʝʜʫʶʱʠʭ ʨʝʞʠʤʦʚ: 

¶ none: ʥʠʢʘʢʠʭ ʜʝʡʩʪʚʠʡ ʥʝ ʧʨʝʜʧʨʠʥʠʤʘʝʪʩʷ. 

¶ log: ʠʥʬʦʨʤʘʮʠʷ, ʦʪʥʦʩʷʱʘʷʩʷ ʢ ʩʦʙʳʪʠʶ, ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʪʘʙʣʠʮʫ ʟʘʧʠʩʝʡ 
ʞʫʨʥʘʣʘ, ʯʪʦʙʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʤʦʛʣʠ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʝʝ ʚ ʣʶʙʦʝ ʚʨʝʤʷ. 

¶ snmp-trap: ʩʦʦʙʱʝʥʠʝ trap ʧʝʨʝʜʘʝʪʩʷ ʚ NMS, ʯʪʦʙʳ ʫʚʝʜʦʤʠʪʴ NMS ʦ 
ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʩʦʙʳʪʠʷ. 

¶ log-and-trap: ʠʥʬʦʨʤʘʮʠʷ, ʦʪʥʦʩʷʱʘʷʩʷ ʢ ʩʦʙʳʪʠʶ, ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʪʘʙʣʠʮʫ 
ʟʘʧʠʩʝʡ ʞʫʨʥʘʣʘ, ʠ ʚ NMS ʧʝʨʝʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ trap. 

2.3.1.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

RMON ʧʦʜʜʝʨʞʠʚʘʝʪ ʥʝʩʢʦʣʴʢʦ ʤʦʥʠʪʦʨʦʚ ʠ ʜʚʘ ʤʝʪʦʜʘ ʩʙʦʨʘ ʜʘʥʥʳʭ. ʉʧʦʩʦʙ 1. ɼʣʷ 
ʩʙʦʨʘ ʜʘʥʥʳʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʧʝʮʠʘʣʴʥʳʡ ʟʦʥʜ RMON, ʠ NMS ʤʦʞʝʪ ʥʘʧʨʷʤʫʶ ʧʦʣʫʯʘʪʴ 
ʚʩʶ ʠʥʬʦʨʤʘʮʠʶ ʦ MIB RMON ʠʟ ʟʦʥʜʘ RMON. ʉʧʦʩʦʙ 2: ʘʛʝʥʪʳ RMON ʚʩʪʨʦʝʥʳ ʚ 
ʩʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ, ʯʪʦʙʳ ʫʩʪʨʦʡʩʪʚʘ ʠʤʝʣʠ ʬʫʥʢʮʠʶ ʧʨʦʚʝʨʢʠ RMON. NMS ʠʩʧʦʣʴʟʫʝʪ 
ʦʩʥʦʚʥʳʝ ʢʦʤʘʥʜʳ ʧʨʦʩʪʦʛʦ ʧʨʦʪʦʢʦʣʘ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ (SNMP) ʜʣʷ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ ʩ 
ʘʛʝʥʪʘʤʠ RMON ʠ ʩʙʦʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʧʨʘʚʣʝʥʠʠ ʩʝʪʴʶ. ʕʪʦʪ ʤʝʪʦʜ, ʦʜʥʘʢʦ, ʦʛʨʘʥʠʯʝʥ 
ʨʝʩʫʨʩʘʤʠ ʫʩʪʨʦʡʩʪʚʘ, ʠ ʩʦʙʠʨʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʪʦʣʴʢʦ ʦ ʯʝʪʳʨʝʭ ʛʨʫʧʧʘʭ, ʘ ʥʝ ʦʙʦ ʚʩʝʭ 
ʜʘʥʥʳʭ RMON MIB. 

ʅʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ ʧʦʢʘʟʘʥ ʧʨʠʤʝʨ ʩʚʷʟʠ ʤʝʞʜʫ ʘʛʝʥʪʘʤʠ NMS ʠ RMON. NMS ʯʝʨʝʟ 
ʘʛʝʥʪʦʚ RMON, ʨʘʙʦʪʘʶʱʠʭ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ, ʤʦʞʝʪ ʧʦʣʫʯʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʙʱʝʤ 
ʪʨʘʬʠʢʝ, ʩʪʘʪʠʩʪʠʢʝ ʦʰʠʙʦʢ ʠ ʩʪʘʪʠʩʪʠʢʝ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʩʝʛʤʝʥʪʘ ʩʝʪʠ, ʛʜʝ 
ʥʘʭʦʜʠʪʩʷ ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʷʝʤʦʛʦ ʩʝʪʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ, ʪʝʤ ʩʘʤʳʤ ʨʝʘʣʠʟʫʷ ʫʜʘʣʝʥʥʦʝ 
ʫʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ. 
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ʈʠʩʫʥʦʢ 2-2. 

2.3.1.2. ʆʙʟʦʨ 

ʆʩʦʙʝʥʥʦʩʪʴ ʆʧʠʩʘʥʠʝ 

RMON ʉʪʘʪʠʩʪʠʢʘ 
Ethernet 

ʉʦʙʠʨʘʝʪ ʥʘʢʦʧʠʪʝʣʴʥʦ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʢʦʣʠʯʝʩʪʚʫ ʧʘʢʝʪʦʚ, 
ʢʦʣʠʯʝʩʪʚʫ ʙʘʡʪʦʚ ʠ ʜʨʫʛʠʤ ʜʘʥʥʳʤ ʦʪʩʣʝʞʠʚʘʝʤʦʛʦ 
ʠʥʪʝʨʬʝʡʩʘ Ethernet 

ʉʪʘʪʠʩʪʠʢʘ ʠʩʪʦʨʠʠ 
RMON 

ɿʘʧʠʩʳʚʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ, ʙʘʡʪʦʚ ʠ ʜʨʫʛʠʭ ʜʘʥʥʳʭ, 
ʧʝʨʝʜʘʥʥʳʭ ʠʥʪʝʨʬʝʡʩʦʤ Ethernet ʚ ʪʝʯʝʥʠʝ ʥʘʩʪʨʦʝʥʥʦʛʦ 
ʠʥʪʝʨʚʘʣʘ, ʠ ʚʳʯʠʩʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʦʣʦʩʳ ʧʨʦʧʫʩʢʘʥʠʷ ʚ 
ʪʝʯʝʥʠʝ ʵʪʦʛʦ ʠʥʪʝʨʚʘʣʘ 

ʉʠʛʥʘʣ 
ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ 
RMON 

ɺʳʙʦʨʢʘ ʟʥʘʯʝʥʠʡ ʢʦʥʪʨʦʣʠʨʫʝʤʳʭ ʧʝʨʝʤʝʥʥʳʭ ʯʝʨʝʟ 
ʦʧʨʝʜʝʣʝʥʥʳʝ ʧʨʦʤʝʞʫʪʢʠ ʚʨʝʤʝʥʠ. ʊʘʙʣʠʮʘ ʩʠʛʥʘʣʦʚ 
ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʩʦʯʝʪʘʥʠʠ ʩ ʪʘʙʣʠʮʝʡ ʩʦʙʳʪʠʡ. 
ʇʨʠ ʜʦʩʪʠʞʝʥʠʠ ʚʝʨʭʥʝʛʦ ʠʣʠ ʥʠʞʥʝʛʦ ʧʨʝʜʝʣʘ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʪʘʙʣʠʮʘ ʩʦʙʳʪʠʡ ʠʥʠʮʠʠʨʫʝʪʩʷ ʜʣʷ 
ʚʳʧʦʣʥʝʥʠʷ ʦʙʨʘʙʦʪʢʠ ʩʦʙʳʪʠʡ ʠʣʠ ʦʙʨʘʙʦʪʢʘ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ 

2.3.2. RMON ʉʪʘʪʠʩʪʠʢʘ Ethernet 

2.3.2.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʌʫʥʢʮʠʷ ʩʪʘʪʠʩʪʠʢʠ RMON Ethernet ʥʘʢʦʧʠʪʝʣʴʥʦ ʩʦʙʠʨʘʝʪ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ʦ 
ʩʝʪʝʚʦʤ ʪʨʘʬʠʢʝ ʠʥʪʝʨʬʝʡʩʘ Ethernet ʩ ʤʦʤʝʥʪʘ ʩʦʟʜʘʥʠʷ ʟʘʧʠʩʠ ʜʦ ʪʝʢʫʱʝʛʦ ʚʨʝʤʝʥʠ. 

2.3.2.2. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʅʘʩʪʨʦʡʢʘ ʩʪʘʪʠʩʪʠʯʝʩʢʠʭ ʟʘʧʠʩʝʡ RMON 

¶ ʌʫʥʢʮʠʷ ʩʪʘʪʠʩʪʠʢʠ RMON Ethernet ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥʘ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ rmon collection stats, ʯʪʦʙʳ ʩʦʟʜʘʪʴ ʟʘʧʠʩʠ ʩʪʘʪʠʩʪʠʢʠ 

Ethernet ʥʘ ʫʢʘʟʘʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ Ethernet. 

¶ ʇʦʩʣʝ ʫʩʧʝʰʥʦʛʦ ʩʦʟʜʘʥʠʷ ʩʪʘʪʠʩʪʠʯʝʩʢʠʭ ʟʘʧʠʩʝʡ ʥʘ ʫʢʘʟʘʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ 
ʛʨʫʧʧʘ ʩʪʘʪʠʩʪʠʢʠ ʩʦʙʠʨʘʝʪ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʨʘʬʠʢʝ ʪʝʢʫʱʝʛʦ 
ʠʥʪʝʨʬʝʡʩʘ. ʉʪʘʪʠʩʪʠʯʝʩʢʠʝ ʵʣʝʤʝʥʪʳ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʧʝʨʝʤʝʥʥʳʝ, 
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ʦʧʨʝʜʝʣʝʥʥʳʝ ʚ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʪʘʙʣʠʮʝ RMON Ethernet, ʘ ʟʘʧʠʩʘʥʥʘʷ 
ʠʥʬʦʨʤʘʮʠʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʢʦʧʣʝʥʥʳʝ ʟʥʘʯʝʥʠʷ ʧʝʨʝʤʝʥʥʳʭ ʩ ʤʦʤʝʥʪʘ 
ʩʦʟʜʘʥʠʷ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʪʘʙʣʠʮʳ RMON ʜʦ ʪʝʢʫʱʝʛʦ ʚʨʝʤʝʥʠ. 

2.3.3. ʉʪʘʪʠʩʪʠʢʘ ʠʩʪʦʨʠʠ RMON 

2.3.3.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʌʫʥʢʮʠʷ ʩʪʘʪʠʩʪʠʢʠ ʠʩʪʦʨʠʠ RMON ʟʘʧʠʩʳʚʘʝʪ ʥʘʢʦʧʣʝʥʥʫʶ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ʦ 
ʪʨʘʬʠʢʝ ʠʥʪʝʨʬʝʡʩʘ Ethernet ʚ ʪʝʯʝʥʠʝ ʢʘʞʜʦʛʦ ʠʥʪʝʨʚʘʣʘ. 

2.3.3.2. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʅʘʩʪʨʦʡʢʘ ʢʦʥʪʨʦʣʴʥʳʭ ʟʘʧʠʩʝʡ ʠʩʪʦʨʠʠ RMON 

¶ ʌʫʥʢʮʠʷ ʩʪʘʪʠʩʪʠʢʠ ʠʩʪʦʨʠʠ RMON ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ rmon collection history, ʯʪʦʙʳ ʩʦʟʜʘʪʴ ʢʦʥʪʨʦʣʴʥʳʝ ʟʘʧʠʩʠ 

ʠʩʪʦʨʠʠ ʥʘ ʠʥʪʝʨʬʝʡʩʝ Ethernet. 

¶ ɻʨʫʧʧʘ ʠʩʪʦʨʠʠ RMON ʩʦʙʠʨʘʝʪ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʧʝʨʝʤʝʥʥʳʤ, ʦʧʨʝʜʝʣʝʥʥʳʤ ʚ 
ʪʘʙʣʠʮʝ ʠʩʪʦʨʠʠ RMON, ʠ ʟʘʧʠʩʳʚʘʝʪ ʥʘʢʦʧʣʝʥʥʳʝ ʟʥʘʯʝʥʠʷ ʧʝʨʝʤʝʥʥʳʭ ʚ 
ʪʝʯʝʥʠʝ ʢʘʞʜʦʛʦ ʠʥʪʝʨʚʘʣʘ. 

2.3.4. ʉʠʛʥʘʣ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ RMON 

2.3.4.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʌʫʥʢʮʠʷ ʩʠʛʥʘʣʠʟʘʮʠʠ RMON ʧʝʨʠʦʜʠʯʝʩʢʠ ʦʪʩʣʝʞʠʚʘʝʪ ʠʟʤʝʥʝʥʠʷ ʟʥʘʯʝʥʠʡ 
ʧʝʨʝʤʝʥʥʳʭ ʩʠʛʥʘʣʠʟʘʮʠʠ. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʧʝʨʝʤʝʥʥʦʡ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʜʦʩʪʠʛʘʝʪ 
ʟʘʜʘʥʥʦʛʦ ʚʝʨʭʥʝʛʦ ʧʦʨʦʛʘ ʠʣʠ ʥʠʞʥʝʛʦ ʧʦʨʦʛʘ, ʟʘʧʫʩʢʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʙʳʪʠʝ 
ʜʣʷ ʦʙʨʘʙʦʪʢʠ, ʥʘʧʨʠʤʝʨ, ʧʝʨʝʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ trap ʠʣʠ ʩʦʟʜʘʝʪʩʷ ʦʜʥʘ ʟʘʧʠʩʴ ʚ 
ʪʘʙʣʠʮʝ ʞʫʨʥʘʣʘ. ɽʩʣʠ ʥʠʞʥʝʝ ʧʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ ʠʣʠ ʚʝʨʭʥʝʝ ʧʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ 
ʜʦʩʪʠʛʘʝʪʩʷ ʥʝʩʢʦʣʴʢʦ ʨʘʟ ʧʦʜʨʷʜ, ʟʘʧʫʩʢʘʝʪʩʷ ʪʦʣʴʢʦ ʦʜʥʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʙʳʪʠʝ, ʘ 
ʜʨʫʛʦʝ ʩʦʙʳʪʠʝ ʟʘʧʫʩʢʘʝʪʩʷ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʥʝ ʙʫʜʝʪ ʜʦʩʪʠʛʥʫʪʦ ʦʙʨʘʪʥʦʝ ʧʦʨʦʛʦʚʦʝ 
ʟʥʘʯʝʥʠʝ. 

2.3.4.2. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʅʘʩʪʨʦʡʢʘ ʪʘʙʣʠʮʳ ʩʦʙʳʪʠʡ 

¶ ʌʫʥʢʮʠʷ ʛʨʫʧʧʳ ʩʦʙʳʪʠʡ RMON ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ rmon event, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʪʘʙʣʠʮʫ ʩʦʙʳʪʠʡ. 

ʅʘʩʪʨʦʡʢʘ ʟʘʧʠʩʝʡ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ 

¶ ʌʫʥʢʮʠʷ ʛʨʫʧʧʳ ʩʠʛʥʘʣʦʚ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ RMON ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ rmon event, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʪʘʙʣʠʮʫ ʩʦʙʳʪʠʡ, ʠ ʟʘʧʫʩʪʠʪʝ 
ʢʦʤʘʥʜʫ rmon alarm, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʪʘʙʣʠʮʫ ʩʠʛʥʘʣʦʚ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ RMON. 

¶ ʌʫʥʢʮʠʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ RMON ʨʝʘʣʠʟʫʝʪʩʷ ʪʘʙʣʠʮʝʡ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ ʠ 
ʪʘʙʣʠʮʝʡ ʩʦʙʳʪʠʡ ʚʤʝʩʪʝ. ɽʩʣʠ ʩʦʦʙʱʝʥʠʝ trap ʜʦʣʞʥʦ ʙʳʪʴ ʧʝʨʝʜʘʥʦ ʥʘ 
ʫʧʨʘʚʣʷʶʱʝʝ ʫʩʪʨʦʡʩʪʚʦ ʚ ʩʣʫʯʘʝ ʩʦʙʳʪʠʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ, ʩʥʘʯʘʣʘ 
ʥʝʦʙʭʦʜʠʤʦ ʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʦʠʪʴ ʘʛʝʥʪ SNMP. ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʘʛʝʥʪʘ SNMP ʩʤ. 
ʅʘʩʪʨʦʡʢʘ SNMP. 

¶ ɽʩʣʠ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʡ ʦʙʲʝʢʪ ʩʠʛʥʘʣʘ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ ʷʚʣʷʝʪʩʷ ʫʟʣʦʤ ʧʦʣʷ 
ʚ ʛʨʫʧʧʝ ʩʪʘʪʠʩʪʠʢʠ RMON ʠʣʠ ʛʨʫʧʧʝ ʠʩʪʦʨʠʠ, ʬʫʥʢʮʠʷ ʩʪʘʪʠʩʪʠʢʠ RMON 
Ethernet ʠʣʠ ʬʫʥʢʮʠʷ ʩʪʘʪʠʩʪʠʢʠ ʠʩʪʦʨʠʠ RMON ʜʦʣʞʥʘ ʙʳʪʴ ʥʘʩʪʨʦʝʥʘ ʚ ʧʝʨʚʫʶ 
ʦʯʝʨʝʜʴ ʥʘ ʢʦʥʪʨʦʣʠʨʫʝʤʦʤ ʠʥʪʝʨʬʝʡʩʝ Ethernet. 
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2.4. ʂʦʥʬʠʛʫʨʘʮʠʷ 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

ʅʘʩʪʨʦʡʢʘ 
ʩʪʘʪʠʩʪʠʢʠ RMON 
Ethernet 

(ʆʙʷʟʘʪʝʣʴʥʳʡ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʢʦʧʠʪʝʣʴʥʦʛʦ ʩʙʦʨʘ 
ʩʪʘʪʠʩʪʠʢʠ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʨʘʬʠʢʝ ʠʥʪʝʨʬʝʡʩʘ Ethernet 

rmon collection stats ʅʘʩʪʨʘʠʚʘʝʪ ʩʪʘʪʠʩʪʠʯʝʩʢʠʝ ʟʘʧʠʩʠ 
Ethernet 

ʅʘʩʪʨʦʡʢʘ 
ʩʪʘʪʠʩʪʠʢʠ ʠʩʪʦʨʠʠ 
RMON 

(ʆʙʷʟʘʪʝʣʴʥʳʡ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʠʦʜʠʯʝʩʢʦʛʦ ʩʙʦʨʘ 
ʩʪʘʪʠʩʪʠʯʝʩʢʠʭ ʜʘʥʥʳʭ ʦ ʪʨʘʬʠʢʝ ʠʥʪʝʨʬʝʡʩʘ Ethernet ʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʚ ʪʝʯʝʥʠʝ ʠʥʪʝʨʚʘʣʘ 

rmon collection history ʅʘʩʪʨʘʠʚʘʝʪ ʢʦʥʪʨʦʣʴʥʳʝ ʟʘʧʠʩʠ 
ʠʩʪʦʨʠʠ 

ʅʘʩʪʨʦʡʢʘ ʩʠʛʥʘʣʘ 
ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ 
RMON 

(ʆʙʷʟʘʪʝʣʴʥʳʡ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʢʦʥʪʨʦʣʷ ʪʦʛʦ, ʥʘʭʦʜʷʪʩʷ ʣʠ 
ʠʟʤʝʥʝʥʠʷ ʜʘʥʥʳʭ ʧʝʨʝʤʝʥʥʦʡ ʚ ʜʦʧʫʩʪʠʤʦʤ ʜʠʘʧʘʟʦʥʝ 

rmon event ʅʘʩʪʨʘʠʚʘʝʪ ʟʘʧʠʩʠ ʩʦʙʳʪʠʡ 

rmon alarm ʅʘʩʪʨʘʠʚʘʝʪ ʟʘʧʠʩʠ ʧʨʝʜʫʨʝʞʜʝʥʠʡ 

2.4.1. ʅʘʩʪʨʦʡʢʘ ʩʪʘʪʠʩʪʠʢʠ RMON Ethernet 

2.4.1.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʦʣʫʯʠʪʝ ʥʘʢʦʧʣʝʥʥʫʶ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʨʘʬʠʢʝ ʢʦʥʪʨʦʣʠʨʫʝʤʦʛʦ 
ʠʥʪʝʨʬʝʡʩʘ Ethernet ʩ ʤʦʤʝʥʪʘ ʩʦʟʜʘʥʠʷ ʟʘʧʠʩʠ ʜʦ ʪʝʢʫʱʝʛʦ ʚʨʝʤʝʥʠ. 

2.4.1.2. ʇʨʠʤʝʯʘʥʠʷ 

ʕʪʘ ʬʫʥʢʮʠʷ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʥʘʩʪʨʦʝʥʘ ʚ ʨʝʞʠʤʝ ʧʘʢʝʪʥʦʡ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ. 

2.4.1.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʢʘ ʩʪʘʪʠʩʪʠʯʝʩʢʠʭ ʟʘʧʠʩʝʡ RMON 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ɽʩʣʠ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʪʨʝʙʫʝʪʩʷ ʩʪʘʪʠʩʪʠʢʘ ʠ ʤʦʥʠʪʦʨʠʥʛ, ʜʣʷ 
ʵʪʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʟʘʧʠʩʠ ʩʪʘʪʠʩʪʠʢʠ Ethernet. 

2.4.1.4. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show rmon stats, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʩʪʘʪʠʩʪʠʢʫ Ethernet. 
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2.4.2. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʅʘʩʪʨʦʡʢʘ ʩʪʘʪʠʩʪʠʯʝʩʢʠʭ ʟʘʧʠʩʝʡ RMON 

ʂʦʤʘʥʜʘ rmon collection stats index [owner ownername] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

index: ʫʢʘʟʳʚʘʝʪ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʟʘʧʠʩʠ ʩʦ 
ʟʥʘʯʝʥʠʝʤ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 65535. 

owner ownername: ʫʢʘʟʳʚʘʝʪ ʩʦʟʜʘʪʝʣʷ ʟʘʧʠʩʠ, ʪ. ʝ. ʠʤʷ ʚʣʘʜʝʣʴʮʘ, 

ʢʦʪʦʨʦʝ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʪʨʦʢʫ ʠʟ 1ï63 ʩʠʤʚʦʣʦʚ ʩ ʫʯʝʪʦʤ 
ʨʝʛʠʩʪʨʘ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɿʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʩʪʘʪʠʩʪʠʯʝʩʢʦʛʦ ʚʚʦʜʘ ʥʝ ʤʦʛʫʪ ʙʳʪʴ ʠʟʤʝʥʝʥʳ 

2.4.2.1. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʩʪʘʪʠʩʪʠʢʠ RMON Ethernet 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 2-3. 

 ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʧʨʝʜʳʜʫʱʝʤ ʨʠʩʫʥʢʝ, ʘʛʝʥʪ RMON ʧʦʜʢʣʶʯʝʥ ʢ ʩʝʨʚʝʨʫ, ʠ 
NMS ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʛʨʫʧʧʘ ʩʪʘʪʠʩʪʠʢʠ RMON ʚʳʧʦʣʥʷʣʘ ʩʪʘʪʠʩʪʠʢʫ 
ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʧʦ ʧʦʣʫʯʝʥʥʳʤ ʧʘʢʝʪʘʤ ʠʥʪʝʨʬʝʡʩʘ Gi0/1. 
ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ ʤʦʛʫʪ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʪʘʪʠʩʪʠʢʫ ʚ ʣʶʙʦʝ ʚʨʝʤʷ, ʯʪʦʙʳ 
ʧʦʥʠʤʘʪʴ ʜʘʥʥʳʝ ʦ ʧʦʣʫʯʝʥʥʳʭ ʧʘʢʝʪʘʭ ʠʥʪʝʨʬʝʡʩʘ ʠ ʩʚʦʝʚʨʝʤʝʥʥʦ 
ʧʨʠʥʠʤʘʪʴ ʤʝʨʳ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʩʝʪʝʚʳʭ ʠʩʢʣʶʯʝʥʠʡ 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʪʝ ʵʢʟʝʤʧʣʷʨ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʪʘʙʣʠʮʳ ʥʘ ʠʥʪʝʨʬʝʡʩʝ 
GigabitEthernet 0/1 ʜʣʷ ʩʙʦʨʘ ʩʪʘʪʠʩʪʠʢʠ ʧʦ ʪʨʘʬʠʢʫ ʵʪʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ɸʛʝʥʪ QTECH# configure terminal 
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QTECH (config)# interface gigabitEthernet 0/1 

QTECH (config- if- GigabitEthernet 0/1)# rmon collec tion stats 1 owner admin 

ʇʨʦʚʝʨʢʘ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show rmon stats, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʩʪʘʪʠʩʪʠʢʫ Ethernet 

ɸʛʝʥʪ QTECH# show rmon stats 

ether statistic table:  

 index = 1 

 interface = GigabitEthernet 0/1 

 owner = admin 

 status = 1 

 dropEvents = 0 

 octets = 25696 

 pkts = 293 

 broadcastPkts = 3 

 multiPkts = 0 

 crcAlignErrors = 0  

 underSizePkts = 0 

 overSizePkts = 0 

 fragments = 0 

 jabbers = 0 

 collisions = 0 

 packets64Octets = 3815 

 packets65To127Octets = 1695 

 packets128To255Octets = 365 

 packets256To511Octets = 2542 

 packets512To1023Octets = 152 

 packets1024To1518Octets = 685 

2.4.2.2. ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʦʰʠʙʢʠ 

ɿʘʧʠʩʠ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʪʘʙʣʠʮʳ ʨʝʢʦʥʬʠʛʫʨʠʨʫʶʪʩʷ ʠʣʠ ʠʟʤʝʥʷʶʪʩʷ 
ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʝ ʟʘʧʠʩʠ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʪʘʙʣʠʮʳ. 

2.4.3. ʅʘʩʪʨʦʡʢʘ ʩʪʘʪʠʩʪʠʢʠ ʠʩʪʦʨʠʠ RMON 

2.4.3.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʦʣʫʯʠʪʝ ʥʘʢʦʧʣʝʥʥʫʶ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʪʨʘʬʠʢʫ ʦʪʩʣʝʞʠʚʘʝʤʦʛʦ ʠʥʪʝʨʬʝʡʩʘ Ethernet ʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʦʣʦʩʳ ʧʨʦʧʫʩʢʘʥʠʷ ʚ ʢʘʞʜʦʤ ʠʥʪʝʨʚʘʣʝ. 
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2.4.3.2. ʇʨʠʤʝʯʘʥʠʷ 

ʕʪʘ ʬʫʥʢʮʠʷ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʥʘʩʪʨʦʝʥʘ ʚ ʨʝʞʠʤʝ ʧʘʢʝʪʥʦʡ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ. 

2.4.3.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʩʦʙʨʘʪʴ ʩʝʪʝʚʫʶ ʩʪʘʪʠʩʪʠʢʫ ʥʘ ʫʢʘʟʘʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ, ʥʘ ʵʪʦʤ 
ʠʥʪʝʨʬʝʡʩʝ ʜʦʣʞʥʳ ʙʳʪʴ ʥʘʩʪʨʦʝʥʳ ʢʦʥʪʨʦʣʴʥʳʝ ʟʘʧʠʩʠ ʠʩʪʦʨʠʠ RMON. 

2.4.3.4. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show rmon history, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʩʪʘʪʠʩʪʠʢʫ ʛʨʫʧʧʳ ʠʩʪʦʨʠʠ. 

2.4.3.5. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʅʘʩʪʨʦʡʢʘ ʢʦʥʪʨʦʣʴʥʳʭ ʟʘʧʠʩʝʡ ʠʩʪʦʨʠʠ RMON 

ʂʦʤʘʥʜʘ rmon collection history index [owner ownername] [buckets bucket-
number] [interval seconds] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

index: ʫʢʘʟʳʚʘʝʪ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʟʘʧʠʩʠ ʠʩʪʦʨʠʠ 
ʩʦ ʟʥʘʯʝʥʠʝʤ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 65535. 

owner ownername: ʫʢʘʟʳʚʘʝʪ ʩʦʟʜʘʪʝʣʷ ʟʘʧʠʩʠ, ʪ. ʝ. ʠʤʷ ʚʣʘʜʝʣʴʮʘ, 
ʢʦʪʦʨʦʝ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʪʨʦʢʫ ʠʟ 1ï63 ʩʠʤʚʦʣʦʚ ʩ ʫʯʝʪʦʤ 
ʨʝʛʠʩʪʨʘ. 

buckets bucket-number: ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʝʤʢʦʩʪʴ ʪʘʙʣʠʮʳ ʠʩʪʦʨʠʠ, ʚ 
ʢʦʪʦʨʦʡ ʩʫʱʝʩʪʚʫʝʪ ʩʪʘʪʠʩʪʠʯʝʩʢʘʷ ʟʘʧʠʩʴ ʠʩʪʦʨʠʠ, ʪʦ ʝʩʪʴ 
ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ (bucket-number), 
ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʙʳʪʴ ʨʘʟʤʝʱʝʥʦ ʚ ʪʘʙʣʠʮʝ ʠʩʪʦʨʠʠ. ɿʥʘʯʝʥʠʝ bucket-
number ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 65535, ʘ ʟʥʘʯʝʥʠʝ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ð 10. 

interval seconds: ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩʪʘʪʠʩʪʠʯʝʩʢʠʡ ʠʥʪʝʨʚʘʣ ʚ ʩʝʢʫʥʜʘʭ. 
ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʩʦʩʪʘʚʣʷʝʪ ʦʪ 1 ʩʝʢʫʥʜʳ ʜʦ 3600 ʩʝʢʫʥʜ, ʘ 
ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ð 1800 ʩʝʢʫʥʜ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɿʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʟʘʧʠʩʠ ʩʪʘʪʠʩʪʠʢʠ ʠʩʪʦʨʠʠ ʥʝ ʤʦʛʫʪ ʙʳʪʴ 
ʠʟʤʝʥʝʥʳ 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʥʘʩʪʨʦʡʢʝ ʩʝʨʠʷ QSW-7600 

ʅʘʩʪʨʦʡʢʘ RMON  

57 

 

 

2.4.3.6. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʩʪʘʪʠʩʪʠʢʠ ʠʩʪʦʨʠʠ RMON 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 2-4. 

 ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʧʨʝʜʳʜʫʱʝʤ ʨʠʩʫʥʢʝ, ʘʛʝʥʪ RMON ʧʦʜʢʣʶʯʝʥ ʢ ʩʝʨʚʝʨʫ, ʠ 
NMS ʥʝʦʙʭʦʜʠʤʦ ʩʦʙʠʨʘʪʴ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʧʦʣʫʯʝʥʥʳʤ ʧʘʢʝʪʘʤ ʠʥʪʝʨʬʝʡʩʘ 
Gi0/1 ʯʝʨʝʟ ʛʨʫʧʧʫ ʠʩʪʦʨʠʠ RMON ʩ ʠʥʪʝʨʚʘʣʦʤ ʚ 60 ʩʝʢʫʥʜ, ʯʪʦʙʳ 
ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʩʝʪʴ ʠ ʧʦʥʠʤʘʪʴ ʘʚʘʨʠʡʥʳʝ ʜʘʥʥʳʝ 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʪʝ ʪʘʙʣʠʮʫ ʫʧʨʘʚʣʝʥʠʷ ʠʩʪʦʨʠʝʡ ʥʘ ʠʥʪʝʨʬʝʡʩʝ GigabitEthernet 0/1, 
ʯʪʦʙʳ ʧʝʨʠʦʜʠʯʝʩʢʠ ʩʦʙʠʨʘʪʴ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʪʨʘʬʠʢʫ ʵʪʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ɸʛʝʥʪ QTECH# configure terminal 

QTECH(config)# interface gigabitEthernet 0/1  

QTECH(config- if-GigabitEthernet 0/1)# rmon collection history 1 buckets 5 
interval 300 owner admin  

ʇʨʦʚʝʨʢʘ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show rmon history, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʩʪʘʪʠʩʪʠʢʫ ʛʨʫʧʧʳ 
ʠʩʪʦʨʠʠ 

ɸʛʝʥʪ QTECH# show rmon history 

rmon history control table:  

index = 1 

interface = GigabitEthernet 0/1 

bucketsRequested = 5 

bucketsGranted = 5 

interval = 60 

owner = admin 
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stats = 1 

 

rmon history table:  

index = 1 

sampleIndex = 786 

intervalStart = 6d:18h:37m:38s 

dropEvents = 0 

octets = 2040 

pkts = 13 

broadcastPkts = 0 

multiPkts = 0 

crcAlignErrors = 0  

underSizePkts = 0 

overSizePkts = 0 

fragments = 0 

jabbers = 0 

collisions = 0 

utilization = 0 

 

index = 1 

sampleIndex = 787 

intervalStart = 6d:18h:38m:38s 

dropEvents = 0 

octets = 1791 

pkts = 16 

broadcastPkts = 1 

multiPkts = 0 

crcAlignErrors = 0  

underSizePkts = 0 

overSizePkts = 0 

fragments = 0 

jabbers = 0 

collisions = 0 

utilization = 0 

 

index = 1 
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sampleIndex = 788 

intervalStart = 6d:18h:39m:38s 

dropEvents = 0 

octets = 432 

pkts = 6 

broadcastPkts = 0 

multiPkts = 0 

crcAlignErrors = 0  

underSizePkts = 0 

overSizePkts = 0 

fragments = 0 

jabbers = 0 

collisions = 0 

utilization = 0 

 

index = 1 

sampleIndex = 789 

intervalStart = 6d:18h:40m:38s 

dropEvents = 0 

octets = 432 

pkts = 6 

broadcastPkts = 0 

multiPkts = 0 

crcAlignErrors = 0  

underSizePkts = 0 

overSizePkts = 0 

fragments = 0 

jabbers = 0 

collisions = 0 

utilization = 0 

 

index = 1 

sampleIndex = 790 

intervalStart = 6d:18h:41m:38s 

dropEvents = 0 

octets = 86734 
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pkts = 934 

broadcastPkts = 32 

multiPkts = 23 

crcAlignError s = 0 

underSizePkts = 0 

overSizePkts = 0 

fragments = 0 

jabbers = 0 

collisions = 0 

utilization = 0 

2.4.3.7. ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʦʰʠʙʢʠ 

ɿʘʧʠʩʠ ʪʘʙʣʠʮʳ ʫʧʨʘʚʣʝʥʠʷ ʠʩʪʦʨʠʝʡ ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʧʦʚʪʦʨʥʦ ʠʣʠ ʠʟʤʝʥʷʶʪʩʷ 
ʥʘʩʪʨʦʝʥʥʳʝ ʟʘʧʠʩʠ ʪʘʙʣʠʮʳ ʫʧʨʘʚʣʝʥʠʷ ʠʩʪʦʨʠʝʡ. 

2.4.4. ʅʘʩʪʨʦʡʢʘ ʩʠʛʥʘʣʘ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ RMON 

2.4.4.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʝʨʠʦʜʠʯʝʩʢʠ ʧʨʦʚʝʨʷʡʪʝ, ʥʘʭʦʜʷʪʩʷ ʣʠ ʠʟʤʝʥʝʥʠʷ ʟʥʘʯʝʥʠʡ ʧʝʨʝʤʝʥʥʳʭ ʩʠʛʥʘʣʠʟʘʮʠʠ ʚ 
ʧʨʝʜʝʣʘʭ ʫʢʘʟʘʥʥʦʛʦ ʜʦʧʫʩʪʠʤʦʛʦ ʜʠʘʧʘʟʦʥʘ. 

2.4.4.2. ʇʨʠʤʝʯʘʥʠʷ 

ɽʩʣʠ ʩʦʦʙʱʝʥʠʝ trap ʜʦʣʞʥʦ ʙʳʪʴ ʧʝʨʝʜʘʥʦ ʥʘ ʫʧʨʘʚʣʷʶʱʝʝ ʫʩʪʨʦʡʩʪʚʦ ʧʨʠ 
ʩʨʘʙʘʪʳʚʘʥʠʠ ʩʦʙʳʪʠʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ, ʘʛʝʥʪ SNMP ʜʦʣʞʝʥ ʙʳʪʴ ʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʦʝʥ. 
ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʘʛʝʥʪʘ SNMP ʩʤ. ʅʘʩʪʨʦʡʢʘ SNMP. 

ɽʩʣʠ ʩʠʛʥʘʣʴʥʘʷ ʧʝʨʝʤʝʥʥʘʷ ʷʚʣʷʝʪʩʷ ʧʝʨʝʤʝʥʥʦʡ MIB, ʦʧʨʝʜʝʣʝʥʥʦʡ ʚ ʛʨʫʧʧʝ 
ʩʪʘʪʠʩʪʠʢʠ RMON ʠʣʠ ʛʨʫʧʧʝ ʠʩʪʦʨʠʠ, ʬʫʥʢʮʠʷ ʩʪʘʪʠʩʪʠʢʠ RMON Ethernet ʠʣʠ ʬʫʥʢʮʠʷ 
ʩʪʘʪʠʩʪʠʢʠ ʠʩʪʦʨʠʠ RMON ʜʦʣʞʥʘ ʙʳʪʴ ʥʘʩʪʨʦʝʥʘ ʥʘ ʢʦʥʪʨʦʣʠʨʫʝʤʦʤ ʠʥʪʝʨʬʝʡʩʝ 
Ethernet. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʪʘʙʣʠʮʘ ʩʠʛʥʘʣʦʚ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʥʝ ʙʫʜʝʪ ʩʦʟʜʘʥʘ. 

2.4.4.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʢʘ ʟʘʧʠʩʝʡ ʩʦʙʳʪʠʡ 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ɿʘʚʝʨʰʠʪʝ ʥʘʩʪʨʦʡʢʫ ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

ʅʘʩʪʨʦʡʢʘ ʟʘʧʠʩʝʡ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ɿʘʚʝʨʰʠʪʝ ʥʘʩʪʨʦʡʢʫ ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

2.4.4.4. ʇʨʦʚʝʨʢʘ 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show rmon event, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʪʘʙʣʠʮʫ ʩʦʙʳʪʠʡ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show rmon alarm, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʪʘʙʣʠʮʫ ʩʠʛʥʘʣʦʚ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ. 
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2.4.4.5. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʅʘʩʪʨʦʡʢʘ ʪʘʙʣʠʮʳ ʩʦʙʳʪʠʡ 

ʂʦʤʘʥʜʘ rmon event number [log] [trap community] [description description-string] 
[owner ownername] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

number: ʫʢʘʟʳʚʘʝʪ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʪʘʙʣʠʮʳ ʩʦʙʳʪʠʡ ʩʦ ʟʥʘʯʝʥʠʝʤ 
ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 65535. 

log: ʫʢʘʟʳʚʘʝʪ ʥʘ ʩʦʙʳʪʠʝ ʞʫʨʥʘʣʘ. ʉʠʩʪʝʤʘ ʨʝʛʠʩʪʨʠʨʫʝʪ 

ʠʥʠʮʠʠʨʦʚʘʥʥʦʝ ʩʦʙʳʪʠʝ. 

trap community: ʦʙʦʟʥʘʯʘʝʪ ʩʦʦʙʱʝʥʠʝ trap. ʂʦʛʜʘ ʩʦʙʳʪʠʝ 

ʠʥʠʮʠʠʨʫʝʪʩʷ, ʩʠʩʪʝʤʘ ʧʝʨʝʜʘʝʪ ʩʦʦʙʱʝʥʠʝ trap ʩ ʠʤʝʥʝʤ ʩʦʦʙʱʝʩʪʚʘ 
community. 

description description-string: ʟʘʜʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʧʠʩʘʥʠʷ ʩʦʙʳʪʠʷ, 

ʪʦ ʝʩʪʴ ʩʪʨʦʢʫ ʦʧʠʩʘʥʠʷ. ɿʥʘʯʝʥʠʝ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʪʨʦʢʫ ʦʪ 1 ʜʦ 
127 ʩʠʤʚʦʣʦʚ. 

owner ownername: ʫʢʘʟʳʚʘʝʪ ʩʦʟʜʘʪʝʣʷ ʟʘʧʠʩʠ, ʪ. ʝ. ʠʤʷ ʚʣʘʜʝʣʴʮʘ, 

ʢʦʪʦʨʦʝ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʪʨʦʢʫ ʠʟ 1ï63 ʩʠʤʚʦʣʦʚ ʩ ʫʯʝʪʦʤ 
ʨʝʛʠʩʪʨʘ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʄʦʞʥʦ ʠʟʤʝʥʠʪʴ ʟʥʘʯʝʥʠʷ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʟʘʧʠʩʠ 
ʩʦʙʳʪʠʷ, ʚʢʣʶʯʘʷ ʪʠʧ ʩʦʙʳʪʠʷ, ʠʤʷ ʛʨʫʧʧʳ trap, ʦʧʠʩʘʥʠʝ ʩʦʙʳʪʠʷ ʠ 
ʩʦʟʜʘʪʝʣʷ ʩʦʙʳʪʠʷ 

ʅʘʩʪʨʦʡʢʘ ʛʨʫʧʧʳ ʩʠʛʥʘʣʦʚ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ RMON 

ʂʦʤʘʥʜʘ rmon alarm number variable interval {absolute | delta} rising-threshold 
value [event number] falling-threshold value [event-number] [owner 
ownername] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

number: ʫʢʘʟʳʚʘʝʪ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ʩʠʛʥʘʣʘ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ 
ʩʦ ʟʥʘʯʝʥʠʝʤ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 65 535. 

variable: ʫʢʘʟʳʚʘʝʪ ʧʝʨʝʤʝʥʥʫʶ ʩʠʛʥʘʣʘ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ, ʢʦʪʦʨʘʷ 
ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʪʨʦʢʫ ʠʟ 1ï255 ʩʠʤʚʦʣʦʚ ʠ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ 
ʬʦʨʤʘʪʝ ʩ ʪʦʯʢʘʤʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ OID ʫʟʣʘ (ʬʦʨʤʘʪ: 
entry.integer.instance (ʟʘʧʠʩʴ.ʮʝʣʦʝ ʯʠʩʣʦ.ʵʢʟʝʤʧʣʷʨ); ʧʨʠʤʝʨ: 
1.3.6.1.2.1.2.1.10.1). 

interval: ʫʢʘʟʳʚʘʝʪ ʠʥʪʝʨʚʘʣ ʚʳʙʦʨʢʠ ʚ ʩʝʢʫʥʜʘʭ ʠ ʟʥʘʯʝʥʠʝ ʚ 

ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 2147 483 647. 

absolute: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʪʠʧ ʚʳʙʦʨʢʠ ð ʚʳʙʦʨʢʘ ʘʙʩʦʣʶʪʥʦʛʦ 

ʟʥʘʯʝʥʠʷ, ʪʦ ʝʩʪʴ ʟʥʘʯʝʥʠʷ ʧʝʨʝʤʝʥʥʳʭ ʠʟʚʣʝʢʘʶʪʩʷ ʥʘʧʨʷʤʫʶ, ʢʦʛʜʘ 
ʚʨʝʤʷ ʚʳʙʦʨʢʠ ʠʩʪʝʢʣʦ. 

delta: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʪʠʧ ʚʳʙʦʨʢʠ ð ʚʳʙʦʨʢʘ ʠʟʤʝʥʷʶʱʝʛʦʩʷ 

ʟʥʘʯʝʥʠʷ, ʪ. ʝ. ʠʟʤʝʥʝʥʠʷ ʟʥʘʯʝʥʠʡ ʧʝʨʝʤʝʥʥʳʭ ʚ ʧʨʝʜʝʣʘʭ ʠʥʪʝʨʚʘʣʘ 
ʚʳʙʦʨʢʠ ʠʟʚʣʝʢʘʶʪʩʷ ʧʦ ʠʩʪʝʯʝʥʠʠ ʚʨʝʤʝʥʠ ʚʳʙʦʨʢʠ. 
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rising-threshold: ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʚʝʨʭʥʠʡ ʧʨʝʜʝʣ ʢʦʣʠʯʝʩʪʚʘ ʚʳʙʦʨʢʠ 

(ʟʥʘʯʝʥʠʝ) ʩʦ ʟʥʘʯʝʥʠʝʤ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ ī2 147 483648 ʜʦ 
+2 147 483 647. 

event number: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʩʦʙʳʪʠʝ ʩ ʥʦʤʝʨʦʤ ʩʦʙʳʪʠʷ event number 

ʟʘʧʫʩʢʘʝʪʩʷ ʧʨʠ ʜʦʩʪʠʞʝʥʠʠ ʚʝʨʭʥʝʛʦ ʠʣʠ ʥʠʞʥʝʛʦ ʧʨʝʜʝʣʘ. 

falling-threshold: ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʥʠʞʥʠʡ ʧʨʝʜʝʣ ʢʦʣʠʯʝʩʪʚʘ ʚʳʙʦʨʢʠ 
(ʟʥʘʯʝʥʠʝ) ʩʦ ʟʥʘʯʝʥʠʝʤ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ ī2 147 483 648 ʜʦ 
+2 147 483 647. 

owner ownername: ʫʢʘʟʳʚʘʝʪ ʩʦʟʜʘʪʝʣʷ ʟʘʧʠʩʠ, ʪ. ʝ. ʠʤʷ ʚʣʘʜʝʣʴʮʘ, 
ʢʦʪʦʨʦʝ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʪʨʦʢʫ ʠʟ 1ï63 ʩʠʤʚʦʣʦʚ ʩ ʫʯʝʪʦʤ 
ʨʝʛʠʩʪʨʘ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɿʥʘʯʝʥʠʷ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʟʘʧʠʩʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ 
ʤʦʛʫʪ ʙʳʪʴ ʠʟʤʝʥʝʥʳ, ʚʢʣʶʯʘʷ ʧʝʨʝʤʝʥʥʳʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ, ʪʠʧ 
ʚʳʙʦʨʢʠ, ʩʦʟʜʘʪʝʣʴ ʟʘʧʠʩʠ, ʠʥʪʝʨʚʘʣ ʚʳʙʦʨʢʠ, ʚʝʨʭʥʠʡ/ʥʠʞʥʠʡ 
ʧʨʝʜʝʣ ʢʦʣʠʯʝʩʪʚʘ ʚʳʙʦʨʢʠ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʪʨʠʛʛʝʨʥʳʝ ʩʦʙʳʪʠʷ 

2.4.4.6. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʩʠʛʥʘʣʘ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ RMON 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 2-5. 

 ʇʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ SNMPv1 ʨʘʙʦʪʘʝʪ ʚ NMS, ʠʤʷ ʩʦʦʙʱʝʩʪʚʘ, ʠʩʧʦʣʴʟʫʝʤʦʝ 
ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʥʘʩʪʨʦʡʢʘʤ, ʷʚʣʷʝʪʩʷ ʦʙʱʝʜʦʩʪʫʧʥʳʤ, ʩ ʘʪʨʠʙʫʪʦʤ read-write, 
ʘ IP-ʘʜʨʝʩ, ʠʩʧʦʣʴʟʫʝʤʳʡ NMS ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʩʦʦʙʱʝʥʠʡ trap, ð 3.3.3.3. 
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ʇʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʟʥʘʯʝʥʠʝ OID ʧʘʢʝʪʦʚ ʥʝʠʟʚʝʩʪʥʦʛʦ ʧʨʦʪʦʢʦʣʘ, 
ʧʦʣʫʯʝʥʥʳʭ ʢʦʥʪʨʦʣʠʨʫʝʤʳʤ ʠʥʪʝʨʬʝʡʩʦʤ GigabitEthernet0/1, ʨʘʚʥʦ 
1.3.6.1.2.1.2.2.1.15.3, ʨʝʞʠʤ ʚʳʙʦʨʢʠ ð ʦʪʥʦʩʠʪʝʣʴʥʘʷ ʚʳʙʦʨʢʘ, ʘ ʠʥʪʝʨʚʘʣ 
ʚʳʙʦʨʢʠ ð 60 ʩʝʢʫʥʜ. ʂʦʛʜʘ ʦʪʥʦʩʠʪʝʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʚʳʙʦʨʢʠ ʙʦʣʴʰʝ 100 
ʠʣʠ ʤʝʥʴʰʝ 10, ʩʦʙʳʪʠʷ 1 ʠ 2 ʟʘʧʫʩʢʘʶʪʩʷ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. ɺ ʩʦʙʳʪʠʠ 1 
ʧʝʨʝʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ trap, ʠ ʩʦʙʳʪʠʝ ʨʝʛʠʩʪʨʠʨʫʝʪʩʷ. ɺ ʩʦʙʳʪʠʠ 2 
ʩʦʙʳʪʠʝ ʪʦʣʴʢʦ ʨʝʛʠʩʪʨʠʨʫʝʪʩʷ. 

ʅʘʩʪʨʦʡʢʘ ʘʛʝʥʪʘ RMON ʟʘʚʝʨʰʝʥʘ ʥʘ ʪʝʨʤʠʥʘʣʝ. ɸʛʝʥʪ RMON ʧʦʜʢʣʶʯʝʥ 
ʢ NMS ʠ ʧʦʜʢʣʶʯʝʥ ʢ ʩʝʨʚʝʨʫ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ GI0/1. ɸʛʝʥʪ RMON ʜʦʣʞʝʥ 
ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ ʥʝʠʟʚʝʩʪʥʦʛʦ ʧʨʦʪʦʢʦʣʘ, ʧʦʣʫʯʝʥʥʳʭ 
ʠʥʪʝʨʬʝʡʩʦʤ GI0/1. ʀʥʪʝʨʚʘʣ ʚʳʙʦʨʢʠ ʩʦʩʪʘʚʣʷʝʪ 60 ʩʝʢʫʥʜ. ʂʦʛʜʘ 
ʘʙʩʦʣʶʪʥʦʝ ʟʥʘʯʝʥʠʝ ʚʳʙʦʨʢʠ ʤʝʥʴʰʝ 10, ʩʦʙʳʪʠʝ ʪʦʣʴʢʦ ʨʝʛʠʩʪʨʠʨʫʝʪʩʷ. 
ʂʦʛʜʘ ʘʙʩʦʣʶʪʥʦʝ ʟʥʘʯʝʥʠʝ ʚʳʙʦʨʢʠ ʧʨʝʚʳʰʘʝʪ 100, ʩʦʙʳʪʠʝ 
ʨʝʛʠʩʪʨʠʨʫʝʪʩʷ, ʠ ʚ NMS ʧʝʨʝʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ trap 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

¶ ʅʘʩʪʨʦʡʪʝ ʘʜʨʝʩ ʭʦʩʪʘ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʩʦʦʙʱʝʥʠʡ trap. 

¶ ʅʘʩʪʨʦʡʪʝ ʛʨʫʧʧʫ ʩʦʙʳʪʠʡ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʪʨʠʛʛʝʨʘ 
ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ. 

¶ ʅʘʩʪʨʦʡʪʝ ʬʫʥʢʮʠʶ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ 

ɸʛʝʥʪ QTECH# configure terminal 

Enter configuration commands, one per line. End with CNTL/Z. 

QTECH(config)# snmp-server community publi c rw  

QTECH(config)# snmp-server host 3.3.3.3 trap public  

QTECH(config)# rmon event 1 description rising- threshold -event log trap 
public owner admin  

QTECH(config)# rmon event 2 description falling- threshold -event log owner 
admin 

QTECH(config)# rmon alarm 1 1.3.6.1.2.1.2.2.1.15.3 60 delta rising- threshold 100 1 
falling - threshold 10 2 owner admin 

ʇʨʦʚʝʨʢʘ ¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show rmon event, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʪʘʙʣʠʮʫ 
ʩʦʙʳʪʠʡ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show rmon alarm, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʪʘʙʣʠʮʫ 

ʩʠʛʥʘʣʦʚ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ 

ɸʛʝʥʪ QTECH# show rmon event 

rmon event table:  

index = 1 

description = rising - threshold - event 

type = 4 

community = public 

lastTimeSent = 0d:0h:0m:0s 
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owner = admin 

status = 1 

 

index = 2 

description = falling - threshold -event 

type = 2 

community = 

lastTimeSent = 6d:19h:21m:48s 

owner = admin 

status = 1 

 

rmon log table:  

eventIndex = 2 

index = 1 

logTime = 6d:19h:21m:48s 

logDescription = falling - threshold - event 

QTECH# show rmon alarm 

rmon alarm table:  

index: 1, 

interval: 60, 

oid = 1.3.6.1.2.1.2.2.1.15.3 

sampleType: 2, 

alarmValue: 0, 

startupAlarm: 3,  

risingThreshold: 100, 

fallingThreshold: 10, 

risingEventIndex: 1, 

fallingEventIndex: 2, 

owner: admin, 

stauts: 1 

2.4.4.7. ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʦʰʠʙʢʠ 

¶ ɺʚʝʜʝʥʥʳʡ OID ʦʪʩʣʝʞʠʚʘʝʤʦʛʦ ʦʙʲʝʢʪʘ ʥʝʚʝʨʝʥ, ʧʝʨʝʤʝʥʥʘʷ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ 
OID, ʥʝ ʩʫʱʝʩʪʚʫʝʪ, ʠʣʠ ʪʠʧ ʥʝ ʷʚʣʷʝʪʩʷ ʮʝʣʳʤ ʯʠʩʣʦʤ ʠʣʠ ʮʝʣʳʤ ʯʠʩʣʦʤ ʙʝʟ 
ʟʥʘʢʘ. 

¶ ɺʝʨʭʥʠʡ ʧʦʨʦʛ ʤʝʥʴʰʝ ʠʣʠ ʨʘʚʝʥ ʥʠʞʥʝʤʫ ʧʦʨʦʛʫ. 
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2.5. ʄʦʥʠʪʦʨʠʥʛ 

2.5.1. ʆʪʦʙʨʘʞʝʥʠʝ 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

ʆʪʦʙʨʘʞʘʝʪ ʚʩʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ 
RMON 

show rmon 

ʆʪʦʙʨʘʞʘʝʪ ʩʪʘʪʠʩʪʠʯʝʩʢʫʶ ʪʘʙʣʠʮʫ Ethernet show rmon stats 

ʆʪʦʙʨʘʞʘʝʪ ʪʘʙʣʠʮʫ ʫʧʨʘʚʣʝʥʠʷ ʠʩʪʦʨʠʝʡ show rmon history 

ʆʪʦʙʨʘʞʘʝʪ ʪʘʙʣʠʮʫ ʩʠʛʥʘʣʦʚ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ show rmon alarm 

ʆʪʦʙʨʘʞʘʝʪ ʪʘʙʣʠʮʫ ʩʦʙʳʪʠʡ show rmon event 
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3. ʅɸʉʊʈʆʁʂɸ NTP 

3.1. ʆʙʟʦʨ 

ʇʨʦʪʦʢʦʣ ʩʝʪʝʚʦʛʦ ʚʨʝʤʝʥʠ (NTP) ð ʵʪʦ ʧʨʦʪʦʢʦʣ ʫʨʦʚʥʷ ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ 
ʩʝʪʝʚʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʚʨʝʤʷ. NTP ʧʦʟʚʦʣʷʝʪ ʩʝʪʝʚʳʤ ʫʩʪʨʦʡʩʪʚʘʤ 
ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʚʨʝʤʷ ʩʦ ʩʚʦʠʤʠ ʩʝʨʚʝʨʘʤʠ ʠʣʠ ʠʩʪʦʯʥʠʢʘʤʠ ʯʘʩʦʚ ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ 
ʚʳʩʦʢʦʪʦʯʥʫʶ ʢʦʨʨʝʢʮʠʶ ʚʨʝʤʝʥʠ (ʨʘʟʥʠʮʘ ʩʦ ʩʪʘʥʜʘʨʪʥʳʤ ʚʨʝʤʝʥʝʤ ʩʦʩʪʘʚʣʷʝʪ ʤʝʥʝʝ 
ʦʜʥʦʡ ʤʠʣʣʠʩʝʢʫʥʜʳ ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʠ ʤʝʥʝʝ ʥʝʩʢʦʣʴʢʠʭ ʜʝʩʷʪʢʦʚ ʤʠʣʣʠʩʝʢʫʥʜ ʚ 
ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ). ʂʨʦʤʝ ʪʦʛʦ, NTP ʤʦʞʝʪ ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʘʪʘʢʠ ʩ ʧʦʤʦʱʴʶ 
ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʧʦʜʪʚʝʨʞʜʝʥʠʷ. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʫʩʪʨʦʡʩʪʚʘ QTECH ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʘʢ ʚ ʢʘʯʝʩʪʚʝ NTP-ʢʣʠʝʥʪʦʚ, 
ʪʘʢ ʠ ʚ ʢʘʯʝʩʪʚʝ NTP-ʩʝʨʚʝʨʦʚ. ɼʨʫʛʠʤʠ ʩʣʦʚʘʤʠ, ʫʩʪʨʦʡʩʪʚʦ QTECH ʤʦʞʝʪ 
ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʚʨʝʤʷ ʩ ʩʝʨʚʝʨʦʤ ʚʨʝʤʝʥʠ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ ʩʝʨʚʝʨʘ 
ʚʨʝʤʝʥʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʜʣʷ ʜʨʫʛʠʭ ʫʩʪʨʦʡʩʪʚ. ʂʦʛʜʘ ʫʩʪʨʦʡʩʪʚʦ 
QTECH ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʩʝʨʚʝʨʘ, ʦʥʦ ʧʦʜʜʝʨʞʠʚʘʝʪ ʪʦʣʴʢʦ ʨʝʞʠʤ ʦʜʥʦʘʜʨʝʩʥʦʛʦ 
ʩʝʨʚʝʨʘ. 

ʇʨʦʪʦʢʦʣʳ ʠ ʩʪʘʥʜʘʨʪʳ 

RFC 1305: ʧʨʦʪʦʢʦʣ ʩʝʪʝʚʦʛʦ ʚʨʝʤʝʥʠ (ʚʝʨʩʠʷ 3). 

3.2. ʇʨʠʣʦʞʝʥʠʷ 

ʇʨʠʣʦʞʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ 
ʚʨʝʤʝʥʠ ʥʘ ʦʩʥʦʚʝ 
ʚʥʝʰʥʝʛʦ ʵʪʘʣʦʥʥʦʛʦ 
ʠʩʪʦʯʥʠʢʘ  

ɺ ʢʘʯʝʩʪʚʝ ʢʣʠʝʥʪʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʫʩʪʨʦʡʩʪʚʦ, 
ʩʠʥʭʨʦʥʠʟʠʨʫʶʱʝʝ ʚʨʝʤʷ ʩ ʚʥʝʰʥʠʤ ʠʩʪʦʯʥʠʢʦʤ ʯʘʩʦʚ. ʇʦʩʣʝ 
ʫʩʧʝʰʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʦʥ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʩʝʨʚʝʨʘ 
ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʜʣʷ ʜʨʫʛʠʭ 
ʫʩʪʨʦʡʩʪʚ 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ 
ʚʨʝʤʝʥʠ ʥʘ ʦʩʥʦʚʝ 
ʣʦʢʘʣʴʥʦʛʦ ʠʩʪʦʯʥʠʢʘ 
ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ 

ʋʩʪʨʦʡʩʪʚʦ ʠʩʧʦʣʴʟʫʝʪ ʣʦʢʘʣʴʥʳʝ ʯʘʩʳ ʚ ʢʘʯʝʩʪʚʝ ʥʘʜʝʞʥʦʛʦ 
ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ NTP, ʘ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ 
ʢʘʯʝʩʪʚʝ ʩʝʨʚʝʨʘ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ 
ʜʣʷ ʜʨʫʛʠʭ ʫʩʪʨʦʡʩʪʚ 

3.2.1. ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ ʥʘ ʦʩʥʦʚʝ ʚʥʝʰʥʝʛʦ ʵʪʘʣʦʥʥʦʛʦ 
ʠʩʪʦʯʥʠʢʘ ʯʘʩʦʚ 

3.2.1.1. ʉʮʝʥʘʨʠʡ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʈʠʩʫʥʢʝ 3-1 

¶ DEVICE-A ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʥʘʜʝʞʥʦʛʦ ʵʪʘʣʦʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʯʘʩʦʚ ʜʣʷ 
ʦʙʝʩʧʝʯʝʥʠʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʜʣʷ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ. 

¶ DEVICE-B ʫʢʘʟʳʚʘʝʪ DEVICE-A ʚ ʢʘʯʝʩʪʚʝ NTP-ʩʝʨʚʝʨʘ ʠ ʩʠʥʭʨʦʥʠʟʠʨʫʝʪ ʚʨʝʤʷ 
ʩ DEVICE-A. 

¶ ʇʦʩʣʝ ʫʩʧʝʰʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ DEVICE-B ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ 
ʜʣʷ DEVICE-C. 
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ʈʠʩʫʥʦʢ 3-1. 

3.2.1.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ 

ʅʘʩʪʨʦʡʪʝ DEVICE-B ʥʘ ʨʝʞʠʤ ʚʥʝʰʥʝʛʦ ʵʪʘʣʦʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʯʘʩʦʚ NTP. 

3.2.2. ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ ʥʘ ʦʩʥʦʚʝ ʣʦʢʘʣʴʥʦʛʦ ʠʩʪʦʯʥʠʢʘ 
ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ 

3.2.2.1. ʉʮʝʥʘʨʠʡ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʈʠʩʫʥʢʝ 3-2, DEVICE-B ʠʩʧʦʣʴʟʫʝʪ ʣʦʢʘʣʴʥʳʝ ʯʘʩʳ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ 
ʦʧʦʨʥʳʭ ʯʘʩʦʚ NTP ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ ʜʣʷ DEVICE-C. 

 

ʈʠʩʫʥʦʢ 3-2. 

3.2.2.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ 

ʅʘʩʪʨʦʡʪʝ DEVICE-B ʥʘ ʨʝʞʠʤ ʣʦʢʘʣʴʥʳʭ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ NTP. 

3.3. ʌʫʥʢʮʠʠ 

3.3.1. ɹʘʟʦʚʳʝ ʢʦʥʮʝʧʪʳ 

NTP-ʧʘʢʝʪ 

ʂʘʢ ʦʧʨʝʜʝʣʝʥʦ ʚ RFC1305, NTP ʠʩʧʦʣʴʟʫʝʪ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ 
ʜʘʪʘʛʨʘʤʤ (UDP) ʜʣʷ ʧʝʨʝʜʘʯʠ, ʘ ʠʩʧʦʣʴʟʫʝʤʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ UDP ð 123. 

ʅʘ ʈʠʩʫʥʢʝ 3-3 ʧʦʢʘʟʘʥ ʬʦʨʤʘʪ ʧʘʢʝʪʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ NTP. 
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ʈʠʩʫʥʦʢ 3-3. ʌʦʨʤʘʪ ʧʘʢʝʪʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ NTP 

¶ ʀʥʜʠʢʘʪʦʨ ʩʝʢʫʥʜʳ ʢʦʦʨʜʠʥʘʮʠʠ (LI): ʫʢʘʟʳʚʘʝʪ 2-ʙʠʪʥʳʡ ʠʥʜʠʢʘʪʦʨ 
ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʩʝʢʫʥʜʳ. 

ʇʈʀʄɽʏɸʅʀɽ: 00: ʫʢʘʟʳʚʘʝʪ ʥʘ ʦʪʩʫʪʩʪʚʠʝ ʧʨʝʜʫʧʨʝʞʜʘʶʱʝʡ ʠʥʬʦʨʤʘʮʠʠ; 01: 
ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚ ʧʨʝʜʳʜʫʱʝʡ ʤʠʥʫʪʝ 61 ʩʝʢʫʥʜʘ; 10: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚ ʧʨʝʜʳʜʫʱʝʡ ʤʠʥʫʪʝ 
59 ʩʝʢʫʥʜ; 11: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʯʘʩʳ ʥʝ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʥʳ. 

¶ ʅʦʤʝʨ ʚʝʨʩʠʠ (VN): ʫʢʘʟʳʚʘʝʪ 3-ʙʠʪʥʳʡ ʥʦʤʝʨ ʚʝʨʩʠʠ NTP. ʊʝʢʫʱʠʡ ʥʦʤʝʨ 
ʚʝʨʩʠʠ ð 3. 

¶ ʈʝʞʠʤ (Mode): ʫʢʘʟʳʚʘʝʪ ʥʘ 3-ʙʠʪʥʳʡ ʨʘʙʦʯʠʡ ʨʝʞʠʤ NTP. 

ʇʈʀʄɽʏɸʅʀɽ: 0: ʫʢʘʟʳʚʘʝʪ ʥʘ ʦʪʩʫʪʩʪʚʠʝ ʦʧʨʝʜʝʣʝʥʠʷ; 1: ʫʢʘʟʳʚʘʝʪ ʥʘ ʩʠʤʤʝʪʨʠʯʥʫʶ 

ʘʢʪʠʚʥʦʩʪʴ; 2: ʫʢʘʟʳʚʘʝʪ ʥʘ ʩʠʤʤʝʪʨʠʯʥʳʡ ʧʘʩʩʠʚ; 3: ʫʢʘʟʳʚʘʝʪ ʥʘ ʢʣʠʝʥʪʘ; 4: ʫʢʘʟʳʚʘʝʪ 
ʥʘ ʩʝʨʚʝʨ; 5: ʫʢʘʟʳʚʘʝʪ ʥʘ ʰʠʨʦʢʦʚʝʱʘʥʠʝ; 6: ʫʢʘʟʳʚʘʝʪ ʫʧʨʘʚʣʷʶʱʫʶ ʠʥʬʦʨʤʘʮʠʶ; 7: 
ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʦ. 

¶ Stratum: ʫʢʘʟʳʚʘʝʪ 8-ʙʠʪʥʳʡ ʩʣʦʡ (Stratum) ʣʦʢʘʣʴʥʳʭ ʯʘʩʦʚ. 0: ʫʢʘʟʳʚʘʝʪ ʥʘ 
ʦʪʩʫʪʩʪʚʠʝ ʦʧʨʝʜʝʣʝʥʠʷ; 1: ʫʢʘʟʳʚʘʝʪ master-ʠʩʪʦʯʥʠʢ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ; ʜʨʫʛʠʝ 
ʟʥʘʯʝʥʠʷ: ʫʢʘʟʳʚʘʶʪ slave-ʠʩʪʦʯʥʠʢʠ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ. 

¶ Poll Interval (ʀʥʪʝʨʚʘʣ ʦʧʨʦʩʘ): ʫʢʘʟʳʚʘʝʪ ʠʥʪʝʨʚʘʣ ʦʧʨʦʩʘ (ʚ ʩʝʢʫʥʜʘʭ), ʢʦʪʦʨʳʡ 
ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 8-ʙʠʪʥʦʝ ʮʝʣʦʝ ʯʠʩʣʦ. 

¶ Precision (ʊʦʯʥʦʩʪʴ): ʫʢʘʟʳʚʘʝʪ ʪʦʯʥʦʩʪʴ ʚʨʝʤʝʥʠ (ʚ ʩʝʢʫʥʜʘʭ) ʤʝʩʪʥʳʭ ʯʘʩʦʚ, 
ʢʦʪʦʨʘʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 8-ʙʠʪʥʦʝ ʮʝʣʦʝ ʯʠʩʣʦ. 

¶ Root Delay (ʂʦʨʥʝʚʘʷ ʟʘʜʝʨʞʢʘ): ʫʢʘʟʳʚʘʝʪ ʚʨʝʤʷ ʧʨʦʭʦʞʜʝʥʠʷ ʪʫʜʘ ʠ ʦʙʨʘʪʥʦ ʜʦ 
master-ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ, ʢʦʪʦʨʦʝ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 32-ʨʘʟʨʷʜʥʦʝ 
ʮʝʣʦʝ ʯʠʩʣʦ. 
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¶ Root Dispersion (ʂʦʨʥʝʚʘʷ ʜʠʩʧʝʨʩʠʷ): ʫʢʘʟʳʚʘʝʪ ʩʘʤʫʶ ʙʦʣʴʰʫʶ ʨʘʟʥʠʮʫ ʦʪ 
master-ʵʪʘʣʦʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʪʘʢʪʦʚʦʛʦ ʩʠʛʥʘʣʘ, ʢʦʪʦʨʳʡ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 
32-ʨʘʟʨʷʜʥʦʝ ʮʝʣʦʝ ʯʠʩʣʦ. 

¶ Reference Clock Identifier (ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ): ʫʢʘʟʳʚʘʝʪ 32-ʙʠʪʥʳʡ 
ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ. 

¶ Reference Timestamp (ʕʪʘʣʦʥʥʘʷ ʚʨʝʤʝʥʥʘʷ ʤʝʪʢʘ): ʫʢʘʟʳʚʘʝʪ 64-ʙʠʪʥʫʶ 
ʚʨʝʤʝʥʥʫʶ ʤʝʪʢʫ, ʘ ʠʤʝʥʥʦ ʚʨʝʤʷ, ʢʦʪʦʨʦʝ ʙʳʣʦ ʫʩʪʘʥʦʚʣʝʥʦ ʠʣʠ ʠʩʧʨʘʚʣʝʥʦ ʚ 
ʧʦʩʣʝʜʥʠʡ ʨʘʟ. 

¶ Originate Timestamp (ʀʩʭʦʜʥʘʷ ʚʨʝʤʝʥʥʘʷ ʤʝʪʢʘ): ʫʢʘʟʳʚʘʝʪ 64-ʙʠʪʥʫʶ ʤʝʪʢʫ 
ʚʨʝʤʝʥʠ, ʘ ʠʤʝʥʥʦ ʤʝʩʪʥʦʝ ʚʨʝʤʷ, ʢʦʛʜʘ ʦʪ ʢʣʠʝʥʪʘ ʫʭʦʜʠʪ ʟʘʧʨʦʩ ʥʘ 
ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ. 

¶ Receive Timestamp (ʆʪʤʝʪʢʘ ʚʨʝʤʝʥʠ ʧʦʣʫʯʝʥʠʷ): ʫʢʘʟʳʚʘʝʪ 64-ʙʠʪʥʫʶ ʦʪʤʝʪʢʫ 
ʚʨʝʤʝʥʠ, ʘ ʠʤʝʥʥʦ ʤʝʩʪʥʦʝ ʚʨʝʤʷ, ʢʦʛʜʘ ʧʘʢʝʪ ʟʘʧʨʦʩʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ 
ʧʦʩʪʫʧʘʝʪ ʥʘ ʩʝʨʚʝʨ. 

¶ Transmit Timestamp (ʆʪʤʝʪʢʘ ʚʨʝʤʝʥʠ ʧʝʨʝʜʘʯʠ): ʫʢʘʟʳʚʘʝʪ 64-ʙʠʪʥʫʶ ʦʪʤʝʪʢʫ 
ʚʨʝʤʝʥʠ, ʘ ʠʤʝʥʥʦ ʤʝʩʪʥʦʝ ʚʨʝʤʷ, ʢʦʛʜʘ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ 
ʦʪʧʨʘʚʣʷʝʪʩʷ ʩ ʩʝʨʚʝʨʘ. 

¶ Authenticator (ʆʧʮʠʦʥʘʣʴʥʦ): ʫʢʘʟʳʚʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

NTP-ʩʝʨʚʝʨ 

ʋʩʪʨʦʡʩʪʚʦ ʠʩʧʦʣʴʟʫʝʪ ʣʦʢʘʣʴʥʳʝ ʯʘʩʳ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ ʜʣʷ 
ʦʙʝʩʧʝʯʝʥʠʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʜʣʷ ʜʨʫʛʠʭ ʫʩʪʨʦʡʩʪʚ ʚ ʩʝʪʠ. 

NTP-ʢʣʠʝʥʪ 

ʋʩʪʨʦʡʩʪʚʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʘʢ NTP-ʢʣʠʝʥʪ, ʩʠʥʭʨʦʥʠʟʠʨʫʶʱʠʡ ʚʨʝʤʷ ʩ NTP-ʩʝʨʚʝʨʦʤ ʚ 
ʩʝʪʠ. 

Stratum (ʉʣʦʡ) 

ɺ NTP çstratumè ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʧʠʩʘʥʠʷ ʧʝʨʝʭʦʜʦʚ ʦʪ ʫʩʪʨʦʡʩʪʚʘ ʢ ʘʚʪʦʨʠʪʝʪʥʳʤ 
(ʜʦʩʪʦʚʝʨʥʳʤ) ʯʘʩʘʤ. ʉʝʨʚʝʨ NTP, stratum ʢʦʪʦʨʦʛʦ ʨʘʚʝʥ 1, ʠʤʝʝʪ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ 
ʧʦʜʢʣʶʯʝʥʥʳʝ ʘʪʦʤʥʳʝ ʯʘʩʳ ʠʣʠ ʯʘʩʳ ʩ ʨʘʜʠʦʫʧʨʘʚʣʝʥʠʝʤ; ʩʝʨʚʝʨ NTP, stratum ʢʦʪʦʨʦʛʦ 
ʨʘʚʝʥ 2, ʧʦʣʫʯʘʝʪ ʚʨʝʤʷ ʦʪ ʩʝʨʚʝʨʘ, stratum ʢʦʪʦʨʦʛʦ ʨʘʚʝʥ 1; ʩʝʨʚʝʨ NTP, stratum 
ʢʦʪʦʨʦʛʦ ʨʘʚʝʥ 3, ʧʦʣʫʯʘʝʪ ʚʨʝʤʷ ʦʪ ʩʝʨʚʝʨʘ, stratum ʢʦʪʦʨʦʛʦ ʨʘʚʝʥ 2; ʠ ʪʘʢ ʜʘʣʝʝ. 
ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʠʩʪʦʯʥʠʢʠ ʯʘʩʦʚ ʩ ʙʦʣʝʝ ʥʠʟʢʠʤ stratum ʠʤʝʶʪ ʙʦʣʝʝ ʚʳʩʦʢʫʶ ʪʦʯʥʦʩʪʴ 
ʯʘʩʦʚ. 

ɸʧʧʘʨʘʪʥʳʝ ʯʘʩʳ 

ɸʧʧʘʨʘʪʥʳʝ ʯʘʩʳ ʨʘʙʦʪʘʶʪ ʥʘ ʯʘʩʪʦʪʝ ʢʚʘʨʮʝʚʦʛʦ ʨʝʟʦʥʘʪʦʨʘ ʫʩʪʨʦʡʩʪʚʘ ʠ ʧʠʪʘʶʪʩʷ ʦʪ 
ʙʘʪʘʨʝʠ ʫʩʪʨʦʡʩʪʚʘ. ʇʦʩʣʝ ʚʳʢʣʶʯʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ʘʧʧʘʨʘʪʥʳʝ ʯʘʩʳ ʧʨʦʜʦʣʞʘʶʪ 
ʨʘʙʦʪʘʪʴ. ʇʦʩʣʝ ʟʘʧʫʩʢʘ ʫʩʪʨʦʡʩʪʚʘ ʦʥʦ ʧʦʣʫʯʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʨʝʤʝʥʠ ʦʪ ʘʧʧʘʨʘʪʥʳʭ 
ʯʘʩʦʚ ʚ ʚʠʜʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʚʨʝʤʝʥʠ ʫʩʪʨʦʡʩʪʚʘ. 

3.3.2. ʆʙʟʦʨ 

ʆʩʦʙʝʥʥʦʩʪʴ ʆʧʠʩʘʥʠʝ 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ 
ʚʨʝʤʝʥʠ NTP 

ʉʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ ʩʠʥʭʨʦʥʠʟʠʨʫʶʪ ʚʨʝʤʷ ʩʦ ʩʚʦʠʤʠ ʩʝʨʚʝʨʘʤʠ ʠʣʠ 
ʥʘʜʝʞʥʳʤʠ ʠʩʪʦʯʥʠʢʘʤʠ ʯʘʩʦʚ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʚʳʩʦʢʦʪʦʯʥʦʡ 
ʢʦʨʨʝʢʮʠʠ ʚʨʝʤʝʥʠ 
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ʆʩʦʙʝʥʥʦʩʪʴ ʆʧʠʩʘʥʠʝ 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ 
Security NTP 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʩ ʰʠʬʨʦʚʘʥʠʝʤ ʧʘʢʝʪʦʚ NTP ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 
ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʧʦʤʝʭ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʦʪ 
ʥʝʥʘʜʝʞʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʯʘʩʦʚ 

NTP-ʢʦʥʪʨʦʣʴ 
ʜʦʩʪʫʧʘ 

ʉʧʠʩʦʢ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ (ACL) ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ 
ʠʩʪʦʯʥʠʢʦʚ ʧʦʣʫʯʝʥʥʳʭ ʧʘʢʝʪʦʚ NTP 

3.3.3. ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ NTP 

3.3.3.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ NTP ʨʝʘʣʠʟʦʚʘʥʘ ʧʫʪʝʤ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʧʘʢʝʪʦʚ NTP ʤʝʞʜʫ 
ʢʣʠʝʥʪʦʤ ʠ ʩʝʨʚʝʨʦʤ: 

¶ ʂʣʠʝʥʪ ʦʪʧʨʘʚʣʷʝʪ ʧʘʢʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʥʘ ʚʩʝ ʩʝʨʚʝʨʳ ʢʘʞʜʳʝ 64 
ʩʝʢʫʥʜʳ. ʇʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʧʘʢʝʪʦʚ ʦʪʚʝʪʦʚ ʦʪ ʩʝʨʚʝʨʦʚ ʢʣʠʝʥʪ ʬʠʣʴʪʨʫʝʪ ʠ 
ʚʳʙʠʨʘʝʪ ʧʘʢʝʪʳ ʦʪʚʝʪʦʚ ʩʦ ʚʩʝʭ ʩʝʨʚʝʨʦʚ ʠ ʩʠʥʭʨʦʥʠʟʠʨʫʝʪ ʚʨʝʤʷ ʩ 
ʦʧʪʠʤʘʣʴʥʳʤ ʩʝʨʚʝʨʦʤ. 

¶ ʇʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʧʘʢʝʪʘ ʟʘʧʨʦʩʘ ʥʘ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ ʩʝʨʚʝʨ ʠʩʧʦʣʴʟʫʝʪ 
ʣʦʢʘʣʴʥʳʝ ʯʘʩʳ ʚ ʢʘʯʝʩʪʚʝ ʵʪʘʣʦʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʠ ʟʘʧʦʣʥʷʝʪ ʠʥʬʦʨʤʘʮʠʝʡ ʦ 
ʣʦʢʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʙʳʪʴ ʦʪʧʨʘʚʣʝʥ ʢʣʠʝʥʪʫ, ʚ 
ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʧʨʦʪʦʢʦʣʘ. 

ʅʘ ʈʠʩʫʥʢʝ 3-4 ʧʦʢʘʟʘʥ ʬʦʨʤʘʪ ʧʘʢʝʪʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ NTP. 

 

ʈʠʩʫʥʦʢ 3-4. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ NTP 
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DEVICE-B (ʩʦʢʨʘʱʝʥʥʦ B) ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ NTP, 
DEVICE-A (ʩʦʢʨʘʱʝʥʥʦ A) ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʢʣʠʝʥʪʘ NTP, ʢʦʪʦʨʳʡ ʩʠʥʭʨʦʥʠʟʠʨʫʝʪ 
ʚʨʝʤʷ ʩ DEVICE-B. ɺ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ ʤʝʩʪʥʳʝ ʯʘʩʳ A ʧʦʢʘʟʳʚʘʶʪ 19:00:00, ʘ ʤʝʩʪʥʳʝ 
ʯʘʩʳ B ð 19:30:20. 

1. A ʦʪʧʨʘʚʣʷʝʪ ʧʘʢʝʪ ʟʘʧʨʦʩʘ NTP. ʄʝʩʪʥʦʝ ʚʨʝʤʷ (T0), ʢʦʛʜʘ ʧʘʢʝʪ ʦʪʧʨʘʚʣʷʝʪʩʷ 
ʠʟ A, ʩʦʩʪʘʚʣʷʝʪ 19:00:00 ʠ ʟʘʧʦʣʥʷʝʪʩʷ ʚ Originate Timestamp. 

2. ʇʦʩʣʝ 2-ʩʝʢʫʥʜʥʦʡ ʩʝʪʝʚʦʡ ʟʘʜʝʨʞʢʠ ʤʝʩʪʥʦʝ ʚʨʝʤʷ (T1), ʢʦʛʜʘ B ʧʦʣʫʯʘʝʪ ʧʘʢʝʪ 
ʟʘʧʨʦʩʘ, ʩʦʩʪʘʚʣʷʝʪ 19:30:23 ʠ ʟʘʧʦʣʥʷʝʪʩʷ ʚ Receive Timestamp. 

3. B ʦʙʨʘʙʘʪʳʚʘʝʪ ʟʘʧʨʦʩ NTP ʠ ʯʝʨʝʟ ʩʝʢʫʥʜʫ ʦʪʧʨʘʚʣʷʝʪ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ NTP. 
ʄʝʩʪʥʦʝ ʚʨʝʤʷ (T2), ʢʦʛʜʘ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ ʫʭʦʜʠʪ ʠʟ B, ʩʦʩʪʘʚʣʷʝʪ 19:30:24 ʠ 
ʟʘʧʦʣʥʷʝʪʩʷ ʚ Transmit Timestamp. 

4. ʇʦʩʣʝ 2-ʩʝʢʫʥʜʥʦʡ ʩʝʪʝʚʦʡ ʟʘʜʝʨʞʢʠ ɸ ʧʦʣʫʯʘʝʪ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ. ʄʝʩʪʥʦʝ ʚʨʝʤʷ 
(T3), ʢʦʛʜʘ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ ʧʨʠʙʳʚʘʝʪ ʚ A, ʩʦʩʪʘʚʣʷʝʪ 19:00:06. 

ʂʦʥʢʨʝʪʥʳʝ ʨʘʩʯʝʪʳ ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʩʣʝʜʫʶʱʠʝ: 

¶ A ʧʦʣʫʯʘʝʪ ʨʘʟʥʠʮʫ ʚʦ ʚʨʝʤʝʥʠ ʚ 30 ʤʠʥʫʪ ʠ 20 ʩʝʢʫʥʜ ʤʝʞʜʫ B ʠ A, ʠʩʧʦʣʴʟʫʷ 
ʬʦʨʤʫʣʫ ((T1-T0)+(T2-T3))/2. 

¶ A ʧʦʣʫʯʘʝʪ ʯʝʪʳʨʝʭʩʝʢʫʥʜʥʫʶ ʟʘʜʝʨʞʢʫ ʧʘʢʝʪʘ ʪʫʜʘ ʠ ʦʙʨʘʪʥʦ ʤʝʞʜʫ A ʠ B, 
ʠʩʧʦʣʴʟʫʷ ʬʦʨʤʫʣʫ (T3-T0)-(T2-T1). 

3.3.3.2. ʈʝʞʠʤ ʨʘʙʦʪʳ NTP 

¶ ʈʝʞʠʤ ʚʥʝʰʥʝʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʯʘʩʦʚ 

ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʫʩʪʨʦʡʩʪʚʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʠ ʢʘʢ ʩʝʨʚʝʨ, ʠ ʢʘʢ ʢʣʠʝʥʪ. ʇʨʠ ʧʦʣʫʯʝʥʠʠ 
ʟʘʧʨʦʩʦʚ ʥʘ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ ʦʪ ʜʨʫʛʠʭ ʢʣʠʝʥʪʦʚ ʫʩʪʨʦʡʩʪʚʦ ʜʦʣʞʥʦ ʩʥʘʯʘʣʘ 
ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʚʨʝʤʷ ʩ ʫʢʘʟʘʥʥʳʤ ʩʝʨʚʝʨʦʤ ʠ ʦʙʝʩʧʝʯʠʪʴ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ ʜʣʷ 
ʢʣʠʝʥʪʦʚ ʧʦʩʣʝ ʫʩʧʝʰʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ. 

¶ ʈʝʞʠʤ ʦʪʩʯʝʪʘ ʣʦʢʘʣʴʥʳʭ ʯʘʩʦʚ 

ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʫʩʪʨʦʡʩʪʚʦ ʠʩʧʦʣʴʟʫʝʪ ʣʦʢʘʣʴʥʳʝ ʯʘʩʳ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʢʘʯʝʩʪʚʝ 
ʥʘʜʝʞʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʯʘʩʦʚ ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʜʣʷ 
ʜʨʫʛʠʭ ʢʣʠʝʥʪʦʚ. 

3.3.3.3. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʅʘʩʪʨʦʡʢʘ NTP-ʩʝʨʚʝʨʘ 

¶ ʌʫʥʢʮʠʷ NTP ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥʘ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ ntp server, ʯʪʦʙʳ ʫʢʘʟʘʪʴ NTP-ʩʝʨʚʝʨ (ʚʥʝʰʥʠʡ ʠʩʪʦʯʥʠʢ 

ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ), ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʚʢʣʶʯʠʪʴ NTP. 

¶ ʇʦʩʣʝ ʥʘʩʪʨʦʡʢʠ ʫʩʪʨʦʡʩʪʚʦ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʚʥʝʰʥʝʛʦ ʵʪʘʣʦʥʘ ʯʘʩʦʚ. 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʨʦʡʩʪʚʦ ʚʳʧʦʣʥʷʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ ʢʘʞʜʳʝ 64 ʩʝʢʫʥʜʳ. 

ʆʙʥʦʚʣʝʥʠʝ ʘʧʧʘʨʘʪʥʳʭ ʯʘʩʦʚ 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʨʦʡʩʪʚʦ ʥʝ ʦʙʥʦʚʣʷʝʪ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʥʥʦʝ ʚʨʝʤʷ ʜʦ 
ʘʧʧʘʨʘʪʥʳʭ ʯʘʩʦʚ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ ntp update-calendar, ʯʪʦʙʳ ʫʩʪʨʦʡʩʪʚʦ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʦʙʥʦʚʣʷʣʦ ʘʧʧʘʨʘʪʥʳʝ ʯʘʩʳ ʢʘʞʜʳʡ ʨʘʟ ʧʦʩʣʝ ʫʩʧʝʰʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ. 

ʅʘʩʪʨʦʡʢʘ ʦʩʥʦʚʥʳʭ ʯʘʩʦʚ NTP 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʨʦʡʩʪʚʦ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʚʥʝʰʥʠʭ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ. 
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¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ ntp master, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʫʩʪʨʦʡʩʪʚʦ ʥʘ ʨʝʞʠʤ ʣʦʢʘʣʴʥʳʭ 

ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ. 

3.3.4. ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ Security NTP 

ʏʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʟʣʦʥʘʤʝʨʝʥʥʦʝ ʧʦʚʨʝʞʜʝʥʠʝ ʩʝʨʚʝʨʘ NTP, NTP ʠʩʧʦʣʴʟʫʝʪ 
ʤʝʭʘʥʠʟʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʣʠ ʠʥʬʦʨʤʘʮʠʷ ʦ 
ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʧʦʩʪʫʧʘʝʪ ʩ ʦʙʲʷʚʣʝʥʥʦʛʦ ʩʝʨʚʝʨʘ, ʠ ʧʨʦʚʝʨʠʪʴ ʧʫʪʴ ʚʦʟʚʨʘʪʘ 
ʠʥʬʦʨʤʘʮʠʠ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʤʝʭʘʥʠʟʤ ʟʘʱʠʪʳ ʦʪ ʧʦʤʝʭ. 

3.3.4.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʂʣʠʝʥʪ NTP ʠ ʩʝʨʚʝʨ NTP ʥʘʩʪʨʦʝʥʳ ʩ ʦʜʥʠʤ ʠ ʪʝʤ ʞʝ ʢʣʶʯʦʤ. ʇʨʠ ʦʪʧʨʘʚʢʝ ʧʘʢʝʪʦʚ 
ʟʘʧʨʦʩʘ ʠ ʦʪʚʝʪʘ ʫʩʪʨʦʡʩʪʚʦ ʚʳʯʠʩʣʷʝʪ ʭʝʰ-ʟʥʘʯʝʥʠʷ ʧʘʢʝʪʦʚ ʩ ʧʦʤʦʱʴʶ ʘʣʛʦʨʠʪʤʘ MD5 
ʥʘ ʦʩʥʦʚʝ ʫʢʘʟʘʥʥʦʛʦ ʢʣʶʯʘ ʠ ʩʦʜʝʨʞʠʤʦʛʦ ʧʘʢʝʪʘ NTP ʠ ʟʘʧʦʣʥʷʝʪ ʭʵʰ-ʟʥʘʯʝʥʠʷ ʚ 
ʠʥʬʦʨʤʘʮʠʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʘʢʝʪʘ. ʇʨʠʥʠʤʘʶʱʝʝ ʫʩʪʨʦʡʩʪʚʦ ʧʨʦʚʝʨʷʝʪ, ʦʪʧʨʘʚʣʝʥʳ 
ʣʠ ʧʘʢʝʪʳ ʜʦʚʝʨʝʥʥʳʤ ʫʩʪʨʦʡʩʪʚʦʤ ʠʣʠ ʠʟʤʝʥʝʥʳ ʥʘ ʦʩʥʦʚʝ ʠʥʬʦʨʤʘʮʠʠ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

3.3.4.2. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʅʘʩʪʨʦʡʢʘ ʤʝʭʘʥʠʟʤʘ ʛʣʦʙʘʣʴʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ Security ʜʣʷ NTP 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʤʝʭʘʥʠʟʤ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ Security NTP ʥʝ ʚʢʣʶʯʝʥ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ ntp authentication, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʤʝʭʘʥʠʟʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

Security NTP. 

ʅʘʩʪʨʦʡʢʘ ʛʣʦʙʘʣʴʥʦʛʦ ʢʣʶʯʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ NTP 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʛʣʦʙʘʣʴʥʳʡ ʢʣʶʯ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʝ ʥʘʩʪʨʦʝʥ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ ntp authentication-key, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʛʣʦʙʘʣʴʥʳʡ ʢʣʶʯ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ NTP. 

ʅʘʩʪʨʦʡʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʛʣʦʙʘʣʴʥʦ ʜʦʚʝʨʝʥʥʦʛʦ ʢʣʶʯʘ ʜʣʷ NTP 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʛʣʦʙʘʣʴʥʦ ʜʦʚʝʨʝʥʥʳʡ ʢʣʶʯ ʥʝ ʥʘʩʪʨʦʝʥ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ ntp trust-key, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʫʩʪʨʦʡʩʪʚʦ ʚ ʢʘʯʝʩʪʚʝ 

ʵʪʘʣʦʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʯʘʩʦʚ, ʯʪʦʙʳ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʚʝʨʝʥʥʳʡ ʢʣʶʯ ʜʣʷ ʚʥʝʰʥʝʡ 
ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ. 

ʅʘʩʪʨʦʡʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʜʦʚʝʨʝʥʥʦʛʦ ʢʣʶʯʘ ʜʣʷ ʚʥʝʰʥʝʛʦ ʠʩʪʦʯʥʠʢʘ 
ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ ntp server, ʯʪʦʙʳ ʫʢʘʟʘʪʴ ʚʥʝʰʥʠʡ ʵʪʘʣʦʥʥʳʡ ʠʩʪʦʯʥʠʢ, ʘ ʪʘʢʞʝ 

ʜʦʚʝʨʝʥʥʳʡ ʢʣʶʯ ʵʪʦʛʦ ʠʩʪʦʯʥʠʢʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ. 

3.3.5. NTP-ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ 

3.3.5.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʆʙʝʩʧʝʯʴʪʝ ʤʠʥʠʤʘʣʴʥʫʶ ʤʝʨʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʠʩʧʦʣʴʟʫʷ ACL. 

3.3.5.2. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʜʣʷ ʩʣʫʞʙ NTP 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʘʚʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʜʣʷ NTP ʦʪʩʫʪʩʪʚʫʶʪ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ ntp access-group, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʜʣʷ NTP. 
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3.4. ʂʦʥʬʠʛʫʨʘʮʠʷ 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

ʅʘʩʪʨʦʡʢʘ ʦʩʥʦʚʥʳʭ 
ʬʫʥʢʮʠʡ NTP 

(ʆʙʷʟʘʪʝʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ NTP. ʇʦʩʣʝ 
ʚʢʣʶʯʝʥʠʷ NTP ʫʩʪʨʦʡʩʪʚʦ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʚʥʝʰʥʠʭ 
ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ 

ntp server ʅʘʩʪʨʘʠʚʘʝʪ NTP-ʩʝʨʚʝʨ 

ntp update-calendar ɸʚʪʦʤʘʪʠʯʝʩʢʠ ʦʙʥʦʚʣʷʝʪ 
ʘʧʧʘʨʘʪʥʳʝ ʯʘʩʳ 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʫʩʪʨʦʡʩʪʚʘ ʥʘ ʨʝʞʠʤ 
ʣʦʢʘʣʴʥʳʭ ʯʘʩʦʚ 

ntp master ʅʘʩʪʨʘʠʚʘʝʪ master-ʯʘʩʳ NTP 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ NTP 

no ntp ʆʪʢʣʶʯʘʝʪ ʚʩʝ ʬʫʥʢʮʠʠ NTP ʠ 
ʦʯʠʱʘʝʪ ʚʩʝ ʢʦʥʬʠʛʫʨʘʮʠʠ 
NTP 

ntp disable ʆʪʢʣʶʯʘʝʪ ʧʦʣʫʯʝʥʠʝ ʧʘʢʝʪʦʚ 
NTP ʩ ʫʢʘʟʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ntp service disable ʆʪʢʣʶʯʘʝʪ ʩʣʫʞʙʫ 
ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ NTP 

ʅʘʩʪʨʦʡʢʘ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ NTP 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʧʦʤʝʭ 
ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʦʪ ʥʝʥʘʜʝʞʥʳʭ ʠʩʪʦʯʥʠʢʦʚ 
ʪʘʢʪʦʚʦʛʦ ʩʠʛʥʘʣʘ 

ntp authenticate ɺʢʣʶʯʘʝʪ ʤʝʭʘʥʠʟʤ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ security 

ntp authentication-key ʅʘʩʪʨʘʠʚʘʝʪ ʛʣʦʙʘʣʴʥʳʡ ʢʣʶʯ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ntp trusted-key ʅʘʩʪʨʘʠʚʘʝʪ ʜʦʚʝʨʝʥʥʳʡ ʢʣʶʯ 
ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ 

ntp server ʅʘʩʪʨʘʠʚʘʝʪ ʜʦʚʝʨʝʥʥrʡ ʢʣʶʯ 
ʜʣʷ ʚʥʝʰʥʝʛʦ ʵʪʘʣʦʥʥʦʛʦ 
ʠʩʪʦʯʥʠʢʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ 
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ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

ʅʘʩʪʨʦʡʢʘ ʢʦʥʪʨʦʣʷ 
ʜʦʩʪʫʧʘ NTP 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʠʩʪʦʯʥʠʢʦʚ 
ʧʦʣʫʯʝʥʥʳʭ NTP-ʧʘʢʝʪʦʚ 

ntp access-group ʅʘʩʪʨʘʠʚʘʝʪ ʧʨʘʚʘ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ ʜʣʷ NTP 

3.4.1. ʅʘʩʪʨʦʡʢʘ ʦʩʥʦʚʥʳʭ ʬʫʥʢʮʠʡ NTP 

3.4.1.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʚʥʝʰʥʝʡ ʦʧʦʨʥʦʡ ʯʘʩʪʦʪʳ 

¶ ʀʩʧʦʣʴʟʫʡʪʝ ʫʩʪʨʦʡʩʪʚʦ ʚ ʢʘʯʝʩʪʚʝ ʢʣʠʝʥʪʘ ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʦʪ 
ʚʥʝʰʥʝʛʦ ʵʪʘʣʦʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʯʘʩʦʚ ʩ ʣʦʢʘʣʴʥʳʤʠ ʯʘʩʘʤʠ. 

¶ ʇʦʩʣʝ ʫʩʧʝʰʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʠʩʧʦʣʴʟʫʡʪʝ ʫʩʪʨʦʡʩʪʚʦ ʚ ʢʘʯʝʩʪʚʝ 
ʩʝʨʚʝʨʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ. 

ʈʝʞʠʤ ʦʪʩʯʝʪʘ ʣʦʢʘʣʴʥʳʭ ʯʘʩʦʚ 

ʀʩʧʦʣʴʟʫʡʪʝ ʣʦʢʘʣʴʥʳʝ ʯʘʩʳ ʫʩʪʨʦʡʩʪʚʘ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ NTP ʜʣʷ 
ʦʙʝʩʧʝʯʝʥʠʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ. 

3.4.1.2. ʇʨʠʤʝʯʘʥʠʷ 

¶ ɺ ʨʝʞʠʤʝ ʢʣʠʝʥʪ/ʩʝʨʚʝʨ ʫʩʪʨʦʡʩʪʚʦ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʢʘʯʝʩʪʚʝ ʩʝʨʚʝʨʘ 
ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʪʦʣʴʢʦ ʧʦʩʣʝ 
ʫʩʧʝʰʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʩ ʥʘʜʝʞʥʳʤ ʚʥʝʰʥʠʤ ʠʩʪʦʯʥʠʢʦʤ ʯʘʩʦʚ. 

¶ ʇʦʩʣʝ ʥʘʩʪʨʦʡʢʠ ʨʝʞʠʤʘ ʣʦʢʘʣʴʥʳʭ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ ʩʠʩʪʝʤʘ ʥʝ ʙʫʜʝʪ 
ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʚʨʝʤʷ ʩ ʠʩʪʦʯʥʠʢʦʤ ʯʘʩʦʚ ʩ ʙʦʣʝʝ ʚʳʩʦʢʠʤ stratum. 

¶ ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʳʭ ʯʘʩʦʚ ʚ ʢʘʯʝʩʪʚʝ master-ʯʘʩʦʚ (ʦʩʦʙʝʥʥʦ ʧʨʠ ʫʢʘʟʘʥʠʠ 
ʥʠʞʥʝʛʦ stratum) ʤʦʞʝʪ ʧʝʨʝʟʘʧʠʩʘʪʴ ʜʝʡʩʪʚʫʶʱʠʡ ʠʩʪʦʯʥʠʢ ʯʘʩʦʚ. ɽʩʣʠ ʵʪʘ 
ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʝʩʢʦʣʴʢʠʭ ʫʩʪʨʦʡʩʪʚ ʚ ʩʝʪʠ, ʨʘʟʥʠʮʘ ʚ ʯʘʩʘʭ ʤʝʞʜʫ 
ʫʩʪʨʦʡʩʪʚʘʤʠ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʥʝʩʪʘʙʠʣʴʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʚ ʩʝʪʠ. 

¶ ʇʨʝʞʜʝ ʯʝʤ ʣʦʢʘʣʴʥʳʝ ʯʘʩʳ ʙʫʜʫʪ ʥʘʩʪʨʦʝʥʳ ʚ ʢʘʯʝʩʪʚʝ master-ʯʘʩʦʚ, ʝʩʣʠ 
ʩʠʩʪʝʤʘ ʥʠʢʦʛʜʘ ʥʝ ʩʠʥʭʨʦʥʠʟʠʨʫʝʪ ʚʨʝʤʷ ʩ ʚʥʝʰʥʠʤ ʠʩʪʦʯʥʠʢʦʤ ʯʘʩʦʚ, ʚʘʤ 
ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʚʨʫʯʥʫʶ ʦʪʢʘʣʠʙʨʦʚʘʪʴ ʩʠʩʪʝʤʥʳʝ ʯʘʩʳ, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ ʚ 
ʦʪʩʫʪʩʪʚʠʠ ʯʨʝʟʤʝʨʥʦʡ ʨʘʟʥʠʮʳ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ ʦ ʨʫʯʥʦʡ ʢʘʣʠʙʨʦʚʢʝ 
ʩʠʩʪʝʤʥʳʭ ʯʘʩʦʚ ʩʤ. ʚ ʨʘʟʜʝʣʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʠʩʪʝʤʥʦʛʦ ʚʨʝʤʝʥʠ ʚ ʨʫʢʦʚʦʜʩʪʚʝ 
System Configuration. 

3.4.1.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʢʘ NTP-ʩʝʨʚʝʨʘ 

¶ (ʆʙʟ̫ʘʪʝʣʴʥʦ) ɼʦʣʞʝʥ ʙʳʪʴ ʫʢʘʟʘʥ ʭʦʪʷ ʙʳ ʦʜʠʥ ʚʥʝʰʥʠʡ ʠʩʪʦʯʥʠʢ ʵʪʘʣʦʥʥʳʭ 
ʯʘʩʦʚ (ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʥʝ ʙʦʣʝʝ 20 ʨʘʟʣʠʯʥʳʭ ʚʥʝʰʥʠʭ ʠʩʪʦʯʥʠʢʦʚ ʵʪʘʣʦʥʥʳʭ 
ʯʘʩʦʚ). 

¶ ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʢʣʶʯ NTP, ʚʳ ʜʦʣʞʥʳ ʥʘʩʪʨʦʠʪʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 
security NTP ʧʝʨʝʜ ʥʘʩʪʨʦʡʢʦʡ ʩʝʨʚʝʨʘ NTP. 

ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʘʧʧʘʨʘʪʥʳʭ ʯʘʩʦʚ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 
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¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʠʩʪʝʤʘ ʦʙʥʦʚʣʷʝʪ ʪʦʣʴʢʦ ʩʠʩʪʝʤʥʳʝ ʯʘʩʳ, ʥʦ ʥʝ ʘʧʧʘʨʘʪʥʳʝ ʯʘʩʳ 
ʧʦʩʣʝ ʫʩʧʝʰʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ. 

¶ ʇʦʩʣʝ ʥʘʩʪʨʦʡʢʠ ʵʪʦʡ ʢʦʤʘʥʜʳ ʩʠʩʪʝʤʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʙʥʦʚʣʷʝʪ ʘʧʧʘʨʘʪʥʳʝ 
ʯʘʩʳ ʧʦʩʣʝ ʫʩʧʝʰʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ. 

ʅʘʩʪʨʦʡʢʘ master-ʯʘʩʦʚ NTP 

ʏʪʦʙʳ ʧʝʨʝʢʣʶʯʠʪʴ ʫʩʪʨʦʡʩʪʚʦ ʚ ʨʝʞʠʤ ʣʦʢʘʣʴʥʳʭ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ, ʚʳʧʦʣʥʠʪʝ ʵʪʫ 
ʢʦʤʘʥʜʫ. 

ʆʪʢʣʶʯʝʥʠʝ NTP 

¶ ʏʪʦʙʳ ʦʪʢʣʶʯʠʪʴ NTP ʠ ʦʯʠʩʪʠʪʴ ʥʘʩʪʨʦʡʢʠ NTP, ʚʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ no ntp. 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʩʝ ʠʥʪʝʨʬʝʡʩʳ ʤʦʛʫʪ ʧʦʣʫʯʘʪʴ ʧʘʢʝʪʳ NTP ʧʦʩʣʝ ʚʢʣʶʯʝʥʠʷ NTP. 
ʏʪʦʙʳ ʦʪʢʣʶʯʠʪʴ NTP ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʚʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ntp disable. 

ʆʪʢʣʶʯʝʥʠʝ ʩʣʫʞʙʳ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ NTP 

NTP ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪ/ʩʝʨʚʝʨ. ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʫʩʪʨʦʡʩʪʚʦ NTP ʩʠʥʭʨʦʥʠʟʠʨʫʝʪ 
ʚʨʝʤʷ ʩ ʚʥʝʰʥʠʤ ʥʘʜʝʞʥʳʤ ʠʩʪʦʯʥʠʢʦʤ ʯʘʩʦʚ, ʦʥʦ ʩʣʫʞʠʪ ʩʝʨʚʝʨʦʤ ʚʨʝʤʝʥʠ ʜʣʷ 
ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʩʣʫʞʙʳ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ. ɽʩʣʠ ʫʩʪʨʦʡʩʪʚʦ ʧʨʦʩʪʦ ʥʫʞʥʦ 
ʦʙʩʣʫʞʠʚʘʪʴ ʚ ʢʘʯʝʩʪʚʝ ʢʣʠʝʥʪʘ NTP, ʥʘʩʪʨʦʡʪʝ ʢʦʤʘʥʜʫ ntp service disable, ʯʪʦʙʳ 

ʦʪʢʣʶʯʠʪʴ ʩʣʫʞʙʫ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ NTP. 

3.4.1.4. ʇʨʦʚʝʨʢʘ 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show ntp status, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ NTP. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show clock, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʟʘʚʝʨʰʝʥʘ ʣʠ ʩʠʥʭʨʦʥʠʟʘʮʠʷ 

ʚʨʝʤʝʥʠ. 

3.4.1.5. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʅʘʩʪʨʦʡʢʘ NTP-ʩʝʨʚʝʨʘ 

ʂʦʤʘʥʜʘ ntp server[ oob | vrf vrf-name]{ ip-addr | domain | ip domain | ipv6 
domain}[ version version] [ source if-name] [ key keyid][ prefer] [ via 
mgmt-name ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

oob: ʫʢʘʟʳʚʘʝʪ, ʧʨʠʚʷʟʘʥ ʣʠ ʠʩʪʦʯʥʠʢ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ ʢ ʠʥʪʝʨʬʝʡʩʫ 
MGMT. 

vrf-name: ʫʢʘʟʳʚʘʝʪ ʠʤʷ VRF, ʧʨʠʚʷʟʘʥʥʦʛʦ ʢ ʵʪʘʣʦʥʥʦʤʫ ʠʩʪʦʯʥʠʢʫ 

ʯʘʩʦʚ. 

ip-addr: ʫʢʘʟʳʚʘʝʪ ʘʜʨʝʩ IPv4/IPv6 ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ 

domain: ʫʢʘʟʳʚʘʝʪ ʜʦʤʝʥʥʦʝ ʠʤʷ IPv4/IPv6 ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ. 

version: ʫʢʘʟʳʚʘʝʪ ʥʦʤʝʨ ʚʝʨʩʠʠ NTP ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 3. 

if-name: ʫʢʘʟʳʚʘʝʪ ʪʠʧ ʠʥʪʝʨʬʝʡʩʘ, ʚʢʣʶʯʘʷ AggregatePort, Dialer 

GigabitEthernet, Loopback, Multilink, Null, Tunnel, Virtual-ppp, Virtual-
template ʠ VLAN. 

keyid: ʫʢʘʟʳʚʘʝʪ ʢʣʶʯ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʩʚʷʟʠ ʩ ʠʩʪʦʯʥʠʢʦʤ 

ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ, ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 4294 967 295. 

prefer: ʫʢʘʟʳʚʘʝʪ, ʠʤʝʝʪ ʣʠ ʠʩʪʦʯʥʠʢ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ ʚʳʩʦʢʠʡ 

ʧʨʠʦʨʠʪʝʪ. 
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mgmt-name: ʟʘʜʘʝʪ ʠʩʭʦʜʷʱʠʡ ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ ʜʣʷ ʧʘʢʝʪʦʚ ʚ 

ʨʝʞʠʤʝ oob 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʝʨʚʝʨ NTP ʥʝ ʥʘʩʪʨʦʝʥ. ʂʣʠʝʥʪʩʢʘʷ ʩʠʩʪʝʤʘ QTECH 
ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʜʦ 20 NTP-ʩʝʨʚʝʨʦʚ. ɺʳ ʤʦʞʝʪʝ 
ʥʘʩʪʨʦʠʪʴ ʢʣʶʯ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ ʜʣʷ ʢʘʞʜʦʛʦ ʩʝʨʚʝʨʘ (ʧʦʩʣʝ 
ʥʘʩʪʨʦʡʢʠ ʛʣʦʙʘʣʴʥʦʡ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ 
ʢʣʶʯʘ), ʯʪʦʙʳ ʠʥʠʮʠʠʨʦʚʘʪʴ ʟʘʰʠʬʨʦʚʘʥʥʫʶ ʩʚʷʟʴ ʩ ʩʝʨʚʝʨʘʤʠ. 

ʇʈʀʄɽʏɸʅʀɽ: ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʢʣʶʯ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʚʳ 
ʜʦʣʞʥʳ ʥʘʩʪʨʦʠʪʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ NTP security ʧʝʨʝʜ ʥʘʩʪʨʦʡʢʦʡ 
NTP-ʩʝʨʚʝʨʘ. 

ɺʝʨʩʠʷ NTP ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʩʚʷʟʠ ʩ ʩʝʨʚʝʨʦʤ ð NTP ʚʝʨʩʠʠ 3. 
ʂʨʦʤʝ ʪʦʛʦ, ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʠʩʭʦʜʥʳʡ ʠʥʪʝʨʬʝʡʩ ʜʣʷ ʧʝʨʝʜʘʯʠ 
NTP-ʧʘʢʝʪʦʚ ʠ ʫʢʘʟʘʪʴ, ʯʪʦ NTP-ʧʘʢʝʪʳ ʦʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʩʝʨʚʝʨʘ 
ʤʦʛʫʪ ʙʳʪʴ ʧʦʣʫʯʝʥʳ ʪʦʣʴʢʦ ʥʘ ʧʝʨʝʜʘʶʱʝʤ ʠʥʪʝʨʬʝʡʩʝ 

ʆʙʥʦʚʣʝʥʠʝ ʘʧʧʘʨʘʪʥʳʭ ʯʘʩʦʚ 

ʂʦʤʘʥʜʘ ntp update-calendar 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ 

ʂʦʤʘʥʜʘ ntp master[stratum] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

stratum: ʫʢʘʟʳʚʘʝʪ stratum ʣʦʢʘʣʴʥʳʭ ʯʘʩʦʚ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 15. 
ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ð 8 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʆʪʢʣʶʯʝʥʠʝ NTP 

ʂʦʤʘʥʜʘ no ntp 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʕʪʫ ʢʦʤʘʥʜʫ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʙʳʩʪʨʦʛʦ ʦʪʢʣʶʯʝʥʠʷ ʚʩʝʭ 
ʬʫʥʢʮʠʡ NTP ʠ ʦʯʠʩʪʢʠ ʚʩʝʭ ʢʦʥʬʠʛʫʨʘʮʠʡ NTP 

ʆʪʢʣʶʯʝʥʠʝ ʧʨʠʝʤʘ ʧʘʢʝʪʦʚ NTP ʥʘ ʠʥʪʝʨʬʝʡʩʝ 

ʂʦʤʘʥʜʘ ntp disable 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ 
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ʆʪʢʣʶʯʝʥʠʝ ʩʣʫʞʙʳ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ NTP 

ʂʦʤʘʥʜʘ ntp service disable 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʕʪʘ ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʘʝʪ ʩʣʫʞʙʫ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ NTP. ʇʦʩʣʝ 
ʥʘʩʪʨʦʡʢʠ ʵʪʦʡ ʢʦʤʘʥʜʳ ʚʥʝʰʥʠʝ ʫʩʪʨʦʡʩʪʚʘ ʥʝ ʤʦʛʫʪ 
ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʚʨʝʤʷ ʩ ʫʩʪʨʦʡʩʪʚʘ NTP (ʵʪʘ ʢʦʤʘʥʜʘ 
ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʪʦʣʴʢʦ ʚ ʥʝʢʦʪʦʨʳʭ ʚʝʨʩʠʷʭ) 

3.4.1.6. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʚʥʝʰʥʠʭ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ NTP 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 3-5. 

 DEVICE-B ʥʘʩʪʨʦʝʥ ʥʘ ʨʝʞʠʤ ʚʥʝʰʥʝʡ ʦʧʦʨʥʦʡ ʯʘʩʪʦʪʳ NTP. 

DEVICE-A ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ ʜʣʷ 
DEVICE-B. 

DEVICE-C ʩʠʥʭʨʦʥʠʟʠʨʫʝʪ ʚʨʝʤʷ ʩ DEVICE-B 

ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ DEVICE-A ʥʘʩʪʨʘʠʚʘʝʪ ʣʦʢʘʣʴʥʳʝ ʯʘʩʳ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ 
ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ NTP. 

DEVICE-B ʥʘʩʪʨʘʠʚʘʝʪ DEVICE-A ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ 
ʯʘʩʦʚ. 

DEVICE-C ʥʘʩʪʨʘʠʚʘʝʪ DEVICE-B ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ 
ʯʘʩʦʚ 

DEVICE-A A#configure terminal  

A(config)# ntp master  

A(config)#exit  

DEVICE-B B#configure terminal  

B(config)# ntp serv er 192.168.1.1 

B(config)# exit  

DEVICE-C C#configure terminal  
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C(config)# ntp server 192.168.2.1 

C(config)# exit 

ʇʨʦʚʝʨʢʘ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show ntp status ʥʘ DEVICE-B, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 
ʢʦʥʬʠʛʫʨʘʮʠʶ NTP. 

DEVICE-B ʦʪʧʨʘʚʣʷʝʪ ʧʘʢʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʥʘ 192.168.1.1, 
ʯʪʦʙʳ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʚʨʝʤʷ ʩ DEVICE-A. 

ʇʦʩʣʝ ʫʩʧʝʰʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʩ DEVICE-A DEVICE-B 
ʤʦʞʝʪ ʦʪʚʝʪʠʪʴ ʥʘ ʟʘʧʨʦʩ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʦʪ DEVICE-C. 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show clock ʥʘ DEVICE-B ʠ DEVICE-C, ʯʪʦʙʳ 

ʧʨʦʚʝʨʠʪʴ, ʫʩʧʝʰʥʦ ʣʠ ʚʳʧʦʣʥʝʥʘ ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ 

ʃʦʢʘʣʴʥʳʡ ʨʝʞʠʤ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ NTP 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 3-6. 

 DEVICE-B ʥʘʩʪʨʘʠʚʘʝʪ ʣʦʢʘʣʴʥʳʝ ʯʘʩʳ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ 
ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ NTP. 

DEVICE-C ʩʠʥʭʨʦʥʠʟʠʨʫʝʪ ʚʨʝʤʷ ʩ DEVICE-B 

ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ DEVICE-B ʥʘʩʪʨʘʠʚʘʝʪ ʣʦʢʘʣʴʥʳʝ ʯʘʩʳ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ 
ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ NTP. 

DEVICE-C ʥʘʩʪʨʘʠʚʘʝʪ DEVICE-B ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ 
ʯʘʩʦʚ 

DEVICE-B B#configure terminal  

B(config)# ntp master  

B(config)# exit  

DEVICE-C C#configure terminal  

C(config)# ntp server 192.168.2.1 

C(config)# exit 

ʇʨʦʚʝʨʢʘ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show clock ʥʘ DEVICE-C, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, 
ʫʩʧʝʰʥʦ ʣʠ ʚʳʧʦʣʥʝʥʘ ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ 
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3.4.2. ʅʘʩʪʨʦʡʢʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ NTP 

3.4.2.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ ʠʟ ʥʘʜʝʞʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ 

ʀʩʧʦʣʴʟʫʡʪʝ ʫʩʪʨʦʡʩʪʚʦ ʚ ʢʘʯʝʩʪʚʝ ʢʣʠʝʥʪʘ ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʪʦʣʴʢʦ ʠʟ 
ʜʦʚʝʨʝʥʥʦʛʦ ʚʥʝʰʥʝʛʦ ʵʪʘʣʦʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʯʘʩʦʚ ʩ ʣʦʢʘʣʴʥʳʤʠ ʯʘʩʘʤʠ. 

ʆʙʝʩʧʝʯʝʥʠʝ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʜʣʷ ʜʦʚʝʨʝʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ 

ʀʩʧʦʣʴʟʫʡʪʝ ʣʦʢʘʣʴʥʳʝ ʯʘʩʳ ʫʩʪʨʦʡʩʪʚʘ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ NTP, 
ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ ʪʦʣʴʢʦ ʜʣʷ ʜʦʚʝʨʝʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. 

3.4.2.2. ʇʨʠʤʝʯʘʥʠʷ 

ʂʣʶʯʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʢʣʠʝʥʪʘ ʠ ʩʝʨʚʝʨʘ ʜʦʣʞʥʳ ʙʳʪʴ ʦʜʠʥʘʢʦʚʳʤʠ. 

3.4.2.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʢʘ ʤʝʭʘʥʠʟʤʘ ʛʣʦʙʘʣʴʥʦʡ Security ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ NTP 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʨʦʡʩʪʚʦ ʦʪʢʣʶʯʘʝʪ ʤʝʭʘʥʠʟʤ Security ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʅʘʩʪʨʦʡʢʘ ʛʣʦʙʘʣʴʥʦʛʦ ʢʣʶʯʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ NTP 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʫʩʪʨʦʡʩʪʚʘ ʥʝ ʥʘʩʪʨʦʝʥ ʢʣʶʯ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʅʘʩʪʨʦʡʢʘ ʛʣʦʙʘʣʴʥʦ ʜʦʚʝʨʝʥʥʦʛʦ ʢʣʶʯʘ ʜʣʷ NTP 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʏʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ ʜʣʷ ʜʦʚʝʨʝʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ, 
ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʜʦʚʝʨʝʥʥʳʡ ʢʣʶʯ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ ʩ ʧʦʤʦʱʴʶ 
ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ. 

¶ ʄʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʪʦʣʴʢʦ ʦʜʠʥ ʜʦʚʝʨʝʥʥʳʡ ʢʣʶʯ. ʋʢʘʟʘʥʥʳʡ ʢʣʶʯ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʜʦʣʞʝʥ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʢʣʶʯʫ ʜʦʚʝʨʝʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. 

ʅʘʩʪʨʦʡʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ ʚʥʝʰʥʝʛʦ 
ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʏʪʦʙʳ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʚʨʝʤʷ ʩ ʜʦʚʝʨʝʥʥʳʤ ʠʩʪʦʯʥʠʢʦʤ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ, 
ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʜʦʚʝʨʝʥʥʳʡ ʢʣʶʯ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ ʩ ʧʦʤʦʱʴʶ 
ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʢʣʶʯʘ. 

¶ ʂʘʞʜʳʡ ʜʦʚʝʨʝʥʥʳʡ ʠʩʪʦʯʥʠʢ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ ʩʦʧʦʩʪʘʚʣʷʝʪʩʷ ʩ ʢʣʶʯʦʤ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʂʣʶʯʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʦʣʞʥʳ ʙʳʪʴ ʩʦʛʣʘʩʦʚʘʥʳ ʩ ʢʣʶʯʘʤʠ 
ʜʦʚʝʨʝʥʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ. 

3.4.2.4. ʇʨʦʚʝʨʢʘ 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show run, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ NTP. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show clock, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʩʠʥʭʨʦʥʠʟʠʨʫʝʪʩʷ ʣʠ ʚʨʝʤʷ 

ʪʦʣʴʢʦ ʩ ʜʦʚʝʨʝʥʥʳʤ ʫʩʪʨʦʡʩʪʚʦʤ. 
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3.4.2.5. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ɺʢʣʶʯʝʥʠʝ ʤʝʭʘʥʠʟʤʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ Security 

ʂʦʤʘʥʜʘ ntp authenticate 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʣʠʝʥʪ ʥʝ ʠʩʧʦʣʴʟʫʝʪ ʤʝʭʘʥʠʟʤ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ 
ʛʣʦʙʘʣʴʥʦʡ Security. ɽʩʣʠ ʤʝʭʘʥʠʟʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ Security ʥʝ 
ʠʩʧʦʣʴʟʫʝʪʩʷ, ʩʚʷʟʴ ʥʝ ʙʫʜʝʪ ʟʘʰʠʬʨʦʚʘʥʘ. ɻʣʦʙʘʣʴʥʦʛʦ ʠʥʜʠʢʘʪʦʨʘ 
Security ʥʝʜʦʩʪʘʪʦʯʥʦ, ʯʪʦʙʳ ʧʨʝʜʧʦʣʦʞʠʪʴ, ʯʪʦ ʩʚʷʟʴ ʤʝʞʜʫ ʢʣʠʝʥʪʦʤ 
ʠ ʩʝʨʚʝʨʦʤ ʨʝʘʣʠʟʦʚʘʥʘ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ. ɼʨʫʛʠʝ ʛʣʦʙʘʣʴʥʳʝ 
ʢʣʶʯʠ ʠ ʢʣʶʯ ʰʠʬʨʦʚʘʥʠʷ ʜʣʷ ʩʝʨʚʝʨʘ ʪʘʢʞʝ ʜʦʣʞʥʳ ʙʳʪʴ ʥʘʩʪʨʦʝʥʳ 
ʜʣʷ ʠʥʠʮʠʠʨʦʚʘʥʠʷ ʟʘʰʠʬʨʦʚʘʥʥʦʡ ʩʚʷʟʠ ʤʝʞʜʫ ʢʣʠʝʥʪʦʤ ʠ ʩʝʨʚʝʨʦʤ 

ʅʘʩʪʨʦʡʢʘ ʢʣʶʯʘ ʛʣʦʙʘʣʴʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʂʦʤʘʥʜʘ ntp authentication-key key-id md5 key-string [enc-type] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

key-id: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʛʣʦʙʘʣʴʥʦʛʦ ʢʣʶʯʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ 

ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 4294 967 295. 

key-string: ʫʢʘʟʳʚʘʝʪ ʩʪʨʦʢʫ ʢʣʶʯʘ. 

enc-type: (ʆʧʮʠʦʥʘʣʴʥʦ) ʫʢʘʟʳʚʘʝʪ, ʟʘʰʠʬʨʦʚʘʥ ʣʠ ʚʚʝʜʝʥʥʳʡ ʢʣʶʯ. 0 
ʫʢʘʟʳʚʘʝʪ ʥʘ ʦʪʩʫʪʩʪʚʠʝ ʰʠʬʨʦʚʘʥʠʷ, ʘ 7 ʫʢʘʟʳʚʘʝʪ ʥʘ ʧʨʦʩʪʦʝ 
ʰʠʬʨʦʚʘʥʠʝ. ʅʘʩʪʨʦʡʢʦʡ ʧʦ ʫʤʦʣʯʘʥʠʶ ʷʚʣʷʝʪʩʷ ʦʪʩʫʪʩʪʚʠʝ 
ʰʠʬʨʦʚʘʥʠʷ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʜʦʚʝʨʝʥʥʦʛʦ ʢʣʶʯʘ ʜʣʷ NTP 

ʂʦʤʘʥʜʘ ntp trusted-key key-id 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

key-id: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʜʦʚʝʨʝʥʥʦʛʦ ʢʣʶʯʘ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 
ʜʦ 4 294 967 295 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʜʦʚʝʨʝʥʥʦʛʦ ʢʣʶʯʘ ʜʣʷ ʚʥʝʰʥʝʛʦ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ 

ʉʤ. ʨʘʟʜʝʣ çʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳè. 
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3.4.2.6. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ Security 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 3-7. 

 ¶ DEVICE-B ʥʘʩʪʨʦʝʥ ʥʘ ʨʘʙʦʪʫ ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪ/ʩʝʨʚʝʨ NTP ʠ 
ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʩʣʫʞʙʳ NTP, ʪʨʝʙʫʶʱʠʝ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ 
Security ʜʣʷ DEVICE-C. ʂʣʶʯ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ð çabcdè. 

¶ DEVICE-A ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ ʜʣʷ 
DEVICE-B. 

¶ DEVICE-C ʩʠʥʭʨʦʥʠʟʠʨʫʝʪ ʚʨʝʤʷ ʩ DEVICE-B 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

¶ DEVICE-B ʥʘʩʪʨʘʠʚʘʝʪ DEVICE-A ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ 
ʯʘʩʦʚ. 

¶ DEVICE-C ʥʘʩʪʨʘʠʚʘʝʪ DEVICE-B ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ 
ʯʘʩʦʚ 

DEVICE-B B#configure terminal  

B(config)# ntp authentication - key 1 md5 abcd 

B(config)# ntp trusted - key 1 

B(config)# ntp server 192.168.1.1 

B(config)# exit  

DEVICE-C C#configure terminal  

C(config)# ntp authentication - key 1 md5 abcd 

C(config)# ntp server 192.168.2.1 key 1 

C(config)# exit 

ʇʨʦʚʝʨʢʘ ¶ DEVICE-B ʦʪʧʨʘʚʣʷʝʪ ʧʘʢʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ, ʩʦʜʝʨʞʘʱʠʡ 
ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʥʘ ʘʜʨʝʩ 192.168.1.1, ʯʪʦʙʳ 
ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʚʨʝʤʷ ʩ DEVICE-A. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show clock ʥʘ DEVICE-B, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, 

ʫʩʧʝʰʥʦ ʣʠ ʚʳʧʦʣʥʝʥʘ ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ 
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3.4.3. ʅʘʩʪʨʦʡʢʘ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ NTP 

3.4.3.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʢ ʩʣʫʞʙʘʤ NTP ʦʙʝʩʧʝʯʠʚʘʝʪ ʤʠʥʠʤʘʣʴʥʫʶ ʤʝʨʫ ʙʝʟʦʧʘʩʥʦʩʪʠ 
(security). ɹʦʣʝʝ ʙʝʟʦʧʘʩʥʳʤ ʤʝʪʦʜʦʤ ʷʚʣʷʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʝʭʘʥʠʟʤʘ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ NTP. 

3.4.3.2. ʇʨʠʤʝʯʘʥʠʷ 

¶ ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʩʠʩʪʝʤʘ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʢʦʥʪʨʦʣʴʥʳʡ ʟʘʧʨʦʩ (ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ NTP-ʩʝʨʚʝʨʘʤʠ ʩ ʧʦʤʦʱʴʶ ʫʩʪʨʦʡʩʪʚ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ, ʪʘʢʠʭ 
ʢʘʢ ʫʩʪʘʥʦʚʢʘ ʠʥʜʠʢʘʪʦʨʘ ʩʝʢʫʥʜʳ ʢʦʦʨʜʠʥʘʮʠʠ ʠʣʠ ʤʦʥʠʪʦʨʠʥʛ ʝʛʦ ʨʘʙʦʯʝʛʦ 
ʩʦʩʪʦʷʥʠʷ). ʍʦʪʷ ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʧʨʘʚʠʣ ʨʝʘʣʠʟʦʚʘʥʦ ʚ ʧʨʝʜʳʜʫʱʝʡ 
ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ, ʥʠʢʘʢʠʝ ʟʘʧʨʦʩʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʫʧʨʘʚʣʷʶʱʠʤʠ ʟʘʧʨʦʩʘʤʠ, ʥʝ 
ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ. 

¶ ɽʩʣʠ ʧʨʘʚʠʣʦ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʥʝ ʥʘʩʪʨʦʝʥʦ, ʚʩʝ ʚʠʜʳ ʜʦʩʪʫʧʘ ʨʘʟʨʝʰʝʥʳ. 
ɽʩʣʠ ʥʘʩʪʨʦʝʥʦ ʢʘʢʦʝ-ʣʠʙʦ ʧʨʘʚʠʣʦ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ, ʤʦʛʫʪ ʙʳʪʴ 
ʨʝʘʣʠʟʦʚʘʥʳ ʪʦʣʴʢʦ ʜʦʩʪʫʧʳ, ʨʘʟʨʝʰʝʥʥʳʝ ʵʪʠʤ ʧʨʘʚʠʣʦʤ. 

3.4.3.3. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʜʦʩʪʫʧʘ ʜʣʷ NTP 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ ntp access-group, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʨʘʚʘ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ACL ʜʣʷ NTP. 

3.4.3.4. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show run, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ NTP. 

3.4.3.5. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʜʣʷ ʩʣʫʞʙ NTP 

ʂʦʤʘʥʜʘ ntp access-group { peer | serve |serve-only | query-only }access-list-
number | access-list-name 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

peer: ʧʦʟʚʦʣʷʝʪ ʟʘʧʨʘʰʠʚʘʪʴ ʚʨʝʤʷ ʠ ʫʧʨʘʚʣʷʪʴ ʟʘʧʨʦʩʦʤ ʜʣʷ 

ʣʦʢʘʣʴʥʳʭ ʩʣʫʞʙ NTP, ʘ ʪʘʢʞʝ ʧʦʟʚʦʣʷʝʪ ʣʦʢʘʣʴʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ 
ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʚʨʝʤʷ ʩ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʦʡ (ʧʦʣʥʳʝ ʧʨʘʚʘ 
ʜʦʩʪʫʧʘ). 

serve: ʨʘʟʨʝʰʘʝʪ ʟʘʧʨʦʩ ʚʨʝʤʝʥʠ ʠ ʢʦʥʪʨʦʣʴʥʳʡ ʟʘʧʨʦʩ ʜʣʷ 
ʣʦʢʘʣʴʥʳʭ ʩʣʫʞʙ NTP, ʥʦ ʥʝ ʧʦʟʚʦʣʷʝʪ ʣʦʢʘʣʴʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ 
ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʚʨʝʤʷ ʩ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʦʡ. 

serve-only: ʨʘʟʨʝʰʘʝʪ ʪʦʣʴʢʦ ʟʘʧʨʦʩ ʚʨʝʤʝʥʠ ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʩʣʫʞʙ 

NTP. 

query-only: ʨʘʟʨʝʰʘʝʪ ʪʦʣʴʢʦ ʢʦʥʪʨʦʣʴʥʳʡ ʟʘʧʨʦʩ ʜʣʷ ʣʦʢʘʣʴʥʳʭ 
ʩʣʫʞʙ NTP. 

access-list-number: ʫʢʘʟʳʚʘʝʪ ʥʦʤʝʨ IP ACL ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 99 ʠ ʦʪ 

1300 ʜʦ 1999. ʇʦʜʨʦʙʥʝʝ ʦ ʪʦʤ, ʢʘʢ ʩʦʟʜʘʪʴ IP ACL, ʩʤ. ʚ ʨʘʟʜʝʣʝ 
ACL&QoS Configuration/ʅʘʩʪʨʦʡʢʘ ACL. 
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access-list-name: ʫʢʘʟʳʚʘʝʪ ʠʤ ̫IP ACL. ʇʦʜʨʦʙʥʝʝ ʦ ʪʦʤ, ʢʘʢ ʩʦʟʜʘʪʴ 

IP ACL, ʩʤ. ʚ ʨʘʟʜʝʣʝ ACL&QoS Configuration/ʅʘʩʪʨʦʡʢʘ ACL 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʅʘʩʪʨʦʡʪʝ ʧʨʘʚʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ NTP. 

ʂʦʛʜʘ ʧʦʩʪʫʧʘʝʪ ʟʘʧʨʦʩ ʥʘ ʜʦʩʪʫʧ, ʩʣʫʞʙʘ NTP ʩʦʧʦʩʪʘʚʣʷʝʪ ʧʨʘʚʠʣʘ 
ʚ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʦʪ ʤʠʥʠʤʘʣʴʥʦʛʦ ʦʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ ʜʦ 
ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʦʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ ʠ ʠʩʧʦʣʴʟʫʝʪ ʧʝʨʚʦʝ 
ʩʦʚʧʘʜʘʶʱʝʝ ʧʨʘʚʠʣʦ. ʉʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʤʦʞʝʪ 
ʙʳʪʴ peer, serve, serve-only, and query-only (peer, ʦʙʩʣʫʞʠʚʘʶʱʠʡ, 
ʪʦʣʴʢʦ ʜʣʷ ʦʙʩʣʫʞʠʚʘʥʠʷ ʠ ʪʦʣʴʢʦ ʜʣʷ ʟʘʧʨʦʩʦʚ) 

3.4.3.6. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ NTP 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ʈʘʟʨʝʰʠʪʴ ʪʦʣʴʢʦ ʫʩʪʨʦʡʩʪʚʫ ʩ IP-ʘʜʨʝʩʦʤ 192.168.1.1 ʦʪʧʨʘʚʣʷʪʴ ʟʘʧʨʦʩ 
ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʥʘ ʣʦʢʘʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚʦ 

 QTECH(config)# access- list 1 permit 192.168.1.1 

QTECH(config)# ntp access- group serve - only 

3.5. ʄʦʥʠʪʦʨʠʥʛ 

3.5.1. ʆʪʦʙʨʘʞʝʥʠʝ 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

show ntp status ʆʪʦʙʨʘʞʘʝʪ ʪʝʢʫʱʫʶ ʠʥʬʦʨʤʘʮʠʶ NTP 

3.5.2. ʆʪʣʘʜʢʘ 

ʇʈʀʄɽʏɸʅʀɽ: ʩʠʩʪʝʤʥʳʝ ʨʝʩʫʨʩʳ ʟʘʥʷʪʳ ʧʨʠ ʚʳʚʦʜʝ ʦʪʣʘʜʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʇʦʵʪʦʤʫ 

ʦʪʢʣʶʯʘʡʪʝ ʦʪʣʘʜʢʫ ʩʨʘʟʫ ʧʦʩʣʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

debug ntp ɺʢʣʶʯʘʝʪ ʦʪʣʘʜʢʫ 

no debug ntp ʆʪʢʣʶʯʘʝʪ ʦʪʣʘʜʢʫ 
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4. ʅɸʉʊʈʆʁʂɸ SNTP 

4.1. ʆʙʟʦʨ 

ʇʨʦʩʪʦʡ ʧʨʦʪʦʢʦʣ ʩʝʪʝʚʦʛʦ ʚʨʝʤʝʥʠ (SNTP) ð ɻ ʪʦ ʫʧʨʦʱʝʥʥʘʷ ʚʝʨʩʠʷ ʧʨʦʪʦʢʦʣʘ ʩʝʪʝʚʦʛʦ 
ʚʨʝʤʝʥʠ (NTP), ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʯʘʩʦʚ ʢʦʤʧʴʶʪʝʨʦʚ ʚ 
ʀʥʪʝʨʥʝʪʝ. SNTP ʧʨʠʤʝʥʷʝʪʩʷ ʚ ʩʮʝʥʘʨʠʷʭ, ʛʜʝ ʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʩʝ 
ʬʫʥʢʮʠʠ NTP. 

NTP ʠʩʧʦʣʴʟʫʝʪ ʩʣʦʞʥʳʡ ʘʣʛʦʨʠʪʤ ʠ ʧʨʝʜʲʷʚʣʷʝʪ ʙʦʣʝʝ ʚʳʩʦʢʠʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʠʩʪʝʤʝ, 
ʪʦʛʜʘ ʢʘʢ SNTP ʠʩʧʦʣʴʟʫʝʪ ʙʦʣʝʝ ʧʨʦʩʪʦʡ ʘʣʛʦʨʠʪʤ ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʝʝ ʚʳʩʦʢʫʶ 
ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ. ʂʘʢ ʧʨʘʚʠʣʦ, ʪʦʯʥʦʩʪʴ SNTP ʤʦʞʝʪ ʜʦʩʪʠʛʘʪʴ 1 ʩʝʢʫʥʜʳ, ʯʪʦ 
ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʦʩʥʦʚʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ ʙʦʣʴʰʠʥʩʪʚʘ ʩʮʝʥʘʨʠʝʚ. ʇʦʩʢʦʣʴʢʫ ʧʘʢʝʪʳ SNTP 
ʘʥʘʣʦʛʠʯʥʳ ʧʘʢʝʪʘʤ NTP, ʢʣʠʝʥʪ SNTP, ʨʝʘʣʠʟʦʚʘʥʥʳʡ ʥʘ ʫʩʪʨʦʡʩʪʚʝ, ʧʦʣʥʦʩʪʴʶ 
ʩʦʚʤʝʩʪʠʤ ʩ ʩʝʨʚʝʨʦʤ NTP. 

ʇʨʦʪʦʢʦʣʳ ʠ ʩʪʘʥʜʘʨʪʳ 

RFC 2030: ʧʨʦʩʪʦʡ ʧʨʦʪʦʢʦʣ ʩʝʪʝʚʦʛʦ ʚʨʝʤʝʥʠ (SNTP) ʚʝʨʩʠʠ 4 ʜʣʷ IPv4, IPv6 ʠ OSI. 

4.2. ʇʨʠʣʦʞʝʥʠʷ 

ʇʨʠʣʦʞʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ ʩ 
ʩʝʨʚʝʨʦʤ NTP 

ʋʩʪʨʦʡʩʪʚʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʘʢ ʢʣʠʝʥʪ ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ 
ʚʨʝʤʝʥʠ ʩ ʩʝʨʚʝʨʦʤ NTP 

4.2.1. ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ ʩ ʩʝʨʚʝʨʦʤ NTP 

4.2.1.1. ʉʮʝʥʘʨʠʡ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʈʠʩʫʥʢʝ 4-1, DEVICE-B ʠʩʧʦʣʴʟʫʝʪ ʣʦʢʘʣʴʥʳʝ ʯʘʩʳ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ 
ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ NTP ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ ʜʣʷ DEVICE-C. 

DEVICE-C ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʘʢ ʢʣʠʝʥʪ SNTP ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʩ DEVICE-B. 

 

ʈʠʩʫʥʦʢ 4-1. 

4.2.1.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ 

¶ ʋʢʘʞʠʪʝ DEVICE-B ʚ ʢʘʯʝʩʪʚʝ ʩʝʨʚʝʨʘ SNTP ʜʣʷ DEVICE-C. 

¶ ɺʢʣʶʯʠʪʝ SNTP ʜʣʷ DEVICE-C. 
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4.3. ʌʫʥʢʮʠʠ 

4.3.1. ɹʘʟʦʚʳʝ ʢʦʥʮʝʧʪʳ 

SNTP-ʧʘʢʝʪ 

SNTPV4 ʨʘʟʨʘʙʦʪʘʥ ʥʘ ʦʩʥʦʚʝ NTP ʠ ʧʨʠʟʚʘʥ ʫʧʨʦʩʪʠʪʴ ʬʫʥʢʮʠʠ NTP. ʕʪʦ ʥʝ ʠʟʤʝʥʷʝʪ 
ʩʧʝʮʠʬʠʢʘʮʠʠ NTP ʠ ʠʩʭʦʜʥʫʶ ʨʝʘʣʠʟʘʮʠʶ NTP. ʌʦʨʤʘʪ ʩʦʦʙʱʝʥʠʷ SNTPV4 ʪʘʢʦʡ ʞʝ, 
ʢʘʢ ʫ NTP, ʦʧʨʝʜʝʣʝʥʥʳʡ ʚ RFC1305, ʪʦʣʴʢʦ ʥʝʢʦʪʦʨʳʝ ʧʦʣʷ ʜʘʥʥʳʭ ʠʥʠʮʠʘʣʠʟʠʨʫʶʪʩʷ ʚ 
ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʟʥʘʯʝʥʠʷ. 

ʂʘʢ ʦʧʨʝʜʝʣʝʥʦ ʚ RFC1305, SNTP ʠʩʧʦʣʴʟʫʝʪ ʜʣʷ ʧʝʨʝʜʘʯʠ ʧʘʢʝʪʳ ʧʨʦʪʦʢʦʣʘ 
ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʜʘʪʘʛʨʘʤʤ (UDP), ʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʧʦʨʪʘ UDP ð 123. 

ʈʠʩʫʥʦʢ 4-2 ʧʦʢʘʟʳʚʘʝʪ ʬʦʨʤʘʪ ʧʘʢʝʪʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ SNTP. 

 

ʈʠʩʫʥʦʢ 4-2. ʌʦʨʤʘʪ ʧʘʢʝʪʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ SNTP 

¶ ʀʥʜʠʢʘʪʦʨ ʩʝʢʫʥʜʳ ʢʦʦʨʜʠʥʘʮʠʠ (LI): ʫʢʘʟʳʚʘʝʪ 2-ʙʠʪʥʳʡ ʠʥʜʠʢʘʪʦʨ 
ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʩʝʢʫʥʜʳ. 

ʇʈʀʄɽʏɸʅʀɽ: 00: ʫʢʘʟʳʚʘʝʪ ʥʘ ʦʪʩʫʪʩʪʚʠʝ ʧʨʝʜʫʧʨʝʞʜʘʶʱʝʡ ʠʥʬʦʨʤʘʮʠʠ; 01: 

ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚ ʧʨʝʜʳʜʫʱʝʡ ʤʠʥʫʪʝ 61 ʩʝʢʫʥʜʘ; 10: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚ ʧʨʝʜʳʜʫʱʝʡ ʤʠʥʫʪʝ 
59 ʩʝʢʫʥʜ; 11: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʯʘʩʳ ʥʝ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʥʳ. 

¶ ʅʦʤʝʨ ʚʝʨʩʠʠ (VN): ʫʢʘʟʳʚʘʝʪ 3-ʙʠʪʥʳʡ ʥʦʤʝʨ ʚʝʨʩʠʠ NTP/SNTP. ʊʝʢʫʱʠʡ ʥʦʤʝʨ 
ʚʝʨʩʠʠ ð 3. 

¶ ʈʝʞʠʤ (Mode): ʫʢʘʟʳʚʘʝʪ 3-ʙʠʪʥʳʡ ʨʘʙʦʯʠʡ ʨʝʞʠʤ SNTP/NTP. 

ʇʈʀʄɽʏɸʅʀɽ: 0: ʫʢʘʟʳʚʘʝʪ ʥʘ ʦʪʩʫʪʩʪʚʠʝ ʦʧʨʝʜʝʣʝʥʠʷ; 1: ʫʢʘʟʳʚʘʝʪ ʥʘ ʩʠʤʤʝʪʨʠʯʥʫʶ 

ʘʢʪʠʚʥʦʩʪʴ; 2: ʫʢʘʟʳʚʘʝʪ ʥʘ ʩʠʤʤʝʪʨʠʯʥʳʡ ʧʘʩʩʠʚ; 3: ʫʢʘʟʳʚʘʝʪ ʥʘ ʢʣʠʝʥʪʘ; 4: ʫʢʘʟʳʚʘʝʪ 
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ʥʘ ʩʝʨʚʝʨ; 5: ʫʢʘʟʳʚʘʝʪ ʥʘ ʰʠʨʦʢʦʚʝʱʘʥʠʝ; 6: ʫʢʘʟʳʚʘʝʪ ʫʧʨʘʚʣʷʶʱʫʶ ʠʥʬʦʨʤʘʮʠʶ; 7: 
ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʦ. 

¶ Stratum: ʫʢʘʟʳʚʘʝʪ 8-ʙʠʪʥʳʡ Stratum (ʩʣʦʡ) ʣʦʢʘʣʴʥʳʭ ʯʘʩʦʚ. 0: ʫʢʘʟʳʚʘʝʪ ʥʘ 
ʦʪʩʫʪʩʪʚʠʝ ʦʧʨʝʜʝʣʝʥʠʷ; 1: ʫʢʘʟʳʚʘʝʪ master-ʠʩʪʦʯʥʠʢ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ; ʜʨʫʛʠʝ 
ʟʥʘʯʝʥʠʷ: ʫʢʘʟʳʚʘʶʪ slave-ʠʩʪʦʯʥʠʢʠ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ. 

¶ Poll Interval (ʀʥʪʝʨʚʘʣ ʦʧʨʦʩʘ): ʫʢʘʟʳʚʘʝʪ ʠʥʪʝʨʚʘʣ ʦʧʨʦʩʘ (ʚ ʩʝʢʫʥʜʘʭ), ʢʦʪʦʨʳʡ 
ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 8-ʙʠʪʥʦʝ ʮʝʣʦʝ ʯʠʩʣʦ. 

¶ Precision (ʊʦʯʥʦʩʪʴ): ʫʢʘʟʳʚʘʝʪ ʪʦʯʥʦʩʪʴ ʚʨʝʤʝʥʠ (ʚ ʩʝʢʫʥʜʘʭ) ʤʝʩʪʥʳʭ ʯʘʩʦʚ, 
ʢʦʪʦʨʘʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 8-ʙʠʪʥʦʝ ʮʝʣʦʝ ʯʠʩʣʦ. 

¶ Root Delay (ʂʦʨʥʝʚʘʷ ʟʘʜʝʨʞʢʘ): ʫʢʘʟʳʚʘʝʪ ʚʨʝʤʷ ʧʨʦʭʦʞʜʝʥʠʷ ʪʫʜʘ ʠ ʦʙʨʘʪʥʦ ʜʦ 
ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ, ʢʦʪʦʨʦʝ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 32-ʨʘʟʨʷʜʥʦʝ ʮʝʣʦʝ 
ʯʠʩʣʦ. 

¶ Root Dispersion (ʂʦʨʥʝʚʘʷ ʜʠʩʧʝʨʩʠʷ): ʫʢʘʟʳʚʘʝʪ ʩʘʤʫ  ʁ ʙʦʣʴʰʫ  ʁ ʨʘʟʥʠʮʫ ʦʪ 
master-ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ, ʢʦʪʦʨʳʡ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 32-ʨʘʟʨʷʜʥʦʝ 
ʮʝʣʦʝ ʯʠʩʣʦ. 

¶ Reference Clock Identifier (ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ): ʫʢʘʟʳʚʘʝʪ 32-ʙʠʪʥʳʡ 
ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ. 

¶ Reference Timestamp (ʕʪʘʣʦʥʥʘʷ ʚʨʝʤʝʥʥʘʷ ʤʝʪʢʘ): ʫʢʘʟʳʚʘʝʪ 64-ʙʠʪʥʫʶ 
ʚʨʝʤʝʥʥʫʶ ʤʝʪʢʫ, ʘ ʠʤʝʥʥʦ ʚʨʝʤʷ, ʢʦʪʦʨʦʝ ʙʳʣʦ ʫʩʪʘʥʦʚʣʝʥʦ ʠʣʠ ʠʩʧʨʘʚʣʝʥʦ ʚ 
ʧʦʩʣʝʜʥʠʡ ʨʘʟ. 

¶ Originate Timestamp (ʀʩʭʦʜʥʘʷ ʚʨʝʤʝʥʥʘʷ ʤʝʪʢʘ): ʫʢʘʟʳʚʘʝʪ 64-ʙʠʪʥʫʶ ʤʝʪʢʫ 
ʚʨʝʤʝʥʠ, ʘ ʠʤʝʥʥʦ ʤʝʩʪʥʦʝ ʚʨʝʤʷ, ʢʦʛʜʘ ʦʪ ʢʣʠʝʥʪʘ ʫʭʦʜʠʪ ʟʘʧʨʦʩ ʥʘ 
ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʚʨʝʤʝʥʠ. 

¶ Receive Timestamp (ʆʪʤʝʪʢʘ ʚʨʝʤʝʥʠ ʧʦʣʫʯʝʥʠʷ): ʫʢʘʟʳʚʘʝʪ 64-ʙʠʪʥʫʶ ʦʪʤʝʪʢʫ 
ʚʨʝʤʝʥʠ, ʘ ʠʤʝʥʥʦ ʤʝʩʪʥʦʝ ʚʨʝʤʷ, ʢʦʛʜʘ ʧʘʢʝʪ ʟʘʧʨʦʩʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ 
ʧʦʩʪʫʧʘʝʪ ʥʘ ʩʝʨʚʝʨ. 

¶ Transmit Timestamp (ʆʪʤʝʪʢʘ ʚʨʝʤʝʥʠ ʧʝʨʝʜʘʯʠ): ʫʢʘʟʳʚʘʝʪ 64-ʙʠʪʥʫʶ ʦʪʤʝʪʢʫ 
ʚʨʝʤʝʥʠ, ʘ ʠʤʝʥʥʦ ʤʝʩʪʥʦʝ ʚʨʝʤʷ, ʢʦʛʜʘ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ 
ʦʪʧʨʘʚʣʷʝʪʩʷ ʩ ʩʝʨʚʝʨʘ. 

¶ Authenticator (ʆʧʮʠʦʥʘʣʴʥʦ): ʫʢʘʟʳʚʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

4.3.2. ʆʙʟʦʨ 

ʆʩʦʙʝʥʥʦʩʪʴ ʆʧʠʩʘʥʠʝ 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ 
ʚʨʝʤʝʥʠ SNTP 

ʉʠʥʭʨʦʥʠʟʠʨʫʝʪ ʚʨʝʤʷ ʩ ʩʝʨʚʝʨʘ SNTP/NTP ʥʘ ʣʦʢʘʣʴʥʦʝ 
ʫʩʪʨʦʡʩʪʚʦ 

4.3.3. ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ SNTP 

4.3.3.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ SNTP ʨʝʘʣʠʟʫʝʪʩʷ ʧʫʪʝʤ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʧʘʢʝʪʦʚ SNTP/NTP 
ʤʝʞʜʫ ʢʣʠʝʥʪʦʤ ʠ ʩʝʨʚʝʨʦʤ. ʂʣʠʝʥʪ ʦʪʧʨʘʚʣʷʝʪ ʧʘʢʝʪ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʥʘ ʩʝʨʚʝʨ 
ʯʝʨʝʟ ʦʧʨʝʜʝʣʝʥʥʳʝ ʧʨʦʤʝʞʫʪʢʠ ʚʨʝʤʝʥʠ (ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʦʣʯʘʩʘ). ʇʦʩʣʝ ʧʦʣʫʯʝʥʠʷ 
ʦʪʚʝʪʥʦʛʦ ʧʘʢʝʪʘ ʦʪ ʩʝʨʚʝʨʘ ʢʣʠʝʥʪ ʩʠʥʭʨʦʥʠʟʠʨʫʝʪ ʚʨʝʤʷ. 

ʈʠʩʫʥʦʢ 4-3 ʧʦʢʘʟʳʚʘʝʪ ʬʦʨʤʘʪ ʧʘʢʝʪʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ SNTP. 
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ʈʠʩʫʥʦʢ 4-3. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ SNTP 

DEVICE-B (ʩʦʢʨʘʱʝʥʥʦ B) ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʪʘʣʦʥʥʳʭ ʯʘʩʦʚ NTP, 
DEVICE-A (ʩʦʢʨʘʱʝʥʥʦ A) ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʢʣʠʝʥʪʘ SNTP, ʢʦʪʦʨʳʡ 
ʩʠʥʭʨʦʥʠʟʠʨʫʝʪ ʚʨʝʤʷ ʩ DEVICE-B. ɺ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ ʤʝʩʪʥʳʝ ʯʘʩʳ A ʧʦʢʘʟʳʚʘʶʪ 
19:00:00, ʘ ʤʝʩʪʥʳʝ ʯʘʩʳ B ð 19:30:20. 

1. A ʦʪʧʨʘʚʣʷʝʪ ʧʘʢʝʪ ʟʘʧʨʦʩʘ SNTP/NTP. ʄʝʩʪʥʦʝ ʚʨʝʤʷ (T0), ʢʦʛʜʘ ʧʘʢʝʪ 
ʦʪʧʨʘʚʣʷʝʪʩʷ ʠʟ A, ʩʦʩʪʘʚʣʷʝʪ 19:00:00 ʠ ʟʘʧʦʣʥʷʝʪʩʷ ʚ Originate Timestamp. 

2. ʇʦʩʣʝ 2-ʩʝʢʫʥʜʥʦʡ ʩʝʪʝʚʦʡ ʟʘʜʝʨʞʢʠ ʤʝʩʪʥʦʝ ʚʨʝʤʷ (T1), ʢʦʛʜʘ B ʧʦʣʫʯʘʝʪ ʧʘʢʝʪ 
ʟʘʧʨʦʩʘ, ʩʦʩʪʘʚʣʷʝʪ 19:30:23 ʠ ʟʘʧʦʣʥʷʝʪʩʷ ʚ Receive Timestamp. 

3. B ʦʙʨʘʙʘʪʳʚʘʝʪ ʟʘʧʨʦʩ NTP ʠ ʯʝʨʝʟ ʩʝʢʫʥʜʫ ʦʪʧʨʘʚʣʷʝʪ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ NTP. 
ʄʝʩʪʥʦʝ ʚʨʝʤʷ (T2), ʢʦʛʜʘ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ ʫʭʦʜʠʪ ʠʟ B, ʩʦʩʪʘʚʣʷʝʪ 19:30:24 ʠ 
ʟʘʧʦʣʥʷʝʪʩʷ ʚ Transmit Timestamp. 

4. ʇʦʩʣʝ 2-ʩʝʢʫʥʜʥʦʡ ʩʝʪʝʚʦʡ ʟʘʜʝʨʞʢʠ ɸ ʧʦʣʫʯʘʝʪ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ. ʄʝʩʪʥʦʝ ʚʨʝʤʷ 
(T3), ʢʦʛʜʘ ʦʪʚʝʪʥʳʡ ʧʘʢʝʪ ʧʨʠʙʳʚʘʝʪ ʚ A, ʩʦʩʪʘʚʣʷʝʪ 19:00:06. 

ʂʦʥʢʨʝʪʥʳʝ ʨʘʩʯʝʪʳ ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʩʣʝʜʫʶʱʠʝ: 

¶ A ʧʦʣʫʯʘʝʪ ʨʘʟʥʠʮʫ ʚʦ ʚʨʝʤʝʥʠ ʚ 30 ʤʠʥʫʪ ʠ 20 ʩʝʢʫʥʜ ʤʝʞʜʫ B ʠ A, ʠʩʧʦʣʴʟʫʷ 
ʬʦʨʤʫʣʫ ((T1-T0)+(T2-T3))/2. 

¶ A ʧʦʣʫʯʘʝʪ ʯʝʪʳʨʝʭʩʝʢʫʥʜʥʫʶ ʟʘʜʝʨʞʢʫ ʧʘʢʝʪʘ ʪʫʜʘ ʠ ʦʙʨʘʪʥʦ ʤʝʞʜʫ A ʠ B, 
ʠʩʧʦʣʴʟʫʷ ʬʦʨʤʫʣʫ (T3-T0)-(T2-T1). 

4.3.3.2. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ɺʢʣʶʯʝʥʠʝ SNTP 

¶ SNTP ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ sntp enable, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ SNTP. 
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ʅʘʩʪʨʦʡʢʘ SNTP-ʩʝʨʚʝʨʘ 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʝʨʚʝʨ SNTP ʥʝ ʥʘʩʪʨʦʝʥ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ sntp server, ʯʪʦʙʳ ʫʢʘʟʘʪʴ ʩʝʨʚʝʨ SNTP. 

ʅʘʩʪʨʦʡʢʘ ʠʥʪʝʨʚʘʣʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ SNTP 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʥʪʝʨʚʘʣ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ SNTP ʩʦʩʪʘʚʣʷʝʪ 1800 ʩʝʢʫʥʜ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ sntp interval, ʯʪʦʙʳ ʫʢʘʟʘʪʴ ʠʥʪʝʨʚʘʣ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ. 

4.4. ʂʦʥʬʠʛʫʨʘʮʠʷ 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

ʅʘʩʪʨʦʡʢʘ SNTP (ʆʙʷʟʘʪʝʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ SNTP 

sntp enable ɺʢʣʶʯʘʝʪ SNTP 

sntp server ʅʘʩʪʨʘʠʚʘʝʪ IP-ʘʜʨʝʩ ʩʝʨʚʝʨʘ 
SNTP 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʚʘʣʘ 
ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ SNTP 

sntp interval ʅʘʩʪʨʘʠʚʘʝʪ ʠʥʪʝʨʚʘʣ 
ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ SNTP 

4.4.1. ʅʘʩʪʨʦʡʢʘ SNTP 

4.4.1.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʂʣʠʝʥʪ SNTP ʦʙʨʘʱʘʝʪʩʷ ʢ ʩʝʨʚʝʨʫ NTP ʯʝʨʝʟ ʬʠʢʩʠʨʦʚʘʥʥʳʝ ʧʨʦʤʝʞʫʪʢʠ ʚʨʝʤʝʥʠ, 
ʯʪʦʙʳ ʨʝʛʫʣʷʨʥʦ ʢʦʨʨʝʢʪʠʨʦʚʘʪʴ ʯʘʩʳ. 

4.4.1.2. ʇʨʠʤʝʯʘʥʠʷ 

ɺʩʝ ʚʨʝʤʷ, ʧʦʣʫʯʝʥʥʦʝ ʯʝʨʝʟ ʩʚʷʟʴ SNTP, ʷʚʣʷʝʪʩʷ ʩʨʝʜʥʠʤ ʚʨʝʤʝʥʝʤ ʧʦ ɻʨʠʥʚʠʯʫ 
(GMT). ʏʪʦʙʳ ʧʦʣʫʯʠʪʴ ʪʦʯʥʦʝ ʤʝʩʪʥʦʝ ʚʨʝʤʷ, ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʤʝʩʪʥʳʡ 
ʯʘʩʦʚʦʡ ʧʦʷʩ ʜʣʷ ʩʦʛʣʘʩʦʚʘʥʠʷ ʩ GMT. 

4.4.1.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʝʥʠʝ SNTP 

(ʆʙʷʟʘʪʝʣʴʥʦ) SNTP ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥ. 

ʅʘʩʪʨʦʡʢʘ IP-ʘʜʨʝʩʘ SNTP-ʩʝʨʚʝʨʘ 

(ʆʙʷʟʘʪʝʣʴʥʦ) ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʝʨʚʝʨ SNTP/NTP ʥʝ ʥʘʩʪʨʦʝʥ. 

ʅʘʩʪʨʦʡʢʘ ʠʥʪʝʨʚʘʣʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ SNTP 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʨʦʡʩʪʚʦ ʩʠʥʭʨʦʥʠʟʠʨʫʝʪ ʚʨʝʤʷ ʢʘʞʜʳʝ ʧʦʣʯʘʩʘ. 

ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show sntp, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʧʘʨʘʤʝʪʨʳ, ʩʚʷʟʘʥʥʳʝ ʩ SNTP. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʥʘʩʪʨʦʡʢʝ ʩʝʨʠʷ QSW-7600 

ʅʘʩʪʨʦʡʢʘ SNTP  

4-89 

 

 

4.4.1.4. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ɺʢʣʶʯʝʥʠʝ SNTP 

ʂʦʤʘʥʜʘ sntp enable 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

SNTP ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥ. 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ no sntp enable, ʯʪʦʙʳ 

ʦʪʢʣʶʯʠʪʴ SNTP 

ʅʘʩʪʨʦʡʢʘ IP-ʘʜʨʝʩʘ ʩʝʨʚʝʨʘ SNTP/NTP 

ʂʦʤʘʥʜʘ sntp server [ oob ] ip-address [ via mgmt-name ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ip-address: ʫʢʘʟʳʚʘʝʪ IP-ʘʜʨʝʩ ʩʝʨʚʝʨʘ NTP/SNTP. ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʩʝʨʚʝʨ NTP/SNTP ʥʝ ʥʘʩʪʨʦʝʥ. 

oob: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʩʝʨʚʝʨ NTP/SNTP ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʥʝʰʥʠʡ 

ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ (ʠʥʪʝʨʬʝʡʩ mgmt). 

mgmt-name: ʟʘʜʘʝʪ ʠʩʭʦʜʷʱʠʡ ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ ʜʣʷ ʧʘʢʝʪʦʚ ʚ 

ʨʝʞʠʤʝ oob 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦʩʢʦʣʴʢʫ SNTP ʧʦʣʥʦʩʪʴʶ ʩʦʚʤʝʩʪʠʤ ʩ NTP, ʩʝʨʚʝʨ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ 
ʢʘʢ ʦʙʱʝʜʦʩʪʫʧʥʳʡ ʩʝʨʚʝʨ NTP ʚ ʀʥʪʝʨʥʝʪʝ. 

ʇʦʩʢʦʣʴʢʫ ʧʘʢʝʪʳ SNTP ʘʥʘʣʦʛʠʯʥʳ ʧʘʢʝʪʘʤ NTP, ʢʣʠʝʥʪ SNTP 
ʧʦʣʥʦʩʪʴʶ ʩʦʚʤʝʩʪʠʤ ʩ ʩʝʨʚʝʨʦʤ NTP. ɺ ʀʥʪʝʨʥʝʪʝ ʩʫʱʝʩʪʚʫʝʪ 
ʤʥʦʞʝʩʪʚʦ NTP-ʩʝʨʚʝʨʦʚ. ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ NTP-ʩʝʨʚʝʨ ʩ ʙʦʣʝʝ 
ʢʦʨʦʪʢʦʡ ʟʘʜʝʨʞʢʦʡ ʚ ʢʘʯʝʩʪʚʝ SNTP-ʩʝʨʚʝʨʘ ʥʘ ʚʘʰʝʤ ʫʩʪʨʦʡʩʪʚʝ 

ʅʘʩʪʨʦʡʢʘ ʠʥʪʝʨʚʘʣʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ SNTP 

ʂʦʤʘʥʜʘ sntp interval seconds 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

second: ʫʢʘʟʳʚʘʝʪ ʠʥʪʝʨʚʘʣ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 60 
ʜʦ 65 535 ʩʝʢʫʥʜ. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ð 1800 ʩʝʢʫʥʜ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɿʘʧʫʩʪʠʪʝ ʵʪʫ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʠʥʪʝʨʚʘʣ ʜʣʷ ʢʣʠʝʥʪʘ SNTP 
ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʚʨʝʤʝʥʠ ʩ ʩʝʨʚʝʨʦʤ NTP/SNTP. 

ʇʈʀʄɽʏɸʅʀɽ: ʥʘʩʪʨʦʝʥʥʳʡ ʟʜʝʩʴ ʠʥʪʝʨʚʘʣ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ ʥʝ ʩʨʘʟʫ. 
ʏʪʦʙʳ ʦʥ ʚʩʪʫʧʠʣ ʚ ʩʠʣʫ ʥʝʤʝʜʣʝʥʥʦ, ʟʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ sntp enable 
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4.4.1.5. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ SNTP 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 4-4. 

 DEVICE-B ʫʢʘʟʳʚʘʝʪ ʥʘ ʩʝʨʚʝʨ NTP ʚ ʀʥʪʝʨʥʝʪʝ. 

DEVICE-C ʩʠʥʭʨʦʥʠʟʠʨʫʝʪ ʚʨʝʤʷ ʩ DEVICE-B 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʠʪʝ SNTP ʜʣʷ DEVICE-C ʠ ʥʘʩʪʨʦʡʪʝ DEVICE-B ʢʘʢ NTP-ʩʝʨʚʝʨ 

DEVICE-C C#configure terminal  

C(config)# sntp server 192.168.2.1 

C(config)# sntp enable 

C(config)# exit 

ʇʨʦʚʝʨʢʘ ¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show clock ʥʘ DEVICE-C, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, 
ʫʩʧʝʰʥʦ ʣʠ ʚʳʧʦʣʥʝʥʘ ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʚʨʝʤʝʥʠ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show sntp ʥʘ DEVICE-C, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 

ʩʪʘʪʫʩ SNTP ʠ ʧʨʦʚʝʨʠʪʴ, ʫʩʧʝʰʥʦ ʣʠ ʥʘʩʪʨʦʝʥ ʩʝʨʚʝʨ 

4.5. ʄʦʥʠʪʦʨʠʥʛ 

4.5.1. ʆʪʦʙʨʘʞʝʥʠʝ 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

show sntp ʆʪʦʙʨʘʞʘʝʪ ʧʘʨʘʤʝʪʨʳ, ʩʚʷʟʘʥʥʳʝ ʩ SNTP 

4.5.2. ʆʪʣʘʜʢʘ 

ʇʈʀʄɽʏɸʅʀɽ: ʩʠʩʪʝʤʥʳʝ ʨʝʩʫʨʩʳ ʟʘʥʷʪʳ ʧʨʠ ʚʳʚʦʜʝ ʦʪʣʘʜʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʇʦʵʪʦʤʫ 

ʦʪʢʣʶʯʘʡʪʝ ʦʪʣʘʜʢʫ ʩʨʘʟʫ ʧʦʩʣʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

debug sntp ɺʢʣʶʯʘʝʪ ʦʪʣʘʜʢʫ 
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5. ʅɸʉʊʈʆʁʂɸ SPAN-RSPAN 

5.1. ʆʙʟʦʨ 

ɸʥʘʣʠʟʘʪʦʨ ʢʦʤʤʫʪʠʨʫʝʤʳʭ ʧʦʨʪʦʚ (SPAN) ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʢʦʧʠʨʦʚʘʥʠʷ ʧʘʢʝʪʦʚ 
ʫʢʘʟʘʥʥʦʛʦ ʧʦʨʪʘ ʥʘ ʜʨʫʛʦʡ ʧʦʨʪ ʢʦʤʤʫʪʘʪʦʨʘ, ʢʦʪʦʨʳʡ ʧʦʜʢʣʶʯʝʥ ʢ ʫʩʪʨʦʡʩʪʚʫ 
ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʠ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʤʦʥʠʪʦʨʠʥʛ ʩʝʪʠ ʠ ʫʩʪʨʘʥʝʥʠʝ ʥʝʧʦʣʘʜʦʢ. 

ɺʩʝ ʚʭʦʜʷʱʠʝ ʠ ʠʩʭʦʜʷʱʠʝ ʧʘʢʝʪʳ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʤʦʞʥʦ ʦʪʩʣʝʞʠʚʘʪʴ ʯʝʨʝʟ SPAN. 
ʅʘʧʨʠʤʝʨ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ, ʚʩʝ ʧʘʢʝʪʳ ʥʘ ʧʦʨʪʫ 5 ʩʦʧʦʩʪʘʚʣʷʶʪʩʷ ʩ 
ʧʦʨʪʦʤ 10, ʘ ʘʥʘʣʠʟʘʪʦʨ ʩʝʪʠ, ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ ʧʦʨʪʫ 10, ʧʦʣʫʯʘʝʪ ʚʩʝ ʧʘʢʝʪʳ, ʧʨʦʭʦʜʷʱʠʝ 
ʯʝʨʝʟ ʧʦʨʪ 5. 

 

ʈʠʩʫʥʦʢ 5-1. ʕʢʟʝʤʧʣʷʨ ʢʦʥʬʠʛʫʨʘʮʠʠ SPAN 

ʌʫʥʢʮʠʷ SPAN ʚ ʦʩʥʦʚʥʦʤ ʧʨʠʤʝʥʷʝʪʩʷ ʚ ʩʮʝʥʘʨʠʷʭ ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʠ ʠ ʫʩʪʨʘʥʝʥʠʷ 
ʥʝʧʦʣʘʜʦʢ, ʯʪʦʙʳ ʦʪʩʣʝʞʠʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʝʪʠ ʠ ʫʩʪʨʘʥʷʪʴ ʩʙʦʠ ʚ ʩʝʪʠ. 

ʋʜʘʣʝʥʥʳʡ SPAN (RSPAN), ʨʘʩʰʠʨʝʥʠʝ SPAN, ʧʦʟʚʦʣʷʝʪ ʫʜʘʣʝʥʥʦ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ 
ʥʝʩʢʦʣʴʢʦ ʫʩʪʨʦʡʩʪʚ. ʂʘʞʜʳʡ ʩʝʘʥʩ RSPAN ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ ʫʢʘʟʘʥʥʦʡ ʫʜʘʣʝʥʥʦʡ 
VLAN. RSPAN ʧʨʝʦʜʦʣʝʚʘʝʪ ʦʛʨʘʥʠʯʝʥʠʝ, ʩʦʛʣʘʩʥʦ ʢʦʪʦʨʦʤʫ mirrored-ʧʦʨʪ ʠ 
mirroring-ʧʦʨʪ ʜʦʣʞʥʳ ʥʘʭʦʜʠʪʴʩʷ ʥʘ ʦʜʥʦʤ ʠ ʪʦʤ ʞʝ ʫʩʪʨʦʡʩʪʚʝ, ʠ ʧʦʟʚʦʣʷʝʪ 
mirrored-ʧʦʨʪʫ ʥʘʭʦʜʠʪʴʩʷ ʥʘ ʨʘʩʩʪʦʷʥʠʠ ʥʝʩʢʦʣʴʢʠʭ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ ʦʪ mirroring-ʧʦʨʪʘ. 
ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʥʘʙʣʶʜʘʪʴ ʟʘ ʧʘʢʝʪʘʤʠ ʜʘʥʥʳʭ ʫʜʘʣʝʥʥʦʛʦ mirrored-ʧʦʨʪʘ ʩ ʧʦʤʦʱʴʶ 
ʘʥʘʣʠʟʘʪʦʨʘ ʚ ʮʝʥʪʨʘʣʴʥʦʡ ʩʝʨʚʝʨʥʦʡ. 

ʉʮʝʥʘʨʠʠ ʧʨʠʤʝʥʝʥʠʷ RSPAN ʘʥʘʣʦʛʠʯʥʳ ʩʮʝʥʘʨʠʷʤ SPAN. RSPAN ʧʦʟʚʦʣʷʝʪ 
ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʧʨʦʚʦʜʠʪʴ ʤʦʥʠʪʦʨʠʥʛ ʜʘʥʥʳʭ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ, ʥʝ ʥʘʭʦʜʷʩʴ 
ʚ ʩʝʨʚʝʨʥʦʡ, ʯʪʦ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʴʰʦʝ ʫʜʦʙʩʪʚʦ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

VLAN SPAN (VSPAN) ʨʘʩʩʤʘʪʨʠʚʘʝʪ ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʥʝʢʦʪʦʨʳʭ VLAN ʢʘʢ ʠʩʪʦʯʥʠʢʠ ʜʘʥʥʳʭ 
ʠ ʟʝʨʢʘʣʠʨʫʝʪ ʠʭ ʥʘ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ. ʂʦʥʬʠʛʫʨʘʮʠʷ ʘʥʘʣʦʛʠʯʥʘ ʢʦʥʬʠʛʫʨʘʮʠʠ SPAN ʥʘ 
ʦʩʥʦʚʝ ʧʦʨʪʦʚ. VSPAN ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʦʩʦʙʝʥʥʦʩʪʠ: 

¶ VLAN, ʥʝ ʷʚʣʷʶʱʘʷʩʷ ʫʜʘʣʝʥʥʦʡ VLAN, ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥʘ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ 
ʜʘʥʥʳʭ VSPAN. 

¶ ʅʝʢʦʪʦʨʳʝ VLAN, ʢʦʪʦʨʳʝ ʥʝ ʷʚʣʷʶʪʩʷ ʫʜʘʣʝʥʥʳʤʠ VLAN, ʤʦʛʫʪ ʙʳʪʴ ʫʢʘʟʘʥʳ ʚ 
ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʦʚ ʜʘʥʥʳʭ VSPAN. 

¶ ʂʦʛʜʘ VLAN ʥʘʩʪʨʦʝʥʘ ʢʘʢ ʠʩʪʦʯʥʠʢ ʜʘʥʥʳʭ, ʧʘʢʝʪʳ ʤʦʛʫʪ ʦʪʨʘʞʘʪʴʩʷ ʪʦʣʴʢʦ ʚ 
ʥʘʧʨʘʚʣʝʥʠʠ Rx. 
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5.2. ʇʨʠʣʦʞʝʥʠʷ 

ʇʨʠʣʦʞʝʥʠʝ ʆʧʠʩʘʥʠʝ 

SPAN ʥʘ ʦʩʥʦʚʝ ʧʦʪʦʢʘ ʇʦʪʦʢʠ ʜʘʥʥʳʭ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ 
ʥʝʦʙʭʦʜʠʤʦ ʦʪʩʣʝʞʠʚʘʪʴ, ʥʘʧʨʠʤʝʨ, ʥʝʦʙʭʦʜʠʤʦ 
ʦʪʩʣʝʞʠʚʘʪʴ ʧʦʪʦʢʠ ʜʘʥʥʳʭ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʫʢʘʟʘʥʥʫʶ 
ʧʦʣʠʪʠʢʫ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (ACL) 

One-to-Many RSPAN ʅʝʩʢʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʦʣʞʥʳ ʦʪʩʣʝʞʠʚʘʪʴ ʜʘʥʥʳʝ 
ʦʜʥʦʛʦ ʠ ʪʦʛʦ ʞʝ ʧʦʨʪʘ 

ʆʩʥʦʚʥʳʝ ʧʨʠʣʦʞʝʥʠʷ 
RSPAN 

ʇʘʢʝʪʳ ʥʘ ʠʩʭʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ 
ʥʝʦʙʭʦʜʠʤʦ ʟʝʨʢʘʣʠʨʦʚʘʪʴ ʥʘ ʮʝʣʝʚʦʝ ʫʩʪʨʦʡʩʪʚʦ ʜʣʷ 
ʤʦʥʠʪʦʨʠʥʛʘ 

5.2.1. SPAN ʥʘ ʦʩʥʦʚʝ ʧʦʪʦʢʘ 

5.2.1.1. ʉʮʝʥʘʨʠʡ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ, ʩʝʪʝʚʦʡ ʘʥʘʣʠʟʘʪʦʨ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʪʘʢ, ʯʪʦʙʳ ʦʥ 
ʤʦʛ ʦʪʩʣʝʞʠʚʘʪʴ ʚʩʝ ʧʦʪʦʢʠ ʜʘʥʥʳʭ, ʧʝʨʝʩʳʣʘʝʤʳʝ ʢʦʤʤʫʪʘʪʦʨʦʤ A ʥʘ ʢʦʤʤʫʪʘʪʦʨ B, ʠ 
ʦʧʨʝʜʝʣʝʥʥʳʝ ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʢʦʤʤʫʪʘʪʦʨʘ B (ʥʘʧʨʠʤʝʨ, ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʩ PC1 ʠ PC2). 

 

ʈʠʩʫʥʦʢ 5-2. ʊʦʧʦʣʦʛʠʷ ʧʨʦʩʪʦʛʦ ʧʨʠʣʦʞʝʥʠʷ SPAN 

0000.0000.0001 ð ʵʪʦ MAC-ʘʜʨʝʩ PC1. 

0000.0000.0002 ð ʵʪʦ MAC-ʘʜʨʝʩ PC2. 
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5.2.1.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ 

¶ ʅʘ ʧʨʝʜʳʜʫʱʝʤ ʨʠʩʫʥʢʝ ʥʘʩʪʨʦʡʪʝ ʬʫʥʢʮʠʶ SPAN ʥʘ ʢʦʤʤʫʪʘʪʦʨʝ A, 
ʧʦʜʢʣʶʯʝʥʥʦʤ ʢ ʩʝʪʝʚʦʤʫ ʘʥʘʣʠʟʘʪʦʨʫ, ʫʩʪʘʥʦʚʠʪʝ ʧʦʨʪ Gi 0/1, ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ 
ʢʦʤʤʫʪʘʪʦʨʫ B, ʚ ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN ʠ ʫʩʪʘʥʦʚʠʪʝ ʧʦʨʪ Gi 0/2, 
ʢʦʪʦʨʳʡ ʥʘʧʨʷʤʫʶ ʧʦʜʢʣʶʯʝʥ ʢ ʩʝʪʝʚʦʤʫ ʘʥʘʣʠʟʘʪʦʨʫ, ʚ ʢʘʯʝʩʪʚʝ ʧʦʨʪ 
ʥʘʟʥʘʯʝʥʠʷ SPAN. 

¶ ʅʘʩʪʨʦʡʪʝ SPAN ʥʘ ʦʩʥʦʚʝ ʧʦʪʦʢʦʚ (ʨʘʟʨʝʰʝʥʳ ʪʦʣʴʢʦ ʧʦʪʦʢʠ ʜʘʥʥʳʭ PC1 ʠ PC2) 
ʜʣʷ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ Gi 0/1 SPAN. 

5.2.2. One-to-Many RSPAN 

5.2.2.1. ʉʮʝʥʘʨʠʡ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ, One-to-Many RSPAN ʤʦʞʝʪ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥ ʥʘ 
ʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ, ʪʦ ʝʩʪʴ ʠ ʇʂ 1, ʠ ʇʂ 2 ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʧʝʨʝʜʘʚʘʝʤʦʛʦ 
ʠ ʧʨʠʥʠʤʘʝʤʦʛʦ ʪʨʘʬʠʢʘ ʧʦʨʪʘ, ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʢ ʩʝʨʚʝʨʫ. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʚʳʧʦʣʥʠʪʴ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʥʘʩʪʨʦʡʢʫ (ʥʘʧʨʠʤʝʨ, ʫʜʘʣʝʥʥʫʶ VLAN ʠ Loopback MAC-ʧʦʨʪʘ) ʜʣʷ 
ʤʦʥʠʪʦʨʠʥʛʘ ʧʦʪʦʢʦʚ ʜʘʥʥʳʭ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʧʦʨʪ Gi 4/1 ʥʘ ʇʂ 1 ʠ ʇʂ 2, ʪʝʤ ʩʘʤʳʤ 
ʢʦʥʪʨʦʣʠʨʫʷ ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʩʝʨʚʝʨʘ. 

 

ʈʠʩʫʥʦʢ 5-3. ʊʦʧʦʣʦʛʠʷ ʧʨʠʣʦʞʝʥʠʡ One-to-Many RSPAN 

5.2.2.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ 

¶ ʉʦʟʜʘʡʪʝ ʫʜʘʣʝʥʥʫʶ VLAN ʥʘ ʢʦʤʤʫʪʘʪʦʨʝ A. 

¶ ʅʘʩʪʨʦʡʪʝ ʢʦʤʤʫʪʘʪʦʨ A ʚ ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ RSPAN ʠ ʥʘʩʪʨʦʡʪʝ 
ʧʦʨʪ Gi 4/1, ʢʦʪʦʨʳʡ ʥʘʧʨʷʤʫʶ ʧʦʜʢʣʶʯʝʥ ʢ ʩʝʨʚʝʨʫ, ʚ ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ 
RSPAN. ɺʳʙʝʨʠʪʝ ʧʦʨʪ, ʢʦʪʦʨʳʡ ʥʘʭʦʜʠʪʩʷ ʚ ʩʦʩʪʦʷʥʠʠ Down, ʚ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ 
Gi 4/2, ʚ ʢʘʯʝʩʪʚʝ ʚʳʭʦʜʥʦʛʦ ʧʦʨʪʘ RSPAN, ʜʦʙʘʚʴʪʝ ʵʪʦʪ ʧʦʨʪ ʚ ʫʜʘʣʝʥʥʫʶ VLAN 
ʠ ʥʘʩʪʨʦʡʪʝ Loopback MAC (ʟʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ mac-loopback ʚ ʨʝʞʠʤʝ ʥʘʩʪʨʦʡʢʠ 

ʠʥʪʝʨʬʝʡʩʘ). 

¶ ɼʦʙʘʚʴʪʝ ʧʦʨʪʳ, ʥʘʧʨʷʤʫʶ ʧʦʜʢʣʶʯʝʥʥʳʝ ʢ ʇʂ 1 ʠ ʇʂ 2, ʚ ʫʜʘʣʝʥʥʫʶ ʩʝʪʴ VLAN. 
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5.2.3. ʆʩʥʦʚʥʳʝ ʧʨʠʣʦʞʝʥʠʷ RSPAN 

5.2.3.1. ʉʮʝʥʘʨʠʡ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ, ʬʫʥʢʮʠʷ RSPAN ʧʦʟʚʦʣʷʝʪ ʩʝʪʝʚʦʤʫ ʘʥʘʣʠʟʘʪʦʨʫ 
ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ STA, ʧʦʜʢʣʶʯʝʥʥʫʶ ʢ ʢʦʤʤʫʪʘʪʦʨʫ ʠʩʭʦʜʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ A, ʦʪ 
ʢʦʤʤʫʪʘʪʦʨʘ ʫʩʪʨʦʡʩʪʚʘ ʥʘʟʥʘʯʝʥʠʷ C ʜʦ ʢʦʤʤʫʪʘʪʦʨʘ ʧʨʦʤʝʞʫʪʦʯʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ B. 
ʆʙʳʯʥʦ ʫʩʪʨʦʡʩʪʚʘ ʤʦʛʫʪ ʦʙʤʝʥʠʚʘʪʴʩʷ ʜʘʥʥʳʤʠ ʜʨʫʛ ʩ ʜʨʫʛʦʤ. 

 

ʈʠʩʫʥʦʢ 5-4. ɹʘʟʦʚʘʷ ʪʦʧʦʣʦʛʠʷ ʧʨʠʣʦʞʝʥʠʡ RSPAN 

5.2.3.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ 

¶ ʅʘʩʪʨʦʡʪʝ ʫʜʘʣʝʥʥʫʶ VLAN ʥʘ ʢʦʤʤʫʪʘʪʦʨʝ A, ʢʦʤʤʫʪʘʪʦʨʝ B ʠ ʢʦʤʤʫʪʘʪʦʨʝ C. 

¶ ʅʘ ʢʦʤʤʫʪʘʪʦʨʝ A ʥʘʩʪʨʦʡʪʝ ʧʦʨʪ Gi 0/1, ʥʘʧʨʷʤʫʶ ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ STA, ʚ 
ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ, ʥʘʩʪʨʦʡʪʝ ʧʦʨʪ Gi 0/2, ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ ʢʦʤʤʫʪʘʪʦʨʫ B, 
ʚ ʢʘʯʝʩʪʚʝ ʚʳʭʦʜʥʦʛʦ ʧʦʨʪʘ ʠ ʥʘʩʪʨʦʡʪʝ ʬʫʥʢʮʠʶ ʧʝʨʝʢʣʶʯʝʥʠʷ ʜʣʷ ʚʳʭʦʜʥʦʛʦ 
ʧʦʨʪʘ. 

¶ ʅʘ ʢʦʤʤʫʪʘʪʦʨʝ B ʥʘʩʪʨʦʡʪʝ ʧʦʨʪ Gi 0/1, ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ ʢʦʤʤʫʪʘʪʦʨʫ A, ʠ ʧʦʨʪ 
Gi 0/2, ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ ʢʦʤʤʫʪʘʪʦʨʫ C, ʢʘʢ ʦʙʱʠʝ ʧʦʨʪʳ. 

¶ ʅʘ ʢʦʤʤʫʪʘʪʦʨʝ C ʥʘʩʪʨʦʡʪʝ ʧʦʨʪ Gi0/1, ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ ʢʦʤʤʫʪʘʪʦʨʫ B, ʚ 
ʢʘʯʝʩʪʚʝ ʦʙʱʝʛʦ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ, ʥʘʩʪʨʦʡʪʝ ʧʦʨʪ Gi0/2, ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ ʩʝʪʝʚʦʤʫ 
ʘʥʘʣʠʟʘʪʦʨʫ, ʚ ʢʘʯʝʩʪʚʝ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ RSPAN ʠ ʥʘʩʪʨʦʡʪʝ ʬʫʥʢʮʠʶ 
ʧʝʨʝʢʣʶʯʝʥʠʷ ʜʣʷ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ RSPAN. 

5.3. ʌʫʥʢʮʠʠ 

5.3.1. ɹʘʟʦʚʳʝ ʢʦʥʮʝʧʪʳ 

ʉʝʘʥʩ SPAN 

ʉʝʘʥʩ SPAN ð ʵʪʦ ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʤʝʞʜʫ ʠʩʭʦʜʥʳʤ ʧʦʨʪʦʤ SPAN ʠ ʧʦʨʪʦʤ ʥʘʟʥʘʯʝʥʠʷ, 
ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʧʘʢʝʪʦʚ ʦʜʥʦʛʦ ʠʣʠ ʥʝʩʢʦʣʴʢʠʭ ʧʦʨʪʦʚ ʥʘ 
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ʚʭʦʜʝ, ʚʳʭʦʜʝ ʠʣʠ ʚ ʦʙʦʠʭ ʥʘʧʨʘʚʣʝʥʠʷʭ. ʂʦʤʤʫʪʠʨʫʝʤʳʝ ʧʦʨʪʳ, ʤʘʨʰʨʫʪʠʟʠʨʫʝʤʳʝ 
ʧʦʨʪʳ ʠ ʘʛʨʝʛʠʨʦʚʘʥʥʳʝ ʧʦʨʪʳ (AP) ʤʦʛʫʪ ʙʳʪʴ ʥʘʩʪʨʦʝʥʳ ʢʘʢ ʠʩʭʦʜʥʳʝ ʧʦʨʪʳ ʠʣʠ ʧʦʨʪʳ 
ʥʘʟʥʘʯʝʥʠʷ ʜʣʷ ʩʝʘʥʩʦʚ SPAN. ʇʦʩʣʝ ʜʦʙʘʚʣʝʥʠʷ ʧʦʨʪʦʚ ʢʦʤʤʫʪʘʪʦʨʘ ʚ ʩʝʘʥʩ SPAN 
ʥʦʨʤʘʣʴʥʘʷ ʨʘʙʦʪʘ ʢʦʤʤʫʪʘʪʦʨʘ ʥʝ ʠʟʤʝʥʷʝʪʩʷ. 

ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʥʘʩʪʨʦʠʪʴ ʩʝʘʥʩ SPAN ʥʘ ʦʪʢʣʶʯʝʥʥʦʤ ʧʦʨʪʫ, ʥʦ ʩʝʘʥʩ SPAN 
ʥʝʘʢʪʠʚʝʥ. ʉʝʘʥʩ SPAN ʥʘʭʦʜʠʪʩʷ ʚ ʘʢʪʠʚʥʦʤ ʩʦʩʪʦʷʥʠʠ ʪʦʣʴʢʦ ʧʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ʧʦʨʪʘ, 
ʥʘ ʢʦʪʦʨʦʤ ʥʘʩʪʨʦʝʥ ʩʝʘʥʩ SPAN. ʂʨʦʤʝ ʪʦʛʦ, ʩʝʘʥʩ SPAN ʥʝ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ ʧʦʩʣʝ 
ʚʢʣʶʯʝʥʠʷ ʢʦʤʤʫʪʘʪʦʨʘ. ʆʥ ʘʢʪʠʚʝʥ ʪʦʣʴʢʦ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʥʘʭʦʜʠʪʩʷ ʚ 
ʨʘʙʦʯʝʤ ʩʦʩʪʦʷʥʠʠ. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʟʘʧʫʩʪʠʪʴ ʢʦʤʘʥʜʫ show monitor [session 
session-num] ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʨʘʙʦʯʝʛʦ ʩʦʩʪʦʷʥʠʷ ʩʝʘʥʩʘ SPAN. 

ʇʦʪʦʢʠ ʜʘʥʥʳʭ SPAN 

ʉʝʘʥʩ SPAN ʦʭʚʘʪʳʚʘʝʪ ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʚ ʪʨʝʭ ʥʘʧʨʘʚʣʝʥʠʷʭ: 

¶ ɺʭʦʜʥʳʝ ʧʦʪʦʢʠ ʜʘʥʥʳʭ: ʚʩʝ ʧʘʢʝʪʳ, ʧʦʣʫʯʝʥʥʳʝ ʠʩʭʦʜʥʳʤ ʧʦʨʪʦʤ, ʢʦʧʠʨʫʶʪʩʷ ʚ 
ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʦʪʩʣʝʞʠʚʘʪʴ ʚʭʦʜʷʱʠʝ ʧʘʢʝʪʳ ʦʜʥʦʛʦ ʠʣʠ 
ʥʝʩʢʦʣʴʢʠʭ ʠʩʭʦʜʥʳʭ ʧʦʨʪʦʚ ʚ ʩʝʘʥʩʝ SPAN. ʅʝʢʦʪʦʨʳʝ ʚʭʦʜʥʳʝ ʧʘʢʝʪʳ 
ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʤʦʛʫʪ ʙʳʪʴ ʦʪʙʨʦʰʝʥʳ ʧʦ ʥʝʢʦʪʦʨʳʤ ʧʨʠʯʠʥʘʤ (ʥʘʧʨʠʤʝʨ, ʚ 
ʮʝʣʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʨʪʘ). ʕʪʦ ʥʝ ʚʣʠʷʝʪ ʥʘ ʬʫʥʢʮʠʶ SPAN, ʠ ʪʘʢʠʝ ʧʘʢʝʪʳ 
ʧʦ-ʧʨʝʞʥʝʤʫ ʟʝʨʢʘʣʠʨʫʶʪʩʷ ʥʘ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ. 

¶ ɺʳʭʦʜʥʳʝ ʧʦʪʦʢʠ ʜʘʥʥʳʭ: ʚʩʝ ʧʘʢʝʪʳ, ʧʝʨʝʜʘʥʥʳʝ ʠʩʭʦʜʥʳʤ ʧʦʨʪʦʤ, ʢʦʧʠʨʫʶʪʩʷ 
ʚ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʦʪʩʣʝʞʠʚʘʪʴ ʚʳʭʦʜʥʳʝ ʧʘʢʝʪʳ ʦʜʥʦʛʦ ʠʣʠ 
ʥʝʩʢʦʣʴʢʠʭ ʠʩʭʦʜʥʳʭ ʧʦʨʪʦʚ ʚ ʩʝʘʥʩʝ SPAN. ʇʘʢʝʪʳ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʩ ʜʨʫʛʠʭ 
ʧʦʨʪʦʚ ʥʘ ʧʦʨʪ-ʠʩʪʦʯʥʠʢ, ʧʦ ʥʝʢʦʪʦʨʳʤ ʧʨʠʯʠʥʘʤ ʤʦʛʫʪ ʙʳʪʴ ʦʪʙʨʦʰʝʥʳ, ʠ ʪʘʢʠʝ 
ʧʘʢʝʪʳ ʥʝ ʙʫʜʫʪ ʧʝʨʝʜʘʥʳ ʥʘ ʧʦʨʪ-ʧʦʣʫʯʘʪʝʣʴ. ʌʦʨʤʘʪ ʚʳʭʦʜʥʳʭ ʧʘʢʝʪʦʚ 
ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ ʧʦ ʥʝʢʦʪʦʨʳʤ ʧʨʠʯʠʥʘʤ. ʅʘʧʨʠʤʝʨ, ʧʦʩʣʝ 
ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʫ ʧʘʢʝʪʦʚ, ʧʝʨʝʜʘʚʘʝʤʳʭ ʠʟ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ, ʠʟʤʝʥʷʶʪʩʷ 
MAC-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ, MAC-ʘʜʨʝʩʘ ʧʦʣʫʯʘʪʝʣʷ, ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ VLAN ʠ TTL, ʘ 
ʪʘʢʞʝ ʠʭ ʬʦʨʤʘʪʳ ʧʦʩʣʝ ʢʦʧʠʨʦʚʘʥʠʷ ʚ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ. 

¶ ɼʚʫʥʘʧʨʘʚʣʝʥʥʳʝ ʧʦʪʦʢʠ ʜʘʥʥʳʭ. ɼʚʫʥʘʧʨʘʚʣʝʥʥʳʝ ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʚʢʣʶʯʘʶʪ 
ʧʦʪʦʢʠ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ ʠ ʧʦʪʦʢʠ ʚʳʭʦʜʥʳʭ ʜʘʥʥʳʭ. ɺ ʩʝʘʥʩʝ SPAN ʧʦʣʴʟʦʚʘʪʝʣʠ 
ʤʦʛʫʪ ʦʪʩʣʝʞʠʚʘʪʴ ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʦʜʥʦʛʦ ʠʣʠ ʥʝʩʢʦʣʴʢʠʭ ʠʩʭʦʜʥʳʭ ʧʦʨʪʦʚ ʚʦ 
ʚʭʦʜʥʦʤ ʠ ʚʳʭʦʜʥʦʤ ʥʘʧʨʘʚʣʝʥʠʷʭ. 

ʀʩʭʦʜʥʳʡ ʧʦʨʪ 

ʀʩʭʦʜʥʳʡ ʧʦʨʪ ʥʘʟʳʚʘʝʪʩʷ ʢʦʥʪʨʦʣʠʨʫʝʤʳʤ ʧʦʨʪʦʤ. ɺ ʩʝʘʥʩʝ SPAN ʧʦʪʦʢʠ ʜʘʥʥʳʭ 
ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʜʣʷ ʩʝʪʝʚʦʛʦ ʘʥʘʣʠʟʘ ʠ ʫʩʪʨʘʥʝʥʠʷ ʥʝʧʦʣʘʜʦʢ. ɺ ʦʜʥʦʤ 
ʩʝʘʥʩʝ SPAN ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʦʪʩʣʝʞʠʚʘʪʴ ʚʭʦʜʥʳʝ, ʚʳʭʦʜʥʳʝ ʠ ʜʚʫʥʘʧʨʘʚʣʝʥʥʳʝ 
ʧʦʪʦʢʠ ʜʘʥʥʳʭ, ʘ ʢʦʣʠʯʝʩʪʚʦ ʠʩʭʦʜʥʳʭ ʧʦʨʪʦʚ ʥʝ ʦʛʨʘʥʠʯʝʥʦ. 

ʀʩʭʦʜʥʳʡ ʧʦʨʪ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʦʩʦʙʝʥʥʦʩʪʠ: 

¶ ʀʩʭʦʜʥʳʡ ʧʦʨʪ ʤʦʞʝʪ ʙʳʪʴ ʢʦʤʤʫʪʠʨʫʝʤʳʤ ʧʦʨʪʦʤ, ʤʘʨʰʨʫʪʠʟʠʨʫʝʤʳʤ ʧʦʨʪʦʤ 
ʠʣʠ ʘʛʨʝʛʠʨʫʝʤʳʤ ʧʦʨʪʦʤ. 

¶ ʀʩʭʦʜʥʳʡ ʧʦʨʪ ʥʝ ʤʦʞʝʪ ʦʜʥʦʚʨʝʤʝʥʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ ʧʦʨʪʘ 
ʥʘʟʥʘʯʝʥʠʷ. 

¶ ʀʩʭʦʜʥʳʡ ʧʦʨʪ ʠ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʤʦʛʫʪ ʧʨʠʥʘʜʣʝʞʘʪʴ ʦʜʥʦʡ ʠ ʪʦʡ ʞʝ VLAN ʠʣʠ 
ʨʘʟʥʳʤ VLAN. 

ʇʦʨʪ ʥʘʟʥʘʯʝʥʠʷ 

ʉʝʘʥʩ SPAN ʠʤʝʝʪ ʦʜʠʥ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ (ʥʘʟʳʚʘʝʤʳʡ ʧʦʨʪʦʤ ʤʦʥʠʪʦʨʠʥʛʘ) ʜʣʷ ʧʨʠʝʤʘ 
ʧʘʢʝʪʦʚ, ʩʢʦʧʠʨʦʚʘʥʥʳʭ ʩ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ. 

ʇʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ: 
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¶ ʇʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʤʦʞʝʪ ʙʳʪʴ ʢʦʤʤʫʪʠʨʫʝʤʳʤ ʧʦʨʪʦʤ, ʤʘʨʰʨʫʪʠʟʠʨʫʝʤʳʤ ʧʦʨʪʦʤ 
ʠʣʠ ʘʛʨʝʛʠʨʫʝʤʳʤ ʧʦʨʪʦʤ. 

¶ ʇʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʥʝ ʤʦʞʝʪ ʦʜʥʦʚʨʝʤʝʥʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ 
ʧʦʨʪʘ. 

5.3.2. ʆʙʟʦʨ 

ʆʩʦʙʝʥʥʦʩʪʴ ʆʧʠʩʘʥʠʝ 

SPAN ʅʘʩʪʨʘʠʚʘʝʪ ʟʝʨʢʘʣʠʨʦʚʘʥʠʝ ʧʦʨʪʦʚ ʥʘ ʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ 

RSPAN ʅʘʩʪʨʘʠʚʘʝʪ ʟʝʨʢʘʣʠʨʦʚʘʥʠʝ ʧʦʨʪʦʚ ʥʘ ʨʘʟʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ 

5.3.3. SPAN 

SPAN ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʧʦʪʦʢʦʚ ʜʘʥʥʳʭ ʥʘ ʢʦʤʤʫʪʘʪʦʨʘʭ. ʆʥ ʢʦʧʠʨʫʝʪ ʢʘʜʨʳ 
ʩ ʦʜʥʦʛʦ ʧʦʨʪʘ ʥʘ ʜʨʫʛʦʡ ʧʦʨʪ ʢʦʤʤʫʪʘʪʦʨʘ, ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ ʩʝʪʝʚʦʤʫ ʘʥʘʣʠʟʘʪʦʨʫ ʠʣʠ 
ʘʥʘʣʠʟʘʪʦʨʫ RMON, ʯʪʦʙʳ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʪʴ ʩʚʷʟʴ ʧʦʨʪʘ. 

5.3.3.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʂʦʛʜʘ ʧʦʨʪ ʧʝʨʝʜʘʝʪ ʠʣʠ ʧʦʣʫʯʘʝʪ ʧʘʢʝʪʳ, SPAN ʧʦʩʣʝ ʧʨʦʚʝʨʢʠ ʪʦʛʦ, ʯʪʦ ʧʦʨʪ ʥʘʩʪʨʦʝʥ 
ʢʘʢ ʠʩʭʦʜʥʳʡ ʧʦʨʪ SPAN, ʢʦʧʠʨʫʝʪ ʧʘʢʝʪʳ, ʧʝʨʝʜʘʥʥʳʝ ʠ ʧʦʣʫʯʝʥʥʳʝ ʧʦʨʪʦʤ, ʚ ʧʦʨʪ 
ʥʘʟʥʘʯʝʥʠʷ. 

¶ ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN 

ʇʦʣʴʟʦʚʘʪʝʣʷʤ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ SPAN ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʠʩʭʦʜʥʳʡ ʧʦʨʪ SPAN, ʘ ʪʘʢʞʝ ʫʩʪʘʥʦʚʠʪʴ ʦʧʮʠʦʥʘʣʴʥʳʡ 
ʵʣʝʤʝʥʪ ʥʘʧʨʘʚʣʝʥʠʷ SPAN, ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ ʥʘʧʨʘʚʣʝʥʠʝ ʧʦʪʦʢʦʚ ʜʘʥʥʳʭ SPAN, ʠʣʠ 
ʫʢʘʟʘʪʴ ʧʦʣʠʪʠʢʫ ACL ʜʣʷ ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʦʪʦʢʦʚ ʜʘʥʥʳʭ. 

¶ ʅʘʩʪʨʦʡʢʘ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ SPAN 

ʇʦʣʴʟʦʚʘʪʝʣʷʤ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ SPAN ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ 
ʥʘʟʥʘʯʝʥʠʷ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ SPAN, ʘ ʪʘʢʞʝ ʫʩʪʘʥʦʚʠʪʴ ʦʧʮʠʦʥʘʣʴʥʳʡ 
ʵʣʝʤʝʥʪ ʬʫʥʢʮʠʠ ʧʝʨʝʢʣʶʯʝʥʠʷ, ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ, ʩʣʝʜʫʝʪ ʣʠ ʚʢʣʶʯʘʪʴ ʬʫʥʢʮʠʶ 
ʧʝʨʝʢʣʶʯʝʥʠʷ ʠ ʬʫʥʢʮʠʶ ʫʜʘʣʝʥʠʷ ʪʝʛʦʚ ʥʘ ʧʦʨʪʝ ʥʘʟʥʘʯʝʥʠʷ SPAN. 

5.3.3.2. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʌʫʥʢʮʠʷ SPAN ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʆʥ ʚʢʣʶʯʘʝʪʩʷ ʪʦʣʴʢʦ ʧʦʩʣʝ ʩʦʟʜʘʥʠʷ ʩʝʘʥʩʘ ʠ 
ʥʘʩʪʨʦʡʢʠ ʠʩʭʦʜʥʦʛʦ ʠ ʮʝʣʝʚʦʛʦ ʧʦʨʪʦʚ SPAN. ʉʝʘʥʩ SPAN ʤʦʞʝʪ ʙʳʪʴ ʩʦʟʜʘʥ, ʢʦʛʜʘ 
ʥʘʩʪʨʦʝʥ ʠʩʭʦʜʥʳʡ ʧʦʨʪ SPAN ʠʣʠ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ. 

ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN 

ʉʝʘʥʩ SPAN ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʝ ʠʤʝʝʪ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ 
ʟʘʧʫʩʪʠʪʴ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN: 

monitor session session-num source interface interface-id [ both | rx | tx ] [ acl name ] 

ɺ ʧʨʝʜʳʜʫʱʝʡ ʢʦʤʘʥʜʝ: 

session-num: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ SPAN. ʂʦʣʠʯʝʩʪʚʦ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ 
ʩʝʘʥʩʦʚ SPAN ʟʘʚʠʩʠʪ ʦʪ ʧʨʦʜʫʢʪʘ. 

interface-id: ʫʢʘʟʳʚʘʝʪ ʠʩʭʦʜʥʳʡ ʧʦʨʪ SPAN, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ. 
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rx: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʦʩʣʝ ʥʘʩʪʨʦʡʢʠ rx ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʪʦʣʴʢʦ ʧʘʢʝʪʳ, ʧʦʣʫʯʝʥʥʳʝ 

ʠʩʭʦʜʥʳʤ ʧʦʨʪʦʤ. 

tx: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʦʩʣʝ ʥʘʩʪʨʦʡʢʠ tx ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʪʦʣʴʢʦ ʧʘʢʝʪʳ, ʧʝʨʝʜʘʚʘʝʤʳʝ 
ʠʩʭʦʜʥʳʤ ʧʦʨʪʦʤ. 

both: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʘʢʝʪʳ, ʧʝʨʝʜʘʥʥʳʝ ʠ ʧʦʣʫʯʝʥʥʳʝ ʠʩʭʦʜʥʳʤ ʧʦʨʪʦʤ, ʢʦʧʠʨʫʶʪʩʷ ʚ 
ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ both ʥʘʩʪʨʦʝʥ, ʪʦ ʝʩʪʴ both ʚʢʣʶʯʘʝʪ rx 
ʠ tx. ɽʩʣʠ ʥʠ ʦʜʠʥ ʠʟ ʧʘʨʘʤʝʪʨʦʚ rx, tx ʠʣʠ both ʥʝ ʚʳʙʨʘʥʳ, both ʚʢʣʶʯʝʥ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

acl: ʦʧʨʝʜʝʣʷʝʪ ʧʦʣʠʪʠʢʫ ACL. ʇʦʩʣʝ ʥʘʩʪʨʦʡʢʠ ʵʪʦʛʦ ʧʘʨʘʤʝʪʨʘ ʧʘʢʝʪʳ, ʨʘʟʨʝʰʝʥʥʳʝ 

ʧʦʣʠʪʠʢʦʡ ACL ʥʘ ʠʩʭʦʜʥʦʤ ʧʦʨʪʫ, ʦʪʩʣʝʞʠʚʘʶʪʩʷ. ʕʪʘ ʬʫʥʢʮʠʷ ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʅʘʩʪʨʦʡʢʘ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ SPAN 

ʉʝʘʥʩ SPAN ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʝ ʠʤʝʝʪ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ SPAN. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ 
ʟʘʧʫʩʪʠʪʴ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ SPAN: 

monitor session session-num destination interface interface-id [switch ] 

ɺ ʧʨʝʜʳʜʫʱʝʡ ʢʦʤʘʥʜʝ: 

switch: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ SPAN ʧʦʣʫʯʘʝʪ ʪʦʣʴʢʦ ʧʘʢʝʪʳ, ʟʝʨʢʘʣʠʨʦʚʘʥʥʳʝ 

ʦʪ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN, ʠ ʦʪʙʨʘʩʳʚʘʝʪ ʜʨʫʛʠʝ ʧʘʢʝʪʳ, ʝʩʣʠ ʵʪʘ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ, ʠ 
ʧʦʣʫʯʘʝʪ ʢʘʢ ʧʘʢʝʪʳ, ʟʝʨʢʘʣʠʨʦʚʘʥʥʳʝ ʦʪ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN, ʪʘʢ ʠ ʧʘʢʝʪʳ ʦʪ 
ʥʝʠʩʭʦʜʥʳʭ ʧʦʨʪʦʚ, ʝʩʣʠ ʵʪʘ ʦʧʮʠʷ ʚʢʣʶʯʝʥʘ, ʪʦ ʝʩʪʴ ʩʚʷʟʴ ʤʝʞʜʫ ʵʪʠʤ ʧʦʨʪʦʤ 
ʥʘʟʥʘʯʝʥʠʷ ʠ ʜʨʫʛʠʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ ʥʝ ʟʘʪʨʘʛʠʚʘʝʪʩʷ. 

ʂʦʛʜʘ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ SPAN ʥʘʩʪʨʦʝʥ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʬʫʥʢʮʠʷ ʦʪʢʣʶʯʝʥʘ ʧʦ 
ʫʤʦʣʯʘʥʠʶ, ʝʩʣʠ ʢʦʤʤʫʪʘʪʦʨ ʥʝ ʥʘʩʪʨʦʝʥ. 

ʅʘʩʪʨʦʡʢʘ SPAN ʥʘ ʦʩʥʦʚʝ ʧʦʪʦʢʘ 

ʕʪʘ ʬʫʥʢʮʠʷ ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʚʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ monitor 
session session-num source interface interface-id rxacl acl-name ʜʣʷ ʥʘʩʪʨʦʡʢʠ SPAN ʥʘ 
ʦʩʥʦʚʝ ʧʦʪʦʢʘ. 

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʩʣʝʜʫʶʱʠʝ ʤʦʤʝʥʪʳ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ SPAN: 

ʇʈʀʄɽʏɸʅʀʗ: 

¶ ʇʦʨʪ ʥʘʟʥʘʯʝʥʠʷ SPAN ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʘʩʯʝʪʘ ʧʨʦʪʦʢʦʣʘ ʩʚʷʟʫʶʱʝʛʦ ʜʝʨʝʚʘ 
(STP). 

¶ SPAN ʥʝʜʦʩʪʫʧʝʥ, ʝʩʣʠ ʠʩʭʦʜʥʳʡ ʧʦʨʪ ʠʣʠ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʦʪʢʣʶʯʝʥʳ. 

¶ ɽʩʣʠ VLAN (ʠʣʠ ʩʧʠʩʦʢ VLAN) ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ SPAN, 
ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʠʤʝʝʪ ʜʦʩʪʘʪʦʯʥʫʶ ʧʨʦʧʫʩʢʥʫʶ ʩʧʦʩʦʙʥʦʩʪʴ ʜʣʷ 
ʧʦʣʫʯʝʥʠʷ ʟʝʨʢʘʣʠʨʦʚʘʥʥʳʭ ʜʘʥʥʳʭ VLAN (ʠʣʠ ʩʧʠʩʢʘ VLAN). 

¶ ʅʝ ʚʩʝ ʧʨʦʜʫʢʪʳ ʧʦʜʜʝʨʞʠʚʘʶʪ ʚʩʝ ʧʘʨʘʤʝʪʨʳ ʧʨʝʜʳʜʫʱʠʭ ʢʦʤʘʥʜ ʠʟ-ʟʘ 
ʨʘʟʣʠʯʠʡ ʤʝʞʜʫ ʧʨʦʜʫʢʪʘʤʠ. 

5.3.4. RSPAN 

RSPAN ʤʦʞʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʥʝʩʢʦʣʴʢʦ ʫʩʪʨʦʡʩʪʚ. ʂʘʞʜʳʡ ʩʝʘʥʩ RSPAN 
ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ ʫʢʘʟʘʥʥʦʡ ʫʜʘʣʝʥʥʦʡ VLAN. RSPAN ʧʨʝʦʜʦʣʝʚʘʝʪ ʦʛʨʘʥʠʯʝʥʠʝ, 
ʩʦʛʣʘʩʥʦ ʢʦʪʦʨʦʤʫ mirrored-ʧʦʨʪ ʠ mirroring-ʧʦʨʪ ʜʦʣʞʥʳ ʥʘʭʦʜʠʪʴʩʷ ʥʘ ʦʜʥʦʤ ʠ ʪʦʤ ʞʝ 
ʫʩʪʨʦʡʩʪʚʝ, ʠ ʧʦʟʚʦʣʷʝʪ mirrored-ʧʦʨʪʫ ʥʘʭʦʜʠʪʴʩʷ ʥʘ ʨʘʩʩʪʦʷʥʠʠ ʥʝʩʢʦʣʴʢʠʭ ʩʝʪʝʚʳʭ 
ʫʩʪʨʦʡʩʪʚ ʦʪ mirroring-ʧʦʨʪʘ. 

5.3.4.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʋʜʘʣʝʥʥʘʷ VLAN ʩʦʟʜʘʝʪʩʷ ʜʣʷ ʠʩʭʦʜʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ, ʧʨʦʤʝʞʫʪʦʯʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʠ 
ʮʝʣʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ, ʚʩʝ ʧʦʨʪʳ, ʫʯʘʩʪʚʫʶʱʠʝ ʚ ʩʝʘʥʩʝ RSPAN, ʜʦʣʞʥʳ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ 
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ʚ ʫʜʘʣʝʥʥʫʶ VLAN. Mirrored-ʧʘʢʝʪʳ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʦ ʧʝʨʝʜʘʶʪʩʷ ʚ ʫʜʘʣʝʥʥʦʡ VLAN 
ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦ ʦʥʠ ʧʝʨʝʜʘʶʪʩʷ ʠʟ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʠʩʭʦʜʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ ʚ ʧʦʨʪ 
ʥʘʟʥʘʯʝʥʠʷ ʮʝʣʝʚʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ. 

¶ ʅʘʩʪʨʦʡʢʘ ʫʜʘʣʝʥʥʦʡ VLAN 

ʇʘʢʝʪʳ ʠʟ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ RSPAN ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʦ ʧʝʨʝʜʘʶʪʩʷ ʚ ʫʜʘʣʝʥʥʫʶ VLAN, 
ʯʪʦʙʳ ʙʳʪʴ ʩʢʦʧʠʨʦʚʘʥʥʳʤʠ ʩ ʣʦʢʘʣʴʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ ʥʘ ʫʜʘʣʝʥʥʳʡ ʢʦʤʤʫʪʘʪʦʨ. ʇʦʨʪ 
ʠʩʪʦʯʥʠʢʘ RSPAN, ʧʦʨʪ ʚʳʚʦʜʘ, reflection-ʧʦʨʪ ʦʪʨʘʞʝʥʠʷ, ʧʦʨʪʳ ʧʨʦʟʨʘʯʥʦʡ ʧʝʨʝʜʘʯʠ 
ʧʨʦʤʝʞʫʪʦʯʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ (ʧʦʨʪ ʚʚʦʜʘ ʧʘʢʝʪʦʚ ʠ ʧʦʨʪ ʚʳʚʦʜʘ ʧʨʦʤʝʞʫʪʦʯʥʦʛʦ 
ʫʩʪʨʦʡʩʪʚʘ), ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʠ ʧʦʨʪ ʚʚʦʜʘ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ ʜʦʣʞʥʳ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ ʚ 
ʫʜʘʣʝʥʥʫʶ VLAN. ʌʫʥʢʮʠʷ RSPAN ʪʨʝʙʫʝʪ ʥʘʩʪʨʦʡʢʠ VLAN ʢʘʢ ʫʜʘʣʝʥʥʦʡ VLAN ʚ ʨʝʞʠʤʝ 
VLAN. 

¶ ʅʘʩʪʨʦʡʢʘ ʩʝʘʥʩʘ RSPAN 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʧʦʨʪʘ ʠʩʪʦʯʥʠʢʘ ʠ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ RSPAN ʘʥʘʣʦʛʠʯʥʘ ʥʘʩʪʨʦʡʢʝ ʧʦʨʪʘ 
ʠʩʪʦʯʥʠʢʘ ʠ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ SPAN, ʥʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨ mirroring-ʩʝʘʥʩʘ, ʫʢʘʟʘʥʥʳʡ ʚʦ 
ʚʨʝʤʷ ʥʘʩʪʨʦʡʢʠ, ʜʦʣʞʝʥ ʙʳʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʩʝʘʥʩʘ RSPAN. 

¶ ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ RSPAN 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ RSPAN ʪʘʢʘʷ ʞʝ, ʢʘʢ ʫ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN, ʥʦ 
ʫʢʘʟʘʥʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ mirroring-ʩʝʘʥʩʘ ʜʦʣʞʝʥ ʙʳʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʩʝʘʥʩʘ RSPAN. 

¶ ʅʘʩʪʨʦʡʢʘ ʚʳʭʦʜʥʦʛʦ ʧʦʨʪʘ RSPAN 

ɺʳʭʦʜʥʦʡ ʧʦʨʪ ʨʘʩʧʦʣʦʞʝʥ ʥʘ ʠʩʭʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ ʠ ʜʦʣʞʝʥ ʙʳʪʴ ʜʦʙʘʚʣʝʥ ʚ ʫʜʘʣʝʥʥʫʶ 
ʩʝʪʴ VLAN. Mirrored-ʧʘʢʝʪʳ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʪʨʘʥʩʣʠʨʫʶʪʩʷ ʚ ʵʪʫ ʫʜʘʣʝʥʥʫʶ VLAN. 
ʀʩʭʦʜʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʧʝʨʝʜʘʝʪ ʧʘʢʝʪʳ ʧʨʦʤʝʞʫʪʦʯʥʦʤʫ ʢʦʤʤʫʪʘʪʦʨʫ ʠʣʠ ʢʦʤʤʫʪʘʪʦʨʫ 
ʥʘʟʥʘʯʝʥʠʷ ʯʝʨʝʟ ʚʳʭʦʜʥʦʡ ʧʦʨʪ. 

¶ ʅʘʩʪʨʦʡʢʘ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ RSPAN 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ RSPAN ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ 
RSPAN, ʫʜʘʣʝʥʥʫʶ VLAN ʠ ʠʤʷ ʧʦʨʪʘ, ʯʪʦʙʳ ʧʘʢʝʪʳ ʠʟ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʢʦʧʠʨʦʚʘʣʠʩʴ ʚ 
ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʯʝʨʝʟ ʫʜʘʣʝʥʥʫʶ VLAN. 

¶ ʅʘʩʪʨʦʡʢʘ RSPAN ʥʘ ʦʩʥʦʚʝ ʧʦʪʦʢʘ 

RSPAN ʷʚʣʷʝʪʩʷ ʨʘʩʰʠʨʝʥʠʝʤ SPAN ʠ ʪʘʢʞʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʟʝʨʢʘʣʠʨʦʚʘʥʠʝ ʥʘ ʦʩʥʦʚʝ 
ʧʦʪʦʢʦʚ. ʂʦʥʬʠʛʫʨʘʮʠʷ ʪʘʢʘʷ ʞʝ, ʢʘʢ ʫ ʧʦʪʦʢʦʚʦʛʦ SPAN. RSPAN ʥʘ ʦʩʥʦʚʝ ʧʦʪʦʢʘ ʥʝ 
ʚʣʠʷʝʪ ʥʘ ʥʦʨʤʘʣʴʥʫʶ ʩʚʷʟʴ. 

ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʥʘʩʪʨʦʠʪʴ ACL ʚ ʥʘʧʨʘʚʣʝʥʠʠ ʚʚʦʜʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʥʘ ʠʩʭʦʜʥʦʤ 
ʫʩʪʨʦʡʩʪʚʝ RSPAN. ʇʦʜʜʝʨʞʠʚʘʶʪʩʷ ʩʪʘʥʜʘʨʪʥʳʝ ACL, ʨʘʩʰʠʨʝʥʥʳʝ ACL, MAC ACL ʠ 
ʦʧʨʝʜʝʣʷʝʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ACL. 

ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʥʘʩʪʨʦʠʪʴ ACL ʧʦʨʪʘ ʚ ʥʘʧʨʘʚʣʝʥʠʠ ʚʚʦʜʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʥʘ 
ʠʩʭʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ RSPAN ʠ ʥʘʩʪʨʦʠʪʴ ACL ʧʦʨʪʘ ʚ ʥʘʧʨʘʚʣʝʥʠʠ ʚʳʚʦʜʘ ʧʦʨʪʘ 
ʥʘʟʥʘʯʝʥʠʷ ʥʘ ʮʝʣʝʚʦʤ ʫʩʪʨʦʡʩʪʚʝ RSPAN. ʇʦʣʴʟʦʚʘʪʝʣʠ ʪʘʢʞʝ ʤʦʛʫʪ ʥʘʩʪʨʦʠʪʴ ACL ʜʣʷ 
ʠʩʭʦʜʷʱʝʛʦ ʥʘʧʨʘʚʣʝʥʠʷ ʫʜʘʣʝʥʥʦʡ VLAN ʥʘ ʠʩʭʦʜʥʦʤ ʢʦʤʤʫʪʘʪʦʨʝ RSPAN ʠ ʥʘʩʪʨʦʠʪʴ 
ACL ʜʣʷ ʚʭʦʜʥʦʛʦ ʥʘʧʨʘʚʣʝʥʠʷ ʫʜʘʣʝʥʥʦʡ VLAN ʥʘ ʮʝʣʝʚʦʤ ʢʦʤʤʫʪʘʪʦʨʝ RSPAN. 

¶ ʅʘʩʪʨʦʡʢʘ RSPAN One-to-Many 

ɽʩʣʠ ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʦʜʥʦʛʦ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʥʝʦʙʭʦʜʠʤʦ ʟʝʨʢʘʣʠʨʦʚʘʪʴ ʥʘ ʥʝʩʢʦʣʴʢʦ 
ʧʦʨʪʦʚ ʥʘʟʥʘʯʝʥʠʷ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʥʘʩʪʨʦʠʪʴ ʩʝʘʥʩ RSPAN, ʥʘʩʪʨʦʠʪʴ ʠʩʭʦʜʥʳʡ ʧʦʨʪ 
ʩʝʘʥʩʘ RSPAN ʢʘʢ ʠʩʭʦʜʥʳʡ mirroring-ʧʦʨʪ One-to-Many ʠ ʚʳʙʨʘʪʴ ʜʨʫʛʦʡ ʧʦʨʪ Ethernet ʚ 
ʢʘʯʝʩʪʚʝ ʧʦʨʪʘ ʧʝʨʝʩʳʣʢʠ. (ʚʳʭʦʜʥʦʡ ʧʦʨʪ ʥʘ ʫʩʪʨʦʡʩʪʚʝ-ʠʩʪʦʯʥʠʢʝ). ʂʨʦʤʝ ʪʦʛʦ, ʬʫʥʢʮʠʷ 
ʦʙʨʘʪʥʦʡ ʩʚʷʟʠ MAC ʜʦʣʞʥʘ ʙʳʪʴ ʥʘʩʪʨʦʝʥʘ ʥʘ ʧʦʨʪʝ ʧʝʨʝʩʳʣʢʠ RSPAN ʚ ʨʝʞʠʤʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ, ʦʞʠʜʘʝʤʳʡ ʚʳʭʦʜʥʦʡ ʧʦʨʪ RSPAN ʠ ʧʦʨʪ ʧʝʨʝʩʳʣʢʠ RSPAN 
ʜʦʣʞʥʳ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ ʚ ʫʜʘʣʝʥʥʫʶ VLAN. ɿʘʪʝʤ mirrored-ʧʘʢʝʪʳ ʟʘʮʠʢʣʠʚʘʶʪʩʷ (looped 
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back) ʥʘ ʧʦʨʪʝ ʧʝʨʝʩʳʣʢʠ RSPAN, ʘ ʟʘʪʝʤ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʦ ʧʝʨʝʜʘʶʪʩʷ ʚ ʫʜʘʣʝʥʥʫʶ 
VLAN, ʪʝʤ ʩʘʤʳʤ ʨʝʘʣʠʟʫʷ RSPAN One-to-Many. 

5.3.4.2. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʌʫʥʢʮʠʷ RSPAN ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʆʥ ʚʢʣʶʯʘʝʪʩʷ ʪʦʣʴʢʦ ʧʦʩʣʝ ʩʦʟʜʘʥʠʷ ʩʝʘʥʩʘ 
RSPAN ʠ ʥʘʩʪʨʦʡʢʠ ʫʜʘʣʝʥʥʦʡ VLAN, ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ RSPAN ʠ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ RSPAN. 

ʅʘʩʪʨʦʡʢʘ ʫʜʘʣʝʥʥʦʡ VLAN 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ RSPAN ʥʝ ʫʢʘʟʘʥʘ ʫʜʘʣʝʥʥʘʷ VLAN. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʟʘʧʫʩʪʠʪʴ 
ʢʦʤʘʥʜʫ remote-span ʚ ʨʝʞʠʤʝ VLAN, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ VLAN ʢʘʢ ʫʜʘʣʝʥʥʫʶ VLAN. ʆʜʥʘ 

ʫʜʘʣʝʥʥʘʷ VLAN ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʦʜʥʦʤʫ ʩʝʘʥʩʫ RSPAN. 

ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ RSPAN 

ʕʪʘ ʬʫʥʢʮʠʷ ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʟʘʧʫʩʪʠʪʴ ʢʦʤʘʥʜʫ monitor 
session session-num remote-source ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ 

ʫʩʪʨʦʡʩʪʚʦ ʚ ʢʘʯʝʩʪʚʝ ʫʜʘʣʝʥʥʦʛʦ ʠʩʭʦʜʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʫʢʘʟʘʥʥʦʛʦ ʩʝʘʥʩʘ RSPAN. 

ʅʘʩʪʨʦʡʢʘ ʮʝʣʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ RSPAN 

ʕʪʘ ʬʫʥʢʮʠʷ ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʟʘʧʫʩʪʠʪʴ ʢʦʤʘʥʜʫ monitor 
session session-num remote-destination ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʯʪʦʙʳ 
ʥʘʩʪʨʦʠʪʴ ʫʩʪʨʦʡʩʪʚʦ ʚ ʢʘʯʝʩʪʚʝ ʫʜʘʣʝʥʥʦʛʦ ʮʝʣʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʫʢʘʟʘʥʥʦʛʦ ʩʝʘʥʩʘ 
RSPAN. 

ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ RSPAN 

ʀʩʭʦʜʥʳʡ ʧʦʨʪ ʩʝʘʥʩʘ RSPAN ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʥʘ ʠʩʭʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ. ʂʦʥʬʠʛʫʨʘʮʠʷ 
ʪʘʢʘʷ ʞʝ, ʢʘʢ ʫ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN, ʥʦ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ 
RSPAN. ʕʪʘ ʬʫʥʢʮʠʷ ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʅʘʩʪʨʦʡʢʘ ʚʳʭʦʜʥʦʛʦ ʧʦʨʪʘ ʥʘ ʠʩʭʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ RSPAN 

ʕʪʘ ʬʫʥʢʮʠʷ ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʟʘʧʫʩʪʠʪʴ ʢʦʤʘʥʜʫ monitor 
session session-num destination remote vlan remote-vlan interface interface-name [ switch 

] ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʚʳʭʦʜʥʦʡ ʧʦʨʪ ʥʘ ʠʩʭʦʜʥʦʤ 
ʫʩʪʨʦʡʩʪʚʝ RSPAN. ɽʩʣʠ ʦʧʮʠ̫ switch ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʘ, ʚʳʭʦʜʥʦʡ ʧʦʨʪ ʤʦʞʝʪ 
ʫʯʘʩʪʚʦʚʘʪʴ ʚ ʦʙʳʯʥʦʡ ʢʦʤʤʫʪʘʮʠʠ ʧʘʢʝʪʦʚ ʜʘʥʥʳʭ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʥ ʥʝ ʥʘʩʪʨʦʝʥ. 
ɺʳʭʦʜʥʦʡ ʧʦʨʪ ʜʦʣʞʝʥ ʙʳʪʴ ʜʦʙʘʚʣʝʥ ʚ ʫʜʘʣʝʥʥʫʶ VLAN. 

ʅʘʩʪʨʦʡʢʘ ʮʝʣʝʚʦʛʦ ʧʦʨʪʘ ʥʘ ʮʝʣʝʚʦʤ ʫʩʪʨʦʡʩʪʚʝ RSPAN 

ʕʪʘ ʬʫʥʢʮʠʷ ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʟʘʧʫʩʪʠʪʴ ʢʦʤʘʥʜʫ monitor 
session session-num destination remote vlan remote-vlan interface interface-name [ switch 

] ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʥʘ ʮʝʣʝʚʦʤ 
ʫʩʪʨʦʡʩʪʚʝ RSPAN. ɽʩʣʠ ʦʧʮʠ ̫switch ʥʘʩʪʨʦʝʥʘ, ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʤʦʞʝʪ ʫʯʘʩʪʚʦʚʘʪʴ ʚ 

ʦʙʯrʥʦʡ ʢʦʤʤʫʪʘʮʠʠ ʧʘʢʝʪʦʚ ʜʘʥʥʳʭ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʥ ʥʝ ʥʘʩʪʨʦʝʥ. ʇʦʨʪ ʥʘʟʥʘʯʝʥʠʷ 
ʜʦʣʞʝʥ ʙʳʪʴ ʜʦʙʘʚʣʝʥ ʚ ʫʜʘʣʝʥʥʫʶ ʩʝʪʴ VLAN. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ RSPAN ʦʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʩʣʝʜʫʶʱʠʝ ʤʦʤʝʥʪʳ: 

ʇʈʀʄɽʏɸʅʀʗ: 

¶ ʋʜʘʣʝʥʥʘʷ VLAN ʜʦʣʞʥʘ ʙʳʪʴ ʥʘʩʪʨʦʝʥʘ ʥʘ ʢʘʞʜʦʤ ʫʩʪʨʦʡʩʪʚʝ, ʠʭ 
ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ VLAN ʜʦʣʞʥʳ ʙʳʪʴ ʩʦʛʣʘʩʦʚʘʥʳ, ʠ ʚʩʝ ʧʦʨʪʳ, ʫʯʘʩʪʚʫʶʱʠʝ ʚ 
ʩʝʘʥʩʝ, ʜʦʣʞʥʳ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ ʚ VLAN. 

¶ ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʜʦʙʘʚʣʷʪʴ ʦʙʱʠʝ ʧʦʨʪʳ ʚ ʫʜʘʣʝʥʥʫʶ VLAN. 

¶ ʅʝ ʥʘʩʪʨʘʠʚʘʡʪʝ ʧʦʨʪ, ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ ʧʨʦʤʝʞʫʪʦʯʥʦʤʫ ʢʦʤʤʫʪʘʪʦʨʫ ʠʣʠ 
ʢʦʤʤʫʪʘʪʦʨʫ ʥʘʟʥʘʯʝʥʠʷ, ʚ ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ RSPAN. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ 
ʪʨʘʬʠʢ ʚ ʩʝʪʠ ʤʦʞʝʪ ʦʢʘʟʘʪʴʩʷ ʚ ʭʘʦʩʝ. 
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5.4. ʂʦʥʬʠʛʫʨʘʮʠʷ 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

ʅʘʩʪʨʦʡʢʘ 
ʙʘʟʦʚʳʭ 
ʬʫʥʢʮʠʡ SPAN 

(ʆʙʷʟʘʪʝʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ SPAN 

monitor session session-num source 
interface interface-id [ both | rx | tx ] 

ʅʘʩʪʨʘʠʚʘʝʪ ʠʩʭʦʜʥʳʡ ʧʦʨʪ 
SPAN 

monitor session session-num 
destination interface interface-id[ 
switch] 

ʅʘʩʪʨʘʠʚʘʝʪ ʧʦʨʪ 
ʥʘʟʥʘʯʝʥʠʷ SPAN 

monitor session session-num source 
interface interface-id rxacl acl-name 

ʅʘʩʪʨʘʠʚʘʝʪ SPAN ʥʘ ʦʩʥʦʚʝ 
ʧʦʪʦʢʘ 

monitor session session-num source 
vlan vlan-id [ rx ] 

ʋʢʘʟʳʚʘʝʪ VLAN ʚ ʢʘʯʝʩʪʚʝ 
ʠʩʪʦʯʥʠʢʘ ʜʘʥʥʳʭ SPAN 

monitor session session-num source 
filter vlan vlan-id-list 

ʋʢʘʟʳʚʘʝʪ ʥʝʢʦʪʦʨʳʝ ʩʝʪʠ 
VLAN ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʦʚ 
ʜʘʥʥʳʭ ʜʣʷ SPAN 

ʅʘʩʪʨʦʡʢʘ 
ʦʩʥʦʚʥʳʭ 
ʬʫʥʢʮʠʡ RSPAN 

(ʆʙʷʟʘʪʝʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ RSPAN 

monitor session session-num remote-
source 

ʅʘʩʪʨʘʠʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʩʝʘʥʩʘ RSPAN ʠ ʫʢʘʟʳʚʘʝʪ 
ʠʩʭʦʜʥʦʝ ʫʩʪʨʦʡʩʪʚʦ 

monitor session session-num remote-
destination 

ʅʘʩʪʨʘʠʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʩʝʘʥʩʘ RSPAN ʠ ʫʢʘʟʳʚʘʝʪ 
ʮʝʣʝʚʦʝ ʫʩʪʨʦʡʩʪʚʦ 

remote-span ʅʘʩʪʨʘʠʚʘʝʪ ʫʜʘʣʝʥʥʫʶ 
VLAN 

monitor session session-num source 
interface interface-id [ both | rx | tx ] 

ʅʘʩʪʨʘʠʚʘʝʪ ʠʩʭʦʜʥʳʡ ʧʦʨʪ 
RSPAN 

monitor session session-num 
destination remote vlan remote-vlan-id 
interface interface-id [ switch ] 

ʅʘʩʪʨʘʠʚʘʝʪ ʚʳʭʦʜʥʦʡ ʧʦʨʪ 
ʥʘ ʠʩʭʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ 
RSPAN ʠʣʠ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ 
ʥʘ ʮʝʣʝʚʦʤ ʫʩʪʨʦʡʩʪʚʝ 
RSPAN 
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5.4.1. ʅʘʩʪʨʦʡʢʘ ʙʘʟʦʚʳʭ ʬʫʥʢʮʠʡ SPAN 

5.4.1.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

¶ ʅʘʩʪʨʦʡʪʝ ʧʦʨʪʳ ʠʩʪʦʯʥʠʢʘ ʠ ʥʘʟʥʘʯʝʥʠʷ ʜʣʷ ʩʝʘʥʩʘ SPAN. 

¶ ʅʘʩʪʨʦʡʪʝ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʣʶʙʳʭ ʧʘʢʝʪʦʚ, ʧʝʨʝʜʘʥʥʳʭ ʠ 
ʧʦʣʫʯʝʥʥʳʭ ʠʩʭʦʜʥʳʤ ʧʦʨʪʦʤ. 

5.4.1.2. ʇʨʠʤʝʯʘʥʠʷ 

ɽʩʣʠ ʬʫʥʢʮʠʷ ʢʦʤʤʫʪʘʪʦʨʘ ʦʪʢʣʶʯʝʥʘ ʥʘ ʧʦʨʪʝ ʥʘʟʥʘʯʝʥʠʷ SPAN, ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ 
ʧʦʣʫʯʘʝʪ ʪʦʣʴʢʦ mirrored-ʧʘʢʝʪʳ ʠ ʦʪʙʨʘʩʳʚʘʝʪ ʜʨʫʛʠʝ ʧʘʢʝʪʳ, ʧʨʦʭʦʜʷʱʠʝ ʯʝʨʝʟ ʧʦʨʪ. 
ʇʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ ʢʦʤʤʫʪʘʪʦʨʘ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʥʝ mirrored-
ʧʘʢʝʪʳ. 

5.4.1.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʢʘ ʩʝʘʥʩʘ SPAN 

¶ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʩʝʘʥʩ SPAN ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN ʠʣʠ ʧʦʨʪʘ 
ʥʘʟʥʘʯʝʥʠʷ, ʠʣʠ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʫʢʘʟʘʥʥʦʡ VLAN ʠʣʠ ʥʝʢʦʪʦʨʳʭ VLAN ʚ ʢʘʯʝʩʪʚʝ 
ʠʩʪʦʯʥʠʢʘ ʜʘʥʥʳʭ ʠʣʠ ʠʩʪʦʯʥʠʢʦʚ ʜʘʥʥʳʭ SPAN. 

ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN 

¶ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʥʘʧʨʘʚʣʝʥʠʝ SPAN ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN. ʆʙʘ 
ʥʘʧʨʘʚʣʝʥʠʷ ʥʘʩʪʨʦʝʥʳ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʪʦ ʝʩʪʴ ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʢʘʢ ʧʝʨʝʜʘʚʘʝʤʳʝ, 
ʪʘʢ ʠ ʧʨʠʥʠʤʘʝʤʳʝ ʧʘʢʝʪʳ. 

ʅʘʩʪʨʦʡʢʘ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ SPAN 

¶ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʉʝʘʥʩ SPAN ʘʢʪʠʚʝʥ, ʪʦʣʴʢʦ ʝʩʣʠ ʥʘʩʪʨʦʝʥ ʠʩʭʦʜʥʳʡ ʧʦʨʪ SPAN (ʠʣʠ ʚ ʢʘʯʝʩʪʚʝ 
ʠʩʪʦʯʥʠʢʘ ʜʘʥʥʳʭ SPAN ʫʢʘʟʘʥʘ VLAN) ʠ ʥʘʩʪʨʦʝʥ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ SPAN. 

5.4.1.4. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show monitor ʠʣʠ ʢʦʤʘʥʜʫ show running, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ 
ʢʦʥʬʠʛʫʨʘʮʠʶ SPAN. ɺ ʢʘʯʝʩʪʚʝ ʘʣʴʪʝʨʥʘʪʠʚʳ ʧʨʦʚʝʜʠʪʝ ʘʥʘʣʠʟ ʟʘʭʚʘʪʘ ʧʘʢʝʪʦʚ ʥʘ 
ʧʦʨʪʫ ʥʘʟʥʘʯʝʥʠʷ SPAN ʠ ʧʨʦʚʝʨʴʪʝ, ʜʝʡʩʪʚʫʝʪ ʣʠ ʬʫʥʢʮʠʷ SPAN ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 
ʟʘʭʚʘʯʝʥʥʳʤʠ ʧʘʢʝʪʘʤʠ. 

5.4.1.5. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN 

ʂʦʤʘʥʜʘ monitor session session-num source interface interface-id [ both | rx |tx] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

session-num: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ SPAN. 

interface-id: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ. 

both: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʘʢʝʪʳ ʚʦ ʚʭʦʜʷʱʝʤ ʠ ʠʩʭʦʜʷʱʝʤ ʥʘʧʨʘʚʣʝʥʠʷʭ 

ʦʪʩʣʝʞʠʚʘʶʪʩʷ. ʕʪʦ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

rx: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʘʢʝʪʳ ʚʦ ʚʭʦʜʷʱʝʤ ʥʘʧʨʘʚʣʝʥʠʠ ʦʪʩʣʝʞʠʚʘʶʪʩʷ. 

tx: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʘʢʝʪʳ ʚ ʥʘʧʨʘʚʣʝʥʠʠ ʚʳʚʦʜʘ ʦʪʩʣʝʞʠʚʘʶʪʩʷ 
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ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ SPAN 

ʂʦʤʘʥʜʘ monitor session session-num destination interface interface-id[ switch] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

session-num: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ SPAN. 

interface-id: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ. 

switch: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʬʫʥʢʮʠʷ ʧʝʨʝʢʣʶʯʝʥʠʷ ʚʢʣʶʯʝʥʘ ʥʘ ʧʦʨʪʝ 

ʥʘʟʥʘʯʝʥʠʷ SPAN. ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʥ ʦʪʢʣʶʯʝʥ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ SPAN ʥʘ ʦʩʥʦʚʝ ʧʦʪʦʢʘ 

ʂʦʤʘʥʜʘ monitor session session-num source interface interface-id rx acl acl-
name 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

session-num: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ SPAN. 

interface-id: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ. 

acl-name: ʫʢʘʟʳʚʘʝʪ ʠʤʷ ACL 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʋʢʘʟʘʥʠʝ VLAN ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʜʘʥʥʳʭ SPAN 

ʂʦʤʘʥʜʘ monitor session session-num source vlan vlan-id [rx] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

session-num: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ SPAN. 

vlan-id: ʫʢʘʟʳʚʘʝʪ ʫʢʘʟʘʥʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ VLAN. 

rx: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʘʢʝʪʳ ʚʦ ʚʭʦʜʷʱʝʤ ʥʘʧʨʘʚʣʝʥʠʠ ʦʪʩʣʝʞʠʚʘʶʪʩʷ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʋʢʘʟʘʥʠʝ ʥʝʢʦʪʦʨʳʭ VLAN ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʦʚ ʜʘʥʥʳʭ SPAN 

ʂʦʤʘʥʜʘ monitor session session-num source filter vlan vlan-id-list 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

session-num: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ SPAN. 

vlan-id-list: ʫʢʘʟʳʚʘʝʪ ʥʝʢʦʪʦʨʳʝ ʫʢʘʟʘʥʥʳʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ VLAN 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 
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5.4.1.6. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʠʞʝ ʚ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʘ ʠʩʧʦʣʴʟʫʝʪʩʷ SPAN 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 5-5. 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

¶ ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʈʠʩʫʥʢʝ 5-5, ʜʦʙʘʚʴʪʝ ʧʦʨʪʳ Gi 0/1 ʠ Gi 0/2 
ʫʩʪʨʦʡʩʪʚʘ A ʚ ʩʝʪʴ VLAN 1. 

¶ ʉʦʟʜʘʡʪʝ SVI 1 ʠ ʫʩʪʘʥʦʚʠʪʝ ʘʜʨʝʩ SVI 1 ʥʘ 10.10.10.10/24. 

¶ ʋʩʪʘʥʦʚʠʪʝ IP-ʘʜʨʝʩʘ ʇʂ 1 ʠ ʇʂ 2 ʥʘ 10.10.10.1/24 ʠ 10.10.10.2/24 
ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 

¶ ʅʘʩʪʨʦʡʪʝ SPAN ʜʣʷ ʫʩʪʨʦʡʩʪʚʘ A ʠ ʥʘʩʪʨʦʡʪʝ ʧʦʨʪʳ Gi 0/1 ʠ Gi 0/2 
ʚ ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʠ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ SPAN 
ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ 

ɸ QTECH# configure 

QTECH(config)# vlan 1 

QTECH(config- vlan)# exit  

QTECH(config)# interface vlan 1 

QTECH(config- if- VLAN 1)# ip address 10.10.10.10 255.255.255.0 

QTECH(config- if- VLAN 1)# exit 

QTECH(config)# monitor session 1 source interface gigabitEthernet 0/1 

QTECH(config)# monitor session 1 destination interface gigabitEthernet 0/2 

ʇʨʦʚʝʨʢʘ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show monitor, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʧʨʘʚʠʣʴʥʦ ʣʠ ʥʘʩʪʨʦʝʥ 
SPAN. ʇʦʩʣʝ ʫʩʧʝʰʥʦʡ ʥʘʩʪʨʦʡʢʠ ʇʂ 1 ʦʪʧʨʘʚʣʷʝʪ ʧʘʢʝʪʳ ʧʨʦʚʝʨʢʠ ʩʚʷʟʠ 
ʥʘ SVI 1, ʘ ʇʂ 2 ʦʩʫʱʝʩʪʚʣʷʝʪ ʤʦʥʠʪʦʨʠʥʛ ʩ ʧʦʤʦʱʴʶ ʠʥʩʪʨʫʤʝʥʪʘ ʟʘʭʚʘʪʘ 
ʧʘʢʝʪʦʚ 

ɸ QTECH# show monitor 

sess-num: 1 

span- type: LOCAL_SPAN 
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src- intf: 

GigabitEthernet 0/1 frame- type Both 

dest- intf: 

GigabitEthernet 0/2 

5.4.1.7. ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʦʰʠʙʢʠ 

¶ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ, ʫʢʘʟʘʥʥʳʡ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN, ʥʝ 
ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨʫ, ʫʢʘʟʘʥʥʦʤʫ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ 
SPAN. 

¶ ʇʦʪʝʨʷ ʧʘʢʝʪʦʚ ʤʦʞʝʪ ʧʨʦʠʟʦʡʪʠ, ʝʩʣʠ ʧʘʢʝʪʳ ʧʦʨʪʘ ʩ ʙʦʣʴʰʦʡ ʧʨʦʧʫʩʢʥʦʡ 
ʩʧʦʩʦʙʥʦʩʪʴʶ ʟʝʨʢʘʣʠʨʫʶʪʩʷ ʥʘ ʧʦʨʪ ʩ ʤʘʣʦʡ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʴʶ. 

5.4.2. ʅʘʩʪʨʦʡʢʘ ʦʩʥʦʚʥʳʭ ʬʫʥʢʮʠʡ RSPAN 

5.4.2.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

¶ ʅʘʩʪʨʦʡʪʝ ʠʩʭʦʜʥʳʡ ʧʦʨʪ ʠ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʥʘ ʠʩʭʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ ʩʝʘʥʩʘ 
RSPAN ʠ ʥʘʩʪʨʦʡʪʝ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʥʘ ʮʝʣʝʚʦʤ ʫʩʪʨʦʡʩʪʚʝ. 

¶ ʅʘʩʪʨʦʡʪʝ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʥʘ ʮʝʣʝʚʦʤ ʫʩʪʨʦʡʩʪʚʝ RSPAN ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ 
ʣʶʙʳʭ ʧʘʢʝʪʦʚ, ʢʦʪʦʨʳʝ ʧʝʨʝʜʘʶʪʩʷ ʠʣʠ ʧʨʠʥʠʤʘʶʪʩʷ ʠʩʭʦʜʥʳʤ ʧʦʨʪʦʤ. 

5.4.2.2. ʇʨʠʤʝʯʘʥʠʷ 

¶ ɽʩʣʠ ʬʫʥʢʮʠʷ ʢʦʤʤʫʪʘʪʦʨʘ ʦʪʢʣʶʯʝʥʘ ʥʘ ʧʦʨʪʝ ʥʘʟʥʘʯʝʥʠʷ RSPAN, ʧʦʨʪ 
ʥʘʟʥʘʯʝʥʠʷ ʧʦʣʫʯʘʝʪ ʪʦʣʴʢʦ mirrored-ʧʘʢʝʪʳ ʠ ʦʪʙʨʘʩʳʚʘʝʪ ʜʨʫʛʠʝ ʧʘʢʝʪʳ, 
ʧʨʦʭʦʜʷʱʠʝ ʯʝʨʝʟ ʧʦʨʪ. ʇʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ ʢʦʤʤʫʪʘʪʦʨʘ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ 
ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʥʝ mirrored-ʧʘʢʝʪʳ. 

¶ ɺʩʝ ʧʦʨʪʳ, ʟʘʜʝʡʩʪʚʦʚʘʥʥʳʝ ʚ RSPAN, ʜʦʣʞʥʳ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ ʚ ʫʜʘʣʝʥʥʫʶ 
VLAN. 

¶ ʋʜʘʣʝʥʥʘʷ VLAN ʜʦʣʞʥʘ ʙʳʪʴ ʩʦʟʜʘʥʘ ʥʘ ʧʨʦʤʝʞʫʪʦʯʥʦʤ ʫʩʪʨʦʡʩʪʚʝ, ʠ ʢ 
ʫʜʘʣʝʥʥʦʡ VLAN ʜʦʣʞʥʳ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ ʧʨʦʟʨʘʯʥʳʝ ʧʦʨʪʳ ʧʝʨʝʜʘʯʠ. 

5.4.2.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʢʘ ʩʝʘʥʩʘ RSPAN 

¶ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʆʜʠʥ ʠ ʪʦʪ ʞʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʥʘ ʠʩʭʦʜʥʦʤ 
ʫʩʪʨʦʡʩʪʚʝ RSPAN ʠ ʮʝʣʝʚʦʤ ʫʩʪʨʦʡʩʪʚʝ RSPAN. 

ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ RSPAN 

¶ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʫʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴʩʷ RSPAN. 

ʅʘʩʪʨʦʡʢʘ ʮʝʣʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ RSPAN 

¶ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʮʝʣʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʜʣʷ ʚʳʚʦʜʘ ʧʘʢʝʪʦʚ RSPAN. 

ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ RSPAN 

¶ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʆʙʷʟʘʪʝʣʴʥʳʡ. 
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¶ ɿʘʚʝʨʰʠʪʝ ʥʘʩʪʨʦʡʢʫ ʥʘ ʠʩʭʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ RSPAN. ʇʦʩʣʝ ʥʘʩʪʨʦʡʢʠ 
ʤʦʥʠʪʦʨʠʥʛ RSPAN ʤʦʞʝʪ ʧʨʦʚʦʜʠʪʴʩʷ ʜʣʷ ʧʘʢʝʪʦʚ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ RSPAN. ɺʳ 
ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ RSPAN ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʧʘʢʝʪʦʚ ʫʜʘʣʝʥʥʦʡ VLAN ʚʦ ʚʭʦʜʥʦʤ 
ʥʘʧʨʘʚʣʝʥʠʠ, ʠʩʭʦʜʷʱʝʤ ʥʘʧʨʘʚʣʝʥʠʠ ʠʣʠ ʚ ʦʙʦʠʭ ʥʘʧʨʘʚʣʝʥʠʷʭ ʠʩʭʦʜʥʦʛʦ 
ʧʦʨʪʘ RSPAN. 

ʅʘʩʪʨʦʡʢʘ ʚʳʭʦʜʥʦʛʦ ʧʦʨʪʘ RSPAN 

¶ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ɿʘʚʝʨʰʠʪʝ ʥʘʩʪʨʦʡʢʫ ʥʘ ʠʩʭʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ RSPAN. ʇʦʩʣʝ ʥʘʩʪʨʦʡʢʠ 
mirrored-ʧʘʢʝʪʳ, ʧʦʣʫʯʝʥʥʳʝ ʧʦʨʪʘʤʠ, ʜʦʙʘʚʣʝʥʥʳʤʠ ʚ ʫʜʘʣʝʥʥʫʶ VLAN, ʤʦʛʫʪ 
ʙʳʪʴ ʧʝʨʝʜʘʥʳ ʥʘ ʮʝʣʝʚʦʝ ʫʩʪʨʦʡʩʪʚʦ RSPAN ʯʝʨʝʟ ʚʳʭʦʜʥʦʡ ʧʦʨʪ. 

ʅʘʩʪʨʦʡʢʘ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ RSPAN 

¶ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ɿʘʚʝʨʰʠʪʝ ʥʘʩʪʨʦʡʢʫ ʮʝʣʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ RSPAN. ʇʦʩʣʝ ʥʘʩʪʨʦʡʢʠ ʮʝʣʝʚʦʝ 
ʫʩʪʨʦʡʩʪʚʦ RSPAN ʧʝʨʝʩʳʣʘʝʪ ʟʝʨʢʘʣʴʥʳʝ ʧʘʢʝʪʳ, ʧʦʣʫʯʝʥʥʳʝ ʧʦʨʪʘʤʠ, 
ʜʦʙʘʚʣʝʥʥʳʤʠ ʚ ʫʜʘʣʝʥʥʫʶ VLAN, ʥʘ ʫʩʪʨʦʡʩʪʚʦ ʤʦʥʠʪʦʨʠʥʛʘ ʯʝʨʝʟ ʧʦʨʪ 
ʥʘʟʥʘʯʝʥʠʷ. 

5.4.2.4. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show monitor ʠʣʠ ʢʦʤʘʥʜʫ show running, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʫʩʧʝʰʥʦ 

ʣʠ ʥʘʩʪʨʦʝʥ RSPAN ʥʘ ʢʘʞʜʦʤ ʫʩʪʨʦʡʩʪʚʝ, ʠʣʠ ʚʳʧʦʣʥʠʪʝ ʟʘʭʚʘʪ ʧʘʢʝʪʦʚ ʥʘ ʮʝʣʝʚʦʤ 
mirroring-ʧʦʨʪʫ ʥʘ ʮʝʣʝʚʦʤ ʫʩʪʨʦʡʩʪʚʝ RSPAN, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʷʚʣʷʶʪʩʷ ʣʠ ʧʘʢʝʪʳ, 
ʟʝʨʢʘʣʠʨʦʚʘʥʥʳʝ ʩ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʠʩʭʦʜʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ RSPAN, ʟʘʭʚʘʯʝʥʳʤʠ. 

5.4.2.5. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ RSPAN 

ʂʦʤʘʥʜʘ monitor session session-num remote-source 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

session-num: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ RSPAN 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʮʝʣʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ RSPAN 

ʂʦʤʘʥʜʘ monitor session session-num remote-destination 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

session-num: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ RSPAN 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʫʜʘʣʝʥʥʦʡ VLAN 

ʂʦʤʘʥʜʘ remote-span 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ VLAN 
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ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ RSPAN 

ʂʦʤʘʥʜʘ monitor session session-num source interface interface-id [ both | rx | tx 
][acl acl-name] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

session-num: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ RSPAN. 

interface-id: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ. 

both: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʘʢʝʪʳ ʚʦ ʚʭʦʜʷʱʝʤ ʠ ʠʩʭʦʜʷʱʝʤ ʥʘʧʨʘʚʣʝʥʠʷʭ 

ʦʪʩʣʝʞʠʚʘʶʪʩʷ. ʕʪʦ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

rx: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʘʢʝʪʳ ʚʦ ʚʭʦʜʷʱʝʤ ʥʘʧʨʘʚʣʝʥʠʠ ʦʪʩʣʝʞʠʚʘʶʪʩʷ. 

tx: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʘʢʝʪʳ ʚ ʥʘʧʨʘʚʣʝʥʠʠ ʚʳʚʦʜʘ ʦʪʩʣʝʞʠʚʘʶʪʩʷ. 

acl-name: ʫʢʘʟʳʚʘʝʪ ʠʤʷ ACL 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʪʘʢʘʷ ʞʝ, ʢʘʢ ʫ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN, ʥʦ ʥʝʦʙʭʦʜʠʤʦ 
ʫʢʘʟʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ RSPAN 

ʅʘʩʪʨʦʡʢʘ ʚʳʭʦʜʥʦʛʦ ʧʦʨʪʘ ʥʘ ʠʩʭʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ RSPAN 

ʂʦʤʘʥʜʘ monitor session session-num destination remote vlan remote-vlan 
interface interface id [ switch ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

session-num: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ RSPAN. 

remote-vlan: ʫʢʘʟʳʚʘʝʪ ʥʘ ʫʜʘʣʝʥʥʫʶ ʩʝʪʴ VLAN. 

interface id: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ. 

switch: ʫʢʘʟʳʚʘʝʪ, ʫʯʘʩʪʚʫʝʪ ʣʠ ʧʦʨʪ ʚ ʢʦʤʤʫʪʘʮʠʠ ʧʘʢʝʪʦʚ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ  

ʅʘʩʪʨʦʡʢʘ ʮʝʣʝʚʦʛʦ ʧʦʨʪʘ ʥʘ ʮʝʣʝʚʦʤ ʫʩʪʨʦʡʩʪʚʝ RSPAN  

ʂʦʤʘʥʜʘ monitor session session-num destination remote vlan remote-vlan 
interface interface id [ switch ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

session-num: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ RSPAN. 

remote-vlan: ʫʢʘʟʳʚʘʝʪ ʥʘ ʫʜʘʣʝʥʥʫʶ ʩʝʪʴ VLAN. 

interface id: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ. 

switch: ʫʢʘʟʳʚʘʝʪ, ʫʯʘʩʪʚʫʝʪ ʣʠ ʧʦʨʪ ʚ ʢʦʤʤʫʪʘʮʠʠ ʧʘʢʝʪʦʚ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ  
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5.4.2.6. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ One-to-Many RSPAN 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 5-6. 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

¶ ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʧʨʝʜʳʜʫʱʝʤ ʨʠʩʫʥʢʝ, ʥʘʩʪʨʦʡʪʝ ʫʜʘʣʝʥʥʫʶ VLAN 
ʥʘ ʢʦʤʤʫʪʘʪʦʨʝ A, ʢʦʤʤʫʪʘʪʦʨʝ B ʠ ʢʦʤʤʫʪʘʪʦʨʝ C. 

¶ ʅʘʩʪʨʦʡʪʝ ʠʩʭʦʜʥʳʡ ʧʦʨʪ, ʚʳʭʦʜʥʦʡ ʧʦʨʪ ʠ ʧʦʨʪ loopback ʥʘ 
ʢʦʤʤʫʪʘʪʦʨʝ A. 

¶ ʅʘʩʪʨʦʡʪʝ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʥʘ ʢʦʤʤʫʪʘʪʦʨʝ B ʠ ʢʦʤʤʫʪʘʪʦʨʝ C 

ɸ QTECH# configure 

QTECH(config)# vlan 7 

QTECH(config- vlan)# remote - span 

QTECH(config- vlan)# exit 

QTECH(config)# monitor session 1 remote- source 

QTECH(config)# monitor session 1 source interface fa 0/1 both 

QTECH(config)# monitor session 1 destination remote vlan 7 interface fa 0/2 
switch  

QTECH(config)# interface fa0/2 

QTECH(config- if)# mac - loopback 

QTECH(config- if)# switchport access vlan 7  

QTECH(config- if)# exit  
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QTECH(config)# interface range fa0/3- 4 

QTECH(config- if- range)# switchport mode trunck  

B, C QTECH(config)# vlan 7 

QTECH(config- vlan)# remote - span 

QTECH(config- vlan)# exit  

QTECH(config)# monitor session 1 remote- destination 

QTECH(config)# monitor session 1 destination remote vlan 7 interface fa 0/2 

QTECH(config)# interface fa0/1 

QTECH(config- if)#switchport mode trunck  

ʇʨʦʚʝʨʢʘ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show monitor ʠʣʠ ʢʦʤʘʥʜʫ show running ʥʘ 
ʢʦʤʤʫʪʘʪʦʨʝ A, ʢʦʤʤʫʪʘʪʦʨʝ B ʠ ʢʦʤʤʫʪʘʪʦʨʝ C, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʫʩʧʝʰʥʦ 
ʣʠ ʥʘʩʪʨʦʝʥ RSPAN 

ɸ QTECH# show monitor 

sess-num: 1 

span- type: SOURCE_SPAN 

src- intf: 

FastEthernet 0/1 frame- type Both 

dest- intf: 

FastEthernet 0/2  

Remote vlan 7 

mtp_switch on 

B QTECH# show monitor  

sess-num: 1 

span- type: DEST_SPAN 

dest- intf: 

FastEthernet 0/2  

Remote vlan 7 

mtp_switch on 

ʉ QTECH# show monitor 

sess-num: 1 

span- type: DEST_SPAN 

dest- intf: 

FastEthernet 0/2  

Remote vlan 7 
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mtp_switch on 

5.4.2.7. ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʦʰʠʙʢʠ 

¶ ʋʜʘʣʝʥʥʘʷ VLAN ʜʦʣʞʥʘ ʙʳʪʴ ʥʘʩʪʨʦʝʥʘ ʥʘ ʠʩʭʦʜʥʦʤ ʫʩʪʨʦʡʩʪʚʝ, 
ʧʨʦʤʝʞʫʪʦʯʥʦʤ ʫʩʪʨʦʡʩʪʚʝ ʠ ʮʝʣʝʚʦʤ ʫʩʪʨʦʡʩʪʚʝ, ʘ ʠʭ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ VLAN 
ʜʦʣʞʥʳ ʙʳʪʴ ʩʦʛʣʘʩʦʚʘʥʳ. 

¶ ʇʦʪʝʨʷ ʧʘʢʝʪʦʚ ʤʦʞʝʪ ʧʨʦʠʟʦʡʪʠ, ʝʩʣʠ ʧʘʢʝʪʳ ʧʦʨʪʘ ʩ ʙʦʣʴʰʦʡ ʧʨʦʧʫʩʢʥʦʡ 
ʩʧʦʩʦʙʥʦʩʪʴʶ ʟʝʨʢʘʣʠʨʫʶʪʩʷ ʥʘ ʧʦʨʪ ʩ ʤʘʣʦʡ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʴʶ. 

¶ ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ RSPAN One-to-Many ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʥʝʩʢʦʣʴʢʦ ʚʳʭʦʜʥʳʭ 
ʧʦʨʪʦʚ. 

5.5. ʄʦʥʠʪʦʨʠʥʛ 

5.5.1. ʆʪʦʙʨʘʞʝʥʠʝ 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

ʆʪʦʙʨʘʞʘʝʪ ʚʩʝ mirroring-ʩʝʘʥʩʳ, 
ʩʫʱʝʩʪʚʫʶʱʠʝ ʚ ʩʠʩʪʝʤʝ 

show monitor 

ʆʪʦʙʨʘʞʘʝʪ ʫʢʘʟʘʥʥʳʡ mirroring-ʩʝʘʥʩ show monitor session session-id 

5.5.2. ʆʪʣʘʜʢʘ 

ʇʈʀʄɽʏɸʅʀɽ: ʩʠʩʪʝʤʥʳʝ ʨʝʩʫʨʩʳ ʟʘʥʷʪʳ ʧʨʠ ʚʳʚʦʜʝ ʦʪʣʘʜʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʇʦʵʪʦʤʫ 

ʦʪʢʣʶʯʘʡʪʝ ʦʪʣʘʜʢʫ ʩʨʘʟʫ ʧʦʩʣʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

ɼʠʘʧʘʟʦʥ ʦʪʣʘʜʢʠ debug span 
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6. ʅɸʉʊʈʆʁʂɸ ERSPAN 

6.1. ʆʙʟʦʨ 

ʀʥʢʘʧʩʫʣʠʨʦʚʘʥʥʳʡ ʘʥʘʣʠʟʘʪʦʨ ʫʜʘʣʝʥʥʳʭ ʢʦʤʤʫʪʠʨʫʝʤʳʭ ʧʦʨʪʦʚ (ERSPAN) ʷʚʣʷʝʪʩʷ 
ʨʘʩʰʠʨʝʥʠʝʤ ʘʥʘʣʠʟʘʪʦʨʘ ʫʜʘʣʝʥʥʳʭ ʢʦʤʤʫʪʠʨʫʝʤʳʭ ʧʦʨʪʦʚ (RSPAN). ʇʘʢʝʪʳ ʜʘʥʥʳʭ 
SPAN ʦʙʳʯʥʳʭ RSPAN ʤʦʛʫʪ ʧʝʨʝʜʘʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʧʨʝʜʝʣʘʭ ʫʨʦʚʥʷ 2 ʠ ʥʝ ʤʦʛʫʪ 
ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ ʩʝʪʠ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. ʆʜʥʘʢʦ ERSPAN ʤʦʞʝʪ ʧʝʨʝʜʘʚʘʪʴ ʧʘʢʝʪʳ SPAN 
ʤʝʞʜʫ ʩʝʪʷʤʠ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. 

ERSPAN ʠʥʢʘʧʩʫʣʠʨʫʝʪ ʚʩʝ ʧʘʢʝʪʳ SPAN ʚ ʧʘʢʝʪʳ IP ʯʝʨʝʟ ʦʙʱʠʡ ʪʫʥʥʝʣʴ ʠʥʢʘʧʩʫʣʷʮʠʠ 
ʤʘʨʰʨʫʪʠʟʘʮʠʠ (GRE) ʠ ʥʘʧʨʘʚʣʷʝʪ ʠʭ ʥʘ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ RSPAN. ʅʘ 
ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ ʧʦʢʘʟʘʥʘ ʪʦʧʦʣʦʛʠʷ ʪʠʧʠʯʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ: 

 

ʈʠʩʫʥʦʢ 6-1. ʊʦʧʦʣʦʛʠʷ ʪʠʧʠʯʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʪʫʥʥʝʣʷ ERSPAN GRE 

ʋʩʪʨʦʡʩʪʚʘ ʥʘ ʨʠʩʫʥʢʝ ʠʛʨʘʶʪ ʜʚʝ ʨʦʣʠ: 

¶ ʂʦʤʤʫʪʘʪʦʨ-ʠʩʪʦʯʥʠʢ. ʂʦʤʤʫʪʘʪʦʨ-ʠʩʪʦʯʥʠʢ ʦʪʥʦʩʠʪʩʷ ʢ ʢʦʤʤʫʪʘʪʦʨʫ, ʚ ʢʦʪʦʨʦʤ 
ʥʘʭʦʜʠʪʩʷ ʠʩʭʦʜʥʳʡ ʧʦʨʪ ERSPAN. ʆʥ ʢʦʧʠʨʫʝʪ ʧʘʢʝʪʳ ʚ ʠʩʭʦʜʥʳʡ ʧʦʨʪ, ʚʳʚʦʜʠʪ 
ʢʦʧʠʠ ʠʟ ʚʳʭʦʜʥʦʛʦ ʧʦʨʪʘ, ʠʥʢʘʧʩʫʣʠʨʫʝʪ ʠʭ ʚ IP-ʧʘʢʝʪʳ ʠ ʧʝʨʝʥʘʧʨʘʚʣʷʝʪ 
IP-ʧʘʢʝʪʳ ʥʘ ʢʦʤʤʫʪʘʪʦʨ ʥʘʟʥʘʯʝʥʠʷ. 

¶ ʂʦʤʤʫʪʘʪʦʨ ʥʘʟʥʘʯʝʥʠʷ. ʂʦʤʤʫʪʘʪʦʨ ʥʘʟʥʘʯʝʥʠʷ ʦʪʥʦʩʠʪʩʷ ʢ ʢʦʤʤʫʪʘʪʦʨʫ, ʚ 
ʢʦʪʦʨʦʤ ʥʘʭʦʜʠʪʩʷ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ERSPAN. ʆʥ ʧʦʤʝʱʘʝʪ ʧʦʣʫʯʝʥʥʳʝ ʧʘʢʝʪʳ 
SPAN ʯʝʨʝʟ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ SPAN, ʜʝʢʘʧʩʫʣʠʨʫʝʪ ʠʭ ʚ ʧʘʢʝʪʳ GRE, ʘ ʟʘʪʝʤ 
ʧʝʨʝʩʳʣʘʝʪ ʧʘʢʝʪʳ GRE ʥʘ ʫʩʪʨʦʡʩʪʚʦ ʤʦʥʠʪʦʨʠʥʛʘ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ERSPAN IP-ʧʘʢʝʪʳ ʩ GRE-ʠʥʢʘʧʩʫʣʷʮʠʝʡ ʜʦʣʞʥʳ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ 
ʥʦʨʤʘʣʴʥʦ ʤʘʨʰʨʫʪʠʟʠʨʦʚʘʪʴʩʷ ʢ ʮʝʣʝʚʦʤʫ ʫʩʪʨʦʡʩʪʚʫ SPAN. 

6.2. ʇʨʠʣʦʞʝʥʠʷ 

ʇʨʠʣʦʞʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ʆʩʥʦʚʥʳʝ ʧʨʠʣʦʞʝʥʠʷ 
ERSPAN 

ʇʘʢʝʪʳ ʥʘ ʫʩʪʨʦʡʩʪʚʝ-ʠʩʪʦʯʥʠʢʝ SPAN ʥʝʦʙʭʦʜʠʤʦ 
ʟʝʨʢʘʣʠʨʦʚʘʪʴ ʥʘ ʮʝʣʝʚʦʤ ʫʩʪʨʦʡʩʪʚʝ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ 
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6.3. ʆʩʥʦʚʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ERSPAN 

6.3.1. ʉʮʝʥʘʨʠʡ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʩʣʝʜʫʶʱʝʤ ʨʠʩʫʥʢʝ, ERSPAN ʧʦʟʚʦʣʷʝʪ ʩʝʪʝʚʦʤʫ ʘʥʘʣʠʟʘʪʦʨʫ 
ʦʪʩʣʝʞʠʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ ʢʦʤʤʫʪʘʪʦʨʫ A ʠʩʭʦʜʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. 
ʆʙʳʯʥʦ ʫʩʪʨʦʡʩʪʚʘ ʤʦʛʫʪ ʦʙʤʝʥʠʚʘʪʴʩʷ ʜʘʥʥʳʤʠ ʜʨʫʛ ʩ ʜʨʫʛʦʤ. 

 

ʈʠʩʫʥʦʢ 6-2. ʊʦʧʦʣʦʛʠʷ ʦʩʥʦʚʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ERSPAN 

6.3.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ 

¶ ʅʘ ʢʦʤʤʫʪʘʪʦʨʝ A ʥʘʩʪʨʦʡʪʝ ʧʦʨʪ, ʥʘʧʨʷʤʫʶ ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ ʧʦʣʴʟʦʚʘʪʝʣʷʤ 
(Gi 0/1), ʢʘʢ ʠʩʭʦʜʥʳʡ ʧʦʨʪ, ʘ ʧʦʨʪ, ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ ʢʦʤʤʫʪʘʪʦʨʫ B (Gi 0/2), 
ʥʘʩʪʨʦʡʪʝ ʢʘʢ ʚʳʭʦʜʥʦʡ ʧʦʨʪ. 

¶ ʅʘ ʢʦʤʤʫʪʘʪʦʨʝ B ʧʦʨʪʳ, ʧʦʜʢʣʶʯʝʥʥʳʝ ʢ ʢʦʤʤʫʪʘʪʦʨʫ A ʠ ʢʦʤʤʫʪʘʪʦʨʫ C (Gi 0/1 
ʠ Gi 0/2), ʷʚʣʷʶʪʩʷ, ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʠʥʪʝʨʬʝʡʩʘʤʠ-ʫʯʘʩʪʥʠʢʘʤʠ 
SVI-ʠʥʪʝʨʬʝʡʩʦʚ (ʚʠʨʪʫʘʣʴʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʢʦʤʤʫʪʘʪʦʨʘ) ʜʚʫʭ ʩʝʛʤʝʥʪʦʚ ʩʝʪʠ, 
ʦʙʝʩʧʝʯʠʚʘʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ ʜʚʫʤʷ ʩʝʛʤʝʥʪʘʤʠ IP-ʩʝʪʠ. 

6.4. ʌʫʥʢʮʠʠ 

6.4.1. ɹʘʟʦʚʳʝ ʢʦʥʮʝʧʪʳ 

ʉʝʩʩʠʷ ERSPAN 

ʇʘʢʝʪʳ ʜʘʥʥʳʭ SPAN ʦʙʱʠʭ RSPAN ʤʦʛʫʪ ʧʝʨʝʜʘʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʧʨʝʜʝʣʘʭ ʫʨʦʚʥʷ 2 ʠ ʥʝ 
ʤʦʛʫʪ ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ ʩʝʪʠ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. ʆʜʥʘʢʦ ʟʝʨʢʘʣʠʨʦʚʘʥʠʝ ERSPAN ʧʦʟʚʦʣʷʝʪ 
ʧʝʨʝʜʘʚʘʪʴ ʧʘʢʝʪʳ SPAN ʤʝʞʜʫ ʩʝʪʷʤʠ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. ERSPAN ʠʥʢʘʧʩʫʣʠʨʫʝʪ ʚʩʝ 
ʧʘʢʝʪʳ SPAN ʚ ʧʘʢʝʪʳ IP ʯʝʨʝʟ ʪʫʥʥʝʣʴ GRE ʠ ʥʘʧʨʘʚʣʷʝʪ ʠʭ ʥʘ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ 
ʫʩʪʨʦʡʩʪʚʘ RSPAN. ERSPAN ʤʦʞʝʪ ʦʪʩʣʝʞʠʚʘʪʴ ʚʭʦʜʷʱʠʝ, ʠʩʭʦʜʷʱʠʝ ʠ 
ʜʚʫʥʘʧʨʘʚʣʝʥʥʳʝ ʧʘʢʝʪʳ ʦʜʥʦʛʦ ʠʣʠ ʥʝʩʢʦʣʴʢʠʭ ʧʦʨʪʦʚ. ʊʘʢʠʝ ʧʦʨʪʳ, ʢʘʢ ʢʦʤʤʫʪʠʨʫʝʤʳʡ 
ʧʦʨʪ, ʤʘʨʰʨʫʪʠʟʠʨʫʝʤʳʡ ʧʦʨʪ ʠ ʘʛʨʝʛʠʨʫʝʤʳʡ ʧʦʨʪ (AP), ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʚ ʢʘʯʝʩʪʚʝ 
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ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʜʣʷ ʩʝʘʥʩʘ ERSPAN. ʂʦʤʤʫʪʘʪʦʨ ʥʝ ʟʘʪʨʘʛʠʚʘʝʪʩʷ ʧʦʩʣʝ ʜʦʙʘʚʣʝʥʠʷ 
ʧʦʨʪʘ ʚ ʩʝʘʥʩ ERSPAN. 

ʀʩʭʦʜʥʳʡ ʧʦʨʪ 

ʀʩʭʦʜʥʳʡ ʧʦʨʪ ʪʘʢʞʝ ʥʘʟʳʚʘʝʪʩʷ ʢʦʥʪʨʦʣʠʨʫʝʤʳʤ ʧʦʨʪʦʤ. ɺ ʩʝʘʥʩʝ ERSPAN ʧʦʪʦʢʠ 
ʜʘʥʥʳʭ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʜʣʷ ʩʝʪʝʚʦʛʦ ʘʥʘʣʠʟʘ ʠ ʫʩʪʨʘʥʝʥʠʷ ʥʝʧʦʣʘʜʦʢ. ɺ 
ʨʘʤʢʘʭ ʦʜʥʦʛʦ ʩʝʘʥʩʘ ERSPAN ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʦʪʩʣʝʞʠʚʘʪʴ ʚʭʦʜʥʳʝ, ʚʳʭʦʜʥʳʝ ʠ 
ʜʚʫʥʘʧʨʘʚʣʝʥʥʳʝ ʧʦʪʦʢʠ ʜʘʥʥʳʭ, ʘ ʢʦʣʠʯʝʩʪʚʦ ʠʩʭʦʜʥʳʭ ʧʦʨʪʦʚ ʥʝ ʦʛʨʘʥʠʯʝʥʦ. ʀʩʭʦʜʥʳʡ 
ʧʦʨʪ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʦʩʦʙʝʥʥʦʩʪʠ: 

¶ ʀʩʭʦʜʥʳʡ ʧʦʨʪ ʤʦʞʝʪ ʙʳʪʴ ʢʦʤʤʫʪʠʨʫʝʤʳʤ ʧʦʨʪʦʤ, ʤʘʨʰʨʫʪʠʟʠʨʫʝʤʳʤ ʧʦʨʪʦʤ 
ʠʣʠ ʘʛʨʝʛʠʨʫʝʤʳʤ ʧʦʨʪʦʤ. 

¶ ʆʥ ʧʦʜʜʝʨʞʠʚʘʝʪ ʟʝʨʢʘʣʠʨʦʚʘʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʠʩʭʦʜʥʳʭ ʧʦʨʪʦʚ ʥʘ ʠʩʭʦʜʥʦʤ 
ʫʩʪʨʦʡʩʪʚʝ ʥʘ ʥʘʟʥʘʯʝʥʥʳʝ ʚʳʭʦʜʥʳʝ ʧʦʨʪʳ. 

¶ ʀʩʭʦʜʥʳʡ ʧʦʨʪ ʠ ʚʳʭʦʜʥʦʡ ʧʦʨʪ ʥʝ ʤʦʛʫʪ ʙʳʪʴ ʥʘ ʦʜʥʦʤ ʠ ʪʦʤ ʞʝ ʧʦʨʪʫ; ʢʦʛʜʘ 
ʠʩʭʦʜʥʳʡ ʧʦʨʪ SPAN ʷʚʣʷʝʪʩʷ ʠʥʪʝʨʬʝʡʩʦʤ ʫʨʦʚʥʷ 3, ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʧʘʢʝʪʳ 
ʫʨʦʚʥʷ 2 ʠ ʫʨʦʚʥʷ 3. 

¶ ʂʦʛʜʘ ʥʝʩʢʦʣʴʢʦ ʧʦʨʪʦʚ ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʚ ʜʚʫʭ ʥʘʧʨʘʚʣʝʥʠʷʭ, ʧʘʢʝʪ ʚʚʦʜʠʪʩʷ ʩ 
ʦʜʥʦʛʦ ʧʦʨʪʘ ʠ ʚʳʚʦʜʠʪʩʷ ʩ ʜʨʫʛʦʛʦ. ʊʘʢʦʡ ʤʦʥʠʪʦʨʠʥʛ ʩʯʠʪʘʝʪʩʷ ʢʦʨʨʝʢʪʥʳʤ, 
ʝʩʣʠ ʢʦʥʪʨʦʣʠʨʫʝʪʩʷ ʪʦʣʴʢʦ ʦʜʠʥ ʧʘʢʝʪ. 

¶ ʂʦʛʜʘ ʩʪʘʪʫʩ ʚʢʣʶʯʝʥʥʦʛʦ STP-ʧʦʨʪʘ ʥʘʭʦʜʠʪʩʷ ʚ ʩʦʩʪʦʷʥʠʠ ʙʣʦʢʠʨʦʚʢʠ, 
ʚʭʦʜʷʱʠʝ ʠ ʠʩʭʦʜʷʱʠʝ ʧʘʢʝʪʳ ʥʘ ʧʦʨʪʫ ʤʦʞʥʦ ʦʪʩʣʝʞʠʚʘʪʴ. 

¶ ʀʩʭʦʜʥʳʡ ʧʦʨʪ ʠ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʤʦʛʫʪ ʧʨʠʥʘʜʣʝʞʘʪʴ ʦʜʥʦʡ ʠ ʪʦʡ ʞʝ VLAN ʠʣʠ 
ʨʘʟʥʳʤ VLAN. 

6.4.2. ʆʙʟʦʨ 

ʆʩʦʙʝʥʥʦʩʪʴ ʆʧʠʩʘʥʠʝ 

ERSPAN ʅʘʩʪʨʘʠʚʘʝʪ SPAN ʥʘ ʨʘʟʥʳʝ ʠʥʪʝʨʥʝʪ-ʧʦʨʪʳ 

6.4.3. ERSPAN 

ʀʥʢʘʧʩʫʣʠʨʦʚʘʥʥʳʡ ERSPAN ʷʚʣʷʝʪʩʷ ʨʘʩʰʠʨʝʥʠʝʤ RSPAN. ʇʘʢʝʪʳ ʜʘʥʥʳʭ SPAN 
ʦʙʱʠʭ RSPAN ʤʦʛʫʪ ʧʝʨʝʜʘʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʧʨʝʜʝʣʘʭ ʫʨʦʚʥʷ 2 ʠ ʥʝ ʤʦʛʫʪ ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ 
ʩʝʪʠ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. ʆʜʥʘʢʦ ERSPAN ʤʦʞʝʪ ʧʝʨʝʜʘʚʘʪʴ ʧʘʢʝʪʳ SPAN ʤʝʞʜʫ ʩʝʪʷʤʠ 
ʤʘʨʰʨʫʪʠʟʘʮʠʠ. 

6.4.3.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ɺʩʝ mirrored-ʧʘʢʝʪʳ ʠʥʢʘʧʩʫʣʠʨʫʶʪʩʷ ʚ IP-ʧʘʢʝʪʳ ʯʝʨʝʟ ʪʫʥʥʝʣʴ GRE ʠ ʥʘʧʨʘʚʣʷʶʪʩʷ ʥʘ 
ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ RSPAN. 

ʅʘʩʪʨʦʡʢʘ ʩʝʘʥʩʘ ERSPAN 

ʅʘʩʪʨʦʡʪʝ ERSPAN ʢʦʤʤʫʪʘʪʦʨʘ ʠ ʨʘʟʣʠʯʘʡʪʝ ʘʪʨʠʙʫʪʳ ʢʦʤʤʫʪʘʪʦʨʘ ERSPAN 
ʫʩʪʨʦʡʩʪʚʘ. ɺʘʤ ʥʝʦʙʭʦʜʠʤʦ ʥʘʟʥʘʯʠʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ ERSPAN ʠ ʚʦʡʪʠ ʚ ʨʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ERSPAN ʧʦʩʣʝ ʫʩʧʝʰʥʦʡ ʥʘʩʪʨʦʡʢʠ. 

ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ 

ʇʦʩʣʝ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ERSPAN ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʠʩʭʦʜʥʳʡ ʧʦʨʪ, 
ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʠʩʭʦʜʥʳʡ ʧʦʨʪ SPAN, ʠ ʦʧʨʝʜʝʣʠʪʴ ʥʘʧʨʘʚʣʝʥʠʝ ʧʦʪʦʢʦʚ ʜʘʥʥʳʭ SPAN 
ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʢʦʥʬʠʛʫʨʘʮʠʷʤʠ ʥʘʧʨʘʚʣʝʥʠʷ SPAN. 
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ɺʢʣʶʯʝʥʠʝ ʩʝʘʥʩʘ ERSAN 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʢʣʶʯʝʥʠʝ ʩʝʘʥʩʘ ERSPAN ʦʟʥʘʯʘʝʪ ʚʢʣʶʯʝʥʠʝ ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ ERSPAN. 
ɺʩʪʫʧʘʶʪ ʚ ʩʠʣʫ ʪʦʣʴʢʦ ʚʢʣʶʯʝʥʥʳʝ ʩʝʘʥʩʳ ERSPAN. 

ʀʥʢʘʧʩʫʣʷʮʠʷ ʠʩʭʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ 

ʀʥʢʘʧʩʫʣʷʮʠʷ ʠʩʭʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʩʭʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ 
ʠʥʢʘʧʩʫʣʠʨʦʚʘʥʥʦʛʦ ʧʘʢʝʪʘ GRE. 

ʀʥʢʘʧʩʫʣʷʮʠʷ IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ 

ʀʥʢʘʧʩʫʣʷʮʠʷ IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʥʘʩʪʨʦʡʢʠ IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ 
ʠʥʢʘʧʩʫʣʠʨʦʚʘʥʥʦʛʦ ʧʘʢʝʪʘ GRE ʠ ʦʙʝʩʧʝʯʝʥʠʷ ʥʦʨʤʘʣʴʥʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʧʘʢʝʪʦʚ 
SPAN ʚ ʩʝʪʠ. 

ʀʥʢʘʧʩʫʣʷʮʠʷ IP TTL/DSCP 

ʀʥʢʘʧʩʫʣʠʨʫʡʪʝ ʟʥʘʯʝʥʠʷ ʚʨʝʤʝʥʠ ʞʠʟʥʠ (TTL) ʠ ʪʦʯʢʠ ʢʦʜʘ ʜʠʬʬʝʨʝʥʮʠʨʦʚʘʥʥʳʭ ʫʩʣʫʛ 
(DSCP) IP-ʧʘʢʝʪʦʚ. 

ʅʘʩʪʨʦʡʢʘ ʨʝʞʠʤʘ ʟʘʭʚʘʪʘ 

ʅʘʩʪʨʦʡʪʝ ʨʝʞʠʤ ʟʘʭʚʘʪʘ (ʟʝʨʢʘʣʠʨʦʚʘʪʴ ʣʠ ʚʝʩʴ ʧʘʢʝʪ ʠʣʠ ʙʘʡʪʳ ʟʘʛʦʣʦʚʢʘ ʠʩʭʦʜʥʦʛʦ 
ʧʘʢʝʪʘ). 

ʅʘʩʪʨʦʡʢʘ ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ 

ʅʘʩʪʨʦʡʪʝ ʯʘʩʪʦʪʫ ʚʳʙʦʨʢʠ (ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ ʜʣʷ ʦʜʥʦʡ ʦʧʝʨʘʮʠʠ mirroring) ʜʣʷ 
ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ ʥʘ ʠʩʭʦʜʥʦʤ ʧʦʨʪʫ. 

vrf vrf-name 

ʋʢʘʟʳʚʘʝʪ ʠʤʷ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. ʈʘʟʣʠʯʥʳʝ ʟʥʘʯʝʥʠʷ ʚʠʨʪʫʘʣʴʥʦʡ 
ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʤʦʛʫʪ ʠʤʝʪʴ ʨʘʟʥʳʝ ʠʩʭʦʜʳ ʜʣʷ ʦʜʥʦʛʦ ʠ ʪʦʛʦ ʞʝ IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ. 

6.4.3.2. ʉʚʷʟʘʥʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

ʇʦ ʫʤʦʣʯʘʥʠʶ SPAN ʦʪʢʣʶʯʝʥ. ʆʥ ʚʢʣʶʯʘʝʪʩʷ ʪʦʣʴʢʦ ʧʦʩʣʝ ʩʦʟʜʘʥʠʷ ʩʝʘʥʩʘ ʠ ʥʘʩʪʨʦʡʢʠ 
ʧʦʨʪʘ SPAN ʠʩʪʦʯʥʠʢʘ, ʠʩʭʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ ʠ IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ. 

ʅʘʩʪʨʦʡʢʘ ʩʝʘʥʩʘ ERSPAN 

QTECH(config)# monitor session session_num erspan-source 

session_num: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ ʩʝʘʥʩʦʚ SPAN, ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘʤʠ ʩʝʘʥʩʦʚ SPAN, ʟʘʚʠʩʠʪ ʦʪ ʧʨʦʜʫʢʪʘ. 

ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ 

QTECH(config-mon-erspan-src)# source interface {single- interface | all } { [ rx | tx | both ] } 

single_interface: ʫʢʘʟʳʚʘʝʪ ʠʩʭʦʜʥʳʡ ʧʦʨʪ SPAN, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ. 

all: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʠʩʭʦʜʥʳʡ ʧʦʨʪ SPAN, ʧʦʜʣʝʞʘʱʠʡ ʥʘʩʪʨʦʡʢʝ, ʷʚʣʷʝʪʩʷ ʛʣʦʙʘʣʴʥʳʤ 

ʠʥʪʝʨʬʝʡʩʦʤ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʤ ʟʝʨʢʘʣʠʨʦʚʘʥʠʝ. 

rx: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʦʩʣʝ ʥʘʩʪʨʦʡʢʠ rx ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʪʦʣʴʢʦ ʧʘʢʝʪʳ, ʧʦʣʫʯʝʥʥʳʝ 

ʠʩʭʦʜʥʳʤ ʧʦʨʪʦʤ. 

tx: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʦʩʣʝ ʥʘʩʪʨʦʡʢʠ tx ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʪʦʣʴʢʦ ʧʘʢʝʪʳ, ʦʪʧʨʘʚʣʝʥʥʳʝ ʩ 
ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ. 

both: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ both ʥʘʩʪʨʦʝʥ, ʧʘʢʝʪʳ, ʦʪʧʨʘʚʣʝʥʥʳʝ ʠ ʧʦʣʫʯʝʥʥʳʝ 
ʠʩʭʦʜʥʳʤ ʧʦʨʪʦʤ, ʧʝʨʝʜʘʶʪʩʷ ʥʘ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ; ʪʦ ʝʩʪʴ both 
ʚʢʣʶʯʘʶʪ rx ʠ tx. ɽʩʣʠ ʥʠ rx, ʥʠ tx, ʥʠ both ʥʝ ʥʘʩʪʨʦʝʥʳ, both ʚʢʣʶʯʝʥʳ ʧʦ ʫʤʦʣʯʘʥʠʶ. 
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ʅʘʩʪʨʦʡʢʘ SPAN ʥʘ ʦʩʥʦʚʝ ʧʦʪʦʢʘ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʫʥʢʮʠʷ ʦʪʢʣʶʯʝʥʘ. ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ QTECH(config-mon-erspan-src)# 
source interface interface-id rx acl acl-name {sample}, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ SPAN ʥʘ ʦʩʥʦʚʝ 

ʧʦʪʦʢʦʚ ʠ ʯʘʩʪʦʪ rʚʳʙʦʨʢʠ (ʆʧʮʠʦʥʘʣʴʥʦ). 

ɺʢʣʶʯʝʥʠʝ ʩʝʘʥʩʘ ERSAN 

QTECH (config-mon-erspan-src)# shutdown 

ʕʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ ERSPAN. (ʇʦ ʫʤʦʣʯʘʥʠʶ) 
ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ no shutdown, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʟʝʨʢʘʣʠʨʦʚʘʥʠʝ ERSPAN. 

ʀʥʢʘʧʩʫʣʷʮʠʷ IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ 

QTECH(config-mon-erspan-src)# destination ip address ip-address 

ip-address: ʠʥʢʘʧʩʫʣʠʨʫʝʪ IP-ʘʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ. 

ʀʥʢʘʧʩʫʣʷʮʠʷ ʠʩʭʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ 

QTECH(config-mon-erspan-src)# origin ip address ip-address 

ip-address: ʠʥʢʘʧʩʫʣʠʨʫʝʪ ʠʩʭʦʜʥʳʡ IP-ʘʜʨʝʩ. 

ʀʥʢʘʧʩʫʣʷʮʠʷ IP TTL 

QTECH(config-mon-erspan-src)# ip ttl ttl_value 

ttl_value: ʥʘʩʪʨʘʠʚʘʝʪ ʟʥʘʯʝʥʠʝ TTL ʠʥʢʘʧʩʫʣʠʨʦʚʘʥʥʦʛʦ IP-ʘʜʨʝʩʘ. ɿʥʘʯʝʥʠʝ TTL 
ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 0 ʜʦ 255, ʘ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ð 64. 

ʀʥʢʘʧʩʫʣʷʮʠʷ IP DSCP 

QTECH(config-mon-erspan-src)# ip dscp dscp_value 

dscp_value: ʥʘʩʪʨʘʠʚʘʝʪ ʟʥʘʯʝʥʠʝ DSCP ʜʣʷ ʠʥʢʘʧʩʫʣʠʨʦʚʘʥʥʦʛʦ IP-ʘʜʨʝʩʘ. ɿʥʘʯʝʥʠʝ 
DSCP ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 0 ʜʦ 63, ʘ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʨʘʚʥʦ 0. ʌʫʥʢʮʠʷ 
ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ ʪʦʣʴʢʦ ʧʦʩʣʝ ʥʘʩʪʨʦʡʢʠ ʜʦʚʝʨʠʷ DSCP ʥʘ ʠʩʭʦʜʥʦʤ ʧʦʨʪʫ SPAN. 

ʅʘʩʪʨʦʡʢʘ ʨʝʞʠʤʘ ʟʘʭʚʘʪʘ 

QTECH(config-mon-erspan-src)# capture-mode [ all | truncate ] 

all: ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʫʢʘʟʳʚʘʶʱʝʝ, ʯʪʦ ʟʝʨʢʘʣʠʨʫʝʪʩʷ ʚʝʩʴ ʠʩʭʦʜʥʳʡ ʧʘʢʝʪ. 

truncate: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʙʘʡʪ ʟʘʛʦʣʦʚʢʘ ʠʩʭʦʜʥʦʛʦ ʧʘʢʝʪʘ ʟʝʨʢʘʣʴʥʦ ʦʪʨʘʞʝʥ. ʂʦʥʢʨʝʪʥʦʝ 
ʢʦʣʠʯʝʩʪʚʦ ʙʘʡʪʦʚ ʟʘʛʦʣʦʚʢʘ, ʧʦʜʣʝʞʘʱʠʭ ʟʝʨʢʘʣʠʨʦʚʘʥʠʶ, ʦʧʨʝʜʝʣʷʝʪʩʷ ʯʠʧʦʤ 
ʧʨʦʜʫʢʪʘ. 

ʅʘʩʪʨʦʡʢʘ ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ 

QTECH(config-mon-erspan-src)# sampling-rate rate 

rate: ʫʢʘʟʳʚʘʝʪ ʟʥʘʯʝʥʠʝ ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 1000000. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ 

ʯʘʩʪʦʪʘ ʚʳʙʦʨʢʠ ʨʘʚʥʘ 100, ʦʜʠʥ ʧʘʢʝʪ ʚʳʙʠʨʘʝʪʩʷ ʠʟ 100 ʧʘʢʝʪʦʚ, ʪʦ ʝʩʪʴ ʢʦʵʬʬʠʮʠʝʥʪ 
ʚr ʙʦʨʢʠ ʩʦʩʪʘʚʣʷʝʪ 100:1. ʏʘʩʪʦʪʘ ʚʳʙʦʨʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʦʩʪʘʚʣʷʝʪ 1:1, ʪʦ ʝʩʪʴ ʚʳʙʦʨʢʘ 
ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʠʟ ʢʘʞʜʦʛʦ ʧʘʢʝʪʘ. 

ʕʪʘ ʬʫʥʢʮʠʷ ʜʝʡʩʪʚʠʪʝʣʴʥʘ ʪʦʣʴʢʦ ʪʦʛʜʘ, ʢʦʛʜʘ ʯʘʩʪʦʪʘ ʚʳʙʦʨʢʠ ʥʘʩʪʨʦʝʥʘ ʥʘ ʠʩʭʦʜʥʦʤ 
ʧʦʨʪʫ SPAN. 

ʀʥʢʘʧʩʫʣʷʮʠʷ vrf vrf-name 

QTECH(config-mon-erspan-src)# vrf vrf-name 

vrf-name: ʫʢʘʟʳʚʘʝʪ ʠʤʷ VRF (ʵʢʟʝʤʧʣʷʨʘ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʠ ʧʝʨʝʩʳʣʢʠ VPN). 
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ʇʈʀʄɽʏɸʅʀɽ: ʚʦ ʚʨʝʤʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʩʣʝʜʫʶʱʠʝ ʧʨʦʙʣʝʤʳ: 

¶ ʇʦʜʪʚʝʨʜʠʪʝ ʧʦʜʢʣʶʯʝʥʠʝ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʫʨʦʚʥʷ 3 ʦʪ ʢʦʤʤʫʪʘʪʦʨʘ-ʠʩʪʦʯʥʠʢʘ ʢ 
ʢʦʤʤʫʪʘʪʦʨʫ-ʘʜʨʝʩʘʪʫ. 

¶ ERSPAN ʥʝʜʦʩʪʫʧʝʥ, ʝʩʣʠ ʠʩʭʦʜʥʳʡ ʧʦʨʪ ʦʪʢʣʶʯʝʥ. 

¶ ɽʩʣʠ ʠʩʭʦʜʥʳʡ ʧʦʨʪ ʠʣʠ ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʜʦʙʘʚʣʷʶʪʩʷ ʢ AP, ʠʩʭʦʜʥʳʡ ʧʦʨʪ ʠʣʠ 
ʧʦʨʪ ʥʘʟʥʘʯʝʥʠʷ ʚʳʭʦʜʠʪ ʠʟ ʩʝʘʥʩʘ ERSPAN. 

¶ ʀʟ-ʟʘ ʨʘʟʣʠʯʠʡ ʧʨʦʜʫʢʪʦʚ ʥʝ ʚʩʝ ʧʨʦʜʫʢʪʳ ʧʦʜʜʝʨʞʠʚʘʶʪ ʚʩʝ ʧʘʨʘʤʝʪʨʳ 
ʚʳʰʝʫʧʦʤʷʥʫʪʳʭ ʢʦʤʘʥʜ. 

6.5. ʂʦʥʬʠʛʫʨʘʮʠʷ 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

ʅʘʩʪʨʦʡʢʘ 
ʦʩʥʦʚʥʳʭ 
ʬʫʥʢʮʠʡ 
ERSPAN 

(ʆʙʷʟʘʪʝʣʴʥʳʡ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ 
ERSPAN 

monitor session 
erspan_source_session_num
ber erspan-source 

ʅʘʩʪʨʘʠʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ 
ERSPAN ʠ ʚʭʦʜʠʪ ʚ ʨʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʩʭʦʜʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ 
ERSPAN 

source interface {single- 
interface | all } {[ rx | tx | both 

]} 

ʉʚʷʟʳʚʘʝʪ ʠʩʭʦʜʥʳʡ ʧʦʨʪ ERSPAN ʠ 
ʚʳʙʠʨʘʝʪ ʥʘʧʨʘʚʣʝʥʠʝ SPAN 

source interface { single-
interface | all } rx acl acl-name 
[ sample ] 

ʅʘʩʪʨʘʠʚʘʝʪ ʠʩʪʦʯʥʠʢ SPAN ʥʘ 
ʦʩʥʦʚʝ ʧʦʪʦʢʘ ʜʣʷ ERSPAN ʠ 
ʚʢʣʶʯʘʝʪ ʚʳʙʦʨʢʫ 

shutdown ʆʪʢʣʶʯʘʝʪ ʟʝʨʢʘʣʠʨʦʚʘʥʠʝ ERSPAN 

destination ip address 
ip_address 

ʅʘʩʪʨʘʠʚʘʝʪ IP-ʘʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ ʜʣʷ 
ʧʦʪʦʢʘ ERSPAN. ɸʜʨʝʩ ʜʦʣʞʝʥ ʙʳʪʴ 
ʘʜʨʝʩʦʤ ʠʥʪʝʨʬʝʡʩʘ ʮʝʣʝʚʦʛʦ 
ʫʩʪʨʦʡʩʪʚʘ 

original ip address 
ip_address 

ʅʘʩʪʨʘʠʚʘʝʪ ʠʥʢʘʧʩʫʣʠʨʦʚʘʥʥʳʡ 
ʠʩʭʦʜʥʳʡ IP-ʘʜʨʝʩ ʜʣʷ ERSPAN 

ip ttl ttl_value (ʆʧʮʠʦʥʘʣʴʥʦ) ʅʘʩʪʨʘʠʚʘʝʪ ʟʥʘʯʝʥʠʝ 
TTL ʠʥʢʘʧʩʫʣʠʨʦʚʘʥʥʦʛʦ IP-ʘʜʨʝʩʘ 
ʜʣʷ ERSPAN 
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ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

ʅʘʩʪʨʦʡʢʘ 
ʦʩʥʦʚʥʳʭ 
ʬʫʥʢʮʠʡ 
ERSPAN 

ip dscp dscp_value (ʆʧʮʠʦʥʘʣʴʥʦ) ʅʘʩʪʨʘʠʚʘʝʪ ʟʥʘʯʝʥʠʝ 
ʧʦʣʷ DSCP ʠʥʢʘʧʩʫʣʠʨʦʚʘʥʥʦʛʦ 
IP-ʘʜʨʝʩʘ ʜʣʷ ERSPAN 

capture-mode [ all | truncate 
] 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʅʘʩʪʨʘʠʚʘʝʪ ʨʝʞʠʤ 
ʟʘʭʚʘʪʘ ʜʣʷ ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ 
ʠʩʭʦʜʥʦʛʦ ʧʘʢʝʪʘ 

sampling-rate rate (ʆʧʮʠʦʥʘʣʴʥʦ) ʅʘʩʪʨʘʠʚʘʝʪ ʯʘʩʪʦʪʫ 
ʚʳʙʦʨʢʠ ʜʣʷ ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ 

vrf vrf_name (ʆʧʮʠʦʥʘʣʴʥʦ) ʅʘʩʪʨʘʠʚʘʝʪ ʠʤʷ VRF 

6.5.1. ʅʘʩʪʨʦʡʢʘ ʦʩʥʦʚʥʳʭ ʬʫʥʢʮʠʡ ERSPAN 

6.5.1.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

¶ RSPAN ʧʦʟʚʦʣʷʝʪ ʩʝʪʝʚʦʤʫ ʘʥʘʣʠʟʘʪʦʨʫ ʦʪʩʣʝʞʠʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

¶ ʋʩʪʨʦʡʩʪʚʘ ʤʦʛʫʪ ʥʦʨʤʘʣʴʥʦ ʦʙʤʝʥʠʚʘʪʴʩʷ ʜʘʥʥʳʤʠ ʜʨʫʛ ʩ ʜʨʫʛʦʤ. 

6.5.1.2. ʇʨʠʤʝʯʘʥʠʷ 

¶ ɽʩʣʠ ʠʩʭʦʜʥʳʡ ʧʦʨʪ ʜʦʙʘʚʣʷʝʪʩʷ ʢ AP, ʠʩʭʦʜʥʳʡ ʧʦʨʪ ʚʳʭʦʜʠʪ ʠʟ ʩʝʘʥʩʘ ERSPAN. 

¶ ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʫʨʦʚʥʷ 3 ʦʪ ʢʦʤʤʫʪʘʪʦʨʘ-ʠʩʪʦʯʥʠʢʘ ʢ 
ʢʦʤʤʫʪʘʪʦʨʫ-ʘʜʨʝʩʘʪʫ. 

6.5.1.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

¶ ʉʝʩʩʠʷ ERSPAN. 

¶ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ, ʥʘʩʪʨʦʝʥʥʳʡ ʩ ʣʦʢʘʣʴʥʳʤ SPAN ʠʣʠ RSPAN, ʥʝ ʤʦʞʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʩʝʘʥʩʘ ERSPAN. ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ERSPAN ʧʦʩʣʝ ʥʘʩʪʨʦʡʢʠ. 

ʀʩʭʦʜʥʳʡ ʧʦʨʪ 

¶ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ERSPAN. ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʅʘʧʨʘʚʣʝʥʠʝ SPAN ʤʦʞʥʦ ʚʳʙʨʘʪʴ ʚʦ ʚʨʝʤʷ ʥʘʩʪʨʦʡʢʠ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ SPAN. 
ʅʘʧʨʘʚʣʝʥʠʝ both ʧʦ ʫʤʦʣʯʘʥʠʶ; ʪʦ ʝʩʪʴ ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʢʘʢ ʧʨʠʝʤ, ʪʘʢ ʠ 

ʧʝʨʝʜʘʯʘ ʧʘʢʝʪʦʚ. 

ɺʢʣʶʯʝʥʠʝ ʩʝʘʥʩʘ ERSPAN 

¶ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ERSPAN. ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʢʣʶʯʝʥʠʝ ʩʝʘʥʩʘ ERSPAN ʦʟʥʘʯʘʝʪ ʚʢʣʶʯʝʥʠʝ ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ 
ERSPAN. ɺʩʪʫʧʘʶʪ ʚ ʩʠʣʫ ʪʦʣʴʢʦ ʚʢʣʶʯʝʥʥʳʝ ʩʝʘʥʩʳ ERSPAN. 

ʀʥʢʘʧʩʫʣʷʮʠʷ ʠʩʭʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ 

¶ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ERSPAN.ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʥʢʘʧʩʫʣʷʮʠʠ ʠʩʭʦʜʥʳʭ IP-ʘʜʨʝʩʦʚ ʧʘʢʝʪʦʚ SPAN. 
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ʀʥʢʘʧʩʫʣʷʮʠʷ IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ 

¶ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ERSPAN. ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʥʢʘʧʩʫʣʷʮʠʠ IP-ʘʜʨʝʩʦʚ ʥʘʟʥʘʯʝʥʠʷ ʧʘʢʝʪʦʚ SPAN. 

ʀʥʢʘʧʩʫʣʷʮʠʷ IP TTL/DSCP 

¶ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ERSPAN. ʆʧʮʠʦʥʘʣʴʥʳʡ. 

¶ ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʥʢʘʧʩʫʣʷʮʠʠ ʟʥʘʯʝʥʠʡ DSCP IP-ʧʘʢʝʪʦʚ SPAN. 

ʅʘʩʪʨʦʡʢʘ ʨʝʞʠʤʘ ʟʘʭʚʘʪʘ 

¶ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ERSPAN. ʆʧʮʠʦʥʘʣʴʥʳʡ. 

¶ ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʨʝʞʠʤʘ ʟʘʭʚʘʪʘ ʜʣʷ ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ ʠʩʭʦʜʥʦʛʦ 
ʧʘʢʝʪʘ. 

ʅʘʩʪʨʦʡʢʘ ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ 

¶ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ERSPAN. ʆʧʮʠʦʥʘʣʴʥʳʡ. 

¶ ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ ʜʣʷ ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ. 

vrf vrf-name 

¶ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʆʧʮʠʦʥʘʣʴʥʳʡ. 

¶ ʆʥ ʫʢʘʟʳʚʘʝʪ ʠʤʷ VRF. VRF ʜʦʣʞʝʥ ʩʫʱʝʩʪʚʦʚʘʪʴ. 

6.5.1.4. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show monitor ʠʣʠ ʢʦʤʘʥʜʫ show running, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ 
ʢʦʥʬʠʛʫʨʘʮʠʶ SPAN. ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʧʨʦʚʝʩʪʠ ʘʥʘʣʠʟ ʟʘʭʚʘʪʘ ʧʘʢʝʪʦʚ ʥʘ ʮʝʣʝʚʦʤ ʧʦʨʪʫ 
SPAN ʠ ʧʨʦʚʝʨʠʪʴ, ʜʝʡʩʪʚʫʝʪ ʣʠ SPAN ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʭʚʘʯʝʥʥʳʤʠ ʧʘʢʝʪʘʤʠ. 

6.5.1.5. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʅʘʩʪʨʦʡʢʘ ʩʝʘʥʩʘ ERSPAN 

ʂʦʤʘʥʜʘ monitor session session_number erspan-source 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

session_number: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ SPAN 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʧʦʨʪʘ 

ʂʦʤʘʥʜʘ source interface { single-interface | all } {[ rx | tx | both ]} 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

single-interface: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ SPAN. 

all: ʫʢʘʟʳʚʘʝʪ ʛʣʦʙʘʣʴʥʳʝ ʠʥʪʝʨʬʝʡʩʳ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʝ 

ʟʝʨʢʘʣʠʨʦʚʘʥʠʝ. 

both: ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʣʝʞʠʚʘʝʪ ʢʘʢ ʚʭʦʜʷʱʠʝ, ʪʘʢ ʠ ʠʩʭʦʜʷʱʠʝ 

ʧʘʢʝʪʳ 

rx: ʦʪʩʣʝʞʠʚʘʝʪ ʪʦʣʴʢʦ ʚʭʦʜʷʱʠʝ ʧʘʢʝʪʳ. 

tx: ʦʪʩʣʝʞʠʚʘʝʪ ʪʦʣʴʢʦ ʠʩʭʦʜʷʱʠʝ ʧʘʢʝʪʳ 
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ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʩʝʘʥʩʘ ERSPAN 

ʅʘʩʪʨʦʡʢʘ SPAN ʥʘ ʦʩʥʦʚʝ ʧʦʪʦʢʘ 

ʂʦʤʘʥʜʘ source interface { single-interface | all } rx acl acl-name sample 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

single-interface: ʫʢʘʟʳʚʘʝʪ ʠʤʷ ʠʥʪʝʨʬʝʡʩʘ. 

all: ʫʢʘʟʳʚʘʝʪ ʛʣʦʙʘʣʴʥʳʝ ʠʥʪʝʨʬʝʡʩʳ, ʢʦʪʦʨʳʝ ʧʦʜʜʝʨʞʠʚʘʶʪ 
ʟʝʨʢʘʣʠʨʦʚʘʥʠʝ. 

acl-name: ʫʢʘʟʳʚʘʝʪ ʠʤʷ ACL. 

sample: ʫʢʘʟʳʚʘʝʪ, ʚʢʣʶʯʝʥʘ ʣʠ ʚʳʙʦʨʢʘ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʩʝʘʥʩʘ ERSPAN 

ɺʢʣʶʯʝʥʠʝ ʩʝʘʥʩʘ ERSAN 

ʂʦʤʘʥʜʘ shutdown 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʩʝʘʥʩʘ ERSPAN 

ʀʥʢʘʧʩʫʣʷʮʠʷ ʠʩʭʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ 

ʂʦʤʘʥʜʘ original ip address ip_address 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ip_address: ʫʢʘʟʳʚʘʝʪ ʠʩʭʦʜʥʳʡ IP-ʘʜʨʝʩ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ 
ʠʥʢʘʧʩʫʣʠʨʦʚʘʪʴ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʩʝʘʥʩʘ ERSPAN 

ʀʥʢʘʧʩʫʣʠʨʫʝʪ IP-ʘʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ 

ʂʦʤʘʥʜʘ destination ip address ip_address 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ip_address: ʫʢʘʟʳʚʘʝʪ IP-ʘʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ ʜʣʷ ʠʥʢʘʧʩʫʣʷʮʠʠ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʩʝʘʥʩʘ ERSPAN 

ʅʘʩʪʨʦʡʢʘ ʨʝʞʠʤʘ ʟʘʭʚʘʪʘ 

ʂʦʤʘʥʜʘ capture-mode [ all | truncate ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

all: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚʝʩʴ ʠʩʭʦʜʥʳʡ ʧʘʢʝʪ ʟʝʨʢʘʣʠʨʦʚʘʥ. 

truncate: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʙʘʡʪ ʟʘʛʦʣʦʚʢʘ ʠʩʭʦʜʥʦʛʦ ʧʘʢʝʪʘ 

ʟʝʨʢʘʣʠʨʦʚʘʥ. ʂʦʥʢʨʝʪʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʙʘʡʪʦʚ ʟʘʛʦʣʦʚʢʘ, ʧʦʜʣʝʞʘʱʠʭ 
ʟʝʨʢʘʣʠʨʦʚʘʥʠʶ, ʦʧʨʝʜʝʣʷʝʪʩʷ ʯʠʧʦʤ ʧʨʦʜʫʢʪʘ 
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ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʩʝʘʥʩʘ ERSPAN 

ʅʘʩʪʨʦʡʢʘ ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ 

ʂʦʤʘʥʜʘ sampling-rate rate 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

rate: ʫʢʘʟʳʚʘʝʪ ʪʨʝʙʫʝʤʫʶ ʯʘʩʪʦʪʫ ʚʳʙʦʨʢʠ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʩʝʘʥʩʘ ERSPAN 

ʀʥʢʘʧʩʫʣʷʮʠʷ IP TTL 

ʂʦʤʘʥʜʘ ip ttl ttl_value 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ttl_value: ʥʘʩʪʨʘʠʚʘʝʪ ʟʥʘʯʝʥʠʝ TTL ʠʥʢʘʧʩʫʣʠʨʦʚʘʥʥʦʛʦ IP-ʘʜʨʝʩʘ ʜʣʷ 
ERSPAN. ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 1 ʜʦ 255 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʩʝʘʥʩʘ ERSPAN 

ʀʥʢʘʧʩʫʣʷʮʠʷ DSCP 

ʂʦʤʘʥʜʘ ip dscp dscp_value 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

dscp_value: ʥʘʩʪʨʘʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʦʣʷ DSCP ʠʥʢʘʧʩʫʣʠʨʦʚʘʥʥʦʛʦ 
IP-ʘʜʨʝʩʘ ʜʣʷ ERSPAN. ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 0 ʜʦ 64 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʩʝʘʥʩʘ ERSPAN 

ʅʘʩʪʨʦʡʢʘ VRF vrf-name 

ʂʦʤʘʥʜʘ vrf vrf-name 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

vrf-name: ʫʢʘʟʳʚʘʝʪ ʠʤʷ VRF 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʩʝʘʥʩʘ ERSPAN 
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6.5.1.6. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʠʞʝ ʚ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʘ ʠʩʧʦʣʴʟʫʝʪʩʷ SPAN. 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 6-3. 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʈʠʩʫʥʢʝ 6-3, ʥʘ ʢʦʤʤʫʪʘʪʦʨʝ A ʩʦʟʜʘʡʪʝ ʩʝʘʥʩ ERSPAN 1 ʠ 
ʥʘʩʪʨʦʡʪʝ ʝʛʦ ʢʘʢ ʠʩʭʦʜʥʦʝ ʫʩʪʨʦʡʩʪʚʦ, ʘ Gi 0/1 ʥʘʩʪʨʦʡʪʝ ʢʘʢ ʠʩʭʦʜʥʳʡ ʧʦʨʪ 

 SwitchA(config)#monitor session 1 erspan -source 

SwtichA(config - mon-erspan- src)#source interface gigabitEthernet 0/1 both  

SwtichA(config - mon-erspan- src)#origin ip address 10.1.1.2 

SwtichA(config - mon-erspan- src)#destination ip address 12.1.1.2 

SwtichA(config - mon-erspan- src)#vrf vrf - name  

ʇʨʦʚʝʨʢʘ ʐʘʛ 1. ʇʨʦʚʝʨʴʪʝ ʢʦʥʬʠʛʫʨʘʮʠʶ ʫʩʪʨʦʡʩʪʚʘ 

 SwitchA#show running - config 

! 

monitor session 1 erspan-src 

source interface GigabitEthernet 0/1 both  

origin ip address 10.1.1.2 

destination ip address 12.1.1.2 
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vrf vrf - name  

 ʐʘʛ 2. ʇʨʦʚʝʨʴʪʝ ʠʥʬʦʨʤʘʮʠʶ ERSPAN ʫʩʪʨʦʡʩʪʚʘ. 

SwitchA#show monitor  

sess-num: 1 //ERSPAN Session 

span- type: ERSPAN_SOURCE //ERSPAN source device 

src- intf: //ERSPAN source port information  

GigabitEthernet 0/1 frame- type Both TX status: Inactive RX status: Inactive 

dest- intf: //ERPSAN output port information  

GigabitEthernet 0/2 

orgin ip address 10.1.1.2 

destination ip address 12.1.1.2 

destination capture mode all  

SwitchA#show monitor  

sess-num: 1 

span- type: ERSPAN_SOURCE 

src- intf: 

GigabitEthernet 0/1 frame- type Both TX status: Inactive RX status: Inactive 

dest- intf: 

GigabitEthernet 0/2 

orgin ip address 10.1.1.2 

destination ip address 12.1.1.2 

destination capture mode all  

ip ttl 64  

ip dscp 0 

sample rate 0  

vrf vrf - name 

6.5.1.7. ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʦʰʠʙʢʠ 

¶ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ ERSPAN, 
ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ RSPAN ʠʣʠ LOCAL SPAN. 

¶ ʉʙʦʡ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʫʨʦʚʥʷ 3 ʤʝʞʜʫ ʢʦʤʤʫʪʘʪʦʨʦʤ-ʠʩʪʦʯʥʠʢʦʤ 
ʠ ʢʦʤʤʫʪʘʪʦʨʦʤ-ʧʦʣʫʯʘʪʝʣʝʤ. 
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6.6. ʄʦʥʠʪʦʨʠʥʛ 

6.6.1. ʆʪʦʙʨʘʞʝʥʠʝ 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

ʆʪʦʙʨʘʞʘʝʪ ʚʩʝ ʩʝʘʥʩʳ SPAN ʚ 
ʩʠʩʪʝʤʝ 

show monitor 

ʆʪʦʙʨʘʞʘʝʪ ʦʧʨʝʜʝʣʝʥʥʳʝ ʩʝʘʥʩʳ 
SPAN 

show monitor session session-id 

6.6.2. ʆʪʣʘʜʢʘ 

ʇʈʀʄɽʏɸʅʀɽ: ʩʠʩʪʝʤʥʳʝ ʨʝʩʫʨʩʳ ʟʘʥʷʪʳ ʧʨʠ ʚʳʚʦʜʝ ʦʪʣʘʜʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʇʦʵʪʦʤʫ 

ʦʪʢʣʶʯʘʡʪʝ ʦʪʣʘʜʢʫ ʩʨʘʟʫ ʧʦʩʣʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

ɼʠʘʧʘʟʦʥ ʦʪʣʘʜʢʠ debug span 
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7. ʅɸʉʊʈʆʁʂɸ SFLOW 

7.1. ʆʙʟʦʨ 

sFlow ð ʵʪʦ ʪʝʭʥʦʣʦʛʠʷ ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʠ, ʩʦʚʤʝʩʪʥʦ ʨʘʟʨʘʙʦʪʘʥʥʘʷ InMon, HP ʠ 
FoundryNetworks ʚ 2001 ʛʦʜʫ. ʕʪʘ ʪʝʭʥʦʣʦʛʠʷ ʙʳʣʘ ʩʪʘʥʜʘʨʪʠʟʠʨʦʚʘʥʘ. ʆʥʘ ʤʦʞʝʪ 
ʦʙʝʩʧʝʯʠʪʴ ʧʦʣʥʳʝ ʧʦʪʦʢʠ ʪʨʘʬʠʢʘ ʦʪ ʫʨʦʚʥʷ 2 ʜʦ ʫʨʦʚʥʷ 4 ʠ ʧʨʠʤʝʥʠʤ ʜʣʷ ʘʥʘʣʠʟʘ 
ʪʨʘʬʠʢʘ ʚ ʦʯʝʥʴ ʙʦʣʴʰʦʡ ʩʝʪʠ. ʕʪʘ ʪʝʭʥʦʣʦʛʠʷ ʧʦʤʦʛʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʜʝʪʘʣʴʥʦ 
ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ, ʪʝʥʜʝʥʮʠʠ ʠ ʥʘʣʠʯʠʝ ʧʦʪʦʢʦʚ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ ʚ 
ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. 

sFlow ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʧʨʝʠʤʫʱʝʩʪʚʘ: 

¶ Accurate: sFlow ʧʦʜʜʝʨʞʠʚʘʝʪ ʪʦʯʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʪʨʘʬʠʢʘ ʚ ʛʠʛʘʙʠʪʥʦʡ ʩʝʪʠ ʠʣʠ 
ʩʝʪʠ ʩ ʙʦʣʝʝ ʚʳʩʦʢʦʡ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʴʶ. 

¶ Scalable: ʦʜʠʥ ʢʦʣʣʝʢʪʦʨ sFlow ʤʦʞʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʪʳʩʷʯʠ ʘʛʝʥʪʦʚ sFlow ʠ 
ʦʙʣʘʜʘʝʪ ʚʳʩʦʢʦʡ ʤʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴʶ. 

¶ Low cost: ʘʛʝʥʪ sFlow ʚʩʪʨʦʝʥ ʚ ʩʝʪʝʚʦʝ ʫʩʪʨʦʡʩʪʚʦ, ʠ ʝʛʦ ʩʪʦʠʤʦʩʪʴ ʥʝʚʝʣʠʢʘ. 

ʉʧʝʮʠʬʠʢʘʮʠʷ ʧʨʦʪʦʢʦʣʘ 

¶ sFlow ʚʝʨʩʠʠ 5 

¶ RFC 1014 

7.2. ʇʨʠʣʦʞʝʥʠ ̫

ʊʠʧʠʯʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ʉʮʝʥʘʨʠʡ 

ʄʦʥʠʪʦʨʠʥʛ ʪʨʘʬʠʢʘ 
ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 

ʈʘʩʩʤʘʪʨʠʚʘʡʪʝ ʫʩʪʨʦʡʩʪʚʦ ʢʘʢ ʘʛʝʥʪʘ sFlow, ʚʳʧʦʣʥʷʡʪʝ 
ʚʳʙʦʨʢʫ ʪʨʘʬʠʢʘ ʠʥʪʝʨʬʝʡʩʘ ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʠ 
ʦʪʧʨʘʚʣʷʡʪʝ ʜʘʪʘʛʨʘʤʤʳ sFlow ʢʦʣʣʝʢʪʦʨʫ sFlow ʜʣʷ 
ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ, ʪʝʤ ʩʘʤʳʤ ʜʦʩʪʠʛʘʷ ʮʝʣʠ ʤʦʥʠʪʦʨʠʥʛʘ 
ʩʝʪʠ 

7.2.1. ʄʦʥʠʪʦʨʠʥʛ ʪʨʘʬʠʢʘ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 

7.2.1.1. ʉʮʝʥʘʨʠʡ ʧʨʠʣʦʞʝʥʠʷ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʈʠʩʫʥʢʝ 7-1, ʟʘʧʫʩʪʠʪʝ ʢʦʤʤʫʪʘʪʦʨ A, ʢʦʪʦʨʳʡ ʩʣʫʞʠʪ ʘʛʝʥʪʦʤ sFlow, 
ʚʢʣʶʯʠʪʝ ʚʳʙʦʨʢʫ ʧʦʪʦʢʘ ʠ ʚʳʙʦʨʢʫ ʩʯʝʪʯʠʢʘ ʥʘ ʧʦʨʪʫ Te 0/1, ʦʪʩʣʝʞʠʚʘʡʪʝ ʪʨʘʬʠʢ ʚ 
ʩʝʛʤʝʥʪʝ ʩʝʪʠ 192.168.1.0, ʠʥʢʘʧʩʫʣʠʨʫʡʪʝ ʜʘʥʥʳʝ ʚʳʙʦʨʢʠ ʚ ʜʘʪʘʛʨʘʤʤʳ sFlow ʯʝʨʝʟ 
ʨʝʛʫʣʷʨʥʳʝ ʧʨʦʤʝʞʫʪʢʠ ʚʨʝʤʝʥʠ ʠʣʠ ʧʨʠ ʟʘʧʦʣʥʝʥʠʠ ʙʫʬʝʨʘ ʠ ʦʪʧʨʘʚʣʷʝʪ ʜʘʥʥʳʝ sFlow 
ʚ ʢʦʣʣʝʢʪʦʨ sFlow ʜʣʷ ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ. 
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ʈʠʩʫʥʦʢ 7-1. 

7.2.1.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ ʬʫʥʢʮʠʡ 

¶ ʅʘʩʪʨʦʡʪʝ ʘʜʨʝʩʘ ʘʛʝʥʪʘ sFlow ʠ ʢʦʣʣʝʢʪʦʨʘ sFlow ʥʘ ʢʦʤʤʫʪʘʪʦʨʝ A. 

¶ ɺʢʣʶʯʠʪʝ ʚʳʙʦʨʢʫ ʧʦʪʦʢʘ ʠ ʚʳʙʦʨʢʫ ʩʯʝʪʯʠʢʘ ʥʘ ʧʦʨʪʝ Te 0/1 ʢʦʤʤʫʪʘʪʦʨʘ A. 

ʄʥʦʛʠʝ ʩʝʨʚʝʨʥʳʝ ʧʨʦʛʨʘʤʤʳ ʧʦʜʜʝʨʞʠʚʘʶʪ sFlow. ɺʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʧʨʦʛʨʘʤʤʥʦʝ 
ʦʙʝʩʧʝʯʝʥʠʝ, ʧʦʜʜʝʨʞʠʚʘʶʱʝʝ sFlow, ʧʦ ʘʜʨʝʩʫ 
http://www.sflow.org/products/collectors.php. ʇʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ sflowtrend ʷʚʣʷʝʪʩʷ 
ʙʝʩʧʣʘʪʥʳʤ. 

7.3. ʌʫʥʢʮʠʠ 

7.3.1. ɹʘʟʦʚʳʝ ʢʦʥʮʝʧʪʳ 

ɸʛʝʥʪ sFlow 

ɸʛʝʥʪ sFlow ʚʩʪʨʦʝʥ ʚ ʩʝʪʝʚʦʝ ʫʩʪʨʦʡʩʪʚʦ. ʂʘʢ ʧʨʘʚʠʣʦ, ʦʜʥʦ ʩʝʪʝʚʦʝ ʫʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ 
ʩʣʫʞʠʪʴ ʘʛʝʥʪʦʤ sFlow. ɸʛʝʥʪ sFlow ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ ʚʳʙʦʨʢʫ ʧʦʪʦʢʘ ʠ ʚʳʙʦʨʢʫ ʩʯʝʪʯʠʢʘ, 
ʠʥʢʘʧʩʫʣʠʨʦʚʘʪʴ ʚʳʙʦʨʦʯʥʳʝ ʜʘʥʥʳʝ ʚ ʜʘʪʘʛʨʘʤʤʳ sFlow ʠ ʦʪʧʨʘʚʣʷʪʴ ʜʘʪʘʛʨʘʤʤʳ 
sFlow ʢʦʣʣʝʢʪʦʨʫ sFlow. 

ɼʘʪʘʛʨʘʤʤʳ sFlow ʠʥʢʘʧʩʫʣʠʨʫʶʪʩʷ ʚ UDP. ʅʘ ʈʠʩʫʥʢʝ 7-2 ʧʦʢʘʟʘʥ ʬʦʨʤʘʪ ʜʘʪʘʛʨʘʤʤʳ 
sFlow. 

http://www.sflow.org/products/collectors.php
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ʈʠʩʫʥʦʢ 7-2. ʌʦʨʤʘʪ ʜʘʪʘʛʨʘʤʤʳ sFlow 

ʆʜʥʘ ʜʘʪʘʛʨʘʤʤʘ sFlow ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʦʜʥʫ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʚʳʙʦʨʦʢ ʧʦʪʦʢʘ ʠ ʚʳʙʦʨʦʢ 
ʩʯʝʪʯʠʢʘ. 

 

ʈʠʩʫʥʦʢ 7-3. ɿʘʛʦʣʦʚʦʢ sFlow 

ʆʧʠʩʘʥʠʝ ʟʘʛʦʣʦʚʢʘ: sFlow: 

ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

ɺʝʨʩʠʷ sFlow sFlow-ʚʝʨʩʠʷ. ɼʦʩʪʫʧʥʳ ʚʝʨʩʠʠ V2, V4 ʠ V5. ɺ 
ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ QTECH ʧʦʜʜʝʨʞʠʚʘʝʪ ʪʦʣʴʢʦ V5 
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ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

IP-ʚʝʨʩʠʷ ʘʛʝʥʪʘ/ʢʦʤʤʫʪʘʪʦʨʘ ɺʝʨʩʠʷ IP-ʘʜʨʝʩʘ ʘʛʝʥʪʘ sFlow 

IP-ʘʜʨʝʩ ʘʛʝʥʪʘ IP-ʘʜʨʝʩ ʘʛʝʥʪʘ sFlow 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʩʫʙʘʛʝʥʪʘ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʩʫʙʘʛʝʥʪʘ 

ʇʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʜʘʪʘʛʨʘʤʤ r ʉʝʨʠʡʥʳʡ ʥʦʤʝʨ ʜʘʪʘʛʨʘʤʤʳ sFlow 

ɺʨʝʤʷ ʙʝʟʦʪʢʘʟʥʦʡ ʨʘʙʦʪʳ 
ʧʝʨʝʢʣʶʯʘʪʝʣʷ 

ʇʨʦʜʦʣʞʠʪʝʣʴʥʦʩʪʴ ʦʪ ʤʦʤʝʥʪʘ ʟʘʧʫʩʢʘ ʢʦʤʤʫʪʘʪʦʨʘ 
ʜʦ ʪʝʢʫʱʝʛʦ ʚʨʝʤʝʥʠ 

n ʚrʙʦʨʦʢ ʚ ʜʘʪʘʛʨʘʤʤʝ ʂʦʣʠʯʝʩʪʚʦ ʚʳʙʦʨʦʢ ʚ ʜʘʪʘʛʨʘʤʤʝ sFlow. ʆʜʥʘ 
ʜʘʪʘʛʨʘʤʤʘ sFlow ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʦʜʥʫ ʠʣʠ 
ʥʝʩʢʦʣʴʢʦ ʚʳʙʦʨʦʢ ʧʦʪʦʢʘ ʠ ʚʳʙʦʨʦʢ ʩʯʝʪʯʠʢʘ 

ʂʦʣʣʝʢʪʦʨ sFlow 

ʂʦʣʣʝʢʪʦʨ sFlow ʧʦʣʫʯʘʝʪ ʠ ʘʥʘʣʠʟʠʨʫʝʪ ʜʘʪʘʛʨʘʤʤʫ sFlow, ʦʪʧʨʘʚʣʝʥʥʫʶ ʘʛʝʥʪʦʤ sFlow. 
ʂʦʣʣʝʢʪʦʨ sFlow ʤʦʞʝʪ ʙʳʪʴ ʇʂ ʠʣʠ ʩʝʨʚʝʨʦʤ. ʇʂ ʠʣʠ ʩʝʨʚʝʨ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʦ 
ʧʨʠʢʣʘʜʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʘʥʘʣʠʟʘ ʜʘʪʘʛʨʘʤʤ sFlow, ʤʦʞʥʦ 
ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʢʘʢ ʢʦʣʣʝʢʪʦʨ sFlow. 

ɺʳʙʦʨʢʘ ʧʦʪʦʢʘ 

ʅʘ ʦʩʥʦʚʝ ʫʢʘʟʘʥʥʦʡ ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ ʫʩʪʨʦʡʩʪʚʦ ʘʛʝʥʪʘ sFlow ʚʳʧʦʣʥʷʝʪ ʚʳʙʦʨʢʫ ʧʦʪʦʢʘ 
ʪʨʘʬʠʢʘ, ʧʨʦʭʦʜʷʱʝʛʦ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ, ʚʢʣʶʯʘʷ ʢʦʧʠʨʦʚʘʥʠʝ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ, 
ʠʟʚʣʝʯʝʥʠʝ ʟʘʛʦʣʦʚʢʘ Ethernet ʠ IP-ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ ʠ ʧʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʤʘʨʰʨʫʪʝ 
ʧʘʢʝʪʘ. 
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ʈʠʩʫʥʦʢ 7-4. ɿʘʛʦʣʦʚʦʢ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ 

ʉʯʝʪʯʠʢ ʚʳʙʦʨʢʠ 

ʇʨʠ ʚʳʙʦʨʢʝ ʩʯʝʪʯʠʢʘ ʘʛʝʥʪ sFlow ʧʝʨʠʦʜʠʯʝʩʢʠ ʧʦʣʫʯʘʝʪ ʩʪʘʪʠʩʪʠʢʫ ʠ ʜʘʥʥʳʝ ʦʙ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʎʇ ʥʘ ʫʢʘʟʘʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ. ʉʪʘʪʠʩʪʠʢʘ ʧʦ ʠʥʪʝʨʬʝʡʩʫ ʚʢʣʶʯʘʝʪ 
ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ, ʚʭʦʜʷʱʠʭ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ, ʠ ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ, ʚʳʚʦʜʠʤʳʭ ʯʝʨʝʟ 
ʠʥʪʝʨʬʝʡʩ. 
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ʈʠʩʫʥʦʢ 7-5. ɿʘʛʦʣʦʚʦʢ ʚʳʙʦʨʢʠ ʩʯʝʪʯʠʢʘ 

7.3.2. ʌʫʥʢʮʠʠ ʠ ʦʩʦʙʝʥʥʦʩʪʠ 

ʆʩʦʙʝʥʥʦʩʪʴ ʆʧʠʩʘʥʠʝ 

ɺʳʙʦʨʢʘ 
ʧʦʪʦʢʘ 

ʆʪʙʠʨʘʝʪ ʪʨʘʬʠʢ, ʧʨʦʭʦʜʷʱʠʡ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ, ʠ ʦʪʧʨʘʚʣʷʝʪ 
ʠʥʢʘʧʩʫʣʠʨʦʚʘʥʥʫʶ ʜʘʪʘʛʨʘʤʤʫ sFlow ʢʦʣʣʝʢʪʦʨʫ sFlow ʜʣʷ ʘʥʘʣʠʟʘ 

ʉʯʝʪʯʠʢ 
ɺʳʙʦʨʢʠ 

ʇʝʨʠʦʜʠʯʝʩʢʠ ʦʪʧʨʘʚʣʷʪʴ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʠʥʪʝʨʬʝʡʩʫ ʚ ʢʦʣʣʝʢʪʦʨ sFlow 
ʜʣʷ ʘʥʘʣʠʟʘ 

7.3.3. ɺʳʙʦʨʢʘ ʧʦʪʦʢʘ 

ʆʪʙʠʨʘʝʪ ʪʨʘʬʠʢ, ʧʨʦʭʦʜʷʱʠʡ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ, ʠ ʦʪʧʨʘʚʣʷʝʪ ʠʥʢʘʧʩʫʣʠʨʦʚʘʥʥʫʶ 
ʜʘʪʘʛʨʘʤʤʫ sFlow ʢʦʣʣʝʢʪʦʨʫ sFlow ʜʣʷ ʘʥʘʣʠʟʘ. 

7.3.3.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʅʘ ʦʩʥʦʚʝ ʫʢʘʟʘʥʥʦʡ ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ ʫʩʪʨʦʡʩʪʚʦ ʘʛʝʥʪʘ sFlow ʚʳʧʦʣʥʷʝʪ ʚʳʙʦʨʢʫ ʧʦʪʦʢʘ 
ʪʨʘʬʠʢʘ, ʧʨʦʭʦʜʷʱʝʛʦ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ, ʚʢʣʶʯʘʷ ʢʦʧʠʨʦʚʘʥʠʝ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ, 
ʠʟʚʣʝʯʝʥʠʝ ʟʘʛʦʣʦʚʢʘ Ethernet ʠ IP-ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ ʠ ʧʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʤʘʨʰʨʫʪʝ 
ʧʘʢʝʪʘ. ɿʘʪʝʤ ʘʛʝʥʪ sFlow ʠʥʢʘʧʩʫʣʠʨʫʝʪ ʜʘʥʥʳʝ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ ʚ ʜʘʪʘʛʨʘʤʤʫ sFlow ʠ 
ʦʪʧʨʘʚʣʷʝʪ ʜʘʪʘʛʨʘʤʤʫ ʢʦʣʣʝʢʪʦʨʫ sFlow ʜʣʷ ʘʥʘʣʠʟʘ. 

7.3.4. ʉʯʝʪʯʠʢ ɺʳʙʦʨʢʠ 

ʇʝʨʠʦʜʠʯʝʩʢʠ ʦʪʧʨʘʚʣʷʝʪ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʠʥʪʝʨʬʝʡʩʫ ʚ ʢʦʣʣʝʢʪʦʨ sFlow ʜʣʷ ʘʥʘʣʠʟʘ. 
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7-129 

 

 

7.3.4.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ɸʛʝʥʪ sFlow ʨʝʛʫʣʷʨʥʦ ʚʳʧʦʣʥʷʝʪ ʦʧʨʦʩ ʠʥʪʝʨʬʝʡʩʘ. ɼʣʷ ʠʥʪʝʨʬʝʡʩʘ, ʠʥʪʝʨʚʘʣ ʚʳʙʦʨʢʠ 
ʩʯʝʪʯʠʢʘ ʢʦʪʦʨʦʛʦ ʠʩʪʝʢ, ʘʛʝʥʪ sFlow ʧʦʣʫʯʘʝʪ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʵʪʦʤʫ ʠʥʪʝʨʬʝʡʩʫ, 
ʠʥʢʘʧʩʫʣʠʨʫʝʪ ʩʪʘʪʠʩʪʠʢʫ ʚ ʜʘʪʘʛʨʘʤʤʫ sFlow ʠ ʦʪʧʨʘʚʣʷʝʪ ʜʘʪʘʛʨʘʤʤʫ ʢʦʣʣʝʢʪʦʨʫ sFlow 
ʜʣʷ ʘʥʘʣʠʟʘ. 

7.4. ʂʦʥʬʠʛʫʨʘʮʠʷ 

ʕʣʝʤʝʥʪ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʨʝʜʣʦʞʝʥʠʝ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʢʦʤʘʥʜʘ 

ʅʘʩʪʨʦʡʢʘ ʦʩʥʦʚʥʳʭ 
ʬʫʥʢʮʠʡ sFlow 

ʆʙʷʟʘʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. ʋʩʪʘʥʦʚʠʪʝ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ 
ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ ʘʛʝʥʪʦʤ sFlow ʠ ʢʦʣʣʝʢʪʦʨʦʤ sFlow 

sflow agent {address | 
interface}  

ʅʘʩʪʨʘʠʚʘʝʪ ʘʜʨʝʩ ʘʛʝʥʪʘ sFlow 

sflow collector collector-
id destination 

ʅʘʩʪʨʘʠʚʘʝʪ ʘʜʨʝʩ ʢʦʣʣʝʢʪʦʨʘ sFlow 

ʆʙʷʟʘʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. ɺʢʣʶʯʠʪʝ ʚʳʙʦʨʢʫ ʧʦʪʦʢʘ ʠ ʚʳʙʦʨʢʫ 
ʩʯʝʪʯʠʢʘ 

sflow counter collector ʇʦʟʚʦʣʷʝʪ ʘʛʝʥʪʫ sFlow ʦʪʧʨʘʚʣʷʪʴ 
ʩʯʝʪʯʠʢʠ ʚʳʙʦʨʦʢ ʚ ʢʦʣʣʝʢʪʦʨ sFlow 

sflow flow collector ʇʦʟʚʦʣʷʝʪ ʘʛʝʥʪʫ sFlow ʦʪʧʨʘʚʣʷʪʴ 
ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ ʚ ʢʦʣʣʝʢʪʦʨ sFlow 

sflow enable ɺʢʣʶʯʘʝʪ ʚʳʙʦʨʢʫ sFlow ʜʣʷ 
ʠʥʪʝʨʬʝʡʩʘ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʪʦ ʝʩʪʴ 
ʚʢʣʶʯʘʝʪ ʚʳʙʦʨʢʫ ʩʯʝʪʯʠʢʘ ʠ ʚʳʙʦʨʢʫ 
ʧʦʪʦʢʘ 

ʅʘʩʪʨʦʡʢʘ 
ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 
ʧʘʨʘʤʝʪʨʦʚ sFlow 

ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. ɿʘʜʘʝʪ ʦʧʮʠʦʥʘʣʴʥʳʝ ʘʪʨʠʙʫʪʳ 
ʧʘʨʘʤʝʪʨʦʚ sFlow 

sflow collector collector-
id max datagram-size 

ʅʘʩʪʨʘʠʚʘʝʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ 
ʜʘʪʘʛʨʘʤʤr  sFlow 

sflow counter interval ʅʘʩʪʨʘʠʚʘʝʪ ʠʥʪʝʨʚʘʣ ʚʳʙʦʨʢʠ 
ʩʯʝʪʯʠʢʘ 

sflow flow max-header ʅʘʩʪʨʘʠʚʘʝʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʜʣʠʥʫ 
ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ, ʢʦʧʠʨʫʝʤʦʛʦ ʚʦ 
ʚʨʝʤʷ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ 
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7-130 

 

 

ʕʣʝʤʝʥʪ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʨʝʜʣʦʞʝʥʠʝ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʢʦʤʘʥʜʘ 

sflow sampling-rate ʅʘʩʪʨʘʠʚʘʝʪ ʯʘʩʪʦʪʫ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ 

ʅʘʩʪʨʦʡʢʘ 
ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 
ʧʘʨʘʤʝʪʨʦʚ sFlow 

sflow source {address | 
interface} 

ʅʘʩʪʨʘʠʚʘʝʪ ʠʩʭʦʜʥʳʡ ʘʜʨʝʩ sFlow 

7.4.1. ʅʘʩʪʨʦʡʢʘ ʦʩʥʦʚʥʳʭ ʬʫʥʢʮʠʡ sFlow 

7.4.1.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

¶ ɸʛʝʥʪ sFlow ʠ ʢʦʣʣʝʢʪʦʨ sFlow ʤʦʛʫʪ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʜʨʫʛ ʩ ʜʨʫʛʦʤ. 

¶ ʊʨʘʬʠʢ, ʧʨʦʭʦʜʷʱʠʡ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ, ʦʪʙʠʨʘʝʪʩʷ ʥʘ ʦʩʥʦʚʝ ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ ʧʦ 
ʫʤʦʣʯʘʥʠʶ ʠ ʦʪʧʨʘʚʣʷʝʪʩʷ ʚ ʢʦʣʣʝʢʪʦʨ sFlow ʜʣʷ ʘʥʘʣʠʟʘ. 

¶ ʉʪʘʪʠʩʪʠʢʘ ʠʥʪʝʨʬʝʡʩʘ ʧʝʨʠʦʜʠʯʝʩʢʠ ʦʪʧʨʘʚʣʷʝʪʩʷ ʚ ʢʦʣʣʝʢʪʦʨ sFlow ʥʘ ʦʩʥʦʚʝ 
ʠʥʪʝʨʚʘʣʘ ʚʳʙʦʨʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʘʥʘʣʠʟʘ. 

7.4.1.2. ʇʨʠʤʝʯʘʥʠʷ 

¶ ɺʳʙʦʨʢʘ ʧʦʪʦʢʘ ʤʦʞʝʪ ʙʳʪʴ ʥʘʩʪʨʦʝʥʘ ʪʦʣʴʢʦ ʥʘ ʬʠʟʠʯʝʩʢʠʭ ʠʥʪʝʨʬʝʡʩʘʭ. 

¶ ʏʪʦʙʳ ʢʦʣʣʝʢʪʦʨ sFlow ʤʦʛ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʨʝʟʫʣʴʪʘʪʳ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ, ʪʨʝʙʫʝʪʩʷ 
IP-ʘʜʨʝʩ ʢʦʣʣʝʢʪʦʨʘ sFlow ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʘʛʝʥʪʘ sFlow. 

7.4.1.3. ʄʝʪʦʜ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʘʜʨʝʩʘ ʘʛʝʥʪʘ sFlow 

¶ ʆʙʷʟʘʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

¶ ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ sflow agent address ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʘʜʨʝʩʘ ʘʛʝʥʪʘ sFlow. 

¶ ɸʜʨʝʩ ʘʛʝʥʪʘ sFlow ʜʦʣʞʝʥ ʙʳʪʴ ʜʦʧʫʩʪʠʤʳʤ ʘʜʨʝʩʦʤ. ʊʦ ʝʩʪʴ ʘʜʨʝʩ ʘʛʝʥʪʘ sFlow 
ʥʝ ʜʦʣʞʝʥ ʙʳʪʴ ʤʥʦʛʦʘʜʨʝʩʥʳʤ ʠʣʠ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʤ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ 
ʠʩʧʦʣʴʟʦʚʘʪʴ IP-ʘʜʨʝʩ ʫʩʪʨʦʡʩʪʚʘ sFlow Agent. 

ʉʠʥʪʘʢʩʠʩ 
ʢʦʤʘʥʜʳ 

sflow agent { address {ip-address | ipv6 ipv6-address }} | { interface { 
interface-name | ipv6 interface-name }} 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

address: ʥʘʩʪʨʘʠʚʘʝʪ IP-ʘʜʨʝʩ ʘʛʝʥʪʘ sFlow. 

ip-address: IPv4-ʘʜʨʝʩ ʘʛʝʥʪʘ sFlow 

ipv6 ipv6-address: IPv6-ʘʜʨʝʩ ʘʛʝʥʪʘ sFlow. 

interface: ʥʘʩʪʨʘʠʚʘʝʪ ʠʥʪʝʨʬʝʡʩ ʘʛʝʥʪʘ sFlow. 

interface-name: ʠʥʪʝʨʬʝʡʩ IPv4-ʘʜʨʝʩʘ. 

ipv6 interface-name: ʠʥʪʝʨʬʝʡʩ ʘʜʨʝʩʘ IPv6 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʘʜʨʝʩ ʘʛʝʥʪʘ sFlow ʥʝ ʥʘʩʪʨʦʝʥ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 
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7-131 

 

 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʕʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʦʣʷ agent ip address ʚ 

ʚʳʭʦʜʥʦʡ ʜʘʪʘʛʨʘʤʤʝ sFlow. ɼʘʪʘʛʨʘʤʤʘ, ʥʝ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʘʷ ʩ 
ʵʪʠʤ ʧʦʣʝʤ, ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʚʳʚʝʜʝʥʘ. ɸʜʨʝʩ ʘʛʝʥʪʘ sFlow ʜʦʣʞʝʥ ʙʳʪʴ 
ʘʜʨʝʩʦʤ ʭʦʩʪʘ. ʂʦʛʜʘ ʘʜʨʝʩ, ʥʝ ʷʚʣʷʶʱʠʡʩʷ ʭʦʩʪʦʤ (ʥʘʧʨʠʤʝʨ, 
ʤʥʦʛʦʘʜʨʝʩʥʳʡ ʠʣʠ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʡ ʘʜʨʝʩ), ʥʘʩʪʨʦʝʥ ʚ ʢʘʯʝʩʪʚʝ 
ʘʜʨʝʩʘ ʘʛʝʥʪʘ sFlow, ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦ ʩʙʦʝ ʢʦʥʬʠʛʫʨʘʮʠʠ. ɺ 
ʢʘʯʝʩʪʚʝ ʘʜʨʝʩʘ ʘʛʝʥʪʘ sFlow ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʥʘʩʪʨʦʠʪʴ IP-ʘʜʨʝʩ 
ʫʩʪʨʦʡʩʪʚʘ sFlow Agent 

ʅʘʩʪʨʦʡʢʘ ʘʜʨʝʩʘ ʢʦʣʣʝʢʪʦʨʘ sFlow 

¶ ʆʙʷʟʘʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

¶ ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ sflow collector ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʘʜʨʝʩʘ ʢʦʣʣʝʢʪʦʨʘ sFlow. 

¶ ɸʜʨʝʩ ʢʦʣʣʝʢʪʦʨʘ sFlow ʜʦʣʞʝʥ ʙʳʪʴ ʜʝʡʩʪʚʠʪʝʣʴʥʳʤ ʘʜʨʝʩʦʤ. ʊʦ ʝʩʪʴ ʘʜʨʝʩ 
ʢʦʣʣʝʢʪʦʨʘ sFlow ʥʝ ʜʦʣʞʝʥ ʙʳʪʴ ʤʥʦʛʦʘʜʨʝʩʥʳʤ ʠʣʠ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʤ. 
ʂʦʣʣʝʢʪʦʨ sFlow ʜʦʣʞʝʥ ʩʫʱʝʩʪʚʦʚʘʪʴ, ʠ ʤʘʨʰʨʫʪ ʢ ʥʝʤʫ ʜʦʣʞʝʥ ʙʳʪʴ ʜʦʩʪʫʧʝʥ. 

ʉʠʥʪʘʢʩʠʩ 
ʢʦʤʘʥʜʳ 

sflow collector collector-id destination { ip-address | ipv6 ipv6_address } 
udp-port [ [ vrf vrf-name ] | [ oob ] [via mgmt mgmt-name ]] ] ] | [ 
description collector-name ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

collector-id: ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʦʣʣʝʢʪʦʨʘ sFlow. ɼʠʘʧʘʟʦʥ ʦʪ 1 ʜʦ 2. 

ip-address: IPv4-ʘʜʨʝʩ ʘʛʝʥʪʘ sFlow. ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʥ ʥʝ ʥʘʩʪʨʦʝʥ. 

ipv6 ipv6_address: IPv6-ʘʜʨʝʩ ʘʛʝʥʪʘ sFlow. ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʥ ʥʝ 
ʥʘʩʪʨʦʝʥ. 

udp-port: ʥʦʤʝʨ listening-ʧʦʨʪf ʢʦʣʣʝʢʪʦʨʘ sFlow. 

vrf vrf-name: ʠʤʷ ʵʢʟʝʤʧʣʷʨʘ VRF. ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʥ ʥʝ ʥʘʩʪʨʦʝʥ. 

oob: ʦʪʦʙʨʘʥʥʳʝ ʜʘʥʥʳʝ ʦ ʪʨʘʬʠʢʝ ʚʳʚʦʜʷʪʩʷ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ 

ʫʧʨʘʚʣʝʥʠʷ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʥʝ ʥʘʩʪʨʦʝʥ. 

via mgmt mgmt-name: ʧʦʨʪ ʫʧʨʘʚʣʝʥʠʷ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʥ ʥʝ ʥʘʩʪʨʦʝʥ. 

description collector-name: ʦʧʠʩʘʥʠʝ ʢʦʥʥʝʢʪʦʨʘ sFlow. ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʦʥ ʥʝ ʥʘʩʪʨʦʝʥ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʕʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʘʜʨʝʩʘ ʢʦʣʣʝʢʪʦʨʘ sFlow. 
ɸʜʨʝʩ ʢʦʣʣʝʢʪʦʨʘ sFlow ʜʦʣʞʝʥ ʙʳʪʴ ʘʜʨʝʩʦʤ ʭʦʩʪʘ. ʂʦʛʜʘ ʘʜʨʝʩ, ʥʝ 
ʷʚʣʷʶʱʠʡʩʷ ʭʦʩʪʦʤ (ʥʘʧʨʠʤʝʨ, ʤʥʦʛʦʘʜʨʝʩʥʳʡ ʠʣʠ 
ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʡ ʘʜʨʝʩ), ʥʘʩʪʨʦʝʥ ʚ ʢʘʯʝʩʪʚʝ ʘʜʨʝʩʘ ʢʦʣʣʝʢʪʦʨʘ 
sFlow, ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦ ʩʙʦʝ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʉʙʦʨʱʠʢ sFlow 
ʦʪʩʣʝʞʠʚʘʝʪ ʜʘʪʘʛʨʘʤʤʫ sFlow ʥʘ ʫʢʘʟʘʥʥʦʤ ʧʦʨʪʫ. ʇʨʠ ʥʘʩʪʨʦʡʢʝ 
ʧʘʨʘʤʝʪʨʘ vrf ʜʦʣʞʝʥ ʩʫʱʝʩʪʚʦʚʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʵʢʟʝʤʧʣʷʨ VRF. 

ʇʨʠ ʫʜʘʣʝʥʠʠ ʵʢʟʝʤʧʣʷʨʘ VRF ʘʜʨʝʩ ʢʦʣʣʝʢʪʦʨʘ sFlow ʙʫʜʝʪ ʫʜʘʣʝʥ, 
ʝʩʣʠ ʵʪʦʪ ʵʢʟʝʤʧʣʷʨ VRF ʪʘʢʞʝ ʥʘʩʪʨʦʝʥ ʜʣʷ ʘʜʨʝʩʘ ʢʦʣʣʝʢʪʦʨʘ sFlow. 
ʂʦʛʜʘ ʧʘʨʘʤʝʪʨ oob ʥʘʩʪʨʦʝʥ, ʜʘʪʘʛʨʘʤʤʘ ʦʪʧʨʘʚʣʷʝʪʩʷ ʢʦʣʣʝʢʪʦʨʫ 

sFlow ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ 
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7-132 

 

 

ɺʢʣʶʯʝʥʠʝ ʚʳʚʦʜʘ ʚʳʙʦʨʦʢ sFlow ʚ ʢʦʣʣʝʢʪʦʨ sFlow 

¶ ʆʙʷʟʘʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

¶ ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ sflow flow collector, ʯʪʦʙʳ ʧʦʟʚʦʣʠʪʴ ʘʛʝʥʪʫ 
sFlow ʦʪʧʨʘʚʣʷʪʴ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ ʚ ʢʦʣʣʝʢʪʦʨ sFlow. 

¶ ʕʪʘ ʬʫʥʢʮʠʷ ʜʦʣʞʥʘ ʙʳʪʴ ʚʢʣʶʯʝʥʘ ʚ ʠʥʪʝʨʬʝʡʩʝ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚʳʙʦʨʦʢ ʧʦʪʦʢʘ 
ʚ ʢʦʣʣʝʢʪʦʨ sFlow. ʂʨʦʤʝ ʪʦʛʦ, ʜʦʣʞʝʥ ʩʫʱʝʩʪʚʦʚʘʪʴ ʢʦʣʣʝʢʪʦʨ sFlow, ʤʘʨʰʨʫʪ ʢ 
ʥʝʤʫ ʜʦʣʞʝʥ ʙʳʪʴ ʜʦʩʪʫʧʝʥ, ʘ IP-ʘʜʨʝʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʢʦʣʣʝʢʪʦʨʘ sFlow ʙʳʣ 
ʥʘʩʪʨʦʝʥ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʘʛʝʥʪʘ sFlow. 

ʉʠʥʪʘʢʩʠʩ 
ʢʦʤʘʥʜʳ 

sflow flow collector collector-id 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

collector-id: ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʦʣʣʝʢʪʦʨʘ sFlow. ɼʠʘʧʘʟʦʥ ʦʪ 1 ʜʦ 2 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʆʪʧʨʘʚʢʘ ʚʳʙʦʨʦʢ ʧʦʪʦʢʘ ʚ ʢʦʣʣʝʢʪʦʨ sFlow ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʕʪʫ ʢʦʤʘʥʜʫ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʬʠʟʠʯʝʩʢʠʭ ʧʦʨʪʦʚ, ʧʦʨʪʦʚ SVI ʠ 
ʧʦʨʪʦʚ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʝʡ. 

ɼʘʪʘʛʨʘʤʤʳ sFlow ʤʦʛʫʪ ʚʳʚʦʜʠʪʴʩʷ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʜʣʷ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʢʦʣʣʝʢʪʦʨʘ sFlow ʥʘʩʪʨʦʝʥ IP-ʘʜʨʝʩ 

ɺʢʣʶʯʝʥʠʝ ʚʳʚʦʜʘ ʚʳʙʦʨʦʢ ʩʯʝʪʯʠʢʘ ʚ ʢʦʣʣʝʢʪʦʨ sFlow 

¶ ʆʙʷʟʘʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

¶ ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ sflow counter collector, ʯʪʦʙʳ ʧʦʟʚʦʣʠʪʴ ʘʛʝʥʪʫ 

sFlow ʦʪʧʨʘʚʣʷʪʴ ʚʳʙʦʨʢʠ ʩʯʝʪʯʠʢʦʚ ʢʦʣʣʝʢʪʦʨʫ sFlow. 

¶ ʕʪʦ ʜʦʣʞʥʦ ʙʳʪʴ ʚʢʣʶʯʝʥʦ ʚ ʠʥʪʝʨʬʝʡʩʝ, ʯʪʦʙʳ ʦʪʧʨʘʚʣʷʪʴ ʚʳʙʦʨʢʠ ʩʯʝʪʯʠʢʦʚ ʚ 
ʢʦʣʣʝʢʪʦʨ sFlow. ʂʨʦʤʝ ʪʦʛʦ, ʜʦʣʞʝʥ ʩʫʱʝʩʪʚʦʚʘʪʴ ʢʦʣʣʝʢʪʦʨ sFlow, ʤʘʨʰʨʫʪ ʢ 
ʥʝʤʫ ʜʦʣʞʝʥ ʙʳʪʴ ʜʦʩʪʫʧʝʥ, ʘ IP-ʘʜʨʝʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʢʦʣʣʝʢʪʦʨʘ sFlow ʙʳʣ 
ʥʘʩʪʨʦʝʥ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʘʛʝʥʪʘ sFlow. 

ʉʠʥʪʘʢʩʠʩ 
ʢʦʤʘʥʜʳ 

sflow counter collector collector-id 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

collector-id: ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʦʣʣʝʢʪʦʨʘ sFlow. ɼʠʘʧʘʟʦʥ ʦʪ 1 ʜʦ 2 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʆʪʧʨʘʚʢʘ ʩʯʝʪʯʠʢʘ ʚʳʙʦʨʦʢ ʚ ʢʦʣʣʝʢʪʦʨ sFlow ʦʪʢʣʶʯʝʥʘ ʧʦ 
ʫʤʦʣʯʘʥʠʶ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ 
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7-133 

 

 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʕʪʫ ʢʦʤʘʥʜʫ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʬʠʟʠʯʝʩʢʠʭ ʧʦʨʪʦʚ, ʧʦʨʪʦʚ SVI ʠ 
ʧʦʨʪʦʚ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʝʡ. 

ɼʘʪʘʛʨʘʤʤʳ sFlow ʤʦʛʫʪ ʚʳʚʦʜʠʪʴʩʷ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʜʣʷ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʢʦʣʣʝʢʪʦʨʘ sFlow ʥʘʩʪʨʦʝʥ IP-ʘʜʨʝʩ 

ɺʢʣʶʯʝʥʠʝ ʩʯʝʪʯʠʢʘ ʚʳʙʦʨʢʠ ʠ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ 

¶ ʆʙʷʟʘʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

¶ ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ sflow enable, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʚʳʙʦʨʢʫ ʧʦʪʦʢʘ ʠ 

ʚʳʙʦʨʢʫ ʩʯʝʪʯʠʢʘ ʥʘ ʠʥʪʝʨʬʝʡʩʝ. 

¶ ʅʘ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʧʝʨʝʩʳʣʢʠ ʠʥʪʝʨʬʝʡʩʘ ʤʦʞʝʪ ʧʦʚʣʠʷʪʴ ʚʢʣʶʯʝʥʠʝ 
ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ. 

ʉʠʥʪʘʢʩʠʩ 
ʢʦʤʘʥʜʳ 

sflow enable [ ingress | egress ] 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ingress: ʚʢʣʶʯʘʝʪ ʚʳʙʦʨʢʫ sFlow ʚ ʥʘʧʨʘʚʣʝʥʠʠ ʚʭʦʜʘ. 

egress: ʚʢʣʶʯʘʝʪ ʚʳʙʦʨʢʫ sFlow ʚ ʥʘʧʨʘʚʣʝʥʠʠ ʚʳʭʦʜʘ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʌʫʥʢʮʠʷ ʚʳʙʦʨʢʠ sFlow ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥʘ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʕʪʫ ʢʦʤʘʥʜʫ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʚʳʙʦʨʢʠ ʩʯʝʪʯʠʢʘ ʠ 
ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ ʜʣʷ ʬʠʟʠʯʝʩʢʠʭ ʧʦʨʪʦʚ, ʧʦʨʪʦʚ SVI ʠ ʧʦʨʪʦʚ ʩ 
ʧʦʜʤʘʨʰʨʫʪʠʟʘʮʠʝʡ. 

ɽʩʣʠ ʧʘʨʘʤʝʪʨ ʥʘʧʨʘʚʣʝʥʠʷ ʥʝ ʫʢʘʟʘʥ, ʚʢʣʶʯʘʝʪʩʷ ʚʳʙʦʨʢʘ ʚ ʦʙʦʠʭ 
ʥʘʧʨʘʚʣʝʥʠʷʭ. 

ʇʦʨʪʳ SVI ʠ ʧʦʨʪʳ ʩ ʧʦʜʤʘʨʰʨʫʪʠʟʘʮʠʝʡ ʧʦʜʜʝʨʞʠʚʘʶʪ ʪʦʣʴʢʦ 
ʚʭʦʜʥʦʡ ʧʘʨʘʤʝʪʨ 

7.4.1.4. ʄʝʪʦʜ ʧʨʦʚʝʨʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ show sflow ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ sFlow ʠ ʧʨʦʚʝʨʴʪʝ, 
ʩʦʛʣʘʩʫʝʪʩʷ ʣʠ ʦʪʦʙʨʘʞʘʝʤʘʷ ʠʥʬʦʨʤʘʮʠʷ ʩ ʢʦʥʬʠʛʫʨʘʮʠʝʡ. 
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7-134 

 

 

7.4.1.5. ʇʨʠʤʝʨʳ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ ʠ ʚʳʙʦʨʢʠ ʩʯʝʪʯʠʢʘ ʜʣʷ ʘʛʝʥʪʘ sFlow 

ʉʝʪʝʚʦʝ ʦʢʨʫʞʝʥʠʝ: 

 

ʈʠʩʫʥʦʢ 7-6. 

 ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʈʠʩʫʥʢʝ 7-6, ʟʘʧʫʩʪʠʪʝ ʢʦʤʤʫʪʘʪʦʨ A, ʢʦʪʦʨʳʡ ʩʣʫʞʠʪ 
ʘʛʝʥʪʦʤ sFlow, ʚʢʣʶʯʠʪʝ ʚʳʙʦʨʢʫ ʧʦʪʦʢʘ ʠ ʚʳʙʦʨʢʫ ʩʯʝʪʯʠʢʘ ʥʘ ʧʦʨʪʫ 
Te 0/1, ʦʪʩʣʝʞʠʚʘʡʪʝ ʪʨʘʬʠʢ ʚ ʩʝʛʤʝʥʪʝ ʩʝʪʠ 192.168.1.0, 
ʠʥʢʘʧʩʫʣʠʨʫʡʪʝ ʪʨʘʬʠʢ ʚʳʙʦʨʢʠ ʚ ʜʘʪʘʛʨʘʤʤʳ sFlow ʥʘ ʯʝʨʝʟ 
ʨʝʛʫʣʷʨʥʳʝ ʧʨʦʤʝʞʫʪʢʠ ʚʨʝʤʝʥʠ ʠʣʠ ʧʨʠ ʟʘʧʦʣʥʝʥʠʠ ʙʫʬʝʨʘ ʠ 
ʦʪʧʨʘʚʣʷʪʴ ʜʘʪʘʛʨʘʤʤʳ sFlow ʢʦʣʣʝʢʪʦʨʫ sFlow ʜʣʷ ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ 

ʄʝʪʦʜ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

¶ ʅʘʩʪʨʦʡʪʝ 192.168.1.1 ʚ ʢʘʯʝʩʪʚʝ ʘʜʨʝʩʘ ʘʛʝʥʪʘ sFlow. 

¶ ʅʘʩʪʨʦʡʪʝ 192.168.3.100 ʚ ʢʘʯʝʩʪʚʝ ʘʜʨʝʩʘ ʢʦʣʣʝʢʪʦʨʘ sFlow 1 
ʠ 6343 ʚ ʢʘʯʝʩʪʚʝ ʥʦʤʝʨʘ ʧʦʨʪʘ. 

¶ ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ TenGigabitEthernet 0/1 ʜʣʷ ʚʳʚʦʜʘ 
ʚʳʙʦʨʦʢ ʧʦʪʦʢʘ ʠ ʚʳʙʦʨʦʢ ʩʯʝʪʯʠʢʘ ʥʘ ʢʦʣʣʝʢʪʦʨ sFlow 1 ʠ 
ʚʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ ʚʳʙʦʨʢʠ sFlow ʥʘ ʵʪʦʤ ʠʥʪʝʨʬʝʡʩʝ 

ʇʝʨʝʢʣʶʯʘʪʝʣʴ 
ɸ 

QTECH# configure terminal  

QTECH(config)# sflow agent address 192.168.1.1 

QTECH(config)# sflow collector 1 destination 192.168.3.100 6343 

QTECH(config)# interface TenGigabitEthernet 0/1 

QTECH(config- if- TenGigabitEthernet 0/1)# sflow flow collector 1 

QTECH(config- if- TenGigabitEthernet 0/1)# sflow counter collector 1  

QTECH(config- if- TenGigabitEthernet 0/1)# sflow enable 

QTECH(config- if- TenGigabitEthernet 0/1)# end 
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ʄʝʪʦʜ 
ʧʨʦʚʝʨʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ show sflow, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʩʦʛʣʘʩʫʶʪʩʷ ʣʠ 

ʚʳʭʦʜʥʳʝ ʜʘʥʥʳʝ ʢʦʤʘʥʜʳ ʩ ʢʦʥʬʠʛʫʨʘʮʠʝʡ 

 QTECH# show sflow 

sFlow datagram version 5  

Global information: 

Agent IP: 192.168.1.1 

sflow counter interval:30  

sflow flow max - header:64 

sflow sampling - rate:8192 

Collector information:  

ID IP Port Size VPN 

1 192.168.3.100 6343 1400 

2 NULL 0 1400 

Port information  

Interface CID FID Enable 

TenGigabitEthernet 0/1 1 1 Y 

7.4.2. ʅʘʩʪʨʦʡʢʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʘʨʘʤʝʪʨʦʚ sFlow 

7.4.2.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʪʦʯʥʦʩʪʴ ʚʳʙʦʨʢʠ ʜʘʥʥʳʭ, ʠʟʤʝʥʠʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʘʪʨʠʙʫʪʳ 
ʧʘʨʘʤʝʪʨʦʚ sFlow. 

7.4.2.2. ʇʨʠʤʝʯʘʥʠʷ 

ʅʘ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʧʝʨʝʩʳʣʢʠ ʤʦʞʝʪ ʧʦʚʣʠʷʪʴ ʩʣʠʰʢʦʤ ʥʠʟʢʘʷ ʯʘʩʪʦʪʘ ʚʳʙʦʨʢʠ. 

7.4.2.3. ʄʝʪʦʜ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʡ ʜʣʠʥʳ ʚʳʭʦʜʥʦʡ ʜʘʪʘʛʨʘʤʤʳ sFlow 

¶ ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

¶ ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ sflow collector ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʜʣʠʥʳ 

ʜʘʪʘʛʨʘʤʤʳ sFlow, ʠʩʢʣʶʯʘʷ ʟʘʛʦʣʦʚʦʢ Ethernet, ʟʘʛʦʣʦʚʦʢ IP ʠ ʟʘʛʦʣʦʚʦʢ UDP. 
ɼʘʪʘʛʨʘʤʤʘ sFlow ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʦʜʥʫ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʚʳʙʦʨʦʢ ʧʦʪʦʢʘ ʠ ʚʳʙʦʨʦʢ 
ʩʯʝʪʯʠʢʘ. ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʡ ʜʣʠʥʳ ʚʳʭʦʜʥʦʡ ʜʘʪʘʛʨʘʤʤʳ sFlow ʤʦʞʝʪ 
ʧʨʠʚʝʩʪʠ ʢ ʪʦʤʫ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ ʜʘʪʘʛʨʘʤʤ sFlow, ʚʳʚʦʜʠʤʳʭ ʧʨʠ ʦʙʨʘʙʦʪʢʝ 
ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʚʳʙʦʨʦʢ ʧʦʪʦʢʘ, ʙʫʜʝʪ ʦʪʣʠʯʘʪʴʩʷ ʦʪ ʢʦʣʠʯʝʩʪʚʘ 
ʜʘʪʘʛʨʘʤʤ sFlow, ʚʳʚʦʜʠʤʳʭ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʪʦʛʦ ʞʝ ʢʦʣʠʯʝʩʪʚʘ ʧʘʢʝʪʦʚ ʩʯʝʪʯʠʢʘ. 
ɽʩʣʠ ʤʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ ʧʨʝʚʳʰʘʝʪ MTU, ʚʳʭʦʜʥʳʝ ʜʘʪʘʛʨʘʤʤʳ sFlow ʙʫʜʫʪ 
ʩʝʛʤʝʥʪʠʨʦʚʘʥʳ. 
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ʉʠʥʪʘʢʩʠʩ 
ʢʦʤʘʥʜʳ 

sflow collector collector-id max-datagram-size datagram-size 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

collector-id: ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʦʣʣʝʢʪʦʨʘ sFlow. ɼʠʘʧʘʟʦʥ ʦʪ 1 ʜʦ 2. 

max-datagram-size datagram-size: ʤʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ ʚʳʭʦʜʥʦʡ 
ʜʘʪʘʛʨʘʤʤʳ sFlow. ɼʠʘʧʘʟʦʥ ʦʪ 200 ʜʦ 9000 

ʇʦ ʫʤʦʣʯʘʥʠʶ ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ð 1400 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ 

¶ ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

¶ ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ sflow sample-rate ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʛʣʦʙʘʣʴʥʦʡ 

ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ. 

¶ ʂʦʥʬʠʛʫʨʘʮʠʷ ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ ʤʦʞʝʪ ʧʦʚʣʠʷʪʴ ʥʘ ʪʦʯʥʦʩʪʴ ʚʳʙʦʨʢʠ sFlow. 
ɹʦʣʝʝ ʥʠʟʢʘʷ ʯʘʩʪʦʪʘ ʚʳʙʦʨʢʠ ʦʟʥʘʯʘʝʪ ʙʦʣʝʝ ʚʳʩʦʢʫʶ ʪʦʯʥʦʩʪʴ ʠ ʙʦʣʴʰʝʝ 
ʧʦʪʨʝʙʣʝʥʠʝ ʎʇ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʧʝʨʝʩʳʣʢʠ ʠʥʪʝʨʬʝʡʩʘ 
ʤʦʞʝʪ ʙʳʪʴ ʩʥʠʞʝʥʘ ʧʨʠ ʥʠʟʢʦʡ ʯʘʩʪʦʪʝ ʚʳʙʦʨʢʠ. 

ʉʠʥʪʘʢʩʠʩ 
ʢʦʤʘʥʜʳ 

sflow sampling-rate rate 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

rate: ʯʘʩʪʦʪʘ ʚʳʙʦʨʢʠ sFlow. ʆʜʠʥ ʧʘʢʝʪ ʚʳʙʠʨʘʝʪʩʷ ʠʟ ʢʘʞʜʳʭ n 

ʧʘʢʝʪʦʚ (n ʨʘʚʥʦ ʟʥʘʯʝʥʠʶ ʩʢʦʨʦʩʪʠ). ɼʠʘʧʘʟʦʥ ʦʪ 4096 ʜʦ 65 535 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʏʘʩʪʦʪʘ ʚʳʙʦʨʢʠ ʛʣʦʙʘʣʴʥʦʛʦ ʧʦʪʦʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʦʩʪʘʚʣʷʝʪ 8192 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʕʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʛʣʦʙʘʣʴʥʦʡ ʯʘʩʪʦʪʳ ʚʳʙʦʨʢʠ 
ʧʦʪʦʢʘ sFlow, ʠ ʚʳʙʦʨʢʘ ʧʦʪʦʢʘ sFlow ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ 
ʠʩʧʦʣʴʟʫʝʪ ʵʪʫ ʯʘʩʪʦʪʫ ʚʳʙʦʨʢʠ 

ʅʘʩʪʨʦʡʢʘ ʤʘʢʩʠʤʘʣʴʥʦʡ ʜʣʠʥʳ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ, ʢʦʧʠʨʫʝʤʦʛʦ ʚʦ ʚʨʝʤʷ 
ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ 

¶ ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

¶ ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ sflow flow max-header ʜʣʷ ʛʣʦʙʘʣʴʥʦʡ 

ʥʘʩʪʨʦʡʢʠ ʜʣʠʥʳ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ, ʢʦʧʠʨʫʝʤʦʛʦ ʚʦ ʚʨʝʤʷ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ. 

¶ ʇʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ 
ʜʘʪʘʛʨʘʤʤʝ, ʦʪʧʨʘʚʣʷʝʤʦʡ ʢʦʣʣʝʢʪʦʨʫ sFlow. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʙʝʩʧʦʢʦʠʪ ʟʘʛʦʣʦʚʦʢ IP, ʵʪʦʪ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʟʘʜʘʪʴ ʜʣʠʥʫ 56 ʙʘʡʪ. ɺʦ ʚʨʝʤʷ 
ʠʥʢʘʧʩʫʣʷʮʠʠ ʦʙʨʘʟʮʦʚ ʧʦʪʦʢʘ ʧʝʨʚʳʝ 56 ʙʘʡʪʦʚ ʧʘʢʝʪʘ ʦʙʨʘʟʮʦʚ ʢʦʧʠʨʫʶʪʩʷ ʚ 
ʜʘʪʘʛʨʘʤʤʫ sFlow. 
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ʉʠʥʪʘʢʩʠʩ 
ʢʦʤʘʥʜʳ 

sflow flow max-header length 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

length: ʤʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ ʢʦʧʠʨʫʝʤʦʛʦ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ. ɼʠʘʧʘʟʦʥ 
ʦʪ 18 ʜʦ 256 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʠʥʘ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ, ʢʦʧʠʨʫʝʤʦʛʦ ʚʦ ʚʨʝʤʷ ʚʳʙʦʨʢʠ 
ʛʣʦʙʘʣʴʥʦʛʦ ʧʦʪʦʢʘ, ʩʦʩʪʘʚʣʷʝʪ 64 ʙʘʡʪʘ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʪʝ ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʙʘʡʪʦʚ ʩʦʜʝʨʞʠʤʦʛʦ ʧʘʢʝʪʘ, 
ʩʢʦʧʠʨʦʚʘʥʥʦʛʦ ʠʟ ʟʘʛʦʣʦʚʢʘ ʠʩʭʦʜʥʦʛʦ ʧʘʢʝʪʘ. ʉʢʦʧʠʨʦʚʘʥʥʦʝ 
ʩʦʜʝʨʞʠʤʦʝ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʩʛʝʥʝʨʠʨʦʚʘʥʥʫʶ ʚʳʙʦʨʢʫ 

ʅʘʩʪʨʦʡʢʘ ʠʥʪʝʨʚʘʣʘ ʚʳʙʦʨʢʠ 

¶ ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

¶ ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ sflow counter interval ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʚʘʣʘ 

ʚʳʙʦʨʢʠ ʛʣʦʙʘʣʴʥʦʛʦ ʩʯʝʪʯʠʢʘ. 

¶ ɺʢʣʶʯʠʪʝ ʠʥʪʝʨʬʝʡʩ ʚʳʙʦʨʢʠ ʩʯʝʪʯʠʢʘ, ʯʪʦʙʳ ʦʪʧʨʘʚʣʷʪʴ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʥʝʤʫ ʚ 
ʢʦʣʣʝʢʪʦʨ sFlow ʩ ʠʥʪʝʨʚʘʣʦʤ ʚʳʙʦʨʢʠ. 

ʉʠʥʪʘʢʩʠʩ 
ʢʦʤʘʥʜʳ 

sflow counter interval seconds 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

seconds: ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ. ɼʠʘʧʘʟʦʥ ʩʦʩʪʘʚʣʷʝʪ ʦʪ 3 ʜʦ 
2 147 483 647. ʀʟʤʝʨʷʝʪʩʷ ʚ ʩʝʢʫʥʜʘʭ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʀʥʪʝʨʚʘʣ ʚʳʙʦʨʢʠ ʛʣʦʙʘʣʴʥʦʛʦ ʩʯʝʪʯʠʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʦʩʪʘʚʣʷʝʪ 30 
ʩʝʢʫʥʜ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʕʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʛʣʦʙʘʣʴʥʦʛʦ ʠʥʪʝʨʚʘʣʘ 
ʚʳʙʦʨʢʠ ʩʯʝʪʯʠʢʘ sFlow, ʠ ʚʳʙʦʨʢʘ ʩʯʝʪʯʠʢʘ sFlow ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ 
ʠʩʧʦʣʴʟʫʝʪ ʵʪʦʪ ʠʥʪʝʨʚʘʣ ʚʳʙʦʨʢʠ 

ʅʘʩʪʨʦʡʢʘ ʠʩʭʦʜʥʦʛʦ ʘʜʨʝʩʘ sFlow 

¶ ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

¶ ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʩʪʦʯʥʠʢ sflow { address | interface } ʜʣʷ ʥʘʩʪʨʦʡʢʠ 

ʠʩʭʦʜʥʦʛʦ ʘʜʨʝʩʘ sFlow ʠʩʭʦʜʷʱʠʭ ʧʘʢʝʪʦʚ. 

ʂʦʤʘʥʜʘ sflow source { address {ip-address | ipv6 ipv6-address }} | { interface { 
interface name | ipv6 interface-name }} 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

address: ʥʘʩʪʨʘʠʚʘʝʪ ʠʩʭʦʜʥʳʡ IP-ʘʜʨʝʩ ʚʳʭʦʜʥʳʭ ʧʘʢʝʪʦʚ sFlow. 
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ip-address: IPv4-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ sFlow. 

ipv6-address: IPv6-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ sFlow. 

interface: ʥʘʩʪʨʘʠʚʘʝʪ ʠʩʭʦʜʥʳʡ ʠʥʪʝʨʬʝʡʩ ʚʳʭʦʜʥʳʭ ʧʘʢʝʪʦʚ sFlow. 

interface name: ʠʩʭʦʜʥʳʡ ʠʥʪʝʨʬʝʡʩ sFlow (ʥʘʩʪʨʦʝʥʥʳʡ ʩ 

IPv4-ʘʜʨʝʩʦʤ). 

ipv6 interface-name: ʠʩʭʦʜʥʳʡ ʠʥʪʝʨʬʝʡʩ sFlow (ʥʘʩʪʨʦʝʥʥʳʡ ʩ 

ʘʜʨʝʩʦʤ IPv6) 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ sFlow (sFlow Source) ð ʵʪʦ IP-ʘʜʨʝʩ 
ʣʦʢʘʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʠ ʩ 
IP-ʘʜʨʝʩʦʤ ʥʘʟʥʘʯʝʥʠʷ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʕʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʩʭʦʜʥʦʛʦ IP-ʘʜʨʝʩʘ 
ʚʳʭʦʜʥʳʭ ʧʘʢʝʪʦʚ. ɽʩʣʠ ʠʩʭʦʜʥʳʡ ʠʥʪʝʨʬʝʡʩ ʫʢʘʟʘʥ, ʧʝʨʚʠʯʥʳʡ ʘʜʨʝʩ 
ʠʥʪʝʨʬʝʡʩʘ ʙʫʜʝʪ ʠʩʭʦʜʥʳʤ IP-ʘʜʨʝʩʦʤ ʚʳʭʦʜʥʳʭ ʧʘʢʝʪʦʚ. ɽʩʣʠ 
ʠʩʭʦʜʥʳʡ ʠʥʪʝʨʬʝʡʩ ʥʝ ʫʢʘʟʘʥ ʠʣʠ IP-ʘʜʨʝʩ ʠʩʭʦʜʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 
ʥʝʜʦʩʪʫʧʝʥ, ʥʘʧʨʠʤʝʨ, ʠʥʪʝʨʬʝʡʩ ʦʪʢʣʶʯʝʥ, ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 
ʠʩʭʦʜʥʳʡ ʘʜʨʝʩ ʧʦ ʫʤʦʣʯʘʥʠʶ 

7.4.2.4. ʄʝʪʦʜ ʧʨʦʚʝʨʢʠ 

¶ ʇʨʦʚʝʨʴʪʝ, ʧʦʣʫʯʝʥʘ ʣʠ ʜʘʪʘʛʨʘʤʤʘ sFlow ʩ ʦʙʨʘʟʮʘʤʠ ʧʦʪʦʢʘ ʥʘ ʢʦʣʣʝʢʪʦʨʝ 
sFlow. 

¶ ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ show sflow ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ sFlow ʠ 

ʧʨʦʚʝʨʴʪʝ, ʩʦʛʣʘʩʫʝʪʩʷ ʣʠ ʦʪʦʙʨʘʞʘʝʤʘʷ ʠʥʬʦʨʤʘʮʠʷ ʩ ʢʦʥʬʠʛʫʨʘʮʠʝʡ. 

7.4.2.5. ʇʨʠʤʝʨʳ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʘʨʘʤʝʪʨʦʚ sFlow 

ʉʝʪʝʚʦʝ 
ʦʢʨʫʞʝʥʠʝ 

¶ ʋʩʪʘʥʦʚʠʪʝ ʯʘʩʪʦʪʫ ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ ʥʘ 4096 ʚ ʨʝʞʠʤʝ 
ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

¶ ʅʘʩʪʨʦʡʪʝ ʜʣʠʥʫ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ, ʢʦʧʠʨʫʝʤʦʛʦ ʚʦ ʚʨʝʤʷ 
ʚʳʙʦʨʢʠ ʧʦʪʦʢʘ, ʥʘ 128 ʙʘʡʪʦʚ ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ 
ʢʦʥʬʠʛʫʨʘʮʠʠ. 

¶ ʋʩʪʘʥʦʚʠʪʝ ʠʥʪʝʨʚʘʣ ʚʳʙʦʨʢʠ ʨʘʚʥʳʤ 10 ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʄʝʪʦʜ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

QTECH# configure terminal 

QTECH(config)# sflow sampling- rate 4096 

QTECH(config)# sflow flow max- header 128 

QTECH(config)# sflow counter interval 10 

ʉʝʪʝʚʦʝ 
ʦʢʨʫʞʝʥʠʝ 

¶ ʉʜʝʣʘʪʴ ʪʘʢ, ʯʪʦʙʳ ʪʨʘʬʠʢ ʧʨʦʭʦʜʠʣ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ 
TenGigabitEthernet 0/1. 
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¶ ʇʨʦʚʝʨʴʪʝ, ʝʩʪʴ ʣʠ ʪʨʘʬʠʢ ʥʘ ʠʥʪʝʨʬʝʡʩʝ TenGigabitEthernet 
0/1 ʥʘ sFlow Collector 1. 

¶ ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ show sflow, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, 

ʩʦʛʣʘʩʫʶʪʩʷ ʣʠ ʚʳʭʦʜʥʳʝ ʜʘʥʥʳʝ ʢʦʤʘʥʜʳ ʩ ʢʦʥʬʠʛʫʨʘʮʠʝʡ 

ʄʝʪʦʜ 
ʧʨʦʚʝʨʢʠ 

QTECH# show sflow 

sFlow datagram version 5  

Global information: 

Agent IP: 10.10.10.10 

sflow counter interval:10  

sflow flow max - header:128 

sflow sampling - rate:4096 

Collector information:  

ID IP Port Size VPN 

1 192.168.2.100 6343 1400 

2 NULL 0 1400 

Port information  

Interface CID FID Enable 

TenGigabitEthernet 0/1 0 1 Y 

7.5. ʄʦʥʠʪʦʨʠʥʛ 

7.5.1. ʆʪʦʙʨʘʞʝʥʠʝ 

ʌʫʥʢʮʠʷ ʂʦʤʘʥʜʘ 

ʆʪʦʙʨʘʞʘʝʪ ʢʦʥʬʠʛʫʨʘʮʠʶ sFlow show sflow 
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8. ʅɸʉʊʈʆʁʂɸ NETCONF 

8.1. ʆʙʟʦʨ 

ʇʨʦʪʦʢʦʣ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʝʪʠ (NETCONF) ð ʪɻʦ ʩʦʚʝʨʰʝʥʥʦ ʥʦʚʳʡ ʧʨʦʪʦʢʦʣ ʥʘ ʦʩʥʦʚʝ 
Extensible Markup Language (XML), ʧʨʝʜʣʦʞʝʥʥʳʡ ʨʘʙʦʯʝʡ ʛʨʫʧʧʦʡ NETCONF ʎʝʣʝʚʦʡ 
ʛʨʫʧʧ r ʧʦ ʨʘʟʨʘʙʦʪʢʝ ʀʥʪʝʨʥʝʪʘ (IETF) ʚ 2003 ʛʦʜʫ. ɽʛʦ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ 
ʥʘʩʪʨʦʡʢʠ ʫʩʪʨʦʡʩʪʚ, ʠʟʚʣʝʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ, ʤʦʥʠʪʦʨʠʥʛ ʠ ʫʧʨʘʚʣʝʥʠʝ. ʕʪʦʪ ʧʨʦʪʦʢʦʣ 
ʧʨʠʥʠʤʘʝʪ ʨʝʞʠʤ ʩʚʷʟʠ ʢʣʠʝʥʪ/ʩʝʨʚʝʨ, ʚ ʢʦʪʦʨʦʤ ʧʨʦʛʨʘʤʤʘ ʩʝʨʚʝʨʘ ʧʨʦʪʦʢʦʣʘ ʨʘʙʦʪʘʝʪ 
ʥʘ ʫʩʪʨʦʡʩʪʚʝ, ʘ ʧʨʦʛʨʘʤʤʘ ʢʣʠʝʥʪʘ ʧʨʦʪʦʢʦʣʘ ʨʘʙʦʪʘʝʪ ʥʘ ʢʣʠʝʥʪʘʭ. ʌʦʨʤʘʪ XML 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʧʘʢʝʪʘʭ ʵʪʦʛʦ ʧʨʦʪʦʢʦʣʘ, ʚʢʣʶʯʘʷ ʚʩʝ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʩʦʦʙʱʝʥʠʷ 
ʧʨʦʪʦʢʦʣʘ. ʇʨʦʪʦʢʦʣ NETCONF ʩʦʩʪʦʠʪ ʠʟ ʯʝʪʳʨʝʭ ʫʨʦʚʥʝʡ: ʫʨʦʚʥʷ ʩʦʜʝʨʞʠʤʦʛʦ, ʫʨʦʚʥʷ 
ʦʧʝʨʘʮʠʡ, ʫʨʦʚʥʷ ʫʜʘʣʝʥʥʦʛʦ ʚʳʟʦʚʘ ʧʨʦʮʝʜʫʨ (RPC) ʠ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʫʨʦʚʥʷ. ʋʨʦʚʝʥʴ 
ʢʦʥʪʝʥʪʘ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ ʦʙʲʝʢʪʦʚ ʫʧʨʘʚʣʷʝʤʳʭ ʜʘʥʥʳʭ, ʠ ʥʘ ʵʪʦʤ ʫʨʦʚʥʝ 
ʭʨʘʥʷʪʩʷ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚ. ʋʨʦʚʝʥʴ ʦʧʝʨʘʮʠʡ ð ɻ ʪʦ ʙʘʟʦʚʳʡ ʧʨʠʤʠʪʠʚʥʳʡ 
ʥʘʙʦʨ ʦʧʝʨʘʮʠʡ, ʧʨʠʤʝʥʷʝʤʳʡ ʢ RPC, ʥʘʧʨʠʤʝʨ, <get>, <get-config>, <edit-config> ʠ 
<delete-config>. ʋʨʦʚʝʥʴ RPC ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʨʦʩʪʦʡ ʤʝʭʘʥʠʟʤ, ʥʝ ʩʚʷʟʘʥʥʳʡ ʩ 
ʪʨʘʥʩʧʦʨʪʥʳʤʠ ʧʨʦʪʦʢʦʣʘʤʠ, ʠ ʵʪʦʪ ʤʝʭʘʥʠʟʤ ʦʧʨʝʜʝʣʷʝʪ ʵʣʝʤʝʥʪʳ ʥʝʢʦʪʦʨʳʭ 
ʩʦʦʙʱʝʥʠʡ ʦʙʨʘʪʥʦʡ ʩʚʷʟʠ ʦʙ ʦʰʠʙʢʘʭ. ʊʨʘʥʩʧʦʨʪʥʳʡ ʫʨʦʚʝʥʴ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʝʟʦʧʘʩʥʳʡ 
ʪʨʘʥʩʧʦʨʪʥʳʡ ʢʘʥʘʣ. ʇʨʦʪʦʢʦʣ NETCONF ʧʦʜʜʝʨʞʠʚʘʝʪ Secure Shell (SSH) (ʦʙʷʟʘʪʝʣʴʥʦ), 
Simple Object Access Protocol (SOAP) ʠ Block Extensible Exchange Protocol (BEEP). 

ʇʨʦʪʦʢʦʣʳ ʠ ʩʪʘʥʜʘʨʪʳ 

¶ RFC4741: ʧʨʦʪʦʢʦʣ ʢʦʥʬʠʛʫʨʘʮʠʠ NETCONF. 

¶ RFC4742: ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʪʦʢʦʣʘ ʢʦʥʬʠʛʫʨʘʮʠʠ NETCONF ʯʝʨʝʟ Secure Shell 
(SSH). 

¶ RFC4743: ʠʩʧʦʣʴʟʦʚʘʥʠʝ NETCONF ʧʦ ʧʨʦʪʦʢʦʣʫ ʧʨʦʩʪʦʛʦ ʜʦʩʪʫʧʘ ʢ ʦʙʲʝʢʪʘʤ 
(SOAP). 

¶ RFC4744: ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʪʦʢʦʣʘ NETCONF ʧʦ ʧʨʦʪʦʢʦʣʫ ʨʘʩʰʠʨʝʥʥʦʛʦ 
ʦʙʤʝʥʘ ʙʣʦʢʘʤʠ (BEEP). 

¶ RFC5277: ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʩʦʙʳʪʠʷʭ NETCONF. 

¶ RFC5381: ʦʧʳʪ ʨʝʘʣʠʟʘʮʠʠ NETCONF ʯʝʨʝʟ SOAP. 

¶ RFC5539: NETCONF ʯʝʨʝʟ ʙʝʟʦʧʘʩʥʦʩʪʴ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʫʨʦʚʥʷ (TLS). 

¶ RFC5717: RPC ʩ ʯʘʩʪʠʯʥʦʡ ʙʣʦʢʠʨʦʚʢʦʡ ʜʣʷ NETCONF. 

¶ RFC6022: ʩʭʝʤʘ ʤʦʥʠʪʦʨʠʥʛʘ NETCONF. 

¶ RFC6241: ʧʨʦʪʦʢʦʣ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʝʪʠ. 

¶ RFC6242: ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʪʦʢʦʣʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʝʪʠ ʯʝʨʝʟ Secure Shell. 

¶ RFC6243: ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʟʥʘʯʝʥʠʡ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ NETCONF. 

¶ RFC6470: ʩʦʙʳʪʠʷ ʫʚʝʜʦʤʣʝʥʠʡ NETCONF. 

¶ RFC6536: ʤʦʜʝʣʴ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ NETCONF (NACM). 

¶ RFC4741 ʠ RFC4742 ʟʘʤʝʥʝʥʳ ʥʘ RFC6241 ʠ RFC6242 ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 
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8.2. ʇʨʠʣʦʞʝʥʠʷ 

ʇʨʠʣʦʞʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤʠ 
ʫʩʪʨʦʡʩʪʚʘʤʠ NETCONF 

ʇʦʣʴʟʦʚʘʪʝʣʠ ʦʪʧʨʘʚʣʷʶʪ ʧʘʢʝʪʳ ʢʦʥʬʠʛʫʨʘʮʠʠ NETCONF 
ʚ ʬʦʨʤʘʪʝ XML ʥʘ ʫʩʪʨʦʡʩʪʚʘ ʩ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤʤʥʦʛʦ 
ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ, ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʥʘ 
ʂʣʠʝʥʪ NETCONF ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʫʩʪʨʦʡʩʪʚ ʠ ʫʧʨʘʚʣʝʥʠʷ 
ʠʤʠ 

8.2.1. ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ NETCONF 

8.2.1.1. ʉʮʝʥʘʨʠʡ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ ʥʠʞʝ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʛʨʘʤʤʥʦʝ 
ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ NETCONF ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ ʠ 
ʠʭ ʤʦʥʠʪʦʨʠʥʛʘ. 

 

ʈʠʩʫʥʦʢ 8-1. 

8.2.1.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ 

ʉʪʘʥʮʠʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ ʠ ʫʧʨʘʚʣʷʝʤʳʝ ʩʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ ʩʚʷʟʘʥʳ ʯʝʨʝʟ ʩʝʪʠ. 
ʇʨʦʪʦʢʦʣ SSH ʜʦʣʞʝʥ ʨʘʙʦʪʘʪʴ ʢʘʢ ʥʘ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ, 
ʪʘʢ ʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ. ʅʘ ʩʪʘʥʮʠʠ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ ʩ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 
ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ NETCONF ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʙʘʟʘʤ ʜʘʥʥʳʭ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʙʘʟʘʤ ʜʘʥʥʳʭ ʩʦʩʪʦʷʥʠʷ ʥʘ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚʘʭ, ʧʦʣʫʯʘʪʴ ʫʚʝʜʦʤʣʝʥʠʷ 
ʦ ʩʦʙʳʪʠʷʭ, ʦʪʧʨʘʚʣʝʥʥʳʝ ʩ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ, ʘ ʪʘʢʞʝ ʫʧʨʘʚʣʷʪʴ ʠ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ 
ʩʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ. 
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8.3. ʌʫʥʢʮʠʠ 

8.3.1. ɹʘʟʦʚʳʝ ʢʦʥʮʝʧʪʳ 

8.3.1.1. ʆʙʱʠʝ ʫʩʣʦʚʠʷ 

¶ RFC: ʫʜʘʣʝʥʥʳʡ ʚʳʟʦʚ ʧʨʦʮʝʜʫʨ. 

¶ DM: ʤʦʜʝʣʴ ʜʘʥʥʳʭ. 

8.3.1.2. ʉʪʨʫʢʪʫʨʘ ʧʨʦʪʦʢʦʣʘ 

ʅʘ ʨʠʩʫʥʢʝ ʥʠʞʝ ʧʦʢʘʟʘʥʘ ʩʪʨʫʢʪʫʨʘ ʧʨʦʪʦʢʦʣʘ NETCONF. 

 

ʈʠʩʫʥʦʢ 8-2. ʉʪʨʫʢʪʫʨʘ ʧʨʦʪʦʢʦʣʘ NETCONF 

8.3.1.3. ʉʝʩʩʠʦʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ 

¶ NETCONF ʯʝʨʝʟ SSH 

ʉʝʨʚʝʨ ʦʪʩʣʝʞʠʚʘʝʪ ʧʦʨʪ 830. ʇʝʨʝʜ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʪʦʢʦʣʘ NETCONF ʥʝʦʙʭʦʜʠʤʦ 
ʫʩʪʘʥʦʚʠʪʴ ʢʘʥʘʣ SSH. ʋʩʪʘʥʦʚʢʘ ʢʘʥʘʣʘ SSH (ʧʦʜʩʠʩʪʝʤʘ SSH, ʥʘʟʳʚʘʝʤʘʷ netconf) 
ʪʨʝʙʫʝʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʩʦʛʣʘʩʦʚʘʥʠʷ ʨʷʜʘ ʘʣʛʦʨʠʪʤʦʚ ʧʝʨʝʜʘʯʠ 
(ʚʢʣʶʯʘʷ ʩʦʛʣʘʩʦʚʘʥʠʝ ʢʣʶʯʝʡ, ʘʣʛʦʨʠʪʤ ʩʞʘʪʠʷ, ʘʣʛʦʨʠʪʤ ʭʝʰʠʨʦʚʘʥʠʷ, ʘʣʛʦʨʠʪʤ 
ʰʠʬʨʦʚʘʥʠʷ ʠ ʘʣʛʦʨʠʪʤ ʧʦʜʧʠʩʠ). 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʥʘʩʪʨʦʡʢʝ ʩʝʨʠʷ QSW-7600 

ʅʘʩʪʨʦʡʢʘ NETCONF  

8-143 

 

 

 

ʈʠʩʫʥʦʢ 8-3. ʇʘʢʝʪʳ, ʢʦʪʦʨʳʤʠ ʦʙʤʝʥʠʚʘʶʪʩʷ ʚ ʩʝʘʥʩʝ NETCONF 

8.3.1.4. ʆʙʤʝʥ ʥʘʙʦʨʘʤʠ ʚʦʟʤʦʞʥʦʩʪʝʡ 

ʅʘʙʦʨʳ ʚʦʟʤʦʞʥʦʩʪʝʡ ʜʦʣʞʥʳ ʙʳʪʴ ʦʙʤʝʥʝʥʳ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʢʘʥʘʣ ʫʩʪʘʥʦʚʣʝʥ. ʀ ʩʝʨʚʝʨ, 
ʠ ʢʣʠʝʥʪ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʩʚʦʠ ʨʝʘʣʠʟʦʚʘʥʥʳʝ ʥʘʙʦʨʳ ʚʦʟʤʦʞʥʦʩʪʝʡ ʠ ʠʛʥʦʨʠʨʫʶʪ 
ʚʦʟʤʦʞʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʥʝ ʧʦʥʷʪʳ ʠʣʠ ʥʝ ʨʝʘʣʠʟʦʚʘʥʳ. ʂʘʞʜʳʡ peer ʜʦʣʞʝʥ ʧʦʜʜʝʨʞʠʚʘʪʴ 
ʢʘʢ ʤʠʥʠʤʫʤ ʙʘʟʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʧʨʦʪʦʢʦʣʘ (urn:ietf:params:netconf:base:1.1). ɽʩʣʠ 
NETCONF-ʧʨʦʪʦʢʦʣ ʩʦʚʤʝʩʪʠʤ ʩ ʙʦʣʝʝ ʨʘʥʥʝʡ ʚʝʨʩʠʝʡ ʧʨʦʪʦʢʦʣʘ, peer ʜʦʣʞʝʥ 
ʧʦʜʜʝʨʞʠʚʘʪʴ ʙʘʟʦʚʫʶ ʚʦʟʤʦʞʥʦʩʪʴ (urn:ietf:params:netconf:base:1.0) ʵʪʦʡ ʨʘʥʥʝʡ ʚʝʨʩʠʠ. 

ʇʨʦʪʦʢʦʣʴʥʳʝ ʦʧʝʨʘʮʠʠ 

ɼʣʷ ʦʧʝʨʘʮʠʦʥʥʦʛʦ ʫʨʦʚʥʷ NETCONF ʦʧʨʝʜʝʣʝʥʳ ʜʝʚʷʪʴ ʦʩʥʦʚʥʳʭ ʤʝʪʦʜʦʚ ʨʘʙʦʪʳ, ʘ 
ʤʝʪʦʜʳ ʦʧʝʨʘʮʠʡ ʩʣʝʜʫʶʱʠʝ: <get> ʠ <get-config> ð ʦʧʝʨʘʮʠʠ ʧʦʣʫʯʝʥʠʷ ʟʥʘʯʝʥʠʷ, <edit-
config>, <copy-config> ʠ <delete-config>. config> ð ʦʧʝʨʘʮʠʠ ʥʘʩʪʨʦʡʢʠ, <lock> ʠ <unlock> ð 
ʦʧʝʨʘʮʠʠ ʟʘʱʠʪʳ ʦʪ ʙʣʦʢʠʨʦʚʢʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʝ ʚ ʩʣʫʯʘʝ ʧʘʨʘʣʣʝʣʴʥʳʭ ʦʧʝʨʘʮʠʡ ʥʘʜ 
ʢʨʠʪʠʯʝʩʢʠʤʠ ʨʝʩʫʨʩʘʤʠ ʫʩʪʨʦʡʩʪʚʘ (ʬʘʡʣʘʤʠ ʢʦʥʬʠʛʫʨʘʮʠʠ), ʘ <close-session> ʠ <kill-
session> ð ʦʧʝʨʘʮʠʠ ʟʘʚʝʨʰʝʥʠʷ ʩʝʘʥʩʘ. 

¶ <get>: ʧʦʣʫʯʘʝʪ ʜʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ ʠ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ. 

¶ <get-config>: ʧʦʣʫʯʘʝʪ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʦʩʥʦʚʝ ʫʟʣʘ ʬʠʣʴʪʨʘʮʠʠ ʚ 
ʟʘʧʨʦʩʝ RPC. 

¶ <edit-config>: ʥʘʩʪʨʘʠʚʘʝʪ ʫʩʪʨʦʡʩʪʚʦ ʥʘ ʦʩʥʦʚʝ ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʛʦ ʦʧʨʝʜʝʣʝʥʠʷ 
ʤʦʜʝʣʠ ʜʘʥʥʳʭ ʠ ʘʪʨʠʙʫʪʦʚ ʦʧʝʨʘʮʠʠ. ʆʜʠʥ ʚʘʞʥʳʡ ʘʪʨʠʙʫʪ operation ʤʦʞʥʦ 
ʥʘʩʪʨʦʠʪʴ ʥʘ merge, replace, create, delete ʠʣʠ remove, ʘ ʟʥʘʯʝʥʠʝ ʧʦ 
ʫʤʦʣʯʘʥʠʶ ð merge. 

¶ <ʩopy-config>: ʩʢʦʧʠʨʫʝʪ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʥʘʧʨʠʤʝʨ, copʜʘ 
ʘʢʦʥʬʠʛʫʨʘʮʠʷ-ʢʘʥʜʠʜʘʪ ʚʘʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʢʦʧʜʘ ʘʢʦʥʬʠʛʫʨʘʮʠʷ 
ʟʘʧʫʩʢʘ ʚ ʪʝʢʫʱʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ ʠ ʥʘʧʠʰʠʪʝʩ ʘʨʘʙʦʪʘʶʱʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ ʚ 
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ʩʪʘʨʪʦʚʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ. ʕʪʠ ʦʧʝʨʘʮʠʠ ʢʦʧʠʨʦʚʘʥʠʷ ʪʨʝʙʫʶʪʮʝʣʝʚʳʝ ʬʘʡʣʳ ʜʣʷ 
ʧʦʜʜʝʨʞʢʠʚʦʟʤʦʞʥʦʩʪʴ ʟʘʧʠʩʠ. 

¶ <copy-config>: ʢʦʧʠʨʫʝʪ ʬʘʡʣ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʥʘʧʨʠʤʝʨ, ʢʦʧʠʨʫʝʪ 
ʢʦʥʬʠʛʫʨʘʮʠʶ-ʢʘʥʜʠʜʘʪ ʚ ʬʘʡʣ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʢʦʧʠʨʫʝʪ ʢʦʥʬʠʛʫʨʘʮʠʶ ʟʘʧʫʩʢʘ ʚ 
ʪʝʢʫʱʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ ʠ ʟʘʧʠʩʳʚʘʝʪ ʪʝʢʫʱʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ 
ʟʘʧʫʩʢʘ. ɼʣʷ ʵʪʠʭ ʦʧʝʨʘʮʠʡ ʢʦʧʠʨʦʚʘʥʠʷ ʥʝʦʙʭʦʜʠʤʳ ʮʝʣʝʚʳʝ ʬʘʡʣʳ, 
ʧʦʜʜʝʨʞʠʚʘʶʱʠʝ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʧʠʩʠ. 

¶ <delete-config>: ʫʜʘʣʷʝʪ ʬʘʡʣ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ. ɿʘʧʫʱʝʥʥʳʡ ʬʘʡʣ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʜʘʣʝʥ. 

¶ <lock>: ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʱʠʪʫ ʦʪ ʙʣʦʢʠʨʦʚʢʠ ʬʘʡʣʦʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ. 
ʂʦʛʜʘ ʢʣʠʝʥʪ ʧʦʣʫʯʘʝʪ ʜʦʩʪʫʧ (ʠʣʠ ʠʟʤʝʥʝʥʠʝ) ʬʘʡʣʘ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʫʩʪʨʦʡʩʪʚʘ, ʜʨʫʛʠʝ ʢʣʠʝʥʪʳ ʠʣʠ ʢʣʠʝʥʪʳ, ʥʝ ʦʪʥʦʩʷʱʠʝʩʷ ʢ NETCONF (ʪʘʢʠʝ ʢʘʢ 
SNMP ʠʣʠ CLI-ʢʣʠʝʥʪʳ), ʥʝ ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ (ʠʣʠ ʠʟʤʝʥʠʪʴ) ʬʘʡʣ ʜʘʥʥʳʭ 
ʢʦʥʬʠʛʫʨʘʮʠʠ. 

¶ <unlock>: ʨʘʟʙʣʦʢʠʨʫʝʪ ʬʘʡʣ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

¶ <close-session>: ʟʘʢʨʳʚʘʝʪ ʪʝʢʫʱʠʡ ʩʝʘʥʩ, ʚʢʣʶʯʘʷ ʦʩʚʦʙʦʞʜʝʥʠʝ ʨʝʩʫʨʩʦʚ, 
ʩʥʷʪʠʝ ʙʣʦʢʠʨʦʚʢʠ ʠ ʦʪʢʣʶʯʝʥʠʝ. ʂʦʛʜʘ ʚʳʧʦʣʥʷʝʪʩʷ ʵʪʘ ʦʧʝʨʘʮʠʷ, ʥʝʦʙʭʦʜʠʤʦ 
ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʦʙʨʘʙʦʪʢʘ ʪʝʢʫʱʝʡ ʩʣʫʞʙʳ ʟʘʚʝʨʰʝʥʘ ʠ ʥʦʚʳʡ ʟʘʧʨʦʩ ʥʝ 
ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ. 

¶ <kill-session>: ʧʨʠʥʫʜʠʪʝʣʴʥʦ ʟʘʚʝʨʰʘʝʪ ʩʝʘʥʩ (ʪʝʢʫʱʠʡ ʩʝʘʥʩ ʥʝ ʤʦʞʝʪ ʙʳʪʴ 
ʟʘʚʝʨʰʝʥ), ʚʢʣʶʯʘʷ ʦʩʚʦʙʦʞʜʝʥʠʝ ʨʝʩʫʨʩʦʚ, ʩʥʷʪʠʝ ʙʣʦʢʠʨʦʚʢʠ ʠ ʨʘʟʲʝʜʠʥʝʥʠʝ. 
ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʵʪʦʡ ʦʧʝʨʘʮʠʠ ʪʝʢʫʱʘʷ ʩʣʫʞʙʘ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʝʢʨʘʱʝʥʘ, ʘ 
ʥʝʟʘʚʝʨʰʝʥʥʳʝ ʩʣʫʞʙʳ ʜʦʣʞʥʳ ʙʳʪʴ ʚʦʟʚʨʘʱʝʥʳ ʚ ʩʦʩʪʦʷʥʠʝ, ʧʨʝʜʰʝʩʪʚʫʶʱʝʝ 
ʦʙʨʘʙʦʪʢʝ ʩʣʫʞʙʳ. 

8.3.2. ʆʙʟʦʨ 

ʆʩʦʙʝʥʥʦʩʪʴ ʆʧʠʩʘʥʠʝ 

ʆʙʤʝʥ ʥʘʙʦʨʘʤʠ 
ʚʦʟʤʦʞʥʦʩʪʝʡ 

ʉʝʨʚʝʨ NETCONF ʠ ʢʣʠʝʥʪ ʚʟʘʠʤʥʦ ʦʪʧʨʘʚʣʷʶʪ ʥʘʙʦʨʳ 
ʚʦʟʤʦʞʥʦʩʪʝʡ ʜʨʫʛ ʜʨʫʛʫ. ʉʝʨʚʝʨ (ʫʩʪʨʦʡʩʪʚʦ) ʧʦʜʜʝʨʞʠʚʘʝʪ 
NETCONF 1.0 ʠ NETCONF 1.1 

<get> ʂʣʠʝʥʪ ʧʦʣʫʯʘʝʪ ʜʘʥʥʳʝ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʣʠ ʩʦʩʪʦʷʥʠʠ ʫʩʪʨʦʡʩʪʚʘ 

<get-config> ʂʣʠʝʥʪ ʧʦʣʫʯʘʝʪ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ 

<edit-config> ʂʣʠʝʥʪ ʠʟʤʝʥʷʝʪ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ 

<copy-config> ʂʣʠʝʥʪ ʢʦʧʠʨʫʝʪ ʬʘʡʣ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʚ ʜʨʫʛʦʡ ʬʘʡʣ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

<delete-config> ʂʣʠʝʥʪ ʫʜʘʣʷʝʪ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʥʘ ʫʩʪʨʦʡʩʪʚʝ 

<close-session> ʂʣʠʝʥʪ ʘʢʪʠʚʥʦ ʟʘʢʨʳʚʘʝʪ ʪʝʢʫʱʠʡ ʩʝʘʥʩ NETCONF ʩ ʫʩʪʨʦʡʩʪʚʦʤ 

<lock> ʂʣʠʝʥʪ ʙʣʦʢʠʨʫʝʪ ʬʘʡʣ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩ ʫʩʪʨʦʡʩʪʚʘ 
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ʆʩʦʙʝʥʥʦʩʪʴ ʆʧʠʩʘʥʠʝ 

<unlock> ʂʣʠʝʥʪ ʨʘʟʙʣʦʢʠʨʫʝʪ ʬʘʡʣ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩ ʫʩʪʨʦʡʩʪʚʘ 

8.3.3. ʆʙʤʝʥ ʥʘʙʦʨʘʤʠ ʚʦʟʤʦʞʥʦʩʪʝʡ 

ʂʣʠʝʥʪ NETCONF ʠ ʩʝʨʚʝʨ NETCONF ʦʙʤʝʥʠʚʘʶʪʩʷ ʩʚʦʠʤʠ ʥʘʙʦʨʘʤʠ ʚʦʟʤʦʞʥʦʩʪʝʡ 
ʩʨʘʟʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʣʝʥʠʷ ʩʦʝʜʠʥʝʥʠʷ. ʆʥʠ ʤʦʛʫʪ ʚʳʧʦʣʥʷʪʴ ʧʦʩʣʝʜʫʶʱʠʝ ʦʧʝʨʘʮʠʠ ʩ 
ʜʘʥʥʳʤʠ, ʪʦʣʴʢʦ ʝʩʣʠ ʦʥʠ ʧʦʜʜʝʨʞʠʚʘʶʪ ʪʫ ʞʝ ʚʝʨʩʠʶ ʧʨʦʪʦʢʦʣʘ NETCONF. ʌʦʨʤʘʪ 
ʦʪʧʨʘʚʣʷʝʤʳʭ ʧʘʢʝʪʦʚ ʩʣʝʜʫʶʱʠʡ: 

<hello  xmlns="urn:ietf :params:xml:ns:netconf:base:1.0"> 

 <capabilities> 

  <capability> 

   urn:ietf:params:netconf:base:1.1 

  </capability> 

  <capability> 

   Capability set 1 

  </capability> 

  <capability> 

   Capability set 2 

  </capability> 

 </capabilities> 

 <session- id>Session ID</session- id> 

</hello> 

ʇʈʀʄɽʏɸʅʀɽ: ʧʘʢʝʪ ʦʙʤʝʥʘ ʚʦʟʤʦʞʥʦʩʪʷʤʠ, ʦʪʧʨʘʚʣʝʥʥʳʡ ʦʪ ʢʣʠʝʥʪʘ ʢ ʩʝʨʚʝʨʫ, ʥʝ 

ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʝʘʥʩʘ (<session-id>). 

ʇʨʠʤʝʨ ʦʙʤʝʥʘ ʥʘʙʦʨʘʤʠ ʚʦʟʤʦʞʥʦʩʪʝʡ ʥʘ ʩʝʨʚʝʨʝ: 

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <capabilities> 

  <capability>urn:ietf:params:netconf:base:1.0</capability> 

  <capability>urn:ietf:params:netconf:base:1.1</capability> 

  <capability>urn:ietf:params:netconf:capability:writable -
running:1.0</capability> 

  <capability>urn:ietf:params:xml:ns:yang:ietf- yang- types?module=ietf-
yangtypes&amp;revision=2013- 07- 15</capability> 

  <capability>urn:rg:params:xml:ns:yang:rg- tacacs?module=rg-
tacacs&amp;revision=2016- 10- 25</capability> 

  <capability>urn:rg:params:xml:ns:yang:rg- interfaces?module=rg-
interfaces&amp;revision=2016- 10- 25</capability> 

  <capability>urn:ietf:params:xml:ns:yang:ietf- inet- types?module=ietf-
inettypes&amp;revision=2010- 09- 24</capability> 
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  <capability>urn:rg:params:xml:ns:yang:rg- openflow?module=rg-
openflow&amp;revision=2016- 09- 26</capability> 

</capabilities> 

<session- id>28</session- id> 

</hello> 

ʇʨʠʤʝʨ ʦʙʤʝʥʘ ʥʘʙʦʨʘʤʠ ʚʦʟʤʦʞʥʦʩʪʝʡ ʥʘ ʢʣʠʝʥʪʝ: 

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <capabilities> 

 <capability>urn:ietf:params:netconf:base:1.0</capability> 

 </capabilities> 

</hello> 

8.3.4. <get> 

ʕʪʘ ʦʧʝʨʘʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʣʠ ʩʦʩʪʦʷʥʠʷ 
ʫʩʪʨʦʡʩʪʚʘ. 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʦʪʧʨʘʚʣʷʝʤʳʭ ʢʣʠʝʥʪʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc message- id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <get-config> 

 <filter type="subtree"> 

  Configuration data (or state data) filtering rule  

 </filter > 

 </get- config> 

</rpc> 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʚʦʟʚʨʘʱʘʝʤʳʭ ʩʝʨʚʝʨʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc- reply message- id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

   Acquired configuration data (or state data)  

 </data> 

</rpc- reply> 

ɽʩʣʠ ʥʠ ʦʜʥʦ ʠʟ ʧʦʜʤʥʦʞʝʩʪʚ ʜʘʥʥʳʭ ʩʦʩʪʦʷʥʠʷ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʨʘʚʠʣʫ 
ʬʠʣʴʪʨʘʮʠʠ, ʫʩʪʨʦʡʩʪʚʦ ʚʦʟʚʨʘʱʘʝʪ ʧʫʩʪʦʡ ʫʟʝʣ ʜʘʥʥʳʭ, ʧʦʢʘʟʘʥʥʳʡ ʥʠʞʝ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc- reply message- id="message ID " 
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/> 

</rpc- reply> 
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8.3.5. <get-config> 

ʕʪʘ ʦʧʝʨʘʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ. ʆʥ ʧʦʣʫʯʘʝʪ 
ʧʦʜʤʥʦʞʝʩʪʚʘ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʦʩʥʦʚʝ ʨʘʟʣʠʯʥʳʭ ʦʪʚʝʪʚʣʝʥʠʡ ʧʨʘʚʠʣ 
ʬʠʣʴʪʨʘʮʠʠ, ʥʦ ʥʝ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ ʫʩʪʨʦʡʩʪʚʘ. 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʦʪʧʨʘʚʣʷʝʤʳʭ ʢʣʠʝʥʪʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

 <rpc message- id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <get-config> 

   <source> 

    <running/> 

   </source> 

   <filter type="subtree"> 

   Protocol filtering rules  

    </filter > 

  </get- config> 

</rpc> 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʚʦʟʚʨʘʱʘʝʤʳʭ ʩʝʨʚʝʨʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

 <rpc- reply message- id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  <data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

   Acquired configuration data  

  </data> 

</rpc- reply> 

ɽʩʣʠ ʥʠ ʦʜʥʦ ʠʟ ʧʦʜʤʥʦʞʝʩʪʚ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ 
ʧʨʘʚʠʣʘʤ ʬʠʣʴʪʨʘʮʠʠ, ʫʩʪʨʦʡʩʪʚʦ ʚʦʟʚʨʘʱʘʝʪ ʧʫʩʪʦʡ ʫʟʝʣ ʜʘʥʥʳʭ, ʧʦʢʘʟʘʥʥʳʡ ʥʠʞʝ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc- reply message- id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/> 

</rpc- reply> 

8.3.6. <edit-config> 

ʕʪʘ ʦʧʝʨʘʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʦʩʥʦʚʝ 
ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʛʦ ʦʧʨʝʜʝʣʝʥʠʷ ʤʦʜʝʣʠ ʜʘʥʥʳʭ ʠ ʘʪʨʠʙʫʪʦʚ ʦʧʝʨʘʮʠʠ. ʇʘʢʝʪʳ edit-config 
ʩʦʜʝʨʞʘʪ ʧʷʪʴ ʘʪʨʠʙʫʪʦʚ ʦʧʝʨʘʮʠʠ, ʢʦʪʦʨʳʝ ʫʢʘʟʘʥʳ ʚ ʦʧʠʩʘʥʠʠ ʘʪʨʠʙʫʪʘ ʦʧʝʨʘʮʠʠ ʫʟʣʘ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ ʜʦʩʪʘʚʣʝʥʥʳʭ XML-ʧʘʢʝʪʘʭ. ʇʷʪʴ ʘʪʨʠʙʫʪʦʚ ʩʣʝʜʫʶʱʠʝ: 

merge: ʦʙʲʝʜʠʥʷʝʪ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ ʧʘʢʝʪʘʭ edit-config, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʵʪʦʪ 
ʘʪʨʠʙʫʪ, ʚ ʫʢʘʟʘʥʥʳʡ ʬʘʡʣ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ (ʠʣʠ ʙʘʟʫ ʜʘʥʥʳʭ). ɽʩʣʠ ʜʘʥʥʳʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʝ ʩʫʱʝʩʪʚʫʶʪ, ʦʥʠ ʩʦʟʜʘʶʪʩʷ ʥʘ ʦʩʥʦʚʝ ʜʦʩʪʘʚʣʝʥʥʦʛʦ ʢʦʥʪʝʥʪʘ. 

replace: ʠʩʧʦʣʴʟʫʝʪ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ ʧʘʢʝʪʘʭ edit-config, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʵʪʦʪ 
ʘʪʨʠʙʫʪ, ʜʣʷ ʟʘʤʝʥʳ ʩʚʷʟʘʥʥʦʛʦ ʫʟʣʘ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ ʫʢʘʟʘʥʥʦʤ ʬʘʡʣʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ (ʠʣʠ ʙʘʟʝ ʜʘʥʥʳʭ). ɽʩʣʠ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʝ ʩʫʱʝʩʪʚʫʶʪ, 
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ʦʥʠ ʩʦʟʜʘʶʪʩʷ ʥʘ ʦʩʥʦʚʝ ʜʦʩʪʘʚʣʝʥʥʦʛʦ ʢʦʥʪʝʥʪʘ. ʋʩʪʨʦʡʩʪʚʘ QTECH ʚʨʝʤʝʥʥʦ ʥʝ 
ʧʦʜʜʝʨʞʠʚʘʶʪ ʵʪʫ ʦʧʝʨʘʮʠʶ. ɽʩʣʠ ʪʘʢʦʡ ʘʪʨʠʙʫʪ ʜʦʩʪʘʚʣʝʥ, ʦʥ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ 
ʘʪʨʠʙʫʪ ʩʣʠʷʥʠʷ. 

create: ʩʦʟʜʘʝʪ ʚ ʫʢʘʟʘʥʥʦʤ ʬʘʡʣʝ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ (ʠʣʠ ʙʘʟʝ ʜʘʥʥʳʭ) ʜʘʥʥʳʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ ʧʘʢʝʪʘʭ edit-config, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʵʪʦʪ ʘʪʨʠʙʫʪ. ɽʩʣʠ ʜʘʥʥʳʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʝ ʩʫʱʝʩʪʚʫʶʪ, ʦʥʠ ʩʦʟʜʘʶʪʩʷ ʥʘ ʦʩʥʦʚʝ ʜʦʩʪʘʚʣʝʥʥʦʛʦ ʢʦʥʪʝʥʪʘ. ɽʩʣʠ 
ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʞʝ ʩʫʱʝʩʪʚʫʶʪ, ʚʦʟʚʨʘʱʘʝʪʩʷ ʧʘʢʝʪ rpc-error, ʘ ʪʝʛ ʦʰʠʙʢʠ 
ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʜʘʥʥʳʝ ʫʞʝ ʩʫʱʝʩʪʚʫʶʪ. 

delete: ʫʜʘʣʷʝʪ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ ʧʘʢʝʪʘʭ edit-config, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʵʪʦʪ ʘʪʨʠʙʫʪ, 
ʠʟ ʫʢʘʟʘʥʥʦʛʦ ʬʘʡʣʘ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ (ʠʣʠ ʙʘʟʳ ʜʘʥʥʳʭ). ɽʩʣʠ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʫʞʝ ʩʫʱʝʩʪʚʫʶʪ, ʦʥʠ ʫʜʘʣʷʶʪʩʷ ʥʘʧʨʷʤʫʶ. ɽʩʣʠ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʝ ʩʫʱʝʩʪʚʫʶʪ, 
ʚʦʟʚʨʘʱʘʝʪʩʷ ʧʘʢʝʪ rpc-error, ʘ ʪʝʛ ʦʰʠʙʢʠ ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʜʘʥʥʳʝ ʦʪʩʫʪʩʪʚʫʶʪ. 

remove: ʫʜʘʣʷʝʪ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ ʧʘʢʝʪʘʭ edit-config, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʵʪʦʪ 
ʘʪʨʠʙʫʪ, ʠʟ ʫʢʘʟʘʥʥʦʛʦ ʬʘʡʣʘ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ (ʠʣʠ ʙʘʟʳ ʜʘʥʥʳʭ). ɽʩʣʠ ʜʘʥʥʳʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʞʝ ʩʫʱʝʩʪʚʫʶʪ, ʦʥʠ ʫʜʘʣʷʶʪʩʷ ʥʘʧʨʷʤʫʶ. ɽʩʣʠ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʝ 
ʩʫʱʝʩʪʚʫʶʪ, ʵʪʘ ʦʧʝʨʘʮʠʷ ʠʛʥʦʨʠʨʫʝʪʩʷ ʠ ʚʦʟʚʨʘʱʘʝʪʩʷ ʦʪʚʝʪ OK. 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʦʪʧʨʘʚʣʷʝʤʳʭ ʢʣʠʝʥʪʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc message- id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <edit- config> 

  <target> <running/> </target> 

   <config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  Configuration data 

   </config> 

 </edit- config> 

</rpc> 

ɽʩʣʠ ʧʘʢʝʪ ʥʝ ʩʦʜʝʨʞʠʪ ʫʟʝʣ error-option, ʟʥʘʯʝʥʠʝ ʵʪʦʛʦ ʫʟʣʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʨʘʚʥʦ stop-
on-error, ʫʢʘʟʳʚʘʷ ʥʘ ʪʦ, ʯʪʦ, ʢʘʢ ʪʦʣʴʢʦ ʢʦʥʬʠʛʫʨʘʮʠʷ ʫʟʣʘ ʚ ʧʘʢʝʪʝ ʥʝʚʝʨʥʘ, 
ʧʦʩʣʝʜʫʶʱʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʚ ʪʦʤ ʞʝ ʧʘʢʝʪʝ ʦʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʠ rpc-error ʚʦʟʚʨʘʱʘʝʪʩʷ. 
ɽʩʣʠ ʚ ʧʘʢʝʪʝ ʥʝʪ ʫʟʣʘ test-option, ʟʥʘʯʝʥʠʝʤ ʵʪʦʛʦ ʫʟʣʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʷʚʣʷʝʪʩʷ test-then-
set. ɽʩʣʠ ʧʘʢʝʪ ʥʝ ʩʦʜʝʨʞʠʪ ʫʟʝʣ ʦʧʝʨʘʮʠʠ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʟʥʘʯʝʥʠʝʤ ʵʪʦʛʦ ʫʟʣʘ ʧʦ 
ʫʤʦʣʯʘʥʠʶ ʷʚʣʷʝʪʩʷ merge. 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʚʦʟʚʨʘʱʘʝʤʳʭ ʩʝʨʚʝʨʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc- reply message- id="message ID " 
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <ok/> 

</rpc- reply> 

ɽʩʣʠ ʧʘʢʝʪ ʩʦʜʝʨʞʠʪ ʫʟʝʣ error-option, ʬʦʨʤʘʪ ʦʙʳʯʥʦ ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc message- id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

<edit- config> 

 <target> <running/> </target> 
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 <error- option>behavior option in the case of a configuration error</error - option> 

 <config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0"> 

  Configuration data 

 </config> 

</edit- config> 

</rpc> 

ʋʟʝʣ error-option ʷʚʣʷʝʪʩʷ ʫʟʣʦʤ ʪʠʧʘ ʧʝʨʝʯʠʩʣʝʥʠʷ. ʆʥ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʚ ʦʜʥʦ ʠʟ 
ʩʣʝʜʫʶʱʠʭ ʟʥʘʯʝʥʠʡ: 

stop-on-error: ʥʝʤʝʜʣʝʥʥʦ ʦʩʪʘʥʘʚʣʠʚʘʝʪ ʪʝʢʫʱʫʶ ʦʧʝʨʘʮʠʶ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʧʝʨʚʦʡ ʦʰʠʙʢʠ. ʕʪʦ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ 
error-option. ɼʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʝʨʝʜ ʦʰʠʙʢʦʡ ʚ ʪʝʢʫʱʝʤ ʧʘʢʝʪʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʞʝ 
ʚʩʪʫʧʘʶʪ ʚ ʩʠʣʫ. 

continue-on-error: ʧʨʦʜʦʣʞʘʝʪ ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʜʘʞʝ ʝʩʣʠ ʚʦʟʥʠʢʘʝʪ 
ʦʰʠʙʢʘ. ʆʰʠʙʢʠ ʟʘʧʠʩʳʚʘʶʪʩʷ, ʠ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʚʩʝʡ ʦʙʨʘʙʦʪʢʠ ʚʦʟʚʨʘʱʘʝʪʩʷ 
ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ (ʪʦ ʝʩʪʴ ʜʣʷ ʚʩʝʭ ʦʰʠʙʦʢ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚʦʟʚʨʘʱʘʝʪʩʷ rpc-error). 

8.3.7. <copy-config> 

ʕʪʘ ʦʧʝʨʘʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʥʘʯʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩ ʪʝʢʫʱʝʡ 
ʢʦʥʬʠʛʫʨʘʮʠʝʡ. 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʦʪʧʨʘʚʣʷʝʤʳʭ ʢʣʠʝʥʪʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc message- id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <copy- config> 

  <target> 

   <startup/> 

  </target> 

  <source> 

   <running/> 

  </source> 

 </copy- config> 

</rpc> 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʚʦʟʚʨʘʱʘʝʤʳʭ ʩʝʨʚʝʨʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc- reply message- id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <ok/> 

</rpc- reply> 

8.3.8. <delete-config> 

ʕʪʘ ʦʧʝʨʘʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʜʘʣʝʥʠʷ ʥʘʯʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ. ʊʝʢʫʱʘʷ 
ʢʦʥʬʠʛʫʨʘʮʠʷ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʜʘʣʝʥʘ. 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʦʪʧʨʘʚʣʷʝʤʳʭ ʢʣʠʝʥʪʦʤ, ʩʣʝʜʫʶʱʠʡ: 
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<?xml version="1.0" encoding="utf- 8"?> 

<rpc message- id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <delete- config> 

  <target> 

   <startup/> 

  </target> 

 </delete- config> 

</rpc> 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʚʦʟʚʨʘʱʘʝʤʳʭ ʩʝʨʚʝʨʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc- reply message- id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <ok/> 

</rpc- reply> 

8.3.9. <close-session> 

ʕʪʘ ʦʧʝʨʘʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʢʨʳʪʠʷ ʪʝʢʫʱʝʛʦ ʩʝʘʥʩʘ, ʦʩʚʦʙʦʞʜʝʥʠʷ ʨʝʩʫʨʩʦʚ ʠ 
ʙʣʦʢʠʨʦʚʦʢ, ʠ ʨʘʟʨʳʚʘ ʩʦʝʜʠʥʝʥʠʷ. 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʦʪʧʨʘʚʣʷʝʤʳʭ ʢʣʠʝʥʪʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc message- id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <close- session/> 

</rpc> 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʚʦʟʚʨʘʱʘʝʤʳʭ ʩʝʨʚʝʨʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc- reply message- id="xxx" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <ok/> 

</rpc- reply> 

8.3.10. <lock> 

ʉʦʛʣʘʩʥʦ RFC6241, ʵʪʘ ʦʧʝʨʘʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʙʣʦʢʠʨʦʚʢʠ ʙʘʟʳ ʜʘʥʥʳʭ 
ʢʦʥʬʠʛʫʨʘʮʠʠ (ʬʘʡʣʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠ) ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʦʜʥʦʚʨʝʤʝʥʥʦʛʦ ʠʟʤʝʥʝʥʠʷ 
ʬʘʡʣʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ ʥʝʩʢʦʣʴʢʠʤʠ ʠʩʪʦʯʥʠʢʘʤʠ (ʪʘʢʠʤʠ ʢʘʢ CLI, SNMP ʠ 
ʥʝʩʢʦʣʴʢʦ ʦʜʥʦʚʨʝʤʝʥʥʳʭ ʩʝʘʥʩʦʚ NETCONF), ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʥʝʥʫʞʥʳʭ ʠʟʤʝʥʝʥʠʡ 
ʢʦʥʬʠʛʫʨʘʮʠʠ. ʋʩʪʨʦʡʩʪʚʦ ʫʧʨʦʱʘʝʪ ʵʪʫ ʦʧʝʨʘʮʠʶ ʠ ʤʦʞʝʪ ʪʦʣʴʢʦ ʧʨʝʜʦʪʚʨʘʱʘʪʴ 
ʦʜʥʦʚʨʝʤʝʥʥʳʝ ʤʦʜʠʬʠʢʘʮʠʠ (ʚʳʧʦʣʥʝʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʠ) ʠʟ ʥʝʩʢʦʣʴʢʠʭ ʩʝʘʥʩʦʚ 
NETCONF ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʤʦʜʠʬʠʢʘʮʠʠ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʦʪʧʨʘʚʣʷʝʤʳʭ ʢʣʠʝʥʪʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc message- id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <lock> 

  <target> 
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   <running/> 

  </target> 

 </lock> 

</rpc> 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʚʦʟʚʨʘʱʘʝʤʳʭ ʩʝʨʚʝʨʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc- reply message- id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <ok/> 

</rpc- reply> 

8.3.11. <unlock> 

ʕʪʘ ʦʧʝʨʘʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʘʟʙʣʦʢʠʨʦʚʢʠ ʙʘʟʳ ʜʘʥʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʠ (ʬʘʡʣʳ 
ʢʦʥʬʠʛʫʨʘʮʠʠ; ʟʜʝʩʴ ʚʳʧʦʣʥʷʝʪʩʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʥʘ ʫʩʪʨʦʡʩʪʚʝ). <lock> ʠ <unlock> 
ʷʚʣʷʶʪʩʷ ʧʘʨʥʳʤʠ ʦʧʝʨʘʮʠʷʤʠ. 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʦʪʧʨʘʚʣʷʝʤʳʭ ʢʣʠʝʥʪʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc message- id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <unlock> 

  <target> 

   <running/> 

  </target> 

 </unlock> 

</rpc> 

ʌʦʨʤʘʪ ʧʘʢʝʪʦʚ, ʚʦʟʚʨʘʱʘʝʤʳʭ ʩʝʨʚʝʨʦʤ, ʩʣʝʜʫʶʱʠʡ: 

<?xml version="1.0" encoding="utf- 8"?> 

<rpc- reply message- id="xxx " xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"> 

 <ok/> 

</rpc- reply> 

8.4. ʂʦʥʬʠʛʫʨʘʮʠ ̫

ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʘʫʪʝʥʪʠʬʠʢʘʮʠʝʡ ʢʘʥʘʣʘ SSH, ʧʝʨʝʜ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
NETCONF. ɼʣʷ ʥʘʩʪʨʦʡʢʠ SSH ʩʤ. Security Configuration/ʅʘʩʪʨʦʡʢʘ SSH. 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

ʅʘʩʪʨʦʡʢʘ Candidate 
Capability NETCONF 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʘ 
NETCONF, ʯʪʦʙʳ ʦʥ ʚʦʟʚʨʘʱʘʣ ʢʣʠʝʥʪʫ candidate capability 
ʧʨʠ ʦʙʤʝʥʝ ʚʦʟʤʦʞʥʦʩʪʷʤʠ ʩ ʢʣʠʝʥʪʦʤ 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʥʘʩʪʨʦʡʢʝ ʩʝʨʠʷ QSW-7600 

ʅʘʩʪʨʦʡʢʘ NETCONF  

8-152 

 

 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

netconf capability 
candidate 

ɺʢʣʶʯʘʝʪ candidate capability ʠ 
ʧʦʜʪʚʝʨʞʜʝʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ 
NETCONF 

ʅʘʩʪʨʦʡʢʘ rollback 
capability NETCONF 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʘ 
NETCONF ʜʣʷ ʦʙʨʘʪʥʦʡ ʩʚʷʟʠ ʩ ʢʣʠʝʥʪʦʤ ʦ rollback-on-error 
capability ʧʨʠ ʦʙʤʝʥʝ ʚʦʟʤʦʞʥʦʩʪʷʤʠ ʩ ʢʣʠʝʥʪʦʤ 

netconf capability 
rollback 

ɺʢʣʶʯʘʝʪ rollback-on-error capability 
NETCONF 

ʅʘʩʪʨʦʡʢʘ validate 
capability NETCONF 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʘ 
NETCONF ʜʣʷ ʦʙʨʘʪʥʦʡ ʩʚʷʟʠ ʩ validate capability ʢʣʠʝʥʪʫ ʧʨʠ 
ʦʙʤʝʥʝ capability ʩ ʢʣʠʝʥʪʦʤ 

netconf capability 
validate 

ɺʢʣʶʯʘʝʪ validate capability 
NETCONF 

ʅʘʩʪʨʦʡʢʘ ʬʫʥʢʮʠʦʥʘʣʘ 
ʤʦʜʫʣʷ YANG 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʘ 
NETCONF ʥʘ ʪʦ, ʯʪʦʙʳ ʦʥ ʥʝ ʧʝʨʝʜʘʚʘʣ ʦʙʨʘʪʥʦ ʘʪʨʠʙʫʪ 
ʬʫʥʢʮʠʠ ʢʣʠʝʥʪʫ ʧʨʠ ʦʙʤʝʥʝ capability ʩ ʢʣʠʝʥʪʦʤ 

netconf feature-
disable 

ʆʪʢʣʶʯʘʝʪ ʬʫʥʢʮʠʦʥʘʣ NETCONF 

ʅʘʩʪʨʦʡʢʘ ʫʚʝʜʦʤʣʝʥʠʷ 
ʤʥʦʛʠʭ ʚʝʨʩʠʡ (Multi-
version) ʤʦʜʫʣʷ YANG 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʘ ʜʣʷ 
ʦʙʲʷʚʣʝʥʠʷ ʚʩʝʭ ʚʝʨʩʠʡ ʚʩʝʭ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʤʦʜʫʣʝʡ 
YANG ʢʣʠʝʥʪʫ ʧʨʠ ʦʙʤʝʥʝ ʚʦʟʤʦʞʥʦʩʪʷʤʠ ʩ ʢʣʠʝʥʪʦʤ 

netconf yang 
multi-revision 

ʅʘʩʪʨʘʠʚʘʝʪ ʬʫʥʢʮʠʠ ʫʚʝʜʦʤʣʝʥʠʷ ʦ 
ʤʥʦʛʠʭ ʚʝʨʩʠʷʭ ʤʦʜʫʣʷ YANG 
NETCONF 

8.4.1. ʅʘʩʪʨʦʡʢʘ Candidate Capability NETCONF 

8.4.1.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʉʝʨʚʝʨ NETCONF ʚʦʟʚʨʘʱʘʝʪ candidate capability ʠ confirmed-commit capability ʧʨʠ ʦʙʤʝʥʝ 
capability ʩ ʢʣʠʝʥʪʦʤ NETCONF (ʯʝʨʝʟ ʧʘʢʝʪʳ Hello ʠ ʧʘʢʝʪʳ capability). 
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8.4.1.2. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʝʥʠʝ candidate capability ʠ confirmed-commit capability NETCONF 

ʂʦʤʘʥʜʘ netconf capability candidate 

ʇʦ ʫʤʦʣʯʘʥʠʶ Candidate capability ʠ confirmed-commit capability NETCONF ʚʢʣʶʯʝʥ r
ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

8.4.1.3. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɺʢʣʶʯʝʥʠʝ candidate capability ʠ confirmed-commit capability NETCONF 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 8-4. 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʠʪʝ candidate capability ʠ confirmed-commit capability NETCONF 

NETCONF QTECH# configure terminal 

Enter configuration commands, one per line. End with CNTL/Z. 

QTECH(config)# netconf capability candidate 

QTECH(config)# 

8.4.2. ʅʘʩʪʨʦʡʢʘ rollback capability NETCONF 

8.4.2.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʉʝʨʚʝʨ NETCONF ʚʦʟʚʨʘʱʘʝʪ rollback capability ʧʨʠ ʦʙʤʝʥʝ capability ʩ ʢʣʠʝʥʪʦʤ 
NETCONF (ʯʝʨʝʟ ʧʘʢʝʪʳ Hello ʠ ʧʘʢʝʪʳ capability). 

8.4.2.2. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʝʥʠʝ rollback capability NETCONF 

ʂʦʤʘʥʜʘ netconf capability rollback 

ʇʦ ʫʤʦʣʯʘʥʠʶ Rollback capability NETCONF ʚʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ 
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ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

8.4.2.3. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɺʢʣʶʯʝʥʠʝ rollback capability NETCONF 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 8-5. 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʠʪʝ rollback capability NETCONF 

NETCONF QTECH# configure terminal 

Enter configuration commands, one per line. End with CNTL/Z. 

QTECH(config)# netconf capability rollback 

QTECH(config)# 

8.4.3. ʅʘʩʪʨʦʡʢʘ validate capability NETCONF 

8.4.3.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʉʝʨʚʝʨ NETCONF ʚʦʟʚʨʘʱʘʝʪ validate capability ʧʨʠ ʦʙʤʝʥʝ capability ʩ ʢʣʠʝʥʪʦʤ 
NETCONF (ʯʝʨʝʟ ʧʘʢʝʪʳ Hello ʠ ʧʘʢʝʪʳ capability). 

8.4.3.2. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʝʥʠʝ validate capability NETCONF 

ʂʦʤʘʥʜʘ netconf capability validate 

ʇʦ ʫʤʦʣʯʘʥʠʶ Validate capability NETCONF ʚʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 
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8.4.3.3. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɺʢʣʶʯʝʥʠʝ validate capability NETCONF 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 8-6. 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʠʪʝ validate capability NETCONF 

NETCONF QTECH# configure terminal 

Enter configuration commands, one per line. End with CNTL/Z. 

QTECH(config)# netconf capability validate 

QTECH(config)# 

8.4.4. ʅʘʩʪʨʦʡʢʘ ʬʫʥʢʮʠʦʥʘʣʘ ʤʦʜʫʣʷ YANG 

8.4.4.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʉʝʨʚʝʨ NETCONF ʥʝ ʚʦʟʚʨʘʱʘʝʪ ʘʪʨʠʙʫʪ ʬʫʥʢʮʠʠ ʤʦʜʫʣʷ YANG ʧʨʠ ʦʙʤʝʥʝ capability ʩ 
ʢʣʠʝʥʪʦʤ NETCONF (ʯʝʨʝʟ ʧʘʢʝʪʳ Hello ʠ ʧʘʢʝʪʳ capability). 

8.4.4.2. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʆʪʢʣʶʯʝʥʠʝ ʘʪʨʠʙʫʪʘ ʬʫʥʢʮʠʠ NETCONF 

ʂʦʤʘʥʜʘ netconf feature-disable 

ʇʦ ʫʤʦʣʯʘʥʠʶ ɸʪʨʠʙʫʪ ʬʫʥʢʮʠʠ NETCONF ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʥʘʩʪʨʦʡʢʝ ʩʝʨʠʷ QSW-7600 

ʅʘʩʪʨʦʡʢʘ NETCONF  

8-156 

 

 

8.4.5. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʆʪʢʣʶʯʝʥʠʝ ʘʪʨʠʙʫʪʘ ʬʫʥʢʮʠʠ NETCONF 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 8-7. 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ʆʪʢʣʶʯʠʪʝ ʘʪʨʠʙʫʪ ʬʫʥʢʮʠʠ ʤʦʜʫʣʷ YANG 

NETCONF QTECH# configure terminal 

Enter configuration commands, one per line. End with CNTL/Z. 

QTECH(config)# netconf feature- disable 

QTECH(config)# 

8.4.6. ʅʘʩʪʨʦʡʢʘ ʫʚʝʜʦʤʣʝʥʠʷ ʤʥʦʛʠʭ ʚʝʨʩʠʡ (Multi-version) ʤʦʜʫʣʷ 
YANG 

8.4.6.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʉʝʨʚʝʨ NETCONF ʦʙʲʷʚʣʷʝʪ ʚʩʝ ʚʝʨʩʠʠ ʚʩʝʭ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʤʦʜʫʣʝʡ YANG ʥʘ 
ʫʩʪʨʦʡʩʪʚʝ ʧʨʠ ʦʙʤʝʥʝ capability ʩ ʢʣʠʝʥʪʦʤ NETCONF (ʯʝʨʝʟ ʧʘʢʝʪʳ Hello). 

8.4.6.2. ʇʨʠʤʝʯʘʥʠʷ 

¶ ʂʦʤʘʥʜʘ netconf yang multi-revision ʜʦʣʞʥʘ ʙʳʪʴ ʥʘʩʪʨʦʝʥʘ ʜʦ ʦʙ̡ʷʚʣʝʥʠʷ 
ʧʘʢʝʪʘ capability (ʧʘʢʝʪʘ Hello) ʩʝʨʚʝʨʘ NETCONF. 

¶ ʂʦʤʘʥʜʘ no netconf yang multi-revision ʜʦʣʞʥʘ ʙʳʪʴ ʥʘʩʪʨʦʝʥʘ ʜʦ ʦʙʲʷʚʣʝʥʠʷ 
ʧʘʢʝʪʘ capability (ʧʘʢʝʪʘ Hello) ʩʝʨʚʝʨʘ NETCONF, ʠ ʦʜʠʥ ʤʦʜʫʣʴ YANG ʤʦʞʝʪ 
ʦʙʲʷʚʠʪʴ ʪʦʣʴʢʦ ʩʚʦʶ ʪʝʢʫʱʫʶ ʧʦʩʣʝʜʥʶʶ ʚʝʨʩʠʶ ʚ ʧʘʢʝʪʝ ʫʚʝʜʦʤʣʝʥʠʷ ʦ 
capability. 

8.4.6.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʢʘ ʫʚʝʜʦʤʣʝʥʠʷ ʤʥʦʛʠʭ ʚʝʨʩʠʡ ʤʦʜʫʣʷ YANG 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ʕʪʘ ʢʦʥʬʠʛʫʨʘʮʠʷ ʜʦʣʞʥʘ ʙʳʪʴ ʟʘʚʝʨʰʝʥʘ ʜʦ ʪʦʛʦ, ʢʘʢ ʩʝʨʚʝʨ NETCONF ʦʙʲʷʚʠʪ 
ʧʘʢʝʪ capability (ʧʘʢʝʪ Hello). 

ʂʦʤʘʥʜʘ netconf yang multi-revision 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʋʚʝʜʦʤʣʝʥʠʝ ʥʦʛʠʭ ʚʝʨʩʠʡ ʤʦʜʫʣʷ YANG ʚʢʣʶʯʝʥʦ ʧʦ ʫʤʦʣʯʘʥʠʶ 
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ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

8.4.6.4. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʅʘʩʪʨʦʡʢʘ ʫʚʝʜʦʤʣʝʥʠʷ ʤʥʦʛʠʭ ʚʝʨʩʠʡ ʤʦʜʫʣʷ YANG 

ʉʮʝʥʘʨʠʡ: 

 

ʈʠʩʫʥʦʢ 8-8. 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʪʝ ʫʚʝʜʦʤʣʝʥʠʝ ʤʥʦʛʠʭ ʚʝʨʩʠʡ ʤʦʜʫʣʷ YANG 

NETCONF QTECH# configure terminal 

Enter configuration commands, one per line. End with CNTL/Z. 

QTECH(config)# netconf yang multi- revision  

QTECH(config)# 
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9. ʅɸʉʊʈʆʁʂɸ GRPC 

9.1. ʆʙʟʦʨ 

ʋʜʘʣʝʥʥʳʡ ʚʳʟʦʚ ʧʨʦʮʝʜʫʨ Google (gRPC) ð ʵʪʦ ʧʨʦʪʦʢʦʣ ʫʜʘʣʝʥʥʦʛʦ ʚʳʟʦʚʘ ʧʨʦʮʝʜʫʨ, 
ʨʘʟʨʘʙʦʪʘʥʥʳʡ Google ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʩʝʨʚʝʨʥʳʭ ʧʨʦʛʨʘʤʤ. ʇʨʠ ʚʳʟʦʚʝ ʣʦʢʘʣʴʥʦʡ 
ʧʨʦʮʝʜʫʨʳ ʩʝʛʤʝʥʪ ʢʦʜʘ ʚʳʧʦʣʥʷʝʪʩʷ ʥʘ ʣʦʢʘʣʴʥʦʤ ʫʩʪʨʦʡʩʪʚʝ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ 
ʦʧʝʨʘʮʠʠ. ɼʣʷ RPC ʧʦʣʴʟʦʚʘʪʝʣʴ ʩʣʫʞʙʳ ʠ ʧʦʩʪʘʚʱʠʢ ʤʦʛʫʪ ʥʘʭʦʜʠʪʴʩʷ ʥʘ ʨʘʟʥʳʭ 
ʢʦʤʧʴʶʪʝʨʘʭ, ʠ ʢʣʠʝʥʪʫ ʥʫʞʥʦ ʪʦʣʴʢʦ ʫʚʝʜʦʤʠʪʴ ʩʝʨʚʝʨ ʦ ʚʳʧʦʣʥʷʝʤʦʡ ʦʧʝʨʘʮʠʠ. ʕʪʦʪ 
ʟʘʧʨʦʩ ʥʘ ʦʧʝʨʘʮʠʶ ʦʪʧʨʘʚʣʷʝʪʩʷ ʥʘ ʩʝʨʚʝʨ ʧʦ ʩʝʪʠ, ʠ ʩʝʨʚʝʨ ʚʦʟʚʨʘʱʘʝʪ ʨʝʟʫʣʴʪʘʪ 
ʚʳʧʦʣʥʝʥʠʷ ʢʣʠʝʥʪʫ. 

gRPC ʠʩʧʦʣʴʟʫʝʪ ʙʫʬʝʨʳ ʧʨʦʪʦʢʦʣʘ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʩʝʨʠʘʣʠʟʘʮʠʠ ʠ ʜʝʩʝʨʠʘʣʠʟʘʮʠʠ 
ʜʘʥʥʳʭ ʠ ʠʩʧʦʣʴʟʫʝʪ ʧʨʦʪʦʢʦʣ ʧʝʨʝʜʘʯʠ ʛʠʧʝʨʪʝʢʩʪʘ ʚʝʨʩʠʠ 2 (HTTP/2) ʚ ʢʘʯʝʩʪʚʝ 
ʧʨʦʪʦʢʦʣʘ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. 

ʇʨʦʪʦʢʦʣʳ ʠ ʩʪʘʥʜʘʨʪʳ 

https://github.com/grpc/grpc 

9.2. ʇʨʠʣʦʞʝʥʠ ̫

ʇʨʠʣʦʞʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ʊʦʧʦʣʦʛʠʷ One-to-one ʇʦʟʚʦʣʷʝʪ ʦʜʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ ʧʝʨʝʜʘʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ 
gRPC ʥʘ ʦʜʠʥ ʩʝʨʚʝʨ 

ʊʦʧʦʣʦʛʠʷ One-to-many ʇʦʟʚʦʣʷʝʪ ʦʜʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ ʧʝʨʝʜʘʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ 
gRPC ʥʘ ʥʝʩʢʦʣʴʢʦ ʩʝʨʚʝʨʦʚ 

9.2.1. ʊʦʧʦʣʦʛʠʷ One-to-one 

9.2.1.1. ʉʮʝʥʘʨʠʡ 

ʆʜʥʦ ʧʨʦʪʝʩʪʠʨʦʚʘʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʧʦʜʢʣʶʯʝʥʦ ʪʦʣʴʢʦ ʢ ʦʜʥʦʤʫ ʩʝʨʚʝʨʫ ʠ ʧʝʨʝʜʘʝʪ 
ʜʘʥʥʳʝ gRPC ʥʘ ʩʝʨʚʝʨ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʈʠʩʫʥʢʝ 9-1. 

 

ʈʠʩʫʥʦʢ 9-1. ʊʦʧʦʣʦʛʠʷ One-to-one 

S: ʧʨʦʚʝʨʝʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʜʣʷ ʩʙʦʨʘʛʠʥʬʦʨʤʘʮʠʷ RPC. 

ʇʂ: gRPC-ʩʝʨʚʝʨ ʜʣʷ ʧʨʠʝʤʘʛʠʥʬʦʨʤʘʮʠʷ RPC. 

9.2.1.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ 

¶ ʋʙʝʜʠʪʝʩʴ, ʯʪʦ PC1 ʜʦʩʪʫʧʝʥ ʜʣʷ S. 

https://github.com/grpc/grpc
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¶ ɺʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ gRPC ʥʘ S. 

¶ ʅʘ S ʥʘʩʪʨʦʡʪʝ ʩʦʙʳʪʠʷ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʝʨʝʜʘʚʘʪʴʩʷ ʥʘ ʩʝʨʚʝʨ. 

9.2.2. ʊʦʧʦʣʦʛʠʷ One-to-many 

9.2.2.1. ʉʮʝʥʘʨʠʡ 

ʆʜʥʦ ʧʨʦʪʝʩʪʠʨʦʚʘʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʧʦʜʢʣʶʯʝʥʦ ʢ ʥʝʩʢʦʣʴʢʠʤ ʩʝʨʚʝʨʘʤ ʠ ʦʜʥʦʚʨʝʤʝʥʥʦ 
ʧʝʨʝʜʘʝʪ ʜʘʥʥʳʝ gRPC ʥʘ ʩʝʨʚʝʨʳ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʈʠʩʫʥʢʝ 9-2. 

 

ʈʠʩʫʥʦʢ 9-2. ʊʦʧʦʣʦʛʠʷ One-to-many 

S: ʧʨʦʚʝʨʝʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʜʣʷ ʩʙʦʨʘʛʠʥʬʦʨʤʘʮʠʷ RPC. 

ʇʂ: gRPCʩʝʨʚʝʨ ʜʣʷ ʧʨʠʝʤʘʛʠʥʬʦʨʤʘʮʠʷ RPC. 

9.2.2.2. ʈʘʟʚʝʨʪʳʚʘʥʠʝ 

¶ ʋʙʝʜʠʪʝʩʴ, ʯʪʦ PC1 ʠ PC2 ʜʦʩʪʫʧʥʳ ʜʣʷ S. 

¶ ʋʙʝʜʠʪʝʩʴ, ʯʪʦ IP-ʘʜʨʝʩʘ PC1 ʠ PC2 ʨʘʟʣʠʯʘʶʪʩʷ. 

¶ ɺʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ gRPC ʥʘ S. 

¶ ʅʘ S ʥʘʩʪʨʦʡʪʝ ʩʦʙʳʪʠʷ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʝʨʝʜʘʚʘʪʴʩʷ ʥʘ ʩʝʨʚʝʨ. 

9.3. ʌʫʥʢʮʠʠ 

9.3.1. ɹʘʟʦʚʳʝ ʢʦʥʮʝʧʪʳ 

gRPC 

gRPC ð ʵʪʦ ʚʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʘʷ ʤʝʞʲʷʟʳʢʦʚʘʷ ʩʨʝʜʘ RPC ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ 
ʢʦʜʦʤ, ʨʘʟʨʘʙʦʪʘʥʥʘʷ Google. ʆʥ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʨʦʪʦʢʦʣʘʤ HTTP/2 ʠ protobuf3.x. 

ʂʘʥʘʣ 

ʂʘʥʘʣ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ ʠ ʩʝʨʚʝʨʦʤ. 

ɿʘʛʣʫʰʢʘ 

ɿʘʛʣʫʰʢʘ ð ʵʪʦ ʦʙʲʝʢʪ, ʩʦʟʜʘʥʥʳʡ ʚʦ ʚʨʝʤʷ ʤʫʣʴʪʠʧʣʝʢʩʠʨʦʚʘʥʠʷ ʢʘʥʘʣʘ. 

ʇʈʀʄɽʏɸʅʀɽ: ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʚʝʜʝʥʠʷ ʦʙ ʫʩʣʦʚʠʷʭ gRPC ʩʤ. 

https://github.com/grpc/grpc. 

https://github.com/grpc/grpc
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9.3.2. ʆʙʟʦʨ 

ʆʩʦʙʝʥʥʦʩʪʴ ʆʧʠʩʘʥʠʝ 

ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ gRPC ɺʢʣʶʯʘʝʪ ʩʣʫʞʙʫ gRPC ʥʘ ʫʩʪʨʦʡʩʪʚʝ. ʋʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ 
ʩʣʫʞʠʪʴ gRPC-ʩʝʨʚʝʨʦʤ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʩʦʦʙʱʝʥʠʡ ʦ 
ʩʦʙʳʪʠʷʭ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʩʙʦʨʘ ʜʘʥʥʳʭ ʠʣʠ ʩʣʫʞʠʪʴ 
gRPC-ʢʣʠʝʥʪʦʤ ʜʣʷ ʧʝʨʝʜʘʯʠ gRPC-ʜʘʥʥʳʭ 

ʇʦʜʜʝʨʞʢʘ ʬʫʥʢʮʠʠ ʚʭʦʜʘ ʠ 
ʚʳʭʦʜʘ gRPC 

ʇʦʜʜʝʨʞʠʚʘʝʪ ʦʧʝʨʘʮʠʠ ʚʭʦʜʘ ʠ ʚʳʭʦʜʘ, ʠʥʠʮʠʠʨʦʚʘʥʥʳʝ 
ʩʝʨʚʝʨʦʤ 

ʊʠʧʳ ʩʦʙʳʪʠʡ, 
ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ gRPC 

ʇʦʜʜʝʨʞʠʚʘʝʪ ʩʦʙʳʪʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, 
ʧʝʨʠʦʜʠʯʝʩʢʠʝ ʩʦʙʳʪʠʷ ʠ ʩʦʙʳʪʠʷ ʩʙʦʨʘ ʜʘʥʥʳʭ 

ʇʨʠʚʷʟʢʘ ʫʢʘʟʘʥʥʦʛʦ 
ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʦʪʧʨʘʚʢʠ 
ʧʘʢʝʪʦʚ gRPC 

ʇʨʠʚʷʟʳʚʘʝʪ ʫʢʘʟʘʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ 
ʥʘʩʪʨʦʡʢʘ ʩʝʨʚʝʨʦʚ ʠ 
ʩʦʙʳʪʠʡ, ʥʘ ʢʦʪʦʨʳʝ ʥʫʞʥʦ 
ʧʦʜʧʠʩʘʪʴʩʷ 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʦ ʥʘʩʪʨʘʠʚʘʝʪ ʩʝʨʚʝʨʳ ʠ ʩʦʙʳʪʠʷ, ʥʘ 
ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʧʦʜʧʠʩʘʪʴʩʷ 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ 
ʥʘʩʪʨʦʡʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦ 
ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʜʣʷ ʚʭʦʜʘ ʥʘ 
ʩʝʨʚʝʨʳ gRPC 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʦ ʥʘʩʪʨʘʠʚʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ 
ʧʦʣʴʟʦʚʘʪʝʣʷʭ, ʚʭʦʜʷʱʠʭ ʚ ʩʠʩʪʝʤʫ ʥʘ ʩʝʨʚʝʨʘʭ 

9.3.3. ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ gRPC 

ʅʘʩʪʨʦʡʪʝ gRPC, ʟʘʧʫʩʪʠʪʝ ʩʣʫʞʙʳ ʢʣʠʝʥʪʘ gRPC ʠ ʩʝʨʚʝʨʘ gRPC, ʥʘʩʪʨʦʡʪʝ ʩʦʙʳʪʠʷ 
ʜʣʷ ʧʦʜʧʠʩʢʠ ʜʣʷ ʫʩʪʨʦʡʩʪʚʘ ʠ ʧʦʣʫʯʠʪʝ ʩʦʙʳʪʠʝ ʧʦʜʧʠʩʢʠ, ʦʪʧʨʘʚʣʝʥʥʦʝ ʜʠʩʧʝʪʯʝʨʦʤ 
NETCONF, ʯʪʦʙʳ ʟʘʚʝʨʰʠʪʴ ʧʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʦʪʯʝʪʦʚ ʦ ʜʘʥʥʳʭ gRPC. 

9.3.3.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʉʚʷʟʴ gRPC ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʨʦʪʦʢʦʣʫ HTTP/2. ʂʣʠʝʥʪ ʠʥʠʮʠʠʨʫʝʪ ʟʘʧʨʦʩ, ʠ ʩʝʨʚʝʨ 
ʦʪʚʝʯʘʝʪ ʥʘ ʵʪʦʪ ʟʘʧʨʦʩ, ʯʪʦʙʳ ʟʘʚʝʨʰʠʪʴ ʦʜʠʥ ʦʙʤʝʥ ʜʘʥʥʳʤʠ. ɿʘʧʨʦʩ ʜʘʥʥʳʭ ʤʦʞʝʪ 
ʙʳʪʴ ʠʥʠʮʠʠʨʦʚʘʥ ʪʦʣʴʢʦ ʢʣʠʝʥʪʦʤ, ʠ ʦʜʠʥ ʦʙʤʝʥ ʜʘʥʥʳʤʠ ʜʦʣʞʝʥ ʟʘʢʘʥʯʠʚʘʪʴʩʷ ʦʪʚʝʪʦʤ 
ʩʝʨʚʝʨʘ. ʉʤ. ʨʠʩʫʥʦʢ ʥʠʞʝ. 
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ʈʠʩʫʥʦʢ 9-3. ʉʚʷʟʴ gRPʉ 

¶ ʅʘʩʪʨʦʡʪʝ ʬʫʥʢʮʠʶ gRPC ʥʘ ʫʩʪʨʦʡʩʪʚʝ S ʠ ʟʘʧʫʩʪʠʪʝ ʩʣʫʞʙʳ ʢʣʠʝʥʪʘ gRPC ʠ 
ʩʝʨʚʝʨʘ gRPC. 

¶ ʋʩʪʨʦʡʩʪʚʦ S ʧʦʣʫʯʘʝʪ ʩʦʦʙʱʝʥʠʝ ʦ ʩʦʙʳʪʠʠ ʟʘʭʚʘʪʘ ʦʪ ʩʝʨʚʝʨʘ ʠ ʦʪʚʝʯʘʝʪ 
ʩʝʨʚʝʨʫ ʨʝʟʫʣʴʪʘʪʦʤ ʩʦʦʙʱʝʥʠʷ ʦ ʩʦʙʳʪʠʠ ʟʘʭʚʘʪʘ. 

¶ ʉʣʫʞʙʘ ʩʝʨʚʝʨʘ gRPC, ʥʘʩʪʨʦʝʥʥʘʷ ʥʘ ʫʩʪʨʦʡʩʪʚʝ S, ʦʞʠʜʘʝʪ ʧʦʜʧʠʩʘʥʥʦʛʦ 
ʩʦʙʳʪʠʷ, ʦʪʧʨʘʚʣʝʥʥʦʛʦ ʜʠʩʧʝʪʯʝʨʦʤ NETCONF. 

¶ ʉʣʫʞʙʘ ʢʣʠʝʥʪʘ gRPC, ʥʘʩʪʨʦʝʥʥʘʷ ʥʘ ʫʩʪʨʦʡʩʪʚʝ S, ʧʝʨʝʜʘʝʪ ʜʘʥʥʳʝ gRPC ʥʘ 
ʩʝʨʚʝʨ gRPC ʥʘ ʦʩʥʦʚʝ ʧʦʜʧʠʩʘʥʥʦʛʦ ʩʦʙʳʪʠʷ ʠ ʦʞʠʜʘʝʪ ʦʪʚʝʪʘ. 

9.3.4. ʇʦʜʜʝʨʞʢʘ ʬʫʥʢʮʠʠ ʚʭʦʜʘ ʠ ʚʳʭʦʜʘ gRPC 

gRPC ʧʦʜʜʝʨʞʠʚʘʝʪ ʦʧʝʨʘʮʠʠ ʚʭʦʜʘ ʠ ʚʳʭʦʜʘ, ʠʥʠʮʠʠʨʦʚʘʥʥʳʝ ʩʝʨʚʝʨʦʤ. 

9.3.4.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

 

ʈʠʩʫʥʦʢ 9-4. ɺʭʦʜ ʚ gRPC 

¶ ʅʘʩʪʨʦʡʪʝ ʬʫʥʢʮʠʶ gRPC ʥʘ ʫʩʪʨʦʡʩʪʚʝ S ʠ ʟʘʧʫʩʪʠʪʝ ʩʣʫʞʙʫ ʩʝʨʚʝʨʘ gRPC. 

¶ ʋʩʪʨʦʡʩʪʚʦ S ʧʦʣʫʯʘʝʪ ʩʦʦʙʱʝʥʠʝ ʦ ʚʭʦʜʝ ʚ ʩʠʩʪʝʤʫ, ʠʥʠʮʠʠʨʦʚʘʥʥʦʝ ʩʝʨʚʝʨʦʤ, 
ʧʨʦʚʦʜʠʪ ʣʦʢʘʣʴʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʠ ʦʪʚʝʯʘʝʪ ʩʝʨʚʝʨʫ ʩ ʨʝʟʫʣʴʪʘʪʦʤ ʚʭʦʜʘ ʚ 
ʩʠʩʪʝʤʫ. 

¶ ʉʣʫʞʙʘ ʩʝʨʚʝʨʘ gRPC, ʥʘʩʪʨʦʝʥʥʘʷ ʥʘ ʫʩʪʨʦʡʩʪʚʝ S, ʧʦʣʫʯʘʝʪ ʪʦʣʴʢʦ ʩʦʙʳʪʠʷ 
ʧʦʣʫʯʝʥʠʷ, ʠʥʠʮʠʠʨʦʚʘʥʥʳʝ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʤʠ ʩʝʨʚʝʨʘʤʠ ʚʭʦʜʘ. 
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ʈʠʩʫʥʦʢ 9-5. ɺʳʭʦʜ ʠʟ gRPC 

¶ ʅʘʩʪʨʦʡʪʝ ʬʫʥʢʮʠʶ gRPC ʥʘ ʫʩʪʨʦʡʩʪʚʝ S ʠ ʟʘʧʫʩʪʠʪʝ ʩʣʫʞʙʫ ʩʝʨʚʝʨʘ gRPC. 

¶ ʋʩʪʨʦʡʩʪʚʦ S ʧʦʣʫʯʘʝʪ ʩʦʦʙʱʝʥʠʝ ʦ ʚʳʭʦʜʝ ʠʟ ʩʠʩʪʝʤʳ, ʠʥʠʮʠʠʨʦʚʘʥʥʦʝ 
ʩʝʨʚʝʨʦʤ, ʫʜʘʣʷʝʪ ʣʦʢʘʣʴʥʫʶ ʩʦʚʧʘʜʘʶʱʫʶ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʠ 
ʦʪʚʝʯʘʝʪ ʩʝʨʚʝʨʫ ʩ ʨʝʟʫʣʴʪʘʪʦʤ ʚʳʭʦʜʘ ʠʟ ʩʠʩʪʝʤʳ. 

¶ ʉʣʫʞʙʘ ʩʝʨʚʝʨʘ gRPC, ʥʘʩʪʨʦʝʥʥʘʷ ʥʘ ʫʩʪʨʦʡʩʪʚʝ S, ʙʦʣʴʰʝ ʥʝ ʧʦʣʫʯʘʝʪ 
ʩʦʙʳʪʠʷ ʧʦʣʫʯʝʥʠʷ, ʠʥʠʮʠʠʨʦʚʘʥʥʳʝ ʦʪʢʣʶʯʝʥʥʳʤʠ ʩʝʨʚʝʨʘʤʠ. 

9.3.5. ʊʠʧʳ ʩʦʙʳʪʠʡ, ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ gRPC 

gRPC ʧʦʜʜʝʨʞʠʚʘʝʪ ʪʨʠ ʪʠʧʘ ʩʦʙʳʪʠʡ: ʩʦʙʳʪʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, ʧʝʨʠʦʜʠʯʝʩʢʠʝ 
ʩʦʙʳʪʠʷ ʠ ʩʦʙʳʪʠʷ ʩʙʦʨʘ ʜʘʥʥʳʭ. 

9.3.5.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʉʦʙʳʪʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ: ʩʦʙʳʪʠʷ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʠʩʧʦʣʴʟʫʶʪ ʧʦʨʦʛ 
ʩʨʘʙʘʪʳʚʘʥʠʷ ʩʦʙʳʪʠʷ ʚ ʢʘʯʝʩʪʚʝ ʫʩʣʦʚʠʷ ʜʣʷ ʩʙʦʨʘ ʠʥʬʦʨʤʘʮʠʠ. ʂʦʛʜʘ ʜʦʩʪʠʛʘʝʪʩʷ 
ʧʦʨʦʛ ʩʨʘʙʘʪʳʚʘʥʠʷ ʩʦʙʳʪʠʷ, ʫʩʪʨʦʡʩʪʚʦ ʩʦʙʠʨʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʠ ʧʝʨʝʜʘʝʪ ʩʦʙʨʘʥʥʫʶ 
ʠʥʬʦʨʤʘʮʠʶ ʥʘ ʩʝʨʚʝʨ. 

ʇʝʨʠʦʜʠʯʝʩʢʠʝ ʩʦʙʳʪʠʷ. ʀʥʬʦʨʤʘʮʠʷ ʦʙ ʫʩʪʨʦʡʩʪʚʝ ʩʦʙʠʨʘʝʪʩʷ ʥʘ ʦʩʥʦʚʝ ʚʨʝʤʝʥʥʦʛʦ 
ʠʥʪʝʨʚʘʣʘ. ʂʦʛʜʘ ʥʘʩʪʫʧʘʝʪ ʠʥʪʝʨʚʘʣ, ʫʩʪʨʦʡʩʪʚʦ ʩʦʙʠʨʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʠ ʧʝʨʝʜʘʝʪ 
ʩʦʙʨʘʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʥʘ ʩʝʨʚʝʨ. 

ʉʦʙʳʪʠʷ ʩʙʦʨʘ ʜʘʥʥʳʭ: ʩʦʙʳʪʠʝ ʩʙʦʨʘ ʜʘʥʥʳʭ ʠʥʠʮʠʠʨʫʝʪʩʷ ʩʝʨʚʝʨʦʤ ʜʣʷ ʟʘʧʨʦʩʘ 
ʜʘʥʥʳʭ ʟʘ ʨʘʟ. ʇʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʩʦʦʙʱʝʥʠʷ ʫʩʪʨʦʡʩʪʚʦ ʩʦʙʠʨʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʠ ʧʝʨʝʜʘʝʪ 
ʩʦʙʨʘʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʥʘ ʩʝʨʚʝʨ. 

9.3.6. ʇʨʠʚʷʟʢʘ ʫʢʘʟʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ gRPC 

9.3.6.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʜʠʩʧʝʪʯʝʨ NETCONF ʦʪʧʨʘʚʣʷʝʪ ʥʘ ʫʩʪʨʦʡʩʪʚʦ ʢʦʤʘʥʜʫ gRPC ʜʣʷ 
ʩʦʟʜʘʥʠʷ ʢʘʥʘʣʘ, ʫʩʪʨʦʡʩʪʚʦ ʩʦʟʜʘʝʪ ʩʦʢʝʪ ʧʝʨʝʜ ʦʪʧʨʘʚʢʦʡ ʧʘʢʝʪʦʚ ʥʘ ʩʝʨʚʝʨ, ʯʪʦʙʳ 
ʚʳʧʦʣʥʠʪʴ ʦʧʝʨʘʮʠʶ ʧʨʦʚʝʨʢʠ ʩʚʷʟʠ ʜʣʷ ʧʨʦʚʝʨʢʠ ʜʦʩʪʫʧʥʦʩʪʠ ʧʫʪʠ. ʋʩʪʨʦʡʩʪʚʦ 
ʦʪʧʨʘʚʣʷʝʪ ʧʘʢʝʪʳ ʜʘʥʥʳʭ gRPC ʥʘ ʩʝʨʚʝʨ ʪʦʣʴʢʦ ʧʨʠ ʥʘʣʠʯʠʠ ʧʫʪʠ. ʇʦ ʫʤʦʣʯʘʥʠʶ 
ʩʦʟʜʘʥʥʳʡ ʩʦʢʝʪ ʩʣʫʯʘʡʥʳʤ ʦʙʨʘʟʦʤ ʧʨʠʚʷʟʳʚʘʝʪ ʠʩʭʦʜʥʳʡ ʘʜʨʝʩ ʧʦʨʪʘ ʫʩʪʨʦʡʩʪʚʘ ʜʣʷ 
ʦʪʧʨʘʚʢʠ ping-ʧʘʢʝʪʦʚ. ʂʦʛʜʘ ʩʝʨʚʝʨ ʧʦʣʫʯʘʝʪ ʪʦʣʴʢʦ ʧʘʢʝʪʳ ʩ ʫʢʘʟʘʥʥʦʛʦ ʠʩʭʦʜʥʦʛʦ 
ʘʜʨʝʩʘ, ʧʫʪʴ ʥʝ ʤʦʞʝʪ ʩʪʘʪʴ ʜʦʩʪʫʧʥʳʤ ʧʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʜʝʡʩʪʚʠʷ gRPC ʧʦ ʫʤʦʣʯʘʥʠʶ, 
ʠ ʧʘʢʝʪʳ ʜʘʥʥʳʭ gRPC ʥʝ ʤʦʛʫʪ ʙʳʪʴ ʟʘʛʨʫʞʝʥʳ. 

ʇʦʵʪʦʤʫ ʧʨʠʚʷʟʳʚʘʡʪʝ ʫʢʘʟʘʥʥʳʡ ʠʩʭʦʜʥʳʡ ʘʜʨʝʩ ʧʨʠ ʩʦʟʜʘʥʠʠ ʩʦʢʝʪʘ, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ 
ʜʦʩʪʫʧʥʦʩʪʴ ʧʫʪʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʘʢʝʪʳ ʜʘʥʥʳʭ gRPC ʤʦʛʫʪ ʙʳʪʴ ʟʘʛʨʫʞʝʥʳ ʧʨʘʚʠʣʴʥʦ. 
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9.3.7. ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʩʝʨʚʝʨʦʚ ʠ ʩʦʙʳʪʠʡ, ʥʘ ʢʦʪʦʨʳʝ 
ʥʫʞʥʦ ʧʦʜʧʠʩʘʪʴʩʷ 

9.3.7.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʋʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ ʟʘʨʘʥʝʝ ʩʦʟʜʘʚʘʪʴ ʩʝʨʚʝʨʳ ʠ ʩʦʙʳʪʠʷ, ʥʘ ʢʦʪʦʨʳʝ ʥʫʞʥʦ ʧʦʜʧʠʩʘʪʴʩʷ, 
ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ, ʠʣʠ ʤʦʞʥʦ ʩʤʦʜʝʣʠʨʦʚʘʪʴ ʢʦʥʪʨʦʣʣʝʨ ʜʣʷ ʫʚʝʜʦʤʣʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ʦ 
ʩʝʨʚʝʨʘʭ ʠ ʩʦʙʳʪʠʷʭ, ʥʘ ʢʦʪʦʨʳʝ ʥʫʞʥʦ ʧʦʜʧʠʩʘʪʴʩʷ, ʯʝʨʝʟ NETCONF. 

ʋʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ ʫʜʘʣʷʪʴ ʩʝʨʚʝʨʳ ʠ ʩʦʙʳʪʠʷ, ʥʘ ʢʦʪʦʨʳʝ ʧʦʜʧʠʩʘʥʳ, ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ, 
ʠʣʠ ʤʦʞʥʦ ʩʤʦʜʝʣʠʨʦʚʘʪʴ ʢʦʥʪʨʦʣʣʝʨ ʜʣʷ ʫʚʝʜʦʤʣʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ʦ ʩʝʨʚʝʨʘʭ ʠ 
ʩʦʙʳʪʠʷʭ, ʥʘ ʢʦʪʦʨʳʝ ʥʝ ʧʦʜʧʠʩʘʥʳ, ʯʝʨʝʟ NETCONF. 

9.3.8. ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʜʣʷ 
ʚʭʦʜʘ ʥʘ ʩʝʨʚʝʨʳ gRPC 

9.3.8.1. ʇʨʠʥʮʠʧ ʨʘʙʦʪʳ 

ʋʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ ʟʘʨʘʥʝʝ ʩʦʟʜʘʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʚʭʦʜʘ ʥʘ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʝ 
ʩʝʨʚʝʨʳ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ, ʠʣʠ ʩʝʨʚʝʨ ʤʦʞʥʦ ʠʤʠʪʠʨʦʚʘʪʴ, ʯʪʦʙʳ ʠʥʠʮʠʠʨʦʚʘʪʴ ʟʘʧʨʦʩ 
ʥʘ ʚʭʦʜ, ʧʨʦʡʪʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʠ ʩʦʭʨʘʥʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ, ʚʦʰʝʜʰʠʭ ʚ 
ʩʠʩʪʝʤʫ. 

ʋʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ ʫʜʘʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʚʦʰʝʜʰʠʭ ʚ ʩʠʩʪʝʤʫ, ʥʘ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʭ 
ʩʝʨʚʝʨʘʭ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ, ʠʣʠ ʤʦʞʥʦ ʠʤʠʪʠʨʦʚʘʪʴ ʩʝʨʚʝʨ, ʯʪʦʙʳ ʠʥʠʮʠʠʨʦʚʘʪʴ ʟʘʧʨʦʩ 
ʥʘ ʚʳʭʦʜ ʠʟ ʩʠʩʪʝʤʳ ʠ ʫʜʘʣʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ, ʚʦʰʝʜʰʠʭ ʚ ʩʠʩʪʝʤʫ. 

9.4. ʂʦʥʬʠʛʫʨʘʮʠʷ 

ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ 
gRPC 

(ʆʙʷʟʘʪʝʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ gRPC. 
ʇʦʜʧʠʩʢʘ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʦʪʯʝʪʦʚ ʦ ʜʘʥʥʳʭ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ 
ʪʦʣʴʢʦ ʧʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ gRPC 

grpc ʉʦʟʜʘʝʪ ʨʝʞʠʤ gRPC ʠ 
ʚʢʣʶʯʘʝʪ ʬʫʥʢʮʠʶ gRPC 

ʅʘʩʪʨʦʡʢʘ ʨʝʞʠʤʘ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ 
ʘʪʨʠʙʫʪʦʚ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʩʝʨʚʝʨʘ AAA ʜʣʷ 
ʬʫʥʢʮʠʠ ʚʭʦʜʘ ʠ 
ʚʳʭʦʜʘ gRPC 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʨʝʞʠʤʘ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʘʪʨʠʙʫʪʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʝʨʚʝʨʘ AAA ʜʣʷ 
ʬʫʥʢʮʠʠ gRPC ʚʭʦʜʘ ʠ ʚʳʭʦʜʘ, ʢʦʛʜʘ ʪʨʝʙʫʝʪʩʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ 
ʧʨʠ ʚʭʦʜʝ ʥʘ ʩʝʨʚʝʨ 

authen login {local | 
authentication mlist} 

ʅʘʩʪʨʘʠʚʘʝʪ ʨʝʞʠʤ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ ʚʭʦʜʘ ʥʘ 
ʩʝʨʚʝʨ 

authen aaa-config {retry times  | 
timeout second} 

ʅʘʩʪʨʘʠʚʘʝʪ ʢʦʣʠʯʝʩʪʚʦ 
ʧʦʚʪʦʨʥʳʭ ʧʦʧʳʪʦʢ ʚʭʦʜʘ ʠ 
ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʜʣʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʝʨʚʝʨʘ AAA 
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ʂʦʥʬʠʛʫʨʘʮʠʷ ʆʧʠʩʘʥʠʝ ʠ ʢʦʤʘʥʜʘ 

ʅʘʩʪʨʦʡʢʘ ʪʠʧʦʚ 
ʩʦʙʳʪʠʡ, 
ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ 
gRPC 

(ʆʙʷʟʘʪʝʣʴʥʳʡ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʫʢʘʟʘʥʥʳʭ 
ʧʦʜʧʠʩʘʥʥʳʭ ʩʦʙʳʪʠʡ 

subscr realtime enable ɺʢʣʶʯʘʝʪ ʚʩʝ ʧʦʜʧʠʩʘʥʥʳʝ 
ʩʦʙʳʪʠʷ gRPC ʚ ʨʝʘʣʴʥʦʤ 
ʚʨʝʤʝʥʠ 

subscr sample enable ɺʢʣʶʯʘʝʪ ʚʩʝ ʧʦʜʧʠʩʘʥʥʳʝ 
ʧʝʨʠʦʜʠʯʝʩʢʠʝ ʩʦʙʳʪʠʷ gRPC 

subscr-sample-interval interval ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʠʥʪʝʨʚʘʣ 
ʪʘʡʤʝʨʘ ʜʣʷ ʧʝʨʠʦʜʠʯʝʩʢʠʭ 
ʩʦʙʳʪʠʡ 

subscr-realtime-interval {all 
interval | realtime json-event 
interval} 

ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʚʨʝʤʷ 
ʧʦʜʘʚʣʝʥʠʷ ʜʣʷ ʩʦʙʳʪʠʡ 
ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ 

ʇʨʠʚʷʟʢʘ ʫʢʘʟʘʥʥʦʛʦ 
ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ 
ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ 
gRPC 

subscr-source-interface 
interface type interface-number 

ʇʨʠʚʷʟʳʚʘʝʪ ʫʢʘʟʘʥʥʳʡ 
ʠʥʪʝʨʬʝʡʩ ʜʣʷ ʦʪʧʨʘʚʢʠ 
ʧʘʢʝʪʦʚ gRPC 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ 
ʥʘʩʪʨʦʡʢʘ ʩʝʨʚʝʨʦʚ 
ʠ ʩʦʙʳʪʠʡ, ʥʘ 
ʢʦʪʦʨʳʝ ʥʫʞʥʦ 
ʧʦʜʧʠʩʘʪʴʩʷ 

user-server ip-address port-id ʇʨʝʜʚʘʨʠʪʝʣʴʥʦ ʥʘʩʪʨʘʠʚʘʝʪ 
ʩʝʨʚʝʨʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 
ʧʦʜʧʠʩʳʚʘʪʴʩʷ ʥʘ ʩʦʙʳʪʠʷ 

type json-event value value ʇʨʝʜʚʘʨʠʪʝʣʴʥʦ ʥʘʩʪʨʘʠʚʘʝʪ 
ʩʦʙʳʪʠʷ ʜʣʷ ʧʦʜʧʠʩʢʠ 
ʫʢʘʟʘʥʥʦʛʦ ʩʝʨʚʝʨʘ 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ 
ʥʘʩʪʨʦʡʢʘ 
ʠʥʬʦʨʤʘʮʠʠ ʦ 
ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʜʣʷ 
ʚʭʦʜʘ ʥʘ ʩʝʨʚʝʨʳ 
gRPCʩ 

user-client id user-name ip-
address 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʦ ʥʘʩʪʨʘʠʚʘʝʪ 
ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ, 
ʚʦʰʝʜʰʠʭ ʚ ʩʠʩʪʝʤʫ ʩʝʨʚʝʨʦʚ 
gRPC 

9.4.1. ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ gRPC 

9.4.1.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɺʢʣʶʯʠʪʝ ʩʣʫʞʙʳ ʢʣʠʝʥʪʘ gRPC ʠ ʩʝʨʚʝʨʘ gRPC. 

9.4.1.2. ʇʨʠʤʝʯʘʥʠʷ 

¶ ʆʙʝʩʧʝʯʴʪʝ ʩʝʪʝʚʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ ʠ ʩʝʨʚʝʨʦʤ. 
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¶ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʚʝʨʘ gRPC ð 50 051. 

9.4.1.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ gRPC 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ɺʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ gRPC ʥʘ ʢʘʞʜʦʤ ʫʩʪʨʦʡʩʪʚʝ ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ 
ʢʦʥʬʠʛʫʨʘʮʠʠ, ʝʩʣʠ ʥʝ ʫʢʘʟʘʥʦ ʠʥʦʝ. 

ʂʦʤʘʥʜʘ grpc 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʌʫʥʢʮʠʷ gRPC ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʩʦʟʜʘʥʠʷ ʵʢʟʝʤʧʣʷʨʘ gRPC, ʚʢʣʶʯʝʥʠʷ 
ʬʫʥʢʮʠʠ gRPC ʠ ʧʝʨʝʭʦʜʘ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʧʨʦʮʝʩʩʘ gRPC. 

ʉʣʫʞʙʳ gRPC-ʢʣʠʝʥʪʘ ʠ gRPC-ʩʝʨʚʝʨʘ ʩʦʟʜʘʶʪʩʷ ʦʜʥʦʚʨʝʤʝʥʥʦ, 
ʢʦʛʜʘ ʚʢʣʶʯʝʥʘ ʬʫʥʢʮʠʷ gRPC. ʂʣʠʝʥʪʩʢʘʷ ʩʣʫʞʙʘ gRPC ʟʘʛʨʫʞʘʝʪ 
ʜʘʥʥʳʝ ʥʘ ʩʝʨʚʝʨ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʩʝʨʚʝʨʥʘʷ ʩʣʫʞʙʘ gRPC 
ʘʥʘʣʠʟʠʨʫʝʪ ʩʦʦʙʱʝʥʠʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʩʦʦʙʱʝʥʠʷ ʩʙʦʨʘ ʜʘʥʥʳʭ, 
ʦʪʧʨʘʚʣʝʥʥʳʝ ʩ ʩʝʨʚʝʨʘ 

9.4.1.4. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show grpc status, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʚʨʝʤʷ ʨʘʙʦʪʳ ʧʦʩʣʝ ʚʢʣʶʯʝʥʠʷ 
ʬʫʥʢʮʠʠ gRPC. 

9.4.1.5. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʈʀʄɽʏɸʅʀɽ: ʦʧʠʩʘʥʘ ʪʦʣʴʢʦ ʢʦʥʬʠʛʫʨʘʮʠʷ, ʩʚʷʟʘʥʥʘʷ ʩ gRPC. 

ɺʢʣʶʯʝʥʠʝ ʬʫʥʢʮʠʠ gRPC 

ʉʮʝʥʘʨʠʡ: ʩʝʪʝʚʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ S ʠ PC1 ʨʘʙʦʪʘʝʪ ʥʦʨʤʘʣʴʥʦ. 

 

ʈʠʩʫʥʦʢ 9-6. ʊʦʧʦʣʦʛʠʷ One-to-one 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ gRPC. 

ʅʘʩʪʨʦʡʪʝ WAN-ʧʦʨʪ 

S S(config)# grpc 

S(config- grpc)# exit  
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S(config)# interface HundredGigabitEthernet 0/49  

S(config- if- HundredGigabitEthernet 0/49)# ip address 192.168.1.1 
255.255.255.252 

ʇʨʦʚʝʨʢʘ ʇʨʦʧʠʥʛʫʡʪʝ ʘʜʨʝʩ ʩʝʨʚʝʨʘ ʠ ʧʨʦʚʝʨʴʪʝ, ʤʦʞʥʦ ʣʠ ʫʩʧʝʰʥʦ ʧʨʦʧʠʥʛʦʚʘʪʴ 
ʘʜʨʝʩ. 

ʇʨʦʚʝʨʴʪʝ, ʚʢʣʶʯʝʥʘ ʣʠ ʬʫʥʢʮʠʷ gRPC 

S S# show grpc status  

9.4.2. ʅʘʩʪʨʦʡʢʘ ʨʝʞʠʤʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʘʪʨʠʙʫʪʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʩʝʨʚʝʨʘ AAA ʜʣʷ ʬʫʥʢʮʠʠ ʚʭʦʜʘ ʠ ʚʳʭʦʜʘ gRPC 

9.4.2.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʋʩʪʘʥʦʚʠʪʝ ʨʝʞʠʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʬʫʥʢʮʠʠ ʚʭʦʜʘ ʠ ʚʳʭʦʜʘ gRPC ʚ ʨʝʞʠʤ ʙʝʟ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʣʦʢʘʣʴʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ AAA ʠʣʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠ ʁ ʩʝʨʚʝʨʘ AAA 
(ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʠ ʢʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʥʳʭ ʧʦʧʳʪʦʢ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ). 

9.4.2.2. ʇʨʠʤʝʯʘʥʠʷ 

¶ ɼʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʝʨʚʝʨʘ AAA ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʨʝʞʠʤ ʥʦʚʦʡ ʤʦʜʝʣʠ. 

¶ ʈʝʞʠʤ ʙʝʟ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ. 

¶ ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʟʤʝʥʷʪʴ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʠ ʢʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʥʳʭ ʧʦʧʳʪʦʢ. 

9.4.2.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʅʘʩʪʨʦʡʢʘ ʨʝʞʠʤʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʬʫʥʢʮʠʠ ʚʭʦʜʘ ʠ ʚʳʭʦʜʘ gRPC 

¶ ʆʧʮʠʦʥʘʣʴʥʳʡ. 

¶ ɺʳʧʦʣʥʠʪʝ ʵʪʫ ʥʘʩʪʨʦʡʢʫ ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ authen login ʥʘ ʪʨʝʙʫʝʤʦʤ ʫʩʪʨʦʡʩʪʚʝ ʚ ʨʝʞʠʤʝ ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʧʨʦʮʝʩʩʘ gRPC, ʝʩʣʠ ʥʝ ʫʢʘʟʘʥʦ ʠʥʦʝ. 

ʂʦʤʘʥʜʘ authen login {local | authentication mlist} 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

local: ʠʩʧʦʣʴʟʫʝʪ ʣʦʢʘʣʴʥʫʶ ʙʠʙʣʠʦʪʝʢʫ ʠʤʝʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʕʪʦ ʨʝʞʠʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

authentication: ʠʩʧʦʣʴʟʫʝʪ ʫʢʘʟʘʥʥʳʡ ʩʧʠʩʦʢ ʩʝʨʚʝʨʦʚ AAA ʜʣʷ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

mlist: ʫʢʘʟʳʚʘʝʪ ʠʤʷ ʩʧʠʩʢʘ AAA 

ʈʝʞʠʤ ʢʦʤʘʥʜ 
ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʃʦʢʘʣʴʥʳʡ ʚʭʦʜ ʥʘʩʪʨʦʝʥ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʪʦ ʝʩʪʴ ʥʘʩʪʨʦʝʥʘ ʢʦʤʘʥʜʘ 
authen login local. 

ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʮʝʩʩʘ gRPC 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʟʘʧʨʦʩʘ ʥʘ ʚʭʦʜ ʩ ʩʝʨʚʝʨʘ ʫʩʪʨʦʡʩʪʚʦ ʚʳʙʠʨʘʝʪ 
ʣʦʢʘʣʴʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ AAA, ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʩʝʨʚʝʨʘ AAA ʠʣʠ 
ʨʝʞʠʤ ʙʝʟ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. ʂʦʛʜʘ 
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ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʨʦʭʦʜʠʪ ʫʩʧʝʰʥʦ, ʫʩʪʨʦʡʩʪʚʦ ʟʘʧʠʩʳʚʘʝʪ 
ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʣʴʟʦʚʘʪʝʣʝ ʜʣʷ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ, ʘ ʠʤʝʥʥʦ IP-ʘʜʨʝʩ 
ʠ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʝʨʚʝʨʘ. ʋʩʪʨʦʡʩʪʚʦ ʦʪʚʝʯʘʝʪ ʪʦʣʴʢʦ ʥʘ ʟʘʧʨʦʩʳ 
ʩʦʙʳʪʠʡ ʧʦʣʫʯʝʥʠʷ, ʠʥʠʮʠʠʨʦʚʘʥʥʳʝ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʤʠ 
ʩʝʨʚʝʨʘʤʠ 

ʅʘʩʪʨʦʡʢʘ ʘʪʨʠʙʫʪʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʝʨʚʝʨʘ AAA ʜʣʷ ʬʫʥʢʮʠʠ ʚʭʦʜʘ ʠ 
ʚʳʭʦʜʘ gRPC 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɺʳʧʦʣʥʠʪʝ ʵʪʫ ʥʘʩʪʨʦʡʢʫ ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 

¶ ʅʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʟʤʝʥʷʪʴ ʵʪʫ ʢʦʥʬʠʛʫʨʘʮʠʶ ʥʘ ʫʩʪʨʦʡʩʪʚʝ, ʝʩʣʠ ʥʝ ʫʢʘʟʘʥʦ 
ʠʥʦʝ. 

ʂʦʤʘʥʜʘ authen aaa-config {retry times | timeout second} 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

retry: ʟʘʜʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʥʳʭ ʧʦʧʳʪʦʢ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʝʨʚʝʨʘ 
AAA. 

times: ʫʢʘʟʳʚʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʥʳʭ ʧʦʧʳʪʦʢ. ɿʥʘʯʝʥʠʝ ʢʦʣʝʙʣʝʪʩʷ 
ʦʪ 1 ʜʦ 100 

timeout: ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʝʨʚʝʨʘ 

AAA. 

second: ʫʢʘʟʳʚʘʝʪ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʚ ʩʝʢʫʥʜʘʭ. ɿʥʘʯʝʥʠʝ ʥʘʭʦʜʠʪʩʷ ʚ 

ʜʠʘʧʘʟʦʥʝ ʦʪ 0 ʜʦ 300, ʘ ʟʥʘʯʝʥʠʝ 0 ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ 
ʩʯʠʪʘʝʪʩʷ ʥʝʫʜʘʯʥʦʡ ʧʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʩʦʦʙʱʝʥʠʷ ʦʙ ʠʩʪʝʯʝʥʠʠ 
ʚʨʝʤʝʥʠ ʦʞʠʜʘʥʠʷ ʩʝʨʚʝʨʘ AAA 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʈʝʞʠʤ ʢʦʤʘʥʜ 

ʂʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʥʳʭ ʧʦʧʳʪʦʢ ʧʦ ʫʤʦʣʯʘʥʠʶ ʨʘʚʥʦ 1, ʘ ʚʨʝʤʷ 
ʦʞʠʜʘʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʨʘʚʥʦ 4 ʩʝʢʫʥʜʘʤ. 

ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʮʝʩʩʘ gRPC 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʢʦʣʠʯʝʩʪʚʘ ʧʦʚʪʦʨʥʳʭ 
ʧʦʧʳʪʦʢ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʚʨʝʤʝʥʠ ʦʞʠʜʘʥʠʷ ʜʣʷ ʨʝʞʠʤʘ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʝʨʚʝʨʘ AAA ʚ ʩʣʫʯʘʝ ʚʭʦʜʘ ʥʘ ʩʝʨʚʝʨ. ʅʝ 
ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʟʤʝʥʷʪʴ ʢʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʥʳʭ ʧʦʧʳʪʦʢ ʧʦ ʫʤʦʣʯʘʥʠʶ 
ʠ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ. ɹʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʥʳʭ ʧʦʧʳʪʦʢ ʠʣʠ 
ʥʝʧʨʘʚʠʣʴʥʦʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʙʣʦʢʠʨʦʚʢʝ AAA ʥʘ 
15 ʤʠʥʫʪ (ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʪʠʪʴ ʢʦʤʘʥʜʫ clear aaa local user lockout all, 
ʯʪʦʙʳ ʩʥʷʪʴ ʙʣʦʢʠʨʦʚʢʫ AAA) 

9.4.2.4. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show running, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʧʨʘʚʠʣʴʥʦʩʪʴ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

9.4.2.5. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʈʀʄɽʏɸʅʀɽ: ʦʧʠʩʳʚʘʝʪʩʷ ʪʦʣʴʢʦ ʢʦʥʬʠʛʫʨʘʮʠʷ, ʩʚʷʟʘʥʥʘʷ ʩ gRPC. 

ʅʘʩʪʨʦʡʢʘ ʨʝʞʠʤʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʬʫʥʢʮʠʠ ʚʭʦʜʘ ʠ ʚʳʭʦʜʘ gRPC 

ʉʮʝʥʘʨʠʡ: ʩʝʪʝʚʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ S ʠ PC1 ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʦʙʳʯʥʦʤ ʨʝʞʠʤʝ. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʥʘʩʪʨʦʡʢʝ ʩʝʨʠʷ QSW-7600 

ʅʘʩʪʨʦʡʢʘ gRPC  

168 

 

 

 

ʈʠʩʫʥʦʢ 9-7. ʊʦʧʦʣʦʛʠʷ One-to-one 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ gRPC. 

ʅʘʩʪʨʦʡʪʝ ʨʝʞʠʤ ʥʦʚʦʡ ʤʦʜʝʣʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ AAA ʠ ʩʧʠʩʢʘ mlist ʩ 
ʠʤʝʥʝʤ test 

S S(config)# grpc 

S(config- grpc)# authen login authenticati on test 

ʇʨʦʚʝʨʢʘ ʇʨʦʚʝʨʴʪʝ, ʧʨʘʚʠʣʴʥʦ ʣʠ ʩʦʭʨʘʥʝʥʘ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

ʇʨʦʚʝʨʴʪʝ, ʤʦʞʥʦ ʣʠ ʫʩʧʝʰʥʦ ʧʨʦʧʠʥʛʦʚʘʪʴ ʫʩʪʨʦʡʩʪʚʦ ʩ ʇʂ-ʢʣʠʝʥʪʘ. 

ʇʨʦʚʝʨʴʪʝ, ʤʦʞʝʪ ʣʠ ʇʂ-ʢʣʠʝʥʪ ʧʨʦʚʦʜʠʪʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʠ ʜʝʣʘʪʴ ʟʘʧʠʩʠ 

S S# show running  

S# show grpc client  

9.4.3. ʅʘʩʪʨʦʡʢʘ ʪʠʧʦʚ ʩʦʙʳʪʠʡ, ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ gRPC 

9.4.3.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

¶ ɺʢʣʶʯʠʪʴ ʚʩʝ ʧʦʜʧʠʩʘʥʥʳʝ ʩʦʙʳʪʠʷ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʫʩʪʨʦʡʩʪʚʘ. 

¶ ɺʢʣʶʯʠʪʴ ʚʩʝ ʧʦʜʧʠʩʘʥʥʳʝ ʧʝʨʠʦʜʠʯʝʩʢʠʝ ʩʦʙʳʪʠʷ ʫʩʪʨʦʡʩʪʚʘ. 

¶ ʀʟʤʝʥʠʪʝ ʚʨʝʤʷ ʪʘʡʤʝʨʘ ʜʣʷ ʧʝʨʠʦʜʠʯʝʩʢʠʭ ʩʦʙʳʪʠʡ. 

9.4.4. ʇʨʠʤʝʯʘʥʠʷ 

ʉʦʙʳʪʠʷ, ʥʘ ʢʦʪʦʨʳʝ ʧʦʜʧʠʩʘʥ ʩʝʨʚʝʨ, ʚʩʪʫʧʘʶʪ ʚ ʩʠʣʫ ʪʦʣʴʢʦ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʫʢʘʟʘʥʥʳʝ 
ʩʦʙʳʪʠʷ ʩ ʧʦʜʧʠʩʢʦʡ ʥʘʩʪʨʦʝʥʳ ʥʘ ʫʩʪʨʦʡʩʪʚʝ. 

9.4.4.1. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʝʥʠʝ ʧʦʜʧʠʩʢʠ ʥʘ ʩʦʙʳʪʠʷ ʫʩʪʨʦʡʩʪʚʘ 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ subscr realtime enable, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʚʩʝ ʧʦʜʧʠʩʘʥʥʳʝ 
ʩʦʙrʪʠʷ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʫʩʪʨʦʡʩʪʚʘ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ subscr sample enable, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʚʩʝ ʧʦʜʧʠʩʘʥʥʳʝ 
ʧʝʨʠʦʜʠʯʝʩʢʠʝ ʩʦʙʳʪʠʷ ʫʩʪʨʦʡʩʪʚʘ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show grpc channel [ counter ] ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʦʙʳʪʠʡ 
ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ/ʧʝʨʠʦʜʠʯʝʩʢʠʭ ʩʦʙʳʪʠʡ, ʧʦʜʧʠʩʘʥʥʳʭ ʩʝʨʚʝʨʦʤ, ʠʣʠ ʜʣʷ 
ʦʪʦʙʨʘʞʝʥʠʷ ʩʪʘʪʠʩʪʠʢʠ. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ ʥʘʩʪʨʦʡʢʝ ʩʝʨʠʷ QSW-7600 

ʅʘʩʪʨʦʡʢʘ gRPC  

169 

 

 

ʂʦʤʘʥʜʘ subscr [realtime | sample] enable 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

realtime: ʫʢʘʟʳʚʘʝʪ ʧʦʜʧʠʩʘʥʥʳʝ ʩʦʙʳʪʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. 

sample: ʫʢʘʟʳʚʘʝʪ ʥʘ ʧʦʜʧʠʩʘʥʥʳʝ ʧʝʨʠʦʜʠʯʝʩʢʠʝ ʩʦʙʳʪʠʷ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʇʦʜʧʠʩʢʘ ʥʘ ʩʦʙʳʪʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ/ʧʝʨʠʦʜʠʯʝʩʢʠʝ ʩʦʙʳʪʠʷ 
ʦʪʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʮʝʩʩʘ gRPC 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦʩʣʝ ʥʘʩʪʨʦʡʢʠ ʩʦʙʳʪʠʡ, ʥʘ ʢʦʪʦʨʳʝ ʥʫʞʥʦ ʧʦʜʧʠʩʘʪʴʩʷ, ʧʨʦʮʝʩʩ 
gRPC ʦʞʠʜʘʝʪ, ʧʦʢʘ ʜʠʩʧʝʪʯʝʨ NETCONF ʦʪʧʨʘʚʠʪ ʧʦʜʧʠʩʢʠ ʥʘ 
ʩʦʙʳʪʠʝ. ʂʦʛʜʘ ʧʦʣʫʯʝʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦ ʧʦʜʧʠʩʢʝ ʩʦʚʧʘʜʘʝʪ ʩ 
ʣʦʢʘʣʴʥʳʤ ʩʦʙʳʪʠʝʤ, ʪʨʝʙʫʶʱʠʤ ʧʦʜʧʠʩʢʠ, ʧʨʦʮʝʩʩ gRPC ʚʢʣʶʯʘʝʪ 
ʬʫʥʢʮʠʶ ʦʪʧʨʘʚʢʠ ʜʘʥʥʳʭ gRPC ʦ ʩʦʙʳʪʠʠ ʥʘ ʩʝʨʚʝʨ. ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ 
ʜʠʩʧʝʪʯʝʨ NETCONF ʦʪʧʨʘʚʣʷʝʪ ʦʪʢʘʟ ʦʪ ʧʦʜʧʠʩʢʠ ʥʘ ʩʦʙʳʪʠʝ, ʝʩʣʠ 
ʧʦʣʫʯʝʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʪʢʘʟʝ ʦʪ ʧʦʜʧʠʩʢʠ ʩʦʚʧʘʜʘʝʪ ʩ ʣʦʢʘʣʴʥʳʤ 
ʩʦʙʳʪʠʝʤ, ʪʨʝʙʫʶʱʠʤ ʧʦʜʧʠʩʢʠ, ʧʨʦʮʝʩʩ gRPC ʦʪʢʣʶʯʘʝʪ ʬʫʥʢʮʠʶ 
ʦʪʧʨʘʚʢʠ ʜʘʥʥʳʭ gRPC ʦ ʩʦʙʳʪʠʠ ʥʘ ʩʝʨʚʝʨ. 

ɽʩʣʠ ʧʨʦʮʝʩʩ gRPC ʥʝ ʥʘʩʪʨʘʠʚʘʝʪ ʧʦʜʧʠʩʢʠ ʥʘ ʩʦʙʳʪʠʝ, ʧʨʦʮʝʩʩ 
gRPC ʥʝ ʚʳʧʦʣʥʷʝʪ ʥʠʢʘʢʦʡ ʦʙʨʘʙʦʪʢʠ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʧʦʜʧʠʩʢʠ ʥʘ 
ʩʦʙʳʪʠʷ ʠʣʠ ʦʪʢʘʟʘ ʦʪ ʧʦʜʧʠʩʢʠ ʦʪ ʜʠʩʧʝʪʯʝʨʘ NETCONF 

ʅʘʩʪʨʦʡʢʘ ʠʥʪʝʨʚʘʣʘ ʪʘʡʤʝʨʘ ʜʣʷ ʧʝʨʠʦʜʠʯʝʩʢʠʭ ʩʦʙʳʪʠʡ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɺʳʧʦʣʥʠʪʝ ʵʪʫ ʥʘʩʪʨʦʡʢʫ ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ subscr-sample-interval ʥʘ ʪʨʝʙʫʝʤʦʤ ʫʩʪʨʦʡʩʪʚʝ ʚ ʨʝʞʠʤʝ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʮʝʩʩʘ gRPC, ʯʪʦʙʳ ʠʟʤʝʥʠʪʴ ʠʥʪʝʨʚʘʣ ʪʘʡʤʝʨʘ ʜʣʷ 
ʧʝʨʠʦʜʠʯʝʩʢʠʭ ʩʦʙʳʪʠʡ, ʝʩʣʠ ʥʝ ʫʢʘʟʘʥʦ ʠʥʦʝ. 

ʂʦʤʘʥʜʘ subscr-sample-interval interval 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

interval: ʫʢʘʟʳʚʘʝʪ ʣʦʢʘʣʴʥʦ ʥʘʩʪʨʦʝʥʥʳʡ ʠʥʪʝʨʚʘʣ ʜʣʷ ʦʪʯʝʪʦʚ ʦ 
ʧʝʨʠʦʜʠʯʝʩʢʠʭ ʩʦʙʳʪʠʷʭ ʚ ʩʝʢʫʥʜʘʭ. ɿʥʘʯʝʥʠʝ ʚʘʨʴʠʨʫʝʪʩʷ ʦʪ 1 ʜʦ 
65535, ʘ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʨʘʚʥʦ 10 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʀʥʪʝʨʚʘʣ ʪʘʡʤʝʨʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʧʝʨʠʦʜʠʯʝʩʢʠʭ ʩʦʙʳʪʠʡ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʮʝʩʩʘ gRPC 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʧʦʜʧʠʩʘʥʥʦʝ ʧʝʨʠʦʜʠʯʝʩʢʦʝ ʩʦʙʳʪʠʝ ʫʩʪʨʦʡʩʪʚʘ 
ʚʢʣʶʯʝʥʦ ʠ NETCONF manager ʦʪʧʨʘʚʣʷʝʪ ʧʦʜʧʠʩʘʥʥʦʝ 
ʧʝʨʠʦʜʠʯʝʩʢʦʝ ʩʦʙʳʪʠʝ, ʧʨʦʮʝʩʩ gRPC ʟʘʧʫʩʢʘʝʪ ʪʘʡʤʝʨ 
ʧʝʨʠʦʜʠʯʝʩʢʦʛʦ ʩʦʙʳʪʠʷ ʠ ʦʪʧʨʘʚʣʷʝʪ ʜʘʥʥʳʝ gRPC ʥʘ ʩʝʨʚʝʨ, 
ʢʦʪʦʨʳʡ ʧʦʜʧʠʩʳʚʘʝʪʩʷ ʥʘ ʩʦʙʳʪʠʝ. ʂʦʛʜʘ ʧʝʨʠʦʜʠʯʝʩʢʦʝ ʩʦʙʳʪʠʝ, 
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ʦʪʧʨʘʚʣʷʝʤʦʝ NETCONF manager, ʥʝ ʩʦʜʝʨʞʠʪ ʚʨʝʤʝʥʥʦʛʦ 
ʠʥʪʝʨʚʘʣʘ, ʠʥʪʝʨʚʘʣ ʪʘʡʤʝʨʘ ʦʧʨʝʜʝʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ subscr-
sample-interval. ɽʩʣʠ ʧʝʨʠʦʜʠʯʝʩʢʦʝ ʩʦʙʳʪʠʝ, ʦʪʧʨʘʚʣʷʝʤʦʝ 

NETCONF manager, ʩʦʜʝʨʞʠʪ ʠʥʪʝʨʚʘʣ ʪʘʡʤʝʨʘ, ʵʪʦʪ ʠʥʪʝʨʚʘʣ 
ʪʘʡʤʝʨʘ ʠʤʝʝʪ ʧʨʝʠʤʫʱʝʩʪʚʝʥʥʫʶ ʩʠʣʫ 

ʅʘʩʪʨʦʡʢʘ ʚʨʝʤʝʥʠ ʧʦʜʘʚʣʝʥʠʷ ʜʣʷ ʩʦʙʳʪʠʡ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɺʳʧʦʣʥʠʪʝ ʵʪʫ ʥʘʩʪʨʦʡʢʫ ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ subscr-realtime-interval ʥʘ ʪʨʝʙʫʝʤʦʤ ʫʩʪʨʦʡʩʪʚʝ ʚ ʨʝʞʠʤʝ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʮʝʩʩʘ gRPC, ʯʪʦʙʳ ʠʟʤʝʥʠʪʴ ʚʨʝʤʷ ʧʦʜʘʚʣʝʥʠʷ ʩʦʙʳʪʠʡ ʚ 
ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, ʝʩʣʠ ʥʝ ʫʢʘʟʘʥʦ ʠʥʦʝ. 

ʂʦʤʘʥʜʘ subscr-realtime-interval {all interval | realtime json-event interval} 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

all: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʢʦʥʬʠʛʫʨʘʮʠʷ ʚʣʠʷʝʪ ʥʘ ʚʩʝ ʩʦʙʳʪʠʷ ʚ ʨʝʘʣʴʥʦʤ 
ʚʨʝʤʝʥʠ. 

realtime: ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʢʦʥʬʠʛʫʨʘʮʠʷ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ ʧʨʠ 

ʦʧʨʝʜʝʣʝʥʥʦʤ ʩʦʙʳʪʠʠ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. 

json-event: ʫʢʘʟʳʚʘʝʪ ʪʠʧ ʥʘʩʪʨʦʝʥʥʦʛʦ ʩʦʙʳʪʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. 

interval: ʟʘʜʘʝʪ ʠʥʪʝʨʚʘʣ ʧʦʜʘʚʣʝʥʠʷ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʘʥʥʳʭ ʦ 
ʩʦʙʳʪʠʷʭ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʚ ʤʠʣʣʠʩʝʢʫʥʜʘʭ. ɿʥʘʯʝʥʠʝ 
ʚʘʨʴʠʨʫʝʪʩʷ ʦʪ 1 ʜʦ 1000000, ʠ ʩʦʙʳʪʠʷ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʧʦ 
ʫʤʦʣʯʘʥʠʶ ʥʝ ʧʦʜʘʚʣʷʶʪʩʷ 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʈʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʉʦʙʳʪʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʥʝ ʧʦʜʘʚʣʷʶʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʮʝʩʩʘ gRPC 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʫʩʪʨʦʡʩʪʚʦ ʘʢʪʠʚʠʨʫʝʪ ʧʦʜʧʠʩʘʥʥʦʝ ʩʦʙʳʪʠʝ 
ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ, ʝʩʣʠ ʩʨʘʙʘʪʳʚʘʝʪ ʧʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ ʩʦʙʳʪʠʷ, 
ʛʝʥʝʨʠʨʫʶʪʩʷ ʧʘʢʝʪʳ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʠ ʦʪʧʨʘʚʣʷʶʪʩʷ ʥʘ ʩʝʨʚʝʨ, 
ʢʦʪʦʨʳʡ ʧʦʜʧʠʩʳʚʘʝʪʩʷ ʥʘ ʩʦʙʳʪʠʝ. ʂʦʛʜʘ ʧʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ 
ʩʨʘʙʘʪʳʚʘʝʪ ʯʘʩʪʦ, ʟʘ ʢʦʨʦʪʢʠʡ ʧʨʦʤʝʞʫʪʦʢ ʚʨʝʤʝʥʠ ʛʝʥʝʨʠʨʫʝʪʩʷ ʠ 
ʦʪʧʨʘʚʣʷʝʪʩʷ ʥʘ ʩʝʨʚʝʨ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ. ɼʘʥʥʳʝ ʚ ʵʪʠʭ 
ʧʘʢʝʪʘʭ ʤʦʛʫʪ ʙʳʪʴ ʦʜʠʥʘʢʦʚʳʤʠ, ʥʦ ʦʙʨʘʙʦʪʢʘ ʵʪʠʭ ʧʘʢʝʪʦʚ 
ʟʥʘʯʠʪʝʣʴʥʦ ʫʚʝʣʠʯʠʚʘʝʪ ʥʘʛʨʫʟʢʫ ʥʘ ʫʩʪʨʦʡʩʪʚʦ ʠ ʩʝʨʚʝʨ. ʏʪʦʙʳ 
ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʵʪʦʪ ʩʣʫʯʘʡ, ʟʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ subscr-real time-
interval ʜʣʷ ʧʦʜʘʚʣʝʥʠʷ ʛʝʥʝʨʘʮʠʠ ʥʦʚʳʭ ʧʘʢʝʪʦʚ ʜʣʷ ʩʦʙʳʪʠʡ 

ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʚ ʪʝʯʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʝʨʠʦʜʘ ʚʨʝʤʝʥʠ 

9.4.4.2. ʇʨʦʚʝʨʢʘ 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show grpc subscr realtime, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʧʦʜʧʠʩʘʥʥʳʝ 

ʩʦʙʳʪʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show grpc subscr sample, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʧʦʜʧʠʩʘʥʥʳʝ 

ʧʝʨʠʦʜʠʯʝʩʢʠʝ ʩʦʙʳʪʠʷ. 
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¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show grpc channel [counter], ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ IP-ʘʜʨʝʩ, 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ ʠ ʧʦʜʧʠʩʘʥʥʳʝ ʩʦʙʳʪʠʷ ʩʝʨʚʝʨʘ ʠʣʠ ʦʪʦʙʨʘʟʠʪʴ ʨʘʟʣʠʯʥʫʶ 
ʩʪʘʪʠʩʪʠʢʫ. 

9.4.4.3. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɺʢʣʶʯʝʥʠʝ ʧʦʜʧʠʩʢʠ ʥʘ ʩʦʙʳʪʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʫʩʪʨʦʡʩʪʚʘ 

ʉʮʝʥʘʨʠʡ: ʩʝʪʝʚʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ S ʠ PC1 ʨʘʙʦʪʘʝʪ ʥʦʨʤʘʣʴʥʦ. 

 

ʈʠʩʫʥʦʢ 9-8. ʊʦʧʦʣʦʛʠʷ One-to-one 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

¶ ɺʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ gRPC (ʦʧʫʱʝʥʦ). 

¶ ʋʩʪʘʥʦʚʠʪʝ ʩʦʙʳʪʠʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʠʟʤʝʥʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ 
CLI, ʥʘ ʢʦʪʦʨʳʝ ʥʫʞʥʦ ʧʦʜʧʠʩʘʪʴʩʷ. 

¶ ʄʝʥʝʜʞʝʨ NETCONF ʧʦʜʧʠʩʳʚʘʝʪʩʷ ʥʘ ʩʦʙʳʪʠʝ ʠʟʤʝʥʝʥʠʷ 
ʢʦʥʬʠʛʫʨʘʮʠʠ CLI ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ 

S S(config)# grpc 

S(config- grpc)# subscr realtime enable  

ʇʨʦʚʝʨʢʘ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show grpc subscr realtime, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 
ʢʦʣʠʯʝʩʪʚʦ ʩʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ ʧʦʜʧʠʩʘʣʠʩʴ ʥʘ ʩʦʙʳʪʠʝ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ 
ʠʟʤʝʥʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ CLI. 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show grpc channel [counter], ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 
IP-ʘʜʨʝʩʘ, ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʧʦʨʪʦʚ ʠ ʧʦʜʧʠʩʘʥʥʳʝ ʩʦʙʳʪʠʷ ʩʝʨʚʝʨʦʚ ʠʣʠ 
ʨʘʟʣʠʯʥʫʶ ʩʪʘʪʠʩʪʠʢʫ 

S S# show grpc subscr realtime  

S# show grpc channel counter  

ɺʢʣʶʯʝʥʠʝ ʧʦʜʧʠʩʢʠ ʥʘ ʧʝʨʠʦʜʠʯʝʩʢʠʝ ʩʦʙʳʪʠʷ ʫʩʪʨʦʡʩʪʚʘ 

ʉʮʝʥʘʨʠʡ: ʩʝʪʝʚʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ S ʠ PC1 ʨʘʙʦʪʘʝʪ ʥʦʨʤʘʣʴʥʦ. 

 

ʈʠʩʫʥʦʢ 9-9. ʊʦʧʦʣʦʛʠʷ One-to-one 
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ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

¶ ɺʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ gRPC (ʦʧʫʱʝʥʦ). 

¶ ʅʘʩʪʨʦʡʪʝ ʧʝʨʠʦʜʠʯʝʩʢʦʝ ʩʦʙʳʪʠʝ DCB PFC ʜʣʷ ʧʦʜʧʠʩʢʠ. 

¶ ʄʝʥʝʜʞʝʨ NETCONF ʧʦʜʧʠʩʳʚʘʝʪʩʷ ʥʘ ʧʝʨʠʦʜʠʯʝʩʢʦʝ ʩʦʙʳʪʠʝ 
DCB PFC 

S S(config)# grpc 

S(config- grpc)# subscr sample enable  

ʇʨʦʚʝʨʢʘ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show grpc subscr sample, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʢʦʣʠʯʝʩʪʚʦ 
ʩʝʨʚʝʨʦʚ, ʢʦʪʦʨʳʝ ʧʦʜʧʠʩʘʥʳ ʥʘ ʧʝʨʠʦʜʠʯʝʩʢʦʝ ʩʦʙʳʪʠʝ DCB PFC. 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show grpc channel [counter], ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 

IP-ʘʜʨʝʩʘ, ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʧʦʨʪʦʚ ʠ ʧʦʜʧʠʩʘʥʥʳʝ ʩʦʙʳʪʠʷ ʩʝʨʚʝʨʦʚ ʠʣʠ 
ʨʘʟʣʠʯʥʫʶ ʩʪʘʪʠʩʪʠʢʫ 

S S# show grpc subscr sample  

S# show grpc channel counter  

ʅʘʩʪʨʦʡʢʘ ʠʥʪʝʨʚʘʣʘ ʪʘʡʤʝʨʘ ʜʣʷ ʧʝʨʠʦʜʠʯʝʩʢʠʭ ʩʦʙʳʪʠʡ 

ʉʮʝʥʘʨʠʡ: ʩʝʪʝʚʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ S ʠ PC1 ʨʘʙʦʪʘʝʪ ʥʦʨʤʘʣʴʥʦ. 

 

ʈʠʩʫʥʦʢ 9-10. ʊʦʧʦʣʦʛʠʷ One-to-one 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

¶ ɺʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ gRPC (ʦʧʫʱʝʥʦ). 

¶ ʋʩʪʘʥʦʚʠʪʝ ʠʥʪʝʨʚʘʣ ʜʣʷ ʧʝʨʠʦʜʠʯʝʩʢʦʛʦ ʧʦʣʫʯʝʥʠʷ ʧʦʜʧʠʩʘʥʥʦʛʦ 
ʧʝʨʠʦʜʠʯʝʩʢʦʛʦ ʩʦʙʳʪʠʷ ʥʘ 10 ʩʝʢʫʥʜ 

S S(config)# grpc 

S(config- grpc)# subscr -sample- interval 10 

ʇʨʦʚʝʨʢʘ ɿʘʧʫʩʪʠʪʝ ʧʨʠʤʝʨʥʫʶ ʢʦʤʘʥʜʫ show grpc subscr, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʠʥʪʝʨʚʘʣ 
ʪʘʡʤʝʨʘ ʚʩʝʭ ʧʦʜʧʠʩʘʥʥʳʭ ʧʝʨʠʦʜʠʯʝʩʢʠʭ ʩʦʙʳʪʠʡ 

S S# show grpc subscr sample  
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ʅʘʩʪʨʦʡʢʘ ʚʨʝʤʝʥʠ ʧʦʜʘʚʣʝʥʠʷ ʜʣʷ ʩʦʙʳʪʠʡ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ 

ʉʮʝʥʘʨʠʡ: ʩʝʪʝʚʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ S ʠ PC1 ʨʘʙʦʪʘʝʪ ʥʦʨʤʘʣʴʥʦ. 

 

ʈʠʩʫʥʦʢ 9-11. ʊʦʧʦʣʦʛʠʷ One-to-one 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

¶ ɺʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ gRPC (ʦʧʫʱʝʥʦ). 

¶ ʋʩʪʘʥʦʚʠʪʝ ʚʨʝʤʷ ʧʦʜʘʚʣʝʥʠʷ ʥʘ 500 ʤʩ ʜʣʷ ʚʩʝʭ ʧʦʜʧʠʩʘʥʥʳʭ 
ʩʦʙʳʪʠʡ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ 

S S(config)# grpc 

S(config- grpc)# subscr - realtime - interval all 500  

ʇʨʦʚʝʨʢʘ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show grpc subscr realtime, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʚʨʝʤʷ 
ʧʦʜʘʚʣʝʥʠʷ ʚʩʝʭ ʧʦʜʧʠʩʘʥʥʳʭ ʩʦʙʳʪʠʡ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ 

S S# show grpc subscr realtime  

9.4.5. ʇʨʠʚʷʟʢʘ ʫʢʘʟʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ gRPC 

9.4.5.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

gRPC ʠʩʧʦʣʴʟʫʝʪ IP-ʘʜʨʝʩ ʫʢʘʟʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ. 

9.4.5.2. ʇʨʠʤʝʯʘʥʠʷ 

¶ ʉʚʷʟʘʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʜʦʣʞʝʥ ʙʳʪʴ ʚʢʣʶʯʝʥ. 

¶ ɼʣʷ ʩʚʷʟʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ IP-ʘʜʨʝʩ. 

9.4.5.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʇʨʠʚʷʟʢʘ ʫʢʘʟʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ gRPC 

¶ ʆʧʮʠʦʥʘʣʴʥʦ. 

¶ ɺʳʧʦʣʥʠʪʝ ʵʪʫ ʥʘʩʪʨʦʡʢʫ ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ subscr-source-interface ʥʘ ʪʨʝʙʫʝʤʦʤ ʫʩʪʨʦʡʩʪʚʝ ʚ ʨʝʞʠʤʝ 

ʥʘʩʪʨʦʡʢʠ ʧʨʦʮʝʩʩʘ gRPC, ʝʩʣʠ ʥʝ ʫʢʘʟʘʥʦ ʠʥʦʝ. 

9.4.5.4. ʇʨʦʚʝʨʢʘ 

ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show running, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʧʨʘʚʠʣʴʥʦʩʪʴ ʢʦʥʬʠʛʫʨʘʮʠʠ. 
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9.4.5.5. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʇʨʠʚʷʟʢʘ ʫʢʘʟʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ gRPC 

ʂʦʤʘʥʜʘ subscr-source-interface interface-type interface-number 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

interface-type interface-number: ʫʢʘʟʳʚʘʝʪ ʠʤ ̫ʠʥʪʝʨʬʝʡʩʘ 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʈʝʞʠʤ ʢʦʤʘʥʜ 

gRPC ʩʣʫʯʘʡʥʳʤ ʦʙʨʘʟʦʤ ʧʨʠʚʷʟʳʚʘʝʪ ʠʩʭʦʜʥʳʡ ʘʜʨʝʩ ʜʣʷ ʦʪʧʨʘʚʢʠ 
ʧʘʢʝʪʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʮʝʩʩʘ gRPC 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʝʡʩʪʚʠʝ gRPC ʧʦ ʩʦʟʜʘʥʠʶ ʢʘʥʘʣʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʘʢʣʶʯʘʝʪʩʷ ʚ 
ʩʣʫʯʘʡʥʦʡ ʧʨʠʚʷʟʢʝ ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ. ʂʦʛʜʘ 
ʩʝʨʚʝʨ ʧʦʣʫʯʘʝʪ ʧʘʢʝʪʳ ʪʦʣʴʢʦ ʩ ʫʢʘʟʘʥʥʦʛʦ ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ, 
ʜʝʡʩʪʚʠʝ gRPC ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʝ ʤʦʞʝʪ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʪʨʝʙʦʚʘʥʠʷʤ 
ʧʨʠʣʦʞʝʥʠʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʟʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ subscr source-
interface, ʯʪʦʙʳ ʫʢʘʟʘʪʴ ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ 

9.4.5.6. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʈʀʄɽʏɸʅʀɽ: ʦʧʠʩʳʚʘʝʪʩʷ ʪʦʣʴʢʦ ʢʦʥʬʠʛʫʨʘʮʠʷ, ʩʚʷʟʘʥʥʘʷ ʩ gRPC. 

ʇʨʠʚʷʟʢʘ ʫʢʘʟʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ gRPC 

ʉʮʝʥʘʨʠʡ: ʩʝʪʝʚʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ S ʠ PC1 ʨʘʙʦʪʘʝʪ ʥʦʨʤʘʣʴʥʦ. 

 

ʈʠʩʫʥʦʢ 9-12. ʊʦʧʦʣʦʛʠʷ One-to-one 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ gRPC. 

ʅʘʩʪʨʦʡʪʝ WAN-ʧʦʨʪ 

S S(config)# interface HundredGigabitEthernet 0/49  

S(config- if- HundredGigabitEthernet 0/49)# ip address 192.168.1.1 
255.255.255.252 

S(config- if- HundredGigabitEthernet 0/49)# exit  

S(config)# grpc 

S(config- grpc)# subscr -source- interface HundredGigabitEthernet 0/49  
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ʇʨʦʚʝʨʢʘ ʇʨʦʚʝʨʴʪʝ, ʧʨʘʚʠʣʴʥʦ ʣʠ ʩʦʭʨʘʥʝʥʘ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

ʇʨʦʧʠʥʛʫʡʪʝ ʘʜʨʝʩ ʩʝʨʚʝʨʘ ʠ ʧʨʦʚʝʨʴʪʝ, ʤʦʞʥʦ ʣʠ ʫʩʧʝʰʥʦ ʧʨʦʧʠʥʛʦʚʘʪʴ 
ʘʜʨʝʩ. 

ʇʨʦʚʝʨʴʪʝ, ʤʦʛʫʪ ʣʠ ʫʩʪʨʦʡʩʪʚʦ ʠ ʩʝʨʚʝʨ ʧʨʘʚʠʣʴʥʦ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ 
ʜʨʫʛ ʩ ʜʨʫʛʦʤ 

S S# show running  

S# show grpc channel  

9.4.6. ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʩʝʨʚʝʨʦʚ ʠ ʩʦʙʳʪʠʡ, ʥʘ ʢʦʪʦʨʳʝ 
ʥʫʞʥʦ ʧʦʜʧʠʩʘʪʴʩʷ 

9.4.6.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʦʩʣʝ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʦʚ ʠ ʩʦʙʳʪʠʡ, ʧʦʜʣʝʞʘʱʠʭ ʧʦʜʧʠʩʢʝ, ʥʘ 
ʩʝʨʚʝʨʳ ʤʦʞʥʦ ʦʪʧʨʘʚʣʷʪʴ ʦʪʯʝʪʳ ʦ ʩʚʷʟʘʥʥʳʭ ʩʦʙʳʪʠʷʭ gRPC. 

9.4.6.2. ʇʨʠʤʝʯʘʥʠʷ 

¶ ɸʜʨʝʩ ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ ʩʝʨʚʝʨʘ ʜʦʣʞʥʳ ʙʳʪʴ ʜʝʡʩʪʚʠʪʝʣʴʥʳʤʠ. 

¶ ʉʦʙʳʪʠʷ ʠ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʧʦʜʧʠʩʢʠ ʜʦʣʞʥʳ ʙʳʪʴ ʧʨʘʚʠʣʴʥʳʤʠ ʠ ʜʝʡʩʪʚʫʶʱʠʤʠ. 

9.4.6.3. ʐʘʛʠ ʥʘʩʪʨʦʡʢʠ 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʩʝʨʚʝʨʘ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʧʦʜʧʠʩʳʚʘʪʴʩʷ ʥʘ 
ʩʦʙʳʪʠʷ 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

ʂʦʤʘʥʜʘ user-server ip-address port-id 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

ip-address: ʫʢʘʟʳʚʘʝʪ IPv4-ʘʜʨʝʩ ʩʝʨʚʝʨʘ. 

port-id: ʫʢʘʟʳʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ ʩʝʨʚʝʨʘ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʮʝʩʩʘ gRPC 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʩʦʟʜʘʥʠʷ ʫʢʘʟʘʥʥʦʛʦ 
ʢʘʥʘʣʘ ʩʝʨʚʝʨʘ ʠ ʧʝʨʝʢʣʶʯʝʥʠʷ ʥʘ ʈʝʞʠʤ ʧʦʜʧʠʩʢʠ ʩʝʨʚʝʨʘ gRPC. 

ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʩʦʙʳʪʠʷ ʢʘʥʘʣʘ, ʥʘ ʢʦʪʦʨʳʝ ʥʫʞʥʦ 
ʧʦʜʧʠʩʘʪʴʩʷ. 

ʋʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ ʟʘʨʘʥʝʝ ʩʦʟʜʘʚʘʪʴ ʩʝʨʚʝʨʳ ʠ ʩʦʙʳʪʠʷ, ʥʘ ʢʦʪʦʨʳʝ 
ʥʫʞʥʦ ʧʦʜʧʠʩʘʪʴʩʷ, ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ, ʠʣʠ ʤʦʞʥʦ ʩʤʦʜʝʣʠʨʦʚʘʪʴ 
ʢʦʥʪʨʦʣʣʝʨ ʜʣʷ ʫʚʝʜʦʤʣʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ʦ ʩʝʨʚʝʨʘʭ ʠ ʩʦʙʳʪʠʷʭ, ʥʘ 
ʢʦʪʦʨʳʝ ʥʫʞʥʦ ʧʦʜʧʠʩʘʪʴʩʷ, ʯʝʨʝʟ NETCONF. 

ʋʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ ʫʜʘʣʷʪʴ ʩʝʨʚʝʨʳ ʠ ʩʦʙʳʪʠʷ, ʥʘ ʢʦʪʦʨʳʝ ʧʦʜʧʠʩʘʥʳ, 
ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ, ʠʣʠ ʤʦʞʥʦ ʩʤʦʜʝʣʠʨʦʚʘʪʴ ʢʦʥʪʨʦʣʣʝʨ ʜʣʷ 
ʫʚʝʜʦʤʣʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ʦ ʩʝʨʚʝʨʘʭ ʠ ʩʦʙʳʪʠʷʭ, ʥʘ ʢʦʪʦʨʳʝ ʥʝ 
ʧʦʜʧʠʩʘʥʳ, ʯʝʨʝʟ NETCONF 
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ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʩʦʙʳʪʠʡ, ʥʘ ʢʦʪʦʨʳʝ ʥʫʞʥʦ ʧʦʜʧʠʩʘʪʴʩʷ 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

ʂʦʤʘʥʜʘ type json-event value value 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

json-event: ʫʢʘʟʳʚʘʝʪ ʪʠʧ ʩʦʙʳʪʠʷ. ʇʦʜʨʦʙʥʝʝ ʩʤ. ʚ ʚʳʚʦʜʝ ʢʦʤʘʥʜʳ 
show grpc subscr | include json 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

value: ʥʘʩʪʨʘʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ, ʪ. ʝ. ʧʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ ʜʣʷ 
ʩʦʙʳʪʠʡ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʠ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ ʜʣʷ 
ʧʝʨʠʦʜʠʯʝʩʢʠʭ ʩʦʙʳʪʠʡ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʧʦʜʧʠʩʢʠ ʩʝʨʚʝʨʘ gRPC 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʅʘʩʪʨʦʡʪʝ ʩʦʙʳʪʠʷ ʠ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʧʦʜʧʠʩʢʠ ʥʘ ʢʘʥʘʣ, ʢʦʪʦʨʳʝ 
ʜʦʣʞʥʳ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ NETCONF 

9.4.6.4. ʇʨʦʚʝʨʢʘ 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show running, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʧʨʘʚʠʣʴʥʦʩʪʴ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show grpc channel, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʧʨʘʚʠʣʴʥʦʩʪʴ ʩʝʨʚʝʨʦʚ 

ʠ ʩʦʙʳʪʠʡ, ʧʦʜʣʝʞʘʱʠʭ ʧʦʜʧʠʩʢʝ. 

9.4.6.5. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʈʀʄɽʏɸʅʀɽ: ʦʧʠʩʳʚʘʝʪʩʷ ʪʦʣʴʢʦ ʢʦʥʬʠʛʫʨʘʮʠʷ, ʩʚʷʟʘʥʥʘʷ ʩ gRPC. 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʩʝʨʚʝʨʦʚ ʠ ʩʦʙʳʪʠʡ, ʥʘ ʢʦʪʦʨʳʝ ʥʫʞʥʦ 
ʧʦʜʧʠʩʘʪʴʩʷ 

ʉʮʝʥʘʨʠʡ: ʩʝʪʝʚʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ S ʠ PC1 ʨʘʙʦʪʘʝʪ ʥʦʨʤʘʣʴʥʦ. 

 

ʈʠʩʫʥʦʢ 9-13. ʊʦʧʦʣʦʛʠʷ One-to-one 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ gRPC. 

ʅʘʩʪʨʦʡʪʝ ʢʘʥʘʣ. 

ʅʘʩʪʨʦʡʪʝ ʪʠʧ ʧʦʜʧʠʩʢʠ 

S S(config)# grpc  

S(config- grpc)# user -server 192.168.0.1 12345 

S(config- grpc-us)# type 0x10000000 value 10 
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ʇʨʦʚʝʨʢʘ ʇʨʦʚʝʨʴʪʝ, ʧʨʘʚʠʣʴʥʦ ʣʠ ʩʦʭʨʘʥʝʥʘ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

ʇʨʦʧʠʥʛʫʡʪʝ ʘʜʨʝʩ ʩʝʨʚʝʨʘ ʠ ʧʨʦʚʝʨʴʪʝ, ʤʦʞʥʦ ʣʠ ʫʩʧʝʰʥʦ ʧʨʦʧʠʥʛʦʚʘʪʴ 
ʘʜʨʝʩ. 

ʇʨʦʚʝʨʴʪʝ, ʤʦʛʫʪ ʣʠ ʫʩʪʨʦʡʩʪʚʦ ʠ ʩʝʨʚʝʨ ʧʨʘʚʠʣʴʥʦ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ 
ʜʨʫʛ ʩ ʜʨʫʛʦʤ 

S S# show running  

S# show grpc channel  

9.4.6.6. ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʦʰʠʙʢʠ 

ʇʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʩʦʙʳʪʠʡ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ ï1 ʜʦ 
100, ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ ʜʣʷ ʧʝʨʠʦʜʠʯʝʩʢʠʭ ʩʦʙʳʪʠʡ ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ ï1 ʜʦ 
65 535, ʠ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʫʱʝʩʪʚʫʶʱʠʡ ʪʠʧ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʢʦʥʬʠʛʫʨʘʮʠʷ 
ʥʝ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ ʠ ʥʝ ʩʦʭʨʘʥʷʝʪʩʷ. 

9.4.7. ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʜʣʷ 
ʚʭʦʜʘ ʥʘ ʩʝʨʚʝʨʳ gRPC 

9.4.7.1. ʕʬʬʝʢʪ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʦʣʴʟʦʚʘʪʝʣʝ ʜʣʷ ʚʭʦʜʘ ʥʘ ʩʝʨʚʝʨ gRPC ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 
ʥʘʩʪʨʦʝʥʘ, ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʧʨʘʚʠʣʴʥʦ ʧʦʣʫʯʝʥʘ ʜʣʷ ʟʘʧʨʦʩʦʚ ʩʦʙʳʪʠʡ ʩʙʦʨʘ 
ʘʥʥʳʭ, ʠʥʠʮʠʠʨʦʚʘʥʥʳʭ ʫʢʘʟʘʥʥʳʤ ʩʝʨʚʝʨʦʤ gRPC. 

9.4.7.2. ʇʨʠʤʝʯʘʥʠʷ 

¶ ɸʜʨʝʩ ʩʝʨʚʝʨʘ ʜʦʣʞʝʥ ʙʳʪʴ ʜʝʡʩʪʚʠʪʝʣʴʥʳʤ. 

¶ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʦʰʝʜʰʝʛʦ ʚ ʩʠʩʪʝʤʫ, ʜʦʣʞʝʥ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ. 

9.4.7.3. ʉʚʷʟʘʥʥʳʝ ʢʦʤʘʥʜʳ 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʚʭʦʜʘ ʥʘ 
ʩʝʨʚʝʨ gRPC 

¶ ʆʙʷʟʘʪʝʣʴʥʳʡ. 

ʂʦʤʘʥʜʘ user-client id user-name ip-address 

ʆʧʠʩʘʥʠʝ 
ʧʘʨʘʤʝʪʨʦʚ 

id: ʫʢʘʟrʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʣʦʛʠʥʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

user-name: ʫʢʘʟʳʚʘʝʪ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʥʝ ʩʚʷʟʘʥʥʦʝ ʩ ʙʠʙʣʠʦʪʝʢʦʡ 

AAA; ʤʦʞʝʪ ʙʳʪʴ ʥʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ). 

ip-address: ʫʢʘʟʳʚʘʝʪ ʨʘʟʨʝʰʝʥʥʳʡ ʘʜʨʝʩ 

ʈʝʞʠʤ ʢʦʤʘʥʜ ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʮʝʩʩʘ gRPC 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʋʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʩʦʟʜʘʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ 
ʚʭʦʜʘ ʥʘ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʝ ʩʝʨʚʝʨʳ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ, ʠʣʠ 
ʩʝʨʚʝʨ ʤʦʞʝʪ ʙʳʪʴ ʩʤʦʜʝʣʠʨʦʚʘʥ ʜʣʷ ʠʥʠʮʠʠʨʦʚʘʥʠʷ ʟʘʧʨʦʩʘ ʥʘ ʚʭʦʜ, 
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ʧʨʦʭʦʞʜʝʥʠʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʩʦʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ 
ʧʦʣʴʟʦʚʘʪʝʣʷʭ, ʚʦʰʝʜʰʠʭ ʚ ʩʠʩʪʝʤʫ. 

ʋʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ ʫʜʘʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʚʦʰʝʜʰʠʭ ʚ ʩʠʩʪʝʤʫ ʩ 
ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʭ ʩʝʨʚʝʨʦʚ, ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ, ʠʣʠ ʩʝʨʚʝʨ 
ʤʦʞʝʪ ʙʳʪʴ ʩʤʦʜʝʣʠʨʦʚʘʥ ʜʣʷ ʠʥʠʮʠʠʨʦʚʘʥʠʷ ʟʘʧʨʦʩʘ ʥʘ ʚʳʭʦʜ ʠʟ 
ʩʠʩʪʝʤʳ ʠ ʫʜʘʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ, ʚʦʰʝʜʰʠʭ ʚ 
ʩʠʩʪʝʤʫ 

9.4.7.4. ʇʨʦʚʝʨʢʘ 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show running, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʧʨʘʚʠʣʴʥʦʩʪʴ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

¶ ɿʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ show grpc client, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ 
ʧʦʣʴʟʦʚʘʪʝʣʷʭ, ʚʦʰʝʜʰʠʭ ʚ ʩʠʩʪʝʤʫ. 

9.4.7.5. ʇʨʠʤʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʈʀʄɽʏɸʅʀɽ: ʦʧʠʩʳʚʘʝʪʩʷ ʪʦʣʴʢʦ ʢʦʥʬʠʛʫʨʘʮʠʷ, ʩʚʷʟʘʥʥʘʷ ʩ gRPC. 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʚʭʦʜʘ ʥʘ 
ʩʝʨʚʝʨ gRPC 

ʉʮʝʥʘʨʠʡ: ʩʝʪʝʚʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ S ʠ PC1 ʨʘʙʦʪʘʝʪ ʥʦʨʤʘʣʴʥʦ. 

 

ʈʠʩʫʥʦʢ 9-14. ʊʦʧʦʣʦʛʠʷ One-to-one 

ʐʘʛʠ 
ʥʘʩʪʨʦʡʢʠ 

ɺʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ gRPC. 

ʅʘʩʪʨʦʡʪʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʣʴʟʦʚʘʪʝʣʝ ʜʣʷ ʚʭʦʜʘ ʥʘ ʫʢʘʟʘʥʥʳʡ ʩʝʨʚʝʨ 

S S(config)# grpc 

S(config- grpc)# user -client 12345 test- user 192.168.0.1 

ʇʨʦʚʝʨʢʘ ʇʨʦʚʝʨʴʪʝ, ʧʨʘʚʠʣʴʥʦ ʣʠ ʩʦʭʨʘʥʝʥʘ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

ʇʨʦʧʠʥʛʫʡʪʝ ʘʜʨʝʩ ʩʝʨʚʝʨʘ ʠ ʧʨʦʚʝʨʴʪʝ, ʤʦʞʥʦ ʣʠ ʫʩʧʝʰʥʦ ʧʨʦʧʠʥʛʦʚʘʪʴ 
ʘʜʨʝʩ. 

ʇʨʦʚʝʨʴʪʝ, ʤʦʞʥʦ ʣʠ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʟʘʧʨʦʩʘ ʩʦʙʳʪʠʷ ʩʙʦʨʘ 
ʜʘʥʥʳʭ, ʠʥʠʮʠʠʨʦʚʘʥʥʦʛʦ ʩʝʨʚʝʨʦʤ 

S S# show running  

S# show grpc client  
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9.5. ʄʦʥʠʪʦʨʠʥʛ 

9.5.1. ʆʯʠʩʪʢʘ 

ʇʈʀʄɽʏɸʅʀɽ: ʚr ʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜ clear ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʧʦʪʝʨʝ ʞʠʟʥʝʥʥʦ ʚʘʞʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʠ, ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʢ ʧʨʝʨʳʚʘʥʠʶ ʨʘʙʦʪʳ ʩʣʫʞʙ. 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

ʆʯʠʱʘʝʪ ʩʪʘʪʠʩʪʠʢʫ ʩʝʨʚʝʨʘ, 
ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʧʦʜʧʠʩʳʚʘʪʴʩʷ ʥʘ 
ʩʦʙʳʪʠʷ gRPC 

clear grpc channel [ip-address port-id] [counter] 

ʆʯʠʱʘʝʪ ʜʘʥʥʳʝ ʦ ʧʝʨʠʦʜʠʯʝʩʢʠʭ 
ʩʦʙʳʪʠʷʭ gRPC ʠ ʩʦʙʳʪʠʷʭ ʨʝʘʣʴʥʦʛʦ 
ʚʨʝʤʝʥʠ 

clear grpc subscr [sample] [counter] 

9.5.2. ʆʪʦʙʨʘʞʝʥʠʝ 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

ʆʪʦʙʨʘʞʘʝʪ IP-ʘʜʨʝʩ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ 
ʧʦʨʪʘ ʠ ʧʦʜʧʠʩʘʥʥʳʝ ʩʦʙʳʪʠʷ ʩʝʨʚʝʨʘ ʠʣʠ 
ʨʘʟʣʠʯʥʳʝ ʩʪʘʪʠʩʪʠʯʝʩʢʠʝ ʜʘʥʥʳʝ 

show grpc channel [ counter ] 

ʆʪʦʙʨʘʞʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ 
ʧʦʣʴʟʦʚʘʪʝʣʷʭ, ʚʦʰʝʜʰʠʭ ʚ ʩʠʩʪʝʤʫ ʥʘ 
ʩʝʨʚʝʨʘʭ gRPC 

show grpc client 

ʆʪʦʙʨʘʞʘʝʪ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ gRPC show grpc status 

ʆʪʦʙʨʘʞʘʝʪ ʩʪʘʪʫʩʳ ʠ ʩʪʘʪʠʩʪʠʢʫ 
ʧʦʜʧʠʩʘʥʥʳʭ ʩʦʙʳʪʠʡ ʥʘ ʫʩʪʨʦʡʩʪʚʝ 

show grpc subscr [realtime | sample] 

9.5.3. ʆʪʣʘʜʢʘ 

ʇʈʀʄɽʏɸʅʀɽ: ʩʠʩʪʝʤʥʳʝ ʨʝʩʫʨʩʳ ʟʘʥʷʪʳ ʧʨʠ ʚʳʚʦʜʝ ʦʪʣʘʜʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʇʦʵʪʦʤʫ 

ʦʪʢʣʶʯʘʡʪʝ ʧʝʨʝʢʣʶʯʘʪʝʣʴ ʦʪʣʘʜʢʠ ʩʨʘʟʫ ʧʦʩʣʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

ʆʧʠʩʘʥʠʝ ʂʦʤʘʥʜʘ 

ʆʪʣʘʜʢʘ ʬʫʥʢʮʠʠ gRPC debug grpc { all | event } 
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10. ʆɹʑɸʗ ʀʅʌʆʈʄɸʎʀʗ 

10.1. ɻʘʨʘʥʪʠʷ ʠ ʩʝʨʚʠʩ 

ʇʨʦʮʝʜʫʨʘ ʠ ʥʝʦʙʭʦʜʠʤʳʝ ʜʝʡʩʪʚʠʷ ʧʦ ʚʦʧʨʦʩʘʤ ʛʘʨʘʥʪʠʠ ʦʧʠʩʘʥʳ ʥʘ ʩʘʡʪʝ QTECH ʚ 
ʨʘʟʜʝʣʝ çʇʦʜʜʝʨʞʢʘè ī> çɻʘʨʘʥʪʠʡʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝè. 

ʆʟʥʘʢʦʤʠʪʴʩʷ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʧʦ ʚʦʧʨʦʩʘʤ ʪʝʩʪʠʨʦʚʘʥʠʷ ʦʙʦʨʫʜʦʚʘʥʠʷ ʤʦʞʥʦ ʥʘ ʩʘʡʪʝ 
QTECH ʚ ʨʘʟʜʝʣʝ çʇʦʜʜʝʨʞʢʘè ī> çɺʟʷʪʴ ʦʙʦʨʫʜʦʚʘʥʠʝ ʥʘ ʪʝʩʪè. 

ɺʳ ʤʦʞʝʪʝ ʥʘʧʠʩʘʪʴ ʥʘʧʨʷʤʫʶ ʚ ʩʣʫʞʙʫ ʩʝʨʚʠʩʘ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ sc@qtech.ru. 

10.2. ʊʝʭʥʠʯʝʩʢʘʷ ʧʦʜʜʝʨʞʢʘ 

ɽʩʣʠ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʦʜʝʡʩʪʚʠʝ ʚ ʚʦʧʨʦʩʘʭ, ʢʘʩʘʶʱʠʭʩʷ ʥʘʰʝʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʪʦ 
ʤʦʞʝʪʝ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʨʘʟʜʝʣʦʤ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ QTECH ʥʘ 
ʥʘʰʝʤ ʩʘʡʪʝ www.qtech.ru/support/. 

ʊʝʣʝʬʦʥ ʊʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ +7 (495) 269-08-81 

ʎʝʥʪʨʘʣʴʥʳʡ ʦʬʠʩ +7 (495) 477-81-18 

10.3. ʕʣʝʢʪʨʦʥʥʘʷ ʚʝʨʩʠʷ ʜʦʢʫʤʝʥʪʘ 

ɼʘʪʘ ʧʫʙʣʠʢʘʮʠʠ 29.04.2025 

 

https://files.qtech.ru/upload/switchers/QSW-7600/QSW-
7600_network_manage_config_guide.pdf 
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